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ECCM.CNncoK n3ameHeHui.

Maty 2.1.1

JoGaBneHo

* MOHUTOPWHI YTUWN3aunn KaHausla TO4YKMN JOCTyna,
* MOHUTOPWHI BUPTYaJ/IbHbIX TOYEK AOCTYyna.

YnyduieHo
* yBeJOM/IEHNS O NnoTepe 1 BOCCTAHOBMIEHNN COeMHEHMA C cepBepomM ELM.
NcnpaBneHo

* npobnema c Nony4YeHnem KoHurypaumm npu nHMLMann3auum npuBsaskuy;
* nNpo6sema, Npy KOTOPOI HEGONBLLIOK NPMPOCT OLLIMOOK Ha UHTepPMece Obl/T HEPa3NIMYNM Ha rpadiuke.

Bepcua 2.1

€@ B Bepcum 2.1 n3MeHeH NOAXoA, K MNLEH3NPOBAHWIO, paHee BblAaHHbIE MNLEH3UN paboTtaTb He GyayT!
Mepep 06HOBNEHMEM ObpaTUTECh B KOMMepUeckuii otaen Eltex gnsa nonyyeHnss 06HOBNEHHbIX
nuueHsnin no tenedoHy: +7 383 274-10-01, nouTe: eltex@eltex-co.ru MO0 3aKaXXUTE 3BOHOK C
canTa: eltex-co.ru

JoGaBneHo

* NINLEH3MpPOBaHNe ¢ NOMOLLbI0 cepBepa nuueHsnii ELM (Eltex License Manager);
* noaaepXxka HoBbIX Moenel cepBUCHbIX MaplipyTudaTopoB: ESR-31 FSTEC, ESR-3200L FSTEC;
* noggepxka HoBbIx Mogenei kommyTtatopos: MES2420D-24DP, MES2300-08P AC, MES5300-24,
MES5305-48, MES5310-48 rev.B, MES5400-48 rev.B;
* nopaepxka moHutTopuHra cetn Wi-Fi: npegoctaeneHve getasibHoin nHopmMaLmmn o oKaunsix, KnmeHTax,
To4YKax fOCTyna;
* (DyHKUMOHAN permcrpauun n pasperncrpaumm Todek AocTyna Ha KOHTposiiepe 6ecnpoBogHOro foctyna
WLC;
* BO3MOXHOCTb CO34aHus NpaBuaa reHepaumm cobbitus Ha ocHose Wireless-cobbITus;
* MoAAepXXKa MOHUTOPUHIA annapaTHbIX PpecypcoB KOMMYTaTOPOB:
* MOHWUTOPWHI Temneparyp;
* MOHUTOPWUHT COCTOSIHUS BEHTUNATOPOB;
* MOHUTOPWUHT COCTOSIHMSA G/I0KOB NMUTaHUS;
+ oTobpaxeHne ARP-Tabnuupl;
+ oTobpaxeHne MAC-Tabnuupl;
* rpynnosas onepayuns no 06HOB/IEHUIO CTaTYyCOB AOCTYNHOCTY,
* TPynnoBoe ynpas/ieHne CTaTycoM Nnpasus/i reHepawlmm cobbITUil 1 Npobnem.

YnyduieHo

+ Avanorv owmnboK A0NOHEHbI MHOPMAaLMen 0 BpEMEHN BO3HUKHOBEHUS;
+ pobGaBneHa nepeMeHHas a5 wabnoHoB, 0To6paxatoLwas TEKYLLYH BEPCUIO0 NPOLLNBKNA YCTPONCTBA;
* noAdepXxka BeLeCTBEHHbIX YiCen B NpaBuiax reHepauuy cobbiTuii No MeTpukam,
* NOACBETKa CUHTaKCKca KOMaHz B pefakTtope KoHdurypauuu,
* NpOBepKa Ha/IMunsa B cucteme 3arpyxaembix MIB-thaiinos;
* BO3MOXHOCTM NO/Ib30BaTE/IbCKOrO MHTEpdelica:
* BbINO/IHEHO OGHOB/EHME KOMMOHEHTOB UHTEPIEC];
+ 06HOBNEHA CTPYKTYpa MEHIO CTpaHuLbl «CeTby;
* CcOoObITVA pa3geneHbl Ha CUCTEMHbIE 1 wireless;
* 0OHOB/MEH NHTEPEC NPUMEHEHNSA CUCTEMHON NULEH3NUK;
* peann3oBaHa NoagepXkKa pasnyHbiX MacLuTaboB 0TOOPAXKEHUS KAPTOUYEK NEPCOHA/IbHOW
CTpaHu1Lpbl Nob30BaTenNs;
+ n06GaBneHo oTobpaxeHne pUNLTPOB AN BUOKETOB B Aallbopaax;
+ B Tabnuuy TpanoB Ao6aBnieHbl HOBble Nons: «Ha3BaHmer, «HasaHue rpynnbi», «<MmMsa xoctay;
* COpPTUPOBKA KOHAMrypauuii no tuny.
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NcnpaBneHo

* npob6nema, Npy KOTOPOI B YCNOBMAX HOpMann3aLlmmn npasuia reHepalmmn npobiem BMECTO Ha3BaHUS
npasuna otobpaxancs ero ID;

* HEKOPPEKTHOE 0TOGPaXKeHUe 3aHATOCTM NamATK Ha rpacdmke ROM gnis HeKoTopbIX Mogenei
KOMMYTaTOpOB, NPy KOTOPOM faHHble Obl/IM MHBEPTUPOBAHDI;

* BOCCTaHOB/IEHa OTMpaBka push-yBegomneHunii N0 co3aaHHbIM Nosb30BaTeneM COObITUAM 1 Npobriemam;

*+ oWwmMbKa BbINOMHEHUS 3a4a4 Ha YCTPOCTBax C 3MeHeHHbIM system description;

* olIMbKa reHepaumm cobbITUIN NO Tpanawm;

* OowmnbKa Npu BO3HMKHOBEHUM oYepeaun 13 3agay: Tenepb 3a4a4dv BbINOHAKTCA NOC/1e40BaTeNbHo,
3aBUCUMbIE 3a4a4M OT yXe 3anyLeHHbIX 3a4a4 Co34atTC OA4HOBPEMEHHO;

*+ owmnbKa Npu KoOHhMrypmnposaHum npodunen 6e30NacHOCTN PasHbIX TUNOB, UMEKLLMX OANHAKOBbIE
Ha3BaHus;

*+ owwmbka npu HacTpoiike SNMP-gocTyna K ycTpoiicTBam, He NOAAEPXKMBAOLLMM n3MeHeHne ssh-nopTa;

+ olmMbKa npu HacTpoike npuemHunka Tpanos SNMP v3;

* BOCCTaHOB/IEHbI NpaBuaa reHepaumm cobbITUn Ha OCHOBE TpanoB A/15 KOMMYTaTopoB Ha 6a3e Realtek
(ISS);

* npo6nema yctaHoBkKn docker-compose Ha Alt Linux B ckpunte compose-tools.sh;

* NPOBepKa BbIK/IIOYEHUS YCTPONCTBA B 3a4a4e Ha nepesarpysky;

* YCTpaHEeHO COXpaHeHue B cucteMe HeKoppekTHbIX MIB-apxmBoB.

Matu 2.0.4

JoGaBneHo
* nogaepxka chatld ons rpynnoBbIX 4aTOB U /IMYHBIX COOOLLEHWI B telegram.
NcnpaBneHo

* owmnbKa npoBepkn KoHdmurypaumm ESR ¢ noptamun B pexume switchport;
* oWwmnbKa yBe4oMIEHMS MNONb30BaTENS O COOLITUSAX CUCTEMbI B YaTe telegram;
* olwmbKa npu gobasneHun mogenn kommyTtaropa MES3510P rev.B DC.

Maty 2.0.3

JoGaBneHo
* noggepxka Hoeow moaenn kommyTtaTopa: MES3510P rev.B DC.
NcnpaBneHo

* OlIMBKa coxpaHeHus B Kalle bpay3epa YAML-nepeMeHHbIX 4515 KOHQUIrypupoBaHnst YCTPOIACTB Mo
LLIab6/IoHaM;

* OlIMBKa coxpaHeHus nopTa Ansa ynpasneHus yCTpoicTBamu, He NoaaepXnBaroLLMMmn nsmeHeHmne ssh-
nopra.

Maty 2.0.2

JoGaBneHo

* noagepXxka HoBoW Moaenn mapLipytusartopa cepum ME: ME5S210S;
* nogaepxka obopyaoBaHus INITeKC, Npom3seeHHoro B KasaxcraHe;
* BO3MOXHOCTb NoucKa KoHMrypaumm no ee cogepxaHuio.

NcnpaBneHo

+ owmnbka Banngauun SNMPv3-nonb3oBaTtensi, B UMEHM KOTOPOro UCMNO/b3yeTcs TUPE;

+ olwmnbKa B paboTe npaBui reHepaunmn cobbIThiA NpY yaaneHnn NpuBA3aHHON rpynnbl UAN YCTPONCTBA:
Tenepb 06/1aCTb NPYMEHEHNA 3aMEHAETCH Ha KOPHEBYIO Ipyrnny, NpaBu/io BbIK/IKOYaeTCs;

* OLIMOKa reHepaumy cobbITUIA NO NONb30BaTENbCKUM Tpanaw,

+ owwmbka murpaumm Hactpoek LDAP npu o6HOBNEHUY;

+ olmbka obHapyxeHus cylHocT CPU Ha ycTpoicTeax, HegocTynHbIx No SNMP npu go6asneHun B
cucTemy;
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* olKnbKa 06HOBMEHMS CTATYCOB CETEBOI AOCTYMHOCTM YCTPOWCTB HA CTPAHULLE MOHUTOPUHIA KapTbl CETY;
* BU3yaslbHble HE[OUETbI, CBSI3aHHbIE C OTOBPAXEHNEM TPYNN U YCTPOICTB B IepeBe 06LEKTOB;
* HEKOPPEKTHbI C6pOC 3HAUYEHWIT NapaMeTpoB MOHUTOPUHTA YCTPOIACTB.

Bepcusa 2.0

JoGaBneHo

* nogaepxka aboHeHTckmx VolP-wnio3oB: TAU-16.1P, TAU-24.1P, TAU-36.1P, TAU-72.IP, TAU-32M.IP;

* noagepXxka HoBbIX Moenel cepBUCHbIX MapLupyTmdaTopoBs: ESR-30 FSTEC, ESR-3300, ESR-3300 FSTEC;

* noagepxka HoBbIx Mogenei kommyTtatopos: MES2410-08DP, MES2300-08 AC, MES3710P rev.B DC;

+ aBTOpM3auus Nonb3oBaTesnen cuctemsl ¢ noMoLLbio cepepa LDAP/Microsoft Active Directory;

* HacTpoiiKa NHTepBasIoB 0GHOB/IEHUA N XPAaHEHUSA CeCccum Nosb3oBaTesns;

+ HacTpoiika napameTpoB SSH, Telnet, SNMP Ha ycTpoiictBax ESR n WLC uepe3s rpadmuecknii nitepdeiic
(Bknagka «CepBUCHI»);

*+ oTnpaBka push-yBegomneHuii No cobbITUAM 1 npobriemam;

* HacTpoiika dunbTpauumn yseqoMneHnin: 4obaeneHa BO3MOXHOCTb yKa3aHUSA BaXXHOCTUN COObITUI 1
npo6sem, No KOTopbIM ByAyT OTNPaBAATLCA yBeAOMIEHMA Ha e-mail u B telegram nonb3oBarens;

* HacTpolika nepuoga XpaHeHus yBeLoMNeHN;

* BO3MOXHOCTb CO34aHus NpaBu/ia reHepaumm cobblTUS Ha OCHOBE 3ajay;

* none «OnucaHne yCTPoiCcTBa» Ha CTpaHuLe YCTpoicTBa. JaHHass MHopmMmauns XpaHMTca B CUCTEME U
He 3anucbiBaeTcs B KOHUrypaumo yCTponicTBa.

YnyduieHo

*+ [ABWKOK CepBMca MOHUTOPUHTa:
* MNOBbILLEHA NPON3BOANTENBHOCTL CUCTEMBI;
* nepepaboTaHbl rpadinku;
* 06GHOBNEHbI pa3aesibl HACTPOVKN NapamMeTPOB MOHUTOPWHIE,;
* COpPTUPOBKa 06BHLEKTOB AepeBa B anihaBUTHOM MOPSIAKE;
* BO3MOXHOCTb CKAHMPOBaHWUA CeTeil C Mackoi /19 u Bbiwe npu f06aB/IEHUN YCTPONCTB B CUCTEMY;
* M3MEHeHOo HanmeHoBaHme CSV-thainnoB Npu BbIrpy3ke AaHHbIX U3 Pa3IMYHbIX Tabnuy, nHTepdeiica;
* BO3MOXHOCTM NO/Ib30BaTE/IbCKOrO MHTEpdelica:
* 06HOBMEH NHTEpdhelic BkNaakm «SLA» Ha cTpaHuLe YCTPOICTBa;
* 06HOBNEH NHTEphelic BKNaAkn «JIMLEH3MW» Ha CTPaHuLE YCTPONCTBa;
* 06HOBNEH MHTEpPeNiC co3aaHnsa/pefakTMpoBaHns Nnosb3oBaTenei;
+ 06HOBNEH MHTepelic Bknagku «MOHUTOPUH»/«MapaMeTpbl» Ha cTpaHuue «<HacTponkmy,
+ 06HOBNEH MHTephelic Bknagkn «MoHUTOPUHM»/«MIB» Ha cTpaHuue «HacTpoikny,
* 0O6HOB/MEH NHTEphelic HaCTPOKN nHTerpaunn ¢ LDAP;
* 06HOBNEH MHTEPElC NPOCMOTPa METPUK, OTHOCALLMXCS K COBbITUIO, Ha cTpaHuue «CobbITHAY;
+ pobaBneHa BO3MOXHOCTb BK/THOUEHWSA/BbIK/TIOYEHWA NOACBETKM CUHTaKCcUca KoHGUrypaumm yCcTpoucTs 1
LWab/10HOB KOHGIMIypauuii;
* Ha BKnagky «Cepsucbl» gob6aBneHa kHonka «Cobparb AaHHble», KOTOpas 3anyckaeT 3ajaum Ha cbop ¢
YCTPOWCTBA AaHHbIX, HEOOX0ANMbIX A1 OTOBPaKEHNS NHGOPMALMKN Ha BKIAZKE.

NcnpaBneHo

* oWwmMbKa nHMUmManm3aunm yCTponcTe B cucteme yepes ZTP-meHepxep;

* npobnema, NPMBOASALLASA K TOXHOMONOXUTENBHOMY pe3ynbTaty B 3agave «O6HOBUTbL MHhopmauumio 06
NHTepencax,

* HEKOPPEKTHOE OTKPbLITUE CTPaHWL, YCTPONCTB Pa3NINYHbIX TUMOB NPU NEPEXOAE K HUM CO CTPaHULbI
GENERIC-ycTpolicTBa;

* owmnbKa NnpocMoTpa cnucka nogsagad rpynnoBoii 3agadv;

+ owwubka Banngaumn SNMPv3-nonb3oBarens, B UMEHW KOTOPOro UCNOJIb3YETCS HMKHEE NogyYepKnBaHuneE;

* OlIMbKa oTobpaxeHust rpadoMkoB MHTEPENCOB YCTPOICTB, A5 KOTOPbIX HET AAHHbIX.
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B cBA3M C NepexofoM Ha HOBbI ABMXOK MOHUTOPWHIa NoTepsiHa o6paTHasi COBMECTUMOCTb C
MeTpUuKamu, noslydeHHbIMU B Bepcumn 1.13 1 60nee paHHunx. CobbITHsA, CO34aHHbIE MO TaKUM METPUKaM,
OyayT NOMEYEHbI KaK «yCTapeBLUME», @ CCblsiKa B Nnose «/ICTOYHUK AaHHbIX» — 3a6/10KMpoBaHa.

MNaty 1.13.4

Jo6aBneHo
* BO3MOXHOCTb HACTPOWKM TamayTa AN 3agad Ha 3arpy3ky koHdurypaumm n daiinos Mo.
WcnpaBneHo

* Ba/IMgaumsa gaHHbIX nonei BBoga novtoBoro agpeca B coorserctBum ¢ RFC 1035, RFC 5321, RFC 5322 n
RFC 6531.

Maty 1.13.3

Jo6aBneHo

* noggepxka HoBoi mogenu kommytatopos: MES2424B rev.B AC.
YnyJuieHo

« Ba/mMgaumnsa napametpa «/IMMUT NakeToB/Cek» B HACTPOWKax npasus nap 30HbI 6e3onacHocTn Ha ESR.
WcnpaBneHo

* owmbka Banmgaummn e-mail yueTHol 3annucu nonb3oBaTtesns;
* eAnHuLbl n3mepeHunsa SLA-MeTpurK B pasgene cos3gaHmsa npaBun reHepauun coobITui.

Maty 1.13.2

WUcnpaBneHo

* owmnbka koHpurypuposaHus npasun firewall Ha ESR;
* OWMbKa noacyeTa NMUEH3NIA ANS YCTPOICTB B CTEKE;
*+ owmnbKa obHapyxeHus yctpoiictB MES2400/MES2424/MES2448 no npotokosty SNMPv3.

Maty 1.13.1

Jo6aBneHo

* nogjepxka HoOBOI MoAesnn cepBUCHOro mapipytusaropa: ESR-3200L;
* nogepxka HoBbIX Mogesnein kommytatopoB: MES2300D-24P rev.C1, MES2410-08DU, MES5300-48;
* nopAepxka mapLupytumsaropos cepum ME: ME2001, ME5S100S.

WUcnpaBneHo

* owmbKa npu 3arpyske gyobnvpyrowmxcsa gaiinos B kadecTBe obpasa MO un 3arpysumka;
* owwmbka npu obHoseHun MO ycTpoiicTBa ESR ¢ Bepcueit 1.24;

* owmbKa npu nonyyeHun NO KOMMYTaTOpPOB arperayuy;

* owmbKa Npu BbINOMIHEHUN 3a4a4K Ha nepesarpy3ky SMG ycTpolicTBa;

+ hopmaT 0TOGpaXKeHNs1 BPpEMEHW paboThbl YCTPOICTB B CTEKE;

+ hbopmat nmenn MO gns yctpoiictea cepun MES5448/MES7048.

Bepcua 1.13

Jo6aBneHo

* nogaepxka HoBbIX Mogeneit kommyTtatopos: MES35001-08P DC, MES3500I1-10P DC, MES5400-24 rev.B,
MES5310-48, MES3300-48F;

* ayTeHTUdrkalma nosb3oBaTenen cuctemMsl ¢ NoMoLLbio cepeepa Active Directory;

* XYpHaIMpoBaHue [elicTBUIA Nosib3oBaTenei;

* XYpHa/IMpoBaHue ayTeHTudrKauum nonb3osarene;
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* NPOCMOTP W yNpaB/ieHne ceccrusamMmmn nonb3oBarteneii CUCTEMb;

* npuem syslog-coobLyeHwnit yCTPOIACTB;

* BO3MOXHOCTb CO34aHus NpaBuaa reHepaumm cobbiTusa Ha OCHOBE Syslog-coobLeHMs, NOYYEHHOTO OT
YCTPOWNCTBa;

+ 06beanHeHne CUCTEMHBIX FPYNM B rpynnbl A4OCTYNa;

* NOAK/IHYEHME K YCTPONCTBY C NOMOLLbIO 3MyNsSTOpa TEPMUHANG,

* CUCTEMHbIe Ha3BaHUS YCTPONCTB C BO3MOXHOCTbIO UX PefaKTUPOBaHWS;

* BO3MOXHOCTb OHOBPEMEHHOIO 3arnycka 3ajayn Ha 06HOBNEHME BCeli MHGhopmaumm 06 ycTpoincTee ans
rpynnbl YCTPOWCTB;

* BO3MOXHOCTb HAaCTPOVKM BPEMEHHOTO AnanasoHa A1 0To6paKeHns MHhopMaLuuy B BUAKeTax
pawibopaa.

YnyduieHo

+ 06HOBNEH BHELWHWIT BUA push-yBeAOMIEHNIA O 3aBepLUEHMIN NONb30BaTENbCKUX 3aay;
+ pobaBneHa BO3MOXHOCTb PyYHOro onpefesieHns nepeMeHHbIX WwabnoHa KoHguUrypaumm ¢
ncnonb3oBaHnemM cuHTakcuca YAML;
+ pob6aBneHa BO3MOXHOCTb BblAENEHNA HECKO/bKNX 3/1IEMEHTOB Tabnuubl C 3axaTol knasuwiein Shift;
* MPOCMOTP CNUcKa CobbITUI, KOTOPbIE MHULMUPOBA/TM FTEHepaLmnio 1 HopManunsaumo Npobemsl, 13
Tabnuubl npobnem;
* BO3MOXHOCTW MONb30BaTENIbCKOro NHTEepelica:
+ pobaBneHa HaBuUraLMOHHas LLenoyka,
* HOBbI MHTEpdIEC npocmoTpa Noapo6HoON NHopmaumm 06 nHTepdieince yCTPoONCTBa;
+ 0OHOBNEHA CTPYKTYpa MEHI0 CTpaHuLbl «HacTporikny,
+ 06HOBNEH MHTephelic co3gaHus/pefakTMpoBaHus ponei;
* 06HOBNEH MHTEpPeNC co3aaHnsa/pefakTMpoBaHns Nnosb3oBaTenei;
* 06HOB/EH NHTEPhEC NePCOHa/TbHON CTpaHuLbl NONb30BaTENS,;
* B Tab/mubl f06aB/1eHbl HOBblE BPEMEHHbIE Anana3oHbl BbIGOPKN AaHHbIX: «[locegHue 6
mMecaueB» 1 «flocnegHnin rog».

NcnpaBneHo

+ owwmnbka Banvgauuun IPv4-agpecoB B dpopme aob6aBneHns yCTponCTBa;
* OlIMBKa 06HapYXeHWs YCTPOMCTB B CETU MO nNpoTokosy SNMPv3;
* HEKOPPEKTHasA BbIOOpKa AaHHbIX Tabnuy, Npy ycTaHOBKE BPEMEHHOIo AuanasoHa «3Ta Hefens».

Matu 1.12.4

NcnpaBneHo
* olmbKa noacyeTa NUUEH3NK AN PeEBU3NOHHbLIX MES.
YnyduieHo

* OONONHWTENbHAA Banugaumus aiina CUCTEMHON NNLIEH3NMN.

Matu 1.12.3

YnyduieHo

* OTOGpaXeHNe MHGOPMALIMI O CUCTEMHON NINLEH3U - A06aBNeHa AaTa 06HOBNEHNS JTULEH3VOHHOTO
K/oua.
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Matu 1.12.2

JoGaBneHo

* nopAepxka LwabnoHHOro KoHturypmposaHus yctpoiicte WLC.
YnyduieHo

+ ana napons agmmHnctparopa ECCM nogaepxaHbl Bce cumosbl ASCII.
NcnpaBneHo

* MosIBUIACh BO3MOXHOCTb MPOM3BOAMTL MUrpaLmio b, npy oTcyTCcTBUN MHGYOPMauUn O MPOoLUMBKE Ha
KommyTtartopax MES;

* Npo6sembl ¢ onpegeneHnem mogenein kommytaropos MES53xx rev.C;

* yKasaHa MUHUMarbHas Bepcusi 4ocTyna K HacTpolikam firewall yctpoictea ESR-15VF.

Matu 1.12.1

JoGaBneHo

* noagepXxka HoBOW MoAenn KoHTposnepa 6ecnposogHoro goctyna: WLC-3200;

* noaaepXxka HoBOW MOAENn cepBMCHOro mapLupytmnsaropa: ESR-3200 FSTEC;

* noagepxka HoBbIx Mogernei kommyTtaTtopos: MES2300B-48, MES3300-48, MES2300DI-28;

* BO3MOXHOCTb HACTPOWKN UHTEpBasia aBTOOOHOB/IEHUA AepeBa 0ObEKTOB U €ro OTK/IH0UYEHNE.

YnyduieHo

* Mpvi 0GHOB/IEHNN U aBTOOGHOBNEHUN AepPeBO 06BLEKTOB 60/IbLUIE HE G/TOKUMPYETCS CMIMHHEPOM, YTO
no3BO/ISIET CBOGOAHO paboTaTb C 06LEKTAMU BO BPeMs NpoLiecca 0GHOBEHMS;
- [o6aBneHa copTUpoBKa TabnuLpl «CepBuchi»/«VRF» M0 HA3BaHMIO U ONUCAHWIO.

NcnpaBneHo

* OMbBKa 06HapyXeHnsa yCTPONCTB B ceTh No npoTtokosly SNMPV2 npun ykazaHum HECKOSIbKUX 3HAYEHUI
community;

+ cbpoc hunsTpauun Tabnuubl yCTPOUCTB B Crlyvae yaaieHUss HECKOIbKUX YCTPOMNCTB U3 rpynnbl;

+ owwmnbka yganeHus VRF;

* OLIMOGKa N3MeHeHUs HasBaHuA WabnoHa KoHUrypaumu;

* OMOKa NpMMeHeHns napameTpoB «TaiiMayT 3anpocoB» 1 «KO/IM4ecTBO NOBTOPHbIX MOMbITOK» B
HacTpolikax onpoca cTaTycoB yCTpPoincTe no npotokonam SNMP/TCP/ICMP;

+ oTobpaxeHue rpadumkos o 3arpyxeHHocTn RAM ans yctpoiicte WLC n VESR;

* owmnbka onpegenexHma mogenu yctpoictea MES5448/MES7048 npy BKNHOYEHHOM NTIOTMPOBaHNN KOMaH/,
SSH Ha kommyTaTope (logging cli-command).

Bepcua 1.12
JoGaBneHo

* noagepxka HoBbIx Mogenei kommyTtatopos: MES3400-48F, MES2300-24P rev.C1;

* 3KCMOPT AaHHbIX 13 Tabnuy B CSV-thaiin;

* yBeZJOM/IEHMS O 3aBepLUEeHNN MNOMb30BaTeNIbCKMX 3a4a4 B BeG-UHTepgoeiice;

* 3anyck 3agauy 4/1a nepesarpysku rpynrbl yCTPONCTB;

+ ayTeHTUUKaunsa nonb3osarenei cuctemol Ha cepeepe LDAP;

* HacTpoiika oTo6paXKaeMblX KOJIOHOK A1 BCeX Tab/uL, U XXYpPHaU10B;

* BO3MOXHOCTb Bbl6Opa MHOXeCTBa YCTPOMCTB 13 Tabnnupbl CO BCEX CTpaHUL, narmHaropa.

YnyduieHo

* MNOBbILLEHA NPOM3BOAUTENIbHOCTL MOHUTOPUHIA YCTPONCTB;

* BO3MOXHOCTM NO/Ib30BaTE/IbCKOrO MHTEpdelica:
* HOBbII MHTEpdIenc HaBurauumn No rpynnam n ycTtpomcTteam CUCTEMbI,
+ 06HOBNEH NHTEpdhelic ansa ynpaeneHus MO Ha ycTponcTBax;
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* 06HOB/MEH NHTEphElC PUNbTpaLNN XXYPHa/I0B MO BPEMEHM;
+ 0GHOBNEH MHTephelic co3gaHus/pefakTMpoBaHus ponei;
* 06HOB/MEH NHTEpChEliC co3naHus NpaBu/ reHepaumm coobITUn N NPoGeM;
+ pasgeneHue onepaumn o6HoBneHus MO Ha oTaenbHble warn: 3arpyska Mo, nepekntoveHme Mo,
nepesarpyska yCTpOICTBa,
* MMMNOPT YCTPONCTB AOMOSMHEH (DYHKUMEN COo34aHMA HedocTatowmx rpynm,
* noaaepXxka HacTpPOlKK poTauumn Npobsem 1 cobbITUA Yepes Beb-MHTepgieiic.

NcnpaBneHo

* OLWMOGKM BaMaaL MM Nonb3oBaTelbCKOro BBOAA NPV co3aaHumn nonb3oBaTenei;

* HepaBHOMepHasi N/IOTHOCTb TOYEK Ha rpadmkax MeTpUK (CKOpPPEeKTpoBaHa arperauusi AaHHbIX);

* CKpbITWE TpanoB 1 YBEAOM/IEHWUIA U3 XXyPHa/I0B AN YAANEHHbIX YCTPOIACTB;

* HEKOpPPEKTHOE 0TOGPaXKeHNE BPEMEHHOW LKasbl ANSl BUOAXKETa-TMCTOrpamMmbl;

* olmMbGKa Bo3BpaTa npeablayLimnx 3HaveHuii napametpoB SNMP B HacTpoiikax gocTyna K yCTPOCTBY;,

*+ owmnbkM Banuaauum IP-agpeca ycTpoiictBa Npy 06aBNeHUN B CUCTEMY, EC/IM afiPpeEC HAXOAUTCS B CETU
foonbLUei, uem /24;

* OlWMOGKM BaMaaL MM BBoAA NOrMHA 1 Naposis Ha CTPaHuLUEe aBTopusaLui.

Matu 1.11.3
JoGaBneHo

* noagepxka HoBbIx Mogernei kommyTtaTtopos: MES2420-48P, MES3300-08F, MES3300-16F, MES3348F
rev.C, MES5410-48.

YnyduieHo
* (huneTpaumnsa npasua reHepaumm cobbITUn NO TUMY YCTPOICTB.
NcnpaBneHo

+ B3aMMofencTBme cuctembl No NpoTokony SSH ¢ cepBrCHbIMU MapLipyTrulaTopamu ESR ansa sepcuii MO
ycTpoiicte 1.13.0 n ctapuue;

* a/IropuTM pacyéta KonmyecTsa npobsiem ansa sugxera « CHETUMK MPo6Nem»;

+ olmbKa onpoca ycTpoicTB B ceTh no npotokonny SNMPv3 ¢ ayTeHTUdmkaumnen 6e3 wmgposaHus.

Matu 1.11.2

NcnpaBneHo

* olmbKa nony4vyeHust KoHdmrypaumm ¢ yctpoiictea MES2424P;

+ BNOKMpPOBKa KHOMKN «[anee» Nnpu pefakTMpoBaHuv YCI0BUIA B MpaBu/iax reHepaumm coobbITuii;
* OlIMbKa MuUrpaunm gaHHbIX YCTPOMCTB NpU 06HOBNEHUN ¢ 6onee paHHUX Bepcuin ECCM;

+ Ay6nmpoBaHue yBeAOoM/IEHNS O HOpMan3auum npobemsl.

Matu 1.11.1

JoGaBneHo

* noagepxka HoBbIx Mogernei kommyTtatopos: MES2300-24P AC, MES2300-24 DC;
* METPUKM ONS OTC/IEXMBAHUA N3MEHEHWIN CTaTyCOB AOCTYNHOCTWN YCTPOWCTB.

YnyduieHo

* ONTMMMU3NPOBAH MEXaHW3M 3arpy3ku gaHHbIx ons rpacdmkos CPU Ha cTpaHuue yCTPOICTBa;
* B KOHCTPYKTOPE COObITUI peanim3oBaH NOUCK COObITUI NO 061acT NPUMEHEHNS;

* pacLUMpeH CMMCOK NpaBu reHepauumn cobbITUiA U NPO6IEM, 3arpy>XXEeHHbIX N0 YMONYaHWIO;

* OTOGpaXeHMe BUAKETOB Ha Aawbopaax.

NcnpaBneHo

* OlIMBKa 06HapYyXeHMs YCTPOMCTB B CETU MO nNpoTokosy SNMPv3;
* OlWmMbKa Murpauummn WabnoHOB 1 KOHGMrypaumii yCTpoRCcTB Npu 0GHOBNEHUN C 60/1ee paHHUX BEPCUiA
ECCM po 1.11;
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anropuTM CpaBHEHUSI MOAENV YCTPOWCTBA CO CMUCKOM B JIMLEH3UM NPY PYYHOM [106aBNEeHUN
yCTpOIiCTBaA B CUCTEMY;
Ba/IMJALMS NPaBWA Nap 30H 6e30MacHOCTY NPY UX CO3AaHNN Yepes BKNaaKy ycTpoiicTea «CepBUchI».

Bepcna 1.11

JoGaBneHo

nogaepxka BMpTyasibHoro mapupyrtmsaropa VESR;

nogaepXka HoBbIX MoZenel KOHTponnepoB 6ecnposogHoro goctyna: WLC-15, WLC-30;

nogaepxka HoBbIXx Mogenei kommyTtatopos: MES5500-32, MES2448P, MES2328I

rev.C, MES2300-48P, MES2348B rev.D AC, MES5316A rev.C, MES5324A rev.C, MES 5332A rev.C,
MES5324A rev.C1, MES5316A rev.C1, MES2428P rev.A2 AC;

cbop 1 aHaNM3 MeTpUK ¢ 060pyL0BaHMA A1 CUCTEMbI PerncTpanmm cobbITuii

aHaIn3 nostlydaemblx Tpanos 419 CUCTEMbI pernctpauun cobbITui;

aHaIn3 XypHana cobbITuii 41 CUCTEMbBI perncrTpaumm npoonewm,

thyHKUMOHaN HacTpolikn chalipBona (6paHamayapa) Ha CEPBUCHBIX MapLUpyTHU3aTopax U KOHTposiepax
6ecnpoBoAHOro JoCTyna;

nosib3oBaTesibckast HacTpoka nopra A5 B3aMMoAencTBusA ¢ yctpoinctsamm no SSH;

COXpaHeHune nocsefHUX HacTPoeK U COCTOSHUA Tabnuu/cTpaHuy, B HTepdeiice 1 BO3MOXHOCTb
BEPHYTbLCA K HAM;

GOYHKUMA cCOXpaHEHNS KOHGMrypaumii ounbTpoB AN NPpeaHacTPoOKn CNOXHbIX OMALTPOB U BbICTPOrO
NepekItYeHns Mexay HUMu;

NHTepdeinc ans 3arpyskn n npocmotpa MIB-gpaiinos ana o6padotkn SNMP-Tpanos OT yCTPOMCTB
CTOPOHHWX BEHO0POB;

BUKET Ha Aawbopae AN 0To6pakeHust XypHana cobbiTuii B Buge Tabnumubl, rmctorpammel 1 pie-chart;
hyHKUMOHaU /151 CaMOCTOATE/IbHOTO pefakTMPoBaHMA OaHHbIX YYETHOM 3anncu Ha cTpaHuue
nosb3oBartess;

KHOMKM BbICTPOro nepexofa Mexzay N3mMeHeHUAMU KOHUrypauuin npu nx cpaBHEHWY;

HacTpolika 0TOOpaxXeHNsA KONOHOK Tab/uLbl Ha CTpaHuue «3agadum».

YnyduieHo

BbINOMIHEH pehaKTOPUHI CUCTEMbI aBTOpM3aLMmn: NOAKNHYEHME N aBTOPU3aLMsA Nosb3oBaTene
BbINO/THAETCS Yepes3 OA4NH NOPT, OTCYTCTBYET HEOOXOAMMOCTb YETKO ONpeaensiTb afpec, Ha KOTOPOM
pa6otaeT WEB;

0GHOB/MNEH UHTEPMENC CTPaHWLbl YCTPONCTBA: MEHIO CAENaHo 60/1ee KOMMNAaKTHbIM;

B MHTepdelic mnopTa yCTPonCTB gobaBneHa (pyHKUMA reHepaLmn HegoCcTatoLWwmx rpynm;

3anyck Bcex 3a4ad A1 NoyvyeHns AaHHbIX C YCTPONCTBA peasim3oBaH C NOMOLLbI0 HaXKaTUsi Ha KHOMKY
«CUHXpPOHM3aLUns»;

B npoueanypy obHosneHus MO Ha ycTpolicTBax fgobaBneHa AONoHUTENbHasA nposepka Bepcun MO
nepep nepesarpy3koi;

B CMCTEMY A06aBneHbl HA60pPbI WAa6I0HOB N0 YMOYaHUIO A5 BbINO/THEHMSA TUNOBbLIX 3a4au
KOH(pUrypnpoBaHusi yCTPONCTB;

NPOTOKO/ 3arpy3kn 60/bLLINX KOHUIypauunin Ha mapLupyTru3aTopbl 3ameHeH ¢ TFTP Ha SFTP/SCP;
BbINO/IHEH PehakTOPUHT NTIOTMPOBaHUS 3a4ay: Pa3BepHyTOe OnvcaHne /10roB, yy4lleHns nHTepdelica,
NHCTPYMEHTbI 3KCNopTa 1 hunbTpauus No YpoBHAM BaXXHOCTY;

pedakTOPVHI CUCTEMbI XPaHEHWsT KOHUTypauuii yCTPOCTB: NOBbILEHA NPON3BOANTENBHOCTb U
CTabWNbHOCTL;

0GHOBNEH pa3gen HacTpoiikn ZTP: nHtepdeic ctan 6onee 3proHOMUYHbIM, 06aBNEHbI BanaaTopsl;
YNYULWEeHbl UHCTPYMEHTbI paboThl € 3arpy)aemMbIMy Ha YCTPOICTBA SIMLEH3NSAMU: fo6aBneH coop
AAaHHbIX 06 YCTAaHOB/EHHbIX HA YCTPOMCTBAX /IMLIEH3MSAX, 0OHOB/MEH MHTEPMENC 3arpy3Kun NMLUEH3NI B
cucTemy;

yNyuLEeHo oTobpaxeHne rpadikoB METPUK: OBHOB/IEH a/TTOPUTM BbIGOPKUN AaHHbIX, AeTasm3auyms
rpadvka 3aBUCUT OT MHTEpBas1a BbIGOPKN AaHHbIX;

yHKUMS yaaneHus rpynn 3 cMcTeMbl ONONTHEHA BO3MOXHOCTbH PEKYPCUBHOTO YAANEHWS BIOXEHHbIX
06BEKTOB;
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06HOBMEH UHTEpPhenc co3aaHns NoNbL30BaTENS: YydLLEeHa SPrOHOMUKA, N3MEHEH BUOKET A1 Bblibopa
rpynm,

npouecc nHmynanusauum IP-gpabpurkm 4ONOHEH BO3MOXHOCTBLIO YKa3aHus agpeca Lwi3a no
YMOJTYaHWUIO;

B HACTPOWKM YUYETHOI 3annucuy nosb3oBaTens o6as/ieH BbIOOP A3blka 0TOOpaXeHus nHtepdeica n
4acoBOro nosca.

NcnpaBneHo

npoBepka 1 o6HoBNeHWe peno3nTopues Ha Astralinux 1.7 B ckpunTte compose-tools.sh (npo6nema
ycTaHoBku docker-compose 1 conntrack);

Ba/Mgaums agpeca yaaneHHon 6asbl gaHHbIX, U3-3a KOTOPON He yAaBasioCb UCMONb30BaTbh JOMEHHOE
nms, B ckpunte compose-tools.sh;

HEKOPPEKTHOE OTOOpaKeHVe pa3pbiBOB Ha rpadnmkax MeTpuUK: Tenepb, €CM ONpPocC No Kakoi-nnmbo
npuyrHe 6blN1 OCTAaHOB/IEH, 3TO ByAeT ABHO OTO6paxaTbCs Ha rpadvke;

co3flaHne NULLIHMX 63KanoB KoHurypauuin Ha yctporictBax ESR,;

nosnyyeHne KoHdurypauuin ¢ yctpoincte MES, cobpaHHbIX B CTEKM OT 4 1 60/1€€ HOHUTOB;

aNIropuTM NPOBEPKN MOAENN YCTPOICTBA Nepes, BbINONIHEHMEM Ha HEM 3aauy: pelleHa npobnema c
NOXHbIMY cpabaTbIBaHUAMM MPU NCMONb30BaHNM YUYETHbIX 3aMMCcei C HENOTHbIM CMUCKOM pa3peLleHHbIX
KOMaHpg;

oLIMbKa 3anycka rpynnosbIx onepauuin Ha 6onee yem 20 yCTPOICTB;

0TOGPaXKEHNE eANHIL, N3MEPEHNIA Ha rpadirkax METPUK.

Bepcua 1.10

JoGaBneHo

nogaepXka HoBbIX MoZenel CepBUCHbIX MapLupyTm3aTopoB: ESR-15, ESR-15R, ESR-30;

nogaepXxka HoBbIX Mogenein kommyTtatopos: MES2124, MES2300-24, MES2300-24F, MES2300B-24,
MES2300B-24F, MES2348B rev.C, MES2348P, MES3300-24, MES3300-24F, MES3348 rev.D,
MES3400-24, MES3400-24F, MES3400-48, MES3608I, MES3608IF, MES3710P;

06CnyXnBaHNe KOMMYTaTOpPOB B CTEKE;

BO3MOXHOCTb CO3Z@aHNSA 1 HACTPOMKM NONb30BaTeIbCKUX Aallbopaos;

oTnpaeka yBeAoM/IeHN Yepe3 email/telegram-kaHasibl Npy BO3HWKHOBEHMMN NPO6GIEM;

npuem n obpabotka SNMP-TpanoB yCTpOICTB.

YnyduieHo

py4HO 3anyck 3agaun Ha c6op LLDP-mHdopmaLlmm yCTponcTBa;

NOMCK 1 INNLTPaLMA YCTPOCTB Ha KapTax ceTy;

B CKPUNT-UHCTANNATOP A06aB/1E€HbI HOBbIE ONUMK AJ/19 MOHUTOPUHIA COCTOSIHUSI CUCTEMBI;
nepepabdoTaH nHTepgeiic hnnsTpoB B TabMLAX;

MEexXaHu3M A1 B3aMMOoAEeNCcTBNs ¢ ycTpoicTBamu no SSH;

nepepadotaH nHTepgeinc B pasnene «YCTpoincTeo» — «MOHUTOPUHI».

NcnpaBneHo

olnbka onpegeneHnsa moaenun yctpoicts ansa MES2424P rev. C1 Ha npowwnske 10.2.8;
paboTa ¢ 3anaposieHHbIMY Kitodamn SSL-cepTudpmkaTos.

Bepcusa 1.9

JoGaBneHo

GbICTPbIA NOUCK YCTPOWCTB U rpynn B MHTepdieice ECCM,;

HaCTPOWKN NHTEPBa/IOB cOOpa METPUK 1 NEPUOLA XPaHEHNSA AaHHbLIX MOHUTOPUHIA B MHTepdielice
ECCM;

hyHKUMM NepenMeHoBaHmMsA 1 NepeMeLLLeHns rpynn;

oTobpaxeHune rpadgmnkos CPU/RAM/ROM + Tabnuua MHBEHTapHOI MHG)opMaUnn Ha CTpPaHuLe
YCTPOWNCTBa;

11
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* noggepxka mapwpyrtmnsaropos cepun ME: MES000, MES000M, MES5100, MEST100 rev.X, MES200,
MES5200S;

* nopaepXka MOHUTOPMHra TPaHKoBbIX LW030B SMG (¢ Bepcmeli npowmsky ot 3.20.5.X
1 HoBee): SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-2016 rev.B, SMG-3016, SMG-3016 rev.B,
SMG-4, SMG-500.

YnyduieHo

* MOBbIWEHa NPON3BOAUTE/TLHOCTb, MO/THOCTLIO 3aBEPLLUEH Nepexo Ha HOBbIV ABWKOK A1 coopa
Tenemetpum no SNMP 1 onpoca goCTynHOCTU YCTPOWCTB;

* 4aCTUYHO BHeAPEHO NCMNOJb30BaHNe HOBOrO MexaHu3ma 419 B3auMogencTeums ¢ yctporcTsamu no SSH;

* npeAcTasfeHne gat u BpeMeHn npueeneHo kK ctaHgapty FrOCT NCO 8601-2001;

+ fopaboTaH UHTepdelic A5 Bblibopa rpynn Ha CTpaHULUEe YCTPOWCTB;

+ nopaboTaH UHTepdelic Ans Bbibopa AaT B pasaene «YCTPOUCTBO» - « MOHUTOPUHT»;

* B CKpUNT Ans 3anycka ago6asneHa yctaHoBka Docker B cuctemax Astra Linux n RedOS.

NcnpaBneHo

* owmnbka 06HapyxeHus ycTpoincTB no SNMP B cnyyae n3ameHeHus napamMeTpoB A0CTyna K yCTponcTBam;
+ owwmnbka yganeHus IP-coabpurku nocne yganeHus ycTpoucTs,;

*+ OWmMbKa OTKPbITMA KapT nocse yaaneHns yCTponcTBa, OTMEUYEHHOIO Ha KapTe;

* owmnbKa Npu yaaneHnn ycTponcTs, korga npu 3anycke ECCM ykasbiBasics HeBannaHblid TFTP-agpec;

*+ owmnbKa npu AobasBneHnn yCTPONCTBA C yKasaHWeM HenpaBuIbHON Mogenu.

Bepcua 1.8
JoGaBneHo

* noaaepXxka HoBbIX MOAenel CepBUCHbIX MaplipyTudaTopoB: ESR-20 FSTEC, ESR-21 FSTEC, ESR-100
FSTEC, ESR-200 FSTEC, ESR-1000 FSTEC, ESR-1500 FSTEC, ESR-1511 FSTEC;

* noagepxka HoBbIX Mogenel kommyTtaTtopos cepuit MES2300, MES2400, MES2448, MES3300,
MES5300A;

* noggepxka npotokosna SNMPv3;

* NMoAAepXXKa MOHUTOPUHIA CTOPOHHEro 060pyA0BaHNS.

YnyduieHo

* nepenucaH ABWKOK AN cbopa TenemeTpum n onpoca AOCTYMHOCTU YCTPONCTB;

* B CKpUNT A4Nsa 3anycka Ao6aB/ieHbl HACTPOIKM A1 HACTPOWKM paboThl C yaasleHHbIM CepBEPOM 6asbl
[aHHbIX;

* 06HOB/MEH NHTEphElC 418 ynpaBneHus rpynnamMm yCTPONCTB.

NcnpaBneHo

* owwn6Ka npu aKkcrnopTe 60MbLLOro Konnyectsa ycTpoiicTs (6onee 8000);
+ olmnbKa onpeaeneHns crtaryca AocTynHocTu yctponcte MES ISS no SNMP.

12



ECCM.CNncoK n3ameHeHui.

Bepcusa 1.7

JoGaBneHo

* noggepxka Hoeblx mogeneit MES2424P, MES5400-24, MES5400-48;
* noagepxka MoHUTOpuHra moaenei SMG:
SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-3016, SMG-4, SMG-500;
* MHCTPYMEHTbI Ansa pabotsi ¢ IP-fabric: macTtep nHmynanmsaumm n nHtepdenc ynpaBneHus;
* MeHeXep SIMLEH3UIA NS YCTPOWUCTB;
* noggepxka paboTbl Be6-MHTEpdenca cuctembl No npotokony HTTPS.

YnyduieHo

+ 06HOoBNeHNe Bepcun PostgreSQL ¢ 12 Ha 14;

* npuBefeHne CTUNA PuUILTPOB AaHHbIX B Tabnuuax K eguHomy Buay;

* HacTpolika napaMeTpoB AOCTyna K yCTponcTBam OTAe/1bHO MO NPOTOoKoNaMm;

* HacTpoiika BpeMeHun oxungaHus oreeta no SNMP B pasgenie o6Hapy>XeHUst yCTPOWCTB.

NcnpaBneHo

* COpPTUPOBKA CNNCKOB Ha3BaHWIi MOAENEN YyCTPOICTB;

* OWMbKa NPUMEHEHUST KOH(PUTYPaLMIA YCTPOICTB, COAEPXKALLMX 3ansaTy0 Npu NepeuncneHmnm
napameTpos;

+ ny6nmpoBaHue 3anpocoB B Be6-nHTepgeiice.

Bepcusa 1.6

JoGaBneHo

* nogaepxka cemencts yctponicte MES3700, MES1428, MES2400, MES2424, MES2448;

* MeTKa «akTyasnibHas Bepcus MNOv»;

« nopgaepxka TFTP B ansible-mogynax ans MES ROS 2.5, ROS 4+,

* MoAAepXKa Ucnosb3oBaHns WwabnoHoB Jinja 415 rpynnoBoro KOHPUryprpoBaHus YCTPOMCTB.

YnyduieHo

+ 06beanHeHVE pa3aenos rpynnbl/yCTPONCTBa;

* pasgenexue koHdurypauun Running/Draft + Backup;

+ B3aumogeincteune TFTP-cepBepa CO MHOTMMMW KITUEHTaMU,

* OKHO CO3[4aHus rpynnoBbIX onepauuin Tenepb 6/10KMPYeTCA BO BPEMS OXUAAHUA OTBETA OT CepBepa;

* NPV aBapuinHOI1 OCTaHOBKE cepBuca Bo Bpemsi Murpaumm identity-provider goctyn k B/}, 60nbLue He
6nokunpyetcs;

* YCTPOWCTBA C pa3HbIMU PEBU3NAMMN 06beAUHEHBbI B O4HM TPYNMbl B JINLEH3UAX;

* YNy4lleHO MaccoBOe KOHUryprpoBaHue YCTPOMNCTB;

* ronpassieHa Basigaumsa Mogenv-niueH3nun B gvasnore fo6asneHns yCTpoucTB — aBTO0OHapyXeHue.

NcnpaBneHo

* HEBO3MOXHOCTb 3arnyCTuUTb eLLe 04HO rpynnoBoe 06HOB/IEHNE MPU YXXe 3anyLeHHOM rpynnoBoM
O6HOB/IEHUY;

* M3MeHeHue cTatyca SSH;

* pasHblii perncTp B Ha3BaHUAX NPOTOKO/I0B B HACTPOMKax JOCTynNa;

+ olumbka onpeaeneHus ycTpoictea MES5448;

* owun6Ka onpeaeneHns 3aad, Co3aHHbIX Nosib3oBaTesieM, OT/IMYHLIM OT eccm (NPeayCcTaHOBNEHHbII
nosib3oBaTesb);

+ y6paHbl N0NOChkI NPOKPYTKN U3 NHTepdhelica KapT ceTel;

* HenpasunbHada cepua onsd MES2411X AC. Cepusa nameHeHa Ha MES2448.
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ECCM.CNncoK n3ameHeHui.

Bepcua 1.5

JoGaBneHo

nogaepxka TFTP ana pasgaun dannos Ha ceTeBoe 060pya0BaHuE;
DHCP-cepsep;

ZTP-meHempkep ANns nHMuuanm3aumm yCTpPoncTs;

c60p AaHHbIX O CTPYKTYpe ceTn no LLDP;

nogaepxka cemencts yctponctes MES11xx, MES21xx, MES22xx, MES31xx;

BO3MOXHOCTb NPOBEPSITb OCTYNHOCTbL CETEBOIO 060PYA0BaHUS MO ycTaHoBNeHuo TCP-coeauHeHns

(nokasbiBaeT 60nee BbICOKYH NPOU3BOAUTENBHOCTL, YeM ICMP-npoBepkm);
TpaccMpoBOYHbIE 3aro/1oBKK B http-oTBETHI CepBepa.

YnyduieHo

yNyudLleHnsl KapT CeTu:
* OTOGPAXEHNE MKOHOK YCTPOICTB B COOTBETCTBUM C TUMOM 060PYA0BaHMS;
* OTOGpaXeHue CTaTycoB CETEBOI OCTYMNHOCTY;
* aBTOMAaTMYecKoe MOCTPOEHNE CBA3El MeX/ly YCTPONCTBAMM OCHOBbLIBAsAChL HA AaHHbIX LLDP;
* BHepeH (PYHKLMOHAN «NOoAKaPT CETW», NO3BONSAIOLLMIA UHKANCY/IMPOBATb C/TI0XHbIE CETEBbIE
CTPYKTYpbI;
* yNyulleHo Ao6aBneHne YCTPOCTB Ha KapTy;,
* ynyulleH yHKUMOHAN M3MEHEHNS MacLITaba KapTbl;
* Mepexof, K CTpaHuLe YCTPOoICTBA C KapTbl CETY;
nepepaboTaH NoAxof K onpefeNieHnio CTaTyCcoB YCTPOCTB: OTe/IbHO 0TOGpaXatoTcs cTaTyc
06CNyXMBaHNA YCTPOICTBA B CUCTEME U CTATyC CETEBOI AOCTYNHOCTM YCTPOIWCTBA;
yBe/M4yeHa npon3BoanTeIbHOCTb ONPOCUMKA CETEBOI [AOCTYNHOCTY YCTPOMCTB.

NcnpaBneHo

ynydlleHa ouyncTKa odepean 3aaa4 Ha YCTPocTBax OT 3aBUCLUMX 3a4ay;

MCNPaB/IEHO PACTONIOXKEHNE KHOMOK NOATBEPXAEHNSA N OTMEHbI AEACTBUS B HEKOTOPLIX Anasiorax;
06paboTka OLMOKI NPK NOMbITKE 3KCMopTa AEMO-/TULIEH3NN;

“cnpae/eHbl LMKINYeckMe naaeHusi cepeuca device-manager noce nepesarnycka;

ncnpaeneHa 6/10kMpoBKa B/ Npu HeycneLlHoi MUrpaLymn Bo Bpemsi ctapTa CepBuca;

“cnpae/fieHa ownGKa Npu MMNoPTE A/IMHHbIX (DAnNI0B CO CMMCKOM YCTPOICTB.

Bepcua 1.4

JoGaBneHo

MOWCK YCTPOIACTB B CETY;

KapTbl CeTelr;

rpynnoBble onepauum no KOHUrypupoBaHMo YCTPOIACTB;
CKPUNT A1 MHCTaNIAaUMN 1 3anycka NpPoeKTa;

c6op MeTpuK paboTbl cepBucos (a8 Prometheus).

YnyduieHo

ONTMMM3aLVS BHELLHEro BiAa 1 yao6CcTBa UCMO/b30BaHUA (OUILTPOB B Tabnmuax;
CKpbITWE naponeii Ansa AocTyna K yCTPOoCTBam 13 /I0roB BbINOMHEHUS 3adau.

NcnpaBneHo

nogcyeT cBO6OAHBLIX NNMUEH3NIA NPy A06GaBNEHNN YCTPOICTB;

npo6aema oTKPbITUS TPAtNKOB MOHMTOPUHIA NPU eLLe He 3anoIHEHHbIX AaHHbIX;
OLLUMGKM Npy 06HOBNEHMN TOKEHA aBTOpU3aLmm;

0TOGPaXEeHNE OTpULATENBHON LWKasbl X HA HEKOTOPbIX rpadinkax.
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ECCM.CNncoK n3ameHeHui.

Bepcua 1.3
JoGaBneHo

* nogaepxka yctponcts MES5448/MES7048;

* BKnagka «MHdopmaumsa» ¢ MIHBEHTapHbIMU AaHHbLIMW HA CTPaHULLE YCTPONCTBa;
*+ pasgen «[lepcoHanbHas cTpaHuua» ¢ MHhopMauueli o NonNb3oBaTterne;

* 1CNO/Ib30BaHMe MaKpPOCOB A1 KOHurypuposaHus MES.

YnyduieHo

* yckopeHue cbopa MHBEHTApHbIX AaHHbIX N0 SNMP npu fo6aBneHnn HOBbIX YCTPOCTB;

*+ 0TOGpaXKeHWe rpynnbl YCTPOCTB B pasaesie YCTPOICTBa;

+ nepexop Ha Kotlin 1.4;

* anropuTM paboTbl ¢ KOHUrypauusimu ESR: 4epHOBKKM Noc/ie NpUMEHEHMS coxpaHsatoTcs B 6ase
[laHHbIX, a He yaansTcs.

NcnpaBneHo

* HEeKoTOpble Ha3BaHWA 3aro/I0BKOB B Tabnnuax;

* copTtuposka MO no Bepcusam;

* OTOOpaXeHue LBETOBOrO cTaryca YyCTPOUCTB B pasgenax «YCTpoucTea» U «pynnbi»;
* MOACYET TpUrrepoB B pasaene «CeogHas nHpopmaumsy;

* OLIMBKM Npn 0GHOBNEHUKN CcTaTyca YCTPOMCTB.

Bepcusa 1.2

JoGaBneHo

+ nopaepxka yctponcts ESR3100 n cemelictB ycTpoicte MES23xx, MES33xx, MES35xXx,
MES36xx, MES5312, MES5324, MES53xxA;
* MMMOPT/3KCMOPT YCTPONCTB B CUCTEMY.

YnyduieHo

+ pab6oTa web-uHTepdeiica n cucteMbl aBTopusaumm Yepes oanH TCP-nopt (Mo ymonuaHuio nopt 80);

+ po6aBneHa HacTpoiika si3blka 0To6paxeHust nHTepdoelica (ru/en);

* aBTOMAaTM4ecKoe NpPoasieHne ceccun web npu akTMBHOCTY B MHTepAIelice;

* TpaccupoBka own6ok ¢ backend Ha front;

* nepepaboTaH nHTepdenc Ao6aBneHnsi yCTPONCTB B CUCTEMY;

* nepepaboTaH MHTepeinc HacTpoiikn aAedonTHbIX (rNo6asbHbIX) NapaMeTpoB AOCTYNa K yCTpoiicTBaM;

+ pobGaBneH napcep UMeHu dhaiina gns aBToMaTMyecKoro 3anosiIHEHNS CEPUIA 1 BEPCUIA Npu 3arpy3ke
¢oaiinos MNO.

NcnpaBneHo

* COPTUPOBKA rpacthnKoB Ha CTPaHWLLE MOHUTOPUHIA YCTPOICTBA No andasunTy;,

* OLIMGKM PACCUHXPOHM3ALMN [epeBa 06bLEKTOB NPU YAANEHUMN YCTPOIACTB;

* MpOMyCcK 3anycka 3aAa4 nosy4YeHns KoHUrypawuum ycTpoiicTea nocse ero 1o6aBneHus;
* OLIMGKM NPV MOJSTyYEHUN I0TOB BbINOHEHWS 334au.
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ECCM.CNncoK n3ameHeHui.

Bepcusa 1.1

JoGaBneHo

* cucTema NULEH3UPOBaHMS MO KOMMYECTBY 06CNYXMBAEMbIX YCTPOICTB;
* HacTpoiika MHAMBMAYabHbIX NapaMeTpoB AN A0CTyna K yCTpoiicTBam;
* MexaHu3M A06aBMeHnsl YCTPONCTB B CUCTEMY: NPV A06aBNEHNN YCTPOIACTB SIBHO YKa3blBaeTCs TUM.

YnyduieHo

* NnoBbilLeHNEe Npon3BoaNTENIbHOCTN,
* ynyduleHunsa BHeELWHero snaa.

NcnpaBneHo

+ owwmnbka npu yaaneHuun 6onee 100 yCcTpoOIACTB;
* owmbKa Npu nepexoae Ha BKIagky «pynnbiy;
* olmMbKa npn 06HOBMEHMM TPYMMbl YCTPOWCTB.

B Bepcun 1.1 6611 yaaneH yHKUMoHan AN aBTOMaTtnyeckoro novcka n fo6asieHns yCTPOUCTB.
cnonb3lyemasn paHee KoHLUeNuus 6bl1a HeCoBMECTUMA C INLEH3MPOBaHNEM 1 UMeNa HA3KYHO
NPOV3BOAMTENBHOCTb. BbI/I0 MPUHATO peLLeHne NOTHOCTLIO Nepeaenarb MexaHu3M 06HapyXXeHns
YCTPONCTB, OH ByAET BK/IHOYEH B G/vKaiLLne Bepcum.
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TEXHNYECKAA NMOAAEPXKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BbI MOxeTe o6paTnTbcs B CepBUCHbIV LEHTP koMnaHum Eltex:

dopma 06paTHOin CBA3N Ha cailTe: https://eltex-co.ru/support/

Servicedesk: https://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanibHOM calite KoMnaHuu: https://eltex-co.ru/
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