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ECCM.PykoBOACTBO M0/1b30BaTesNA.

ECCM (CepBurC MOHUTOPUHTIA 1 yNpaBneHns KoHdurypaumsimun «kELTEX») — 3To cucTema ynpas/ieHns CETEBbLIM
o6opyaoBaHNEM. YNpaB/ieHne oCyLLEeCcTBASETCS C MOMOLLbI0 BE6-UHTepdielica, KOTOpbI NpeaocTaBnser
YA06HbIE UHCTPYMEHTbI 419 HACTPOIKN CUCTEMbI U CETEBOI0 060pYyA0BaHUA NOA HYX bl NO/b30BaTeNS.
[laHHOe pyKOBOACTBO COAEPXUT onncaHne nHTepderica Nosb3oBaTesis U OCHOBHbIX MPUEMOB paboTbl C HAM.

1 [ocTyn K Nosib30BaTelbCkoMy UHTepdeiicy
[ONs nogknoyeHns K uHTepdeiicy nosb3oBaresist OTKpoiiTe Gpay3ep 1 B aApeCcHOii CTPoKe BBeaUTE:

http://<ECCM_ADDRESS> (nnu https://<ECCM_ADDRESS> npu ucnosnb3osaHum HTTPS),
rne <ECCM_ADDRESS> — azpec cepsepa ECCM B Balueli cetu (370 MOXET 6bITb IP-agpec nnm foMeHHoe ums,
ecnn y Bac HacTpoeH DNS).

OTKpOeTCsi CTpaHuLa ¢ oOpMOoii aBTOpU3aLN:

ECCM.PASSPORT

TNorux

Mapone

Boiitun

BBeauTe /10rMH eccm 1 Napo/ib eccm B COOTBETCTBYHOLLME NOMS U HAXXMUTE KHOMKY "BoiiTn".



ECCM.PykoBoACTBO Nosib30BaTtens.

2 OCHOBHbIE 3M1IeMeHTbI NHTepdienca

Monb3oBaTenbCKWii MHTepgpeiic NnpeacTaBnseT coboii oAHOCTPaHNYHOE BEG-MPUIOXEHNE, KOTOPOE COCTOUT 13
HECKOJIbKNX OCHOBHbIX YacTeli:

:.eLTex TMepcoHanbHas cTpaHuua mov :::lj‘;

CBOAHaA MHbOPMAL KA

& Mbos MNepcoHanbHaa uHdopMauus /' PepaktupoBars Tekywian ceccus Kananel yeegomnennit IE dunsTpauua yeegoMNeHHi
&~ Mpo6nembl
IJ Kaproicetn Ecem Ecem Ecem [ara coapanna Yetpoierao IP-apec
e fé Push-yeefomneHus
@ Cen eccm@eccm.ru 20250218 13:08:30  Mozilla/5.0 (X11; Linux x86._.. 100.110.0.251
= no Homep Tenediona
LLia6nowbi
b ute Jpyrue ceccun
€} Vumumannzauus yctpoiicTe Pycck
[lara cosanus Yerpoiicrao 1P-agpec

B 3agaun ©

eccm
E CobbiTHA 9neMenHTOR Ha cTparMue 10 - ou0

ECCM
A Yeepomnenus

SuperAdmin
@) Tpanbl
& Jlorm
X  Hactpoiiku

<«  CeepHyTb naHens

HaBuraunmoHHasa Lenouka,

CenekTop BblboOpa A3blka UHTEPIECa;

CBepgeHns 06 y4eTHO 3anmcy 1 ceblfika Ha MepcoHasbHY0 CTpaHuLy Nosb30BaTess;

KHonka g/1a BbIxoga u3 cuctemsl. INpn Haxxatnum Ha Hee ceccusa ByaeT pasopsBaHa;

MaHesb HaBuraumy rno pasgenam;

Pabouasn obnactb. B 3aBMCMMOCTY OT BblIGpaHHOro pasgena 3gecb 6yayT npefacTas/ieHbl pa3/inyHble
BUOKETHI,

7. KHOMKa CBOpayMBaHUsi MaHenn HaBuraumm (418 paclumpenus paboyeli obnactu).

ocgrLOd -~



ECCM.PyKkoBoACTBO nosib3oBaTesnsa.HaBuraLoHHas Lenoyka

2.1 HasuraymoHHas uenoyka

HaBuraLMoHHas Lenoyka pacnosaraeTcs B BepxXHel YacTn nHtepderica cuctemsl 1 npeacTtasniset cobo
CMUCOK U3 Noc/efoBaTe/IbHO OTKPbIBAEMbIX BK1AA0K BHYTPU CTPaHULbI.

C nomoLL bl HaBUTaLMOHHO LEEMOYKM MOXHO BO3BpaLLATLCS K NPeablayLLeMy OTKPbITOMY pasfeny cTpaHuupbl
6e3 obpalleHns K NOAMEHH0.

2.1.1 Bo3BpalleHyie K NpeablayLemMy pasaeny

[Nsi BO3BPALLEHNS K OIHOMY 13 paHee OTKPbITbIX Pa3fenoB CTPaHULLbl HXKMUTE /TIEBOI KHOMKOV MbILIW Ha
(hparmMeHT LLENOYKM C HAa3BaHWEM UHTEPECYIOLLETO pas3aena: BblopaHHblii pasaen 6yaeT OTKpbIT.

.’_‘ Hactpounku » MOHMTI‘SPMHF » [paBuna reHepauum npobnem

2.1.2 Haswuraums Ha cTpaHuue "CeTtb"

B HaBuraumoHHol uenouke Ha cTpaHuue "CeTb" nponucbiBaeTcs NyTb OT KopHeBoii rpynnsl ECCM go rpynnbl,
KoTopas 6blna OTKpbITa, UK 40 BKIAAKM CTPaHULbl YCTPONCTBA.

EcCM , _ Oabpuuwan , EECEETERPPEIETIN , yooamnewwe » Cepsmcsl b Mitepdeiics! n o ESsmEE
rPYnne YGTPOHGTBA 1001101122 SuperAdmin

= ¥ N
T - /o B Vooovaws 100.110.1.122_ESR-200 # () Cusxpowmsuposars | v [ Tepwmian | -
. @
& MOHUTOPUHI ~
Q RUNNING Murepde S n n VRF SNMP
o i pobeiicel onb1 GesonacocTi Ipodunu pasuna Hoctyn
Am e MeTpuku —_—
] |& AW Cuoups Q
_ » &= Kemeposo Tpansi
= BB HosocnBupek
Q = o 3apaum [0  Hassane mirepseiica 1P-apec Onucane Pexan paboroi VRF  3oua Gesonacwoctn Hereee Bniosen
» &= 3+ ymuya Crpoutene ®
B ip-fabric
“ - B dabpuunan CoGbiTna O gigabitethernet 1/0/1 100.170.1.122/23 UPLINK to MES2124M (100.110.1.121) routerport OFF ON
— & 100.110.1.121_MES:
=] | @ 1001101 122,65, POSIeMel [0  igabitethenet 1/0/2 routerport oN OFF
— & 100.110.1.123_SMG-
B 1001101120 pes] o O  gigabitethemet 1/0/3 50.50.50.50/22 routerport ON OFF
@ .1.124_MES:
4 - B 10010IABMES e peiice [0 gigabitethemet 1/0/4 routerport ON OFF
— & 100.110.1.126_MES:
®
g j‘zz l ls : jé;’xizl SLA [m] gigabitethernet 1/0/5 switchport (po1) ON OFF
8 - @z s
— ©100.110.1.129 MESY  ynpasnenme ~ 0O gigabitethemet 1/0/6 test switchport ON OFF
* — & 100.110.1.130_WLC-|
— ©100.110.1.131.TAU|  Kondurypaumum O gigabitethernet 1/0/7 routerport ON OFF
— & 100.170.1.132_MES}
|- @ 1001101133 WLC|  Cepavcs [  gigabitethenet 1/0/8 test routerport ON OFF
— & 100.110.1.134_WLC-|
L & 100.110.3.100_vESR|  Ynpasneune MO O bridge 1 test-bridge1 ON OFF
MapameTpbi ~ O port-channel 1 switchport ON ON
LocTyn
MowuTopuHr
‘ »
» «  CBepHYTb NaHenb CoxpaHuTe K MpuMeHnTL

Bo chparmeHTe Lenouku, onpeaensiowem rpynny, ykasbiBaeTcsi HasBaHue rpynnbl 1 ee Tun.

[na yno6cTBa HazBaHuA rpynm, pacnonararowmxcsa mexay ECCM n nocnegHei rpynnoi B LIENOUKe,
CKpbIBAlOTCSA B OTAENbHYIO NaHesb. [ NPOCMOTPa CKPbITOro cerMmeHTa HaBuraLMOHHOW LIeNOYKN HXXMUTE Ha
KHOMNKy "TokKa3aTb CKpbITble rpynnbl”:

dabpuuHas
45 YCTPOMCTBA

MokasaTb CKpbITble Fpynmbl




ECCM.PykoBoACTBO nosb3osartesns.PaboTa ¢ Tabnuuamm

YCTPOIACTBO, CTpaHULIa KOTOPOro 6blsia OTKPLITA, BbIAENAETCA B HABUraLMOHHOI Lienoyke 6e/biM LiBeToM. Bo
thparmeHTe ykasbiBaeTCs Ha3BaHWe ycTpoiicTea 1 ero IP-agpec. [lanee B Lenouyke oto6paxaroTcsi pasaesbl
MEHIO CTPaHuLIbl YCTPOICTBA.

Onsi yno6cTBa pasaesnbl MEHIO CTPaHMLbl YCTPOCTBA CKPLIBAKOTCS B OTAE/NbHYI NaHesnb. [1s1 npocmoTpa
CKPbITbIX Pa3AenoB HaXMUTE KHOMKY "Moka3aTb CKpbITbie pasaenb':

100.110.1.122_ESR-200 .. CepBucbl 30Hbl 6e30nacHoOCTH
100.110.1.122 b

MokasaTb CKpbITble pasaenb!

2.2 Pab6orta c Tabnmyamu

2.2.1 ®unetpbl TAGNUY,

KoMMoHeHT dousibTpa No3BOJIAET OCYLLECTB/IATL TMOKYH0 paboTy ¢ Tabnnuamm, oTobpaxasn faHHble,
0TO6paHHbIE NO ONpeAenieHHOMY, yCTaHOB/IEHHOMY NoJb30BaTeNieM, ycrioBuio. [ns nob6asneHns ounstpos

—_—

HaKMUTE Ha KHOMKy ~—

Mocre HaxaTns OTKPOETCA OKHO "®PU/bTPbl”, KOTOPOE COAEPXKUT:

—r
EFSWINE © J § Q
wMﬂprbl CoxpaHeHHble GUnbTpbl
~  Cepust
Onepauua 3HaueHne
Copepxut v X
~ HasBaHue
Onepauua 3HaueHne
Copepxut v X

v |IP-appec

v Wwms xocta

v MAC-agpec

+ CepuitHblit Homep

1. CenekTtop "CoxpaHeHHble ouLTPbI" CO CMMCKOM COXPAHEHHbIX NM0/Mb30BaTENNbLCKUX (DULTPOB;

2. IHAMKaTop HeCOoXpaHEHHbIX N3MEHEHW — oTOOpaXxaeTcs B C/lyyae, eC/im B paHee COXPaHEHHbIN
hunnbTP, UM KOTOPOro oTpaxaeTcs B none "CoxpaHeHHble OUIbTPbI", Obl/IN BHECEHbI U3MEHEHMS;
Pasgen ¢ kapToukamu oubTPOB, AOCTYMHbIX 4715 HACTPOMKMY;

KHonka "3akpbITh" AN5 3aKpbITUA OKHA UNLTPOB 6€3 BHECEHMS U3MEHEHWI U NPUMEHEHUS (hUNLTPOB;
KHonka "CoxpaHuTb" ans coxpaHeHus dmnbtpa. Nocne coxpaHeHns ounestp 6yaet AocTyneH ans
BblGopa B cenekTope "CoxpaHeHHble unbTpbI”,

6. KHonka "TMpuMeHnTb" AN npuMeHeHns ounbsTpa K Tabnumue 6e3 ero coxpaHeHus.

arw



2.2.1.1 Hacmpolika cpusibmpa

ECCM.PykoBoACTBO nosib3osartesns.PaboTa ¢ Tabnuuamu

OUNLTPLI NpeAcTaBeHbl B OKHe "®unibTpbl” B BUAE KapTouek, (OUILTPYOLLMX AaHHbIE MO ONpefeeHHOMY

nosto TabAnLpl:

“  Cepua

Dnepauua 3Hauenue

Conepumr -

“ Hasganue

Onepaums 3navenue

Copeprut -

+ IP-agpec

+ WmAaxocTa

~ MAC-agpec

~ Cepuiitblit Homep

Kaxpasi KapTouka cCoAepXuT HazBaHve Mnosisi, Mo KOTOpoMy GyAeT BbiNosIHeHa huibTpaums, U napaMeTpbil:

1. Onepauusi — BbiNagatoLwuii CNMCoK onepaumii, 4OCTYNHbIX 418 AaHHOTO Tuna UIbLTPa;
2. 3HayeHue — nosne A5 BBoga 3anpoca. JaHHoe rnosie MoXeT ObITb NpeACcTaB/IeHo B BUAE O4HOr0 Un

X
HECKOJIbKNX 3/IEMEHTOB Cbl/lflepaLl,Vll/l. ONna yoaneHns gaHHbIX cnpasa NnosiBMSEeTCA NMKTorpamma ’

,ﬂ,OCTyI’IHbIe onepaunmn oT/inyarTCA B 3aBUCUMOCTU OT AaHHbIX, YKa3aHHbIX B MNose:

Copepxxumoe Mpumep

CTtpoka IP-appec

Yucno ID, Pasvep

Bpems Jata cosgaHus

Cnucok Heckonbko IP-afpecoB yepes 3ansaTyto

JocTynHble onepauyuun

Copepxut/He copgepxuT, PaBeH/He paBeH

PaBeH/He paBeH, bonblue yem/MeHbLue
yem

PageH/He paseH, Bonblie yem/MeHbLue
uem

Bkntouaet anemeHTbl/He BkAtoyaeT
3/1EMEHTbI



ECCM.PykoBoACTBO nosib3osartesns.PaboTa ¢ Tabnuuamu

[ HeKOTOpbIX PUIBLTPOB AOCTYMHO aBTOAOMNOSIHEHUE NMPU HAXATUM Ha Nosie BBOAA:

~ Hmaxocta
~ MAC-appec

+ CepuiiHblit Homep
“  Q6cnyxuBaHue

Onepaus 3nauenve
PaBex - [ x

+ Mogens BrntoyeHo

~ Bepcuall0 HekoppekTHaa mMoaens
+ [poBnembl OTknroveHo

v D

Mpu BBOAE HECKOJBbKMX 3HAYEHWI B NOMe BBOAA (hnbTpPaUmMs 6yaeT NpoucxoanTs No cnucky. PasgeneHne
3/1IEMEHTOB CnMcKa nponcxoanT Haxkatmem knasuwn ENTER, BBogom npo6ena nnm cumsona " , "

~ Cepwﬂo

Onepauma Suauekme

BKMIOYAET BNEMEHTEl ¥ [ ESR-1200 ESR-1700 | l X

B uncnosbix donnbTpax "CkopocTb" (BKnaaka "MHTepdpeiichl” Ha cTpaHuLe ycTpolicTea) 1 "Pasmep” (pasaen
"MO") gocTyneH BbIGOP eANHNL, USMEPEHUS:

“  CkopocTe

Onepauya Snauenme

- 10 X

PageH
b/s

Mb/s

- Gb/s =
1e0/0/8 R ur DOWN

~ Onucanmne

Mocrie ycTaHOBKN KpUTEPUEB, MO KOTOPbIM HEOOXOAMMO OTUILTPOBATL TabsmLy, (PUALTP MOXHO COXPaHUTb C
NMOMOLLbHO KHOMKK "COXpaHnTb" UM NPUMEHUTL ero K Tabnuvue 6e3 coxpaHeHns C NOMOLLbHO KHOMKU
"MpuMeHnTs".

2.2.1.2 TlpumeHeHue ¢husibmpa
[na npumeHeHns ounbTpa K Tabnmue HaKMUTe Ha KHOrMKY "TIpUMeHNTL" B OKHe "®dunbTpbl”.

Mocne npUMeHeHUst UNLTPbI 0TOBPAXAKTCA B BUAE KHOMOK ObICTPO huasTpaLmm, KOTopble No YMOHaHNIO
AOCTYMHbI 47151 B3auMogelicTBrs (BK/OYEHVe/OTKYeHe/yaieHne COOTBETCTBYOLLEro (omnstpa). Ecnm
(hMNLTP aKTVBEH, LIBET KHOMKM CUHUIA, @ CNieBa OT 3HaYeHusi husTpa oTobpakaeTcs hnar. ECv HeakTuBEH,
LIBET KHOMKWM Cepblid, onar oTcyTCTBYET. [/ OTK/II0UEHUst (OUIbTPa HAXXMKUTE Ha CUHIOK (aKTUBHYHO) KHOMKY
6bICTPOV hunbTPaLMK, 418 BKIOUEHUS — Ha cepyto (HEAKTUBHYIO):

E-WIE < 2
v/ 4+ ESR-1200 @ +172.2401 @
e
Cepusi: copepruT ——
- D efﬂ“:":m HaseaHue

Ans yaaneHusi punbTpa HaXXKMUTE Ha KPECTMK Ha KHOMKe 6bICTPOI onnbTpauum UM Ha COOTBETCTBYHOLLWIA
3NEMEHT ya/IeHns B KapTouke pubTPoB.

10



ECCM.PyKoBO/CTBO Mosib3oBaTtesns.Pa6oTa ¢ Tabnmuamm

2.2.1.3 CoxpaHeHue ¢husibmpa

[na coxpaHeHns hunsTpa HacTpoliTe HEOOBXOAUMbIE KPUTEPUN (DUILTPaLMM Tabnunupbl B OKHE "dPunstpbl” 1
HaxxmuTe KHonky "CoxpaHuTb". [locne yero BBeaute HasBaHue uibTpa B OkHe "Co3aatb UAbTP" U HaXMuTe
kHonky "Co3gatb".

CospaTb GuUnbTp

Hassakue*

DuneTp no IP 172.24.0.1

3aKpbiTh Cospatb

CoxpaHeHHble hunsTpbl ByayT OTOGpaxaTbcs B cnuncke. 15 NpocMoTpa Cnucka HaXXMUTe Ha CenekTop
"CoxpaHeHHble (hunbTpbl” B NpaBoM BEPXHEM YIy OkHa "®unibTpbl”.

CoxpaHeHHbie GunLTPI

OunbTpbI 3 d

A Cepus bes unbTpoB

GuneTp no IP

1722401 @

Onepauusa 3nauetne
Conepxut v
- &unbTp no cepun

+ HasBanue ESR200 @

-~ IP-agpec

Onepaun 3naueHne

Conepxut - X
+ MWmaxocta
+~ MAC-agpec
+ CepwitHbI HoMep

~ 06cnyxusaHue

3aKkpbITh CoxpaHuTb MpuMeHUTL

© OunLTPBLI YHUKaNbHBI 415 KaK40I Ta6nnLbl M NPU COXPaHEeHWUN He ByayT 0TOBPaKaTbCA B CrIMCKE
hnnbTPOB Apyrux TabsmL, CUCTEMBI.

[N Toro 4tTo6bl NPUMEHNTL COXPaHEHHbI PUNLTP, BbiGepUTe ero 13 cnucka "CoxpaHeHHble unbTpbl', nocnie
yero ybeamuTecs, YTo B KapToukax (PUALTPOB ykasaHbl HY)XHble BaM napaMeTpbl huibTpaummn Tabimubl, 1
HaXKMUTE KHOMKY "MpUMeHnTL".

11



ECCM.PyKoBO/CTBO Mosib3oBaTtesns.Pa6oTa ¢ Tabnmuamm

[N pefakTpoBaHusa CoOXpaHEHHOTo (ubTPpa BbibepuTe ero B cnmcke "CoxpaHeHHble (OMNLTPbI" U BHECUTE

N3MEHEeHNs B ero napameTpsbl. [1oc/ie BHECEHNUSI U3MEHeHWIi crieBa OT Ha3BaHWUs PUNbLTPA NOSBUTCS UKOHKA
, KOTOpas cUrHa/IM3npyeT 0 TOM, YTO B (OU/ILTPE NPUCYTCTBYIOT HECOXPAHEHHbIE N3MEHEHMSI.

CoxpaHeHHble gUnsTpbl

GunbTp no IP 172.24... ~

EcTb HECOXPEHEHHDIE H3MEHEHWA

HaxmuTe kHonky "CoxpaHuTb". OTKPOETCS OKHO pefakTupoBaHus unbTpa. Ecnm Heobxoanmo co3aatb HOBbIN
uUNbTP, U3MEHNTE MMA PUNLTPA U HAXMKUTE KHOMKY "CoxpaHnTb". Ecnun Tpebyetcsa coxpaHUTb N3MEHEHUS B
Tekylem hmnbTpe, HaKMUTEe KHOMNKY "CoxpaHuTb" 6e3 n3ameHeHus Ha3BaHus unbTpa.

© BuiGepuTe B cenekTope "CoxpaHeHHble hubTPbI” NyHKT "Be3 hunbTpoB" B Ciyyae, ecin Heo6XoAMMO
HaCTPOWUTb HOBbIN UALTP C HYyNS, 63 UCNO/Ib30BaHUSA KPUTEPUEB (PUNBLTPALIMM COXPAHEHHbIX
oMNbTPOB.

[LNs yaaneHus CoxpaHeHHoro thubTpa packpoiite cnncok "CoxpaHeHHble unbTpbl” n HaxmuTe kHonky B
PACMOIOKEHHYIO PSIOM C Ha3BaHMEM PUNLTPa.

2.2.2 ®unbTpaums no gare u BpemMeHu

[nsi OCHOBHBIX XypHanos ("Mpo6nemsl’,

CobbITns

rpadovKoB AoCTynHa ouNbTpaUus No Aate U BpeMeHN.

, 3agaun’, "YeegomneHua', "Tpansbl’,

Norn"nt. o)wn

HacTpoiika BpeMeHHOro AvanasoHa BbIGOPKY AaHHbIX OCYLLECTB/SAETCS Yepes NaHe b B NPaBOM BEPXHEM YI/ly

Tabnmupl/rpaduika.
.& 3agaun L % a3l
=
=2 !_.—: * 1 ® Texywuit ieHb O Sm;
_»A¢_
y CD oo S
) D Cratye  Tun Onvcanne AsTop [lata cospanna [lata sanycka [Nara saBepwenns Tlor Moasapaun
= 7 @ 06HOBUTL BCIO MHOPMALMIO 06 yCTpOiCTBE YetpoiicTeo: "MES2324B AC: 100.110.1.125" eccm 2025-02-06 13:21:28  2025-02-06 13:21:28 Mokasatb
.\ 70 ® 06HOBUTL MHPOPMALMIO 06 MHTEpbeiicax Yctpoiicteo: "MES2124M AC: 100.110.1.121" eccm 2025-02-06 13:21:18  2025-02-06 13:21:21  2025-02-06 13:21:28 ~ OTKpbITb NOT
“ 69 @ MonyunTb KOHGUrypaLuio YetpoiicTso: "VESR: 100.110.3.100" System  2025-02-06 13:02:55  2025-02-06 13:03:25  2025-02-06 13:03:44  OTKpbITb Jior
Z 68 @ MonyunTb KOHGUrypaLuio YetpoiicTso: "MES5448: 100.110.1.132" System  2025-02-06 13:02:55  2025-02-06 13:03:15  2025-02-06 13:03:19  OTKpbITb Jior
‘ 67 @ MonyunTb KOHGUrypaLuio YeTpoiicTso: "WLC-3200: 100.110.1.133" System  2025-02-06 13:02:55  2025-02-06 13:03:15  2025-02-06 13:03:36  OTKpbITb Jior
é)) 66 @ Monyuunts MO YctpoiictBo: "'VESR: 100.110.3.100" System  2025-02-06 13:02:55  2025-02-06 13:03:15  2025-02-06 13:03:18  OTKpbITb Jior
65 @ MonyunTb KOHGUrypaLuio YeTpoiicTso: "WLC-30: 100.110.1.130" System  2025-02-06 13:02:55  2025-02-06 13:03:15  2025-02-06 13:03:35  OTKpbITb Jior
* 64 @ MonyunTb KOHGUrypaLuio YeTpoiicTso: "WLC-15: 100.110.1.134" System  2025-02-06 13:02:55  2025-02-06 13:03:15  2025-02-06 13:03:36  OTKpbITb Jior
63 @ Monyuntsb MO YeTpoiicTso: "MES5448: 100.110.1.132" System  2025-02-06 13:02:55  2025-02-06 13:03:05  2025-02-06 13:03:08  OTKpbITb Jior
62 @ MonyunTb KOHGUrypaLuio YetpoiicTso: "TAU-72.1P rev.D AC: 100.110.1.131" System  2025-02-06 13:02:55  2025-02-06 13:03:05  2025-02-06 13:03:18  OTKpbITb Jior
3nemeHTOB Ha cTpaHuue 10 - 1-10m3 41 > I
»

Ha naHenu OT06pa)KeHbI cnenywume 3/1IEMEHTbI:

1. KHOnka HacTpolikn BpEMEHHOro AnanasoHa BbIOOPKM AaHHbIX Tabnumubl/rpadmka;
2. KHorka o6HoBNeHusA Tabnuubl/rpaduka;
3. KHorika Bbibopa UHTepBasia 06HOBEHUS Tabnuubl/rpaduka.
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BQeMeHHOﬁ ananasoH BblﬁopKI/I OaHHbIX

Mo3BoNseT yCTaHOBUTb AManas3oH BpeMEHM, B KOTOPOM HaXOAATCA MHTepecyloLme gaHHble. Mo ymonyaHuio
ycTaHosneH ananasoH ¢ 00:00 Tekyuiero gHA. 18 Bblbopa Aatbl 1 BpEMEHU NpesyCMOTPEHbI

COOTBETCTBYHOLUME UHCTPYMEHTbI:

ECCM.PykoBoACTBO nosib3osartesns.PaboTa ¢ Tabnuuamu

PyuHoli ananasoH BpeMeHn

Bbl6paTb paty *

2024-10-11 o 00 5 : 00
NZ

Bbl6paTh aaty *

2024-10-12 3] 00 5 : 00

[J YcraHoBuTb Bpems "[0" certuac

MpumennTbL

06LL1e BpeMeHHble ANanasoHbl

MocnepHue 5 MUHYT

MocnepHue 15 MUHYT

MocnepHue 30 MUHYT

MocnepHuit yac

MocnepHue 3 yaca

MocnepHue 6 yacoe

MocnegHue 12 yacos

MocnepHue 24 yaca

MocnepHue 2 gHa

MocnepHue 7 gHeit

MocnepHue 30 gHer

MocnepHue 6 MmecsiLeB

MocnepHwii rog

@ TeKy|;|.|,vu7[ JeHb
[ipyrve aManasoHbl
TekyLuit aeHb
Buepa
Mpolwnas Hepena
Mpowwnbiit Mecal
3Ta Hepensa

3T0T Mecsy

ViHTepBas 06GHOBNEHUSA

Mo3BONSIET YCTAHOBUTb BPEMEHHOI MHTEpBasl aBTOMATUUYECKOro 06GHOB/EHNS AaHHbIX B Tabnuue/rpaduke.

LeHUA

8 09:38:41

8 09:38:31

8 09:38:31

8 09:38:31

8 09:38:31

8 09:37:51

@ Texywwii geHs O 5m ~

He obHoBnATh

58

10s

30s

m

5m v

15m

30m

2.2.3 ®unbTp NOTHOTEKCTOBOIO Nnoucka

B cucteme Takke AOCTyneH CbVI!'Ipr NO/THOTEKCTOBOrO MOMCKa No BCEM NoMsiM. HaiAiTu ero MOXHo B pasaenax

"Cetb", "KapTbl ceTn", "Mlorn" n apyrux pasgenax.

[Onsi hunbTpaummn yCcTpoiicTB Mo KloUeBOMY C/1I0BY BBEAWTE LWAG/IOH A8 Noucka B nosie BBOAA B BEPXHEM

npasoM yry cTpaHuubl  Haxkmute ENTER:

13



ECCM.PykoBoACTBO nosib3osartesns.PaboTa ¢ Tabnuuamu

= OO0t [Q esrrg x| @

D ID §  CepHiiHbIA HOMep Haaganue IP-anpec Wma xocTa MAC-agpec Cepun Mopens Bepcua MO O6cnymuBaHKe HocTynHocTb Mpynna MpoGnemb!

(0)

O 140 NP05004783 100.110.0.130_ESR-10  100.110.0.130 ESR10-TEST a8:f9:4b:ac:67:96 ESR-1x  ESR-10 1.23.xbuild 109 BxnioyeHo eccm/test 0
OneMeHTOB Ha CTpaHKue 10 - 1-1ual

Monck ByaeT OCyLLEeCTBAATLCA NO BCEM MONSAM Tab/vLbl YCTPONCTB. N5 OTMEHbI (PUNbTPaLMM OYUCTUTE Noe
BBOAA (MOXHO cenaTb 3TO HaXaTUeM Ha KPecTuK cnpasa) 1 HaxmuTe knasuwy ENTER.

© ounLTp NnonHoTekcTOBOrO NoOMCKa cornacyeTcs ¢ 3apaHee yCTaHOBNEeHHbIMY (hunbLTpamMn TabnuL,

o [lna npocmoTpa KpaTkoro pykoBoACTBa MO MNOMCKY HAXXMUTE Ha KHOMKY 0, pacnosiokeHHyto cnpasa
OT CTPOKM NMOMHOTEKCTOBOIO Noucka.

2.2.4 HacTpolika 0TobpakaeMbIX KOTOHOK

[ns 60onbluMHCTBA TabumL, CUCTEMbI AOCTYMHA HACTPOiKa 0TOGpaXXaeMbIX KOSTOHOK.

[lNa OTKPbITUSI MEHIO HACTPOIKM OTOGPaXKaeMbIX KONTOHOK HY)XHO HaXaTb Ha KHOMKY e Ha naHesnn
ynpasneHust Tabnuueid. ByaeT OTKPbITO COOTBETCTBYIOLLLEE MEHHO:

OTo6paxaeMble KONOHKH

B Hassanue
&

1D

|8 0O

Cratyc

Tun

< |

Onuncanue

O

ABTOp

<]

Nata rnanauua

B oTKpbIBLLEMCA MEHIO:

1. C nomoLbto doiaroB BolbepuTe KOMOHKN A/19 0TOGpaXKeHUs,
2. YcTtaHoBUTE NOPSAA0K OTOBpaXeHUs BbIOPaHHbLIX KOSTOHOK C nomoLbto drag-and-drop KOMNOHEHTOB:

HaKMUTE Ha UKOHKY ** psiAoM C HEOOXOA4MMbIM NOSIEM NIEBOI KHOMKOW MbILWN W, yAEpXnBasi ee,
nepemMecTuTe Mnosie Ha HY>KHY NO3ULMIO;
3. Haxmute KHOMNKY NPUMEHEHNSI U3MEHEHUI NN KHOMKY 3aKpbITUSA AN BbIXOA4A U3 MEHIO 6€3 U3MEHEHWIA.

Ecnv He BbiGpaHa HU ofiHA KOJIOHKA AJ151 0TOBPaXeHNs, KHomka "TpuMeHnTL" ByaeT 3a6/10KMpoBaHa.

14



ECCM.PykoBoACTBO nosib3osartesns.PaboTa ¢ Tabnuuamu

2.2.5 3kcnopt Tabnu,

[na 60nblUMHCTBA TAbNML, CMCTEMbI AOCTYNHA (OYHKLMA 3KCnopTa Tabnuubl.

Mepea aKCnopToOM Tab/nLbl PEKOMEHAYETCS HACTPOUTL NarMHaumi, 0TobpaXkaeMble KOMOHKM,
hmnbTpaLMIo 1 COPTUPOBKY TabnLbl, Tak Kak 3KCNOPT Tabnmupbl 6yAeT OCYLLECTB/IEH B COOTBETCTBUM C
BMAUMOI 06/1aCThblo.

[na skcnopTta T8.6!'IVILI1bI HaXXMNTE Ha KHOMKY 1 Ha naHenn ynpassieHnd Ta6I'II/ILI|eI7I. [Nocne atoro Buanmas

obnacTtb Tabnuupbl byaeT coxpaHeHa B COOTBETCTBYIOLLYH ANPEKTOPUIO daiiioBoii cuctemsl B hopmare CSV-
Goaina.

2.2.6 BblgeneHue anemMeHToB
BblgeneHne anemMeHToB TabnuLbl BO3MOXHO C MOMOLLbHO:

* dhnaros — 6yayT BblAENEHbI TE€ 31EMEHTbI, 415 KOTOPbIX YCTAHOBMEH thnar ;
* donaros rpynnoBoro BblaeneHusa — 6yayT BblAeNeHbl BCe 3N1eMeHTbl Tabnmupl;
* BblGoOpa CTPOK Tab/mLpbl IEBOV KHOMKOM Mbiwy Npy 3axaTtoil knasuwe SHIFT/CTRL.

[N 6onbLIMHCTBA TabNML, CUCTEMbI OCTYNEH (DYHKLMOHAU TPYNMOBOro BblAENEHNS 3/IEMEHTOB:

* [/151 BblA€NeHNA HeCKObKNX 3/IEMEHTOB Tab/1Lbl, PACNONOXEHHbIX NOAPSAA APYT 3a APYTroM, 3aXMUTE

nesblli SHIFT 1 KNMKHUTE N1IEBOI KHOMKOW MbILLW MO NEPBOMY U Noc/iegHeMy U3 TpebyeMblX 3/1IEMEHTOB:

OyAyT BblAeNEeHbl BCE CTPOKN MeXAy HUMWY;
* [/151 TOYEYHOTO BblAENEHNS 3/IEMEHTOB 3axkMuTe NeBblii CTRL 1 KNMKHUTE MO TPebyeMbIM 3/1eMEHTaM,;
* [/151 TOYEYHO OTMEHbI BblaeneHust 3axmmTe nesblii CTRL 1 KNUKHUTE MO TPeGyeMbIM BblAENNEHHbIM
3/1leMeHTaM: BblAeneHne 6yaeT CHATO.
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ECCM.PyKOBOZCTBO Mosib3oBatesns.MNepcoHanbHas cTpaHuua

3 OnucaHne nHTeppeinca

3.1 TllepcoHanbHaA cTpaHuua

Pasgen ¢ nHcopmaumeii o nosib3oBaTe/IbCKOM akkayHTe, CECCUAX MO/Ib30BaTe s, HacTPOKamu
No/Ib30BaTe/NIbCKMX KaHa/10B yBeAOM/IEHWIA. [ nepexofa B pasfen HaxkMUTe Ha MMSI No/b30BaTesist B NpaBoM
BEPXHEM YIIy.

’ EccmE. E.
. [lepcoHanbHas cTpanuia U Y Sueradmin 3
L
” MepcoHanbHas UHGopMaLus /' Pepaxtuposars Tekyuwas ceccus KaHanbl yBesio i = o
o Ecem Ecom Ecom Rata cospaknn YetpoiteTao 1P-anpec
€ () < Telegram ~ ChatID OTNpaBuTbL TeCTOBOE COOBLIEHME
@ eccm@eccm.ru 2025-02-06 12:17:57 Mozilla/5.0 (X11; Ubuntu; Li.. 192.168.50.233
= Howmep Tenegou
aQ [-) B E-mail Email OTNpaBuTL TECTOBOE COOBLEHNE
ute [pyrue ceccumn
o Pycekuit
a , O [lata cospanns Yerpoiicrso 1P-anpec Q 'é Push-yeeioMneHus
0
eccm ©
2025-02-06 Mozilla/5.0 (X11; Linux
E D 13:44:42 X86._. 192168.50.233
ECCM
a " BnemenTos Ha cTpakuie 10 - 1-1m31
SuperAdmin
©}
MokasaTb JOCTyMHbIe rpynnbl
a MokasaTb JOCTyNHble NpUBMAETMM

3.1.1 TlepcoHanbHas uHdopmaLms

Ha BugxeTe "MepcoHanbHan nHgopmaymsa” oTobpaxaeTcs MHhopmauus o nonb3osartene, Takas kak: P10,
“MS 1 posb Nosb3oBatens, Thn akkayHTa (ECCM nnu LDAP), agpec 3nekTpOHHOI NoyTkl, HOMep TenedoHa,
4acoBOW MOAC, B KOTOPOM HaxoAMTCA NO/b30BaTeslb, A3bIK, FPYMbl, B KOTOPbIX COCTOUT NOMb30BaTe b, U
OOCTYMNHbIE eMy NMPUBUNETUN.

KHonka IIF’e,ﬂ,:’;lKTVIpOBaTb", pacnonoXeHHasa Ha BunaXxete, Nno3Bo/1AeT BHECTU NSMEHEHUA B YUYETHYIO 3anncCb
nosib3oBaresnis.
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ECCM.PykoBoacCTBO nosib3oBarens.llepcoHasibHas cTpaHuiLa

3.1.1.1 PedakmuposaHue rnepcoHa/ibHoli UHhopmMayuu

Mpun HaxkaTum Ha KHOMKY "PepakTupoBatb” 6yAeT OTKPbITO OKHO "PefakTupoBaTh Nosb3oBaTenis’, B KOTOPOM

MOXHO U3MEHUTb YacCTb NapamMeTpPpoB yquH0|7| 3anncun nonb3oBaresida U CMEHUTL NapO/ib, I/ICI'IOI'Ib3yeMbIVI Aansd

BX04a B CUCTEMY.

Pep,aKTVIPOBaTb nosb3oBaTtens
damunus * OTyecTBO
Eccm Eccm
Nma * E-mail *
Eccm eccm@eccm.ru
HoBblit naponb [MoaTBepAnTe HOBbI Naponb
Or
AsbIK *
Pycckuin v  Howmep TenedoHa
Yacosoit nosc *
uTcC
OTMEeHUTb CoxpaHuTb

OkHo "PepakTpoBatb Nosib3oBatens” CoaepXuT:

1. MapameTpbl y4YeTHol 3anucy nosb3oBatesis (06s3aTesnbHbIe Nos OTMeYeHbl 3HaKoM "*"):

damunus, Nmsa, OT4eCTBO — HEOOXOAMMbI AN1S AEHTUMKaLUN YenoBeka, KOTOPoMy
NPUHAANEXMNT yYeTHas 3anuch;

E-mail — agpec anekTpoHHOI NoYTbI NONb30BaTENS;

HoBbIli naponsb, MogTBepanTe HOBLIV Naposib — HOBbIV Naposib A5 aBTopu3aumm B CUCTEME;

A3bIK — napameTp onpeaensieT A3blK MHTepdeiica cuctemsl. [ns BbiGopa AOCTYMNHbI ABa S3blKa:

PYCCKWUIA 1 @aHTNTUIACKNIA,
Homep TenecoHa — Homep TenedoHa nosb3oBaress;
YacoBoii Nosic — 4acoBOW NOSC, B KOTOPOM Hax04MTCA NO/b30BaTe b.

2. KHonka "CoxpaHuTb" AN COXpaHeHUst BHECEHHbIX U3MEHEHWI;
3. KHonka "OTmMeHuTb" Ans copoca BHECEHHbIX U3MEHEHUIA 1 3aKPbITUSA OKHa pefakTUpoBaHUs
Nnosb30BaTe/IbCKON NHGOpMaLn.
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ECCM.PykoBoacCTBO nosib3oBarens.llepcoHasibHas cTpaHuiLa

3.1.1.2 TNpocmomp docmyrHbIX 2pyrn

MpKn HaxkaTum Ha KHOMKY "lMokKa3aTtb AOCTYMNHbIE rPYNMbl" OTKPOETCS OKHO CO CMUCKOM AO0CTYMHbIX
nonb30BaTesnto rpynm:

[ocTynHbie rpynnbl

M8 eccm
B8 Cu6upb
B8 Hosocubupek
= 3-a ynuua CtpouTeneit
B ip-fabric
& sandbox

= KemepoBo

3aKpbITh

3.1.1.3 Tlpocmomp docmynHbIx fpusuieaul

MpK HaXaTUKN Ha KHOMKY "MoKa3aTb AOCTYMNHbIE NPUBKMIETN" OTKPOETCS OKHO CO CMUCKOM [OCTYMHbIX
no/sib30BaTesto NpuBMAervii. Mpuemunern B CNcke CrpynnmpoBaHbl No cTpaHuuam web-uHtepdoeiica cuctemsl
ynpas/eHus.

D,OCTyI'IHbIe npueuneruu

CBopfHas nHdopmauusa

Mpo6nembl a
JocTynHo 2

KapTbl ceTn A
[ocTynHo 2

CeTb
[PocTynHo 17

rno

Lla6noHbl

MHnumanusaums ycTponcTs

3aKpbITb
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ECCM.PykoBoAcCTBO nosb3oBaresns.llepcoHasibHas cTpaHuiLa

3.1.2 TNMonb3oBaTenbCcKne ceccun

NHpopmauwms o TekyLen n apyrux ceccusax nonb3oBarens npeactas/ieHa B O4HONMEHHbIX BUMKeTax
"Tekywas ceccus’ n "pyrue ceccun'.

TekyLan ceccus

[Hata co3ganus YcTpoiicTBO IP-agpec

2024-05-23 13:13:54 Mozilla/5.0 (X11; Ubunty; Li... 192.168.50.233

Apyruve ceccum
D [Mata co3gaHus YcTpoiicTBO IP-agpec
0)

O 2024-05-24 12:05:03 Mozilla/5.0 (Windows NT 10.0... 172.16.25.18

O 2024-05-24 12:05:41 Mozilla/5.0 (X11; Linux x86_... 100.110.1.29

OnemeHTOB Ha cTpaHuue 10 v 1-2us2

B Tabnuuax BuaxeToB oTobpaxaeTcsa MHpopmMaunsi o gate 1 BPEMEHN BXO4A B CUCTEMY C YUYETHLIMU
[aHHbIMKU Nofb3oBarens, IP-agpec ycTpoicTea n 6pay3ep, C KOTOporo 6bi1a OTKpbITa CeCcCus.

Mpn HEOBXOAMMOCTM MOXHO 3aKpbITh HEHYXXHbIE Ceccumn B BuaxeTe "[pyrue ceccun”, ons aToro Bbibepute B
Tabnuue ¢ NnoMoLlblo donaroB ceccun, KOTopble HEOOXOANMO 3aKPbITh, U HAXKMUTE KHOMKY "3aKpbITb".

A\ TpepBartb TEKyLLYO N0Mb30BATE/IbCKYI CECCUI0 U3 MaHENN BUMKETOB HEMb3S.

[ns npocmoTpa pa3BepHyToi MHopmaLmy 06 YyCTPoiicTBe 1 Bpay3epe, C KOTOPOro bbla OTKpbITa
ceccus, HaBeauTe Kypcop Ha nose "YCTpoicTBo":

Tekywiasa ceccus

[ata co3faHus YcTponcTBo IP-appec

2024-0523 13:13:54  Mozilla/5.0I(X11; Ubuntuy; Li... 192.168.50.233

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:126.0) Geck

0/20100101 Firefox/126.0
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ECCM.PykoBoacCTBO nosib3oBarens.llepcoHasibHas cTpaHuiLa

3.1.3 KaHasibl yBeOMIEHNIA

(V]

Ha BugxeTe "KaHanbl yBegOM/IEHN" OTOGpaXKatoTCS HACTPONKM NOb30BaTE/IbCKUX KaHa/10B YBEA0OMIEHNIA.

KaHanbl yBEJJ,OMHEHI‘Iﬁ -_T,:" PuneTpaumMA yBegoMNeHHi

() <] Telegram Chat D &8 OtnpaeuTb TecToBOE coobileHue

: E-mail P
(-] B E-mail &4 OTnpaeuTb TecToBOE cooblleHue

L ] rG) Push-ysefiomneHus

BuaKeT cogepXuT cneayrome af1ieMeHTbl:

1.

2
3.
4.
5

No

KHOMNKy HacTpoek thunsTpauumn yBeAOMIEHW,

MNepeknyareny akTnBaumn/geakTmsaumnm KaHasos;

Mone "Chat ID" — Homep telegram-uaTa/kaHana, Kyaa Hy>XHO OTNPaBATb YBEAOM/EHUS;

Mone "E-mail" — agpec 3neKTpOHHON NoYTbI, Kyaa HY>KHO OTNPaBNsATb YBEAOMNEHNS;

KHonku "OTnpaBuTb TECTOBOE COO06LLEHME" ANt OTNPAaBKM TECTOBOIO COO6LLIEHNS HA YKa3aHHbIl
noyTOBbLIN aapec nnu B telegram-yat/kaHan;

KHonka "CoxpaHuTb" AN NnpMMeHeHnss HacTPOoeK NoNb30BaTe/IbCKUX KAHAOB;

KHonka "CbpocuTtb" ana copoca 3Ha4eHuii A0 npeapblayLiero COXpaHéHHOro COCTOSIHUS.

[nsi HACTPOIKM NOMIb30BaTE/IbCKMX KaHA/T0B YBEAOM/IEHNI HEOOXOAMMO aKTUBMPOBATb
COOTBETCTBYIOLLIME CUCTEMHbIE KaHa/bl YBEJOMNIEHWNI BO BKaake "Hactpoiikn' — "YBegomnenns'.

[nsi nonyyexus Chat ID o6patuTech K odnumanibHON AokymeHTaummn Telegram:
https://core.telegram.org/bots
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ECCM.PykoBoacCTBO nosib3oBarens.llepcoHasibHas cTpaHuiLa

3.1.3.1 @unbmpayus ysedomieHuli

[ns Kakaoro 13 KaHasioB yBeOM/IEHUIA MOXHO HACTPOUTbL OTNPaBKy COO6LLEHNIA onpeaeneHHo KaTeropum
(Npo6nembl, co6bITVS, 3a4a4n) U YPOBHSI BKHOCTU. [/ HACTPOIKM (pUALTPALMN HAXXMUTE KHOMKY
"dunbTpauns ysegomiaeHnin",

®uneTpaLms yseaoMIeHuil
Telegram E-mai
~  Tpo6nembl
ABapusa
Tpesora
KpuTiueckoe
Ownbka
Mpenynpexaexne
YBefoMneHue O O O
Wrdopmauma O O O
OTnagka O O O
+ CobbiTia
3agauu
OTMEHMTB

B chopMe AOCTYMHbI Crieayowye 3neMeHTbl:

+ Kareropuv yBegoM/IEHNIA:
+ Mpo6nembl — yBEAOM/IEHMSI O 3aPErNCTPUPOBAHHBIX CUCTEMOI NpobeMax yCTPOCTB (Ha OCHOBE
npaBWn reHepauum npoénem);
+ Co06bITVS — yBEAOM/IEHMS O 3aPErMCTPUPOBAHHbLIX CUCTEMOI COObLITUSIX, CBA3AHHbIX C
ycTpoiicTBamu (Ha OCHOBE NpaBu/1 reHepaLuy cobbITui);
+ 3agaun — yBeOM/IEHMA O CTaTyCe BbIMO/IHEHNS 3a4aY, CO34aHHbIX aBTOPU30BaHHbLIM
nosb3oBaTesieM CUCTEMBI.
* KaHasn yBegoMNeHus:
+ Push-yBegomneHuss — BcnsbiBatoLme onepaTtuBHbIE YBEAOM/IEHMS, OTOOpaXKaeMble B OKHE
6paysepa;
+ Telegram — yBegomMneHus, oTnpasnisieMble CUCTEMO Ha Homep telegram-yaTta/kaHana,
yKas3aHHbIli B HACTpOIiKax KaHa/10B NoNb30BaTens;
+ E-mail — yBegomneHus, otTnpaBnsieMble CUCTEMOI Ha aApec 3NEKTPOHHOW MOYTbI, yKa3aHHbIl B
HacTpolikax kKaHan0B NoNb30BaTenNs.

[ns kateropuid "Mpo6nembl” n "CobbITMA" AOCTYNEH BbIGOP YPOBHEN BaXXHOCTV NPO6/1eM/COBbITUIA, O KOTOPbIX
OyfeT oTnpas/ieHo yBeAOM/IEHE B COOTBETCTBYHOLLMIA KaHa.

© C nogpo6Hoii MHCTPyKLMel No HACTPOiike KaHaNOB yBEeJOMIEHNI MOXHO 03HAKOMUTLCS B CTAThe 4.
HacTpoiika cMCTEMHbIX YBEAOM/IEHWIA.
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ECCM.PykoBoAcTBO nosb3osartens.CeogHas nHopmarms

3.1.3.2 Push-ysedomseHusi

Push-yBegomneHus — BCr/ibiBatoLLme onepaTuBHble YBeLOM/IeHNS, OTOOpaxaeMble B NPaBOM HUXKHEM YI/1y
OkHa bpay3epa.

OYMCTHUTL Bee

3aperucTpupoBaHa npobnema X

-4 [pobnema: "YcTpoRCTEO HEJOCTYNHO MO NPOTOKONY
A SNMP'

YetpoicTeo: "MES2124M AC: 100.110.1.1217°

© o ymonuanuio push-yBegoMneHs BbIKMKOUEHBI, X MOXHO BK/KOUNTL 11 HACTPOUTL B pasaene "KaHasib
yBe[oM/IEHNIA" HA NePCOHANIbHOW CTPaHWLE Nosb30BaTess.

B 3aBMCMMOCTU OT HacTpoek, B push-yBeJOM/IEHUSAX MOXET 0TOOpaXKaTbCs UHGOPMALIMA O NPOU3OLLEALLINX
CO6bITMAX, 3apPErMcTPUPOBaHHbLIX Npobnemax 1 cTaTycax nosb3oBaTebCkux 3aa4. TeKCT B nosne
"YCTpOWCTBO:" ABNSAAETCSA CChINKOM Ha BKNAAKy CTpaHuLbl yCTPONCTBA, COOTBETCTBYIOLLYHO KaTteropuu

oTobpaxaemoro ysegomneHus ("3agaun’, "Cobbitus", "Mpobnemsb!").

O[ZIHOBPEMEHHO Ha CTpaHuLEe MOXeT oTobpaxaTscs 3 push-yBegomneHus. Ans 3akpbITUS ONpeseneHHOoro
COOGLLEHMNST HXKMUTE Ha KHOMKY X , pacrnofIoeHHYH0 B MPAaBOM BEPXHEM YI/y KapTouku yBefoMAeHus. Ans

OuncTUTb BCE

OAHOBPEMEHHOIO 3aKpbITUA BCEX yBe,EI,OMﬂeHVIVI HaKMUTE KHOIMKY

3.2 CsopgHasa nHdpopmauus

B naHHOM pasgene npefocTaB/ieH UHTepdoeiic Ana NpocMoTpa Aall6opAoB CUCTEMbI U YNPABIEHNS UMW,

’ EccmE. E.
._b CBopHas uHdopMaums n v SuperAdmin 5
=
=N 1+ <+ Cospatb
N
a-
I] HasBanue AsTop Onucaxune Wa6paHHoe
@ O ECCM eccm *
= 9nemeHTOB Ha cTpaHuue 10 v 1-1u31

Bo Bknaake oTo6paxaroTcs:

1. KHonka akcrnopTa cogepXxumoro Tabnuupl B CSV-gpaiin;
2. KHOMkn co3gaHusi/pegaktmpoBaHms/yganeHms gawoopaa;
3. Tabnuua gawbopaoB CUCTEMBI.

22



ECCM.PykoBoacTBO nosb3osatens.CeogHasn nHgopmayms

3.2.1 Jaw6opabl

Mpun HaxkaTun Ha HasBaHve fgawbopaa B Tabnuue fawbopaos OTKPOeTCs BblopaHHbIn gawobops. ObnacTtb
pawbopaa pasaensertcs Ha naHenb ynpaBneHus u 06/1acTb BUOXKETOB:

ECCM Do6aeuto eupxer A Coxpamnts (O Tekywwitgens () 30s ~
# CyeTuyuk mpobnem # Mpo6nembi
Asapun Tpesora Kpurusecioe oums ] Rar: A BaxHocTb. IP-appec Ha3sakue npasuna Onucanme MoaTeepxaeHo 3aKpbiTo
1 4 O 7 20250218 16:34:52 A 100.110.1.123  YeTpoieTBo HeAocTyNHo no npotokony SNMP MoTeps AocTyna no SNMP; He OTKpBITO
Npeaynpescenme Yeenomnesne Wiopmauy omnam
0 0 3 2025-02-18 16:34:12 A 100.110.1.130  YcTpoWcTBo HEAOCTYNHO No NpoToKony SNMP MoTeps AocTyna no SNMP; He OTKpbiITO
5 2025-02-18 16:33:57 A 100.110.1.129 no npotokony SSH MoTeps poctyna no SSH; He OTkpbITO
a panie § v 1-5ms
i CobbiTus i CobbiTus
80 o Rara cosganmn BaxduocTs 1P yerporicTaa Verounmn RaHbix pra— pasuna
60 _ 61 20250218 16:34:51 A 100,110.1.123 Mertpuka SMG HepocTynet no SNMP
W 60 20250218 16:34:11 A 100.110.1.130 eTpuka WLC HepocTynes no SNMP
2 - 59 2025-02-18 16:33:56 A 100.110.1.129 Mertpuka MES14xx/24x1/34xx/37xX HeRocTyneH no SSH
0 58 2025-02-18 16:33:46 A 100.110.1.130 Mertpuka WLC poctynex no SSH
20250218
InemenTos Ha CTpaKHue 5 - 1-5u361 > >l
i CocTosiHNe yCTPONCTB # HepocTynHble ycTpoicTBa
D 1P-agpec W xocTa Hegoctyno ¢ Bpews npoc
@ Hemocymio
132 100.24.0.9 2025-02-18 16:15:26 0:20:00
MpoBnembi
He obcnyxwBaetcs  0.0% 129 100.24.0.6 2025-02-18 16:15:26 0:20:00
|« 735%
130 100.24.0.7 20250218 16:15:26 0:20:00
SnemenTo Ha cTpaKue § v 15w

C nomolLLbo NaHenun ynpaeneHus Aaw6opaoM BO3MOXHO:

1. OTMeTUTb AalGopq Kak n3bpaHHbIii (Mnn yépatb U3 36paHHbIX);

2. [lo6aBUTb BUOXET,

3. CoxpaHuTb n3MeHeHus gawbopaa (KHomka CTaHOBUTCS aKTUBHOW, €C/IN eCTb HECOXPAHEHHbIE
N3MEHEHUS);

MapameTpbl BpEMEHHOTO Anana3oHa. [103BoNSEeT yCTaHOBUTL Anana3oH BPEMEHU, B KOTOPOM HaxoaaTcs
NHTepecyoLwme adaHHble. o ymonyaHuto yctaHoBneH guanasoH ¢ 00:00 Tekywero aHs. bonee
noapo6Has nHgopmauusa AoCTynHa B pasaene "®unstpauys no gare n spemenn”.

O6HOBUTL gawbopa,

6. 3agaTb nepnos 06HOBNEHUSA AAHHbIX;

o

7. PefjaKTupoBaTh WM yAaThb AaLGOPZ (C MOMOLLbI0 KHOMKKA & ).

Hb

§ 30s ~ 3

PepakTtupoBaTtb

/s

Ynanutb
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3.2.2 BupxeTsl

ECCM.PykoBoAcTBO nosb3osartens.CeogHas nHopmarms

CyuiecTByolLMe BUOKETbl 0TOGpaxatoTcs B 06/1aCTU BUAXKETOB Aallbopaa. MeHo BuakeTa AoCTYNHO Npu

HaKaThn Ha KHOMKY +« B BEPXHEM MpaBoOM YI/y BUOXeTa:

i CocTosiHWe YCTPOWCTB

v/ eccm

@ Heno o

pe
He

o«

L3
C O6HoauTs

& ompbims

HacTpoiku
06,

o B

YaanuTe

727%

MeHto BMOpKeTa Nno3BosISET:

1. O6GHOBUTL faHHble BUOXKET],;

2. OTKpbITb BUOXET B HOBOW BK/1a/Ke;

3. OTKpbITb (hOpMYy peflakTMpoBaHNA BULXKETE,;
4. YnanuTb BUIKET.

Mpu cozgaHnn/peaakTypoBaHni BUIKETA OTKPOETCS COOTBETCTBYoLLAs hopma:

[Oo6aBuTb BUAKET

HasBakve Bupketa*

Tun BupxeTa*
CocTosiHMe yCTPOoiiCTB X

CocTosiHMe ycTpoiicTB

- Tpynna

Onepauys

PaBeH v '[=

eccm @

OTMeHUTb

Cospatb

@ Henoctynio
Mpo6nemb!

He o6cnyxusaetcs  0.0%

0o

gl
o

17.9%

25.0%

57.1%

dopma co3aaHns/peaakTUPoBaHNst COAEPXKNT CNeaytoLne 31eMeHTbI:

Mosnie Ha3BaHNA BUOKETA,;

OKHO npepgBapuTeNIbHOIo NPOCMOTPE;
OkKHO BbIGOpaA NpeacTas/ieHus;

Bknagka HacTpoliku counstpauny;
KHonkn coxpaHeHnsi/0TMeHbl U3MEHEHWIA.

ocgrLN -~

L1
15 nepeMeLLieHns BUMKeTa HeOBX0AVMO 3aXKaTb UKOHKY ++

B

MeHto Bblbopa Tna BuaykeTa (LOCTYNHO TOLKO NPV CO34aHnK);

BEPXHEM /IEBOM YI/ly BUKETA /1IEBOIA KHOMKOWA

MbILIN 1, YAEPXMBASA ee, NepeMeCcTUTb BUMKET. /19 U3MeHeHusa pasmepa BuaxeTra Heobxoanmo 3axarb
HVXXHWIA NpaBsblii yron BUIKeTa N1eBOV KHOMKOM MbILWN U PACTAHYTb BUIXKET [0 HeOOX0AMMbIX pa3MepoB.

[ns coxpaHeHUs U3MeHeHWUn BUIKETOB HEOOXOAMMO HaxkaTb KHOMKY "CoXpaHuTb' Ha NaHenun ynpas/ieHns

fawbopaa.
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3.3 TMpobnemsl

Pa3pgen npeaHasHauveH A1si 0To6paxeHns Hopmalmm o NpobriemMax Ha ysnax CeTu.

A\ Tloapo6HOCTM 0 NpUHLMNAX 06HaAPYXEHWsI NPO6/IEM B CUCTEME 1 HACTPOIIKE NPaBWU/ ONCaHbI B
pasgene "MpaBuna reHepaunn npodnem”.

EccmE. E.

2
- MpoGnems! W~ SuperAdmin 3
=
=" EEE « I § © Texyupitgews ) 5m ~
s
3aKpeITo OTKpeITO MoaTeepXkaeHO He noaTeepxaeHo
o
= D [laTa coapanma BaxcHocTs 1P-agpec Ha3sakme npasuna Onucanwe Noptaepxaeo 3aKpsiTo CodkiTua
©
m O 28 2025-02-13 13:58:54 A 172.24.0.17 YcrpoiicTBo HefocTynHO no SNMP Moteps aocTyna no SNMP; HOpManuayeTcst aBTOMaTHYECKH He noaTeepxaeHo OTKpsITO OTKPBITS COBbITHR
Y O 26 2025-02-13 13:58:54 A 1722408 YCTpoiieTso HefocTynHO No SNMP MoTeps AocTyna no SNMP; HOPManK3yeTCst aBTOMaTHYECKH He noaTeepxaeHo OTipsITO OTKPLITL COBLITHR
“ D 25 2025-02-1313:58:54 A 172.24.0.12 YCTpoWHCTBO HeAOCTYNHO No npoTokony SNMP MNotepa gocTyna no SNMP; HopManuayeTcA aBTOMaTU4eCKK He noaTteepkaeHo OTKpbITO OTKPLITE COBLITHA
D 27 2025-02-1313:58:54 A 172.24.09 YcTpoHETBO HEAOCTYNHO No NpoTokony SNMP MNotepa pocTyna no SNMP; HopMan1ayeTcA aBTOMaTUYECKK He noaTsepxaeHo OTKpbITO OTKpbITL COBLITHA
a o = 2025-02-13 13:58:54 A 172.240.13 YoTpofieTBo HenocTynHO Mo npoTokony. SNMP MoTeps AocTyna no SNMP; HODManWayeTcst aBToMaTHYECKN He noatsepxaeHo OtxpbiTa OTKpLIT CobbITHR
o) o = 2025-02-13 13:58:54 A 172.24.0.10 YerpoiicTso HepocTynso no npotokony SNMP Noreps aocTyna no SNMP; HopManHayeTcH asToMaTUdeCkn He noatsepraeno OTkpbITo  OTKpBITL CobITS
a o 2 2025-02-13 13:58:54 A 172.24.0.6 YcTpoiicTso HepocTynto no SNMP Motepa aocTyna no SNMP; HopManusyeTcs asToMaTHueCKA He noasepxaeHo OTKpbITO OTKpBITS cobbiTHa
o] O 21 2025-02-13 13:58:54 A 172.24.0.11 YCTpoiieTso HefocTynHO No SNMP MoTeps AocTyna no SNMP; HOPManK3yeTCst aBTOMaTHYECKH He noaTeepxaeHo OTipsITO OTKPLITL COBLITHR
D 20 2025-02-1313:58:44 A 172.24.0.15 YCTpoWHCTBO HeAOCTYNHO No npoTokony SNMP MNotepa gocTyna no SNMP; HopManuayeTcA aBTOMaTU4eCKK He noaTteepkaeHo OTKpbITO OTKPLITE COBLITHA
D 19 2025-02-1313:58:44 A 100.110.1.129 YcTpoHETBO HEAOCTYNHO No NpoTokony SNMP MNotepa pocTyna no SNMP; HopMan1ayeTcA aBTOMaTUYECKK He noaTsepxaeHo OTKpbITO OTKpbITL COBLITHA
InemienToB Ha cTpanLe 10 - 1-10u328 > >l

Bo Bknaake oTo6paxaroTcs CrefyoLme SNeMEHThI:

1. KHOnku comnbTpaumm, HaCTPOMKM 0ToBpakaeMbIX KOJTIOHOK Tabnmubl 1 akcnopTa Tabnuubl B CSV-thaiin;

2. KHormka 3akpbITusi npobnem;

3. KHormka noaTBepXaeHms npoobnem;

4. KHONKM HaCTpPOIK/M BPEMEHHOrO Anana3oHa BbIOOPKM AaHHbIX, 0GHOBNEHMSA 1 HACTPOIKN MHTepBasia
O0OHOBNEHUA AaHHbIX TabNULbI;

5. KHonku 6bIcTpoli dounbTpaumm no cratycy npobnemsl (OTKpbITo/3akpbiTo/MoaTBEPXKAEHO/He
NOATBEPXAEHO);

6. Tabnuua c nHdpopmaumeli o npobnemax.

Tabnuua cocTouT 13 cneayoLmx noneii:

* ID — yHUKanbHbIA HOMep NPo6IeMbI;

+ [ara co3gaHus — gara 1 Bpems co3faHus npobnems,

+ BaXHOCTb — YpOBEHb BaXXHOCTY (severity) npo6rembi;

+ IP-agpec — IP-agpec ycTpoiicTBa, Ha KOTOPOM Oblna 3apercTpupoBaHa Nnpobnema;

* HasaHue npaBuna — Ha3BaHWe npasuia reHepauny npobaem, no KOTopomy Oblsia cosgaHa npobnema;
+ OnvcaHve — onucaHne npasuna reHepauun npobnem, No KoTopomy 6blsia co3gaHa npobnema;

+ MopTBepXxaeHo/3akpbITo — hriarn craryca npobnemsl;

+ CobbITNSE — CCbISIKa Ha CBSA3aHHbIE C NPO6/IEeMO COObITUS.

[Nsi 3aKpbITUS NPOGEM BPYUHYIO BbIGEPUTE VX C NMOMOLLILIO (O/TAr0B U HAXMUTE KHOMKY 3aKpbITWS NPOG/IeEM.

[ns nogTeepXxaeHns NpobaemMbl BbIGepUTe UX C NOMOLLbIO (/1aroB 1 HXXMUTE KHOMKY NOATBEPXAEHNS
npoo6aem.

Mpn HaXKaTMK Ha CCbINKY U3 KOMOHKM "IP-agpec” 6yaeTt oTKpbiTa Bknagka "Mpobnembl” COOTBETCTBYHOLLETO
yCTpoOlicTBa.

Mpn HaXKaTMK Ha CCbINKY U3 KOMTOHKM "Ha3BaHue npaBuna’ 6yaeT oTkpbiTa BkNagka ‘lpasuia reHepaumm
npo6nem" ¢ UILTPOM MO COOTBETCTBYIOLLLEMY NPaBUITY.
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MpU HAXaTWKN Ha CCbISIKY M3 KOMOHKK "Co6bITVS" BYAET OTKPLITO OKHO CO CMIMCKOM COGbITWIA, HA OCHOBE
KOTOpbIX Npo6iema Gbl/la CreHeprpoBaHa 1 3akpbiTa (B C/lyyae ecsiv B NpaBusie reHepaummn npo6iem 6bi1o
HaACTPOEHO HOpPMasI3ytoLLee CobbITHE).

3.4 Kaptbl cetn

B naHHOM pasgene coaepXuTcs nHopmalmsi o kaptax cetu. Kapta cetu — 3To JI0rMKo-rpadovko-
CXeMaTnMyeckoe nNpeacTaB/eHne B3aMMOAENCTBUSI CETEBbIX YCTPOICTB. [laHHbI pa3aen no3sonser
onpenensite CBsA3b YCTPOWCTB B paMKax OAHOI rpynmbl U OCYLLECTBIATb MOHUTOPUHI AOCTYMHOCTU YCTPOICTB
Ha KapTe.

[ ] K EccmE. E.
oy [(@pTblceTn ¥ superadmin

W 3 + Cospare

O D HazgaHHe Tpynna
o ©
@ D 2 3-A ynuua Ctpoutenei eccm /.../3-a ynuua CTpouTenei
] D 1 Kemeposo eccm /.../Kemeposo
h 3nemenTor Ha crpanuye 10 - 1-2u32

Bo Bknaake [OCTYMHbI C/IEAYHOLINE SNEMEHTbI:

1. KHonku comnsTpaumm, 06HOBMEHMA U 3KcnopTa Tabnuubl B CSV-thaiin,
2. KHonka "CosgaTb" — co3gaHue HOBOW KapTbl CETY;

3. KHonka "YpanuTb" — yaaneHue BbiIGpaHHOW KapTbl U3 CNINCKA;

4. Tabnuua KapT ceTu.

Tabnuua cocTouT 13 cneayoLLuxX noneii:

* ID — yHUKasbHbI HOMEpP KapThbl;
* Ha3aHue — vms KapThbl;
+ [pynna — yCTpOWCTBa, KOTOpble AOCTYMHbI 4/19 UCNO/Ib30BaHUA Ha KapTe.
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3.4.1 TpocMOTp KapTbl CETU
[ns npocmoTpa KapTbl CETU K/TIMKHUTE Ha ee Ha3BaHue B CNM1cKe. Ha cTpaHuLe KapTbl 0TO6pakatTcs KHoMka
pefakTMpoBaHUA KapTbl, NMosie NOSIHOTEKCTOBOIO NoOUCKa 1 cama KapTa CeTu:

Eccm E. E.
T superAdmin =]

Kaptbiceth » KemepoBo » MoHUTOpMHI u

KemepoBo /' Pepakrwposats | Q

——d

esr-20 P
gi1iorz
ICMP  SNMP  SSH

gitioit
oz

.

est 1) esr-1700

ICMP  SNMP  SSH A Mposnemsi: 1
ICMP  SNMP  SSH

0ilforz [

gLz
il

[

sioe g (-]

esr-1000

esr-100
ICMP  SNMP  SSH
A Mpo6nembt: 1
ICMP  SNMP  SSH

[(—=H (=] &

KapTa CETN COCTOUT N3 cnegyrLnx 3aJIEMEHTOB!

1. ¥Y3en cetn — oTo6paxaeT yCTPOICTBO CETU U ero CTaTyc B CUCTEME;

2. WHbopmaumsi 06 ycTpoiicTBe — oToBpaxkaeT UMsi yCTpoicTBa (B Ka4eCTBE UMEHN YCTPOCTBA
ncnosb3yetcs ero hostname), KONMUYECTBO 0GHAPYXXEHHbIX NPO6GIEM 1 MHCDOPMALIMIO O ero cTaTycax
AOCTYMHOCTM (CETEBOI, MOHUTOPWHIA, yNpaBieHus);

3. CB#A3b Mexay y3namy — 0TobpaxaeT CBsi3b MeX/y CeTeBbIMY YCTPONCTBaMu A1 NpeAcTaBeHns
Tononoruy cetu (Ha CBA3M NoANNCaHbl MHTEPAIENChI YCTPOICTB, YUepe3 KOTOPbIE OHU COEANHEHbBI APYT C

Apyrom).

ST QLo U

esr-1000

esr-100
—————— ICMP SNMP SSH
A MpoBnembi: 1

ICMP  SNMP  SSH

© 1pu kvke No UMeHN ycTpolicTBa Bbl ByeTe nepeHanpasieHbl Ha cTpaHuLy "VHchopmalys 06
yCTpOCTBE" BbIOPAHHOrO BamMu YCTPOMCTBA.

© npu HaBeaEeHUM MbILLK HA MKOHKY YCTPOiicTBa ByeT nokasaHa noapo6Hast MHGopMaLys O AaHHOM
yCTpoiicTBe: cepuiiHblii HoMep, IP-agpec, MAC-aapec, MOAENb, UMS XOCTa U BPEMS NOC/eAHE

NPOBEPKN OOCTYMNMHOCTW.
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YcnoBHOe 0603HauYeHue

et MOEE O ¢

LiseTt y3na

CwuHwia
Cepbliii
TEémHOo-cepblii
KpacHbiit

OpaHxeBblii

ECCM.PyKoBoACTBO nonb3oBaresnisa.Kaptbl cetn

YcTpoiicTBO

MapupyTtusarop ESR

KommyTtatop MES

L3 SMG

LLno3 TAU

MapupyTtusatop ME

Crtek kommyTaTopos MES

KoHTponnep 6ecnposogHoro goctyna WLC

HewnsBecTHOe yCTPONCTBO

Obnako/ceTb

OnucaHue ctatyca

YCTPOCTBO AOCTYMHO A1 paboTbl B cMCTEME

YCTPOWCTBO eLé He CUHXPOHWU3NPOBAHO

YCTpoiAicTBO He o6cnyxnBaeTcs (3a6/10KMPOBaHO B CUCTEME)
YCTpOACTBO HEAOCTYMNHO

Ha ycTpoiicTBe 06HapyXeHbl Tpo6aemMbl
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3.4.2 Towuck Ha KapTe ceTn

Ha cTpaHuue KapTbl 4OCTYNeH NOSIHOTEKCTOBbIV NOUCK. MOWCK OCYLLECTBNSETCA Mo C/eayoWwmM atpubytam
ycTpoicTs: hostname, cepuiiHblii Homep, IP-agpec, MAC-agpec, Mogenb ycTpolicTea. 15 noncka ycTpoicTB
BBeAuMTe WaboH A5 NovckKa B Nosie BBOAA B BEPXHEM NPaBoM Yr/y cTpaHuubl 1 Haxmute ENTER. Ecnu
OyaeT HaigeHo coBnageHune no wabsnoHy, yCTPOMNCTBO OyAeT BblAENEHO XEeNTbIM LiBETOM:

/" Pepaktuposats Q, esr100 X
e esr-20 il
qu.
ICMP  SNMP SSH
gLl
gilio2
asrx18 esr-1700
ICMP SNMP SSH & Mpobnembi: 1
ICMP  SNMP SSH
gLz s
o 0if0i2
« »
: [=]
- 1o =
gL a —
o B
I:‘EI
esr-1000
esr-100
ICMP SNMF SSH

& Mpobnemsr: 1

ICMP  SNMP SSH
=

N5 oTMeHbI noncka ouncTuTE nose Beoga 1 Haxkmute knasuwy ENTER.
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3.4.3 Co3gaHuvie KapThbl

[ns co3gaHnsa HOBOM KapTbl CETU HaXXMUTe KHOMKy "Co3gatk” B pasgerne "Kaptbl ceTn”. OTKpoeTcs pefaktop
KapTbl CETU.

3.4.4 PepakTupoBaHue KapTbl

[Nsi peflakTpoBaHUSA KapTbl CETY BbiGEpUTE KapTy B pasaene "KapTbl ceTu', nepeiignTte Ha CTpaHuLy
MPOCMOTpPa KapTbl M HAXXMUTE KHOTKY "PeflakTipoBaTh'. OTKPOETCS pefaKkTop KapTbl CETK:

EccmE. E.
SuperAdmin

0—\ KapTtbl ceTn map-1 PepakTupoBaHue

-
| ] Hassakme* Tpynna
map-1 eccm - CoxpaHutb BepHyTbea

I:I + [o6asutb ycTpoiicTea @ [o6asuTb o6nako i Yaanutb * Cospatb nogkapty o

&
AnemeHTbl yNpaB/ieHUsi peakTopoM KapTbl CETK:

1. Ha3BaHue — nms co3gaBaemoli KapTbl CeTy;

2. pynna — rpynna ycTpoicTs, AOCTYMHbIX A5 MCMO/b30BaHNsA B peaakTope (MOXHO 3a4aTh TO/IbKO Mpu
C03aHNM HOBOWi KapThl);

3. [jo6aBuTb YCTPOMCTBA — KHOMKA, OTKPbIBAOLLLAs CIUCOK YCTPONCTB U3 BblIGpaHHOW rpynnbl 4Ns

[o06aBneHns X Ha KapTy,

[Jo6aBuTb 06nako — KHoMNka Ansa gobasneHns obnaka Ha Kapry,

YaanuTb — KHOMKa 419 yAaneHust BbiIopaHHOro yCTPONCTBa € KapTbl;

Co3zgatb nogkapTy — KHOMKa 4719 NPUBSA3KM NOAKaPTbl K 0ObEKTY;

CoxpaHuTb — KHOMKa A1 COXPaHeHWs JaHHbIX KapTbl CETY;

BepHyTbCsi — KHOMKa /719 BO3BpaTa K CNMCKY KapT ceTu (6e3 COXpaHEHNS U3MEHEHNIA/CO3AaHNS HOBOV

KapTbl).

© No ok
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3.4.4.1 [obasneHue ycmpolicms

[na no6aBneHns yCTpoicTBa HaXXMUTE Ha KHOMKY "[06aBnTb YCTPOMCTBA" B pefakTope KapTbl CETU.
OTKpOeTCS OKHO Bbl6opa ycTpoicTBa. BbIGOP YCTPOMCTBA OCYLLECTBNAETCA HavkaTueM Ha cpnar B
COOTBETCTBYIOLLEN CTPOKE.

Bbi6paThb yCTpoiicTBa

= Q

CepHitHbIA HOMep IP-agpec MmMA xocTa MAC-aipec Mopens Bepcua M0 06cnyxuBaHHe JocTynHocTs

c ||

<]

VI1F005002 100.110.1.123  ECCM-SMG-1016M e0:d9:e3:df-88:3d  SMG-1016M 3.20.54900  BKnioueHo [1cMP [ SNMP [ ssH |
ES23000060 100.110.1.132  ECCM_MES5448 e0:d9e3:bafe:d0  MES5448 8.4.0.8[2] BKMIouYEHO [1cmp - SSH |
ES8B000023 100.110.1.127  ECCM_MES5316A e0:d9:e3:26:d7:00  MES5316A 6.6.3.5[2] BKAI0YeHO [1cmp -SNMP SSH |

ESD1006313 100.110.1.129  ECCM_MES2424P_revC_AC2 cc:9d:a2:7e:77:c0 MES2424P rev.C1 AC 10.3.5[3] Bkno4eHo ‘ ICMP -SNMP SSH ‘

<]

|8 00

ES32023387 100.110.1.125  ECCM_MES2324B e4:5a:d4:86:h8:80 MES2324B AC 4.0.22.7[1] Bknio4eHo ‘ ICMP -SNMP SSH ‘

ES1D000356 100.110.1.121 ECCM_MES2124M_hub a8:f9:4b:8c:53:c0 MES2124M AC 1.1.48.14 Bknto4eHo ‘ ICMP -SNMP SSH ‘

ME10000104 100.110.1.128  ECCM_MES5200 e4:5a:d4:de:15:80 MES5200 3.8.0.46 Bknio4eHo ‘ ICMP -SNMP SSH ‘
NP15011091 100.110.1.122  ECCM-ESR-200 cc:9d:a2:70:af:d8 ESR-200 1.23.6 build9  BknroyeHo ‘ ICMP -SNMP SSH ‘

IneMeHTOB Ha cTpaHuue 10 - 21-28 w1328 1< 14

o 0o o

OTMeHnTb BbiGpatb
-

KHonka dpunstpauumn n KHonka 06HOBEHUSA AaHHbIX Tabnuubl;
. Tabnvua ycTpoiicTB, B KOTOPOI 0TOGpaxatoTcs AaHHbIe O COCTOSIHUW YCTPOWCTB, BXOAALWMX B
BblGpaHHyto rpynny. OCHOBHbIMY ABMSKOTCA CNeayroLmne KOMOHKN:

+ IP-agpec — IP-agpec ycTpoiicTBa;

+ O6cnyxnBaHne — cTatyc 06CnyXnBaHusa yCTPONCTBa B cucteme. ECnn B KOTIOHKe oToGpaxaeTcs
cTatyc 'BktoyeHo’, To yCTPOICTBO NOMTHOCTLIO 0GCNYXXMBAETCS CUCTEMOIA (ONPOC AOCTYMNHOCTH,
METPUKK, pe3epBHOE KOMMPOBaHMe KOHMrypaumu, ynpaeneHue). B apyrmx ciydanx qyHKLum
06CNYXXNMBaHUA MOTYT ObITb MPUOCTAHOB/IEHD;

« [JocTynHOCTb — cTaTyc AOCTYMHOCTK ycTpoicTea no npotokonam ICMP, SNMP, SSH;

3. VIHCTpyMeHTbI ynpasneHus:
+ BblbpaTb — f06aBUTbL BbIOPAHHOE YCTPOWCTBO Ha KapTy;
+ OTMEeHNUTb — 3aKpbITb OKHO BbIOOpA YCTPOWCTB.

N —

Mocne go6aBneHvst yCTpoCcTBa U3 CNvcKa y3en yCTpoiicTBa 0To6pasnTcs Ha kapTe. Mpy NOMOLLM MbILLN ero
MOXHO NepeTaLLmnTb B Apyroe MecTo.
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ECCM.PykoBoACTBO nosib3oBaTesnsa.KapTbl ceTu

O6n1ako Ha KapTe CceTu NCNosb3yeTcs 4719 0603HaYEeHNs CThiKa C APYrMM NpoBaiiepoM, HEU3BECTHbIM
CErMeHTOM CETU U AN Nepexoja Ha APYryo KapTy Npy NOMOLLM NPUBSA3KM K HEMY nogkapTbl. s
fobaBneHns obnaka Heo6Xxo0AMMO B peakTope CeTU HaxKaTb Ha KHOMKY "[o6aBuTb 06n1ako" 1 ykasatb ero
Ha3BaHue ( 4ONO/THNTENIBHO MOXHO yKa3aTb TeniechoH, eciv 061aK0o UCNOMb3yeTcs 4719 0603HAYEHNS CThbiKa C

npoBaiiaepom):

3.4.4.3 [obasneHue cBs3u

Oo6aBuTb 06nako

OTMEHUTE

OobaenTb

esr-10

i

Test_zone

esr-20

[na no6aBneHus cBA3N MeXay y3namm Heob6xoanmo, UTobbl Ha KapTe 6b110 2 yCTpoicTBa u 6onee. Hasegute
KypCOp MbILLIM Ha NepBblIii y3en ycTpoiicTea:

<+ [o6aeuTb ycTpoiicTBa

o

ECCM-ESR-200

b [o6aenTL 06nako

ECCM_MES2124M_hub

LLLeNkHUTe NeBOI1 KHOMKOW MbILLIV Ha NOSIBUBLLYHOCS Ha Y3/1e TOUKY U, YAEePX1Bas Mblllb, NepeHecuTe eé Ha

BTOpPOI y3en yCcTpoiicTea:

+ [lo6aBuTh| CepiHbii Homep: ES1D000356 nako
IP-appec: 100.110.1.121
MAC-appec: a8:f9:4b:8¢:53:¢0
Mopgene: MES2124M AC
Wmn xocta: ECCM_MES2124M_hub

MocnepHAR NPOBEPKa JOCTYNHOCTM:
SNMP - 2023-09-26 13:22:41

SSH - 2023-09-26 10:53:55

ICMP - 2023-09-26 13:22:41

O

ECCM-ESR-200

——>(0)

ECCM_MESZ124M_hub
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Mocrie 3TOro OTKPOETCSA OKHO BblGopa MHTEPEiCOB NOAKIOUEHUS, rAe HE0BX0AMMO BblOpaTb MHTEPAENICHI,
yepes KOTopble YCTPONCTBA B3aUMOLENCTBYIOT:

Bbi6paTb MHTepdeiickl NOAKNOUEHHUA

Bbi6epuTe uHTepdeiic Ha ycTpoiicTee 100.110.1.122:

JocTynHbie WHTepderchl yana

gigabitethernet 1/0/1

Bbi6epuTe uHTepdeiic Ha ycTporcTee 100.110.1.121:

P S Y —

gi1/0/1
gi1/0/2
gi1/0/3
gi1/0/4
gi1/0/5

gi1/0/6

© npu ycnosusx, uto y Jo6aBMEHHbIX B paMKax OAHOM rpynmbl YCTPOicTB BKoueH LLDP 1 cepBuch
ECCM ycnenu onpocutb gaHHble ycTpoictea no SNMP-LLDP, cBsi3n mexay yCTpoiicTBaMu Ha KapTe
OyayT OTpMCcOBaHbl aBTOMaTUYECKN BMECTE C BbIOOPOM NMHTEPMECOB AN1S1 CBA3W.

3.4.4.4 Cos0aHue rnookapmel

MoaKapTbl UCMONb3YHTCS A1 Nepexofa Mex/y KapTamu ceTeli B cUcTeme Npy MOHUTOpUHTe. [ANna co3aaHust
noJKapThbl B PEAAKTOPE KapT BbiGEpUTE 06BEKT UM HECKO/IbKO 0GLEKTOB, HAXKMUTE KHOMKY "Co3aaTh" 1
BblGEpUTE KapTy, Ha KOTOPYH BYAET CCbinaTbCs NoaxkapTa:

[o6aBuTb NogKapTy

BbiGepHTe KapTy, Ha KOTORYK ©ChINaeTCA NogKapTa
all_network_map -

OTMEHNTE Co3pate

all_network_map

esr-1000
oi1/01

iz
/oA

onmz esr20

esr-1700
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3.4.4.5 YoaneHue asieMeHmMosB

[ns ynaneHusi aneMeHToB (Y3/bl, CBA3W, NOAKAPThI U [p.) B PeaKTope KapT BbI6EPUTE UX U HAXKMUTE KHOMKY
"Ypanutb":

+ [obaBuTh ycTpoicTBa b NobasuTs o6nako [ ] Ynaﬂu‘rb v Coapats noskapty

VAENHTE BoIGPEHHLIE SMEMEHTEI C KAETbI

inet

ainon

gil0e
Io1
esr-100

esr-1000

MoaTBepauTe AeiicTBUE YaANIEHUS:

Yoanute aNeMeHTEI C KapTkl CeTH

bByaet ypaneHo:
YcTpoiicTe: 1
Cesaazeii: 1

O6nakos: 1

Her Na
=

@ nNpu ynanenun noakapTbl GyAyT yaaneHb! Bce 06beKTbI, K KOTOPbIM OHa NPUBA3aHa.
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3.5 CeTtb

B naHHOM pasgene npefctaBneHa nHpopMaumsa 06 ycTpoiicTBax M afAMUHUCTPATUBHBIX Tpynnax CUCTEMbI.
Pa3gen no3sonseT fo06aBnsaTb, yaaisfTh, nepemelLlarb, NepeuMeHoBbIBaTL YCTPOCTBA U rPynnbl B CUCTEME, @
Takke NPOM3BOAWTL FPYNMoOBbIE OnepaLmmn cpasy A5 HECKOJIbKUX YCTPOKCTB.

» ECCM = . EcomEE
oy Cem eI el o SuperAdmin
L YetpoiicTea -
¥ o8- P 2O e Q )
£ Wireless ~
o Q 0O oy O Hasearne 1P-appec s MAc-apec Cepn Mogens BEPOU  Ogompwusanwe  flocTymmocTs Tpynna MpoGnens
©
~
8| ecem MoHUTOpMHT
172.24.0.11_ MES23/MES33xx/  MES2324B
= 24, . : 02 [snwP | /
® » &= Kasawo [J 120 Es32020002 MESoo2apAc 17224011  mes232b aabbee240200 et le L N 1100 Braoseno [1cMP ['sNMP [ssH | ecem/Kasans 0
TNokauu
BB cubups
- 172.24.0.10_ » MES23xx/MES33xx/ MES23248B "—'7
= v & Kemeposo O 119 ES32020001 MES2324 A 17224010 mes2324b aabbec:240100 yeoolOE R 120 Binioueo [1cMP [ sNMP [ssH | ecom/Kasans 0
Toukw focTyna
LN [~ 5 100.110.1.128_ME5200 poen 172.24.0.9_ESR- 1.19.x build
@ 100,101,130 WLO30 [ 118 TESTSERAL123 70405 1722409  esr1700  aabbicc:31:11:01 ESR700 ESRI700 7 BinioueHo [1CMP [SNMP [SSH | - ecom/Kasans 0
- - HoBble Toukw gocTyna
H -
o El oEoKy:;HeuK [0 117 TEST_SERIAL123 :;é;“”jsw 1722408  es1000  aabbice:31:00:01 ESR1000 ESR-1000 177”” buld " Bynioyeno [1CMP [SNMP [SSH | eccm/Kasans 0
v BB Hosocubnpek
a e KnvieHTb!
& Zanynaua Crpouten [J 116 TEST_SERIAL 123 :gg'“ 07ESR 1722407  esr100  aabbcc01:0201 ESR-100/200 ESR-100 17719 xbuild gy oueno [1cmp -SNMP SSH | ecem/Kasann 0
@ 100.110.1.121_MES:
5] CBoaHas MHbopMaLMs
a [~ ©7100.110.1.122 ESRS [J 115 TEST_SERIAL123 1722406 ESR20 1722406  esr20 aaibbicc:00:20:11 ESR-2x ESR20 175X Benoveno [1cMP [SNMP [SSH | ecem/Kazaus 0
i {— = 100.110.1.123_SMG
2 [ ©100110.1.124_MES} O 114  TEST_SERIAL_123 172.24.0.5.ESR10 172.24.0.5  esr-10 aaibbcc:00:10:01 ESR-1x ESR-10 119xbuld - gypgueno [1cmP [sNMP [ssH | ecom/Kasans 0
© © 100.110.1.125_MES: 7
- ecom/./2-a8
a [~ ©100.110.1.127_MES! O 113 NP28000057 \1,5]50?;2001,133’ 100.110.1.133 ggg(;wwmr 68:13:2:¢1:8£.90 WLC-3200 WLC-3200 ;;f*bu“d BxnioueHo [1cmp -SNMP SSH | yauua 0
@ 100.110.1.129_MES: Crpoureneit
] 5100.110.1.131_TAU- O 112 NP1F000942 \‘n?fc?;gw 30— 1001101130 ggcmrwm 68:13:62:7e:93:06 WLC-30 wLC-30 ;335‘“ buld gy moveno [1cmp [ snmp [ ssH | ﬁ’p—ﬂ‘ao 0
© 100.110.1.132_MES! —
eccm/../2-an
- - 100.1 134, M-WLC- 1 [
\100-110.1.133 WLC: 0O m weozooosza 00113 g0 1101988 SEMS ecpreoaoatio wicas WLCS T XP Bemosero  [1GMP [ SNMP [SSH | ynuua 0
L— % 100.110.1.134_WLC- Crpoutenei
Ly & oxpyxwan
&= Oy Snewmeros wa crparue 10 v 21-30ma K < > >l
@ 100.110.0.221_WLC-
Ly B3 ipfabric
» «  CBepHyTb nakens

CrtpaHuua "CeTb" nornyeckn pasgeneHa Ha ase 06nacTu: 4epeBo 0O0bEKTOB 1 CTPaHMLLA aKTUBHOTO 0ObEKTA,
Bbl1€/IEHHOIO B 1EpEBE.

© Paspen Wireless oto6paxaeTcsi B MEHIO rpynmbl Npy Hannumm ycTpoiicts WLC B cUCTEMHOI
NINLEH3NN.

© npu nepexopge Ha cTpanuLy "CeTb" NaHe b [MaBHOTO MEHI0 CBOPaUMBaEeTCH aBTOMATUYeCcKN Ans
yBenMyeHus paboyeii obnactu.
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3.5.1 [epeBo 06bEKTOB

[epeBo 06bEKTOB NpeacTaBnseT Cob0i CTPYKTYPUPOBAHHbIN CNMCOK 06BEKTOB cncTeMbl. O6bekTamm
CUCTEMbI BbICTYNaKT aAMVHUCTPATMBHbIE TPyMMbl U CETEBbLIE YCTPOWCTBA, pacnonaratLiecs B rpynnax.

3.5.1.1 TlaHenb ynpassieHusi
MaHenb ynpas/ieHns BK/IKOYaET B Cebs crenyroLwmii oyHKLUNOHaN:

* cO34aHve HOBbIX rpynmn B cUcTeMe, NeperMeHoBaHve, NepeMeLLeHre 1 yaaneHne rpynn;

+ pobGaBneHve yCTPOICTB B rpynnbl, NEpEMELLEHNE YCTPOWCTB 13 OAHON rpynnbl B APYryH0, U3MEHEeHNe
Ha3BaHUS N ONMCaHNS YCTPOWCTBA, yaasieHne YyCTPOICTBa,;

* co3gaHue, nepemelleHne n yaganexue IP-pabpuk, Hmumannsaunio ycTponcTs IP-habpuku;

* MOWUCK OGLEKTOB B AEPEBE N0 Ha3BaHuo, MMeHn xocTa (hostname), cepuiiHomy Homepy, IP-aapecy, MAC-

azipecy, MoJenu.

3 - |+
Q

v 8B eccm
v N Cubupb
-7 E KemepoBo
— 100.110.0.221_WLC-30
— % 100.110.1.121_MES2124M_AC
— 100.110.1.122_ESR-200
— % 100.110.1.123_SMG-1016M
— & 100.110.1.124_MES2124M_AC
— & 100.110.1.125_MES2324B_AC
— & 100.110.1.127_MES5316A
— % 100.110.1.128_ME5200
— & 100.110.1.129_MES2424P_rev.C1_AC
— & 100.110.1.130_WLC-30
— ‘& 100.110.1.131_TAU-72.IP_rev.D_AC
— & 100.110.1.132_MES5448
— %= 100.110.1.133_WLC-3200
‘— & 100.110.1.134_WLC-15
— . HoBocuBupck
Lv E 3-A ynuua cTpouTenei
— & 172.24.0.15_ME5200
— W 172.24.0.16_SMG-1016M
— W 172.24.0.17_vESR
— W8 172.24.0.24_WLC-30
— 172.24.0.5_ESR-10
— 172.24.0.6_ESR-20
— 172.24.0.7_ESR-100
— 172.24.0.8_ESR-1000
— 172.24.0.9_ESR-1700

— EE ip-fabric

«  CeepHyTb NaHenb

KHonka 06HOBNEHWST AaHHbIX AepeBa 06bHLEKTOB;

KHonka gns Bbibopa nHTepBasia 1 OTK/IHYEHNSI aBTOOGHOBNEHMS AAHHbIX B AEPEBE;
KHonka go6aBneHns 06bLeKTOB B IEPEBO;

KHoMNKa pefakTnpoBaHUsi 06LEKTOB AEePEBa;

KHonka nepemMelleHnsi 06LEKTOB AepeBa 13 OAHOI rpynnbl B APYryHo;

KHonka yganeHus obbekTta U3 Aepesa;

CTpoka novcka 06LEKTOB B AEPEBE;

Nooap,sowd =
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8. [lepeBo 0OBLEKTOB;
9. KHonka cBopaymBaHusi/pa3BopayvBaHusa NaHem gepeBa 06beKToB.

(] Mpy HE06X0AMMOCTY NaHeNb AepeBa 0O6BEKTOB MOXHO CBEPHYTb HAXXaTMEM Ha KHOMKY "CBEPHYTb
naHens".

» " .

UTo6bl 0TO6PA3UTb NaHeslb 3aHOBO, HAXKMUTE Ha KHOMKY "Pa3BepHyThb NaHesb"

HacTpoiika asTo006HOBNEHUSA

Mo ymonyaHuio nHpopmMaLms B epeBe 06beKTOB 06GHOBNAETCSA aBTOMAaTMYeckn pas B 1 MUHyTY. Mpu
Heo6XoAMMOCTUN AePeBO MOXHO 06HOBUTb BPYUHYIO, Ha&XaB Ha KHOMKY "O6HOBUTL AepeBo”.

[ns n3ameHeHns cTaHAapTHOIO MHTEpPBasia aBTOOBHOB/IEHNSA HAXXMUTE Ha KHOMKY "VIHTepBas1 06HOBNEHMS",
pacnonoXeHHyto crnpasa oT KHOMkM "O6HOBUTL AepeBO”. B OTKPbIBLUEMCS MEHIO BbliGepuTe HOBbIV UHTEPBaJ
06HOBNeHUA. Ecnn Heo6xoaMmMo OTK/IUYNTL aBTOOOHOB/IEHUE, BbiGepuTe "He 06HOBIATL .

3". T

He o6HoBNATE

Q |
30s

L! m
5m

Prev.C1 AQ

10
m 100.110.1.1

15m A_100.110.

Ecnv aBTOOGHOB/IEHNE BK/THOUYEHO:

=£-+

OBHOBWTL Oepeso
ABTOOGHOBNEHME! Pas B 1 MUHYTY

* Ha KHorke "O6HOBUTL epeB0” 0TOOPaXKAETCS YCTAaHOB/EHHbI MHTEPBA/T aBTOOGHOB/IEHWS,
* KHOMKWN 0GHOB/EHMA 1 BblibOpa MHTepBasia OKpalleHbl B CUHUIA LBET.

Ecnvn aBTOOGHOB/IEHNE BbIK/THOUEHO:

OGHGBHE OEepeBo

ABTOOGHOBNEHWE! BbIKNHYEHO

* Ha KHorke "O6HOBUTbL AepeBo” oTobpaxaetcs "off",
* KHOMKN OGHOB/IEHMSA 1 BbibOpa MHTEepBasia OKpaLleHbl B CEepbIii LiBET.
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3.5.1.2 Tunbl o6beKkmos

ECCM.PykoBogcTBO nosb3osarens.CeTb

B aepeBe 06bEKTOB NpeAcTaB/ieHbl Asa Tuna 06bEKTOB: rpynrbl 1 YCTPOUCTBA.

3.5.1.2.1 Tpynnsl

B eccm
L L] Cunbupb
» E KemepoBo
. HoBocubupck
4 E 3-a ynuua CTpouT...
» EEI ip-fabric

] dabpuyHasn

OObeKT rpynnbl B AepeBe COCTOUT U3 HECKOJTbKNX yacTei:

1. CTtpenka onsa packpbiTvs/cBopavymBaHns rpynmbi;
2. VIKoHKa rpynnbl, onpegensawLLas ee Tum,
3. NHamkaTop Ha MKOHKe rpynmbl, KOTOPbI yKa3blBAET HA COCTOSAHME YCTPOMCTB B Camoii rpynne nnu

YCTPOICTB ee noarpynn;
4. HasBaHwe rpynnbi.

B cucteme ectb YeTblpe Tuna rpynn:

NkoHka Tuvn rpynnbi

D MycTas rpynna

. Mpynna c rpynnamm

F— Mpynna ¢

[= ] -
ycTpoiicTBamm

Ezl IP-chabpuika

OonucaHue

Mpynna, B KOTOPY!O eLLE He AoGaBEHbI YCTPOCTBA UK APYTWE TPyMnbl

Mpynna, B KOTOPYH f06aBNEHbI Apyrve rpynnbl

Mpynna, B KOTOPY 406aB/IEHbI YCTPOCTBA UM FPYNNa, B KOTOPOIA
CYLLECTBYIOT NPUBA3KM /18 UHULMANM3ALMN YCTPOICTB

lpynna co cneunasnbHbiM yHKUMOHaoM IP-habpuk

NHAMKaTOp Ha UKOHKE rpynnbl MOKa3bIBaET CTaTyC YCTPOWCTB B AAHHOI rpynne uan yCTPoCTB ee nogrpynn:

NHpgnkartop

. OrtcyTcTBYET
Cepblii

. 3eneHblii

. OpaHxXeBblit

. KpacHblit

OonucaHue

B rpynne v ee noarpynnax HeT yCTPOCTB

Bce ycTpoiicTBa B rpynne He CUHXPOHU3MPOBaHbI U HE 06CTYXIBAOTCS
(3a6r10KMpOBaHbl B CUCTEME)

B rpynne oTCyTCTBYIOT HEAOCTYMHbIE YCTPOICTBA 1 YCTPOICTBA C npo6ieMamu

B rpynne ecTb HegoOCTYyMNHbIE YCTPOICTBA 1 YCTPOIACTBA C npobiemamu

MonoBrHa UK 6o/1ee NOMIOBUHLI YCTPOICTB rpynibl ¢ Npo6ieMamMu uim
HELOCTYMHbI
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YT06bI NONYUYNTL MHCPOPMALIMIO O TUME FPYNMbl, & TAKKE 0 KONMYECTBE YCTPOCTB B rpynne 1 1x cTaTyce,
HaBeaMTe Kypcop Ha MKOHKY:

Kopresan rpynna

, Becero ycTpoiicts: 8
YcTpoicTBa ¢ npobnemamu: 1
HepocTynHo ycTpoiicTe: 1

3.5.1.2.2 YctpoiictBa

B E Kemepoeo

- & 100.110.1.129_MES2424P rev.C1 AC
— W 100.110.1.128_MES5200

— &9 100.110.1.127_MES5316A

— &9 100.110.1.126_MES2428 AC

— & 100.110.1.123_SMG-1016M

— @ 100.110.1.122_ESR-200

— ¥ 100.110.1.121_MES2124M AC

— 100.110.1.80_GENERIC

OO6bEKT YyCTPOICTBA B IepeBe COCTOUT U3 HECKOJ/IbKMX YacTeil:

1. VIKOHKa YCTpOWCTBa, onpeaensioLasn ero Tun 1 COCTOAHUE;
2. HasBaHue ycTpoiicTBa, KOTopoe cocTouT n3 IP-agpeca ycTponicTBa n ero Mogenu.

VkoHKa ycTpolicTBa B AepeBe 06bEKTOB 3aBUCUT OT ero Tmna:

MKkoHka YcTtpoiictBO

MapLupyTtunsatop ESR

KommyTtatop MES

¢ €

|
A
A

o3 SMG

L3 TAU

MapLupyTtusarop ME

Ctek kommyTaTopos MES

) I O I
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NKoHKa

I

YcTtpoiictBO

KoHTponnep 6ecnposogHoro goctyna WLC

HenseecTHoe ycTpoiicTBo (GENERIC)

LIBET MKOHKM YCTPOICTBA YKa3bIBAET HA €0 COCTOSHYE:

LiBeT MKOHKN

€00 0 (¢

CuHWi

Cepblit

TéMHo-cepblii

KpacHbii

OpaHxXeBblii

OonucaHue

YCTPOWCTBO AOCTYMHO A1 paboThl B
cucteme

YCTPOICTBO €Lé HE CUHXPOHU3VPOBAHO

YCTpOIACTBO He 06CyX1BaeTCs
(3abnoknpoBaHo B cucTEME)

YCTpPOICTBO HEAOCTYMNHO

Ha ycTpoiicTBe 06HapyxeHbl npobnemsl

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

HaBeamuTe Kypcop Ha MKOHKY YCTPOICTBA, YTOObl MOCMOTPETL KpaTKyto MHdopMaLmio 06 YCTPOIACTBE, ero
cTaTtyce, KO/IM4ecTBe NPo6/eM, a TakkKe y3HaTb BPEMS NOC/IeIHE NPOBEPKU €ro CTaTyCOB A0CTYNHOCTY:

W 172.24.0.5_ESR-10
Ly 172.24.0.6_ESR-20

CepwuitHbid Homep: TEST_SERIAL_123
|P-appec: 172.24.0.6

MAC-agpec: aa:bb:cc:00:20:11
Mopens: ESR-20

WmA xocTa: esr-20

Onuncanue ycTporcTea: CTolka 2, mecTo 4

MNocnegHAR NpoBepKa AOCTYMHOCTH:
SSH -2024-09-30 16:37:42
ICMP - 2024-09-30 16:40:2

Ha ycTpoiicTBe o6HapyXeHbl NpoGnems!
KonuyecTeo npobnem Ha yeTporeTee: 1
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3.5.1.3 YnpasneHue o6bekmamu

3.5.1.3.1 CosgaHue rpynn

[ns Toro uTo6bI CO3aTh HOBYIO FpynMny, BbibepuTe B fepeBe 06beKTOB HEOOXOANMYHO POAUTENBCKYIO Tpynny u
HaXXMuTe KHomky "[lo6aBuUTb 06bEKT". B OTKPbIBLLEMCS MEHI0 KHOMKY BblbepuTe NyHKT "[Jo6aBuTb rpynny":

+ /2 B B

Oob6aeuTb rpynny

A\ Cospgartb rpynmny MOXHO B kopHeBoi rpynne ECCM, nycToii rpynny uam B rpynne, KOTopasi COAepxuT
rpynnbi.

OTkpoeTcsa okHO "Co3gatb rpynny”. 3anonHuTe none "HassaHue rpynnbl” 1 BbiGepuTe TUN HOBOW rpynnbl B
COOTBETCTBYHOLLEM none. MNpu Bbibope Tuna rpynnsbl "IP-habpuka” oTkpoeTcs mactep HacTpoiku habpukm.

Cospatb rpynny

HaasaHue rpynnbi* Tun rpynne:*

Ypan MycTtasa rpynna -

MycTan rpynna v

OTMeHUTb

IP-habpuka

3.5.1.3.2 [Job6aBsneHve ycTpoOICTB

B aepeBe 06bLEKTOB BbliGepUTE rpynny, B KOTOPYH HEOBXOAMMO A06aBUTb HOBOE YCTPOMCTBO.

A [06aBnTb YyCTPOINCTBO MOXKHO B MYCTYHO FPynny WK B rPynmny ¢ yCTPOWCTBAMU.

HaxmuTte kHonky "[,06aBnTb 06BLEKT" B NaHeNN gepeBa 06beKTOB U B OTKPbIBLLEMCS MEHIO BblGepuTe nyHKT
"No6aBnTb ycTpoincTea":

+ /72 B B

[ 06aBUTb yCTpoicTRa
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OTKpoeTCs OKHO "[J06aBWTb yCTpocTBa":

®

[o6aBuTb ycTpoicTBa

PyyHoe g

* YT06bI JO6aBUTL OAHO YCTPOICTBO - BcTaBbTe IP-agpec B none IP.
* YT06b1 JO6aBMTL HECKO/bKO YCTPOWCTB 3a OfJUH pa3 - BCTaBbTe cnucok IP-agpecos, pasjeneHHbix npo6enom, B none IP.

+ [Oob6aeuts

Mogenb (KOn-BO /MLIeH3ui) IP-appec Hassakue Cratyc [eiicTBue

ESR-10

OGHapy

OK

192.168.0.1 192.168.0.1_ESR-10

ESR-10

192.168.0.2 192.168.0.2_ESR-10 oK

OTMEHHUTb [ob6aeutb

dnemMeHTbl nHTepgelica:

1. Mogenb (Kon-Bo NLEeH3NIA) — Ha3BaHMe Moaenn. B ckobkax ykasaHo KoNmMyecTBO YCTPOWCTB, KOTOpoe

MOXHO [06aBUTb COr/laCHO YCTAHOB/TIEHHOW NINLLEH3UK;

2.
3.

IP-agpec — none gnsa ykasaHus IP-agpeca HOBOro yCTPOWCTBa;
Ha3BaHve — Ha3BaHuWe, KOToOpoe ByAeT NPUCBOEHO YCTPOMCTBY B cucTeMe. eHepupyeTca

aBTomMatunyecku no cxeme "IP-agpec_Mopgens". Mpy HEO6X0AMMOCTH Ha3BaHMe YCTPOMNCTBA MOXHO
N3MEHWTb B MOMEHT A06aBneHnst ycTponcTBa unn nocre fo6as/ieHns, Haxas Ha KHOMKY
"PefaktmpoBaTb 0ObEKT".

4. Crtatyc — pe3sy/ibTat NpOBepPKN BBEAEHHbIX AaHHbIX. BO3MOXHbIEe cTaTyChbl:

MponywweHbl NoNsA — He 3anosniHeHo none "IP-agpec” n/vnmn "Mogens”;

OK — nposepka npoLuna ycneLHo, ycTpoOMCTBO MOXHO J06aBUTb B CUCTEMY;

HeBanuaHbiii IP — agpec He npolwen samgaumnto: oopMaT HEKOPPEKTEH NN eCTb JIULIHNE
CMMBO/TbI

HeT iMueH3nn — gOCTUrHYT IMMUT KO/TIMYeCTBa YCTPOMCTB AaHHON MOAENN B JIMLEH3UN,
CyliecTByeT — B CUCTEME WM B CMIUCKE YCTPONCTB Ha Ao6aB/ieHme yxe ecTb YCTPOMCTBO C
yKasaHHbIM |IP-agpecowm;

5. KHomMka gnsa yaaneHus ycTporcTBa 13 Crucka;
6. KHonka gnsa pobasieHns fOMNoNHUTEIbHOro YCTPOCTBA B CMMCOK;
7. KHOMKW ynpaBneHus:

OTMEHUTb — 3aKpbITb OKHO 6E3 COXpaHeHUS;
[lo6aBuTb — f06aBMTL BCE YCTPOICTBA, Npoweamne Banmaaumio (nverowme ctaryc "OK"). He
npowlejlive BaMaumo yCTponcTaa 6yayT NpOUrHOPUPOBaHBI.
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3.5.1.3.2.1 PyuyHoe pobasneHve

Bo Bknagke "PyyHoe fo6aBneHre" MOXHO BPyUHYH0 A06aBUTb HOBbIE YCTPOICTBA B cUcTeMy. BBeanTe moaens
n IP-agpec ycTpoiicTBa B COOTBETCTBYIOLLME NoNs. Cuctema NpousBeLeT NPOBEPKY BBEAEHHbIX AAHHbIX U B
none "Cratyc" oTo6pasunT, BO3MOXHO /1N 06aBUTb YCTPOICTBO B cucTeMy (cTaTtyc == OK) nnm ectb Kakne-nm6o
own6KM (HanpumMep, HEKOPPEKTHLIN IP-aapec, Hannume ycTpPoiCcTBa C TakuMm xe IP-agpecom nnmn HegocTaTok
NVUEH3NIA ansi BbIGpaHHOW Mogenu). Ecnmn napaMeTpbl BBEAEHbI KOPPEKTHO, B HUXKHEN YacTU OKHA CTaHeT
aKTMBHOW kHomMKa "[o6aBuTb". HaxmuTe ee gna fobasneHus.

© B none "IP-agpec” MOXHO BCTaBUTb CNCOK |P-apecoB, pasAeneHHbIX npo6enamu. STOT CNNcoK GyaeT
06paboTaH B MHTepelice 1 pasaeneH NOCTPOYHO Ha OTAeNbHble yCTpolicTBa. Mpu aToM Kaxkaomy |P-
agpecy 6yzet coOOTBETCTBOBATb MOAE/b YCTPOMCTBA.

3.5.1.3.2.2 OG6HapyxeHune

Bo Bknagke "OGHapyXeHMe" MOXHO BbINO/IHATbL aBTOMaTU4Yeckoe AobaBieHne 06HapyXEHHbIX YCTPOCTB Mo
N3BECTHOMY AManasoHy.

,U,OﬁaBVITb yCTpOVICTBa
PyuHoe po6aBnenue O6HapyxeHne

Communities*
Bepcus SNMP* Mopt SNMP* TaimayT o6HapyKeHUA YCTPOACTB, MC*

[wnanason* vac ~ 161 1000 public €

Bo Bkagke AOCTYMHbI CriefytoLLme nons:

1. Ovana3oH — nose 415 yKkasaHus guanasoHa agpecos. MogaepxvsaeT BBOA B pas3/INYHbIX hopmarax.
Mprmepsl:

10.25.96.1-90

10.25.96-97.1-90

10.25.96.1-10.25.96.90

10.25.96.10

10.25.96.1/24

3 ykasaHHOro B none gvanasoHa 6yget o6paboTaHO orpaHMYeHHOe KO/IMYecTBO
YCTPOWCTB, N0 YMOHaHWIO NMMAT BbiCTaB/ieH Ha 8192 aapeca.

N

Bepcuss SNMP — Bbinagarowmii CNMCOK ¢ BO3MOXHOCTLIO BblGopa Bepcumn NpoTokona. MNogaepxmsaroTcs
npotokonel V1, V2C, V3;

MoptT SNMP — no ymonyaHuio ncnosnb3yetcd 161, HO MOXHO yKa3aTb UHOe 3HaYeHuE;

TaimayT 06HapyXeHUst yCTPONCTB, MC — TaliMayT Ha 06HapyXeHue yCTPONCTB;

Communities — naponb gnia goctyna kK SNMP;

Monck — KHorKa A/151 BbINO/IHEHNS 3anpoca noncka yCTponcTs nocse 3anosHeHns hopMmbl.

SIS LIE

[na o6HapyxeHusa yctpoinctB no SNMPv3 ycTpoicTBa A0/MKHbI UMETb YHUKasIbHbIA shmp engine ID.
[ns npoBepku TekyLlero snmp engine ID Ha yCTPOWCTBE MOXHO BbINO/IHUTBL U3 KOHCO/ cepBepa

KomMaHAay:
snmpget -v3 <napameTtpbl_gocTtyna_V3> <IP_ycTpolictBa> 1.3.6.1.6.3.10.2.1.1.0
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B pe3ynbrarte novcka 6yayT HalieHbl YCTPOCTBa, KOTOPble MOXHO A06aBUTbL B ECCM.

JLlo6aBuTb ycTpoiicTBa

PyuyHoe jobaBnexune 06HapyeHve

Communities*
[wanason* Bepcws SNMP* TlopT SNMP* TaiiMayT OGHEDYXEHNR YCTPORCTE, MC*

100.110.1.0/24 v2c ~ 161 1000 public @ Mouck

B8 Buibpars Bee (Bcero HailgeHo 27)

ESR-1000 - HaiiaeHo ycTpoidcTB 1, 3apezepBUPOBEHO NMLIeH3U 1, AOCTYNHO nuLeHanin 49998 ~

IP-agpec Mogens Mpoussogutens Cepuiikbiil HOMep MAC-agpec Bepcua 10 Cratyc HasBanme

100.110.1.73 ESR-1000 Eltex NPO1000056 a8:f9:4b:a@04:60 1.11.6 build 1 oK 100.110.1.73_ESR-1000

ESR-15 - HaiifieHo yCTPoifcTs 1, 3apeaepsupoBaro nMueHauii 0, 4ocTynHo nuyerawii 50000 ~

IP-apec Mopent. Mpoussoauent CepuiiHbiii HoMep MAC-agpec Bepcus M0 Crarye Haseatme

100.110.1.78 ESR15 Eltex NP22003256 68:13:02:7e:42:97 1.30.1 build 4 oK 100.110.1.78_ESR-15

ESR-200 - HailgeHo ycTpoiicTe 1, 3apeaepBupoBaHo n1ueHsui 0, gocTynHo nuuexsnii 50000 -~

IP-aapec Mopens Mpoussonuens CepuiiHsiit HoMep MAC-azpec Bepews 110 Cratye Hassatme

100.110.1.122 ESR-200 Eftex NP15011091 cc9d:a2:70:af:d8 1.23.6 build 9 oK 100.110.1.122_ESR-200

OTMeHUTb No6aBnTb

PesynkTaThl Novcka oTtobpaxaroTca B Tabnuue co criefyowmmm nonsamu:

+ IP-agpec — IP-agpec HOBOro yCTpoicTBa.
* Mogenb — Ha3sBaHne mogenu.
*+ MpowusBoguTenb — upmMa-npon3BoAnNTENb YCTPOICTBA.
+ CepuiiHblii HOMep — CepUiAHbIA HOMep YCTPONCTBA.
+ MAC-agpec — MAC-agpec ycTpoiicTBa.
* Bepcus MO — Bepcus MO, ycTaHOBNEHHAA Ha YCTPOICTBE.
+ Crartyc — cratyc ycTpolictea B cucteme ECCM.
+ OK — yCTpOICTBO MOXET ObITb 4O6ABNEHO B CUCTEMY.
+ CyLecTByeT — YCTPOWCTBO C TakuMm IP-aapecom yxe NpucyTcTByeT B CUCTEME.
* HeTt nnueH3nn — AOCTUrHYT IMMUT KONIMYecTBa YCTPOUCTB AaHHON MOAENN B NTULEH3NN.
* HasBaHue — Ha3BaHue, KOTopoe ByaeT NPUCBOEHO YCTPONCTBY B cucTeMe. [eHepupyeTcs
aBToMaTunyecku no cxeme "IP-agpec_Mopgens". Mpy HEO6X0AMMOCTU Ha3BaHMe YCTPOMNCTBA MOXHO
N3MEHUTb B MOMEHT J06aB/eHns yCTPOCTBa Un nocsie fobaBneHns), Haxxas Ha KHOMKY
"PefaktmpoBaTb 0ObEKT".

C pe3ynsratamu nomcka MoXKHO BbINOSHUTL CrieAytoLme onepauum:

* Bpy4Hyto BbIGpaTh OTAe/bHbIe YCTPOWCTBa ANns fo6aBneHnsa. HekoTopble yCTponcTBa MoryT 6bITb
HeLoCTYNHbI 419 Bbibopa Mo npuymMHam, oTpaxxeHHbIM B nose "Crartyc’;

+ BblbpaTb rpynny ycTpPoOWCTB onpeaenéHHon Moaenn, oTMETUB ee LLe/INKOM;

* Bbi6bpaTb BCe 06HapyXeHHble YCTPONCTBA.

Mocne 3aBepLleHnsi BbiIbopa YCTPONCTB HaXXMUTE KHOMKY "[,06aBuTb".
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3.5.1.3.3 PepaktupoBaHne 06beKTOB

»
UTo6bl NepenmMeHoBaTb 06BEKT, BLIGEPUTE EM0 B AIEPEBE U HAXMUTE KHOMKY "PefakTmpoBaTb 06beKT" /7 B
OTKpbIBLLEMCSI OKHe BBeAWTe HOBOE Ha3BaHWe 06beKTa U/Unn ero onucaHme n Haxkmute "CoxpaHnTb":

PepakTtupoBaTtb rpynny

HasBaHue rpynnbl *

new_name X

OTMeHUTb CoxpaHuTb

[ns pepaktnpoBaHns HeJOCTYNHbI rpynnbl Tuna "IP-cpabpuka” n kopHesas rpynna ECCM.

3.5.1.3.4 TlepemeLleHne 06BHEKTOB

UTo6bI NepeMecTUTb 06BEKT 13 OAHOI rpynnbl B APYryt0, BbibepuTe ero B ePEBE U HAXKMUTE KHOMKY

"MepemMecTnTb 06bEKT" n . B OTKpbIBLLUEMCSI OKHE BblGEpUTE rpynny, B KOTOPY HEO6X0ANMO NepeMecTUTb
06bEKT, N HaXXMUTe "BbibpaTthb":

MepemecTUThb rpynny

ECCM > Cubupb > HoBocubupck

HaBurauusa

Ha3sgaHue rpynnbl

OKpy*Has

2-an ynuua CTpouTenei

3nemeHTOB Ha cTpaHuue 10 v 1-2u32

OTMeHHUTb BbiGpaTb

Henb3s nepemeluars yCTpoicTBa 1 rpynnbl B rpynnbl Tvna "IP-pabpuka”.

Henb3s nepemMeluars rpynnbl B rpynnbl ¢ yCTPOWCTBAMU.

Henb3s nepemeluars YCTpOWCTBa B rpynnbl € rpynnamu 1 kopHesyto rpynny ECCM.
Henb3s nepemeluats ycTpoiicTea u3 IP-chbabpuku.

3.5.1.3.5 YpaneHvne o6bLEKTOB

—
UT06bl yAaNNTb 06BLEKT, BbIGEPUTE €0 B AEPEBE N HAXXMUTE KHOMKY "YAanTb 06beKT" ! OTKpbIBLUEMCSI
OKHe MoATBepAuTe felicTBue.

Henb3sa yganutb KopHeByto rpynny ECCM n IP-chabpuky ¢ ycTpolicTBamu.
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3.5.1.3.6 Tlowuck o6bLEKTOB B fepese
Halitn 06bekT B ilepeBe MOXHO M0 CriefyoLyM napameTpam:

* HasBaHwve rpynmbi
* Has3BaHue yCTPOICTBa;

+ hostname ycTpolicTBa;

+ |P-agpec ycTpolicTBa;

+ MAC-agpec ycTpoiicTBg;

* MOfAe/ib YCTPOWNCTBA,;

* CEepUiHbIA HOMep yCTpoiicTBa.

BBeaute B CTPOKY MOWCKa N3BECTHbIE BaM AaHHble 06bekTa 1 Haxmute knasuily ENTER. Mo 3aBepLueHnn
npouecca noucka 6yaeT 0TOGPaXEHO OKHO C pesynbTaTamu:

Q, esr X

eccm/pynna 1/ESR-200_100.110.1.122
eccm/Ipynna 1/ESR-1000_100.110.1.73

06bLeKkToB HalaeHo: 2 3aKpbITe

UTO6bI NEPENTN K LCKOMOMY O6BEKTY, HXKMUTE NIEBOIA KHOMKOW MbILLIW MO pe3ynkTaTy Nnoucka.

UTO6bI 3aKPbITb OKHO, HAXXMWTE Ha KHOMKY "3aKpbITh", PACMO/IOXEHHYHO B MPABOM HUXHEM YI/ly OKHa, U/
OUMCTMTE CTPOKY MOMCKA HAXATNEM Ha KPECTUK.

3.5.2 CrtpaHwvua rpynnbl
CTpaHuua rpynnbl BKIOYaET B ce6A MEHIO U KOHTEHT akTUBHOIO pasgesia MeHHo.

CocTaB pasfie/IoB MeH0 rpynrbl 3aBUCUT OT (PYHKLIMOHA/A, KOTOPbIV BK/IKOYEH B CUCTEMHYIO JIMLIEH3NIO.
Hanpumep, ecnun B CUCTEMHOI NuLeH3un npucyTcTByeT ycTpolicteo WLC, To B MeHto rpynn 6yaet
npucytcTBoBaTh pasaen Wireless.

P ECCM , Kasaub , i EccmE.E. =
reY Cetb v yeTPoRCTBA YetpoiicTea U~ Superadmin al
H YetpoiicTea
N = o=
T 8- t/nid ESBRIE - Q (]
u- Wireless ~
a Qs O my  Cpmen Hassahme 1P-agpec . MACagpec Cepnn Mogens BepOU?  Ogenywusanme  focrynocrs Tpynna  Mpo6nemsi
e —— (0)
| coom MormTopikT - 172.24.0.17. Ecem- 1.10.x build /
o 17 ) . . bui ecem
® o =i [0 126 vesroooor11 172.24.017 gﬂs& a5b6:c7:d8:e9:f1 VESR VESR 7 BKaioueHo [1cmPsNmp [ssH| 2% o
s Nloxauiun ecow-
&= Kemeposo 172.24.0.16_ SMG- o3 g g ecem/
&= Kemep Toukcn goctyna [J 125 VviFoos022 SMoqoted 17224016 J0C  eDd9e3dfss:3d SMG016  SMG-1016M  3.223.5441 Bxniodeno [1cmp [sNmP [ssH | g2 o
L - £ 100.110.1.128_ME5200 EMUL
& 100.110.1.130_WLC-30 ECCM-ME-
— HoBble Touky AocTyna [0 124 ME10000114 172.28015- 17924015 5200_ a3:b4:c5:d6:e7:18 MES200 MES5200 38046  BKnioueHo 1cMP [ sNmp [ ssH | eoeml 0
o Ly & Hosokyaneux ME5200 v Kasab
@ 192.168.0.1_ESR10
- KmenTs! 172.24.0.14_ ECCM-TAU- - - TAU72IP (icwP [shwmp [ssr]| o/
8 @ 192.168.0.2.65R10 0 123 vi7B000171 Ao 17224014 5 azb3icadses? TAUT2IP  1DTE 22327  BKniodeHo [1cMP [sNMP [ssH]| g2 o
L HosocH6MpeK
B ._ P CeoaHan uHpopmaLma 0 122 WicTest774 3\,7&:2;00'13* 172.24.0.13 wlc-30 alb2:c3:dd:e5f6 WLC-30 WLC-30 ;719”‘ buld gy nioveno [1cMP [ sNMP [ ssH ;Cﬂl 0
v &= 2-an ynuua CTpouTen s bk
4 ©100.110.1.121_MESy 172.24.0.12 mg%@”f MES23248 [
12 XK ecem
, @ 100.110.1.122_ESR [0 121 Es32020003 MES2524p. Ac 17224012 mes2324b aabboc240300 veoi i 1.1.2[1) BK/IOHEHO icMP [SNMP [ssH| BT o
© & 100.110.1.123_SMG: MES36xx
MES23xx/
2 — ©100.110.1.124_MES! 172.24.011_ . . MES33xx/ MES23248 eccm/
=@ | @ 1001701125 mEs: [0 120 Es32020002 MESas04p Ac 17224011 mes2324b aabbee240200 el NEOR 110 BKIIouEHO [1cmP [sNmp [ssh| e o
- MES36xx
Ee] I~ @ 100.110.1.127_MES! MES23xx/
L @ 100.110.1.129_MES: 172.24.0.10_ » ' o9 MES33xx/  MES2324B ecom/
[J 119 Es32020001 MES2324B Ac 17224010 mes2324b satbbice24:01:00 \oiii 1.1.101) BK/IoueHO [lcmPsNmp [ssH| % o
— = 100.110.1.131_TAU- MES36xx
— & 100.110.1.132_MES!
& 172.24.0.9_ 1.19.x build ecem/
| @ 1001101133 wic. [0 118 TESTSERAL123 footo0 1722409 es-1700  aabbicc:31:11:01 ESR-1700 ESR1700 2 BKIoYEHO [1cmP [sNmP [ssH | £ o
@ 100.110.1.134_WLC-
—_ [0 117 TEST.SERAL123 1222408- 1752408 esr1000  aabbice:31:00:01 ESR-1000 Esri000  119XPUN gynsueno [1cmp [smp [ssh | 22 o
+ & oxpywwas ESR-1000 77 Kasaub
@ 100.110.0.221_WLC-
3nemeHTOB Ha cTpaHuye 10 v 1-10m313
L 03 vpan P >
L» B3 ip-fabric
» «  CBepHyTb NaHenb
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3.5.2.1 Ycmpolicmsa

3.5.2.1.1 ¥YnpaBsneHuve ycTpolicTBamu

B naHenun Hag Tabnuueli pasmeLLatoTca KHONKU AN ynpaeneHus Tabnvuein n ycTpoinctsamu B HeA:

Y]
T

(WIE » 2 & $% Boinonkute v — TepemecTutb !ﬂ CpaeHUTL B Yoanums Q o

T

KHonka thunsrpaunm gaHHbIX Tabnuupl,
KHonka 06HOBNEHNS AaHHbIX Tabnuubl;
KHonka HacTpoiiku oTo6paxkaeMbIX KOSTOHOK Tabnuubl;
KHonka akcnopta tabnuubl B CSV-ghaiin;
KHonka "BbINoNHUTL". KHOMKa CTaHOBUTCA aKTMBHOM Npu BbIGOpe YCTPOUCTB B Tabnuue. Mpu Haxatum
Ha KHOMKY OTKPbIBAETCS CMUCOK AENCTBUI, KOTOPblE MOXHO BbINOIHUTL Ha/, YyCTPONCTBaMMU:
O6HOBUTL MO — 06HOB/IEHME NPOrPaMMHOro o6ecrneyeHnss yCTponcTea,
KoHdhurypupoBatb — KOH(pUrypupoBaHue yCTponcTea;
Mepesarpy3uTb — nepesarpyska yCcTpOICTBa;
Pa3bnokmpoBaTb — pa3bnoKMpOBKa YCTPOWCTBA;
3abnoknposaTtb — 6/10KMPOBKA YCTPONCTBA,;
CuHXpOHM3MpoBaTb — 06HOBNEHME BCel MHhopMaLmm 06 yCTPONCTBE;
g. O6HOBUTL CTaTyCbl OCTYNHOCTM — OGHOB/IEHME CTATYCOB AOCTYMHOCTU YCTPONCTBA;
6. MNepemecTuTb — nepemeLLeHne ycTpoincTea. KHonka CTaHOBUTCS akTMBHOM Npu BbIGOpE YCTPONCTB B
Tabnuue;
CpaBHUTb — CpaBHEHNE KOHUrypaLmin yCTPONCTB ApYr C APYTOM;
Ypoanutb — yaaneHune ycTpoincTea. KHomka CTaHOBUTCS akTUBHON Npuy BbiIGOpe YCTPONCTB B Tab/MUE,;
CTpoka novcka ycTpoiucTs B Tabnuue;
KHonka An1a OTKpbITUS KpaTKoro pyKoBOACTBA MO MOUCKY YCTPOMCTB B Tabnuue.

agrLOd =

-0 Q0T

©wooN
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c

110

109

108

107

104

103

0O 0O 0O o0 0o oo oo

102

e Q o
Ce}mj::‘“ Hassakme 1P-agpec Wms xocta MAC-agpec Cepua Mopens BepcualO  OBcnywusakme  [locTymHoCTb rpynna Npo6nems
VI7B000114 1001101131 TAU72IP1€vD 3061101131 tau72 E4:5ADAFASA45 TAU72IP TAU720P revDAC  2.2327 BrioveHo [1cmp [ snmp [ ssH | e 0
AC Tpynna
VITF005002 100.110.1.123_SMG-1016M 100.110.1.123 ECCM-SMG-1016M e0:d9:e3:df88:3d  SMG-1016 SMG-1016M 3.22.35441  BKnioveHo [1cmp [ sNmP [ ssH | ﬁ% 0
ES1D000356 100.110.1.121_MES2124M_AC ~ 100.110.1.121 ECCM_MES2124M_hub  a8:f9:4b:8c:53:c0  MESTTxx/MES21xx/MES22xx MES2124M AC 114812 Brniosero [1cmp [ snmp [ ssH | ﬁ%l 0
ES1D000845 100.110.1.124_MES2124M_AC  100.110.1.124 ECCM_MES2124M a8:f9:4b8cicer00  MESTTxx/MES2Txx/MES22xx MES2124M AC 114814  Bunioveno IERET ss+ ﬁ‘% 0
ES32023387 100.110.1.125_MES2324B_AC ~ 100.110.1.125 ECCM_MES2324B e4:52:44:86:b8:80 mgggzii’MES””/MES%W MES2324BAC [2]  4.0.227[1]  BinioueHo [1cmpP m ssH | ﬁﬁl 0
ES87085387 100.110.1.126_MES2428 AC  100.110.1.126 ECCM_MES2428 cc:9d:a2:ber66:40  MEST4xx/MES24xx/MES3708 MES2428 AC 103508 Bunioveno [1cmp [ snmp [ ssH | ﬁ‘% 0
ES8B000023 100.110.1.127_MES5316A 100.110.1.127 ECCM_MES5316A €0:00:e3:26:d7:00  MES53xxA MES5316A 6.6.352]  Brioveno [1cmp [ sNmP [ ssH | ﬁ# 0
100.110.1.129_MES2424P_rev. ECCM_MES2424P_revC_ MES2424P rev.C1 ecem/../
ESD1006313 C1AC 100.110.1129 07 co:9d:a27e77:c0  MES2424 AC 103508 Brnioseno [1cmp [ snmp [ ssH | Fayms 0
ME10000104  100.110.1.128_ME5200 100.110.1.128 ECCM_ME5200 ed:5a:d4:de:15:80 ME5200 ME5200 3.8.0.32 BitioveHo [1cmp [ sNmP [ ssH | ﬁ‘%l 0
NP15011091 100.110.1.122_ESR-200 100.110.1.122 ECCM-ESR-200 cc:9d:a270:af:d8  ESR-100/200 ESR-200 1236buld g oueno [1cmp -SNMP SsH | eccml./ 0
9 Tpynna
Bnementos Ha cpakiue 10 ¥ 1-10u310

B Tabnuue c ycTpoiicTBamy oTo6pakaeTcsi creaytoLas MHpopMaus:

ID — nopsiAKOBbLIV HOMEpP YCTPONCTBA B CMCTEME YNpaB/ieHNs, pucBanBaeTcs npu gobasneHnn
yCcTpoicTBa B cuctemy. Hymepaumsa HaumHaeTcs co 100, Kaxkablii HOMep YHUKa/IEH U HE MOXET ObITb
NCNOJIb30BaH NMOBTOPHO;

CepuiiHblin HOMep — KoMbUHaumsa uudp 1 Byks, KOTopas cuMTbiBaeTcs ¢ ycTpoiictBa no SNMP un
XpaHuTcAa B 6a3e AaHHbIX;

HasBaHve — Ha3BaHuWe ycTpoiicTBa B cucteme. NpucBavBaeTcs YyCTPONCTBY Npu fo6aBneHuuy;
IP-agpec — yHuKanbHblIli IP-agpec ycTpoiicTBa B ceTu ynpasneHus ycTpoiicteamu. OTobpaxaeTcs B
BWAE CCbI/IKK, MO KOTOPOI MOXHO NEepPerTn Ha CTpaHuLy yrnpasieHns yCTPOCTBOM;

Nmsi xocta — ums xocTa (hostname), cuntbiBaeTcs ¢ yctpoiictBa no SNMP 1 xpaHuTcsi B 6a3e AaHHbIX;
MAC-agpec — MAC-agpec ycTpoicTBa, cuntbiBaeTcs ¢ yctpoictea no SNMP n xpaHuTtcs B 6a3e
[OaHHbIX;

Cepus — Ha3BaHMe MOAENbLHOro psaaa, cunTbiBaeTcs ¢ ycTporictea no SNMP v xpaHutcs B 6a3e faHHbIX;
Mopenb — Ha3zBaHue Mofenu, cunTbiBaeTcs ¢ yctpoicta no SNMP 1 xpaHuTCA B 6a3e AaHHbIX;
Bepcus MO — Homep Bepcun MO, yCTaHOBEHHOI Ha ycTpolicTBe. CunTbiBaeTcs ¢ ycTporictBa no SNMP
N XpaHUTCS B 6ase faHHbIX;

O6cnyxmBaHne — craTtyc 06CnyXunBaHus yCTPOCTBa B cucteme. Ecnv ycTpoicTBO MMeET cTatyc
"BK/IHOYEHO", OHO MOJIHOCTLI0 06CNYXMBAETCA cUcTEMOl (ONPOC AOCTYNHOCTH, METPYUKU, PE3EPBHOE
KonMpoBaHWe KoHdUrypauuu, ynpasneHue). B apyrux cnydasx cyHKUUM 06CnyXmnBaHus MoryT 6bITb
NMPVYOCTaHOB/IEHbI;

JocTynHoCTb — cTaTyc AOCTYNHOCTH yCTpoicTBa no npotokonam ICMP, SNMP, SSH;

Mpynna — rpynna, K KOTOPO OTHOCUTCH YCTPOWNCTBO;

Mpo6nembl — KONNMYECTBO NPO6EM Ha YCTPOICTBE.
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3.5.2.1.1.1 [o6asneHue ycTpoIicTB

Mpouecc fobasieHns yCTPOWCTB B rpynny nogpo6bHO onvcaH B pasgene "[lepeso o6bLekTos" — "[obaeneHne
YCTPOICTB".

3.5.2.1.1.2 O6HoBNEHMWE TpynMbl YCTPOWCTB

NHTepdoelic npeaHasHa4veH Ans co3aHnsa 3aaa4 Ha 0GHOBMEHME TPynibl YCTPOWCTB, KOTOPblE MOTYT GbITb
BbIMO/IHEHBI M0 3aaHHOMY PacnUCaHuI.

YTo6bI 06HOBUTL FPYNMYy YCTPOICTB, Nepenanute K rpynne yepes gepeBo 06beKTOB, B Tab/vue ¢ ycTpoiicTBaMm
C NOMOLLBIO h/1aroB BblbepuTe YCTPONCTBA, KOTOPbIE HEOOXOAMMO 0OHOBUTL, U HAXXMUTE KHOMKY "BbINOAHUTL".
B oTKpbIBLIEMCA MEHIO BbibepuTe NyHKT "O6HOBUTL 0", Ha pucyHKe HuKe npuBeieH npumMep:

b O * + &% Bomonunts — lepemecTuTs !u CpaBHNTb B Ynanuts Q 0
= ID J Cepui m 06HoBuTE M0 p MAC-appec Cepus Mopenb Bepcus 06cnyxuBaHue [LlocTynHoCTb Fpynna  MMpo6nembi
@ HON ™ XocTa no
KOH(pUrypupoBaTh ECCM- )
126 VESROQ A 124,017 VESR_ a5b6:c7:d8:e9:f1 VESR VESR ;;O'Xb”"d BKNIOYEHO [1cMP [SNMP [ ssH | ﬁéb 0
EMUL rasakb
© nNepesarpysuts ECCM-
125 VITFOOE 124016 ?m%im e0:d9:e3:df:88:3d SMG-1016 SMG-1016M  3.22.3.5441 BxnioueHo [1cMP [ SNMP [ ssH | %b 0
@ PasbnokuposaTb EMUL
ECCM-ME- ecem
bono1s 2900 aabdeBdear-
0 124 MEIOO B ogoposars 124,015 gﬂ)& a3:bd:c5:d6:e7:f8  ME5200 ME5200 38046  BKKuYEHO [1cMP [ SNMP [ ssH | o |
ECCMTAU- o o ) TAU-72.IP eccm/
0 123 VITBOOC 0y Cponnanposars 24014 73 azb3:ca:dSie6:f7 TAU-72.IP oD AG 22327  BKKuEHO [1cMP [SNMP [ ssH | ol
O 122 WicTest & OGHOBMTL CTaTychl  124.0.13 wic-30 al:b2:c3:d4e56 WLC-30 WLC-30 ;;g'Xb”"d BKnioueHo [1cmp -SNMP SSH | ﬁéh 0
L’ AOCTYNHOCTH
MES23xx/
172.24.012_ 9294l an b A0 MES33xx/ MES2324B :-: eccm/
| 121 ES32020003 MES2324p AC 172:24.012 Mes2324b aaibbioc:24:03:00 oo AC 1] 1.1.2[1] BKNKoYEHO [1icmp [snmp [ssh | 25 o
MES36xx
MES23xx/
17224000 o MES33xx/ MES2324B ecem/
O 120 ES32020002 MES29248 AC 17224011 mes2324b aaibboc:24:02:00 oo Ach) 11.10] BKnI0YEHO [1cMP [ SNMP [ ssH | Koons 0
MES36xx
MES23xx/
172240000 oo MES33xx/ MES2324B ecem/
119 ES32020001 MES29248 AC 17224010 mes:2324b aaibboc:24:01:00 oo A 11.10] BKnI0YEHO [1cMP [ SNMP [ ssH | Koons 0
MES36xx
118 TEST_SERIAL_123 g;ﬁ‘;&g- 172.24.09 es-1700  aabb:cc:31:11:01 ESR-1700 ESR-1700 ;;g'Xb”"d BKnI0YEHO [1cMP | sNMP [ SsH | %b 0
O 117 TESTSERAL123 (722008~ 1722408 esr1000  aabbec31:0001 ESR1000  ESR1000 17 7*PU menoveno  [ioMP [SNMP [ssH]| M o

3nemeHTOB Ha cTpahuue 10 v 1-10u313 > >l

3anycTuTcsi MacTep HacTPOMKWU. Hike NpMBeAEHO onncaHue LWaros macTepa.
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Bbi6op MO

Ecnu Ha cepBepe oTcyTcTBYeT MO A5t YacTu BbIGPaHHbLIX YCTPOACTB UM BblGpaHHbIE YCTPOICTBA He
noAfepPXMBatT hyHKLMOHaN 0GHOBNEHUS, Nepes, warom "Boibop MO" 6yayT BbiBEAEHDI
COOTBETCTBYHOLUME NPeaynpexaeHus. Takue ycTpoiicTea byayT oTo6paxkeHbl B CNCKe "VICK/IOUEHHbIE".

Ha gaHHOM wware Heobxoaumo BbiGpaTh MO, koTopoe ByAeT 3arpyXeHo Ha BblbpaHHble paHee yCTpoincTea Ans
cepuii:

o Buigop M0 o Mapamepbl 3ana4n o MPUMEHUTL

Cepua Bepcua MO ana o6HoBNEHUA

ESR-100/200 (1) BbiGepute ®aiin N0

ESR-1x (1) Bui6epute @aitn 10

3NEMEHTOB Ha CcTpaHuue 10 - 1-2u32

OTMeHNTL

HaxmuTte Ha kHonKy "Bbibepute ®aiin MNO".

OTKpOEeTCA AnanoroBoe OKHO, rae Heobxoanmmo BbibpaTh MO. AkTyasibHoe O 6yaeT 0OTMEeYEHO NKOHKOM v .

Bbi6epute MO 1 HaxXmMuTe KHOMKY "BbiGpaThb":

Bbi6paTb MO onAa 06HoBNeHUA YCTPOMCTB cepun ESR-100/200

Ha3pahue daiina Bepcua M0 OnucaHne Paamep Bepcus 3arpyaunka Bepcus 3arpyaunka x-loader Dara AKTYanbHOCTb

@ esr200-1.24.5-build5.firmware 1.24.5 build 5 78.7 Mb 2025-02-28 16:06:37

INeMeHTOR Ha cTpaHule 10 v 1-1u31

OTMeHUTb BblﬁﬁaTb
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OTKpOeTCsi NpeXHee AMasioroBoe OKHO, TAe B KaX/10Vi CTPOKe psifioM C cepueli 6yaeT oTobpaxaTbCs
nHchopmaums o Bepcuu MO, koTopas 6yaeT yCTaHOB/IEHa Ha YCTPOICTBO B pe3ysibTaTte 0GHOB/IEHUS:

o Bbi6op MO

Cepua
ESR-100/200 (1)

ESR-1x (1)

e MNapamepsl 3anauu

BepcuA N0 AnA 06HOBNEHHA
i' 1.17.8 build 2

B 1204buids

OTMEHUTL JManee

3nemenTos wa cTpakmye 10 v

o MpUMEHUTL

Mpy HEO6XOAMMOCTU MOXHO 3aMeHUTb hainn AN 0OOGHOBNEHNS: HAKMUTE Ha KHOMKY . psgom ¢ Bepcueli MO
1 NOBTOpPUTE NpoLueaypy Bbibopa halina Anst 06HOBIEHUS.

[na nepexofa K cnegyowemMy wary Mactepa HacTpOrKn HaXKmMuTe KHomnky "fanee”.

[MapameTpbl 3a5a4n

Ha gaHHOM Liare MOXKHO HacTpouUTb BpeMs Havyasia U 3aBepLUEeHNs BbINOMIHEHNSA 3a4a4un, cTpaTero eé

BbIMO/THEHMS W oNuun 06HoBNEHUSA MO:

o BbiGop M0

Pacnucanue:

[J Hauatb B 6nmxaiiuiee speMs

2024-02-05 & 17 © 39

He sanyckaTb HoBble NMNoa3ana4m nocne yKasaHHoro BpemMeHmn

2024-02-05 @ 17 o 39

Crpaterus:
(® Napannencro

O MocneposatencHo

Oonuumu:
Cpaenatb akTMBHLIM 10

lMepesarpysuTb YCTPOUCTEO

e MNapameps! 3afaun

Hasapn Lanee

o MpHMEHUTS
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[MpeanaraemMbie napameTpbl:

1. PacnucaHwue:

+ Hauatb B 6nmxaiillee BpeMs — NoCTaBUTb 3aZa4n B o4epeb MIaH1pOoBLLMKa cpasy nocse nx
co3faHus. Hayano BbINONHEHMA 3a4a4M Ha 06HOBeHMe OyaeT 3aBMCETb OT 3arpy>XXeHHOCTU
nnaHuposLLmKa. CHATME 3Toro hiiara NO3BOMSET YCTAHOBUTL HAYa/10 OKHa NPOoBeAeHNs onepauum
OOHOBJIEHUS;

+ He 3anyckarb HOBble NoA3azayn nocse ykasaHHOro BpeMeHn — No3BOJIAET OrPaHNyYnTb OKHO
npoBeAeHns onepaumm 06HOBNEHUS, 3anpeLyas 3anyck A4oNo/HUTENbHbIX 3a4ad. [py aTom
BbINOJ/IHEHHbIE Onepauuy He ByayT OTMEHEHbI, HO YCTPOICTBA, /19 KOTOPbIX 06GHOBNEHME HE Obl10
3anyLeHo, octaHyTcsa 6e3 06HOB/EHNS.

Mpu OTKAOYEHHON onummn "HavaTb B 6nvkalillee Bpemsa” 1 BKIOYEHHON onummn "He 3anyckaTtb
HOBble NnoA3agayn nocsne ykasaHHOro BpeMeHn" oTobpaxatoTcs MHCTPYMEHTbI Bbibopa Aatbl 1
BpeMeHV Havasa 1 3aBepLieHns 06HOB/EHNUS:

2. Crparerus:

[] HavaTb B 6nuxanliee epema

[ara, yyyy-MM-dd *

2023-01-16 | 20 20

He 3anyckaTb HOBbIe NoA3ajaun Nocne YKazaHHoro BpeMeHu

Dara, yyyy-MM-dd *

202301117 &= 16 10

* MapannenbHo — oHOBPEMEHHbII 3anyck npoLecca 0GHOB/IEHUSI HA BCEX YCTPOCTBAX M3 CMMCKa;
+ MNocnepoBaTenibHO — NpoLecc 06HOBMNEHNS GyAeT 3anyckaTbCsi NOC/eA0BaTe/IbHO Ha YCTPOCTBaxX
13 cnicka. Mpwv BbIGOPe AaHHOI CTpaTery CTaHOBUTCS JOCTYNeH AJ1s Bbi6opa MyHKT:

3. Onuuw:

MpepBatb BbINOHEHWE, €CNN NoA3aava 3aBepLueHa ¢ OLWnMbKaMy — rnpu BbICTaBIEHHOM
dhnare, B cnyyae, ecnv 06HOB/IEHME OAHOIO YCTPOMCTBA M3 CMCKa 3aBepLUNIOCH C
OLLMGKOM, 3afia4a Ha rpynnosoe 06HOB/IEHNE NPEePBETCA U OCTa/IbHblE YCTPOCTBA
06HOBJIEHDbI HE ByayT.

+ Cpenatb akTvBHbIM MO — ycTaHOBUTL 3arpyxaemoe Ha ycTpoiicTBo MO kak akTueHoe (MO,
KoTopoe BGyAeT MCMOo/b30BaTLCSA YCTPONCTBOM NOC/e nepesarpysku).

* lMepesarpy3nTb YCTPOMNCTBO — nepesarpy3nTb YyCTPOWCTBO cpasy xe nocsie 3arpysku MO. Ecnu
napameTp HeakTMBEH, TO nepesarpysky ycTpoincTea Heo6xo4MMo 6yaeT BbINOMHUTD
CaMOCTOATE/bHO.
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[NpumeHnTL
Ha gaHHOM ware Ha aKpaHe 0Tob6paxaloTcsl Bce paHee ykasaHHble napameTpsbl:

o BbiGop M0 o Mapamepbl 3ana4m e MpumeHnTL

—Pesiome

MO pna: ESR-100/200: Eltex 1.17.8 build 2
MO pna: ESR-1x: Eltex 1.20.4 build 6
Jara: HayaTb B 6nuxailee BpemMs
Crparterua: [NapannensHo

Konu4yecTBo ycTpoWCTB: 2

Cpenatb akTuBHbIM M0: a

MepesarpysuTb ycTpoicTeo: [la

CepuiiHeiit Homep IP-anpec WMA xocTa MAC-agpec CepiA Mogenn BepcuA N0 06CNYKUBAHUE [LocTynHoCT: rpynna
NP05004783 100.110.0.130 ESR10-TST @8:f0:4bac:67:96 ESR-1x ESR-10 1.23.x build 109 BrntoyeHo ICMP | SNMP eccm /group_for_eccm_stand
NP15011091 100.110.1.122 ECCM-ESR-200 cc:9d:a2:70:af:d8 ESR-100/200 ESR-200 1.18.4 build 1 BKAOYEHD ICMP | SNMP eccm /group_for_ecom_stand

3nemeHTOB Ha cTpanuue 10 - -2m32

Haxxmute kHonky "MprMenunTh". ByaeTt co3gaHa 3aava, BbINoSIHEHNE KOTOPO HAYHETCA B yKa3aHHOe BpeMs.

3.5.2.1.1.3 KoHchuryprpoBaHwue rpynrbl yCTPONCTB

NHTepdpelic npefHa3HayveH Ana co3faHns 3agad Ha KOHhUryprpoBaHue rpynrbl yCTPOACTB, KOTOPble MOTYT
ObITb BbIMNO/IHEHbI N0 33JaHHOMY PacMMCaHuIo.

UTo6bI OCYLLECTBUTL KOHOUIypupoBaHue rpynnbl yCTPOWCTB, Nepeingute K rpynne yepes AepeBo 0O0bEKTOB, B
Tabnuue ¢ ycTpoicTBaMu € NOMOLLbIO do1aroB BbibepuTe YCTPOICTBA, KOTOPblE HEOBXOANMO HACTPOUTD, U
HaXXMuUTe KHOMKY "BbINoMHMTL". B OTKpbIBLLEMCS MEHI0 BbibepuTe NyHKT "KoHdurypuposarb".

Ha prcyHke HUXe NpyBeAeH Npumep:

:_.E Q ° 1 y“ BbInonHuTe v — [lepemecTuTb !J CpaBHUTB i Ypanute Q 0
= D Cer(;nj.\ II' 06HosuTS M0 IP-agpec Wms xocta MAC-appec Cepua 4 Mogene Bepcua M0 O6enywunsaHne [LocTynHocTe Mpynna Mpo6neme!
@
2, Kondurypnposate VESR
240 - X B B i /
D 126  VESROO & U EMUL a5b6:c7:d8:e9:f1  VESR VESR 1.24.0 build 1 BxnioueHo ‘ ICMP -SNMP SSH ‘ eccm/Kasanb 0
0 MNepezarpyante _ il .

[ 113 NP28o0 < 100.110.1.133 ECCM-WLC-3200 68:13:e2:e1:87:90 :‘IZLO% WLC-3200 ;'2330"')“"‘1 BKMoYeHo [1cMP [ sNMP [ ssH | %@VM@ 0

Pas6noknpoBaTb
100 NPTFOO a 0 100.110.0.221 ZubkovaWlC  68:13:e27e851e WLC-30 WLC:30 1.30.1build 4 BknioueHo [1cMP | SNMP [ SSH | ecemy/. /Oxpysas 0

3a6nokMpoeaTb i
122 WicTest & 172.24.0.13 wic-30 al:b2:c3:d4:e5f6 WLC-30 WLC-30 ;'33OXDUM BxnroueHo ‘ICMP -SNMP SSH‘ eccm/KasaHb 4]

»)  CHHXPOHW3WPOBaTH i

0 112 nNPiFOO ® 0 100110.1.130 ECCMWLC30  68:13:27¢:93:06 WLC-30 WLC30 J50X0UId Bunouewo  [ICMP [ SNMP | SSH | ecom/./Keweposo O

6HOBUTL CTaTyChl

W v i .

[0 111 Ne27oo S pocerynhocn 5 100.110.1.134 ECCM-WLC-15  ecb1:0:d0:9ff0  WLC15  WLC-5 ;'2300‘“”'” BKntoueHo [1cmp [ snmP [ ssH | %@VM@ 0
[0 123 VI7B000171 17224014 TAU72IP 17224014 ECCMTAU72  a2b3cad5e6:f] ‘TF’}UJZ X‘SU”"P'”D 22327 BKnIoYeHo [1cMP | SNMP [ sSH | eccm/iasaue 0
O 1o vizsooorta  OOMOTIIITAUTZ 4001101131 ECOMTAUT2  EASADAFASA4s O 7% TAUTZIPIEVD 50008 Brniovero [ICMP [ SNMP [ssH | 2ecmi/Zasymma

IP_rev.D_AC IP AC Crp

172.24.0.16_SMG- ECCM-SMG- SMG-

- .24.0. .}dYe3.dIss, - 22.3.

O 125 viroosozz e 17224016 SO e0d9e3dfBB3d [0\ SMG-I016M  3.223.5441  Brniodewo [1cMP [SNMP [SSH | ecomvKasane 0
O 109 viroosooz  1001101128SMG- g4 4904 195 ECOMSME g 4ge3ares3a SMC sme-1016M 32054900 Brnioveno [1cMP [ SNMP [ ssh | Scemi/Zasymma

1016M 1016M 1016 crp

OnemeHToB Ha cTpaHuue 10 v 1-10u3 43 > >l
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3anycTuTcs macTep HacTpoiiku. Huxe npuBeAeHo onvcaHve LWaroB macrepa.

Bbi6op wabnoHa

Ecnu He Bce u3 BbIGpaHHbIX B Tabnuue yCTPONCTB NoAaepXunBatoT oyHKLMOHaN rpynnoBoro
KOHpMrypupoBaHus, nepeq waromM "Belbop wabnoHa" 6yayT BbiBefeHbl COOTBETCTBYHOLLME
npegynpexaeHus. Takve ycTpolicTea 6yayT oTobpaxeHbl B cnncke "VICKIo4eHHbIe".

Mpu HaXxaTMn Ha KHOMNKY "KoHdurypupoBatb" OTKPOETCSA OKHO rpynnoBOro KOH(UrypmpoBaHus. Ha nepsom
Lare HeobxoAMMO BbIGpaTb HYXHbI WAa6GM0H KOHbUrypaumm.

B neBoii YacTn okHa pacnosnoxeHa Tabnuua CyLecTByOLWMUX B cucTemMe LWab/oHOB, B NpaBoii YacTu
0TOOpaXeHOo coaepXnmMoe BbIopaHHOro WwabnoHa. Ec/iv B BbIGpaHHOM LLa6/10He NPUCYTCTBYIOT CO34aHHble

nosib3oBatesnieM nepeMeHHble (Hanpumep, nepeMerHble syslog_max_files u syslog_file_size B

NPVBEAEHHOM HIKe NPUMEPE), TO B AVNA/IOTOBOM OKHE OTKPbIBAETCA BTOPOI LWar mactepa 4/1s HacTPOiku
nepemeHHbIX WwabnoHa ("3anosiHeHre nepeMeHHbIX").

© 1715 BKIOUEHNA/BLIKIOYEHWS NOACBETKN CUHTAKCKCA HAXKMUTE KHOMKY <> .

o Bbi6op wabnoHa
-

EIW

D Ha3ssanue

O 0O O0OO0OO0OO0O® 0O 0o o0

default_ESR_hostname

12 default_ESR_NTP

13 default_ESR_DNS

14 default_ESR_SNMPv2

default_ESR_SNMPv3

16 default_ESR_add_syslog_remote_server

17 default_ESR_add_syslog_system_journal

18 default_ESR_banners

19 default_ESR_users

20 default_WLC_ap_pool

3nemenToR Ha CTpanuue 10

AsTop

system

system

system

system

system

system

system

system

system

system

o 3arnonHeHne nepemMeHHbIX

06HoBIeHO

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:12

11-20u237 K

CozpaHo

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:11

2025-02-26 13:13:12

< > >l

e YcTaHOBKa pacnucanus o MpumeHnTs

<>

1 snmp-server [
2 snmp-server community {{community ro}} ro
3 snmp-server community {{community rw}} rw

OTMeHUTb DNanee

Ecnun B WwiabnoHe HEeT Nosib30BaTeNbCKNX NEPEMEHHbIX, TO LLIAr HACTPOWKM NEePEeMEHHbIX LWabnoHa OyaeT CKPbIT,
1 BTOPbIM LIArom 6yAeT war yCTaHOBKN pacrnmcanus.

© Cosparb HOBbIN LWAGNOH AN YCTPOIACTB, a Takke 0TPeAaKTUPOBaTb MW YAAIUTL UMEILLecs
LWAa6/10HbI MOXHO Ha cTpaHuue "LLabnoHb!".
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3anosiHeHne nepeMeHHbIX

Ha ware "3anonHeHne nepeMeHHbIX" oTobpaxaroTcs 2 hopMbl onpeaeneHns nepemMeHHbIX Ans BbIopaHHOro
wabnoHa:

+ [NepeMeHHble WwabnoHa — hopma, B KOTOPO HEO6XOAMMO yKa3aTb 3HaYeHVe AJ/18 KaxX40i HangeHHON B
wabnoHe (Kpome cOBCTBEHHBLIX 0GHLEKTOB) NO/Ib30BATENBLCKON NEPEMEHHOIA. Takke A1s NepeMeHHO
MOXHO Bblopatb Tun STATIC nnn SEQUENCE. Mo ymonyaHuio 4515 BCeX NepeMeHHbIX yKasaH TUn
STATIC.

* YAML-pegakTop — popma, B KOTOPOW NepeMeHHbIe WwabioHa He06X0AMMO ONpeaeninTb BPYUHY!IO,
ncnonb3ya cuHtakcuc YAML. OnucaHHble B YAML-pefaktope nepemMeHHble nepeonpeaensioT paHee
onvcaHHble NepeMeHHble U3 PopMbl Bbille. OnncaHHble B WabnoHe COOCTBEHHbIE 0OBLEKTDI
onpegenaTca B YAML-pegaktope aBTOMaTUYECKM.

© 114 BKNOUEHNSA/BbIKIOYEHVS NOACBETKN CUHTAKCUCA HAXKMUTE KHOMKY <> .

o Bbi6op WwabnoHa e 3arnonHeHNe NepeMeHHbIX e YcTaHoBKa pacnucaHus o MpumennTs

3anonHuTe NnepemMenHble WabnoHa (2] p
WabnoH Penpep

MNepeMeHHble WwWabnoHa ~

<>

community_ro i
1 snmp-server [

- 2 snmp-server communit community_ro ro
3HayeHue nepemMeHHo STATIC - P . v H . y_ro}}
3 snmp-server community {{community rw}} rw

community_rw

3HaueHne nepemeHHon STATIC v

YAML-pegakTop <> A

1 community ro: public
2 community rw: private

Hasap Danee

© /115 npocMoTpa KpaTKoro PyKOBOACTBA MO TWMaM NepPeMEHHbIX C MPUMEPaMU HXXMIUTE KHOMKY
CrnpaBKu

Koraa Bce nepemeHHble GyayT 3ano/iHeHbl, CTAHET akTBHA BKadkKa "PeHaep”, npu nepexoae Ha KOTopyto
MOXHO YBUETb PeHAEP KOHpUrypaLmn no 3aJaHHoMy LWabioHy A1si NepBOro YCTPoiicTBa B BbIGOPKE.

55



YcTaHoBKa pacnmcaHus

Ha AJaHHOM Lare MOXXHO HaCTpOuUTb BpeMA Havdasia U 3aBepLUEeHNA BbINMO/THEHUA 3a4avn.

ECCM.PykoBogcTBO nosb3osarens.CeTb

Pacnucanue:

[JJ Hauartb B 6nnxaiiliee Bpemst

[lata, yyyy-MM-dd *
2024-10-14 = 14 7 @ 08 &

‘:’ He 3anyckaTb HOBble Nnof3agayn nocrie ykasaHHoOro BpeMeHu

CrpaTterus:
O MapannenbHo
(® MocneposatensHo

D I'IpepBaTb BbIMOJIHEHWE, ecnu Nof3ajava 3aBeplleHa C oLumbkamu

° Bbl6op watnoxa ° 3anonHeHne nepemMeHHbIX

Hasap

Danee

e YcTaHoBKa pacnucaHusa

o MpuMeHnTL

Mpegnaraembie onuuun:

1. PacnucaHue:

+ Hauatb B 6nmxaiiliee BpeMsi — NOCTaBUTb 3aZa4M B o4epeb NIaHNpOoBLLMKa cpasy nocne
co3gaHus. Hayano BbINONHEHMS OyAeT 3aBUCETb OT 3arpy>XeHHOCTU MIaHNpPoBLYMKa. CHATME
3TOro dpnara No3BO/ISET YCTAHOBUTL HAYa/10 OKHA NPOBEAEHUS Onepauun KOHPUIYpPUPOBaHNS;

+ He 3anyckarb HOBble NoA3agayn Nocse ykasaHHOro BPpEMEHN — NO3BOJIAET OrPaHNUYNTb OKHO
NpoBeAEeHNA onepaumm KOHUrypupoBaHus, 3anpeLas 3anyck AoNoHUTENbHbIX 3a4a4. MNpun 3Tom
BbINO/IHEHHbIE Onepauun He ByayT OTMEHEHbI, HO YCTPOICTBA, 418 KOTOPbIX KOHUTYprpoBaHme
He 6bIN10 3anyLeHo, OCTaHyTCcs 6e3 HaCTPOWKY;

2. Crparerus:

+ MapannensHo — 0AHOBPEMEHHbI 3arnyck npouecca KOHUIyprpoBaHUs Ha BCEX YCTPOICTBaxX 13

CNnCKa;

+ MNocnegoBatesibHO — NPOLLECC KOHUTYPMPOBaHNS ByaeT 3anyckaTbCsl NocnefoBaTe/IbHO Ha
yCTpOMcTBax U3 cnucka. MNpu BbIbope AaHHON cTpaTernn CTaHOBUTCS AOCTYMNEH A8 Bblbopa

MYHKT:

+ [pepBaTb BbINO/IHEHME, ECM NOA3a4a4a 3aBepLleHa C ownbkaMm — Npy BbICTaB/IEHHOM
chnare, B cnyyae, ecnv KOHPUIypmpoBaHmne 04HOro YCTPOCTBA M3 CNCKa 3aBEPLUNIOCH C
OLUNGKON, 3a4a4a Ha rpyrnnoBoe KOHOUIypupoBaHue NpepBeTCs U OCTaslbHblE YCTPOCTBA

HACTPOEHbI HE ByAayT.
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[NpumeHnTL

Ha gaHHOM Lwiare Ha aKpaHe 0TOGpaXatoTCsl BCe paHee ykasaHHble NnapaMeTpbl pacnucaHus, BbIopaHHbIl
LWabNoH 1 CNNCOK YCTPOICTB.

o Bbi60p WwabnoHa o 3arionHeHme nepeMeHHbIX o YcTaHoBKa pacnucamms o MpumeHnTL
Pestome
Wabnon Penpep
La6noH: default_ESR_SNMPv2
JMata: HauaTb B 6nmaiilee Bpems
Crparterus: [NocnepoeatensHo <>
KonuuecTeo ycTponcTs: 2 " —
1 snmp-server
2 snmp-server community {{community_ro}} ro
3 snmp-server community {{community rw}} rw
IP-aipec XC::T”E MAC-appec Cepua Mopenb
172.24.0.7 esr-100 aabb:cc:01:02:01 5357100/ ESR-100
172.24.0.6 esr-20 aabb:cc:00:20:11 ESR-2x ESR-20
1-2n32
3nemenToB Ha cTparmue 10 -
1. Pesome napameTpoB Mo HAaCTPOEHHOI 3ajaue,;
. )

. CNncoK BbIGPaHHbIX 47151 KOHUIypupoBaHus YyCTPOMCTB. KvK No yCTPOKCTBY B Tabnuie OTKPOeT BO
BKNagke "PeHaep” BapyaHT KOHUrypawmm, KoTopblii 6yaeT NpUMEHEH K JaHHOMY YCTPOMNCTBY;
TekcT WwabnoHa;

Bknaaka ¢ peHaepomM KoHurypauum BbiIGpaHHOro yCTPOICTBA No 3a4aHHOMY LLIAG/IOHY;,
KHoMKa BK/OYEHWS1/BbIK/THOUEHUSI NOACBETKN CUHTaKCKCa.

aprw
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3.5.2.1.1.4 TMepe3arpy3ka rpynnbl yCTPOWCTB

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

NHTepdpelic npefHa3HadveH ANa co3haHus 3agay Ha nepesarpysky rpynmnbl YCTPOCTB, KOTOPbIe MOTYT ObIThb
BbINO/IHEHbI MO 3aaHHOMY PacnucaHuio.

UT0o6bI Nepesarpy3nTb rpynny YCTPOWCTB, NepengunTe K rpynne 4yepes A4epeBo 06bEKTOB, B Tabnuue ¢
yCTpOMNCTBaMM C NOMOLLIO (hriaroB Bbibepute yCTPOCTBa, KOTOpble HEOOXOAMMO nepe3arpy3uTb, U HKMUTE
KHOMKY "BbINONHUTL". B OTKpPbIBLUEMCS MEHI0 Bblbepute NyHKT "Mepesarpy3nTs”.

Ha pvcyHke HUXe npuBeAeH Npumep:

(<

OO0 000 Do0ooao

100

122

112

111

123

110

125

109

Cepuid|
HoMY

VESR0O0

NP2800

NP1FO0

WicTest

NP1FO0

NP2700

%
(£}
Q

a
®

Q

VI7B000171

VI7B000114

VITF005022

VITF005002

Boinonkute v
06HoBMTL M0
KoHburypupoeaTe
MNepesarpysutb
Pas6noknpoeaTb )

3a6nokMpoBaTh

CHHXPOHM3NPOBATL

QBHOBUTL CTaTYChI
JIOCTYMHOCTH

— [MepemecTuTb !ﬂ CpaBHUTbL
IP-agpec Wms xocTa
ECCM-VESR_
172.24.0.17 EMUL

0

172.24.0.14_TAU-72.IP

100.110.1.131_TAU-72.

IP_rev.D_AC

172.24.0.16_SMG-
1016M

100.110.1.123_SMG-

1016M

byauTs yeTpoiicTEa

M-WLC-3200

100.110.0.221 ZubkovaWLC

172.24.013  wlc-30

100.110.1.130 ECCM-WLC-30

100.110.1.134 ECCM-WLC-15

172.24.014  ECCM-TAU-72

100.110.1.131 ECCM-TAU-72

ECCM-SMG-

17224016 1016M_EMUL
ECCM-SMG-
100.110.1.123 1016M

i Ypanute

MAC-appec
a5b6:c7:d8:e9:f1
68:13:e2:e1:8f:90
68:13:e2:7e:85:1e
al:b2:c3:d4:e5:6
68:13:¢2:7e:93:b6
ec:b1:e0:d0:9f:f0

a2:b3:c4:d5:e6:7

Cepua

VESR

WLC-
3200

WLC-30
WLC-30
WLC-30

WLC-15

TAU-72
IP

TAU-72

E4:5A.D4FA5A45 P

e0:d9:e3:df:88:3d

e0:d9:e3:df:88:3d

SMG-
1016

SMG-
1016

Mopens

VESR

WLC-3200

WLC-30

WLC-30

WLC-30

WLC-15

TAU-72.IP rev.D
AC

TAU-72.IP rev.D
AC

SMG-1016M

SMG-1016M

Bepcusa M0

1.24.0 build 1

1.30.x build
223

1.30.1 build 4

1.30.x build
63

1.30.x build
235

1.30.x build
220

22327
22318
3.22.3.54M

3.20.5.4900

O6cnymnBaHne [LocTynHocTs Mpynna

BrntoyeHo ‘ ICMP -SNMP SSH ‘ eccm/KasaHb
eccm/../2-an ynuua

BrioYeHo [1ICMP [ SNMP [ ssH | Scemi./2-aynia
Crp

BknrouyeHo ‘ ICMP -SNMP SSH ‘ eccm/../OKpyXHasa

Bkntoueno ‘ ICMP -SNMP SSH ‘ eccm/Kazaub

BkntoueHo ‘ ICMP -SNMP SSH ‘ eccm/../KemepoBo
eccm/../2-an ynuua

BKnIoYeHo [1cMP [SNmp [ ssh | 2oemi/2-anymua
Cp

BknioueHo ‘ ICMP -SNMP SSH ‘ eccm/KazaHb
eccm/../2-aA ynuua

Brniodero [1cmp [ snwp [ ssn | SecmL/Zzonymia

TP

Bkntoueno ‘ ICMP -SNMP SSH ‘ eccm/Kasaub
eccm/../2-an ynuua

BroYeHo [1cMP [ snmp [ ssh | Soeml./2-anymua
Crpoutenei

3nemenToB Ha cTpanmue 10 - 1-10u343

Mpo6nems!
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[NapameTpbl 3aga4u

ECCM.PykoBogcTBO nosb3osarens.CeTb

Ha AJaHHOM Lare MOXXHO HaCTpoOuUTb BpeMA Havdasia 1 3aBepLUEHNA BbINO/THEHNA 3aa4qyn nepesarpy3kn 1

CTpaTterunto eé BbINoJ/IHEHUA:

0 MapameTpbl 3afauu

Pacnucanue:

[ Hauartb B 6n1xaiiiee Bpems

[Nara, yyyy-MM-dd *
2024-10-14 9 16 5 : 03 &

D He 3anyckaTb HOBble NMoA3ajayu nocrie ykasaHHOro BpeMeHun

Crparerus:
O nNapannensHo
(® MocneposatenbHo

O MpepBaThb BbINOMHEHWE, eCNN NOA3aAaya 3aBeplieHa ¢ oLln6KaMu

OTMeHuTbL

Danee

o MpuMeHUTbL
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MpepnaraemMbie onuun:

1. PacnucaHwue:
+ Hauatb B 6nmxaiillee BpeMs — NoCTaBUTb 3aZa4n B o4epeb MIaH1pOoBLLMKa cpasy nocse nx
co3gaHus. Havyano BbINONHeHUA ByaeT 3aBUCETb OT 3arpy>XXeHHOCTU M1aHnpoBLmKa. CHATME
aToro pniara NO3BOJISAET YCTAHOBUTbL BPEMS HAaYas1a OkHa NPOBeAEeHMA onepaummn nepesarpysku;
+ He 3anyckarb HOBble NoA3azayn nocse ykasaHHOro BpeMeHN — OrpaHnYmMTb OKHO NpoBefeHUs
onepauuv nepesarpysku 1 3anpeTnTb 3anyck AONOHUTENbHbIX 3a4a4. [py 3TOM BbINO/IHEHHbIE
onepauuu He ByayT OTMEHEHbI, HO YCTPOICTBA, A1 KOTOPbIX Nepe3arpy3ka He Oblsia 3anyLueHa,
ocTaHyTCcAa 6e3 nepesarpysku;
Mpu OTKAOYEHHON onumii "HavaTb B 6nvnxkalillee Bpemsa” 1 BK/IOYEHHON onummn "He 3anyckaTtb
HOBble NoA3ajayn nocsne ykasaHHOro BpeMeHn" oTobpaxatoTcs MHCTPYMEHTbI Bbibopa Aatbl 1
BpeMeHV Havana v 3aBepLueHns nepesarpysku:

2. Crparerus:

ECCM.PykoBogcTBO nosb3osarens.CeTb

Pacnucanue:

[ata, yyyy-MM-dd *
2024-10-14

[J Hauartb B 6nuxailliee Bpems

o) 16 5 : 07

[ata, yyyy-MM-dd *
2024-10-14

He 3anyckaTb HOBble NoA3afayun nocne ykazaHHoro BpeMeHu

B 16 v @ 06

+ MapannensHo — 0AHOBPEMEHHbII 3amnycK npouecca nepesarpyskn Ha BCEX YCTPONCTBax 13
CMNUCKa;
+ MNocnepgoBatenbHO — nepesarpy3ka yCTponcTB ByAeT NPOBOAUTLCA Noc/iefoBatenbHo. Mpu
BbIOOpE AAaHHOW CTpaTernm CTaHOBUTCS AOCTYMNEH A/15 BbI6opa MYHKT:
+ [pepBaTb BbINO/HEHME, ECM NOA3a4a4a 3aBepLleHa C oWnbkaMm — Npy BbICTaB/IEHHOM
chnare, B cnyyae, ecnv nepesarpyska 04HOro yCTpoincTea U3 cnucka 3aBepLumsiiach ¢
OLUNGKOIA, 3a4a4a Ha rpyrnnoByt nepesarpysky NpepBeTcs U oCTaslbHble YCTPONCTBA

nepesarpy>eHbl He 6yayT.
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ECCM.PyKoBOZCTBO nosib3osatens.CeTb

[NpumeHnTL

Ha gaHHOM Lwiare Ha akpaHe 0To6pakatoTCsi BCE paHee yKa3aHHbIe NapameTpbl pacnmcaHusi, BblopaHHas
cTparerusi nepesarpy3ku 1 CrmMcoK yCTPOICTB:

° MapameTpbl 3agaun e MNpumMeHnTH

Pesiome
[Mata: HayaTb B 6nnxaiillee Bpems - 2024-10-14 16:09:00
Crtparerus: lNocnegosatesibHO

KonuuyecTtBo ycTpoicTB: 2

CepuiiHbI HOMep IP-agpec Wms xocTa MAC-agpec Cepus Mopenb Bepcus M0 06cnyxuBaHue JocTynHocTb Ipynna

ES8B000023 100.110.1.127 ECCM_MES5316A €0:d9:€3:26:d7:00 MES53xxA MES5316A  6.6.3.5[2]  BwioueHo ecem /.../new_name

VITF005002 100.110.1.123 ECCM-SMG-1016M e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 3.22.3.5441 BkJtoyeHo SNMP eccm/.../new_name
3nemMeHTOB Ha cTpaHuue 10 v 1-2u32

HaxmuTe kHonky "MpumeHnTs". Byaet co3aaHa 3afada Ha nepesarpy3ky rpynnbl YCTPOCTB, BbIMO/THEHNE
KOTOPOIi HAYHETCS B YKa3aHHOE BPEMS.
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3.5.2.1.1.5 O6HoBNEHME NHOPMAaLMK O rpynrne yCTPOICTB

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

YT06bl 06HOBUTHL MHCDOPMALMIO O rpynMe YCTPOICTB, NepeingnTe K rpynne yepes 4epeBo 06bLEKTOB, B Tabnuue
C YCTpOlicTBamMMn C NOMOLLbIO dh/1aroB BblibepUTE YCTPONCTBA, MHpOPMaLMO O KOTOPbIX HE06X0ANMO OGHOBUTD,
N HXXMUTE KHOMKY "BbINOMHUTL". B OTKPbIBLLEMCSA MEHIO BblbepuTe NyHKT "CUHXPOHMU3NPOBATL".

Ha pvcyHke HUXe npuBeAeH Npumep:

B

(<

OO0 000 Do0ooao

100

122

112

111

123

110

125

109

L S S
Cepuid| II,

HoMY
'VESRO0
NP2800
NP1F0O0
WicTest

NP1F00

(s

NP2700

VI7B000171

VI7B000114

VITF005022

VITF005002

BbinonHuTe ~ — [MepemecTuTb !ﬂ CpaBHUTb
06HoBMTL M0
IP-agpec Wms xocTa
KoHdurypupoeate ECCM-vESR_
172.24.0.17 EMUL
MNepesarpysutb
100.170.1.133 ECCM-WLC-3200
Pas6noknpoeaTb
0 100.110.0.221 ZubkovaWLC
3a6nokMpoBaTh
172.24.0.13 wlc-30
O6HoOE CHO 6
CUHXPOHW3MPOBaTL W';:%g‘;:;‘ IO
w0 D
QBHOBUTL CTaTYChI

AOCTYNHOCTH 5 100.110.1.134 ECCM-WLC-15

172.24.0.14_TAU-72.1P  172.24.0.14  ECCM-TAU-72

100-110.1.131_TAU72. 100.110.1.131 ECCM-TAU-72

IP_rev.D_AC

172.24.0.16_SMG- ECCM-SMG-
1016M 17224016 1016M_EMUL
100.110.1.123_SMG- ECCM-SMG-
1016M 100.170.1.123 1016M

i Ypanute

MAC-appec
a5b6:c7:d8:e9:f1
68:13:e2:e1:8f:90
68:13:e2:7e:85:1e
al:b2:c3:d4:e5:6
68:13:¢2:7e:93:b6
ec:b1:e0:d0:9f:f0
a2:b3:c4:d5:e6:7
E4:5A:D4:FA:5A45
e0:d9:e3:df:88:3d

e0:d9:e3:df:88:3d

Cepua

VESR

WLC-
3200

WLC-30

WLC-30

WLC-30

WLC-15
TAU-72
IP

TAU-72
P

SMG-
1016

SMG-
1016

Mopens

VESR

WLC-3200

WLC-30

WLC-30

WLC-30

WLC-15

TAU-72.IP rev.D
AC

TAU-72.IP rev.D
AC

SMG-1016M

SMG-1016M

Bepcusa M0

1.24.0 build 1

1.30.x build
223

1.30.1 build 4

1.30.x build
63

1.30.x build
235

1.30.x build
220

22327
22318
3.22.3.54M

3.20.5.4900

O6cnymnBaHne [LocTynHocTs Mpynna

BrntoyeHo ‘ ICMP -SNMP SSH ‘ eccm/KasaHb
eccm/../2-an ynuua

BrioYeHo [1ICMP [ SNMP [ ssH | Scemi./2-aynia
Crp

BknrouyeHo ‘ ICMP -SNMP SSH ‘ eccm/../OKpyXHasa

Bkntoueno ‘ ICMP -SNMP SSH ‘ eccm/Kazaub

BkntoueHo ‘ ICMP -SNMP SSH ‘ eccm/../KemepoBo
eccm/../2-an ynuua

BKnIoYeHo [1cMP [SNmp [ ssh | 2oemi/2-anymua
Cp

BknioueHo ‘ ICMP -SNMP SSH ‘ eccm/KazaHb
eccm/../2-aA ynuua

Brniodero [1cmp [ snwp [ ssn | SecmL/Zzonymia

TP

Bkntoueno ‘ ICMP -SNMP SSH ‘ eccm/Kasaub
eccm/../2-an ynuua

BroYeHo [1cMP [ snmp [ ssh | Soeml./2-anymua
Crpoutenei

3nemenToB Ha cTpanmue 10 - 1-10u343

Mpo6nems!

0

M

Mocne NponsBeAeHHbIX 4eNCTBUI A1 KaXKA0ro 13 BbiGpaHHbIX YCTPOCTB OyAeT co3faHa 3ajadva Ha
0OHOBNEHNE BCEN MHAIOPMALMK MO HEMY, & UMEHHO 00Len MHdhopMaLmn 1 AaHHbIX 006:

LLDP;
NHTepelicax;
KOHpurypauuu;
cTarycax AOCTYMHOCTY;

Mno.

3a pes3ynsratom BbINOSIHEHUSA 3

cneanTb Ha cTpaHuue "3agayun’.

aflay Ha 06HOB/EHME BCEW MHhopMaLuUn 06 YCTPONCTBaX MOXHO
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ECCM.PyKoBOZCTBO nosib3osatens.CeTb

3.5.2.1.1.6 OG6HOBNEHME CTaTyCOB AOCTYMHOCTY rPYNMbl YCTPONCTB

YT06bI 06HOBUTbL MHADOPMALMIO O cTaTycax AOCTYNHOCTW rpynnbl YCTPOWCTB, NepengnTe K rpynne yepes
[epeBo 06BLEKTOB, B Tab/MLe € yCTPOCTBaMM C NOMOLLIbIO ¢h/1aroB BbibepuTe YCTPONCTBA, MHhopMaLmo o
cTaTycax KOTOpbIX HEO6XOAMMO OGHOBUTb, Y HAXKMUTE KHOMKY "BbINONHUTL". B OTKPbIBLUEMCS MEHI0 BblbEpUTE
NyHKT "OBHOBUTL CTaTyCbl AOCTYNHOCTN".

Ha pvcyHke HUXe npuBeAeH Nnpumep:

:_,E Q Q 1 ’{‘ BbinonHuTe ~ — [MepemecTuTb !ﬂ CpaBHUTb i Ypanute Q 0
= D4 Cef::: II, ObrosuTs M0 P-anpec Wma xocTa MAC-aapec Cepuma Mepens Bepeus MO O6enymuBanue JlocTynHoeTs Mpynna Mpo6nems!
@)

KoHdurypnposaTts LWLC- eccm/../2-an
s 113 NP2800 ‘\ 100.110.1.133 ECCMWLE 68:13:e2:21:8f:90 WLC-3200 WLC-3200 1-30.xbuild BxnioyeHo ICMP | SNMP | SSH | ynuua 0
3200 223
Crpoutenei
G MNepesarpysuTb 1 30 build eccm/../2-aa
111 NP2700 100.110.1.134 ECCM-WLC-15 ec:b1:e0:d0:9f:f0 WLC-15 WLC-15 2'20 : BknioyeHo | ICMP -SNMP SSH ‘ ynuua 0
|§| Crtpoutenei
Pa36nokupoBaTh acem/./2-an
110 VI7B0OC 100.110.1.131 ECCM-TAU-72 E4:5A:D4:FA:5A:45 TAU-72.IP TAU-72IP rev.D 2.23.1.8 BknioyeHo ICMP | SNMP | SSH | ymuua 0
AC
3a6noknposaTh Crpoutenei
-~ . eccm/../2-aa
D 109 VITFOOS 100.110.1.123 1Eg-(|)é\ﬂMSMG e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 3.20.5.4900 BkmoueHo | ICMP -SNMP SSH ‘ ynuua 0
Cb) CHHXPOHW3MpOBaTb CipouTeneit
eccm/../2-aa
M MES5448/
O 108  ES2300I o 06HOBMTL CTaTYCbI OGHORITS CraTyCH! ROCTymHOCTH £0:d9:e3:ba:fe:40 MES7048 MES5448 [2] 8.4.0.8[2] BKIItOUEHO | ICMP -SN MP | SSH ‘ yauua } 0
JIOCTYNHOCTH & yerpoieTa Cripoutenei
eccm/../2-aA
U T2 ECCM_ .
D 107  ES8B000023 MES5316A 100.110.1.127 MES5316A e0:d9:e3:26:d7.00 MES53xxA MES5316A 6.6.3.5[2] BxnioyeHo | ICMP | SNMP | SSH ‘ ynuua B 0
Crpoutenei
100.110.1.129_ ECCM_ MES2424P eccm/../2-aa
D 106 ESD1006313  MES2424P_rev.C1_  100.110.1.129 MES2424P_ cc:9d:a2:7e77:c0  MES2424 10.3.5[3] BknioyeHo | ICMP -SNMP SSH ‘ youua 0
rev.C1 AC -
AC revC_AC2 Crpouteneit
MES23xx/ eccm/../2-an
D 105 ES32023387 1M0EOS121321;‘EL2A% 100.110.1.125 DEA(:E%I\;i;ZA.B e4:5a:d4:86:b8:80 MES33xx/ th82324B AC 4.0.22.711] BknioyeHo | ICMP | SNMP | SSH ‘ ynuuya 0
MES35xx/MES36xx CTpouTenei
100.110.1.124 ECCM MEST1xx/ ecem/./2-05
D 104  ES1D000845 MES2124M _AC 100.110.1.124 MES2124M a8:f9:4b:8c:ce:00 MES21xx/MES22xx MES2124M AC  1.1.48.12 BrnioueHo | ICMP | SNMP | SSH ‘ gﬁﬁ‘rgnen 4]
ECCM eccm/../2-aa
100.110.1.121_ o O A b frE MEST1xx/
D 103  ES1D000356 MES2124M_AC 100.110.1.121 MES2124M_ a8:f9:4b:8c:53:c0 MES2130¢/MES22x% MES2124M AC  1.1.48.14 BknioueHo | ICMP -SNMP SSH ‘ yauua B 0
hub Crpouteneit
AnemeHToB Ha cTpanmue 10 v 1-10u3 12 > >l

© 3a pesynsratom BeinonHeHVs 3a4a4 Ha 0GHOBEHWE CTATYCOB OCTYMHOCTU YCTPONCTB MOXHO
cneavTb Ha cTpaHuue "3anayun’.

3.5.2.1.1.7 CpaBHeHve KoH(urypauuii ycTponcTs

[ns cpaBHeHWA KOHUrypauuii yCTpoCTB BbibepuTe 04HO UM HECKOSIbKO YCTPOWCTB C NMOMOLLBIO (hriaros, a
3aTeM HaxXmuTe KHorky "CpaBHUTb":

63




ECCM.PyKoBOZCTBO nosib3osatens.CeTb

= O o &% Bomonuuts v — MNepemecTuTb !J CpaBHUTb B Yaawm Q (7]
»
CepuiiHblit 5 Wma ~
E ID J somep Hasgakue IP-appec xocra MAC-appec Cepus Mopenb Bepcusa MO 06cnyxuBaHue [LlocTynHocTb fpynna  Mpo6nembl
100.110.1.133_ ECCMAWLCG- o . o . ) ) 1.30.x build eccm/
118 NP28000057 'l 1001101133 oo 68:13:e2:€1:8190 WLC3200 WLC-3200 . BKNIOYEHO [1cMP [ SNMP | ssH | fopnna O
100.110.1.134_ ECCMAWLG _ o . ] ] 1.30.x build ecem/
117 NP27000924 e 1001101134 |/ ecib1:e0:d0:9ff0  WLC-15 WLC-15 220 BKNIOUEHO [IcMP | sNMP | sSH | Toynma °
[J 116 Eswpooosas 001101124 05 4909 994 ECCM- a8:19:4b:8c:ce:00 m&gl}ﬁf MES2124M 114812 Brnioveno [1cMP [ SNMP [ ssH | eccm/ 0
MES2124M_AC T MEszizam APTHRRECETE O e AC : Cpynna
100.110.1.130_ ECCMAWLC- oo oo oo ) ) 1.30.2 build eccm/
0 115 nNPiFooosaz ool 100.110.1.130 ¢ 68:13:027e:93b6 WLC-30  WLC-30 5 Biulioeno | 1cMP | SNMP | sSH | tyna O
100.110.0.221_ ZubkovaWL PR g g 1.30.2 build eccm/
] 114 NPIFO00475 el 100.110.0.221 68:13:2:7e:851e  WLC-30 WLC-30 5 BKnioveHo [1cMP [ SNMP | ssH | foymna !
100.110.1.131. ECCM-TAU- TAU-72.1P eccm/
[J 109 VI7BO00114  TAU-72.IP_rev.D_ 100.110.1.131 EA:5ADAFA5A:A5 TAU-72IP 22318  BKAloueHo [1cmP [ sNMP [ ssH | 0
AC 72 rev.D AC Cpynna
ECCM-
] 108 wviroosoo2  LwTI&1I25- 4001101123 sMG- e0d9e3df883d SMG1016  SMG1016M 32054900 Brmosewo [ ICMP | SNMP [SSH | 259
- 1016M pynna
100.110.1.132_ ECCM_ ot MES5448/ ecom/
0O 107 ES23000060 \rcos 1001101132 e o e0d9edbafedo oo MESS248[2)  8.408[2]  Brmovero [1cmP [ sNMP [ ssH | Tovnma 0
100.110.1.127_ ECCM_ o, eccm/
O 106 ESBBO00023 | jrconir 1001101127 [ o e0:d9:e326:47:00 MESS30A  MESS316A  6.635[2]  Biniovero [1cmp m SSH | Toynna 0
100.110.1.129_ ECCM_
[0 105 ESDI006313 MES2424P_rev. 100.110.1129 MES2424P_ cc9dia27e77:c0 MES2424  oo2%24P 4035131 Bumowewo | ICMP | SNMP [ ssH | 2560 o
rev.C1 AC pynna
C1_AC revC_AC2
3nemeHTOB Ha cTpaHuye 10 v 1-10u3 14 > >

OTKpOETCst MoAa/IbHOe OKHO co cpaBHeHMeM Running ("AkTyasibHbIX") KOH(UrypaLuii BbIGPaHHbIX YCTPOCTB
(ecnu Running-koHurypaumsi ycTpoiicTBa He Gblnia 06HapYXeHa, To none 6yaeT NycTbiM).

OKHO cpaBHEHUSA KOHUrypauuii apyr ¢ Apyrom. CoAepXuUT CrefyroLine 3N1EeMEHTbI:

1. VIHCTpyMeHTbI 415 BbIGopa YCTPONCTB U NX KOHhUrypaumii;
2. [iBe obnacTtu an1a oTo6paKeHns BbIbpaHHbIX KOHGUIypawuuii;

3. KHonku ans nepemMeLleHmst Mexay U3MeHEHVSIMU.

CpaBHUTb KOHUrypauum

WLC-3200: 100.110.1.133 /‘ RUNNING: 2025-02-28 12:18:43 /‘

1 #!/usr/bin/clish

2-#270 |
3—#1.30.x

4—#2025-01-29

5—#05:32:41

6—hostname ECCM-WLC-3200

7—
8—object-group
9— port-range
10—exit
11-object-group
12— port-range
13 exit

14 object-group
15 port-range
16 exit
17—object-group
18— port-range
19-exit
20—object-group
21— port-range
22 exit

23 object-group
24 port-range
25 exit
26—object-group
27— port-range

service airtune
8099

service
68

dhcp_client

service
67

dhcp_server

service
ps
service netconf
830

service
123

ntp

service
1812

radius_auth

ESR-10: 172.24.0.5 /‘ RUNNING: 2025-02-28 12:18:43 /’

1 #!/usr/bin/clish
2+#19
3+#1.12.3
4+#08/02/2021
5+#18:06:05
6+object-group
7+ port-range

service ssh
22

8 exit
9 object-group
10 port-range
11 exit
12+object-group
13+ port-range

service dhcp_server
67

service dhcp_client
68

14 exit

15 object-group
16 port-range
17 exit
18+object-group
19+ port-range
20+exit
21+object-group
22+ port-range
23+exit

24+
25+object-group network VTY

26+ ip prefix 10.0.0.0/8

27+exit

28+object-group network NTP

29+ ip address-range 10.7.21.13
30+ ip address-range 10.7.21.15
31+ ip address-range 10.193.21.11
32+exit

33+obiect-aroup network SNMP write

service ntp
123

service snmp
161

service bgp
179

3aKpbiTbh
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B BepxHeit YacTv MoflasibHOro OkHa MOXHO BblGpaTh YCTPOCTBO U €r0 KOHMhUrypauumio:

WLC-3200:100.110.1.133 /’

RUNNING: 2025-02-28 12:18:43 /’

Mocne knvKa Ha KHOMKy HanpoTuB IP-agpeca ycTpoiicTBa OTKpbIBAETCS MOA&/IbHOE OKHO BbiGopa YCTPOCTBa:

Bbl6paTb ycTpoicTBO

= O
CepwiiHblii Homep IP-appec WMms xocta
O 192.168.0.2
O 192.168.0.1
O ES9C100012 172.24.0.163 spine_12
O ES9C100001 172.24.0.162 leaf_1
O ES9C100101 172.24.0.161 super_spine_101
O ES9C100003 172.24.0.160 leaf_3
O ES9C100002 172.24.0.159 leaf_2
O ES9C100005 172.24.0.158 leaf_5
O ES9C100102 172.24.0.157 super_spine_102
O ES9C100011 172.24.0.156 spine_11

MAC-appec

aabb:cc:00:12:00

aa:bb:cc:00:01:00

aabb:cc:01:01:00

aabb:cc:00:03:00

aa:bb:cc:00:02:00

aabb:cc:00:05:00

aa:bb:cc:01:02:00

aa:bb:cc:00:11:00

OTMeHuTL

Moaenb

ESR-10

ESR-10

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

Bepeusa M0

6.6.6.2[1]

6.6.6.2[1]

6.6.6.2[1]

6.6.6.2[1]

6.6.6.2[1]

6.6.6.2[1]

6.6.6.2[1]

6.6.6.2[1]

O6cnyxuBaHne

BknoueHo

BknioueHo

BknoueHo

BknioueHo

BknioueHo

BknioueHo

BrnioueHo

BknioueHo

BknioueHo

BknioueHo

3neMeHTOB Ha cTpanuue 10

[JocTynHoeTs

ERETaED
ERETaED
ERETRE
ERETAE]
EOETIED
Lowe s [son]
ERETIED
ERETAED

- 1-10u343

>

Mocne Kvka Ha KHOMKY HanpoTyB AaTbl CO3AaHNs KOHGUIypaLum OTKpbIBAETCS MoAa/lbHOE OKHO BbliGopa

KOHpurypaumia:

Bbi6paTb KOHbUrypawuuio

= Q

Tun [aTa co3faHnA
O YepHosuk 2023-09-26 12:04:13
O AKTyanbHas 2023-09-26 10:54:29

OTmeHHTb

ABTOp

eccm

System

Beibpathb

Onucanue

YepHosui-1

3MEMEHTOR Ha CTpaHuue 10 -

Configuration fetched by task id 71

1-2us2

65




ECCM.PyKoBOZCTBO nosib3osatens.CeTb

3.5.2.1.1.8 TepemeLLeHre yCTPOICTB

[ns nepemeLlleHns ycTpoiicTBa U3 OAHON rpynnbl B ApYryto BbIbepuTe 04HO UM HECKOIbKO YCTPOWNCTB C
NMOMOLLbIO (hriaro., a 3aTem HaxXMuTe KHOMKy "MepemectuTb":

Er o a &% Bemonwuts v — I'Iepemﬁcmn: !ﬂ CpaBHuTB B Yaanuts Q (7]
MepemectuTs ycTpoiicTea B Apyryio
CepwmiiHblit g :
% D 4 siowep HasBaHue an Yocra MAC-aapec Cepusn Mopenb Bepcua M0 06cnywuBaHue JlocTynHocTb fpynna  Mpo6nembl
100.110.1.133_ ECCM-WLC- o . . o ) : 1.30.% build eccm/
118 NP28000057 oo 1001101133 oo 68:13:02:€18190 WLC3200 WLC-3200 o BKnioveHo [1cMP [ SNMP | sSH | foynna O
100.110.1.134_ ECCM-WLG- _ ] y 1.30.x build ecem/
117 NP27000924 el 1001101134 [/ ec:b1:0:d0:9ff0  WLC-15 WLC-15 220 BKNOUEHO [ ICMP | SNMP | ssH | Toynna  °
[J 116 Esipooosas [O0T10-1124 a5 904 494 ECCM- aB:f9:4b:8c:ce:00 mgglm MES2124M 414812 Braoueno [1cMP [ SNMP [ ssH | —_— 0
MES2124M_AC T MEszigam SHTAREECETR O e AC o [pynna
100.110.1.130_ ECCMWLC- o oo o ] y 1.30.2 build eccm/
O 115 nNeiFooosaz ol 100.110.1.130 S 68:13:27€:93:b6 WLC-30 WLC-30 5 Biioveno [ 1cMP | SNMP | sSH | Ty ©
100.110.0.221_ ZubkovaWL e ac. g g 1.30.2 build eccm/
[0 14 NPIF000475 o 100.110.0.221 ¢ 68:13:e2:7e:851e  WLC-30 WLC-30 5 BicnioveHo [1cMP [ sNMP | ssH | yma
100.110.1.131. ECCM-TAU- TAU-72.1P ecem/
[J 109 WI7B000T14  TAU-72.IP_rev.D_ 100.110.1.131 E4:5AD4:FA5AA5 TAU-72.IP 22318  BKNoueHo [1cMP [ sNMP [ ssH | 0
AC 72 rev.D AC Ipynna
ECCM-
[J 108 wiroosoo2  Lwl1®25- 4001101123 SMG- e0d9e3df8E3d SMG1016  SMG1016M 32054900 Binoseso | ICMP | SNMP [SSH| 2 o
- 1016M pynna
100.110.1.132_ ECCM_ ot MES5448/ ecom/
O 107 ES23000060 \\econ 1001101132 oo e0dedbafedn oo MESS443[2]) 84082 Bemoveno [1cMP [ SNMP [ ssH | Tovnm 0
100.110.1.127_ ECCM_ o eccm/
O 106 ESBBOODD23 \pocoot 100.110.1.127 el o e0d9:e326:47:00 MESS3xch  MESS316A 66352 Banioveno [icmp m SSH | Toynna 0
100.110.1.129_ ECCM_
[0 105 ESD1006313 MES2424Prev. 100.110.1.129 MES2424P_ ccod:a27e77:c0 MES2424  Meo228P 4p3503]  Bumovewo | ICMP | SNMP | ssH | 2590 o
rev.C1 AC Tpynna
C1_AC revG_AC2
3nemeHTOB Ha cTpaHuuye 10 v 1-10u3 14 > >

OTKpoeTcs OKHO "TepemecTuTb ycTpolicTea". BoibepuTe rpynny, B KOTOpYH OyayT nepemMeLLeHbl YCTPOCTBa, 1
HaXMuTe KHoMKy "Bbibpatb”:

[MepeMecTUTh YCTPONCTRA

ECCM > lpynna 2

HaBurayua

Wms rpynne:

[py%

3nemeHToB Ha cTpaHuue 10 - 1-1mz1

OTMeHHTB
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3.5.2.2 Wireless

© Pasgen goctyneH npu Hanmuum ycTpoiictea WLC B CUCTEMHOI SIMLIEH3UM 1 COOTBETCTBYIOLLINX
NPVYBWIETWIA B POSIN NOMb30BaTENSA.

© MonuTopuHr nogaepxaH ans kontponnepos WLC ¢ Bepcueii MO 1.30.1 build 1 v HoBee.

3.5.2.2.1 MOHUTOPUHT

3.5.2.2.1.1 Jlokaumun

B pasgene oTobpaxaertcs Tabnuua ¢ MHopMaLmeli 0 NoKauysix, HAaCTPOEHHbIX Ha ycTpolicTBax WLC
KOHKPETHOI CUCTEeMHOI rpynnbl. B Tabnuue kopHeBoii rpynnsl ECCM 6yayT npefcTaBieHbl IoKaLum co BCeX
ycTpoiicTe WLC, 06aBneHHbIX B CUCTEMY.

A VHhopmauus o nokauusix cobrpaetcsi ¢ yCTpoicTs no npotokony SNMP. B criydae 0TCyTCTBUS UK
notepw goctyna Ao yctponctea WLC no npotokonny SNMP B Tabnuue He 6yayT oTobpaxarbcs
NloKauum AaHHOro ycTpoicTaa.

© VHdopmauwma o nokaumax cobrpaeTca 1 06HOBSETCA COrNacHo "VIHTepsany o6HapyxeHus'.
BKAOUATBL UNKN BbIKNHOYMTL OOHapPYXXeHNe NoKauuii, a Takke HaCTPOUTb NHTEePBaslbl 0GHAPYXXEHUS 1
XpaHeHns HghopmaLnn 0 10KaLmaxX KOHKPETHOIo YCTPONCTBA MOXHO BO BKnagke ‘MMapavertpbl’ —
"MoHUTOpUHI" — KapTouka "VIHTepBasibl 06HapyXeHnsa n xpaHeHns SNMP-cyuiHocTeir" .
HacTpoiika 06Lmx napameTpoB MOHUTOPUHTA sTokaumin gns scex yctponcts WLC ocyllecTBnseTcs Ha
cTpaHuue "HacTtpoitkn" - "MoHuTopuHr" — "MapameTpbl” — "MOHUTOPUHT YCTPOUCTB" — KapTouka

"NnTepBasibl 06HapYeHnsa 1 xpaHeHust SNMP-cyLiHocTen" .

EccmE. E.

Y SuperAdmin

" N & Yerpoictsa =
T g- t/s/nD W i =08 Q e
A Wireless ~
o Q Hassamme KonuecTso Todek octyna KonuuecTso knmentos KnvenTel 2.4/5TTy wie
A Ecom MoHuTOpHHT ~
® | E e default-ap 0 0 0/0 100.110.1.133 WLC-3200
TNokauun
® ] ..24 oo default-location 2 1 170 100.110.0.221 WLC-30
—Y &= Kemeposo 100.110.1.134 WLC-15
1 S—
Q £ 100.110.1.128_ME5200
o for-test-common-table 0 0 0/0 100.110.0.221_WLC-30
& Hosokyareux
HoBble ToukK gocTyna
LA 3 @ 192.168.0.1_ESR-10
test 0 0 0/0 100.110.0.221_WLC-30
@ 192.168.0.2_ESR-10
E KnuenTbl
o -:OEOC"G"DCK zubkova 2 o 0/0 100.110.0.221_WLC-30
5] 7 & zenynmuacroonten|  coonian miopmauun
© 100.110.1.121_MES: .
3nemeHTOB Ha CTpaHuue 10 v 1-5u35
a @ 100.110.1.122_ESRY
|- @ 100.110.1.123 M6
©®
— & 100.110.1.124_MES
{— B 100.110.1.125_MES:
{— @ 100.110.1.127_MES¢
o3 & 100.110.1.129_MES:
€5 100.110.1.131_TAU-
|- B 100.110.1.132 MESE
|— & 100.110.1.133_WLC-
L @ 100.110.1.134_WLC-
7T & Oxpyxran
@ 100.110.0.221_WLC-
v & Ypan
L @ 5555.MES3510P_DC
Ly B3 ipfabric
» «  CBepHyTb NaHens
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B paspene goCTynHbI:
1.

2.
3.

Tabnumua cocTouT 13 cneayoLmx nosneii:

KHonku comnnsTpaunmn, 06HOBAEHMS, HACTPOIKM 0TOOBPaKAEMbIX KONTOHOK Tab/uLbl U BbIrpy3ku Tabnuubl B
CSV-thaiin;

Mone novcka nokaumm B TabNnLEe 1 KHoMKa ANsi OTKPbITUS KPaTKOro pyKOBOACTBA MO MOUCKY;

Tabnuua c nHchopmaymen o nokaumsix.

Ha3eaHue — Ha3BaHWe sioKkauuu;

KonuuecTtBo To4ek AOCTyna — KOMMYECTBO 3aperncTpuUpoBaHHbIX TOYEK AOCTYNa, HAXOASALWMXCA B
nokauuu;

KonnuecTtBo KIMEHTOB — KOIMYECTBO aKTUBHbIX KITMEHTOB, MNOAK/THOUYEHHbIX K TOUKaM AOCTyna siokauuu,
KnneHTbl 2.4/5 T, — KONMYECTBO aKTUBHbIX K/IMEHTOB, MOAK/IIOYEHHbIX K TOYKaM A0CTyna, ¢
pacnpegeneHuem no AvanasoHam;

WLC — cuctemHoe HasBaHue yctpoictea WLC, Ha KOTOpOM HacTpPOeHa /loKaLmsl.

B konoHke "WLC" oTobpaxatoTcs To/IbKO NepBble ABa yCTPoicTBa. YToObl NPOCMOTPETL BECh
nepeyeHb ycTpoiicTB WLC, Ha KOTOPbIX HACTPOEHA SIoKaLUs, KITMKHUTE Ha UKOHKY

MepcoHanbHas cTpaHULa SIoKauum

MepcoHanbHas CTpaHULLa NoKauuy OTKPbIBAETCS MPU K/IMKE MO CTPOKE C ee Ha3BaHWEM B Tab/IMLE STOKALMIA.

Wireles:

YeTpoiicTea

s

MOHUTOPUHT ~

Touku gocTtyna © HoMep xocTa
HoBble TOuKKn AocTyna

KnueuTbl

< BepHyTbes K TaGnuue Nokauus default-location

Touku goctyna
e = OQ e Q o

Knunents!

TNokayumn

g . Cepittbiit Wma Bpema Mocneanan Konnyectso KnmenTsl 2.4/5
O MAC-anpec IP-appec Mogens Bepousflo  FETT, Craryc My

wLe
aKTHBHOCTb KNMEHTOB

2.7.0 build 1 e, B 2025-02-13

D 68:13:€2:c3:92:d0 192.168.22.228 WEP-30L WP52006065 new-Ap 796 2:03:48 pabore  1005:00

0 100.110.0.221_WLC-30

D 2.6.4 build 16 aHeit, B 2025-02-07

cc:9d:a2:e8:6c:e0 100.111.85.200 WEP-2L  WP23017358 WEP-2L 29 718:26 pabote  14:10:00 1 1/0 100.110.1.134_WLC-15

CsoaHas nHpopmauma OnemenTos Ha cTpakuue 10 - 1-2u32

Ha cTpaHuue npeacTaBeHsbi:
1.

2.
3.
4

HaseaHve nokauuu;

KHonka Bo3Bparta K Tabnuie fokaLuii;

MEeHI0 NepcoHasIbHOI CTPaHULLbl oKauuy;

KOHTEHT akTUBHOIO pasfena MeHo NePCoHasIbHON CTpaHULbl IoKaLyn.
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Touku goctyna
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B pasgene otobpaxaeTcsa CNMCOK 3aperncTpUpoBaHHbIX TOYEK AOCTYNa, HAXOAALWMXCA B IOKaL MK,
HaCTPOEHHOI Ha 0gHOM MK Heckonbkunx yctpoicteax WLC. B konoHke "WLC" ykasaHo, K KaKoOMy UMEHHO

ycTpoiictey WLC nogkntoyeHa Touka goctyna.

YcTporncTea
Wireless ~
MoHuTOpUHI ~

TNokayun

Touku poctyna

HoBble ToukM gocTyna

KnueHTbI

CesopaHas nHpopmauma

< BepHyTben k Tabnuue

Touku focTyna

KnunenTbi

EWEE A

[0 wmAC-agpec 1P-anpec
0)

68:13:2:35:3:20 100.111.75.131 WEP-30L

D 68:13:2:c3:92:d0 192.168.22.228 WEP-30L
[J cc9d:aze8:6ce0 100.111.85.200 WEP-2L

Jokauusa default-location

Cepibii Wan Bepunmio BPEN Crome
Homep xocra pacoTs!

WP52000338  WEP30L  S50PUId 24 Anen. sa(mm
WP52006065  new-Ap 5;3760 build ;:’;;ggg samre
WP23017358  WEP-2L gf"‘ build ;:653:”2?' Eas(m

Nocnepusas
aKTHBHOCTD

Konuyectso
KIMEHTOB

2025-02-13

17:06:00 !

2025-02-13

10:05:00 0

2025-02-07

14:10:00 1

BnemenTos Ha cTpanvue 10

(]
FF!:EHTMZ“/S wie
1/0 100.110.1.130_WLC-30
100.110.0.221_WLC-30
1/0 100.110.1.134_WLC-15
1-3mns3

WHTepdheiic pasaena aHanornyeH nHTepdpeincy cTpaHuupbl “Toukn goctyna'.

KNneHThbl

B pasgene otobpaxaeTcsi CNMCOK K/TMEHTOB, NOAK/IOYEHHbIX K TOUKaM J0CTYna, HaxXo4awWwmxcs B nokaumn. B
konoHke "WLC" yka3aHo, K Touke gocTyna kakoro yctpoictea WLC nogknto4eH KANEHT.

VSRR & BephyTben k Tabnuue Nokauus default-location
Wireless ~
Toukw gocTyna
W - 2 & Q (2]
MoHuTOpUHI ~
KnueHTbl
Jlokauum Oremoseiisie
Bpews RSSI, SNR, Pexum IEEE Kauectso
Toukw pocTyna MAC-agpec [P-appec ssib pasoTh abm S 802.11 coepuenna nonk30BaTens Aomen  WLC Touka gocryna
y a9 default- 3 pHei, Py 15 cc-9d-a2-e8-6c-
HoBble TouKK 4OCTyNa 08:ec:a9:2d:82:81 100.111.86.200 ssid-15 230:55 35-28 1312 n 40 100.110.1.134 WLC-15 cc:9d:a2:e8:6c:e0
KnueHTb! cc:a2:23:33:8c:4b 100.111.76.131 defaultssid ~ 2:57:44 21-11 3232 n 100 name’ default  100.110.1.130 WLC-30 68:13:€2:35:c3:20
CeogHan UHGoPMaLs InemenTos Ha cTpanmue 10 - 1-2u32
~ ~ n n
ViHTepdheiic paszgena aHanornyeH nHrepgency crpaHuubl "KiveHTtsb!".
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3.5.2.2.1.2 Touku goctyna

B pasgene otobpaxaetcsa Tabnmua ¢ Hopmaumeli 0 3aperMcTpMpoBaHHbIX TOUKax AOCTyna Ha yCTPoMCcTBax
WLC KOHKpPETHOW cucTemMHoi rpynnol. B Tabnuuye kopHesol rpynnsl ECCM 6yayT npeacTaB/ieHbl TOUKM
pocTtyna co Bcex yctponctB WLC, no6aBneHHbIX B CUCTEMY.

A VHdopmauus o Toukax AocTyna cobmpaeTcs C yCTPOMCTB Mo npoTokony SNMP.
B cnyuae otcytctBus goctyna go yctpoiictea WLC no npotokony SNMP B Tabnuvue He 6yayT
0TO6paXKaTbCA TOUKN A0CTYNa Takoro yCTpPoucTBa.
B cnyuae notepu goctyna go yctporictea WLC no npotokony SNMP Bcem Toukam gocTyna,
06HapY>XeHHbIM paHee Ha YCTpOoICTBe, OyAeT NPUCBOEH cTaTyc "YTepsHa'.

© VHdopmauus o Toukax gocTyna cobupaeTcs U 0GHOBASETCS COrnacHo "VIHTepBany o6HapyXeHus".
NHdhopmaums o Toukax AocTyna co ctaTycoMm "YTepsiHa" yaansercs U3 6asbl AaHHbIX CUCTEMbI
cornacHo "VIHTepBany XpaHeHus yTePSIHHbIX CYLLHOCTEN".
BKIOUMTb UK BbIK/THOYMTE O6HAPYXEHME TOUEK A0CTYNa, & Takke HaCTPOUTb MHTEPBAIbI
06HapYXXeHNs1 N XpaHeHNs NHGOPMAaLMKN O ToUKax AOCTYNa KOHKPETHOIO YCTPOMCTBA MOXHO BO
Bknaake "lMapameTpbl’ — "MOHUTOPUHT" — KapTouka "/IHTepBanibl 06HapyXeHust n XxpaHeHuss SNMP-
CyLLHOCTER".
HacTpoiika o6Lmnx napaMeTpoB MOHUTOPUHIA TOYEK AocTyna ansa scex ycrponcts WLC
OCYLLIECTBNAETCS Ha cTpaHuue "HacTtpoinkn" — "MonutopuHr" — "Mapametpbl” — "MOHUTOPUHT
YCTPONCTB" — KapTouka "VIHTepBasibl 06HapYyXeHnsa n xpaHeHnss SNMP-cyuiHocTeli".

EccmE. E.

P ECCM HoBocu6upck i
e Cetb et i P » Wireless » Monutopunr » Touku gocTyna Srefnh

u= .
L] . &  Yerpoiictea ==
8- |+t /7D 8 i F Q8 2 2 Q (]
- Wireless &
Q v Acvsnsie JERGSCHINEN
o MoHuTOpHHT ~ —_— . -
v 88 ecem P MAC-aapec P-agpec Mogen,  CePMiHaii s Beponal0  Bpewmpaborss  Cramye  OCMCAMR Knnesrel 245 nocauns wie
= womep  xocra  DePOwAllO o BpemApaborr  CTane  gpypuocny My
® &= Kasatb ©
Jlokauum .
7™ cuonpo [ 6813e2c392d0 19216822228 WEP30L WP52006065  new-Ap 2o 1 puei, 30518 B 2025-02-1310:05:00 0 default 100.110.0.221_WLC-30
= & Kemeposo 796 pabote location
T I Touku octyna 16 e, default-
LN & 100.110.1.128_ME5200 [ ccoda2eséeed 10011185200 WEP2L ~ WP23017358  WEP2L  2.64build29 o e Gore  202502:071410:00 1 1/0 location 100.110.1.134 WLC-15
& Hosokyaneux P location
HoBbie Touku gocTyna 5
o © 192.168.0.1_ESR10 [0 e0:d9:e3:4f:2d:40 192.168.22.227 WEP-2ac WP19005136 WEP-2ac  1.253build6 6:06:25 pagore  2025021310:0500 0 zubkova 100.110.0.221_WLC-30
@ 192.168.0.2_ESR-10
8 Kavertel 1.14.1 build 8
| 8B Hosocubupck [ ecble0:21:36:60 192.168.22.225 WEP-3ax WP42015192  WEP-3ax 6:04:26 paore 2025021300600 0 zubkova 100.110.0.221_WLC-30
5] 7 & 2onynmua Croonten|  coonian wugopmauns
{— @ 100.110.1.121_MES: 10 v 4w
a @ 100.110.1.122_ESR-
& 100.110.1.123_SMG
®
© 100.110.1.124_MES:
I B 100.110.1.125_MEs:
f— @ 100.110.1.127_MES!
Ee3 f— @ 100.110.1.129_MES:
f— &3 100.110.1.131_TAU-
{— B 100.110.1.132_MES!
@ 100.110.1.133_WLC-
@ 100.110.1.134_WLC-
Ly B oxpyxwan

L @ 100110.0221.WLe-
v & vpan
@ 5555 MES3510P_DC

Ly B3 ipfabric

» <« CBepHyTb naHenb

B paspgene focTynHbl:

1. KHonku domnbTpaumm, 06HOBMEHMS, HACTPOKN OTOBPaXKaeMbIX KOSTOHOK TabnnLpbl 1 BbIrPy3KX TabNuLbl B
CSV-gaiin;

KHonka pasperncrpauum To4KM A4OCTyna;

Mone noucka TOYKM JOCTyna B Tabnmue 1 KHonka A1s1 OTKPbITUSE KPaTKOro pyKOBOACTBA MO MOMUCKY;
KHonkn 6bicTpoit onnbTpauum Touek AocTyna no ctartycy (AKTUBHbIE/YTepsiHHbIE);

Tabnuua ¢ nHdpopmaumeii 0 Toukax gocTyna.

o
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Tabnumua cocTouT 13 cneayoLmx nosneii:

MAC-agpec — MAC-agpec TOUkM 40CTyna,;

IP-agpec — IP-agpec Toukn [ocTyna,;

Mogenb — MoAe b TOYKN A0CTyNa;

CepuiitHblii HOMep — cepuiiHbIli HOMEpP TOYKM AOCTYNa;

Nmsa xocTta — hostname Touku gocTyna;

Bepcus NO — Bepcua nporpamMHOro o6ecrneyvyeHns To4kn foCTyna;

Bpems paboTbl — BpeMs paboTbl TOUKM AOCTYMNa C MOMEHTa NoC/IefHEro BKIIOYEHUS UV nepesarpysku;
Cratyc — cocTosiHMe paboTbl TOUKM AOCTyna. Takke MOXeT 0TobpaxaTbCA CUCTEMHbIN CTaTyC —
"YTepsaHa';

MocneaHasa akTMBHOCTb — BpeMs, B koTopoe WLC HacTpavBasl TOUKY JOCTyrna B NOCNeAHUI pas.
OT1obpaxaeTcs B HacoBOM nosice, HactpoeHHoM Ha WLC;

KonnyecTtBo K/IMEHTOB — KO/IMYECTBO aKTVBHbIX K/IMEHTOB, MOAK/IHOUYEHHbIX K TOUKE AOCTYNa,;
KnneHTbl 2.4/5 'L, — KOMMYECTBO aKTUBHbIX K/TMEHTOB, NOAKMIOYEHHbIX K TOUKe A0CTyNna, C
pacnpegeneHuem no AvanasoHam;

JNlokauma — Ha3BaHMe nokauun, K KOTOPOoil OTHOCUTCA Tovka aoctyna Ha WLC;

WLC — cuctemHoe HasBaHue yctpoictea WLC, k KOTOpOMY NOAK/NHOYEHa TOYKa A0oCTyna.

[pynnoBasa pa3sperncrpalma Touek gocryna

UYTo6bl pasperncTpmpoBartb Of4HY U1 HECKO/IbKO TOYEK AOCTYNa, C MOMOLLbI0 doaroB BbibepuTe B Tabnuue
TOYKM AOCTyNa U HXXMUTE KHOMKY "Pa3pernctpuposars”.

Ha pvcyHke HUXe npuBeAeH Npumep:

Pcrponcrea = O 0 * Q2 Paspeructpuposats Q (2]
-
MonuTopuHr ~ CepHitHiit Mva Bpems Nocneasn KonmviecTso KneHTel 2.4/5
MAC-ampec & IP-agpec Mogens Bepous 110 Crarye 45 Nowauns wie
= Homep xocTa patosi aKTUBHOGT KweHToB My
JNokaunn . oy
cch1e0:21:3660 192.16822.225 WEP3ax WP42015102  WEP3ax 1% ™19 60036 B patore 200 0213 0 2ubkova 100.110.0.221 WiC-30
Touku focTtyna g
€0:d9:e3:4f-2d:40 10216822227 WEP-2ac WP10005136  WEP-2ac ;‘25‘3 build ¢.11.37 B padore fg%ss%%m 0 zubkova 100.110.0.221_WLC-30
HoBble TO4kK gocTyna . o 0o
[0 cc9dazes6eed 100.111.85200 WEP2L ~ WP23017358  WEP-2L i;A build ;f’z‘;'fa”' B pabore 32323}%07 1 170 default-location  100.110.1.134 WLC-15
KnueHTbl e -~ .
[J alb2c3:d4esf3 10203013  WEP2ac WP23097003 WEP-2ac  2.6.6build3 1:0530 Mpumeneiue 20241023 0 emuboustom- 43, 54 5 13 wic-30
KOHOMrypaumm 17:05:00 location
CesopaHas nHpopmauma oY
[J alb2c3ddesf2 10203012  WOP2L WP23097002 WOP-2L  2.57build3 0:47:10 Ouwbka coeprenn 20241023 0 emul-default: 175 54013 wic-30
18:05:00 location
[ alb2c3daesfl 10203011  WEP2L WP23097001 WEP-2L  256build3 0:28:50 B pasore 20241023 1 140 emubdefaull: 45, 54013 WLC-30
16:05:00 location
o, g . 270build 1 aed, 20250213 ’ §
[ 6813e2c392d0 19216822228 WEP30L WPS2006065 newAp 2o 1 e B pacore e 0 default-location  100.110.0.221_WLC-30
o . . g 260builld 24 e, 20250213
[0 6813e2:35c320 10011175131 WEP-30L WP52000338  WEP30L oo B B patore e 1 1/0 default-location ~ 100.110.1.130_WLC-30

InemenTos Ha cTpanmye 10 v 1-8us8

Mocne nponsBeeHHbIX AeNCTBUI AN Kaxaoro n3 yctpoincts WLC, Ha KOTOpbIX 6bl/1v 3aperncTpupoBaHbl
[laHHble ToYkun focTyna, 6yaeT co3gaHa 3ajada Ha pasperncTpaLmio BbiIopaHHbIX YCTPOWCTB.

3a pe3ynsTaToM BbINOHEHUS 3a[a4y Ha pa3perucTpaymio ToHeK 40CTyna MOXHO CNeanTb Ha
CTpaHuue "3agaun’.
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Pasperncrpaumsa Touek A0CTyna, HaxoAsaLWMXCsl B cTatyce "YTepsHa', HeBO3MOXHa.

MepcoHanbHaa cTpaHULa TOYKU AocTyna

ECCM.PykoBogcTBO nosb3osarens.CeTb

MepcoHanbHas cTpaHuULLa TOUKM AOCTyna OTKPbIBAETCA Npu Knnke no ctpoke ¢ ee MAC-agpecom B Tabnuue

ToYek JocTyna.

YcTpoiicTBa

Wireless ~
WHdopmauna
06was nHpopmauus
MOHUTOPUHI ~
KnueHTbl
Cratyc B pa6ote
Joxam BUpTYyasbHble TOUKN
Aoctyna MAC-agpec 68:13:22:c3:92:d0
Touku gocTtyna
CobbiTus
IP-agpec 192.168.22.223
HoBble TOuKKn Aoctyna

Wmsa xocTa new-Ap
KnueHTb

CepmitHblit Homep WP52006065
CeoaHas nHdopmaumna

Mopens WEP-30L

Bepcua Mo 2.6.2 build 58

Bpemsa paboTbl 21:38:19

MocnepHAR aKTMBHOCTb 2025-02-26 10:22:00

Konuuectso knnexTos 1

wLC 100.110.0.221_WLC-30

Nokaumsa default-location

£ Beprytbes k Tabnuye Touka pgocTyna 68:13:€2:c3:92:d0

PapuounHTepdeiicbl

MAC-agpec

Cratye

Kawnan

YacToTa, My

LWnpuna kauana, MIny

MowHocTs, ABM

YTunusauus kauana, %

CpeHAs yTUIM3aLMA KaHana, % @

MakcumanbHas yTunnsauns Kawana, % @

<2 Paspeructpuposars

WLAN O

68:13:2:c3:92:d0

BknioueH

1

2412

20

89

89

89

WLAN 1

68:13:2:c3:92:d8

BknioueH

56

5280

20

Ha cTpaHuue npeacTaB/ieHbl:

1. MAC-agpec TOUYKM AOCTYyna, CTPaHULLIA KOTOPOIi OTKPbITa;
2. KHonka Bo3Bparta K Tabnuue Touek AocTyna;

3. KHonka paspervcrpauymmn ToUK1 AoCTyna — Npu HaxaTuy Ha KHoMkKy "Paspernctpvposartb” ans

ycTpoiictBa WLC, K KOTOpOMY NOAK/IHOYEHA TouKa AOCTYNa, 6yAeT co3gaHa 3ajada Ha paspermcTpaumio
TOYKW. 3a Pe3y/LTaTOM BbINOSIHEHUS 33/1a4l MOXHO C/leUThb Ha CTpaHule "3aza4yn’. Pasperncrpaums

TOYKW AOCTyNa, HaxoAsLelics B cTatyce "YTepsiHa", HEBO3MOXHa;

4. MeHto NepcoHasIbHOl CTpaHULbl TOUKM AOCTYNa;
5

KOHTEHT akTMBHOrO pasnena MeHKo ﬂepCOHaﬂbHOﬁ CTpaHuubl TOYKM gOCTyna.

VHdopmauns

B AaHHOM pasgenie oTo6paxatoTcsi AaHHble TOUYKM JoCcTyna:

1. KapTouka c 06Leit iHdhopMaL e o Touke A0CTyna;

2. KapTouka c nHcpopmaumeli o pagnonHtepgelicax Toukm goctyna. CoctaB napamMeTpoB KapTOUKN MOXET

MEHATLCA B 3aBUCUMOCTU OT TUNa TOYKM gocTtyna.

KnneHTbl

B pasaene 0To6pa>KaeTc9| CMNCOK aKTUBHbIX KNNEHTOB, NOAK/MHYEHHBLIX K TOYKE A0CTYynNa B TeKyLLI|I/II7I MOMEHT, U
OTK/TOHEHHbIX K/TMEHTOB — K/IMEHTOB, KOTOPLIE paHee 6b1In NOAKNHYEHbI K ,ﬂlaHHOIZ TO4YKe Aoctyna n He
noaKNxyasinCb 60/bLLIE HU K KaKoW ,Cl,perI\/'I TOYKe, N3BECTHOW cUCTEME ynpasneHns.

MpW NEPEKTHYEHNN KNIMEHTA OT OZHOM TOYKM AOCTyna K ApYroii MHghopMaLums 0 HeM NeEPEHOCUTCS 3 TabNULbl

"KnueHTbl" npeablayLieli TOYkM B Tabsmuy HOBOWA.

72




ECCM.PykoBogcTBO nosb3osarens.CeTb

Miponci=a < BepHyTuea k Tabnuue Touka aocTyna 68:13:e2:c3:92:d0 2 PasperucTpuposary
Wireless ~
WHdopmauus
FO® Q °
MoHUTOPUHI ~
KnueHTblI

Jokayuun

BHPTYa/lbHbIE TOYKM
Aoctyna

MAC-appec IP-agpec ssip Bpems paGoTbl RSSI, gbM SNR, aB Pexum IEEE 802.11 KavecTBo coepnHenmna Wma nonesosarens Aomer wLe Nlokaums
Toukm gocTtyna
CoBbITua
. | 33 . locati
HoBble TouKM 4oCTyNa aadO:ce:dalaf0 192.168.2.3 !Test_ SSID 0:08:14 33-44 3939 ax 100 natasha default 100.110.0.221_WLC-30 default-location
3nemenTos Ha cTpaiLe 10 - 1-1us1

KnueHTbI

CeoaHas uHdopMaLma

ViHTepdoeiic pa3aena aHaniormyeH nHTepdency ctpannupl "KnveHtsl".

BupTtyanbHble TOYKM JOCTyna

B pa3gene oTobpaxaeTcsi MHGOpMaLMs O BK/TOYEHHbIX HA TOUKe [0CTyna BUPTYaslbHbIX TOUKax AoCTyna
(VAP). ins Touek AocTyna, HaxoAsLwmxcesa B ctatyce "YTepsaHa', cnucok VAP 6yaet nycT.

© oyHKUMOHAN MOHUTOPKHTA "BUPTYasibHbIX TOUEK AOCTyna" AOCTYNeH Ans koHTponnepos WLC ¢
Bepcueii MO 1.30.2 build 1 1 HoBee.

YetpoiicTea
p < BepryTsen K Tabnuue Touka pocTtyna 68:13:€2:¢3:92:d0 <2 Pasperncrpposars
Wireless ~
WHdopmauna
Fon 2t Q (]
MOHUTOPUHI ~
KnueHTbl
SSID Wnrepeeirc Pexum GesonacHocTn MAC-aapec VAP KonnuecTeo knuentos VAP ID
Jloxam BUpTYaNibHbIE TOUKM
AocTyna
Toukmn poctyna ITest_SSID wlan0-va0 WPA2/WPA3 Enterprise 68:13:¢2:c3:92:d1 0 0
CoBbiTust
HoBble TO4KM AocTyna NEW wlan0-val BbikntoyeH 68:13:22:c3:92:d2 0 1
KnueHTbl ITest_SSID wlan1-va0 WPA2/WPA3 Enterprise 68:13:¢2:c3:92:d9 1 0
CBoaHas uHpopmaLns 3nemenros na cTpanmue 10 - 1-3n33

B pasgene A0CTYMHbI:

1. KHomku dounsTpaumm, 06HOBNEHUS], HACTPOIKM 0TOBPaXaeMblX KOMTIOHOK Tab/uLbl U BbIrPy3Kn TabnuLbl B
CSV-thaiin;

2. Mone noncka ToYek AoCTyna B TabAuue 1 KHoMKa [A/1s1 OTKPbITUSI KPaTKOro pykoBOACTBA MO MOMUCKY;

3. Tabnuua c nHchopmaumelt 0 BUPTyasibHbIX TOUKaxX AOCTyna.

73



Tabnumua cocTouT 13 cneayoLmx nosneii:

+ SSID — Ha3BaHVe 6ecnpoBOAHON ceTy;
* WHTepdheiic — nHtepdelic, Ha KOTOPOM HacTpoeHa 6ecnpoBogHas CETb;
* Pexxvm 6e30nacHOCTU — TUM WMAPOBaHUA AaHHbIX, UCNOMb3YyeMblli HA BUPTYasibHOM TOUKe A0CTYNa;
+ MAC-agpec VAP — MAC-azpec BUPTYyaslbHOI TOYKM JOCTYNa;
* KonnyecTtBo KIMEHTOB — YMC/O K/IMEHTOB, NOAK/OYEHHbIX K BUPTYasIbHOM TOUKE AOCTYNa;
+ VAP ID — nopsifiKoBbIiAi HOMEP BUPTYaslbHOM TOYKM AOCTyna. Ha Kkaxaol Touke goctyna Hymepaums VAP

BegeTca ¢ 0 Ans Kaxaoro paguonHtepdeiica. Mo ymonyaHuio KosloHKa CKpbiTa. HacTpouTs ee

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

oTOBpaxXeHne MOXHO Yepes KHOMKy "OTobGpaaemMble KONTOHKN".

Cobblitus

B pasgene oto6paxaetcsi cnnucok Wireless-cobbITuiA, KOTopble MPOUCXOANIM C TOUKOW AOCTyNa 3a Bpemsi ee

nogkaoyeHmsa Kk WLC.

A Co6bITUA hOPMMPYIOTCS CUCTEMOV YNpaBieHns Ha 0cHoBe Syslog-COoOBLLEHUI, MOTYYEHHbIX OT

ycTpoiictea WLC.

[ns nonyyexusa cobbiTnii TNna "Wireless" Heobxoaumo:
* HacTpouTb npuemHuk noros B ECCM (cm. pasgen "[octyn");

+ HacTtpouTb Ha WLC oTnpasky noros Ha ECCM,;

* BKMOUNTL HA WLC B pexume debug oTnpaBky coo6LIEHWNIA CO CrieayoLyMM MHEMOHMKAMM:

wlc-15# debug
wlc-15(debug)# debug wlc events
wlc-15(debug)# debug wlc journal
wlc-15(debug)# exit

HoBble Touku aoctyna

Knuentbl

CsopHas uHdopmauma

YetpoiicTea £ BepHyTben K Tabnuue
Wireless ~
Uudopmaums
MOHUTOPUHT ~
KnueHTb!
Tlokauum BupTyanbHble TOYKH
pocTyna
Touku poctyna
CobbiTus

E=I - 2 4
[lara cospanus
2025-02-17 13:35:04
2025-02-17 13:35:04
2025-02-17 13:35:01

2025-02-17 13:35:01

2025-02-17 13:11:22

2025-02-17 13:06:23

2025-02-17 12:58:32

2025-02-17 12:57:44

2025-02-17 12:57:20

2025-02-17 12:56:52

Touka pocTtyna 68:13:2:35:¢3:20

Tun

Touka AOCTyNa U3MeHMNa cTaTyc

Touka AOCTYNa MaMeHMna CTaTyC

Touka A0CTyNa U3MeHuna cTatyc

Touka pocTyna uaMeHuna cratyc

KnuenT aBTopusosaH Ha RADIUS

KNMeHT aeasTopH3osaH TouKoft AocTyna

Knuent aBTopusosaH Ha RADIUS

KnueHT aeasTopn3oBaH TOYKOM AoCTyna

KnueHt aBTopusosaH Ha RADIUS

KnueHT geaBTop13oBaH TOUKO# A0CTyna

Coobuienme

2482: %WLC-D-JOURNAL: DMGR:[68:13:2:35:¢3:20]:AP
STATE:: mac: 68:13:e2:35:¢3:20, state: Upgrading FW

2481: %WLC-D-JOURNAL: DMGR:[68:13:2:35:¢3:20]:AP
STATE:: mac: 68:13:2:35:¢3:20, state: Registering

2476: %WLC-D-JOURNAL: DMGR:[68:13:2:35:¢3:20]:AP
STATE:: mac: 68:13:e2:35:¢3:20, state: Failed, desc: FAILED
on GET_AP_MONITORING

2475: %WLC-D-JOURNAL: DMGR:[68:13:2:35:¢3:20]:AP
STATE:: mac: 68:13:e2:35:c3:20, state: Reconnecting

2437: %WLC-D-JOURNAL: DMGR:
[68:13:€2:35:¢3:20]:CLIENT CONNECTED (success_8021x)
mac: cc:a2:23:33:8c:4b, ssid: default-ssid, rssi: -5,
username: name1, domain: default, ap-location: default-
location

2436: %WLC-D-JOURNAL: DMGR:
[68:13:02:35:c3:20]:CLIENT DISCONNECTED
(send_deauth): mac: cc:a2:23:33:8¢:4b, ap_location
default-location, ssid: default-ssid, reason: 67, cause: STA
was forced deauthenticated

2435: %WLC-D-JOURNAL: DMGR:
[68:13:e2:35:c3:20]:CLIENT CONNECTED (success_8021x)
mac: cc:a2:23:33:8¢:4b, ssid: default-ssid, rssi: -5,
username: name1, domain: default, ap-location: default-
location

2434: %WLC-D-JOURNAL: DMGR:
[68:13:e2:35:c3:20]:CLIENT DISCONNECTED
(send_deauth): mac: cc:a2:23:33:8¢:4b, ap_location
default-location, ssid: default-ssid, reason: 67, cause: STA
was forced deauthenticated

2433: %WLC-D-JOURNAL: DMGR:
[68:13:¢2:35:¢3:20):CLIENT CONNECTED (success_8021x):
mac: cc:a2:23:33:8¢:4b, ssid: default-ssid, rssi: -5,
username: name1, domain: default, ap-location: default-
location

2432: %WLC-D-JOURNAL: DMGR:
[68:13:e2:35:c3:20]:CLIENT DISCONNECTED
(send_deauth): mac: cc:a2:23:33:8¢:4b, ap_location
default-location, ssid: default-ssid, reason: 67, cause: STA
was forced deauthenticated

MAC-anpec knuenTa

cc:a2:23:33:8c:4b

cc:a2:23:33:8c:4b

cc:a2:23:33:8c:4b

cc:a2:23:33:8c:4b

cc:a2:23:33:8c:4b

cc:a2:23:33:8c:4b

Snemeston ua crpasue 10

0 ® Tekywuit feHb

Q2 Paspeructpuposars

Ums nons3osatens

namel

namel

namel

1-10us 1

Qva

IP-appec WLC

100.110.1.130

100.110.1.130

100.110.1.130

100.110.1.130

100.110.1.130

100.110.1.130

100.110.1.130

100.110.1.130

100.110.1.130

VHTepdoeiic pasaena aHanornyeH nHtepdiency cTpaHulbl

"CobbiTna" — "Wireless".
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3.5.2.2.1.3 HoBble To4kM goctyna

B pasgene oTobpaxaeTcsi Tabnmua ¢ MHopmaumein 0 Toukax AoCTyna, KOTopble 0XMAAKT UM HaxoasTCs B
npouecce peructpaummn Ha yctpoiictBax WLC KOHKpeTHOl cucTeMHoli rpynnbl. B Tabnuie KopHeBoii rpynnbi
ECCM 6yayT npeacTaBneHbl He3aperncTpupoBaHHbIe TOUKM AocTyna co Beex ycTpolicTB WLC, 106aBNeHHbIX B
cUcTemy.

WNHdhopmaumst o Toukax gocTtyna cobmpaeTtcsi ¢ yCTpOKCTB no npotokony SNMP.
B cnyuae otcytcTBus nnm notepu goctyna go ycrpoiictea WLC no npotokony SNMP
He3aperncTpMpoBaHHHbIE TOYKM AOCTYMNa YCTPONCTBA He ByayT oTobpaxaTbesi B Tabnuue.

YcTpoitcTea = O * 4+ Q o
Wireless ~
MAC-agpec 1P-appec Mogens Cepuiinbiit Homep Bepcua 10 Annapatuas sepcua Crarye wie
MoHUTOpUHI ~
D al:b2:c3:d4:e5:f4 10.20.30.14 WEP-3ax WP42004166 1.14.0 build 20 a1 Peructpaums 172.24.0.13_WLC-30
Jokayun
D e0:d9:e3:4f:2d:40 192.168.22.227 WEP-2ac WP19005136 1.253.6 3v4 OxnpaaeT aBTOPU3ALNK 100.110.0.221_WLC-30

Tou4km gocTyna

D ec:b1:e0:21:36:60 192.168.22.225 WEP-3ax WP42015192 1.14.1 build 10 41 Oxupaer pU3aLmn 100.110.0.221_WLC-30

HoBble TOUKM focTyna

SneMeHToB Ha cTpaHHue 10 - 1-3m33
KnueHTbl

CBopaHas uHhopmauma

B pa3sgene gocTynHbl:

1. KHomkun counstpauum, 06HOB/IEHUS, HACTPONKN OTOOPaXaeMblX KOSTIOHOK Tab/mLbl U BbIrPy3ku Tabnuubl B
CSV-tphaiin;

2. KHonka perucrpaumm ToYKM JoCTyna;

3. Mone novcka To4ek JoCTyna B Tabnumue 1 KHoMkKa A5 OTKPbITUS KPaTKOro pyKOBOACTBA MO MOUCKY;

4. Tabnuua c HopmMauueri o HezaperncTpMpoBaHHbIX TOUKax AoCTyna.

Tabnuua cocTouT N3 CNeayoLmx nonei:

* MAC-agpec — MAC-agpec To4k/ JOCTyna,;

+ IP-agpec — IP-agpec Toukm gocTyna;

* Mogenb — mMofesib TOUKM 4OCTYna,

+ CepuiiHbIii HOMEp — CEePUiAHbIA HOMep TOYKM JOCTYNa;

+ Bepcus MO — Bepcus nporpamMHOro o6ecnevyeHns To4kn JocTyna;

+ AnnapartHas Bepcua — HW-Bepcus annapaTHOro o6ecneyeHunst yCTponcTaa,

+ Cratyc — cocTosiHue paboTbl TOUKM JOCTYNa;

+ WLC — cuctemHoe HasBaHue yctpoiictBa WLC, K KOTOpOMY NOAK/IOYEHA ToYKa AocTyna.

[pynnoBasd perncrpaunsa To4ek gocryna

UTo6bl 3apernctpupoBaTb O4HY WM HECKO/IbKO TOYEK JOCTYNa, BblbepuTe NX C MOMOLLbI0 dhiaroB B Tabnuue un
HaXXxMuTe KHOrMKy "3apeructpuposartb”.

Ha pricyHke HUXe nprBeAeH npumep:

YetpoiicTaa = O & 2 QSaperMchwpoBaTi Q o

Wireless ~

-] MAC-agpec IP-agpec Mogens CepuiiHbiit HoMep Bepcus M0 Annapatuas Bepcua Crarye wLe
MOHUTOPUHT ~

al:ib2:c3:d4:e5:f4 10.20.30.14 WEP-3ax WP42004166 1.14.0 build 20 4v1 Peructpaums 172.24.0.13_WLC-30
Jokayun

e0:d9:e3:4f:2d:40 192.168.22.227 WEP-2ac WP19005136 1.253.6 3v4 Oxupaaer puUsaLun 100.110.0.221_WLC-30

Touku poctyna
D ec:b1:e0:21:36:60 192.168.22.225 WEP-3ax WP42015192 1.14.1 build 10 41 OxunpaaeT aBTOPU3aLIMK 100.110.0.221_WLC-30

HoBble TO4KM gocTyna

3nemenTos Ha cTparue 10 - 1-3m33
KnuenTsl

CsoaHan nHhopmaumna
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Mocne npousBeAeHHbIX AEACTBUIA ANst Kaxkaoro 13 yctpoiicte WLC, K KOTOPbIM NOAK/OYEHDI
HesaperncTpMpoBaHHbIE TOUKM AOCTYNa, ByAeT co3gaHa 3ajada Ha PerncTpaumio BbiGpaHHbIX YCTPOACTB.

3a pe3ynsbTaToM BbINO/IHEHUA 3a[a4 Ha perncTpaumio Touyek AoCTyna MOXHO CNeanTb Ha cTpaHuue
"3agaun’.

3.5.2.2.1.4 KnueHTshl

B pasgene oTo6paxaeTcsi Tabnmua ¢ nHopmaumeli 0 6ecnpoBOAHbIX KNMEHTaX, NOAKMOUYEHHbIX K TOUKaM
[0CTYNa, 3aperncTpupoBaHHbIM Ha ycTpolictBax WLC KOHKpETHOl cucTeMHoii rpynnbl. B Tabnuue KopHeBoi
rpynnbl ECCM 6yayT npeacTaBneHbl KNMeHTbI Touek AocTyna co Beex ycTpolicTB WLC, 106aBNeHHbIX B
cUCTEMY.

NHdhopmaumst o KNnneHTax Tovek AocTyna cobmpaeTcs ¢ YCTPOMCTB no npoTtokony SNMP.

B cnyuae otcytcTBusa goctyna go yctpoiictea WLC no npotokony SNMP kniMeHTbl To4ek goctyna
TaKoro ycTpoicTea He ByayT oTobpaxaTbcsi B Tabnuue.

B cnyuae notepu goctyna go ycrporictea WLC no npotokony SNMP, Bcem kKnneHTam Tovek A0CTyna,
06HapY>XeHHbIM paHee Ha YCTPOICTBe, OyAeT NpucBoeH cTaTyc "OTK/oYeH".

NHhbopmauums o knMeHTax ToYek gocTyna cobmpaeTcs u 06HOBASIETCS cornacHo "ViHTepsany
06HapyXeHus".

NHdopmaums o knumeHTax co ctatycom "OTkNYeH" ygansietcs u3 6a3bl AaHHbIX CUCTEMbI COr/TacHO
"IHTepBasy XpaHeHus1 yTepsaHHbIX CyLLHOCTeR".

BKIOUMTB UK BbIKIHOUNTE O6HAPYXEHME KIMEHTOB TOUEK A0CTYNa, a TakKe HaCTPOUTb MHTEpPBasIbI
0GHapYXeHNs N XpaHeHUs NHpopMaLMK O KNMeHTax KOHKpeTHoro yctpoinctea WLC MOXHO BO BK/aike
"MapameTpbl” - "MOHUTOPUHT" — KapTouka "HTepBasibl 06HApYXeHus n xpaHeHnst SNMP-
CyLLHOCTER".

HacTpoiika o6Lmnx napaMeTpoB MOHUTOPUHIA KIMEHTOB TOYEK AOCTyna Ans Bcex yctpoiictB WLC
OCYLLIECTBNAETCS Ha cTpaHuue "HacTtpoinkn" — "MonutopuHr” — "MapameTpbl” — "MOHUTOPUHT
YCTPONCTB" — KapTouka "VIHTepBasibl 06HapYyXeHnsa n xpaHeHnss SNMP-cyuiHocTeli".

Wireless

YetpoiicTea

MouuTopuHr -~ Bpemn RsSI, SNR,
Noxaun default-

Toukn gocTyna default-

F QD Ot Q (7]

-
+  AKTHBHbIE OTKNIOYEHHbIE

PeumM
\EEE Kauectso Wma

i W
paoTsi aBM i 0211 [ - e — Lomer WnTepdeiic wLC Nokauns Touka pocTyna

MAC-anpec IP-appec Ssip

Thseh 2999 1314 n 66 wlan0-vad  100.110.1,134 wic.1s default-

ssid-15  22:12:52 100.710.1.134, location cc:9d:a2:e8:6¢c:e0

08:ec:a%:2d:82:81 100.111.86.200

328:40 3031 1415 n 100 emul-client wianOva  172.24013 wic-30  emubdefaull ;45 05 446501

99:ec:a9:2d:82:81 100.111.86.200 _ -
ssid location

HoBble Touku goctyna

dnemeHTOB Ha cTpanmue 10 v -2u32

KnuenTs!

CsopHas nHhopmMauma

B pa3sgene gocTynHb:

1.

2.
3.
4.

KHonku dounbTpaLmmn, 06HOBNEHWSA, HACTPOIKN OTOBpaXKaeMbIX KOJTOHOK Tabnuubl U BbIFPY3K/ Tabnvupl B
CSV-tphaiin;

Mone novcka KNneHTa B TabnuLe 1 KHomka A1 OTKPbITUSA KPATKOro pyKOBOACTBA MO MOWUCKY;

KHOMKM GbICTPO hnnbTpaummn KNeHToB no ctatycy (AKTMBHbIe/OTK/TOUEHHbIE);

Tabnuua c nHpopmaymen o KaneHTax.

Tabnuua cocTouT N3 CNeayoLwmx nonei:

MAC-agpec — MAC-agpec KNneHTa,
IP-appec — IP-agpec knveHTa;

76



ECCM.PykoBogcTBO nosb3osarens.CeTb

+ SSID — nmsa ceTu, K KOTOPOI NOAKNOYEH KITUEHT;

* Bpems paboTbl — BpeMsi, B Te4YEeHMe KOTOPOro K/IMEHT NOAK/HYEH K 6eCcnpoBOAHON ceTu;

+ RSSI, sbM — ypoBeHb NPUHMMaEMOro CUrHana;

* SNR, ob — oTHOWeHWe curHaul/wym;

+ Pexum IEEE 802.11 — ctaHgapT 6ecnpoBOAHOI ceTu;

+ KauecTBO coeanHeHnss — napameTp, KOTOpbIil 0TOGpaXkaeT COCTOSHWNE JIMHKA [0 KIMEeHTa, PaCCUUTaHHbIN
Ha OCHOBaHWM KO/IM4YeCcTBa NOBTOPHOW Nepefayn nakeToB, OTNPaB/IEHHbIX KNNEHTY. MakcumasibHoe
3HauyeHne — 100 % (Bce nepedaHHble NakeTbl OTNPABWUINCE C NEPBOIA NOMbITKA), MUHUMa/IbHOE 3HaYEHNE
— 0 % (H1 oAMH NakeT He 6blN YCMNELHO OTNPAaB/EH A0 K/IMEHTA). 3HAYEHME NapaMeTpa paccymTbiBaeTcs
3a nocnegHve 10 cekyHz,

* ImsA nonb3oBartens — UMs Nonb3oBaTtess, ykazaHHoe npv aBTopu3auumm B cetu. B cnyyae personal-
aBTOpM3aLMM UK NPU NOAKIOYEHUN K OTKPbITONM CETU UMS NOJb30BaTeNsi OCTAHETCA NyCTbIM;

+ [loMeH — fOMEH, KOTOPOMY MPUHAANEXUT NOSb30BaTe b;

* NHTepcpeiic — nHTepdeiic ToUkM JOCTyNa, K KOTOPOMY MOAK/OYEH NO/b30BaTesib. 10 ymonyaHuo
KOJTOHKa CKpbITa. HacTponTb ee oTobpaxeHre MOXHO Yepes KHOMNKy "OTobpaxaeMble KOMOHKN" ;

+ WLC — cuctemHoe Ha3BaHue yctpoictea WLC, k ToUuke foCTyna KOTOPOro NOAK/IOYEH K/INEHT,;

+ Jlokaumsa — Ha3BaHue nokauun Ha WLC, Kk KOTOpOI OTHOCUTCS TOUKa AOCTYNa, K KOTOPOW NOAK/IHOYEH
K/INEHT;

+ Touka goctyna — MAC-agpec TOUKM AOCTYNa, K KOTOPOI NOAKMOYEH KIINEHT .

MepcoHanbHas cTpaHMLA K/IMEHTa

MepcoHasibHasi CTpaHuMLa KIMeHTa OTKpbIBAEeTCA Npu Knke No cTpoke ¢ ero MAC-agpecom B Tabnuue
K/TMEHTOB.

YetpoiicTaa ¢ BepHyTen K Tabnuue KnueHt 08:ec:a9:2d:82:81

Wireless ~
WHdopmauns
06uwas nHpopmaLus UHdopMaLus o nogknoueHnn
MoHUTOPUHI ~
CoBbiTua
Craryc Mopknmoyex SSID default-ssid-15
Jokauuun

IP-apec 100.111.86.200 Wutepdeiic wilan0-va0
To4km gocTyna

MAC-agpec 08:ec:a9:2d:82:81 OuanazoH, My 24
HoBble ToukM ocTyna

Uma yetpoiictea android-e4bc6739a38e6820 Pexum [EEE 802.11 n
KnueHTbI

Wma nonbaoeaTena RSSI, pbm -37-23
CeopHas nHdopmaums

ABTOpM30BaH Oa SNR, a6 @ 1214

Tlomen KauecTso coeuHeHus 66

Bpems paboTbl 17:51:.05 06Luyee Ka4ecTBO COEANHEHUA 81

Touxa gocTyna cc:9d:a2:e8:6¢:e0 LLnpuka nonock! nprema, MMy 20

WmaA Toukn goctyna WEP-2L LLinpuHa nonocbi nepefayn, My 20

wLC 100.110.1.134_WLC-15 KaHanbHas ckopocTs npueMa MCS7 NO SGI 65

Jokaumsa default-location KaHanbHas cKOpoCTb Nnepeaayn MCS7 NO SGI 65

CKopocTs nepepauut / npuema, KGut/c 0/0

MepegaHo / NPUHATO, NaKeToB 723732427

Mepepako / npuATo, Gaiit 85669 /1900245

Ha cTtpaHuue npeacraBieHsb:

1. MAC-agpec 6ecrnpoBOAHOIO K/IMEeHTa, CTpaHULa KOTOPOro OTKPbLITa;

2. KHonka Bo3Bparta K Tabnvue K/IMeHTOB;

3. MeHto nepcoHasIbHON CTPaHuLbl KNINEHTa,;

4. KOHTEHT aKTMBHOIO pasfena MeHI0 NepcoHasIbHOM CTpaHuLbl K/TMEHTA.
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VHdopmauns

B paHHOM pa3gene OTOﬁpa)Ka}OTCFl OaHHbIE K/IMeHTa:

1. KapTtouka c o6Lelt HgopmMaumeit 0 6ecnpoBOAHOM K/IMEHTE;
2. KapTouka ¢ MHdpopmaLmein o noakIoueHnn.

Cobblitus

B pasgene otobpaxaetcsi cnnucok Wireless-cobbITuiA, KOTOpbIE MPOUCXOANN C KIIMEHTOM 3a BPEMSI €70
NOAK/MOUEHNS K TOUKaM A0CTYNa, U3BECTHLIM CUCTEME YrpaB/eHus.

Co6bITHA (hopMUPYOTCA CUCTEMOI yNpaB/ieHNss Ha OCHOBE Syslog-CO06LLEHNIA, NOMTYYEHHbIX OT
yctpoictB WLC, K Toukam JOCTyrna KOTOpbIX NoAKIYaeTcs 6eCnpoBOAHON KIINEHT.
[ns nonyyeHusa cobbITUiA HEO6XO0A4NMO:

* HacTpouTb npuemHuk noros B ECCM (cm. pasgen "[octyn");

+ HactpouTb Ha WLC oTtnpaBky noros Ha ECCM,;

+ BKIOUUTL Ha WLC B pexunme debug oTnpaBky coo6LueHnin co cneayowmmm MHEMOHUKaMMU:

wlc-15# debug

wlc-15(debug)# debug wlc events
wlc-15(debug)# debug wlc journal
wlc-15(debug)# exit

YcTpoiicTsa £ BepuyTben K Tabnnue KnueHt aa:d0:ce:4a:1a:f0
Wireless ]
WHpopmayma
EIE - I Q (2] (© Tekywuii pern O 5m v
MOHUTOPUHI ~ —
CobbITua
Jokauun [Mata cospanns Tun Coobluenue VM nonb3oBatens MAC-appec Touky AocTyna IP-agpec WLC
11: %WLC-D-JOURNAL: DMGR![68:13:2:03:92:d0J:CLIENT
Toukm goctyna : : :4ala:
Aocty 2025-02-17 13:22:14 KnveHT aBTopnaosat Ha RADIUS CONNECTED (success_8021): mac: aad0:cerdatarfo, oo 68:13:62:¢3:92:d0 100.110.0.221
ssid: ITest_SSID, rssi: -40, username: natasha, domain:
" default, ap-location: default-location
0BbI€ TOUKM RocTyna 10: %WLC-D-JOURNAL: DMGR:[68:13:2:3:92:d0J:CLIENT
2025-02-17 13:22:12 KNUEHT OTKIIUeH ToUKoit AOCTyNa DISCONNECTED (recv_disassoc): mac: aaidD:ce:da1a:f0, 68:13:02:¢3:92:d0 100.110.0.221
P ap_location: default-location, ssid: ITest_SSID, reason: 8,
cause: Disassoc at STA leave BSS
CopHas nHdopmaums OnemenTos Ha cTpaknue 10 - 1-2u32

VHTepdoeiic pasgena aHanornyeH nHtepdieincy ctpanuupbl "Cooeitus” — "Wireless".
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3.5.2.2.1.5 CsopgHas vHdopmauns

B pasgene otobpaxatoTcsa rpadmkn CHETUMKOB aKTUBHbIX NOMb30BaTeNe U TOUeK JOCTYNa,
3aperncTpupoBaHHbix Ha ycTpoicTtBax WLC KOHKPETHOM CUCTEMHOI rpynnbl. Ha rpadmkax KopHeBOW rpymnnbl
ECCM 6yayT npeactasneHbl faHHble co Bcex yctpoincts WLC, fo6aBneHHbIX B CUCTEMY.

[aHHble ansa rpadukoB cobmparoTcs ¢ yCTPOMCTB No NpoTokosly SNMP.
B cnyuae otcytcTBus nnv notepu goctyna o ycrporictea WLC no npotokony SNMP cueTumku no
aKTVBHbIM K/IMEHTaM M TOYKaM A0CTyna Takoro yCTpolicTBa He ByayT yunTbiBaTbCs B rpadiuke.

© YcrpoiictBa WLC onpatumsatoTcst Ha npegMeT KoNMUecTBa 3apermcTpupoBaHHbIX ToUek AocTyna 1 nx
KNMeHTax CornacHo MHTepBasly onpoca MeTpukn "CUeTumk NoAKIYEeHNR".
BknounTb UK BbIKNKOYMTL ONPOC METPUKKM "CUETUMK NOAKIOUYEHMIA", @ TaKKe HACTPOUTb MHTepBaUl
onpoca MOXHO BO BKnazake "Mapametpbl’ — "MoHUTOpUHr" — kapTtouka "HTepsasbl onpoca SNMP-
MeTpuK'".
HacTpolika 06Lwux napameTpoB MOHUTOPUHIa METPUKK A5 Bcex ycTpoiicte WLC ocywiecTBnsieTcs Ha
cTpaHuue "Hactpoinkn" — "MoHuTopuHr' — "MapameTpbl” - "MOHUTOPUHE YCTPOIMCTB" — KapTouka
"NnTepsasnbl onpoca SNMP-meTpuk".

YetpoiicTea @ MocnegHui 4ac O 30s ~

Wireless o

AKTWBHbBIE NoNb3oBaTenu Toukn AocTyna
12

MoHuTOpHHT A

Noxkauuwu
10 3

Touku pocTyna

8
HoBble Toukn aocTyna

Knuentbi

CeogHan Hbopmauna 4

14:45 15:00 1515 15:30 14:45 15:00 1515 15:30

T 24CHz | 5GHz Total " Ccount

Ha cTpaHuue npeacTaB/ieHsbl:

1. KHonka Bbi6opa AuanasoHa BpeMeHu, 0TobpaxaeMoro Ha rpadmkax (cMm. pasgen "®unstpauus no gare
n BpemeHun");

2. KHomnka 06HOB/IEHUA NHG)OPMaUUN Ha rpadmkax;
3. ViHTepBas1 06HOBNEHMA NHDOpMaL MK Ha rpadoukax;
4. MpaduKn aKTUBHbIX MNONb30BaTesiel n Touek AocTyna.
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3.5.3 CrtpaHuua yctpolictea

NHTepdelic ana paboTbl C oTAENbHBIMU yCTpOcTBaMuU. [na focTyna K nHTepdelicy Bbibepute yCcTpoCcTBO B
AepeBe 06bEKTOB UM HAXXMUTE Ha CTPOKY C MMEHeM YCTPOICTBa B TabnuLe yCTPOWCTB rpynmbl.

Hwxe npuBeaeHO onvcaHve pasfesioB MeHI CTPaHULbl YCTPOCTBA.

3.5.3.1 VHpopmayusi

B AaHHOM pasgene oTo6paxatoTcsi MHBEHTaPHbIE AaHHble 06 YCTPOIiCTBE:

100.110.1.122_ESR-200
ot 122 = Wndopmaumns

] s 100.110.1.122_ESR-200 /
o8- /s B B wbopvaus - () Cwxponwanposars | v [ Tepwwsan | +
(e [ s [ s5# | )
A Q MoHUTOpHHI ~
D 2 3kcnoptuposath OnucaHue ycTpoiicTea /' Penaktuposats
v M eccm Metpuku
e . -iwswh Toane CepuitHblit HoMep NP15011091
= 7 B Kemeposo P
{— & 100.110.0.221_WLC-30 sonaun Mogens ESR200
100.110.1.121_MES212 .
Q - - CPU utilization
©ionoriz sz IP-agpec 100.110.1.122
o % 100.110.1.123_SMG-10 < CPU utilization 5 seconds (all cores) CPU utilization 1 minute (all cores) CPU utilization 5 minutes >
| @ 100.110.1.124_MES212 -ESR- —
8 MpoGnems! s xocTa ECCM-ESR-200 100
I B 100.110.1.125_MES232
5] - @ 1001100127 MESS3T Mpouasoauens Eltex 80
{— € 100.110.1.128_ME5200
a |- © 1001101120 MES242  y reneiion: MAC-agpec cc:9d:a2:70:af.d8 .
N @ 100.110.1.130_WLC-30
© 1001101131 TAU721 g o CraTyc o6cnyxuBsans Binioyeo w©
| B 100.110.1.132_MES544
f— 91001101133 WLC32C  ynpasnenne ~ Bepeus N0 1.23.6 build 9 20
3 L 51001101134 WLC5
L B Hosocnenpex KowpurypaLym Bepews aarpyaunka o
L By ipfabric 1520 1530 1540 1550 16:00 16:10
— Bpewms padoTel 28 pHeir, 3:20:11 . .
P CPU core 0 CPU core 1 CPU core 2 CPU core 3
Oncate Eltex ESR-200 Service Router 1.23. build 9 (date 27/05/2024 time
Ynpasnenue M0 19:20:10)
n N KOHTaKTbI aAMUHUCTpaTOpa 414, 4 floor
apameTpbi RAM
1 Annapathas sepcus w1
locTyn
Y MecTononoxetie ycTpoicTea server_room
Bpewms Ro6asneHus 2025-02-26 13:23:24
[Dusep 59.0% [ FREE 41.0%
» «  CeepHyTb naHenb

Ha cTpaHuue AOCTYMHbI CreayoLme 3/1IEMeHTbI:

1. 3aro/0BOK — Ha3BaHMe yCTPOICTBa B CUCTEME W KHOMKA A/151 €70 peAakTUpOBaHUs;
2. CTtarycbl 4OCTYNMHOCTN — CTaTyCbl AOCTYMHOCTN YCTPOMCTBA C BO3MOXHOCTbH X PYYHOro OGHOB/EHNS;
3. MeHI0 yCTpoiicTBa;
4. MaHenb ¢ 3aneMeHTamMu yrnpasneHns yCTPOCTBOM:
+ KHonka "CMHXpOoHM3npoBaTh" — KHOMKa COCTOMT U3 ABYX YacTeil:

C,') CHMHXPOHM3UPOBaTh
° NPU HaOXaThn Ha JIeBYHO HaCTb KHOMKN

06HOBNEHNE BCEN MHdopMaL My 06 YyCTPOICTBE;

c030aeTcAa 3ajada Ha

* MPW HaXKaTMM Ha NPaBY YacTb KHOMKM ~  OTKPbIBAETCHA CE/IEKTOpP, B KOTOPOM MOXHO
BbIGpaTh, KAKyt0 UMEHHO MHJIOpPMaLMio 06 YCTPOCTBE HEOBX0AMMO 06HOBUTL. [/151 BbiGOpa
OOCTYMHbI:

+ O6uwasn nHopmaums;
« LLDP;
* ViHTepgoeiichi;
+ KoHgpurypauus;
+ Crarycsbl,
+ MO.
+ KHonka "Web-koHdpurypatop" (Tonbko ans SMG, WLC n TAU);
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+ KHonka "TepMuHan” — KHOMKa COCTOUT U3 ABYX YacTell:
* NPV HaXKaTUM Ha NeBYI0 YaCTb KHOMKN B3 Tepmunan OTKpbIBAETCA TEPMUHAS C

NOAKMOUYEHNEM K YCTPOCTBY N0 SSH ¢ cMCTEMHBIM MMEHEM MoMb3oBaTens (CM. pasaen
"TepmuHan");

* NPV HaXXaTUKN Ha NPaBYo YaCTb KHOMKN ~  OTKPbIBAETCH CE/IEKTOP, B KOTOPOM MOXHO
BblOpaTh, C UMEHEM KaKOro Nosib3oBarens byaeT ninyumpoBaHo SSH-nogknyeHne K
YCTPOWCTBY B TepMuHane. [Jnsi Bbioopa AOCTYMHbI:

+ CUCTEeMHbIV NoNb30oBaTeb — A1 NOAKIYEHUS K YCTPOMCTBY ByAeT UCNOb30BaHa
napa /10rMH/naporb, ykasaHHasa B pasgene 'Tapavetpsl” - "foctyn” — "SSH".

+ [pyroii nonb3oBaresib — OTKPOETCS OKHO, B KOTOPOM HEOBXOAMMO BBECTU MMS
nonb3osaTtens. lMocne oTKpbITUS TEPMUHAIA HEOOXOANUMO BBECTU NapPO/ib.

* KHOMKa * — OTKPbIBAET MEHIO C AOMNO/THUTENbHBLIMW ONUUSMUW YNPaB/ieHns YyCTPONCTBOM:
* [lepe3arpysuTs;

+ 3abnokmpoBartb/Pa36/10knpoBaTth.
Tabnuua MHBEHTapHbIX AaHHbIX YCTPOMCTBA 1 KHOMKA "OKCnopTupoBaTth ",
KapTouka ¢ onucaHnem ycTpoiicTBa — ONMcaHue yCTPOMCTBa, KOTOPOe MOXET ObITh 3aaHO UK
N3MEHEHO NO/Ib30BaTENIEM BPYUHYH. XPaHUTCSt TO/IbKO B CUCTEME YNPaBIEHUS;
Mpadmky ¢ OCHOBHbLIMM MOKa3aTeNsiMy yCTPOCTBA (3arpy3ka npoLeccopa, NCnosb3oBaHne naMsiTi).
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3.5.3.2 TepmuHan

CucTtema npegocTaBnsieT uHtepdpelic ans nogknitodeHns k CLI ycTpoiictea yepe3 SSH-coeanHeHne. DnemMeHThI
yrnpaseHns NoAKIYEHNEM K TEPMUHAUTY HaXOAATCA Ha NaHenu ynpaB/eHns yCTPOMNCTBOM Ha ero cTpaHuue:

100.110.1.122_ESR-200
ICMP | SNMP [ ssH |

(») CHHXPOHN3MPOBaTb v B TepmuHan -

Mpn HaXaTun Ha NEBYIO YacCTb KHOMKM B3 Tepmunan OTKpbIBAETCA TEPMUHAN C MOAKIHOUEHNEM K YCTPOUCTBY
no SSH ¢ napameTpamu gocTyna CUCTEMHOIO NOJib30BaTeNs.

-

Mpn HaxkaTnum Ha NpaByt YacTb KHOMKM OTKPbIBAETCS Ce/ekTop, B KOTOPOM MOXHO BblbpaThb, C UMEHEM
Kakoro nosib3oBarens 6yaet nHnumnmnpoBaHo SSH-noakoueHne K yCTPOCTBY B TEPMUHA:

- B2 Tepmunan -

CucTeMHbli Nonb3oBaTenb

[pyroi nonb3oBaTens

[ns BbI6Opa AOCTYMHbI:

+ CuUCTeMHbI NoNb30BaTesb — A1 NOAK/IYEHUS K YCTPOMCTBY OyAyT NCMONb30BaHbI NapameTpbl
[0CTYyNa, ykasaHHble B pasgene 'Tapavetpbl” — “doctyn” — "SSH".

+ [ipyroii nonib3oBartesib — OTKPOETCSl OKHO, B KOTOPOM HEOOGXOAMMO BBECTM UMSs NoNb3oBaTens (nocne
OTKPbITMS TEPMUHAsIA HE06X0AMMO BBECTW Naposib):

BeecTu UMA nonb3oBartens

WmA nonbaoBatens *

admin|

OTMEHUTB OTKpBITE TEPMHUHAN

OKHO TepMUMHasIa OTKPOETCSt B HOBOI BKNAJKE:

HELTEX ESR-200: 100.110.1.122

Ha cTpaHuue TepMmuHana AocTynHbl CrieAytoLine 3N1eMeHTbI:

1. CenekTtop Bbl6opa y4eTHONM 3anncu NoAKIYaeMoro nosb3oBartess;
2. KHonka nepesarpy3ku SSH-ceccuu;
3. KHOMKa OTKpbITUS CripaBKX NO ropsYMM KiiaBuLLam.
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3.5.3.3 MoHumopuHa

[na moHuTopuHra yctpoiicte no SNMPv3 ycTpolicTBa A0/DKHbI UMETb YHUKa/IbHbIA snmp engine ID.
[ns npoBepku TekyLero snmp engine ID Ha yCTpPOCTBE MOXHO BbIMNOIHUTL KOMaHZY U3 KOHCOMN
cepsepa:

snmpget -v3 <napameTtpbl_gocTtyna_V3> <IP_yctpoiictBa> 1.3.6.1.6.3.10.2.1.1.0

3.5.3.3.1 MeTtpukn

OTo6paxeHne METPUK [aHHbIX YCTPOCTBA. Ha cTpaHuLe oTobpaxatoTcs Tabnnua METPUK 1 DULTP Mo
Ha3BaHUSIM METPUK:

WHdopmaumsa 100.110.1.122_ESR-200 ~

[1icmp [snmp [ssH |

(») CUHXPOHM3NpoBaTh v B3 Tepmunan v
MoHuTOopuHF i

MeTpuku =

Tpanb! Hassanune

3apaun CPU utilization 5 seconds (all cores)

CobbiTua CPU utilization 1 minute (all cores)

Mpo6nembl CPU utilization 5 minutes (all cores)

Jlorn RAM usage

WnTepdeiicbl RAM utilization

SLA Availability status: SNMP

YnpaBnenve

KoHburypauun

CepBucCbl

YnpagneHne M0

MapameTpbl

Hoctyn

MoHuTOpUHT

Ping time: SNMP

Availability status: ICMP

Ping time: ICMP

Availability status: SSH

3nemeHTOB Ha cTpaHuue 10 v 1-10u3 87 > >l

MONHBI CNMCOK METPUK COBUPAEMbIX AaHHbIX 3aBUCUT OT KOHKPETHOIO YCTPOICTBA 1 €ro KOHMUrypaLuii,
Hanpumep OT KOMIMYeCTBa UMEHLLMXCA NPOLECCOPHbIX SAEP UM CKOH(UIYPUPOBaHHbIX CYLLHOCTENR. Takke
[N BCEX YCTPOICTB OCYLLECTB/ISAETCA MOHUTOPUHI OBLLMX METPUK, HANPUMEP AO0CTYNHOCTL no ICMP.

© BwOUUTL MK BLIKIOYUTL 06HapyxeHne SNMP-cyLiHocTein n onpoc SNMP-MeTpUK KOHKPETHOIO
YCTPOICTBA, a Takke HaCTPOUTb MHTEPBasIbI 0OHaPYXEHMS 1 0NPoca MOXHO BO

BKnagke "Mapametpbl" — "MOHUTOPUHT".

HacTpolika 06Lux napameTpoB MOHUTOPUHIA A/15 YCTPONCTB ONpeAesieHHOoro Tuna ocyLecTBIseTcs
Ha cTpaHuue "HacTpolikn" — "MoHutopuHr' — "MapameTpbl” - "MOHUTOPUHT YCTPOWCTB".

Mo ymonuaHuo onpoc METPUK NHTEpPdIeicoB ycTpoincTea U SLA-TECTOB OTK/THOUEH.
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Mpn HaXkaTUKM Ha Ha3BaHUE METPUKN OTKPOETCS eé rpaduk:

dopmauma 100‘110'1‘E§R_200 4 (%) Cuuxponmsuposats | ~ Tepmunan -
MOHHUTOPHHI G
MeTpuku < PRI Ping time: ICMP @ @ MocneaHui yac Q Sm_-
Tpanbl
3agaqu 4
CobbiTia
MpoGnembl
3
Toru
WuTepdeicel g
SLA %
a 2
Ynpaeneuue o
KoHdwmrypauun
CepBuchbl 1
Ynpasnexue M0
MapameTpbl L
[ocTyn E]14:4-{] 14:45 14:50 14:55 15:.00 15:08 1510 15:15 15:20 15:25 15:30 15:35
" ICMP availability ping time
MoHWTOpMHT
Ha cTpaHuue rpadmka AoCTyNHbl C/ieytoLIMe 3NEMEHTbI:
1. Mpadouk;
2. KHonka Bblbopa AvanasoHa BpeMeHU, oTobpaxaemoro Ha rpadimke (cM. pasgen "dunstpauus no gare v
BpemeHn");
3. KHorka o6HOBNEeHUs rpaduka;
4. HTepBan 06HOBNEHNSA rpadvKa;
5. KHonka Bo3BpaTta kK Tabnuie MeTpuk.
padonk
100
%0
80
70
60
50
40
30
20
10 /\
0
14:50 14:55 15:00 15:05 15:10 15:15 15:20 15:25 15:30 1535 15:40 15:45
" CPUcore0  CPUcorel CPU core 2 CPUcore 3
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B o6nactu oTobpaxeHuns rpaduka OCTYMNHbI 3N1IEMEHTbI:

1. ViHTepakTuBHaA nereHa, No3BonsAoLLLasa BKIOYATL M OTKNKOYATb OTAE/bHbIE JIMHUKN TPadINKOB;
2. KHorka coxpaHeHus rpaduka Ha K.

Mpadimk MOXHO MacluTabypoBaTb C NOMOLLBHO BblAENEHNSA MbllWbi0 Tpebyemoit 06nacTu.

3.5.3.3.2 Tpansbl

Pasgen npegHasHaveH ansi otobpaxeHuns nHgopmauun 06 SNMP-Tpanax, No/ly4eHHbIX OT YCTPOlicTBa.

© [ns pervctpauun Tpanos B crcTeMe HEOBXOAMMO HACTPOUTL MPUEMHIK TPANOB Ha CTPaHMLE
"HacTtpoitkn" — "Cuctema" - "focTtyn" — "HacTpoliku npuémHuka Tpanos”.

Mpy HAXaTuKn Ha CTPOKY TabnuLbl OTKPoeTcs hopMa ¢ NoApPo6GHOI Hhopmauueli o Tpane.

WpopmaLyns RLNZFEEN & ® s | o (3 TwmE
Liowe [swwe [ssw] )
MOHUTOPUHI o
E I (© Mocnepuue 7 preit
MeTpukn
Tpansi Hassakme Hassakue rpynne! Wmsa xocta [lata nonysenms Bepcna SNMP o
3apgaumn clogMessageGenerated KazaHb esr-10 2025-02-17 19:18:02 vac 1.3.6.1.4.1.99.41.2.0.1
CobbITHA clogMessageGenerated KasaHb esr-10 2025-02-1719:17:30 v2c 1.3.6.1.4.1.9.9.41.2.0.1
Mpo6nemb! clogMessageGenerated KazaHb esr-10 2025-02-17 19:15:45 vac 1.3.6.1.4.1.9.9.41.2.0.1
Noru clogMessageGenerated KazaHb esr-10 2025-02-17 19:13:43 vac 1.3.6.1.4.1.99.41.2.0.1
Wutepdeiicel clogMessageGenerated Kasanb esr-10 2025-02-1719:11:31 va2c 1.3.6.1.4.1.9.9.41.2.01
SLA clogMessageGenerated KaszaHb esr-10 2025-02-17 19:09:26 v2c 1.3.6.1.4.1.9.9.41.2.0.1
Ynpasnexve = clogMessageGenerated KasaHb esr-10 2025-02-17 19:07:41 v2c 1.3.6.1.4.1.9.9.41.2.0.1
KoHdurypaumn clogMessageGenerated KasaHb esr-10 2025-02-17 19:04:35 va2c 1.3.6.1.4.1.9.9.41.2.01
CepBuChbI clogMessageGenerated Kazanb esr-10 2025-02-17 19:02:49 vac 1.3.6.1.4.1.99.41.2.0.1
Ynpaenenue MO clogMessageGenerated KasaHb esr-10 2025-02-17 19:01:06 va2c 1.3.6.1.4.1.9.9.41.2.01
MapameTpbi @« BnemerToB Ha cTpaHiue 10 - 1-10m3 2939
Hoctyn
MoHuWTOpUHT

& 5m ~

WHTepdheiic pasgena aHanornyeH nHTepgency cTpaHuupl ‘Tpans!'.
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3.5.3.3.3 3apauu

Pasaen npegHasHauyeH A5t 0To6paxkeHns MHhopMaLym o 3agadax 41 BbIGpaHHOro ycTpoiicTsa.

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

WHdopmauna

MOoHUTOPUHI

MeTpukn

Tpanb!

3apaumn

CoBbiTna

Mpo6nembi

TNorn

Wutepdeiicel

SLA

Ynpasnexve

KoHdurypaumn

CepBuchl

Ynpaenexue MO

MapameTpbl

Hoctyn

MoHuWTOpUHT

172.24.0.5_ESR-10 /'

[1cmp [ snmp [ ssH | §

C own6roit

172.24.0.5"

172.24.0.5"

172.24.0.5"

172.24.0.5"

172.24.0.5"

172.24.0.5"

172.24.0.5"

172.24.0.5"

E=I « B §
: :

D Cratye Tun Onucanne

8369 @ Mony4uTs NO YctpoiicTeo: "ESR-10:
8366 @ MonyunTb KoHdUrypaLmio YetpoiicTeo: "ESR-10:
8287 @ MonyunTb KOHbUrypaumo YctpoiicTeo: "ESR-10:
8280 @ Monyunts NO YeTpoiicteo: "ESR-10:
8203 @ MonyunTb KOHbUrypaLuio YetpoiicTeo: "ESR-10:
8200 @ Mony4uTs NO YctpoiicTeo: "ESR-10:
8107 @ MonyunTb KoHUrypaLMto YeTpoiicTso: "ESR-10:
8104 @ MonyuuTs NO YctpoiicTeo: "ESR-10:
8041 @ MonyunTb KoHdUrypaumio YeTpoiicTso: "ESR-10:
8026 @ MNonyuuTs NO YetpoiicTeo: "ESR-10:

172.24.0.5"

172.24.0.5"

AsTop

System

System

System

System

System

System

System

System

System

System

[Mata cospanus

2025-02-17 18:33:29

2025-02-17 18:33:29

2025-02-17 17:33:26

2025-02-17 17:33:26

2025-02-17 16:33:29

2025-02-17 16:33:29

2025-02-17 15:33:27

2025-02-17 15:33:27

2025-02-17 14:33:30

2025-02-17 14:33:30

(%) Cuuxpouusuposate | ~

[ara sanycka

2025-02-17 18:34:29

2025-02-17 18:34:09

2025-02-17 17:34.06

2025-02-17 17:33:56

2025-02-17 16:33:39

2025-02-17 16:34:09

2025-02-17 15:34:07

2025-02-17 15:33:57

2025-02-17 14:34:10

2025-02-17 14:34.00

Tepmmsan

(© Mocnepuue 7 preit

[lata sasepuuetins

2025-02-17 18:34:31

2025-02-17 18:34:18

2025-02-17 17:34:16

2025-02-17 17:33:59

2025-02-17 16:33:48

2025-02-17 16:34:12

2025-02-17 15:34:16

2025-02-17 15:33:59

2025-02-17 14:34:17

2025-02-17 14:34:02

SnemenTos Ha cTpakuue 10 v

OTKpbITb SiIoT

OTkpeiTs nor

OTKpbITb NIOT

OTkpbiTh N1or

OTKpbITL NOT

OTKpbITb NOT

OTKpBITE N1or

OTKPBITb NIOT

OTkpbiTh N1or

OTKpbITL NOT

1-10u3 14

& 5m ~

Mopsagaun

WHTepdheiic pasgena aHanornyeH nHtepdeincy ctpaHuupl ‘3agaqun’. Mo ymonyaHuio Ans AaHHOro pasaena
yCTaHOB/IEH (OU/ILTP MO BbIGPAHHOMY YCTPOCTBY.
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3.5.3.3.4 Co0bbiTus

3.5.3.3.4.1 CuctemMHble

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

Pasaen npegHasHauYeH Ans 0TO6paXeHUss MHGOPMaLMK O COBbITUSIX, BOSHUKLLIMX Ha YCTPOICTBE, KOTOPbIE

6bIIn CreHepupoBaHbl CUCTEMOI Ha OCHOBE npaswi reHepaynm COObITUIA.

A Tloapo6HOCTM 0 NpUHLMNAX perncTpauyn cobbITUiA U CNOCo6ax UX HACTPOIKM ONucaHbl B pasaene

"MpaBuna reHepauun cobbITUIA",

Wnpopmaums 100.110.1.130_WLC-30 ~
Liowe Tswwe ssv]
MOHUTOPUHI o
Cucremusle Wireless
MeTpukn
Tpanb! E—: Q t
3apaun D [Dara cospanms BaxHocTb MCTouHNK AakKbIX
CobbiTna 14399 2025-02-17 18:34:10 n 3apaun
Mpo6nembi 14395 2025-02-17 18:32:42 n Wireless cobbiTus
TNorn 14394 2025-02-17 18:32:42 0 Wireless co6biua
ViuTepdeirce 14393 2025-02-17 18:32:37 0 Wireless co6bitna
Wireless 14392 2025-02-17 18:32:37 o Wireless cobbitus
SLA 13817 2025-02-17 14:34:32 n 3apauwn
YnpasneHue & 13677 2025-02-17 13:37:06 [ ] Wireless cobbitua
KoHpurypaumm 13676 2025-02-17 13:37:06 0 Wireless cobbiTus
Cepsuchbl 13675 2025-02-17 13:37:01 0 Wireless co6biTna
Ynpasnenue MO 13674 2025-02-17 13:37:01 o Wireless cobbitus
MapameTpbl ~
Aoctyn
MOHWUTOPUHT

(%) Cunxpounauposats |~ GD Web-koHdurypatop B2 Tepmuuan -

(© Mocneptue 7 greit Q 5m ~

Hassasne npasuna

eltexWicConfigHasChanged

Touka AocTyna usMenwna craryc

Touka AocTyna usmenwna crarye

eltexWicConfigHasChanged

Touka focTyna usmenuna craryc

Touka AocTyna usmenwna crarye

SnemenTos Ha cparue 10 ~  1-10us100 > >l

WHTepdheiic pasgena aHanornyeH nHTepdeincy ctpaHuupl ‘Cobbitua — CuctemHbie”. Flo ymonyaHuio gns

[laHHOTO pasaena yCTaHOBMEeH oMILTP MO BbiIGpaHHOMY YCTPOIACTBY.
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3.5.3.3.4.2 Wireless

B pasgene otobpaxaetcs cnmcok Wireless-cobbITuiA, KOTOpble NPOUCXOAUAN C TOYKaMKU AOCTYyNa U UX
6ecnpoBoAHbIMU KIMeHTaMK 3a BpeMs nogknoyeHms k WLC.

Pasfen AocTyneH ToMbKOo A1t KOHTPO/IepoB 6ecnpoBogHoro goctyna WLC.

Co6bITMA hopMUPYOTCA CUCTEMOI yNpaB/eHUst Ha OCHOBE Syslog-COOBLLIEHNIA, MOMTYHEHHbIX OT
ycTpoiictea WLC.
[nsa nonyyeHnst cobbiTnin Tna "Wireless" Heobxoammo:

* HacTpouTb npuemHuk noros B ECCM (cm. pasgen "[octyn");

* HacTpouTb Ha WLC otnpaBky noros Ha ECCM,;

+ BkNounTb Ha WLC B pexnme debug oTnpaBKy coob6LLeHWii co cneayowmmm MHEMOHUKaMMU:

wlc-15# debug

wlc-15(debug)# debug wlc events
wlc-15(debug)# debug wlc journal
wlc-15(debug)# exit

100.110.1.130_WLC-30 /'
Undopmans - (») Cuuxpounauposats | v GD Web-koHdurypaTop B2 Tepmunan v
Cicwe [ sk [ 94 ()
MOHUTOPUHI &
Cucremusie Wireless
MeTpukn
o= + Q Tekyuwmit gews () 5m ~
Tpansbi - - 0 @ <
[lata cospanmns Tun Coobuuenne MAC-aapec KnueHTa Wmsi nonb3osatens MAC-aipec To4Kn A0cTyna
3apaun
2516: %WLC-D-JOURNAL: DMGR:[68:13:02:35:¢3:20]:AP
Cobi 0217183331  Touka mocryna oTkiiowwnace  2516:%WLC-D-JOURNAL: DMGR:[68:13:e235:.c8:20.AP o o as
06bITUA 2025-02-1718:33:31 Touka gocTyna oTKNYUNACkE DISCONNECTED:: mac: 68:13:e2:35:63:20 68:13:02:35:¢3:20
2: %WLC-D-EVENTS: SA_CERT:deauthenticate AP
Mpo6nemb! -02-1718:33:31  Touka mocTyma paspeructpuposawa  aoooooo oo SoSresR REEEREEEEAS o 68:13:e2:35:¢3:
p 2025-02-17 18:33:31 Touka A0CTyNa pasperucTpuposaa 5813.€2:35:03:20: completed 68:13:e2:35:¢3:20
o 2515: %WLC-D-JOURNAL: DMGR:[68:13:e2:02:4d:60LAP
TNorn 2025-02-17 18:32:.37 Touka foCTyna U3MeHuna cratyc STATE:: mac: 68:13:e2:02:4d:60, state: Active 68:13:€2:02:4d:60
. 46: %WLC-D-EVENTS: APSTM:
VnTepdeiichi 202502-17 18:32:37 KoHbUIypauuns ycrelwHo npumeHeHa Ha TouKy 4ocTyna [68:13:€2:02:4d:60]:configuration has been successfully 68:13:02:02:4d:60
applied
Wireless o 2514: %WLC-D-JOURNAL: DMGR:[68:13:e2:02:4d:600AP
2025-02-17 18:32:36 Touka A0CTyNa usMeHuna craryc STATE mac: 68:13:€2:02:40:60, state: Applying cfg 68:13:2:02:40:60
SLA oy 44: %WLC-D-EVENTS: APSTM:
20250217 18:32:36 KOHPUIYPAUA TouKM A0CTYNa HaleeHa [68:13:€2:02:4d:60]:configuration for AP has been changed 68:13:€2:02:4d:60
VN pasere ~ 2513: %WLC-D-JOURNAL: DMGR:
P [68:13:€2:10:fb:201:CLIENT GONNECTED (success_8021x):
2025-02-17 13:38:06 KnueHT aBTOpU3oBaH Ha RADIUS mac: cc:a2:23:33:8¢:4b, ssid: default-ssid, rssi: -20, cc:a2:23:33:8¢:4b name1 68:13:02:10:fb:20
KoHdurypaLmm username: name1, domain: default, ap-location: default-
purypay location
2512: %WLC-D-JOURNAL: DMGR:
Cepsuchbl [68:13:2:10:fb:20:CLIENT DISCONNECTED (reassoc|
P
2025-02-17 13:38:04 KnweHT nepenogintodeH mac: cc:a2:23:33:8¢:4b, ap_location: default-location, ssid:  cc:a2:23:33:8c:4b 68:13:22:10:fb:20
default-ssid, reason: 29, cause: STA is exists at
ynpaenenue M0 (re-)association
o 2510: %WLC-D-JOURNAL: DMGR:[68:13:02:35:c3:201:AP
[Ta— ~ 2025-02-17 13:37:02 Touka [OCTYyrMa U3MeHNsa CTaTyc STATE: mac: 68:13:62:35:c3:20, state: Active 68:13:2:35:¢3:20
p P
43: %WLC-D-EVENTS: APSTM:
Rocryn 2025-02-17 13:37:02 KoHdurypaumus ycnewHo npuMeHeHa Ha TouKy focTyna [68:13:€2:35:c3:20]:configuration has been successfully 68:13:22:35:¢3:20
applied
MoOHATOpMHT 3nemerTos Ha cTpatmue 10 - 1-10m3 28 > >l

WHTepdbeiic pasaena aHanornyeH nHtepdpeincy ctpanuubl "Cobbitua — Wireless'. Mo ymonyaHuo ans
[laHHOro pasfena ycTaHoB/1eH (OUNLTP NO BbIGPAHHOMY YCTPOWCTBY.
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3.5.3.3.5 Tpo6nemsl

Pasgen npegHasHaveH Ans oTobpaxeHns nHgpopmanumn o npobsiemax, BOHUKLLIMX Ha YCTPOICTBE.

;
WHpopmaLius 100.110.1.122_ESR-200 7/ () Comxponnsmposars | ~ [ Tepmmsan | v 3
Cicwe s 91
MOHUTOPUHI o
EIE « 2N (@© Mocnepune 7 greit () 5m ~
MeTpukn E—
Tpans! 3akpsITO OTKpBITO Moar He noar
3anaun g o [lata cospakms BaxHocTs  Hassanwe npasuna Onucarine MoaTsepxkaeHo 3akpbiTo CoBbiTust
©
CobbITHA D 78 2025-02-13 15:44:38 A YcTpoiCTBO HeAQCTYNHO Mo npoTokony SNMP MNotepsa goctyna no SNMP; HopManuayeTcA aBTOMaTUy eCKH He noaTeepxaeHo 3aKkpbIiTo OTKPbITb cO6bITUA
TMpo6nembr O 7» 2025-02-13 15:34:28 A YeTpoiicTeo HefocTynHo no npotakony SNMP MoTeps aocTyna no SNMP; HopManuayeTcs aBToMaTUdeckn He nopTeepxaeHo  3aKpsiTo  OTKDbITH cobbiTus
Noru D 58 2025-02-1315:19:48 A YCTpOACTBO HeAOCTYNHO Mo npoTtokony SNMP MNoteps goctyna no SNMP; HopManu3yeTcR aBTOMaTUY eCKIW He noaTeepxaeHo 3akpbIiTo OTKpbITb COGBITUA
ViuTepdeirce 3nemeHTOB Ha cTpakuLe 10 v 1-3u33
SLA
Ynpasnexue ~
KoHdurypaumn
CepBuchl

Ynpaenexue MO

MapameTpbi o

Hoctyn

MoHuWTOpUHT

WHTepdheiic pasgena aHanornvyeH nHTepgency ctpaHuupl ‘fpobnemvs".

3.5.3.3.6 Jlorn

Pasfen npegHasHauyeH A/1si 0TO6paxXeHns MHGopMaLuy O florax, NoslyYeHHbIX OT YCTPOoicTBa.

© /115 pervcTpauun Noros B cMCTEMe HEOBXOAYMO HACTPOWUTL MPUEMHIK IOTOB Ha CTpaHuLe
"HacTtpoiikn" - "Cuctema" - "Ooctyn" - "HacTpoliku npuémHmka noros".

VHgopmaLma 172.24.0.5_ESR-10 » () Cumxponnsuposats - =) Tepmunan - :
Fiowe [ s 55| '
MOHUTOPUHT ~
E - T Q (2] (© Nocnepuue 7 preit Q 5m v
MeTpuku I
Tpanbl [Mata cozpakmsa [lata nonyuenns BaxHocTb Kateropus PID Tar Coobuenne
3apaun 2024-09-30 17:00:26 2024-09-30 17:00:26 [ ] clock daemon (code 9) testPID testTag Test syslog message
CobbiTus 2024-09-30 16:58:03 2024-09-30 16:58:03 = network news subsystem testPID testTag Test syslog message
Mpo6nembl 2024-09-30 16:57:37 2024-09-30 16:57:37 2 kernel messages testPID testTag Test syslog message
TNoru 2024-09-30 16:55:18 2024-09-30 16:55:18 A security/authorization messages (code 10) testPID testTag Test syslog message
VHTepdeiichl 2024-09-30 16:52:59 2024-09-30 16:52:59 A local use 6 testPID testTag Test syslog message
SLA 2024-09-30 16:51:18 2024-09-30 16:51:18 6 kernel messages testPID testTag Test syslog message
Ynpasnehue ~ 2024-09-30 16:48:23 2024-09-30 16:48:23 (0] local use 4 testPID testTag Test syslog message
KoHgurypauumn 2024-09-30 16:46:12 2024-09-30 16:46:12 ! FTP daemon testPID testTag Test syslog message
Cepaycbl 2024-09-30 16:45:22 2024-09-30 16:45:22 A messages generated internally by syslogd testPID testTag Test syslog message
Ynpasnenue M0 2024-09-30 16:43:36 2024-09-30 16:43:36 A log audit testPID testTag Test syslog message
MapameTpbi ~ AnemeHTOB Ha cTpaHuue 10 - 1-10mus 12 > >
JNoctyn
MoHUTOPUHT

VHTepdheiic pasgena aHanornyeH nHTepdgency ctpaHuupl ‘Jlorn'.
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3.5.3.3.7 WNHTepcpeiicol

B Tabnuue oTobpaxatoTcs UHTepdielickl, 0GHapY>XeHHbIE Ha YCTPOWCTBE C NoMoLLbto onpoca no SNMP.

© Bw0UMTL MAN BLIKIOYUTE 0GHAPYXEHME 1 ONPOC METPUK NHTePdelicoB KOHKPETHOTO YCTPOIACTBA, a
Takxe HaCTPoOUTb MHTEPBasIbl OGHaPYXEHMSA, ONPOca U XPaHEHUS YTEPAHHBIX UHTEPKENCOB MOXHO BO
BKnagke "MapameTtpbl" — "MOHUTOPUHT".

HacTpolika 06Lux napameTpoB MOHUTOPUHIA MHTEP(encoB Ans BCeX YCTPONCTB onpeaesieHHOro
Tuna ocyLecTBAsieTcs Ha cTpaHuue "Hactpolikn" — "MoHuTopuHr" — "Mapametpbl” — "MOHUTOPUHT
YyCTPONCTB".

Mo ymMonyaHuo onpoc MeTPUK MHTePIEiCOB BCEX YCTPOCTB OTK/THOUEH.

WHpopmaums 100.110.1.122_ESR-200 ~/

[1cmp [ snmp [ssH | &

(») Cumxpoumsuposate | v B2 Tepmunan v

MOHUTOPUHI @

= O 2
MeTpHky B

3again Hassanue Onucarme Admin Status Oper Status Yrepsu CkopocTs
CobbiTua gigabitethernet 1/0/1 UPLINK to MES2124M (100.110.1.121) up upP Her 1Gb/s
Mpo6nembl gigabitethernet 1/0/2 DOWN DOWN Her 0b/s
Toru gigabitethernet 1/0/2.254 UupP DOWN Ja Ob/s
VHTepderichl gigabitethemnet 1/0/3 DOWN DOWN Her ob/s
SLA gigabitethernet 1/0/4 DOWN DOWN Her Ob/s

Ynpasnexue ~ gigabitethernet 1/0/5 DOWN DOWN Het 0b/s
KoHpurypaumn gigabitethernet 1/0/6 test DOWN DOWN Her Ob/s
CepBuChbI gigabitethernet 1/0/7 DOWN DOWN Her 0b/s
Ynpaenexue MO gigabitethernet 1/0/8 test DOWN DOWN Her Ob/s

MapameTpbl ~ port-channel 1 DOWN DOWN Her 0b/s
Aoctyn

MOHUTOPUHT

Tabnuua coaepXxuT crieaytoLve nons:

+ HasBaHue — Ha3BaHue nHTepdeinca Ha YyCTPONCTBE;

+ OnucaHune — onucaHue MHTepdelica, nponMcaHHoe Ha ycTpoiictee (description);

+ Admin Status — cTatyc nHTepdoeiica, HacTpoeHHbIli B KoHgurypauum (enable/disable);
+ Oper Status — pakTnueckunii ctatyc uHTepdeiica: ectb /i1 INHK, NOAK/HYEH NN Kabenb;
+ YTepsiH — CUCTEMHbI CTaTyC MHTepdenca ycTpoicTea. MOXET NPUHMMATb 3HAYEHUS:

« [la — nHTepdelic 6b11 06HaAPYXXEH HA YCTPOICTBE, HO NOCMeAHss Npoleaypa 06HapyXeHus
NHTepgeiicoB ero He Halna (MHTepdelic 6bin yaaneH), Npu 3ToM MHoPMaLMa 0 METPUKaX
NHTEepdeca NPoAoMKaeT XpaHUTLCA B 6a3e faHHbIX CUCTEMbI;

* HeT — uHTepeiic cyLLecTBYET Ha YCTPONCTBE 1 ONpaLLMBaeTCa CUCTEMON;

+ CKOpOCTb — pexuM, B KOTOpOM paGoTaeT nHtepdelic (He hakTnueckas CKOpoCTb).
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Mpwn KNUKe No Ha3BaHWO MHTepdeiica OTKpbIBAETCS CTpaHuua nHTepdeiica ¢ nogpo6Hon nHopmawlmein o ero
COCTOAHUN Y rpadprkamMu Mo nepegaHHoMy/NpUHATOMY TpadurKy, naketam 1 owmnbkam.

100.110.1.122_ESR-200 »
Undopmaia - 4 (¥) Cumxpormsuposats - B2)Tepmunan -
icmp [ snmp | ssH |
MoHuTopuHr ~
< BepHyTbes K Tabnuue gigabitethernet 1/0/1 @ Mocnegumitvac ) 5m ~
MeTpukn I
Tpanbi Onucanme: UPLINK to MES2124M (100.110.1.121)
3agaun Alias: gigabitethernet 1/0/1 CkopocTb: 1 Gb/s Whpexc: 1
CobbITns MAC-appec: cc:9d:a2:70:af:d9 Admin Status: UP Oper Status: UP
Tpo6nembl Bpems o6Hapyxenus: 2024-10-14 17:30:51 YTepsu: Het
Jlorn Interface gigabitethernet 1/0/1: broadcast traffic (in/out) Z v Interface gigabitethernet 1/0/1: errors (in/out) Z v
WHTepdeiichbl
Interface gigabitethernet 1/0/1: multicast traffic (in/out) =@ ~ Interface gigabitethernet 1/0/1: network traffic (in/out) @ ~
SLA
6 50000
Ynpaenenve 5 5
40000
2
KoHdurypauum S 4 ?;
g § 30000
CepBiucbl g 3 5
Py a
¥ 2 20000
YnpasneHue N0 § 2 D%
1 10000
MapameTpbl ~
0 0
Doctyn 16:40 16:50 17:00 17:10 17:20 17:30 16:40 16:50 17:00 17:10 17:20 17:30
In Out “m T out
MOHWUTOPUHI

Ha cTpaHuue nHtepderica oTobpaxeHo:

1. WHdhopmauusa o6 nHtepdpelice;

2. pathvkn no nepegaHHOMy/NPUHATOMY TpaduKy, naketTam 1 owmoKam;

3. KHonka Bblbopa AnanasoHa BpeMeHU, oTobpaxaemoro Ha rpadukax (cm. pasgen "dunsrpaums no gare
n BpemeHn");

4. KHonka 06HOBNEHMA NHAIOPMaL N Ha CTPaHULE;

5. NHTepBan 06HOBNEHNSI MH(DOPMALIMM HA CTPaHULE;

6. KHonka Bo3BpaTa K Tabnuue nHtepdencos.

padonkm

Interface gigabitethernet 1/0/1: network traffic (in/out) Z o~
80000
60000
=
£
<]
9
o
5
5 40000
a
@
o
&
b ANV—A/WA/Lr
0
16:40 16:50 17:00 17:10 17:20 17:30
T out

B o6nactu otobpaxeHus rpadpukoB MHTepdieinca fOCTYMHbI 3N1EMEHTbI:

1. VIHTepakTuBHas nereHga, No3Bo/IAIOLLANA BKIOYATb U OTKOYATb OTAe/bHbIe JIMHUY rpadiukoB. B criyyae
€eC/IM METPUKa He onpallnBaeTcs, B ereHae 6yaeT ykasaH CTaTyc "BbIK/IHOYEHO";

KHomnka oTKpbITMA rpadmka B HOBOW BKNaAKe;

KHonka cBopaumBaHus naHenu rpaduka;

KHorka coxpaHeHus rpadmka Ha [MK;

KHonka oTMeHbl MacliTabuposaHus rpaduka.

aprwN

MpacthmkK MOXHO MaclTabmupoBaTb C NOMOLLbIO BblAEEHUSA MbIlWbO Tpebyemoii 06acTtu.
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3.5.3.3.8 Wireless

B pasgene oTo6paxaeTcsi UHpopMaLMs 0 fIoKauusx, 3apermcTpupoBaHHbIX U HE3aPErncTPUMPOBaHHbIX TOYKaX
[0CTyna, 6ecnpoBOAHbIX KIMEHTAX, @ TakKe rpadinkn akTMBHbIX MNO/Ib30BaTesIeN M TOYEK AOCTYNa KOHKPETHOTO
WLC.

Pasgen focTyneH ToNbKO 4715 KOHTPO//1epoB 6ecnposogHoro goctyna WLC.
MoNHBIA PYHKLMOHAN MOHUTOPUHIa A0CTyneH HaumHas Bepcumn MO WLC 1.30.1 build 1 n HoBee.

Wnpopmaums 100.110.1.130_WLC-30 ~

Cicwe s 91

Jokauum Touku poctyna

(%) Cunxpounauposats |~ GD Web-koHdurypatop B2 Tepmuuan -

MOHUTOPUHI o

HoBble Touku focTyna Knuents! CeopHaa uHbopMauua

MeTpukn

Tpanb!

3apgaumn

CoBbiTna

Mpo6nembi

Hassakue

default-location

office

KonmecTso Touek goctyna

Konuuectso knuenTos

Knwentbl 2.4/5TTy,

1/0

TNorn test_location 0 0 0/0

WuTepdeicor 3nemeHTOB Ha cTpakmue 10 v 1-3u33

Wireless

SLA

Ynpasnenve o

KoHpurypaumm

Cepsuchbl

Ynpasnexue M0

MapameTpbl ~

Aoctyn

MOHWUTOPUHT

3.5.3.3.8.1 Jlokauuun

B pasgene otobpaxaeTca Tabnmuya ¢ MHopmaumeli o iokauusix, HaCTpoeHHbIX Ha ycTpoiictee WLC.

NHdhopmaums o nokauusix cobmpaetcs ¢ yctporictea no npotokosnly SNMP. B cnyyae oTcyTcTBus nnm
notepu goctyna go yctpoictea WLC no npotokonny SNMP tabnuua nokauuii 6ygert nycra.

© Vndopmauys o nokaumax cobupaeTca 1 06HOBNAETCA COrMacHo "VIHTepBasty o6HapyxeHns".
BKOUMTB UK BbIKIKOYMTE 06HAPYXEHME NOKaLWiA, @ TakkKe HaCTPOUTb MHTEPBasIbl OOHaPYXEHUA U
XpaHeHns nHopmMaLumn o JIoKaLmsiX KOHKPETHOrO YCTPOMCTBa MOXHO BO BKNagake "Mapamerpbl” —
"MoHUTOpUHI" — KapTouka "VIHTepBasibl 06HapyXeHuns 1 xpaHeHnsa SNMP-cyuiHocTeld".
HacTpolika 06Lux napameTpoB MOHUTOPUHIA siokauunii gnsa Becex yctporicte WLC ocyuiecTBnsieTcst Ha
cTpaHuue "Hactpoinkn" - "MoHuTopuHr' — "TMapameTpbl” - "MOHUTOPUHI YCTPOMCTB" — KapTouka
"NHTepBasibl 06HapYyXeHnsa n xpaHeHns SNMP-cyuiHocTen".
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WHdopmauna

MOHUTOPUHI o

MeTpukn

Tpanb!

3apgaumn

CoBbiTna

Mpo6nembi

TNorn

Wutepdeiicel

Wireless

SLA

Ynpasnexue

KoHpurypaumm

Cepsuchbl

Ynpasnexue M0

MapameTpbl

Aoctyn

MOHWUTOPUHT

100.110.1.130_WLC-30 /'

[1cmp [ snmp [ ssH | §

Jokauum Touku poctyna

E-WIE - B 3

Hassaume Ko/MuecTso Tovex goctyna
default-location 2

office 1

test_location 0

(%) Cunxpounauposats |~ GD Web-koHdurypatop B2 Tepmuuan -

HoBble Touku ocTyna KnueHTb! CBopiHan UHbopMaLus

Q

Konuuectso knuenTos Knuentsi 2.4/5 Ty

1 1/0
0 0/0
0 0/0
MemenTos Ha cTpakuue 10 v 1-3u33

NHTepdelic

pasgena aHasiormyeH nHTepdielicy crpaHuubl "Ctpaxuvua rpynnsl’ — "Wireless" — "Jlokauun'.

[Mpu HavXKaTUn Ha CTPOKY Ta6}'II/ILI|bI OTKPOETCA nepCoHasibHaA CTpaHuua 1oKkaunn.

WHdopmauna

MOHUTOPUHI o

MeTpukn

Tpans!

3apgaun

CoBbiTna

Mpo6nembl

TNorn

WNuTepdeiico

Wireless

SLA

Ynpasnexve

KoHpurypaumm

Cepsuchbl

Ynpasnexue M0

MapameTpbl

Aoctyn

MoHUTOPUHT

100.110.1.130_WLC-30 /'

[1cMP [ sNMP [ ssH |

Jlokauum Touku poctyna
< BepryTben k Tabnuue
Touku gocTtyna
=08 2

KnueuTbl
O MAC-agpec IP-agpec
©)
D 68:13:22:02:4d:60 100.111.75.135

Mogens

WEP-3ax

Cepuiinsiit Homep

WP42004102

(%) Cunxpounauposats |~ GD Web-koHdurypaTop B2 Tepmunan -

Hoeble Touku AocTyna KnuenTb! CeopHan uHbopmauus
JNokauus office
Q (7}
Wma xocta Bepcua M0 Bpewms paboTsi Craryc Mocnenusia akTHBHOCTL KonudecTso knueHTos Knuents: 2.4/5 Ty
WEP3ax  1.14.0build20 28 gweir, 1:27:31 Bpabote 2025021718:3200 0

nemenTos Ha cTpakuue 10 - 1-1u31

WHTepcheiic nepcoHanbHOM CTpaHuLbl I0KaLMn aHasiornyeH nHtepdericy ctpanuubl "CtpaHunua rpynms” —
"Wireless" - "lokaumn" — "lMepcoHanbHasi cTpaHuua nokaumm",
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B pasgene otobpaxaetcsa Tabnmuya ¢ MHopMaumeli 0 3aperMcTpMpoBaHHbIX TOUKax AOCTyna Ha yCTpolicTBe

WLC.

A ViHbopmauus 0 Toukax AocTyna cobmpaeTcs ¢ yCTpoicTsa no npotokony SNMP.
B cnyuae otcytctBus goctyna go yctpoictea WLC no npotokonny SNMP Tabnuua akTUBHbIX TOUEK

focTyna 6yaet nycra.

B cnyuae notepu goctyna go ycrtporictea WLC no npotokony SNMP Bcem Toukam goctyna,
06HapY>XeHHbIM paHee Ha YCTpOoICTBe, OyAeT NPMCBOEH cTaTyc "YTepsaHa'.

© VHdopmauus o Toukax gocTyna cobupaeTcs U 0GHOBASETCS COrnacHo "VIHTepBasny o6HapyXeHus".
NHdhopmaums o Toukax AocTyna co ctaTycoMm "YTepsiHa" yaansercs U3 6asbl AaHHbIX CUCTEMbI
cornacHo "ViHTepBany XpaHeHus yTePSIHHbIX CYLLHOCTEN".
BKIOUMTb UK BbIK/IHOUYNTE O6HAPYXEHME TOUEK A0CTYNa, & TakkKe HaCTPOUTb MHTEPBAIbI
06HapYXXeHNs1 U XpaHeHNs NHGOPMAaLMKN O TOYKax AOCTYNa KOHKPETHOIO YCTPOMNCTBA MOXHO BO
Bknagake "Mapametpbl” » "MOHUTOPUHI" — KapTouka "VIHTepBasibl 0GHapYyXeHns n xpaHeHuss SNMP-

CyLLHOCTER".

HacTpoiika o6Lux napaMeTpoB MOHUTOPUHIA TOYEK AocTyna ansa scex ycrponcts WLC
OCYLLIECTBNAETCS Ha cTpaHuue "HacTtpoinkn" — "MonutopuHr” — "MapameTpbl” — "MOHUTOPUHT
YCTPONCTB" — KapTouka "VIHTepBasibl 06HapYyXeHnsa n xpaHeHnss SNMP-cyuiHocTeli".

100.110.1.130_WLC-30 ~
[1cMP [SNMP [s5H |

WHdopmaLus

MOHUTOPHHI ~
Jlokauun

Touku gocTyna

MeTpukn

F QR

O  mac-aapec
(0)

Tpans!
3agaun
1P-appec

CobbiTna

Mpo6nembi

(]
TNoru D 68:13:€2:10:fb:20 100.111.75.136

WuTepdeitcel
Wireless
SLA
Ynpasnexue
KoHdurypaumn
Cepsuchbl
Ynpasnexue M0
MapameTpbl
Hoctyn

MOHWTOPHHT

Mopens

WEP-2L

Cepwithsiii Homep

68:13:2:02:4d:60  100.111.75.135 'WEP-3ax  WP42004102

WP23097046

Mma xocta

WEP-3ax

WEP-2L

(») Cunxponnsuposats |

HoBble Toukn gocTyna

Bepcus M0 Bpewms: paorbi Cratye

1.14.0build 20 28 aHei, 1:31:43 B pabote

2.5.6 build 3

Knuentel

MocnepHss aKTUBHOCTE

60 aHeit, 7:59:37 B pabote  2025-02-14 09:24:00 1 1/0

GD Web-KoHdMrypatop (5 Tepmuwan -

CeopaHan MHpopMaums

KonnecTso knuentos Knuentsi 2.4/5TTy  Jlokauus

2025-02-17 18:32:00 0 office

default-location

3nemenTos Ha cTpakuue 10 - 1-2432

ViHTepdoeiic pasaena aHanornyeH nHtepdieincy ctpaHuubl "Ctpanuua rpynnsl” — "Wireless" - "Touku

poctyna’.

MpK HAXaTWUKN Ha CTPOKY Tab/ULbI OTKPOETCS NepcoHasibHasi CTpaHuLLa TOUKM A0CTyna.
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100.110.1.130_WLC-30
WpopmaLua - (») Cunxpoumaupoeats - GD Web-koHburyparop B2 Tepmunan v
(icw [swnp [ ss] &
MOHUTOPUHI @
JNokauun Touku focTyna HoBble Touku goctyna Knuentsi CBopHas uHbopMaLus
MeTpukn
Tpanei < Bepuyrics K Tabnuue Touka gocTyna 68:13:e2:10:fb:20 <2 Pasperucrpuposars
Wndopmaums
3apaun =
06was nHbopmauma PaguouHTepdeiichbl
KnveHTbl
CobbiTna Craryc B pa6oTe WLAN 0 WLAN 1
BMpTYarbHbie TO4KN
MpoGnembi nmoctyna 13:02:10: -13:02:10: -13:02- .
y MAC-agpec 68:13:2:10:fb:20 MAC-agpec 68:13:¢2:10:fb:20 68:13:2:10:fb:28
Torn CobbiTna
IP-agpec 100.111.75.136 Cratyc BbikmoueH BknioueH
VHTepdeiicsi Wmst xocTa WEP-2L Kanan 36
Wireless CepuitHbIit HoMep WP23007046 YacToTa, My 5180
SLA Mogenb WEP-2L WwvpwuHa kaHana, My, 20
~
ynpasnenue Bepcua M0 2.5.6 build 3 MoumocTs, AbM 19
Kowdurypaunn Bpems pa6oTbl 69 aHen, 7:02:53 YTunusaumna kawana, % 30
Cepauchi Mocneawsn akTUBHOCTL 2025-02-25 12:50:00 CpepHsia yTuN3aums kanana, % @ 32
Ynpasnexue MO
KonuyecTBo KNMeHToB 0 MaKcuManbsHas yTUM3auus kaHana, % @ 56
MapameTpbi ~ TFlokaums default-location
Aoctyn
MOHWUTOPUHT

WHTepcheiic nepcoHanbHOM CTpaHuLbl TOYKM AOCTyNa aHasiorMyeH nitepdeiicy ctpanmubl "CtpaHnia rpynns”
- "Wireless" - "Nokauun" — "lNepcoHasnibHas cTpaHuLa ToUYkM goctyna'.

3.5.3.3.8.3 Hosble ToukM gocTyna

B pasgene otobpaxaetca Tabnvua ¢ nHopmaLmein o Toukax [4OoCTyna, KOTopble OXMUAAKT UM HAXO4ATCS B
npovecce permctpauun Ha yctporictee WLC.

A VHdopmauws o Toukax AocTyna cobmpaeTcs ¢ ycTpoicTea no npoTtokosy SNMP.
B cnyuae otcytcTtBus nnv notepu goctyna go ycrporictea WLC no npotokony SNMP Tabnvua
He3aperncTpMpoBaHHbIX TOYEK AOCTyna ByaeT nycra.
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WHdopmauna

Cicwe s 91

Jokauum

MOHUTOPUHI o

MeTpukn

Tpanb! ;E Q * t
3apgaumn MAC-agpec
CobbiTna O 68:13:62:35:03:20
Mpo6nembi

TNorn

Wutepdeiicel

Wireless

SLA

Ynpasnenve o

KoHpurypaumm

Cepsuchbl

Ynpasnexue M0

MapameTpbl ~

Aoctyn

MOHWUTOPUHT

100.110.1.130_WLC-30 /'

Touku gocTyna

1P-apec

100.111.75.131

HoBble Touku gocTyna

(%) Cunxpounauposats |~

Knueutsi

Mopens

WEP-30L

Cepiithbiit Homep

WP52000338

Bepcus M0 Annaparkias sepcus

2.7.0 build 805 vz

3nemeHToB Ha cTpatkue 10

&> Web-konduryparop

5 Tepmunan

CBopiHan UHbopMaLus

Cratye

OXWaeT aBTOpH3aLMK

v 1-1wns1

VHTepdheiic pasgena aHanornvyeH nHtepdgency ctpaHuupl ‘Ctpanuua rpynnsl” — "Wireless" — "HoBble Touku

poctyna’.

3.5.3.3.8.4 KnueHThl

B pasgene oTobpaxaertcsi Tabnmua ¢ MHgopmMalmeit o 6ecnpoBOAHbIX KTMEHTAX, MOAKTHOUYEHHBIX K TOUKam
[0CTYyna, 3aperncTprpoBaHHbIM Ha ycTpoiicTee WLC.

NHdbopmauus o KnreHTax Touek AocTyna cobupaeTtcs ¢ yCTPOCTB no npoTokony SNMP.

B cnyyae otcyTcTBMs gocTyna Ao yctpoiictea WLC no npotokony SNMP Tabnuua KMeHTOB Touek

[ocTyna 6yaeT nycra.

B cnyyae notepu goctyna go yctpoiictea WLC no npotokony SNMP BceM KMeHTam ToUYek A0CTyna,

06HapY>XeHHbIM paHee Ha YCTPOICTBe, OyaeT NpucBoeH cTaTyc "OTK/oYeH".

© Vndhopmauyms o knneHTax Touek AoCTyna cobupaeTcs M 0GHOBMSIETCSA COrMAacHO "MHTepBany

06HapyxeHus".

NHpopmauwms o kimeHTax co ctatycom "OTkNoYeH" yaanseTcs u3 6a3bl faHHbIX CUCTEMbI COM1acHO
"VIHTepBauly XpaHeHsi yTEPAHHbIX CYLLHOCTEeR".

BKAOUATE UK BbIKNHOYNTL OGHaPYXXEeHNe KMEHTOB TOYEK A0CTYNa, a Takke HaCTPOUTb MHTEpPBaIbl
06HapPYXXEHNSI N XpaHEeHNs1 MHPOPMaLMK O KNTMeHTax KOHKpeTHoro yctpoiictea WLC MOXHO BO

Bknagke "MapameTpbl” —» "MOHUTOPUHT" — KapToyka "VIHTepBasibl 06HapYyXeHus 1 XxpaHeHnss SNMP-

CyLLHOCTER".

HacTpoiika 06Lmx napameTpoB MOHUTOPUHTA KITMEHTOB TOYEK AocTyna ans scex yctpoincts WLC
ocyLlecTenseTca Ha cTpaHuue "Hactpoiikn" — "MoHuTopuHr' — "MapameTtpbl” — "MOHUTOPUHT

YCTPONCTB" — KapTouka "VIHTepBasibl 06HapyXeHnsa n xpaHeHnss SNMP-cyuiHocTeii".
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MHpopmaums

MOoHUTOPUHI

MeTpukn

Tpanb!

3apgaumn

CoBbiTna

Mpo6nembi

TNorn

Wutepdeiicel

Wireless

SLA

Ynpasnexue

KoHpurypaumm

Cepsuchbl

Ynpasnexue M0

MapameTpbl

Aoctyn

MOHWUTOPUHT

100.110.1.130_WLC-30 /'

[1cmp [ snmp [ ssH | §

Jokauum Touku poctyna
-
E-WIE - B 3
MAC-agpec 1P-aapec sSID Bpems paboTbl

cc:a2:23:33:8c:4b 100.111.76.131 defaultssid  5:20:23

HoBble Touku ocTyna

RSSI, abm SNR, B Pexum |EEE 802.11

-20-24 1514 n

KauecTso coepunenns

(%) Cunxpounauposats |~

Knueutsi

GD Web-koHdurypatop Tepmunan

CBopiHan UHbopMaLus

69 namel

default default-location 68:13:2:10:fb:20

nemenTos Ha cTpaknLe 10 - 1-1u31

Wms nonb3osarens Homex Nokauwus Touka poctyna

NHTepdelic pasgena aHanormyeH nHtepdeincy ctpanuupl "Ctpanuua rpynnsl” — “Wireless" - "KnuneHtsl".

[Mpu HavXKaTUn Ha CTPOKY Ta6]'IVILI|bI OTKPOETCA nepCoHasibHaA CTpaHuua K/IMeHTa.

WHpopmauus

MOHUTOPUHI

MeTpuku

Tpanb!

3apauun

CobbiTns

MNpo6nembl

Norn

WHTepdeiicol

Wireless

SLA

Ynpasnexue

KoHdurypauum

Cepsuchbl

Ynpasnexue MO

MapameTpb!

[Hoctyn

MOHUTOPUHT

100.110.1.130_WLC-30 /'
[1cmP [snmp [ssh | O

JNokauun Touku goctyna

< BepHyTbes K Tabnuue

WHdopmaums
06Lwwan nHpopmauus
CobbiTns
Crartyc
IP-appec
MAC-agpec

Wms yctpoiicTBa

Wms nonb3osatens

AsTopu3oBaH

Domen

Bpems pa6orel

Touka gocTyna

Wms Toukm goctyna

Nokayusn

HoBble Touku aocTyna

(») Cwmxpoumauposate |~

Knuentbl

GD Web-koHdurypaTop B2 Tepmuwan

CeopHasn uHbopmauus

KnueHT cc:a2:23:33:8c:4b

MoakntoueH

100.111.76.131

cc:a2:23:33:8¢:4b

android-d981b01288d4edc3

namel

na

default

5:21:01

68:13:2:10:fb:20

WEP-2L

default-location

WHdopMaLms o NogKoUYeHN

Ssip

WUnTtepoeiic

[inanasow, Iy,

Pesxxum IEEE 802.11

RSSI, g6M @

SNR, 36 @

KauecTBo coegvHeHns

Obuee KauecTso coeaHeHHs

LWupuHa nonockbl npuema, My

LWupuHa nonocsl nepeaayn, My

KaanbHas cKopocTb npvema

KaHanbHas ckopocTb nepepayv

default-ssid

wlan0-va0

24

-20-24

1413

69

86

20

20

MCS5 NO SGI 52

MCS5 NO SGI 52

CKopocTb nepefau / npuema, K6ut/c 0/0

MepepaHo / NpUHATO, NakeToB

MepepaHo / NpuHaTo, 6aitT

138/661

20541 /30794

v

VHTepdheiic nepcoHanbHOM CTpaHuLbl KNTMEHTA aHaNIorMYyeH MHTepdgiency cTpaHulpl ‘Ctpanuua rpynnsl’ —

"Wireless" - "Nokaunn" — "MepcoHanbHas cTpaHuua KnneHTa'".
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3.5.3.3.8.5 CsopgHas vHdopmauns

B pasgene oTo6paxaroTcsi rpadoukn CYETUMKOB aKTUBHbBIX NMOMb30BaTENEN U TOUEK AOCTYNA,
3aperncTpupoBaHHbIX Ha ycTpoiictee WLC.

[aHHble ansa rpadnkoB cobmparoTcs ¢ ycTponcTBa no npotokony SNMP.
B cnyuae otcytcTBus nnm notepu goctyna go ycrporictea WLC no npotokony SNMP konnyecTtso
TOYEK aKTUBHbIX TOYEK JOCTYNa N KNIMEHTOB ByAeT NPUHATO paBHbIM HY/HO.

© YcrpoiictBo WLC onpatumnsaetcsi Ha npegMeT KONMUecTsBa 3apericTpupoBaHHbIX ToUek JoCTyna 1 1x
KNMeHTax CornacHo MHTepBasly onpoca MeTpukn "CUeTumK NoAKIYEeHNR".
BknounTb MK BbIKNKOYMTL ONPOC METPUKKN "CUETUMK NOAKIOUYEHMIA", @ TaKKe HACTPOUTb MHTepBaUl
onpoca MOXHO BO BKnazake "Mapametpbl’ — "MoHUTOpUHr" — kapTtouka "HTepsasbl onpoca SNMP-
MeTpuK".
HacTpolika 06Lwux napameTpoB MOHUTOPMHIA MeTpuKK Ans Bcex yctporicte WLC ocyuiecTBnsieTcs Ha
cTpaHuue "Hactpoinkn" - "MoHuTopuHr' — "TMapameTpbl” - "MOHUTOPUHI YCTPOMCTB" — KapTouka
"NnTepsasnbl onpoca SNMP-meTpuk".

WVdopmauma 100.110.1.134_WLC-15 » c;) CHHXPOHH3INPOBATE - GO Web-KoHpurypatop Tepmunan -
Q
MoHuTOpUHr &
TNoxauuu Touku focTyna HoBble ToukM AocTyna Knuentol CeopHan MHbopMauma
MeTpukmn
@ MocnegHui yac O 30s ~
Tpansi —
3afaum
AKTMBHbIE NONb30BaTENM Touku AocTyna

CoBriTua

Mpo6nemel 1 1

TNorn

WHTepdenchb!

Wireless

SLA

¥npaenexue =5

0
K
ouparypaumn 1500 1515 15:30 15:45 15:00 1515 15:30 15:45
Cepsuchl T 24CGHz T 5GHz Total 7 Count
Ynpaeneuwe M0
MapameTpbl S

JHoctyn

MoHnTOpUHr

WHTepdbeiic pasgena aHanornvyeH nHtepdgeincy ctpaHuupl ‘Ctpanuua rpynnsl” — "Wireless" — "CeogHasn
nHpopmaums”.
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3.5.3.3.9 SLA

B pasgene otobpaxatoTca pesynbrartbl BbinofHeHns SLA-TecToB Ha ycTporictBax ESR n WLC.

A\ Mo ymonuaHuio onpoc MeTpuk SLA-TECTOB BCEX YCTPOICTB OTK/THOUEH.

© BKOUUTL MM BBIKTIOYUTL OGHAPYXKEHME 1 ONPOC MeTPUK SLA-TECTOB KOHKPETHOrO YCTPOICTBa, a
Takke HaCTpOUTb MHTepBasibl 0OHapPYXXeHUs 1 onpoca MOXHO BO BKkiaake '[apamveTpbl” —
"MOHUTOPWHT".

HacTpoiika 0bLmx napameTpoB MOHUTOpPUHra SLA-TecToB Ans Bcex ycTpoiicTs Tuna ESR n WLC
ocyLlecTBAsAeTcs Ha cTpaHuue "Hactpoiikn" — "MoHuTopuHr' — "MapameTtpbl” — "MOHUTOPUHT
YCTPOWCTB".

100.110.1.122_ESR-200 »
UndopmMaLma - 4 C») CUHXPOHU3NpOBaTbL - B Tepmunan v
1ICMP | SNMP | ssH |
MOHUTOPUHT &
Tect 10
MeTpuku Tect 2 ® - @ M
Tpanb! IP SLA test 2: duplicate packets Z v Tect 4 ® v
3anaun IP SLA test 2: lost packets zZ v
CobbITus
IP SLA test 2: one way delay forward =@ ~
MNpo6nembl 80000
Torn
60000 f-— = = = =
WHTepdeitchbl g
§ 40000 | — - o
SLA ®
5
(=}
Ynpaenenue ~ 20000
KoHdurypauum o
1715 17:30 17:45 18:00
Cepsucobl .
~-= Low Threshold Min Avg Max == High Threshold
Ynpasnenue N0
MapameTpbi > IP SLA test 2: one way delay reverse =z -
[ocTyn IP SLA test 2: one way jitter forward =z -
MoOHWUTOPUHI IP SLA test 2: one way jitter reverse Z v
IP SLA test 2: two way delay @ v
IP SLA test 2: two way jitter @ v
IP SLA test 2: out of sequence Z v
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TecTbl BK/IOYAOT HAGOP U3MEPEHUIA, KaXA0€e U3 KOTOPbIX 0TOGPaXKaeTCst BHYTPU KapTOUKM TecTa B Bue

OTAEeNbHOTo rpadhuka pe3ykTaToB 3TOr0 N3MEpPEeHMUs.
PsiA0M C Ha3BaHVeM TecTa 0TO6PaXaeTcsi KOHKA C ero CTaTyCoM:

NkoHka OnucaHue

@ TecT BK/IHOYEH Ha YCTPOWCTBE 1 NPOLLEN
ycrnewHo

® TecT BK/THOYEH Ha YCTPOICTBE M NPOLIEN
HeycneLHo

® TecT BbIK/IIOYEH Ha YCTpOICTBE

B cnyuae ecnv onpoc MeTpuk SLA-TeCTOB 6Obl/1 OTK/IKOUEH, PSAOM C NIEFrEH0N METPUKN B HKHEN YacTu
rpadmka 6yaeT oTobpaxaTbCsi CTaTyC "BbIK/THOYEHO":

IP SLA test 2: one way delay reverse & ~

20000

15000
12
£

S 10000
B
=4
a

5000

0

17:30 17:45 18:00 18:15
—-— Low Threshold " Min (BBIKIOYEHO) Avg (BbIKNIOYEHO)
Max (BbikntodeHo)  —-— High Threshold
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3.5.3.3.10 ARP-tabnuua

A\ Pasgen goctyneH Tonbko ana kommytatopos MES.
A Mo ymonuaHmio onpoc ARP-Ta6uL, BCeX YCTPONCTB OTK/THOUEH.

© VHdopmauys 06 ARP-TabnuLEe cobupaeTcsi U 0GHOBNSIETCS COrNacHo "VIHTepBasly 0GHapyXeHus".
BK/1IOUMTb UK BbIKIIOUNTE 06HapyxeHne ARP-Tabnuupl, a Takke HaCTPOUTb NHTEPBasIbl 0GHaPYXXEeHUS
N XpaHeHusa nHopMaLn 4N KOHKPETHOro YCTPOMCTBa MOXHO BO BK1agke ‘MNapamverpbl” —
"MoHUTOpPUHT" — KapTouka "VIHTepBasibl 06HapyxeHus 1 xpaHeHns SNMP-cywHocTein".
HacTpolika 06Lwux napameTpoB MoHUTOpuHra ARP-Tabnmupl ans MES ycTpoicTB ocyLLeCcTBASETCS Ha
cTpaHuue "HacTpoiikn" — "MoHuTopuHr® — "MapameTtpbl” — "MOHUTOPUHT YCTPOWCTB" — KapTouka
"IHTepBasibl 06HapyXeHns n xpaHeHns SNMP-cyLHocTelk".

B pasgene otobpaxaetcsa ARP-tabnvua kommyTtaropa.

Huopmayua 100‘110‘1‘121_M'582124M'AC s C») CMHXPOHH3UPOBATH - Tepmunan -
[1cme Tsnme Tssi] §
MoHNTOpHHI ~
EWIE « 2 & Q (2]

MeTpuku

Tpansi IP-agpec MAC-appec VLAN HuTepdenc Tun

3apauu 100.110.0.178 08:60:6e:7d:08:1d 1000 gi1/0/1 JMHaMuyeckun
CobbITua 100.110.0.1 a8:f9:4b:aa:20:21 1000 gi1/0/1 JuHamuyeckuin
Mpo6nemsb! 100.110.1.207 02:00:64:6e:01:cf 1000 gi1/0/1 JuHamuyeckuin
TNoru 100.110.0.230 74:56:3¢:23:78:d2 1000 gi1/0/1 JuHamuyeckuin
WuTepdeiics! 100.110.0.206 10:ff:e0:21:3d:4a 1000 gi1/0/1 JuHamuyeckuin
ARP-Tabnuua 100.110.0.2 a8:f9:4bee:b1:40 1000 gil/0/1 JuHamuyecknin
MAC-Tabnuua 100.110.1.57 e0:d9:e3:eb:5d:c0 1000 gil/0/1 JuHamuyecknin

CTpykTypa ~ 100.110.0.3 @8:f9:4b:84:29:00 1000 gi1/0/1 JNuHamnyeckni

B Tabnvue npeactaBieHbl creaytoue nosns:

* IP-apgpec — IP-agpec ARP-npuBAskuy;

* MAC-agpec — MAC-agpec ARP-npusa3skuy;

* VLAN — ngeHtndoukarop VLAN ARP-npuBa3sky;
* NHTepdpeiic — nHtepderic ARP-npnBasky;

* Tvn — Tvn ARP-npuBasku.
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3.5.3.3.11 MAC-tabnuua

A\ Pasgen goctyneH Tonbko ana kommytatopos MES.

A o ymonuaHuio onpoc MAC-Ta6/uLL, BCEX YCTPONCTB OTK/THOUEH.

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

© VHdbopmauys o MAC-TabnuLe cobupaeTcs U 06HOBNSETCS COMNAcHO "IHTepBasy 06GHapyXeHus".

BKAOUMTL UM BbIKNOUNTL 06HapYyxeHne MAC-TabnuLbl, a Takke HaCTPOUTb MHTEPBabI

06HapyXXeHus U XpaHeHns HPopMaL MmN 4151 KOHKPETHOrO YCTPOCTBA MOXHO BO BK1aKe
"MapameTpbl" — "MOHUTOPUHT" — KapToyka "VIHTepBasibl 06HapyxeHns n xpaHeHns SNMP-
cyluHocTen".

HacTpolika o06wwux napameTpoB MoHUTOprHra MAC-Tabnuubl ons MES ycTpolicTB OCyLLecTBISeTCA Ha
cTpaHuue "Hactpoiikn" — "MoHuTopuHr" — "MapameTpbl” — "MOHUTOPUHT YCTPOICTB" —

"IHTepBasibl 06HapyXeHns n xpaHeHns SNMP-cyLHocTelk".

B pasgene otobpaxaetcsa MAC-Tabnunua KommyTatopa.

KapToyka

Wudpopmauua

MoHnTOpHUHI

MeTpuku

Tpansi

3apauu

CoGbiTna

Mpo6nembi

TNorm

Wurepdeiics!

ARP-Tabnuua

MAC-Tabnuua

CTpyKTYpa

100.110.1.129_MES2424P_rev.C1_AC ~
o

QW
MAC-anpec
f0:b4:d2:2c:8a:41
d8:5e:d3:60:b2:71
e0:d9:e3:d2:d0:c0
68:13:e2:7e:93:b6
68:13:e2:03:4c:60
b8:27:eb:6d:4f:db
74:56:3c:8a:b7:f0

eB:28:c1:fc:d6:40

+

VLAN

1000

1000

1000

1175

900

900

900

900

WuTepdeiic

gi0n

gio/1

gi0/1

gi0/1

Qi 0/1

gi 0/1

gi 0/1

gi 0/1

(») Cuuxponnauposats

Q

Cratyc

JuHaMuyeckui
JHaMuyeckmi
JHaMuyeckmi
JHaMuyeckmi
JMHaMHYeCKHA
JMHaMHYecKui
JMHaMHYecKui

JMHaMHYecKui

-

Tepmunan

-

B Tabnvue npeactaBneHbl creayoLye nons:

* MAC-agpec — MAC-agpec MAC-NpuBA3KY;

* VLAN — nageHtudukatop VLAN MAC-npunBsskuy;
* NHTepdpeiic — nHtepderic MAC-NpuBA3KY;

+ Cratyc — ctatyc MAC-NpnBSA3KMN.
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3.5.3.4 Cmpykmypa

Pa3gen poctyneH Tonbko ansa kommyrtaropos MES.

3.5.3.4.1 Crek

B pasgene otobpaxaeTcsa cocTaB CTeka yCTpOCcTBa.

ECCM.PykoBogcTBO nosb3osarens.CeTb

WH@opMaLmsa 100.110.1.132_MES5448 [2]
[iows [ snu [ s5n ] )

MOHNTOPUHT -~
s
MeTpuku
Tparbi Pons Hassanne
3apaun MASTER Eltex MES5448 - 48xTenGig + 4xFortyGig
CobbITus BACKUP Eltex MES5448 - 48xTenGig + 4xFortyGig
MpoGnembl
Norn
WHTepdeichbl
ARP-Tabnuua
MAC-Tabnuua
CTpykTypa -~
Crek
Broku nutaHus

BeuTunatopbl

TemnepaTypHble AaTYNKNA

Cepuitabiii HoMep toHHTa

ES23000060

ES23000074

(%) CuHxpoHnanposats | ¥ B2 Tepmunan v

Bpems paborei Craryc
28 pHedt, 2:06:47 uP

27 pHeir, 11:43:28 up

B Ta6n|/|u,e npeactas/ieHbl criegyrowne nona:

* Ponb — po/ib 1oHUTA B CTEKE;
* HasBaHue — mogenb YCTPONCTBa;

+ CepuiiHblii HOMEp IHUTA — CepUiHbIi HOMEp HOHUTA B CTEKE;

* Bpewms paborthbi;
+ Craryc — cTaryc oHuTa.

CTeKnpoBaHHbIe YCTPOICTBa TPEOYHT Ha/IMUNA NINLEH3UN HA KaXXAbI FOHUT B CTeke. B cnyyae ecnu
NLLEH3UIN HeAOCTaTO4HO, ycTpolicTBO nepeBoanTcs B ctatyc "NO_LICENSE" n BbiBognTCS 113
o6cnyxunBaHusa (Npekpawaetcs c60p METPUK 1 HE CO3AAOTCH 3afaun Ha KOH(UTYPUPOBaHME).
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3.5.3.4.2 Bnokn nutaHunsa

© VHdopmauyma o 6rokax nUTaHNs cobupaeTcs 1 0GHOBNAETCA COrNacHo "VIHTepBasly 06HapyXeHus".
BK/IIOYMTb UK BbIKIHOUNTE OOHapYXXeHre 6/10KOB NTaHNS, @ Takke HaCTPOUTb MHTepPBaUIbI
06HapyXXeHus 1 XxpaHeHus nHgpopmaLmmn 0 6510Kkax NUTaHNS KOHKPETHOIO YCTPOMCTBA MOXHO BO
BKnagke "MapameTtpbl" — "MOHUTOPUHT" — KapToyka "VIHTepBasibl 06HapyxeHns n xpaHeHns SNMP-
cyluHocTen".
HacTpolika 06Lux napameTpoB MOHUTOPUHIa 610k0B NUTaHns A9 MES ycTpolicTB ocyLLecTBIseTcA
Ha cTpaHuue "HacTtpolikn" - "MoHutopuHr' — “MapameTtpbl” —» "MOHUTOPUHT YCTPOCTB" — KapToyka
"VIHTepBasibl 06HapyxeHus n xpaHeHns SNMP-cyuHocTelr".

B pasgene otobpaxaeTca nHopmaumsa o 6/10kax nuTaHus yCTpOCTBa.

—— 100.110.1.125_MES2324B_AC[2] ~
Q

Q) CHHXpOHU3MpOBaTh - B3 Tepmuuan v
Mokrutopusr v

ERWIE - N Q (2]

Crpykrypa

Crek Howmep unitid Tun Cratyc CepHiiHbIfi HOMeEp IoHMTa CocTosmue GaTapen D
Bnoku nutauus 1 2 AC Wcnpasen ES32016540 2810
BewTunaTopsl 1 1 AC Wcnpasen ES32023387 2811
TemnepatypHble gaT+mkn 3NemeHToB Ha cTpaknLe 10 -

Ynpasnenne v

Napamerpe! v

B Tabnvue npeactaBieHbl creayowe nonsi:

+ Homep — HoMep 6/10ka NUTaHUs B IOHUTE CTeKa,;

+ Unit Id — Homep toHWTa B CTEKE;

+ Tun — TN 6/10Ka NUTaHus,

+ Craryc — cTtaryc 6s10ka nuTaHus;

+ CepuiiHblii HOMEp IOHUTA — CepUliHbI HOMEp HOHWUTA B CTEKE;
+ CocTofiHVe 6aTtapeun — cocTosiHMe b6arapen 6r10ka NUTaHus;

* |ID — cucTeMHbIn naeHTudmkarop 6noka nUTaHMS.
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3.5.3.4.3 BeHTUNATOPSLI

© VHdopmauya o BeHTURSTOPax co6UpaeTCs U OGHOBASIETCS COFMACHO "IHTepBasty o6HapyXeHNs".
BKNOUMTL UK BbIKIOUNTL OGHAPYXXEHME BEHTUIATOPOB, & TakKe HaCTPOUTb MHTEPBasbI

ECCM.PykoBogcTBO nosb3osarens.CeTb

06HapyXXeHns N XpaHeHs MHPOPMaLMN O BEHTUNATOPAX KOHKPETHOIO YCTPOMCTBA MOXHO BO BK/1akKe
"MapameTpbl” - "MOHUTOPUHT" — KapToyka "VIHTepBasibl 06HapyxeHns n xpaHeHns SNMP-
cyluHocTen".
HacTpolika 06Lux napameTpoB MOHUTOPUHIA BEHTUNATOPOB A1 MES yCcTpoONCTB OCyLLeCcTBNSETCH Ha

cTpaHuue "Hactpoiikn" — "MonuTopuHr" — "MapameTpbl” — "MOHUTOPUHT YCTPOICTB" —
"IHTepBasibl 06HapyXeHns n xpaHeHns SNMP-cyLHocTelk".

B pasgene otobpaxaeTca nHopmaumsa 0 BEHTUASTOPax yCTPOncTBea.

KapToyka

sdropmatms

MOHMTGPHHI v

CrpykTypa ~

Crex

Bnoku nUTaHKsA

BeHTunaTopbl

TemnepaTypHble AaT4MKN

YnpaBneHue v

MapameTpbi v

100.110.1.132_MES5448 [2] ~
o

Unitid

Cratye

AKTMBEH

AKTMBEH

AxTuseH

AxTuseH

AxTuBEH

AxTUBEH

AxTUBEH

AKTMBEH

AKTMBEH

AxTuseH

Yposesn

100

100

26

26

26

26

100

26

26

26

CkopocTs

8880

8880

6120

6120

6480

6000

8760

6480

6600

6960

MUHHMANEHAS CKOPOCTD

MaKcAManbHas CKopocTb

(¥) CurxpoHusuposath

Q

Cepuiinbiii HoMep foHwTa

ES23000074

ES23000074

ES23000074

ES23000074

ES23000074

ES23000074

ES23000060

ES23000060

ES23000060

ES23000060

3nemenToR Ha cTpanuLe 10

B2 Tepmmunan

10us11

Tun

CMeHHbI

CMeHHbIA

CmeHHblit

CmeHHbIil

CmenHbIl

CmenHbii

CmenHbii

CMeHHbI

CMeHHbIA

CmeHHbIil

2613

2612

2611

2610

2609

2608

2607

2606

2605

2604

B Tabnuue npeactaBneHsbl cieaytoLie nons:

* Homep — HOMep BEHTUAATOPA B OHUTE CTEKA;
+ Unit Id — Homep toHWTa B CTeEKE;
+ Crartyc — cTaTyc BEHTUIATOPS,

* YpoBeHb — YpOBeHb paboTbl BEHTUNATOPA B NPOLEHTAX;
+ CKOpOCTb — CKOPOCTb paboTbl BEHTUIATOPA;

* MuHMMasIbHasa CKOPOCTb — MUHUMasIbHAsA CKOPOCTb PaboTbl BEHTU/IATOPA,

+ MakcrmasibHas CKOpoCTb — MakCcMMasibHas CKOPOCTb paboTbl BEHTUIATOPA;
+ CepuiitHblii HOMep OHUTa — CEPUIHBIA HOMEp OHUTA B CTEKE;
+ Tun — TN BEHTUNATOPA;
+ ID — cucTeMHbI naeHTUdUKaTOP BEHTUNSATOPA.
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3.5.3.4.4 TemneparypHble faTtynku

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

© VHdopmauys o TeMnepaTypHbIX AaTunKax v 0GHOBMAETCA COrMacHo "VIHTepBasty o6HapyxXeHns".

BKNOYNTL UNIN BBIKNHOUYNTL 06Hapy>KeH|/|e TemMneparypHbIX AaT4YMKOB, a TakKKe HaCTPOUTb NHTepBasibl

06HapyXXeHus 1 XxpaHeHns NHGopmMaLmMmn 0 TemnepaTypHbIX AaTymKax yCTPOKWCTBa MOXHO BO BK1akKe
"MapameTpbl" — "MOHUTOPUHT" — KapTodka "VIHTepBasibl 06HapyxeHus 1 xpaHeHns SNMP-

cyluHocTen".
HacTpoiika 06X napameTpoB MOHUTOPUHIA TeMNEPATYPHbIX 4aT4MKOB Ans yctpoiicte MES
ocyLlecTBAsaeTcs Ha cTpaHuue "Hactpoiikn" —» "MoHuTtopuHr' — "MapameTtpbl” — "MOHUTOPUHT

YCTPOWCTB" — KapTouka "MHTepBanbl 06HapyxeHusa n xpaHeHmsa SNMP-cyuHocTein".

B pasgene otobpaxaeTtca nHopmMalmsa o TeMnepatypHbIX gaTymkax yCTpoicTBa.

Wudopmaums

MOHUTOPHHI v

CTpykTypa ~

Crex

Bnoku nuTaHus

BenTunaTOpBI

TemnepaTypHele AaT4MKN

YnpasneHue v

MapameTpel v

100.110.1.132_MES5448 [2] ~

[rowe Tsnme [sst] O

==

=

Homep

1

2

[WINE < 20 &
Unitid

1

1

Tun garumca

BcTpoeHHbli

BcTpoeHHbIH

BcTpoeHHbI#

BeTpoesHsiii

BeTpoertisiii

BCTpoeHHbIH

BCTpoeHHbIH

BcTpoeHHbli

BcTpoeHHbIH

BeTpoesHsiii

Temneparypa, °C

34

40

MutMManbHas Temneparypa, °C

MaxcumansHas remneparypa, °C

(%) Cumxponnsuposate |~

Q

Nopor npeaynpexens, °C Cepwithbiit Homep

ES23000060

ES23000060

ES23000060

ES23000060

ES23000060

ES23000074

ES23000074

ES23000074

ES23000074

ES23000074

3nemenTos Ha cTpanuLe 10 -

B2 Tepmmnan

foHuTa

1-101310

Crarye

WMenpaseH

Wcnpasen

Wcnpasen

Wcnpasen

Wcnpasen

Wenpasen

Wenpasen

WMenpaseH

Wcnpasen

Wcnpasen

2614

2615

2616

2617

2618

2619

2620

2621

2622

2623

B Tabnuue npeacTaBneHsbl crieaytoLie nons:

* Homep — HOMep faTumka B IOHUTE CTEKa;
+ Unit Id — Homep toHWTA B CTEKE;
* Tun gartyuka;
« Temnepartypa — Temneparypa gaTtuuka;

* MyHUManbHas TemMnepatypa — MUHUMaIbHas TeMnepatypa AaTuunka;
+ MakcumanbHas Temnepatypa — MakcumasibHasi Temnepartypa AaTyunka;

+ Mopor npeaynpexaeHns — nopor TemnepaTypsbl, MPU KOTOPOM YCTPOICTBO reHepUpyeT yBeAOM/IEHUS;
+ CepuiiHbIli HOMEp OHUTA — CEPUIHBLI HOMEP HOHUTA B CTEKE;

+ Craryc — cratyc garunka,

+ ID — cucteMHbIl MaeHTUMKaTop AaTunKa.

106




ECCM.PykoBogcTBO nosb3osarens.CeTb

3.5.3.5 YnpasneHue

3.5.3.5.1 KoHdwmrypauuu

NHTepdpelic ans ynpaBneHmst KOHUrypauusmm ycTpoicTaa.

© Ycrpoiictea SMG He umetoT Bkaaku "KoHdurypauum'. STOT TN yCTPOIACTB HacTpanBaeTcs ¢
nomoLbto web-koHdnrypartopa. KHonka ans nepexoga B web-koHgurypatop otobpaxeHa Ha
CTpaHuLe Takoro yCTpoKcTBa:

100.110.1.123_SMG-1016M
&

C»)Cunxpoumvlpoearb - GD Web-koHgurypatop ) Tepmunan v

Mepexop & Web-KoHMrypaTop ycTpoicTsa

Mpouecc KoHurypmposaHua otimdyaeTca gnsa ycrpoincts ESR/WLC/ME/TAU n MES. Yctpoiictea ESR, WLC,
ME 1 TAU NnpyuMeHSIOT UM OTK/IOHAKT KOHJoUrypawumio Lennkom, B To Bpems kak MES npuMeHS0T oTaeNbHble
n3MeHeHus cpasy. B cBA3u ¢ atum, npu pabote ¢ ESR/WLC/ME/TAU co3gatotcs "UepHOBUKN
KOHdmMrypauumn', cogepxatime nosnHyt KoHUrypaumo ycTpoiicTea, a ans MES ncnonb3aytotcs "Makpochbl”,
cogepxalime TobKO He0bXoANMbIE N3MEHEHWS.

100.110.0.221_WLC-30 ~
MEmoprauna - & (») CuHXpOHM3MpOBaTb - GD Web-koHburypaTop B3 Tepmunan b
[iowe [ swwe [ s | &)
MoHWTOpUHT &
:_,:" O <+ Co3paTh UEpPHOBUK = TMonyuntb KOHUrypaLuo Va ¥
MeTpuku
1 #!/usr/bin/clish
Tpanbi \:\ AkTyanobHas 2025-02-28 16:20:54 eccm  Configuration applied by task ID 2128 2 #2706
3 #1.30.2
4 #2025-02-19
3apaun O Tun [LlaTa coapaHus AgTop Onucanve 5  #13:58:07
© 6  hostname WLC
CobbiTnA o . 7
|:| YepHoBMK 2025-02-28 16:20:23 eccm Configuration fetched by task ID 1083 8 object-group service ssh
MooGnensr 9 port-range 22
P O PesepBHas konua 2025-02-27 19:54:31 System Configuration fetched by task ID 1083 10 exit
11 object-group service dhcp_server
Norn X 12 port-range 67
|:| PesepBHas konus 2025-02-27 19:06:26 eccm Configuration applied by task ID 1065 13 exit
" . 14  object-group service dhcp_client
HTepeiickl
pb O YepHoBMK 2025-02-27 19:03:11 ecem Configuration fetched by task ID 1028 15 p:rt- range 68
16 exi
Wireless ) 17  object-group service ntp
O PesepsHas konus 2025-02-27 18:54:35 System Configuration fetched by task ID 1028 18 port-range 123
SLA 19 exit
|:| PesepBHad konus 2025-02-27 18:26:25 eccm Configuration applied by task ID 1008 20 object-group service dns
21 port-range 53
- 22 exit
VPR D YepHoBuK 2025-02-27 18:25:52 eccm Configuration fetched by task ID 638 23 object-group service netconf
24 port-range 830
S PR |:| PesepBHas konus 2025-02-27 12:54:38 System Configuration fetched by task ID 638 25 ex1.t . )
26 object-group service radius_auth
27 port-range 1812
C .
epamce! |:| PesepsHas konus 2025-02-26 20:18:24 System Configuration fetched by task ID 174 28 exit
29 object-group service sa
Ynpasnetwe 10 |:| Pe3sepsHas konus 2025-02-26 19:18:26 System Configuration fetched by task ID 150 ;? exg:rt_ range 8043-5044
Mapametpoi A 32 object-group service airtune
SnemenTo Ha cTpakmye 10 - 1-10us 12 > >l 33 port-range 8099
34 exit
JHoctyn 35 object-group service web
36 port-range 443
37 exit
MDHMTDPMHI- =0 Ahiart _Arann carvira eee
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2nemMeHTbl nHTepdgelica:

1. BNOK chyHKUNIA 1:

+ Cosgarb YepHoBUK/Co34aTb MakpoC — co34arb HOBYHO NMYCTYH KOHUIypaumio;

* Ypanutb — yaasiutb KOHQUrypaumio;

+ [onyunTb KOHUrypaumo — noy4mTb TEKYLLYIO KOHGhUrypauumio ¢ ycTpoilcTBa. Ecnmn oHa He 6yaeT
COBMajath C NocneaHel Nosly4eHHO ¢ ycTpoiicTBa KoHdurypaumeii (koHdmrypaumsi ¢ TUnom
"AKTyasibHan"), oHa ByfeT coxpaHeHa B CUCTEME Kak HOBasi KOHUrypawuus;

+ CpaBHWTb — NepeiTn K CpaBHEHMIO [BYX BbIOPaHHbIX KOH(Urypauuin. 4nsa nepexoga tpebyercs
BbIGpaTh (OTMETUTb rasiouKamm) ABe KOHUIypaLmmn n3 Cnmcka;

2. Bnok chyHkuwnii 2:
* PepaktvpoBartb — OTKPbITb PeAakTop KoHdMrypaumy;
+ CkayaTb — nosly4nTb BbIOPAHHYHO KOHhMIypauumo B BUae TeKCTOBOroO goaiina;
* [NprMeHuTb/3anyck — NPUMEHNUTb BblIGpaHHY KOHGUIypaLmio Ha YCTPOCTBO;
* BKIOUNTB/BBIK/IIOUYNTL MOLACBETKY CUHTAKCUCE,;
KHonku gnsa dounstpaumm n o6HOBAEHNS Tabnuubl KOHUTypauuii;
Tabnvua KoHurypauuii — oTobpaxkaeT CNMCOK NMEIOLLMXCSA KOHGIUTypaLuin ANs yCTPOUCTBa,;
MpeBblo KOHGUTypauumn — naHesnb s 0To6paeHnsi BbIGpaHHOW KoHdMrypaumn. Bei6op KoHdurypauum
AN NPOCMOTPa MPOU3BOAMNTCA HaXaTUeM Ha CTPOKY KOHurypaumu.

Tunbl KOHUrypaLmii

AKTyanbHasi — nocseaHss nosyyeHHast ¢ ycTpoiicTBa KoHgurypaums. Bcerga oto6paxaeTtcs NepBoii B CrMCKe.

aprw

UepHoBMK/Makpoc — KOHdUrypaums, NoaroToBeHHas A1 3arpy3ky Ha yCTPOICTBO.

Pe3epBHas konuns — pesepBHas Konusa KoHUrypaumm ¢ ycTporcTea nepeg npuMeHeHnemM HOBOM
KoHGourypauun. B cnydyae cMeHbl TekyLwen KoHhUrypaumm Ha HOBYHO el HazHavaeTcs Tvn "Pe3epBHas konus',
a HoBoli — "AkTyanbHas".
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Pepnaktop koHdwurypatumm

Mo3BonseT co3aath konuto ("HepHoBuK'/"Makpoc") TekyLLei Bepcumn KoHdurypauuu. Mpu 3ToM cyLiecTBytoLas
KOHpurypaums octaHeTcsa B 6a3e AaHHbIX 1 MU3MEHEHA He ByAeT, OCTaBNsAsi BO3MOXHOCTb BEPHYTbCS K HEVA.

PepakTupoBaTb YepHOBUK *

Onucanne ( >
Configuration fetched by task ID 1083

10 exit
11  object-group service dhcp_server
12 port-range 67

#!/usr/bin/clish
#270

#1.30.2
#2025-02-19
#13:58:07
hostname wLC

NV A WNR

object-group service ssh
9 port-range 22

3 exit

4 object-group service dhcp_client
5 port-range 68

6  exit

7 object-group service ntp

8 port-range 123

9  exit

@ object-group service dns

1 port-range 53

2 exit

3 object-group service netconf
4 port-range 830

5  exit

6 object-group service radius_auth
7 port-range 1812

8  exit

9 object-group service sa

0 port-range 8043-8044

1 exit

2 object-group service airtune
3 port-range 8099

4 exit

5 object-group service web
3 nart._ranna A2

OTMEHNTb CoxpaHuTb CoxpaHuTb 1 MpumeHuTb

Ha chopme AoCTynHbI cneayowme a/ieMeHTbI:

1.

2.
3

OnvcaHve — KOMMEHTAPUIA K KOHdUrypaLmK, ykasblBaeTcsi Npu co3aaHum HoBoli KoHdurypauumu. Mocne
3TOr0 MU3MEHUTb OMNMCaHNe Hesb3s;
KHoMKa BK/OYEHWS1/BbIK/THOUYEHUSI NMOACBETKN CUHTAKCUCA;
O6nacTb peakTUpoBaHWs — TEKCTOBbIV peaakTop, NO3BOMSALWMI paboTaTh C 60/1bIMM 06 bEMOM
NHhopmaLmmn 1 obecneymBatoLLii NOACBETKY CUHTAKCUCA U BHECEHHbIX NU3MEHEHWI;
KHOMKW ynpaBneHus:
+ OTMEHUTb — 3aKPbITb OKHO 6€3 COXpaHeHus;
+ CoxXpaHUTb — COXPaHUTb U3MEHEHUS], CO3aB HOBYHO KOH(UrypaLmio/Makpoc ¢ TUMOM
"UepHoBuK'/"Makpoc”;
+ CoxpaHutb 1 MpumeHnTb/CoXpaHnTb U 3anyCTUTb — COXPaHUTb HOBYHO KOHGUIypaLmio Kak
YEePHOBUK/MaKpOC 1 cpasy Xe NomnbITaTbCsl NPUMEHUTL €e Ha YCTPOINCTBO.

PepakTtop npegocTtaBnsieT UHCTPYMEHTbI 47151 NOMCKa MO BCeil KoHdmrypaummn. ns 1oro 4toobbl
BOCMOJ/1Ib30BaTbCA NMNONCKOM, YCTAaHOBUTE KypCOp B obnacTtb penakTmpoBaHnsAa N HAOXKMUTE COYETaHME KlaBuLLU
Ctrl+F:

O 00 NN R W N e

[
@

s -
#| /usr/bin/clish Y |M Aa Al | 10f5 ™4 = X
#18

#1.11.x

#14/09/2020

#18:04:47

hostname esr1e-0TT-SDD2

ip firewall sessions classification enable
ip firewall sessions allow-unknown
object-group service telnet
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3.5.3.5.2 Cepsuchl

CrtpaHnuya "CepBucbl” gocTynHa To/bKO Ans mapwpyTnsatopoB ESR ¢ Bepcuein MO 1.18.3 build 1 n
HoBee n koHTponnepoB WLC ¢ Bepcuein MO 1.19.x build 1 v HoBee.

© B Bepcun ECCM 2.1 ¢ nomoLLbto cTpanuLbl "CepBUChI” MOXHO HACTPOUTL NapaMeTpbl MEXCETEBOrO
akpaHa (firewall), anpecauuto Ha nHTepdeiicax, napametpbl goctyna (SSH, Telnet) n SNMP.
Mpumep HacTpolikn mexceTeBoro akpaHa (firewall) n agpecaummn Ha nHTepdelicax ¢ NOMOLLbHO
WNHCTPYMEHTOB 06 bEKTHOTO KOHUIYPUPOBaHNA NpeacTaBneH B "/IHCTPYKLVN MO BbICOKOYPOBHEBOMY
KoHgourypupoBaHuto firewall".

Ha cTpaHuue aoctyneH nHrepdelic 06bekTHOro KOHMUIypmpoBaHus yCTpoiCTBa.

© O6LexTHOe KOHUryprUpoBaHe — NpeACcTaBNeHne 1 ynpaBieHe KOHdUrypaLyeli ycTpolicTea Kak
HabopPOM CTPYKTYPUPOBaHHbIX 0OGBLEKTOB 1 B3aNUMOCBSI3eli MeXAy HMM, B MPOTUBOBEC TEKCTOBOMY
KOHDUIypupoBaHuto, NPy KOTOPOM CUCTEMA YNPaB/IeHNs He aHaIM3UPYeT CTPYKTYPY KOHApUrypauum
yCTpOIiCTBa 1 MaHWUNYMPYET TO/IbKO TEKCTOM, NPeAcTaBneHHbIM Habopom CLI-komaHg,.

NHTepdoelic npegocTaBnsieT oyHKUMOHaN 4151 KOHPUIypmMpoBaHnust yCTPOICTBa Yepes npeacTaB/ieHne ero
KoHGourypauum B Buae "pesunsnn’.

© Pesu3Ma — npeacTasneHre KOHGUrypaLun YCTpoiicTBa B 06LEKTHOM Bue. PeBU3NS MOXET 6biTh
co3gaHa 13 TeKCTOBOW KOHIUrypaumm yCTpoicTBa ¢ NnomoLLbio data-mogenu, co3aaHHom
nosib3oBartesieM Ha cepBepe. MameHeHus pesnsnin xpaHatca B ECCM n npeactaBnsitoT co60i UCToputo
N3MEHEHMS KOHpUrypawumm yCTPOCTB.

PeBU3Ms MOXET METb OAMH U3 CNefyoLLMX CTaTyCOB:

+ AktyanibHass/RUNNING — peBu3uns oTpaxaeT TekyLLyt KOHpurypaumuio ycTponcTaa;
* YepHoBuk/DRAFT — 4yepHOBUK KOHMIypaumu, NpeacTaBnsAoLWLmin coboi oTpefakTMpOBaHHY KON
KaKon-nmbo peBu3nn, KoTopas ellé He NPUMEHEHA Ha YCTPOWCTBO;

B cucteme MOXeET cyLLleCTBOBaTb TO/IbKO OAMNH 3K3eMnisp pesusnn Tuna "UepHoBuk/DRAFT".
Ecnn B cucteme cywectyet peusns Tuna "YepHouk/DRAFT", To coxpaHeHne nameHeHuii ans
[ApYroro Tuna pesnsnmn 6yaeT 3anpeLueHo.

+ B npouecce/PROCESSING — uepHOBMK, HaxoAsLLMACs B MpoLecce NpUMeHeHnsl Ha yCTpoiicTBo (noka B
NCTOpUN NPUCYTCTBYET peBusns B ctatyce "B npouecce/PROCESSING", 3anpelieHo noboe
pefakTMpoBaHue KoHUrypaumum 1 co3gaHne HoBbIX PEBU3NIA);

* MpumeHeHo/APPLIED — peBun3us, koTopas paHee nmena cratyc "AktyansHass/RUNNING";

* HeypayHo/FAILED — peBun3us, npuMeHeHe KOTOPOi 3aBepLUM/IOCH C OLLUMOKONA.
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3.5.3.5.2.1 ¥Ynpas/ieHne peBun3nsamu

© /1715 nonyyeHns akTyanbHO PeBMU3NM HEOBXOAMMO 3anyCTUTb 3aAauy Ha NoyyeHne KOH(UrypaLmm Bo
BK1aake "YnpasneHue" — "KoHdurypaumn" nam ¢ noMoLbio KHOMKKN "CUHXPOHM3NPOBaTh" Ha naHenun
ynpaB/ieHnsi yCTPOIACTBOM.

100.110.1.122_ESR-200
VHgopmaLms - 4 (b) CMHXPOHU3MUPORaThH v B3 Tepmunan v
ERETRETIRN
MOHUTOPUHI ~
RUNNNS VTepder Jomb1 6 n n VRE SNMP
2025-02-26 13:23:57 pheiickl OHbI 6e3omnacHoCcTn podunu paBuna Joctyn
MeTpuku —_—mm
Q
Tpansbl
3agaum HassaHue uHTepderica IP-anpec Onuncanue Pexum pa6oTbi VRF 3oHa GesonacHocTn Me;«:pe;:aoﬁ BkntoyeH
(0)
CobbITus D gigabitethernet 1/0/1 100.110.1.122/23 UPLINK to MES2124M (100.110.1.121) routerport OFF ON
Mpo6nembi O gigabitethernet 1/0/2 routerport ON OFF
Norun |:| gigabitethernet 1/0/3 50.50.50.50/22 routerport ON OFF
WHTepdeiickl O gigabitethernet 1/0/4 routerport ON OFF
SLA O gigabitethernet 1/0/5 switchport (poT) ON OFF
Ynpaeneuue ~ |:| gigabitethernet 1/0/6 test switchport ON OFF
Kondurypauyumn O gigabitethernet 1/0/7 routerport ON OFF
Cepeuchbl |:| gigabitethernet 1/0/8 test routerport ON OFF
YnpaeneHnue M0 |:| bridge 1 test-bridgel ON OFF
MapameTpbl & |:| port-channel 1 switchport ON ON
[JocTyn
MoHuTOpHHr
CoxpaHuTb U MpuMeHUTL

Ha cTpaHuue AoCTynHbI cneaytoLue a/1ieMeHTbl ynpaBieHus:

1. KHonka BbiGopa peBusuy;

2. MaHenb ANsi HaBUrauym No noapasaenam;

3. lMaHenb NpUMeHeHNs/coxpaHeHunsi/cbpoca N3MeHeHwi;

4. KHonKa 51l 0TO6paXKeHUs TEKYLLIUX U3MEHEHWIN OTHOCUTENIbHO aKTyaslbHOV KOHGMrypaLun.
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Ha HWXHeln naHenn ynpasneHna pacnosioXxeHbl cneayroume KHOMKu:

+ KHonka "CoxpaHuTb U NPUMEHUTL" — NpefHasHavyeHa 415 coXxpaHeHnss peBu3nn B 6a3e JaHHbIX 1
3anycka 3ajaqv Ha NnpuMeHeHne Mogeny KoHdUrypauumn Ha yCcTpoicTBo. briokupyetcs, ecnv BbibpaHa
pesusmsa Tuna "RUNNING" 1 HeT nameHeHuii unu pesnsmsa tuna "B npouecce/PROCESSING';

+ KHonka "CoxpaHuTb" — npegHasHayveHa 419 CoxpaHeHus peBnsnmn B 6ase gaHHbIX. Bnokmpyetcs, ecnu
HET n3MeHeHuiA. CoxpaHeHve peBusmnn cos3gaet yepHoBuik (draft) data-mogenu. Mocne coxpaHeHus
peBusnmn byaeT aBTomatnyeckn BoilopaHa DRAFT-peBu3ns. BNokmpyeTcs, eCiv HET U3MEeHeHWi nnn
BblbpaHa pesu3mna Tuna "B npouecce/PROCESSING”

+ KHonka "Cépocuth" — npefHasHavyeHa A5 oTkata U3MeHeHuli 1 BO3BpaLLeHns peBusnmn B
nepBoHaYasibHOe COCTosAHME. BnokmpyeTcs, ecsim HeT N3MeHeHWn nny BelbpaHa pesunsns Tuna "B
npouecce/PROCESSING";

+ KHonka "lMoka3aTb n3MeHeHus" — npefHasHavyeHa A5 0TO6pakeHUs natya KoHguUrypauum, KoTopbli
6yaet npumeHeH oTHocutesibHo RUNNING-koHdurypauun. Bnoknpyetcs, ecnm BolbpaHa pesnsnsa Tuna
"RUNNING" 1 HeT nameHeHwuii nnm pesnsms tuna "B npouecce/PROCESSING".

© Ecnv BbiGpana pesusus co ctatycom "HepHosuk/DRAFT", "MpumeHeHo/APPLIED" nnn "HeyaauHo/
FAILED", To kHOMKKM "CoxpaHume u npumMeHUms" n "lNokasame uamMeHeHust" He 6yayT 3a6N0KMPOBaHbI.
3T0 caenaHo 419 NpYMeHeHNst BbIbpaHHOW MoAenu KoHurypauuy 6e3 BHECEHUSI U3MEHEHUIA.

Ecnun B peBu3un 6bina gonylueHa olwmnbka, C KOTOPOiA 3anpeLleHo NPYMEeHsITb TeKYLLY Mogesb
KOHdUrypaumm Ha yCcTpoicTBo, TO:

* pAAoOM C KHOMKo "Copocutb” B MaHenn ynpaeneHns oTobpaxaercs NKOHKa A .

* NPV HaBeAEHMM Kypcopa Ha MKOHKY 0TOOPaXaeTcsl COOOLLEHME C NMOSICHEHNEM, B YEM UMEHHO

Heobxoaumo BblbpaTh VRF B HacTpoikax SSH
C6pocutb A

3aK/NYaeTcsa oLnGKa 1 Kak ee ncnpaBnTb ’

* KHOMKKM "CoxpaHnTb 1 NpuMeHnTb", "CoxpaHntb" 1 "MokasaTtb n3MeHeHus" oyayT
3a6M10KMPOBaHbI A0 TEX NOp, NOKa ownbKa He ByaeT ycTpaHeHa.

[na pefakTnpoBaHns akTyanibHOM MOLENN KOH(PUTYpaLM HaXXMUTE Ha KHOMKY Bblbopa peBunsnu, Bblbepute
pesusmto Tuna "AktyansHass/RUNNING" n BHecuTe He06X0AMMbIE U3MEHEHUS. A1 OTMEHbI U3MEHEHWIA
HaXXMUTe Ha KHOMKY "Cépocums" Ha NaHenn ynpasneHnsi peBusneii: Mogesnb KOHhurypaumm BepHeTCs K
nepBoHa4YasIbHOMY BUAY.

[nsi npocMoTpa natya KOHUTypaLmy HaXKMUTE Ha KHOMKY "Mokazams U3MeHeHUs": 0To6pasnTcs MoJasibHoe
OKHO C Habopom CLI-komaHf, KoTopble ByayT NPYMEHEHbI HA YCTPOCTBE.

[Nns npyMeHeHNa N3MEHEHWI HAXXMUTE Ha KHOMKY "CoxpaHumb U MPUMeHUMBb" Ha NaHenu ynpasneHus
peBu3neit: byaeT coxpaHeHa HoBas peBU3Ns 1 3anyCTUTCA COOTBETCTBYOLLANA 3a4a4a Ha NpuMeHeHne
KoHgurypauun. CoxpaHeHHas peBusnsi nonyumt ctatyc "B npouecce/PROCESSING" oo 3aBepLueHust 3agaun.

[Nnsi coxpaHeHUss UAMEHEHUIA HAXXMUTE Ha KHOMKY "CoxpaHums" Ha NaHenn ynpasneHnst pesusneii: byaet
co3gaHa 1 aBToMaTtuyecky BolibpaHa pesusns Tuna "YepHosuk/DRAFT" (ecnu peBuans tuna "HepHoBuMK/
DRAFT" yxe cylLlecTBYeT, TO NOSIBUTCS yBeAoM/eHNe 06 oLmnoke).

AHaNOIMYHbIMK AeACTBUAMY MOXHO OTPelakTUpOBaTh 06y APYryo PEBU3NIO U3 CMIMCKAL.
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[MpoCMOTp cnucka peBun3nia

[na npocMmoTpa cnicka peBVI3I/II7I nnn Bbl60pa pesnsnn yCTpOﬁCTBa HaXXMUTE Ha KHOMKY Bbl60pa peBnsnn:
OTKPOETCA AnasioroBoe OKHO CO CMMCKOM peB|/|3|/||‘/’|:

Cnucok peBU3nn
@ Mokazatb

Craryc Onucauue Data cozpaqua [ata npumeHeHns AsTOp ID 3apaumn

@ Draft #62 2025-02-28 17:36:01 2025-02-28 17:37:03 eccm

o~
=
N

Draft #62 2025-02-28 17:37:18 eccm

@ Draft #62 2025-02-28 17:34:.09 2025-02-28 17:35:22 eccm

]
ey
o

O O 0 @

@ Remote change 2025-02-26 13:23:57 2025-02-26 13:23:57 System

[

SneMeHTOB Ha cTpaHule 25 - 1-4u3d

3aKpbITh Bbi6paTe

B AnanoroBomM okHe cnucka peBu3nii 4OCTYMHbI CrieAytoLne 3N1eMeHThI:

1. KHonka oTob6paxeHnsi U3MeHeHWI BbIBpaHHOWN peBusny,

2. KHorka yaaneHus pesusuy,;

3. Tabnvua peBusunii yCTPOICTBE,

4. KHorKa 3aKpbITUsi A1anoroBoro okHa (6e3 Bbibopa peBusnn);
5. KHorka Bbibopa peBun3nun.

B Tabnuue peBunsnii oTobpadkeHbl cregytowme nons:

+ Crartyc — craryc pesusnn. Ctatyc oTobpaxaercsi C COOTBETCTBYIOLLEN MKOHKOM U oy6mpyeTcst TEKCTOM
Npu HaBefeHUV ykasaTtesieM MbILLUN Ha UKOHKY;

+ OnuncaHve — onncaHve pesn3unuy;

+ [ata co3gaHua — garta v Bpemsi CO34aHusa pesusuuy;

+ [laTa npumMeHeHus — farta 1 BpeMsi CO34aHus 3a4a4n Ha nprMeHeHve (06HOBNEHNE) PEBU3NK;

+ ABTOpP — UMS NoJb30Baresis, Co3aBLUero PeBU3NIo;

+ ID 3agaun — HoMep 3agauv Ha npumeHeHne (06HOBNEHME) PEBM3NN. PN HAXKATUI Ha CCbIIKY OTKPOETCS
BK1aaka "MOHUTOPUHT — 3agaun” ¢ ousTPOM NO COOTBETCTBYIOLLEN 3a4a4e.

UTO6bI NPUMEHNTL WU OTPELAKTPOBATL PEBU3UIO, BLIGEPUTE €€ U3 CNMUCKA N HAXXMUTE Ha KHOMKY Bblibopa
peBU3nN.
UTOo6bI yAaNNTL PEBU3NID, BbIGEPUTE PEBU3MIO CTATYCOM 13 CMIMCKA Y HXKMUTE Ha KHOMKY yAa/IEHNS PEBU3UN.

© MoxHo ynanuTh Tonbko peBusmio co cTatycom "YepHoBUK'.
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[1pocmOoTp narya KoOHUr

© naty koHurypauun — Ha6op CLI-komaHg, reHepupyeMbiii ECCM ans npuseaeHust kKoHdurypawmm
YCTPOMNCTBA K COCTOSAHMIO, ONNCAHHOMY B LIeNIEBO PEBU3UN.

aunu

ECCM.PykoBogcTBO nosb3osarens.CeTb

UToObI MNPOCMOTPETL NMaTty KOH(*)I/IpraLl'I/IVI, BblﬁepI/ITe PEBU3NIKO U3 CNNCKa N HAOXKMUTE Ha KHOMKY OTO6pa)KeHVIFI

N3MeHeHWl BbIGpaHHOW peBun3un: byaeT oTo6paKeHo ModasibHOe OKHO ¢ Habopom CLI-komaHg, aToro natya:

N3ameHeHus

1 ip vrf vrf3

2 exit

3 no ip ssh server

4 no ip ssh port

5 no ip ssh dscp

6 no ip ssh authentication retries
7 no ip ssh authentication timeout
8 no ip ssh key-exchange time

9 no ip ssh key-exchange volume

10 ip ssh server

11 ip ssh port 22

12 1ip ssh dscp 32

13 ip ssh host-key algorithm ecdsa256 disable
14 ip ssh authentication retries 6
15 ip ssh authentication timeout 360
16 ip ssh key-exchange time 1

17 ip ssh key-exchange volume 1000
18 interface gigabitethernet 1/0/1
19 no description
20 no security-zone
21 no bridge-group
22 no channel-group
23 no ip address all
24 no ip address dhcp
25 no ip firewall disable
26 no ip vrf forwarding
27 no shutdown
28  exit
29 interface gigabitethernet 1/0/1
30 description "UPLINK to MES2124M (100.110.1.121)"
31 ip firewall disable
32 exit

3aKpbITb

<>
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[pUMEHEHNE peBU3UN
PeBu3nsa KOHMrypaumm NPUMEHSIETCS Ha YCTPOCTBO CriefyoWwmum 06pasom:

1. MNMonb3oBaTesb Bbl6|/|paeT pesnsnto ans ,qaane|7|L|Jero penakTmposaHnsa 1 BHOCUT COOTBETCTBYHOLLIME

N3MEHEHNA,

2. Mpwu HaxxaTMn Ha KHOMKY "CoxpaHuTb 1 NPUMEHUTL" PEBU3NS MEHSIET CBOW cTaTyc Ha "B npouecce/
PROCESSING", co3gaeTcs 3agada Ha NpMMeHeHne Moaenu KoHdurypaymu.

Moka peBun3nsa HaxoauTcsa B ctaTyce "B npouecce/PROCESSING" onepauun no coxpaHeHuo/

NMPUMEHEHMNIO PEBU3NMN BYAYT HEAOCTYMHbI.

3. Mo OKOHYaHWUM 3a4a4n Ha NPUMEHEHNE MOAEN KOHAUTypaL i

a. Ecnu 3apava 3aBepLuniach yCrnewHo, To HoBasi PeBU3Ns U3MEHSIET CBOIM cTaTyc Ha "AKTyasibHasi/

RUNNING", a ctapas — Ha "lNpumeHeHo/APPLIED",

b. Ecnu 3apava 3aBepLuniach HeycneLHo, To HoBasi PeBM3Ksl M3MEHSIET CBOIA cTaTyc Ha "HeyaauHo/

FAILED", a ctapas pesu3us octaetcs B ctatyce "AktyasibHass/RUNNING".

3.5.3.5.2.2 Banmpauma mogenv KoHgurypaumm

Mpwv NonbITKe BHECEHUSI U3MEHEHUIA B MOAE/Nb CUCTEMA YNpaBEHUs NPOBEPSIET KOPPEKTHOCTb PEBU3NN U,
€Cc/ napameTpbl He COOTBETCTBYET NpaBuiamM BannaaLum, OTKIOHSIET COXpPaHeHne/NpUMEHEHNE TaKo
PEeBM3UM Ha YCTPOICTBO. B Nonsx, KOTOpble HE NPOLLIV BanuaaLuio, 0TOGPaXatoTcs COOTBETCTBYOLLME

OLUNOKN:

CospaTb npaBwuJ10 Napbl 30H 6e3onacHocTU

Homep * [HeiicTBue

30 Paspeluntb O JlornposaHue I BknounTb NpaBuno
OnuncaHue

CooTBeTCTBUSA + [Ho6aeutb

Tun cooTBETCTBUA ﬂlflal'la3OH noproe *

OwnanasoH TCP/UDP-nopToB nonyyatena ~ = 2245-2546

Value may be set only when rule match protocol set to TCP
or UDP

OTMeHUTb
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3.5.3.5.2.3 VHTepgelichl

ECCM.PykoBogcTBO nosb3osarens.CeTb

Bo Bknajke npeAcTaB/ieHbl 31eMeHTbI ypaBeHust nHTepdpeiicamm ycTpoiicTea.

© cCucrema nogaepxvBaeT 06bEKTHOE KOH(UTYPUPOBaHIE CREAYIOLLMX TUNOB UHTEPMEliCOB:

+ GigabitEthernet;

+ TenGigabitEthernet;

+ TwentyFiveGigabitEthernet;
+ FortyGigabitEthernet;

* HundredGigabitEthernet;

« sub;

* Qin-Q;

* bridge;

+ port-channel.

[1cmp [snmp [ssH | O

= Hassanne untepdeiica

[]  gigabitethernet 1/0/1

gigabitethernet 1/0/2

8 O

gigabitethernet 1/0/3

gigabitethernet 1/0/4

gigabitethernet 1/0/5

gigabitethernet 1/0/6

gigabitethernet 1/0/7

gigabitethernet 1/0/8

bridge 1

O 00 000D

port-channel 1

CoxpaHuTb U NpUMEHUTH

100.110.1.122_ESR-200 ~

ggychl)g-st 13:23:57 WuTepdeiickl 3oHbI 6esonacHocTy Npodum

O HasHauuTb 30Hy GesonacHocTu

IP-anpec Onuncaxue

100.110.1.122/23 UPLINK to MES2124M (100.110.1.121)

50.50.50.50/22

test

test

test-bridge1

(b) CHMHXpOHU3WPOBaTb -
MpaBuna VRF
Pexum paboTbi VRF 3oHa 6esonacHocTn

routerport

routerport

routerport

routerport

switchport (po1)

switchport

routerport

routerport

switchport

B3 Tepmunan

HocTyn

MexceTesoii
aKpaH

OFF
ON
ON
ON
ON
ON
ON
ON
ON

ON

v

SNMP

BrsitoyeH

ON

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

ON

Bo Bkaake AOCTYNHbI Criefytolmne 3NeMeHTbI:

1. KHomKa rpynnoBoro HasHa4eHusi 30Hbl 6e30MacHOCTY;

2. Mone nowucka no nHTepdericam;
3. Tabnuua nHTepdencos.

© B TabnuLe nHTepdeiicos B KonoHke "IP-agpec’ 0TOGPaKeHb! TONLKO NepBble ABa aApeca
nHTepdeiica. UtTobbl NPOCMOTPETL BECh NEPEYEHb HACTPOEHHbIX aIPECOB, HYXXHO K/TMKHYTb Ha UKOHKY
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B Tabnuue nHtepdelicoB oTo6paxeHbl CrieaytoLime nons:

* HasBaHue nHTepdelica;

+ IP-agpec;

+ OnucaHue;

* Pexum pabotsbl;

* VRF;

+ 30Ha 6e3onacHoCTY;

+ MexceTeBoii akpaH — donar BKKUYEHUS Ha MHTepdieince MeXCeTeBOro aKpaHa;
* BknwoueH — dpnar BkNoueHns nHTepdeiica.

[N HazHaYeHUs 30HbI 6E30MACHOCTY CPasy Ha HECKO/IbKO MHTEPECOB BbIGEPUTE COOTBETCTBYHOLLME
MHTepdelickl B TabmLe 1 HXXMUTE KHOTMKY rpynnoBOro HasHaYeHusl 30Hbl 6e30MacHOCTU: OTKPOETCS
[NasI0roBO€e OKHO, Ie HeEOBX0AVMMO BblOpaTh HYXXHYHO 30HY:

Ha3HauuTb 30HY 6e30MacHOCTH

JoHa Ge3onacHoCTH

zonel

WHTepdeickl
= gigabitethernet 1/0/3 3oxa yxe Hasnauena
= gigabitethernet 1/0/2 3oxa yxe Haznauena

OTMeHUTb HazHaumnTb

© Ecnv Ha uHTepdelice yxe HasHaueHa 30Ha 6e30nacHoOCTy, To ByAeT 0TO6PaKEHO COOTBETCTBYIOLLEE
npegynpexaexHve.
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[na penakTnpoBaHus MHTEPAIEica HAXXMUTE Ha COOTBETCTBYIOLLYHO CTPOKY B TabnuLe NHTEPAeincos:
OTKPOETCS AMa/ioroBOE OKHO CrlieAytoLLero Buaa:

PepakTupoBaTtb UHTepdelic

OnuncaHue

VRF

Q BKOUMTEL MEXCETEBOW 3KpaH
e BkntounTs nHTepdeic

e Bxntounts DHCP

IP-agpeca + [Do6asute

IP-appec

50.50.50.50/22 X

OTMeHUTL

B AnanoroBoM OkHe pefakTMpoBaHust MHTepdheiica A0oCTyMNHbI CeayoLlme 3N1eMeHThI:

NG =

Mone Ha3BaHusi HTepdelica (3ab10KMPOBaHO NPU PEAAKTVPOBAHNN);
Mone onucaHns HTepgeinca;
Mone Ha3HavyeHus 30Hbl 6e30NacHoOCTY;
Mone Ha3HayeHnsa VRF,;
Mepekntoyatesib BKIYEHUS/BbIK/TIOYEHUSA MEXCETEBOIO aKpaHa Ha HTepdeiice;
Mepekntoyatesib BKIKYEHUS/BbIK/TIOYEHUSA NHTepdelica,;
Mepekntoyatenb BkNOYeHUs/oTkAYeHns DHCP-knneHTa;
Bnok HacTpoliku ctatnyeckoi IP-agpecauun:

* KHonka gob6asneHus IP-agpeca,;

+ lMone BBoAa IP-agpeca;

+ KHorika yganenwus IP-agpeca;
KHOMNKM OTMEHbI/NoATBEPXAEHUS.

Bnok HacTpoiikn cTaTnyeckoi IP-agpecaunn cKpbIT, ecnm aktusmnpoBaH dnar "Bkntounts DHCP'.

3anpelleHo peaakTmpoBaTb MHTepdenckl B pexume "switchport”. VckntoueHne — nHtepdelicsi,
KoTopble MetoT NpuBsA3Ky k port-channel: gnsa Takux nHTepdeiicoB paspelueHa HacTpoiika VRF.
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3.5.3.5.2.4 30HblI 6e30nacHoOCTU

Bo Bknajke npeAcTaB/ieHbl 31EMEHTbI YpaB/ieHnsi 30HaMy 6e30MacHOCTM YCTPOCTBA.

‘1I33F;110.1.152;_‘E§R-200 /s (») Cumxponusuposats =~ TepmuHan | ¥

gtL]JySN(IJ'gE;Zé 13:23:57 WUutepdeiicsl 30HbI GesonacHocTH Mpodunu Mpaeuna VRF Hoctyn SNMP

+ Cospatb Q

HasBaHue OnucaHue VRF

gre

users

(]
O trusted
]
O

untrusted

CoxpaHuTk U MpUMeHUTL CoxpaHutb Cépocutb @ nMokasaTk M3MeHeHNs

Bo Bkajke AOCTYNHbI Criefytouime 3N1eMeHTbI:

1. KHomka co3faHus 30Hbl 6€30NacHOCTY;
2. KHonka yganeHus 30H 6e30nacHocTy;
3. Mone noucka no 3o0HaMm 6e30NacHoOCTY;
4. Tabnuua 30H 6e30nacHOCTU.
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B Tabnvue 30H 6e30MacHOCTV 0TOGPAXEHbI CrieAyoLLME NONS:

* HasBaHue;
+ OnucaHue;
* VRF — oTo6paxaeTt npuBs3Ky 30HbI 6e30nacHOCTU K ak3emnspy VRF ycTpolicTea.

[na co3gaHnsa 30HbI 6€e30MacHOCTN HaXXMUTE Ha KHOMKY CO34aHnsA 30HbI 6e3onacHoCTK: OTKPOETCA gnasioroeoe

OKHO C/ieAytoLLEro BMAA:

Cospatb 30HY 6e3onacHOCTH

HasgaHue *

new_zone

Onucanune

new_description

VRF
new_1 X

OTMeHUTb CospaTtb

B okHe co3gaHns 30HbI 6e30MnacHoCTK AOCTYnHbI criegyrowne a/ieMeHTbI:

1. Mone Ha3BaHNsA 30HbLI 6e30NacHOCTY (3a6/TOKMPOBAHO NPU peaakTMpoBaHun). O6s3aTenbHoe none,
NO/MKHO ObITb YHUKAbHBIM 1 HAUMHATLCSA C NaTUHCKMX BYKB (A-Z,a-z). MOXeT cofepxaTtb Lydopbl 1

cumBonbl ' _',' - '.HasBaHua a, al, all, any, self 3ape3epBMpOBaHbl;
2. Mone onncaHusl 30HbI 6e3onacHOCTW. Mone A0/MKHO cofepXaTb TOMbKO NaTUHCKUE BYKBbI, LMPbI 1
CNeLCMBO/bI;

3. Mone Bbi6opa VRF,;
4. KHOMKM OTMEHbI/MOATBEPXKAEHUS.

[nsi peflakTpPoBaHUs 30HbI 6€30MacHOCTM HAXMIWTE Ha COOTBETCTBYIOLLYHO CTPOKY B Tab/mLe 30H
6e30MacHOCTM: OTKPOETCS ANafioroBoe OKHO.

Ona ynaneHus O,CI,HO|7| W/ HECKO/bKMX 30H 6€30NacHOCTM BblAENNTE NX B Ta6n|/|u,e N HOXMUTE KHOMKY
yaaJsieHUA 30H 6e30nacHoCTU: OTKPOETCA AnasioroBoe OKHO NoATBEPXAEHUNA yaaJTIEHNA 30H!

MoaTBepanTe AencTene

Bbl AENCTBUTENBHO XOTUTE YAANUTb BblGpaHHble 30Hbl 6€30MacHOCTU?
[aHHble 30Hbl 6€30MacHOCTU UCMONb3YIOTCA B APYrUX 06beKTax KoHpUrypaumm.

MokasaTb NoApPo6HOCTU v

Het na
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Mpwn HaxkaTuK Ha KHOMKY "Toka3aTb NOAPOGHOCTN" OTKPOETCS CMMCOK 0OGBLEKTOB KOHAUIypaLum, B KOTOPbIX

MCNOJIb3YKOTCA yaand€eMble 30HbI 6e3onacHoCTu:

Ansi ynaneHusi BbIGpaHHbIX 30H 6E30MaCHOCTY HAXXMUTE Ha KHOMKY "[a": cucteMa NpoBepuT KOPPEKTHOCTb

ECCM.PyKoBOZCTBO nosib3osatens.CeTb

UHTepdeiichi:

e bridge 1

gigabitethernet 1/0/1.1000
gigabitethernet 1/0/1.1001
bridge 3

bridge 116

MopTeepanTe feiicTBue

CKpbITb MOAPOGHOCTU A

McnonbsyroTca B:

Het

MNpaBuna:

Bbl AENCTBUTENBHO XOTHUTE yAanuTb BblGpaHHble 30Hbl 6e30MacHoOCTU?
[aHHble 30Hbl 6€30MacHOCTM UCTONb3YOTCA B APYrUX 06beKTaxX KOHbUrypauum.

«user -> trusted»
«untrusted -> trusted»
«nat_eccm -> trusted»
«test -> trusted»

N3MEHEHWIA 1, ecnin OLNBOK HET, 3ahUKCUPYET UX.

3.5.3.5.2.5 TMpodwmnu

Bo Bknaake npefcTaB/eHbl 3/1IEMEHTbI yNpaBieHns NpouisiMi 6e30nNacHOCTU YCTPOCTBA.

RUNNING
2025-02-28 16:29:28

-+ CospaTtb

cll

OO0 o0b0ooooooao

100.110.0.166_ESR-1000 ~
[1cmp [ snmp [ ssH |

WnTepdeiicbl

Hassauve

SoftWLC

nat

bras_users

eccm

net_uplink

dhep_server

dhecp_client

eccm_port

eccm_port2

eccm_port_443

snmp

CoxpaHuTb 1 NpUMEHHTL

30HbI 6e3onacHoCTH MNpodwnnu

Tun npodunsa Onuncanne

CeTb

CeTb

Cetb

CeTb

Cetb

CepBuc

CepBuc

Cepeuc

Cepeuc

Cepeuc

Mpunoxexune

(») CMHXPOHU3NPOBaTL 7

MpaBuna VRF

Deranu

100.110.0.0/23

100.111.64.0/24
100.111.62.0/24

100.111.64.2-100.111.64.254

100.110.2.143-100.110.2.143

192.168.48.166 - 192.168.48.166

67-67
547 - 547
68-68
546 - 546

80-80

9090 - 9090

443 - 443

shmp

TepmuHan

DocTyn

v

SNMP
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Bo Bkaake AOCTYNHbI CriefytoLmne 3N1eMeHTbI:

1.
2.
3.
4.

KHonka co3gaHusa npodunsa 6e3onacHoCTy;
KHonka yganeHus npoduna 6e30nacHoCTy;
Mone novcka no npodunsm 6e3onacHoOCTy;

Tabnuua npodunnein 6e30nacHoOCTU.

B Tabnuue npodmnein 6e3onacHOCT 0TOOGPaXeHbI criegytoLmne nosns:

* HasaHue;
* Tvn npochuns;

OonucaHue;

+ [eTtanu — oTo6paxaeT napameTpbl Npodu/is 6e30MacHOCTY.

© B ra6nuue npodhuneit B konoHke "feTann" oTo6paxeHbl TONIbKO NepBbIe ABa NapameTpa npotuns.

UTo6bl NPOCMOTPETL BECH NEPEUEHb NAPAMETPOB, HYXXHO K/IMKHYTb Ha MKOHKY

[Ansi coznaHus Npodhuns 6e30MacHOCT HAXKMUTE Ha KHOMKY CO3AaHns NPOgIVst: OTKPOETCS ManioroBOe OKHO
cnepyoLlero Buaa:

CozpgaTtb npogunb

Hassanne*
new_object_group

Onucanne
new_object_group_description

Tun npoduna

Appec/Mopt v

Appec/Mopt + [o6aeute

IP-appec TCP/UPD-nopT
192.168.1.15 758 X

OTMeHUTb CospaTb

B AvanoroBoM OKHe co3aaHusi npoduns 6e30nacHOCTU A0CTYMHbI C/IEAYHOLLME 3IEMEHTbI:

1.

Mone Ha3BaHUs Npodus 6e3onacHocTy (3a6/10KMPOBaHO NPU peaakTupoBaHum). O6s3aTenibHoe nosne.
[O/MKHO 6bITb YHUKa/IbHLIM U HAUMHATLCSA C NTATUHCKUX BYKB (A-Z, a-z). MOXET cofepxaTb Lmdpbl 1

cumBonbl ' _',' - '.HasBaHua a, al, all, any 3ape3epBuMpOBaHbl;
Mone onuncaHus npodunsa 6e3onacHOCTU. [Lo/MKHO cofepXaTb TO/IbKO NaTUHCKUE BYKBbI, LMdpbI 1
CNeLCMBO/bI;

Mone Trna npocpuna 6e3onacHoCcTU. [lOCTYMNHble 3HAYEHUS:
+ Agpec/lNopT — agpec v NOPT UCTOUHUKA WU/IN HAa3HAYeHUS,
* MpunoxeHne — cogepxmmoe Tpadgmka no DPI (DPI - Deep Packet Inspection);
+ CeTb — ceTb UM AnanasoH apecoB UCTOYHUKA UM Ha3HAYeHUS;
+ CepBuC — NOPT UCTOYHMKA NN HA3HAYEHUS,
Bnok HacTpoliku napameTpoB Tuna npounis:
+ KHorka no6asiieHnss HOBOro napameTpa;
+ [Nonsa BBOAA 3HAYEHU NapameTpa;
+ KHonka yganeHvus napametpa;
KHOMKN OTMeHbI/NoATBEPXAEHNS.
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Ons pepgakTpoBaHusi npodnst 6e30MaCHOCTM HXKMUTE HA COOTBETCTBYHOLLYHO CTPOKY B Tabnmue npoduneli
6€30MacHOCTM: OTKPOETCA AMasIOrOBOE OKHO PEAAKTUPOBAHMS NPodhusis.

[ns yaaneHusi o4HOro Un HeCKOsbKUX Npodhuieit 6e30nacHOCTU BbIAENNUTE X B TABANLE N HAXKMUTE KHOMKY
yaaneHus npodunein 6e3onacHoCcT — OTKPOETCA ANasIOrOBOE OKHO NOATBEPXAEHUS yAaNeHns npoduneii:

MoaTBepauTe feicTBue

Bbl AeCTBUTENbHO XOTUTE YAANWUTb Bbi6paHHble Mpohunu?
[LaHHble NpoduUIn UCMonbaykoTcs B AIPYrMX 06bekTax KOHbUrypaLum.

Moka3aTb NoApo6HOCTH v

HeTt Oa

Mpwn HaxkaTuK Ha KHOMKY "Toka3aTb NOAPOGHOCTM" OTKPOETCS CMMCOK OGBLEKTOB KOHAUIypaLum, B KOTOPbIX
MCNonb3yoTca yaansemble NPocuIn:

MoaTeepauTe peicTene

Bbl AeACTBUTENIbHO XOTUTE y1a/INTb Bbi6paHHble npodunun?
[aHHble NpodUIn UCMOb3YIOTCA B APYrUX 06beKTax KOHOUrypaLuu.

CKpbITb NOAPOGHOCTU A
Mcnonb3yoTes B:

SNMP V1, V2C: SNMP V3:

e private ¢ admin

Mapbl 30H 6e3onacHoCTH:

e «untrusted -> trusted»
e «nat_eccm -> trusted»

Het Oa

[nsa ynaneHns BblGpaHHbIX Npodnnein 6e30nacHOCTM HAXXMUTE Ha KHOMKY "[a": cuctema npoBeput
KOPPEKTHOCTb M3MEHEHWIA 1, eC/IM OWNGOK HET, 3addUKCMPYET MX.
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3.5.3.5.2.6 Tpasuna

ECCM.PykoBogcTBO nosb3osarens.CeTb

Bo Bknaake npefcTaBneHbl MHCTPYMEHTbI A1 yNpaB/ieHus Habopamu NpaBu/i MeX30HOBOTO B3aMMOAENCTBUS
(napamu 30H 6e30MacHOCTM) YCTPOCTBA.

YnpaBsieHue napamu 30H 6e3onacHoOCTU

100.110.0.166_ESR-1000
[1cmp [snmp [ ssH |

ggysNgngs 16:29:28 Wutepdeiicbl 30HbI 6e3onacHocTH Mpodunn

<+ Cospats

D Mapa 30H 6esonacHocTH

(0)

Onucanue

] user-> untrusted

+ Cospate

D Homep [eiicTBue
)

] 1o

lNorupoBanue Craryc CooTBeTcTBMA
Paspewmtb OFF ON

[ user->trusted

[0 user->self

[J  untrusted -> trusted

[J  nat_ecem -> trusted

CoxpaHuTb U NpUMeHNUTL

(b) CMHXPOHM3NpOBaTh -

MpaBuna

Onucaxue

B3 Tepmunan v

VRF Joctyn SNMP

<

Bo Bknagke oTo6paxeHbl C/ieAyoLIMe 3NIEMEHTbI:

1.

2
3.
4,
5. Tabnuua nap 30H 6e30MacHOCTU:

KHonka co3gaHusa napbl 30H 6€30nacHOCTY;
KHomnka pefaktmpoBaHus napbl 30H 6€30NacHOCTY;
KHonka yganeHusa nap 30H 6e30nacHocTy;

Mone noucka nNo napam 30H 6e30NacHOCTY;

+ KHonka cBopauvBaHusi/pa3BopaqrBaHu1si COAEPXKMMOro BCex nap 30H 6e30macHoCTy;
+ KHonka cBopauvBaHusi/pa3BopaqrBaHnsi COAEPXKMMOT0 napbl 30H 6e30MacHOCTM.

B Tabnuue nap 30H 6e30nacHOCTM OTOGPaXeHbI ceayroLme nons:

* Mapa 30H 6e30nacHOCTN — OTOOPaKaeT 30HY-UCTOUHWK U 30HY-NOosTyYaTensb;

OnucaHue.
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[na co3gaHna napbl 30H 6€30MacHOCTM HaXXMUTE Ha KHOMKY CO34aHnA napbl 30H: OTKPOETCA AMNas1OroBOE OKHO:

CosgaTtb napy 30H 6e30MacHOCTH

WeTouHui?* HaaHaueHue*
users v & trusted -

OnucaHue
description

OTMeHNnTb Co3patb

B AnanoroBoM okHe co3aaHus napbl 30H 6€30MacHOCTU AOCTYMHbI Ceayolme 3/1eMeHTbI:

4.
5.

Mone "MicTouHKK" — 30Ha 6e30MacHOCTM UcxoasLlero Tpaduka (3a610K1MpoBaHo Npu peaakTUpPoBaHnm);
Mone "Ha3sHaueHne" — 30Ha 6e30nacHOCTM BXoAsLLero Tpadguka (3a610KMpoBaHo Npy peaakTUpoBaHnn);
KHonKa nepecTaHOBKM MecTamu 3HaueHuii noneii "MictouHmk" n "HasHaueHune" (3a6/10kMpoBaHo npu
peaakTupoBaHun);

Mone "OnucaHne"” — onucaHne cos3gaBaemMoi napbl 30H;

KHOMNKM OTMEHbI/NoATBEPXAEHUS.

[nsi peflakTpoBaHUS CYLLIECTBYHOLLEN Napbl BbiAenTe e€ B Tabmue nap 30H M HOKMUTE KHOTKY
pefakTVpoBaHUS Napbl 30H 6830MACHOCTU: OTKPOETCS ANASIOTOBOE OKHO PefakTMPOBaHMSA Napbl 30H.

[na ynaneHus oqHON MM HECKONbKMX Nap 30H 6e30MacHOCTM BblAeNnUTe X B TabnuLe 1 HaxkKMuUTe KHOMKY
yaaneHusi nap 30H 6e30nacHoOCTHU.
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YnpaBsieHue npasusiamu 6e3onacHoOCTU

[1pocmMoTp npasun 6e30MacHoOCTH

Mpu HaXaTUM Ha CTPOKY TabnULbl Nap 30H 6e30MacHOCTM packpoeTcs Tabnuua NpaBu MeX30HOBOrO
B3auMogelicTBus (Tabnuua npaeuia napbl 30H 6e30MacHOCTH):

[ user->untrusted ~

+ Cospatb

D Homep [eiicTBue Norupoeanne Cratyc CooTBeTCTBUSA OnucaHue

(O]

g 1o Paspewnts OFF ON

B packpbliBLUeiica TabnuLe JOCTYMHbI:

1. KHomka co3maHusi npaBusia napbl 30H 6e30MacHOCTY;

2. KHOMKW BK/IOUYEHVSI/BbIKMIOUEHUS NPaBU/ Napbl 30H 6e30MaCHOCTY;
3. KHonka yaaneHusi npaeuna napbl 30H 6e30MacHOCTY;

4. Tab6nuua npaswn Napbl 30H 6€30MacHOCTM.

B Tabnuvue npaBua 6e30MacHOCTY OTOGPaXKeHb! creaytoLe Noss:

* Howmep;

+ [elicTBue;

* JlornposaHue,
+ Craryc;

+ CooTBeTCTBUS;
+ OnucaHune.

© B ra6nuue npasun B KonoHke "CooTBETCTBUA" OTOGPAKEHBI TOMILKO NepBbIe ABa COOTBETCTBYS. UTO6bI
MPOCMOTPETb BECH NepeyeHb COOTBETCTBUN, K/TMKHUTE Ha UKOHKY

© pv HaBeneHum ykasaTenem MbIlLKM Ha COOTBETCTBME GyaeT OTo6paxeHa Noackaska ¢
cooTBeTcTBYtOWEN emy CLI-komaHaoi ycTpoicTBa.
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Co3naHve npasuia 6e30nacHoCTH

[na co3gaHna npasuia napbl 30H 6€e30MacHOCTM HaXMUTE KHOMKY Cco3aaHnda npasuia: OTKPOETCA AnasioroBoe
OKHO:

Cospgatb npaBuio napbl 30H 6e3onacHoOCTM

Homep™ Deitctene

20 PaspewuTb A |:| JlormpogaHue Q BknrounTb npasuno

Onucanue

CooTBeTCTBUA + [lo6aeuts

Tun cooTBeTCTBMA Mpodune*
Mpodunb IP-aapecos nonyyatens v = eccm X

OTMEeHUTb Co3patb

B Ananorosom OkHe co3gaHunsa npasuia napbl 30H 6e30MacHOCTM OOCTYNHbI cneaywLline anemMeHTbl:

Mone HoMepa co3aBaemMoro npaswna, 06yc/iaB/IMBAOLLEro NOPSA0K ero NPOBEPKY;
Mone AeincTBus Haf NakeToM Mpu COOTBETCTBUM NPaBuy;,
dnar akTBaLMKU NTOTMPOBaHNS CECCUI;
Mepekntoyatenb BKIHUYEHUS/BbIKOYEHNS NPaBUNa;
Mone onvcaHusa npaBuna;
BN0OK HAaCTPOIiKM COOTBETCTBUIA NpaBua:
+ KHonka fo6aBneHnst HOBOro COOTBETCTBUS;
+ Mons BBOZA 3HAYEHWIA COOTBETCTBUS,
+ KHornka yaaneHus CooTBETCTBUS;
7. KHOMKM OTMEHbI/NOATBEPXKAEHNS.

ocogpwn =

[nsi peflakTpoBaHUs Npasuia napbl 30H 6€30MaCHOCTU HAXMUTE HA COOTBETCTBYHOLLYIO CTPOKY B TabnuLe
npaBu/: OTKPOETCS ANA/IOrOBOE OKHO peflakTMpOBaHNUA NpaBuna.

© /715 u3ameHeHns Homepa npaBuna yepes TabaunLy NpaBua HKMUTE SIEBOI KHOMKOM MbILLM Ha VKOHKY

a0
*¢ 1, yAEpXu1Bas ee, NePeEMECTTE NMPABMIIO Ha HYXXHYIO MO3ULMI0 B TABMMLE.

Ana BK/1HOUEHNSA/BbIK/TIOYEHUS O4HOIo Win HeCKOJ/1bKMX npaBw/ BblaesinTe nx B Ta6ﬂVILl|e N HOKMUTE KHOIMKY

"BKNtounNTb"/"BbIKNOUNTL": 0TOBPA3UTCS AMasioroBOe OKHO MOATBEPXAEHUS AencTBus. HaxmuTe "[a"; ctatyc
npasun 6yaeT N3MEHEH.

[nsa yananeHns ogHOro Uy HECKONbKMX NpaBus BblAeMTe Ux B Tab/MLe U HOXXMUTE KHOMKY "YaanuTb".
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3.5.3.5.2.7 VRF

Bo Bkagke npeAcTaB/ieHbl 31eMeHTbl ynpasneHus aksemnnspamu VRF (VRF — Virtual Routing and
Forwarding) yctpolicTea.

100.110.0.166_ESR-1000 »

>) CUHXpOHU3UpOBaTb - TepmuHan - :

o swwe [ 594 ¢

EHZNSNWZ?ZB 16:29:28 WHTepdeiicel 3oHbI 6e30NacHOCTH Mpodunu MNpaeuna VRF Ooctyn SNMP
<+ Cospgatb Q

HasgaHue OnucaHue
()

O new_1
D new_2

CoxpaHuTb ¥ [pUMEHNUTBL

Bo Bknaake A0CTYMNHbI cneayowme 3/1eMeHTbl:

1. KHonka co3gaHus VRF;
2. KHorka yganeHusa VRF;
3. lMone noucka no VRF;
4. Ta6bnuua VRF.

B Tabnuue VRF oTobpaxeHb! cnepytoLme nons:

+ HasBaHue;
+ OnucaHwue.

128



ECCM.PykoBogcTBO nosb3osarens.CeTb

[na co3gaHnsa HoBoro VRF HaxxmnTe Ha KHoNKy co3gaHna VRFE: oTKpoeTcsa guanoroBoe OKHO:

Cozpatb VRF

Hassanue*
new_vrf

OnwucaHue

OTMeHUTL Cospatb

B ananorosom okHe co3gaHuns VRF oTob6paxeHbl criefytoLme a/ieMeHTbI:

1. Mone Ha3BaHusi VRF (3a6n0oknpoBaHo Npu pefakTnposaHum). O6sizatenibHoe none. JomkHO GbiTb
YHUKasIbHbIM. [101e AO/MKHO HAUYMHATLCS € NaTUHCKUX BykB (A-Z,a-z) 1 MOXET coAepXaTb Lumdpbl v

cumBonibl ' _ "' - '. 3HaueHna a, al, all, any, self 3ape3epBUpPOBaHbI

2. Mone onvcanusa VRF. Mone Ao/mKHO coepxaTb TOMbKO NaTUHCKME 6YKBbI, LMAPbI U CNeLCMMBObI;
3. KHOMK1 0TMEeHbI/NoATBEPXKAEHNS.

[nsa pepaktnpoBaHnst VRF HaxxmMunTe Ha COOTBETCTBYIOLLYHO CTPOKY B Tabnuue VRF: oTkpoeTcsa gnanorosoe
OKHO pepakTupoBaHusa VRF.

[nsa yaaneHns ogHoro nnu Heckonbkux VRF Bbliagenute nx B Tabnuue n HaxmuTe KHonky yaaneHust VRF:
OTKpPOETCS AMasioroBoe OKHO noaTeepxaeHns yaanexnmsa VRF:

MoaTeepauTe aeicTene

Bbl 1e/CTBUTENbHO XOTUTEe yAanuTb BbibpaHHble VRF?
[aHHble VRF ucnonb3aytoTcs B Apyrux o6bekTax KoHbUrypaumm.

MokasaTb noApo6HoCcTH v

Het Oa

Mpu HaxxaTun Ha KHOMKY "MNoka3aTb NoAPO6GHOCTU" OTKPOETCHA CMNCOK 0OBbEKTOB KOH(PUIypaLmm, B KOTOPbIX
ncnosb3yrTca yaansaemole ak3demnaspbl VRFE:

MoaTeepauTe feicTeue

Bbl 1e/iCTBUTENbHO XOTUTE yAanuTb BbibpaHHble VRF?
[aHHble VRF ncnonb3ytoTcs B ApYrux o6bekTax KoHburypauum.

CKpbITb MOAPOGHOCTU A

WcnonbaytoTes B:

WHTepdeiicbi: SNMP V1, V2C:
e «gigabitethernet 1/0/14» e «private»
SNMP V3: SNMP Tpanbl. [IPUEMHUKM Tparos:
e «admin» e «100.110.0.254»
HAocTyn:
e Telnet
Het Oa

[nsa ypanexnns Bbl6paHHbIX 3k3eMnasapoB VRF Haxxmute Ha kHonky "[a": cuctema NnpoBepuT KOPPEKTHOCTb
N3MEHEeHWI 1, eC/IN OLLINBOK HET, 3aNKCUPYET UX.
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3.5.3.5.2.8 [Hdoctyn

Bo Bknajke npeacTaB/ieHbl 3N1eMeHThl ynpaBneHusi napamerpamu SSH- 1 Telnet-cepBepoB ycTpoiicTea.

100.110.1.122_ESR-200 ~

>) CHMHXpPOHU3NpOBaTh v TepmuHan v
[icwe s 554 ¢

RUNNING .

2025-02-26 13:23:57 WuTepdeiicol 30HbI 6e3onacHoCTH Mpodunn MpaBuna VRF DocTtyn SNMP
SSH Telnet

BrounTs: @i MobansHo @ VRF Boi6pats VRF Brniounts: @i Mobanbro @Y VRF Bui6paTh VRF

Mopr* DSCP* Mopr* DSCP*

22 32 23 32

PaclumpeHHble HaCTPONKN v

CoxpaHuTb U NpUMeRnTL CoxpaHuTb C6pocutb @© TMMokasaTb U3MeHeHNs
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(72}
N
e

SSH

Brntounts: @ Mmobanbwo @) VRF Bbi6paTth VRF

Mopr* DSCP*
22 32

PacluMpeHHble HaCTPORKKA

AnropuTM Bepudukaymi host key

@ ecdsa256 ecdsa384 ecdsa521 ed25519 @

ANTOPHTM WHEPOBAHHA

@ aes128ctr aes192ctr aes256ctr
arcfour128 arcfour256 blowfish cast128 @

AyTeHTUDUKaUUA

Konm4ecTBo NOBTOPHLIX NONLITOK* Bpema oxnaanna napons, cex®

6 360

ANTOPHTM ayTEHTHDUKALMA

@ @ @ sha1-96 sha2-256 sha2-512 ripemd160

MapameTpbl o6MeHa KKYamu

WHTepean o6HOBNEHNA KOUa, Yac* Ofbem gaHHbIX, ME*

1 1000

ANrOpUTM IWHPPOBAHKUA

dh-group1-shal dh-group14-shal dh-group-exchange-shal
dh-group-exchange-sha256 ecdh-sha2-nistp256 ecdh-sha2-nistp384
ecdh-sha2-nistp521

Ha kapTouke SSH npeacTaBneHbl CneaytoLiMe 31eMeHTb:

1. MNepekntoyatenn pasgena "Bkawountb":
+ [nobanbHO — BK/IKOYAET/BbIKNOYAET r106asbHbI SSH-cepBep Ha YCTPOWCTBE;

A\ BbikntoueHye rnobansbHoro SSH-cepsepa MOXeT NPUBECTU K NoTepe A0CTyna 10
ycTpoiicTBa no npotokony SSH. KoHdurypmpoaHue yctpoiictea yepe3s ECCM 6yaet
HeAO0CTYMNHO.

+ VRF — Bk/tovaeT/BbiktovaeT SSH-cepsep, KOTopblli 6yaeT pabotaTb To1bKO B VRF, yka3aHHbIX B
cnucke "Bblbpatb VRF".
Mocne BKNIOUYEHMSA Nepek/ovaTens HaxXmMuTe Ha KHornky "Bbibpatb VRF": oTkpoeTcs avanorosoe
OKHO co cnnckoM VRF, HacTpoeHHbIX Ha ycTpolicTee. BbibepuTte VRF, B KOTOpbIX 6yaeT pabotatb
SSH-cepBep, 1 HOXMUTE KHOMKY "BblopaTth".
[nsa otknioueHnsa SSH-cepsepa Bo Bcex VRF nepeseaunte nepekntoyatesns "VRF' B cocTosiHue
"BbIK/IOYEHO", nocsie Yero cnucok VRF 6yaet nonHocTbio oumnwleH, a SSH-cepeep B VRF —
BbIK/TFOYEH.

A\ B cnyuae ecnu Ha ycTpoiicTBe HeT HacTpoeHHbIx VRF, nepekntovatens "VRF" 6yaet
3a6nokmposaH. Co3gatb VRF Ha ycTpoiicTBe MOXHO Ha Bkiagke "Cepsuckl” — "VRF".
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BbikntoueHme SSH-cepeepa B VRF MOXET NpnBeCTU K noTepe A0CTyna Ao yCTponcTea no
npotokosny SSH. KoHdhurypmpoBaHue ycTpoictea Yepe3 ECCM 6yaeT HegoCTynHO.

2. MopT — nopT SSH-cepBepa Ha ycTponcTBe. 3HAaYeHne No yMony4aHuo: 22. MoXeT NpMHMMaTh 3Ha4YeHUs
ot 1 go 65535.

Homep nopta SSH-cepBepa He A0/mKeH coBnagatb ¢ Homepom nopta Telnet-cepsepa.

3. DSCP — kog DSCP gna ncnonb3oBaHus B IP-3aronoeke ncxogsawmx naketos SSH-cepsepa. 3HaveHne no
ymMon4aHuio: 32. MoxeT npuHumMarb 3HadeHmst ot 0 go 63.

4. KHonka "PacluMpeHHble HaCTpPOoiKM" — cBOpaunBaeT/pa3BopaymBaeT NaHe b paclUMPEHHbIX HACTPOEK
SSH-cepBepa.

PaclinpeHHbie HacTPOIKM

1. AnropuTtm Bepudmnkaumm host key — anroputm Bepudukaummn host key anst SSH-cepsepa. MNMpuHnmaet
3HaueHus: dsa, ecdsa256, ecdsa384, ecdsa521, ed25519, rsa. Mo ymonyaHuo Bce anropuTmbl
paspelleHbl A/151 UCMO/Ib30BaHNS.

© AnropuTmbl, paspelueHHble Ans UCNOMBL30BaHNS, OKpaLLEHbI B CUHWIA LIBET, 3anpeLleHHble — B
Cepbliii.
[Nna BKNIOYEHUA/BbIKNIOYEHUSA alropuTMa K/IMKHUTE S1IEBO KHOMKOW MbILUM MO €ro Ha3BaHUio.

AnroputMm "dsa" He cunTaeTcsa 6e3onacHbiM. He pekomeHayeTcs 4715 MCNOMb30BaHNS.

2. Anroput™ WwngppoBaHns — anroputm wudppoBaHua ana SSH-cepeepa. MNMpuHUMaeT 3HaveHus: aes128,
aes192, aes256, aes128ctr, aes192ctr, aes256ctr, arcfour, arcfour128, arcfour256, blowfish, cast128,
3des. Mo ymonyaHuio BCe a/lrfOpUTMbl pa3peLLeHbl AN NCMNO/b30BaHus.

3. Paszgen "AyteHTudmkauma”:

+ KonnuyecTBO NOBTOPHbIX MOMbITOK — KOIMYECTBO NOMbITOK ayTeHTudmkauun ans SSH-
cepBepa. 3HavyeHue Mo ymonyaHuto: 6. MoXeT npuHnumMaThb 3HadeHnsa ot 1 go 10.

+ Bpems oxugaHusa napons, CeK — BpeMs OXnaaHus BBoga naponsa npv ayteHTudmkaumnm SSH-
KnueHTa. 3HadyeHune no ymosndaHuto: 120. MoxeT npuHmumMmarb 3HavyeHmnsa ot 30 go 360.

« ANropuTm ayTeHTUdMKauUm — anroputm ayteHTudmkaymm gnisa SSH-cepsepa. MoxeT npuHUMaTb
3HadveHusa: md5, md5-96, shal, sha1-96, sha2-256, sha2-512, ripemd160. Mo ymonyaHuto Bce
a/IrTOPUTMbI paspeLleHbl 47151 NICNOb30BaHUS.

Anroputmbl 'mdS" n "shal" He cuuTaroTcsa 6e3onacHbIMU. He pekoMeHAayTCs ons
1CMosIb30BaHuA.

4. Paszgen "MapameTpbl 06MeHa Kovamn':

* VIHTepBan 06HOBMEHUS K/THOYA, Yac — YacToTa CMEeHbI K/o4vei ayTeHTudmkaumm SSH-
cepepa. 3HavyeHue Mo ymonyaHuto: 1. MoOXeT NpuH1UMaThb 3HadeHnsa ot 1 go 72.

+ O6beM faHHbIX, MB — 06beM faHHbIX, NOC/Ie MPOXOXAEHUS KOTOPOro NPOM30iAeT 0GHOBEHNE
Kntouen ayteHTudumkaumm SSH-cepsepa. 3HadeHne no ymonyanuto: 1000. MoxeT npuHuMaTb
3HadeHna ot 1 go 4096.

« ANropuTtMm LWINPOBaHUS — anropuTmM obmeHa ktovamu. MNprHumaeT 3HaveHust: dh-groupi-shat,
dh-group14-sha1, dh-group-exchange-sha1, dh-group-exchange-sha256, ecdh-sha2-nistp256,
ecdh-sha2-nistp384, ecdh-sha2-nistp521. Mo ymonyaHuto BCe anropuTmbl paspeLleHbl 415
NCMO/Ib30BaHNS.
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Telnet

Telnet
Bkniounts: @Y Mmobanbio @Y VRF BbiGpaTb VRF

Mopt* DSCP*

23 32

Ha kapTouke Telnet npeAcTaBneHb! cefyoLve 3/1eMEHTbI:

1. MNepekntoyarenn pasgena "Bkawountb":
+ Nob6anbHO — BKNKOYAET/BbIKOYAET rNobasibHbIn Telnet-cepBep Ha YCTPOICTBE;

Bbik/toueHmne rnobanbHoro Telnet-cepBepa MOXeT NPMBECTY K MOTEPE AOCTyna Ao
ycTpoiicTBa no npoTokosny Telnet.

+ VRF — Bktoyaet/BbikoyaeT Telnet-cepsep, KoTopsblili 6yaet paboTarb TonbKO B VRF, ykazaHHbIX B
cnucke "Bblbpatb VRF".
Mocne BKNIOUYEHMA Nepek/ovaTens HaxXmMuTe Ha KHorky "Beibpatb VRF": oTkpoeTcs avanorosoe
OKHO co cnuckom VRF, HacTpoeHHbIX Ha ycTpolicTee. BbibepuTe VRF, B KOTOpbIX OyaeT paboTtatb
Telnet-cepBep, 1 HOXXMUTE KHOMKY "Bbi6paTtb".
[na otknioveHns Telnet-cepeepa Bo Bcex VRF nepeseante nepekntovarens "VRF" B cocTtosiHne
"BbIK/IO4MEHO", nocsie Yero cnucok VRF 6yaet nonHocTbio oumnleH, a Telnet-cepsep B VRF —
BbIK/TIOYEH.

B cnyyae ecnu Ha ycTpolicTBe HET HacTpoeHHbIX VRF, nepekntoyarens "VRF" 6yaet
3a6nokmposaH. Co3gatb VRF Ha ycTpoiicTBe MOXHO BO Bknagke ‘Cepsuckl” — "VRF".

BbikntoueHmne Telnet-cepBepa B VRF MOXET NpvBECTM K NoTepe AoCTyna A0 YCTPoicTBa Mo
npotokony Telnet.

2. Mopt — nopt Telnet-cepBepa Ha yCTPOICTBE. 3HAYEHNE MO yMONYaHMK: 23. MOXET NpYHUMAaTb
3HayeHus ot 1 oo 65535.

Homep nopta Telnet-cepeepa He [o/MKeH coBnaaaTb ¢ HOMepom noprta SSH-cepeepa.

3. DSCP — ko DSCP ansi ncnonb3oBaHus B IP-3aronoBke ncxoasimx naketos Telnet-cepBepa. 3HauyeHne
Nno ymosidaHuto: 32. MoXeT npuHumaTb 3HadeHns ot 0 go 63.
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3.5.3.5.2.9 SNMP

Bo Bknajke npeacTtaBfieHbl anemeHTbl ynpaeneHnss SNMP-o6bektamm ycTpolicTsa.

100.110.1.122_ESR-200 /

(b) CMHXPOHM3MPOBaTh v TepmuHan v
ERETAETIIW
RUNNING 7 i 30Hb1 6 n n VRF SNMP
2025-02-26 13:23:57 HTepdeiick OHbl 6€30MacHOCTH podunu paBuna HocTyn
@ SNMP-cepsep
SNMP V1, V2C v
SNMP V3 v
Tpanb! v
Mpodunu goctyna K OID v JlononHuTtesnbHble NapameTpbl v

CoxpanuTb 1 lNpumeHnTL CoxpaHuTb C6pocutb @@ TMokasaTb U3MeHeHus

[OCTyMHbI cneayoLwye a1eMeHTbI:

+ Mepekntovarens "SNMP-cepBep” — Bk/itovaeT/BblkntovaeT SNMP-cepBep Kak B rnobanbHol Tabnuue
MapLUpyTM3aLmMmn YyCTPOIRCTBa, Tak U BO BCeX co3fdaHHbIX VRF.

BoikntoueHne SNMP-cepBepa npuBegeT K notepe AocTyna Ao ycTpoicTea no npotokony SNMP.
MOHUTOPUHT yCTpOlicTBa OyaeT HEAOCTYNEH.

« Pasgen "SNMP V1, V2C" — no3BonsieT co3gaTtb, oTpegaktnposatb nnm yaanuts SNMP V1, V2C
community Ha yCTPOICTBE;

+ Pasgen "SNMP V3" — no3BonsieT co3gatb, 0TpeaaktmposaTb uav yaanutb SNMP V3 nonb3oBartenei
(SNMP V3 users) Ha ycTpoiicTBe;

+ Pasgen "Tpanbl" — no3sonseT fo6asuTb U NPOM3BECTN HACTPOIKY NapamMeTpoB NpYeMHUKa Tpanos
(SNMP host), BKNtOUMTb/BbIKNOYMTL OTNPABKY TPaNoB Ha NPUEMHWK, OTPeAaKTUPOBaTh CMMCOK TPanos,
oTnpaBNseMbIX YCTPOWCTBOM,;

+ Pasgen "Mpodmnn goctyna k OID" — no3BONSET co34aTh, OTpeAakTupoBaTb NN yaasinTs Npoduam
poctyna k OID (SNMP View);

+ Pasgen "[lononHuTenbHble NapameTpbl’ — No3BonseT HacTpouTb kKog DSCP, no6asuTb MHhopMaumio o
MECTOMNOJIOKEHNW YCTPONCTBA U KOHTaKTax orneparopa, BK/IHUNTb/BbIKNHOUNTL BO3MOXHOCTb
nepesarpysku yctpoictea no SNMP-komaHge.

© 115 packpbiTus BUAXKETA pasgena HAKMIUTE Ha KHOMKY Vv, PACTOMOKEHHYHO MO NPaBOMY Kpato
BUKETA.
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SNMP V1, V2C
SNMP V1, V2C ~
+ [lo6asutb Q
Community Joctyn Bepcusa IP-appec Mpoduns IP-agpecos VRF Mpodune goctyna k OID

(0)

O public TonbKo yTeHune V1,v2C

O tester Tonbko uTeHne V1,v2C

BnemeHTOB Ha CTpaHuue 5 hd 1-2us2

B pa3gene npeacTtaBneHbl criefytolime 3/1eMeHThbI:

1. KHonka go6asneHns SNMP community;
2. KHorika yganeHna SNMP community;

3. Mone noncka community B Tabnuue;

4. Ta6bnuua SNMP community.

B Tabnuue otobpaxeHbl cneaytoLlme nossi:

« Community;

« [octyn;

* Bepcus;

+ IP-agpec;

* Mpodomnb IP-agpecos;

* VRF;

* Mpodomnb goctyna k OID.
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[na no6aeneHust Hoeoro SNMP community HaXXMUTe Ha KHOMKY "[06aBUTL": OTKPOETCS AMasIof0BOE OKHO:

LOo6aeutb SNMP community

HasBaHwe *

public

JocTtyn

TonbKo YTeHune v
Bepcus

V1,Vv2C v
IP-agpec

Mpodwunb IP-agpecos

VRF

Mpodwunb goctyna k OID

OTMeHUTb Jo6aButb

B avanoroBom okHe ao6asneHnss SNMP community 0To6paXeHbl ClieaytoLine 31eMEHTbI:

1. HasBaHue — Ha3BaHne community (3a6/10KMPOBaHO NPV PeaakTMpPOoBaHNK). 3HAUYEHNE AO/MKHO ObITb
YHUKa/IbHbIM U HAYMHATLCS C NATUHCKNUX BYKB (A-Z,a-z), MOXET cofiepaTb Lypbl U CUMBOJIbI 3a
ncknroveHnem '?','l' n npobenos.

2. [octyn — ypoBeHb A0CTyna community K yCTPOACTBY. MOXeT NpuHMMaTh 3Ha4YeHust: "ToNbKO YTeHune",
"UTeHne n 3annck". 3HadyeHme no ymonyaHuto: "Tonbko YTeHne".

3. Bepcusa — Bepcus npotokona SNMP, nogaepxvBaemasn gaHHbIM community. MoXeT npuHumMaTb
3HaveHus: "V1", "V2C", "V1, V2C". 3HayeHune no ymonyanuto: "V1, V2C".

4. IP-appec — IPv4 nnu IPvé-agpec, kotopomy 6yaeT npegocTaBneH 40OCTyn A0 YCTPOMCTBa C
ncnosib3oBaHmemM gaHHoro SNMP community.

5. Mpodouns IP-aapecos — Ha3BaHue npodnnsa IP-agpecos (Tun "CeTb"), OT KOTOPbIX
obpabaTtbiBatoTcst SNMP-3anpochl.

Ecnu Ha ycTpolicTBe HeT npodouneii ¢ Tunom "CeTb", none 6yaet 3abnokmpoBaHo. Co3aatb
npodgu/b Ha YCTPOICTBE MOXHO BO BKaake "Cepsuckl” — "Tpochunn'.

OpHoBpeMeHHoe ykaszaHue napameTpoB "IP-agpec” n "Mpodnne IP-agpecoB” HEBO3MOXHO.
6. VRF — Ha3BaHue ak3emnnsapa VRF, n3 kotoporo 6yzer paspeLueH JOCTyn K YCTPOUCTBY C AaHHbIM
community.

Ecnu Ha ycTporictBe HeT VRF, none 6yaet 3abnokmposaHo. Co3garb VRF Ha yCTpoCTBE MOXHO
BO Bknagke "Cepsucbl’ — "VRF".

7. Mpodounb goctyna k OID — HasBaHue npodnnsa goctyna k OID (SNMP view), Ha 0OCHOBaHMM KOTOPOro
ob6ecneunsaetca goctyn community k OID.

Ecnu Ha ycTpolicTBe HET HacTpPOeHHbIX Npocuneii goctyna Kk OID, none 6yaet

3a6nokmMpoBaHo. Co3gatb NpodInib MOXHO BO BKnagke "Cepsuckl” — "SNMP" - "Tpochusb
poctyna k OID".
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8. KHOMKu 0TMeHbI/NoATBEPXKAEHNS.

Coszpgatb SNMP comminuty ¢ 0AMHaKOBbIM Ha3BaHWMEM MOXHO NPV BbINO/IHEHUW CIeAYHOLLMX YCOBWIA:
* y community C 0A¥HAKOBbIMW HAa3BaHUSIMU [O/IKHbI ObITb OAVMHAKOBbIE 3HAYEHWSI NapaMeTPOB:

"Bepcus’, "Mpocmnb goctyna OID", "Pexum goctyna’;

* y community ¢ 04NHaKOBbIM/ Ha3BaHUSAMWN HE AO0/MKHbI COBNaAaTb 3HAa4YEeHUS NapamMeTpoB:
"VRF", "IP-agpec", "Mpodmns IP-agpecos”,

* y community ¢ 04NHaKOBbIMW Ha3BaHUAMMN OO/MKEH OTINYATLCA XOTA Obl OAUH 13 AOMYCTUMbIX
napameTpoB. VlAgeHTuyHble community co3garb HeMb3s.

MakcumasnbHoe konmdectBo SNMP community, koTopoe MOoXeT 6bITb HACTPOEHO Ha YCTpoicTBe, — 32.

[na pegakTpoBaHMs community HXXKMUTE Ha COOTBETCTBYHOLLYIO CTPOKY B Tab/mue: OTKPOeTCA AnanoroBoe
OKHO "PepgaktupoBatb SNMP community”.

[na yaaneHus ogHOro UM HECKO/IbKMX community BblAeNnTe UX B TabnuLe 1 HaXMUTe KHOMKY "Yaanutb".

137



SNMP V3

B pasgene npeactaBneHbl CneayoLlme a/IeMeHThbl:
1.
2.
3.
4. Tabnunua SNMP nonb3oBareneii:
a. KHonka cBopauvBaHusi/pa3BopadvBaHnst 6510KOB A0NONHUTENbHbLIX NapameTpoB Bcex SNMP

ECCM.PykoBogcTBO nosb3osarens.CeTb

SNMP V3

+ [o6aents

D Wmsa nonbzoeatens Joctyn Pexum 6ezonacHoCTH
(0)

O admin Tonbko yTeHne AyteHTndWKaLmA
Mpodunb focryna k OID

VRF new_1

192.168.1.15

[Pré-anpec 192.168.1.22

IPv6-agpec 2200:
Mpoguns IP-agpecoe eccm

O test TonbKo uTeHme AyTeHTndurKaLms

Q

TMpoToKon ayTeHTUdMKaLMN MpoToKon wudpoBaHua Cratye

md5 des ON

md5 OFF

InemeHTOB Ha cTpaHuLe 5 - 1-2u32

»<

KHonka go6asneHns SNMP nonb3oBarens;
KHonka ypganeHms SNMP nonb3osarens;
Mone nowvicka nonb3osarens B Tabnuue;

nonb3oBartesnei;

b. KHonka cBopaumBaHus/pasBopayvBaHus 610ka AOMNOTHATENbHLIX NapaMeTpoB

onpegeneHHoro SNMP nonb3oBartens.

B Tabnuue oTo6paxeHb! creaytoLye nons:

Imsa nonb3oBartens;
JocTtyn;

Pexnm 6e3onacHocCTY;
MpoTokon ayTeHTUdMKauuuy;
MpoTokon wndpoBaHus;
Crartyc;

Mpodounb goctyna Kk OID.
VRF;

IPv4-appec;

IPv6-appec;

Mpodhune IP-agpecos.

B cTpokax "IPv4-agpec”, "IPv6-agpec”, "Mpodunb IP-agpecoB” oToGpaxatoTcsl TONbKO NepBble ABa

3HayeHus. Ytobbl MPOCMOTPETL BCE 3HAYEHUA NMapaMeTpPa, KIMKHNTE Ha NKOHKY B

COOTBETCTBYIOLLEN CTPOKE.
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[na no6aBneHns HOBOro NO/Ib30BaTENA HAXXMUTE Ha KHOMKY "[J06aBUTL": OTKPOETCS AMasioroBOe OKHO:

[No6aButb nonb3oBatens SNMP V3

Q BKNOYMTH

Wmsa nonb3soeatens* Aoctyn

username Tonbko YTeHue v
VRF

vrfl X

BesonacHocTb

Pexum 6esonacHocT

AyTeHTUdUKauma e

MpoTokon ayTeHTHdMKaLum*

md5 v D 3awndposaHHbI Naponb

MNapone ans ayreHTudUKaumumn*

12345678

MpoTtokon wudposaHua - D 3awmndpoBaHHbIi KoY

Kntoy wudposaxus

Mpodunb IP-agpecoB

IPv4-appec + [o6asutb

IPv4-agpec*

192.168.1.15 X

IPv6-agpec + [No6asute

OTMeHUTb Jo6aBuTb

B ananorosom okHe fo6asnieHns SNMP nonb3oBatens 0ToopaxkeHbl crefyoume 3/ieMeHTbl:

1.

2.

Mepekntoyarens "BkUnTL" — BK/IOYAET/BbIK/IKOYAET N0/Ib30BaTes1fA. 3HaYeHne No yMONYaHuio:
BKJ/1HOYEHO;

Nmsi nonb3oBatens — umst SNMP V3 nonb3oBatens (3a6/10KMpoOBaHO Npv peAakTMpoBaHu). 3HaueHne
[LO/IXHO ObITb YHUKa/IbHBIM Y HAYMHATLCSA C NATUHCKNUX OYKB (A-Z,a-z), MOXET cofepxarb Ludpbl 1
CYMBO/IbI 3a Uck/itodyeHnem '?', '|' n npo6enos.

. JocTyn — ypoBeHb A0CTyna Nosib30BaTesns K yCTPOACTBY. MOXET NpUHUMATh 3HAYEHUSE: "TONbKO

yTeHune", "UTeHne 1 3annck”. 3HavyeHne nNo ymonyaHuio: "TosbKo YTeHune".
VRF — HasBaHue ak3emnnsapa VRF, n3 kotoporo 6yaeT paspeLleH focTyn.

Ecnu Ha ycTporictBe HeT VRF, none 6yaet 3abnokmposaHo. Co3garb VRF Ha yCTpoCTBE MOXHO
BO BKkagke "Cepsuckl” — "VRF"

Mpocpunb goctyna k OID — HazBaHue npoduns goctyna Kk OID (SNMP view), Ha OCHOBaHMI KOTOPOTO
obecneunBaetcs goctyn nonb3osarens k OID.

Ecnu Ha ycTpolicTBe HET HacTpPoeHHbIX Npocuneii goctyna Kk OID, none 6yaet

3a6nokmMpoBaHo. Co3aatb Npodnab MOXHO BO BKnagke "Cepsuckl” — "SNMP" - "Tpochusb
poctyna k OID".
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6. Pasgen "BesonacHocTb":

a. Pexum 6e3onacHoctn — pexum 6e3onacHoctv SNMP V3 nonb3osatens. MOXeT npuHuMaTb
3HauyeHus: "He BbIGpaHOo"/nycToe nose (6e3 ayTeHTUgMKaLum 1
WwndgppoBaHust), "AyteHTudmkauus”, "AyTeHTUdMKaUMA 1 WgpoBaHne". 3HaYeHNE Mo YMOTUYAHWIO:
6e3 ayTeHTUMKaUUnM 1 LWINgpoBaHns.

b. MpoTokon ayteHTUdbMKauum — npoTokon ayteHTudpmkauum SNMPv3-3anpocoB. MoxeT npuHuMaTb
3HauyeHus: "He BbIGpaHo"/nycToe nosne (6e3 ayteHtTudgukayum), 'md5s", "shal”. Mone siBnserca
06s13aTeNbHbIM A/19 3ano/IHEHNs B C/lyvae, ec/iv B nose "Pexum 6e30nacHOCTU" yCTaHOB/IEHO
3HayeHune "AyTeHTudmnkaumnsa” unm "AyteHTndmkaumsa n wmudgposaHme”.

c. ®nar "3awmdpoBaHHbIli Naponb” — onpeaensiet, B KaKOM Buae OyaeT ykasaH naposib B nose
"Maponb ana ayTeHTMdunKaumm'.

d. Maponb ansa ayteHTudpmkaymm — naposnb Ans ayteHtudukaumm SNMPv3-3anpocos. Ecnn conar
"3almngpoBaHHbIii Naposib" He YCTaHOB/EH, TO Naposb 3af4aéTcsA CTPOKOoK oT 8 A0 32 CMMBO/IOB.
Ecnn yctaHoBneH conar "3awmdpoBaHHbIii Naposb”, TO B Nose yka3biBaeTcs 3alnpoBaHHbIi
naposib pasmepom ot 8 GaiiT Ao 32 6aiiT (oT 16 A0 64 CMMBOMOB) B LUECTHAALATEPUUYHOM
chopmate (0xYYYY...) unm (YYYY...). Mone siBnsetca o6si3aTesibHbIM AJ151 3an0/IHEHUS B Cly4ae,
ec/nin B nose "Pexum 6e3onacHoCTH" yCTaHOB/IEHO 3HaYeHune "AyTeHTudmkaums” nnm
"AyTeHTumkaums n wundposaHme".

e. poTokon wudpoBaHns — NPOTOKON LWNGPOBaHUS NepesaBaembix AaHHbIX. MOXET NpUHUMAaTb
3HaueHus: 6e3 WwudgposaHus (Nyctoe none), aes128, des. Mone siBNsieTCa 06s3aTe/bHLIM A/15
3anosiHeHMA B crlyyae, ecnu B nose "Pexum 6e3onacHOCTW" yCTaHOB/IEHO 3HaYeHne
"AyTeHTumkaums n wudposaHme".

f. ®nar "3awmndpoBaHHbIi KNoY" — onpeaenseT, B KakoM Buae OyAeT ykasaH k/iod B none "Knwoy
WwmndppoBaHns”.

g. Kntou wncbpoaHns — KNy 4N WNgpoBaHnsa nepefaBaeMblix gaHHbIX. Ecniv conar
"3almngpoBaHHbIi KoY He yCTaHOBEH, TO K/toY 3a4aéTcs CTPOKOoW OT 8 Ao 32 cumBosioB. Ecnn
ycTaHoBneH chnar "3awmnpoBaHHbIii KAKOY", TO B NO/E YKa3blBaeTCs 3alumMddPOBaHHbIN K104
pa3Mepom oT 8 6ainT go 32 6aiit (0T 16 A0 64 CMMBO/IOB) B LLUECTHAALATEPUYHOM hopmaTe
(OXYYYY...) nnn (YYYY...). NMone siBnsieTcst 06s13aTe/bHbIM AJ151 3aM0/IHEHUS B C/lyYae, ecnv B nosne
"Pexunm 6e30nacHOCT" yCTaHOBMEHO 3HaYeHne "AyTeHTUnkauus u WwudposaHue”.

7. Pasgen "Mpodwunb IP-aapecoB” — B pasaerne MOXHO ykasaTtb 8 npodouneii IP-agpecos (Tvn npoduns
"CeTb"), OT KOTOpbIX ByayT o6pabaTbiBaTbes SNMP-3anpockl nog, aaHHbIM SNMP V3 nonb3oBatenem.

Ecnu Ha ycTporicTBe HeT npodmneii ¢ Tunom "CeTb", kHonka "[lo6aBuTh" B pasgene "Mpoduib
IP-agpecoB” 6yaet 3abn0knpoBaHa. Co3garb NPogunb Ha YCTPOMCTBE MOXHO BO BK1aAKe
"Cepsucbl” - "TMpodmnn’.

8. Paspgen "IPv4-agpec” — B pasgene MOXHO ykasatb 8 IPv4-agpecos, OT KOTOpbIX 6yayT
obpabatbiBaTtbca SNMP-3anpocsl nog gaHHbIM SNMP V3 nonb3oBaTenem.
9. Paspgen "IPvb-agpec” — B pasgene MOXHO ykasaTb 8 IPv6-agpecos, OT KOTOpPbIX 6yayT
obpabatbiBaTtbca SNMP-3anpocs! nog gaHHbIM SNMP V3 nonb3oBatenem.
CymmapHoe konunyecTso IPv4 n IPv6 agpecoB B HacTpolikax SNMP nonb3oBartenst He MOXeT
npesbiwarb 8.

10. KHONKM OTMeHbI/NoATBEPXKAEHUSA.

MakcumanbHoe konmyectBo SNMP nonb3oBaTtesieit, KOToOpoe MOXET 6bITb HACTPOEHO Ha YCTPOICTBE,
—16.

[ns pegakTnpoBaHUsi NO/b30BaTENA HAXXMUTE HA COOTBETCTBYHOLLLYIO CTPOKY B TabNuLEe: OTKPOETCS
Ananorosoe okHO "PefaktmpoBaTb nonb3osatens SNMP V3"
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[ns yaaneHust o4HOro UM HECKOJIbKUX NOMb30BaTeNeit BblAeNnTe UX B TABMLE U HAXKMUTE KHOMKY "YAamuTb":
OTKPOETCS ANa/Ior0OBOE OKHO MOATBEPXKAEHNS YAANEHUS:

MoaTeepauTe feicTBUE

Bbl AeNCTBUTENBHO XOTUTe yAanuTb Bbl6paHHbIXx SNMP V3 nonb3oBaTenein?
LaHHble SNMP V3 nonb3oBaTenn UCNONb3YOTCA B APYTMX 06beKTax KOHbUrypauum.

lMokasaTb NOAPO6HOCTU v

Het Na

Mpwn HaxkaTum Ha KHOMKY "lNMoka3aTtb NoAPO6HOCTIN" OTKPOETCA CNNCOK 0OBEKTOB KOHpMIypaLmm, B KOTOPbIX
ncnonb3yroTca yoansemole SNMP V3 nonb3osarenu:

MoaTeepauTe AeiicTBUE

Bbl A€NCTBUTENBHO XOTUTE YAaNUTb BbliGpaHHbix SNMP V3 nonb3oBatenein?
OaHHble SNMP V3 nonb3oBaTteny UCMoJb3yTcs B ApYrMx 06bekTax KoHGUrypaumm.

CKpbITb NOAPO6HOCTU A

McnonbaytoTes B:

SNMP Tpanbl. IpUEMHUKM Tpanos:
¢ 192.168.1.15

Het Aa

[nsa ynaneHus nonb3oBaTtesieit HKMUTe Ha KHonky "la": cuctema NpoBepUT KOPPEKTHOCTb M3MEHEHWIA 1, eCNn
OLUINGOK HET, 3adIUKCUPYET UX.

Tpanbl
Tpansbi ~
PeXuM OTNPaBKH Tpanos
ietf v HacTpouTb cnucok TpanoB
+ [DoBaeuth Q
D) |P-agpec npuemMH1Ka Tpanoe VRF MopT Bepcus Community Monb3oBartens IP-agpec ans oTnpaeku Tpanoe WuTepdeiic Ans oTNpaeku TRanoe
©
D 100.110.2.143 162 v2C private 100.111.66.1
|:| 192.168.14.15 new_1 162 Vv2e public
SMeMeHTOB Ha CTpaHiLe 5 - 1-2u32

B pasgene npeacTaB/ieHbl CeyoLye a/1eMeHTbI:

1. Mone BblIbOpa pexmma oTnpaBky TpanoB. MOXET NpUHUMaTh 3HadeHus: ietf, cisco. 3HaveHne no
ymonyaHuto: ietf.

2. KHonka "HacTtpoutb cnmcok Tpanos”. OTKpbiBaeT O4HOMMEHHOE ANasioroBOe OKHO, NO3BO/IsOLEE

HacTpoOUTb CNMCOK TParnoB, KOTOpble ByAyT OTNPaB/IATLCA OT YCTPOMCTBA B CTOPOHY NPUEMHMKA Tparos.

Ecnu cnucok Tpanos nycT, Tpanbl He 6yayT OTNPaB/ATLCA Ha NPUEMHUK;

KHonka go6aenennst SNMP-nprémHuka tpanos (SNMP host);

KHonka yganeHmsa SNMP-npnémHmka Tpanos;

Mone novicka NpuémHMKa Tpanos B Tabnmue;

Tabnmua SNMP-NpUEMHNKOB Tpanos.

oukw
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B Tabnuue oTo6paxeHb! creaytowiye nosns:

IP-agpec npnémHuka Tpanos,

VREF;

Mopr;

Bepcus;

Community;

Nonb3oBartesns;

IP-agpec ons otnpasky Tpanos;
NHTepdelic ana oTnpaBkm Tpanos.

[Job6aBneHne npnémHuka Tpanos

[nsa no6aBneHys HOBOTO NPUEMHYMKA TPanoB HaXKMUTE Ha KHOMKY "[Lo6aBUTb": OTKPOETCS ANa/iOr0BOE OKHO:

[.06aBUTb NPUEMHUK Tpanos

|IP-agpec *
192.168.1.1

VRF

Mopt *
162

Bepcusa

v2C v

Community

public

Monb3soBaTtenb

IP-appec ans oTnpaBKu Tpanos

WHTepdeic gnsa oTnpaBkuK Tpanos

OTMeHNTb [Nob6aeutb

B AnanoroBom okHe f06aBneHns NPUEMHKKA TpanoB 0TOBPaXKeHb! CrieytoLLe 3N1EMEHTbI:
1.

2.

IP-anpec — IPv4 nnn IPv6-agpec cepeepa, Ha KOTopblil 6yayT otnpaBnAatbcst SNMP-Tpanbl
(3a6n0okMpoBaHoO NpY PeaakTMpPoBaHNN).
VRF — Ha3BaHue 3k3emnnsapa VRF, B KOTOpOM HaxoguTcsa NpueMHuNK Tpanos.

© Ecnv Ha yeTpoiicTee HeT VRF, none 6yaeT 3a6nokmposaHo. Cosaatb VRF Ha ycTpoiicTBe MOXHO
BO Bknagke "Cepsuckl” — "VRF"

MopT — nopT konnektopa SNMP-yBegoMNeHN Ha yaaneHHOM cepBepe. MOXeT NpuH1UMaTh 3HaYeHns ot
1 no 65535. 3HadeHne No ymonyanuio: 162.

Bepcus — Bepcus npotokona SNMP, koTopas 6yaeT ncnonb3oBatbes A1 otnpasku SNMP-Tpanos.
MoXeT npuHuMaTh 3HauveHus: "V2C", "V3". 3HaueHne no ymonyanuio: "V2C".

Community — SNMP V2C community, OT UMeHW KOTOPOro Ha yAasIeHHblid cepBep OyayT OTnpaBisaTbCA
yBefoM/IEHUS. 3HaUeHne No ymonyanuto: "public”. 3HaueHne Jo/MKHO HAUMHATBLCS C NAaTUHCKMX ByKB (A-
Z,a-Z) N MOXET cofilepXaTb Ldpbl U CUMBO/IbI 3a UCK/oUeHreM '?','|' u npo6esnos.
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6. Monb3oBarens — SNMP V3 nonb3oBatesnb, OT MMEHU KOTOPOro Ha yAasieHHbIn cepeep OyayT
OTNpaBnsATbLCA yBegoMAeHMs. MNonb3oBaTesb AO/MKEH ObITb HACTPOEH Ha YCTPOMCTBE N HAXOAUTLCS B
COCTOsIHUM "BK/ItoYeH". Mone cTaHOBUTCA 06513aTe/bHbIM A5 3aN0fIHEHMA B C/lydae, ec/iv B nosne
"Bepcus” BbICTaBMEHO 3Ha4YeHne "V3".

7. IP-agpec ans otnpasku TpanoB — IPv4/IPv6-agpec agpec yCTpOICTBa, C KOTOPOro Ha yAasleHHbIN
cepep oyayT otnpaenaTbca SNMP-Tpanbl.

Ecnu B none "VRF" 6b110 ycTaHOBNEHO 3HavyeHue, To IP-agpec Ans oTnpaBky TpanoB Takke
OO/MKEH BXOAUTb B yKasaHHbIli VRF.

Ecnu paHee 6bi1 ykasaH "IHTepdieiic gns oTnpaBky Tpanos”, TO ykasaTb "IP-agpec ans
OTNpaBky TPanoB" HeNb34.

8. VHTepdpelic ansa otnpaekmn TpanoB — UHTepdieiic ycTpoincTea, IPv4/IPv6-agpec kotoporo 6yaet
NCNonb30BaTbCs A5 OTNPaBKM YBEAOM/IEHUI HA YAa/IEHHbIA cepBep.

Ecnu B none "VRF" 66110 ycTaHOBNEHO 3HAa4YeHUe, TO MHTepdelic 415 OTNPaBkM TPanoB Takxe
OO/MKEH BXOAUTb B yKasaHHbIli VRF.

Ecnu paHee 6b1n ykasaH "IP-agpec osia oTnpaBku Tpanos', TO ykasaTtb "VIHTepdelic ans
OTNpaBky TPanoB" HeNb3s.

9. KHOIMKW OTMEHbI/NOATBEPXKAEHMS.

PaspeluaeTtcs 406aBUTb HECKO/IbKO NPUEMHUKOB TparoB C OMHAKOBbIM 3Ha4YeHneM napametpa "IP-
agpec" B criyyae ecnm Kaxaplii 3 HUx paboTtaet B pasHbix "VRF".

MakcrMasibHoe KONMM4YecTBO NPMEMHMKOB TPAnoB, KOTOPOE MOXET 6bITb HACTPOEHO Ha YCTPOICTBE, —
10.

[na pegakTpoBaHusl NPUEMHMKA TPANoB HAXXMMUTE HAa COOTBETCTBYIOLLYIO CTPOKY B TabnuLe: OTKpoeTcs
[nanoroBoe okHO "PefakTupoBaTb NPUEMHUK TpanoB".

[na yaaneHus ogHOro Uy HECKONbKMX MPUEMHUKOB TParnoB BblAennTe ux B Tabnmue n HOXMUTE KHOMKY
"Yoanutb".
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HaCTQOVIKa CnncKa TpanoB

[nsa HacTpoiikmn cnucka Tpanos, KOTopble OyAyT OTNPaBAATLCA YCTPONCTBOM B CTOPOHY yKa3aHHbIX
NPUEMHMKOB TpamnoB, HAXKMUTE KHOMKY "HacTpouTb CAMCOK TpanoB": OTKPOETCHA AnasioroBOe OKHO:

HacTpouTb cnucok Tpanos v/ Beibparbece X CuaTb Bee

e MNpeBbileHre MakCUMMabHOro KonuuecTsa ceccuid BRAS

Q CoxpaHeHune U NpUMeHeHWe KOHUrypaLuum o
Bbi6paHo 2 ua 2

MpumMeHeHre (commit)

CoxpaHeHnue (confirm)

m BHeceHWe UaMeHeHuil B KOHDUTypaLmio

Q MepeceyeHne NOPOroBbIX 3HaUEHM A

Q WN3meHeHWe NapaMeTPOB annapaTHOW CoCcTaBNAOWEN YCTPOIUCTBA
Bei6paHo 19 us 19

M3MeHeHWe napaMeTpOB OKPYXeHus
Bei6paHo 4 uz 4

Q CTaTyc BbINONHeHUA onepauuit Hag dainamn
Bbi6paHo 3 13 3

OTMeHUTH CoxpannTb

B AnanoroBoM okHe 0TOGPaXeHbI cneayowme 31eMeHTbl:

KHonka "BblbpaTb Bce" — BK/OYAET BCe NoAaepXunBaemMble YCTPOMCTBOM Tparbl B CMICKE,;
KHonka "CHsTb Bce" — BbIK/HOYaET BCe NoAAepXMBaeMble YCTPONCTBOM Tparbl B CMNCKE;

. Cnucok TpanoB, NoaaepXMBaeMblX YCTPOWCTBOM.

Tpanbl crpynnupoBaHbl No pasgenam. Ecnv pasgen BkayvaeT B cebs CNMCOK Tpanos, AOCTYMHbIX AN
OTAEeNbHON HaCTPOWKK, TO:

* HaxkaTue Ha KHOMKy ' , pacnosioXeHHyto cnpaBa OT Ha3BaHUsi pas3aena, OTKPbIBAeT CMNCOK
Tpanos;
* psSLOM C Ha3BaHWEM pasferna yKasblBaeTcs, CKOIbKO TpanoB 6biso BbIGPaHO A1 BKIOUYEHNS
("Bbi6paHo 2 13 2").
KHOMKV OTMEHbI/NOATBEPXAEHMS.

Mpu HaBegeHMM Kypcopa Ha Ha3BaHue pasgena unm Tpana byaeT oTobpaxeHa nofckaska ¢
cooTBeTcTBYtOWEen emy CLI-komaHAoM ycTpoicTBa.

YKaxuTe B A41MaioroBOM OKHe "HacTpouTb CMMCOK TpanoB" Tpanbl, KOTOpble YCTPOCTBO OyAEeT OTNPaB/sATh B
CTOPOHY NPUEMHMKOB TPamNoB, Y HAXXMUTE KHOMKY "CoxpaHnTb". EC/in Heo6x0AMMO MOMIHOCTLIO BbIK/OUNTL
OTMpaBKy TpanoB Ha YCTPOICTBE, HAXXMUTE KHOMKY "CHATb Bee" u ganee "CoxpaHuTb".
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NOpodwmnu pgoctyna kK OID

MNMpodunu goctyna Kk OID ~
+ [o6asute Q
D HassaHune [LocTyn paspelueH HAocTyn 3anpeweH
(0)
O access_oid_192 13.61.21.22
|:| d34 [ocTyn paspeleH ko Bcem OID
3NeMeHTORB Ha cTpaHulle 5 v 1-2us?2

B pa3gene npeacTtaBneHbl crieyolime 3/1eMeHTbI:

1. KHonka go6asneHuns npoduns goctyna K OID;
2. KHonka yganeHunsa npoduns goctyna K OID;

3. MNone noucka npodnnsa goctyna B Tabnuue;
4. Tabnuua npodomnen goctyna k OID.

B Tabnuue otobpaxeHbl cneaytoLlme nosnsi:

+ HasBaHue;
« [locTyn paspeLlleH;
+ [locTyn 3anpeLueH.

[nsa no6asneHns HoBoro npodounsa aoctyna K OID HaxXMuUTe Ha KHOMKY "[l06aB1TL": OTKPOETCS AMasioroBoe
OKHO:

[o6aenTb npodunb gocrtyna kK OID

Hassanne*
new_access_profile

Joctyn k OID + [o6aButb

@ Mo ymonyanuto paspelueH JocTyn Ko Beem OID yeTpoiicTaa

oID* Tlocryn*
13.6.1.22.2.1 3anpelueH - X

OTMeHUTb JobaButb

B avanoroBoM okHe Ao6aBneHus npoduns goctyna k OID oTo6paxeHbl CrieayoLime 3NeMeHTbI:

1. HasaHue — HasBaHwue npoduns goctyna k OID (3a6noknpoBaHo Npu pefakTupoBaHnm). 3HaueHve
[I0O/IKHO HAUMHATLCS € NaTUHCKMX 6yKB (A-Z,a-z) U MOXET cofepXaTb Ludpbl U cMMBONbI ', -'.
2. Paspgen "Ooctyn k OID":
* KHonka "[lo6aBuTb" f06aBNSET HOBYHO CTPOKY AN ykasaHus OID n aelictere, npumMeHsiemoe K
ykazaHHowmy OID;
« B none "OID" ykasbiBaetcs OID B undposom chopmarte;
« B nosne "docTyn" ykasbiBaeTcs, "3anpelleH” nnm "PaspeweH" goctyn k OID ansa SNMP-
nonb3oaresnei 1 SNMP community, B HacTpolikax KoTopbIX 6yA€eT ykasaH co3faBaeMblii

npodunb goctyna k OID.

© o ymonuannio B npocbune goctyna k OID, B KOTOPOM He HACTPOEHbI MapameTpbl B
pasgene "Ooctyn k OID", pa3pelueH goctyn ko Bcem OID ycTpoiicTBa.
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MakcumasibHOe KonmyecTBo npodmnein goctyna k OID, KOTopoe MOXET ObiTb HACTPOEHO Ha
ycTpolictee, — 32.

[na pegakTypoBaHus NPonsa 4OCTyNa HAXMUTE Ha COOTBETCTBYHOLLYHO CTPOKY B TabnnLe: OTKPOeTCS
[nanorosoe okHO "PepaktupoBaTb npodunib gocTtyna kK OID".

[na yaoaneHus ogHOro Uiy Heckonbkux npodouneii goctyna k OID BbigenuTe nx B Tabnuue 1 HAXMUTE KHOMKY
"YaanuTb": OTKPOETCS AnasioroBoe OKHO NOATBEPXAEHUS YaaneHus:

MoaTBepauTe felicTBUe

Bbl LeiiCTBUTENbHO XOTUTE YaanuTb BbiGpaHHble npodunu goctyna kK OID?
[aHHble npoduan CNob3yoTes B Apyrux 06beKkTax KoHburypauuu.

MokasaTb Nogpo6HoCTU v

Het Ha

Mpwn HaxkaTuK Ha KHOMKY "TokasaTb NOAPOGHOCTN" OTKPOETCS CMMCOK 0GBLEKTOB KOHAUIypaLum, B KOTOPbIX
MCNonb3yoTca yaansemble Npotuan goctyna:

MoaTeepauTe feiicTBUe

Bbl LeiicTBMTENIbHO XOTUTE yaanuTb BbibpaHHble Npodunu goctyna K OID?
[aHHble npodunn Mcnonb3yroTes B ApYrux o6bekTax KoHdurypauum.

CKpbITb NOAPOGHOCTU A

Wcnon b3YyHOTCA B!

SNMP V1, V2C: SNMP V3:
e private o test
Hetr Ha

[na ypanenns npodunein HaxxmuTe Ha KHomky "a"; cuctema NnpoBepuT KOPPEKTHOCTb U3MEHEHWIA 1, eCNn
OLLMBOK HET, 3adKCMpyeT UX.

146



ECCM.PykoBogcTBO nosb3osarens.CeTb

JdononHutesibHble NapamMeTpbl

[lononHuTesibHble NapaMeTpbl ~

DSCP *
61 PaspelwunTb nepesarpysky yctponctaa no SNMP

MecTononoxenve

Eltex-NSK4

KoHTakTHas uHdopmaums

B pa3gene npeacTtaBneHbl criefyolie 3/1eMeHTbI:

1. DSCP — kog DSCP pns ncnonb3oBaHus B IP-3aronoBke ncxogauwmx naketos SNMP-cepBepa. 3HaueHne
Nno ymosidaHuto: 61. MoxeT npuHumaTb 3HadeHns ot 0 go 63.

2. ®nar "Pa3pelwnTb nepe3arpysky yctpoictea no SNMP" — paspeluaeT/3anpeLlaet nepesarpysky
ycTpoiictBa npu nomouiy SNMP-coobuieHunii. Mo ymonyaHuio nepesarpyska 3anpelleHa.

3. MecTononoxeHne — nHcopmMaumnsa 0 pacnonoxeHnn obopygosaHms. Ans yao6cTea MOXHO ykasaTb
ropog, ynuuy, paioH, Homep KOMHaTbl U T. M. 3HaYeHne A0 255 CUMBO/IOB, MOXET coAepXaTb /laTUHCKMe
6ykBbl (A-Z,a-z), undpsl, cnedl. cumeonbl () ~@#S%*&()";:?* _-+=|\/<>_{}{] u npo6ensi.

4. KoHTakTHas nHgopmaumnsa — KOHTakTHas MHpopmaums. Ansa yaobcTBa MOXHO yKasaTb OTBETCTBEHHOIO
3a flaHHoe 06opyaoBaHue, Hanpumep, ero hamunnio. 3HadeHne go 255 cMMBOMOB, MOXET COAEPXaTb
natuHckue 6ykBbl (A-Z,a-z), umdppsl, cned. cumonbl () ~1@#S% &()";:?* _-+=|\/<>_{}{] n npo6ensi.
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3.5.3.5.3 JlmueHsnun

NHTepdpelic ans ynpaBneHust IMUEH3USAMI, 3arpy>aemMbiMU Ha YCTPOACTBA.

© Bxnagka goctynHa ans cnepyowmx cepuii yetpoiicts: MES23xx, MES33xx, MES35xx, MES36xXx,
MESS53xx, MES53xxA, MES5400.

WHbopmaums 100.110.1.127_MES5316A ~/

[1cmp [ snmp [ ssH | &

(%) Cvmxpoumamposate | ~ B3 Tepmuwan | ~
MOHUTOPHHT ~

= QO 2

MeTpukn
Tpanb!
JlnueHsum ycTpoiicTea JluueHsum B cucteme

3agaumn

Hassanme DyHKUMOHaNBHOCTS O Hassanve DymKUMOHaNBHOCTS
CobblITna ©

MES5316A_ES8B000023_EVPN.lic EVPN O ES8B000023.lic BGP
Mpo6nembl

MES5316A_ES8B000023_BGPlic BGP
Norn
WHTepdeiickl
ARP-Tabnuua
MAC-Tabnuua
CTpyKTypa o
Bnoku nutanns
BenTunsaTopbl
TemriepaTypHble AaTuMKH
YnpaBnexve ~
KoHdurypauum
Nuuenamm

Ynpasnenue M0

MNapameTpbi v

Bo Bknaake AOCTYMHbI cneayowme 3/1eMeHTbl:

1. KHonka cpunstpauun tabnuu;

2. KHonka o6HoBNeHust Tabnuu;

3. KHonka akcnopta tabnuy, 8 CSV-thaiin,

4. Tabnuua NMUEH3NN yCTPONCTBA — CNNCOK NINLLEH3WNIA, 3arpy)XXeHHbIX Ha YCTPOICTBO;

5. Tabnuua nuueH3nii B cucteMe — CrncoK JIMLEH3WIM A1 AaHHOro YCTPOICTBa, KOTopble 6bliv
UMMNOPTMPOBaHbI B CUCTEMY yrpasneHus. Mpoueaypa fo6aBneHns NuueHs3nin s yCTponcTs B CUCTEMY
onvcaHa B pasgene /IMLeH3nmn Ha yCTPoCTBa,;

6. KHOmMka ycTaHOBKW NNLEH3MIT HA YCTPOMCTBO.

®duneTpaums, 06HOBNEHNE N IKCMOPT NPUMEHSAKTCA O4HOBPEMEHHO K ABYM Tabnuuam Ha cTpaHuue. MNpu
aKcnopTe 0b6e Tabnvubl 6yayT BbIrpyXeHbl B oguH CSV-thaiin, B KOTOPOM MECTO XpaHeHust dpainna NnueH3uni

6yaeT oTobpakeHo B napameTpe "MecTo xpaHeHus" (BO3MOXHbIe 3HaYeHUst: "YCTpoiicTBo", "Cucrtema”).

[nsi yCTaHOBKM NIMLIEH3UN HA YCTPOICTBO BbIGEPUTE (haii NNLEH3MM C MOMOLLIO (b/1aroB 1 HAXKMUTE KHOMKY
"YctaHoBUTL". ByfeT co3gaHa 3agada Ha yCTaHOBKY SIMLEH3MM Ha YCTPOMCTBO. B npouecce ycTaHOBKM
YCTPOWCTBO ByAeT nepesarpyxeHo. o 3aBepLueHnn yCTaHOBKM NNLLEH3USA 0TObpasnTcsa B Tabnuue "inueHsnn
ycTpoiicTea".
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3.5.3.5.4 ¥YnpasneHue MO

WHTepdpeiic ana ynpasnexus MO Ha ycTpolicTee. B Tabnuue otobpaxaetcsi cnncok MO, uMetoLerocs Ha
YCTPOIACTBE, CTaTyC Ero akTMBHOCTW, BEPCUSI 11 AaTa 3arpy3Kku:

UHpopmaums 100.110.0.166_ESR-1000

[1cMP [ sNMP [ ssH |

(») Cuuxponnsuposats |~ B2 Tepmuwan | v
MOHUTOPHHT w
el € 06HoBMTL MO @® nepexmounms N0 O 30s ~
MeTpukn —
Tpansi O6pas Crarye Bepcua M0 Dara sarpysku AxTUBHO nOCHE NepesarpysKh
3agaumn 1 AKTuBHO 1.24.1 build 1 2024-09-24 23:49:34 v
CobbiTna 2 HeakTusHo 1.23.6 build 9 2024-05-28 02:23:48
Mpo6nembi
TNorn
WuTepdeiickbl
SLA
YnpaBneHue ~
KoHdurypaunm
CepBuchbl
Ynpasnenue M0
MNapameTpel ~
Hoctyn

MOHUTOPUHT

Bo Bknajke A0CTYMNHbI creayowme a/1eMeHTbl:

1. KHomka HacTpoWiku 0TobpaeHns KONTOHOK Tabnuubl;
2. KHorka o6HoBneHus Mo;

3. KHomka nepek/oyeHnsa aktMBHoro obpasa No;

4. KHonka 06HOB/eHUs Tabnuubl;

5. KHOMKa HacTpoikn nHTepsasia 06HOBNEHWA TabnuLbl;
6. Tabnuua 3arpyXxeHHbIX Ha ycTpoincTBo obpa3os MO.

Ta6nuua 3arpyxeHHoro MO coCToUT 13 CrIeayoLLmMX NoNeii:

+ Obpas — Homep obpasa MO Ha yCcTpOoICTBE;

+ Crartyc — 06pas3 MO, aKT1BHbIA B faHHbIi MOMEHT BPEMEHW;

* Bepcus MO — Bepcus MO, ycTaHOBAEHHAsA Ha YCTPOICTBE;

+ [aTta 3arpy3ku — gara v Bpems 3arpy3ku MO Ha yCTpOICTBO;

+ AKTVMBHO nocne nepesarpy3sku — obpas NO, koTopblii Nnepengért B ctatyc aktmeHoro MO npu cnegytoweii
nepesarpyske ycTpoicTsa.
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3.5.3.5.4.1 O6HoBneHne MO

YTo6bI 06HOBUTHL MO Ha yCTPONCTBE, HAXMUTE KHOMNKY "O6HOBUTL NO". 3anycTuTcs Mactep HacTPOVKN.

OnvcaHve waros MacTepa npuBegeHoO HMXe.

Bbi6op MO
Ha nepsom Liare mactepa BblbepuTe HyxxHoe MO 13 cnucka Unm HaXXMUTE Ha KHOMKY "3arpy3uTb”’ u 3arpysure
HoBoe [10.

a Bel6op MO e MapameTpbl 3aaaun e MpUMeHUTH

3arpyauTb
Haasanue daina Bepcus M0 Bepcua sarpyaumnka Bepcua sarpysuumka x-loader Onucanue AKTyansHocTb
@ esr1000-1.23.6-build9.firmware 1.23.6 build 9
OnemeHTOB Ha cTpatuue 10 - 1-1uz1
OTMeHUTL JHanee

MpKn HavkaTnm KHOMNKM "3arpy3nTb” oTKpoeTcs thopma fobasieHmns Hosoro M10.
[na nepexofa kK cnegyowemMy wary HaxxmuTe KHonky "danee”.
MapameTpbl 3aga4n
Ha gaHHOM wware Hy>XHO BblbpaTb napamMeTpbl 06HOBeHUs MO:

o BbiGop MO e Mapamepb! 3apauu e MpumeHUTL

onuuu:

Caenatb akTuBHbIM MO @

MepeaarpyauTb ycTpoitcteo (2

Hasap [Lanee

MapameTpbl 3aga4n o6HoBNeHUS MO:

1. CaenaTb akTMBHbIM MO — yCTaHOBUTb 3arpy)aemoe Ha yCcTpoicTBo MO Kak akTuBHoe (byaeT

CMO/Ib30BaTbCS YCTPOICTBOM NOC/E nepes3arpyskiu).

2. Mepe3arpysnTb YCTPOICTBO — Nepesarpy3nTb YCTPOCTBO cpasy e nocne 3arpysku MO. Ecnu
napameTp HeakTVBEH, TO nepes3arpy3ky YCTPOCTBa Heo6XoAnMOo 6yAeT BbINOMHUTL CAMOCTOSITE/BHO.

150




ECCM.PykoBogcTBO nosb3osarens.CeTb

MpumeHUTb
Ha gaHHOM Luare Ha akpaHe oTobpaxatoTCcs BCe paHee yKka3aHHble napameTpsbl:

o Beibop MO o MNapamepsl 3agaumn e MpUMeHUTL

Pestome
No gna ESR-200: 1.17.8 build 2
CpenaTb akTuBHbIM M0: Ja

MepezarpyauTts ycTpoicTeo: [la

Hazap MpumeHnTL

MpoBepbTe NpaBu/IbHOCTL NapamMeTpoB. ECv He06X0ANMMO BHECTU U3MEHEHMS, HaXXMUTE KHOMKY "Haszaa" n
BEPHWTECH K LLary, napaMeTpbl KOTOPOro HEO6X0AMMO CKOPPEeKTMpOoBaTh. Ecnin Bce napameTpbl Ob1n yka3aHbl
BEPHO, HAXXMUTe KHOMKY "MpumeHnTh". ByaeT co3faHa 3agadya Ha o6HoBneHue MO ycTpoCTBa, BbINO/IHEHME
KOTOPOI HayHeTcA B 6nvxaiiliee Bpems.

3.5.3.5.4.2 TepekntoveHue MO

UT06bI NepekitounTb MO Ha yCTPONCTBE, HAXKMUTE KHOMKY "Mepekntounts MNO". OTKpoeTcsa AnanoroBoe OkKHO, B
KOTOPOM yKa3aHbl TekyLaa aktmBHasi Bepcus MO ycTpoiicta 1 Bepcus MO, Ha KoTopyto 6yaeT OCyLLEeCTB/IEHO
nepeksyeHune.

MNepekntounts MO

MepekntounTe ¢ 1.18.4 build 1 Ha 1.18.3 build 2 ?

[] NepesarpyauTb yCTPORCTBO

OTMeHUTb MepexniouuTs

Mpu akTBaumn chnara "Mepesarpy3nTb YCTPOCTBO" Nepesarpy3ka GyaeT BbiNosiHeHa cpasy noce
3aBepLUeHNs nepektoyeHns obpasa MNO. Ecim doniar HeakTUBEH, onepawuyio Nno nepesarpyske ycTpoicTea
Heo6xoauMo 6yAeT BbIMOHUTL CAMOCTOSATE/LHO.

[nsa co3gaHna 3agaqun Ha nepeknoyeHne MO HaxXMuTe KHOMKY "MepekniounTb”.
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3.5.3.6 TlMapamempel

3.5.3.6.1 [octyn

HacTpoiika napameTpoB AoCTyna K yCTPONCTBY. Hanpumep, AN NPUMEHEHNS KOHApUrypawum nnm
nepesarpysku.

Mo ymonuaHuio As1s A0CTyna K YyCTPOACTBY BbIbpaHO Hac/iefoBaHune rnobasbHbIx (4151 BCe CUCTeMbI)
napameTpoB AOCTYyNa, KOTOpble MOXHO M3MeHUTb B pasgene "Hactpoikn" — "Cuctema” — "[octyn". YTo6bI
HaCTPOUTb NHAMBUAYa/IbHbIE NapamMeTpbl AOCTyNa K YCTPOWCTBY, BbibepuTe pexnm "OnpeaenmTb” B HY)XHOM
6/10ke HacTpoek goctyna. B pexvme "Onpegennts’ cucteMa ncnonb3yeT napaMeTpbl BbiIGpaHHOro 610ka
HacTpoeK A0CTyna Ha CTpaHuLEe BMECTO rN06abHbIX.

NHdpopmaums 100.110.1.122_ESR-200

[1cmp - ssH| Q)

(») CUHXpOHU3MpOBaTb - =) Tepmunan v

MOHUTOPUHI oS

MeTpuku SSH 2, Onpeaenutb ® HacneposaHo

Tpanbl Mlopr *
Mmsa nonbsosarensa * Maponb * AN 22

3agaun

Co6bITus

SNMP W, Onpegenuts @ HacnepgoeaHo

Mpo6nembl
C6pocutb
Jlorn
WHTepdeiicbl
SLA
YnpaBneHue ~
KoHurypauum
CepBHuchbl
Ynpasnexue M0
MapameTpbl (S
[Hoctyn

MoHuTOpUHI

Bnokn HacTpoek goctyna:

+ SSH — nmsA nonb3oBaTens, Naposb ¥ NopT ANa AocTyna K ycTpoicTBy no SSH (goctyn Heobxoaum ans
ynpaBfeHUst yCTPOCTBAMM M NOTYUYEHUS KOHpUrypauum);

+ VRF — ncnonb3yeTcs Ans onpefenexHns MapLupyTa oT yctpolictea Ao ECCM (noaaepXuBaeTcst TONbKO
ans ME);

+ SNMP — HacTpoiikn SNMP (V1, V2C, V3) an1si npoBepku AOCTYNHOCTU YCTPOCTBA MO 3TOMY NMPOTOKONY U
ANS NONyYeHNs METPUK C YCTPOICTBa,

+ WEB-KoHurypatop — ncnosb3yeTcsa Ans onpefeneHms npoTokosia nepegadun gaHHbIxX 415 nepexoja B
BE6-MHTEpPIEIC HEKOTOPLIX CepUii yCTPOIACTB (Tonbko ansa SMG, WLC, TAU).

Mocne BbINOMIHEHUSI HACTPOEK HAXKMUTE KHOMKY "TIPUMEHUTL" B HUXKHEN YacTu cTpaHuLbl. 415
BOCCTaHOB/IEHNSA NOC/IEAHUX COXPAHEHHbIX NapaMeTPOB HaXMUTE "COPOCUTL".
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3.5.3.6.2 MOHUTOPUHT

HacTpoiika napaMeTpoB MOHUTOPWHIa YCTPOACTBA.

Mo ymonyaHuo napamMeTpbl MOHUTOPUHIA /11 YCTPOCTBA HAaceAyoTCsa U3 rnobasibHbIX (151 BCeV CUCTEMDI)
napameTpoB, KOTOpble MOXHO U3MEHUTb B pasgene "Hactpoiikn" - "MoHutopuHr' — ‘Tapamverpbl” —
"MOHUTOPUHT yCTPONCTB". UTOBbI HACTPOUTbL MHAUBUAYA/IbHbIE NapaMeTpbl, BbibepuTe pexum "OnpenenvTs” B
HY>XHOM BUpKETe HaCTpPOek MOHUTOpUHra. B pexume "OnpegennTs” cuctema UCnonb3yeT napameTpsbl,
YCTaHOB/IEHHbIE B BU)KETE Ha CTPaHULE YCTPONCTBA BMECTO r/106a/1bHbIX.

Undopmauus 100.110.1.122_ESR-200 /
[1cmp [snmp [ssh | O

(%) Cumxpoumsmposats - B2 Tepmuuan v
MoHuTOpUHI ~

CTaTbeI AOCTYMHOCTH W, Onpegenute @ HacneposaHo
MeTpuku

Wirepean onpoca, cex* TaitmayT 3aMpocos, Mc

y Met WiECTBO MOBTOpH
Tpanb! n ICMP 30 500 0

3apaun
Wirepsan onpoca, cex

@ s\vP 300

CobbiTua

Mpo6nemsbl WuTepsan oca, cex*
” @@ ssH 3600

Jorn

CoxpaHuTb CépocuTb
WHTepdencobl

SLA _
MapameTpbl SNMP ansi onpoca MeTpUK U 06Hapy)XXeHUs cyLjHocTen Q, Onpepennts @ Hacnepogaro

YnpaBnehue o)
KoHdurypauun
Cepemcs WHTepBanbl o6HapyxeHus u xpaHeHuss SNMP-cyuHocTei Q OnpepenuTs @ HacneposaHo

Ynpaenenue N0

MapameTpbi o
WHTepBanbl onpoca SNMP-meTpuk 9, Onpepennts @ Hacneposaro

[JocTtyn

MoHUTOpUHT

BumxeT "Ctarycbl AOCTYNHOCTX" COAEPXMUT Crieayowme 31eMeHTbl:

KHonka "Onpegenutb" — onpegeneHne MHANBMAYyabHbIX NapamMmeTpoB MOHUTOPUHIA CTaTyCcoB
[OCTYNHOCTY ANS AAaHHOIO YCTPOWCTBA;

KHonka "HacnegosaHo" — Mcnosb3oBaHue r1o6asibHbIX NapaMeTpoB MOHUTOPUHIA CTaTycoB
[OCTYNHOCTY ANS AAaHHOIO YCTPOWCTBA;

Mepekntoyaresnb 419 BKNHOYEHUS/BbIKHOYEHUSA Onpoca cTaTycoB AOCTYNHOCTN YCTPOUCTB No
KOHKpeTHoMy npoTokosy (ICMP, SNMP, SSH);

ICMP, SNMP, SSH — HanmeHOBaH1e NpoToKosia , Mo KOTOPOMY CMCTEMA OnpalLMBaeT YCTPONCTBO U
[lenaet BbIBOA, O €ro AOCTYMHOCTY;

WHTepBan onpoca, cek — napameTp, onpeaensoLwmii YacToTy BbINO/IHEHUS ONpoca YyCTPONCTB Mo
NpPOTOKO/Y;

TalimayT 3anpocoB, MC — BPeMSs Ha BbINOJIHEHME Onpoca YCTPOMCTBA MO MPOTOKONY;

KonnyecTBo NOBTOPHLIX MOMbITOK — NapameTp, ornpesensowmnin Y4C10 NOBTOPHbLIX MOMbITOK ornpoca no
NpPOTOKO/Y;

KHonka "CoxpaHnTb" — KHOMKa ANnsi NpMMEHEHNs HaCTPOEK OnpeaeneHns cTaTtycoB YCTPOICTB;
KHonka "CbpocuTb" — KHOMKa A1 copoca 3HaueHuin 40 npeablayLuero CoOXpaHEHHOro COCTOSHNS.
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MapameTpbl SNMP ans onpoca MeTpuK 1M 06HapyXXeHUs1 CyLLHOCTEN R, Onpegenntb @ Hacneposako

TaiiMayT 3anpocoB, Mc *
SNMP TaiimayT 2000

Paamep 3anpoca * KONMYECTBO NOBTOPHBIX MOMbITOK *
SNMP GET 64 o

Tun noasanpocos * KONMYEeCTBO NOBTOPHBIX NOMbITOK *
SNMP WALK GETBULK -0 2

Paamep sanpoca *

64 (2]

Konu4ecTBo 3anpocoB B ceKkyHAay *

0 @

o

BumxeT "MapameTpbl SNMP ansa onpoca MeTpUK 1 0GHapYXXEeHUs CYLLIHOCTE" COAePXUT cneayoLive
3NEMEHTbI:

+ KHonka "Onpegenntb” — onpeaennTs uHAMBUAyasbHble napametpbl SNMP 4ns faHHOro yCTponcTBa;
+ KHonka "HacnepoBaHo" — ncnosb3oBaHne rnobasibHbiXx napametpoB SNMP ansi gaHHOro yCTpOnCTBa;
« Pasgen "SNMP talimayT":

+ TalimayT 3anpocoB, MC — BPeMS OXMAaHMs OTBETa YCTPONCTBA Ha OTNPaB/IEHHbIA CUCTEMOIA
SNMP-3anpoc (SNMP GET, SNMP WALK);

« Pazgen "SNMP GET":

+ Pa3mep 3anpoca — makcumasnbHoe Konnyectso OID, 3anpaluvBaembIx C yCTpOMNCTBa
e4UHOBPEeMEHHO. VICnosib30BaHNe CULLIKOM Masioro 3Ha4eHsi MOXET HeraTMBHO CKasblBaTbCH Ha
NPOV3BOANTENIBHOCTM MOHUTOPWHIA, NOCKOSIbKY cucTeMa ByfeT BblHYXAeHa oTnpasisaTb 60/bLlioe
konmyectBo SNMP-3anpocos. Vicnosib3oBaHne CANLWKOM 60MNbLIOTO 3Ha4YeHUs, B CBOKO ovepe/p,
MOXET NPUBECTM K TOMY, UTO HEKOTOPblE YCTPONCTBA HE CMOTYT OTAaBaTtb AaHHbIe B
3anpoLweHHOM 06beME;

+ KonnyecTBO NOBTOPHbIX NOMbITOK — NapameTp, onpeaensitoLmnii YACI0 NOBTOPHLIX MOMbITOK
3anpoca OID c ycTpoiictea nocpeactsom SNMP GET;

+ Pazgen "SNMP WALK":

+ Tvn noa3anpocoB — TuWM NOA3anpocoB, MOXeT npuHMmath 3HadyeHns: GETNEXT n GETBULK.
Vicnonb3oBaHue 3anpocos GETBULK no3BonsieT yckopuTb 06HapyXeHne 06beKTOB, HO MOXET
HeraTMBHO CKa3bIBaTbCA Ha paboTOCNOCOOHOCTM CamMoro yCTponcTBa 1 NPUBOLAUTL K BbICOKOW
Harpy3ke Ha CPU ycTtpolicTta. Vicnonb3oeaHue 3anpocoB GETNEXT Bcerga obecneyvBaet
CcTabunibHOEe NoslyyeHne faHHbIX C YCTPOMNCTBA, HO MOXET HeraTMBHO CKa3bIBaTbCA Ha CKOPOCTU
06HapyxeHns o6bekToB. Npn Boi6ope GETBULK anst pegaktMpoBaHnsa AOCTYMNHbI NapaMeTpbl:

+ Pasmep 3anpoca — konuyecTtBo OID, 3anpawmnBaemsbix 3a oanH GETBULK-3anpoc.
Vcnonb3oBaHve CAULWLKOM 60/1bLIOT0o 3HAaYEHUSI MOXET NPUBOAMUTL K BbICOKOMY
notpe6neHnto CPU Ha yCTpoICTBe, a Takke K TOMY, YTO HEKOTOpbIe YCTPOICTBAa HE CMOTyT
oTAaBatb [aHHble B 3anpoLleHHOM 06beme;

* Konn4yecTBo 3anpocoB B CEKYHAY — napamMeTp orpaHuumsaeT konndectso GETBULK-
3anpocoB., 0Trnpas/sieMbIX CUCTEMOMN. M03BOMAET YMEHbLUTbL Harpy3ky Ha CPU ycTpoiicTBa;

+ KonmyecTBO NOBTOPHbIX MOMbITOK — NapameTp, onpeaensitoLmnii YACI0 NOBTOPHLIX MOMbITOK
3anpoca OID c ycTpoiictBa nocpeactsom SNMP WALK;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 npumeHeHnst Hactpoek SNMP-napameTpos;
+ KHonka "Cépocutb" — KHomMKa Ansi cbpoca 3HavyeHuii Ao npeablayLero COXpaHEHHOIO COCTOSHMS.
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WHTepBanbl o6HapyxeHuA U xpaHeHusa SNMP-cywHocTei A, Onpegennts @ Hacneposako
WuTepBan obHapymeHus, cek™ WHTepBan XpaHeHNs yTepsiHHbIX CYLIHOCTEH, Cek™

@D Vutepoeiics! 300 1200
WHTepBan obHapyXeHus, cex* WHTepBan XpaHeHUs yTEPAHHbIX CYLHOCTEN, ceK®

@@ cru 300 1200
WMuTepean obHapyxeHus, cek™ WHTepBan xpaHeHns yTepsiHHbIX CYLIHOCTEH, CeK™

@ SLA Tectsi 300 1200

CoxpaHuTb CépocuTb

o]

BumxeT "VIHTepBasibl 06HapyXeHus 1 xpaHeHnst SNMP-cyLiHOCTel" COAepXUT creayoLye a/1eMeHTbI:

Ha6op SNMP-cyliHOCTeli yCTPOIiCTBa, KOTOPbIA CMCTEMA YNPaB/IEHUS] MOXET 0GHAPYXMBaTb, 3aBUCUT
OT TUNa ycTpoiicTea.

KHonka "Onpegenutb” — onpegenvTb MHANBUAYA/IbHbIE 3HAYEHUS MHTEPBa/IOB OOHAPYXEHUS U
XxpaHeHnss SNMP-cywHocTeln Ans AaHHOro YCTPOMCTBa;

KHonka "HacnefgosaHo" — ncnonb3oBaHme r106asibHbIX 3HAYEHWI MHTEPBa/IOB 06HAPYXEHNS 1
XxpaHeHnss SNMP-cywjHocTeln Ans AaHHOro YyCTPOWCTBa;

Mepeknoyarens A8 BKIOYEHWS/BbIKIOYEHUS 06HapyXeHus onpegeneHHoli SNMP-cyLHoCTy,
COOTBETCTBYHOLLEN eMy;

NHTepBan 06HapyxeHus, cek — napameTp, onpeaenatoLwmin 4acToTy BbinosiHeHNs onpoca SNMP-
CYLLHOCTM YCTPOWCTBA C LieNblo ee 06HapyXeHus;

NHTepBas XpaHeHUs yTePSIHHbIX CYLLHOCTEN, CeK — MHTepBaUl XpaHeHnss SNMP-cyLHOCTen yCTpoicTBa,
KOTOpble cucTemMa He CMOoria 06HapyX Tb NPV o4epesHOM Onpoce YCTPOICTBa;

KHonka "CoxpaHnTb" — KHOMNKa 415 NPUMEHEHUS HACTPOEK NHTEPBA/IOB OOHAPYXXEHUSA N XpaHEHUS
SNMP-cyuwHocTel;

KHonka "CopocuTb" — KHOMKa A1 copoca 3HauyeHnin 40 npeablayLuero CoOXpaHEHHOro COCTOSHNS.
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WHTepeanbl onpoca SNMP-meTpuk A, Onpefenuts @ HacneposaHo
WuTepsan onpoca, cek™
e WHTepdeiico 30
WuTepean onpoca, cexk®
@@ cru 15
WHTeppan onpoca, cek®
@ RAM / ROM 15
WuTepsan onpoca, cek™
@ SLATecTs 15

WHTepsan onpoca, cek*

Q WHBeHTapHas uHdopmauuns 3600

WHTepsan onpoca, cek*

@ LLDP-cocenn 3600

CoxpaHuTb C6pocuTb

Bumxet "MIHTepBasnbl onpoca SNMP-MeTpuK' cogepXxuT creayoume 3neMeHTbl:

© Ha6op SNMP-MeTpuK yCTpOIicTBa, KOTOPbIV CUCTEMA YNPABIEHNSI MOXET NepUoAMYeckn onpaLlLnBar,
3aBUCUT OT TUNa ycTpolicTBa.

+ KHonka "OnpeaenuTb" — onpeaenvTb MHAMBUAYa bHblE 3HAYeHUst HTepBanoB onpoca SNMP-meTpuk
[N AAaHHOTO YCTPOICTBA;

+ KHonka "HacnepoBaHo" — ncnosb3oBaHme rnobanbHbIX 3Ha4eHnin nHTepBasioB onpoca SNMP-meTpuk
[N AAaHHOTO YCTPOICTBA,;

*+ Mepekntoyarenb AN BKAKOYEHUSA/BbIKNIOYEHUSA onpoca onpegeneHHort SNMP-mMeTpuky ycTpoiicTBa,
Ha3BaHWe KOTOPOI HaMMcaHo crnpasa OT Nnepekyarens;

+ ViHTepBas1 onpoca, CeK — napamMeTp, onpeaensitowmii YacToTy BbinosiHeHNs onpoca SNMP-meTpuk
YCTPONCTBa;

+ KHonka "CoxpaHuTb" — KHOMKa A5 NPUMEHEHMs HacTpoek nHTepsasnoB onpoca SNMP-meTpuk;

+ KHonka "CépocuTtb" — KHOMNKa Ansa copoca 3HaueHuii A0 npeablayLlero COXpaHEHHOro COCTOSTHUS.
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3.6 IP-thabpukn

IP-chabpmrka — KOHLENLMSA NOCTPOEHMUSI CETU C HECKOIbKUMI YPOBHSIMU B3aMMOCBSI3U C Lie/bH YNPOLLEHUS
apPXUTEKTYPbI CETU M COKPALLEHUSI PACCTOSHUSI MEXAY KOHEUYHbIMU TOUKaMM 06paboTKM AaHHbIX. KoHuenums
nofpasymeBaeT pasfesnieHne ceTv Ha ABe TONoMOornu:

1. OnopHas ceTb (underlay) — dmanueckas ceTb, cocTosLas U3 Habopa yCTPOCTB, YaCTo COBpPaHHbIX B
apxuTtekTypy Leaf-Spine. Undrelay-ceTb o6ecneunBaeT HafeXHblii TpPaHCNOPT Ha OCHOBE
MapLUpyTU3UPYEMONi CETU, HO HE peasiM3yeT HUKaKMX CETEBbIX NOSIMTYK WU CEPBUCOB.

2. JNlornyeckas Tonosnorus (overlay) — normyeckasi CeETb, UCNOJb3YHOLLAS TEXHONIOTMIO MHKAMNCY NS
Tpadvka Ana peanusaumm paboTbl CEPBUCOB 1 NO/IUTKK CETU.

[na peanvsayun atol koHuenumm B ECCM paspaboTaHbl UHCTPYMEHTbI, NO3BOASIOLNE OOHAPYXUTb
YCTPOWCTBA U NOArOTOBUTL UX ANsi paboTbl B cOCcTaBe habpuku.

IP-chabpurika npeacTaBnseT coboii eanHy0 CTPYKTYpY. Bce KoHurypaLmm n HacTporikn yCTPOCTB,
BXOAALLMX B €e COCTaB, A0/MKHbI ObITb OnpeaeneHHbIM 06pa3oM cornacoBaHbl. [1oaTomMy ans
YCTPOWCTB, BXoAsAWwmX B IP-habpuky, HeAOCTYMNHbI onepaumm KOHhUrypmpoBaHus 1 06HOBNEHUS U3
Tabnuubl YCTPOICTB. BCe 3TO BbINONHAETCA Yepes nHTephelic paboTsl ¢ IP-chabpukoi.

Ha cxeme Hmxe npeacTaBneH npumep apxmTekTypbl Leaf-Spine:

& &

- @/ é =

-

Superspine

G

— — — — y— — — —
— —{ — | / / / / Leaf
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3.6.1 Co3sgaHue IP-chabpukm

B cTpykType cuctemsl IP-chabpuka npeacrasnaser coboi rpynny cneynanbHOro Tuna, no3ToMy cosgaHve
habpukm cxoxe c co3gaHneM rpynrbl.

B nepeBe 06bEKTOB NepeiamTe Ha KOpHEBYHO rpynny, rpynny ¢ rpynnamMu uav nycTyto rpynny u HaxmuTe
KHOMNKY "[,06aBUTb OOBEKT". B OTKPbIBLUEMCA MEHIO KHOMKM BblbepuTe NyHKT "[06aBuTb rpynny".

B ananorosom okHe "Co3pgathk rpynny” Bolbepute Tun "IP-habpurka’: B okHe 0To6pas3aTcsa AOMNONHUTESbHbIE
napameTpbl ansa IP-coadbpuku:

Cospartb rpynny

HasBaHue habpuku *

IP-fabric

Jlorun ansa poctyna no SSH *

Twn rpynnb *

IP-pabpuka ¢

Maponb ana goctyna no SSH * Q

iBGP ASN *

Underlay-nogcetb * /16

SNMP community *

Loopback-nogceTb * 122 public Management-noaceTb * /22 Mepebiit IP-afpec B nyne *

Mopr *

Mocnepnuin IP-agpec B nyne * LLntos no ymonuaxuto * 22

[J 06HoBUTbL ycTpoiicTBa

OTMeHuTb

[na cosganusa IP-habpurikn 3agaiite cnegyowme napaMmeTpsi:

* Ha3aHue thabpukn — Ha3BaHue habpuky;

* Twn rpynnel — IP-pabpuika;

+ JlorvH gnsa goctyna no SSH — NorvH, ncnonb3yemblii 4719 reHepauumy HavyaibHOW KOHdUrypawmm
YCTPOWCTBa;

* Maponb Ans goctyna no SSH — naposb, UCNOMb3yeMbl AN reHepaumm HavyasibHOM KOHpurypaymm
YCTPOWCTBa;

+ iBGP ASN — ngeHTtudmkatop aBTOHOMHOI cuctemsbl iBGP;

+ Underlay-nogcetb — gnanasoH agpecos, UCNo/b3yeMblX AJ/19 afpecauny KOHEYHbIX ToYeK NOCTPOeHUs
TYHHENewn, Ncnosib3yemsbix overlay-ceTbio;

+ Loopback-nogceTtb — ananasoH agpecos, UCNO/b3yeMbIX /19 B3aMMOLENCTBUSA MexXAy YCTpoicTBaMu
BHYTPU dhabpuiku;

« SNMP community — naposb Ana YTeHns AaHHbIX ¢ yCTpoiicTB (read community);

+ Management-nogceTb — guanasoH afpecos, UCNOMb3yeMbIX A5 YATEHHOTO A0CTYyna K HUM 13
CMCTEMbI yNnpaBneHus,

* Meps.bIli IP-agpec B nyne — nepsblii agpec nyna agpecos B Management-nogceTu, KOTopbIi 6yaeT
BblgaBaTbca DHCP-cepeepowm;

+ MocnepgHuii IP-agpec B nyne — nocnegHuii agpec nyna agpecos B Management-noaceTty, KOTOPbIN
6yaeT Bbigasarbca DHCP-cepsepowm;

+ LLNt03 No ymonyaHuio — MapLupyT no ymonyaHuio n3 Management-nogceTtu yCTpOWCTB;

+ [opT — NOPT 415 NOAK/IYEHNS K KOH(UTYpUpyeMbIM YCTPONCTBaM No NpoTokosy SSH.
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Takke BO3MOXHO HACTPOUTbL NapameTPbl 0GHOBEHMS YCTPOMNCTB HA HEOOXOAMMYH BEPCUIO MPOrPaMMHOI0O
o6ecneyeHus (MO) npu NepBUYHON MHULMAIM3aLMn. Ana akTmBalmmn 3Toi BO3MOXHOCTM yCTaHOBUTE chnar
"O6HOBUTL yCTpoicTBa":

Cosapatb rpynny

Wma habpukm * TN rpynnbl *

IP-fabric IP-pabpuka -

SNMP community *

Loopback-noaceTs * /22 public Management-noaceTs * /22 MepBbIi IP-agpec B nyne *

Mocnepunit IP-agpec B nyne * LLnto3 no ymonyaHmio * 22

06HOBMTbL yCTPOWCTBA

Cepus HWcnonb3oeath akTyanskHoe MO Bepcus N0

MES53xxA hd D -

OTmeHuTL

[N HACTPOIKN OGHOB/EHNSA B paMKax OAHOV CEPUM YCTPOWCTB AOCTYMHbI CNeAytoLLve napameTpsbi:

+ Cepwusi — CenekTop BbiGopa Cepuii YCTPOCTB, A/151 KOTOPbIX BYAET BbINOMNHATLCA 0GHOBNEHUE;

* Vcnonb3oBatb akTyasibHoe MO — conar No3BosISieT co34aTh NPaBWIO, NPU KOTOPOM 06HOBNEHME BCerga
OYAET BbINOMHATLCSA HA Ty Bepcuto MO, KoTopasi OTMEYEHa B CUCTEME Kak aKTyasibHas;

+ Bepcua MO — BblGop onpeaeneHHoi Bepcum MO 13 Ynicna 3arpy>XeHHbIX B CUCTEMY.

-

1151 TOT0, YTOGLI YAA/INTL HACTPOMKM /151 OGHOB/IEHUS CEPUMN YCTPOIACTB, HaokmuTe KHonky B

Mocne 3agaHusA NnapamMeTpoB Haxmute "Cosaats” ansa npoaomkeHns co3gaHuns IP-cbabpukn nnm "OTMeHnTL"
LS BbIx0oAa 6e3 COXpaHeHNs1 HacTpOoeK.
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3.6.2 Mactep HacTpolikn thabpurku

[ns HacTpoikm HoBOW habprKn HEOOXOAUMO BbIMONHUTL HECKO/TbKO B3aUMOCBA3aHHbIX LIAaros, KOTopble
cobpaHbl B MacTep HacCTpoiku dhabpukm.

[ns 3anycka macTepa HacTpoikn Ha cTpaHuue "CeTb" K/IMKHUTE Mo Ha3BaHWo co3gaHHoi IP-chabpukn B
JepeBe 00BbEKTOB, B NaHeNV yrnpas/ieHns AepeBa 06beKTOB HaXXMUTE Ha KHOMKY "[106aBnTb 06bEKT" 1
BblbepuTe NyHKT "ViHMunanusaums”.

— YcTpoicTBa 3apaum KOHpUrypupoBaHusa HacTpoliku ¢pabpuku

&
+

1,
)

Q EBNWIE o . »

L‘ ECC WHnumanmsaums Sandbox
» E ]

t [o6aB1Tb ycTporcTBa B IP-thabpuky

Ip-fabric ©

®

ID 4 Cratyc [ocTynHocTb CepwiiHblii HOMep HasBaHue

2,13

OTKpOETCS AMasioroBoe OKHO C NEePBbIM LAroM MacTepa HacTPOiiku habpuku:

o Bri60p 06HApYXeEHHBIX YCTPOARCTE o VHuuMan1aauma ycTpoicTs e HaaHauuTe ponn o Banupauwns Tononorum
-_T:" ‘:1 Ynpaenexue nULEH3UAMM
MAC CepuitHbin HoMep Mopene Cepua Agpec wniosa 3arpymeHHbIe NMUEHIHK

(0)

O aa:bb:cc:00:05:00 ES9C100005 MES5332A MES53xxA N/A N/A

O aa:bbec:00:02:00 ES9C100002 MES5332A MES53xxA N/A N/A

O aa:bb:cc:00:01:00 ES9C100001 MES5332A MES53xxA N/A N/A

[} aa:bb:cc:00:03:00 ES9C100003 MES5332A MES53xxA N/A N/A

O aa:bb:cc:00:07:00 ES9C100007 MES5332A MES53xxA N/A N/A

O aabbrcc:01:02:00 ES9C100102 MES5332A MES53xxA N/A N/A

O aabbcc:00:12:00 ES9C100012 MES5332A MES53xxA N/A N/A

O aabbcc:00:11:00 ES9C100011 MES5332A MES53xxA N/A N/A

O aa:bbcc:00:04:00 ES9C100004 MES5332A MES53xxA N/A N/A

O aa:bbcc:00:06:00 ES9C100006 MES5332A MES53xxA N/A N/A

O aa:bb:cc:00:22:00 ES9C100022 MES5332A MES53xxA N/A N/A

3NeMeHTOB Ha CTpaHuLe 507' 1-14u314
OTMEHNTE

Pa6oTa macTtepa COCTOMT 13 YeTbIPEX LIAroB, NOC/eA0BaTe/IbHOCTb KOTOPbIX OTOGPaXeHa B BEPXHEN YacTu
okHa. [lns nepeaBuMXeHus Mo waram UCnosb3ykTcst KHoMKn "Hazan" n "Janee", pacnonoXeHHble B HUKHEN
yacTu OKHa.
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Ha cTpaHuue Bbibopa yCTpOICTB KHoMKa "Hasag,' 3ameHsseTca KHONKoW "OTMEHUTL" 1 NO3BOMSET OTMEHUTD
3anyck MacTtepa. Ha octanibHbIX LWarax npy cBopayvMBaHun AMasioroBoro OkHa paborta macrtepa He
npepbIBaeTcs, U OH NPoAO0/HKAET paboTaTb B (DOHOBOM pEXMME.

© Ecnv 3akpbITh OKHO MacTepa, To MpoLecc HacTpoiiku IP-chabpukn He npepseTcs. UTo6bl OTKPbITH
MacTep NOBTOPHO Ha TOM Xe Luare, Ha KOTOPOM npovuecc b1 NpepBaH, HAXMUTE Ha KHOMKY
"Minnupnanusauus” B nutepdpelice IP-gpabpukm nnmn B MeH0 KHONKK "[,06aBUTb 06BLEKT" NaHesm
yrnpaB/ieHns gepeBa 06beKTOB BblbepuTe NyHKT "VHnumanmnsauyms”.

3.6.2.1 OO6HapyxeHue ycmpolcms

B coctaB ECCM Bxogut DHCP-cepBep, ncnonb3yemblii Ans pasgayn IP-agpecos B npouecce ZTP u
nHMuranmsaumm IP-chabpuk. Takke OH BbINO/THAET (OYHKLMM NAcCUBHOTO CKaHepa CeTu, KOTopbIl
O6HapyXXuBaeT yCTpoCTBa No oTnpasnsemMbiM nmmn 3anpocam DHCP-discover, nepeHanpasieHHbIM Ha cepBep
ot DHCP-relay-areHTOB. 3T0 TpebyeTcs, 4To6bI broadcast-3anpocsk! 66111 NpeobpasoBaHbl B unicast n
cofepxXasv agpec ceTu, 3 KOTOPOW OHW BbINN MoNyYeHbl. 3anpockl aHAIM3UPYIOTCA Y PUNBTPYIOTCA MO
cofepxXalmmcs B HUX creynasibHbiM onumsam. TakuM 06pasom, cructeMa MOXeT COCTaBUTb CMUCOK YCTPOCTB
Eltex, KoTopble MOryT 6bITb NPOUHULMAIN3MPOBaHbI 418 paboTkl B cocTase |P-thabpuku.

Hwxe npueegeHa cxema, nnnocTpupyowas npuHumn sratodeHmns DHCP-relay B cxemy ¢ ucnons3osaHuvem IP-

habpuiku:

DHCP relay
ECCM Server

cepBepHaa CeTb

ceTb habpukm

IP cpabpuka

a7 a7
. I
leaf 1 leaf 2 leaf 3

leaf 4

ceTb ynpasrneHus yctponcteammn (OOB)

CepBepHasi CeTb 1 CeTb YnpaB/eHnsa yCTpoNcTBaMu NpeacTaB/ifaioT Co60M OTAeNbHbIe L2-A0MeHbI, mexay
KOTOPbIMU A0/DKHA ObITh paspeLleHa MapLlpyTtusauma. Heobxoarmbele MapLipyTbl 4O/DKHBI ObITh NPONUCaHbI

Ha cepsepe ECCM.

[JaHHble, cobpaHHble Ha ocHoBe DHCP-discover, coxpaHsoTCs B OTAE/NbHY0 Tabnuuy o6HapyXeHHbIX

YCTPOMCTB.
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3.6.2.2 BbI6op 06HapyeHHbIX ycmpolicms

Ha nepsom Liare B AMasioroBOM OKHE 0TOGpaXKaeTCsi CNMCOK OOHAPYXEHHbIX CUCTEMOI YCTPOICTB:

o Bbi6op 06Hapy»KeHHbIX YCTPONCTB e WHuunanusayms yctpoincTe e HasHauuTb ponu o Banuaauus Tononorun
= O YnpaBnenve nuueHsnamu

O MAC CepHiiHbiit HoMep Mogens Cepusi Anpec wniosa 3arpy)eHHbIe NMLEH3MA
0)

D aa:bb:cc:00:08:00 ES9C100008 MES5332A MES53xxA N/A N/A

D aa:bb:cc:00:03:00 ES9C100003 MES5332A MES53xxA N/A N/A

D aabb:cc:00:02:00 ES9C100002 MES5332A MES53xxA N/A N/A

D aabb:cc:00:06:00 ES9C100006 MES5332A MES53xxA N/A N/A

D aabb:cc:01:01:00 ES9C100101 MES5332A MES53xxA N/A N/A

D aabb:cc:00:04:00 ES9C100004 MES5332A MES53xxA N/A N/A

O aa:bb:cc:00:21:00 ES9C100021 MES5332A MES53xxA N/A N/A

D aabb:cc:00:11:00 ES9C100011 MES5332A MES53xxA N/A N/A

D aabb:cc:00:01:00 ES9C100001 MES5332A MES53xxA N/A N/A

D aabb:cc:00:22:00 ES9C100022 MES5332A MES53xxA N/A N/A

D aabb:cc:00:12:00 ES9C100012 MES5332A MES53xxA N/A N/A

D aabb:cc:00:07:00 ES9C100007 MES5332A MES53xxA N/A N/A

D aa:bb:cc:01:02:00 ES9C100102 MES5332A MES53xxA N/A N/A

D aabb:cc:00:05:00 ES9C100005 MES5332A MES53xxA N/A N/A

SnemenTos Ha cTpanuLe 25 - 1-14u3 14
OTMeHUTE

B OkHe AOCTYMHbI CNieAytoLLMe 3MIEMEHTbI:

1. KHomka thunsTpayum n KHonka 06HOBNEHUSA AaHHbIX Tabnnupl;
2. KHonka g1a nepexofa B MeHemxep NUUeH3nii 418 3arpy3kn Heo6XxoaMMbIX 4158 MHALMaM3aumm
chainnos;
3. Tabnuua o6Hapy>XeHHbIX YCTPOUCTB. CoaepPXUT NOss:
+ CenekTop 415 Bblbopa yCTPONCTB 419 MHMunanmsauny;
* MAC — cuctemHblint MAC-agpec ycTpoiicTBa;
+ CepuiiHblii HOMepP YCTPOICTBA;
* Mopgens;
+ Cepus;
+ Agpec wno3a — agpec DHCP-relay areHTa, nepeHanpaBmBLLEro 3anpoc Ha cepBep;
+ 3arpy)XeHHble MLEH3MN — CNUCOK JIMLEH3UI NS YCTPOWCTB, KOTOPbIe eCTb Ha CepBepe.

Ha gaHHOM Lwiare Heo6xoAMMOo 0603HauNTb, Kakne YCTPOoMCTBa ByayT HACTPOEHbI A/ paboTbl Ha habpuke.
OTMeTbTe HEOOXOAMMbIE YCTPONCTBA M HAXXMUTE KHOMKY "anee”.
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3.6.2.3 JluyeHsuu Ha ycmpolicmsa

JNIvueHsnm, yctaHaBMBaeMble Ha YCTPOWCTBA A4/15 aKTUBaL MM AONONHUTENBHOMO yHKUMOoHana. Ansa paboTsl
IP-chabpuikn Tpebytotca nuueHsmnm Ha BGP n EVPN. Mepeg Havanom nHuumanmsaummn IP-pabprikn cuctema
COMOCTaB/SAET CNMUCOK MMEIOLLMXCA NNLEH3UIA N CMCOK YCTPOICTB, KOTOPbIE NAaHupyeTcs
NpoVvHULMaNn3nMpoBaTb. ECnn cuctema o6HapyXuUT, YTO 4718 Kakmx-Nnbo yCTPONCTB He XBaTaeT NIMLEH3NI,
6yaeT oTobpaxeHo npeaynpexaeHne ¢ NpeanokXeHneM 3arpy3unTb AOMNONHUTENbHbIE NNLEH3NN:

MNoaTeepauTe felncTBUE

B cucTeMy He 3arpyeHbl TULEH3UW AN Bbl6PaHHbIX
ycTpoiicTe. Ecnu Bel NnpoacmxuTe, yeTpoiicTea & IP-habpuke
MOryT paboTaTb HEKOPPEKTHO.

KonwuyecTeo ycTpoicte: 14 4 3xkcnoptuposath

ES9C100005
ES9C100002
ES9C100001
ES9C100003
ES9C100007
ES9C100102

Her Oa

MpepynpexaeHne coaepXnT CNMCOK CepuiiHbIX HOMEPOB YCTPOICTB, AJ/151 KOTOPbIX HEOBXOAUMbI NINLEH3UN.
CnncoK MOXHO COXpaHuTb B haiin chopmarta .csv (OTKpbIBAETCS Nt06GbIM TEKCTOBLIM pefakTtopoM unm Excel) ¢
MOMOLLIbIO KHOMKKM "SKcnopTupoBats'. Ecnv noateepantb geiicteue ("[a"), HAUHETCS NPoLecc NHULManm3aumm,
a MLEeH3UM MOXHO ByAET 3arpy3nTb No3xe BPYUHYH. ECim oTMeHnTb aeiicteue ("HeT"), MoXHO 6yaeT nepeitu
B pasaen ynpas/ieHUst IMLEH3NAMY 1 3arpy3uTb HeoOXoauMble haiinbl, a 3aTeM CHOBa HavaTb
NHULManu3aumio. B aTom cnyyae nuueH3snm 6yayT 3arpy)XeHbl aBTOMaTUYeCKM.

© Gonee noapo6HO pa6oTa ¢ NNLEEH3MAMI paccMaTpuBaeTcs B pasgenax '/lnlensus” u "JIMLeHsnn Ha
ycTpoicTtea'.
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3.6.2.4 VHuyuanu3ayusi ycmpoticms

Ha gaHHoMm Lware oTob6paxaeTcs nporpecc nepsmMYHON nHMuuanu3auum ycTponcTs. B npouecc
NHULMann3auum BXoAUT Ha3HaveHve ycTporcTBy IP-agpeca v onuwnii gnsa 3arpy3sku MO v nepBoHavasibHOM
KOHurypauwmu. MNocne 3Toro cuctema OxmaaetT MOMEHTa, KorJa yCTPOWCTBO 3arpy3uT Heobxoaumble daiisibl, 1
npoBepsieT CooTBeTCTBUE Bepcumn MO oxnaaemon.

o Bb160p 06HapyXXeHHbIX YCTPOHCTB e UHnumanusaums ycTpoAcTs e HasHaunTb posm o Banupauus Tononoruun

(U Vper vHMUManW3aLuWs yCTPONCTB... BbINOMHEHo 32%

= Q 4 SxcnopTuposate
Cepitiuii WAITING_FOR_DEVICE
IP-agpec MAC e::’::;”' Mogens Texywwi ctaryc Waiting for device...
IP_ASSIGNED
IP address 172.24.0.154 has been successfully assigned with DHCP
172.24.0.163 aa:bb:cc:00:12:00 ES9C100012 MESS5332A OxunpaHue Bbigaym IP-agpeca DEVICE_ADDED

Device has been successfully added to ECCM
172.24.0.162 aabb:cc:00:01:00 ES9C100001 MES5332A OxmpaHue Bbigauy IP-agpeca

172.24.0.161 aabb:cc:00:22:00 ES9C100022 MES5332A OxupaHue Bbigaun IP-agpeca

172.24.0.160 aa:bb:cc:00:21:00 ES9C100021 MES5332A OupaHue Bbigaun IP-agpeca

172.24.0.159 aa:bb:cc:00:06:00 ES9C100006 MES5332A OxupaHue Bbigaum IP-agpeca

172.24.0.158 aabbicc:01:01:00 ES9C100101 MES5332A [obaBneHwe ycTpoicTBa

172.24.0.157 aa:bb:cc:00:04:00 ES9C100004 MESS5332A OxunpaHue Bbigaum IP-agpeca

172.24.0.156 aabb:cc:00:11:00 ES9C100011 MES5332A OxupaHue Bbigauw IP-agpeca

172.24.0.155 aabb:cc:00:02:00 ES9C100002 MESS5332A OxupaHue Bbigaun IP-agpeca

172.24.0.154 aa:bb:cc:00:03:00 ES9C100003 MES5332A [lo6aBneHue ycTpoiucTea

3nemerTos Ha cTpaniLe 10 - 1-10us14 > ol

CBepHyTb

B OkHe AOCTYMHbI CNieaytoLLMe 31EMEHTbI:

1. LUkana nporpecca — nokasblBaeT, HACKO/IbKO NPOABUHY/CS NPOLIECC MHULMANN3ALMN BCEX YCTPOICTB;

2. Tabnuua ycTpoicts — coaepxut nonsi: IP-agpec, MAC, cepuiiHblii HOMep, MOAENb 1 TEKYLLUIA cTaTyc
VHVLManM3aLUmmn ycTpoiicTB. ECnv yCTPOCTBO HAaXoANUTCS B MPOLIECCE BbIMOHEHWS OHOTO M3 LLIAroB
VHVLManm3aLmm, To cTaTyc 0TMeYaeTcs 3e/1eHbIM LBeTOM. ECnn npomsoluia oln6ka — KpacHbIM. Mpu
BbIGOPE YCTPOICTBA CnpaBa OT ero Ha3BaHusi 0To6pasuTcst 6os1ee NoApPoGHbIN for Npouecca
VHULManm3aumm;

3. OkKHO siora npougecca MHMLMann3auuyM — CoOAEePXUT OT/1aflouHY0 MHKPOPMALMIO O BbIMO/IHEHHbIX Liarax 1

NPoU30LLIeALLINX owrGKax. /lor MHULManM3aLmMm MoXHO aKCNopTMPOoBaTh B (paiin hopmarta .csy,

KHOMKM chunbTpauym n 06HOBNEHUS AaHHbIX Tab/ULbI;

KHonka akcnopTa siora B chaiin .csv.

o s
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3.6.2.5 HasHaueHue posnel

[ns opraHnsauun dpabprkmn ncnonb3yetcs apxutekTypa Leaf-Spine, n koHdmrypauusi kaxxaoro yctpoictea
3aBUWCUT OT TOrO, Kakoe MecTO OHO 3aHVMMaeT B Tonosiornn. Cuctema aBToMmaTuyeckun onpegenseT CBA3N Mexay
YCTPOMCTBaMU, HO, BO n36exaHne OWNO0K B KOH(IUTypaLmm, HE06X0AMMO SBHO YKasaTb, Kakyto posib B
TOMONOrMY 3aHMMaEeT YCTPOWCTBO.

Ha paHHOM Lware Heo6xoAMMO pacnpesfennTb Posu, B COOTBETCTBUM C KOTOPLIMU ByA€eT NOArOTOB/IEHA U
npYMeHeHa KOHUrypaums Ha ycTpoiicTea. [1a 3Toro nosb30BaTtesiio NpefocTaBIseTcs CNUCoK YCTPOCTB,
npoLeawnx UHULMaM3aumio 1 UHCTPYMEHTbI A1 HA3HAYEHUST PO K&XA0MY YCTPOUCTBY.

Tabnuua coaepXxuT crieaytoLve nons:

+ CenekTtop 41 Bbl6opa 419 Ha3Ha4YeHUs posiv YCTPOICTBa,

*+ |P — agpec, HazHa4YeHHbI YCTPONCTBY NPU UHULMANN3aLUN U COXPaHEHHbIN B KOHGUrypauum
YCTPOWCTBa;

* Mopgenb;

+ Cepusg;

+ Bepcus — TekyLlan Bepcusi NporpamMmmHoro o6ecrneyeHunst Ha yCTpoCTBE;

+ CraTyc — cTatyc npoxXoXAeHUs NepBUYHON HULMaIM3aLmm;

+ MAC — cuctemHblin MAC-agpec yCTpOICTBa;

+ CepuiitHbIli HOMeEp;

+ Ponb — ponb ycTpoliictea B IP-chabpuke.

UTo6bl HA3HAUYNTbL YCTPOCTBAM POJib, yCTAHOBUTE COOTBETCTBYHOLLME MM (h/iary B KOJIOHKE ClieBa U HaXMUTE
Ha KHOMKy "Ha3Hauntb ponun" Hag Tabnuueii. Posb 6yaeT HazHavyeHa 4/1s BCeX BbIOpaHHbIX YCTPONCTB.

o Bbi6op oBHapy#eHHbIX YCTPoACTB o WHnuranusaumsa ycTpoicTs o HasHauutb ponmn o Banupauwa Tononoruu

D (1 Mopens Cepua Bepcua NO Craryc MAC CepuitHblii HoMep Ponb

O 172.24.0.150 MES5332A MES53xxA T11R1 MHnumanuaupoBaHo aa:bb:cc:00:05:00 ES9C100005 LEAF -
O 172.24.0151 MES5332A MES53xxA T1L1R MHnumanuaupoBaHo aa:bb:cc:00:01:00 ES9C100001 LEAF -
O 172.24.0.152 MES5332A MES53xxA 111R WMHnuymanusuposaHo aa:bbec:00:03:00 ES3C100003 LEAF h
O 172.24.0.153 MES5332A MES53xxA 11R WMHUuManuaupoBaHo aa:bbec:00:02:00 ES9C100002 LEAF h
O 172.24.0.154 MES5332A MES53xxA 111R MHWuManusMpoBaHo aa:bbicc:00:12:00 ES9C100012 SPINE -
D 172.24.0.155 MES5332A MES53xxA T11R1 MHnumanuaupoBaHo aa:bb:ce:00:11:00 ES9C100011 SPINE -
O 172.24.0.156 MES5332A MES53xxA 111R WMHnuymanusuposaHo aa:bbiec:00:06:00 ES3C100006 LEAF h
O 172.24.0.157 MES5332A MES53xxA 1.1.1R1 MHHUManuanposaHo aa:bbicc:01:01:00 ESSC100101 SUPER_SPINE -
O 172.24.0.158 MES5332A MES53xxA 111R1 MHWuManusMpoBaHo aabb:cc:00:04:00 ES9C100004 LEAF -

anemenTos Ha cTpaKMLe 50 ¥ -14n314

Hazapg CeepHyTb Nanee

Mocne Toro kak Bce ponu ByayT HazHa4YeHbl Nonb3oBaTesnieM, CMcTemMa NPoBEPSIET CBA3N MeXay
ycTpocTBaMu. Ecnmn mexay ycTpoliicTBamMmmn yCTaHOB/IEHbI CBA3W, HE COOTBETCTBYHOLLME YKa3aHHON PO/, Ha
9KpaHe 0To6pasnTCca npeaynpexaeHmne 06 aToMm.
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YaaneHue ycTpoiicTB

KoHdhurypaums Kakaoro ycTpoicTea 3aBUCUT OT TOTO, Kakue YCTPONCTBA Ero OKPYXXatoT, U Kakasi posib eMy
HasHayeHa. [1oaToMy AN18 ee reHepauuv aHa/IM3npyeTcs BeCb CNUCOK YCTPOICTB, NPOLIeLnX
nepBoHaYasIbHYI MHULManM3aumio. bbiBatoT cyyaum, Korga yCTponcTBo 661710 406aBneHo B CNCOK
NHULMann3auum no owmnobke, 1 He AO/MKHO yyacTBoBaTh B IP-chabpuke. YTo6bl MCKNIOUNTL Takoe YCTPOMCTBO U3
habpuku, Ha Lware Ha3Ha4YeHUs ponel UCNosb3yiTe KHOMKY "YaanuTe". Mpu HaxaTum Ha KHOMKY Ha YCTPOMCTBO
byfeT oTnpas/ieHa kKomaHaa A/1a copoca KoHdUrypauumn K 3aBoACKMM HacTpoikaMm. MNocne ycTpoicTeo byaeT
yAaNeHO 13 cucTeMbl: U3 habpurkn 1 Tabnuubl YCTPOICTB, a Takke 13 cnucka DHCP-cepsepa.

© nocne Toro kak ycTpoiicTBO Nepesarpy3nTca 1 BepHeT habpuyHbIe HACTPOVKW, OHO BHOBb HAYHET
otnpasnsATb DHCP-discover'sl 1 6yaet o6HapyXeHo cMcTemMoil. MOXHO 3aHOBO 3anyCTUTb NPOLLECC ero
NHULMann3auum, BepHyBLUNCh Ha NepBblIi war MmacTtepa.

3.6.2.6 Basnuodayusi mornosioauu

Ecnu nposepka Ha npeablayLem Lare npowsia ycnewHo, To CUCTEMA BbINOSTHUT pacnpegeneHne ycTponicTs
no POD-am 1 oTo6pasnTt Tabnuuy ¢ pesysibtaTtoMm:

o Bb160p 06HApPYXXEHHbIX YCTPOMCTB o WHuumanusauma yctponcts 0 HasHauuTb ponun e Banupauusa Tononorun

#= O

=

Pod 2 Pod 1 Super spines

P MAC CepHitHblii Homep Mopenb Cepua Bepcys Cratyc Porb POD

172.24.0.163 aa:bb:cc:00:12:00 ES9C100012 MES5332A MES53xxA 6.6.6.2[1] WHuumanusmposaHo SPINE Pod 2

172.24.0.162 aa:bb:cc:00:21:00 ES9C100021 MES5332A MESS53xxA 6.6.6.2[1] WuuumnanusmposaHo SPINE Pod 1
172.24.0.161 aa:bb:cc:00:22:00 ES9C100022 MES5332A MES53xxA 6.6.6.2[1] WHuunanusmposaHo SPINE Pod 1
172.24.0.160 aa:bb:cc:00:06:00 ES9C100006 MES5332A MESS53xxA 6.6.6.2[1] WHuuunanusmposaHo LEAF Pod 1
172.24.0.159 aa:bb:cc:00:08:00 ES9C100008 MES5332A MESS53xxA 6.6.6.2[1] WHuunanusmposaHo LEAF Pod 1
172.24.0.158 aa:bb:cc:00:11:00 ES9C100011 MES5332A MES53xxA 6.6.6.2[1] WHuumanusmposaHo SPINE Pod 2
172.24.0.157 aa:bb:cc:01:02:00 ES9C100102 MES5332A MESS53xxA 6.6.6.2[1] WHuunanmanposaHo SUPER_SPINE

172.24.0.156 aa:bb:cc:00:07:00 ES9C100007 MES5332A MESS53xxA 6.6.6.2[1] WuuunanusmposaHo LEAF Pod 1

172.24.0.155 aa:bb:cc:00:04:00 ES9C100004 MES5332A MESS53xxA 6.6.6.2[1] WHuunanusmposaHo LEAF Pod 2

172.24.0.154 aa:bb:cc:00:05:00 ES9C100005 MES5332A MES53xxA 6.6.6.2[1] WHuunanusmposaHo LEAF Pod 1

3nemeHTOR Ha cTpaHyLe 10 - 1-10m3 14

Hasap CBepHyTb Moka3satb Tononoruto IP-habpukn

Tabnuua cofepxuT creayroLiye nons:

+ |P — agpec, HazHa4YeHHbI YCTPONCTBY NPV UHWLMANN3aLMN 1 COXPAHEHHbIV B €10 KOH(Urypawmuy;
* MAC — cuctemHbIn MAC-agpec yCcTpoicTBa,;

+ CepWuiiHbIli HOMEp;

* Mopgens;

+ Cepus;

+ Bepcus NO — TekyLas Bepcus NporpaMMHOro obecrneyeHns Ha yCTpOCTBE;

+ CraTyc — cTartyc npoxXoXAeHUs NepBUYHOM HULMaIM3aLmMK;

+ Ponb — ponb ycTpoiictea B IP-chabpuke;

+ POD — Homep POD'a (rpynnbl BHYTpY habpukm), B KOTOPOM HAXOAUTCS YCTPOICTBO.
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[N oTo6paxkeHUsi CO34aHHOIN TONOMOrMK B rpadhMyeckom BUAE HAXXMUTE KHOMKY "Moka3aTb Tonosoruio IP-
thabpukn”. MprmMep TONONOTUM NPEACTABMNEH HA PUCYHKE HIXE:

° BbIGOp 0GHapYXeHHbIX yCTPOoCTB

POD1

ES9C100021
172240.161
ES9C100007 ES9C100005

172.240.163 172240152

° WNHnumanusaums ycTpoacTs

~

ES9C100006
172240154

L+

ES9C100101
172240151

i

ES9C100022
17224.0.160

s

ES9C100008
17224.0.150

s

ES9C100002
172240156

° HasHaunTb ponn

o

ESSC100012
172240159

~

ES9C100004
172240162

Hasag CeepHyTb Mokasartb Taénuuy ycTpoicTs IP-dhadpuku

POD2

~

ES9C100001
172240155

o Banuaauus Tononorum

&

ES8C100102
172240153

~

ES9C100011
172.24.0.158

@

ES9C100003
172240157

»

(- HuH

YcnoBHble 0603HaYEHNS:

YcnoBHoe 0603HaYeHue Ponb

SuperSpine

Spine

Leaf

€ € <

YctpoiicTsa, oTHocswmecst K POD-am, oTob6paxkatoTcsl B COOTBETCTBYHLIMX 06nacTsax. Ha kapTe ans
npeaBapuTesIbHOro NPOCMOTPa TONOJI0rMK LiBETA YCTPOICTB 0603HAYAKOT X PO/b.
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HaxmuTe "3aBeplumntb” ANs1 NOATBEPXAEHUS TONOMOTMW. HauHeTcs npoLecc KoHdurypupoaHust IP-chabpuku,
a oTobpaxkaemasi kapta GyfeT coxpaHeHa 1 AoCTyrnHa B pasaene "KapTbl cetn”.

© [aHHbiii Wwar MmacTepa npegHas3HayYeH UCKIUUTENLHO A1 NPOBEPKN BCEX AaHHbIX Nepes, Hauaiom
reHepaLlumn NTOroBbIX KOH(IUIYpaLUuii U NPUMEHEHMEM UX Ha YCTPOCTBa. N1 n3MEeHeHUs poneii n
y[asieHnsi yCTPOWCTB HEOOX0AMMO BEPHYTLCA Ha npeapblaynii war "HasHayeHve poneid”. Ans
[06aBNeHnst 4ONONHUTENbHbIX YCTPOCTB HEOOX0AMMO BEPHYTLCSA Ha NepBbIii Lwar "Bblbop
06HapyXXeHHbIX YCTPOWCTB" 1, ECNN B CETU OblI 0BHAPYXEHbI HOBbIE YCTPONCTBA, NPOU3BECTN NX

VHULMANTM3aLMIo U pacnpeaennTb posiu.

3.6.3 VHTepgelic habpurikn

[ns nepexoga B nHTepdelic IP-chabpuky KNMKHUTE NO ee Ha3BaHWIo B AepeBe 00bEKTOB Ha cTpaHuLe "CeTb".

3.6.3.1 Ycmpolicmsa

IP-chabpurka npeacTaBnisier co60l eanHY0 CYLLIHOCTb, NO3TOMY paboTa C yCTpOoMCcCTBaMK, BXOASALLMMN B COCTaB
(habpuKK, HECKOIbKO OT/IMYaEeTCs OT paboTbl C OCTa/lbHbIMK YCTpOcTBaMuW. 151 paboThbl ¢ ycTpoicTeamm IP-
habpurk peanm3oBaH OTAEMbHbIA MHTEpdIeiic. Hmke npeactaBneH Nnpumep yxxe NpoOVHULNANN3NPOBaHHONM IP-

habpuku, cogepxallel yCTponcTea:

YetpoiicTea 3afayuu KOHDUrypHpoBaHUA HacTpoiiku habpukn

—r

E-BWINE « I &

+ Bce Pod 1 Pod2 Super spines Sandbox

D4  Cratye  [locTynsocts Hassasue

ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH
ICMP | SNMP | SSH

CepuitHbiit Homep

=

140 ES9C100012 SPINE_172.24.0.163

139 ES9C100021 SPINE_172.24.0.162

138 ES9C100022 SPINE_172.24.0.161

137 ES9C100006 LEAF_172.24.0.160

136 ES9C100008

LEAF_172.24.0.159

135 ES9C100011 SPINE_172.24.0.158

134 ES9C100102

133 ES9C100007 LEAF_172.24.0.156

132 ES9C100004 LEAF_172.24.0.155

131 ES9C100005 LEAF_172.24.0.154

O0o0o0Oo00O0oaoooaoao
© OO e e e e e e e

SUPER_SPINE_172.24.0.157

Management IP

172.24.0.163

172.24.0.162

172.24.0.161

172.24.0.160

172.24.0.159

172.24.0.158

172.24.0.157

172.24.0.156

172.24.0.155

172.24.0.154

Loopback [P

10.0.0.14

10.0.0.8

10,007

10.0.04

10.0.0.6

10.0.0.13

10.0.0.2

10.0.0.5

10.0.0.11

10.0.0.3

Wms xocTa

spine_12

spine_21

spine_22

leaf_6

leaf_8

spine_11

super_spine_102

leaf_7

leaf_4

leaf_5

Q (2]
MAC-agpec Mopeno Bepcua MO OGenywusawwe  Ponb Tpynna
aabbrcc00:12:00 MES5332A 6.6.6.2[1] BrAIOHEHO SPINE Pod 2
aabbrcc:00:21:00 MES5332A 6.6.6.2[1] BKITOYEHO SPINE Pod 1
aabbrcc:00:22:00 MES5332A 6.6.6.2[1] BKITOYEHO SPINE Pod 1
aabbrcc:00:06:00 MES5332A 6.6.6.2[1] BrntoueHo LEAF Pod1
aabbrcc:00:08:00 MES5332A 6.6.6.2[1] Brntouedo LEAF Pod1
aabbrcc:00:11:00 MES5332A 6.6.6.2[1] Brntouedo SPINE Pod 2
aabbrcc:01:02:00 MES5332A 6.6.6.2[1] BrtoveHo SUPER_SPINE Super Spines
aa:bbrcc00:07:00 MES5332A 6.6.6.2[1] BrAIOHEHO LEAF Pod 1
aa:bbrcc:00:04:00 MES5332A 6.6.6.2[1] BrilioueHo LEAF Pod 2
aabbrcc:00:05:00 MES5332A 6.6.6.2[1] BKITOYEHO LEAF Pod 1
ONeMeHTOB Ha cTpakuue 10 - 1-10m314 > >1

Ha cTpaHuLe oTobpaxatoTcs:

1. KHONKM 06HOBAEHWS], OUbTPaLMK, HACTPOKN OTOBPpaXKaeMbIX KO/TOHOK 1 3KcnopTa Tabnuubl B CSV-

Goaiin;

2. ®YHKUMM ynpaB/eHnsa yCTpoiicTBaMm AN1s1 KOHUIYPUPOBaHWS, CpaBHEHUST KOHpUrypauuii, 06HOBNEHNS
MO n 6NOKNPOBKM/Pa36NOKNPOBKA. PYHKLMOHAT aHa/I0TMYeH TOMY, YTO UCMOMb3yeTCs A1 YCTPOINCTB

BHe dpabpuky;

3. KHonka "YaanuTb" — KHOMKa ANst akTBauun cneumnanbHon yHKUMKM yaaneHuns, kotopas
npeaBapuTesibHO BbIMOHAET COPOC KOHUIypaLMmn YCTPONCTBA K 3aBOCKMM HaCTpOiKam
(onuuMoHaNbHO U MOXET 6bITb OTK/IIOYEHO B AMAIOTOBOM OKHE NOATBEPXKAEHMS onepaLm), TEM cambIm
NO3BO/ISASt 3aHOBO NPOBECTU MHULMaIN3ALIMI0 YCTPOCTBA;
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4. ®unbTpbl 0TOOpaXeHus no nogrpynnam |P-cpabpuku:

Bce POD (o6beauHeHus Leaf-Spine);

Super Spines (06beanHsaeT Bce POD);

Sandbox — necouyHuLa, K KOTOPOI OTHOCATCA BCE YCTPOWCTBA OXMAAOLLME pacnpeaesneHms no
ponsim.

5. Ta6nuua ycTpoiicTB, coepalliasi nosisi:

CenekTop Bbl6Opa YCTPOWCTB A4/15 yNpaB/eHus;

ID — yHMKaNbHbI HOMEpP YCTPOCTBE,

Cratyc — cTatyc npouecca nHiumanmsaummn obopygosaHus. MNMpu HaBegeHUN Kypcopa
oTobpaxaetcs 6osiee feTasibHas MHopmauus;

JocTynHocTb — Habop CTaTycoB NPOBEPKM CETEBOM AOCTYNHOCTM OT CUCTEMbI YNpaBieHus
(CY) po ycTpoiicTBa;

CepuiitHblil HOMep — cepuiiHbIli HOMep YCTPOWCTBa,;

Ha3saHve — Ha3BaHuWe, KOTopoe ByAeT NPMCBOEHO YCTPOMCTBY B cucTeMe. FeHepupyeTcs
aBTomaruyecku no cxeme "Ponb_IP-agpec”. Mpn He06X0AMMOCTU Ha3BaHe YCTPOMCTBA MOXHO
N3MEHUTb, HAXXKaB Ha KHOMKY pefakTpoBaHs 00bekTa B fepeBe 00beKTOB;

Management IP — agpec, no kotopomy CY nogkio4aeTcs K yCTPOMCTBY;

Loopback IP — agpec, ncnonb3yemsiii A5 B3aMMOAENCTBUS MexXay ycTpoinctBamu B IP-habpuike;
Mmsi xocTa — ums ycTpoiicTBa (HasHavaeTcst Npu KOHUrypupoBaHum);

MAC-agpec — cuctemHbiii MAC-agpec ycTpoIicTBa;

Mopenb — Mofesib YCTPONCTBa;

Bepcusa MO — Tekywasa sBepcus MO Ha yCTPONCTBE;

O6cnyxmBaHne — cTatyc 06c/yxmBaHus yctpoinctea. OTobpaxaeT, BeaeT 1 CY MOHUTOPUHT U
ynpas/ieHne yCTPONCTBOM;

Ponb — ponb ycTpoiictBa B coctase IP-thabpuky;

Mpynna — rpynna, K KOTOPOW OTHOCUTCS YCTPOICTBO BHYTPY thabpuku (Pod, Super Spines,
Sandbox).
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Paspnen ons otobpaxeHusi 3aa4 KOHPUryprpoBaHus YCTPONCTB B COOTBETCTBUM C UX PONSIMU B CTPYKTYpe |P-
thabpukn. 3agaun 3anyckarTcs aBTOMaTUYECKH, MOC/IE TOrO Kak NOATBEPXAEHA TONOOrMs (habpuKu.

YcTpoiicTea

3afaun KOHGUrypupoBaHus HacTpoiiku dpabpuku

() WpeT KoHbUrypupoBaH1e yCTPOICTB... BbINOIHEHO 14%

[
TI1I'

(W J
1P-agpec
172.24.0.163
172.24.0.162
172.24.0.161
172.24.0.160
172.24.0.159
172.24.0.158
172.24.0.157
172.24.0.156
172.24.0.155

172.24.0.154

CepiiHbIii Homep

ES9C100012

ES9C100001

ES9C100022

ES9C100021

ES9C100006

ES9C100101

ES9C100004

ES9C100011

ES9C100002

ES9C100003

MAC-agpec

aabb:cc:00:12:00

aabb:cc:00:01:00

aabb:cc:00:22:00

aabb:cc:00:21:00

aa:bb:cc:00:06:00

aabb:cc:01:01:00

aa:bb:cc:00:04:00

aa:bb:cc:00:11:00

aa:bb:cc:00:02:00

aa:bb:cc:00:03:00

Mogens

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

Ponb Tpynna

SPINE Pod 2

LEAF Pod 2

SPINE Pod 1

SPINE Pod 1

LEAF Pod 1

SUPER_SPINE Super Spines

LEAF Pod 2

SPINE Pod 2

LEAF Pod 2

LEAF Pod 2
dnemeHTOB Ha cTpaHiue 10 v

1-10u314

Craryc

IN_PROGRESS

DONE

IN_PROGRESS

IN_PROGRESS

IN_PROGRESS

IN_PROGRESS

IN_PROGRESS

IN_PROGRESS

IN_PROGRESS

IN_PROGRESS

>

>l

1. Wkana nporpecca, oTpaxarowias o6LLNiA cTaTyC BbINONHEHUS onepaunn KOHOUIypnpoBaHus YCTPOICTB;
2. KHoMku dounbTpanmm, 06HOBNEHNS 1 3KcnopTa Tabnuupbl B CSV-ghaiin;
3. Tabnuua 3agay KOHPUrypupoBaHus, cogepxallas napameTpbi:

IP-agpec — agpec yCcTpoicTBa;

CepuiiHbIn HOMEpP — CepuUiiHbIA HOMep YCTPONCTBRA;
MAC-aapec — cuctemMHblii MAC-agpec yCTpoOCTBa;

Mogenb — Moaenb YCTPOMNCTBA;

Ponb — ponb ycTpoiicTea B IP-chabpuke;

lpynna — mecTopacnonoxeHune yctpolictea B IP-chabpuike;
CraTyc — cTaTyc BbINO/IHEHUS 3a4a4M KOH(PUTYPUPOBaHHUS.
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3.6.3.3 Hacmpolku gpabpuku

B pa3gene otobpaxatotcs napameTpbl IP-chabpuku.

YctpoiicTea 3agaum KoHbuUrypupoBanns Hactpoiikn habpukn

06L1e HaCTPOMKU O6HOBNEHMWe YCTPOUCTE

Haseanwe datpuin Underlay-nogceTs Cepun

ip-fabric 172.16.0.0/16 MES54xx/MES5500 Wcnonb3oBath akTyansHoe M0 Bepcua M0

Management-nogcets Loopback-noaceTs

172.240.0/22 10.0.0.0/22

Mepasii IP-agpec @ nyne {BGP ASN

172.24.0.150 50001

Nocnenwuit IP-aapec & nyne SNMP community

172.24.0.200 public

Wiko3 Mo Yok Topr

172.24.0.1 22

PepakTtnposate

B okHe [0CTynHbI creaytoLwme BUIKETbI:

+ O6wue HaCTPOIKM — 34ecb 0TOBpaXatoTCA NnapaMeTpbl, KOTOPbIE YKa3blBAOTCA Npu co3gaHuu IP-
habpukm 1 He MOryT 6bITb U3MEHEHbI NPY AaNbHelLell paboTe;

+ OOGHOB/IEHME YCTPOWCTB — 34eChb OTOOpaxaeTcs Habop COOTBETCTBUIA Cepuin yCTPOMNCTB 1 Bepcuid MO,
KOTOpble HYXXHO nepefaTb TEM WM UHbIM YCTPOMCTBAM NpPW UX MHULMaIM3aLMN.

B HMXHel YacTun akpaHa A0CTyrnHa KHorka "PeakTnpoBaTh”, KoTopas OTKPbIBAET OKHO AJ/19 U3MEHEHUS
HacTpoek:

PefaKTUpoBaHUe HacTpoeK 06HOBNEHWA YyCTPOHCTB habpuku

Cepua Hecnonb3oeaTh akTyansHoe MO Bepcua MO

MES53xxA - O 6.6.6 R1 -

+

OTMEHHUTE MNpHMeHUTE

+ Cepus — cenekTop Bbibopa cepuin yCTPONCTB, 47151 KOTOPbIX OYAET BbINOMHATLCA OOHOBNEHNE;

* Wcnonb3osarb aktyasibHoe MO — hiiar No3BoMSAET CO34aTh NpaBusio, Npu KOTOPOM 06HOB/IEHNE BCerga
OyLeT BbINOMHATLCA Ha Ty Bepcuto 10, KoTopasi oTMeUeHa B CUCTEME KaK akTyasibHas,

+ Bepcus MO — BbI6op onpegeneHHon sepcum MO 13 yncna 3arpy>XeHHbIX B CUCTEMY.

o 118 TOro uTo6bI He 06HOBNATL ceputo ycTpolicTs, HakmuTe kHonky B . Hactpoliku ans cepun 6yayT
yAaneHsbl.
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o
Pasgen nna pobasneHus, yaaneHns n npocmotpa MO ycTpoincTs.
EccmE. E.
.’_‘ no i SuperAdmin 2]
=
=8 Er Q o € 3arpyauts
-
AxTyanbHoe HeakTyanbHoe
o
Hassatme daiina & Cepus Bepcws 110 Onucanme Pasmep Bepcun sarpysuika Bepcws sarpyauitka x-loader Data AkTyansHocTs
@ 0
= [0  wic30-1.30.0-build16.firmware WLC-30 1.30.0 build 16 103.8 MB 2025-02-28 15:16:50
\ D mes2400-1036-6R0.iss MES14xx/MES24xx/MES3708 10.3.6.6[0] 9.3MB 10.3.6.6[0] 2025-02-28 15:17:01 e
a D esr1000-1.23.6-build9.firmware ESR-1000 1.23.6 build 9 82.1 MB 2025-02-28 15:17:32 Q
s reMenHTOB Ha cTpaHmue 100 v  1-3m33
a
®
=]
e
»

B paboueli 06nactn pacnosioxXeHbl cneayroLme anemMeHTb:

1. KHomku counstpauum, 06HOB/IEHUS, HACTPONKM 0TOOPaxaeMblX KOSTOHOK U akcnopTa Tabnumubl B CSV-
thanin,

MaHenb ¢ KHoMkamu Ans gobasnexHus n yganexHus dainos MNo;

KHonku 6bIcTpoit counsTpaumy no aktyansHoctu MO;

Tabnuua MO, 4o6aBNeHHbIX B CUCTEMY;

MepekoyaTenn aktyasibHbIX MO, KOTOPbIE NO3BONAKT MEHATL akTyasibHoe MO ana cepuun.

aprLN
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JAo6aBneHue HoBoro MO

Onsi no6aBneHnst HoBoro MO HaxXMKUTe Ha KHOMKY "3arpy3nTb”. OTKPOETCS AMa/IOrOBOE OKHO CO C/1efyHLy MU
aNIeMeHTaMMU:

3arpysuTb MO

BoiGepute Qaiin M0 BbiGepuTe (ain MeHblue 1024 MB

Cepua*

OTMeHNTb 3arpyautb

1. Bblibepute painn MO — OTKPbITb AMANIOrOBOE OKHO AJ/18 Bbl6opa (halina Ha KoMNbiTepe Nosb3oBaTess;
2. Bepcus MO — Homep MO B npuHsATOM y BeHAopa dopmarte (ans ycTpoiicTs Eltex popmart pasnvuaercst
B 3aBUCMMOCTM OT cepun);
3. Cepusi — cepus ycTpolicTB (MoAenbHbI pag);
4. Cpenartb akTyasibHbIM 1O — ycTaHoBKa thriara npumeHseT MO A/1a BbIGpaHHON cepumn Kak akTyasibHOe;
5. OnucaHve — KOMMeHTapwuii K 3arpy>xaemomy cainy;
6. OTMEHUTb — 3aKPbITb OKHO 6€3 COXPaHeHNs U3IMEHEHNIA,
7. 3arpy3untb — KHOMKa A/1 Havauia 3arpy3ku. HeakTrBHa, noka He 3anosiHeHbl BCe Tpebyemble Nnoss.
© nepep 3anonHenrem noneit "Cepus’ n "Bepcuns’ HaxxmmuTe KHomky "Bbibepute daiin MO" 1 BbIGepuTe

3arpyxaembliii paiin. Torga cepusi yCTporcTea u Bepcust ByayT pacrno3HaHbl aBTOMATUYECKN.

Mpw BbiGOpe cepuint MEST14xx/MES24xx/MES3708, MES2424, MES2448/MES3400-xx/MES3710,
MES5448/MES7048 6ynet Heo6xoAMMO A0MOSTHUTETbHO A06aBUTh 3arpy3yrk U yKa3aTb ero BEPCUIO.
Mpw BbIGOpPE cepuit ME2001/MES000/MES100/MES200 BbI60p 3arpy3unkos U-boot/X-loader
ONUMOHANEH.
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Pasgen onsa cosgaHus WwWab/10HOB KOHGMIypauum Ha rpynny ycTpoicTs. LabnoHsl — nocneposatenbHoCTb CLI-
KOMaHp, 4191 BHECEHUSA U3MEHEHWI B KOHApUrypauuio 060pyaoBaHns. ST KoMaHabl 6yayT NPUMEHATLCA K
o60pyaoBaHNio B TOM BUAE 1 B TOV NOC/1ef0BaTe/IbHOCTU, B KOTOPOI OHX 3anuncaHbl B LWa6/oHe.

Q Ons o6opyaoBaHus HekoTopbIxX IMHeek ESR 1 MES nepep, BbINoNIHEHEM LLab/10Ha aBTOMaTUYeCKM
NPOUCXOANT NEPEXOL B PEXMM KOH(OUTYPUPOBAaHUSA C NOCNeAyoL MM COXpaHeHEM 1

NOATBEPXAEHNEM KOHUIypaLmu.

B wabnoHax nmeetcsa nogaepxka wabnoHmsaropa Jinja2 ¢ BO3MOXHOCTbIO UCMO/b30BaHUSA
CUCTEMHbIX U NOMb30BATE/IbCKUX NEPEMEHHBIX 1 PA3/IMUYHBIX YNPAB/SALMX KOHCTPYKLMIA (OnepaTopbl

BETB/IEHUS, UUK/IbI, (PUNILTPbI U T. A4.).

A\ TloBTOpHOE NPUMEHEHWE OAHOIO U TOrO Xe LwabnoHa K 060pyA0BaHII0 MOXET BHECTY HEXeNaTe lbHble
M3MEHEeHUs1 B KOHpUrypawmio.

ob La6noHb!
=
= = Q + Cospatb
i
D Hassanme
o ©
@ [ default_MES_ISS_IGMP_snooping
= [0 2 default MES_ISS_SNMPv2
‘\ O s default_MES_ISS_add_VLAN_to_database
“ 4 default_MES_ROS_IGMP_snoopin:
ping
E 0O s default_ MES_common_forbidden_default_VLA
a N
[ e default_ MES_ROS_SNMPv2
a
A3 7 default MES_ROS_add_VLAN_to_database
©
=] O s default_MES_common_add_IP_to_interface
° D 9 default_MES_common_set_switchport_mode
10 default_ MES_ROS_SNMPv2_traps
P

3nemeHTOB Ha cTpaHuue 10

»

AeTop  OGHoBNeHO

tem 20250226
SYStem 43:93:11

system 20250226
4 131311

ostem 2025:02:26
¥ 131311

system 2025:02:26
v 131311
system 202502:26
4 131311

oystem 2025:02:26
4 131311

2025-02-26

SYStem 131311

2025-02-26

SYStem 131311

system 202502:26
4 131311

2025-02-26

SYStem 131311

- 1-10u3 37

Cospako
2025-02-26
131311

2025-02-26
13:13:11

2025-02-26
13131

2025-02-26
1313:11

2025-02-26
13:13:11

2025-02-26
13131

2025-02-26
131311

2025-02-26
13131

2025-02-26
13:13:11

2025-02-26
131311

>

EccmE. E.

™Y superadmin

2/’ Pepaktupoeats <> @

snooping multicast-forwarding-mode ip
ip igmp snooping
vlan {{vlan_id}}
ip igmp snooping

BwNR

>l

Ha cTpaHuue oTobpaxatoTcs:

Tabnuua LwWabrnoHoB;

Noap,owd =

KHonku dounbsTpanmm n 06HoBNEHUA Tabnuubl ¢ lWabioHamuy,
KHonku co3ganus v yganeHus wabioHoB.;

O6nacTtb npocmMoTpa WabsoHa, BbIGpaHHOTo B Tabnuue;

KHonka pefakTnpoBaHus LWabnoHa, OTKPbLITOro 4715 NPoCMOoTpa;
KHonka BK/IIOYEHUS/BbIK/TIOYEHNS NOACBETKMA CUHTAKCUCa;

KHOMKa OTKPbITUSA KPATKOro pyKOBOACTBA MO CUHTaKCUCy LLIaboHOB.
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[ns co3pgaHuna wabnoHa Haxmute KHornky "Co3gartb’: oTKpoeTcsa popmMa co3gaHms wabioHa:

Coszpathb WwabnoH

Haasanme wabnowa *

La6noH

1

hostname TEST

OTMmeHHTH

CoagaTb

BBeauTe HazBaHve LWa6oHa, Heo6XoAVMbIE KOMaH bl KOH(MIyprpoBaHus 1 Haxmute "Co3aats". HoBbIi

LWab/10H NOSIBUTCS B CNUCKE La60OHOB.

[ns npocmoTpa LWwabnoHa HaXXMITE Ha ero HasBaHve B Tabnuue WwabnoHoB. Ero cogepxvmoe byaet

oToGpaXkeHo B 061aCTV MPOCMOTpa:

O e
©
Ox
O 20
(i
0Oz
mE
mE
Os
Oe
(i
Os

+ Cospare

Haasanue

WabnoH

test

default_MES_ISS_IGMP_snocping

default_ MES_ISS_SNMPv2

default_ MES_ISS_add_VLAN_to_dat
abase

default_MES_ROS_IGMP_snooping

default_MES_common_forbidden_d
efault_VLAN

default MES_ROS_SNMPv2

default MES_ROS_add_VLAN_to_da
tabase

default_ MES_common_add_IP_to_in
terface

3nemeHTOB Ha cTpaHuue 10 -

ABTOp

eccm

eccm

system

system

system

system

system

system

system

system

OGHoBNEHO
2023-09-26
15:55:19

2023-09-26
13:40:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

-10m3 21

Coapano 4

2023-09-26
15:55:119

2023-09-26
13:40:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

>

>l

,‘ PefjakTMPOBaTh

1

hostname TEST
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[N pefakTpoBaHus Wab/ioHa BbIGEPUTE €ro B CMUCKE LWAG/IOHOB U HAXXMUTE KHOMKY "PefakTmpoBarh”.

OTKpoeTcsi hopma pefakTpoBaHUs WaboHa:

La6noH

PepakTuporaTb Wa6MnoH *

Ha3ssanme wabnoHa

1
2

hostname TEST-2

OTMeHHTL

CoxpaHuTb

[ns coxpaHeHUss U3MEHEHWNIA HaXXMUTE Ha KHOMKy "CoxpaHuTb". 418 OTMEHbl U3MEHEHWI 1 Bo3BpaTa K

nocnegHemy COXpaHeHHOMY COCTOSIHUIO HOKMUTE Ha KHOMKY "OTMEeHUTL".
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3.8.1.1 Ulla6soHu3amop

3.8.1.1.1 TlNepemeHHble

B wabnoHax nmeetcsa nogaepxka wabnoHnsaropa Jinja2. B TekcTe wabioHa MOXHO UCNO/b30BaTh psag,
npefycTaHOB/IEHHbIX CUCTEMHbIX NEPEMEHHbIX, & Takke onpeaensaTb NoNb30BaTe/lbCkne nepeMeHHble,
3Ha4YeHus 4715 KOTOPbIX MOXHO 6yAeT 3aZiaBaTb BPYUHYIO Nepes, KaxkablM 3arnyCckom 3ajauv rpyrnnosoro
KOH(pUrypmpoBaHus ¢ AaHHbIM LWab/10HOM.

CuHTakcuc onpegeneHuns nosib3oBare/ibCKol NepeMeHHOo B TeKCTe WwabnoHa:

{{ variable }}

HasBaHne nepeMeHHOI MOXET cofiepaTb TOMbKO BYKBbI NATUHCKOroO andpaBuTa, Lgpbl U 3HAKM
nofyepkmBaHus. HasBaHvie NepeMeHHol 0653aTelbHO AO/MKHO HAUYMHATLCS C BYKBbI. Takke 1M
NepeMeHHO YyBCTBUTENBHO K PErncTpy, noaTtomy variable n VARIable — 3To pa3Hble NEPEMEHHbIE.

° CnepyeT oTMyaTh CMHTaKCUC onpeaeneHnsa/ucnosib3oBaHus Nosib30BaTe/1bCKOWA
nepemeHHon {{ variable }} OT CMHTakcuca cTaTUYECKOro NpucBOEHUA NepemMeHHo’

% set variable = "123" %} .
B nepBom cnyyae BHyTpu WabnoHa nepeMeHHas He UMeeT HUKaKOro 3Ha4eHusi n noaTtomy éyaet
NMPOVHTEPNpPETMPOBaHa Kak nonb3oBarenibckas. [1ns Heé Hy)XXHO O6yAeT 3a4aTb 3HaYeHVe B
nHtepdeice ECCM nepepg npyMeHeHnem WwabnoHa A rpynmnbl yCTPONCTB.
Bo BTOpOM cryyae 3HayeHve nepeMeHHOoR cTaTnyecky 3a4aéTca NpsAMo BHYTPU WaboHa 1 He MOXeT
ObITb M3MEHEHO M3BHE, MO3TOMY Takas NnepeMeHHast He OyAeT cuMTaTbCA NOb30BaTENBLCKON, U AN
Heé Henb3sa byaeT 3agaTb 3HaYeHNe B HTepdpeiice ECCM.

MepeMeHHble B LabnoHe MoryT 6biTh Kak OTAENbHOCTOALWMMM (Kak B NMPUMEpPE BbILLE), TaK U BIIOXKEHHbIMY B
Apyrvie nepeMeHHble. B nprMepe Hke nepeMeHHast ip B/loXeHa B nepemMeHHyto device. B Takom criyyae

device aBnsetcs scope-nepemeHHoit (ckoyrnom). Ckoyn device He CoepPXUT COGCTBEHHOE 3HAUYEHME, @ TO/TbKO
arpervipyet B cebe [pyrune nepeMeHHbIe I aHa/TOrMUHbIE B/TOXEHHbIE CKOYTbI.

{{ device.ip }}

© Bce nonb3oBarenbckve NepeMeHHbIe HaXOASTCA B KOPHEBOM CKOYMe, KOTOPbI He UMEET UMeHU, 1
MoO3TOMY AOCTYN K NEPEeMEHHbIM BHYTPW HEro ocyLLecTBNsieTcs 6e3 ykazaHus ckoyna.

177


https://jinja.palletsprojects.com/en/3.0.x/templates/

ECCM.PykoBogcTBO nosb3oBatens.Llab1oHbl

Takke BHYTpU WabnoHa AOCTyNeH paj NpeaonpefenEHHbIX CUCTEMHBIX MEPEMEHHbIX. 3HAYeHWs 4/1s
CUCTEMHbIX NePEMEHHbIX NOACTaBATCS NPU peHAEPUHre WwabnoHa (hopMMpoBaHMN N0 HEMY FOTOBOVA
KOHGQUrypaLummn nepes oTnpaBKoi Ha YCTPOCTBO) aBTOMATUYECKN. [epeMEHHbIE 1 MX 3HAYEHWS HAXOAATCA B
cneymasbHbIX arpermpyroLmx ckoynax:
* eccm — COAEPXMWT NnepemMeHHble C pas/IMyHON CUCTEMHON NHAOPMaLMeil:
* eccm.user — UMS NOMb30BATENA, KOTOPbIV 3anyCTu/ 3a[a4y Ha rpynnoBoe KOHUryprpoBaHue,
+ eccm.time — BpeMs 3anycka 3ajauyun Ha rpynnoBoe KOH(PUIyprpoBaHue (CepBepHoe Bpemsl);
+ eccm.ip_address — IP-agpec cepepa ECCM (management-uHtepdeiic).

+ global — coaepxuT rno6asibHble 06LECUCTEMHBIE NApaMeTPbl U HACTPOVIKN:

+ global.snmp_communities — cnncok SNMP communities, 3agaBaemblit r106a/1bHO B CUCTEMHbIX
HacTpolikax ECCM,;

Tak Kak aHHasi NnepeMeHHasi COAEPXMT CMUCOK 3HAUE€HWIA, TO AOCTYN K Hell
ocyulectendaetca 6o no nHaekcy: {{ global .snmp_communities[0] }}, nu6o B

unkne: {% for community in global.snmp_communities

%} {{ community }} {% endfor %

* group — COAEPXWT NEpeMEHHbIe, CneundnYHbIe ANs rPynnbl YCTPOIACTB, HA KOTOPYH NPUMEHSETCS
OAaHHbIV LWa6NoH:
+ group.id — coaepxuT id rpynnbl
* group.name — COAEPXUT UMS rPynmbl;
+ device — COOEPXUT NEpeMEHHbIE, CNeundInYHbIE AN YCTPOINCTBA, HA KOTOPOE NMPUMEHSIETCA AaHHbIN
LWaBNOoH:
* device.id — cogepxuT id ycTpoicTBa;
* device.ip — cogepxuT management IP-agpec ycTpoiicTBa;
+ device.mac — coaepxut MAC-agpec ycTpOIiCTBa;
* device.sn — COOEPXMUT CEPUINHbIA HOMEP YCTPOINCTBA;
* device.hostname — cogepxut hostname ycTpoicTsa;
+ device.model — coaepXuT Ha3BaHVWe MOAE/NN YCTPOICTBA,;

* device.series — COOEPXUT CEPUIO YCTPOICTBY,
+ device.snmp_communities — cogepxnt cnucok SNMP communities ycTpoiicTBa, 3afaHHblli B
HacTpolikax gocTtyna ans AaHHOro ycTpoicTea

CofepXnT CNMCOK 3Ha4YeHuii o aHasiornm ¢ global.snmp_communities.

O Taum 06pa3om, NnepeMeHHble U3 cKoyna group U device BHYTpu WaGnoHa 6yayT NPUHUMATb

pasHble 3HaueHUs B 3aBNCUMOCTUN OT KOHKPETHOro YCTPOMCTBA, HA KOTOPOe NPUMEHSIETCS AAHHbI
LLa6SIOH.
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3.8.1.1.2 Tunbl nonb30BaTENBLCKUX NEPEMEHHBIX
La6noHusatop ECCM paet BO3MOXHOCTb I'MOKO HacTpavmBaTb 3HAYEHUS 4715 N0/Ib30BaTe/IbCKUX NePeMEHHbIX.
Tun STATIC

OO6blYHbIEe NepeMeHHble uMetoT T No ymonyaHuio STATIC, 1 nX 3HaYeHUss HTEPNPETUPYHOTCA B LWaboHe as-
is. 3agaHve T1na NnepemMeHHbIX pacCMOTPEHO B pasgene "3anosiHeHne nepemMeHHbIx".

Tun SEQUENCE

B cBA3M € TeM, UTO Npu rpynnoBOM KOH(UIyprpoBaHumM 60/1bLIOMO KONIMYecTBa YCTPOMCTB MOXET BO3HUKHYTb
NMoTPe6BHOCTb AMHAMUYECKM TeHePMPOBaThb 3HAYEHUA A1 onpenenéHHbIX NepeMeHHbIX, wabnoHnsatop ECCM
npefocTasnseT BO3MOXHOCTb HacTpauBaTth A5 N0/1b30BaTENLCKNX NepeMEHHbIX reHepupyemMble
nocniegoBaTesibHOCTU. TakvMe NepeMeHHbIe UMELT SIBHO 3agaBaemblii Tun SEQUENCE (nocnegoBaTefnibHOCTb),
1 3HAYEHUS ANA HUX 3aat0TCs B ONpeaenéHHbIX hopmatax (6yayT pacCMOTPEHbI HUXKE).

MpuHuMn paboTbl 1 ncnosnb3oBaHns SEQUENCE-nepemMeHHbIX

FeHepvpyemas nocsiefoBaTe/IbHOCTb PacnpeaensieT 3HaueHUs1 A/1si NePEMEHHON MexAay WwabnoHamu,
NPYMEHAEMbIMU Ha pa3Hble YCTPOWCTBA B paMKax OAHOV 3a4a4v Ha rpynnoBoe KOHpUryprpoBaHue.
MepemeHHas, umetowast Tun SEQUENCE, B TekcTe wabioHa UHTEPNOIMPYETCS B €AUHCTBEHHOE 3HAYeHue,
KOTOpOe GyAEeT BapbMpOBaTbCA A1 pasHbIX YCTPONCTB B KOHUTYpUpyeMOii BbIGOPKE.

Ecnu gns nepemeHHoit ykazaH Tun SEQUENCE, To 3HaueHne nepemMeHHol A0/MKHO ObiTh 3aaH0 B OAHOM 13
cnepyrowmx oopmatos (TN NocrefoBaTebHOCTY ONPEeAENUTCS aBTOMATUYECKM, MCX0As U3 hopmMarta):

1. <4ucno> - <YUC/0> — YMC/OBas NOC/eA0BaTE/bHOCTbL. 3a4aETCA ABYMS LLE/bIMU YC/IaMu,
pasfenéHHbiMu aedoncom. MeHepupyeT Noc1ef0BaTe/IbHOCTL Le/bIX YACEN B yKa3aHHOM AvanasoHe.

MNpumvep 1: 1 - 5
Bypnet co3gaHa nocsiegosatesibHOCTb U3 uncen 1, 2, 3, 4, 5

MNpumep: 2 10 - 20

ByaeT cozgaHa nocnefoBaTteibHOCTb U3 uncen 10, 11... 19

° 3HayeHne 20 u3 nocsieoBarTesIbHOCTU OCTa/IOCb HEMCNO/Ib30BaHHbIM, TaK Kak A/inHa

nocnenoBaTesibHOCTU 60/IbLUE, YEM KONMYECTBO KOH(IUTYPUPYEMBIX YCTPOWCTB, U B HEI OCcTatoTCA
NVLLHWE 3HAYEHMS.

2. <iteml>, <item2>, ..., <itemN> — MaccuB-Noc/efoBaTe/IbHOCTb. 33aETCA NPOV3BO/bHbLIMU

3HaYeHnAMK, pasaenéHHbIMN 3anaTbiMn. FeHepupyeT COOTBETCTBYIOLLYHO NOCNeAoBaTe/lbHOCTb U3
nepevyncsieHHbIX 3/1IeMEHTOB.

Mpumep: valuel, value2, 3, valued4, abc
BypeT co3gaHa nocnefoBarefibHOCTb U3 3HaYeHnn valuel, value2, 3, value4, abc

3. <ip> - <ip> — nocnegosaresibHOCTL IP-agpecoB. 3agaétca aosyms IP-agpecamu, pasgenéHHbiMm
Aedmcom. MeHepupyeT nocnenosarenbHOCTb IP-anpecos 13 ykazaHHOro 3aMKHYTOro AuanasoHa afpecos.

Mpumep: 192.168.0.1 - 192.168.0.4

BygeT co3aaHa nocneoBaTensHOCTL U3 agpecos 192.168.0.1, 192.168.0.2, 192.168.0.3,
192.168.0.4
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4. <ip/prefix> nnn <ip/mask> — nocnegosatesibHOCTb IP-agpecoB 13 ykasaHHow nogcetn. 3agaércs IP-

agpecom 1 npedprkcom nogcetn Nnbo IP-agpecom n mackoin. FeHepupyeT nocnegosatesibHOCTh IP-agpecos 3
yKasaHHoOl nogcetu., He BKtovas broadcast n cam agpec nogcetu. UcknroveHne — noacetn /31 n /32, rae B
nocnefoBaTe/lbHOCTb BK/THOYAKOTCA BCE agpeca.

B nocnepnosatensHOCTb He ByayT BKOYeHbl broadcast n cam agpec nogcetu. VicknoyeHne —
nogcetn /31 1 /32, rae B nocnenoBate/ibHOCTb BK/IOYAKTCA BCe agpeca.

MNpumep 1: 192.168.1.0/24

ByaeT cozgaHa nocnepoBaTte/ibHOCTbL 13 aapecoB 192.168.1.1, 192.168.1.2, ..., 192.168.1.254
(vToro 254 agpeca).

Mpumep 2: 192.168.1.10/31

ByaeT co3zgaHa nocnefoBaTe/ibHOCTb 13 aApecoB 192.168.1.10, 192.168.1.11 (4Toro 2 agpeca).

3agaBaemMblii AManasoH Noc/ieoBaTeIbHOCTY AO/MKEH NOKPbIBaTb BbIGPAaHHOE KO/IMUYECTBO YCTPOICTB.
B NpoTMBHOM Ccrlyyae, ecnv A5MHa reHepupyeMoli Noc/1eloBaTe/IbHOCTY MEHbLLUE, YeM KOMMYECTBO
YCTPOIACTB, TO HE BCEM YCTPOICTBAM [JOCTAHETCS CBOE YHUKA/IbHOE 3HAUYEeHNEe U3 AaHHOM
nocnefoBaTe/IbHOCTY 1 onepaLys 3aBepLUIMTCS C OLLUNGKOIA.

3.8.1.1.3 YnpaBnstouwme KOHCTPYKLUK

LLlaGnoHusatop Jinja2 nogaepXxuBaeT psaf, CTaHAAPTHbIX YNPAaBSOWMX KOHCTPYKLWMIA: onepaTopbl BETB/IEHNI
(if ... else), uyknbl (for), Makpockl, He6MOUHbIE PUMILTPBI, PYHKLMM, MPUCBOEHUS, MaTeMaTUYECKIe 1 NIoTMYeckne
oneparopbl.

* Onepartop BeTBeHus if ... else:

{% if device.model = "ESR-10" %}
hostname ESR-10
{% endif %}

+ Oneparop uukna for:

{% for snmp_community in device.snmp_communities %}
snmp-server community "{{ snmp_community }}" ro
{% endfor %}

* Makpoc:

% macro network(name, ip_prefix) -%}
object-group network {{ name }}
ip prefix {{ ip_prefix }}
exit
{%- endmacro %}

{{ network("LAN", "10.10.99.32/27") }}
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Npumep 3agaHus BHYTPUWAGAOHHON NEPEMEHHO :
{% set var = 'example' %}

Npumep ¢uNbLTPa upper:
{{ var|upper }} -> EXAMPLE

Npumep nNpuMeHeHua ¢unbTpa join Ha Maccuee:
01, 2, 3][join("[") 3} —> 1]2]3

Npumep dopMaTUpPOBAHUS CTPOKU npu nomoum éunbTpa format:
{{ "%s, %s!"|format("Hello", "World") }} -> Hello, World!

Npumep apudmeTUYECKUX onepauui:
{{ (1 +2) 10 /573}}->6.0

Bonee noapo6HO BO3MOXHOCTM U (PyHKLMKM WabnoHusaropa Jinja2 paccmoTpeHbl Ha ohrumasibHOM cainTe
Jinja.

€ B cuny TexHUueckux ocobeHHocTell peanmsaum Wwabnoxnsatopa B ECCM, HekoTopble Gonee
C/IOXHbI€ KOHCTPYKLMK, HE NpUBeLEeHHbIE B AaHHOM PyKOBOACTBE, HO JOCTYMNHbIE B HATUBHOW
peanusauum Jinja2, MOryT He MoAAePXNBaTLCA.
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3.9 VHuumanunsaums ycTpomncTs

Pasgen ans aBTOMaTMYeckoro 06GHOB/EHNA 1 KOHGUIyprpoBaHust ycTpoiicTe (ZTP — Zero Touch
Provisioning).

@ [insa npaBunbLHOI PaBoThl MHMLMANN3ALMN YCTPOWCTB HEOBXOAMMO 06ECTeUnNTb UX NOAKIUEHNe
yepe3 DHCP Relay.

g?
T NET
g?
[
NE 2
DHCP relay SIS o
ECCM Server \\ el NNEH?
‘\ RSN NE 3
. — R —
[ .
NE 5 NE 4

..... cepBepHan ceTb

ceTb ynpasnenua yctponcteamu (OOB)

Cxema nogkntoveHuns ansa namymanmauun yctponcte DHCP Relay

- - EccmE. E.
£¥ WHuumnanusaumsa ycTponcTs HacTtpoiiku DHCP U~ Superadmin 3]

Hactpoiikn DHCP O6HapyXeHHble yCTpoicTBa MpuBAsku CocTosiHMe MHULManusauum

(3

a DHCP BbikntoyeH

TFTP-agpec
IP-appec*
100.110.2.143

> O o& Y O R

oD e

»

B pasgene AOCTYMHbI YeTbIpe BKIAAKU:

1. Hactpoiikn DHCP — Bknagka ans Hactpoiikn DHCP-cepsepa.

2. O6HapyXeHHble YCTpOCTBa — BK/1agKa C 06HapYXeHHbIMU CUCTEMON YCTpoCTBamu;

3. MpuBA3KKM — BKNagka Ansi co3fgaHnsa NpuBA3KA HMUManm3aumm (CyLHOCTY, B KOTOPOW XpaHUTCS
MHhopMaums 0 napamMeTpax 0Xnaaemoro ycTpoicTea);

4. CoCTOsIHME MHULMamM3aumm — Tekyllee COCTOSHME UHMLManmn3auumn yCTponcTea B CUCTEME Y XYypHa
npeablayLmnx COCTOSHUIA.

182



ECCM.PykoBoACTBO nosb3osatens.ViHiymanisaumsa yCcTpoincTs

3.9.1 Hactpoiiku DHCP

B gaHHOl BK1aake pacnonaralTcsa HacTporikn ansa koHdurypuposanus DHCP-cepsepa.

HacTpoiiku DHCP O6HapyXeHHble YCTPOMUCTBA MpuBAsKK CocTosiHME HULManU3aLum
@I DHCP exniouen

Hactpoiiku DHCP

HavanbHblii IP-appec*

10.10.10.10

Koneunbii IP-agpec*

10.10.10.20

MNpeduxc ceTu*

24

Wnto3 no ymonyauuio™

10.10.101

BkntoveHune/BoiknoyeHne DHCP-cepeepa;

HauanbHbili agpec IP-gnanasoHa DHCP-pool;

KoHeuHblin agpec IP-gnanaszoHa DHCP-pool;

Mpecukc cetn DHCP-pool;

LLnto3 no ymonyaHuio, KOTopblii 6yaeT BbiAaH yCTpolicTsy, npuweawemy 3a DHCP.

arLOd =

[nsa coxpaHeHus/cbpoca HacTpoek Mn. 2—5 HaXXMUTE Ha COOTBETCTBYHOLLYHO KHOMKY B HVKHEN YacTun pasgena.

Takke B JaHHON BK1aZKe pacnonaraeTcs BUmKeT HacTpoliku TFTP-agpeca N KoHurypawmm ycTpoicTs no
ZTP (Zero-Touch Provisioning). Ans usmexHexusi TFTP-agpeca BBeAnTe HOBbI afpec B Nosne BBOAA U
HaxmuTe "CoxpaHuTb".

TFTP-agpec

IP-agpec *
172.24.0.253
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B gaHHOl BK1agke pacnonaralTcs BCce YCTPOMCTBa, 0OHaPYXXEeHHbIe CUCTEMOA.

Hactpoiiku DHCP

06HapyeHHble yCTpoAcTBa MpueAskK

= Ot

= x
MAC-anpec

02:00:64:6e:03:3a
02:00:64:6e:02:a9
aa:bbcc:01:02:00
aa:bbicc:00:04:00
aa:bb:cc:00:06:00
aabbicc:00:12:00
aa:bbcc:01:01:00
aa:bbicc:00:02:00
aa:bb:cc:00:07:00

aabbicc:00:21:00

Ynpaenenne NULEH3NAMM

CepuiHbIn Homep

ES9C100102

ES3C100004

ES9C100006

ES3C100012

ES9C100101

ES3C100002

ES9C100007

ES9C100021

CocTosHME MHULMaNW3aLMn

Mogens

N/A

N7A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

Cepua

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

Agpec wniosa

N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
3NeMeHToB Ha cTpaHuLe 10 v -10M316

JarpyeHHbie NHUEH3IHK

>l

Takxe 13 3TOro pasaena MoXHO NonacTb BO BKMAAKY YNpaBNeHUs IMLEH3VSIMU A1 YCTPOCTB. 18 3TOro

HaXXMUTe Ha KHOMKY "YnpasneHve nuueH3nammn’.

3.9.3 Tpusasku

B aaHHOIA BKaAKe MOXHO YBUAETb CIMCOK BCEX MPUBSI30K, @ Takke co3AaTb, OTPeAaKTUPOBaTb UM YA UTb

NPUBA3KY:
Hactpoiiku DHCP O6HapyXeHHbIe YCTPOHCTBa Mpusasku
= O 2 + Cosgats
[m} MAC-agpec
(0)

aabb:ccdd:ee:f1

aacbbrcc:dd:ee:f2

COCTOAHUE MHALMANK3ELIMM

IP-agpec

10.10.10.10

10.10.10.12

Mogens

ESR-10

ESR-10

lpynna

eccm /Tpynna 1

eccm /Tpynna 1

3MEMEHTOB Ha CTPaHMLE

Bepcua MO
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Mpu HaxkaTun Ha KHoNKy "Co3gath” nnu "PefakTnpoBaTh’ OTKPbIBAETCSA AMA/IOrOBOE OKHO pefakTMpoBaHUs
NPUBA3KN:

CospaTtb DHCP npusasky

MAC-agpec* 7]
e e KoHdurypaums ycTpoiicTea <>

1 some commands

IP-anpect

192.168.1.44

"[= eccm/Cubupb/Kemeposo

Mopenb*
ESR-100

[[] Bcerpa 06HoBnATb A0 aKTyanbHoit Bepcun

Bui6epute Gaiin M0 E(OEY-TELT]

/’ PepakTtupoBath

OTMeHUTb Cosgatb

B AvasnioroBoM okHe 0TOGpakeHbl ciedytoLye a/1ieMeHTbI:

1. MAC-agpec oxnaaemoro LeneBoro ycTporicTea. Korga ycTpoicTBo ¢ gaHHbIM MAC NosiBUTCA B CETH,
[NS Hero 3anycTuTca npoueaypa aBToMaTtnyeckoro KOHUrypnpoBaHus;

2. IP-agpec, koTopblii 6yaeT BblgaH gaHHOMY yCTponcTBy. IP-agpec gomkeH cootsetctsoBath nyny DHCP-
aZpecoBs, HaCTpoeHHOMY B pasgene "Muuymanusauns yctporicts" — "Hactpoiikn DHCPY,

3. BblbepuTe rpynny — BbIGOP rpynnbl, B KOTOPY AaHHOE YCTPOWCTBO ByAeT NoMeLLeHo nocne

fobaBneHvsa B cucTemy;

Mogenb yCTpolCTBa;

Bcerga 06HOBNATL A0 akTyasibHOM Bepcumn — AJ/19 AaHHOW NPUBA3KK Beerga byaeT noanepxmBaTbes

akTyasibHoe [10;

6. Bbibepute chaiin MO — npun HaXXaTun Ha KHOMKY OTKPOETCHA AnasioroBoe OKHO Bbibopa gpaina MO, ¢
MOMOLLIbHO KOTOPOTO YCTPOWCTBO ByAeT aBToMarnyecky 06HOBMEHO Noc/e Ao6aBneHns B CUCTEMY.
KHonka oTob6paxaeTcst TO/IbKO B C/y4yae, ec/iv 419 AaHHOW MOAeNM YCTPOCTBa paHee 6bln1 3arpyXeH
chanin MO n ecnu He 6bIN aKTMBUPOBaH MYHKT "Bcerga 06HOBNATL 40 aKTyaslbHOW Bepcun';

7. KoHdpurypaums, kotopas 6yaet npuMeHeHa K yCTPONCTBY;,

8. KHonka BK/1HOUYEHWS/BbIKHOYEHUS NOACBETKM CUHTaKCUCA,;

9. KHomMka ans pefaktvpoBaHusa KOHUIypauuu.

oA

Mocne HacTpoikn napameTpoB Haxxmute "Co3gatb” ANnsa co3gaHusa npuBsA3kn. [ns Bbixoga 6€3 N3MeHeHui
Hakmute "OTMEHNTL".

[ns pefakTnpoBaHuUs CyLLEeCTBYHOLLEN NPUBA3KM BbIGEpUTE NPUBA3KN U3 TABNULLbI NPUBA30K U HKMUTE KHOMKY
"PepaktmpoBaTtb’. OTKPOETCH OKHO pefaKkTMpOBaHNsA NPUBSA3KM.

[ns ynaneHusa ogHoOM UM HECKONbKNX MPUBA30K BbIAEMUTE UX B TAG/IMLE MPUBA30K Y HAXKMUTE Ha KHOMKY
"Ypanutb".

185



ECCM.PykoBoACTBO nosb3osatens.ViHiymanisaumsa yCcTpoincTs

3.9.4 CocTosiHne nHuynanmsaumm

B naHHOI BKkaske 0To6paxatTCs CTaTyCbl akTUBHbIX NPUBSI30K (MPUBSA30K K YCTPOACTBAM, KOTOpbIE
NOSIBU/INCH B CETU 1 HaYas M NPOLECC aBTOMATUYECKON MHULMaNn3aummn).

B neBoii yacTu akpaHa oTo6paxaeTcst Tabsmua C NPMBA3KaMM 1 UX TEKYLLUMMK cTaTycamu. Mpu HaxaTum Ha
NPVBA3KY B NPaBOI YaCcTW 3KpaHa OTKPbIBAETCS XypHasl C /loraMu Mo BbIGPaHHO NPUBS3KE, B KOTOPOM MOXHO
no3TanHo oTcNeAnTb NPOLECC MHMLMANN3aLMY COOTBETCTBYHLLEND YCTPOCTBA.

Hactpoiiku DHCP 06HapyXeHHble YCTPOWCTBa Mpueasku CoCTOAHUE NHULMANU3ALIWK

m
i

(WIS & 4 3kcnopruposate

WAITING_FOR_DEVICE

MAC-azipec P-appec Texyli cTaTyc Waiting for device...

aa:bb:cc:dd-ee:f2 10.10.10.12 Oxmpanne Boigaym IP-agpeca
aabb:cc:ddee:fl 10.10.10.10 Oxmpanmne Boigaym IP-agpeca

3nemeHTOoB Ha cTpakuye 10 A -2H32
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3.10 3apgaun
Pasfen npeaHasHaueH A1 0TO6paKeHUs MHOPMALIMM O CUCTEMHBIX U NOMb30BaTebCKNX 3ajadax.
.,«‘ 3agaun v :f:ﬁﬁfmi 5]
=
=" EIE « 20 3 © Texyumitpers ) 5m ~
u CucTeMHble Monb3soBaTenbckue B npouyecce OxupaHve C own6Kon
® o crarye Tun onwcatiue Astop Rara cosans Rara sanycxa faa sae — Jor Monsanash
= 166 [©) MonyuwTb KokpHrypauytio YeTpoiicTao: "MES2324B AC: 100.110.1.125" ecom 20250218 11:49:11 OTKpBITE 1o
RS 165 o MonyuwTs MO cTeo: ! AC:100.110.1.125" ecom 20250218 11:49:10 OTKpbITh NIOr
o 164 (@] Monyuwts MO ficTBo: "SMG-1016M: 100.110.1.123" ecem 20250218 11:49:03 2025-02-18 11:49:08 20250218 11:49:11 OTKpbITh SIOr
: 163 [©) MonyuuTs KoHpHrypautio YeTpoitcTo: "MES200; 100.110.1.128" ecom 20250218 11:49:01 OTKpBITE o
‘ 162 @ Monyuuts MO YerpoiicTso: "ME5200: 100.110.1.128" eccm 2025-02-18 11:48:59 2025-02-18 11:49:08 2025-02-18 11:49:12 OTKpbITb NOr
é) 161 ® MlonyuuTs KoHUrypauo YCTpocTBo: "WLC-15: 100.110.1.134" ecem 20250218 11:48:56 20250218 11:49:08 20250218 11:49:08 OTKpbITh NIor
160 ® Monyuuts MO YcTpoiicTso: "WLC-15: 100.110.1.134" eccm 2025-02-18 11:48:54 2025-02-18 11:48:58 2025-02-18 11:48:58 OTKpbITb NOr
] 159 [©) MlonysTs KoHHrypauio YeTpoficTao: "WLC-30: 100.110.1.130" ecom 20250218 11:48:50 20250218 11:49:08 OTKpbITb 710
158 (@) Monyuwts MO YeTpoficTao: "WLC-30: 100.110.1.130" ecom 20250218 11:48:49 20250218 11:48:58 20250218 11:49.01 OTKpbITE 10T
157 © Monyuwts 1O VeTpoiicTao: "MES5448: 100.110.1.132" System  2025021811:47:28 20250218 11:47:58 20250218 11:48:01 OTKpBITE 0T
aneve Tpamie 10w 11043102 > >l

Bo Bknagke AOCTYMNHbI cneayowme 3/1eMeHTbl:

1. KHONKM chmnbTpaumm, HaCTPOMKM 0TOGpaKaeMbIX KOMTOHOK TabnuLbl U BbIrpy3ku Tabnuubl B CSV-thain;

2. KHOMKW HAcCTPOliKKM BPEMEHHOIO AMana3oHa BblIOOPKN AaHHbIX, 0OHOBNEHUS N HACTPOWKN NHTEpPBaa
OOHOBNEHUA AAaHHbIX TAGNULbI;

3. MNpeayctaHoBNeHHbIE UALTPbLI MO TUMY M CTaTyCy 3ajaun;

4. Tabnuua 3agad.

Tabnmua cocTouT 13 cneayroumx none:

* ID — yHUKanbHbI HOMEpP 3a4auu;

+ Crartyc — TeKyLuiA CTaTyc BbINO/IHEHNS 3a4a4u;

* Tun — cyTb 3agauu;

+ OnucaHve — napameTpsbl, C KOTOpPbIMK 3aa4a bblsa 3anyLleHa;

+ ABTOp — Nosib30BaTesib, CO34aBLUni 3agady;

+ [ara co3gaHvns — gara u BpeMsi Co3faHns 3agaqv;

+ [ara 3anycka — gata v Bpems 3anycka 3agadyn B akTuBHy paboTy. MoxeT He coBnagartb C AaToi
co3faHuns, T. K. 3aa4a MOXET HaxoAnTbCA B ouepean o6paboTymka;

+ [ara 3aBeplueHnsa — gata 1 Bpems 3aBeplueHns paboTbl Hag, 3agadveit. MNpun aTom 3aa4a MOXeT
3aBepLUNTLCA YCNELHO UIN HEYCMNELLHO;

+ Jlor — XypHaJs1 BbINO/IHEHUA 3a4auu,

+ Moasagaum — 3agaun Ans paboTbl HAA KaKAbiM OTAENbHbLIM YCTPORCTBOM. [pn oTo6pakeHnn Tabnubl
3a4a4 BCce no3afayv CKpbITbl U OTOGpaXKaeTCs TO/IbKO poAuTeNbCKas 3ajada ¢ UHTerpasibHbIM
cTaTycoM. 3Ta KHOMKa 1Cnosb3yeTcs A1 0TObpaxeHns Bcex noAasagad 415 rpynnosor onepaumm.

Mpn HaXKaTMK Ha CCbINKY U3 KOMTOHKM "OnncaHne” 6yaeT OTKpbiTa COOTBETCTBYIOLLLAS CTPaHULLA YCTPOMCTBA UMK
MHOI cyLHOCTY (LIa6M0oH, KOHUTypaLus, NMMLEH3NS U T. A.).
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Mpn HaXKaTMmM Ha CCbINKY U3 KOSTOHKK "Jlor" ByaeT OTKPbITO ANanioroBOE OKHO C /IOFOM 3a4auu:

O 3KcnopTuposath

\ Task GET_ALL FIRMWARES (task ID 162, device ID 120) started (timeout: 10m)
Al Start receiving firmwares from device

\al Opening SSH session to 100.110.1.128:22...
\al Session opened

V1 >>> Task [CheckModel]: started

A2l Checking device model...

\ Device model checked

V1 <<< Task [CheckModel]: finished

\ >>> Task [GetAllFirmwaresVersion]: started
\al Receiving firmwares...

V1 Received unit name: 0/ME5200

A2l Received image ID: ©

Vi Received firmware version: 3.8.0.46

Vi Received status: FirmwareStatus.ACTIVE(value=1)
\ Received next active firmware: true

\al Received uploading date time: 1718874418000
\ Received unit name: 0/ME5200

\al Received image ID: 1

V1 Received firmware version: 3.6.0.90

\ Received status: FirmwareStatus.NOT ACTIVE(value=2)
Vi Received next active firmware: false

Vi Received uploading date time: 1683939620000
vi Firmwares were received

\al <<< Task [GetAllFirmwaresVersion]: finished
\al Closing SSH connection with 100.116.1.128...
\al SSH connection closed successfully

\ SSH task GetAllFirmwaresVersion finished in 4.128s
\ 2 firmwares found:

imageId 0
status : ACTIVE
firmwareVersion : 3.8.0.46

3aKpbITh

Vi SSH task GetAllFirmwaresVersion started for device IP: 100.110.1.128, ID: 120, model:

ME5200

Konupogatb B 6ydep

B AnanoroBoM okHe fiora 3afauv A0CTYMHbI CNeayoLye 3/IEMEHTbI:

1. KHonka 06HOBMEHWS /0ra 3aaauu;

2. KHonka coxpaHeHus nora 3agauun B dpaiin Ha MK;

3. KHorka konuposaHus fora 3ajayun B oydpep BBOAa;
4. KHOMKM NepekIoyeHnsa CTeneHn getasimsanmm nora;
5. KHorika 3akpbITisi OKHa.
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3.11 CobbiTua

3.11.1 CucrtemHble

Pasgen npegHasHayeH a/1a oTobpaxeHns nHPopMaLmn 0 CobbITUAX, KOTOPbIE BblIY CreHEePUPOBaHbI
CUCTEMOIA Ha OCHOBE NpaBu/ reHepaunn cobbITHiA.

A\ ToapoBHOCTY O NPUHLMMIAX PerucTpaLum cobbITUA 1 CNoco6ax UX HACTPOIKM ONUCaHbI B pasaerne
"MpaBuna reHepaymm coobITUIA".

.8. CobbiTuss » CUCTeMHble o Ef:er:\fm: 5
L CuctemHble Wireless
i o= .
E R 2 © Tekyuiigens ) 5m ~
1]
® [} Dara cospanma BaxHocTb IP yeTpoiictea VICTOUHMK faHbIX Haseakue npasuna
=m 12742 2025-02-02 15:08:40 A 100.110.0.166 Metpuka ESR Aoctynen no SNMP
‘\ 12741 2025-02-02 15:08:26 A 100.110.1.133 Metpuka WLC poctynex no SNMP
“ 12740 2025-02-02 15:08:26 A 100.110.0.166 MeTpuka ESR HepocTyneH no SNMP
Z 12739 2025-02-02 15:07:56 A 100.110.1.133 MeTpuka WLC HeprocTynex no SNMP
‘ 12738 2025-02-02 15:07:26 A 100.110.1.123 MeTpuka SMG poctyneH no SNMP
(L;_» 12737 2025-02-0215:07:11 A 100.110.1.123 Metpuka SMG HegocTyneH no SNMP
& 12736 2025-02-02 15:05:56 A 100.110.1.123 Metpuka SMG procTyneH no SNMP
0 12735 2025-02-02 15:05:56 A 100.110.1.133 MeTpuka WLC poctyneH no SNMP
12734 2025-02-02 15:05:55 A 100.110.1.134 Mertpuka WLC poctynex no SNMP
12733 2025-02-02 15:05:41 A 100.110.1.134 Mertpuka WLC HepocTynes no SNMP
3newmenTos Ha cTpanmue 10 - 441 -450 3 2733 K < > >l

B pasgene AocTynHbl cneayowme a/1eMeHTbl:

1. KHONKM chmnbTpaumm, HaCTPOMKM 0TOGpaKaeMbIX KOMTOHOK TabnuLbl U BbIrpy3ku Tabnuubl B CSV-thain;

2. KHOMKW HaAcCTPOliKKN BPEMEHHOIO Anana3oHa BblIOOPKU AaHHbIX, 0OHOBNEHUS N HACTPOWKN NHTEpPBaa
O0OHOBNEHUA AAaHHbIX TAGNULbI;

3. Tabnuua ¢ nHpopmaumeli 0 CobbITUSIX.

Tabnmua cocTouT 13 cneayroLumx none:

* ID — yHUKanbHbI HOMEP CObbITUS;

+ [lata co3gaHua — gata u Bpemsi co3gaHus cobbITus;

+ BaXHOCTb — YpOBEHb BaXXHOCTY (severity) co6bITus;

+ IP ycTpoiictBa — IP-agpec ycTpolicTBa, Ha KOTOPOM 6bIN10 3aperncTpMpoBaHo CObbITHE;

* MICTOYHMK Aa@HHbIX — UCTOYHUK AaHHbIX, MO KOTOPOMY 6bl/10 CO34aHO COObITHE;

+ HasBaHue npaBuna — Has3BaHue npasuaa reHepaumm CoobITUIR, MO KOTOPOMY 6bIN1I0 CO3/1aHO COObITUE.

MpKn HaXKaTMK Ha CCbINKY U3 KOMoHKM "IP ycTpoicTBa" ByaeT OTKpbITa CTpaHuLa yCTPOoiCTBa.
MpKn HaXKaTMUK Ha CCbINKY U3 KOMTOHKM "ICTOYHUK AAHHbIX":

* Npu TUNe gaHHbIxX "Tpan" 6yaeT oTo6paxeHo MofasibHOe OKHO ¢ noApo6Holi nHdhopmaumeli o Tpane (cm.
pasgen "Tpanb!");

* Mpu TUNe gaHHbIX "flor" 6yaeT 0To6pakeHo MoAaslbHOe OKHO C NoAPOGHON MHGopMaLmeii o nore (cMm.
pasgen "/orn");

* Mpu TUNe AaHHbIX "3agaun” yaeT oTKpbITa BKAaaka '3aaaqun” yCTPOMCTBa, Ha KOTOPOM Oblfio
3aperncTpmpoBaHo cobbiTue, ¢ chunbTpaumeit no ID 3agayy;
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* npu Tune gaHHbix "Wireless cobbITna" 6yaet oTkpbiTa BKNagka "Cobbitus — Wireless' ycTpolicTBa, Ha
KOTOPOM 6bI/10 3aperncTprpoBaHoO cucTeMHoe cobbiTue, ¢ chunsrpaymeli no ID cobbiTua wireless;

* Npu TUNe AaHHbIX "MeTpuka" 6yayT 0TO6paxXeHbl rpaduKn 1 METPUKK, MO KOTOPbIM NMPOBOANUTCS
npoBepka npasuna reHepayuy cobbITUiA:

MeTpuku

Jata pernctpaumu cobbiTna: 2025-02-28 05:41:41

Hassanue 3uauenne

Metric: availability.status.current[snmp] upP

Metric: availability.status. previous[snmp] DOWN

Availability status: SNMP [} ~

upP

DOWN

05:35 05:40 05:45 05:50

" SNMP availability status (current)

ZakpbiTs

Ecnu cobbiTe ¢ TMnom gaHHbix "MeTpuka" 6bi510 co3gaHo B Bepcun 1.13 1 ctapLue uav 6110
N3MEHEHO nosie "BneMeHT JaHHbIX" B COOTBETCTBYIOLLEM MpaBu/ie reHepauumn cobbITUiA, TO OHO ByaeT
NMOMeYeHo Kak "ycTapeBLuee” 1 ccblsika B nose "VICTOYHUK faHHbIX" 6yaeT 3ab10KkMpoBaHa:

MeTpuka TectoBoe cobbiTe

Tpadive METDHKH HE MOMET GbITh
aTodpamEl

OrpaHunyeHne Ha NPOCMOTP rpaddUKoB METPUK CTapbIX BEPCUil 06yC/1I0BNEHO 0OHOB/IEHMEM [BUKKA
MOHUTOPUHra B Bepcun 2.1.

© B okHe rpadmka 6yayT 0TOGPaKEHBI TE METPUKY 1 Fpachyki, KOTOPble CIPOBOLMPOBA/IN CO3aHMe
COGbITVSA COrMACcHO YC/I0BUIO U3 NpaBuia reHepaumuy cobbITHiA.

B oTKpbIBLUEMCSI OKHE rpadika 0TO6pakeHbI CriefyoLmne 3N1eMEHTbI:

1. Tabnuua co 3Ha4YeHNAMN METPUK B MOMEHT reHepauumn cobbITus;
2. KHomMka OoTKpbITUS rpadrka B HOBOW BKAAKE;

3. KHorka cBopayvBaHus rpaguka,;

4. KHomnka coxpaHeHus rpaduka;

5. JlereHpa rpadouka;

6. KHoNKa 3aKkpbITUs OKHa.

Mpn HaKaTum Ha KHOMKY OTKPbITUA rpadiuka B HOBOI BK1aake OyaeT OTKPbIT COOTBETCTBYHOLLNIA rpadink Ha
cTpaHuue "MeTpukn'.

Mpn HaxkKaTumM Ha CCbINKY U3 KOMTOHKM "Ha3BaHue npaBuna’ 6yaeT oTkpbiTa BKNagka ‘lpasuia reHepaumm

co6bITNIA" ¢ PUNBTPOM MO COOTBETCTBYHOLLEMY NPaBUy.
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3.11.2 Wireless

CobbITHA hopMUpYOTCA CUCTEMOI ynpaB/ieHNss Ha 0OCHOBe Syslog-CO06LLEHNIA, NOSTYYEHHbIX OT YCTPOCTB

WLC.

ECCM.PykoBofcTBO nonb3oBatens.CobbiTus

© oyHkumoHan gocTynen ans kontponnepos WLC ¢ Bepcueii MO 1.30.2 build 1 v HoBee.

A [ns nonyyenuns cobbiTuii Tuna "Wireless" Heo6xoauMo:
* HacTpouTb npuemHuk noros B ECCM (cm. pasgen "[octyn");
+ HacTpouTb Ha WLC oTtnpasky noros Ha ECCM,;
+ BKIoUnTL Ha WLC B pexunme debug oTnpaBky coo6LLeHNA CO cneayowmumm MHEMOHUKaMMU:

wlc-15# debug

wlc-15(debug)# debug wlc events
wlc-15(debug)# debug wlc journal

wlc-15(debug)# exit

P Cobbitus Wireless
rey
=
= CHcTeMHble Wireless
= 0 2

o
@ Jara cos, RaHusA Tun
=

2025-02-28 13:19:07 KnvewT asTopusosan
o 2025-02:28 13:19:05 KNMeHT oTknioueH TouKoit AocTyna
& 2025-02-28 13:19:05 KoH®Wrypaums To4ky 4oCTyna UsmeHeHa
a 2025-02-28 13:19:05 TouKa AOCTyNa UsMeHmna CTaTyc
©}

2025-02-28 13:18:07 KnueHT feaBTopu3oBaH TOUKO AOCTyna
& 2025-02:28 13:18:05 KoH®Wrypaums Touky A0CTyNa UaMeHena

2025-02-28 13:18:05

2025-02-28 13:18:05

2025-02-28 13:18:03

2025-02-28 13:17:05

»

KueHT asTopusosak

KIMeHT oTKNIoueH TouKoit AoCTyNa

KOHAWrypaLus YCrielHo npuMmerexa Ha Touky A0CTyna

KAMeHT agTopusosak

Coobuenme

1497: %WLC-D-JOURNAL: DMGR:
[68:13:e2:3:92:d0J:CLIENT CONNECTED (auth): mac:
72:03:b2:50:33:cc, ssid: open-ssid, rssi: -40, usermame:,
domain:, ap-location: default-location

1496: %WLC-D-JOURNAL: DMGR:
[68:13:e2:3:92:d0J:CLIENT DISCONNECTED
(recv_disassoc): mac: 72:03:b2:50:33:cc, ap_location:
default-location, ssid: open-ssid, reason: 76, cause: Deauth
due to client DHCP fail

36: %WLC-D-EVENTS: APSTM:
[68:13:e2:10:fb:20]:configuration for AP has been changed

26196: %WLC-D-JOURNAL: DMGR[68:13:2:10:fb:20]:AP
STATE:: mac: 68:13:e2:10:fb:20, state: Applying cfg

%WLC-D-JOURNAL: DMGR:[a8:b8:c8:d8:e8:f8].CLIENT
DISCONNECTED (send_deauth): mac: a9:b9:c9:d9:¢9:88,

ap_location: emul-default-location, ssid: ITest_SSID, reason:

28, cause: Reconfiguring the AP

%WLC-D-EVENTS: APSTM:[a8:b8:c8:d8:e8:f8]:configuration
for AP has been changed

1495: %WLC-D-JOURNAL: DMGR:
[68:13:e2:3:92:d0J:CLIENT CONNECTED (auth): mac:
72:03:b2:50:33:cc, ssid: open-ssid, rssi: -38, usemame:,
domain:, ap-location: default-location

1494: %WLC-D-JOURNAL: DMGR
[68:13:€2:¢3:92:d0):CLIENT DISCONNECTED
(recv_disassoc): mac: 72:03:b2:50:33:cc, ap_location:
default-location, ssid: open-ssid, reason: 76, cause: Deauth
due to client DHCP fail

%WLC-D-EVENTS: APSTM:[a8:b8:c8:d8:e8:f8]:configuration
has been successfully applied

1493: %WLC-D-JOURNAL: DMGR:
[68:13:e2:3:92:d0J:CLIENT CONNECTED (auth): mac:
72:03:b2:50:33:cc, ssid: open-ssid, rssi: -43, usermame:,
domain:, ap-location: default-location

MAC-agipec knuexTta

72:03:b2:50:33:cc

72:03:b2:50:33:cc

29:b9:¢9:d9:e9:88

72:03:b2:50:33:cc

72:03:b2:50:33:cc

72:03:b2:50:33:cc

Mms nonb3osarens

EccmE. E.

Y SuperAdmin 3
Q@ O Tequwiigens Q) 5m -

MAC-apec Touk# goctyna IP-agpec WLC

68:13:€2:c3:92:d0 100.110.0.221
68:13:€2:c3:92:d0 100.110.0.221
68:13:€2:10:b:20 100.110.1.130
68:13:€2:10:b:20 100.110.1.130
2a8:b8:c8:d8:e8:18 172.24.0.24

aB:b8:c8:d8:e8:f8 172.24.0.24

68:13:€2:c3:92:d0 100.110.0.221
68:13:€2:c3:92:d0 100.110.0.221
a8:b8:c8:d8:e8:f8 172.24.0.24

68:13:€2:c3:92:d0 100.110.0.221

v 61-70 w3 1504 IK < > >l

B pasgene [0CTynHbI ciedyowe a/ieMeHTbI:

1. KHOMKu counsTpaumm, HaCTPOnKM 0ToGpaxaemblX KOSTOHOK Tab/uLbl 1 BbIrpy3ku Taénuubl B CSV-chaiin,

2. TMone novcka cobbITA B TABMNLE M KHOMKA AJ/15 OTKPbITUA KPaTKOro PyKOBOACTBA MO MOUCKY;

3. KHOMKM HacTpoikn BpeMeHHOro AvanasoHa BblIOOPKU AaHHbIX, 0OHOBIEHUSA U HACTPOINKM UHTepBaa
06HOB/IEHUA AAHHbIX TabnLbI;

4. Tabnuua c nHopmauueli o wireless-cobbITusX.

Tabnuua cocTouT N3 CneayoLmx nonei:

+ [ata co3gaHuns — gata u Bpemsi co3gaHus wireless-cobbitus;
* Tun — TN wireless-cobbITUS;
+ Coob6LieHne — TekcT Syslog-coobLeHns, Ha OCHOBE KOTOPOro ObI/10 CO34aHo wireless-cobbITue;
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* MAC-agpec knveHTa — MAC-agpec KNneHTa, C KOTOPbIM NMPOU30LL/IO CObbITUE;

* imMa nonb3oBaresnia — UMA Nnosib3oBartens, YKasaHHO€E UM MNpn aBTOpU3aLin B 6eCI'IpOBO,Cl,HOI7I ceTu,

* MAC-agpec Toukun goctyna — MAC-agpec To4ku AOCTyna, Ha KOTOPOI MPOM30LLIO0 COObLITUE;
+ IP-agpec WLC — IP-agpec ycTtpoiictBa WLC, OT KOTOpOro 6b1110 nosyveHo Syslog-coobueHue,
NOCNyXMBLLEE NPUYMHON co3aaHns wireless-cobbITus.

© VHdopmaumio 0 MAC-agpece knneHTa 1 TOUKW AOCTYNA, a Takke 06 UMEHM Nosb3oBaTens cucteMa
nony4aet n3 Syslog-coobLeHus.

3.12 YBepomneHus

Pasnen npegHasHaveH 415 0TobpaxeHns cnvucka yBegoM/IeHnin 0 npobemax, cobbITuax 1 3agadax. Hosble

(HenpouuTaHHbIe) yBeAOMIEHVS BbIAENSOTCS 0/TyGbIM LIBETOM, MPOYUTAHHbIE YBEAOM/IEHUS] OTOGpaXKAtoTCS

6e3 BblAeneHus.

te

YBegomneHnusa

= 2

F

2 -8 HenpouuTaHo  MpounTaHo

[ata coapanun

2025-02-18 12:13:28

2025-02-18 12:13:15

2025-02-18 12:13:14

2025-02-18 12:12:29

2025-02-18 12:12:25

2025-02-18 12:12:24

2025-02-18 12:12:19

¢t ®eEc» o30S IS R

2025-02-18 12:12:15

2025-02-18 12:12:14

2025-02-18 12:12:03

0 0O0ODODOOODOOoODo

Copepatine

3apava GET_ALL_FIRMWARES (ID:172) nonb3oBaTens eccm 3aBepluunach co ctatycom FAILED B 18.02.2025 12:13:28

Tpo6riema "YCTPORCTEO HEAOCTYNHO Mo npoTokony SSH' (ID:2) Ha yeTpoiicTae 100.110.1.130 (ID:122) 6bina 3akpbiTa System & 18.02.2025 12:13:14

B 18.02.2025 12:13:13 Ha ycTpoiicTae 100.110.1.130 (ID:122) npousowwno cobbiTue "WLC ocTyne no SSH' (ID:73)

3agaua SYNC_CONFIGURATION (ID:169) nonb3soBarens eccm sageplumnach co ctatycom DONE B 18.02.2025 12:12:28

B 18.02.2025 12:12:24 Ha ycTpoiicTee 100.110.1.128 (ID:120) 6bina cospana i ynHo o

B 18.02.2025 12:12:23 Ha ycTpoiicTee 100.110.1.128 (ID:120) npousownio cobbitue "ME HefocTyneH no SNMP" (ID:72)

3apaua SYNC_CONFIGURATION (ID:171) nonbsogatens eccm sageplumnach co cratycom DONE B 18.02.2025 12:12:19

SNMP” (ID:3)

B 18.02.2025 12:12:14 Ha ycTpoiicTee 100.110.1.130 (ID:122) 6bina cospana i ynko o

B 18.02.2025 12:12:13 Ha ycTpoiicTee 100.110.1.130 (ID:122) npousowno cobbiTne "WLC HegocTyneH no SSH* (ID:71)

3apava GET_ALL | (1D:168) ecem co cTaTycom DONE & 18.02.2025 12:12:02

SSH" (ID:2)

3nemenToB Ha cTpaniLe 10 -

EccmE. E.
Y superAdmin

ru

© Texyuwit g

1-10us 249

3

Q 5m ~

o> P> B PP BB PO |

v

>l

B pa3gene AocTynHbl cnegyowme af1eMeHTbl:

1. KHonku comnbTpaumm 1 Bbirpy3ku Tabnuupsl B CSV-goaiin;

2. KHOmMkKa OTMEeTKMN yBeLOM/IEHUI KaK NPOYUTaHHbIX;

3. KHOMKK HaACTPOliKn BPEMEHHOIO Anana3oHa BblIOOPKN AaHHbIX, 0OHOBNEHUS N HACTPOWKN NHTEpPBaa
OOHOBNEHUA AAaHHbIX TAGNULbI;

4. KHoOMKu GbICTPOIA hmnbTpaLmm no cratycy ysegomneHusi (He npountaHo/MpoyntaHo);

5. Tabnuua ¢ nHopmauuein o6 ysegoMneHnsx.

Tabnmua cocTouT 13 cneayroumx none:

+ [aTta co3gaHvs — aata v Bpemsi CO3[jaHus yBeOM/IeHUS;
« CopgepxaHue — TEKCT YBEJOM/IEHUS;
+ BaXHOCTb — YpOBEHb BaXXHOCTH (severity) yBegoMneHus.

[na OTMETKM yBEAOM/IEHWIA KaK NPOYMTaHHbIX BbIGEPUTE UX C MOMOLLbIO h/1aroB U HAXXMUTE KHOMKY "OTMETUTb

Kak NpouYnTaHHble".
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3.13 Tpansl

Pasnen npegHasHaveH A5 otobpaxeHus cnmcka nonyyeHHbix SNMP-Tpanos.

© .15 pervcTpaummn Tpanos B cucTeMe HEOBXOAMMO HACTPOUTL NPUEMHIK TpanoB (CM. pasaen
"NocTyn").

EccmE. E.

2
-N s ™~ Superadmin =)
=
=" E ® Texyuwitgens &) 5M ~
i
o Hassanwe Hassanwe rpynnoi Wmis xocta IP-apec wcTounnka [ara nonyuesms Bepaun SNMP oI
@ clogMessageGenerated Kemeposo ECCM-WLC-30 100.110.1.130 2025-02-13 12:03:04 v2c 1.3.6.1.41.9.9.41.20.1
= clogMessageGenerated Kemeposo ECCM-WLC-30 100.110.1.130 2025-02-13 12:03:02 vac 1361419941201
\ clogMessageGenerated Kemeposo ECCM-WLC-30 100.110.1.130 2025-02-13 12:03:02 vac 1361419941201
“ clogMessageGenerated 3-aynuya CTpouTenei wic-30 172.24.0.13 2025-02-13 12:02:56 vac 1.36.1.41.99.41.201
clogMessageGenerated 3-aynuuya CTpouTenei esr-1700 172.24.09 202502-13 12:02:56 vac 1.3.6.1.41.9.9.41.2.0.1
a clogMessageGenerated Kemeposo ECCM-ESR-200 100.110.1.122 202502-13 12:02:52 v2c 1.3.6.1.41.9.9.41.2.0.1
@ clogMessageGenerated Kemeposo ECCM-ESR-200 100.110.1.122 2025-02-13 12:02:52 v2c 1.3.6.1.41.9.9.41.20.1
clogMessageGenerated Kemeposo ECCM-WLC-3200 100.110.1.133 202502-13 12:02:52 vac 1361419941201
* clogMessageGenerated Kemeposo ECCM-WLC-3200 100.110.1.133 2025-02-13 12:02:52 vac 1361419941201
clogMessageGenerated 3-aynuya CTpouTenei esr-10 172.24.0.5 2025-02-13 12:02:44 vac 1.36.1.41.99.41.201
3neMeNTOR Ha CTpamuLe 10 - 1-10us 288 > 5l

B pasgene A0CTYMHbI:

1. KHoMku counsTpaumm n Beirpy3kn Tabnuusl B CSV-thaiin;

2. KHOMKM HacTpOiKM BpeMEeHHOro AvanasoHa BblIOOPKU AaHHbIX, 0OHOBMEHUSA 1 HACTPOIKM UHTepBana
06HOB/IEHUA AAHHbIX TabULbI;

3. Tabnuua c nHgpopmauueii o Tpanax.

Tabnumua cocTouT 13 cneayoLux nosneii:

* Ha3BaHue — Ha3BaHue Tpana;

+ HasBaHue rpynnbl — Ha3BaHMe CUCTEMHOW rpynmbl, B KOTOPOI HAaXoAMTCA YCTPOMCTBO, OTNpaBuBLIee
Tpan;

* Mms xocTa — nmsi xocta (hostname) ycTpoiicTBa, KOTOpPOe OTNpaBuUIo Tpar;

+ IP-agpec uctouHuka — IP-agpec ycTpoiicTBa, KOTOpOe OTnpaBuio Tparm,

+ [lata nonyyeHus — gata u Bpems perncrpauum tpana cuctemor;

* Bepcusa SNMP — Bepcus npotokona SNMP tpana;

* OID — ngeHTncpmkatop Tpana.

MpKn HaXKaTnmM Ha CCbINKY U3 KOMTOHKM "IP-agpec ncTouHnka" oTkpoeTcs Bknagka "Tparb!” COOTBETCTBYHLLENO
yCTpOWCTBA.
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[nsa npocmoTpa Nnogpo6HoN nHdopmMaymmn o Tpane HaKMUTE Ha CTPOKY Tabnmubl C UHTEPECYOLW MM Tparnom.
OTKpoeTca hopma ¢ NoApPo6HON NHGOPMaLUein o Tpane:

Moppo6Has uHdopMaums o Tpane

MapameTpbl

0ID

HasBaHwe

Tun

OnucaHue

Haspanue MIB-taiina

JaHHble

oID

1.3.6.1.21.1.30

1361419941201

clogMessageGenerated

NOTIFICATION_TYPE

When a syslog message is generated by the device a clogMessageGenerated notification is sent. The sending of these notifications can be enabled/disabled via the clogNotificationsEnabled object

CISCO-SYSLOG-MIB

Ha3pahue Tun 3HaueHue

NO_TYPE 112205119

1.36.1.419941.1.231.2.0 clogHistFacility OCTET_STRING SYSLOG

1.3.6.1.4.1.9.9.41.1.2.3.1.3.0 clogHistSeverity INTEGER 4

1.3.6.1.41.9.9.41.1.23.1.40 clogHistMsgName OCTET_STRING ERR

Error occurred while writing;

1.3.6.1.41.9.9.41.1.23.1.5.0 clogHistMsgText =~ OCTET_STRING peer=AF_INET(100.110.2.143:514); error=Connection

refused(111)

3aKpbITh

OnucaHne

Name of the facility that generated this message. For example: 'SYS'

The severity of the message. [okasarb nogpo6HOCTH

Atextual identification for the message type. A facility name in conjunction with a message name
uniquely identifies a message type.

The text of the message. If the text of the message exceeds 255 bytes, the message will be
truncated to 254 bytes and a "* character will be appended - indicating that the message has been
truncated
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3.14 Jlorun

Pasnen npegHasHavyeH A1 0TOGPaXEHUs CUCKA /10TOB, MOTYYEHHbIX OT YCTPOCTB.

© [ns pervcTpauuu noros B cucTeMe HEOBXOAMMO HACTPONTL NPUEMHUK 10r0B (CM. pasaen "[octyn').

.’_‘ Jlorun o~ % =)
=
= 1_5 s Q 0 ® Tekywuit aeHb O Srniv
P
o [Nara cospanus [laTa nonyuetus BaxXHOCTb Kareropus IP-azipec UCTOUHMKA Wms xocta PID Tor Coobuuetme
@ 2025-02-28 00:00:03  2025-02-28 00:00:03 A kernel messages 172.24.0.24 emulator 19 wic_apstm  %WLC-D-EVENTS: APSTM:[a8:b8:c8:d8:e8:f8]:configuration has b...
[} 2025-02-28 00:00:02  2025-02-28 00:00:02 & user-level messages 100.110.1.134 ECCM-WLC-15 - top-mgr 2379311: %TOP-D-MON: <execute> 'nice -5 /usr/sbin/rngd —ali.
\ 2025-02-28 00:00:02  2025-02-28 00:00:02 ﬁ user-level messages 100.110.1.134 ECCM-WLC-15 - top-mgr 2379310: %TOP-D-EXEC: <start_child> '/usr/sbin/rngd —alives...
Q 2025-02-28 00:00:02  2025-02-28 00:00:02 é messages generated internally by syslogd 100.110.1.130 ECCM-WLC-30 - syslog-ng  150: Source ID 132194 was not found when attempting to remov...
Z 2025-02-28 00:00:02  2025-02-28 00:00:02 @ user-level messages 100.110.1.130 ECCM-WLC-30 - syslog-ng  86043: %SYSLOG-E-ERR: Syslog connection broken; server eccm._...
‘ 2025-02-28 00:00:02  2025-02-28 00:00:02 @ user-level messages 100.110.1.130 ECCM-WLC-30 - syslog-ng  86042: %SYSLOG-E-ERR: Error occurred while writing; peer=AF_.
@ 2025-02-28 00:00:02  2025-02-28 00:00:02 @ user-level messages 100.110.1.130 ECCM-WLC-30 - syslog-ng  86041: %SYSLOG-E-ERR: Failed to establish connection with se...
@ 2025-02-28 00:00:01  2025-02-28 00:00:01 6 local use 2 172.24.0.24 emulator testPID testTag Test syslog message
¢ 2025-02-28 00:00:00  2025-02-28 00:00:00 é user-level messages 100.110.1.134 ECCM-WLC-15 - top-mgr 2379309: %TOP-D-MON: <execute> 'nice -5 /usr/sbin/rngd --ali...
2025-02-28 00:00:00  2025-02-28 00:00:00 3 user-level messages 100.110.1.134 ECCM-WLC-15 - top-mgr 2379308: %TOP-D-EXEC: <start_child> '/usr/sbin/rngd —alives.
3nemeHTOB Ha cTpaHuye 10 - 90131 - 90140 13 90140 1< <
»

B pa3sgene gocTynHbl:

1. KHOMKu counsTpaumm, HaCTPOnKM 0ToOGpaxaemblX KOSTOHOK TabnuLbl 1 BbIrpy3ku Taénuubl B CSV-chaiin,

2. lMone novcka 3anucu B Tabnuue 1 KHomka A5 OTKPbITUS KPATKOro PYKOBOACTBA MO NMOUCKY;

3. KHOMKM HacTpoikn BpeMeHHOro AvanasoHa BblIOOPKU AaHHbIX, 0OHOBIEHUSA U HACTPONKM UHTepBana
06HOB/IEHUA AAHHbIX TabnLbI;

4. Tabnuua c nHcopmawlmen o norax.

Tabnuua cocTouT N3 CneayoLmx nonei:

+ [ata co3gaHua — garta n Bpems, ykazaHHoe B syslog-coobLyeHuy;

+ [arta nony4yeHusa — gata v Bpems nonyyeHus syslog-coobuieHns cuctemors;

+ BaXHOCTb — YPOBEHb BaXXHOCTH (Severity), ykaszaHHbIi B syslog-coobLieHny;
+ Kateropusa — kateropus (facility), ykazaHHas B syslog-coo6LieHny;

+ IP-agpec uctouHuka — IP-agpec ycTpoiicTBa, C KOTOPOro 6bi1 OTNPaB/IeH /10T;
* Mmsa xocta — nma xocta (hostname), ykazaHHoe B syslog-coobLieHuny;

* PID — ngeHTudmkaTop npouecca, otnpasusLlero syslog-coobuieHue;

« Tar — T3r, yKa3aHHblli B syslog-coobuieHny;

+ CoobueHne — TekCT coobLyeHus o syslog-cobbitun.

Mpn HaXKaTum Ha CCbINKY U3 KOMTOHKM "IP-agpec nctouHnka" otkpoetcs Bknagka "/l1ori" COOTBETCTBYHOLLEIO
yCTpOWCTBA.
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[nsa npocmoTpa Nnogpo6HO nHdopmMauumn 0 10re HaXXMUTE Ha CTPOKY Tab/uLbl C MHTEPECYOLLMM
coobuweHnem. OTkpoeTcs hopma ¢ nogpo6HO MHopmaumer o nore:

MoppobHasa uHpopmMauma o nore
D d1881341-5f89-405d-aad8-3ef3e67ad58¢c
Nata nony4enua 2025-02-1312:39:27
[Lata cozaaHna 2025-02-1312:39:27
BamHocTb Ownbka
Kateropua user-level messages

|P-agpec uctounnka 100.110.1.122

Wms xocTa ECCM-ESR-200

PID

Tar syslog-ng

Coobuenue 78849: %SYSLOG-E-ERR: Error occurred while writing; peer=AF_INET(100.110.2.121); error=Connection refused(146)

OTMeHNTL
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3.15 HacTtpoliku
Pasfen o6LuxX HacTpoeK CUCTeMbl pasfenieH Ha noapasaesibl ¢ BKIaaKaMu:

1. Cucrtema:
a. foctyn;
b. Monb3oBarenn n ponu;
c. ABTOpu3auus;
d. Pe3epBHOe KONMpOBaHWe;
e. JluueHsus,
f. XXypHanvpoBaHue;
2. MOHUTOPWUHT:
a. MapameTpsl
b. MNpaBuna reHepaunm cobbITUIA;
c. MpaBuna reHepaummn npobnewm;
d. MIB;
3. YBegomneHus;
4. JINueH3nmn Ha yCTponCTBa.

P = EccmE.E.
e HacTtpoitku » Cuctema » [Joctyn MY SuperAdmin 5
L Cuctema ~
JocTyn K ycTpoiicTBam BHewwHuit appec ECCM B ceTu ynpaBneHus
A Doctyn
o SSH Backbone-aapec*
100.110.2.143
Monbaosatenu u pony VIR nonksosatens® Mapons* Topt ——
@ admin e & 22
AsTopusauus
= SNMP
\ PesepBHoOe KonMpoBaHne o Beporn SNMP Commun ity o .
161 vac ~  public HacTpoiikn npuémHuKa noros
Nnuexsns
“ Q BkntoueHo
VRF
XypHanuposaHue
8 ypranmp O TP (@ uop
= MoHUTOPUHI ~ Routing VRF
a '
MapameTpbl WEB-KoHurypatop
1)
© IpoTOKON Nepeati Aankix* HacTpoiiku npuémHuka Tpanos
MpaBuna reHepaLun cobbITURA HTTP v
MNpaBuna reHepauyuu npobnem SNMP V2C
* Communi ity
MIB private
YsepoMmnenus SNMP V3
JInueH3um Ha ycTpoicTBa Wma nonbaosatens
ﬂ 3
" e " - Maponb Ans ayTeHTuduka.. &Y
m &
P - Kniou wndposarns LS
»
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3.15.1 Cucrtema

3.15.1.1 fJocmyn

NHTepdeiic ans HACTPOIikM NapaMeTpoB Mo YMOMYaHWo A A0CTyna K yCTPoiicTBaM.

Cucrema »

[ocTyn K ycTpoicTBaM BHewHwuii agpec ECCM B ceTu ynpaBneHus
Joctyn

SSH Backbone-agpec*

100.110.2.143
Monb3osatenu u ponun Wns nonb3opatens* Napons*

admin = eseseees I\ 22

AsTopusauusa

SNMP
PesepsHoe KonupoBaHue
Mopr* Bepoust SNMP* Communi ty*

161 vac « public HacTpoiiku npuémHumka noroe

@9 BknoueHo
VRF

XypHanuposaHue
ypranmp O 1P @ upp

Routing VRF

JnueHsus

MOHUTOPUHI 2

MapameTpbl WEB-KoHpurypartop

MpoTokon nepeaan AaHHbIX* HacTpo#ikun npuéMHuKa Tpanos
MpaBuna reHepaLmm cobbITUi HTTP v

MpaBuna reHepauum npoénem SNMP V2C

MiB

YBefomneHus

JvueHsun Ha ycTporcTBa

private

SNMP V3

Ums nonbsosatens

MpoTokon ayTenTHbMKaLMM

- Maponb ans ayTentuduka.. &N

Mporoxon wmbposaria

Knitoy wnpposanma L8

Ha BugxeTe "[,OoCcTyn K ycTpoiicTBaM" onpegeneHbl napaMeTpbl 4OCTyNa K yCTPOMNCTBaM Mo pas/inyHbIM
npoTokonam. HacTpoliku pasfaeneHbl Ha cregyroLwime rpynnbi:

1. SSH — ucnonbayeTtcs Ans ynpasneHus ycTpoincteamn. 1 HACTPOVKN AOCTYMHbI OTVH, Naposib 1 NOPT;
2. SNMP — ucnonb3yeTtcs AN MOHUTOPWUHIa YCTPONCTB U MNONYYEHNSI UHBEHTAPHbIX AaHHbIX. s
HaCTpOVikM AOCTYMNHbI NapameTpbl: nopT, Bepcus SNMP (V1, V2C, V3), read community, umsa SNMP V3-
nosib3oBaresis, napameTpbl ayTeHTUMKaUnM 1 lWndpoBaHns,

VRF — ncnonb3yeTtcs Ans onpeaeneHns maplpyTa ot yctpoiictea go ECCM,;

WEB-koHurypaTop — ncnonb3yeTcs a8 onpeneneHns npoTokona nepejayn gaHHbIX Ansa nepexoia B
BE6-MHTEPIEIC HEKOTOPLIX CepUii yCTPOIACTB (Tonbko ansa SMG, TAU, WLC).

pw

Ha Bngxete "BHelwwHuin agpec ECCM B ceTu ynpasneHns" goctynHbl HacTpoikn backbone-agpeca ECCM, no
koTopomy cepBep ECCM 6yaeT AOCTYNeH A8 APYrMX YCTPOWCTB B CETU YNpaBeHNs.

Ha BugpxeTte "HacTpoliku npuémHuka noros" 4OCTYNHbI HACTPONKM NapameTpoB A/1a npuema syslog-
coobuweHuii. Cepsuc cnywaet nopt 514/UDP nnav 514/TCP. MOXHO HaCTpOUTb TONbKO OAMH MPOTOKON.

Ha BugxeTte "HacTpoliku npuémHuka Tpanos" AOCTYMHbI HACTPOIKM napameTpoB ans npuema SNMP-Tpanos.
Cepsuc cnywaet nopt 162 UDP (aaHHbIli napameTp Hesb3s U3MEHUTbL) Y NMPUHUMAET COOBLLEHUS MO
npotokosiaMm SNMP v2c¢ 1 v3, KOTopble MOXHO HAaCTPOUTL B AaHHOM pasgene. Ecniv napameTpbl 04HOMO U3
NPOTOKO/I0B He ByAyT yKkasaHbl, TO CepBUC OyAeT UTHOPMPOBaTb COOOLLEHMS MO 3TOM BEPCUN NMPOTOKO/A.
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3.15.1.2 [lonb3os8amesiu u posu

3.15.1.2.1 TMonb3oBaTtenu

Pasgen ans ynpaeneHuna y4eTHbiIMn 3anncamm nonb3oBaresieli CUCTEMbI.

Cuctema @ Monb3opatenu Ponu Ipynnbl goctyna Ceccun

HAocryn EBTWIE « 2 3 + Cospams
Monb3osatenu v ponu
O Wwms nonbaosarenst Tvn akkayHTa o) Ponb Email Homep Tenedona Yacosoii nosic fAabIK Konuuecteo ceccuit Ipynne! gocTyna
0)
ABTopusauus
D eccm ECCM Eccm Eccm Eccm SuperAdmin eccm@eccm.ru uTc ru 4 ECCM access group
PesepBHoe KonmMpoBaHue
nemexTos Ha cTpaHuLe 10 - 1-1m3
Juuyensua
XKypHanuposakue
MoHuTOpUHI .
MapameTpbl
MpaBuna reHepaumm cobbITU
MpaBuna reHepauum npo6nem
MiB

YBepomnenus

JlnueHsum Ha yctpoicTea

Bo Bkajke AOCTYNHbI Criefytouime 3N1eMeHTbI:

1. KHonku comnbTpaumm, 06HOBEHUS, HACTPOINKM 0TOBpPaXaeMbiX KOMTOHOK 1 aKcnopTa Tabnmubl;
2. KHOMKKM co3gaHns 1 yganeHus nonb3oBarenei;
3. Tabnuua nonb3oBaTenei.

Tabnmua cocTouT 13 cneayoLmx noneii:

* IMsA nonb3oBartens — I0rMH YY4ETHOW 3anucy;
+ Tun akkayHTa — onpegensieT Tun y4yeTHon 3anncy nons3osartens: LDAP nnn ECCM;
+ OO — pammnns, M 1 OTYECTBO NO/1b30BATENS;

+ Ponb — Ha3BaHVe CUCTEMHOI ponu, KoTopas onpeaensieT Habop NPUBUAETUNIA, AOCTYMNHbLIX NOb30BaTENt0

B CUCTEME;

+ Email — anekTpoHHas noyta nosb3oBatens;

+ Howmep TenedoHa — Homep TenedoHa nonb3oBaTens;

* YacoBoii Nosic — 4acoBoli MOSIC, B KOTOPOM HAxXoAMTCA MO/Ib30BaTe b,

* A3bIK — A3bIK MHTEPPEliCA CUCTEMBI;

+ KonmnyecTtBo ceccuii — KOMIMYeCcTBO CECCUiA, KOTOPbIE BbINM OTKPbITHI C YYETHBIMU JaHHBIMU

nonb3oBatens. Mpu HaXaTuUK Ha CCbINIKY OTKPoeTcs cTpaHuua "Ceccrn” ¢ (OUNLTPOM MO yKazaHHOMY

nosib3oBaTento, rae npefcTasneHa Tabnmua co CBoAHON MHopMaLmeii No Kaxxaoi Nonb30BaTes1bCKoi

ceccuu;

° I'pynnbl OOCTyna — onpegendeT CnnMcok yCTpOI\/IICTB N CUCTEMHbIX OObEKTOB, K KOTOPbLIM NOJ/Ib30BATESHO

6yAeT npeaocTaB/ieH AoCTyn.

© /115 penakTMpoBaHus CyLLECTBYIOLLEl YYETHOM 3an1ch KMKHUTE NEBOI KHOMKON MbILLW MO
COOTBETCTBYHOLLEN CTPOKE.
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Co3pgaHue HOBOI y4YeTHOI 3anucu

HaxmunTe kHonky "Co3gath”. OTKpoeTcs AnanoroBoe okHO "Co3aartb nosib3oBartens’, B KOTOPOM Heo6XxoaAnmo
yKazaTb napameTpbl /151 HOBOI YYETHOI 3anuncu:

N —

Co3paTb nonb3oBartens

YyeTHan 3anucb

@ LoAP

WmMsa nonbsosaTena*

Ponb*

Maponb* Or MoaTeepanTe Naposb*

JInyHble aaHHble
Ddamunua* OT4yecTBO
Nmsa* E-mail*

AsbIK*

+ Homep Tenedona

YacoBon nosic*

Ipynnbl gocTtyna + [Mo6aeutb

HaseaHue HasBaHusa rpynn

OTMeHUTb

Mepeknoyatesb TUNa yYeTHol 3annucy — npu BKAOUYeHUN Gyaet cozaaH LDAP-nonb3oBaress;

. ATpubyTbl yueTHoli 3anucu (06a3aTesbHble MO/ OTMEUYEHbI 3HAKOM "*"):

* imMa nonb3oBarena u naposib — UCNOJIb3YKTCA AS1IA aBTOpU3aunn B CUCTEME,
* Ponb — onpeaenaer Ha6op I'Ipl/lBI/I]'IEFI/II7I, AOCTYMNHbIX NOJIb30BaTE/1H0 B CUCTEME;

Mone "Ponb" 6yaeT 3ab6/10KMpoOBaHO, ECNN BK/IOYEH Nepekaoyarens "MonyyaTtb ponu ans
LDAP nonb3osateneit n3 LDAP" Ha Bugxete "LDAP".

ATpUBYTbI NTMYHBIX AaHHbIX (0683aTE/bHbIE NOMS OTMEYEHbI 3HAKOM "*"):
« damuus, imsa, OT4ecTBO — HEOBXOAMMbI A1 MAEHTUGIMKALMM YeloBeKa, KOTOPOMY
NPUHAANEXMNT YHETHASA 3aMuCh;
« E-mail — agpec anekTpoHHOI NoYThbI No/b30BaTeNs;
* FA3bIK — A3bIK MHTepdheiica cuctemsl. [ns Bbibopa AOCTYMHbI ABaA A3bIKa: PYCCKUIA U aHT/TMIACKWIA;
+ Homep TenedoHa — HoMep TeniedhoHa NosbL3oBaTens;
*+ YacoBoli nosic — 4acoBO NOSAC, B KOTOPOM HaxoAMTCA Nosb30BaTeb.
Mpynnbl fOCTyna — onpeaensieT CNMCOK YCTPOMCTB U CUCTEMHbIX O0OGBLEKTOB, K KOTOPbIM M0/1b30BaTE/0
6yaeT npegocTasnieH AOCTyM;
KHOMKN OTMEHbI 1 CO34aHNs HOBOTO MO/b30BaTessl.
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© 1pv BKOUEHUM NepekntouaTens TUNa yyeTHoi 3anucy nons "Mapons” v "MoaTBepaUTe nNapons' GyayT
CKpbITbl. OTOGpa3nTcs kKHomnka "MonyunTb 13 LDAP", npy HaxaTnn Ha KOTOPYH aTpubyTbl INYHBIX
[laHHbIX NO/Ib30BATE s 3aM0/HATCSA aBToMaTnyeckn (cornacHo HacTpoiikam LDAP Ha cTpaHuue "

HacTpoiikn" — "Cuctema’ - "ABTopusaums’):

YyeTHan 3anucb

@9 L0AP
Uman

ONnb3oBarens *
dmitriy.litvinov

Ponb *

Operator

JInyHble faHHble
Damunua *

JNiutBuHOB

Monyuutb us LDAP

TYeCTBO

KoHCTaHTUHOBWY

Ecnu BkaoyeH nepekntoyarens "Monyyatsb ponuv gns LDAP nonb3osarteneii n3 LDAP" Ha

Bumpxete "LDAP", To npu HaxxaTum Ha kHonky "MonyunTb n3 LDAP" none "Ponb" 6ygeT 3anosiHeHo
aBTOMaTn4yecku cornacHo napamMeTpam, HacTpoeHHbIM B LDAP.

Ecnu BkaoyeH nepekntoyarens "Monyyats rpynnel goctyna ansa LDAP nonb3osatenei ns LDAP" Ha
BumkeTe "LDAP", TO npn Haxkatum Ha kKHoMKy "Monyunts n3 LDAP" rpynnbl goctyna 6yayT
aBTOMaTn4ecku yCTaHOB/IEHbI COrMacHo napamMeTpam, HacTpoeHHbIM B LDAP.

[o6aBneHue rpynn goctyna Assi NoNib3oBaTesis

KHonka "[jo6aBuTb" 6yaeT 3ab/10kMpoBaHa, eCNn BK/IKOYEH Nepekstodartens "Monyyats rpynnbl 4octyna
onsa LDAP nonb3oBateneii us LDAP" Ha Bugpkete "LDAP".

Haxxmute Ha kHonky "[ob6aBuTh" B pasgesne "Ipynnbl 4ocTyna" B 4MasioroBOM OKHE CO3[aHuns/pefakTupoBaHus

nonb3oBartesis. OTKPOEeTCA OKHO "Bblbpatb rpynny goctyna”:

Bbi6paTb rpynmny goctyna

+

= O + Cospatb

1L

ID HasBaHue

Cl

101 Sibir

O O

1 ECCM access group

OTMeHUTb

Q o

Haseahnus rpynn

Ipynna 3

eccm

3nemeHTOB Ha cTpaHuue 1000 v 1-2u32

KHonkn comnbTpaumm, 06HOBMEHNSA Tabnuupl
KHonka co3gaHns HOBO rpynnbl 4OCTYNa,;

apOd =

KHOMKW OTMEHbI 1 BbiGopa rpynbi.

Mone nowvcka no rpynnam JocTyna v KHomka A5 OTKPbITUS KPAaTKOro PyKOBO/CTBA MO MOUCKY;
Tabnuua ¢ CyLecTByOLMMM B CUCTEME FpynnaMmn JoCTyna;

B Tabnuue ykasaHa MHhopmaLysa 0 Ha3BaHMUM rpynmbl AOCTYNA U CMMCKE CUCTEMHBIX TPy, BK/TOUYEHHbIX B

rpynny gocTyna.
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YTo6bl £06aBUTL rpynny AOCTyNa Nosb30BaTesto, B Tabnuue ¢ NomMoLbio dh1aroB BelbepuTe 0gHY nnu
HEeCKO/IbKO rpynmn AocTyna v HaxXmuTe KHOMKy "BblbpaTth”.

B cnyyae, ecnu B Tabnuue HeT rpynnbl AOCTyNa C NOAXOASLLMM HAGOPOM CUCTEMHbIX FPYMM, HAXXMUTE KHOMKY
"Co3patb", mocsie Yero oTkpoetcsi hopma cosfgaHusi rpynnbl 4ocTyna. MiHTepdoeiic hopmbl onucaH B pasaene

"CosgaHue rpynnbl goctyna’.

3.15.1.2.2 Ponu

NHTepdpelic ans ynpaBneHust ponsiMi Nosib3oBaTesieil CUCTEMBI.

Cuctema o Monb3zosatenn Ponn

Aocryn = O + Cospatb
TMonb3osatenu u ponu
Hassarime

AeTopusauyusa
Administrator
PesepBHoe KonupoBaHue
Operator
TNuuexsusa

o 0o 0O

SuperAdmin
JKypHanupoBaHue

MOHUTOPUHI -~

MapameTpbi

MpaBwuna reHepaLum co6bITHi

Mpaeuna reHepalum Npoénem

MIB

YBefomnenus

JnueHsnm Ha ycTpoitcTea

Ceccuu

Onucanme

The role is intended for specialists who use the system to configure equipment.

The role is intended for monitoring the operation of equipment.

Super admin

3neMeHTOB Ha cTpanuLe 10

-3us3

Bo Bknaaxe [OCTYMHbI:

1. KHonku comnbTpaumm n 06HoBAEHMA nHopMaLmn B TabNuue ponei;

2. KHOMKW co3aaHnsi HOBOI CUCTEMHOI POSN 1 YAANEHNS CYLLIECTBYIOLLIEV ponu;

3. Tabnuua ponei.

© /115 pepakTpoBaHus CyLLECTBYIOLLEH PONN HEOBXOAMMO KIMKHYTh /1eBOM KHOMKOV MbILM MO

COOTBETCTBYHOLLEI CTPOKE.

MpepycTaHOBNEHHbI HAGOpP poneii

Mo ymonuaHuio B cuctemy 4o6aB/ieHo TpU Ponu:

1. SuperAdmin — ponb ansa ynpaenenuns cuctemoint ECCM. MpuBnneruun: ynpasneHve nosb3oBaTesnsimu,
ponamu. YnpasneHue rnobasibHbIMWM HACTPONKaMu fOCTyna K yCTpoiicTBaM. Takke AOCTYMNHbI BCe

BO3MOXHOCTM, NpefoCcTaB/ieHHble APYTUM POMSM;

Administrator — ponb A4ns cneumanncTos, OCYLLECTB/IAOWMNX HACTPOIKY 060pyaoBaHus. Mpusuiernu:
ynpasneHune o6opyaoBaHuemM (BBOA/BbIBOA, YCTPOINCTB B paboTy, KOH(Urypawwsi, 06HOBNEHWE,
nepesarpyska), ynpas/fieHue rpynnamm ycTpoicTB. Takxke A0CTYMNHblI BO3MOXHOCTM, NPeAoCTaB/IeHHblE
Onepartopy;

Operator — posib 419 OCYLLECTB/IEHUSA MOHUTOPUHIa paboTbl 060pyAoBaHus. MNpuBMUAErMK: NPOCMOTP
[laHHbIX MOHUTOPMHra (COCTOSIHME YCTPOWCTB, CTAaTUCTMKA, aBapun, OTYETDI).
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Cospatb ponb

Hassakue ponu*

Role-1

Onucaxue

Mpusunerun v

G Mpo6nembl
BbI6paHo 0 U3 2

[ npocmotp

[ vynpaenenue
=) KapTbi ceTu
Bbi6paHo 1 13 2

MpocmMoTp

[ vnpasnenue

e CeTb
Bbi6paHo 0 13 19

Bbl6paTh BCe

Q CBogHasi Hpopmaums

OTMeHUTb

X CHsTb Bce

CospaTb

B chopme A0CTYynHbI cneayoLue a/ieMeHTbl:

©No o

Ha3BaHue ponu;

. OnncaHne — KkpaTkoe NosACHeHWe, /1 KOro 1 AJ1s Yero npegHasHavyeHa posib;

Ha6op npuBunerunii, 4OCTYNHbIX NOIb30BaTE/N0 B 3TOW posin. MpuBuaerun crpynnnpoBaHbl No
cTpaHuLam web-uHTepdeiica cucTembl ynpaBneHus.
Hanpumep, ecnu B ponb BktoYeHa npueuiervs "CeogHas MHgopMauums', To nosib3oBateslb C AaHHO
PO/bI0 MOXET NMPOCMaTprBaTh 1 YNpaBnaTb Aalbopgamm Ha cTpaHuue "CBogHas nHgopmaums”.

Ecnu B ponb BktoveHa npmsunerns "MpocMoTp” co cTpaHuubl "KapTbl CETU", HO HE BK/OYEHa
npusunerus "YnpaeneHve", To No/b30BaTe/lb CMOXET NPOCMAaTPVBaTh CO3[4aHHbIE paHee KapTbl CETU Ha
cTpaHuLe "KapTbl ceTn', HO He CMOXET CO34aTb CBOK KapTy U BHOCUTb U3MEHEHNS B CYLLIECTBYHOLLYHO.
Mepeknyatenb HANPOTUB KaXXA0W rpynnbl MPUBUIETrMA NO3BOSIET BK/HOUYATL UM BbIK/IHOYATL BCE
NpUBUAETNN, OTHOCALLMECS K KOHKPETHOW CTpaHuLe web-nHtepdeiica.

dnar HaNpPoTUB KaXXA0V NPUBUIETMN BK/IKOYAET NPUBUIETUIO B POSb;

KHonka "BblbpaTb Bce" BK/OYAET BCE MPUBUIETAN B PO/b;
KHonka "CHATb Bce" BbIK/1KOYaeT BCce NPUBUIETNN N3 PONK;

KHOMKM 0TMeHbI 1 co3aaHunst ponv B ECCM.
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Ta6nuuya npuBunernii

HasBaHue npuneunernn

CsogHas nHdopmaums

Mpob6nemsl

KapTbl cetn

CeTb Wireless

0 MpuBunerns
[OCTynHa npu
HaMunn B
CUCTEMHOMN
NNLEH3UNN
ycTtpoicte WLC.

MpocmoTp

YnpaBneHune

MpocmoTp

YnpasneHue

MoHuto-  lpocmoTp

PVHT

ECCM.PykoBoACTBO nosib3oBartesns.HacTpoiku

OonucaHue

[OcTyn K cTpaHuue "CBogHas uHdopmaums”
1 MHPOPMALMOHHBIM BUAKETaM

[OCTYN K NPOCMOTPY NPo6G/IeM Ha CTpaHuLe
"Mpo6nemb!"

[IOCTYN K ynpaBfieHunio (3aKpbIiThe un
noATBepPXaeHVe) npobnemamu Ha
cTpaHuue "Mpobnemsbl”

© BwouaeT B cebs hyHKUMOHAN
npusunerun "rpobnems!" —
"MpocmoTp".

[OCTYN K MPOCMOTPY CYLLECTBYIOLLMX KapT
CeTu Ha cTpaHule "KapTtbl ceTn"

[0CTyN K ynpasneHuto (cosgaHwve, yaaneHue,
pefakTVpOBaHNE) KapTaMu CETU Ha
cTpaHuue "KapTbl ceTn"

© BwouaeT B cebs hyHKUMOHAN
npusunerun "Kaptol cetn" -
"MpocmoTp".

[OCTyn K:

* MPOCMOTPY MOHUTOPWHra pasaena
"Wireless" B rpynnax

© .15 poctyna k paspeny
"Wireless" Ha cTpaHuLe
ycTpoictea WLC Heobxoammo
BK/IOUMTL NpuBuneruto "Cetb"
- "YcTpolictea" —
"MOHUTOPUHT".

* MPOCMOTPY wireless-cobbIThil Ha
cTpaHuue "CobbiTns" - "Wireless"

© .15 goctyna k cTpanuue
"CobbITns" He06X0ANMO
BK/IOUUTb OfHOVMEHHY!O
npuBUNEruio.
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YnpasneHue

[epeBo 06bLEKTOB MpocmoTp

YnpaBneHue ycTpoiicTeamm

YnpasrneHue rpynnamMm

Ynpasnenue IP-habpukoii

YcTpolicTBa MpocmoTp

CpaBHeHVe KOH(Urypauuii
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[OCTYnN K ynpaBneHuto (pernctpayus u
paspervcTpaums Touek AocTyna) oGbekTaMm
MOHUTOpUHra pasgena "Wireless"

© .15 noctyna k pasgeny "Wireless"
Ha cTpaHuLe ycTpoiictea WLC
HEeobX0AMMO BK/THUNTL NPUBUIETUIO
"CeTb" - "YcTpoiictea" —
"MoHuTOpUHT".

[lOCTYN K MPOCMOTPY [iepeBa 0GbEKTOB Ha
cTpaHue "CeTtb"

© .15 poctyna k cTpanuue
YCTPONCTBa HEOBXOANMO BK/IOUNTb
npueunernio "Cetb" — "YcTpolicTea"
- "MpocmoTp".
[na goctyna k ctpaHuue IP-
habpukn HeoObXoANMO BKIHOUNTL
npusunernto "Cetb" — "IP-
abpuka" - "TpocmoTp".

[OCTyn K ynpasneHuto (gobaeneHue,
yAaeHNe, NepemeLLeHne,
nepervMeHoBaHNe) yCTPOCTBaMu Yepes
naHenb ynpas/ieHusi AepeBa 06bEKTOB

© .4ns poctyna k ctpanuue
YCTPOICTBa HEOBXOAUMO BK/THOUNTL
npusuneruto "Cetb" - "YcTpolictea"
- "MpocmoTp".

[OCTYynN K ynpasneHuto (fobasneHue,
yaasieHve, nepemMelleHne,
nepenMeHoBaHmWe) rpynnamu yepes naHesib
ynpaeneHust epeBa 06bLEKTOB

ZoCTyn K ynpasneHuto (gobaeneHue,
yaaneHve, nepemMelleHne) IP-chbabprkamm
yepes naHenb ynpasneHus gepesa
00bEeKTOB

G [na poctyna Kk ctpaHuue IP-
habpukn HeoBXoAUMO BK/THOUUTL
npueunernto "Cetb" - "IP-chabpuka”
- "MpocmoTp".

[OCTYN K NPOCMOTPY MHG)OpMaLImi 06
YCTPOIACTBE HA CTPaHULE yCTpOiCTBa

[OCTYyn K hyHKLUMOHaNY CpaBHEHNS
KOHdpMrypauuii pasHbix BEPCUIA 1 YyCTPOICTB
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MpynnoBble onepauun Hag,
ycTpoincTBamm

IP-habpuka

rno

LLIa6noHsbI

NHnumanusauusi ycTpoiicTs

3agaun

KoHdpurypripoBaHue

O6HoBneHue MO

MOHUTOPUHT

HacTtpolika napameTpos
gocTyna

TepmuHan

KoHdhuryprpoBaHme

Mepesarpys3ka

CuHXpoHuU3aums

O6HoBneHue MO

MpocmoTp

KoHgouryprpoBaHue
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[OCTyn KO BKazake "YnpasneHve" Ha
CTpaHuLie ycTpolicTBa A/1si npocMoTpa 1
ynpaBfieHns KOHUrypaumeii ycTpoiictea

[0CTyn Ko Bknagake "Ynpaenexue MO" Ha
CTpaHuLe yCTPOoiiCcTBa A1 npocMoTpa U
ynpasneHus MO ycTpoicTea

[0CTyn Ko BKNagke "MOHUTOPUHT" Ha
CTpaHuLe yCcTpoiicTBa A1 NpoCMoTpa
METPUK YCTpOCTBa

[0CTyn Ko Bknagdke "MapameTtpbl” Ha
CTpaHuLie ycTpolicTBa Assi NpocMoTpa 1
HacTpoIik1 NnapameTpoB A0CTyna

[OCTYyn K aMynsiTopy TepMuHana
ycTpolicTBa

[OCTyN K chyHKLMOHaNy rpynnoBoro
KOHGOMIypupoBaHus yCTPONCTB

[OCTYN K ¢hyHKLIMOHAY rpynnoBol
nepesarpysku yCTpoincTs

[OCTyn K (hyHKLMOHaNy rpynnoBoro
06HOBNEHMSA MHhOPMaLMK 06 yCcTpolicTBax

[OCTyn K hyHKLMOHaNY rpynnoBoro
06HOBNEHMSA MO yCcTpPoCTB

JOCTYN K MPOCMOTPY CTpaHuLpbl IP-ghabpuiku

[OOCTYN K ynpaB/ieHNI0 1 HacTpolike IP-
habpukm

© Brnouaet B ceba dhyHKuMoHAN
npusunerun "IP-cpabpuka" —
"MpocmoTp".

[ocCTyn K cTpaHuue "MO" gnsa ynpasneHus
dhaiinamm MO yCcTPONCTB, XpaHALMMUNCS B
cucteme

[0CTyn K cTpaHuue "Llla6noHbl" ans
CO3JaHunsa 1 pefakTupoBaHns WabnoHoB
KOHJoMrypauuiin ycTponcTs

[OCTyn K cTpaHuue "MHnynanmsanus
yCTpoOIicTB" ANnst HacTpoiikn ZTP

[OCTyN K cTpaHuue "3agaun’ ana npocMmoTpa
pes3ynbTaToB BbIMO/IHEHNSA 3a4au
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CobbITus

YBegomneHus

Tpanbl

Norun

Hactpo Cwuctema
Kn

JocTtyn

Monb3oBatenu u ponu

AsTOpu3auua

Pe3epBHoe KonnposaHue

NnueHsna

XXypHa- XXypHan
nupoBa-  6esonac-

Hune HOCTU

XXypHan
aencTeuii
nosb30-

Batene

Mpoc-

MOoTp

Ynpas-
neHve

Mpoc-

MOoTp
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Joctyn k cTpaHuue "Cobbitusa" ans
MPOCMOTPa COB6bLITUIA, MPOU30LLEALLNX C
ycTpoiicTBamu

[OCTYyN K cTpaHule "YBeaomnenus" ans
MPOCMOTPA U YNpaBneHUs YBEAOM/IEHNSIMMY,
CO3AaHHbIMM B CUCTEME

[OCTyn K cTpaHuue "Tpanbl" gns npocmoTtpa
SNMP-Tpanos, Nony4eHHbIX 0T YCTPOICTB
cuMcTemMoim

[0CTyn K cTpaHuue "/lorn" ans npocmotpa
10rOB, NO/TYYEHHbIX OT YCTPOWUCTB CUCTEMOI

[OCTyn Ko Bknagke "[ocTyn" Ha cTpaHuLe
"HacTpoiikn" gsisa npocMoTpa U HaCTPOKM
napameTpoB AoCTyrna K yCTpoicTBam

[ocTyn Ko Bknagake "Monb3oBaTteny u ponun"
Ha cTpaHuLe "HacTpoikun" ans ynpaBneHus
YUYETHbIMU 3aMMCAMY NOMb30BaTENEN,
ponsmMu, rpynnamu 4ocTyna u ceccmsamm
nosib3oBarenei

[0CTyn Ko BKnagke "ABTtopmsauus” Ha
cTpaHuue "HacTtpolikn" ansa ynpasneHus
cnocobamu ayTeHTMmkaLmm B cucteme 1
HacTpOIkM NapaMeTpoB NOAK/THYEHMUS K
LDAP-cepBepy

[0CTyn Ko BKNnadke "Pe3epBHoe
KonupoBaHue" Ha cTpaHuue "HacTtpolikn' gns
MMMopTa 1 3KCnopTa Cnu1cka ycTponcTB

O0CTyn Ko BKknagke "/lnueHauns" Ha cTpaHuue
"HacTtpoiikn" gns ynpaBneHns CUCTEMHOW
nunueHsneni

[OCTYN K NPOCMOTPY XypHasa 6e30nacHocTy
BO BK/1agke "KypHan 6e3onacHocTn" B
pasgene "YXypHanmpoBaHue" cTpaHuLbl
"HacTtpoiikn"

[OCTYN K HacTpoike nepuoja XpaHeHus
NCTOpUM XypHasia 6e30MacHOCTU BO BK1aAKe
"Mepunoa xpaHeHus" B pasaene
"YXypHanupoaHue" cTpaHuupsl "HacTpolikn"

[OCTyn K MPOCMOTPY XypHana AelicTBuii
nosib3oBaTesisl BO Bkiagke ">XypHas
[OelicTBuiA nonb3oBatens' B pasgerne
"YKypHanimpoBaHue" cTpaHuubl "HacTpoiikn"
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MoHuTOpUHT

YBepomneHus

NnueHsun Ha ycTpolicTea

MpocmoTp

YnpasneHue

Ynpas-
NeHne
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[OCTYN K HACTPOiiKe nepuoga XxpaHeHns
ncTopun AeCTBUIA Nosb3oBaTtesns BO
Bknagake "MNepuog xpaHeHus" B pasgene
"YXypHanimpoBaHue" ctpaHuubl "HacTpoiikn"

[OCTYN K NPOCMOTPY HACTPOEK NapaMeTpoB
MOHUTOPWHIa YCTPOICTB, NPaBua reHepauum
COObITUI 1 NPOGneM, a TaKKe 3arpy>XeHHbIX
MIB-cpaiinos B pasgene "MoOHUTOPUHT"
CTpaHuLbl "HacTpolikn"

[OCTyn K ynpasneHnio napameTpamm
MOHUTOPWHIa YCTPOICTB, MpaBuiamm
reHepaumm cobbITUin 1 Npobrem, a Takke
BO3MOXHOCTW 3arpy3ku MIB-chaiinos B
pasgene "MOHUTOPUHT" CTpaHULbI
"HacTpoiikn"

[OCTyn Ko BkNnaake "YBegomnieHns" Ha
cTpaHuue "HacTpolikn" ans ynpasneHus
CUCTEMHbIMU KaHa/1aMun yBeAoM/EHWIA

OOCTyn Ko Bknagke "/lnueH3um Ha

ycTpoiicTBa" Ha cTpaHuue "HacTpoiikn" ans
ynpaBfeHnst NMNLEH3NSMMN YCTPOICTB
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3.15.1.2.3 Tpynnbl gocTyna

NHTepdpelic ans ynpaBneHus rpynnamu goctyna. Fpynnbl 4OCTyna HeobXxoaumMbl 4718 ynpaBieHns 4OCTYNoM
nosib3oBatesieil K CMCTEMHbIM rpynnam (rpynnam ycTpoicTs). Takum 06pa3om, ec/iv Nosib3oBatento GyaeT
[0CTyNHa rpynna gocTyna, To emy 6yayT AOCTYNHbI BCE CUCTEMHbIE IPYMbl, KOTOPbIE HAXOAATCA B HEA.

Cuctema ~

JocTtyn

Monb3soBatenu u ponn

AsTopusauus

Pe3epBHOe KONMPoBaHHe

JNuuensua

XypHanuposakue

MoHUTOpUHI &

MNapameTpb!

MpaBuna reHepauum cobbITU

MpaBuna reHepauum npo6nem

MIB

YBepomnenus

JnueHaun Ha ycTpoicTea

Monb3oeatenn

Ponu lpynnel goctyna Ceccun

= O & 2 + Cospate

0
©

O
0O

D Hassatme Hasgakus rpynn

100 admin_access ip-fabric

1 ECCM access group eccm

3nemeHTOB Ha cTpakuue 10 v 1-2us2

Bo Bknaake [OCTYMHbI C/IEAYHOLIME SNIEMEHTbI:

1. KHomkun dounstpaumm, 06HOBNEHUS, HACTPONKM 0TOBPaXaeMbIX KOSTOHOK 1 3KCcnopTa Tabnuubl;
2. KHOMKM co3gaHus v yganeHus rpynn 4octyna;
3. Tabnuua rpynn gocryna.

B Tabnuue ykaszaHa MHpopmaLys 0 Ha3BaHWUM rpynmbl AOCTYNA U CMMCKE CUCTEMHBIX TPy, BK/TOYEHHbIX B

rpynny.

© B ra6nuue rpynn gocTyna B konoHke "HasBanus rpynn" oTo6pakaeTcs TONbKo Nepsas rpynna us
CMMCKa CUCTEMHBIX TPy, BK/OUYEHHbIX B FPYNMy AocTyna. YTo6bl NPOCMOTPETL BECh NEPEYEHD,

KIMNKHNTE Ha MKOHKY

© /1715 pepakTpoBaHus cyLeCTBYOLLEl FPynMbl AOCTYNA KAUKHUTE 1EBOV KHOMKOMA MbILLW MO
COOTBETCTBYHOLLEI CTPOKE.
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CospgaHue rpynnbi goctyna

HaxmunTe kHonky "Co3gath". OTKpoeTcs AnanoroBoe okHo "Cosgatb rpynny goctyna:

Cospatb rpynny gocTyna

HasBaHue rpynnbl goctyna *

Mpynnbi + Lo6aeutb

MyTb

OTMeHUTb

B none "HasBaHue rpynnbl 4OcTyna" ykaxuTe HazBaHue 4151 HOBOW rpynnbl.

[na pobasneHnsi CUCTEMHbBIX TPYNN B rPynny AOCTyna HaOXXMUTE Ha KHOMNKY "[06aBuTb" B pasgene "Tpynnbl”.
OTKpoeTCA OKHO "Bblbpath rpynny":

Bbi6paTtb rpynmny

v I ECCM

B ip-fabric

v @ Cubupb

> I Hoocuéupck

= Kemepogo

OTMEHUTb Bbi6paTb

1. Ctpoka "Tlovck rpynnbl N0 UMEHW..." — NO3BOJIAIET HAWTU IPynMy Mo ee Ha3BaHuKo. 19 noucka rpynrbl no
Ha3BaHW0 BBEAUTE UCKOMOE C/I0BO B MoJie BBOAA: B BbiNaJaloLleM Crnucke 0To6pasaTcsa BapuaHThl,
Y[0BNIETBOPSAIOLLME LIAGIOHY.

2. [epeBo rpynn — CN1COK CYLLECTBYIOLLMX B cucteme rpynn. Cnvcok npeacrasnser u3 ceba ApeBOBUAHYHO
CTPYKTYPY, B KOTOPOI MOXHO CKPbIBaTb U PacKpbIBaTb BIOXEHHbIE rpynnbl. [/19 Bbibopa rpynnbi,
koTopas byaeT fobasneHa B yYETHYIO 3anu1cb Nob30BaTesId, HOKMUTE Ha Hee, a 3aTeM Ha KHOMKY
"Bblbpatb".

3. KHOMKM oTMeHbI 1 BbIGOpa rpynnbl.
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3.15.1.2.4 Ceccumn

NHTepdpelic ans ynpaBneHns Nonb30BaTe/IbCKUMM CECCUSIMM.

MIB

Cucrema

JHocTtyn

PesepBHoe KonupoBaHue

JnueHsus

)KypHanupoBaHue

MOHUTOPUHI

o Monb3oBaTenu Ponun Ipynnbl goctyna Ceccuu

= Q& 2 Q (]

1

MonbsoBatenu n ponun

]

Data coaganus VM nonbaosatens IP-agpec Yetpoiictao

S

ABTopusauusa

2024-10-16 17:26:38 eccm 100.110.1.88 Mozilla/5.0 (X11; Linux x86_...

2024-10-16 16:47:10 eccm 100.110.1.88 Mozilla/5.0 (X11; Ubuntu; Li...

2024-10-16 16:37:13 eccm 192.168.50.233 Mozilla/5.0 (X11; Ubunty; Li...

2024-10-16 16:29:38 eccm 100.110.1.88 Mozilla/5.0 (X11; Ubuntuy; Li...

0O 0O 0O 0O o

2024-10-16 16:28:29 eccm 100.110.1.88 python-requests/2.30.0

MapameTpbl

SnemenToB Ha cTpauue 10 ¥ 1-5u35

lpaBuna reHepaLum cobbIThit

lMpaBuna reHepaLui npoénem

YBepomneHus

JILeH3UM Ha yCTpoicTBa

Bo Bknaake [OCTYMHbI C/IEAYHOLIME SNEMEHTbI:

1.
2.
3.

KHOMKK chunbTpaummn, 06HOBNEHWS, HACTPOIKM OTOBPaXKaEMbIX KOMTOHOK 1 3KcropTa TabnuLbl;
KHomMKa Ans 3aKkpbITUS ceccuu;
Mone novcka no CeccusiM 1 KHomka A5 OTKPbITUS KPaTKOro PyKOBO/CTBA MO MOUCKY;,

4. Tabnuua ceccuit nonb3oBaTenen.

Tabnmua cocTouT 13 cneayoLLuxX noneii:

- [aTta co3aaHvist — aata v Bpemsi Co3[jaHuns ceccum;

ID — ngeHTndmnkaTop ceccuu. Mo ymonyaHunio none ckpbITo, 0TOBPaXEHNE HACTPanMBaeTCsl B MEHIO
KHONKM "OToBGpaxaemMble KOSTOHKN";

ID nonb3oBaTens — naeHTUUKaTop Nob30BaTeNs, Co34aBLIero ceccuto. Mo yMonyaHuo nosne cKpbITo,
0TOOPaXeHNEe HacCTpamMBaeTCsl B MEHKO KHOMKN "OTobpaxaemble KOTOHKK",

Mmsa nonb3oBatens — nMsi Nosb30BaTesis, C Y4ETHbIMU AaHHbIMU KOTOPOro Gbl/1 OCYLLECTB/IEH BXOS, B
cMCTeMy B pamkax ceccun. Mpu HaxaTnm Ha CCbIsIKy OTKpoeTcst cTpaHuua ‘Tons3osareny” ¢ nasTpom
No yKazaHHOMY M0/b30BaTesto;

IP-appec — IP-agpec ycTpoincTBa, C KOTOPOro 6bis1a OTKpbITa CECCUS;

YcTponcTBo — nHdopmaumsa 06 ycTpolicTBe 1 6paysepe, C KOTOPOro 6bl1a OTKpbITa ceccus;
O6HOBNEHO — AaTa 1 BpeMs 06HOB/EHNs ceccun. 10 yMONYaHuio Nose CKpbITO, 0TOBpaxeHne
HacTpavBaeTCcs B MEHIO KHOMKKN "OTobpakaeMble KOMOHKK";

WcTekaeT — gara v BpeMs nctevyeHnsi ceccuu. o ymonyaHuio none ckpbiTo, 0TO6paxkeHne
HacTpavBaeTCs B MEHIO KHOMKK "OTobpaaemMble KOMOHKK".

[Nsi 3aKpbITUS ceccum BbibepuTe B TabNULLE C MOMOLLbIO h1aroB CECCUM, KOTOPbIE HEOBXOANMO 3aKPbITh, U
HaXKMUTE KHOMKY "3aKpbITh". [0C/e 3aKpbITUS Ceccumn NPoV30iAeT NPUHYANTE bHbIV BbIXO[, 13 YUETHOI 3anmcu
no/sib3oBatens.
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3.15.1.3 Asmopusayusi

Pazgen npegHa3HayeH 419 HacTPOViK1 CNoco60B aBTopM3aLuy Nosib30BaTesein B CUCTEME, MHTerpaummn ¢
LDAP/AD, a Takxe HaCTpOK1N NHTePBasIOB 0OHOB/IEHUSA U XpPaHEHUS NOJ1b30BaTE/TbCKUX CECCUI.

Cuctema ~
PaspelueHHble cnoco6bl ayTeHTMdJVIKaLWII/I WHTepBanbl 06HOBMEHHA U XpaHeHus ceccuit nonb3oBaTens
Hoctyn VTepsan 06HoBNEHMA, CeK* WHTepsan xparenns, cex*
e LDAP 300 7776000
Monb3osatenu u ponn flokaneuan
ABTopusauna
PesepBHOe KonMpoBaHie
LDAP
JlvueHsunsa
OCHOBHbIE HaCTPOMKK Ponu v rpynnel gocTyna OrpaHuueHusi nonb3oBarenei
XypHanupoBaHue
Mopxntovenne k cepsepy O MpoBeputs Mouck nonbsoeatenei e O Mposeputb
MOHWUTOPWHI 2
Appec cepBepa* Mopt* Basoeblit DN gns noucka nonb3opateneit*  ATpubyT username*
MapameTpbl

@  ABTOPU3OBaHHBI/ AOCTYN
MpaBna reHepaumn codbIThil CooTeeTcTeue aTpubyToe LDAP @ QO nNposeputs
[ 3awmwenroe coeguuenme

lMpaBuna reHepauvu npo6nem ATPUEYT UMs

D OTkntouYMTb NPOBEPKY aapeca cepsepa

mis D Mcnonb3oBarb KOpHeBoil cepTudmkar ATPHEYT hamunn
YBefomnenus ATpU6YT 0TUYECTBO
¥ Wmnoptnposats
JnLieHsum Ha yeTpoiicTea CepTuduKar He 3arpywen ATpubyT e-mail

ATpu6yT HomMep TenedoHa

© npumep HacTpoiikn LDAP-aBTOpU3aLmMmn npecTaBeH B pasaene "VIHCTPYKLYS N0 HACTPOliKe
nHTerpauun c LDAP/MSAD".
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3.15.1.3.1 Pa3speLlueHHble Cnocobbl ayTeHTumkaumum

B cucteme MOTYyT MCNOJIb30BaTbCA OAHOBPEMEHHO ABa crnocoba ayTeHTI/I(*)VIKaLl,I/II/IZ JTOKaUV1bHaA

ayTeHTudmrkaums, Korga NorvH 1 Naposib YYETHON 3anncy Nosib3oBaTtens XpaHaTcsa B 6a3e AaHHbIX CUCTEMbI
ynpasnenuns ECCM, n ayteHTncpmkaumsa ¢ nomoLbio BHewwHero LDAP-cepsepa. BkntoueHne 1 Bblk/IoUYeHne

CNnoco60B ayTeHTU(NKaL M1 peasin3oBaHo Yepes BUAKET "Pa3peLleHHble cnocobbl ayTeHTUmkaumm'.

PaspelueHHble cnoco6bl ayTeHTUdMKAL UK

@ LoaP

BuaxeT "PaspelleHHble cnocobbl ayTeHTUAMKALMN" COAEPXUT CreaytoLIme napameTpbi:

+ LDAP — ayTeHTUthmkaums nonb3oBaTeneil No N0rMHy U napost, KOTOpble XPaHSATCA Ha BHELLUHEM
cepsepe LDAP. 1519 ncnonb3oBaHMsa AaHHOro cnocoba ayTeHTudukaumm Heo6xoaAMmMo HaCTPoOUTb
napameTpbl 413 nogkntodeHns Kk cepsepy LDAP B 04HOMMEHHOM BUKETE N CO34aTb YYETHYH 3anunchb
nonb3oBartesisi ¢ TuNom akkayHta "LDAP" Ha cTpaHuue "Hactpoikn" — "Cuctema” — "Tonb3oBatenm un
ponn' — "Tlone3oBaresiv’ NAnm HaCTPOUTL aBTOPU3aLMIo C NOMOLLbI0 BHellHero LDAP-cepeepa

(cM. "IHCTpyKUMsi No HacTpolike nHTerpaumn ¢ LDAP/MSAD").

JNlokanbHas — ayTeHTMmKaums Nosb30BaTesnein No NOrMHy U Naposito, KOTOpPblE XPaHATCA NTOKa/IbHO B
6a3e gaHHbIX ECCM.

Mpu OTK/IHOUYEHUI KaKoro-m6o Trna ayTeHTUdmKaLmMm npeasaputensHo npoeepsTe, uto B ECCM
MPUCYTCTBYIOT NO/Ib30BATE/N, KOTOPbIE CMOTYT NPOWTY ayTEHTUMKALMIO OHUM U3 Pa3peLleHHbIX
CNoco60B, a Takke KOPPEKTHOCTb HACTPOIKM 3THX CMOCOGOB.

Kak MUHMMYM Yy OAHOrO U3 No/ib30BaTeNei Ao/mkHbI BbiTh NpaBa Ha A0CTyn K pasaeny "HacTpoiikun" —
"ABTOpU3aLMA", UHAYE HACTPOVKM aBTOPU3aLMMN CTaHyT HEOCTYMHbI.
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3.15.1.3.2 NHTepBan 06HOBNEHNA CECCUN NOSIb30BaTe/A

Cuctema ynpaBneHusi N03BOJISIET HACTPOUTb NHTEPBasIbI 0OGHOB/IEHUS U XPaHEHUSI CECCUA NOTb30BaTeNEiA.
HacTpoiika aTnx napaMeTpoB peanin3oBaHa yepes BUAKET "VIHTepBasi 06HOBNEHMS ceccun nonb3oBarens”.

MHTEpBaHbI 06HOBNEHHUA M XpPaHeHWUsA ceccuil nonb3oBaTens

WHTepsan o6HoBnenuA, cek* WrTepsan xpanenws, cexk*

300 7776000

Buaxet "HTepBan 06HOBIEHNS U XPAHEHWUSI CECCUl NOMb30BaTeNs" COAEPXNUT creaytoLme nons:

* NHTepBan 06GHOBNEHMNS — MHTEpPBaJ1 BPEMEHW, B TEYEHMNE KOTOPOIro TOKEH A0CTYyNa nosib3oBartesnis

(access-token) cuntaeTcst BaNNaHbIM;

* NHTepBan xpaHeHUsa — MHTepBaUs1 BpeEMEHU, B TEYEHNE KOTOPOro Ceccus nosib3oBaTens ABMAETCA

aKTVBHOM. [0 NCTEYEHUN 3TOTO BPEMEHM CECCUSI NO/Ib30BaTENS OYAET aBTOMATUYECKN 3aKpbITa, EC/IN
no/sib30BaTeslb He COBEpLUasT HUKaKMX AeNcTBUi B cucteMe (T. . He MPOUCXOANI0 0GHOB/IEHNE TOKEHA
[0CTyNa nosb30Baresis).

I3MeHeHWe MHTeEpPBa/IOB 0OHOB/IEHNS/XPaHEHWS! cecculi NPUBEAET K 3aKPbITUIO TEKYLLMX
Mo/sb30BaTe/IbCKNX CEAHCOB.

3.15.1.3.3 LDAP

Buoxet "LDAP" npegHasHaveH gn1s HacTpoviku nHterpauun ¢ BHewHuv LDAP-cepsepom. Buaxet
npeacTaBnseT co60i COBOKYMHOCTb BKIAA0K AN1A HACTPOViK1 NapaMeTpoB nogkatodeHns K LDAP-cepsepy,
rnovcka nonb3oBarenen, ponen u rpynn B katasiorax LDAP 1 HacTpoiikv orpaHuyennii goctyna ans LDAP-
nonb3oBaTeneil.

LDAP

.o

OCHOBHblE HaCTPOIIKM Ponu u rpynnsl goctyna OrpaHuyeHus nonbsosartenei .
‘ Py Aocty F N OYMCTUTb HACTPOMKM

MoakntoyeHue K cepsepy QO Nposeputs Mowck nonbsosateneii @ QO Nposepute MMnopTuposaTs

slapd.eltex.loc 636 dc=eltex,dc=loc uid 3KenopTuposaTtb

Q ABTOPU30BaHHbIN AOCTYN CootsetcTaue aTpubyTos LDAP 0 O Mposeputb

onHbii DN yyeTHo# sanuc *

2C cepsepa * opT * >a3osblit DN gna noucka nonbsosarenei * AtpnbyT username *

CuHXpoHu3auums

Ha BumxeTe oTo6paxeHo:

1.

Bknagka "OCHOBHblE HACTPOVKN" — napaMeTpbl A58 HACTPOKM NOAKNHYEHMSA K BHelHeMy LDAP-
cepBepy, noncka nosib3oBaresiein 1 HaCTPOIKN COOTBETCTBUSA Mexay atpubytamu LDAP 1 napametpamu
YUYETHOI 3anuncu nonb3osatenst ECCM,;

Bknagka "Ponu 1 rpynnbl gocTyna" — napameTpbl 4151 HACTPONKM COOTBETCTBUSA aTpubyTOB A/15
nosayyeHns ponein n rpynn ns BHewwHero LDAP-cepBepa;

Bknagka "OrpaHuyeHmns nonb3osarteneil’ — napameTpbl 415 HACTPOWKM OrpaHnyeHmns goctyna
nonb3oBarenel K cucteme cornacHo LDAP-aTpubyTam;
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4. MeHI0 AONOMHUTENbHBIX AEACTBUIA:
a. KHonka "OuncTuTb HaCcTponKn" — yaaneHne 3HadeHunin Bcex nonei sumketa LDAP;

© Henb3ss ouncTuts HacTpoiikn BugxeTa "LDAP", ecnv BkntoueHa LDAP-ayTeHTUdMKaLmS.

b. KHonka "MimnopTupoBath” — MMMNOPT NapamMeTpoB NOAK/IYEHUS U aBTopU3aLmuy;

c. KHorka "3kcnopTupoBaTb’ — COXpaHeHve napameTpoB NOAKIHYEHMSA 1 aBTOpU3aLnK,
HaCTPOEHHbIX B BUIXETE, B json-chaiis;

d. KHonka "CuHxpoHusauymnsa" — aktyanmsauus gaHHbix n3 LDAP-cepsepa.

© nocne cuHxpoHusaLMm ccTema cBepuT Tekylime HAaCTPOIKI COOTBETCTBUI
nonb3oBarteneii ¢ katanoramu LDAP-cepBepa 1 3aKpoeT Ceccum Tex nosib3oBatesnei,
KOTOpble He YA0B/ETBOPSAIOT YC/I0BUSIM A0OCTYyNa.

3.15.1.3.3.1 OCHOBHbI€ HacTpOWKK

Ha Bknagke "OCHOBHble HACTPOIKK" 0TOGpakatoTCcs 610K HACTPOEK A/1A NOAKIYEHUS K BHeLWHeMY LDAP-
cepBsepy, 3arpy3kn KOPHEBOro cepTudmkara 415 yCTaHOBKM 3allMLLEHHOT0 COeMHEHMS, HACTPONKM
COOTBETCTBMA Mexay atpnbytammn LDAP 1 napameTpamm yyeTHo 3anucu nons3osatenss ECCM, nposepku
MOAK/TIOYEHUA N ayTEHTUMKALMN C HACTPOEHHBLIMU NapaMeTpamu.

LDAP
OCHOBHble HHCT[YO'{‘K‘.‘. Ponuu rpynnbl goctyna OT[)JHHHGHHQ nonb3oBarenen
MoaknioyeHue K cepsepy QO Nposeputs Mowck nonssosareneii @ QO Nposeputs
Anpec cepsepa * opT * E solit DN gna noucka nonbsosarenen * ATpubyT username *
slapd.eltex.loc 636 dc=eltex,dc=loc uid
Q ABTOpPU30BaHHbI AOCTYN CootsetcTBue aTpubyTos LDAP 0 O Mposeputb
onHbii DN yyeTHo# 3anucu * a
. ) 0 ATPHOYT UMA
uid=admin,ou=lpynna cepsepHbix pe givenName
nk ¥
LN sn
ATpubyT oTyECTB
patronimyc
3awmueHHoe coeauHerne
] OtkniounTs NpoBepKy agpeca cepsepa ATpHGYT &-n
mail
Wcnonb3oBaTb KOPHEBOW cepTUduKaT
A y p Tened
¥ Vmnoptuposatsb phone

KopHeBo# ceptudumkar: root_ca.crt

[MoaknoyeHne K cepeepy

1. None "Appec cepsepa’ — agpec LDAP-cepsepa B chopmate IP-agpeca niav LOMEHHOIO UMEHY;
. Mone "MopT" — nopt gna nogknioveHnsa k LDAP-cepsepy;
3. Mepekntovatesnb "ABTOPU30BaHHbIN JOCTYN" 4715 HACTPOWKM aBTOPU30BaHHOIO NogksitodeHns Kk LDAP-
cepsepy. [Mpu BK/IOYEHUM CTAHOBATCA AOCTYMHbIMY CeAyoLme Nnons:

a. Mone "MonHblin DN yyeTHo 3anucn” — nonHbli DN Toi ydeTHON 3anncu, 0T UMeHn KOTopol Byaet
npovcxoanTb nogktodeHne kK LDAP-cepepy. Mpumep: "uid=Idap-integration,ou=Management
system,ou=Admins,dc=company,dc=Iloc",

b. Mone "Maponb yyeTHONM 3anncn” — Naponb y4EeTHOM 3anncu, OT UMeHN KOTopol ByaeT
npoucxoanTte nogxntoveHne k LDAP-cepsepy;,
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4. ®nar "3awmiieHHoe coeguHeHne" — UCnosb30BaTh 3aluLLeHHOe CoeMHEeHVe NPy NOAKMHOUYEHUN K
LDAP-cepsepy;

5. ®nar "OTKNIOUNTL NPOBEPKY aZpeca cepeepa’ — agpec cepBepa He OyeT NPoBepATLCA Ha
COOTBETCTBME CEPBEPHOMY CEPTUIUKATY;

6. ®nar "icnonb3oBaTb KOPHEBOW CEPTUAIMKAT" — NCNOMb30BaTb NOb30BATENLCKNIA KOPHEBO
ceptudmkart ans nogknoyeHusa k LDAP-cepsepy. MprumMeHsieTcs ans obecneyeHns AOBepUs cepBepy B
cnyvae, korga ceptudukar LDAP-cepBepa BbinyLLeH He 06LLen3BEeCTHbIM LEHTPOM cepTudmkaumm;

7. KHonka "MimnopTtupoBaTh" — 3arpy3ka Ha cepsep ECCM nonb3oBaTe/IbCKOro KOPHEBOIO cepTudmkaTa

nna nogkniodeHnsa Kk LDAP-cepepy;

KHonka yganeHus ceptudpmkara — ygaseHue nonb3oBare/ibCkoro KOpHeBoro ceptudumkara ns ECCM,;

KHonka "MpoBepuTb" — TecToBoe nogkntoveHne k LDAP-cepBepy. B cnyyae, ecnv nposepka

0O ©

noakntoueHusi K LDAP-cepBepy npoLuna ycrnewHo, psaomM ¢ KHOMKOM NOSABUTCS MKOHKa @ .
MpyU BO3HVKHOBEHMWI OLLMOKY NOAK/IUYEHNSI K CEPBEPY C HACTPOEHHbIMM NapaMeTpamMmn PsiAoM C KHOMKOA

OTO6pa3VITCF| MKOHKa ® .

MNouck nonb3oBarenei

o

1. Mone "Basosbiii DN ans novcka nonb3oBateneii" — 6a3oBbli DN ans noncka nonb3oBartenei B
kaTasiorax LDAP-cepBepa npu co3gaHum HOBOro Mosib30BaTeNs Uan ayTeHTUnkKaLmm CyLLLECTBYIOLLIETO;

2. Mone "ATpnbyT Uusername" — aTpubyT, B KOTOpOM Ha LDAP-cepBepe XpaHUTCS MHAopMaLns O NIOTMHe
nonb3oBaTens,

3. KHonka "TlpoBeputh" — NpoBepka ayTeHTudmkaUun ¢ 3agaHHbiM1 napameTpamu. MNpun HaxaTumn Ha
KHOMKY OTKPOETCS COOTBETCTBYHOLLEE AMASIOTOBOE OKHO:

MpoBepuTb ayTeHTUdUKaLMIO

Wma nonbsosartens *

Maponb * LN

3akpbITb

BBeauTe B Nons MMsi No/b30BaTeNs 1 Naposb cylecTsytollero LDAP-nonb3oBaTtens v HaXMUTE KHOTKY
"MpoBepuTb". EC/IM flaHHble A71s NOAK/MIYEHNS K CepBEPY M MOVCKa Nosib3oBaTeneit 6binv BBEAEHbI BEPHO,

~on

ayTeHTUhMKaLms Nonb3oBaTesis NPORAET YCNeLHo 1 pagoM ¢ KHOMKoW "TpoBepuTh" 0TO6pasnTCa MKOHKa

MpoBepuTb ayTeHTUDUKaLMIO

Wwms nonbsosatens * Maponb *
ivan.smirnov.~ sesesse o

3aKkpbiTb Mpoeeputb @

B cnyyae HeycnewiHoi ayTeHTUUKaLMK No/b30BaTeNs PsAoM C KHOMKOM "TpoBepUTh" 0To6pa3nTCs MKOHKA ®

MpoeepuTb ayTeHTUDUKaLUIO

Wmsa nonbsosatens * Maponb *
ivan.smirnov. =~ e o

3akpbITh Mpoeeputb ®
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© Pesynbtat nocnegHeli NpoBepky BygeT 0TOGPaKATLCA PALOM C KHOMKOM "MpoBepUTL", paCoNoXeHHOV

cnpaBa OT Ha3BaHWUA pasgena.

Mownck nonbaosaTenen e ® MpoBepuTtb

CootBetcTtBue atpnbyToB LDAP — HacTpoiika cooTBeTcTBUS aTpnbyToB LDAP napameTpam y4eTHOI 3anvcu
nonb3oBaresis cuctemsbl ynpasneHns ECCM:

1.

2.

Mone "ATpnbyT nmsa" — atpmbyT, B KOTOpoM Ha LDAP-cepBepe xpaHUTcs nHdpopmauns 06 MeHu
nonb3oBaTens;

Mone "ATpnbyT hamunna” — atpubyT, B KoTopoMm Ha LDAP-cepBepe xpaHuTcs MHpopmaumsi o hammnnnm
nonb3oBarens;

Mone "ATpnbyT 0T4eCTBO" — aTpunbyT, B KOTOpOoM Ha LDAP-cepBepe xpaHuTcsa nHopmarmsa 06 otyecTse
nonb3oBarens;

Mone "ATpnbyT e-mail" — aTpnbyT, B KOTOpom Ha LDAP-cepBepe xpaHuTcsa nHcopmaymsa o e-mail
nonb3oBaTens;

Mone "ATpnbyT HOMep TenedoHa" — aTpubyT, B KOTopom Ha LDAP-cepBepe xpaHuTtcs uHpopmaums o
HoMepe TenedoHa NonbL30BaTens;

KHonka "lMpoBepuTb" — N0O3BOMSET NPOBEPUTL NonyyeHne atpmnbytos ¢ LDAP-cepsepa. MNpu HaxaTum Ha
KHOMKY OTKPOETCS COOTBETCTBYIOLLEE ANASTIOTOBOE OKHO:

MpoBepuTb NonyyeHne aTpubyToB

Wmsa nonbsosarens *

3aKpbITb

Beeaute B nosne "Vima nonb3osBatensa” noruH cywectsyowero LDAP-nonb3oBaTesnia  HaXMUTe KHOMKY
"MpoBepuTb". ECNn novck nosb3oBaTesis npoLLesn yCrneLHo, To B OKHe 0TO6pasATcs HOBble Mo/ C
3arno/IHEHHbIMWN 3HAYEHMAMMN U3 yKa3aHHbIX atpubytos LDAP:

MpoBepuTh NoslyyeHue aTpubyToR

Wma nonbsosatens * Uma

ivan.smirnov MBaH

damunua

CmMupHOB OTyecTBO

E-mail

ivan.smirnov@company.loc Homep TenedoHa

3aKpbiTbh MNpoBepuTb @
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Ecnu nonb3oBatesb ¢ gaHHbIM UMEHEM HaiaeH He Obis, PSA0M C KHONKOW "MNpoBepuTb" 0TO6pa3nTCcsa NKOHKa ®

MpoBepuTb NonyyeHue aTpubyTos

Wma nonb3osarens
Ivan.ivanov

3aKpbiTh MNpoeeputs @

~on

© Pesynstat nocneaHelt npoBepku GyaeT 0TOGPaXaTbCA PALOM C KHOMKOM "TPOBEPUTL", pACNONOXEHHOV
cnpasa OT Ha3BaHWs pasgena:

lMouck nonb3oBaTenen e ® [poBeputb

[nsa coxpaHeHus nameHeHuii B Buaxete "LDAP" Haxxmute Ha KHONKy "CoxpaHuTb". NS OTMEHbl MU3MEHEHWIA 1
BO3BpaTa K nocnegHeMy COXpaHEHHOMY COCTOSTHUIO HAXXMUTE Ha KHOMKy "CopocuTb”.
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3.15.1.3.3.2 Ponu u rpynnsl goctyna

[Nna npyMeHeHUst HacTpPoek BKnaaky "Ponuv 1 rpynnbl 4ocTyna" Heo6xoAMMo 3anoHUTL 0b6si3aTeslbHble

Nons, pacnosiokeHHble Ha BKnagke "OCHOBHbIE HACTPOMKK".

Ha Bknagke "Ponu 1 rpynnbl 4ocTyna" oTobpaxaroTcs 6/10KM HACTPOEK COOTBETCTBUSI aTpUbyTOB A5

nosyyeHuns poneii u rpynn goctyna us LDAP, HacTpoek cooTBeTCTBUIA poneli u rpynn goctyna ECCM rpynnam

BHelwHero LDAP-cepBepa 1 npoBepky noucka nosib3oBateneil B katasiorax BHelwHero LDAP-cepsepa.

LDAP

OCHOBHbIe HaCTPONKK Ponu v rpynnel goctyna OrpanuyeHus nonb3osarenen

CooTBeTcTBME aTPUBYTOB ANA NONYyYeHUs poneil u rpynn aoctyna us LDAP 0
sossiit DN gna noucka rpynn *

de=wifisc,dc=loc

moyr DN ATpnOyT YneHcTBa NONb3OBATENR B rpynne *
entryDN member

Q Monyyatb ponu ana LDAP nonb3osatenen us LDAP Q Monyyats rpynnbl goctyna ans LDAP nonb3osateneit 3 LDAP

no * np# HeBO3M rpynnb! gocrtyna *

Ponb no ymonyaxuio v [Joctyn k ECCM 3anpeleH v

Operator v
Cootsetctaue poneii @ -+ Oo6asutb QO Nposeputs
Administrator - ou=Administrator,ou=roles,ou=eccm,dc=wifisc,dc=loc X

CoxpaHuTb Cépocutb

CooTBeTcTBME aTpPUBYTOB A/14 NOAYYEHUSA poiei u rpynn goctyna n3 LDAP

1.

2.

Mone "ba3osbliii DN ana nomcka rpynn” — 6a3oBbii DN, ¢ KOTOPOro HauMHaeTcs NOUCK rpynn B Katasiorax
LDAP-cepBepa;

Mone "ATpnbyT DN" — aTpunbyT, B KOTopoM Ha LDAP-cepsepe xpaHaTca DN 3anuceii (distinguished name
— YHVIKa/TIbHbI MAeHTUMKaTOp 3anncu B pamkax LDAP-kaTtanora);

Mone "ATpnOYT YneHcTBa NoMb30BaTeNs B rpynne” — atpubyT rpynmbl, B KOTOpom Ha LDAP-cepsepe
XpaHUTCA NHopMaLMsa 0 BXOAALLMX B 3Ty rpymnny nosib3oBarensx.

Mepekntoyartens "Monyyatb ponv ans LDAP nonb3oBateneit n3 LDAP — aktuBaumsa nonyvyeHus ponei us
LDAP-katanoros ans LDAP-nonb3oBareneis;

Mepekntoyartens "Monyyatb rpynnel goctyna ans LDAP nonb3oBateneii s LDAP — aktuBauus
nony4yeHus rpynn goctyna ns LDAP-katanoros LDAP-nonb3oBatenei;

Mone "rNonvTnka Npyv HEBO3MOXHOCTY ONPeAeNnnTb ponb" — AeliCTBUE CUCTEMbI NPY HEBO3MOXHOCTH
onpegenutsb ponb aAna LDAP-nonb3oBarenis npu ero asropmsayum. Cuctema He CMOXET onpenenitb
posib Nonb30Batess, eCNn OHa He 6blna onpefeneHa B 6510ke HacTpoek "CooTBeTCTBME poneit” nam
Nnosb30BaTesNto NPUCBOEHbI HECKOMBLKO posieit 3 6oka. B Taknx cnyvasx k LDAP-nonb3osartento 6yaet
NPMMEHEeHa yKkasaHHasa nonTunka,

Mone "MNonuTuka Npyv HEBO3MOXHOCTW ONpeAennTb rpynny Aoctyna’ — AeincTBme cucTteMbl npu
HEeBO3MOXHOCTK onpegennTs rpynny goctyna ana LDAP-nonb3oBaTens npu ero astopusaumn. Cuctema
He CMOXeT onpeaenvTb rpynny AocTyna nonb3osartens B cny4vae, eciv B 6n1oke "CooTBeTcTBME rpynn
Aoctyna" He 6blN10 YCTaHOB/IEHO COOTBETCTBME rpynmbl Nosib3oBatens n3 LDAP ¢ rpynnoi n3 cuctemsl
ynpasneHus ECCM.
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B 6noke "CootBetcTBre ponei” rpynne LDAP ycTtaHaBnnBaeTcsi COOTBETCTBME CUCTEMHON ponn ECCM,

KOTOpaA 6y,qu npuceanmBaTbCA Mosib30BaTes o Npn aBTOpU3alunn B CUCTEME.

ECCM.PykoBoACTBO nosib3oBartesns.HacTpoiku

CooTBeTcTBHE poned 0

Pank

SuperAdmin

—+ [obaeuTh

-

Ponb *

-

ou=SuperAdmin,ou=roles,ou=eccm,dc=wifisc,dc=loc »

BelEpate rpynny 8 LDAP

X

KHonka "[,06aBnTb" 06aBNSET HOBYO CTPOKY B pa3fen Asis HacTpoliku cootBeTcTBus "Ponb B ECCM -
Mpynna B LDAP". B none "Ponb" Bbibepute ogHy 13 cyliectByowmx B ECCM ponei, fanee HaxXMuTe KHOMKY
"Bblbpatb rpynny B LDAP": oTKpoeTcs AnanoroBoe OkHO BblGopa rpynnbl, KOTOpOe npeacTaBisieT cobol

Aepeso katanoros LDAP:

Bri6paTh rpynny 8 LDAP

v I8 QU=eccm
v @ OU=roles
> B8 CN=Operator

> I CN=SuperAdmin

> @ CN=Administrator

> BB OU=users

> 8 OU=accessGroup

> @ CN=admin

> BB CN=service

OTMEHUTL

YkaxuTte LDAP-rpynny, kotopasi 6yAeT COOTBETCTBOBATb BblOpaHHO posiv B CUCTEME, U HaxkmuTe "BbiGpaTh”.
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MpoBepuTb KOPPEKTHOCTb HACTPOIKM COOTBETCTBUI MOXHO HaxkKaTneM KHOMkM "TpoBepuTb": OTKpoeTcA
[AVanioroBoe OKHO C pe3syfnbTataMu novcka nonb3osarteneil B ykaszaHHbIX katanorax LDAP:

Monb3soeatenu LDAP ¢ Bbi6GpaHHEIMKU pONAMMU

DN rpynnel 8 LDAP: ou=SuperAdmin,ou=roles,ou=eccm,dc=wifisc,dc=loc
Pont B ECCM: SuperAdmin

YuacTHUKK:
« uid=autotesterl,ou=users,ou=eccm,dc=wifisc,dc=loc

DN rpynnel 8 LDAP: ou=users,ou=eccm,dc=wifisc,dc=loc
Ponb B ECCM: Administrator

Y Bol6panHoi rpynnel LDAP OTCYTCTBYIOT Y4aCTHUKK

3aKpbiTh

Ecnv cooTBETCTBMSI HACTPOEHbI BEPHO, TO PSA0M C KHOMKOI "MpoBepUTh" 0TO6Pa3nTCs MKOHKA @ .

CooTBeTcTEME ponen 0 -+ NobaeuThb @ MNpoBepuTs

Pone *

Operator - CN=0perator,0U=roles,0U=eccm,DC=wifisc,DC=loc @ »

Pone *

SuperAdmin - CN=SuperAdmin,0U=roles,0U=eccm, DC=wifisc,DC=loc @ b 4
Pone *

Administrator - CN=Administrator,0U=roles,0U=eccm,DC=wifisc,DC=loc @ »

Ecnn cooTBETCTBUSA HACTPOEHbI HEKOPPEKTHO MK He yaanock onpeaenutb LDAP-rpynny, TO psiioM C KHOMKOW
"MpoBepuTb" 0TO6PA3NTCA NKOHKA

CoOTBeTCTBME rpynn Jocryna 0 + Do6aButs MNpoBepuTb

Ipynna goctyna *

ECCM access group - CN=root,0U=accessGroup,0U=eccm,DC=wifisc,DC=loc . X

He HaiileHO COOTBETCTBUA ANA BbI6GPaHHOM rpynnbl
JocTyna

CootseTtcTBue rpynn goctyna ECCM katanoram LDAP ycTaHaBnMBaeTCcs aHa/I0rMyHbIM 06pa3om B
6noke "CooTBeTCTBME rpynn gocTtyna".

© YueTHas 3anuck nonb3oBaTens B cUcTeMe ynpasneHus 6yaeT co3faHa aBToMaTNUYecKn npu ero
NepBUYHOI aBTOpK3aLMM B C/lyyae ecnu:
* KOPPEKTHO 3anosiHeHbl Nons pasgena "CooTBETCTBME aTpMOYTOB AJ1s NOyYEHNS PONEi 1 rpynn

poctyna ns LDAP",
*+ BK/HOYEHbI Nepekntoyarenu "Monyyats ponun ana LDAP nonb3oBateneii 3 LDAP" n "Monyyatb

rpynnbl goctyna ana LDAP nonb3oBateneii u3 LDAP';
* yCTaHOB/EHbI COOTBETCTBMSA rpynn goctyna v ponein ECCM katanoram LDAP.
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3.15.1.3.3.3 OrpaHnyeHns nonb3osBarenei

(V]

[nsa npumeHeHns HacTpoek BkNnagky "OrpaHnyeHmns nosb3oBarenein” HeobxoaMmMo 3ano/THUTb
o6513aTe/IbHbIE NOJSA, pacnoioXeHHble Ha BKNnagke "OCHOBHbIE HACTPOIKN'".

Ha Bknagke "OrpaHuyeHust nonb3oBartenein” 0TobpaxkatoTcs HACTPOVKM OrpaHMyYeHns 4ocTyna Kk cucteme s
LDAP-nonb3oBateneii. Ha Bkiagke oTo6paXeHo:

1. Mepekntoyatesnb "MNpoBepATb OrpaHNYeHns Nob3oBateneil’ — akTuBMpyeT aBTOMaTUYeCKyo
6noknpoBky goctyna LDAP-nonb3oBaTenieil k cucteme, KOTopble NonagaroT XoTs 6bl No4 O4HO U3
YCNOBUI OrpaHnyeHuns;

2. None "Vcnonb3yembliii LDAP cepsep” — onpegensiet Tun LDAP-cepBepa. Bo3mMoxHble 3Ha4YeHus: "Apyroi

LDAP cepgep", "Microsoft Active Directory".

Ecnu BbiGpaH "[pyroii LDAP cepBep”, TO HacTpolika oCcyLeCcTBASIETCA Yepes NpeaocTaBeHne Ha3BaHWi
aTpnbyTOB M NX 3HAYEHWIA, KOTOPbIE ONPEeAENsoT OrpaHNYeHNst YH4EeTHOI 3anuci. Mpu HaXaTm KHOMKN
"[lo6aBnTL" NOsIBNSAETCA COOTBETCTBME "HasBaHue aTpubyTta < 3HayeHue aTpubyTta" Anst HAaCTPONKM YCNOBUS
OorpaHnyeHus.

LDAP

OCHOBHble HaCTPOWKH Ponu u rpynnel goctyna OrpaHuyeHus nonb3osartenen

OrpaHuyeHus nonb3osarenemn 0 O MposepuTtb

Q MposepaTb orpaHuyeHus nonb3osateneit  fipyroi LDAP cepsep v

MapameTpbl-UHAKKATOPbI OrpaHUYeHUs Nonb3oBaTenen + Jo6aButb
userStatus 1 X
CoxpaHuTb Cépocutb

Ecnu BbiGpaH "Microsoft Active Directory”, To HacTpoiika ocyLLecTBSIETCS NyTeM BblGopa ogHOro nnn 6onee
BCTPOEHHbIX B J]aHHOM CepBepe VHANKATOPOB OrPaHNYEHUiA YHETHOW 3anmncu.
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LDAP :
:
OCHOBHbI€ HaCTPONKM Ponu v rpynnbi goctyna OrpaHuyeHns nonb3oBaTenen
OrpaunuyeHus nonb3osarenemn 0 O Mposeputb
WUcnonbayembin cepsep LDAF
Q MpoBepaTb orpaHnyeHus nonb3osatenei  Microsoft Active Directory -

YyutbiBatb cnepyrouiue orpaHu4eHus:

AKKayHT OTKNIOYeH
AKKayHT 3a6n0KMpOBaH

Cpok feiicTBMA Napons UCTeK

CoxpaHutb Cépocutb

MpoBepka orpaHnyeHnii yueTHo 3anncm MS AD ocyluiecTBASAETCS NO cneayowmMm NHANKaTopam:

* AKKayHT OTK/IHOYEH — y4yeTHasi 3an1ck nosb3oBatenst B MS AD oTkntoueHa (aTpubyT userAccountControl
Bkntoyaet donar ACCOUNTDISABLE);

+ AKKayHT 3a6/10KMpoBaH — yyeTHasi 3anncb nonb3osatesnsi B MS AD 3a6nokupoBaHa (aTpubyT
userAccountControl BkntouaeT cpnar LOCKOUT);

+ CpOK AeicTBNSA Naponsi UICTEK — CPOK AENCTBMSI Napons yY4eTHONM 3anmcn nonb3osarens B MS AD ncTek
(atpnbyT userAccountControl BkntouaeT donar PASSWORD_EXPIRED).

[ns npoBepKN KOPPEKTHOCTM HACTPOEK OrpaHNYeHnin NoNb3oBaTeNneil HAXXMUTE Ha KHOMKY "MpoBepuTb":
OTKpPOETCS AnasioroBoe OkHO. BBeauTe 1Ms nosib3oBaTesisi B COOTBETCTBYHOLLEE M0/1€ U HAXXMUTE KHOMKY

"MpoBepuTb". ECNn ycnosue orpaHUYeHnst He BbIMOHAETCS, TO OyAeT 0TobpaXxeHa UKOHKa ) (moctyn
paspeLleH):

MNpoBepuTb orpaHUYeHns1 Nnonb3aoBaTenei

WmA nonbzosatena *

autotester

3aKpbITbh MpoBepuTthb @
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Ecnu ycnoBue orpaHuyeHns BbINosHAETCS, TO 6yAeT oTo6paxkeHa MKOHKa (mocTyn 3anpelLeH):

MNpoBepUTb orpaHUYeHuUs Nonb3oBaTeneil

WmA nons3oeatens *

autotesterd

3aKpbITb MNpoBepuThb

© 06wt pesynsTar npoBepkm GyAeT 0TOGPaXATLCS PSAOM C KHOMKOV "MPOBEPUTL", PACNONOKEHHOM
crnpasa OT Ha3BaHUs pasgena:

OrpaHnyeHus nonb3oBaTenei e @ MNposeputhb

3.15.1.4 Pe3epsHoe KoruposaHue
Pa3snen npegHasHaveH /15 9KCrnopTa Crnvcka yCTPOMCTB U3 CUCTEMbI B dpaiin .csv, a Takke 18 nmnopra
CMUCKOB YCTPOWCTB B CUCTEMY.

Cuctema i MMHOPT yCTpOﬁCTB 1 3KCI‘IOpT yCTpOﬁCTB
Hoctyn
MonbsoBartenu u ponu
ABToOpUsauus
PesepBHoe KonmpoBaHue
JlvueHsunsa
XypHanupoBaHue
MOHUTOPUHI
MapameTpbl
MpaBwuna reHepaumu cobbITUiA
MpaBwuna reHepaumu npobnem
MIB

YBefgomneHus

JlnueHsnm Ha ycTpoincTBa
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[nsa akcnopTa cnucka yCTPOMCTB HAXXMUTE Ha KHOMKY "IKCNOpT YCTPOICTB": dhaiin 6yaeT ckadyaH 6pay3epom.

© odopwmar haiina skcnopra/umnopra

ip;model;group;label
172.24.0.5;ESR-10;eccm/base_test_group/;172.24.0.5_ESR-10
172.24.0.6;ESR-20;eccm/base_test_group/;172.24.0.6_ESR-20
172.24.0.7;ESR-100;eccm/base_test_group/;172.24.0.7_ESR-100
100.110.0.166;ESR-1000;eccm/123/;100.110.0.166_ESR-1000
172.24.0.9;ESR-1700;eccm/base_test_group/;172.24.0.9_ESR-1700

rae:
* ip — IP-agpec ycTpolicTBa;
+ model — moaenb yCTPOCTBa;
* group — rpynna, B KOTOPOI Haxo4unI0Chb UK Kyaa HY>XHO NOMECTUTb YCTPONCTBO;
* label — Ha3BaHuWe ycTpoiicTBa B cucteme.

o
1,1

B kauecTBe pa3genntensa NCnosib3yeTcsa CUMMBOJ1 TOUKa C 3anATou ;.
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MmnopTt ycTpoiicTe

[ns umnopTa yCTpoCTB HAXXMUTE Ha KHOMKY "/IMNOPT YCTPONCTB" 1 Bbibepute HeobxoanMbIin thainn ans
nvnopTa. Pain ByaeT 3arpyxeH B CUCTEMY 1 06paboTaH, Noc/e Yero OTKPOEeTCH AMasioroBoe OKHO, KOTOpoe
BK/1tOYAET HECKOJ/TIbKO LIAroB:

LWar 1 — Jo6aBneHue rpynn. [JaHHbIi Wwar oTobpaxaeTcs To/IbKO B TOM C/lyyae, eCnin B cucTeme
OTCYTCTBYIOT Ipynrbl, B KOTOPble HEOOXOAMMO NOMECTUTb YCTPOICTBA B NpoLecce uMnopra. lNMocne HaxaTtus
Ha KHonky "[anee" B cucteme aBToMatmMyeckn 6yayT co3gaHbl HE06X04MMbIe TPYNMbl U OTKPOETCA CreayoLmii
war.

0 [Lo6aenexue rpynn g [o6aBneHune ycTpoicTe e OTYéT

[ns MMnopTa Bcex YCTPONCTB, TpebyeTcs L06aBUTb CrieAytoLLMe rpynmbl:
B8 eccm
B8 Cu6upb
Z= KeMepoBo
BB Hosocnbupck

& 3-a ynuua CtpouTeneit

OTMeHUTb Danee
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LWar 2 — flo6aBneHue ycTpoiicTB. CoaepXnT Tabnuuy yCTPOICTB € UX cTaTycamn. [J06aBUTb B CUCTEMY
YCTPOIACTBA MOXHO TO/IbKO B TOM C/ly4ae, EC/IN Yy BCEX YCTPONCTB 13 cnvcka nosie "CTtaTyc" MMeeT 3HaYeHne
OK, B NpOoT1BHOM Crly4ae KHorka "[anee" 6yaet 3abnokmpoBaHa. [locnie Haxatusa Ha KHoMKy "[danee" Bce
yCcTpoiicTBa 13 cnvcka 6yayT A06aBneHbl B CUCTEMY U OTKPOETCS CReAyHLLMiA war.

Q [lo6aBneHue rpynn e [lo6aBneHue ycTpoiicTs e OTuéT
IP-appec Mogenb rpynna HasBaHnue Cratyc
100.24.0.5 ESR-10 eccm/Cuéupb/Kemeposo/ 100.24.0.5_ESR-10 oK
100.110.0.130 ESR-10 eccm/Cubupb/Kemeposo/ 100.110.0.130_ESR-10 OK
100.110.0.3 MES3124 eccm/Cuéupb/Kemepoo/ 100.110.0.3_MES3124 OK
100.110.0.10 MES3124 eccm/Cuéupb/Kemeposo/ 100.110.0.10_MES3124 OK
100.110.0.9 MES3124 eccm/Cubupb/Kemeposo/ 100.110.0.9_MES3124 OK
100.110.0.6 MES3124 eccm/Cuéupb/Kemeposo/ 100.110.0.6_MES3124 OK
100.110.1.19 MES2308P AC eccm/Cuéupb/HoBocnbupck/3-a ynuua Ctpontenei/ 100.110.1.19_MES2308P AC OK
100.110.1.125 MES2324B AC eccm/Cubupb/HoBocnbupck/3-a ynuua Ctpontenein/ 100.110.1.125_MES2324B AC oK

OneMeHTOB Ha cTpaHuue 10 v 1-8uss8
OTMeHUTb Danee

Lar 3 — OTueT. B okHe oTo6paxaetcs HhopmaLys 06 UMNOPTUPOBaHHBIX rpynnax (eCnu TakoBble Gblnu) 1
MMMNOPTMPOBAHHBIX YCTPOCTBAxX M3 dhaiina. N5 3aKpbITUS OKHA HAXKMUTE Ha KHOMKY "3aKpbITh".

e [lobaBneHve rpynn a [lo6aBneHue ycTponcTs e OTuér

[lo6aBneHHble rpynnbi:

BB eccm/Cubnpb/Kemeposo/
BB eccm/Cubupb/HoBocnbupck/3-a ynuua Ctpoutenei/

[lo6aBneHHble yCTPoUCTBa:

IP-appec Mopenb Ipynna HasBaHue
100.24.0.5 ESR-10 eccm/Cubupb/Kemepoo/ 100.24.0.5_ESR-10
100.110.0.130 ESR-10 eccm/Cubupb/Kemeposo/ 100.110.0.130_ESR-10
100.110.0.3 MES3124 eccm/Cubupb/Kemeposo/ 100.110.0.3_MES3124
100.110.0.10 MES3124 eccm/Cubupb/Kemeposo/ 100.110.0.10_MES3124
100.110.0.9 MES3124 eccm/Cubupb/Kemeposo/ 100.110.0.9_MES3124
100.110.0.6 MES3124 eccm/Cubupb/Kemeposo/ 100.110.0.6_MES3124
3aKpbITbh
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B Bepcuun 2.1 nsmeHeH Nnoaxon, K IMLEH3NPOBaHNIO, paHee BblAaHHbIe NTMUEH3MM paboTaTb He 6yayT!
Mepen 06HOBNEHNEM ObpaTuTech B KOMMepyeckunii otgen ELTEX ans nonyyeHus 06HOB/IEHHbIX
nuueH3unin no Tenedony: +7 383 274-10-01, noute: eltex@eltex-co.ru nM6o 3akaxuTe 3BOHOK C
cavira: http://eltex-co.ru

NnueHsnpoBaHme cuctemsl ynpasneHns ECCM ocyllecTBNSETCS C NOMOLLbI cepBepa nueH3nii ELM.
Cepsep nuueH3sunii ELM npeaHasHayveH s KOHTPoAs KOMMepYecKoro ncnosb3oBaHns ECCM.

Cuctema ECCM nogaepxmsaet INLEH3NKX CrieayoLwmx TUMNOB:

+ Knaccuueckas — onpeaensieT KoIM4yecTBO YCTPOMCTB KaxKaA0 MOAeNn, KOTopoe ByaeT 06C1yXnBaTbCs

CUCTEMOIA;

+ [nMbkas — onpenensieT KosiMyYecTBo "CeTeBbIX eANHNULL" Ha rpynny YCTPOWCTB ONpeaesieHHOro Tuna
(mappyTunsatopsbl ESR, kommyTaTopbl MES 1 ap.). Takum 06pa3om, rmékasi NMLeH3ns No3eBosisieT
106aBUTb B CUCTEMY YCTPOICTBO Nt06GOI MOAENN NPU YC/I0BUK, UTO CyMMa BCEX BECOB (Y Kavk/0ii
MOAENN CBOI BEC) He NpeBbILLAET 06LIero NMmMuTa.

Cuctema ~

JHocTtyn

Monesosatenw u ponu

ABTOpM3auma

PesepBHOe KONMpoBaHue

Nuuensun

HypHanuposaHue

MoHuTOpUHI #*

MapameTpel

MpaBuna resepalum cobbITUA

MpaBuna resepauum npobnem

MiIB

YBenoMneHna

JNuueHsuu Ha ycTpoitcTBa

Q
AKTUBHasA NnueHsna

Tun: Classic

Wapartens: demo

Product ID: demo

[ara Hayana: —

[Jara ucteyenun: beccpouro

Mogenu: 192

Mopens [lo6aBneHo yeTpoRcTa
ESR-10 0
ESR-100 0
ESR-100 FSTEC 0
ESR-1000 0

ESR-1000 FSTEC 0

Cepeep nULEeH3NiA

TNueHsua: Hann NULEeH3NU He 3arpyKeH

¥ WmnoptupoBate

ELM cepeep + [Do6asute

URL*

Beero

B vHTepdelice NnpeacTaBeHbl CNeayoLne 31eMEHTbI:

1. KHonka 06HOBNEHMS UHChopMaLn O NINLEH3NK;

2. KHoMKa CMHXPOHM3aLMN NNLEH3NN;

3. WHdpopmauus 06 yCTaHOBNEHHO B cMcTEMY (aKTMBHOI) MMLEH3MN. [LOCTYMHbI CefyoLve napameTpbi:
« Tun — TUN NMLEH3NK;
* WN3paTtenb — Ha3BaHWe KOMMaHUM UV UMS1 COTPYAHUKA, BbINMYCTUBLLETO JINLEH3NIO;

Product ID — HOMep nuueH3uy;

+ [aTta usgaHusa — gata reHepauymn nnueH3unm;
+ [aTta ucteuyeHusi — gata, nocsie KoTopoii NMLEH3US CUMTAETCA HEAENCTBUTELHO;
+ Mogenu — cYeTurK AOCTYMHbIX MOAENE YCTPOIACTB.

oa s

JINUEH3NN.

Buoxet "CepBep NUuUeH3nii" — BUOKET AN51 HACTPOWKM NOAKMOUYEHNS K cepBepy nuueHsnii ELM;
Cnucok mogenei 1 KonmyecTBo eAvHULL, 060pyA0BaHUS K0/ MOAeNN, KOTOpoe NoaaepXaHo B
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HacTpolika nogKNYeHns K cepBepy NuLeH3unii

HacTpoiika nogkntoveHunst K cepBepy NINLEH3NI OCYLLLECTBASIETCA C MOMOLWbI0 BugpkeTa "Cepep NUUEH3niA":

CepBep NULEH3uln

JInyensus: elm_offline.lic

¥ WmnopTuposatb

ELM cepBep + [ob6asutb
URL
https://elm-1.eltex.loc:8099 @ X

URL
https://elm-2.eltex.loc:8099 @ X

URL
https://elm-3.eltex.loc:8099 X

Ha BumxeTe oTo6paxeHbl C/ieAyoLIme 3N1eMEHTbI:

KHonka nmnopTta aiina aktmeaLumn nnLeH3nm;

KHonka go6asneHuns Hosoro nonst "URL",

Mone "URL";

VHamKaumsa cocTosiHMA cCoeQUHEHNS C cepBepPOM nuueH3unin. OTobpaxaetcs B nose "URL" nocne
NPUMEHEHNS HACTPOEK Y CUHXPOHU3aLNY;

5. KHonka yganenus nons "URL" — goctynHa TonbKo Npy Hannuum AByx 1 6onee nonei "URL",

6. KHOMKa NnpMMeHeHUs U3MEHEHW;

7. KHonka cépoca n3MeHeHWiA.

Hown =

[nsa vmnopTta thaiina aktmBauum NMLEH3NN HKMUTE KHOMKY “IMNOPTMPOBAaTh": OTKPOETCS CUCTEMHOE
AnanoroBoe OkHO Bblbopa paina. BeibpaHHblin halin 6yaet oTobpakeH B BUOKETE.

© o Bonpocam NproGpeTeHUs NMLEH3NI 1 06OPYA0BaHMSA 06paTUTECh B KOMMepyeckuii otaen Eltex no
TenecoHy: +7 383 274-10-01, noute: eltex@eltex-co.ru Nnn60 3akaxmTe 3BOHOK C caiTa: http://eltex-
co.ru

[ns HacTpoikn agpeca NOAK/IYEeHNs K cepBepy nuueH3nii Beeagute B none "URL" agpec n nopt
NOAK/HOUYEHUS.

[na no6aeneHnsi pesepBHOro agpeca NoAaK/IYEHNs K CEPBEPY NIMLEH3NI HAXKMUTE KHOMKY "[06aBnTb":
oTtobpasutca HoBoe none "URL", gocTynHoe ana 3anonHeHus. Ansa yaanexnmsa nons "URL" HaxxmuTe KHOMNKY
X psgoM C HUM.

[ns npyMeHeHna N3MEeHEHWI HaxXMUTe KHOMKY "MpumeHnTs". AnA c6poca BHECEHHbIX U3MEHEHUI HaXXMUTE
KHOMKY "Copocutb".

[Ana nonyyeHnsa I/IH(*)OpMaLl'I/II/I O COCTOAHUM CoeJNHEHUA C CeEpPBEPOM HaBegnUTeE KypCop Ha MKOHKY COCTOAHUA:

URL

https://elm-2.eltex.loc:8099 @2 X

URL CTaTyc COeANHEHNA: aKTUBHO

https://elm-3.eltex.loc:8099 Vcnonbayeres Ana
NWUEH3NPOBaHUA: Aa

[ata nocnefHero obpalleHms:
2025-02-28 15:27:26
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CI/IHXpOHI/ISaU.I/IFl nmueH3nn

Cuctema ECCM nepuoanyeckn obpalaeTcs k cepBepy NnueH3nii ELM ans cuHXpoHusaumm nuueHsuii (no
YMOJTYaHUIO KaxKblii Yac).

[N NPUHYAUTENBHON CUHXPOHM3ALMN NIULEH3NN HAXKMUTE KHOMKY "CUHXPOHM3MPOBaTh".
YBepoM/IeH/Ee O NoTepe COeAUHEHUNA C CEPBEPOM JIMLEH3U

B cnyyae notepu coeiMHeHusi ¢ cepepom nuueH3nii ECCM 6yaet otobpaxeHo push-yBefomMieHne ¢
noapo6HON nHopmaLmein 06 UHUMAEHTE:

MoTepA CBA3M C CEPEEPOM NULIEH3UIA X

A B 2025-02-13 12:26:11 noTepsaHa cBA3L C CEPBEPOM
nWueH3aupoBaHua ELM.

ECCM nepeingt B pemo-pexum B 2025-02-14 12:15:07.

NHdpopmauusa 6yaeT npoay61mpoBaHa B NaHe OCHOBHOMO MEHHO:

MNotepAra ceA3s ¢ ELM g 2025-02-13

12:26:11

A

© Onoseulenne 06 nHaNLEHTE ByaeT OTNPaBAEHO MO HACTPOEHHLIM KaHa aM yBeJoMIeHNii Bcem

nonb3oBaTtensam ¢ npusunerven "Hactpolikn-Cuctema-/inueHsms".

YBegomneHne 06 orpaHMyeHUn PYHKLUNOHAIbHOCTU CUCTEMbI

B cnyyae npeBbILEHNS NIMMUTA NINLLEH3NPOBAHUSA (DYHKLMOHA/IbHOCTb CUCTEMbI BYAET OrpaHNYEHa, Ha SKpaHe
oTobpasnTcsa cooTBeTCTBYOLEee push-yBegomneHme:

qJYHKLI,I-‘IOHaJ"I CUCTEMEI OrpaHM4EH X

A KonuyecTeo obcnyxueaemblx ycTpoicte 8 ECCM
NPEBLIWAET KONMYECTBO YCTPOHCTB B NIMLEH3NM.
PyHKUMOHaneHocTe ECCM orpannyena.

© OnoseuleHne 06 UHaNLEHTE ByaeT OTNPaBAEHO MO HACTPOEHHBIM KaHa1aM YBegoMIeHNIi BCcem

nonb3oBaTensam ¢ npusunervein "Hactporikn-Cuctema-/inueHsns".
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Pasnen npegHasHaveH A1 0TO6paxXeHUs 1 HACTPONKM XypHas10B 6€30NacHOCTU 1 AEACTBUI Nob3oBaTesie

B CuCTEMeE.

3.15.1.6.1 XXypHan 6e3onacHocTu

CofiepX1T XPOHO/OrMYEeCKMe 3amnmcu 0 3anpocax ayTeHTuukaumm nonb3osarenein. OTobpaxaer cobbITUS

YCMNEeLIHOro BXoAa/BbIXo4a 1 HeycneLuHble MonbITKM BXOAa, a Takke nHdopmarmio 06 nmenu, IP, ID ceccum un

UUID nonb3oBaTteneii.

Cuctema ~

JocTtyn

Monb3oBatenu u ponn

AsTopusauus

PesepBHoe KonupoBaHue

JNvuensus

XypHanuposanue

MoHUTOPUHI >

MapameTpbl

MpaBuna reHepaLmm cobbITUI

MpaBuna reHepauum npo6nem

MIB

YBepgomnenus

JInueH3nn Ha ycTpoiicTea

XypHan 6e3onacHocTn

Cospato

2025-02-28 11:09:40

2025-02-27 12:00:13

2025-02-27 11:18:49

2025-02-26 18:30:37

2025-02-26 15:07:36

2025-02-26 15:07:33

2025-02-26 13:16:27

JKypHan AeifcTBUii nonb3oBaTeneit

Wms nonbsogatens

Mepuoa xpaHeHus

UUID nonb3osatens

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

©97e4824-2e91-4cfb-aaa9-90af82cebs8a

c97e4824-2e91-4cfb-aaad-90af82cebd8a

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

c97e4824-2e91-4cfb-aaad-90af82cebs8a

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

c97e4824-2e91-4cfb-aaa9-90af82cebs8a

IP-appec

172.16.24.195

100.110.2.143

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

Tun ayTeHTUdMKaLum

YcnelwHas aBTopusauns

YcnelwHas aBTopusaums

YcnelwHas aBTopusauus

YcnewHas aBTopusauns

Ycnelwnas aBTopusaLms

CoobuyeHue

YenelwHblit BbIXOA U3 cUCTEMbI

YcnelwHas aBTopusaums

3neMeHTOB Ha CTpakuue 10

1D ceccun

cc48cf08-91a1-4416-8b55-5392ce97ead

00680892-076¢-4d39-a982-83253a735587

cccf0ff6-9aa2-4b2a-a9a2-5fb031408580

9346efdc-65ce-48ef-a81a-b349d6654bde

¢1fb6827-1c14-4d70-8430-feBe79f45aab

e0796f89-85ed-4a57-995a-1baf5473909b

e0796f89-85ed-4a57-995a-1baf5473909b

- -Tus7

Bo Bknazke AOCTYMHbI cneayowme 3/1eMeHTbl:

1. KHomku counstpauum, 06HOBMEHUS, HACTPONKM 0TOOPaxXaeMbIX KOSTOHOK 1 3KcrnopTa Tabnuubl,

2. Tabnuua 3anucei ayTeHTUdIMKaLUN NoNb3oBaTene.

Tabnuua cocTouT N3 CneayoLmx nonei:

+ Co3gaHo — gara 1 Bpems cobbITus;
* Imsa nonb3osatesnia — MMs NoMb30BaTeNs C YYETHbIMU AaHHBIMU KOTOPOTo ObI/IN OCYLLIECTB/EHbI BXO4/
BbIXOZ, WM NONbITKa BX0Aa B cucteMy. Mpun HaxaTm Ha CCbISIKy OTKpPOeTcs cTpaHuua ‘Tons3osareni’ ¢
onNLTPOM NO yKa3aHHOMY M0J1b30BaTENI;
+ UUID nonb3oBaTenia — yHNUBEPCasIbHbI YHUKa/IbHbIA MAEHTUMKATOP NoMb30oBaTens,
+ IP-agpec — IP-agpec ycTpoicTBa, C KOTOPOro 6bln OCYLLLEeCTB/IeHbI BXOZ/BbIXOA, UMK MOMNbITKa BXoAa B

cucTemy;

* Tvn ayTeHTUdIMKaLUM — TUM COOLITUA ayTEHTUMKALMIN NOSb30BaTess;
+ Coo6LueHne — coobLLeHre, onrcbiBatolLLee cobbiTve ayTeHTUgMKaumm (Npu HeobXxoAMMOCTH ero

onucaHus);

* ID ceccun — ngeHTndmkaTop ceccumn.
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CofepX1T XPOHO/OrMYECKME 3amnncK 0 AeNCTBUAX NOMb30BaTE NS, KACaloLMXCSA CTPYKTYPbl CETU: A06GaBNEHME,
yaaneHve, nepeMeLLeHe 1 USMEHEHWE TPYNM 1 YCTPOCTB B cucTeMe. Takke 0ToGpaaeT AeiCcTBUSA C
KOHCQUIypaumsiMm yCTPOIACTB B CUCTEME 1 COBbITUSI AOCTYNa K TEpPMUHANY YCTPOICTBA YEPE3 CUCTEMY.

Cuctema ~

Joctyn

Monb3oBaTtenu u ponu

ABTOpu3auus

PesepBHoe KonupoBaHue

JvueHsua

XypHanuposahue

MoHuTOpUHI ~

MapameTpbl

MpaBuna reHepauum cobbi T

MpaBuna reHepauum npobnem

MIB

YBepfomnenus

JInueH3nu Ha ycTpoiicTBa

XypHan 6esonacHocT1

JKypHan peiicTBuit nonb3oBartenei

EBWIE « 2 3

Wms

Cospato
nonbaoeatens

2025-02-28 16:28:46 eccm
2025-02-28 16:20:23 eccm

2025-02-28 16:20:23 eccm

2025-02-28 16:01:28 eccm

2025-02-28 16:01:28 eccm

2025-02-28 16:01:28 eccm

2025-02-28 16:01:28 eccm

2025-02-28 16:01:28 eccm

2025-02-28 16:01:28 eccm

2025-02-28 16:01:14 eccm

UUID nonbsosarens

c97e4824-2e91-4cfb-aaa9-90af82cebd8a

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

c97e4824-2e91-4cfb-aaa9-90af82ceb48a

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

c97e4824-2e91-4cfb-aaa9-90af82cebd8a

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

c97e4824-2e91-4cfb-aaa9-90af82ceb4s8a

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

€97e4824-2e91-4cfb-aaa9-90af82ceb48a

c97e4824-2e91-4cfb-aaa9-90af82cebd8a

Mepuoa xpaHenus

1P-agipec

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

192.168.50.233

Tun peiicTeus

YcTpoiicTBO fJo6aBneHo

KoHurypaums ycTpoiicTsa npuMeHeHa

KoHdurypauus yctpoiicTea jo6aBneHa

Ipynna ypanexa

YcTpoiicTBO yfaneHo

YeTpoitcTBO yaaneHo

YcTpoicTBO yAaaneHo

YeTpoiicTBO yaaneHo

YcTpoiicTBO yaaneHo

Tpynna nepemelyexa

CoobueHne

Device with IP 100.110.0.166 added
Apply configuration task with ID 2128

added for device with IP 100.110.0.221,
configuration ID 144

Configuration ID 144 with type DRAFT
added for device with IP 100.110.0.221

Group 'eccm/group_for_fake_device/'
deleted

Device with IP 100.24.0.9 deleted

Device with IP 100.24.0.8 deleted

Device with IP 100.24.0.7 deleted

Device with IP 100.24.0.6 deleted

Device with IP 100.24.0.5 deleted

Group 'eccm/HoBocu6upck/ moved from
‘eccm/' to 'ecem/Cubnps/!

nemenTos Ha cTpanyue 10 -

ID ceccun

9346efdc-65ce-48ef-a81a-b349d6654bde

9346efdc-65ce-48ef-a81a-b349d6654bde

9346efdc-65ce-48ef-a81a-b349d6654bde

9346efdc-65ce-48ef-a81a-h349d6654bde

9346efdc-65ce-48ef-a81a-b349d6654bde

9346efdc-65ce-48ef-a81a-b349d6654bde

9346efdc-65ce-48ef-a81a-b349d6654bde

9346efdc-65ce-48ef-a81a-b349d6654bde

9346efdc-65ce-48ef-a81a-hb349d6654bde

9346efdc-65ce-48ef-a81a-b349d6654bde

1-10u3 104 > >

Bo Bknaake AOCTYMNHbI cneayowme 3/1eMeHTbl:

1. KHonku comnbTpaumm, 06HOBMEHMS, HACTPOMKN 0TOBpaKaeMbIX KOSTOHOK U 3KCNopTa Tabnuupl;
2. Tabnuua 3anucei AeincTBuin nonb3oBartesne.

Tabnmua cocTouT 13 cneayumx none:

+ Co3fgaHo — garta 1 BpemMsi cobbITus;
* Ims nonb3oBaTtesis — UMS Nonb30Baress, C y4eTHbIMU AaHHbIMY KOTOPOro Obl/Iv OCYLLEeCTB/EHbI BXO4/
BbIXO/, N NOMbITKA BXOAa B cucTemy. INpn HaxaTnm Ha CCbISIKY OTKPOETCA cTpaHuua 'lonb3osatenn” ¢
hnNLTPOM MO yKa3aHHOMY M0J1b30BaTeNH;
+ UUID nonb3oBarens — yHMBepCasibHbli YHUKaNbHbIA MAEHTUMKATOP NOMNb30BaTess;
+ IP-agpec — IP-agpec ycTpoicTBa, B paMKax Ceccum KOTOporo npon3oLuno AencTBue;
+ Tvn gencTensa — T1n AerCTBUA Nob30BaTeNIs B CUCTEME;

+ Coo06LLeHe — CO0b6LLEHNE, ONMChIBaKOLLEE AECTBME NOMb30BaTenNs;

+ ID ceccun — naeHTudmkaTop ceccum.
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3.15.1.6.3 Tlepuog xpaHeHus

CO,EI,ep)KI/IT 3J/IEMEHTHI HaCTpOVIKM nepnogoB XpaHeHUA XypHaia 6e30nacHoCTU 1 NcTopunn AGMCTBMVI
nonb3oBaresii.

Cucrema 2 XypHan 6e3onacHocTn XXypHan aeicTeui nonb3oBarenei Mepwvoa xpaHeHus

[ocTtyn
Mepuop xpaHeHUs UCTOPUM XKypHana 6e3onacHocTU Mepuop xpaHeHUss UICTOPUM feiCTBUIA NoNib3oBaTeNs
MonbsosaTenu 1 ponn Tepuon xparerus, A * Mepvoa xparenwsi, ann *

90 60

ABTOpU3aLmna
PesepBHoe KonupoBaHne
NnueHsnsa
XXypHanupoBaHue
MOHUTOPUHI

MapameTpbl

MpaBuna reHepaunm cobbITUI

lMpaBuna reHepaLyumn Npobnem

MIB

YBegomneHus

JIMLeH3UM Ha ycTpoicTea

BuoxeT "Tleprog XpaHeHnss ICTopun xxypHana 6e3onacHocTn':

+ lepuog XpaHeHus, AHW — napameTp, ONpeaensoLLIMA BpeEMS XpaHEHMS! UCTOPUN XypHasia 6e30MacHOCTM

(ot 1 no 3650 agHelt);
+ KHornka "CoxpaHuTb" — KHOMKa A/19 NPUMEHEHUSA HACTPOEK nepuoga XpaHeHus;
+ KHorka "CbpocuTtb" — KHOMKa AN copoca 3HaueHui 4o npeablayLero COXpaHEHHOro COCTOSHUSA.

Buoxet "Teprog XxpaHeHnss ctopumn gencteuii nonb3osarens'

+ MNepuopa xpaHeHus, AHW — NapamMmeTp, ONpeaensoLwmii BpeMs XpaHeHUs UCTOpUn AeCTBUN

nons3oBatens (ot 1 go 3650 aHe);
+ KHornka "CoxpaHuTb" — KHOMKa A/19 NPUMEHEHUSA HAaCTPOeK nepuoga XpaHeHus;
+ KHorka "CépocuTtb" — KHOMNKa AN copoca 3HaueHui 4o npeablayLero COXpaHEHHOro COCTOSHUSA.
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3.15.2 MoHUTOPUHT

3.15.2.1 Tlapamempsl

Pa3snen npegHasHaveH /15 HaCTPOMKM MOHUTOPMHIA CUCTEMBbI: MPOBEPKN CTaTyCOB AOCTYNHOCTWN YCTPOWUCTB NO
npotokonam ICMP, SNMP 1 SSH, HacTpoliku nHTepBana coopa MeTPUK, 0OHAPYXEHUST U XPAHEHUS CYLLHOCTENA,
HaCTPOVKN Nepuofa XpaHeHUsi CUCTEMHbIX YBEAOMIEHWIA, a Takke MeTpUK/Tpanos/3aaay/cobbiTnit/npobiem
YCTPOWCTB, HACTPOKN NHTepBasia noyyeHus KoHdurypaumm n NO yCcTponCTB.

3.15.2.1.1 MOHUTOPUHT YCTPONCTB

Cuctema ~ MOHUTOPUHT YCTPOMCTB Mepuopabl xpaHeHUs CKaHWUpoBaHue ceTH MapameTpbl 3apay
JHoctyn Tun yetpolicTsa
ESR v

MonbsosaTenu 1 ponu

ABTOopUu3saLmsa

CTaTycbl OCTYNHOCTHN WNHTepBasbl o6Hapy>keHus U xpaHeHuss SNMP-cyLHocTei
PesepeHoe KonMpoBakie WnTepean onpoca, cex TaiimayT 3anpocos, Mc* KonW4ecTBo NOBTOpHLIX NOMLITOK* WiTepBan obHapyxenus, cek* MiTepBan XpaHeHus YTepAHHBIX CYLIHOCTeH, cek*
@@ cvp 10 500 0 @ vnrepdeiicsl 300 1200 o
Jnuexsns
Wrepsan opoca, cex* Talivayr sanpocos, Mc* Konuiecrso nosTopHuix norbr oK+ Untepsan obapyesn, cex* MiTepBan XpaHeH A yTEpRHHbIX CYLLHOGTE, Cerct
KypHanMpoBaHHe @@ s\vp 10 500 0 @@ cru 300 1200 (2]
MoHuTOpUHI ~ WuTepean onpoca, cek* TaiimayT 3anpocos, Mc* KonW4ecTBO NOBTOPHLIX NOMLITOK* WiTepaan oBHapywenus, cek* MHTepBan XpaHeHus YTepAHHbIX CYLIHOCTeM, cek*
@@ ssH 3600 10000 0 @ sLA TecTel 300 1200 o
MapameTpbl
MpaBuna reHepaLyuu cobbITUi
Mpasuna reHepauyuu npo6iem
MapameTpbl SNMP gns onpoca MeTpUK U 06HapyXeHUs CyLLHOCTel WHTepBanbl onpoca SNMP-meTpuk
MIB o
alivayT 3anpocos, Mc* Witepsan onpoca, cex
SNMP TaiimayT 2000 @ Vutepdeiicel 30
YBenomnenus
SNMP GET 64 @ Wiepean onpoca, cex*
Jnuensum Ha yeTpoiicTea @@ cru 15
SNMP WALK GETBULK -@ 2
Witepsan onpoca, cex
Pasmep sanpoca* @ RAM / ROM 15
64 o
Konuiecrso sanpocos o cexyay® Witepsan onpoca, cex*
0 (] @ SLATectsl 15

WhTepean onpoca, cex

@ VusenTaphas uipopmaums 3600

Bo Bknaake A0CTYMHbI cneayowme 3/1eMeHTbl:

Tun yCTPOMCTB — CMMUCOK TUMNOB YCTPOWCTB, /1 KOTOPbIX ONpeaensoTca napaMmeTphbl, pacnosioXeHHble Ha
BUKETaX AAaHHOW CTpaHmubl. OT 3HaYeHnss napameTpa "Tun yCTPOUCTB" 3aBUCUT CMUCOK CYLLLHOCTEN N METPUK,
KOTOpble cucTeMa MOXET 06HapYXWTb 1 onpaluvBaTh C YCTPOCTBA AAHHOIO TUNa, a Takke 3HaYeHus
napameTpoB Onpoca: UHTepBasibl 0GHAPYXEHNS, XPaHEHNS U ONpoca, TaliMayTbl, pa3Mepbl 3anpocos,
KO/IMYECTBO NMOBTOPHbIX NOMbLITOK, TUMbI U NapameTpbl nog3anpocos SNMP WALK.

© [115 pasHbIX TMNOB yCTPOIiCTB HAGOP 1 3HAYEHNA NAapaMeTPOB MOHUTOPUHIA OT/IMUYAIOTCA.
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CTaTychbl JOCTYNHOCTH

WHTepBan onpoca, cek* TaiimayT 3anpocos, Mc* Konn4ecTBo NOBTOPHbIX MOMbLITOK*

@® cvp 10 500 0

WuTepBan onpoca, cek* TaiimayT 3anpocoB, Mc* Konn4ecTBo NOBTOPHbIX MOMbLITOK*
@ s\vpP 10 500 0

WHTepBan onpoca, cek* TaiimayT 3anpocoB, Mc* Konn4ecTBo NOBTOPHbIX MOMbITOK*
@ ssH 3600 10000 0

Bumxet "CTarycbl 4OCTYNHOCTM" COAEPXMUT crieaytowme nons:

+ lMepekntoyarens A1 BKIYEHMS/BbIK/IIOYEHNST OMpPOca CTaTyCoB AOCTYMHOCTU YCTPOWCTB MO
KOHKpeTHoMy npoTokosy (ICMP, SNMP, SSH);

+ ICMP, SNMP, SSH — HanmeHOBaHVe NpoToKo/a, N0 KOTOPOMY CUCTEMA onpallvBaeT yCTPONCTBO U
[lenaeT BbIBOA O ero JOCTYNHOCTY;

* WIHTepBan onpoca, cek — napameTp, onpeaensowmii 4HacToTy BbINO/IHEHMS OnNpoca YCTPONCTB No
NpPOTOKONY;

+ TalimayT 3anpocoB, MC — BpeMs Ha BbINOJ/IHEHME Onpoca YCTPOMNCTBa N0 NPOTOKOANY;

+ KonnyecTtBo NOBTOPHbIX MOMbITOK — NapameTp, OnpeaenstoLwmii YAC/10 NOBTOPHbIX NOMbITOK onpoca no
NpOTOKONY;

+ KHonka "CoxpaHuTb" — KHOMKa /19 MPUMEHEHUSI HACTPOEK onpeaesieHns cTaTycoB YCTPOWCTB;

+ KHonka "Cépocutb"’ — KHoMKa Ans cobpoca 3HavyeHui 40 npeablayLero COXpaHEHHOIO COCTOAHMS.

MapameTpbl SNMP ans onpoca MeTpuyK U 06HapyXeHHUs CyLLHOCTeM

AMaYT 3aNPOCOR, MC

SNMP TanmayT 2000

SNMP GET 64 o 2

WN NA3aNPocos * KONMUECTBO MOBTOPHBIX MOMbI
SNMP WALK GETBULK -9 2

Pasmep aanpoca *

64 (2]

KonMuecTeo 3anpocos B cexyHay *

0 (2]

[V

BumxeT "MapameTpbl SNMP a5 onpoca METPUK 1 0GHaPYXEHWS CYLLIHOCTE" COAEPXUT creayoLye nons:

+ SNMP TanimayT
+ TalrimayT 3anpocoB, MC — BPeEMS OXMAaHMsA OTBETA YCTPONCTBA Ha OTNPaB/IEHHbIA CUCTEMOWA
SNMP-3anpoc (SNMP GET, SNMP WALK);
* SNMP GET
+ Pa3mep 3anpoca — makcumasnbHoe Konnyectso OID, 3anpaluvBaembIx C yCTpOMCTBa
eVUHOBPEMEHHO. VICNo/ib30BaHNe CNINLLIKOM Masioro 3Ha4eHUsi MOXET HeraTMBHO CKa3aTbCs Ha
NPOV3BOANTENIbHOCTM MOHUTOPUWHIA, NOCKOSIbKY cucTeMa ByZeT BbIHYXAeHa oTrnpasisaTb 60/blioe
konmyectBo SNMP-3anpocos. Vicnosib3oBaHne CANLLKOM 60NbLIOTO 3Ha4YeHUs, B CBOKO ovepep,
MOXET NPUBECTM K TOMY, UTO HEKOTOPbIE YCTPOCTBA HE CMOTYT OTAaBaTtb AaHHbIE B
3anpoLleHHOM o6beme;
+ KonmyecTBo NOBTOPHbIX MOMbITOK — NapameTp, onpeaensitoLmnii YAC/I0 NOBTOPHbIX MOMbITOK
3anpoca OID c yctpoiictBa nocpeactsom SNMP GET;
+ SNMP WALK
+ Tvn noAa3anpocoB — TUM NoA3anpocoB, MOXeT NpuHUMaTth 3HadeHns: GETNEXT n GETBULK.
VMcnonb3oBaHue 3anpocos GETBULK no3BonsieT yckopuTb 06HapyXeHne 06beKTOB, HO MOXET
HeraTMBHO CKa3bIBaTbCA Ha paboToCnOCOOHOCTM CamMoro yCTponcTBa 1 NPUBOLAUTL K BbICOKOW
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Harpy3ke Ha CPU ycTpoiictsa. cnonb3oBaHue 3anpocos GETNEXT Bcerga obecneuvsaet
cTabubHOEe NoslyyeHne AaHHbIX C YCTPONCTBA, HO MOXET HEraTMBHO CKa3blBaTbCA HA CKOPOCTH
06Hapy>eHunss 06bekToB. NMpun Bbi6ope GETBULK ans pegaktnposaHva AOCTYMHbI NapamMeTpb:

+ Pasmep 3anpoca — konnyectso OID, 3anpatumaemMbix 3a ognH GETBULK-3anpoc.
cnonb3oBaHve CANLWLKOM 60/1bLIOTO 3HAYEHNUA MOXET NPUBOAMUTL K BbICOKOMY
notpe6nexHmnio CPU Ha yCTpOICTBe, a Takke K TOMY, YTO HEKOTOpPbIE YCTPOWCTBA HE CMOTYT
oTAaBartb AaHHble B 3anpoLleHHOM 06beme;

+ KonmyecTBo 3anpocoB B CEKYHAY — napameTp orpaHuymsaeT kosmyectso GETBULK-
3anpocoB, OTnpaBNsAeMbIX CMCTEMON. MN03BONSET YMEHbLUNTL Harpy3ky Ha CPU ycTpoicTBa;

+ KonuyecTso NOBTOPHbIX MOMbITOK — NapameTp, ONpeAenstowmii YACI0 NOBTOPHbIX NOMbITOK
3anpoca OID c yctpoiictBa nocpeactsom SNMP WALK;
+ KHonka "CoxpaHuTb" — KHOMKa A/19 npumeHeHns Hactpoek SNMP-napameTpos;
+ KHonka "Cépocutb" — KHoMKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMS.

WHTepBanbl 06Hapy)xeHus un xpaHeHnuss SNMP-cyujHocTel

ViHTepBan oGHapyxeHus, cek* WNHTepBan XpaHeHs yTepsiHHbIX CYLIHOCTeN, Cek*

@ Vurepbeiicsi 300 1200

VHTepBan o6HapyxeHus, cex* WHTepBan xpaHeHns yTepsHHbIX CyLIHOCTel, cek*
@@ cru 300 1200

VHTepBan o6HapyxeHus, cek* WHTepBan xpaHeHns yTepsHHbIX CyLIHOCTel, cek*
@ sLA TecTbi 300 1200

Buoxet "IHTepBasibl 06HapyxeHns n xpaHeHnss SNMP-cyLHocTelr":

© Ha6op SNMP-cywHoCTel yeTpoiicTBa, KOTOPbI CUCTEMA YNPaBEHUS MOXET 0GHapPYXM1BATb, 3aBUCUT
OT TMna ycTpoicTBa.

+ MNepekntoyaresnb AN BKIOYEHUS/BbIK/TOYeHNs 06HapyxxeHnss SNMP-CcyLLHOCTH, COOTBETCTBYIOLLEN emy;

* VIHTepBan o6HapyXXeHus, cek — napameTp, onpeaensowmnin 4actoTy BbinosHeHus onpoca SNMP-
CYLLHOCTM YCTPOWCTBA C LiefIblo ee 06HapyXeHus;

* VIHTepBan XxpaHeHus yTepsAHHbIX CYLLHOCTEN, cek — nHTepBan xpaHeHns SNMP-cyujHoCcTeln yCTPOCTBa,
KOTOpble cucTemMa He cMoria 06HapyXuTb NpyY o4epesHOM onpoce YCTPOMCTBa.

+ KHorka "CoxpaHuTb" — KHOMKa A/15 NPUMEHEHUSA HACTPOEK NHTEPBA/IOB O6HAPYXXEHNSI U XpaHEeHUs
SNMP-cywHocTel;

+ KHorka "CépocuTtb" — KHOMNKa A1 copoca 3HaueHui 4o npeablayLero COXpaHEHHOro COCTOSHUSA.
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MHTepBanbl onpoca SNMP-MeTpuk

WHTepBan onpoca, cek*

Q WUHTepodeiichbl 30

WHTepBan onpoca, cek*

@@ cru 15

VkTepsan onpoca, cek*

@ RAM / ROM 15

VkTepsan onpoca, cek*

Q SLA TecTbl 15

VkTepsan onpoca, cek*

Q WHBeHTapHas uHpopmMaums 3600

WkTepsan onpoca, cek*

@® LLDP-cocean 3600

Buaxet "UHtepsanbl onpoca SNMP-meTpuk':

© Ha6op SNMP-meTpuk ycTpoiicTBa, KOTOpble cUCTEMa YNPaB/EHNS MOXET NeproaNyecky onpallmnBaTh,
3aBUCUT OT Tuna ycTpoicTea.

+ Mepekntoyarens ANsA BKAKYEHUS/BbIKNIOYEHUSA onpoca cooTBeTcTBytowein SNMP-MeTprkn yCTPOCTBa;

* WHTepBan onpoca, cexk — napameTp, onpeaensoLmii 4acToTy BbinosiHeHNss onpoca SNMP-meTpurk
YCTPOWCTBa;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 TPUMEHEHNSI HACTPOeK MHTepBasioB onpoca SNMP-meTpuk;

+ KHonka "Cépocutb" — KHOMKa A1s copoca 3HavyeHui 40 npeblayLero COXpaHEHHOIO COCTOAHMS.

3.15.2.1.2 Tlepvioabl XpaHeHus

Cuctema ~ MOHUTOPMHT yCTPOWCTB Mepuoabl XpaHeHHst C cetn MapameTpsl 3apay
[Hoctyn
Mepuoa xpaHeHUs MeTpUK lMepuop XxpaHeHUsi CUCTEMHBIX COBbITUI
Monb3soBatenu u ponu Tepuoa XpaHeHHs, AHI* TMepuop xpakenis, ann*
WcTtopus @ 14 90
AgTopusauus

Tlepron xpaerns, Ain*
TpeHabl (MHTepBan 15 MUHYT) @ 30
PESGPBHOE KonupoBaHue

Tlepuon xpanerns, An*

Tpengp! (MHTepBan 1 yac) @ . -
Tuuensus P {fanrep ) 35 Mepunop xpaHeHUs wireless coBbITHi
Mlepop xpatienHs, AHi*
XypHanupoBaHue 30
MoHUTOpUHT ol
Mepuop, xpaHeHUs Tpanoe
Mapametpbi Nepiop xpanenus, Aun*
7 Mepuop xpaHeHUs npo6ieMm
MpaBuna reHepavyum cobbITit Mepnon xpakenns, aHin*
90
MpaBuna reHepauumn npo6nem
MIB Mepuop, xpaHeHUs noros
MepHon xpaneHu, Aun*
o0 Mepuop xpaHeHUs1 yBeJOMNEHUI

YBegomnexus
Mepon xpaenus, AHu*
. 90
Tuuyensum Ha ycTpoiicTea

BuoxeT "Teprog xpaHeHnss MeTpUkK" onpeaensier, Kak 40/ro METPUKN YCTPONCTB ByayT XpaHUTbCA B 6ase
AaHHbIX ECCM, n cogepxut crefytoLine sanieMeHTbl:

* VcTopusa — xpaHuUT BCce cobupaeMble CUCTEMO METPUKM.
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* Bpems xpaHeHus, AHN — BpeMs XpaHeHUss UCTopuKn. 3HavyeHns napameTtpa He AO/HKHO 6bITb
C/IMLLKOM 60/1bLLNM, MOCKO/bKY A1 XpaHEHUS UCTOPUM UCMNO/b3YeTCs 60/1bLLON 06beM
XpaHnnmwa,

* TpeHapbl (MHTepBan 15 MUHYT) — TPEHS XPaHWUT 3HAYEHMS1 COBMPaEMbIX CUCTEMO METPUK,
arpermpoBaHHbIX Ha 15-MUHYTHbIX NHTEpBasax;

* Bpems xpaHeHus, AHN — BpPeMS XpaHeHus TpeHaa,

* TpeHp (MHTepBan 1 Yac) — TPEHA XPaHUT 3HAYEHNS COBUPAEMbIX CUCTEMOI METPYK, arpermpoBaHHbIX Ha
1-4acoBbIX MHTepBasiax;

* Bpems xpaHeHus, AHN — BpeMs XpaHeHus TpeHaa,

+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUSI HACTPOEK Nepuoga XpaHeHUss METPUK YCTPOMCTB;
+ KHonka "Cépocutb" — KHomMkKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMS.

BuoxeT "Teprog XxpaHeHns TpanoB" COAEPXUT Cneaytowme 3/IeMeHTbI:

* MNepvog xpaHeHus, oHn — BpemMs xpaHeHuss SNMP-TpanoB B cucteme;
+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUSA HOBOTO 3HAYEHUS Nepruoga XpaHeHus Tparnos;
+ KHonka "Cépocutb" — KHomMKa A4ns cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMS.

BuoxeT "TNeprog XpaHeHns N0ros" COAEPXNUT CNneaytoLime af1EMEHTbI:

+ [Nepuog XxpaHeHus, AHW — BPEMS XpaHEeHUs J1I0r0B, MOTyYEHHbIX OT YCTPOWNCTB, B CUCTEME;
+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUSI HOBOTO 3HAYEHUS Neproaa XpaHeH s N0ros.;
+ KHonka "Cépocutb" — KHoMKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMS.

~n

BuakeT "Mepuof XpaHeHUs1 CUCTEMHbIX COObITUIA" COAEPXUT CrieaytoLLe 3NIEMEHTbI:

* [epuog xpaHeHus, AHW — BPeMS XpaHeHUs MHhopMaumy 0 CO6bITUSAX, CreHEPUPOBaHHbIX CUCTEMOI B
COOTBETCTBMM C NpaBuIaMu reHepaummn cobbITuii, ocHoBaHHbIX Ha SNMP-Tpanax, norax, wireless-
cobbITusix (anst WLC), MeTprkax yCTPOCTB UM CUCTEMHBIX 3a4ay;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUSA HOBOTO 3HAYEHUS Nepruoga XpaHeHnsi CUCTEMHbIX
COObITUIA;

+ KHonka "Cépocutb" — KHoMKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMS.

(V]

BuoxeT "TMeprog xpaHeHns wireless cobbITUN" cogepXuT cnegyroLme anemMeHThbi:

*+ MNepuopa xpaHeHus, AHM — BPEMSI XpaHeHUst Hhopmaumm o wireless-cobbITUsAX, CreHepMPOBaHHbIX
CUCTEMOIi Ha OCHOBE J10T0B, NO/Ty4YEeHHbIX OT ycTpolicte WLC;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 NPYMEHEHNSA HOBOTO 3HAYEHNS nepuoaa XxpaHeHus wireless-
COObITUIA;

+ KHonka "CbpocuTtb" — KHOMNKa Ansa copoca 3HayeHuin Ao npeablayLero COXpaHEHHOro COCTOSTHUSA.

BuoxeT "MNeprog XxpaHeHnss npobaem” cogepXxnt cneayrowme anemMeHThbl:

+ [epuvog xpaHeHus, AHW — BPeMs XpaHeHUs nHhopmaumy o npobaemax, 3aperncTpupoBaHHbIX
CUCTEMOI;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUS HOBOTO 3HAYEHUs Neproga XpaHeHus npobnewm;

+ KHonka "Cépocutb" — KHomMKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMS.

(V]

Bumpket "Mepurog, XpaHeHns1 yBeOMMIEHWNIA" COAEPXKUT CNeayoLLME 3/TEMEHTbI:

+ [epvog xpaHeHus, AHWU — BPeMS XpaHeHUs MHpopMaum O CUCTEMHbIX YBEAOMEHUAX;
+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUS HOBOTO 3HAYEHUs Neproga XpaHeHus yBegoMIEHWA;
+ KHonka "Cépocutb" — KHomMKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMS.
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3.15.2.1.3 CkaHupoBaHue ceTu

CuctemMa A MoHUTOpWHT yCTpoiicTB Mepuoabl xpaHeHus CkaHupoBaHuWe ceTu MapameTpsb! 3agay
Loctyn
OrpaHu4yeH1e CKOPOCTU CKaHUPOBaHUA CeTH
Monbsosarenw n ponu KonuuecTeo oTnpasnseMbix cnctemoit SNMP-3anpocoB npu cKaHUpoBaHUM CeTU B NpoLiecce 06HapyXeHUA yCTPOHCTE
KONnyecTBo 3aNpoCoB B CeKYHAY*
ABTOpU3aLMA 100

PesepBHOe KonMpoBaHWe

JlnueHsuna

>KypHanupoeaHue

MoOHUTOpPUHT &

MapameTpsbl

MpaBwna reHepayun cobbITUA

NpaBwna reHepauum npobnem

MIB

YBegomieHusa

JnueHsnn Ha ycTponcTBa

BumxeT "OrpaHuyeHne CKOpoCT CKaHMPOBAaHNS CETU" COAEPXKMUT cneaytoLue a/IeMeHTbI:

+ KonnuecTBo 3anpocoB B CEKYHAY — KOMIMUYECTBO OTNpaBsieMbIx cuctemoii SNMP-3anpocoB npu
CKaHMPOBaHNM CETU B NPOLECCe 06HAPYXEHUS YCTPOIACTB;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 NPUMEHEHUS1 HOBOTO 3HAYEHNS! KONMYecTBa 3anpocos;

+ KHonka "C6pocuTb" — KHOMKa A7 copoca 3HauYeHNi 10 Npe/iblayLero COXpaHEHHOTO COCTOSIHYS.
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3.15.2.1.4 MapameTpbl 3aga4

Cuctema ] MOHUTOPUHT YCTPONCTB Mepuopbl XpaHeHus CKaHUpOBaHue ceTn MapameTpbl 3agay

[JocTtyn
WHTepBan nonyyeHus KoHdurypauum ycTpoiictea Mepuop xpaHeHUs 3apay

Mepuop b mn o e Te/IbCKUX 3ajavax

Monbsosatenu n ponu WHTepBan sanycka 3agaun «Monyuntb KoHGUrypaumio»
Mepyon xpaHeHus, AHI*

30

VnTepsan, cex*

3600

AsTopusauus

PESEPBHOG KonupoBaHue

JNnuueHsusa
WHTepBan nony4yenus MO ycTponcTBa

JXypHanupoBaHue WHTepBan sanycka safauv «Monyuntb MO»

VnTepaan, cex*

MOHUTOPUHI 8600

MapameTpbl
MpaBuna reHepaLumn cobbiTui
lMpaBuna reHepaLuu Npo6iem

MIB

YBefoMneHus

JnLeHsnn Ha ycTponcTaa

BumxeT "VIHTepBas No/lyuYeHnst KOHPUTrypaLImi yCTPOMCTBA" COAEPXUT CNEAYIOLLME 3IEMEHTbI:

 WHTepBan, cek — napameTp, onpeaenstoLLmnii 4yacToTy 3anycka 3afaun Ha nosyyeHne KoHpurypawmm c

ycTpoiicta ("MonyunTb KoHUrypaumo");
*+ KHonka "CoxpaHuTtb" — KHOMKa A/1s1 NPYMEHEHNst HaCTPOEeK MHTepBasia NoslyYyeHnss KOHUrypauuu;

+ KHonka "C6pocuTb" — KHOMKa A7 copoca 3HaUYeHNin 10 NPe/iblAyLLEero COXpaHEHHOTO COCTOSIHYS.

BumxeT "ViHTepBan nonyyexus MO ycTpoiicTBa" COAEPXUT CrEAYOLINE SNIEMEHTbI:

 WHTepBan, cek — napameTp, onpeaensioLLmnii YyacToTy 3anycka 3afaun Ha nosyyexue MO ycTpoiicTea

("Monyunts MO");
+ KHonka "CoxpaHuTb" — KHOMKa A/1s1 NPUMEHEHUst HACTPoeK NHTepBana nonyyeHus Mo;

+ KHonka "CépocuTb" — KHOMKa A/1s1 cbpoca 3Ha4eHWin 10 NpeablayLero COXpaHEHHOIO COCTOSHMS.
BumxeT "Teproa xpaHeHns 3aga4y” CoaepXuT cneayouime a1eMeHTbl:

* Mepuof XpaHeHUs, HN — BPEMS XPaHeHMs1 MHCDOPMAaLMM O BbIMO/IHEHHbIX NO/b30BATENLCKMX 3a4a4ax;
+ KHonka "CoxpaHuTb" — KHOMKa A/15 NPUMEHEHUst HOBOTO 3HAYEHUS Nepuoa XpaHeHus 3aaay;
+ KHonka "C6pocuTb" — KHOMKa [/ copoca 3HaUYeHN 10 NPe/iblAyLLEro COXPaHEHHOTO COCTOSIHUS.
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3.15.2.2 Tlpasuna ceHepayuu cobbimuli

Pazfnen npegHasHayeH 18 ynpas/ieHus npasuiaMy reHepaumm coobblTuid. Mpasuia reHepauumn cobbITui
npegHasHayeHbl 415 co34aHnsa cobbITuiA B cuctemMe. B KayecTBe NCTOYHUKOB AaHHbIX /19 perncrpaumm
co6bITuiA ncnonbaytorcst SNMP-Tpanbl, noru, wireless-co6biTua (Tonbko ans WLC), SNMP-MeTpukn yCTPOCTB 1
3aia4u, BbINoSIHSAEMble Haf ycTpoicTBaMu. Mpasuna npeactaBasoT CoO60i rpynnbl YC/10BUA, 06beAMHAEMbIX C
NMOMOLLbI0 Nnornyeckux onepatopos "U" nnn "NNIN". Kaxgoe otaenbHOe yCnoBue, B CBOK ovepesb, COCTOUT U3
3/1eMeHTa [laHHbIX, ornepartopa cpaBHeHWs 1 NOPOroBoro 3HayeHus. B cnyyae nonyyeHus tpana unm nora
cucTema NpoBOAUT NPOBEPKY COOTBETCTBUA MMEILLMMCS NpaBuiaM: ec/iv 06HapyXeHo, 4to Tparn/nor
COOTBETCTBYET NpaBusy, cuctema co3gaet cobbiTue B XypHasie "CobbITna" — "CuctemHble”. AHa/IOMMYHbIM
o6pa3om paboTaeT 06HapyXeHre cobbITUIN N0 MeTpPUKam, wireless-cobbITusAM 1 3aa4am, C TeM OTINYMEM, YTO
METPVMKM COBUpatoTCA HEMOCPeACTBEHHO CUCTEMOIA, Wireless-cobbITusi cucteMa co3gaet cama (Ha ocHoBe
NOroB, NoslyyYeHHbIX oT ycTpoiicTe WLC), a 3agaun — co3aarTca B cucteme.

Cuctema & = O &t + Cosgams Q o
floctyn
D =
Monb3osateny u ponn
D Hassaunen paeuna 4 Baxcocrs Verounmn Ranix Tun yerporicraa Bripaxene Bicnio: O6nacran —
AeTopusaums ©
(m] 80 SMG aoctynen no SNMP Mpeaynpexaerme Metpuka sMG "Metric: availability.status.current[snmp] == 2 AND €3 @i ecem
PesepeHoe KonupoBakie
O 57 SMG goctyneH no ICMP Mpenynpexaenne MeTpuka SMG ‘Metric: availability.status.currentficmp]' == 2 AND L) eccm
Nnuensun
(m} 105 MES5448/7048 HepocTyneH no SSH Tpesora Merpuka MES5448/7048 "Metric: availability.status.previouslsshl == 2 AND €2 @i ecem
XKypHanuposanve
(m} 87  MES5448/7048 HepocTynex no SNMP Tpesora Merpuka MES5448/7048 "Metric: availabilty.status. previous[snmp] == 2 AND €@ @i ecem
MoHuTopuHr ~
(m} 82 MES5448/7048 HepocTynes no ICMP Asapusi Merpuka MES5448/7048 "Metric: availability.status.previouslicmp] == 2 AND € @i ecem
MapameTpe!
(m} 108 MES5448/7048 nocTynen no SSH Mpeaynpexaerme Metpuka MES5448/7048 "Metric: availability.status.current(ssh] == 2 AND - ecem
MpaByna resepaLm cobbITUit
(m} 33 MES5448/7048 ocTynen no SNMP Mpeaynpexaerme Metpuka MES5448/7048 "Metric: availability.status.current[snmp] == 2 AND €3 @i ecem
Mpasyna revepauyy npo6nem
(m} 95  MES5448/7048 pocrynen no ICMP Mpeaynpexaerme Metpuka MES5448/7048 Metric: availability.status.currentlicmp] ==2 AND €2 @i ecem
miB
(m} 93 MES23xx/33xx/35xx/36xx/53xx/5400 HepocTynen no SSH  Tpesora Merpuka MES23x4/33x/35%0 ‘Metric: availability.statu ==2aN0 & @ ecem
Yeegomnenus
(m} 98 MES23xx/33xx/35xx/36xx/53xx/5400 HepocTynet no SNMP  Tpesora Merpuka MES2310/33xx/35 %0/ "Metric: avalability.statu == 2AND € @9 ecom
TMueH3uY Ha ycTpoiicTea
3nemenTos Ha cTpakuue 10 - 161-170 43 204 K < > I

Bo Bknaake AOCTYMNHbI ceaytowmne 3N1eMeHTbl ynpaBieHus:

1. KHONkn counbTpaumm, 06HOBIEHUS, HACTPONKM O0TOBpaxXaeMbIX KOSTIOHOK U akcnopTta Tabnmubl B CSV-
thanin;

KHonka co3gaHus npasuia reHepawmm cobbITuig;

KHOMNKM BK/TOYEHWSA/BbIKNIOYEHWSA NpaBu/ia reHepawlmmn coobITuij;

KHonka yganeHus npasun reHepauum cobbITUiA;

Mone novcka no npasunam reHepauuy cobbITUi;

KHonka A/19 OTKPbITUA KPpaTKoro pyKOBOZACTBA MO MOUCKY;,

MpeayctaHoBNeHHbIe UILTPLI TabnuLbl;

Tabnuua npasun reHepaunn coobITUiA.

NGk wN

Tabnuua cocTouT 13 crieayrLmnx nonei:

+ ID — Homep npaBuna reHepauny CoobITWUA;

* HasBaHue npaBuna — Ha3BaHWe npasuia reHepauny coobITUiA;

*+ BaXHOCTb — ypoBEHb BAXHOCTU (severity) cobbITUS;

* VICTOUYHMK AaHHbIX — AaHHble, KOTopble ByayT UCMONb30BaHbl /19 reHepauuy cobbITUA: Tpan uav sioruy,
Nnosly4YeHHble OT YCTPONCTBA, METPUKN YCTPONCTBA, 3a4a4u;

+ Twn ycTpoiicTBa — TUN YCTPOWCTBA, A4/19 KOTOPOro co34aHo npasusio reHepauum coobITui;

* BblpaxeHune — kpartkas 3anucb YC/10BUWiA, N0 KOTOPbIM ByAyT NPOBEPATLCA 3/1EMEHTbI AAaHHbIX B JaHHOM
npaswne;

© B «onoHKe "BbipaxeHie" oTo6paxeHo TONbLKO nepsoe rpynnoBoe yc/ioBre npasuna. UTtobbl
NMPOCMOTPETb BCE BblPAXKEHWNE, KNIMKHUTE HA UKOHKY
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* BkoyeHo — nepeknovaTesib BKIYEHMS/BbIK/IOUYEHMSA NpaBuia reHepauun cobbITui;
+ O6nactb NPUMEHEHMA — TPYNMbl/yCTPONCTBA, AJ/151 KOTOPbIX MPUMEHSAETCSA NPaBU/Io reHepaymn coobITUIA.
[nsa co3gaHna npaBuna reHepaunumn cobbITuii HaxXMuTe KHoMKy "Co3aatb”.

[nsa pegakTnpoBaHns CyLLLECTBYHOLLErNO Npasuia reHepauun cobbITUA HaXXMUTE Ha CTPOKY Tabnuubl €
npaBuIOM /IEBOW KHOMKOM MbILLIW.

[ns BKIOYEHNS UMK BbIKTKOYEHWS TPynnbl NpaBuna reHepauuy cobbiTuii BblgenuTe npasuna B Tabnuue un
HaXXMUTE KHOMKY "BKAUnTL" M "BbIKNIOUNTL" COOTBETCTBEHHO.

[ns ypaneHusa o4HOro UM HeCKO/IbKMX NPaBus BbiAeNUTe COOTBETCTBYHOLLME NpaBuia ¢ NOMOLLbIO (h1aroB u
HaXXMUTe KHOMKY "Yaanutb".
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CospgaHue npasuia reHepauum coobITuii

[nsi co3gaHnsa HOBOTO NpaBuia reHepauuy cobbITUiA HAXXMUTE KHoMKy "Co3aaThk”. MoaTanHo 3anosiHuTe Bce
pasgensl hopmbl "Co3gatb NpaBu/io reHepaymmn cobbiTuid". Mo mepe 3anofiHeHMa 06s13aTesbHbIX Nonen 6yayT
OTKPbIBATbCS HOBbIE Pa3aernbl.

Co3paTb NpaBuno reHepaumm cobbiTui © MpeasaputensHsii npocmoTp

* OnucaHue

KpHMTWYECKOS COCTOAHME BeHTUNATOpa ESR KpuTuueckos ~ @i BrnouTs npasuno

TN BaHHbIX

ThmyeposcTEa" T A Snasr g
ESR ~  Tpan ~  ciscoEnvMonFanStatusChangeNotif @  Pearvposars wa nonyseune Tpana Ges yenoswi

*  06nacTb NpUMEHeHVsA

@ Mo ymonuanmio GyneT BEIGpaHa KOpHEBan rpynna
l1= DobaauTs rpynny + [Oobasuts ycTpoiicTEe
* ONMCaHue 3NeMEHTa JaHHbIX
A ciscoEnvMonFanStatusChangeNotif is sent if there is change in the state of a device being menitored by ciscoEnvMonFanState.
Hasaanme 3uauerme  Twn Onucanme
ciscoEnvMonFanStatusDescr CTpoka Textual description of the fan being instrumented. This description is a short textual label, suitable as a human-sensible identification for the rest of the information in the entry.

ciscoEnvMonFanState Lienoe uvcno The current state of the fan being instrumented

“ YcnoBuA reHepauMi cobbiTHi

bynnosoe yencane

~ + Robasmterpynny + Mobasue yenoswe

Snesent g Dy cpoaesma® POrOBoe asiarvelied
ciscoEnvMonFanState ~ PaeHo 1 ' YaanuTs yenoane

Ommernrs  [EERES

Paszgen "OnncaHne" cocTouT U3 31eMEHTOB:

*+ Mone "HasBaHue npasuna’;
* Mone "BaxXHoCTb";
+ Mepekntoyarensb BKNKYEHUS/BbIKNHOYEHNS NpaBuia.

Paszgen "Tvn gaHHbIX" COCTOUT N3 3/IEMEHTOB:

* Mone "Tun ycTpoiicTBa" — TN YCTPOIACTBA, 4151 KOTOPOro He06X0ANUMO reHepupoBaThb COObITUE Ha
OCHOBE C034aBaeMOro npaBsuna;

* Mone "Tun gaHHbIX" — AaHHbIE, KOTOpble ByAyT NCNOMb30BaHbI 4718 reHepauun cobbITUS: Tpan Uamn noruy,
Nosly4yeHHble OT YCTPOICTBA, METPUKM YCTPOICTBA, 3afa4n, wireless cobbITus;

* Mone "2neMeHT gaHHbIX" — 3/IEMEHT AaHHbIX A/19 reHepauun cobbITui;

+ lMepekntouatens "PearvpoBarh Ha nosyyeHve Tpana 6e3 ycnoBuii' — nepekstoyaresb AOCTYMNeH, eCnu B
none "Tun gaHHbIX" ObIS1I0 YKa3aHo 3HavyeHue "Tpan'. Ecnv nepekntoyarenb B COCTOAHMUM "BKIKOYEHO",
CO0bITVE ByAEeT reHepupoBaTbLCS NPV NOMyYEeHMM Tpana OT YCTPOCTBA; eC/IM B COCTOSIHMM "BbIK/IHOUYEHO"
— B C/ly4ae BbIMOMHEHNST YCNOBWIA, HACTPOEHHbIX B pa3aesne "YCcnoBusi reHepaumm coobITUiA".

+ Mepekntoyartens "PearnpoBaTtb Ha NonyyeHne wireless cobbiTusa 6e3 ycnoBuii' — nepeksntoyarens
[OCTYNeH, ecnv B none "Tun gaHHbIX" 6b1510 YkazaHo 3HavyeHue "Wireless cobbiTua". Ecnm
nepekntoyaTeslb HAXoANTCS B COCTOSIHUM "BK/IIOUYEHO", CUCTEMHOE COObLITE BYAEeT reHepupoBaTbCS Npw
perncrpaumm wireless-cobbITus; eCNn B COCTOSTHUM "BbIKNHOYEHO" — B C/lyyae BbINOMHEHWST YC0BWIA,

HACTPOEHHbIX B pasgene "YcnoBusi reHepauum coobITuiA".

;) [nsa cosgaHma npaBuna reHepaunmn cobbituii no SNMP-Tpanam ans yctpoiicte Tuna GENERIC
HeobxoAMMo A06aB/Tb COOTBETCTBYHOLWMI MIB-apxmB Ha cTpaHuue "Hactpoiikn” — "MoHuTopuHr" —
"MIB”.
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Paszgen "O6nactb NpUMEHEHMA" COCTOUT N3 3/IEMEHTOB:

KHonka "[o6aBuTb rpynny" — gobasneHune rpynmnbl yCTPONCTB, 47151 KOTOPOI 6yAeT co3gaHo npasBuio;
KHonka "[jo6aBnTb ycTpoicTBa" — fo6aBieHne yCTPonCcTBa, A1 KOTOPOoro 6yaet co3gaHo npasusio.

Mpwn He3anonHeHHOM pasgerne "O6nacTb NpMMeHeHNs" B Ka4yecTBe 06n1acTn NnpuMeHeHns byaet
aBTOMaTN4YeCKn ycTaHoB/eHa KopHeBas rpynna ECCM.

Pasgen "OnncaHne anemeHTa gaHHbIX" COAEPXUT MHPOPMALMIO O BbIGPAHHOM 3/IEMEHTE AaHHbIX.

Pasgen "Ycnosusi reHepaymm cOObITUIA" COCTOUT U3 3/IEMEHTOB:

Mepekntoyatens "MpynnoBoe ycnosme" — Ncnonb3yeTcsa AN yCTaHOBKM /I0TMYECKO onepaunm Mexay
YCNOBUSAMW WX Tpynnamm ycnoBuin. Hanprumep, npaBuio cpaboTaeT, ecniv BbinonHuTes "ycrosue-1 NN
ycnosue-2";

KHonka "[lo6aBuTb rpynny" — Ao6aBsieT Ha COOTBETCTBYHOLMIA YPOBEHb BIOXEHHOCTU MYCTYHO rpynmny
yCNoBUiA;

KHonka "[lo6aBuTb ycrioBme" — fobaBnsieT HOBOE YC/I0BME B COOTBETCTBYIOLLYIO Fpynny yC0BUIA;
Mone "2nemMeHT gaHHbIX" — NCMNOMb3YEeTCA A/19 Bbloopa aNemMeHTa AaHHbIX, M0 KOTopoMy 6yaeT
NPON3BOANTLCS CPABHEHWE B YCMIOBUMK;

Mone "®yHKUMA cpaBHEHMA" — MCNOMb3YeTCA AN BblOOpa onepawuy CpaBHEHNS 3HAUYEHUST 3/IEMEHTa
[laHHbIX C NOPOroBbIM 3HAYEHNEM;

Mone "MoporoBoe 3Ha4yeHne" — ncnonb3yeTcsa AN BBoAa 3HAYEHNS, C KOTOPbIM OyAEeT CpaBHNBATLCS
3HAYEHME 3NIEMEHTA AaHHbIX;

KHonka yganeHus ycnoBus;

KHonka yganeHus rpynnbl yC/10BUIA.

Pasgen "Ycnosusi reHepaummn cobbITuiA" ByaeT CKpbIT, eCNK BbiGpaH TN gaHHbIX "Tpan” nnn "Wireless
cobbITNS" 1 aKTMBMPOBaH Nepek/toyaresns "PearnpoBaTb Ha nosyvyeHne Tpana 6e3
ycnosuii"/"PearnpoBaTtb Ha nosyyeHne wireless cobbiTusa 6e3 ycnosuii'.

[ns npegsapuTenbHOro NPOCMOTPa co34aBaeMoro fnpasuia HaxxMuTe Ha KHOMKY "MpeaBapuTesbHbIi
NpPOCMOTP", pacrnonoXeHHy0 B NPaBOM BEPXHEM yry okHa "Co3gaTb NpaBu/Io reHepaumm cobbiTuin'.

MapameTpbl co3gaBaeMoro npasuna 6yayT oTobpaxeHbl B OkHe "lMpeaBapuTenbHblii npocMoTp”. Ans
3aKPbITUA OKHA HaXXMMUTE KHOMKY "3akpbITh".

MNpepBapuTenbHbIl NpocMOTp

HazeaHue Nnpaeuna KpUTHYECKOE COCTORHWE BEHTUNATOPS ESR
BamHocTs KpuTHYeCKOE

Brmoueno Na

Tun ycTpoicTEa ESR

TWN JaHHBIX Tpan

O6beRT WIEHTUDHKALMK ciscoEnvMonFanStatusChangeMNotif
Bripasenne ‘ciscoEnvMonFanState’ == 1

BribpaxHas rpynna eccm

JakpeiTe

Mo 3aBepLUeHUn 3ano/THeHNA BCceX 06a3aTtenbHbIX nosei popmel "Co3gatb NpaBuio reHepalmn coobITUiA"
HaXkmuTe KHomnky "Co3aatb"”, UTo6bl co34aTb NPaBWIO, UK KHOMKY "OTMEHUTL", 4TOObI COPOCUTL BCE HACTPOMNKM
N 3aKPbITb OKHO.
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3.15.2.3 Tlpasuna ceHepayuu npobsiem

Pasgen npegHasHayeH A5 ynpas/ieHvs npasnaamMm o6HapyxeHus npobnem B cetu. MexaHu3m 06HapyXeHust
npo6sem OCHOBaH Ha NoAcYeTe KOMYecTBa CoOObITUI, 3aperncTpUpoBaHHbIX 3a ONpeAe/ieHHbIE NPOMEXYTKN
BpeMeHu. MNpaBrna npeacTasisaT COO0W rpynnbl YCN0BUA, 06beUHAEMbIX C MOMOLLbIO JTOTMYECKNX
onepatopos "N" nnn "MNN". Kaxxgoe otaensHoe ycrioBue, B CBOK o4epefb, COCTOUT M3 yKazaHUs KOHKPETHOMO
CO6bITVA, ONeparopa CpaBHEHWS 1 MOPOroBOro 3Ha4eHNsi BOSHUKHOBEHUSI 3TOr0 CO6bITUSA. 1719 BCero npasuia
3a/aeTcs VHTepBasl BPEMEHM, B TEYEHME KOTOPOro NMPOUCXOAUT aHa/IM3 JaHHOW Npo6ieMbl.

~
Cucrema = O ° 1+ + Cospams Q 0
HocTyn
Biniouexo BeiknioueHo
Mons3osatent u ponu -
O e HassaHwe npasuna BaXHOCTL Onucanme BhipaeHie HopManaaums C”:K CPEN. By nioueHo
©
AsTopmsauusa
[0 56  esrdevicedown Asapus - ‘esr device down' >= 1 Her 5 a9
PesepBoe KonupoBative
[J 55  esrsessionopened Vdopmays - ‘esr ssh session opened >= 1 v 10 C ]
Tuuensua
O = 2%%2 perucTpaLm TosKH OwnbKa ng:gﬂa OWMGKE pW PETVCTPLWA TOUM ACCTYNE 10 6o Do rycrpau Touki AooTyn 3 v -
HKypHanuposaHue Touka
JAOCTYNa HEOAHOKPATHO NEpENoaKNIoYanac K
O = H{:’L’:‘ngge :zpenonnnmusuwe Mpeayrpexpenne WLC, 4To MOXKET NPUBECTH K BPEMEHHOM Touka gecTyna nepenogkniodeHa > 3 v 900 -9
MO ~ pocty! HefJOCTYMHOCTH CepBUca
TouKa OCTYNa, BEPOATHO, HE MOXET MPEOCTaBNATS
D 52 ISSEZCJJOCW"‘B He npepocTaBnseT Mpeaynpexgenne ycayry Wi-Fi, nockeneky oHa HaxoauTes B 'CTaTyc TOYKM JOCTYNa - He B pabote' 3 v 600 Q
Napamerpi COCTOAHWM, OTAIN4HOM OT "Active”
TouKa [J0CTYNa He MOXET NepeiiTh B aKTHBHOE
o s u:::w"-::aq CMeHa CTaTyCa TouKH Mpenynpexperne cocTesHue. 3a nocneatue 10 MUHYT OHa MeHANa Touka focTyna uameHuna ctatye’ >= 10 v 600 Q
n 6 . Aoctyt cBoW cTatyc Gonee 10 pas
pasE TeREpa GothITH AsTOMaTUMECKHUi pexim BpeMeHHOM IMaNa3soH NOpTOB aKTHBEH, HO HE MOXET
O so aBTOpM3aLMK Yepes 802.1x Mpeaynpexgerne HavaTh pabory B aBTOMATHHECKOM pem‘me rldot1xPortControlModeNotAutoTrap_MES23xx/33xx/35xx/36xx/53xx/5400' >= 1 Her Q
Mpaenna reHepauun npoGnem HEROCTYEH
O 4 mr\:iﬁ::r:i;yﬂimﬁgggﬁg Whdopmauua Crartyc nopra 802.1x paspewex rldot1xPortStatusAuthorized Trap_MES23xx/33xx/35xx/36xx/53xx/5400' >= 1 Her Q
M8 Hesosmono gobasurs MAC- HeBosMoxHo aoBasuTs MAC-aapec, Tabnuua
[J 48  agpecwssanepenonnenus MAC-  Mpepynpexcaerme |\ epenonen J ‘IBrgMacAddFailedTrap_MES23xx/33xx/35xx/36xx/53xx/5400' >= 1 Her -9
Gamup!
Yeepomnenns Ta
[0 47  Norepacoceactsa PIM Vkpopmaupa - ‘pimNeighborloss_MES23xx/33x0¢/35xx/36xx/ 53xx/5400' >= 1 Her L]
TMueHsum Ha ycTpoiicTsa
3nemenTos Ha cTpankue 10 - -10u3 55 > >l

Bo Bknagke AOCTYMNHbI creaytowmne 3NeMeHTbl ynpaBieHus:

1. KHonku domnsTpaumm, 06HOBEHMS, HACTPOKN OTOBPaXKaeMbIX KO/TOHOK 1 3KcnopTa Tabnuubl B CSV-
Goaiin;

KHonka co3gaHusa npasuia reHepauumn npobnem;

KHOMKN BK/TOYEHWSA/BLIK/TIOYEHMSA NpaBuia reHepaunm npobnewm;

KHonka yganeHusa npasuia reHepalmmn npobnem;

Mone novcka nNo npaesunam reHepauun npobnem;

KHoMNKa 4n1a OTKPbITUA KpaTKoro pyKOBOACTBA NO MOUCKY;

MpeaycTaHoBNEHHbIE PUNLTPLI TAGNULI;

Tabnuua npasuna reHepauum npoobnem.

NG WD

Tabnmua cocTouT 13 cneayroumx none:

+ ID — Homep npaBuna reHepaunn npobnewm;

+ HasBaHve npaBuna — Ha3BaHue npaswunia reHepauuy npobnem;

+ BaXHOCTb — YpOBEHb BaXXHOCTY (severity) npaBuna reHepauuv npobnem;
+ OnucaHune — TEKCTOBOE ONnMcaHue npasu/a reHepaummn npoonewm;

* BblpaxeHue — KpaTkasi 3an1ch yC/I0BUs reHepaummn npobnemsl

© B konoHke "BbipaxeHne" 0ToGpaxeHO TONbKO NepBoe rpynmnoBoe Yc/oBre npasuaa. Utobb
NPOCMOTPETL BCE BbIPAXKEHWNE, KNIMKHUTE HA MKOHKY

* Hopmanuzauus — donar Hanimums npasuia Hopmasm3auum ans asToMaTnyeckoro 3akpbiTsi CO34aHHbIX
npoo6newm;

* WHTepBan, cek — BPEMEHHOI NPOMEXYTOK B CEKYHAAX, HA KOTOPOM NPOBEPSIETCSA YC/I0BME Npasunia
perncrpaumm/HopManmsaummn npobnem;

* BkoyeHo — nepekntovaTesb BKIYEHWS/BbIK/IOYEHMA NpaBuia reHepauun npodnem.

[nsa cosgaHma npaBuna reHepauumn npodaem HaxmuTe KHonky "Cosgatb”.
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[na pefakTpoBaHus CYLLECTBYIOLLIEro NpaBuna reHepauuy Nnpotsiem HaXMUTe f1eBOI KHOMKOM MbILLKX MO
CTpOKe Tabnuupbl C NPaBUIOM.

[ns BKIOYEHNS UNK BbIK/TKOYEHWS Tpynnbl NpaBuna reHepauuy npobnem BbigenmTe npasuna B tabnuue un
HaXXMUTE KHOMKY "BKAUnTb" nnn "BbIKNoUnTL" COOTBETCTBEHHO.

[ns ypaneHusa o4HOro Unm HeCKO/IbKMX NPaBus BbiAeNUTe COOTBETCTBYHOLLME NpaBusia ¢ NOMOLLbIO (h1aroB u
HaXXMUTe KHOMKY "Yaanutb".

Co3faHue npaBuia reHepauuu npoénem

[nsa co3gaHmsa HOBOroO nNpaBuaa reHepaumm cobbITUil HaxxMmTe KHorky "Co3gaTh”, 0TKpoeTcs OkHO "Co3aatb
npaBuIo reHepauun npodnem".

Mo3aTanHo 3anosniHMTe Bce pasaesnbl hopmbl. 1o Mepe 3anonHeHns obsi3aTesibHbIX Nosei 6yayT OTKPbIBATLCS
HOBblE pasferbl.

Co3paTb NpaBuno reHepauuu npobnem

~ OnucaHue

Hassanue npaemna* BamHOCT *
HewncnpaeHbIA BeHTUNATOP ESR KpuTnyeckoe - Q BrntounTs npasuno

Onucahve 60 QABTOMETWH&CKEH HOpManu3auua

~ Ycnoeus reHepauumn npobnem

TpyAnosos yenosue*

n - <+ [o6aeuts rpynny <+ [Do6asuts ycnoeue

®yHKUNR CpaBHEHMA™ loporosoe snauenme* —
Kputnueckoe coctonnue BentunaTopa ESR Bonblue -~ 1 B Ynanuts ycnosune

~ Ycnoeus HOpManuaauum npobnem

Tpynnoaoe yenosue®
- <+ [ob6aeutk rpynny <+ [ob6aeuTs ycnoeue

BuI6paTh NpaBuno cobbitua  PyHKuwA cpaBHerna* . [Moporosoe sHauenme* B YBsanute ycnosue

OTMEHUTE

Pasznen "OnncaHune" cocTonT 13 3/IEMEHTOB:

* Mone "HassaHue npasuna’;

* Mone "BaxHoCTb";

*+ Mepekntoyarens "BkAYNTbL NpaBuio’,

* Mone "OnuncaHne" — TeKCTOBOE OnMcaHve co3gaBaeMoro npasuna reHepauum npoénewm;

* Mone "MiHTepBas, cek’ — BpeMEeHHOWN NHTepBaUsl aHanm3a ycrioBus npasuna. Ecniv Ha 3agaHHOM
NHTEepBasie KONMYeCcTBO COObITUI ByaeT 60/1blUe, MEHbLLE U PaBHO NMOPOroBOMY 3HAYEHWIO, TO ByaeT
co3flaHa COOTBETCTBYHOLLAsA Npo6nema;

+ Mepekntoyarens "ABToMatTMyeckass Hopmanmsaunsa" — OTKpbIBaeT A0CTYN [0 pasgena "Ycnosus
Hopmannsaumm npobnem". MNpu cpabaTbiBaHUM Npasuia HopMasM3aunn COOTBETCTBYOLAsA npobnema
6yfeT aBTOMaTMYECKM 3aKpbITa.

Paspgen "Ycnosus reHepaumm npobsiem” COCTOUT U3 3/IEMEHTOB:

+ Mepekntoyarens "MpynnoBoe ycnosme"— NCNosb3yeTcs 418 YCTaHOBKU STIOMMYECKON onepaunmn Mexay
YC/IOBUSAMW UW TpyNNamun ycrioBuin. Hanpumep, npasuio cpabotaeT ecnu BbiNnonHuTes "yciosue-1 N
ycnosue-2";

+ KHornka "[06aBuTb rpynny" — go6aBnseT Ha COOTBETCTBYIOLWNI YPOBEHb BIOXKEHHOCTU NYCTYHO rpynny
yCnoBui;
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+ Knonka "[o6aBuTb ycnosue" — go6aBnsieT HOBOE YC/I0BME B COOTBETCTBYHOLLYIO rPynny YC/0BWIA.
Kaxpgoe ycrioBme cpaBHUBAET KOJIMYECTBO CO34aHHbIX COObITWIA ONpeaeieHHOro Tuna ¢ MoOPOroBbIM
3HaYeHVeM Ha yCTaHOB/IEHHOM BPEMEHHOM UHTEPBaUIE MO 3a4aHHbIM (PYHKLMSM CPaBHEHUS;

+ KHonka "BbiGpaTb npaBuio cobbITUS" — MCNonb3yeTcs A/18 Bbibopa npasuia reHepauum cobbiTus, no
KOTOpoMy OyAeT NPOM3BOANTLCSA CPaBHEHMWE B YC/I0BUY;

+ Mone "®yHKUUS cpaBHEHNS" — MCMONb3YeTCS A1 Bbibopa onepawuuy CpaBHEHNS 3HAYEHUST 31EMeEHTa
[laHHbIX C MOPOrOBbIM 3HAYEHUNEM;

+ one "ToporoBoe 3HavyeHne" — NCnosib3yeTcs 419 BBOAA 3HAYEHNS, C KOTOpbIM ByAeT cpaBHMBATLCA
3HaYeHve aNieMeHTa AaHHbIX;

+ KHonka yganeHus ycnosus;

+ KHOnka yganeHus rpynnbl YC/10BWIA.

Pasgen "Ycnosusi Hopmanusaumm npobaem” CoCTOMT M3 3/IEMEHTOB, aHa/IOTUYHBIX 3/IEMEHTaM pasgena
"YcnoBus reHepauun npobnem”.

© Ecnvn HacTpoeHo NpaBKao HopManM3aLmm Npo6aeMsl, To NPy cpabaTbiBaHUy Npasuia HopMa3aLmmn
COOTBETCTBYHOLAA Npo6iema 6yAeT aBTOMATMYECKN 3aKpbITa.

© Pazpen "Ycnosus Hopmanusauum npo6nem” GyaeT cKpbIT, €CaU nepekoyarens "ABTomMaTnyeckas
HopManusaums" HaxoguTCsa B COCTOSAHUN "BKIOYEHO".

MpKn HaXKaTMK Ha KHOMKY "BbiGpaTh NpaBu/10 COObITMA" 0TOGPaXKaeTCA OKHO C TabnuLel npaBua COObITWIA:

BblﬁpaTb npaBuno reHepauuun cobbITHA

= O Q 7]
HaseaHue npaemna BamHOCThL TN faHKbIX Tun yeTpoicTea BbipameHue 06nacTb NPUMEHEHUA BrnioyeHo

@- KpuThyeckoe cocToAHKe BenTunaTopa ESR Kputuueckoe Tpan ESR ‘ciscoEnvMonFanState’ == 1 eccm

() esr ssh session opened WHpopmauma  Tpan ESR ‘clogHistMsgText' < session opened eccm

() esr device down Asapus Metpuka ESR "Metric: availability.status.currentficmp] == 1 AND eccm

esr ssh session closed WHpopmauma  Tpan ESR ‘clogHistMsgText' © session closed eccm

swifTablePortLock_MES14xx/24xx/34xx/37xx Yeegomnenne  Tpan MES_ISS "1.3.6.1.4.1.89.0.192' 31 eccm

ospfifConfigError_deadintervalMismatch_2 YeefoMneHwe  Tpan MES_ISS 1.3.6.1.4.1.2076.148.0.4' 31 eccm

J fslgmpProxyQuerierPresent_MEST4xx/24xx/34xx/37xx Yeegomnenwe  Tpan MES_ISS ‘fslgmpProxyQuerierPresent' 3 1 eccm

P ospfvirtifConfigError_unknownVirtualNbr YeefoMneHwe  Tpan MES_ISS "1.3.6.1.4.1.2076.148.0.5' 31 eccm

J eltCpuRateLimiterTrap_MES14xx/24xx/34xx/37xx Yeegomnenwe  Tpan MES_ISS "1.3.6.1.4.1.35265.1.23.1.773.1.0.1' 31 eccm

fsDhepsSrvUnknownTIvTrap_MES 14w/ 24xx/ 34X/ 37xx ¥eefoMmneHwe  Tpan MES_ISS ‘fsDhep6SrvUnknownTivTrap' 3 1 eccm

MeHTOR Ha cTpankue 10 - -10us 498 > 2l

OTMEHNTD BbiGpaTb

Tabnuua cocTouT 13 cneayoLwmx nonei (Tabnunua aHanorMyHa OCHOBHOW Tabnuue lMNpasuia reHepatin
COObITHI):

+ HasBaHve npaBuia — Ha3BaHue npaBuia reHepauuy cobbITuiA;

+ BaXHOCTb — YpOBEHb BaXKHOCTU (Severity) npaBuna reHepawum coobITuii;

+ Tvn faHHbIX — TN AAHHBIX, KOTOPblE BYAYT UCMO/b30BaHbI AJ151 FeHepaLumn CobbITUS;

+ Tvn ycTpoiicTBa — TUN YCTPOIACTBA, AJ151 KOTOPOro CO3/aH0 NPaBw/Io reHepaLmmn coobITiA;

* BblpaxeHue — kpaTkasi 3an1cb YC/I0BUS FeHepaLmmn CoobIThS;

+ O6nacTb NPUMEHEHUS — TPYNMbl/yCTPOINCTBA, A1 KOTOPbLIX MPUMEHSETCA NPABWO TeHepaL M CobbITUIA;
* BktoueHo — chnar BK/IKUEHNSA/BbIK/IOYEHUS NpaBuia reHepaumm cobbITHiA.
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Onsi no6aBNeHNss HOBOTO YC/I0BUSI HYXHO:

1. (OnumoHanbHO) HaxkaTb Ha KHOMKY [06aBNEHUSI HOBOV rpynnbl yCoBuii ",06aBuTb rpynny”;

2. Haxartb Ha kHomnky "[jo6aBuTb ycnosue";

3. Haxarb Ha kHOMKy "BblbpaTb NpaBu/io co6bITMA": OTKPOETCH AMasioroBoe OKHO Bbibopa npasuia
COObITUIA;

4. B OTKpbIBLUEMCS AMa/I0TOBOM OKHE BblOpaTh NpaBusIo TOro CO6bITUS, MO KOTOPOMY OyaeT

NPOU3BOANTbLCA NPOBEPKA NpaBu/ia reHepawlmmn npobnewm;

B none "®yHKuma cpaBHeHUA" BbIGpaTh HY>XHYI (DYHKLMIO CPaBHEHMS,

6. B none "Moporosoe 3HavyeHne" BBECTN YNCNOBOE 3HAYEHNE, C KOTOpbIM ByaeT cpaBHMBaTLCA
KO/IM4eCTBO COOLITUI Ha 3aJaHHOM MHTepBasie.

o

[ns ypaneHusa ycnoBusa HaXXMUTE Ha KHOMKY "YaanuTb ycnosue". Ans yaaneHus rpynmnbl yCN0Buii ¢
B/TOXXEHHbIMW YCNIOBUAMY HAXXMUTE Ha KHONKY "YaanuTb rpynny”.

[na npefBapuTeNbHOIO NPOCMOTPA CO34aBaeMOro NpaBu/ia HXXMIUTE Ha KHOMKY "MpeaBapuTenbHbIit
NpPOCMOTP", pacnonoXeHHY0 B NPaBOM BeEpPXHEM yriy opMbl "Co3gaTb NpaBuio reHepaumm npobniem”.
MapameTpbl co3gaBaeMoro npasuna 6yayT oTobpaxeHbl B OkHe "lMpeaBapuTenbHblii npocMoTp”. Ans
3aKPbITUSA OKHA HaXXMUTE KHOMKY "3akpbITh".

[MpepBapuTenbHbIA NPOCMOTP

Ha3agaHue npaesmna Hewncnpaeubii eentvnaTop ESR

BamHocTh KpHTHYeCKoE

BrnwyeHo Oa

Hutepean &0

BeipaseHue 'KpUTHYeCKoe COCTOAHKME BeHTMRATOpa ESR > 1

Hopmanuaauua Het

3aKpbuITe

Mo 3aBepLUeHUn 3anosIHeHNs BCcex 0bs3artesbHbIX nosei opmel "Co3gatb NpaBusio reHepalmmn npobiem”

HaxMuTe KHorky "Co3fark”, UTo6bl co34aTb NPaBuo, v KHOMKY "OTMEeHNUTL", 4UTOObl COPOCUTbL BCE HACTPOWKK
1 3aKPbITb OKHO.
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3.156.2.4 MIB

Pasnen npegHasHaveH A5 ynpasreHus nosb3osarensckumu MIB-thaiinamu. MIB-thaiinbl MoryT 6biTb
3arpyXeHbl B Buae apxvmBoB B hopmarte .zip. [ocne 3arpy3ku OH1 pacnakoBbIBaKTCS, MPOBEPSOTCA U

cobupatotca B eanHblii MIB-KOHTEKCT, KOTOpbIV npumeHsieTca ansa aHanmsa SNMP-TpanoB oT yCTpOCTB Tuna

GEN

ERIC.

Cuctem

Monbs

Nuuen:

MIB

a ~

= OO0 ¥ Wmnoptuposate

Doctyn

O D HasBanve daiina [ata cospanus
0)

oBaTeNu U ponu
O 1 mibs-1.20.3.zip 2025-02-28 17:41:47

ABTopusaumusa

3NeMeHTOB Ha cTpaHue 10

PesepBHoe KonupoBaHue

3ns

XypHanuposanue

MoHUTOpUHI =

MapameTpbl

MpaBuna reHepaLum cobbITUi

MpaBuna reHepauum npo6nem

YBepgomnenusa

JINueH3nn Ha ycTpoiicTBa

Bo Bknagke AOCTyNHbI ceayowmne 3N1eMeHTbl ynpaBieHus:

1.
2.
3.
4.
5.

KHoMNKn comnbTpaumm, 06HOBMEHMS U HACTPOIKN OTOBPaXKaeMbIX KO/TOHOK Tabnuupl;
KHonka nmnoptupoBaHnsa MIB-apxvBa B cuctemy;,

KHorka akcrnopTnpoBaHus ycTtaHoBeHHbIX MIB-apxnBOB 13 CUCTEMBI;

KHonka yganeHuna MIB-apxvBoB;

Tabnmua MIB-apxnBoB.

Tabnmua cocTouT 13 cneayrLumx none:

+ ID — Homep MIB-apxuBa B cucteme;
+ HasBaHue dhaitna — HasBaHme 3arpyxeHHoro MIB-apxusa;
« Jlata co3gaHnsa — gata u Bpems 3arpy3ku MIB-apxuea B cuctemy.
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Onsa nmnoptupoBaHna MIB-apxyBa B CUCTEMY HaXXMUTE KHOMKY MMMOPTMPOBaHNA apXMBOB: OTKPOETCH
OnanioroBoe OkHO a4 3arpysku MIB-apxusa:

3arpy3ntb MIB-apxuB

NMmnopTupyemsle MIB-apxuBbl, cogepxallue MIB-haitnbl, npuMeHsoTCs 415 onpeAeneHus
SNMP-Traps oT ycTpoiicTB Tna GENERIC.

Mpenynpexaenue: MNpu ayénmpoBaHuK paHee 3arpyxeHHoro MIB-(aiina, B cucteme 6yaet
1Cronb3oBaH NepBoHaYabHO UMMNOpPTHMpoBaHHbI MIB-hain.

Mepetawute dpann unm Haxmure
PesynbTtaT Mmnopta MIB-Mofyneit: YcneluHo pacnakoBaHbl M lo6aBneHbl 41 daitnos

Nyt Craryc Onucaxne

/data/mibs/1/radlan/RADLAN- f—
DEVICEPARAMS-MIB.ixt o undefined symbol ‘nd

/data/mibs/1/radlan/ °

riphysdescription.txt undefined symbol ‘md

unexpected token "}", expected one

of <IDENTIFIER_STRING>, "NULL',
"BOOLEAN", "REAL", "INTEGER'",
"OBJECT", "OCTET", "BIT", "BITS",
"SEQUENCE", "SET", "CHOICE",
"ENUMERATED", "[", "ANY",

/data/mibs/1/esr/ELTEX-ESR- 0 "MODULE-IDENTITY", "OBJECT-

IPSLA-MIB.mib IDENTITY", "OBJECT-TYPE",

OTMeHNTb CoxpaHutb

B avanoroBoM okHe 3arpy3ku MIB-apxuBa AOCTYNHbI CNeAyoLLMe 31EMEHTbI:

1. O6nacTb 3arpy3ku aina c KHOMNKoW Belbopa daiina;
2. Tabnuua ¢ nHopmaLmen 0 3arpyXaeMomMm apxunBe;
3. KHOMKM OTMeHbI/NoATBEPXAEHUSA 3arpy3Ku.

[Nsi 3KCNOPTPOBAHUS YCTAHOB/MEHHbIX MIB-apx1MBOB Bbile/IMTE HEO6X0AVMbIE apXMBbI B TAG/ULE U HAXMUTE
Ha KHOMKY 3KCMOPTUPOBaHUSI apXMBOB: OHK ByyT coxpaHeHbl Ha MK.

[nsa ypaneHus yctaHoBneHHbIX MIB-apx1BoB BblaennTe He0OX04MMbIEe apXuBbl B TAbULE N HAXKMUTE Ha
KHONKy "YaanuTb".

Mpu KIMKe Ha COOTBETCTBYIOLLYIO CTPOKY B Tab/uLe apXBOB ByAeT packpbiTO COAEPXMMOe apxmnBa —
Tabnuua MIB-06beKTOB apxumBa.
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Cuctema ~ <

BepHyThes K Tabnuue mibs-1.20.3.zip
Joctyn
QB
Monb3osatenu u ponu
oip Hassanve Tun Onucakme O6vexTbI
ABTOpusauua
0.0 zeroDotZero OBJECT_IDENTITY
PesepBHoe KonMpoBaHue
Nuenams 1 newRoot TRAP_TYPE The newRoot trap indicates that the sending agent has become...
YypHanuposave 1.0.8802.1.1.2.0 lidpNotifications OBJECT_IDENTIFIER v
MoHUTOPUHT A~ 1.0.8802.1.1.2.0.0 lldpNotificationPrefix OBJECT_IDENTIFIER v
Mapametpbi 1.0.8802.1.1.2.0.0.1 lldpRemTablesChange NOTIFICATION_TYPE A lldpRemTablesChange notification is sent when the value of... ~

. 1.0.8802.1.1.2.1.2.2 lidpStatsRemTablesInserts
MpaBuna reHepaLmn CoBbITUI

1.0.8802.1.1.2.1.2.3 lldpStatsRemTablesDeletes

Mpaeuna revepaumun npo6nem 1.0.8802.1.1.2.1.2.4 lidpStatsRemTablesDrops

MIB 1.0.8802.1.1.2.1.2.5 Tabl
YBepoMnenust 1.0.8802.1.1.2.1 lldpObjects OBJECT_IDENTIFIER v
A OOy 1.0.8802.1.1.2.1.1 IidpConfiguration OBJECT_IDENTIFIER v
1.0.8802.1.1.2.1.1.1 lldpMessageTxInterval INTEGER The interval at which LLDP frames are transmitted on behalf ...
1.0.8802.1.1.2.1.1.2 lldpMessageTxHoldMultiplier INTEGER The time-to-live value expressed as a multiple of the lldpMe...
1.0.8802.1.1.2.1.1.3 lldpReinitDelay INTEGER The lidpReinitDelay indicates the delay (in units of seconds...
3nemeHTOB Ha cTpaHuue 10 v 1-10 13 2984 > >

Bo BkNaake JOCTYMHbI CIEAYHOLIME SNEMEHTbI:

1. KHonka Bo3Bpara k Tabnuue MIB-apxuBos;

2. HasBaHue MIB-apxnBa, OTKPbLITOro A8 NPOCMOTPa,;
3. KHonka gounbstpaumm Tabnuubl;

4. KHonka 06HOBMEHWsI TabNuULbl;

5. KHonka HacTpoliku 0TO6paXKeHUs KOSTIOHOK Tabnuubl;
6. Tabnuua MIB-06bEKTOB.

Tabnuua cocTouT 13 cneaytoLuxX noneii:

+ OID — npeHTtudmkatop SNMP-06beKTa;
+ HasBaHue — Ha3BaHne SNMP-06bekTa;
* Tun — Tin SNMP-06beKkTa;

* OnucaHne — onucanHne SNMP-06bekTa;

© Ur06b1 NPoCMOTPETH ONMCaHNE LIENMKOM, KITMKHUTE HA MKOHKY
+ O6bekTbl — cnucok goyepHux SNMP-06beKTOB A1 BbIOGpaHHOTro 06bekTa. [/1s packpbITUsSi cnmcka

[LO4EPHNX 0OBLEKTOB HAXMUTE KHOMKY Vv . B cnyyae ecnn 'y MIB-o6bekTa OTCyTCTBYHOT AovepHue
00beKTbl, KO/IoHKa "O6bEKTLI" ByAeT nycTa.
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Mpw KNKUKe no ccbisike ¢ HasBaHnem OID 13 konoHkM "OnncaHne” K Tabnuue 6yaeTt NpUMeHeH OUNLTP No
HasBaHuto OID. s Toro 4tobbl yBUAETL Tab/MLY 00BHEKTOB 6€3 unbTpauun, yganute usTp, Haxkas Ha
KPeCTUK psiOM C ero HasBaHUEM.

Cuctema o

Aoctyn

Mons3oBaTenu u ponu

AsTopusauusa

PesepeHoe KonupoBaHue

NuueHaua

YKypHannposaHue

MoHuTOpUHI o

MapameTpbl

Mpaswuna reHepaumnm cobbiTHii

Mpaewuna resepauum npoGnem

MiB

YBenomnexsua

JuueHsumn Ha ycTpoiicTea

<  BepHyTbCA K Tabnuue

1y
T

E Q8

+1.0.8802.1.1.2.122 @

oID HaspaHne Tun

1.0.8802.1.1.2.1.22 lldpStatsRemTablesInserts INTEGER

mibs-1.20.3.zip

Onueanune (-]

The number of times the complete set of information advertised by a particular
MSAP has been inserted into tables contained in lldpRemoteSystemsData and
lldpExtensions objects. The complete set of information received from a particular
MSAP should be inserted into related tables. If partial information cannot be
inserted for a reason such as lack of resources, all of the complete set of
information should be removed. This counter should be incremented only once
after the complete set of information is successfully recorded in all related tables.
Any failures during inserting information set which result in deletion of previously
inserted information should not trigger any changes in lidpStatsRemTablesInserts
since the insert is not completed yet or or in lldpStatsRemTablesDeletes, since the
deletion would only be a partial deletion. If the failure was the result of lack of
resources, the lidpStatsRemTablesDrops counter should be incremented once

MEHTOB Ha CTpakule 10 - 1-1mus1
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3.15.3 YBegomneHus

Pasgen onsa ynpasneHus CUCTEMHbIMW KaHanamu yBefoMieHnid. JoctynHo 3 kaHana: E-mail, Telegram, Push-
yBeIOM/IEHUS.

Cuctema ~
&% < Telegram &%  E-mail
Ooctyn
API| TokeH* Q Appec noytoBoro cepeepa* Mopt*
MonbsoBaTenumponn = : : - mail.eltex.loc 25
ABTODMSaLLMﬂ DTI'IpaEIHTb TecToBoe CDD&IJ.I,EHHE Wms nonbaosatens™ Maponb nonb3osatens™ D
username@eltex.loc ~ sereeees Q\
PezepBHoOe KonupoBaHue
TalMayT coefJMHEHMA, CeK™® 3alMuTa coeguHeHHA®
1 STARTTLS -
JNuyeHsua
&% W Push-yeepgomnenus
OTnpaBuTbL TECTOBOE COOBLLEHHE
YKypHanupoBaHue o e
MoOHWTOPUHI ~
MapameTpbl

lMpaewuna reHepayum cobbiTUiA

lMpaewuna reHepalun npobnem

MIB

YeepomneHusa

JInuyeH3nK Ha ycTpoicTea

Bupoxet "Telegram" oTob6paxaeT HacCTpoiku cucTemMHoro telegram-kaHana. BumkeT cogepxuT cnegyowime
3/1EMEHTBI:

Mepekntoyaresnib akTuBaLmn/geakTmsaumm KaHana,
Mone "API TokeH";

1
2
3. KHonka "OTnpaBuTb TeCTOBOE CO06LLEHNE" A5 OTNPAaBKM TECTOBOIO COOOLLEHNSA B YKa3aHHbIN yar;
4. KHonka "CoxpaHutb" ons NpUMeHeHNst HaCTPOEK CUCTEMHOIO KaHana;

5

KHonka "CbpocuTb" 4519 copoca 3HaYeHnn 40 npeablayLero COXpaHEHHOIO COCTOSAHUA.
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[ns aktmBaummn kaHana Heobxoaumo BeecTn API-TokeH telegram-60Ta, ycTaHOBUTL Nepeknoyaress B
nosoxeHue "BkitovyeHo" 1 HaxkaTb KHOMKY "CoxpaHutb”. N5 NPOBEPKN KOPPEKTHOCTU HACTPOEK CUCTEMHOIO
telegram-kaHana HaxxmuTe KHOMKy "OTNpaBuTb TECTOBOE COOLLEHME", B OTKpbIBLLUEMCS OkHe BBeauTe Chat ID
telegram-yara/kaHana n Haxmute KHornky "OTnpaBuTb". ECn TecToBoe CO06LLEHNE MPULLSIO B

yKasaHHblIli telegram-uat/kaHan, 3HaUNT KaHas1 yBeOM/IEHNIA HACTPOEH BEPHO.

[nsa nonyyeHns APl-TokeHa n Chat ID o6patutech K odouumnanbHoi gokymeHTaumm Telegram: https://
core.telegram.org/bots

Buaxet "Push-yBegomneHnsa” no3BonseT BKIUUTL CUCTEMHBIN KaHan push-yBegomneHuii. ins aktmsauum
KaHana ycTaHoBUTe nepeknoyaresb B NoI0KeHVe "BKIOYEHO" 1 HaXXMUTe KHOMKY "CoxpaHuTtb".

© o ymonuanmio cuctemHbIli kKaHan push-yBefoMAEHWIA BKOYEH. [/15 aKTUBALWN OTNPaBKY
BCM/IbIBAKOLMX YBEAOM/EHUIA A5t ONpPeAeneHHOro Nosib3oBaTesns He06XoAMMO BK/IHUMTL KaHan "Push-
yBEeAOM/IEHMS" HA NEPCOHAsIbHOW CTPaHWLE Nosb30BaTeNs.

Buoxet "E-mail" oTo6paxaeT HacTpoiikn cuctemMHoro email-kaHana. BuaxeT cogepxuTt cnegyrowime
3/1IEMEHTbI:

MNepeknyatenb akTMBauuy/AeakTUBaLMmn KaHana;

Mone "Agpec No4TOBOrO cepeepa’;

Mone "MopT" — NOPT NOYTOBOrO CEPBEPA;

Mone "MIms nonb3oBatens” — ums Nonb3oBaTesisi NOYTOBOIO CEPBEPS;

Mone "Maponb nonb3oBatens” — naposb Nonb3oBaTesns NOYTOBOrO CEPBEP];

Mone "TanmayT coeguHeHnsa" — TaliMayT COeAMHEHUS C MOYTOBbLIM CEPBEPOM B CEKYHAAX;

Mone "3awuta coegnHeHns" — TN WngpoBaHus;

KHonka "OTnpaBuTb TECTOBOE CO06LIEHME" ANsi OTNPaBKM TECTOBOIO COOOLLEHNS Ha YKa3aHHbI agpec;
KHonka "CoxpaHuntb" 4N NpYMEHEeHNs HaCTPOEK CUCTEMHOIO KaHana,;

10. KHonka "CépocuTb" ansa cépoca 3HaydeHuii 4o npeablayuero CoOXxpaHEHHOTO COCTOSIHUS.

LoOoNG AWM =

[ns akTmBaLuMmn kaHana 3anonHnTe Bce 06s13atesibHble Nos PopMbl, yCTaHOBUTE Nepek/ioyaress B
nonoxeHue "BkIo4eHO" 1 HaxkMuTe KHOMKy "CoxpaHuTb". /19 NPpOBEepPKM KOPPEKTHOCTU HACTPOEK CUCTEMHOIO
email-kaHana HaxmuTe KHomnky "OTnpaBuTb TECTOBOE COO0OLLEHME", B OTKPbIBLLEMCS OKHE BBeAUTE agpec
3/IEKTPOHHOI NOYTbI M HXKMUTE KHOMKY "OTnpaBuTb". EC/M TeCTOBOE COOOLLEHME MPULLIIO HA YKa3aHHbI
afpec 3M1eKTPOHHON NOYThI, KaHa1 yBeAOM/IEHNI HACTPOEH BEPHO.

Buoxet "Telegram” oTo6paxkaeT HaCTPOWKM cMcTeMHOro telegram-kaHana. Bumpket cogepxuT cnegyowme
3/1IEMEHTbI:

1. TMepeknoyaresib akTMBaunn/geaktmesaumm KaHasa,

2. Mone "API TokeH",

3. KHonka "OTnpaBunTb TECTOBOE COOOLLEHNE" AN OTNPaBKN TECTOBOrO COOOLLEHNS B YKa3aHHbI yar;
4. KHonka "CoxpaHutb" ons NpUMeHeHNst HaCTPOEK CUCTEMHOIO KaHana;

5. KHonka "C6pocuTtb" ana copoca 3Ha4eHnii Ao npeablayLiero CoOXpaHéHHOro COCTOSHUS.
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[ns aktmBauumn kaHana seeaute API-TokeH telegram-60Ta, ycTaHOBUTE Nepek/itovaTesib B NON0XeHNe
"BK/IIOYEHO" N HAXXMUTE KHOMNKY "CoxpaHuTb". 15 NpOBEPKN KOPPEKTHOCTN HACTPOEK CMCTEMHOrO telegram-
KaHana HaxxmuTe KHONkKy "OTnpaBuTb TECTOBOE COOLLEHMe", B OTKpbIBLLUEMCS OkHe BBeguTe Chat ID telegram-
yaTa/KaHana n HaxmuTe KHornky "OTnpaBuTb". ECin TecToBOe COOOLLEHME NPULLIIO B YKa3aHHbIN telegram-
yaT/KaHan, kaHan yBeOM/IEHN HACTPOEH BEPHO.

© C nogpo6Hoii MHCTPYKLMeli Mo HAacTPOlike KaHaNOB yBeJOMAEHWI MOXHO 03HAKOMUTLCS B CTaThe 4.
HacTpoiika CUCTEMHbIX YBEAOMMEHWIA.

3.15.4 JlnueH3umn Ha ycTpoiicTBa

Pasgen npeaHasHaueH AJ1si XpaHeH s U yCTaHOBKM INLEH3MIA Ha YCTPOIACTBA B CUCTEME.

Cuctema ~ Er Q 1+ ¥ UmnopTuposats

[Joctyn

Hassanue CepuiitHblit HoMep Data DyHKUMOHaNBHOCTD Ha ycrpoiicTae MNokasaTb

ed

Monb3oBatenu u ponu
ESG7000021.lic ESG7000021 2025-02-28 16:47:19 BGPEVPN
AsTopusaums
ESBC000032.lic ESBC000032 2025-02-28 16:47:19 BGPEVPN
PesepeHoe KonupoBaHme
ES8C000485 (2).lic ES8C000485 2025-02-28 16:48:12 BGPEVPN
Jnuensus
ES8C000428 (2).lic ES8C000428 2025-02-28 16:48:12 BGPEVPN
YKypHanupoBatve
ES8C000427 (2).lic ES8C000427 2025-02-28 16:48:12 BGPEVPN
MoHUTOPUHI (a5
ES8C000373 (2).lic ES8C000373 2025-02-28 16:48:12 BGPEVPN
MapameTpbl
ES8C000303 (2).lic ES8C000303 2025-02-28 16:48:12 BGPEVPN
MpaBuna reHepavum cobbITUI
ES8C000100 (2).lic ES8C000100 2025-02-28 16:48:12 BGPEVPN
MpaBuna reHepauyum npo6nem
ES8B000198.lic ES8B000198 2025-02-28 16:47:19 BGPEVPN
MiB

0O0DO0DO0OOD0DO0OO0OOoODoaOo
© © 06 6 06 0 06 06 0 0

ES8B000023.lic ES8B000023 2025-02-28 16:48:12 BGP v

YBeaomnenus
3nemeHTOB Ha cTpatuue 10 - 1-10u3 14 > >

JlnueHsum Ha ycTpoiicTBa

Bo Bknazke 0To6paxeHbl CreayroLme 3/1eMeHTbI:

1. KHomku counsTpaumm, 06HOBNEHNUS U 3KCnopTa Tabnuupl;

2. KHonka umnopTa (3arpy3ku) IMLEH3NI B CUCTEMY;

3. KHomka ycTaHOBKW BblOpaHHbIX B CINCKE NMLEH3WI Ha YCTPONCTBA,;
4. KHomMkKa yganeHust BblopaHHbIX NNLEH3NIA;

5. Tabnuua ANLEH3NIA N NX AaHHbIX.

Tabnmua cocTouT 13 cneayoumx none,

+ HasBaHMe — HavMeHoBaHve haiinia NUUeH3ny;

+ CepuiiHbIli HOMEP — CEPUIHBIA HOMEP YCTPOMCTBA, A1 KOTOPOro 3arpyXXeHa /NLEH3NS;
« [lata — para 3arpysku IMLeH3nmn B CUCTEMY;

+ OYHKUMOHANILHOCTbL — NepeYveHb PYHKLMIA, KOTOpble AOCTYMHbI NO ANLEH3UK;

+ Ha ycTpoiictBe — donar Hanuums 3arpy>eHHOM NMUEH3MM Ha YCTPOWCTBE;

+ lNMokasaTb — KHOMKa 0TOOpaXeHNs AONONHUTENbHbIX NOAPOOGHOCTEN O NNLEH3NN.

Mpun HaxkaTumn Ha ccbinky "CepuiiHblii HOMep" OTKPOETCSl CTpaHULa COOTBETCTBYHLLIErO YCTPOMCTBA.
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3arpyska MLeH3uii YCTPOMUCTB

,ﬂ.ﬂﬂ 3alrpy3Kku }'II/ILI,eHSVII\/‘I yCTpOI7ICTB B CUCTEMY HAOXXMUTE Ha KHOMKY nMnopta I'II/ILI|eH3I/II7IZ OTKPOETCA MeHeXeP

nmnopTa SIMLEH3NIA YCTPONCTB:

VIMnopTMpoBaTh NULEH3NM YCTPOICTB

Mepetawute daiinb nau Haxmute JRESELENGETE]

®daiinbl lic, license pasmepom ao 1 MB

Hasgamnmue Mporpecc sarpysku Craryc Paamep

ES8B000023 license v 1.2KB X
ESBC000300 lic 0 22MB X
licence.xml (1] 47K X
NPO1000562 license v 1.2KB X

OTmeHUTL

[ns Bbi6bopa hali/ioB NNLEH3MM HAXXMUTE Ha KHOMKY "BblbpaTh haiinibl" 1 B OTKPbIBLLEMCS OKHe Bblbepute
cooTBeTCTBYHOWMeE chaiinbl (MM6o nepetalmTe haiinibl NULeH3NI 13 alinoBoro NPoBOAHMKA Balleit
ornepauroHHOi CUCTEMbI B BbIAENEHHYH 06/1aCTb MEHEKEPA 3arpy3KN).

daiinbl NMLEH3NI Jo0/MKHbI ObiTb pasMepoM He 6oniee TMB 1 umeTb paclunperue .lic unm .license
Mocne BbiGopa halinoB HaUHETCs UX aBTOMAaTUYecKasi 3arpyska. B MeHegkepe 3arpy3ku oTobpaxaroTcs
Ha3BaHue, paamep haiifoB IMLEH3WIA, NPOrPECC U CTATYC KX 3arpy3sKu.

CTatychl 3arpy3ku chaiina:

YcnoBHoe OonucaHue
0603HauYeHne

s daiin NNUEH3NN HE NPOoLUEN NPOBEPKY N MOXET ObITb COXpPaHeEH B CUCTEME.

o daiin NMUeH3nn He NpoLuen NPOBEePKY, 4718 NosyyeHns 6os1ee Nogpo6bHON nHopmalmm
HaBeauTe MbILLKY HAa MKOHKY cTaTyca.

CoxpaHuUTb B CUCTEME MOXHO TO/IbKO Te ¢haii/ibl, KOTOpPble YCNELIHO NPOLUN NPOBEPKY N NMEHT

ctatyc ¥ . B cnyuae ecnv B Cnvcke ecTb (aiifibl CO CTaTycom 0 , 03HAKOMLTECH C MPUYMHON
HenpoiieHHOI NPOBEPKM 1 yAannTe UX 13 CrIMCKA, HaXKaB Ha KHOMKY X .

Korga B cnucke ocTaHyTCs TO/TbKO YCMELHO 3arpy>XeHHble goalifibl, CTaHeT AOCTYMNHOW 4718 HaXKaTus KHomnka
"CoxpaHunTb". HaxxmuTe Ha Hee A5l COXpaHeHUs 3arpy>XeHHbIx haiinos.
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YnpaBneHue IMLEH3UsIMU YCTPOCTB

[N yCTaHOBKU JIMLIEH3UM Ha YCTPOICTBO BblbepuTe (halinbl NMMUEH3NIA B TabNMLE C NOMOLLbIO ¢hnaros 1
HaXKMWTE Ha KHOMKY YCTaHOBKM NULEH3WIA. Mocne ycrnewHo yCTaHOBKY IMLEH3NM B KOIOHKe "Ha ycTpolicTee”
HaNPOTVB YCTAHOB/EHHOV NINLIEH3UI 0TO6PA3NTCS OTMETKA v .

;) YCTaHOBKY IMLEH3UIA NOAAEPXMBAIOT cregytowme cepun yctpoincts: MESS23xx, MES33xx, MES35xx,
MES36xx, MES53xx, MES53xxA, MES5400.

[na oTo6paxeHns Nogpo6HON MHhopMaLUy 0 IMLEH3NM HAXXMUTE Ha KHOMKY 0TOGpakeHns oApo6HOi
NHhopMaLMKn B COOTBETCTBYIOLLEN CTpoKe Tabnuubl (kosioHKa "Mokasatk"): 6yaeT 0TobpakeHo MoaasibHoe
OKHO C NOAPO6GHOIN NHAOPMaL et 0 3arpy>XeHHON NNLEH3NN.

Ans yaaneHus NNLEH3NN 13 CUCTEMbI BbibepuTe dhalinbl NMMLEH3NI B TabNMLE C NOMOLLbIO (h1aroB 1 HaXMUTE
KHOMKY yAaNEHUS NINLEH3NIA.

Hwxe npeacTaBneHbl yC10BHbIE 0603HAYEHNS 1 ONCaHKe CTaTyCcOB y3/10B ceTu:* [poyre onepaTopsbl 1
KOHCTPYKLMMN:
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TEXHNYECKAA NMOAAEPXKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BbI MOxeTe o6paTnTbcs B CepBUCHbIV LEHTP koMnaHum Eltex:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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