BupTtyanbHbIM KOHTpOAAEp 6ecnpoBoaHOro pAocTyna cepun VWLC

TexHUUyeckoe onucaHue .’_“ie LTGX

KomnneKcHble peleHna ana nocTpoeHma ceTei

L

— MOHUTOPUHT 1 ynpaBaeHue TouKkamu gocryna’

— YnpaeneHue cueHapuMAMU aBTOPU3aL MM Nosib3oBaTtenei
— ApanTtauusa pagmMonapameTpos 6ecnpoBogHoOI ceTn

- YnpasneHue poymuHrom 802.11 r/k/v

—

ClTex

VWLC — 370 BMPTYanbHbI KOHTPO/IJIEP KOPNOPATUBHOIO YPOBHA ANA CETEN CPeAHMX M KPYMHbIX NPeanpuaTuii, a TakxKe
ropoackux cete. KoHTponnep No3BonseT CTPOUTb pacnpeneneHHble 6ecnpoBoHbIe CeTU C UCMONb30BaHUEM PA3IUYHbIX
cueHapueB NpoxoxaeHus tpadurka Ha yposHe L2/13.

[Ona obecneyeHns 6e3onacHOCTM ceTel nogaepKaHbl GYHKUMM MexKceTeBOoro akpaHnposaHusa. C vVWLC morXKHO co3gaBaTb
Pas3/INYHbIE CLLeHapUK aBTOPM3aL MK NOIb30BaATEIel AN KOPNOPATUBHbIX U MYBAMYHBIX (rOCTEBbIX) CeTel. TaKKe JOCTYMHbI
CLeHapUN NHTErpaLLmMm c KopnopaTuBHbIMuM ceprcamm (LDAP, RADIUS u T. 4.) 3aKa3umka.

KoHTponnep pa3BopaumBaeTca B BUPTyasbHOM Cpefe, YTO AaeT BO3MOMKHOCTb MTMOKOro macwtabupoBaHus. BcTpoeHHbI
MoZynb Airtune No3BonfeT ynpasBasaTb pagnmonapameTpamMmm TOYEK A0CTyna M NoACTPanBaTbCA Nog TEKYLLYIO CPeay, a TaKKe
OCyLWecTBAATb 6aNAaHCMPOBKY KAMEHTOB. Hannydlume ycnoBusA NepektoYeHns KIMEHTOB MeXAY TOYKamMmn 40CTyna AOCTU-
ratotcs 6narogapa nogaepskke becosHoro poymuHra (802.11 r/k/v).

MuHMManbHble cUCTeMHble TpeboBaHUA?

ApxuTekTypa x86-64, TakToBadA Yyactota He meHee 1,8 ML,
Mpoueccop Moaaep»Ka Habopa MHcTpyKumMin MMX, SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2
(nokoneHue npoueccopos Intel Nehalem nam AMD Barcelona CPU nnu Bbiwwe)

OnepaTtuBHaA NamATb He meHee 3Thb

JncKkoBoOe NpOCTPAHCTBO He meHee 375 Mb

fnepBu3opbI Virt.uaIBox 7.0,
ESXi 7.0
Imynauma:

Intel E1000, Intel E1000E,
VMXNET2, VMXNET3
MapaBupTyanusaums:
VirtlO
PCI Pass-through:
Intel XL710 Ethernet Controller (2x40/1x40/4x10/2x20/2x10/1x10),
Intel X722 Ethernet Controller (2x10/4x10)

¢YH KUUOHaNbHbl€ BO3MO>XXHOCTHU

Moaaepxusaemsie |/O

YnpasneHue TouKamu gocTyna —MNopaeprKKa cTaHAapPTOB HECLIOBHOMO POYMUHIA
— Noppepskka asTopusaummn WPA/WPA2/WPA3® Personal IEEE 802.11r/k/v
— Noppepskka asTopusaumn WPA/WPA2/WPA3® Enterprise — MHTerpaums ¢ BHelWHWMM nopTanamu’
— MopepKa OTKpbITOM ceTh ¢ wnudposaHnem OWE’ — ABTOMATMYECKOE ynpaBaeHne pecypcamm
— MNopaeprKKa I0KanbHOro cbopa akKayHTMHrA PaANOOKpPYKEHMA
nonb3osaTteneit’ — ABTopu3saums Tl no cepTudmkatam

— MNoaneprKKa BbIrPYy3KM akKKayHTUHIa NOAb30BaTeNEN HA
BHewHMn RADIUS-cepBep

"B Aemo-pexknume MOXKHO noaxIounTb 15 T/, PacwmpeHmne konnyectsa T/, oCyLeCcTBAAETCA N0 NMLEH3MM 1 ByAeT AOCTYMHO B cheaytowmx sepeumsax MO.
2 MpuseseHHble TpeboBaHMA NO3BONAIOT NPOM3BECTU YcTaHOBKY VWLC 1 nepBUYHbIN 3anycK ¢ 6a30B0I HAaCTPOKON.

3 NoagpeprkaHo ans T4 WEP-3ax, WEP-30L, WEP-30L-Z, WOP-30L, WOP-30LS.

4 Peanusaums GyHKUMI B crneayrowmx sepcusax MNO.

S MposepeHa pabota ¢ WNAM Netams, Cisco ISE.
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BupTtyanbHbIM KOHTpOAAEep 6ecnpoBoaHOrO AocTtyna cepun VWLC

TexHnyeckoe onvcaHue

®DYHKUMOHaAbHbIE BO3MOXXHOCTH (MPOAOAKEHME)

MoapepuBaemble TOYKU A0CTYyNA
— WEP-1L

— WEP-2L

— WEP-200L

— WEP-2ac
—WEP-2ac Smart
— WEP-3ax

— WEP-30L

— WEP-30L-Z
—WOP-2ac
—WOP-2ac rev.B
—WOP-2ac rev.C
—WOP-2L
—WOP-20L
—WOP-30L

— WOP-30LS

KommyTauua

— 0o 4094 VLAN (802.1Q)

— Voice-VLAN

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-nomeH

— LAG/LACP(802.3ad)

— Port-security, protected port
— Jumbo-Kazpbl

KommyTtauua no metkam (MPLS)

—MoaaeprKka npotokona LDP

—Moapepkka L2VPN VPWS

— Nopgaeprkka L2VPN VPLS Martini Mode, Kompella Mode
— Nopaeprkka L3VPN MP-BGP (Option A, B, C)
—L2VPN/L3VPN over GRE, DMVPN

— MNpo3payHasn nepenaya cnyxebHbIX NPOTOKONOB

Mapuwpytusauma

BGP:

— CemeiictBo agpecos: IPv4, IPv6, VPNv4, L2VPN,
IPv4 label-unicast, Flow-spec

— MbHKas BO3MOXKHOCTb YNpPaB/ieHUs MapLIPYTHOM
MHbOPMaumei no atpmubyTam. MNoaaeprKka MexaHM3moB
Conditional Advertisement, Route Aggregation u Local-AS

— BbicoKaa macluTabupyemocTtb M TMBKOCTb HACTPOMKM:
nogAep:kKka peer-group, dynamic neighbor, as-range u
Route-reflector

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer
Detection

— Graceful restart

— AyteHTudumKauma

— InbKan peancTpubbloums ns/e npouecc BGP mapupytos
APYr1X NPOTOKO/I0B

— Bo3MOXKHOCTb 3anycKa 4o 64 NpoLLeccoB 04HOBPEMEHHO

— ECMP

— MNoapeprKKka MapLLpyTU3aLMKM HA OCHOBE MONUTUK

DHELTEX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

OSFP(v3):

— 30HbI pa3nunyHbix TMnos: Normal, Stub, Totally stub,
NSSA, Totally NSS

— PaboTa B pasnmyHbIX TUNax ceTeli: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapusauma n GuabTpaLma MapLLipyTHOM
nHbopmaumun

— AyteHTndumKauma

— ECMP

— MaccuBHbIN MHTepdelic

— nbkana peauctpubslouma ns/s npouecc OSPF
MapLIpyTOB APYrnx NPOTOKO/N0B

— BO3MOXKHOCTb 3aMycka A0 6 NPoLEeccoB 0AHOBPEMEHHO

— MNoppepka npotokona BFD

— MexaHu3m Auto cost calculation

— MNoaaeprkka MapLLPyTU3aLLMK Ha OCHOBE MOJIUTUK

IS-IS:

— PaboTa B pasnmyHbIX TMNax ceTtelt: Broadcast,
Point-to-point

— YctaHoBKa coceactsa L1-/L2-ypoBHei

— Metric style: narrow, wide, transition

— AyteHTndumKauma

— ®unbTpaLma MapLLPYTHON MHDOPMALLUK

— nbkan peancTpmbbloumns ns/e npouecc IS-IS mapwpyTtos
OpYyrux NPoTOKONOB

— BO3MOXHOCTb 3anycka 4o 6 npoLeccoB 0 4HOBPEMEHHO

—MNopaeprKka MapLUpyTU3aLLMM Ha OCHOBE MOJIUTUK

RIP(ng):

— Paborta B pexkumax (RIP only): Broadcast, Multicast,
Unicast

— Cymmapumsauma n GuabTpaLma MapLupyTHOM
nHbopmaLmun

— YnpaBieHne METPUKOI MapLLpyTa

— AyteHTndumKauma

— [MaccuBHbIN MHTepdelic

— TnbKana peanctpubblouma ns/s npouecc RIP mapLupyTos
OpYrux NpoTOKON0B

—MNopaeprKka MapLUpyTU3aLLMK Ha OCHOBE MOJIUTUK

Static:

— MNopaepka npotokona BFD

— PeKypcUBHbIV NOMCK

— YnpaBieHve METPUKOIM MapLupyTa

— Bo3moXKHOCTb BblOOpa BapuaHTa yBeAOMAEHUSA
oTnpaBuTeNto Npun 610KMpPoBKe TpaduKa

www.eltex-co.ru




BupTtyanbHbIM KOHTpOAAEp 6ecnpoBoaHOro pAocTyna cepun VWLC

TexHUUyeckoe onucaHue

®DYHKUMOHaAbHbIE BO3MOXXHOCTH (MPOAOAKEHME)

IPsec

— Pexxnmbl «policy-based» n «route-based»

— Pexkumbl nHKancynsumn: tunnel u transport

— Buabl ayteHTUdUMKaumn: pre-shared key, public key, xauth
(ikevl only), eap (ikev2)

— MNoapeprkka mobike (ikev2 only)

—Mopaeprkka HabopoB Ktouel ayteHTUdUKaumm ike
ikering

YpaneHHbllt goctyn (Remote Access)

— BO3MOKHOCTb yAaneHHoro AocTyna
K KopnopaTtuBHoi cetn no PPTP, L2TP over IPsec,
OpenVPN, WireGuard

— Mopapeprkka PPPoE-/PPTP-/L2TP-knueHTa

— AyteHTndMKaLMA Nosib3oBaTene

— lLndpoBaHme coeanHEHN

be3onacHocTb

— MNopaaeprkka cnnckos KoHTpona aoctyna (ACL) Ha 6ase
L2-/L3-/L4-nonemn

— Zone-based Firewall B gByx pexxumax: stateful u stateless.
JlornpoBaHue cpabaTtbiBaHMA NPaBUJI, CYETUNKM

— OuUnbTPaLMA NO NPUIOKEHUAM

— 3awmTa ot DoS-/DDoS-/Spoof-aTak 1 nx 1orMposaHue

— Cuctema ob6HapyKeHMa 1 NpeaoTBPaLLEHMA BTOPKEHNUN
(IPS/IDS) v nx nornposaHue

— CMrHaTypHbI aHanm3 nocpeactsom IPS B AByx pexxumax:
aHaNuM3 TPAH3UTHOTO M 3epPKanMpoBaHHOrO TpaduKa

— B3anmogelictaue c Eltex Distribution Manager gns
NoNYyYEeHUA NULLEH3MPYEMOTO KOHTEHTA — Habopbl
npaswu, npegoctasasemble Kaspersky SafeStream Il

MOHUTOPUHT U yNpaBaeHue

—MoaaepKKa CTaHAAPTHLIX U pacwmpeHHbix SNMP MIB,
RMONv1

— Zabbix agent/proxy

— AyteHTndMKaLMA Nob30BaTeNEl No IoKanbHOW 6ase
cpeactsamum npoTtokonos RADIUS, TACACS+, LDAP

— 3awmTa oT OWNHBOK KOHOUTYPUPOBAHMA,
aBTOMATMYECKOE BOCCTAaHOB/IEHME KOHbUTIYypaLmm

— UHTepdelicbl ynpasneHua CLI

— Mopaeprkka Syslog

— MOHUTOP MCN0/1Ib30BaHNA CUCTEMHbIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
MHPOpMaLMM O NaKeTax B KOHCONN

— O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KoOHPUrypauum no
TFTP, SCP, FTP, SFTP, HTTP(S)

— Moppepxka NTP

— Netflow v5/v9/v10 (akcnopT ctatncTnkm URL
ana HTTP, host ana HTTPS)

— YnaneHHoe ynpasneHue, npoTtokosbl WEB, Telnet, SSH
(IPv4/IPv6)

" Mo ymonuaHuio GyHKUMOHAN OTK/KOHYEH. AKTUBMPYETCA MO SIMLEH3NN.
2 YHKUMOHAN AOCTYNeH ToNbKo Ansa onumn vVWLC FREE.

SHELTEX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

— LLDP, LLDP MED
— JloKanbHoOe U yaaneHHoe CoXpaHeHne KoHoUrypauuii
MapLpyTu3aTopa

SLA'
— SLA-responder ans Cisco-SLA-agent
— Eltex SLA:
— 3afeprKKa (04HOCTOPOHHAA/ABYCTOPOHHAA)
— Jitter (npamoii/o6paTHbIN)
— MoTepa naketos (NpaAmasa/obpaTtHan/nByCTOPOHHASA)
— O6HapyKeHWe AybAnpYIOLLMXCA NaKeToB
— ObHapyKeHWe HapyLeHWA Nocen0BaTENbHOCTU
[OCTaBKM NakeTos (npaAmoe/obpaTHoe/LBYCTOPOHHEE)

PesepBupoBaHue

—VRRP v2, v3

— Tracking Ha ocHoBaHuUM VRRP- nnu SLA-TecTa

—YnpasneHue napametpamm VRRP

—YnpasneHue napametpamu PBR

— YnpasneHne agMUHUCTPATUBHbBIM CTaTyCOM MHTepdeiica

— AKTMBaUMA M AeaKTUBaLMA CTaTUYECKOro MapLpyTa

— YnpasneHue atpubytom AS-PATH n preference
B route-map

— DHCP failover ana pesepsupoBaHus 6asbl IP-agpecos,
BblgaHHbIX DCHP-cepBepom

— Failover Firewall gna pesepsupoBaHua ceccuii Firewall
n NAT

— MultiwAN

— Dual-Homing

Cepsucbl

— DHCP-knueHT, cepsep
— DHCP Relay Option 82
— DNS resolver

- NTP

— TFTP-cepBep

BRAS (IPoE)’

— TepMrHauma Nonb3oBaTenen

— benble/yepHble cnmckn URL

— KBOTMpOBaHuMe nNo 06bEMY TpaduKa, No BPeMeHU ceccuu,
Mo CETEBLIM NPUNOKEHUAM

— HTTP/HTTPS Proxy

— HTTP/HTTPS Redirect

— AKKayHTUHT ceccuin no npotokony Netflow

— B3anmogelicteue c cepsepamm AAA, PCRF

— YnpaBsieHue Nosocoi NponyckaHua no opucam
n SSID, ceccusam nosb3osaTesnen

— AyteHTudmKauma nonbsosateneit no MAC- nnu
IP-agpecam
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BuptyanbHbI KOHTPOAAEP BecnpoBoaHOro aAocTtyna cepun VWLC

TexHuyeckoe onucaHue *’\e LTex

KomnneKcHble peleHna Ana nocTpoeHna ceTel

TunoBas cxema NpUMEHEHHUSA B KOpﬂOpaTMBHOﬁ CeTn

pr— a KommyTtartop

P— a KommyTatop
pocrtyna

AocTtyna

MK MK

UHdopmauyua gna 3akasa

Onumsa nporpaMmHbii KoHTpoanep VWLC FREE, 1 Mbit/s, 1024 RIB BGP, 1000 RIB OSPF,

VWLC FREE 1000 RIB IS-IS, 1000 RIB RIP, 2 VPN, BRAS-DEMO, WIFI-DEMO, 15 AP

Caenatb 3aka3s O komnaHuu ELTEX

Npepnpuatue «3/ITEKC» — BeaylWwmnii POCCUNCKUIA pPa3paboTUmK M

t ﬁ :EE:: NpPoOu3BOAUTENb KOMMYHWUKALMOHHOTO 060pyaoBaHuA ¢ 30-neTHei
+7(383) 274 1001 eltex@eltex-co.ru www.eltex-co.ru ncropueii. KOMNNEKCHOCTb peLleHnin U BO3MOXKHOCTb WX BeclioBHOMN
+7 (383) 274 48 48 MHTerpaumm B UHGPACTPYKTYpy 3aKasumKa — NPUOPUTETHOE HanpaBieHne

Pa3BUTUA KOMNAHUN.

www.eltex-co.ru
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