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1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU C BbICOKMMU KPUTEPUSMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-3ax — ycTaHOBKa BHYTPM 34aHWIA B KQ4eCTBE TOUKM AOCTyNa K pa3/InyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30nacHoii aKkcnlyaTauum yCTpoicTBa,
pekoMeHAaLuy No YCTaHOBKE 1 HACTPOIAKE.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartenieil K BbICOKOCKOPOCTHOM 6e30nacHo
6ecnpoBoHOl ceTn paspaboTaHbl 6ecnpoBogHble Toukn goctyna WEP-3ax.

OCHOBHbIM MpejHa3Ha4YeHneM yCTpoNCTB ABMSETCA co3faHne 6ecrnpoBOAHON ceTu nepesayn AaHHbIx L2-
YPOBHS Ha CTblKe C NpoBoAHON ceTblo. WEP-3ax nogkntoyaeTcs K NpOBOAHON CETU C MOMOLLbIO
100/1000/2500M Ethernet-uHtepdelica 1 ¢ NOMOLLbIO CBOUX pamonHTepdeincos co3gaeT 6ecnpoBoLHON
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpolicTBa cofiepxar ABa pafvmonHTepdeiica Ana opraHmsaumum AByx (hU3nyeckmx 6ecnpoBOaHbIX CETEN.

WEP-3ax nogaepxmsatoT cOBpeMeHHbIe TpeboBaHWs K Ka4eCTBY CEPBUCOB ¥ MO3BOMAIOT NepefasaTb
Hanbonee BaxHbIN Tpaduk B 60n1ee NPUOPUTETHLIX OYepPeasix Mo CPaBHEHMUIO C 06bIYHbIM. ObecneveHune
npuopuTU3aLMM NPOUCXOANT Ha OCHOBE TexHonoruii QoS: CoS (cneunanbHble MeTku B none VLAN-naketa) u
ToS (meTkn B none IP-naketa).

Mopaepxka wennuHra Tpaduka Ha kaxgom VAP no3sonsieT B NOIHOM Mepe ynpasisiTb Ka4eCTBOM CEPBMNCOB
N OrpaHUYeHnsAMY Kak [/19 BCceX abOHEeHTOB, Tak U A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B ochuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
rOCTUHWLBI 1 ApYroe). Bo3MOXHOCTb CO3A4aHNs BUPTYaslbHbIX TOUYEK AOCTYNA C pas/IMYHbIMK TUNamu
wncpposaHusa nossonset yctaHasnneatb WEP-3ax B opraHusaumsx, rae Tpebyerca pasrpaHuyeHue npas
focTyna mexay 06bl4HbIMUY N0/1b30BaTeNIAMN U BblAeNEeHHbIMY rpynnamMu nonb3osartenei.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 100/1000/2500BASE-T (RJ-45) ¢ nogaepxkoii PoE+;
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* Moppepxka ctaHaapToB IEEE 802.11a/b/g/n/ac/ax;

* Moppepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

+ Arperauusi aaHHbIx, Bkntoyast A-MPDU (Tx/Rx) n A-MSDU (Rx);
+ MproputeTbl U NaHNPOBaHNE NnakeToB Ha ocHose WMM,;
* Moanepxka 6ecnpoBogHbIx MocToB (WDS);

+ [nHamuueckuii BbiI6op yacToTbl (DFS);

+ MNopaepxka ckpbiToro SSID;

+ 32 BUpTYyasibHble TOYKM OOCTYNa,;

+ O6HapyXeHne CTOPOHHMX TOYEK AOCTYNa;

+ CnekTpoaHanm3arop;

+ ABTOBbIOOp KaHana;

+ BSS coloring.

Cemesble (hyHKYUU:

+ ABTOMAaTMYeCKOoe corsiacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiioveHnsa Mexay pexnmamm
MDI n MDI-X;

* MNopaepxxka VLAN;

* MNopaepxka NTP;

* MNopaepxka GRE;

* DHCP-knuneHrT.
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®dyHkyuu QoS:

+ OrpaHuyeHne NponyckKHOM cnocobHocTn Ansa Kaxaoro SSID;
+ OrpaHuyeHne cKopocTn ANnd knaneHta Ha kaxgom SSID;
* Mopgaepxka npunoputnsauumn no CoS n DSCP.

be3onacHocmb:

* LleHTpanunsoBaHHas aBTopm3aums yepe3 RADIUS-cepsep (802.1X WPA/WPA2/WPA3 Enterprise);
* WndposaHne ganHbix WPA/WPA2/OWE/WPAS3;
* Moppaepxka Captive Portal;

- Mopaepxka WIDS/WIPS'.

[ O Mopaepxka dyHkumoHana WIDS/WIPS npepoctaBnseTcs no AMuUeH3nn.

Ha pucyHke 1 npuBefeHa cxema npuMeHeHust o6opyaosaHms WEP-3ax.

fsﬁ APM /

@ " oneparopa &3 wwinios
i [

Meg

ay

Cepsep \ WEP-3ax 1 :
DHCP, RADIUS P & o

PucyHok 1 — ®yHKUMOHa/IbHas cxema ucnosb3oBaHms WEP-3ax
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45
100/1000/2500 M6uT/c, aBTOONpEAENEHNE

BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MI'w)

802.11a/n/ac/ax:

—36-64 (5170-5330 MI'w)
—100-144 (5490-5730 MI'y,
—149-165 (5735-5835 MI'y,

2.4 1Ty, 802.11ax: 574 MéuTt/c
5ITu, 802.11ax: 1201 Méut/c

24T1Tuy: 512
5MTuy: 512

2.4T1Tu; 22,5 pbm
51Ty: 24 pbm

2.4TTu: ~3 aobu
5MTu: ~3 obn

2.4TTu: po-92 pbm
51Tu: no-93 gbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndpposaHve gaHHbIXx WPA/WPA2/OWE/WPA3

nogaepxka Captive Portal

noaaepxka WIDS/WIPS'

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBneHune

YnaneHHoe ynpasneHue

web-nHTepgeiic, Telnet, SSH, CLI, SNMP, NETCONF



OrpaHnyeHne goctyna

O6wue napameTpbl
Flash-namaTtb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCKTEeNbHAasA BNaXHOCTb Npu
Temneparype 25 °C

lra6apwuTbl (JuameTp x BbicoTa)
Macca

Cpok cnyx6bl

Mo naposnto

256 MB NAND Flash

16 DDR4 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
He 6onee 13 BT

oT +5 go +40 °C

0o 80 %

230 x 56 Mm
0,56 kr

He meHee 15 net

PykoBoacTso no akcnayatauum WEP-3ax

1 Mopnepxka dyHkunoHana WIDS/WIPS npegocTasniseTca no nuueH3sunu.
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2.4 [narpamMmbl Hanpas/eHHOCTU

Ha pucyHkax Hvxe npeacTas/ieHbl auarpamMmmbl Hanpas/IeHHOCTU BCTPOEHHbIX aHTEHH YCTPOMCTBA.
© [varpammbl HanpaBNEHHOCTY NAAT PeBU3Nii 2v1 1 2v2 OTANYAIOTCS.
WEP-3ax 2v1

AZIMUTH (XY)

.

ELEVATION (YZ)

{}GE (POE)
Anana3oH 2.4 Ty,
).(‘!"—E]"anne H+V +X ‘:Z!-‘Elsnne H+V
[ 2450 MH: [ 2450 MH:
W 2500 Mil:
-X {180}
Avana3oH 5Ty,

280
\

| 280

|

| 270

1 170 15 150 20

10



PykoBOACTBO M0 akcrnyatauun WEP-3ax

WEP-3ax 2v2

AZIMUTH (XY) ELEVATION (YZ)

e

{}GE (POE)

AnanasoH 2.4 Ty,

Anana3oH 5 'y

11
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WEP-3ax 4v1

AZIMUTH (XY)

O

{}GE (POE)

ELEVATION (YZ)

AvanasoH 2.4 I'Ty,

nZ Ty
105 P 75 105 7
120 0 120 60
135 4 135 45
150 30 150 30
165 15 165 15
180 "}x 180 Py :z
Joo-25 20 -15 -0 -3 |a Jos 2w 15 10 5 o
I
195 345 195 345
210 330 m 330
13 313 s 315
240 300 0 300
235 70 215 255 o, 15
AnanasoH 5Ty,
anZ AY
105 7 w7 7
120 60 120 60
135 15 135 45
150 30 150 30
165 15 163 15
X z
180 L s M " " LY 3
> >
=pr =25 =20 -15 -0 -5 ¥ =25 =20 =15 =-10 <5 0
195 345
210 330
23 35
40 300
255 233 285

21

12
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-3ax BbINO/IHEHO B N1aCTUKOBOM KOpMyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA BUA NaHenn yCcTpoiicTBa NpMBEAEH HA PUCYHKE 2.

2A5GE (PoF) =
> 4 246G
FO 56

{ —
m  w——

I
Vi

2 3 4

PucyHok 2 — BHeluHuiA BUA, ocHoBHOW naHenn WEP-3ax

Ha ocHoBHoOW naHenun ycTpoiictea WEP-3ax pacnonoxeHbl crefyouime CBETOBbIE MHAMKATOPbI, pasbembl 1
opraHbl ynpasnexust (Taénuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoOB YNpaB/eHus

AneMeHT naHenu OnucaHune

1 LAN CseToBasi MHAMKaumWsi cocTosHusA nopTa 2.5GE (PoE)

2 2.5GE (PoE) Mopt 2.5GE ans nogkntoyeHus Ethernet-kabens n nogaum nutaHus PoE+
3 F KHonka cbpoca k 3aBOACKUM HacTpoikam

4  Wi-Fi VHAVKaTopbl akTUBHOCTM COOTBETCTBYOLWMX Moaynein Wi-Fi

13
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2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CBeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

Nupunkarop CocTosiHMe nHauKaTopa CocTosiHMe ycTpoicTBa
Wi-Fi 3€/1eHbIiA, FTOpUT NOCTOSIHHO ceTb Wi-Fi-akTnBHa
3€eNeHbli, Muraet npoLecc nepeaayn gaHHbIX N0 6eCnpoBOAHO
cetn
LAN ropuT 3eneHsbiii ceetoamog (100 Mbps)/ YCTaHOB/IEHO COeUHEHNE C NOAK/THOUYEHHbIM

ropuT opaHxeBblit ceeToamos (1000, 2500 Mbps) CeTeBbIM YCTPOCTBOM

MuUraeT 3efeHblii ceeToamnos, npoLecc nakeTHoi nepeaayun aaHHbIX no LAN-
nHTepdeicy
Power 3e/1eHblid, FOpUT NOCTOSIHHO BK/IIOUEHO NMUTAHWE YCTPOICTBA, HOpMasibHas
(Ha BepxHeli pa6oTa
naHenu
ycTpoiicTBa) < .
OpaHXXEBBbI, FOPUT MOCTOSIHHO YCTPOIACTBO 3arpyXeHo, HO He MosyyeH IP-

afpec no DHCP

KpacHblii, FTOPUT NOCTOSIHHO 3arpyska ycTpoiictea

2.7 C6poc K 3aBOACKMM HacTpoiikam

[nsa cépoca ycTpoicTBa K 3aBOACKMM HACTPOikaM He06X0AMMO B 3arpy>K€HHOM COCTOSAHUM HaKaTb U
yaepXnBaTtb KHOMNKY «F», noka nHamkatop Power He HauHeT muraTtb. MNponsoligeT asTomarmyeckas
nepesarpyska ycTporictsa. lNpun 3aBOACKNX yCTaHoBKax 6yaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaeT 3aBoackoin IP-agpec — 192.7168.1.70, macka noaceTn

— 255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ BecnpoBogHada Touka goctyna WEP-3ax;

+ KomniekT Kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MNamaATka 0 JOKyMeHTauuw,

+ Macnoprt.

14
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.

PeKOMeH,CI,yeMOG yCTaHaBnMBaeMoe MnoJsioXKeHne: ropu3oHTas1IbHOE, Ha MOTOJIKE.

2. Mepep ycTaHOBKOW N BK/IOYEHMEM YCTPOICTBA HEOOXOAUMO NPOBEPUTL YCTPOMNCTBO HA HaInYme

BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hannuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.
Ecnn ycTpoincTBO Haxoamnoch AsiMTeNlbHOe BPeEMS NPy HU3KOIM TemnepaTtype, nepes Ha4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:
* YcTaHaBnuBaiTe YCTPOWCTBO B LIEeHTpe 6eCnpoBOAHOM CeTy,
* MuHUMU3MpYiiTe yncnio nperpag (CTeHbl, NOTONKK, MeGENb 1 APpYroe) Mexy TOUKol AocTyna v
Apyrummn 6ecnpoBOAHbIMI CETEBLIMU YCTPONCTBaMY;
+ He ycTaHaBnvBaiiTe yCTpOCTBO B6NM3U (Mopsiaka 2 M) a1eKTPUYECKMX, PaiIMoyCTPOCTB;
* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTtax 2.4 Ty, 5Ty, B paguyce gelicteusa 6ecnposogHoii cetn Wi-Fi;
* [penAaTcTBUSA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, META/I/IMYECKNX KOHCTPYKLMIA, KWPMUYHBIX U

OGETOHHbIX CTEH, a Takke Nneperopoakn n3 6pyca 60/bLOro guameTpa, eMKOCTU C BOAON 1 3epkana

3HaYMTeNbHO yMeHbLato paguyc genctems cetn Wi-Fi. He pekomeHayeTcs pasmelleHne co
BHYTPEHHEWN CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacnpocTpaHeHVe curHasna n 3atyxaHve npu npoxoxaeHun yepes peLleTKy kapkaca

thanbLlunotosnka. Mo 37O Xe NpUUMHE HE PEKOMEH/YETCS YCTaHOBKA 3a AePEBSAHHbIM NOTONIKOM 1

B Yrnyo6neHusx.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK, PafIMyC COTbI AO/HKEH NepecekaTbCs ¢ coceaHeli CoToil Ha ypoBHe

-65 + -70 pbm. [lonyckaeTcs yMeHbLUeHMe YPOBHA curHana ao -75 Abm Ha rpaHuuax coT, ec/in He
npegnonaraeTcs ucnosib3osaHne VolP, NOTOKOBOro BMAeOBeLLaHNS 1 APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme

nomeLLeHuns. MpnbnuanTesnbHbIN paguyc oxeata yBepeHHOoro npuema Toukm goctyna WEP-3ax npu MmoHTaxe

Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomeLeHusax: 2.4 'y, — 40-50 m, 5 'y, — 20-30 M. Mpu NOSIHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — ao 100 m; 5y, — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNe ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4.5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckas peLueTka -21 -13

(Auelika 13x6 MM, MeTasi1 2 MM)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 3 — O6Lwas gnarpamma nepekpbITUa YacTOTHbIX KaHanos B 2.4 T,
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Mpumep cxeMbl pacnpeeneHns kKaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 [Ty npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 4.

PucyHok 4 — Cxema pacnpefesnieHus KaHasI0B MexXay cocefiHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LWvpuHe kaHauia B 20 MI'y,

AHa/TOrMYHO PEKOMEHAYETCS COXPaHSATh AaHHbI MeXaHU3M pacnpefenieHnst KaHas10B Npy PacnonoXeHUN
TOUEK MEXAY 3TaXKamu, PUCYHOK 5.

1 e A
+ ‘-r
<&
PucyHok 5 — Cxema pacnpefeneHms KaHanoB Mexay CoceqHNUMMN TOYKaMm A0CTyna, pacnonoXeHHbIMU MeXay
STaKaMin

Mpn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKkpbIBaloLLMXCA KaHasoB. B
Takux criyyasx CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel # !B S I FTRBED cee-—EEmeme2 !l 122222
| I I

A A A A A A A AR A A A A A A A A A A A AT A AA AR
somiz MV VN VY L)
80 MHz |/ \/ . \/ V \ [ L=
160 Mz [T A | i

Examples of [T [
non-contiguous
VHTB0+80 MHz 0\ [

setup
R T

PucyHok 6 — KaHasbl, ucnonb3yemslie B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOIACTBO MOXET GbITb YCTAHOB/IEHO Ha N/IOCKOI NOBEPXHOCTM (CTEHA, MOTO/I0K) NpU COBMAEHNN
VHCTPYKLMI NO TEXHMKE 6€30MacHOCTU U pEKOMEHAALWIA, NPUBEAEHHbIX BbILLE.
B KOMN/IEKT NOCTaBKM YCTPOCTBA BXOAMT KPEMNeX A/1sl yCTaHOBKM YCTPOICTBA Ha MI0CKY0 NMOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTMKOBOrO KPOHLUTEiHA NPUBEAEH HA pUCYHKe 7.

MNacTUKOBLIA KDOHLITEAH

WEP-3ax

PucyHok 7 — KpenneHune KpoHLUTeliHa Ha CTeHe

+ Mpu ycTaHOBKe KPOHLUTENHA HY)HO NPONYCTUTbL NPOBOAA B COOTBETCTBYHOLLME Na3bl Ha
KPOHLUTEeHe (PUCYHOK 7).

+ COBMECTUTE OTBEPCTMUS A/19 BUHTOB Ha KPOHLUTEMHE C TAKUMM Xe OTBEPCTUSIMUA Ha MOBEPXHOCTU.
C NOMOLLbH0 OTBEPTKM MPUKPENUTE KPOHLLTEH BUHTAMM K NOBEPXHOCTMW.

2. YcTaHOBUTE YCTPOIICTBO.

* MNogknoumnte Kabenn K COOTBETCTBYHLLMM pa3bemam YCTPONCTBa, OnucaHne pasbLeMoB
npuBeAeHO B pasaene KOHCTPYKTUBHOE UCMOTHEHNE.,
+ COBMeCTUTE YCTPOICTBO C KPOHLUTENHOM M 3adOUKCUPYIATE MOMOXEHWE, NOTSHYB €r0 BHU3.

18
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4.2 YcTaHOBKa yCTpPOWCTBa Ha (dasibLUNOTONOK

@ He pexomengyeTcs pasmellieHne YCTPOICTBA CO BHYTPEHHell CTOPOHbI (haslbLUMOTOSKA, Tak Kak
MeTa/IINYECKMIA KapKac BbI3bIBAET MHOTO/Ty4E€BOE PaCcNpOCTPAHEHNE CUTHAA U 3aTyxaHue npu
MPOXOXAEHUN Yepes3 pPeLLeTKy Kapkaca (dasibLUnoTosKa.

1 — MeETANNNYECKNI KPOHLLTENH; 2 — NaHeNb APMCTPOHT; 3 — NMACTUKOBbIA KPOHLWITENH; 4 — BUHTbI; 5 —
YCTPOWCTBO.

PucyHok 8 — MOHTaXx yCTpoiicTBa Ha (hasibLUnoTO/I0K

1. 3akpenute MeTasl/IMYeckuii U NNacTUKOBBIA KPOHLUTENHbI HA NOTOsIKE (PUCYHOK 8).
+ CoeauHUTe NNACTUKOBBIN KPOHLWTENH (3) Ha haibLUNOTO/KE C METa/IIMYECKUM KPOHLWITEHOM (1)
B CriefytoLLeM NopsiaKe: MeTa/lIMYeCckuii KPOHLITENH -> naHeslb APMCTPOHT -> N1aCTUKOBBIN
KPOHLUTENH.
* B maHenun ApMCTPOHI NPOpeXbTe 0TBEPCTUE Pa3MEPOM C OTBEPCTUE METa/IINYECKOTO
KpOHLUTelHa. Yepes gaHHOe OTBepCTMeE 3aBOASATCS NMPOBOAA.
+ CoBMecTUTe OTBEPCTUSI HA META/IINYECKOM KPOHLUTENHE, MaHenn APMCTPOHT 1 N1aCTUKOBOM
KpoHLITelHe. [lasiee COBMeECTUTE OTBEPCTUS [J/18 BUHTOB Ha M/1aCTUKOBOM KPOHLUTENHE C TakMMu
X€ OTBEPCTUSIMM Ha META/I/IMYECKOM KPOHLUTEHe. C NOMOLLbI0 OTBEPTKU COeANHUTE
KPOHLUTEVHbI BUHTAMW.
2. YcTaHOBUTE YCTPOWCTBO.
+ Mogkntounte kabenm Kk COOTBETCTBYHOLLMM padbemMam ycTpoiicTea. OnucaHvne pasbLemMoB
npuBeAeHo B pasgesne KOHCTPYKTUBHOE UCTOMHEHNE.
+ CoBMecCTUTE YCTPOWCTBO C N/IACTUKOBbIM KPOHLUTENHOM 1 3aDUKCMPYATE NOTOXEHME,
noBopaymBas yCTPONCTBO MO YaCOBOW CTpesiKe.

4.3 TlopAAoK CHATUA YCTPOMCTBA C KPOHLWITENHA
[Na cHATMA yCTPOMCTBA C KPOHLLUTENHA:

1. MoTsHUTE YCTPOICTBO BBEPX (PUCYHOK 7).
2. CHuUMUTE YCTPOICTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v nNaposs:

WEP-3ax

3. BBegute ums nonb3oBarensi B CTpoke «BBeauTe NOrvH» 1 naposb B CTPOKe «BBeanTe naposb».

© 3asopckue ycTaHOBKM: N0TWH: admin, Naponb: password.

4. HaxmunTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOACTBA.

NELTEX

MownuTopuHr Radio VAP WDS

WEP-3ax

CeTeBble HAaCTpPOMKN BHeluHWe cepBuchl Cucrtema - (BbIXOA)

Wi-Fi knueHTbl

Cratuctuka no Tpacuky

CkaHupoBaHne acdupa

CnekTpoaHanuaarop

XKypHan cobbiTuit

CeTteBan uHdopmaums

WMHdbopmauus o
paavionHTepdeiicax

ViHdopmaums 06 ycTpoiicTse >

Wanenve

AnnapaTHasi Bepcust
3asopckoit MAC-agpec
CepWuiiHbiit Homep
Bepcus MO

PesepsHas Bepcus MO
Bepcusi sarpyaunka
CuctemHoe Bpemst
Bpems paboTbl

Barpyaka LMY

Mcnonbayemasa namath

WEP-3ax
2v1
CC:9D:A2:CT:A2:E0

WP42001664

29.11.2023 05:28:47
14 20:03:06

2%

31% ) 314 Mbaiit / 1006 MGavit
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PykoBoacTso no akcnayatauum WEP-3ax

5. Mpun HEOGXOAMMOCTN MOXHO NEPEK/THUNTL A3bIK 0TOGpakeHMs nHdpopMauun. Ans WEP-3ax A0CTymMHbI
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

PELTEX  WEP-3ax

MoHUTOpUHT Radio VAP WDs CeTeBble HacTPONKN BHelwHne cepBuCbI Cucrema ru -

(BbIxOA)

Wi-Fi kneHTb Vanenue WEP-3ax

CrartucTuka no Tpadvky ANREpaTHAR BEACHR Bl

3asoackoit MAC-agpec CC:9D:A2:C7:A2:E0
CkaHupoBaHue acgpupa
CepWiiHblil Homep WP42001664

CnekTpoaHanuaatop Bepcus MO

XKypHan cobbituit PesepsHas sepcus MO

Bepcus aarpyaumnka
CeteBas MHgopmauns P 24

CuctemHoe Bpems 29.11.2023 05:28:47
WHdopmauus o

paauouHTepdeicax Bpems pabotbl 14 20:03:06

Barpyaka LMY 2%
WHdbopmauus o6 yctpolicTee > 4 u

Vcnonbayemas namsite 3qh 314 M6at / 1006 M6ant

5.2 TlMpuMeHeHue KoHpurypauum n oTMeHa U3MeHeHui

1. MpUMeEHeHNe KOHUrypaumm

Mpn HaXKaTUM KHOMKM 3anyckaeTcs npoLecc coxpaHeHust koHdurypauum Bo flash-

namsTb YCTPOICTBA 1 NPMMEHEHVEe HOBbIX HAacTPoeK. Bce HacTPOIKM BCTynaroT B cuy 6e3
nepesarpysku ycTpoiicTaa.

B web-uHTepdpeiice Toukn AocTyna peannsoBaHa BulyasibHasi MHAMKALMS TEKYLLLETO COCTOSIHUSA npoLiecca
MPVYMEHEHMS HacTpoekK, Tabnuua 5.

Ta6nuua 5 — BusyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHNs] HacTPoeK

BHewHuiA BUA OnucaHue CoCTOSAHUSA

lNocne HaxkaTna Ha KHOMNKY «|-|pI/IMeHI/ITb» nponcxognT npouecc NnpuMeHeHNA n

3anvcy HacTpoek B NamMsiThb ycTpoiicTBa. O6 aTOM MHpopMMPYET 3Hauok il B
Ha3BaHUW BKMAKN U Ha KHOMKE «MPUMEHUTb.

OG6 yCMNeLwHOM COXPaHEHNUN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAUOK

B HasBaHMN BKNaaKu.
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PykoBoacTso no akcnayatauum WEP-3ax

© OTmeHa n3MeHeHui NPOM3BOANTCS TOMBKO 40 HAXATUA Ha KHOMKY «[pUMeHUTL». MpU HaXKaTUK Ha
KHOMKY «[pUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLe napamMeTpbl OyayT 06HOB/EHbI HA TEKYLLME 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoicTea. locne Haxatusa Ha KHOMKY «[MpuMeHnTb» BO3BPAT K NpeablayLumum
HacTpoikam 6yaeT HEBO3MOXEH.

. ¥ OTMeHa
KHOMKa 0TMeHbI U3MEHEHWIT UMEET BUL;

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-nHtepdeiica.

L. TEX  WEP-3ax

MOHUTOPUHT e D DS ( B W v

Vanenve WEP-3ax
AnnapaTHas Bepcusi 2v1

Basoackon MAC-agpec CC:9D:A2:C7:A2:E0

CepWuiiHbln Homep WP42001664
Bepcus MO

GbITUi PesepsHas Bepcus MO

Bepcusi 3arpyaunka

CuctemHoe Bpems 29.11.2023 05:28:47

Bpems pabotb! 1.4 20:03:06

= . 3arpyaka LIMY
MHdopmaums o6 yctponctee >

Mcnonb3yemasn namaTb 1\ 314 M6aiit / 1006 MGaiit

© 00O "TMpednpusimue "3nmekc", 2019 - 2023 Bepcus I70. (Bepcusi WEB. )

OKHO Mo/b30BaTeNbCKOro NHTEpdelica pasgeneHo Ha NsaTb obacTeii:

1. Bknagku MeH — Ans rpynnupoBKK NoAMEH0 no kateropusim: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBucel, Cuctema.

2. Bbl6op A3blka MHTEpPdeiica 1 kHomnka (Bbixoa), NpegHasHauYeHHas A1 3aBePLUEHUSI ceaHca paboTbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknafgkv nogmeHo — 4715 ynpas/ieHns NoJsIeEM HacTpOeK.

Mone HacTpoek ycTpoincTBa — 471 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

WHdhopmaumoHHoe none, otobpaxatowiee sepcun MO 1 web-nHTepgeinca, ycTaHOBNEHHbIX Ha

YCTPOWCTBE.

arw
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5.4 MeH «MOHUTOPUHI»

PykoBoacTso no akcnayatauum WEP-3ax

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

WELTeEX

MoHUTOpHUH

WiFi xrmeror >
CraTucTiKa o Tpadhuky
Cranuposatvie sbupa
CrexTpoaranksarop
IKypHan coBeiTwit
Ceresas urihopmauys

VHdopmauns o
panvourTepcesicax

Viidopmaunma o6 ycTpoiicTee

WEP-3ax

Ne  Wwms xocTa
G2

81afe9c34a

tester-HP-ProBook-450-

HUAWEI_P40_Pro-

IP-appec MAC-agpec

MepenaHo / npuHATO Beero, BanT
Mepenaro / PUHATO BCEro, NaKeTos
MepeaaHo / NPUHATO AaHHBIX, BakT

MepenaHo / NPUHATG AaHHBIX, NAKETOB

192.168.0.35 38:b1:db:26:65:63 wlan0-vap1

192.168.0.36 a2:4d:0a:0a:ab:6d wilan1-vap0

Link

WHTepdeiic  Capacity

100%

100%

14613482474 /59 484
6185 044 / 351
14613 482 408/ 59 137

6185042/ 348

Mogynauna

OFDM6&
OFDM24

HE-NSS1-MCS8

HE-NSS1-MCS9

HE-NSS1-MCS10

HE-NSS1-MCS11

HE-NSS52-MCS3

HE-NSS2-MCS4

HE-NS52-MCS5

HE-NSS2-MCS6

HE-NSS2-MCS7

HE-NSS2-MCS8

HE-NSS2-MCS9

Link

Quality

100%

100%

MepeaaHo nakeToB

0

o

128

64

6
59357
0

816
5373
153680
34125
818154
811928

Link Quality
Common

RSSI, SNR,

ABM AB TxRate

100% -22/-34 63/55 MCS7722

100% -B5/-67 35/38 HENSS2-MCS11 2xLTF

Gl 0.8us 1200.9
Mepenako ¢ owubkamu, nakeTos
ToBTOPbI NEPEAa4U 3a NOCNEAHMI NEPHO/, NaKETOB
OfLiee 4ACNO NOBTOPOB NePEaa|H, NaKeToB
CkopocTb nepeaaqu / npuema, Kéur/c
MpuksTo NakeToB
0% 4 1%
0% 22 6%
0% 0 0%
0% 13 4%
0% 0 0%
1% 2 1%
0% 2 1%
0% 10 3%
0% 130 37%
2% 30 9%
1% 37 %
13% 29 8%

13% 38 1%

RxRate

MCs7 72.2

HE NSS2-MCS11 4xLTF
Gl 3.2us 1020.8

1255

0

0

669 893 /1

TX BW,
Mry

80

RX BW,
Mry

80

Bpems
pabotel

00:03:27

00:02:48

* Ne — HOMep NOAK/TIOYEHHOrO YCTPOICTBA B CMNCKE;
* MIMsi xocma — CeTeBOe MMs YCTPOICTBa;
* IP-adpec — IP-agpec noakIto4eHHOro yCTPONCTBa;
* MAC-adpec — MAC-agpec NoAK/H4YEHHOT0 YCTPOICTBA;
* MiHmepdgpelic — nHuTepdelic B3ammopgelictens WEP-3ax ¢ noakit4eHHbIM YCTPOCTBOM,;
* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT 3EeKTUBHOCTb NCMONb30BaHNA TOUKON AOCTyna
MoAynsauMn Ha nepegady. PaccumTbiBaeTcst UICX0O4S U3 KONMYECTBA NAKETOB, NepefaHHbIX Ha KaXXaoi
MOAYNALMMN [0 KTMEHTA, U NOHMXKAOLLMX KO3hMLUmMeHTOB. MakcumarbHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 419 MakCMMa/ibHOTO Tuna nss,
noazepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHune — 2% (B cnyyae, Korga nakeTbl nepeaaroTcst Ha

moaynaumm nssTmes0 ans kaveHTa ¢ nogaepxkkoii TexHonornm MIMO). 3HaueHne napameTpa

paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;
« Link Quality — napameTp, KOTOPbIi OTOGPAXXAET COCTOSIHINE /IMHKA A0 KMNEHTa, pacCUMTaHHbI Ha

OCHOBaHMI KO/IMYECTBA PETPAHCMUTOB MAKETOB, OTNPAB/IEHHbIX KTMEHTY. MakCcMMasibHOe 3HaueHue

— 100% (Bce nepeaHHble NakeTbl OTNPABUINCL C NEPBOVi NOMbITKA), MUHUMasIbHOE 3HadYeHne — 0% (Hu

OAVH NaKeT A0 K/IMEHTA He Bbl/T YCMeLIHO OTNpaB/eH). 3HaueHne napamMeTpa paccunTbIBaeTcs 3a

nocnegHvie 10 cekyHz;
« Link Quality Common — napameTp, KOTOpbIii 0TO6GPaXaeT COCTOSIHWE INHKA [0 K/IMEHTA, PAaCCUUTaHHBbII

Ha OCHOBaHUM KOMIMYEeCTBa PETPAHCMUTOB NakKeToB, OTNPaB/IeHHbIX KNNEHTY. MakcumasibHoe 3HayeHne

— 100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOi NOMNbITKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu

OfIMH NakeT A0 KNMeHTa He 6blN YCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccynTbiBaeTcs 3a Bce

BPEMS NOAK/TIOHYEHUS KNTNEHTE,;
* RSSI — ypoBeHb NpMHMMaEMOro curHana, abwm;

+ SNR — oTHOLWeHne curHasn/wym, ab;

+ TxRate — kaHanbHasi CKOPOCTb nepeaaun, MuT/c;
* RxRate — kaHa/bHasi CKOPOCTb npuema, M6uT/c;
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PykoBoacTso no akcnayatauum WEP-3ax

Tx BW — nonoca nponyckaHus Ha nepegade, My,
Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;
Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoZA 60/1€€ pa3BepHyTOil MHGopMaL My Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHssMo Bce20, 6alim — KONAMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KONIMYeCcTBO NnepefaHHbIX/NPUHATBLIX Ha NOAKHYEHHOE
YCTPOWCTBO NAKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THOYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, Nnakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKII0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 ToameHio «CtaTncTnka no Tpadonky»

PykoBoacTBo no akcnnyataunm WEP-3ax

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcsa rpaddukm CKOpocTu npuema/nepegayum Tpacurka 3a

nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa

BKMOYEHNA TOYKK AOCTYNa.

HELTEX

MoHUTOpMHI Radio VAP

Wi-Fi knineHTw
CTaTucTUKa no Tpadgmey >
CKaHUpOBaHWE 3chupa
CnekTpoaHanwaatop
HypHan cofeITHiA
CeTeRan UHOPMALIUE

Wrdpopmauma o
panuouHTepdeicax

Wndhopmauma of ycTpodcTee

WEP-3ax

ot

28
25
21
18
14

11

WDS CeTeBble HACTPOWRKH

BHelwHWe cepBMctl

Cucrema

WLANO Tx/Rx mbps

Rx: 0 mbps (max: 0 mbps)
@ Tx: 31.4 mbps (max: 32 mbps)

- (BbIxoq)

—r—— e — A r———— e ——

L o o i o R e

13:22:24

mees

622
544
466
389
311
233
155

78

O T T T
13:22:44

13:22:24

13:22:44

13:23:04

13:23:24 13:23:44

13:24:04 13:24:24 13:24:44

WLAN1 Tx/Rx mbps

Rx: 0 mbps (max: 0 mbé)s)
@ Tx: 623.3 mbps (max: 699.6 mbps)

— W

13:23:04 13:23:24 13:23:44

(ESERR SR

L I B A R I}
13:24:04 13:24:24 13:24:44

[—
13:25:24 ts

13:25:04
£ I
13:25:04 13:25:24 &5

Mpadmkn WLANO n WLANT Tx/Rx noka3sbiBaloT CKOPOCTb NepeaaHHOro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, (WLANO) 1 Radio 5 'y, (WLAN1T) nHTepdeiicbl ToUku gocTyna 3a nocnegHve 3 MuHyTbl. Mpadouk
aBTOMaTU4YeCcKn 06HOBNSAETCH Kaxkable 2 CEKYHAbI.

" |
557
487
418
348
279
209
139

70

LAN Tx/Rx mbps

R 624.6 mbps (max: §26.5% mbps)
@ T 0.2 mbps (max: 0.2 mbps)

10:31:14

10:31:54

10:32:34 10:32:54 10

13314

10:33:34 10:33:54

0 LI B O R

10:31:34

10:34:14

t,s
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PykoBoacTso no akcnayatauum WEP-3ax

Mpadmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepeaaHHOro/nonyyeHHoro tpadgmka vyepes Ethernet-nHtepdpeiic
TOUKM AOCTyna 3a nocnegHue 3 MUHYTbI. padink aBTOMaTMyeckn 06GHOBNAETCH Kaxable 2 CeKkyHabl.

MepegaHo ~
WHTepdpenc Bcero naketce Bcero Gaur OTEpOWEHO NAKETCE OwmnBKK
LAN 136735 157833191 0 0
WLANO 10803775 1582403995 0 1703
WLANA 5266546 19314705267 0 5057
wlan0-vap0 10222823 711937730 0 15
wlan0-vap1 580952 870466265 0 1687
wlan1-vap0 710503 1511677557 0 2687
wlan1-vap1 7556043 17303027710 0 2370

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepgelic — nmsa nHTepdeinca;

* Bcea2o nakemos — KO/M4eCcTBO YCMeLIHO OTrNpaB/IeHHbIX NakeToBs;

* Bcezo 6alim — Ko/IM4eCcTBO YCMEeLHO OTNpaB/ieHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLUEHHbIX NPV OTMPaBKE;
* OWUbKU — KONNYeCTBO OLUNBOK.

MpuHATO v
WHTepdenc Bcero naketeoe Bcero Gaur OTEpOWEHO NaKeToR OWwHEKK
LAN 34845083 37799613840 2376 0
WLAND 3635 544999 19 0
WLAN1 110558 141915530 12 0
wlan0-vap0 1167 222681 14 0
wlan0-vap 2458 322318 5 0
wlan1-vap0 109594 141828008 12 0
wlan1-vap 964 87522 0 0

Onucaxune Tabnuupl «[TpPUHSMO»:

* MlHmepdpelic — nmsa nHTepdelica;

* Bcez2o nakemos — KO/IM4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bceao 6alim — KOMYecTBO YCMeLHO NPUHATLIX 6aiT;

+ Om6poWeEHO nakemos — KOIMYECTBO NakeToB, OTOPOLLEHHbLIX NPY NOYYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.
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PykoBoacTso no akcnayatauum WEP-3ax

5.4.3 TMoameHo «CkaHMpoBaHue adompar

B noameHo «CkaHupoBaHue 3chupa» OCYLLECTB/ISETCA CKAHUPOBAHUE OKPYXatoLLEero paanoadupa ¢ Lenbo
06HapyXeHns coceHNX TOUeK AOoCcTyna.

€ELTEX  WEP-3ax

MoHUTePHHT Radio VAP WDS CeTeBble HacTpoiiku BHelH1e cepBHChl Cuctema TR (BbIXOO)

Wi-Fi KnueHTEl MNocnegnee ckanmposanve Owino 19.06.2023 13:38:38

CTatMcTHKa No Tpaduky

CkaHuposaHue 3gupa > 241y 51y

Pexum Kawan /

Cnektpoananusatop OwuanasoH SSID GesonacHoCTH MAC-agpec Wupuxa RSSI, aBm
HypHan cobeTui 24T1Ty Open E0:D9:E3:49:D5:00 1120 15
CeTeBan wHdopMmauma 2410Ty Open 00:E1:4C:86:70:06 11/20 -17
MHdbopmauma o 2410y Open 68:13:E2:1B:6B:40 1/20 -21
PanuouHTepeficax 24Ty Open 68:13.E2:1B:6B:41 1120 22
Whbopmauus ob ycTpoiicTee 241y Open E0:DOE3-4ABAFO 1720 27
2410y Open 88:13.E2:20:A3:02 1/20 -27
2470y, Open E8:28:C1:C1:1D:90 11/20 =27
2410y, WPAZ_1X EC:DOE34ABAF1 1/20 -28
2410y, WPA2 EC:DOE34ABAF2 1/20 -28
240Ty Open E8:28:C1:EC:DE:21 11/20 -29

[nsA 3anycka npouecca ckaHMpoBaHUs 3hmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLueHunst
npouecca Ha CTpaHuLe NOSBUTCSA CNMCOK 06HAPYXEHHbIX B paanoadnpe ToUek AoCTyna 1 MHhopMaLms 0 HUX:

* [locsiedHee ckaHUposaHue bbl/10... — faTa u Bpems noc/ieHero CkaHMpoBaHus,

+ [Juana3oH — yKasblBaeTcsa guanasoH 2.4 'y unm 5 Iy, B KOTOPOM 6bl1a 06HapyXeHa Touka AoCTyna;
+ SSID — SSID o6HapyXeHHOI TOYKM J0CTYyNa;

* Pexxum 6e3ornacHocmu — pexnm 6e30nacHOCT! 06HapYXXeHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTyna,;

* KaHasi/lLlupuHa — pajnoKaHasl, Ha KOTOPOM paboTaeT obHapyXXeHHasa Touka [40oCTyna;

* RSSI/ — ypoBeHb, C KOTOPbIM YCTPOUCTBO NPUHMMAET CUrHa1 06HapYy)XXEHHOM TOYKM AOCTyna, ABM.

€@ Bo Bpems ocylecTBNeHNs ckaHMpoBanus acupa paavonHTepdelic ycTpoiicTea 6yaeT OTKIoUEH, UTo
npuBeaeT K HEBO3MOXHOCTN nepefayn gaHHbix Ao Wi-Fi KnneHToB BO BpeMs CKaHUPOBaHUS.
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PykoBoacTso no akcnayatauum WEP-3ax

5.4.4 TlogmeHo «CnekTpoaHanusaTop»
B nogmeHto «CneKkTpoaHann3aTop» OCYLLECTB/ISETCA 3anyCcK 1 MOHUTOPUHT paboTbl CekTpoaHasm3aropa.

Ha ycTpotictBax WEP-3ax ecTb BO3MOXHOCTb 3anycka cnekrpoaHasm3aropa Ha pagmonHtepdeicax Radio 2.4
Iy n Radio 5Ty,

3anyck cnekrpoaHasmsaropa Ha nouHTepdencax

@ npu 3anycke cnekTpoaHanusatopa paguonHTepdelic (Radio 2.4 Ty unn Radio 5 Tw) 6yaet
nepesBefieH B PeX1UM CKaHMPOBaHWS, UTO npueeaeT K oTknoveHuto Bcex Wi-Fi KnneHToB, NogKNI0YEeHHbIX
K JaHHOMY pajuonHTepdeiicy.

ELTEX  WEP-3ax

MoHWTOpUHI Radio VAP WDS CeTeBble HaCTPOKK BHeluHne cepBuchl Cucrema - (BbIXOA)

Wi-Fi kneHTbI CKaHnpoBaHMe 3aiiMeT He Bonee 26 cekynl.

CraTtncTika no Tpacmky

MNMocneaHee ckaHWpoBaHue Bbino 19.06.2023 13:47:21

CkaHupoBaHue aupa
Cnuncok kaHanos: 16 11
CnekTpoaHanusarop »
24T1Ty 5Ty

HKypran cobbiTuin
Kanan SarpymeHHocTb

Ceresan wpopuan |4 100% ]
VHcpopHaLs 0 6 99% (e
pagnouHTepdencax
11 97% (N

WMucbopmaums o6 ycTpoiicTee

[na 3anycka paboTbl cnekTpoaHan3aropa HaxXMmnTe Ha KHOMKY «CkaHMpoBaTb». B MH(hopMaLuoHHOM OKHe,
pacnosioXeHHOM cripaBa OT KHOMKKW, 0TOGpaXaeTcsl BpeMs B CeKyHAax, npoLlejllee ¢ Havyasa 3anycka
CKaHMpoBaHus. Bpems paboTbl cnekTpoaHanm3aTopa Ha Radio 2.4 Ty, 3aHMMaeT He 6onee 26 cekyHa, Ha
Radio 5 'y, — He 6onee 34 cekyHA,

« [NocnedHee ckaHuposaHue 6bi/10... — Aata ¥ BPEMS NOC/eAHEr0 CKAHUPOBAHUS;

+ Crnucok kaHa/io8 — CMCOK KaHa/10B, Ha KOTOPbIX Gy/1eT NPOV3BEAEHO CKAHUPOBAHUE;
 KaHas — HOMep KaHana, Ha KOTOPOM NPOV3BOAMIOCH CKAHUPOBAHUE;

* 3a2pyXeHHOCMb — NH(POPMALUS 0 3arpy>XeHHOCTY paguokaHana, BblpakeHHasi B MpoLeHTax.

© CnexrpoaHanusatop paboTaeT TOMbKO Ha TeX kaHasax, KoTopble OTpaxeHb! B napameTpe «Crmncok
KaHanoB». Hanpumep, ecnu B cnucke kaHanoB Ha Radio 2.4 Ty, yka3aHbl kaHanbl ‘1 6 11', To aHanu3
crnekTpa GyaeT nponsBeaeH TOMbKOo An1s KaHanioB 1, 6 1 11. UTobbl 406aBUTL/yAaNnTb KaHaslbl U3
[aHHOro CnncKa, NepeianTe B COOTBETCTBYHLLYIO AaHHOMY paavonHTepdheincy BknagKky Ha CTpaHuue
«Radio» n BHecuTe n3MeHeHus B napameTpe «OrpaHnumTb CNCOK KaHas10B».
[na Toro 4To6bI 6bI1 NPON3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanonHTepdeiic, nepenante B COOTBETCTBYHOLLYIO AaHHOMY paanonHTepdiency BKkaaky Ha
cTpaHmue «Radio» n cHummTe donar HanpoTre napameTpa «OrpaHnYnTbL CNCOK KaHasoB». MNocne
nonyyYeHnss pesynsTaTtoB paboThl CNEKTpOAHaIM3aTopa ycTaHoBuTe thaiar HanpoTuB
napameTpa «OrpaHn4mTb CNUCOK KaHa10B» 06PaTHO.
C 6onee noapobHoli MHCpopMaLmeli 0 HacTpolike paguonHTepdelica yepes web-nHTepdeinc
MOXHO 03HAKOMUTbLCS B pasaene Mewo «Radio».
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5.4.5 MoameHto «)KypHas cobbITHiA »

PykoBoacTso no akcnayatauum WEP-3ax

B nogmeHto «XKypHan co6bITUii» NpescTaB/ieH CNCOK COObITUIR, NPOUCXOAALLMX HA YCTPONCTBE B peaslbHOM

BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

cTEX

MOHUTOPWHT Radio VAP

Wi-Fi KneHTbI
CratucThKa no Tpacuky
CkaHupoBaHune acbupa
CneKTpoaHanusarop
ypHan cobbiThi >
CeTeBad UHopMmaUms

MHhopmaLmsa o
paguonHTepdencax

WMHdopmaums o6 ycTpoicTee

WEP-3ax

WDS

CeTeBble HaCTPORKK

= O6HOBUTL

Oata u BpemAa
Jan 103:00:33
Jan 1 03:00:30

Jan 1 03:00:30

=
M O4ucTUTL

Tun
daemon.info
daemon.info

syslog.info

BHeLuHWe cepBUCH

Cuctema n - (BbIXOA)
Mpouecc CoobuweHune
networkd[957] DHCP-client: Interface br0 obtained lease on 10.24.80.93.
networkd[957] Networkd started

syslogd

started: BusyBox v1.30.1

« Jama u Bpemsi — gata 1 BpeMsi, korga cobbiTe Obl/1I0 CTEHEPUPOBAHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;
+ [poyecc — nms npouecca, CreHepMpoBaBLIEro COOOLEHNE;

+ CoobuwjeHue — onucaHmne coobITus.

Tabnmua 6 — OnucaHne KaTeropuini BaXxHOCTU cobbITUiA

YpoBeHb

0

Tun BaAXXHOCTU COOGLIEHMIA

UpesBblyaliHble (emergency)

CurHansl Tpesoru (alert)

Kputnueckue (critical)

Owwn6ouHbIe (error)

MpeaynpexaeHns (warning)

YBepomneHnus (notice)

MHdhopmauuoHHble (informational)

OTtnagouHble (debug)

OnucaHue

B cucteme npousolsia kputudeckasi owméka,
cucteMa MOXeT paboTaTh HeNpaBUIbHO

Heo6xoayMo HeMeaIeHHOe BMellaTelbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas ombka

B cucteme npouvsoLusia ownbka

MpeaynpexaeHue, HeaBapuiiHoe co0bLLEHNE
YBeLOM/IEHNE CUCTEMbI, HEaBapuiiHoe CoobLLeHME
NHbopmaLoHHble CO06LLEHMS CUCTEMBI

OTnagouHble coobLeHUs NpeoCTaBAoT
No/b30BaTeNto MHPOPMALIMIO A5 KOPPEKTHOIA
HaCTPOIiKN CUCTEMBI

[N nonyyeHnsi HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIA HEOBXOANMO HaxKaTb Ha KHOMKY «OGHOBUTbY.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTbY.
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

PykoBoacTso no akcnayatauum WEP-3ax

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

WrchopmaLms o
paguonHTepdelicax

HcpopmaLyA ob yetpolicTee
,r1 ¥

ARP ~

Ne

0 br0

1 br0

CocTosHue nopta
CropocTe

Aynnekc

IP-appec

MapLpyTsl ~

Ne Untepdenc

LTEX  WEP-3ax
MeoHuTopHHD Radio VAP WDS CeTestie HACTPOKM BHeluHie cepaucel Cucrema
Wi-Fi knnenTel Cratyc WAN
CratvcTura no Tpadwry WhTepdelic br
e Mpotokon DHCP
CraHvposanme achvpa
IP-agpec
CnexTpoananusatop
MpuHATo 4.4 MGaiT (4 562 673 Banr)
Hypran coBermii Mepenaro 3.3 MBaiT (3 506 548 Bair)
Cetesan uHdgpopmaLpn » Ethernet

Up
1000
Full

MAC-anpec
E0-DS-E3:ES:E1:40
18:C0:4D-C8:0A:-DB

D8:5E:D3:60-AD-F2

Hasna4eHue Linoz Macka
0.0.0.0 10.24.801 0.0.00

10.24.80.0 0000 255255 255.0

Onaru

uG

Cratyc WAN:

* MiHmepdpelic — umsa nHTepaelica;
* [Mpomoko/s1 — NPOTOKO/, UCNob3yemblin ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpPUHATLIX Ha WAN 6ailT;

+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;
« [Aynsekc — pexuMm nepefayn faHHbIX:

* Full — nonHbIi gynnekxc;
* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmaums o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa,;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl:

* MiHmepdgpelic — ma nHTepdeinca,

* HasHaueHue — |P-agpec xocTa Uiy nofceTy HasHaueHwsl, 40 KOTOPbIX YCTaHOB/IEH MapLUpYT;
* Wmo3 — IP-agpec wnto3a, Yepes KOTOPbI OCYLLECTBNAETCA BbIXO Ha afpecara;

* Macka — Mmacka nogceTu;
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PykoBoacTso no akcnayatauum WEP-3ax

* @nazu — onpefeneHHble XapakTePUCTUKA AaHHOTO MapLupyTa.
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PykoBoacTso no akcnayatauum WEP-3ax

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/ISAETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLyM Ha NOKasTbHO cucTeMe, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NTOKasIbHOM CUCTEME U NPUMEeHeHMs napameTpa mod;

A — yKka3blBaeT Ha 6ydepun3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa;

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TOMIbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTe/ibHble MapLLPYTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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PykoBoacTso no akcnayatauum WEP-3ax

5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-3ax.

ZVELTEX  WEP-3ax

MoHuTOpHHT Radio WDS CeTeBble HACTPOAKM BHEWHHe cepBuCt Cucrema - (BbIXOA)

Wi-Fi knvenTs Radio 2.4 Tu
Cratuctvika no Tpadmxy Cratyc BrnwoyeHo

lain,
Ckannposasme adupa = IEEE 802.11big/n/ax
Kanan ]
CnexTpoaHanuaatop
LvpwHa kasana, My 20

HypHan coGuiTii

MolHocTe nepenadn, bm 16.0
CeTesan MHOpMaLMA Radio 5y
Wndpopmauua o Craryc  BrnioueHo
pafuouHTEpdehcax »
Pexam |EEE 802.11a/n/ac/ax
WHdopmauua of ycTpoicTee
KaHan 48

WnpwHa kanana, My 80

MowHocTe nepenayn, AEM 18.75

PaavonHTepdencbl TOUKM AOCTYNa MOryT HaXOAUTLCSA B ABYX COCTOAHUAX: «BK/IHOYEHO» N «BbIKHOYEHOY.
Craryc Kaxaoro n3 pagvonHTepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /M Ha AaHHOM paguovHTepdelice BKIOUYEHHbIE BUPTYa/IbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguouHTepdeiice nmeetcs xoTs 6bl ogHa akTueHasi VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «Bk1toyeHo», MHavye — «BbIKNHoYeHO».

B 3aBucmmMocTu oT cTatyca Radio ans MOHUTOpPUHra A0CTynHa cneayoulas nHpopmaums:
BbIk1HOYEHO:

+ Cmamyc — COCTOsIHMe paamonHTepgeinca;
BknroyeHo:

+ Cmamyc — COCTOsiHUe pagunovHTepdelica;

+ Pexum — pexum paboTbl pagnonHtepdeiica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecnpoBOfHON0O KaHasia, Ha KOTOpoM paboTaeT paavonHTepdeic;

* LllupuHa KaHa/sia — LWMpVHA NOJI0Ckl YacTOT KaHasa, Ha KOTopom paboTtaeT pagmonHTepdeinc, MIry;
* MowHocmb nepedayu — hakTnyeckasa nssiydaemas MOLWHOCTb nepegarymka, 46m.
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PykoBoacTso no akcnayatauum WEP-3ax

5.4.8 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpaXeHbl OCHOBHbIE XapakTepuctnkm WEP-3ax.

ELTEX  WEP-3ax

MoHWnTOpUHT Radio VAP WDS CeTeBble HacTpoWikv BHelUHWe cepBuchbl Cucrema - (BbIXOO)

Wi-Fi KnueHTbI Uapenue WEP-3ax
AnnapatHas Bepcusi 2v1
Cratnctuka no Tpacmky

BaBopckoit MAC-agpec CC:9D:A2:C7:A2:EQ
CkaHupoBaHue achupa
CepuiiHbIi Homep WP42001664

CnekTpoaHanmnsaTop Bepcwsi MO

XKypHan cobbITui PesepsHas Bepcus MO

Bepcus 3arpysunka
CeTteBas MHgopmaumsa P 24

CuctemHoe Bpemsi 29.11.2023 05:28:47
Undopmauus o
paguouHTepdelicax Bpems paboTbl 1.4 20:03:06

3arpyska LMY %
MHdopmauus ob yctpoiicTse > Py u 2%

Mcnonbadyemasn namsTb 31% 314 M6aiiT / 1006 M6aiT

* M130e/iue — HaMMeHoBaHne MoLeNnN YyCTPOUCTBa;

+ Annapammdasi sBepcusi — Bepcus annaparHoro obecneyeHnsi yCTponcTea;

+ 3aBodckoli MAC-adpec — MAC-aapec WAN-uHTepdhelica ycTpolicTBa, YCTaHOB/IEHHbI 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMepP — CEePUiHbIA HOMEP YCTPOMCTBA, YCTAHOB/EHHbI 3aBOOM-U3rOTOBUTENEM;

+ Bepcusi 1O — Bepcus NporpammMHOro obecneyeHnst yCTponcTBea;

* PesepsHas sepcus 10O — npeaplayuias ycrtaHossieHHasa sepcus MO;

* Bepcusi 3a2py3quka — Bepcus NnporpaMMHOro obecrneyeHuns 3arpysyvka ycTpomncTsa,;

+ CucmeMHoe BpeMsi — TeKyLMe Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpemsi pabombl — BpeMsl paboTbl C MOMEHTA NOCAeAHEr0 BK/IHOUEHNS NN Nepesarpy3kn YyCTPONCTBa;

« 3aepyska LIy — cpeaHuii NpOLIEHT 3arpy3ku npoueccopa 3a nocregHme 5 cekyHa,

* Yicrosnb3yemasi naMmsimb — NPOLLEHT UCNOIb30BaHUA (PM3NMYECKOM NamsATH YCTPOCTBa.
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PykoBoacTso no akcnayatauum WEP-3ax

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

-
=L TEX WEP-3ax
MOHUTOPMHT Radio VAP WDS CeTeBkie HACTPOWKK BHeLHWe CepBHUChl Cucrema - (Beix0m)
Radio 2.4 Ty > OﬁLLLI/Ie
Radio 5Ty Pexum IEEE 802.11bfginfax ~
[MononHutensHo ABTOMaTUHECKUIA BbIBOD
kasana
OrpaH1ynTe CNIMCOK
KaHarnos
WupuHa kanana, My 20 ~
MowHocTb curHana, Abm 16 v
[ononHutensHo v

* Pexxum — pexum paboTbl MHTepderica cornacHo ctaHgapram:

IEEE 802.11ax;

IEEE 802.11n/ax;

IEEE 802.11b/g;

IEEE 802.11b/g/n;

IEEE 802.11b/g/n/ax.

+ ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBIEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HAMMeHee 3arpyXeHHbli pagnokaHan ans pabotbl Wi-Fi nntepdelica. Mpu cHsatom conare
OTKpbIBaETCA A0CTYN A1 YCTaHOBKM CTaTU4eCcKoro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepegayun faHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — Npu yCTaHOBIEHHOM chiare Touka focTyna OyaeT UCMosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTesieM CrMCoK KaHas10B /15 paboTbl B aBTOMarnyeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHNYmTb CNUCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa focTyna 6yaet BblbpaTb paboumnii KaHan 13 Bcex AOCTYMHbIX KAHa/10B aHHOTo
AnanasoHa 4YacTtoT. KaHasbl gnanasoHa 2.4 'u; 1-13;

* llupuHa kaHasna, MMy — WnpmnHa NoNoCkbl YacToT KaHasla, Ha KOTOPOM paboTaeT Touka goctyna. Moxet
npuHumatb 3HadeHne 20 nnm 40 Mry;

* OCHOBHOU KaHa/1 — napamMeTp MOXeT ObITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CMNOCOOHOCTM CTaTUYeCcKn
3aflaHHOoro KaHana pasHoit 40 MI'y. KaHan 40 MMy, MOXHO cunTaTb COCTOSALLIMM U3 ABYX KaHasoB no 20
MI L, KOTOpble rpaHnyaT B 4YacTOTHOW obnacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1aMu. MepBUYHbIA KaHa UCNOJb3YETCH KIIMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHna kaHana 20 MIru;

+ Upper — nepBuYHbIM KaHanoM 6yaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
+ Lower — nepBUYHbIM KaHanoMm 6yaeT HMxHWIA kaHan 20 My, B nonoce 40 MIy,.

* MowHocmb cu2Hana, 0bm — perynvposka MowHoCcTu curHana nepegaryunka Wi-Fi 8 gbm. MNpuHnmaet

3HayeHne oT 6 40 16 abm.
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PykoBoacTso no akcnayatauum WEP-3ax

© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHumio — «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu namenntb napametp «lnpunHa kaHana» Ha 40 My, n He yoannTh «cepble» KaHaslbl U3 CNNCKa, TO
npu HaxkaTnum Ha KHONKY «MpuMeHnTb» B 6pay3epe nosasButcs owmnbka — «BBefeHHble faHHble
cofepxart owmnokn. iameHeHnsa He Gblv NpUMeHeHbI». COOTBETCTBEHHO, KOHUTypaL st TOUKM
[0CTyna nsmMeHeHa He 6ygeTt. 3TO NPOMUCXOA4MT NO NPUYMHE TOro, YTO KaHaslbl, BblAE/IEHHbIE CEPbIM
LBeToM, B cnucke «OrpaHnMynTb CNMCOK KaHaM0B» HE NOAXOAAT nod onpeaeneHne «OCHOBHOWM KaHas» =
Lower.

B pasgene «[0N0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/THUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

[ononHUTEnbHO v

OBSS Coexistence
KopoTkuii 3aluTHBIR MHTEpBan
STBC
Mepuon oTnpasku cny:xebHbix coobLyeHHin, mc 100
MNopor dhparMeHTauuu 2346
Mopor RTS 2347
Arperauua
KopoTkaa npeambyna
TexHonorua Airtime Fairness
Pestim pabotel DHCP Snooping replace  d
Onyua 82 dopmar CID custom hd
OnyuA 82 yHukansheld CID Custom CID
Onyua 82 dopwmar RID custom .
Onywa 82 yHukansHblid RID Custom RID

Popmat MAC-anpeca AABB.CC:DD:EE:FF ¥

+ OBSS Coexistence — peXum aBTOMaTUYECKOro yMeHbLUEHWS WWWPWHBI KaHasa npu 3arpy>XeHHoMm
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dh1are Pexxnm BK/IHOYEH;

* Kopomkul 3awjumHbil uHmMepsasa — nogaepka yKopoyeHHOoro 3almnTHoro nHtepsasia. Touka goctyna
nepenaeT AaHHble, ncnonb3ys 400 He 3awmTHBbI HTepBas (BMecTo 800 HC) NPy OBLLEHNM C KNNEHTaMM,
KOTOpble Takke NoaLepX1BatT KOPOTKMIA 3alLUUTHBIA NHTepBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IeHHbIN Ha NOBbILLEHNe
HaAeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM (h/iare yCTpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
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yepe3 HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor goparmeHTaummn gpelima, B 6alitax. NMpuHUMaeT 3Ha4YeHns 256-2346,
no ymonyaHuo — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NMpuHmaeT 3HaveHns 0-65535, no ymonuaHuo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
TexHonozausi Airtime Fairness — coyHKUmMSA appHOI pagnoaocTynHocTu. Mpu ycTtaHoBAEHHOM donare
PyHKUMA aKTVBHa — 3(hMpHOE BpeMs paBHOMEPHO pacnpefensaeTca Mexay nonb3osartensmy;
Pexxum pabombsi DHCP snooping — BbI6op nosmtukn o6pabotkm DHCP onuun 82. loCcTynHble 3HaYeHUs
Ana Bolbopa:

* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;

* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;

* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro

3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

+ Onyus 82 yHuka/ibHbIl RID — nponsBonbHasa CTpoka go 63 cMMBO/IOB, KOTopas 6yaet
nepepasarbcA B RID. Ecnn 3HaueHne napameTpa He 3aZaHo, Touka byaet nsmeHATs RID Ha
3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:

+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MoHUTOpUHT Radio VAP WDS CeTeBble HACTPOWKK BHelWHWe CEPBMCEI Cuctema - (BbIXOQ)
Radio 2.4 Ty ObLwue
Radio 5 Ty > Pexum IEEE 802.11a/n/ac/ax ~
[MononuutensHo ABTOMaTHHECKUIA BbIBOP
kasana
OrpaH14mTe CNIMCOK
KaHanos
Wupuna kaHana, My 20 ~
MowHocTb curHana, Abm 19 v
[ononHuTensHo v

* Pexxum — pexum paboTbl nHTepderica cornacHo ctaHgapTam:
+ |IEEE 802.11ax
+ |IEEE 802.11a/n/ac
+ IEEE 802.11a/n/ac/ax

+ Asmomamuyeckuli 8bI60p KaHasa — nNpu yCTaHOBIEHHOM doiare Touka 6yaer aBToMaTnyecku
BblOMpaTb HaMeHee 3arpy>XeHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMN CTaTUYeCKOro paboyero kaHana,

* KaHas — BbIGOp KaHasa nepefayun faHHbIX;

+ Oz2paHuyums CriucoK KaHasio8 — rnpu yCTaHOB/IEHHOM doiare Touka goctyna 6yget ncnonb3oBatb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHa/0B A/1s1 paboTbl B aBTOMATU4eCKOM pexunme Bbibopa
kaHana. Ecnv donar HanpoTne «OrpaHnynTb CNIMCOK KaHas10B» He YCTaHOB/IEH U/IN B CMIMCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHa/I0B AaHHOro
AnanasoHa yacTtoT. KaHanbl agnanasoHa 5 'u; 36—64, 132-144, 149-165;

+ UupuHa kaHana, MMy — wmpuHa nosiockl YHacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HadveHus 20, 40 n 80 My,

* OcHoBHOU KaHa/1 — napameTp MOXET ObITb U3MEHEH TO/IbKO MPKW NPOMYCKHON CNOCOBHOCTU CTaTUYECKN
3agjaHHoro kaHana pasHoi 40 MI'y,. KaHan 40 MIMy, MOXHO cuMTaTb COCTOALLMM 13 ABYX kKaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBalOT NEPBUYHBLIM 1
BTOPWUYHbIM KaHaniaMu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMn, KOTOpble NOAAEPXMBAIOT TO/IbKO
nosaocy nponyckaHusa kaHana 20 MIruy;

* Upper — nepBnYHbIM KaHaloM 6yaeT BepxHuii kaHan 20 My, B nonoce 40 MIy,;
* Lower — nepBUYHbIM KaHa/I0M 6yAeT HWKHWUIA kaHan 20 MIy, B nonoce 40 MIu.

* MowHocmb cucHasia, 0bM — perynmposka MoLHOCTU curHana nepegarynka Wi-Fi B gbm. MpuHumaet

3HadeHne ot 10 go 19 abm.

° B C/iydae, ecC/in B Crincke «OFpaHI/ILII/ITb CMNNCOK KaHa/10B» yKa3aH He,ﬂ,OCTyHHbIVI ana Bbl60pa KaHaJsl, TO
OH 6y,qu OTMEeYeH CepbiM LIBETOM. [na Toro 4YTO6bI HOBas KOH(bMpraLl'MFl 6blna NnpMMeHeHa Ha TOYKY
AO0CTyna, B CNUCKe «OFpaHI/ILII/ITb CMNCOK KaHau10B» AOJDKHbI ObITb YKa3aHbl TO/IbKO AOCTYMNHbIE
(Bblp'erIEHHble CUHNM Ll,BeTOM) KaHaJsbl.

38



PykoBoacTso no akcnayatauum WEP-3ax

Mpumep. Ha Touke focTyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heob6xoanMmo ycTaHoBUTL NnapameTp «LuprHa kaHana» pasHblili 40 My, MNpy n3meHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxogauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas », MPUHUMAatOLLMIA 3HAYeHne no

ymon4yaHumio — «Lower»,
* kaHasbl 40 n 48 B cnvcke «OrpaHMYnUTb CMMCOK KAHA/1I0B» MEHSKOT CBOW LIBET C CUHETO Ha Cepbli.

Ecnu namenntb napametp «lnpunHa kaHana» Ha 40 MI'y, n He yoannTh «cepble» KaHaslbl U3 CNNCKa, TO
npu HaxkaTnm Ha KHONKY «MpuMeHnTb» B 6pay3epe nosasButca owmnbka — «BBefeHHble faHHble
cofepxart owmnokun. iameHeHnsa He Gblv NpUMeHeHbI». COOTBETCTBEHHO, KOH(IUIypaL st TOUKM
[0CTyna nsmMeHeHa He 6ygeTt. 3TO NPOMUCXOL4MT NO NPUYMHE TOro, YTO KaHaslbl, BblAE/IEHHbIE CEPbIM
LBeToM, B cnucke «OrpaHnynTb CNMCOK KaHaM0B» HE NOAXOAAT nod onpeaeneHne «OCHOBHOWM KaHas» =
Lower.

B pasgene «[40No/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

[ononHUTEnbHO v

OBSS Coexistence
KopoTkuii 3aluTHBIR MHTEpBan
STBC
Mepuon oTnpasku cny:xebHbix coobLyeHHin, mc 100
MNopor dhparMeHTauuu 2346
Mopor RTS 2347
Arperauua
KopoTkaa npeambyna
TexHonorua Airtime Fairness
Pestim pabotel DHCP Snooping replace  d
Onyua 82 dopmar CID custom hd
OnyuA 82 yHukansheld CID Custom CID
Onyua 82 dopwmar RID custom .
Onywa 82 yHukansHblid RID Custom RID

Popmat MAC-anpeca AABB.CC:DD:EE:FF ¥

+ OBSS Coexistence — peXum aBTOMaTUYECKOro yMeHbLUEHWS WWWPWHBI KaHasa npu 3arpy>XeHHoMm
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dh1are Pexxnm BK/IHOYEH;

+ lNodoepxxka DFS — mexaHn3m AMHaMNU4YeCKOro Bblibopa YacToTbl. TpebyeT OT 6eCnpOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberarb UCMNOIb30BaHNS KaHa10B, COBNaatoLlmx ¢ KaHasiaMmu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/1l04EHO — MexaHn3M Bblk/itodeH. DFS-kaHasibl He 4OCTYNHbI 415 BbIOOpa;
* BK/1l04EeHO — MeXaHU3M BK/IHOYEH;
* [MpuHyoume/sibHO — MexaH13M BblktoveH. DFS-kaHanbl 4OCTYNHbI 419 Bbl6opa.

* Kopomkul 3awjumHbil uHmepsas — nogaepkka yKopoyeHHOoro 3almnTHoOro nHtepsasia. Touka goctyna
nepenaeT AaHHble, Mcnosb3ys 400 He 3awnTHBbI HTepBas (BMecTo 800 HC) Npy OBLLEHNM C KNNEHTaMMU,
KOTOpble Takke NoALepX1BatT KOPOTKMIA 3allUUTHBIA NHTepBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IeHHbIN Ha NOBbILLEHNe
HaAeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM (h/iare yCTPpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
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yepe3 HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Nepuod omnpasKu c/y)XebHbix coobuwjeHuli — nepunoa nocbisikn Beacon-thpeiimos. ®peimbl
nepegaloTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;

* lopoz chpazmeHmayuu — nopor hparmeHTaumm opeinma, B 6antax. MprHMMaeT 3HavyeHunsa 256—2346,
no ymonyaHuo — 2346;

* lMopoe RTS — ykasbIBaeT 4Y1C/0 GaiiT, Yepes KOTOpPOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NMpuHMmaeT 3HaveHns 0-65535, no ymonuaHuo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — nCnonb30BaHWe KOPOTKOIN npeambysibl NakeTa;

+ TexHonoausi Airtime Fairness — doyHKUMS 3¢hpHON paanoaocTynHocTu. Mpu ycTaHOBAEHHOM dhnare
PyHKUMA aKTVBHa — 3(hMpHOE BpeMs paBHOMEPHO pacnpefensaeTca Mexay nonb3osartensmy;

* Pexxum pabomsi DHCP snooping — Bbl6op nonntukn o6pabotkn DHCP onunn 82. locTynHble 3HaYeH s
Ana Bolbopa:

* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;

* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;

* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:

* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:

+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

+ Onyusi 82 yHuka/bHbIlU RID — npon3BonbHas CTpoka o 63 cMBOOB, KOTopas 6yaeT
nepepasarbcA B RID. Ecnn 3HaueHne napameTpa He 3aZaHo, Touka byaet nsmeHATs RID Ha
3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:

+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

5.5.3 MoameHo «onoAHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBa.
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,ELTEX  WEP-3ax
MoHUTOPHHT Radio VAP WDS CeTeBble HACTPOAKN BrewHne cepeucel Cucrema
Radio 2.4 Ty [lononHuTensHo
Radio 51Ty [mobansHaa nacnauna ]
>
[ononHUTENEHO ® Orwena

- (BEIX0A)

* [106as1bHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM dp/iare BK/IOYAETCA M30M1AUMS Tpadmka Mexay

KnmeHTamu pasHbix VAP 1 pasHbix pagnonHTepdeiicos.

Ansa BCTyn/1eHNA B CUNYy HOBOI KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHEe3aBNCMYKO NMaMATb
HaXXMNTE KHOIMKY «rlpI/IMEHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5MTu,.

Mo ymMonuaHuio Ha CTpaHuULLEe OTPaXKaloTCs TOMbKO NepBble YeTbipe VAP kaxaoro paavovHtepdeiica. Ansa Toro
4TO6bI YBMAETb NOJHbIV CMMCOK A0CTYMHbLIX VAP He06X0AMMO HaxaTb Ha KHOMKY «[oKasaTk Bce». UTo6bI
BEPHYTb 0TO6paxeHue konuyectsa VAP B cnvcke B UICXOAHOE COCTOSIHWE, HAXKMUTE Ha KHOMKY «CBEPHYTb».

=I.TEX  WEP-3ax

VIOHHTOPHH Radio VAP WDS CeTeBble HACTPOAKH BHelWHHe Cepauchl Cuctema - (BbIXOA

CymmapHo > 24TTu 5Ty
24Ty Pexiu

Pexum Tpavcnupesate Band VLAN General Wsonsauus
51T VAP  BknioweHo Gesonachoctu  VLAN ID ssiD SsiD Steer Trunk Mode General VLAN ID  aBoHenToB

VAPO BeiknioueHo 1000 WEP-3ax_Portal
VAP WPAWPA2 2 WEP-3ax_Personal
VAP2 BeikniodeHo Virtual Access Point 2 (2.4GF

VAP3 BeikmioueHo Virtual Access Point 3 (2.4GF

MokasaTb Bee

+ VAPOQ..15 — nopsiAKoBbIii HOMEpP BMPTYa/lbHOM TOYKM AOCTYNa;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare BUpPTYyaUibHas Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHE;

* Pexxum 6e3ornacHocmu — TUN LWNPPOBaHNSA aHHbIX, UCMOMb3YeMblii Ha BUPTYaslbHOM TOUYKe A0CTYNa;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbca MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHoi VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY HETEMMPOBAHHOMY
TpaduKy oT KnMeHToB 6yaeT npucBanBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexxkume VLAN Trunk);

+ SSID — nms BUPTYasibHOI 6eCNPOBOAHON CETY;

+ TpaHcauposams SSID — npu ycTaHOBMEHHOM chriare BKNKYEHO BellaHne B adnp SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npun ycTaHOB/IEHHOM chiare akTMBHO NPUOPUTETHOE NOAKOHYEHME KMeHTa K 5 T
ceTun. na paboTbl PyHKUMN HYyXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom pagmovHTepdeince n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npv ycTtaHoBNneHHOM chniare aboHeHTy nepeaaercs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM hriare paspeluaeTcs nepefada HeTerMpoBaHHoro Tpaduka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexume VLAN Trunk);

+ General VLAN ID — c yka3aHHoro VLAN ID 6yaeT cHumaTbcst MeTka 1 Tpadomk atoro VLAN 6yaeT nepegaH
KnneHTy 6e3 Tera. MNpun npoxoxaeHun Tpadouka B 06paTHy0 CTOPOHY, HETEMMPOBaHHOMY Tpaduky oT
KnneHToB 6yaeT npucBamBaTbcsl MeTka General VLAN ID;

* M3on154yust aboHEHMOB — NPW YyCTaHOBMEHHOM (hriare BK/IOUYEHa U30M18LmMa Tpadimka Mexay KnmeHTamu
B npeaenax oaHoi VAP.

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.6.2 ToameHo «VAP»

PykoBoacTso no akcnayatauum WEP-3ax

elTeX

MoHUTOPUHT Radio VAP

CymmapHo
24TTu>

5y

WEP-3ax

WDS CeTeBble HAaCTPONKK

VAPO VAP1

VAP VAP10
O6Lme HacTponKm

BkntoyeHo

VLAN ID

SSID
TpaHcnuposatb SSID
Pexxum Band Steer
VLAN Trunk

General Mode

General VLAN ID

N3onsaumsa aboHeHToB
Moppepxka 802.11k/v

Mpuoputet
Pexum Minimal Signal

MuHUManbHbBINA
ypoBeHb curHana, Abm

TMopor ypoBHs curHana
npu poymuHre, 46M

WHTepsan Minimal
Signal, ¢

Pexxum 6esonacHocTu
MFP

Knroy WPA

Monpepxka 802.11r

BpyuHyto

BHelLHWe cepBuchI Cuctema v (BbIxO)

VAP2 VAP3 VAP4 VAPS VAP6 VAP7 VAP8

VAP11 VAP12 VAP13 VAP14 VAP15
1000

Virtual Access Point 0 (2.4GF

<]

<]

a

(<]

S

<]

DSCP

-100

-100

10

WPA2

OTKntoYeHo

O6LMe HacCTPOnKK

* BK/1l04eHO — Mpu yCTaHOB/IEHHOM doiare BUpPTyaUibHasi Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHS;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbcs MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NoAKNHYEHHbIM K AaHHol VAP. INpu npoxoxaeHnn Tpadmka B 06paTHYH0 CTOPOHY, HETETMPOBaHHOMY
TpaduKy oT KIMeHToB 6yaeT npucBanBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexxume VLAN Trunk);

+ SSID — nms BUPTYasibHOI 6eCNpPOBOAHON CETY;

+ TpaHcnuposames SSID — npun ycTaHOBNEHHOM do/iare BK/IYeHO BelwlaHune B achmp SSID, nHave —

BbIK/TO4EHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM donare akTUBHO NPUOPUTETHOE NOAK/YEHMe KnneHTa Kk 5 Ty,
ceTtun. na paboTbl PyHKUMN HYyXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom paamovHTepdeiice, 1
aKTMBMPOBaTb Ha HUX NapameTp «Pexum Band Steer,

« VLAN Trunk — npv yctaHoBneHHoOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;
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PykoBoacTso no akcnayatauum WEP-3ax

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaeTcs nepefada HeTerMpoBaHHoro Tpaduka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTtka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3on1s4yusa aboHeHMOoB — NpW YyCTaHOBNIEHHOM hriare BK/IO4YeHa 130M1aumsa Tpadomka Mexay KnmeHtamu
B npegenax ogHoi VAP;

* Moddeprxka 802.11k/v — BKNOUUTL Nnoaaepxky ctaHgaptos 802.11k/v Ha BUPTyasibHOW TOUYKe AOCTYNa;

* [Mpuopumem — BbIGOP crnocoba npuopuTusaunn. Onpeaenser nose, Ha OCHOBaHMN KOTOPOTo Tpaguk,
nepeparowmiica B paguonHtepderic byaet pacnpegenatbes no ovepeasm WMM:

+ DSCP — 6ypnet aHanuauposatbcs npuoputeT 13 nosns DSCP 3aronoeka IP-naketa;

+ 802.1p — 6yneT aHanuanposaTtbcst NpuopuTeT 13 nons CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv ycTaHOBNeHHOM chnare pyHKUNS OTKNHOYEHUA kaneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. 15 paboTbl (PyHKLMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPoOUCXOoAnT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cuaHasa npu poyMuHae — YpOBEHb YyBCTBUTE/ILHOCTM POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH 6bITb Bbile, YeM MUHUMa/IbHbIU ypOoBeEHb cu2Hasa: ecnu MuHuMasibHbIl
YpoBeHb cu2Hasia paseH -75 gbm, To [Topo2 yposHSA cugHasia rpu poymMuHae LO/HKEH ObITb paBeH,
Hanpuwmep, -70 abwm;

* WiHmepsas Minimal Signal — nepvnog, BpeMeHw, No UCTeYEHUN KOTOPOro NPYHUMAETCS peLueHne 06
OTK/THOUEHUMN KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — He UCMNOJ/b30BaTh WKdpoBaHue 418 nepefayn AaHHbIX. Touka JOCTynHa Ans
NOAKM0YEHMA NOOro KNneHTa. 1A ceTell OTKPbITOro TMMNa MOXHO AOMONHUTENIbHO HACTPOUTL
pexvm OWE Transition. B none be3onacHocmes Heo6xoauMo ykasatb Tun wudposaHns OWE ans
NHTEepdieiica, C KOTOpPbIM ByAEeT YyCTaHOB/IEHA CBSA3b.

m
<

Pesxium De30NacHOCTH aw

MFP BrntoYeHo v

Pexim OWE Transition nong ~

« OWE (Opportunistic Wireless Encryption) — meTopa, LuLMpPOBaHUs, obecneunBatoLLmii 6e30nacHoCTb
[laHHbIX, NepefaBaeMbIX N0 He3alMLeHHOW ceTu. Mpu 3ToM OT nosb3oBaresnei He TpebyeTcs
KaKnx-TO AONO/HUTENbHbIX AENCTBUIA U BBOAA NAPOia 419 NOAKAYEHMA K ceTu. MNpu Bbibope
[aHHOro pexnma otobpaxaetca HepegaktTupyemoe none Pexxum OWE Transition, koTopoe
yKasblBaeT nHTepeiic ¢ OTKPbITbIM TUMOM LUNPOBaHNS C KOTOPbIM HACTPOEHA CBA3HOCTL B
TEKYLL A MOMEHT;

© Pexum OWE transition o6ecneuvBaet o6paTHyto coBmectumocTb ¢ Wi-Fi-knneHtamuy, He
nogaepxvsatowmmm ayteHTudmkaumnio OWE. MNpu nonbITke NOAKAYEHUS K OTKPLITON CETU
C HacTpoeHHbIM pexumom OWE transition knueHT, nogaepxusatowmii OWE, nogxntoumntca
K 3aLUMpoOBaHHON CETU, HACTPOEHHOIN Ha yKazaHHOM UHTepdieiice, B TO BpEMS Kak KNNEHT
6e3 nogaepxkn OWE nogkioumnTcs K TeKyLLEen OTKPbITONM ceTu 6e3 LwmMdpoBaHus.
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PykoBoacTso no akcnayatauum WEP-3ax

WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl lWnpoBaHus, Npy BbiIbope 04HOro 13
cnoco6oB 6yaeT AOCTyNHa cneayowas HacTpoka:

* Koy WPA — knto4/naposib, Heobxoanmblii AN18 NOAKIYEHUS K BUPTYaslbHON TOUKe

foctyna. [yivHa kntoya coctasniseT ot 8 4o 63 CMBOJIOB.

WPA-Enterprise, WPA2-Enterprise, WPA3-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-
Enterprise — pexum WndpoBaHUA kaHana 6eCcnpoBOAHON CBA3U, MPU KOTOPOM K/IUEHT
aBTopu3yeTcsa Ha ueHTpannsoBaHHOM RADIUS-cepBepe. /19 HACTPOKN AAaHHOTO pexvmMa
6e3onacHocTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa.

WAEHTUPHKATOP MOGHNEHOT JOMEHA 0

Ne  MAC-agpec YaaneHHbI KN4 MOSMNEHOro gocTyna RO YOaneKHbIA KNy MoGWNEHOre gocTyna R1 RRB knto4 RO RRB knto4 R1

MFP Brnto4eHo . o

KNy WPRA | seseeeee @&

Mopaepika 802 111

Bpytyio

FT-over-DS O

Kntou MoGunsHoro goctyna RO root

Kriow MoGuneHoro goctyna R1

BcTpesHelit MAC-agpec

MFP — 3awmTa management-kagpoB (40CTynHO npu pexume 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise. MNpu Bbibope apyrux
pexumoB 6e3onacHoct MFP nepeBoamTcs B cOCTOsiHNE OTK/IIOYEHO, NPU Bbibope pexuma
6e3onacHocTn WPA3 MFP nepeBoauTcsi B COCTOsIHME BktoueHo):

Omksro4eHo — 3awmrta management-kafpoB OTK/THOYEHE;

OnyuoHa/sibHO — 3aluuTa paboTaeT, ecnu KnueHT nogaepxvsaet MFP. KnneHTtbl 6e3 noanepxku
MFP mMoryT nogknountbes K gaHHoin VAP;

Bk/o4eHo — 3alimTa BK/KOYEHa, KNTMEHTbI, He nogaepxusatoine MFP, nogknountecsa He MoryT.

+ 802.11r — doyHKUMOHa BbICTPOrO POYMUHIa, paboTaeT TO/IbKO C K/IMeHTaMK, KOTopble NOAAEPXMBAOT
craHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TONLKO Mexay VAP ¢ pexrmamn 6e30nacHOCTu
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

lModdepxka 802.11r — BKNIOUMTL NogaepXkky ctaHgapta 802.11r Ha BUPTYasibHONM TOYKe JOCTYNa;
BpyyHyto — npu yCcTaHOB/IEHHOM ¢oniare nosiBMSeTCA BO3MOXHOCTb PYYHOW HACTPOMKM
napameTpoB POYMUHTa;
FT-over-DS — BksitoveHue pexuma «Over the DSy,
Kntou mobusibHo20 docmyna RO — yHUKanbHbIA KoY ona gaHHoli VAP, Hanpumep, CepuiiHbIi
HoMep;
Kntou mo6usbHo2o docmyrna R1T — MAC-aapec VAP (MOXHO NOCMOTPETb B BbIBOJE KOMaH/b!
ifconfig);
MideHmugbukamop MobusIbHO20 OOMeHa — HOMEp rpyMnribl, B paMKax KOTOPO MOXET ObITb
coBepLueH poyMuHr. MpuHnumaet 3HadveHnsa ot 0 go 65535;
BcmpeuHbili MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepelica BCTpeUYHOW ToUkn gocTtyna. MakcmumasibHoe
Ko/myecTso — 256,
* Y0asieHHbIl K/1t04 MO6U/IbHO20 docmyna RO — yHUKasbHbI K104, fO/MKEH coBnagaTb C
«Knou mobunebHoro goctyna RO» Ha VAP BcTpeuHon T/,
* YOasieHHbIl K/1to4d MobusibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHon T/,
* RRB ksmou RO — cnyyaliHblli kntoy. He gomkeH cosnagathb ¢ «RRB ktod R1», HO 06513aTe/1bHO
fonmxeH cosnagatb ¢ «RRB kntou R1» BcTpeuHon TA. AnvHa knova — 16 CMMBOSOB;
* RRB ks/mou R1 — cnyyaliHbli kntoy. He gomkeH cosnagathb ¢ «RRB kntoy RO», HO 06513aTe/1bHO
fonmxeH cosnagatb ¢ «<RRB kntou RO» BcTpeuHon TA. AnvHa knova — 16 CMMBOSOB.
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PykoBoacTso no akcnayatauum WEP-3ax

RADIUS-CepBep

LomeH root
IP-apgpec ana ayTeHTudhrKaLmmn 192.168.1.20
MopT Ansa ayTeHTUMKaLK 1812
Kniod ana ayTeHTucbMkaLmyn | seeses @
BKNIOYMTE aKKayHTUHT

Mcnone3oBaTtk Apyrve HacTPOVKA 4ns
aKkayHTWHra

IP-agpec Ansa akkayHTWHra 192.168.1.20
MopT ANs akkayHTWHra 1813
Koy AnA akkayHTUHIa | seseee 5

Meproguyeckas OTNPaBKa akkayHTUHIa

WHTepBan oTnpaBKkM akkayHTUHIa 30

HononnureneHen RADIUS

IP-appec AnA Mopt ana Kntou ans IP-anpec AnA MopT anA Krou ana
Ne ayTeHTWdhmKaumm ayTeHTUgMKaumK ayTeHTUgMKaLmm aKKayHTWHra aKKayHTWHra aKKayHTWHra
+ [JobasWTh

RADIUS-Cepsep

+ [lomeH — f,OMeH nosb3oBaTtesns;

+ IP-adpec on151 aymeHmucgpukayuu — agpec RADIUS-cepBepa;

« MNopm onsi aymenmucpukayuu — nopT RADIUS-cepBepa, KOTOpbIA UCNO/b3YeTCa ANs ayTeHTUudmKaumm un
asTopusauuy;

* Knrou 05151 aymeHmucgpukayuu — xntod ans RADIUS-cepBepa, NCNonb3yemoro s ayTeHTudnkaumm n
asTopusauuy;

* Bk/1o4uUmb akkayHmuH2 — npu ycTaHOB/IEHHOM (priare 6yayT oTnpasisaTbCsa coobueHns «Accounting»
Ha RADIUS-cepsep;

* Micnosb3o8amb Opyaue HacmpoUliku 0718 akKkayHmuH2a:

+ IP-adpec 07151 akkayHmuHea — agpec RADIUS-cepBepa, MCNo/1b3yeMOro A akkayHTUHra,;

* [Mopm 05151 akkayHmMuHaa — NnopT, KOTOPbIA ByAeT NCNO/b30BaH 4/19 coopa akkayHTUHra Ha
RADIUS-cepBepe;

+ Knrou 07151 akkayHmuHea — naponb ans RADIUS-cepBepa, NCNonb3yemMoro As akkayHTUHra.

* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BKNHOYNTb Nepuognyeckyro oTnpaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepBep:

* VIHmepsasi omrpasku akkayHmuHaa — VHTepBas oTnpaBku coobuieHnii «Accounting» Ha RADIUS-
cepBep B CeKyHOax.

+ JonosiHumesnbHbil RADIUS — npu BKOYEHUM NOABASIETCA Tabnuua, Kyga MOXHO A06aBUTb Pe3epBHbIE
RADIUS-cepsepsl. Mpu HepgocTynHOCTN ocHoBHOro RADIUS-cepeepa 3anpockl 6yayT OTNpaBnATbCs Ha
pe3epBHble RADIUS-cepBepbl, ykasaHHble B Tabnuvue. MapameTpbl B TabNnLe COOTBETCTBYHOT
napameTpam, oOnncaHHbIM Bblllie. Bcero MoXeT 6biTb A06aBneHo Ao 4 AononHuTenbHbIX RADIUS-
cepBepos.
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PykoBoacTso no akcnayatauum WEP-3ax

ACL
Pexum RADIUS ~
Mpaeuno deny hd
MopTankHaA asTopU3aLna
BKMEHMTE
Hassahne BMPTYaneHOMD default

noprana

Anpec Ans NepeHanpasneHna hitp:f1192.165.0.1:8050/eltex_portal!
OrpaHW4eHUa CKOPOCTH
BrMr4KMTE
VAP Limit Down 0 KOMT/C
VAP Limit Up 0 KBMTIC
STA Limit Down 0 KOMT/C

STA Limit Up 0 KOMT/C

CL

AyTeHTudukauus knveHToB no MAC-agpecy.

* Pexum:
* BbIK/Il04EHO — HEe UCNOb30BaThb ayTeHTUdmKaunio kneHtos no MAC-agpecy;
* RADIUS — ncnonb3oBaTb ayTeHTUMKaumo knneHTos no MAC-agpecy ¢ nomouysto RADIUS-
cepsepa.
* [pasurso:
+ allow — ana Tekyulero SSID BbIGpaHHbIi cNMCOK ByaeT ABNATbCS 6e/biM (YCTPocTBaM 13 cnncka
paspeLlleH goctyn);
+ deny — ans Tekywero SSID BbIGpaHHbIA CNCOK ByAeT SIBMATLCA YepHbIM (YCTpoiicTBaM M3 cnvcka
3anpeLyeH aocTyn).

[NopTanbHaa aBTopu3aLin

Mpu pexnmax 6ezonacHocTy: BeikntoueHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP pocTynHa
HacTpolika NnopTasibHOM aBTOpPU3aLnN.

* Bk/to4umb — NpV YCTAHOB/IEHHOM dpniare aBTopu3alys nosib3oBartesieli B CETU 6yaeT NPoN3BOANTLCS
MocpeacTBOM BUPTYyaslbHOMo NopTana;

* HasgaHue BUpmya/ibHO20 ropmasa — UMsi BUPTyaslbHOrO NopTasia, Ha KoTopblii 6yeT nepeHanpas/neH
no/sib30BaTe b NPU NOAKMIOUEHUN K CETY;

+ Adpec 0719 nepeHanpas/ieHus — afpec BHELLUHEro BUPTyaslbHOTO NopTasna, Ha KoTopblii 6yaeTt
nepeHanpae/ieH No/b30BaTe b NPV NOAK/IHOYEHUN K CETK.

OrpaHuyeHne cKkopocTu

* Br/1o4umb — aKTMBUPOBATHL NOJIe HACTPOeK;

+ VAP Limit Down — orpaHuyeHne NnponyckHO CnocoGHOCTM B HaNpaB/IeHUN OT TOYKM AoCTyna Ao
KTMEHTOB (B CyMME), NOAK/THOUYEHHbIX K AaHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CroCcOBHOCTM B HanpaB/eHUN OT K/IMEHTOB (B CyMME),
NOAK/HYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHu4eHune nponyckHol CNOCOGHOCTN B HaMpaB/ieHUM OT TOYKM A0CTyna 40
KTMEHTOB (KaXA0ro B OTAE/IbHOCTM), NOAKMOUEHHbIX K AaHHOW VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHve nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKNOUEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, Kout/c.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHUTb». [151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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5.7 MeHw «<WDS»

PykoBoacTso no akcnayatauum WEP-3ax

B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoaHbIX MOCTOB Mexay WEP-3ax.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
WwupuHa kaHana. Auto-channel gomkeH 6bI1Tb Bbik/IOUeH, a napameTp DFS HaxoguTbesa B pexvme

«BbIK/TOYEH» NN «MTPUHYONTENTBHO».

Bonee nogpo6Hyt0 MHAOPMAaLMIO O HACTPOiKe paguorHTepderica Yepes KOMaHAHYH CTPOKY MOXHO

y3HaTb B pa3gene Hactpovikn Radio.

coBnagatb.

BMPTYasbHbIX Toduek goctyna Wi-Fi (VAP).

€& Mpu koHdUryprposarum WDS-coeanHenus Ha Radio 2.4/Radio 5 [T, Heo6xoanMo, 4To6b! Ha Radio
2.4/Radio 5 'y, 6611 BKAoUeH VAPO. Pexxinmbl windgposaHus Ha VAPO n WDS-uHTepcpeiicax fomxHbl

NHdopMaLymio 0 HacTpoiike BUPTyasibHbIX TOYEK AOCTYNa MOXHO y3HaTb B pasaene HacTpoiika

5.7.1 MoameHo «WDS»

B noameHto «WDS» Bo Bknagkax «2.4 I'u» n «5 I'u» BblonpaeTca pagnonHtTepdelic ycTpoicTea, Ha KOTOPOM

Heo6XxoaMMOo NOCTPOUTL BGECMPOBOAHON MOCT.

L TE WEP-3ax

MotuTopMHr Radio VAP WDS CeTesble HACTPORKK BreuHWe cepsucsl Cucrema

wDs > 24Ty 50Ty
WDS UHTepdeiichl

WHTepdpeiic MAC-agpec

wian0-wds0 CC:9D:A2:C2:96:C5
() wian0-wds1
[ wlan0-wds2
O wian0-wds3
O wian0-wds4
O wian0-wds5

O wian0-wdsé

O wian0-wds7

PeXUM 5830NaCHOCTH

WPA2 v

BhIKlIOYEHD v

BeiknioyeHo v

BoiknioyeHo v

BbIKNioYEHD v

BhIKNIoYEHD v

BEIKIOYEHD v

BoiknioyeHo v

ssiD

Virtual Access Point 0

Knioy WPA

* MlHmepcpetic — BbI6OP M BKNtoHYeHne WDS-uHTepdeiica, Ha KOTOpom 6yaeT NOCTPOEH 6eCrnpoBOAHONA

MOCT,;

* MAC-adpec — MAC-agpec pagnonHTepelica BCTPEYHOro YCTPOMNCTBa, 40 KOTOPOro HacTpanBaeTcs
6ecnposogHoli MmocT. MAC-azpec paavonHTepgeiica MOXHO NOCMOTPEThL B wWeb-uHTepdpeiice
BCTPEYHOro YCTPOMNCTBa BO BKNagke «MoHNTOpUHM»/«/IHthopmalms o pagnovnHTepdgencaxy. Ans
HacTpoliku WDS Ha Radio 2.4 'y, HyHO yka3biBaTb MAC-agpec Radio 2.4 T, BCTPEYHOro yCcTpoicTaa.
Hactpoiika WDS-nHTepdelica Ha Radio 5 'L, BbINONHAETCA aHa/10rMyHbIM 06pa3om —
ykasbiBaetc MAC-agpec Radio 5 'L, BCTpEYHOro yCTponCTBa;

* Pexxum 6e3onacHocmu — pexmnm 6e30nacHoCTV AocTyna Kk 6ecnpoBOAHON ceTu:

* BbIk/1t04UMB — HE UCMOMNb30BaTh LWNpoBaHMe A/18 nepefayun AaHHbIX;
+ WPA2 — cnoco6 wncpoBaHus, Npu BbIGOpPE KOTOPOro 6yAeT AOCTYNHbI Ceayowme HacTPOKN:

+ SSID — nmsa Wi-Fi cety;

48



PykoBoacTso no akcnayatauum WEP-3ax

* Koy WPA — kntoy/naposb, HE06X0AMMbIN 4715 NOAKIYEHMS K BCTPEYHOW TOUKe AocTyna.

[JnvHa kntoya coctaBnsieT oT 8 10 63 CMMBOJIOB.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8 MeHo «CeTeBble HACTPOMNKN»

5.8.1 MoameHo «CnucTemMHas KoHduUrypaums»

L TEX  WEP-3ax

CuctemHan KoHguMrypauus > Wms xocta
Docrtyn leorpacuyeckuii fomeH

VLAN ynpaBneHus

VLAN ID

Mpotokon

Cratnyeckuii IP

CerteBas macka

Lnioz

MepBuyHbIi DNS

BropuyHbiii DNS

Mowutopur ~ Radio VAP~ WDS  CeTeBble HAaCTpoiiki  BHewvie cepsucsl  Cuctema

WEP-3ax

root

Forwarding

Static

192.168.1.10

255.255.255.0

ru~v  (BbiXom)

Vimsi xocma — ceTeBoe MMs YCTPOICTBa, 3a4aeTcs CTpoka 1—63 CMMBO/IOB: NNaTUHCKME 3ar/iaBHble 1
CTPOUHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aenc He MOXET ObiTb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);
eoepacpuyeckuli 0OOMEH — JOMEH Yy3/1a AepeBa YCTPOKCTB cMcTeMbl ynpasneHus EMS, B KoTopom
pacnonaraetcs Touka JOCTyna,
VLAN ynpasneHus:.

* BebikoyeHo — VLAN ynpaBneHus He ncnonb3yeTcs,;

+ Terminating — pexum, npy koTopom VLAN ynpasneHns TepMUHUPYETCA HA TOUKe AOCTYMNa; B 3TOM

c/y4yae y K/IMEeHTOB, MOAK/MIOYEHHbIX Yepes3 paanonHTepgeinc, HeT gocTtyna Ao gaHHol VLAN;

(npv cooTtBeTcTBYHOLLEN HAacTpoiike VAP).

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takke B paguonHTepdeic
VLAN ID — ngeHtudmnkatop VLAN, ncnonb3ayemblii Ans AocTtyna K yCTpoRCTBY, MPUHUMAET 3Ha4YeHnsa 1-
[pomokos — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByaeT OCyLeCTBNATLCA NoAktoveHne no Ethernet-

NHTepdpecy yCTPOICTBa K CETU NpeAoCcTaB/IeHns yCcayr nposargepa:
* DHCP — pexum paboThbl, npu kotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no

YyMONUaHuio 1 Apyrme napameTpsbl, HE06XoAUMbIe ANns PaboTkl B ceTu, 6yayT nonyyeHsl ot DHCP-

cepBepa aBTOMaTUYeCKy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-

MHTepdoelic HazHavatoTcs ctatuyecku. Mpu BbiGope Tuna «Static» AN pegakTMpoBaHus CTaHyT

[OCTYNHbI Crieayowme napameTpbl:

* Cmamuvyeckul IP — IP-agpec WAN-uHTepdelica ycTpoiicTBa B CETM NpoBangepa,;

+ Cemesasi Macka — Macka BHeLUHeli NoAceTy;

« LLmo3 — agpec, Ha KOTopbIli OTNPaBASeTCA NakeT, eCnv 4718 HEro He HalAeH MapLUpyT B

Tabnmue mapLupyTusaumy;

* lMepsuyHbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He

HazHavatoTcsl aBToMaTnyecku no npotokony DHCP, 3agaiite 1x BpyuHylto.
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,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.8.2 ToameHto «JocTyn»

B nogmeHto «4ocTyn» Npon3BoOAUTCA HaCcTpOiiKa JoCTyna K yCTPOMCTBY nocpeacTtsom web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

= TEX WEP-3ax

MohuTopuHr  Radio VAP WDS  CeTeBble HacTpOiiku BHewHWe cepauckl  Cuctema - (Bbix0A)
CHCTEMHAA KOHIDUIypaLma WEB
Noctyn » HTTP-nopt 80

WEB-HTTPS

HTTPS-nopt 443

Telnet

(<

SE5H

a

NETCONF

<]

SNMP

O

Maponk Ha YTeHWe public

Maponk Ha 3anuck private

Alpec Ana npuéma
Tpanos v1

Alpec Ana npuéma
Tpanos v2

Alpec Ana npuéma
COOGLWEHHA Inform

CucremHoe mma WEP-3ax
yCTpoWcTEa
KoHTaKkTHaR Contact
MHPopMaLMA
NpOM3BOAMTENS
IMecTononoxenune Russia
yCTpoicTBa
Maponk B Tpanax trap

+ [lna BKIKOYEHMA [OCTYNa K yCTPOMCTBY Yepe3 web-uHtepcpeic no npotokony HTTP yctaHoBuTe dhnar
HanpoTuB «web». B NOABMBLLEMCSI OKHE €CTb BO3MOXHOCTb NoMeHATb HTTP-nopT (no ymonyaHuto 80).
[nanasoH AonycTMMbIX 3HA4YEHUI NOPTOB, MOMNUMO YCTaHOB/IEHHOrO No ymonyaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;

+ [ina BKIKOYEHNA [OCTyNa K yCTpoCTBY Yepes web-uHtepcpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
yMonuyaHuio 443). jnanasoH fonycTUMbIX 3HaYEHW MOPTOB, MOMMMO YCTAHOB/IEHHOTO MO YMOMYaHUIo, C
1025 no 65535 BKIHOUNTENBHO;

© noptbl ansa npotokonos HTTP n HTTPS He Ao/mkHbl UMETb 0OMHAKOBOE 3HaYeHMe.
+ [lns BKIKOYEHMSA fOCTyna K ycTpoiicTBy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,

« [1ns1 BKNHOUEHNS AOCTyNa K ycTpocTBy Uepe3 SSH yctaHoBuTe donar HanpoTtme «SSHy;
+ [1ns BkNtoUeHns goctyna K yctponctey uepe3d NETCONF yctaHoBuTe dpnar Hanpotme «NETCONF».
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[na n3meHeHusa Hactpoek SNMP-areHTa ToukM fOCTyna, He06X04MMO BbICTaBUTh doar Hanpotue «SNMP» n
Haxatb Ha ccbl/iky «SNMP», OTKpOETCA Cnncok napameTpoB AOCTYMHbIX /19 PpeAakTUPOBaHUS:

« Maposib Ha YmeHue — Naposb Ha YTeHNe napameTpoB (06LLENPUHSTLINA: public);

« lMaposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goOMeHHoe nMsi NpuemMHunka coobueHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm fOMeHHoe Nms npuemMHuka coobuueHmnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umsi ycmpolicmsa — UMs1 yCTPOINCTBa;

« KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHast MHphopmMaumsa NpomM3BoanTeNs YCTPOCTBa;

* MecmononoxeHue ycmpoticmsa — UHhopmaLuns 0 MeCTOMNOIOXEHNN YCTPOCTBa;

* Maposib 8 mpanax — naposib, cogepxaliuiics B Tpanax (no ymonyaxuio: trap).

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb

HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.9 MeHto «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[opTasibHas aBTopm3auunsa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS! U HAacTpolikn cepeuca APB Ha Touke

aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,

NOAKNHYEHHBLIX K CEPBUCY.

(TEX

WEP-3ax

MoHMTOpHHD Radio VAP NDS CeTeEbIE HACTPOWEN BHewHwWe cepeMch Cuctema - {EbIXOZ)

MopTansHas asTopuIauma » BrniHnTh

Anpec cepewca APB

* Bks1o4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogknoyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrneveHns nopTasibHOro pOyMyHra K/IMeHTOB;

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymMmuHra B pexmme noptasibHoi
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

w=:/192.165.1.1:8090/apb/broadcast

Airfune

[Nsi BCTYN/IeHUSI B Uy HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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@ AirTune 6nokupyet pyuHoe ynpaenenve pauonapameTpami TO4KM AOCTyna.

MogmeHio «AirTune» npegHasHauYeHo A9 BK/IUYEHNA 1 HACTPOViku cepBurca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yertcsa 48 onTuMmsaummn pagmopecypco (Radio Resource Management) u
aBTOMAaTUYECKOIN HACTPOIiKn 6ecluoBHOro poymundra 802.11 k/v/r.

elTeEX

MoHMTOpHHD Radio VAP

MopTanbHas asToOpHIaLMA

WEP-3ax

WDS CeTeEnIE HACTPOWEN

BrnrunTe

Agpec cepeuca AirTune

BHelWHHE cepBrCH

Cuctema

ws M192.165.1.1:8099/apb/rrm

- (BEixog)

Airtung »

* Bk/1royums — Npu yCTaHOBIEHHOM dh/iare Touka GyfeT noakntouatbes K cepucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTuner, Ans obecneveHuns doyHkumii Radio Resource

Management n/vnun poymndra 802.11 k/v/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/

rrm».

,ﬂ.ﬂﬂ BCTYyN/1€HNA B CUNY HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb

HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.10 MeHto «Cucrtemay

B MeHIo «CucTeMar BbINOSHSKOTCS HACTPOIKM CUCTEMbI, BPEMEHW, JOCTYNA K YCTPOWCTBY MO pas/inyHbIM
NPOTOKO/1aM, NPON3BOAUTCS CMeHa Napons 1 06HOBEHVE NPOrPaMMHOro 06ecneyeHns ycTpoiicTea.

5.10.1 MoameHto «O6HOBNEHNE MO ycTpolicTBar

MogmeHto «O6HOBNeHue MO ycTpoiicTBa» NpeaHasHaYeHo A1 06HOB/IEHUS NPOrPaMMHOro o6ecneyeHns

yCTpOiCTBa.

HELTEX  WEP-3ax

MoHUTOpKHT Radio VAP WDS CeTeBkIe HACTPOMKA BHelLHKMe CepBrckl Cucrema

1.14.0 build 61

1.13.0.6392-202407080706 (f16db94)-dev

OBHosneHue MO ycTpoiicTea » ArTneHan sepcua 10

PeszepeHan A MO
Kondurypauua sianakalia o

Mepezarpyska
Daiin obHosneruA MO

BribepuTe daiin | Gaiin He exibpar

Maponk
ypHan
Nata u spema

OTJ'\BAD'—I»SH HHpOpMaLHA

AwmyansHan eepcus 0 deemynna no adpecy- hitp-Veltex-co. ru/support/downloads/

(Bbx0q)

« AkmusHas sepcusi 1O — Bepcus NPOrpamMMHOro 06ecreyeHus], yCTaHOB/IEHHOIO Ha YCTPOIACTBE,

paboTatoLlasi B 4aHHbI MOMEHT;
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+ Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOIo ob6ecnevyeHuns,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPY0 MOXHO NnepekntounTbes 6e3 3arpysku taiina Mo,
+ Cdesniamb akmusHoU — KHOMKa, N03BONIAKOWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOW, ANs
aToro noTpebyeTcs nepesarpyska ycTpoiictsa. AKTBHas Bepcus MNO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha Komnblotepe. Nocne
3TOro HaXXMUTe KHOMKy «Bbibepute daiin» B none ®adisn 06HoseHus MO n ykaxuTe nyTb K chainny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNSI HEOBXOAMMO HaxKaTb KHOMKY «3anycTntb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyweM ctatyce 6yAeT ykazaHo Ha CTpaHuLE), NOC/e Yero
YCTPO/CTBO aBTOMATUYECKM Nepe3arpy3nTcs.

@ He otknlouaiite NUTaHWe yCTPOIICTBA, HEe BbINOMHAITE ero nepesarpysky B npouecce 06HoBeHNs MO.

5.10.2 MogmeHto «KoHdurypaumns»

B nogmeHto «KoHpurypaumsa» BbINOMHAETCS COXPaHeHe U 06HOB/EHME TeKYLLE KOH(Urypauun.

WELTEX  WEP-3ax

MoHUTOpUMHT Radio VAP WDS CeTeBkie HACTPOMKK BrewHwe cepencel Cuctema TR (eexom)

ObHoenexue MO yeTpolicTea Mony4uTe apxve KoHdUrypaLmn * Cravate
C yCTpoficTEa
Kondmrypawps »

3arpysuTb apxue KoHthUrypaLmm Brifepite daiin | Daiin He exiSpan

Mepesarpyaka Ha ycTpoicTED

Mapons

CHpoc Ha 38B0ACKAS HACTPOMKN CoxpaHuTe napameTpe qocTyna

HypHan
[ara n epema

OTnagouHan MHPopMaynAa

[NonyyeHne KkOHJMrypauum

YT0O6bI COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBMeHMEe KOHdMIypaumm

[ns 3arpy3ky cOXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dhaina KoHUrypauum NCnonb3yeTcsa MyHKT
3azpy3umb apxus KoHghuaypayuu Ha ycmpolicmso. Ans 06HOBAEHMA KOHGIUIypaunum yCTpoicTBa HaXMUTE
KHOMKY «BblGepuTe chaiin», ykakute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoH(Urypauusa npuMmeHseTcs aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPONKM

UTo6bI caenaTb C6pPOC BCEX HACTPOEK YCTPOIMCTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKY, HAXXMUTE KHOMKY
«C6poc». Ecnn aktBupoBaH dnar «CoxpaHuTb NapameTpbl A0CTynay, To 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHpUrypauumm, KoTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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5.10.3 MopgmeHto «MMepe3arpyska»

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea
3aHUMaEeT NPUMEPHO 1 MUHYTY.

%ELTEX  WEP-3ax

MoHUTOpHHT Radio VAP WDS CeTebie HaCTpOIikK BHELUHME CEPBMCE! Cucrema ru - (BbIX0A)

O6HoeneHue MO yeTpolictea Mepezarpyz«a ycTpoiicTea & MNepezarpyska
KoHdwrypauma
Mepesarpyaka »
Mapone
HypHan
[ara 1 epema

Otnagouxan nHopMauma

5.10.4 TMoagmeHto «Maposib»

Mpu Bxofe yepe3 web-nHTepdeiic agMmHmcTpaTop (Naposib No yMonyaHuto: password) MMEeeT MosHbIA AoCTyn
K YCTPOWCTBY: UTEHWNE 1 3aMUCh JIH06bIX HACTPOEK, MOJHbIA MOHUTOPVHT COCTOSIHIS YCTPOICTBA.

[nsi cMeHbl Napons BBeAWTE HOBLIN Naposib cHadvasna B nose «aponb», 3aTeM NOBTOPUTE HOBbIN NAposb B
none «MoaTBepXaeHne Napossi» U HKMUTE KHOMKY «[PUMEHNTb» [/ COXPaHEHWs! HACTPOEK.

HELTEX  WEP-3ax

MOHUTOPUHT Radio VAP WDS CeTestle HACTPOKK BHeLUHME CepBrCEl Cuctema TR (Buixon)
O6Hoenenue MO yeTpoiicTea Naponk @
KoHdmrypauma MoaTeepwaerve napona @

Mepesarpyska
 Mpumenvres [k F R

Mapone »

HKypHan

Dara w epema

OtnagouHan MHPOpMauMAa
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5.10.5 TlogmeHo «KypHan»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

WELTEX  WEP-3ax

MoHUTOpMHT Radio VAP WDS CeTeebie HACTPOWKA BHelHWe cepeucsl Cuctema - (RO

OtHoaneHue MO yetpolictea Penkuing Cepeep v thain v
Kondmrypauua Agpec Syslog-cepespa syslog.server
Mepezarpyaka Mopt Syslog-cepsepa 514
Mapons Pasmep daiina, kb 1000

HypHan >
DNara v epeMA

OTnagouHan MHopMaLma

« Pexum — pexum paboTsl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — nHopMauns XypHana CoxpaHsaeTcs B 1oKanbHOM diaiifie n A0CTyrnHa B
web-nHTepdelice ycTpoiictBa Ha Bkiagke «MoHNTOPUHI/XKypHan cobbITuiiy,
+ Cepsep u ¢halinn — nHhopMaLms XypHana oTnpasiseTcsa Ha yaasneHHblli Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM chaine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
« IMopm Syslog-cepsepa — NopT ANna BXxoAsawmx coobleHunii Syslog-cepsepa (no ymonuauio 514,
[0MyCTUMble 3HaueHust 1-65535);
* Pasmep ¢halina, kb — MmakcuMasnbHbIi pasmep gpaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

[na BCTYyN/eHMsA B CUTY HOBOW KOHGpUIypauum 1 3aHeceHns HacTpoeK B 3HEProHe3aBMCUMYO NaMsiTh
HaXXMUTE KHOMKY «MpUMeHNTb». 151 OTMEHbI U3MEHEHWNIA HAXMUTE KHOMKY «OTMeHa.
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5.10.6 MogmeHto «[ata n Bpems»

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN
BpemeHn (NTP).

5.10.6.1 BpyuHyro
WELTEX  WEP-3ax

MoruTtopuHr Radio VAP WDS CeTeBbie HaCTPOKM BHeluHWe cepanchl Cuctema - (bixos)

Obroenenue MQ yorpoiictea Pexama @ Bpyunyio () NTP cepeep

KodHrypaLpA Nata v spema yctpoiictea  30.10.2024 06:23:25 & Pearvposats

Hacoeoi noac Mockea, Poccus v
Mepesarpyaka

BrrmiouuTs nepexoj Ha netHee

Mapone
EpeMA

e, (He exifipano) {He Bu 0} (He enifparo) -
KypHan Mepexos Ha NeTHeE BpeMA {He enibparo) {He axibparo) e auibpans) B

[ata v epens » Mepexop Ha 3UMHee BpeMA (He exibparo) (e exibparo) (ve exibpano) |8 -

OTnagouHan uHgopMaLma Caevr Bpemeri (1vH.) 60

o MpumenuTs [ Fop PR

- [ama u spemsi ycmpolicmsa — fata 1 BpeEMS Ha YCTPOICTBE B AaHHbIn MOMeHT. Ecnv TpebyeTcs
KOPPEKLUS, HAXXMUTE KHOMKY «PelakTpoBaThy;
« [ama, sBpems — 3aaaiiTe TEKYLLYIO AaTy U BPEMS UM HAXMUTE KHOMKY «Tekyllas aata v Bpemsi»
ANt yCTaHOBKM BpemeHu MK Ha ycTpoiicTBo;
+ Yacosoli nosic — no3Bo/ISIET yCTAHOBUTb YacOBOIA NMOSIC B COOTBETCTBUM C GVXKANLLIMM rOpoAoM B
BaleM PErvioHe 13 3ajaHHOrO CMUCKa;
* Bk/todumsb nepexod Ha iemHee BpeMsi — Npw YyCTaHOB/IEHHOM dhnare nepexof, Ha eTHee/3MMHee
Bpemsi 6y1eT BbINO/HATLCS aBTOMATUYECKM B 3aiaHHbIV Nepuog, BpeMeHMU:
« [Mepexod Ha iemHee BpeMsi — AieHb 1 BPeMsi, Koraa 6yaeT BbINOMHATLCS Nepexof Ha NeTHee
BpeMmS;
« [Mepexod Ha 3uMHee BpeMsi — [ieHb N BPeMs, Koraa 6yAeT BbINOMHATLCSA Nepexo/ Ha 3uMHee
BpeMmS;
+ Cdsuz BpemMeHU (MUH.) — Nepuog, BpEMEHU B MUHYTaX, Ha KOTOPbIIi BbINO/THSIETCA CABUT BPEMEHN.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «[IpUMEHNTb». 115 OTMEHbI U3MEHEHUIA HAXXMUTE KHOTMKY «OTMEHa».
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5.10.6.2 NTP-cepsep
SELTEX  WEP-3ax
MoHUTOpUHT Radio VAP WwDs CeTeEkie HACTPORM BHeluHWE cepemcel Cucrema - (ekxon)

OBHoenenne MO yerpolictea
Kondwrypavua
Mepesarpyska

Maponk

HypHan

[ara u epema »

OTI'IE;CLU‘—FBF! HMHDOpMaUKnA

Pexonm

[lata u Bpema yCTpoicTEa
YHacosoi noAc

NTP cepeep

BHMHMUTE NEpexo Ha NeTHee
EpEenA

Appeca pononHutensHeix NTP-cepeepoe

1

2

+ [prmeHnTs

() Bpyuryro @ NTP cepeep
30.10 2024 06:22:26

Macksa, Poccun ~
pool.ntp.org =

[H)

time.google.com x

time.cloudflare.com b3

% Otiena

« Jama u spemsi ycmpoticmsa — gata n BpeMS Ha YCTPOCTBE B AaHHbIA MOMEHT;

* NTP-cepsep — IP-agpec/nomMmeHHOe MMs OCHOBHOIO cepBepa CUHXPOHU3aLnmn BpemeHn. Bo3MoXHO
3a4atb agpec Ui Bolbpatb U3 CyLLECTBYIOLLENO CMUCKa,;

+ Yacosol nosic — no3BOASIET YCTAHOBUTb YaCOBO MOSIC B COOTBETCTBUM C GAMXaiLLMM ropoaom B
BalleM pervoHe u3 3alaHHoro Crmcka;

+ Adpeca donosiHumersibHbix NTP-cepsepos — B C/ydae, Korga OCHOBHOI cepBep CUHXPOHM3ALNN
BPEMeHM HeJOoCTYNeH, yCTPOMUCTBO OyAeT obpallaTbCs K AOMNO/HUTENIbHBIM CepBepamM CUHXPOHU3aLnn
BpeMeHu. [insA Toro 4Tobbl 406aBUTbL aApec B CNUCOK, HOKMUTE KHOMKY «[06aB/Tb» U B NOSABMBLUEMCS
none seeguTe IP-agpec nnn gomeHHoe nmsa cepsepa. Ytobbl yaanute agpec U3 cnucka, B

COOTBeTCTByI-OUJ,eM CTPOKE HaOXXMUTE KHOMKY .

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNTb». [151 OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa.

5.10.7 MoameHio «OTNagovHast MHopMauns»

wELTEX

MoHUTOpIUHT Radio VAP

O6Hoenenue MO yeTpoiicTaa
Kondmrypauua
Mepesarpyaka

Mapone

HypHan

[ara 1 epema

OTnanouHan MHDopMaLMA >

WDS CeTeBbie HacTpoliku1

WEP-3ax

Daitn oTnagouHoi WHopraLMu

Brewnue cepeucs

Cuctema - (BbXOA)

* Crauats

daiin otnano4Hon nHhopmaumu

UTo6bI NONy4nThL apxmB troubleshooting.tar.gz ¢ ycTpoicTBa Ha NIOKa/bHbI KOMMLIOTEP, HAXXMUTE KHOMKY

«CKayaTb».
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2. OTMeHa n3MeHeHwui
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymon4yanuto yctpoiictBo WEP-3ax HacTpoeHo Ha nonyyeHue agpeca no DHCP. Ecnn aToro He Nnpor3oLwno,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoit IP-agpec yctpoiictBa WEP-3ax: 192.168.1.10, macka nogceTu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-adpec ycmpolicmsa>, nanee BBeAuTe Naposib

telnet <IP-adpec ycmpolicmsa>, BBeIUTE /TOTMH 1 Napo/ib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# bro

WEP-3ax(config):/interface/brO# common

WEP-3ax(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-3ax)
WEP-3ax(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-3ax(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |P-agpec DNS-cepsepa Nol)
WEP-3ax(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |P-agpec DNS-cepsepa No2)
WEP-3ax(config):/interface/br0/common# protocol static-ip (13vieHeHne pexvmva paboTel ¢ DHCP Ha Static-
IP)

WEP-3ax(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WEP-3ax(config):/interface/br0/commont# exit

WEP-3ax(config):/interface/br0# exit

WEP-3ax(config):/interface# exit

WEP-3ax(config):/# route

WEP-3ax(config):/route# add default (r1e default — HazBaHve mapipyTa)

WEP-3ax(config):/route# default

WEP-3ax(config):/route/default# destination X.X.X.X (rge X.X.X.X — |P-agpec cetn nnm y3na HazHavyeHns, /15
aedhontHoro mapupyta — 0.0.0.0)

WEP-3ax(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, A715 4edoNTHOro
mMapLpyTta — 0.0.0.0)

WEP-3ax(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |[P-agpec wo3a)
WEP-3ax(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# bro

WEP-3ax(config):/interface/br0# common
WEP-3ax(config):/interface/br0/common# protocol dhcp
WEP-3ax(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)
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6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WEP-3ax(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WEP-3ax(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetu, Z.Z.Z.Z — LW/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WEP-3ax(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIe 3HaUeHus: 1-4094)

Cratnyeckme HacTpOKu

WEP-3ax(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WEP-3ax(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNOMb3yEeMbI AN A0CTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPOKK

WEP-3ax(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WEP-3ax(root):/# save (CoxpaHeHne HacTpoek)
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6.2.2 HacTpolika yaasEéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-3ax(root):/# configure

WEP-3ax(config):/# ssh

config):/ssh# enable true (Bk/1toueHne yganéHHoro goctyna no SSH)

:/sshi port X (rae X — nopt SSH-cepBepa. o ymonyaHuto: 22)

:/ssh# session-limit X (rge X — makcumasibHOe KonmyecTBo SSH-ceccuit. Mo ymonyaHuio: 7)

(
(
WEP-3ax(
WEP-3ax(config
(
(

)
)
WEP-3ax(config)
)

WEP-3ax(config):/ssh# save (coxpaHeHve HacTpoek)

HacTtpoiika Telnet

WEP-3ax(root):/# configure
config):/# telnet
config):/telnet# enable true (BktoUeHVe yaanéHHoro goctyna no Telnet)

WEP-3ax

(
(
WEP-3ax(
(

)
WEP-3ax(config):/telnet# port X (roe X — nopt. o ymonyaHuio: 23)
WEP-3ax(config):/telnet# session-limit X (r1e X — makcumasibHoe konndectso Telnet-ceccuii. Mo

YMOJ/I4aHWIO: 7)

WEP-3ax(config):/telnet# save (coxpaHeHVe HacTpoek)

6.3 HacTpoliika BUpTyasibHbIX Touek gocTyna Wi-Fi (VAP)

PykoBoacTso no akcnayatauum WEP-3ax

Mpw HacTpolike VAP cnefyeTt NOMHUTb, YTO Ha3BaHve MHTepdheiicoB B gnanasoHe 2.4 T, HauMHaeTcs ©

wlan0, B gnanasoHe 5 My — wlan1.

Tabnuua 7 — KomaHgpl AN HaCTPoikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTY
bes napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPAZ2-Enterprise

WPA/WPA2-Enterprise

KomaHpga gns HaCTPOﬁKM pexuma 6e3onacHoCcTU

mode off

mode WPA

mode WPA2

mode WPA_WPA2
mode WPA3

mode WPA2_WPA3
security-mode OWE
mode WPA_1X
mode WPA2_1X

mode WPA_WPA2_1X
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Pexxum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
WPA3-Enterprise mode WPA3_1X
WPA2/WPAS3-Enterprise mode WPA2_WPA3_1X

Hwxe npeactasneHbl npyMepbl HACTPoVikn VAP ¢ pa3nnyHbiMu pexmumamun 6esonacHocTy ana Radio 5Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 lumndpoBaHus

CospgaHue VAP 6e3 wncpoBaHusa

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlanl-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/104eHVIE BUPTYas/IbHON TOUKM AOCTYNA)
WEP-3ax(config):/interface/wlanl-vap0/commont# exit

WEP-3ax(config):/interface/wlanl-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-3ax_open' (n3veHeHve nveHn SSID)
WEP-3ax(config):/interface/wlanl-vap0/vap# ap-security (nepexop B 6710k HACTpoek pexvima 6e3onacHocTy
Ha VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mode off (pexviv wndposanns off — 6e3 napons)
WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# save (CoxpaHeHne HacTpoek)
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6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlanl-vap0# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'SSID_WEP-3ax_owe' (13MeHeHve nveHn SSID)
WEP-3ax(config):/interface/wlanl-vap0/vap# ap-security
WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mode OWE (pexxum wndgposaHmns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-3ax(config):/interface/wlanl-vap0/vap# radius

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNIPaBKM COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-password secret (r7e secret — naposi 19 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l04eHne neprnonyeckon
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3ax(config):/interface/wlan1-vap0/vap/radiust# exit

WEP-3ax(config):/interface/wlanl-vap0/vap# exit

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/10ueHVIE BUPTYasIbHON TOYKM A0CTYMNA)
WEP-3ax(config):/interface/wlanl-vap0/common# save (CoxpaHeHve HacTpoek)

—_ == =
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6.3.3 HacTtpoliika VAP c wndposaHvem OWE n OWE Transition Mode

© KVAPC pexnmom 6esonacHocT OWE mMoryT nogxniounMTbCs ToNbKo KNneHTbl Wi-Fi 6. UTO6bI
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHOUNTLCA K Takoid VAP, HyHO HacTpoutb OWE
Transition Mode. B atom pexume knneHTol Wi-Fi 6 6yayT nogknioyeHsl B pexuvme 6e3onacHoctn OWE,
a BCe OCTaUIbHble K/IMEHTbl — B OTKPbLITOM PEXMME.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WEP-3ax(root):/# configure
WEP-3ax(config):/# interface
WEP-3ax(config):/interface# wlanl-vap0 (HacTpolika ckpbIToro VAP ¢ wudgposaHnem OWE. K Hemy ByayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)
WEP-3ax(config):/interface/wlan1-vap0# vap
WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'SSID_WEP-3ax_owe' (13MeHeHve nveHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# hidden true (ckpbiTs VAP)
WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mode OWE (pexxum wndgposaHmns OWE —
LUMdpoBaHHOE coeanHeHne 6e3 BBoda Napons. B aTom pexume MoryT NoAKAUNTLCS TOMbKO KUEHTDI
Wi-Fi 6)
WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# owe-transition-interface wlanl-vap1 (ykasaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoamntb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTatb C
Tekywwmm VAP ¢ uincpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# exit
WEP-3ax(config):/interface/wlan1-vap0# common
WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/10ueHVIE BUPTYasIbHON TOYKM A0CTYNA)
WEP-3ax(config):/interface/wlanl-vap0/common# exit
WEP-3ax(config):/interface/wlan1-vapO# exit
WEP-3ax(config):/interface# wlanl-vapl (HacTporika VAP 6e3 lWwudpoBaHus)
WEP-3ax(config):/interface/wlanl-vapl# vap
WEP-3ax(config):/interface/wlanl-vapl/vap# ssid 'SSID_WEP-3ax_open' (13veHeHve nveHn SSID)
WEP-3ax(config):/interface/wlanl-vapl/vap# ap-security (nepexops B 6710k HaCTpoek pexvima 6e3onacHocTy
Ha VAP)
WEP-3ax(config):/interface/wlanl-vapl/vap/ap-security# mode off (pexviv wndposanus off — 6e3 napons)
WEP-3ax(config):/interface/wlanl-vapl/vap/ap-security# owe-transition-interface wlanl-vap0 (ykasaHuve VAP
C pexnmom wmngposaHnsa OWE, K KOTOPOMY HESAABHO OyayT noAknoveHbl KnneHTbl Wi-Fi 6, oCcTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WEP-3ax(config):/interface/wlanl-vapl/vap/ap-security# exit
WEP-3ax(config):/interface/wlanl-vapl/vap# exit
WEP-3ax(config):/interface/wlanl-vapl# common
WEP-3ax(config):/interface/wlanl-vapl/common# enabled true (Bk/10ueHVIE BUPTYas/IbHON TOYKM A0CTYNA)
( )
( )

—_— S ==

WEP-3ax(config):/interface/wlanl-vapl/common# exit
WEP-3ax(config):/interface/wlanl-vapl# save (CoxpaHeHne HacTpoek)
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6.3.4 HacTtpoiika VAP ¢ pexnmom 6e3onacHocTn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/10ueHVIE BUPTYasIbHON TOYKM A0CTYNA)
WEP-3ax(config):/interface/wlanl-vap0/common# exit

WEP-3ax(config):/interface/wlanl-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-3ax_Wpa2' (13veHeHne nvenu SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (nepexop B 6710k HACTpoek pexvima 6e3onacHocTy
Ha VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mode WPA2_WPA3 (pexxum wugposaHns — WPA2/
WPA3)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# key-wpa password123 (rae password123 — k/io4/
naposib, He06X0AUMbIN 418 NOAKIYEHUS K BUPTYaUIbHOM TOUKe AocTyna. AanHa Kioda fomKHa
COCTaB/IATb OT 8 0 63 CUMBOJI0B)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# save (coxpaHeHne HacTpoek)
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6.3.5 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHue VAP ¢ pexumom 6e3onacHocTtu WPA3-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true (Bk/10ueHVIE BUPTYas/IbHON TOUKM A0CTYNA)
WEP-3ax(config):/interface/wlanl-vap0/common# exit

WEP-3ax(config):/interface/wlan1-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# ssid 'SSID_WEP-3ax_enterprise' (13veHeHne nveHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (nepexop B 6710k HaCTpoek pexvima 6e3onacHocTy
Ha VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# mode WPA2_WPA3_1X (pexxum LWngpoBaHns —
WPA2/WPA3-Enterprise)

WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-3ax(config):/interface/wlanl-vap0/vap# radius

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# domain root (rze root — foMeH nosib30BaTess)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-3ax(config):/interface/wlan1-vap0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIN
ncnonb3yeTcs ANns ayTeHTudmkaunm 1 astopusaunn. No ymonyanuio: 1812)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-password secret (r7e secret — naposis /15 RADIUS-
cepBepa, UCnonb3yeMoro 418 aytTeHTugrkanmm n asTopmsasmm)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNIPaBkM COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCNosib3yeMoro AJ/19 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-password secret (r7e secret — naposis 19 RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l04eHne neprnonyeckon
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# save (coxpaHeHve HacTpoek)
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6.3.6 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlanl-vap0/common# enabled true
WEP-3ax(config):/interface/wlanl-vap0/common# exit

WEP-3ax(config):/interface/wlanl-vapO# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (nepexop B 6710k HACTpoek pexvima 6e3onacHocTy
Ha VAP)
WEP-3ax(config
WEP-3ax(config

( :/interface/wlanl-vap0/vap/ap-security# mode off (pexxum LundgposaHms off — 6e3 napons)

( :/interface/wlanl-vap0/vap/ap-security# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'Portal_WEP-3ax' (n3veHeHve nveHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# captive-portal
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# scenarios
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# scenario-redirect
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# enabled true
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# exit
( )
( )

)
)
)
)
)
)

WEP-3ax(config):/interface/wlanl-vap0/vap# radius

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# domain root (rze root — foMeH nosib30BaTess)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNIPaBKM COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-password secret (r7e secret — naposis 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l04eHne neprnoamnyeckon
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# save (coxpaHeHne HacTpoek)
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6.3.7 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3aunei

° A]'IFOpI/ITM BS&MMOAGVICTBMH C BHELWWHUM MOPTa/IOM AO0CTYNEH NOo CChIJIKE.

KomaHAb! AN HACTPOIiKM BHELLHEN NopTa/ibHOI aBTOpU3aLmUm

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3axconfig):/interface# wlanl-vap0

WEP-3ax(config):/interface/wlanl-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
WEP-3ax(config):/interface/wlanl-vap0/vap# ap-security
WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# mode off (pexvmv wmndgposanus off — 6e3 napons)
WEP-3ax(config):/interface/wlanl-vap0/vap/ap-security# exit

WEP-3ax(config):/interface/wlanl-vap0/vap# ssid 'Portal_WEP-3ax' (n3veHeHne nmenn SSID)
WEP-3ax(config):/interface/wlanl-vap0/vap# captive-portal
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# scenarios
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# scenario-redirect
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>&wlan=
<SSID>&original-url=<ORIGINAL_URL>" (yka3aTtb URL BHELUHEro BUPTYasIbHOIO NopTasia B COOTBETCTBUM C
Tabnuue 8)

WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal/scenarios# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# enabled true
WEP-3ax(config):/interface/wlanl-vap0/vap/captive-portal# exit

WEP-3ax(config):/interface/wlanl-vap0/vap# radius

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3ayeMoro A1 asropusaymnm)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-password secret (r/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3ayeMoro A1 asropusaymnm)

WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)

Py A ay

Tabnuua 8 — HacTtpoiika URL wa6noHa ana BHELWHel nopTasibHOM aBTopu3aunm
MapameTtp OnucaHue

<NAS_ID> NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH HU oauH
13 3TUX NapameTpoB, To B kavecTBe NAS ID B RADIUS- n HTTP(S)-
naketax 6yget ucnosnb3osatecsa MAC-agpec T,

<SWITCH_URL> [OMEHHOE MSA, KOTOPOE MOKa3blBAETCA KIINMEHTY Mpu
nepeHanpaseHnm

<AP_MAC> MAC-agpec Toukn goctyna

<CLIENT_MAC> MAC-agpec knueHTta

<SSID> SSID

<ORIGINAL_URL> URL, KOTOpbIi U3Ha4Yas1bHO 3anpalumBasl KINEHT
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6.3.8 HacTtpoiika VAP ¢ MAC-aBTopu3sauueii yepe3 RADIUS

KomaHpb! ansa HacTpoiiku MAC-aBTOpu3ayumu yepes RADIUS-cepBep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vapO# vap

WEP-3ax(config):/interface/wlanl-vap0/vap# acl

WEP-3ax(config):/interface/wlanl-vap0/vap/acl# mode radius (BL100p pexvva asTopusaunm Yepes RADIUS-
cepsep. Mo ymonyaHuio: off)

WEP-3ax(config):/interface/wlan1-vap0/vap/acl# policy allow (allow: f1ocTyn paspelleH /18 Tex, Koro
on06pwn RADIUS-cepBep; deny: 4OCTYN 3anpeLueH Ans Tex, koro ogo6pwa RADIUS-cepsep. 0 yMon4aHuio:
allow)
WEP-3ax(config
WEP-3ax(config
WEP-3ax(config
WEP-3ax(config
cepsepa)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIN
ncnonb3yeTcs ANns ayTeHTudmkauum 1 astopusaunn. No ymonyaHuio: 1812)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# auth-password secret (r7e secret — naposis /15 RADIUS-
cepsepa, UCnob3yeMoro 418 ayTeHTugurkalmm n asTopmsasmm)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNIPaBkM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-password secret (r7e secret — naposi 15 RADIUS-
cepsepa, UCNosib3yeMoro A1 akkayHTUHra)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-periodic true (Bk/1l04eHne Neprnonyeckon
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# save (coxpaHeHve HacTpoek)

interface/wlanl-vap0/vap/acl# exit

interface/wlanl-vap0/vap# radius

interface/wlanl-vap0/vap/radius# domain root (i€ root — fOMEH Mosib30BaTeNS)
interface/wlanl-vap0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-

—_ = = =
S~ T~ T~
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6.3.9 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

KomaHabl Ans HAaCcTpoOiikn AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vapO# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# radius (HacTpoika ocHoBHOro RADIUS-cepsepa)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius# backup (HacTporika gonosnHuTensHoro RADIUS-cepsepa)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup# add < omeHHOe ums/IP-agpec
pononHutenbHoro RADIUS-cepBepa B KOHpUrypauumn> (cosaaHne pasaena KoHurypawmm
AononHuTensHoro RADIUS-cepBepa. MakcmanbHoe KOTMYecTBO: 4)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup# X.X.X.X (rge X.X.X.X — fomeHHoe nwvsi/IP-agpec
aonosniHutenibHoro RADIUS-cepBepa B KOHurypaumn)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X. X.X.X — |P-
agpec RADIUS-cepBepa)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI UCMONb3yeTca ANA ayTeHTUgMKaLMm n asTopmnsaumm. Mo ymonyaHumio: 1812)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius/backup/X.X.X.X# auth-password secret (r/e secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Ansi ayTeHTudmnkaumm n aBTopusawm)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCNob3yeMoro A1 akkayHTUHra)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# acct-password secret (r/e secret —
naposb Ans RADIUS-cepBepa, NCMNosb3yeMoro Ansi akkayHTUHra)
WEP-3ax(config):/interface/wlanl-vap0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

6.3.10 [JononHuTesnbHble HacTpolikn VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# vlan-id X (rze X — Homep VLAN-ID Ha VAP)

BknroueHune VLAN trunk Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# vlan-trunk true (sxntoueHne VLAN Trunk Ha VAP. 1515
oTK/Io4YeHns BeeauTe false)
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BkntoueHune General VLAN Ha VAP

WEP-3ax(config):/interface/wlan1-vap0/vap# general-vlan-mode true (Bx/1t0ueHve General VLAN Ha SSID. [ins
oTK/Io4YeHns Beeaute false)
WEP-3ax(config):/interface/wlanl-vap0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-3ax(config):/interface/wlanl-vap0/vap# priority-by-dscp false (aHasii3 npropurtera ns nossa CoS (Class
of Service) TerMpoBaHHbIX NAKeToB. 3Ha4YeHWe Mo YMOoNYaHuLo: true. B aToM cnyyae aHanmanpyeTcs
npuoputeT 13 nonsa DSCP 3arosioBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# mfp required (Bk/1104MTL 3aLUMTY management-
Kaapos. (hpeimoB). required — TpebyeTcs nogaepka MFP OT KNneHTa, KNneHTbl 6e3 MFP He cMmoryT
noakounThCA. capable — coBmecTuMo ¢ MFP, KNMeHTbl 6e3 nogaepky MFP MoryT nogkitoumTbes. Ans
oTK/o4YeHns BeeaunTe off)

Bk/itoueHne Ucnosib3oBaHus TLS npy aBTopu3auum

WEP-3ax(config):/interface/wlanl-vap0/vap/radiust# tls-enable true (1crons3osats TLS npu asToprsaLmn.
[na oTknoveHus seegute false)

WEP-3ax(config):/interface/wlanl-vap0/vap/radius# tls-required true (Bk/1104/TL aBTOPU3ALMIO TOSILKO MO
TLS cepTudomkaTty (aBTopusaymsa no f1orMH/naposo npoxoanTs He 6yaeTt). Ana oTkaoyveHusa seegute false)

BksitoueHue ckpbITOro SSID

WEP-3ax(config):/interface/wlanl-vap0/vap# hidden true (Bk/itoueHne ckpbiToro SSID. [AnsA oTkA4YeHns
BeeauTe false)

BknoueHue pexuma Band Steer

WEP-3ax(config):/interface/wlanl-vap0/vap# band-steer-mode true (Bx/t0ueHve pexnma Band Steer. [1ns
oTK/Io4YeHns BBeauTe false)
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BK/loU€HMe U3oNALUN KIMEeHTOB Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# station-isolation true (Bx/1t0ueHe n3onALMY Tpadmka Mexay
KnveHTaMu B npegenax ogHon VAP. Ansa oTkntoveHus BeeguTe false)

OrpaHuyeHne KonmyecTBa K/IMEHTOB Ha VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# sta-limit X (rae X — makcumansHo AonycTyMoe Yicio
NOAK/IYAEMbIX K BAPTYa/IbHOW CETU KIIMEHTOB)

BknroueHue Minimal Signal Uy Roaming Signal

WEP-3ax(config):/interface/wlan1-vap0/vap# check-signal-enable true (Bk/il04eHMe NCNOL30BaAHNSA
doyHKuMoHana Minimal Signal. 18 oTkntoveHus Beegute false)
WEP-3ax(config):/interface/wlanl-vap0/vap# min-signal -X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTVXXEHMN KOTOPOro Touka byeT oTk/IovaThb kaveHTa ot VAP. MapaMeTp MOXET NPpUHMMAaThb 3Ha4YeHUs
0T -100 A0 -1)

WEP-3ax(config):/interface/wlanl-vap0/vap# check-signal-timeout X (rge X — neprioz, BpemeHu B cekyHaax,
MO MCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETn)

WEP-3ax(config):/interface/wlanl-vap0/vap# roaming-signal -X (re X — noporosoe 3HaueHve RSSI, npn
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/mKeH ObITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gbMm, TO roaming-signal LO/XeEH 6bITb paBeH, Hanpumep, -70
ABM)

WEP-3ax(config):/interface/wlanl-vap0/vap# save (coxpaHeHne HacTpoek)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HacTpoiika welinepa B HanpaBAEHWUW OT K/IMEHTOB (KaXX/0r0 B OTAEbHOCTU), NOAKAKYEHHbIX K AaHHOW
VAP, 10 TOYKM A0CTYNa

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-sta-rx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-rx# value X (r4e X — MakcumasibHasi CKOPoCTh B
KOUT/C U NakeTbl/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-rx# mode kbps (Bi/1toueHne weinepa. Moxet
npuHUMaThb 3Ha4veHue: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-rxi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)

HaCTQOVIKa Luei/’lnepa B HanpaB/1eHUN OT TOYKM AO0CTyNna A0 KﬂVIeHTOBiKQMQ,OI'O B OTAE/ILHOCTU),
NO0AKNHYEHHbIX K g,aHHOVI VAP

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-sta-tx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHasi CKOPoCTh B
KOUT/C U NakeTbl/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-tx# mode kbps (Bk/1toueHve weinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-sta-txi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika wwerinepa B HanpaBAeHUW OT K/IVMEHTOB (B CYMME), MOAKAKYEHHbIX K AaHHON VAP, A0 TOYKK
AocCTyna

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-vap-rx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-vap-rx# value X (rz1e X — makcvmasibHas cKopocTb B
KOUT/C U NakeTbl/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-vap-rx# mode kbps (Bi/1toueHne wennepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-rxi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)

HaCTQOVIKa Luei/’lnepa B HanpaB/1eHUN OT TOYKM A0CTyNna A0 K/IMEHTOB (B CYMME), NOAK/THOYEHHbIX K AaHHOW
VAP

WEP-3ax(config):/interface/wlanl-vap0/vap# shaper-per-vap-tx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-per-vap-tx# value X (rz1e X — makc/masibHas CKOpocTb B
KOUT/C U NakeTbl/c)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHUMarthb 3HadveHune: kbps — KouT/c, pps — naketbl/c, off — BbIk/1H04EHO)
WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-txi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika orpaHnyeHns LWMPOKOBeELATEeIbHOIO Tpaduka

HacTpoliika wevinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM gocTyna:
WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-bcast-rx

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-bcast-rx# value X (rge X — makcumvasibHas CKOpoCThb B
KOUT/C U NakeTbl/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-bcast-rx# mode kbps (Bx/1t0ueHve welinepa. MoxeT
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-bcast-rxi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (CoxpaHeHne HacTpoek)

HacTpoliika wevinepa B HanpaBae€HUU OT TOYKM AOCTyNa A0 KJNeHTa:
WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-bcast-tx

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-bcast-tx# value X (rge X — makcrumasibHast CKOpoCcTh B
KOUT/C NN NakeTbl/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve LWwelinepa. MoxeT
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-bcast-tx# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (CoxpaHeHne HacTpoek)

HacTpolika orpaHu4yeHUst MHOroagpecHoro Tpadmka

Hactpoiika weiinepa B HanpaB/E€HUW OT K/IMEHTA A0 TOYKU AOoCcTyna:
WEP-3ax(config):/interface/wlanl-vap0/vap# shaper-mcast-rx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-mcast-rx# value X (rae X — maxkcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-mcast-rx# mode kbps (Bk/1t0ueHve welinepa. MoxeT
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIKHOUEHO)
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-mcast-rxi exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (coxpaHeHVe HacTpoek)

Hactpoiika weiinepa B HanpaBA€HUW OT TOYKU AOCTYNA A0 KJNEHTa:
WEP-3ax(config):/interface/wlanl-vap0/vap# shaper-mcast-tx
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-mcast-tx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-mcast-tx# mode kbps (Bx/1t0ueHve werinepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUEHO)
WEP-3ax(config):/interface/wlanl-vap0/vap/shaper-mcast-txi# exit
WEP-3ax(config):/interface/wlanl-vap0/vap# save (coxpaHeHVie HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumammn 6e3onacHocTn WPA2 Personal n WPA2
Enterprise.

C vHCTpyKLuMeit no HacTpoiike VAP ¢ pasnimyHbiMy pexriMamy 6e30nacHOCTU MOXHO O3HAKOMUTLCA B pasgene
HacTtpolika VAP ¢ pexumom 6e3onacHocT WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# enabled false
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# r0-key-holder-id 12345 (yH/Ka/IbHbIV KITHOY 4715
[AHHO VAP, HanpumMep CepuiiHbIi HOMep)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
nHTEeperica BCTPEeYHOM ToUkn goctyna — TA2. MakcumanbHOoe KOM4ecTBo: 256)
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa IbHbIN
KoY BCTPeYHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled true (Bk/1t0ueHEe paboThl TOUKM AOCTYMA MO
NPOTOKO/Yy 802.11r)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled false
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# ri-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIV KITHOY 415
[aHHOro VAP, Hanpumep, cepuiiHblii HoMep)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mobility-domain 100 (foveH fo/mpkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
MHTepelica BCTPEYHOM Toukn goctyna — TA1)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHyKa/IbHbIN
K04 BcTpeyHoro VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled true (Bx/1t0ueHne paboTel TOUKK fOCTYMNA N0
npoTokosny 802.11r)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). ECiM Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11Kk, To, Npy NOAKYEHUN
K/IMeHTa, ToUKa 4OCTyna nepegaeT eMy CNUCOK «APYXXECTBEHHbIX» TOUEK AOCTYNa, Ha KOTOpble K/TMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Ncnonb3oBaHue 802.11k N0O3BOMISIET COKPATUTL BPEMS], KOTOPOE K/IMEHT 3aTpaynmBaeT Ha NOWCK ApYroli cetu
NPU POYMUHTE, TaK KaK K/IMEHTY HEe HY)KHO NPOM3BOANTL CKAHMPOBAHNE KaHas10B, HA KOTOPbIX HET LieNeBbIX
TOYeK A0CTyna AOCTYMHbIX A1 NEPEK/TYEHMS.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled false
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# mac
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (/e
E8:28:C1:FC:D6:90 — MAC-apec «apy>XECTBEHHOW» TOUKM A0CTyNna. MakcumasibHoe KOM4ecTBO: 256)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (e
E8:28:C1:FC:D6:70 — MAC-apec «apy>XECTBEHHOW» TOUKM AOCTYyNa)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# exit
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/1t0ueHne paboThl TOUKY
[ocTyna no npotokosy 802.11k/v)

WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# save (coxpaHeHve HacTpoekK)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABASET cneuymasbHbili nakeT (BSS Transition) no komaHae agMuHucTpatopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKYMNHOCTK co cTaHgapTom 802.11k, B coobLieHnn ¢ pekoMmeHaaumel o NePeKkIoUYEHNN KINEHTY Takxke
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPYHMMAaET peLleHnEe B 3aBUCUMOCTM OT YPOBHS CUrHaa, 3arpy>XEHHOCTM KaHana, KoHpurypawumm BCTPEUHO
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# enabled true (Bk/1t0ueHVe paboTbl TOUKY
[ocTyna rno npoTtokosy 802.11k/v)
WEP-3ax(config):/interface/wlanl-vap0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

KomaHAbl Ha POYMUHT K/IMEHTOB NO NPOTOKO/Ny 802.11v Uepes ApaiiBep

wl -i wlanl-vap4 wnm_bsstrans_req 7 150 84:ab:1a:c6:db:17 0 0 (OTrnpaBka Co06LEHNSA C pekoMeHdaLnein
0 poymuHre knneHTy ¢ MAC-agpecom 84:ab:1a:c6:db:17, nogkntoyeHHoMyY K wlanl-vap4. Ecnun B TeueHune 15
CEKyH[, nocsie OTnpaBK/ AAHHOIO COOBLLUEHNSA KIMEHT HE NepeiieT Ha ApYryro TOUKY A0CTyna, AaHHas
TOYUKa NPUHYANTENbHO OTKKOUYUT K/TIMEHTCKOE YCTPOMCTBO OT 6ECNPOBOAHON CETH)

wl -i wlanl wnm_bsstrans_req 3 150 84:ab:1a:c6:db:17 5 0 (0TnpaBka coo0LeHNsA ¢ pekoMeHaaLnen o
poymuHre KmeHTy ¢ MAC-agpecom 84:ab:la:c6:db:17, nogkito4yeHHoMY K wlanl-vap0. OTnpaBka
coobOLeHNs 6e3 NPUHYAUTENTbHOTO OTK/TIOYEHWSA KIIMEHTCKOIO YCTPOMCTBA OT 6eCrnpoBOAHON CEeTH)

KomaHAbl Ha POYMUHT K/TMEHTOB MO NpoTokosny 802.11v yepes CLI

deauth-client -i wlan1-vap4 -a c2:8c:5f:3f:ce:6e -t disassoc (OTrpaBka coo0LLIEHNS C NPUHYANTENBHOIA
pekoMeHAaLmMen 0 poyMmunHre KmeHTy ¢ MAC-agpecom c2:8c¢:5f:3f:ce:6e, noakoueHHOMY K wlanl-vap4.
Ecnn B TeyeHwne 15 cekyHz, Noc/e OTNpaBKN AAHHOTO COOBLLEHNS KTMEHT HE NepeiraeT Ha APYryt TOUKY
[locTyna 13 noslyd4eHHoro cnuncka 802.11k, AaHHast TOUKa NPUHYAUTENBHO OTKUUT KIIMEHTCKOE
YCTPOWCTBO OT 6ECNPOBOAHON CETH)
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6.4 HacTtpoliku AirTune

Q AirTune 6510kMpyeT pydHoe ynpas/eHme paguonapaMmerpamm TOUKK gocTyna.

HacTpolika AirTune

WEP-3ax(config):/# airtune

WEP-3ax(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (e 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WEP-3ax(config):/airtune# dca true (Bk/1toueHVe oyHKLMOHaIA AMHAMWUYECKOro pacnpeseneHns KaHalos.
[ns otknoyeHns seeaute false)

WEP-3ax(config):/airtunet tpc true (Bk/ltoueHMe (PyHKLMOHaIa aBTOMATUYECKOro Yrnpas/IeHNA MOLLHOCTbIO.
[ns otknoyeHns seeaute false)

WEP-3ax(config):/airtune# load-balance-80211v true (Bi/1t04eHne DyHKLMOHANa 6a/laHCYPOBKM KITMEHTOB.
[ns otknoyeHns seeaute false)

WEP-3ax(config):/airtune# enabled true (Bk/1t04eH e B3aMoeicTBuA ¢ cepsrcom AirTune. [ns
oTK/Io4YeHns Beeaute false)

WEP-3ax(config):/airtune# save (coxpaHeHVe HaCcTpPOekK)

[ns aBTomartuyeckol HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna HeEO6X0AMMO BK/IHOUUTb
doyHKumoHan 802.11r, Ansi 3TOro NPOU3BECTU CrieAyome HaCTPOKN:

HacTtpolika 802.11r uepes AirTune

WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# enabled true (Bx/it0ueHne paboTsl TOUKM AOCTYNA Mo
npoTokosy 802.11r)
WEP-3ax(config):/interface/wlanl-vap0/vap/ft-config# save (CoxpaHeHne HacTpoek)

[na aBTomatnyeckoi HacTpoiikmi 802.11k/v yepes cepauc AirTune Ha TOUKe JOoCTyna Heo6XoANMO BK/THOUUTb
doyHkumoHan 802.11k/v Ha SSID, gns aTOro NPON3BECTU Crieayowme HacTPOKN:

HacTtpoiika 802.11k/v yepe3s AirTune

WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# enabled true (Bk/1t0ueHVIEe NOALEPKKM
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTauuu koHTponnepa SoftWLC.
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6.5 Hactpoliiku Radio

Ha Radio no ymonyaHuto ncnosb3yeTca aBToMaTuyeckunin Bblbop paboyero kaHasa. Ytobbl yCTaHOBUTbL KaHaU
BPYYHYIO UM CMEHUTb MOLLHOCTb, UCNO/b3YiTe Cneayowme KoMaHabl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan0

WEP-3ax(config):/interface/wlan0# wlan

WEP-3ax(config):/interface/wlan0/wlan# radio

WEP-3ax(config):/interface/wlan0/wlan/radio# channel X (rze X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoM
6yaeT pabotarb TOUKa)

WEP-3ax(config):/interface/wlan0/wlan/radio# auto-channel false (Bbik/t0ueHne hyHkLMoHaNa
aBTOMaTUYeCKOoro Bblbopa kaHana. [nsa BkKNYeHns BBeanTe true)
WEP-3ax(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1l04eHNE NCNOIL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-3ax(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — wvprHa kaHana)
WEP-3ax(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLHOCTY B ABM. MapamveTp
MOXET MPUHUMaTh 3HadyeHune: ansa Radio 2.4 'y, (wlan0): 6-16 abm, ons Radio 5 'y, (wlanl): 10-19 obm)
WEP-3ax(config):/interface/wlan0/wlan/radio# tx-power-min X (r4e X — MUH/Ma/IbHBIA YPOBEHL MOLLHOCTA B
ABM. [MapamMeTp MOXET NpuMHUMaTb 3HaveHune: and Radio 2.4 Ty (wlan0): 6-16 abm; ona Radio 51Ty,
(wlanl): 10-19 nbm)

WEP-3ax(config):/interface/wlan0/wlan/radio# tx-power-max X (r1e X — MmaxkcumasibHbIn YPOBEHb MOLLHOCTN
B AbM. MapamMeTp MOXET nNpuHUMaTb 3HadeHune: and Radio 2.4 'y, (wlan0): 6-16 abm; ana Radio 51Ty,
(wlanl): 10-19 nbm)

WEP-3ax(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku gocTynHbIX KaHaNoB

[na Radio 2.4 [Ty ans Bbi6opa AOCTYNHbI CeAyLIne KaHasbl:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Npwu WrpuHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6, 7,8,9,10, 11, 1

[na Radio 5 Ty ans Bbibopa AOCTYNHbI cAeaytoulme kaHanbl:
* npwu WwrpuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu WrpuHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

2,13.
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6.5.1 [JononHutesnbHble HacTpoiikn Radio

MN3meHeHue pexuma paboTbl pagunouHtepdeiica

WEP-3ax(config):/interface/wlan0/wlan/radio# work-mode X (rze X — pexxum paboTtsl pagnovHTepdgerica
cornacHo ctaHgapty IEEE 802.11. Bo3mMOXHble 3Ha4YeHus: oa1s Radio 2.4 I'Ty, (wlan0): bgn, bgnax, ax, o5
Radio 5Ty (wlanl): anac, anacax, ax)

HacTpolika orpaHU4YeHHOro CNUCKa KaHas/loB

WEP-3ax(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t0ueHNEe NCNOML30BaHUA
OorpaHNYeHHOro crnvcka kaHanos B paboTte aBTOBbIOOPa KaHas10B. 415 oTK/todYeHns seeauTe false)
WEP-3ax(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (r1e 1 6 11 — kaHasbl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIii paanonHTepPdec)

N3meHeHne OCHOBHOIO KaHana

WEP-3ax(config):/interface/wlan0/wlan/radio# control-sideband lower (napamveTp MOXeT NpUHUMAaTL
3Ha4yeHue: lower, upper. 10 ymonyaHuto: lower)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WEP-3ax(config):/interface/wlan0/wlan/radio# sgi true (Bk/1104EeHME NCMNOMIL30BaHNA YKOPOYEHHOTO
3alUTHOrO MHTEpBasia ANnd nepefayn gaHHbIX — 400 He, BMecTo 800 He. [Ans oTknoveHus eeegute false)

BkntoueHune STBC

WEP-3ax(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVIe MeTOAa NPOCTPAHCTBEHHO-BPEMEHHOIO
6104HOro0 KoaMpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHWE HAAEXHOCTM Nepeaayn gaHHbIX. Ans
oTK/Io4YeHus BBeauTe false)

BkitoueHue arperauum

WEP-3ax(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperaymmn Ha Radio —
nogaep>xxkn AMPDU/AMSDU. na oTkntodeHns seeauTe false)

BK/1lOUEHME UCNO/Ib30BaHUA KOPOTKOIi NpeamMoy/ibl

WEP-3ax(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/il0ueHe NCNOL30BaHNSA KOPOTKOM
npeam6ysibl naketa. [Ana otkaoyeHnsa seeuTe false)
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BkntoueHue Wi-Fi Multimedia (WMM)

WEP-3ax(config):/interface/wlan0/wlan/radio# wmm true (Bk/itoueHne noggepxkn WMM (Wi-Fi Multimedia).
[ns otknoyeHns seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/1bKO Ha Radio 5 Ty (wlanl)

WEP-3ax(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum paboTtel MexaHusma DFS. MoxeT
npuHUMaTb 3HayeHus: forced — MexaH3M Bblk/IOUeH, DFS-kaHabl JOCTYMNHbI 419 Bbi6opa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BbIktoveH, DFS-KaHas bl He AOCTYNHbI /19 Bbl6opa)

BknroyeHue pexuma aBTOMaTUYEeCKOW CMEHbI LMPUHBbI KaHa1a

WEP-3ax(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0HEHNE pPEXMMa aBTOMATUYECKON CMEHbI
LWUMPWHBI KaHana ¢ 40 MMy, Ha 20 MITy, npy 3arpy>keHHoM paanoadupe. 15 oTknoveHns seegute false)

HacTpolika BSS coloring

WEP-3ax(config):/interface/wlanl/wlan/radio/bss-coloring# enable true (Bk/1t0ueHve paboTsl MexaHn3ma BSS
Coloring. Ang oTtktoueHnsa seeguTe false. 1o ymonyaHuio: true)
WEP-3ax(config):/interface/wlanl/wlan/radio/bss-coloring# bss-color X (rge X — Homep LBeTa.
YcTaHoB/IEHHOE 3HaveHune BSS Color 6yaeT aHOHCMPOBaTLCSA BO BCEX NakeTax beacon u probe oT ToukK
[A0CTyna, ecnv oHa paboTaeT c NoAAepPXKoW cTaHAapTa 802.11ax. MapameTp MOXET NPUHUMATL 3HAYEHWUS:
1-63. 1o ymonyaHuto: 0 (aBTOBbLIOOP))
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6.6 Hactporika DHCP onuwun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoASATCA NpUMepbl HAacTpokm onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

* ignore — 06paboTka onumun 82 oTk/IUYEeHa. 3HaYEHVEe N0 YMOYaHWIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — Touka JOCTyna yganser 3HayeHne onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan0 (HacTpoiika 6yaeT npomssoanTbcsa ans Radio 2.4 'y, Eciv Heo6xoammo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-3ax(config):/interface/wlan0# common

WEP-3ax(config):/interface/wlan0/common# dhcp-snooping
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B8b160p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e custom
— 3amMeHa cogepxxumoro CID Ha 3HaveHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<nums SSID>. SSID — 3ameHa cogepxunmoro CID Ha nmsa SSID, K KOTOpoMY NOAK/THOYEH
KNueHT. Mo ymonyaHuo: APMAC-SSID)

WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3aMeHa cogepxumoro RID Ha 3Ha4veHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

RID. MapaMeTp MOXET NpuMHMMaTh 3Ha4eHus: ClientMAC — 3ameHa cogepxnmoro RID Ha MAC-agpec
KNMeHTCKoro yctporictBa. APMAC — 3aMeHa cogepxmnmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3amMeHa cogepXnumoro RID Ha oMeH, B KOTOPOM HaxoamMTcs Todka goctyna. Mo ymondanuto: ClientMAC)
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-

CID longstring (longstring — 3HaueHne oT 1 40 52 CMMBOJ10B, KOTOPOoe ByaeT nepenasaTbes B CID. Ecnn
3HauyeHune napametpa dhcp-option-82-custom-CID He 3a4aH0, ToUka 6yaeT nsmeHsATb CID Ha 3HaueHue Mo
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring
(longstring — 3HaueHue OT 1 40 63 CMMBO/I0B, KOTOPOE 6yAeT nepefaBatbes B RID. Ecnv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3meHATh RID Ha 3HaveHue rno
ymonyaHuo: MAC-agpec KIMEHTCKOro YCTPONCTBA)
WEP-3ax(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B-160p
pasgenuntenst oktetoB MAC-apeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens

BbICTynaet 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTyNaeT 3HaK ABOETOUMUS:

AA:BB:CC:DD:EE:FF)
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6.7 Hactpoiika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LWupuHa kaHana. Auto-channel gomkeH 6bITb BbiKNOYEH, @ napameTp DFS HaxoguTbes B pexnme
«BbIK/TIOYEH» UN «MTPUHYAUTENTBHOY.
Bonee nogpo6Hyo MHhopmaLmio 0 HACTPOiKe paanonHTepdeinca Yyepes KOMaHAHY CTPOKY MOXHO
y3HaTb B pa3gene Hactpovikn Radio.

& Mpu koHdUryprposarum WDS-coeanHenuns Ha Radio 2.4/Radio 5 [T, Heo6xoanMo, 4To6b! Ha Radio
2.4/Radio 5 'y, 6611 BKAoUeH VAPO. Pexxknmbl wndgposaHusa Ha VAPO n WDS-uHTepcpeiicax gomxHbl
coBnagarb.

NHhbopmaumio o HacTpoiike BUPTYasibHbIX TOYEK AOCTYNa MOXHO y3HaTb B pasgene Hactpolika
BMPTYasbHbIX Touek goctyna Wi-Fi (VAP).

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlanl-wds0 (BL160p WDS-nHTepcheiica. BoamoxHble 3HaueHns a5 Radio 2.4
Mu: wlan0-wds0 — wlan0-wds7, 1/15 Radio 5 I'T'1: wlanl-wds0 — wlanl-wds7)
WEP-3ax(config):/interface/wlan1-wds0# wds

WEP-3ax(config):/interface/wlan1l-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azpec Radio-nHTepcpeica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOYKE A0CTyna KoMaHay
monitoring radio-interface)

WEP-3ax(config):/interface/wlan1-wds0/wds# ssid WDS (11vs SSID /15 noctpoeHus wudpposaHHoro WDS)
WEP-3ax(config):/interface/wlan1-wds0/wds# security-mode WPA2 (pexxvm LLndopoBaHns. Bo3aMoxHble
3HauyeHus: WPA2, off — 6e3 naposisi)

WEP-3ax(config):/interface/wlan1-wds0/wds# key-wpa password (\WPA-knto4. [InMHa cocTas/iser ot 8 [0 63
CVMBO/OB)

WEP-3ax(config):/interface/wlan1l-wds0/wds# exit

WEP-3ax(config):/interface/wlan1-wds0# common

WEP-3ax(config):/interface/wlan1-wds0/common# enabled true (Bx/itoueHne WDS. [1719 OTK/IIOUEHUS BBEAUTE
false)

WEP-3ax(config):/interface/wlan1l-wds0/common# save (COxpaHeHne HacTpoek)

HaCTpOVIKa BCTpe‘-IHOI7| TOYKM AocTyna BbINOJ/IHAETCA aHaUT0TN4YHO.
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6.8 CuctemHble HacCTPOMKK

6.8.1 OG6HoBneHune MO ycTpoicTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-3ax(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue cpaiina NO> (npumep:
firmware upload tftp 192.168.1.100 WEP-3ax-1.14.0_build_105.tar.gz)
WEP-3ax(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-3ax(root):/# firmware upload http <URL gnsa ckaunBaHua daiina NMNO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-3ax-1.14.0_build_105.tar.gz)
WEP-3ax(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-3ax(root):/# firmware switch

6.8.2 YnpasneHue KoHdurypaumein ycTporicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-3ax(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-3ax(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-3ax(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.100)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-3ax(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.100 config.json)
WEP-3ax(root):/# manage-config apply (npryimeHeHne KoHurypawumm Ha To4Ky A0CTyna)
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6.8.3 Tlepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-3ax(root):/# reboot

6.8.4 HacTtpolika aartbl 1 BpeMeHu

KoMaHAbl ANs HACTPOIiKM CUXPOHU3aL MU BpeMeHU ¢ cepBepomMm NTP

WEP-3ax(root):/# configure

WEP-3ax(config):/# date-time

WEP-3ax(config):/date-time# mode ntp (Bk/t0ueHNe pexnma paboTsl ¢ NTP)
WEP-3ax(config):/date-time# ntp

WEP-3ax(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ykazaHvie 0CHOBHOro agpeca NTP-
cepsepa)

WEP-3ax(config):/date-time/ntp# alt-servers (ycTaHOBKa 40MNONHUTENBHLIX NTP-cepBepoB)
WEP-3ax(config):/date-time/ntp/alt-servers# add <JomeHHOe umsi/IP-agpec NTP-cepBepa B
KOHdpurypauumn> (CosgaHne pasaena KoHgurypaumm aononHntTesnbHoro NTP-cepepa. MakcumanbHoe
KO/IM4ecTBO: 8. 119 yaaneHns ncnosnb3yinte komaHay del)

WEP-3ax(config):/date-time/ntp/alt-servers# exit

WEP-3ax(config):/date-time/ntp# exit

WEP-3ax(config):/date-time# common

WEP-3ax(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa yacosoro
nosica)

WEP-3ax(config):/date-time/common# save (coxpaHeHVe HacTpoek)

6.8.5 [ononHuTenbHble HACTPONKN CUCTEMBI

BkntoueHue rno6asibHOW n3onauum

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# global-station-isolation true (Bk/1t0ueHVe r106a1LHON N30a5LMK Tpadhrka
MEXy KnneHTamu pasHbix VAP 1 pasHbIX pagnonHTepdencos. s oTknoueHns: BBeauTe false)
WEP-3ax(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHne UMeHN yCcTpoiicTBa

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# hostname WEP-3ax_room2 (rz1e WEP-3ax_room2 — HOBOE MMs YCTPOMCTBA.
MapameTp MOXET cogepxaTb OT 1 [0 63 CUMBOJIOB: JIATUHCKME 3ar/iaBHble N CTPOYHbIEe OYKBbI, LLMMpbI,
3HaK gednc «-» (educ He MOXET ObITb NOCNe4HUM CUMBOIOM B UMeHN). Mo ymonyaHuto: WEP-3ax)
WEP-3ax(config):/system# save (COxpaHeHne HacTpoek)
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N3meHeHue reorpacmnyeckoro gomeHa

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# ap-location ap.test.root (i€ ap.test.root — f0MeH y3/1a fepesa yCTPONCTB
cMCTeMbI ynpasneHus EMS, B KOTOPOM pacnonaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WEP-3ax(config):/system# save (COxpaHeHne HacTpoek)

N3meHeHUue naponsa

WEP-3ax(root):/# configure

WEP-3ax(config):/# authentication

WEP-3ax(config):/authentication# admin-password newpassword (r/1e newpassword — HOBbIV Naposb /15
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WEP-3ax(config):/authentication# save (coxpaHeHVe HacTpoek)

N3meHeHue Radius NAS-ID

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# nas-id Lenina_1.Novovsibirsk.root (e Lenina_1.Novovsibirsk.root —
naeHTudukarop gaHHol T, MNapameTp npeaHa3HayveH ansa naeHtTudmkaumm yctpoiictea Ha RADIUS-
cepBepe B criyyae, ecnm RADIUS oxuaaeT 3HauyeHue, oTinmuyHoe ot MAC-aapeca. Mo ymonyaHuto: MAC-

appec T/)
WEP-3ax(config):/system# save (CoxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-3ax(root):/# configure

WEP-3ax(config):/# lldp

WEP-3ax(config):/lldp# enabled true (BkntoueHne dpyHkumoHana LLDP. s BbiktoueHnsa BeeauTe false. Mo
yMosi4YaHuto: true)

WEP-3ax(config):/lldp# tx-interval 60 (nv3mMeHeHMe nepunoga otnpasku LLDP-coobLeHuii. Mo ymonyaHmio: 30)
WEP-3ax(config):/lldp# system-name WEP-3ax_reserv (e WEP-3ax_reserv — HOBOe VM5 ycTporicTea. [1o
ymosnyaHuo: WEP-3ax)

WEP-3ax(config):/lldp# save (coxpaHeHve HacTpoek)
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6.9 HacTpoiika napamMeTpoB NopTas/ibHOI aBTOpU3aLIm

HacTtpoiika napameTpoB NOpTa/ibHOW aBTOpPU3aLNMN

WEP-3ax(root):/# configure

WEP-3ax(config):/# captive-portal

WEP-3ax(config):/captive-portal# ap-ip-alias <J,oMeHHOEe UMSA> ([OMEHHOE VM, Ha KOTopoe byaeT
coBepLUaTbCcAa nepeHanpas/ieHne KMEHTOB. Mo ymonyaHuto: redirect.loc)
WEP-3ax(config):/captive-portal# tinyproxy-https true (Bx/10ueHVe nepeHanpas/IeHns KIVEeHTOB Mo
npotokony HTTPS. lnA nepeHanpassieHnsa no npotokony HTTP BBeguTe false. Mo ymonyaHuto: false)
WEP-3ax(config):/captive-portal# save (coxpaHeHve HacTpoek)

© DNS-3anpoc JOMEHHOro NMeHH, ykasaHHoro B ap-ip-alias, GyeT nepexsayeH TOUKOI AocTyna. Ha aToT
3anpoc 6yaeT oTnpas/eH OTBET, U B 0TBETe byaeT IP-agpec Toukm goctyna.

HacTpoiika umeH napaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBTOpU3aL UM

WEP-3ax(root):/# configure

WEP-3ax(config):/# captive-portal

WEP-3ax(config):/captive-portal# web-redirector

WEP-3ax(config):/captive-portal/web-redirector# param-names
WEP-3ax(config):/captive-portal/web-redirector/param-namest redirect_url original_url (HacTpoiika nveHu
napameTpa, cogepXxalero ncxoaHbli URL, 3anpoLUeHHbI KNMEHTOM. KnneHT ByaeT nepeagpecoBaH Ha
AaHHbI URL B c/lyvae ycneLuHo aBTopusanmn)
WEP-3ax(config):/captive-portal/web-redirector/param-namest error_url err_url (HacTpoiika nmeHu
napametpa, cogepxatiero URL, Kyaa 6yaeT nepeagpecoBaH K/IMEHT B C/lyyae OLNOKM aBTopu3auum)
WEP-3ax(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nmeHu
napameTpa, COAepXaLlero N0rvH NS KMeHTa)
WEP-3ax(config):/captive-portal/web-redirector/param-names# password pass (HacTporika nMeHn
napameTpa, CoAepXaLlero naposnb A1 KNNeHTa)
WEP-3ax(config):/captive-portal/web-redirector/param-names# save (coxpaHeHVie HaCTPOeK)

o HacTpoiika Hy>KHa, ecnvm nmeHa napameTtpos B oTBeTe http ¢ kogom 302 otanyatoTcs oT AePONTHbIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN gocTyna.
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6.9.1 ¥YnpaBneHue noptasibHbIM CePTUGIMKATOM

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WEP-3ax(root):/# manage-certificates portal upload tftp <ip-agpec tftp-cepBepa> <HasBaHue hairna>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WEP-3ax(root):/# manage-certificates portal upload http <URL ana ckaumBaHusa cpana MNO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-3ax(root):/# manage-certificates portal erase

6.10 HacTtpolika cepuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOJK/THOUYEHHBIX K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WEP-3ax(root):/# configure

WEP-3ax(config):/# captive-portal

WEP-3ax(config):/captive-portal# apbd

WEP-3ax(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-3ax(config):/captive-portal/apbd# enabled true (Bxk/1t04eHve cepsuca APB. 1719 OTK/IHOUEHVS BBEAUTE
false)

WEP-3ax(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)
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6.11 HacTpoiika ytnnntbl tcpdump

Ytunuta tcpdump npegHasHadeHa A5 aHasmM3sa v nepexsara ceteBoro Tpadvka. C noMOLLbO YTUINTbI eCTb
BO3MOXHOCTb NnepexsaTbiBaTb TPAUK C pas/iMyHbIX MHTePKENCcoB TOUKM JOCTYNa 411 AaslbHELWero aHannsa.
ECTb BO3MOXHOCTb M3MEHSITb NapameTpbl 3anvcu (orpaHMyeHnst No BpeMeHMU, No pasMepy aiina), a Takke
0TNpaBNATb rOTOBbIN hain no npotokony TFTP Ha cepsep.

6.11.1 KomaHabl ans pabotbl ¢ yTunuToin tcpdump

© [ns cuatua gamna c Ethernet-nHTepdeiica Touku gocTyna cneyeT vcnonb3ayiite uHTepdelic eth1.
[na cHATMA gamna ¢ pagnovHTepgericos:
radiotap0 — nHTepdeiic cooTBeTCTBYET AnanasoHy 2.4 Iy (wlan0);
radiotap1 — nHTepgeiic cooTBeTCTBYET AnanasoHy 5 Iy (wlant).

HacTtpoiika yTunutbl tcpdump

WEP-3ax(root):/# configure

WEP-3ax(config):/# tcpdump

WEP-3ax(config):/tcpdump# interface radiotap0 (ykasaHune nHrepderica, Hanpumep, radiotap0)
WEP-3ax(config):/tcpdump# time-limit 600 (orpaHvyeHvie cHATUA Aamna rno BpeMeHn B CeKyHAax,
Hanpumep, 600c=10MWH)

WEP-3ax(config):/tcpdump# file-size-limit 10 (orpaHnyeHune cHATVA famna no pasmepy dgarina s MB)
WEP-3ax(config):/tcpdump# mac-filter e0:d9:e3:4e:60:al (chv/isTpaums no MAC-agpecy. NapaveTp He
06s13aTe/IbHbIN)

WEP-3ax(config):/tcpdump# tftp-server-ip 192.168.1.1 (aspec TFTP-cepBepa, Ha KOTOPLIN NaHupyeTcs
BbIrpy3ka paina)

WEP-3ax(config):/tcpdumpf# tftp-file-name AP1_dump.pcap (1vis1, C KOTOPLIM haiil BYAET BbITPYXEH Ha
cepsep)

WEP-3ax(config):/tcpdump# save (CoxpaHeHne HacTpoek)

Pa6oTa c ytunutou tcpdump

WEP-3ax(config):/tcpdump# exit

WEP-3ax(config):/# monitoring tcpdump-start (kovaHa Brk0UeHNs 3anvcn B haiin)

WEP-3ax(config):/# monitoring tcpdump-status (npocmMoTp TekyLEero cocTosaHns padboTsbl YTUINTEI)
WEP-3ax(config):/# monitoring tcpdump-stop (ocTaHoska 3anucu B thann)

WEP-3ax(config):/# monitoring tcpdump-tftp-send (kovaHga oTnpasky haitna Ha cepsep rno NPoToKosy
TFTP)
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6.12 HacTpolika pexuma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

6.12.1 HacTtpoiika pagapa ¢ 0TnpaBKoi AaHHbIX No npotokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHkymnoHana Radar (HTTP/HTTPS)

WEP-3ax(root):/# configure

WEP-3ax(config):/#radar

WEP-3ax(config):/radar# enabled true (Bk/1toueHve doyHkUMOHana radar. 19 oTkioueHnsa seegute false)
WEP-3ax(config):/radar# url http://host:port/service (yka3biBaeTcs URL-CChiNKa Ha CepBUC, KOTOPbIN ByaeT
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-cpopmare. MNepegadva Bo3aMoXxHa no HTTP/HTTPS)
WEP-3ax(config):/radar# scan-interface all (MHTepdpeiic, Ha kKOTOpom ByaeT paboTarb CKaHMPOBaHME.
Bo3moxHble 3HaveHuA: wlan0 — nHtepdelic 2.4 'y, wlanl — nHTepdeiic 5 ML, all — ogHoBpeMeHHO
24TTuns5ITw)

WEP-3ax(config):/radar# send-intervall (nHTepBas1 OTNPaBKM AaHHbIX HA KOIJIEKTOP. 3HaYeHne Mno
YMO/IHaHWuIo: 5 CeKyHA)

WEP-3ax(config):/radar# mac-source"probe data" (Bci60p Tuna gaHHbIX, cObupaembix B achmpe.
Bo3MoOXHble 3HaueHus: probe — TOILKO probe request, assoc — TONLKO Assoc, data — TonbKo data, all — Bce
TUMbI NAKETOB)

WEP-3ax(config):/radar# scan-channel-timeout 1000 (Bpevs, Bbie/IeHHOE Ha CKaHUpOBaHue O4HOro
KaHana. 3Ha4yeHune no ymonyaHuto: 200 Mc)

WEP-3ax(config):/radar# scan-limit-channels-2g "1 6 11" (kaHan /19 CKaHNPOBaHWsA B AnanasoHe 2.4 .
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYMHbIE KaHasbl)

WEP-3ax(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaJ1 /17159 CKaHMPOBaHWUS B AnanasoHe 5
Tu. MycToe 3HaYyeHne — CKaHUPYTCA BCe AOCTYMHblEe KaHasbl)

WEP-3ax(config):/radar# save (coxpaHeHve HacTpoek)
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6.12.2 HacTtpoiika pagapa ¢ oTnpasKoi AaHHbIX No npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-3ax(root):/# configure

WEP-3ax(config):/#radar

WEP-3ax(config):/radar# url mqtt://host:port/service (yka3biBaeTcs URL-CChIIKa Ha cepBuc, KOTopbIn Byaet
NnpUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-3ax(config):/radar# mqtt-username eltex (Vs nosib30BaTe/Isa: HEOOXOAMMO [/151 aBTOPU3aLIM Ha
cepBuce-KosekTope)

WEP-3ax(config):/radar# mqtt-password Password (naposib: He06x0AMM [/151 aBTOpuU3aLnm Ha cepeuce-
KoniekTope)

WEP-3ax(config):/radar# mqtt-topic input_mgqtt_topic (ykasbiBaetca URL-uageHTudurkaTop cyLHocTen B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-3ax(config):/radar# scan-mode passive (pexviv paboTel pazgapa, rae active — touka 40CTyna To/bKO
CKaHupyeT adhmp 1 He NpefocTaB/iieT CEPBUC KNIMEHTaM; passive — TOYKa A0CTyna npegocTtasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WEP-3ax(config):/radar# scan-interface all (nHTepdheiic, Ha koTopom ByaeT paboTars CkaHnpoBaHue.
Bo3moXxHble 3Ha4eHus: wlan0 — nHtepdelic 2.4 I'u, wlanl — nHtepdpeic 5 I'u, all — oAHOBPEMEHHO
24TTyn5ITw)

WEP-3ax(config):/radar# send-intervall (nHTEepBas OTNpPaBky AaHHbIX Ha KOSIJIEKTOP. 3HavyeHne no
YMOJ/IHaHWIO: 5 CEKYHA)

WEP-3ax(config):/radar# mac-source"probe data" (Bbi60p Tuna gaHHbIx, cobnpaemsix B achrpe.
Bo3MoxHble 3HaueHus: probe — To/bKO probe request, assoc — TONbLKO Assoc, data — ToNbKO data, all — Bce
TUMbI NAKETOB)

WEP-3ax(config):/radar# scan-channel-timeout 1000 (Bpevs, BbIe/IeHHOE Ha CKaHUpOBaHue O4HOro
KaHana. 3Ha4yeHue no ymonyaHuto: 200 Mc)

WEP-3ax(config):/radar# scan-limit-channels-2g "1 6 11" (kaHa /19 CKaHNPOBaHUs B ananasoHe 2.4 .
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-3ax(config):/radar# scan-limit-channels-5g '"36 40 44 48" (kaHaJ1 [1/151 CKaHMPOBaHUSA B AnanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-3ax(config):/radar# scan-min-signal -80 (nopor ypoBHs curHasna. Eciv Touka AocTyna BUANT KIVeHTa ¢
YPOBHEM HWXe ykaszaHHOro, MAC-apec K/iMeHTa He nepefaeTcs Ha KOIeKTop, U KIIMEHT He CcUMTaeTCs
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WEP-3ax(config):/radar# enabled true (Bk/1toueHve doyHkUMOHana radar. 19 oTktodeHns seegute false)
WEP-3ax(config):/radar# save (coxpaHeHve HacTpoek)
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6.13 HacTtpolika IGMP

B pasgene igmp-config MmoxHO HacTpoutb cneaytowme napameTpsbl: enabled, query-interval, query-
count, query-resp-interval. o ymonyaxuio: enabled true.

KomaHabl Ans HacTpoiiku napameTpoB IGMP

WEP-3ax(root):/# configure

WEP-3ax(config):/# igmp-config

WEP-3ax(config):/igmp-config# enabled true (BK1t04UEHNE BO3MOXHOCTY MPOXOXAEHNS MY/IbTUKACTOBOIO
Tpaduka. Ana oTkntoyeHus seegute false)

WEP-3ax(config):/igmp-config# query-interval X (rae X — vHTepBas otnpaskn coobleHns IGMP General
Query B cekyHAax. BoaMmoxHble 3HauyeHus: oT 30 A0 18000 cekyHA,. 3Ha4yeHne no ymosyaHuio: 125)
WEP-3ax(config):/igmp-config# query-count X (rge X — 3HaueHve oxnagaemoro Kosim4yecTso NakeTos,
NoTePsIHHbIX Ha kaHasie (none QRV B IGMP 3anpoce). Bo3MoxHble 3HauyeHus: oT 1 40 7. 3HavyeHue no
YMOJ/1HaHUI0: 7)

WEP-3ax(config):/igmp-config# query-resp-interval X (rge X — makcumansHoe Bpemsi oTeeTa Ha IGMP-
3anpoc. Bo3aMoXxHble 3Ha4yeHus: 0T 50 A0 200 AeCATbIX CEKYHAbl. 3Ha4YeHne no ymosyaHuio: 100)
WEP-3ax(config):/igmp-config# save (coxpaHeHne HacTpoek)
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6.14 MOHUTOPUHT

6.14.1 Wi-Fi knneHTbl

WEP-3ax(root):/# monitoring associated-clients

index

hw-addr
authenticated
associated
authorized
ip-addr
hostname
identity
domain

rssi-1

rssi-2

rssi-3

rssi-4

noise-1
noise-2
noise-3
noise-4

snr-1

snr-2

snr-3

snr—4

tx-rate
rx-rate
actual-tx-rate
actual-rx-rate
tx-fails
tx-retry-count
rx-retry-count
tx-bw

rx—bw
tx-period-retry
link-capacity
link-quality

link-quality-common

uptime
interface

ssid
using-802.11r
using-802.11k
using-802.11v
802.11v-timeout
wireless-mode
name

0
ac:c4:13:1c:aa:aa
yes

yes

yes
192.168.40.248
Pixel-6
ivanov.ivan

-64
-66
0

0
-94
-95
0

0
30
29
0

0

100%

100%

100%
00:13:46
wlanl-vap2
Eltex-Test
yes

yes

yes

364

ax
wlanl-vap2:sta-0

Transmitted

enterprise.service.root

HE NSS2-MCS11 2xLTF GI 0.8us 286.8
HE NSS2-MCS9 2xLTF GI 0.8us 229.4

Received

PykoBoacTso no akcnayatauum WEP-3ax

Total Packets:
TX success:
Total Bytes:

| 20608509

| 491365
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Data Packets: | 508603 | 2522 |
Data Bytes: | 20608377 | 490906 |
Mgmt Packets: | 4 | 5 |
Mgmt Bytes: | 132 | 459 |
Dropped Packets: | © | 772 |
Dropped Bytes: | © | 18495 |
Lost Packets: | 1 | |
Rate Transmitted Received

ofdmé | © | 0% 829 | 35%
he-nssl-mcsoO | © | 0% 1| 0%
he-nssl-mcs8 | © | 0% 7| 0%
he-nssl-mcsll | © | 0% 2| 0%
he-nss2-mcsoO | © | 0% 1| 0%
he-nss2-mcsl | © | 0% 1| 0%
he-nss2-mcs2 | © | 0% 4 | 0%
he-nss2-mcs3 | © | 0% 12 | 0%
he-nss2-mcs4 | © | 0% 161 | 6%
he-nss2-mcs5 | © | 0% 92 | 3%
he-nss2-mcs6 | 19 | 0% 182 | 7%
he-nss2-mcs7 | 165 | 1% 196 | 8%
he-nss2-mcs8 | 228 | 2% 213 | 9%
he-nss2-mcs9 | 553 | 4% 227 | 9%
he-nss2-mcs10 | 92 | 0% 254 | 10%
he-nss2-mcsl1l | 10335 | 90% 176 | 7%

6.14.2 WHbopmaLmsa 06 ycTpoincTee

WEP-3ax(root):/# monitoring information

08:24:03 04.04.2024
00:00:31

WEP-3ax

1.14.0 build 93
1.14.0 build 93
1.14.0 build 93
1.14.0 build 93

system-time

uptime

hostname

software-version
uboot-version
secondary-software-version
boot-version

I

I

I

I

I

I

I
memory-usage | 30
memory-free | 702
memory-used | 304
memory-total | 1006
cpu-load | 2.3
cpu-average | .31
cpu-thermal | 31
is-default-config | true
board-type | WEP-3ax
hw-platform | WEP-3ax
factory-mac | 68:13:E2:XX:XX:XX
factory-serial-number | WP42007273
hw-revision | 4v1
last-reboot-reason | unknown
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6.14.3 CeteBas UHpopmaums

WEP-3ax(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | 68:13:€2:xX:XX:XX
rx-bytes | 823420
rx-packets | 2068
tx-bytes | 2126556
tx-packets | 2114
IPv4 information:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.253
DNS-2 | 172.16.7.40

WEP-3ax(root):/# monitoring ethernet

link: up

speed: 1000

duplex: enabled
rx-bytes: 82842279
rx-packets: 1124216
tx-bytes: 2283061
tx-packets: 8875

WEP-3ax(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

WEP-3ax(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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WEP-3ax(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

etho e0:d9:e3:eb:66:80 gil/0/10 120

6.14.4 BbecnpoBofgHble NHTEpPhENChI

WEP-3ax(root):/# monitoring radio

wlan0:
name: wlan®
rfid: 0
hwaddr: 68:13:E2:xX:XX:XX
thermal: 30
status: on
channel: 11
bandwidth: 20
frequency: 2462
power: 16.0
mode: bgnax

wlanl:
name: wlanl
rfid: 1
hwaddr: 68:13:E2:xX:XX:XX
thermal: 36
status: on
channel: 40
bandwidth: 20
frequency: 5200
power: 19.0
mode: anacax
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WEP-3ax(root):/# monitoring events

Feb 25 05:00:
Feb 25 05:00:

Feb 25 05:00:
lease on 192.

Feb 25 05:14:

Feb 25 05:57:
on 192.168.1.

Feb 25 06:22:
successfully.

19 WEP-3ax

20 WEP-3ax

26 WEP-3ax
168.1.15.

59 WEP-3ax

22 WEP-3ax
15.

55 WEP-3ax

syslog.info syslogd: started: BusyBox v1.30.1
daemon.info networkd[907]: Networkd started

daemon.info networkd[907]: DHCP-client: Interface br® obtained

auth.info login[1738]: root login on 'pts/0'

daemon.info networkd[907]: DHCP-client: Interface br® renew lease

daemon.info configd[651]: The AP startup configuration was updated

[na ynaneHus Bcex COobLIEHNIA U3 XXypHasia cobbITMil BBeAUTE KOMaHAy monitoring clear-events.
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6.14.6 CkaHunpoBaHue athupa

€@ Bo Bpems ocylecTBNeHNs ckaHMpoBanus acupa paavonHTepdelic ycTpoiicTea 6yaeT OTKoUEH, YTo

npvBeAET K HEBO3MOXHOCTM nepegayn aaHHbix Ao Wi-Fi KMeHToB BO Bpems CKaHWpPOBaHKS.

WEP-3ax(root):/# monitoring scan-wifi

SSID |Mode |Security|MAC |Channel|RSSI, dBm|Bandwidth, MHz
—————————————————— e R Il ] [
HOT_SSID | |off |e8:28:cl:da:cf:f2 |1 | -40 |20
EltexWiFi | |off |e8:28:cl:fc:d2:cO |1 |-63 |20
Eltex-Local | |wpa/wpa2|e8:28:cl:fc:d6:40 |1 |-30 |20
test_wpa | |wpa/wpa2|a8:f9:4b:b0:22:a3 |1 | -46 |20
EltexWiFi2.4G | |wpa/wpa2|e2:d9:e3:98:36:bd |5 |-62 |20
Nikitenko_2.4 | |off |aa:f9:4b:2d:04:f3 |11 |-65 |20
Eltex-Local | |wpa/wpa2|e8:28:cl:da:cf:01 |11 | -56 |20
BRAS-Guest | |off |e8:28:cl:da:cf:06 |48 | -66 |20
WEP-3ax_OWE | | owe |[EO:D9:E3:49:cf:15 |44 |-17 |20
Eltex-Guest | |off |e8:28:cl:da:cf:07 |48 |-68 |20
Eltex-Local | |wpa/wpa2|e8:28:cl:da:cf:08 |48 | -68 |20
WEP-2L_open | |off |e8:28:cl:da:cf:09 |48 | -68 |20
EltexWiFi5G | | wpa2 |e2:d9:e3:9f:6b:8c |153 |-76 | 80
lwep3ax_test5 | |off |e8:28:cl:fc:74:30 |157 |-81 | 80
test_1 | |off |a8:f9:4b:17:02:33 |161 |-71 |20

6.14.7 CnekTtpoaHanmnsatop

Ha ycTpolictBax WEP-3ax ecTb BO3MOXHOCTb 3anycka cnekTpoaHanmM3aropa Ha pagvonHtepdeicax wlan0
(2.4 TTw) nwlan1 (5 MTw). Huxe npeacTaBneHbl KOMaH/bl N0 3anycky 1 MOHUTOPUHIY Pa6oTbl
crekTpoaHasM3aTopa.

€@ npwu 3anycke cnekTpoaHanusatopa paguonHTepdelic (wlan0 unm wlan1) 6yaeT nepeBefeH B pexum

CKaHMpPOBaHWs, YTO NpuMBeAET K oTKNUeHMto Bcex Wi-Fi KNMeHTOB, MOAKOUYEHHbIX K AaHHOMY
paanonHTepdeicy.

CnekTpoaHasim3aTtop Ha pagmonHTepdeice paboTaeT TO/IbKO Ha TEX KaHasax, KoTopble yka3aHbl B
napametpe limit-channels B HacTpolikax gaHHoro Radio. Hanpumep, ecnu B limit-channels Ha wlanQ
yKasaHbl kaHanbl '1 6 11', To aHann3 cnekTpa 6yaeT Npon3BeaAeH ToNbKO AN kKaHanos 1,6 1 11.

[ns Toro 4To6bI 6GbIST NPOM3BEAEH aHA/IM3 BCEX KaHa/I0B Anana3oHa, Ha KOTOPOM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax
pagnounHTtepcpeiica Ha false. Mocne nonyyeHns pesynsTaTtoB paboTbl CNEKTPOaHaIN3aTopa, BEpHUTE
3HayeHune use-limit-channels 06paTHO K NCXOAHOMY 3HAYEeHMIO true.

C 6onee noapo6HoI MHhopmauwmeit o HacTpolike pagnonHTepgeiica Yepes CLI MOXXHO 03HaKOMUTLCSA
B pasgene Hactpoiikn Radio.
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PykoBoacTso no akcnayatauum WEP-3ax

3anyck cnekTpoaHanusaTtopa Ha paguouHtepdeiice wlan0

WEP-3ax(root):/# monitoring spectrum-wlan0

Interface: wlan® last scanned channel: 11
Channel| CCA
1| 70%
6] 0%
11| 38%

3anyck cnekTpoaHaninsaTopa Ha paguouHtepdeiice wlanl

WEP-3ax(root):/# monitoring spectrum-wlanl

Interface: wlanl last scanned channel: 48
Channel| CCA
36| 8%
40| 7%
44| 9%
48| 6%

MOHUTOPUHT pa6oTbl CNEKTpoaHanusaTopa

WEP-3ax(root):/# monitoring spectrum-status

wlano:

State - Idle

Last run time - Thu Jul 1 16:31:46 2021
Channel| CCA

1] 70%
6| %
11| 38%

wlanl:

State - Idle

Last run time - Thu Jul 1 16:32:53 2021
Channel| CCA

36| %
40| %
44| %
48] %
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PykoBoacTso no akcnayatauum WEP-3ax

6.15 MMonyyeHne oTnago4Hom nHhopmaumm

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-3ax(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflo4HbIe JaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosly TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WEP-3ax(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xkkkxkkkkkkkkkkkkkkxkkkxkkkxk*k*x| 62755 0:00:00 ETA
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7 CnncoK M3MeHeHUI

Bepcus
AOKyMeHTa

Bepcusa 1.13

Bepcua 1.12

Bepcua 1.11

Bepcuna 1.10

Jarta Bbinycka

24.11.2024

06.09.2024

19.04.2024

15.12.2023

PykoBoacTso no akcnayatauum WEP-3ax

CopgepxaHue namMeHeHuii

CuHxpoHuzauusa c Bepcumeid MO 1.14.0

Job6aBneHo:

5.10.7 NoameHto «OTnagoyHast HdhopmaLmns»

6.2.2 HacTpolika yaan&HHoro ynpas/ieHus

6.9 HacTpoiika napaMeTpoB NOPTa/IbHON aBToOpU3aLmm
6.9.1 YnpaBneHue noptasibHbIM CEPTUINKATOM

6.15 MonyyeHne oTnago4vHoli nHopmaumm

KoppekTupoBska:
6.3.10 JononHutenbHble HacTpolikn VAP

CuHxpoHusaums ¢ sepcuein MO 1.13.0

[Jo6asneHo:

6.3.7 HacTpoiika VAP c BHeluHei nopTasibHOW aBTopu3auueii
6.4 HacTpoiiku AirTune

KoppekTupoBka:
6.3.10 JononHutesnbHble HacTpoiikn VAP

CuHxpoHuzauus c Bepcumeid MO 1.12.0
KoppekTtupoBka:

2.4 lnarpamma Hanpas/IeHHOCTN BCTPOEHHbIX aHTEHH
6.3.9 lononHuTenbHble HacTpoikn VAP

Jo6asneHo:
5.9.2 NoameHto «AirTune»

CuHxpoHusaumsi ¢ sepcuein MO 1.11.0
KoppekTupoBska:
5.6.2 NogmeHto «VAP»

JobasneHo:

6.3.2 Hactpolika VAP ¢ wudposaHnem OWE

6.3.3 HacTpoliika VAP c wmndposaHmem OWE n OWE Transition Mode
6.10 HacTpolika pexwvma Radar
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Bepcus Jara Bbinycka
[OKyMeHTa

Bepcua 1.9 06.10.2023
Bepcusa 1.8 07.07.2023
Bepcusa 1.7 14.02.2023
Bepcua 1.6 09.12.2022
Bepcusa 1.5 15.08.2022
Bepcua 1.4 25.03.2022
Bepcuna 1.3 03.11.2021

PykoBoacTso no akcnayatauum WEP-3ax

CopepxaHue UameHeHuMn

CuHxpoHnsauus ¢ Bepcumeii MO 1.10.0
KoppekTnposka:

5.4.8 MogmeHio «MHhbopmaLusi 06 ycTpoiicTee»
5.6.2 MoameHto «VAP»

6.4.1 JlononHuTeNnbHble HAacTpoikn Radio

6.7.5 lononHUTENbHbIE HACTPOWKN CUCTEMBI
6.10 Hactpoiika IGMP

CuHxpoHusauus ¢ Bepcueli MO 1.9.0
Job6aBneHo:

5.7 MeHto «WDS»

6.7 HacTtpoiika WDS

KoppekTnpoBska:
2.2 XapakTepucTuka ycTpoincTea
6.8 CuCTeMHble HACTPOKK

CuHxpoHusaums ¢ sepcuein MO 1.8.1
KoppekTupoBka:
5.6.2 NogmeHto «VAP»

CuHxpoHusaums c Bepcuein MO 1.8.0
[ob6aBneHo:

6.3.5 HacTpoiika VAP ¢ MAC-aBTopu3sauuei yepes RADIUS
6.3.6 HacTpoiika gononHutensHoro RADIUS-cepeepa Ha VAP

6.9 HacTpoiika IGMP

CuHxpoHusaums ¢ sepcuein MO 1.7.0
[o6asneHo:

6.6 Hactpoiika DHCP onuuun 82

6.9 HacTpoiika ytunmtel TCPDUMP
KoppekTnpoBka:

5.5 MeHto «Radio»

CuHxpoHusauums c Bepcuein MO 1.6.0
Job6aBneHo:
2.4 lnarpamma Hanpas/IeHHOCTN BCTPOEHHbIX aHTEHH

KoppekTtupoBka:
5.4.4 ToameHo «CnekTpoaHanmsaTop»
6.3.5 lononHuTenbHble HacTpoikn VAP

CuHxpoHusaums ¢ Bepcueit MO 1.5.0
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Bepcus Jara Bbinycka CopepxaHue UameHeHuMn

OOKyMeHTa

Bepcusa 1.2 31.07.2021 CuHxpoHusauus ¢ sBepcueli MO 1.4.0
[o6asneHo:

5.4.4 lMoameHio «CnekTpoaHannsaTop»

6.2.1 HacTpoiika ceTeBbIX NapamMeTpPoB C MOMOLLbIO YTUNNTbI Set-
management-vlan-mode

6.5.5 lononHUTENbHbIE HACTPOWKN CUCTEMBI
6.7.7 CnekTpoaHanusarop

KoppeKTupoBKa:
6.3.5 [lononHuTeNbHbIE HAcTpoikn VAP
6.7.5 XXypHan cobbITuin

Bepcusa 1.1 26.03.2021 CuHxpoHusauums c Bepcuein MO 1.3.0
Bepcusa 1.0 30.06.2020 MepBas nyonvkaums

Bepcusa nporpammHoro obecneveHuns 1.14.0
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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