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WLC-Series. PykoBoacTBo no o6HoBneHuto MO. Bepcus 1.30

1 BBeaeHue

1.1 AHHOTauus

B faHHOM pyKOBOACTBE OnMcaHbl NPoLeccbl 06HOBNEHNS KOMMOHEHTOB NPOrpaMMHOro o6ecneyeHmns
koHTponnepa WLC ¢ yueToM 0CO6EHHOCTEN KOHKPETHbLIX MoAesel U NnpeablayLmx BepCcuii nporpammMHoro
ob6ecneyeHus], NICNosb3yeMbIX 0OGHOB/ISIEMbIM YCTPONCTBOM.

1.2 UeneBas aygutopus

[laHHoe pyKOBOACTBO NpeAHa3HavyeHo A58 TEXHMYECKOro NepcoHana, BbINosHAKLWEero o06HoBNEHNe
yCTpoiicTBa NOCpeAcTBOM MHTepdeiica komaHaHo cTpoku (CLI).

1.3 YcnoBHble 0603HauYeHus

O603HaueHue OonucaHue

[1 B KBagpaTHbIX CKOGKaxX B KOMaHAHOW CTPOKE YKa3bIBaOTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeAOCTaBNAET OnpeaeseHHble
[OMNOMHUTE/bHbIE OMLMN.

{} B qomrypHbIxX ckobkax B KOMaHAHO CTPOKe YKa3blBaloTCSt BO3MOXHbIE
o6s13aTe/bHble NapaMeTpbl. Heo6XxoAMMo BbIGPaTL OAVH U3 NapamMeTpoB.

«» [aHHble 3HaKn B oNncaHMn KOMaHgbl MCNosb3YHTCA /18 yKasaHus
AnanasoHoB.

«=»

«|» [aHHbIli 3HaK B onncaHmm KOMaHabl 0603HaYaEeT «Un».

Mony)XupHbiii wpudT Mony>XMpHbIM LWPUGITOM BblAesIeHbl MPUMEYaHUs, NpeaynpexaeHms nnm
NHpopmaums.

<MonyxupHbIl Kypcus> Mony>XMpHLIM KYPCUBOM B YI/1I0BbIX CKOOKax yKa3blBalOTCA Ha3BaHS

KnaBull Ha KnaBuatype.

B pamkax c TEKCTOM yKa3aHbl NpUMepbl 1 pe3yibTaTbl BbIMOSHEHUS
TekcT B pamke KOMaHg,
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1.4 MpumeyaHua n npegynpexaeHns

a

MNprMeyaHust cogepxar BaXKHY0 MHOPMALLMIO, COBETbI UM PEKOMEHAALMM N0 NUCMOb30BaHNIO U
HacTpolike yCTpoincTBa.

MpeaynpexaeHnst MHPOPMUPYHOT NOMb30BaTE/NA O CUTYaLMsIX, KOTOPbIe MOrYT HAHECTU BPe[
YCTPOIACTBY U/ Ye/OBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOICTBA UK NOTEPE AAHHbIX.

NHchopmauwmsa cogepXxuT cnpaBoyHble AaHHble 06 NCMNOb30BaHNM YCTPOCTBA.



2 ®alinbl, Ucrnonb3yemble ans 06HOBNEHNSA
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B 3aBMCMMOCTU OT MOAEeNN U KOMIMOHEHTa 06HOBNEHUSA Aaniee B TEKCTE NHCTPYKLUNN H606X0,EI,I/IMO
ncnosib3oBartb cnegyrwume q:)aVlflhlZ

Mopgenb

WLC-15

WLC-30

WLC-3200

ESR-15

ESR-15R

ESR-30

ESR-3200

vWLC

HW-Bepcus

BCe

BCe

BCe

BCe

BCe

BCe

BCe

no
<firmware-file>

wlc15-1.30.0-
build16.firmware

wlc30-1.30.0-
build16.firmware

wlc3200-1.30.0-
build16.firmware

esr15-1.30.0-
build15.firmware

esr15-1.30.0-
build15.firmware

esr3x-1.30.0-
build16.firmware

esr3200-1.30.0-
build16.firmware

vwlc-1.30.0-
build15.firmware

BTOpUUHbIV 3arpy3umk
<uboot-file>

wlc15-1.30.0-build2.uboot

wlc30-1.30.0-build2.uboot

wlc3200-1.30.0-

build2.uboot

esr15-1.30.0-build2.uboot

esr15-1.30.0-build2.uboot

esr30-1.30.0-build2.uboot

esr3200-1.30.0-
build2.uboot

MepBUYHbIV 3arpy3uuK
<xload-file>

OTCyTCTBYET

OTCYTCTBYET

wlc3200-1.30.0-build2.bdk

oTCyTCTBYET

oTCyTCTBYET

OTCyTCTBYET

esr3200-1.30.0-build2.bdk
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3 Co3pgaHue pe3epBHOM KONUK TEKYLWEN KOHurypaumm

Mepepn Hayasiom pa6oT no o6HoBAeHuto MO Ha koHTponepe WLC Heo6xoauMOo caenaTb pe3epBHYH KOMuio
TekyLLel KOHJUIypaLum.

KonupoBaHue Tekyuiei koHdurypaumm ¢ KoHtponnepa WLC BO3MOXHO Kak C UCNO/Ib30BaHMEM NPOTOKO/10B
yA&/IEHHOIO KONMpoBaHWs halifios, Tak U Ha NoKasibHO noAk/toveHHble USB/MMC-HocuTenu.

© Mpun nepexope ¢ 6onee HoBoii Bepcuy MO Ha Gonee cTapyto (downgrade) BeposiTHa cUTyaLus, koraa
6onee ctapas Bepcus MO He CMOXET NPUMEHUTbL KOH(IUTYpaLuio, COXpaHEHHY0 B 60/1ee HOBOW
Bepcun. B pesynsrarte koHpurypaums oyaet ytepsiHa n koHTponnep WLC 3arpy3ntcs ¢ nycToi
KOHpurypaumeri.

3.1 NMopgroTtoBKa

[na co3naHus pe3epBHO KONUK TeKyLLen KOH(UIypaLmMmn KOHTPOosiepa C NCNo/Ib30BaHMEM CEPBEPOB
yAaIEHHOIO KONMPOoBaHNs oainnos He06XoANMO:

1. 3anycTutb COOTBETCTBYHOLNIA cepBep Ha MNK/cepsepe B ceTu.

2. O6ecneunTb BO3MOXHOCTb COXpaHeHus dhaiinioB B paboyem pasgene cepsepa.

3. O6ecneunTtb IP-cBA3HOCTL Mexay 06HOoBNsiEMbIM KOHTposiiepoM WLC 1 cepBepoM yaaieHHOro
KonupoBaHusi chaiinos (MapLupyT3auums).

4. O6ecneunTb paboTy NPOTOKONA yAasieHHOoro konuposaHus mexay WLC n cepsepom yasieHHOro
KonmpoBaHus chaiinos (npomexyTouHble firewall).

5. Mpwu HeobxoammocTyh (ana npotokonos ftp, sftp, scp, http) y3Hate Msi nonb3oBatens v naposnb Anis
3anvcu Heobxogumoro chaina.

[nAa co3gaHnsa pe3epBHOI KONuK TeKyLLe KOHurypauumn KOHTposiepa Ha /IokasibHO nogkntodeHHbIn USB/
MMC-Hocutenb He06Xx0aAMMO:

1. Otdpopmartmposarts pasgen USB/MMC-Hocutens s cpopmare FAT32.
2. Mopgkntountb USB/MMC-HOcHTeNb B cooTBeTcTBYOWMiA cnot WLC.

3.2 KonupoBaHue chaiina c pesepBHOIA Konuen KOHcurypayum

3.2.1 C ncnonb3oBaHWEM NPOTOKOJIOB YAA/IEHHOro KONMpoBaHua thaiinos

B 3aBMCHMOCTU OT NPOTOKO/1A Ya/IEHHOrO KONMpoBaHus chaiinos B CLI KOHTponiepa HEO6X0ANUMO BbINOMHUTL

Oo4HY N3 cniegyrwnx KoMmaHa:

Pe3epBHOe KONMpoBaHWe KOH(pUrypauum no npoTokony tftp

wlc# copy system:running-config tftp://<tftp-server-ip>:/<config-file-name>

Pe3epBHOe KonupoBaHue KOH(Urypawuum no npoTokony ftp

wlc# copy system:running-config ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-
ip>:/<config-file-name>
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Pe3epBHOe KonupoBaHne KoHurypayum no nportokony sftp

wlc# copy system:running-config sftp://<sftp-username>:<sftp-userpassword>@<sftp-
server-ip>:/<config-file-name>

Pe3epBHOe KONMpoBaHWEe KOH(UTIypauumn no NpoToKoy scp

wlc# copy system:running-config scp://<scp-username>:<scp-userpassword>@<scp-server-
ip>:/<config-file-name>

Pe3epBHOE KONMpoBaHMe KOH(Urypauum no npotokony http

wlc# copy system:running-config http://<http-username>:<http-userpassword>@<http-
server-ip>:/<config-file-name>

+ <config-file-name> — nms daiina, c kKoTopbIM ByAeT coxpaHeHa TekyLuas KoHurypaums KOHTPoiepa,;
« <tftp-server-ip> — IP-agpec ncnonbsyemoro TFTP-cepBepa;

« <ftp-username> — nvs nonb3oBarens Ha FTP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3yemoro FTP-cepBepa;

+ <sftp-username> — ums nonb3oBartens Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3osarens Ha SFTP-cepBepe;
« <sftp-server-ip> — IP-agpec ncnonslyemoro SFTP-cepBepa;

*+ <scp-username> — nMs nosb3osatesns Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ucnonbzyemoro SCP-cepeepa;

+ <http-username> — ums nonb3oBartens Ha HTTP-cepBepe;

+ <http-userpassword> — naponb nonb3osarens Ha HTTP-cepBepe;
+ <http-server-ip> — IP-agpec ucnons3yemoro HTTP-cepsepa.
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3.2.2 Ha nokanbHO nogkntoueHHblii USB/MMC-Hocutenb

1. Onpegenutb MeTKy Toma nogktodueHHoro USB/MMC-HakonuTens:

Onpe,qenel-me MMEHU MeTKU ToMa Ha USB-Hakonurtene

wlc# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEHU MeTKU ToMa Ha MMC-HakonuTtene

wlc# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2. Ckonuposartb haiin Ha ncnonbzyemoii USB/MMC-HakonuTens:

& TMpwv BbINOSIHEHNM KOMaHA, KonupoBaHusa Ha USB/MMC-HocuTeny Heo6xoaumMo BMECTO Nosel
<USB_DISK> nnn <MMC_DISK> ncnonb3oBarb HacTosLue MeTKU TOMa, ONpeaesieHHbIe Npu
BbINONHEHUN NyHKTa 1.

Pe3epBHOe KONMpoBaHUE KOH(pUrypauum Ha USB-HocuTtesnb

wlc# copy system:running-config usb://<USB_DISK>:/<config-file-name>

| %K kokkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkxxx| 100% (576B) Success!

Pe3epBHOE KONMpoBaHMe KOH(Urypauum Ha MMC-HocuTe b

wlc# copy system:running-config mmc://<MMC_DISK>:/<config-file-name>

| %K kokkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkxxxx| 100% (576B) Success!

+ <config-file-name> — nms daiina, c KOTopbIM ByAeT coXxpaHeHa TekyLuas KoHurypaumsi KOHTPoIIepa,;
+ <USB_DISK> - umsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> - umsa pasgena Ha MMC-HocuTerne.
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4 BoccTaHoBNneHne KoHdMrypaumm n3 pe3epsHoii Konmu

B cnyyae notepu KOHdJVIpraLI,I/II/I Ha KOHTpOJ1/1EPE B NnpoLecce aKkcnayaraunn, 06HOBMIEHUA Nnn "oTKaTa" Ha

6onee cTapyto Bepcuto MO, KOHUrypaumio KOHTPOsI/IEpa MOXHO BOCCTAHOBWTb, UCMO/b3Ys CO3AaHHY0 paHee
pe3epBHYH0 KOMWIO.

KonupoBaHue pe3epBHOI konum koHdurypaummn Ha KoHTposanep WLC BO3MOXHO Kak C UCMo/Ib30BaHEM
NMPOTOKO/10B YAA/IEHHOIO KONMPOBaHUA DaiisioB, Tak U Ha JI0Kas1bHO nogktoveHHble USB/MMC-HocuTenu.

© nNpu nepexoge ¢ 6onee HoBoit Bepcum MO Ha 6onee ctapyto (downgrade) 6onee ctapas Bepcus MO
HEe CMOXET NPUMEHNTb KOHGIUIypaLmio, COXpaHEHHYH0 B 60/1ee HOBO Bepcun. B pesynbtate
KoHGourypaums éyaet ytepsHa n koHTponnep WLC 3arpy3uTcs ¢ nycToil KoHdpurypaumeii. Mpu nycTon
KOHpurypauumn K KOHTpOsIepy MOXHO NOAKMIOUNTBLCA TOSTbKO MCNOMb3YSA KOHCO/IbHOE MOAK/IUHEHNE 1
norvH/naposb no ymonyaxuto (admin/password).

4.1 MoaroToBKa

[lna BoCCTaHOBNEHNSA KOH(UIypaLmmn KOHTPO/I/iIepa U3 pe3epBHO KONuM € MCNOMb30BaHNEM CEPBEPOB
yAaIEHHOIO KONMPoBaHUs ¢oanos He06XoANMO:

1. 3anycTutb COOTBETCTBYHOLNIA cepBep Ha MNK/cepsepe B ceTu.

2. Pa3mecTuTb B paboyeM pasgene cepsepa hain ¢ Co34aHHON paHee pe3epBHOI Konven KoHTposiepa.

3. HactpouTb KoOHTpOnnep Ans nosisrieHus IP-CBA3HOCTN C CepBepOM YAa/IEHHOIO KONMPOBaHWs (oainios.

4. O6ecneunTb IP-cBA3HOCTL Mexay 06HOoBNsAeMbIM KOHTponnepom WLC 1 cepsepom yaasieHHOro
KonupoBaHusi chaiinos (MapLupyTU3aLums).

5. Ob6ecneuntb paboTy NpoToKoNa yganeHHoro konmposaHusa mexay WLC 1 cepBepom yaasieHHOro
KonmpoBaHus chaiinos (npomexyTouHble firewall).

6. Mpu HeobxoammocTn (ana npotokonos ftp, sftp, scp, http) y3Hatb Msi nonb3oBatens v naposnb Ans
3anvcu Heobxogumoro chaina.

[na BoCcCTaHOB/IEHUA KOHIUTYpaALLMK KOHTPO/I/1IEepa U3 pe3epBHOM KOMMKM € /I0KasTbHO nogxntoveHHoro USB/
MMC-HocuTensa Heobxoanmo:

1. Otdpopmatmposarts pasgen USB/MMC-Hocutens s cpopmare FAT32.

2. MomecTnTb (halin ¢ paHee co3[aHHON pe3epBHON Konnel KoHurypaumm koHTponnepa Ha USB/MMC-
HOCUTENb.

3. Mogkntountb USB/MMC-HOCHTeNb B cooTBeTcTBYOWMIA cnot WLC.
4.2 KonupoBaHue chaiina c pesepBHOW Konuer KoHturypauum

4.2.1 C ncnonb3oBaHWeM NPOTOKO/IOB yAa/IeHHOro KonmposaHusa caiinos

B 3aBMCHMOCTU OT NPOTOKO/1a Ya/IEHHOrO KONMpoBaHus chaiinos B CLI KOHTponiepa HEOGX0ANUMO BbINOMHUTL
OfiHY V3 CNefyoLmnx KOMaHz;:

Pe3epBHOe KONUpoOBaHWe KOH(pUrypaLum no npoTokony tftp

wlc# copy tftp://<tftp-server-ip>:/<config-file-name> system:candidate-config
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Pe3epBHOe KonupoBaHune KoHurypayum no nportokony ftp

wlc# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOe KonupoBaHne KoHurypaymm no nportokony sftp

wlc# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<config-file-
name> system:candidate-config

Pe3epBHOE KONMpPOBaHNE KOH(UTIypauumn no NpoToKoy scp

wlc# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMpoBaHWe KOH(Urypauum no npotokosny http

wlc# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<config-file-
name> system:candidate-config

+ <config-file-name> — nms chaiina pesepBHoOIi KONMK KOHUrypaLmm KOHTPONepa;
« <tftp-server-ip> — IP-agpec ncnonbsyemoro TFTP-cepBepa;

« <ftp-username> — nvs nonb3osBarens Ha FTP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3yemoro FTP-cepBepa;

+ <sftp-username> — ums nonb3oBarens Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3osarens Ha SFTP-cepBepe;
« <sftp-server-ip> — IP-agpec ncnonblyemoro SFTP-cepBepa;

*+ <scp-username> — uMs nosb3osatensa Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3osatens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ucnonbzyemoro SCP-cepeepa;

+ <http-username> — ums nonb3oBartens Ha HTTP-cepeepe;

+ <http-userpassword> — naponb nonb3osarens Ha HTTP-cepBepe;
+ <http-server-ip> — IP-agpec ucnons3yemoro HTTP-cepsepa.

4.2.2 C nokanbHo nogkntoueHHoro USB/MMC-HocuTtens

1. OnpegennTe MeTKY ToMa nogknoyeHHoro USB/MMC-HakonuTens.

Onpe,qeneHMe MMEeHUN MeTKn ToMa Ha USB-Hakonutersne

wlc# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

10
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OnpepeneHve UMeHN MeTKM ToMa Ha MMC-HakonuTene

wlc# show storage-devices mmc
Name Filesystem Total, MB Used

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. CkonupoBsatb haiin Ha ncnonblyembiii USB/MMC-Hakonutens:

& TMpuv BbINO/IHEHNM KOMaHA, KonupoBaHus Ha USB/MMC-HocuTenv Heo6xoaumo BMECTO nonel
<USB_DISK> nnn <MMC_DISK> ncnonb3oBaTb HacTosLmMe METKN TOMa, onpeaesieHHble npu
BbINO/IHEHMM NyHKTa 1.

Pe3epBHOe KonupoBaHue KOHd)I/IrypaLI.I/IM Ha USB-HocuTtenb

wlc# copy usb://<USB_DISK>:/<config-file-name> system:candidate-config

| %ok ok ok ok kokok ok k ok ok ok ok ok k ok ok ok kkkokkkkxkokkkxkkkkkxx | 100% (576B) Success!

Pe3epBHOe KonnpoBaHue KOH(*)I/IrypaLI.I/IM Ha MMC-HocuTenb

wlc# copy mmc://<MMC_DISK>:/<config-file-name> system:candidate-config

|******************************************| 100% (576B) Success!

+ <config-file-name> — nwva haiina pesepsBHoii KONnK KOHhUrypaumum KOHTPoAIepa;
+ <USB_DISK> - nm4a pasgena Ha USB-HocuTerne;
* <MMC_DISK> - nms pa3gena Ha MMC-HocuTene.

4.3 MNpumeHeHue N NOATBEPXKAEHME 3arpy>XeHHOW KOH(Urypauum

[Na npyUMeHeHns1 N NOATBEPXAEHUS paboTbl KOHUIypaLuu, 3arpy>XeHHoi paHee B pasaen
"system:candidate-config", He06X0AMMO BbINONHNUTL KOMaHAbI:

Pe3epBHOe KonupoBaHue KOH(urypauum Ha MMC-HocuTeNb

wlc# commit

Configuration has been successfully applied and saved to flash. Commit timer started,
changes will be.
wlc# confirm

Configuration has been confirmed. Commit timer canceled.

11
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5 OnpepeneHne Tekyulein Bepcun MO 1 Bepcumn BTopuyHoro 3arpysuvka (U-boot)

OnpeaenuTb BEPCUU UCMOb3YEMOTO B AdHHbIi MOMEHT BTOpMYHOro 3arpysuvka (U-boot) n ocHoBHoro MO
MOXHO:

+ B CLI ocHoBHoOrO MO;
* B BbIBOJE KOHCO/IbHOIO MHTEpdierica npu 3arpyske KOHTposiepa.

5.1 OnpepeneHune Tekywen Bepcumn NO n Bepcun BTopnyHoro 3arpysumka (U-boot) B CLI
ocHoBHoro NO

[ns onpeaeneHus Tekyuiein sepcumn MO 1 Bepcun BToprnyHoro 3arpysunka (U-boot) B CLI ocHoBHoro MO
Heo6x04MMO BbINONHUTL KOMaHAy "show version":

MonyuyeHve Bepcuii BTOPUUHOrO 3arpy3umka u ocHoBHoro MO B CLI

wlc# show version
Boot version:

1.15.3.3 (date 14/11/2022 time 13:30:27) <-- Bepcus BTOPUYHOIO
3arpysuuka (U-Boot)

SW version:

1.15.3 build 3[a813b5c65] (date 14/11/2022 time 13:20:25) <-- Bepcua akKTUBHOro obpasa
OCHOBHOro MO KoHTponnepa

HW version:

1v2 <-- BepcudA annapaTHOW
nnaTdopmbl KOHTposNepa

5.2 OnpepeneHune Tekyuen Bepcumn MO n Bepcun nepsuuHoro (sbi, bl1) n eBTopnunoro (U-
boot) 3arpy3urMkoB B BbIBOAE KOHCO/IbHOTO UHTepdielica Npu 3arpy3ke KOHTposiiepa

[na onpepenexns Tekywleli Bepcumn MO 1 Bepcun BTopuyHoro 3arpy3dnka (U-boot) B BbIBoE KOHCO/IbHOIO
NHTEepdieica nNpu 3arpyske KOHTposisiepa HeobxoaMMO:

1. MogxnounTbes K ceprcHoMy koHTponnepy WLC yepes nHtepdelic Console Ha nepefHei naHenu
KOHTpONMepa, UCnosb3ys crneayouime napameTpbl nHtepderica RS-232 Ha IMK:

+ CkopocTb: 115200 6uT/c;

* BuTbl gaHHbIX: 8 6UT;

* YeTHOCTb: HET;

+ CtonoBble 6UThI: 1;

* YnpaB/sieHue NOTOKOM: HeT.

2. Mepesarpy3untb KOHTPO/IIEP OAHUM U3 C/IEAYHOLLMX CMOCOBOB:

+ OTKAUNTb U BK/IOYUTL NUTaHNe. VIHTepBas1 MeXay OTK/IOUYEHMEM N BK/IKOYEHWEM AO/HKEH COCTaBUTL He
MeHee 20 cekyHz,
+ KpaTkoBpeMeHHO HaxaTb (PyHKLUMOHabHYIO KHOMKY F Ha nepeaHei naHenn KoHTponnepa.
* BbinonHuntb kKomaHay "reload system" B CLI ocHoBHoOro MO KoHTponnepa.

12
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Mepesarpyska npuv nomoLym komaHabl B CLI ocHoBHOro MO

WLC# reload system
Do you really want to reload system ? (y/N): y

3. B npouecce 3arpy3ku B KOHCO/b GYAET BbiBeeHa MH(OPMaLMSi O BEPCUAX:

* MepBuyHoro 3arpysuuka (sbi, bl1 B 3aBUCUMOCTU OT MOAENM KOHTPON/IEepa):
Bepcusi nepBUUYHOro 3arpysumka Ha WLC-15

SBI:1.17.3.11 (14/11/2022 - 12:55:55)
Chip 1is NSP Bl
Booting from SPI-NOR

Bepcus nepBMYHOro 3arpy3umka Ha WLC-30
NOTICE: Cold boot

NOTICE: BL1:1.15.3.2 (28/12/2022 - 15:56:46)

Bepcusi NnepBMYHOro 3arpy3umka Ha WLC-3200

BRCM XLP Stage 1 Loader (X-Loader:1.17.3.11) [Big-Endian] (14/11/2022 - 13:21:58)
XLP316B2: Node 0 frequency: CPU=1400MHz, SOC=1999MHz, REF=133MHz
POWER ON RESET CFG:43F94FA8,VRM: 0x6868, PRID: 0xC1104

+ BrtopuuHoro 3arpysuuka (U-boot):
Bepcusi BTOPUUYHOIO 3arpy3uunka

NOTICE: BL31:1.15.3.2 (28/12/2022 - 15:56:46)
U-Boot:1.15.3.2 (28/12/2022 - 15:56:46)

+ OcHoBHoro MO (Firmware):
Bepcus ocHoBHoro MO

[ 0.000000] Booting Linux on physical CPU 0x0

[ 0.000000] Software version: 1.15.3 build 3[2555a4e8a] date 28/12/2022 time
17:44:53

13



WLC-Series. PykoBoacTBo no o6HoBneHuto MO. Bepcus 1.30

6 O6HoBNeHne ocHoBHOro MO B CLI WLC

6.1 O6HoBneHue MO c Bepcun 1.26.1 Ha 1.30.0

® ESR-15, ESR-30, ESR-3200, VWLC (HaunHas ¢ Bepcun 1.27.0) 06HOBNSAIOTCA aHa/IOMMUYHbIM 06pa30oM.

© Nepep 06HOBNEHNEM Y6EAUTECH, HTO HA YCTPOICTBE YCTAHOB/EHLI KOPPEKTHBIE AaTa 1 Bpems. Ans
nNpoBepKM ncnonbayiite komaHay show date.
Ecnv Ha KOHTponiepe ycTaHOB/IEHA HEKOPPEKTHAs AaTta, NpoBepka cepTudmkara He no3BosmT
MPUMEHUTb U3MEHEHMS B KOH(IUIypaLMmn nocaie 06HOB/EHMS.

MO Bepcum 1.30.0 sBNSETCS KyMYNATUBHBLIM (COAEPXKUT 06HOBMEHHbIE BEPCUM NMEPBUYHOMO U BTOPUYHOTO
3arpy34mKoB), N03ToMy 6yeT A0CTAaTOUHO:

+ Cpenatb pe3epBHyto konuto kKoHgurypauwmm (backup).

* NpoBepUTb KOPPEKTHOCTb AATbl U BPEMEHN Ha KOHTPOJI/IEpPE.
+ 3arpysutb MO gna T/, Ha KOHTposnep.

+ 3arpysutb MO ans koHTponnepa WLC.

* Bbi6patb 06pa3 MO Bepcun 1.30.0 gna cnegytowen 3arpysku.

© OTkNoueHVe NUTAHUA 40 OKOHYaHUA BbINOMHEHMSE KOMaHAb! "boot system {image-1|image-2}" MmoxeT
MPVBECTU K HEMCMPABHOCTMW KOHTPO/I/epa.

* lMepesarpysnTtb KOHTPONNEP.
MwuHumasibHas sepcua MO TA;

WEP-1L/2L n WOP-2L — 2.5.6 nnu Bblwe

WEP-30L/30L-Z/200L n WOP-20L/30L/30LI/30LS — 2.6.0 nnu Bbille
WEP-3L — 2.5.3 vnu Bbile

WEP-3ax — 1.14.0 vnu Bbilwe

+ WEP-2ac/2ac Smart, WOP-2ac/2ac rev.B/2ac rev.C — 1.25.2 nnn Bbllle

MO ansa T/[, Heo6xoaUMO 3arpy3nTb Ha KOHTPO//IEp Nepes ero o6HoBeHMeM. Toraa nocrie nepesarpyskm WLC

TOUKM aBTOMaTUYECKN 0B6HOBATCS Ha HoBoe MO. Ecnu MO 6b110 3arpy’>xeHo Ha KOHTpPOoJ/1/iep nocrse ero

06HOBMEHNS, TOrAa HEOGXOAUMO BbINO/HWUTL KoMaHay clear wlc ap, uTo6bl T/, NepenoxkIUMANCL U 06HOBUIIN

Mno.

® O6HoBneHne ao Bepcum 1.30.0 MOXKHO BbINOMHUTL C 1060 NPOLLSION BEPCUK, HO TpebyeTcs
BbINOMHUTb PEKOMEeHAAaUNN ANS KaKA0M BEPCUN, ONMCAHHbIE HUXE.
Mpwu nepexoge ¢ Bepcun 1.15.3 TpebyeTcs 06HOBUTL BTOPUYHBIN 3arpy34nk eanuHOBPEMEHHO C
OCHOBHbIM MO (cM. pazgen "O6HOB/EHNE BTOPMYHOTO 3arpy3yvka”).

& Mocne o6HoBneHus Ao Bepcun 1.30.0 NosSIBUTCSH BO3MOXHOCTb 06HOBNEeHMs MO koHTponnepa n T/,
yepe3 WEB-uHtepgeiic.
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6.2 O6HoBneHue MO c Bepcun 1.19.2 Ha 1.26.1

@ ESR-15, ESR-15R, ESR-30, ESR-3200 06HOB/IATCA aHa/I0MMUYHLIM 06pasoMm.

© Nepep 06HOBNEHNEM Y6EAUTECH, HTO HA YCTPOICTBE YCTAHOB/EHLI KOPPEKTHLIE AaTa 1 Bpems. Ans
npoBepkM ncnonbayiite komaHay show date.
Ecnvn Ha KOHTponiepe ycTaHOB/MEHA HEKOPPEKTHAs AaTta, NpoBepka cepTudmkara He no3BosmT
MPUMEHUTb U3MEHEHMS B KOH(IUIypaLMmn nocae 06HOBEHMS.

MO Bepcumn 1.26.1 ABNSETCS KYMYNATUBHBLIM (COAEPXKUT 06HOBMEHHbIE BEPCUM NMEPBUYHOMO U BTOPUYHOTO
3arpy34mkoB), NoaToMy 6yeT A0CTaTOUHO:

+ Cpenatb pe3epBHyto konuto kKoHgurypauwmm (backup).

+ 3arpysutb MO gna T/, Ha KOHTposnep.

+ 3arpysutb MO ans koHTponnepa WLC.

* Bbi6patb 06pa3 MO Bepcun 1.26.1 ana cnegyowen 3arpysku.

© OTkNoUeHVE NUTAHUA 40 OKOHYaHUA BbINOMHEHWSE KOMaHAb! "boot system {image-1|image-2}"
MOXET NMPUBECTU K HEUCNPABHOCTN KOHTPOIepa.

* lMepesarpysnTtb KOHTPONNEP.
MwuHumasibHas sepcua MO TA;

« WEP-1L/2L/30L/30L-Z/200L n WOP-2L/20L/30L/30LS — 2.5.0 nnu Bbiwwe
+ WEP-3ax — 1.12.0 vnu Bbiwe
+ WEP-2ac/2ac Smart, WOP-2ac/2ac rev.B/2ac rev.C — 1.25.0 nnu Bblle

MO ansa T/[, Heo6xoaUMO 3arpy3nTb Ha KOHTPO//IEP Nepes ero o6HoBeHMeM. Toraa nocrie nepesarpyskm WLC
TOUYKM aBTOMATMUYECKM 0GHOBSITCA HA HoBoe MO. Eciv MO 6bI/10 3arpy)XeHo Ha KOHTPO/IIEep NOC/E ero
06HOBNEHNS, TOrAa HEO6XOAUMO BbINO/IHUTL KOMaHAy clear wic ap, uTo6bl T/l nepenoakUNINCL U 0GHOBUN
Mno.

® O6HoBNeHne 00 Bepcum 1.26.1 MOXKHO BbINOMHUTL C 1060 NPOLLJION BEpCUn, HO TpebyeTcs
BbIMO/THUTb PEKOMeHZaUNM A5 KaKAON BEPCUK, OMMCAHHbIE HUXE.
Mpwu nepexoge csa 1.15.3 TpebyeTcsi 06HOBUTL BTOPUYHbIA 3arpy3ymk eanHOBPEMEHHO C OCHOBHbIM MO
(cm. pazgen "O6HOBEHVE BTOPUYHOTO 3arpy3umka”).

6.3 OoHoBneHue MO c Bepcun 1.19.1 Ha 1.19.2

® Ycrpoiicta ESR-15, ESR-15R, ESR-3200 06HOBASAKOTCS aHA/IOMMUYHLIM 06Pa30M.

MO Bepcumn 1.19.2 ABNsieTC KyMYIATUBHBIM (COAEPXMUT OGHOB/IEHHbIE BEPCUW NEPBUYHOTO Y BTOPUYHOIO
3arpy34ukoB), N03ToMy ByfeT AOCTATOUHO:

« Cpenatb pe3epBHYH konuio koHgurypaumm (backup).

+ 3arpysutb MO ana TA.

+ 3arpysuTtb MO (firmware-cpaiin) Ha koHTponnep WLC.

+ BbibpaTb 06pa3 MO Bepcuun 1.19.2 ansa cnepytowlein 3arpysku.
* [lepe3arpy3uTb KOHTpO/IEP.

+ [poBepuTb NapamMeTpbl B KOHUrypauum.
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B Bepcun 1.19.2 npon3BeaeH nepexog oT nepcoHanbHbix board-profile k yHuBepcanbHbiM radio-profile, mpu
nepexofe Npoun3oingeT KoHBepTaums koHdurypaumm, board-profile 6yayT 3ameHeHbl Ha NpegHaCcTPOEHHbIe
radio-profile, Hy>xHO NpoBepuTb HacTpoiiky radio-profile.

Ecnu y Bac 6b111 HaCTPOEHbI MHAMBUAYabHbIE NPOCIUAN A/18 TOYEK 4OCTYNa 1 GblNN NepeonpeaesneHsbl
board-profile (HacTpolikn paano NHTEPHencoB TOUKM JOCTYNA), B KOTOPbIX Gbl/1 BK/IOYEH aBTOBLIGOP KaHa10B
1 He 3afaH CN1COK KaHauoB B napameTpe limit-channel, To nocne o6HoBNEHMA GyaeT UCnonb30BaH CNNCOK
KaHanoB 13 o6wux radio-profile. Mpy HEO6XOANMOCTM N3MEHUTL KaHasTbl — 3afjaTe HYXXHbIA cnCcok limit-
channel B nHgnBnayansHoM npoduie Heo6XoANMON TOUKM AOCTyna.

MwuHumasibHas Bepcua MO TA;

 WEP-1L/2L/30L/200L n WOP-2L/20L/30L/30LS — 2.3.2
« WEP-3ax —1.11.0

HyxHo 3arpy3utb MO gna T Ha koHTponnep. T[, 06HOBUTCA aBTOMATUYECKN MOCE MOAKNHYEHUS.

® O6HoBNeHE [0 Bepcum 1.19.2 MOXHO BbINOMHWTL C 11060/ NPOLL/ION BEPCUM, HO TpebyeTcs
BbINOMHUTb PEKOMEeHAaUNN AN KaKA0M BEPCUN, ONMCAHHbIE HUXE.

6.4 O6HoBneHue MNO c Bepcun 1.19.0 Ha 1.19.1
Mocne 06HOBNEHMA HEOBXOAMMO OTpeAakTUpoBaTb KOH(UIypauuio B COOTBETCTBUM C U3MEHEHUAMU:

1. B 1.19.1 nogaepxaHo nsbmparensHoe BktoveHne vian B SoftGRE-TyHHenn. lobasneHa
KoMaHga service-vlan B pasgene softgre-controller, ykazaHHble vlan 6yayT BKIOUYEHbI B TYHHENN Noc/e
06HoB/eHusA. B 1.19.0 Bce co3gaHHbIe vian Bk/lo4asiMcb B TyHHeNN. Hy)XHO 406aBUTb UCNOb3yeMble
vlan gns Wi-Fi B koHpurypaumio.

softgre-controller

service-vlan add 3
exit

2. MopapepxaHa HacTpolika telnet, ssh, web, snmp cepBucos Ha T/, nocne 06HOBNEHUS OHW ByayT
OTK/OYEHbI. IX MOXHO BKIOUNTL B npodmnne ap-profile.

® Ha TO web oTkntouaeTcs/BknoHaeTcs ogHoBpeMeHHo ans HTTP/HTTPS-cepBurcos.

[nsi BKIKOUEHNST HYXXHO NepeiiTn B pasgen koHdurypauumn wic — ap-profile default-ap — services.
wlc(config-wlc-ap-profile)# services
wlc(config-wlc-ap-profile-services)#

snmp-server Enable SNMP service

wlc(config-wlc-ap-profile-services)# 1ip

http Configure web-configurator service
https Configure web-configurator service
ssh Configure SSH service

telnet Configure telnet service
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6.5 O6HoBneHue MO c Bepcun 1.15.3 Ha 1.19.0

B otnunume ot MO Bepcun 1.19.0 n 6onee no3gHuMx, 6o1ee paHHME BEPCUN HE NOALEPXKUBAIOT KYMY/IATUBHOE
06HOB/IEHKE. [103TOMY, KpOMe OCHOBHOrO MO Heo6XxoAUMO 06HOBUTL TaKke BTOPUYUHbINM 3arpy3udnk. B
pesysnbrare, npouecc 06HOBNEHUSA ByAeT CneayoLwmii:

+ 3arpysuTb BTOpUYHbIii 3arpy3unk (U-boot) Ha koHTponnep WLC.

« 3arpysutb MO (firmware-chaiin) Ha koHTponnep WLC.

* Bbibpatb 06pa3 MO 06HOBMEHHOWN Bepcumn A5 CNeAyoLen 3arpy3ku.
+ lNepesarpy3nTb KOHTpoOsiep.

1. Mocne 06HOBMEHMA HEOOXOAMMO OTPeAaKTUPOBaTb KOHMIypaLmio B COOTBETCTBUN C U3MEHEHUSIMN.
N3meHeHa cxema perncrpaumm To4ek AoCTyna Ha KOHTposiiepe. Tenepb NCNO/b3yeTcs He TObKO NOpT
8043, Ho 1 8044. Heobxoanmo nobasuTb nopt 8044 B object-group service sa:

object-group service sa

port-range 8044
exit

Mocne o6HoBneHnss WLC Toukm gocTyna nonagyT B CMMCOK CepBuUCa MHULMaIM3aumum n byayT oxuaaTb
aBTopM3aLmmn. MpocMoTp cnucka HeaBTOPU30BaHHbIX TOYEK OCYLLECTBISAETCS KOMaH/A0MA:

show wlc service-activator aps

[nAa aBTopm3alnmn BCex ToUEK JOCTyna U3 cnmcka Ucnosb3yetca KomaHga:

join wlc ap

[nsi aBTOPM3aLMN KOHKPETHOM TOUKM UCMO/b3YeTCs KOMaHaa:

join wlc ap <MAC_AP>

ECTb BO3MOXHOCTb BK/THOUYNTL B KOde)I/IpraLI,I/II/I pexunm aBTOMaTUYeCKOM aBTopusaunmn:

wlc# configure

wlc(config)# wlc

wlc(config-wlc)# service-activator
wlc(config-wlc-service-activator)# aps join auto
wlc(config-wlc-service-activator)# do commit
wlc(config-wlc-service-activator)# do confirm
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2. N3meHeHa cxema BkNoYeHUs TyHHenel SoftGRE:
B Bepcumn 1.15.3:
KnueHTtckunin Tpadmk npuxogut ¢ T/, B gre-TyHHE b C 3a4aHHbIM Terom vlan, Ha ctopoHe WLC gns
Kaxzoro vlan co3gaetcs oTaenbHbI subgre-TyHHeNb 1 BKoYaeTcs B 3afaHHble Bridge, npu Bbixoge 3
subgre meTka vlan cHumaeTtcs. Mpu Takoi peannsauumn ANs Kak[oro vlan HyXxHo co3gasatb subgre-
TYHHesb 1 BKIoYaTh ero B oguH u3 Bridge. WLC He 3HaeT vlan, koTopble BblAaloTCA B MOMEHT
aBsTopu3sauum no radius (ecnm ncnonb3yroTcs c-vlan ¢ BHeWHUM radius-cCepBepOoM), U HE MOXET NOAHSATb
TYHHENW A9 TaknxX K/TIMEHTOB.

/

Bridge 1
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A )
S

Bridge 10
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'

Bridge 11

—
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Bridge 12

——

~

vilan x
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viany
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Data SoftGRE tunnel

WEP

SUbGRE 1.z
SUbGRE 1.y
SUbGRE 1.x

vlan z

QLC-E’,D

%

B Bepcun 1.19.0:
N3meHeHa norvka pa6oTtbl SoftGRE-TyHHenel B pexume wic. PaHee subgre 6e3ycnoBHO BKIOUYasICS B
Bridge no koHdurypauun WLC, B HOBOI peasnim3zaumm subgre-TyHHe M oTcyTcTByHOT. Vlan, ykazaHHbIin B
HacTpolikax SSID, nonagaet B WLC 6e3 TepmuHaummn sub-tyHHens B Bridge. MogaepxaHo
ncnonb3oBaHue c-vlan B cxeme C TYHHeIMpPOBaHWEM K/IMEHTCKOro Tpadomka. 19 KOppekTHOM paboThbl
vlan gomkeH 6bITb co3gaH B HacTpolikax WLC 1 gomkeH 6b1Tb uneHom Bridge unu nHtepdeiica.
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3. [ns nogHATMA TyHHeNel Tenepb He ncnosb3yeTcsa napameTp location, kKOTopblli paHee 3ajaBasics Ha
Bridge n B ap-location ans SSID. BmecTo atoro Heo6xoamMmo Bk/toumTe mode tunnel B ap-location.
Vlan-id B ssid-profile gomkeH coBnagats ¢ vlan-id B bridge nonb3oBatenei.

Bepcusa M0 1.15.3

bridge 3
security-zone users
ip address 192.168.2.1/24
location default
enable
exit

ap-location default-location
description default-location
board-profile WEP-1L default_wep-1I_profile
board-profile WEP-20L default_wep-20I_profile
board-profile WEP-2L default_wep-2I_profile
board-profile WEP-3ax default_wep-3ax_profile
board-profile WEP-3ax-Z default_wep-3ax-z_profile
board-profile WOP-20L default_wop-20I_profile
board-profile WOP-2L default_wop-2I_profile
board-profile WOP-3ax default_wop-3ax_profile
ssid-profile default-ssid default

exit

Bepcusa M0 1.19.0

bridge 3
vlan 3 (=vlan-id B SSID-profile)
mtu 1458
security-zone users
ip address 192.168.2.1/24
enable

exit

ap-location default-location
description default-location
mode tunnel
ap-profile default-ap
board-profile WEP-1L default_wep-1I_profile
board-profile WEP-200L default_wep-200I_profile
board-profile WEP-20L default_wep-20I_profile
board-profile WEP-2L default_wep-2I_profile
board-profile WEP-30L default_wep-30I_profile
board-profile WEP-3ax default_wep-3ax_profile
board-profile WEP-3ax-Z default_wep-3ax-z_profile
board-profile WOP-20L default_wop-20I_profile
board-profile WOP-2L default_wop-2I_profile
board-profile WOP-30L default_wop-30I_profile
board-profile WOP-3ax default_wop-3ax_profile
ssid-profile default-ssid

exit

vlan 3
force-up
exit

4. Wireless-controller nepenmeHoBaH B softgre-controller:

Bepcusa N0 1.15.3

wireless-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wic
aaa radius-profile default_radius
keepalive-disable
enable

exit

Bepcusa M0 1.19.0

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wic
aaa radius-profile default_radius
keepalive-disable
enable

exit
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WLC-Series. PykoBoacTBo no o6HoBneHuto MO. Bepcus 1.30
3meHunnucob KOMaHAbl MOHUTOPUHIa WLC:

dopmart B Bepcum MO 1.15.3 dopmart B Bepcum M0 1.19.0 HasHayeHne KOMaHAbI

show wlc connected-ap show wic ap MpocMoTp cnuncka 06C/TyXMBaeMbIX
KOHTPO/I/IEPOM TOYEK AocTyna

show wlc connected-ap detailed sh wic ap detailed MpocmoTp AeTasibHON MHopMaL M no
BCEM aBTOPM30BaHHbLIM TOYKaM JOCTyna

show wlc connected-ap sh wlc ap detailed <MAC_AP>  [lMpocmoTp AeTanbHol uHdopmalmm no
detailed <MAC_AP> OAHOI N3 aBTOPM30BAHHbIX TOUEK AoCTyna
show wlc connected-ap-clients sh wic clients ap <MAC_AP> MpocMOoTp MHpopMaLMN O NOAK/THOYEHNSIX
<MAC_AP> 6eCnpOBOAHbIX K/TMEHTOB ONPeAeNeHHOA

TOYKM OOCTyNna

show wlc connected-ap-clients sh wic clients MpocMoTp AeTasibHOol NHdopMaLmMm o
<MAC_AP> detailed ap <MAC_AP> detailed NOAKNIOHYEHMAX BECMPOBOAHbIX K/TMEHTOB
onpeaeneHHol ToUkn gocTyna

show wlc connected-client sh wic clients <MAC_STA> MpocMoTp MHpopMaLMK O NOAKMNHUYEHNN

<MAC_STA> 6ecnpoBoaHOro kaneHTa no ero MAC-
aapecy

show wlc connected-client sh wic MpocMoTp AeTasbHOol HdopmaLmm o

<MAC_STA> detailed clients <MAC_STA> detailed noaxkntoUYeHnn 6ecnpoBOAHOO KMeHTa no
ero MAC-agpecy

show wlc connected-ap-interfaces show wic ap interfaces MpocMOoTp MHpopMaLUK U CYETYMKOB MO

<MAC_AP> <MAC_AP> nHTepdeincam Toukn goctyna

show wlc connected-ap-radios show wlic ap radios <MAC_AP> [MpocMOTpP OCHOBHbIX NapamMeTpoB

<MAC_AP> paanonHTepdencoB ToUkM gocTtyna

OGHOB/IEHME BTOPUYHOIO 3arpysumnka

[ns 06HOBNEHUA BTOPUYHOIO 3arpy3ynka TpebyeTcs 3arpy3vTb doaii/l Ha KOHTposIiep 1 nepesarpys3nTb
KOHTponnep. Onepaunio MOXHO coBMeLwaTtb ¢ 06HOB/IEHMEeM OCHOBHOrO IMO.

Mpw 3arpy3ke BTOPUYHOIO 3arpy3yunka c UCnosib30BaHNEM CEPBEPOB YyAaJIEHHOIO KONMPOBaHUA haiios
HeobxoanMmo:

1.
2.
3.
4.

5.

3anycTuTb COOTBETCTBYOLLMI cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

CkonupoBaTb thaiin <uboot-file> B pabounii pazgen cepsepa yaaneHHol 3arpy3ku gaiinos.
O6ecneunTb IP-cBA3HOCTL Mexay 06HoBNsSseMbIM kOHTponnepom WLC 1 cepsepom yaasieHHOro
KonupoBaHusi chaiinos (MapLupyT3aLus).

O6ecneunTb paboTy NPOTOKONA yAaneHHoro konuposaHus mexay WLC n cepsepom ygasieHHOro
KonvpoBaHus haiinos (NpomexyTouHble firewall).

Mpwn HeobxoaumocTy (ans npoTokonos ftp, sftp, scp, http, https) y3HaTb uMs nonb3oBaTens u Naposb
ANS CKauMBaHUs HeobxoaMmoro goainna.

Mpw 3arpy3ke BTOPUYHOIO 3arpy3yunka ¢ ncnosb3osaHnem USB/MMC-Hocutens Heobxogmmo:

.

2.
3.
4.

Otdhopmarumposarts pasgen USB/MMC-Hocutens B popmare FAT32 nniv exFAT.
CkonupoaTb thaiin <uboot-file> B kopHeBoit pasgen USB/MMC-HocuTens.
MNoakntounTe USB/MMC-HOCHUTENb B COOTBETCTBYIOLMIA CIOT KOHTPO/I/1epa.
Onpegenntb MeTKy Toma nogkatodeHHoro USB/MMC-HakonuTens.
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3arpyska BTOPMYHOIO 3arpysuumKa ¢ UCMo/b30BaHMEM OAHOro M3 NPOTOKO/IOB YAASIEHHO 3arpy3Ku
chaiinos

3arpyska MO no npotokony tftp

wlc# copy tftp://<tftp-server-ip>:/<uboot-file> system:boot-2

|******************************************| 100% (697kB) Bootloader updated

successfully.

3arpyska MO no npotokony ftp

wlc# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<uboot-file>
system:boot-2

|******************************************| 100% (697kB) Bootloader updated

successfully.

3arpyska MO no npotokony sftp

wlc# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<uboot-file>
system:boot-2

| XXk kkkkkkkkkkkkk XXXk kkkkkkkkkkkkkkxxxxxxx* | 100% (69TkB) Bootloader updated

successfully.

3arpyska MO no npoTokony scp

wlc# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<uboot-file>
system:boot-2

| XXk kkkkkokkkkkkkkkkxkkkkkkkkkkkkkkkxxxxkxk* | 100% (69TkB) Bootloader updated
successfully.

3arpyska MO no npoTtokony http

wlc# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<uboot-file>
system:boot-2

| XXk kkkkkkkkkkkkkkkkxkkkkkkkkkkkkkkxxxxxxxx | 100% (697kB) Firmware updated

successfully.
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3arpyska MO no npoTtokony https

wlc# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<uboot-file>

system:boot-2

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (697kB) Bootloader updated

successfully.

« <tftp-server-ip> — IP-agpec ncnonb3lyemoro TFTP-cepBepa;

+ <ftp-username> — nvs nonb3oBarens Ha FTP-cepsepe;

« <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3yemoro FTP-cepBepa;

+ <sftp-username> — ums nonb3oBartens Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3oBarens Ha SFTP-cepsepe;
« <sftp-server-ip> — IP-agpec ucnonb3lyemoro SFTP-cepBepa;

* <scp-username> — UM nosib3oBatensa Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnons3yemoro SCP-cepBepa;

+ <http-username> — ums nonb3oBarens Ha HTTP-cepeepe;

+ <http-userpassword> — naponb nonb3osarens Ha HTTP-cepsepe;
+ <http-server-ip> — IP-agpec ucnons3yemoro HTTP-cepBepa.

Mpaewna Mcnonb3oBaHNUs (oaii/ioB BTOPUYHOIO 3arpy3umnka A1si pasnnyHbiX Mojeneli onucaHbl B pasaene

«®Paliinbl, ucnonblyemble Ans 06HOBIEHMUS».

3arpyska BTOPUUYHOrO 3arpysuuka ¢ ucnonbsosaHnem USB/MMC-HakonuTtens

1. OnpegeneHe MeHN MeTKM ToMma nogknoveHHoro USB/MMC-Hakonutens:

OnpepgeneHne MMeHN MeTKU Toma Ha USB-Hakonutene

wlc# show storage-devices usb
Name Filesystem Total, MB Used, MB

<USB_DISK> vfat 7664.01 6391.69

OnpepgeneHve UMeHU MeTKU ToMma Ha MMC-HakonuTtene

wlc# show storage-devices mmc
Name Filesystem Total, MB Used, MB

<MMC_DISK> vfat 7664.01 6391.69

Free, MB

1272.32

Free, MB

1272.32
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2. KonvposaHue tharina ¢ ucnonbzyemoro USB/MMC-Hakonutens:

& Mpu BbINOSIHEHNM KOMaHS, konupoBaHusa ¢ USB/MMC-HocuTenein Heo6xoaMMo BMECTO Mosiei

<USB_DISK> unn <MMC_DISK> ncnonb3oeatb HacTosLwme METKN TOMa, onpeaesieHHble BbIle.

3arpyska INO c USB-HocuTtens

wlc# copy usb://<USB_DISK>:/<uboot-file> system:boot-2

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated

successfully.

3arpyska NO ¢ MMC-HocuTens

wlc# copy usb://<MMC_DISK>:/<uboot-file> system:boot-2

| %k kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated

successfully.

+ <USB_DISK> — umsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — umsa pazgena Ha MMC-HocuTerne.

6.6 MopgrortoBKa K 3arpyske MO

Mpwu 3arpy3ke MO ¢ MCnonb30BaHNEM CEPBEPOB YAA/IEHHOTO KONMPOBaHUSA (Daii/ioB HE0GXOANMO:

1.
2.

3anycTuTb COOTBETCTBYtOLLMIA cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

CkonuposaTtb paiin MO (<firmware-file>) B pabounii pasgen cepeepa yaaneHHoi 3arpyskum aiinos.
MmeHa HeobxoaMMbIX (daiisioB B 3aBUCUMOCTU OT MOAE/NN 1 annapaTHoii Bepcumn yCTpoicTea
nepeyncneHbl B pasgene «daiisibl, UCnonb3yemble 4715 00HOBNEHNSA».

O6ecneunTb IP-CcBA3HOCTL Mexay 06HOBAsieMbIM KOHTponiepoM WLC 1 cepBepoM yaaneHHoro
KonmpoBaHus haiiioB (MapLLpyTU3aLms).

O6ecneunTb paboTy NPOTOKO/IA yAasleHHOro konmpoBaHust mexay WLC 1 cepBepoMm yaaneHHoro
konmpoBaHusi chaiinos (NpomexyTouHble firewall).

Mpwn HeobxoaumocTy (ans npoTokonos ftp, sftp, scp, http, https) y3HaTb uMst nonb3oBaTenst u Naposb
[N18 CKaumBaHusl Heobxogmmoro doaiina.

Mpwu 3arpy3ke MO ¢ ucnons3osaHnem USB/MMC-Hocutena Heobxogmmo:

A w

. Pasgen USB/MMC-HocuTens aosmkeH 6biTb oTchopmaTtupoBaH B popmarte FAT32 nnn exFAT.

CkonuposaTtb oaiin MO (<firmware-file>) B kopHeBoit pasgen USB/MMC-HocuTens. MimeHa
HeobXxoaMMbIX (haiinoB B 3aBUCUMOCTM OT MOAENM U annapaTHO Bepcun yCTponcTBa nepeyuncieHbl B
pasgene «daiinbl, ICNOMb3yeMble 47151 0OHOBIEHUS».

MoakntounTte USB/MMC-HOCUTENb B COOTBETCTBYIOLLMIA CNOT YCTPOICTBA.

Onpegenutb METKy ToMa nogksitodeHHoro USB/MMC-Hakonutens.
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6.7 3arpyska O

6.7.1 C ucnonb3oBaHWeM OAHOIO U3 NPOTOKO/IOB yAaJIeHHOI 3arpy3ku cpaiinos

3arpyska MO no npoTtokony tftp

wlc# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkk*xxx| 100% (O0B) Firmware updated successfully.

3arpyska MO no npoTtokony ftp

wlc# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| % Hkokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (O0B) Firmware updated successfully.

3arpyska MO no npoTtokony sftp

wlc# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-file>
system: firmware

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

3arpy3ka NO no NnpoToKosy scp

wlc# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkk kX kkkkkokkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

3arpyska NO no npoTtokony http

wlc# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-file>
system: firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (0B) Firmware updated successfully.
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3arpyska MO no npoTtokony https

wlc# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-

file> system:firmware

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (O0B) Firmware updated successfully.

« <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepBepa;

+ <ftp-username> — nms nonb3oBarens Ha FTP-cepBepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3ayemoro FTP-cepBepa;

+ <sftp-username> — numsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3oBarens Ha SFTP-cepsepe;
« <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepBepa;

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatensi Ha HTTP-cepBepe;

+ <http-userpassword> — naponb nonb3oBartens Ha HTTP-cepBepe;
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepBepa.

Mpaewna ncnonb3oBaHnsa gaiinos MO ANa pasnnMuHbIX Mogeneit onucaHbl B pasaene «®aiisisl, Ncnosb3yenble

0151 OGHOBNEHUA.

6.7.2 C ucnonb3oBaHuem USB/MMC-Hakonutens

1. OnpegpeneHve nmeHn MeTKN ToMa nogknoyeHHoro USB/MMC-Hakonutens:

OnpepgeneHne MMeHN MeTKU Toma Ha USB-Hakonutene

wlc# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OnpepgeneHne MMeHN METKU Toma Ha MMC-HakonuTene

wlc# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2. KonupoBaHue haiina ¢ ncnonbsyemoro USB/MMC-Hakonutens:

& Tpu BbINONHEHUM KOMaHg, konnpoBaHusi ¢ USB/MMC-HocuTeneii Heo6xoAMMO BMeCTO noneit
<USB_DISK> nnn <MMC_DISK> ncnonb3oBatb HacTosiLme METKM TOMAa, OnpeaeneHHbIe BbILLE.
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3arpyska NO ¢ USB-HocuTtens

wlc# copy usb://<USB_DISK>:/<firmware-file> system:firmware

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated

successfully

3arpyska N0 ¢ MMC-HocuTtens

wlc# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| %k kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated

successfully.

+ <USB_DISK> — umsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — umsa pasgena Ha MMC-HocuTerne.

6.8 Bbi6op o6pasa MO Bepcum 1.30.0 gna cneayrowiein 3arpyskm
Ha koHTponnepe WLC oaHOoBpeMeHHO xpaHuTcsa ABa ob6pasa MO (image-1 1 image-2).

1. MpoBepuTtb cogepxmmoe 06pazoB MO, 3arpy>XeHHbIX Ha KOHTPO//IEP:

wlc# show bootvar

Image Version Date Status After reboot
1 1.30.0 build date 18/12/2024 time Not Active
16[f23466fadf] 09:24:58
2 1.26.1 build date 23/07/2024 time Active *
14[18a7a822b] 13:39:34

Mpwu 3arpyske chaitna MO B pasgen system:firmware 3arpyska ocyLecTBMSETCSA BCErga B HEAKTUBHbIN B
[AaHHbIA MOMEHT pasgen.

2. Bbibpatb pasgen, cogepxatumii MO Bepcumn 1.30.0, B kKauecTBe 3arpy304HOro:

Bbi6op pasgena MO ansa 3arpysku

wilc# boot system image-1
This command cannot be qdinterrupted, do not turn off device during process.

Continue? (y/N): vy
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3. MpoBepuTb, 4TO 06pa3, cogepxaumii MO Bepcuun 1.30.0, BbIGpaH Ang 3arpysKku:

wlc# show bootvar

Image Version

1 1.30.0 build
16[f23466fadf]

2 1.26.1 build
14[18a7a822b]

Date Status After reboot
date 18/12/2024 time Not Active *

09:24:58

date 23/07/2024 time Active

13:39:34

© Ecnv gna nocnepytolein 3arpysku byaet BobibpaHa Bepcus MO, KoTopas 6bi1a BbiMylleHa paHee
Bepcun MO, ncnonb3yemoni B AaHHbIi MOMEHT, MOC/1e nepesarpy3kn CTaHET HEBO3MOXXHA KOHBEpPTaLS
TekyLleli KoHgUrypaummn n 6yaeT npuMeHeHa nyctast KoHgurypaums (6e3 3aBofckmx HacTpoek). Mpu
MyCTOIM KOHGhMrypaumm K KOHTPOIEPY MOXHO NOAKIUUTLCS TO/IbKO UCMO/b3YS KOHCO/IbHOE
NOAKMOUEHME 1 NorH/Naposb no ymonyaxuio (admin/password).
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7 Mepe3arpyska KOHTponnepa

Mepesarpyska KOHTPO/I/Iepa OCYLLECTB/SIETCS NPU NOMOLLY KOMaHAbI:

Mepesarpyska KoHTposnnepa B CLI ocHoBHoro MO

wlc# reload system

Do you really want to reload system ? (y/N): vy
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa:

OdmuymanbHbIin cant komnaHuu: hitps://eltex-co.ru
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://servicedesk.eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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