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NMPNUMEYAHNA N NPEAYNPEXAEHNA

MpuyMeYaHus cogepxar BaKHyH MHopMaLuio, COBETbI UN PEKOMEHAALMN MO NCMONb30BaHNI0 U
HacTpolike yCcTpoicTBa.

@ nMpepynpexaenns WHGOPMUPYIOT MOMb30BaTENS O CUTYaLMsiX, KOTOpble MOryT HaHecTu Bpej,
YCTPOIACTBY U/ YeNoBEKY, NPUBECTM K HEKOPPEKTHOI paboTe yCTPoCTBa UM NOTEPE AAHHbIX.
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1 BBeaeHwue

CeTtb GPON oTHOCUTCS K OQHOW 13 pa3HOBUAHOCTEN NacCMBHbIX onTuyecknx ceteit PON. 3To 0gHO U3 cambIx
COBPEMEHHbIX 1 3OPEKTUBHBIX PeLLeHN 3a[a4 «nocsiegHelt MUIn», N03BO/IAOLLEE CYLLIECTBEHHO 3KOHOMUTb
Ha kabenbHOoI NHhpacTpykType 1 obecneymBatoLLee CKOPOCTb Nepedayn nHgpopmauum o 2,5 réevt/c B
HanpasnexHun downlink n 1,25 réut/c B HanpaeneHun uplink. Micnonb3oBaHve B ceTSAX AOCTyna peLleHnin Ha
6a3e TexHosormn GPON gaet BO3MOXHOCTL NPefocTaB/IATb KOHEYHOMY NOJb30BaTE/O AOCTYN K HOBbIM
ycnyram Ha 6a3se npoTtokosna IP coBMecTHO ¢ TpaanuMOHHBIMU CepBrCaMM.

OcHoBHbIM npeumyectBom GPON siBnsieTcss MCNo/b30BaHWe 0AHOT0 CTaHUMOHHOro TepMuHana (OLT) ans
HeCcKOosIbKMX aboHeHTCKMX ycTpoiicTB (ONT). OLT siBnsieTcst KOHBEPTOPOM MHTepdheiicoB Gigabit Ethernet n
GPON, cnyxatmm ans ceasu cetn PON ¢ ceTamm nepefayumn gaHHbIX 6051ee BbICOKOTO YPOBHS. YCTPOCTBO
ONT npepHasHayeHo A/18 MOAKIOYEHUSA K YCIyram LLMPOKOMOMO0CHOIO AOCTYNa OKOHEYHOro 060pyAoBaHus
KNMEHTOB. MOXET NPUMEHSATBLCA B XW/IbIX KOMIIEKCAX N BU3HEC-LeHTpax.

JNnHeiika o6opyaosaHnss ONT NTU npounssogctea «3/ITEKC» npeAcTaBieHa TepMUHaIaMu:

* NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac, NTU-RG-1421G-WZ, koTopble
paccuntaHbl Ha yeTbipe UNI nHtepderica 10/100/1000BASE-T 1 nogaepxky nHtepgericos FXS, Wi-Fi,

USB, CaTV', Z-Wave?
B HaCTOALLEM PyKOBOACTBE MO IKCM/IyaTaLmMn N3M0XEHbl Ha3HAYeHNE, OCHOBHbIE TEXHUYECcKMe

XapakTepuCcTrKK, Npasuia KOHPUrypupoBaHus, MOHUTOPUHIA U CMEHbI NPOrpaMMHOro obecnevyeHus
onTunyecknx TepmuHanos cepun NTU-RG.

T Ansa ycrpoiictea NTU-RG-1421GC-Wac.
2 nns yctpoiictea NTU-RG-1421G-WZ.


https://docs.eltex-co.ru/pages/viewpage.action?pageId=96927764#NTURG.%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE%D0%BF%D0%BE%D1%8D%D0%BA%D1%81%D0%BF%D0%BB%D1%83%D0%B0%D1%82%D0%B0%D1%86%D0%B8%D0%B8[3.30.3_admin]-NTU_note_1
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

Yctpoiictea NTU-RG GPON ONT (Gigabit Ethernet Passive Optical Network) — Bbicokonpov3BoauTesibHble
aboHEeHTCKMe TepMUHasTbl, NpefHa3HavYeHHble 415 CBA3U C BbILLECTOALMM 060pyA0BaHNEM MACCUBHbIX
ONTUYECKUX CETe U NpefoCcTaBNeHNs YCNYr LWNMPOKOMNO0CHOIo AOCTyNa KOHeYHOMY nosib3oBaTento. CBsA3b C
cetammn GPON peanusyetcs nocpenctsom PON-uHTepdelica, Ans NoAKIHYEHNsT OKOHEYHOro 060pyA0BaHus
KNMEeHTOB cnyxart uHtepdpeiicel Ethernet.

Mpenmyectsom TexHonornm GPON aBnseTcs onTuMasibHOe UCMNo/1b30BaHue MoJsiockl NPonyckaHus. 3T1a
TEXHOMOMNA ABNAETCA CeAYLWNM LWarom a1 o6ecnevyeHnss HoBbIX BbICOKOCKOPOCTHbIX MHTEPHET-
NPUIoXeHnin goma n B odpuce. PaspaboTaHHble A1 pa3BepTbiBaHUA CETU BHYTPY AoMa WY 30aHUSA, aHHble
ycTpoiictBa ONT o6ecneunBaloT HaZeXHoe coeAnHEHME C BbICOKOM NPOMYCKHOM CNOCOBHOCTbLIO Ha fasibHue
paccTosHWA 415 Nosib30BaTesel, XMBYLLMX 1 paboTaloLmxX B yaaleHHbIX MHOTOKBapPTUPHbIX 30aHUAX U
OGU3Hec-LeHTpax.

Bnarogaps BCTpOEHHOMY MapLupyTU3aTopy, yCTpPorcTBa 06ecneqmsaroT BO3MOXHOCTb MOAK/TOUYEHUS
060pyA0BaHNS /TOKa/IbHOM CETU K CETU LUMPOKOMOMOCHOIO A0CTyna. TepMunHasibl 06ecneymBatoT 3alumTy
MeXCeTEBbIM 3KpaHOM [/151 KOMIMbIOTEPOB B CETU OT atak DoS v BUpPYCHbIX atak, OCyLeCcTBASIT (UILTPaLmIo
nakeToB /19 OCYLLEeCTB/IEHMSA yNpaBieHns 4OCTynom Ha ocHose noptoB u MAC/IP-agpecoB UCTOYHUKE/
HasHa4yeHus. MNonb3oBaTesin MOryT HAaCTPOUTL AOMaLLHWIA Un oducHbli Web-caiit, fo6asms oanH 13 LAN-
nopToB B 30HY DMZ. ®yHKumMA «PoauTesnbCkuili KOHTPOsb» obecneunsaet unstpauunio Web-caitos ¢
HexxenaresibHbIM COAEePXMMbIM, 6/TOKMPOBKY LOMEHOB M NO3BOJIAET 3a/aBaTb pacnMcaHne Ucnosib3oBaHus
NHTepHeTa. BupTtyanbHas yactHas ceTb (VPN) npegoctaBnsieT MoGW/IbHbIM No/Ib30BaTeNsm v punvanam
3allMLLEHHBIN KaHan CBA3W 4715 NOAKMI0YEHMSA K KOPNopaTUBHOM CeTu.

MopT FXS no3sonsieTt nonb3oBaTbes ycnyramu IP-TenedoHny, npefocTaBnsast MHOXECTBO MOME3HbIX (OYHKLNNA,
TakMX Kak 0TO6paxeHne naeHTUdmnkaTopa 3BOHALLErO, TPEXCTOPOHHIOK KOH(EPEHUMIO, TENEOHHYIO KHUTY,
YCKOPEHHbI Habop. Bce 310 o6ecneunsaeT yao6CcTBO Nosb30BaTesisa Npyu Habope HoMepa 1 npueme
TenedOHHbIX 3BOHKOB.

MopTbl USB MoryT ucnonb3oBatbes Ansa noaknodeHunst USB-yctpolicts (USB-chnelu-Hakonute b, BHELLHNI
HDD).

AboHeHTcKmne mapwpyTtunsaropbl NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac, NTU-
RG-1421G-WZ nosBonstoT nogkntoyatb knameHtoB Wi-Fi no ctaHgapty IEEE 802.11a/b/g/n/ac. Nogaepxka
ctaHgapta 802.11ac obecneunBaet CKOPOCTb Nepefayn gaHHbix 4o 1,3 FéuT/c 1 No3BONSET AOCTABNATb
COBpPEMEHHbIE BbICOKOCKOPOCTHbIE CEPBUCHI K/TMEHTCKOMY 060py/0BaHM0 No 6ecnpoBoHON ceTu. [ga
BCTPOEHHbIX KoHTponnepa Wi-Fi cetn no3BonsoT o6ecneunTb paboTy yCTpoincTBa O4HOBPEMEHHO B ABYX
YacTOTHbIX AnMana3oHax — 24Ty un 5Ty,

YctpoiictBo NTU-RG-1421GC-Wac nmeet BCTpoeHHbI RF-BbIX0A, K KOTOPOMY NOAK/HOYaeTCsA TeneBm3op ans
NMPOCMOTPa aHas1I0roBOro W LMPOBOro kabenbHOro TeneBuaeHns (Npu ycrnoBumn NpefocTaBIeHNs yCayru
onepaTopom).

YctpoiictBo NTU-RG-1421G-WZ B cBO€l KOMNEKTaumMm nmeet cyomopysib Z-Wave, KoTopblii UCMO/b3yeTcs
ANS npefocTaBneHns ycnyrn "YMHbIn gom”.

Z-Wave — 3710 6ecnpoBogHas paano TEXHOMOMNS C HU3KMM 3HepronoTpebneHrem, paspaboTaHHas
crneumansHo ANa guctaHUMoHHOro yrnpasneHus. B otivuune ot Wi-Fi n gpyrux IEEE 802.11 ctaHgapTos
nepegauv faHHblx, NpegHasHavyeHHbIX B OCHOBHOM /18 60/1bLUMX NOTOKOB UH(bopMaumm, Z-Wave paboTaeT B
AvanasoHe yactoT go 1 'y 1 onTummnsnpoBaHa ans nepesayn npocTbiX yNpasasowmx KOMaHa ¢ MasibiMu
3a4epXkkamu (HanprMep, BKIOUNTL/BbIK/OUNATL, UBMEHWUTL FPOMKOCTb, SIPKOCTb U T. A.). BbI6Op HU3KOTO
pagmoyacToTHOro ananasoHa ans Z-Wave o6ycnossieH MasibiM KONIMYEeCTBOM NOTEHLUMaIbHbIX UICTOYHUKOB
nomex (B OT/IMYMe OT 3arpyXeHHoro ananasoHa 2,4 ', B KOTOPOM NpUXoanTcst Npuberatb K MeponpuaTmsiv,
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yMeHbLUAOLWUM BO3MOXHbIE NOMEXM OT paboTatomnx pasinyHblX ObITOBbIX 6€CnNpOBOAHbIX ycTpoincTB — Wi-Fi,
ZigBee, Bluetooth).

Z-Wave npegHa3HayeH ans co3gaHus Hegoporol 1 aHeproadphekTMBHON NOTPEOUTENLCKOW 9N1EKTPOHNKM, B
TOM 4YMCne yCTPONCTB Ha GaTapeikax, Takux Kak ny/ibTbl AUCTAHLMOHHOIO ynpas/ieHusl, AaTumkn abiva,
Temneparypbl, BNaXXHOCTU, AABMXXEHUS U APYTNX A4aTunkoB 6e30MacHOCTU.

2.2 BapuaHTbl UcnosiHeHunA

Yctporictea cepuint NTU-RG oTnnyatoTc HabopoM MHTEPencoB 1 yHKLUNOHAIbHBIMU BO3MOXHOCTAMM,
Tabnuua 1.

Tabnuua 1 — BapuaHTbl UICNONHEHUA

Haumenosanme  WAN LAN Z-Wave FXS R Wi-Fi Wi-Fi USB
LR F 802.11b/g/n  802.11 b/g/n/ac

NTU- 1xGPON  4x1Gigabit - 1 -+ 802.11n, 2*2 - 300 2
RG-1421G-Wac Méut/c - 2.4TTwy

802.11ac, 3*3-1.3
réuwt/c — 5TTu+

NTU-RG-1431G- 1xGPON  4x1Gigabit - 1 -+ 802.11n, 3*3 - 450 2
Wac Méut/c - 2.4TTwy

802.11ac, 3*3-1.3
Féut/c - 51Ty

NTU- 1xGPON  4x1Gigabit - 1 1 + 802.11n, 2*2 - 300 1
RG-1421GC-Wac Méut/c - 2.4TTwy

802.11ac, 3*3-1.3
réut/c — 5Iru+

NTU-RG-1421G- 1xGPON  4x1Gigabit 1 1 -+ 802.11n, 2*2 - 300 2
wz Méut/c - 2.4TTwy

802.11ac, 3*3-1.3
Féut/c - 5TTu+
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2.3 XapaktepucTuka ycTpoicTBa
Ycmpoticmso umeem criedyrowue uHmepghelicbl:

* Mopt RJ-11 Ana noakoveHUs aHanoroBbix TeniepOHHbLIX annaparTos:
* 1 nopt RJ-11;
* 1 nopt PON SC/APC ansa nogxniyeHns K cetu oneparopa;
* Moptbl Ethernet RJ-45 LAN ans nogkntoyeHnsi CeTeBbIX YCTPONCTB:
* 4 noprta RJ-45 10/100/1000BASE-T;
+ MNpuemonepeparumk Wi-Fil1a/b/g/n/ac;
+ 21 nopra USBO A1 NOAK/IOUEHNS BHELLHUX HakonuTenein USB vnn HDD;
+ KoHTponnep "YMHbI gom"?;
+ TMopT Ans noakntyeHns kabenbHoro Tenesngenus (CaTV):
« Ona NTU-RG-1421GC-Wac: 1 nopt RF.

MNMuTaHue TepMmnHasia OCyLLLEeCTBISETCA Yepes BHeLLHNIA aganTtep oT cetn 220B/12B.

T Ycrpoiictea NTU-RG-1421GC-Wac umeet 1 nopt USB 2.0.
2 nsa ycrpoiictea NTU-RG-1421G-WZ.

Ycmpolicmso noddepxusaem criedyroujue chyHKyuu:

* cemesble (hyHKyuUU:
* paboTta B pexume «MocTay» Uim «MapLipyTmsaTopar;
* nopaepxka PPPoE (PAP, CHAP, MSCHAP-aBTopur3auus);
* nopaepxka ctatnyeckoro agpeca v DHCP (DHCP-knmeHT Ha ctopoHe WAN, DHCP-cepBep Ha
ctopoHe LAN);
* nogaepxka UPNP;
* nopaepxka IPSec;
+ nognepxka NAT;
+ nogaepxka Firewall;
+ noggepxka NTP;
* MoAAepXKa MexaHU3MoB KayecTsa 06cnyxmsaHusa QosS;
* noggepxka IGMP snooping;
+ nogaepxka IGMP proxy;
* nopaepxka cpyHkumm Parental Control;
* noggepxka doyHkumm Storage service;
+ Mopaepxka UPNP, SMB, FTP, DLNA, Print Server;
* VLAN B cootBeTcTBum ¢ IEEE 802.1Q.

* nogaepxka ctaHaaptos 802.11a/b/g/n/ac;

* OfHOBpeMeHHasa paboTa B AByx AnanasoHax: 2.4y n STy,
* IP-menegpoHus:

* nogpepxka npotokona SIP;

« ayauokogeku: G.729 (A), G.711(A/U), G.723.1;

+ ToS gna naketos RTP;

+ ToS pgna naketos SIP;

* axokomneHcauus (pekomeHgaumn G.164, G.165);

+ netekTop TuwwwMHbI (VAD);

* reHepartop KOMOPTHOrO LWyMma;

+ 0OHapyxeHue n reHepuposaHune curHasnios DTMF;

+ nepegaya DTMF (INBAND, RFC2833, SIP INFO);

* nepepava pakca: upspeed/pass-through. G.711, T.38.


https://docs.eltex-co.ru/pages/viewpage.action?pageId=96927764#NTURG.%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE%D0%BF%D0%BE%D1%8D%D0%BA%D1%81%D0%BF%D0%BB%D1%83%D0%B0%D1%82%D0%B0%D1%86%D0%B8%D0%B8[3.30.3_admin]-NTU_note_2
https://docs.eltex-co.ru/pages/viewpage.action?pageId=96927764#NTURG.%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE%D0%BF%D0%BE%D1%8D%D0%BA%D1%81%D0%BF%D0%BB%D1%83%D0%B0%D1%82%D0%B0%D1%86%D0%B8%D0%B8[3.30.3_admin]-NTU_note_2

NTU-RG-14xx. PykoBOACTBO N0 3KCnayaraumu (user)
* ¢pyHKkyuu 4BO:
* yaepxaHue BbizoBa — Call Hold;
* nepepgava BbizoBa — Call Transfer;
* yBeAOoM/IEHME O NOCTYMNAeHNM HOBOro BbidoBa — Call Waiting;
+ 6e3ycnoBHas nepeagpecauus — Forward unconditionally;
* nepeagpecauus no Heotsety — Forward on «no answer»,
* nepeagpecauus no 3aHaToctn — Forward on «busy»;
+ onpegenutens Homepa Caller ID no ETSI FSK;
+ 3anper Bblgaum Caller ID (aHOHMMHBIN 3BOHOK) — Anonymous calling;
+ Tennasa nuHua — Warmline;
* TMBKMIN NNaH Hymepauuuy;
* MHOMKaLMA O Ha/IMYMK COOBLLLEHNIA HA TONOCOBOI novte — MWI;
+ BN10KMpOBKa aHOHMMHbIX 3BOHKOB — Anonymous call blocking;
* 3anpert Ha ncxogsawme Bbi3oBbl — Call Barring;
+ "He 6ecnokonTb" — DND.
+ 06HosneHue O yepes Web-unmepdpetic, TR-069, OMCI;
* yoa/IeHHbIU MOHUMOPUHE, KOHbu2ypuposaHUe U HacmpolKa:
+ TR-069;
+ Web-nHTepdeiic;
« OMCI;
+ Telnet.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa obopyanosarHma NTU-RG.

(omm B CNAMTTED

5 GHz
( 2.4GHz
4 ( 72

Wi-Fi IEEE 802.11 NTU-RG-1421G-Wac
NTU-RG-1431G-Wac

Wi-Fi IEEE 802.11
NTU-RG-1421GC-Wac

wi
S e

— —— USB flash,
MK TenedonHblit  USB flash, HDD nK HDD
annapar TenedoHHbIA

annapart Teneeumsop

PucyHok 1 — Cxema npumeHeHmna NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac

USB2.0
1GE

USB2.0
coax




NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)
yon

9
4

HKX

o~
7
n L— -\ CeTtb onepatopa
w

AGOHEHT S

N
r@(tc ﬁ o)@@

NTU-RG-1421G-WZ
PucyHok 2 — Cxema npumeHeHust NTU-RG-1421G-WZ

0O6nauHbIi
cepsep

H NTU-RG-1421G-WZ

2.4 OCHOBHble TeEXHMYECKMe napameTpbl
OCHOBHblE TEXHMYECKME NapaMeTpbl TEPMUHASIOB NPUBELEHBI B Tabnmue 2:
Tabnuua 2 — OCHOBHblE TEXHWYECKME NapaMeTpbI

MpoTtokonbi VolP

MopaepxvBaemMble NPOTOKO/bI SIP
Ayauokoaeku
Kogekun G.729, annex A
G.711(A/p)

G.723.1 (5,3 Kbps)
Mepepava cakca: G.711, T.38

MapameTpbl uHTepcpeiicoB Ethernet LAN

KonnuectBo nHTepdeicos 4
DNeKTPUYECKUn pazbem RJ-45
CkopocTb nepegauun, Méut/c AsTtoonpegenenue, 10/100/1000 MéwnT/c,

aynnekc/ nonygynnekc

Moaaepxka ctaHAapToB IEEE 802.3i T0BASE-T Ethernet
IEEE 802.3u T00BASE-TX Fast Ethernet
IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3x Flow Control

10



NapameTtpbl uHTepcpeiica PON

KonnuectBo nHtepdeiicos PON

Moaaepxka cTaHaapToB

Tvn pasbema

Cpepa nepegaun

KoathhunumeHT passeTsieHus

MakcrmMasibHas fasnibHOCTb AeCTBUA
Mepepatyuk:

CKopocCTb coefnHeHns upstream

MolLUHOCTb nepeparymka

LUunpuHa cnekTpa ontudeckoro uanyyenms (RMS)
MNpremHuK:

CkopocTb coegnHeHust downstream

UyBCTBUTE/ILHOCTb MPUEMHIKA
MapameTpbl aHA/IOrOBbIX AaGOHEHTCKUX NOPTOB

KonnuecTtBo noptos
ConpoTtusneHune wneiida

Mprem Habopa

NTU-RG-14xx. PykoBoacTBO no akcnayataumm (user)
IEEE 802.3 NWay auto-negotiation

ITU-T G.984.x Gigabit-capable passive optical networks
(GPON)

ITU-T G.988 ONU management and control interface (OMCI)
specification

IEEE 802.1Q Tagged VLAN
IEEE 802.1p Priority Queues
IEEE 802.1D Spanning Tree Protocol

SC/APC
cootBetcTByeT ITU#T G.984.2

OMTOBOSIOKOHHbIN kabenb SMF - 9/125, G.652
no 1:128

20 km

1310 Hm

1244 MéuTt/c

+0,5 o +5 dBm

T nm

1490 Hm

2488 Iéut/c

0T -8 10 -28 dBm

00 2 KOm

UMMY/bCHbIA/YacTOTHbIA (DTMF)

Bblgaua Caller ID ecTb
MapameTpbl 6ecnpoBogHoro nHtepderica Wi-Fi
Mogenb NTU-RG-1421G-Wac, NTU-RG-1421GC-Wac, NTU- NTU-RG-1431G-Wac
RG-1421G-WZ
CraHgapT 802.11a/b/g/n/ac 802.11a/b/g/n/ac

11



YacToTHbI AnanasoH

Mogaynauus

CkopocTb nepenaun
AaHHbIX, MbuTt/C

MakcnmanbHas
BbIXO04Has MOLLHOCTb
nepegarymka

MAC-npoTtokon

Be3onacHocTb

Mognepxka
OnepaunoHHON CUCTEMBI

KonnyecTtBo aHTEHH

KoachpuuueHTom
YCWUIEHNS @HTEHHbI

Pab6ounit gnanasoH
TemnepaTtyp

YnpaBneHue

JNlokasnbHoe ynpasrieHve

YpaneHHoe ynpasneHue

OG6HOB/IEHNE NPOrpamMmMHOro obecneveHns

NTU-RG-14xx. PykoBoacTBO no akcnayataumm (user)

2400 ~ 2483.5 Ml'y, 5150 ~ 5350 MrI'u, 5650 ~
5850MrI'y

OpHoBpemeHHast paboTa B [ByX YaCTOTHbIX
AnanasoHax (Simultaneous Dual Band)

CCK, BPSK, QPSK, 16 QAM, 64 QAM, 256 QAM

- 802.11b/g/n: 1-13

- 802.11a/ac: 36-64, 132-165

—-802.11b: 1; 2; 5,51 11 Méut/c

-802.11g: 6,9, 12, 18, 24, 36, 48 n 54 Méut/c

- 802.11n: 300 M6uT/c (kaHan 20 MI'u), 450 M6uT/
c (kanan 40 Mru)

- 802.11ac: 1300 Méut/c (80 MI'u)

- 802.11b (11 M6uT/c): 174BM
- 802.11g (54 M6ut/c): 1546M
- 802.11n (MCS7): 15 aBM
- 802.11ac (5 Iw): 19 ABM

CSMA/CA mogens ACK 32 MAC

64/128-6uTHoe WEP-LunchpoBaHve faHHbIX;
WPA, WPA2

802.1x

AES &TKIP

2400 ~ 2483.5 MI'u, 5150 ~ 5350
Mrlu, 5650 ~ 5850 MT'L,

OpHoBpemeHHas paboTa B AByX
YaCTOTHbIX AnanasoHax
(Simultaneous Dual Band)

CCK, BPSK, QPSK, 16 QAM, 64 QAM,
256 QAM

-802.11b/g/n: 1-13
- 802.11a/ac: 36-64, 132-165
-802.11b:1;2; 551 11 Méut/c

-802.11g:6,9, 12,18, 24, 36,48 n 54
Mént/c

- 802.11n: 300 M6uT/c (kaHan 20
MIw), 450 M6uT/c (kaHan 40 MIL)

- 802.11ac: 1300 M6ut/c (80 MI'u)

Windows XP 32/64, Windows Vista 32/64, Windows 2000, Windows 7 32/64

Linux, VxWorks

2.4Try-2x2, 5y, - 3x3

5 dBi

ot 0 go +70°C

Web-nHTtepdeiic

2.4 7Ty, - 3x3,
5y - 3x3

Telnet, TR-069, OMCI

OMCI, TR-069, HTTP, TFTP

12



NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

OrpaHuyeHue gocTtyna Mo Naporsto

O6wme napameTpbl

MutaHue apantep nutaHus 12V DC /220 AC
MoTpebnsemas NTU-RG-1421G-Wac He 6onee 15 BT
MOLLIHOCTb
NTU-RG-1431G-Wac He 6osnee 15 BT
NTU-RG-1421GC-Wac He 6onee 15 BT
NTU-RG-1421G-WZ He 6onee 15 BT
Pabounin gnanasoH Temnepatyp oT +5 go +40°C
OTHOCUTENbHAs BNaXHOCTb 0o 80 %
Mabaputsl NTU-RG-1421G-Wac 187 x 32 x 120 Mmm
NTU-RG-1431G-Wac 187 x 32 x 120 mm
NTU-RG-1421GC-Wac 217 x 49 x 120 mm
NTU-RG-1421G-WZ 187 x 32 x 120 mm
Macca 0,3 kr

2.5 KOHCTpYyKTMBHOE MCMO/IHEHME

2.5.1 NTU-RG-1421G-Wac/ NTU-RG-1421G-WZ/ NTU-RG-1431G-Wac
ABOHEHTCKUIA TeEpMUHAN BbINOJIHEH B BUE HACTOMIbLHOMO U3AENUst B N1AaCTUKOBOM KOpryce.

BHelLHWIA BUA 3aHEN NaHenn yCTPOoCcTBa NPUBEAEH Ha PUCYHKE 2.

ON/OFF 12V PON

g mED @

1 2 3 4 5 6

PucyHok 2 — BHewHwuii Bug 3agHeii naHenn NTU-RG-1421G-Wac, NTU-RG-1421G-WZ, NTU-RG-1431G-Wac
Ha 3azHein naHenn ycTpoiicTBa pacnonoXeHbl cneayowme pa3bemMbl U OpraHbl ynpasieHus, Tabnvua 3.

Tabnuua 3 — OnnucaHve pa3beMOB, M OPraHoB yrNpaBneHns 3agHein naHenn

Ne AnemeHT 3agHen naHenu OnucaHue

1 On/Off KHOMKa nuTaHna

13



NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

AnemeHT 3aAHeii naHenn OnucaHune

12v pasbem NoAKMI0YEHUs aganTepa NUTaHus

PON pazbeM SC (posetka) PON ontuueckoro nHtepdeiica
GPON

UsB 2 pasbeMa 4715 NOAKIYEHWS BHELLIHUX HAKONUTeNe u
apyrux USB-ycTpoiicT

Phone 1 pazbem RJ-11 gns nogk04eHNs aHa/10roBbIX
TenedgoHHbIX annapaTos

LAN 10/100/1000 1..4 4 paszbema RJ-45 gnia nogknoyeHns CETEBbIX YCTPOICTB

BHeluHWIA BMA 60KOBOI 1 BepxHeit naHenei yctpoiictBa NTU-RG npmBeaeH Ha pucyHkax 3 un 4.

|lcooocoooooooooo
0000 O0O0COOCOODOODODODO
000000000 00O0O0O0O0
o000 OQ0OOQCOQOOOCODOOODO
0000000000000 0O0

o

o ¢
o0000DO0O0
0000000

oo0oo0oo0000

X ocoooe

o
000000000000

0000000000000 0000OO

00000000
CR-IE - -
0000000 O0COD0OD0OO0CO0OOO
0000000000000 0O0
o0 00Q0Q0CQOQOODOOQODOODOO
0D00D00000CO000C000O0

CoO0C0O0O0O0OO0QCODOO

o000

7
8
9
10
11
12 ,
1
13 o CD o a> o W WA ws TTED 3 TN
[1mi=nmin] D =D mj
! | J
14 15 16

PucyHok 3 — BHewHuit Bug, BepxHeli naHenn NTU-RG PucyHok 4 — BHelwHWli Bug 6okoBol naHenn NTU-RG

Ha BepxHeli naHenim ycTpoiicTBa pacnosioXeHbl cneayoLime niamkatTopsl, Tabnvua 4.

Ta6bnuua 4 — OnucaHve NHAMKaToOPOB BEPXHel naHenu

Ne

10

OnemMeHT BepXHeW naHenu

“ Q % C

OonucaHuve

NHOWKaTop NUTaHnA n ctartyca paﬁDTbl

nHAMKaTop PaboTbl ONTUYECKOTo UHTepdelica

WHAMKATOP COCTOAHMS cepBurca «MHTEpHET»

WHOMKATOp akTMBHOCTU nopta FXS

14



NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

Ne 3nemeHT BepxHeii naHenu OnucaHue

11 "E-"‘ 2.4 nHavkarop aktusHoctn Wi-Fi B amanasoHe 2.4 'y,
12 "'-5"‘ 5 nHavkatop aktmsHoctn Wi-Fi B ananasoHe 5Ty,
13 I"'l' 1.4 nHamkaTopbl paboTtel Ethernet-noptos

Ha 60K0BOIi NaHenu ycTpoicTBa pacrnosioxkeHbl ceaytoLme KHomkuy, Tabnuua 5.

Ta6nuua 5 — OnncaHne KHONoK 6OKOBOI NaHenu

Ne dnemeHT 60KOBOI NaHenu OnucaHue

14 Reset oyHKLUMOHasIbHas KHOMKa A1 nepesarpysku yCTpoiicTea u
cbpoca K 3aBOACKMM HacTpolikam

15 Wi-Fi KHOMKa BKNHUeHus/BbiktoueHna Wi-Fi

16 WwPS KHOMKa 4/19 aBTOMaTUYeCKOoro 3alnLeHHOro NoakItoveHus K
cetn Wi-Fi Ha ycTpolicTBe

2.5.2 NTU-RG-1421GC-Wac
ABOHEHTCKUIA TeEpMUHAN BbINOJIHEH B BUE HACTOMIbLHOMO U3AENUst B N1AaCTUKOBOM KOpryce.

BHelLHWIA BUA 3aHEN NaHenn yCTPOocTBa NPUBEAEH HAa PUCYHKE 5.
I [ I \
) = A
. [
‘WiFi  WPS m H=

| = ' 1 J/

L w—

12 3 4 5 6 78910

PucyHok 5 — BHelwHwnii Bua 3aaHel naHenn NTU-RG-1421GC-Wac
Ha 3agHei naHenun ycTpoiicTBa pacnonoXeHbl cneayowme pasbeMbl U OpraHbl ynpasieHus, Tabnvuya 6.

Ta6nuua 6 — OnvcaHre pa3beMOB, U OPraHOB yrpaB/ieHUsi 3afHel NaHenm

Ne OnemeHT 3agHel naHenu OonucaHue

1 On/Off KHOMKa NUTaHus

2 12v pasbeM NogkloveHnsa agantepa nuTaHus

3 usB pasbem A5 NoAKNHYEHUS BHELUHNX HAKONUTeNein n agpyrmx
USB-ycTpoiicTs

4 TV pasbem RF ans nogkntoueHns kabenbHoro TenesnaeHus (CaTV)



10

AnemeHT 3a4Hel naHenu

Phone

LAN 10/100/1000 1..4
Wi-Fi

WPS

PON

NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

OonucaHue

pasbeM RJ-11 g8 nogknoyeHnss aHasioroBoro TesiedoHHOro
annapara

4 pasbema RJ-45 ons nogkioueHns ceTeBbiX YCTPOICTB
KHOMKa BKNoUeHus/BbiktoveHnsa Wi-Fi

KHOMKa ANs1 aBTOMaTUYECKOro 3aLyLLEHHOTO NOAKMOUEHNS K
cetn Wi-Fi Ha ycTpolicTBe

(PYHKLMOHa/TbHas KHOMKa A/19 nepesarpysku ycTpolicTea 1
cbpoca K 3aBOACKMM HacTpolikam

pasbem SC (po3eTka) PON ontudeckoro nHtepdeiica GPON

BHewHwnin Bug nepegHein naHenu yctporictea NTU-RG-1421GC-Wac npvBefeH Ha puUcyHke 6.

13 14 15 16 17

PucyHok 6 — BHeluHwnid Bua nepegHeit naHenn NTU-RG-1421GC-Wac

Ha nepefHeii naHenn ycTpoiicTBa pacno/oXeHbl CrieayoLie MHAYKaTopsbl, Tabnuua 7.

Ta6nuua 7 — OnucaHne UHAMKATOPOB NepeaHeli naHenu

Ne

11

12

13

14

15

16

17

OnemMeHT BepXHeW naHenu

PON
Status
LAN 1..4
Wi-Fi (2.4)
Wi-Fi (5)
Phone

TV

Power

OonucaHue

WHAVKATOpP NUTaHWA 1 ctatyca paboTbl

nHAamKaTop ctatyca koHdurypauum u MO ycTpoicTea
nHamkaTop pabotbl Ethernet-noptoB

nHgukartop aktnsHoctu Wi-Fi B ananasoHe 2.4 'y,
nHgukatop aktneHoctn Wi-Fi B gnanasoHe 51Ty
WUHOUKATOp akTMBHOCTM nopta FXS

UHAVKaTop akTuBHOCTU CaTV

NHONKaToOP NTaHuA
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NTU-RG-14xx. PykoBoacTBO no akcnayataumm (user)

2.6 CpetoBas nHgukauus

2.6.1 NTU-RG-1421G-Wac, NTU-RG-1421G-WZ, NTU-RG-1431G-Wac

Tekylllee COCTOsIHME YCTPOICTBA OTOGPaXKaEeTCs NPU NOMOLLIM MHAMKATOPOB, PACMOMOXEHHbIX HA NnepeaHel
naHenu.

MepeyeHb COCTOSIHWIA MHAUKATOPOB NpuBeeH B Tabnuue 8.

Ta6nuua 8 — CBeToBasi HAMKAaLMS yCTPOCcTBa

Nuaukatop CocTosiHMe nHpuMKaTopa CocTosiHue ycTpoiicTBa
I"'l' 1.4 3eNeHblli ycTaHoB/eHo coefmHexve 10/100 Méut/c
OpaHXeBblit ycTaHoB/1eHo coefumHeHne 1000 MouT/c
Muraet NpoLEecc NakeTHON nepefayn AaHHbIX
J roput TeneoHHasa TpybKa cHATa
Muraet NopT He 3aperncTpmMpoBaH 1 He NpongeHa

aBTopu3auus Ha SIP-cepsepe

MeAJ/IEHHO MUraeT NpVem curHasa Bbi3oBa
= o4 3eneHblit ceTb Wi-Fi akTvBHa
mMuraet npoecc nepefayn gaHHbix no Wi-Fi
He roput cetb Wi-Fi He akTnBHa
ﬁ He ropuT NHTEpenc c NpM3HakoM VIHTEPHET He
CKOHchurypuposaH
3e/1eHbli nHTepdeic c npusHakom NHTepHeT

CKOHCOUIryprpoBaH, Ha Hem nonyueH IP-agpec

OpaHXeBbIi NHTEpdenc ¢ npu3Hakom VIHTepHeT
CKOHAUrypupoBaH, Ho IP-agpec Ha HeM He
nony4eH
MUraeT 3e/1eHbIM npouecc o6HoBneHus MO Ha ycTpoiicTee
_* He roput NPOLECC 3arpysku ycTpoiicTea
3e/1eHblid YCTaHOB/IEHO COEAMHEHNE MEXAY CTaHLMOHHbIM

onTn4yeCknMmMm TepMnUHasIoM “ yCTpOI7ICTBOM

MUraeT 3e/eHbIM YCTaHOB/MEHO COEAVNHEHWE MEX/Y CTAHLVIOHHbBIM
ONTUYECKMM TEPMUHAIOM 1 YCTPOKCTBOM,
YCTPOICTBO HE aKTUBMPOBAHO

17



NHpnkaTop CocTtosiHne nHgukaropa

MUraeT KpacCHbIM

C} He roput

KpacHblii

3eNeHblli
OpaHXeBblit

2.6.2 NTU-RG-1421GC-Wac

NTU-RG-14xx. PykoBoacTBO no akcnayataumm (user)

CocTosiHue ycTpoiicTBa

HET CUrHasia OT CTAHLIMOHHOMO ONTUYECKOTO
TepMuHana

YCTPOICTBO OTK/IHOUEHO OT CETU NUTAHUSA UK
HencnpasHo

BO3HWK/IM NMPo6/ieMbl MK 3arpy3ke ycTpolicTea

MpOoLecC 3arpy3Kku 3aBepLLEH, Ha YCTPOiicTBe
yCTaHoBMEeHa KOoHQUrypauus, oTiMuHas ot
KOHpUrypaLmm no yMo4aHuio

MPOLLECC 3arpy3kn 3aBepLUeH, Ha yCcTpoiicTBe
yCTaHOB/MIEHa KOHUrypauysi no ymMonyaHuo

Tekyllee COCTosIHME YCTPOoCTBA 0TOGPaKaEeTCs NPU NOMOLLIM MHAMKATOPOB, PACMOMOXEHHbIX HA NepeaHel

naHenu.
MepeyeHb COCTOSIHWI MHAUKATOPOB NpuBeaeH B Tabnuue 9.

Ta6nuua 9 — CeeToBasi MHAMKALMS YyCTPOCTBA

LED-uHgukaTop CocTtosiHue LED-uHguKaTopa CocTosiHue ycTpolicTBa

PON He ropuT

3€e/1eHbIN

MUTraeT 3e/1IEHbIM

KpacHbliA

Status He ropuT

3€e/1eHbIN

npoLecc 3arpy3ku ycTpoiicTea

YCTaHOB/IEHO COeAMHEHNE
MeXAay CTaHLUMOHHbIM
ONMTUYECKMM TEPMUHASIOM U
YCTPOIACTBOM

ownbKa ayTeHTUdMKaumm Ha
CTaHLMOHHOM ONTUYECKOM
TepMuHane

HEeT CurHasia ot CTaHUMOHHOTIO
OonTnYyeckoro TepMmmHana

YCTaHOB/IEH CTaTUYECKNIA
PEXUM paboTbl UK PEXMM
mocTa ans nHtepdeiica WAN
(PPP-kNMEHT He 3anyLueH)

YCTPOICTBO YCNELLHO
aBTOPU30BAHO Ha CTAHLVIOHHOM
onTtnyeckom TepmuHane (PPP-
ceccusi 3anylueHa Ha
nHTepgeiice WAN)
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LED-nHAUKaTop

LAN P1/P2/P3/P4

Wi-Fi 2.4/5

Phone 0

vV

Power

NTU-RG-14xx. PykoBoacTBO no akcnayataumm (user)

CocTosiHne LED-uHgun Katopa

OpaHXeBblit

3€e/1eHbIN

OpaHXeBblit

mMuraet

3€e/1eHbIN

Muraet

He ropuT

3€e/1eHbIN

MUraeTt

mMegsieHHo Muraet

He roput

KpacHbIii

OpaHXeBblil

He ropuT

3€e/1eHbIN

OpaHXeBblit

KpacHblIii

CocTosiHue ycTpoiicTBa

YCTPOWCTBO HE aBTOPU30BAHO
(PPP-ceccust He 3anyLieHa Ha
nHTepdeiice WAN)

YCTaHOB/IEHO COeAMHEHMNE
10/100 M6uTt/c

ycTaHoB/ieHo coeguHeHne 1000
Moéut/c

npouecc nepegadn nNakeTHbIX
[aHHbIX

cetb Wi-Fi akTnBHa

npouecc nepegayn AaHHbIX No
Wi-Fi

cetb Wi-Fi He akTuBHa

Tpy6Ka CHSITa C pbluara

MOpT He 3aperncTpMpoBaH uu
Ha SIP-cepBepe He 3aBepLueHa
aBTopusauus

nonyvyeHne CurHasia BbisoBa

RF-nopt oTkNtoueH
TB-curHan HegocTyneH

YPOBEHb CUTHas1a He
COOTBETCTBYET HOPMa/IbHOMY
(6onee +2 nbm)

yCTpOI7ICTBO OTK/TOYEHO OT CETU
nnTaHna nnm HemcrnpasHO

TeKylme HacCTPOWKK YCTpoiicTBa
OT/IMYAOTCS OT HACTPOEK MO
YMOYaHWIO

c6poc ycTpolicTBa K 3aBOACKUM
HacTpolikam

NpoLecc 3arpy3ku yCTpoiicTea
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NTU-RG-14xx. PykoBoacTBO no akcnayataumm (user)

2.6.3 WNHpukaumsa natepdpelicos LAN

Pexumbl paboTbl, 0TO6paxaeMble nHankatopammn Ha noptax LAN Ha 3agHei naHenu ycTponcTsea, NpyBeaeHbl
B Tabnumue Tabnmua 10.

Tabnuua 10 — CeeToBas nHankauma nHtepdeicos LAN

PeXxumbl paboThbl XenTtbii uHguKaTop 3eneHblii HAVKATOP

MopT pa6oTtaet B pexxume T000BASE-T, HeT ropuT NOCTOAHHO ropuT NOCTOAHHO
nepegayn AaHHbIX

MopT pa6oTtaet B pexxume T000BASE-T, ecTb ropuT NOCTOAHHO Muraet
nepegava faHHbIX
MopT pa6boTtaet B pexxume 10/100BASE-TX, HeT He roput rOpUT NOCTOSAHHO

nepeaayn faHHbIX

Mopt pabotaeT B pexume 10/100BASE-TX, ecTb  He ropuT mMuraet
nepegava faHHbIX

2.7 Tepe3sarpy3ka/cbpoc K 3aBOACKNUM HACTPOVKam

[nsa nepesarpy3kn yCTPOMCTBA HY)XXHO OAHOKPATHO HaxKaTb KHOMKY «Reset» Ha 60KoBOI naHenun nsgenvs. Ans
3arpysku yCTpoicTBa C 3aBOACKMMUN HACTPOViKaMy HEO6X0AMMO HaxaTb M yaepXumBaTb KHOMKY «Reset» 7-10
cekyHpg, noka nHagnkarop POWER He 3aroputca kpacHbim ceeToM. [Npu 3aBoAacknx yctaHoBkax IP-agpec: LAN -
192.168.1.1, macka nogcetn — 255.255.255.0. loctyn Bo3moxeH ¢ noptoB LAN 1, LAN 2, LAN 3 n LAN 4.

2.8 KomnneKkt noctaBku
B 6a30BbIil KOMNIEKT NocTaBku ycTpoiictBa NTU-RG BXoasT:

+ aboHeHTCKNin onTnyecknii TepmuHan NTU-RG;
« apanTtep nutaHus 220/12;

* MamsiTka 0 AOKYMeHTaLuy;

* PYKOBO/CTBO MO 3KCcnayaTauumm.
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NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)
3 ApXI/ITeKTypa yCTpOVICTB

3.1 Apxutektypa NTU-RG

wl0.1 wl0.2 wl0.3 wil wil.1 wil.2 wil.3

Filter 7 Filter 8 Filter 9 Filter 10 Filter 11 Filter 12 Filter 13
Marking 7 Marking 8 || Marking 9 Marking 10" IMarking 111 Marking 12 Marking 13

Filter 1
Marking 1

Filter 2
Marking 2
PON J

gpondef WANConnectionDevice

Marking 5

Filter 3

Marking 3

Filter 15 Filter 14 .
Filter 4

Marking 4
IPInterfacel

PucyHok 7 — Jlornyeckas apxutektypa yCTpoicTBa C 3aBOACKONM KOHpurypaumen
OCHOBHbI€ 3/1eMEeHTbI YCTPOWicTBa:

+ onTu4yeckuii npuemo-nepepatuuk (SFF-mopynb) — npeaHasHaveH ans npeobpasoBaHns ONTUYECKOro
CUrHana B aN1eKTpUYeCKuii;

+ npoueccop (PON-uun) — siBnsieTcs KOHBepPTOPOM UHTepdeiicoB Ethernet u GPON;

+ Wi-Fi mogynu — npegHasHayeHbl o1 opraHu3aumm 6ecnpoBogHbIX MHTepencoB Ha yCTpoICTBe.

Mpw 3aBoACKOM (HaYasibHOI) KOH(IMUIypaLuymn B yCTPOCTBE NPUCYTCTBYIOT CriefytoLme ormyeckne 611oku
(PvicyHok 7):

* Bri;

+ Voice (6nok IP-TenecoHum);

+ eth0..3;

+ FXSO0;

« wl0, wi0.1..wl0.3, wi1, wi1.1..wl1.3;

* ppp0.1;
* |PInterface.

Bnok br1 B gaHHOM cnyyae npegHasHayeH s oobeanHeHmsa noptos LAN B ogHy rpynny.

Bnoku eth0..3 chusnueckn asnsawTca Ethernet-noptamu ¢ pasbemom RJ-45 ansa nogknitovenus MK, STB nau
Opyrux ceTeBbiX YCTPOWUCTB. JIOrnyeckn Bk/ItoUeHbl B 6110k br1.

Bnok FXS0 dm3nyeckn ssnseTca noptom ¢ pasbemoM RJ-11 onsa nogxnoveHns aHasioroBbiX TefiePOHHbIX
annapaTtoB. Jlornyecku BktoUYeH B 610k Voice. YnpasreHne 6510koM Voice MOXET OCYLLIECTBNATLCA Yepes
WEB-nHTepdpeiic, a Takke yganeHHo ¢ nomouwbto cepsepa ACS no ctaHgapty TR-069. B aaHHOM 6710ke
3agatoTcs napameTpbl cepsuca VolP (agpec SIP-cepsepa, HoMep TenedoHHoro annaparta, ycnyrv 4BO v T. 4.).

Bnokn wil0, wl0.1...wl1.3 aBnsatoTca nHtepcpencamm ans nogknoverHus Wi-Fi-mogyneii. Bnokun wl0 asnsoTcs
nHTepdencamn ans paboTel B AnanasoHe 2.4 Ty, 6noku wil — B gnanasoHe 5Ty,

Bnoku Filter n Marking npeiHasHaueHbl 4151 BKIKOYEHUST NTOKaUTbHBIX MHTEPDECOB B 0gHY rpynny (B
610k br1). OTBeuatoT 3a NpaBuia NPOXoxaeHUst Tpadmka, 6roku Filter oTBeyatoT 3a BXOASALLMIA Tpadhmk Ha
nHTepdeiice, 6nokn Marking — 3a ncxogawmin.

Bnok IPInterface npeacraBnsieT coboii HeKMiA NOrMYecknini 0GLEKT, HA KOTOPOM pacnonaraetcs IP-agpec ons
A0CTyna B /I0KaU1bHOW ceTu, a Takke cepsep DHCP, pasgatowuii agpeca kaveHTam.
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NTU-RG-14xx. PykoBoacTBO no akcnayataumm (user)
Bnok ppp0.1 sensetca WAN-uHTepgeinicom poytepa. B 3aBoAcKoi KOHUrypaumm aToT nHtepdelic ssnsaetcs
NHTEepdIencom No ymonyaHuio ansa pabotbl Taknx ycnyr, kak IHTepHeT, IP-TenedoHus, ynpasnieHue
ycTpoicTBoM no ctaHaapty TR-069 u IP-tenesngeHue.

Mpwn noakntoueHun K yctpoiictey OB (yCTaHOBEHUM YCNELHOTO COeAMHEHNS CO CTAHLMOHHBIM ONTUYECKAM
ycTpoiictBom OLT) gononHutensHo cospaetcs 610k gpondef npy nomowm npotokona OMCI (ONT
Management and Control Interface). Bnok o6ecneuvBaeT cBsi3b aGoOHEHTCKOro ycTpoiictea ONT co
CTaHLUMOHHbIM.
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NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

4 Hactporika NTU-RG-1421G-W, NTU-RG-1421G-WZ, NTU-RG-1431G-W, NTU-
RG-1421GC-W uepe3 web-untepdpeirc. loctyn nonb3oBarens

[nsa Toro 4To6bI NPON3BECTU KOH(IUTYPUPOBaHME YCTPOICTBA, HEOBXOAMMO NOAK/IHUYNUTLCS K HEMY Yepe3 web

browser (nporpammy Ana npocMoTpa rMnepTeKCTOBbIX AOKYMEHTOB), Hanpumep, Firefox, Google Chrome. s

3TOro Heo6XxoAMMO BBECTM B afipeCHOI CTpoke 6pay3epa IP-agpec ycTpolicTa (Npu 3aBOACKMX yCTaHOBKaX
agpec: - 192.168.1.1, macka nogcetu — 255.255.255.0).

Mocne BBefeHus IP-agpeca ycTpoiicTBO 3anpoCuT UMS NO/b30BaTeNs 1 Naposib.

ABTOpMZaLUA
WmM= nonescearens

MNapont

Bxog

Vima nonb3oBatens user, naposb user.

Bo n3bexaHve HecaHKLMOHMPOBAHHOIO AOCTYNa Npy fasibHelLwein paboTe ¢ yCTPOWCTBOM peKOMeHAyeTCs
M3MeHNTb Naposb (pasgen MNoavetio «aponv». HacTpolika KOHTposist gocTyna (ycTaHoBeHMe naporneid)).

Hwxe npeactaBneH o6LWuiA BUA, OKHA KOHCpMUIyprpoBaHust ycTpoiicTBa. Cneea pacnosioxXeHo AepeBo
HaBurauMm No MeH HacTPoek 0GLEKTOB, CNpaBa — 061acTb peAakTMpPoBaHUs NapaMeTpoB.

user

NTU-RG-1421G-Wac
En Ru

WHpopmauma 0b ycTpoicTee WHgopMauma o6 ycTporcTee / Obwee
PacLIMpeHHbIE HaCTPORKA
BECnpOBOHAA CBA3L Tun nnatsi: NTU-RG-1421G-Wac
Xpanumia NMpou3BoAHTE Nb: ELTEX
YnpasnexHue CepuilHbli HOMEP YCTPOKWCTBa: GP2FD67891

CepHiiHbIA HoMep PON: 454C545866042478

OcHOBHOW WAN MAC: E0:D9:E3:56:87:B0

WpeHTHGhHKATOP NNAThI: 968380GERG

Bepcus nnatgopMbl: 2v6

Bepcua NO: 3.50.0.1342

Bepcua pesepsHoro No: 3.50.0.1342

CRC obpasa 1 (AKTMBHBIN): DF845AD0

CRC obpasa 2: DF845AD0

Bepcusa 3arpy3sqmnka (CFE): 1.0.38-118.3

Bepcua GecnpoBoaHoro apawsepa 5GHz: |7.35.260.80018

Bepcua GecnposoaHoro apaWsepa 2.4GHz: | 7.14.164.23.cped.16L05patch3xpon

[cucremnoe Bpema: [ur. a8 101:45:53 1970 |
[Bpema 8 pabore: [on 14 45m s3C |
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4.1 MeHo «MHdopmaymsa 06 ycTporcTee»

4.1.1 NoameHto «O6LLEE»

NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

WNHdopMmauua ob ycTpoiicTee / Obuee

Tvn nnatbl: NTU-RG-1421G-Wac
NMpon3BoguTeNb: ELTEX

CepHAHBLIA HOMep YCTPOWCTEA: GP2F067891

CepuiHLIA HOMep PON: 454C545866042478
OcHoBHOW WAN MAC: E0:D9:E3:56:87:B0
WoeHTudHKaTop NAaThi: 96838B0GERG

Bepcua nnatdopmel: 2v6

Bepcua NO: 3.50.0.1342

Bepcua pesepeBHoro MNO: 3.50.0.1342

CRC obpaza 1 (AKTHBHEIA): DF845AD0

CRC obpaza 2: DF845AD0

Bepcua 3arpysunka (CFE): 1.0.38-118.3

Bepcua becnpoBogHoro gpaWsepa 5GHz: |(7.35.260.80018

Bepcusa becnpoeopgHoro gpaneepa 2.4GHz: |[7.14.164.23.cpe4.16L05patch3xpon
CUCTeMHOE BpeMA: YT. AaHe. 1 01:45:53 1970
Bpemsa B paboTe: 00 14 45M 53C

4.1.2 NoameHo «WAN». lHdhopmaumsa 0 COCTOSAHUK CEPBMCOB

4.1.2.1 TlModmeHr «Obwee». Obwasi uHghopmayusi

B AaHHol BKNagke BbIBOAUTCS MHDOPMALMS O CYLLECTBYIOLLMX KOHUIypauusx nHtepdeiica WAN.

Hudropmauua ob yorpoiictee /| WAN [ 0bwee

HuTepdeiic

Onucanune | Tun

Igmp

VianMuxId | IPv6

Igmp MLD
Src I':I];E Src | NAT
Brn Brn

Firewall

Crartyc

Ipv4
Appec

Ipve
Apnpec
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4.1.2.2 MoomeHo «[1o0po6HO». [100pobHas uHhopmayusi

NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

B aaHHOI BKaake BbIBOAMTCS NOApPO6GHas MHhopMaumsi 0 CyLLECTBYIOLLMX KOHUIypauusix MHTepdelica

WAN.

[lna npocmoTpa AocTynHa creaytollasn nHhopmauusi o cepBucax:

Wudopmayma ob ycrpoiictee { WAN [ MogpobHo

WAN cepeucobl 0: pppoe_veip0
WuTepdeic: ppp0.1

TAN: PPPoOE

Tun nogknoyeHna: | IP_Routed

Craryc: He HacTpoeHo
WAN cepBucbl 1: pppoe_veip0
WuTepdeic: pppl.2

Tun: PPPoE

Tun nogknroueHua: | IP_Routed

Craryc: He HacTpoeHo
WAN cepeuCbl 2: ipoe_veip0
WuTepdeic: veip0.3

Twn: IPoE

Tun nogknrouedna: | IP_Routed

Craryc:

He HacTpoeHo

IPv4 Address:

0.0.0.0

+ WAN cepsucbl x — Ha3BaHWne ycnyru;
* ViIHmepdpelic — nmsi HTEpgoeiica;
« Tun — pexum paboTbl MHTEPAIEICa;

» Turn nooK/ItOYEHUS,

* Cmamyc — cTtatyc coefiHeHns;
« Connection Error - olun6kKa, BbliaBaeMasi cepsepom (B c/iyyae, ecnv He yanocb YyCTaHOBUTb

coeauHeHue);

+ IPv4 Address — aapec ans goctyna.
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4.1.3 MogmeHto «LAN». MoHuTOopuHT cocTosiHus noptoB LAN. MoHuTopuHr ctatyca Wi-Fi uHtepdelica

B A@HHOM MeHo JOCTyMNeH NPOCMOTP CTaTyCOB M XapaKTepuCTUK NMPOBOAHbIX U 6eCNPOBOAHbIX NHTEPGEeicoB
LAN. 01151 NnpoBOAHbIX COeAVMHEHWIA yKa3aH CTaTyc, CKOPOCTb COeAVHEHWs], pexunmM paboTsbl (aynnekc/
nosyAynnekc).

Hudropmayna ob ycrpoiictee / LAN

Mopr 1 |Bwnwoued; 1000M full

Mopr 2 |BbikniwueH

Mopr 2 |BbikniwueH
Mopt 4 |Bwnwouen; 1000M full
Wi-F 2.4 | BinioueH

Wi-Fi5 |BbiknioueH

4.1.4 MopgmeHto «CTaTUCTVKa». VIHchopmaLysa 0 NPOXOXAeHUM Tpadhuka Ha nopTax yCcTpolicTea

B MeHIo ocylecTBNAeTCA NPOCMOTP CTAaTUCTMKN NPUHATBLIX U nepeaaHHbix naketoB ans WAN Service, LAN 1
ONTMYECKOro UHTepdpeiica.

NHTepdpeiic LAN:

WugopMauua ob ycTpoiicTee / CTaTucTuka / LAN
NpuHATo [ Nepenano |
WHTepdeiic Bcero MHoroaapecHan|OaHoaapecHasn |LLInpokoBewWaTenLHaR Bcero MHoroanpecHan|OaHoaapecHas |LLIMpoKoBewWaTeAbHaR
BauT |MakeTos|Owubok|MoTepaHo| BauT | MakeTos MakeTos NakeTos Eant _|MakeTtos|Owubok|MoTepaHo| BauT | MNakeTos MakeTos Nakeros
Port 1 850114(6316 0 0 0 774 5542 1 3004085|5664 0 0 0 204 5460 7
Port 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 9
Port 3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 9
Port 4 7310 |48 0 0 0 25 23 16 3516 28 Q 0 0 22 6 Q
Wi-Fi 5Ghz |0 0 0 6 0 0 0 0 125897 |899 0 15 0 0 899 [
Wi-Fi 2.4Ghz|0 0 0 7 0 0 0 Q 0 0 Q 0 0 0 0 Q
[ Cbpoc cratncTukn |
Hudopmauua ob ycrpoiictee / CtaTHcTHia /| WAN cepBiCbl
MNpuHaTo MNepeaaxo
HHTepdeiic | Onucanne Beero [ Muoroappecuas [ ony p [ump Bcero [ Muoroanp [ oanoanp [ ump
BaiiT | MNaketoe | Ownbok | MoTepado | baiit | MakeTos MNakeroB MNakeToB BaiiT | MNakeros | Oumbok | MoTepano | BaifT Makertos | MNaketos | MNakeroB

C6poc craTueTHkn
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WHTepdeiic Optical:

NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

[ns yCTPOIACTB C BO3MOXHOCTbIO M3MEPEHIsi NapaMeTpoB ONTUYECKOro cUrHasia' gaHHoe MeHo uMeeTt
[ONOMHUTENbHYI0 Tabnnuy

WHdopmaumna ob ycTpoicTee / CTaTucTHKa / OnTHKa

MpuHATO NepepaHo
BauT MaketoB Ownbok MoTepaHo BauT MakeToB OLwKnbok MoTepsaHo
0 0 0 0 0 0 0 0
| C6poc CTAaTUCTUKM |
_ = YpoBeHsb
CocToAHWe YpoBeHb ONTHYECKON YpoBeHb ONTHYECKOMH Vecc Tok
TeMmnepaTypa onTHYecKoro
coeMHeHHA MOLLHOCTH MOLWHOCTH NepegaTiMKa HanpaXeHHWe | CMeLleHHA BMAEOCHTHANA
OTKNoYeHo Het curHana HeT curHana 40.3C 335V 0.00 mA 2.005

[nsi 06HYNEHNs1 AaHHbIX U BO306HOB/EHWS HAKOM/IEHWS CTATUCTMKN HEOBXOANMO HaxaTb «C6poc

cmamucmuku».

A 1 OnumoHanbHo

4.1.5 MoameHto «MapLipyTusaumsi». [pocMoTp TabnuLbl MapLIpyTU3aLmum

B MeHI0 oCyLLeCTBASETCS NPOCMOTP TabNuLbl MapLLIpyTU3aLUN.

Wndgopmauunn 0b ycTpoicTee [ MapwpyTusauns

IPv4 Route table

Hanpas LLintos | Macka nopceTtu | ®@nar | MeTpuka [ Cepeuc | MHTepdeic
192.168.1.0 0.0.0.0 | 255.255.255.0 U 0 brl

IPv6 Route table

Destination network/Prefix | Source network/Prefix | Next hop | MeTpuka | Flags | MHTepdeiic
fe80::/64 220 i 256 U brl
fe80::/64 20 256 U veip0.1
fe80::/10 ::j0 256 u brl
fe80::/128 ;20 0 U lo
fe80::1/128 20 0 !GHRDM | lo
feB0::e2d9:e3ff:fe56:87b0/128 | ::/0 0 IGHRDM | lo
feB0::e2d9:e3ff:fe56:87b0/128 | ::/0 0 IGHRDM | lo
ff00::/8 20 256 U brl
ff00::/8 /0 256 u veip0.1
Flags

u 1

G - gateway,
H - host,

R - reinstate,
D - dynamic (redirect),
M - modified (redirect).
! - reject

* HanpasneHue — IP-agpec Ha3HavyeHus;
+ Lmo3 - IP-agpec wo3a,;
+ Macka nodcemu — macka nogcetu (Genmask);
* @nae - pnar mapwpyra:
* U - mapuipyT aKTUBEH;
+ | — Hepabounin mapLUpyT, NakeTbl 6yayT OTOPOLUEHbI;
+ G - MapLUpyT UCNo/b3yeT W3 (gateway);
* H - agpecom HaszHayeHUs ABIAETCA OTAE/bHbIA XOCT;
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* R - BOCCTAHOBNEHHbIN MapLLpPYT;
« D — ycTaHaBNMBaeTCs, ec/iv MapwpyT 6bi/1 CO34aH No NpUXoAy nepeHanpasisieMoro coobLeHns
ICMP;
* M - ycTaHaBnuBaeTcs, ecav MapLlipyT 6b11 MogndmLMpoBaH NnepeHanpaBiseMbIiM COO6LEHNEM
ICMP;
* Mempuka — NpuopuTeT MapLLpyTa;
+ Cepsuc — cepBUC, K KOTOPOMY OTHOCUTCS MapLUpyT,;
* MIHmepgpelic — ceTeBOli MHTEPJIEIC, K KOTOPOMY OTHOCMTCSA MapLLpyT.

4.1.6 lMogmeHto «<ARP». MNMpocmoTp k3wwa npotokona ARP

AphekTUBHOCTL hyHKLMOHUPOBaHNSA ARP BO MHOrom 3aBucut ot ARP-k3LLia, KOTOPbIA NPUCYTCTBYET Ha
Kakgom xocTe. B kawe cogepxarcs Internet-agpeca n COOTBETCTBYHOLLME MM annapaTtHble agpeca. Bpems
XU3HW KaXXA0W 3anncy B K3Lle 5 MUHYT C MOMEHTa CO34aHus 3anmcu.

Hudopmauna ob ycrpoiictee [ ARP

IP—anPec dnaru MﬂC-EﬂPEE YcrpoicTeo
192.168.1.11 | 3aeepweH | dc:85:de:b3:82:08 | brl

192.168.1.10 | 3apepweH | 00:e0:52:fe:02:3a | brl

+ IP-adpec — IP-agpec KNneHTa;
+ @naau — dpnarm cocToAHNSA:
* 3asepueH — KINEHT aKTUBEH;
* He 3aBepweH — KNWeHT He oTBevaeT Ha ARP-3anpocti;
* MAC-adpec — MAC-agpec KN1eHTa;
+ Ycmpolicmso — nHTepeiic, Ha KOTOPOM HaxoAUTCS KNINEHT.

4.1.7 NopmeHo «DHCP». AkTnBHble apeHabl DHCP

B Ta6nmue DHCP MOXHO NOCMOTPETb CNUCOK akTUBHbLIX apeHg DHCP-cepBepa 1 CPOK UX NCTEYEHUS.

WHcdopmaums ob yctponcTtee /| DHCP

WMma uHTepdeinca | Tun nuTtepdeiica | UMa xocta MAC-agpec IP-appec WcTeKaeT Yepes
eth0.0 Ethernet tester-samsung | b8:88:23:65:f9:15 | 192.168.1.10 | 21 hours, 26 minutes, 45 seconds
eth0.0 Ethernet Aleksei 98:de:d0:06:eb:02 | 192.168.1.11 | 23 hours, 2 minutes, 18 seconds

* UIms uHmepgpelica — nHTepgeinc, ¢ KOToporo Obi NosyvYeH agpec;

* Tun uHmepcpetica — TN UHTEPIENCE;

* Vmsi xocma — nMmsi xocTa (CeTeBoro yCcTpoicTBa);

MAC-adpec — MAC-agpec yCTpoOICTBa;

* IP-adpec — afpec yCTpOMCTBa B J/IOK&/IbHOW CETU, Bbl4aHHbI MapLupyTM3aTopomM 13 nyna IP-agpecos;
* Vlcmekaem yepe3 — BpeMsi, YUepes KOTOPOe NCTEKaEeT apeHja AaHHOro ajpeca.
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4.1.8 TMopmeHto «becnpoBoaHble CTaHUMWy. MNogkntoYeHHbIe 6eCnpoBOiHbIEe YCTPOACTBAa

B AaHHOM MeHI0 AOCTYNeH NPOCMOTP NepeYHst ayTeHTUULMPOBaHHbLIX 6ECNPOBOAHBIX YCTPOWCTB 1 MX CTaTyc.

Hudopmauma ob ycrpoiictee [ becnpoBogHble CTAHLMK

3Ta CTPaHWLE NoKazelBaeT EI‘,.'TEHTl-IdJl-ILI,l-I[CIEIEEIHHI:-IE ﬁECI’I[CIEIEI:I,CI,HbIE CTAHUWK W WX CTaTyC.

I MAC-aapec | ceazau | AeTopuznpoBan | HMa cetn (SSID) | MuTepdeiic |

| ObHOBUTL MHpOpMAUWMID |

[JaHHble 06 yCTpoiicTBax BbIBOAATCS B Tabnuie, coepxallieii cnefyouiye napameTpbi:

+ MAC-adpec — MAC-agpec yCTpONCTBa;

+ Css3aH — ctaryc cBasn ¢ SSID;

* ABMmopu30B8aH — cTaTyc aBTopusaumy;

* Vimsi cemu (SSID) — naeHTUdMKATOP CETU, C KOTOPOW CBA3AH K/INEHT;
* ViIHmepcpelic — nHTepdeinc goctyna.

[nsi 06HOBNEHMS A@HHbIX HEOGXOAMMO HaXaTb KHOMKY « O6HOBUMb UHGHOPMAaYUHD».

4.1.9 MogmeHto «becnpoBoHOl MOHUTOP». OBHApPYXeHHbIe 6ECNPOBOAHBIE CETY

B AaHHOM MeHI0 I0CTyNeH NPOCMOTP CNMCKa 0GHAPYXeHHbIX 6ECNPOBOAHbLIX CEeTel B paanoadumpe.

Hudropmauna ob ycrpoiictee /| becnpoBoaHO#H MOHHTOP
Ha gaHHoi CTpaHuLe NoKa3aHsl W3BECTHIE BeCnpoBOaHEIE CETH.

24Ty v
| ssID | BSSID | Kanan | RSSI |

| OBHOBUTL MHQOPMALWHD |

* 2.4/5ITYy — 4acTOTHbIN ananasoH,;

+ SSID - vigeHTudrkaTop 6ecnpoBOAHON ceTy;

+ BSSID - MAC-agpec To4ku fOCTyna;

* KaHas — KaHau1, Ha KOTOPOM paboTaeT Touka 4OCTyna;

* RSSI - ypoBeHb curHasia ot TOYKM JOCTyna, NpuH1UMaeMblii ONT.

[ns 06HOBNEHUA AaHHbIX HEOOXOAMMO HaXKaTb KHONKY «O6HOBUMb UHEOPMAYUIO».
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4.1.10 NMopgmeHo «TenedoHUs». MOHUTOPUHT COCTOSAHUSA TeNeddOHHbIX NOPTOB

B naHHOM MeHK focTyneH npocMoTp ctatyca FXS-nopta un napametpbl SIP-akkayHTa.

WrdropMauna ob ycTpoRcTee | TenedhoHna

COCTORHME |Briwr
HoMep

+ CocmosiHue — coCcTosiHMe paboTbl r0/I0COBOIO AEMOHE,
* Homep - HoMep TenedioHa.

4.2 MeHio «PaclumpeHHble HaCTPOIKM». PaclumpeHHble HAaCTPOKN KOHAUrypaLmm

4.2.1 MNMogmeHto «LAN». HacTpoliky OCHOBHbIX NapameTpoB

B JaHHOM MeH0 NPON3BOAMTCS HACTPOIiKa OCHOBHbIX NapameTpoB ana LAN-uHTepdeiica.

Paciisipestibbe HAaCTOmRKE | LAN [ Ohiijwe iacTaonme

DHOP-cepaeg

TR -

NmCT apEifpl CTaTHYEOHx IF-aqpaesooa | Magiaeym =

LA AL e [:II:' AP I‘\l'uiul.n ri.]

* IP-adpec — agpec yCTpoicTBa B /IOKa/IbHOW CETY;
DHCP-cepsep:

DHCP-cepsep (Dynamic Host Configuration Protocol, npoTokon arHaMmuuyeckoli HacTpPOWiKy XOCTOB) NO3BOSIET
NPOBECTN aBTOMaTUYECKY0 HACTPOiKY NTOKa/IbHbIX KOMMbIOTEPOB AN151 paboThl B ceTu. OH Ha3Hauvaer IP
KaX0My KOMMbHOTEPY BHYTPY CETU. dTa AONONHUTENbHAA (DYHKLUMA NO3BONSET YATM OT HEOOXOANMOCTM
HazHauyartb |IP-agpeca Bpy4Hyo.

* Bksito4eH — npw ycTaHOBNEHHOM dhnare ncnonb3oBatb DHCP-cepBep (ceTeBble yCTpoiicTBa 6yayT
nonyyartb IP-aipeca AVHAMUYECKU, U3 HUXKENPUBEAEHHOTO AnanasoHa);

* HayasibHblli IP-adpec — HauasibHbIN afpec AYanasoHa;

* KoHeuHbll IP-adpec — KOHEeYHbI agpec AvanasoHa;

+ Bpewmsi apeHObI (4acos) — BpeMsi apeHbl agpeca (B yacax).
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Jlucm apeHdbl cmamuyveckux IP-adpecos:

B gaHHoli Tabnmue nponssBoanTCs NpuBsa3ka BblgaBaeMbix IP-agpecos MAC-agpecam ycTpoiicTs. Ans
[06aBneHns 3anucu B Tabnunuy HeobxoamMmMo HaxaTb «Add». MOXET 6bITb YCTAHOBMEHO A0 32 COOTBETCTBUIA.

CTaTHusCee rll,“"ll“.hl

ogeqnTe MAal-aapec W CTaTaseKil IF-aapec; 3aTeH HAKHHTE KHONKY

* Mac-adpec — MAC-agpec yCTpOIiCTBa;
* IP-adpec - IP-agpec ycTpoiicTsa.

[Ns NPUHATUS U COXPAHEHWS U3MEHEHWIA HEOBXOANMO HaXaTb KHOMKY «/[TpumMeHuUMb/CoxpaHuma».

4.2.2 TMopgmeHto «NAT». Hactpoiiku NAT

HacTpoiiku NAT MoryT 6bITb 3¢hhekTUBHbI NpY paboTe YCTPOICTBa B pexunmMe MapLipyTusaTopa.

4.2.2.1 TlNoomeHr «BupmyasnbHbie cepsepbi». Hacmpoliku sBupmya/sibHbIX CEPBEPOB

BupmyasibHsbili cepsep — 3T0 (PyHKUMA MapLUpyTM3aTOPOB, NpeAHa3HauyeHHas o1 npeaocTaBieHns gocTyna
nonb3oBaTensimM Yyepes ceTb VIHTEPHET K cepBepam, HaxoAsALWMMCs B Bawuei nokasibHO ceTun, Hanprumep, K
noutoBbIM cepepam, WWW, FTP. Ha ycTpolictBe MoXeT ObITb cO34aH0 A0 32 3anunceii. na obpalleHns K
YCTPOWCTBaM M3 NIOKasIbHOM CeTu No rnobanbHbIM agpecam npeaycmoTpeHa dyHkumst NAT loopback.

PaclumpenHble HacTpoiikn / NAT / BupTyanboHble cepeepbl

BUpTyanbHeIi cepBep NO3BONAET HANPABAATE BXOAALLMA Tpadnk u3 WAN (MaeHTHMQUUMPOBAH NO NPOTOKONY M BHEWHEMY NOPTY) K BHYTPEHHEMY CepBepy,
nogKnkdeHHomMy K LAN. BHyTpeHHWA nopT TpefyeTcA ToNLKO ecni BHeIWHWA gomkeH Obmbe npecfpazoeaH B Apyroi NOpT, KOTOPLIA MCNONL3YETCA HA CepBepe B
LAN. MoxHO HACTpoWTe He Donee 32 zanuced.

HMa BHewWHHi nopT BHewWwHuii nopT NpoTokon BHYTpeHHHil nopT ﬁzy:peuuhn IP-agpec | WAN- NAT VOanuTs
cepeepa | (HayanbHbIii) (KOHEeUHbI#T) P (HauanbHbIi) (Kgueuumﬁ] cepeepa | mHTepdeiic | loopback A

LoBaBuTb || YaanuTe

[na no6aeneHus 3anncy B Tabnuily ounbTpaumm Heo6xoAMMOo HaxaTb «Job6asume» 1 3an0/IHUTL NONSA B
OTKPbIBLLEMCS MEHIO:
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Pacunspeaibie HAacTpoien | HAT | Bap Ty anbsH s Co e p i

Mpsirsesiasine: none "Bay e nopT [ Koieuinia)™ e Moot DhlTh EEeHeH Hanpamyi, DhnisiEo

WETAMIANEIC TR TONAM W0, ) W " Bacwmmi nopT (Kowcussei)”.

KomiuacTRe Janicsl, KoTopee aije Moo qobannms: 32

peaic HSUpgapd). 1 L
®  Bubepure cepan Buliegmie l
L
BrewsmE nopT =N T n - Bary'T pEHIIE T Bary'T pesraHisi T
[ S 0 T R { B Cbir sl M b)) e I B A EaHRd e
TCR '
TCP ¥
TCP ¥
TCP ¥
TP '
TCP L
TCP ¥
TCP ¥
TG ¥
TGP L
TCP v
TGP ¥
b'L SEHETE

* Wlcnonib3yemsilti uHmepgpelic';
* WIMs1 cepsuca — HaCTpOKM cepauca:
* Bbibepume cepsuc — BbI6Op NpeaHacTPOEHHOro Npasuna,;
+ [lpyaol cepsuc — co3faTb CBOW, He yKasaHHble B criucke Select a Service, npaBuna,;
* IP-adpec cepsepa — |IP-agpec cepBepa, HaxoA4sLEerocs B /IOKasIbHON CeTy;
+ O6pamHas nemsisi NAT — npun ycTaHOBNIEHHOM chiare Nonb30BaTenn U3 I0KasibHOM CETU MOTyT
NoMyyYnTb JOCTYM K IOKa/IbHbIM CepBepam Mo BHelHeMy IP-agpecy nnv fOMeHHOMY UMEHW.
* BHewHuli nopm (HayasibHbIli) — HAYasIbHbIN BHELLIHWIA NOPT AMana3oHa NopToB, Ha KOTopble
ocyLecTBnseTcs obpalleHne U3 VIHTepHeTa;
* BHewHuli nopm (KOHEYHbI{) — KOHEYHbI BHELLHWIA NOPT AxanasoHa NopToB, Ha KOTOpble
ocyLecTBnseTcs obpalleHne U3 ViHTepHeTa;
* [Mpomokos — BbIGOP CETeBOro NPOTOKONE,
* BHympeHHul nopm (Ha4asibHbili) — Ha4aslbHbIi BHYTPEHHWIA NOPT Anana3oHa NopToB, Ha KOTopbIli ByaeT
nepeajpecoBbIBaTbCA TPadMK C BHELLUHEro nopra MapLupytusaropa;
* BHympeHHul nopm (KOHeYHbI(i) — KOHEYHbIi BHYTPEHHWIA NMOPT AnanasoHa NnopToB, Ha KOTopbIii GyaeT
nepeajpecoBbIBaTbCA TPadMK C BHELLUHEro nopTta MapLupyTtusaropa.

[Ns NPUHATUA N COXpaHEHUSA N3MEHEHNI HEOOXOAMMO HaxaTb KHOMKY «[TpumeHums/CoxpaHumb».

T 1ns ncnonb30BaHns JOCTYMHbI TOMILKO UHTEPMERChl, HACTPOEHHbIE Ha PaboTy B peXxumMe
MapLupyT13aTopa ¢ paspeLleHHon TpaHcAaUmel CETEBbIX aApecoB.
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4.2.2.2 T[MloomeHto «[NepeHanpasieHue nopmos». Hacmpodku 3arnycka nopmos

MapLpyTunsaTop no ymMmos4aHuio 6/10KMpyeT BCce BXoAALLMe 3anpochbl HA YCTaHOBKY coegUHeHUs. MexaHU3m
paboTbl hyHkummn Port Triggering 3aknto4aeTcsi B TOM, YTOObI Npy NOSAB/IEHUN OnpeaeneHHoro coobITmA
OMHaMUYecKn OTKpbIBaTb MOPTbI HA CBOEM BHELLUHEM MHTepdhelice 1 NpMBA3bIBATb X K COOTBETCTBYOLLMM

nopTam KomnbtoTepa B /lIoKasIbHO CETH.

PacumpeHHble HacTpoiikn [ NAT / NepeHanpaBneHle NopToB

HekoTopele NpuaoxKeHua TpebyoT oTAenkHLI onpegenerHeli nopt B firewall mapwpyTuzatopa 4nA gocTyna W2 BHeWHed ceTh. MyHKUWOHAN No2BonAeT
AMHEMKMYECcKK oTKpeIBaTE NopT B firewall korga npunoxenwe B NOKaNLHOR ceTH WHUUMKMPYeT TCR/UDP coeguHeHWe C yAaNeHHOA CTOPOHOR, MCNonk3yA
‘Tpurrep nopTel'. MaplpyTHIaTop NOZBONAET YAANEHHOH CTOPOHE YCTAHABMWBATE HOBLIE COEAMHEHUA K MPUNOXEHHHD B NOKANEHON CETH, MCNOML3YA
'OTKpbIBAEMBIE NOPTHI'. MaKCHMyM MOXKHO CKOHUIypHpoBaTh 32 3anuch.

Tpurrep OTKpbIBaEMbIi
Hma npunoxceHna Nporoxon [AnanazoH nopTos Nporoxon [uanazoH noptoB | WAN-unTepdeiic | Yoanurmb
Hauano | KoHey Hauano | Koney
Asheron's Call uppr Q000 o013 UDP o000 a013 ppp0.1

| HobaeuTe || YoanuTe |

[ns no6aBneHns npasun B Tabnuly He06XoAMMO HaxkaTb KHOMKY «Jo6asumsb», yaaneHune npoucxoamut

HaXKaTUeM KHOMKU «Yoasumb» HanpoTtmne Bbl6paHHOFO npasunia.

PACmsprc e HACT POHEH | NAT / [Mepeianpannesse T on

s T ntl PpsiasOR-aTR, THGE KAK NI, BHASE eomhepanums, NPOFPaHI YIANEHHOTD STV B
amnee, TpefpoT oTgE el onpegenermwil nopT 8 firewall MApLPYTUSATOPS QAR AOCTYTIA TN
MR EHHIL. B BT HICTPOHTE EosHaryDOUHID NOPTE B3 FTOMND BgHE Biipal LTy 0L
NEHAGE BHHE Fefld BRO0E By | DT oe e | o - BT b Do HET
UTehed g So0NEHTE
OCTAMDSCCE WHCFIO Jansoei Mo Topsss Mory Gems qobasnemes31
CNOABTyEMei weTepdeiic HSUpped. 1 r
(Rt Wy o [y ]
®  gwhepure npuacsiguss: | Hulepame v
LlpryTos: N gxig
Hasnbibii | KoHrisbE . HaRnbbIA HOMTIHEE e .
TPHIT VTR a p:-:::n OTHPEERIFE BN | BTHPLI RIS r:m:.;r:::mu
FHEpT T P rrl&lr a1 i
TCP v TCP "
TP " TP "
1= ’ TR v
ToP v T+ T
TCP ¥ TR "
TCP * TP "
TCP * TCP "
TGP ' TGP "

T T COXDEHHT

* Vicrionb3yembili uHmepegpetic’;

* VIMSI IPU/IOXKEHUST — HAaCTPOWKN NPUOXEHNS:
* Bbibepume npusioxeHue — BbI6op NpeaHacTPOEHHOro npasuna.

« [lpyeoe npusnoxeHue — co3aaTb CBOW, He ykazaHHble B cniucke Select an application, npasuna.

B oTnmuve ot cpyHkuum Virtual Server, 3necb HET Heo6XoAMMOCTY OUKCUPOBaHO 3aaaBaTh IP-aapec

KomnbroTepa B LAN.
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HauyasibHbIl mpuaaep nopm — HavasibHbI NOPT AManasoHa NopToB, KOTOPbIE OCYLLECTBASAIT (OYHKLMIO
Tpurrepa;
KoHeuHbIl mpu22ep nopm — KOHEYHbIN NOPT Agnana3oHa NopToB, KOTOPbIE OCYLECTBASIOT (PYHKLMIO
Tpurrepa;
Tpuaz2ep npomoko/1 — NPOTOKO/, UCMOMb3YEMbIV ANs TPUITEpPa;
HauasibHbili omkpbiBaeMbili MOPM — HavyaslbHbI NOPT Anana3oHa NopTOB, KOTOPblE MapLUpyTU3aTop
Oyf4eT OTKpbIBaTh;
KoHeuHbIli omkpbiBaeMbIli MOPM — KOHEYHbI NOPT Anana3oHa NopToB, KOTOpble MapLLpyTu3aTtop byaet
OTKpPbIBATb,
Vicrionb3yembili npomokos — NCNoNb3yeMblli NPOTOKON A5 OTKPbIBAEMbIX MOPTOB.

[N NPUHATUS U COXPaHEHNSA N3MEHEHWI HEOBXOAMMO HaxkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

T lns ucnonb3oBaHns JOCTYNMHbI TOMILKO UHTEPdIENChI, HACTPOEHHBIE Ha PaboTy B pexume
MapLLpyTU3aTopa C paspeLleHHo TpaHCsUueit ceTeBbIX apecos.

4.2.2.3 TlModomeHr «DMZ-xocm». Hacmpolku demusiumapu3osaHHOU 30Hb!

Mpw ycTtaHoBke IP-agpeca B none «/P-adpec DMZ-xocma» BCe 3anpochbl U3 BHELLHEN CETK, HE NonajatoLime
noa npasuna Virtual Servers, 6yayT HanpaenaTbcst Ha DMZ-xocT (f0BEpUTENbHBIN XOCT C yKa3aHHbIM afipecom,
PacnosIoKeHHbI B NOKasIbHOW CETH).

[Nsi OTKNIOUEHNSA JaHHOW HAcTPoIikM HeobxoayMo cTepeTs IP-aapec 13 nons BBoa.

PacumpeHHble HacTpoiiks /| NAT [/ DMZ-xocT

IP nakeTbl M3 WAN OyayT nepegaHsl Ha DMZ-X0CT, £CIH OHW HE NPUHBANEHET HY OOHOMY CO3LaHHOMY
BWPTYaNLHOMY CepBepy.

Beegute IP-agpec KOMNbHTERE W HaxMuTe "TIpMMeHnTe/ CoxpaHuTe" YyToDbl aKTHBHPOBETE DMZ-X0CT.

OuncTuTe none IP-agpeca W HaxMuTe "TIpHMMeHUT b/ CoxpanuTe" UTobbl AeaKTHBMPOBETE DMZ-X0CT.
IF-appec DMZ-xocTa:

MNpUMEHHT b COXpaHUTb

[Ns NPUHATUA N COXpaHEHMSA N3MEHEHNI HEOOXOAMMO HaxaTb KHOMKY «[TpumeHums/CoxpaHumb».
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MogmeHto «be3onacHoCTb». HacTpoliku 6e30nacHoOCTu

B gaHHOM pasgene npoBOAMTCA HACTpolika napaMeTpoB 6e30MacHOCTM YCTPOCTBA.

4.2.3.1 TMoomeHr «IP-chunempayusi». Hacmpolku cusibmpayuu adpecos

®yHKUMSA IP-chbuibmpayuu No3BonsieT ouNLTPOBaTh NPOXOASLLMIA Yepe3 MapLupyTusaTop Tpaduk no IP-

afipecam 1 nopTam.

HacTtpoiiku counstpauum ncxogsawero Tpacguka (Outgoing):

A\ o yMmonuyaHmio Becb NCXOAALLMIA TpauK ByAeT NPonycKaTbCs, NpaBuia, Co3faHHbIe B 3TOM MEHIO,

PaciMpesHbie HAacTpoiun [ bezonacHocts [ IP-dumnbTpayna [ Hoxogawmi Tpadimk

Bech MOXOOALWEE TRADHE W3 NOKANLHOR CETH SOCTYNEH, HO MEMenaTensHuA Tpadux MoxeT bume IABMOKMPOBAH ©

MOMOLW b CORTAHMA QUMBTROE.

YOANEHHH BOBX NPABKA ANA 3Toro HHTepdendcal Bam HeobXoQMMO COZ[aTh HOBbIE NPpaEMna qna HoOBoH
NONUTHEHA.

CHEHHTD NOAMTHEY

HamMuTe “Oobaedms” MM “Y4andTs" QA HACcTPORKH GHNETPALKMK WOAWero TpaduKa no IP-agpecam.

NPEAYNPEXAEHHWE: H3MeHEHHE OHOH NONNTHKK Ha APYTYH HA WHTapdeRce NPHBERET K ABTOMATHUBCKOMY

IP-appec i
HmMa st l MAC-agpec | mcToudnka | Mopr 1P-ani Mopr
_ | npoTtokona | MpoTokon HazHayeHwna Yoanute
¢IHI1I,HFI|-] OTNPpEaBATENR _||l HMCTOUHHMKA HAIHAYEHHA
P n e Mpedurc

OobapuTe || ¥oanuTe

NO3BONAT 6/I0KMPOBATL HeXesnaTeNbHbll TpagnK.

[nsi no6aBneHVss HOBOroO NpaBswna PUILTPaLMN HEOBXOAMMO HaXaTb KHOMKY «Jo6asumb».

PaciwmperHubie HacTpoaxm [ beaonacwocte [ IP-agpeca [ Hoxoasigmi Tpadmi [ AobasuTo

&

Tpal

(DMLMPOBATE HOKOALLMA
A B 3T0M NPaBMne HubT]

COXPAHMTE M AKTHBMDOBATE DM ALTD HAKMMWTE KHOMK

AT MPaBKN0 GneTpauMn YTobe 1oet

A0ets MOEHD

Hma QunsTpa: Security

BepcA npoTokona IP: IPvd v

P-agpec weTouskka [/npedmnc):

MopT NCToUHAKS (por

2L l-‘.iﬂ-.*.‘-':l—.fH:. peg

MopT KazHavenns (port nuwbo port:port): |80

MNprMeHr T/ CoXpaHnTL

MK ONPeeiE MMA DHUNLTPE U

Vimsi husibmpa — TEKCTOBOE onucaHne onnetpa;

Bepcusi npomokosia IP — BbIGOp Bepcum npoTtokona IP;
IMpomokon — Bbi6op npotokona (TCP/UDP, TCP, UDP, ICMP);
MAC-adpec — MAC-agpec NCTOYHUKA;
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IP-adpec ucmoyHuka [/npegpukc] — IP-agpec ncTouHuka (4epes cia BO3MOXHO yKazaTb AJIMHY
npecukca);
lMopm ucmoyHuka (port 1u60 port:port) — NOPT UCTOYHMKA UK AMaNa30H NOPTOB YEPE3 ABOETOUNE,;
IP-adpec HasHaueHus [/npechbukc] — IP-agpec MecTa HazHauyeHus (Yepes c/aLl BO3MOXHO ykazaTb A/IMHY
npecukca);

Mopm HasHa4eHusi (port 1u6o port:port) — NOPT MecTa Ha3Ha4YeHUst UK AnanasoH NOPTOB Yepe3
[IBOETOUVIE.

[N NPUHATMS U COXPaHEHNA HACTPOEK HEOBXOAMMO HaaTb KHOMKY «[MpuMeHnTb/CoXpaHnTb.

HacTpoliku counbrpayum Bxogsuiero Tpacguka (Incoming):

Pacuwmpennbie HacTpoiky [ BesonacHocre | IP-dmneTpayna [ Bxogauwmi Tpadux
WAN mmn LAN Bech Bxogauvi Tp Y oeET 3abnokupoBan. TeM HE MEHEE, HEXOTOPER TRadws MoMeT
poa
HasmuTe "GofaguTe” MnM "YHaniTe" 40 HacTpoiky GunsTpoE No [P-agpecam AnM BXOOAWErD Tpaduka,
IP-a C IP-a C
W BEIK“! it H(TDF'?::‘IH-?I Mopr Ha 3HI'1EI-'1-I‘-!FHH!I MopT
HuTepdreicn | npoTokona | NpoTokon | appec ¥ = P ! Yaanute
dmnbTpa [ Anuua AcTounKKa | [ [nkHa HAIHAUMEHHE
Ip HCTOUHMKA
npedirca npedHKca
DotaenTe || YaamTe

Mpw BKNtOYeHUN GpaHamayapa Ha nHtepdeiice WAN unm LAN Becb BXogsaLwmii Tpadmk, He
nonagarwoLuii nof ycTaHOB/IEHHbIE NpaBnna, byaeT 3a6/10KMpoBaH.

[na pobasneHns HOBOro npasuna uasTpaunm HeobXoaNMMo HaxkaTb KHOMKY «Jobasume».

PacluMpeHHble HACTPORKKY | BezonacHocTe / IP-agpeca [/ Bxoaawmia Tpaduk [/ OobaeuTe

3pechk MOMHO COARATE NPABKMNA GHUALTPAUMK, YTobk HaeHTHUUMPORaTE ExonAKA IP-Tpaduk onpegenHte MMA
GUNLTPA M KAK MAHHMYM 0aUH napaMeTp. Yol npaeuno cpabtotanc, HeolxooMMo BRINCAHEHWE BOEX YONCRUA 4nA

AAHHOMG GUneTpa. Yrolsl COXPaHMTE M AKTHBHMPOBATE GHILTE HAKMHTE K

HOMKY "TIpHMeHHTE/CoxpasnTe’

HMMA duneTpa: Sucurity

Bepcua IP: IPv4 v
MpoToKan: TCR/UDP
MAC-anpec MCTOMHHMKA: 11:25:34:A6:57:5C

[P-agpec mcTouHrka [[onuHa npedmkcal;

MopT McTouHKnKa (port nubo port: port): g0

[P-anpec Haasaved A [[omua npedurcal:
MopT HaZHAYEHKHA:

HuTepdeicns WAN (B pexuMe MApLIpYTH2AUHK © BENOYeHHbIM firewall) u nurepdeiicn LAN
BaifepuTe QMH MM HECKONLKD MHTepdeRcos WAN/LAN, M3 CIMCKA HMEEe, ANA NPUHMeHeHHa JaHHOMND NpagMna.

¥ BubpaTs Bce ¥ brifbrl

NpMeHdTs/ CoXpaHnTs

* Vimsi chusibmpa — TEKCTOBOE onucaHne unstpa;
* Bepcusi IP — BbIGOp Bepcumn npoTokona IP;

* [Ipomoko/1 — BbIGOP CETEBOr0 NPOTOKONE;

+ MAC-adpec ucmoyHuka — MAC-aapec UCTOYHWKA,
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« IP-adpec ucmouyHuka [/npegbukc] — IP-agpec ncTouHrka (Yepes /sl BO3MOXHO yKasaTb AJIMHY
npecukca);

* Mopm ucmoyHuka (port 1u60o port:port) — NOPT/NOPTbI UCTOUYHUKA,

« IP-adpec HazHaueHus [/prefix length] — IP-agpec MmecTa HasHauYeHus (Yepes C/I3LL BO3MOXHO yKasaTb
ANVHY nNpednkca);

+ Mopm HasHa4eHus (port 1u6o port:port) — NOPT/NOPTbI MECTa Ha3HAYEHWS;

NuTepdeiicbl WAN (CKOH(pUryprpoBaHHbIe B peXXMMe MapLupyTusaTopa U ¢ BK/IlOUEHHbIM
6paHaMayapom) u uHtepdceiicbl LAN:

* Bbibpamb B8ce — Npv yCTaHOBNEHHOM ¢hnare BblbpaTb BCe BO3MOXHble MHTepPhelichl.
JIn6o BbIGpaTh MHTEpheic N3 NpMBEAEHHOIO CNMNCKa, yCTaHOBMB dhiar HanpoTuWB.

[ONsi NPUHATUS N COXPaHEHNS HACTPOEK HEOOXOAMMO HaxKaTb KHOMKY «[IpuMeHums/CoxpaHums».

4.2.3.2 [MoomeHto «MAC-cpusimpayusi». Hacmpolku ¢punbmpayuu no MAC-adpecam

dunbTpauma Ha ocHose MAC-apecoB No3BosseT nepecbinarb Uav 61okuposarb Tpaduk ¢ yuetom MAC-
ajpeca UCTOYHMKA 1 nonyyarens.

PacwmpeHHbie HacTpoiikn / Bezonaciocte [/ MAC-duneTpauma

OunsTpauna ne MAC BAMAET TONLKS Ha ATM PYVCs HacTpoeHHele B pexum Bridge. OTTIPABIIEH 2HauuT, yTo BCe dpeiiMel yposHa MAC ByaoyT
OTMPARJIEH kpoMe Tex KOTOpbIE COOTBETCTEYHIT NKGLIM U3 NPABUN NpUBEASHHLX B Tabnuue Hike. 3ABSTOKMPOBAH 3HauuT, UTo BCe
dpedmel ypoeHa MAC GyayT 3ABJTIOKHPOBAH kpoMe Tex, KOTOpLIE COOTEETCTEYHIT NHODOMY Npaeuny unbTpaumn n3 Tabnuubl Hixke.

NonuTuka dunbTpaumn MAC Ana Kaxaoero wHTepdeica:
MPEOYTNPEXOEHWE: H3MeHeHne oOHON NOSIMTHKH HA APYTYH Ha WHTepdeice NpMBegeT K aBTOMATHYECKOMY YAANEHHK BCEX
npaeun gna storo uHTepdeiica! Bam HeobxogMMo Co3AaTh HOBbIE NPABKAA 1A HOBOI NOSTMTHKM.

| Murepdeiic | Nonwmuka | KamenwTs |

| VIBMEHWTL NONUTHRY |
Bribepute "dobaeuts" uan "Yaanute" AnA HacTpoikn dunsTpoe no MAC-agpecaM.

| Aobasute | YaanuTs |

| wurepdeiic | Nporokon | MAC-appec naznauenns | MAC-appec ncrounnka | Hanpasnenme nepepaun | yaanurs |

dunbTpauua Ha ocHoBe MAC-apecoB paboTaeT TO/bKO A/18 MHTEPENCOB, HAXOAALLMXCS B pexume
mocTa (Bridge).

[ns nameHeHns rnobasibHON NONNTUKN YyCTaHOBUTE char HaNnpPoTUB HEOBXOAMMOro NHTepdenca n HaXXMnUTe
KHOMKY «/3MeHUMb nosiumuky» (M3MeHUTb NONUTUKY). locTynHo aBa BapuaHta: FORWARDED v BLOCKED.

B pexxume FORWARDED cosgaHHble npaBuna 6yayT 3anpeliaTb NpoxoxaeHne Tpaduka ¢ ykazaHHbiMu MAC-

agpecamu nctovyHuka/nonyyarens, 8 pexvme BLOCKED - pa3pewars.
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Nobaeuth duneTp no MAC-agpecy

[JobaeuTts unsTp AnA uaeHTubuKaumn Gpeiimoe MAC YpOBHS, YKa3aE KaK MUHWMYM OfIHO YCNOBWE. MpK 38aHUN HECKONBKMX YCNOBMIA BCE OHM
BCTYNAT B CHAY. YTo0kl COXPAHWTE W BKTHEHPOBATE (MALTP HEXKMUTE KHOMKY "TIPUMEHUTE/ CoXpaHHTL".

Tun npoToKona: PPFoE v

MAC-aapec Ha3HaYeHHA: 12:AF:56:78:1D:1C
MAC-aapec HCTOUHUKA:

HanpaeneHue nepegaqm: LAN===\WAN ¥
BriBbop uHTepdeiica WAN (g0CTyNHEI TONBKO WHTepdEelicsl, HECTPOEHHEIE B PEXWUME MOCTA)
br_veipO/veip0.2 *

| MpuHeruTs/CoxpaHuTe |

« Tun npomokosa — Bbi6op npoTtokona (PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP);

+ MAC-adpec HasHavyeHus1 — MAC-agpec nonydatens,

+ MAC-adpec ucmouyHuka — MAC-aapec otnpaButens,

* HanpasneHue nepedaqu — HanpasBneHune nepepaun (LAN<=>WAN, LAN=>WAN, WAN=>LAN);

* Bbi6op uHmepgpeltica WAN (0ocmyrnHbl mosibko uHmepghelichbl, HACMPOEHHbIE B PEXUME MOCMa) —
BbIGop WAN vHTepdpeiica 3 Bbinagatolero cnucka (A0CTynHbl TO/IbKO MHTepdeiickl, paboTaroLiue B
pexvnme MocTa).

[N NPUHATUS U COXPaHEHNA HACTPOEK HEOBXOAMMO HaxaTb KHOMKY «/[TpuMeHums/CoxpaHumab».
4.2.4 TloameHto «PoanTenbCkuii KOHTPOb» — HACTPOVKM OrpaHnyYeHns

4.2.4.1 [MoomeHro «OzpaHuU4YeHue o speMmeHu». Hacmpolku ogpaHu4yeHus npooo/nkumeiIbHoCmMu ceaHcos

B naHHOM pasgernie npon3BoAnTCA KOHUrypmpoBaHme pacnmcaHnsa paboTbl KOMMLIOTEPOB C UCNOMNb30BaAHNEM
OHel Hegenu 1 Yacos, No KOTOPbLIM onpeaenieHHOMY KOMMbIOTEPY B STIOKa/IbHON ceTu ByaeT 3anpeLueH A4ocTyn
B IHTepHeT.

PacwHpeHHBIe HACTPOHKH | POOMTENBCKHA KOHTPoNb | OrpaHHyeHne No BpeMerdH

MakcHMy™ 16 3anuced MoxeT DbiTh HACTPOEHD.

M 3 :
o MAC Mu | Br | cp | ur | nr | €6 | Be | PMORHPORATE

Oo | ¥Yganute
NoNbL30BaTENA c

Mo R I e, 163 VB0

L 2 TR D 2 X " X 4 1 T | e

OofamuTe || YaanuTe

[nsi co3aaHnst HOBOTO pacnmncaHus He06X0ANUMO HaxKaTb KHOMKY «Job6asumb», BCETO MOXET ObITb J06aBNEHO
He 6osiee 16 3anuceil.
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PaclWwMpeHHBIE HACTPOHKK | POAMTENBCHHA KOHTPONL [ OrpadMuyeHMe no epeMedn | fJobasuTto

[m Hegen Mu |Br |Cp M7 | Ny |CH | Bc

NMpuMeHn T/ COXpaHnTE

* VIMs nosib3o08amesist — MS Nonb30BaTens;

* MAC-adpec 6pay3sepa — aBToMatnyeckn onpeaeneHHolii MAC-agpec KoMnbHOTEPa, /159 KOTOPOro
3a/laeTcs pacnucaHue;

Apyaoli MAC-adpec (XX:XX:XX:XX:XX:XX) — 3ajaHHblIli Bpy4Hyto MAC-agpec KoMnbloTepa, 4715 KOTOPOro
onpefenseTcs pacnucaHue,

* [JHU Hedenu — AHV Hefenw, 3anpeLeHHble 4719 OCTyna B UHTEPHET;

* Bpewmsi Hauana 6710kupoBKuU (44:MM) — BpeEMA Hadyasia 610KMpPOBKK B chopmate YY:MM;

* Bpewmsi koHYya 6/10KUPOBKU (Y44:MM) — BPEMS OKOHYaHWUA 610K1POBKM B popmate UY:MM.

OrpaHunyeHust 6yayT AelicTBOBATb, EC/IN HA YCTPOCTBE YCTAHOB/IEHO KOPPEKTHOE CUCTEMHOE BpeMmsi.

[na nobasneHns HaCTPOeK B Tabnuuy He06XoAMMO HaxaTb KHOMKY «[lpuMeHums/CoxpaHumab».

OrpaHuyeHust 6yayT AelicTBOBaTb, EC/N HA YCTPOCTBE YCTAHOB/IEHO KOPPEKTHOE CUCTEMHOE BpeMsi.

4.2.4.2 T[loomeHro «Pusibmp Url-adpecos». Hacmpoliku ogpaHu4yeHusi docmyrna 8 UHmepHem

®usbmp Url-adpecos — yHKLMA NOMHOLEHHOTO aHa/IM3a 1 KOHTPO/IA AOCTyNa K onpeAeiEéHHbIM pecypcam
CETV VHTEPHET. B JaHHOM pasferie 3a4aeTcsi CNCOK 3anpeLLeHHbIx/paspelleHHbix Url-agpecos ans
noceLyeHusl.

PaciuMpeHHbie HacTpoRiK [ POOMTENBCKMA KOHTPoAb [ ®unbTp URL-agpecos

NoxanyHcra, epbepHTe CHaYana THN, a 3aTeM HACTPORTE OCTaNbHbIE NapaMeTphl. MakcuMymM 100
FANHCER MOMET DBITh HACTPoeHD.

Tun cnucka URL-agpecos: @  JanpewexHse FPazpeweHHble

Appec | MopT | YaanuTte

OobasuTe || ¥oanuTe

+ Tun cniucka URL-adpecos — Tun cnucka:
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+ 3anpeuwjeHHble — 3anpelLeHHble aapeca;
* PaspeweHHble — pa3peLleHHble agpeca.

[na no6aeneHns HOBOro agpeca B CNMCOK HEOBXOAMMO YCTaHOBUTL thiiar HAaNPOTUB TpebyemMoro Tuna cnmcka

(URL List Type) n HaxaTb KHOMKY «/Jo6asums».

PacwupeHHbe HACTpoHKK [ PogUTensckiid KoHTpont | @unbtp URL-agpecos [ [obaButs

Wro0e RoD3BHTE PHNLTR, BBEN CH HAMMMTE | IpHMeHHTE/ LOXPaHNTE .

MprMes T/ CoXpaHn T

* URL-adpec - URL-agpec;
+ Homep rnopma — HoMep nopTa (ecnv octaBUTb Nose NycTbiM, ByaeT ucnonb3osarbesi 80 nopT)

[na nobasneHns HaCTpPoeK B Tabnumuy He06X0ANMO HaxaTb KHOMKY «[IpuMeHums/CoxpaHuma».
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4.2.5 MeHo «DNS». HacTpoiikn guHamunyeckol cucteMbl JOMEHHbIX UMEH

B gaHHOM MeH0 npon3BoanTcs HacTpoika DNS.

4.2.5.1 TlNoomeHr «DNS-cepsep»

B A@aHHOM MeHIo Npoun3BOANUTCS HACTPOiiKa afpecoB nepBuyHoro («Primary DNS server») n BTOPUYHOTO

(«Secondary DNS server») DNS-cepBepoB, a Takke BblI6op UHTepdelica, Ha KoTopom 6yayT o6pabaTbiBaTbCs
DNS-3anpochl.

Pacwmpennbie HacTpodum [ DNS [ DNS-cepaep
=na, B peasame ATM
HuTepdecs DNS-CEpRepa MOseT |

*  Bubepate wHTepheRc DNS-cepeepa M3 gocTynHbx WAN-wuTepdehcon:
prpl. 1 weapl. 3
pppt.d
Hononw3oBaTe Cneqy HHUMA CTATHYECKHA [P agpec DNs:

[nsa HacTpoiikn HeobxoanMOo BblibpaTb TpebyeMblit UHTEpPdIENC U3 NepeyHs AOCTYMNHbIX B OKHE «JocmyrHble
WAN-uHmepgbelicbl» n ¢ NOMOLLbIO CTPENOK A06aBUTb ero B OKHO «BbibpaH uHmepghelic DNS-cepsepa». C

[aHHoro nHTepdpeiica 6yayT n3snekarbcs agpeca DNS-cepBepoB, agpeca, NonyyYeHHble No Apyrum
nHTepdericam, 6yayT OTOPOLLEHDI.

JIn6o Ha3HaunTb cTatnyeckne agpeca DNS, 3anonHue crnegyrowme nons:

* IMepsu4HbIli DNS-cepsep — aapec nepBnyHoro (NpeanoyTMTesbHOro) cCepeepa;
* BmopuyHbili DNS-cepsep — agpec [0NO/THUTENBHOIO cepBepa.
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[nsa HacTpoiikn paboTbl No NpoTokony IPv6 Heo6xoanmo BblibpaTb TpebyeMblilt NHTepdelic 13 BbiNagatoLero
crnvcka NMbo HasHauuTb cTaTuveckne agpeca DNS, 3anonHmB cnegytowme nosns:

* lMepsuyHbili IPv6 DNS-cepsep — aapec nepB1MYHOro (NpeanoyTUTensHOro) cepBepa;
* BmopuuHsili IPv6 DNS-cepsep — agpec A0oNoMHUTENBLHOTO cepBepa.

[N NPUHATUS U COXPaHEHNSA 3MEHEHWI HEOBXOAMMO HaxkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

Mpwu BblGOpe nHTepderica WAN ans IPvé DNS-cepsepa 6yaet BkitodeH DHCPV6 KnneHT Ha aTom
nHTepdeiice.

4.2.5.2 TlMoomeHr «JuHamuuyeckuti DNS»

OnHamuyeckmii DNS (amHammnyeckas cucteMa IOMEHHbIX MMEH) N03BoNseT MHopmauun Ha DNS-cepsepe
06HOBNATLCSA B peasibHOM BpeMeHH U (Mo XenaHu) B aBTOMATUYECKOM pexume. MpumeHsieTcs ans
Ha3HauYeHus1 NOCTOSAHHOTO AOMEHHOIO UMEHN YCTPOCTBY (KOMMbIOTEPY, poyTepy, Hanpumep, NTP-RG) ¢
AvHamMmunyecknm IP-agpecom. 3To MOXeT 6bITh IP-agpec, nonyyeHHblli no IPCP B PPP-coeanHennsx nnm no
DHCP.

OnHamnuecknin DNS yacto npuMeHseTcsl B TOKas/IbHbIX CETSX, IAe KnneHTbl nonyyatoT IP-agpec no DHCP, a
NoTOM PerncTpupytoT cBou MMeHa B siokasibHoM DNS-cepBepe.

PacwHpeHHsie HacTPporkM [ [ITnHaMauecknn DNS

HMa xocTa | HMa nonbicearens | Cepanc |Hlns~|xps~r'1c |‘.-',q.=|nmb|

[ns no6aBneHns 3anncy HeobxoANUMO HaxaTb KHOMKY «Jo6asumb», yaaneHne NPOUCX0ANT HaXKaTueM KHOMKK
«¥Y0asiumb» HaNPOTUB BblIOPaHHOI 3anuncu.

PacwMpeHHple HACTPpoMKH [ [AnHaMmHueckud DNS [ [JobasuTe

UynDNS. ong ¥

poe_veipliveip)3 -

Hactporkn DynDNS

W ansas Kl L

* lMposalidep D-DNS — Bbi6op TNa cnyx6bl D-DNS (nposaiigepa): DynDNS.org, TZ0.com, ZoneEdit.com,
freedns.afraid.org, easyDNS.com, 3322.org, DynSIP.org, No-IP.com, dnsomatic.com, sitelutions.com;
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+ Custom — vnHoIi NnpoBaigep, BbIopaHHbIA Nonb3oBatenem. B gaHHoM ciyvyae Heo6xoaMmo

CaMOCTOSATE/IbHO YKa3aTb UMSA 1 agpec nposaigepa:
* VImsi nosib30B8amesis — UMS NONb30BaTeNnsa ansa yvyetHol 3anncu DDNS;
* lMaposb — ycTaHOBKa Napons Ans yuetHoi 3anvucu DDNS;
* Vms nposatioepa cepsepa DDNS — nwvs nposaiigepa ycnyr DDNS;
+ Adpec nposalioepa DDNS - agpec npoaigepa ycnyr DDNS.

PacwmpeHHbie HACTPoRKH [ [luHaMuuyecknid DNS | lobasuTe

Custom r

ipoe_veipliveip) 3 v

NonsrosarensciMin D-DNS nposangep

* VIms y371a — MS XOCTa, 3aperncTpmpoBaHHoe y nposaingepa DDNS;
* MlHmepcpelic — nHTeppelic goctyna;

B 3aBUCMMOCTM OT BbIGPaHHOro NpoBaiigepa BO3MOXHbI criegytowue nons ANns 3anosiHeHus:

PaclwmMpeHHbie HACTpoRkM [ AuHaMuueckuid DNS [ [lobasuTs

Ha 3Tol CTpaHMULe MOXHO fobaBuTe aapeca AUHaMHYeCKHX DNS moboro W3 npegnokeHHE

posangep D-DNS DynDMS.org T

EHC ipoe_veipQiveipld v

Tun DynDNS DuHamuyec kui v

X NO{TaBLHEDS
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Pacwupennbie HacTporuH [ [luHamuuecknin DNS [ OQobasuTb

IPHMEHM T/ COXPAHWTE

PaclMperHbie HACTpoAKK [ [lnHaMuueckid DNS [ JobapuTb

gaiigep D-DNS freedns afraid.ong *

ipoe_veipliveipd.3 -

Hactpoiku freedins.afraid.org

IMa RoNL30B3TENA

* VImsi nosib3oB8amesis — UMS NONb30BaTeNnsa Ansa yvyetHon 3anncu DDNS;

* Maposib — ycTaHOBKa napons Ans yyetHon 3anucu DDNS;

* Tun DynDNS - BbI6GOp TUNA ycnyru, 3apernctpupoBaHHon Bamu y nposaiigepa:
+ AduHamuueckuli — 3apernctpuposaHa ycnyra AuHammudeckuii DNS (Dynamic DNS);
« Cmamuuyeckuli — 3apernctpupoBaHa ycnyra Ctatudecknin DNS (Static DNS);
* [Mosb3oBamesibckuli — 3aperncTprpoBaHa ycnyra MNonb3osatenbcknii DNS (Custom DNS);

+ Wildcard — npv yctaHoBneHHOM chnare ucnosib3oBaTh cneumasnbHyto 3anucbk DNS, oTBevatoLLyto 3a Bce
noAA0MeHbI, KoTopas 6yAeT COOTBETCTBOBATh /1I0O60MY 3anpocy K HecyLecTByoLweMy nogaomeHy. OHa
yKasblBaeTcs B BUAE * B KauecTse noggomeHa, Hanpumep, *.domain.tld.

+ Adpec 3/1eKmpoHHOU NoYmMbl — 3NEKTPOHHbIN agpec s ayTeHTudnkaumy;

* Koy — ko4 ansa yyetHoin 3anucu DDNS.

[Ns NPUHATUA N COXpaHEHMSA N3MEHEHNI HEOBXOAMMO HaxaTb KHOMKY «[TpumeHums/CoxpaHumb».

4.2.6 MeHto «[1puHT-cepBep». HacTpoiiku cepeepa neyatu

MpuHT-cepBep (cepBep neyatn) — NporpaMMHoOe o6ecrnedyeHne Uam ycTPoicTBo, NO3BONAIOLLIEE rpynne
nonb3oBaTeneil NPOBOAHbLIX 1 6eCNPOBOAHbIX CETE COBMECTHO UCMO/Mb30BaTh NPUHTEP AOMa Unn B oduce.
OH He 3aBMCUM HM OT OAHOr0 KOMMbOTEPA B CETY, YTO AAET BO3MOXHOCTb HE Neperpyxarb pabouyto cpeay
nonb3oBarensi. Kpome Toro, npuHT-cepBep obecneunBaeT 6ecnepeboliHyto CBA3b C NPUHTEPOM, MDY,
CKaHepoM Un ApYyrol OPrTreXHMKOM, HaXoAsLLENCS B NOKa/TbHON CET.
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PaclwumMpeHHbie HACTpoHKH [ MpAHT-cepeep

MNpUMEH U Te/COXPaHNT

* Bk/1to4umb BCmMpPOEHHBIL MPUHM-cepsep — NPy yCTAHOB/IEHHOM doiare NpyYHT-CEPBEP aKTVBEH, MHaYe —
HET;

* VIMsi npuHmepa — Ms NpUHTEp3;

* [Mpou3sodumesib U MOO€e/Ib — NPOU3BOAUTENL 1 MOAE/b NpUHTEpA.

[Nna NpuHATHA 1 cOXpaHeHNss HACTPOEK HEOOXOAMMO HaXaTb KHOMKY «[lpumeHums/CoxpaHuma».

4.2.7 MeHo «DLNA». HacTpoiikn cepsepa DLNA

DLNA (anrn. Digital Living Network Alliance) — Ha6op cTaHgapTOB, NO3BONSIOLLMX COBMECTUMBIM YCTPOCTBAM
nepegasatb WU NPUHMMATL MO AOMALLHER CeTV pa3NnyHbIi MeanakoHTEHT (M306paxeHus], My3biKy, BU€0), a
Takke 0TOOpaXarb ero B pexummMe peasibHOro BpeMeHu. To eCTb — TEXHONOMNA A1 COeANHEHUSA AOMALLHNX
KOMMNbIOTEPOB, MOOW/IbHbIX TENEdOHOB, HOYTOYKOB 1 ObITOBOW 3/IEKTPOHUKN B €ANHYHO LMGIPOBYHO CETb.
YcTpoicTsa, KoTopble nogaepxusatoT cneundumkaumo DLNA, no xenaHuno nosb3osaresnia MoryT
HacTpamBaTbCsa N 0ObEANHATLCA B CETb B aBTOMATMUYECKOM pexuMe.

Cpepoii nepefaun MeavakoHTEHTa 06bIYHO SIBASETCS AOMaLLHSS NokanbHas ceTb (IP-ceTb). MoaknoueHne
DLNA-COBMECTUMbIX YCTPOWCTB K JIOMALLIHEn CeTn MOXET GbITb Kak npoBoAHbIM (Ethernet), Tak 1
6ecnpoBogHbIM (Wi-Fi).

PaclwMpeHHbie HACTpoHKH [ MpHHT-cepeep

MpUMEH U Th/COXPAHNTE

* Bktodums BcmpoeHHbIli DLNA-cepsep — Npu yCcTaHOBNEHHOM dfiare MeauacepBep akTUBEH, MHave —
HET;

* ViIHmepdpelic — nms nHTepdeinca ansa NnoakNIYEHNs K cepeepy;
« [ymb 0o medua-6ubsiuomeku — Kkatanor ansi meanadannos.

[Nsi NPUHATUSE U COXPAHEHWMS1 HACTPOEK HEOBXOAMMO HaXKaTb KHOMKY «[TpuMeHums/CoxpaHums».
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[aHHoe NnoaMeHI0 AOCTYNHO ToNbko A/1a yectpoiictea NTU-RG-1421G-WZ.

Advanced Setup [ Zway

MprMeHUTE/CoXpaHWTE

Ha =ToH CTpaHKUe MOMHD HACTPOMTR NapaMeTpsl Zway Smart Home.
# BniounTE Zwa)

ima cepeepa K.smarthome.rt.ru

Mopt 4443

McnonsLz08aTe

3AMILEHHDS L

COSOMHEHKE

OUYWNCTHTE K31 Sway

B AJaHHOM MEHK0 HacCTpanBarkoTCA NapaMeTpbl «YMHOro OOoMa».

NCMO/b3YeTCs 3allMLLEHHbIV KaHa,

Bkmoqums Zway — BKNIOUYUTL\BBIKNIOUUTL KOHTPOIEP «YMHOI0 A0May;

Vims cepsepa — ykasaTb afipec yaanéHHol nnaTtopmMbl «YMHOIO foma;

lMopm - yka3aTb NopT Naaropmbl, K KOTOPOMY NOAKMHOHAETCA KOHTPOIIEP «YMHOTO AioMay;
Vicrnonb3o8ams 3aujuujeHHoe coeduHeHue —

YCTaHOBUTb raslouky, ecaiv A5 obmeHa ¢ nnardopmoi

Ouucmume Kaw Zway — NpPn HaXKaTnn KHOMKW, KOHTPOJ1N1EeP OTK/TKOYaEeTCA, C HETro yaaJIaAeTCA BCA

I/IH(*)OpMaLI.I/IFI O NOAKMKYEHNN K I'I.I'IaTdf)OpMe, 0 NPUBA3aHHbLIX AaT4ynKax U cueHapuwn.

[ONsi NPUHATUS N COXPaHEHNS HACTPOEK HEOOXOAMMO HaxKaTb KHOMKY «[IpuMeHums/CoxpaHums».

4.2.9 MeHio «<UPnP». ABTOMaTnyeckas HacTpoiika ceTeBbIX YCTPOWCTB

B naHHoOM pasgene npousBoguTcs HacTpoiika doyHkuum Universal Plug and Play (UPnP™). UPnP o6ecneumBaet
COBMECTMMOCTb C CETEBbIM 060pyA0BaHNEM, MPOrPaMMHbIM 0becrnedeHnemM 1 neputepuinHbIMm

ycTpoincTeamm.

PacwHpeHHpe HacTpork [ UPnP

[nsa ncnonb3osaHns UPnP Heobxoanmo HacTpouTb NAT Ha aktnBHom WAN-nHTepdelice.

[na sknoveHusa UPNP Heo6xoammo ycTaHoBUTL thiar «Bksroyums UPnPy.

[Nna NpuHATMA 1 cOXpaHEeHNs1 HACTPOEK HEOOXOAMMO HaxaTb KHOMKY «[TpumMeHums/CoxpaHumab».
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4.3 MeHio «becnpoBogHas cBsi3b». HacTpoiika 6ecnpoBOAHOI CeTu

HacTpoiikv B faHHOM MEHI0 NMPOU3BOAATCA OTAENBHO A/18 pabounx gnanaszoHoB 2.4 Ty n 5Ty,

4.3.1 MNoameH «OCHOBHbIE HACTPOWKKy»., O6Lan nHpopmaums

B A@aHHOM MeHI0 NPou3BOASATCS OCHOBHbIE HACTPOIiKM 6ecnpoBoHoro HTepdeiica LAN, a Takke BO3MOXHO
3a4athb [10 TPEX BUPTya/lbHbIX TOYEK 6GECNPOBOAHOIO A0CTYNA.

BecnpoeofHan CBA3b / OCHOBHbIE HACTPOMKH
Ha AaHHOW CTPaHNLE MOXHO HAaCTPOWTb OCHOBHbIE NapameTpbl becnpoBoaHoro LAN-MHTEpMERca. Bbl MOXETE BKAKYUTL MKW BbIKIOYNTD
becnpoeoaHoi LAN-MHTEPGEAC, CKPbITh CEThb OT @KTWBHOMO CKAHMPOBAHWUA, HACTPOUTL MMA BecnposonHoi ceTh (SSID) M YCTaHOBUTb KaHan B

COOTBETCTBWW C 3@KOHOOATENbCTBOM CTPaHbI.
HaxmuTe "MpUMeHnT/CoXpardnTs" ANA HaCTPOMKKW OCHOBHbIX NapaMeTpos 6eCcnpoBoOHON CETW.

BkNto4MTL BECNpoBOOHYIO CBA3b
BecnpoBopgHan CBA3b - TOuKa AocTyna:
AKTUBVPOBaTb TOYKY OOCTYNa
[0 CkpbiTe TOYKY OCTYNa
] M3018UMA KNMEHTOB
]  OTKIW4YUTBL pacnpocTpaHeHne WMM

BrniounTh BecnpoBofHyo MHOr0aAPECHYIO PacceINKy

SSID: |ELTX—2 4GHz_WiFi_87B0
BSSID: E0:D9:E3:56:87:B2
CTpaHa: |RUSSIAN FEDERATION ~

WaoeHTWWKaTop pernoHa D
MaKCHMYM KINEHTOB:

BecnpoBofHaA cBA3b - FocTeBble/BUPTYanbHble TOYKW AocTyna:

Brnioden ssip Crpuur | M30nMpoBaTL pacﬁ;'%:?;af:m e
O 2.4GHz_Guest 1 [} [} O 16 N/A
O o |o O VA
[} W (] (] O ’16—| N/A

| MpumernTL/CoxparHuTs |

* Bk/1to4umb 6ecripoBoOHyto cB513b — BKAUNTb Wi-Fi Ha yCTpOIiCTBE;

+ AKmusuposamb mMo4Ky oocmyra — BK/IOYUTb OCHOBHYH 6€CNpOBOAHYIO CETh;

+ CKpblmb MOYKy docmyria — CKpbITbI/i pexuM paboTbl TOUKKM focTyna (B gaHHOM pexume SSID
6ecnpoBOAHOI CeTU He ByAeT LUMPOKOBELLATE/IbHO PacnpOCTPaHATLCS MapLUPYTU3aTOPOM);

* UI307154ust KIUEHMOB — NpW YCTaHOBNEHHOM chnare 6ecrnpoBOAHbIE KTMEHTbI HE CMOTYT
B3avMoZeincTBoBaTb Apyr ¢ ApYrom;

« Omkto4ums pacrpocmparHeHue WMM (Wi-Fi Multimedia — QoS ana 6ecnpoBogHbIx ceTeld);

* Bksiro4ums 6ecripoBoOHYH0 MHO20a0PECHYH Pacchl/iKy — BktoUMTs WMF,;

+ SSID - Service Set Identifier — HazHauMTb UMS GeCNPOBOAHOI ceTu(BBOL C YYETOM perncTpa
KnaBuaTypbl);

+ BSSID — MAC-agpec To4kM A0oCTyna;

+ CmpaHa — yCTaHOBMTb MECTOMNOosIOXeHMe (CTpaHy);

* VldeHmuchukamop peauoHa — yCTaHOBUTbL UaeHTUdukatop pervoHa (ana Poccun: 0-34);

* MakcumyM K/lueHmMos8 — YCTaHOBUTb MaKCMMaslbHO BO3MOXHOE KO/IMYECTBO OAHOBPEMEHHbIX
6ecnpoBOAHbIX NOAKMHOYHEHWIA.

47



NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

Mo yMonyaHuio Ha yCTpoIACTBE YCTaHOB/IEHO MMs GecnpoBoHoli ceTu (SSID)
ELTX-2.4GHz_WiFi__aaaa/ELTX-5GHz_WiFi_aaaa, roe aaaa - ato 4 nocnegHue undppsl WAN MAC.
WAN MAC ykasaH B Hak/eilike Ha Kopryce YCTPONCTBa. B MeHn cetn ourypupyeTt 4acTOTHbI
AvanasoH (2.4/5ITu).

[Na NpUHATMA M3MEHEHMIN HEOBXOAMMO HavkaTb KHOMKY «[TpuMeHuUms/CoxpaHume».

4.3.2 MopameHto «be3onacHoCcTb». HacTpoiika napameTpoB 6e30MacHOCTH

B A@aHHOM MeHI0 NPOV3BOASTCS OCHOBHbIE HACTPOVKM UMPOBAHUS AaHHbIX B 6ECNPOBOAHON CeTU. BO3MOXHO
HaCTPOUTL K/TMEHTCKOE 060pya0BaHNe GECNPOBOAHOIO A0CTYNa BPYUHYIO UM aBTOMATUYECKM, UCMOMb3Ys
WPS.

becnpoBoaHan a3k / BE3ONACHOCTD

Hactporkkn WPS

ouuTe WPS BHMHHHTe v

TAHOENTE PExHM

rhbar HacTo ¥
WES AP ACTPOBHO

PyuHan HACTPOHKS TOUKH [OCTYNa

ELTX-2 4GHZ_WiFi_1400 ~
WRAZ -FSK v

CTHAHMH TR v

I— HaokMuTe ageck, YTobk mokaaars

WPS (Wi-Fi Protected Setup) — ctaHgapT, pa3paboTaHHbIi anbsiHCOM NpousBoauTe et 6ecnpoBoAHOro
o6opyaoBaHusa Wi-Fi ¢ Lenbto ynpouleHmsa npowuecca HacTpoiikn 6ecnpoBOAHOM ceTu. [JaHHast TEXHONorms
No3BO/IAET MOb30BaTesto ObICTPO, MPOCTO U 6e30MacHO HAaCTPOUTbL 6ECNPOBOAHYIO CETb, HE BHUKAsA B
ToHKoCTU paboTbl WI-FI n npotokonos wudgposaHua. WPS aBTomaTuyeckn 3agaet nmsa cetn n wudposaHune
ANS 3aWNTbl OT HECAaHKLUMOHMPOBAHHOIO A0CTYNA, YTO B UHbIX ClyYasx MPUXOAMI0Ch Aenatb BPYUHYH.

[N Toro 4To6bI NOAKNOUNTLCS, [OCTATOYHO HaKaTb Ha kHonky WPS, pacnonoXeHHyto Ha 60KOBOI naHenn
ycTpoicTBa, nnm xe sectu PIN-kog, ncnonb3ys web-koHduryparop.

WPS setup:

* Bkrodyums WPS — ansa paspelerus goctyna no WPS B BbinagatoLlem cnvcke Bolbepute «Enable», ecnu
ceteBoil agantep WI-FI Bawero ycTpoiicTBa NoaaepXMBaeT AaHHbI PeXUM HaCTPONKY;
* YecmaHosums pexum WPS AP — ycTtaHOBUTb pexxum Toukn goctyna WPS.
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Hepoctatkn metoga WPS:

B Wi-Fi poytepax ¢ nogaepxkoii TexHonorun WPS cyLiecTByeT yA3BUMOCTb OTHOCUTENIbHO
6e3onacHocTH ceTu. icnonb3ysa aTy ya3BMMOCTb, BO3MOXHO nogobpars naposiv K NpoToKosiamM
wncpposaHua WPA n WPA2. YA3BUMOCTb 3ak/ltouaeTcsl B TOM, UTO MOXHO MEeToA0M nogobopa y3Hatb
MCnonb3yeMblit BOCbMU3HauHbIN kntod cetu (PIN-kog).

PydyHas Hacmpolika moyku oocmyrna:

* Bbibepume SSID — BbiGpaTtb MMs 6eCnpoBOLHON CETU U3 CMINCKa,
+ Cemesasi AymeHmudbukayusi — yCTaHOBUTb PEXMM CETEBOW ayTeHTUMKaLUM U3 NepeyHs B
BbINagatoLLeM CrucKe:

* open — OTKPbITbIA — 3awmTa 6eCNpPoBOAHON CETU OTCYTCTBYET (B 3TOM PEXMME MOXET
ncnonb3oBatbesi ToIbko WEP-k/itou);

+ Shared - 06wWMii (peXUM NO3BO/ISET NOML30BATENSAM NOyYaTh ayTeHTMdUKaumo no ux SSID nm
WEP-kntouy);

+ 802.1x — BktoyaeT ctaHgapT 802.1x(No3BoNsET NONb30BaTENAM ayTEHTURULMPOBATLCS C
ncnosb3oBaHnem cepsepa ayteHTudukaumm RADIUS, ania wndppoBaHusa AaHHbLIX UCNOMb3YyeTcA
WEP-kntou);

+ IP-adpec RADIUS-cepsepa,;

+ MMopm RADIUS — Homep nopTa RADIUS-cepsepa. Mo ymonyaHuo yctaHosneH nopt 1812;

+ Koy RADIUS — cekpeTHbIin ko ansa goctyna Kk RADIUS-cepsepy;

+ WPA2 - BkntouyaeT WPA2 (pexxwum ucnosnb3yeT npotokon WPA2 1 TpebyeT ncnosib3oBaHUs
cepBepa ayTeHTudmkauum RADIUS);

+ 3awjuweHHsble ynpasasaouue peliMbl — HaCTpoika NpegHasHadeHa oS ynyylueHns
MexaHn3Ma, oTBevaroLLero 3a 6e30nacHoOCTb, NOCPEeACTBOM MOBLILLEHHOTO BHUMAHUSA K
3aluTe ynpasisoLmMx NakeTos;

* lMpeaymenmucpukayus WPA2;

* MiIHmepsas nepeaymeHmugbukayuu cemu — nepuog NoBTOPHOM NPOBEPKN NOAJ/IMHHOCTW.
Onpepfenser, Kak 4acTo ToYka A0CTyna nocbinaeT coobLeHne 1 TpebyeT OT K/IMEHTOB
OTBETa, COAEepXaLLlero npaBu/ibHble AaHHble 6e30MacHOCTY;

* MIHmepsas nosmopHo20 Habopa WPA 2pyrinbl — nHTepBan B CEKyHAAX MEXAY CMEHOM
knoyeli wudposaHus WPA, ucnosnb3yetcs A/19 NOBbILEHNS YPOBHA 6e30nacHOCTM
6ecnpoBogHoli ceTn. ECiv B CMeHe K/toyeli HeT He06X0AMMOCTH, OCTaBbLTE B MOJIe Hy/1eBOE
3HaueHue,

*+ IP-adpec RADIUS cepsepa — IP-agpec RADIUS-cepBepa;

+ MMopm RADIUS — Homep nopTa RADIUS-cepsepa. Mo ymonyaHuo yctaHosneH nopt 1812;

+ Koy RADIUS — cekpeTHbIin ko ansa goctyna k RADIUS-cepsepy;

+ WPA/WAPI wugpposaHue — Bblbop MeToga wngposarus gaHHbix WPA/WAPI: TKIP+AES,
AES:

+ TKIP — npotokon wudpoBaHus, ucnonbyemblin gns WPA. Obnagaet 6onee
3P PEKTMBHLIM MEXAHVU3MOM YyrpaB/eHns Knryamu no cpasHeHno ¢ WEP;

+ AES — anroputm 128 6utHOro 61104Horo wngpposaHme ¢ knwovom 128/192/256 6ur,
ncnosnb3ayercs 06bluHO anst WPA?2);

« WPA2-PSK - BkntouaeT WPA2-PSK (pexum ucnonb3yeT npotokon WPA2, Ho He TpebyeT
1cnonb3oBaHKsA cepeepa ayTeHTudmkauum RADIUS);

+ 3awjuweHHble ynpasasaouue peliMbl — HaCTpoika NpegHasHadeHa oS ynyylleHns
MexaHn3Ma, oTBevaroLLlero 3a 6e30nacHoOCTb, MOCPEeACTBOM MOBLILLEHHOTO BHUMAHUSA K
3aluTe ynpasisoLmMx NakeTos;

« WPA/WAPI naposib — cekpeTHasa dopasa. YctaHoBKa napons, ctpoka 8-63 cumsona ASCII.
[ns npocmoTpa cekpeTHOl hpasbl HEOOXOAMMO HaxKaTb Ha CCbINIKY «Haxmume 30ecs,
umob6sbl rokazamae», Naponb OyAeT nokasaH BO BCMJ/IbIBAKLLEM OKHE.
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GPIFO00057 |

Mo ymMOMYaHUIo KoY CETW COOTBETCTBYET CEPUIHOMY HOMEPY YCTPOIACTBA.
CepuiiHblli HOMep yKasaH B HakK/eike Ha kopryce ycTpoiicTea. MNpwu n3mMeHeHun
naposis Heo6xoAMMo 3a4aTb KoMGMHaUMO 13 10-TM cMBOJIOB. Mapob AO/MKEH
cogepxaTtb LMdpbl M NaTUHCKME GYKBbI B BEPXHEM 1 HMXKHEM PErMcTpax.

ViHmepsan nosmopHo2o Habopa WPA-epyrnnbl — NHTEpBas B CEKYHAAX MeXAy CMEHOIA
knoyeli wudposaHus WPA, ucnosnb3yetcs 4/11 NOBbILEHNS YPOBHA 6e30nacHOCTM
6ecnpoBogHoOl ceTn. ECv B CMeHe Ktoyeli HET He06X0AMMOCTH, OCTaBbLTE B NMOJ1e Hy/1eBOE
3HaYeHue;

WPA/WAPI wucpposaHue — Bbi6op meToga wndposaHmnsa gaHHbix WPA/WAPI: TKIP+AES,
AES:

TKIP — npoTokon wudposaHus, ncnonbdyemolii gna WPA. Obnagaet 6onee ahdekT1BHbIM
MexaHW3MOM ynpasieHns Kto4amu rno cpasHeHuto ¢ WEP;

AES — anroputm 128 6utHOro 6,104HOro wngpposaHme ¢ knwovom 128/192/256 6ur,
ncnosb3yercs 06bIuHO anst WPA?2);

* Mixed WPA2/WPA - BkntoyaeT kombuHaumio WPA2/WPA (gaHHbI pexuM LWngpoBaHus
ncnonb3yet npotokonbl WPA2 n WPA, TpebyeT 1cnonbL30BaHnA cepeepa ayTeHTUdukaumm

RADI

us);

3awjuweHHble ynpassisaouue peliMbl — HacTpoika NpegHasHadeHa oS ynydleHns
MexaHn3Ma, oTBevaroLLlero 3a 6e30nacHoOCTb, MOCPEeACTBOM MOBLILLEHHOTO BHUMAHUA K
3aluTe ynpasisoLmMx NakeTos;
lNpeaymenmucpukayuss WPA2 — npengaputenibHasA nposepka noa/MHHOCTM 6ecnpoBogHOro
KNMeHTa Ha Apyrnx 6ecnpoBoAHbIX TOYKax A0CTYyna B UCMOMb3yeMOM Anana3oHe. B TeyeHune
MPOBEPKM CBA3b OCYLLECTB/IAETCA Yepes TeKyLLyt0 6eCnpOBOAHYO TOUKY AOCTYNg;
ViHmepsas nepeaymeHmugbukayuu cemu — nepuog, NOBTOPHON NPOBEPKM NOASIMHHOCTMW.
Onpepfenser, Kak 4acTo ToYka A0CTyna nocbliaeT coobeHne 1 TpebyeT OT K/IMEHTOB
OTBETa, COAEepXaLLero npaBu/ibHble AaHHble 6e30MacHOCTY;
ViHmepsan nosmopHo2o Habopa WPA apynrnbl — NHTEPBa/T B CEKyHAAaX MeXay CMEHOW
kntoyeli wudposaHus WPA, ucnosnb3yercs 4/19 NOBbILLEHNS YPOBHA 6e30nacHOCTM
6ecnpoBogHoli ceTn. ECiv B cMeHe K/toyeli HeT He06X0AMMOCTH, OCTaBbLTE B NOJIe Hy/1eBOE
3HaueHue,
IP-adpec RADIUS cepsepa — IP-agpec RADIUS-cepBepa;
Mopm RADIUS — Homep nopTa RADIUS-cepsepa. o ymonyaHuio yctaHossieH nopt 1812;
Knrou RADIUS — cekpeTHblin kntod ana goctyna kK RADIUS-cepsepy;
WPA/WAPI wucpposaHue — Bbibop meToga wndposaHmsa gaHHbix WPA/WAPI: TKIP+AES,
AES:

+ TKIP — npotokon wudpoBaHus, ncnonbyemblin gns WPA. Obnagaet 6onee

apheKTUBHBIM MEXaHU3MOM YrNpaBAeHUs Knyamm no cpasHeHmio ¢ WEP;
+ AES — anroputm 128 6utHOro 61104Horo wngpposaHme ¢ knwovom 128/192/256 6ur,
ncnonb3yercsa 06bIuHO ans WPA2);

+ Mixed WPA2/WPA-PSK - BkntouaeT koMmouHaumio WPA2/WPA-PSK (3T0T pexuM LWngpoBaHus
ncnonb3yet npotokonbl WPA2-PSK n WPA-PSK, He TpebyeT ncnosnb3oBaHus cepsepa
ayTeHTudmkaumm RADIUS).

WPA/WAPI naposib — cekpeTHas dopasa. YCTaHOBKa naposs, ctpoka 8-63 cumeona ASCII.
[nsa npocmoTpa cekpeTHoW thpasbl HEOOXOAMMO HaXaTb Ha CCbISIKy «HaxXmume 30€ecCh,
umo6bbI rnokazamse», Naposib 6yAeT NokasaH BO BCMN/bIBAKOLLEM OKHE.
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blank

GPIFO00057

Mo ymMOMYaHUIo KoY CETW COOTBETCTBYET CEPUIHOMY HOMEPY YCTPOIACTBA.
CepuiiHblli HOMep yKasaH B HakK/eike Ha kopryce ycTpoiicTea. MNpwu n3mMeHeHun
naposis Heo6xoAMMo 3a4aTb KoMGMHaUMO 13 10-TM cMBOJIOB. Mapob AO/MKEH
cogepxaTtb LMdpbl M NaTUHCKME GYKBbI B BEPXHEM 1 HMXKHEM PErMcTpax.

* MlHmepsas nosmopHo20 Habopa WPA 2pyrinbl — nHTepBan B CEKyHAAX MEXAY CMEHO
knoyeli wudposaHus WPA, ucnosnb3yetcs 4/11 NOBbILEHNS YPOBHA 6e30nacHOCTM
6ecnpoBogHoOl ceTn. ECv B CMeHe Ktoyeli HET He06X0AMMOCTH, OCTaBbLTE B NMOJ1e Hy/1eBOE
3HaYeHue,;

+ WPA/WAPI wugpposaHue — Bblbop MeToga wndposarns gaHHbix WPA/WAPI: TKIP+AES,
AES:

+ TKIP — npotokon wudpoBaHus, ucnonbyembiin gns WPA. Obnagaet 6onee
apheKTVBHBIM MEXAHU3MOM YNpaBAeHUs Knoyamm no cpasHeHuio ¢ WEP;

+ AES — anroputm 128 6utHOro 6,104HOro wngpposaHme ¢ knovom 128/192/256 6ur,
ncnosb3ayercs o6biuHO ans WPA?2).

* WEP-wudpposaHue — pnia BkaodeHus wudposaHua WEP BbibepuTe Br/irodums B
BblNaJatoLLeM CrUCKe;

* CmeneHb wucpposaHusi — 64- nnn 128-6uTHoOe WINdpoBaHme K/oua;

+ Tekywul cemesoli K/1104 — BbIOOP KNkO4a, KOTOPbIi ByAET MCMNONb30BaTLCA A5
YCTaHOB/IEHUS COEANHEHNS;

+ Cemesol K/o4 1..4 — BO3MOXHO 3aJaTb [0 YeTblpex pas/iMyHbIX kao4vein n3 10
CMMBOJI0B B 16-pUYHOIi cucTEME cuncnieHns Nnbo 5 cMMmBosoB Ascll’ ansa 64-x
6UTHOrO WndpoBaHuA. Mnm 26 cMMBONOB B 16-pUUHO cucTeme cuncrneHnst nnbo 13
cumBonoB ASCII ansa 128-x GUTHOrO LIMGIPOBaAHKS.

ONs NPUHATUS N3MEHEHMN HEOBX0AMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHumey.

Y6eauTech, YUTO 6ECNPOBOAHON aganTep KOMNbOTEPa NoAAepPXnBaeT BblOpaHHbI TUN WN(pPoBaHUS.
Hamnbonee cTolikyto 3awmty 6ecnpoBogHOro kaHasia AaéT coBMecTHas paboTa Touku focTtyna u
RADIUS cepBepa (g5 ayTeHTUmKaLuum 6ecrnpoBofHbIX KNNEHTOB).

T ASCIl — Ha6op 13 128 CUMBO/IOB /151 MALLMHHOIO NPEACTAB/IEHUSA MPOMUCHBIX U CTPOYHBIX BYKB
NaTUHCKOro anidpaBuTa, YMCes, 3HaKoB MpennHaHnsa 1 cneunasibHbIX CUMBOJIOB.

4.3.3 MogmeHto «dunstpauusa no MAC». Hactpoiikn counbsrpaumm MAC-agpecoB

B AaHHOM MeHI0 nponsBoauTcA HacTpoiika hunstpaunn MAC-agpecos.

Becnposaqias (eass | Swnerpaspes no MAL

ELTX-2 4GHT_'WFi_1400 »
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* Bbibepume SSID — BblGpaTb naeHTugrkaTop 6ecnpoBogHON ceTn, ANsi KOTOPO 6yaeT co3faHo
npasuno;
+ Pexxum o2paHuyeHusi no MAC — Bbli6op pexnma dnnstpauumn no MAC-agpecam:
* OMK/to4eH — He Ncnonb3oBaTb OUILTP;
+ Paspewums — (hunbTp Mo paspeLleHHbIM agpecaw;
+ Bsiokuposams — OUILTP NO 3anpeLLeHHbIM agpecam.

[na pobasneHns MAC-agpeca B Tabnvuy unstpauum Heobxoaumo Haxkatb «Jobasume» 1 BBECTU €10
3HayeHue B none «MAC-adpec» B OTKPbIBLLEMCSH MEHIO:

BecnposoaHan ceasb [ GuwneTpayna no MAC | OQobasntb

ONsi NPUHATUS 3MEHEHWIA HEOBXOAMMO HaxkaTb KHOMKY «[TpumeHums/CoxpaHume».

4.3.4 TMopmeHto «MocT». HacTpoiikn 6ecrnpoBOAHOI0 COeAVHEHUS B peXnme MmocTta

B faHHOM MeHto 3aaeTcs pexxvM paboTbl TOUYKM AOCTYNa: B KAYEeCTBE TOUKU A0CTyna unv 6ecnpoBogHOro
MocTa.

Mpwn ncnonb3oBaHMKM pexuma Mmocta Heobxoaumo BeecT MAC-aapeca yaaneHHbIX MOCTOB. [JaHHbIA pexum
MCnonb3yeTcs 4718 YCTaHOBKU 6ECNPOBOAHONO COEANHEHUS MEXAY ABYMS OTAE/bHbIMU CETAMM.

bacnpoBROHAR CEBAZE [ MOCT

Brnwus v

sapeca yoanessn voctoe: [ [ ssip [essio |

B pexvime «MoCT» BO3MOXHO 3a/iaTb C/eAYHLLEe HACTPOMKK:

+ OgpaHuyeHusi Mocma — BbIGOp pexuma paboTbl MoCTa:
* Bk/1toYeH — BKNOUMTb chunbTp no MAC-agpecam (paspelleHbl TOMbKO 3aAaHHble agpeca);
* Bk/oyeH (ckaHuposaHue) — NOUCK yaasieHHbIX MOCTOB;
* Bbik/royeH — orpaHmnyeHus no MAC-agpecam OTCyTCTBYHOT;

* MAC-adpeca yoa/ieHHbIX MOCMOB — afpeca yaa/IeHHbIX MOCTOB.

B pexvMe MocTa MapLupyTusaTtop He nogaepxusaeT doyHkumio Wi-Fi Multimedia (WMM).

[na 06HOBNEHNS [OCTYMHbIX YAA/IEHHbIX MOCTOB HEOOX0AMMO HaxxaTb « O6HOBUMbL UHGhOPMAayUIo».

[N NPUHATUS U COXPaHEHNS N3MEHEHMI HEOBXOAMMO HaxkaTb KHOMKY «[TpumMeHUmMb/CoxpaHums».
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4.3.5 lMogMeHto «PaclunmpeHHble HACTPOKN»

B AaHHOM MEHI0 NPON3BOAUTCA pacLUMPEHHbIE HACTPOKN 6ECNPOBOAHON CETU.

BaCnpeniaf Mad CERh [ PACinE [ R HLC T K

B sie=n w i L)
AR -

ME YT w

Bads ol "

LEi L

BaraCrig=

Bese e

+ [Juana3oH — ycTaHOBKa Y4acTOTHOro AnanasoHa (2,4/5Iw);

* KaHan — ycTaHaBnvBaeT paboumnii kaHan ans Maplipytnsatopa. Mpy Haamumm nomex uam Nnpoésnem B
paboTe 6eCnpoOBOAHOM CETU U3MEHEHNE KaHala MOXET CNOCO6CTBOBATbL X YCTPAHEHMIO.
PekomeHAyeTcs yCTaHOBUTL 3Ha4YeHne "Auto” Bo n3bexaHve nomex, Bbi3blBaeMbIX paboTONn CMEXHbIX
ceTtei;

+ Talimep aBmomMamu4eckoeo Bbibopa KaHasia (MUH) — BPEMS B MUHYTaXx, Yepe3 KOTOpoe MapLLpyTM3aTop
byfeT nckatb 6051ee onTUMasibHbI 6eCnpoBOAHbIN KaHau. MapameTp AOCTYNeH, ecnu ycTaHoBneH Auto
BbI6op KaHana (0 — BbIK/IHOUNTD);

« Standard - yctaHoBKa ctaHgapTa 802.11;

« Auto Channel Set — onpegensieT pexum paboTbl aBTOBbI6Opa KaHa0B:

* Full — aBTOBbLIGOP NPOM3BOANT CKAHWPOBaHUE M BbIOGOP KaHana 13 BCeX AOCTYMHbIX KaHa/10B;
+ Legacy — aBTOBbI6OP NPOM3BOANT CKAHNPOBaHUE 1 BbIOGOP KaHana u3 Habopa KaHas10B,
noafepXnuBaembix cTapbiMy ycTpoiicTBaMu (ToNbKo ANst AnanasoHa 2.4 ru);
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+ Custom — aBTOBbIOOP NMPOU3BOLUT CKaHMPOBaHKE 1 BbIOOP KaHasna U3 Crnucka, 3a4aHHoro
nonb3oBaTenem B HacTpoiikax «Allowed Channel».

802.11n/EWC - pexum coBMecTuMocTu ¢ o6opyaoBaHuem 802.11n Draft2.0 n EWC (Enhanced Wireless
Consortium);
LupuHa nosockl — ycTaHoBKa nonockl nponyckaHna 20w, 40 wnn 80 My, B 3aBMCMMOCTY OT
4acTOTHOro gnanasoHa. B pexwvime 40 MIMy MCNoNb3yOTCA ABE CMeXHble nosockl no 20 My, ana
yBeMYeHNs NPOonyCcKHOM CNOCOBGHOCTM KaHana;
Bokosasi nosoca yrnpasneHus — BbIGop BTOPOro kaHana (HmkHAs nnm BepxHsia) B pexxume 40 MIy;
802.11n YposeHb — ycTaHOBKa CKOPOCTU COeMNHEHUS;
802.11n 3awjuma — npv BKNHOYEHUN YBENTMYNTCA 6€30MacHOCTb, HO YMEHbLUNTCA NPONyCcKHas
CNOCOOHOCTB;
TpaHcasyus RIFS — (Reduced Interframe Space) yMeHbLUeHWE MHTEpBaIa MexXay 6/10kaMu AaHHbIX
(PDUs), nossbiwaet achgpekTmBHocTb Wi-Fi;
OHepaocbepexeHue BXOOHOU yenu — HacTPOoiika To/IepaHTHOCTY NpU BbIGope pexumMa paboTbl (20Mry,
nwnn 40Mru). Ecnmn napameTp B COCTOSIHUM «Bk/lo4eH» — ByfeT BblbpaH ONTUMasTbHbIV PeXuM padoThbl
YCTPONCTBA, yunTbiBas «10/10Cy nporyckaHusi», UHave pexum paboTtbl 6yaeT 3aBUCETb TO/IbKO OT
napameTpa «[losioca rnpomnyckaHus»;
RX Chain Power Save Quiet Time — nepnof BpeMeHU, B TEYEHUN KOTOPOro MHTEHCUBHOCTbL Tpadmka
[O/MKHA 6bITb HYXKe PPS, 4N BKNIOYEHUA pexrMa aHeprocoepexeHus;
RX Chain Power Save PPS — BepxHsisi rpaHuua napametpa PPS (packet per second). Ecnv B TeueHne
BpeMeHwW, onpeaesieHHoro napameTpoM «RX Chain Power Save Quiet Time», UHTEHCUBHOCTb NakeToB Ha
nutepcpeinice WLAN He npeBbilIaeT AaHHYI BETMUMHY, BK/THOYAETCA PEXUM IHEpProcbepexeHuns;
54g™ YposeHb — yCTaHOBKa CKOPOCTM B pEXMME COBMECTMMOCTHU C yCcTpoicTBamu 54g™;
YposeHb MHO20a0pecHOU pacchl/iku — yCTaHOBKa CKOPOCTU Tpadvka Nnpu MHOroaApecHon nepegauve;
OcHosHoOLU yposeHb — 6a30Bas CKOPOCTb Nnepegayu;
lNopoa chpaemeHmayuu — ycTaHOBKa nopora gparmeHTaummn B 6aritax. Ecnv pasmep naketa byaet
npesbllaTh 3a4aHHOe 3HaYeHue, OH ByAeT hparMeHTMPOBaH Ha YacTu NOAXOAALLEro pa3mepa;
lMopoe RTS — ecnn ceTeBO NakeT MeHbLLE, YEM YCTaHOBIEHHOE NOPOroBoe 3HayeHne RTS, mexaHn3m
RTS/CTS (MexaH13M COeAUHEHUS MO KaHauly C UCMO/Ib30BAHNEM CUTHaI0B FOTOBHOCTM K nepeaave/
rOTOBHOCTM K NPUeEMy) 3aeiicTBOBaH He ByaerT;
ViHmepsas1 DTIM — BpeMEHHOW MHTepBasl, N0 UCTEYEHUN KOTOPOTO LLUMPOKOBELLLATE/TbHbIE U
MHOroaZipecHble nakeTbl, NoMeLleHHble B Bydiep, byayT AocTaBeHbl 6eCrnpoBOAHbIM KNIMEHTaM;
ViHmepsasn cueHasu3zayuu — nepuog oTnpasky MHPOPMAaLMOHHOIO naketa B 6eCrnpoBOAHYHO CETb,
CUTHa/IM3MNPYIOLLLETO O TOM YTO TOYKa A0CTyNa aKTUBHa,
MakcumyM K1ueHmos — MakCMasibHOe KO/IMYeCTBO 6eCnpoBOAHbIX K/IMEHTOB;
XPress™ TexHoO/102Us1 — UCNOJb30BaHMe NO3BOISAET MOBbLICUTbL MPOMYCKHYH CMNOCOBHOCTL A0 27% B CETAX
ctaHgapTta 802.11g. A B cMewwaHHbix ceTax 802.11g n 802.11b ucnonb3osaHme XPress™ Technology
MOXET NOBbICUTb MPOMYCKHYH CMNOCOBHOCTL A0 75%;
MowHocmb nepedamyuka — onpefensaeTca MOLHOCTb CUrHana TOUYKM 40CTyna,;
WMM (Wi-Fi Multimedia) — yctaHoBka pexuma Wi-Fi Multimedia (WMM). laHHbIli pexuM no3BonsieT
6bICTPO ¥ KAYeCTBEHHO Nepeaasarb ayauno - U BUAEOKOHTEHT OAHOBPEMEHHO C nepegaveil AaHHbIX;
WMM 6e3 nodmsepxoeHusi — Npn NUCMNosb30BaHNN AAHHOIO pexvmMa NpuémHas CTopoHa He
NMOATBEPXAAET NPUHATLIE NakeTbl. B cpefe ¢ MasibiM KONMYECTBOM MOMEX 3TO NO3BOINT YBENTUYUTL
3P PeKTMBHOCTL Nepeaayu, B cpefe ¢ 60/bLIMM KO/IMYeCTBOM NomMex 3pEKTUBHOCTL Nepesayu
CHU3UTCS;
WMM APSD - ycTaHOBUTbL aBTOMATUYECKNIA NEPEXOL, B PEXUM 3KOHOMUM 3HEPTN (BK/THOUYEH —
aBTOMATUYECKMIA Nepexos paspeLueH);
dopmuposaHue /yya npu nepedade (BFR) — dpyHKUMA (hopMUpOBaHMe /lyya No3BONSIET YMEHbLUNTb
NHTEpdIepeHLMIO Npy Nepegadye 6ecnpoBogHOro curHana v ynydwmnTs kadyectso Wi-Fi coegmHeHus;
KoHnyeHmpauyusi cuezHana Ha rnpueme (BFE) — doyHKUMS KOHLEHTpaLun nNpy npuemMe curHasia nos3Bonsiet
ynyywnTe Kavyectso Wi-Fi coeguHeHus.

[N NPUHATUS U COXPaHEHNSA N3MEHEHWIT HEOBXOAMMO HaxKkaTb KHOMKY «TpumeHUmMb/CoxpaHums».
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B faHHOM MeHI0 Npon3BoAATCA HACTPOViK1 6ecnpoBoaHoro uHtTepdeica LAN.

MOXHO BK/IIOUUTL WU BbIKNOUNTL GecnpoBogHoii LAN-uHTepdeiic, HacTpouTs nMsi 6ecrnipoBogHoii cetu (SSID)

1 ycTaHOBWTb Naposnb (cTpoka 8-63 cumsona ASCI).

MacTep HACTRORKK

[N NPUHATUS U COXPaHEHNS U3MEHEHWI HEOBXOAMMO HaxkaTb KHOMKY «MpUMeHUTL/ COXpPaHnUTb».

4.4 MeHo «XpaHunuwar». Cnyxo6bl hainnoBbIX XpaHUInL,

4.41 MogMeHto «MHopMauus no yCTponcTBy XpaHeHus». IHhopmaumsa o nogkatodeHHbIx USB-ycTpoicTBax

B AJaHHOM MEHK AOCTYyneH CNMCOoK BCEX NOAKNHYEHHbLIX 3alNOMNHAKOLLINX yCTpOVICTB. npeAOCTaBﬂHeTCH

cneaywowan nHpopmaLms:

Cnyx6a xpaneuna [ HudopMauua no yCTPoRcCTBY XpaHeHna

a4 B YT L B e P R e g ey -
Crywfia hafnoBsi ¥paHUANLL NOZBOARET NETKD NOAYYK

B O0CTY

O AR BT W b b A

-+ -
E (DAHNOEOMY XPaH)

FILLLY SepiEs LE B

[ Mma paspena | daiinosan cscrema | 06wwii obbem | Henonbayempiii obvem | feiicrewe

* VImsi pasdesia — MS YCTPOICTBa;
+ ¢alisiosasi cucmema — TUN YarisIoBoOl CUCTEMBI;

 Unmount — pns 6€30MacHOro U3B/1eYeHnst yCTpoiicTBa He06X0AMMO NpeABapuTesIbHO HaXaTb AaHHYH

KHOMKY.

4.4.2 ToameHto «Monb3oBaTenbCkue akkayHTbl». HacTpoiika nonb3oBarteneit Samba

B naHHOM MeH0 npoucxoauT HacTpolika yYeTHbIX 3anuceli nonb3oBaTeneli Samba.

Cepanc ¥padednd [ NMoNbI0BATENbEKWE AKKAYHTI

I Hma nonszoBaTens Iﬂnua WHAA NanKa I YOanute ]

NobasuTe YaanuTe

B A HOLTPOAEA TROAs3rBa T ek ARLayHT

55



NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauumn (user)

[nsa po6asneHns 3anucy Heo6XxoAMMo HaxkaTb KHOMKY «Jo6asumsy». ANa yaaneHus - ycTaHoBUTb donar
HanpoTuB TpeGyeMoli 3an1cK B KosIoHKe Remove 1 HaxkaTb KHOMKY «Yoasume».

CepBac xpaHeHns § MoNbE0BETEMkOHIE AEHAYHTH

* VIMsi nosib308ame/isi — NOTVH AN1A [OCTyNa K CETEBOMY PECYPCY;

* [Maposib — Naposb ANsi A4OCTyNa K CETEBOMY pecypcy;

+ [Modmsepdume naposib — NOATBEPXAEHVE NAPONs AN AOCTYNa;

* VIMs moma — nyTb K cETeBOMY pecypcy (MMsi NOAK/IIOYEHHOTO 3anoMMHAIOLLENO YCTPOiCTBA
oToGpakaeTcsl Ha cTpaHuLe «/Hghopmayus o ycmpolcmay XpaHeHUsi»).

4.5 MeHIo «YnpaBneHue». YnpasneHue yCcTponcTBoMm

4.5.1 MNoaMeH «HacTpoikn»

4.5.1.1 lModmeHro «3aBodckue HacmpoUku». Bo3gpam k Hacmpoukam o ymo/14aHuro

MeH!0 No3BO/ISIET BEPHYTLCS K HACTPOMKaM YCTPOCTBa, YCTaHOB/IEHHLIM MO YMO/TYaHUI0. YCTPOCTBO Npw
aTOM GyAET nepesarpyxeHo.

Ynpaanedwe [ Hactponkd [ 3aBofcHHe HACTPOM KH

Mpu BbINO/IHEHUM AAHHO onepaLmi BCe BbINO/IHEHHbIE Bamy HACTPOIKM GyayT yTpayeHsbl.

Mpu HaXaTWUKN Ha KHOMKY «BoccmaHoBuUMb HacMpPOUKU M0 yMO/IYaHU» MPOUCXOANT COPOC HACTPOEK K
3aBO/ICKMM. YCTPOIACTBO Mpwv 3TOM BYAET nepes3arpyXeHo.
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4.5.2 MopgmeHto «MNaponb Pon». CMeHa naponsa ang goctyna k cetu PON

[laHHOe MeHI0 N03BONSIET N3MEHUTL Naposb A1s asTopusaumn ONT Ha CTaHLMOHHOM YCTPOACTBE NACCUBHOM

OMNTUYECKO ceTn.

Ynpagnenwe [ Mapons PON

[nsi cMmeHbl Naponsa HeobxoaymMo BBecTy 10 cMBO/OB B none «Hosbil naposi PON». AN NpUHATAS 1
COXpaHeHVs1 U3MEHEHWI1 HEOBXOAVMMO HaXaTb KHOTMKY «/[TpuMeHuUmMb/CoxpaHumae». MpUMEHEHNE HACTPOEeK

Npou3oiiAeT nocse nepesarpysku ycTpoincTaa.

° HactoATenlbHO He peKoMeHAYeTCA U3MEHATH Napo/ib CaAMOCTOATENILHO — 3TO MOXET MPUBECTH K

norepe ceA3n co CTaHUNMOHHbIM yCTpOVICTBOM.

4.5.3 TMogMmeHto «CUCTEMHBIN XypHas». MpoCcMOTP 1 HACTPOIiKa CUCTEMHOTO XypHana

4.5.3.1 TlNoomeHr «KoHuaypayusi». Hacmpolika cuCmeMHO20 XypHasa

MeHo ncnonb3yercsa AnsA NnpocMoTpa 1/unmn HacTPOKN COBbITUIA, NPOUCXOAALMX HA MapLLpyTM3aTope.

Ynpagneswwe [ CHcTeMHbid ¥ypran | Kouwdurypauua

OTnafdH e
CrwimGea
NokaneHeR
Owwika

Mepexof K NPOCMOTPY CUCTEMHOTO XypHasia OCYLLECTBNAETCS KHOMKOW «[Tokazamb cucmeMHbIl XypHasi».

* CucmemHbIl XypHas — BK/IOYEHVE/BbIK/I0UEeHNe CUCTeMHOrO XypHana (enable/disable);
* YposeHb 0emasiu3ayuu — yCTaHOBKa YPOBHSA AeTasm3auuy XxypHana cobbiTuii. Knaccudmkams

YPOBHEWN BaXXHOCTU B MNOPSAAKE CHMXXEHUSA 3HAUMMOCTW:
* ABapuliHbIl;
* [pedynpexoeHue;
* Kpumudeckud;
« Owubka;
* YBeooM/ieHUE;
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* VIHgbopmayuoHHble;
* OmsiadoyHbie;
* Pexxum pabomsbl — pexum paboTbl XypHana:
* JIoKa/lbHbIl — MECTHBI (BCe COBbITUSI BO3BPALLAKOTCS HA MapLLpyTU3aTop Yepes GyhepHyto
namsTb);
* Y0aneHHblIl — ypaneHHblii (Bce cobbITMSA Bo3BpaLatoTca Ha cepeep Syslog);
+ Oba - pabotaloT 06a pexmma;
+ USB-Hakonumesib — otrnpaska Ha USB-HakonuTens;
+ Display Level — ycTaHOBKa YpOBHS OTOGpaXeHWs1 BbIBOAMMbIX COOBLLEHWNIA XXypHana cobbITul;
* YposeHb coobweHul, BbIBOOUMbIX B KOHCO/Ib Linux (printk) — ycTaHOBKa YPOBHSI COOGLLEHWIA,
BbIBOAMMbIX B KOHCO/b Linux;
+ Omnpaska coobuwjeHuli om CMS 8 cucmemHbIll XypHas — BKIOUEHNE/BbIK/TIOYEHNE OTNPaBKU
coobLeHnii oT CMS B cUCTEMHBIN XypHaUT.

Mpu BbIGOpE yAANEHHOMO pexuma (YoasieHHbIl) fOCTYNHbI CeAyoLImMe HacTPOKU:

* IP-adpec cepsepa-— IP-agpec cepBepa Syslog, Ha KOTOPOM COXpaHsItOTCSA BCe COObITUS,
+ UDP-nopm cepsepa — HoMep nopTa cepaepa Syslog.

[N NPUHATUS USMEHEHMIA N COXPaHEHNA HEOGXOAMMO HaxKkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

4.5.3.2 TloomeHr «[pocmomp». lNpocMomp cucmemMHO20 XypHasia

MEHI0 CNYXUT A/1s1 NPOCMOTPA COObITUIA, MPOMCXOAALLMX HA MapLUpyTU3aTope.

Ynpasneuwe [ MypHan coDbiTHi

| Rara/Bpema | Kareropua | Yposens saxknoctu | Coobuenne |

O0HOBHTE

O6HOBUTbL UHYOPMALMIIO MOXHO KHOMKOM «O6HOBUMBb».

4.5.4 TMopmeHto «[ata n Bpemsi». HacTpolikn CUCTEMHOTO BPEMEHU

Bo Bkagke HacTpamBaeTcs CUCTEMHOE BPEMSs Ha YCTPOICTBE.

Ynpagnenwe [ [lata W BpeMa
+
Oprytoa .
He psGpas v
Hi Befpas v
He gedlpas "
He eefipas .
GMT+03:00) Banmipaa. Mocksa, C awer-Neteplyp -

* ABmMomMamuy4ecKku CUHXPOHU3UPOBamb C CepPBUCOM BpeMeHU Yyepe3 VIHmepHem — Nnpu YCTaHOB/TIEHHOM
onare Npon3BOAMTL aBTOMATUUYECKYI0 CUHXPOHM3aLMIo ¢ VIHTepHeT-cepBepamMu TOYHOIO BpeMeEHM;

* epsbili NTP-cepsep — BbIGOP OCHOBHOIO cepBepa TOYHOIr0 BpEMEHU;

* Bmopol NTP-cepsep — BbIGOp BTOPOro cepBepa TOMHOro BpEMEHM, None — He UCMNO/1b30BaTb
[AOMNOSTHUTENbHBbIE CePBEPA;
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+ Tpemuli NTP-cepsep — BbIGOp TPETLENO CepBepa TOUHOro BPEMEHU, None — He UCMOo/b30BaTb

[OMNOMHUTENbHBbIE CEPBEPA;
+ Yemsepmoili NTP-cepsep — BbIOOP YETBEPTOro cepeepa TOYHOIo BPEMEHU, hone — He NUCNOoMb30BaTb

[OMOSTHATENbHbIE CEPBEPA;
* MMsamebili NTP-cepsep — BbIGOP NSATOr0 cepBepa TOYHOro BPEMEHW, NoNe — He UCMO/Mb30BaTh

[0NOMHUTENbHbIE CepBepa;
* Yacosoli rnosic — ycTaHOBKa 4aCoBOro Nosica B COOTBETCTBIM C BCEMUPHbLIM KOOPAVNHALMOHHbIM

BpemeHem (UTS).

Mpw BbIGOPE B BbiNaAaoLLEM CMIUCKE CEPBEPOB 3HauYeHns Other cnpaBa CTAHET akTUBHbLIM OKHO /151
3arnosiHeHns, Kyaa crefyeT BpyYHyto BBECTY afipec cepBepa TOYHOrO BPEMEHN.

[N NPUHATUS USMEHEHMIA N COXPaHEHNA HEOGXOAMMO HaxkaTb KHOMKY «TpumeHUmMb/CoxpaHums».

4.5.5 ToameHto «Maponu». HacTpoiika KOHTPoNsa AocTyna (ycTaHoBKa naposei)

B gaHHOl BKNaake ocyLecTBAsAeTCA CMeHa naposiein ocTyna K yCTPOMCTBY.

Ynpasneuse [ Maponu

2 B NONS HimEe He b

[N cMeHbl Naponst Heo6xo04MMO BBECTY UMS MO/Ib30BATES, CYLLLECTBYHOLLMIA Naposib, 3aTEM HOBbI Naposb U

NOATBEPAUTD ETO.
[N NPUHATUS U3MEHEHMIA N COXPaHEHNS1 HEOGXOAMMO HaxkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

4.5.6 MoameHto «Ping». NMpoBepka AOCTYNHOCTM CETEBbIX YCTPOWCTB
[aHHOoe MeHI0 npefHa3HayYeHo A5 NPOBEPKN AOCTYNHOCTU MOAKNHOYEHHbIX K MapLUpyTU3aTopy CeTeBbIX
YCTPOWCTB Npu NnomMoLm yTunntsl Ping.

Yipaanewwe | Ping
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[ns npoBepky AOCTYNHOCTM NOAK/IHOYEHHOIO YCTPONCTBa HEO6X0AMMO BBECTM ero IP-agpec B nose u HaxaTb
KHOMKY «Ping». 1N npocMoTpa TpacCUpOBK/ MapLupyTa HaXXMUTe KHOMKY «TraceRoute». BoiBog 6yaet
OCYLLeCTB/IEH Ha faHHON CTpaHuLe web-koHduryparopa.

Ynpaaneduwe | Ping

4.5.7 TMNoameHto «O6HOBUTL MNO». O6HOBNEHME MO

[nsa o6HoBNEeHMA MO HeobxoaMMo BblbpaTh thaiin MO B cTpoke «Mms halina MO» (MCnonb3ys KHOMKY
«Bblbepume ¢palisi» nnn «O630p..») N HaxXaTb KHOMKY «O6HOBUMb.

B npouecce OBGHOBNEHUSA HE O0MyCcKaeTca OTK/IYeHne nnTaHng yCTpOVICTBa, nmbo ero nepesarpyska.
Mpouecc OOGHOBNEHUS MOXET 3aHMMaTb HECKO/IbKO MWHYT, Nocne 4yero yCTp0I7ICTBO aBTOMaTn4yeckun
nepesarpyxaetcs.

Ynpapnenne [ Obnosnense MO
Wiar 1: [foayuHTe HOBRH

Illar 2: BasauTe mycts A0 Gaing obpaia 8 NORe HIKE WAH HAKMHTE KHOMKY

Ilar 3; HanMame

tum paina NO: | Bubepute dailn

4.5.8 MopameHto «MNepesarpyskar. [Nepesarpyska ycTpoiicTea

Ynpasneune [ MNepezarpyaxa

[ns nepesarpysku ycTpoiicTBa HEOGXOAMMO HaXXaTb Ha KHOMKY «[Tepesaspy3umb». Mepe3arpyska ycTpoicTea
MOXET 3aHATb HECKO/IbKO MUHYT.
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