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PykoBoacTBo no akcnayatauum WEP-2L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-2L — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTYNa K pas/iniHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTBo no akcnayatauum WEP-2L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-2L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WEP-2L nogkntoyaetcs k nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-2L noggepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/SET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmns
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnusaTb WEP-2L B opraHusauusix, rae TpebyeTtcs pasrpaHmyeHme npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* aBTOBbLIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* noggepxka ayteHtudgukaumm 802.1X;

* DHCP-knueHT;

* nogaepxka ACL;
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* nogaepxka NTP;

* nogaepxka Syslog;

* nogpepxka GRE;

+ nogpepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayn aboOHEeHTCKOro Tpadinka BHe TyHHeNe.

®dyHkyuu QoS:

* NpUOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4eHue NpPonyckHOW cNOoCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-2L.

0
”-"‘mg' (- —T—— \ _m— |
A (m
APM NK/Hoyt6yk
oneparopa
MES2124P ((( D
< » J
A PoE v, MnaHwer
Cepsep
DHCP, RADIUS

[\ L

AW AL.:

PucyHok 1 — ®yHKLMOHaIbHas cxema ucrnosib3oBaHmsa WEP-2L

2.3 TexHun4yeckme napameTpbl yCTpPOMCTBa

Ta6nuua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MapameTpbl WAN-uHTepdpeiica Ethernet

KonvnyecTtso nopTos 1
ONeKTPUYECKMNIA pasbem RJ-45
CKopocTb nepegaun 10/100/1000 M6uT/c, aBTOONpEeaeneHne

Mognepxka ctTaH4apTOB BASE-T



MapameTpbl GecnpoBOAHOro MHTepcenica
CraHgapTsl

YacToTHbI AnanasoH

Mogaynauus

Paboune kaHasbl

CKopocCTb Nnepefaun AaHHbIX

MakcumasibHOe Ko/IM4yecTBO
OHOBPEMEHHbIX CECCUA

MakcumasibHast MOLLHOCTb nepefaTyvka
KoathpuuymneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHoCTb

Mopnepxka 2x2 MIMO
YnpaBneHune

YpaneHHoe ynpasneHue
OrpaHuyeHue goctyna

O6wue napameTpbl
Flash-namaTtb

RAM

MutaHne

MoTpebnsiemas MOLHOCTb
Pabouuii ganasoH Temnepatyp

OTHOCUTENbHAsA BNAXHOCTb NP
Temnepartype 25 °C

raGaputsbl (QUameTp X BbICOTA)
Macca

Cpok cny6bl

PykoBoacTBo no akcnayatauum WEP-2L

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y
BPSK, QPSK, 16QAM, 64QAM, 256QAM
802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

+ 36-64 (5170-5330 MI'u)

+ 100-144 (5490-5730 Mru,;

+ 149-165 (5735-5835 MI'y,
802.11a: go 54 MéuT/c
802.11b: gpo 11 MéuT/C
802.11g: go 54 MéuTt/c

802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

Iu: no -94 nbm
lu: 0o -94 nbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPAZ2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2
noaaepxka Captive Portal

web-nHTepdelic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

32 MB SPI-NOR Flash

128 Mb DDR2 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 10 BT

oT+5 00 +40 °C

20 80 %

200 x 40 mm
0,4 kr

He meHee 15 net
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2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npn nsmepeHnn

AZIMUTH (X2)

ELEVATION (YZ)

A

{}GE (POE)
Ananas3oH 2.4 T
L J L J
) rA ) Y
105 75 105 73
120 60 120 60
133 45 135 ’/\4,
150 30 150 30
165 15 165 15
180 )‘( Z
180
0 =25 20 15 10 -5 0 h =B =25 =20 -15 -0 - 0 e
345 195
330 210
225
240
233 270 285 255 270 285
OnanasoH 5Ty,
L L J
. z ; Y
105 75 105 75
120 60 120 60
135 45 135 45
150 30 150 30
163 15 165 15
z
180 >
=25 =00 15 -10 <5 =30 -=B5. PO 15 -10 5 0 L
193
210
25
240
255 285 255 285
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WEP-2L BbINONHEHO B N1aCTUKOBOM KoOpriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BUA naHenu ycTpoictea WEP-2L npmBegeH Ha pUcyHke 2.

. 1T 1
s \ GE (POE TN LA -

3
PrcyHOK 2 — BHeLUHWiA B1uA, OCHOBHOM naHenn WEP-2L

Ha ocHoBHoI naHenu yctpoiictBa WEP-2L pacnonoxeHsl! criegyroLime CBETOBbIe NHAMKATOPbI, pasbeMbl 1
opraHbl ynpaenexus (Tabnuua 2).

Tabnuua 2 — OnvcaHne UHAUKATOPOB, MOPTOB 1 OPraHOB YNpPaBEHUS

AnemeHT naHenun OnucaHue
1 LAN CseToBas nHAMKauus coctosHust nopta GE (PoE)
2 GE (PoE) Mopt GE ans nogknoveHns nutaHnsa PoE
3 F KHonka cbpoca K 3aBOACKMM HacTpolikam
4  Wi-Fi MHpukaTopbl akTuBHOCTU cooTBeTcTBYHOLWMX Wi-Fi mogyneii
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHewHuiA Bug, BepxHeli naHenun yctpoictsa WEP-2L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHeluHwuii Bua BepxHel naHenn WEP-2L

Ta6nuua 3 — OnucaHne UHAVYKATOPOB BEPXHEN NaHenw

AneMeHT naHenun OnucaHue

1 Power VHpukaTop cTtatyca paboThl yCTpoiicTBa

11



2.6 CpetoBas nHgukauus

PykoBoacTBo no akcnayatauum WEP-2L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

NHaukatop CocTosiHMe uHgukaTopa
Wi-Fi 3eneHblii, ropuT NOCTOSHHO

3eneHsblii, muraet

LAN lopwuT 3eneHblii ceeToamop (10, 100 M6uT/c)/ roput
opaHxeBblin ceeToanos (1000 M6éut/c)
MwuraeT 3eMeHblil CBETOAMO/,

Power 3eneHbliA, ropuT NOCTOSHHO

OpaHXeBblii, rOPUT NOCTOSIHHO

KpacHbliA, FOpUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoicTBa
Cetb Wi-Fi-akTuBHA

lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn

YCcTaHOBNEHO coeAnHeHNe ¢
NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM

Mpouecc nakeTHOI nepeaayn AaHHbIX No
LAN-uHTepdoeiicy

BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

YCTPOWCTBO 3arpyeHo, HO He NosyyeH
IP-appec no DHCP

3arpyska ycTpoicTea

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yAepXuBaTtb KHOMKY «F», noka nHamkatop «Power» He HauHeT muratb. MponsonaeT aBToMaTnyeckas
nepesarpyska ycTporicTsa. MNpun 3aBOACKNX yCTaHoBKax byaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaet 3aBoackoit IP-agpec — 192.768.1.70, macka noacetn —

255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkomMnekT nocTtaBku BXOOAT:

+ obopygosaHue paguogoctyna WEP-2L;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

12
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. YCTpOWCTBO pekoMeHAyeTcs yCTaHaB/IMBaTb Ha CTOME B TOPU3OHT&/TbHOM MOSIOKEHUN.

2. Mepep ycTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaNInYnMe BUAUMbIX
MeXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyxeHus NoBpexXaeHuin cregyeT npekpaTuTb YyCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

3. Ecnu ycTpoicTBO AnnTenbHOE BPEMSA HaxX04unoCh Npy HU3KON Temnepartype, nepes Had4anom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

5. TMpu pa3meLleHnn HeCKObKNX TOYEK pagmnyc COTbl AO/KEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-2L npy MoHTaxe Ha
NoTOJIKE B TUMOBbIX OPUCHBIX NomeweHnax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 M. Mpy NO/IHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnyeckas peLuetka -21 -13

(Auelika 13x6MM, METAN 2MM)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 4 — O6las guarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 Ty,
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Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 5.

PucyHok 5 — Cxema pacnpefenieHnsa KaHasioB Mexay CoceHVMN ToYkaMu AoCcTyna B guanasoHe 2.4 Ty, npu
luMpuHe kaHana B 20 MIy,

AHaNOINM4YHO PeKOMEeHyeTCs COXPaHATh AaHHbIli MeXaHU3M pacnpeaeneHnsi KaHasioB Npy PacrosioXeHUN
TOUeK Mexay aTaxamu (PUCYHOK 6).

{15
~ =
&0,

A

S 1 XA
PucyHok 6 — CxemMa pacnpefeneHsi KaHasloB Mexay COCeAHUMMN TOUKaMU AOCTYNa, PacrosIOKEHHbIMU MeXay
aTaxkamu

Mpwn ncnonb3oBaHUN WMPUHbLI kKaHana 40 MMy, B guanasoHe 2.4 Ty, HET HenepeKpbIBAOLLMXCA KaHa0B. B
Takux criyyasix CTOUT BblGMpaTb MakCMasIbHO OTAa/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel# |8 S IFDBES D] S-SR RE R IT2228
| I I

ZUMHZIHZU\IUVVV‘J VVVVVVVVVVVY SV VY
sovmizof VN VY Y
B{JMHz:J \/ \ ' \ \ \ J

=
]

160 Mz ([

Examples of [T [
non-contiguous
VHTB0+80 MHz L\ [

setup
R EEEEE

PucyHok 7 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTUKOBOIO KPOHLUTEHA NOKa3aH Ha pUCYHKe 8:

CTeHa

NNacTUKOBbIN KPOHLUTENH

PucyHok 8 — KpenneHue KpoHLTeliHa Ha CTeHe

a. Mpu ycTaHOBKE KPOHLUTeHa NponycTyTe NPOBOAA B COOTBETCTBYHOLME Nasbl HA KpoHWTEliHe (pUCYHOK
8).

6. CoBMecT/Te TpU OTBEPCTUS AJ/151 BUHTOB Ha KPOHLUTEHE C TaKUMM e OTBEPCTUAMM Ha NoBepxHocTu. C
MOMOLLbIO OTBEPTKM NPUKPENUTE KPOHLUTENH BUHTAMM K MOBEPXHOCTU.

2. YcTaHoBWTE YCTPOICTBO. Cxema npmBeeHa Ha pucyHke 9:

KPOHLUTENH

YCTPONCTBO

PucyHok 9 — YcTaHoBKa ycTpoiicTsa (BUA cnepeam)

a. MoakntounTe Kabenm K COOTBETCTBYIOLLMM pa3bemam ycTpolicTBa. OnncaHme pasbLeMoB NpPYBEAEHO B
pa3gene KOHCTPYKTUBHOE MUCMOMTHEHME.

6. CoBMEeCTUTE YCTPOICTBO C KPOHLLTEHHOM U 3adhMKCHpyiiTe NosoxeHne, noBopaynsas no 4acoBol
cTpenke.
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4.2 YcTaHOBKa yCTPOWCTBa Ha (0asibLUNOTONOK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUMNOTO/KA, TaK Kak MeTas/Iueckuii
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNIMYECKNN KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — N1aCTUKOBbI KPOHLLTENH; 4 — YCTPOWCTBO.
PucyHok 10 — MoHTax ycTpolicTBa Ha 0asibLUNOTOMOK
1. 3akpenute MeTa/I/IMYECKNI 1 NNACTUKOBbIV KPOHLLTEMHbI Ha noTosike (prucyHok 10):

a. CoeivHMTE NNACTMKOBbIV KpOHLLUTENH (3) Ha dpanbLunoTonke ¢ MeTannmueckum (1) B cnegytowem
nopsiake: METa/I/IMYECKNIA KPOHLLITEH -> NaHe b APMCTPOHT -> NM1ACTUKOBbIA KPOHLUTEH.

6. B naHen ApMCTPOHT NPOpPexXbLTe 0TBEPCTME PAa3MEPOM C OTBEPCTUE META/IINYECKOrO KPOHLUTEHA.
Uepes AaHHOEe 0TBEPCTME 3aBOAATCS NPOBoA.

B. COBMECTUTE OTBEPCTMS HA METa/I/IMYECKOM KPOHLUTEHE, NaHenn APMCTPOHT U M1acTUKOBOM
KpoHLTeliHe. [lanee COBMeCTUTe TpU OTBEPCTUSI A1 BUHTOB Ha M/1acTMKOBOM KPOHLUTEHE C TaKuMK e
OTBEPCTMAMM Ha MEeTa/I/INYECKOM KPOHLLUTeliHe. C MOMOLLbI OTBEPTKM COeAUHUTE KPOHLUTENHbI BUHTaMM.

2. YcTaHOBUTE YCTPOIICTBO:

a. MoaknounTe kKabenu K COOTBETCTBYOLMM pasbemam ycTpolicTea. OnvcaHne pa3beMoB NprBEAEHO B
pasgene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C MNAACTUKOBbLIM KPOHLITENHOM 1 3addUKCMPYIATE NOMNOXEHME, NOBOpaynBas
YCTPOIACTBO NO YaCOBOW CTPESIKE.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA
[N CHATUS YCTPOICTBA C KPOHLWTENHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

PykoBoacTBo no akcnayatauum WEP-2L

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio

YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBartesiad 1 naposis.

WEP-2L

3. BBeguTe umsa nonb3oBaresnis B CTPOKe «BBeAUTE NTOrMH» U NMaposib B CTPOKe «BBeAUTE Naposib».

© 3aBopckue ycTaHOBKM: NOTMH — admin, napons — password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEH0 MOHUTOPWHIA COCTOSIHUS YCTPOICTBA.

AHELTEX

MoHHTOpHHT ~ Radio VAP

Wi-Fi KNHEHTEI

wDS

CTaTHCTHKA N0 TRatHKY
CraHWpoBaHue a(pupa
JKypHan coBbimHit
Ceresan HHpopMaLHa

WHthopmaLua o
paavouHTepdecax

WHopmauua o ycTpoicTee >

WDS  CeTeBble HACTpOitKK

WEP-2L

M3nenue

AnnapatHan Bepcua
3aBoackoid MAC-anpec
CepHitHBIA HoMep
Bepcua MO

PesepBHas Bepcus MO
Bepcua sarpys4uka
CHCTEMHOE BREMA
Bpema padoTsl

3arpyska Lny

Kcnonbayeman namaTs

i OBHOBHMTH

BHELIHWE CEPBUCHI Cucrema

WEP-2L
2v2
EB:26:C1:F7:80:70

WP23002568

20 oH, 22:52:37

=~
14%

@ 78 MOaiT / 108 MOaidT

- (BbIX0M)
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PykoBoacTBo no akcnayatauum WEP-2L

5. MNpy HeoBXOANMOCTU MOXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-2L gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

LELTEX  WEP-2L

MOHHTOPHHT Radio VAP WDS CeTeBtle HacTPoRK1 BHelwHWe cepeuchl Cucrema - (BbIX0A)

Wi-Fi knueHThl Wanenue WEP-2L
) AnnapaTHar BepcuA V2
WDS
3aBoackoid MAC-anpec E8:28:C1:F7:80:70
CTaTUCTHKE N0 TRagHKY
CepuitHEIA HoMep WP23002569

CKaHupoBaHue ahupa Bepcua MO

HypHan cobbiTuit PesepsHan BepcuA MO
. : Bepeus sarpysuuka
CeTesan MHOPMaLMA
CHCTEMHOE Bpema
VHchopmaLms o
paaMouHTEpdERcax Bpema paloTsl 20 gH, 22:52:37
-~

Sarpyaka LMY 6
WHthopmauma of ycTpoiicTee > rpyaka Ll 14%

Kcnonb3yemas namsaTs @ 78 MoanT / 108 MBaiT

i OBHOBMTH

5.2 TpumeHeHue KoHdurypaumm n oTMeHa M3MeHEHW

1. MNpumeHeHre KoHurypawmm

o [IPHMEHUTD

Mpy HaXXaTUn KHOMKMN 3anyckaeTcs nNpouecc coxpaHeHnst KoHdurypauum Bo flash-namsaTtb
YCTPOICTBa U NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTyNakoT B cUy 6e3 nepesarpysku
yCTpolicTBa.

B web-uHTepdpeiice Toukm AoCTyna peannsoBaHa BrlyasibHas VHAMKALMS TEKYLLLErO COCTOSIHUSA npoLiecca
npYMeHeHust HacTpoek (Tabnuua 6).

Tabnuua 6 — BrsyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHMs] HacTPoeK

BHelHNnii BUg, OnucaHue COCTOAAHUSA

Nocne HaxkaTusa Ha KHONKY «[MpUMeHUTL» NPOUCXOANT NPOLLECC NPUMEHEHNA U

3anncy HacTpoek B NamMsiThb yCTpoiicTBa. O6 3TOM MHPOPMUPYET 3HAUOK Ll B
Ha3BaHUM BKIALKM U HA KHOMKE «[PUMEHUTbY.

Oa/CFIeLLIHOM COXpPaHeHUN N NPUMEHEHUN HACTPOEK MHADOPMUPYET 3HAYOK
PUMEHWTE
B Ha3BaHUW BKAAKN.

2. OTMeHa U3MeHeHuM

© OtmveHa n3MeHeHwWi NPON3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «[pUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLEe napameTpbl 6yayT 06HOBMEHbI HA TEKYLLME 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoicTea. ocne Haxatusa Ha KHOMKY «[puMeHnTbY» BO3BPAT K NpeablayLumm
HacTpoikam 6yaeT HEBO3MOXEH.

o o X OTmeHa
KHOrMKa oTMeHbl NU3MEHEHUN UMeEET cnepywowinn sna:
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

PykoBoacTBo no akcnayatauum WEP-2L

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

Wi-Fi KMeHTBI Mznenue

- AnnapaTtHas Bepcus

o

3aB0Ackoi MAC-
anpec

CepuitHeIi Homep

CTaTUCTHKE NO TpaguKy

CxaHupoBaHHe 3gupa
Bepcwa Mo

HypHan coGuITHA
PesepBHan BepCHA

~ rno
CeTeean WHpOpMaUuAa

Bepcua 3arpy3qnka
MHbopMauma o
eat Ll‘ " CHCTEMHOE BpEMA
paguoMHTEpQeRcax
Bpema patoTb
WHropwaums ob ycTpoicTee >
3arpyska LMy

Kicnonbayemas
NamATe

i OGHOBHTB

5]

000 "Mpednpurmue "3nmexc”, 2022

g
ELTEX WEP-2L
MOHWTOPHHT Radio VAP WDS CeTeBble HAaCTPOHKN

BHeLHWE CepBHChI Cucrema - (BbIXOO

WEP-2L
2v2

E8:28:C1:F7:80:70

WP23002569

01.12.2023 10:55:50
4 oH, 01:30:21

3%

@ 73 MOaiT / 108 MoanT

Bepcur M0 | {Bepcus WEB

OKHO No/b30BaTeNIbCKOTO HTEpdielica pasaeseHo Ha NsATb 06/1acTel:

1. Bknagku MeHo — Ans rpynnupoBKK NoAMEHI0 Nno kaTeropusm: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBuckl, Cuctema.

2. Bbl6op A3blka MHTEpPMeica 1 kKHomka «(BbIXo4)», NpefHa3HaYeHHas 415l 3aBepLIeHnsl ceaHca paboThbl B
web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

aprw

Bknazkv nogMeH0 — A71s1 yNpaB/ieHUs NoseM HACTPOEK.
Mone HacTPoeK YCTPoCTBa — A/ MPOCMOTPa AaHHbIX U KOHJUIypauun.
NHhopmaumoHHoe nose, oTobpaxatollee Bepcuto MO, yCTaHOBMEHHYHO Ha YCTPOICTBE.
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PykoBoacTBo no akcnayatauum WEP-2L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

-LTEX  WEP-2L

Vi-Fi KnmenTs! > £ OoHosNTs

Ne Wusxocta IP-agpec  MAC-aapec MuTepdeiic Link Capacity Link Quality Link Quality Common ~ RSSI, AEM SNR,AB TxRate RxRate TXBW, Mru  RXBW, MMy  Bpems paoTsi
v 1 Xiaomi12T 10248045 76:2:31:9805ba wianivad 30 66 7 20 7 VHT NSS2-MCS239  VHT NSS1-MCS219.5 20 20 04:51:05

Mepeaano / NpUHATO ecero, Gair 2 058 102/ 624 031 Mlepenano ¢ oMOKaMH, NakeTos
Mepenaro / NpUHATO Bcero, nakeTos 6565/ 11243 ToBTOpsI Nepenai 32 nOCneHMi nepuon, nakeros 1
Mepenano / npuHAT akHeix, Gaiir 1916 777/ 532 653 Olee 4cro NOBTOPOB Nepenadi, nakeros 2 393

Mepenano / IpAHATO farHuix, nakeTos 6558 /2 380 CropocTs Nepenat / npiema, KouTic 010

Moaynauws Mepenato naketos MpuKATo naketos

OFDMS 899 80%

NSS1-MCSO 0 779 7%

Nss1-MCS1 447 623 6%
NSs1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61

NSS1-MCSE 58

NSS1-MCS7
NSS2-MCSO 1222 19% 526
NSs2-MCS1 1523 23% 231
NSS2-MCS2 1676 26% 2
NSS2-MCS3 923 14%

NSS2-MCS4 303 5% 0
NSS2-MCS5 2 0% 0

NSS2-MCS9 32 0% 0

* Ne — HOMep NOAK/IFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa;

+ IP-adpec — IP-agpec nogKNtYEHHOro YCTPONCTBa;

+ MAC-adpec — MAC-agpec NoAK/It04YEHHOrO YCTPOICTBA,;

* ViIHmepdpelic — nHtepdhelic B3ammogenctena WEP-2L ¢ nogk1to4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3heKTUBHOCTb NCMONb30BaHNSA TOUKON AoCTyna
MOLY/IALUMN Ha nepeady. PaccunTbiBaeTca UCXOAA N3 KONMYECTBa NakeToB, NepefaHHbIX Ha Kakaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tvna nss,
noAZepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTta ¢ noaaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHg,

* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PETPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 KNMeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHve 10 cekyHp;

* Link Quality Common — napameTp, KOTOpbI/i 0TO6paXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUANCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHre napaMeTpa paccunTbiBaeTcsl 3a Bce
BPEMS NOAK/TOHYEHUS KNTNEHTE,;

* RSSI — ypoBeHb NpUHMMaeMOro curHana, gbm;

* SNR — oTHOLWeHne curHan/wym, ob;

+ TxRate — kaHa/nIbHaA CKOPOCTb Nepegayu, Mout/c;

* RxRate — kaHanbHasa cKopocTb npuema, MouT/c;
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PykoBoacTBo no akcnayatauum WEP-2L

Tx BW — nonoca nponyckaHus Ha nepegade, My,
Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;
Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoZA 60/1€€ pa3BepHyTOil MHGopMaL My Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsAMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NAKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNMYeCTBO NakeToB, NepefaHHbIX C OLWMOKaMy Ha NOAKIHUYEHHOe
YCTPOWCTBO;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4yecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-2L.

PykoBoacTBo no akcnayatauum WEP-2L

(TEX

MOHUTOpHHr ~ Radio VAP

Wi-Fi KnHeHTbI

WDS >

CTartucTiKa no Tpadky
Cranmnposanie supa
KypHan coosITHit
CeTesan uHpopMauua

Ucpopuauys o
panuouHTeppeiicax

WHpopMawya o6 ycTpoiicTee

WDS  CeTesble HACTPOMKH

WEP-2L

i O6HoBHTL

Ne MmmxocTa  IP-ajpec

BHELIHNE CEPBHChI

MAC-aapec

Cuctema

WHTepcpeiic  Link Capacity

Link Quality ~ Link Quality Common  RSSI,AEM SNR,AB TxRate  RxRate

v 1 WEP2L 10.24.80.81 eB:28:c1:dach05 wian1

MepenaHo / NPUHATO Beero, GaAT
Mepenano / NpUHSTO BCEro, NakeTos
Mepeaaxo / NPHHATO AaHHLIX, GaHT

Mepeaano / NPUHATO AaHHBIX, NakeToB

90 (not changed) 100

53934 606/ 4 938 701
158 090 / 21 493
48 384 767 / 2 366 142

150 161/ 13 564

Mogynsus
Dsss2
OFDM8
OFDM24
OFDM36
OFDM48
OFDM54

Mepenako naketos
2

7929

5

114

3311

146710

99

I

53/-61 19/19

Mepenana ¢ ownGKamH, nakeTos
MoBTOpbI Nepenay 3a NOCNEAHHI NepHOa, NAKeTos
OBLijee 4HCNO NOBTOPOB NEPEAaHH, NaKeTos
CKOOCTS Niepefiadn / npiena, Koutic
TIpUHATO NakeToR
0 0%
7936 37%

OFDM 54 VHT NSS2-MCS6 117 20 20

)

)

2681

3/0

TXBW, MMy RXBW, MMy Bpems pagorsl

11:03:15

NSS1-MCS4
NSS1-MCS7
NS§52-MCS0
NSS2-MCS1
NSS$2-MCS2

[

[}

0

[

15 0%

0

[

1

1

NSS52-MCS3 0
4

© o o © o o
S 83 8 3 8 8 8
r
=

NSS52-MCS4

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMUCKE;

* VIMs1 xocma — ceTeBoe MMS YCTPOICTBa,;

* IP-adpec — IP-agpec NoAKIHYEHHOIO YCTPONCTBE,

* MAC-adpec — MAC-agpec noak/1t04eHHOro yCTponCcTBa;

* MiHmepdpelic — vHTepdelic B3anmogerictens WEP-2L ¢ nogkto4eHHbIM YyCTPOCTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3PeKTUBHOCTb NCMOMb30BaHNA TOUKON JOCTyna
MOAyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SILUMKN [0 KMEHTA, N NMOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO TuMna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepefatoTcs Ha
moaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHre napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMUTaHHbIA Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHOoe 3HaveHve —
100% (BCe nepepaHHble NakeTbl OTNPABUINCH C MEPBO NOMNbLITKM), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OZVH NakeT A0 KMEHTA He Obl YCNELIHO OTnpaB/ieH). 3Ha4YeHWe napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOPbIi 0TOGpaxaeT COCTOSAHME JIMHKA A0 KMEHTa, pacCUMTaHHbIN
Ha OCHOBaHWW KO/IMYeCTBa PETPaHCMUTOB NaKeToB, OTMNPAaB/IEHHbIX KIMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepefaHHbIe NaKeTbI OTNPABUINCH C NEPBOI NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OZMH NakeT A0 KNMEHTA He Obl YCNeLIHO OTNpaB/ieH). 3Ha4YeHVe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

* RSSI — ypoBeHb NpuUHUMaEeMOoro curHana, obm;

* SNR — oTHOWeHWe curHan/wym, ab;

* TxRate — kaHa/lbHas CKOPOCTb Nepegayn, MouT/c;

* RxRate — kaHanbHas CKOpOCTb npuema, MéuT/c;

+ TX BW — nonoca nponyckaHus Ha nepegadye, My,

* RX BW — nonoca nponyckaHus Ha npueme, MI'u;

* Bpemsi pabomsi — BpeMs coeMHEHMS.
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PykoBoacTBo no akcnayatauum WEP-2L

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KO/IMYECTBO NakeToB, NepefaHHbIX C OLMOKaMu Ha NOAK/IYEHHOe
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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PykoBoacTBo no akcnayatauum WEP-2L

5.4.3 ToameHto «CTatnUcTuKa no Tpaduky»

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacbmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdoeincbl TOUKM AOCTyNa 3a nocnegHue 3 MUHyThl. Fpaduk aBToMaTnyeckm
06HOBNAETCA Kaxable 6 CEKYH/,.

LTEX  wep2L

Mossrops DS Cereemie nacTpoiikn  BHewsue cepsnck:

22
.
1
08

o

165414 16:5426 165430

Mepeaato v

TpHHATO ~

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepgelic — nmsa nHTepdeinca;
* Bceao nakemos — KONIMYeCTBO YCNELUHO OTNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — Ko/IM4ecTBO YCMEeLHO OTNpaB/ieHHbIX 6aiT;

* OM6pPOWEHO Nnakemos — KO/IMYeCTBO NaKeTOB, OTOPOLLEHHbIX NPV OTMNPaBKE;
* OWUubKU — KONN4YecTBO OLUNOOK.

MepenaHo v
WHTepdheiic
LAN
WLANC
WLAN1
sit0
wian0-va0
wian0-val
wian0-va2
wilan0-va3
wilan0-wds0
wian0-wds1

wilan0-wds2

Bcero naketoB

536802

166440

1526773

9590

0

9533

9590

526878

162326

3542

572

Bcero Gair

76273371

75459723

1919981084

7833340

0

7506858

7871700

38498935

74288324

10133863

158036

OT16poLweHo nakeToB
0
342218

360214

51546
147387

142992

Owwnbkn

140

390

57

136

123
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OnucaHune Tabnuupl «[TPUHSIMO»:;
* MiHmepgelic — nma nHtepdeinca,
* Bcea2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NakeTos;
* Bcezo 6alim — KONM4ecTBO YCMeLHO NPUHATLIX 6aiT,;
* Om6powWeHo nakemos — KO/IM4eCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;
* OWUubKU — KONNYeCTBO OLINBOK.

MpuHsTO v
UnHTepgeiic Bcero nakeros Bcero 6ait OT6poueHo nakeTos OumbKkn
LAN 1511794 2008292333 341 0
WLANO 28126 4047853 0 0
WLAN1 503232 61512505 1 0
Sit0 15792 997504 0 0
wlan0-va0 0 0 0 0
wlan0-val 15863 1065710 0 0
wlan0-va2 15863 1002258 0 0
wlan0-va3 1494826 1928533222 0 0
wlan0-wdso 25767 3471328 0 0
0-wds1 1825 477328 0 0
wian0-wds2 534 99197 0 0

5.4.4 TMoameHto «CkaHnpoBaHune acupa»

B nogmeHo «CkaHupoBaHue 3cupa» OCyLLECTB/ISIETCS CKAHMPOBaHME OKPYXaroLEero paanoadgupa u
06HapyXXeHne coceHNX TOYeK AocTyna.

=LTEX  WEP-2L
- -
MOHUTOPHHT Radio VAP WDS CeTeBble HACTPOIAKH BHellH1e cepBuchl cuctema - (BbIXOL,
Wi-Fi KNHeHTbI MocnenHee ckaHupoBaHue Obino 09.08.2023 11:54:25
wDs
24Ty 51Ty
CTaTtucTHKa No Tpadnky — R
OwanascH ssiD Ge30NacHocTH MAC-anpec LWnpWHa RSSI, gBm

CkaHnpoBsanuwe agupa »
24TTy Open 68:13:E2:1B:66:41 1/20 -38

ypHan coBbiTHi
24TTy Open E8:28:C1:FC:D9:04 1/20 -42

CeTeBar MHOpPMaLKMA
24TTy Cpen 68:13:E2:0E:79:41 6/20 -50

Whdropmauuna o _

X o 24Ty Open E8:28:C1:DACE:C1 11/20 51

paanouHTepeicax
24TTy WPAZ_1X E8:28:C1:DAET.22 1/20 -52

WHopmalua o ycTpoicTee
24TTy WPAZ_1X 68:13:E2:0F:D1:F1 6/20 -53
24TTy Open E4:5A:D4:E2:C4AD 11/20 -54
24TTy Open CC:8D:A2:DD:00:B2 11/20 -56
24TTy WPAZ_1X CC:SD:AZ:DE:4D:BA 6/20 -56
24TTy Open E4:5A:D4:FT:04:21 1/20 -57
24TTy Open CC:8D:A2:DD:00:B1 11/20 -57

[lna 3anycka npolecca ckaH1poBaHus adnpa HaXMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns
npolecca Ha CTpaHuLe NOSIBUTCS CNINCOK 0GHAPYXEHHbIX B paanoadmpe ToUuek A0CTyna U MHpopMaLust 0 HUX:

* [locniedHee ckaHuposaHue 6b1/10... — fata v BpeMs Mnoc/eiHero CKaHMpoBaHus;

+ [luana3oH — yKa3biBaeTca guanasoH 2.4 'y unm 5 Iy, B KOTOPOM 6blia 06HapyXeHa Touka A0oCTyna,
SSID — SSID 06HapyXeHHOI TOUKM JOCTYNa;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyna;

* Kanasi/lLlupuHa — paguokaHasl, Ha KOTOpoM paboTaeT 06Hapy)XeHHas Touka JOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHUMAET CUTHaUT 0BGHAPYXXEHHOM TOUKM A0CTyna, ABM.
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© Bo Bpems OCyLLECTB/IEHNS CKAHMPOBaHWA 3dmpa paaronHTepdeiic yCcTpoiicTea 6yaeT OTK/IHOUEH, UTO
npueeneT K HEBO3MOXHOCTM nepegadn gaHHblx Ao Wi-Fi KnneHToB BO BpeMsi CKAHMPOBaHWS.

5.4.5 MoameHo «XKypHasn cobbITUn»

B gaHHOM pasaene MOXHO NPOCMOTPETb CMMCOK MHADOPMALIMOHHBIX COO6LLEHMIT B peasibHOM BPEMEHW,
cofepxalyuii cneaytoLLyo HopMaLmio:

=LTEX

MOHUTOPMHT ~ Radio VAP

Wi-Fi knnenTsl

WDsS

CraTucTuka no Tpachuky
CkanunpoBanue acupa
XypHan cobbiTuii >
CereBasn MH(opMaumsa

VHchopmaLus o
pagvionHTepchencax

MHcpopmaLms oF yeTporicTee

WEP-2L

WDS  CeTeBble HACTPOMKH

£ OBHOBUTH i OumcTuts

Oatau BpemA Twn

Nov 24
12:63:10

Nov 24
12:51:08

Nov 24
12:51:06

daemon.info

daemon.info

daemon.info

Jan 1 03:00:43 daemon.info

Jan 103:00:18  daemon.info

Jan 103:00:16  daemon.info

Jan 100:00:06 daemon.info

Jan 100:00:05 daemon.info

Jan 1 00:00:01  daemon.info

BHeLUuHWe cepBHchl

Npouecc

monitord[1184]

configd[1039]

configd[1039]

networkd[1092]
networkd[1092]
syslogd[1365]
init
configd[1039]

syslogd[1008]

Cucrema - (BbIXo4)

CoobuweHne

event: 'authenticated' mac: 82:A7:E4:FF:7D:14 ssid: 'WEP-2L_5GHZ' interface: wian1-va0 channel: 40 rssi-1: -41 rssi-2: -35 location: 'root' reason:
0 description: 'Successful'

The AP startup configuration was updated successfully by admin

The AP running configuration was updated successfully by admin

DHCP-client: Interface br0 obtained lease on 10.24.80.91
Networkd started

started: BusyBox v1.21.1

starting pid 1100, tty ": -/bin/login -t'

The AP startup configuration was loaded successfully.

started: BusyBox v1.21.1

+ [lama u spemMsi — BpeMs, Korga cobbiTe Ob1/10 CreHeprpoBaHo;
+ Tun — KaTeropus n ypoBeHb BaXKHOCTU COObLITUS,

* [lpoyecc — nmsA npovecca, CreHeprpoBaBLLIEro CO06LLEHNE;

+ CoobujeHue — onucaHmne coobITus.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU COObITUIA

YpoBeHb

0

N o oo b ow0woN

UpesBbluaiiHble (emergency)

CurHansl Tpesoru (alert)

Tun BAXXHOCTN COOGLEHNIA OnucaHue

Kputnueckue (critical)

Owwn6ouHbIe (error)

MpeaynpexaeHns (warning)

YeepomneHnus (notice)

B cucteme npou3zolusia Kputuueckas owmneka,
cucTema MOXeT paboTaTb HenpaBuibHO

Heo6xoayMo HeMeaieHHoe BMellaTelbCTBO B
cuctemy

B cucteme npomsoluna Kputnyeckas ownobka
B cucteme npousowuna owwmbka
MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHNe

YBeoOM/IEHNE CUCTEMbI, HeEaBapuinHoe coobLLeHne

MHdhopmauuoHHsle (informational) VHdopMaLyoHHble co0bLEHNSA CUCTEMBI

OTtnagouyHble (debug)

OTnafoyHble cOO6LLEHUS NPeaoCcTaBNAI0T
nosb30BaTeNto MHAOPMAaLMIO 4718 KOPPEKTHON
HaCTPOWKN CUCTEMBI

[ns nonyyeHns HOBbIX COOBLLEHNIA B XXypHaUs1e COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTbY.
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PykoBoacTBo no akcnayatauum WEP-2L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

LTEX  WEP-2L

Wi-Fi KnueHT!

Craryc WAN
wDS Wiepdeiic

Mpotokon
CratucTika no Tpacuky o
IP-agpec
Cranuposanvie adupa
Mpunato

MypHan cobbiuit Hepenaso

CeTesan MHdopMaLua > Ethernet
UHtbopmayns o
panuonHTepeiicax

CocTosHue nopra
CropocTs

Whbopmauua ob ycTporcTee fynnexc

ARP ~

Ne IP-appec

0 1024 80.40

1 1024801

MapupyTsl v
Ne Wntepdeiic
0 br0

1 br0

Morutopurr ~ Radio VAP WDS  Cereswienactpoin  Brewnne cepencer  Cucrema

br0

DHCP

10.24.80 91

2257 MbawiT (236 671 502 baiiT)

1241 MBanT (130 152 270 6GaiT)

MAC-aapec
2CFDA15CEESE

EO:D9:E3ES8E140

Hasnavenme Wrios Macka
0000 10.24.80 1 0000

10.24.80.0 0000 2552552550

©naru

uG

(Bbix0n)

Cratyc WAN:

* MIhmepdpelic — nms bridge-nHtepdeliica;

* [Mpomoko/1 — NPOTOKO/, NCNosb3yemblid ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

+ [NpuHsIMOo — KoNN4ecTBO NpUHATLIX HAa WAN 6aiT;

+ lNepedaHo — KONMYEeCTBO NepeaaHHbIXx ¢ WAN 6alir.

Ethernet:

-+ CocmosiHue nopma — coctosiHue Ethernet-nopta;
+ CKOpocmb — CKOPOCTb NOAK/IH0UEHMUs o nopTy Ethernet;
- [ynaekc — pexvum nepeaaun faHHbIX:

* Full — nonHbIi aynnekxc;
+ Half — nonyaynnekc.

ARP

B ARP-Tabnuue cogepxntca nipopmaums o cootrsetctemm IP- 1 MAC-agpecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoOWcTBa;

+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MiIhmepghelic — nms bridge-nHtepdeiica;
+ HasHavyeHue — IP-agpec xocTa 1y NoACeTN Ha3HAUYEHNS, 40 KOTOPbIX YCTAHOB/IEH MapLLpPYT;

« LUmo3 — IP-aApec L33, Yepes KOTOPbI OCyLLIECTBNSETCS BbIXOA HA apecara;

* Macka — macka nogcetu;

* ®azu — onpefeneHHble XapakTepPUCTVKN JaHHOTO MapLLpyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/IOYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLyM Ha NOoKasIbHOI cucTeme, NocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMNYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UToO AeTarpammbl, HaNnpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-2L.

-LTEX  WEP-2L

MoHuTOpUHr Radio VAP WDS CeTeBble HAaCTPOWKU BHeluHWe cepBuchl Cucrema ru~ (BbIXOA)

Wi-Fi knneHTb! Radio 2.4 Ty

WDS CraTtyc BbikntoyeHo

CraTvcTvka o Tpadmiky MAC-agpec E8:28:C1:F7:80:70

Pexvm IEEE 802.11b/g/n
CkaHupoBaHue acmpa
Radio 5Ty
XKypHan cobbituin
CraTtyc BkrntoyeHo

CeteBas nHgopmaums
MAC-agpec E8:28:C1:F7:80:75

WHdbopmauus o Pexum |IEEE 802.11a/n/ac
papvonHTepdeicax >
Kanan 40 (5200 Mr'u)

n 6 n
HdopmaLmsa o6 ycTponcTee WinpyHa kaHana, MM 20

PafnonHTepdheicbl TOUKN A0CTYNa MOTYT HAXOAUTLCS B ABYX COCTOSIHUSAX: «BK/1HOUEHO» N «BbIK/TOYEHO».
CTaTyc Kaxaoro u3 pagmonHTepeiicoB oTpaxaeTcs B 04HOMMEHHOM NapameTpe «CTaTyc».
Cratyc Radio 3aBMCUT OT TOro, ECTb /1N HA JaHHOM pagnouHTepdelice BKHOYEHHbIE BUPTYaslbHblE TOUKM

2L

poctyna (VAP) unn WDS. B cnyyae, ecnv Ha pagunonHTepdelice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio

6yaeT HaxoguTbCA B cTatyce «BK/IOYEHO», MHayYe — «BbIk/1to4eHOo».
B 3aBucmmocTu oT cTatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayouas nHhopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — cOCTOsiHUe pagunovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexuMm paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAKOYEHO»:

+ Cmamyc — cOCTOsiHue pagunovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasna, Ha KOTOPOM paboTaeT paavouHTepdec;

* WupuHa kaHana, My — wypuHa Nonockl 4acToT KaHasia, Ha KOTOpoM paboTaeT pagumonHTepdeiic.
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5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-2L.

clTEX  WEP-2L

MoHWTOpMHT ~ Radio VAP WDS CeTeBble HACTPOHKK BHELUHKE CEPBHCH CucteMa -~ BLIXOL,

Wi-Fi KneHTb V3nenue WEP-2L

AnnapatHan Bepcua 2v2

[

3asopckoi MAC- E8:28:C1:F7:80:70

CTarucTka no Tpadmky anpec
CepHitHbIA HOMEp WP23002569
CKaHMpoBaHWe 3upa
Bepcua MO

Pe3sepeHan sepcua

- no
CeTesas WHPOPMaLMS
BepcuA 3arpy34nKa
WHpopMaLIMA © i de Area e
popw CHCTEMHOE BpPEMA 01.12.2023 10:55:50
panMouHTEpDErca
Bpems paboTw 4 oH, 01:30:21
MHbopMaLma 08 yCTpoiicTse > -

3arpyaka LUy 2%

Mcnons3ayemas §7% ) 73 MGaitT / 108 MOaiT
NamATsL

Z OGHOBHTb

* M30es1ue — HaMMeHOBaHWe MOAENV YCTPONCTBa;

+ AnnapammHasi Bepcusi — Bepcus annaparHoro obecneyeHns ycTpoicTsa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMep — CepPUiAHbIA HOMEpP YCTPONCTBA, YCTaHOB/EHHbIV 3aBOAOM-U3rOTOBUTENEM;

* Bepcusi 1O — Bepcus nporpammMHOro obecneyeHmns yCTponcTea;

* PesepsHas sepcusi 10 — npefblgywiasn yctaHosneHHas sepcus MNo;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTaa;

+ CucmeMHoe BpeMs — TeKyLlue Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpemMs paboTbl C MOMEHTa NOC/IeAHEro BKOYEHNS WX Nepesarpyskn yCTPoCcTBa;

+ 3aepyska LIy — cpegHuii NpOoLEHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHs;

* Ucnonb3yemasi namMsimb — NPOLEHT NCMONb30BaHNA ONepaTUBHON NamMATH YCTPOUCTBA.
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5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

- TEX  WEP-2L

MOHWTOPUHT Radio VAP WDS CeTeBble HaCTPOVKN BHeluHWe cepBuChbl Cucrema - (BbIXOA)

Radio 2.4 I'Tu > O6Lme

Radio 5Ty Pexum |EEE 802.11b/g/n v
[lononHutensHo ABTOMaTMYeCKMiA BbIGOP KaHana

OrpaHn4uTh CNNCOK KaHanos

WupuHa kanana, MMy 20 v

MolHoCTb curHana, obm 16 v

[ononHutensHo v

* Pexum — pexvm paboTbl MHTepdelica cornacHo cregyroLwmmM cTaHaapTam:
+ |[EEE 802.11n;
+ |IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

* ABmomamuyeckul B8bI60p KaHasia — NPy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTu4eckm
BblOMpaTh HaMMeHee 3arpyXeHHblin paguokaHan gnsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayv faHHbIX;

+ O2paHuyumb CrucoK KaHasi08 — NPV yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4Ka gocTyna 6yaet BblbupaTtb pabounii KaHan U3 BCeX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHasnbl gnanasoHa 2.4 y: 1-13;

* lupuHa kaHasa, MMy — WnpunHa Nonockl YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HaveHns 20 n 40 Mly;

+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYECKU
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YacTOTHOM 06nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHa MCNOMb3YeTCH KNMeHTamMu, KOTopble NOAAEPXKMBAIOT TOSIbKO
nosaocy nponyckaHnsa kaHana 20 M,

+ Upper — nepBuYHbIM KaHasioM ByaeT BepxHuii kaHan 20 MMy, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas10M ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynnpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHune ot 3 g0 16 abm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NoAXOoAAaT nog onpegeneHme «OCHOBHOM KaHas» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

LOononHUTENBHO v

OBSS Coexistence

KaHanbHaA CKopoCcTe nepefaqn Auto ~
KOPOTKMIA 3aLLMTHEIA MHTepBan
STBC O

Mepwog oTnpasku cnyxedHbixX 100
COOBLWEHMIA, MC

Mopor (parMeHTaunm 2346

Mopor RTS 2347
Arperayma
KopoTkasa npeaMdyna
LUefinep Broadcast/Multicast, nakc O
Wi-Fi Multimedia (WMM)
Pexmm padotel DHCP Snooping ignore ~

BKNHUYUTE QoS O

* OBSS Coexistence — pexuMm aBTOMaTUYECKOIO YMEHbLUEHWSA LWVPUHbBI KaHana npu 3arpy>eHHom
paavoadgupe. MNpy ycTaHOBNEHHOM hriare pexuviM BK/IOYEH;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNPOBOAHON Nepeaayn AaHHbIX,
onpegensemas crneundukaunammn ctaHgaptos IEEE 802.11;

* Kopomkul 3awyumHbIl uHmMepsass — NoAAePXKKa YKOPOUEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHble, UICNO/b3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,

+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTU nepefayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuumn 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3HaYeHne No YMOTYaHWIo;
* remove — To4Ka [OCTyna yganset 3HayeHve onuuu 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHue, ykazaHHOe B
napametpe «Onuus 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHasA CTpoka 0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTpoincTea.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa CTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
8 CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit
Data 3 (DoH) 7 15 . 1023 v 0

Data 2 (Best Effort) q

Data 1 (Buaeo) ] 5 B

Data 0 (Fonoc) 1

w
-
~
-

47

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (@oH)

Data 2 (Best Effort)

@
o
“
=}
5]
x}
“
=}

Data 1 (Buaeo) 5 5

Data 0 (Fonoc)

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepefaeTcs oT TOUKU
[0CTYyNa K KNMEHTY):

+ Oyepedb — npeponpeeneHHble ouepean 418 pasnmMyHoro poga tpadmka:

+ Data 3 (®oH) — H13KONPUOPUTETHASA OYepesb, BbICOKas NPOMNYyCkHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpasisgeTca 60/bWNHCTBO TPAAULNOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEb, MUHMMasTbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAHHbIE, YYBCTBUTESbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA ovepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn oobpabaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (npuoputetsl 802.1p: cs6, cs7);

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dhpeliMoB)
OaHHbIX, U3MepPAETCS B c/ioTax, NpuHUMaeT 3HadeHns 1-255.

* cwMin — Haya/lbHOE 3Ha4YeHne BPEMEHN OXnaaHus nepes NoOBTOPHONM OTNpPaBKoW Kaapa,
3afaeTcd B MUINUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3HavYeHne BpeMEHN OXnaaHns nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAYeHU cwWMin;

* TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOYKM aocTtyna. Bo3MOXHOCTb nepefadun — nHTepeasl BpeMeHU, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMKN KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

S(TEX  WEP-2L

MoHUTOpUHT Radio VAP WDS CeTeBble HaCTPOKM BHeluHue cepauch Cucrema - (BbIXOA)

Radio 2.4 Ty O6Lume

Radio 5 'y > Pexum |IEEE 802.11a/n/ac v
[ononHutensHo ABTOMaTHu4eckuit BbiBop kaHana

OrpaH14nTL CIMCOK KaHanos

Wmpura kanana, MMy 20 v

MowwHocTs curHana, ABM 19 v

ﬂOI'IOﬂHVITEJ'IbHO b

* Pexxum — pexum paboTbl MHTepdelica cornacHo ctaHaapTam:
+ |IEEE 802.115;
+ |IEEE 802.11a/n;
+ IEEE 802.11a/n/ac.

+ ABmomamu4eckul B8bI60p KaHasia — Npu yCTaHOBNIEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOGMpaTb HaMMeHee 3arpyXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdelica. Mpu cHsatom conare
OTKpbIBaETCH A0CTYN A1 YCTaHOBKM CTaTUYecKoro paboyero kaHana;

* KaHas1 — BbI6Op KaHana nepefayun faHHblx;

+ O2paHuyumse CrucoK KaHasio8 — Npu yCTaHOBIEHHOM chiare Touka focTyna 6yaeT UCMosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTesieM CrMCoK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHaUI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa focTyna 6yaet BblbpaTb paboumnii KaHan 13 Bcex AOCTYMHbIX KaHa/10B JaHHOTro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u; 36—64, 132-144, 149-165;

* lupuHa kaHasna, MMy — WwnpunHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka J0oCTyna,
npuHumaet 3HadeHnsa 20, 40 n 80 MI'y;

* OCHOBHOU KaHa/1 — napamMeTp MOXeT ObITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYeCcKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHnyaT B 4YacTOTHOW ob6nacTtun. 3Tn aBa KaHana 20 MI'L, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa UCNOJb3YeTCH K/IMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHuna kaHana 20 MIru;

+ Upper — nepBun4yHbIM KaHas1oM OyaeT BepxHuin kaHan 20 My, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M ByAeT HMKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmb cuz2Hasa, 0bm — perynvposka MowHoCTU curHana nepegaryunka Wi-Fi 8 gbm. MNpuHnmaet

3HayeHue ot 11 4o 19 gbm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NOAXOAAT nog onpegenexHme «OCHOBHOM kaHasn» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

[LononHnTenbHo v
0BSS Coexistence
KaHankHas CKOpOCTL Nepenayu Auto ~
Mongepxka DFS BrntoueHo v
KOpOTKMA 3aLUMTHBIA MHTEpSaN
sTBC (O

Mepuon oTNPaBKK CNYHEDHBIX 100
cooBLieHni, MC

Nopor (parMexTalumn 2346
Mopor RTS 2347
Arperauma
KopoTkas npeamGyna
Lleiinep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WMM)
Pexum paGoTel DHCP Snooping ignore v

BrntounTs QoS O

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHMWSA LVPUHbBI KaHana npu 3arpy>eHHom
paaunoadpupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

* KaHasibHasi ckopocmb nepedaqu — (OUKCUPOBaHHAs CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpenensiemas crneundukaunammn ctaHgaptos IEEE 802.11;

*+ [Moodepxxka DFS — mexaHu3m fMHamMn4eckoro Bblbopa 4actoTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPOWCTB
CKaHvMpoBaTb paavMoadmp 1 nsberarb UCNOb30BAHUS KaHaU10B, COBMNaZatoLLmMX C KaHasilaMu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, gnanasoHe:

* BbIK/IlO4EHO — MeXaHn3M Bblk/ItoueH. DFS-kaHasibl He AOCTYNHbI 4715 BbI6OPa;
* BK/104EeHO — MeXaHW3M BKJ/THOYEH,;
* [puHydumesibHO — MexaHu3M Bblk/ItoveH. DFS-kaHabl 4OCTYNHBI 415 Bbl6opa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonuTtnkmu o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOIYaHuio;
* remove — TOYKa [OCTyna yganset 3HayeHne onuuu 82;
* replace — Touka JocTyna NOACTaBNAET UK 3amMeHseT 3HadyeHue onuun 82. Mpu BbiGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3Ha4veHunsa napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpokKa A0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HavyeHusa napameTpa RID, MOXeT npuHumartb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTponcTaa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCS TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — BblboOp pasgenuteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pas3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTynaeT 3Hak Tupe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 5 v 1023 v 0
Data 2 (Best Effort)
Data 1 (Buaeo) | B
Data 0 (ronoc)

Station EDCA Parameters

Ovepens AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) 7 15 v 1023 v 0
Data 2 (Best Effort)

Data 1 (Buaeo) N S

Data 0 (Fonoc)

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNNEHTY):

+ Ouepedsb — npeponpeseneHHbie ovepean 418 passiMyHoro poga Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMNYyCckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHenpropuTeTHast o4epe/lb, CPeAHss NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aepPXKn. B AaHHO
ouyepean aBTomaTnyeckn obpabartbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (lF'osoc) — BbICOKONPUOPUTETHASA ouepeib, MUHUMa/IbHbIE 3a[ePXKN. B faHHOl
ouepean aBTomaTMyeckn obpabartbiBalTCA AaHHbIE, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kaapos (dpeliMoB)
AaHHbIX, U3MepseTcs B cnoTax, NPUHUMAaET 3HavyeHnss 1-255;

* cwMin — Hayas/IbHOE 3Ha4YeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXeET NpeBbIWaTrsL 3HadeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKon kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeT 3HadveHdna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax Ao/MKHO ObITb 60/bLUe 3HaYeHMs cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKMN aocTyna. Bo3MOXHOCTb nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMS UMeeT npaBa MHMLMUPOoBaTh Nepesady AaHHbIX No 6ecnpoBogHOM
cpefe K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Ta6nmua HacTpOeK NapamMeTpoB CTaHLUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku AocTyna). OnucaHve noneli Tabnuibl NPUBEAEHO BbilLE.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaXXMUTE KHOMNKY «MpUMeHNUTb». [119 OTMEHbI MU3MEHEHWUIA HAXKMUTE KHOMKY «OTMeHa.
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5.5.3 MoameHto «onoNHUTENBHO»

B nogmeH10 «L,oNOMHUTENbHO» OCYLLECTB/AETCA HACTPOIKa AONOHUTE/bHBIX NapamMeTpoB
paavonHTepencos ycTpocTea.

MonuTopusr ~ Radio VAP WDS  CeTeBble HAacTpoilk  BHeLLHMe cepBMChl  CUCTeMa U~  (Bbixom)

= TeX WEP-2L

Radio 2.4TTy [ononHUTENbHO

Radio 51Ty CTpaHa Poccua v [JPastnokuposats

[MmobanbHan W3onAaLua O

[ ONONHUTENEHO >

+ Cmpa+a — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bbioopa CTpaHbl HY)XXHO
BbICTaBUTbL (priar «Pa3bnokMposaTb». B 3aBMCMMOCTY OT yKa3aHHOIO 3Ha4YeHus 6yayT NpUMeEHeHb!
OrpaHMyeHnst K NosI0Ce YacToT U MOLLHOCTU NepeAarynka, Kotopble AeCTBYIOT B aHHOW cTpaHe. OT
YCTaHOB/IEHHON CTPaHbl 3aBUCUT CNNCOK AOCTYMHbIX YACTOTHbIX KAHa/10B, YTO B/IMSIET Ha
aBTOMaTU4ecKuin BbIbop kaHana B pexnme Channel = Auto. Ecnv knneHTckoe o6opygoBaHue
NNLEH3MPOBAHO 4J19 UCNO/b30BaHUA B APYrOM pPernoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOM AOCTyna
B TaKOM C/lyyae He yaacTcs.

HacTpoiika nokasibHbIX (pernoHasbHbIX) OrpaHNYeHuid, BKItoHasi paboTy Ha paspeLleHHbIX YacTOTHbIX
KaHasiax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCS OTBETCTBEHHOCTHH) MHCTa/NISATOPOB.

Bbl60p HEMPaBWU/IbHOIO pernoHa MOXET NMPuUBeCTn K npo6nemaM COBMECTUMOCTHU C Pa3HbIMUA
KTMEHTCKNMU yCTpOI7ICTB8.MI/I.

[no6asbHasi u30/154usi — NP YCTAHOB/IEHHOM do/iare BK/IOUYAETCSA U30NALMS Tpadmka Mexay
KnneHTamu pasHbix VAP 1 pasHbIx paanovHTepdeiicos.

[Nsi BCTYN/IEHUSI B WY HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHa».
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5.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUKM B pasgenax VAPO-VAP3.

(TEX  WEP-2L

24TTy Pesknm
Pexum Tpaucnupoeate Band VLAN General Hzonauns
5IT VAP  Brmewodeso  GezonackocTm  VLANID 55D 55D Stzer  Trunk Mode General VLAN ID  aBouexToR

VAFD BelknioueHo

WEP-2L_2 4GHz
VAP1 BrizniousHo WEP-2L_2 4GHz-1
VAP2 BrizniousHo WEP-2L_2 4GHz-2
WAFE BrlenusH

WEP-ZL_2 4GHz-3

+ VAPO-VAP6 — nopsiikoBbIii HOMEP BUPTYasibHOM TOUYKM A0CTYNa;

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hiare BUPTyasibHast TOUKa A0CTyna BK/IK0YEHa, MHaYe — BbIK/TIOYEH3,

* Pexum 6e3onacHocmu — TUN WNpoBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/lbHOW TOUKe J0CTyna;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbesl MeTka npu nepegadve tpadguka Wi-Fi knneHnTtam,
NOAK/TOYEHHbIM K AaHHOoM VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
TpadhvK OT KNMeHToB ByaeT HaBelumBaTbcst MeTka VLAN ID (npu oTkntoueHHoM pexiume VLAN Trunk);

+ SSID — nmsa BMpTyanbHOI 6ecnpoBOLHON CETY;

* TpaHcnuposams SSID — npu ycTaHOB/IEHHOM doniare BK/IOYEHO BelaHue B acpup SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npv ycTaHOBNEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM paaunonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer,

* VLAN Trunk — npu ycTaHOBNeHHOM chriare aboHeHTy nepefaeTcs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTerMpoBaHHOro Tpagnka
COBMECTHO C TErMpOBaHHbIM (A0CTYNHO Npu BKIoueHHOM pexume VLAN Trunk);

+ General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHumatbes meTka 1 Tpadink atoro VLAN npoiigert Ha
KnueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadurka B 06paTHy0 CTOPOHY Ha HETErMpOoBaHHbIV Tpaduk 6yaeT
HaBewwmBaTbca meTka General VLAN ID;

* U3on154yus aboHeHmMos — Npuv YCTaHOB/IEHHOM chnare BK/IKoYeHa M30/1aums Tpadinka Mexay KiveHTamu
B npegenax ogHoii VAP.

[ns BCTyNneHns B cuy HOBOW KOHUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.6.2 lMoameHto «VAP»

LTEX  WEP-2L
MoHMTOpHHD Radio VAP NDS CeTeEnIE HACTPOWEN BHeWHHE cepBrCH Cuctema - (BBDIOA)
CyMMapHo VAPD WAP1 VAP2 WAP3 VAP4 VAPS VAPG
240y OBLWMHe HACTPORKM
5Ty BrntoueHo
VLAN ID
531D WEP-2L_2 4GHz

Tpancnuposats SSID

Pexum Band Steer

WLAM Trunk

General Mode

HM3onAuma aboseHToB

Moggepsra 802.11kiv

Pennukayus Multicast

MpuopuTeT DSCP w

Pesm Minimal Signal

MUHMMaNEHBIA YPOBEHD -100
curdana, ABm

Mopor ypoEHA cKrHana npu -100
poymiHre, AEM

WuTepsan Minimal Signal, ¢ 10

MaKCHMAnEHOE KONWYecTEo 0
ENWUEHTOE

Pe:xmm GesonacHocTH EbiKn4eEH0 v

O6ume HaCTPONKK:

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHas ToYKa JOCTynNa BK/IOYEHA, MHAYe — BbIK/THOUYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbcs MeTka npu nepegadve tpaduka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHune B adomp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. ns paboTbl PyHKLMM HY>XXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice un
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/NIEHHOM (hriare aboHeHTY nepegaeTcs TerMpoBaHHbIn Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM ch/iare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadgvka
COBMECTHO C TErMpPOoBaHHbIM (AOCTYNHO Npu BkAtoueHHOM pexxume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTtka u Tpadmk atoro VLAN npoiiget Ha
KnuneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacrka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBewwmBaTbcsa meTka General VLAN ID;

* U3on1syusa aboHEHMOB — NPV YyCTaHOBNEHHOM ch/iare BK/IHOYEHA N30/1AumMa Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* [Mooddeprka 802.11k/v — BKNoUUTb Nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHON TOUKe AOCTYNa;

* Pennukayusi Multicast — npu yctaHoBneHHoM thnare Multicast Tpadmk B CTOPOHY KNMEHTOB byaeT
npeob6pasoBbiBaTbCs B Unicast 40 KaX4oro KAveHTa, Npu OTK/IIOUYEHHOM NPOX0ANTb 6€3 MoagndmKaumii;
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* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypet aHanunsnposatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv ycTaHOBNeHHOM chnare pyHKUNS OTKNHOYEHUSA kaneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHana B ABM, HMXe KOTOPOro NponcxoauT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cuaHasa npu poyMuHae — YpOBEHb YyBCTBUTE/ILHOCTU POyMUHIa B ABM, Huxe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH 6bITh Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog, BpeMeHu, N0 UCTEYEHUN KOTOPOro NPUHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
MOAK/THOYEHMA NHOOOTO K/IMeHTa.

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLLas HacTponka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctas/seT ot 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum LUMpoBaHNA kaHaa 6ecnpoBOAHON
CBS13U, NP KOTOPOM K/IMEHT aBTOpM3yeTCA Ha LeHTpannzosaHHOM RADIUS-cepBepe. /19 HaCcTpOWiku
[aHHOoro pexuma 6e3onacHocTu Tpebyetca ykasaTb napameTpbl RADIUS-cepBepa. Takke TpebyeTcs
ykasaTb kitou ans RADIUS-cepsepa.

Mpwu BbIGOpE OnpeaeneHHoro pexrMa 6e3onacHocT OyayT AOCTYMNHbI Cneayowme HacTPOKM:

Pexam BezonacHocT WPA2 b

Kooy WRA —— @

MFP OTrnioueno -
Moanepska 802.11r
Bpyunyio

FT-over-DS O

Kntou moBuneHoro goctyna RO root

Kntoy moBuneHoro goctyna R1

WaenmudmkaTop mMobuneHoro gomena 0

Betpeunsiit MAC-appec

MAC- YoaneHHbId knod mobuneHoro YoaneHHbd Koy MoDKNbHOIO RRB knto4 RRB knro4
MNe appec npoctyna R0 noctyna R1 RO R1
+ [lobaeum CeepHyTb
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* MFP — 3awuta management-kagpos (goctynHo npu Pexume 6e3onacHocTn WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHME OMK/IYEHO):
* Omk/ro4eHo — 3awmTa management kKapoB OTK/THOYEHE;
+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;
* Bk/1o4eHO — 3almTa BKIH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMteCca He MOryT.

* PMKSA kawuposaHue — hnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHpOPMALMN O MOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKA AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOMCTBO NOc/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudmnkaumm Ha RADIUS-
cepsepe npu NOAKIYEHNN B TEYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMK coKpallaeT BpeMms
POYMUHIra Npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

+ 802.77r — doyHKUMOHa BbICTPOro POYMUHIa, paboTaeT TO/IbKO C KITIMeHTaMu, KOTopble NoAAepXnsatoT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npv ycTaHOBIEHHOM (hiare NosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napaMeTpoB POYMUHTE,;
* FT-over-DS — BktoueHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, HanpyMep, CepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMEP TPyMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkK gocTyna. MakcumasnbHoe
KonnyectBo — 256;
* YOasieHHbIU K/1o4 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN KoY, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CMMBOSOB;
* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kntoy RO», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knova — 16 CMMBO/OB.
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RADIUS:

PykoBoacTBo no akcnayatauum WEP-2L

RADIUS

HomeH

IP-agpec RADIUS cepeepa
Mopt RADIUS cepeepa
Mapone RADIUS cepeepa

Mcnonsaoeats akkayHTHHT Yepes
RADIUS

Mcnonsaoeate Apyrie HACTPOHEW ANA
BKKAYHTHHIE

Mopt RADIUS cepeepa ans
SKKAYHTHHIE

M epuogryeckan OTnpaska
arKayHTHHRa

WMHTepEan OTNpaEku akKayHTHHIE

root

192.168.0.1

1812

1813

600

+ [lomeH — flOMeH nonb3oBartens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIA NCNOMb3yeTcsa A8 ayTEHTUANKALUA 1

aBTOpPU3aALNY;

+ laposb RADIUS-cepsepa — naponb g1 RADIUS-cepBepa, nCnonb3yemoro 4/ ayTeHTugukaumm um

aBTOpU3aALNY;

* Vlcnosnib308ameb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/eHHOM donare 6yayT oTnpas/isaTbCcA

coobuweHns «Accounting» Ha RADIUS-cepBep;

* Mcnosb3os8amb opyaue HacmpoUliku 0719 akkayHmuHaa:

+ IP-adpec RADIUS-cepsepa 0519 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro a/is
aKKayHTUHra,;
IMopm RADIUS-cepsepa 0719 akkayHmuHa2a — NopT, KOTOpbI ByAeT ncnosib3oBaH aAnsa coopa
akkayHTuHra Ha RADIUS-cepsepe;
lMaposib RADIUS-cepsepa 019 akkayHmuHaa — naposnb ansa RADIUS-cepeepa, ucnonbzyemoro ans
aKKayHTUHra,;
lMepuoduveckass omnpaska akkayHmuHaa — BK/IHOUUTb NEPUOAMYECKYH0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepsep. 3azaTb UHTEpBas OTNPaBKM COOOLLEHWI MOXHO B nose

«/IHTepBasn OTNpaBKN akKayHTUHray.
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PykoBoacTBo no akcnayatauum WEP-2L

[NopTanbHaa aBTOpU3aLINA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

OrpaH4eHMA CROPOCTH

BrmouuTh

WAP Limit Down 0 koWt
WAP Limit Up 0 KGuTC
STA Limit Down 0 koWt
STA Limit Up 0 KEKTIC

* Br/1o4umb — aKTMBUPOBATH MOJIE HACTPOEK,;

+ VAP Limit Down — orpaHu4eHvne nponyckHoi cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/IMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, KonT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/ieH! OT TOYKM JocTyna Ao
KNMEHTOB (KaXA0ro B OTAENbHOCTM), NOAK/UYEHHbIX K AaHHoi VAP, Kout/c;

« STA Limit Up — orpaHuyeHune nponyckHoli Coco6GHOCTU B HarnpaB/ieHMN OT KNNEHTOB (Kaxkaoro B
OTAENbHOCTM), NOAK/OYEHHbIX K AaHHol VAP, o Toukn goctyna, Kbut/c.
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KoHTponb goctyna no MAC:

PykoBoacTBo no akcnayatauum WEP-2L

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTpons goctyna no MAC

BKNIO4EHO

Monutuka 3anpeTntb

Cnucok MAC-agpecos

66:04:B6:83:C2:9E
66:D04.B6:82:.C1.9C

+ TIPUMEHHTD

o

® OTMeHa

* Bk/1o4eHO — npu ycTaHOBMIEHHOM (hriare 6yaeT pabotarb BblbpaHHas NoAnTka 4ocTyna;
* [MNonumuka — nonuTrka goctyna. Bo3amoxHble 3HaYeHus:
+ 3anpemums — K gaHHoi VAP GyaeT 3anpeLleHo nogknoyarbes kameHtam, MAC-agpeca KoTopbIxX
cofepxartcs B cnucke. Bcem ocTtasibHbIM JOCTYN 6yAeT paspeLlen;
+ Paspewums — K gaHHoin VAP 6yaeTt paspeLlleHo nogknvarbes ToNbKo TeM knaneHtam, MAC-
ajZipeca KoTopbIX cogepXarcs B cnucke. BceM octasibHbIM AOCTYN OGyAeT 3anpeLleH.
* Cnucok MAC-adpecos — cnucok MAC-aapecoB KNIMEHTOB, KOTOPbIM pa3peLUeH uan 3anpeweH AocTyn K
naHHon VAP. MoxeT cogepxaTb A0 128 aapecos.

[nsi Toro YTo6bI 106aBUTL AAPEC B CNIUCOK, HAXKMUTE KHOMKY n 1 B nosiBMBLLEMCS nose BeeanTe MAC-

aapec. YTo6bl yaanuTb aapec 13 Crmcka, HOKMUTE KHOMKY

x

B COOTBETCTBYHOLLEN CTPOKE.

Ecnun Bo3HUKIa He06X0AMMOCTb A06aBUTL B cnMcok MAC-afpec KIMEHTa, KOTOPbINA B AaHHbIA MOMEHT

noAKtoyeH K 6a30B0N CTaHLMKW, HXKMUTE B KOHLLE CTPOKM KHOMKY

OH aBTOMaTn4yeckun ,CI,O68.BVITCFI B nosne.

1 BblGepUTE HYXHbIA afpec U3 CNncka,

Mo ymonuaHuto B cnincke otobpaxaercs Ao 10 agpecos. [An1s Toro 4to6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/n OH coaepxmnT 6onee 10 aapecoB, HAXKMUTE KHOMKY «IokazaTb BCEX.

10

EC0:DSE3.VTA:BE:CO

MokasaTtb BCE

[N BCTYNNEHWs1 B CUY HOBOI KOHChUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.
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PykoBoacTBo no akcnayatauum WEP-2L

5.7 MeHw «<WDS»

B meHo «WDS» BbINoHAETCA HacTpoiika 6ecnpoBoHbIX MoCcToB Mexay WEP-2L.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

5.7.1 MoameHto «WDS»

I TEX  WEP-2L
Monutopunr ~ Radio VAP~ WDS  CeTeBble HacTpoiiki  BHelwHMe cepBHChi Cucrema - BbIXOA,
WDS > 24TTy 5y
BkriiodeHo
Pexum GesonacHocTn WPA2 v
Knioy WPA  eeeseeee @
MAC-agpec paavounHTepdeiica 68:13:E2:1B:6B:40
WHTepdeiicel WDS
WHTepdheic BceTpeyHbin MAC-agpec KaHanbHas ckopocTb nepefayun
wlan0-wds0 [ Auto v
wlan0-wds1 [ Auto v
wlan0-wds2 () Auto v
wlan0-wds3 () Auto =

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgienc ycTponcTea, Ha KOTOPOM HEOBX0AMMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/104eHO — Npy yCTaHOBIEHHOM (priare pexxvmM 6ecnpoBOAHOr0 MOCTa BK/IOUEH, MHAYe — BbIK/TOYEH;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:
* BbIk/1t04UMb — HE UCNONb30BaTh WN(POBaHNE ANs nepesayn AaHHbIX;
+ WPA2 — cnoco6 wundpoBaHus, npy BbiIbope KOTOPOro 6yaet AOCTyNHa cneayroLLast HacTponka:
* Koy WPA — knio4/naponb, HE06X0AMMbI 47151 NOAKYEHMS K BCTPEYHOW ToUKe AocTyna.
[nvHa knoya coctasniseT oT 8 o 63 CMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro yCTponcTea;
* MlHmepgpetic — Bbi6OP 1 BKNtoYeHne WDS-nHTepdeiica, Ha KOTOpom GyaeT NOCTPOeH 6eCnpoBOAHONA
MOCT;
* BcmpeuyHbil MAC-adpec — MAC-agpec pagnovHTepdelica BCTPEYHOro yCTPONCTBa, A0 KOTOPOro
HacTpanBaeTcs 6ecnpoBOAHON MOCT;
* KaHasibHasi ckopocmb nepedaqu — OUKCPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. Ans kaxaoro nHtepdpeica Bbibrpaetcs
NHAMBUAYANIbHO.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTBo no akcnayatauum WEP-2L

5.8 MeHo «CeTeBble HACTPONKN»

5.8.1 MoameHo «CnucTemMHas KoHdurypaums»

LTEX  WEP-2L

MoHuTopuHr  Radio VAP WDS  CeTeBuie HACTPOMKH  BHEWHME CepBucH  CH

cTEM3 - BbiX04)

CHCTEMHERA KOHMIypauma » Mms xocta WEP-2L
Toctyn reorpauyeckuil JoMeH root
VLAN ynpasnesns Forwarding v
VLAN ID
rpotoken Static v
CraTu4eckun IP 192.168.1.10
CeTesan Macka 255.255.255.0
Lino3
MepenyHeln DNS

BTopudHbid DNS

+ MMpUMEHHTL *® OTmeHa

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa, 3afaeTcs cTpoka 1—63 CMMBO/IOB: /TaTUHCKME 3arnaBHble U
CTPOYHble GYKBbI, LdIpbl, 3HAK Aednc «-» (edmc He MOXET GbITb NOCNIEAHUM CUMBOJSIOM B UMEHM);

+ [eocpacpuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cuctemsl ynpasnexHus EMS, B koTopom
pacrnonaraeTcs To4ka 4OCTyna;

* VLAN ynpas/neHus:

* BbikmoyeHo — VLAN ynpaBneHus He NCnonb3yeTcs,;

« Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
c/y4yae y K/IMeHTOB, MOAK/THYEHHbIX Yepes3 paavonHTepdeinc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbliii pexxum VLAN ynpaBneHust He foCTyneH ans
Bbl6OPA);

* Forwarding — pexwum, npu kotopom VLAN ynpasneHuns nepegaeTtcs Takke B pagnonHTepdeiic
(npw cooTBeTCcTBYHOLLEN HAacTpoiike VAP).

* VLAN ID — ngeHtudpmkatop VLAN, ncnonb3syemblii 4na Aoctyna K yCTponcTByY, MPUHUMAET 3HavYeHnsa 1-
4094,

* [Mpomoko/1 — BbIGOP NPOTOKOA, MO KOTOPOMY ByAeT OCyLecTBAATLCA nogkntoyveHne no Ethernet-
NHTEepdecy yCTpoiicTBa K CeTn NpefocTaB/IeHns yeyr nposaligepa:

+ DHCP — pexwum paboThbl, npun koTopom IP-aapec, macka nogcetn, agpec DNS-cepsepa, W03 no
YMOJI4aHWUIO 1 Apyrie napameTpbl, Heobxoanmble Ans paboTsl B ceTu, 6byayT nony4veHsl ot DHCP-
cepBepa aBToMaTn4ecky;

+ Static — pexum paboTbl, Npy KoTopoM IP-agpec 1 Bce Heobxogmmble napameTpbl Ha WAN-
nHTepdeic HazHavarTcs ctatuyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[OCTYNHbI criegyroLme napameTpsbil:

+ Cmamudyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoicTea B ceTu npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Lmo3 — afpec, Ha KOTOPbI OTNPaB/sAeTcsa NakeT, ec/v [/19 Hero He HalileH MapLupyT B
Tabnuue mapupyTunsaumm.
* [epsu4HbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHadvalTca aBTomarmyecky no npotokony DHCP, 3aaaiite nx Bpy4Hyto.

[ns BCTyNneHns B culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMsaTb
HaXKMUTE KHOMKY «MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».

49



5.8.2 TMoameHto «JocTyn»

PykoBoacTBo no akcnayatauum WEP-2L

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar

HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTESBHO.

[na BkNoveHusa aoctyna K ycTpoiicTey vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C
1025 no 65535 BKNHOUMTENBHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

[ns BkAYeHNs gocTyna K ycTpoiicTey Yepes Telnet yctaHoBuTe chnar Hanpotus «Telnet».
[nsa BknoveHus gocTyna K ycTpoiicTBy yepes SSH yctaHoBuTe chnar HanpoTtus «SSH».
[ns BkaoveHns goctyna K yctpolictey Yepe3 NETCONF yctaHoBute donar HanpotuB «NETCONF».

MOHHTOPUHT Radio VAP WDS

LTEX  WEP-2L

CeTesble HEETDCGINVI BHELLHWE CepBMCHI Cucrema -

BbIX04

CHCTEMHas KOH(DHTypaums WEB

Hectyns HTTP-nopt 80
WEB-HTTPS

HTTPS-nopt 443

Telnet

<]

SSH

<]

NETCONF

<]

SNMP

<]

Mapons Ha YTeHue public

Maponk Ha 3anucs private
Afpec AnA npuéma Tpanos vi
Afpec AnA NpuUéma Tpanos v2

Anpec AN Npréma cooBLLEHNi Inform

CHCTEMHOE HMA YCTPORCTBA WEP-2L

KOHTaKTHas WHIDOPMALIMA NPOU3BOANTENS

MecTononoxeHue yCTPOACTEA

Maponk B Tpanax

Contact

Russia

trap

MporpammHoe o6ecneveHne WEP-2L no3BonsieT U3MeHATb KOHUrypaumio yCTpoincTBa, NPOBOAUTL
MOHUTOPWHI COCTOSAHUS 6a30BOI CTaHUMW 1 e€ AaTYMKOB, a Takke ynpas/ifaTb YCTPOWCTBOM, UCMO/b3YSA
npotokos1 SNMP.

© KoHdurypuposaHue ycTpoiictea no npotokosy SNMP 40OCTYMHO HauMHas ¢ BEPCUM NPOrpamMMHOro
obecrneueHnsa 1.2.5.



PykoBoacTBo no akcnayatauum WEP-2L

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLIN: public);

Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma mpanos v2 — IP-agpec nnn goOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobwjeHuli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPOINCTBa;

KoHmakmmHas uHghopmayusi npou3sooumesisi — KOHTaKTHasi Hopmaums Npon3BoanTeNs yCTPOCTBa;
MecmonosnoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVWHI NapaMeTPOB TOYKN AOCTyNa N NOAKMHOYEHHbIX KIIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkM gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».

Mogpo6Hoe onucaHue OID WEP-2L goctynHo no cneaytouleli cebinke: Onvcadne OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTBo no akcnayatauum WEP-2L

5.9 MeHto «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[MopTasibHas aBTopm3aumns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke

aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=LTEX  WEP-2L

IMOHWTOPHHT Radio VAP WDS CeTeBble HACTPOHKK BHeLUHWE CEPBMCHI Cuncrema (BbIXOa,

MopTankHan asTopu3aLua > BKIIO4YUTE

Agpec cepevca APB ws://192.168.1.1:8090/apb/broadcast

AirTune

* Bk/iouums — Npy yCTaHOBMEHHOM dhnare Touka 6yaeTt nogknoyarsca K cepsucy APB, agpec kotoporo
yKasaH B nose «Agpec cepsuca APB», ona obecnevyeHnsi NOPTa/IbHOro POYMUHTa KIMEHTOB.

+ Adpec cepsuca APB — apgpec cepsuca APB an1s nogaepXxkn poymuHra B pexxmme noptasibHOM
aBTopu3auuun. 3agaetcsa B oopmare: «ws://<host>:<port>/apb/broadcast».

Ansa BCTYMNJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».

5.9.2 MNMoameHto «AirTune»
MoameHto «AirTune» NnpegHa3HA4YeHo A/151 BKIOUYEHNS U HACTPOWKK cepBuca AirTune Ha Touke AaocTyna.

Cepsuic AirTune ncnonb3yertcs Ans onTuMmsaumm pagvopecypco (Radio Resource Management) u
aBTOMAaTUYECKOIN HACTPOIiKK 6ecluoBHOro poymuHra 802.11 k/r.

=TEX

Radio VAP

MOHWTOPHHT

MopTanbHas asTopu3aLmns

AirTune »

WDS CeTeBble HACTPONKH

WEP-2L

BKNHYUTE

Afpec cepeuca AirTune

BHeLUHWE CEPBMCHI

Cucrema

Wws/192.168.1.1:8099/apb/rrm

- (BbIXOO,

* Brsmo4umb — Npu yCcTaHOBNEHHOM hiare Touka dyaet nogknouarses K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns oyHkumin Radio Resource
Management n/wnm poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmpy.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

=L TEX WEP-2L

MOHHMTOPHHT Radio VAP WDS CeTeBble HACTPOHKN BHelwHWe cepBrChl Cucrema - (BbIXOZ)

O6Hosnexue MO ycTpoicTea AKTHBHAA BepcuA NO
Peseparan sepcia 110
KoHgurypauna
AxmyansHas sepcus MO docmynxa no adpecy: hitp-Aeltex-co.ru/support/ddownloads/
Mepesarpyska
@ain obxosneHua MO Buibepute (pain | dain He BbiDpaH
Maponb

KypHan

Oara u Bpema

+ AkKmusHasi sepcusi 10 — Bepcus NporpaMmmMHoOro obecneyeHus, yctaHOB/IEHHOTO Ha YCTPOMNCTBE,
paboTaloLias B aHHbI MOMEHT;
* Pe3epsHas sepcusi 10 — Bepcusa NporpaMMHOro obecneyeHuns,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO NnepekniounTbes 6e3 3arpy3ku taina Mo,
+ Cdeslamb akmusHoU — KHOIMKa, N03BO/IAIOLWLANA caenaTh pe3epBHyto Bepcuto MO akTUBHOW, ANA
3TOro noTpebyeTtcsa nepesarpyska ycTporcTea. AKTMBHas Bepcus MO B 3TOM Criyyae cTaHeT
pe3epBHOIA.

O6HOoBNEHME NPOrpaMMHOro obecneyeHus

3arpysute chaiin MO c cainta htip.//eltex-co.ru/support/downloads/, Boiopas WEP-2L B cnucke o6opygosaHus,
N coXpaHuTe ero Ha KomnbetoTepe. Mocne aToro HaXXMUTe KHomnky «BblbepuTe halinx» B none ®ads1 06HOB/1EHUS
10O v ykaxunTe nyTb K hpainy MO B dpopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxkaTb KHOMKY «3anycTntb 06HOB/EHMEe. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyLleM crtatyce 6yAeT ykazaHo Ha CTpaHuLLEe), NOC/e Yero
YCTPOMCTBO aBTOMaTUYeCKM nepesarpy3nTcs.

© He otkntovaiite nuTaHMe YCTPOICTBA M He BLINOMHSANTE ero nepesarpy3ky B npoLecce 06HOBNEHMS
no.
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5.10.2 MogmeHto «KoHburypaymns»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

=LTEX  WEP-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPOHEN BHeLH1E CEPBHCHI Cucrema - (BbIXOA)
OBHoBneHue MO yeTpoiicTea Mony4uTe apxHe * CrayaTs
KOHGHIypaLmm C
KoHMDMIypaLms » ycTpoucTea
MNepesarpyska 3arpy3uTb apxuB BoibepuTe dann | Dain He BoidpaH

Maponk

KypHan - ¥ Coxpa a foctyna
yP CBpoc Ka sasoackue COXpaHuTL NapameTpel JOCTYNA

HACTPOWKK
Narta W speMa P

[Nony4yeHne KkOHJMrypauum

YT0O6bI COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBMeHME KOHdMIYpaLmn

[ns 3arpy3ky cOXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dhainia KoHUrypauum Ncnonb3yeTcsa NyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolicmso». Jns 06HOBNEHNST KOHhMIypaLummn ycTpoincTea HaxXMmTe
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPOWKM

UT06bI cAenaTb C6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOMKY
«C6poc». Ecnn aktBupoBaH dnar «CoxpaHuTb napameTpbl 40CTynay, To 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHpUrypaLumm, KOTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).

5.10.3 MopgmeHto «MMepe3arpyska»

[lna nepesarpy3ku yCTpocTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

=LTEX  WEP-2L

MOHMTOPHHT Radio WA

T

wWDS CeTeBble HACTPOMUKW BHELLHME CEPBHCHI CucTtema n- (BbIX0O)

OBHoENeHue MO ycTpoiicTea Mepe3arpyska yCTPoRCTEa = Mepesarpyska
Kohdpurypauma
Mepe3arpy3ka »
Napons
KypHan

MNata 1 Bpema
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5.10.4 TogmeHto «[Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

clTEX WEP-2L

MOHUTOPHHT Radio VAP wWDS CeTeBble HACTPORKNA BHeLIHHE CEPBUCEHI Cuctema - (BbiXOD)

OfHoBnenuKe MO ycTpoicTea Maponb @
KOHDHrypaLms MoaTsepxaeHne napona @
Mepe3arpyska
+ [PUMEHHTE: X OTmeHa
MNapons >

KypHan

[arta 1 Bpema

5.10.5 TlogmeHo «KypHan»

MoameHo «KypHan» npefHasHavyeHo 415 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

cTEX  WEP-2L

MOHUTOPWUHI Radio VAP WDS CeTeBble HAaCTPOHKU BHeluHWe cepBUCH Cuctema ru - (BeIX0d)
O6Hoenewue MO ycTpoiicTea Pesim Cepsep v dhann v
Kontpurypauma Anpec Syslog-cepeepa syslog server
Mepesarpy3ka [opT Syslog-cepeepa 514
Maponk Paamep dhaiina, kB 1000

HKyphan »

+ [IpUMEHNTL x OTMmeHa
[ara v BpeMa

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaUms XXypHasia COXpaHaeTCsl B IOKa/IbHOM doainie n AoCTynHa B
web-uHTepdelice ycTpoiictea Ha Bknagke «MoHuTopuHr/XKypHas cobbITnii,
« Cepsep u g¢halin — nHgopmauus XypHana oTnpaBnsieTcs Ha yaasieHHblin Syslog-cepsep u
COXpaHsieTcs B JIOKaIbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepsepa;
+ Mopm Syslog-cepsepa — NopT aNns BXoAsAwmx coobuieHmnii Syslog-cepeepa (no ymonyanuto 514,
AonycTUMble 3HaueHust 1-65535);
+ Pasmep ¢palina, kb — makcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBUCMYIO NaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.10.6 MogmeHto «[ata n Bpems»

B nogMeHto «jata u BpeMsi» MOXXHO HAaCTPOWUTb BPEeMsi BPYUHYH WM C MOMOLLbIO MPOTOKO/IA CUHXPOHM3aLMN
BpemeHn (NTP).

5.10.6.1 BpyuHyro

cLTEX  WEP-2L

MOHHTOPUHI Radio VAP wWDS CeTesble HaCTPOHKKH BHellHWe Cepeuchl Cucrema - (BbIxOD)

OBHosnenue MO ycTpoAcTea Pexum ® Bpy4Hyio NTP cepsep

[ata u BpemA ycTpoAcTea 24.01.2020 15:22:40
# PeparTupoRaTs

KoHdpurypaums

Mepesarpyska YacosoH noaAc HosocHaupck v

Maponb
BKNKYMTL Nepexod Ha v
neTHee BpeMA
KypHan N ~ -
MNepexon Ha NETHee BpeMA (He 8biBpaHo) (He 8bIGPaHO) (He sbifiparo) |B| -
Oarta v epema
Mepexon Ha 3uMHee BpemA {He ebi0pa+o) (He enibpaHo) (He ebi0paHo) |B| --

CABHT BPEMEHH (MUH ) 50

+ MpUMeHHTL X Otmena

+ [lama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppeKUns, HaXXMuTe KHOMKY «PefakTupoBaTb»:
+ [lama, spemsi — 3afiaiiTe TeKyLLyto AaTy U BPeEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v BpemMs»
NS yCTaHOBKM BpemeHu MK Ha yCTpoCTBO.
+ Yacosol rnosic — no3BOMISAET YCTAHOBUTb YaCOBO MOAC B COOTBETCTBUM C GvKaiLLIMM ropoLioM B
BalleM pervoHe u3 3aaHHoro Crucka,;
* Bk/1o4umb rnepexod Ha /iemHee speMsi — Mpu yCTaHOB/IEHHOM dp/iare nepexop, Ha nieTHee/3nMHee
BpeMs OyAeT BbINO/HATLCA aBTOMaTUYeCKN B 3a/jaHHbI NepuoL BpeMEHN:
* [Nepexod Ha silemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyaeT BbINO/IHATLCA Nepexos Ha 3uMHee
BpewmS;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTaX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HadeHune oT 0 o 720 MUH.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTb». [151 OTMEHbI U3MEHEHWNI HAXMUTE KHOMKY «OTMEHa».
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= TEX

Radio VAP

MOHHTOPHHT

O6HoBneHue MO ycTpoicTea
KoHMMrypaLms
MNepesarpyska

Maponb

KypHan

[ara v Bpema

WEP-2L

CeTeBble HaCTPOHKK

Pesum

Narta u BpemMsa yCTpoiicTea
NTP cepsep

Yacosoin noac

BinioyMT Nepexop Ha
neTHee BpeMA

Mepexoq Ha neThee BpeMA

HEF‘EXDJ Ha 3UMHEE BpeMA

CaBur BpeMeHH (MUH.)

+ TIpUMEHUTE

BHeLIHWe CepBUCHI

BpY4HYR
24.01.2020 15:23:09

pool.ntp.org

Hosocuoupck

(He sniOpaHo)

(He sniOpaHo)

60

CucteMa

® NTP cepeep

(ne eoibpaHo)

(ne eoibpaHo)

X OTmeHa

(He enifparo)

(He enifparo)

(BbIXOM)

B

B

+ [lama u spemsi ycmpolicmsa — fata n BpeMs Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/nomeHHOe MSA cepBepa CMHXPOHU3aLUuy BpemeHn. Bo3mMoXHO 3agaTb agpec
nNn BbIGpaTb U3 CYLLECTBYHOLLEIO CrNCKa,
+ Yacosol rnosic — nNo3BOMISET YCTAHOBUTb YaCOBO MOAC B COOTBETCTBUMN C GAVKAALLUM FOPOLOM B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbI Nepuos BpEMEHMU:
* [Nepexod Ha iemHee BpeMsi — [eHb U BpeMs, Korga OyeT BbINOHATLCA NePexos, Ha fieTHee

Bpemsi;

* [MNepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

Bpemsi;

+ CoBue spemeHu (MUH.) — Nepuog, BpeMEHN B MUHYTaX, Ha KOTOPbIN BbINOHAETCSA CABUT BPEMEHW.
MoxeT npuHumarb 3HavyeHue ot 0 go 720 muH.

[ns BCTyNneHnss B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [/19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyaHuto yctpoiictBo WEP-2L HacTpoeHo Ha nony4yeHune agpeca no DHCP. Ecnv aToro He nponsoLuno,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-2L: 192.168.1.10, macka nogcetut: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HaCTpOﬁKa CTaTUu4yeCKux ceTeBbiX NapaMeTpoB TOUKU AOoCTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interfacet# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-2L)
WEP-2L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-2L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexrmva paboTel ¢ DHCP Ha Static-IP)
WEP-2L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AOGaBﬂeHMe CTaTU4YeCKOoro mapupyrta

WEP-2L(config):/interface/br0/common# exit

WEP-2L(config):/interface/br0# exit

WEP-2L(config):/interface# exit

WEP-2L(config):/# route

WEP-2L(config):/route# add default (rje default — HazBaHne maplupyra)

WEP-2L(config):/route# default

WEP-2L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHavyeHuns, /15
MapLupyTa no ymosyaHuto — 0.0.0.0)

WEP-2L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — mMacka cetn HazHavyeHus, 7159 MapLupyTa rno
ymon4yaHuo — 0.0.0.0)

WEP-2L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec ww03a)
WEP-2L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpoiika nony4yeHus ceteBbiX NapameTpoB no DHCP

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

—~ o~ o~~~ —~

© HauvHas ¢ Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaaBaTb MTU uepes DHCP (option 26).
3HauyeHne MTU, nonyyeHHoe no DHCP, nmeet 60NbLUMIA NPUOPUTET, YEM NapamMeTp, 3afaHHbI B
KOHcpurypauumn.

© Pasvep MTU ans bridge fonmkeH 6biTh He 60/bLIE, YeM HauMeHbLni pasmep MTU Ha uHTepdelicax,
KOTOpble HaxoAATcst B 3ToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aritax. Bo3amoxHble 3Ha4eHus: 1-
2490)

WEP-2L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YyTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii goctyn

[MonyyeHne ceTeBbIX HACTPoeK Mo DHCP:

WEP-2L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpPONKu:

WEP-2L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z2.Z.Z (rae X.X.X.X — cTarmyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetu, Z.Z.Z.Z — Luno3)

AocTtyn yepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rae X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTQOVIKMZ

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, crnosib3yemblii A5 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LuN+3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)

3aBeplueHNe U COXpaHeHMe HaCTPOoEK

WEP-2L(root):/# save (coxpaHeHne HacTpPOeK)
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6.2.2 HacTtpolika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.
JocTyn K yCcTpoincTBy No npoTokosy IPv6 BO3MOXHO HACTPOUTL TO/IbKO B TOM C/lyyae, eCin Ha ToUke
pocrtyna He ucnons3yetca VLAN-ynpasnieHus.

BKNtoueHue goctyna K ycTpoicTBy o npoTokony IPv6e

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
DHCP)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPve. Ana oTkoveHns seegute false)

WEP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyueHve ceteBbix IPv6-napameTpos rno

—~ o~~~ o~ —~
_ = = =

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/commont ipv6

WEP-2L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXXXXXK:XXXX XXX XXXXXXXX — cTaTuuecknia IPve-aapec ycTpoictea WEP-2L)
WEP-2L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedinkc cratnyeckoro |Pvé-
agpeca. lNMpnHnmaeT 3HadveHne ot 0 A0 128. 1o ymon4aHuio: 64)
WEP-2L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs |Pv6-
npedounke, Hanpumep 3211:0:0:1234::/64)

WEP-2L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Nel ¢ npedmkcom)
WEP-2L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Ne2 ¢ npedimkcom)
WEP-2L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/10ueHVIe NCNONB30BaHNA CTATUYECKMX
ceTeBbIX IPv6-napameTpos. 14 nonyyeHus ceteBbix IPv6 napameTpos no DHCP BBeanTe dhep)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/1t0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. Ana oTkoveHns seegute false)

WEP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTPoikn pexmnma 6e3onacHoctn Ha VAP

Pexunm 6e3onacHocTH KomaHga anst HacTpoikn pexmma 6e3onacHoCTn
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 wmdpoBaHus

CospgaHue VAP 6e3 wuncpoBaHusa

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_open' (n3veHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOUKM AOCTYNA)
config):/interface/wlanl-va0/common# save (COxpaHeHVe HacTpoek)

o~~~ o~~~ o~ o~ o~ —~ —~
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6.3.2 HacTtpoliika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_Wpa2' (n3veHeHne nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexwvimv wucpposaHns — WPA/WPA2)
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/1apo/ib, He0OX0ANMbIN
0N NOAKNIYEHMS K BUPTYasibHOM TOUKe AocTyna. [nnHa Kn4va Ao/MKHa CoCTaBAsATb OT 8 10 63
CUMBOJIOB)

WEP-2L(config):/interface/wlanl-va0/vap/ap-security# exit

):/
):/
config):/interface/wlanl-va0# common
):/
):/

WEP-2L

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYasIbHON TOUKM A0OCTYNa)
(

config):/interface/wlanl-va0/common# save (COxpaHeHVe HacTpoek)
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise C NeprMoguuecKoii oTnpaBKoii
akkayHTMHra Ha RADIUS-cepBep

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_enterprise' (n3veHeHve nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wngposanus — WPA/
WPA2-Enterprise)

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosbL30BaTess)
WEP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCnosib3yeTcs Asis ayTeHTudmkaumm n astopmsaumn. Mo ymonyaxmio: 1812)
WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (iz1e secret — naposib /19 RADIUS-
cepBepa, UCNonb3yeMoro Ans ayTeHTudgmkalmm n asTopmsaimm)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NeprOANHECKON OTNPaBK/
coobueHni «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTrpaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlanl-va0/vap/radius# exit

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~ o~~~ —~
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHgb! AN HACTPOIiKM NOpTanibHOI aBTOpPU3aLuMmu C OTNPaBKOI akkayHTUHra Ha RADIUS-cepBep

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlan1-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazars URL BUpTYyasibHOro noprana)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit
)
)

o~~~ o~~~ o~ o~ o~ o~ —~ —~
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WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — l0MeH nosL3oBaTesis)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)

WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t0ueHVIe NeproANYECKON OTNPaBK/
coo6LLeHM «Accounting» Ha RADIUS-cepBep. Mo ymonyaHutio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTrpPaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlanl-va0/vap/radius# exit

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~~~ —~ —
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6.3.5 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3auneni

KomaHAb! AN HACTPOIiKM BHELLHEN NopTa/ibHOI aBTOpU3aLmum

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlan1-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>" (yka3arb URL BHELLUHEro BUPTYasIbHOro noprasaa B
COOTBETCTBUN C TabnuLen 9)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
)
)

o~~~ o~~~ o~ o~ o~ o~ —~ —~

WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsanun)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1z1e secret — naposis /19 RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsanunn)

WEP-2L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

—_ e~ o~ —

© /[ns nonyyeHns nHdopmMaumm 06 anropuTMe B3aMMOAENCTBUS C BHELHUM MOPTasIoM CM. CXENMY.

Tabnuua 9 — Hactpoiika URL wa6noHa g1a BHeLWHel nopTasibHOM aBTopu3aunm

MapameTp OonucaHue

<NAS_ID> NAS ID, 3aaaHHbIn Ha VAP nnu B system. Ecnv He 3agaH HU OguH
13 3TUX napameTtpos, To B kauectBe NAS ID B RADIUS- n HTTP(S)-
naketax é6yget ncnonb3oBartbcs MAC-agpec T/

<SWITCH_URL> [OMEHHOE VIMsl, KOTOPOE MOKa3bliBAETCA KNEHTY Npu
nepeHanpasneHnu

<AP_MAC> MAC-agpec Toukn goctyna

<CLIENT_MAC> MAC-agpec knneHTa

<SSID> SSID

<ORIGINAL_URL> URL, KOoTOpbIli M3Ha4YasIbHO 3anpaluvBan KNneHT
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6.3.6 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [aHHblii (PYHKUMOHAN JOCTYNEH TOMLKO A8 PeXuMa NopTasibHOl aBTopu3aLmu.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepsepa)
WEP-2L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHutensHoro RADIUS-cepsepa)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHurypaymm> (cozgaHue pasgena KoHdurypauum gonosHmtensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-2L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X X.X.X — |IP-agpec A0M0O/HUTESTLHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rae X.X.X.X — IP-agpec
RADIUS-cepBepa)

WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (r1e X — nopt RADIUS-cepBepa,
KOTOpPbI MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayun. Mo ymonyaxumio: 1812)
WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (i€ secret — naposis
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa, NCMnosib3yemMoro A5 akkayHTUHra)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (r/e secret — naposis
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npuoputeT RADIUS-
cepBepa. Ecnv npuopuTteT He 6biN yKaszaH sIBHO, TO CYMTAETCS UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHdourypaumto )

WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—~ o~~~ o~ —~

6.3.7 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHune VLAN-ID Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknroueHue pexuma Band Steer

WEP-2L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/1t0ueHve pexxuma Band Steer. [1ns
oTK/o4eHns Beeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-trunk true (sritoueHne VLAN Trunk Ha VAP. 1151 OTK/IHOHEHNS
BBeauTe false)

BkntoueHune General VLAN Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/1t0ueHve General VLAN Ha SSID. [ns
oTK/o4eHns BeeauTe false)
WEP-2L(config):/interface/wlan1-va0/vap# general-vlan-id X (rze X — Hovep General VLAN)

BbiGop cnoco6a npuoputmusaumu

WEP-2L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasni3 npnoputera 3 nons CoS (Class of
Service) TerMpPOBaHHbIX NakeToB. 3HaYEeHUe No yMo4aHuio: true. B aTom cryyae aHanmampyetcs
npuopuTtet U3 nona DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mfp required (Bk/1104MTL 32Ty management-kapoB
(dpeinmoB). required — TpebyeTca nogaepxka MFP OT KNneHTa, KNNeHTbl 6e3 MFP He cmoryT
noakIounThLCA. capable — coBMecTMMO ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogktounTbes. Ans
oTK/o4YeHns BeeaunTe off)

Bk/oueHue UCnosib3oBaHus TLS npu aBTopusauum

WEP-2L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3oBats TLS npu asTopusanmn. ns
oTK/o4YeHns BeeaunTe false)

BknrouyeHue cKkpbiToro SSID

WEP-2L(config):/interface/wlan1-va0/vap# hidden true (sxtoueHne ckpbiToro SSID. N5 OTKHOYeHNs
BeeauTe false)

BK/lOU€HME U30NALUN KNTMEHTOB Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# station-isolation true (Bk/t0ueHne n30ALMUN TPpaUKa MeXay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonmyecTsa K/iMeHToB Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — makcumasibHO A0MyCTUMOEe YACTI0
NoAKNHYaEMbIX K BUPTYasIbHOW CETU K/INEHTOB)
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Bk/loueHWe penivkauun MynbTukactoBoro Tpadgmka Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bx/10ueHVIe pennnkauy MynsTUKacToBOIO
Tpadmka Ha VAP. nsa oTkntoveHns seeaute false)

BknroueHue Minimal Signal u Roaming Signal

WEP-2L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bk/1t04ueHVIEe UCNOIb30BaHUA
doyHKuMoHana Minimal Signal. 18 oTkntoveHus seegute false)

WEP-2L(config):/interface/wlan1-va0/vap# min-signal X (r4e X — noporosoe 3HavyeHune RSSI, npu LOCTKEHUN
KOTOPOro Touka byaeT oTk/IouaThb kveHTa ot VAP. MapaMeTp MOXET NpUHMMAaTh 3Ha4yeHus ot -100 Jo -1)
WEP-2L(config):/interface/wlan1-va0/vap# check-signal-timeout X (rz1e X — nepuog BpemeHun B cekyHaax, rno
NCTEYEHNM KOTOPOTO NPUHNUMAETCS peLleHne 06 OTKNHYEHUN KIMEHTCKOro 060pya0BaHus OT
BUPTYaslbHOW CeTn)

WEP-2L(config):/interface/wlan1-va0/vap# roaming-signal X (r1e X — noporosoe 3HauyeHue RSSI, npn
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/mKeH 6bITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gBMm, TO roaming-signal LO/MXeH 6bITb paBeH, Hanpumep, -70
ABM)

WEP-2L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

BkntoyeHue nepegayum aboHeHCKoro Tpadmka BHe GRE-TyHHens

WEP-2L(config):/interface/wlan1-va0/vap# local-switching true (B/1t0ueHne nepesayn aboHeHTCKoro
Tpadomka BHe GRE-TyHHens. A8 oTknoveHus seeauTe false. 10 yMO4aHUIO BbIK/THOUEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — MakcrumasibHast CKOpoCTh B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHve wernepa. Moxet
npuHUMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K AaHHOﬁ VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (r4e X — MakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itoueHne wennepa. Moxet
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-txi# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas cKkopocTb B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/toueHne weinnepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — maxkcnumasibHas ckopocTb B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHne wennepa. Moxer
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika orpaHnyeHns LWMPOKOBeELATEeIbHOIO Tpaduka

HacTpoliika wevinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM gocTyna:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# value X (rae X — makcumasnibHas ckopocTb B KOUT/
C UM NakKeThbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueH e weiinepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-rxi# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoliika wevinepa B HanpaBae€HUU OT TOYKM AOCTyNa A0 KJNeHTa:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-bcast-tx

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# value X (rze X — makcymasnibHas cKopocTb B KOUT/
C UM NakeThbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika orpaHuyeHnst MHOroaapecHoro Tpaguka

HacTpoliika weiinepa B HanpaB/a€HUU OT K/INEHTa A0 TOYKM gocTtyna:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WEP-2L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (e X — makcumasibHas ckopocTb B KOUT/
C WU NakeThbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# mode kbps (Bk/1t0ueHve welinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rxi# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika wevinepa B HanpaBa€HUU OT TOYKM AOCTyNa A0 KJNeHTa:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-mcast-tx

WEP-2L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# value X (rge X — makcrumasnbHas cKopocTb B KOUT/
C WU NakeThbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t04eHve weinepa. Moxet
npuHMMaTh 3HavyeHune: kbps — KGUT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-2L(config):/interface/wlan1-va0/vap# acl

WEP-2L(config):/interface/wlanl-va0/vap/acl# mac

WEP-2L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XXX XXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-2L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-2L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NoMTnKM. BO3MOXHbIE 3HAYEHNS:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-2L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/1t0ueHVe KOHTPOA gocTyna no MAC. 115
oTK/Io4YeHns Beeaute false)

HacTtpoiika 6nNOKMpoBKU NOAK/IOHEHUSA NOMb3oBaTesne, nogmMmeHaOWuxX MAC-agpec ycTpoiicTeBa
NPOBOAHOW ceTU

B cnyuyae ecnv Heo6xoaumo no TpeboBaHNsAM 6e30MacHOCTY peain3oBaTh 3alWuTy OT NOAKNHUEHW
nonb3oBarenei ayonupyowmx MAC-aapec NpoBOAHOro yCTponcTea (L3, MK 1 npoyee), To HeO6Xx0AUMO
BOCNO/b30BaTbCsi HacTpoiikoii fdb-filtering, koTopas nmeeT cnepylowme pexmmMbl paboThbl:

on-connect — pexxum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHNS YCTPOICTB Yepe3 Wi-Fi, B cnyyae ecnm MAC-
agpec yxe nlyyeH Ha Ethernet-nopTy TOUKM [OCTYNa,;

by-eth-event — pexum OTK/OYAET NOAKIYEHHOrO KmeHTa no Wi-Fi, B criyyae ecnm ero MAC-agpec ctan
n3yyeH Ha Ethernet-nopTy ToukM AOCTyna (PEXMM NOMOraeT ounLaTh CTapyto 3anucb O KNMeHTe npu
pOyMUHre);

full — pexxum coBmeLLaeT B cebe Bce npeplaylime, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nonb3oBatens no Wi-Fi, a Takke OTK/IO4aET paHee NOAKIUYEHHOIO B C/lyvae coBnageHust ero MAC-
ajzipeca c yCTpoincTeom 3a Ethernet-uHtepdhelicom.

© nNpu BbicTaBneHnn pexumos full 1 on-connect POyMUHT Wi-Fi KTMEHTOB MOXET YXYAWUTLCA. Tak B
xofie paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NonajatT Ha OCTaslbHble TOYKM JOCTyna ceTu, 1
ero MAC nsyyaetcs Ha BCex Toukax AoCTyna CeTu, No3aTomMy npu POYMUHIe KIMeHTa, B cnyyae ecnu
ero MAC-afpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/toyeHne MOXeT NPOUCXOANTb
OnvTenbHoe BpeMs.

WEP-2L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-2L(config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bk/itoueHve hyHkUoHana. 415
oTkNtoveHns seegute false. 3HaueHne nNo ymonyaHuto: false)
WEP-2L(config):/interface/wlanl-va0/vap/fdb-filtering #mode full (BbI60p pexrma paboTel. 3HaveHne no
yMO/14aHuio: by-eth-event)

72



PykoBoacTBo no akcnayatauum WEP-2L

HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) » TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.
HacTtpoiika 802.11r Ha TA1

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHLIA KIOY 415 AaHHON
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBnagarb Ha
BCTpe4HbIX VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# r0-kh-id 23456 (yHVKa/IbHbLIN
KN4y BCTpeyHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
azipec BCTpeyHon VAP Ha T/[2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaarh C rl-kh-key
BCTpeuHon TA2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboThl TOUKM AOCTYMA MO
NpoTOoKo/y 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIA K1Y 415 AAHHOTO
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBnagarb Ha
BCTPEeYHbIX VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVKa/IbHbLIN K/THOY
BCTpeuHo VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTkl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINPPOBaHHbIE). EC/IM Ha ToUKe AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To npu NoAKNUEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (1/1e
E8:28:C1:FC:D6:90 — MAC-agpec «Apy>KeCTBEHHOW» TOUKM AOCTYyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOoM paboTaeT Touka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (1/e
E8:28:C1:FC:D6:70 — MAC-agpec «Apy>KeCTBEHHOWN» TOUKM AOCTYyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rge 36 —
KaHaJs1, Ha KOTOpOM paboTaeT Touka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/10ueHe paboTLl TOUKY
AocTyna no npotokosy 802.11k)

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHIe pabOTLI TOUKY
[ocTyna no npotokosy 802.11k/v)

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

6.4 Hactpolika AirTune

© AirTune 6nokupyeT py4Hoe ynpaBneHue pagyuonapamMeTpamMmy ToUKM JOCTyna.

HacTtpoliika AirTune

WEP-2L(config):/# airtune

WEP-2L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (r1e 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuC AirTune)

WEP-2L(config):/airtune# dca true (Bk/1t04EHME DYHKLMOHAIA AMHAMMUYECKOrO pacnpeseneHns kaHanos.
[na otknoueHus seeaute false)

WEP-2L(config):/airtune# tpc true (BkNtOUEeHNE hyHKLUMOHAA aBTOMATUYECKOro ynpaseHNss MOLLHOCTbIO.
[na otknoueHus seeaute false)

WEP-2L(config):/airtune# load-balance-80211v true (Bk/toUeHne (hyHKLMOHaNa BaiaHCUPOBKM KITNEHTOB.
[na otknoueHus seeaute false)

WEP-2L(config):/airtune# enabled true (BktOUeHME B3auMOAeiCcTBUA C CepPBMCOM AirTune. /151 OTK/IHOYEHUSA
BBeauTe false)

WEP-2L(config):/airtune# save (coxpaHeHve HacTpPoek)

[ns aBTomartuyeckoii HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke J4OCTyna HeEO6X0AMMO BK/IHOUNTb
doyHKumoHan 802.11r, ANns 3TOro BbINONHUTE C/eayoLLMe HAaCTPOWKM:

HacTtpoiika 802.11r yepe3s AirTune

WEP-2L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/10UeHNe paboThl TOUKM AOCTYNa Mo
NPOTOKO/Y 802.11r)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v yepes AirTune

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0HeHNE MOAAEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumn koHTponnepa SoftWLC.

6.5 Hactpoliiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin BbiIbop paboyero kaHana. a1 1oro 4toobsbl
YCTaHOBUTb KaHa1 BPYYHYH N CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paauouHTepdgeiica

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0

WEP-2L(config):/interface/wlan0# wlan

WEP-2L(config):/interface/wlan0/wlan# radio

WEP-2L(config):/interface/wlan0/wlan/radio# channel X (r1e X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoM
6yaeT pabotarb TOUKa)

WEP-2L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/110ueHVe aBTOBLIGOPA KaHasa. /15
BK/IOYEHMA BBeaAUTE true)

WEP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels false (0Tk/1t04eHVE UCNONB30BAHNA
OrpaHNYeHHOro cnmcka KaHanos. [15 BKNH4YeHns1 BBeAUTeE true)
WEP-2L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnprHa kaHana. MNapamerp MoxeT
npuHMmaTth 3HaveHue: o Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-2L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLLUHOCTY B ABM. MapamveTp
MOXeT NpuHUMaTh 3HadeHue: s Radio 1: 3-16 obm; ans Radio 2: 11-19 abm)
WEP-2L(config):/interface/wlan0/wlan/radio#tx-power-min X (r1e X — MUH/Ma IbHLIA YPOBEHL MOLLHOCTY B
ABbM. MapamMeTp MOXeT NpuHuMaThb 3HaveHue: aad Radio 1: 3-16 obm; Anda Radio 2: 11-19 abm)
WEP-2L(config):/interface/wlan0/wlan/radio#tx-power-max X (rz1e X — MaxkcumasibHbIN YPOBEHL MOLLHOCTU B
ABbM. MapamMeTp MOXeT NpuHUMaThb 3HaveHue: aad Radio 1: 3-16 Abm; Anda Radio 2: 11-19 abm)
WEP-2L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku fOCTYMNHLIX KAHAIOB
Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAYIOLWNe KaHaJbl:
* Npwv WwupuHe KaHana20Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv wupuHe kaHana 40 MIru;
- ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty ansa BbiGopa AOCTYNHbI caeAylolne KaHabl:
* npu wnpuHe kadana 20 Mlu; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

6.5.1 [JononHutenbHble HacTpoiikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WEP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVE CNO/IL30BAHNSA
OorpaHNYeHHOro crnMcka kaHanoB B pabote aBToBbIOOpa kaHa/oB. [And oTkoveHnsa seeauTte false)
WEP-2L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHa/lbl AnanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdieinc)

N3meHeHUe OCHOBHOrO KaHasa

WEP-2L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MoXeT npuHumMaTs
3HauveHve: lower, upper. [0 ymonyaHuto: Ans Radio 1: lower; 415 Radio 2: upper)

BkniouyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WEP-2L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EeHME NCMNOML30BAHNSA YKOPOYEHHOTO
3alMTHOrO MHTEpBasia ANnd nepegayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTknoveHus seegute false)

BkntoueHune STBC

WEP-2L(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVIE METOAA NPOCTPAHCTBEHHO-BPEMEHHOIO
6104HOr0 KoanpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHME HAAEXHOCTW Nepeaayn gaHHbIX. 4ns
oTK/o4YeHus BeeaunTe false)

Bk/iloueHue arperauum

WEP-2L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/10ueHve arperalym Ha Radio —
nogaepxkn AMPDU/AMSDU. s otkntodeHna seeanTe false)
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BkntoueHue MCnosb30BaHNA KOPOTKOM npeaMoy bl

WEP-2L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1104eHVE NCMNO/L30BAaHNS KOPOTKOMN
npeamoybl naketa. [na oTkayeHnsa seeguTte false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-2L(config):/interface/wlan0/wlan/radio# wmm true (Bk/itoueHne noggepxkn WMM (Wi-Fi Multimedia).
[ns otknoyeHns seeaute false)

HacTtpoiika mexaHusma DFS

HacTtpoiika npon3BoanTcs ToabKo Ha Radio 5 T (wlanl)

WEP-2L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTel MexaHn3ma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHabl AOCTYNHbI 4151 Bblbopa; auto —
MexaHn3Mm BkoYeH; disabled — mexaHn3m BbIkNOYEH, DFS-KaHasbl He AOCTYNHbI A/151 BbI6opa)

BknroueHue pexnva aBTOMATUUYECKOIA CMEHbI LUMPUHBbI KaHa1a

WEP-2L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10HeHVIE peXMMa aBTOMATUYECKON CMEeHbI
LWMPWHBI KaHana ¢ 40 MMy, Ha 20 MIMy, npu 3arpy>keHHoM paanoadoupe. s oTknoveHns seegute false)

BknioueHue wevinepa Broadcast/Multicast

WEP-2L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpaHnyeHne nepegayv
LLIMPOKOBELLATE/TbHOIO/MY/IETUKACTOBOrO Tpadrka no 6ecnpoBOAHON CETU, yKa3bIBAETCSA IMMUT A5
LUMpOoKOoBeLaTeNbHOro Tpadmka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-2L(config):/interface/wlan0/wlan/radio# qos

WEP-2L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/it0ueHVe NCNONL30BAHNSA (DYHKLNIA,
obecneunBarLLMxX Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). ns oTkntoueHnsi BBeauTe false)
WEP-2L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToUkn J0CTYyna,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxungaHns kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hayas/ibHOe 3Ha4YeHVe BpeMeH!
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET MnpeBbllaTb 3HayeHne cwMax)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (r1e X — makc/masibHoe 3Ha4yeHve
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMenn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-2L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS CTaHUUN KIMeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpolika napameTpoB ans odepegeii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.

6.6 Hactpoiika DHCP onuumu 82

© Hacrpoiika DHCP onuumn 82 Nnpou3BoauUTcs OTAELHO A1 KaXKA0ro paguonHTepdeiica. B gaHHoOM
pasgene NpMBOAATCS NpMMepbl HacTpoiikv onummn 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

* ignore — o6paboTka onuuu 82 oTkNoYeHa. 3Ha4YeHNe No YMOYaHUIo;
* replace — Touka focTyna NoACTaBASET WU 3aMeHSET 3HaYeHne onuun 82;
* remove — To4YKa A0CTyna yganser 3HayeHme onuum 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0 (HacTpoiika 6ygeT nponssoanTbcsa ans Radio 2.4 Iy, Ecniv Heo6xoammo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-2L(config):/interface/wlan0# common

WEP-2L(config):/interface/wlan0/common# dhcp-snooping
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B160p paboTh!
DHCP snooping B pexume 3ameHbl Uin NoAcTaBNeHns onuun 82)

—_
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Ecnu Ha pagmonHTepdeiice HacTpoeHa nonutruka obpaboTtku onuumn 82 replace, To Ans KOHUrypupoBaHus
CTaHOBATCA AOCTYMHbI CNeyoLme napameTpsbl:

HacTtpoiika napameTpoB onuun 82

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e custom
— 3aMeHa cogepxnmoro CID Ha 3HadeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [NapamMeTp MOXeT npuHMMaTthb 3HadeHnsa: APMAC-SSID — 3ameHa cogepxkmmoro CID Ha <MAC-agpec
TOYKM gocTyna>-<numsa SSID>. SSID — 3ameHa cogepxmnmoro CID Ha nmsa SSID, K KOTOpOMY NOAK/THOYEH
KNMeHT. Mo ymonyaHuo: APMAC-SSID)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3aMeHa cogepXxunmoro RID Ha 3HadeHune, ykazaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXET npuHUMaTb 3HadeHus: ClientMAC — 3ameHa cogepxummoro RID Ha MAC-agpec
KNMEHTCKOro yctpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-aapec Touku aocTtyna. APdomain —
3amMeHa cogepXnmoro RID Ha IOMEH, B KOTOPOM HaxoamMTcs Todka goctyna. Mo ymondanuto: ClientMAC)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHve OT 1 40 52 CMMBOJIOB, KOTOpOe 6yaeT nepenasartbcs B CID. Eciiv 3HaueHue
napametpa dhcp-option-82-custom-CID He 3a4aH0, To4Ka 6yaeT nameHsTb CID Ha 3HavYeHne no
yMo/14aHuo: <MAC-agpec To4kn goctyna>-<numsi SSID>)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rz1e
longstring — 3HaueHve OT 1 40 63 CMMBOJIOB, KOTOpPOe ByaeT nepenasartbcs B RID. Eciiv 3HaveHne
napametpa dhcp-option-82-custom-RID He 3a7aH0, Touka 6yaeT n3mMeHsATb RID Ha 3Ha4YeHne No
ymonuaHuo: MAC-agpec KIMEHTCKOro YCTPONCTBA)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KauecTBe pasaenntens
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B KauecTBe pa3genntens BbICTynaeT 3HakK [4BOETO4US:
AA:BB:CC:DD:EE:FF)

6.7 Hactpotika pennvkauun DHCP

© Hacrtpolika akTuBMpyeT oyHKLMOHaN npeobpasosaHus broadcast DHCP oTBeToB OT cepsepa B unicast
npu nx nepegaye 6eCnpoBOAHOMY K/IUEHTY.
OT0 NO3BOJIAET MOBLICUTL CTAbU/ILHOCTL 06MeHa DHCP mexay KNMeHToOM 1 cepBepoM B paguocpese.
HacTpoiika rnobasnbHas, npumeHsieTcsa Ha Bce VAP pagnounHTepdieiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika WDS

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlanl

WEP-2L(config):/interface/wlan1# common

WEP-2L(config):/interface/wlanl/common# dhcp-snooping
WEP-2L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bx/1t04eHVEe
pennvkaumn DHCP. o ymonyaHuio BbIK/HOYEHO, false)
WEP-2L(config):/interface/wlanl/common/dhcp-snooping# save
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6.8 HacTtpolika pennukaumum DHCP

© HacTpoiika aKkTUBMPYET oyHKLIMOHAN npeobpa3oBaHus broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTabU/ILHOCTL 06MeHa DHCP mexay k/iMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeacTasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1

WEP-2L(config):/interface/wlan1# common

WEP-2L(config):/interface/wlanl/common# dhcp-snooping
WEP-2L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bx/1t0ueHVe
pennukaumm DHCP. o yMOn4aHUIO BbIK/OUYEHO, false)
WEP-2L(config):/interface/wlanl/common/dhcp-snooping# save

82



PykoBoacTBo no akcnayatauum WEP-2L

6.9 Hactpoiika WDS

© Mpu koHdUrypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPOINCTBax, KOTopble 6yayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-wds0 (Bbi60p nNnMHka WDS. Bo3MOXHble 3Ha4yeHus a1 Radio 2.4 M u;:
wlan0-wds0 — wlan0-wds3; anst Radio 5 'y wlanl-wds0 — wlan1l-wds3)
WEP-2L(config):/interface/wlan1-wds0# wds

WEP-2L(config):/interface/wlan1l-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azpec Radio-nHTepcheica
BCTPEYHOWN TOYKM AOCTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOWN TOUKe AOCTYyna KoMaHay
monitoring radio-interface)

WEP-2L(config):/interface/wlan1l-wds0/wds# exit

WEP-2L(config):/interface/wlan1-wds0# common

WEP-2L(config):/interface/wlan1-wds0/common# enabled true (Bk/itoueHne nuHka WDS. /19 OTK/IHYEeHNA
BBeauTe false
WEP-2L(config

)

)

)

):/interface/wlan1-wdsO/commont# exit
WEP-2L(config)

)

)

)

interface/wlanl-wdsO# exit

WEP-2L(config):/interface# wlanl (npu HacTpoiike WDS Ha Radio 2.4 T, BBegnTe wlan0)
WEP-2L(config):/interface/wlan1# wlan

WEP-2L(config):/interface/wlanl/wlan# wds

WEP-2L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexunmva 6ezonacHoctn WPA2.
Bo3MoXHble 3HaueHus: WPA, off — 6e3 napons)

WEP-2L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, HEOOXOANMBIA /15
NOAK/OYEHMS K BCTPEUHOM ToUke AocTyna. J/iMHa K/ioda Ao/MKHAa COCTaBNATb OT 8 A0 63 CMMBO/IOB)
WEP-2L(config):/interface/wlanl/wlan/wds# enabled true (Bx/itoueHne WDS. [ins oTknoyeHns seegunTe false)
WEP-2L(config):/interface/wlanl/wlan/wds# save

—~ O~~~

—_— e~ —~ —

HaCTpOVIKa BCTpeLIHOﬁ TOYKM pgocTtyna BbINOJ/IHAETCA aHa/TOTNYHO.
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6.10 CuctemHble HaCTPOWKM

6.10.1 O6HoBneHue MO ycTpoincTea

OGHoBneHue MO Toukun goctyna no TFTP

WEP-2L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina NO> (nprmvep:
firmware upload tftp 192.168.1.15 WEP-2L-2.6.4_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

O6GHoBneHue MO Touku goctyna no HTTP

WEP-2L(root):/# firmware upload http <URL gnsa ckaunBaHus daiina MNO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-2L-2.6.4_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYO Bepcuto MO Touku gocTyna

WEP-2L(root):/# firmware switch

6.10.2 ¥YnpaBneHue KoHdurypauuei yctponcTea

C6poc KOHhurypaumm ycTpoiicTea B Aecpo/ITHOEe COCTOsiHME 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WEP-2L(root):/# manage-config reset-to-default
C6poc koHurypauyum yctpoiictBa B Aetho/nTHOe COCTOSHUE C COXpPaHeHUeM napameTpoB goctyna

WEP-2L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hpUrypaLMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-2L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (nprvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WEP-2L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue chaiina
KOHdurypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-2L(root):/# manage-config apply (npumeHeHne KoHurypawmm Ha ToUky 40CTyna)
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6.10.3 MNepe3arpy3ka ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-2L(root):/# reboot

6.10.4 HacTtpoiika pexuma ayTeHTudmKaumm

YCTPOICTBO MMEET 3aBO/ICKYH YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHYH YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH/,

N3meHeHue napons AnsA yyeTHoM 3anucu admin

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# admin-password <HoBbIVi naponb Ans yueTHon 3anucu admin> (0T 1 /10
64 CMBOJIOB, BK/1HO4asA NlaTHCKME ByKBbl U LnpbI)

WEP-2L(config):/authentication# save

—_

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 419 NOKaIbHOM ayTEHTUGIMKALMNY, a TakkKe
ayteHTugukaumm yepes RADIUS.

© HosbIM Nonb3oBaTeNAM A0/MKHA 6bITb HA3HAUYEHA OfHA U3 ABYX POJIEi:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY 6a30BOi CTaHuuK;
viewer — nonb3oBaTesib C Takol Posnbto ByAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY 6a30BOW CTaHLMK.

JoGaBneHne HOBbIX NOJ/Ib30OBaTesNEei

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# user

WEP-2L(config):/authentication/user# add userX (r4e userX — nms HOBOW yYeTHON 3anucu. s yaaneHus
ncnonb3ynte komaHay del)

WEP-2L(config):/authentication/user# userX

WEP-2L(config):/authentication/user/userX# login userX (rae userX — UM HOBOW YYETHOW 3anuncu)
WEP-2L(config):/authentication/user/userX# password <[Maponb AnA y4eTHOW 3anucu userX> (0T 1 /10 64
CVYMBOJ10B, BK/1lo4as natuHckmne 6ykBbl U LMUdopbI)

WEP-2L(config):/authentication/user/userX# role admin (nosib30BaTeNt0 BLIAAIOTCSH NpasBa Ha
KOH(purypuposaHme. Bo3MOXXHOe 3HaYeHne viewer — yUETHOWM 3annucu 6yaeT A0CTYyNeH TONbKO
MOHUTOPWHT)

WEP-2L(config):/authentication/user/userX# save
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Ons ayteHTugmkauum yepes RADIUS-cepBep HEO6X0AMMO HACTPOUTL NapameTpbl 4OCTyNa K HEMY.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-2L
WEP-2L

root):/# configure

config):/# authentication

WEP-2L(config):/authentication# radius

WEP-2L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-2L(config):/authentication/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTOPbLIV UCMOoML3YeTcs
Ons ayTeHTUdomKaunm n astopusaunn. No ymonyanuto: 1812)

WEP-2L(config):/authentication/radius# auth-password secret (e secret — ko4 ans RADIUS-cepsepa,
NCNONb3YEMOrO A/151 ayTEHTUAIMKALMM U aBTOpU3aLINN)

WEP-2L(config):/authentication/radius# exit

WEP-2L(config):/authentication# radius-auth true (Bx/itoueHne pexvva ayreHTnprkaummn yepes RADIUS-
cepsep. Ana oTkoyeHnsa seeguTe false)

WEP-2L(config):/authentication# save

—_— e~ o~ —

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep HEO6XOAMMO 0653aTeNbHO CO3/AaTh /IOKA/IbHYIO YUETHYHO
3annco, kotopas 6yaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B TIOKa/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh yKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HegoCTyNeH, ayTeHTUmKaumsa NpoiaeT no /10KasibHOM
YYeTHOI 3anuncu.

6.10.5 HacTpolika gaTbl 1 BpEMEHU

KoMaHAbl AN HACTPOIiKM CUXPOHU3aL MU BpeMeHU ¢ cepBepom NTP

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/toueHVe pexvma paboTtel ¢ NTP)

config):/date-time# ntp

WEP-2L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WEP-2L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MNOMHUTEBHLIX NTP-cepBepos)
WEP-2L(config):/date-time/ntp/alt-servers# add <4 omeHHOe umsi/IP-agpec NTP-cepBepa B
KOHdrypauyumn> (cosgaHme pasgena KoHgurypauum gononHutenbHoro NTP-cepsepa. MakcumasibHoe
KonunyecTBo: 8. [Insa yaaneHnst ucnosbaylite komaHay del)

WEP-2L(config):/date-time/ntp/alt-servers# exit

WEP-2L(config):/date-time/ntp#exit

WEP-2L(config):/date-time# common

WEP-2L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemMeHHO
30HbI)

WEP-2L(config):/date-time/common# save (coxpaHeHVie HacTpoekK)

—~ o~~~ —~ —

_ = = =
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6.10.6 [ononHuTesbHble HACTPOWKN CUCTEMBI

BknoueHue rno6anbHoii nsonauum

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# global-station-isolation true (Bk/1t0ueHNe r106a/1bHOM N30N9UMY Tparka Mexay
KnneHTamu pasHbix VAP 1 pa3Hbix pagvovHTepdeicos. Ana otknoveHusa seeaute false)
WEP-2Lconfig):/system# save (COxpaHeHne HacTpoek)

N3meHeHUe UMeHN yCTpoiicTBa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# hostname WEP-2L_room2 (re WEP-2L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 0 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNMpbI,
3HaK geduc «-» (oedmrc He MOXeT ObITb NOCNeAHVM CUMBO/IOM B UMeHM). Mo ymonyaHuio: WEP-2L)
WEP-2L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacpuqecxoro AOMeHa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# ap-location ap.test.root (ize ap.test.root — f0MeH y3/1a fepeBa yCTPONCTB
cUCTeMbI yripaBneHus EMS, B KOTOPOM pacnonaraeTcst Touka goctyna. o ymonyaHuio: root)
WEP-2L(config):/system# save (coxpaHeHne HacTpoek)

MN3meHeHune Radius NAS-ID

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# nas-id Lenina_1.Novovsibirsk.root (e Lenina_1.Novovsibirsk.root —
noeHTudmkarop gaHHon TA. MNapameTp npeaHasHayveH ansa ngeHtudukaumm yctpomcraea Ha RADIUS-
cepsepe, B cnyvae ecnm RADIUS oxngaet 3HayeHue, oTinyHoe ot MAC-agpeca. o ymonyaHuo: MAC-

appec T/)
WEP-2L(config):/system# save (coxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-2L(root):/# configure

WEP-2L(config):/# lldp

WEP-2L(config):/Ildp# enabled true (BkntoueHne yHkumoHana LLDP. Ans oTknoyeHns seeguTe false. Mo
YMO/14aHuIo: true)

WEP-2L(config):/Ildp# tx-interval 60 (n3meHeHVe neproga oTnpaBky LLDP-coobLeHunit. Mo ymonyaHumio: 30)
WEP-2L(config):/Ildp# system-name WEP-2L_reserv (rae WEP-2L_reserv — HOBOe Ms ycTporcTea. o
ymonyaHuo: WEP-2L)

WEP-2L(config):/Ildp# save (coxpaHeHne HacTpoek)
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6.11 HacTpolika napameTpoB NopTasibHOWN aBTOpM3aLnn

HacTtpoiika napameTpoB NopTasibHOIi aBTOpU3aLmm

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# ap-ip-alias <J,oMeHHO€e UMSA> ([JOMEeHHOE NMS, Ha KOTopoe byaeT
coBepLuaTbCs NepeHanpasfieHne KAMeHToB. o ymonyaHuto: redirect.loc)
WEP-2L(config):/captive-portal# tinyproxy-https true (Bx/1t04eHVe nepeHanpasieHns KIMEHTOB Mo
npotokony HTTPS. 1ns nepeHanpaBneHuns no npotokony HTTP BeeauTe false. o ymonyaHuio: false)

© DNS-3anpoc JOMEHHOTO MEHW, yKasaHHOro B ap-ip-alias, 6yaeT nepexsayeH TOUKOIi JocTyna. Ha aTot
3anpoc 6yaeT OTNpaB/ieH OTBET, U B 0TBETe OyAeT IP-aapec ToUku gocTyna.

HacTtpoiika uMeH NapaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBTopu3aLun

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# web-redirector

WEP-2L(config):/captive-portal/web-redirector# param-names
WEP-2L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nveHu
napamMmeTpa, CoaepXXallero NCXoaHblin URL, 3anpoLLeHHbI KMeHTOM. KNneHT ByaeT nepeagpecoBaH Ha
AaHHbIA URL B cnyyae ycnewHon aBTopusaunn)
WEP-2L(config):/captive-portal/web-redirector/param-namest# error_url err_url (HacTporika nmeHn
napameTpa, cogepxawero URL, Kyga 6yaeT nepeagpecoBaH KMEHT B ClyYae OLNOKM aBToOpu3aLnm)
WEP-2L(config):/captive-portal/web-redirector/param-names# username login (HacTporika nveHu
napameTpa, CoaepXXallero I0rMH A8 KNnNeHTa)
WEP-2L(config):/captive-portal/web-redirector/param-names# password pass (HaCTpolika UMeHn napaveTpa,
coZepallero naposb Ans KAneHTa)

© Hacrpoiika HyxHa, ecnu MeHa napameTpos B oTeeTe http ¢ kogom 302 oTMYATCA OT AedONTHbIX
VIMEH, NPUHUMAIOLLIMXCSA TOUKOW AocTyna.
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6.11.1 ¥YnpaBneHue noptasibHbIM CepTUIMKATOM

3arpyska ceptucpmkata ans pegupekta no HTTPS no tftp

WEP-2L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa>
<HasBaHue chatina> (npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudimkara gns pegupekrta no HTTPS no http

WEP-2L(root):/# manage-certificates portal upload http <URL ansa ckaumBaHus cpavina MNO> (npumep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CtupaHue ceptudmkara

WEP-2L(root):/# manage-certificates portal erase

6.12 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 o6ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
NOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# apbd

WEP-2L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-2L(config):/captive-portal/apbd# enabled true (sxtoueHne cepsuca APB. 1715 OTK/IHOYEHNS BBEAUTE
false)

WEP-2L(config):captive-portal/apbd# save (coxpaHeHve HacTpoek)
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6.13 MOHUTOPUHT

6.13.1 Wi-Fi knneHTbl

[N BbIBOJla MOHUTOPUHIa NoAKMtoueHHbIX Wi-Fi KNMeHTOB 1cnonb3yeTcs KoMaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napametp N>,

rae <mac-agpec KmeHTa 1> ... <mac-agpec kimeHta N> — mac-agpeca KNMeHTCKUX YCTPONCTB,
MOAK/TIOYEHHbIX K TOYKe focTyna. 1A Toro 4tobbl BbIBECTM MHpOPMaLMIO N0 BCEM K/IMEHTaMm, BBeauTe
BMECTO <mac-ajpeca kineHta> all;

ﬂ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOH)yKa3HBamTCHﬂapaMeprIMOHMTOpMHELHGOﬁXOAMMbE
[0J15 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napamMeTpbl MOHUTOPVHIa, HEOGX0AMMbIE A1 BbIBOAA MO
KITMEHTY/KIEHTaM.

[nsa BbIBOAA cnucka NOAK/IYEHHbIX K TOYKe AOCTYNa KNIMEHTOB HAXXMUTE nocsie monitoring associated-
clients knasuwy Tab.

WEP-2L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[Nsi nonyyeHus cnincka napameTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WEP-2L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count

90



PykoBoacTBo no akcnayatauum WEP-2L

BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-2L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

interface | wlan6-vao

state | ASSOC AUTH_SUCCESS

hw-addr | 26:af:0a:30:ef:29

ssid | !!!DOC_test

ip-addr | 169.254.68.250

authorized | true

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 76

tx-fails | ©

tx-period-retry | ©

tx-retry-count | ©

rssi-1 | -75

rssi-2 | -75

rssi | -75

snr-1 | 17

snr | 17

snr-2 | 16

tx-rate | MCS7 SGI 72.2

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

mfp | false

uptime | 00:00:27
multicast-groups-count | ©

wireless-mode | n

using-802.11v | yes

802.11v-timeout | 364

perftest-capable | false

link-capacity | ©

link-quality | ©

link-quality-common | ©

actual-tx-rate | ©

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

name | ©
Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
Mgmt Packets: 2 145
Mgmt Bytes: 173 127
Dropped Packets: 0 0
Dropped Bytes: 0 0
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Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-2L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOSTLKO
mac-aZlpecos, Harnpvvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

interface | wlanl-va2

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | bc:2e:f6:cc:85:46

ssid | 2ac-enter

ip-addr | 10.24.80.90

hostname | HUAWEI_P40_Pro-8lafe9c34a
username | tutu

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 9

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 1

rssi-1 | -39

rssi-2 | -57

snr-1 | 14

snr-2 | 13

tx-rate | MCS15 NO SGI 130

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:12
multicast-groups-count | ©

wireless-mode | ac

using-802.11v | yes

802.11v-timeout | 364

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 99

actual-tx-rate | 1

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 1

actual-rx-pps | ©

shaped-rx-pps | ©

name | 1

Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
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Mgmt Packets: 2 145

Mgmt Bytes: 173 127

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdme 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none

dunbTpaymsa napameTpPoB MOHUTOPUHTA

WEP-2L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOZ OrpaHMyYeHHOro KosimyecTsa napameTpoB MOHUTOPUHIA NO onpeaeneHHOMY KUEHTY, eCTb
BO3MOXHOCTb YKa3aTb HeCKosibko MAC-aapecoB)

hw-addr 32:5b:60:62:e0:a4
ip-addr 10.24.80.58
tx-rate MCS15 NO SGI 270
rx-rate MCS14 NO SGI 117
uptime 00:07:57

WEP-2L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapaMeTpoB MOHUTOPMHIA NO BCEM K/TIMEHTaM)

hw-addr 32:5b:60:62:e0:a4
rssi-1 -24

rssi-2 -24

wireless—-mode n

interface wlanl-va0

hw-addr bc:2e:f6:cc:85:46
rssi-1 -38

rssi-2 -53

wireless—-mode ac

interface wlanl-va2
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6.13.2 WDS

[na moHutopuHra WDS-coeamMHeHnin ncnosnb3yeTcs cneayowan KomaHaa:

monitoring wds-entries <mac-afpec BCTPEYHOIN TOUKM AOCTyna 1> ... <mac-apec BCTPEYHON TOUKM
poctyna N> filter <napametp 1> ... <napameTtp N>, rge <mac-aZpec BCTPEUYHOW TOYkK focTyna 1> ... <mac-
aZipec BCTPEYHOM ToUkM AocTyna N> — mac-agpeca BCTPEUHbIX TOYEK A0CTYNa, C KOTOPbIMU NMOCTPOEHDI
WDS-MOCTbI. 118 TOro 4to6bl BbIBECTU UHPOPMAaLMIO N0 BCEM BCTPEYHbIM TOYKaM, BBeAMTe BMECTO <mac-
azipeca BCTPEYHOI Toukn goctyna> all;

filter — cneumanbHoe cnoBo, Nocsie KOTOPOro yKasblBatOTCSA NapameTpbl MOHUTOPWHIA, HE0BX04MMbIEe
[ANA BbIBOAA MO OAHOM MM HECKO/IbKUM BCTPEUYHBbIM TOYKaM A0CTyna;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIa, HEOOXOAMMbIE A5 BbIBOAA MO
OZIHOW MNN HECKO/bKMM BCTPEYHbIM TOUKaMm AoCTyna.

[ns BbIBOAA CNMCKa TOYEK A0CTYNa, C KOTOpbIMK NocTpoeHbl WDS-MoCTbI, HaxxMuTe nocne monitoring wds-
entries knasuwy Tab.

WEP-2L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[ns nonyyeHns cnucka napameTpoB MoHUTopuHra nocne filter HaxvnTe knasuwy Tab.

WEP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MH(hopMaLMm No BCeM BCTPEUYHbIM TOUKaM AoCTyna

WEP-2L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | WEP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-2L
perftest-capable | false
snr-rssi-capable | false

|

|

|

|

|

|

|

|

|

|

link-quality—-common 100

actual-tx-rate 0

actual-rx-rate 5

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 8

shaped-rx-pps 0

name 0]

Rate Transmitted Received

Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups: none

index
interface
state

hw-addr
ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr-1

snr-2
wds-interface
tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Transmitted

Received

7%

7%

1

wlanl

WIFI_WDS
e8:28:cl:da:cbh:80
10.24.80.40
WEP-2L

false

false

false

10

0

0

0

=75

=70

40

39

wlanl-wds2

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

00:07:15

0

ac

1.2.5 build X
WEP-2L

false

false

90 (not changed)
100 (not changed)
100

© © 0o o U o

12

~N DDA N0 O 0O O

PykoBoacTBo no akcnayatauum WEP-2L

97



PykoBoacTBo no akcnayatauum WEP-2L

Rate Transmitted Received

Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received

ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%

Multicast groups: none
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BbiBog, MHhopMaLMn NO OA4HOW U HECKOSIbKUM BCTPEUYHbIM TOUKaM AOCTyna

WEP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 (eCTb BO3MOXHOCThb YKa3aTb HECKO/IbKO MAC-
azpecos, Harnpumep, monitoring wds-entries 8:28:¢c1:d1:43:15 e8:28:c1:da:ch:80)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | WEP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-2L
perftest-capable | false
snr-rssi-capable | false
|
|
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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Rate Transmitted Received
13% 12
1%
7%
7%
7%

| 7%

I

I

nss2-mcso |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
I

I

I

I

I

7%
7%
7%
16%
15%

nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

~N DDA N0 O 0O O

Multicast groups: none

dunbTpaymsa napameTpPoB MOHUTOPUHIA

WEP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA OrpaHMYeHHOro KoiMyecTsa napameTpoB MOHUTOPUHIA NO OnpeAe/ieHHON ToUKe A0CTyna,
€CTb BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-apecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS4 NO SGI 39
uptime | 00:06:32

WEP-2L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface eltex-
firmware-version (BbIBOZ OrpaHM4Y€HHOro Kosin4yecTsa napaMmeTpoB MOHUTOPUHIA NO BCEM TOYKaM

aocrtyna)
hw-addr | e8:28:c1:d1:43:15
rssi-1 | -25
rssi-2 | -20
wireless-mode | ac
wds-interface | wlanl-wdsl

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -75

rssi-2 | -70

wireless-mode | ac

wds-interface | wlanl-wdsl
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6.13.3 NHhopmaumsa o6 ycTpoincTee

WEP-2L(root):/# monitoring information

12:50:37 27.09.2023
00:04:25

WEP-2L

2.6.4 build X

2.6.4 build X

2.1.0 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
Ccpu-average 6.70
is-default-config false
board-type WEP-2L
hw-platform WEP-2L

68:13:E2:35:C3:90
68:13:E2:35:C3:90

factory-wan-mac
factory-lan-mac

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes—-mode false
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6.13.4 ViHpopmaLmsa o cepTudankarax

WEP-2L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTBo no akcnayatauum WEP-2L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201DO50DO5FC2D0332908COFIFF

subject: /CN=68:13:E2:01:D0:50/0=eltex
not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: not present

web:

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: CO10F45A63AC10E2

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:58 1999 GMT
not-after: Jan 18 00:00:58 2038 GMT

status: not present
redirector:

status: present

file 'redirector.pem':

correctness: true

issuer: /CN=x.*x/0=Eltex Ent

serial: B36922FCDE841612

subject: /CN=x.%/0=Eltex Ent
not-before: Jan 1 00:00:21 1999 GMT
not-after: Jan 1 00:00:21 2000 GMTott
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6.13.5 CeteBas UHpopmaums

WEP-2L(root):/# monitoring wan-status

Common +information:

interface | bro

mac | cc:9d:a2:e9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 dinformation:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 160.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ced9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-2L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-2L(root):/# monitoring arp

# ip mac
(0] 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

103



PykoBoacTBo no akcnayatauum WEP-2L

WEP-2L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-2L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

6.13.6 becnpoBogHble NHTEpPOENCHI

WEP-2L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | E8:28:CL:ixx:xx:XX
tx-power | 16 dBm
noise-1 | -160 dBm
noise-2 | -160 dBm
channel | 1
frequency | 2412 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 27

mode | b/g/n
name | wlanl
rfid | 1

status | on

band | 5 GHz
hwaddr | E8:28:CL:ixx:xx:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 36
frequency | 5180 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 34

mode | a/n/ac
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6.13.7 XXypHan cobbITuii

WEP-2L(root):/# monitoring events

Jan 23 00:00:07 WEP-2L daemon.info syslogd[925]:

Jan 23 00:00:09 WEP-2L daemon.info configd[955]:

successfully.
Jan 1 03:00:14 WEP-2L daemon

Jan 1 03:01:17 WEP-2L daemon
on 192.168.1.15.

Jan 23 07:17:14 WEP-2L daemon
6B ssid: '"WEP-2L_2.4GHz' 1into0

6.13.8 CkaHupoBaHue admpa

.info networkd[987]:

.info networkd[987]:

.info monitord[1055]: event:

started:

The AP startup configuration was loaded
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BusyBox v1.21.1

Networkd started

DHCP-client:

'associated'

Interface br0 obtained lease

E4:0E:EE:BD:AE:

© Bo Bpems OCyLECTBNEHNS CKAHUPOBaHKA 3thupa paguonHTepdeiic ycTpolicTea 6yAeT OTK/IHUEH, YTo
npuBeaEeT K HEBO3MOXHOCTY Nnepeaayn aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHWPOBaHUSI.

WEP-2L(root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC
——————————————————————— R B
ESRAP1_of30_smart | AP |off |A8:
litv_hots_2 | AP |off |EO:
test_001 | AP |off |EO:
2G-COVID_TOWER |AP  |off |EO:
Tam2.4G | AP |wpa |EO:
litv_hots_1 | AP |off |EO:
WEP-2L_ZN_Personal | AP |wpa |EO:
WEP-2L_ZN_Open | AP |off |EO:
Eltex-Guest | AP |off |CC:
Eltex-Local | AP |wpa |CC:
BRAS-Guest | AP |off |CC:
2L_301_nsk | AP |off |E8:
chudo_waffly | AP |wpa |EO:
Eltex VAP |AP  |off |A8:
VK_enterprise | AP |wpa |E8:
VK_portal | AP |off |E8:
WOP-2ac | AP |off |E8:
Open_VK_switch | AP |off |E8:
testSSID10 |AP  |off |A8:

F9:
D9:
D9:
D9:
D9:
D9:
D9:
D9:
9D:
9D:
9D:
28:
D9:
F9:

28

4B:
E3:
t4B:
98:
98:
8A:
49:
49:
C7:

E3

E3:
E3:
E3:
E3:
E3:
A2:
A2:
A2:
Cl:
E3:
4B:
:Cl:
28:
28:
28:
F9:

Cl:
Cl:
Cl:
4B:

BO:
8A:

C7:
C7:
DA:
70:
BO:
DA:
DA:
00:
DA:
BO:

FC

2C:
38:
FB:
12:
1F:
38:
79:
79:
D9:
D9:
D9:
C8:
94:
40:
C8:
C8:

Cc7
52
30
72
TA
51
06
07
21
22
20
16
00
70
99
98

Al
Cc8:
05:

96
54

|Channel|RSSI, dBm|Bandwidth, MHz

|6
|1
[11
[11
|1
|1
|44
|44
|36
|36
|36
|56
|60
|48
|56
|56
|36
|56
| 40

|-65
|-65
|-67
|-71
|-73
|-77
|-16
|-17
|-38
|-38
|-38
|-41
| -44
|-46
|-47
|-49
|-50
|-50
|-51

|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|80
|20
|20
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6.13.9 CnektpoaHanunsarop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbLTaTtoB paboTbl CNEKTpoaHaIn3aTopa BepHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-2L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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6.13.10 Mony4yeHune O0TNaLO04YHON UHhOpPMaLMK

KomaHpa ana c6opa otnagouyHon nHcopmaumm

WEP-2L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNS KOMaHAb! ByAeT co3aaH apxus troubleshooting.tar.gz, cogepxalymii 0T1af0uHbIe faHHbIe
N CBEAEHUSA O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHga ans nonyveHus oTnafouHoii nHpopmaumm

WEP-2L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |**xkxkxkxkxkxkxkxkxkxkxkxkxkkxkx% | 62755 0:00:00 ETA
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WEP-2L(root):/# traceroute <TecTUpyeMblii XOCT>

Mpumep ncnonb3oBaHuA

WEP-2L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

7.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NAaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WEP-2L(config):/# tcpdump --help

7.2.1 3axsaT Tpadmka c n1ob0oro akTMBHOIO nHTepgelica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-2L(root):/# tcpdump -i eth0

7.2.2 CHudhep adhupa

© Ha T[ gomkeH 6bITh BKIOUEH N0601 VAP B TOM AnanasoHe, 0TKyaa cobupaeMcs 3axBaTbiBaTb
Tpaguk.

Heob6xoaumo BKNOUNTL cneunasibHbli MHTePenc, KOTopbI ynaBiMBaeT BCe NakeTbl U3 achupa, Ha paboyem
KaHase T/A.
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KomaHAab!

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# radioX (115 ananasona 2.4 'y, — radio0, 115 5 T, — radiol)
WEP-2L(config):/interface/radioX# common

WEP-2L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WEP-2L(root):/# tcpdump -i radiol

7.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yetcs Asis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.

OTI'IpaB]'IFII-OLIJ,aFI CTOpPOHa Ha3bIBaeTCA K/IMEHTOM, NPUHMaKoLLLaa — CeEPBEPOM.

Monyuntb NoAackasky no pabore ¢ yTUIMTON MOXHO KOMaHAOiA:
WEP-2L(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTpoliika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpacuka ¢ TA-client B cCTOpOHy cepBepa

WEP-2L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)
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7.4 Hactpolika pexuma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

7.4.1 HacTpolika pagapa ¢ oTnpaBKoi gaHHbIX No npoTtokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WEP-2L(root):/# configure

WEP-2L(config):/#radar

WEP-2L(config):/radar# enabled true (BktoueHve doyHkumoHana radar. 18 oTkaoveHns seegute false)
WEP-2L(config):/radar# url http://host:port/service (ykazbiBaeTca URL-CCbI/IKa Ha CepBuUC, KOTOPLIA ByaeTt
npUHUMaTb AaHHble OT Toukn goctyna B JSON-cpopmare. MNepenadya Bo3moxkHa no HTTP/HTTPS)
WEP-2L(config):/radar# scan-interface all (nHTepdheiic, Ha koTopom ByaeT paboTaTs CKaHMpoBaHe.
BoamoxHble 3HaveHus: wlan0 — nHtepdpeiic 2.4 'y, wlanl — nHtepdeiic 5 ', all — ogHOBpPEMEHHO
24TTuns5ITw)

WEP-2L(config):/radar# send-interval 1 (MHTepBas OTNPaBKN AAHHBLIX HA KO/I/IEKTOP. 3HAYEHNWE MO
yMO4YaHuto: 5 cekyHn)

WEP-2L(config):/radar# mac-source "probe data" (s5100p Tvna gaHHbIX cobrpaembix B achnpe. BO3MOXHbIE
3HayeHus: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — To/ibko data, all — Bce Tunbl
NakeToB)

WEP-2L(config):/radar# scan-channel-timeout 1000 (Bpevs, BbIAe/IeHHOE Ha CKaHWpOBaHve OfHOro KaHasa.
3HayeHne No ymosyaHuto: 200 Mc)

WEP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /15 CKaHNMPOBaHNA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYMHbIE KaHasbl)

WEP-2L(config):/radar# scan-limit-channels-5g "'36 40 44 48" (kaHas1 [/19 CKaHVPOBaHWA B AnanasoHe 5
Iy, MycToe 3HaYeHne — CKaHMPYHTCA BCe AOCTYMHbIE KaHasbl)

WEP-2L(config):/radar# save (coxpaHeHve HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHpbl Ansa HacTpoiiku cpyHKunoHana Radar (MQTT)

WEP-2L(root):/# configure

WEP-2L(config):/# radar

WEP-2L(config):/radar# url mqtt://host:port/service (ykasbiBaeTcs URL-CChI/IKa Ha cepBuUC, KOTOPLIV ByaeT
NPUHUMAaTb AaHHbIE OT TOYKK AOCTyna no npotokosy MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-2L(config):/radar# mqtt-username eltex (Vs nosib3oBaresns: HEOOX0AMMO /15 aBTopU3aLum Ha
cepBuce-KoNekTope)

WEP-2L(config):/radar# mqtt-password Password (naposib: He0Ox0AMM [/15 aBTOpU3aLny Ha cepeuce-
KonnekTope)

WEP-2L(config):/radar# mqtt-topic input_mgqtt_topic (ykasbiBaetca URL-vaeHTuurkaTop cyLHocTen B
obmeHe mexay T/, 1 KonsiektopoM no MQTT-NpoToKoy)

WEP-2L(config):/radar# scan-mode passive (pexvv paboTel pagapa, rae active — Touka 40CTyna To/1bKO
CKaHupyeT adhmp 1 He NpeaoCcTaB/ISIET CEPBUC KNIMEHTaM; passive — ToUKa A0CTyna npegocTaBnsier
CepBuC KNneHTam, aomp He cKaHupyeT, nepeaaeT AaHHbIe N0 NOAKNHYEHHbLIM K/IMeHTaMm)
WEP-2L(config):/radar# scan-interface all (nHTepcpelic, Ha koTopom ByAeT paboTaTk CKaHMpoBaHNE.
Bo3moxHble 3HaveHus: wlan0 — nHtepdelic 2.4 'y, wlanl — nHTepdieic 5 IN'u, all — ogHOBpEMEHHO
24Ty n50Tw)

WEP-2L(config):/radar# send-interval 1 (nHTepBan OTNpasBkn AaHHbLIX Ha KOJIIEKTOP. 3HAaYEHVe No
YMOJIHaHWI0: 5 CekyHA)

WEP-2L(config):/radar# mac-source "probe data" (BL100p Tvna faHHbIX, cobrpaemMbIx B achupe.
Bo3MoXHble 3HauyeHus: probe — ToO/IbKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbl MAKETOB)

WEP-2L(config):/radar# scan-channel-timeout 1000 (Bpems, Bble/IeHHOE Ha CKaHMpOBaH/e OfHOro KaHasa.
3HayeHne nNo ymoa4aHuto: 200 Mc)

WEP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /15 CKaHNPOBaHNSA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHMPYHTCS BCe AOCTYMHbIE KaHasbl)

WEP-2L(config):/radar# scan-limit-channels-5g "'36 40 44 48" (kaHas /19 CKaHMpOBaHVA B AvanasoHe 5
ITu. MycToe 3HaYeHne — CKaHUPYHTCS BCe AOCTYIMHbIE KaHasbl)

WEP-2L(config):/radar# scan-min-signal -80 (nopor ypoBHA curHana. Ecnm tTouka goctyna BUanT KveHTa ¢
YPOBHEM HMXe yKasaHHOro, MAC-agpec KaMeHTa He nepeaaeTcs Ha KONMEKTop, U KIIMEHT He cYMTaeTCs
0OHapy>XXeHHbIM. Mo ymonyaHuio: 0, PyHKLMOHAN OTK/IHOYEH)

WEP-2L(config):/radar# enabled true (BkntoueHve doyHkumoHana radar. 418 otkaodeHusa seeaute false)
WEP-2L(config):/radar# save (coxpaHeHve HacTpoek)
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8 Cnncok nameHeHun

Bepcusa gokymeHTa

Bepcna 1.9

Jarta Bbinycka

01.2025

PykoBoacTBo no akcnayatauum WEP-2L

CopepxaHue n3mMeHeHuii

CuHxpoHusaums ¢ sepcueit MO 2.6.4
[Jo6asneHo:

6.8 HacTtpoiika pennvkauun DHCP

6.13.10 MNonyyeHne oTnaaouHoN nHGopMaLmm
7.4 HacTpoiika pexxvma Radar

7.4.1 HacTpoiika pagapa c oTnpaBKoi AaHHbIX No
npotokony HTTP

7.4.2 HacTpoliika pagapa ¢ OTNPaBKOi AaHHbIX M0
npotokony MQTT

VI3meHeHo:
5.6.2 NogmeHio «VAP»
6.3.7 [lononHuTenbHble HacTpoiikn VAP

6.4 HacTtpoiika AirTune
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Bepcusa 1.8

Jarta Bbinycka

06.2024

PykoBoacTBo no akcnayatauum WEP-2L

CopepxaHne UsmMeHeHumn

CuHxpoHusaums c sepcuein MO 2.5.2
Job6asneHo:

6.3.5 HacTpoiika VAP ¢ BHellHeli nopTasibHOW
aBTopu3auueri

6.8 HacTpoiika napaMeTpoB NOPTa/IbHON aBTopU3aLmm
6.8.1 YnpaBneHue noptasibHbIM cepTUMKaTOM

7 BcnomoraresibHble YyTUANTSI

7.1 Ytunuta traceroute

7.2 Yunuta tcpdump

7.2.1 3axBaT Tpadmka c 1060ro akTMBHOIO UHTepgielica
7.2.2 CHudppep achupa

7.3 Y1nnuta iperf

M3meHeHo:

2.4 lnarpamMmbl HanpaBNeHHOCTHU

5.5.1 MoameHio «Radio 2.4 Iu»

6.3.6 JononHuTtenbHble HacTpoikn VAP
6.4 HacTtpoiikm Radio

6.7.5 HacTpoiika gatbl 1 BpeMeHU
6.10.4 NIHhopmaums o cepTudpmkartax

6.10.6 becnpoBoaHble NHTEPAIENCHI
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CopepxaHne UsmMeHeHumn

CuHxpoHusaums c sepcuein MO 2.3.2
Job6asneHo:

* 6.9.4 NHdhopmauns o ceptTudonkarax
VI3meHeHo:

.6.2 MogmeHio «VAP»
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CuHxpoHusauums ¢ sepcuein M0 2.2.0
[obaBneHo:

+ 5.9.2 NogmeHto «AirTune»

MN3meHeHo:

5.5.3 NMoameHo «onoNHUTENbHO»

5.6.2 NogmeHto «VAP»

6.2 HacTpoiika ceTeBbIX NapaMeTpoB

6.3.5 JlononHuTenbHble HacTpoikn VAP
6.7.6 JononHuTeNbHbIE HACTPOMKN CUCTEMBI
6.9.1 Wi-Fi knneHTbI
6.9.4 CeTteBas MHdhopmauus

CuHxpoHu3auus ¢ Bepcueii MO 1.7.0
M3meHeHo:

* 6.7 CUCTEMHblE HACTPOWKU
CuHxpoHu3aums ¢ sepcuein MO 1.6.2
Job6asneHo:

+ 6.5 Hactpoiika DHCP onuumn 82

3MeHeHo:

+ 5.5 MeHto «Radio»
+ 562

MogmeHto «<VAP»

5.4.8 MoameHto «MHopmaumst 06 ycTpoiicTee»

.3 HacTtpoiika BupTyanbHbIx Touek goctyna Wi-Fi

.2 Hactpoiika VAP ¢ pexumom 6e30nacHoOCTU

.3 HacTtpoiika VAP c Enterprise- aBTOpI/ISaLlMeI/I
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Bepcus gokymeHTa Jata Bbinycka CopgepxxaHue n3ameHeHui
Bepcua 1.3 06.2022 CuvHxpoHn3auus ¢ Bepcueli MO 1.2.5
Vi3meHeHo:
+ 2.3 TexHn4yeckne napaMeTpbl yCTpoOCTBa
+ 5.8.2 MogmeHto «JocTyn»
Bepcus 1.2 01.2022 CuHXpoHM3aums ¢ Bepcuein MO 1.2.2
[ob6aBneHo:

+ 5.4.2 NogmeHto «WDS»
* 5.7 MeHo «WDS»

+ 6.2.1 HacTpolika ceTeBbIX NapameTpoB C
noMoLLblo yTUAnTbl set-management-vlan-mode

* 6.2.2 HacTpoiika ceTeBbIx napameTpoB IPv6
+ 6.5 HacTtpoiika WDS

* 6.6.5 lononHMTENbHbIE HACTPOWMKN CUCTEMBI
+ 6.8.2WDS
* 6.8.7 CkaHupoBaHue acmpa

MN3meHeHo:

+ 2.2 XapakTepucTuka ycTpoincTea
* 5.6.1 NogmeHo «CyMmapHO»

+ 5.6.2 NogmeHo «<VAP»

+ 6.3.5 JlononHuTenbHble HacTpoikn VAP
* 6.8.1 Wi-Fi knneHTbI

* 6.8.3 NHpopmauus 06 ycTpolicTBe

Bepcusa 1.1 06.2020 CuHxpoHn3auus ¢ Bepcueii MO 1.1.0

Bepcusa 1.0 03.2020 MepBas nybnvkaums

Bepcusa nporpammHoro obecneyexus 2.6.4
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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