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PykoBoacTBo no akcnyataumn WB-3P-PTP2

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLme NnoTpe6HOCT abOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMNOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca ao ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WB-3P-PTP2 — 370 yCTpOIACTBO, NpeAHa3Ha4YeHHoe A1 opraHn3aumm paguoMocToB Ha fasibHYe pacCTOSAHUS.
PaanoMOCT CTPOMTCA C UCNOIb30BaHMeM ABYX Takux yCTPoMcTB. KoHCcTpykums WB-3P-PTP2 nmeet
repMeTUYHbI KOpryc, YTo npeanonaraeTt yCTaHOBKY YCTPOMCTBA NPEUMYLLECTBEHHO Ha OTKPbLITOW TeppuTOpUn
B Pa3/IMYHbIX KIMMaTUYECKMX YCIOBUSIX.

B HacTosLEeM pyKOBOACTBE MO 3KCM/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapaKTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWe, NOPAA0K YCTaHOBKM, Npasusia KOHUIypupoBaHus,
MOHUTOPUHIA 1 CMEeHbI NPOrpaMMHOro obecneyeHus 6ecnposogHoro mocta WB-3P-PTP2.

1.2 YcnoBHble 0603HaYeHUs

MpumeyaHns 1 NpeaynpexmaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTBo no akcnyataumn WB-3P-PTP2

2 OnucaHne n3genus

2.1 Ha3HaueHue

BecnpoBogHoii MmocT WB-3P-PTP2 (nanee «ycTpoiicTBo») paspaboTtaH A/1s opraHm3auum paganomMocToB Ha
[lanbHNe pacCTosHUS.

WB-3P-PTP2 nogkntovaetcs k gpyromy 6ecnposogHomy mocty WB-3P-PTP2 no texHonorun Wi-Fi n pabotaet B
AnanasoHe 2.4 Ty, (4acToTHbI gnanaszoH 2400-2483.5 MIw).

WB-3P-PTP2 nogaepxvsaeT coBpeMeHHble TpeboBaHWsA K Ka4eCcTBY CEPBUCOB U NO3BOJIAET NepeaaBaTb
Hanbonee BaxHblli Tpadnk B NPUOPUTETHBIX ovepeaax. ObecneyeHne npruopuTU3aumm NPOUCXOAUT HA OCHOBE
TexHonoruii QoS: CoS (cneunansHble meTkn B none VLAN-naketa) n ToS (MeTku B none IP-naketa).

YCTpONCTBO MOXET paboTatb B LUMPOKOM AnanasoHe paboumx Temneparyp 1 BbICOKO BNaXHOCTU.

2.2 XapakTepuCTUKM YCTPOCTBa
Unmepagpelicbl:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
* Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax.

MuTaHme ycTpoicTBa ocyllecTBnsieTcs uepes PoE-uHxekTop 24 B ot cetn 220 B.

© YcTpoiicTBO BbIRAET 13 CTPOSA NPY NUTaHUN Yepe3 POE-MHXEKTOP C HaNpsXXeHNEM OT/IMYHBLIM OT 24 B.

Cemesble hyHKyuu:
Bo3moxHocTn WLAN:

* noaaepxka ctaHgaptoB IEEE 802.11b/g/n/ax;

« arperauusi aaHHbIx, Bknovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI N NNaHUpOBaHNe NakeToB Ha ocHose WMM,;

* nognepxka ckpbitoro SSID;

* nognepxka MAC ACL,

* 06HapyXeHne CTOPOHHUX TOYEK A0CTYnNa;

* nopnepxka APSD;

* CMeKTpoaHam3arop;

* HOCTUPOBKA.

CeteBble pyHKUUNN:

* aBTOMaTM4ecKoe CorsiacoBaHne CKOPOCTU U OYMNSIEKCHOTO PEXMME;
+ nopaepxka VLAN (Access, Trunk, General);

* nognepxka Management VLAN,;

* DHCP-knueHT;

+ nogaepxka NTP;

* nopaepxka Syslog;

+ nopnepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OFrpaHUYEHNS KONTMYECTBa rpynn);
* (punerpauuna BPDU;

* nogaepxka IPvé,

* nognepxka LLDP;

+ nogaepxka Ping Watchdog.
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®yHkuMn QoS:

* OrpaHuyeHune nNPornyckHol cnoco6HOCTY;
* n3meHeHue napametpos WMM ans pagmonHtepgeiica;
* nopaepxka npuoputnsaumm no 802.1p, DSCP n VLAN ID.

Bbe3onacHoCTh:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wundposaHne gaHHbIx WPA/WPA2/WPA3/0WE.

KoHdpurypuposaHue:

+ YpaneHHoe ynpasrnieHue no Telnet, SSH;
+ Web-nHTepdeiic;

« CLI;

* NETCONF;

+ SNMP.

Ha pucyHke 1 npuBegeHa cxema npvMmeHeHunsa obopyanosaHus WB-3P-PTP2.

BecnpoeogHoii mocT FaVa VW W BecnpoeogHoii mocT
WEB-3P-PTP2 ©) AN (( ® WB-3P-PTP2
Wi-Fi 802.11ax
24Ty

UTP Cat 5e, UTP Cat Se,
PoE 24B PoE 24B
220 B WHekTop PoE 220 B O——L UHmerTop PoE
KommyTraTtop Kommyratop
Ethernet Ethernet

PucyHok 1T — Cxema npumeHenuns WB-3P-PTP2



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBoacTBo no akcnyataumn WB-3P-PTP2

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl LAN-uHTepdpeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopaepxka cTaHaapToB

MapameTpbl 6ecnpoBOAgHOro nHTEpcheiica
CraHpapTsl

YacToTHbIN Anana3oH

Mogaynsuua

CkopocTb nepefayn AaHHbIX

MakcrMMasibHas BbIXxogHas MOLHOCTE nepejaryvka
UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

MapameTpbl aHTEHHbI

KoathpuumneHT ycunenus

Monapusauusn

KCB

Yron nanydeHust (ropusoHTasIbHas NonspusaLms)
Yron usnyyenusi (BepTukasibHas nonspusaums)
YnpaBneHune

YpaneHHoe ynpasneHue

OrpaHunyeHve goctyna

O6Lwume napameTpbl

Flash-namaTb

RAM

MutaHne

MoTpebnsemast MOLLLHOCTb

CTteneHb 3anThl

Pa6ounin gnanasoH Temneparyp

OTHOCcuTeNbHas BNaXHOCTb Npu Temnepatype 25 °C

1
RJ-45

10/100/1000 M6uT/c, aBTOONpEaeneHne
BASE-T

802.11b/g/n/ax

2400-2483.5 MI'y,

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11ax: 574 Méur/c

2.4TTu: 26 agbm

2.4TTu: po-95 obm

WPA/WPA2/WPA3/0WE

8 nbun
Nuneinasn, H/V
He 6onee 2
60°

60°

web-nHTepdeiic, CLI, Telnet, SSH, SNMP, NETCONF

no naposnto, ayteHTudukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash
256 Mb DDR3 RAM
Passive PoE 24 B

He 6onee 10 BT

IP67

oT -45 go +65 °C

0095 %



Fabaputbl (LU x B x T)

Macca

CpoK cnyx6bl

PykoBoacTBo no akcnyataumn WB-3P-PTP2

108 x 100 x 66 MM

108 x 100 x 121 MM (C repMOBBOI0M)

0,3 kr

He meHee 15 net

2.4 TexHunyeckme napamMeTpbl 0pCeTHOI Napabonyeckoi aHTEHHbI

OCHOBHblE TEXHUYECKME NapaMeTpbl 0pCETHOI Napabo/IMYecKoit aHTeHHbI NPUMBEAEHLI B TabnuLe 2.

Ta6numua 2 — OCHOBHbIE TEXHUYECKME NapameTpbl

MapameTpsbl

KoathhmumeHT yeuneHns Ha vactote 2.4 T
OdbceTHbIl yron

Monapusauua

LLvpuHa gruarpaMmbl Hanpas1eHHOCTU
PoKycHOe paccTosHue

BeTpoBas Harpyska

FabapuTtbl pedpiektopa
Fabaputbl (LU x B x T)
Macca

MaTepuan

AHTEeHHa 450 x 495 mm
19,5 obun

24°

Nunelinan, H/V

15°

270 Mm

130 km/4 — paboyas

185 km/4 — npepensHas

450 x 495 mm
450 x 570 x 492 mm
1,6 kr

Ctanb



PykoBoacTBo no akcnayatauun WB-3P-PTP2

2.5 [OuarpamMmmbl HanpasneHHOCTU
Ha pricyHkax HvXe npeacTas/ieHbl guarpammbl HanpaBieHHOCTU YCTPOCTBa.

Anarpammbl HanpaBneHHocTu WB-3P-PTP2

MonoxeHune Npu nsmepeHun

ey

°
P . 9
. @
AZIMUTH (XY) ELEVATION (YZ)
105 0 7 105 % 7
120 60 120 80
135 43 135 B
150 30 150 30
165 15 163 15
X Z
180 Sy (s 0
=23 -0 - -0 -5 0 ¥ - . RS E N I [N B
185 L//\j 345 195 kL/J\,—) 343
330 210 330

315

&8

10



PykoBoacTBO no akcnayatauum WB-3P-PTP2

Anarpammbl HanpaBneHHocTu WB-3P-PTP2

AZIMUTH (XY)

MonoxeHue Npu nsmepeHun

ELEVATION (YZ)

A ;Y Y F'S
105 7 103 73
120 60 120 50
135 15 135 45
150 30 150 30
163 15 165 13
180 : 180 Y
-20 -10 0 :-3 —20 -10 o ¥
195 345 195 345
210 330 210 330
225 315 225 313
240 300 240 300
233 370 283 233 270 283

11



PykoBogacTBO no akcnayatauuv WB-3P-PTP2

2.6 KOHCTPYKTUBHOE MCMNOJSIHEHNE

BecnpoBogHoii MocT WB-3P-PTP2 nmeeT nnacTukoBbIi KOPNYC B MPOMbILWIEHHOM UCMOMHEHUW. BHELWHNIA BUA,

yctpoiictea WB-3P-PTP2 npuBeeH Ha pucyHke 2.

PucyHok 2 — BHelwHuiA Bug yctpoiictea WB-3P-PTP2

BHewHwuin Bug, 3agHen naHenn WB-3P-PTP2 npuBeaeH Ha pucyHke 3.

o

PucyHok 3 — BHewHWIA BUA, 3aQHei naHenu ycTpoiicTea

12



PykoBogacTBO no akcnayatauuv WB-3P-PTP2

Ha 3agHeit naHenn WB-3P-PTP2 nog repmoBBogom pacnosioxeHbl Ethernet-nopt 10/100/1000BASE-T (pazbem
RJ-45) ansi noakntoueHnst K BHyTPeHHel ceTu u nutaHuto PoE, a Takxe KHomka copoca K 3aBOACKUM
HacTpoiikam «F» (CM. pucyHok 4).

PucyHok 4 — Pa3beM RJ-45 n dpyHKUMOHasIbHAA KHoOMKa «F»

13



PykoBoacTBo no akcnyataumn WB-3P-PTP2

2.7 CetoBas nHgukauus

BHewHwuiA Bug, naHenn nHgukaumm WB-3P-PTP2 npuBeaeH Ha pucyHke 5.

PucyHok 5 — BHeluHwuii Bua naHenu nHankaumm WB-3P-PTP2

Tekylllee COCTOsIHNE YCTPOICTBAa OTOGpaxxaeTcs Npyu NOMOLLY UHAMKATOPOB, Pacno/IOXeHHbIX HAa GOKOBOIA
naHenn WB-3P-PTP2. NMepeueHb NHANKATOPOB U UX COCTOSIHNE NpuBeaeHbI B Tabnuue 3.

Tabnmua 3 — OnucaHne NHANKaATOPOB 3aHE NaHenm

NHpukaTtop CocTtosiHne OnucaHue
MHAMKaTopa
O WLAN — nHgmkartopbl  roput YCTPOICTBO NOAK/THOYEHO K 6ECMPOBOAHOMY MOCTY, YPOBEHb
YPOBHS CUrHana ot NOCTOSAHHO CUrHana oT BCTPEYHOro ycTpoicTea 6onbLue -60 gbm
BCTPEYHOro
ycTtpoiictea (RSSI)
O roput YCTPOICTBO NOAK/TOYEHO K 6ECMPOBOAHOMY MOCTY, YPOBEHb
NMOCTOSIHHO CurHasa oT BCTPEYHOro ycTpoicTea 6onblue -70 aobm
O roput YCTPOIACTBO NOAK/THOYEHO K 6ECMPOBOAHOMY MOCTY, YPOBEHb
NOCTOSAHHO CWrHasia OT BCTPEYHOrO ycTpoiicTea 6osbLwe -80 gbm
roput YCTPOICTBO NOAK/TOHEHO K 6ECNPOBOAHOMY MOCTY, YPOBEHb
O NOCTOSAHHO CUrHana ot BCTPEYHOro ycTpoicTsea 6onbLie -100 gbm
HW OAVH YCTPOICTBO HE MOAK/OYEHO K 6ECNPOBOAHOMY MOCTY
NHAVKATOP He
roput
LAN — nHgukaTop roput kaHan mexay Ethernet-untepdpeiicom WB-3P-PTP2 n
nopta Ethernet- NOCTOSAHHO NOAKNIOYEHHBIM YCTPOWCTBOM aKTVBEH
nHTepdeiica
Muraet NpOoLEeCC NakeTHON nepefayn gaHHbix Mexay Ethernet-
nHtepgeincom WB-3P-PTP2 1 nogkntoueHHbIM YCTPOCTBOM
0 Power — nHgukartop roput nMTaHye NoAKIHYEHO, HOpMasibHas paboTa
< ) nuTaHusa n ctatyca NOCTOSAHHO
paboTbl yCcTpoiicTBa

mMuraet YCTPOIACTBO He nony4unno agpec no DHCP

14



PykoBoacTBo no akcnyataumn WB-3P-PTP2

2.8 C6pocC K 3aBOACKMM HacTpoiikam

CyuwiecTtByeT ABa cnocoba cépoca yCTponcTBa K 3aBOACKUM HACTPOMKaM.

1.

Yepes kHONKy «F» Ha ycTpoicTBe. Heo6xoAnMo B 3arpy>KeHHOM COCTOSIHUM YCTPOIMCTBA HaXaTb U
yaepXxunBatb KHOMKy «F» (okos1o 10—15 cekyH/1), KoTopasi HaXoAMTCA Ha 3aHeli NaHenn ycTpolicTBa,
noka sce nHaukatopbsl WLAN He 3amurator.

Yepes POE-MHXeKTOp, NocTaBNsieMsblii ¢ yCTPOMCTBOM. He06Xx0AMMO B 3arpy>eEHHOM COCTOSHUM
YCTPOICTBA HaXaTb U yAepXunBaTh KHOMKY «<RST» Ha MHXekTope (okosno 10-15 cekyHa), noka Bce
nHamkaTopbl WLAN He 3amuraior.

MpousorgeT aBTomaTnyeckas nepesarpyska yctponcrtsa. MNpu 3aBOACKUX YCTaHOBKax OyaeT 3anyLeH
DHCP-knueHT. B cny4ae, ecnv agpec He 6yaet nony4deH no DHCP, To y ycTpoiicTBa 6yaeT agpec
—192.168.1.10, macka nogcetu — 255.255.255.0; umsa nosib3oBarensd/naponb 418 gocrtyna yepes
web-nHTepdgeiic — admin/password.

2.9 KomnnekT nocTaBKu

B 6a30BbIi1 KOMNAEKT noctaekn yctpoictea WB-3P-PTP2 BxoaAT:

BecnposogHoii mocT WB-3P-PTP2;

lepmoBBOf;

WHxekTop nutaHusa Passive PoE 24 B;

Kabenb nutaHus;

Matu-kopg RJ-45, Se kar., 1.5m;

KomnnekT kpenexa,

PyKoBOACTBO MO aKcnayaTaummn Ha CD-ancke (onumoHansHo);
CepTtudpmkar cooTBeTCTBUS;

MamATka 0 JoKyMeHTaLuuy,;

Macnoprt.

15



PykoBoacTBo no akcnyataumn WB-3P-PTP2

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKW 1 NOPALOK BK/ItOYeHNs ycTpolictea WB-3P-PTP2.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

He npoussoauTe yCTaHOBKY AAHHOIO YCTPOCTBA BO BpeMS rpo3bl. ECTb pycK yaapa MOMHUEN.
Heobxoanmo cobnoaarb TpeboBaHmsa No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NoAKNHYEHNEM K YCTPONCTBY U3MEPUTE/bHBLIX MPMOOPOB 1 KOMMbIOTEPA, UX HEOBX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTM Kabenel N nx HagexXHoOM KpenaeHun K
pasbemam.

Bo BpemMs MOHTaXa yCTpOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINOMHATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHbLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnmM cnewrasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

YCTPONCTBO MOXET ObITb YCTAHOB/IEHO Ha TPYOOCTOIKY/CTOMO, CTEHY MO0 B AepxaTesib 0pCeTHO
napabosimyeckor aHTeHHbI. BbicoTa yCTaHOBKM O/KHA ObITb HE MeHee T MeTpa OT NoAcTuIatoLLei
NMOBEPXHOCTN, PaCCTOAHNE YCTaHOBKN — He 60/1ee 5 METPOB OT Kpas NoBepXHOCTU. Npy HEBO3MOXHOCTM
cobnogeHns nocnegHero yCnoBus — yBesimysTe BbICOTY nogseca.

Mepen ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeEXAeHUA. B cnyyae Haimumnsa nospexaeHnin cnefgyeT npekparnuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBNTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTaBLUNKY.

OueHuTe ypoBeHb CUrHa1a B TOUKe npuemMa, Ucnosb3ysa popMysbl pacyeta pacnpocTpaHeHns curHasna B
CBOOOAHOM MPOCTPaHCTBE.

[ns obecneyeHnss Hamydllero YpoBHS CUrHasa pasmMellarite yCTPonCcTBO Ha TpybocTolike/cTon6e
TakyMm 06pas3om, YTOObI ero aHTeHHa 6bls1a MakCMMasibHO Harnpas/ieHa Ha aHTEHHY BCTPEYHOro
ycTpoiicTea. [Npn aToM 065a3aTenibHO Ao/MKHaA ObITb 06ecneveHa npsaMas BUANMOCTb, a 30Ha PpeHens
cB0OOAHA OT NPenATCTBMI. HanbonbLnii ypoBEHb CUrHa1a MOXHO MOTYyYUTb FOCTUPOBKON aHTEHHbI C
NoMoLLbI nHAMKaTopoB RSSI nnv komaHap! B CLI.

Mocne CTUPOBKM Y6eamTech, YTO CUrHaUT OT BCTPEYHOTO YCTPOMCTBA MakCUMasibHO NPUGIMXEH K
pacyeTHOMY 3HAYEHUI0 U HE HWXKe AOMYCTUMOro YPOBHA -65 +-70 agbm.

Mpwn ycTaHOBKE OOCETHLIX NapaboMYecKnx aHTEHH YUnUTbIBANTE OCDCETHbIN Yrosl aHTEHHbI: YTOObI
Harnpas/ieHe MakCMMaslbHOTro U31ydeHns 6b110 napasifiesibHO 3eMJ1e, Yrosl Hak/ioHa napabonnyeckon
aHTEeHHbI 0/DKeH OblTb paBeH 0qICETHOMY Yry.
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PykoBoacTBo no akcnayatauun WB-3P-PTP2

X

OdceTHan OdceTHan
napabonunyeckas napabonunyeckan
aHTeHHa aHTeHHa

PucyHOK 6 — HekoppekTHast ycTaHOBKA O(PCETHbIX Napabo/IMyeckmx aHTeHH

\“‘N 'Ar"l

PucyHok 7 — KoppeKkTHas ycTaHOBKa 0uCeTHbIX Napabo/iMieckmx aHTEHH Ha OfHOI BbicOTe noaseca

17



PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

OdceTHad
napabonuyeckas
aHTEeHHa

PucyHok 8 — KoppekTHas ycTaHOBKa OCDCETHbIX Napabonmyeckmx aHTEHH Ha pasHbIX BbICOTax noggeca

18



3.3

1.

2.

oA

PykoBoacTBo no akcnayatauun WB-3P-PTP2

PekomMeHgaLmmn no 06ecneyeHnto rpo3o3alimTbl

3azemsieHne Heob6xoAMMO BbINOMHATL N30/IMPOBAHHBLIM MHOMOXW/IbHBIM NPOBOAOM. YCTPOCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByto YNNYHYIO PO303aLLnUTy HE0OX0AUMO YCTaHaB/IMBaTb MakCUMasibHO 6/1M3K0 K 6eCnpoBOgHOMY
MOCTY, COeAIMHASA X KOPOTKUM YMUYHbIM FTP-kabenem ¢ akpaHMpoBaHHbIMU KOHHEKTOpaMMU.

BTopyto yNiMyHyto rpo3o3almuTy He06XxoAMMO ycTaHaBNmBaTb MakcMMasibHO 65113Ko K POE-

NHXEKTOPY, COEANHSAA UX KOPOTKUM yNn4uHbiM FTP-kabenem ¢ akpaHMpoBaHHbIMU KOHHEKTOPaMMU.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
POE-MHXeKTOp AO/MKeH ObITb MOAK/IOYEH B 3N1EKTPMYECKY0 po3eTky 220 B ¢ 3a3emsieHneMm.

q Coed envkvil kabenw FTP
ne Ganee 60 cm, + xpanuposcnmend

Aomaumnuit poyrep

Yauunana
rpo3osauwmra
POE-urmexTop

Ynuunan
rpososaumTa

Koumyp 3asemnenun p 4
'
1)

\ V4 Howmyp sasemnenua
4 Koumyp 303emnenun —

PucyHok 9 — CxemMa nogkntoueHns 6ecnpoBogHOro MocTa /18 06ecneyeHns rpo3o3allyTbl
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PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

4 MoaroTtoBka yCTpPoncTBa
1. I3BNEKNUTE M3 YNaKOBKW YCTPOWCTBO.

2. Nogkntounte Ethernet-kabens Kk POE/ETH-nopty.

PucyHok 10 — PaszbeM RJ-45 1 chyHKUMOHaNbHasa KHomnka «F»

20



PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

5 MopaxnoueHne ycTpolicTea

1. Mogxntounte naywmin ot WB-3P-PTP2 Ethernet-kabesnib k POE-nopTy nHXekTopa.

/\‘\

2. Nogkntounte Ethernet-kabenb Bawen cetn kK LAN-nopty PoE-uHxekTopa.

SS

3. Mogkntounte POE-nHXekTop K po3eTke 220 B ¢ noMoLbio ceTeBoro LWHypa. Nocne BKIYeHUA NMTaHns
yctpoicteo WB-3P-PTP2 3arpy3nTtcsa B TedeHUe MUHYTbI.

y 4

4. MNoaknunTech C NOMOLLLI0 6pay3epa K web-koHdurypatopy WB-3P-PTP2, cnenys MHCTPYKUMAM B
pasgene Ynpas/ieHne yCTpoNcTBOM Yepes web-nHtepdelic.

5. Ec/iv 370 nepBblii 3anyck YCTPOIACTBa, To NepeiauTte K pasgeny [peasaprtesisHas HacTpolika.

21



PykoBoacTBo no akcnayatauun WB-3P-PTP2

6 MNpeaBapuTenibHasi HACTPOKa
Mepen MOHTaXXOM NpoOBeAMTE NpeABapUTe/IbHY HACTPOIKY YCTpOCTBa.

1. Y6eanTech, 4TO NUTaAHWE NOAK/THYEHO.
2. Cnepyiite anroputmy 13 pasgena lNprvep HacTpoiikin 6ecrnpoBoAHOI0 MOCTA.

Y[0CTOBEpPbLTECH, YTO 6ECNPOBOAHOE COEAMHEHNE YCTaHABNMBAETCS MEXAY YCTPONCTBAMU: [O/KHbI FTOPETH
VHAMKATOPbI YPOBHSI CUrHaa. 3HaYeHNa MHAMKaLUM NpUBeAEHb! B pasgene CBeToBas NHAMKALYSA.

7 YcTaHOBKa yCTpoucTBa

[nsa 6ecnposogHoro mocta WB-3P-PTP2 npegycmoTpeHbl Tpy BapyaHTa MOHTaXa: yCTaHOBKa YCTPOMCTBa Ha
TPYy60CTOliKY, yCTaHOBKa YCTPONCTBA HA CTEHY M yCTaHOBKA YCTPOICTBA B cCOCTaBe 0(DCETHONW napabonmnyeckol
aHTEHHbI.

7.1 YcTaHOBKa yCTpoOWCTBa Ha TpybOCTOWNKY/CTONG/CTERY

1. BbINOAHWTE NOAK/IOYEHME YCTPOINCTBA K CETU 1 NpoBeauTe npeasapuTeNibHy0 HaCTPOIAKY, cneays
NHCTPYKUMAM 13 pasgena lNpeasapuTesibHas HacTpoiika. 3aTem OTK/IUMUTE YCTPONCTBO OT CETU U
NPUCTYNNTE K MOHTAXY.

3BneknTe 13 ynakoBKU KPOHLUTElH, MAaKeT C KPenexoMm, XOMyTbl.

3akpenuTe Ha Tpy6OCTOlKe KPOHLITENH ¢ nomoLbio xomyTa @60—-80 13 komnnekta. OkoHYaTelbHas
3aTshkka xomyTa @60—80 BbINOHAETCA B NYyHKTE FOCTMPOBKA YCTPOMCTB, 3aKpen/ieHHbIX

Ha TpybocTolke/cTonbe/crTeHe. 3akpyTUTe Ha KPOHLUTEMH BUHT C LLENOYKOW, 3aTeM HaZleHbTe XOMYT
@32-50 Ha cTarnsaroLme namenu KpoHwTeiHa. Cobnogante MHCTPYKUMM MO TEXHMKE 6e30nacHOCTU U
pekoMeHaaumu, NpUBeAEHHbIE B pasfenax VIHCTPYKLUMY No TexHuKe 6e3onacHocT n Pekomerpaumnn no

wn

YCTaHOBKE.

PucyHok 11 — YcTaHOBKa KpOHLUTeHa Ha Tpy60oCTOliKy
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PykoBoacTBo no akcnayatauun WB-3P-PTP2

4. Pa36epuTe KabesbHbIil BBOA — OTKPYTUTE raliky 1 BbiTalMTe U3HYTPU CasTbHUK.

PucyHok 12 — [leMoHTax kabenbHOro BBoaa

5. MpoTaHuTe Kabenb Yepes KPOHLWITEH 1 yepe3 KaberbHbIii BBOJ, COrMacHo puUcyHKy 13.

PucyHok 13 — MpoTsxka kabens yepes kabenbHbI BBOS,

6. Mpun ycTaHOBKe yCTPOICTBA C OTK/IOHeHMEM 110 rpalycoB pyKOBOACTBYTECH PUCYHKOM 14 (a). Mpu
yCTaHOBKE YCTPOICTBa C OTKNoHeHneM +10—-70 rpagycoB pykoBOACTBYTECH pUcyHKOM 14 (6).

PucyHok 14 (a) PucyHok 14 (6)
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PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

7. O60XMUTE KOHHEKTOP RJ-45 Ha Kabene n NOAK/UNTE ero B OTBETHYH YacTb Ha KOpnyce yCTpolicTBa.

/ [ Soooonooys

/

PucyHok 15 — Pasbem RJ-45 Ha kopnyce ycTpoiicTBa

8. MN0THO 3aKpyTuTe KabesbHbIii BBO/, HafleHbTE Pa3pe3Holi ca/lbHUK Ha Kabesb 1 BCTaBbTe ero BHyTPb
namenu kabenbHOro BBoAa. 3akpyTuTe raiiky Ao ynopa.

PrcyHok 16 — MoHTax kabesibHOro BBoga

© HekoppekTHas ycTaHOBKa Kabe/ibHOro BBOJA MOXET MPUBECTU K HAPYLLEHMIO repMETUYHOCTU
yCTpOWcTBa.
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PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

9. BcTaBbTe YCTPOICTBO B /laMenin KpoHwTeliHa. OTperynmpyiite yCTPOMCTBO, COBMECTUB CTPENOYKY Ha
Kopnyce yCTpolicTBa C OTBEPCTUEM B KPOHLUTEHE, N 3aTAaHUTe XxoMyT @32-50.

oooooons |

PucyHok 17 — YcTaHOBKa YCTPOICTBA B KPOHLUTEIH

10. Mocne MoHTaxa NnoBepHUTE YCTPOCTBO HA HEOBXOAMMbIN Yro/ NoBOPOTa, OPMEHTUPYSICh Ha LKAy,
PaCMOMOXEHHYH HA KPOHLUTEHE. YToN Hak/oHa nameHsietcst ot -70 go 70 rpaaycos.

PucyHok 18 — HacTtpoiika Heo6xoanMmMoro yrsia nosoporta
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PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

11. Mpun HeO6XOAMMOCTY BO3MOXEH BapuaHT YCTAHOBKM KPOHLUTEHA HA CTEHY, HanpumMep, C NOMOLLbHO
aHKepHbIX 601TOB M6 (prcyHOK 19).

PucyHok 19 — MOHTaX yCTPOIiCTBA Ha CTEHY

12. BbINOHUTE NOAK/IKOUYEHME YCTPONCTBA K CETU, Ciedys anroputmam 13 pasaenos [1orotoeka
yCTPOCTBA U [ofik/IHUeHe YCTPoicTBa. 3aTeM NPUCTYNUTE K HOCTVPOBKE YCTPOMCTBAL.

© Bo usbexaHue BbIXxoaa yCTPONCTBA U3 CTPOS PEKOMEH/IYETCA UCMO/b30BaTh rPO303alLuTy.

7.2 YcTaHOBKa YCTpOIACTBA B cOCTaBe O(PCETHOI Napabonmyeckoit aHTEHHbI
CocTaB KOMIM/EKTa:

+ Bba3soBblii KOMNAeKT ycTpoictea WB-3P-PTP2;
+ OdhceTHas napabonunyeckas aHTeHHA C KOMM/IEKTOM Kpenexa.

[Nsi yCTAHOBKW YCTPOICTBA B COCTaBe OGICETHO Napabo/IMYeckoit aHTeHHbI BbINO/THATE CefyoLve Lwaru:

1. BbINONHMTE NOAK/MIOUEHNE YCTPOICTBA K CETU 11 NPOBeAMTE NPeABapuUTENbHY0 HACTPOIIKY, cneays
VIHCTPYKUMSIM 13 pasaena lNpeiBapuTeribHas HacTpoiika. 3aTem OTK/IHuMTe YCTPOCTBO OT CETU U
MPUCTYNUTE K MOHTAXY.

2. Cobepute fepxartesib YCTPOUCTBA, BCTABMB OCb BEPXHEN YacTu B Nasbl HMXHel. C npaBoil CTOPOHBI
Jepxatenst yctaHoBuTe BUHT M4x20 ¢ rankoi.

PucyHok 20 — Cbopka gepxarens ycTpoiicraa
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

3. MNpukpenute aepxatesnb N NOABWKHYIO YacTb KPOHLUTENHA K Ayre ¢ NoMoLLblo 60n1ToB M6x30, CKOObI 1
raek n3 KOMMNJeKTa Kpenexa. YCTaHoBUTE 3arfyLKy Ha BEPXHUIA TOpeL, Ayrn.

PucyHok 21 — KpenneHue gepxatesnst U NoABWXHON YacTy KPOHLITeHa Ha ayre

4. CoeguHMNTE NOABWKHYHO YaCTb KPOHLUTEVHA 1 pedp/1IekTop aHTEHHbI C NOMOLLLI 601TOB M6%12 1 raexk.

PucyHok 22 — KpenneHue pedyiektopa aHTEHHbI Ha NOABWMXHOW YaCTW KPOHLUTEHA
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PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

5. Pa36epuTe kabesnbHblii BBOA — OTKPYTUTE raliky U BbITalLMTe N3HYTPY CaslbHUK.

PucyHok 23 — [leMoHTax kabenbHoro Beoaa

6. MpoTaHuTE Kabenb Yepes Aepxatesb U KabenbHblii BBO,

PucyHok 24 — TpoTskka kabens yepes gepxartesib U kabenbHblil BBOA

7. O60XMUTE KOHHEKTOP RJ-45 Ha kKabene n NoAK/IUNTE ero B OTBETHYHO YacTb Ha Kopryce yCTpolicTBa.

&\

I
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PucyHok 25 — PazbeM RJ-45 Ha kopnyce ycTpoicTea
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PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

8. MN0oTHO 3aKpyTuTe KabesbHbIVi BBOJ, HaZleHbTE pa3pe3Holi caslbHUK Ha Ka6enb 1 BCTaBLTE €ro BHYTPb
namesnu ka6enbHOro BBoAa. 3akpyTuTe raiiky Ao yrnopa.

PucyHok 26 — MoHTax KabenbHOro BBoaa

© HekoppekTHas ycTaHOBKa KabesibHOro BBOAA MOXET MPUBECTMU K HAPYLLIEHWIO rePMETUHYHOCTU
yCTpOlicTBa.

9. YcTaHOBWTE YCTPOICTBO B AepXaTesib U OTPErynnpyiiTe ycTpoiicTBo Ha 0°, cnonb3ys LWKany Ha
fepxarene. rfocne peryNMpoBKM 3aTAHUTE BUHT Ha Aepxartene.

\

PucyHok 27 — YCTaHOBKa YCTPOIACTBA B AepXaTesb
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PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

10. YcTaHOBUTE HENOABMKHYH YacTb KPOHLITEHA Ha TPYGOCTOliKY, Kak NokasaHo Ha puUCyHke 28, 1
3aKpenuTe ee XoMyTamu, UAyLLMMU B KOMMNJIEKTE C YCTPOCTBOM. OKOHYATEbHAA 3aTshKKa XOMYTOB
BbINOMHAETCA B MyHKTe KOCTMPOBKA YCTPOWCTB, 3aKPEN/IEHHbIX HA 0CETHOW Napabo/IMYECKOl aHTEHHE.
YCTaHOBUTE LIENOYKM; BUHTbI LLEENOYEK NI0THO He 3aKpyuumBaliTe, OCTaBMB LE/b /151 YCTaHOBKM
NOABWXHOI YacTu KpoHLWTelHa. Cobntogalite MHCTPYKLUM N0 TEXHUKE 6e30MaCHOCTU U PEKOMEHAALMN,
npuBeAEHHbIE B pasfenax VIHCTPYKLMY N0 TEXHUKe B6E30MACHOCTI U PeKOMEHAALMY N0 YCTaHOBKE,

PucyHok 28 — YcTtaHOoBKa HENOABWXHOM YacTn KPOHLUTENHA

11. YctaHoBuTe pedinekTop Ha 3athMKCUPOBAaHHbI KPOHLLTENH. Mpn yCTaHOBKE HEAOKPYYEHHbIE paHee
BVHTbI A0/DKHbI NOMAcTb B Nasbl NOABMXXHON YacTy KpOHLWITEHA.

PucyHok 29 — YcTaHoBKa pedpiektopa Ha 3addMKCUPOBAaHHbI KPOHLLUTENH
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PyKoBOZICTBO Mo aKcnayatauum WB-3P-PTP2

12. Mpy HEO6XOANMOCTN BO3MOXEH BapuaHT YCTAHOBKM NapabosiMyecKkolr aHTEHHbI Ha CTEHY, HanpuMep ¢
nomoLypo 601T0B M6.

PucyHok 30 — MoHTax napabosimyeckoil aHTEHHbI Ha CTEHY

13. BbINO/IHUTE NOAK/IIOUYEHNE YCTPOIACTBA K CETU, CNeays afiroputMam 13 pasaenos [1orotoska
yCTpoiCcTBa W [oIK/IHYEHVE YCTPONCTBA. 3aTeM NPUCTYNUTE K FOCTYPOBKE YCTPOMCTBAL.
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

8 KOcTupoBKa ycTpoiicTea

° B NnepByro ovepeb BbINO/THAETCA TOPU30OHTa/IbHaA KOCTUPOBKa yCTpOIZCTBa, 3arteM — BepTuKasibHas.

8.1 HOcTMpoBKa YCTPOWCTB, 3aKpen/IEHHbIX Ha TpybocToike/cTon6e/cTeHe

1. O6si13aTe/IbHO NPOBOAWTE CTUPOBKY OAHOBPEMEHHO C ABYX CTOPOH, ONMPAasiCh Ha pacyeTHoe 3HaUYeHne
YPOBHSI CUrHasia, noslydeHHoe B pasfesnie PekoMeHaalyin no yecTaHoBke (HYy)KHO MosTyYnTb MakCUMaslibHO
NPUGAMKEHHOE 3HAYEHUE).

2. OTperynl/lpyVlTe nonoxexune yCTpOI7ICTB, HanpaBnB aHTEHHbI I'IpI/I6J'II/I3I/ITeI'IbHO B Hanpas/1eHUn gpyr
Apyra, NUCnosib3ysa KapTbl, ONTUYECKYH BUANMOCTb Ha BCTPEYHYHO CTOPOHY.

3. B cnyyae ycTaHOBKM CBA3W MeX/y YCTpoiicTBamy NPOBECTU CBEAEHME YCTPOINCTB NOOYEPELHO,
[1061Basicb NOCTENEHHOTO YBENMYEHNSA 3HAUYEHMIA Ha LWKasie RSSI (3HaueHWss MHAMKaLMN NpBEAEHbI
B pasgene CBeToBas MHAMKaLMA) B ABYX MIOCKOCTAX — BEPTUKASIbHOW 1 FOPU30OHTa/TbHOA.

4. B rop130HTa/1IbHOM NI0OCKOCTM 04HA CTOPOHa NpoxoauT cektop 45-60 rpagycoB — chukcupyet
MakC/MMyM, BTOpasi CTOpOHa — NOBTOPSIET aHas/10rMyHoe AelicTBue.

5. lanee BbINOMHSETCS BTOPOI NPOX0/, N0 YKa3aHHOI Bbllle cxeme. OKoHUYaTeNIbHO 3aTAHUTE XOMYT Ha
KpoHLITEeliHE. HE06X0AMMO YUNTLIBATb, YTO NPKU IOCTUPOBKE NonagaHne B 60KOBOI 1eENeCToK gnarpaMmbl
Hanpas/IeHHOCTM MOXET ObITb PACLEeHEHO, Kak BbIX0/ HA MakKCUMaslbHbIli ypOBEeHb curHasna. Yto6bl
n36exarb laHHOW cUTyauMmn Heo6XxoaAMMO NPOBOANTL MOJIHLIV NPOX0A, B CEKTOPE U 0TMeYaTb HesMHeliHoe
N3MEHEeHNe YPOBHSI.

6. B BEpPTVKa/IbHOI N/IOCKOCTW MOBTOPUTL NYHKTbI 4—5. 3addUKCUPYITE NOMYYEHHBI YToN Hak/IoHa ¢
MOMOLLbIO BUHTOB Ha LiENouYKe.

PucyHok 31 — HacTpoiika Heo6xoaMMoro yr/ia Hak/ioHa

7. Ans 60nee TOYHOI IOCTUPOBKM MCMoNb3yiiTe komaHay B CLI (cM. HUXe), Ao6uBasicb MakcMasibHbIX
3HaAYEeHUIA YPOBHS CUrHana.
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

KomaHga B CLI Ans lOCTUPOBKM YCTPOIiCTB

WB-3P-PTP2(root):/# monitoring align

ssid | WB-3P-PTP2
channel | 13
frequency | 2472
rssi-1 | -70

rssi-2 | -70
rssi-remote-1 | -66
rssi-remote-2 | -70

8.2 KOcTnpoBKa YCTPOWCTB, 3aKpensieHHbIX Ha OPCETHON Napabonnyeckon aHTeHHe

1. KOCTUPOBKY 0683aTE/IbHO NPOBOAUTL OAHOBPEMEHHO C [IBYX CTOPOH, OMMPAasiCb Ha PacyYeTHOe 3HaYeHue
YPOBHS CUrHas1a, NosTly4YeHHOE B pasfene PekomMeHaaluy no ycraHoske (HyXKHO NOMyYnTb MakCUMaslbHO
NPUGAMKEHHOE 3HAYEHUE).

2. OTperynupyiiTe NofOXeHNe YyCTPOICTB, HaNpaBUB aHTEHHbI NPUGN3UTENBHO B HaNpaBieHUn apyr
[pyra, Ucrnosb3ysi KapTbl, ONTUYECKYH BUAUMOCTb HA BCTPEYHYIO CTOPOHY.

3. B cnyyae ycTaHOBKM CBA3M MeX/y YCTpoiicTBamMy NPOBECTU CBEEHME YCTPONCTB NOOYEPELHO,
[1061Basicb NOCTENEHHOTO YBENIMUYEHNS 3HAUEHMIA Ha LWKasie RSSI (3HaueHWs MHAMKaLMN NpUBEAEHbI
B pasgene CBeToBas MHAMKALYA) B ABYX MIOCKOCTAX — BEPTUKASIbHOW 1 FOPU3OHTa/TbHOMA.

4. B rop130HTas1IbHOM NI0CKOCTM 0fHA CTOPOHa npoxoauT cektop 45-60 rpagycos — hukcupyet
MakC/MMyM, BTOpasi CTOpOHa — NOBTOPSIET aHa/10rMyHoe AelicTBueE.

5. llanee BbINOHSAETCA BTOPOW NPOXO0Z NO YKa3aHHOMW Bbille cxeme. OKOHYATEsIbHO 3aTAHUTE XOMYTbI Ha
HEMNOABWXHOIM YacTu KPOHLUTeHa. Heo6XxoAMMO yunTbIBaTL, YTO NPY KOCTUPOBKE NonagaHne B 60KOBOWA
NEeNecToK AnarpamMmMbl HANPaBIEHHOCTY MOXET ObITb PACLEHEHO, KaK BbIX0O[, HA MAKCUMaJTbHbIA YPOBEHb
curHana. Ytobbl n3bexarb AaHHOW cMTyaumm Heo6xoAMMO NPOBOANTL MNOJIHbIA NPOX04, B CEKTOPE U
OTMeyaTb HeMHEHOEe 3MEHEHNE YPOBHSI.

6. B BEpTUKa/IbHOIM NI0OCKOCTN MOBTOPUTE MYHKTbI 4—5: NnoBOpaymBalite yCTPOMCTBO HA HEOBXOAMMbIN
yrosi N0OBOPOTa, OPUEHTMPYACH Ha LWKasbl A 1 B, pacnonoxeHHble Ha KpoHwTenHe. Lkana A — yron
HaknoHa napabonnyeckol aHTeHHbI, Wkasia B — yron mecta. 3atem 3adykcmpyinTe nosyYeHHbli yron
Hak/I0Ha C NOMOLLbIO BUHTA Ha LIEMOYKe.
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PucyHok 32 — Lkanbl A 1 B Ha nogBukHOI YacTu KpoHWTEHA
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

7. Mpwu ycTaHoBKe yrna no wkane A ot -10 g0 5 rpagycoB pekoMeHayeTcst AON0/THUTENIbHO (hMKCUpOoBaTb
NOABWXKHYIO YaCTb KPOHLLTEiHA BTOPbLIM BUHTOM M3 KOMM/IEKTA.

.|

PucyHok 33 — [lononHuTtensHas domkcaums NoABMXKXHON YacTh KPOHLUTEHA

8. [1na 6onee TOYHON HOCTUPOBKM MCNO/b3ylTe KoMaHay B CLI, 406MBasiCb MakCMasibHbIX 3HAYEHWIA
YPOBHS cUrHana:

KomaHpga B CLI gnsa 1ocTUpOBKN YCTPOIACTB

WB-3P-PTP2(root):/# monitoring align

ssid | WB-3P-PTP2
channel | 13
frequency | 2472
rssi-1 | -70

rssi-2 | -70
rssi-remote-1 | -66
rssi-remote-2 | -70
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

9 NToroeasi HACTpPOWKa yCTpoMCTBa

1. PekomeHayeTcsa nogobparb M BbICTaBUTbL CTATUYECKYH MOAY/IALMIO HA Touke gocTtyna AP n knneHTe
STA. [ins BbI6Opa cTaTMyeckon Moaynaumm Heobxoanumo 3anyCTuTb HenpepbIBHbIA NUHT 40 AP/STA,
MOCMOTPETL Kakas MOAYyNALUMA BbICTaBUACb aBTOMaTUYeCckn BO BKnaake «MOHUTOPUHT» U YCTAHOBUTb
ee cTaTuyecku B HacCTpolikax, YTo6bl OHa He u3MeHsNack. N HaAEeXHOCTN MOXHO BbICTaBUTb Ha napy
MYHKTOB HVXXE TOW, YTO BbICTAB/ISIETCA aBTOMaTUYECKM.

2. MNpockaHupoBatb 3hup CNeKTpoaHa/IM3aTopoM 1 BbiGpaTb HaMMeHee 3arpy>XeHHbI KaHaul.

© He pekomeHayeTcsa ncnonb3osatk nonocy 40 My B 2.4 'y, npu 3aluymMi1eHHOM 3dmpe.

3. YCcTaHOBUTb UTOrOBbI KaHan BO BKiaake «Radiox.
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10 YnpaBneHue ycTponcTBoM vepes web-nHtepdoeinc

10.1 Hauano pa6oTbl

PykoBogacTBO no akcnayatauuv WB-3P-PTP2

[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,

Opera, Chrome.

2. BeeauTe B agpecHoin cTpoke 6pay3sepa IP-agpec ycTpolicTea.

© 3aBsopackoii IP-agpec yctpolictea: 192.168.1.10, macka nogceT: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN

nosib3oBaresid 1 naposs.

WB-3P-PTP2

3. BBeguTe ums nonb3oBaresnis B CTPOKe «BBeAUTE NTOrMH» U Naposib B CTPOKe «BBeAUTE Naposib».

© 3aBopckue yctaHoBKu: noruH: admin, naposs: password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEH0 MOHUTOPMHIA COCTOSIHUSA YCTPOIACTBA.

MoHuTopHHT Radio AP

BecnposogHoR Kanan
CratucTuka no Tpadmky
CraHuposaHue atnpa
HypHan cobermai
CeTegan UHDopMaLmMa

WHdbopmauwa o
paanounTepdeiicax

Widbopralma o ycTpoiicTee »

EILTEX  WB-3P-PTP2

CeteBrle HacTpokM Cucrema

Mzpenwe

AnnapaTHan sepous
3aeoncron MAC-agpec
CepuitHeii Homep
Bepcua MO
Pezepexan eepcua M0
Bepcua sarpyaumnka
Cucremuoe spema
Bpema paboTw

3arpyska LMY
Mcnonbzyeman namMATe

& OBHOBMTL

WB-3P-PTP2
v
EC:B1:E0:27:AB:50

WP58000043

16.09.2024 11:56:30
0 gH, 06:11:56
19%

419 98 Maiit / 237 MBaiit
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5. MNpy HeoBXOANMOCTU MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WB-3P-PTP2
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

eLTeEX

MoHuTOpKHT Radio AP

BecnposogHoit kanan
CratmcTuka no Tpadmey
CraHuposaHue 3dnpa
MypHan cobermai
Cetesan uHdopmauua

WHdpopmayua o
paguouHTepdeiicax

WMHdroprauma ob yeTpoiicTee >

WB-3P-PTP2

CeTeBrle HACTPOMKEM Cucrtema

Mzpenve

AnnapaTHaA BepcuA
3aeoacron MAC-agpec
CepuiiHeii Homep
Bepcua MO
Pezepe-an sspoua M0
Bepcua sarpyzunka
CucTemHoe BpeMA
Bpema paboTw

arpyzka LMY
Mcnonszyeman namats

2 O6HOBMTL

WEB-3P-PTP2
vl
EC:B1:E0:27:AB:50

WP58000043

16.09.2024 11:56:30
0 an, 06:11:56
n
19%

419 98 MGaitT / 237 MBaiT

/

10.2 CwmeHa nonb3oBaTtenei

Ha ycTpoiicTBe cylecTByeT ABa Tvna nonb3oBatesneii: admin n viewer:

- admin (naposb No yMmonuyaHuto: password) MMeeT NosHbI AOCTYN K YCTPOWCTBY: UTEHKE 1 3anuUChb

NO6BbIX HaCTpPOEK, NOJSHbIN MOHUTOPUHI COCTOAHUA yCTpOVICTBa.

- viewer MMeeT NpaBo TO/IbKO MPOCMATPUBATh BCHO KOH(UIypaLuio YCTPOiCcTBa 6€3 BO3MOXHOCTY YTo-
nM60 peaakTMpoBaTb, MOHUTOPUHI COCTOSIHWS YCTPOICTBA JOCTYNEH B NMO/IHOM 06bEME.

ELTEX

MoHUTORHHT Radio AP

WB-3P-PTP2

CeTeebie HACTPOMKK CucTem

Mpu HaXaTMKN Ha KHOMKY «BbIXxoa» TeKyllasi ceccus nonb3oBarens GyeT 3aBepLieHa, 0To6PasnTCst OKHO

aBTOpU3aLUM:

[nAa cMeHbl goctyna HGO6XO,C|,I/IMO YKa3aTb COOTBETCTBYHOLNE NMA NOJIb30BATE/IA U NMapo/ib, HaXKaTb KHOMKY

«BonTu».

WB-3P-PTP2

PykoBogacTBO no akcnayatauuv WB-3P-PTP2
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.3 MpumeHeHne KoHdurypaumm n 0TMeHa U3MEHEHNI

1. MNpumeHeHre KoHurypaLmm

°
Mpy HAXXaTUN KHOMKM 3anyckaeTcs npoLecc CoOXpaHeHUst KOHUrypauum Bo

flash-namsTh ycTpoiicTBa 1 NpUMEHeHNe HOBbLIX HACTPOEK. Bce HAcTPOIikX BCTynatoT B cusly 6e3
nepesarpysku ycTpoicTaa.

B web-uHTepdpeiice peann3oBaHa BrlyasibHasi MHAMKALWMS TEKYLLETo COCTOsIHIS NpoLecca NPUMEHEHMS]
HacTpoek (Tabnuua 4).

Tabnuua 4 — BusyanbHast UHANMKaLUS TEKYLLIEr0 COCTOSIHUSI NpoL,ecca NPMMEHEHNS HAaCTPOeK

BHeluHwWii Bug, OnucaHue coCTOSIHUSA

Mocne HaxaTusi Ha KHOMKY «[pUMEHNUTb» NPOUCXOAUT NpoLiecc
MPVMEHEHWSI U 3amn1cy HACTPOEK B NaMsiTh yCcTpoiicTea. O6 aToM

NHAOPMUPYET 3HAYOK [l B HA3BaHUW BKIAAKN U HA KHOMKe
«[pUMEHNTb».

O6 ycneLwwHoM COXpaHeHUn U NPUMEeHEeHUN HacTpoek nHdopMupyeT
o TIpUMEHUTS y p p p thopmupy
3HA4YO0K B Ha3BaHMN BKNaaKN.
2. OTMeHa U3MeHeHuM

© OTmMeHa n3MeHeHW NPON3BOANTCS TOMBKO [0 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxaTum Ha
KHOMKY «[TPUMEHNTBL» N3MEHEHHbIE Ha CTPaHULIE NapaMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS
N COXpPaHeHbI B NaMsiTb YCTpoOCTBa. [ocne HaxkaTusi Ha KHOMKy «[pMeHUTbL» BO3BPAaT K NpeablayLmm
HacTpolikam 6yaeT HEBO3MOXEH.

o %0
KHomMKa OTMeHbI U3MEHEHUIT UMEeeT BUZ; T
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.4 OcHoBHble 31eMeHTbI web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

MoHUTOpPHHT

=]

(TEX

Radio AP

becnpoeogHoit kaHan

CramvcTuka no Tpa

dhviky

CranupoeaHue agmpa

HypHan cobeimii

9]
far
]
o1}

A MHpOpMaLMA

Whdboprauma o

paguonHTEpgD

WMhdhopmauma ob yeTpoiicTee »

000 Mpednpusmue "3amexc”, 2024

WB-3P-PTP2

CeTeBkle HAacTpolikm Cuctema

Mznenue

AnnapaTHan BepcuA
3asogckon MAC-agpec
CepuitHeli Homep
Bepcua MO
Pezepear espcua M0
Bepcua aarpyaumka
CucTemHoe BpeMA
Bpema pabots

3arpyska LUTY

Wcnon b2yeman NaMATe

%
7

WB-3P-PTP2
v2
EC:B1:E0:27:ED:CO

WP58000062

17.09.2024 05:55:48
1 an, 00:14:18

3%

;3;9 103 Mbaiitt / 237 MEait

Bepcur 10: 2.1

=)

{Bepcum WEB:

OKHO No/b30BaTeNIbCKOTO UHTEpdielica pasaeseHo Ha NsATb 06/1acTeil:

1.

o w

Bknagku MeHo — An1s rpynnupoBKu NoAMEHI0 No KaTeropusiMv: MoHUTopuHr, Radio, AP (MeHto «AP»
[OCTYIMHO TO/IbKO B pexume yctpoiictBa «Touka goctyna PTP») unu STA (meHto «STA» AOCTYNHO
TONbKO B peXume ycTponctBa «KnueHT»), CeTeBble HacTpoiiku, Cucrema.
Bbi60op s3blka MHTepdpelica 1 KHonka (BbIxo), NpeAHa3HavyeHHas /1 3aBepLleHns ceaHca paboTbl B
web-nHTepdelice nog gaHHLIM NONb30BaTENEM.

Bknagku nogMeHto — AN ynpasfieHus NonemMm HacTpoek.

Mone HacTpoek yCTpoincTBa — 415 NPOCMOTPa AaHHbIX 1 KOHUrypaumn.

MHdpopmaumoHHoe none, otobpaxatoliee Bepcuto MO, ycTaHOBMNEHHYIO Ha YCTPOIACTBE.
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.5 MeHo «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

10.5.1 MoameHto «<becnpoBoaHOM KaHas»

B noameHto «becnpoBOgHOIA KaHan» 0To6paxaeTcs NHopMauus 0 COCTOSTHUM NoAKYeHHbIX Wi-Fi
KNMEHTOB. MIHdhopMaLms No NOAKIUEHHbIM KNIMEHTAM HE 0TOBPaxXaeTcs B peasilbHOM BpeMeHu. [41s Toro
yT06bl 06HOBUTbL MHPOPMALMIO HA CTPaHKULLE, HEOOXOAMMO HaxKaTb Ha KHOMKY «OBGHOBUTbY.

SWELTEX  WB-3P-PTP2

MoHHTOpMHT Radio AP CeTegkle HACTPOIKM Cuctema - (Bbix0a)

BecnposoaHoi kaKan > & ObioeuTH
CramicTika no Tpadry s - T
in
CanmpoBarme atbwpa Wma Link Link Quality RSSI, SNR, BW, BW, Bpema
Ne xocta IP-agpec MAC-anpec Wutepdeiic Capacity Quality Common obm ob TxRate RxRate My My paboThl
Hypran cobermi 1 WB 10248075 ecble027edcd wland 83 88 91 46 30 HENSS2 HENSS2 20 20 29:28:35
3P- MCS7 MCS5

Cetesan uHdopmayua PTPZ 1721 13786

Wrcboprsanyes o MNepepaxo / npunATo Bcero, Badt 18 912 254/ 169 506 Mepeaano ¢ owmbramu, nakeTos
paguonHTepdbelicax
NMepenaHo / NpWHATO BCErD, NAKETOB 180 81272063 MNoeTops! Nepeaaqy 3a NoCNemHy9A NepHo,
Wuchbopmauwa ob ycTpoiicTas B nakeTos
MNepeparo / npuHATo AaHHLR, BaiT 18 910 827 / 168 726 _
OBLLge UMCno NOETOPOE Nepefaql, NakeTos 17 451
MepenaHo [ NPUHATO DaHHELX, NAKETOE 180 789 /2 041 _
CropocTe nepedaun / npuena, Kéut/c 0/0
Moaynsauma MNepegano naketoe lMpuHATO NakeToB

CCK1 0 0% 38 2%
CCK2 0 6 0%
CCK35 0 0% 6 0%
OFDME 0 7 0%
OFDM9 0 0% 18 1%
OFDM12 0
OFDM18 0
MCS0 0

0

NSS1-MCS0

* Ne — HOMep NMOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

* VIMs1 xocma — ceTeBOoe MMs YCTPOICTBa;

* IP-adpec — IP-agpec NoAKHYEHHOIO YCTPOCTBE,

* MAC-adpec — MAC-agpec NOAK/IHYEHHOTO YCTPOICTBa;

* MlHmepcpetic — nHtepgoeinc Blanmopenctans WB-3P-PTP2 ¢ nogknto4eHHbIM YCTPOUCTBOM;

* Link Capacity — napameTp, KOTOpbIi 0TO6paxaeT aPPEKTUBHOCTb NCNO/Ib30BaHUA 6ECMPOBOAHbIM
MOCTOM MOAY/ALMM Ha nepefadvy. PaccuntbiBaeTCa NCXOAA U3 KOIMYECTBa NakeToB, NepefaHHbIX Ha
Kax0i Moaynsauumn A0 BCTPEYHOTO YCTPOMCTBA, U MOHMKALWNX KO3adrumeHToB. MakcumasibHoe
3HaueHne — 100% (o3HauyaeT, UTo BCe NakeTbl NepeaatnTcs A0 BCTPEUYHOro YCTPOCTBA Ha
MaKCUMaJsIbHOM MOAYNALMN AN MaKCUMa/IbHOTO Tvna nNss, NoA4epX1MBaeMoro BCTPeUHbIM
yCTPOICTBOM). MHMMasIbHOE 3HaYeHne — 2% (B clyyae, Korga nakeTbl NepefarTcst Ha MoAY ALK
nss1mcs0 ans BCTpeyHoro ycTpoiicTea ¢ nogaepxkoii MIMO 3x3). 3HaueHne napameTpa
paccunTbiBaeTcs 3a nocnegHuve 10 cekyHa;

* Link Quality — napameTp, KOTOPbIi 0TOGPaXaeT COCTOSHUE /IMHKA [0 BCTPEYHOro YCTPOICTBAa,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbIX BCTPEYHOMY
yCTpoiicTBy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCL C NEepPBO
MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HM OAMH NakKeT A0 BCTPEYHOrO YCTPOICTBA He 6bin1 yCNeLHo
oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXkaeT COCTOAHME NINHKA 40 BCTPEYHOro YCTPOWCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbIX BCTPEYHOMY
yCTpoiicTBy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NEepPBOl
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PykoBoacTBo no akcnyataumn WB-3P-PTP2

MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6bl/1 yCneLHo
oTnpas/ieH). 3HaueHne NapaMeTpa paccunTbIBAeTCS 3a BCE BPEMS NOAK/MOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabombl — BpeMA COeANHEHUS,

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOE YCTPOCTBO
oaiT;

[NepedaHo/npuHAMo Bce20o, Nakemos — KOJIMYECTBO NnepefaHHbIX/NPUHATBIX Ha NOAK/HYEHHOe
YCTPOWCTBO NAKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHAMo OaHHbIX, Nakemos — KOJIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/HYEHHOe
YCTPOMCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJINYeCTBO NaKeToB, NepefaHHbIX C olWrbKaMu Ha NOAK/IHYEHHOoe
YCTPOWCTB;

[Mosmopsb! nepedayu 3a rnoc/sedHul nepuood, nakemos — KOJIMYeCTBO NMOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

Obuwee yuc/10 MOBMOPOB fepedayu, nakemos — KONIMYeCTBO NMOBTOPOB Nepesayn Ha NoAKNHYEeHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HACTOALLMIA
MOMEHT BPEMEHM.
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10.5.2 TogmeHto «CTaTncTUKa no Tpaguky»

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcsa rpaddukm CKopocTn npyema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BK/1HOYEHMA 6ecrnpoBOfHOro Mocra.

ELTEX  WB-3P-PTP2

MonuTopKHr Radio AP CeTeBkle HACTPOMKM Crctema - (Eboa)

WLANO Tx/Rx kbps

Roc 0 kbps (max: 0.1 kbps)
@ Tx 2.8 kbps (max: 4.6 kbps)

EecnposogHoii kanan

CramucTuka no Tpadimey » ""3’3
. 43 4
Crannposarne achvpa 4]

iy L 36 4
HypHan coGemai 33 ]

34

CeTesan MHQopMaUna 27 ]
24 4

Whdhoprals o 21 3
paavonHTEpdelicax 124
15 4

Wudopmatma ob yeTpolicTes 12 4
0.9 4

0.6

03

[

T T L | T T T T L} T T LI B T T T T T T L} LI B T T T T T
16:3010 16:30022 16:30:34 163046 163058 163110 163122 16:3134 163146 1631558 163210 163222 163234 1632456 163258 163310 ts
LAN Tx/Rx kbps
R 11 kbps (max: 11 kbps)
@ Tx 5.7 kbps (max: 6.1 kbps)
kbps
11 <
10.3 4
95 4
8.8 4
81 ]
7.3 ]
66 4
50 ]
51 4
44 ]
a7 4
29 4
22 4
15 4
0.7 3
0 T L B | T LN — T T T T T U 7T LI — T L

16:3010 16:30:22 163034 163046 1630558 163110 163122 163134 16:3145 1631558 163210 163222 163234 163245 163258 163310 ts

Mpadhmk LAN Tx/Rx nokasbiBaeT cKOpoCTb Npuema/nepegayun tpaduvka yepes Ethernet-untepdeiic
6ecnpoBoAHOro MocTa 3a nocnegHme 3 MUHyTbI. Mpachmk aBToMaTMyYeckn 0BGHOB/ISETCA KaXable 6 CeKyHA,

Mpadmk WLANO Tx/Rx nokasbiBaeT CKOPOCTb Npuema/nepegaun Tpadguka yepes Radio-
NHTepenc 6ecnpoBoOAHOIO MOCTa 3a nocsieaHne 3 MUHyTbl. padonk aBTOMaTtnyeckn 06HOBNSAETCS Kaxdble 6
CeKyHA,.
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakKeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MNepenaHo v
Wutepdpeic Bcero naketor Bcero bant OrbpoweHo nakeToR
LAN 27640 14125619 0

WLANO 396229 39008319 0

Ownbru

OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgelic — nma nHTepdeinca,

* Bcez2o nakemos — KO/IM4eCcTBO YCNeLLHO NPUHATBIX NakeToB.;

* Bcezo 6alim — KOM4eCcTBO YCMNeLHO NPUHATLIX 6aliT;

* OmO6pOoWeHO rnakemos — KOJIMYECTBO MakKeToB, OTOPOLLEHHbIX NPV NOyYEHUY;
* OwubKu — KO/IMYECTBO OLLMOOK.

MpUHATO v
WuTepdeic Bcero naketoe Bcero Gawt OtBpoleHo nakeToe
LAN 647429 96201249 0

WLANO 8638 5140680 0

Owmbrn

0

0
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10.5.3 TMoameHto «CkaHMpoBaHue achmpar

B noameHo «CkaHupoBaHue 3achmpa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKPYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

—
I TEX  WB-3P-PTP2
MoHUTOpHHT Radio AP CeTesrle HACTPOIKM Cuctema - (ecxoa)
BecnpoBoaHoil kasan e <TTIEEN A [Tocnegwes craquposanie Geine 18.09.2024 12:36:27
Cramctuea no Tpadmey
pam 241y
Cranvposakite supa > uanazoH SSID Pesxum HezonacHocTH MAC-appec Kawnan / lnpuna RSSI, gbm
HypHan cobermi 24y Open £8:13-E2:35:1F 00 13720 24
CeTesan MHDOpMaLMA 24Ty WRAZ_TXWWPAZ_1X 66:13:E2:35:D1:E1 6120 -34
WrchopraLma o 24y WPA2_1X EC:B1:E0:0A:3E:61 6/20 -34
paguouHTEpdhericax
24y Open EC:B1:E0:2B:DF:70 13120 -34
WrchopuaLa o6 ycTporicTee 24Ty WPAZ_1X E45ADAE2.CAAT 1720 35
24Ty Open CCO9DA2FEAEN0 1720 -35
24y Open E4:5AD4E2:.C4AD 11720 35
24y WPA2 CC:OD:A2.FT7-7D:31 1720 -39
24y Open ECB1.E0:0A:3EE3 620 -39
24y Open EC:B1.ED:0A:3EE4 6/20 -40
24y WPA2_1X 68:13E2:35:C3:01 6/20 -42

[nsa 3anycka npouecca ckaHMpoBaHUs ahmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLUeHunst
npougecca Ha CTpaHuLe NoSABUTCSA CNMCOK 06HAPYXXEHHBIX B paano3adinpe ToUek AoCcTyna 1 MHhopMaums 0 HUX:

+ [locsiedHee ckaHUposaHue 6bli/10... — AaTta U BPeMs NOCNeLHEro CKaHMPOBaHWS;

+ [uana3oH — yKka3biBaeTcsa AvanasoH 2.4 Ty, B KOTOPOM Obl1a 06HapyXeHa Touka 4OoCTyna;

+ SSID — SSID o6Hapy)XeHHOI TOYKM A0CTYyNa;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYNa;

* KaHasi/lLlupuHa — pagnokKaHasl, Ha KOTOPOM paboTaeT ob6HapyXXeHHasa Touka AOCTyna;

* RSSI/ — ypoBeHb, C KOTOPbIM YCTPONCTBO NPUHMMAET CUrHa 06HapYy)XEHHOIM TOUKM AOCTyna, ABM.

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWS 3dhmpa pagronHTepdelic ycTpolicTea 6y4eT OTK/IHOUEH, UTO
npuBeaEeT K HEBO3MOXHOCTY Nepeayn AaHHbIX A0 BCTPEUYHOrO YCTPOCTBA BO BPEMSI CKAHUPOBAHMSI.
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10.5.4 TMogmeHo «)KypHan cobbITUIA»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

=L TEX  WB-3P-PTP2
={TE -3P-
MouuTopuHr Radio AP CeTeBble HACTPO#KKM Cuctema - BbX0g,
becnposogroi kasan & OBHOBMTL @ OumeTuTs
CramvcTuka no Tpadwiky
! Hata u
Cxanuposarite sthipa Bpemsa Tun Mpouecc Coobuienne
~ Sep 18 daemon.info  scanwlan[9316] scan on interface 'wlan0’ finished
HypHan coBermai » 12:36:27

Cetesan vHdpopmauna Sep 18 daemon.info scanwlan[9316] start scan on interface ‘wlan(®

12:36:02
Whdhopmauma o
paauovHTepdelicax Sep 18 daemon.info  networkd[482] DHCP-client: Interface br0 renew lease on 10.24.80.152.
11:41:51
MiHbopmauma ob ycTpolicTee . . ~

Sep 18 daemon.info networkd[482]  DHCP-client: Interface br0 renew lease on 10.24.80.152
10:41:51
Sep 18 dasmon.info  networkd[482]  DHCP-client: Interface br renew lease on 10.24.50.152.
09:41:51
Sep 18 daemon.info  networkd[482]  DHCP-client: Interface br0 renew lease on 10.24.80.152.
08:41:51
Sep 18 daemon.info  monitord[588] event: 'disassociated by AP" ip: 0.0.0.0 mac: EC:B1E0:27-AAT0 ssid: "WB-3P-PTP2' interface: wianl channel 8 rssi-1 -100 rssi-2
06:03:20 -100 location: root' reason: 5 description: 'Unable to handle STA'

+ [ama u spemsi — Bpemsi, Korga cobbiTue 6b110 CreHepMpPOBaHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ poyecc — nms nNpougecca, CreHepMpoBaBLUEro CoobLeHE;

+ CoobuwjeHue — onucaHmne coobITus.

Tabnmua 5 — onucaHne KaTeropuii Ba&XXHOCTWN COObITUIA

YpoBeHb Tun BaXXHOCTU OnucaHue
Co00LeHni
0 UpesBblyaiiHble B cucTteme npousoLunia Kputuyeckas owmnoka, cuctema MOXeT paboTtatb
(emergency) HenpaBu/IbHO
1 CurHansl Tpesoru (alert) Heob6xoaumMo HeMea/IeHHOe BMeLLaTelbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 Owwn6ouHble (error) B cucTeme npousoLusia owmnéka
4 MpeaynpexaeHus MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBeAoMeHne cuctembl, HeaBapuitHoe coobLueHne
6 VH(hbopmaLoHHbIe VIHdhopMaLMOHHbIE COOBLLIEHMS CUCTEMBI

(informational)

7 OTtnagouHble (debug) OTnago4Hble COOBLLEHMS NPEAOCTaBSAT NOb30BaTE/0 UHDOPMALIMIO AJ1S
KOPPEKTHOWN HACTPOVKN CUCTEMBI

[n15 nonyyYyeHns HOBbIX COOOLLEHUI B XXypHasie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.
Mpyn HEO6XOAMMOCTN BCE CTapble COOBLLEHNST U3 XXypHaIa MOXHO YAA/IUTb, HAXXaB Ha KHOMKY «OUnNCTUTb».
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10.5.5 lMoameHio «CeTeBas MHGOpMaLUSa»

PykoBogacTBO no akcnayatauuv WB-3P-PTP2

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

LTEX

MoHuTopuHr Radio AP

Becnpogoaroi kaHan
CrammeTika no Tpaduky

CraHvpoearie stupa

HypHan cobeimii
Ceresan MHCDOPMALMA >

Whchopmanua o
panvouTepdeiicax

Wicpoprmaupa o ycrpoiictee

WB-3P-PTP2

CeTesble HacTpoiiku Cuctema

Cratyc WAN
WHTepdeiic
Mpotoken
IP-anpec
MpunAto
Mepenaro

Ethernet

CocToAHue nopTa
Cropocrs

Tynnerc

ARP ~
Ne IP-agpec
0
1
2
3
4
5
6
7
MapLpyTel v
Ne WHTepdpeiic

0 brd

1 br0

DHCP

91.9 MBair (96 363 418 Bair)

13.6 MBan (14 278 434 Banr)

Up
1000

Full

MAC-appec
74:56:3C:8ABT-F0
EO:DSEIESET40
DB8:5E:D3:60:AD:F4
F4:F2:6D:02F7:8A
D8:5E:D3:60:AD:F2
18:C0-4D:C8:0A-DB
14:DD-AS:E1:5F3A

60:E3:27.00.FC:D8

Haznauenne Winkoz Macka
0000 10.24.80.1 0000

10.24.80.0 0.0.00 255.255.255.0

®nam

uG

Craryc WAN:

* MlHmepdpelic — nms bridge-nHtepdelica;

* [Mpomoko/1 — NPOTOKO/, UCNob3yeMblid ana goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLHEN CETY;

* [IpuHSIMO — KONNYecTBO NPUHATLIX Ha WAN 6airT;

* [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue rnopma — coctosiHue Ethernet-nopta;
+ CKopocmb — CKOPOCTb NoAKNtoYeHus no nopty Ethernet;
* Jynnekc — pexvm nepegayv gaHHbIX:
* Full — nonHbIi gynnekc;
* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmaums o cootseTcTeun IP- n MAC-afpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;

+ MAC-adpec — MAC-agpec ycTpoicTsa.

MapuipyTbil:

* MlHmepdpetic — nms bridge-nHtepdeiica;

* HasHaueHue — IP-afipec XocTa Wi NoACETN Ha3HAYEHWS, 10 KOTOPbIX YCTAHOB/EH MapLLpYT;
* Lmo3 — IP-aipec Wno3a, Yepes KOTopbIii OCYLLECTBSIETCS BbIXOA HA aapecara;

* Macka — macka nogcetu;
+ ®s1a2u — onpefeneHHble XxapakTepUCcTUKN JaHHOIO MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLyM Ha NOKasTbHO cucTeMe, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHVMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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10.5.6 MogmeHto «MHhopmauns o pagnonHtTepdence»
B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca

6ecnpoBogHOro MocTa.

PykoBogacTBO no akcnayatauuv WB-3P-PTP2

=TEX

MOHMTOPHHT Radio AP

BecnpoBoHOM KaHan
CTaTMCTHKA NO TpadmKy
CKaHMpoBaHHe aupa
HypHan cobbITHi
CeTeBas MHPOPMALMA

MHEopMALMA O
pafuoMHTEpdeiicax >

MHopMaLua ob yeTpoicTee

WB-3P-PTP2

cTE

B

b€ HACTPOMKK Cuctema

Radio2.4 'y
Craryc
MAC-agpec
Pexum
KaHan

LLIMpMHA KaKana, My,

BEMHYEHD
EC:B1:E0:27-AB:50
|EEE 802.11ax

8 (2447 ML)

20

-

(Bblx00)

PagunonHTepdelic 6ecnpoBOAHOI0 MOCTa MOXET HaXOAUTLCS B ABYX COCTOSIHUAX: «BKIHOUEHO» nnn
«BbIK/Io4eHO». CTaTyc MHTEpdeica 3aBUCUT OT TOro, COEAUHEH N 6eCnNpPoBOAHO MOCT. B criyyae ecnu
MOCT HaCTPO€EH — UHTepdeiic ByAeT HaXoaUTLCA B cTaTyce «Bk1ueHo», MHauye — «BbIK/IHYEeHO».

B 3aBUCKMMOCTM OT cTaTyca nHTepdpeiica 4181 MOHUTOPUHra AOCTyMNHa cneaytolas MHopMaums:

«BbIKNHOYEHO»

« Cmamyc — COCTOsIHVE paauonHTepdeiica;

+ MAC-adpec — MAC-aapec pagnonHTepdeiica;
+ Pexum — pexum paboTtbl paanonHtepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKIHOYEHO»

« Cmamyc — COCTOsIHVE paanonHTepdeiica;

+ MAC-adpec — MAC-aapec pagnonHTepdeiica;
+ Pexum — pexum paboTtbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;
+ KaHas — Homep 6ecnpoBOAHOrO KaHana, Ha KOTopoM paboTaeT paanonHTepdeiic;

* LllupuHa kaHasna — WPUHA NOJIOCkl YAaCTOT KaHaa, Ha KOTOPoM paboTaeT paauonHTepdeiic.
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.5.7 MogmeHio «MHdopmaLmsa 06 ycTpoicTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepnuctnkm WB-3P-PTP2.

MoHUTOpPHHT

ELTEX

Radio AP

BecnpoeogHoi kanan
CratMcTiea no Tpadmky
CraHwposanue awpa
HypHan cobsmai
Ceteran wHbopMaLma

Whdboprauma o
paguonHTepdelicax

WMHdroprauma ob yeTpoiicTes »

WB-3P-PTP2

12 HACTPOWEN

Cucrema

Mzgenue

AnnapaTtHan BepcuA
3asoackon MAC-agpec
CepuitHeii Homep
Bepcua MO

Peazepeqan eepeua MO
Bepcua aarpyaumka
CucTemHoe BpeMA
Bpema paboTes

3arpyzka LMY
Mcnonsayeman namats

& OBHoBUTL

- (Belxoa)

WB-3P-PTP2
vl
EC:B1:E0:27:AB:50

WP58000043

16.09.2024 11:56:30
0 gn, 06:11:56
o
19%

41% 98 MoaitT / 237 Mbait

Vi30enue — HaMmeHoBaHe MOAENN YCTPOICTBA,;
AnnapamHasi sepcusi — BepCUsi annapaTHoro obecneyeHunst yCTponcTea;
3asodckoli MAC-adpec — MAC-agpec WAN-uHTepgieica yCTpPONCcTBa, yCTaHOBEHHbI 3aBOA0OM-

N3roTtoBuUTENIEM,

CepuliHbIli HOMEpP — CEePUIHbBIA HOMEpP YCTPONCTBA, YCTAaHOB/EHHbIV 3aBO40OM-U3roTOBUTENEM,
Bepcus MO — Bepcus nporpaMMHOro obecneyeHns yCcTponcTea,;

Pe3epsHasi sepcusi 10 — npeablayuias yctaHoB/ieHHada sepcus MNO;

Bepcus 3a2py3yuka — Bepcus NporpammMHoOro obecneyeHns 3arpy3ymka yCcTpomucTea;

CucmeMHoe BpeMsi — TeKyLune BpeMs 1 arta, yCTaHOB/IEHHbIE B CUCTEME;

Bpemsi pabombl — Bpems paboTbl C MOMEHTa Noc/IeHEero BKAKYEHNSA Uan nepesarpysku yCTpoUCTBa;
3azpy3ka LIy — cpefHuin NpoLeHT 3arpy3ku npoweccopa 3a nocnegHue 5 cekyHa,

Vicnonb3dyemasi namsime — NPOLEHT NCMNO/b30BaHNSA (PU3NYECKO NaMsaTn YCTPOMCTBa.
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PykoBoacTBo no akcnyataumn WB-3P-PTP2

10.6 MeHio «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

10.6.1 MoameHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

LTEX  WB-3P-PTP2

MoHuTOpuHr  Radio AP CeTeBble HAacTpoikn  CucTema U~  (8bixon)
Radio » Odwune
[ononHUTENLHO PexuM yCTpoiCcTea Touka goctyna PTP v
Pesum §02.11 IEEE 802.11ax v

ABTOMaTUYECKWI BbIGOP (]
KaHana

KaHan 8 (2447 MI'Y) v
WnWpKHa kaHana, My 20 v
IMOLHOCTE CMrHana, aoEm 8 v
KaHanbHan ckopocTe Auto v
nepefaqm
PaccToAHue, Kk 0

* Pexxum ycmpoticmsa — pexum paboTbl pagnonHTepderica yctporictaa. [JoCTynHbl:
+ Touka docmyna PTP;
* KnueHm — 6ecnpoBogHo knneHT (STA).

* Pexxum 802.17 — pexxum paboTbl MHTepdeica cornacHo ctaHgapTam:
+ IEEE 802.11ax;

IEEE 802.11n/ax;

IEEE 802.11b/g;

IEEE 802.11b/g/n;

IEEE 802.11b/g/n/ax.

* ABmomamuyeckul B8bI60p KaHas1a — Npn yCTaHOBNEHHOM chriare Touka 6yaeT aBToMartnyeckn Bobldbvparb
HaVMeHee 3arpy>eHHblii pagnokaHan ans pa6otsl Wi-Fi-uHtepdoeiica. MNpu cHATOM donare oTKpbliBaeTcs
[OCTYN AN YCTaHOBKM CTaTUYeCckoro paboyero kaHana;

* KaHas — BbI6Op KaHaa nepefayn gaHHbIX;

+ O2paHuyums CrucoK kaHas108 — NP YCTaHOB/IEHHOM (priare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHNYeHHbI Nob3oBaTeNIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnynTb CNMCOK KAHaUI0B» HE YCTAaHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/I0B AaHHOro
AnanasoHa yYacToT. KaHasnbl gnanasoHa 2.4 y: 1-13;

* llupuHa kaHasna, My — WnpmnHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HaveHmnsa 20 n 40 Ml

+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYeCKn
3afjaHHoro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o6nacTtu. 3Tn ABa kaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBLIM U
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PykoBoacTBo no akcnyataumn WB-3P-PTP2

BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NOoAAEPXKMBAIOT TOIbKO
nosaocy nponyckaHnsa kaHana 20 Mru;

+ Upper — nepBuU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MIMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MIy, B nonoce 40 MIy,
MowHocmb cuzHasia, 0bM — perynuposka MOLHOCTK curHana nepegaryuunka Wi-Fi B gbwm;
KaHasibHasi ckopocms nepedayu — hMKCMpoBaHHaA CKOPOCTb 6eCcnpoBOAHON Nepesayn AaHHbIX,
onpegensiemas cneundgukaumamm ctaHgaptos IEEE 802.11b/g/n/ax;
PaccmosiHue, KM — pacCcTosiHue Mexzay YCTpoincTBamu B KuiomeTpax. IameHeHne 3HaveHus
paccTosHMA N3MEeHUT 3HaYeHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYH CTOPOHY.
Hanpumep, ecniv pacctosiHe Mexay ycTporicTBamu 3,2 KM, TO HE0O6X0AMMO yKa3aTtb 4 KM.

B cnyuae, ecnv B cnimcke «OrpaHMumTb CNMCOK KaHa/10B» YKa3aH HeAoCTYNHbIA 415 Bbibopa kaHasl, To
OH ByeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBasi KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnynTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHWM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, N0 ymMmonyaHuio Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas », MPUHUMAatOLLMIA 3HAYeHne no

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaauTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHble AaHHble cogepxar
OLWNGKMN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(PUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNMCOK KaHasI0B», He NOAXOAST Nog, onpeaeneHne «OCHOBHO kaHas» = Lower.
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PykoBoacTBo no akcnyataumn WB-3P-PTP2

B pasgene «[ononHMTEeNbHO» OCYLLECTB/ISOTCS HACTPOVKM AONONHUTENbHLIX NapaMeTpoB paavonHTepdeiica
yCTpoOlicTBa.

OononHUTENBHO v

OBSS Coexistence O
KOpPOTKMIA 3aLLUMTHBIA UHTEPEAN (]
STBC O

MepHod oTNPaBKK CHYHEGHBIX 100
COOBLIEHWH, MC

Mopor parmeHTaLMH 2346
Mopor RTS 2347
Arperauns
KopoTkas npeamyna
Wi-Fi Multimedia (WhMM)
Peum patotel DHCP Snooping ignore v

BrniounTe QoS O

* OBSS Coexistence — pexvm aBTOMaTMYECKOro YMEHbLUEHNS LUMPUHBI KaHaut1a Npu 3arpy>XeHHoM
pagmnoachupe. MNpu yctaHOBNEHHOM ¢h/iare peXXum BKJ/THOUEH,;

+ Kopomkul 3awumHbIl uHmMepsas — NoAAepXKa YKOPOUEHHOro 3aLlMTHOro nHTepeana. becnpoBogHol
MOCT nepegfaeT AaHHble, ucnonb3ys 400 He 3awuTHbIA nHTepBan (BMecTo 800 HC) Npu 06LEHNM CO
BCTPEYHbIM YCTPOMCTBaMU, KOTOPbIE Takke NoAAePXMBAOT KOPOTKUIA 3alLMTHBIA MHTepBaUT,

+ STBC — meTOo4 NpPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOIO KOAMPOBaHUS, HanpaB/eHHbIV Ha MNOBbILLEHNE
HaeXHOCTU nepefayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eC/n BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTeHH. Ecnin chnar He ycTaHOB/EH, yCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;

*+ [Mepuod omnpasKu c/y)XebHbix coobuwjeHul, MCc — nepuog nocbisikn Beacon-thpeiimos. ®peimbl
nepegaroTcsa ans obHapyXeHns BCTPEYHOro YCTpoKicTBa B achmpe, npuHumaet 3HavyeHnsa 20—2000 mc, no
ymonyaHuio — 100 mc;

* [Mopoz chpacmeHmayuu — nopor hparmeHTaumm opeinma, B 6antax. NMprHumaeTt 3HaveHunsa 256—2346,
no ymonyaHuio — 2346;

* lMopoez RTS — ykasbIBaeT 4unC/0 GaiiT, Yepe3 KOTOPOE NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME JAHHOTO 3HAUYEHMSA MOXET Y/yULINTL PaboTy 6€CnpPoBOAHOIO MOCTa NpK GOSbLLIOM
KO/IM4ecTBe NOAKMHYEHHbIX BCTPEUHbIX YCTPOWCTB, O4HAKO0 3TO YMEHbLUAEeT 06LLYH0 MPOMYCKHYHO
cnocobHocTb 6ecnpoBogHol ceTu. MprHMMaeT 3HaveHnsa 0—2347, no ymonyauuio — 2347,

+ Agpezayus — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNo/ib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Wi-Fi Multimedia (WMM) — BkntoueHne nogaepxkn WMM (Wi-Fi Multimedia);
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* Pexxum pabomsl DHCP Snooping — Bbl6op nonntukn o6pabotkn DHCP onunmn 82. locTynHble 3HaYeHus
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne No YMOMHaHNIo;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaTb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
+ custom — 3ameHa 3Ha4veHus napametpa CID Ha 3HaueHVe, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHns:

+ ClientMAC — nameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4veHune No ymosiHaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksmoyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKLUNMiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

AP EDCA Parameters
Oyepegk AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7 15

v 1023 ~

Data 2 (Best Effort)

w
@
<
@
7
<

Data 1 (Bugeo) 1 -

Data 0 (Fenoc) 1 - - v 47

Station EDCA Parameters
Ou4epeab AIFS cwMin cwMax TXOP Limit

Data 3 (®@oH) 7 15

v 1023~

Data 2 (Best Effort)

1023 ~

w
o
<

Data 1 (Buneo) 2 7 v 15 v 94

Data 0 (Fonoc) 2

~
<
.
5
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* AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB 6ecnpoBoHOr0 MocTa (Tpadmk nepegaercs
OT 6ecnpoBOAHOI0 MOCTa K BCTPEYHOMY YCTPOICTBY):

* Ouepedb — NpeponpeseneHHble ovyepean 418 pas/IMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONPUOPUTETHAA OYepesb, BbicOKasi NPOMNYyCckHasi CNOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3a4epxka. B gaHHyo ovepefb O0TnpasiseTcs 60/bUNHCTBO TPaAULMOHHBIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS 04EPEAb, MUHMMasTbHbIE 3aePXKN. B AaHHO
ouyepeamn aBToMaTnyeckm obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA ouepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
ouepeamn aBTOMaTnyeckn o6pabatbiBaOTCA AaHHbIe, YyBCTBUTE/bHbIE K BpDEMEHN, Takne Kak:
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHusi kagpos (dhpeliMoB)
[aHHbIX, U3MepseTcs B caoTax, NpUHUMaeT 3HadeHus (1-255);

+ cwMin — HavyaNbHOE 3HaYeHVe BpeMEHW OXUAaHUsA nepes NoBTOPHON OTNPaBKol Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHve cwMin He MOXET npeBbIWwaTh 3Ha4YeHne cwMax;

+ cwMax — MaKkCc/MasibHOe 3HaYeHne BpeMeHN OXnAaHua nepes NoBTOPHOW OTNPaBKo kagpa,
3afaetTcs B MUINIMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO BbITb 60/bLLE 3HaYeHUs cwMin;

+ TXOP Limit — napameTp UCNo/b3yeTCH TONbKO A4/19 AaHHbIX, NepeaBaeMblX OT BCTPEYHOro
ycTpoiicTBa fo 6ecnpoBogHOro0 MocTa. Bo3MOXHOCTb nNepefayv — MHTepBasl BPEMEHN, B
MunancekyHaax, korga sctpedyHasd WME-cTaHLMA MeeT npasa MHULMMPOBaTh nepefady AaHHbIX
no 6ecnpoBOAHON cpefe K ToUke AOCTyNa, MakCMasibHOoe 3HavyeHne 65535 munnncekyHg;

+ Station EDCA parameters — Tabnuua HacTpoek napaMeTpoB BCTPEYHOI cTaHumm (Tpadmk nepesaetca
OT BCTPEYHOI CTaHUMK Ao 6ecnpoBoAHOro Mocta). OnvcaHue nonei Tabnuubl NPUBEAEHO BbILLE.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.6.2 TMoameHto «AoNo/THUTENBHO»

B nogmeH10 «L,oNOMHUTENbHO» OCYLLECTB/AETCA HACTPOIKa AONOHUTE/bHBIX NapamMeTpoB
pafavouHTepdpeiica ycTpoiicTsa.

MOHWTOPUHT Radio AP CeTeBble HACTPOMNKK Cuctema -~ (BbIXOO)
Radio JononHUTensHO
NononHUTENBHO > CTpaHa Poccua « [ Pa3tnokMpoBaTh

eLTex WB-3P-PTP2

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOii paboTaeT Touka JocTyna. [Ans Bbibopa CTpaHbl HYXHO

BbICTaBUTL chnar «Pa36nokMpoBaTby». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HaUYeHWs1 6yayT NPYMEHEHbI
OrpaHNuYeHNs K Nonoce YacToT ¥ MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMUCOK [JOCTYMHbIX YACTOTHbIX KAHA/I0B, YTO B/IMSIET HA
aBTOMaTUYecKuii BbIGOP kaHana B pexume Channel = Auto. Ecnn knmeHTckoe 060pyaoBaHe
JMLIEH3VPOBAHO A5 UCNO/Mb30BaHUS B PYrOM PervoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOI AoCTyna
B TAKOM C/ly4yae He yjgacTcs.

HacTpoliika nokanbHbIX (PermoHasbHbIX) OrpaHUYeHuid, BKovas paboTy Ha pas3peLleHHbIX YacTOTHbIX
KaHasiax 1 BbIXOAHOV MOLLHOCTW, ABNSIETCSA OTBETCTBEHHOCTbLI0 MHCTA/IITOPOB.

Bbl60p HEenpaBu/iIbHOIO pernoHa MOXeET NMPnBeCTn K npo6nemaM COBMECTUMOCTHU C Ppa3HbIMU
KNMNEHTCKNMMN yCTpOVICTBaMI/I.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNS HACTPOEK B AHEProHEe3aBMUCUMYH0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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10.7 MeHio AP
B meHio0 «AP» BbINOMHSAETCA HAcTpoiika Toukn goctyna AP — Access Point (aanee AP).

© MeHio «<AP» [OCTYMHO TO/MLKO B PEXMME YCTpoiicTBa «Touka goctyna PTP».

10.7.1 MoameHto «Access Point»

=L TEX  WB-3P-PTP2

IMOHWTOPKMHI Radio AP CeTeBbIE HACTPOUKK Cucrema - (Bbix0om)

Access Point > ObluMe HaCTPOAKK
BHNHYEHO
VLANID O

S8

D WB-3P-PTP2

TpaHcnupoearte SSID

WLAN Trunk O

General Mode

Pennukauma Multicast

Mpwoputer DSCP ~
Pexum Minimal Signal
MHHUMANBHLIA YPOBEHD -100
CurHana, aAbm
[Mopor YypoBHR CUIHanNa npu -100
pOYMUHTE, ABM
MHTepsan Minimal Signal. c 10
Pesum Be3onacHoCTH WPA2-Enterprise v
MFP OTKnioYeHo v

O6uime HaCTPOIKU:

* BK/1t04eHO — NMpu YCTaHOB/IEHHOM dofiare Toyka A0CTyna BK/IYEHa, MHaye — BbIK/IYEHa;

* VLAN ID — Homep VLAN, ¢ koToporo 6yget cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAK/MOYEHHBIM K AaHHoin AP. Mpu npoxoxaeHun Tpadmka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIM
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoMm pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHoBMEHHOM chiare BK/HOYEHO BelaHune B adamp SSID, nHave —
BbIK/1HOYEHO;

« VLAN Trunk — npu ycTaHoBNeHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM (hfare paspeluaercs nepegadya HeTermpoBaHHoro Tpadvka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKAtoueHHoM pexumve VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHumMaTbcst MeTKa, 1 Tpadmk atoro VLAN npoiget Ha
KnvueHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbea meTka General VLAN ID;
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* Pennukayusi Multicast — npu yctaHoBfieHHOM cpnare Multicast-Tpadpvk B CTOPOHY K/IMEHTOB 6yaeT
npeobpasoBbiBaTbCA B Unicast 40 KaX4oro kveHTa, Npu OTK/IIOYEHHOM — NMPOXOAuTh 6e3
MoandnKaLmnii;

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpesenser nosne, Ha OCHOBaHMN KOTOPOTO Tpaguk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ynet aHanmauposartbes npuoputet ns nonsg DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanu3upoBatbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hnare doyHKUUSA OTKIo4eHNs knneHnTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobX04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbllle, YeM «MUHUMaUIbHbIA YPOBEHb CUTHaNa»: ec/in «MUHUMasTbHBIN
YPOBEHb CUrHana» paBeH -75 AbMm, To «opor ypoBHA cuUrHana npu poymMuHre» Oo/mKeH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHNN KOTOPOro NPYHUMAETCA peLleHne 06
OTK/THOYEHUM KIIMEHTCKOro 060pyA0BaHns OT BUPTYasibHOM ceTu. MakcMasibHOe KO/IM4ecTBO
K/IMEHTOB — MaKCUMasibHO AONYyCTUMOE YMC/I0 NOAK/IYAEMbIX K BUPTYasIbHOM CETU KIIMEHTOB;

+ MFP — 3awuta management-kagpos (goctynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2/WPA3,
WPA2-Enterprise, WPA2/WPA3-Enterprise u WPA3-Enterprise, npv Bbibope Apyrux pexmmMos
6e3onacHocTn MFP nepesoautcsa B coctossHue OTKNHOYEHO, Npu Bbibope pexnma 6esonacHoctn WPAS,
WPA3-Enterprise, MFP nepeBogutcs B COCTOsSIHME BktOUYEHO):

* Omk/iro4eHo — 3aWwmTa management-kagpoB OTK/IIOYEHS;

+ OnyuoHa/lbHO — 3aluTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP MoryT nogkniounTbCs K gaHHon AP;

* BksioyeHO — 3almTa BKIKYEHa, K/IMEHTHI, He nogaepxusatowwme MFP, nogknountbca He MoryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHocTy gocTtyna Kk 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — He UCMNO/b30BaTh WWNpoBaHme 4718 nepefayv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMpoBaHUs,, obecneUnBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBatenei He TpebyeTtcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napos 415 NOAKIYEHNS K CETH.

+ WPA2, WPA3 — cnocobbl WingposaHms, Npy Bbloope 04HOro U3 cnocobos 6yaeT AoCTynHa
cnepytoLlan HacTpoika:

+ Koy WPA — kno4u/naposib, Heo6xoaumbli 418 NOAKIYEHUS K BUPTYaUlbHON TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMBOJIOB.

+ WPA2-Enterprise, WPA3-Enterprise — pexum WwingpoBaHnsa kaHana 6ecnpoBOHOR CBA3W, NpU
KOTOPOM K/IMEHT aBTOpu3yeTcs Ha LeHTpasim3oBaHHoM RADIUS-cepsepe. 151 HACTPOIiKM AaHHOro
pexuma 6e3onacHocTu TpebyeTcs ykasaTtb napametpbl RADIUS-cepeepa. Takke TpebyeTcs
ykasarb kritod g1 RADIUS-cepBepa. Npu BbI6ope 04HOr0 U3 Cnoco6oB 6yaeT foCTynHa
cnepytoLlan HacTpoika:
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RADIUS
[OomMeH root
IP-agpec RADIUS cepeepa 192.168.01
MopT RADIUS cepeepa 1812
Mapone RADIUS cepeepa @

MCNoNk30BaThk AKKAYHTHUHT Yepes
RADIUS

Mcnone30eaTe ApYTHE HACTPOMKK ANA O
SKKaYHTUHE

MopT RADIUS cepeepa an\ 1813
AKKaYHTUHMA

Mepuodn4eckans oTnpaska [l
AKKaYHTHUHIA

OrpaHn4yeHuns CKOpOCTH

BKMHOYHTE

OrpaHW4eHWe ckopocTi B Down ] o KOUT/C

OrpaHuyeHue ckopocTH B Up J o KOUT/C

+ [lomMeH — JOMeH nonb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIl MICNONb3YETCH ANA ayTeHTU(UKaLNN 1
asTopusauuu;
+ lNaposb RADIUS cepsepa — naponb anst RADIUS-cepBepa, NCNoNb3yemoro s ayTeHTugunkaumm n
asTopusauuu;
* Vlcnonb3oBames akkayHmuHe Yyepe3 RADIUS — npu ycTaHOBNEHHOM dnare 6yayT oTnpaBisiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Micnosb3o8amb Opyaue HacmpoUliku 0718 akKkayHmuH2a:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro A/1s
aKKayHTUHra;
+ lNaposb RADIUS cepsepa 07151 akkayHmuHza — naponb ans RADIUS-cepBepa, MCcnosnb3yemoro ans
aKKayHTUHra;
« MMopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIiA ByAeT UCMoMb30BaH A1 cbopa akkayHTUHra
Ha RADIUS-cepsepe;
* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BKNHOYNTb Nepuognyeckyto oTrnpaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpBasT OTNPaBKM COOBLLEHNIA MOXHO B Nose «HTepBan
OTMpPaBKM akkayHTUHIa».

OrpaHuyeHne CKOpPOCTU:

* Bk/1o4umb — aKTMBUPOBATb NOJE HACTPOEK;

+ OepaHuyeHue ckopocmu 8 Down — orpaHuyeHne NponycKHO Cnoco6HOCTM B HANpPaBeHU OT TOUKM
A0CTyna [10 KNMEHTOB (B CYMME), NOAK/OUYEHHbIX K AaHHOI AP, KGUT/C;

+ OepaHuyeHue ckopocmu 8 Up — orpaHnyeHne nponyckHoli CnoCo6HOCTY B HanpaBieHUn OT KNNeHToB (B
CyMMe), NOAK/MIOUEHHBIX K AaHHOV AP, 10 TOUKM f0CTyna, K6uT/C.
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KoHTponb goctyna no MAC:

B AJaHHOM noapasgesie BblINOJIHAETCA HaCTpOI7IKa CNnCcKOB MAC-aApeCOB KNMNEHTOB, KOTOPbIM, B 3aBUCUMOCTHA
oT Bbl6paHHOI7I NoOJZINTUKN AOCTYNa, paspeLeHo nnn 3arnpeweHo noaknrnvarbCca K ,anH0|7| AP.

KoHTpone goctyna no MAC

BkntoyeHo

MonuTHEa 3anpeTMThb v

Cnucok MAC-agpecoE

* BK/104eHO — Mpu yCTaHOB/IEHHOM doniare 6yaeT pabotaTb BblbpaHHasa nosmTuka 4ocTyna;
* [Mosrumuka — nosvTuka gocTtyna. Bo3MoXHble 3Ha4eHNs:
« 3anpemums — K gaHHoi VAP 6yaeT 3anpelleHo nogkntdarbes knmeHtam, MAC-agpeca KoTopbixX
cofepxarcs B cnucke. Bcem ocTasibHbIM [OCTYN ByAeT paspeLlen;
+ Paspewumsb — K gaHHoi VAP 6yaeT paspeLueHo noaknvaTbCst ToNbKo TeM kaneHtam, MAC-
ajZipeca KOTOpbIX CoAepXarcs B Cnucke. BceM octasibHbIM A0OCTYN GyAeT 3anpeLleH.
+ Cniucok MAC-adpecos — cnucok MAC-afpecoB K/IMEHTOB, KOTOPbIM paspeLueH Wi 3anpeLyeH AoCTyn K
AaHHoi VAP. MoxeT cogepxaTb Ao 128 agpecos.

[na Toro yto6bl 4O06aBUTL aApec B CMUCOK, HAXKMUTE KHOMKY IEI 1 B nosiBusLUemMcs none seegnte MAC-
»

aapec. YTo6bl yaanuTb aapec 13 Crmcka, HOKMUTE KHOMKY B COOTBETCTBYHOLLEW CTPOKE.

Ecnun BO3HUKNA HEOBXOAUMOCTb 106aBUTb B cCNCcoK MAC-aapec KNneHTa, KOTOPbI B AaHHbIi MOMEHT

MOAK/HOUEH K 6a30BOI CTAHLIMK, HOXKMUTE B KOHLIE CTPOKM KHOMKY 1 BbIGEPUTE HYXHbI aApec U3 Cnucka,
OH aBTOMAaTMUeCcKy A06GaBUTCS B MOJe.

Mo ymonyaHuio B cnncke otobpaxkaercs Ao 10 agpecos. [N Toro Ytobbl yBUAETL NOJHbIA CMUCOK B Cyvae,
€C/I1 OH cogepxuT 6onee 10 agpecos, HOKMUTE KHOMKY «[Moka3aTb BCE».

10 EO0:D9:E3:VA:BE:CO - x

MokasaTtk BCE

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».

© nMocne nsmeHeHus «SSID» Ha TOUKe A0CTyNa B MeHI0 «AP» BO3MOXHA NOTEPs AOCTYNa K K/MEHTY.
Heo6xoaymo cHadana nomeHsTb «SSID» Ha KneHTe B MeHIo «STA», a 3aTeM Ha Touke AocTyna.
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10.8 MeHio STA

B meHio «STA» BbINO/HSAIETCS HACTPOiiKa knneHTa STA — Station (nanee STA).

© MeHto «STA» AOCTYMHO TOMLKO B PEXMME YCTPOIRCTBA «KNNEHT.

10.8.1 MoameHo «KnmeHT»

“LTEX  WB-3P-PTP2

MoHuTopUHT Radio STA CeTeBbie HaCTpoEN Cucrema - (Bulx0g)

Knnenr > OBLLMe HACTPOIKN
SSID WB-3P-PTP2

VLAN ID

VLAN Trunk
General Mode

General VLAN 1D

MpropuTer DSCP A
Pexum GezonacHocTv WPA2-Enterprise v
Wz nonszosatena user

Mapont @

O6LLne HAaCTPOKK:

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/1are K/IMEHT BK/IIOYEH, HAaYe — BbIK/IIOYEH,;

+ SSID — nms BUPTYasibHON 6eCNPOBOAHON CETY;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbcsa MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHOoN AP. Mpu npoxoxaeHun Tpadmka B 06paTHYt0 CTOPOHY Ha HETEMMPOBaHHbIi
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

* VLAN Trunk — npu yctaHoBNeHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;

+ General Mode — npu ycTaHoBNeHHOM chnare paspeluaetcs nepegadva HeTErMpoBaHHOIO Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c ykasaHHoro VLAN ID 6yaet cHuMaTbcst MeTka, 1 Tpadmk atoro VLAN npoiget Ha
KNueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk byaeT
HaBelwmBaTbca meTka General VLAN ID;

* [Mpuopumem — BbIGOP cnocoba npuopuTusaunn. Onpepensier nosne, Ha OCHOBaHMM KOTOPOTo Tpaguik,
nepegarnoLLninca B pagnonHTepgeiic, byaet pacnpegensarbcs no odepeasam WMM:

+ DSCP — 6ynet aHanmanpoBartbes npuoputeTt ns nons DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeT aHanu3upoBatbcs npuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
nakeToB.
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* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — HEe UCMNO/b30BaTh LWNpoBaHMe 4718 nepefayv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMbpoBaHusi, obecneunBatoLLmii 6e30nacHoCTb
[laHHbIX, NepefaBaeMbIX N0 He3aLLMLLEHHOW CEeTH.

+ WPA2, WPA3 — cnocobbl LLngpoBaHns, Npu BblIbope 04HOro U3 cnocoboB 6yaeT foCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — kno4u/naposib, Heo6xoaumblii 418 NOAKIYEHUS K BUPTYaUTbHON TOUKe
poctyna. [yivHa kntoya coctasniser ot 8 4o 63 CMBOJIOB.

+ WPA2-Enterprise, WPA3-Enterprise — pexum LUMpoBaHUs KaHasia 6ecrnpoBOfHON CBA3N, Npu
KOTOPOM K/IMEHT aBTOpU3yeTcs Ha ueHTpanusosaHHoM RADIUS-cepsepe. 15 MCnosb3oBaHNS
[aHHOro pexunma 6e3onacHocTn TpebyeTca ykasaTb napameTpbl NOAK/THYEHUSA:

* VImsi nosib30B8amesisi — NOTMH HeobxoanMblin ana asTopmsaummn Ha RADIUS-cepBepe;
*+ lMaposb — KNy/naponb Heobxoanmblin ans asTopmsaumm Ha RADIUS-cepBepe.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.9 MeHto «CeTeBble HACTPONKN»

10.9.1 MoameHo «CrucTemMmHas KoHurypaumns»

PykoBogacTBO no akcnayatauuv WB-3P-PTP2

"L TEX  WB-3P-PTP2

IMOHMTODHHT Radio AP CeTeBble HAaCcTPOMKM Cuctema

CHMCTEMHaA KOHUIypauua > Mma xocta
Hoctyn Feorpaduyeckui AoMeH

WLAN ynpasneHua

VLANID

MpoTokon

CTaTHYeckui IP

CeTeBan macka

Lno3

MepeuyHbIn DNS

BTopuyHbIn DNS

WB-3P-PTP2

root

Terminating

Static

192.168.1.10

255.255.255.0

* VIMsi xocma — CeTeBoe UMsi YCTPOIACTBa, 3a1aeTcs CTpoka 1—63 CMMBO/IOB: NTATVHCKIE 3arnaBHble U
CTPOYHble BYKBbI, AL, 3HAK Aednc «-» (Aedorc He MOXET GbITb NOCNEAHUM CUMBO/IOM B UMEHM);
- [eozpacgpuyeckuli domeH — NOMEH, B KOTOPOM pacrnosiaraeTcst Touka AocTyna;

* VLAN ynpas/neHus:.

* BbiksmoyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

+ Terminating — pexum, npu koTopom VLAN ynpasneHns TepMMHUpyeTcsa Ha 6ecnpoBogHOM MOCTE;
B 3TOM CJ/lyyae Y BCTPEUHbIX YCTPONCTB, NOAK/TIOHYEHHBIX Yepes paguonHTepderic, HeT goctyna Ao

AaHHoro VLAN;

+ Forwarding — pexwum, npn kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npun cooTBeTCTBYOLLEN HAacTpoiike AP).

4094,

VLAN ID — npgentudpmukarop VLAN, ucnonb3syemslii Ana gocTyna K yCTPONCTBY, NPUHUMAET 3HaYeHnsa 1-

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTEepdecy yCTPOINCTBA K CETU NpefoCcTaB/IeHns yCyr nposBaingepa:
+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-

cepBepa aBToMaTtn4vecku,

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Bolbope Tuna «Static» ANns pefakTMpoBaHnsa CTaHyT

[OCTYMHbI CrieaytoLIMe NnapameTpbi:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdoelica ycTpoiicTBa B CeTU npoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHe noacetu,

* LLmo3 — agpec, Ha KOTOPbIV OTNPaBNSIETCA NAKET, ECNN A1 HETO He HaliieH MapLUpyT B

Tabnule MapLUpyTU3aLun.

+ lNepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyeckn no npotokony DHCP, 3agaitTe nx BpyyHy!o.
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© nMocne HacTpoiiku «VLAN ynpasneHus» BO3MOXHa notepst AocTyna K yCTPOWCTBY.

[Nsi BCTYN/IEHUSI B CU/y HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».

10.9.2 TMogmeHio «ocTyn»

B nogmeHo «ocTyn» NPoM3BOAMTCS HACTPOlika AoCTyna K YCTPOICTBY NocpeacTBOM Web-uHTepdeiica,
Telnet, SSH, NETCONF 1 SNMP.

L TEX WB-3P-PTP2

MOHWTOPMHT Radio AP CEeTEBLIE HACTPOKN CucTema -~ (BbIXOM)
CHCTEMHAA KOHDMrypaLma WEB
HocTyn > HTTP-nopT &0

WEB-HTTPS

HTTPS-nopt 443

Telnet

<]

SSH

<]

NETCONF

4]

SNMP

« [nAa BkNOYEeHUsA gocTyna K yCTporcTBy yepes web-nHtepderic no npotokony HTTP yctaHoBuTe chnar
Hanpotme «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomeHsTb HTTP-nopT (no ymonuyanuio 80).
[nanasoH 4onycTMMbIX 3HA4YEHUI NOPTOB, MOMNUMO YCTAHOB/IEHHOIO MO ymonyaHuto, ¢ 1025 no 65535
BK/TIOUNTENLHO;

+ [nsa BkNoYeHUsA gocTyna K ycTpoiicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
HanpotmeB «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
ymonuanmio 443). inanasoH AonycTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOBIEHHOIO MO YMOMYaHWIO, C
1025 no 65535 BKOUMTENBHO;

<]

© nMoptbl ans npotokonos HTTP 1 HTTPS He Jo/kHbI UMETb O1HAKOBOE 3HAYEHME.

+ [lnsa BKKOYEHMA [oCTyna K ycTpoincTy Yepes Telnet yctaHoBute donar Hanpotus «Telnet». B
NOsIBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsITb Telnet-nopT (Mo ymonuaHwmio 23). AvanasoH
[0NYyCTUMbIX 3HAYEHWUI1 NOPTOB, MOMNUMO YCTAHOB/IEHHOIO Mo ymonyaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;

+ [insa BKOYEHMA [OCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLLEMCS
OKHe eCTb BO3MOXHOCTb NOMeHsiTb SSH-nopT (No ymonyanuto 22). nanasoH AonyCTUMbIX 3HAUYEeHWi
NnopToB, NMOMUMO YCTAHOB/IEHHOIO No yMon4yaHuto, ¢ 1025 no 65535 BKMOUNTENBHO;

« [nsa BknoveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpotme «NETCONF».
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

MporpammHoe obecneveHne WB-3P-PTP2 no3BonsieT nsmeHsiTb KOHUrypawumo yCTpoicTBa, NPpoBOANTb
MOHUTOPUHI COCTOSAHWUS 6eCNpPOBOLHOIO MOCTa U ero AaT4mKoB, a Takke ynpasisaTb YCTPOWCTBOM UCMONb3YS
npotokosn SNMP.

SNMP
Maponb Ha 4TeHue public
Mapont Ha 3anuck private

Appec AnA NpMeEMa Tpanos v1

Appec AnA NpyeMa Tpanos v2

Alpec Ana npyvema
COOBLWEHUA Inform

CHCTEMHOE UMA YCTPORCTES WB-3P-PTP2
KOHTaKTHaR WHPOpPMALMA Contact
NpoW3BOANTENA
IMecTonono*eHWe yCTPORCTBA Russia
Maponk B Tpanax trap

YcTpoicTBo nogaepXxusaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na n3amerHeHusa napametpos SNMP-areHTta yctaHoBuTe thriar HanpoTtns «SNMP», nocsie atoro ctaHyT
[LOCTYMHbI CriefytoLie HaCcTPONKN:

Maposib Ha YmeHue — Naposb Ha YTEHNE nNapameTpoB (06LLENPUHSTLINA: public);

Maposib Ha 3anuck — Naposib Ha 3anMcb NapamMeTpoB (06LLENPUHATLIN: private);

Aodpec 0515 npuéma mpanos vl — IP-agpec nnv AoMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma mpanos v2 — IP-agpec nnM AOMeHHoe UMs npueMHuka cooblueHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobuwjeHuti Inform — IP-agpec nnu goMeHHoe NMsi NpUeMHUKa coobLeHnii Inform B
topmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMs YCTPOINCTBa;

KoHmakmmuas uHghopmayusi npou3sooumesisi — KOHTaKTHasi MHopmaums Npon3BoanTeNs YyCTPOICTBa,;
MecmonosnoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCoK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUS U KOH(PUTYPMPOBaHKA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVHI NapaMeTpoB 6ecnpoBOAHOI0 MOCTa;
eltexLtd.1.127.3 — ynpaBneHvue 6ecnpoBOAHbIM MOCTOM,;
eltexLtd.1.127.5 — koHcburypupoBaHue 6ecnpoBoAHOro MocTa.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtndmkarop npegnpusatmsa «NTTEKC».

Mogpo6Hoe onucaHue OID WB-3P-PTP2 goctynHo no cneagytowein cebinike: Onncanve OID Ha FBWA WI-FI 6.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.10 MeHo «Cuctema»

B mMeHi0 «CrcTeMa» BbINOHAKTCA HACTPONKM CUCTEMBI, BPEMEHMU, XypHaUia syslog, Npon3BoanTca cMeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

10.10.1 MoameHto «O6HOBNEHNE MO ycTpocTBar

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

ELTEX  WB-3P-PTP2

IMOHMTOPUHT Radio AP CETEBbIE HACTPOHKK Cuctema n - (BbIXOA)

OfHoBnNeHKe MO yeTpoRcTea » AKTWBHaA BepcuA MO 2.1.0 build 403
PesepeHan sepcuA MO 2.1.0 build 404
KoHpMrypayma
AkmyansHan sepcud MO doemynkHa o adpecy: hitpfeltex-co.ru/support/downloads’
Mepesarpy3ka

daiin ofHoBNeHMA MO | BriGepuTe chaiin \ @ain He eidpad
Maponk

HypHan

Narta u BpemA

« AKmusHasi sepcusi 10 — Bepcus NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLias B AaHHbIA MOMEHT;
+ PesepsHas sepcus 1O — Bepcusa NporpaMMHOro obecneyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekntounTbes 6e3 3arpysku taina MNo;
+ Codesnnamb akmusHoU — KHOMKa, N03BONAOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOM, ANs
3TOro noTpebyeTtcs nepesarpyska ycTporictsa. AKTuBHas Bepcus MO B 3TOM ciyyae cTaHeT
pe3epBHO.

O6HoBNeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte cpaiin MO c caunta htip://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbtoTepe. MNocne
3TOr0 HAXMUTE KHONMKY «BblbepuTe dain» B none dadn o6HosneHuUs1 MO n ykaxuTe nyTb K dhaiiny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOBEHNST HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [Npouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekylleM cTtatyce 6yAeT ykasaHo Ha CTpaHuLIe), Noc/e Yero
YyCTPONCTBO aBTOMATUYECKM Nepesarpy3nTcs.

© O06HoBNATL MO cneayert cHavana Ha knveHTe STA, a 3aTeM Ha Touke gocTtyna AP.

© He otkntovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHATE €ro nepesarpysky B npotecce 06HoBneHNs MO.
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.10.2 MopmeHto «KoHdurypaumns»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

—“ILTEX  WwWB-3P-PTP2

IMOHMTOPHHT Radio AP CeTeBble HACTPOMKK Cucrema - (BbIXOO)

OfHoenexne MO yCTpoiicTea Mony4unTs apxue ™ Crauate
KOHODMIYpaLMK C yCTpoiAcTEa
KoHpurypaumua »
3arpy3uTe apxus | BuiGepute chann |<Daﬂr He BblGpaH
Nepesarpyska KOHCPHIYPELMK Ha YCTPOACTEO

Maponk

COpoc Ha 3aB0ACKNe COoXpaHuTL NapaMeTpel 4oCTyna

HypHan -
HACTPORAKKU % Copoc

[Nara v Bpema

[NonyyeHne KoHduUrypaumm

UTOO6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIo YCTPOCTBA Ha TOKa/IbHbIA KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdIMIYpaLmn

[ns 3arpy3ky COXpaHEHHOro Ha JI0Kas/lbHOM KOMMbloTepe dhaina KoHUrypauum Ncnonb3yeTcs NyHKT
«3arpysuTb apxuB KOHUrypauum Ha ycTpoincTeo». 19 06HOBNEHUS KOH(IUIYpauum yCTPOMCTBa HAXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npUMeHseTCa aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTQOVICTBa K 3aBOACKNM HaCTpOVIKaM

UTo6bI cAenaTb C6POC BCEX HACTPOEK YCTPOMCTBA HA CTaHAAPTHbIE 3aBO/ACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnu aktmBupoBaH donar «CoxpaHnuTb napameTpbl A0CTyna», To 6yyT coxpaHeHbl Te napameTpbl
KOHpUrypaLumm, KOTopble OTBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/NETCONF/Web).
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.10.3 lMopmeHto «MNepesarpyska»

N5 nepesarpysku yCTpoiicTBa HAXMUTE Ha KHOMKY «[epesarpyskar. [Mpolecc nepesanycka ycTpoiicTea

3aHUMaET NPUMEPHO T MUHYTY.

JELTEX  WB-3P-PTP2
MOHUTOPHHT Radio AP CeTeBble HACTPORKK Cuctema TR
OBHoenenwe MO ycTpoicTea Mepesarpyska yCTpoiicTea

KoHdurypaums

Mepesarpy3ka »

Maponb

HypHan

[ata u Bpems

(BbIXOO)

10.10.4 MoameHto «Maposb»

Mpw BXoae Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No yMonyaHuio: password) MMeeT NosHbIA focTyn
K YCTPOICTBY: UTEHUE U 3aMNUCb /THO6bIX HACTPOEK, NOHbIA MOHUTOPUHI COCTOSIHMSA YCTpolicTBa. /151 CMEHb!

naposisi BBeAMTE HOBbI Maposib cHavYana B nose «Maposby, 3aTeM B none «MoaTBepxaeHne naponsi» n
HaXKMUTE KHOMKY «[pUMEHNTb» [/1S COXpaHEHVs HOBOIO Naporsisi.

EILTEX  WB-3P-PTP2

MOHWTOPKHHT Radio AP CeTeBblE HACTPOWKK Cuctema -

OGHoenexue MO ycTpoAcTea Maponb @

KoHngurypauus MoaTsepxaeHne napons @

Mepesarpyska

+ [pPUMEHHTE X OTMeHa
MNapons »

HypHan

Iata u Bpema

(BbIXOL)

,ﬂ.ﬂﬂ BCTYyN/1€HNA B CUNY HOBOM K0ch|/|rypau,|/|v| N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBUCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.10.5 TMogmeHto «KypHas»

MNMoameHto «KypHan» npefHa3Ha4yeHo A/18 HaCTPOWKN BbIBOA4A Pa3HOro poja O0TN1af0uHbIX COOOLLEeHNIA
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

= TEX WB-3P-PTP2

MOHHUTOpPHHT Radio AP

(%]

ETEBbIE HACTPOMKK Cucrema - (BbIXO[,

OBHoENeHue MO yCTpoiicTES Pesim Cepeep 1 dain v
KOHpUrypaLus Appec Syslog-cepsepa syslog.server
MNepesarpy3ska NopT Syslog-cepsepa 514

Maponb Pasmep tbaina, kb 1000

AypHan »

[Oata n Bpems

* Pexxum — pexum pabotbl Syslog-areHTa:
* JlokasibHbIl gpali/li — HhopmaLms XypHasia CoOXpaHAeTcsa B /IOKasIbHOM chaiinie n focTynHa B
web-nHTepdelice yctpoiictBa Ha Bkiagke «MOHUTOPUHI/XKypHan coObITUIAY,
+ Cepsep u ¢halis1 — nHhopMaLma XypHana oTnpas/seTca Ha yaaneHHbll Syslog-cepsep v
COXpaHsieTcs B /IOKasIbHOM dhaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT ANs BXoAsALWmx coobLeHunii Syslog-cepeepa (no ymonuanuio 514,
[loNyCTUMble 3HaYeHust 1-65535);
* Pasmep ¢halina, kb — MakcuMasbHbIii pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[ns BCTynneHns B cuy HOBOW KOHAMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.10.6 TMoameHto «[ata 1 Bpems»

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN
BpemeHn (NTP).

10.70.6.1 BpyuHyro
ELTEX  WB-3P-PTP2

MOHMTOPHHT Radio AP CeTeBble HAaCTPOMKK Cucrtema n - (BbIXOO)

OBHoeneHue MO ycTpoilcTea Pexm @ Bpyunylo O NTP cepsep
n § o oo ,
KoHHrypaLMa [ara 1 BpeMA YCTPOHCTEa 19.09.2024 06:15:28 | # Penaktuposats
Yacoson noac Mockea, Poccua v

MNepesarpyika

BKMOUUTE NEPEX0] Ha NETHee
BpEMA

Maponk

>KypHan Mepexon Ha NeTHee BpeMA (He snibparo) (He enibpaHo) (He esifpaso) B - 1 -
[aTta W BpeMa > Mepexod Ha 3UMHEee Bpema (He suiGpaHo) (He ebifpaHo) (He 8nifpaHo) B - -
COBWT BPEMEHM (MWH.) 60

+ [ama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppeKUus, HaxXMUTe KHOMKY «PefakTmpoBaTby;
+ [lama, spemsi — 3afjaiiTe TeKyLLyto AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v Bpemsi»
[ANs yCTaHOBKM BpemeHu MK Ha yCcTponCTBO;
+ Yacosol rnosic — no3BoMISET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUMN C GvKaiLLMM rOpoLOM B
BalleM pervoHe u3 3alaHHoro Crucka,;
* Br/1o4umsb rnepexod Ha /iemdee speMsi — Mpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCA aBTOMaTUYeCKN B 3a[jaHHbI NepuoL, BpEMEHN:
*+ [Nepexod Ha silemHee BpeMsi — ieHb 1 BpeMs, Koraa OyaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga 6yAeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHSETCA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHune oT 0 o 720 MUH.

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHa».
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PykoBogacTBO no akcnayatauuv WB-3P-PTP2

10.10.6.2 NTP-cepsep

=L TEX WB-3P-PTP2

IMOHMTOPHHT Radio AP CETEBbIE HACTPONKN CucteMa n - (BbIX0)

OBHoBMEHHe MO YCTpoiicTEa Peim O Bpydryto @ NTP cepsep
KOHMrypaLma [ata v BpemMA yCTPOKCTBA 19.09.2024 06:19:06
NTP cepsep pool.ntp.org v
MNepesarpyaka
Yacosol NoAC Mockea, Poccus v

Maponb

BEMHOYUTE NEPEXDD Ha NETHEE

ypHan
BpEMA

[1aTa u BpeMa > Mepexon Ha NeTHeE BpEMA (He ab10paHo) (He suibpaHo) (e enifparo) B - 1| -
Mepexon Ha 3UMHEE BPEMA (He ab10paHo) (He suibpaHo) (e enifparo) B - 1| -
CLOBWMI BPEMEHW (MKH.) 60

+ [lama u spemsi ycmpolicmsa — fata u BPeMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aUMn BpeMeHn. Bo3aMOXHO 3a4aTtb agpec
NN BblIGpaTb U3 CYLLECTBYIOLENO CMUCKa,;
+ Yacosol rnosic — nNo3BOMIAET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAMKAALLMM FOPOAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/ouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3a,aHHbIV NEPUOL BPEMEHN:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMS, Koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee
Bpewms;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeEMS, Korga 6yAeT BbINONHATLCA Nepexoq Ha 3MMmHee
BpewmS;
« COBuU2 BpeMeHU (MUH.) — Nepuoj BpeMeHn B MUHYTaXx, Ha KOTOPbI BbINOMHAETCS CABUT BPEMEHW.
MoxeT npuHumarthb 3HavyeHue oT 0 go 720 MuH.

[N BCTYNNeHWs1 B CUy HOBOI KOHChUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». N5 OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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11 MNpumep HacTponKn 6ecnpoBoAHOIO0 MOCTa

PykoBogacTBO no akcnayatauuv WB-3P-PTP2

B gaHHOM pasgene npuBefeH nprMep nepBoHaYas/IbHON HACTPOVKN YCTPOCTB A1 OpraHM3aumm

6ecnpoBOHOro MocTa.

BecnposogHoii moct
WEB-3P-PTP2 @ ’))

UTP Cat 5e,
PoE 24B

220B WUHKekTop PoE

Kommyratop
Ethernet

NN
AN

Wi-Fi 802.11ax
24Ty

BecnposogHoi MmocT
(( ® WB-3P-PTP2

UTP Cat 5e,
PoE 24B

220B WHekTop PoE

Kommyratop
Ethernet

PucyHok 34 — Cxema npumeHeHns WB-3P-PTP2

© B agpecHoli cTpoke 6pay3epa BeeguTe IP-agpec yctpoiictea (no ymonuaxuio 192.168.1.10, ecniv
YCTPOICTBO He nonyunno agpec no DHCP). Mpwu ycnewHom NoAKAYeHUN K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCoOM Jf1I0rMHa 1 Napons. 3anonHUTe NONSA U HKMUTE KHOMKY «BoliTuny». Mo ymonyauuio —

norvH: admin, napons: password.

WB-3P-PTP2

Ecnu 370 OKHO He NosBUNOCK, y6eamTech, 4To MK HaxoauTcs B OAHON CETU C YCTPONCTBOM.

HacTpoiika To4km goctyna AP:

1. Mo ymonuyanuio yctpoiticteo WB-3P-PTP2 HacTpoeHo Ha nonydeHue agpeca no DHCP. Ecnu agpec He
6bl/1 NOMTyYEH, NOAKNIOUMTBLCS K YCTPONCTBY MOXHO no 3aBoackomy IP-agpecy: 192.168.1.10, macka

nogcetn: 255.255.255.0.

2. Heobxogumo 06HOBMTL MO ycTpoiicTBa Ha akTyanbHOE corfiacHo pasaeny «O6HosaeHne M0

yCTpoOiicTBay.

3. B meHio Radio BbINONHWTL NpeaBapuTesibHY0 HACTPOIKy paavonHtepdenca. Beibpatb kaHan nepegaym
[AaHHbIX 1 yKa3aTb pacCcTosiHue Mexay yCTPONCTBaMu B KUJIOMETPax.

4. CoxpaHuTe HaCTPOWKN HaXKaB Ha KHOMKY «[IpUMEHUTb».

5. B meHto AP B none «SSID» ykaxunte naeHtudmkatop 6ecnpoBOAHO CETH, K KOTOpOMY byaeT

noaKkNryarbCA KNEHT.

6. B none «Pexum 6e30nacHOCTM» BbiGepUTE pexnM 6e30nacHOCTK, N0 KOTOPOMY OCYLLECTBASETCA
ayTeHTUdMKaLWsl B aHHOV CETU 1 3aaiiTe K/THoY, eC/IN UCMOMb3YETCS CEThb C LUMDPOBAHNEM.
7. CoxpaHuTe HaCTPOViKK, HaXaB Ha KHOMKY « M pUMEHUTb.
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HacTpoiika knnenTa STA ansa nogknwoyeHns K AP:

1.

Mo ymon4yanuto yctpoiicteo WB-3P-PTP2 HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnuv agpec He
Obl/1 NOTyYEH, NOAKNIOUMTBLCS K YCTPONCTBY MOXHO No 3aBoackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo o6HOBUTL O ycTpoiicTBa Ha akTyasibHOe cornacHo pasgeny «O6HosneHne Mo
yCTpOWCTBay.

Ecnv ans nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHbIe HACTPOKK, TO
B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblOpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss
«CTaTtndeckuii IP», «CeTeBas mackar, «LLinto3».

B meHto STA B nosne «SSID» ykaxute ngeHtudpumkarop 6ecnpoBogHOR CeTH, K KOTOPOn HEO6X0AUMO
NPOU3BECTU NOAK/THOUEHNE.

B none «Pexum 6e3onacHOCTW» Bbibepute pexmmMm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTBNSETCS
ayTeHTUMKaumsa B JaHHON CETU 1 3a4aiTe K/koY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

Mocne HaxaTust Ha KHONKY «MpUMEHUTb», KIIMEHT BbINOAHUT NoUcK ykaszaHHoro SSID B achupe n npu
06Hapy>XeHWW BbINO/THUT NONbITKY NOAK/IYEHNS K TOYKe A0CTyna C yKasaHHbIMW napameTpamu.
MpoBepbTe, UTO B MEHI0 «MOHUTOPUHI» B pasaene «becnpoBogHol KaHan» NosiBMIach Touka AocTtyna
AP. MNpoBepbTe A4OCTYNHOCTb TOUKM gocTyna AP nepelias B agpecHol cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6ECNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HaCTPOEHO.
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12 YnpaBneHue ycTpoMCTBOM C MOMOLLIbIO KOMaHAHOW CTPOKK

© [ nepexopa B pexuM KOHUIyprpoBaHus BBeaMTe KomaHay configure.
[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

© HacTpoiiky He06X0AVMO HaUYMHATL CO BCTPEUHON CTaHLMK BO N36eXaHne notepu CBsA3u C
YCTPONCTBOM.

12.1 TMopxnioyeHne K yCTPponcTay

Mo ymonyanuto yctpoiicteo WB-3P-PTP2 HacTpoeHo Ha nonyyeHve agpeca no DHCP. Ecnu agpec He 6bin
nosy4eH, NOAKMHYNTLCA K YCTPOIMCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WB-3P-PTP2: 192.168.1.10, macka noacetu: 255.255.255.0.
MoaknYeHne K yCTPOCTBY OCYLLECTBAETCA C MOMOLLbI0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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12.2 HacTpoliika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# bro

WB-3P-PTP2(config):/interface/br0# common

WB-3P-PTP2(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WB-3P-PTP2)
WB-3P-PTP2(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WB-3P-PTP2(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WB-3P-PTP2(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WB-3P-PTP2(config):/interface/br0/common# protocol static-ip (13veHeHve pexunma paboTsl ¢ DHCP Ha
Static-IP)

WB-3P-PTP2(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WB-3P-PTP2(config
WB-3P-PTP2(config
WB-3P-PTP2(config
WB-3P-PTP2(config
WB-3P-PTP2(config):/route# default

WB-3P-PTP2(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-afpec cetv iy y3na HasHauyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WB-3P-PTP2(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTu HasHauyeHus, 47159 MapLupyTa
no ymon4daHuto — 0.0.0.0)

WB-3P-PTP2(config):/route/default# gateway X.X.X.X (rge X.X.X.X — IP-agpec wnio3a)
WB-3P-PTP2(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

:/interface/br0/commont# exit
:/interface/brO# exit
:/interface# exit

:/# route

— o ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# bro

WB-3P-PTP2(config):/interface/br0# common

WB-3P-PTP2(config):/interface/br0/common# protocol dhcp (n3veHeHne pexvva paboTsl ¢ Static-IP Ha
DHCP)

WB-3P-PTP2(config):/interface/br0/common# save (coxpaHeHve HacTpoek)
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12.2.1 HacTtpoiika ceTeBbIx NapaMeTpoB C NOMOLLbI YTUIUTbI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP2(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WB-3P-PTP2(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP2(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHble 3HAUeHUS: 1-4094)

Cratnyeckme HacTpOKu

WB-3P-PTP2(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbI€ 3HaYeHUst: 1-4094; X.X.X.X — cTaTtuyeckuin IP-agpec; Y.Y.Y.Y — macka nogceTtun; Z.Z.Z.Z — Wto3)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WB-3P-PTP2(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNONb3YEMbIA 47151 AOCTyMNa K YCTPOUCTBY. BO3MOXHblE 3HAUEHUS: 1-4094)

Cratnyeckme HaCTPOKK

WB-3P-PTP2(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HAaYeHUs: 1-4094; X.X.X.X — cTaTuyeckuii IP-agpec; Y.Y.Y.Y — macka nogceTtun; Z.Z.Z.Z — Wto3)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WB-3P-PTP2(root):/# save (CoxpaHeHne HacTPOeK)
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12.2.2 HacTpolika ceTeBbIx napameTpoB IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# bro

WB-3P-PTP2(config):/interface/br0# common

WB-3P-PTP2(config):/interface/br0/common# ipvé

WB-3P-PTP2(config):/interface/br0/common/ipvé# protocol dhcp (nosyueHve cetesbix napameTpos IPv6 no
DHCP)

WB-3P-PTP2(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTyNa K YCTPOMCTBY MO
npotokony IPv6. s otknoveHnsa seeante false)

WB-3P-PTP2(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

HacTtpoiika cTaTuyeckux ceTeBbixX napameTpoB IPv6

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# bro

WB-3P-PTP2(config):/interface/br0# common

WB-3P-PTP2(config):/interface/br0/common# ipvé

WB-3P-PTP2(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX: XXXX: XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXXXXXX:XXXX:XXXX — cTaTnyeckuii IPve-aapec yctpolictBa WB-3P-PTP2)
WB-3P-PTP2(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedomke cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WB-3P-PTP2(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKazbiBaeTcs |Pv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WB-3P-PTP2(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WB-3P-PTP2(config):/interface/br0/common/ipv6# dns-server-2

OO XK XX XXX XXX EXXXXTY (rae XXX XXX XXXXXXXX XXX XXXXXXXXXXXK /Y — IPv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WB-3P-PTP2(config):/interface/br0/common/ipv6# protocol static-ip (Bk/itoueHne ncnossb3oBaHns
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4yeHmns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WB-3P-PTP2(config):/interface/br0/common/ipv6# enabled true (Bk/il0ueHne focTyna K yCTPOUCTBY Mo
npotokosy IPv6. Ans oTkntodyeHns seeauTe false)

WB-3P-PTP2(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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12.3 HacTtpoiikmn Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# radio

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MOLLHOCTY B ABM)
WB-3P-PTP2(config):/interface/wlan0/wlan/radio# channel X (rie X — HOmep cTatnyeckoro kaHasna, Ha
KOTOpOM 6yaeT paboTaTb YCTPOMCTBO)

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — lwuypvHa kaHana)

_ ==

© Cnuckm BOCTYNHLIX KAHANOB

Ana Radio 2.4 [Ty agnsa BbIGOpA AOCTYMHbI C/IeAYIOWMNE KaHAJIbI:
* npu WwupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIy;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
10 1

+ ecnu «control-sideband» = upper: 5, 6,7, 8,9, 10,11, 12, 13.

12.3.1 [ononHuTtensHble HacTpoiikn Radio

N3meHeHUe pexuma paboTbl paguonHTepceiica

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# work-mode X (re X — pexxvim paboTsl pagrovHTepdeinca
cornacHo ctaHzapTy IEEE 802.11. Bo3MOXHbIe 3HaueHus: bgnax, bgn, nax, bg, ax)

N3meHeHne OCHOBHOIO KaHasna

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# control-sideband lower (napamveTtp MOXeT NpUHUMAaTL
3HayeHue: lower, upper. Mo ymon4yaHuto: lower)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l0UeHNE NCMOTL30BAHMSA YKOPOUYEHHOTO
3allMTHOrO NHTepBasia 4s1s nepenavn gaHHbIX — 400 HC, BMecTo 800 He. [1ns oTkoveHust BeeauTe false)
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BknroueHue STBC

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# stbc true (Bk/1t0ueHVe MeToa NMPOCTPaHCTBEHHO-
BPEMEHHOr0 6/104HOr0 KoAMpoBaHmMs (STBC), HaNpPaB/IEHHOIO Ha MOBbLILLEHNE HAAEXHOCTM Nepeaayn
AaHHbIX. s oTkaveHnsa Beeaunte false)

Bk/iloueHue arperauum

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# aggregation true (Bx/itoueHve arperayun Ha Radio —
nognepxkn AMPDU/AMSDU. ina oTkioyeHns seeguTe false)

Bk/loueHne UCnosib30BaHUs KOPOTKOI NpeaMGynbl

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04eHVE CNO/IL30BAHNSA
KOpoTKOM npeambynbl naketa. 4na oTknoveHns seeaute false)

BkntoueHne (OMKCMPOBaHHO KaHa/IbHOI CKOPOCTU nepeaauu

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HasBaHne Moy nALUN 3ar1aBHbIMY
6ykBamu 6e3 Nnpobenos, Hanpumep, OFDM54, MCS15. PaspelleHHble 3Ha4YeH1s oNpeaensatoTcs peXxnmMmom
paboTbl pagnonHTepderica n WMPUHONM NO0Ckl KaHana)
WB-3P-PTP2(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (/11041 TL hrKCMPOBAHHYHO
KaHabHY CKOpPOCTb nepepayn. ina otknoveHusa seegute false)

HacTtpoiika Distance

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# max-distance X (rae X —pacctosHve mexay
yCTpONCTBaMK B KuioMeTpax. BoaMoxHble 3HaveHus: 0-36. Mo ymonyaxmio: 0)

HacTtpoiika uHtepsana DTIM

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — vHtepsas DTIM. BosmoxHble
3HauyeHust: 1-255. o ymonyaHuio: 64)
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BKkntoueHue QoS 1 U3mMeHeHne napaMmeTpoB

WB-3P-PTP2(config):/interface/wlan0/wlan/radio# qos
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos# enable true (npu BK/IHOHYEHHON ONUMY NPUMEHSATCA
napameTpbl EDCA, 3a4aHHble B KOHurypauuu. [Ansa otkaoueHuns seeauTe false)
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS 6ecrnpoBOAHOIO
MocTa (Tpadnk nepegaeTcs oT 6eCcnpoBOAHOI0 MOCTa K BCTPEUHOMY YCTPOICTBY))
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napametpos EDCA ans
HU3KOMPUOPUTETHON ouepean (NprnoputeTbl 802.1p: csl, cs2))
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpemsa oxugaHua Kagpos
[AHHbIX, N3MEPSAEMOE B c/ioTax. [IpUHMMaeT 3Ha4YeHus: 1-255)
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHne
BPEMEHU OXMAaHWs Nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanncekyHaax. MpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHMe cwMin HE MOXET MPEeBbILLIATb 3HAYEHME cwMax)
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — makcumasibHoe
3HayeHne BPEMEHN OXMNAaHUs nepe NOBTOPHOW OTMPAaBKOW Kaapa, 3a4aeTcs B MUM/INCEKYHAAX.
MpuHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax AO/DKHO ObiTb 60/bLIe
3Ha4yeHunst cwMin)

WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasi BpemMeHu, B
MUANCEKYHAAX, KOraa BCTpeuHasd WME-CTaHLUMsl MMEET NpaBoO MHULMMPOBATb Nepeaady AaHHbIX MO
6ecnpoBOAHON cpeae K 6ecnpoBoAHOMY MOCTY. MakcMMaibHOe 3HauyeHune 65535 MUAIMCEKYHA)
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpolika napameTpos QoS BCTPeYHOM
CTaHuMu (Tpaduk nepeaaeTcs OT BCTPEUHON CTaHLUmMuK A0 6eCnPOBOAHOIO MOCTA))

MeTogauka HacTpoiiku edca-sta aHanoruyHa MeToamke HacTpoiiki edca-ap.
HacTpoiika napameTpoB ansi ouepeseii be, vi, vo aHanornuHa HacTpoiike napametpoB ans ouepeau bk.
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12.4 Hactpoiika DHCP onuun 82
Pexumbl paboTtbl DHCP snooping:

* ignore — o6paboTka onuun 82 oTkNKOYEeHa. 3Ha4YeHMe N0 YMOTHaHNIO,
+ replace — Touka gocTtyna noAcTaBAseT UanM 3aMeHsIeT 3HaYeHne onuumn 82;
* remove — To4YKa [0CTyna yaasifaeT 3HavyeHne onummn 82.

N3MmeHeHue pexuma pa6oTbl DHCP onuuu 82

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# common

WB-3P-PTP2(config):/interface/wlan0/common# dhcp-snooping
WB-3P-PTP2(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL100p
paboTbl DHCP snooping B peXxvnmMe 3ameHbl U NOACTaBIEHNS onummn 82)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYppPOBaHUS
CTaHOBSATCA AOCTYMHbI CAeAyoLe napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WB-3P-PTP2(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re
custom — 3aveHa cogepxnmoro CID Ha 3HaveHne, ykazaHHoe B napametpe dhcp-option-82-customcCID.
MapameTp MOXeT NpMHUMaTh 3HaveHusi: APMAC-SSID — 3ameHa cogepxmumoro CID Ha <MAC-agpec TOUKU
Aoctyna>-<mms SSID>. SSID — 3ameHa cogepxumoro CID Ha nms SSID, K KOTOPOMY MOAK/IYEH KIMEHT. 1o
ymosnyaHuo: APMAC-SSID)

WB-3P-PTP2(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3amveHa cogepxnmoro RID Ha 3HaveHne, ykazaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXeT npMHUMaTh 3HaveHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNMeHTCKOro ycTpolictBa. APMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3ameHa cogepXmmoro RID Ha AOMEH, B KOTOPOM HaxoauTcsa Touka goctyna. Mo ymonyanuto: ClientMAC)
WB-3P-PTP2(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOPOe byaeT nepegasatbes B CID. Ecnv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3agaH0, Touka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymMo4aHuto: <MAC-agpec TouYkun AocTyna>-<ums SSID>)
WB-3P-PTP2(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe ByaeT nepegasaTtbcs B RID. Ecv 3HaveHune
napameTpa dhcp-option-82-custom-RID He 3aaH0, TOUKa OyaeT n3MeHATb RID Ha 3HaYeHne no
ymosiyaHuto: MAC-agpec KNIMEHTCKOrO YCTPOCTBA)
WB-3P-PTP2(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bc160p
pasgenutens oktetoB MAC-agpeca, koTopblii nepegaetcs B RID u CID. radius — B kauecTBe pasgenuntesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)
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12.5 HacTtpoiika 6ecnpoBogHOI ceTH

Tabnuua 6 — KomaHgpb! 418 HACTPOKM pexnmMa paboTbl yCTponcTBa

YcTpoiicTBO PeXxunm ycTpoiicTBa KomaHpa onsi HacTPOIKU pexuma paéoTbl
AP Touka poctyna PTP mode ap-ptp
STA KnueHt mode sta

Tabnuua 7 — KomaHgpl 4N HACTPOKM pexnma 6e30nacHoOCTU

Pexxum 6e3onacHocTun KomaHpa pnsi HacTpoiikn pexuma 6e3onacHocTuy
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPAZ2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

12.5.1 Hactpoliku cetn ans AP

HacTtpoiika Touku gocTtyna AP 6e3 wuncpoBaHus

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexnma paboTsl yCTPoCTBa)
WB-3P-PTP2(config):/interface/wlan0/wlan# ap

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP2 (13veHeHve nmveHn SSID)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HACTPOEK pexnma
6e3onacHocTn)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/ap-security# mode off (pexuvm wnposaHms off — 6e3
napossi)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/ap-security# save (CoxpaHeHve HacTpoek)

PR e

81



PykoBoacTBo no akcnayatauun WB-3P-PTP2

HacTpoiika Touku goctyna AP c OWE

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexnma paboTbl yCTPONCTBA)
WB-3P-PTP2(config):/interface/wlan0/wlan# ap

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP2 (n3meHeHne nveHu SSID)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 6710k HACTPOEK pexnma
6e3onacHocTN)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexum wudposaHns OWE —
LLMdOpOBaHHOE coeaMHEHME 6e3 BBOAA Naposis. B Takom pexume CMOryT NOAKAUUTLCS TO/IbKO K/TMEHTHI
Wi-Fi 6)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# save (coxpaHeHVe HacTpOeK)

_— T oD ==

HacTtpoiika Touku goctyna AP Cc pexxumom 6e3onacHocTu WPA-Personal

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexunma paboTsl yCTPONCTBA)
WB-3P-PTP2(config):/interface/wlan0/wlan# ap

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP2 (13veHeHve nvieHn SSID)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HACTPOeK pexrmva
6e3onacHocTn)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexuvimv wncposanns — WPA3)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# key-wpa password123 (rze password123 — k/04/naposs,
HeobXoAUMbIA AN NOAKNHYEHUS K 6eCNPOBOAHOMY MOCTY. IMHA KAoYa A0/KHA COCTaBNATb OT 8 40 63
CUMBOJI0B)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# save (coxpaHeHve HacTpoek)

_— T =
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HacTpoiika Touku goctyna AP c Enterprise-aBTopUu3avueii

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexuma paboTsl yCTPONCTBA)
WB-3P-PTP2(config):/interface/wlan0/wlan# ap

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP2 (13veHeHve nveHn SSID)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6710k HACTPOEK pexvma
6e3onacHocTN)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexum wnpoBaHmns — WPA3-
Enterprise)

_— T oD ==

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# radius
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# domain root (rze root — foMeH nosb3oBaTesis)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rie X — nopt RADIUS-cepBepa, KOTopbIii
ncnonb3lyeTcs ANns ayTeHTudmkauum 1 astopusaynn. Mo ymonyaxuio: 1812)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rae secret — naposb ans
RADIUS-cepBepa, UCMosib3yemMoro A5 ayTeHTUdnKaumm 1 aBTopusaunm)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/il0ueHne OTNpasky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/19 akkayHTUHra)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (r1e secret — naposib 514
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHIa)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/10HueHV e NEPUOANHECKON
OTNpaBKM co0bLEeHNI «Accounting» Ha RADIUS-cepBep. No ymon4yaHuio: false)
WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (HTEpBa/T OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHne HacTpPOek)

12.5.2 [ononHutenbHble HacTpoiiku ana AP

Ha3HaueHue VLAN-ID

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# vlan-id X (rae X — Homep VLAN-ID )

BkntoueHue VLAN trunk

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# vlan-trunk true (Bx/itoueHvie VLAN Trunk. [ns oTKH04eHNS
BBeauTe false)
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BkntoueHue General VLAN

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID.
[na otknoueHus seeaute false)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# general-vlan-id X (r1e X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHanv3 npropurtera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAUYEHME M0 YMOYaHuio: true. B 3TOM cryyae aHann3npyeTca
npuoputeT 13 nons DSCP 3aronoska IP-nakeTa)

BkntoueHune cKpbITOro SSID

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# hidden true (Bx/itoueHne ckpbiToro SSID. 115 OTK/IHYEeHNA
BBeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bk/1104eHVe UCnNonL30BaHNA
doyHKUMOHana Minimal Signal. s oTkitodyeHnsa seegute false)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# min-signal X (e X — noporosoe 3HaveHune RSSI, npu
[OOCTUXXEHMM KOTOPOro Touka byaeT OTK/touaTth KnneHTa ot VAP. MNapameTp MOXEeT NpuHMMaTh 3HauYeHust
0T-100 A0 -1)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# check-signal-timeout X (e X — nepunoz Bpemenn B
CeKyHaax, No UCTeUYEHNM KOTOPOro NPUHMMAETCH PeLLeHne 06 OTKTHUYEHNN KIIMEHTCKOro 060pyaoBaHus
OT BUPTYasIbHOW CETU)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# roaming-signal X (e X — noporosoe 3HaveHune RSSI, npu
[OCTUXXEHMM KOTOPOrO NMPOMCXOAUT NEPEKIIOYEHME KITMEHTCKOrO 060pYyA0BaHUSA Ha APYTYO TOUKY
foctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus ot -100 A0 -1. MapameTp roaming-signal fo/mKeH ObITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gBbMm, TO roaming-signal LoO/MXeH 6bITb paBeH, Hanpumep, -70
nBm)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rae X — MakcumasibHas CKOPOCTh
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bk/toueHne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-per-vap-rxi# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rze X — MakcumasibHas CKOPOCTb
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bk/1toueHve weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMuYeHns LULMPOKOBeLLaTeIbHOro Tpadmka

HacTpoliika wevinepa B HanpaBaeHUU OT KAneHTa STA 40 TOUKM gocTtyna AP:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-bcast-rx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rae X — makcymarnibHas cKopocTb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bxk/1t0ueHne weinepa. Moxet
npuHUMaTth 3HavyeHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-bcast-rxi# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaBa€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rae X — makcumanbHas CKopocTh B
KOUT/C NI NakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve wenepa. Moxet
npuHUMaTth 3HavyeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)
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HacTpoiika orpaHnyeHusi MHOroagpecHoro Tpacguka

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-mcast-rx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# value X (rge X — makcumasibHas CKOpoCTb B
KOUT/C N nakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# mode kbps (Bx/toueHne wennepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (CoxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-mcast-tx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rge X — makcumasnibHasi CKOPOCThb B
KOUT/C N nakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMuYeHNsi HeU3BEeCTHOro TpadmKa

HacTpoliika wevinepa B HanpaBAe€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOPOCTb B KOUT/C UM NaKeTbl/C)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/itoueHne wennepa.
MoxeT npuHumMmathb 3HaveHune: kbps — K6uT/c, pps — naketbl/c, off — BbIK/THOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika KOHTpons gocTyna no MAC

WB-3P-PTP2(config):/interface/wlan0/wlan/ap# acl

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/acl# mac
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rze XXXXXCXKXEXK —
MAC-agpec yCcTpoiicTBa, KOTOPOMY HEOOXOAMMO pas3peLLnTb/3anpeTnTb 4oCTyn. 19 yaganeHns agpeca 13
crnucka ncnonb3yinte komaHay del)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/acl/mac# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p nonvTrkm. BosMoxHbIe 3Ha4YeHns:
allow — paspeluaTb NOAKIOYEHME TONBKO TEM KAneHTam, MAC-agpeca KOTOpbIX COAepXaTcs B CMNCKE;
deny — 3anpewiarb nogktoueHne knneHtTam, MAC-agpeca KOTOpbIX CoAepXXaTcs B CnMcke. 3HavyeHue no
ymosnyaHuio: deny)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/acl# enable true (Bx/10ueHvie KOHTPOIA gocTyna no MAC. 114
oTK/Io4YeHns BeeauTe false)
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12.5.3 Hactpoiiku cetn gna STA

HacTtpolika knmeHTa STA 6e3 wudpoBaHus

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode sta (BbI60p pexunma paboTbl yCTPoNCTBa)
WB-3P-PTP2(config):/interface/wlan0/wlan# sta

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# ssid WB-3P-PTP2 (13veHeHve nvieHn SSID a1
NOAKOYEHNSA K 6ECNPOBOAHOMY MOCTY)

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# security-mode off (pexvmv wnposarms off — 6e3 naposns)
WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# save (coxpaHeHVe HacTpoek)

HacTtpolika Touku goctyna STA c OWE

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode sta (BL100p pexuma paboTsl ycTpoicTea)
WB-3P-PTP2(config):/interface/wlan0/wlan# sta

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# ssid WB-3P-PTP2 (13MeHeHne nvieHn SSID)
WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# security-mode OWE (pexxum LuidpposaHms OWE —
LUMdpoBaHHOE coeamHeHne 6e3 BBoga nNaposns. B Takom pexrime CMOryT NOAKIUUTLCA TOIbKO K/TUEHTbI
Wi-Fi 6)

WB-3P-PTP2(config):/interface/wlan0/wlan0/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika knueHTa STA ¢ pexxumom 6e3onacHocTu WPA-Personal

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode sta (BLI60p pexnma paboTsl yCTPONCTBA)
WB-3P-PTP2(config):/interface/wlan0/wlan# sta

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# ssid WB-3P-PTP2 (13veHeHve nmeHun SSID ana
NOAK/IOYEHMS K 6ECNPOBOAHOMY MOCTY)

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# security-mode WPA3 (pexuvm wwnposaHmna — WPA3)
WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# key-wpa password123 (rae password123 — k/104/naposis,
HeoOXoANMbIA ANS1 MOAK/UYEHUS K TOUKe AoCTyna. [AnnHa KnYva Ao/HKHA COCTaB/IsATb OT 8 10 63
CUMBOJI0B)

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# save (coxpaHeHvie HacTpoek)
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HacTpolika knmeHTa STA ¢ Enterprise-aBTopusauueii

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# wlan

WB-3P-PTP2(config):/interface/wlan0/wlan# mode sta (BbI60p pexnma paboTbl yCTPONCTBA)
WB-3P-PTP2(config):/interface/wlan0/wlan# sta

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# ssid WB-3P-PTP2 (1n3veHeHue nmeHun SSID ana
NOAK/IOYEHMS K 6ECNPOBOAHOMY MOCTY)

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# security-mode WPA3_1X (pexum wungposaHms — WPA3-
Enterprise)

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta# radius
WB-3P-PTP2(config):/interface/wlan0/wlan0/sta/radius# username user (e user — 10rviH, HEOOXOANMbIIA
ONns aBTopu3aumm Ha RADIUS-cepBepe)

WB-3P-PTP2(config):/interface/wlan0/wlan0/sta/radius# password password (r1e password — k/104/napors,
HeobxoAnMbIA ANns1 aBTopm3aunn Ha RADIUS-cepBepe)
WB-3P-PTP2(config):/interface/wlan0/wlan0/sta/radius# save (coxpaHeHvie HacTpoek)

12.5.4 [ononHutenbHble HacTpoiikmu cetn STA

Ha3HaueHue VLAN-ID

WB-3P-PTP2(config):/interface/wlan0/wlan/sta# vlan-id X (rae X — Homep VLAN-ID )

BkntoueHue VLAN trunk

WB-3P-PTP2(config):/interface/wlan0/wlan/sta# vlan-trunk true (Bk/1toueHvie VLAN Trunk. 15 oTKIHO4EHNS
BeeguTe false)

BkntoueHune General VLAN

WB-3P-PTP2(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bi/1t0ueHne General VLAN Ha SSID.
[nsa otknoveHns seeaute false)
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# general-vlan-id X (rae X — Homep General VLAN)

BbiGop cnoco6a npuoputmusaumu

WB-3P-PTP2(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHanv3 npnoputera 13z nons CoS
(Class of Service) TErMpoBaHHbIX NakeToB. 3HAYEHNE MO YMOTYaHMIO: true. B 3TOM criyvyae aHam3npyeTcs
npuopuTeT 13 nons DSCP 3arosioBka IP-nakeTa)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpolika weiinepa B HanpaBae€HUN OT TOYKM aocTyna AP o0 kKnueHTta STA:
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — makcumasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (BxtoueHne wenepa. Moxer
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBaeHUU OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# shaper-bcast-tx

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — makcumasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/toueHne wenepa. Moxer
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpoliika wevinepa B HanpaBAe€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# shaper-mcast-rx

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rae X — maxkcymasnibHas cKopocThb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (sx/1t0ueHne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaBaeHUN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# shaper-mcast-tx

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rae X — makcymasnibHas CKopocThb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bx/1t0ueHne wenepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WB-3P-PTP2(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HacTpolika weiinepa B HanpaBaeHUU OT KAneHTa STA A0 TOYKM gocTtyna AP:
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOPOCTb B KGUT/C)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/it0oueHne wennepa.
[ns otknoveHns BeeaunTe off)

WB-3P-PTP2(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WB-3P-PTP2(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HaCTpoﬁKa BCTPEYHOro yCTpOVICTBa BbINMOJ/THAETCA aHa/TIOTN4YHO.

YBenuueHue MTU Ha nitepdeiicax

WB-3P-PTP2(config):/interface# eth0

WB-3P-PTP2(config):/interface/eth0# common

WB-3P-PTP2(config):/interface/eth0/common# mtu X (rze X — 3HadyeHve MTU. MakcumasibHoe 3HauyeHue
2400)

WB-3P-PTP2(config):/interface/eth0/common# exit

WB-3P-PTP2(config):/interface/eth0# exit

WB-3P-PTP2(config):/interface# wlan0

WB-3P-PTP2(config):/interface/wlan0# common

WB-3P-PTP2(config):/interface/wlan0/common# mtu X (rze X — 3HavyeHne MTU. MakcumanbHoe 3HaveHve
2400)

WB-3P-PTP2(config):/interface/wlan0/commoni save

12.6 OrpaHunyeHune konmyecTBa nsyveHHolx MAC-agpecos

OrpaHuyeHne KonmyecTBa usyuyeHHbIX MAC-agpecoB

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# mac-learning

WB-3P-PTP2(config):/mac-learning# enabled true (true — Bk/IlOUEHNE OrpaHNUeHs KOIMYECTBA N3YUYEHHbIX
MAC agpecos. Mo ymonyaHuio: false)

WB-3P-PTP2(config):/mac-learning# mac-learning-limt 100 (100 — rno6asibHoe orpaHuyeHmne ymcna MAC-
agpecos (Wi-Fi + Ethernet). Bo3mMoXHble 3HaYeHus: 1-2048. 1o ymonyaHuio: 2048, He pekoMeHAyeTCA
MEHSITh)

WB-3P-PTP2(config):/mac-learning# wifi-mac-learning-limit 100 (100 — orpaHvyeHve uncna MACagpecos co
CTOPOHbI Wi-Fi. BO3MOXHbIe 3HaYeHus: 1-2048)

WB-3P-PTP2(config):/mac-learning# eth-mac-learning-limit 100 (100 — orpaHnyeHve yicna MAC-afpecos co
CTOPOHbI Ethernet. Bo3MOXHble 3Ha4YeHus: 1-2048)

WB-3P-PTP2(config):/mac-learning# drop-unknown-unicast-src true (true — Bk/Il0UeH e 3anperTa nepegaqn
Tpaduka oT ycTpoincTs, MAC-agpeca KOTOpbIX OblIN HE N3YYeHbl 13-3a NPEBbILLIEHNS KaKoro-nmbo
orpaHuyeHns nlydyeHHoix MAC-agpecos. [ins oTknoyeHns seeguTe false)
WB-3P-PTP2(config):/mac-learning# drop-unknown-unicast true (true — Bk/it04eHne 3anperta nepegayv
Tpadmka Ha HensyyeHHble MAC-agpeca (ToNbKo unicast). Ans oTknoyeHns seeguTe false)
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12.7 CucTeMHble HACTPOWKM

12.7.1 O6HoBneHue MO ycTpoincTea

OGHoBneHue MO Touku goctyna no TFTP

WB-3P-PTP2(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WB-3P-PTP2-2.1.0_build_358.tar.gz)
WB-3P-PTP2(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WB-3P-PTP2(root):/# firmware upload http <URL gnsa ckaumBaHua daiina MO> (npuvep: firmware
upload https://eltex-co.ru/upload/iblock/c41/WB-3P-PTP2-2.1.0_build_358.tar.gz)
WB-3P-PTP2(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WB-3P-PTP2(root):/# firmware switch

12.7.2 ¥YnpaBneHue KoHUrypaumei ycTpoicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WB-3P-PTP2(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WB-3P-PTP2(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WB-3P-PTP2(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WB-3P-PTP2(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue thpaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WB-3P-PTP2(root):/# manage-config apply (npumeHeHne KoHdurypawmm Ha 6ecrnpoBogHOM MOCTe)

91



PyKoBOACTBO No akcnayaTaumu WB-3P-PTP2

12.7.3 KOHTPO/Ib [OCTYMHOCTU

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvts OTCYTCTBUE CBSIBHOCTU U Nepesarpy3untb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-kiveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WB-3P-PTP2(config):/ping-watchdog# enable true (true — Br/IlOUEHME KOHTPONSA AOCTYNHOCTY. [0
ymosnuaHuio: false)

WB-3P-PTP2(config):/ping-watchdog# host X.X.X.X ( X.X.X.X — IP-agpec, kyaa oyayT otnpasnatscs ICMP-
3anpochl)

WB-3P-PTP2(config):/ping-watchdog# ping-interval 100 (Bpemvs B cekyHaax, yepes koTopoe byaert
otnpasneH ICMP-3anpoc nocne nosnyyeHus ICMP-oTBeTa Uiy NPUHATUA pPeLLeHNst O TOM, YTO NpeablayLnii
ICMP-3anpoc oka3sasicsl HeygayuHbIM. JonycTuMble 3Ha4eHNs: 60-86400 BKIHOUNTESTbHO)
WB-3P-PTP2(config):/ping-watchdogi startup-delay 100 (spens B cekyHaax nocsie BKKYeHNs YyCTPONCTBa
N npeAblayLero cpabarbiBaHWsA, B TEHEHNE KOTOPOro KOHTPO/1b AOCTYNHOCTM He OyAeT paboTtaTb.
[lonycTmble 3HaYeHust: 60-86400 BK/IHOUNTENBHO)

WB-3P-PTP2(config):/ping-watchdog# ping-timeout 1 (Bpems B cekyHaax, B TEYeHVe KOTOPOro OxmaaeTcs
ICMP-OTBET Ha oTnpaB/ieHHbIn ICMP-3anpoc. Ecnu no nctevyeHmn sBpeMmeHn ICMP-0TBET He NO/yYeH, TO
ICMP-3anpoc cuntaeTcs HeygayHbIM. onycTuMble 3Ha4eHUst: 1-10 BK/IKOUNTESbHO)
WB-3P-PTP2(config):/ping-watchdog# max-retry 3 (MakcrumvasibHOe KONIMYecTBO HeyaaqHbix ICMP-3anpocos.
Ecnu konnyecTBo HeygauHblx ICMP-3anpocoB JOCTUTAET yKa3aHHOro Y1C/ia, TO BbIMOMIHAETCA 3a4aHHoe
Aericteue. lonycTnmble 3Ha4eHNs: 1-86400 BK/THOUNTENBHO)

WB-3P-PTP2(config):/ping-watchdog# action (feiicTBre. BoamoxHble 3HaueHns: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeJOCTYNHOCTU 3aZlaHHOro Ping-cepBepa nponsonget
nepesarpyska ycTpoiicTBa,; ethernet-restart — nepesanyck ethernet uHTEphelica — B criyvae
HeLOCTYMNHOCTY 3aZjaHHOro Ping-cepBepa npousongeT nepesanyck Ethernet-uHtepdpeiica ycTpoiicTea;
wireless-restart — nepesanyck 6ecnpoBogHoOro nHTepgeica — B caiydae HefoCTYNHOCTU 3a4aHHOr0 Ping-
cepBepa npoulonaet nepesanyck 6ecnpoBoAHOro MHTepdenca yCcTponcTea)

12.7.4 Tepesarpy3ska ycTpoiicTBa

KomaHga ans nepesarpysku ycTpoiictea

WB-3P-PTP2(root):/# reboot
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12.7.5 HacTtpolika pexvma ayTeHTugmkalmm

YCTPONCTBO MMEET 3aBOACKYH YYETHYIO 3anncb admin ¢ naponem password. YoannTb AaHHYH0 YHETHYIO
3anucb Henb3s. I3MeHnTb Naposib MOXHO C MOMOLLbIO YKa3aHHbIX HXE KOMaH,

N3meHeHWe napons ans yuyeTHoh 3anmcu admin

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# authentication

WB-3P-PTP2(config):/authentication# admin-password <HoBbIi naponb Ana yyeTHon 3anucu admin>
(0T 1 1O 64 CMMBO/IOB, BK/1HOYAA NTAaTUHCKUE BYKBbI U LINGpbI)

WB-3P-PTP2(config):/authentication# save

imeeTca BO3MOXHOCTb CO34aTb AONOMHUTENbHbIX NOMb30BaTeNel A1 N0Ka/lbHON ayTeHTUdMKauUm, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENSAM A0MKHA GbITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nonb3oBaTe/lb C TAKOI POsbio BYAET UMETH MOJHbIV AOCTYN K KOHUIYPUPOBAHWIO U
MOHWTOPUHTY YCTPOICTBA;
viewer — no/ib30BaTesb C Takoli Posblo ByAeT UMETb AOCTYN TO/IbKO K MOHUTOPUHIY YCTPOIACTBA.

Co3sfaHne Aono/THUTENbHbIX No/Ib30BaTe el BbINO/THAETCA CNeAyoWmMMM KOMaHaaMu:

JoGaBneHne HOBbIX NONb30BaTeNei

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# authentication

WB-3P-PTP2(config):/authentication# user

WB-3P-PTP2(config):/authentication/user# add userX (rge userX — nms HOBOW y4eTHOM 3anucn. [ns
yaaneHusa ncnonb3yinte komaHay del)

WB-3P-PTP2(config):/authentication/user# userX

WB-3P-PTP2(config):/authentication/user/userX# login userX (e userX — 1ms HOBOW Y4ETHOM 3anucu)
WB-3P-PTP2(config):/authentication/user/userX# password <Maponb Ana y4yeTHoii 3anucu userX> (0T 1 710
64 CMBOJI0B, BK/1HO4asA NlaTHCKMe 6yKBbl U LndpbI)

WB-3P-PTP2(config):/authentication/user/userX# role admin (nosib3oBaresio BhLIAAKTCA Npasa Ha
KOHoUrypmpoBaHune. Bo3MOXHOe 3HaYeHune: viewer — y4eTHOIN 3anvcy OyaeT AOCTYNeH TOMbKO
MOHWUTOPWHT)

WB-3P-PTP2(config):/authentication/user/userX# save

Ans ayteHTudgmkauum yepes RADIUS-cepBep HEO6X0AMMO HACTPOUTL NapameTpbl 4OCTyNa K HEMY.
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HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# authentication

WB-3P-PTP2(config):/authentication# radius

WB-3P-PTP2(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WB-3P-PTP2(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3YEeTCA A8 ayTEHTUdINKaLMK 1 aBTopusaumun. Mo ymonyaHmio: 1812)
WB-3P-PTP2(config):/authentication/radius# auth-password secret (e secret — ko4 17159 RADIUS-cepBepa,
MCNO/Ib3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WB-3P-PTP2(config):/authentication/radius# exit

WB-3P-PTP2(config):/authentication# radius-auth true (Bk/1l0ueHNE pexxnma ayTeHTUdrKaLmm yepes
RADIUS-cepBep. Ana oTkitoyeHnsa seeguTe false)

WB-3P-PTP2(config):/authentication# save

© nMpu ayteHTudmkauymm yepes RADIUS-cepBep HEOGXOAVMO CO3AaTh JIOKa/IbHYIO YYETHYHO 3aMuch,
KoTopasi 6yaet aHasiormyHa yyetHoi 3anmcu Ha RADIUS-cepBsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTeNibHO Ao/MKHA ObITh YKasaHa posib, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgMnKaLmsa npoiaeT no S10KasibHOM
YYETHOM 3anuncu.

12.7.6 Hactpoliika DCHP-snooping

KomaHpabl ansa HacTpoiiku DHCP-snooping

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# dhcp-snooping

WB-3P-PTP2(config):/dhcp-snooping# enable true (sk/itoueHne DHCP-snooping. 115 OTK/IHOUEHNSA BBEAUTE
false)

WB-3P-PTP2(config):/dhcp-snoopingi# vlan (HacTpoiika DHCP-snooping A/1s TErMpoBaHHOIO Tpadinka)
WB-3P-PTP2(config):/dhcp-snooping/vlan# add vlan-group (rze vian-group — vims rpynnesl VLAN, 415 KOTOPOU
oynet pabotarb DHCP-snooping)

WB-3P-PTP2(config):/dhcp-snooping/vlan# vlan-group
WB-3P-PTP2(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rie X — Homep VLAN, Y-Z — avanasoH
VLAN, KoTOpble 6yayT BXOAWTb B rpynny vlan-group 1 Ans Kotopbix 6yaeTt padotat DHCP-snooping.
Mpumep KoHurypauum nepeynsa VLAN: vid '10;100-110')
WB-3P-PTP2(config):/dhcp-snooping/vlan/vlan-group# exit

WB-3P-PTP2(config):/dhcp-snooping/vlan# exit

WB-3P-PTP2(config):/dhcp-snooping# untag true (BktoueHe DHCP-snooping A/ HETETNMPOBaHHOIO
Tpadomka. Ans oTktodueHns seeguTe false)

© Mo ymonuaHuio OBEPEHHBIM MOPTOM CUATAETCA TOMLKO ethO.
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12.7.7 HacTtpoiika fatbl 1 BpEMEHU

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# date-time

WB-3P-PTP2(config):/date-time# mode ntp (Bk/itoueHne pexviva paboTsl ¢ NTP. BO3MOXHOE 3HaYeHune:
manual — ycTaHOBKa BPEMEHMN BPYUHYH))

WB-3P-PTP2(config):/date-time# ntp

WB-3P-PTP2(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WB-3P-PTP2(config):/date-time/ntp# alt-servers (ycTaHOBKa A0M0NHNTE bHLIX NTP-cepsepos)
WB-3P-PTP2(config):/date-time/ntp/alt-servers# add <flomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHve pasaena KoHgurypaumm oononHntTenbHoro NTP-cepeepa. MakcumasibHoe
KonnyecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)
WB-3P-PTP2(config):/date-time/ntp/alt-servers# exit

WB-3P-PTP2(config):/date-time/ntp# exit

WB-3P-PTP2(config):/date-time# common

WB-3P-PTP2(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka
BPEMEHHOW 30HbI)

WB-3P-PTP2(config):/date-time/common# save (coxpaHeHne HacTpoek)

12.7.8 [ononHuTeNbHbIE HACTPOIKM CUCTEMBI

M3meHeHMe nMeHu ycTpoiicTBa

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# system

WB-3P-PTP2(config):/system# hostname WB-3P-PTP2_2 (rge WB-3P-PTP2_2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET cogepxartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lnpbl,
3HaK gednc «-» (aedmnc He MOXET BbITb NOCNeAHNM CUMBO/IOM B UMeHM). Mo ymondaHuio: WB-3P-PTP2)
WB-3P-PTP2(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmueckoro gomeHa

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# system

WB-3P-PTP2(config):/system# ap-location ap.test.root (r7e ap.test.root — foMeEH y3na fepeBa YCTPOUCTB
cucTeMbl ynpasneHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WB-3P-PTP2(config):/system# save (CoOxpaHeHne HacTpoek)
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N3meHeHune Radius NAS-ID

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# system

WB-3P-PTP2(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
naeHTudmkaTop gaHHon T/. MNapameTp npeaHasHayeH a8 naeHTudmkaumm yecTponcTea Ha RADIUS-
cepBepe, B ciiyvyae ecnuv RADIUS oXnaaeTt 3HaudeHne, oT/im4Hoe ot MAC-agpeca. Mo ymonyaHuio: MAC-

appec T/)
WB-3P-PTP2(config):/system# save (COxpaHeHne HacTpoek)

HacTpoliika LLDP

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# lldp

WB-3P-PTP2(config):/lldp# enabled true (Bx/toueHve doyHkumoHana LLDP. [1a oTkioveHus seeaute false.
Mo ymonuyaHutio: true)

WB-3P-PTP2(config):/lldp# tx-interval 60 (M3meHeHVe nepuoga oTnpasku LLDP-coo6LueHuit. 1o ymonyaHuto:
30)

WB-3P-PTP2(config):/lldp# system-name WB-3P-PTP2_reserv (r1e WB-3P-PTP2_reserv — HOBOE 1M
ycTpolicTea. Mo ymonyaxuio: WB-3P-PTP2)

WB-3P-PTP2(config):/lldp# save (coxpaHeHve HacTpoek)
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12.8 MOHUTOPUHT

12.8.1 BecnpoBogHoOl kaHan

WB-3P-PTP2(root):/# monitoring wireless-peer

index | ©

hw-addr | e0:d9:e3:49:c2:a0
interface | wlan@

rfid | -1

wid | -1

band | 2.4

state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta

ssid | WB-3P-PTP2
ip-addr | 192.168.50.61
hostname | WB-3P-PTP2
dhcp-request-status | obtained
rx-retry-count | 1982

tx-fails | ©
tx-period-retry | ©
tx-retry-count | 2444

rssi-1 | -49

rssi-2 | -65

rssi | -65
max-rssi-1 | -41
max-rssi-2 | -60

max-rssi | -41

snr-1 | 24

snr-2 | 24

snr | 24

noise-1 | -73

noise-2 | -89

noise | -73
rssi-remote-1 | -52
rssi-remote-2 | -53
rssi-remote | -53
snr-remote-1 | 35
snr-remote-2 | 35

snr-remote | 35

tx-rate | HE NSS2 MCS9 SGI 229.4
rx-rate | HE NSS1 MCS1 SGI 17.2
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 05:57:36

mfp | false
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 100
link-quality-common | 97
tx-retry-ratio | ©
actual-tx-rate | ©
actual-rx-rate | ©
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shaped-rx-rate | ©

actual-tx-pps | 4

actual-rx-pps | ©

shaped-rx-pps | ©

link-capacity | 83

multicast-groups-count | 1

using-802.11v | yes

twt-support | none

name | ©

Counter Transmitted Received
Total Packets: 103186 3952
TX success: 100

Total Bytes: 6782434 1702930
Data Packets: 103127 3894
Data Bytes: 6779738 17060522
Mgmt Packets: 59 58
Mgmt Bytes: 2696 2408
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received
cckl 0 | 0% 223

cck2 0 | 0% 138

cck5 0 | 0% 138

cckll 0 | 0% 8

ofdmé 0 | 0% 122

ofdm9 0 | 0% 64

ofdml2 0 | 0% 87

ofdml8 0 | 0% 22

ofdm24 0 | 0% 12

mcso 0 | 0% 227
nssl-mcsoO 0 | 0% 146
nssl-mcsl 0 | 0% 1405
nssl-mcs2 0 | 0% 293
nssl-mcs3 0 | 0% 108
nssl-mcs4 0 | 0% 113
nssl-mcs5 0 | 0% 89
nssl-mcs6 0 | 0% 22
nssl-mcs7 0 | 0% 47
nssl-mcs8 0 | 0% 7
nssl-mcs9 0 | 0% 9
nssl-mcsl0 0 | 0% 5
nss2-mcso 0 | 0% 248
nss2-mcsl 0 | 0% 169
nss2-mcs2 0 | 0% 53
nss2-mcs3 0 | 0% 89
nss2-mcs4 0 | 0% 71
nss2-mcs5 37 | 0% 16
nss2-mcsé6 203 | 0% 51
nss2-mcs7 3586 | 9% 18
nss2-mcs8 5135 | 13% 0
nss2-mcs9 27540 | 73% 0
nss2-mcslo 1065 | 2% 0
nss2-mcsll 25 | 0% 0

PykoBoacTBO no akcnayatauum WB-3P-PTP2
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| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.50.62( 0) |

12.8.2 VHgopmauus 06 ycTpolicTee

WB-3P-PTP2(root):/# monitoring information

01:17:49 02.01.1999
1d01:17:54
WB-3P-PTP2

2.1.0 build 1

2.1.0 build 1

2.0.1 build 1

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 54
memory-free 107
memory-used 129
memory-total 237
cpu-load 2.8
cpu-average 4.28
is-default-config true
board-type WB-3P-PTP2
hw-platform WB-3P-PTP2

EC:B1:E0:21:76:30
EC:B1:E0:21:76:30

factory-wan-mac
factory-lan-mac

factory-serial-number WP58000025
hw-revision 1lvl
session-password-initialized false
ott-mode false
last-reboot-reason unknown
test-changes—-mode false
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12.8.3 CeteBas nHcopmaLma

WB-3P-PTP2(root):/# monitoring wan-status

Common 1information:

interface | bro.1000

mac | €8:28:c1:03:f7:a20
vlan | 1000

rx-bytes | 667443
rx-packets | 7210

tx-bytes | 1903365
tx-packets | 1514
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

WB-3P-PTP2(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 700817
rx-packets: 7585
tx-bytes: 1905096
tx-packets: 1531

WB-3P-PTP2(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

WB-3P-PTP2(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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12.8.4 becnpoBofHble NHTEepencol

WB-3P-PTP2(root):/# monitoring radio-interface

name | wlano
rfid | ©

status | on

band | 2.4 GHz
hwaddr | EC:B1:E0:21:76:30
tx-power | 26 dBm
noise-1 | -86 dBm
noise-2 | -86 dBm
channel | 1
frequency | 2412 MHz
bandwidth | 20 MHz
utilization | 90%
thermal | 48

mode | b/g/n/ax

12.8.5 >KypHan cobbITui

WB-3P-PTP2(root):/# monitoring events

07:16:19 17.11.2022 WB-3P-PTP2 daemon.info scanwlan[27769]: start scan on 1interface 'wlanO'

07:16:19 17.11.2022 WB-3P-PTP2 daemon.info scanwlan[27769]: scan on interface 'wlano'
finished

07:16:19 17.11.2022 WB-3P-PTP2 authpriv.info weblogin[28027]: pam_unix(weblogin:session):

session opened for user admin

07:16:19 17.11.2022 WB-3P-PTP2 daemon.info configd[1054]: The AP startup configuration was

updated successfully by admin

07:16:19 17.11.2022 WB-3P-PTP2 daemon.info networkd[1098]: DHCP-client: Interface br0® renew

lease on 10.24.80.60.
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12.8.6 CkaHupoBaHue admpa

© Bo Bpems OCYLLECTB/IEHNSI CKAHMPOBAHWS 3dmpa paaronHTEPdIeiic YCTpoicTBa BY/AET OTK/IHOUEH, YTO
npuBeaeT K HEBO3MOXHOCTU nepefayumn gaHHbix Ao Wi-Fi knneHTa BO BpemMs ckaHMpoBaHuS.

WB-3P-PTP2(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm
lwep31_24 AP off CC:9D:A2:F2:99:F2 11 -23
WEP-3L_2.4GHz AP off CC:9D:A2:F2:99:F1 11 -23
lesh_wpa2_20wop AP wpa CC:9D:A2:F7:7D:31 3 -32
lwep201_24 AP off CC:9D:A2:F7:7D:33 3 -36
WOP-20L_2.4GHz-6 AP wpa2-1x CC:9D:A2:F7:7D:37 3 -36
andr-2001-bsteer-2 AP off 68:13:E2:0E:FF:Al 1 -37
andr_wids-2-2 AP wpaz2 CC:9D:A2:DE:4D:B2 1 -38
WEP-200L_2.4GHz-1 AP off CC:9D:A2:FF:B2:22 6 -38
1 fp_roam_11r_24 AP wpa?2 EO:D9:E3:52:B7:80 13 -38
1111111esh_wpa2_ent_test_2001_24 AP off CC:9D:A2:FF:B2:21 6 -39
WB-15-W AP wpa/wpa2 A8:F9:4B:3F:4F:21 6 -40
lwep3ax_portal51ll AP off E4:5A:D4:E2:C4:A0 6 -41
lesh_200_pmksa AP wpa2-1x EO:D9:E3:52:B7:81 13 -41
testSSID10 AP wpa2-1x E4:5A:D4:E2:C4:Al1 6 -42
test_WPA AP wpa?2 68:13:E2:03:4C:61 11 -42
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12.8.7 CnekTtpoaHasm3arop

CnekTpoaHanun3aTop npeaocTaBnsieT MHopMaLMio O 3arpy>XeHHOCTM KaHas10B. Bpemsi aHasim3a Beex
pavoKaHa/IoB AManasoHa CoCTaB/IseT NPUMEPHO 5 MUHYT.

© Bo Bpemst paboTbl CrieKTpoaHaM3aTopa nPOUCXOANT OTK/IHUEHME KneHTa STA. KNMeHT NogxnoUmTes
CHOBAa TO/IbKO TOrAa, Koraa crnekTpoaHasim3arop 3aKOHYUT CBOKO paboTy.

B pesynbrate paboThbl CeKTpoaHanM3aTopa B KOHCO/b 6yeT BblAaHa MH(OPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WB-3P-PTP2(root):/# monitoring spectrum-analyzer

Channel| CCA
1| 57%
2| 39%
3] 12%
4| 6%
5| 47%
6| 43%
7| 30%
8| 5%
9| 9%

10| 42%
11| 56%
12| 24%
13| 18%
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13 BcrnomoraTte/ibHble YTUINTbI

13.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WB-3P-PTP2(root):/# traceroute <TeCTUpPyeMbIA XOCT>

Mpumep ncnonb3oBaHUA

WB-3P-PTP2(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

13.2 Ytunuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WB-3P-PTP2(config):/# tcpdump --help

13.2.1 3axsar Tpadmka ¢ N1t060ro akTMBHOIO MHTepdeica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WB-3P-PTP2(root):/# tcpdump -i eth0

13.2.2 CHudhdpep achmpa

© Ha T gonxeH 6bITb BKIOUYEH 10601 VAP B TOM Auana3oHe, 0TKyAa CO6MpaeMcs 3axBarbiBaTb
Tpaduik.

Heobxoanmo BKNKUYUTL crieumasbHblil UHTEPMEIC, KOTOPbIR yiaBnmMBaeT Bce nakeTbl U3 achupa, Ha paboyem
KaHase T/A.
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KomaHAbI

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# interface
WB-3P-PTP2(config):/interface# radio0
WB-3P-PTP2(config):/interface/radioX# common
WB-3P-PTP2(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WB-3P-PTP2(root):/# tcpdump -i radio0

13.3 YTtunutaiperf

[aHHas yTunuTa ncnonb3yercs A/s 3anycka notoka Tpaduka ¢ 04HOro yCTpoiicTBa Ha Apyroe.

OTnpasnsoLwan cTopoHa HasbiBaeTCA KJIMEHTOM, MPUHMMAKOLLAsa — CepBepPOoM.

MonyunTb NOACKa3Ky No paboTe C yTUANTON MOXHO KOMaHA0i:
WB-3P-PTP2(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WB-3P-PTP2(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)
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13.4 YTtunuta perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WB-3P-PTP2(root):/# configure

WB-3P-PTP2(config):/# perftest

WB-3P-PTP2(config):/perftesti server-ip X.X.X.X (rae X.X.X.X — IP-afpec, KOTopbI ByaeT HasHayeH
NHTEepdency knueHTa STA Ha BpeMs BbIMOSIHEHNUS TecTa. o ymondaHuio: 192.0.4.1. PekomeHayeTcs
HacTpavBaTtb NOACETb, KOTOPasA He UCMO/b3YeTCA Ha AeCTBYHOLLEN CETN)
WB-3P-PTP2(config):/perftesticlient-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopbIin 6yget

Ha3HayeH uHTepgieincy Toukn AocTyna AP Ha Bpems BbINo/IHEHUA TecTa. Mo ymonyaHuio: 192.0.4.2.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMNOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WB-3P-PTP2(config):/perftest#netmask X.X.X.X (rge X.X.X.X — macka nogcertu, Kotopas UCrnosb3yrTcs A5
TecTa. o ymonyaHuto 255.255.255.0)

WB-3P-PTP2(config):/perftest#vlan-id X (rge X — VLAN ID, ucnonb3yemslin gis tecta. Mo ymonyanumio: 7.
PekomeHgyeTcsa HacTpamBaTth VLAN ID, KOTOPbIV HE NCMNO/b3YETCSA Ha AECTBYIOLLIEN CETU)
WB-3P-PTP2(config):/date-time/common# save (coxpaHeHne HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA!

KomaHgb! Ans 3anycka perftest

perf-test -a <MAC-agpec knueHTa> -m forward — TecTupoBaHue B CTOPOHY knneHTa (Downlink)
perf-test -a <MAC-aZpec KmeHTa> -m reverse — TeCTUPOBaHME B CTOPOHY OT knneHTa (Uplink)

perf-test -a <MAC-agpec knueHTa> -m bidirectional — TecTupoBaHue B 06e cTopoHbl (Downlink + Uplink)

© Ytunura perftest sanyckaeTcst TONLKO CO CTOPOHbI TOUKM AocTyna AP, Ha knneHTe STA eé 3anycTuthb
HEBO3MOXHO.

13.5 HKOcTtupoBka

Mopg, POCTVIpOBKOVI NOHMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA
nosiy4eHnsa MakCMMaJsibHOro curHasa.

WB-3P-PTP2(root):/# monitoring align

ssid | WB-3P-PTP2
channel | 1
frequency | 2412
rssi-1 | -70

rssi-2 | -70
rssi-remote-1 | -66
rssi-remote-2 | -70
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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