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Eltex SC. MOHUTOPUHT

B oaHHOM pasgesne onvcaH NpoLecc HaCTPOViKM 1 3anycka yTUIUT Anst c6opa AaHHbIx no naatdopme Eltex SC
1 UX OTOGPaKeHUs B rpadpMueckom BUAe A/1st OCYLLECTB/IEHNSI MOHUTOPUHIA.



Eltex SC. MOHUTOPUHT

1 Pab6ota c ELK

ELK — aTo a66peBunatypa, ucnonb3yemas 4s1a onncaHns cteka u3 Tpex npoayktos: Elasticsearch, Logstash u
Kibana. ELK saBnsieTca MHCTpyMeHTOM cbopa U aHaIMTUKN MHopMauui.

+ Elasticsearch (ES) — macwrtabupyemas yTuauta MOTHOTEKCTOBOrO MOMCKA W aHa/IMTUKKU, KOTopas
No3BONSAET ObICTPO B peXMME peasibHOr0 BPEMEHWN XPaHUTb, UCKaTb U aHaIM3MpoBaTb 60/1blLne 06BbEMBI
AaHHbIX. Kak npaswno, ES wucnonb3yetca B kadectBe NOSQL-6a3bl faHHbIX A1 MPUNOXEHUA CO
C/IOXHbIMU PYHKLMSMU NOUCKA.

+ Logstash — cpenctBo cb6opa, npeobpa3oBaHus UM COXpPaAHEHUS B OOLEM XpaHWauwe cobbiTuii un3
dhalinos, 6a3 faHHbIX, 10r0B U APYTNX UCTOYHUKOB B peasibHOM BPEMEHN.

+ Kibana — Bu3yasnbHbIii uHCTpyMeHT ans Elasticsearch, ncnonb3yemsiin s B3aMMmogeincTBus ¢ AaHHbIMK,
KoTopble XxpaHAaTca B uHAekcax ES. Be6-uHtepdpeiic Kibana nossonsier 6bICTpo co3gaBatb WU
06MeHMBaTbLCA OUHAMUYECKUMWU NaHes MU MOHUTOPWHIG, BK/IOYas Tabnuubl, rpauky n guarpammbl,
KOTOpble 0To6paxatoT n3MeHeHus B ES-3anpocax B peasibHOM BpeMEHW.

B pamkax egmHoli ELK-nnatdopmbl BCe BbilleNnepeyncrieHHble KOMMNOHEHTbI B3aMMOAECTBYIOT CAeayowmm
obpasom:

+ Logstash npeactaBnsieT co6oli koHBellep 06pab6oTkM AaHHbIX (data pipeline) Ha cTopoHe cepBepa,
KOTOPbIA OAHOBPEMEHHO MOMYyYaEeT AaHHbIE N3 HECKO/TbKMX MCTOUYHMKOB. 3AECH BbINO/THAETCA NEPBUYHOE
npeobpasoBaHne, uabLTpauus, arperauymsi WM MNapcuHr JI0OT0B, a 3aTeM 06paboTaHHble AaHHbIe
otnpasnsietcs B Elasticsearch.

+ Elasticsearch wurpaet ponb sigpa Bceli cucTembl, couyeTass (DyHKUMM 6asbl [AaHHbIX, MOMCKOBOIO U
aHa/IMTUYECKOro ABMKKOB.

+ Kibana no3Bonsiet Bu3yanm3npoBaTh gaHHble ES, a Takke agMUHUCTPUPOBATL 6asy AaHHbIX.

1.1 3anyck ELK

[ns npaBunbHoli pa6oTbl ELK Heobxoanmo B KoHdurypaumnoHHom chaiine vars/default.yml gns napavetpa elk:
enable: BbicTaBuTb donar true 1 BeINONHUTL ansible-playbook install gns kaxgoro komnoHeHTa nnaropMbl.

# MapameTpbl YCTaHOBKW cepBUCOB noruposaHusa (Elasticsearch + Logstash + Kibana).
elk:
# HyxHo nu pgo6asnaTb B nnatdopmy appender, oTnpasnswowmii norm B logstash.
# B Hem HeT Heob6xoAuMocTu, ecnu ELK He pa3BepHYT WM He HaCTPOeH; 3TO NuUWb crnposouupyeT
coobueHna o6 owubkax OTMpaBKu
# B norax nnatdopmsi.
enable: true
# Wvma (IP-appec) cepBepa, Ha KoTopoMm 6yaeT pa3BepHyT ELK.
# No ymonyaHuw coBnagaeT c 'jot.serverName', 4To npegnonaraeT YCTaHOBKY psAgoM C naatdopmoii
(Ha TOM xe XxocTe).
# B TakoMm cnydae XOCThl B UHBEHTape B rpynnax [iot] u [monitoring] [oMXHb coBnajaTb.
serverName: "{{ iot.serverName }}"
# [upeKTopus ANA YCTaHOBKU CUCTEMbl SIOrMPOBaHUA.
installDir: /storage/elk

3anyck ELK Ha cepBepe c Eltex SC.

sudo ansible-playbook install_elk.yml

OTkpoliTe Beb-6pay3ep. B agpecHoii cTpoke BeeanTte IP-agpec cepeepa v NopT, yKa3aHHbIN B
KoHgourypauum Kibana.

MOpumep: |[nomeH/ip]:5601



OTKpPOETCS NPUBETCTBEHHASA CTPaHMLA.
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L/
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Welcome to Elastic

Username

Password

&

© [1ns aBTOPM3ALMM UCTIONB3YIOTCA CEAYIOLMNE YHETHBIE AaHHbIE:

NoruH: elastic

Maponb: MyPw123

1.2 MpocmoTp nony4vyeHHbIX gaHHbIX B Kibana

OTKpoiiTe MeHI0 B IeBOM BepXHEM Yr/y. B cekuvn Management BoiGepute Stack Management.

0 Home

Overview
Alerts
Cases
Logs
Metrics
APM
Uptime

User Experience

@ security v

Overview
Alerts
Hosts
Network
Timelines
Cases

Endpoints

% Management v

Dev Tools
Integrations
Fleet

Osquery

Stack Monitoring

Stack Management

® Add integrations

Welcome home

) |

Enterprise Search

Create search experiences with a

refined set of APIs and tools

Observability

Consolidate your logs, metrics,
application traces, and system
availability with purpose-built Uls.

Get started by adding integrations

To start working with your data, use one of our many ingest options. Collect
data from an app or service, or upload a file. If you're not ready to use your

own data, add a sample data set

Management

@) Manage permissions

Control who has access and
what tasks they can perform.

o]
s

Add integrations B Trysampledata i Upload a file

Monitor the stack

Track the real-time health and
performance of your
deployment.

Security Analytics
Prevent, collect, detect, and respond Explore, visualize, and analyze your
to threats for unified protection data using a powerful suite of
across your infrastructure. analytical tools and applications.

* i

%, DevTools {8 Stack Management

Back up and restore [EL Manage index lifecycles
Save snapshots to a backup Define lifecycle policies to
repository, and restore to automatically perform
recover index and cluster state. operations as an index ages.
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[anee B 60KoBOM MeHt0 Bbibepute cekymto Index patterns. HaxxmuTe kHonky Create Index Pattern.

B none Index pattern name onuimnTe Wa6/oH iot-core*, B KOTOPLIV NMoMNaayT BCe MHAEKCHI, HAUMHAKOLLMECS C
«iot-core».

B  steckMansgement  Index pattems

Create index pattern ~ Your index pattern matches 1 source.
Name
iot-core* iot-core Index

Use an asterisk (*) to mateh mutiple characters. Spaces and the characters , £, 7,", <, >, | are not allowed.
Rows per page: 10
Timestamp field

@timestamp ~

Select a fimestamp field for us

with the global time fiter.

Show advanced settings

X Close Create index pattern

B none timestamp BbiGepute 3HaueHne Timestamp field gns ounsTpaumm gaHHbLIX N0 gaTte n BpEMEHM.
Haxmute Ha kHonky Create index pattern.

Mocne co3gaHus WabnoHa MHAEKCOB B OKHE 0TO6pasnTCst MHhopMaLms 06 MMEIOLLMXCSA NOMSAX, TUMNe AaHHbIX
1 BO3MOXHOCTU [ieN1aTb arperawmio no aTum nossim.

[na npocmoTpa AaHHbIX, MoyYeHHbIX HA OCHOBE CO3/jaHHOro WwabnoHa, B cekuumn Analytics 60K0BOro MeHto
BblbepuTe Discover.

& elastic
= . Discover Options New Open Share Inspect [E) Save
[® ~ Search KoL @ v Last15 minutes Show dates

©®  +Addfiter

iot-core* o = 43 hits & Chart options
Q) Search field names 12
Filter by type O v H
v/ Availablefields 2 43800 43700 143800 1230.00 4100 44200 14:4300 wat00 12500 1a:26:00 14700 4:48.00 44000 45000
¢ id Jul 25,2022 @ 14:35:38.812 - Jul 25,2022 @ 14:50:38 812
3 Indax Time & Decument
# _score

Jul 25, 2622 @ 14:56:37.452  gtimestamp: Jul 25, 2822 @ 14:50:37.452 @version: 1 app: iot-core host: iot-core.iot logger_name: org.eltex.iotcore.server .websocket.services.WSUserSessions message: SockJS WS nbiplwtc: add HouseUser - 3

t _type
o port: 34,428 thread_name: qtp896764562-72 _id: rKSWNIIButeTBF9jJsTc _index: iot-core _score: - _type: _doc

5 @timestamp

¢ @version Jul 25, 2022 © 14:50:37.452  grimestamp: Jul 25, 2622 @ 14:58:37.452 @version: 1 app: iot-core host: iot-core.iot logger_name: org.eltex.iotcore.server.websocket.config.WebSocketConfig message: Connected WS nbiplwtc: user - admin

) oo port: 34,420 thread_name: qtps36T64S62-72 _id: raSWNIIBUteTBF9]JsT] _index: iot-core _score: - _type: _doc

8 host > Jul 25, 2622 € 14:50:37.429 gtimestamp: Jul 25, 2022 @ 14:50:37.429 @version: 1 app: iot-core host: iot-core.iot logger_name: org.eltex.ioteore.server.websocket.services.WSUserSessions message: SockJS WS nbiplwtc: add WebSocketSession

1) togger_name port: 34,420 thread_name: qtpB9764562-67 _id: QESWNIIBUteTBFOJJSRA _index: lot-core _score: - _type: _doc

¢ message

# port > Jul 25, 2622 € 14:58:37.256  @timestamp: Jul 25, 2022 @ 14:50:37.256 @version: 1 app: iot-core host: iot-core.iot logger_neme: org.eltex.iotcore.server.pubapi.services.handlers.AuthInterceptor message: 172.18.8.9:46998/api/v1/users?
offset=[0], 1imit-[180] -GET, admin / 10.24.64.63 port: 34,428 thread_name: qtpB96764562-98 _id: qaSWNITButeTBF93JcTV _index: iot-core _score: - _type: _doc

1 thread_name
> Jul25, 2022 € 145837251 erimestamp: Jul 25, 2022 @ 14:59:37.251 eversion: 1 app: i0t-core host: iot-core.iot logger_name: org.eltex.i0fcors.server.pubapi.services. andlers AUthInterceptor message: 172.18.8.9:46996/sp1/vi/version -

GET, null / 18.24.64.63 port: 34,420 thread_name: qtpa96764562-62 _id: gaSWNLIBUteTBF9)JCTH _index: iot-core _score: - _type: _doc

> Jul 25, 2622 € 14:58:37.243  gtimestamp: Jul 25, 2022 © 14:50:37.243 @version: 1 app: iot-core host: iot-core.iot logger_name: org.eltex.iotcore.server.pubapi.services handlers. AuthInterceptor

message: 172.18.8.9:46994/api/v1/njollnir/licenses -GET, admin / 10.24.64.63 port: 34,428 thread_name: qtp896764562-68 _id: GKSWNIIButeTBFOjJcTA _index: iot-core _score: - _type: _doc

> Jul 25, 2022 © 14:59:37.236  @timestamp: Jul 25, 2022 @ 14:58:37.23¢ @version: 1 app: iot-core host: iot-core.iot logger_name: org.cltex.iotcore.server.pubapi.services.handlers.AuthInterceptor
message: 172.18.6.9:47888/api/v1/security/roles -GET, admin / 18.24.64.63 port: 34,420 thread name: tpBI6764562-86 _id: p6SWNITButeTBF93JcSS _index: iot-core _score: - _type: _doo

»  Jul 25, 2622 € 14:58:37.857 grimestamp: Jul 25, 2022 © 14:58:37.851 Gversion: 1 app: iot-core host: iot-core.iot logger_name: org.eltex.iotcore.server.pubapi.services.handlers.AuthInterceptor message: 172.18.8.9:46992/api/vl/user -GET,
admin / 10.24.64.63 port: 34,426 thread_name: qtp896764562-62 _id: pgSWNITButeTBF9jJcQC _index: iot-core _score: - _type: _doc

I 75 2827 B 14:5A:36. 1A meimantama. 13 AT 0009 A 44-EA.3E 484 Memcaiams 4 nms St amea hmabi Smb amn Sab Gammar mmmes mra Albmn Smbamen comime mand smeiien handlace hthTabasannbar manmmns 470 48 0 0 AEGA fans (i lunar  PET
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B npaBoii YacTn akpaHa MOXHO BbiGpaTh BPEMEHHOI MHTEpBa, AaHHble 32 KOTOPbIii HE06X0AMMO 0TO6GPA3UTD.

O ~ 15 hours ago - -~ In 9 hours
Absolute Relative Now
15 Hours ago w

X Round to the hour

Startdate Jul 25, 2022 @ 00:18:41.419

B cnncke Available fields B neBoii yactu askpaHa MOXHO BbIGpaTh WA6GM0OH MHAEKCA UK NOMA ANS
0oTOOpaxeHus.

iot-core* v~ pon =

(1 Search field names

Filter by type © wr

~ Awvailable fields 12
t _id

t _index

#| _score
t|_type

5 @timestamp
t @version

I app

t  host

t logger_name
t | message

#  port

t thread_name
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[ns Bu3yanusauumn aaHHblx nepeligute B cekumnio Analytics 6okoBoro meHto 1 Bbibepute Dashboard.

[ save

HaxmuTte Create new dashboard. lanee HaxmuTe Ha kKHOMKy Create visualization.
Options ~ Share

= (@ osnooara | EdtingNew Dashooard
KL O v ~ 15 minutes ago - ~in 8 hours C Refresh

Bv S

®  + Addfilter

[OOSR (11 @ Altypes ~ P Add from library

Add your first visualization

Create content that tells a story
about your data.

[nsa nocTpoeHns Bu3yanusaumm nepetawmte Heobxoammblii napameTp ns cnvicka Available fields B

BblAENEHHY0 06/1aCTb.

Inspect Cancel

@ elastic

= . Dashboard  Create
KoL @® v ~ 15 minutes ago > ~in 8 hours C Refresh

[~ Search

®  + Add filter
iot-core* [ sl Bar vertical stacked =
ilid Bar vertical stacked ~ &
QU Search field names iot-core* ~
Filter by type © w
thls Horizontal axis
# Records
@ Add or drag-and-drop a field
~ Available fields 8
© @timestamp Vertical axis
Drop some fields here to start
t @version keyword @ Add or drag-and-drop a field
Break down by

¢ app.keyword
© Add or drag-and-drop a fleld

& logger_name keyword A
€ Add layer

* message keyword

# port
€ thread_name keyword
Lens Is a new tool for creating visualization
) Empty fields o
Make requests and give feedback
)

> Metaficlds
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Mpumep pesynbrata BU3yanmsauuy npeacTaB/eH Ha PUCYHKE HIKE:

[~ Search KoL @ v ~ 15 minutes ago ) ~n8 hours

©  + Add filter

iot-core® N ese © Pie &
Q) search field names [ B fot-core” h
Fiter by type  © M Siiceby

4 Records B Top values of message keyword %
 Available fields © 8

@ Add or drag-and-drop a field
0 @timestamp

¢ @version.keyword Sizeby
t appkeyword Count of records x
¢ host.keyword

¢ logger_name keyword
t message keyword
# port

t thread_name.keyword

> Empty fields 0

> Metafields 3

Suggestions

| 30

Current visualization
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2 Pab6oTta c Grafana

Grafana — 3710 nnatgopmMa C OTKPbITbIM UCXOAHLIM KOAOM AN1S BU3yann3auumn, MOHUTOPUHIA U aHa/M3a
AaHHbIX. Grafana no3BonsieT nonb3oBarTensiM co3gasartb AaWbopAbl C NaHeNAMN, Kaxkaas U3 KoTopbIixX
oTO6paXaeT onpeeneHHble nokasaTesin B TedeHne YyCTaHOB/IEHHOTO neproga BpemeHun. Kaxxaplii gawoops
YH/BEpPCasieH, MO3TOMY €ro MOXHO HAaCTPOUTb A1 KOHKPETHOrO NPOEKTa NN C YYETOM JIH06bIX NOTPEeBHOCTEN
pa3paboTku u/mnu 6msHeca.

2.1 3anyck Grafana

3anyck Grafana Ha cepsepe c Eltex SC:

sudo ansible-playbook install_monitoring.yml

OTKpoiiTe Be6-6pay3ep. B agpecHoii cTpoke BBeanTe IP-aapec cepsepa 1 NopT, yKazaHHbI B KOHpUrypawum
grafana_port (no ymonuanuio nopt 3000).

Opumep: [nomeH/ip]:3000

B pe3ynbrare OTKPOETCA NPMBETCTBEHHAA CTpaHuMLa.

Welcome to Grafana

Emall oF username

© [1ns aBTOpM3aLMM UCTIONB3YIOTCA CEAYIOLNE YYETHbIE AaHHbIE:
NoruH: admin
Maponb: admin

10



3apgalite HOBbI Naponb U noaTBepanTe ero. Haxmmnte kHonky Submit.

Welcome to Grafana

MNew password

Confirm new password

2.2 MpocMoTp NoslyyeHHbIX JaHHbIX B Grafana

Eltex SC. MOHUTOPUHT

BoiiguTe B npochunb Grafana, HaXMMTe Ha MEHIO B IEBOM BEPXHEM YI/y 1 nepeiignTe B cekuuio Dashboards.

DEEET( S

&% Browse

]

B Genera

JVM (Micrometer)

Micrometer Spring Throughput

New Dashboard

Filter by starred

New Folder

Import




88 General / JVM (Micrometer) ¥ <&
A None ~ 10.24.64.106:8071 ~

~ Quick Facts

Uptime Start time

~ 1/0 Overview

Errors

No data

~JVM Memory

JVM Heap JVM Non-Heap

Restart Detection

Heap used

Duration

JVM Total

Eltex SC. MOHUTOPUHT

JVM (Micrometer):

Non-Heap used

Utilisation

JVM Process Memory

— used Max:611 MiB Current: 611 MiB

~ JVM Misc

CPU Usage

= committed

"
= max Max: 9.04 G

Threads

No data

Thread States

[na npocmoTpa gaHHbIX No NPOnyCKHOM Cnoco6HOCTN Naartdopmbl nepenante Ha gawobops Micrometer

Spring Throughput:

88 General / Micrometer Spring Throughput ¥ =<
None t 10.24.64.106:8071 ~
~ Status and SLA

Status

UP

Up Time

~ Throughput

Requests per second

Number Requests that missed 50ms SLA

Mean response time

Response time of 50%, 75%, 90%, 95% of requests

mon/ping GET-200-/guard/organizations
GET-200-/mjollnir/lice

{user GET-200-/verslon

Top 10 APIs
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B Grafana ecTb BO3MOXHOCTb 33/laBaTb BPEMEHHbIE UHTEPBaUIbI A/151 0TOGPAXaeMbIX rpaddnkoB. 15 3TOro B
NpaBoM BEPXHEM YTy HXXMUTE Ha MKOHKY C YacaMu, Nocsie Yero Bbibepute BpeMeHHOW MHTepBas Unu

3ajaiiTe CBOIA.

88 General / Micromet ng Througl

ute time range

None s 10.24.64.106:8071

~ Status and SLA
Status Number Requests that missed

Up Time

~ Throughput

Top 10 APls

13
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3 PacnpefeneHHoe pa3BepTbiBaHE CEPBMCOB MOHUTOPUHTA

UTOo6bI OCYLLLECTBUTL pa3BepTbIBAHNE NIAaT(OPMbl HA OLHOM CEPBEPE, a CepBUCOB MoHMTOpUHra (Grafana
ELK) — Ha gpyrom, Heo6xoAMMO COOTBETCTBYIOLLMM 06pa3oM ckoppekTMpoBarTh /etc/ansible-iot-1.32/vars/
default.yml.

B AaHHOI MHCTPYKUMMK:

+ cepBep_1 — cepBep, Ha KOTOPOM ycTaHoBNeHa nnatdgopma Eltex SC;
+ cepBep_2 — cepBep, Ha KOTOPOM YCTaHOB/EHbI cepBUCHl MOHUTOpUHra (ELK, Grafana).

Heobxogumo oTpegakTupoBarth /etc/ansible-iot-1.32/vars/default.yml Ha 060oux cepeepax.

PepaktupoBaHue /etc/ansible-iot-1.32/vars/default.yml g5 cepBep_1:

1. YcTtaHoBWTE KOPPEKTHbIV IP-agpec niv goMmeHHoe uma ans cepeep_1 B pasgerne iot B none
server_name,

2. YctaHoBuUTe B pa3aesie monitoring none server_name ans Grafana (pasgen elk ansa ELK), KoppeKTHbIii
IP-agpec niv goMeHHOe NMA /15 cepBep_2.

PepaktupoBaHue /etc/ansible-iot-1.32/vars/default.yml g5 cepBep_2:

1. YcTtaHoBWTE KOPPEKTHbIV IP-agpec niv goMmeHHoe uma ans cepeep_1 B pasgerne iot B none
server_name;;

2. YctaHoBuTe B pa3aesie monitoring none server_name ans Grafana (pasgen elk ansa ELK), KoppeKTHblii
IP-agpec v JoMeHHO€e UMS, KOTOpPbI/ paHee ykasbiBasiv 4151 cepBep_2.

14



TexHn4yeckaa nogaepxka

[na nonyyeHnss TEXHNYECKON KOHCYNbTauuMmn no Bonpocam akcnayaraumm obopygosaHusa OO0
«Mpegnpuatne «3NTEKC» Bbl MOXeTe 06paTnTbCsl B CEPBUCHDIN LEHTP KOMNAHWUN:

dopma obpalleHns B npuioxeHun Eltex Home: B HacTpoiikax akkayHTa nepeingute B «LleHTp
nogaepxku». OnuwinTe npobnemy B hopme obpalleHus.

AnekTpoHHas noyTa (NpyU OTCYTCTBMM yyeTHoli 3anuck B Eltex Home): iot@eltex-co.ru
dopma obpaTtHoli cBA3M Ha calTe: hitps://eltex-co.ru/support/

Servicedesk: https://servicedesk.eltex-co.ru

Ha odmumanbHoM caiiTe KOMMaHUM Bbl MOXETE HATU TEXHNUYECKYIO LOKYMEHTaUuo v
nporpammMmHoe obecneueHune ans npoaykumm OO0 «MpeanpuaTtne «3ITEKC», 0bpatntbes K 6ase
3HaHWI UM OCTaBUTb UHTEPAaKTVBHYHO 3asiBKY:

OdhmumanbHbIii cant komnanun: https://eltex-co.ru/

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
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