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OnuncaHne coobLueHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37xx
AHHOTaUus

B naHHOM pykoBoAcTBe npuseseHsbl Bo3MoxHble SNMP TRAP, reHepupyemble cepeepoM SNMP Ha
YCTPOWCTBE, 418 KoMmyTaTopos cepuii MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37xx ¢ ykazaHnem
BO3MOXHbIX MapaMeTpoB COOOLEHMI 1 NPUYMH TAKOrO NOBEAEHMS.



OnuncaHne coobLueHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37xx
LleneBas aygmutopusa

JaHHoe pyKoBOACTBO MO/ib30BaTeNs npefHasHayeHo 4/19 TEXHUYECKOro NepcoHana, BbINOMHAKLLEro
MOHUTOPWHT ycTpoicTB nocpeactsom SNMP TRAP, a Takxe npouenypbl N0 06C/TyXXMBaHUIO CUCTEMbI U
06HOB/1eHUIO MO. KBanndmkauusa TeEXHUYECKOro nepcoHasia npeanosnaraeT 3HaHMe 0CHOB paboTbl CTEKOB
npotokonos TCP/IP, npuHuunoB noctpoeHust Ethernet-cetei, onbIT paboTbl ¢ KOMMyTaTtopamu cepuii MES14xx,
MES24xx, MES24xx-xx, MES3400-xx, MES37xx.

@ B cnyuae 3aTpygHenuii npu nokanusaumm, ycTpaHeHun Npo6ieM 1/unm oTcyTCTBIA HEOBXOANMOI
KBaNIMchmKaLmm TEXHUYECKOrO NepcoHasia PEKOMEHAYETCA BO3AEePXKaTbCA OT BbIMNO/IHEHNSA YKa3aHHbIX B
[laHHOM PYKOBOACTBE AENCTBUIA N 06PATUTLCA B TEXHUYECKYIO NOAAEPXKKY.
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3HayeHune

fsMstGenTrap

1.3.6.1.4.1.2076.80.3.0.1

Tpan reHepupyeTcs Npu BO3HUKHOBEHUN 11060r0 M3 06LLMX COObLITUIA, TAKUX Kak 3anyCK UM OCTaHOBKa
npotokona MST.

3HayeHune

fsMstErrTrap

1.3.6.1.4.1.2076.80.3.0.2

Tpan reHepupyeTcs Npy BO3HUKHOBEHUM /11060r0 M3 COBLITUI OLIMGKK, TaKMX Kak cO0li namsiT, cooii
6ydhepa, cmeHbl NpoTokona ¢ MST Ha Apyroil NPOTOKO/ AepeBa CBA3El, HOBbI KOPEHb UM N3MEHEHME
TOMOI0TUN.

3HayeHune

fsMstNewRootTrap

1.3.6.1.4.1.2076.80.3.0.3

Tpan reHepupyeTcs Npu Kaxka0M BbIGOPE HOBOTO KOPHEBOTO MOCTa B TOMO/IOMMK NPOTOKo/1a MST.

3HaueHue

fsMstTopologyChgTrap

1.3.6.1.4.1.2076.80.3.0.4

Tpan reHepupyeTcs nNpu 06HapYy>XeHNUN N3MeHeHUs Tonosiorum npotokona MST.

3HayeHune

fsMstProtocolMigrationTrap

1.3.6.1.4.1.2076.80.3.0.5

Tpan reHepupyeTcs npu nepexoge ¢ npotokona MST Ha no6oii Apyroit NPOTOKON AepeBa CBA3EA.
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3HayeHune

fsMstlnvalidBpduRxdTrap

1.3.6.1.4.1.2076.80.3.0.6

Tpan reHepupyeTcsl Npu NnonyyeHnn HeaelcTBUTeNbLHOMO Naketa Ans bpdu/stp/rstp/maximum age/
forward delay/hello time.

3HayeHune

fsMstRegionConfigChangeTrap

1.3.6.1.4.1.2076.80.3.0.7

Tpan reHepupyeTcsi NPV U3MEHEHUN UAEHTUMKATOPA KOH(UIypauum permoHa MST.

3HaueHune

fsMstNewPortRoleTrap

1.3.6.1.4.1.2076.80.3.0.8

Tpan reHepupyeTcsi NpY KaxkaoM BbIGOPE HOBO ponu nopTa npotokona MST.

3HayeHune

fsMstCistHwFailureTrap

1.3.6.1.4.1.2076.80.3.0.9

Tpan reHepupyeTcs nNpu Kaxaom HeygadHom Bbizose NPAPI n3 npoTtokona g/1si nporpaMmmMmmpoBaHus
cocTosiHus nopTa CIST B annapaTHOM ob6ecneveHnn.

3HayeHune

fsMstMstiHwFailureTrap

1.3.6.1.4.1.2076.80.3.0.10

Tpan reHepupyeTcs Npu Kaxaom HeygadHom Bbizose NPAPI n3 npotokona g/1s nporpamMmmMmpoBaHus
cocTosiHus nopta MSTI B annapaTtHoOM ob6ecneveHmnn.

3HayeHune

fsPvrstGenTrap
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3HayeHune

1.3.6.1.4.1.2076.161.3.0.1

Tpan reHepupyeTcs Npy BO3HUKHOBEHUN 106Or0 13 06LLMX COObITUA, TaKMX Kak 3anyck 1M oCTaHOBKa
npotokona PVRST.

3HaueHune

fsPvrstErrTrap

1.3.6.1.4.1.2076.161.3.0.2

Tpan reHepupyeTcs Npy BO3SHUKHOBEHUM /1H060r0 M3 COBLITUI OLWNOKK, TaKMX Kak cH60ii namsiT, cooii
6ydhepa, cmeHbl npoTtokona ¢ PVRST Ha gpyroii NpoToKoa AepeBa CBA3EN, HOBbI KOPEHb NN M3MEHEHMNE
TOMOMOMNN.

3HauyeHune

fsPvrstNewRootTrap

1.3.6.1.4.1.2076.161.3.0.3

Tpan reHepupyeTcs Npu Kaxk4oM BblIbope HOBOIO KOPHEBOTO MOCTa B Tonosiorny npotokona PVRST.

3HayeHune

fsPvrstTopologyChgTrap

1.3.6.1.4.1.2076.161.3.0.4

Tpan reHepupyeTcs Npu 06HapPY>XXEHUN N3MEHEHWs Tononorum npotokona PVRST.

3HayeHue

fsPvrstProtocolMigrationTrap

1.3.6.1.4.1.2076.161.3.0.5

Tpan reHepupyeTcs Npy nepexofe ¢ npotokona PVRST Ha no6oii Apyroit NpoTokon Aepesa CBA3Ei.

3HayeHune

fsPvrstinvalidBpduRxdTrap

1.3.6.1.4.1.2076.161.3.0.6
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OnucaHve coobLeHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37XX

3HayeHune

Tpan reHepupyeTcs Npu Noly4YeHnn HedencTBUTENLHOTO naketa Ana bpdu/stp/rstp/maximum age/
forward delay/hello time.

3HaueHue

fsPvrstNewPortRoleTrap

1.3.6.1.4.1.2076.161.3.0.7

Tpan reHepupyeTcs Npu KaXxaom BbiIbope HOBOW ponu Ans nopta npotokona PVRST.

3HayeHune

fsPvrstHwFailureTrap

1.3.6.1.4.1.2076.161.3.0.8

Tpan reHepupyeTcs BCAKUIA pas, korga Boi3oB NPAPI 13 npoTtokona ans nporpaMmmmpoBaHus COCTOSIHNS
nopTa 060pyaoBaHNS 3aBepLLAETCA Heydaue.

3HayeHune

fsRstGenTrap

1.3.6.1.4.1.2076.79.3.0.1

Tpan reHepupyeTcsl NPy BO3HUKHOBEHM NH06G0r0 13 06LLMX COBbITUIA, TAKMX KAk 3amycK UM 0CTaHOBKa
npoToKona.

3HayeHune

fsRstErrTrap

1.3.6.1.4.1.2076.79.3.0.2

Tpan reHepupyeTcs Npy BO3SHUKHOBEHUM /1060r0 M3 COBLITUIA OLIMOKK, TaKMX Kak cboli namsiTn nnu cboii
oydpepa.

3HaueHune

fsRstNewRootTrap

1.3.6.1.4.1.2076.79.3.0.3

Tpan reHepunpyeTca npun Kaxxaom Bbl60pe HOBOro KOpHEBOro MoCTta B TOMNO/0INNn.
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OnucaHve coobLeHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37XX

3HayeHune

fsRstTopologyChgTrap

1.3.6.1.4.1.2076.79.3.0.4

Tpan reHepupyeTcsi NPy 0GHaPYXXEHUN U3MEHEHWS TOMOJIOTUN.

3HayeHune

fsRstProtocolMigrationTrap

1.3.6.1.4.1.2076.79.3.0.5

Tpan reHepupyeTcsi NPV NEPEXOAE C OAHOIO TVNa NPOTOKO/A AepeBa CBA3E Ha ApPYroii.

3HaueHune

fsRstinvalidBpduRxdTrap

1.3.6.1.4.1.2076.79.3.0.6

Tpan reHepupyeTcs Npu NonyyYeHnn HeagecTBUTeNbHOMO Naketa ans bpdu/stp/rstp/maximum age/
forward delay/hello time.

3HayeHune

fsRstNewPortRoleTrap

1.3.6.1.4.1.2076.79.3.0.7

Tpan reHepupyeTcs Npu KaxkaoMm BbiI6ope HOBOI ponu A nopra.

3HayeHune

fsRstHwFailureTrap

1.3.6.1.4.1.2076.79.3.0.8

Tpan reHepupyeTcs BCAKUIA pas, korga Boi3oB NPAPI, Bbi3biBaeMblil N3 NPOTOKONA A/15
NPOrpaMmMmpoBaHuns COCTOAHNA NopTa 060pyA0BaHuUs, 3aBepLUAETCA HeyLaqei.

3HayeHune

cmnMacChangedNotification
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3HayeHune

1.3.6.1.4.1.9.9.215.2.0.1

Tpan reHepupyeTcs, Korga MMeeTcs focTaTouHo MHdropmauum o MAC-agpecax, YTo6bl NOMHOCTLI0
3anofiHnTL cooblieHne SNMP-Tpana MakcyMasibHOTO pasmepa. JTOT Tpan Takke reHepupyeTcs, Koraa
M3MeHseTcs Unn yaansetcs xots 6bl oavH MAC-agpec, a BpeMsi, NpoLUeALlee ¢ MOMEHTA NpeablayLLero
Tpana, NPeBbILAET MaKCMMaibHOE BPEMSI OXMAaHWS!, ykazaHHoe o6bekToMm cmnNotificationinterval.

Ecnu nHdpopmaumm o MAC-aapecax Gosblie, YHeM MOXET MOMECTUTLCS B OAWH O6BHEKT
cmmHistTrapContent, To GyaeT creHepMpoBaHO HECKO/LKO TPanoB.

3HaueHune

dot1qFutureMacThresholdTrap

1.3.6.1.4.1.2076.65.3.0.1

Tpan reHepupyeTcs Npy NPeBbILLEHNN NOPOrOBOro 3HaYeHus orpaHnyeHnss MAC-agpecoB ogHOaApeCHO
nepefauun [Ans onpeaeneHHon BUpTyanbHoi nokanbHoii cetn (VLAN). CreHeprpoBaHHbIii Tpan 6yaet
cofepxarb nHpopmaumio 06 ngeHtudrkarope VLAN, aAns KoToporo npesbieHo orpaHmyeHne MAC-
afpecos, 1 noporoBoM 3HadeHMn MAC-aapecoB, KOTopoe 6b1/10 HacTpoeHo ans atoii VLAN.

3HauyeHune

dot1gFutureSrcRelearnTrap

1.3.6.1.4.1.2076.65.3.0.2

Tpan reHepupyeTcs Becskuia pas, korga B VLAN npovcxoguT nepeobyyeHme NCTouHuKa.
CreHepvpoBaHHbIin Tpan byget cogepxatb nHpopmauuo 0 VLAN, o8 KOTOpOro npom3oLuno
nepeobyyeHne nctoyHmka, MAC-agpec n Homep nopra, Yepes KoTopbli 3ToT MAC-agpec 6bi1 06y4yeH.

3HayeHune

dot1gFutureSwitchMacLimitTrap

1.3.6.1.4.1.2076.65.3.0.3

Tpan reHepupyeTcsa npu nameHeHun nopta npuesaskn MAC-agpeca B npegenax VLAN. OH cogepxut
nHpopmaumio o VLAN, B paMkax KOTOPOro npousoLuno nameHeHne, MAC-agpec ycTpoicTBa, KoTopoe
CMEHW/IO0 TOUKY MOAK/UEHMUS, PU3MUECKUIA MOPT KOMMYTaTOpa, Ha KOTOPOM AaHHbIi MAC-agpec 6bin
N3y4YeH 3aHOBO.

3HayeHune

eltMeslssVlanLastMacConstraintTrap

1.3.6.1.4.1.35265.1.139.3.1.6.0.1
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3HayeHune

Tpan reHepupyeTcsi Npy NpeBbILEHUN KonndecTBa MAC.

3HaueHue

fsErpsStateChangeTrap

1.3.6.1.4.1.29601.2.40.4.0.1

Tpan reHepupyeTcs Npu cnegyowmnx cobbiTusax npotokona ERPS:

+ [ns KonbUa nony4yeH curHas o iokanbHom c6oe (Local SF) (ABTomatuueckuii Trap).

+ [lns KonbLUa nony4yeH curHasn o6 yctpaHeHun nokanbHoro c6osi (Local Clear SF) (ABTomMaTnueckuii
Trap).

+ B 3TOM Ko/ibLie OGHAPYXEH yaaneHHbIli c6oin (ABToMaTudeckuii Trap).

* YnaneHHsblit c60ii B 3TOM KosibLie ycTpaHeH (ABToMaTuueckuii Trap).

+ [ns KonblUa MHMLMMPOBAHO NpuHyauTenbHoe nepekntodeHne (Local FS) (ForcedSwitch).

+ NS KonbLa MHMLMMPOBAHO pyyHoe nepeknodeHne (Local MS) (ManualSwitch).

+ Ha konbue nonydeHo coobleHne R-APS FS (ABTomatudeckuii Trap).

+ Ha konbue nony4eHo cooblieHne R-APS MS (ABTomatuueckuii Trap).

+ Mocne nogaun komaHApl "Clear" ans konbua (ABTOMaTU4eckuin Trap).

+ Mocne nepeBoga konbla B cocTosiHue "Disabled” (OTkntoueHo) (ABTomaTtuyeckuii Trap).

3HayeHune

fsErpsFailureTrap

1.3.6.1.4.1.29601.2.40.4.0.2

Tpan reHepupyeTcs npu Nto6om cboe B KosbLe npotokona ERPS.

11
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3HayeHune

ospflfStateChange

1.3.6.1.2.1.14.16.2.16

Tpan reHepupyeTcs, Korga cocTosiHue HeBUPTYaslbHOro HTepdpeiica OSPF perpeccupyet (Hanpumep,
nepexoaut 13 Dr B Down) nny nporpeccupyeT Ao KOHeYHoro cocTosiHua (T. e. Point-to-Point, DR Other, Dr
nnu Backup).

3HayeHune

ospfVirtlfStateChange

1.3.6.1.2.1.14.16.2.1

Tpan reHepupyeTcs, Korga CoCTosiHue BUPTYasibHOTo UHTepdeiica OSPF perpeccupyeT (Hanpumep,
NepexoamnT 13 cocTosiHus Point-to-Point B cocTosiHue Down) nan nporpeccupyeT A0 KOHEYHOTO
cocTosiHua (T. e. Point-to-Point).

3HayeHune

ospfNbrStateChange

1.3.6.1.2.1.14.16.2.2

Tpan reHepupyeTcs Npu perpeccun cocTosiHMA HeBpUpTyasibHoro coceaa OSPF (Hanpumep, npu
nepexoge 13 coctosiHusa Attempt nnm Full B cocTosiHue 1-Way nnu Down) unv npu nepexofie B KOHeUHOE
cocTosiHue (Hanpumep, 2-Way nnu Full). Korga cocen nepexoauT 13 cocTosiHMS unu B cocTosiHue Full B
CETSIX C HELLUMPOKOBeLaTe/lbHbIM JOCTYNOM U LUMPOKOBELLLATE/bHBIX CETSAX, TPan AO/HKEH
reHeprpoBaTbCA Ha3HAYEHHbIM MapLIpyTM3aTopoM. Nepexo Ha3Ha4YeHHOro MapLupyTmM3aropa B
cocTosHne Down 6yaet oTmeueH Tpanom ospflfStateChange.

3HaueHue

ospfVirtNbrStateChange

1.3.6.1.2.1.14.16.2.3

Tpan reHepupyeTcs, Korga cocTosiHue BUpTyasibHoro cocega OSPF perpeccupyeT (Hanpumep, nepexoaut
13 coctosHusA Attempt nnum Full B coctosiHne 1-Way nnu Down) nnm nporpeccupyeT 10 KOHEUHOTO
cocTosiHua (Hanpumep, Full).

3HayeHune

ospflfConfigError
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3HayeHune

1.3.6.1.2.1.14.16.2.4

Tpan reHepupyeTcs, Korga nakeT NpMXoAUT Ha HEBUPTYaslbHbIA MHTepdIEiC OT MapLIpyTM3aTopa,
KOHGMrypauoHHble napameTpbl KOTOPOro KOHNKTYIOT C KOHAIUTypaLnMoHHbLIMU NapamMeTpaMm AaHHOro
MapLipyTusatopa. ObpatuTe BHUMaHMe, 4To cobbiTe optionMismatch go/mkHO Bbi3biBaTb Tpamn TO/bLKO B
TOM C/ydae, ec/im OHO NPensaTcTByeT hopMMpoBaHmto cMexHocTn OSPF.

3HaueHune

ospfVirtlfConfigError

1.3.6.1.2.1.14.16.2.5

Tpan reHepupyeTcs, Korga Ha BUpTyaslbHOM nHTepdeice 6bia1 NOTyYeH NakeT OT MapLIpyTM3aTopa,
KOHGMrypaunoHHble napameTpbl KOTOPOro NpoTMBopeyar KoOHUrypaumoHHbIM napameTpam AaHHOro
MapLupyTmu3atopa. O6patnuTe BHMMaHmMe, 4To cobbiTe optionMismatch go/mkHO Bbi3biBaTh Tpamn TO/bLKO B
TOM C/lyyae, ec/im OHO NpensaTcTByeT hopMmpoBaHnto cMexHocTn OSPF.

3HauyeHune

ospflfAuthFailure

1.3.6.1.2.1.14.16.2.6

Tpan reHepupyeTcs, korga B npotokone OSPF Ha HEBUPTYasibHOM MHTepdelice 6bi/1 NoyYeH NakeT oT
MapLLpyTU3aTopa, K1Y ayTeHTUUKaLUM NN TUM ayTeHTU(MKALMN KOTOPOro He COBNaAaeT C K/oUOM
ayTeHTMMKaLMn v TUNOM ayTeHTUMKaLum 4aHHOTO MapLupyTu3aropa.

3HayeHune

ospfVirtlfAuthFailure

1.3.6.1.2.1.14.16.2.7

Tpan reHepupyeTcs, korga B npotokosie OSPF Ha BUpTyasibHOM MHTepdoeice Gbin NoslyyeH nakeT ot
MapLUpyTU3aTopa, K1Y ayTeHTUMKaLUM UK TUN ayTeHTUGnKaLMm KOTOPOro KOHGIMKTYET C KIo4oM
ayTeHTUhmKaumm nam TMnom ayteHTudukaumm 4aHHoro MapLupytusaropa.

3HayeHune

ospflfRxBadPacket

1.3.6.1.2.1.14.16.2.8

Tpan reHepupyeTcs, korga naket OSPF 6bin NofyyeH Ha HEBUPTYaslbHOM UHTEpADeiice, KOTOoPbI He
MOXET ObITb NPOAHA/IN3NPOBAH.
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3HayeHune

ospfVirtlfRxBadPacket

1.3.6.1.2.1.14.16.2.9

Tpan reHepupyeTcs, korga naket OSPF 6b1s1 NonyyeH Ha BUPTyasibHOM MHTepdieiice, KOTOPbI HE MOXET
6bITb MpoOaHa/IM3NPOBaH.

3HayeHune

ospfTxRetransmit

1.3.6.1.2.1.14.16.2.10

Tpan reHepupyeTcs, Koraa naket OSPF 66171 NOBTOPHO NepeAaH Ha HeBUPTYaslbHOM nHTepdeiice. Bece
nakeTbl, KOTOpble MOTryT BbITb MOBTOPHO NepefaHsbl, CBA3aHbl ¢ 3anucbio LSDB.
Tun LS, LS ID n Router ID ucnonb3sytorcsa ansa naeHtugmnkalmm sanncu LSDB.

3HaueHune

ospfVirtIfTxRetransmit

1.3.6.1.2.1.14.16.2.11

Tpan reHepupyeTcs, korga naket OSPF 6b1s1 NOBTOPHO NepefaH Ha BUPTyasibHOM uHTepdpeiice. Bce
NnakeTbl, KOTOPblE MOTYT 6bITb MOBTOPHO NepefaHsbl, cBA3aHbl ¢ 3anucebto LSDB. Tun LS, LS ID u Router ID
ncnonb3yTea 418 naeHTndurkaumm sanncy LSDB.

3HayeHune

ospfOriginateLsa

1.3.6.1.2.1.14.16.2.12

Tpan reHepupyeTcs, Korga HoBblii LSA 6b1s1 co34aH aTUM MapLupyTM3aTopom. ITOT Tpan He SO/HKEH
BbI3bIBATLCA [/15 NPOCTOro 06HoBeHust LSA (uto nponcxoanT kaxasle 30 MUHYT), a 6yAeT Bbi3blBATbCS
TONbKO TOraa, Korga LSA (nepe)cosgaetcs B CBS3U C U3MEHEHMEM ToMnosiornn. Kpome Toro, 3ToT Tpan He
BKNtoYaeT LSA, KoTopble ouunLaroTcs, NOTOMY YTO OHM gocTurnn MaxAge.

3HayeHune

ospfMaxAgelLsa
1.3.6.1.2.1.14.16.2.13

Tpan reHepupyeTcs, Korga oamH n3 LSA B 6a3e faHHbIX COCTOSAHMSA KaHa10B MapLupyTusaTopa gocTuraet
MaxAge.
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3HayeHune

ospfLsdbOverflow

1.3.6.1.2.1.14.16.2.14

Tpan reHepupyeTcs, korga konmuecTBo LSA B 6a3e faHHbIX COCTOSIHWSA KaHas10B MapLupyTM3aTopa
npe.bicuio ospfExtLsdbLimit.

3HayeHune

ospfLsdbApproachingOverflow

1.3.6.1.2.1.14.16.2.15

Tpan reHepupyeTcs, korga konuyectso LSA B 6a3e gaHHbIX COCTOSIHMS KaHa/10B MapLupyTusaTopa
npeBbIlaeT AeBSHOCTO npoueHToB oT ospfExtLsdbLimit.

3HaueHune

futOspfRestartStatusChange

1.3.6.1.4.1.2076.10.101.0.1

Tpan reHepupyeTcsi NPV U3MEHEHUN COCTOSIHUSI KOPPEKTHOTO Nepe3arnycka Maplupytusatopa OSPF. Stot
Tpan [O/IXEH rEHEPVPOBATLCS NPY N3MEHEHUM COCTOSHKS Nepesanycka MapLupyTmi3aTopa.

3HayeHune

futOspfNbrRestartHelperStatusChange

1.3.6.1.4.1.2076.10.101.0.2

Tpan reHepupyeTcs npu nameHeHumn coctosiHus Graceful Restart Helper ansi cocepa OSPF.

3HayeHune

futOspfVirtNbrRestartHelperStatusChange

1.3.6.1.4.1.2076.10.101.0.3

TTpan reHepupyeTcsa npu nsameHeHnn coctosiHus Graceful Restart Helper ansi BupTyanbHoro cocena
OSPF.

3HayeHune

futOspfHotStandbyEventTrap
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3HayeHune

1.3.6.1.4.1.2076.10.101.0.4

Tpan reHepupyeTcs Npu Kaxxaom nameHeHnn coctossHmsa moaynst OSPF hotstandby.

3HaueHune

futOspfv3NbrRestartHelperStatusChange

1.3.6.1.4.1.2076.90.101.0.2

Tpan reHepupyeTcsa npu nameHeHun coctosiHna Graceful Restart Helper ans cocepa OSPFv3.

3HauyeHune

futOspfv3VirtNbrRestartHelperStatusChange

1.3.6.1.4.1.2076.90.101.0.3

Tpan reHepupyeTcs npu n3ameHeHun coctosiHna Graceful Restart Helper ans BupTyansHoro cocega
OSPFv3.

3HayeHune

futOspfv3HotStandbyStateChgTrap

1.3.6.1.4.1.2076.90.101.0.4

Tpan reHepupyeTcs Npu Kaxxgom naMeHeHnn coctosHmsa moaynst OSPFv3 hotstandby.

3HayeHue

futOspfv3HotStandbyBulkUpdAbortTrap

1.3.6.1.4.1.2076.90.101.0.5

Tpan reHepupyeTcsl, Korga maccoBoe o6HoBeHne B npotokone OSPFv3 npepbiBaeTcs.

3HayeHune

vrrpTrapNewMaster

1.3.6.1.2.1.68.0.1
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3HayeHune

Tpan reHepupyeTcs, Korga oTnpaB/sowumin areHT npoTokona VRRP nepexoaut B cocTosiHie Master.

3HaueHue

vrrpTrapAuthFailure

1.3.6.1.2.1.68.0.2

Tpan reHepupyeTcs, korga naket VRRP, nofyyeHHbIi 0T MapLupyT13aTopa, Ky uav tvn
ayTEHTUMKALN KOTOPOTrO KOHCH/IMKTYHOT C K/TKOUOM WM TUMOM ayTeHTUhMKaLMKU AaHHOTO
mMapLupyTusaropa.

3HayeHune

vrrpv3NewMaster

1.3.6.1.2.1.207.0.1

Tpan reHepupyeTcs, Koraa oTnpasnsoLwwmii areHT npotokona VRRPv3 nepexoant B cocTosiHne Master.

3HayeHune

vrrpv3ProtoError

1.3.6.1.2.1.207.0.2

Tpan reHepupyeTcs, Korga oTnpaBsoLwWmii areHT CTOMKHY/CA ¢ OWmnbKoi npoTokona VRRP, yka3aHHoOI B
vrrpv3StatisticsProtoErrReason.

3HayeHune

dhcpSrvPoolUtITrap

1.3.6.1.4.1.2076.84.4.0.1

Tpan reHepupyeTcs, Korga ucnonb3osaHme DHCP-server nyna npeBsbillaeT NOPOroBoe 3HaueHme.
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3HayeHune

fsMIRip2AuthenticationFailure

1.3.6.1.4.1.2076.151.6.0.1

Tpan reHepupyeTcs, Korga ayteHTudmnkaumsa RIP 3aBeplunnach Heygaven ns-3a HefelcTBUTENbHOTO
naeHTudmkaropa kva unm UCTEKLEro cpoka AencTBusa naeHtudmkaropa knoya, noayyeHHoro B
06HoBeHMM RIP. 3TOT Tpan Ao/HKEH reHepupoBaTbCs NPU NoyvYeHun obHoBeHus RIP ¢
HefenCcTBUTENbHBIM UOEHTUMKATOPOM K/ltoUa B MakeTe.

3HayeHune

fsMIRip2AuthLastKey

1.3.6.1.4.1.2076.151.6.0.2
Tpan reHepupyeTcs, Koraa CpoK AeiCTBUA NOC/eAHErO K/ouya, HAaCTPOEHHOTO Ha UHTepdieiice RIPv2,

NCTEeK. DTOT Tpan AO/MHKEH reHepMpoBaTbLCS N0 UCTEUYEHMM BPEMEHN MpeKpaLLeHns reHepauum
noc/iegHero Ktoya, HaCTPOEHHOro Ha uHTepdelice RIPv2.
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OnvcaHve coobLeHnii SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37xx

CucTtemHble oyHKLMN

MapameTp

Ha3BaHue
Tpana

OID Tpana

OnucaHune
Tpana

MapameTp

Ha3BaHue
Tpana

OID tpana
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3HayeHune

linkUp

1.3.6.1.6.3.1.1.5.4

Tpan reHepupyeTcs, Korga 06bekT SNMP, AelicTByOWWIA B POSIM areHTa, 06HapyXusi, YTo 06bEKT
ifOperStatus ans ogHOro U3 ero KaHasIoB CBSA3U Bbilles U3 cocTosiHMs Down v nepellen B kakoe-m6o
[ipyroe coctosiHue (Ho He B cocTosiHMe notPresent). 3To Apyroe CoCTosHNE YKA3blBAETCS BK/THOUYEHHbIM
3HaueHunem ifOperStatus.

3HayeHune

linkDown

1.3.6.1.6.3.1.1.5.3

Tpan reHepupyeTtcs, koraa 06bekT SNMP, geiicTBytoLLan B ponu areHTa, 06HapyXuna, 4to 06bEeKT
ifOperStatus ans ogHoro 13 ee kaHa/I0B CBS3M COGMPAETCS NepeiTn B cocTosiHne Down 13 kakoro-1m6o
[lpyroro cocTosiHusl (Ho He 13 cocTosiHus notPresent). 3To Apyroe COCTosHNE YKa3blBAETCS BK/THOUYEHHbIM
3HauyeHuem ifOperStatus.

3HayeHune

issTrapConfigRestore

1.3.6.1.4.1.2076.81.0.1

Tpan reHepupyeTcs Npu yCNeLHOM BOCCTaHOB/IEHNM COXPaHEHHOW KOHMUrypaumm nocse nepesarpysku
yCTpolicTBa.

3HaueHue

issMsrUpdateEventFail

1.3.6.1.4.1.2076.81.0.2

Tpan reHepupyeTcs Npy BO3HNKHOBEHUW CH0S1 B COOLITUN N3MEHEHNS KOHCPUTYpaLLMy, NOYHEHHOM OT
areHTa SNMP. issMsrFailedOid ykasbiBaeT OID, g15 KOTOpOro npovsowlen c60oii coobITUA N3MEHEHNS
KoHdpurypauumn. issMsrFailedValue ykasbiBaeT 3HaueHne coorsetctBytowero OID, ans kotoporo
npom3soLLesn c6oi co6bITUA N3MEHEHMS KOHDUTypaLun.

3HayeHune

issTrapRAMUsage

1.3.6.1.4.1.2076.81.0.7
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OnucaHve coobLeHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37XX

3HayeHune

Tpan reHepupyeTcs, koraa ncnosnb3osaHne O3Y NpeBbIlLAeT NOPOroBoe 3HaueHne B NPOLIEHTAax.

3HaueHue

eltMeslssEnvOverheatTrap

1.3.6.1.4.1.35265.1.139.12.2.0.5

Tpan reHepupyeTcs,, coo6LLas 0 Neperpese yCTPOCTBa.

3HayeHune

eltMeslssEnvFanStatusTrap

1.3.6.1.4.1.35265.1.139.12.2.0.3

Tpan reHepupyeTcsl, coobLLIast 0 cTaTyce BEHTUIATopA.

3HayeHune

issTrapCPUThreshold

1.3.6.1.4.1.2076.81.0.5

Tpan reHepupyeTcs, Koraa 3arpyska LM npeBbIlaeT noporoBoe 3HaveHue.

3HayeHune

issTrapTemperature

1.3.6.1.4.1.2076.81.0.4

Tpan reHepupyeTcs, Korga Temnepartypa noJAHUMAETCS Bblle WX ONYCKAETCS HIKE NOPOroBoro
3HaYEHUS.

3HaueHune

issTrapPowerSupply

1.3.6.1.4.1.2076.81.0.6

Tpan reHepupyeTcs, Korga HanpsxeHune nagaet Hxe nin npesbillaeT Nnoporoesoe 3HavyeHue.
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3HayeHune

issTrapFlashUsage

1.3.6.1.4.1.2076.81.0.8

Tpan reHepupyeTcs, Koraa Ucrnosb3oBaHne qoall-NamsTy NPEBbILLAET NOPOroBoe 3HaYeHue.

3HayeHune

eltMeslssEnvDryContactsTrap

1.3.6.1.4.1.35265.1.139.12.2.0.1

Tpan reHepupyetca npn NSMeHeHUN COCTOAHNA CYXNX KOHTaKTOB.

3HaueHune

eltMeslIssBatteryTrap

1.3.6.1.4.1.35265.1.139.12.2.0.2

Tpan reHepupyeTcs, coobLyas o ctatyce 6atapeu.
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OnvcaHve coobLeHnii SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37xx

OYHKUMM YNpaBAeHNS, MOHUTOPUHTA U ANArHOCTUKM

MapameTp
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OID Tpana

OnucaHune
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OID tpana
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MapameTp

Ha3BaHue
Tpana

OID Tpana
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MapameTtp
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OID Tpana

3HayeHune

fsRmTrapEvent

1.3.6.1.4.1.2076.99.2.5

OTOT 06bLEKT YKa3biBaeT AaTy 1 BpeMs BbinonHeHus fsRmTrapOperatio.

3HayeHune

dot30amThresholdEvent

1.3.6.1.2.1.158.0.1
Tpan reHepupyeTcsl Npy 06HaAPYXEHUN COBLITUS NOKANLHOIO UKW yaaneHHoro nepecevyeHuns nopora OAM
Threshold.

JlokanbHoe cobbiTye NepeceyeHnst nopora o6HapyXMBaeTCcs Ha YCTPOWCTBE, C KOTOPOro FEHepUpPYETCS
cobbiTHMe.

YaaneHHoe cobbiTue nepeceyeHnsi nopora 06HapyXXmMBaeTcs NPy NOSyYeHUN yBeAOMNEHNST O COObITUN
Ha cocegHem ycTpolictee B OAM Ethernet OAMPDU.

OTOT Tpan OTNpaB/IAETCA He Yallle OAHOTO pasa B CEKyHAY.

O6beKTbI B YBEAOM/IEHUM COOTBETCTBYIOT 3HAa4YeHNAM CTPokK B Tabnumue dot30amEventLogTable.

3HayeHune

dot30amNonThresholdEvent

1.3.6.1.2.1.158.0.2
Tpan reHepupyeTcs Npy 06HapPY>XEHUN COOLITUSA TOKASIbLHOTO W/IN YAA/IEHHOTO BbIXOA4a 3a Npegensl
noporosoro 3Ha4yeHnst OAM Threshold.

JNokasibHoe co6bITUe BbIX0Aa 3a NpeAesibl MOPOroBOro 3HaUeHNs 06HapYXMBaETCS Ha YCTPOIACTBE, C
KOTOPOTO reHepupyeTcs cobbiTue.

YpaneHHoe cobbiTUE BbIXO4a 3a Npeaenbl NOPOroBoro 3Ha4eHUs 0GHapyXMBaeTCs MPU NOMyYeHUN
yBe[oM/IEHNS O CObbITUM Ha coceaHeM ycTpoiicTeBe B OAM Ethernet OAMPDU.

JTOT Tpan He [0/MKeH OTNPaB/SATLCS yallle 04HOrO pas3a B CeKyHAYy.

O6beKTbl B YBEeAOM/IEHUM COOTBETCTBYIOT 3HAaYeHNsAM CTpok B Tabnuue dot30amEventLogTable.

3HaueHue

fwlTrapMemoryFailure

1.3.6.1.4.1.2076.16.4.0.1
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OnucaHve coobLeHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37XX

3HayeHune

Tpan reHepupyeTca npu cboe MHNUnan3aumm namMmaTn Nnam npun cboe ANHaMWUYEeCKOro BblgesieHnA
namMmAaTn.

3HaueHue

fwlTrapAttackSummary

1.3.6.1.4.1.2076.16.4.0.2

Tpan reHepunpyeTcd, korga KosindiecTBo aTtak npesblillaeT npeaesibHoe 3HavyeHne. I'Ipe,u,eanoe 3HavyeHune
MOXXHO HaCcTpouTb.

3HayeHune

fwlTrapThresholdExceeded

1.3.6.1.4.1.2076.16.4.0.3

Tpan reHepupyeTcsa Npv onpeaeneHnn niaekca uHtepdelica, B KOTOPOM KOIMYECTBO OTK/TOHEHHbIX
MakeToB NpPeBbILLAET HACTPOEHHOE NMOPOroBOE 3HAUYEHUeE.

3HayeHune

fwlTrapMessage

1.3.6.1.4.1.2076.16.4.0.4

Tpan reHepupyeTcs Npy NOSIBNEHWI OLLGOK B dhaiine xypHana 6paHamayspa.

3HayeHune

fwlldsTrapLogging

1.3.6.1.4.1.2076.16.4.0.5

Tpan reHepupyeTcsi Npy olwmnbKax B peructpaumm IDS.

3HaueHune

fwlldsTrapAttackPktFromlds

1.3.6.1.4.1.2076.16.4.0.6

Tpan reHepupyeTcsi NPV NOJTyYEHNN NaKeTa ataku, UAEHTUULMPOBAHHOM B IDS.

23



OnvcaHve coobLeHnii SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37xx

®yHKUMKN 0becneveHnsa 6e30onacHoOCTH

MapameTp

Ha3BaHue
Tpana

OID Tpana

OnucaHune
Tpana

MapameTp

Ha3BaHue
Tpana

OID tpana

OnuncaHune
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OID tpana

OnucaHune
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3HayeHune

eltMeslssAaaUserTrap

1.3.6.1.4.1.35265.1.139.7.2.0.1

Tpan reHepupyeTcs, Korga nosib3oBaresib NoAK/IYaeTCs/OTKH0UYAETCS/OTK/IOHEH.

3HayeHune

fsPnacMacBasedHwFailureTrap

1.3.6.1.4.1.2076.64.5.0.2

Tpan reHepupyeTcs Npu KaXxaoi Heyaa4yHol NomnbITke annapaTHoi ayTeHTudmKaumMm no nopry.
BosBpaltaemas nHgopmaums: 1. Homep nopta, 2. Ctatyc astopusauum MAC, 3. Ctatyc 3anncu MAC.

3HayeHune

authenticationFailure

1.3.6.1.4.1.2076.151.6.0.2

Tpan reHepupyeTcs, Korga o06bekT SNMP nonyunn npoTokosibHoe CO06LLEHNE, KOTOPOE He MPOLL/IOo
Hagnexatllyro ayTeHTudmkaumio. XoTa Bce peanmsauumn oobektos SNMP MoryT reHepupoBaTth 3TOT Tpan,
06bekT snmpEnableAuthenTraps ykasbiBaeT, 6yaeT M 3TOT Tpan creHeprpoBaH.

3HaueHue

coldStart

1.3.6.1.6.3.1.1.5.1

Tpan reHepupyeTcs, korga 06bekT SNMP, nogaepxuBaroLmii NpUIOKEHNE-NCTOYHNK YBEAOMITEHNIA,
NOBTOPHO MHWLMAM3NPYETCS, U ero KoHdUrypaumus Morsia 6biTb U3MEHeHa.

3HayeHune

warmsStart

1.3.6.1.6.3.1.1.5.2

Tpan reHepupyeTcs, korga 06bekT SNMP, nogaepxmsaroLmii NpUnoXKeHne-MCTOUHNK YBEAOMTEHWA,
NMOBTOPHO MHULMa/IM3NPYETCHA TakMM 06pas3om, HTO ero KoOHurypaums octaeTcst HEM3MEHHO.
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MapameTp

Ha3BaHue
Tpana

OID tpana

OnuncaHune
Tpana

MapameTp

Ha3BaHue
Tpana

OID tpana

OnuncaHune
Tpana

MapameTtp

Ha3BaHue
Tpana

OID Tpana

OnuncaHune
Tpana

MapameTtp

Ha3BaHue
Tpana

OID tpana

OnuncaHune
Tpana

MapameTp

HasBaHue
Tpana

OID Tpana

OnucaHune
Tpana

OnucaHve coobLeHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37XX

3HayeHune

fsSnoopHwFailureTrap

1.3.6.1.4.1.2076.105.7.0.1

Tpan reHepupyeTtcs, koraa Bbi3oB NPAPI, BbI3BaHHbIN 13 MOAY/A Snooping, 3aBepLUaeTcsi C OLIMOKOIA.

3HayeHune

sysLogSrvrUnreachable

1.3.6.1.4.1.2076.89.4.0.1

Tpan reHepupyeTcs, onpeaensst MHAeKC nHTepdelica, B KOTOPOM KOMMUYECTBO OTK/IOHEHHBIX NMaKETOB
MPEeBbILIAET 3ajaHHOE MOPOrOBOE 3HAYEHNE.

3HaueHune

fstcpAoAuthError

1.3.6.1.4.1.2076.18.11.0.1

Tpan reHepupyeTcs, Korga ayteHTudurkauma TCP-AO He yaaetcsa Ans BXOAALWUX NaKeToB Ha
onpegeneHHom coefmHeHun TCP.

3HayeHune

eltexErrdisablelfSuspendedTrap

1.3.6.1.4.1.35265.53.2.0.1

Tpan reHepupyeTcs, Korga nHTepgieinc npuocTaHaBIMBaeTcsi No 0AHoM M3 npuumnH: 1. storm-control, 2.
loopback-detection, 3. udld, 4. port-security, 5. overheat.

3HayeHune

eltMeslssAclIStormControlTrap

1.3.6.1.4.1.35265.1.139.1.6.0.1

Tpan reHepupyeTcs, Korga Ha uHTepgience NponcxoauT LTOPM.
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MapameTp

HasBaHue
Tpana

OID Tpana

OnucaHune
Tpana

OnuncaHne coobLueHnin SNMP TRAP MES14xx, MES24xx, MES24xx-xx, MES3400-xx, MES37xx

3HayeHune

eltMeslssQoSCpuRateLimitTrap

1.3.6.1.4.1.35265.1.139.5.2.0.1

Tpan reHepupyeTca Npu NpeBbILLIEHN NOPOroBOro 3Ha4YeHNA CKOPOCTU BBOAA B ovepenb L.
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TEXHNYECKAA NMOAAEPXKA

[na nonyyeHnss TEXHNYECKON KOHCYNbTauumn no Bonpocam akcnayaraumm obopygosaHuns OO0
«MNpegnpuatne «3MTEKC» Bbl MoXeTe 06paTtuTbCca B CEpPBUCHbIN LIEHTP KOMMNaHWK:

dopma obpaTtHoli cBA3M Ha calTe: hitps://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odmumansHom caiiTe koMnaHum Bbl MOXeTe Hal TN TEXHUYECKYIO [OKYMEHTaLMIo 1
nporpammMmHoe obecneueHune ans npoaykumm OO0 «MpeanpuaTtne «3ITEKC», 0bpatntbes K 6ase
3HaHWI, OCTaBUTb MHTEPAKTMBHYIO 3asiBKY UM MPOKOHCY/ILTUPOBATLCA Y UHXeHepoB CepBUCHOMO
LEeHTpa Ha TeXHMYeckom chopyme:

OdhmumanbHbIii cant komnaHun: https://eltex-co.ru/

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/support/downloads/
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