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YCNOBHbIE OBO3HAYEHHNA

O603HauyeHue

OnucaHue

[]

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKE YKasblBaloTcA HeobAsaTenbHble
napameTpbl, HO UX BBOJ, NPeAoCTaBAAEeT onpeae/ieHHble A0NONAHUTEIbHbIE ONLUN.

{} B ¢urypHbIX CKOBKax B KOMAaHAHOM CTPOKeE YKa3blBatoTcA 0b6s3aTesIbHble NapaMeTpsbl.
«,»

» [aHHble 3HaKM B ONMCAHUN KOMaHAbl UCMOb3YIOTCA AN YKa3aHUA 4Mana30HOoB.

«|» [aHHbIN 3HAK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUANY.

«/» [.aHHbIN 3HaK NPV YKa3aHWM 3HAYEHUI NepemMeHHbIX pa3genseT BO3MOMXKHbIe 3HaUeHun

N 3Ha4YeHNA N0 YMOTHaHUIO.

Kypcue Calibri

Kypcmsom Calibri ykasbiatoTca nepemeHHble UAM NapameTpbl, KOTopble Heobxoaumo
3aMeHWTb COOTBETCTBYIOLLMM CNIOBOM MU CTPOKOW.

MonyxcupHeiii Kypcus MoNYXMPHbIM KYPCUMBOM BblAe/EHbI MPUMEUYAHNA U MPeaynpeKaeHus.
<lMonyxupHeolli MoNYXMPHbIM KYPCMBOM B YI/J10BbIX CKOOKax YKasblBAlOTCA Ha3BaHWA KNaBMIL Ha
Kypcue> KnasuaTtype.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHua

MpumeyaHua coaeprKaT BaXKHYI0 MHPOPMaLMIO, COBETbI MAN PEKOMEHAaL N No
MCNO/1Ib30BaHMUIO U HAaCTPOIKE YCTPOMCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPbIE MOryT HAHECTU Bpea,
l YCTPOWCTBY MU YeNOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe yCTPOICTBA UK NOTEPE AaHHDIX.
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1 HACTPOMKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

Hacmpolika cepsepa SNMPv2

snmp user ReadUser

snmp user WriteUser

snmp group ReadGroup user ReadUser security-model v2c
snmp group WriteGroup user WriteUser security-model v2c
snmp access ReadGroup v2c read iso

snmp access WriteGroup v2c read iso write iso

snmp community index 1 name private security WriteUser
snmp community index 2 name public security ReadUser
snmp view iso 1 included

Hacmpoltika Trap SNMPv2

snmp user TrapUser

snmp group TrapGroup user TrapUser security-model v2c

snmp access TrapGroup v2c notify iso

snmp community index 1 name Traps security TrapUser

snmp view iso 1 included

snmp targetparams TrapParams user TrapUser security-model v2c message-processing v2c
snmp notify TrapNotify tag TrapTag type trap

snmp targetaddr FirstHost param TrapParams 192.168.1.1 taglist TrapTag

Hacmpotika cepsepa SNMPv3

snmp user UserNoAuthNoPriv

snmp user UserAuthNoPriv auth md5 PasswordAuthMD5

snmp user UserAuthPriv auth sha PasswordAuthSHA priv DES PasswordPrivDES
snmp group GroupNoAuthNoPriv user UserNoAuthNoPriv security-model v3
snmp group GroupAuthNoPriv user UserAuthNoPriv security-model v3

snmp group GroupAuthPriv user UserAuthPriv security-model v3

snmp access GroupNoAuthNoPriv v3 noauth read iso write iso notify iso

snmp access GroupAuthNoPriv v3 auth read iso write iso notify iso

snmp access GroupAuthPriv v3 priv read iso write iso notify iso

snmp view iso 1 included

Hacmpoltika Trap SNMPv3

snmp user TrapUserNoAuthNoPriv

snmp user TrapUserAuthNoPriv auth md5 PasswordAuthMD5

snmp user TrapUserAuthPriv auth sha PasswordAuthSHA priv DES PasswordPrivDES
snmp group GroupNoAuthNoPriv user TrapUserNoAuthNoPriv security-model v3
snmp group GroupAuthNoPriv user TrapUserAuthNoPriv security-model v3

snmp group GroupAuthPriv user TrapUserAuthPriv security-model v3

snmp access GroupNoAuthNoPriv v3 noauth notify iso

snmp access GroupAuthNoPriv v3 auth notify iso

snmp access GroupAuthPriv v3 priv notify iso

snmp view iso 1 included

snmp targetparams ParamsTrapUserNoAuthNoPriv user TrapUserNoAuthNoPriv security-model v3 noauth
message-processing v3
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snmp targetparams ParamsTrapUserAuthNoPriv user TrapUserAuthNoPriv security-model v3 auth
message-processing v3

snmp targetparams ParamsTrapUserAuthPriv user TrapUserAuthPriv security-model v3 priv message-
processing v3

snmp notify NotifyNoAuthNoPriv tag TagNoAuthNoPriv type trap

snmp notify NotifyAuthNoPriv tag TagAuthNoPriv type trap

snmp notify NotifyAuthPriv tag TagAuthPriv type trap

snmp targetaddr HostNoAuthNoPriv param  ParamsTrapUserNoAuthNoPriv  10.0.0.1 taglist
TagNoAuthNoPriv

snmp targetaddr HostAuthNoPriv param ParamsTrapUserAuthNoPriv 10.0.0.2 taglist TagAuthNoPriv

snmp targetaddr HostAuthPriv param ParamsTrapUserAuthPriv 10.0.0.3 taglist TagAuthPriv
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2 KPATKUE OBO3HAYEHUA

e iflIndex — nHgekc nopTa;

Moxet NPUHUMATb chegyroume sHa4eHnA:

1. KommyTaTtopbl goctyna
Moaenb KommyTaTtopa UHpeKcebl
MES1428 - MHAeKcbl 1-28 — GigabitEthernet 0/1-28;
MES2428 - UHAEKcebl 64-72 — Port-Channel 1-8.
- MHAeKcbl 1-8 — GigabitEthernet 0/1-8;
MES2408
- UHAEKcbl 64-72 — Port-Channel 1-8.
- MHAeKcbl 1-24 — GigabitEthernet 0/1-24;
MES2424 - nHAeKcbl 25-28 — TengigabitEthernet 0/1-4;
- UHAEKcbl 65-88 — Port-Channel 1-24.
- nHaekcol 1-48 — GigabitEthernet 0/1-48;
MES2448B - MHAeKcbl 49-52 — TengigabitEthernet 0/1-4;
- MHAEKcbl 65-88 — Port-Channel 1-24.
- MHAeKcbl 1-8 — GigabitEthernet 0/1-8;
MES3708P - nHaekKcbl 9-10 — TengigabitEthernet 0/1-2;
- MHAEKcbl 65-72 — Port-Channel 1-8.

index-13 — uHaekc L3-unHtepodeiica. Ha ycrpoicteax MES14xx/MES24xx/MES3400-xx/MES37xx
BO3MOXHO co3gatb 8 L3-uHtepdeicos. Mpu co3paHnm L3-nHtepdenca yepes CLI-mHaeKcbl
Ha3Ha4alTCA NO NOPAAKY, HAUMHAA € 74. PeKomeHAyeTcA Ha3HavyaTb UHAEKChI AnAa L3-uHtepdelicos
B Nnpepenax 74-81. UHaekc 73 sceraa asnaetcs L3-uHtepdeiricom vian 1.

IP address — IP-agpec gns ynpaBaeHUs KOMMYTaTOPOM;

B npuBeaeHHbIX B AOKYMEHTe Npumepax MCNoib3yeTca cneayowmin IP-agpec ansa ynpasnaeHus:
192.168.1.30;

ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBeaeHHbIX B AOKYMEHTe MpuUMepax mchnonb3yeTtcs cnepyowmii IP-agpec TFTP-cepsepa:
192.168.1.1;

community — cTpoka coobuiecTsa (Naponb) gna Aoctyna no npotokoay SNMP.

B npuBeAeHHbIX B LOKYMEHTE NPUMEPaX UCMONb3YIOTCA cieaytolme community:

private — npaBsa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).
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3 PABOTA C PAUNIAMMU

3.1 Paboma c SFTP-, TFTP-cepeepamu

KonuposaHue KoHgu2ypayuu u3 aHep2oHe3asucumol namamu Ha TFTP-, SFTP-cepsepa

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.19.1.0 i {tftp(l), Sftp(2)} \

1.3.6.1.4.1.2076.81.19.2.0 i {unknown(0), ipv4(l), ipv6(2), ipv4dz(3), ipvé6z(4),
dns (16) } \

1.3.6.1.4.1.2076.81.19.3.0 d “IP-address” \

1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP” \

1.3.6.1.4.1.2076.81.19.5.0 s "PasswordSFTP" \

1.3.6.1.4.1.2076.81.19.6.0 s “FileName” \

1.3.6.1.4.1.2076.81.19.10.0 1 {true(l), false(2)}

MNpumep KonuposaHua us startup-config Ha TFTP-cepsep

Komanma CLI:
copy startup-config tftp://192.168.1.1/MES-config.conf

Komarzma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 1 1 \
1.3.6.1.4.1.2076.81.19.2.0 1 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 1 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.10.0 1 1

Mpumep KonuposaHua us startup-config Ha SFTP-cepsep

Komanma CLI:
copy startup-config sftp://UsernameSFTP:PasswordSFTP@192.168.1.1/MES-
config.conf

Komarnnma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 2 \
1.3.6.1.4.1.2076.81.19.2.0 i 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP”\
1.3.6.1.4.1.2076.81.19.5.0 s “PasswordSEFTP”\
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.10.0 i 1

KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-, SFTP-cepsepos

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

nmpset -v2c -c <community> <IP address> \
.1.4.1.2076.81.1.61.0 i {tftp(l), sftp(2)} \
.2076.81.1.15.0 i {noRestore (1), restore (2)} \
.2076.81.1.16.0 d IP-address \

s
1.
1.
1.
1. .2076.81.1.62.0 s “UsernameSFTP” \

wwww
mmmm
NN
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R
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1.3.6.1.4.1.2076.81.1.63.0 s "PasswordSFTP" \
1.3.6.1.4.1.2076.81.1.17.0 s “FileName” \
1.3.6.1.4.1.2076.81.1.18.0 1 {true(l), false(2)}

Mpumep KonuposaHua c TFTP-cepBepa B startup-config

Komannma CLI:
copy tftp://192.168.1.1/MES-config.conf startup-config

Komannma SNMP:
snmpset -v2c -c private -Ln -t 3 192.168.1.30 \

1.3.6.1.4.1.2076.81.1.61.0 1 1 \
1.3.6.1.4.1.2076.81.1.15.0 i 2 \
1.3.6.1.4.1.2076.81.1.16.0 a 192.168.1.1 \
1.3.6.1.4.1.2076.81.1.17.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.1.18.0 1 1

Mpumep KonuposaHua ¢ SFTP-cepsepa B startup-config

Komanpma CLI:
copy sftp://UsernameSFTP:PasswordSFTP@192.168.1.1/MES-config.conf startup-
config

Komarzma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.1.61.0 1 2 \
1.3.6.1.4.1.2076.81.1.15.0 1 2 \
1.3.6.1.4.1.2076.81.1.16.0 a 192.168.1.1 \
1.3.6.1.4.1.2076.81.1.62.0 s “UsernameSFTP”\
1.3.6.1.4.1.2076.81.1.63.0 s “PasswordSFTP”\
1.3.6.1.4.1.2076.81.1.17.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.1.18.0 1 1

KonuposaHue KoHgu2ypayuu u3 saHepa2o3asucumoli namamu Ha TFTP-, SFTP-cepsepa

MIB: fsiss.mib

Ucnonb3syemblie Tabnuupl: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.19.1.0 i {tftp(l), sftp(2)} \

1.3.6.1.4.1.2076.81.19.2.0 i {unknown(0), ipv4(l), ipve6(2), ipv4z(3), ipvb6z (4),
dns (16)} \

1.3.6.1.4.1.2076.81.19.3.0 d “IP-address” \

1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP” \

1.3.6.1.4.1.2076.81.19.5.0 s "PasswordSFTP" \

1.3.6.1.4.1.2076.81.19.6.0 s “FileName” \

1.3.6.1.4.1.2076.81.19.9.0 i {true(l), false(2)}

Mpumep KonupoBaHua u3s running-config Ha TFTP-cepsep

Komanpma CLI:
copy running-config tftp://192.168.1.1/MES-config.conf

Komarnnma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 1 \
1.3.6.1.4.1.2076.81.19.2.0 i 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.9.0 1 1
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Mpumep KonuposBaHua 13 running-config Ha SFTP-cepsep

Komanpma CLI:
copy running-config sftp://UsernameSFTP:PasswordSFTP@192.168.1.1/MES-
config.conf

Komanzma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 2 \
1.3.6.1.4.1.2076.81.19.2.0 i 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSEFTP”\
1.3.6.1.4.1.2076.81.19.5.0 s “PasswordSEFTP”\
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.9.0 i 1

KonuposaHue KoHgu2ypayuu 8 aHep203asucumyro namame ¢ TFTP-, SFTP-cepsepos

MIB: fsiss.mib

Ucnonbayemble Tabamupl: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.19.1.0 i {tftp(l), sftp(2)} \

1.3.6.1.4.1.2076.81.19.2.0 i {unknown(0), ipv4(l), ipv6(2), ipv4z(3), ipvé6z(4),
dns (16)} \

1.3.6.1.4.1.2076.81.19.3.0 d IP-address \

1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP” \

1.3.6.1.4.1.2076.81.19.5.0 s "PasswordSEFTP" \

1.3.6.1.4.1.2076.81.19.6.0 s “FileName” \

1.3.6.1.4.1.2076.81.19.7.0 i {true(l), false(2)}

MNpumep konuposaHua us TFTP-cepsepa B running-config

Komannma CLI:
copy tftp://192.168.1.1/MES-config.conf running-config

Komarnma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 1 \
1.3.6.1.4.1.2076.81.19.2.0 1 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.7.0 i 1

MNpumep KonuposaHua us SFTP B running-config

Komanpma CLI:
copy sftp://UsernameSFTP:PasswordSFTPR192.168.1.1/MES-config.conf running-
config

Komanma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 1 2 \
1.3.6.1.4.1.2076.81.19.2.0 1 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP”\
1.3.6.1.4.1.2076.81.19.5.0 s “PasswordSFTP”\
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.7.0 1 1
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[lpocmomp cocmoAHUA KONUPOBAHUA 8 IHEP20HE3A8UCUMYH NamMmams

MIB: fsiss.mib

Ucnonb3ayembie Tabnuupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.19.0

Mpumep npocmoTpa cocToaHUA KonuposaHua startup-config

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.19.0

[Ipocmomp cocmoAHUA KOMUPOBAHUA 8 3HEP20308UCUMYIO MAMAMb

/ BO3MOKHble COCTOAHUA:

restorelnprogress (1) — KonMpoBaHue B npouecce;
restoreSuccessful (2) — KonuposaHue 3aBepLUEHO YCNELIHO;
restoreFailed (3) — Bo Bpema KonMpoBaHUA NnpousoLwa oWnbKa;
notlnitiated (4) — KonupoBaHue He NPOU3BOAUNOCD.

MIB: fsiss.mib

Ucnonb3zyemble Tabauybi: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.19.8

Mpumep NpocMmoTpa COCTOAHMUA KONUPOBAHUA running-config

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.19.8

/ Bo3MOXHble COCTOAHUA:

restorelnprogress (1) — KonupoBaHue B Nnpouecce;
restoreSuccessful (2) — KonupoBaHue 3aBepLUEHO yCNeLIHO;
restoreFailed (3) — Bo Bpemsa KonupoBaHUA Npou3oLwNa OWU6Ka;
notlnitiated(4) — KonMpoBaHuA He NPOU3BOAUNOCH.

KonuposaHue KoHgu2ypayuu u3 3Hep203a8ucumMoli 8 IHEP2OHe3a8UCUMYH NAMAMb

MIB: fsiss.mib

Ucnonb3syemblie Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.10.0 i {noSave (1), flashSave (2),
startupConfig(4)} \

1.3.6.1.4.1.2076.81.1.13.0 1 {true(l), false(2)}

Mpumep KonupoBaHUA KOHGUTrypaLum

remoteSave (3),

Komarnma CLT:
write startup-config
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Komarnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.10.0 1 4 \
1.3.6.1.4.1.2076.81.1.13.0 i 1

[Ipocmomp cocmoAHUA KOMUpo8aHUA

MIB: fsiss.mib

Ucnonbayemble Tabnmupi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.14.0

Mpumep NPoCMOTpPa COCTOAHUA KONUPOBaHUA

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.14.0

/ BO3MOKHble COCTOAHUA:

restorelnprogress (1) — KonupoBaHue B Npouecce;
restoreSuccessful (2) — KonupoBaHue 3aBepLIEHO yCNeLIHO;
restoreFailed (3) — Bo Bpemsa KonupoBaHUA Npou3oLwna OWU6Ka;
notlnitiated(4) — KonupoBaHuAa He NPOMU3BOAUNOCD.

3.2 ABMmOKOHGu2ypuposaHue Kommymamopa

BK/'HO‘*I&‘HUE/BbIKfHO"IEHue a8MOKOHU2YPUPOBAHUS HA KOMMymamope

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issZtpConfigStatus — 1.3.6.1.4.1.2076.81.18.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.81.18.1.0 i {enable(l), disable(2)}

Mpumep BKAKOUEHUA aBTOKOHOUrypUpOBaHUs

Komanzma CLI:
ZTP enable

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.18.1 1 1

[Mpocmomp cocmosHUA A8MOKOHPU2YPUPOBAHUA HO KOMMymamope

MIB: fsiss.mib

Ucnonbayemble Tabamupl: issZtp — 1.3.6.1.4.1.2076.81.18

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.18.2.0

Mpumep NPOCMOTPA COCTOAHUA aBTOKOHPUIYpPUPOBaHUSA

Komanpma CLI:
show ztp status
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Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.18.2.0

/";;‘ BO3MOXHble COCTOAHUA:

notstarted(1) — aBTOKOH$UryprupoBaHMe He NPOU3BOAUNOCD;
complatestate (5) — aBTOKOH$UrypnpoBaHue 3aBepLUEHO;
erroredstate (6) — ownbKa Npu NnonbiTKe aBTOKOHGUIrYpUPOBaHHUA.

3.3 0O6HosneHue npo2pammHo20 obecneyeHus

[lpocmomp akmusHoU eepcuu 10

MIB: fsiss.mib

Ucnonb3ayemble Tabauubi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.3.0

MpocmoTp akTMBHOM Bepcumu MO

Komanma CLI:

show bootvar

Komaunnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.3.0

O6HosneHue 10

MIB: fsiss.mib

Mcnonb3ayembie Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c¢ -c¢ <community> <IP address> \

1.3.6.1.4.1.2076.81.1.55.0 i {tftp(l), sftp(2)} \
1.3.6.1.4.1.2076.81.1.83.0 1 {unknown(0), ipv4(l), ipve6(2),
dns (16)} \

1.3.6.1.4.1.2076.81.1.84.0 d IP-address \
1.3.6.1.4.1.2076.81.1.56.0 s “UsernameSFTP” \
1.3.6.1.4.1.2076.81.1.57.0 s “PasswordSFTP” \
1.3.6.1.4.1.2076.81.1.121.0 1 {firmware(l), bootloader (2)} \
1.3.6.1.4.1.2076.81.1.21.0 s “filename” \
1.3.6.1.4.1.2076.81.1.22 i {true(l), false(2)}

Mpumep o6HoBNAEHUA MO no npotokony TFTP

ipvédz (3),

ipvéez (4),

Komanma CLI:

copy tftp://192.168.1.1/mes2400-10.1.9-R3.1iss image

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1
1.3.6.1.4.1
1.3.6.1.4.1
1.3.6.1.4.1
1.3.6.1.4.1

.2076.
.2076.
.2076.
.2076.
.2076.

81.
81.
81.
81.
81.

1

I S S S

.55.0 1 1 \

.84.0 d 192.168.1.1 \

.121.0 14 1\

.21.0 s “mes2400-10.1.9-R3.1iss” \
.22.0 1 1
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Mpumep 06HOBNAEHUA HAYaIbHOIO 3arpy3yMKa no npotokony SFTP

Komangma CLI:

copy sftp://user:password@192.168.1.1/mes2400-10.1.9-R3.boot boot

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.2076.81.1.55.0 1 2 \
1.3.6.1.4.1.2076.81.1.56.0 s “UsernameTFTP” \
1.3.6.1.4.1.2076.81.1.57.0 s “PasswordSFTP” \
1.3.6.1.4.1.2076.81.1.84.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.1.121.0 1 2 \
1.3.6.1.4.1.2076.81.1.21.0 s “mes2400-10.1.9-R3.boot” \
1.3.6.1.4.1.2076.81.1.22.0 1 1

pocmomp cocmosHuUa 06Ho8AEHUA PO2PAMMHO20 obecrneyeHus

MIB: fsiss.mib

Ucnonbayemble Tabanybi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.28.0

Mpumep NPoCMOTpPa COCTOAHUA KONMUPOBAHUA

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.28.0

/':f' BO3MOXHble COCTOAHMUA:

restorelnprogress (1) — KonupoBaHue B npouecce;
restoreSuccessful (2) — KonuposaHue 3aBepLUEHO YCNELIHO;
restoreFailed (3) — Bo Bpema KonuposaHMA npousowna ownbKa;
notlnitiated(4) — KonMpoBaHuA He NPOU3BOAUNOCH.
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4 YNPABJIEHUE CUCTEMOM

4.1 CucmemHsbie pecypcol

pocmomp uptime ycmpotlicmea

MIB: SNMPv2-MIB

Ucnonb3yemble Tabnuubl: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3.0

Mpumep npocmoTpa uptime ycrpoiictea

Komanpma CLI:
show system information

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3.0

[Mpocmomp System Description ycmpolicmea

MIB: SNMPv2-MIB

Ucnonb3zyemble Tabauubl: system — 1.3.6.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.1.0

Mpumep npocmotpa sysDescr ycrpoiictea

Komanpma CLI:
show system information

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.1.0

MoHumopuHe 3a2py3Kku CPU

MIB: ELTEX-MES-ISS-CPU-UTIL-MIB.mib

Ucnonb3ayemblie Tabnunupli: eltMeslssCpuUtilGlobalStat — 1.3.6.1.4.1.35265.1.139.6.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.6.1.1.2.{5 cexyun(l), 1 mumuyTa(2), 5 mmayTt(3)}.0

Mpumep npocmoTpa 3arpysKu cpu

Komarnma CLT:
show env cpu

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.6.1.1.2.1.0
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MoHuUmopuH2 3a2py3KU No npoyeccam

MIB: ELTEX-MES-ISS-CPU-UTIL-MIB.mib

Ucnonbayemble Tabauupbi: eltMeslssCpuUtilTaskStatTable — 1.3.6.1.4.1.35265.1.139.6.1.2.2.1
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.6.1.2.2.1.1.{5 cexyun(3), 1 mumuyra(4), 5
MuHyT (5) } . {task-id}

Mpumep npocmoTpa 3arpysku cpu

Komanma CLI:
show env tascs

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.6.1.2.2.1.1.3.30

/ lMpueasKa UHAEKCco8 K npoueccam:

TMR#(1)
LOGF(2)
PKTT(3)
VemT(4)
SMT(5)
CFA(6)
IPDB(7)
L2DS(8)
BOXF(9)
ERRD(10)
ELMT(11)
EOAT(12)
FMGT(13)
AstT(14)
PIf(15)
LaTT(16)
CMNT(17)
VLAN(18)
FDBP(19)
SnpT(20)
QO0s(21)
SMGT(22)
CPUU(23)
RT6(24)
IP6(25)
PNG6(26)
RTM(27)
IPFW(28)
UDP(29)
ARP(30)
PNG(31)
SLT(32)
SAT(33)
TCP(34)
RAD(35)
TACT(36)
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DHRL(37)
DHC(38)
DCS(39)
PIA(40)
L2SN(41)
CLIC(42)
CTS(43)
SSH(44)
LLDP(45)
LDB(46)
SNT(47)
STOC(48)
HWPK(49)
MSR(50)
€267(51)

MoHumopuHe 3a2py3Ku onepamugHol namamu

MIB: fsiss.mib

Ucnonb3syemble Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.73.0

Mpumep npocmoTpa 3arpy3Kku onepaTMBHON NamaTn

Komangma CLI:
show env RAM

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.73.0

MoHumopuHe 3aepy3Kku FLASH-namsamu

MIB: fsiss.mib

Mcnonb3syemble Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.75.0

Mpumep npocmoTpa 3arpy3ku FLASH-namaATn

Komanma CLI:
show env flash

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.75.0

20 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

lpocmomp Koauyecmsa MAC-adpecos so VLAN

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabauupl: dotlgFdbEntry — 1.3.6.1.2.1.17.7.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.1.1.2.{v1lan}

Mpumep npocmoTtpa Koauvectsa MAC-agpecos Bo vlian 5

Komangma CLI:
show mac-ad

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.1.1.2.5

lpocmomp cepuliHo20 HOMepa KoMmmymamopda

MIB: fsiss.mib

Ucnonbayemble Tabamybl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.120.0

Mpumep NpocMoTpa cepuiiHOro Homepa KoMmyTaTopa

Komanma CLI:
show system information

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.120.0

lpocmomp annapamHoli sepcuu

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.2.0

Mpumep NpocmoTpa annapaTHoii Bepcumn

Komanma CLI:
show system information

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.2.0
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[Mpocmomp cucmemHoao MAC-adpeca Kommymamopd

MIB: fsiss.mib

Ucnonb3ayemble Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.32.0

Mpumep npocmoTpa cucremHoro MAC-aapeca KommyTtatopa

Komanma CLI:
show nvram

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.32.0

[Tpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3syembie Tabnmupl: sysUpTime — 1.3.6.1.2.1.1.3, ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmotpa Uptime nopra GigabitEthernet 0/2

Komannma CLI:
show interface status GigabitEthernet 0/2

Komarnzma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.2

/";_‘ M3 BbiBOAa nNepBoil KOMaHAbl HEO6XO4MMO OTHATbL BbLIBOA BTOPO KOMaHAbI.
MonyueHHoe 3HaueHue u byaet aBaaTbca uptime nopra.

[Mpocmomp uHgopmayuu o sepcuu 10 U HAYAA6HO20 302PY34UKA

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonb3ayembie Tabnunupl: eltMeslssSysBootVarTable — 1.3.6.1.4.1.35265.1.139.18.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.{index}.{firmware}

Mpumep NpocmoTpa BepCUU HaYaNbHOrO 3arpy3umnKa

Komanma CLI:
show bootvar

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.4.2
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V CywiecTByIOT cneaytowme 3HauyeHus index:

4 — Bepcua MO 1 HayanbHOro 3arpy3ymnKa;

5 — Homep commit-a MO 1 HayanbHOro 3arpys3ymKa;

6 — Homep build-a NO;

7 — Homep MDS5 Digest MO 1 HauanbHOro 3arpy3umnKa;

8 — lata n sBpema c6opku MO u HauaNbHOro 3arpysumKa.
V’ CywecTBYyIOT cneayowme 3HaueHma firmware:

1 - NporpammHoe obecneyeHue;

2 — HayanbHbIii 3arpysumK.

lpocmomp cocmosHUA aKKyMynamopHol bamapeu

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonblyemble Tabauubl: eltMeslssBatteryStatus — 1.3.6.1.4.1.35265.1.139.12.1.3.1.1.2

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.3.1.1.2.0

Mpumep NPOCMOTPA COCTOAHUA aKKYMYNATOPHON 6aTapeun

Komanzma CLI:
show env power

Komanzma SNMP:
snmpget -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.3.1.1.2.0

Bo3morKHble cocToAHUA:

V notoperational(1) — 6aTtapes He noaaep>KuBaeTcs;
notpresent(2) — 6aTapea He NOAKNIOUEH];
recharge(3) — 6aTtapesn 3apaxaercs;
low(4) — Hu3KWMi1 3apag 6atapeu;
discharge(5) — 6atapes paspaxaercs;

operational(6) — 6aTtapesa nogKnioueHa u 3apaxeHa.

[Mpocmomp yposHsa 3apada akkymyaamopHol bamapeu 8 %

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonbayemble Tabamupi: eltMeslssBatterylevel — 1.3.6.1.4.1.35265.1.139.12.1.3.1.1.3

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.3.1.1.3.0
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Mpumep ypoBHA 3apAaa aKKyMynATopHo 6aTapeun

Komannma CLTI:
show env power

Komanzma SNMP:
snmpget -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.3.1.1.3.0

Mpocmomp mabauysl ¢ donycmumsIiMU CKOPOCMAMU 8pAWEHUA 8eHMUIAMOPO8

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonb3ayembie Tabnunupl: eltMeslssEnvFanThresholdTable — 1.3.6.1.4.1.35265.1.139.12.1.5.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.5.2.1.{min(2), max(3)}.{fanIndex}.{level (1-4)}

Mpumep npocmoTpa Tabanubl

Komangma CLI:
show env fan thresholds

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.5.2.1

[Ipocmomp cKopocmu 8pauieHua seHmuaamopa

MIB: ELTEX-MES-ISS-ENV-MIB.mib
Ucnonb3syembie Tabnuupl: eltMeslssEnvFanEntry — 1.3.6.1.4.1.35265.1.139.12.1.5.1.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.1.{fanIndex}

Mpumep NpocmoTpa CKOPOCTU BpaLLEHUA NepPBOro BEHTUNATOPA

Komanma CLI:
show env fan

Komarnzma SNMP:
snmpget -v2c¢ -c¢ public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.1.1

[Ipocmomp ypo8HA CKOPOCMU 8pAULEHUA BEHMUAAMOPA

MIB: ELTEX-MES-ISS-ENV-MIB.mib
Ucnonb3syembie Tabnuupli: eltMeslssEnvFanEntry — 1.3.6.1.4.1.35265.1.139.12.1.5.1.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.2.{fanIndex}
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Mpumep NPoCcMoOTpa YPOBHA CKOPOCTU BPALLEHUA NEPBOro BEHTUAATOPA

Komanpma CLT:
show env fan

Komarnma SNMP:
snmpget -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.2.1

[Ipocmomp cmamyca 6eHmMuAamopa

MIB: fsiss.mib

Ucnonbayemble Tabnmupl: eltMeslssEnvFanEntry — 1.3.6.1.4.1.2076.81.13.1.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.13.1.1.2.{fanIndex}

Mpumep NpocmoTpa cTaTyca NepBoOro BeHTUAATOPA

Komanga CLI:
show env fan

Komarzma SNMP:
snmpget -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.13.1.1.2.1

KoHmponab nokazaHuli mepmodamyuKka

MIB: fsiss.mib

Ucnonbayemble Tabauupi: issSwitchCurrentTemperature — 1.3.6.1.4.1.2076.81.1.66.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.66.0

Mpumep NpocMoTpa NOKa3aHUit TEPMOSATYUKA

Komaunnma CLI:
show env temperature

Komarnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.66.0

[lpocmomp MUHUMGAIbHO20 N0p02a MePMoOam4yuKa

MIB: fsiss.mib
Ucnonbayemble Tabanupi: issSwitchMinThresholdTemperature — 1.3.6.1.4.1.2076.81.1.64.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.64.0

Mpumep npocmoTpa MMHUMA/ZIBHOIO NOpPOra Tepmogartynka

Komanpma CLI:
show env temperature

Komarnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.64.0
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[lpocmomp MakKcumMasibHo20 Nopo2a Mepmooam4yuxka

MIB: fsiss.mib

Mcnonb3ayembie Tabnnupi: issSwitchMaxThresholdTemperature — 1.3.6.1.4.1.2076.81.1.65.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.65.0

Mpumep NpocmoTpa MakCMManbHOro Nopora Tepmogarumka

Komannma CLI:
show env temperature

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.65.0

4.2 YnpaeneHue ycmpolicmeom

3a0amb/cmeHums hostname Ha ycmpolicmee

MIB: SNMPv2-MIB

Ucnonb3syemble Tabnuupl: system — 1.3.6.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Mpumep npucsoeHunsa hostname "mes2428"

Komanma CLI:
hostname mes2428

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2428"

[lepe3az2py3ka Kommymamopa

MIB: fsiss.mib

Mcnonb3syemble Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.9.0 1 1

Mpumep nepesarpyskn KommyTaTopa

Komanma CLI:
reload

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.9.0 1 1
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[epe3azpy3Kka KOMMymMamopa Yepes 3a0aHHOE 8pemMsA

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssReloadParams — 1.3.6.1.4.1.35265.1.139.18.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.1.1.0 s "hhh.mm"
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 1

Mpumep nepesarpysknm KOMmMyTaTopa Yepes 5 MUHYT

Komanma CLI:
reload in 0 5

Komannma SNMP:
snmpset -v2c -c private 192.168.1.3
1.3.6.1.4.1.35265.1.139.18.1.1.1.

1.

0\
0 s "000:05" \
1.3.6.1.4.1.35265.1.139.18.1.1. 0 1i

1.
2. 1

[epe3azpy3Kka KOMMymamopa 8 3a0aHHOoe 8pemMs

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonbayemble Tabamubl: eltMeslssReloadParams — 1.3.6.1.4.1.35265.1.139.18.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.1.1.0 s "hh:mm:ss dd MM"
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 2

Mpumep nepesarpyskn Kommytatopa 8 00:00:00 01 01

Komangma CLI:
reload at 00:00:00 01 01

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.1.1.0 s "00:00:00 01 01" \
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 i 2

OmmeHa nepes3azpy3ku Kommymamopa 8/'—!6[)63 3a0aHHOoe spemsa

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssReloadParams — 1.3.6.1.4.1.35265.1.139.18.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 3

Mpumep oTMmeHbl Nnepesarpysku B/uepes 3agaHHOe Bpems

Komangma CLI:
reload cancel

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 3
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BkntoyeHue/sbiKA04YeHUe omnpasku snmp-trap o coldstart

MIB: fsiss.mib

Ucnonb3syembie Tabnnupl: futuresnmp3 — 1.3.6.14.1.2076.112

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.112.11.0 1 {enable(l), disable(2)}

Mpumep BKAKOUEHUA OTNPaBKKU snmp-trap coldstart

Komarnma CLI:
snmp enable traps coldstart

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.112.11.0 i 1

BKaro4yeHuUe/8biKk0YEeHUEe OmnpasKu snmp-trap o warmstart

MIB: fsiss.mib

Ucnonb3ayemble Tabnuupl: eltMeslssSnmp3Globals — 1.3.6.1.4.1.35265.1.139.19.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.19.1.1.1.0 1 {enable(l), disable(2)}

Mpumep BKAOYEHUA OTNPABKK snmp-trap warmstart

Komanpma CLI:
snmp enable traps warmstart

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.19.1.1.1.0 1 1

BKﬂMWEHUE/BHKﬂMWEHUGAﬂﬂﬂﬂnopuealqKE

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonb3syemblie Tabnunupl: eltMeslssBatteryMonitorEnable — 1.3.6.1.4.1.35265.1.139.12.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.3.2.0 1 {true(l), false(2)}

Mpumep BrAtOYeHUA moHuTopura AKb

Komannma CLI:
env battery monitor enable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.3.2.0 1 1
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BkrtoyeHue/sbikaoYeHUe omnpasku coobweHul Dying-gasp

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssDyingGaspStatus — 1.3.6.1.4.1.35265.1.139.12.1.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.4.1.0 1 {true(l), false(2)}

Mpumep BKAIOUEHUA OTNPABKU coobLieHuii dying-gasp

Komanma CLI:
env dying-gasp enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.4.1.0 1 1

Braroyume/sbikaoyume telnet-cepsep

MIB: ARICENT-ISS-MIB

Ucnonbayemble Tabnuupl: issTelnetStatus — 1.3.6.1.4.1.2076.81.1.97

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.97.0 1 {enable(l), disable(2)}

Mpumep BbikKNOUeHUn telnet-cepsepa

Komangma CLI:
no feature telnet

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.97.0 i 2

BkrtoyeHue/sbika0YeHUe omnpasku snmp-trap u syslog-coobweHuli npu nepesazpysxe
ycmpolicmea

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonbayembl Tabanubi: eltMeslssSysLoggingParams — 1.3.6.1.4.1.35265.1.139.18.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.2.2.0 i {true(l), false(2)}

Mpumep BbIKAOYEHUE OTNPABKY snmp-trap u syslog-coobieHunii npu nepesarpyske ycTpoiicTea

Komanpma CLI:
no logging events reload

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.2.2.0 1 2
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4.3 YnpaeneHue obpazamu 10

[Mpocmomp uHgopmayuu 06 obpasax 10

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonb3syemble Tabnunupl: eltMeslssSysBootVarTable — 1.3.6.1.4.1.35265.1.139.18.1.1.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.{BanmumHocTs I[I0(3), version (4)

, commit (5),
build(6), MD5 digest(7), time(8)}.{image(l)| boot(2)}.{number(1]2)}

Mpumep KomaHAabl ANA npocmoTpa Bepcuum MO

Komaungma CLI:
show bootvar

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.4.1.1

CmeHa akmusHo20 obpasa 10

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssSysBootVarTable — 1.3.6.1.4.1.35265.1.139.18.1.1.3.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.9.1.{number(1|2)} i {active{l} |
inactive (2)}

Mpumep cmeHbl aKTUBHOTO 06pa3sa MO c 1 Ha 2. MpeanonoXum, 4TO aKTUBHbIM aBaseTca 1 o6pas NO

Komannma CLI:
boot system inactive

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.9.1.2 1 1
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5 HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika 0amebi u epemeHu

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.34.0 s "hh:mm:ss dd MM YY"

Mpumep HacTPOIKK AaTbl HA KOMMYTaTope

Komanma CLI:
clock set 00:00:00: 01 01 2020

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.34.0 s "00:00:00 01 O1"

Hacmpolika noany4yeHua damei u spemeHu ¢ SNTP-cepsepa

MIB: fsclkiwf.mib

Ucnonbayemble Tabanupi: fsClklwfGeneralGroup — 1.3.6.1.4.1.29601.2.46.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.46.1.1.4.0 1 80

Mpumep HaCTpoOIiKK AaTbl HA KOMMYyTaTOpe

Komannma CLI:
clock time source ntp

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.46.1.1.4.0 1 80

Hacmpolika IPv4-adpeca SNTP-cepsepa

MIB: fssntp.mib

Ucnonbayemble Tabanupi: fsSntpUnicastServerEntry — 1.3.6.1.4.1.2076.149.1.2.5.1

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.{IP-address ceprBepa} 1 {createAndWait 5(5)}
\

1.3.6.1.4.1.2076.149.1.2.5.1.3.1.4.{IP-address cepBepa} i {version 3(3),
version 4 (4)) \
1.3.6.1.4.1.2076.149.1.2.5.1.4.1.
1.3.6.1.4.1.2076.149.1.2.5.1.5.1.
secondary (2)} \
1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.{IP-address cepeepa} i {Active (1)}

IS

.{IP-address cepBepal}l 1 {port} \
.{IP-address ceprepa} i {primary(l),

IS
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Mpumep HacTpoiiku IPv4-agpeca ocHoBHoro SNTP-cepBepa 3 Bepcum

Komannma CLTI:
set sntp unicast-server ipv4 192.168.1.1 primary version 3

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.192.168.1.1 1 5
1.3.6.1.4.1.2076.149.1.2.5.1.3.1.4.192.168.1.1 1 3 \
1.3.6.1.4.1.2076.149.1.2.5.1.4.1.4.192.168.1.1 i 123 \
1.3.6.1.4.1.2076.149.1.2.5.1.5.1.4.192.168.1.1 1 1 \
1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.192.168.1.1 1 1
V‘ Mone port moxket npuHUMaThb 3HaueHna 1025-36564. Mo ymonyaHUo ucnonb3yerca
Homep nopra 123.

Hacmpolika IPv6 adpeca SNTP-cepsepa

MIB: fssntp.mib

Ucnonb3ayemblie Tabnunupl: fsSntpUnicastServerEntry — 1.3.6.1.4.1.2076.149.1.2.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.{IP-address ceprepa} 1 {createAndWait 5(5)}
\

1.3.6.1.4.1.2076.149.1.2.5.1.3.2.16.{IP-address cepsepa} i {version 3(3),
version 4 (4)) \

1.3.6.1.4.1.2076.149.1.2.5.1.4.2.16.{IP-address cepeepa} i {port} \
1.3.6.1.4.1.2076.149.1.2.5.1.5.2.16.{IP-address cepeepa} i {primary(l),
secondary (2) } \

1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.{IP-address cepsepa} i {Active (1)}

Mpumep HacTpoiiku IPv6-agpeca ocHoBHOro SNTP-cepBepa 3 Bepcum

Komannma CLI:
set sntp unicast-server ipvé6 2001:db8::2 primary version 3

Komanpma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 1 5 \
1.3.6.1.4.1.2076.149.1.2.5.1.3.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 1 3 \
1.3.6.1.4.1.2076.149.1.2.5.1.4.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 1 123 \
1.3.6.1.4.1.2076.149.1.2.5.1.5.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 i 1 \
1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 i 1

V‘ Mone port moxeT npMHMMATb 3Ha4YeHUA 1025-36564. Mo ymonyaHUIO UCnonb3yeTca
Homep nopta 123.

Hacmpolika nepexoda Ha nemHee 8pems

MIB: fssntp.mib

Ucnonb3ayembie Tabnnupi: fsSntpScalars — 1.3.6.1.4.1.2076.149.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.149.1.1.12.0 s "weekofmonth-weekofday-mounth, HH:MM" \
1.3.6.1.4.1.2076.149.1.1.13.0 s "weekofmonth-weekofday-mounth, HH:MM"
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Mpumep HACTPOIiKK Nepexoaa Ha neTHee BPemA

Komangma CLI:

set sntp client clock-summer-time second-thu-aug,00:00 second-thu-aug,01:00

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.1.12.0 s "second-thu-aug,00:00"™ \
1.3.6.1.4.1.2076.149.1.1.13.0 s "second-thu-aug,01:00"

BkrtoyeHue/sbikntodeHue SNTP-KaueHma Ha KoMmmymamope

MIB: fssntp.mib

Ucnonbayemble Tabanupi: fsSntpScalars — 1.3.6.1.4.1.2076.149.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.1.3.0 1 {enable(l), disable(0)}

Mpumep BrkAoyeHUA SNTP-KaMeHTa HA KOMMmyTaTope

Komanma CLI:
set sntp client enabled

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.1.3.0 1 1

Hacmpolika Yacosozo nosca sntp

MIB: fssntp.mib

Ucnonbayemble Tabanupi: fsSntpScalars — 1.3.6.1.4.1.2076.149.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.1.11.0 s " (+/-)HH:MM"

Mpumep HaCTPOIKKU YacoBOro nosca sntp

Komanma CLI:
set sntp client time-zone +07:00

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.1.11.0 s "+07:00"

Hacmpolika uHmepsana omnpasKu oOHoadpecHbix SNTP-3anpocos

MIB: fssntp.mib

Ucnonbayemble Tabamupi: fsSntpUnicast — 1.3.6.1.4.1.2076.149.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.2.0 u {uuHTepBay] B CeKyHIax}

Mpumep HacTpoiiku MHTepBana otnpasku SNTP-3anpocos

Komanma CLI:
set sntp unicast-poll-interval 4096

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.2.2.0 u 4096
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V WUHTepBan moxKet npuHUMaTb 3HayeHUA 16—16384 n ponxKeH ABAATCA CTENEHbIO YMCNA
nBa. Hanpumep, 16, 32, 64 u 1.4.

Hacmpolika makcumaabHo20 spemeHu oxcudaHua omseema om SNTP-cepsepa

MIB: fssntp.mib

Ucnonb3ayembie Tabnunupl: fsSntpUnicast — 1.3.6.1.4.1.2076.149.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.3.0 u {1-30 cexyHIn}

Mpumep HacTpoiikK oxngaHua orseta ot SNTP-cepsepa

Komarnma CLTI:
set sntp client unicast-max-poll-timeout 30

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.2.3.0 u 30

Hacmpolika MmakcumanbHo20 Koauyecmaed nonbimoK nodKarveHuUs K SNTP-cepsepy

MIB: fssntp.mib

Ucnonb3syemble Tabaunuypbi: fsSntpUnicast — 1.3.6.1.4.1.2076.149.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.4.0 u {1-10}

Mpumep HacTpoiiku oxxngaHua orseta ot SNTP-cepsepa

Komannma CLI:
set sntp client unicast-max-poll-retry 10

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.2.4.0 u 10
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6 PABOTA C MAC-TABJIMLAMU

6.1 [lpocmomp codeprcumozo0 MAC-mabnuybi

lMpocmomp codeprcumo2o mabauuysl no VLAN

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabanupi: dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1.{v1lan-1id}

MNpumep npocmoTpa cogep>kumoro MAC-Tabnuupbl B VLAN 5

Komangma CLI:
show mac-address-table vlan 5

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1.5

[pocmomp codeprcumo2o mabauuybl No UHmMepgeticam

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssVlanFdbPortEntry — 1.3.6.1.4.1.35265.1.139.3.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.1.1.1.{ifindex}

Mpumep npocmotpa cogepxmmoro MAC-tabauubl Ha gi0/2

Komanma CLI:
show mac-address-table interface gi 0/2

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.1.1.1.2

6.2 Hacmpolika ¢pyHkyuu MAC Address Notification

BkroueHue/omknoyeHue MAC Address Notification

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbsyemble Tabamupbl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.1.0 i {true(l), false(2)}

Npumep sknroueHna MAC Address Notification Ha ycTpoiicTBe

Komanma CLI:
mac-address—-table notification change

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.1.0 1 1
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Mpumep otknoueHna MAC Address Notification Ha ycTpoiicTee

Komannma CLTI:
no mac-address-table notification change

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.1.0 1 2

Hacmpolka MmaKkcumasabHO20 NPOMeEXYmMKa spemeHu mexcdy omnpaskamu SNMP-yeedomaeHul

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syemblie Tabnunupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.2.0 u {0-604800)

Mpumep HaCTPOIKU MAaKCUMAIbHOIO NPOMEIKYTKA BpEMEHU MeKAy oTnpaBkamu SNMP-yeBegomneHui

Komanpma CLI:
mac-address-table notification change interval 10

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.2.0 u 10

BrarwveHue omnpasku mpanos 8 syslog o cobbimusax uzy4yeHus unu yoaneHus MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syemble Tabnunupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.5.0 1 {true(l), false(2)}

Mpumep BKAOYEHUA OTNPABKMU TPanos B syslog o cobbiTuAX nsyuyeHusa unm ypaneina MAC-agpecos

Komanpma CLI:
logging events mac-address-table change

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.5.0 1 1

Hacmpolika makcumanbHo20 Koaudyecmea cobbimulli 06 usmeHeHUU cocmoaHua mabauysl MAC-
adpecos, Komopoe coxXpaHaAemcsa 8 ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syemble Tabnunupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.7.0 u {0-500}

Mpumep HacTpokn 5 cobbiTMt 06 M3MeHeHMU coctoaHUA Tabnauubl MAC-agpecoB, KoTopble byayT
COXPaHATLCA B UCTOPUM

Komannma CLI:
mac-address—-table notification change history 5
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Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.7.0 u 5

BKatoueHue 2eHepauuu ysedomsaeHUl Ha KaxoomM uHmepgelice o cobbimusax U3MeHeHUS
cocmosaHug MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabamupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.2.1.1.{Learnt (1), Removed(2)}.{ifindex} i {true(l),
false (2)}

Mpumep BKAIOYEHUA reHepauunmn ysegomneHuii Ha GigabitEthernet 0/12

Komarnnma CLI:

interface gigabitethernet 0/12
snmp trap mac-address-table change learnt
snmp trap mac-address-table change removed

Komarnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.2.1.1.1.12 i 1 \
1.3.6.1.4.1.9.9.215.1.2.1.1.2.12 1 1

OmobpaxceHue scex ysedomaeHull ob usmeHeHuu cocmogHua MAC-adpecos, COXPAHEHHbIX 8
ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabamupi: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1

Mpumep otobparkeHna Bcex yBefoMaeHUA 06 usmeHeHun coctoaHuAa MAC-appecoB, COXpaHeHHbIX B
nucropumu

Komannma CLI:
show mac-address-table notification change history

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1

6.3 MAC Flapping

BrnroyeHue omcenexcusaHua MAC Flapping

MIB: ELTEX-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabanupi: eltexMnFlappingObjects — 1.3.6.1.4.1.35265.33.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.33.1.1.1.0 1 {true(l), false(2)}
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Mpumep oTKAOUeHUA oTcnexnsaHua MAC Flapping Ha ycTpoiicTBe (BKAIOUYEH NO YMONUYAHUIO)

Komannma CLTI:
no mac-address-table notification flapping

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.33.1.1.1.0 1 2

BknrouyeHue nocuposaHua MAC Flapping

MIB: ELTEX-MAC-NOTIFICATION-MIB.mib

Ucnonb3ayembie Tabnnupl: eltexMnFlappingObjects — 1.3.6.1.4.1.35265.33.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.33.1.1.2.0 i {true(l), false(2)}

Mpumep oTktoueHua normposaHua MAC Flapping Ha ycTpoicTBe (BKIIOYEH MO YMONIYAHUIO)

Komanpma CLI:
no logging events mac-address-table flapping

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.33.1.1.2.0 1 2

6.4 KoHguzypupoeaHue MAC-based VLAN

KoHou2ypayusa MAC-epynn

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonb3syemblie Tabnnupl: eltMeslssMacBasedVlanGroupTable — 1.3.6.1.4.1.35265.1.139.3.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.{macl}.{mac2}.{mac3}.{macd}.{mac5}.{maco6}.{
maskl}.{mask2}.{mask3}.{mask4}.{mask5}.{mask6} i {active(l), create and

wait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.3.{macl}.{mac2}.{mac3}.{macd}.{mac5}.{maco6}.{
maskl}.{mask2}.{mask3}.{mask4}.{mask5}.{mask6} i {group-id}

MNpumep cosgaHua MAC-rpynnbl ¢ Homepom 5 ana ¢yHKumoHana MAC-based VLAN, Bkalouatowei
AmanasoH MAC-aapecos 00:00:00:00:aa:00 — 00:00:00:00:aa:ff

Komarnma CLT:
map mac 00:00:00:00:a2a:00 ff:ff:ff:£f£:££:00 macs-group 5

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.0.0.0.0.170.0.255.255.255.255.255.0 1 5 \
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.3.0.0.0.0.170.0.255.255.255.255.255.0 1 5 \
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.0.0.0.0.170.0.255.255.255.255.255.0 1 1

Mpumep yaaneHna MAC-rpynnbl gna ¢pyHKumMoHana MAC-based VLAN, Bkatovatoweit guanasod MAC-
aapecos 00:00:00:00:aa:00 — 00:00:00:00:aa:ff

Komaunma CLT:
No map mac 00:00:00:00:aa:00 ff:ff:ff:ff:££:00
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Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.0.0.0.0.170.0.255.255.255.255.255.0 1 6

{mac1-6} — MAC-aapec, npeacTaB/ieHHbI B 10-i cucteme cuucneHus;

{mask1-6} — macKka guanasoHa MAC-agpecoB, npeacrasneHHas B 10-i cucteme
cynucneHusn.

Mpussaska MAC-epynnsl K UHmepgelticy

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssMacBasedVlanPortEntry — 1.3.6.1.4.1.35265.1.139.3.1.2.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.{ifindex}.{group-id} 1 {active(l), create
and wait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.2.{ifindex}.{group-id} u {vlan-id}

Mpumep npusaskn MAC-rpynnbl c Homepom 5 K nutepdeiicy gio/2 n vlian 10

Komanma CLI:
interface gi 0/2
switchport map macs-group 5 vlan 10

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.2.5 1 5
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.2.2.5 u 10
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.2.5 1 1

Mpumep ypaneHua npusaskm MAC-rpynnbl ¢ Homepom 5 K uHTepdeiicy gio/2

Komanzma CLI:
interface gi 0/2
no switchport map macs-group 5

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.2.5 1 6

6.5 KoHgpuzaypupoeaHue Protocol-based VLAN

KoHouaypayus protocol-epynn

MIB: Q-BRIDGE-MIB
Ucnonbsyemble Tabanupi: dotlvProtocolGroupEntry — 1.3.6.1.2.1.17.7.1.5.1.1

Co30aHue protocol-epynnsbi

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.{frame-type}.2.{ethertype-1}.{ethertype-2} 1
{active (1), create and wait (5), destroy(6)}
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.3.{frame-type}.2.{ethertype-1}.{ethertype-2} 1 {group-
id}

Mpumep cosaanusa protocol-rpynnbi c Homepom 100, Bkatouatowen ppeiimbl ethernet c ethertype ab:cd

Komannma CLI:
map protocol other ab:cd Enet-v2 protocols-group 100

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.1.2.171.205 i 5
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.3.1.2.171.205 i 100
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.1.2.171.205 i 1

Mpumep ypganeHus protocol-rpynnbl c Homepom 100, Bkatouaroweit ppeitmbl ethernet ¢ ethertype ab:cd

Komanpma CLI:
no map protocol other ab:cd enet-v2

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.1.2.171.205 i 6

V {frame-type} — TMn uHKancynauumu ppeiimoB, MOXKET NPUHMMATb 3HAUEHUA:
e ethernet (1);
o rfc1042(snap) (2);
e licOther (5).
{ethertype-1}, {ethertype-2} — nepBas v BTOpaa nonosuHa ethertype B 10-ii cucteme

cyucneHumsa.

[1pusasKa protocol-epynnsl K uHMepgelicy

MIB: Q-BRIDGE-MIB

Mcnonb3syembie Tabnnupl: dotlvProtocolPortTable — 1.3.6.1.2.1.17.7.1.5.2

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.3.{ifindex}.{group-id} i {create and go(4),
destroy (6) }

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.2.{ifindex}.{group-id} i {vlan-id}

Mpumep npusasku protocol-rpynnbi ¢ Homepom 100 K nHtepdeiicy gio/5 n vlian 10

Komannma CLT:
interface gi 0/5
switchport map protocol-group 100 vlan 10

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.3.5.100 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.2.5.100 i 10
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Mpumep ypaneHunsa npusasku protocol-rpynnsi ¢ Homepom 100 K uHtepdeiicy gio/5

Komanpma CLI:
interface gi 0/2
no switchport map protocol-group 100

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.3.5.100 1 6
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7 KOH®UTYPUPOBAHWUE UHTEP®EMNCOB

7.1 TMapamempeol Ethernet-unmepdgeiicos

[TIpocmomp Description nopma

MIB: IF-MIB

Ucnonb3syembie Tabnuupl: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

Mpumep npocmotpa Description Ha uHTepdeiice GigabitEthernet 0/1

Komaunzma CLT:
show interfaces description GigabitEthernet 0/1

Komaunnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.1

[pocmomp cKkopocmu Ha uHmepagelice

MIB: IF-MIB

Ucnonb3syemblie Tabnunupl: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15. {ifindex}

Mpumep npocmoTpa ckopocTu Ha GigabitEthernet 0/2

Komaunzma CLT:
show interface status GigabitEthernet 0/2

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.2

lMpocmomp adMuHUCMPAMUBHO20 COCMOSAHUSA Nopma

MIB: IF-MIB

Ucnonb3syembie Tabnnupl: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmoTpa craTtyca nopra GigabitEthernet 0/1

Komannma CLT:
show interfaces status GigabitEthernet 0/1

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.1
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V Bo3mosHbie sapuaHmel
up(1);
down(2);
testing(3).

BK/'IiO‘*leHUE/GbIKfIiOLIEHue KOHghuaypupyemozo uHmepgelica

MIB: IF-MIB

Ucnonbayemble Tabnuupl: ifEntry — 1.3.6.1.2.1.2.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep BbiKAOUeHUA uHTepdelica GigabitEthernet 0/2

Komanma CLI:
interface GigabitEthernet 0/2
shutdown

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.2 1 2

[Ipocmomp onepamugHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonbayemblie Tabauupi: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmortpa craTtyca nopra GigabitEthernet 0/1

Komanma CLI:
show interfaces status GigabitEthernet 0/1

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.1

V Bo3mosHbie sapuaHmel
up(1);
down(2).

lpocmomp cyemyuka unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}
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Mpumep NnpocmoTpa cHeTUMKA BXOZALLMX unicast-nakeTos Ha uHTepdelice GigabitEthernet 0/2

Komannma CLTI:
show interface counters GigabitEthernet 0/2

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.2

[Mpocmomp cyemyuka multicast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonb3syembie Tabnuupl: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTunKa Bxogawmx multicast-naketos Ha uHTepdeiice GigabitEthernet 0/2

Komanpma CLI:
show interface counters GigabitEthernet 0/2

Komaunnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.2

[lpocmomp cuemyuKka broadcast-nakemos Ha UHmMepgelice

MIB: IF-MIB

Ucnonb3ayembie Tabnuupl: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunka exoaawmx broadcast-naketros Ha uHTepdeiice GigabitEthernet 0/2

Komanpma CLI:
show interface counters GigabitEthernet 0/2

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.2

[lpocmomp cyem4yuKa oKmemos Ha UHmepagelice

MIB: IF-MIB

Ucnonb3ayembie Tabnnupli: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}

Mpumep NpocMOTpa cYETUMKA NPUHATBIX OKTETOB Ha MHTepdeiice GigabitEthernet 0/2

Komarnma CLT:
show interface counters GigabitEthernet 0/2

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.50
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/ Moa okTeTomM MmeeTcA B BUAY KOMYeCcTBo 6aiT.

1 oKkteT = 1 6anT

Mpocmomp cyemyuka CRC Errors Ha uHmepaelice

MIB: EtherLike-MIB

Ucnonbayemble Tabauupl: dot3StatsEntry — 1.3.6.1.2.1.10.7.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.2.{ifindex}

Mpumep npocmotpa cuetumka CRC Errors Ha nHTepdeiice GigabitEthernet 0/2

Komanpma CLI:
show interface GigabitEthernet 0/2

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.2.2

lpocmomp cyemyuka Symbol Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonbayemble Tabamupl: dot3StatsEntry — 1.3.6.1.2.1.10.7.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.18.{ifindex}

Mpumep npocmotpa cuetumka Symbol Errors Ha uHTepdeiice GigabitEthernet 0/2

Komanma CLT:
show interface GigabitEthernet 0/2

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.18.2

MoHumopuHz 8xodauiell 3a2py3Ku Mopmos KOMmMymamopa

MIB: ELTEX-MES-ISS-MIB.mib

Ucnonbayemble Tabamupi: eltMeslssQosMIB — 1.3.6.1.4.1.35265.1.139.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.5.1.5.1.1.{PPS(3), KBPS(4)}.{ifindex}.{muHTepBamn B

CeKyHIOax}

Mpumep npocmoTpa 3arpysku Ha uHTepdeiice GigabitEthernet 0/2

Komanpma CLI:
show interface utilization GigabitEthernet 0/2

Komarnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.5.1.1.3.2.5
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MoHumopuHa ucxodsauwel 3a2py3KU NOpMo8 KOMMymamopa

MIB: ELTEX-MES-ISS-MIB.mib

Ucnonb3ayembie Tabnnupl: eltMeslssQosMIB — 1.3.6.1.4.1.35265.1.139.5
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.5.1.5.1.1.{PPS(5), KBPS(6)}.{ifindex}.{5 cexyHzn(5),
MmyuyTa (60), 5 MmmuyT (300) }

Mpumep npocmoTpa Ucxoaauleit 3arpy3ku Ha uHtepdeiice GigabitEthernet 0/23

Komannma CLI:
show interfaces GigabitEthernet 0/2

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.5.1.1.5.23.300

Hacmpolika aemocoenaco8aHus ckopocmu

MIB: fsiss.mib

Ucnonb3zyemble Tabauupbi: issPortCtrlEntry — 1.3.6.1.4.1.2076.81.2.2.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.81.2.2.1.2.{ifindex} 1 {auto(l), {no negotiation(2)}

Mpumep oTKAIOUEHUA aBTOCOrNacoBaHUA Ha uHTepdeiice GigabitEthernet 0/1

Komaunzma CLT:
no negotiation

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.2.1.2.1 1 2

Hacmpolika pexcuma oynaekca

MIB: fsiss.mib

Ucnonb3ayembie Tabnunupl: issPortCtrlEntry — 1.3.6.1.4.1.2076.81.2.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.2.2.1.3.{ifindex} i {full(l), half(2)}

Mpumep BrAoueHua pexkuma half duplex Ha unrepdeiice GigabitEthernet 0/1

Komaunma CLTI:
duplex half

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.2.1.3.1 1 2

V Mepep, HaCTPOIKOI pexxnma gynnekca Heo6xoAMMO OTKAKUUTb aBTOCOr/1acOBaHMUeE.
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Hacmpolika ckopocmu uHmepaelica

MIB: fsiss.mib

Ucnonbayemble Tabanupi: issPortCtrlEntry — 1.3.6.1.4.1.2076.81.2.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.2.2.1.4.{ifindex} 1 {10M(1), 100M(2), 1G(3),

Mpumep HacTpoiiku ckopocT Ha nHtepdeliice GigabitEthernet 0/1

Komannma CLT:
speed 100

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.2.1.4.1 1 2

V Mepep, HaCTPOVIKOVI CKOpPOCTH HEO6XOAVIMO OTK/ZIIOYUTb aBTOCOr/1acoBaHue.

Hacmpolika pexcuma kombo-nopma

MIB: ELTEX-MES-ISS-INTERFACES-MIB.mib

Ucnonbayemble Tabanubl: eltMeslssPortCtriTable — 1.3.6.1.4.1.35265.1.139.4.1.2.1.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.4.1.2.1.1.1.{ifindex} i1 {force-fiber (1),

copper (2), prefer-fiber(3)}

Mpumep HacTpoiiku nHtepdeiica GigabitEthernet 0/25

Komannma CLI:
media-type force-copper

Komaunzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.4.1.2.1.1.1.25 1 2

[lpocmomp crniucka nopmos, obvedeHeHHbIx 8 port-channel

MIB: stdla.mib

Ucnonbayemble Tabnanupi: dot3adAggPortEntry — 1.2.840.10006.300.43.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.2.840.10006.300.43.1.2.1.1.4.{ifindex}

Mpumep npocmoTpa uneHcTsa nHTepdeiica GigabitEthernet 0/2 B port-channel

Komanma CLI:
show interfaces GigabitEthernet 0/2 etherchannel

Komanma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.2.840.10006.300.43.1.2.1.1.4.2
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Hacmpolika cucmemHoz2o MTU

MIB: ELTEX-MES-ISS-CFA-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssCfaGlobalMtu — 1.3.6.1.4.1.35265.1.139.20.1.1.1.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.20.1.1.1.0 i {mtu 128-12288}

Mpumep HacTpoiiku cucremHoro MTU

Komaunma CLT:
system mtu 9000

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.20.1.1.1.0 1 9000

Hacmpolika MTU Ha uHmepagelice

MIB: fscfa.mib
Ucnonb3syemble Tabauubl: ifMainTable — 1.3.6.1.4.1.2076.27.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.3.{ifindex} 1 {mtu 128-12288}

Mpumep HacTpoiikn MTU Ha untepdelice GigabitEthernet 0/2

Komanpma CLI:
interface gi 0/2
system mtu 9000

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.3.2 1 9000

BkrntoyeHue/sbikntovyeHue usyyeHus MAC-adpecos Ha uHmepgelice

MIB: fsvlan.mib

Ucnonbsyemble Tabnuubl: dotlgFutureVlanPortUnicastMaclearning — 1.3.6.1.4.1.2076.65.1.10.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.65.1.10.1.8.{ifindex} i {enable(l), disable(2)}

Mpumep oTkAlOYeHUA nsydyeHna MAC-agpecos ana GigabitEthernet 0/3

Komannma CLI:
interface GigabitEthernet 0/3
switchport unicast-mac learning disable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.65.1.10.1.8.3 1 2
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Hacmpolika napamempos aemocoz2aaco8aHus uHmepgelica

MIB: ELTEX-MES-ISS-INTERFACES-MIB

Ucnonbayemble Tabanupl: eltMeslssPortCtrlEntry — 1.3.6.1.4.1.35265.1.139.4.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.4.1.2.1.1.3.{ifindex} x "{AN-bits} 00"

Mpumep HacTpoiikm pexkumos 10f 100f 1000f ana untepdelica gio/5

Komanpma CLI:
int gi 0/5
negotiation 10f 100f 1000f

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.4.1.2.1.1.3.5 x "15 0Q"

V AN-bits:

default (0)
unknown (1)
half10M (2)
fulllom (3)
half100M (4)
full100M (5)
fulllG (7)

Cbpoc HacmpoeK uHmepaelica

MIB: ELTEX-MES-ISS-INTERFACES-MIB.mib

Ucnonbayemble Tabamupi: eltMeslssinterfacesGlobals — 1.3.6.1.4.1.35265.1.139.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.4.1.1.1.0 i {ifIndex}

Mpumep c6poca HacTpoeK uHTepdeiica gi 0/15

Komaunnma CLI:
default interface gi 0/15

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.4.1.1.1.0 1 15

7.2 KoHgpueypuposaHue VLAN

Co3zdaHue/ydaneHue VLAN

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabauupi: dotlgVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.2.1.17.7.1.4.3.1.5.{v1lan} i {create and wait(5), destroy(6), active(l),
notinService (2) }\

1.3.6.1.2.1.17.7.1.4.3.1.5.{vlan} i { create and wait(5), destroy(6),
active(l), notinService(2)}

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 49




HELTEX

Mpumep cosaaHue vlan 5 Ha ycTpoiictBe

Komanma CLI:
vlan 5
vlan active

Komarnzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.5.5 1 5\
1.3.6.1.2.1.17.7.1.4.3.1.5.5 1 1

Mpumep yganeHus vlan 5 Ha ycTpoiicTBe

Komanma CLI:
no vlan 5

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.5 1 6

Hacmpolika pexcuma nopma

MIB: fsiss.mib

Ucnonb3zyemble Tabauupbi: dotlgFutureVianPortEntry — 1.3.6.1.4.1.2076.65.1.10.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.65.1.10.1.2.{ifindex} i {access(l), trunk(2), general (3)}

Mpumep HacTpoiikn nutepdeiica GigabitEthernet 0/2 B pexkum trunk

Komanpma CLI:
switchport mode trunk

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.65.1.10.1.2.2 i 2

HaszHayeHue pvid Ha uHmepgelic

MIB: Q-BRIDGE-MIB.mib

Mcnonb3ayembie Tabnuupi: dotlqPortVlanTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep HazHaueHus pvid 15 gna GigabitEthernet 0/2

Komarnma CLT:
interface GigabitEthernet 0/2
switchport general pvid 15

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.2 u 15

JobasneHue VLAN Ha nopm

MIB: Q-BRIDGE-MIB.mib
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Ucnonbayemble Tabauupi: dotlgVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.{tagged(2), forbidden(3), untagged(4)}.{Vlan} x {mnopt

B BuIe OMTOBOM MACKMU}

Mpumep pob6asnenus vlian 5 Ha uHTepdeiic GigabitEthernet 0/2 B pexkum tagged

Komarnma CLI:

interface GigabitEthernet 0/2
switchport mode general

switchport general allowed vlan add 5

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.2.5 x 4000000000

Mpumep pobasnenus vlian 5 Ha nHtepdeiic GigabitEthernet 0/1 B pexkum untagged

Komarnma CLI:
interface GigabitEthernet 0/1
switchport mode general
switchport general allowed vlan add 5 untagged

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.2.5 x 8000000000 \
1.3.6.1.2.1.17.7.1.4.3.1.4.5 x 8000000000

V 1. YTo6bI BbiCTaBUTbL NOPT B pexkum Untagged, nopT AonkeH 6biTb B pexkume Tagged B
»Kenaemon VLAN.
2. Mpumep coctaBneHua 6UToBOM MacKu npusegeH B pasgene «MpunoxeHmne A. MetoamnKka
pacuyeta 6UTOBOI MacKu».

KoHouaypuposaHue Access nopma

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabanupi: dotlqVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1,
dotlgPortVlanEntry — 1.3.6.1.2.1.17.7.1.4.3.1.2,
dotlgFutureVlanPortEntry — 1.3.6.1.4.1.2076.65.1.10.1

n -v2c -c <community> <IP address> \
.1.17.7.1.4.3.1.2.{vlan} x {ifindex B BuMIe OMUTOBOM MACKM}
L17.7.1.4.3.1.4.{v1lan} x {ifindex B Bume OMUTOBOM MaCKMu}
L17.7.1.4.5.1.1.{ifindex} u {vlan}
.2076.65.1.10.1.2.{ifindex} i 1
L17.7.1.4.5.1.2.{ifindex} 1 3
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Mpumep HacTpoiiku nHtepdeiica GigabitEthernet 0/4 B pexkum access vlian 10

Komanpma CLI:

switchport mode access

switchport acceptable-frame-type untaggedAndPrioritytagged
switchport access vlan 10

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.2.1.17.7.1.4.3.1.2.10 x 1000000000000000000000000000000000000000 \
1.3.6.1.2.1.17.7.1.4.3.1.4.10 x 1000000000000000000000000000000000000000 \
1.3.6.1.2.1.17.7.1.4.5.1.1.4 u 101.3.6.1.4.1.2076.65.1.10.1.2.4 1 1 \
1.3.6.1.2.1.17.7.1.4.5.1.2.4 1 3
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Hacmpolika npasun selective-ging

MIB: ELTEX-VLAN-TRANSLATION-MIB.mib

Ucnonb3ayembie Tabnnupli: eltexSqgingPortEntry — 1.3.6.1.4.1.35265.54.1.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.54.1.1.2.1.1.5.{ifindex}.{ingress (1), egress(2)}.{c-vlan} 1i
{CreateAndWait (5), Destroy(6), Active(l)} \
1.3.6.1.4.1.35265.54.1.1.2.1.1.3.{ifindex}.{ingress (1), egress(2)}.{c-vlan} i
{overridevVlan(l), addvlan(2)} \
1.3.6.1.4.1.35265.54.1.1.2.1.1.4.{ifindex}.{ingress (1), egress(2)}.{c-vlan} 1i
{s-vlan} \

1.3.6.1.4.1.35265.54.1.1.2.1.1.5.{ifindex}.{ingress (1), egress(2)}.{c-vlan} 1i
{CreateAndWait (5), Destroy(6), Active(l)}

Mpumep paobasneHus ingress s-vlan 1000 gnsa ingress c-vlan 127 Ha untepdeiice GigabitEthernet 0/2

Komaunzma CLT:
interface GigabitEthernet 0/2
selective-ging list ingress add-vlan 1000 ingress-vlan 127

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.127 1 5 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.3.2.1.127 1 2 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.4.2.1.127 1 1000 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.127 1 1

Mpumep 3ameHbl Ha ingress s-vlan 2000 gas ingress c-vlan 129 Ha uHtepdeiice GigabitEthernet 0/2

Komanpma CLI:
interface GigabitEthernet 0/2
selective-qging list ingress override-vlan 2000 ingress-vlan 129

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.129 1 5 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.3.2.1.129 1 1 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.4.2.1.129 1 2000 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.129 1 1

V Ytobbl yaanuTb HaCTPOIKY, A[OCTaTOYHO BbicTaBuTb napametp Destroy(6) B none
1.3.6.1.4.1.35265.54.1.1.2.1.1.5 {ifindex}.{ingress(1), egress(2)}.{c-vlan}

HasHayeHue Vlan name

MIB: Q-BRIDGE-MIB.mib

Ucnonb3syembie Tabnnupl: dotlqVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{Vlan} s "vlan name"

Mpumep HasHavyeHnA umenu vian 10

Komaunma CLTI:
name vlan name

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.10 s "vlan name"
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Mpocmomp Vian name

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabauupi: dotlgVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{Vlan}

Mpumep npocmoTtpa umeHun y vian 10

Komangma CLI:
show vlan

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.10

3anpem degponmHozo VLAN Ha uHmepgelice

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssVlanPortDefaultVlanForbidden — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.8.{ifindex} i {true(l), false(2)}

Mpumep 3anpeta aedonTtHom vlan gna GigabitEthernet 0/3

Komanma CLI:
interface GigabitEthernet 0/3
switchport forbidden default-vlan

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.8.3 1 1

BkrtoyeHue/sbikao4eHue modynasa GARP

MIB: fsvlan.mib

Ucnonbayemble Tabanupi: dotlgFutureVian — 1.3.6.1.4.1.2076.65.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.65.1.6.0 1 {shutdown(l) | no shutdown(2)}

Mpumep BrAOYeHUA moayna GARP

Komanma CLI:
no shutdown garp

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.65.1.6.0 i 2

BraroyeHue/sbikaoyeHue GVRP 2nobasnbHo

MIB: Q-BRIDGE-MIB
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Ucnonb3syemblie Tabnnupl: dotlqBase — 1.3.6.1.2.1.17.7.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.1.5.0 1 {enable(l) | disable(2)}

MNpumep BrkAoueHnsa GVRP rno6anbHo

Komauzma CLT:
gvrp enable

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.1.5.0 1 1

BkntoyeHue/sbikaoyeHue GVRP Ha uHmepgelicax

MIB: Q-BRIDGE-MIB

Ucnonbayembie Tabnuupi: dotlqPortVlanEntry — 1.3.6.1.2.1.17.7.1.4.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.4.{ifindex} {enable(l) | disable(2)}

Mpumep skaoueHna GVRP Ha untepdeiice gio/1

Komarnma CLT:
interface gi0/1
gvrp enable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.4.1 i 1

Hacmpolika maiimepos GARP

MIB: BRIDGE-MIB
Ucnonb3syembie Tabnnupi: dotldPortGarpTable — 1.3.6.1.2.1.17.6.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.6.1.3.1.1.{join(1l) | leave(2) | leaveall (3)}.{ifindex} i
{centisec}

Mpumep HacTpoiikn GARP join timer 300mc Ha uHTepdeiice gi0/1

Komarnma CLT:
interface gi0/1
set garp timer join 300

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.6.1.3.1.1.1.1 i 30

Hacmpotika GVRP vian restricted registration

MiB: Q-BRIDGE-MIB

Ucnonb3syembie Tabnuupl: dotlqPortVlanEntry — 1.3.6.1.2.1.17.7.1.4.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.7.{ifindex} 1 {enable(l) | disable(l)}
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Mpumep srkaoueHunsa GVRP restricted registration n Ha untepdeiice gio/1

Komanma CLI:
interface gi0/1
Vlan restricted enable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.7.1 1 1

[Tlpocmomp cmamucmuku GVRP

MIB: fsvlan.mib, Q-BRIDGE-MIB

Ucnonbayemble Tabanupi: fsMIDot1qFutureVlanPortTable — 1.3.6.1.4.1.2076.120.1.3.1,
dotlgPortVlanEntry — 1.3.6.1.2.1.17.7.1.4.5.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.120.1.3.1{counter}.{ifindex}

Mpumep otobpaxkeHnsa GVRP JoinEmptyTxCount ana untepdeiica gio/1

Komarnnma CLI:
show gvrp statistics

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.22

V Counter:

JoinEmptyTxCount — 22;
JoinEmptyRxCount — 23;
JoininTxCount - 24;
JoinInRxCount - 25;
LeavelnTxCount — 26;
LeavelnRxCount - 27;
LeaveEmptyTxCount — 28;
LeaveEmptyRxCount — 29;
EmptyTxCount — 30;
EmptyRxCount — 31;
LeaveAllTxCount — 32;
LeaveAllRxCount — 33;
DiscardCount — 34;
FailedRegistrations — 5;
LastPduOrigin — 6.

V MNpocmotp FailedRegistrations u LastPduOrigin ocyuwecrtensetca uepes Tabauuy

1.3.6.1.2.1.17.7.1.4.5.{ifindex}.
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7.3 KoHgpuz2ypuposaHue uzonayuu uHmepdgelicos

JobasaeHue npasuna Port-isolation

MIB: fsiss.mib

Ucnonb3ayembie Tabnuupl: issPortlsolationTable — 1.3.6.1.4.1.2076.81.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.2.3.1.5.{ifindex src}.0.{ifindex dst} i {create and
go (4) |destroy (6) }

Mpumep KoHOUrypaumm usonaumm nHtepdeiica gio/1 e gio/s

Komannma CLI:
interface gi0/1
port-isolation add gi 0/5

Komaunzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.3.1.5.1.0.5 1 4

Mpumep yganeuua nsonauum nutepdeiica gio/1 e gio/5

Komannma CLI:
interface gi0/1
port-isolation remove gi 0/5

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.3.1.5.1.0.5 1 6

JlobasneHue npasun switchport protected

MIB: fsvlan.mib

Ucnonb3syemblie Tabnunupl: dotlqFutureVianPortTable — 1.3.6.1.4.1.2076.65.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.120.1.3.1.6.{ifindex} i { enabled(l)| disabled(2)}

Mpumep KoHduUrypauum switchport protected Ha gi0/5

Komannma CLI:
interface gi0/5
switchport protected

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.6.5 1 1

Mpumep yganeHus switchport protected c gi0/5

Komannma CLT:
interface gi0/5
no switchport protected

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.6.5 1 2
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7.4 KoHdpuzypuposaHue L2PT

UUsmeHeHue MAC-adpeca Ha3Ha4YeHus

MIB: fsvinext.mib, ELTEX-MES-ISS-VLAN-TUNNEL-MIB.mib

Ucnonbayemble Tabauupi: fsVlanTunnelObjects — 1.3.6.1.4.1.2076.137.2,
eltMeslssVlanTunnelObjects — 1.3.6.1.4.1.35265.1.139.21.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.137.2.{STP(2)| LACP(3)| LLDP(13)]| IGMP(17) | ISIS-11(18) |
ISIS-12(19)| Flow-control (20)}.0 x {multicast mac-address}

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.21.1.{ PVST(1l)| VTP(2)| OSPF(3)| RIP(4)| VRRP(5)}.0 x
{multicast mac-address}

Mpumep nsmeHeHUA agpeca HasHavyeHua ana nportokona RIP L2PT

Komannma CLI:
rip-tunnel-address 0l:aa:aa:aa:aa:aa

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.4.0 x Olaaaaaaaaaa

BrnaroyeHue L2PT Ha uHmepaelice

MIB: fsvinext.mib, ELTEX-MES-ISS-VLAN-TUNNEL-MIB.mib

Ucnonbayemble Tabauupi: fsVlanTunnelProtocolTable — 1.3.6.1.4.1.2076.137.2.8,
eltMeslssVlanTunnelProtocolTable — 1.3.6.1.4.1.35265.1.139.21.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.137.2.8.1.{LACP(2) | STP(3)| IGMP(6)| LLDP(10)| ISIS-11(14) |
ISIS-12(15)| Flow-control (16)}.{ifindex} i {peer(l) | tunnel(2)}

snmpset -v2c -c <community> <IP address>\
1.3.6.1.4.1.35265.1.139.21.1.5.1.{PVST(1)| VTP(2)| OSPF(3)| RIP(4) |

VRRP (5) }.{ifindex} 1 {peer(l) | tunnel(2)}

Mpumep sKkaoueHns L2PT gna npotokona RIP Ha uHtepdeiice gio/7

Komanma CLI:
interface gi0/7
12protocol-tunnel rip

Komanma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.5.1.4.7 i 2

Mpumep otkaoueHusa L2PT ana npotokona RIP Ha untepdeiice gio/7

Komanma CLI:
interface gi0/7
no l2protocol-tunnel rip

Komaunnma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.5.1.4.7 1 1
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[TIpocmomp cyem4yukos L2PT

MIB: fsvinext.mib, ELTEX-MES-ISS-VLAN-TUNNEL-MIB.mib

Ucnonb3syemble Tabnuupli: fsVlanTunnelProtocolStatsTable — 1.3.6.1.4.1.2076.137.2.9,
eltMeslssVlanTunnelProtocolStatsTable — 1.3.6.1.4.1.35265.1.139.21.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.137.2.9

snmpwalk -v2c —-c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.21.1.6

Mpumep npocmoTpa cyeTynkos ana L2PT

Komarnma CLT:
show 12protocol-tunnel

Komanzma SNMP:

snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.137.2.9

snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.6

7.5 YnpaeneHue mexaHuzmom errdisable

[Mpocmomp mabnauuel errdisable interfaces

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonb3syemble Tabnunupl: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.3.1

Mpumep KomaHAbI 4NA NPOCMOTPA Tabauubl MHTepdelicos B cocToaHMM errdisable

Komanma CLI:
show errdisable interfaces

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.3.1

BoccmaHosneHue uHmepgeticos 8py4YHyo

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.1.1.0 i { ifindex | all(0)}

Mpumep ounctku cocroanua errdisable gna nutepdeiica gio/13

Komanpma CLI:
set interface active gi 0/13

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.1.1.0 1 13
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Hacmpolika malimayma 019 soccmaHosaeHuUsa UHmepgelica

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonbayemble Tabnuupi: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.1.2.0 i {errdisable interval}

Mpumep HaCTPOIiKKM MHTEepPBana BOCCTaHOBAEeHUA ANna uHtepdeincos 30 ceKyHA:

Komarnma CLI:
errdisable recovery interval 30

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.1.2.0 1 30

BKaroyeHUe asmomamu4eckKo20 80CCMaHo8aeHUA UHmepgelicos 014 onpedeneHHbix cobbimuli

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonbayemble Tabnnupl: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.2.1.1.2.{cause} i {enable(l) | disable(2)}

Mpumep BKAIOUEHUA AaBTOMATUUYECKOrO BOCCTaHOB/IeHUA UHTepdeicoB nocne cpabatbiBaHua errdisable
pna storm-control

Komanzma CLI:
errdisable recovery cause storm-control

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.2.1.1.2.1 i 1

/| Cause:
V storm-control (1);

loopback-detection (2);
udid (3).

YnpasneHue SNMP-mpanamu 018 cobbimuli errdisable

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonbayemble Tabnnupi: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.2.1.1.3.{cause} i {enable(l) |disable(2)}

Mpumep oTKAIOYEHUA OTNPABKM TpanosB nocne cpabatbiBaHuA errdisable pna storm-control:

Komanma CLI:
no snmp-server enable traps errdisable storm-control

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.2.1.1.3.1 1 2

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 59




HELTEX

8 HACTPOWUKA MPOTOKO/I0B KOHTPO/A KO/IbLLEBbIX TONOOTMNIA

8.1 Hacmpolika npomokosnoe xSTP
8.1.1 RSTP

CmeHa pexcuma pabomei ceasyrowe2o depesa ¢ MSTP Ha RSTP

MIB: fsmst.mib, fsrst.mib

Ucnonb3syembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1, dotlwFutureRst —
1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.1 i 2 \
1.3.6.1.4.1.2076.79.1.1 1 1 \
1.3.6.1.4.1.2076.79.1.2 1 1

Mpumep BKkAOUEeHUA pexkuma RSTP

Komannma CLI:
spanning-tree mode rst

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.1 1 2 \
1.3.6.1.4.1.2076.79.1.1 1 1 \
1.3.6.1.4.1.2076.79.1.2 i 1

Hacmpolika STP compatibility e pexcume RSTP

MIB: BRIDGE-MIB

Ucnonbsyembie Tabnamupi: dotldStp — 1.3.6.1.2.1.17.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0) | rstp(2)}

Mpumep BKAOYEHUA pexuma copmectumocTtu STP

Komaunzma CLT:
spanning-tree compatibility stp

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 0

Mpumep OTKAKOUEHUA peXuma coBmecTumoctu STP

Komannma CLI:
no spanning-tree compatibility

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2
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BraroyeHue u omknatoyeHue RSTP 2nobanbHo

MIB: fsrst.mib

Ucnonbayemble Tabamupi: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.2.0 1 {enabled(l)| disabled(2)}

Npumep oTkAoueHna RSTP rnobanbHo

Komanpma CLI:
no spanning-tree

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.2.0 1 2

Npumep BKkAtoueHusa RSTP rno6anbHo

Komarnma CLI:
spanning-tree

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.2.0 1 1

BraroyeHue u omknaroyeHue RSTP Ha omoenbHbix uHmepgelicax

MIB: BRIDGE-MIB

Ucnonbsyemble Tabamupl: dot1dStp — 1.3.6.1.2.1.17.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifindex} i {enable(l) | disable(2)}

Mpumep oTknoueHna RSTP Ha uHtepdeiice gio/5

Komanma CLI:
interface gi0/5
spanning-tree disable

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.5 1 2

Mpumep skaoueHuns RSTP Ha untepdeiice gio/5

Komanma CLI:
interface gi0/5
no spanning-tree disable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.5 1 1
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BKarouyeHue u omkaoyeHue pathcost dynamic

MIB: fsrst.mib

Ucnonb3syemble Tabnnupl: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.13.0 1 {true(l) | false(2)}

Mpumep BrkAOUeHUA pathcost dynamic

Komarnma CLTI:
spanning-tree pathcost dynamic

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.13.0 1 1

Mpumep oTkAOUeHUA pathcost dynamic

Komarnma CLT:
no spanning-tree pathcost dynamic

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.13.0 1 2

BkaroyeHue u omkaoyeHue pathcost dynamic lag-speed

MIB: fsrst.mib

Ucnonb3ayembie Tabnuupl: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.14.0 1 {true(l) | false(2)}

Mpumep BKAOUeHUA pathcost dynamic lag-speed

Komanpma CLI:
spanning-tree pathcost dynamic

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.14.0 1 1

Mpumep oTkAoueHUa pathcost dynamic lag-speed

Komarnma CLT:
no spanning-tree pathcost dynamic lag-speed

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.14.0 1 2

Hacmpolika Bridge Priority

MIB: BRIDGE-MIB

Ucnonbsyembie Tabnnupl: dotldStp — 1.3.6.1.2.1.17.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.2.0 1 {priority}
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Mpumep HacTpoiikK spanning-tree priority 16384

Komannma CLI:
spanning-tree priority 16384

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.2.0 1 16384

BkawoyeHue u omknoveHue auto-edge Ha uHmMepgelicax

MIB: fsrst.mib

Ucnonbayemble Tabamupi: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.79.1.12.1.21.{ifindex} i {true(l) | false(2)}

Mpumep BKAlOUeHUA auto-edge Ha nHTepdeiice gi0/5

Komarnma CLI:
interface gi0/5
spanning-tree auto-edge

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.21.5 1 1

Mpumep oTKAlOueHUA auto-edge Ha uHTepdeiice gi0/5

Komanma CLI:
interface gi0/5
no spanning-tree auto-edge

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.21.5 1 2

BKaroyeHuUe U omkayeHue portfast Ha uHmepageticax

MIB: RSTP-MIB

Ucnonbayemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.19.1.2.{ifindex} 1 {true(l) | false(2)}

Mpumep BKAOUeHUA portfast Ha nHTepdeiice gi0/5

Komanpma CLI:

interface gi0/5
spanning-tree portfast
shutdown

no shutdown

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.2.5 i 1

1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 1
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Mpumep oTknoueHusn portfast Ha nutepdeiice gio/5

Komauma CLT:

interface gi0/5

no spanning-tree portfast
shutdown

no shutdown

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.2.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 11

Hacmpolika spanning-tree cost Ha uHmepdgelicax

MIB: RSTP-MIB

Mcnonb3syemble Tabnuupl: dot1ldStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.19.1.6.{ifindex} 1 {cost}

Mpumep HacTpoiikn spanning-tree cost 100 Ha uHtepdelice gio/5

Komarnma CLT:
interface gi0/5
spanning-tree cost 100

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.6.5 1 100

Mpumep Bo3BpaTa spanning-tree cost Ha uHTepdeiice gi0/5 K 3HaUEHUIO NO YMONYAHUIO

Komarnma CLT:
interface gi0/5
no spanning-tree cost

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.6.5 1 0

Hacmpolika spanning-tree port-priority Ha uHmepagelicax

MiIB: BRIDGE-MIB

Ucnonbsyembie Tabnnupl: dotldStp — 1.3.6.1.2.1.17.2

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.2.{ifindex} i {port-priority}

Mpumep HacTPoiiku spanning-tree port-priority 64 Ha uHtepdeiice gio/5

Komannma CLT:
interface gi0/5
spanning-tree port-priority 64

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.2.5 1 64
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Hacmpolika spanning-tree restricted-role Ha uHmepagelicax

MIB: RSTP-MIB

Ucnonbayemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.22.{ifindex} 1 {true(l) | false(2)}

Mpumep BKAlOUEHUA spanning-tree restricted-role Ha untepdelice gio/5

Komanpma CLI:
interface gi0/5
spanning-tree restricted-role

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.22.5 1 1

Mpumep oTKAloUeHUA spanning-tree restricted-role Ha nHtepdelice gio/5

Komanma CLI:
interface gi0/5
no spanning-tree restricted-role

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.22.5 1 2

Hacmpolika spanning-tree restricted-TCN Ha uHmepaelicax

MIB: RSTP-MIB

Ucnonbsyemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.23.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUEHUA spanning-tree restricted-tcn Ha uHTepdeiice gi0/5

Komanma CLI:
interface gi0/5
spanning-tree restricted-tcn

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.23.5 1 1

Mpumep oTKAOUYeHUA spanning-tree restricted-tcn Ha uHtepdelice gio/5

Komannma CLI:
interface gi0/5
no spanning-tree restricted-tcn

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.23.5 1 2
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Hacmpolika spanning-tree bpdufilter Ha uHmepagelicax

MIB: RSTP-MIB

Ucnonb3syemble Tabnunupl: dot1ldStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.24.{ifindex} i {true(l) | false(2)
1.3.6.1.4.1.2076.79.1.12.1.25.{ifindex} i {true(l) | false(2)

FA
}

Mpumep BKaoueHus spanning-tree bpdufilter Ha nHTepdeiice gio/5

Komarnma CLTI:
interface gi0/5
spanning-tree bpdufilter enable

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.24.5 1 2
1.3.6.1.4.1.2076.79.1.12.1.25.5 1 2

Mpumep oTkoueHua spanning-tree bpdufilter Ha uutepdeiice gi0/5

Komannma CLI:
interface gi0/5
no spanning-tree bpdufilter

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.24.5 1 1
1.3.6.1.4.1.2076.79.1.12.1.25.5 1 1

Hacmpolika spanning-tree loopguard Ha uHmepdgelicax

MIB: RSTP-MIB

Mcnonbayemblie Tabnuupl: dotldStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.28.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUYeHUA spanning-tree loopguard Ha uHTepdeiice gi0/5

Komaunzma CLT:
interface gi0/5
spanning-tree guard loop

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.28.5 1 1

Mpumep oTKAOUeHUA spanning-tree loopguard Ha uHtepdelice gio/5

Komanpma CLI:
interface gi0/5
no spanning-tree guard

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.28.5 1 2

66 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Hacmpolika spanning-tree bpduguard Ha uHmepagelicax

MIB: RSTP-MIB

Ucnonbayemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.34.{ifindex} 1 {none(0) | enabled(1l)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.40.{ifindex} 1 {disable-discarding(l) |admin-down (2) }

Mpumep BKAOUeHUA spanning-tree bpduguard Ha uHTepddeiice gi0/5 B pexkume admin-down

Komarnma CLI:
interface gi0/5
spanning-tree bpduguard enable admin-down

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.34.5 1 1 \
1.3.6.1.4.1.2076.79.1.12.1.40.5 1 2

Mpumep oTKAoueHUA spanning-tree bpduguard Ha uHtepdeiice gio/5

Komanma CLI:
interface gi0/5
spanning-tree bpduguard none

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.34.5 1 0

Hacmpolika spanning-tree rootquard Ha uHmepgelicax

MIB: RSTP-MIB

Ucnonbayemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.35.{ifindex} 1 {true(l) | false(2)}

Mpumep BKAOUEHUA spanning-tree rootguard Ha uHTepdeiice gi0/5

Komanma CLT:
interface gi0/5
spanning-tree guard root

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.35.5 1 1

Mpumep oTKAlOUeHUA spanning-tree rootguard Ha uHTepdeiice gi0/5

Komanpma CLI:
interface gi0/5
no spanning-tree guard

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.35.5 1 2
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8.1.2 MSTP

CmeHa pexcuma pabomel ceasyrouwje2o 0epesa ¢ RSTP Ha MISTP

MIB: fsmst.mib, fsrst.mib

Ucnonb3ayemble Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1, dotlwFutureRst —
1.3.6.1.4.1.2076.79.1

nmpset -v2c -c <community> <IP address> \

. 4.1.2076.79.1.1 1 2 \
4.1.2076.80.1.1 1 1 \

. 4.1.2076.80.1.2 1 1

s

1.3.6.1.
1.3.6.1.
1.3.6.1.

Mpumep BKkAOUEeHUA pexxmnma RSTP

Komarnma CLT:
spanning-tree mode mst

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.1 1 2 \
.4.1.2076.80.1.1 i 1 \
.4.1.2076.80.1.2 1 1

1.3.6.1
1.3.6.1

Hacmpolika STP compatibility e pexcume MSTP

MIB: fsmst.mib

Ucnonb3syembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.23.0 1 {stp(0) | rstp(2)]| mstp(3)}

Mpumep BKAOUEHUA peXkuma coBmecTtumoctu STP

Komarnma CLT:
spanning-tree compatibility stp

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.23.0 1 0

Mpumep OTKAIOYEHUA peXkuma comectumocTtu STP

Komannma CLI:
no spanning-tree compatibility

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.23.0 i 3

Hacmpotika MSTP-uHcmaHcos

MIB: fsmst.mib

Ucnonb3ayembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1
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Hacmpolika MISTP revision

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.27.0 1 {revision} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 i {commit(l) | revert (2)}

MNpumep 3agaHna MSTP revision = 123

Komanpma CLI:

spanning-tree mst configuration
revision 123

exit

Komarnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.27.0 i 123 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1

Npumep yaaneHua MSTP revision

Komarnma CLI:

spanning-tree mst configuration
no revision

exit

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.27.0 i 0 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1

Hacmpolika MSTP name

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.80.1.26.0 s {name} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 i {commit(l) | revert (2)}

Mpumep 3apgaHua MSTP name = test

Komanma CLI:

spanning-tree mst configuration
name test

exit

KomarHnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.26.0 s "test" \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 i 1
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Hacmpolika MSTP coomeemcmaus uHcmaHc-vlan

MIB: fsmst.mib

Ucnonb3syemble Tabnunupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.39.1.2.{instance} i {vlan-id} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 {commit(l) | revert (2)}

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.80.1.39.1.3.{instance} i {vlan-id} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 {commit(l) | revert (2)

Mpumep 3agaHua cooreercTBuA instance 50 vlian 50

Komarnma CLT:

spanning-tree mst configuration
instance 50 vlan 50

exit

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.39.1.2.50 i 50 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1

Mpumep yganeHusa coorsercreua instance 50 vilan 50

Komannma CLI:

spanning-tree mst configuration
no instance 50 vlan 50

exit

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.39.1.3.50 1 50 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1

[lpocmomp pending-KoHgu2ypayuu 078 pexcuma spanning-tree mst confiquration

MIB: ELTEX-MES-ISS-MST-MIB.mib

Ucnonb3ayemble Tabnuupl: eltMeslssMstConfigPending — 1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.{version(3), name (2), instance-vlan
mapping (4) }

Mpumep KomaHAabl ana npocmoTpa MSTP instance-vlan mapping

Komarnma CLT:
spanning-tree mst configuration
show pending

Komannma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.4
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BraroyeHue u omknaroyeHue MISTP 2nobanbHo

MIB: fsmst.mib

Ucnonbayemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.2.0 1 {enabled(l)| disabled(2)}

MNpumep oTkntoueHnsa MSTP rnobanbHo

Komarnma CLI:
no spanning-tree

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.2.0 1 2

MNpumep BKkAtoueHna MSTP rnobanbHo

Komarnnma CLI:
spanning-tree

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.2.0 1 1

BkaroyeHue u omknaroyeHue MISTP Ha omoesibHbix uHmepagelicax

MIB: fsmst.mib

Ucnonbsyemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.13.{ifindex} i {disabled(0) | enabled(l)}

Mpumep otknoueHna MSTP Ha uHTepdoeiice gi0/5

Komanma CLI:
interface gi0/5
spanning-tree disable

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.13.5 1 0

Mpumep skaoueHna MSTP Ha uHTepdeiice gi0/5

Komanma CLI:
interface gi0/5
no spanning-tree disable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.13.5 1 1
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BKarouyeHue u omkaoyeHue pathcost dynamic

MIB: fsmst.mib

Ucnonb3syemble Tabnunupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.42.0 1 {true(l) | false(2)}

Mpumep BrkAOUeHUA pathcost dynamic

Komarnma CLTI:
spanning-tree pathcost dynamic

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.42.0 1 1

Mpumep oTkAOUeHUA pathcost dynamic

Komarnma CLT:
no spanning-tree pathcost dynamic

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.42.0 1 2

BkaroyeHue u omrnaoyeHue pathcost dynamic lag-speed

MIB: fsmst.mib

Mcnonb3ayembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.43.0 1 {true(l) | false(2)}

Mpumep BKAOUeHUA pathcost dynamic lag-speed

Komanpma CLI:
spanning-tree pathcost dynamic lag-speed

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.43.0 1 1

Mpumep oTkAoueHUa pathcost dynamic lag-speed

Komarnma CLT:
no spanning-tree pathcost dynamic lag-speed

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.43.0 1 2
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Hacmpolika Bridge Priority

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.12.0 1 {priority}

Mpumep HacTpoiiku spanning-tree priority 16384

Komanpma CLI:
spanning-tree priority 16384

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.12.0 1 16384

Hacmpolika Bridge Priority per instance

MIB: fsmst.mib

Ucnonbzyemble Tabanybl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.12.0 i {priority}

Mpumep HacTpoiiku spanning-tree priority 16384

Komannma CLI:
spanning-tree priority 16384

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.12.0 1 16384

per-instance priority
fsMstMstiBridgePriority
1.3.6.1.4.1.2076.80.1.38.1.3 1 {priority}

BKaroyeHuUe u omknaoyeHue auto-edge Ha uHmepagelicax

MIB: fsmst.mib

Ucnonbsyemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.43.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUeHUA auto-edge Ha nHTepdeiice gio/5

Komanpma CLI:
interface gi0/5
spanning-tree auto-edge

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.43.5 1 1
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Mpumep oTknoueHUA auto-edge Ha uHtepdeiice gio/5

Komannma CLI:
interface gi0/5
no spanning-tree auto-edge

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.43.5 1 2

BkaroyeHue u omkaoyeHue portfast Ha uHmepgeticax

MIB: fsmst.mib

Ucnonb3ayemble Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.9.{ifindex} i {true(l) | false(2)}

Mpumep BKaloueHua portfast Ha uHTepdeiice gio/5

Komarnma CLTI:

interface gi0/5
spanning-tree portfast
shutdown

no shutdown

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.9.5 1 1
1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 1

Mpumep otkntoueHun portfast Ha uHTepdelice gi0/5

Komanma CLI:

interface gi0/5

no spanning-tree portfast
shutdown

no shutdown

Komarnzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.9.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 1

Hacmpolika spanning-tree cost Ha uHmepagelicax

MIB: fsmst.mib

Ucnonb3ayembie Tabnunupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.46.{ifindex} 1 {cost}
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Mpumep HacTpoiikm spanning-tree cost 100 Ha nHtepdelice gio/5

Komannma CLI:
interface gi0/5
spanning-tree cost 100

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.46.5 1 100

Mpumep Bo3BpaTa spanning-tree cost Ha nHTepdeiice gi0/5 K 3HaUEHUIO MO YMONUYAHUIO

Komarnma CLI:
interface gi0/5
no spanning-tree cost

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.46.5 1 0

Hacmpolika spanning-tree port-priority Ha UHmepgelicax

MIB: fsmst.mib

Ucnonbayemble Tabanupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.3.{ifindex} i {port-priority}

Mpumep HacTpoMKu spanning-tree port-priority 64 Ha uHtepdeiice gio/5

Komannma CLI:
interface gi0/5
spanning-tree port-priority 64

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.3.5 1 o4

Hacmpolika spanning-tree restricted-role Ha uHmepagelicax

MIB: fsmst.mib

Ucnonbsyemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.44.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUEHUA spanning-tree restricted-role Ha untepdeiice gio/5

Komanpma CLI:
interface gi0/5
spanning-tree restricted-role

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.44.5 1 1
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Mpumep oTKOUeHUA spanning-tree restricted-role Ha uHTepdeiice gio/5

Komannma CLI:
interface gi0/5
no spanning-tree restricted-role

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.44.5 1 2

Hacmpolika spanning-tree restricted-TCN Ha uHmepagelicax

MIB: fsmst.mib

Ucnonb3syemble Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.45.{ifindex} i {true(l) | false(2)}

Mpumep BKAlOUeHUA spanning-tree restricted-tcn Ha uHTepdeiice gi0/5

Komanpma CLI:
interface gi0/5
spanning-tree restricted-tcn

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.45.5 1 1

Mpumep oTKAOUEHUA spanning-tree restricted-tcn Ha uHTepddeiice gio/5

Komannma CLI:
interface gi0/5
no spanning-tree restricted-tcn

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.45.5 1 2

Hacmpolika spanning-tree bpdufilter Ha uHmepagelicax

MIB: fsmst.mib

Ucnonb3syembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.47.{ifindex} 1 {true(l) | false(2)
1.3.6.1.4.1.2076.80.1.40.1.48.{ifindex} i {true(l) | false(2)

P
}

Mpumep BKAoueHus spanning-tree bpdufilter Ha nHTepdeiice gi0/5

Komarnma CLT:
interface gi0/5
spanning-tree bpdufilter enable

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.47.5 1 2 \
1.3.6.1.4.1.2076.80.1.40.1.48.5 1 2
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Mpumep oTKaoueHua spanning-tree bpdufilter Ha nHtepdelice gio/5

Komannma CLI:
interface gi0/5
no spanning-tree bpdufilter

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.47.5 1 1 \
1.3.6.1.4.1.2076.80.1.40.1.48.5 1 1

Hacmpolika spanning-tree loopguard Ha uHmepgelicax

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.51.{ifindex} i {true(l) | false(2)}

Mpumep BKAlOUEHUA spanning-tree loopguard Ha nHTepodeiice gio/5

Komannma CLI:
interface gi0/5
spanning-tree guard loop

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.51.5 1 1

Mpumep oTKnlOueHUA spanning-tree loopguard Ha uHTepdeiice gi0/5

Komaunnma CLI:
interface gi0/5
no spanning-tree guard

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.51.5 1 2

Hacmpolika spanning-tree bpduguard Ha uHmepaelicax

MIB: fsmst.mib

Ucnonbsyemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.55.{ifindex} 1 {none(0) | enabled(l)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.60.{ifindex} i {disable-discarding(l) |admin-down (2) }

Mpumep BKAOUeHUA spanning-tree bpduguard Ha uHTepdeiice gi0/5 B pexxume admin-down

Komanpma CLI:
interface gi0/5
spanning-tree bpduguard enable admin-down

KomarHnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.55.5 1 1 \
1.3.6.1.4.1.2076.80.1.40.1.60.5 1 2
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Mpumep oTKoUeHUA spanning-tree bpduguard Ha uHtepdelice gio/5

Komannma CLI:
interface gi0/5
spanning-tree bpduguard none

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.55.5 1 0

Hacmpolika spanning-tree rootqguard Ha uHmepgelicax

MIB: fsmst.mib

Ucnonb3syemble Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.56.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUYeHUA spanning-tree rootguard Ha uHtepdeiice gio/5

Komanpma CLI:
interface gi0/5
spanning-tree guard root

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.56.5 1 1

Mpumep oTKAOUEHUA spanning-tree rootguard Ha uHtepdelice gi0/5

Komarnma CLT:
interface gi0/5
no spanning-tree guard

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.56.5 1 2

8.2 Hacmpoliika npomokKona LLDP

OmknroyeHue/sKkno4YeHue pabomesl Mmodysas LLDP

MIB: fslldp.mib

Mcnonb3ayembie Tabnuupl: fsLidpSystem — 1.3.6.1.4.1.2076.158.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.1.1.0 {start(l), shutdownInProgress(2), shutdown (3)}

Mpumep oTKAOUeHUe paboTbl moaynsa LLDP

Komarzma CLT:
shutdown 1ldp

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.1.1.0 1 3
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PaspeweHue/3anpem KoMMymamopy Ucrosnb308aHuUe npomokosaa LLDP

MIB: fslldp.mib

Ucnonbayemble Tabanupi: fsLidpSystem — 1.3.6.1.4.1.2076.158.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.1.2.0 {enabled(l), disabled(2)}

Mpumep paspelueHMA UCNONb30BaHUA NpoTokonaa LLDP

Komanpma CLI:
set 1lldp enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.1.2.0 1 1

3a0aHue sepcuu npomokosaa LLDP

MIB: fslldp.mib

Ucnonbayemble Tabanupi: fslldpv2Config — 1.3.6.1.4.1.2076.158.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.5.1.0 1 {1ldpvl(l), 1lldpv2(2)}

Mpumep 3apaHnA Bepcumn v2

Komanma CLI:
set 1ldp version v2

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.5.1.0 i 2

YcmaHoska pexcuma gpunempauyuu nakemos LLDP BPDU

MIB: ELTEX-MES-ISS-LLDP-MIB

Ucnonbayemble Tabaunupi: eltMeslssLIdpGlobalConfig — 1.3.6.1.4.1.35265.1.139.10.1.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.10.1.1.1.0 i {filtering(l), flooding(2)}

Mpumep ycTaHOBKMU perxkuma dayauHra LLDP BPDU

Komanpma CLT:
11dp 1lldpdu flooding

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.10.1.1.1.0 1 2
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3adaHue chassis-id-subtype 04 lldp-ppelima

MIB: fslldp.mib

Ucnonb3ayembie Tabnuupl: fsLIdpTLV — 1.3.6.1.4.1.2076.158.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2.1.0 i {chassiscomp (1), ifalias(2),
macaddr (4), nwaddr (5), ifname(6), local(7)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2.2.0 s {string}

Mpumep 3agaHua chassis-id-subtype sHaueHnem TEST1

portcomp (3),

Komannma CLI:
11dp chassis-id-subtype local TEST1

Komanzer SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2.1.0 1 7

snmpset -v2c -c public 192.168.1.30\
1.3.6.1.4.1.2076.158.2.2.0 s TESTL

YcmaHoska uHmepsana nepedayu lldp-ppelimos

MIB: stdlldp.mib

Ucnonbsyemble Tabauuypbi: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.1.0 i {interval}

Mpumep 3apaHNA UHTepBana nepegaun

Komannma CLI:
1l1dp transmit-interval 10

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.1.0 1 10

YcmaHo8Ka 3a0epi KU nosmopHol UuHUUUAaaAu3ayuu

MIB: stdlldp.mib

Ucnonb3syembie Tabnunupl: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.3.0 i {delay}

Mpumep 3apaHUA 3a4eP>KKM NOBTOPHOI MHULMANMU3ALUN

Komannma CLI:
11dp reinitialization-delay 7

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.3.0 1 7
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YemaHo8Kka MUHUMAsAbHOU 0aUumMenbHoCmu 3a00epH KU Mexoy nocae008amesnbHbiMu Kadpamu
LLDP

MIB: stdlldp.mib

Ucnonbayemble Tabamupi: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.4.0 1 {value}

Komanma CLT:
11ldp tx-delay 3

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.4.0 1 3

YcmaHoska makcumanbHol ckopocmu nepedayu lldp-gpelimos

MIB: stdlldp.mib

Ucnonbzyemble Tabanybi: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.5.0 1 {seconds}

Komarnma CLI:
11dp notification-interval 20

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.5.0 1 20

PaspeweHue/3anpem nepedayu/npuema rnakemos rno npomokoay LLDP Ha uHmepgelice

MIB: stdlldp.mib

Ucnonbsyemble Tabanupi: lldpPortConfigEntry — 1.0.8802.1.1.2.1.1.6.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.6.1.2.{ifIndex} i {txOnly(l), rxOnly(2), txAndRx(3),
disabled(4) }

Mpumep 3anpeLyeHUnn nepesaum u npuema naketos Ha uHtepdeiice gi 0/12

Komanpma CLI:

interface gigabitethernet 0/12
no lldp transmit
no lldp receive
exit

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.6.1.2.12 1 4
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OnpedeneHue 6a308bix onyuoHanabHbIX TLV-nonel, Komopsie 6y0ym 8Kar4YeHbl ycmpolicmeom 8
nepedasaemsili LLDP-nakem

MIB: stdlldp.mib

Ucnonb3syemble Tabnunupl: lldpPortConfigEntry — 1.0.8802.1.1.2.1.1.6.1

snmpset -v2c -c <community> <IP address> \

1.0.8802.1.1.2.1.1.6.1.2.{ifIndex} x {portDesc(80) | sysName (40) | sysDesc (20)
| sysCap(10)}

Mpumep BKAOUeHUA onuuit port-descr, sys-name, sys-descr Ha uHtepdelice gi 0/12

Komannma CLI:

interface gigabitethernet 0/12
11dp tlv-select basic-tlv port-descr
11dp tlv-select basic-tlv sys-name
11ldp tlv-select basic-tlv sys-descr
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.6.1.4.12 x EO

BkritoueHue/sbikA04YeHUe omnpasku mpamnos no cobbimuam LLDP

MIB: stdlldp.mib, fslldp.mib

Ucnonb3yemble Tabaunuypbi: lIdpPortConfigTable — 1.0.8802.1.1.2.1.1.6,
fsLidpLocPortTable - 1.3.6.1.4.1.2076.158.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2.3.1.3.{ifIndex} i {remTabChg (1), misCfg(2),
remTabChgAndMisCfg (3) }

1.0.8802.1.1.2.1.1.6.1.3.{ifIndex} i {true(l), false(2) }

Mpumep BKAIOUEHUA OTNPABKMX TPANOB NPU U3MeHeHUU Tabanubl yaaneHHOWU CTOPOHbI ANa uHTepdeiica
gi 0/12

Komarnma CLT:

interface gigabitethernet 0/12
11dp notification remote-table-chg
exit

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2.3.1.3.12 1 1 \
1.0.8802.1.1.2.1.1.6.1.3.12 i 1

3adaHue ID Port Subtype 014 Kadpa LLDP

MIB: fslldp.mib

Ucnonb3syembie Tabnnupi: fsLidpLocPortTable — 1.3.6.1.4.1.2076.158.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2.3.1.1.{ifIndex} i {ifalias(l), portcomp(2), macaddr(3),
nwaddr (4), ifname(5), agentcircuitid(6), local(7)}
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Mpumep 3aganua ifName ana interface gi 0/12

Komannma CLI:

interface gigabitethernet 0/12
11dp port-id-subtype if-name
exit

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2.3.1.1.12 1 5

OnpedesneHue ynpasaaoue20 aopecd, 06basaeHHo20 HO UHmepgelice

MIB: fslldp.mib

Ucnonbayemble Tabanupi: fsLidpLocPortTable — 1.3.6.1.4.1.2076.158.2.3

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.7.1.1.1.4.{ipl}.{ip2}.{ip3}.{ip4} x {portlist}

Mpumep onpepeneHuna ynpasnsowero agpeca 192.168.0.20 Ha uutepdelticax gi 0/1, gi 0/12

Komarnma CLI:

interface gigabitethernet 0/1
11dp tlv-select basic-tlv mgmt-addr ipv4 192.168.0.20
exit

interface gigabitethernet 0/12
11dp tlv-select basic-tlv mgmt-addr ipv4 192.168.0.20
exit

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.7.1.1.1.4.192.168.0.20 x "80 10 00 00 00 0O OO™

OnpedeneHue TLV-noneli, Komopbie byodym sKato4YeHbl 8 nepedasaemsoil LLDP-nakem

MIB: stdot3lldo.mib

Ucnonbsyemble Tabauupi: lldpXdot3PortConfigTable — 1.0.8802.1.1.2.1.5.4623.1.1.1
snmpset -v2c -c¢ <community> <IP address> \

1.0.8802.1.1.2.1.5.4623.1.1.1.1.1.{ifIndex} x {macPhyConfigStatus(80) |
linkAggregation (20) | maxFrameSize (10) }

Mpumep BraoueHuns noneit macphy-config u link-aggregation Ha nutepdeiice gi 0/16

Komanma CLI:

interface gigabitethernet 0/16
11dp tlv-select dot3tlv macphy-config
11ldp tlv-select dot3tlv link-aggregation
exit

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.4623.1.1.1.1.1.16 x AO

BraroyeHue/sbikaroyeHue rosaeli port-vlan-id 8 nepedasaemoili LLDP-nakem

MIB: stdotllldp.mib

Ucnonb3yemble Tabnauupi: lldpXdotlConfigPortVlanTable — 1.0.8802.1.1.2.1.5.32962.1.1.1
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snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.1.1.1.1.{ifindex} 1 {true(l), false(2)}

Mpumep BKAoueHUsa nona B LLDP-nakeT Ha uHtepdelice gi 0/16

Komanzma CLI:
interface gigabitethernet 0/16
11ldp tlv-select dotltlv port-vlan-id

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.1.1.1.1.16 1 1

BkntoyeHue/sbikaroyeHue noasa vlian-name e nepedasaemoiti LLDP-nakem

MIB: stdotllldp.mib

Ucnonb3zyemble Tabauuybi: llIdpXdotlConfigPortVlanTable — 1.0.8802.1.1.2.1.5.32962.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.1.2.1.1.{ifindex}.{vlan-id} i {true(l), false(2)}

Mpumep BKAoueHUa nonsa 8 LLDP-naket Ha uHtepdeiice gi 0/16 ana vian 30

Komannma CLI:

interface gigabitethernet 0/16
lldp tlv-select dotltlv vlan-name 30
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.1.2.1.1.16.30 1 1

BkntoyeHue/sbikao4eHue noas protocol-vlan-id 8 nepedasaemsiii LLDP-niakem

MIB: stdotllldp.mib

Ucnonbsyemble Tabnuubi: lldpXdot1lConfigProtoVlanTable — 1.0.8802.1.1.2.1.5.32962.1.1.3

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.1.3.1.1.{ifindex}.0 1 {true(l), false (2)}

Mpumep BKAoueHUa nonsa B LLDP-naket Ha uHtepdeiice gi 0/16

Komannma CLI:

interface gigabitethernet 0/16
11dp tlv-select dotltlv protocol-vlan-id all
exit

Komaunma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.1.3.1.1.16.0 i 1

BrntoyeHue/sbikaroyeHue nons vid-usage-digest 8 nepedasaemsili LLDP-nakem

MIB: stdotllldp.mib

Ucnonb3ayembie Tabnanupi: lldpV2XdotlConfigVidUsageDigestTable —
1.3.111.2.802.1.1.13.1.5.32962.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.111.2.802.1.1.13.1.5.32962.1.1.5.1.1.{ifindex} 1 {true(l), false (2)}
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Mpumep BKAoUeHUa nona 8 LLDP-naket Ha uHtepdeiice gi 0/16

Komannma CLI:

interface gigabitethernet 0/16
11dp tlv-select dotltlv vid-usage-digest
exit

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.111.2.802.1.1.13.1.5.32962.1.1.5.1.1.16 i 1

BkrtouyeHue/sbikaro4eHue noanda mgmt-vid 8 nepedasaemslii LLDP-nakem

MIB: stdotllldp.mib

Ucnonb3syembie Tabaunupi: lldpV2XdotlConfigManVidTable — 1.3.111.2.802.1.1.13.1.5.32962.1.1.6

snmpset -v2c -c <community> <IP address> \
1.3.111.2.802.1.1.13.1.5.32962.1.1.6.1.1.{ifindex} i {true(l), false (2)}

Mpumep BrAoueHUs nona 8 LLDP-naket Ha uHtepdeiice gi 0/16

Komannma CLI:

interface gigabitethernet 0/16
11dp tlv-select dotltlv mgmt-vid
exit

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.111.2.802.1.1.13.1.5.32962.1.1.6.1.1.16 1 1

lMoka3zamos LLDP-uHpopmMayuto, Komopyro GHOHCUPYOmM nopmal

MIB: fslldp.mib, stdlldp.mib

Ucnonbsyemble Tabanupi: fsLIdpTLV — 1.3.6.1.4.1.2076.158.2,
lldpLocalSystemData — 1.0.8802.1.1.2.1.3,

lldpXdot3LocalData — 1.0.8802.1.1.2.1.5.4623.1.2,
lldpXdotlLocalData — 1.0.8802.1.1.2.1.5.32962.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.4623.1.2

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.2

Mpumep npocmoTpa MHPoOpMmaLUm

Komanma CLI:
show 1ldp local

Komanma SNMP

snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2

snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.3

snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.4623.1.2

snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.2
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[loka3zamb UHGopMayuto 0 coceOHUX ycmpolcmeax, Had Komopbix pabomaem npomokosa LLDP

MIB: stdlldp.mib

Ucnonb3ayembie Tabnunupl: lldpRemoteSystemsData — 1.0.8802.1.1.2.1.4
lldpXdot1RemoteData — 1.0.8802.1.1.2.1.5.32962.1.3
lldpXdot3RemoteData — 1.0.8802.1.1.2.1.5.4623.1.3

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.3

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.4623.1.3

Mpumep npocmoTpa Hopmauum

Komangma CLI:
show 11ldp local

Komarnzma SNMP

snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.4

snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.3

snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.4623.1.3

[Tokazame cmamucmuky LLDP

MIB: stdlldp.mib

Ucnonb3syemble Tabnuupl: lldpStatistics — 1.0.8802.1.1.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.2

Mpumep npocmoTpa MHPoOpMmaLm

Komanpma CLI:
show 11ldp traffic
show 1lldp statistics

Komanzma SNMP
snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.2

Hacmpolika Rootquard 0518 omoenbHbix MSTI

MIB: ELTEX-MES-ISS-MST-MIB.mib

Ucnonb3ayembie Tabnunupli: eltMeslssMstMstiConfig — 1.3.6.1.4.1.35265.1.139.14.1.1.1.1.2
snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.2.1.1.1.{ifindex}.{msti} i {true (1)
false (2)}

Mpumep skaoueHns Rootguard B msti 10 Ha uHTepdeiice gio/5

Komannma CLTI:
interface gi 0/5
spanning-tree mst 10 guard root

86 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.2.1.1.1.5.10 1 1

8.3 Hacmpoliika npomokona ARP

BKﬂfoquue/eb/anoquue omnpasku gratuitous arp-coobujeHull

MIB: ELTEX-MES-ISS-ARP-MIB.mib

Ucnonbayemble Tabnauupl: eltMeslIssArpinterfaceTable — 1.3.6.1.4.1.35265.1.139.26.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.26.1.1.1.1.1.{ifIndex} 1 {true(l), false(2)}

Mpumep BbIKNOYEHUA OTNPABKM gratuitous arp-coobweHnii Ha uHtepdeiice vian 1

Komanma CLI:

interface vlan 1
no ip arp gratuitous periodic
exit

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.26.1.1.1.1.1.89 1 2

YcmaHo8Ka uHmepsana mexcody omnpaskoli gratuitous arp-coobuweHul

MIB: ELTEX-MES-ISS-ARP-MIB.mib

Ucnonbsyemble Tabnmupl: eltMeslssArpGlobals — 1.3.6.1.4.1.35265.1.139.26.1.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.26.1.2.1.0 1 {interval}

Mpumep BbIKAOYEHMUA OTNPABKM gratuitous arp-coobueHunit Ha nHTepdeice vian 1

Komannma CLI:
arp gratuitous interval 200

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.26.1.2.1.0 1 200

8.4 Hacmpolika loopback-detection

8.4.1 [nobanbHblie Hacmpoliku loopback-detection
MIB: fslbd.mib
Ucnonbayemble Tabamupi: fsLbdSystems — 1.3.6.1.4.1.29601.2.123.1

BkrntoyeHue/sbikntoyeHue loopback-detection Ha yempolicmee

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.1.2.0 1 {enabled(l) | disabled(2)}
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Mpumep BrkAoueHus loopback-detection rno6anbHo

Komannma CLTI:
loopback-detection enable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.2.0 1 1

Mpumep BbikaoueHun loopback-detection rno6anbHo

Komanpma CLI:
loopback-detection disable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.2.0 1 2

N3meHeHUe uHmMepesasaa omnpasKku coobweHuli loopback-detection

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.1.3.0 i {interval}

Mpumep HaCTPOUKM MHTEpBaANA OTNpPaBKK coobueHuit loopback-detection 5 cekyHg,

Komanzma CLT:
loopback-detection interval 5

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.3.0 1 5

U3smeHeHUe adpeca HasHayeHuUa coobweHul loopback-detection

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.1.4.0 x {address}

Mpumep HacTpoliku agpeca HasHaueHua aaa coobuennii loopback-detection ff:ff:ff:ff:ff:01

Komannma CLI:
loopback-detection destination-address ff:ff:ff:ff:f£:01

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.4.0 x “ff f£ff £f £f £f 01"

8.4.2 Hacmpoiiku loopback-detection Ha uHmepdeiicax

MIB: fslbd.mib
Ucnonb3ayembie Tabnunupli: fsLbdSystems — 1.3.6.1.4.1.29601.2.123.1

BkntoyeHue/soiknoveHue loopback-detection Ha uHmepgelice

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.2.1.1.7.{ifindex} 1 {create and go(4)| destroy(6)}

Mpumep sraoueHus loopback-detection Ha nHTepddeiice gio/11

Komannma CLI:
Interface gi 0/11
loopback-detection enable
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Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.7.11 i 4

Mpumep sbikaoueHus loopback-detection Ha uHTepdeiice gio/11

Komanpma CLI:
Interface gi 0/11
loopback-detection disable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.7.11 1 6

8.4.3 [lMpocmomp cmamucmuku loopback-detection

MIB: fslbd.mib
Ucnonbayemble Tabamupi: fsLbdSystems — 1.3.6.1.4.1.29601.2.123.1

lpocmomp cmamucmuku loopback-detection Ha uHmepgelice

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.2.1.1.{tx-count(3) | rx—-count(4) |
state (5) |pktTxFromPort (6) }.{ifindex}

Mpumep npocmoTtpa coctoaHusa loopback-detection Ha uHTepdeiice gio/11

Komarnma CLI:
show loopback-detection gi 0/11

Komarnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.5.11

Oyucmka cmamucmuku loopback-detection Ha uHmepgelice

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.123.2.1.1.8.{ifindex} 1 1

Mpumep oumnctkn cratuctnkm loopback-detection Ha nHTepdeiice gio/11

Komannma CLI:
clear loopback-detection statistics gi 0/11

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.8.11 i 1

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 89



HELTEX

8.5 Hacmpolika npomokona ERPS

BkaroyeHue mooyna ERPS

MIB: ARICENT-ERPS-MIB

Ucnonb3ayembie Tabnuupl: fsErpsCixtSytemControl — 1.3.6.1.4.1.29601.2.40.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.3 1 {start(l) | shutdown(2)}

Mpumep BrAtoueHUa moaynsa ERPS

Komanzma CLI:
no shutdown aps ring

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.3.0 1 1

PaspeweHue pabomsi npomokonaa ERPS

MIB: ARICENT-ERPS-MIB

Ucnonb3syemble Tabnnupl: fsErpsCtxtModuleStatus — 1.3.6.1.4.1.29601.2.40.1.1.1.4.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.4.0 1 {enable(l) | disable(2)}

Mpumep paspeweHuns pabortbl nporokona ERPS

Komarnma CLT:
aps ring enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.4.0 1 1

BoiknwyeHue mpanos ERPS

MIB: ARICENT-ERPS-MIB

Ucnonb3ayembie Tabnunupi: fsErpsCtxtTrapStatus — 1.3.6.1.4.1.29601.2.40.1.1.1.6.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.6.0 1 {enable(l) | disable(2)}

Mpumep BbIKAIOYEHUA TPaNoB

Komannma CLI:
no aps ring notification enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.6.0 1 2
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O4yucmKka cmamucmuky

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabauupi: fsErpsCtxtClearRingStats — 1.3.6.1.4.1.29601.2.40.1.1.1.7.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.7.0 1 {true(l) | false(2)}

Mprumep OUYNCTKU CHETYUKOB

Komarnma CLI:
clear aps ring statistics

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.7.0 1 1

CmeHa meHeoxcepa 2pynnuposKu vian

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanupi: fsErpsCtxtVlanGroupManager — 1.3.6.1.4.1.29601.2.40.1.1.1.9.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.9.0 1 {mstp(l) | erps(2)}

Mpumep cmeHbl MeHeaKepa rpynnMpoBKY Ha erps

Komanma CLI:
aps ring vlan-group-manager erps

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.9.0 1 2

JlobasneHue vlan 8 vlan-epynny

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanupi: fsErpsVlanGroupRowStatus — 1.3.6.1.4.1.29601.2.40.1.2.1.3.0

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.40.1.2.1.3.0.{vlan-id}.{vlan-group} i {create and go(4) |

destroy (6) }

Mpumep pobasneHusa vian 2 B rpynny

Komanma CLI:
aps ring map vlan-group 1 add 2

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.2.1.3.0.2.1 1 4
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Co30aHue Konbya

MIB: ARICENT-ERPS-MIB

Ucnonb3ayemble Tabnunupl: fsErpsRingRowStatus — 1.3.6.1.4.1.29601.2.40.2.1.1.15.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.15.0.{ring number} i {create and wait(5)}

Mpumep co3pgaHmA Konbua ¢ uaeHTMuKaTopom 1

Komannma CLI:
aps ring group 1

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.15.0.1 1 5

HasHayeHue west/east nopmos u ynpasaauwuli r-aps vian

MIB: ARICENT-ERPS-MIB

Ucnonb3ayembie Tabnuupl: fsErpsRingPortl — 1.3.6.1.4.1.29601.2.40.2.1.1.4.0,
fsErpsRingPort2 — 1.3.6.1.4.1.29601.2.40.2.1.1.5.0, fsErpsRingVlanld — 1.3.6.1.4.1.29601.2.40.2.1.1.2.0

-v2c -c <community> <IP address> \
.4.1.29601.2.40.2.1.1.4.0.{ring number} i {ifindex} \
.4.1.29601.2.40.2.1.1.5.0.{ring number} i {ifindex} \
.4.1.29601.2.40.2.1.1.2.0.{ring number} i {vlan-id}

Mpumep HacTpoiikn west/east noptos u r-aps vlian

Komarnma CLT:
aps working gigabitethernet 0/1 gigabitethernet 0/2 vlan 5

Komannma SNMP:
snmpset -v2c -c private 192.168.1. 30
1.3.6.1.4.1.29601.2.40.2.1.1.4.
1.3.6.1.4.1.29601.2.40.2.1.1.5.
1.3.6 1.2.

0.
0.
.1.4.1.29601.2.40.2.1. 0.

Hacmpolika yposHsa Maintenance domain (MD)

MIB: ELTEX-MES-ISS-ERPS-MIB

Ucnonb3yemble Tabnuubi:
eltMeslssErpsRinglfmRowStatus — 1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0,
eltMeslssErpsRinglfmMdLevel — 1.3.6.1.4.1.35265.1.139.29.1.1.2.1.1.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.{ring number} i {create and go(5)
destroy (6)} \

1.3.6.1.4.1.35265.1.139.29.1.1.2.1.1.0.{ring number} u {level (0-7)} \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.{ring number} i {active(l)}

Mpumep HacTpoiiku yposHa MD 7

Komannma CLI:
aps working level 7

Komanma SNMP:
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.1 1 5 \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.1.0.1 u 7 \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.1 i 1

lpusAska vlan-2pynnsi K KOabYY

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabamupi: fsErpsRingProtectedVlanGroupld — 1.3.6.1.4.1.29601.2.40.2.1.1.17.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.17.0.{ring number} i {vlan-group}

Mpumep npueasku 3 vlan-rpynnbl K Konbuy

Komanma CLI:
aps map vlan-group 3

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.17.0.1 1 3

N3meHeHue protection-type

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanubl: fsErpsRingProtectionType — 1.3.6.1.4.1.29601.2.40.2.1.1.18.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.18.0.{ring number} 1 {port-based(l) | service-
based (2) }

Mpumep nsmeHeHus protection-type Ha service-based

Komanma CLT:
aps protection-type service-based

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.18.0.1 1 2

YKka3saHue neighbor-nopma

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabauupi: fsErpsRingRplNeighbourPort — 1.3.6.1.4.1.29601.2.40.2.1.1.20.0

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.20.0.{ring number} i {ifindex}

Npumep HacTpoiiku rpl neighbor

Komanpma CLI:
aps neighbor gigabitethernet 0/21

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.20.0.1 1 21
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YKa3saHue rpl-owner

MIB: ARICENT-ERPS-MIB

Ucnonb3ayemble Tabnnupi: fsErpsRingRplPort — 1.3.6.1.4.1.29601.2.40.2.1.1.6.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.6.0.{ring number} i {ifindex}

Mpumep HacTpoiiku rpl owner

Komannma CLI:
aps owner tengigabitethernet 0/1

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.6.0.1 1 25

Hacmpolika matimepos

MIB: ARICENT-ERPS-MIB

Ucnonb3ayembie Tabnnupi: fsErpsRingConfigHoldOffTime — 1.3.6.1.4.1.29601.2.40.2.3.1.1,
fsErpsRingConfigGuardTime — 1.3.6.1.4.1.29601.2.40.2.3.1.2,

fsErpsRingConfigWTRTime — 1.3.6.1.4.1.29601.2.40.2.3.1.3,
fsErpsRingConfigPeriodicTime — 1.3.6.1.4.1.29601.2.40.2.3.1.4,
fsErpsRingConfigWTBTime — 1.3.6.1.4.1.29601.2.40.2.3.1.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.3.1.{holdoff (1)} | guard(2) | wtr(3) | periodic(4) |

wtb(9)}.0.{ring number} i {timer (ms)}

Mpumep HacTpoiiku Talimepa wtb

Komarnma CLT:
aps timers wtb 80 seconds

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.3.1.9.0.1 u 80000

[puHydumesnbHasa 6aokuposka nopma force/manual switch

MIB: ARICENT-ERPS-MIB

Ucnonb3ayemble Tabnunupl: fsErpsRingConfigSwitchPort — 1.3.6.1.4.1.29601.2.40.2.3.1.5.0,
fsErpsRingConfigSwitchCmd — 1.3.6.1.4.1.29601.2.40.2.3.1.6.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.3.1.5.0.{ring number} 1 {ifindex} \
1.3.6.1.4.1.29601.2.40.2.3.1.6.0.{ring number} 1 {none(l) | forceswitch(2) |
manualswitch (3)}

Mpumep HacTpoiikn pexkuma force switch

Komannma CLT:
aps force tel/1

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.29601.2.40.2.3.1.5.0.1 1 25
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|snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.29601.2.40.2.3.1.6.0.1 1 2

Ouyucmka cocmosaHus force/manual switch

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanupi: fsErpsRingConfigClear — 1.3.6.1.4.1.29601.2.40.2.3.1.10.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.3.1.10.0.{ring number} i {none(l) | clear(2)}

MNpumep ounctkm cocroaHusa force switch

Komanma CLI:
aps clear

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.3.1.10.0.1 1 2
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9 HACTPOMKA IPV4-APECALIUU

[Mpocmomp coomeemcmeaus indexI3 — vian

MIB: fscfa.mib

Ucnonb3ayembie Tabnanupl: ifmainEntry — 1.3.6.1.4.1.2076.27.1.4.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.21

Mpumep npocmoTpa cootBeTcTBUA indexl3 — vlan

Komanzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.21

Shutdown/no shutdown interface vlian

MIB: fscfa.mib

Ucnonbayembie Tabnaunupli: ifmainEntry — 1.3.6.1.4.1.2076.27.1.4.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.4.{index-13} i {up(l), down(2)}

Mpumep BKAtOUeHUs interface vlan

Komanma CLI:
no shutdown

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.4.74 i 1

Co30aHue interface vlan

MIB: fscfa.mib, IF-MIB

Ucnonbsyemble Tabnuupbi: ifmainEntry — 1.3.6.1.4.1.2076.27.1.4.1
ifXEntry — 1.3.6.1.2.1.31.1.1.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.8.{index-13} i {Active(l), CreatAndWaite(5),
Destroy (6)} \

1.3.6.1.2.1.31.1.1.1.18.{index-13} s wvlan{vid} \
1.3.6.1.4.1.2076.27.1.4.1.2.{index-13} 1 136 \
1.3.6.1.4.1.2076.27.1.4.1.8.{index-13} i {Active(l), CreatAndWaite(5),
Destroy (6) }
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Mpumep cosganusa L3 Vlan 10

Komangma CLI:
interface vlan 10

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.8.74 1 5 \
.2.1.31.1.1.1.18.74 s vlanl0 \
.4.1.2076.27.1.4.1.2.74 1 136 \
4.1

1.3.6.1
1.3.6.1
1.3.6.1 .2076.27.1.4.1.8.74 1 1

Co30aHue IP-adpeca Ha interface vian:

MIB: fscfa.mib

Ucnonbayemble Tabauupi: ifipentry — 1.3.6.1.4.1.2076.27.1.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.5.1.2.{index-13} a {ip address (DEC)} \
1.3.6.1.4.1.2076.27.1.5.1.3.{index-13} a {netmask}

Mpumep HacTpoku agpeca 192.168.10.30/24 Ha vian 30

Komanzma CLI:
interface vlan 30
ip address 192.168.10.30 255.255.255.0

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.5.1.2.74 a 192.168.10.30 \
1.3.6.1.4.1.2076.27.1.5.1.3.74 a 255.255.255.0

lpocmomp IP-adpeca Ha interface vian

MIB: fscfa.mib

Ucnonbayemble Tabanupi: ifipentry — 1.3.6.1.4.1.2076.27.1.5.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.5.1.2

Mpumep HacTpoiikm agpeca 192.168.10.30/24 Ha vlan 30

Komannma CLI:
show ip interfaces

KomarHnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.5.1.2
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10 HACTPOWKA IPV6-AAPECALIUN

BkntoyeHue/sbiknoveHue IPv6-adpecayuu Ha interface vian

MIB: fsipv6.mib

Ucnonb3syemble Tabnunupl: fsipv6lF — 1.3.6.1.4.1.2076.28.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.28.1.2.1.1.6.{index-13} i {enable(l), disable(2)}

Mpumep BrkAOUeHUa IPv6-agpecauuu Ha vlan interface

Komaungma CLI:
interface vlan 2
ipv6 enable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.28.1.2.1.1.6.74 1 1

Co30aHue IPv6-adpeca Ha interface vian

MIB: fsipv6.mib

Ucnonb3zyemble Tabauupbi: fsipv6Addr — 1.3.6.1.4.1.2076.28.1.2.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.28.1.2.4.1.4.{index-13}.{ xaxment OalT B OEeCATMUYHOM BUIE Uepes
pasmenurens}.{prefix} i {Active(l), Create and wait(5), Destroy(6)} \
1.3.6.1.4.1.2076.28.1.2.4.1.5.{index-13}.{ xaxnent OalT B IOECATUUHOM BUIE Uepes
pasmenurenb}.{prefix} i {global unicast(l), anycast(2), linklocal (3)} \
1.3.6.1.4.1.2076.28.1.2.4.1.4.{index-13}.{ xaxnemt OalT B IOECATUUHOM BUIE Uepes
pazmenurenb}.{prefix} i1 {Active(l), Create and wait(5), Destroy(6)}

Mpumep HacTpoiikm agpeca 2001:db08::100/64 interface vlan

Komannma CLI:
ipv6e address 2001:db08::100/64 unicast

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.2076.28.1.2.4.1.4.74.32.1.219.8.0.0.0.0.0.0.0.0.0.0.1.0.64 1 5 \
1.4.1.2076.28.1.2.4.1.5.74.32.1.219.8.0.0.0.0.0.0.0.0.0.0.1.0.64 1 1 \

1.4.1.2076.28.1.2.4.1.4.74.32.1.219.8.0.0.0.0.0.0.0.0.0.0.1.0.64 1 1 \

1.3.6.
1.3.6.
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11 rPynnosAA AAPECALUMUA

11.1 MNpasuna epynnoeoii adpecayuu (multicast addressing)

Hacmpotika multicast-tv vian (MVR)

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssVlanPortTable — 1.3.6.1.4.1.35265.1.139.3.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.6.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.7.{ifindex} 1 {tagged(l), untagged(2)}

Mpumep HacTpoiikn multicast-tv vlan 622 Ha nHTepdeiice GigabitEthernet 0/2 B pexxum tagged

Komarnma CLI:
interface GigabitEthernet 0/2
switchport multicast-tv vlan 622 tagged

Komarnma SNMP:

snmpset -v2c -c private 192.168.1.
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.

0\

~ o W

.2 u 622\
211

Hacmpolika ¢pyHKUyuu 2pynnosoli gpuasmpayuu

MIB: fssnp.mib
Ucnonbayemble Tabamupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.16.0.1 1 {enabled(l), disabled(2)}

Mpumep BKAOYUEHUA PYHKLMUM rpynnoBoit puabTpaumumn

Komannma CLI:
ip igmp snooping multicast-vlan enable

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.16.0.12 i 1

Hacmpolika pexcuma ob6pabomku multicast-mpaguxa

MIB: fssnp.mib

Ucnonbayemble Tabnmupl: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.2.0 1 {ipbased(l), macbased(2)}

Mpumep HacTpoiiku pexkxuma o6paboTkn multicast-tpadpuka no IP-agpecy

Komanma CLI:
snooping multicast-forwarding-mode ip

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
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1.3.6.1.4.1.2076.105.2.1.1.2.0 1 1

Hacmpolika yposHa KoHgu2ypayuu mexaHusmos ob6pabomKu omnycKa (KoHgpu2ypauus Ha 0CHO8e
VLAN usu Ha ocHose nopma)

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupl: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.4.0 1 {vlan-based(l), port-based(2)}

Mpumep HacTPoiKn 06paboTKn KoHPUrypauumn Ha ocHoee NopTa

Komanzma CLI:
snooping leave-process config-level port

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.1.1.4.0 1 2

Hacmpolika nopmos, Ha Komopbix 06pabamebisaromca nosay4YeHHble pernopmeil

MIB: fssnp.mib

Ucnonb3ayemble Tabaunupbi: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.6.0 1 {non-router-ports(l), all-ports(2)}

Mpumep HacTPOIiKN 06paboTKN NONYyYEeHHDbIX PenopToB Ha BCEX NOpTaxX

Komanpma CLI:
snooping report-process config-level all-Ports

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.1.1.6.0 1 2

11.2 ®yHkyusa nocpedHuka npomokona IGMP (IGMP Snooping)

BkntoyeHue/omknodeHue pabomsl modyasa IGMP/MLD Snooping

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupli: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.3.0 i {start(l), shutdown(2)}

Mpumep oTkAoueHuA paboTtbl mogynsa IGMP/MLD Snooping

Komanpma CLI:
shutdown snooping

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.1.1.3.0 1 2
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PaspeweHue/3anpeweHue ucrnosab3zosaHue gpyHkyuu IGMP Snooping

MIB: fssnp.mib
Ucnonbayemble Tabauupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.3.0.1 i {enabled(l), disabled(2)}

Mpumep paspeweHns ncnonbsosaHua pyHkuum IGMP Snooping

Komanpma CLI:
ip igmp snooping

Komarzer SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.3.0.1 1 1

PaspeweHue/3anpewieHue ucnoab3osaHua ¢yHkyuu IGMP Snooping Kommymamopom 014
0aHHo20 UuHmMepgelica VLAN

MIB: fssnp.mib

Ucnonbayemble Tabauupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan_id}.1 i {notInService(2),
createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.4.0.{vlan id}.1 i {enabled(l), disabled(2)}
snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan_id}.1 i {active(l)}

Mpumep paspelueHna ncnonb3osaHma GpyHkuum IGMP Snooping ans uHtepdeiica vian 3

Komannma CLI:
ip igmp snooping vlan 3

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.1 1 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 1

Mpumep 3anpeleHns ucnonbzosaHua pyHkuum IGMP Snooping ana nnrepdeiica vian 3

Komanpma CLI:
no ip igmp snooping vlan 3

Komaunnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 2
snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 1
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OnpedeneHue nopmd, K KOmopoMy MoOKsA0YeH Mapwpymusamop MHo20a0pecHol paccolaku 044
3a0aHHoU VLAN

MIB: fssnp.mib

Ucnonb3ayemble Tabnunupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i1 {notInService(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.11.0.{vlan-id}.1 x {portlist}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {active (1)}

Mpumep onpegenenna noptos gi 0/1, gi 0/7 Kak NOPTOB, K KOTOPbIM MNOAK/AIOYEH MapLLIpyTU3aTop
MHOroagpecHoi paccbiniku gna uHtepdeica vian 3

Komannma CLI:

vlan 3

ip igmp snooping mrouter gigabitethernet 0/1,0/7
exit

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.11.0.3.1 x 0x8200
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 1

BkntoyeHue/sbikao4eHue npouecca IGMP Snooping Immediate-Leave Ha uHmepdgelice VLAN

MIB: fssnp.mib

Ucnonb3syemble Tabnnupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {notInService (2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.7.0.{vlan-id}.1 i {enabled(l), disabled(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {active(l)}

Mpumep BKAOUeHUA npouecca IGMP Snooping Immediate-Leave Ha nHtepdeiice vian 3

Komanpma CLI:

vlan 3

ip igmp snooping immediate-leave
exit

Komaunzma SNMP:

snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.7.0.3.1 1 1
snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 i 1
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BkrtoyeHue/sbikaroYeHUe noOMeHbl KOMMymdamopom adpeca UCMOYHUKA Ha 3a0aHHbIU IP-adpec
8 nakemax IGMP-report 8 ykazaHHom VLAN

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssSnoopVlanFilterTable — 1.3.6.1.4.1.35265.1.139.8.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.3.0.{vlan-id}.1 x {InetAddress}

Mpumep BKAIOYEHUA NOAMEHblI KOMMYTAaTOPOM ajpeca MUCTOMHMKA Ha agpec 192.168.0.1 B nakertax
IGMP-report B vian 3

Komanpma CLI:

vlan 3

ip igmp snooping replace source-ip 192.168.10.1
exit

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.3.0.7.1 x "0xCO A8 0A 01"

YcmaHo8Ka UHMepsasna 8pemeHU 8 CeKyHOax, Noc/ae Komopoz2o ycmpolcmeo omnpassasem
group-query Ha mrouter

MIB: fssnp.mib
Ucnonbayemble Tabanybl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.9.0.1 1 {2-5}

Mpumep yCTaHOBKM UHTEpPBana B 5 CEKYHA,

Komanpma CLI:
ip igmp snooping group-query-interval 5

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.9.0.1 i 5

YcmaHOB8KO UHMepsana epemMeHu, Mo ucmeyeHuu Komopo20 mrouter yoasagemcd, ecau He
nony4yaem IGMP reports

MIB: fssnp.mib

Ucnonbayemble Tabanupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.6.0.1 i {130-1225}

Mpumep yctaHOBKU MHTEpBana B 200 ceKkyHA,

Komanma CLI:
ip igmp snooping port-purge-interval 200

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.6.0.1 1 200
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BKﬂfO'-IEHUG/GbIKﬂI'O"IEHUE omnpasKu query 8o ece rnopmel

MIB: fssnp.mib

Ucnonb3ayemble Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.18.0.1 1 {allports(l), nonrtrports(2)}

Mpumep BKAIOYEHUA OTNPABKU query BO BCe NopThl

Komanpma CLI:
ip igmp snooping query-forward all-ports

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.18.0.1 1 1

3a0aHue uHmepsand, 0149 Komopoz2o IGMPv2 report 014 00HolU u mol xce 2pynnsl He 6ydym
rnepeHanpasaeHsbl

MIB: fssnp.mib

Ucnonb3zyemble Tabanubi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.7.0.1 i {1-25}

Mpumep 3apaHna uHtepeana B 10 cekyHA

Komanpma CLI:
ip igmp snooping report-suppression-interval 10

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.7.0.1 1 10

Hacmpolika MaKcumasabHO20 Koau4yecmea query, OMHOCAWUXCA K 2pyrnne, omnpasaeHHbIX Ha
mrouter

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.8.0.1 1 {1-5}

Mpumep 3aa4aHNA MaKCMMAZIbHOTO KOIMYeCTBa query B 5 nakeros

Komanpma CLI:
ip igmp snooping retry-count 5

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.8.0.1 i 5
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PaspeweHue/3anpeweHue nepeda4yu query-nakemos Ha ycmpolicmee

MIB: fssnp.mib

Ucnonbayemble Tabauupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.13.0.1 i {enabled(l), disabled(2)}

Mpumep paspelleHUa Nnepegaun query-nakeToB Ha yCTPocTee

Komanpma CLI:
ip igmp snooping send-query enable

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.13.0.1 i 1

PaspeweHue/3anpewieHue ucrnonb3o8aHusa pyHkyul punsmpauyuu IGMP Ha uHmepdaelicax

MIB: fssnp.mib

Ucnonbayemble Tabanubl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.15.0.1 1 {enabled(l), disabled(2)}

Mpumep paspelueHna UCNoib3oBaHUA GyHKUMi punbTpaummn IGMP Ha uHTepdeiicax

Komannma CLI:
ip igmp snooping filter

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.15.0.1 i 1

YcmaHoska 3HayeHus 802.1p 0aa IGMP-nakemos, Komopbie 6ydym Uucrnos6308ambcsa
KomMmMmymamopom Hd uHmepgetice VLAN

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonbsyemble Tabnuupl: eltMeslssSnoopVlanFilterTable

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.1.0.{v1lan-id}.1 i {cos(0-7), disabled(255)}

Mpumep ycTaHOBKM 3HaueHuA 802.1p paBHOMy 5 Ha uHTepdeiice vian 3

Komanma CLI:

vlian 3

ip igmp snooping cos 5
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.1.0.3.1 1 5
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YemaHoska sepcuu npomokona IGMP Ha uHmepgelice VLAN

MIB: fssnp.mib

Ucnonb3ayemble Tabnuupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.6.0.{vlan-id}.1 1 {v1(1), v2(2), v3(3)}

Mpumep ycTaHOBKM Bepcuu v2 HA uHTepdeiice vian 3

Komarnma CLTI:

vlian 3

ip igmp snooping version v2
exit

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.6.0.3.1 1 2

YcmaHo8umb MaKCUMGAnbHOE 8peEMA 0MeeMa Ha 3anpoc

MIB: fssnp.mib

Ucnonb3syembie Tabnnupl: fsSnoopVlanFilterXTable — 1.3.6.1.4.1.2076.105.3.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.8.1.8.0.2.1 {vlan-id}.1 1 {0..65025)

Mpumep yCTaHOBKU MaKCMMa/IbHOTrO BpeMeHM OTBETa Ha 3anpoc 4 ceKyHAbl Ha uHTepdeiice vlan 3

Komanpma CLI:

vlan 3

ip igmp snooping max-response-code 40
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.8.1.8.0.3.1 1 40

Hacmpoumes sepcuto IGMP 014 nopma mapwpymuszamopa 019 VLAN

MIB: fssnp.mib

Ucnonb3syemble Tabnnupl: fsSnoopRtrPortTable — 1.3.6.1.4.1.2076.105.5.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.3.1.5.{ifIndex}.{vlan-id}.1 1 {v1(1l), v2(2), v3(3)}

Mpumep HacTpoiikn Bepcumn v2 ana nopta gi 0/2 untepodeiica vian 3

Komannma CLI:

vlan 3

ip igmp snooping mrouter-port gigabitethernet 0/2 version v2
exit

Komaunzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.3.1.5.2.3.1 1 2
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BKo4ume/8b6iKaA04UMb 1000epHKYy 8b10a4U 3arpocos igmp-query Kommymamopom 8o VLAN

MIB: fssnp.mib

Ucnonbayemble Tabanupi: fsSnoopVlanFilterEntry — 1.3.6.1.4.1.2076.105.3.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {notInService(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.9.0.{vlan-id}.1 i {enabled(l), disabled(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {active (1)

Mpumep BKAIOUEHUA NOALEPKKM BblAauM 3aNPOCoOB igmp-query KommytaTtopom B vian 3

Komanpma CLI:
vlan 3

ip igmp snooping querier
exit

Komanzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.9.0.3.1 1 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 1

YcmaHoska _malmayma, o _KomopomMy cucmemd omnpasasem OCHOB8HbIe 3arpocbl 8Cem
YYACMHUKAM 2pynnbl MHO20a0pecHOoU nepedayu 044 NposepKu Ux akmusHocmu

MIB: fssnp.mib

Ucnonbayemble Tabaunupi: fsSnoopVlanFilterEntry — 1.3.6.1.4.1.2076.105.3.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {notInService (2)}
snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.10.0.{vlan-id}.1 i (15-150)

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {active(l)}

Mpumep ycTaHOBKM TalimayTa Ha 100 ceKyHp,

Komanpma CLI:
vlan 3

ip igmp snooping query-interval 100
exit

KomarHnma SNMP:

snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1
snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.10.0.3.1
snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1

N

P
—
(@)
(@)

=
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BkritoueHue/8bIKAYEHUE pexcuma huabmpauuu Hesape2ucmpuposaHHo20 mpaguka 8 VLAN

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonb3ayemble Tabnuupl: eltMeslssSnoopVlanFilterTable

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.2.0.{vlan_id}.1 i {enable (1), disable (2)}

Mpumep BKAOUEHUA peXxuma GpuabTpaLUmn HesaperucTpuposaHHoro Tpaduka B vian 3

Komarnma CLTI:
vlian 3
ip igmp snooping sparse-mode enable
exit

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.2.0.3.1 1 1

Co3daHue/ydaneHue cmamu4eckol 3anucu 8 mabauye 2pynnosoli adpecayuu

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupl: fsSnoopVlanStaticMcastGrpTable — 1.3.6.1.4.1.2076.105.3.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.9.1.7.0.{vlan_id}.
{createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.9.1.6.0.{vlan_id}.
{portlist}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.9.1.7.0.{vlan_id}.
{active (1)}

=

.4.0.0.0.0.4.{IP-address} i

[

.4.0.0.0.0.4. {IP-address} x

=

.4.0.0.0.0.4.{IP-address} 1

Mpumep cosaaHuA cTaTMUecKoi 3anucu gna rpynnbl 233.3.2.1 8 vlan 3

Komannma CLI:
vlan 3

ip igmp snooping static-group 233.3.2.1 ports gi 0/1
exit

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.9.1.7.0.3.1.4.0.0.0.0.4.233.3.2.1 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.9.1.6.0.3.1.4.0.0.0.0.4.233.3.2.1 x 80
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.9.1.7.0.3.1.4.0.0.0.0.4.233.3.2.1 i

Mpumep yganeHusa ctatmueckon 3anucu gna rpynnbi 233.3.2.1svlan 3

Komannma CLT:
vlan 3

no ip igmp snooping static-group 233.3.2.1 ports gi 0/1
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.9.1.7.0.3.1.4.0.0.0.0.4.233.3.2.1 1 6
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Hacmpotika multicast-tv vian (MVR)

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssVlanPortTable — 1.3.6.1.4.1.35265.1.139.3.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.6.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.7.{ifindex} i {tagged(l), untagged(2)}

Mpumep HacTpoiikn multicast-tv vlan 622 nHtepdeiice GigabitEthernet 0/2 B pexkum tagged

Komanpma CLI:
interface GigabitEthernet 0/2
switchport multicast-tv vlan 622 tagged

Komarnnma SNMP:

snmpset -v2c -c private 192.1
1.3.6.1.4.1.35265.1.139.3.1.2
1.3.6.1.4.1.35265.1.139.3.1.2

68.1.
1.1.
1.1.

~N o W

. .2 u 622 \
. 211

Paspewums Hacmpausame IGMP snooping Ha uHmepagelice

MIB: fssnp.mib

Ucnonbayemble Tabanupi: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.11.{ifIndex}.1 i {createAndGo (4)}

Mpumep HacTpoiiku uHTepdeiica gi 0/2

Komanzma CLI OTCyTCTBYeET, BHIIOJISHETCHA NpM JIIOOOM MNEepBOM HACTPOMke MHTepbemca

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.11.2.1 i 4

YoaneHue scex Hacmpoek IGMP snooping Ha uHmepagelice

MIB: fssnp.mib

Ucnonbayemble Tabanupi: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.11.{ifindex}.1 i {destroy(6)}

Mpumep ypaneHunsa HacTpoek Ha uHtepdeiice gi 0/2

Komangma CLI oTCyTCTBYyET.

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.11.2.1 1 6

Hacmpolika oepaHu4eHusa no Koauyecmay 2pynn Ha uHmepaelice

MIB: fssnp.mib
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Mcnonb3ayemble Tabnuupl: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.5.2.1 1 {none(0), groups(l), channels(2)} \
1.3.6.1.4.1.2076.105.5.1.1.6.2.1 u {limit}

Mpumep HacTpoiiKku orpaHnyeHus B 13 rpynn Ha uHtepdeiice gi 0/2

Komarnma CLTI:
interface gigabitethernet 0/2

ip igmp snooping limit groups 13
exit

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.5.2.1 1 1 \
1.3.6.1.4.1.2076.105.5.1.1.6.2.1 u 13

Hacmpolika gpunempayuu no filter-id Ha uHmMepagelice

MIB: fssnp.mib

Ucnonb3ayemble Tabnuupl: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.7.{ifIndex}.1l u {filter-id}

Mpumep HacTpoiikn dpunbTpa c nHaekcom 345 Ha nHtepdelice gi 0/2

Komanpma CLI:
interface gigabitethernet 0/2

ip igmp snooping filter-profileId 345
exit

Komarnzma SNMP:
snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.7.2.1 u 345

Hacmpolika pexcuma leave Ha uHmepaelice

MIB: fssnp.mib

Ucnonb3ayembie Tabnuupl: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1
snmpset -v2c¢ -c¢ <community> <IP address> \

1.3.6.1.4.1.2076.105.5.1.1.3.{1ifIndex}.1 i {explicithosttrack(l), fastleave(2),
normalleave (3) }

Mpumep HacTpoiiku pexkuma fast-leave Ha nHtepdeiice gi 0/2

Komanpma CLI:
interface gigabitethernet 0/2

ip igmp snooping leavemode fastLeave
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.3.2.1 i 2

[pocmomp UHopMayuu 0 MHO20A0pPECHbIX Mapwpymu3amopax 8 ykasaHHol epynne VLAN

MIB: fssnp.mib
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Ucnonbayemble Tabanupi: fsSnoopVlanRouterTable — 1.3.6.1.4.1.2076.105.3.3
snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.3.1.5.0.{vlan-1id}.1

Mpumep npocmoTpa MHGOPMaLUM O MHOrOA4PECHbIX MapLIpyTUu3aTopax B vian 3

Komarnma CLI:
show ip igmp snooping mrouter vlan 3

Komannma SNMP:
snmpget -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.3.1.5.0.3.1

[pocmomp UHoOpMayuu 0 MHO20A0pPECHbIX 2pynnax, y4acmeyrouwux 8 2pynmnosoli paccolsike

MIB: fssnmp.mib

Ucnonbayemble Tabauupbi: fsSnoopVianMcastGroupTable — 1.3.6.1.4.1.2076.105.3.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.5.1.7.0.{v1lan-1id}.1

Mpumep npocmoTpa MHGOPMALMKM O MHOroa4PecHbIX rpynnax B vian 3

Komanma CLI:
show ip igmp snooping groups vlan 3

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.5.1.7.0.3.1

BKﬂI-O"lEHue/BbIKﬂI-O‘*IeHUG ombpacsisaHua Query Ha uHmMepdgelice

MIB: fssnp.mib

Ucnonbsyemble Tabanupi: fsSnoopVlanFilterXEntry — 1.3.6.1.4.1.2076.105.3.8.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.8.1.10.0.{vlan}.1 x {portlist}

Mpumep BKAOUEeHUA oTOpacbiBaHMA Query Ha uHTepdeiicax gi 0/2, gi 0/6 n po 1 gna nutepdeiica vlian 2

Komaunnma CLI:

vlan 2

ip igmp snooping blocked-router gi 0/2,0/16 po 1
exit

Komanzmer SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.8.1.10.0.2.1 x 0x500100000000000080

11.3 MLD Snooping — npomoKosa KOHMpoaa MHO20a0pecHo20 mpadguKa e IPve

BktoyeHue/sbiknroyeHue MLD Snooping
MIB: fssnp.mib

Ucnonbayemble Tabamupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.3.0.2 1 {enabled(l), disabled(2)}
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Mpumep BKkAoueHUa MLD Snooping

Komannma CLI:
ipve mld snooping

Komarnzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.3.0.2 1 1

PaspeweHue/3anpeweHue Uucrnonb3o08aHua ¢GyHKkyuu MLD Snooping Kommymamopom 0741
0aHHo020 uHmepgelica VLAN

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan_id}.2 i {notInService(2),
createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.4.0.{vlan_id}.2 i {enabled(l), disabled(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan id}.2 i {active (1)}

Mpumep paspewseHnsa ncnoab3osaHua ¢pyHKummu MLD Snooping ana untepdeiica vian 3

Komangma CLI:

vlan 3

ipv6 mld snooping
exit
Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.2 1 1
snmpset -v2c¢ -c¢ public 192.168.1.30 \

1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 1

Mpumep 3anpewteHna ncnonb3oBaHma GpyHkumuu MLD Snooping pna untepdeiica vian 3

Komanma CLI:

vlan 3

no ipvé mld snooping
exit
Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 i 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.2 1 2
snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.2076.105.3.4.1.

12.0.3.2 1 1

Mpumep 3anpeweHUs UCNONb30BaHUA M yAaneHua Bcex HacTtpoeK ¢PpyHKumm IGMP Snooping ana

uHtepdeiica vian 3

Komanpma CLI:

vlan 3
no ipvé mld snooping
#TODO

exit

Komanma SNMP:
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snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 6

YcmaHogka matlimayma, no Komopomy cucmema omrpasssem OCHOBHbIE query-3anpocs!

MIB: fssnp.mib

Ucnonbayemble Tabanupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.9.0.2 i {2-5}

Mpumep yCTaHOBKM UHTEpPBana B 5 CEKYHA,

Komanpma CLI:
ipv6 mld snooping group-query-interval 5

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.9.0.2 i 5

YcmaHo8Ka 8pemMeHU 0XUOAHUA OYUCMKU Nopma omcaexusarnue20 mapuipymusamopa MLD,
f1oc/e Komopo20 Nopm yoanasemcs, ecau He noay4eHsl controlpackets mapwpymuzamopom MLD

MIB: fssnp.mib

Ucnonbayemble Tabanybl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.5.0.2 i {60-600}

Mpumep yCTaHOBKM BPEMEHU OXKUAAHUA OUMCTKM NopTa B 150 ceKyHp,

Komannma CLI:
ipv6 mld snooping mrouter-time-out 150

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.5.0.2 i 150

300dHUe UHmMepsasnad spemMeHU O4YUCMKU nopma omcaexcusaHua MLD, nocane Komopo2o nopm
yoanaemcsa, ecau MLD-reports He nosy4yeHsl

MIB: fssnp.mib

Ucnonbayemble Tabanupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.6.0.2 1 {130-225}

Mpumep yCTaHOBKU BPpeMEHU OXKUAAHUA OUUCTKU nopTa B 200 ceKyHA,

Komanma CLI:
ipv6 mld snooping port-purge-interval 200

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.6.0.2 i 200
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BrrtoyeHue/sbikao4YeHuUe hyHKUUU proxy-report Ha ycmpolicmae

MIB: fssnp.mib

Ucnonb3ayemble Tabnunupli: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.4.0.2 1 {enabled(l), disabled(2)}

Mpumep yctaHoBKM BpemeHU B 200 ceKyHA,

Komanma CLI:
ipvé mld snooping proxy-reporting

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.4.0.2 1 1

BKﬂiOHE’HUE’/SbIKfHOHEHUE omnpasKu query 8o ece rnopmel

MIB: fssnp.mib

Ucnonb3ayemblie Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.18.0.2 1 {all-ports(l), non-rtr-ports(2)}

Mpumep BKAOUYEHUA OTNPABKKU query BO BCe NOpTbi

Komanpma CLI:
ipv6 mld snooping query-forward all-ports

Komanzma SNMP:
snmpset -v2c¢ -c¢ public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.18.0.2 i 1

YcmaHosKka epemeHHo20 UHMepsanda 3anpema nepedadyu MLDvSnooping-reports, 8 meyeHue
Komopoz2o coobuwjeHus omyemos MLDvl He 6ydym nepeHAnpasaameca HA 1opmol
mMapwpymuzamopa 0718 mol xce apynnsvi

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupli: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.7.0.2 1 {1-25}

Mpumep 3apaHna nHtepeana B 10 cekyHA

Komanpma CLI:
ipvé mld snooping report-suppression-interval 10

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.7.0.2 i 10
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YcmaHOB8KAO MAKCUMQAs1bHO20 KO/aUYecmea 2pyrinossix 3arnpocos, omnpdassasemMsiX Ha nopm apu
noay4yeHuu coobweHusa MLDv1

MIB: fssnp.mib

Ucnonbayemble Tabauupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.8.0.2 1 {1-5}

Mpumep 3a4aHNA MaKCMMaIbHOrO KOIMYECTBA 3anpocoB B 5 NaKeToB

Komanpma CLI:
ipv6 mld snooping retry-count 5

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.8.0.2 i 5

Braroyume ¢pyHKYUIO nepedayu 3anpocos MLD npu usmeHeHUU monosao2uu

MIB: fssnp.mib

Ucnonb3ayemble Tabanybl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.13.0.2 i {enabled(l), disabled(2)}

Mpumep paspelieHnA Nnepegaun query-nakeToB Ha ycTpoicTee

Komannma CLI:
ipv6 mld snooping send-query enable

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.13.0.2 1 1

[Mpussa3Ka nopma omcaexcusarouwe2o mapwpymuzamopa MLD k VLAN

MIB: fssnp.mib

Ucnonbayemble Tabauupi: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-1id}.2 i {notInService (2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.11.0.{vlan-id}.2 x {portlist}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.2 1 {active(l)}

Mpumep onpepenenuna noptos gi 0/1, gi 0/7 Kak NOPTOB, K KOTOPbIM MOAKAIOYEH MapLipyTU3aTop
MHOroagpecHoi paccbiiku ana nutepdeca vian 3

Komanpma CLI:
vlan 3

ipv6 mld snooping mrouter gigabitethernet 0/1,0/7
exit

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 2
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snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.11.0.3.2 x 0x8200
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 1

Hacmpolika sepcuu omcnexcusaHua MLD e VLAN

MIB: fssnp.mib

Ucnonb3ayembie Tabnuupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.6.0.{vlan-id}.2 1 {v1(1), v2(2), v3(3)}

Mpumep yctaHoBKU Bepcum v1 Ha uHTepdeiice vian 3

Komannma CLI:

vlan 3

ip igmp snooping version vl
exit

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.6.0.3.2 1 1

11.4 ®yHkyuu o2paHuveHus multicast-mpaguka

Co3daHue multicast-npogunsa

MIB: fstac.mib

Ucnonbsyemblie Tabnuupl: fsTacMcastProfileTable — 1.3.6.1.4.1.29601.2.8.2.1, fsTacMcastPrfFilterTable
— 1.3.6.1.4.1.29601.2.8.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.1.1.5.{profile-id}.1 i {createAndWait (5)}

snmpset -v2c¢ -c¢ <community> <IP address> \

1.3.6.1.4.1.29601.2.8.2.1.1.3 1 {permit(l), deny (2)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.2.1.6.{profile-id}.1.4.{start-ipl}.{start-ip2}.{start-
ip3}.{start-ip4}.4.{end-ipl}.{end-ip2}.{end-ip3}.{end-ip4}.4.0.0.0.0.4.0.0.0.0
i {active (1)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.1.1.5.{profile-id}.1 i {activate{l}}

Mpumep HacTpoiiku npodunsa c uHgeKkcom 1234

Komanpma CLI:

ip mcast profile 1234
permit
range 233.3.2.1 233.3.2.2
profile active

exit

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.8.2.1.1.5.1234.1 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.8.2.1.1.3.1234.1 1 1
snmpset -v2c -c public 192.168.1.30 \
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1.3.6.1.4.1.29601.2.8.2.2.1.6.1234.1.4.233.3.2.1.4.233.3.2.2.4.0.0.0.0.4.0.0.0.
0 i 4

snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.29601.2.8.2.1.1.5.1234.1 1 1

YoaneHue multicast-npogunsa

MIB: fstac.mib

Ucnonb3yemble Tabnaunubl: fsTacMcastProfileTable — 1.3.6.1.4.1.29601.2.8.2.1, fsTacMcastPrfFilterTable
— 1.3.6.1.4.1.29601.2.8.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.1.1.5.{profile-id}.1 1 {destroy(6)}

Mpumep yaaneHusa npopunsa c uHaeKkcom 1234

Komarzma CLI:
no ip mcast profile 1234

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.8.2.1.1.5.1234.1 1 6

lpussasbisaHuUe multicast-npoguna K vian

MIB: fssnp.mib

Ucnonbayemble Tabauybi: fsSnoopVlanFilterXTable — 1.3.6.1.4.1.2076.105.3.8, fsSnoopVlanFilterTable —
1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 1 2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.8.1.6.0.{vlan-id}.1 u {profile index}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 1 1

Mpumep npusasbiBaHua npodpuna c uHaekcom 1234 K vlan 2

Komannma CLI:

vlan 7

ip igmp snooping multicast-vlan profile 1234
exit

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.7.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.8.1.6.0.7.1 u 1234
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.7.1 1 1
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11.5 Aemopu3zayusa IGMP join c nomowibto RADIUS-cepsepa

BkaroyeHue asmopusayuu IGMP 2no06as1bHO

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonb3ayemble Tabnuupl: eltMeslssSnoopConfigs — 1.3.6.1.4.1.35265.1.139.8.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.4.1.0 1 {true(l) | false(2)}

MNpumep BrAoueHua IGMP aBTopusaumm rnobanbHo

Komarnma CLTI:
snooping authentication

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.4.1.0 1 1

N3meHeHUe malimayma cache-mabauuybl

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonb3ayemble Tabnnupl: eltMeslssSnoopConfigs — 1.3.6.1.4.1.35265.1.139.8.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.4.2.0 i {timeout}

Mpumep HacTpoiiku TaiimayTa anAa cache-tabamuybl 1000 ceKkyHp,

Komanpma CLI:
snooping authentication cache-time 1000

Komaunnma SNMP:
snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.4.2.0 1 1000

BkaroyeHue asmopusayuu IGMP Ha uHmepgelice

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonb3ayembie Tabnunupli: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1,
fsSnoopPortEntry — 1.3.6.1.4.1.2076.105.5.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.11.{ifindex}.1 1 {create and go(4) | destroy(6)} \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.3.{ifindex}.1 1 {none(l) | radius(2)}

Mpumep BKAoueHna IGMP asTopusauunmn Ha nHtepdeiice gio/2

Komanpma CLI:
interface gi0/2
ip igmp snooping authentication radius

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.11.2.1 1 4 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.3.2.1 1 2
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BKkaroyeHue napamempa required Ha uHmepdgelice

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonbayemble Tabauupi: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.4.{ifindex}.1 1 {true(l)| false(2)}

Mpumep BKAOUEeHUA NnapameTpa required Ha uHTepdeiice gio/2

Komarnma CLI:
interface gi0/2
ip igmp snooping authentication radius required

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.4.2.1 1 1

BrnaroyeHue napamempa forward-first Ha uHmepdgelice

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonb3zyemble Tabanybl: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.5.{ifindex}.1 i {true(l)| false(2)}

Mpumep BKAOUEHUA NnapameTpa required Ha uHtepdeiice gio/2

Komannma CLI:
interface gi0/2
ip igmp snooping authentication forward-first

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.5.2.1 i 1

[Mpussa3Ka exception-npoguneli K uHMepgelcy

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonbayemble Tabauupi: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.6.{ifindex}.1 i {profile-id}

Mpumep npusasku mcast-profile 1 kK unrepdeiicy gio/2

Komanpma CLI:
interface gi0/2
ip igmp snooping authentication exception mcast profile 1

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.6.2.1 u 1
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V Co3spaaHue npoduneii nponsBoauUTca B NyHKTe « PyHKUMK orpaHuyeHmnsa multicast-
TpaduKa».

Mpocmomp cache-mabauysi

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssSnoopAuthCacheTable — 1.3.6.1.4.1.35265.1.139.8.1.3.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.3

Mpumep npocmotpa cache-tabaunuybl IGMP-aBTopUsaumum

Komannma CLI:
show ip igmp snooping authentication cache

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.3

11.6 KoHgpucypayusa IGMP proxy

BknaroyeHue mooyna IGMP

MIB: fsigmp.mib
Ucnonb3syembie Tabnunupl: fsigmpGlobalStatus — 1.3.6.1.4.1.2076.36.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.36.1.1.0 1 {enabled(l) | disabled(2)}

Mpumep BrkAoUeHUa moayna IGMP rnobanbHo

Komaunma CLT:
set ip igmp enable

Komarnnma SNMP:
snmpset -v2c -c¢ public 192.168.1.30 \
1.3.6.1.4.1.2076.36.1.1.0 1 1

BknroyeHue pyHKUyuu IGMP proxy 2n106asibHO

MIB: fsigp.mib
Ucnonb3syembie Tabnunupl: fsigmpproxyStatus — 1.3.6.1.4.1.2076.124.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.124.1.1.0 1 {enabled(l) | disabled(2)}

Mpumep BKkAOUYEeHUA GYHKUMK IGMP proxy rnobanbHo

Komannma CLI:
ip igmp proxy-service

Komarnzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.124.1.1.0 i 1
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BraroyeHue mooyna IGMP Ha interface vian

MIB: fsigmp.mib
Ucnonbayemble Tabanupi: fsigmplnterfaceTable — 1.3.6.1.4.1.2076.36.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.36.1.4.1.2.{ifindex} i {up(l) | down(2)}

Mpumep BrAtoueHusa moayna IGMP Ha interface vlan 100

Komanma CLI:
interface vlan 100
set ip igmp enable

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.36.1.4.1.2.92 1 1

BknroyeHue ¢pyHKkyuu IGMP fast-leave Ha interface vilan

MIB: fsigmp.mib
Ucnonbzyemble Tabanubl: fsigmplinterfaceTable — 1.3.6.1.4.1.2076.36.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.36.1.4.1.3.{ifindex} i {enable(l) | disable(0)}

Mpumep BrkAtoYeHUn GyHKUMM IGMP fast-leave Ha interface vlan 100

Komanma CLI:
interface vlan 100
ip igmp immediate-leave

Komaunzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.36.1.4.1.3.92 1 1

HasHayeHue upstream-uHmepaelica IGMP proxy

MIB: fsigp.mib
Ucnonbayemble Tabanupi: fsigmpProxyRtrifaceTable — 1.3.6.1.4.1.2076.124.2.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.124.2.1.1.7.{ifindex} i {create and go(4) | destroy(6)}

MNpumep BKkAtoueHna moayna IGMP Ha interface vian 100

Komanpma CLT:
interface vlan 100
ip igmp-proxy mrouter

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.124.2.1.1.7.92 1 4
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[Mpocmomp mabauusl ip igmp forwarding-database

MIB: fsigp.mib
Ucnonb3ayemble Tabnunupl: fsigmpproxyMRoute — 1.3.6.1.4.1.2076.124.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.124.3

Mpumep KomaHab! ana npocmoTtpa Tabamubl IGMP forwarding-database

Komannma CLI:
show ip igmp-proxy forwarding-database

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.124.3
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12 ®YHKUWU YNPABJIEHUA

12.1 MexaHu3zm AAA

3adaHue pexcum aymeHmugpuKkayuu npu He803MOMXHOCMU a8MOpPU3aAYUUU Ha cepgepe

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssAaaGlobalConfig — 1.3.6.1.4.1.35265.1.139.7.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.5.0 i {chain(l) | break(2)}

Mpumep ycTaHOBKM meToaa ayTeHTuduKaumm chain

Komangma CLI:
aaa authentication mode chain

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.5.0 1 1

Hacmpoumes cnucok cepgepos AAA

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonb3lyemble Tabauubl: eltMeslssAaaGlobalConfig — 1.3.6.1.4.1.35265.1.139.7.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.4.{1list name length}.{list name in

dec}.{entry index(1-3)} i {active(l) | create and go(4) | destroy(6)} \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.{1list name length}.{list name in
dec}.{entry index(1-3)} i {local(l) | radius(2) | tacacs(3)}

Mpumep co3paHnA CNUCKa cepBepoB C Ha3BaHUEM «aaa»

Komanma CLI:
aaa authentication user-defined aaa local radius tacacs

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.4.3.97.97.97.1 1 4 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.3.97.97.97.1 1 1 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.3.97.97.97.2 1 2 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.3.97.97.97.3 1 3

Mpumep yaaneHns cnucka cepBepos ¢ Ha3BaHWEM «aaa»

Komanma CLI:
no aaa authentication list aaa

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30

1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.
1.4.1.35265.1.139.7.1.1.6.1.1.

1.4.1.35265.1.139.7.1.1.6.1.1.

.3.97.97.97.
.3.97.97.97.1 1 6

N
[

(@)}
~

\

4.3.97.97.97.3 1 6 \
1.3.6. 4 i
1.3.6. 4
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[Tpussazames crnucokK cepsepos AAA K mepmuHany

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonb3ayemblie Tabauupl: eltMeslssAaalineloginAuthenticationTable — 1.3.6.1.4.1.35265.1.139.7.1.2.1,
eltMeslssAaalineEnableAuthenticationTable — 1.3.6.1.4.1.35265.1.139.7.1.2.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.7.1.2.1.1.2.{console(l) | telnet(2) | ssh(3)} s {list
name }
1.3.6.1.4.1.35265.1.139.7.1.2.2.1.2.{console(1l) | telnet(2) | ssh(3)} s {list
name }

Mpumep npmuBa3KK cnucka cepeepoB AAA K TepmuHany telnet

Komaunzma CLI:
line telnet
aaa authentication login aaa
aaa authentication enable aaa

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.35265.1.139.7.1.2.1.1

1.3.6.1.4.1.35265.1.139.7.1.2.2.1

\
.2.2 s aaa
.2.2 s aaa

Mpumep oTBA3KM cnNUCKa cepBepos AAA oT TepmuHana telnet

Komangma CLI:
line telnet
no aaa authentication login
no aaa authentication enable

Komanma SNMP:

snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.2.1.1.2.2 s default
1.3.6.1.4.1.35265.1.139.7.1.2.2.1.2.2 s default

Paspewums asmopu3sayuro KoMaHOo 0718 KoHconu, Telnet, SSH

MIB: ELTEX-MES-ISS-MIB.mib

Ucnonbsyemble Tabnuubi: eltMeslssAaaCommandAuthorizationTable — 1.3.6.1.4.1.35265.1.139.7.1.1.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.4.1.2.{privilege(1-15)} i {local(l),
remoteTacacs (2), tacacsFallbackToLocal (3) }

Mpumep HaCTPOIKM aBTOPU3ALMM KOMAHA NONb30BaTeNA C YpOBHEM npusuaernii 6 Ha cepsepe TACACS,
a Npu ero HeJOCTYNMHOCTU — JIOKA/IbHO

Komanma CLI:
aaa authorization command 6 tacacs local

Komaunma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.4.1.2.6 1 3
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Paspewiumb asmopu3auyuto KoMmaHO 015 KoHconu, Telnet, SSH Ha yposHe line

MIB: ELTEX-MES-ISS-MIB.mib

Ucnonbayemble Tabauupl: eltMeslssAaaLineCommandAuthorizationTable —
1.3.6.1.4.1.35265.1.139.7.1.2.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.2.4.1.2.{console(l), telnet(2), ssh(3
{local (1), remoteTacacs(2), tacacsFallbackToLocal (3), global (255)

)i

}

Mpumep HaCTPOMKM aBTOPU3AL MM KOMAHA, NO/Ib30BaTeNA C ypOBHEM nNpuBuaerui 6 Ha cepsepe TACACS,
a Npu ero HeJOCTYNHOCTU — JIOKA/IbHO

Komangma CLI:

line telnet
aaa authorization command tacacs local
exit

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.2.4.1.2.2 1 3

12.2 lIpomokon TACACS+

YcmaHoska ampubyma port 8 hopmame cmpoKu, orpedeaneHHol nosns3osamenem

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonbayemble Tabauupl: eltMeslssAaaTacacsAttrPortFormat — 1.3.6.1.4.1.35265.1.139.7.1.1.2.2.1.1.2
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.2.2.1.1.2.{console(l), telnet(2), ssh(3)} s

{cTpoxka}

Mpumep HacTpoiiku aTpmubyTta gna telnet

Komannma CLI:
tacacs attributes port telnet vty%n

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.2.2.1.1.2.2 s vty%n

YcmaHoska memoda aymeHmugukayuu 018 TACACS+

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonbayemble Tabnmupl: eltMeslssAaaTacacsGlobalConfig — 1.3.6.1.4.1.35265.1.139.7.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.2.1.0 1 {ascii(l) | pap(2)}

Mpumep metopa ayteHTudukayum ana TACACS+

Komanpma CLI:
tacacs-server authentication type ascii

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.2.1.0 1 1
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12.3 Mpomokon RADIUS

Hacmpolika 3HayeHusa NAS-ID

MIB: radauth.mib

Ucnonbsyembie Tabnmupl: radiusAuthClient — 1.3.6.1.2.1.67.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.67.1.2.1.1.1.0 s "{name}"

Mpumep npocmotpa cache-tabauuybl IGMP-aBTopUsauumn

Komanma CLI:
radius attributes nas-id user-defined SW3

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.67.1.2.1.1 s SW3

Hacmpotika Radius-cepsepa

MIB: fsradius.mib
Ucnonb3zyemble Tabauubi: radiusExtServerTable — 1.3.6.1.4.1.2076.25.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.25.1.3.1.8.{radius-server index (1-5)} 1 {active(l),
createAndWait (5), destroy(6)}

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.25.1.3.1.2.{radius-server index (1-5)} a {Radius-server IP
address}

1.3.6.1.4.1.2076.25.1.3.1.3.{radius-server index (1-5)} i {auth (1), acct

(2), both (3)}

1.3.6.1.4.1.2076.25.1.3.1.4.{radius-server index (1-5)} s "secret key"
1.3.6.1.4.1.2076.25.1.3.1.5.{radius-server index (1-5)} 1 {enabled (1),
dlsabled (2), destroy (3)}

1.3.6.1.4.1.2076.25.1.3.1.6.{radius-server index (1-5)} 1 (1 .. 120)
1.3.6.1.4.1.2076.25.1.3.1.7.{radius-server index (1-5)} i (1 .. 254)

Mpumep HacTpoiiku Radius-cepsepa c yKasaHuem ip u secret key

Komanpma CLI:
radius-server host 192.168.10.70 key 9bcjKOhfrI6BODDvINnWnZLepKmSggGrw

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.2076.25.1.3.1.8.1 1 5
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.2076.25.1.3.1.2.1 a
192.168.10.70 \

1.3.6.1.4.1.2076.25.1.3.1.3.1 1 1 \

1.3.6.1.4.1.2076.25.1.3.1.4.1 s "9bcjKOhfrI6BODDVvINWnZLepKmSggGrw" \
1.3.6.1.4.1.2076.25.1.3.1.5.1 1 1 \

1.3.6.1.4.1.2076.25.1.3.1.6.1 i 10 \

1.3.6.1.4.1.2076.25.1.3.1.7.1 1 3 \

snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.2076.25.1.3.1.8.1 i 1

Mpumep yaaneHusa Radius-cepsepa

Komanma CLI:
no radius-server host 192.168.10.70

126 MoHumopuHe u ynpaseneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.2076.25.1.3.1.8.1 1 6

12.4 Cnucku docmyna ACL 0aa ynpaeneHus ycmpolicmeom

O2paHuU4YyuUmMs ynpassaeHue ycmpolicmsom no 3a0aHHomy ¢usabempy docmyna

MIB: ELTEX-MES-ISS-IP-MIB

Ucnonbayemble Tabanupi: eltMeslssipAuthMgrEntry — 1.3.6.1.4.1.35265.1.139.24.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.8.{ipv4 (1), ipv6(2)}.{ipv4(4),

ipv6 (16) }.{IpAddr}.{PrefixLength} i {active(l), notInService(2), notReady(3),
createAndGo (4), createAndWait(5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.4.{ipv4 (1), ipv6e(2)}.{ipvd(4),

ipv6 (16) }.{IpAddr}.{PrefixLength} x {PortList}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.5.{ipv4 (1), ipv6(2)}.{ipv4(4),

ipv6 (16) }.{IpAddr}.{PrefixLength} x {VlanList}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.7.{ipv4 (1), ipv6(2)}.{ipv4 (4),

ipv6 (16) }.{IpAddr}.{PrefixlLength} i {snmp(l), telnet{2}, http(4), https(8),
ssh(16)}

Mpumep HacTpoiiku ACL ana IPv6e-agpeca

Komanma CLI:
authorized-manager ip-source £d00:: 16

Komanzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.8.2.16.253.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.16
i4

Mpumep HacTpoiiku ACL ana IPv4-agpeca c ykazaHuem untepdeiicos, VLAN u cepsucos

Komanma CLI:
authorized-manager ip-source 192.168.0.0 255.255.255.0 interface gi 0/3 vlan 10
service telnet ssh

Komarnnma SNMP:

snmpset -v2c -c public 192.168.
1.3.6.1.4.1.35265.1.139.24.1.2.
snmpset -v2c -c public 192.168.
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.4.1.4.192.168.0.0.24 x 0x20
snmpset -v2c -c public 192.168.1.30 \

1.30 \
1
1
1
1
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.5.1.4.192.168.0.0.24 x 0x0040
1
1
1
1

.1.8.1.4.192.168.0.0.24 1 5
.30\

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.7.1.4.192.168.0.0.24 i 18
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.8.1.4.192.168.0.0.24 1 1
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13 3EPKAJINPOBAHUE NOPTOB

Hacmpolka 3epKaaupo8aHusa nopmos

MIB: fsiss.mib

Ucnonb3ayembie Tabamupi: issMirror — 1.3.6.1.4.1.2076.81.3,
issMirrorCtrlExtnTable — 1.3.6.1.4.1.2076.81.3.6,
issMirrorCtrlExtnSrcTable — 1.3.6.1.4.1.2076.81.3.7,
issMirrorCtrlExtnDestinationTable — 1.3.6.1.4.1.2076.81.3.9

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.3.1.0 i {disable(l), enable(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy (6)} \

1.3.6.1.4.1.2076.81.3.6.1.2.{session-1id} 1 1 \

1.3.6.1.4.1.2076.81.3.7.1.2.{session-id}.{ifindex-source} i {add(1l),
delete (2)} \

1.3.6.1.4.1.2076.81.3.7.1.3.{session-id}.{ifindex-source} i {rx{1l}, tx{2},
both{3}} \

1.3.6.1.4.1.2076.81.3.9.1.2.{session-id}.{ifindex-destation} i {add(l),
delete(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy (6) }

Mpumep 3epKanuposaHua Tpadpuka c uHtepdeiicos GigabitEthernet 0/5-6 Ha nHTepdeiic
GigabitEthernet 0/10

Komaunzma CLT:

monitor session 2 source interface GigabitEthernet 0/5 both
monitor session 2 source interface GigabitEthernet 0/6 both
monitor session 2 destination interface GigabitEthernet 0/10

Komarzma SNMP:
snmpset -v2c -c private
1.3.6.1.4.1.2076.81.3.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
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NapameTp session-id moxkeT 6bITb YMCAOM B AnanasoHe 1-4.

Hacmpolika 3epkanuposaHus eo VLAN

MIB: fsiss.mib

Ucnonb3ayembie Tabnanupi: issMirror — 1.3.6.1.4.1.2076.81.3,
issMirrorCtrlExtnTable — 1.3.6.1.4.1.2076.81.3.6,
issMirrorCtrlExtnSrcTable — 1.3.6.1.4.1.2076.81.3.7,
issMirrorCtrlExtnDestinationTable — 1.3.6.1.4.1.2076.81.3.9
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snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.3.1.0 1 {disable(l), enable(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy(6)} \

1.3.6.1.4.1.2076.81.3.6.1.2.{session-1d} 1 1 \

1.3.6.1.4.1.2076.81.3.6.1.3.{session-id} i {source-vlan(l), destination-
vlan(2), disabled(3)} \

1.3.6.1.4.1.2076.81.3.6.1.4.{session-1d} 1 {vlan} \

1.3.6.1.4.1.2076.81.3.7.1.2.{session-id}.{ifindex-source} i {add(1l),
delete(2)} \

1.3.6.1.4.1.2076.81.3.7.1.3.{session-id}.{ifindex-source} i {rx{1l}, tx{2},
both (3)} \

1.3.6.1.4.1.2076.81.3.9.1.2.{session-id}.{ifindex-destination} i {add(1l),
delete(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy(6) }

Mpumep 3epkannposanua Tpadpuka ¢ uHtepdeiica GigabitEthernet 0/5 Ha uHTepdeiic GigabitEthernet
0/10 Bo vlan 100

Komannpa
monitor
monitor
monitor

Komaunmpa
snmpset

1.3.6.1.

[ SN S SRR SR SR
WwWwWwwwwww
NN OO O O

[ SN S SRR SR SR
e e e e e e

CLI:

session 2 source interface GigabitEthernet 0/5 both
session 2 destination interface GigabitEthernet 0/10
session 2 destination remote vlan 100

SNMP:
-v2c -c private
.1.2076.81.3.1.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
.2076.81.
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MapamerTp session-id moxkeT 6bITb UNC/IOM B AnanasoHe 1-4.
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14 ®YHKUMUU OUATHOCTUKUN PUSUYECKOIO YPOBHA

14.1 fuazHocmuka medHoz20 Kabens

3anyck duazHocmuKku medHoz2o Kabesns

MIB: ELTEX-PHY-MIB.mib

Ucnonbayembie Tabnnupl: riPhyTestSetTable — 1.3.6.1.4.1.35265.52.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.1.1.1.{ifIndex} 1 1

Mpumep 3anycka guarHoCTMKK ¢ nopta GigabitEthernet 0/12

Komanpma CLI:
test cable-diagnostics GigabitEthernet 0/12

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.1.1.1.12 i 1

MoHUmMopuHa cocmosHUa 0ua2HOCMUKU MedHo20 Kabens

MIB: ELTEX-PHY-MIB.mib

Ucnonb3syemble Tabauupbi: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.2.{ifIndex}

Mpumep 3anycka NPocMoTpa COCTOAHUA AUArHOCTMKMK Ha nopTy GigabitEthernet 0/12

Komanpma CLI:
test cable-diagnostics GigabitEthernet 0/12

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.2.12

/ Bo3moicHbI cedyrowjue 3Ha4YeHus:

1 — MNopT He aKTUBEH;

2 — [lnarHocTMKa npoBeAeHa yCneLwHo;
3 — [AMarHOCTUKa He 3aKOHYEHa;

4 — He noapaeprknBaeTcs;

5 — He ypanocb 3anyctutb;

6 — [lnarHocTMKa npepBaHa;

7 — OwKnbKa AUArHoCTUKM.

[Mpocmomp damel dua2HOCMUKU MedHo20 Kabensa

MIB: ELTEX-PHY-MIB.mib

Ucnonb3syembie Tabnnupli: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.5.{ifIndex}
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Mpumep npocmoTpa gaTtbl ANArHOCTMKK Ha NopTy GigabitEthernet 0/12

Komanpma CLI:
test cable-diagnostics GigabitEthernet 0/12

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.5.12

N3mepeHue 0auHbI nap

MIB: ELTEX-PHY-MIB.mib

Ucnonblyemble Tabnuupi: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.{ifindex}.{T™un napameTpa}

Mpumep npocmoTpa gavHbI napbl A Ha nopty GigabitEthernet 0/12

Komanma CLI:
test cable-diagnostics GigabitEthernet 0/12

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.12.17

/ Bo3MmMO3i#cHbI ciedyroujue murel Napamempos:

17 — OnvHa napbl A;
18 — AnmHa napobl B;
19 — AnvHa napsi C;
20 — AnuHa napbi D.

lpocmomp UHopMayUU 0 KOPOMKOM 3AMbIKAHUU M0 Napam

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabnuupi: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.{ifindex}.{Tmun napameTpa}

Mpumep npocmoTpa MHopmauumn o 3ambiKaHUM Ha nape A 3a noptom GigabitEthernet 0/12

Komanpma CLI:
test cable-diagnostics GigabitEthernet 0/12

Komanma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.12.1

/ Tunel napamempos:

1 —napaA;
2 — napa B;
3 —napaC;
4 — napaD.

Bo3MOXHbI cnegylowme sHaYeHUA:

0 — 3amblKaHue nNapbl OTCYTCTBYET;
1 — 3ambikaHue napbl.
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[Mpocmomp uHgopmMmayuu o paspsiee No nNapam

MIB: ELTEX-PHY-MIB.mib

Ucnonb3syembie Tabnunupl: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.{ifindex}.{Tun napamerpa}

Mpumep npocmoTpa HbopmaLum o paspbise Ha nape A 3a noptom GigabitEthernet 0/12

Komarnma CLTI:
test cable-diagnostics GigabitEthernet 0/12

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.12.5

V Tune! napamempos:
' 5 — paspbiB napbl A;

6 — paspbiB napbl B;

7 — pa3pbis napobi D;

8 — paspbis napbi C.

BO3MOXHbl cCneayiowme 3HauYeHUA:

0 — PaspbiB Nnapbl OTCYTCTBYET;
1 — Pa3pbis napbil.

14.2 fluazHocmuka onmu4ecKko20 mpaHcusepa

CHamue nokasaHuti DDM

MIB: ELTEX-PHY-MIB.mib

Mcnonb3ayembie Tabnuupli: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.2.1.8.{ifindex}.{Tun napamerpa}l.l

Mpumep 3anpoca noKasaHUii TemnepaTypbl TPaHcMBepa ¢ uHTepdeiica GigabitEthernet 0/25

Komanpma CLI:
show fiber-ports optical-transceiver GigabitEthernet 0/25

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.2.1.8.25.1.1

/ Tun napamempa moxcem npUHUMams caedyrowue 3Ha4YeHUus:

1 — temnepartypa SFP TpaHcusepa;

2 — HanpAXeHue nuTaHuAa B B;

3 — TOK NUTaHKUA B MA;

4 — ypoBeHb MOLLLHOCTU Ha nepegaye B Abm;
5 — yposeHb MOLWHOCTU HA Npueme B Abm.
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Bbiso0d uHgpopmayuu noag Type connector

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabauupi: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.1.{ifindex}

Mpumep npocmoTpa type connector TpaHcueepa ¢ uHtepdeiica GigabitEthernet 0/25

Komanpma CLI:
show fiber-ports optical-transceiver GigabitEthernet 0/25

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.1.25

/ Moxcem npuHumame cnedyroujue 3Ha4eHusa:

0 — unknown;
1—sc;

7 —Ic;

11 — optical-pigtail;
255 — vendorspec.

Bbi800d uHhopmayuu 0 mune mpaHcusepa

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabauupi: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.2.{ifindex}

Mpumep npocmoTpa TMNa TpaHcueepa ¢ HTepdeiica GigabitEthernet 0/25

Komannma CLI:
show fiber-ports optical-transceiver GigabitEthernet 0/25

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.2.25

/ Mo cem npuHuMmame caedyroujue 3Ha4eHuA:

0 — unknown;

1 — gbic;

2 — sff;

3 — sfp-sfpplus;
255 — vendorspec.

[pocmomp duamempa 80A0KHA

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabauupi: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.7.{ifindex}
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Mpumep npocmoTpa gruameTpa BoJIOKHa ¢ uHTepdeiica GigabitEthernet 0/25

Komannma CLTI:
show fiber-ports optical-transceiver GigabitEthernet 0/25

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.7.25

’; Moxycem npuHumame ciedyroujue 3Ha4eHus:

1 — fiber9;

2 — fiber50;
3 — fiber625;
4 — cooper;

65535 — unknown.

[Ipocmomp xapakmepucmuK mpaHcusepa

MIB: ELTEX-PHY-MIB.mib

Ucnonb3ayemble Tabnuupl: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.{Tun napamerpa}.{ifindex}

Mpumep npocmoTpa NnpoussoauTens TpaHcusepa ¢ uHtepdeliica GigabitEthernet 0/25

Komannma CLI:
show fiber-ports optical-transceiver GigabitEthernet 0/25

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.5.25

/: Tun napamempa Mmoxcem npuHUMame cnedyroujue 3Ha4eHusa:

3 — Crangapr Ethernet;

4 — [lnvHa BO/MIHbI NepeaaTynKa;

5 — lNpoussogurenn;

6 — CepuiiHblii Homep;

8 — [lanbHOCTb B MeTpax;

9 — Noapep:kka DDM (True(1), False(2));
10 — UHBEHTapHbIW HOMep;

11 — PeBusus.
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15 S/EKTPONUTAHUE NO IMHUAM ETHERNET (POE)

Mpocmomp nompebagemoll/HoMuHanAbHOU MowHocmu PoE

MIB: rfc3621.mib

Ucnonbayemble Tabanupi: pethMainPseEntry — 1.3.6.1.2.1.105.1.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.3.1.1.{nominal(2), consumed(4)}.{unit}

MNpumep npocmoTpa NoTpebasemoit MOLLHOCTU

Komarnma CLI:
show power detail

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

OmknroyeHue Power over Ethernet Ha nopmy

MIB: rfc3621.mib

Ucnonbayemble Tabauupi: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} i {auto(l), never(2)}

Mpumep oTKnoueHna PoE Ha nopTy GigabitEthernet 0/2

Komaunnma CLI:
interface GigabitEthernet 0/2
power inline never

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.2 1 2

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 135



HELTEX

16 ®YHKUWNU OBECNEYEHUA BE3ONACHOCTU

16.1 PPPoOE Intermediate-agent

/| Ana pabotbl dyHKUMOHaNa TpebyeTca HacTPoiKa AoBepeHHbIx nopTtos (n.14.1-14.2).

[nobasnbHbie HacmpolKu PPPoE-IA

MIB: fspia.mib, ELTEX-MES-ISS-PPPOE-MIB.mib

Ucnonb3ayembie Tabnnupli: fsPIASnpSystem — 1.3.6.1.4.1.29601.2.9.1,
eltMeslssPppoeGlobals — 1.3.6.1.4.1.35265.1.139.2.1.1

BKratouyeHue/sbikaoueHue modysis ¢ 8biIc8060MHAEHUEM NAMAMU:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.1.0 1 {no shutdown(l) | shutdown (2)}

BKntouyeHue/sbikA04eHUe hyHKYUU pppoe passthrough:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.2.1.1.1.0 i {enable(l) | disable(2)}

BKntoyeHue/sbiKA04YeHUe hyHKUUU 2106a6HO:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.2.0 1 {enabled(l) | disabled(2)}

Hacmpoliika maiimayma 0nsa ceccudli:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.4.0 1 {timeout}

Mpumep BrkAoueHUa PPPOE-IA rno6anbHO U HacTpoiiku TaiimayTa ceccuii 300 ceKyHA,

Komaunzma CLT:
pppoe-ia snooping

Komarnnma SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.29601.2.9.1.2.0 1 1 \
1.3.6.1.4.1.29601.2.9.1.4.0 1 300

Hacmpoliku PPPoE-IA 8 I12Vian

MIB: fspia.mib
Ucnonb3ayemblie Tabnuupli: fsPIASnpVian — 1.3.6.1.4.1.29601.2.9.2

BkntoyeHune/sbikntoveHmne PPPoE-IA B 12vlan:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.2.1.1.15.0.{vlan-id} 1 {create and go(4) | destroy(6)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.2.1.1.3.0.{vlan-id} i {enabled(l) | disabled(2))}
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MpocmoTp ctatucTMkn PPPOE-IA B [2vlan:

MpuHaTble PADI:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHaTble PADO:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHAaTble PADR:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHAaTble PADS:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHAaTble PADT:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MNepepaHHble ppenmbl:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MepenaHHble generic error ppenmbl:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

OT6potLueHHble PADO/PADS ¢dpeiimbl

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

<IP

address> \

.{vlan-id}

address> \

.{vlan-id}

address> \

.{vlan-id}

address> \

.{vlan-id}

address> \

.{vlan-id}

address> \

.{vlan-id}

address> \

10.0.{vlan-id}

Ha HeOBEPEHHOM NHTepdeice:

<IP

address> \

11.0.{vlan-id}

Ot6potueHHble PADI/PADR ¢peitmbl Ha AoBeEpeHHOM UHTepdelice:

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.2.1.1.12.0.{vlan-id}

OTbpoLlleHHble ppenmsl :

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.2.1.1.13.0.{vlan-id}

Ounctutb cTaTUCTUKY PPPOE-IA B [2vlan:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.2.1.1.14.0.{vlan-id} 1 1
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Mpumep BkAoueHus PPPoE-IA B vlian 1

Komannma CLTI:
vlian 1
pppoe-ia snooping

Komarnzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.9.2.1.1.15.0.1 1 4 \
1.3.6.1.4.1.29601.2.9.2.1.1.3.0.1 i 1

Paboma c mabauyel cecculi PPPoE-I1A

MIB: fspia.mib

Ucnonb3ayembie Tabnuupl: fsPIASnpSessionTable — 1.3.6.1.4.1.29601.2.9.1.5
snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.5.1.{interface (3), session-id(4)}.{vlan-id}. {mac-

address}

Mpumep npocmoTtpa nHpopmauum o ceccumn PPPoE-IA B vlan 1 c MAC-agpecom 50:3e:aa:03:23:ef

Komaunzma CLT:
show pppoe intermediate-agent session

Komanzma SNMP:
snmpget -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.9.1.5.1.3.1.80.62.170.3.35.239 \

16.2 ®yHkyuu obecnevyeHus 3auumsi NOPMoO8

[pocmomp cocmosAHusa port-security

MIB: fsipdb.mib
Ucnonb3ayembie Tabnunupi: fsipDdSrcGuardConfigTable — 1.3.6.1.4.1.29601.2.2.5.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.5.1.1.2

Mpumep npocmoTpa cocToAHUA port-security

Komanpma CLI:
show port-security

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.5.1.1.2

BkrntoyeHue/sbikno4eHue protected port Ha uHmepgelice

MIB: AricentMIVlan-MIB

Ucnonb3ayembie Tabnunupl: fsMIDotlgFutureVian — 1.3.6.1.4.1.2076.120.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.120.1.3.1.6.{ifindex} i {true(l), false(2)}
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Mpumep BraoueHus protected port Ha uHTepdeiice GigabitEthernet 0/5

Komanpma CLI:
switchport protected

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.6.5 1 1

Bkaro4yeHue/sbiknoYeHue port-isolation Ha uHmepdgelice

MIB: fsiss.mib

Ucnonbayemble Tabnuupi: issPortlsolationTable — 1.3.6.1.4.1.2076.81.2.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.2.3.1.5.{ifindex}.0.{ifindex} i {Createandgo(4),

destroy (6) }

Mpumep BKAoUeHUs port-isolation unrepdeiice GigabitEthernet 0/2

Komanma CLI:
Interface GigabitEthernet 0/2
port-isolation add GigabitEthernet 0/5

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.3.1.5.2.0.5 1 4

-
V‘ [OnAa ypaneHna HacTpoMKM He06X04MMO BbICTaBUTb 3HaueHue 6.

[Mpocmomp MAC-mabauybl

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabanupi: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Mpumep

Komanma CLI:
show mac address-table

Komanma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co30aHue cmamu4ecKoll npusa3Ku 8 arp-mabauye

MIB: RFC1213-MIB

Ucnonbayemble Tabamupi: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{index-13}.{IP address} x {“MAC address"“}
1.3.6.1.2.1.4.22.1.4.{index-13}.{IP address} i 4
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Mpumep npusasKku ip 192.168.1.21 n MAC aa:bb:cc:dd:ee:ff k vlan 1

Komannma CLTI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.73.192.168.1.21 x "aabbccddeeff"™ \
1.3.6.1.2.1.4.22.1.4.73.192.168.1.21 1 4

V 1. OnAa yaaneHns npmueAsKu Heobxoaumo 8 none 1.3.6.1.2.1.4.22.1.4 npuceoutb
3HaueHue 2.

2. IP-appec ycTpoiictea u IP-agpec co3aaBaemoit CTaTMYeCKOoi 3anucK B arp-tabauue
AOJIXHbI HAXOAUTLCA B O4HOM NOACETH.

Mpocmomp arp-mabauysi

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3zyemble Tabauubl: pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2,
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-Tabanybl

Komanpma CLI:
show arp

Komarnzma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HaueHue Tabauubl pNetToMediaPhysAddress oto6pakaet IP-agpec u MAC-agpec vian.

2. 3HauyeHue Tabaunupbl dotlqTpFdbEntry oto6parkaer cratyc u uaeHTMPUKaLMOHHbIA HOMEpP
nopTa, C KOTOPOro AOCTYNHO YCTPOMCTBO.

BKaroyume pyHKUUO 3aWiumesl HaO UHmMepgelice port-security

MIB: ELTEX-MES-ISS-VLAN-MIB

Ucnonb3syemblie Tabnunupl: eltMeslssVlanPortSecurityStatus — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.3.{ifindex} 1 {true(l), false(2)}

Mpumep HacTpoiiku port-security Ha GigabitEthernet 0/1

Komanma CLTI:
switchport port-security enable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.3.1 11
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Hacmpoume pexcum port-security

MIB: ELTEX-MES-ISS-VLAN-MIB

Ucnonbayemble Tabauupi: eltMeslssVlanPortSecurityMode — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.4
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.4.{ifindex} i {max-addresses (1), lock(2),
secure-permanent (3), secure-delete-on-reset (4) }

Mpumep HacTpoiku port-security mode max-addresses Ha GigabitEthernet 0/1

Komanpma CLI:
switchport port-security mode max-addresses

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.4.1 1 1

3adameb Konuyecmeo mac-adpecos, KOmopoe Moxcem Uu3y4yums nopm

MIB: ELTEX-MES-ISS-VLAN-MIB

Ucnonbayemble Tabauybi: eltMeslssVlanPortSecurityMacLimit — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.2.{ifindex} u {max mac addresses}

Mpumep HacTpoiikm orpaHmyeHus B 10 mac-agpecos Ha GigabitEthernet 0/25

Komarnnma CLI:

switchport port-security mac-limit 10
Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.2.25 u 10

16.3 Kovmponae npomokona DHCP

BkrntoyeHue/sbikntoyeHue DHCP/DHCPv6 snooping 2106as16HO

MIB: fsdhcsnp.mib

Ucnonbayemble Tabamupi: ifMainTable — 1.3.6.1.4.1.29601.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.3.1.{dhcpv4(1l)| dhcpv6(3)}.0 i {enable(l)| disabled(2)}

Mpumep BkAtoueHnsa DHCPv6 snooping rnob6anbHoO

Komanpma CLI:
ip dhcpv6 snooping

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.3.1.3.0 1 1
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BkntoveHue/sbikaoyeHue DHCP/DHCPv6 snooping 6 I2vian

MIB: fsdhcsnp.mib

Ucnonb3syemblie Tabnuupl: ifMainTable — 1.3.6.1.4.1.29601.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.3.2.1.1.15.{v1lan-id} i {Active(l)| Create and wait (5) |
Destroy(6)} \

1.3.6.1.4.1.29601.2.3.2.1.1.15.{vlan-1id} i {Active(l)| Create and wait (5) |
Destroy(6)} \

1.3.6.1.4.1.29601.2.3.2.1.1.{dhcpv4(2)| dhcpv6(1l6)}.{vlian-id} i {enable(1l) |
disable (2)}

Mpumep BKkAoYeHna DHCPv6 snooping B vlan 5

Komanpma CLI:
vlan 5
ip dhcpv6 snooping

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.3.2.1.1.15.5 1 5 \
1.3.6.1.4.1.29601.2.3.2.1.1.15.5 1 1 \
1.3.6.1.4.1.29601.2.3.2.1.1.16.5 1 1

Co3zdaHue/ydaneHue cmamu4eckol 3anucu 8 mabauye DHCP snooping

MIB: fsipdb.mib

Ucnonb3syembie Tabnnupi: fslpDbStaticBindingTable — 1.3.6.1.4.1.29601.2.2.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.6.<vlan_id>.<MAC-address B DEC> i {createAndWait (5),
destroy (6) }

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.3.<vlan id>.<MAC-address B DEC>
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.4.<vlan id>.<MAC-address B DEC>
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.5.<vlan id>.<MAC-address B DEC>
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.6.<vlan id>.<MAC-address B DEC>

Q

{IP address}

{ifindex}

[

Q

{IP address}

{active (1)}

-

Mpumep co3aaHua ctaTuyeckoi 3anucu B Tabnunue DHCP snooping

Komanpma CLI:
ip source binding 5C:5A:47:A5:E3:6B vlan 2 192.168.1.103 interface
gigabitethernet 0/2 gateway 192.168.1.3

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.6.2.92.90.71.165.227.107 1 5

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.3.2.92.90.71.165.227.107 a 192.168.1.103
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.4.2.92.90.71.165.227.107 1 2

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.5.2.92.90.71.165.227.107 a 192.168.1.3
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.6.2.92.90.71.165.227.107 1 1
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Mpumep ypaneHns crtatuuecKkoim 3anucu B Tabaumue DHCP snooping

Komarma CLI:
no ip source binding 5C:5A:47:A5:E3:6B vlan 2

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.6.2.92.90.71.165.227.107 1 6

BK/HO‘*I@HU@/BbIKﬂiO"IEHue IP-source Guard Ha uHmepdgelice

MIB: fsipdb.mib

Ucnonbayemble Tabamupi: fslpDdSrcGuardConfigTable — 1.3.6.1.4.1.29601.2.2.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.5.1.1.2.{ifindex} i {disable(l) | enable(3)}

Mpumep BraoueHus IP-source Guard Ha uHTepdeiice GigabitEthernet 0/5

Komanma CLI:
ip verify source port-security

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.5.1.1.2.5 1 3

BkrntoyeHue/sbikntoyeHue IP-source Guard 8 L2VLAN

MIB: ELTEX-MES-ISS-IPDB-MIB.mib
Ucnonb3yembie Tabanubi: eltMeslsslpDbSrcGuardVlanEntry — 1.3.6.1.4.1.35265.1.139.9.1.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.9.1.1.3.1.{IPv4(2), IPv6(3)}.{vlan-id} 1 {enable(l) |
disable(2)}

Mpumep BKkAtoueHus IP-source Guard Bo Vlan5

Komanma CLI:
ip verify source port-security

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.9.1.1.3.1.2.5 1 1

BknoyeHue/sbiknrodeHue ARP Inspection

MIB: fsipdb.mib
Ucnonbayemble Tabauupi: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.1.0 i {enable(l)]| disable(2)}

Npumep BrAtoueHus ARP Inspection

Komanma CLI:
ip arp inspection enable

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.1.0 i 1
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Hacmpolika dosepeHHO20 uHmMepdgelica

MIB: fscfa.mib

Ucnonb3syemble Tabnanupl: ifMainTable — 1.3.6.1.4.1.2076.27.1.4, ifMainExtTable —
1.3.6.1.4.1.2076.27.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.15.{ifindex} i {uplink(l)| downlink(2)}
1.3.6.1.4.1.2076.27.1.12.1.11.{ifindex} i {untrusted(0)| trusted(

Mpumep HacTpoliku nntepdeiica GigabitEthernet 0/2 B cnucok aoBepeHHbIX

Komannma CLI:

Interface gi 0/2

set port-role uplink
port-security-state trusted

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.15.2 1 1 \
1.3.6.1.4.1.2076.27.1.12.1.11.2 1 1

[Mpocmomp dosepeHHbIXx UHMepgelicos

MIB: fscfa.mib

Ucnonb3zyemble Tabauubl: ifMainTable — 1.3.6.1.4.1.2076.27.1.4,
ifMainExtTable — 1.3.6.1.4.1.2076.27.1.12

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.27.1.4.1.15 \
1.3.6.1.4.1.2076.27.1.12.1.11

Mpumep npocmoTpa poau NOPTOB

Komannma CLI:
show interfaces port-role
show interfaces port-security-state

Komanzma SNMP:

snmpwalk -v2c -c¢ public 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.15 \
1.3.6.1.4.1.2076.27.1.12.1.11

16.4 lposepka NoGAUHHOCMU KaAueHma Ha ocHoee nopma (802.1x)

BKaroueHue U 8bikaroyeHuUa mooyna 802.1x

MIB: fsPnac.mib

Ucnonb3ayembie Tabnnupi: fsPnacPaeSystem — 1.3.6.1.4.1.2076.64.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.64.1.1.0 1 {start(l)]| shutdown(2)}

Mpumep BKAOYeHUA moayna 802.1x

Komangma CLI:
no shutdown dotlx
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Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.1.0 1 1

YemaHoska B/1 0na aymeHmuguxkauyuu 802.1x

MIB: fsPnac.mib

Ucnonbayemble Tabauupi: fsPnacPaeSystem — 1.3.6.1.4.1.2076.64.1.3.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.64.1.3.0 1 {remoteServer(l) | localServer(2)}

Mpumep ycraHoBku B ana ayreHTUPuKaumm 802.1x

Komanpma CLI:
aaa authentication dotlx default group radius

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.3.0 1 1

BraroyeHue aymeHmugukayuu 802.1x Ha KOMMymamope

MIB: StdPnac.mib

Ucnonbayemble Tabamupbl: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 i {enabled(l), disabled(2)}

Mpumep BrAoYeHUA 802.1x

Komaunzma CLI:
dotlx system-auth-control

Komarnnma SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 i 1

BKaroueHue nepuoduyeckoli nosmopHol rnposepKu nodauHHocmu (nepeaymeHmugukayuu)
KaueHma

MIB: StdPnac.mib

Ucnonbsyemble Tabamupl: dot1xAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAKOUYEHUA NEPUOAUYECKO NMOBTOPHOI NPOBEPKU MOAJIMHHOCTU KAUMEHTa Ha UHTepdeiice
GigabitEthernet 0/2

Komanpma CLT:
interface GigabitEthernet 0/2
dotlx reauthentication

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.2 1 1
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YemaHoska nepuoda Mmexoy nosmopHbLIMU NposepKamu nodauHHocmu

MIB: StdPnac.mib

Ucnonb3syembie Tabnnupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size (300-4294967295)}

Mpumep yctaHoBKM nepuoga B 300 cek MeXKay NOBTOPHbIMU NpoOBepKamu Ha UHTepdeice
GigabitEthernet 0/2

Komarnma CLTI:
interface GigabitEthernet 0/2
dotlx timeout reauth-period 300

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.2 u 300

Hacmpolika pexcumos aymeHmugukayuu 802.1x Ha uHmepagelice

MIB: StdPnac.mib

Ucnonbayembie Tabnmupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} 1 {force-Unauthorized(l), auto(2), force-
Authorized (3) }

Mpumep HacTpoiikm ayTeHTUGMKaumm 802.1x B pexkume auto Ha uHtepdeice GigabitEthernet 0/2

Komaunzma CLT:
interface GigabitEthernet 0/2
dotlx port-control auto

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.2 1 2

YnpasneHue pexcumom nosvzosameneli 802.1x Ha uHmMepgelice

MIB: fsPnac.mib

Ucnonb3ayembie Tabnunupl: fsPnacPaePortTable — 1.3.6.1.4.1.2076.64.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.64.1.5.1.2.{ifindex} i {portBased(l) | macBased(2)}

Mpumep ynpasneHus pexxumom nonb3osateneit 802.1x Ha uHTepdeiice

Komanma CLI:
int gi 0/2
dotlx host-mode multi-session

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.5.1.2.2 1 2
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YnpasneHue pexcumom port-control 802.1x Ha uHmMepgelice

MIB: StdPnac.mib

Ucnonbayemble Tabanupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifindex} i {forceUnauthorized (1) | auto (2)
| forceAuthorized (3)}

Mpumep ynpasneHusa pexxumom port-control 802.1x Ha uHTepdeiice

Komarnma CLI:
int gi 0/13
dotlx port-control auto

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.13 1 2

YcmaHoska napamempa reauth-max

MIB: fsPnac.mib

Ucnonblyemble Tabaunubl: fsPnacPaePortTable — 1.3.6.1.4.1.2076.64.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.64.1.5.1.9.{ifindex} u {re-auth-max (1-10)}

Mpumep ycTaHOBKKM napameTpa reauth-max

Komanma CLI:
int gi 0/2
dotlx reauth-max 10

Komarnzma SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.5.1.9.2 u 10

UHuYyuaausayug noodkar4YeHUa Ha UHmepgelice

MIB: StdPnac.mib

Ucnonbsyemble Tabamubl: dotlxPaePortTable — 1.0.8802.1.1.1.1.1.2

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.2.1.4.{ifindex} 1 {true(l) | false(2)}

Mpumep MHULMANU3ALNKM NOAKNIOUYEHUA HA UHTepdeiice

Komanma CLI:
dotlx initialize interface gi 0/2

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.2.1.4.2 i 1

PyyHaa peaymeHmMuguUKayusa noasv3osamessa Ha UHmepgeltice

MIB: StdPnac.mib
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Ucnonb3ayemble Tabnunupl: dotlxPaePortTable — 1.0.8802.1.1.1.1.1.2

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.2.1.5.{ifindex} 1 {true(l) | false(2)}

Mpumep pyuHoii peayTeHTUGUKALUMN NONb30OBATENA HA MHTepdeiice

Komarnma CLTI:
dotlx re-authenticate interface gi 0/2

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.2.1.5.2 1 1

YemaHoska matlimepos 802.1x Ha uHmepgelice

MIB: StdPnac.mib

Ucnonb3syembie Tabnunupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.{QuietPeriod(7) |

AuthTxPeriod (8) | SuppTimeout (9) | ServerTimeout (10) [ MaxReqg (11l) |AuthPeriod (12) }. {1
findex} u {period}

Mpumep ycTaHOBKMU Talimepa quiet-period Ha uHTepdeiice

Komannma CLI:
int gi 0/2
dotlx timeout quiet-period 40

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.7.2 u 40

BKarouyeHuUe asmomamuyecKkol peaymeHmuguKkayuu Ha uHmepaelice

MIB: StdPnac.mib

Mcnonb3ayembie Tabnunupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.2 1 1

Mpumep BKAIOUEHUA aBTOMATUYECKOM peayTeHTMdUKaUUM Ha nHTepdelice

Komanma CLI:
int gi 0/2
dotlx reauthentication

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.2 i 1

YnpasneHue control-direction

MIB: StdPnac.mib

Ucnonb3ayembie Tabnunupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.3.{ifindex} 1 {both(0) | in(1l)}
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Mpumep ynpasneHusa control-direction

Komangma CLI:
int gi 0/2
dotlx control-direction in

Komarnnma SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.3.2 1 1

pocmomp KaueHmMcKux 0aHHbix 802.1x

MIB: StdPnac.mib

Ucnonbayemble Tabnuupbl: dot1xAuthSessionStatsTable — 1.0.8802.1.1.1.1.2.4

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.4

Mpumep KOMaHA ANA NPOCMOTPA KNIMEHTCKUX AaHHbIX 802.1x

Komangma CLI:
show dotlx mac-statistics

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.4

16.5 KoHmponb wupoKoeewamenbHo20 wmopma (storm-control)

Hacmpolika eduHuy usmepeHus 02paHuUYeHUs WUpoKosew,amenbHo20 mpaguxka

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbsyembie Tabnunupi: eltMeslssAclRateControl — 1.3.6.1.4.1.35265.1.139.1.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.2.0 1 {pps(l), kbps(2)}

Mpumep BKAIOUEHUA U3MEPEHUA LUIMPOKOBeLLaTeNbHOro TpaduKa B pexxum kbps

Komanma CLT:
storm-control mode kbps

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.2.0 1 2

Hacmpolika oepaHu4yeHuUa mpaguka e kbps

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1. {unknown unicast(l), broadcast(2),
multicast(3)}.{ifindex} i {0-4194272}

Mpumep HacTpoiKku orpaHuueHna multicast tpadpuka go 16kbps Ha unutepdeiice GigaibitEthernet 0/2

Komanpma CLI:
interface GigabitEthernet 0/2
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storm-control multicast level kbps 16

Komannma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.3.2 1 16

V OrpaHuumMBaTb TPadUK BO3MOKHO ¢ warom B 16 kbps.

Hacmpolika oepaHu4eHUs mpaguKa 8 pps

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1.{unknown unicast(4), broadcast(5),
multicast(6)}.{ifindex} i {0-262142}

Mpumep HacTpoiiku orpaHnueHua multicast-rpadpuka ao 1pps Ha uHtepdelice GigabitEthernet 0/2

Komannma CLI:
interface GigabitEthernet 0/2
storm-control multicast level pps 1

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.6.2 1 1

Hacmpolika delicmesuli npu npessiweHuU AUMUmos mpagukxa

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonb3ayembie Tabnunupl: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1.{unknown unicast(8), broadcast (9),
multicast (10)}.{ifindex} i {none(0), trap(l), shutdown (3)}

Mpumep HacTPOWKM AEWCTBMA nNpu npusbllueHMn naummuta multicast-tpapuka Ha uHTepdeiice
GigabitEthernet 0/2

Komangma CLI:
interface GigabitEthernet 0/2
storm-control multicast action shutdown

Komaunma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.10.2 1 3

16.6 KoHmponb npomokona ARP (ARP Inspection)

BKﬂiO"IEHUB/SbIKﬂ}O‘{eHue arp inspection Ha ycmpotcmee

MIB: ARICENT-IPDB-MIB

Ucnonb3ayembie Tabnunupi: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6
fslpArplnsVlanTable — 1.3.6.1.4.1.29601.2.2.6.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.1.0 1 {enabled(l) | disabled(2)}
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Mpumep BKALOUYEHUA arp inspection rnobanbHo

Komanpma CLI:
ip arp inspection enable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.1.0 1 1

Mpumep BbIKAOYEHUA arp inspection rnob6anbHo

Komanpma CLI:
ip arp inspection enable

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.29601.2.2.6.1.0 1 2

BkrtoyeHue/sbikaro4eHue arp inspection eo VLAN

MIB: ARICENT-IPDB-MIB

Ucnonbayemble Tabauupi: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6
fslpArplnsVlanTable — 1.3.6.1.4.1.29601.2.2.6.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.9.1.9.{vlan_id} i {create and go(4)| destroy(6)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.9.1.2.{vlan_id} i {enabled(l) | disabled(2)}

Mpumep BKAoUeHUn arp inspection Bo VLAN 100

Komannma CLI:
ip arp inspection vlan 100

Komarnzma SNMP:

snmpset -v2c -c private 10.10.10.1
\1.3.6.1.4.1.29601.2.2.6.9.1.9.100 1 4
snmpset -v2c -c private 10.10.10.1
\N1.3.6.1.4.1.29601.2.2.6.9.1.2.100 1 1

Mpumep BbIKAOUYEHUA arp inspection Bo VLAN 100

Komanma CLI:
no ip arp inspection wvlan 100

Komarnnma SNMP:
snmpset -v2c -c private 10.10.10.1 \
1.3.6.1.4.1.29601.2.2.6.9.1.9.100 1 6

BkrtoyeHue/sbikntodeHue arp inspection validate

MIB: ARICENT-IPDB-MIB

Ucnonbayemble Tabauupi: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6

snmpset -v2c -c¢ <community> <IP address> \

1.3.6.1.4.1.29601.2.2.6.2.0 x {disable(00) | dstmac(02) | dstmac-ipaddr (06) |
ipaddr (04) | srcmac(01l) | srcmac-dstmac(03) | srcmac-dstmac-ipaddr (07) |
srcmac-ipaddr (05) }
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Mpumep BKAOUYEHUA arp inspection validate

Komannma CLTI:
ip arp inspection validate srcmac-dstmac-ipaddr

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.2.0 x 07

Mpumep BbiKALOUYEHUA arp inspection validate

Komanpma CLI:
Interface gi 0/11
no ip arp inspection validate

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.2.0 x 00

16.7 Hacmpolika ¢pyHkyuu MAC Address Notification

Paspewums/3anpemumes pecucmpayuto cobbimuli dobasaeHusa u yoaneHua MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syemble Tabanybl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.1.0 1 {true(l), false(2)}

Mpumep paspelueHnna peructpaumm cobbiTnii pobasneHuna n yaaneina MAC-agpecos

Komannma CLI:
mac-address-table notification change

Komarnzma SNMP:
snmpset -v2c¢ -c¢ public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.1.0 1 1

Hacmpoumb MakcumasnsHbIl npoMexymok epemeHu mexcdy omnpaskamu SNMP-yesedomneHuli

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syemble Tabnuupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.2.0 u (0-604800)

Mpumep HacTPOIKKU NpomeKyTKa BpemeHu B 30 ceKyHA,

Komannma CLI:
mac-address-table notification change interval 30

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.2.0 u 30
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Hacmpolika MmakcumanbHo20 Koaudyecmaa cobbimuli 06 usmeHeHUU cocmoaHua mabauysl MAC-
aopecos, Komopoe CoxXpaHaemca 8 ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabamupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.7.0 u (0-604800)

Mpumep HaCTPOMKM MAKCUMAJIbHOrO KonmyecTBa cobbituii B 300 3anuceid

Komanpma CLI:
mac-address-table notification change history 300

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.7.0 u 300

Bk/1o4umes/8bikaA04UMb 0MIpasKy mparnos 8 syslog o cobbimusax usyyeHusa unu yoaneHus MAC-
adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabanubl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.5.0 i {true(l), false(2)}

Mpumep BKAOYEHUA OTNPABKMU TPaNos

Komannma CLI:
logging events mac-address-table change

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.5.0 i 1

Banowumb/ebleoqumb Ha uHmepdgelice omnpasky snmp-mpanos 06 usyyeHuu MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbsyemble Tabanupl: cmnlfConfigTable — 1.3.6.1.4.1.9.9.215.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.2.1.1.1.{ifIndex} i {true(l), false(2)}

Mpumep BKAKOUEHUA OTNPABKK snmp-Tpanos Ha uHtepdeiice gi 0/6

Komarnnma CLI:

interface gigabitethernet 0/6
snmp trap mac-address-table change learnt
exit

KomarHnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.2.1.1.1.6 1 1
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Bknoyums/8bikar04ums Ha uHmepagetice omnpasKky snmp-mpanos 06 ydaneHuu MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3ayemblie Tabnuupl: cmnlfConfigTable — 1.3.6.1.4.1.9.9.215.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.2.1.1.2.{1ifIndex} i {true(l), false(2)}

Mpumep BKAOYEHUA OTNPABKU ShMp-TPanoB Ha uHTepdeiice gi 0/6

Komarnma CLTI:

interface gigabitethernet 0/6
snmp trap mac-address-table change removed
exit

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.2.1.1.2.6 i 1

Omobpasums sce ysedomaeHUA ob usmeHeHuu cocmoaHua MAC-adpecos, COXpPaHEHHbIX 8
ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syembie Tabnuupl: cmnHistoryTable — 1.3.6.1.4.1.9.9.215.1.1.8

Mpumep NpocmoTpa UCTOPUMN U3MEHeHUA cocToaHuA MAC-agpecos

Komanpma CLI:
show mac-address-table notification change history

Komaunzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.8

16.8 DCS

BkntoyeHue/sbikntoyeHue DCS 2106aa6HO 07189 omoesbHbIX TPOMOKOI08

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonb3ayemblie Tabnunupli: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.2.{protocol} i {true(l) | false(2)}

Mpumep BKAlOYEHUA NoacTaHOBKKM onuun 82 ana dhcp snooping

Komanpma CLI:
dcs information option dhcp enable

Komaunma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.2.1 i 1

V Protocol:
~¥ 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
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4 — dhcp-relay.

BkrtoyeHue/sbikao4eHue onuuu 8 omoesasHsix vian

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonbayemble Tabamupi: eltMeslssDcsVlaninfoOptTable — 1.3.6.1.4.1.35265.1.139.13.1.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.6.1.4.{vlan-id}.{protocol} i {create and go(4) |
destroy (6) }

1.3.6.1.4.1.35265.1.139.13.1.1.6.1.3.{vlan-id}.{protocol} i {True(l) | False(2)}

Mpumep BKAoueHUsa onuun 82 ana DHCP-relay 8 vian 10

Komanpma CLI:
vlan 10
dcs dcs information option dhcp-relay enable

Komarnma SNMP:

snmpset -v2c -c public 192.1
1.3.6.1.4.1.35265.1.139.13.1.
1.3.6.1.4.1.35265.1.139.13.1

/.  Protocol:
V 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

BKﬂI-O"leHUE/BbIKﬂI-O‘*IeHUG onyuu Ha omoenbHbIX UHMepdgelicax

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonbayemble Tabamupl: eltMeslssDcsPortinfoOptTable — 1.3.6.1.4.1.35265.1.139.13.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.5.1.2.{ifindex}.{protocol} i {True(l) | False(2)}

Mpumep BrkAoueHuns onuun 82 ana DHCP-relay Ha gi0/5

Komannma CLI:
Interface gi 0/5
dcs dcs information option dhcp-relay enable

Komaunnma SNMP:
snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.5.1.2.5.4 i 1

i  Protocol:
V 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.
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Bbibop popmama onyuu 018 agent-curcuit-id

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonb3syemble Tabnunupl: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.3.{protocol} i {trl0l(l) | user-defined(2)}

Mpumep cmeHbl popmata onumm 82 ana dhcp snooping Ha user-defined

Komannma CLI:
dcs agent-circuit-id suboption-type dhcpv4 user-defined

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.3.1 1 2

i  Protocol:
V 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

Mpumep cmeHbl popmata onumm 82 ana dhcp snooping Ha tr101

Komanpma CLI:
dcs agent-circuit-id suboption-type dhcpv4 tr-101

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.3.1 1 1

Hacmpolika access-node-id 0n8 pexcuma tr101

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbsyemble Tabnuubi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.2.{protocol} s {access-node-id}

Mpumep cmeHbl access-node-id ana dhcp snooping Ha 'eltex’

Komanpma CLI:
dcs agent-circuit-id format-type identifier-string "eltex"

Komaunma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.2.1 s "eltex"

V Protocol:
¥ 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.
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Hacmpolika gopmama onyuu tr101

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbayemble Tabauupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.3.{protocol} i {format}

Npumep cmenbl tr101 ana dhcp snooping Ha pv

Komarnma CLI:
dcs agent-circuit-id format-type option pv

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.3.1 1 3

V Protocol:
¥ 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;

4 — dhcp-relay.
ormat:

1—sp;

2 —sv;

3 —pv;

4 — spv.

Hacmpolika delimiter onyuu tr101

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbayemble Tabauupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.4.{protocol} i {delimiter}

Npumep cmenbl tr101 delimiter ana dhcp snooping Ha hash

Komanpma CLI:
dcs agent-circuit-id format-type delimiter hash

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.4.1 1 2

»  Protocol:
V 1 — dhcp snooping;
7 2 — dhcpv6 snooping;
3 — pppoe-ia snooping;

4 — dhcp-relay.
delimiter:

1 — std;

2 — hash;

3 — dot;
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4 — comma;

5 — semicolon;
6 — slash;

7 — space.

Hacmpolika user-defined string a1 agent-curcuit-id/remote-id

V Dna pabotbl Tpebyetca nepesectn dpopmar onumm agent-curcuit-id Ha user-defined.

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonb3ayemblie Tabnunupl: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.{agent-curcuit-id(3) | remote-id

(4)}.1.2.{protocol} s {"template/string"}

Mpumep HacTpoiiku KnneHTckoro MAC-agpeca B KavectBe agent-curcuit-id user-defined string ana dhcp
snooping

Komannma CLI:
dcs agent-circuit-id user-defined "%c"

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.3.1.2.1 s "%c"

Mpumep HacTpoiikn KnmeHtckoro MAC-agpeca B KavectBe remote-id user-defined string gna dhcp
snooping

Komarnma CLT:
dcs remote-agent-id user-defined "S%c"

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.4.1.2.1 s "%c"

s  Protocol:
V 1 — dhcp snooping;
2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

template:
%aX: ip-address of the vlan X in format A.B.C.D

%c: client mac

%h: hostname

%p: short port name (fa 0/1)

%P: long port name (fa 1/0/1)

%t: port type

%m: mac-address of port in format H-H-H-H-H-H
%M: mac-address of system in format H-H-H-H-H-H
%u: unit number

%s: slot number

%i: port ifindex
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%v: vlan id
%: single %

Hacmpolika user-defined encoding ascii/binary(hex) daa agent-curcuit-id/remote-id

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbayemble Tabamupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.{agent-curcuit-id(3) | remote-id
(4)}.1.3.{protocol} i {ascii(l) | binary(2)}

Mpumep HacTpoiiku nepegaumn agent-curcuit-id user-defined string B binary-¢popmarte gnaa dhcp snooping

Komannma CLI:
dcs agent-circuit-id suboption-type dhcpv4 user-defined binary

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.3.1.3.1 1 2

»  Protocol:
V 1 — dhcp snooping;
7 2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

Mpumep HacTpoiiku nepegaum remote-id user-defined string B binary-¢popmare ana dhcp snooping

Komannma CLI:
dcs remote-agent-id suboption-type dhcpv4 user-defined binary

Komaunzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.4.1.3.1 1 2

Hacmpolika user-defined add-subtypes da1 agent-curcuit-id/remote-id

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbayemble Tabamupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.{agent-curcuit-id(3) | remote-id
(4)}.1.4.{protocol} i {ascii(l) | binary(2)}

Mpumep HacTpoiKK nepegaum agent-curcuit-id user-defined string c go6asneHnem option subtype ana
dhcp snooping

Komanpma CLI:
dcs agent-circuit-id suboption-type dhcpv4 user-defined add-subtypes

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.3.1.4.1 1 1
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Mpumep HacTpoikun nepegaumn remote-id user-defined string c po6aBneHuem option subtype gna dhcp
snooping

Komannma CLI:
dcs remote-agent-id suboption-type dhcpv4 user-defined add-subtypes

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.4.1.4.1 1 1

16.9 IPv6 ND inspection

BrntoyeHue/sobikaroyeHue ND inspection 2n06asabHO

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayembie Tabnunupli: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.1.1.0 1 {disable(l) | enable(2)}

Mpumep BrkaoueHusa ND inspection rno6anbHo

Komangma CLI:
ipv6 nd inspection

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.1.1.0 1 2

BkaroyeHue ND inspection Ha uHmepaelice

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3syembie Tabnunupl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.4.{ifindex} i {create and go (4)
destroy (6)} \

1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.1.{ifindex} i {disable(l) | enable(2)}

Hacmpolika pexcuma dosepus Ha UHmMepgelice

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3ayembie Tabnunupli: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.3.{ifindex} i {untrusted(l) | trusted(2)}

[pusasbisaHue noaumuku ND inpspection K uHmepgelicy

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3syembie Tabnnupli: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.2.{ifindex} i {policy-id}
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Mpumep skaoueHnsa ND inspection Ha uHTepdeiice gi0/5 , yctaHOBNEHME peXkMMa A,0BEPUA U NPUBAIKU
nonautuku ND inspection ¢ Homepom 1

Komarnma CLI:

interface gi 0/5

ipv6e nd inspection

ipve nd inspection trust-state untrusted
ipv6 nd inspection attach-policy 1

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.4.5 1 4 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.1.5 1 2 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.3.5 1 2 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.2.5 i 1

16.9.1 Hacmpoiika noaumuk ND inspection

Co30aHue ND inspection src-addr-acl

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayemble Tabamupi: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.5.{acl number}.{seq} i {create and go(4) |
destroy (6)} \

1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.3.{acl number}.{seq} x {"src-ipvé6-address"}

\
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.4.{acl number}.{seq} i {prefix-len}

MNpumep Hactpoitkm ND inspection ipv6-src-address acl ¢ Homepom 1 pgna npeduKca
2001::ff:fe0d:ea31/128

Komanma CLI:
ipv6 nd inspection src-addr-acl 1 seq 5 2001::ff:fe0d:ea31/128

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.5.1.5 1 \
.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.3.1.5 x "2001000000000000000000£fffe0deal3l™

1
\
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.4.1.5 1 128

Co30aHue ND inspection tqt-addr-acl

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayemble Tabamupl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.5.{acl number}.{seq} i {create and go(4) |
destroy (6)} \

1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.3.{acl number}.{seq} x {"tgt-ipv6-address"}

\
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.4.{acl number}.{seq} x {prefix-len}
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Mpumep Hactpoitkm ND inspection ipv6-tgt-address acl ¢ Homepom 1 pana npedukcos
2001::ff:fe0d:ea31/128

Komannma CLI:
ipv6 nd inspection tgt-addr-acl 1 seq 5 2001::ff:fe0d:ea31/128

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.5.1.5 1 4 \
.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.3.1.5 x "2001000000000000000000fffe0deal3l"

1
\
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.4.1.5 1 128

Co30aHue ipv6 nd inspection tqgt-mac-addr-acl

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3ayembie Tabnunupl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.4.{acl number}.{seq} i {create and go(4) |
destroy (6) }\

1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.3.{acl number}.{seq} x {"tgt-mac"}

Mpumep HacTpoiiku ND inspection tgt-mac-address acl c Homepom 1 gns agpeca 00:00:00:0d:ea:31

Komannma CLI:
ipv6 nd inspection tgt-mac-acl 1 seq 5 00:00:00:0d:ea:31

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.4.1.5 1 4 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.3.1.5 x "0000000dea31"

Co3daHue noaumukxu

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3syemble Tabnunupl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1.8.{policy-id} 1 {create and go(4) |
destroy (6) }

[pusasKa ipv6 nd inspection acl K nonumuke

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3ayembie Tabnunupli: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1.{src-addr-acl(2) | tgt-addr-acl(6) | tgt-

mac-addr-acl (7) }.{policy-id} i {acl-num | none (0)}

Hacmpolika napamempos rflag, sflag, oflag

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3yemble Tabnuubl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1.{rflag(3) | sflag(4) | oflag(5)}.{policy-
id} 1 {none(l)| disabled(2) | enabled(3)}

Mpumep co3gaHua NOAUTUKKN 1 M NpUBA3KU K Heit src-addr-acl 1

Komanpma CLI:

ipv6 nd inspection policy 1

match src-addr-acl 1

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.3

1.3.6.1.4.1.35265.1.139.25.1.1.3.1.
1.4.1.35265.1.139.25.1.1.3.1.

1.4.1.35265.1.139.25.1.1.3.1.

~ =

0\

1.8.
1.2.
1.7.

o e
BB e
S

1.3.6.
1.3.6.

16.10 KoHgpu2ypayusa cnuckoe koHmpona docmyna (ACL)

Hacmpolika UDB offset

MIB: fsissacl.mib,fsissmet.mib,ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssAclUdbOffsetConfigTable — 1.3.6.1.4.1.35265.1.139.1.3.1

1.3.6.1.4.1.35265.1.139.1.3.1.1.2.{udb_index(1-4)} i {offset-type}
1.3.6.1.4.1.35265.1.139.1.3.1.1.3.{udb_index(1-4)} i {offset-byte(0-255)}

MNpumep koHurypauumn UDB offset

Komangma CLI:
user-defined offset 1 14 2

Komanzma SNMP:

snmpset -v2c -c private 192.16
1.3.6.1.4.1.35265.1.139.1.3.1.
1.

8.1.
1.2.
1.3.6.1.4.1.35265.1.139.1.3.1.1.3.

V Offset-type:
12 (1);
ethertype (2);
13 (3);

14 (4).

« | Ona MES24xx UDB offset mo)eT 6bITb TO/IbKO YETHbIM.

KoHgpueypayua MAC ACL

MIB: fsissacl.mib,fsissmet.mib,ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbayemble Tabanupi: issAclL2FilterTable — 1.3.6.1.4.1.29601.2.21.2.1
eltMeslssAclL2FilterTable — 1.3.6.1.4.1.35265.1.139.1.1.1
eltMeslssAcllfTable — 1.3.6.1.4.1.35265.1.139.1.5.1

issMetrolL2FilterTable — 1.3.6.1.4.1.2076.81.8.4.1.1

Dna nameHenunsa noboro us napamerpos ACL issAclL2FilterStatus
(1.3.6.1.4.1.29601.2.21.2.1.1.11) ponxeH 6biTb NepeBeneH B coctoaHUe notinService (2).
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YnpasneHue ctatycom L2 ACL

1.3.6.1.4.1.29601.2.21.2.1.1.11.{mac-acl} i f{active(l) | notInService (2)
create nad wait(5) | destroy(6)}

Hactpolika npruoputera npasuna

- - o
V Mo ymonyaHuio npuopuUTeT BCEX NpPaBuUN OAUHAKOBbIA. bonbwunn npuoputetr umetotr ACL ¢
’ MEHbLUMM HOMEPOM.

1.3.6.1.4.1.29601.2.21.2.1.1.2.{mac-acl} 1 {priority}
Hactpoika ¢unbtpaumm no ethertype
1.3.6.1.4.1.29601.2.21.2.1.1.3.{mac-acl} i {ethertype decimal}

Hactpoika ¢unbtpaumm no MAC-agpecy HasHayeHusn

1. 1. 1.29601.2.21.2.1.1.5.{mac-acl} x {dst-mac-address}
1. 1.4.1

3.6.1.4.
3.6.1.4.1.35265.1.139.1.1.1.1.1.{mac-acl} x {dst-mac-mask}
Hactpownka ¢unbtpaumm no MAC-agpecy MCTOUYHUKA

1.3.6.1.4.1.29601.2.21.2.1.1.6.{mac-acl} x {src-mac-address}
1.3.6.1.4.1.35265.1.139.1.1.1.1.2.{mac-acl} x {src-mac-mask}

HacTpoitka ¢uabTpaymm no vlan-id
1.3.6.1.4.1.29601.2.21.2.1.1.7.{mac-acl} i {vlan-id}
HacTpoitka ¢unbTpaumm no metke CoS

1.3.6.1.4.1.2076.81.8.4.1.1.1.4.{mac-acl} i {CoS}

HacTpoWka geictema gna npasuna

1.3.6.1.4.1.29601.2.21.2.1.1.9.{mac-acl} i {permit(l) | deny(2)}

HacTpoliika sub-action gna npasuna

1.3.6.1.4.1.29601.2.21.2.1.1.14.{mac-acl} i {none(0) | modify-vlan(l) | nested-
vlian(2) | modify-cvlan(3)}

1.3.6.1.4.1.29601.2.21.2.1.1.15.{mac-acl} i {modify/nested-vlan-id}

HacTpoiika npmssasku udb offset

3Ha4YeHMs U Macka COCToUT U3 8 6anT, no 2 6anTa ansa Kaxaoro udb-offset
1.3.6.1.4.1.35265.1.139.1.1.1.1.3.{mac-acl} x {bytes}
1.3.6.1.4.1.35265.1.139.1.1.1.1.4.{mac-acl} x {bytes-mask}

HasHauyeHue Ha Ppusmyeckuii nHtTepdeiic
1.3.6.1.4.1.29601.2.21.2.1.1.8.{mac-acl} x {port-mask(8 bytes)}
1.3.6.1.4.1.29601.2.21.2.1.1.8.{mac-acl} x "0800000000000000"™ - 5 mopT

HasHayeHune Ha LAG
1.3.6.1.4.1.29601.2.21.2.1.1.20.{mac-acl} x {port-mask(1l2 bytes)}
1.3.6.1.4.1.29601.2.21.2.1.1.20.{mac-acl} x "000000000000000080000000™ - po 1
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HasHayeHuMe Ha I2vlan

1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.{vlan-id}.1l.{mac-acl(l) | 4ip-acl(2)}.{mac-
acl-index} 1 {create and go(4) | destroy(6)}

MNpumep kKoHPpurypauum MAC ACL

Komanpma CLI:

mac access-list extended 1010

permit 00:00:00:00:10:00 ff:ff:£ff:££:££:00 00:00:00:00:20:00 ff:£ff:£f£:££:££:00
encaptype 0x800 vlan 500 cvlan-priority 5 sub-action modify-vlan 600 user-
defined offsetl 0xf000 O0xff00

|

interface gi 0/5

mac access-group 1010 in

|

interface po 1

mac access-group 1010 in

|

vlan 400

mac access-group 1010 in

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.29601.2.21.2.1.1.11.1010 1 5 \
1.3.6.1.4.1.29601.2.21.2.1.1.3.1010 1 2048 \
1.3.6.1.4.1.29601.2.21.2.1.1.5.1010 x "000000001000" \
1.3.6.1.4.1.35265.1.139.1.1.1.1.1.1010 x "fff£f£f£f££££00" \
1.3.6.1.4.1.29601.2.21.2.1.1.6.1010 x "000000002000" \
1.3.6.1.4.1.35265.1.139.1.1.1.1.2.1010 x "fffff£££££00" \
1.3.6.1.4.1.29601.2.21.2.1.1.7.1010 i 500 \
1.3.6.1.4.1.2076.81.8.4.1.1.1.4.1010 1 5 \
1.3.6.1.4.1.29601.2.21.2.1.1.9.1010 i 1 \
1.3.6.1.4.1.29601.2.21.2.1.1.14.1010 1 1 \
1.3.6.1.4.1.29601.2.21.2.1.1.15.1010 i 600 \
1.3.6.1.4.1.29601.2.21.2.1.1.8.1010 x "0800000000000000™ \
1.3.6.1.4.1.29601.2.21.2.1.1.20.1010 x "000000000000000080000000™ \
1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.400.1.1.1010 1 4 \
1.3.6.1.4.1.35265.1.139.1.1.1.1.3.1010 x "£000000000000000™ \
1.3.6.1.4.1.35265.1.139.1.1.1.1.4.1010 x "££00000000000000" \
1.3.6.1.4.1.29601.2.21.2.1.1.11.1010 1 1

[Tpocmomp cyemyuka MAC ACL

MIB: fsissacl.mib
Ucnonbayemble Tabanupi: issAclL2FilterTable — 1.3.6.1.4.1.29601.2.21.2.1
snmpwalk -v2c -c <community> <IP address> \

.1.3.6.1.4.1.29601.2.21.2.1.1.10.{acl_num}

Mpumep npocmoTpa cuétumka gna ACL 1:

Komanma CLI:

show access-lists 1

Komanma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
.1.3.6.1.4.1.29601.2.21.2.1.1.10.1
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O6HyneHue ciemyuka MAC ACL

MIB: fsissacl.mib
Mcnonb3ayemble Tabnuupl: issAclL2FilterTable — 1.3.6.1.4.1.29601.2.21.2.1
snmpwalk -v2c -c <community> <IP address> \

.1.3.6.1.4.1.29601.2.21.2.1.1.23 {acl_num} i1

Mpumep o6HyneHua cuétumka gna ACL 1:

Komaunma CLT:

clear mac access-list 1 counter

Komanma SNMP:

snmpset-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.21.2.1.1.23.1 1 1

KoHdbueypayus IP/IPv6 ACL

MIB: fsissacl.mib,fsissmet.mib, ELTEX-MES-ISS-ACL-MIB.mib

Ucnonb3zyemble Tabauubl: issAclL3FilterTable — 1.3.6.1.4.1.29601.2.21.3.1
eltMeslssAclL3FilterTable — 1.3.6.1.4.1.35265.1.139.1.2.1
eltMeslssAclifTable — 1.3.6.1.4.1.35265.1.139.1.5.1

Ona nameHeHusa nroboro n3 napamerpos ACL issAclL3FilterStatus
(1.3.6.1.4.1.29601.2.21.3.1.1.25) gonxeH 6biTb NepesBeseH B cocToAHUe notinService (2).
YnpasneHue ctatycom L3 ACL

1.3.6.1.4.1.29601.2.21.3.1.1.25.{ip~acl} 1 f{active(l) | notInService (2) |
create nad wait (5) | destroy(6)}

OnpeaeneHune npuopuTeTa Npasuna

V‘ Mo ymonuyaHuio npuopuTeT BCcex NpaBuMA 0AMHaAKOBbIN. bonblunii npuoputet umetot ACL ¢
MeHbLUUM HOMEPOM.

1.3.6.1.4.1.29601.2.21.3.1.1.2.{ip-acl}
HacTpoitka ¢uabTpaymm no TMny NpoToKkoa

-

{priority}

1.3.6.1.4.1.29601.2.21.3.1.1.3.{ip-acl} i {protocol-type}

Hactpoiika Tuna L3 ACL (IP/IPv6)

1.3.6.1.4.1.29601.2.21.3.1.1.6.{ip-acl}

[

{ipv4 (1) | ipv6(2)}

HacTpoitka ¢unbTpaymm no npeduKcy HasHayeHus

b

{ipv4/ipv6-address}

1.3.6.1.4.1.29601.2.21.3.1.1.7.{ip-acl}
1.3.6.1.4 {prefix-lenght}

.1.29601.2.21.3.1.1.9.{ip-acl}

-

HacTpoika punbTpaumm no npedpuKcy MCTOYHUKA

1.3.6.1.4.1.29601.2.21.3.1.1.8.{ip-acl} x {ipv4/ipv6-address}
1.3.6.1.4.1.29601.2.21.3.1.1.10.{ip-acl} i {prefix-lenght}
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HacTpoika dunbTpaymm no L4-noptam HasHayeHUn

1.3.6.1.4.1.29601.2.21.3.1.1.11.{ip-acl} i {min-port}
1.3.6.1.4.1.29601.2.21.3.1.1.12.{ip~acl} i {max-port}

HacTtpoiika ¢punbtpaymm no L4-noptam UCTOYHMKA

.1.29601.2.21.3.1.1.13.{ip-acl} i {min-port}
.1.29601.2.21.3.1.1.14.{ip-acl} i {max-port}

1.3.6.1.4
1.3.6.1.4
HacTtpoika ¢punbtpaymm no ToS
1.3.6.1.4.1.29601.2.21.3.1.1.19.{ip-acl} i {tos-bits}
HacTtpoiika ¢unbtpauymm no DSCP
1.3.6.1.4.1.29601.2.21.3.1.1.20.{ip-acl} i {dscp}
HacTtpoika ¢punbtpaymm no traffic-class

1.3.6.1.4.1.35265.1.139.1.2.1.1.3.{ip-acl} i {traffic-class}

HacTpowka genctema ana npasuna

1.3.6.1.4.1.29601.2.21.3.1.1.22.{ip-acl} i {permit(l) | deny(2)}

HacTtpoiika sub-action ana npasuna

1.3.6.1.4.1.29601.2.21.3.1.1.26.{ip-acl} 1 {none(0) | modify-vlan(l) | nested-
vlian(2) }
1.3.6.1.4.1.29601.2.21.3.1.1.27.{ip-acl} i {modify/nested-vlan-id}

HacTtpoiika npusasku udb offset(He noageprkaHo ans ipv6)
3HaYeHUA M MacKa cocTouT ns 8 6ainT, no 2 6anTa gna Kaxkaoro udb-offset

35265.1.139.
35265.1.139.

1.3.6.1.4.1. 1.2.1.1.1.{ip-acl} x {bytes}
1.3.6.1.4.1. 1.2.1.1.2.{ip-acl} x {bytes-mask}
Ha3HauyeHMe Ha Ppu3nyeckunin nHTepdenc

1.3.6.1.4.1.29601.2.21.3.1.1.15.{ip-acl} x {port-mask(8 bytes)}
HasHaueHue Ha LAG
1.3.6.1.4.1.29601.2.21.3.1.1.30.{ip-acl} x {port-mask(1l2 bytes)}

HasHayeHue Ha I2vlan

1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.{vlan-id}.1.2.{ip-acl} i {create and go (4)
| destroy(6)}

Mpumep KoHPuUrypauum IP ACL

Komanpma CLI:

ip access-list extended 1010

deny udp 1.1.0.0 255.255.0.0 gt 500 2.2.2.0 255.255.255.0 range 400 800 dscp 56
user-defined offsetl 0xf000 0xff0O0

|

interface gi 0/5

ip access-group 1010 in
|
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interface po 1

ip access—-group 1010 in
|

vlan 400
ip access—-group 1010 in

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.29601.2.21.3.1.1.25.1010 1 5 \
1.3.6.1.4.1.29601.2.21.3.1.1.3.1010 i 17 \
1.3.6.1.4.1.29601.2.21.3.1.1.6.1010 1 1 \
1.3.6.1.4.1.29601.2.21.3.1.1.7.1010 x "01010000" \
1.3.6.1.4.1.29601.2.21.3.1.1.9.1010 i 16 \
1.3.6.1.4.1.29601.2.21.3.1.1.8.1010 x "0202020" \
1.3.6.1.4.1.29601.2.21.3.1.1.10.1010 1 24 \
1.3.6.1.4.1.29601.2.21.3.1.1.11.1010 1 400 \
1.3.6.1.4.1.29601.2.21.3.1.1.12.1010 i 800 \
1.3.6.1.4.1.29601.2.21.3.1.1.13.1010 i 501 \
1.3.6.1.4.1.29601.2.21.3.1.1.20.1010 1 56 \
1.3.6.1.4.1.29601.2.21.3.1.1.22.1010 1 2 \
1.3.6.1.4.1.35265.1.139.1.2.1.1.1.1010 x "£000000000000000™ \
1.3.6.1.4.1.35265.1.139.1.2.1.1.2.1010 x "££00000000000000™ \
1.3.6.1.4.1.29601.2.21.3.1.1.15.1010 x "0800000000000000™ \
1.3.6.1.4.1.29601.2.21.3.1.1.30.1010 x "000000000000000080000000"
1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.400.1.2.1010 1 4 \
1.3.6.1.4.1.29601.2.21.3.1.1.25.1010 1 1

\

[Tpocmomp cyemyuxka IP ACL:

MIB: fsissacl.mib
Mcnonb3syemble Tabnunupl: issAclL3FilterTable — 1.3.6.1.4.1.29601.2.21.3.1
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.21.3.1.1.23.{acl_num}

Mpumep npocmoTpa cyetynka ana ACL 1001:

Komanma CLI:

show access-1lists 1001

Komanma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.21.3.1.1.23.1001

O6HyneHue cyemyuka IP ACL

MIB: fsissacl.mib
Ucnonb3syemble Tabnuupl: issAclL3FilterTable — 1.3.6.1.4.1.29601.2.21.3.1
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.21.3.1.1.33.{acl_num}i1l

Mpumep o06HyneHna cueTumka gna ACL 1001

Komanpma CLI:

clear ip access-list 1001 counter

Komannma SNMP:

snmpset-v2c -c private 192.168.1.30 \
.1.3.6.1.4.1.29601.2.21.3.1.1.33.1001 i 1
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16.11 KoHndpueypayus 3aujumer om DOS-amak

YcmaHosume spemeHHolU uHmepeaaa mexoy SYSLOG-coobuweHUaMU 0 npesblieHUU 02paHUYeHUs
sxoodauwe2o TCP-mpaguka ¢ pnazom SYN

MIB: ELTEX-MES-ISS-FIREWALL-MIB
Ucnonbayemble Tabanupi: eltMeslssFwlGlobals — 1.3.6.1.4.1.35265.1.139.27.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.27.1.1.1.0 1 {interval}

Mpumep ycTaHOBKU BpeMeHHOro MHTepeana B 15 ceKyHa,

Komanpma CLT:

firewall

notification interval 15
exit

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.27.1.1.1.0 1 15

BKaroyume oepaHuyeHuUe ckopocmu 044 exodauwe2o TCP-mpadguka ¢ ghaazom SYN

MIB: ELTEX-MES-ISS-FIREWALL-MIB

Ucnonbayemble Tabanupi: eltMeslssFwlGlobals — 1.3.6.1.4.1.35265.1.139.27.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.27.1.2.1.0 1 {true(l), false(2)}

Mpumep BKAOYEHUA OrpaHUYEHUA CKOPOCTU ana Bxoaawero TCP-tpaguKa ¢ pnarom SYN

Komanma CLI:

firewall

ip tcp limit syn-flag enable
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.27.1.2.1.0 1 1

YecmaHosume 3Ha4YeHuUe ckopocmu 078 exooauwe2o TCP-mpaguka ¢ pnazom SYN

MIB: ELTEX-MES-ISS-FIREWALL-MIB
Ucnonbayemble Tabauupi: eltMeslssFwlTcpSynLimitinterfaceTable — 1.3.6.1.4.1.35265.1.139.27.1.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.27.1.2.2.1.1.{ifIndex} i {disable(0), pps(l..262143)}

Mpumep yCTaHOBKU 3HAUEHUA CKOPOCTU ana exoanwero TCP-tpaduka ¢ pnarom SYN

Komanpma CLI:

interface gigabitethernet 0/13
ip tcp limit syn-flag 40

exit

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.27.1.2.2.1.1.13 1 40
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17 ®YHKUWU DHCP RELAY NOCPEAHUKA

BrntoyeHue/sovikaroyeHue DHCP Relay 2n06as6Ho

MIB: fsmidhcpRelay.mib
Ucnonb3ayembie Tabnnupl: fsMIDhcpContextTable — 1.3.6.1.4.1.29601.2.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.2.0 1 {enable(l), disabled(2)}

MNpumep BraoueHna DHCP Relay rno6anbHo

Komanpma CLI:
service dhcp-relay

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.2.0 1 1

3adame IP-adpec docmynHo2o DHCP-cepsepa 018 DHCP Relay

MIB: fsmidhcpRelay.mib
Ucnonb3zyemble Tabauubi: fsMIDhcpRelaySrvAddressTable — 1.3.6.1.4.1.29601.2.92.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.2.1.2.0.{IP-address cepeepa} i {active (1),
notInService (2), notReady (3), createAndGo (4), createAndWait (5), destroy
(6)}

Mpumep HacTpoiiku IP-agpeca DHCP-cepsepa ana DHCP Relay

Komannma CLI:
ip dhcp server A.B.C.D

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.29601.2.92.2.2.1.2.0.192.168.1.1 i 4

Axkmusuposams nepeda4vyy DHCP-nakemos Ha docmynHbiti DHCP-cepsep

MIB: fsmidhcpRelay.mib
Ucnonbsyembie Tabnanupi: fsMIDhcpContextTable — 1.3.6.1.4.1.29601.2.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.3.0 1 {enable(l), disabled(2)}

Mpumep akTuBaumm nepegaum DHCP-nakeTtoB Ha goctynHbii DHCP-cepBep

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.3.0 1 1
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lpocmomp cocmoaHua DHCP Relay

MIB: fsmidhcpRelay.mib
Ucnonbayemble Tabauupi: fsMIDhcpContextTable — 1.3.6.1.4.1.29601.2.92.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.3

Mpumep npocmotpa coctoaHmna DHCP Relay

Komanpma CLI:
show ip dhcp relay information

Komanzma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.2
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.3

pocmomp cocmoaHua IP-adpeca DHCP-cepsepa 0518 DHCP Relay

MIB: fsmidhcpRelay.mib
Ucnonbayemble Tabanupi: fsMIDhcpRelaySrvAddressTable — 1.3.6.1.4.1.29601.2.92.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.2.1.2

Mpumep npocmoTpa cocroaHuna IP-agpeca DHCP-cepsepa ana DHCP Relay

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.2.1.2
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18 KAYECTBO OBCNYXUBAHUA — QOS

18.1 Hacmpoiika QoS

Hacmpolika o2paHu4yeHuUs cKopocmu ucxo0aue20 mpaguka Ha Ethernet-nopmax

MIB: eltMeslssAclRateCtrligrBandwidth.mib

Ucnonb3syemble Tabnuupl: issExtRateCtrlEntry — 1.3.6.1.4.1.2076.81.8.1.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.8.1.1.1.5.{ifindex} i {limiter value}

Mpumep HaCTPOKM OrpaHUYEHMA CKOPOCTU ucxogawero Tpaduka B 100 M6ut/c Ha uHTepdeiice
Gigabitinterface0/23

Komangma CLI:
rate-limit output 100000

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.8.1.1.1.5.23 1 100000

Hacmpolika oepaHu4eHuUAa ckopocmu exodauwe2o mpaguka Ha Ethernet-nopmax

MIB: eltMeslssAclRateCtrligrBandwidth.mib

Ucnonb3syembie Tabnunupl: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1.7.{ifindex} i {limiter value}

Mpumep HacTPOMKM OrpaHMYEHMA CKOPOCTM BxogAwero Tpaduka B 100 M6ut/c Ha uHTepdeiice
Gigabitinterface0/23

Komanpma CLI:
rate-limit input 100000

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.7.23 1 100000

Hacmpolika ucmo4yHuka memku CoS Ha uHmepdgelice

MIB: ELTEX-MES-ISS-QOS-MIB.mib

Ucnonb3syemblie Tabnunupl: eltMeslssQoSRemarkPortTable — 1.3.6.1.4.1.35265.1.139.5.1.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.5.1.4.1.1.3.{ifindex} i {none(l), user-priority(2),
inner-vlan(3) }
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Mpumep HacTpoiiku KonupoBaHua meTku CoS us C-vlan B S-vlan npu ncnonbsosanumn dotlq tunnel

Komanpma CLI:
interface gi0/5
qgos def-vlanPri source inner-vlanPri

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.4.1.1.3.5 1 3

Mpumep HacTpoitkn metkum CoS ana Bcero TpaduKka Ha uUHTepdeiice KomaHaolh qos interface gi 0/5
def-user-priority 7

Komarnnma CLI:
interface gi0/5
gos def-vlanPri source user-pri

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.4.1.1.3.5 1 2

lpocmomp cmamucmuku QoS Ha UHmMepagelice, Koau4ecmao NaKemos U3sae4yeHHbIX U3 oyepeodel

MIB: fsqosxtd.mib

Ucnonbayemble Tabamuypbi: fsQoSCoSQStatsDeQPkts — 1.3.6.1.4.1.29601.2.6.1.5.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.5.2.1.4.{ifIndex}

Mpumep NpocmoTpa KoAMUYECcTBa NaKeToB, U3BJIeUEHHbIX U3 ouepeaeii Ha nHtepdelice gi 0/2

Komanma CLT:
show gos queue-stats interface gi 0/2

Komanzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.5.2.1.4.2

Mpocmomp cmamucmuku QoS Ha uHmepdgelice, Koau4ecmeo omOpPoWEHHbIX TAKEMO8

MIB: fsqosxtd.mib

Ucnonbayemble Tabamupl: fsQoSCoSQStatsDiscardPkts — 1.3.6.1.4.1.29601.2.6.1.5.2.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.5.2.1.6.{ifIndex}

Mpumep NnpocmoTpa KoAnYecTsa NakeTos, 0TOpoLweHHbIX Ha uHTepdeiice gi 0/2

Komanpma CLI:
show gos queue-stats interface gi 0/2

KomarHnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.5.2.1.6.2
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Co3daHue/ydaneHue crnucka Kpumepues Kaaccugukayuu mpaguka

MIB: fsqosxtd.mib

Ucnonb3ayemblie Tabnunupl: fsQoSClassMapTable — 1.3.6.1.4.1.29601.2.6.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.{classMapId} i {active(l
notReady (3), createAndGo (4), createAndWait(5), destroy(6)

), notInService(2),
}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.{macACL(3), 1ipACL(4)}.{classMapId} 1 {aclId}

Mpumep co3paHuA CNUCKA KpUTepues Knaccupukaumm Tpaduka

Komannma CLI:

class-map 1008
match access-group ip-access-list 1108
exit

Komanzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.4.1008 u 1108
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 i 1

Mpumep ypaneHna cnucka Kputepues Knaccudpukaumm tpadmka

Komannma CLI:
no class-map 1008

Komarnzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 6

JlobasneHue Kpumepus Kaaccuguxkayuu mpaguxka no MAC ACL u IP ACL

MIB: fsqosxtd.mib

Ucnonb3syemble Tabnuupl: fsQoSClassMapTable — 1.3.6.1.4.1.29601.2.6.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.3.{classMapId} i {macAclId}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.4.{classMapId} i {ipAclId}

Mpumep co3gaHna cNUCKa Kputepues Knaccudukaumum Tpadmka

Komanma CLT:

class-map 1008
match access-group ip-access-list 1108
exit

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.4.1008 u 1108
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 i 1
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Mpumep ypaneHua cnucka Kputepues Knaccupukaumm tpadpuka

Komanma CLI:
no class-map 1008

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 i 6

3adaHue/ydaneHue BHYMpeHHe20 Npuopumema 014 YKa3aHHO20 Kadcca

MIB: fsqosxtd.mib

Ucnonbayemble Tabanupi: fsQoSClassToPriorityTable — 1.3.6.1.4.1.29601.2.6.1.2.3,
fsQoSClassMapTable — 1.3.6.1.4.1.29601.2.6.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.3.1.4.{trafficClass} i {active(l), notInService(2),
notReady (3), createAndGo(4), createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.3.1.2.{trafficClass} u {regenPri}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.3.1.2.{trafficClass} s {groupName}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.{classMapId} 1 {active(l
notReady (3), createAndGo (4), createAndWait (5), destroy(6)
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.6.{classMapId} u {trafficClass}

, notInService(2),

)
}

Mpumep 3agaHKA BHYTPEHHEro npuopurteTa 6 ana Knacca 1008, naeHTMdMKaTop Knacca npuoputeta —
3008

Komannma CLI:

class-map 1008
set class 1008 regen-priority 6 group-name GR1008
exit

Komanzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.4.1008 i 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.2.1008 u 6
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.3.1008 s GR1008
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.4.1008 i 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.6.1008 u 1008
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 1

V‘ U3HauanbHo co3pgaem 3anucb B Tabnuue fsQoSClassToPriorityTable c id 3008, 3atem 3Ty 3anucb
npusAsbiBaem K class-map 1008.
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Co3zdaHue/ydaneHue cmpameauu Kaaccugpukayuu mpaguka

MIB: fsqosxtd.mib

Ucnonb3ayemblie Tabnuupl: fsQoSPolicyMapTable — 1.3.6.1.4.1.29601.2.6.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.{policyMapId} i {active(l), notInService(2),
notReady (3), createAndGo (4), createAndWait(5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.4.{policyMapId} u {trafficClass}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.5.{policyMapId} i {vlanPri(l), ipDscp(3)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.6.{policyMapId} u {0-63}

Mpumep HacTPOIKK cTpaTernmn KnaccupuKkaumm Tpadpuka

Komannma CLI:
policy-map 3008
set policy class 1008 default-priority-type vlanPri 4

Komarzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.4.3008 u 1008
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.5.3008 i 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.6.3008 u 4
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 i 1

YcmaHo8Ka 02paHuUYeHUs CKopocmu 08 Ucxodauie2o mpaguka

MIB: fsqosxtd.mib, ELTEX-MES-ISS-QOS-MIB.mib

Ucnonb3syemble Tabnuupl: fsQoSMeterTable — 1.3.6.1.4.1.29601.2.6.1.3.1,
eltMeslssQoSMeterTable — 1.3.6.1.4.1.35265.1.139.5.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.11.{meterId} i {active(l), notInService(2),
notReady (3), createAndGo (4), createAndWait(5), destroy(6)}

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.3.{meterId} i {avgRate(2), srTCM(3), trTCM(4)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.5.{meterId} u {colorAware(l), colorBlind(2)}
snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.6.{meterId} u {CIR: 0-65535}

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.7.{meterId} u {CBS: 0-65535}

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.8.{meterId} u {EIR: 0-65535}

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.9.{meterId} u {EBS: 0-65535}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.5.1.2.1.1.1.{meterId} i {bytes(l), packets(2)}
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Mpumep HacTpoiiku orpaHmnyeHuns B 2048 bytes cornacHo anroputmy avgRate

Komannma CLI:
meter 508
meter-type avgRate cir 2048 mode bytes

Komannma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.11.508 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.3.508 i 2 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.6.508 u 2048 \
1.3.6.1.4.1.35265.1.139.5.1.2.1.1.1.508 i 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.11.508 1 1

YcmaHo8Ka 02paHuU4YeHUs 0458 CKOpOoCcmMU rnomoka

MIB: fsqosxtd.mib

Ucnonbayemble Tabanubl: fsQoSPolicyMapTable — 1.3.6.1.4.1.29601.2.6.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.{policyMapId} i {active(l),
notReady (3), createAndGo(4), createAndWait (5), destroy(6)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.7.{policyMapId} u {meterId}

Mpumep HACTPOIKKU OrpaHUYEHMUA ANA CKOPOCTU NOTOKA

notInService (2),

Komanga CLI:

policy-map 3008
set meter 508
exit

Komarnzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 i 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.7.3008 u 508
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 i 1
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19 MAPLWUPYTU3ALMUA

19.1 Cmamu4eckasa mapwpymu3sayus

[Mpocmomp mabauuybl Mapwpymu3ayuu

MIB: IP-FORWARD-MIB

Ucnonb3ayembie Tabnnupl: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep

Komanpma CLI:
show ip route

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

178 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

NPUNOXEHUE A. METOAUKA PACYETA BUTOBOI MACKU

ButoBble Macku cocToAT U3 128 6alT (LecTHagLaTepUYHbIX pa3psagos Bcero 256).
Kaxkabivi paspag o603HayaeT yeTblipe nopTa. [lo Homepy NopTa onNpeaenaeTcs HyXKHoe nose.

lpumep 1

3anucatb 6MTOBYIO MacKy Ansa UHTepdelicos GigabitEthernet 0/20-21:

—  ana 1G nntepodeicos ifindex HaumHaeTcs ¢ 1;
— ans noprta GigabitEthernet 0/20 ifindex pasen 20, ans GigabitEthernet 0/21 — 21.

OnpeaeneHne Homepa paspaga:

20/4=5 21/4=5,2 (Kaablit pa3psan oTtBevaeT 3a 4 iflndex. Mpu peneHun ifindex Ha 4 ana
onpeaeneHuns Ne paspaga Ans 3anucu, Nosy4eHHoe 3HaueHme oKpyraseTca B 60/1bLUYIO CTOPOHY).

Ecnn Ham HyxXHbl nopTbl GigabitEthernet 0/20-21 (ifindex 20, 21), ToO OHU A0NXHbI B6bITb 3aNUCaHbl B
5un 6 none.

B aBonuHOWM nocnegoBaTenibHOCTM 5 none byaeT 3anucaHo cieayowmm obpasom 0001 (MocnegHsn
1 — 20 nHgekc). Nepesoaum B HEX, nonyyaem 1.

B ABOMYHOI NocnenoBaTeNbHOCTM 6 None byaeT 3anucaHo cneayowmm obpasom 1000 (Mepsaa 1 —
21 uHpekc). Mepesogum B HEX, nosnyyaem 8.

UToro B butoBoI macke byaet 4 Hyna, 1, 8: 000018.
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TEXHUYECKAA NOAAEPXKKA

Ona  nonyyeHuMa TEXHUYECKOM KOHCY/lbTauMM NO BOMPOCAM  3KCM/yaTauumn obopyaoBaHuA
000 «MpeanpusTtne «3/ITEKC» Bbl MorKkeTe 06patuTbecsi B CepBUCHbIN LEHTP KOMNaHUMK:

dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha opurumanbHOM calite KOMNAHMM Bbl MOXKETE HAUTU TEXHUYECKYHO LLOKYMEHTALLMIO M NPOrpamMmMHoe
obecneyeHune ansa npoaykumm 000 «Mpegnpuatme «JITEKC», o6paTntbea K 6ase 3HaHUIM AN OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads/
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