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PykoBoacTBO no akcrnyatauun WEP-3L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-3L — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTyNa K pas/iniHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

© Mpumeyanns cogepxaT BaxkHyH MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BAHUIO 1
HaCTpoiike yCTPOMCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-3L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CcTbike ¢ npoBogHol ceTbio. WEP-3L nogkntoyaetcs kK nposogHoin cetu yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-3L nogaepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmns
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnueaTb WEP-3L B opraHusauusix, rae TpebyeTtcs pasrpaHmyeHme npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BGHapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, AYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;

* nepegadva aboOHEHTCKOro Tpaduka BHe TyHHeNew;

* nogaepxka ACL;

* nogaepxka NTP;
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* nogaepxka Syslog;
* noggepxka LLDP.
®dyHkyuu QoS:

* NPUYOPUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;
* OrpaHu4YeHune NPonyckHoOWM cnocobHocTM ansa kaxaoro SSID.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne gaHHbix WPA/WPA2/WPA3/OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHua WEP-3L.

Cepoe
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHanbLHaa cxema vcnosnb3osanusa WEP-3L

2.3 TexHunyeckme napameTpbl yCTPOMCTBa

Ta6numua 1 — OCHOBHbIE TEXHUYECKIE NapaMeTpbl

MapameTpbl WAN-nHTepdpeiica Ethernet

Konnyectso nopTos 1
DNEeKTPUYECKN pa3bem RJ-45
CkopocTb nepegaun 10/100/1000 M6uT/cC, aBTOONpPEAENEHNE

Moaaepxka cTaH4apTOB BASE-T



MapameTpbl GecnpoBOAHOro MHTepcenica
CraHpapTsl

YacToTHbI AnanasoH

Mogaynauus

Paboune kaHasbl

CKopocCTb Nnepefaun AaHHbIX

MakcumasibHOe Ko/IM4yecTBO
OHOBPEMEHHbIX CECCUA

MakcumasibHast MOLLHOCTb nepegaTymka
KoathpuuymneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHoCTb

PykoBoacTBO no akcrnyatauun WEP-3L

IEEE 802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mry
- 149-165 (5735-5835 My

2.4T1Tuy, 802.11n: 300 M6uT/C
51Ty, 802.11ax: 1201 Méut/c

241Tu: 64
50Tu: 64

2.4TTy: 20 pbm
51Tu: 20 pbm

2.4TTu: ~5abu
51Tu: ~5 abn

2.4TTu: 8o -94 pbm
51Tu: go -94 pbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndposaHne WPA/WPA2/WPA3/OWE

noaaepxka Captive Portal

asTopu3auus Yyepes RADIUS-cepBep npu BXo4ge Ha YCTPOCTBO

Mogaepxka MIMO 2x2 ana 2.4 'y, MU-MIMO 2x2 ona STy,

Moppepxka OFDMA gns 5Ty,
YnpaBsneHune

YaaneHHoe ynpasseHune
OrpaHunyeHne goctyna
O6Lwume napamMeTpbl
Flash-namatb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

Pabounin gnana3oH Temneparyp

web-nHTepgeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayTeHTudukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash

128 Mb DDR2 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 10,5 BT

oT +5 go +40 °C



PykoBogacTBo no akcnayataunm WEP-3L

OTHOCcUTeNbHasA BNaXHOCTb Npu 0o 80 %
Temneparype 25 °C

lFaGapwuTbl (gUameTp X BbicoTa) 200 x 40 mm
Macca 0,4 kr
CpokK cnyx6bl He meHee 15 net

2.4 [narpamMmbl HanpasJeHHOCTU

Ha pucyHkax Huxke npeacTaB/ieHbl AnarpamMmmMbl HaNPaBIEHHOCTY YCTPOCTBA.

MonoxeHue Npn nsmepeHnn

AZIMUTH (X2) ELEVATION (YZ)

s

{}GE (POE)

AvanasoH 2.4 Ty,




PykoBoacTBO no akcrnyatauun WEP-3L

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WEP-3L BbINONHEHO B N1aCTUKOBOM Kopriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BUA naHenun ycTpoictea WEP-3L nprBegeH Ha pUcyHke 2.

- B |\ T ~
— I TN N
” >= — 7 L — Y I \ e
— - | \ GE (POE = N\ — =\

3
PucyHok 2 — BHewWwH®in Bug, ocHoBHoM naHenn WEP-3L

Ha ocHoBHoW naHenun yctpoictea WEP-3L pacnonoxeHbl crieaytoLine CBETOBbIE NHANKATOPbI, Pa3beMbl 1
opraHbl ynpasneHusi (Taénuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoB YNpaB/eHus

AneMeHT naHesnu OnucaHue

1 LAN CseToBas MHAMKauus coctosHus nopta GE (PoE)

2 GE (PoE) Mopt GE pgna nogxntoveHnsa nutaHna PoE

3 F KHonka cbpoca K 3aBOACKUM HacTpoikam

4  Wi-Fi VHAvKaTopbl akTMBHOCTM cooTBeTCTBYOLWMX Wi-Fi mogynei
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PykoBoacTBO no akcrnyatauun WEP-3L

2.5.2 BepxHsasa naHenb yCTpoicTBa

BHewHuiA Bug, BepxHeli naHenun yctpoictea WEP-3L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHeluHwuii Bua BepxHeli naHenn WEP-3L

Ta6nuua 3 — OnucaHne UHAVYKATOPOB BEPXHEN NaHenw

AnemMeHT naHenun OonucaHue

1 Power VHpukaTop cTtatyca paboThl yCTpoiicTBa

11



2.6 CpetoBas nHgukauus

PykoBoacTBO no akcrnyatauun WEP-3L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

NHpgukaTop CocTosiHue nHaukKaropa

Wi-Fi

3eneHblif, FOpUT NOCTOSIHHO

3eneHbli, MuraeT

LAN lopwuT 3eneHblii ceeToamog (10, 100 M6uT/c)/ roput
opaHxeBblin ceeToanos (1000 M6éut/c)
MwraeT 3eneHblii CBETOAMOA,

Power 3e/1EHBIi, FOPUT NOCTOSHHO

OpaHXeBblii, rOPUT NOCTOSIHHO

KpacHbliA, FOpUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoucTBa

Cetb Wi-Fi akTnBHa

lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn

YCcTaHOBNEHO coeAnHeHNe ¢
NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM

Mpouecc nakeTHOI nepeaayn AaHHbIX No
LAN-uHTepdoeiicy

BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

YCTPOWCTBO 3arpy>XeHo, HO He NosyyeH
IP-appec no DHCP

3arpyska ycTpoicTea

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yAepXuBaTtb KHOMKY «F», noka nHamkatop «Power» He HauHeT muratb. MponsonaeT aBToMaTnyeckas
nepesarpyska ycTporictsa. lNpun 3aBOACKNX yCTaHoBKax 6yaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaet 3aBogckoin IP-agpec — 192.768.1.70, macka noacetn —
255.255.255.0.

2.8 KomnnekT nocTaBKu

B KoMMneKkT noctaBkn BXOAAT:

o6opyaoBaHune pagunogoctyna WEP-3L;

KOMIMEKT Kpenexa;

PYKOBOZCTBO MO 3KcnayaTaummn Ha CD-ancke (onumMoHansHo);
ceptudomkaT COOTBETCTBUS;

namaTka o0 JOKyMeHTaLuu;

nacnopr.

12



PykoBoacTBo no akcnayatauuu WEP-

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

3L

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

YCTpOWCTBO pekoOMeHAyeTCs yCTaHaB/IMBaTb HA CTO/E B TOPU30HTA/TbHOM MOJSIOXKEHUN.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.
Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.
*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.
+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl [O/MKEH NepecekaTbCs C COCeHe CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraercs ncnosib3osaHne VolP, NOTOKOBOro BUAeOBeLLaHNS U APYroro YyBCTBUTEbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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PykoBoacTBO no akcrnyatauun WEP-3L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-3L npy MoHTaxe Ha
NoTOJIKE B TUMOBbIX OPUCHBIX NomeweHnax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 M. Mpy NO/IHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTtannnyeckas peLuetka -21 -13

(Auelika 13x6 MM, MeTas1 2 MM)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 4 — O6was guarpaMmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T

14



PyKOBOZCTBO No akcnyaTauum WEP-3L

PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MexXxay cocefiHMMM ToukamMu AocTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 MI'y,

AHaI0rMYHO PEKOMEHOYETCA COXPAHATb AaHHbIVI MeXaHn3M pacnpegenieHna KaHas10B Npu pacnosioxXeHnn

TOUEK MeXay aTaxamu (PUCYHOK 6).

SRR

= S =
D,

A

P VLY,
ﬂl‘

PucyHok 6 — CxemMa pacnpefeneHns KaHaoB Mexay COCeAHUMM TOUKaMU AOCTyNa, PacrosIOKEHHbIMU MeXay

ATaKamun

Mpn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyqasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

6170 5330 5

490

MHz MHz MHz

IEEEChamnel # 1S 2 IR 2822

100
104
108

112
116
120
124
128
132
136
140

5730 5735 H835

MHz MHz MHz

3 2BBEE
I I

ZGMHZIHIU\IVV\/V'@ VVVVVVVVVVVY SV VY
somiz iV VN LV |
80 MHz / \/ . \ !

160 MHz [T
Examples of [
non-contiguous
VHTB0+80 MHz L
setup

|
[
[

SR

TR,

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,

MpuMep cxeMbl pacnpeseneHnst KaHas10B MeXay COCeAHUMM ToYKaMu B gnanasoHe 2.4 Ty npu WwWupuHe

kaHana B 20 MI'y, npuBefeH Ha pucyHke 5.
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PykoBoacTBO no akcrnyatauun WEP-3L

4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTUKOBOIO KPOHLUTEHA NOKa3aH Ha pUCYHKe 8:

CTeHa

NNacTUKOBbIN KPOHLUTENH

PucyHok 8 — KpenneHuve KpoHLLUTeliHa Ha CTeHe

a. Mpu ycTaHOBKe KPOHLLTeHa NponycTTe NpPoBoJa B COOTBETCTBYHOLLME Na3bl HA KpOHLITEHE (PUCYHOK
8).

6. CoBmecTuTe TpW OTBEPCTUA ANA BUHTOB Ha KpOHUJTeVIHe C TaKNMK Xe OTBepPCTUAMM Ha noBepxHocTu. C
NMOMOLLBIO OTBEPTKU MPUKpenntTe KpOHLUTeVIH BUHTaMWn K NOBEPXHOCTW.

2. YcTaHOBUTE YCTPOICTBO. Cxema nprBefeHa Ha pucyHke 9:

KPOHLUTENH

YCTPONCTBO

PucyHok 9 — YcTaHoBKa ycTpoiicTea (BUa cnepeam)

a. MoaknounTe Kabenu K COOTBETCTBYOLMM pazbemMam ycTpolicTea. OnvcaHne pa3beMoB NprBeAeHO B
pasaene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C KPOHLUTENHOM 1 3addUKCMPYIATE NONOXEHME, NOBOPaynBasi no 4YacoBoii
CTperke.
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PykoBoacTBO no akcrnyatauun WEP-3L

4.2 YcTaHOBKa yCTPOWCTBa Ha (0asibLUNOTONOK

@ He pexomengyeTcs pasMmelLieHne CO BHYTPEHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTannyeckuii
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNIMYECKNN KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — N1aCTUKOBbI KPOHLLTENH; 4 — YCTPOWCTBO.
PucyHok 10 — MoHTax ycTpolicTBa Ha 0asibLUNOTOMOK
1. 3akpenute MeTa/I/IMYECKNI 1 NNACTUKOBbIV KPOHLLTEMHbI Ha noTosike (prucyHok 10):

a. CoeivHMTE NNACTMKOBbIV KpOHLLUTENH (3) Ha dpanbLunoTonke ¢ MeTannmueckum (1) B cnegytowem
nopsiake: METa/I/IMYECKNIA KPOHLLITEH -> NaHe b APMCTPOHT -> NM1ACTUKOBbIA KPOHLUTEH.

6. B naHen ApMCTPOHT NPOpPexXbLTe 0TBEPCTME PAa3MEPOM C OTBEPCTUE META/IINYECKOrO KPOHLUTEHA.
Uepes AaHHOEe 0TBEPCTME 3aBOAATCS NPOBoA.

B. COBMECTUTE OTBEPCTMS HA METa/I/IMYECKOM KPOHLUTEHE, NaHenn APMCTPOHT U M1acTUKOBOM
KpoHLTeliHe. [lanee COBMeCTUTe TpU OTBEPCTUSI A1 BUHTOB Ha M/1acTMKOBOM KPOHLUTEHE C TaKuMK e
OTBEPCTMAMM Ha MEeTa/I/INYECKOM KPOHLLUTeliHe. C MOMOLLbI OTBEPTKM COeAUHUTE KPOHLUTENHbI BUHTaMM.

2. YcTaHOBUTE YCTPOIICTBO:

a. MoaknounTe kKabenu K COOTBETCTBYOLMM pasbemam ycTpolicTea. OnvcaHne pa3beMoB NprBEAEHO B
pasgene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C MNAACTUKOBbLIM KPOHLITENHOM 1 3addUKCMPYIATE NOMNOXEHME, NOBOpaynBas
YCTPOIACTBO NO YaCOBOW CTPESIKE.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA
[N CHATUS YCTPOICTBA C KPOHLWTENHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio

YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBartesiad 1 naposis.

3. BeBeanTe ums nonb3oBaresisi B CTpoke «BBeanTe NOrvH» U Naposib B CTPOKe «BBeanTe naposib».

PykoBoacTBO no akcrnyatauun WEP-3L

WEP-3L

© 3aBopckue ycTaHoBKM: NOrMH — admin, naponb — password.

4. Haxkmute KHOMKY «BoliTu». B OkHe 6pay3epa OTKPOeTCs MEHI0 MOHUTOPUHIa COCTOSIHWSA YCTPOICTBA.

eLTex

MoHuTopuHr  Radio VAP

WIi-Fi KnHeHTEl

WDS

CratucTuka no Tpaguky
CkaHmposahme 3(upa
KypHan coBbiTHit
CeTeBan HHOpMaLHA

WHdpopmaums o
pagvouHTepdencax

WHpopmaums ob ycTpoitcTse >

WEP-3L

WDS  CeTeBble HaCTPOKM

Wsnenve

ANnapaTHas BepcuA
3asoackoil MAC-aapec
CepuiAHLIN HoMEp
Bepcua Mo

PesepsHan sepcua M0
BepcA 3arpyaunka
CHCTEMHOE BpeMA
Bpema patoTsl

3arpy3ka LNy
Mcnonk3yeman namaTs

i OBHOBHTL

BHelIHWE CEPBUCHI Cuctema

WEP-3L
vl
6813:E2:C3:52:00

WP4C000027

18.01.2024 11:07:25

0 aH, 04:34:40

@ 100 Moa#T / 121 MGaiT

-

(BBIXOM)
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PykoBoacTBO no akcrnyatauun WEP-3L

5. Npy HeoBXOANMOCTU MOXHO MEPEKIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-3L gocTynHbl

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

elrex w

MoHUTOPHHT Radio VAP WDS

Wi-Fi knnenTsl

WDS

CramncTuea no Tpadmky
CraHnposanue agmpa
ypHan cobsimui
Ceresan uHdopmauma

Wrchopmalma o
paguouHTepdeiicax

Mhbopmauya of ycTpoiicTee »

EP-3L

CeTeBbie HacTpoiiku

Wagenne

AnnapatHan BepcuA
3aeopcroi MAC-anpec
CepiHLI Homep
Bepeus MO

PeaepeHan sepeua MO
BepcuA zarpyzumka
CucTenHoe 8pema
Bpemn pabotsl

Sarpyzka LINY
Mcnonszyeman namats

< ObHoeMT:

BHeluHue cepencsl Cuctema

WEP-3L
vl
68-13-E2-C3:5200

WPAC000027

18.01.2024 06:53:35
0 g, 00:20:50

5%

@ 99 Maiir / 121 MBaiit

5.2 lMpuMeHeHne KoHurypauum n oTMeHa U3MeHeHui

1. TMpUMeHeHNe KOHUrypaLmm

Mpn HaXkaTUM KHOMKM 3anyckaeTcs npouecc coxpaHeHus koHdurypauum Bo flash-
namsiTb YCTPOICTBA 1 NPUMEHEHNE HOBbIX HACTPOeK. Bce HacTpolikv BCTynatoT B cuny 6e3

nepesarpyskiu ycTpoicTaa.

B web-uHTepdpeiice Toukm AocTyna peannsoBaHa BulyasibHas MHAMKALMS TEKYLLLErO COCTOSIHUSA npoLiecca

nprMeHeHnst HacTpoek (Tabnuua 6).

Ta6nuua 6 — BusyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHMs] HacTPoeK

BHeluHWiA BUA, OnucaHne cocTosiHMSA

lNocne HaxkaTna Ha KHOMKY «an/IMeHI/ITb» nponcxognT npouecc nNnpuMeHeHNA n

3anm1cu HacTpPoeK B NaMsATb yCTpoiicTea. O6 3TOM MHKDOPMUPYET 3HAUOK il B

Ha3BaHMM BK/1AAKN WU Ha KHOMKe «MPUMEHUTb».

06

2. OTMeHa U3MeHEHWIA

B HasBaHMWN BKNaaKu.

X OTmena

KHOMKa oTMeHbl U3MEHEHWIT UMEET CneayroLnii BUA,

crnewHomM coxpaHeHnn n npuMeHeHn HaCTpoekK I/IHCbOpMI/IpyeT 3Ha4yoK

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «[TpuMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[pUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NamsiTy ycTpoiicTea. Mocne Haxatusi Ha KHOMKy «[pMMeHNTb» BO3BpaT K NpeablayLimm

HacTpoikam 6yAeT HEBO3MOXEH.
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PykoBoacTBO no akcrnyatauun WEP-3L

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

eELTEX WEP-3L

MoHuTopIrHT Radio VAP WDS CeTeBhle HacTpoiikn BrewHmve cepaucel Cuctema ru - (Bbxom)

Wi-Fi knueHTs! Wagenwe  WEP-3L
WOS AnnapaTtHas BepcuA 1
3aeopcron MAC-agpec 68:13:E2:C3:52:D0

Cramvctuea no TRagEy

CepuiHEIA Homep WP4C000027
CraHnpoeaHme acupa Bepcua M0
MypHan cobemii Pesepenan sepeua N0

. Bepcua zarpyaumea
CeTesan WHopmaLpna !

CucTemHoe BpeMA 18.01.2024 06:53:35
Whdpopmanma o
pagvouHTepdeiicax Bpema paboTl 0 aw, 00:20:50
= - Sarpyaka LY %
Wrbopmarma ob yctpoiictee » pys =
Micnonbayeman NamATe {513.-,} 99 M6Gaitt / 121 MGaifT
& OBHOBMTH
© 000 Mpednpusmue "Inmexc”, 2023 Bepeus 10! {Bepcum WEE: !

OKHO nonb30oBaTe/IbCKOro MHTepdieica pasneneHo Ha NATb obnacTel:

1. Bknazku MeHio — Ans rpynnupoBKM NogMeHo no kateropusm: MoHutopuHr, Radio, VAP, CeTeBble
HacTpoliku, BHewwHue cepBuchbl, Cucrema.

2. Bbl6op A3blka MHTEpdeica 1 kHomka «(BbIXo)», NpefHa3HaueHHas Asi 3aBeplieHnst ceaHca paboThbl B

web-nHTepdelice nog gaHHLIM NONb30BaTENEM.

Bknagku nogmeHo — 415 ynpas/ieHns nosieM HacTpoek.

Mone HacCTpoOeK ycTponcTea — 4J/19 NPOCMOTPA AaHHbIX Y KOHUrypaumm.

WHdopmaumoHHoe none, otobpaxatoLee Bepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

arw
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PykoBoacTBO no akcrnyatauun WEP-3L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

= TEX  weP-3L

MOHMTOPMHT Radio

Ne  Wwmna xocta  IP-agpec MAC-aapec Wurepdenc  Link Capacity Link Quality Link Guality Common RSSI, agEm SNR. aB  TxRate RxRate TXBW,MIu  RXBW,Mru Bpema paGotel

1 Xiaomi-12T 10.24.8045 76:02:31:98.05.ba wian1-va0 30 66 T -a0 7 VHT NSS2-MCS2 39 VHT NSS1-MCS219.5 20 20 04:51:05

TEPENaHO / NPKHATO BCerD, GaiT 2 058 102/ 624 03 HD © OLIMGKANM, TAKETOR

KypHan codsimu Nepenano / npi

ro, NAKETOR Ui EPHOR, NaKETOR

AHDOPMALY f PUHATO JaHHbX, GaFT 1916 777

MCNO NOBTOPOB NEPEfayM, NakeToB 2 393

TepenaHo / NPHHATO AaHHBIX. NAKETCE 6558/ 2 380 CKODOCTS NEpEnasi / NpHeMa, KouT/c
peiica Mopynauma Nepenano naxetos MpnssTo nakeTos

OFDME 9 0% 5996 80%

NSS1-MC50

NSS1-MCS1 447 7™ 623

NSS1-MCS2 234 % 54

NSS1-MCS3 0

NSS1-MCS4 19

NSS1-MCS5 61

o
o
1
NSS1-MCS6 58 1%
N5S1-MCS7 1
NSS2-MCS0 1222 1
NSS2-MCS1 1523 2

NSS2-MCS2 1676

NSS2-MCS4 303 5%

N$S2-MCS3 923 14% 2
C
NS§S2-MCS5 22 o

0

NS§S2-MCS® 32 0%

Neo — HOMep NOAKIYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YyCTPOICTBa;

IP-adpec — IP-agpec nogknto4eHHOro yCTPONCTBa;

MAC-adpec — MAC-agpec nNoaKnt4YeHHOro YCTPOICTBa;

Vinmepcpelic — nHtepdpeiic B3anmogeictama WEP-3L ¢ nogx1to4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIii 0TO6paxaeT 3aPEeKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MoAyNsauMn Ha nepegady. PaccumTbiBaeTcst UICX04S U3 KONNMYECTBA NAKETOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 018 MakCMMa/ibHOTO Tuna nss,
noaZepXX1MBaemMoro KfMeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbIi 0TOOPaXaeT COCTOSAHME INHKA A0 KNNEHTA, pacCymTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 K/MeHTa He 6bl YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbI/i 0TO6paxaeT COCTOSAHME NINHKA A0 KIMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOIA NONbITKM), MUHUMa/IbHOEe 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccymTbiBaeTcs 3a Bce
BPEMS NOAK/TIOUYEHUS KNTNEHTE,;
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PykoBoacTBO no akcrnyatauun WEP-3L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TIYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.

22



PykoBoacTBO no akcrnyatauun WEP-3L

5.4.2 TMoameHto «CTatnUCTuKa no Tpaduky»

B noameHio «CTaTucTuka no Tpadmky» 0TobpakaroTcsi rpacuky CKOpoCcTU NepesaHHOro/nosry4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢
MOMEHTA BK/IIOUEHMSI TOUKM AOCTyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacbmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdoeincbl TOUKM AOCTyNa 3a nocnegHue 3 MUHyThl. Fpaduk aBToMaTnyeckm
06HOBNAETCA Kaxable 6 CEKYH/,.

SLTEX  WEP-3L

Masxnrogn

WLAM? TR bps

R 0005 (Mt 0 U
@ T 0 bes (max G baz)

LA A A e it

04 03
TALSD 14504 104516 114520 114540 114552 TGOS T4E6 TLAR0 T4ED MMES2 TLATOY TN4TIE AT 14T MATS ta TI44S2 114504 114596 TI4SZE 1T4SHD TI4SEZ MAEGH TI4GN6 104620 INAEAD TMAESZ 1U4T04 1NATI6 1LAT20 MATAD MATSZ 18
LA TR Kops

R 4.5 KBD3 (maX 10.8 kops,
@ T 192 2ps imac 20.2 kg

Mepenaxo v

MprHATO ~
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PykoBoacTBO no akcrnyatauun WEP-3L

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,
*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

Mepenaqo ~

Mnrendeirc Boero nakeros Boera Bait COrpowsna nakeos Dumbrn
LAN 2442 053123

OnucaHue Tabnuupbl «MpUHAMO»:

* ViIHmepdpelic — nms nHtepelica;
* Bceao nakemos — KONM4ecTBO YCNELIHO NPUHATLIX NAaKETOB;
+ Bceeo 6alim — KONMYecTBO YCMNELHO NPUHATBLIX 6aiiT;

+ OM6pPOWEHO Nakemos — KONMMYeCcTBO NaKeToB, OTOPOLLIEHHbIX NPY NOyYEHUY;
* OWUbKU — KONNYeCTBO OLUNOOK.

MPUHSRTO

Hrrepdpeiic Boera nareTos Bcera Gaiir Cripoweno nareTos OwnGrn
LAn 1258 1250022
WLAND 512 402382

WLAN1

wian0-val
wianO-vat

wlan0-vaZ
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5.4.3 ToameHio «CkaHupoBaHue admnpa»

PykoBoacTBO no akcrnyatauun WEP-3L

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u

o6HapyXeHne coceiHUX ToUek AocTyna.

ELTEX  WEP-3L

MoHmTopmHr Radio VAR WD5 Cereseie HaCTROREM

|
=
m
1
it
E
T
H
it

Nwuanazox 551D

2.4 My

24Ty

2.4y

2.4y
6 veroicre 2.4y
2.4y
2.4y
2.4y

24Ty

smposaswe Geino 18.01.2024 10:31:52

Pexmm
GezonacHocTH

WEAZ
WRAZ
Open
Open
CJpen
Open

Open

MAC-agpec
63:13:E2:35:C4:F1
CBTF-54:39:33:B0
CC:9D:AZ:F2:99%F0
CC:aD:AZ:DE4D:B0

§8:13:E2:03:4C.31

68:13:E2:03:4C.80

E4:5A:D4:E8:DE:E1

Kanan | IWupuHa
11f20
Ti20
1:20
G20
1120
1/20
11/20
S0

1/20

R551, nEm

[nsi 3anycka npoLiecca CKaHMPoBaHWs aghupa HaXMMTe Ha KHOMKy «CKaHMpoBaTb». [oc/e 3aBepLueHnst

npoLecca Ha CTpaHuLie NOSIBUTCS CMMCOK 06HaPYXEHHbIX B paavoadmpe Touek AocTyna U MHopMaums o0 HUX:

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNeAHEr0 CKaHMPOBaHNUS;
+ [uana3oH — ykasbiBaeTcsl AnanasoH 2.4 Ty unm 5 ITu, B KOTOpoM 6bl/ia 06HapYXeHa Touka A0CTyna;

+ SSID — SSID o6HapyXeHHOI TOYKM A0CTYyNa;

* Pexxum 6e3onacHocmu — pexunM 6e30nacHOCT 06HAPYXXEHHOI TOUKM 10CTYNa;

* MAC-adpec — MAC-agpec o6Hapy>XeHHOI TOUKM A0CTYyna,;
* Kanasi/lLlupuHa — pagnokaHasl, Ha KOTOpoM paboTaeT 06Hapy)XeHHas Touka 4OCTyna;
* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaT OBHAPYXXEHHOM TOYKM A0CTYna, ABM.

© Bo Bpems ocyllecTBAEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IIOUEH, UTO
npvBeAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BPEMSI CKaHMPOBaHWSI.
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5.4.4 TMoameHto «KypHasn cobbITU»

PykoBoacTBO no akcrnyatauun WEP-3L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

ELTEX  WEP-3L
MoHuTOp#MHT Radio WIAF WDS CeTegnie HACTROMEM BHSlHKE CEpERCE CucTeMa
WWi-Fi knneHTe ® CumeTeTs
- IaTa u BpeMA Tun Npouece
ST na TRaPALY Jan 18 05:35:08 dasmon.info configd[1101]
AHMPOBSHME 3pHpa Jan 18 08:35:08 daemon.info configd[1101]
Hypuan coBuTii Jan 18 08:35:0 dasmon.info configd[1101]
CeTeEas nHbopMaUMA Jan 18 05:35:03 dasmon.info configd[1101]
Jan 18 05:34:3 auth.info login[1850]
F Jan 18 05:34:032 dasmon.warn networkd[1154]
AHdpopuELIR oF yoTpoRaTE: Jan 1 03:00:29 daemon.info networkd[1154]
Jan 1 03:00:28 dasmon.info networkd[1154]
Jan 1 auth.info schd[1444)
Jan 1 auth.info sshd[1444)
Jan 1 dasmon.info syslogd[1448]

Coobwenne

The AP startup configuration was updated successfully by admin
The AP running configuration was updatsd successfully by admin
The AP startup configuration was updated successfully by admin
The AP running configurafion was updated suecessiully by admin
reot login on ‘consaole’

Board has low free memory (3 MB, limit is 11 MB), dropping caches

Mewworkd started
Server listening on 0.0.000 port 22
Server listening on 0.0.0.0 port 330,

started: BusyBox v1.21.1

+ [ama u spems — BpeMs, Korga cobbiTue 6b110 CreHepupoBaHo;

* Tun — KaTeropusi 1 ypoBeHb BaXHOCTN COObITUS;

« lpoyecc — UMs NpoLiecca, CreHeppPOBaBLLETO COOGLLEHME;

+ CoobweHue — onucaHue cobbITus.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU cobbITuiA

YpoBeHb Tvn BaXHOCTN COOOLLIEHWA

0 UpesBblyaliHble (emergency)

1 CurHans! Tpesoru (alert)

2 Kputnueckue (critical)

3 Own6ouHble (error)

4 MpeaynpexaeHus (warning)

5 YBepomneHnus (notice)

6 WHpopmaumoHHble (informational)
7 OTtnagouHble (debug)

OnucaHune

B cucteme npousoluna Kputuyeckas OLINGKa,
cuctemMma Moxet pa6OTaTb HenpaBWn/lbHO

Heob6xoAMMo HeMealeHHOe BMELLaTe/IbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas ombka

B cucteme npovsoLusia ownbka

MpeaynpexaeHue, HeaBapuiiHoe COOBLLEHNE
YBEeLOM/IEHNE CUCTEMbI, HEaBapuiiHOe CO0OLLEHME
VIHdhopMaLmoHHbIe COOBLLEHNS CUCTEMBI

OTnagouHble coobLIeHUs NpeaoCTaBAoT
No/b30BaTeNto MHPOPMALIMIO A5 KOPPEKTHOIA
HaCTPOIKN CUCTEMBI

[ns nonyyYeHnsa HOBbIX COOBLLEHNIA B XXypHas1e COObITUIN HEOOXOAMMO HaXxXaTb Ha KHOMKY «OBHOBUTbY.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTh, HAXKaB Ha KHOMKY «OUNCTUTbY.
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5.4.5 lMogmeHto «CeTeBas MHGopMaLns»

PykoBoacTBO no akcrnyatauun WEP-3L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

—
=LTEX  WEP-3L
MoHRTOpRHT Radio VAP WDS Cereswie HaoTpoWkn BHSlWHKE CEpERL Cuctema
Wi-Fi ke Cratyc WAN
WDS HuTepdenc brl
STMCTMKE No TRadMEY MpoTozon DHCP
P-agpec
#poEaH®E athMpa
MpusAT: 1.8 Mawr (1 925 383 Dawr]
¥ypHan cofum Mepeaaso 4.1 MGas# (4 285 052 Gant
CeTeEaA MHPOpMAUWR Ethermnet
CocroRHue nopTa Up
CropocTe 1000
HipopMaLMA ob oHCTER ynnsie -
ARP ~
Me IP-agpec MAC-anpec
0 D&:5e:032
1 14:2C:20:
z E0:D9:E3
MapwpyTel
Me Wurepdeic Hazxaqenue Winsz
0 br0 0.0.0.0 10.24.801
1 brl 10.24.80.0 0.0.0.0

Macka dnarn

0.0.0.0 uG

[
en
o

[
en
o

[
en
o
=1
-

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKON, UCNOob3yeMblin onsa goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [IpuHsIMO — KONNMYecTBO NPUHATLIX Ha WAN 6Gair;

+ [NepedaHo — KonmyecTBO nepegaHHbix ¢ WAN 6aiT.

Ethernet:

+ CocmosiHue nopma — cocTosiHve Ethernet-nopta;
+ CKopocmb — CKOpPOCTb MOAK/IHYEHUS No nopty Ethernet;
« dynaekc — pexvum nepegayn faHHbIX:

* Full — nonHbIi gynnekxc;

+ Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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MapLipyThbl:

Wumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT Clieaytole 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ ABSAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3/y.

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie mapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLLyM Ha NOKasTbHOI cucTeme, NocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa bydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4WH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10KabHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbLeBbiM (loopback) nHtepdpeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHUE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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5.4.6 TMoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-3L.

L TEX  WEP-3L

MormnTopwar Radio AP WS Ceressie HacTpoRkn Brewnme cepamcs Cucrema

W ke Radio 2.4 U
wDs Cramyc

MAC-3gpec

Pexmu

Kanan
LWwpnHa kawana, MMy
CaTeEan MHopMaLUMA Radio 5 U

WHbopuaUmMs o
paawonHTEphaRcax »

Craryc

MAC-anpec

Pexaum

Kanan

WwpmHa kakana, MMy 20

PagnovHTepdielicbl TOUKM AOCTYNa MOMYT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 paamovHTepeincos oTpaxxaeTcs B O4HOMMEHHOM napameTtpe «CTtaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /11 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKM
poctyna (VAP). B cnyyae, ecnv Ha pagnoviHTepdeiice umeetcst XoTsi 6bl ogHa aktuBHasa VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «BknoyeHo», Havye — «BbIKMHYeHOo».

B 3aBucmmocTu o1 ctatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayowan nHpopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHUe paguovHTepgeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
+ Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

+ Kanas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* WupuHa kaHana, MMy — wrpuHa Nonockl 4acToT KaHasia, Ha KOToOpoM paboTaeT paguonHTepdeiic.
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PykoBoacTBO no akcrnyatauun WEP-3L

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-3L.

ELTEX

IMOHHTOPHHT Radio VAP

Wi-Fi knueHTsl

WDS

CTaTMCTHKA NO TpaduKy
CkaHupoBaHue 3upa
ZKypHan cobbiTni
CeTesan UHPOpMaLMA

MHbOpMaLIMA 0
paguouHTepdeiicax

WMHihopMaLma of yCTpoiicTee >

WEP-3L

WDS CeTeBble HAacTPOHKKH

M3anenne

AnnapaTHan BepcuA
3aeoackoil MAC-aapec
CepUAHbIA HOMep
Bepcua MO

PesepsHan sepcud MO
Bepcua 3arpy3ynka
CUCTEMHOE BpEMA

Bpemn pacoTsl

3arpy3ka LMYy

Wcnonesyemas namate

<= OGHOBUTB

BHeLUHWe CEpBHCEI cuctema
WEP-3L
w1
68:13:E2:C3:52:D0

WP4C000027

18.01.2024 11:07:25

0 aH, 04:34:40

7%

@ 100 MoanT / 121 MBaiat

n - BLIXO/]

* V130enue — HauMeHoBaHVEe MOAEeNN YCTPOICTBa;

« AnnapamHasi Bepcusi — BepCcus annapaTHoro o6ecneyeHnst ycTpoicTBa;

+ 3asodckol MAC-adpec — MAC-agpec WAN-uHTepdelica yCTPOCTBa, yCTaHOB/IEHHbI 3aBOA0M-

N3roTtoBuUTeNIEM,

*+ CepuliHbili HOMep — CePUAHbIA HOMep YCTPONCTBA, YCTaHOB/EHHbIV 3aBOA0M-U3rOTOBUTENEM;

* Bepcus 1O — Bepcus nporpammMHoOro obecneyeHns yCTponcTea;
* Pe3epsHas sepcus O — npegblaylias yctaHoseHHas sepcus M0;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmemHoe spemMs — TeKyLlMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME,

* Bpewmsi pabombl — BpeMs paboTbl C MOMEHTA MOC/Ie4HEro BKIHOYEHUS WX nepesarpyskn yCTponCTBa;
+ 3aepy3ka LIy — cpegHuii NPOLLEHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHz,

* Vcrnionb3yemasi namMsimb — MPOLEHT UCMONb30BaHNA OrnepaTuBHON NamMATH YCTPOUCTBA.

30



PykoBoacTBO no akcrnyatauun WEP-3L

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

L TEX  WEP-3L
MoHHTOpHHT Radio VAP NDS CeTeBbie HaCTPOAEN BHeWHME CEPENCH Cuctema - (BbIXOA)
Radio 2.4 Ty, » OBwue
Radio 5 My, Pexum IEEE 202.11b/g/n b
HononkuTensHo ABTOMAaTHYSCEWA BRGOp
Kaxana
OrpaHn4KTL CNMCOK K3HaNos
g =z
LWwpuya kaHana, My 40 hd
(OCHOBHOW KaHan Upper v
MowHocTe curiana, abm 14 w
KaHanbHas cKopocTe Auto w
nepenaqM
OONONHUTENBHO

* Pexum — pexuM paboTbl MHTepderica CornacHo crefyrowmmM cTaHaapTam:
+ IEEE 802.11n;
+ |IEEE 802.11b/g;
+ IEEE 802.11b/g/n.

+ Asmomamudyeckuli BbI6Op KaHasia — Npu yCTaHOB/IEHHOM doniare Touka 6yaeT aBToMaTrnyecku
BblOMpaTh HaMMeHee 3arpyXXeHHblil paavokaHan onsa paéotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCH AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;

* KaHas — BbIGOp KaHana nepefayvn AaHHbIX;

+ O2gpaHuyums CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yAeT UCrnosib30Barhb
OrpaHnYeHHbI Nob3oBaTesnieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnyYnTbL CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka focTyna byaeTt Bblouparb pabounii KaHasl U3 BCeX AOCTYMHbIX KaHa0B JaHHOro
AnanasoHa 4YacToT. KaHanbl gnanaszoHa 2.4 I'u; 1-13;

* WupuHa kaHasna, MMy — WwnpunHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHus 20 n 40 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb U3MEHEH TOJIbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKu
3alaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MT U, KOTOpble rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCH KNMeHTamu, KOTopble NoAAEPXMBAIOT TO/bKO
nosiocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly,;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu,

* MowHocmb cueHasna, 0bm — perynnposka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 11 go 16 abwm;
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* KaHasibHasi ckopocmb repedaqu — OUKCpPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensemas crneuyndukaumsammn ctaHgaptos IEEE 802.11.

© B cnyuae, ecnun B cncke «OrpaHNYMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNMCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb Napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMYnTb CNMCOK KaHaI0B» He NOAXOAST Nog, onpeaeneHne «OCHOBHO kaHas» = Lower.

B pasgene «[JoNo/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/HUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

OononHWUTENBHO v
0QBSS Coexistence
KopoTEWIA SaLWTHEIA WHTEpEaN
STBC

MNepwog oTnpaekk cyeSHbix 100
coobLyeHHiA, MC

Mepor doparmeHTalUMm 2346
Mopor RTS 2347
Arperaums

KopoTtkas npeam&yna

Wenanep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WMM)

Pexum padote DHCP ignore v
Snooping

BrntounTs CloS

* OBSS Coexistence — pexum aBTOMaTrn4yeCcKoro yMeHbLUEeHUS WNPUHBLI KaHana Npu 3arpyXXeHHOM
paanoadupe. MNMpu ycTaHOB/IEHHOM (h/1are Pexxnm BK/IHOYEH;

* Kopomkul 3awjumHbil uHmMepsasa — nogaepka yKopoyeHHOoro 3almnTHoro nHtepsasia. Touka goctyna
nepeAaeT AaHHble, UCNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTaMu, KOTopble Takxe NoaaepX1BatT KOPOTKMIA 3allUTHBIA NHTepBaUT;

+ STBC — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IEHHbIN Ha NOBbILLEHNE
HaAeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO ec/iv BblIGpaHHbI pexum padoThbl
pagnovHTepdelica skntovaeT B cebs 802.11n. MNMpu ycTaHOB/IEHHOM do/iare yCTPOMCTBO nepefaeT oanH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuumn 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3HaYeHne No YMOTYaHWIo;
* remove — To4Ka [OCTyna yganset 3HayeHve onuuu 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHue, ykazaHHOe B
napametpe «Onuus 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHasA CTpoka 0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTpoincTea.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa CTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
8 CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepene AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) N

Data 1 (Buaeo) 1 -

Data 0 (Fonoc)

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (DoH)

Data 2 (Best Effort) q

Data 1 (Buaeo) 2 5 B

Data 0 (Fonoc) 2

w
-
~
-

47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadvk nepefaeTcs oT TOUKM
A0CTYna K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefiHenpropuTeTHas oYepe/b, CPeaHss NPornyckHas Croco6HOCTb U
3aZepxka. B faHHylo ovepepb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'osoc) — BbICOKONPUOPUTETHANA ouepeb, MUHUMa/IbHblE 3aePXKN. B faHHOl
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMAaEeT 3HavyeHns 1-255;

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXngaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoi kaapa,
3a4aeTcs B MUIINCEKYHAax, NpuHMmMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKM JocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMst MMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX  WEP-3L

MoHHTOpHHT Radio VAP NDS CeTeBbie HACTPOWEN BHelWwHHe cepErcH CucTema n - {BBix0g)

Radio 2.4 Iy, OfoLwme
Radio 5 My » Pesum IEEE 302.11a/n/ac/ax b

DononkuTensHe AETOMATHYECEMI BRITOP
KaHana

OrpaHuyMTE CNWCOK KaHanoe

n 36 (5170 — 5210 M) %

LupwrHa kanana, My 40 b
QOCHOBHOW KaHan Upper w
MowHocTs curiana, gbm 19 w

KaHanbHas cropocTe Auto w
nepenaqu

OONOMHUTENBHO v

* Pexum — pexum paboTbl MHTEpdieiica cornacHo ctaHgapram:
+ |IEEE 802.11ax;
+ |IEEE 802.11a/n/ac;
+ |EEE 802.11a/n/ac/ax.

+ Asmomamuuyeckuli 8bI60p KaHasa — Npyu yCTaHOBIEHHOM donare Touka byaet aBToMaTnyecku
BblOMpaTb HAMMeHee 3arpyXXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdelica. Mpu cHsatom conare
OTKpbIBaAETCH AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

+ KaHas1 — BbIOOp KaHana nepegaymn faHHblx;

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCTaHOBIEHHOM ch/iare Touka focTyna OyaeT UCnosib30BaThb
OrpaHMyeHHbIN Nosib3oBaTesieM CrMCcoK KaHasoB /15 paboTbl B aBTOMArn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYmTb CNUCOK KAHa/10B» HE YCTaHOB/IEH WX B CIIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounini KaHan u3 BCeEX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u; 36—64, 132-144, 149-165;

+ WupuHa kaHana, MMy — wmpmnHa Noaocbl YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHumaet 3HadeHunsa 20, 40 n 80 MI'y;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/TbKO MPY MPOMYCKHOW CNOCOGHOCTN CTaTU4eCKn
3a/1laHHOro KaHana, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHMyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 My, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa1 UCNOJb3YeTCH K/IMeHTaMu, KOTOpble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 MIru;

« Upper — nepBun4YHbIM KaHas1oM OyaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M OyaAeT HMKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmsb cueHasia, 0bm — perynmpoBka MOLWHOCTM curHana nepegaryunka Wi-Fi B gbm. MpunHnumaet
3HayeHue ot 11 4o 19 gbm;

+ KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaA CKOPOCTb 6eCnpOBOAHON nepefayn AaHHbIX,
onpegensemas cneundpmkaymsammn ctaHgaptos IEEE 802.11.
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© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NOAXOAAT nog onpegenexHme «OCHOBHOM kaHasn» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OONONHWTENBHO v
0BSS Coexistence
MNegoepxka DFS Exnroueno hd
KopoTEMA SalMTHEIA HHTEpEAN
STEC

Mepwreg oTnpasku cny#eSHbix 100
coofWeHni, Mc

Mopor hparMeHTaguK 2348
Mopor RTS 2347
Arperauma

KopoTkas npeamSyna

UWednep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WMM)

Pextum pabote DHCP ignore v
Snooping

Exntounts QoS

+ OBSS Coexistence — pexum aBTOMaTM4eCKOro YMeHbLUEHUS LWNPUHBI KaHana Npu 3arpyXXeHHOM
paanoadhmpe. MNMpn ycTaHOBEHHOM (lare pexmnm BKITHOYEH;

+ lNoddepxxka DFS — mexaHn3m AMHaMU4eCcKoro Bblibopa YacToThl. TPeBYeT OT 6eCNPOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNOb30BaHNS KaHa10B, COBNaAatoLmx ¢ kKaHasiaMmu, Ha KOTOPbIX
pa6oTatoT paanonoKaLnoHHble cuctemsl B 5 'L AnanasoHe:

* BbIK/1HO4EHO — MeXaHW3M Bbik/todeH. DFS-kaHasbl He AOCTYMHbI A5 BbI6OPa;
* BK/1lO4EHO — MeXaHU3M BK/IHOYEH;
* [puHyoumesnibHO — MexaHu3M Bbik/todeH. DFS-kaHasbl AOCTYNHbI ANS BblGopa.

* Kopomkul 3awjumHbil uHmepsasa — nogaepkka yKopoueHHoro 3almuTHoro nHtepsasia. Touka goctyna
nepeaaeT AaHHbIe, MICNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takke NoaaepXnBarT KOPOTKMIA 3allMTHBIA NHTepBaUT,
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+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6alitax. MpuHMaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4unC/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NUMAUT
ANS LUMPOKOBELLATENBHOTO Tpadgvka B NOsIBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHue nogaepxxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsl DHCP Snooping — Bbi6op nonutukn obpabdoTtkm DHCP onuumn 82. JloCcTynHble 3Ha4YeHuA
Ana Bolbopa:

* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No YMOYaHuIo;
* remove — To4Ka [0CTyna yganset 3HayeHue onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbIGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3Ha4veHunsa napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbIn RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bblb6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 N 15 v 9

Data 0 (Fooc) 1 3 v 7 N a7

Station EDCA Parameters

Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) 7 15 v 1023 v 0
Data 2 (Best Effort)

Data 1 (Buaeo) 2 ;

Data 0 (Tonoc) 2 3 v 7 v a7

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepefaeTcs oT TOUKU
A0CTyna K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/IMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHAA OYepesb, BbICOKas NPOMNyCckHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpaBisgeTca 60/bWNHCTBO TPAAULMOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS O4EPEb, MUHMMa/TbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn oobpabdartbiBaloTCA BUAEOAaHHbIE, YYBCTBUTESIbHbIE K BPEMEHN
(npuopuTeTsbl 802.1p: cs4, csb);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn obpabdaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dpeliMos)
[AaHHbIX, N3MEPSAETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPeEMEHN OXnaaHus nepes NoBTOPHOM OTNpPaBKoW Kaapa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNPaBKOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAUYEHU cwMin;

* TXOP Limit — napameTp UCNosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KneHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepegadun — nHTepBasl BpeMeHu, B MUIINCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHue noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [na oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.5.3 MoameHto «onoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=TEX  WEP-3L

MoHMTOPHHT Radio VAP NDS CeTeERIE HACTPOREN BHelwHWe cepench Cuctema - {EbIXOZ)

Radio 2.4 Iy OONONHWTENEHO
Radio 5 My, CTpana Poccus b PazGnoMposate

MmoBaneHan WEcnAuKs

JononHUTENbHO >

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOW paboTaeT Touka fgoctyna. 11 Bbloopa CTpaHbl HY)XXHO
BbICTaBUTb hnar «Pa36noknpoBatb». B 3aBUCMMOCTM OT yKa3aHHOro 3Ha4eHns 6yayT NpUMeEHEHbI
OrpaHvy4eHns K noaoce YacToT 1 MOLLHOCTM Nepefarymka, KoTopble AeCTBYIOT B faHHOlW cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YaCTOTHBIX KAHa/10B, YTO B/IMSIET HA
aBToMaTn4eckuin BbiIbop kaHasna B pexmme Channel = Auto. Ecniv knueHTCckoe o6opygoBaHue

NNUEH3NPOBAHO A/ NCNoJib30BaHUA B APYromM permoHe, BOSMOXHO, YCTaHOBUTb CBA3b C TOUKOM goctyna

B TaKOM C/lyyae He yaacTcs.

€@ Hactpoiika nokanbHbIx (PErMoHasIbHbIX) OFPaHNYEHIiA, BKToUas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHanax 1 BbIXO4HON MOLLHOCTH, IB/IAETCA OTBETCTBEHHOCTHI0 MHCTA/IIATOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6G/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMUN YCTPOICTBaMM.

« [106anbHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM dolare BK/IOUYAETCA M30M1ALMS TpadmKa Mexay
KnneHTamu pasHbix VAP 1 pasHbIx paanovHTepdeiicos.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAP3.

LTEX  WEP-3L

MoHHTOpHHI Radio VAP DS CeTestie HACTPOWEK BHewHKe cepench Cwucrema TR (BbIx0n)

CymmapHo » 24y 5y

24y Pextum
Pexum Tpancnnposate Band  VLAN  General Wsonaums
my VAP  Bsmioueno Gesomactoctw  VLANID ssID 3siD Steer Trunk  Mode General VLANID  aBonenTos

VAPD Baiknioueno WEP-3L 2 4GH=

VAP1 BriknoueHoe WEP-3L_2.4GHz1

VAP2 Buiniouenc WEP3L 2 4GHz2
VAP3 BuiknioueHo

WEP-3L_2 4GHz-3

MokazaTe Bce

* VAPO-VAP6 — nopsiiKoBbIi HOMEP BUPTYasIbHON TOYKM [OCTYNa;

* Bk/1t04eHO — Nnpun yCTaHOB/IEHHOM do/iare BUPTyaUibHas ToYKa JOCTYNa BK/IOYEHA, MHAYe — BbIK/THOUEHA;

* Pexum 6e3ornacHocmu — TUN WN(PoBaHNS AaHHbIX, UCMOb3yeMbI Ha BUPTYa/lbHOW TOUKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumatbcs MeTka npu nepegade tpaduka Wi-Fi knneHtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpPTYasibHON 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BellaHue B adoup SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npv ycTaHOBNIEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetun. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeince un
aKkTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM (biare aboHEHTY nepefaeTcsa TerMpoBaHHbIin Tpadvk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTErMpoBaHHOIO Tpadnka
COBMECTHO C TErMpoBaHHbIM (4OCTYMHO npw BKItoueHHoM pexume VLAN Trunk);

*+ General VLAN ID — c yka3aHHoro VLAN ID 6ygeT cHumaTbea meTtka 1 Tpadmk atoro VLAN npoiiget Ha
knveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrika B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelumBaTbest meTka General VLAN ID;

* M3onsiyus aboHeEHMOB — NMpu YCTaHOB/IEHHOM (piare BK/IO4MEHa M3015umMa Tpadmka Mexay KnmeHTamu
B npegenax ogHoii VAP.

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.6.2 lMoameHto «VAP»

LTEX  WEP-3L
ATODWHS Rar VAP WDS CeTesbie HacTpoMKM BHELIHWE CEPEMCHI CucTema -
CyMMapH VAPO | VAPl  VAPZ  VAP3  VAP4  VAPS  VAPE
2.4 TTy> O6LWme HacTpPoKu
51Ty Britodeto
WVLAN ID
ssiD WEP-3L_2 4GHz

TpaHcnuposate SSID ]
Pestim Band Steer
WLAN Trunk
General Mode
HsonAuwmA adoHeHTos
Moogepsxa 502 11kiv
Pennukaywa Mulficast

MpuopuTeT DsSCP w
Pexum Minimal Signal
MaKCHMANEHOE KONMUHECTED 0
KMMEHTOR
Pe:tim GesonacHoCcTH BuiknioueHo ~
Mopgepsxa 802 11r
P OWE Transition none w

O6LLe HaCTPOKK:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dh/iare BUpPTyaUibHasi Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHS;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbcs MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NoAKNIYEHHbIM K AaHHol VAP. IMNpu npoxoxaeHnn Tpadvka B 06paTHYH0 CTOPOHY Ha HETETMPOBaHHbI
Tpaduk oT KNMeHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otknitoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTYasibHOI 6eCNpPOBOAHON CETY;

+ TpaHcnuposames SSID — npun ycTaHOBNEHHOM do/iare BK/IYeHO BelwlaHne B achmp SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM donare akTUBHO NPUOPUTETHOE NOAK/YEHMe KnneHTa Kk 5 Ty,
ceTun. na paboTbl hyHKUMN HYyXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom pagnonHTepdeince n
aKTMBMPOBaTb Ha HUX NapameTp «Pexum Band Steer,

« VLAN Trunk — npv yctaHoBNneHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM doiare paspellaeTcs nepegada HeTermpoBaHHoOro Tpadvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKItoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcs meTka 1 Tpadunk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. MNpu npoxoxaeHun Tpadrka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk dyaeT
HaBelwmBaTbca meTka General VLAN ID;

* M3on15yust abOHEHMOB — NPW YyCTaHOBNEHHOM chiare BK/IlOYEHA N30189uUa Tpadouka Mexay KnneHtamu
B npeaenax ogHon VAP,

*+ lModdepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHaaptoB 802.11k/v Ha BUpTyasibHOWN TOUKe A0CTYnNa;

« Pennukayusi Multicast — npu yctaHoBneHHom chnare Multicast Tpadmk B CTOPOHY KNMEHTOB 6yaeT
npeo6pasoBbiBaTbCs B Unicast 40 Kax4oro kveHTa, Npu OTK/IIOYEHHOM NPOX0AnUTb 6e3 Moandmkaumii;
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* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv ycTaHOBNeHHOM chnare pyHKUNS OTKNHOYEHUSA kaneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUTHaNa B AbM, HKe KOTOPOro NpoucxoauT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe ypoBHS cueHasna rnpu poymuHae — ypoBeHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasia». ecnu «MuHUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog, BpeMeHu, N0 UCTEYEHUN KOTOPOro NPUHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/1104EHO — He UCNO/b30BaTh LWMIpOoBaHMe 415 nepegayn AaHHbIX. Todka AOCTynHa ANs
NOAKN0YEHMA NOOro KNneHTa. 1A cetell OTKPbITOro TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMPoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbliX N0 He3alNLLEHHOW CeTU.

Mpwn 3TOM OT No/b30BaTENEN HE TPEOYETCA KaKNX-TO AOMNOMHUTENbHbIX AEACTBUIA 1 BBOAA Napons
ANs nogkntoyeHns K cetu. Mpu Bbibope faHHOro pexnma oTobpaxaeTcs HepegakTupyemoe

none «Pexum OWE Transition'», yka3blBatoLLiee MHTEPEIC C OTKPbITLIM TUMOM LIMGIPOBAHNS, C
KOTOPbIM HaCTpOEeHa CBA3HOCTb B TEKYLLWI MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXuBawLnmMm ayteHTudmkaumio OWE. Mpu nonbITKE NOAKAOYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexxunm OWE transition», knneHT, nogaepxusatowimii OWE, nogkniountcs K uinddpoBaHHOM
CETU, HACTPOEHHOI Ha YKadaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKpbITOM CeTn 6e3 WnpoBaHus.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundpposaHus, Npun Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X0AMMbIA 418 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kKaHa1a 6eCcnpoBOAHON CBA3U, MPU KOTOPOM K/TUEHT
aBTOPU3YyeTCA Ha LeHTpannzoBaHHoOM RADIUS-cepsepe. [1/19 HACTPOVKN fAaHHOTo pexnma
6e3onacHocTn TpebyeTtcsa ykasatb napameTpbl RADIUS-cepsepa. Takxe TpebyeTca ykasarb KoY
ona RADIUS-cepsepa.

Mpwu BbIGOpe onpeaeneHHoro pexvmMa 6e3onacHocTv ByayT AOCTYMHbI Cleayowme HacTPOKN
(cM. Huxe).
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Pexamm BezonacHocTu WPAZWWPA3-Enterprise v
MFP OnuuoHansHo v
PMKSA kswmposaqne
Mopnepxka 802.11r
BpyuHyio
FT-over-D3 M
Kniow mobuneHoro goctyna RO root
Kntow moBunsHoro goctyna R

MaeHTchuraTop MobunsHoro 0
nomeHa

Berpeynsiia MAC-agpec

MAC- YoaneHHbIA KN4 YnaneHHLIA KoY RRB RRB
No appec mobunsHoro poctyna RO mobunsHoro goctyna R1 knrod RO ko R
+ [To6aus CeepHyTb

« MFP — 3aumta management-kagpoB (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise 1 WPA3-Enterprise, npv Bbibope Apyrmx pexmmos
6e3onacHocTn MFP nepeBoauTcsa B cocTosiHue Omk/1to4eHo, Npy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/o4eHo — 3awmTa management-kaZpoB OTK/THOYEH3,;

+ OnyuoHa/sibHo — 3awmuTa paboTaeT, ecnu KNNMeHT nogaepxnsaet MFP. KnveHTbl 6€3 noaaepxku
MFP mMoryT nogknountbes K gaHHoin VAP;

* Bk/1r04eHO — 3alimTa BK/IOYEHa, KNIMEHTbI, He nogaepxusatowe MFP, nogxknoumMTbCs He MOryT.

* PMKSA kawuposaHue — gonar yrnpasnseT BK/IIOUYEHNEM KILLUMPOBaHUA NHDOpMaUUn O NOAKIHYEHUN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOYKA AOCTYNa 3anoMuUHaeT K/IMeHTCKoe
YCTPOWCTBO Noc/ie aBTopmsalmm Ha 12 4acoB U He TpebyeT NOBTOPHONM ayTeHTudmkauun Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKe 3TOro BpemeHu. BknoyeHre faHHoN yHKLUMK coKpallaeT BpeMms
POYMUHra nNpu BO3BpaLLEeHUM KNNeHTa Ha Touky B pexume WPA Enterprise. HacTpolika focTynHa To/bKo
npu pexumax 6esonacHocTtu Enterprise;

+ 802.11r — doyHKUMOHA BbICTPOrO POYyMUHIa, paboTaeT TO/IbKO C K/IMeHTamMK, KOTopble NOAAEPXMBatOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXeEH ToNbko Mexay VAP ¢ pexumomM 6e30nacHOCTH
WPAZ2 1 Bblwe:

* [Moddepxka 802.11r — BKIOUNTL NOAAEPXKY cTaHgapTa 802.11r Ha BUPTYasibHOWN TOUKe AOCTYNa,;
* BpyyHyro — npu ycTaHOB/IEHHOM (hiare nosiB/IfeTcs BO3MOXHOCTb PYYHOW HACTPOMKM
napameTpoB POYMUHIa;
* FT-over-DS — BkntoveHue pexmma «Over the DS»;
* Ksod Mo6busibHo20 docmyrna RO — yHVKasbHbIM KN4 Ans gaHHoi VAP, Hanpymep, cepuitHbii
HoMep;
* Koy mobusnbHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETH B BbIBOAE KOMaHbI
ifconfig);
* MldeHmMuchukamop Mobu/ibHO20 OOMeHa — HOMep TPYNMbl, B paMKax KOTOPOi MOXET ObITb
coBepLleH poymMuHr. MNMpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeyHbil MAC-adpec:
* MAC-adpec — MAC-agpec VAP-nHTepderica BCTPEYHON TOUKM AOCTyna.
MakcmMmanibHoe KonmyecTBo — 256;
* Y0asieHHbIl K/1t04 MO6U/IbHO20 docmyrna RO — yHUKasbHbIV K104, fO/DKEH coBnajaTb
¢ «Kntou mobuneHoro goctyna RO» Ha VAP BcTpeyHoi T/,
*+ YO0asieHHbIl k104 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHon T/,

43



PykoBoacTBO no akcrnyatauun WEP-3L

* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB kntoy R1», HO
06513aTeNbHO Ao/MKeH coBnagaTth ¢ «RRB kntoy R1» BcTpeyHoit TA. AnuHa knoda — 16
CVIMBO/10B;

* RRB k/ito4 R1 — cnyyaliHblii kntoy. He gomkeH coBnagathb ¢ «RRB kntoy RO», HO
o06513aTenbHO Ao/mKeH coBnagaTth ¢ «RRB kntoy RO» BcTpeyHoit TA. AnuHa knova — 16

CMMBOJIOB.
RADIUS:
RADIUS
Oonser root
IP-aapec RADIUS cepeespa 192.168.0.1
Mopr RADIUS cepeepa 1812
Mapons RADIUS cepeepa resnas -

Mcnonb30sars aKKayHTHHT Yepes
RADIUS

Mcnonesoeare GpyTMe HacTpoikk 4ns
aKKayHTHHIE

IP-agpec RADIUS cepsepa anA 192.168.0.1
AKKAYHTHHIA
Mopr RADIUS cepeepa gna 1813
SKKAYHTHHIE
Mapons RADIUS cepeepa ana rennes -
AKKAYHTHHIA
MNepwoguyeckan oTNRaEKa

AKKBYHTHHIa

MHTEepEaN OTNPAEKK AKKEYHTHHIA GO0

+ [lJlomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS-cepsepa — anpec RADIUS-cepsepa;
« MNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi MCNO/Mb3yeTcs A/151 ayTEHTUAIMKALMMN W
asTopusauuu;
* Maposb RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, Mcnonb3yemoro ansa ayteHtudmkaymm u
asTopusauuu;
* Vlcnonb3o0B8amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/EHHOM dhnare 6yayT OTNpaBisiTbCs
cooblueHns «Accounting» Ha RADIUS-cepsep;
* Vlcnonb3o0B8amb Opyaue HacmpoUlku 0/11 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepsepa, ncnonb3yemoro assi
aKKayHTUHra,;
* [Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naposnb ana RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;
« lNopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTopbIi 6yAeT ncnosb3oBaH A/1s1 cbopa akkayHTuHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBasl OTNpaBky COOOLLEHNA MOXHO B none «/HTepBas
OTNPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

OrpaH4eHMA CROPOCTH

BrmouuTh

WAP Limit Down 0 koWt
WAP Limit Up 0 KGuTC
STA Limit Down 0 koWt
STA Limit Up 0 KEKTIC

* [Noka3amb — aKTVBUPOBAaTbL MNOJIE HACTPOEK;

+ VAP Limit Down — orpaHu4eHvne nponyckHoi cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/IMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, KonT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/ieH! OT TOYKM JocTyna Ao
KNMEHTOB (KaXA0ro B OTAENbHOCTM), NOAK/UYEHHbIX K AaHHoi VAP, Kout/c;

« STA Limit Up — orpaHuyeHune nponyckHoli Coco6GHOCTU B HarnpaB/ieHMN OT KNNEHTOB (Kaxkaoro B
OTAENbHOCTM), NOAK/OYEHHbIX K AaHHol VAP, o Toukn goctyna, Kbut/c.
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KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHuTpone goctyna no MAC

BrreoueHo
Monumvra 3anpet1Te ¥

Crucox MAC-adpecoe nycm

+ [pyuMEHHTE ® OTtmeHa

* Bks1to4eHO — npu yCcTaHOBMEHHOM hriare 6yaeT pabotarb BblbpaHHasA NoNNTHKa AOCTYnNa,;
* lMosrumuka — nNonuTuKa Joctyna. Bo3mMoXHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLieHo nogktovatbes knmeHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM [OCTYN ByAeT paspeLlen;
* Paspewums — K gaHHol VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kimeHTam, MAC-
aZipeca KOTOpbIX COAepXarcs B Cnucke. BceM octasibHbIM AOCTYN GYAET 3anpeLleH.
+ Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1an 3anpeLleH 4oCTyn K
AaHHoi VAP. MoxeT cogepxaTb Ao 128 agpecos.

+
[lna Toro 4To6bl 106aBUTL aApPEec B CNNCOK, HAXXMUTE KHOMKY . 1 B nosiBuBLUEMCS none BeeanTe MAC-
aapec. YTob6bl yaanuTb aapec 13 Crmcka, HAKMUTE KHOMKY [E] B COOTBETCTBYHOLLEW CTPOKE.

Ecnv Bo3HMKNA HE06X0AMMOCTb [06aBUTb B CNCOK MAC-afpec K/IMEHTa, KOTOPbIV B A@HHbIA MOMEHT

MOAK/HOUYEH K 6a30BOI CTAHLMK, HOKMIUTE B KOHLIE CTPOKM KHOMKY [:] 1 BbIGEPUTE HYXHbIA apec U3 Crncka,
OH aBTOMAaTMuYecKn A06GaBUTCS B MOJe.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 19 TOro 4tobbl yBUAETb NOJHLIN CMIUCOK B Cyyae,
€Cnn oH coaepxnTt 6onee 10 aapecoBs, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 E0:D9:E3:TA:BE:CO - E

MokasaTk BCE

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

PykoBoacTBO no akcrnyatauun WEP-3L

LTEX  WEP-3L

CHCTEMHAR KOHDHIYpaLwa » Wiam xocta WEP-3L
Doctyn Teorpaduyectuii JoMeH root
VLAM ynpaenexus Forwarding
VLAM ID
MpoToken Stafic
Cratiseckmi [P 192.168.1.10
CeTeean macka 255.255.255.0
Loz
Mepenytbia DHS

Bropuytbia DHS

MoHMTOpHHT Radio VAP WDS CeTeEbie HaCTPOARH BHELWHHE CEpEHUCHI Cuctema

* MImMsi xocma — ceTeBOe UMS YCTPONCTBa, 3agaeTcs cTpoka 1—63 CMMBO/IOB: /TaTUHCKME 3arnaBHble U
CTPOYHble GYKBbI, LdIpbl, 3HAK Aednc «-» (aedmc He MOXET GbITb NOCIeAHUM CUMBOJSIOM B UMEHMW);
+ [eocpachudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cuctemsl yrnpasnexHus EMS, B koTopom

pacrnonaraeTrcs To4ka 4OCTyna;
* VLAN ynpagneHus:.

* BbikouyeHo — VLAN ynpaBneHus He NCnonb3yeTcs,;

« Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
c/y4yae y K/IMeHTOB, MOAK/THUYEHHbIX Yepes3 paanonHTepdenc, HeT gocTtyna Ao gaHHoro VLAN,;
* Forwarding — pexwum, npu kotopom VLAN ynpasneHuns nepegaeTtcs Takke B pagnovHTepdeiic

(npw cooTBeTCTBYHOLLEN HAacTpoiike VAP).

4094,

VLAN ID — ngeHtudmkarop VLAN, ncnonb3syemblii 4na Aoctyna K yCTponcTBy, MPUHUMAET 3HavYeHnsa 1-

* [Mpomoko/1 — BbIGOP NPOTOKO/A, MO KOTOPOMY ByAeT OCyLecTBIATLCA nogkntodeHne no Ethernet-

NHTEepdieicy yCTpoiicTBa K CeT! NpefocTaB/IeHns yeyr nposaligepa:

+ DHCP — pexum paboThbl, npu KoTopoM IP-agpec, macka noacetu, agpec DNS-cepBepa, W03 no
YMOJI4aHUIO 1 Apyrie napameTpbl, Heobxoanmble Ans paboTsl B ceTu, byayT nony4veHsl ot DHCP-

cepBepa aBTOMATUYECKM;

+ Static — pexum paboTbl, Npy KoTopoM IP-agpec 1 Bce Heobxogmmble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcs ctatudecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT

[OCTYNHbI Criefyowme napameTpbl:

+ Cmamudyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoicTea B ceTv npoBaigepa;

« Cemesasi Macka — Macka BHELLHel noaceTy;

* Wmo3 — appec, Ha KOTOPbI OTNPaBNSIETCS NaKeT, eC/IN 4718 HETO HE HaAEeH MapLIpyT B

Tabnuue mappyTmnsaumm.

* lepsu4HbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He

HasHadvalTca aBTomarmyecky no npotokosy DHCP, 3aaaiite nx Bpy4Hyto.

[ns BCTyNneHust B C1ly HOBOW KOHMUIypauuu 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcMyo naMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.7.2 TMoameHto «JocTyn»

PykoBoacTBO no akcrnyatauun WEP-3L

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
+ [insa BKIOYEHNA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe chnar Hanpotms «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

L TEX  WEP-3L

MOHHTOPHHT Radio VAP NDS CeTeEre HaCTPoRKN BHewH1e

CucTemHan FoHDUrypauna WEB
HocTyn » HTTP-nopT
WEB-HTTPS

HTTPS-nopt

Telnet

35H

NETCOMNF

SNMP

Mapons Ha uTekme

Mapone Ha sanuck

AOpec AN% NpWéma Tpance v1

AOpec NS NpWémMa Tpanoe v2

Anpec ANA NpHEME cooGLleHmi

Inform

CHCTEMHOE WMA yCTpoicTEa

KOHT3ETHAR MHDOPMAELMA

nponsEcaMTENA

MecTononoxeHwe ycTpoicTea

Mapene B TRanax

ce

PEWCEI Cuncrema

public

private

WEP-3L

Contact

Russia

trap

+* [pUMEHHTE ® OTmeHa

MporpammHoe o6ecneveHne WEP-3L no3BoNsieT U3MeHATb KOHUrypaumio yCTpoincTBa, NPOBOAUTL
MOHUTOPWHI COCTOSAHUS 6a30BOI CTaHUMM 1 €€ AaTYMKOB, a Takke ynpas/inaTb YCTPOWCTBOM, UCMNO/b3YS

npotokonn SNMP.

© KoHdurypuposaHue ycTtpoiicta no npotokony SNMP JOCTYNHO HauMHas ¢ BEPCUM NPOrPaMMHOTO

obecneyeHuna 1.2.5.
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PykoBoacTBO no akcrnyatauun WEP-3L

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLIN: public);

Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma mpanos v2 — IP-agpec nnn goOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobwjeHuli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPOINCTBa;

KoHmakmmHas uHghopmayusi npou3sooumesisi — KOHTaKTHasi Hopmaums Npon3BoanTeNs yCTPOCTBa;
MecmonosnoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVWHI NapaMeTPOB TOYKN AOCTyNa N NOAKMHOYEHHbIX KIIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkM gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».

Mogpo6Hoe onucaHue OID WEP-3L goctynHo no cneaytouleli ceoinke: Onvcadne OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTBO no akcrnyatauun WEP-3L

5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MNMoameHto «[MopTasibHas aBTopmsauuns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=LTEX  WEP-3L

MoHHTOpHHT Radio VAP NDS CETEERIE HACTPOWEN BHEWHHE CEpENCH Cucrema n - RG]

MopTansHan aETopuIauma » BrntounTe

Appec cepeuca APB ws/192.168.1.1:8090/apvbroadcast

AirTune

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka dyaet nogxnioyarbes K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», ona obecnevyeHuns nopTasibHOro poyMyHra K/JIMeHTOB.

+ Adpec cepsuca APB — appec cepsuca APB ons nogaepXxkun poymuHra B pexmme noptasibHoM
aBTopu3auuun. 3agaercsa B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUsI B CW/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».

5.8.2 TMoameHto «AirTune»
MoameHto «AirTune» NpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOKM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcsa 4718 onTuMmsaummn pagmo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKol HacTpoikn 6ecloBHoro poymudra 802.11 k/r.

=(TEX  WEP-3L

MoHHTOpHHT Radio VAP NDS CeTeErIe HACTROWEN BHEWHHWE CEpENCH Cuctema - (BBlxog)

MopTanbHaA aETOPHSALMA Brniounte

Anpec cepewca AirTune ws2i/192.1658.1.1:5099/apb/rrm
AirTune »

+" [pMMEHHTE *® OTMeHa

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare Touka 6yaet nogknoyarbes K cepucy AirTune, agpec
KOTOPOro ykasaH B nosne «Agpec cepsuca AirTune», ana obecneyeHns doyHkumin Radio Resource
Management n/wnmn poymunra 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcsa B popmare: «ws://<host>:<port>/apb/
rrmp».

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHUTb». [INs OTMEHbI U3MEHEHUI HAXKMUTE KHOMKY «OTMeHay.
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PykoBoacTBO no akcrnyatauun WEP-3L

5.9 MeHto «Cucremar

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.9.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHto «O6HOBNeHue MO ycTpoiicTBa» NpeaHasHaYeHo A/1s 06HOB/IEHUS NPOrPaMMHOro o6ecneyeHns

yCTpOWCTBa.

(TEX

MoHuTOpHHT Radio VAP

0bonoeneHune MO ycTponcTEa *
KoHdurypaums

Mepesarpyska

Mapone

Hypran

Oara v spems

WEP-3L

NDS CETEELIE HACTPOWEN BHEWHWE CEpEMCh Cuctema - (BbixOa)

AKTWEHERA Bepcks MO

PeszepeHan eepeun MO + Cpenars axTHEHON

AxmyancHan eepeus MO docmynHa no adpecy:

®ann obkosnexus MO BriGepute dann | ainn He endpan

+ AkmusHasi sepcusi 10 — Bepcuss NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTaoLlasi B aHHbI MOMEHT;
*+ PesepsHas sepcusi 10 — Bepcusa NporpaMMHOro obecnevyeHus,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYHO MOXHO NepeknounTbes 6e3 3arpysku gaiina Mo,
+ Cdeslamb akmusHoOU — KHOMKa, N03BONAIOLWLANA caenaTb pe3epBHyto Bepcuto MO akTUBHOW, ANs
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTnBHas Bepcus MO B 3TOM C/iyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMmMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/, Bbiopas WEP-3L B cnncke o6opyaoBaHus,
N cCoXpaHuUTe ero Ha KomnbtoTepe. Mocne 3aToro HaXXMUTe KHomnky «BblbepuTe thalin» B none ®adsn 06HoB/IEHUSs
O v ykaxunTe nyTb K cpaiiny MO B dhopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM crtatyce 6yAeT ykasaHo Ha CTpaHuLE), NOC/e Yero
YCTPOMNCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

@ He otknlouaiiTe NUTaHWe YCTPOICTBA U He BbINOMHAITE ero nepesarpysky B NpoLecce 0GHOB/EHNS

no.
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PykoBoacTBO no akcrnyatauun WEP-3L

5.9.2 MoameHto «KoHpurypaymsa»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

CLTEX  WEP-3L

MonuTopKHr Radio VAP WDS CeTesbie HACTPOWKK BHeLWHWE CEPENCH Cuctema - {BbIxOg)

OGHoENEHKE M0 yeTpodcTea Meny4uTE apXHE F* Crauate
KOHUIYpaLMK ¢ YCTPOUCTEER
KoHgmrypawuma »
3arpysuTe apxue ©annN He BoIDpaH
MNepesarpyska KOHUIYpaLMKn Ha
YCTROWCTED
Mapone

CBpoc ka sasoacke COXpaHWTE NapameTpel 40CTYNa

AypHan -
e m

Dara v epema

[Nony4yeHne KkOHJMIypauum

UT0O6bl COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKavyaTb».

O6HoBNEHME KOHdIMIYpaLmn

[lns 3arpy3ky coXpaHeHHOro Ha /IoKa/lbHOM KOMMbloTepe dainna KoHUrypauum NCcnonb3yeTcsa NyHKT
«3agpy3umsb apxus KOHguaypayuu Ha ycmpolcmaso». nsi 06HOBEHUS KOHPUIypaLmm YCTPOCTBA HAXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(UrypaLumusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPOWKU

UT06bI cAenaTb C6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnu aktnBmpoBaH dhnar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHpUrypauumm, KoTopble 0TBEYAtoT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).

5.9.3 TlMoameHto «Mepesarpyska»

[nsi nepesarpysku yCTpoincTBa HaXMUTE Ha KHOMKY «[epesarpy3kar. [Mpolecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

clTEX  WEP-3L

MoHMTOpHHD Radio VAP WDS CeTeEble HACTPOMWEN BHelwHWe cepench Cuctema m - {BBIXOg)

DBHoenenme MO yerpolicTea Mepesarpyska yeTPOUCTES & MNepesarpyska
Kondurypaums
MNepesarpyska »
Maponk
AypHan

Oara » Bpema
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PykoBoacTBO no akcrnyatauun WEP-3L

5.9.4 ToameHto «Maponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

cLTEX  WEP-3L

MoHUTOpUHD Radio VAP DS CeTeERIe HACTPONEN BHewHWe cepenc! Cucrema - (BBXOg)

Oonoenenme MO ycTpokcTEa Mapone -

®

Kondurypauus MoaTeep#aeHne napons

MNepesarpy3sxa
m * OTMSPa
Mapont »

Hypran

Nara v Bpemsa

5.9.5 TMoameHio «XKypHan»

MoameHo «KypHan» npefHasHavyeHo 415 HACTPOIKM BbIBOAA Pa3HOro poga OTN1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

cLTEX  WEP-3L

MoHMTOpKMHT Radio VAP NDS CETeEbIE HACTPOAKN BHEWHHE CepBnCH Cuctema - (Bblxog)

OfHoEnetue MO yerpoicTea Pestm Cepeep v dhann hd
Kondourypauma Afpec Syslog-cepeepa syzlog.server
MNepesarpyska Mopt Syslog-cepeepa 314

Mapone Pazmep daina, kb 1000

HypHan »

Oara » Bpems

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU ¢hali/l — HhopMaLUs XypHasia COXpaHaeTcs B 1IOKa/IbHOM oaitnie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKnagke «MoHuTopuHr/XKypHas cobbITnii,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpasnseTca Ha yaaseHHblin Syslog-cepeep v
COXpaHseTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT ANs BXoAsLLMX coobuieHunii Syslog-cepeepa (no ymonyaxuto 514,
[l0NyCTUMble 3HaYeHust 1-65535);
+ Pasmep ¢palina, kb — makcMmasibHbI pasmep goaiina xypHana (gonyctumble 3HaueHns 1-1000 kB).

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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PykoBoacTBO no akcrnyatauun WEP-3L

5.9.6 MoameHto «[lata 1 Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

5.9.6.1 BpyuHyro

ELTEX  WEP-3L

MoHUTOpHHT Radio VAP WDS CEeTeERIE HACTPOWKN BHewWwHKe cepeEnch: Cucrema - {ebxog)

OBHoenetne MO ycTpoicTea Pestan ® Bpyunyro O NTP cepeep
R [lata n Bpens yoTpORCTER  18.01.2024 12:11°41 | # Pesauposars

Yacosoi noAc Mockea, PoccuA A
MNepesarpyska

BrnioquTE Nepexoa Ha
NETHEE BPEMR

Mapone
Hypran Mepexon Ha NETHES BPEMR (e seibpEHo) (e snifpara) (He sebpanc) B - |1 -
Data v Bpema » Mepexod Ha SMMHES BPEMR (He sedGpaH} (e exifiparo) (e seibpano) |B| — |1 —

COEWr BpEMEHM (MMH.) 60

+ [lama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppeKUus, HaXXMUTE KHOMKY «PefakTupoBaTb»:
+ [lama, spemsi — 3afjaiiTe TeKyLLyto AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v Bpemsi»
NSl yCTaHOBKM BpemeHu MK Ha yCTponCTBO.
+ Yacosol rnosic — no3BOMISET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUMN C GvKaiLLUM roOpoLoM B
BalleM pervoHe u3 3alaHHoro Crmcka,;
* Bk/mo4umsb rnepexod Ha /iemdee speMsi — Nnpu yCTaHOB/IEHHOM dp/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCA aBTOMaTUYeCKN B 3a[jaHHbI NepuoL, BpEMEHN:
*+ [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyaeT BbINOSHATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HaveHune oT 0 o 720 MUH.

[Nsi BCTYN/IEHUSI B WY HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWNI HAXXMUTE KHOMKY «OTMEHa».
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PykoBoacTBO no akcrnyatauun WEP-3L

=LTEX

MoHUTOpKHHD Radio VAP

OGnoenenme MO ycTpolicTEa
Kondurypauus
MNepesarpysxa

Mapone

Aypran

Oata n Bpema »

WEP-3L

DS CeTeERIE HACTPOWEN

Pesnm

[ara w BpemMs ycTpolcTEa
NTP cepeep

“acosoit noAc

BrniouuTe Nepexon Ha
nNeTHES BPEMR

Mepexon Ha NETHeE BPEMS

Mepexog Ha SUMHES BpEMS

CAEWr BpeMEHH (MKH.)

BHewWwHWe cepBnc: Cucrema

BpysHyto @ NTP cepeep
16.01.2024 12:12:27
pool.nfp.org
Mocrea, Pococna
(He seibpaH) (He sbibparo)
(He epibpaHD)

(He enibpaxa)

60

(He 68pano)

(He axbpaH0)

(BB003)

« [lama u spemsi ycmpolicmsa — fata n BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CMHXPOoHM3aunn BpeMeHn. Bo3MOXHO 3agartb agpec
nNn BbIGpaTh 13 CYLLECTBYHOLLErO CNCKa;
+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GAvKaiLLIMM ropogom B
BalLeM pervoHe 13 3afaHHOro Crmcka;
* Bk/iro4umsb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Mepexod Ha lemHee BpeMsi — AeHb U BpeMs, Korga O6yaeT BbINOMHATLCA Nepexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — feHb U BpeMs, Korga OyaeT BbIiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemMeHuU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HavyeHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ/ieHNa B CUny HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ,U,I'IFI OTMEHbI U3MEHEHWIT HAXMUTE KHOMKY «OTMmeHa».
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PykoBoacTBO no akcrnyatauun WEP-3L

6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiictBo WEP-3L HacTpoeHo Ha nonydeHme agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-3L: 192.168.1.10, macka noacett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-3L(root):/# configure

(
WEP-3L(config):/# interface
WEP-3L(config):/interface# bro
WEP-3L(config):/interface/br0# common
WEP-3L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-3L)
WEP-3L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-3L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-3L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-3L(config):/interface/br0/common# protocol static-ip (13vieHeHne pexrva paboTel ¢ DHCP Ha Static-IP)
WEP-3L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WEP-3L(config):/interface/br0/common# exit

WEP-3L(config):/interface/br0# exit

WEP-3L(config):/interface# exit

WEP-3L(config):/# route

WEP-3L(config):/route# add default (rje default — HazBaHne maplupyTa)

WEP-3L(config):/route# default

WEP-3L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afgpec cetn nnn y3na HazHavyeHuns, /s
MapLupyTa no ymosdaHuto — 0.0.0.0)

WEP-3L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa no
ymo4aHumo — 0.0.0.0)

WEP-3L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec wi03a)
WEP-3L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Hauunas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasatb MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6onbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdbeiicax,
KOTOpble HaxoasaTcsA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# bro

WEP-3L(config):/interface/br0# common

WEP-3L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aritax. Bo3amMoXHbIe 3HaYeHUs: 1-
2490)

WEP-3L(config):/interface/br0/common# save (coxpaHeHne HacTPOeK)

6.2.1 HacTpoiika ceTeBbIX NapamMeTpoB C MOMOLLbIO YTUNTLI Set-management-vlan-mode
HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WEP-3L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WEP-3L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z2.2.2.Z (rae X.X.X.X — cTtatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetn, Z.Z.Z.Z — L/03)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HauUeHus: 1-4094; X.X.X.X — cTatnyeckunin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — Lu+03)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)
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3aBeplueHNe U COXpaHeHMe HaCTPOoEeK

WEP-3L(root):/# save (coxpaHeHne HacTpPOeK)

6.3 HacTpolika BUpTyasibHbIX Touek gocTyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyeT NOMHUTB, YTO Ha3BaHue nHTepdeincoB B AvanasoHe 2.4 My HauMHaeTcs ¢
wlan0, B gnanasoHe 5 'y, — wlanT.

Tabnuua 8 — KomaHgp! 4N HaCTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHaa ons HacTpoWKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

Hwxe npeacTtaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnyHbiMn pexnMmamu 6e3onacHocty anst Radio 51Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_open' (n3veHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexxviv wncposaHus off — 6e3 napons)
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEpUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOYKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_owe' (13meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexumv wndgposaHus OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTrPaBky COOOLLEHN
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlanl-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
_ = = =

—_— e~ —~ —
_ = = =
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6.3.3 HacTtpoliika VAP c wndposaHvem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0 (HacTpolika ckpbiToro VAP ¢ wndposaHmem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_owe' (n3meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# hidden true (ckpbiTh VAP)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security

WEP-3L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexum wngposarHis OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# owe-transition-interface wlanl-val (ykasaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)

—_— e~ —~ —

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlan1-va0/common#exit

WEP-3L(config):/interface/wlan1-va0# exit

WEP-3L(config):/interface# wlanl-val (Hactpovika VAP 6e3 wuhpoBaHns)
WEP-3L(config):/interface/wlanl-val# vap

WEP-3L(config):/interface/wlanl-val/vap# ssid 'SSID_WEP-3L_open' (n3veHeHve nveHn SSID)
WEP-3L(config):/interface/wlanl-val/vap# ap-security (nepexops B 6710k HACTPOeK pexvma be3onacHocTy Ha

VAP)

WEP-3L(config):/interface/wlanl-val/vap/ap-security# mode off (pexviv wnchposanns off — 6e3 napons)
WEP-3L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-va0 (ykasaHune VAP c
pexnmom wndgpoBaHus OWE, K KOTOPOMY HEABHO ByAyT NOAK/IYEHbI KNneHTbl Wi-Fi 6, oCTa/lbHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WEP-3L(config):/interface/wlanl-val/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-val/vap# exit

WEP-3L(config):/interface/wlanl-val# common

WEP-3L(config):/interface/wlanl-val/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-val/common# exit

WEP-3L(config):/interface/wlanl-val# save (coxpaHeHve HacTpoek)
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6.3.4 HacTtpoiika VAP ¢ pexnmom 6e3onacHocTn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_Wpa2' (n3veHeHne nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexwvimv wucposaHns — WPA/WPA2)
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/M1apo/ib, He0OXOANMbINA
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Kn4va Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-3L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBk/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOYKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—_— e~ —~ —
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6.3.5 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L _enterprise' (n3meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wndgposanus — WPA/
WPA2-Enterprise)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL30BaTesis)
WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs Ais ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-password secret (iz1e secret — naposis /19 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHni «Accounting» Ha RADIUS-cepBep. No ymon4yaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
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6.3.6 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-3L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal# exit
)
)

e~ e~~~ o~~~ o~ —
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WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — f10MeH nosL3oBaTesis)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrnosb3yeMoro 4/ akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBk/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ —~ —~
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6.3.7 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3aunei

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-3L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>" (ykazarb URL BHELLUHEIO BUPTYa/IbHOro rnoprasla B
COOTBETCTBUM C TAbNNLEN 9)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopm3anunn)

WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1z1e secret — naposis /19 RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopu3anunn)

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~ e~~~ o~~~ o~ —

© /15 nonyyenns nHcopmauun 06 anroputTMe B3aUMOAENCTBIS C BHELLHUM MOPTASIOM CM. CXEMY.
Tabnuua 9 — HacTtpoliika URL wa6noHa ana BHELWHel nopTasibHOM aBTopu3auum
MapameTtp OnucaHue

<NAS_ID> NAS ID, 3agaHHblIlii Ha VAP nnn B system. Ecnv He 3agaH HY OQUH
3 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS- u HTTP(S)-
naketax 6yget ncnonb3osarbca MAC-agpec T/,

<SWITCH_URL> [OOMEHHOE NMSA, KOTOPOE MOKa3biBaeTCA KINEHTY Npu
nepeHanpasneHnu

<AP_MAC> MAC-agpec Toukn goctyna

<CLIENT_MAC> MAC-agpec knveHTa

<SSID> SSID

<ORIGINAL_URL> URL, KOoTOpbIii U3Ha4Ya/IbHO 3anpalunBast KIIMEHT

3L
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6.3.8 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [aHHbIi thyHKLMOHAN JOCTYNEH TOMbKO A1 peXuma NopTasbHOl aBTopU3aLmm.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepBepa)
WEP-3L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHutensHoro RADIUS-cepsepa)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHurypaymm> (cozgaHue pasgena KoHdurypauum gonosHmtensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |IP-agpec A0M0o/IHUTESILHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (r1e X — nopt RADIUS-cepBepa,
KOTOpPbI MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayun. Mo ymonyaxumio: 1812)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (ize secret — naposib
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa, NCMnosib3yemMoro A5 akkayHTUHra)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (raie X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (r/e secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npunoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHVe HacTpoek)

—~ o~~~ o~ —~

6.3.9 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WEP-3L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/toueHve pexrma Band Steer. [15
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# vlan-trunk true (BxntoueHvie VLAN Trunk Ha VAP. [Ina OTK/IH0YEHUA
BeeauTe false)

BknroueHune General VLAN Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bx/it0ueHvie General VLAN Ha SSID. [1ns
OTK/oYeHns BeeaunTe false)
WEP-3L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Hovep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WEP-3L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHanv3 npnoputera 13 nons CoS (Class of
Service) TErMpPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHUIO: true. B 3TOM cnyyae aHanmaupyeTcs
npuopuTeT 13 nons DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-3L(config):/interface/wlan1-va0/vap# mfp required (Bk1H04MTL 3aLUUTY management-kaapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT KIMEHTa, KMEeHTbl 6e3 MFP He cmoryT
noAxKNUnNThLCS. capable — coBMecTMO ¢ MFP, KMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounteed. Ans
oTK/o4YeHns BeeauTe off)

Bk/oueHue UCnosib3oBaHus TLS npu aBTopusauum

WEP-3L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3oBats TLS npu asTopusanmn. s
oTK/o4YeHns BeeaunTe false)

BKNoYeHUue CKpbITOro SSID

WEP-3L(config):/interface/wlan1-va0/vap# hidden true (sx/itoueHne ckpbiToro SSID. 1715 OTK/IHOUEHNS
BeeauTe false)

BknioyeHue nsonaymm KnneHTos Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/toueHne n3onaLUN Tpaduka mexay
KnneHTamu B npegenax ogHol VAP. ina otknoueHns seegue false)
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OrpaHuuyeHne KonmvecTBa K/iMeHToB Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# sta-limit X (rze X — maxkcumanbHO 40nycTUMOoe YnCo
NnoAKNHYaeMbIX K BAPTYasibHOW CETU K/INEHTOB)

Bk/loueHue peninkauun MybTUKacToBoro Tpacgmka Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bx/1l0ueHVIe pennkaumy MynsTUKacToBOrO
Tpadomka Ha VAP. ina oTkntoveHus seeaute false)

BkntoueHue Minimal Signal u Roaming Signal

WEP-3L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/110ueHVe nCnonsL308aHNA
doyHKuMoHasa Minimal Signal. Ana oTknoveHnsa seeauTe false)

WEP-3L(config):/interface/wlanl-va0/vap# min-signal X (r4e X — noporoeoe 3HavyeHune RSSI, npu AOCTVKEHUN
KOTOPOro To4uka OyaeT OTKNYaTh KNneHTa ot VAP. MapameTp MOXET NpuHMMaTh 3Ha4yeHust 0T -100 Ao -1)
WEP-3L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepuoz BpemeHn B cekyHaax, rno
NCTEYEHNN KOTOPOTro MPUHMMAETCS PeLLeHne 06 OTK/TIOUEHUN KIMEHTCKOrO 060pya0oBaHms OT
BUPTYasIbHOW CETN)

WEP-3L(config):/interface/wlan1-va0/vap# roaming-signal X (rze X — noporosoe 3HaueHve RSSI, npn
[OCTUDKEHMM KOTOPOIO MPOMCXOAUT NEPEKIIOYEHME KITMEHTCKOrO 060PYA0BaHNSA HA APYTY0 TOUKY
foctyna. NapameTp MOXET NpUHMMaTh 3Ha4YeHus oT -100 Ao -1. MapameTp roaming-signal 4o/MKEH ObITb
BblLle, YeM min-signal: ecnim min-signal = -75 gbM, To roaming-signal Jo/MKeH GbITb paBeH, Hanpumep, -70
ABM)

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

BkntoueHve nepegaum aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WEP-3L(config):/interface/wlan1-va0/vap# local-switching true (sx/1t0ueHne nepepayn aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [ins oTknoyeHns seeguTe false. 10 yMOI4aHMIO BbIK/THOUEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM), NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (r4e X — MakcumMasibHasi CKOpoCThb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHasi CKOpoCTh
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1toueHne wennepa. 115
oTK/Io4YeHns seeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHne wenepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHne wennepa. /15
oTK/Io4YeHns BeeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rae X — makcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi exit

WEP-3L(config):/interface/wlan1-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-bcast-tx

WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — MakcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WEP-3L(config):/interface/wlan1-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WEP-3L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rae X — makcumasibHas cKopocTb B KOUT/
C W NaKEeThbI/C)

WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve weinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-3L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcrumansHas ckopocTb B KOUT/
C W NaKEeThbI/C)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bxk/1t0ueHve weinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika KoHTponsa goctyna no MAC

WEP-3L(config):/interface/wlan1-va0/vap# acl

WEP-3L(config):/interface/wlan1-va0/vap/acl# mac

WEP-3L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XXXXXOEXKXX — MAC-
ajZipec ycTpPoIcTBa, KOTOPOMY HEOOXOAMMO pa3peLLnTb/3anpeTuTb AOCTYyN. [na yaaneHust agpeca us
cnucka ucnosnbayiite komaHay del)

WEP-3L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-3L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NONUTVKM. BO3MOXHbIE 3HAYEHNS:
allow — pa3peluarb NOAK/HYEHNE TO/IbKO TEM K/IMeHTaM, MAC-aapeca KOTOPbIX COAEPXATCS B CMUCKE;
deny — 3anpeulatb NOAKIOHEHNE KIMeHTaM, MAC-aapeca KOTOPbIX COAEPXATCsl B CMMCKe. 3HAYEHUE No
yMO/14aHuio: deny)

WEP-3L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/t0ueHne KoHTPONA goctyna no MAC. Ans
oTKNtoveHns seeaute false)

HacTpoiika 6510KMpPOBKM NOAK/IOHEHUSA NoMb3oBaTeneil, nogMmeHsaWwmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnn Heo6xoaumMo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOrO YCTpoKcTBa (w3, MK 1 npoyee), To He06X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnepyrowme pexmmMbl paboThbl:

on-connect — pexum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHNS YCTPOCTB Yepes Wi-Fi, B cnydae ecnv MAC-
azpec yxe n3yyeH Ha Ethernet-nopTty To4ku [OCTYNa;

by-eth-event — pexum OTKNHOYAET NOAKNHOYEHHOTO KnneHTta no Wi-Fl, B cnyyae ecnv ero MAC-agpec crtan
n3ydeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm noMoraeT ounLaTb CTapyto 3annucb O KIMEHTE Npu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, TO eCTb 6/10KMpyeT NoAKNHYEeHNE HOBOTO
nosnb3oBaresns no Wi-Fi, a Takke OTK/II0HaeT paHee NoAKH0YEeHHOro B c/iyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHTepcpeiicom.

Q Mpwu BbicTaBneHnn pexxnmos full 1 on-connect poymMuHr Wi-Fi KMMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/VEeHTa nonagatoT Ha OCTasbHbIe TOYKM AOCTYyna CeTu, 1
ero MAC nsyyaetcs Ha BCexX Toukax AOCTyna CeTu, No3aToMy Npu POYMUHTE KIMEeHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoakioyeHne MOXeET NPOUCXOANTb
AnnTenibHoe Bpems.

WEP-3L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-3L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHVe doyHKUMOHaNA. [1/14
oTko4veHns seegute false. 3HaueHve no ymonyaHuto: false)
WEP-3L(config):/interface/wlan1-va0/vap/fdb-filtering #mode full (8b160p pexrmva paboTel. 3HaueHne no
yMo/14aHuto: by-eth-event)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3MoxeH Tonbko mexay VAP ¢ pexunmom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-agpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHbIA KOY 415 AaHHON
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WEP-3L(config):/interface/wlanl1-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
nHTEepderica BCTPEeYHOM Toukn goctyna — T/A_2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa /IbHbLIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
ajzipec BCTPeyHon VAP Ha T/12)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHne paboThl TOUKM AOCTYMA Mo
NPOTOKO/Yy 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTtpolika 802.11r Ha T2

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHV1Ka/IbHbIA K1Y 418 AAHHOTO
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarb Ha
BCTPEYHbIX VAP)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVIKa/IbHbLIN K/HOY
BCTPeYHoi VAP Toukmn goctyna T[1 — r0-key-holder-id)
WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHne paboThl TOUKK AOCTYMA Mo
npoTokosny 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINPPOBaHHbIE). EC/IM Ha ToUKe AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To npu NoAKNUEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (11
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (11
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/10ueHe paboThl TOUKY
[ocTyna no npotokosy 802.11k)

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/0ueHNE pabOThl TOUKM
[ocTyna rno npoTtokosy 802.11k/v)

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpoek)

6.4 Hactpolika AirTune

° AirTune 6J'IOKVIpyeT PY4YHOE yrnpaB/ieHne pagnonapameTpamMmym To4HKn gocrtyna.

HacTpolika AirTune

WEP-3L(config):/# airtune

WEP-3L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-3L(config):/airtune# dca true (BkntoueHe PyHKUMOHaIA AMHAMUYECKOTO pacnpeaeseHns KaHaoB.
[na otknoveHus seegute false)

WEP-3L(config):/airtune# tpc true (Bk/1104eHVE PyHKLMOHAIA aBTOMATUYECKOTO YrpaB/ieHs MOLLHOCTbHO.
[na otknoveHus seegute false)

WEP-3L(config):/airtune# load-balance-80211v true (Bk/1t04eHNE (DYHKLMOHAA Ba/TAHCMPOBKN KITMEHTOB.
[na otknoveHus seegute false)

WEP-3L(config):/airtune# enabled true (BkntoYeHVe B3aMoeicTB1A C cepBnCcOoM AirTune. 1151 OTK/IIOYEHNS
BeeauTe false)

WEP-3L(config):/airtune# save (CoxpaHeHve HacTpoek)

[na aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HeOOX0AMMO BKIKOUUTb
doyHKumoHan 802.11r, 4NA 3TOro BbINOAHUTE Crieayowme HacTPOKN:

HacTtpoiika 802.11r yepes AirTune

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/it0ueHne paboTsbl TOUKM LOCTYyNa Mo
NpPOTOKO/y 802.11r)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

76



PykoBogacTBo no akcnayataunm WEP-3L

[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-3L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/toueHVe NoaaepxKm
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpOeK)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTaumn koHTponnepa SoftWLC.

6.5 Hactpoliku Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0

WEP-3L(config):/interface/wlan0# wlan

WEP-3L(config):/interface/wlan0/wlan# radio

WEP-3L(config):/interface/wlan0/wlan/radio# channel X (rae X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoMm
OyneT paboTarb ToUKa)

WEP-3L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t0ueHVe aBTOBLIGOPA KaHaa. /14
BK/IOYEHMS BBeAUTE true)

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/110ueH e UCNONB30BaHNA
OrpaHMYeHHOro cnmncka kaHasnos. [N BKNOYEHUS BBeanTe true)
WEP-3L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnprHa kanana. Napametp MoxeT
npuHUMaTb 3HadyeHue: ansa Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-3L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLLUHOCTY B ABM. [MapamveTp
MOXET NPUHUMAaTb 3HayeHune: ana Radio 1: 11-16 Abm; ana Radio 2: 11-19 abwm)
WEP-3L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MyUHUMa/IbHBIA YPOBEHBL MOLLIHOCTY B
ABM. MNapameTp MOXeT NpuHUMaTh 3HadeHue: ansa Radio 1: 11-16 Abwm; o4 Radio 2: 11-19 abm)
WEP-3L(config):/interface/wlan0/wlan/radio# tx-power-max X (rge X — makcuMasibHbI YPOBEHb MOLLIHOCTY B
ABM. MapameTp MoOXeT NpuHUMaTh 3HadeHue: ansa Radio 1: 11-16 Abwm; o4 Radio 2: 11-19 abm)
WEP-3L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

6.5.1 [JononHutenbHble HacTpoiikn Radio

HaCTPOﬁKa OrpaHN4YeHHOro CnUMcKa kaHanoB

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVE CMNO/IL30BAHNSA
OrpaHNYeHHOro crnMcka KaHanoB B paboTe aBTOBbIOOpa KaHau10B. NS BbikNoveHusi BBeanTe false)
WEP-3L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (r1e 1, 6, 11 — kaHa/ibl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMblil pagmMonHTepdeic)

N3meHeHne OCHOBHOIO KaHasna

WEP-3L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MOXeT npuHUMaThL
3HayeHue: lower, upper. o ymonyaHuto: ansa Radio 1: lower; ansa Radio 2: upper)

BknroyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBania

WEP-3L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l0UEHVE NCNONB30BAHUSA YKOPOUEHHOTO
3alUUTHOrO MHTEpBasia ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTknoueHus eeeaunte false)

BknroueHue STBC

WEP-3L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1l04eHVe MeTOAa NPOCTPaHCTBEHHO-BPEMEHHOIO
6104HOro KoanpoBaHusi (STBC), HaNpPaB/IEHHOIO Ha MOBbILIEHNE HAAEXHOCTY Nepeaayun AaHHbIX. s
oTKNtoveHns seeaute false)

Bk/itoueHve arperauum

WEP-3L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/10ueHve arperalym Ha Radio —
noaaepxkn AMPDU/AMSDU. ing oTktodeHnsa seeguTe false)
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BkntoueHue MCnosb30BaHNA KOPOTKOM npeaMoy bl

WEP-3L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1104eHME NCMNO/IL30BAaHNSA KOPOTKOMN
npeamoybl naketa. [na oTkayeHnsa seeguTte false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-3L(config):/interface/wlan0/wlan/radio# wmm true (Br/itoueHne nogaepmxkn WMM (Wi-Fi Multimedia).
[na otknoueHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca T0/1bKO Ha Radio 5 T (wlanl)

WEP-3L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexumv paboTsl MexaHnsma DFS. MoxeT
npuHMmaTth 3HavyeHus: forced — MexaHn3M BbIKNHOUEH, DFS-kaHanbl 4OCTYMNHbI A/151 BbIOOpa; auto —
MexaHu3M BkNtoueH; disabled — mexaHn3m BbIK/IOUEH, DFS-KaHa bl HE AOCTYMHbI A/151 BbI6Opa)

BknioyeHue pexuma aBTOMaTUUYECKOW CMEHbI LWNPUHDbI KaHana

WEP-3L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1t0HeHVE pexma aBTOMATUYECKON CMEeHbI
LWMPUHBI KaHana ¢ 40 MMy, Ha 20 MITy, npy 3arpy>keHHoM pagnoadupe. s oTknoveHns seeaute false)

BknioueHue welinepa Broadcast/Multicast

WEP-3L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rze X — orpaHnyeHne nepegayv
LLUMPOKOBELLLATENIbHOI0/MYy/NLTUKACTOBOrO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT A5
LUMpOKOBeLLaTeNbHOro Tpadvka B nak/c)

79



PyKOBOZCTBO No akcnyaTauum WEP-3L

BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-3L(config):/interface/wlan0/wlan/radio# qos

WEP-3L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/it0ueHVe NCNONL30BAHNSA (DYHKLNIA,
obecneunBaroLLMx Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). nst oTkntoueHns seeauTe false)
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToUkn JOCTYNa,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxumaaHns kaapos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHVe BpemMeH!
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLaTb 3Ha4YeHne cwMax)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (r1e X — makc/masibHoe 3Ha4yeHve
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMeHn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS CTaHUUN KIMeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB a5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ansi ouepean bk.
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6.6 Hactporika DHCP onuwun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoASATCA NpUMepbl HAacTpokm onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HayeHve onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0 (HacTpoiika 6yaeT nponssoanTbcsa ans Radio 2.4 'y, Ecnv Heo6xoammo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-3L(config):/interface/wlan0# common

WEP-3L(config):/interface/wlan0/common# dhcp-snooping
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboTsl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLme napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e custom
— 3amMeHa cogepxxumoro CID Ha 3HavyeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWN gocTyna>-<nums SSID>. SSID — 3ameHa cogepxmnmoro CID Ha nmsa SSID, K KOTopoMy NOAK/THOYEH
KNueHT. Mo ymonyaHuno: APMAC-SSID)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepxumoro RID Ha 3HaveHune, ykasaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMEeHTCKoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa cogepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMUTCA Touka goctyna. Mo ymonyanuto: ClientMAC)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r2e
longstring — 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepegasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r2e
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymonyaHuo: MAC-agpec KTIMEHTCKOro YCTPONCTBA)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenntensi oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaet 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTyNaeT 3HaK ABOETOUMUS:
AA:BB:CC:DD:EE:FF)
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6.7 HacTtpolika pennukauum DHCP

© Hacrpoiika akTuBMpyeT hyHKLMOHaN Npeo6pasosaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTabU/ILHOCTL 06MeHa DHCP mexay k/iMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlanl

WEP-3L(config):/interface/wlan1# common

WEP-3L(config):/interface/wlan1l/common# dhcp-snooping
WEP-3L(config):/interface/wlan1l/common/dhcp-snooping# dhcp-replication-mode true (Bk/1t0ueHne
pennukaumm DHCP. o yMO/4aHUIO BbIK/HOYEHO, false)
WEP-3L(config):/interface/wlan1l/common/dhcp-snooping# save

6.8 CucTemHble HacTPOIiKK

6.8.1 O6HoBNEeHMe MO ycTpoiicTBa

O6HoBneHue MO Touku goctyna no TFTP

WEP-3L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chpaina NO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-3L-2.6.5_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no HTTP

WEP-3L(root):/# firmware upload http <URL gnsa ckaunBaHus daiina NO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-3L-2.6.5_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

MepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WEP-3L(root):/# firmware switch
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6.8.2 YnpasneHue KoHUrypaumein yctporictea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WEP-3L(root):/# manage-config reset-to-default

C6poc KoHurypayum yctpoiictea B AeponTHoe COCTOAHUE C COXpPaHeHeM napamMeTpoB gocTtyna

WEP-3L(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WEP-3L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (nprmep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WEP-3L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue aiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-3L(root):/# manage-config apply (npumeHeHre KoHhurypaumum Ha Touky AocTyna)

6.8.3 lepesarpyska ycTpoiicTea

KomaHga ans nepesarpysku ycTpoiicTea

WEP-3L(root):/# reboot

6.8.4 HacTpoiika pexuma ayTeHTUdunkaumm

YCTPOWCTBO MMEET 3aBOCKYH YUYETHYH0 3anncb admin ¢ naponem password. YaanuTb JaHHYH YUETHYHO
3anncb HeMb3sl. VI3MEHUTb Naposib MOXHO C MOMOLLBH YKa3aHHbIX HUXKE KOMaH.

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# admin-password <HOBbIIi Naponb ANA y4eTHoW 3annucu admin> (01 1 /0
64 CMMBOJIOB, BK/1l0Yas slaTUHCKME BYKBbI 1 Undopsbl)

WEP-3L(config):/authentication# save

B0O3MOXHO co34aTb AONO/THUTENbHbIX Nob30BaTenel 418 NOKasIbHON ayTeHTUdMKaLUn, a Takke
ayTeHTudgukauymm yepes RADIUS.
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© HosbIM nonb3oBaTENAM AOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nonb3oBaTesnb C Takol Ponbto ByaeT MMETb MOJHbIA AOCTYN K KOHUIYpMpoBaHUIO 1
MOHWUTOPWHIY 6a30BOW CTaHLUWK;
viewer — nonb3oBaTe/lb C Takoi posibio ByaeT UMETb AO0CTYM TOMIbKO K MOHUTOPUHIY 6a30BOI CTaHLMN.

AoGaBneﬁme HOBbIX NoJsib3oBaTesnei

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# user

WEP-3L(config):/authentication/user# add userX (rae userX — nmsa HOBOW yYeTHOW 3anucu. nsa yaaneHus
ncnosnb3ynte komaHay del)

WEP-3L(config):/authentication/user# userX

WEP-3L(config):/authentication/user/userX# login userX (r4e userX — UM HOBOW YYETHOW 3anuncu)
WEP-3L(config):/authentication/user/userX# password <Maponb ANA yyeTHO 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0OYas NnaTtuHckne GykBbl U LUAQIPbI)

WEP-3L(config):/authentication/user/userX# role admin (nosib30BaTENt0 BLIAAIOTCA Npasa Ha
KOHoUrypmpoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYNeH TO/IbKO
MOHWTOPWHT)

WEP-3L(config):/authentication/user/userX# save

Ans ayteHTudmkauum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WEP-3L
WEP-3L

root):/# configure

config):/# authentication

WEP-3L(config):/authentication# radius

WEP-3L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WEP-3L(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOPbLIV UCMOo/b3yeTcs
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxmio: 1812)

WEP-3L(config):/authentication/radius# auth-password secret (rze secret — ktou 19 RADIUS-cepsepa,
MCMNO/b3YEMOT0 ANS ayTeHTUMKauumn n astopmsaumnn)

WEP-3L(config):/authentication/radius# exit

WEP-3L(config):/authentication# radius-auth true (Bk/toueHVe pexrma ayTeHTudukaunun yepes RADIUS-
cepsep. Ana oTkioyeHnsa seeguTe false)

WEP-3L(config):/authentication# save

—_— e~ o~ —

o Mpu ayteHTUdbmkaymm yepes RADIUS-cepBep HE06X0AMMO 0653aTeNbHO CO34aThb JIOK/IbHYHO YHETHYHO
3anucb, kotopasi 6yaeT aHanornyHa yyeTHol 3anmcu Ha RADIUS-cepBepe.
Mpy 3TOM B TIOKa/IbHOW YYETHOW 3anncy 06513aTefibHO A0o/MKHA ObITh yKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HeAoCTyNeH, ayTeHTUrKaLmsa NpoiaeT no /10KasibHOM
YYETHOI 3anuncu.
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6.8.5 HacTpoiika gaTbl 1 BpeMeHU

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10ueHVe pexxuma padboTsl ¢ NTP)

config):/date-time# ntp

WEP-3L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WEP-3L(config):/date-time/ntp# alt-servers (ycTaHoBKa [0MN0O/IHUTENBHBIX NTP-cepBepoB)
WEP-3L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdrypauyumn> (cosgaHne pasgena KoHdurypauum gononHutesibHoro NTP-cepBepa. MakcumasibHoe
Konun4yecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)

WEP-3L(config):/date-time/ntp/alt-serverst exit

WEP-3L(config):/date-time/ntp#exit

WEP-3L(config):/date-time# common

WEP-3L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30HbI)

WEP-3L(config):/date-time/common# save (CoxpaHeHVe HacTpPoekK)

—~ o~~~ o~ —~

—_ ==

6.8.6 [ononHuTenbHble HACTPONKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# global-station-isolation true (Bk/1t04eHNEe r7106a/1LHOM N30N9UMK Tparka Mexay
KnneHTamm pasHbix VAP 1 pa3HbIx paguovHTepdeiicos. Ansa otknoveHus seeaute false)

WEP-3L config):/system# save (CoxpaHeH/e HacTpoek)

M3aMeHeHue UMeHU ycTpoiicTBa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# hostname WEP-3L _room2 (rge WEP-3L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LpbI,
3HaK geduc «-» (aeuc He MOXET ObITb MNOC/IEAHNUM CUMBO/IOM B UMeHN). Mo ymonyaHuto: WEP-3L)
WEP-3L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# ap-location ap.test.root (r/e ap.test.root — 0MeH y3/1a fepeBa yCTPonCTB
cucTeMbl ynpasneHus EMS, B KOTOpOM pacnonaraetcst Touka goctyna. o ymonyaHuio: root)
WEP-3L(config):/system# save (CoxpaHeHne HacTpoek)
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MN3meHeHune Radius NAS-ID

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# nas-id Lenina_1.Novovsibirsk.root (e Lenina_1.Novovsibirsk.root —
naeHTudmkaTop gaHHon T/. MNapameTp npeaHasHayeH ass naeHtudmkaumm yctponctea Ha RADIUS-
cepsepe, B cny4vae, ecnivm RADIUS oxnpgaet 3HadyeHue, otimyHoe ot MAC-agpeca. o ymonyaHuio: MAC-

agpec TA)
WEP-3L(config):/system# save (coxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-3L(root):/# configure

WEP-3L(config):/# lldp

WEP-3L(config):/lldp# enabled true (BkntoueHne cyHkumoHana LLDP. ns BeiktoveHus seegute false. o
YMOJ/IHaHuIo: true)

WEP-3L(config):/Ildp# tx-interval 60 (n3meHeHMe nepuoga oTnpaBky LLDP-coobLeHunit. Mo ymonyaHmio: 30)
WEP-3L(config):/Ildp# system-name WEP-3L_reserv (rae WEP-3L_reserv — HOBOe VMg yCcTporcTea. o
ymonyaHuo: WEP-3L)

WEP-3L(config):/Ildp# save (coxpaHeHne HacTpoek)

6.9 HacTpolika napameTpoB NOpTasibHOI aBTOpM3aLmm

HacTtpoiika napameTpoB NopTasibHOI aBTOpU3aLmm

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# ap-ip-alias <A OMeHHOe UMS> ([OMEHHOE VMS, Ha KOTopoe ByaeT
coBepLUaTbCA NepeHanpasneHne KIMeHToB. o ymonuaHuto: redirect.loc)
WEP-3L(config):/captive-portal# tinyproxy-https true (sk/1t04eHVe nepenanpasneHs KJIMEHTOB Mo
npoTtokony HTTPS. [ins nepeHanpasneHuns no npotokony HTTP BeeauTe false. o ymonyaHuto: false)

© DNS-3anpoc JoMeHHOro UMeHH, ykasaHHoro B ap-ip-alias, 6yaeT nepexaaueH ToUKoii gocTyna. Ha atot
3anpoc 6yAeT OTNpaB/ieEH OTBET, U B OTBETE OyAeT IP-aapec ToUkM gocTyna.
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HacTtpoiika umeH napaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBToOpM3aLun

WEP-3L
WEP-3L

root):/# configure

config):/# captive-portal

WEP-3L(config):/captive-portal# web-redirector

WEP-3L(config):/captive-portal/web-redirector# param-names
WEP-3L(config):/captive-portal/web-redirector/param-namest# redirect_url original_url (HacTpoiika nveHu
napameTpa, CoAepXaLlero MCXoAHbIn URL, 3anpoLUeHHbI KAMeHTOM. KNneHT ByaeT nepeagpecoBaH Ha
AaHHbIA URL B crlyvae ycneLuHo aBTopusanmn)
WEP-3L(config):/captive-portal/web-redirector/param-namest# error_url err_url (HacTporika nmeHn
napametpa, cogepxawiero URL, Kyaa 6yaeT nepeagpecoBaH K/IMEHT B C/lyvae OLLIMOKM aBTopm3aLmmn)
WEP-3L(config):/captive-portal/web-redirector/param-names# username login (HacTporika nveHn
napameTpa, CoAePXKaLLEero NI0rMH 415 KMeHTa)
WEP-3L(config):/captive-portal/web-redirector/param-names# password pass (HacTpolika UMeHn napaveTpa,
cogepxallero naposib AN KnmeHTa)

—_ e~

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTtpos B oTBeTe http ¢ kogom 302 otnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN gocTyna.

6.9.1 YnpasneHve noptasbHbIM CEPTUDMKATOM

3arpyska ceptucpukara ana peaupekta no HTTPS no tftp

WEP-3L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkara ans pegupekta no HTTPS no http

WEP-3L(root):/# manage-certificates portal upload http <URL ansa ckaumBaHus cpaiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-3L(root):/# manage-certificates portal erase

87



PykoBoacTBO no akcrnyatauun WEP-3L

6.10 HacTtpolika cepsuca APB

Cepsuc APB ucnonbsyetca as1a obecrneyeHns nopTasibHOr0 pOYMUHIa KJIMEHTOB MeXAy ToUYKamMun 4OCTyna,
NOAK/MOYEHHBIMY K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# apbd

WEP-3L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-3L(config):/captive-portal/apbd# enabled true (sxtoueHne cepsuca APB. [17151 OTK/IKOYEHNS BBEAUTE

false)
WEP-3L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

6.11 MOHUTOPUHT

6.11.1 Wi-Fi knneHTsbl

[ns BbiBOAa MOHUTOPUHIra nogkntoveHHbIX Wi-Fi KnneHToB ncnosb3yeTca kKomaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knneHta N> filter <napametp 1> ...
<napametp N>,

rae <mac-agpec kKnmeHta 1> ... <mac-agpec kmeHTa N> — mac-agpeca K/IMEHTCKUX YCTPONCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. 18 Toro 4tobbl BbIBECTU UHpOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-agpeca knneHta> all;

filter — cneunanbHoe cnoBo, Noc/ie KOTOPOro yKasblBatoTCA NapameTpbl MOHUTOPWHIA, HE0BX04MMbIEe
[ANA BbIBOAA MO K/IMEHTY/KMEHTaM,;

<napamertp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPWHIa, HeobxoauMble A1 BbIBOAA MO
KITMEHTY/K/TNEHTaM.

[lnsa BbIBOAA crnvcKa NoaxIlUeHHbIX K TOUKe AOCTyna K/IMEHTOB HaXKMMTe nocsie monitoring associated-
clients knaBuiy Tab.

WEP-3L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all
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[na nonyyeHna cnncka napaMmeTpoB MOHUTOPUHIa nocse filter HaxxvuTe Knasuily Tab.

WEP-3L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-3L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

state | ASSOC AUTH_SUCCESS

hw-addr | 32:5b:60:62:e0:a4

interface | wlan6-vao

rfid | ©

wid | ©

band | 2.4

ssid | WEP-3L_2.4GHz

ip-addr | 192.168.1.15

hostname | tester

authorized | true

captive-portal-vap | false

enterprise-vap | false

mfp | false

rx-retry-count | 7055

tx-fails | ©

tx-period-retry | 2

tx-retry-count | 379

rssi-1 | -37

rssi-2 | -50

rssi | -50

snr-1 | 32

snr-2 | 19

snr | 19

tx-rate | MCS7 NO SGI 65

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:48
multicast-groups-count | 1

wireless-mode | n

perftest-capable | false

dhcp-request-status | obtained

link-capacity | 93

link-quality | 100

link-quality-common | 99

actual-tx-rate | 22

actual-rx-rate | 61

shaped-rx-rate | 62

actual-tx-pps | 11

actual-rx-pps | 14

shaped-rx-pps | 14

name | ©
Counter Transmitted Received
Total Packets: 56625 40780
TX success: 100
Total Bytes: 74145166 23154194
Data Packets: 56615 40266
Data Bytes: 72672737 22093738
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Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

Multicast groups:
MAC

33:33:FF:84:F4:20

10
439

(o)

Transmitted

752
55970

XXX.132.244.32

PykoBogacTBo no akcnayataunm WEP-3L

514

436

(0]

(0]
Received
646
63
1910
12274
11550
14444
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-3L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKO/TLKO
mac-aZlpecos, Harnpvvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

hw-addr | bc:2e:f6:cc:85:46
interface | wlanl-va0

rfid | 1

wid | ©

band | 5

state | ASSOC AUTH_SUCCESS
ssid | WEP-3L_5GHz
ip-addr | 192.168.1.16
hostname | noutbook
dhcp-request-status | obtained
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 6

tx-fails | 7

tx-period-retry | ©

tx-retry-count | 1903

rssi-1 | -28

rssi-2 | -32

rssi | -32

snr-1 | 36

snr-2 | 36

snr | 36

noise-1 | -64

noise-2 | -68

noise | -64

tx-rate | HE NSS1 MCS10 SGI 129
rx-rate | HE NSS2 MCS9 LGI 195
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:46

mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 97
link-quality-common | 97

actual-tx-rate | 1372
actual-rx-rate | 47504
shaped-rx-rate | 47693
actual-tx-pps | 254

actual-rx-pps | 4032
shaped-rx-pps | 4032
link-capacity | 44
multicast-groups-count | 3

using-802.11v | yes

twt-support | broadcast

name | ©
Counter Transmitted Received
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nssl-mcs3
nssl-mcs4
nssl-mcs5
nssl-mcs6
nssl-mcs7
nssl-mcs8
nssl-mcs9
nssl-mcsl0
nssl-mcsll
nss2-mcsl
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo

Multicast groups:
MAC

33:33:ff:5a:13:2f
33:33:00:00:00:fb
01:00:5€:00:00:fb

99
7235763
89168
7233638
12

2125

0

0

0

Transmitted

[cl ol oMNO]

19856
18899
12295
16924
9624

714
917
540
691
279
844
5727
1858

XXX.90.19.47
XXX.0.0.251
XXX.0.0.251
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166283

254789515

166251

254785780

32

3735

(0]

(0]
Received
39 |
75 |
61 |
68 |
76 |
60 |
257 |
9118 |
2042 |
34 |
41 |
200 |
3814 |
5151 |
8368 |
60193 |
3481 |
637 |
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dunbTpayus napameTpoB MOHUTOPUHTA

WEP-3L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNY€HHOIO KO/IM4ecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY K/TMEHTY, eCTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZlpecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 192.168.1.15
tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS7 NO SGI 65
uptime | 00:06:17

WEP-3L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapaMeTPOB MOHUTOPMHIA NO BCEM K/TMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -31

rssi-2 | -31

wireless-mode | n

interface | wlan@-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -33

rssi-2 | -35

wireless-mode | ax

interface | wlanl-va0
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6.11.2 NHopmaumsa o6 ycTpoincTee

WEP-3L(root):/# monitoring information

12:50:37 27.09.2023
00:04:25

WEP-3L

2.6.5 build X

2.6.5 build X

2.6.5 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
cpu-average 6.70
is-default-config false
board-type WEP-3L
hw-platform WEP-3L

68:13:E2: XX XX 1XX
68:13:E2: XX XX 1XX

factory-wan-mac
factory-lan-mac

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false
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6.11.3 VIHpopmaLmsa o cepTudankarax

WEP-3L(root):/# monitoring certificate

ott:

status: not present

wlc:

status: not present

web:

status: present
file 'host.pem':

portal:

correctness: true

PykoBoacTBO no akcrnyatauun WEP-3L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: C1ACEC319906A17F

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:01:32 1999 GMT
not-after: Jan 18 00:01:32 2038 GMT

status: present
file 'portal.pem':

correctness: true

issuer: /CN=redirect.loc/0=Eltex Ent
serial: A4DC4C2801EEA934

subject: /CN=redirect.loc/O=Eltex Ent
not-before: Feb 17 06:55:00 2025 GMT
not-after: Jan 24 06:55:00 2125 GMT

redirector:
status: present
file 'redirector.pem':

correctness: true

issuer: /CN=x.*x/0=Eltex Ent

serial: D1ACED352E03E843

subject: /CN=x.*/0=Eltex Ent
not-before: Feb 17 06:55:07 2025 GMT
not-after: Jan 24 06:55:07 2125 GMT
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6.11.4 CeteBas UHpopmaums

WEP-3L(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | e8:28:clixx:xx:xx
rx-bytes | 4864149
rx-packets | 13751
tx-bytes | 2462399
tx-packets | 20753
IPv4 information:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 |

IPv6 information:

addresses |
dns-servers |

WEP-3L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-3L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

WEP-3L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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WEP-3L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

etho e0:d9:e3 XX XX XX gil/0/16 120

6.11.5 BbecnpoBogHble NHTEpPENCHI

WEP-3L(root):/# monitoring radio-interface

name | wlanoe
status | on

band | 2.4 GHz
hwaddr | E8:28:CLixx:xx:XX
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 34%
thermal | 24

mode | b/g/n
name | wlanl
status | on

band | 5 GHz
hwaddr | E8:28:CLixx:xx:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 23%
thermal | 25

mode | a/n/ac
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6.11.6 XKypHan cobbITuii

WEP-3L(root):/# monitoring events

Jan 23 00:00:07 WEP-3L daemon.info syslogd[925]:

Jan 23 00:00:09 WEP-3L daemon.info configd[955]:

successfully.

Jan 1 03:00:14 WEP-3L daemon.info networkd[987]:

Jan 1 03:01:17 WEP-3L daemon.info networkd[987]:

on 192.168.1.15.

Jan 23 07:17:14 WEP-3L daemon.info monitord[1055]: event:

E4:0E:EE:BD:AE:6B ssid: '"WEP-3L_2.4GHz' 1into

6.11.7 CkaHunpoBaHue acpupa

started:

The AP startup configuration was loaded

PykoBoacTBO no akcrnyatauun WEP-3L

BusyBox v1.21.1

Networkd started

DHCP-client:

'associated'

Interface br0 obtained lease

€ Bo Bpems ocylecTBNEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/OUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-3L(root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC
——————————————————————— R o
ESRAP1_of30_smart | AP |off |A8:F9:4B:
litv_hots_2 | AP |off |EO:D9:E3:
test_001 |AP  |off |E®:D9:E3
2G-COVID_TOWER |AP  |off |EQ:D9:E3:
Tam2.4G | AP |wpa |EO:D9:E3:
litv_hots_1 | AP |off |EO:D9:E3:
WEP-3L_ZN_Personal | AP |wpa |EO:D9:E3:
WEP-3L_ZN_Open |AP  |off |EQ:D9:E3:
Eltex-Guest | AP |off |CC:9D:A2:
Eltex-Local | AP |wpa |CC:9D:A2:
BRAS-Guest | AP |off |CC:9D:A2:
2L_301_nsk |AP  |off |E8:28:C1:
chudo_waffly | AP |wpa |EO:D9:E3:
Eltex VAP |AP  |off |A8:F9:4B:
VK_enterprise | AP |wpa |E8:28:C1:
VK_portal | AP |off |E8:28:C1:
WOP-2ac |AP  |off |E8:28:C1:
Open_VK_switch | AP |off |E8:28:C1:
testSSID10 |AP  |off |A8:F9:4B:

BO:
8A:
14B:
98:
98:
8A:
49:
49:
C7:
C7:
C7:
DA:
70:
BO:
DA:
DA:
00:
DA:
BO:

FC

2C:
38:
FB:
12:
1F:
38:
79:
79:
D9:
D9:
D9:
C8:
94:
40:
C8:
C8:

c7
52
30
72
TA
51
06
07
21
22
20
16
00
70
99
98

tAl
Cc8:
05:

96
54

|Channel|RSSI, dBm|Bandwidth, MHz
|~ |~ |~

|6

|1

|11
|11
|1

|1

|44
|44
|36
|36
|36
|56
|60
|48
|56
|56
|36
|56
|40

|-65
|-65
|-67
|-71
|-73
|-77
|-16
|-17
|-38
|-38
|-38
|-41
| -44
| -46
|-47
|-49
|-50
|-50
|-51

|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|80
|20
|20
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6.11.8 CnektpoaHannsarop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbLTaTtoB paboTbl CNEKTpoaHaIn3aTopa BepHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-3L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%

100



PykoBoacTBO no akcrnyatauun WEP-3L

6.11.9 Tony4yeHune o0TI1a404HON MHpOpMaLK

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-3L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosy TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WEP-3L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xxkkxkkkxkkkxkkkxkkkxkkkxkkkx**| 62755 0:00:00 ETA
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WEP-3L(root):/# traceroute <TecTUpyeMbIil XOCT>

Mpumep ncnonb3oBaHUA

WEP-3L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

7.2 Ytnnuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-3L(config):/# tcpdump --help

7.2.1 3axsart Tpachmka c /11060ro akTMBHOro nHTepderica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-3L(root):/# tcpdump -i eth0
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7.2.2 CHudpep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# radioX (/159 gnanasoHa 2.4 T, — radio0, 119 5 [T, — radiol)
WEP-3L(config):/interface/radioX# common

WEP-3L(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WEP-3L(root):/# tcpdump -i radiol

7.3 Ytunuta iperf

[aHHas yTunmTa Ucnonb3yetcs A/s 3anycka notoka Tpaduka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpasnsiioLas CTOpoHa Ha3biBAETCSA K/TIMEHTOM, MPUHUMAOLLLAS — CePBEPOM.

MonyunTb NOACKa3Ky No paboTe C yTUANTON MOXHO KOMaHA0M:
WEP-3L(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WEP-3L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)
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7.4 HacTtpolika pexuma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

7.4.1 HacTpoiika pagapa c oTnpaBKol AaHHbIX No npotokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHKymnoHana Radar (HTTP/HTTPS)

WEP-3L(root):/# configure

WEP-3L(config):/#radar

WEP-3L(config):/radar# enabled true (BkntoueHve doyHkumoHana radar. 18 oTkaodeHusa seeaute false)
WEP-3L(config):/radar# url http://host:port/service (yka3biBaeTcs URL-CChI/IKa Ha cepBuc, KOTOPLIV ByaeT
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-cpopmare. MNepegadva Bo3aMoXxHa no HTTP/HTTPS)
WEP-3L(config):/radar# scan-interface all (nHTepcpelic, Ha koTopom ByAeT paboTaTk CKaHMpPOBaHME.
Bo3moxHble 3HaYeHuA: wlan0 — nHtepdeiic 2.4 I'u, wlanl — nHtepdpeic 5 I'u, all — oAHOBPEMEHHO
24TTuns5ITw)

WEP-3L(config):/radar# send-interval 1 (MHTepBan OTNpaBKN AaHHBLIX HA KO/IIEKTOP. 3HAYEHWE No
YMO/IHaHWuIo: 5 CeKyHA)

WEP-3L(config):/radar# mac-source "probe data" (s5100p Tvna fgaHHbIX cobrpaembix B achnpe. BO3MOXHbIE
3HayeHus: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — TONbKO data, all — Bce Tunbl
nakeToB)

WEP-3L(config):/radar# scan-channel-timeout 1000 (Bpems, BblAe/IeHHOE Ha CKaHUpOBaH/e O[HOr0 KaHasa.

3HayeHne No ymos4aHuto: 200 Mc)

WEP-3L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHa/ [/19 CKaHNPOBaHNA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYMHbIE KaHasbl)

WEP-3L(config):/radar# scan-limit-channels-5g ""'36 40 44 48" (kaHas1 /15 CKaHVPOBaHWA B AvanasoHe 5
Tu. MycToe 3HaYyeHne — CKaHUPYTCA BCe AOCTYMHblEe KaHasbl)

WEP-3L(config):/radar# save (coxpaHeHVe HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-3L(root):/# configure

WEP-3L(config):/# radar

WEP-3L(config):/radar# url mqtt://host:port/service (ykassiBaeTcs URL-cChI/IKa Ha cepBuc, KOTOPbLIA ByaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-3L(config):/radar# mqtt-username eltex (Vs nosib3oBaTess: HEOOXOAMMO [/15 aBTopuU3aLum Ha
cepBuce-KosekTope)

WEP-3L(config):/radar# mqtt-password Password (naposib: He0Ox0AMM [/151 aBTOpU3aLny Ha cepeuce-
KoniekTope)

WEP-3L(config):/radar# mqtt-topic input_mgqtt_topic (ykassiBaetca URL-naeHTurkaTop cyLHocTen B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-3L(config):/radar# scan-mode passive (pexviv paboTel pasgapa, rae active — touka 40CTyna To/1bKo
CKaHupyeT ahmp 1 He NpefocTaB/IeT CEPBUC KNIMEHTaM; passive — TOUKa JoCTyna npegocrasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WEP-3L(config):/radar# scan-interface all (nHTepcpelic, Ha KOTopom ByAeT paboTaTk CKaHMpoBaHME.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHtepdoeic 5 INu, all — ogAHOBPEMEHHO
24TTyn5ITw)

WEP-3L(config):/radar# send-interval 1 (MHTepBan OTNPaBKN AaHHbIX HA KO/IIEKTOP. 3HAYEHMEe No
YMOJ/IHaHWIO: 5 CEKYHA)

WEP-3L(config):/radar# mac-source "probe data" (BL100p Tvna faHHbIX, cobrpaemMsIx B achmpe.
Bo3MoXHble 3HaueHus: probe — To/1bKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbI NAKETOB)

WEP-3L(config):/radar# scan-channel-timeout 1000 (Bpems, BbIe/IEHHOE Ha CKaHUpOBaHve OfHOro KaHasla.
3Ha4yeHue No ymosiHaHuto: 200 Mc)

WEP-3L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 [/15 CKaHNMPOBaHNSA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-3L(config):/radar# scan-limit-channels-5g 36 40 44 48" (kaHas /15 CKaHMpOBaHWA B AyanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-3L(config):/radar# scan-min-signal -80 (nopor ypoBHA curHana. Ecnm Touka goctyna BUAnT KveHTa ¢
YPOBHEM HWXe ykaszaHHOro, MAC-apec K/iMeHTa He nepefaeTcs Ha KOIeKTop, U KIIMEHT He CcUMTaeTCs
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WEP-3L(config):/radar# enabled true (Bk/toueHve doyHkumnoHana radar. 418 otkaodeHusn seegute false)
WEP-3L(config):/radar# save (coxpaHeHve HacTpoek)
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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