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CogeprKaHne U3MEHEHMA

Bepcua 7.8

04.2025

CuHxpoHM3auma c sepcueii M0 10.3.6.11

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM
-4.17.1 MexaHusm AAA

- 4.18 }KypHan aBapuit, npotokon SYSLOG
-4.27.1 Hactpoiika QoS

Bepcua 7.7

12.2024

CuHXxpoHM3aumsa ¢ Bepcueli N0 10.3.6.6

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHM

- 4.15 HacTpoiika npotokosa OAM

- 4.28 KoHourypauma npoToKON0B MapLupyT1saumum

Bepcua 7.6

09.2024

CuHxpoHuM3auma c sepcueii M0 10.3.6.3
[ob6asneHa nHdopmauma o6 yctponcteax MES3400-48F, MES2420B-24D

MN3meHeHus B pasgenax:

- 1.2.4 ®yHKLMYM TpeTbero ypoBHA ceTeBolt mogenu OSI
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMONHEHWE

- 2.2 YcTaHOBKa ycTpoiictea MES3710P Ha DIN-peliky

Bepcna 7.5

06.2024

CuHXpoHM3auma c Bepcueli N0 10.3.6
[obasneHa nHdopmauma 06 yctponcteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcua 7.4

03.2024

CuHxpoHM3aumsa ¢ sepcumeit MO 10.3.5

MN3meHeHuA B pasgenax:

- 1.2.4 ®yHKUMM TpeTbero yposHs ceteBon mogenm OSI
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 2.2 YcTaHoBKa ycTpoiictea MES3710P Ha DIN-peiiky

[ob6asneHbl pasaenbl:
- 4.14.3.3 HacTtpoika npotokona Rapid-PVST+

Bepcua 7.3

11.2023

CuHXpoHM3aumsa ¢ sepcueit MO 10.3.4
[ob6asneHa nHpopmauma o6 yctpoinctee MES2420-48P

MN3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 1.4 KOHCTPYKTMBHOE UCMONHEHWE

- 4.25 KoHourypauma ACL (cnnMckm KOHTponsa gocTtyna)

Bepcua 7.2

06.2023

CuHxpoHu3auma ¢ sepcueit MO 10.3.3.1
[obasneHa nHpopmauma 06 yctponicteax MES3400-24, MES3400-24F,
MES3400-48.

MN3meHeHus B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM
- 1.4 KOHCTPYKTMBHOE UCNOAHEHNE

Bepcua 7.1

06.2023

CuHXpoHM3aumsa ¢ sepcueit MO 10.3.3
[ob6asneHa nHdopmauma o6 yctporicteax MES2424FB, MES3710P.

MN3meHeHuA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTepUCTUKM
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[ob6asneHbl pasgensi:

- 4.28.3 Hactpolika npoTtokosa OSPFv2
- 4.28.4 Hactpolika npoTtokona OSPFv3
- 4.28.5 Hactpoliika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHM3auma ¢ sepcumeli M0 10.3.1

MN3meHeHus B pasgenax:
- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTeBol mogenu OSI
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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[obaBneHbl pasgensl:
- 4.28 KoHduWrypaLma NpoTOKOI0B MapLIpyTU3aLmMm

Bepcusa 6.5

11.2022

CuHxpoHM3auma ¢ sepcumeit M0 10.2.10
[ob6asneHa nHpopmauma 06 yctpoictee MES2448P

N3meHeHwuA B pasgenax:

- 1.2.6 dyHKUMM obecneyeHna 6e3onacHOCTH
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM
- 4.22 dyHKummn DHCP Relay nocpegHuKa

[ob6asneHbl pasgensi:
- 4.30.6 KomaHgp! ana otnagkm npotokona DHCP

Bepcus 6.4

10.2022

CuHxpoHM3auma ¢ sepcumeit M0 10.2.9.4

Bepcus 6.3

08.2022

CuHxpoHM3auma ¢ sepcumeit M0 10.2.9

N3meHeHuA B pasgenax:

- 4.4 KomaHabl ynpasBaeHUsa cuctemon

- 4.14.6 HacTpolika npoTokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

- 4.30.8 OTnaaka ¢oyHKumm DCS

Bepcua 6.2

06.2022

CuHXpoHM3auma c Bepcueli MO 10.2.8.2
[ob6asneHa nHdopmauma o6 yctporictee MES2424P.

M3meHeHUsA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

-4.17.1 MexaHusm AAA

-4.21.6 Hactpolika ¢yHkummn MAC Address Notification

[ob6asneHbl pasgensi:
- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.16.5 KoHdurypauua IGMP proxy

Bepcua 6.1

11.2021

CuHXpoHM3auma c sepcueli N0 10.2.7.2

MN3meHeHuA B pasgenax:

- 4.13 Hactpoiika IPv6-agpecaumm

- 4.18 ypHan aBapuii, npotokon SYSLOG
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard
-4.21.9 HacTpolika ¢yHKumm IPv6 ND Inspection

Bepcua 6.0

10.2021

[ob6asneHa nHpopmauma o6 yctponictee MES2411X

Bepcua 5.9

10.2021

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.7

MN3meHeHus B pasgenax:

- 4.3 HacTpolika MakpOKOMaHzg,

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.16.1dPyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)
- 4.30.8 OTtnaaka ¢yHKumm DCS

- 4.30 Pexxum otnagKkun

[ob6asneHbl pasgensi:
-4.21.7 NpoBepKa NOAANHHOCTU KNMEHTa Ha OcHoBe nopTa (cTaHaapT 802.1x)

Bepcua 5.8

07.2021

CuHxpoHu3auma ¢ sepcueii MO 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHu3auua c sepcuei MO 10.2.6

M3meHeHuA B pasgenax:

-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.12 Hactpoiika IPv4-agpecaumm

- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnnckn goctyna ACL ana ynpaB/iieHUs yCTPOACTBOM
-4.21.6 Hactpolika ¢pyHkummn MAC Address Notification

- 4.14.2 MexaHu3am obHapyxeHus netenb (loopback-detection)

- 4.25 KoHourypauma ACL (cnmckun KOHTponsa goctyna)

-4.27.1 Hactpoiika QoS

[obaBneHbl pasgensl:

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXpoHM3auma c Bepcueli MO 10.2.5.2

Bepcna 5.5

11.2020

CuHXpoHM3auma c Bepcueli MO 10.2.5
[ob6asneHa nHdpopmauma 06 yctpocteax MES2448 DC, MES2448B.

MN3meHeHus B pasgenax:

- 1.1 HasHayeHwue

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHN

- 1.4.1 BHeWHW BUA 1 onMcaHue nepeaHel NaHenu ycTponcTs

- 1.4.2 3aaHAA 1 BEPXHAA NaHENU YCTPOMCTB

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMmMyTaumn nHTepdencos
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

- 4.16.1 ®yHKUMA NocpeaHMKa npoTokona IGMP (IGMP Snooping)
-4.27.1 Hactpoiika QoS

- MpwunoxeHue B. Ouepeaun ana npuHnmaemoro Ha CPU Tpaduka

Bepcna 5.4

10.2020

MN3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 4.4 KomaHabl ynpaBaeHUsa cuctemon

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMmMyTaumn nHTepdencos

- 4.11 Mpynnbl arperauun kaHanos — Link Aggregation Group (LAG)
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.14.3.1 Hactpowka npotokona STP, RSTP

- 4.15 Hactpoiika npotokosna OAM

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)
- 4.18 KypHan aBapuii, npotokon SYSLOG

-4.21.6 Hactpolika ¢yHkummn MAC Address Notification

-4.27.1 Hactpoliika QoS

Bepcua 5.3

08.2020

Job6asneHa nHpopmauma o6 ycrpoictee MES3708P.

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHN

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoincray
- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTtokona DHCP u onuua 82

-4.21.4 3awmTa IP-agpeca kamneHTa (IP Source Guard)

[o6asneHbl pasgensi:
- 4.3 HacTpoiKa MaKpOKOMaHA,

Bepcua 5.2

07.2020

N3meHeHuA B pasgenax:

- 3.5.2.2 HacTpolika ctaTuyeckoro IP-agpeca, Macku nNoAceTv 1 Wwak3a no ymon-
YaHuio

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoictay
- 4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMyTaumMn nHTeppencos

- 4.21.8 HacTtpolika ¢oyHKumm IPv6 RA Guard

- 4.15 Hactpovika npotokona OAM

-4.16.1 ®yHKuMA NnocpeaHMKa npoTtokona IGMP (IGMP Snooping)

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca Kanenta (IP Source Guard)

-4.27.1 Hactpoiika QoS

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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[obasneHbl pasgensbl:
- MpwunoxkeHue . PaclwmdposKa cnmcka npoLeccos

Bepcua 5.1

06.2020

Job6asneHa nHdpopmauma o6 yctpoicteax MES2424, MES2424B.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN

- 1.4.1 BHeWHW BUA 1 ONMcaHWe nepeaHel NaHenm ycTponcTs
- 4.6.3 KomaHAabl ANnA pe3epBMpOoBaHUA KOHOUIypaumum

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHMYECKME XapPaKTEPUCTUKHM

-3.5.2.1 3apaHue napons gns nosnb3osatena «admin» U co3gaHue HOBbIX NOJb-
30BaTenen

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa goctyna K ycTpoincrey

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.6.2 KomaHabl ana pabotsl ¢ pannamu

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMmyTaLmu nHTepdericos

-4.17.1 MexaHusm AAA

- 4.30.4 XypHanupoBaHue OTNa404YHbIX COOBLLEHUI

[ob6asneHbl pasaensi:
- 3.4 3arpy304Hoe MeHto
- MpwunoxeHue B. Ouepeaun ana npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

MN3meHeHus B pasgenax:

- 3.5.2 ba3oBas HacTpoiika KommyTaTopa

- 4.8.2 Hactpoika VLAN 1 pexxMmoB KoMmmyTaLmu nHTepdelicos
- 4.9 Selective Q-in-Q

-4.20.1 OnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npotokona DHCP n onuma 82

Bepcna 4.4

11.2019

N3meHeHwuA B pasgenax:
-4.17.5.2 HactpoWka napameTpoB npoTtokona SNMP gna pnocryna K yctponcTay
- 4.20.2 dneKkTponuTaHue no MHuam Ethernet (PoE)

Bepcna 4.3

10.2019

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.20.2 dneKkTponuTaHue no MHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasgensi:

- 4.2 dunbTpauma coobLEHNN KOMAHAHON CTPOKM

- 4.5 KomaHapl g8 HaCTPOMKM NapameTpoB 418 3a43aHWA Naposiein
- 4.6.3 KomaHabl Ans pesepBuMpoBaHuns KoHdUrypauum

- 4.30 Pexxum oTnagKkun

Bepcusa 4.2

08.2019

MN3meHeHus B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocryna K ycTpoicTey
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTeppencos

-4.16.1 ®yHKuMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP u onuua 82

Bepcua 4.1

06.2019

M3meHeHus B pasgenax:
— Storm Control gna pasanyHoro Tpaduka (broadcast, multicast, unknown
unicast)

Bepcusa 4.0

06.2019

MN3meHeHus B pasgenax:

— HayvanbHan HacTpoiKka KommyTaTopa

— HacTpoiika napameTtpos npotokona SNMP ana goctyna K ycTponcTBy
— JneKkTponutaHue no anHuam Ethernet (PoE)

Bepcusa 3.0

03.2019

Job6asneHa nHpopmauma o6 yctpoiicteax cepun MES2408x n MES2428P

[ob6asneHbl pasgensi:

— ABTOMaTMYeCKas HacTpoliKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)

— Selective Q-in-Q

— Hactpolika IPv6-agpecauuu

— HacTpolika npotokona OAM

—MpoTtokon TACACS+

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5
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— DneKkTponuTaHue no aMHuam Ethernet (PoE)
—MpoTtokon UDLD
—3awwmrTa IP-agpeca knmeHTa (IP Source Guard)

Bepcua 2.0 01.2019 BTopas nybavkauus.

Bepcua 1.0 12.2018 MNepBasa nybankaums.

Bepcua nporpammHoro obecneyeHus 10.3.6.11

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTcA HeobsasaTeNbHble
napameTpbl, HO MX BBOJA NpeaocTaBAAeT onpeaeneHHble A0MNOAHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNOJIb3YHOTCA ANA YKa3aHUA ANaMNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBaloTca nepemeHHble UM NapameTpbl, KOTOPble HEOb-
XOZAMMO 3aMEHUTb COOTBETCTBYIOLLMM CIOBOM MU CTPOKOW.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaTt BaXKHY MHPOpPMaLMIO, COBETbI N PEKOMEHAALMMU NO UCNO/b-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue rogbl Habnopaetca TeHAEHUMA K OCYLLECTB/IEHUIO MAacCWITabHbIX MPOEKTOB Mo
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MYNbTUCEPBUCHBIX CETEN SABASETCA CO3A4aHWE HaAeXHbIX W BbICOKOMPOWU3BOAMUTE/bHbIX
TPaAHCNOPTHbIX CETeN, KOTOpble ABAAIOTCA OMNOPHLIMW B MHOTFOC/IOMHOM apXUTEKTYpe CeTein cneayroLero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHGOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, noapasymesaeT Bbl6Op TaKoOW TOMOJIOMMKU CeTU, KOTopas MO3BOJIAET M'MOKO OCYLLEeCTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopsbl cepuit MES14xx, MES24xx, MES34xx n MES3708P moryT Mcnosb30BaTbCA Ha CETAX
KPYNHbIX NPeanpuaTUii U NpeanpuaTuii manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpomblwneHHble KommyTaTtopbl MESS34001-24, MES3708P, MES3710P npeaHasHayeHbl AnA
OpraHM3aLMn 3alUm-LLEHHbIX OTKA30YCTOMUMBLIX CETEM Nepesayn AaHHbIX HAa 0bbeKTax, rae Heobxoanmo
BbiNO/SIHEHWEe TpeboBaHMI NO 0b6ECcneYeHUo YCTOMYMBOCTM K BO3AEUCTBMAM pPas3NMYHOMO BUAA:
TeMnNepaTypHbIM, MEXAHUYECKUM U APYTUM.

B HacToALWEeM PYKOBOACTBE U3/10XKEHbI HAa3HAYEHME, TEXHUYECKME XapPaKTePUCTUKM, PEKOMEHAA LUK
MO Ha4ya/NbHOW HACTPOMKE, CUMHTAKCUC KOMaHA, AnsA KOHUrypauuum, MOHUTOPWHra W obBHOBAEHMA
nporpammHoro obecneyeHns KommyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBa cepuit MES14xx n MES24xx ABAAOTCA ynpaBAseMbliMM KOMMYTaTOPaMM, BbIMOHAD-
MMM CBOM KOMMYTALLMOHHblE GYHKLMM HA KaHANIbHOM M CETEBOM YpOoBHAX moaenm OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckunx nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOMmMyTaTOpbl MES2408X MMeIOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2411X mMmeloT B CBOEM cocCTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 11 ontnuyeckmx noptoB TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcMBEpOB.

CeTteBble KommyTaTopbl MES2420B-24D nmetoT B cBoem cocTaBe 24 aneKTpuyeckmx nopta 2,5 Gigabit
Ethernet n 4 onTnyeckmx noprta TenGigabit Ethernet ans yctaHoBKM SFP+-TpaHcMBepoB.

CeTteBble KOMmMyTaTOpbl MES2428x MMetOT B CBOEM cocTaBe 24 aneKkTpuyecknx nopta Gigabit Ethernet
1 4 onTnyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcnepos (Combo-nopTsl).

CeteBble KommyTaTtopbl MES2424x, MES3400-24, MES34001-24 umeroT B CBOEM cocTaBe 24
3/IeKTpUYEecKmx noprta Gigabit Ethernet n 4 ontnyecknx nopta TenGigabit Ethernet gna ycraHoBku SFP+-
TpaHCUBEPOB.

CeTteBble KommyTaTopbl MES2410-08DU, MES2410-08DP nmetot B cBoOEM COCTaBe 8 3/1EKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyecknx nopta TenGigabit Ethernet gns yctaHoBKkM SFP+-TpaHcMBeEpPOB.

CeteBble KommyTaTopbl MES2424FB nmetoT B cBOEM cocTaBe 24 onTuyeckmx nopTa Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 onTudeckux nopta TenGigabit Ethernet ana ycraHoBKkM SFP+-
TpaHCMBepos.

CeTteBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM CcOCTaBe
48 anekTpuyeckmx nopTtoB Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet ana ycraHoBKku SFP+-
TPaHCUBEPOB.

CeteBble KommyTaTopbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckmx nopta Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 ontuyeckux nopta TenGigabit Ethernet gna ycraHoBKM SFP+-
TpaHCUBEPOB.

CeteBble kKommyTaTtopbl MES3400-48 nmetloT B CBOEM cocTaBe 48 aneKkTpuyeckmx noptos Gigabit
Ethernet n 4 onTnueckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3400-48F nmetot B cBOEM cocTaBe 48 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTuyeckmx nopTta TenGigabit Ethernet gns yctaHoBKM SFP+-
TpaHCUBEPOB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocCTaBe 8 3/eKTpuyeckux noptosB Gigabit
Ethernet u 2 onTnyeckmx nopta Gigabit Ethernet gns yctaHoBku SFP-TpaHcuBepos.

CeTteBble KommyTaTopbl MES3710P mMmeloT B CBOEM cocTaBe 8 3/1eKTpuyeckux nopTtosB Gigabit
Ethernet u 4 onTnueckux nopra Gigabit Ethernet ana ycraHoBku SFP-TpaHcmBepos.
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1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3oevie pyHKYUU

B Tabanue 1 npuseseH cnncok 6a3oBblx GYHKUMIA YCTPOMUCTB, AOCTYMNHbIX 414 agMUHUCTPUPOBAHMA.

Tabanua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
6510KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 33aJePKKaM nepesaum faHHbIX
M NoTepe NaKeToB..

Moddepxka
ce8epXx0/1UHHbIX KAOpOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh nepeaady CBEPXA/MHHbBIX KagpoBs, YTO NO3BOAAET ne-
pefaBaTb AAHHbIE MEHBLIMM YMC/IOM MAKETOB. ITO CHUXKAET 06BEM C/yKEOHOMN UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpaB/iieHne NOTOKOM NO3BOJIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npepoTBpalleHua nepenonHeHua bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMMpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAeNaTb Naysy npu nepegave na-
KeTOoB.

1.2.2 ®yHKYyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuBeaeHbl GyHKUMM YCTPOWUCTB Npu paboTte ¢ MAC-aapecamu.

Tabnunua 2 — PyHKuMKM paboTbl c MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTtop cocrtasnser B namatv Tabauuy, B KOTOPOW yCTaHaBAUBAETCA COOTBET-
cteune mexay MAC-agpecamu 1 y3namu nopToB KOMMyTaTOpa.

Pexcum obyyeHus

B oTcyTcTBME 0OYYeHMA, AaHHble, NOCTyNalwoLlmMe Ha Kakon-1mbo nopT, nepeaatoTcs
Ha BCe OCTasIbHble NOPTbI KOMMYTaTOPa. B pexkume 0by4eHMs KOMMYTATOP aHaNU3U-
pyeT Kagpbl U, onpegenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B Tabamuy mapLu-
pyTv3auunn. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN gns xocta, MAC-agpec
KOTOPOTrO y»e ecTb B Tabanue, nepenaetca TONbKO Yepes yKasaHHbIV B Tabaunue noprt.

Moddepicka nepedayu
Ha HecKosnbKo MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOFMM» U
«MHOTME KO MHOrMm». Takum ob6bpa3om, Kaap, afpecoBaHHbI MHOroaapecHom
rpynne, nepefaeTcsa Ha KaxkAblil NOPT, BXOAALLMI B rpynny.

Multicast Support)

AsmomamuyecKoe

epemsa xpaHeHua MAC- | Ecnv ot ycTpoiicTea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-

adpecos MEHW He MOCTyNaloT NaKeTbl, TO 3anNucb 414 AaHHOTO agpeca yctapesaeT M yaanaeTtcs.

(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATD TAOAMLY KOMMYTALMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBoM KOMMYTaTOp MO3BOJIAET MO/Ib30BATENIO ONpeaenuTb CTaTUYecKue 3anucu
. . cooTBeTcTBMIN MAC-aapecoB, KOTOpble COXPaHAIOTCA B Tabaunue MapipyTusauuu.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemeeoii modenu OSI

B Tabanue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunuya 3 — OnucaHme PyHKUMM BTOporo ypoBsHs (yposeHb 2 OSI)

Peannsauusa npotokona IGMP no3sonsieT Ha ocHOBe MHGOPMALUKN, NONYYEHHOM
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaennTb, Kakue yCcTponcTea B ceTm

®yHkyusa IGMP Snooping .

YYaCTBYHOT B Fpynnax MHOroaZpecHOM paccblikK, U agpecoBaTtb TPadMK Ha COOTBET-

CTBYIOLLME MOPTHI.

. Peannsauua npotokona MLD no3sosseT yCcTpoOACTBY MUHUMU3NPOBATL MHOI0aA-

®yHkyua MLD Snooping batl P yerp y P A

pecHbIi IPv6-Tpaduk.

®yHKLMA, NO3BONAOWLAA NEPeHanpPaBaATb MHOroaapecHbl TpaduK M3 oAHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuMM IGMP-coObLLEHNI, YTO MNO3BOAAET YMEHbLWUTL

HarpysKy Ha uplink-nopty. NMpumeHaeTca B pelweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 370 pasmHoKeHMe broadcast-, multicast-, unknown unicast-nakeTos B
KaXK40M y3/e, KOTopoe NPUBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMC/Ia U Napanu-
3yeT paboTy ceTn. KoMMyTaToOpbl UMEIOT GYHKLNIO, MO3BONAIOLLYIO OFPaHUUYNTb CKO-
pOCTb NepeAaYm MHOroaApPECHbIX U LLIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX M ne-
peaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmos
(Port Mirroring)

3epKanMpoBaHWe NOPTOB NO3BOASET Ay6ANpPOBaTh TpadUK HabogaeMbIX MOPTOB,
nepecbiias BXOAALME U/UAN UCXOZALME NAKEeTbl HA KOHTPOAWPYIOLWMIA nopT. Y
No/sb30BaTeIn KOMMYTaTOPa €CTb BO3MOXKHOCTb 334aTb KOHTPOAUPYIOLWMIA U KOH-
TpoAMpyemble NOpPTbl U BbIGPATb TMN TpaduKa (BXOAALLMI /UK UCXOLALLMIA), KO-
TopbIi ByaeT nepeaaH Ha KOHTPOAUPYHOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

OaHHaa GyHKUMA NO3BONAET Ha3Ha4uTb Nopty ero uplink-nopT, Ha KoTopbiin 6es3-
YC/I0BHO ByAeT nepeHanpasAAaTbCA BeCb TPaduK, obecneynmBan TeM CaMbimM U30NA-
UMIO C APYrMMM NopTamu (B Nnpeaenax o4HOro KOMMYTaTopa), HAXOAALLMXCA B 3TOM
e wupokoselatensHom gomeHe (VLAN) B npegenax 04HOro KOMMyTaTopa.

lMooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBol NPOTOKO/, OCHOBHOW 3aZa4yeit KOTOPOro ABASA-
eTcsA npuseaeHune cetu Ethernet ¢ M3BbITOYHBIMU COEAUHEHUAMM K APEBOBUAHOM
TONoAOMUK, UCKNtOYatoLLel NeTan. KommyTaTopbl 06MeHUBaKOTCA KOHOUTYpaLMOH-
HbIMW COOBLLEHNAMM, UCMONB3YA Kaapbl cneumansHoro dopmata, U BbIBOPOUHO
BK/IOYAIOT M OTK/ILOYAIOT Nepesady Ha NopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplUeHCTBOBaHMEM NpoToKona STP, xa-
PaKTepPU3yeTca MeHbLWMM BpEMEHEM NPUBEAEHNA CETU K APEBOBUAHOMN TONOAOMMM
n uMmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Mooddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKOA NpeaHa3sHayYeH 414 NOBbIWEHUA YCTOMYMBOCTU M HAAEKHOCTM CeTH ne-
pegayn AaHHbIX, UMeloLel KONbLEBYIO TOMOJIOMUIO, 3a CHET CHUMXEHWUA BPEMEHM

BOCCTAHOB/IEHWA CETM B C/ly4ae aBapun. Bpems BoccTaHOBNEHUA He npesblliaeT 1
CEKYHAbI, YTO CYLLLECTBEHHO MEHbLUE BPeMeHU NepecTpoiiku ceTn Npu UCNob3o-

BaHWM NPOTOKO/I0B CEMEICTBA spanning tree.

Moododepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yowmx o4HY LUMPOKOBELLLATE/IbHYO
obnactb (aomeH). KommyTaTop noanep1BaeT pasnyHble CpeacTsa Kaaccuopuka-
LMW NaKeTOoB ANA onpeAeneHna Ux NnpuHaanexXHoctTu Kk onpegeneHHoro VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LUK YPOBHA KaHafa nepeaayn AaHHbIX, NpeacTasasowme coboin NpoToKoN MOHU-
TOPWHIA COCTOAHMA KaHana. B aTom npoTokose gns nepefaydn MHGopmalmm o co-
CTOSIHUM KaHafa Mexay HenocpencTBeHHO MNOAKAHOYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoaAepKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6aze nopmoe
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA NO BXoAAWMM nopTam. [laHHoe
pelleHMe NO3BONAET UCMO/Ib30BaTb Ha Ka*KAOM NOpTy TONbKO oAHy rpynny VLAN.
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Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIVA CTaHAAPT, KOTOPbLIN ONKUCbIBAET NpoLeaypy TerMpoBaHua
TpaduKa ana nepegayum nHbopmaummn o npuHagnexHoctu K VLAN. MossonAeT mc-
nonb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHuUe KaHan08 ¢
ucnonv3zosaHuem LACP

Mpotokon LACP obecneynBaeT aBTOMaTUYECKOEe 0O6beANHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPEeAENseTca BOSMOXHOCTb 06 begMHEHNA KaHANOoB, U B
C/ly4ae 0TKa3a coeguHeHUA, BXOAALLEro B 06beaMHEHHbIN KaHan, ero TpaduK aBTo-
MaTUYeCKU nepepacnpesenseTca no He OTKasaBLIMM KOMMOHEHTaM 0b6beauHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpoicTBax nogaepkmeaetca GyHKLMA CO34aHMA FPYNN KaHaaoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa o6beanHeHus
HECKOIbKMX GUINYECKMX KAHANOB B OAMH JIOTUYECKUI. ITO CNOCOOCTBYET HE TO/IbKO
YBENMYEHMNIO NPONYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
KOMMYTATOp WM KOMMYTaTOP—CepPBEP, HO M MOBbLIWEHUIO UX HAAEXHOCTU. Bo3-
MOHbl TPM TMNa 6anaHCMpPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha OCHOBaHuM |P-
aflpecoB 1 Ha OCHOBaHMK nopTa (socket) HasHayeHus.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM peXnme.

Selective Q-in-Q

Mo3sonseT Ha3zHavyaTb BHelwHUn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBAHHBIX NpaBua GuUAbTPAUMM NO HOMepam BHyTpeHHuXx VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseTt pasobpatb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHntb metky SPVLAN y naketa B oTAE/bHOM
yyacTKe ceTu.

1.2.4 ®yHKYuu mpemoe2o ypoeHa cemesoli moodenu OSI|

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKUMIN TpeTbero ypoBHaA (Layer 3)

CmamuyeckKue IP-

ALMMHMCTPATOP KOMMYTaTOpa MMeeT BO3MOXHOCTb A06aBAATb U YAANATb CTaTUye-
CKMe 3anucu B Tabavuy mapipytmsauuu.

mapwpymeol
KnueHmeoi BootP u .

DHCP (Dynamic Host ;(;Toptlt';;lgl:gp CcnocobHbl aBTOMaTUYECKU nony4vaTtb IP-a,u,pec no nNpoToOKoANy
Configuration Protocol) '

lpomokon ARP ARP — npoToKon conocTtaBneHusa IP-agpeca n pusnyeckoro agpeca ycrponcrsea. Coot-

(Address Resolution
Protocol)

BEeTCTBME YCTaHAB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CeTU, agpec y3na 3a-
npawmnBaeTCa B LUMPOKOBELWATE/IbHOM NaKeTe.

@®yukyusa IGMP proxy

IGMP Proxy — ¢yHKLMA yNPOLLEHHOM MAapLIPYTM3aLUUMN MHOTOAZLPECHbIX AAHHbIX
MeXAy ceTamu. s ynpaBieHMa mapLlipyT13aLneint ncnonbyertcs npotokon IGMP.

lpomokon VRRP

MpoTtokon VRRP npegHasHavyeH gna pesepBMpoOBaHNA MApPLLIPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb W33 NO YMOAYaHUIO. ITO JocTuraeTcsa nyTém obbeguHeHua IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OAUH BUPTYanbHbIN, KOTOPbLIA ByAEeT UCNob30-
BATbCA KaK LW/I03 MO YMONYaHUIO /19 KOMIMbIOTEPOB B CETU.

pomokon OSPFv2

OSPF (Open Shortest Path First) — npoTokon gMHaMn4yeckon mapLupyT13aLmm, OCHo-
BaHHbI Ha TEXHONOIMU OTCAEXKMBAHUA COCTOAHUA KaHana (link-state technology) u
NCMO/b3YIOWMINCA ANA HAXOXKAEHMA KpaTyaKwero nyTu anroputm JekcTpbl. NpoTo-
kKon OSPF npeactaBnset coboi NpoToKoa BHyTpeHHero wnto3a (IGP). MpoTtokon
OSPFv2 pacnpocTtpaHaeT MHGopmaLmio 0 AOCTYNHbIX IPv4-maplupyTax mexKay mapil-
pyTU3aTopamu ogHOM aBTOHOMHOW CUCTEMbI.

Mpomokon OSPFv3

MpoToKon gnHamuyeckol mapwpyTtmnsaumm OSPFv3 pacnpocTpaHaeT MHopmaLmio o
[OCTYnHbIX IPv6-MmaplupyTax mexay MapLipyTM3aTopamu OAHOW aBTOHOMHOM CU-
cTeMbl.
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lpomokoan RIP

RIP (Routing Information Protocol) — npoTokon maplpyTHOM MHOPMaLMK, OTHOCSA-
WMIACA K BHYTPEHHMM MNPOTOKO/MIAM MapLIpyTM3aLUU AUCTAHLUMOHHO-BEKTOPHOIO
™na.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuBeaeHbl OCHOBHble GyHKLUUM KadecTBa obcaykmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHble PYHKLUMM KadecTBa 06C/yKnBaHUA

IModdeprcka
npuopumemHoix
ouepedeli

YCTPOICTBO NoAAepKNBAET NPUOPUTESALMIO UCXoaALEero TpadurKa No oyepeasam Ha
KaXAoM nopTy. PacnpegeneHve nakeTos No o4epeasm MOXeT NPOoM3BOANTLCA B pe-
3y/ibTaTe KAaccudMKaLmMm NaKeToB MO Pas/iMYHbIM NOJISM B 3ar0/I0BKax NakeTos.

IModdepixka Knacca
obcnymwueaHusa 802.1p

CraHpgapT 802.1p cneumnduumnpyeT MeToa yKa3aHUa NpMopuTeTa Kagpa M aaroputm
MCMNONb30BaHMA NPUOPUTETA B LENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMeHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEMN
npuoputeToB. KOMMyTaTopbl MOTYT MCNONb30BaTb 3Ha4YeHue npuoputeTa 802.1p anA
pacnpeaeneHunsa Kagpos NO NPUOPUTETHLIM ovepeaam.

1.2.6 ®yHKYuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e3onacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpa, NpeHa3Ha4YeHHasa ANA 3almUTbl OT aTak C UCNO/Ib30BAHUEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HeHaeXHbIX NOPTOB MyTEM MOCTPOEHUA U NOAAEPNKaHUA 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHaeT aencraus
6paHaMayspa MeKay HEHaAEKHbIMU MopTamn 1 cepsepamm DHCP.

Onyus 82 npomokKona
DHCP

Onuwua, KoTopas nossonseT npouHbopmuposaTb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi nopT npuLuen 3anpoc.

Mo ymo4yaHUO KOMMYTaTOp, Ucnosb3yowmin pyHkumio DHCP snooping, obHapyXu-
BaeT u oTbpacbiBaeT Atob6oin DHCP-3anpoc cogepkalumnii onumto 82, KOTOPbIN OH Mo-
Ny4unn yepes HeHadExHbIN (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

®PyHKUMA KOMMYTaTOpa, NpefHa3Ha4YeHHasa A1A 3alnTbl OT aTak C UCNO/b30BAHUEM
npoTtokona ARP. CoobuyeHne, KOTOpPOe NOCTyNaeT ¢ HEHALEKHOrO NopTa, NoABepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAaToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnagatoT, TO KOMMYTaTop OT6pacbiBaeT NakerT.

L2-13-L4 ACL (Access
Control List)

Ha ocHoBe MHdOPMaLMK, CoaepsKalLlleinca B 3aro/I0BKax ypoBHeit 2, 3 n 4, y agMUHN-
CTpaTopa ecTb BO3MOXHOCTb HacTpouTb 40 100 Npasu, COrnacHo KOTOPbIM Naket 6y-
AeT 0bpaboTtaH, MMbo oTbpoLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHudunsaeT IP-Tpaduk, drunbTpys ero Ha OCHOBa-
HUM TabMLbI COOTBETCTBUI 6a3bl AaHHbIX NpuBA3KKM DHCP — DHCP snooping 1 ctaTu-
YeCKM CKOHOUTYpPUpPOBaAHHbIX IP-aapecoB. PyHKUMA ncnonblyeTca ans 6opbbbl c noa-
meHoW IP-agpecos.

1.2.7 ®yHKyuu ynpasaeHUa Kommymamopom

Tabnuua 7 — OcHOBHble PYHKLMM YIPABIEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3Ka
¢haiina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B daline HacTPOMKK, KOTOPbIM COAEPKUT AaH-
Hble KOHPUIYpaL MK KaK BCel CUCTEMbI B LLeIOM, TaK M onpeaeneHHoro nopTa ycTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ncnonb3yertca Ana onepauui 3anmcu u yteHma ¢ainnos. NpoToKon oc-
HOBAH Ha TpaHcNopTHOM npoToKone UDP.

YcTpoicTBa NOAAEPKMBAIOT 3arpysky M nepegady no AaHHOMY NPoTokoay dalinos
HaACTPOWKKM 1 06pa3oB NporpaMmmHoro obecneyeHums.
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MpoTtokon SNMP ucnonb3yetca ANs MOHUTOPUHIA U yNpaBieHUsA CeTeBbIM YCTPOM-

lNpomokon SNMP ctBoM. [1nA ynpaBaeHus AOCTYNOM K CUCTEMe onpeaenseTcs CNUCOK 3anucen coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectsnaeTca I0KaAbHO Yepes no-
Unmepdpeiic cneposatesbHbl NopT RS-232, nnbo yaaneHHo yepes Telnet. MHTepdeinc KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npegocTaBnfaeT CNMCOK KOMAHA, U KAOYEBbIX CN0B AN NOMOLLM NONb30BATENIO U
COKpaLLeHWto 06bema BBOAMMbIX AAHHbIX.

Syslog

Syslog — npoTokon, obecneynBatoLLMin Nepesady coobLEHNI O NPOUCXOAALLUX B CU-
cTemMe cobbITUAX, a TaKKe yBefOoMIeHUI 06 oWnBKax yaaNeHHbIM CEpBEPAM.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NnpOTOKOAN CUMHXPOHU3ALMK BPEMEHMU CETU, rapaHTUPYeT TOYHOCTb
CUHXPOHMW3aLMM BPEMEHMU CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUIUCERYHADI.

Traceroute — cnyxebHas GyHKUMA, NpegHa3HaYeHHan 4/1a onpeaeseHus MapLupyTos

Traceroute
nepeaayun AaHHbIX B IP-ceTax.
Ynpaenexue .
AOMWHUCTPATOP MOXKET ONMpeaennTb ypOBHU NPUBUIETMIA JOCTYNA ANA NONb30BaTe-
KOHMponupyemoim . . -
Neit YCTPOWCTBA U XapaKTePUCTUKU ANA KaKAOro ypPOBHA NpuBUAErnin (TonbKo gnan
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOHbIN A0CTyN — 15 ypoBEHb).
npusuneauu
KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyMa K KaxAomy WHTepodeiicy
Bnokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6bITb YCTaHOB/IEH OTAENbHO AN KaXKA0ro
unmepdpeiica TMNa goctyna:
P e Telnet (CLI over Telnet Session);
ynpaeneHusa e SNMP:
e SSH.
JlokanbHasa [na nokanbHOM ayTeHTUOMKAUMKN NOAAEPKNBAETCA XpPaHeHWe naposeit B base AaH-
aymeHmudguKkayus HbIX KOMMYTaTOpa.
dunompayus IP- JocTtyn no SNMP paspewaeTca ana onpegeneHHbix |P-agpecos, ABNAIOLWNXCA Yne-
adpecos 013 SNMP Hamu SNMP-coobecTsa.
DHCP-cepBep ocyliecTBnseT LEeHTpaAn30BaHHOE yrnpaB/ieHWe CEeTEBbIMU aZpecamu
W COOTBETCTBYHOLMMMN KOHOUTYPALMOHHBIMM NapaMeTpaMu, aBTOMaTUYECKN Npeso-
CTaBAAA UX KIMEHTAM.
®yHkyuu DHCP-
cepsepa l DyHKLMA noaaepKUBaETCA TONIbKO Ha mopgenax MES2424, MES2424B,
. MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Bep RADIUS ucnonb3syet 6a3y AaHHbIX NO/b30BaTeie, KOTopaa COAEPKUT AaHHble
Knuenm RADIUS P Y VA Pan COASPHUT A
NpoBEepPKN NOAJANHHOCTM A/1A KaXKA0ro Nonb3oBatena. KommyTaTopbl cogepKaTt K-
E€HTCKY YacTb npoTokoaa RADIUS.
TACACS+ YCTpOICTBO NpeocTaBaseT NoAAEPKKY NPOBEPKM NOAJMHHOCTM KNMEHTOB Nocpes-
. ctBom npoTokona TACACS+. MpoTtokon TACACS+ obecneynBaeT LEeHTPaIM30BaAHHYIO
(Terminal Access cuctemy 6esonacHocTH A NPOBEPKM NO/b30BATENEN, NOAYYAKOLWMX AOCTYN K
Controller Access w AN NPOBEP ’ yratotyx Aocty
YCTPOICTBY, @ TaKKe LLeHTPa/IM30BaHHY CUCTEMY YMpaBieHWa npu cobnoseHnu
Control System)

cosmecTumocTtu ¢ RADIUS n gpyrummn npoueccamm NnpoBepKn NOAJINHHOCTU.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabaunue 8 npmseaeHbl AONOAHUTEbHbIE GYHKLMWN YCTPONCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHble U annapaTHble cpes-
mecmupoeaHue Kabess | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BO/IAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBA3u.
AuazHocmuka YCTpoCTBO NO3BONAET TECTMPOBATL ONTUYECKUI TpaHcMBep. Mpu TeCTUPOBaHUK OT-
onmuyecKoz0 CNIeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [lna peanusaummn TpebyeTtcsa nogaepkKa sTnux GyHKUUI B TpaHcHBepe.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A1 aBTOMAaTUYeCKoro obHapy»KeHna notepum
Link Detection) OBYXCTOPOHHEN KOMMYHMUKALUKN Ha ONTUYECKMX IMHUAX CBA3U.
KommyTaTop obnasaeT Bcemn HEObXOAMMbIMU XapaKTEPUCTUKAMM A/1A paboTbl €
npoTtokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BeanymHa 3agepKkn GOOSE-cooblieHmnaA npu nepegaye;
e  VYmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 -
61850 o  YmeHue paboTaTb C TEFOM BUPTyasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobueHuns;
o [opaep:kka nepegaym multicast-coobuieHnit 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiM ctaHgapTom M3K 61850 gmManasoHom rpynn BeLaHmA.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbI B Ta6nv1u,e 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKME XapPaKTePUCTUKHU

06wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

ME:%ZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MkTepdeico! mg:;zgglpp DL 1 g x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)

MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES2428B 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)

m:iiifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420B-24D

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MponyckHas cnocob-
HOCTb

MES1428

12,8 réut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 Féut/c

MES3710P

24 T6ut/c
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MES2428
MES2428P 56 6ut/c
MES2428B

MES2410-08DP

MES2410-08DU | /8 FouT/c

MES2424

MES24248B
MES2424FB
MES2424pP 128 rout/c
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

176 T6ut/c

MES2420B-24D 200 rewmr/c

MES2411X 236 I6ut/c

MES1428 9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P 17,8 MPPS

MES2428
MES2428P 41,658 MPPS
MES2428B

MES2410-08DP

Mpoussogutens-
MES2410-08DU

HOCTb Ha NaKeTax

59,5 MPPS

MES2424

MES2424B
MES2424FB
MES2424pP 95,2 MPPS
MES3400-24
MES34001-24
MES3400-24F

ANVHON 64 6anTal

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES2420B-24D 148,8 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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MES2411X

175,5 MPPS

O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

512 K6ant

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1,5 Mbant

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaunt

O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

256 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 M6aunt

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

21




HELTEX

MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

1 réamr

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 Mb6aunt

Tabnuua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8192
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MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konnyectso ARP-3anucei

1000

Noppeprkka VLAN

cornacHo 802.1Q go 4094 aktusHbix VLAN

Konunyecrtso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

4094
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MES2424

MES24248B
MES2424pP 512
MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
Konunyecrtso rpynn MES2448 DC
L3 Multicast MES2448B
(IGMP proxy) MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

128 Ha ntoboe KoNnyecTso HTepdeincos

MES2424
MES2424B
Konunyectso npasun | MES2424FB
MAC-based VLAN MES2424P
MES2410-08DP
MES2410-08DU

10241

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048"

! lobaBneHne npaBmaa Ha Kax bl MOPT pacxodyeT annapaTHble pecypcbl obLiero nyna.
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KonnuecTso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

100!

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

8 Ha /1toboe KoAMYEeCcTBO NHTEPPencos

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

128 (ingress)/256 (egress)

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1024 (ingress')/512 (egress)

! Mac-based vlan 1 SQinQ ncnonb3ytoT obLwme annapaTHble pecypcbl.
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MES2420-48P
MES24208B-24D
MES2448 DC
MES2448B
MES2448pP
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 (ingress')/1024 (egress)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 MAC-381
MES2408P IPv4/IPv6 —219/128
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MES2424
MES2424B
Konunuectso npasun | MES2424FB MAC - 509

ACL MES2424pP IPv4/IPv6 — 384/192
MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X MAC - 766
MES3400-24 IPv4/IPv6 — 640/320
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konunuectso npasmn ACL B ogHom ACL 1

MES2424

Konnyectso mapuu- MES24248
P MES2424FB

mi:f o MES2424P 496

MES2410-08DP
MES2410-08DU
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MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

Konunuectso
mapupyTtos L3 IPve
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

512

Konnyectso VRRP-
MapLpyTN3aTOpPOB

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32
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Konwnyectso L3-uH-
TepdelicoB

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

20 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHO ana Bcex vian

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, po 5 IPv4-agpecos B Kaxgom vlan, go 124 IPv6 GUA cym-
MapHO ana Bcex vian

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, po 5 IPv4-agpecoB B Kaxaom vlan, go 512 IPv6 GUA cym-
MapHo ana Bcex vlan

Konunyectso BMpTyanbHbIx Loopback-mH-

Tepdencos

10

Arperauua KaHasoB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8 rpynn, Ao 8 noptos B ogHoM LAG
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

24 rpynnobl, Ao 8 nopTtoB B ogHOM LAG

Konnyectso aksemnaapos MSTP 64

Konunuectso sksemnnapos RPVST+! 64

Konuuectso DHCP pool? 5

Konunyectso afpecos, BblgaBaemblX

4096
DHCP-cepsepom?

Konnuectso ctatnyeckmx 3anmncein DHCP- | 512, Bkato4an BCe cTaTUYecKMe 3anmcum aas 04HOro
cepsepal naeHTUdMKaTopa

npuMopuTU3aumna TpaduKa, 8 ypoBHemn
KayecTBo 06cnyKmBaHMA QOS 8 BbIXOAHbIX oyepenel C PasHbIMM NPUOPUTETAMU ANA KAKAOrO
nopta

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

Ceepxa/iMHHble

Kaapbl
(jumboframes)

MaKcMManbHbli pasmep naketos 10000 6ainT

1 dyHKuma noaaepunsaetca ToNbKO Ha mogdensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCUMManbHbI pa3mep naketos 12288 6anT

CooTBeTCcTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2448P,
MES3708P, MES3710P)

M3K 61850

YnpasneHue

NokanbHoe ynpasneHne

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

du3nyecKme XapaKTEPUCTUKMN U YCNOBUA OKPYIKaloLen cpeabl

MES2408C
MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL
MES2411X
MES2410-08DP ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
MCTOYHUKN MES3708P
NUTaHUA MES2410-08DU ceTb nepemeHHoOro Toka: 200—-240 B, 50-60 Iy,
MES1428 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
ME52408 CeTb NOCTOAHHOro ToKa: 18-72 B
MES2428 )
MES2424 ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
ceTb NOCTOAHHOrO TOKa: 18—72 B
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MES2408IP DC1
MES2448 DC

ceTb NOCTOAHHOIO TOKa: 36—72 B

MES2424pP

ceTb NnepemeHHOoro Toka: 176—264 B, 50—-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb NOCTOAHHOTIO TOKa: 36-72 B

BapunaHTbl MUTAaHUA:

- OAUH UCTOYHUK NNUTAHNA NOCTOAHHOIO NN NepemMeHHOro ToKa;

- ABa UCTOYHUKaA MUTAHUA NMOCTOAHHOIoO AN NepemMeHHOro ToKa C
BO3MOXHOCTbIO ropsyein 3aMeHbl

ceTb NnepemMeHHOoro Toka: 176—264 B, 50—-60 Iy,
BapunaHTbl MUTAaHUA:

MES2448P - OAVH NUCTOYHUK NUTAHUA NOCTOAHHOIO MW NePeMEeHHOr0 TOKJ;
- ABa UCTOYHWKA NUTAaHWUA NOCTOAHHOIO UM MEPEMEHHOIO TOKa C
BO3MOXHOCTbIO ropAYein 3aMeHbl

MES2408P CeTb NnepemeHHOoro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B

MES2428P CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B

ESi02s | Co e o 100 2108 50760

MES34001-24 BapuaHTbl nuTaHuA: .

MES3400-24F - OpMH WUCTOYHUK nv;Tava NOCTOAHHOIO NN NEPEMEHHOrO TOKa;

MES3400-48 A P ;

MES3400-48F

- ABa UCTOYHUKA NMNUTAaHNA NMOCTOAHHOIO MU NEPEMEHHOIo TOKa C
BO3MOHOCTbIO FOpﬂHeVI 3aMeHbl.

CeTb MOCTOAHHOTIO TOKa:

MES3710P C BKAtOUYeHHOM ¢yHKUmen PoE: 48-57 B
C BblKNtOYeHHOM ¢yHKLUMen PoE: 18-57 B
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
aKKymynAaTopHas 6atapes: 12 B DC
XapaKTepUCTUKKN 3apAagHOIo YCTPOICTBA:
- TOK 3apAaga:
MES24088 1,6£0.1 A — MES2408B, MES2424B, MES2428B;
MES2424B 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424FB 1gi:gilsm;Hme cpabaTblBaHMA pacuenuTens Harpysku
MES2428B T
- MOPOroBOe HaNpPAXKeHNe MHAMKAUMM HU3KOro 3apsaga — 11 B
MES2420B-24D
MES24488 V CeuyeHue nposopa ana nogkntovyeHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHayetca ucnonb3osatb AKb
eMKOCTblo He meHee 12 Ah, ana MES2424FB,
MES2420B-24D, MES2448B pekomeHAayeTcaA UC-
nonb3oBaTb AKb emKkocTbio He meHee 9 Ah.
MES1428 AC
MES2408C 10Br
MES1428 DC 11 Bt
MakcnmanbHan MES2408 AC 7 Bt
notpebnsemas | \ES2408 DC 8,6 BT
MoluHocTE MES2408B 33Br
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)

MES2408IP DC1

135 BT (c yueTom Harpysku PoE)
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mgz;gggg AC 275 BT (c y4yeTom Harpysku PoE)
MES2408P DC 280 BT (c y4eTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428 18 Bt

MES2428B 45 Bt

MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yuyeTom Harpysku PoE)
MES2424 AC 25 BT

MES2424 DC 26 BT

MES24248B 49 Bt

MES2424FB 75 Bt

MES2424P 420 BT (c yueTom Harpysku PoE)

MES2420-48P

1600 BT (c yueTom Harpysku PoE)

MES2420B-24D

60 Bt

MES2448 DC 48 BT
MES24488B 66 Bt
MES2448P 820 BT (c yueTom Harpysku PoE)

MES2410-08DP

275 BT (c yyeTom Harpysku PoE)

MES2410-08DU

810 BT (c yueTom Harpysku PoE)

MES2411X 35 BT
MES3400-24 37 Bt
MES34001-24 32 BT
MES3400-24F 55 BT
MES3400-48 52 Bt
MES3400-48F 105 Bt
MaKcnumanbHasa
notpebnsemas
MOLLHOCTb 6e3 MES3710P 20 Bt
yyeTa Harpysku
PoE
MES2408B 7 BT
MES2424B 25 Bt
Makeumanehas | \iecrararg 47 BT
nortpebnsemas
MOWHOCTb B€3 | /e 1ogp 20 BT
y4yéta 3apaga AKb
MES2420B-24D 45 Bt
MES2448B 48 BT
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br
BroakeTt PoE MES2408PL 65 BT
MES2424P
MES2428P 370 Br
MES2420-48P 1450 Bt
MES2448P 720 BT
MES2410-08DP 240 Bt
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MES2410-08DU 720 Bt
MES1428 AC 10 BT
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 Bt
MES2408IP DC1 15 Bt
MES2408P AC 3587
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 BT
MES2408PL 15 Bt
MES2411X 35B7
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt

Tennosblae- MES2424FB 62 Bt

NeHune MES2424P 50 Bt
MES2428 18 Bt
MES2428B 23 Bt
MES2428P AC 50 Bt
MES2428P DC 80 Bt
MES2420-48P 160 Bt
MES2420B-24D 48 Bt
MES2448 DC 48 BT
MES2448B 53 Bt
MES2448P 100 Bt
MES2410-08DP 35Br
MES2410-08DU 90 Bt
MES3708P 30 Bt
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
MES3400-48F 105 Bt
MES1428 AC
MES2408C
MES2408CP
MES2428 AC

AnnapaTtHas MES2428P AC

noaaeprka MES2424 ecTb

Dying Gasp MES2424pP

MES2410-08DP
MES2410-08DU
MES2420B-24D
MES2448B
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MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

HeT

MES2420-48P

oT-10 go +50 °C

MES2448P
MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424pP ot -20 go +50 °C
MES2428
MES2428B
MES2428P
MES2448 DC
MES2448B
WHTepBan MES2411X
paboumx MES2424 oT-20 go +50 °C
Temneparyp MES24248 ﬂpl: 3KcN/lyaTauuM YCTPOIACTB Npu TemnepaType Bbllle
MES2424FB 45 °C Heo6Xx0A4MMO UCNONb30BaTb UHAYCTPUANbHbIe SFP+
TpaHcuBepbI.
oT-20 go +50 °C
MES2408CP 7 Npwu akcnayaTtauum ycTpoicTs Npy Temneparype Bbiwe
MES2408P DC V 45 °C He0o6X04MMO MUCNO/b30BaTb UHAYCTPUANbHble SFP
TpaHcuBepbI.
MES2408 AC ot -20 go +60 °C
MES2408IP DC1
MES3400I-24 ot -40 go +60 °C
MES3708P
MES3400-24
MES3400-48F
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MES3710P

o1 -40 no +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

oT1-15 po +50 °C

WHTepBan TemnepaTypbl XpaHeHUA

oT1 -40 po +70°C

(o1 -50 po +85 °C — gna MES3708P, MES3710P)

OTHOCUTENbHAA BNAXKHOCTb npu
aKcnayaTaumm (6e3 obpasosaHuA

KOHAeHcaTa)

He 6onee 80 %

(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTENbHAA BNAXKHOCTb npu
XpaHeHuu (6e3 obpasoBaHuA

KOHAeHcaTa)

o110 % 0095 %

(o1 5% 0o 95 % — ans MES3710P)

MES1428
MES2408IP DC1
MES2408P 430 x 44 x 178 mm
MES2428
MES2428B
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
MES2424
MES2424B 430 x 44 x 203 mm
MES2411X

abapuTHble

pasmepi MES2424FB 430 x 44 x 243 mm
MES2424P

(L= BxT) MES2420B.24D 430 x 44 x 225 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES2410-08DP
MES2410-08DU 430 x 44 x 243 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400I1-24 430 x 44 x 278 Mm
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr

Macca MES2424B 2,54 kr
MES2424FB 2,69 Kr
MES2424P 3,36 kr
MES2408 1,72 kr
MES2408B 1,78 kr
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MES2408C
MES3710P L77 ke
MES2408CP 2,16 Kr
MES2408IP DC1 2,38 Kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 K
MES2420-48P 9,55 Kr
MES3708P 4,2 kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2410-08DP 3,48 Kr
MES2410-08DU 3,74 kr
MES2420B-24D 3,16 kr
MES2411X 2,57 Kr
MES3400-24 4,63 kr
MES34001-24 5,2 kr
MES3400-24F 4,69 kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 Kr
CpoK cnyxo6bl He meHee 15 net
V Tun NUTaHKA YCTPOICTBa ONpeaenaeTca Npu 3akase.

1.4 KOHCTPYKTUBHOE UCNONHEHUE

B faHHOM pa3sgese oNMCcaHO KOHCTPYKTUBHOE UCNOIHEHUE yCTpOﬁCTB. MNpeactasneHsol M306pa)-KEHVIFI
nepe,a,Heﬁ, 3aAHEI71 1 6OKOBbIX NaHenel YCTPOﬁCTBa, OnuncaHbl pa3bembl, cBeTOANOAHbIE MHOUKATOPbI U Op-
raHbl ynpasaieHUA.

Ethernet-kommyTtatopbl cepuit MES14xx, MES24xx, MES34xx BbINONHEHbI B META/I/IMYECKOM KOP-
nyce ¢ BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpomblwneHHbIN Ethernet-kommyTtaTop MES3708P BbiNnONHEH B METa/I/IMYECKOM KOpMyce C BO3-
MOXHOCTbIO NOABELIMBAHUA HA LUTAHTY TO/LWMHON He 6bonee 8 mm. CTeneHb 3awmTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbINOSIHEH B METAN/IMYECKOM Kopnyce ana KpenaeHua Ha DIN-
penry.
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1.4.1 BHewHuli sud u onucaHue nepeodHeli NaHeau ycmpoiicme

BHelWwHM BUA, nepeaHer naHenn ycrponcts cepmm MES1428 nokasaH Ha pucyHke 1-2.

110-250 VAC 60/50Hz max 14

0

cuass
LasER pevicE

AELTEX MES1428

PR A A e

| e )
e [ [ T O e P Cm D T (= D L
I 2 4 6 8 10 1 4 16 18 20 2 24 11 26 28
I I
1 2 3 4 5 6 7
PucyHok 1 —lMepeaHasa naHenb MES1428 AC
1a—rz_:msmu i amncs 1 3 5 7 ] 1 13 15 17 18 21 23 25 27 Aelrex mesiazs
H = R mﬁnﬁngmﬁnm uﬁﬁn‘;ﬂgnﬁﬁﬁ:ﬂ mmaﬁﬁ
=g [ | Cm O P C (| P (R O L
l 2 4 L3 L] 10 17 14 16 18 20 n 2 “ 26 8 “
I
11 2 3 4 5 6 7

PucyHok 2 — NepeaHAasa naHenb MES1428 DC

B Tabanue 10 npmBeneH nepeyeHb pasbemoBs, CBETOANOAHbIX MHAMKATOPOB U OPraHOB YNpaBAeHus,
pacno/ioXeHHbIX Ha NepeaHelr NaHe M KOMMYTaTOPOB.

Tabnumua 10 — OnucaHMe pasbemoBs, MHAMKATOPOB M OPraHOB yNpaB/ieHUA nepeaHei NaHen KOMMyTaTo-
pos cepmn MES1428

1

1A

~110-250VAC, 60/50Hz max

Pasbem ana nogKnwYeHMAa K UCTOYHMKY S1EKTPONUTAHMA MNepemMeHHOro
TOKa.

11

~18-72VAC, max 1A

Paszbem a4na noaKNtoYEeHNA K UCTOYHUKY SN1EKTPONUTAaHUA NOCTOAHHOTO TOKa.

Power

NHAMKaTOP NUTaHWUA YCTPOMCTBA.

Alarm

MHAanKaTop neperpesa.

Console

KOHCONbHbIV NOPT A5 NIOKANbHOIO YNPaB/eHUA YCTPOWCTBOM.
PacnuHoBKa pasbema cnegytowan:

He ucnosbsyetca

He ucnonbsyercs

RX

GND

GND

X

He ncnosb3yerca

He ucnosbsyetca

He ucnonbsyercs

Pacnaiika KoHconbHOro Kabensa npusegeHa B MpunoxeHune A. KOHCONbHbIN
Kabenb.

OCoONOOULLPEA, WN R
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®yYHKLMOHaNbHaA KHOMKa A/1A nepesarpysku ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
- NPU HaXKaTUM Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-

4 |F
rpy3Ka yCTpoicTBa;
- NPW Ha)KaTUW Ha KHOMKY A/auTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.

5 | [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: CNOTbl ANA YCTAaHOBKM TpaHcuepoB 1000BASE-X Combo.

7 25, 26, 27, 28 o
e LNK/SPD — cBeTOBasA MHAMKALMUA COCTOAHUA ONTUYECKUX UHTEPdECoB.

BHewHMI BUA nepeaHen naHenn yctponcts cepmm MES2408 nokasaH Ha pucyHkax 3—11.

110-250 VAC 60/50Hz max 0.5A . AELTEX MES2408

® T
| =
o =  Ejmpme

9 10
i i
| | |

1 2 3 4 5 6 7

PucyHok 3 —NepeaHasa naHenb MES2408 AC

A uisencs AELTEX MES2408

o I S i
& = EEEE e

2 4 U 8 L |

1 2.1 3 4 5 6 i

L
PucyHok 4 — MNepeaHaa naHens MES2408 DC

110-250 VAC 60/50Hz max 1A

PN 1 3 s 7 JuelTex Mesz4088
1.8 - 107100/ 100088561
- E[lﬁ Eljﬁllﬁ ﬁﬁﬁ ‘m R
pPower O
G |
T onsole

Alarm O 9 10

e e
T [ 8 ) s S s S0 S e [3oL[_J|os
L 2 4 6 8

=

- ® @

2 23 3 4 6 7

PucyHok 5 — lMepeaHaa naHeno MES2408B

110-250 YAC 60/50Hz max 0.5A LA s e 9 SVELTEX MES2408C
18

1 3 5 7

[ N M e W e Wi} 5110 101100/ 100ORASE T

@ 0 mﬁ or L00BASE-FX/ 1000BASEX
Console

B O . . 0
il i
@ Alarm O [ e g 5y S s oL Josm
2 4 & 8 IL

2 3 4 5 6 6.1 7.1

PucyHok 6 — lMepeaHaa naHenb MES2408C
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110-250 VAC 60/50Hz max 2A A s, 1 3 s 7 9 AELTex Mes2osce
¢ : D@D D@D Dm\j D@G mﬁ ;“D.Wl?x’lw-' P
OF 100BASE-FX/1000BASE-X
@ 0 1 ; oes 7 — 3 L) a0
) Power® OO 0OO o [~ © [0 Owx
@ o, g050 [ | (bca bed bl ol | P S g
lz 4 6 ﬁl 1 2 4 & 8 IL 011 _— ]

PucyHok 7 — NepeaHasa naHenb MES2408CP

AELTEX MEs24081P

cuass 1
A i
1.8 02,301 Poks

1 3 s 7
36-72VDC max 10A = =) B
-+ 9,10 1000ASE-FX/J000BASE-X
PoE Console

% = 53t (07 R
A L2 4 = e
2.|2 1|’> 3.1 4 f|3 6 7

PucyHok 8 — NepeaHaa nanenb MES24081P DC1

AELTEX MES2408P

176-250 VAC 60/50Hz max 24 B udiia 1 3 5 7
[ PoE Console
[} i 1357 — ¢ 10
g 2350 [ ¢ | o [ e
(am Oy ???? | [, o (LS e (N e (= Oseo
— T = = T = = . T

JuELTEX MES2408P
ot

Svoe 1 3 5 7
3672 VB mac 108 = [ N e U P e ] el
Alarm O T = [ e Sy e S S e )
I—l—l L2 3 5 3
2.2 5

~O O~
=Q0w 3

aQQu "™
=00

[
|

3 31 4

PucyHok 10 — NepeaHaa naHenbs MES2408P DC

110-250 VAC 60/50Hz max 1A A s . 5 s 7 AeLTex Mes2d08pL
T o] G )|
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PucyHok 11 — NepeaHAasa naHenbs MES2408PL

B Tabaunue 11 npuseneH nepeyeHb Pa3bemoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yrnpaBieHus,
pacnonoXeHHbIX Ha nepegHeln naHenn KommyTtaTtopos cepun MES2408.

Tabnunua 11 — OnucaHWe pa3bemoB, MHAUKATOPOB M OPraHoOB yNpaB/ieHMsa nepeaHein naHean KOMMYTaTo-
pos cepun MES2408
Ne | dnemeHT nepeagHeii naHenu OnucaHue

—_— ~
1 Knemma 3asemnenua = Knemma gns 3azemneHmA ycTpoucTea.

~110-250VAC, 60/50Hz max | Pa3bem Ans NOAKNOYEHWMA K UCTOUYHWUKY 3S/EKTPOMUTAHUA NepemMeHHOro
1A TOKa.
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21 | 18-72 VDC max 10A Pasbem ans nogKnoyeHMA K UCTOYHMKY 3S/1IEKTPOMUTAHUA MOCTOAHHOTO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem AnA NOAKNOYEHMA K UCTOYHUKY 3/1IEKTPOMUTAHUA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem gns NogKNOUYEHMA K aKKYMYIATOPHON BaTapen.
Power NHAMKATOp NUTAHMA YCTPOMCTBA.
3 Alarm MHankaTop neperpesa.
Battery (ona MES2408B) NHAanKaTop paboTbl akKyMynaTopHoi H6aTapew.
3.1 | PoE1-8 NHankaTopbl coctoaHnAa PoE-nopTos.
KoHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/EHUA YCTPOWCTBOM.
PacnuHoBKa pasbema cneaytowasn:
1 He uncnonb3yetca
2 He ucnonb3yeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonb3syetca
8 He ncnonbayeTca
Pacnaiika KoHconbHoro Kabena npueeaeHa B MNpunoxeHne A. KOHCO/bHbIN
Kabenb.
dDyHKLMOHaNbHAA KHONKA ANs Nepes3arpy3ku ycTponcTea n cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
5 r - MPU HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO meHee 10 ¢ npoucxoamT nepesa-
rpy3Ka yCTpOWMCTBa;
- NPWU Ha)aTUW Ha KHOMKY AauTenbHoCcTbio 6onee 10 ¢ npoucxoamT cbpoc
HaCTPOEeK YCTPOMCTBa A0 3aBOACKOM KOHPUrypaumu.
6 [1-8] MopTbl 10/100/1000BASE-T (RJ-45).
6.1 |9, 10 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).
CNoTbl ANA YyCTAHOBKM ONTMYECKMX TpaHcuBepoB 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.
Combo-nopTbl: cnoTbl ANA ycTaHoBKM TpaHcmeepoB 1000BASE-X Combo.
7.1 | 9,10, LNK/SPD P AR Y P P )
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX NHTepdEencoB.

BHelwwHM BUA, NepeaHel NaHenn ycTponcts cepun MES2428 nokasaH Ha pucyHKax 12—OwmunbKa!
MCTOYHMK CCbIIKM He HaliaeH..
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PucyHok 12 — MepeaHasa naHenb MES2428 AC
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PucyHok 16 — NepeaHaa naHenb MES2428P DC

B Tabaunue 12 npuseaeH nepeyeHb PasbemMoBs, CBETOAMOAHbIX MHANKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHein naHean KommyTaTopos cepun MES2428.

Tabnnuya 12 — OnucaHWe pasbemoB, MHAWUKATOPOB M OPraHOB yNpaB/ieHMaA nepegHein naHean KoOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1 1A Pasbem anAa nogKAYeHMA K UCTOYHWUKY 3NEKTPONUTAHUA NnepemeHHOoro

(170-264 VAC 60/50 Hz max | ToKa.
3A ana MES2428P)

1.1 | 12VDC max 2A Pasbem gns NogKAtouYeHMa K aKKyMyIATOpPHOM 6aTapen.
18-72 VDC max 2A

1.2 | (36-72 VDC max 15A ans Paszbem ana nogKN04EHNA K UCTOYHUKY 3/IEKTPONUTAHMA MOCTOAHHOIO TOKA.
MES2428P DC)
Power NHAMKATOp NUTAHMA YCTPOMCTBA.

2 Alarm MHanKaTop neperpesa.
PoE NHavkaTop paboTbl PoE.

Ethernet-kommymamopesi cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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Battery (ans MES2428B)

MHanKkatop paboTbl akkymynaTopHoi 6atapen.

Console

KOHCO/bHbIM NOPT AN IOKabHOTO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cieaytoLasn:

He ucnonb3yeTcs

He ncnonbsyetcs

RX

GND

GND

X

He ucnonb3ayetcs

He ucnonb3yeTcs

Pacnaiika KoHconbHoOro Kabens npuseaeHa B MNpunoxeHne A. KOHCONbHbIV
Kabenb.

coONO UL WN K

dyHKUMOHANbHAsA KHOMKa ANA nepesarpyskun yCcTpoicTBa M copoca K 3aBoa-
CKMM HaCTpoOWKam:

- NPY HaXKaTUM Ha KHOMKY ANMTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-
rpy3Ka ycTponcTBa;

- NPW HaXXaTUW Ha KHOMKY AnuTenbHocTblo 6osee 10 ¢ npoucxoanut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauum.

[1-24]

MopTbl 10/100/1000BASE-T (RJ-45).

25, 26, 27, 28

Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

25, 26, 27, 28, LNK, SPD

Combo-nopTbl: cnOTbl AAs yCTaHOBKM TpaHcueepos 1000BASE-X Combo.

LNK/SPD — cBeToBasi MHAMKALMA COCTOAHNA ONTUYECKUX MHTEPPENCOB.

8 |T1

4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHM Bug nepepHeit naHenu ycrponcts MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48
NOKa3aH Ha pUCyHKax 17-28.
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PucyHok 19 — lMNepepHaa naHeno MES2424B
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PucyHok 26 — lNepeaHaa naHens MES3400-24
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PucyHok 28 — NepeaHasa naHenb MES3400-48

B Tabavue 13 npuBeaeH nepeyeHb pasbeMoB, CBETOANOAHbIX UHAMKATOPOB WU OPraHOB yrpaB/ieHus,
PacnonoXeHHbIX Ha NepeaHen NaHenn kommyTtatopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48.

Tabnnua 13 — OnucaHuMe pa3bemMoB, MHAMKATOPOB U OPraHOB yNpaB/ieHUs nepeaHen naHeam KoMmmyTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48

No dnemeHT nepepHei Onucanme
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem 418 MOAKMOYEHMA K MCTOYHMKY 3/1E€KTPOMNUTAHUA MepeMeHHOro
1A TOKa.
1.1 | ~18-72 VDC max 2A Paszbem ana nogKNOUYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NOCTOAHHOIO TOKa.
1.2 | 12VvDC max 2A Pasbem gns NogKAtoYeHMA aKKyMyIATOPHOM HGaTapen.
Power MHAMKaTOp NUTaHMA YCTPOICTBA.
PS1 (ana MES2448P) NHAMKaTOp COCTOAHMA NepBoro 610Ka NMTaHuA.
PS2 (ana MES2448P) MNHAMKaATOp COCTOAHWUA BTOPOro 6/10Ka NMTaHuMA.
Status (ans MES2420-48P) MNHaMKaTop cTaTyca yCTPOMCTBa.
2 Alarm UHOuKaTop neperpesa.
Master MHauKaTop pexuma paboTbl ycTpolicTBa (Beaywmii/seaombiii).
Fan NHAnKaTop paboTbl BEHTUIATOPOB.
RPS MHAWKATOP pe3epBHOro 3NeKTPONUTaHMUA.
Battery (anA MES2424B, MHavKaTop paboTbl akkymynaTopHol batapeu.
MES2448B)
3 Unit ID NHAnKaTop HOMepa YCTPOMCTBA B CTEKE.
44 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

Console

KOHCONbHbIM NOPT ANA NOKANbHOIO yNpaB/ieHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ncnonb3ayeTca

He ncnonb3yeTca

RX

GND

GND

X

He ncnonb3yeTca

He ncnonb3ayeTca

Pacnaiika KoHconbHoro kKabensa npusegeHa B MNpunoxeHne A. KOHCONbHbBIN
Kabenb.

ONO UL WNBR

PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTea 1 cbpoca K 3aBoa-
CKMM HACTpOMKam:

- NPW HaXKaTUKW Ha KHOMKY AAnTeNbHOCTbI0O meHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWMCTBa;

- NPWU HaXaTUKW Ha KHOMKY AauTenbHocTbio 6osnee 10 ¢ npoucxoamuTt cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

[1-8], [1-24], [1-48]

MopTbl 10/100/1000BASE-T (RJ-45).

[XG1 - XG4], [XG1 - XG11]

CnoTbl ANA ycTaHOBKM TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).

USB

USB-noprT.

BHewHMM BMA, NnepegHei naHenu yctporcts MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha

pucyHkax 29-31.
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PucyHok 31 — NepeaHasa naHenb MES3400-48F
Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 45



HELTEX

Tabauua 14 — OnucaHue pasbemoB, MHAMKATOPOB W OPraHOB YNPaB/eHNa nepeaHelt NaHem KOMMyTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

Ne

dnemeHT nepeaHeit
naHenu

OnucaHue

~110-250V AC, 50-60 Hz

Pasbem AnAa nNOAKAOYEHMA K UCTOYHWUKY 3/1IEKTPONUTAHMA NepemMeHHOro
TOKa.

12v DC

Pasbem gna noaKNO4YEHUA aKKyMynAaToOpHoW 6aTapen 12V.

Power

MHAMKaTOp NMUTaHMA YCTPOCTBA.

Alarm

MHAMKaTop aBapuu.

Master

MHAaMKaTop pexkmma paboTbl yCTpoiicTBa (Beaylumit/Begombiii).

Battery (ons MES2424FB)

MHanKaTop paboTbl akKyMmynaTopHoM 6atapen.

Fan

MHAanKaTop paboTbl BEHTUNATOPOB.

RPS

NHAMKaTOp pe3epBHOrO 3N1EKTPONUTAHMA.

UnitID

MHamKaTop HOMepa yCTPOICTBA B CTEKe.

Console

KoHCObHbIV NOPT AN IOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pasbema cneayroLLan:

He ncnosb3yerca

He ncnonb3yerca

RX

GND

GND

X

He ncnonb3yerca

He ncnonb3yerca

Pacnalika KoHcoNbHOro Kabensa npueeneHa B MpunoxkeHne A. KOHCObHbIN
Kabenb.

coONO UL WN PR

dYHKLMOHaNbHAA KHOMKa ANA NepesarpysKku ycTpoicTea 1 cbpoca K 3aBo-
ACKMM HacTpOMKam:

- NPVY Ha)KaTWUM Ha KHOMKY A4/MTEeNbHOCTbI0O MeHee 10 ¢ nponcxoanT nepe-
3arpysKa ycTponcTBa;

- MPW HaXKaTUM HA KHOMKY A/uTenbHocTbio 6osiee 10 ¢ npoucxogut cbpoc
HaCTPOEeK yCTPOWCTBA A0 3aBOACKOMN KoHOUrypaumm.

[1-24], [1-48]

CnoTbl ANA YCTAaHOBKW ONTUYECKUX TpaHcusepos 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHMI BMA, NnepegHNx naHenel yctponcts MES2410-08DP, MES2410-08DU nokasaH Ha pUCyHKax
32-33.

2 34 5 6 7
PucyHok 32 — NepeaHas naHenb MES2410-08DP
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PucyHok 33 — NepeaHaa naHenb MES2410-08DU

Tabanua 15 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB YNpPaB/eHNa nepeaHel NaHean KOMMYTaTo-
pos MES2410-08DP n MES2410-08DU

dnemeHT nepeaHeit

Ne OnucaHue
naHenm
100-240 V AC, 50-60 Hz
1 (ana MES2410-08DP) Pasbem ana nogKnoyeHMAa K UCTOYHMKY SN1EKTPONUTAHWA NepemMeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm NHaukaTop aBapuu.
3
Master NHAanKaTop pexxnma paboTbl yCTpoicTea (BeayLmii/Beaombiii).
PoE NHankaTop paboTbl PoE.
®YHKUMOHaIbHasA KHOMKa A/1A Nepe3arpy3ku ycTponcTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
4 . - MPY HAXKaTMUM Ha KHOMKY A/MTeNbHOCTbio meHee 10 ¢ nponcxoanT nepe-

3arpysKka yCcTpoWCTBa;
- MPU HAXKaTUM Ha KHOMKY A/mTensHocTbio 6oaee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA 40 3aBOACKOMN KOHdUrypaLuuu.,

KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pa3bema cnegytowan:

9  He ucnonb3syetca

10 He ncnonb3yeTcA

11 RX

12 GND

13 GND

14 TX

15 He ucnonb3yeTtca

16 He ucnonb3yeTca

17 He ucnonb3yeTca

Pacnaiika KoHconbHOro Kabena npuseaeHa B NPUIOKEHUU A.

5 Console

6 |[1-8] MopTbl 10/100/1000/2500BASE-T (RI-45).

7 [XG1, XG2] CnoTbl ANA ycTaHOBKM TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).
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BHewHW BUA nepeaHen naHenn yctponcrtsa MES2420B-24D nokasaH Ha pucyHKe 34.

PucyHok 34 — NepeaHAasa naHenb MES2420B-24D

Tabaunuya 16 — OnucaHWe pasbeMoB, MHANMKATOPOB M OPraHOB yNpaBAeHUA nepeaHen NaHeanm KOMMyTa-
Topa MES2420B-24D

Ne

dnemeHT nepeaHeit
naHenm

OnucaHue

100-240 V AC, 50-60 Hz

Pasbem Ana nogKNtYeHMA K UCTOYHWUKY 3SNEKTPONUTAHMA NEepemMeHHOro
TOKa.

1.1

12VDC max 2A

Pasbem 1A NoAKAOYEHUA aKKYMYNATOPHOM 6aTapeu.

Power

MHAMKaTOp NMTaHMA YCTPOMCTBA.

Alarm

NHauKaTop neperpesa.

Master

MHAanKaTop pexkmma paboTbl ycTpoicTea (Beaylwmii/segombiii).

Battery

MHanKaTop paboTbl akkymynaTopHol 6atapen.

Unit ID

MHamnKaTop HOMepa yCTPOICTBa B CTEKe.

Console

KOHCO/bHbIN NOPT A1 JIOKa/IbHOTO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cnegytolasn:

He Ucnonb3yerca

He Ucnonb3yeTca

RX

GND

GND

TX

He Ucnonb3yerca

He Ucnonb3yerca

Pacnaika KOHCONbLHOrO Kabena NpueegeHa B NPUAOKEHUU A.

PN U A WN R

PyHKLMOHaNbHAA KHOMKA ANA Nepesarpysku ycTpoictea U cbpoca K 3aBoa-
CKMM HaCTpoMKam:

- NPW HaXKaTUM Ha KHOMKY ANTENbHOCTbIO MeHee 10 ¢ nponcxoamT nepesa-
rpy3Ka yCcTpoICTBa;

- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ npovcxoant cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHpUrypaumm.

[1-24]

MopTbl 10/100/1000/2500BASE-T (RJ-45).

[XG1 - XG4]

CnoTbl ana ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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BHewWwHM BUA NnepegHer naHenn ycrponctea cepmm MES3710P nokasaH Ha pucyHke 35.

(=1

dveltex
MES3710P

—

w

w

~

O rwr1
O PwWR2 4
O Alarm

QO Temp u

° )

Cansale

1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 35 — MNepepHaa naHens MES3710P

Tabnnuya 17 — OnucaHue pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHna nepegHeln naHenm MES3710P

Ne dnemeHT ne 7
sl OnucaHue
naHenm
1 [1-8] Moptbl 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
CnoTbl ANA YCTAaHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeTOBast MHAMKALMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.
PWR1, PWR2 MHAMKaTopbl MUTAHUA YCTPOMCTBA.
4 Alarm MHAauKaTop aBapuu.
Temp MHanKaTop Temnepatypsl.
dyHKLMOHaNbHAA KHOMKa 410 Nepesarpysku ycTpoinctea u cbpoca K 3a-
BOACKMM HACTPOMKaM:
5 r - MPM HAXKATUM HA KHOMKY ANMTeNbHOCTbI0 MeHee 10 c. npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPU Ha¥aTUM Ha KHOMKY AAnTenbHOCTblo 6osnee 10 c. npoucxogut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

49




DELTEX

Console

KoHCO/IbHbIV NOPT 415 IOKANbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnnHoBKa pa3bema cneayroLian:

He Mcnosb3yeTca

He ncnosb3yerca

RX

GND

GND

TX

He ncnosb3yerca

He ncnosb3yerca

Pacnalika KoHco/ibHOro Kabena npuseaeHa B MNpunoxkerHne A. KoHcob-
Hblli Kabenb.

coNO UL b WN K

1.4.2 3a0HAA u 8epxHAA naHenu ycmpoliicme

BHewHWn BMA 3agHein naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHel ana 3710P)

npuBeAeH Ha

PUCYHKAxX HUKE.

BB [ e
2@@®®®@®@@@@9®®®@%®©®£};%0@090@6@@@:?QD@@Q@QOQOQCD@O@O@%%@@OEO umﬂ!'mm
PucyHOK 36 — 3aaHsAs naHens MES1428, MES2428, MES2428B, MES2408IP DC1, MES2408P, MES2424 u
MES2424B
Oooooooooooooooo%o@ooOOO@O@%@@O@@O@@O aerex  Mvis
eSesSieeeeeielc/e] ee/ e
Sl a e[ (A (=[] (===

PucyHok 38 — 3aaHAaa naHenb MES2424P, MES2428P, MES2420B-24D

ol i@ &)

X

PucyHok 39 —3aaHAaa naHenb MES2448 DC
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PucyHok 40 — 3aagHAaa naHenb MES2448B

100-240 ¥ AC 50-60 Hz
P
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PucyHok 45 — 3agHaa naHenb MES3400-24, MES3400I1-24, MES3400-48, MES3400-48F
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PucyHok 47 — 3aaHAaa naHenb MES2410-08DP, MES2410-08DU

B Tabnmuax 18 u 19 npusBeaeH nepeyeHb PasbemoB, PACMONOKEHHbIX HA 3a4HEN NaHeAn KoMMy-
TaToOpPOB.

Tabnnua 18 — OnucaHue pasbemoB 3afHel naHenn KommyTtaTopoB MES1428, MES2428, MES2428B,
MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHel naHenm OnucaHue

—r o
1 Knemma 3aszemnenua = Knemma gnqa 3aszemneHuns yCTpoucCTBa.

Tabanua 19 — OnucaHWe pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2411X, MES3400-24, MES3400I-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemeHT 3agHel naHenu OnucaHue

1 BeHTUNATOPbI 415 OXNAXKAEHUA YCTPOMCTBA.
[ — v}

2 Knemma 3asemnenna = Knemma gna 3asemneHuna yCTpomncrsa.

Pasbem ANA NOAKNIOYEHUA K UCTOYHMKY INEKTPOMNUTAHUA MNOCTOAHHOIO
TOKa.

3 36-72V DC

~110-250VAC, 60/50Hz max Pasbem 4148 NOAKNOYEHUA K UCTOYHMKY INEKTPOMUTAaHUA NepemeHHOoro

1A TOKa.
4.1 12VDC max 5A Pasbem gnsa noakntodeHUA akkymynatTopHon baTapee.
5 CAOTbI 4N19 YCTaHOBKM 610- Cnot ans ycTaHoBKM pe3epBHOro 610Kka nutaHma AC uam DC.
6 KOB NUTaHnA CNoT ANA YCTaHOBKM OCHOBHOTO 610Ka nutanua AC nam DC.
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BHewWHMI BUA, BepxHe NaHenn kKommyTtaTopa MES3710P npuBeaeH Ha pucyHKe 48.

PWR1

NC-COM-NO)
Dry contact

PucyHok 48 — BepxHAaa naHenb MES3710P

B Tabnmue 20 npuseaeH nepeyeHb PasbeMOB, PACMOJIOKEHHbIX Ha BEPXHEN MaHEe/IM KOMMYTaTopa
MES3710P.

Tabnmua 20 — OnuncaHue pasbemMoB BEPXHEN NaHem KommyTaTtopa MES3710P

Ne dnemeHT 3agHel naHenn OnucaHue
—_—r “
1 Knemma 3azemneHuns = Knemma gns 3a3emneHuns ycTponcTea.
Pasbembl g1 NOAKNOYEHUA K UCTOYHUKAM 3/1EKTPONUTAHUA NOCTO-
2 48 (45~ 57) VDC AZIA oA P
AHHOTO TOKa.
3 12VDC max 5A PeneliHbIN BbIXxO4, aBapuitHon curHanmsaumm: 1 A 24 V DC.

1.4.3 bokosble naHenu ycmpolicmea

o OOO%O@OQ%D@OOO@OO%%%%%%%%%%O
© OQKDOOOODED (0] EHI(D:]ID@ 3@@)@000 OOOO@OOEBO
QOO0 QOUOIOOIOIO0
o WEEEO 0000000 OT
SgEetsoolLtoadedagacO
PucyHok 49 — NpaBasa 6okoBas naHens MES1428
Q00300 Q0
e
POZCO000e2000000G0 ()
(B@Oom@®®CB@OOOOOOUB@%@@OOGJ@@O@@@UO @E‘ PO
00888000 UEas8aBIBOONH ©

PucyHok 50 — J/lesaa 6okoBas naHenbo MES1428

Ha 60KOBbIX MaHenAx ycTPoMCTBa PacrooXKeHbl BEHTUNALMOHHbIE PELLIETKMN, KOTopble CayKaT ann
oTBOZa Tensia. He 3akpbiBaliTe BEHTUNAUMOHHbIE OTBEPCTUA MOCTOPOHHUMM NpeameTamu. ITO MOXKET
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapylweHWs B ero paboTte. PekomeHzaumm no
YCTaHOBKe YCTPOMCTBa PacMo/oKeHbl B pa3gene «YCTaHOBKa U NOAKAoUeHne».
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1.4.4 KoHcmpykmueHoe ucronHeHue Kommymamopa MES3708P

B AaHHOM pasgene onncaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommyTtaTtopa MES3708P.

YCTPOMCTBO COCTOUT U3 OCHOBHOM NAaTbl, NAaTbl 6/10Ka NUTaHUA U MoAyNen 3almTbl nopToB Ethernet
10/100/1000BASE-T oT nepeHanps»KeHuit. MnaTtbl pacnofioXeHbl B MeTaNIMYecKkom Kopnyce.

[nAa KpenneHua YyCTPOMCTBA Ha Kopmyce MpeayCMOTPEH MeTa//IMYeckuin KpioK. Kpenaenue
NOABECHOE, Ha LWTaHry TONLWMHOM He 6onee 8 mm. MoaKntoueHUe MUTAHUSA U CeTeBbIX MHTepdelicoB
NPOM3BOAMTCA K pa3bemMam, PacnosioKeHHbIM BHYTPU Koprnyca. BbiBo4 NpoBOAOB HapY!Ky BbINOJHAETCS
yepes npeaHasHayYeHHble 410 3TOr0 OTBEPCTMA B Kopnyce.

Ha pucyHKe 51 noKa3aHbl OCHOBHblE KOMMOHEHTbI U paszbembl MES3708P.

9 1

PucyHok 51 — OcHOBHble KOMMNOHEHTbI U pazbembl MES3708P
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B Tabnnue 20 npuBeaeHO onncaHMe OCHOBHbIX KOMMNOHEHTOB U pasbemos MES3708P.

Tabnnuya 21 — OnncaHMe OCHOBHbIX KOMMNOHEHTOB U pasbemos MES3708P

Ne OnucaHue

1 Pasbembl ANA YCTAHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).
2 OcHoBHasn nnaTta yCTPOMCTBa.

3 Mnata 6n10Ka NUTaHKA.

4 Pasbem Ana NOAKNIOYEHUA K UCTOYHUKY S/1EKTPONUTAHUA NePeMEHHOro ToKa.

5 Pasbembl AN NoAKAoYeHMA moaynei 3awmTbl nopTtos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHni.
6 Moaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHuiA.

7 Knemma gns 3a3emneHunn ycTpoicTea.

8 Pasbembl AnA NOAKAOYEHUA YCTPOMCTB oKanbHOM ceTu Ethernet.

9 lepmoBBOA, 41a Kabens aNeKTponuTaHus.

10 | l'epmoBBOA A8 MeAHbIX U ONTUYECKUX Kabenelt noKkanbHoM ceTn Ethernet.

11 | Pasbem ana NOAKNAIOUYEHMNA K KOHCOIN YCTPOMCTBA Yepe3 uHTepdeinc RS-232.

1.4.5 Ceemoseas uHOuKayus

CocrosaHue nHtepodeiicos Ethernet nHauumpyetca asyma ceetoamoaHbiMu MHAnKaTtopamu, LINK/ACT
3e/ieHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeToano408 NOKA3aHO HA PUCYHKax 52-54.

1 Ok
() sPD

PucyHoOK 52 — BHewwHWI BUA, oaMHapHoro pasbema SFP/SFP+

FH

LINK/ACT  SPEED

PucyHOK 53 — BHelwHKMi BuA, caBoeHHOro pasbema SFP/SFP+

LINK/ACT SPEED
|
T

PucyHok 54 — BHelwHui BMA pa3bema RJ-45
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Tabanua 22 — CeeToBan MHAMKaumA coctoaHuA Ethernet-noptos 10/100/1000BASE-T

CsBeyeHue MHANKaTopa

CsBeyeHue MHAUKaTopa

CoctosHue uHtepdeiica Ethernet

100 M6wurT/c.

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKAOYEH MAN COeANHEHNE He YCTAaHOB/IEHO.
YcTaHOB/IEHO coeanHeHne Ha ckopoctn 10 M6éut/c nam
BbikntoueH [opuUT NOCTOAHHO

[opuT nocToAHHO

[opuUT NOCTOAHHO

YcTaHOBIEHO coeamHeHne Ha ckopocTy 1000 M6uT/c.

X

Mwuranune

MpoeT nepegaya AaHHbIX.

_'

abnuua 23 — CeeToBanA UH

AuKauma coctoaHna XG-nopTos

CsBeyeHue MHANKaTopa

CsBeyeHue MHANKaTopa

CoctosiHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbIkntoueH BbIktoyeH MopT BbIKNIOYEH MU COEANHEHNE He YCTaHOBJIEHO.
BbikntoueH lopuT NOCTOAHHO YcTaHOBEHO coeanHeHue Ha ckopoctu 1 Féut/c.

rOpVIT NOCTOAHHO

rOpVIT NOCTOAHHO

YcTaHOB/IEHO coeanHeHme Ha ckopocTum 10 Féut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.

CuctemHble uUHAMKaTopbl (Power, Alarm) chaysaT gns onpeaeneHua CoCcToAHWS pPaboTbl y3/10B
KommyTaTtopos cepum MES14xx, MES24xx, MES34xx.

Tabnunuya 24 — CeeToBasA MHAMKALMA CUCTEMHbBIX MHOMKATOPOB

HasBaHue DyHKUMA -
CocTrosiHue HaMKaTopa CocTofHuMe yCTPOMUCTBA
MHAMKaTOopa MHAMKKaTopa
BbikntoueH MnTaHne BbIKAIOYEHO.
. MuTaHne BKAOYEHO, HOpPMasbHaA
3eneHbli, ropuT NOCTOAHHO o
paboTa ycTpoWncTsa.
. CamoTecTMpoBaHWe yCTPOMCTBA Npwm
CoctoaHune 3eneHbin, mepuaet
Power crapte (POST).
WUCTOYHMKOB MUTAHUA
OTcyTCTBME NEPBMYHONO NUTaHMUA
. OCHOBHOIO MCTOYHMKA (NpW NUTAHWUK
KpacHbIn, ropuT NOCTOAHHO N
YCTPOICTBA OT pe3epBHOro UCTOYHMKA)
WM aBapusa BTOPUYHOTO MCTOYHMKA.
Alarm CocTosiHMe BbikntoueH HopmanbHan paboTta ycTponcTsa.
ycTpolicTBa KpacHbIi, roput noctosHHO | MNeperpes uav aBapus BEHTUAATOPOB.
o MopgKkntoyeH notpebutens PoE (roput
NHamKaTop 3eneHbli, ropuT NOCTOAHHO .
WMHAMKATOP, COOTBETCTBYHOLWMI NOPTY).
PoE coctoaHua PoE- "
nopToB KpacHbli, ropuT noctoaHHO | OwunbKa PoE Ha nopTy.
BbikntoueH MNotpebutens POE He nogKatoyeH.
Mpu3Hak BeayLero
Master yCTPOICTBa Npwm BbIkntoueH PexkMm cTeKMpoBaHuA He NnogaepiKaH.
paborTe B cTeke
WHauKaTop 3eneHblin, roput noctoaHHo! | AKB noakntodeHa.
Battery COoCTOAHMA KpacHblii, roput noctoaHHo | Huskuii yposeHb 3apsaaa AKB.
AKKYMYNATOPHOWN
6aTapewu BbikntoyeH?! AKB oTKkntoyeHa.
. Pe3epBHbIN MCTOYHMK NOAKAIOYEH U
3eneHbliA, rOpUT NOCTOAHHO
Pexxnm paboTbl paboTaeT HopmasbHO.
RPS pe3epBHOro uc- OTcyTCcTBME NEPBUYHOTO NUTAHMUA
TOYHUKA NUTaAHMA KpacHbIi1, ropuUT NOCTOAHHO | Pe3epBHOrO MCTOUMHUKA UK ero
HeMncnpasHOCTb.

! Mpu nogkntoueHnn AKB BO3MOXHA 3aepKa CMeHbl MHAMKALUKN 40 5 MUHYT
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BbikntoueH Pe3epBHbIN UCTOYHMK HE MNOAK/IOYEH.

FAN

3eneHbli, FOpUT NOCTOAHHO | BeHTMAATOpbl paboTaloT HOPMaibHO.
NHamKaTop paboTol ,ToP pel P P

BEHTUIATOPOB .
KpacHbli1, rOpuT NOCTOAHHO | HeucnpaBHOCTb BEHTUAATOPA.

\%

Ecan nngukartop Alarm n uHgukatop PoE ogHOBpeMeHHO ropAT KPacHbIM LiBETOM, — 3TO
CUrHaNU3UpPyeT 0 KPpUTUYECcKou owmnbke PoE.

1.5 KomnaeKT noctaBkKku

B 6a308BbIi KOMMIEKT MOCTAaBKU BXOAAT:

Ethernet-kommyTaTtop;

KomnneKkT kpeneska B cTonKy (kpome MES3708P, MES3710P);

WHyp nutaHusa EepoBunka-Cl3, 1.8m (Tonbko ans MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2408P
AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES2424B,
MES2424FB, MES2448B, MES2411X);

LWHyp nutaHma MNBC 2x1.5, 2m (Tonbko ana moaenein MES2408IP DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2408P DC, MES2428P DC, MES2424 DC,
MES2448 DC, MES3710P);

CbemHble KnemmHble Konogku (1 Pos. — 1 wr., 2 Pos. — 2 wr.) (TonbKo ana MES3710P)
MamATKa 0 AOKYMEHTALMN;

CeptnduKaTt/aeKknapaums COOTBETCTBMS;

Macnoprt.

Mo 3aKa3y Nnokynatena B KOMMNAEKT NOCTAaBKM OMUMOHANIbHO MOTYT 6bITb BKHOYEHDI:

PykoBoacTBO No 3KcnyaTauum Ha CD-aucke;

Mogaynb nuTaHua PM160-220/12 (ans MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F) nnn PM380-220/56 (ana MES2448P);

LWHyp nutaHusa EBposuika-C13, 1.8m (B cnyyae KOMNAeKTaumu mozynem nutaHusa PM160-
220/12 nan PM380-220/56);

Moaynb nutanua PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

Moaynb nutaHua PM450-220/56 (ana MES2448P)

Moaynb nutaHua PM950-48/56 (ana MES2420-48P)

Moaynb nutaHua PM950-220/56 (ans MES2420-48P)

WHyp nuTanua NBC 2x1.5, 2m (B cydae KOMNeKTauumM moaynem nutaHua PM100-48/12);
KoHconbHbIN Kabenb;

SFP/SFP+ TpaHcusepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHNA B CTOMKY M NOAKNOYEHUSA K NN-
Taloulen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMNNEKT NOCTaBKM YCTPOMCTB BXOAAT KPOHLWTENWHbI 419 YCTAHOBKM B CTOMKY M BUHTbI 414 Kpene-
HWA KPOHLWITEMHOB K KOPMYCY YCTPOWCTB. Ha KPOHLUTEeMHaX pacno/ioXKeHbl WeCTb KPeneKHbIX 0TBepCTUIA ANs
pa3sHbIX BapMaHTOB KPEMNJIEHWUSA, YTO NO3BOJIAET PEry/MPOBaTb PACCTOAHME MeXAY nepesHer naHenblo U
ABepLuein cepepHoro wkada (pucyHKM 55-56). [0 yCTaHOBKM KPOHLITEMHOB BbibepuUTe OAMH U3 BapuaH-
TOB Kpen/eHus:

PucyHoK 56 — BapuaHT KpenneHus KpoHwTeinHos N2
1. BblbepuTe HeObX0AMMbIE MONOMKEHUA KPOHLITEHA, NOKA3aHHbIe HA PUCYHKax Bbiwe. Cos-
MecTUTE BblbpaHHble YeTblipe OTBEPCTUA 15 BUHTOB HA KPOHLUTEMHE C TAaKUMM XKe OTBEPCTU-
AMM Ha BOKOBOM NaHenun ycTpoiicTea. C NOMOLLBIO OTBEPTKM MPUKPENUTE KPOHLUITENH BUH-

TaMM K KOpmycy.
2. MosTopwuTe wWwar 1 gns BTOPOro KPOHLUTEMNHa.
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3. CoBMecTUTe OTBEPCTUS KPOHLITEMHOB C OTBEPCTUAMM Ha NepeaHUX BEPTUKAAbHbIX HAaMNpaB-
NAOLWMX CTOMKK (PUCYHOK 57). Mcnonb3yiiTe oTBEpCTUA B HanpaBAAoWwmMX Ha OAHOM YPOBHe
C 06eunx CTOPOH CTOMKM, A1A TOro YTObbl YCTPOMCTBO pacnosiarasoch ropmsoHTansHo. C no-
MOLLLbHO OTBEPTKM NPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaMM.

PucyHoK 57 — YcTaHOBKa yCTPOIACTBA B CTOMKY

Ha pucyHke 58 npuseneH npumep pasmelteHna kommytatopos MES14xx, MES24xx n MES34xx B
CTOlKe.

' 1
o MES14xx/MES24xx N1 (o]
(] KabenbHblin opraHainsep o
o|  MES14xxMES24xx N2 o
(o] KabenbHblin opraHainsep o
o|  MES14x</MES24xx N3 o
(] KabenbHbIi opraHaiiaep (o]
(o] 7 MES14xx/MES24xx N4 (o)
o KabenbHhblin opraHaiaep o]
(o] B MES14xx/MES24xx N5 (o)
(o] KabenbHhblin opraHainaep (o]

PucyHok 58 — PaameuieHmne kommyTaTopos MES14xx, MES24xx n MES34xx B cTolike
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’ ‘ He 3aKpbiBaliTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TaKKe BEHTUIATOPbI, PACNoOIOXKEeHHbIe Ha
e 3aAHel naHenun, NOCTOPOHHUMU MpeaMmeTamMmu BO M3belkaHuMe neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLlueHuA ero paborTbl.

2.2 YcraHoBKa yctpoiictea MES3710P Ha DIN-peiiky

Ycrpoiicteo MES3710P ycraHaBiMBaeTcA BePTUKa/IbHO, TaK Kak 60KoBble naHenun obecne-
4YMBAIOT TEMJIOOTBOA,

.‘

Ons yctaHoBKM ycTpoiictBa Ha DIN-peliky:

1. HaknOHWUTb KOpMyC YCTPOMCTBA BEPXHEM YacTbio OT ceba U NPUNOKUTL KpenieHue Ha 3aa-
Helt naHenun K DIN-pelike Tak, 4TOObI €€ BEpXHAS KPOMKa OKa3aiacb 32 NPOBOJIOYHOM Mpy-
KUHOW.

2. HapaBuTb Ha KOpnyc yCTPOICTBA CBEPXY.

3. He cHMMas gaBneHus, NpUXKaTb HUMKHIOK YacTb Koprnyca ycTpolictBa K DIN-peiike o 3a-
LLLENTKNBAHMS.

Ona nemoHTarka ycrpoicraa ¢ DIN-peiiku:

1. HapaBwuTb Ha KOpPMNyC yCTPOICTBA CBEPXY.
2. He cHMmana gaBneHus, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. MpunoaHsas Kopnyc, CHATb ycTponcteo ¢ DIN-peiiku.

2.3 TMopKntouyeHue nNUTaloLLein cetTm

1. Mpexpae, 4em K ycTpoictay ByaeT NoAKAOYEHa NUTAOLWAA CeTb, HEOBXOAMMO 3a3eMIUTb
KOpnyc ycTpoKcTBa. 3azemsieHne HeobxoAMMO BbINOHATbL U30/MPOBAHHBIM MHOTOXW/b-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3EMALOLLEr0 NPOBOAA A0/IKHbI CO-
oTBeTCcTBOBaTb TpeboBaHUAMM MY,

' MoakntoueHne [0MKHO OCYLLLEeCTBAATHCA KBa.I'IMd)MLI,MPOBaHHbIM cneyunanancTtom.
-

2. Ecnv npepnonaraetcs NOAKAIOYEHME KOMMbIOTEPA MAM MHOTO 060OpPYyA0BaHUA K KOHCO/b-
HOMY MOPTY KOMMYyTaTopa, 3TO 060PYA0BAHME TAKKE AO/TKHO ObITb HAAEKHO 3a3eM/IEHO.

3. TMNogKntounTe K yCTPOMCTBY Kabenb NUTaHUA. B 3aBUCMMOCTM OT KOMMNJIEKTALMM YCTPOMCTBA,
NUTaHWE MOKET OCYLLECTBAATLCA OT CETM MepeMeHHOro TOKa, IM60 OT CeTM MOCTOAHHOrOo
TOKa. Mpu NOAKNOYEeHNM CeTU NePeMEHHOTO TOKa C/ieyeT UCMO/b30BaTb Kabesb, BXOAALLMIA
B KOMMAEKT YCTPOMICTBA. 1A NOAKAOUYEHNA K CETM NOCTOAHHOIO TOKA MCMONb3yiTe NPOBOA,
ceyeHnem He meHee 1 Mm>.

Bo u3bexkaHMe BO3HMKHOBEHUSI KOPOTKOTO 3aMblKaHWUA NpPU MOAKAIOYEHUM K CeTU
NOCTOAHHOIO TOKa PEKOMEHAYETCA NPOU3BECTU 3a4UCTKY NPOBOAA HA AJIMHY 9 MM.

.‘
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’ ‘ Llenb NUTaHUA NOCTOAHHbIM TOKOM A0J/13KHA COAEPIKATb YCTPOCTBO OTK/IIOUEHUA NMUTAHUA C
ral | $usnueckum pasbeguHeHMem coeamHeHUs (BbiKtOYaTeNb, pa3bem, KOHTAaKTOp, aBTOMATH-
YeCKuii BbIKAKOYaTeNb U T. N.).
4. BKAlO4YMTE NUTaHMe ycTpoicTBa U ybeantech B OTCYTCTBUM aBapuii NO COCTOAHMIO MHAMKATO-
pOB Ha nepeaHel NaHenun.

V DOna nogknoueHna K MES3708P nuTtatowieit ceT HEOH6XO0AMMO CHATb KPbILWKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOM 18 BUHTOB, Pacno/iOXKeHHbIX N0 Kpasm.

2.4 YcraHoBKa u yaaneHue SFP-tpaHcuBepos

YcTaHOBKa ONTUYECKUX Mop,yneﬁ MOXeT NponsBoanTbCa KaK Npu BbliKJIlOYEHHOM, TaK U NpU
BK/IIOYEHHOM YCTpOﬁCTBe.

PekomeHpayeTtca pasgenbHoe nogKkatovyeHne SFP-tpaHcMeepa M onTUYECKOro naTty-Kopaa B
cnor.

1. BcrasbTe BepxHuit SFP-moaynb B C/IOT OTKPbITOM YacTbio pasbema BHU3, a HUXKHWI SFP-mo-
OYyNb OTKPbLITOM YaCcTblo pasbema BBEPX.

PucyHok 59 — YctaHoBKa SFP-TpaHcmBepos

2. HagaswuTe Ha Moaynb. Koraa OH BCTAHET Ha MECTO, Bbl YC/IbILIMTE XapaKTEPHbIN LLLeYOK.

PucyHok 60 — YcTtaHoBneHHble SFP-TpaHcuBepbl
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AnA yaaneHua TpaHcusepa:

1. OTKpoiiTe 3aLLenKy moayns.

PucyHok 61 — OTKpbITMe 3awenku SFP-TpaHcueepos

2. W3Bnekute moaynb U3 caoTa.

PucyHok 62 — N3BneveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K HaYany CTPOKM.
Ctrl+E BepHyTbCA K KOHLLY CTPOKM.
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBOA.
Ctrl+B MpoaBUHYTLCA HA3a4 HA OAUH CUMBOI.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Yaanntb Ha4yano CTPOKM 40 CMMBOAA.
Ctrl+K Ypanutb KOHew, CTPOKKM NOc/ie CMMBOAA.
Ctrl+w Ypanutb npegblayliee cnoso.
Ctrl+T MepemecTuTb NpeablAyLNin CUMBO.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K ceayloLLei CTPOKE B UCTOPUMN KOMAHA.
Ctrl+Z BosspaT K KopHeBomy pexummy CLI.

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynauum tepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOl\;II-(MZ

Bbl6paTb COOTBETCTBVIOLLI,MVI I'IOCI'Ieﬂ,OBaTe}'IbeIﬁ nopT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOIA YETHOCTY;

—  OTK/JIKOYUTb annapaTHOe U NporpaMmmHoe ynpasaeHme NoTOKOM AaHHbIX;

— 334aTb peXxum smynsauum TepmuHana VT100 (MHOrMe TepmMHafbHble MNPOrpamMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMUHAA B KAYECTBE PEKMMA MO YMONYAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegUHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHoOro
MHTepd>el7|ca KOMMNbKOTEPQA, HA KOTOPOM YCTaHOBNIEHO NMNPOrpaMmmHoe obecneyeHune IMYyNAUNN TEPMUHANA.

BKAtOUNTb  yCTpOMCTBO. TpM  KakAOM  BKAHOYEHWMM KOMMyTaTopa

3anyCckaeTca npouecc

WHWUMANM3ALMM YCTPOWCTBA, NOC/NE KOTOpPOM HeobxoAMMO MNpoWTH npouesypy aBTopu3auuu gas

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Onsa Bxoda B 3arpy3o4yHoe MeHlo cneayeT NoAKAUUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysutb YCTPOMCTBO M BBECTM Maposib 4/1A 3arPy304YHOrO0 MEHK B TeyeHMe 3-Xx CeKyHa nocse
NofABJEHUNA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

hhkrhkhkhk kA hkrhhkhhkhkrhkhkhkhhkhhkrhkhkhkhhkrhkhkhkhkrhkkrhkkhkhkhkxkk*x

Now External 8218B

hhkrkhkhkhk kA hkk A hhkhkhkhkrhkhkhkhhkhhkrhkhkhhkrhkhkhkhkrhkkhkrhkkhkhhkhkxkk*x

Now Internal PHY

hhkrkhkhkhk kA hkk A hhkhkhhkrhkhkhkhhkhhkrhkhkhkhhkrhkhkhkhkrhkkhkrhkkhkhkkhkxkkx

Now External 8218B

Ak hkhkhkhkkhhhkhrkhkhhkhkhhhkhrkhkhkhkhkhkdhhkhhkrhkhkhrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

l I'Iaponb OT 3arpy3o4yHoOro MmeH nNo ymona4aHuio gna scex YCTpOﬁCTB «eltex».
tadRCl

Bua 3arpy3o4HOro meHio:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnuua 25 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

PyHKYuA OnucaHue
Restore Factory Defaults BocCTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHWe naponsa Ha 3arpy304HOE MEHIO.

Password Pecovery Procedure BocctaHoBNeHMe yTpayeHHoro napons. Mpu cnepyrowein 3a-
rpyske ocHosHoro MO nosb3oBaTesnb cpa3y NONALET B PEXUM
Privileged EXEC 6e3 BBOAa napons.

Image menu BblbpaTb aKTUBHbIN 06pa3 cuctemHoro MO. Ecav HOBbLIN 3arpy-
KeHHbI ¢ann cuctemHoro MO He BblIbpaH aKTUBHbLIM, TO
YCTPOWCTBO BbIMOJIHUT 3arpy3Ky C UCMOAb30BAaHMEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOTO C0Ta C 06pasom
no;
[2] Set current image —BbI6Op aKTMBHOTO c/1I0Ta cucTemHoro Mo;
[3] Back.

Serial bandwidth Bbibop ckopocTu nocnegoBaTeNbHOTo MHTepdelica.

[ns BbIXoAa M3 3arpy304HOro MeHI0 U NPOOJIKEHMA 3arpy3KM ocHOBHOro obpasa MO HeobxoaMMO
HaxkaTb <Esc>.

’ \ Ecnu B TedueHne 1 MUHYTbI He BbiIBpaH HM 0AWH U3 NYHKTOB MEHI0, 3arpy3Ka yCcTpoiicTBa npo-
i BONXNTCA.
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3.5 HacTpoiika ¢pyHKUMII KoOmMMmyTaTopa

®PYHKUMM NO Ha4YaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3aenTb Ha ABa TMNa:

— basoBas HacTpoMKa — BK/OYaeT B ceba onpeaeneHne 6a3oBbix GYHKUUI KOHPUIypauum u
HACTPOMKY ANHAMMYeCKNX IP-agpecos.

— HacTtpoitka napameTpoB cuctembl 6€30MacCHOCTM — BKJ/IOYAET YNpaB/JeHWEe CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/7 Mpu nepesarpyske yCcTPOMUCTBa BCe HECOXPaHEHHbIe AaHHble byayT yTepaHbl. A coxpaHe-
HUA N106bIX BHECEHHbIX U3MEHEHUI B HAaCTPOMKY KOMMYTaTopa UCMO/b3yeTca caeaytoLas
KomaHpa:

console# write startup-config

3.5.1 AsmomamuuecKkaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)
B uenax aBTOMAaTM3auUMKM yNpaBaeHUs KOMMYTaTOPOM Ha ycTpolcTBe nogaepaHa ¢yHKumsa ZTP
(Zero Touch Provisioning). JaHHaa GyHKUMA NO3BOASET NOAYYUTb HACTPOMKY HEKOTOPbIX onumii ot DHCP-

cepBepa Ha 3Tane nogKk/al4YeHns ycTpoiictea. Mo ymonyaHuio ZTP BKAOYEH aBTOMATUUYECKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnuya 26 — KomaHAabl pexkmma rnobanbHoM KoHpUrypaumum
Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ztp enable BkntounTb paboty PyHKuMm ZTP.
V Mo ymonyaHuio ZTP noaaepuBaer nepeaayy on-
uumii 43, 66, 67. Nogonuuu ans 43 onuum:
-/BKAOYEHO, 3anycKaeTcs -1-image
BHayasie CTapTa NPOLUMBKM -2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOUNTb paboTy dyHKumm ZTP.

3.5.2 bas3osasa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTea HeobXo4MMO NOAKAUMTL YCTPOMCTBO K KOMNbIOTEPY Yepes
nocaeaoBaTtebHbIA NOPT. 3aNyCcTUTb HAa KOMMNbIOTEPE NPOrpaMmmy SMyAALUN TEPMUHANA COTNIACHO MYHKTY
3.2 «HacTpoiika TepMUHaNa».

Bo BpemaA Haya/IbHOM HACTPOMKM MOXKHO onpenenntb MHTepdelic, KoTopbln byaeT MCNONb30BaTLCS
ANA NOAKAOYEHUA K YCTPOWUCTBY YAaNEHHO.

basosas HaCTpOﬁKa BK/IIOYaeT cheaytoulee:

1. 3apaHue naposa ans nonbsosatens «adminy» (c yposHem npusunernii — 15).
2. Co3paHue HOBbIX NONb30BATENEN.

3. Hactpoiika ctaTuueckoro IP-agpeca, Macku NnogceTv U Wk03a No yMoa4aHuto.
4. HacTtpolika napameTpoB npoTtokosia SNMP.
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3.5.2.1 3adaHue naponsa 08 nonv3oeamensa «admin» u co30aHue Ho8bIxX Nnosab3zosamesneii

DOna obecneueHns 3alMLLEHHOrO BXO4a B cCUCTEMY HEOBX0AMMO Ha3HAUYMTb Napoab NPUBHU-
e nermposaHHOMY nonb3osartesnto «admin»,

Mmsa nonb3oBatens W Naposib BBOAUTCA MpPU  BXOAE B CUCTEMY BO BpPeMs CeaHCOB
aAMUHUCTPUPOBAHMA yCTpPoMcTBa. a8 co34aHMA HOBOMO MoJib30BaTesIn CUCTEMbI MW HACTPOMKK Ntoboro
M3 NapaMeTpPoB — UMEHW NO/Ib30BaTENS, MAP0A, YPOBHA NMPUBUIETUIN, UCNOb3YIOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {I1-15}

V YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer goCTyn K YCTPOUCTBY, HO 3anpeLuaeT HaCTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyn, TaK M HAaCTPOIKY yCTpoiicTBa.

Mpumep KoMaHA ANA 3a4aHKA Noab3osaTento «admin» napona «Eltex_1» 1 co3gaHma nonb3osatens
«operator» c naponem «Pass_2» u ypoBHem npusunernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config)# exit

console#
/‘ UHbopmauma 0 NOKaNbHBIX YYETHbIX 3aMUCAX XPAaHUTCA B SHEProHe3aBUCUMOI NamaATU U
MOXeT bbITb ounLeHa KomaHaou 'delete startup-config'.
' ' Heobxogumo 6paTb B KaBblUKM MMEHA YUETHbIX 3anuceil U Napoan, cogeprKaline cnewcum-
N BOJIbI.

3.5.2.2 Hacmpoiika cmamuyeckozo IP-adpeca, macku nodcemu U wt03d 1o yMoa4YaHuo

Ons BO3MOMKHOCTU yNpaBaeHUss KOMMYTaTOPOM M3 CeTU HeobXxoauMo HasHauuTb ycTponctey |P-
afpec, Macky NoAcCeTU U, B Clyvae yrnpaB/eHUsa M3 APYroi CeTu, W03 No YMONYaHuto. IP-agapec MOXKHO
HasHauuTb uHTepdeiicy VLAN (no ymonuaHuio Ha uHtepderice VLAN 1 HasHaueH IP-aapec 192.168.1.239,
macka 255.255.255.0). IP-agpec wnwo3a A0/KEeH NpUHaAneXaTb K TOW e NoACeTW, YTo U OAnH u3 |P-
UHTepdelncoB ycTpoiicTea.

V IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha Nt0b6om uHTepdeince cTaTUHecKu
mnn no DHCP He co3paH apyroii IP-agpec. Mpu atom Ha interface vlan 1 aonxKeH 6bITb BKALO-
yeH dhcp-KnueHr.

V‘ Mpu ypaneHnm Bcex IP-agpecoB KommyTaTopa AOCTYN K Hemy 6yaeTt ocywectBnaTbea no IP-

agpecy 192.168.1.239/24. Mpu atom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 0s89 uHmepgpetica VLAN 1

MapameTpbl MHTEpdeEiica:

IP-adpec, HazHauyaemblil 019 uHmepdgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wro3a no-ymonyaHuto —192.168.1.1

console# configure terminal
console (config)# interface vlan I
console (config-if)# ip address 192.168.16.144 255.255.255.0
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console (config-if) # exit
console (confiqg) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[nsa Toro utobbl yoeanTsca, UTo agpec 6bin HasHayYeH MHTepdElicy, BBeAMTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokoaa SNMP dna docmyna K ycmpoiicmey

KommyTaTopbl NO3BOASAIOT HAaCTpOUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaBJ/iIEHUs YCTPOMCTBOM. YCTPOCTBO NOoAAEePKMBAET NPOoTOKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

Ona BO3MOXKHOCTU aAMUHUCTPUPOBAHNA YCTPOMCTBA nocpeacTsom npotokona SNMP, Heobxogmmo
€034aTb X0TA 6bl 04HY CTPOKY coobLLecTBa.

B KayectBe npumepa byaem wucnonb3osatb Bepcuio snmpv2c. Cospgaamm nonb3osaTtens USER,
npuHagnexauwero rpynne GROUP. [aHHbIi nonb3oBaTesib JOMKEH MMETb BO3MOMKHOCTb MCMNOJ/b30BaTh
community NETMAN, Kotopoii npucBoum uHaekc 1. Fpynne GROUP 6yaer paspeweH AocTyn Ha
yTeHue/3anucb/nonyyeHne snmp-trap No o6beKTaM, NPUHAANrEXKALLMM Viewiso. O6beKTbl, 418 KOTOPbIX
pa3pelleHa OTNpaBKa TPanoBs, AO/IKHbI NMpUHaAiexaTb Ter-nucty TAG, oTnpaBaATbCA Ha TPynny aapecos
ADDR, B KoTOpyto BXxoauT IP-agpec 192.168.1.1. NMapameTpbl oTNpaBKM yKa3biatoTcA B targetparam TRAPS,
onpeaensaemom and nonb3osatena USER.

console (config
console (config

( #snmp user USER

(
console (config

(

(

(

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZc

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

console (config

~— — —— ~— ~— ~—

3.5.3 Hacmpoiika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA (ayTeHTUdUKaLms,
aBTOpM3aLms, yyeT). Ans wmudpoBaHMA SAaHHbIX UCNOb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKauusa) — conocTaBAeHME 3anpoca CyLecTByowen y4eTHOMU
3anucy B cucteme 6€30MacHoCTH.

— Authorization (aBTopu3aLMs, TPOBEPKa YPOBHA AOCTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpesesiEHHbIX MOJHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMem pecypcos No/b30BaTeNIeM.

[Ipy MCHOJILBOBAHMM HaCTPOEK YyCTPOMCTBAa IO yMOJIYaHMIO MMsS IIOJib30BaTessa — admin,
naposi — admin.
/' Nonb3oBatenb no ymonyaHuio (admin/admin) cywectsyer o Tex nop, Noka He co3aaH Aio-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruin 15.
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V Bceraa f0/1KeH cyl,ecTBOBaTb N0/1b30BaTe /b C YypOBHEM Npusuaeruin 15.

3.5.3.1 Hacmpoliika docmyna do cepeepoe RADIUS u TACACS+

[ns ncnono3osaHuma Radius u TACACS+ cepBepoB HEOHXOAMMO BbINONHUTL CAEAYIOLLNE HACTPOMKK
Ha KOMMyTaTope:

— HactpouTtb IP-agpec cepsepa;

— HacTpouTb KAty focTyna, 3a4aHHbl AN HacTpanBaemoro cepeepa (Mpy Haauumm).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config) # tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpoliika AAA 05 pa3HbIX NPOMOKO108 ynpaesneHus
HactpouTtb cnucok AAA no ymonyaHuto. Cnncok AAA No yMONYaHUIO NPMMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecaun gna yKasaHHON AMHMM He yKa3aHO MHOTO. B npuBeAeHHOM Npumepe 4aa TUHUM
console goctyn 6yaeT ocyWwecTBAATLCA TO/bKO Yepes N0KaNbHYI0 6a3y AaHHbIX.

Mpumep KomaHO 0718 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOW CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJb3YETC HECKOIbKO PEXKUMOB. B KaXKa0oM pexxnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYMHbIX B KaXKA0M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoAb3ykTCA cneumanbHble KoMaHgbl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOAHbili pexcum (EXEC), naHHbIV peXumM AOCTyrNeH cpasy Nnocse ycnewHom 3arpyskn KommyTa-
TOpa 1 BBOAA MMEHM No/ib30BaTeNs 1 Napons (a8 HeNpPUBMUAErMPOBaHHOIO Nosib3osaTens). NpurnaweHune
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpusuneaupoeaHHbIli KOMAHOHBIL pexcum (privileged EXEC), naHHbI pexKMM AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTenNn U napons. MpurnaleHne cuctemol B
3TOM peXkume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwsHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexnma rnobanbHOM KOHGUTypaumm AOCTYNHbI U3 io-
60ro nogpexunuma KoHPUrypaumun. Bxog B perknm ocyLLecTBNfeTCA KOMaHAON configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN pexxMm npeaHas3HauYeH A1a KOH-
durypaumm, ceasaHHoOM ¢ paboTon TepmMUHaANa. Bxoa B perrMm OCYLLECTBAAETCA U3 PeXMMa r1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 basosble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 27 — basoBble KOMaHAbI, AOCTYMHble B pexume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETMPOBAHHDBIN PEXUM (€CN 3HaYEeHne
He yKa3aHo — TO YpoBeHb npusuneruit 15).
logout - 3aBeplueHuWe TeKyLLel CecCMmU U CMeHa No/b30BaTesNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBo4YHoOW MHPopmaummn o paboTe mHTepdelica Ko-
i MaHAHOW CTPOKM
show privilege - Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NO/b30BaTENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET caeayoLnii Bua:
console#

Tabaunuya 28 — basoBble KOMaHAbI, A4OCTYNHbIe B perkmume Privileged EXEC

3Ha4yeHue/3HayeHue "
KomaHOoa / Aelicmeue
no ymoa4YaHuro
disable [priv] priv: (1, 7, 15)/1 BepHyTbCA B HOPMasbHbIV PEXUM U3 NPUBUNETMPOBAHHOIO.
configure terminal - MNepeiTn B perKUm KOHOUTypaLmm.

KomaHObI, docmynHbie 80 8CexX PeXUMax KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKN UMEET OZIMH U3 CAeAyIoLLMX BUAO0B:
console#
console (config) #

console (config-line) #

Tabanua 29 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXMMAX KOHOUTYpauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoaA4YaHuto

exit i BbIMTU M3 N06Oro pexknuma KoHOUrypaumum Ha ypoBeHb Bbille B
nepapxum komang, CLI.

end i BbIiTK 13 Nt06OTO peknma KoOHPUrypaumm B KOMaHAHbIN pexum
(Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KoMmaHaHoro ypoBHA (EXEC) us noboro pe-
XUMa KoHdUrypaumu.

help - BbIBECTU CMPaBKY MO UCMO/Ib3yeMbIM KOMaHAAM.

4.2 dunbTpauma coobweHM KOMaHAHOM CTPOKMU

dunbTpauma coobLLeHNt No3BoNAET yMEHbWNTL 06beM 0TobparkaemblxX 4aHHbIX B OTBET Ha 3aMnpoch!
no/sib3oBaTena U obaerymTb NOUCK HeobxoamMmol nHpopmauun. aa dunbTpauumn Tpebyerca Aob6aBuTb B
KOHeLl, KOMaHHOIN CTPOKM CUMBOJ «|» M MCNONBL30BaTb OAHY M3 ONUM GUALTPALMM, NEPEUNCIEHHDBIX B
Tabanue 30. dunbtpauma paboTaeT ToNbKO AN show-KomaHa.

KomaHObI pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeET CeayowWwnii BUA:

console#

Tabnunua 30 — basoBble KOMaHAbI, AOCTYNHbIe B perkmume Privileged EXEC

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
1o ymon4yaruro
grep - BbIBECTU BCE CTPOKM, coAeprraLume WwabnoH.
grep-v - BbiBeCcTU BCce CTPOKU, He coaepXKalime WabnoH.

BblBECTM BCe CTPOKM, COAEpPHKaLLMe PeryaspHble BblpaXKeHus:

. — COOTBETCTBYET JI06OMY OTAE/NbHOMY CUMBOJY;

* — npeaplayLwmnin cumson cootserctayet O unu 6onee pas;

A — cooTBeTcTBYeT Npobeny B Hauyane CTPoKM;

grep -c "regexp" - \b — cooTBeTtcTByeT Npobeny B KOHUE Cl0Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPHKATCA CUMBO/bI U3
KBaApaTHbIX CKOBOK;

\ — UrHopupyeT CMMBOA, CNeayIoLMiA 33 PeryaapHbIM Bbipaxe-
Huem.
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4.3 HacTpoiika MaKpoOKOMaHA,

[aHHan GyHKLMA NO3BOSIAET CO34aBaTbh YHUDMLMPOBaAHHbIE HABOPbI KOMaHL — MaKpPOCbl, KOTOpble
MOKHO BNOC/NeACTBUN MPUMEHATD B NpoLiecce KoHoUrypaumm. MakcumanbHOe KOIMYeCcTBO MaKpoCoB —
15.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnuya 31 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

3Ha4yeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
macro name word Co34aTb HOBbIN HAbop KOMaHA, eCN HABOP C TAKUM UMEHEM
cyliecTByeT — nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbI CMMBOAA
word: (1..32) “my»
@”. MakcumanbHaa aaMHa makpoca — 510 cumBonos. B tene
cMmeonos MaKpOoCa MOXKHO WMCMO/b30BaTb 0 TPEX NEPEMEHHbIX B KOH-
burypauum.
no macro name word Y8anuTb yKasaHHbIA Makpoc.
macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMIN U3 06BABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBO/IOB cumsona "%", n nepemeHHoM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.
macro trace word 0OTO06pa3sunTb NpoLLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cocToAWMIA U3 0OBABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBO10B cumsona "%", n nepemeHHoM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 32 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymMmoa4YaHuro

macro apply word MpUMEHUTb YKa3aHHbIM MaKpoC.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAMiA U3 06BABNEHUA, HANPUMED
value2] [pattern3 value3] CMMBO/1I0B cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
macro trace word 0OT06pa3sunTbL NpoLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEP
value2] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
show macro OTo6pasnTb nNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

) yCTpoWcTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKN perknma KoHpUrypaumnm nHtepdeiica:

console (config-if) #
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Tabnunua 33 — KomaHabl perknuma KoHourypaumm nHtepdelica

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

macro apply word

MPUMEHMUTb YKa3aHHbIN MaKpoc.

[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALMMN U3 0OBABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBO/I0OB cumBsonia "%", n nepemeHHoM, HanucaHHbIX CIMTHO;

- value — nepemeHHas KoHbUrypauuu.
macro trace word OT06pasnTb NpoLLece BbINOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cOCTOALWMI U3 06BABNAEHMSA, HANpUMepP
value2] [pattern3 value3] CMMBO/I0B cumBsonia "%", n nepemeHHoM, HanucaHHbIX CIMTHO;

- value — nepemeHHas KoHbUrypauuu.

lpumep UCNoaAb308AHUS MAKPOKOMAHO:

console (config) #fmacro name 1234

ymon4yaHuro

Enter macro commands, one per line. End with symbol '@'.
conf t
interface gi0/%1
switchport mode access
switchport access vlan %2
description %3
@
console#macro apply 1234 %1 6 %2 10 %3 "giO0/6"
4.4 KomaHAbl ynpaBaeHUA CUCTEMOM
KomaHOs! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console>
Tabnunua 34 — KomaHabl ynpaBneHus cuctemomn B pexkmme EXEC
3HayeHue/3Ha4yeHue no »
KomaHoa / Aeiicmeue

ping {A.B.C.D | host | ipv6
AAAA::BBBB} [size size]
[count count] [timeout
timeout]

host: (1..158) cumBonos;

size: (36..2080)/64 6aiiT;
count: (0..10)/3;
timeout: (1..100)

KomaHga cnykut ansa nepegadmn 3anpocos (ICMP Echo-Request)
npoTtokona ICMP yka3zaHHOMY y31y CeTu, a TaKXKe ANA KOHTpoAnA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na ceTy;

- host — poMeHHOe MMA y3na ceTu;

- Size — pasmep NakeTa AN OTNPABKM, KOANYECTBO HaNT B NakeTe;
- count — KONMYeCTBO NaKeToB ANA Nepesayu;

- timeout — Bpema OXKuUAaHUA OTBETa Ha 3anpoc.

traceroute {A.B.C.D | host |
ipvé AAAA::BBBB} [size size]
[ttl tt/] [count count]
[timeout timeout]

host: (1..63) cumBon0B;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c

OnpeaeneHne maplpyTa TpaduKa 40 y3/1a HAa3HAYEHUA.
- A.B.C.D — IPv4-agpec y3na cetu;
- AAAA::BBBB — IPv6-agpec y3na ceTu;
- host — poMeHHOe UMSA y3a ceTu;
- Size — pasmep NakeTa ANs OTNPABKMU, KOANYECTBO HaNT B NakeTe;
- tt/ — MaKcMManbHOE KOIMYECTBO Y4acTKOB B MapLIpyTe;
- count — KONWYECTBO MOMbITOK Mepefayn MaKeTa Ha KaXKAOM
y4yacTKe;
- timeout — BpemMa 0XuzaHuA 0TBeTa Ha 3anpoc.
V‘ OnucaHue oWwKn60K NpyU BbINOJIHEHMU KOMAHA U pe3y/ib-

show users

TaToB NpMBEAEHO B Tabaunue 36.
OT06pasnTb MHGOPMaLMIO O NOML30BATENAX, UCNOJbIYIOWMX pe-
CypCbl yCTpOWCTBa.

show system information

BbiBOA, cMCTEMHON MHPOPMALUN.

show nvram

OT06pasnTb MHPOpPMaLMto 06 YyCTPOMCTBE B SHEPrOHE3aBMCUMOW
NamaTu.
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show tech-support BblBOZ KOMAHZAbI NpeacTaBaaeT coboi KombMHaLMIO BbIBOAOB
nepeYnCceHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- - show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOowbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmii BuAa;
console#

Tabnunua 35 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
reload - KomaHga cny»kut gas nepesanycka ycTponcTea.
reload at hh:mm:ss [day month] hh: (0..23);
mm:(0..59);
ss: (0..59); YcTaHOBKa BpeMeHM nepesarpysku ycTpoincTea.
day: (1...31);
month: (1..12)
reload in {hours minutes} hours: (0..168); YcTaHOBKa BpeMeHMU, Yepes KOTopoe NpoM30onaeT nepesarpyska
minutes: (0..59) yCTpOMCTBA.
reload cancel - OTMeHa OT/IOXKEHHOW nepesarpysku.
show reload - MpocmMoTp BpemeHK, Ha KOTOpoe Ha3HavYeHa nepesa-rpyskxa.
show env {CPU} - MOHUTOPUHT yTUAN3aumm CPU.
show env {tasks} - MoHUTOPUHT yTUAn3aumm CPU no npoueccam.
show env {RAM} - MOHUTOPUHT yTUAn3aumm RAM.
show env {temperature} - MOHUTOPUHT TepmogaTUMKa.
show env {flash} - MoHuTopuHr flash-namaTu.
show env {power} - MOHUTOPUHT NUTaHuA n AKB.
show env {all} - MOHUTOPUHT BCEX MAPAMETPOB OKPYKEHMA.
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show env {dry-contacts}

MOHUTOPUHT TEKYLLLErO COCTOAHUA CYXUX KOHTAKTOB.

show env {fan}

MOHUTOPUHT COCTOAHMA BEHTUIATOPOB.

show env {fan thresholds}

OT106pasnTb Tabamuy ¢ AONYCTUMbIMU CKOPOCTAMM BpaLLEHUA
BEHTUNATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

host: (1..63) cumBosios

OTkpbiTve TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - uHTepodeiic;

- name — Uma Nosib3oBaTens.

show telnet-client

OTo6pasunTb cTaTyc KaneHTa Telnet n KoIMYECTBO aKTUBHbIX cec-
cui.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name]
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccnmn gns y3na cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nHTepdelic;

- name — UmA Nosb30BaTens;

- 1 —-wucnonb3oBaTb TONbKO SSH Bepcum 1;

- 2 —ncnonb30BaThb TONLKO SSH Bepcum 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —noapobHo oTobparkaTb NPoLLeCcC NOAKAYEHUS;

- command — KomaHZa, BbinoaHAeman Ha SSH-cepsepe.

show ssh-client

OTo6pa3unTb cTaTyc KaAMeHTa SSH 1M KonnMuecTBO aKTUBHBIX cec-
cUi.

create ssl crypto key rsa [1024 |
2048]

CreHepupoBaTb NPUBATHbIN KAtoY ana SSL-cepBepa Ha Kommy-
TaTope.

create ssl cert-req algo rsa sn
[string]

CreHepupoBaTb 3aMNpocC Ha cepTUPUKAT OT KOMMYTATOPa.

create ssl server-cert

BKAOUUTL peXXMM BBOAA cepTUdMKaTa.

Mpw BbINOAHEHUN KOMAHAbl traceroute MOTYT I'IpOMBOﬁTM OUJM6KVI, onucaHue oWnboK npmneeaeHo

B Tabanue 36.

Tabnunua 36 — OWKBKM NPU BbINONHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepeaayn nakeTa.
? HewnssecTHbIV TMN NaKeTa.
A AZMWHUCTPATUBHO HegocTyneH. OB6bIMHO NPOMCXOANT NPU BAOKMPOBAHUU UCXOLALLETO
TpaduKa no npasunam B Tabauue gocryna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceTm HeQOCTyNeH.
N CeTb HeaoOCTYyMHa.
P MpoToKOAN HeJoCTyNeH.
Q NCTOYHMK NnoaaBieH.
R MUcTekno Bpemsa NOBTOPHOM cOOpKU PpparmeHTa.
S OwunbKa ncxogaLLero mapLpyTa.
U MopT HegocTyneH.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

3anpoc KoOMaHAHOM CTPOKM B peknume rnobasbHoM KOHOUrypaLmMm MMeeT ceayowmn BuAa,:

console (config) #

Tabnunua 37 — KomaHAabl ynpaBaeHUs CUCTEMON B pexume r1obanbHoM KoHPUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

hostname name

KomaHaa CNYXUT ONA 3aaHNA CETEBONr0O UMEHU yCTpOﬁCTBa.

74

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

no hostname name: (1..128) .
BepHyTb ceTeBOe MMsA YCTPOICTBA B 3HAYEHNE MO YMOHAHUIO.
CMMBOOB/-
system location name name:(1..255) .
3apaTb MHGOPMALMIO O MECTOMO/OKEHUN YCTPOWCTBA.
CMMBO/IOB
system contact name name:(1..255) 3afaTb KOHTaKTHY0 MHGOPMaLIMIO YCTPOICTBA
CMMBO/I0B A v pmaumio yctp '
system description name name:(1..255) .
3apaTb onucaHMe ycTpowcTea
CMMBO/I0B
cpu rate limit queue queue YCTaHOBUTb OrPaHUYEHNE CKOPOCTH BXOAALLMX KaapoB (frame) gna
maxrate pps onpeneneHHon oyepean
- pps — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKuuio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpepeneHue ouepegeii ansa npuHumaemoro Tpadpuka
Ha CPU npusepeHo B NMpunoxxeHue B. Ouepeau ansa npu-
Humaemoro Ha CPU Tpaduka.

BOCCTaHOBWTL 3Ha4YeHWe pps NO YMOAYAHUIO 418 ONpeaeseHHOM
oyepeam.

reset-button {enable | disable
| reset-only}

- enable — npun HaxkaTnm KHONKK F ganTtenbHocTbio meHee 10 ce-
KyHZ, MPOUCXOAMUT Nepesarpyska yCTponCTBa; Npu HaXKaTum Ha
KHOMKy 6onee 10 cekyHA, NpomcxoauT cbpoc yCcTpoiicTBa Ao 3a-

-/enable o
BOA,CKOM KOHUrypaLumm;
- disable — kHoNKa F oTKAtOYeHa (He pearMpyeT Ha HaxKaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntounte paboty TELNET-knmeHTa.
- - -/BKAtOYEHO
set telnet-client disable Bbikntountb paboty TELNET-kAmeHTa.
set ip http enable
phttp Bkntounts HTTP-cepBep Ha ycTpoicTse.
-/BKAtOYEHO
set ip http disable Bobikntountb HTTP-cepBep Ha ycTpolicTBe.
HasHauuTb nopT, npocaywmsaembli HTTP-cepsepom.
ip http port port 80 Tpebyetca nepe3anyck HTTP-cepBepa Ana npumeHeHuUA
H Hacrtpoiiku.
set ssh-client enable Bkntountb paboTy SSH-KAneHTa.
-/BKAtOYEHO

set ssh-client disable

BbIkNtounTb paboty SSH-KnneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtounTb O0TNpaBKy coobuieHnit dying gasp.
V TonbKo gna yctpoiictea MES2448B.

V Mpwu BKAKOYEHMM OTNPaBKKU cooblieHui dying-gasp BbiK-
nrovaerca moHutopuHr AKB.

BbIKNtOUMTL OTNPaBKy coobuieHnin dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNOYEHO

Bkatountb moHMUTOPUHT AKB.
Tonbko ana ycrpoicte MES2424FB, MES2420B-24D,
V MES2448B.

Mpu BKkAOYeHUU moHutopuHra AKb Bbikntovaertca ortn-
V paBKa coobuieHuit dying-gasp.

BbIKNtOUNTb MOHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HaCTpOMTb nornmposaHne O npesbllWeHUN 3a4aHHOrN0 B NPOLUEHTaX

percentage nopora ytunmsauum CPU.
env maximum RAM threshold percentage:1-100/100 HactpouTb norvposaHve o NpeBblileHMW 334aHHOrO B NPOLEeHTaX
percentage nopora ytunusaumm RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTtb NorMpoBaHne O NpesblleHUU 33J4aHHOMO B MPOLEHTax
nopora ytunusaumu flash.

banner exec [string]

-/BbIK/IIOYEHO

HacTpouTtb npuseTcTBME ANA HEABTOPU3OBAHHBIX MOJb30BaTeNeN
Npv NOAKIOYEHNN K KOMMYTaTOpPY.

string — TeKCT NpUBETCTBUA AANHON A0 256 cumBOAOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string npuBeTCTBUE MOXKET
nmetb anmHy ao 1023 cumsonos. Beog npuseTcTBMA NpepbiBaeTca
C nomolbio cumeona "'@".
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no banner exec

Yaanutb npuseTcTBMeE 4149 HEaBTOPU3O0BaAHHbIX nosb3osaTenei.

banner login [string]

no banner login

-/BbIKNOYEHO

HacTpouTb NpuBeTCTBME A4 NOJb30BaTeNel NOC/e aBTOPU3ALLMN.

string — TeKCT NpUBETCTBUA ANNHOMN A0 256 CMMBONOB.

Mpu BBOAE KOMaHAbl 6€3 napameTpa string NpUBETCTBME MOMKET
nmeTb aanHy go 1023 cumsonos. BBog npuBeTcTBuA npepbiBaeTca
C NOMOLLbIO cMmBona "@".

Yaanute npuBeTCTBME 415 aBTOPU30BAHHBIX NO/Ib30BaTENEN.

logging events reload

no logging events reload

-/BKAOYEHO

BKOUMTL OTMPaBKy SNmp Tpanos 1 syslog coobuyeHnin npu nepe-
3arpysKe ycTpouncTea No KomaHge «reload» nav yepes SNMP.

BbIKNOYNTL OTNPABKY SNMp Tpanos v syslog coobuyeHuii npu nepe-
3arpysKe ycTpouncTea No KomaHge «reload» nav yepes SNMP.

ip http secure server

no ip http secure server

-/BbIKNOYEHO

Bkntountb HTTPS-cepBep Ha ycTpoiicTse.

OTKAounTb HTTPS-cepBep Ha ycTpolicTBe.

Tabanua 38 — KomaHgb! pexknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear cpu rate limit counters

QOumnCTUTL cYETUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKkos rate limit Ha CPU.

set cli pagination on

BKAHOUUTB NOCTPAHWUYHbIN BbIBOA KOHOUIYypaLuu.

set cli prompt off

— -/on .
set cli pagination off OTKAHOUUTB NOCTPAHWUYHbIN BbIBOL KOHOUIYpaLnK.
. BknounTb noaTBepaeHue nepe BbIMO/IHEHNEM HEKOTOPbIX KO-
set cli prompt on ATBEPHA pea P
MaHg,.
-/on

OTKOUYUTL NOATBEPKAEHME Nepes BbINOSHEHMEM HEKOTOPbIX KO-
MaHa,.

4.5 KomaHabl ANA HAaCTPOMKKU NapameTpoB ANA 3a4aHUA naponei

[aHHbll pasaen npegHasHayeH Ans HacTPOMKM 3a4aHNA Napoei AN noab3osaTenei.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

3anpoc KoMaHAHOM CTPOKM B peXxnume rnobasbHON KOHOUIypaLMmM UMEET CieayoWwmin BUA,:

console (confiqg) #

Tabanua 39 — KomaHgpbl ynpaB/ieHUa CUCTEMOW B pexkmnme rnobanbHon KoHoUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

password validate char
[lowercase | numbers |
symbols | uppercasel]

no password validate

-/BbIKNIOYEHO

BK/IOUMTb MEXaHM3M NPOBEPKU Naponeil.

- lowercase — naponb fONKEH cofepsKaTb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AO/MKEH COAEPKATb XOTA 6bl 04HY UMPY;

- symbols — naponb JONMKEH COXKEPIKATb XOTA bl OAMH CUMBOT;

- uppercase — NapoJib AO/MKEH COAEPKaTb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKNOYUTL MEXaHM3M NPOBEPKM Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apatb MWHUMaNbHYO ANNHY NAaponAa.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

login block-for timer attempts
value

no login block-for

timer: (30-600)/30 cek
value: (1-10)/3

YCTaHOBUTb:

- timer — BpemaA 6/10KMPOBKM SIOKANbHOWN YYETHOW 3anNncK Noab3o-
BaTens;

- value — KOAMYECTBO MAYLWMX NoApAL NOMbITOK BBOAA Napons ¢
oWwnbKoM A0 BNIOKMPOBKM JIOKAZIbHOM YYETHOM 3anncy Nosib3oBa-
Tens.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cneaytowmi sua;:
console#

Tabnnuya 40 — KomaHabl ans pabotbl ¢ dpaiinamm B pexkume Privileged EXEC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

show password validate rules - MpPOCMOTp TeKyLLEM HAaCTPOIMKM MexaHM3Ma NMPOBEPKM NapPONeN.

4.6 Pab6orta c ¢painamm

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpun ocyuwecTBneHnMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHJ, BbICTYNatoT agpeca
URL — onpeaenutenn mecToHaxoXaeHua pecypca. OnucaHue KA4veBbiX CNOB, WCNOAb3yeMbIX B
onepauuax, npueeaeHo B Tabauue 41.

Tabnmua 41 — CnMcoK KAoYEBbIX C/I0B U UX ONUCaHUe

Knrouvesoe cnoeo OnucaHue

McxoaHbl afpec Uamn agpec Mecta HasHauyeHWs AR SHepProHe3aBUCMMON NamATU. JHepProHesasu-

flash:// CMMas NamAaTb UCMO/Ib3YETCA No ymonyaHuio, ecnm agpec URL onpegenen 6e3 npedukca (npeduk-
camu ssnstotcsa: flash:, tftp:, scp:...).

running-config dalin Tekylwen KoHoUrypaumu.

startup-config daiin nepBoHavYanbHOM KOHUIrypauuu.

active-image ®alin ¢ akTMBHbIM 06pasom.

inactive-image dalin ¢ HeakTMBHbIM 0bpasom.

MUcxoaHbIM aapec nav agpec mecta HasHavyeHus ans TFTP-cepsepa.
Cuntakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec unu ceteBoe MMsA yCTPOICTBA;

- directory — kaTanor;

- filename — ums ¢aiina.

McxopHbIl agpec nnun agpec mecta HasHadeHus gna USB-HakonuTens.
Cuntakcuc: ush://[directory]/ filename.

ush: .
1 - directory — kaTanor;

- filename — nmsa daiina.
logging dalin c uctopuelt KomaHa,

4.6.2 KomaHOvbl 0na pabomesli ¢ palinamu

3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmin BuAa;

console#

Tabnnua 42 — KomaHgbl ans pabotbl ¢ dpainamm B pexkume Privileged EXEC

3HaveHue/3Ha4eHue "
KomaHda / Aeiicmeue
o yMOAYAHUIO
copy source_url KonuposaHue ¢aina M3 MecTononoXeHns UCTOYHUKA B MecTono-
destination_url image NIOXKeHWe Ha3HaYeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢paiina;

source_url: (1..160) - destination_url — appec mecTa Ha3Ha4yeHus, Kyaa dpaiin byaer cko-

CMMBOJIOB,

o nNMpoBaH.
" destination_url: (1..160) >
copy startup-config CUMBONOB CoxpaHeHue nepeoHa4anbHoW KOHGUIypaLun Ha cepsepe.
L MBON
destination_url
copy source_url boot KonupoBaHue daitna HayanbHOro 3arpy3ymKa U3 MecToMnoN0KeHNs

UCTOYHUKa B CUCTEMY.
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dir [flash:path | dir_name] - OT06pa3nTb CNMCOK palinos B yKasaHHOM KaTasore.

more [flash:path | file_name] - OT06pasuTb cogepkumoe darina.

pwd - OTO6pPasunTb NyTb A0 TEKYLLEN ANPEKTOPUMN.

cd [flash:path | dir_name] - N3MEHUTb ANPEKTOPUIO Ha YKA3aHHYHO.

mkdir [flash:path | dir_name] - Co3aaTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name] - YaanuTb ANPEKTOPMIO C YKa3aHHbIM Ha3BaHMEM.

erase [flash_url] - Yaanutb dain

erase startup-config - Yaanutb ¢hann nepBoHavanbHON KOHUTypauuu.

erase nvram: - C6pocuTb A0 AedONTHOM IHEProHE3aBUCMMYIO NMAMATb.

erase flash:/LogDir/filename - Yaanutb hann 3anucu aBapunHbIX U OTIAA04HbIX COOBLLEHNIA.

boot system inactive - 3arpysuTbca ¢ HeaKTUBHOro obpasa MO.

boot system active - 3arpysuTbca € akTMBHOro 06pasa Mo.

delete startup-config i Yaanutb paiin nepBoHayaibHON KOHOUTYPALLIMM BMECTE C OYMCTKOM
rnobanbHbIX HACTPOEK NVram U yaaseHNneM Nosib3oBaTenei.

show running-config OT1obpa3ntb copepxumoe danna Tekylwen KoHPurypaumm

[interface {fastethernet fa_port: (0/1..24); (running-config).

fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHPUrypauma nHTepdelicoB KommyTaTopa - pusnye-

gi_port | two_port: (0/1..8); CKUX UHTepdeiicos, rpynn nHtepdeiicos (port-channel), VLAN-uH-

twopointfivegigabitethernet te_port: (0/1..11); Tepdelicos, MHTepdeiica 3amblkaHUA Ha cebs;

two_port | group: (1..24); - igs —IGMP snooping;

tengigabitethernet te_port | vlan: (2..4094); - la —link-aggregation;

port-channel group | vlan module: (igs, la, stp..) - stp — spanning-tree.

vlan_id] [module]

show startup-config i OTob6pasnTb cogep:umoe dalina nepBoHa4YaNbHOW KOHoUrypa-
.

show bootvar i MNMoKas3aTb akTMBHbIN dann cnuctemHoro MO, KOTOPbLIA YCTPOCTBO
3arpy»Kaert npu 3anycke.

write {startup-config | url} ) CoxpaHWTb TEKYLLYIO KOHPUTYpaLumio B $halin NnepBOHaYaIbHOM KOH-
durypaumm.

replace running-config i 3ameHuTb running-config koHouUrypaumei us danna.

[flash:path]

clear running-config - OunCTUTL TEKYLLYIO KOHdUrypaumio (running-config).

diff [flash:path] [flash:path] - CpaBHUTb ABe KOHOUTYpaunu.

Cepsep TFTP He moKeT 6bITb afpecom UCTOYHUKOM U a4 pPecomM HasHa4YeHUA ANA OAHOM
tadRi KOMaHAbl KONUpoBaHHUA.

MpOCMOTp aKTUBHOTIO M HEAKTUBHOTO 06pasa JocTyneH u3 u-boot. A 3TOro B KOMaHAHOM CTPOKe U-
boot HeobxoamMmo BBecTU:
MES2428# bootimg print
KomaHaa gns cmeHbl akTMBHOro obpasa us u-boot:

MES2428# bootimg inactive

KomaHga «bootimg inactive» npumeHseTtca 6e3 oxXngaHua noATBEpXKaeHuUs.

LN

Mpwu 3arpysKe ¢aina KoHGUrypaumum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo f06aBUTL CTPOKY C CUMBOIOM «!».
daitn KoHpUrypauum fonxKeH UMeTb paclumpeHue «.confr».

LN

4.6.3 KomaHObI 0017 pe3epsuposaHuUa KOHGU2ypayuu

B gaHHOM pasgene onucaHbl KOMaHAbl, NO3BOAIAIOLIME Pe3epBUPOBaTb KOHOUIypaumio Ha cepBep.
[na pe3epBUpoOBaHMA KOHPUTYpaLMM HEOBXOAMMO YKa3aTb agpec cepeepa.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnunuya 43 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHuo

Aelicmeue

backup server dest_url

no backup server

YKasaTb agpec cepBepa, Ha KOTopbIi byAeT Npon3BoAnNTLCA pe-
3epBUpoBaHMe KoHOUrypauuu. CTpoKka B dopmate
«tftp://XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

no backup path

YKaszaTb nyTb pacnonioskeHus daiina Ha cepsepe ¢ npedukcom
umeHu daiina. Mpu coxpaHeHUU K npedukcy byaet nobasneHa Te-
Kyllan aata v spems B dopmare rrrrmMmaa44mmec.

YanuTb NyTb A4/19 pe3epBMpoBaHuS.

backup auto

no backup auto

BK/HOYMTb aBTOMATUYECKOE pe3epBMpoBaHMe KOHOUTYypaL .

BbIK/IIOYMTL aBTOMATMYECKOE Pe3epBMpoBaHMe KOHOUTYpaLMM.

backup history enable

no backup history enable

BKAOUNTB COXpaHEHWE NCTOPUUN Pe3epPBHbIX KOMWUNA.

BbIKNOUNTL COXPAaHEHWE NCTOPUM Pe3epPBHbIX KONWUA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKaszaTb NMPOMEKYTOK BPEeMeHU, No UCTeYeHnn Kotoporo bypeT
OCYLLLECTBNATLCA aBTOMATMUYECKOE pe3epBupoBaHMe KoHduUrypa-
TIZR

HYT

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

backup write-memory

no backup write-memory

-/BbIKNIOYEHO

BKAtOYEHWE pe3epBMPOBaHMA KOHOUIypauuuM Mpu COXpaHeHuu
nosibsosaTtesem KoHdurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnunua 44 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

backup running-config

Co34aTb pe3epBHYH KOMUIO KOHUTypaLMIo Ha cepBepe.

4.7 Hactpoiika CUCTEeMHOro BpeMeHu

/ Mo ymonuaHuio aBTOMaTUYECKUN Nepexoa Ha NieTHee Bpems OCYLLeCTBAAETCA B COOTBET-
cTBUM co cTaHgapTtamu CLLUA n Esponbi. B KOHGUrypauum moryTt 6biTb 3agaHbl Ntobble paTta
M Bpemsa ANA Nepexoaa Ha eTHee Bpems u obpaTtHo.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#
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Tabnnuya 45 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexknume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CUCTEMHOrO BpemeHW (KOMaHZa [oCTynHa
year mm: (0..59); TONbKO 418 NPUBUIETMPOBAHHOTO NO/b30BaTeNs).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsw; year — rog.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM cTPOoKK B pexkmume EXEC nmeet cneayrowmin BUA;

console#

Tabnunua 46 — KomaHabl perkmma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
no ymoa4aHuro
show clock - MoKasaTb cMCTEMHOe BpeMA 1 AaTy.
show clock properties - OT06pa3nTb CBOMCTBA.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexnume rnobasbHON KOHOUIypaLMmn MMeET CeayoWmnin BUA,:

console (config) #

Tabnunua 47 — CnMcoK KOMaHA, oA HaCTPOMKM CUCTEMHOIO BpeMeHU B pexume rnobanbHon KoHuUrypa-

uum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

clock time source ntp

no clock time source

YctaHosuTb SNTP-cepBep MCTOYHMKOM CUHXPOHWU3ALMKN BpemMeHwU
ONA yCTPOMCTBA.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBMTb YaCcoOBOE CMeLLEeHME OTHOCUTENBHO HY/IEBOTO Mepuam-
aHa.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu SNTP

Ons nepexona B pexknm KoHdpurypaumm SNTP HeobxoanMMO MCMO/Ib30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B pexxnume KoHPUrypaummn nutepdeinca meeT cnegyowmii Bua;:

console (config-sntp) #

Tabanua 48 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMME KOHUrypaLmmn sntp

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKkntounTb aBTOMaTH4eckuit nomck SNTP-cepsepa B pexkume
unicast.

BbIkntounTb aBTOMaTUYECKMA Nouck SNTP-cepBepa B pexume
unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

MozkeT 6bITb 33aHO A0
4 cepBepoB
priority: (1..15);

YKasaTb ip-agpec SNTP-cepsepa.
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no sntp unicast-server {ipv4 |
ipv6} ip_addr

port: (1025..36564);
version: (3..4);
host: (1..63) cumBosios

Ypanutb ip-agpec SNTP-cepsepa.

set sntp client enable

BkatounTb paboty SNTP-knuneHTa.

-/disabled

set sntp client disable BbIkNtounTb paboTty SNTP-kAMeHTa.
set sntp client addressing- ) YKasaTb pexxum pabotbl SNTP-kMeHTa.

X -/unicast
mode unicast
set sntp client authentication- key: (0..65535) YCcTaHOBUTb KAty ayTeHTUdMKaumm ans SNTP-knneHTa.
key key md5 parametrs
set sntp client clock-format _/hours YcTaHoBUTbL Ppopmat yacos gas SNTP.

{ampm | hours}

port_num: (123, 1025-
65535)

set sntp client port port_num YctaHosutb UDP-nopt ana SNTP-knneHTa.

set sntp client time-zone zone zone: (+00:00 to 3aaaTb 3HaYeHWe YacoBOro nosca.

+14:00)

set sntp client version version version: (v1,,v4) 3apaTtb Bepcuto NpoToKona Ana pabotol SNTP-KknmeHTa.

Tabnunua 49 — KomaHabl pexkmma Privileged EXEC

KomaHda 3HayeHue/3HayeHue

1o ymonyaHuro

Aelicmeue

show sntp statistics - [MoKasaTb CTaTUCTMKY NpoTOKoAa SNTP.

show sntp status - MokasaTtb ctatyc npoTtokona SNTP.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

pumep Hacmpoliku SNTP-knueHma 014 cepsepa 192.168.1.1:

console (config)# sntp

console (config-sntp)# set sntp client enabled

console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
console (config-sntp)# exit

console (config) #clock time source ntp

4.8 KoHdurypaumua nntepoeiicos n VLAN

4.8.1 [lMapamempeoi Ethernet-unmepdgbeiicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group | range {..} | loopback lIoopback id }
console (config-if) #

[aHHbIN pexnm JOCTYyNeH U3 pexkMma KOHOUrypaumm M npefHasHavyeH Aaa 3a4aHuA NapamMeTpos
KOHOUrypaumm wuHTepdelica (nopta KoMmyTaTopa MAW Tpynnbl NOpToB, paboTalowmx B pexume
pa3sgeneHus Harpysku) nMbo aAnanasoHa uHTepdeiicos.

Bbibop MHTepdeinca ocywecTBASETCS NPM NOMOLLM KOMaHA, NpuBeAEHHbIX B Tabauue 50:
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Tabnnua 50 — KomaHabl Bbibopa nHTepdelica ana MES14xx, MES24xx, MES37xx

KomaHda

HasHnayeHue

interface fastethernet fa_port

[na HacTpoliku uHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[ns HacTpolikn 1G-uHTepdeiicos.

interface twopointfivegigabitethernet two_port

[ns HacTpolikn 2,5G-uHTepdeiicos.

Interface tengigabitethernet te_port

[Ons HacTpolikn 10G-uHTepdencos.

interface port-channel group

[na HacTPOWKM rpynn KaHanos..

interface loopback loopback_id

[na HacTpoIKK BUPTYyanbHbIX MHTephENCOB.

roe:

— fa_port — nopsaakosblit Homep 100MB-mHTepdeiica, 3agaetca B suge: 0/1;

— gi_port — nopaaKoBsblit Homep 1G-uHTepdeiica, 3aaaetca B suge: 0/1;

— two_port — nopsaakoBblii Homep 2,5G-nHTepdeiica, 3agaetca B suae: 0/1;

— te_port — nopsaakosbit Homep 10G-uHTepdelica, 3agaetca 8 suae 0/1;

— group — nopsAKoBbI HOMep rpynnbl, 0bLee KOMYECTBO coriacHo Tabaumue 9 (cTpoka «Arperauus

KaHanos (LAG)»);

— loopback_id — nopsagKoBbii HOMep BUPTYanbHOTO MHTEepdelica, obliee KO/IMYECTBO COr/lacHo Tab-
nnue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdericosy).

KomaHapbl, BBeAEeHHble B pexume KoHourypaumm uHTepdeirica, NpMMeHATCA K BblbpaHHOMY

nHTepdency.

Tabnunua 51 — KomaHabl perknuma KoHourypaumm nHtepdericos Ethernet u Port-Channel

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

shutdown

no shutdown

-/BKNOYEHO

BoiktounTb  KOHOUrypupyembliit  nHTepdelic (Ethernet, port-
channel).

BkAtounTb KOHOUTYpUpPYyembli UHTEpdeiC.

description description

description: (1..128)

[ob6asutb onucaHune nHtepoeiica (Ethernet, port-channel).

— CMMBO/IOB/HET
no description onucanus YAanuTb onucaHune nHtepdeiica.
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepenaun aaHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME MO YMOUAHMIO.

duplex mode

mode: (full, half)/full

3apaThb pexxum aynaekca nHtepdeiica (nonHoaynnekcHoe coeam-
HeHue, NonyaynaeKkcHoe coegmHenme, Ethernet).

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

no duplex YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
negotiation [capl BKAtoyaeT aBTOCOr1acoBaHUe AJ/1a CKOPOCTU U AyniaeKca Ha HacT-
[cap2...cap5]] pavBaeMom mHTepdeice. MoXKHO yKa3aTb onpeaeneHHble COBMe-

CTUMOCTM MapameTpa aBTocoraacosaHua. Ecan napamerpbl He 3a-
[AaHbl, TO NOAAEPKMUBAIOTCA BCE COBMECTUMOCTH.

»  ABTOCOr/n1acoBaHWe HAaCTPAUBAETCA TONIbKO Ha UHTepdeit-
V cax Ethernet.

BbIK/tOYaeT aBTOCOr/NAacoBaHWE AN CKOPOCTM WM AynaeKkca Ha
HacTpanBaemom MHTepoeice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3apatb pexum ynpasneHua notokom flowcontrol (BkatounTb, OT-
K/IOYUTb UK aBTocornacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONBKO B C/lyyae, €CAN PEXMM aBTOCOI/IACOBAHMA
negotiation BK/OYeH Ha HacTpauBaemom uHTepdeiice (Ethernet,
port-channel).

OTKNOYNTD pPeXunm ynpasaeHnUA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbl6op TMNa KOMBO-MOpPTa B Ka4ecTBE OCHOBHOMO HOCUTENSA.

- force-fiber — paspeweHa akKTMBHOCTb TONIBKO ONTMYECKOM YacTu
KOMb0-NnopTa;

- force-cooper — paspelueHa aKTMBHOCTb TO/IbKO MeAHOM 4acTu
KOoMb0-MopTa;

- prefer-fiber — npenmywecTBO ONTUYECKOTO INHKA.
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mtu size YcTaHOBUTbL 3HaYeHne maximum transmission unit (MTU) gna uH-
Tepdelica
- size — pa3mep nakema, Kosuyecmao 6aiim e nakeme.

, KomaHaa goctynHa TonbKo gna ycrpoiicts MES2424,

. MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2411X, MES3400-24, MES3400-
24F, MES3400-48, MES3400-48F, MES3710P.

Ecnun Ethernet-untepdeiic Bxoaut B coctas Port-Channel,
TO HA HEM HeNb3A U3MEHATb 3HayeHne MTU.

size: (128..12288)/
12288 6aiit

L

, DedonTtHoe 3HaueHne MTU pns Ethernet n Port-Channel
H UHTepdeiicoB paBHO 3HAYEHUIO 33JaHHOMY KOMaH-
Aoii system mtu B pexxume rnobanbHoi KoHpUrypauum.

no mtu YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
MapameTp HacTPOMKK A/18 NAPaMEeTPOB rX-4acT¥ ONTUYECKUX UH-
Tepdelicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHpa BoCTynHa ToNbKo ana ycrpoiicts MES2424.

BepHyTb HAaCTPOIMKM MO YMONYAHWMIO NAPAMETPOB rX-4acTu onTuye-

no hardware serdes rx leq CRMX MHTEpdElicos

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Buna 3anpoca KOMaHAHOW CTPOKM B pexume rnobasbHon KoHduUrypaumm:
console (config) #

Tabnunua 52 — KomaHabl pexkmuma rnobanbHol KoHpUrypaumm

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
errdisable recovery interval YCTaHOBWUTb BPEMEHHOW WHTEpPBasa A/ aBTOMATUYECKOTO
interval NMOBTOPHOIO BK/AOUYEHUA UHTepdelica. Mpu cmeHe UHTep-
BaNa Tallmep obHoBAAETCA ANA BCeX 3ab/JIOKMPOBAHHbIX
interval: (30..86400)/300 MOPTOB, Ha KOTOPbIX BK/KOUEHO aBTOCOr1IACOBAHME.
no errdisable recovery YCTaHOBWTb 3HaYeHME N0 YMONYAHUIO.
interval
errdisable recovery cause BK/IOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne
{storm-control|loopback- €ro OTK/I0YEHUA B CAEAYIOLMX CAYYanX:
detection | udld | port-se- - loopback-detection — 06HapykeHue netens;
curity} - udld — akTMBaums 3awmtsl UDLD;
- storm-control — WnpoKoBeLaTeIbHbIN WTOPM;
-/3anpelijeHo - port_-security — HapylweHue 6esonacHoCcTU ans port
security.
no errdisable recovery YCTaHOBWTb 3HaYeHMe N0 YMOYAHMIO.
cause {storm-control|loop-
back-detection | udid
| port-security}
system mtu size size: (128..10000)/10000 6aitt YCTaHOBUTb 3HAYeHWEe CUCTEMHOro maximum transmission
size: (128..12288)/12288 6aiit unit (MTU)
(Tonbko ana MES2424, - size — pa3mep nakerta (KonnyecTso 6ailT B Nakere).
no system mtu MES2424B, MES2424FB, YCTaHOBUTb 3HAYE€HME MO YMOHYAHMIO.
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2411X,
MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F,
MES3710P)
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default interface [range]
{fastethernet fa_port | giga-
bitethernet gi port | two-

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);

Cbpoc HacTpoeK uHTepdeiica uam rpynnbl MHTepdencos Ha
3HaAYeHWA, YCTAHOB/IEHHbIE MO YMONYAHUIO.
l Bo Bpems BbiNONHEHUA KOMaHAbI HTepdeiic 6y-

no ymon4aHuro

pointfivegigabitethernet te_port: (0/1..11); - OEeT OTKNIOYEH.
two_port | tengigabitether- _:)ou ) 1 24) !
net te_port | port-channel vlagn idp'.(1.;109;1)'
group | vlan vian_id | loop- — o !
back loopback_id } loopback_id: (1..10)
KomaHObI pexcuma EXEC
Bua 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:
console#
Tabnunuya 53 — KomaHabl pexkmma EXEC
3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue

clear counters

C6poc CTaTUCTUKM Ans BCcex MHTepdencos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

C6poc cTaTUCTUKKM AnA uHTepdelica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MoKasaTb CBOAHYIO MHGOPMALIMIO O COCTOAHUM, HACTPOMKE U CTaTh-
CTUKe noprTa.

show interfaces status

MokasaTb cocTosHMe Bcex MHTepdencos.

show interfaces description

Moka3aTb onucaHua Bcex nHTepdeiicos.

show interfaces counters

MoKas3aTb CTAaTUCTUKY A5 BCEX UHTEPdENCOoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

Moka3aTb CTaTUCTUKY ANA UHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MoKasaTb NPUUYMHY OTK/IOYEHUA NOpPTa, FPYNNbl NOPTOB, 3a6A0KK-
poBaHHbIE MOPTbI.

show errdisable recovery

MoKa3aTb HACTPOMKMU ANA aBTOMATUYECKON NOBTOPHOW aKTUBALMK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

AKTMBMpPOBaATb MHTepdeiic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } {interval interval}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY NO Harpyske gnsa uHTepdelica.
- interval — MHTepBan B ceKyHAax.
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4.8.2 Hacmpoliika VLAN u pexcumos Kommymayuu uHmepdgelicos

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanuya 54 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuto
vlan vian_id vlan_id: (2..4094) MepeiTn B pexKMm KOHPUrypmpoBaHuma ykasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny nNpoTOKo/0B, NO KOTOpbiM OyaeT npou3Bo-
AMTbCA KnaccudurKauma Kagpos. B oaHy rpynny mMoxHo obbeau-
HUTb HECKO/IbKO MPOTOKO/IOB, YKa3blBaA A8 HUX OOAUH U TOT XKe
Group ID. Homep NpoTOKO/Ia MOXHO BblOpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHUIN UM 3a4aTb BPYYHYIO Yepes napameTtp
other B popmate XX:XX. PacnonokeHue nona c HOMepom NpoTo-
KOJ1a 3aBUCUT OT TUNa L2-3arosI0BKa 1 MHKaNCynaumm:

- enet-v2 — kagp c 3arososkom Ethernet I, npoTokon onpegens-
etca no noato EtherType. Mpu Hanmumm VLAN-Teros Bbibupaertca
camblit nocnegHuin EtherType, ¢ Hanbonblmm odpdceTom.

- licOther — kagp dopmata RFC1042 (IEEE 802). AByx6alTHbIN HO-
mep npoTokosa cootsetcTeyeT nonam DSAP:SSAP s LLC-3aro-
NIoBKe.

- snap — Kagp ¢ LLC/SNAP-uHKancynsaumeit. Homep npotokona co-
oTBeTcTBYeT noto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group ¢ KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HacTtpouTb ananason MAC-agpecos, no KoTopbim byaeT npom3Bo-
AMTbea Knaccuoukauma. Ana pasHbix MAC-aapecos MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

YaanuTb yKasaHHbii MAC-agpec n3 macs-group.

shutdown garp

no shutdown garp

-/BbIKNIOYEHO

OTKAtounTb paboTy moayns GARP Ha ycTpoiicTse.
l [OaHHaa KomaHpa oTKawuaeT pabotry moayna GARP c
H 6e3B03BpaTHbIM yAaNeHUEM BCEX HacTpoeK 6n10Ka
GARP.

BkatounTte moayib npoTtokona GARP.
DOna pabotbl moayna GARP pesepsupyetca 15 M6aiit
. onepaTMBHOWN NAMATU.

gvrp enable

gvrp disable

BkatounTb npotokon GVRP rnobanbHo.

-/BbIK/IOYEHO

BbIkntounTb Nnpotokon GVRP rnobanbHo.

voice vlan id vian_id

no voice vlan id

YctaHoBUTb naeHtTuomkatop VLAN ana Voice VLAN

vlan_id:(1..4094)

Ypanute naeHtnoukatop VLAN gns Voice VLAN

voice vlan oui-table {add
oui | remove oui}
[descriprion word]

word:(1..32)
CMMBOJ/IOB

PaspewunTb pegakTnposaTb Tabanyy OUL.
- oui — neps.ble 3 6ainTa MAC-agpeca;
- word — onucaHue oui.

KomaHObl pexcuma kKoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 55 — KomaHabl pexkmma KoHourypauum VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan active

AkTMBMpOBaThL vlan nau rpynny vlian’os.
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set unicast-mac learning
{enable | disable}

set unicast-mac learning
default

BKAOUNTL/BbIKAOYUTL M3ydeHne MAC-aapecos gna VLAN.

YCTaHOBUTb 3HaYEeHME N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypauuu uHmepdgelica (QuanazoHa uHmepdgelicos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepoeiica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}

console (config-if) #

JaHHbIN pexXMm OCTyneH M3 penma KoOHPUrypaumm n npegHasHavyeH ana 3agaHua napameTpos

KOHOUrypauum nHtepdenca.

MopT moskeT paboTaTb B UETbIPEX PEXKMMAX:

— access — uHTepdelic AocTyna — HETErMPOBaAHHbIN UHTepdelic ana ogHoro VLAN;

— trunk — nHTepdenc, NpMHUMAIOLNI TO/IBKO TETMPOBaHHbIN TpaduK, 38 UCKIIOYEHNEM O4-
Horo VLAN, KOTopbIli MOXKeT ObITb A06aBNEH C MOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — nHTepodeiic c nonHon noaaep*kkon 802.1q, NPUHMUMAET KaK TErMPOBAHHbIN, TaK U
HETErMpoOBaHHbIN TPADUK;

Tabnuua 56 — KomaHab! pexknuma koHoburypaumm nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apath pexkum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeica goctyna.
- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport dotlq tunnel

MepeBecTy NOpT B pexkum paboTbl ¢ BHewHUm VLAN-terom. Ko-
MaHAa Ucnosb3yeTca ANa HAacTPonKKM dyHKLmMKM Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

Job6asutb Homep VLAN B KayectBe Default VLAN ans gaHHoro mH-
Tepdeiica. Becb HeTernpoBaHHbI TpaduK, NOCTynaroWmii Ha AaH-
HbI/ NOpPT, onpeaensercs B AaHHbIN VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[Oo6asutb cnuncok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inanasoH VLAN MOKHO 3a4aTb nepe-
YyMUCNEeHMEM Yepes 3anATY UKW YKasaTb Haya/lbHOE U KOHeyHoe
3HayeHuna AuManasoHa Yepes gepuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YyMOAYaHUIO

HOob6asutb naeHtuounkatop VLAN nopta (PVID) 4N 0OCHOBHOrO MH-
Tepdelica.
- vlan_id — wpeHTndmKaunoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport ingress-filter

-/dunbtpaumn
BK/IIOYEHA

BkntounTb GUAbTPaLMIO BXOAALLMX NAaKETOB HA OCHOBE NPUCBOEH-
Horo um 3HauyeHus VLAN ID. Echmn dunbTpaums BKAOYEHA, U NaKeT
He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
ID, To naKkeT oT6pacbiBaeTcs.
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no switchport ingress-filter

BbIKNOUNTD GUNBLTPALMIO BXOAALLMX NAKETOB HA OCHOBE MPUCBOEH-
HOro um 3HauveHma VLAN ID.

switchport acceptable-frame-
type {tagged | all
| untaggedAndPrioritytagged}

-/all

- untaggedAndPrioritytagged — Ha nopTy pa3pelaeTca npvem
TOMIbKO HETErMpoBaHHbIX Kaapos (frame);

- tagged — TO/IbKO TErMPOBAHHbIX;

- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpetutb gobasneHune ykasaHHbix VLAN-nopTy.

- vlan_list — cnucok VLAN ID. Ouana3oH VLAN moxHO 3aaaTb nepe-
yncneHmem 4yepes 3anATyl0 WAM YKasaTb HayalbHOE U KOHeyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

PaspewnTtb gobasneHne ykasaHHbix VLAN-nopTy.

switchport forbidden default-
vilan

no switchport forbidden
default-vlan

Mo ymonyaHuio
UYIEHCTBO B AedONTHOM
VLAN paspelueHo

3anpetutb gobasneHune gedontHoro VLAN-nopra.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport protected

no switchport protected

MepeBecTy NOPT B peXXUM U30NALMN BHYTPW FPYMnbl NOPTOB.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

Co34aTb UM Nepes3anuncaTh CYLLECTBYHOLLMIA CMIMCOK NOPTOB Ha YKa-
3aHHbIN HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);

[06aB1Tb yKasaHHble MOPTbI K YXKe CYLLECTBYHOLWEMY CMUCKY MAn
YAANUTb CMIUCOK.

te_port | port-channel group} group: (1..24)

switchport default-vlan tagged YCTaHOBWTb NOPT Kak Ternpytowmii 8 aedontHom VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

tagged

switchport map protocols- group_id: HasHauutb VLAN ID naketam, nonagatoLlwmm B yKasaHHyto Group 1D

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyanuto PBV
BKJIFOYEH Ha BCex
noprax

Ha 3ToM nopTy. Pa3Hble NOPTbI OAHOM M TOM e rpynnbl MOTYT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)]-

OcyuiectB1Tb HasHaveHue vlan-id ana macs-group.

OTMeHUTb HasHayeHue vlan-id gna macs-group.

gvrp enable

gvrp disable

-/BbIK/IOYEHO

BkntounTb npoTtokon GVRP Ha nHTepdelice.

BbIkntounTb NpoTokon GVRP Ha uHTepodelice.

vlan restricted enable

vlan restricted disable

-/BbIK/IOYEHO

BK/lOUMTL 3anpeT Ha m3ydyeHue vlan-aTpubyToB, MONYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

BbIK/MOYMTbL 3anpeT Ha M3yyeHue vlan-aTpubyToB, MOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HaYeHuA Tamepos GVRP Ha nHTtepdeiice.

switchport unicast-mac
learning enable

BkntounTb nsyyeHne MAC-aapecoB Ha UHTepdelice.

- - -/BKAOYEHO
switchport unicast-mac o
. X Bbikntountb n3yuyeHne MAC-agpecos Ha nHTepdelice.
learning disable
switchport egress-filter BkatoyaeT ¢uabTpaumio mcxoaawmx Kagpos (frame) Ha ocHoBse
NPUCBOEHHOTro MM 3HayeHuA VLAN ID. Eciv dunbTpaLuma BKAOYEH],
-/BKAtOYEHO

M NaKeT He BXOAMT B rpynny paspeLleHHbix Ha nHtepdelice VLAN ID,
TO Naket oTbpacbiBaeTca.
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no switchport egress-filter

BbIK/MIOUNTL GUNbTPaALMIO UCXoaALWmMX KagpoB (frame) Ha ocHoBe
npucesoeHHoro um 3HaveHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxoaAwmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkatoumntb Voice VLAN ana nopra.
- vlan_id — yctaHoBuTb naeHtnoukatop VLAN gns nopra.

OTkntounTtb Voice VLAN gna nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/IIOYEHO

Paspewuntb Tpaduky Voice VLAN UrHopmpoBaTb ayTEHTUDUKALUIO
802.1x.

3anpetutb Tpaduky Voice VLAN uUrHopupoBaTb ayTeHTUPUKALMIO
802.1x.

' Mpu coBmecTHOM paboTe port-isolation u port-protected gonxHo cobaoaatbca npasuno:

2 ANA 3aWULWEHHOrO ingress NOPTa, B CNUCKe pa3peLléHHbIX, KOMaH4bl port-
isolation, He moxeT 6biTb A4PYroro 3awWuULWEHHOro NnopTa. 3To NnogpasymeBaeT
BO3MOXXHOCTb A,e/1aTb 3alUNLLEHHBIMM egress NOpPTbl B U30AALMUU UM ingress NopT, HO He
ingress u egress NopTbl 04HOBPEMEHHO.

Mpumep HacTpoiikn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

consolef#configure terminal

console (config)# interface gi 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 99
console (config-if) # switchport dotlqg tunnel
(
(

console (config) # interface gi 0/2

console (config-if)# switchport mode trunk

’ KnueHTtcKkuia nopt gna pabotbl Q-in-Q ob6a3arenbHO A0AXKeH BbITb B pexxume access.
.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobasbHoN KoHOUrypaumm:

console (confiqg) #

Tabnunuya 57 — KomaHabl perknuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

[o6asunTb ncxoaHbii MAC-agpec B Tabnuuy.

- Permanent — gaHHbIi MAC-agpec ocTaeTcs B Tabavue agpeca-
LMK Nocne nepeknoyeHuns ctaTyca nHTepdeica;

- Deleteonreset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOMCTBA;

- Deleteontimeout — gaHHbIV agpec yaanutca no Tanm-ayry.

Yaoanute MAC-agpec us Tabaunupl.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKM perxkmma Privileged EXEC:

console#
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Tabnunua 58 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MpocmoTp Beer Tabamubl MAC-agpecos.

show mac-address-table count

Moka3aTb Ko/MyecTBo 3anucen B Tabanue MAC-agpecos.

show mac-address-table count
summary

MoKa3aTb CyMMapHYyo CTaTUCTUKY no Tabanue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MokasaTb Tabanuy ¢ AMHamuyeckumm MAC-agpecamm.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Yaanutb AnHaMunyeckne 3anncu us tabanubl MAC-agpecos.

show mac-address-table
secure

MokasaTb Tabanuy c 3awmieHHbimM MAC-agpecamu.

show mac-address-table
secure recovery-file

MokasaTb Tabauuy ¢ 3awmiieHHbiMu MAC-agpecamu, KOTopble Co-
XpaHATCA Npu nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MoKasaTb Tabuuy ¢ 3awmueHHbMn MAC-agpecamu ANs yKasaH-
Horo nHTepdeiica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);

two_port: (0/1..8);
te_port: (0/1..11

MokasaTtb Tabanuy MAC-agpecoB 418 yKkasaHHOro nHtepdelica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |

tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Yaanutb 3awmuieHHble MAC-agpeca n3 Tabaunubl Ha HTepdelice.
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show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Mokasatb Tabsmuy co ctatuyeckummn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Moka3saTtb Tabanuy MAC-agpecoB a414 yKasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

OTo6pa3nTb 3HaueHuA Tarimepos GVRP Ha nHtepdeticax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

0OT06pa3nTb CTaTUCTUKY NpoToKoia GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

O4YMCTUTb CTAaTUCTMKY NpoToKona GARP.

show vlan

MokaszaTtb uHopmauuto o Bcex VLAN.

show vlan id vian_id

MoKa3aTb MHdopmaLmio No KoHKpeTHomy VLAN.

show vlan protocols-group

vlan_id: (1..4094)

MokasaTb MHGOPMALMIO O HACTPOEHHbIX FPyMnax v NPOTOKoNaXx.

show protocol-vlan

Moka3aTb nHbopmaumio o VLAN, coOOTBETCTBYHOLLMX FPynnam npo-
TOKO/IOB Ha Pa3HbIX MOPTax.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnnuya 59 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MoKasaTb KOHOUIypaLMto NOpTa, rPyNMbl NOPTOB.

4.9 Selective Q-in-Q

[daHHaa dyHKUMA No3BOAIAET Ha OCHOBE CKOHQUIYpMPOBaHHbIX NPaBuMA GUALTPaLUK NO HOMepam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTtb gobasneHue BHewHero SPVLAN (Service Provider’s
VLAN), noameHsTb Customer VLAN.
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[ns ycTpoiicTBa co3aaeTcs CNMCOK NPaBWA, HA OCHOBaHMM KOTOPbIX byaeT obpabaTbiBaThcA TPAdUK.

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHUrypaummn nHtepoenca KoHpurypaumu:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # N

Tabnnua 60 — KomaHabl pexkMma KoHourypauum nHtepdelica (amanasoHa nHtepoeincos) Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qging list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3paTb NPaBMIO, HA OCHOBAHMM KOTOPOTO BHELIHAA MeTKa
ingress_vlan_id Bxopawero nakeTta byaeT 3ameHaTbca Ha vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ans BxogAawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vian_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3aaTb NPaBUaO, Ha OCHOBAHWUM KOTOPOTO BHELLHAS METKa
ingress_vlan_id ncxopawero nakeTta 6yaeT 3ameHaTbeA Ha vlian_id.

YaanuTb cnucok npasun selective qing 4n1a ncxoaawmx nakeTos.

selective-ginq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-qginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3aaTb NpaBwu/iIo, Ha OCHOBAHWUM KOTOPOro AnA TpaduKa ¢ BHeLU-
HeW meTKol ingress_vilan_id 6yaet nobaenatbca meTka ¢ vlan_id.

YaanuTb ykasaHHoe npasuio selective ging ana sxogawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3aaTb NpPaBMO, HA OCHOBAHWM KOTOPOTO TPAadUK C BHELWHEN meT-
KoM ingress_vlan_id nponyckaetca 6e3 nameHeHuit uam otbpacobl-
BaeTcA. Ecnm ingress_vlan_id He yKka3aH, TO NponycKaTbCs UAn OT-
6pacbiBaTbcA byaeT Becb TpaduK.

- deny — 3anpeLLaeT NPOXoKAeHMe NAKETOB C YKA3aHOM BHeLLHeN
METKOM;

- permit — pa3speLlaeT NPOXOXKAEHME NAaKETOB C YKa3aHHOWN BHeLL-
Hell MeTKOW.

YpanuTb ykasaHHoe npasuio selective ging ana sxogawmx nake-
TOB.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 61 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show selective-ginq
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT06pasunTb cnmcok npasun selective sqing.

4.10 Storm Control ana pasnnuHoro Tpaduka (broadcast, multicast, unknown

unicast)

«LL'TOpM)) BO3HUKaeT BCnencresne 4YpesmepHoro Koamyecrtsa broadcast-, muIticast—, unknown

UniC35t-COO6LLI,EHMﬁ, OAHOBpPEMEHHO NepegaBaemblX MO CETU Hepe3 O4UNH NMOPT, YTO NPUBOAUT K NEPErpy3Kke
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PECYPCOB CETU M MOABMEHUIO 3a4eprKeK. «LLITopm» MOXKET BOSHUKHYTb NMPU HAaNMYNMKN «3aKONbLLOBAHHbIX»
cermeHToB B cetu Ethernet.

KommyTatop u3mepseT CKOPOCTb MPUHUMAEEMOrO LINPOKOBELLATENbHOrO, MHOrOaApPecHoro wu
HEeU3BEeCTHOro oAHOoaApecHoro TpaduKa A8 NMOPTOB C BK/AOHYEHHbIM KOHTPOJEM LIMPOKOBELLATENbHOIO
«WTOPMa» M OTOPACbIBAET NAaKeTbl, €C/IM CKOPOCTb MPEBbILWAET 334aHHOE MAaKCMMa ibHOE 3HadYeHue.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHdUrypaumm:

console (config) #

Tabaunuya 62 — KomaHabl perknuma rnobanbHom KoHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
storm-control mode {kbps | YCTaHOBUTb N106a/1bHO Kakne eanHULbI U3MepeHna Heobxoaumo
pps} / MCNob30BaTb.
/pps - pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — 06bem Tpadurka K6UT B CEKYHAY.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumum mHtepdeiica Ethernet, nurepdeica
rpynnbl NOPTOB:

console (config-if) #

Tabnvua 63 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymoa4aHuro
storm-control multicast level BKNOYNTL KOHTPOb MHOFOaAPECHOro TpaduKa:
{pps | kbps} - pps — 06bem TpadrKa NaKeToB B CEKYHAY;

pps: (1..262142);

- kbps — ob6be a a kb e .
Kbps: (16..4194272) P bem Tpadua KOUT B cekyHAy

no storm-control multicast BbIKNIOYUTL KOHTPOIb MHOTOAAPECcHOro TpaduKa.

level {pps | kbps}

storm-control dif level {pps | BKtOUNTL KOHTPO/Ib HEU3BECTHOIO O HOAAPECHOTO TpaduKa.
kbps} - pps — 06bem TpadurKa NaKeToB B CEKYHAY;

pps: (1..262142);

- kbps — 06bem TpaduKa KOUT B cekyHAy.
Kbps: (16..4194272) P pad yRay

no storm-control dif level BbIKNHOYMTb KOHTPOIb OAHOAAPecHOro TpaduKa.
{pps | kbps}

storm-control broadcast level BK/IIOUMTL KOHTPOIb LWUMPOKOBELLATENbHOTO TpadumKa.
{pps | kbps} - pps — 06bem TpadurKa NakeTos B CEKYHAY;

pps: (1..262142); - kbps — o6bem TpaduKka KOUT B cekyHAy.

kbps: (16..4194272)
no storm-control broadcast BbIKNIOUMTb KOHTPOJIb LIMPOKOBELLATENBHOIO TPadMKa.

level {pps | kbps}

storm-control {multicast | dif | HasHauuTb aeicTene, BbINOJHAEMOE NpY NPEBbILEeHUM 3a4aHHOro
broadcast} action {shutdown | iMMUTa 06bema MHOTroaZpecHoOro, HeM3BeCcTHOro OAHOALPECHOTO
trap | trap-and-shutdown} WY LWWMPOKOBeLLATeNbHOTO TpaduKa. Mpu 06Hapy»KeHUn npesbie-

HWA 3343HHOrO IMMUTA UHTEPdENC MOKET BbITb OTK/IIOHYEH
(shutdown), otnpasneH SNMP-trap (trap) uam moryT 6biTb BbINOA-
HeHbl 06a aeicteua (trap-and-shutdown).

no storm-control {multicast | OTMeHUTb AeincTeume nNpu obHapyKEHUU MHOrOaAPECHOro, Heuns-
dIf | broadcast} action BECTHOIO0 OAHOAAPECHOr0 N LIMPOKOBELLATENbHOIO TpadmKa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOmaHAHOM CTPOKM pexknma EXEC:

console#
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Tabnuua 64 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
show interface [fastethernet Moka3aTb KOH$UrypaLmio GyHKLMN KOHTPONA LMPOKOBELLLATE Nb-
fa_port | gigabitethernet fa_port: (0/1..24); HOTO «LWTOPMa» A/A YKazaHHOro nopTa, MM6O BCEX MOPTOB.
gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11);
te_port | port-channel group] group: (1..24)

storm-control

show storm-control - OTOB6parKaeT TEKYLLYIO HACTPOMKY EAMHUL USMEPEHUS.

4.11 Tpynnbi arperayumn KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneuynsaloT NogaepXKy rpynn arperaumm KaHanos LAG B KonMyecTBe COrnacHoO
Tabnnue 9 (ctpoKa «Arperauus kaHanos (LAG)»). Kaxaas rpynna nopToB A0NXKHA COCTOATb U3 UHTepdelicos
Ethernet c ogMHaKoOBOI CKOPOCTbIO, paboTatoWwmx B gynaekcHom pexumme. ObbegmMHeHMe NOPTOB B Fpynny
YBE/IMUMBAET MPOMYCKHYHO CMNOCOBHOCTb KaHana MmeKay B3aMMOAENCTBYIOWMMK YCTPOMCTBAMU U
MOBbILWAET OTKAa30yCTOMYMBOCTb. [pynna NnopToB ABAAETCA AN KOMMYTaToOpa O4HMM IOTMYECKMM NMOPTOM.

YCcTpoWicTBO NoadeprKMBaeT ABa pexmma paboTbl rpynnbl NOPTOB — CTaTMYECKaA rpynna M rpynna,
paborTatowas no npotokony LACP. PaboTa no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasaene
KOHUrypauum.

/ Ecau gna nntepdeiica nponsseaeHbl HACTPOMKKU, TO ANa Ao6aBneHUA ero B rpynny cneayer
BEPHYTb HACTPOMKU NO YMONHAHMUIO.

[obasneHne nHTepdeicos B rpynny arperauymn KaHanoB AOCTYNHO TONbKO B peXKMMe KOHOUrypaumum
nHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnuya 65 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymon4aHuio

channel-group group mode {on [o6asuntb Ethernet-uHTepdeiic B rpynny nopTos.
| active | passive} - On — po6aBnTb MHTepdeNc B CTaTUHECKYIO rpynny NOpTOB;
- Active — o6aBuUTb MHTepdeENiC B rpynny NOpToB, paboTaroLLmx
no npotokonay LACP, npu atom otnpaska PDU ocywectsnaetca
BCeraa;

group: (1..24); - Passive — no6aBnTb nHTepdeiic B rpynny nopTos, paboTatoumx
mode: (on, active, no npotokony LACP, npu stom otnpaska PDU ocyuiectensetca

passive) TO/IbKO B TOM C/ly4ae, ecam ycTpoictso nonyyaet PDU ot cocep-

Hero ycTpoWucTBa.

l Ecnu 3HaueHne MTU ana Ethernet u Port-Channel -
- TepdeiicoB oTanuaoTcAa, To 406aBUTb AAHHbIM
Ethernet-uHtepdeiic B rpynny nopToB Henb3A.

no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpTOB.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoM KOHGUIypauum:

console# configure terminal
console (config) #
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Tabnunua 66 — KomaHabl perkuma riobanbHoM KoHpUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

shutdown port-channel o
OTKAOUNTL paboTy moayns port-channel Ha ycTpoiicTse.

I [laHHaA KOMaHAa oTKAoYaeT paboTy moayns port-

o channel c 6e3B03BpaTHbIM yAaneHUem BCex HaCTPoeK
-/BKAOYEHO
6n0Ka LAG.

no shutdown port-channel BkntounTb paboty mogynsa port-channel Ha ycTpolicTse.
port-channel load-balance 3afaTb MexaHu3m 6anaHCMpPOBKM Harpysku ana ctpaternn ECMP
{src-dest-mac-ip | src-dest-mac W ANA PYNnbl arpernpoBaHHbIX MOPTOB.
| src-dest-ip | - src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece v IP-agpece NCTOYHUKA M NoAyYaTens;
dest-mac | dest-ip | src-mac - src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} MAC-agpece UCTOYHMKA M Noy4vaTens;

- src-dest-ip — mexaH1M3m H6anaHcMpoBKM OCHOBbLIBaeTCA Ha IP-aa-
pece UCTOYHMKA U NoayyaTens;

- src-dest-mac-ip-port — mexaHn3m 6anaHCUPOBKM OCHOBbLIBA-
-/src-dest-mac etca Ha MAC-agpece, IP-agpece NCTOYHUKA M nony4yaTensa, a
Takke TCP-nopTe Ha3HayeHus;

- dest-mac — mexaHn3m HanaHcMpPoBKM OCHOBbIBaeTcA Ha MAC-
agpece nonyyatens;

- dest-ip — mexaHM3m 6anaHCUMPOBKM OCHOBbLIBaeTcA Ha IP-aa-
pece nonyyaTens;

- Src-mac — mexaHu3m 6anaHcMpPoBKK ocHOBbIBaeTcA Ha MAC-
agpece UCTOYHMKA;

- src-ip — mexaHm3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-agpece

MCTOYHMKA.

set port-channel enable BkatounTb paboTy LAG rnobanbHo Ha KommyTaTope.
set port-channel disable BbIkntountb paboTy LAG rnobanbHO Ha KommyTaTope.
set port-channel independent- -/OTKNIOYEHO BKNHOUMTb aBTOHOMHbIN pesknm paboTbl LAG.

mode enable

set port-channel independent- BbIK/IIOUNTb aBTOHOMHbIN pexkum paboTsbl LAG.

mode disable

’ Ha yctpoiictBax MES2424 u MES2448 Bbl6paHHbIA anroputm 6anaHcMPOBKU

= 6yaet paboTtatb TONbKO AnA TpaduKa ¢ 0byyeHHbIM agpecom B MAC-Tabauue.
Ecnn MAC-agpec HasHavyeHuA TpaduKa OTCyTCTBYeT B Tabauue, 6anaHcnpoBka
6yaer NnpousBoAUTLCA NO METOAAM:
— L2-Tpaduk - src-dest-mac;
— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnol azpe2ayuu KaHan0e

CDYHKLI,MEﬁ CTaThdecKkux rpynn LAG asnaetca OG'bEAI/IHEHI/Ie HECKOJIbKUX d)I/I3VI‘-IECKVIX KaHa/10B B O4UH,
YTO NO3BOJIAET YBE/INYNTb NPONYCKHYIO CNOCOBHOCTb KaHana U NOBbICUTb ero OTKa30yCTOl\;1‘-IMBOCTb. Ona
CTaTUYECKUX rpynn NnpnNopmuTeT MCNOJ1Ib30BaHNA KaHa/10B B O6'beﬂ,MHEHHOM ny4yke He 3a4aeTcA.

DAna BknoueHna paboTbl MHTepdeiica B cOcTaBe CTaTUHECKOM rpynnbl UCNOb3yiATe KOMaHAY
channel-group {group} mode on B pexxume KoH$Urypauum cooTseTcTByIOLLEro MHTepdeiica.

4.11.2 lpomokKon azpez2ayuu KaHanoe LACP

dyHKumelt npotoKkona Link Aggregation Control Protocol (LACP) sBnsieTcA 06beiHEHNE HECKONBKNX
dM3nYEeCKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/lioB WMCMOAb3yeTca ANS YBE/NMYEHUS MPOMNyCKHOM
CNocobHOCTM KaHana M MoBbIWEHUA €ro O0TKasoycTonumsocTu. LACP nossonseT nepeaaBatb Tpaduk no
06begMHEHHbBIM KaHaNam B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMM.
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v

uMHTepdeinca.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Dna BKAloueHUa paboTbi

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoM KOHPUrypaLmm:

console (config) #

Tabnunuya 67 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

uHtepdeiica no nporokony LACP wucnonb3yitte KomaHay
channel-group {group} mode active/passive B pexxnme KOHPUrypaumm coOTBETCTBYIOLLErO

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMDbI.

YCTaHOBUTb 3HAYEHMe Nno YMO/I4aHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBuUTb id yyacTHMKa lacp.

Yaanutb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelrica Ethernet:

console (config-if) #

Tabnvua 68 — KomaHabl pexkmuma KoHpurypaumm uHtepoderica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosa LACP:
- long — pnuTtenbHoe Bpema TalimayTa;
- short — manoe Bpems TalimayTa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 69 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MokaszaTtb MHPopmauuio o npoTtokone LACP.

show etherchannel summary

MpocmoTp Hpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHoi nHdopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.

show etherchannel protocol

MpocmoTp npoTtokona LAG.

show etherchannel port

MpocmoTp MHPopmauum o nopTtax B coctase LAG.

show etherchannel port-
channel

MpocmoTp Hpopmauum o LAG.
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MNpumep HacTPOMKMU:

console (config)# set port-channel enable
console (config) # interface port-channel I

console (config-if) #

no shutdown
exit

console (config) # interface range gi 0/1-2
console (config-if-range)# no shutdown
console (config-if-range) # channel-group I mode active

(
(
(
console (config-if) #
(
(
(

4.12 HacrtpoiKa IPv4-agpecauum

B gaHHOM pa3gene onnCaHbl KOMaHAbl ON1A HaCTpOD’IKM CTaTU4eCKMUX napametTpos IP—a,u,pecau,MM,
TaKUX KaK IP—ap,pec, MacCKa noaceTu, Wa3 no YMON4aHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 70 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address
{ip_mask

|prefix_length} [secondary
{ip_address {in_mask

| prefix_length} }]

no ip address [ip_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca 1 Macku noaceTu.
- secondary — no3Bo/IAET HACTPOUTL AOMNONAHUTENbHbIE IPV4-
agpeca Ha Tekywwmit interface vlan. nsa HacTpoliku TpebyeTca
Ha/Mume ocHosHoro IPv4-agpeca Ha uHTepdelice.

Ypnanenue IP-aapeca uHtepdelica.

ip management outer-vlan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BktoyeHne 0bpaboTkm QinQ-TpadmKa ynpasneHus Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewwHW Ter 802.1Q.

l Dna KoppeKTHo paboTbl GyHKLUKN Heo6XoAMMO Hanu-

- ymne akTuBHoro vlan_id Ha KommyTaTope. Npu aTom one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpaunBaeTca
GYHKUMA, LOMKHO 6bITb up.

' [aHHble HACTPOWKKU BbLIMOJIHAIOTCA HA UHTepdeice C-

H VLAN.

BbikntoyeHne 06paboTkm QinQ-Tpaduka ynpasneHus Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
vlan vian_id}] [hostname
name]

no ip address dhcp

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
name: (1..32) cumBona

Monyuyerue IP-agpeca ot DHCP-cepsepa. YcTaHOBKa onuuii 12 1
61.

3anpet ncnonb3osaHuA npotokona DHCP gna nonyyeHus IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

string:(1..256)/moaens

YcTaHOBWUTb 3HaYeHue onumn 60.

no ip dhcp client vendor- KOMMyTaTopa YCTaHOBWTb 3HaYeHUe No YMOIYAHUIO.
specific
Mo-ymonuaHuto, untepoeiicol Vlan HaxoaAarca B coctoasHuu Admin down. MpusecTtu B co-
. croaHue Admin Up ux moxHo komaHgoi no shutdown.
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Mpumep HacTpoikmn obpaboTkm Tpadumka c S-vlan 10, C-vlan 20 Ha CPU:

console#

console (config) # interface wvlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabanua 71 — KomaHgbl pexkmma Privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOYAHUIO

KomaHda

renew dhcp vlan vlan_id

vian_id: (1..4094) OTtnpasuTb 3anpoc K DHCP-cepBepy Ha o6HoBNEeHMe IP-agpeca.

show ip interface vlan vian_id

MoKasaTb KoHdUrypaumio IP-agpecauumn 418 yKasaHHOIo UHTep-

vlan_id: (1..4094) devica

4.13 HacTtpoiiKa IPv6-agpecauum

4.13.1 Npomokon IPv6

KommyTaTopbl noaaepKMBatoT paboTy no npoTokony IPv6, 4To ABnseTcA 601bLNM NPEUMYLLLECTBOM,
T.K. NpoToKo IPv6 paspaboTaH ansa Toro, YTobbl B 6yayLLeM NOHOCTbIO 3aMEHUTb agpecaLmio NPOTOKoAa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPv6 umeeT pacluMpeHHOe agpecHoe npocTpaHcTBo — 128 6UT BmecTo
32. Agpec IPv6 npegcTtasnneT coboit 8 6/10K0B, pasaefieHHbIX 4BOETOYMEM, B KarKaom 6n1oKke 16 6ur,
3aNCaHHbIX B BUAE YeTblpex WeCTHaguaTepuyHbiX ymncen.

Momumo yBennyeHMA aapecHOro MNPOCTPaHCTBA NPOTOKOA IPv6 vmeeT unepapxmyeckyto cxemy
afpecaunn, obecneumBaeT arperauyio MapLUpyToB, ynpowaeT Tabauuy MaplpyTMsauuu, npu 3TOm
3 PeKTMBHOCTb PabOTbl MapLLPYTM3aTOPA NOBLILLAETCA 33 CHET MEXaHM3Ma OOHapyKeHMA COCeAHUX Y310B.

Y

v

Ecnu 3HayeHue rpynnbl MM HECKONbKUX rpynn Nnoapaa B agpece nporokona IPvé pasHo Hynto
— 0000, TO pMaHHble Trpynnbl MoOryT ObiTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb cCOKpaleH go FE40::AD21:FE43. Co-
KpaleHUIo He MoryT 6biTb No4BepPrHyTbl 2 pasaenieHHble HyneBble rpynnbl U3-3a BOSHUKHO-
BeHuA HeogHo3HauHocTU. CoKpalaeTca caman 6onbluan Hysnesas rpynna.

EUI-64 — at0 npeHtudukarop, cosgaHHblii Ha 6ase MAC-appeca uHtepdeiica, ABnatoWMACA
64 mnapgwumn 6utamm IPvb-agpeca. MAC-agpec pa3buBaerca Ha ABe 4acTu no 24 6ura,
MeXpay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliku npomokKona IPve

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #
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Tabnunua 72 — KomaHabl perknuma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLIpYTU3aLMI0 MEXAY ipv6-npedukcamm.

OTKNOUUTD MapLLPYTU3ALMIO MEXAY ipVE-npedurkcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXX XX XX XX/ -

Co3paTb cTaTUYecKyto 3anuck ipvb neighbor.

Y[anuTb cTaTMUYecKyto 3anuck ipv6 neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX:: XXXX:
administrative_distance:

(1-255)

HacTpouTb CTaTMUYECKUIA MapLIPYT A0 YKa3aHHOro ipve-npedukca.

Y8anuTb CTaTUYECKUI MapLipyT A0 YKasaHHoro npedukca.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

Buz 3anpoca KOMaHAHOM CTPOKM B pexnme KoHUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnvua 73 — KomaHabl pexkuma KoHburypaumm nHtepoeiica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkatounTb paboTy npoTokona IPv6 Ha nHTepdeiice. leHepupyeT
ipv6 link-local agpec Ha gaHHOM nHTepdelice.

OTKNtoUNTL paboTy NpoToKona IPv6 Ha nHTepdeiice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-local

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM nHTepdeiice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ana reHepaumm agpeca.

YaanuTb yKasaHHbIi agpec ¢ uHtepderica.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 74 — KomaHapl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOA4YaHUIo

Aelicmeue

show ipv6 interface [vlan
vian]

OT06pPa3nTb COCTOAHME U HAaCTPOMKU IPV6-nHTepdelicos.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

OT06pasnTb Tabanuy maplupyTusaunv ans IPve.

98

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

show ipv6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OT06pasnTb CTAaTUCTUKY MO MPUHATBIM M OTMNPaBAEHHbIM
IPv6-nakeTtam.

4.14 HacTpoiiKa NpOTOKON0B

4.14.1 Hacmpolika npomoKosaa ARP

ARP (Address Resolution Protocol — npoTokon paspelweHuns aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINONHALWMIA dyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAEPIKALLErocsa B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 75 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumnm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBuTb cTaTUUeckyto 3anucb cootsetcTaus IP- u MAC-agpecos
B Tabanuy ARP ana ykasaHHoi VLAN.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanutb cTaTMYecKyto 3anucb cootseTtcTauaA IP- n MAC-agpecos
13 Tabaunubl ARP ansa ykasaHHoro B KomaHgae IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHa,

YCTaHOBWTbL MHTEPBAN MEXKAY OTNPaBKoM gratuitous arp cooblue-
HUN.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
ceK

HacTpouTb Bpems }KU3HW SUHaMUYECKUX 3anuceli B Tabanue ARP
(cek).

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 76 — KomaHabl pexkuma KoHourypauum uHtepdelica

no ip arp gratuitous periodic

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
ip arp gratuitous periodic BKAOUMTB OTMNpPaBKy gratuitous arp-coobLLeHn.
-/BKNIOYEHO

BbIKNOUMTL OTNPABKY gratuitous arp-coobLyeHuit.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnunua 77 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No UHTEpdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYH CTaTUCTUKY MPOTOKONA arp.

clearip arp

YaanuTb Bce AMHamu4yeckmne sanucu 3 ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHW3M N03BOAET YCTOMCTBY OTC/IEKMBATb 3aK0/1bLLOBAHHbIE NOPTbI. [1eTns Ha nopTy 06-
HapYyXMBaeTcA NyTem OTCbIIKM KOMMYyTaTopom Kaapa (frame) c MAC-agpecom nopta KoMmyTaTopa B nose
Source MAC v wupoKoBeLaTebHbIM (N0 yMon4aHuio) agpecom B nosie Destination MAC.

KomaHObI pexcuma 2n06as1bHoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabanua 78 — KomaHgbl pexknuma rnobanbHoi KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAKOYEHO

OTkAtounTb paboTy moayns loopback-detection Ha ycTpolicTse.

’ DaHHas KomaHga oTKA4aeT paboty mogynsa loopback-

L detection ¢ 6e3803BpaTHbIM yAaNeHMEM BCEX HACTPOEK
6n0Ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUMTL MeXaHU3M 06Hapy)KeHMﬂ neTenb ANA KOMMYTATOpPa.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHoBUTL MHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

mac_address

CEeKYH
no loopback-detection interval YHA BocCCTaHOBUTbL 3HaYeHWe No YMONYaHUIO.
loopback-detection Onpegenntb MAC-agpec HazHauyeHus, ykasaHHbIn B LDB-Kkagpe.
destination-address - [ffff A fFFf:ff Mo ymonuyaHuio MAC-agpec HasHaYeHUA WMPOKOBELLA-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypaumum mHtepdeiica Ethernet, nnrtepdeitca

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port | twopointfivegigabitethernet two port |
| port-channel group}

te port

console (config-if) #

tengigabitethernet

Tabnunua 79 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HavyeHue
no ymoan4aHuro

Aelicmeue

loopback-detection enable

-/BbIKNIOYEHO

BKIOUMTb MeXaHU3M 06Hapy)KeHMﬂ neTesib Ha NopTy.
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| loopback-detection disable | BoCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 80 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

show loopback-detection OTob6pa3unTb cocTosHne mexaHM3Ma loopback-detection.
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

te_port | statistics]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

debug loopback-detection [all BKAOUMTbL OTNpaBKy coobuieHmnit no cobbitnam loopback-detec-
| buffer-alloc | control | -/OTKNOHYEHO tion.
critical | pkt-dump | pkt-flow ]

4.14.3 Cemeiicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHoOW 3agavei npotoKkosa STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetn Ethernet c
MHOXEeCTBEHHbIMW CBA3AMM K APEBOBMAHON TOMONOrMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaALMOHHBIMU COOBLWEHMAMM, MCMOAb3YA Kaapbl crneuwanbHoro ¢opmarta, U
BbIOOPOYHO BK/IOYALOT M OTKKOYAOT Nepeaayy Ha NopTol.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBeplLIeHCTBOBaHMEM MNpPOTOKona STP, xapakTepusyetcs
MEHbLUMM BpEMEHEM MpPUBELEHUA CeTM K [PEeBOBMAHOW TOMo/MOrMM U umeeT 6osee BbICOKYIO
YCTOMYNBOCTbD.

Mpotokon Multiple STP (MSTP) sBndetcA Haubonee coBpemeHHOW peanusaumein STP,
nogaeprkmpatoweir mcnonb3osaHme VLAN. MSTP npegnonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA SK3eMMNASAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMnaap MOKeT cogepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKona
MSTP aBnsieTca To, YTO Ha BCEX KOMMYyTATOpax, B3anmogencreyrowmx no MSTP, gonxKHbl 6biTb 04MHAKOBO
CKOHUrypupoBsaHbl rpynnbl VLAN.

V MaKcmmmanbHO aonyctumoe Koamyectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3400-
48F, MES3710P.
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Tabnnuya 81 — KomaHabl pexkmma rnobanbHol KoHurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

shutdown spanning-tree

OTKAoYNUTL paboTy moayna STP Ha ycTpoiicTae.
[aHHas KomaHga oTKA4YaeT paboty mogynsa STP ¢ 6es-

. BO3BPaTHbIM yAaneHueMm Bcex HacTpoek 6noka STP.
-/BKntosieno l Mogaynb STP BKAlOYaeTcA KOMaHAo spanning-tree.

.
spanning-tree /BKMioUeHO Pa3spewntb NCNosb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
no spanning-tree 3anpeTnTb MCNOab30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode { rst | YCTaHOBUTb pexuMm paboTbl NpoTokosia STP:
mst | rapid-pvst} - rst — |IEEE 802.1W Rapid Spanning Tree Protocol;

-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBAN BPEMEHM, 3aTPAYMBAEMbI Ha NPOCAYLUMBA-
HWEe M U3yyeHWe COCTOAHWIA Nepes NepekNtoYeHUemM B COCTOSHWE
nepegayu.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWTb MHTEPBA/ BPEMEHM MEXAY Nepefadyamu LMPOKOoBeLLa-
TeNbHbIX coobuieHmni «Hello» K B3aMmogencTBYOWMM KOMMYTaTO-
pam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeEMA XKU3HK cBA3ytowero gepesa STP.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpolicTea B cBssytolem aepese STP.
3HayeHune npuopuTeTa AOMKHO ObITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIK/IIOYEHO

BKAtOUNTL AMHAMMYecKoe onpeseneHme LeHHOCTU NyTy.
- lag-speed — onpeaeneHne LEeHHOCTM NyTM ByAeT BbIYMCAATHCA
npu nameHeHmmn ckopoctn LAG.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

spanning-tree pathcost
method {long|short}

YcTaHOBUTbL MeToZ onpeaeneHusa LLeHHOCTU NyTH.
- long — 3HavyeHMe ueHHOCTU B granasoHe 1..200000000;

-/long - short — 3HayeHue LeHHOCTU B AManas3oHe 1..65535.
no spanning-tree pathcost YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
method
spanning-tree compatibility Bepcua coemectumoctun STP.
mst | rst | st
{ | | stp} -/BKAOYEHO

no spanning-tree
compatibility

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MNoporosoe kKoanyectso TCN BPDU, npu KoTopom 3anyckaeTcs Tai-
Mep, KOTopbIl paBeH 3HaveHuto flush-interval.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HaYeHWe MHTepBana, Moc/ie KOTOporo npou3onaér
ounctka MAC-Tabnumubl nocne nonyyeHusa TCN BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHWUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

370 3HaYeHMe YKa3biBaeT MaKCMMa/IbHOE KO/IMYECTBO MaKeToB, Ko-
Topble MOryT 6biTb OTNpPaB/ieHbl B 33a4aHHbIN MHTEPBAN BPEMEHM
hello-time.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbiNo/NHEHUE
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdgelica 2pynmnsl Nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 82 — KomaHabl pexkmma KoHourypauum uitepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree disable

3anpeTutb paboTy npoTokona STP Ha KOHGUrypupyemMom MHTep-
deiice.

-/paspeLweHo
no spanning-tree disable /pasp Pa3spewntb paboTy npotokona STP Ha KOHUIypUpyeMom UHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIW MHTepdeic.
) - oSt — LEHHOCTb NyTH.
. (1..200000000)/cm. 4 YT
no spanning-tree cost TabnuLy 83 YCTaHOBWUTb 3HayeHWe, OMNpeaesiemoe Ha OCHOBAHWW CKOPOCTU

nopTta M MeToga onpeaeneHna LeHHOCTU NyTH, cM.Tabanuy 83

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTbL NpUopuUTET MHTEpPdeica B cBasytlollem aepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YCTaHOBWTb 3HaYe€HMe N0 YMOIYAHWIO.

spanning-tree portfast

no spanning-tree portfast

BKOUNTL PEXKMM, B KOTOPOM MOPT NPV NOAHATUM HA HEM /IMHKA
Cpasy CTaHOBWTCA B COCTOAHMUE Mepeaayu, He AOXMUIAAACh UcTeye-
HUA Talimepa.

BbIKNOUNTL peXMM MOMEHTA/IbHOIO nepexoAa B COCTOAHME nepe-
341 N0 NOAHATUIO KIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeleHo

Pa3pelunTb Ha MHTepdelice LONONHUTENbHYIO 3aLLUTY OT neTenb. B
cnyyae, ecnn uHTepdeinc HaxoaUTCa B COCTOSAAHUM, OTJIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
Kupyertcs.

3anpeTuTb AONONHUTENbHYIO 3alWKUTy OT BOSHMKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHune
rnobanbHoOM HaCcTPOIKK

BKNOUMTDL 3aWUTY KKOPHA» ANA BCEX CBA3YIOLWMX AepeBbeB STP Bbli-
6paHHOro nopra.

- root — 3anpeLaet uHTepdelicy bbiTb KOPHEBLIM NOPTOM KOMMY-
TaTopa;

- loop — BK/tOYaEeT Ha UHTepdence AOMNONHUTENbHYIO 3aLUUTY OT
netenb. B cnyyae, ecnu nHtepdeinc HaxoanTCs B COCTOAHUMU, OTINY-
Hom ot Designated n npu aTom nepectaer nosay4yato BPDU, uHTep-
devic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Mcnonb3oBaTh r106abHY0 HAaCTPOMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aLWmMTy, BbIKAIOYAOLWYHO MHTEpdEC Npu Nnpuéme nake-
TO08 BPDU.

3anpeTuTb 3aWUTY, BbIKAHOYAOLWYO MHTEpEeC Npy Npuéme nake-
TO08 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnexkcHoro
nopTa «TOYKa-TOYKa,
AN NONYAYNNEKCHOro

— «Pa3BEeTB/IEHHbIN»

YctaHoBuTb NnpoTokon RSTP B nepepatolee coctoaHue un onpeae-
NTb TUN CBA3W AN BbIOGPAHHOrO Nopra:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBWTb 3HaYEHMEe N0 YMOYAHWIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewnts npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewmnTb Npuém n nepegadyy STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.

no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHME MO YMOHAHUIO.

spanning-tree auto-edge BK/1lOYMTb aBTOMATMYECKOE onpefeneHne KIMEHTCKUX NOPTOB.
no spanning-tree auto-edge /Brni04EHO BbIK/IOYMTL aBTOMATMYECKOE onpeaeneHne KAMeHTCKUX NoPTOB.
spanning-tree {bpdu-receive | /BKAtoMEHO BK/IIOUNTL pexunm npréma m/mnm nepesaum Ha uHtepdeiice.

bpdu-transmit} enable
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spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKOUMTL pexkUM Npuéma u/unm nepesfaum Ha uHTepodeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTpouTb npuoputeT ana pseudoRoot Ha MHTepdeiice.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtouMTb Ha MHTepdelice GYHKLUMIO 3aWmTbl OT aTak.

OTKNOYNTb Ha UHTepdelice GYHKUMIO 3alLMTbI OT aTak.

Tabnnua 83 — CToMMOCTb NYyTK, YCTaHOBNEHHAA MO YMOYaHUIO (spanning-tree cost)

Unmepdeiic Melrzsz onpedeneHus yeHHocmu S:;’y::tu

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 999900 56

LAG 100M 99900 12

LAG 1G 9900 3

LAG 10G 900 2

/' CTOMMOCTb NYTU ANA rPynnbl KaHaN0B No meToAy long no ymonuaHutio onpegensercs
AeneHnem CToMMocTn uHtepdeiica Ha KoaMYecTBO IMHKOB B rpynne -100. 3HaueHue
cost ana LAG npuBeAeHO C Y4ETOM YNeHCTBA B HEM 2 Ppu3nyecKuX nHTeppeincos.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 84 — KomaHabl perkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MoKa3aTb cocToaHWe npoTokona STP Ha nHTepdeiice.

show spanning-tree detail

MoKasaTb Noapo6HY MHPOPMALMIO O HACTPOIMKaX NPOTOKONA
STP.

show spanning-tree active
[detail]

Moka3aTb HGOPMALMIO O COCTOAHUM O HAcTpoMKax STP Ha aKkTuB-
HbIX MOPTaXx.
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show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTob6pa3unTb HacTpoiku STP Ha bridge.

show spanning-tree pathcost
method

0OT06pa3sunTb MHPOPMaLMIO O MeTOAE onpeaeneHnUs CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OTo6pa3unTb MHGopmaLmio o root B Tonosorum STP.

show spanning-tree summary

OTO06pa3sunTb COCTOAHME NPOTOKONA STP OTHOCUTENIbHO UHTEPdENt-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 85 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBWTb NPUOPUTET AN1A AAaHHOrO KOMMYTaTopa nepes, ocTab-
HbIMM, UCNO/B3YIOLWMMM 06K SK3emnnap MSTP.

- instance_id — ak3emnnap MST;

- priority — npuopuTeT KOMMyTaTOpa.

V 3HauyeHue npuopuTeTa AO0MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ana aksemnnapa MST,
npv KOTOPOM 3anycKaeTcs Takimep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCUMasibHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB ANA
naketa BPDU, Heobxoanmbix aaa GopMmMpoBaHUA AepeBa U yaep-
YKaHusA MHGOpPMaLMKM O ero CTpoeHuu. Ecim nakeT yKe npoLluen mak-
CMMa/IbHOE KOIMYECTBO TPAH3UTHbIX YYACTKOB, TO Ha caeaylowem
y4yacTke OH oTbpacbiBaeTca.

- hop_count — maKcMmasibHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB
ans naketa BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypauum npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

Bupa 3anpoca KOMaHAHOM CTPOKK B pexnume KoHdurypaumm npotokona MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnnuya 86 — KomaHabl pexkMma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTb COOTBETCTBME MENXKAY IK3eMNAApPOM npoTokona MSTP um
rpynnamu VLAN.

- instance-id — npeHTMdMKaTOp 3K3emniApa NpoTokoia MSTP;

- vlan-range — Homep rpynnbl VLAN.
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no instance instance_id vlan

Yaanutb COOTBETCTBME MeXAy dK3emnaapom npoTtokona MSTP u

vlan_range rpynnamu VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string — vma KoHourypauum MST.

no name Ypanute umsa KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaTb HoMep peBu3nm KoHbuUrypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHue No ymondaHuio (value).

exit

BbixoZ M3 perkuMma KoHourypaumm npotokona MSTP c coxpaHe-
HUEM KoHoUrypaumm.

KomaHObI pexcuma KoHguaypayuu uHmepdgetica Ethernet, uHmepdgelica epynnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 87 — KomaHapl pexkxuma KoHourypauum nHtepdeiica Ethernet, rpynnbi noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3almMTa BbIK/IOYEHa

BKAIOYMTDb 3aLUUTY KKOPHA» A/1A BCEX CBA3YIOLWMX AepeBbeB STP BblI-
6paHHOro nopta. [aHHaa 3awmTa 3anpewaet uHTepdency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTopa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

port-priority priority

spanning-tree mst instance_id

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTbL NpuopuTeT MHTepdelica B aksemnasape MSTP.
- instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;
- priority — npuopuTeT nHTepdelica.

V 3HaueHue NpuopuUTeTa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

cost cost

spanning-tree mst instance_id

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NyTW Yepe3 BblGpaHHbIM WHTepdeinc anA
onpeaeneHHOro sksemnasapa npotokoaa MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP.

- cOSt — LLleHHOCTb NyTW.

YCTaHOBUTb 3HayeHue, onpeaensiemMoe Ha OCHOBAHUM CKOPOCTU
nopTa U MeToAa onpeaeneHns LeHHOCTU NyTu, cMm. Tabauuy 83.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCcTaHOBUTbL NpuopuTeT MHTepdelica B KOPHEBOM CBA3YOLWEM Ae-
pese MSTP.

V 3HaueHMe NpuopuTeTa J,O0MKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKAOYUTBL MM OTKNKOUUTL spanning-tree Root Guard B yKazaHHOM
ak3emnaape MST.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKM pexkmma Privileged EXEC:

console#
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Tabnuua 88 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

show spanning-tree Mokas3aTb KoHbMUrypaumto npoTokona STP.
interface {fastethernet fa_port |
gigabitethernet gi_port |

twopointfivegigabitethernet fa_port: (0/1..24);
two_port | gi_port: (0/1..48);
tengigabitethernet te_port two_port: (0/1..8);
| port-channel group} te_port: (0/1..11);
[bpduguard | cost | detail | group: (1..24)

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

show spanning-tree mst
instance_id [detail]

Moka3satb noapo6Hyto MHGOoPMaLUIO O

i id: (1.. .
instance_id: (1..63) HacTpolke npoTokona STP.

show spanning-tree mst MokasaTb MHPOPMALMIO O CKOHOUIYPUPOBAHHbIX
configuration aksemnnapax MSTP.
clear spanning-tree mst OumncTKa cyeTynkos STP.

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}}

4.14.3.3 Hacmpolika npomokona Rapid-PVST+ 1

Bcero nogpep:kaHo 64 RPVST-uHctaHca. NMpu aTom HyneBon ncnonb3yeTca ANA BCex
VLAN, B kKoTopbix oTKAto4YeH RPVST. Kaxxgomy VLAN c BkatoyeHHbIm RPVST
coorseTcTByeT oaguH RPVST-UHcTaHC.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu
BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rinobanbHoM KoHbUrypaumm:

console (config) #

Tabnuua 89 — KomaHab! pexxkmma rnobanbHON KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
spanning-tree vlan vian BkntounTb STP B BbIBpaHHOM vian.
vlan: (1..4094) -vlan — Homep VLAN.
no spanning-tree vlan vian i BbikntounTb STP B BbIGpaHHOM vian.

KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN’ 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range)#

1 ®dyHKUMA noanepuBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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Tabnnuya 90 — KomaHabl pexkmma KoHourypaumm VLAN

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

spanning-tree forward-time

d
seconds seconds: (4..30)/15 cek

no spanning-tree forward-time

YCTaHOBUTb MHTEPBA/I BPEMEHM, 3aTPayuMBaemMblii Ha NPOC/yLLNBA-
HWEe U U3yYyeHWe COCTOAHWI Nepes NepeKkItoyeHNEM B COCTOAHME
nepegauu.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

spanning-tree hello-time sec-

d.
onas seconds: (1..10)/2 cek

no spanning-tree hello-time

YCTaHOBWUTbL MHTEPBaN BPEMEHU MEXAY Nepefadyamu LMpPOoKoBe-
waTenbHbIX coobuieHunii «Hello» K B3aMmoaencTByOWMM KOMMY-
TaToOpam.

YCTaHOBWUTb 3HaYEeHME N0 YMONYAHWUIO.

spanning-tree max-age sec-
onds seconds: (6..40)/20 cek
no spanning-tree max-age

YCTaHOBUTL BpemA XU3HU cBA3ytowero aepesa STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

spanning-tree priority prior_val
P & P ¥ prior_ prior_val:

(0..61440)/32768

no spanning-tree priority

HacTpouTb npuopuTeT ycTpoiicTBa B cBA3ytoLem aepese STP.
3HayeHue NpuopuTeTa A0XKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

spanning-tree hold-count
count

count: (1..10)/6

no spanning-tree hold-count

ITOo 3HaYeHMe YKa3biBaeT MaKCMMaibHOE KOJIMYECTBO NAKETOB, KO-
TOpble MOryT ObiTb OTNPaB/EHbl B 3aZ@HHbIA MHTEPBANA BPeMEHMU
hello-time.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

! Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xoanmo BbiNnoAHeHUe
o ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi NopmMos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexumme KoHourypauum mHtepdeiica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 91 — KomaHgbl pexknma KoHpurypaumm nHtepderica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

spanning-tree vlan vlan cost

cost:
cost

(1..200000000)/cm.
Tabnuuy 83;
vlan: (1..4094)

no spanning-tree vlan vian cost

YCTaHOBWTb LLEHHOCTb NYTK Yepes AaHHblIi MHTepdeiic.
- COSt — LeHHOCTb MyTH;
-vlan — Homep VLAN.

YCTaHOBUTbL 3HauyeHue, onpenensiemoe Ha OCHOBAaHWM CKOPOCTU
nopTa M MeToAa onpeaeneHns LeHHOCTM NyTH, cm.Tabanuy 83.

spanning-tree vlan v/an port-

riority priorit
P yp 4 priority: (0..240)/128;

vlan: (1..4094)

no spanning-tree vlan vian
port--priority

YCcTaHOBUTb NMpUOPUTET MHTEpdElica B cBA3yIoLLEM Aepese STP.
- vlan — Homep VLAN.

V 3HauyeHMe npuopuTeTa AOMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnuua 92 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3Ha4yeHue/3Ha4yeHue no ymonya- Aelicmeue
HUo
show spanning-tree vlan vian MokasaTb KoHUrypaumto npotokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BNaHe.
- vlan — Homep VLAN;
- active — oTo6paKeHNe aKTUBHbIE UHTEP-
vlan: (1..4094) deiicsl;
- blockedports — oTob6parkeHune 3ab10KkMpoBa-
Hble nHTepdelichbl;
- detail — noapobHaa nHGopmauus.
show spanning-tree inter- MokasaTb KoHodUrypaumuto npoTtokona RPVST B
face {fastethernet fa_port | giga- vlan: (1..4094); KOHKPETHOM B/laHe Ha UHTepodeice.

bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);

- vlan — Homep VLAN;

- active — oTobpakeHue aKTUBHbIE UHTEP-
deiicbl;

- blockedports — oTo6paxkeHne 3ab1okupoBsa-

[{active | blockedports}] [detail] group: (1..24) Hble MHTepdeichl;
- detail — nogpo6bHas nHpopmaums.
show spanning-tree vlan vian
pathco:t-metﬁod v vlan: (1..4094) MokasaTb KoHUrypaumto pathcost.
sh.ow spanning-tree vlan vian vian: (1..4094) MokasaTb KOHUIrypaLMIo TEKYLLETO KOMMYTa-
bridge Topa.
::::v spanning-tree vlan vian vian: (1..4094) Tﬂ:::aaTb KOHPUrypaL Mo KOPHEBOFO KOMMYyTa-

4.14.4 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuusa Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CayXebHble NaKeTbl pas/INyHbIX

L2-npoTokosioB (PDU) yepes ceTb NpoBaiiaepa, YTo NO3BOAET «MPO3PAYHO» CBA3ATb KNMEHTCKMUE CETMEHTbI
cetu.

L2PT wmHkancyampyet PDU Ha rpaHMYHOM KOMMyTaTope, nepesaeT MX Ha LPYroh rpaHMYHbIN
KOMMYTaTOp, KOTOPbI OXUAAET CreunanbHble MHKANCYIMPOBaHHbIE Kaapbl, @ 3aTeM AeKancyampyeT ux,
YTO NO3BOAAET NONb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnuya 93 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTb agpec HasHauYeHUsa 419 MHKaNCyIMpPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBWTb afpec HasHauYeHUs A9 MHKaNCyIMPOBaHHbIX KapoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

lldp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBWTb afpec Ha3HauYeHUs A9 MHKaNCyMPOBaHHbIX KapoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

isis-l11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBUTb agpec HasHaYeHUs A1 MHKanCyMpPOBaHHbIX Kagpos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBWTb afpec HasHayYeHWUs A9 MHKaNCyIMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBWTb afpec HasHauYeHUsa A9 MHKaNCyIMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

109




HELTEX

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBUTb aApec HasHayYeHua 4/ MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb aApec HasHayYeHa A4J1A MHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBWUTb afpec Ha3HaYeHWa ANA UHKaNCY/IMPOBaHHbIX KaapoB
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTb aApec HasHayYeHWUsa A/1A UHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLETO NPOTOKONA.

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBUTb aApec HasHayYeHWUa A4/1A MHKaMCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYOLLETO NPOTOKOA.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHodurypaumm nutepdencos Ethernet:

console (config-if) #

Tabanua 94 — KomaHgbl pexnuma KoHpurypaumm nHtepoericos Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-I11 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BKAKOUUTBL pexxnum nHkancynaumm PDU.

BbIkMt0UNTb pexkum nHkancynaumm PDU.

Mpu BKAOYEHUU HKancynsauuu ana VTP uHKancyampoBaTtbca 6yaer BcA rpynna npoToKo-
H nos ¢ MAC-agpecamu HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 95 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM WUH-
Tepoeiicam.

show I2protocol tunnel-mac-
address

OT06pasunTb agpeca HasHaYeHNA AN MHKANCYIMPOBAHHbIX KaApoB
(frame).

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKumMen npotoKosa Link Layer Discovery Protocol (LLDP) sagnsetca obmeH mexay

CEeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmauma, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMUCTBAX U MOXKET ObITb 3aMpoLUeHa YNPaBAAOLWLMM KOMMNbIOTEPOM
no npotokony SNMP. Takum o6pasom, Ha OCHOBaHMW COBpPaHHON MHPOPMALMK, Ha YMNPaBAAOLLEM
KOMMbIOTEPE MOXKET BbITb CMOAEANPOBAHA TOMNOIOMUSA CETU.
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KommyTaTopbl NOAAEPKMBAOT Nepedady Kak CTaHAAPTHbIX MapamMeTpoB, TaK U OMUMOHANbHbIX,

TaKUX KaK:

— MM YCTPOICTBA M ero onucaHue;
—  MMA NOpTa U ero onucaHue;
—  uHbopmauma o MAC/PHY;

- UT.A.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanuya 96 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

shutdown lidp

no shutdown lidp

-/BKNIOYEHO

OTKAtounTbL paboTy moayns LLDP Ha ycTpolicTBe.
JaHHaa KomaHAa oTKAloYaeT paboty moaynsa LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610Ka
LLDP.

BKatounTb paboty moayns LLDP Ha ycTpolicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspewmnTs KOMMyTaTOpPYy MCNONb30BaHWe NpoToKkona LLDP.

3anpeTnTb KOMMYTaTOpPYy MCNOAb30BaHWe NPoToKona LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/IIOYEHO

Bkntountb otnpasky LLDP-MED.

OTKntounTb oTNpasky LLDP-MED.

lidp lldpdu filtering

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbiit ByayT otcbinatecs lldp-Kkagpol.
- lldp-Kagpbl TaK ke 6yayT Ay6bAanMpoBaTbea Ha cTaHAapPTHbIN MAC-ag-
pec.
lidp lldpdu flooding Jfiltering YCTaHOBUTb pexxum duabTpaumm naketos LLDP BPDU.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lldp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3apaTb chassis-id-subtype gna lldp-kagpa.

BepHyTb K 3HAaYeHUIO N0 YMONYaHUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4epXKKy MOBTOPHOW WMHMLMANU3aumu (Bpems 3a-
OEPXKKMU, BbiNosHAemoe LLDP ana noBTOPHON MHMUMANU3aLmMM Ha
ntobom nHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY Heo6X0AMMO BbICTaBUTb
3Ha4YeHUe No YMONYaHMIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBWTbL MHTepBan nepeaauu lldp-kagpos.
/| UTo6bl OTMEHUTb HACTPOiKYy Heob6XoAMMO BbICTaBUTbL
3HauYeHne No YMONYAHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasibHYH CKOpoCTb nepegauu lldp-kagpos.
Seconds — nepuog BpemeHun B TeYeHNM KOTOPOro YCTPOMCTBO MO-
JKEeT 0TNpaBuTb He Bonee ogHoro Kagpa (frame).
V YT106bl OTMEHUTb HACTPONKY HEeobXxoAUMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANIbHYIO OAUTENBHOCTb 3a4EPMKKU, MeXay no-
cnepoBaTtenbHbIMKU Kagpamu LLDP.
YTo6bl OTMEHUTb HACTPOIKY HeobXxoAMMO BbICTaBUTb
V 3HaYeHUe No YMOHaHMUIO.

lidp txCreditMax value

YcTaHOBUTb 3HaveHune Credit Max (MakcMmManbHOe KOAMYecTso no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopblie moryT 6biTb NepeaaHbl B /to-
60e Bpems).
lidp txFastInit value value: (1.8) YCTaHOBWTb YMCNO NAKeToB, KOTopoe byayT OTNpaBAATbCA B ne-

puog fast init.
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KomaHObI pexcuma KoHgpua2ypayuu uHmepageticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHdurypaumm nutepdencos Ethernet:

console (config-if) #

Tabaunuya 97 — KomaHzabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lldp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IIOYEHO

3agatb MAC-agpec, Ha KoTopbl byayT oTcbinaTteea lldp-Kagpsbl.

Yaoanute MAC-agpec, Ha KoTopbliit 6yayT oTcbinaTtbces lldp-kagpsi.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKOYEHO

Pa3spewaet nepegayy naketoB no npoTtokony LLDP Ha uHTep-
deiice.

3anpeTnTtb Nepepadvyy nNaketoB No NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lldp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHaunTb npasuno network-policy sgaHHoOMy uHTepdelicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lildp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3a4aTb MEeCTONOI0KeHNe YyCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPAUHAT;

- civic_address_data — agmMHUCTPaTMBHBIN aApec YyCTPOMUCTBA;

- elin_data — agpec 8 popmarte, onpegeneHHom ANSI/TIA 1057.

Ypanutb MecTononoxeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CroHourypuposaTb TLV LLDP-MED Ha gaHHoMm uHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdelice.

lldp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lidp notification

BKAtOUNTL OTNPaBKy Tpanos no cobbiTmam LLDP.

OTKNOYUTL OTNPaABKY Tpanos no cobbiTuam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apaTb ID Port Subtype ans kagpa LLDP.

no lidp receive [mac-address
mac_addr]

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
lidp receive [mac-address PaspewnTtb nHTEpdElicy NpuHMmaTh Kaapbl LLDP.
mac_addr]
-/BKAOYEHO

3anpetuTb UHTEpPdEcy NPUHMMATL Kaapbl LLDP.

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpefenntb Kakne 6asosble onuumoHanbHble TLV-nons 6yayt
BKJIKOYEHbI YCTPOMCTBOM B Nepegasaembiii LLDP-naker.

YCTaHOBWTb 3HaYE€HME N0 YMOIYAHWUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakue cneyunasnbHble onuuoHanbHble TLV-nona 6y-
OYT BK/IIOYEHbI YCTPOMUCTBOM B nepenasaemblit LLDP-nakerT.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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V MaKketbl LLDP, npuHATble yepe3 rpynny NopToB, 3aNOMMHAIOTCA MHAMBUAYA/IbHO NOPTaMU
rpynnbl, NPUHABLWIMMM cooblieHuna. LLDP oTnpaBaseT pasnuuHblie cOObLWEHNA Ha KaXKAblii
nopT rpynnbl.

/ Pa6oTa npoTtokona LLDP He 3aBMCUT OT cOCTOAHUA NpOoToKoaa STP Ha nopTy, nakeTbl LLDP oT-
NpPaBAAKTCA U NPUHUMAIOTCA HA 336/10KMPOBaAHHbIX NPOTOKO/I0M STP-nopTax.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:
console#

Tabanua 98 — KomaHgbl pexkmma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmesue
no ymoa4aHuro
show lldp local MNokasaTtb LLDP-nHdpopmaumio, KOTOPYH aHOHCUMPYIOT MNOPTbI.
[gigabitethernet gi_port |
twopointfivegigabitethernet -
two_port | tengigabitethernet
te_port] [mgmt-addr]
show lldp neighbors [detail] i MNMokas3aTb MHPOPMaLMIO O COCEAHMX YCTPOMUCTBAX, Ha KOTOPbIX pa-
60TaeT npoTokon LLDP.
show lldp statistics - MokasaTb cTaTucTUKy LLDP.
Tabnnuya 99 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpeaenserT, Kak 4acTo ycTpoicTeo wneT LLDP-o6HoBNEHMA.

Onpeaenset BeanuunHy spemenu (TTL, Time-To-Live) Ans npuHMMalOLLEro YCTPOMCTBa,
Hold Multiplier B TEYEHME KOTOPOTO HY}KHO YAEPKMBaTb NPpMHMMaemble nakeTbl LLDP nepeg, nx cbpo-
com: TTL = Timer * Hold Multiplier.

Onpeaenaet MMHUMA/IbHOE BPeMSA, B TE4EHWE KOTOPOro NopT 6yp,eT OXnaaTb nepen

Reinit delay nocbinKol cnepytowero LLDP-coobueHus.

Tx delay OnpepenseT 3a4eprKKy mexay I'IOCj1e,D,yIOLLI,VIMVI nepegayvyamu LLDP-Kagpos, MHULUK-
POBaHHbIX U3MEHEHUAMMW 3HAYEeHN NnMbo cTaTyca.

Port Homep nopra.

State Pexxum paboTbl nopTa AN npoTtokona LLDP.

TLV-onuuu, KoTopble nepeaatoTca
Bo3MOXHble 3HavyeHus:

PD — Onucanue nopta;

SN — CuctemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Optional TLVs

Address AZpec ycTpoincTBa, KoTopbli nepeaaeTtcs B LLDP-coobueHumax.

Notifications YKasblBaeT, paspeLleHbl nau 3anpeweHbl ysegomneHusa LLDP.
Tabanya 100 — OnucaHue pesynbTaTos

Mone OnucaHue

Port Homep nopTa.

Device ID Mmsa nnn MAC-agpec coceHero ycTpoicraa.

Port ID NaeHTudUKaTop NopTa coceHero ycTpoicTaa.

System name CucTeMHOE UMA YCTPOKCTBA.
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Capabilities

[aHHoe none onucbiBaeT TMN yCcTpoiiCTBa:

B — Mocr (Bridge);

R — MapuwpyTtunsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTtporictso (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosToputens (Repeater);

O — Tun HeunssecrteH (Other).

System description

OnucaHuWe cocefHero ycTpoicTea

Port description

OnucaHune nopTa coceagHero ycTpoicTBa

Management address

Appec ynpasneHus ycTponcTBom.

Auto-negotiation support

Onpepgenset, NOAAEPKMBAETCA /I aBTOMATUMYECKOE OnpeaesieHne pexnma rnopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA AW MOAAEPIKKA aBTOMATUYECKOrO ONpeaesieHuns pexnuma
nopra.

Auto-negotiation
Advertised Capabilities

OnpepenseT pexumsl, nogaepxnaemble GyHKLMEN aBTOMATUYECKOrO onpeaeneHus
nopTa.

Operational MAU type

Pabounini MAU-TUN ycTpoicTaa.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1

(
(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

)# 1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp

) #
) #
) #
) #
) #
) #
) #
) #
)# 1lldp

tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select

basic-tlv
basic-tlv
basic-tlv
basic-tlv
basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

port-descr

sys-name

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1

port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

MpoTtokon ERPS (Ethernet Ring Protection Switching) npegHasHauyeH gna NoBbIWEHWA YCTONYMBOCTH
W HaZeXHOCTU CeTV nepefayun AaHHbIX, UMEOLLE KOMbLEBYO TOMOIOMMIO, 32 CYET CHUXKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETM B C/ydyae aBapuu. Bpemsa BOCCTaHOB/eHMA He npeBbiwaeT 1 CeKyHAabl, YTO Cylue-
CTBEHHO MEHbLUE BPEMEHMW NePECTPOMNKM CETU NPU MCMOIb30BAHNN NPOTOKO/IOB CEMENCTBA spanning tree.

¥

ERPS noppep)aH TonbKo Ha mopgenax MES2424, MES2424B, MES2424FB, MES2424P,
MES2448, WMES2448B, MES2448P, MES2410-08DP,

MES2410-08DU, MES2420-48P,

MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOn KOHGUrypaunm:

console (config) #
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Tabnmua 101 — KomaHapl pexmma

rnobanbHoOn KOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

shutdown aps ring

no shutdown aps ring

-/BbIKNOYEHO

OTKntountb paboty moaynsa ERPS Ha ycTpoii-
cTBE.
[aHHaA KomaHAa oTKAloYaeT paboty
.’ moayna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHuem Bcex HacTpoek 6noka ERPS.

PaspewunTtb paboty moayna ERPS Ha ycTpoit-
cTse.

aps ring enable

no aps ring enable

-/BbIKNOYEHO

Pa3pewwnTb paboTy npotokona ERPS.

3anpetutb paboTy npoTokona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bblbop MeHeaKepa rpynnuMpoBKu vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Cospatb ERPS-KkonbLO.

Ypanutb ERPS-konbLO.

aps group name name ring group
ring_id

name: (1..35) cumBonos
ring_id: (1..4294967295)

3a4aTb UMA KOJbLy.

aps ring notification enable

no aps ring notification enable

-/BKNOYEHO

BKAtounTb cobbiTmA paboTbl Konbua ERPS.

OTKNtOUUTL CObbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Co3sgatb vlan-rpynny ¢ pobasneHue
yaaneHuvem vlan.

nnn

Ypanutb vian-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKNOYEHO

N3MEeHUTb peXxmnm BOCCTaHOBAEHUA KO/bLLa NpU
ounctke forced switch.

KomaHObI pexcuma KoHgu2ypayuu npomokonaa ERPS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumm konoua ERPS:

console# configure terminal

console
console

(config) # aps ring group 1
(config-ring) #

Tabnnua 102 — KomaHabl pexkuma KoHpurypaumm konbua ERPS:

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOYAHUIO
aps clear Yaanutb HacTpoikn force/manual switch.
! Tonbko gns sepcum v2.
aps compatible version {v1 | v2} A2 BbibOp peskMma COBMECTUMOCTM C  ApYyrvmu

BepcMAMKM nNpoTokoaa G.8032.

aps force {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
-/BbIK/OYEH

Bkntountb pexkum force switch ¢ 6n0kmposKoit
YKa3aHHOro nopra.

OTkAtounTb pexkum force switch.

! TonbKo ana sepcum vl.

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/BblKIOYEH

BkatounTb pexkum manual switch ¢ 610kmMposKoit
YKa3aHHOro nopra.

BbIkntounTb pexkum manual switch ¢ 610Kknpos.-
KOW yKasaHHOro nopra.

! TonbKo ana sepcum vl.
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aps main ring id ring-id

ring-id: (1..4294967295)

YKasaTb OCHOBHOE KOJ/IbLO A4/ AaHHOro nog-
Ko/bLa.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpueasaTtb vlan-rpynny K KonbLy.

’ Tonbko ansa pexxuma service-based.
o

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

HacTpouTb ponb coceaa gaa rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

C6pocuTb poab rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKNOYEHO

BKAOYMTb OTNpaBKy curHana ouunctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKosnbLa.

OTKNIOUUTL OTNPaBKY CurHana ounctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHUTb TMN 3aWnTbl KoAbLA

- port-based — PaboTaeT ToNbKO C HyneBoW
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamm.

aps revert Bbibop pexvma paboTbl KobLa.
-/BKAOYEHO
no aps revert
aps subring-without-virtualchannel . OtkntounTh virtualchannel B paboTe ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTMBaLMA KOAbLA.
no aps group active -/OTKNOYEHO OTKAtOYEeHME KonbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /500 mc

YcTaHOBKa Taimepa 610KMpytoLLero yctapesLwime
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /0 mc

YcTaHoBKa Taﬁmepa 3a4epXKKNU peakumn Kom-
MYTaTOpPa Ha U3MeHeHUe B COCTOAHUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa /5000 mc

YcTaHoBKa MHTepBana nepegaum RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa /5500 mc

YcTaHOBKa Taiimepa 3a4epiKKM MOCAe OYMCTKM
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz, /300 ¢

YcTaHOBKa Talimepa, KOTOPbI 3amnyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Mcnonb3yetca AnAa nNpefoTBPALLLEHMA  YACTbIX
3aLMTHBIX NEepeK/loYeHUin U3-3a CUFHaNoB O
HenCcnpaBHOCTAX.

aps working level /eve/

no aps working level

level: (0..7)/0

HacTtpoiika ypoBHs Maintenance domain (MD).

Yaanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi_port |
twopointfivegigabitethernet two_port

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

Hactpoitka west, east MopToB € yKasaHuem
cnykebHoro vlan (R-APS VLAN). B nepsyto
oyepefb 3a4aeTcA west-nopT, 3aTem east-nopr.
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| tengigabitethernet te port | port-
channel po} vlan vian-id

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 103 — KomaHgb! pexxuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show aps ring

BbiBoa MHbopmaummn 06 obuwem coctosHumn ERPS
M COCTOAHWUM BCEX HACTPOEHHbIX KONeLl,.

show aps ring configuration

BbiBOA MHPOPMaLMK O KOHOUTYpaLMK KoNbLA.

show aps ring global info

BbiBOA MHOOPMaUuK o cocTosHMM moayna ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA MHPOPMALMM O COCTOAHUU KOHKPETHOrO
KO/bLia.

show aps ring statistics

BbiBOA, CTAaTUCTUKM 15 BCEX KOJIbL,EBbLIX MOPTOB.

show aps ring timers

BbiBOA MHOOPMaUuK o Bcex Taiimepax ERPS.

show aps ring vlan-group {vian-group-
id}

vlan-group-id: (0..64)

BbiBoa MHOOpMauuu o vian B vlan-rpynne.

[pumep Hacmpoliku ERPS

HacTtpounTb KonbLo ¢ naeHTMdMKaTopom 1. [1na NpoxoxaeHNa Cy»KebHoro erps-TpadmKka B KO/bLE UCMO/b-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) go6asneHsi 8 1 vian-rpynny. MNoptte0/1
ABnseTca west-noptom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring
console (config) #aps ring
console (config) #aps ring
console (config-ring) #aps
console (config-ring) #aps
tengigabitethernet 0/2 vl
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps

(
(
(
(
console (config) #aps ring enable
(
(
(
(

vlan-group-manager erps

map vlan-group 1 add 1-1000

group 1

working level 1

working west tengigabitethernet 0/1 east
an 1000

owner tengigabitethernet 0/1
protection-type service-based

map vlan-group 1

group active

4.15 Hacrpoiika npotokona OAM

Ethernet OAM (Operation, Adm

inistration and Maintenance), |IEEE 802.3ah — ¢yHKUMK ypOBHSA

KaHafa nepefayu OaHHbIX NPeACTaBAAOT COOOM MPOTOKO/A MOHUTOPWMHIA COCTOAHMA KaHana. B atom
NpPoTOKO/Ie ANA Nepefayn MHPOPMaLMKN O COCTOAHUM KaHana Mexay HenocpeacTBEHHO NOAKAOYEHHbBIMM
yctpoiicteamu Ethernet mcnonbsytotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa
OO0/IXKHbI noaaep*kneatb ctaHaapT IEEE 802.3ah.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 117



HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdencos Ethernet:

console (config-if) #

v

Hactpoiika Ethernet OAM TpebyeTca ana oTnpaBKu snmp-trap no cobbituto Dying Gasp.

Tabnnuya 104 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

shutdown ethernet-oam

OTknountb paboty moayna Ethernet OAM Ha ycTpolicTBe.
[aHHaA KomaHAa OoTKAtouYaeT paboty moayna Ethernet

-/BKOYEHO ! OAM c 6e3B03BpaTHbIM yAa/NeHUEM BCEX HACTPOeK
6n10Kka OAM.
no shutdown ethernet-oam Bkntountb paboty mogyna Ethernet OAM Ha ycTpolicTse.
shutdown fault-management OTKAounTb paboTy moaynsa Fault-management Ha ycTpoiicTse.
[aHHaA KoMaHAa oTKjlovaeT pabory mogynsa Fault-
I management ¢ 6e3803BpaTHbIM yAaseHneM BCeX Hac-
-/BKNKOYEHO -

no shutdown fault-
management

Tpoek 6s10Kka Fault-management.

BkntoumTb paboty moayna Fault-management Ha ycTpoiicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIK/NOYEHO

PaspewunTb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KO/AMYecTBa OWWMOOK 3a yKasaHHbIN nepuop,
(nepnog, ycTaHaBanBaeTca KomaHgoi ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NMPOMENKYTOK AJ/1A NMoACcYeTa KOMYecTsa
OowKnbOoK.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBUTL nopor gna cobbitna «frame-period» (nepuog ycra-
HaBAuMBaeTcA KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YCcTaHOBWUTb Nopor ana cobbitua «frame-sec-summary» (nepuop,
ycTaHaBAuBaetca KomaHgoi Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK Ana cobbitna «frame-sec-
summary».

no ethernet-oam link-monitor me BoccTaHOBWTL 3HaYeHME N0 YMONYAHMIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTL pexkum paboTbl npoTokona OAM:
{active|passive} Jactive - active — kommyTaTOp NocTtosHHO oTnpasasaeTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT otnpasnaTe OAM PDU TonbKo
npu Haanumm OAM PDU co BCTpeYHOW CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IOYEHO

KomaHaa ana ynpasneHus noagep:kon GyHKLMKM 3aBopoTa Tpa-
duka.

- deny — urHopupyet KomaHgbl loopback;

- disable — 610kupyeT loopback;

- enable — BkatoYaeT KOHTpoAb Ana loopback;

- permit — BKAtoyaeT 06paboTKy loopback.

118

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

ethernet-oam uni-directional BKOUMTb QYHKUMIO OBHAPYKEHUSA OOHOHAMNpPaB/IEHHbIX CBA3EW
detection Ha 6a3e npoToKkona Ethernet OAM.
no ethernet-oam -/BbIKNIOYEHO BoccTaHaBNMBaAET 3HAUEHME MO YMOMYAHMUIO.

uni-directional detection

ethernet-oam uni-directional Onpegenntb peakuuio KomMmyTaTopa Ha OZAHOHanpaBAEHHYO
detection action CBA3b:
{log| errdisable} - log — 3anucob B XypHan;
| - errdisable — nepesog nopta B coctosHue «error-disable», 3a-
/log NUCb B XyPHan 1 oTnpaska SNMP trap.
no ethernet-oam BoccTaHOBUTbL 3Ha4YeHWE NO YMOAYaHUIO.
uni-directional detection
action
ethernet-oam uni-directional BK/IOUNTD arpeccUBHbIV PeXnM onpepesieHna ofHOHanpaBaeH-
detection agressive HoW cBA3K. Ecam oT coceHero ycTpoicTBa NnepecTaoT NpUxXoauTb
Ethernet OAM-coobueHNs — IMHK NOMeYaeTCcs Kak 04HOHanpas-
-/BbIKNOYEHO NIEHHbIN.
no ethernet-oam BocCTaHOBUTH 3HaYeHME NO YMONYAHUIO.
uni-directional detection
aggressive
ethernet oam uni-directional YCTaHOBWUTb BPeMEHHOM UHTepBan ANa onpeaeneHnsa Tuna ceasm
detection discovery-time time Ha nopry.
no ethernet-oam time: (5..300)/5 cek BoccTaHOBUTL 3HaUYeHME NO YMOHAHUIO.

uni-directional detection
discovery-time

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 105 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
o ymMmon4aHuro
set ethernet-oam .
-/disable Bkatountb/BbikNounTE OAM B cucTeme.

{enable|disable}

set ethernet-oam oui oui oui: (aa:aa:aa) 3agatb OUI ana OAM.

KomaHOwbl pexcuma Privileged EXEC

Bce KomaHAbl AOCTYMHbI ANA NPUBUAETMPOBAHHOrO Noib30oBaTens. Bua sanpoca KOMaHAHOMN CTPOKM
perknma Privileged EXEC:

console#

Tabnnuya 106 — KomaHgb! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show port ethernet-oam - OT106pasnTb MHGOPMALIMIO O TEKYLLLEM COCTOSHUKU 0am.
show port ethernet-oam 0OT06pasnTb MHPOPMALMIO O TEKYLLEM COCTOSHWW 0am AAsi KOH-
{fastethernet fa_port | fa_port: (0/1..24); KpeTHoro nHTepdeiica.
gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11).
te_port}
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show port ethernet-oam OT06pasunTb COCTOAHUE COCEACTBYIOLLEN KOHbUIypaLmu.
[fastethernet fa_port | fa_port: (0/1..24);

gigabitethernet gi_port | gi_port: (0/1..48);

twopointfivegigabitethernet two_port: (0/1..8);

two_port | tengigabitethernet te_port: (0/1..11).

te_port] neighbor

show port ethernet-oam 0OT06pasuTb ctatuctuky OAM ana nHTepdencos/KOHKPETHOMO MH-
[fastethernet fa_port | Tepdelica.

gigabitethernet gi_port | fa_port: (0/1..24);

twopointfivegigabitethernet gi_port: (0/1..48);

two_port | two_port: (0/1..8);

twopointfivegigabitethernet te_port: (0/1..11).

two_port |tengigabitethernet
te_port] statistics

show port ethernet-oam{ OT06pa3nTb OAM HacTpoOIKKM NopTa.
fastethernet fa_port | fa_port: (0/1..24);

gigabitethernet gi_port | gi_port: (0/1..48);

twopointfivegigabitethernet two_port: (0/1..8);

two_port | tengigabitethernet te_port: (0/1..11).

te_port } event-notifications

show ethernet-oam global OT06pa3unTb rnobasbHble HAaCTPOMKKM 61oka OAM.
information i

Mpumep HacTpolikun Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/I
console (config-if) # ethernet-oam enable

4.16 NpynnoBas agpecaumsa

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

OyHKumnAa IGMP Snooping ncnonb3yeTtcs B CeTAX rpynnoBon paccbiikm. OcHOBHOM 3agadvent IGMP
Snooping ABnAeTCA NpefocTaBNeHME MHOroagpecHoro TpaduKa TONbKO A/1A Tex MNopToB, KOTOpble
3anpocuau ero.

« Moapep:kusBatoTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
' | ®dyHKuuma rpynnosoii dunbtpaumm «bridge multicast filtering» BkatouyeHa no ymonuaHuio.
L

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOMOaApecHbIe MapLIPYTU3aTOPbl, OCHOBAHO Ha
cneayoumnx cobbITUaAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOPTY;

— MakKeTbl MPOTOKO/1Ia MHOroaapecHon mapwpyTtmnsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NOPTY;

— nakeTbl npoTtokona MRDISC npuHATLI Ha NopTy;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106aabHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM penma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnmua 107 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

shutdown snooping

no shutdown snooping

-/BKAOYEHO

OTKAtounTb paboTy moayns IGMP/MLD Snooping Ha ycTpoiicTee.
' [OaHHaAa KomaHpa oTKAouyaeT pabory moayna
= IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHnem

BCeX HacTpoeK 6saoka IGMP/MLD Snooping.

BksitounTtb paboty mogyns IGMP/MLD Snooping Ha ycTpoiicTse.

ip igmp snooping

no ip igmp snooping

-/BbIK/IIOYEHO

Paspewntb ucnonbsosaHme ¢pyHKumm IGMP Snooping KommyTa-
TOpOM.

3anpeTutb ncnosib3oBaHue pyHKLuMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/8bI-
K/IlO4EHO

Paspewntb ncnonbsosaHue ¢pyHkumm IGMP Snooping KommyTa-
TOpOM AN AaHHOro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpeTutb ncnosib3oBaHue ¢yHKLUMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepderica VLAN.

snooping authentication

no snooping authentication

-/BbIK/OYEHO

BkntounTb aBTOpMsaymto IGMP join rnobansHo.

BbIkntounTb aBTopm3aumtio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HacTtpouTb TaimayT ana cache-tabanupl IGMP-aBTopusanmm.

BepHyTb 3HaYeHWe No yMmoa4YaHuio.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);

OnpeaennTb MOPT, K KOTOPOMY MOAK/OYEH MapLIpyTU3aTop
MHOTroaZpecHom paccblikmM ans 3agaHHoro VLAN.
- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

YKa3aTb, 4TO K NOPTY HE NOAKOYEH MApPLLIPYTU3aTOP MHOroaa-
pecHoi pacchbiNKu.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIK/IIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiemn
VLAN. O3HayaerT, 4To NopT A0/XKEH ObITb HEMeANEeHHO yaaieH 13
rpynnel IGMP nocne nonyyeHus coobuieHma IGMP leave.

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/sbI-

BK/1lOYNTbL MOAMEHY KOMMYTAaTOPOM apeca MCTOYHUKA Ha 3aJaH-
Hbll IP-agpec B nakeTax IGMP-report B ykasaHHOm VLAN.
- ip_addr — IP-agpec, KoTopbili ByaeT ncnonb3oBaTbCa ANa NoA-
MeHbI.

MoameHa Ha 3aAaHHbIN agpec ANA TPAH3UTHOrO Tpa-

! $uKa NPoMCXO4UT NPU BKAKOYEHHOM ip igmp snooping.

KIOHEHO MoameHa Ha 3agaHHbI agpec anAa TpaduKa, ucxoas-
wero ¢ CPU KommyTaTopa, — Npu BKAIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNOUMTL NOAMEHY KOMMYTAaTOPOM aZpeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBUTb MHTEpBan BPEeMEHU B CeKyHAaX, nocne KOToporo
interval value YCTPOMCTBO OTNPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBA/I BPEMEHM B CEKYHAAX, MO UCTEYEHMM KOTO-
poro mrouter yaansetcs, ecam He nosydyaeT IGMP reports.

OTKNOYUTb HACTPOIKY.

ip igmp snooping query-
forward all-ports

-/non-router

BKAIOUMTL OTNPaBKY query BO BCe MOPTbI.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

121




HELTEX

ip igmp snooping query-
forward non-router

BK/IOUNTb OTNPABKY query B non-router-nopTbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3agaTb MHTEpBan (B ceKyHAZax), gna Kotoporo IGMPv2 report ans
OZHOW 1 TOM Ke rpynnbl He byayT nepeHanpas/ieHbl.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MakcumanbHoe KoNMYecTBo query, OTHOCALMXCA K rpynne, oT-
npas/ieHHbIX Ha mrouter.

OTK/IHOUUTb HAaCTPOIKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspewnTb Nepegady query-nakeTos Ha yCTPOMCTBE.

3anpeTuTb Nepegayy query-nakeToB Ha YCTPOWCTBE.

learning age-timer interval

ip igmp snooping source-only

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTb MHTEPBa (B CEKyHAAX), NOCAe KOTOPOro NopT yaana-
etca, ecnm IGMP reports He nony4yeHbl.

OTKOUNUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspewunTb ucnonb3oBaHue oyHKUMin dunbTpaumm IGMP Ha UH-
Tepodelicax.

3anpeTuTb ncnonb3oBaHue GpyHKUUI dunbTpaunn IGMP Ha WH-
Tepdelicax.

ing

ip igmp snooping proxy-report-

porting

no ip igmp snooping proxy-re-

-/BbIKNOYEHO

BKAHOUMTL NPOKCMpOBaHME KaneHTCKmMx IGMP-3anpocos, a TakKe
camocToATeNnbHoe GOPMUPOBaHME 3aMNpPOCOB B C/ly4ae HAaCTPOMKK
cTtatnyeckux IGMP-rpynn.

OTKAOYNTL NPOKCUpPOBaHME KnneHTCKnX IGMP-3anpocos, a Tak-
e camocTonTesnbHoe GopmMUMpoBaHMeE 3anpocoB B CAy4Yae HacT-
poliku ctatuyeckux IGMP-rpynn.

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnunua 108 — KomaHabl pexxmma KoHourypauum VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKAOUMTb MOAMEHY KOMMYTaTOpOM agpeca MCTOYHMKA Ha 3a-
OaHHbI IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-appec, KoTopblii ByaeT UCNoAb30BaTbCA AA NOA-
MeHbI
MoameHa Ha 3apaHHbI agpec ANA TPaH3UTHOrO Tpa-
! $uKa npoucxoauT NpPU  BKAIOYEHHOM ip igmp
snooping. NoameHa Ha 3apaHHbIA agpec AnA Tpa-
¢uKa, ucxogawero ¢ CPU kommyratopa, — npm BK/IO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNIOUNTL NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHUKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTL 3HaYeHue 802.1p ana IGMP-nakeTos, KoTopble 6y-
OYT UCMO/Ib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice VLAN.

ip igmp snooping

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HaueHne metkn 802.1p ana IGMP-nakeToB Ha UHTEp-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuto npoTtokona IGMP 8 VLAN.

v2 | v3} -/v3

YCTaHOBWUTb 3HaYeHMe No YMONYaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntouaeT pyHKumio fast-leave gns VLAN.

BbikntoyaeT pyHKuMio fast-leave gnsa VLAN.

ip igmp snooping max-
response-code value

value: (0..255)

YCTaHOBWUTb MaKCMMaibHOE Bpems OTBETa Ha 3anpoc, 3ajatoLLe-
ecsl B Kode, r4e o4Ha eAMHMLA KoAa paBHa O4HOMN 4ecAaToi ce-
KyHAbI.
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no ip igmp snooping max-
response-code

YCTaHOBUTb 3HaYeHMe Mo YMOJTHAHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
time: (60..600)

CTaTuyeckn HaCcTpomuTb NOPTbl MmapwpyTnusatopa ana VLAN.
- time-out — MHTepBan OXMAAHUA A0 OYMCTKM NOPTA MAPLIPYTH-
3aTopa ana nHtepdelica VLAN.

Yaanutb yKasaHHble NOpTbl Mapwpytmnsatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

HacTtpouTb Bepcuto IGMP gna nopta mapwpytmsatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBWTb BEPCUIO NO YMONYAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpwueasaTb multicast-npodunb ¢ 3agaHHbIM HAEKCOM K VLAN.

Ypanutb npmeAsKky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BkntounTb Nnoanep KKy Bblgayun 3anpocoBs igmp-query KommyTa-
Topom BO VLAN.

BbIKNOUMTb NOAAEPHKKY BblAAYM 3aMPOCOB igMp-query KommyTa-
Topom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKAIOYEHO

YcTaHOBUTb TaﬁmayT, No KOTOPOMY CUCTEMA OTMNpPaBAAET OCHOB-
Hbl€ 3anpocCbl BCEM YHaCTHUKaM rpynnbl MHOI'Oa,CI,peCHOl‘;I nepe-
Aa4yn OnAa NpoBepKU X aKTUBHOCTU.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKNIOYEHO

BKAOUMTL pexnm GUAbTPaLMKU He3aperncTpupoBaHHOro Tpa-
¢uka B VLAN.

OTKNIOUYNUTD PeXRUM GUAbTPALMKN HEe3aPerncTpMpPoOBaHHOMO Tpa-
¢uKa B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3patb CTaTUYECKYHO 3annCb B T36}1MLI,E I'pyI'II'IOBOI‘;I ajpecayunn.

YAanuTb cTaTMYecKyto 3anucb M3 Tabauubl rpynmnosoit agpeca-
.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

BKntounTb oT6pacbiBaHMe Query Ha MHTepdeiice.

BbIkntounTb 0T6packiBaHne Query Ha uHTepdelice.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnnuya 109 — KomaHabl pexkmma KoHpurypauum nHitepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

Bkatountb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KIMEHTCKNE
Vlan B HeTermposaHHOM BUAE.

- tagged — BkntounTb nepeHanpasneHne IGMP-3anpocos us Kau-
eHTcKux Vlan B Multicast Vlan u mynbTukactoBoro Tpadmka B Kau-
eHTcKue Vlan ana nHtepdeiica B TerMpoBaHHOM BUAE.

Bbikntountb nepeHanpasneHne IGMP-3anpocoB C K/IMEHTCKMX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KAIMEHTCKNE
Vlan gna nHtepdeliica B pexxume «access».

ip igmp snooping limit groups

limit

no ip igmp snooping limit

-/BbIK/IOYEHO

YCTaHOBUTbL OrpaHUYEHME NO KOAMYECTBY Fpynn Ha HTepdelice.
Ana paboTtbl TpebyeTca KomaHpa ip igmp snooping
e filter.

CHATb orpaHu4yeHMe Ha Konm4yecTBso rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IIOYEHO

BkntounTb dpuabTpaumio no filter-id Ha nHtepdeiice.

OTKAUNTL dunbTpauuto no filter-id Ha nHTepdelice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTL pexkum leave Ha MHTepdeiice.

- exp-hosttrack — c oTcnexxuBaHvem xocTos;

- fastleave — ypaneHue cpasy nocne nonyyeHus leave;

- normalleave — pexxvm No ymonyaHuio.

[Ona paboTbl Tpebyetca KomaHAa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIK/OYEHO

Bkatountb pexxkum gosepusa IGMP Snooping Ha nHTepodelice.

Ha poBepeHHbIl MHTepdEeNC He pacnpoCTPaHAETCS AeNCTBUE KO-
MaHg, ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.

BbIKNOUNTL peXkMm aosepus Ha MHTepdelice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIK/IIOYEHO

BkatounTb IGMP-aBTOpU3aLmio Ha MHTepdeiice.
- required — 3anpetuTb 06paboTKy IGMP join npu HegocTynHO-
ctn RADIUS-cepBepa.

BepHyTb 3Ha4YeHne No ymoa4aHuio.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIK/IOYEHO

Bkntountb onumto forward-first, npu kotopoii IGMP join 6yayT 06-
pabaTbiBaTbCA Nepea Ux aBTopusaLmeit Ha cepsepe.

BepHyTb 3HaUeHWe NO YMONYAHMIO.

ip igmp sn authentication
exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

MpueAsaTtb multicast-npoduns gns IGMP-aBTOpM3aUUN Ha MH-
Tepdelic.

BepHyTb 3HaYeHWe Mo YMONYaHUIO.

[Mpumep HaCMpPOoUKU MOONUCKU HO cmamuyYeckue 2pynnbi

console# configure terminal
console (config)# wvlan 10

console (config-vlan) #

console
console

(
(
(
(

vlan active
config-vlan)# ip igmp snooping static-group 232.0.0.1
config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting
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[Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - kaneHTCKMUn nopT

console (config)# wvlan 10,100
console (config-vlan)# vlan active
console (config-vlan) # exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5

console (config-profile)# profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip

console (config)# ip igmp snooping
console (config) #

console (config)# wvlan 100

ip igmp snooping vlan 100
ip igmp snooping multicast-vlan enable

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/I
console (config-if) # switchport mode trunk

console (config-if)# exit

console (config)# interface fastethernet 0/1

(

(

(

(

(

(

(

(

(

(
console (config) #

(

(

(

(

(

(

(
console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

exit

KomaHOb1 pexcuma EXEC

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnvua 110 — Komanapl pexknuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping mrouter

MoKa3aTb MHPOpPMaLUio 06 U3yyeH-
HbIX MHOTOaZPECHbIX MapLLpyT13a-
TOpax B yKa3aHHow rpynne VLAN.

show ip igmp snooping groups

MokasaTb MHGopMaumio 06 nsyyeH-
HbIX ~ MHOrOagpecHbIX  rpynnax,
y4yacTBYIOLWMX B rpynnosoi pac-
CcblsKe.

clear ip igmp snooping groups [vlan vian-id]

vlan_id: (1..4094)

Ounctute Tabnuuy rpynn MOAHO-
CTbtO UM B yKazaHHoM VLAN.

show ip igmp snooping authentication cache

[interface {fastethernet_fa_port_| gigabitethernet gi_port |
twopointfivegigabitethernet two_port |

tengigabitethernet te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MpocmoTp cache-tabnanupl IGMP-

aBToOpU3aLun.

4.16.2 Mpasuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIM Knacc KomaHg npegHasHadeH 444 3a4aHWA NpaBuA rpynnoBoi agpecauumn B CeTU Ha

KaHa/IbHOM U ceTeBOM YpPoBHAX moaenn OSI.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 111 — KomaHAabl pexkmma rnobanbHoi KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BKNOUUTL PYHKLMIO TPYyNnoBoin GuabTpaymm.

BbIKNtOUNTb GYHKLUMIO FPYNNOBOM GUAbTPaALUK.

snooping multicast-
forwarding-mode ip

HacTpauBaeT perkmum 06paboTkm multicast-tpaduka no IP-agpecy.
B gaHHOM pexXume yactb multicast-tpadpmka nepexsatbl-

snooping leave-process config-
level vlan

-/mac . BaeTcA ycTpoiicteom Ha CPU.
snooping multicast- HactpauBaet pexum obpaboTkm multicast-tpadpuka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegpenseT ypoBeHb KOHUrypaLmm mexaHnamos 06paboTku oT-
level port _lan nycka (KoHdurypauum Ha ocHose VLAN mau Ha ocHOBe NopTa).

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kaknx noptax obpabatbiBatoTca nosnyyeHHole IGMP
report ot xocta. IGMP report moryT o6pabaTbiBaTbCcA Ha BCEX MOp-
Tax UKW Ha NopTax, KOTopble He ABAAOTCA mrouter-nopTamu.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

4.16.3 MLD snooping — npomoKos KOHMpPoaa MHo20a0pecHo20 mpaguka e IPve

MLD snooping — MeXaHM3M MHOroaApecHoOl PacCbIKM COOBLLEHUI, MO3BOAAIOWMNA MUHUMU-
3MpoBaTb MHOTOa4PECHbIN TpaduK B IPv6-ceTax.

v/

KomaHObI pexcuma 210b6anbHol KoOHu2ypayuu

B TeKyuwieii Bepcum MO He nogaepuBaerca Ha moaenax MES2448B, MES2411X, MES3710P.

Buza 3anpoca KOMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHpUrypaumu:

console (config) #

Tabnunua 112 — KomaHabl rnobanbHOro pesknma KoHoburypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping

no ipvé mld snooping

-/BbIK/IIOYEHO

Bkatountb MLD snooping.

OTkAtounTb MLD Ssnooping.

ipvé mid snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaliMayT, MO KOTOPOMY CMCTEMA OTMPABAAET OCHOBHbIE
guery-3anpocsl.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ipvé6 mld snooping mrouter-
time-out time

no ipvé mld snooping mrouter-
time-out

time: (60..600)

YCTaHOBUTb BPEMA OXXMAAHMA OYUCTKM MOPTa OTCAEXMUBAIOLLEro
mapLpyTtusatopa MLD, nocne KOTOporo nopT yaanaerca, ecav He
nosy4yeHbl controlpackets mapwpyTtmusatopom MLD.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

ipvé mld snooping port-purge-
interval interval

interval:
(130..1225)/260

3a4aTb HTEPBAN BPEMEHWN OYUCTKM MOpPTa oTcaexnsaHna MLD, no-
cne KoToporo nopt yganaetca, ecam MLD-reports He nosyyeHsbl.
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no ipv6 mid snooping port-
purge-interval

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.

ipvé mld snooping proxy-
reporting

no ipvé mid snooping proxy-
reporting

-/BbIK/IOYEHO

BKAtoOUnTL PYHKLMIO proxy-report Ha ycTponcTse.

BbIKNtOUMTb GYHKLNIO proxy-report Ha yCTpoiicTBe.

ipvé mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

-/router-ports

YKasatb HanpasneHue IGMP report: Bo Bce noptbl VLAN wnaun
TONbKO Ha NOPTbI poyTepa.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

ipvé mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTbL BPEMEHHOW MHTEpPBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B Te4eHNe KOToporo coobueHus otyetoB MLDv1 He 6y-
AyT NepeHanpaBiATbCA Ha MOPTbl MaplupyTU3aTopa A/1A TOW Ke
rpynnol.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

ipvé mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMa/IbHOE KOIMYECTBO rPynnoBbIX 3aNpocos, OT-
npaBAseMbIX Ha MOPT NP Noay4yeHumn coobuweHna MLDv1.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

ipvé mld snooping send-query
enable

ipvé mld snooping send-query
disable

-/disable

BkntounTb PpyHKUMIO Nepesayn 3anpocos MLD npu nsmeHeHun To-
nosaoruu.

BbIKNOUMTb GYHKLMIO Nepegaun 3anpocos MLD npu nameHeHum
Tonosnornu.

KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 113 — KomaHabl pexmuma KoHpurypauum VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MpuBA3aTb NOPT OTCAEXKMBaAlOLWEro mapLpytmsatopa MLD k VLAN.

Yaanutb NOpT OTCAeXMBatoWwero maplpyrtusatopa MLD ns VLAN.

ipvé mld snooping version {v1
| v2}

ipvé mld snooping version

-/v2

Hactpoutb Bepcuto otcnexkmsaHua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

KomaHOwbl pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO AN1A NPUBUNETMPOBAHHOIO NO/1b30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 114 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show ipv6 mld snooping global - OT06pa3unTb rnobasnbHble HacTpokn MLD.
show ipv6 mid snooping vlan ) OT106pasnTb nHbopmaumio o KoHdurypaumm MLD-snooping ans
vlan_id naHHou VLAN.

4.16.4 ®yHKkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMKM orpaHuyeHma multicast-tpaduka ncnonbsytoTcs ana yaobHOM HAcTPOMKM orpaHuMyeHus
NpoCcMoTpa onpeaeneHHbIX Fpynn MHOroaApecHO Pacchiikn.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 115 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

Komanda 3HayeHue/3HayeHue no Neiicmeue
ymMon4aHuio
ip mcast profile index index: (1..4294967295); Co3pgaTb multicast-npodunb n nepeinTn B pexxmm ero KOHOU-
[description] description: (1..128) rypupoBaHus.
no ip mcast profile index CcMmBONOB Yaanute multicast-npodune.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHdurypaumm multicast-npoduna:

console (config-profile) #

Tabnuua 116 — KomaHapl pexkuma KoHpurypaumm multicast-npoouna

3Ha4yeHue/3HayeHue

Komanda OnucaHue
Mo yMoA4YaHuto
range first_group_ip 3apaTb AMana3oH aApecoB-UCTOYHMKOB multicast-Tpaduka.
last_group_ip Ecnun 3apaTb TONbKO OAMH afpec, OH CTaHeT eANHCTBEHHbIM UC-
- TOYHUKOM MyNbTUKACTa.
no range first_group_ip Yoanutb AManasoH afpecoB-UcTOYHUKOB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX [Mana3oHoB,
-/deny IGMP-report 6yayT nponyckaTbca.
deny B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX [Mamna3oHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active AKTMBMpPOBaTb paboTy npopuns.
no profile active ) [eaktnsnposatb paboty npoduna.

KomaHObI pexcuma KoHguzaypayuu VLAN

Buza 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHurypaumm VLAN:

console (config-vlan) #

Tabnunua 117 — KomaHabl pexxmma KoHourypauum VLAN

3HayeHue/3Ha4yeHue
KomaHoa / OnucaHue
no ymon4aHuro

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpuBA3aTb YKasaHHbIA Npoduab K VLAN.
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4.16.5 Korngpuzypayusa IGMP proxy

PyHKUMA MHoroagpecHo mapwpytusaumm IGMP Proxy npegHasHavyeHa ANnA peanusauumu
YMNPOLLEHHOW MApLIPYTU3aALMN MHOFOAAPECHBIX AaHHbIX MEXAY CeTAMMW, YNpPaBAAemMol Ha OCHOBaHUM
npoTtokona IGMP. C nomouubto IGMP Proxy ycTpoMcTBa, He HaxoAalmecs B 04HON CETU C CepBepom
MHOT0a4pPeCHON PacCbIIKM, UMEIOT BO3MOXKHOCTb MOAKAHYATECA K MHOFOQAPECHbIM FPYNNam.

MapLpyTm3auma OcCylecTBAAeTCA Mmexay WHTepdeicom Bblwectoawen cetn (uplink) u
nHTepdelricamm Huxectoawmx ceteit (downlink). Mpu aTom Ha uplink-nHTEpdeiice kKommyTaTop BegeT
cebs Kak 0bbIYHbIV NoslyYaTeslb MHOroagpecHoro TpaduKka (multicast client) u popmmpyeTt cobcTBEHHBIE
coobuieHns npotokona IGMP. Ha untepdeiicax downlink kKommyTtatop BbiCTynaeT B KayecTBe cepsepa
MHOTr0agpecHOM paccblikn 1 obpabaTbiBaeT coobeHmaA NpoTokoaa IGMP oT ycTpoicTs, NOAKNOUYEHHbIX
K 3TUM MHTepdencam.

' dyHKUMA noapep)KUBaeTcsl TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

e MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 118 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkntounts moaynb IGMP rnobansHo.

-/BbIK/OYEHO

set ip igmp disable BbikntounTb mogynb IGMP rnobanbHo.

ip igmp proxy-service Bkntountb dpyHKuMo IGMP proxy rno6anbHo.

-/BbIK/OYEHO

no ip igmp proxy-service BbikntounTb GyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHguypayuu uHmepgeticos VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaummn nHtepdencos VLAN:

console (config-if) #

Tabnnua 119 — KomaHgb! pexkuma KoHdurypaumm nntepoeiicos VLAN

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aelicmeue

set ip igmp enable

-/BbIKNOYEHO

set ip igmp disable

BKkatounts moaynb IGMP Ha uHTepdelice. UHTepdeic
nosyyaet posb Downstream ansa ¢yHkumm IGMP proxy.

Bbikntountb moaynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

-/BbIK/IOYEHO

no ip igmp-proxy mrouter

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb posnb Upstream c nHtepoeiica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcTtaHoBuTb Bepcuto IGMP Ha Upstream-uHtepodeiice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YCcTaHOBWTL Taiimep mrouter purge, nNocie UCTe4YeHus
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHPUIypUPOBaHHYIO KOMaHAOW ip igmp-
proxy mrouter-version. Talimep nepesanycKkaeTca Kax-
Abli pa3 nocne noayyeHna Query Ha Upstream-
MHTepoenc.

ip igmp immediate-leave

-/BbIKNOYEHO

Bkntountb dyHKumo IGMP fast-leave Ha Downstream-
MHTepodeiice.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

129




HELTEX

no Ip igmp immediate-leave

Bbikntountb pyHKUMo IGMP fast-leave Ha Downstream-
uHTepdelice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIK/IIOYEHO

BKAOUNTE  OYHKLMIO OTCAEXKMBAHWUA KAMEHTOB ANA
6bICTPOro yAaneHua NoAnuCcKM npu nonydyeHun IGMP
leave Ha Downstream-uHTepdeiice.

BbIKNOUNTb PYHKUUIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yAaneHua NoAnucKu npu nonydeHun IGMP
leave Ha Downstream-uHTepdeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c¢

YcTaHOBUTL MHTepBan otnpaBkn IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb nHTepBan otnpasku IGMP General Query Ha
Downstream-uHtepdeiice No ymonyaHutio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTb 3HaYeHue B Mc last-member-query-interval
B coobuweHuax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B coo6-
weHmax IGMP group specific query no ymonyaHnuio.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWUTbL 3Ha4YeHWe max-response-time B coo60Le-
Husax IGMP general query.

BepHyTb 3HaueHWe max-response-time B coobLieHUAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBWTb 3HaYeHWe napameTpa ycronumsoctn IGMP.

BepHyTb 3HauyeHue ycTonumnsocTn IGMP no ymonyaHuio.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 120 — KomaHab! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MpocmoTp nHdopmaumm o6 Uplink-uHtepdericax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTp MHPOPMaLMKM O MOAyYaeMbIX rpynnax u
HaAUYMU NOAMUCOK ANA HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config / MpocmoTp MHPopMaLmm o rnobasbHOM COCTOSHUN MO-
o nyns IGMP v ¢yHKumnmn IGMP proxy.
show ip igmp groups / MpocmoTp MHPOpMaLMM 06 aKTUBHBIX NOAMMCKAX Ha

rpynnol.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp MHbopmauum o coctoaHumn moaynsa IGMP Ha
nHTepoercax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTatucTukM moayna IGMP Ha uHTepdeicax.

4.17 PyHKUMM ynpaBneHuUA

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3yeTCcA MexaHuam AAA (ayTeHTUUKaums,

aBTOpM3aUMA, yyeT).

— Authentication (ayTeHTUdUKauusa) — conoctaBneHMe 3anpoca CyLLecTBYIOLLEN YYETHON 3a-
nucu B cucteme 6e3onacHocTu.
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— Authorization (aBTopu3auua, NpoBepKa ypoBHS A0CTyNa) — COMNOCTaB/IeHNe YYETHOM 3anucu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpeaesiEHHbIX MOJHOMOYUIA.
— Accounting (y4éT) — cnekeHue 3a noTpebseHnem pecypcoB No/b30BaTeIEM.

Ons wndpoBaHUA faHHbIX UCNONb3YeTCA MexaHu3m SSH.

KomaHObl pexcuma 2106aa6HOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 121 — KomaHabl pexmma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYAHUIO
enable password [level YCTaHOBUTbL Napo/ib A1A KOHTPOAA U3MEHeHUA NPUBUAETUIA [o-
level] password CTyna nonb3oBaTesei.
- level — ypoBeHb npuswuneruis;
level: (1..15)/1; ’
- password — naponeb.
password: (5..20) "
Bkntouatowmii B ce6s cnewcMmsoibl naponb Tpebyerca
CUMBOJI0B

no enable [level /evel]
password

- YKa3blBaTb B KaBbl4KaXxX.

YAanuTb Naposib ANA COOTBETCTBYHOLWErO YPOBHA NPUBUIETUA.

username name password
password [privilege level]
[algorithm {des | sha512}]

Nno username name

name: (1..20) cumBoNOB;
password: (5..20)
CUMBO/I0B;
level: (1..15);
algorithm/des

[o6aBuTb Nonb3oBaTeNA B IOKaNbHYIO 633y AaHHBbIX.
- level — ypoBeHb npuswuneruis;
- password — naposnb;
BKkatouatowmii B ceba cnewcMmBobl Nnapoab Tpebyertca
e YKa3bIBaTb B KaBbl4KaXx.
- hame — MMs NoNb30BaTeNS.
- algorithm — HacTpolika wudpoBaHMA naponel nonb3osaTenem
B CLI.

YpanuTe nonb3oBaTeNsa U3 IoKasibHOM 6a3bl AaHHbIX.

aaa accounting dotlx start-
stop default group radius

no aaa accounting dotlx
start-stop default

—/no ymonyaHuio
BeAeHMe y4eTa 3anpeweHo

PaspewunTb BeaeHue yyeTa (akkayHTa) gna ceccuin 802.1x.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command level

level: (1..15)/BbiKNto4eEHO

PaspelwnTb aBTOPU3aLMIO KOMAHA, NONb30BaTeNEN.
- level — ypoBeHb npusmnernini nonbsosarteneu.

V B TeKyuen Bepcum MO npu N0KanbHOM aBTOpU3aLUM
paspeLueHbl BCe KOMaHAbl.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBWTb aIFOPUTM OMPOCa METOA0B ayTeHTUDUKALMM.

- chain — nocne HeyaauHOM NONbLITKM ayTeHTUdMKALMK NO
nepBoMy METOAY B CMIMCKe C/edyeT NonbITKa ayTeHTUdUKa-

LK NO CAeaytoLlemy MeToay B LLeMNOYKe;

- break — nocne HeyaauHoW ayTeHTUPUKALMM MO NEPBOMY Me-
TO4y npouecc ayTeHTUdUKaLUM oCTaHaBAMBaeTCA. AyTeHTUHU-
Kauua no cnegylowemy metogy A0MNyCTMMA TONbKO B CyYae He-
BO3MOXXHOCTU ayTeHTUOUKALMM MO NpeablayLiemy MmeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTtpoutb uenesble cepsepbl AAA oA cnvcKa ayTeHTUdUKaummn
Nno YMONYaHUIO.

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumsonos/-

HacTpouTb N0Ab30BaTENBCKUIA CNMCOK CEPBEPOB A/A ayTEHTU-
dukaumm.

Y[anuTb N0Nb30BATE/LCKUI CINCOK CepBepoB ANA ayTeHTUOU-
Kauuu. CNUCOK HeNb3sA yaanuTb, eCAN OH NPUBA3AH K TepMu-
Hany.
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ip http authentication
login list

no ip http authentication
login

list: (3..32)

cumsonos/default

web.

3afaTb CMMCOK C MeTO4aMM ayTeHTUdUKaLUK Npu BXoae yepes

YCTaHOBWTb 3HaYeHMe N0 YMOJTHaHUIO.

aaa authentication dotl1x
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHOBUTb 633y AaHHbIX, K KOTOPOM HY}KHO 06palLaTbca Npu
ayTeHTUOMKauum KameHTa dotlx.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

Tabnnua 122 — AtpubyTbl coobuieHnit BeaeHma yyeta npotokona RADIUS ana ceccuin ynpaBneHua

Hanu4yue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMduKauma nonb3osaTtens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb AP . y. P P ¥
ans ceccuin ¢ Radius-cepsepom.
Mpoun3BonbHOE 3Ha4YeHWe, BKIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
0bLLEHMA yYeTa ceccui.
. IP-agpec KommyTaTopa, UCNOb3yemblA ANA cec-
Called-Station-ID (30) EcTb EcTb up,p ¥ P ¥ &
CWiA ynpaBfeHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nosnb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIN MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTo/, N0 KOTOPOMY K/AMEHT AOJIKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3blBaeT, KaK 40Aro nosib3oBaTeNb bbin nNoa-
Acct-Session-Time (46) Het EcTb A A
KNHOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.

Tabnuua 123 — AtpubyTsl

coobueHnit BeaeHma yyeta npotokona RADIUS gns ceccmin 802.1x

Hanu4ue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMduKauma nonb3osartens.
IP-agpec ko aTopa, KOTOpbIA UCMob3yeTca
NAS-IP-Address (4) Ectb EcTb AP N MMyT, Topa, Kotop nonb3yer
ana ceccuit ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNHOUMACA
NAS-Port (5) Ectb Ectb P y P P A
nonb3oBaTeb.
Mpon3BoNbHOE 3HAaYEeHWNE, BKAOYEHHOE BO BCE CO-
Class (25) Ectb EcTb P N . 4
obLEeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-aapec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT LO/IKEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUPULIMPOBAH.
. . MoKa3biBaeT, Kak 4OAro nosb3oBaTtenb 6 oa-
Acct-Session-Time (46) Het EcTb Ka3blaet, KaK ponre nonk Teb Dbln oA
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) EcTb EcTb MoKa3blBaeT TN NopTa KANEHTa.
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Tabnnua 124 — AtpubyTbl coobuieHnit Radius-cepsepa gna ceccuin dotlx

Ampubym

OnucaHue

Session-Timeout

ATpnbYT ycTaHaB/IMBaET 3HAYEeHWe Talimepa 414 peayTeHTUDMKaLMK, ecam
Ha nHTepderice npucyTcTeyeT HacTpoika dotlx reauthentication.
MpuHMmatoTca 3HavyeHuAa ot 1 go 65535:

- Npu nonyyeHun aTpmbyTa session-timeout, pasHoe 0, AelcTBYOWME 3HA-
YeHus Talimepa He U3MEHATCS, aTpubyT ByAeT NPOUrHOPUPOBaAH;

- Npy nofyYeHnmn 3HayeHnA bonbwe 65535, Taimep peayteHTUdMKaumm by-
heT usmeHéH o 65535.

Termination-Action

OnpepenseTt nencrTene, BbINOJHAEMOE KOMMYTaTOPOM NPU UCTEYEHUN
Session-Timeout:

- Npu nony4yeHun atpmubyta Termination-Action paBHoe 0, akTMBHble dotlx
ceccun ByayT OTK/OYEHDI;

- Npy Noay4yeHun atpmbyTa co 3HaveHnem 1, byaeT 3anpolleHa NOBTOpHan
aBTopm3auma nocpeacTsom radius-request.

KomaHObI pexcuma KoHgu2ypayuu mepmMmuHand

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXUMe KOHPUrypaLmm TepMmnHana:

console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabnnua 125 — KomaHabl perkMma KoHUrypaumm TepmuHana

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

aaa authentication login /ist

no aaa authentication login

list: (3..32)
cumsosnos/default

3a4aTb CNUCOK C MeToAaMM ayTeHTUdMKaLMK Npuy BXOAE ANA
KoHconu, Telnet, SSH.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

aaa authentication enable /ist

no aaa authentication enable

list: (3..32)
cumsosnos/default

3a4aTb CNUCOK C MeToAaMM ayTeHTUUKaLUM NPY NOBbILLEHUM
YPOBHSA NpuBuaernii gaa koHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authorization command
{tacacs | local}

no aaa authorization
command

-/BbIK/IIOYEHO

PaspewunTb aBTOPU3aLLMIO KOMAHZ ANA KoHconu, Telnet, SSH.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTMduKaumm, aBtopusauum m ydveta. Cepsep RADIUS
ncnonb3yet 6asy AaHHbIX NOJIb30BATENEN, KOTOPas COAEPKWUT AAHHbIE MPOBEPKM MOANMHHOCTM ANA
Kakgoro nonb3osBatens. TakMum o6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunsaet
OOMONHUTE/IbHYIO 3aLWUTY NPU AOCTYME K pecypcam CeTH, a Tak¥Ke Npu JoCcTyne K Camomy KOMMYTaTopy.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #
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Tabnnua 126 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

[06aBUTb yKa3aHHbIMA cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBeposB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- timeout — MHTepBan oXxngaHuA oTBeTa OT cepBepa;

- retries — KoainyecTBO NONbITOK Noncka RADIUS-cepsepa;

- secret_key — kntou ans ayteHTMdMKaumm n wmdposaHus BCero
obmeHa aaHHbimuM RADIUS;

- primary — onpegenseT gaHHbiii RADIUS-cepBep Kak Haubonee
NPUOPUTETHbLIN;

hostname: (1..158)
CMMBOJIOB;
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
secret_key: (0..128)

radius-server host
{ipv4-address | ipv6-address |
hostname} [timeout timeout]
[retransmit retries] [key
secret_key] [primary] [usage
typel

CMMBO/OB;
- usage — Tmn ucnosab3osaHua RADIUS-cepsepa.
type: (dotlx, enable, . .
: K B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout u retries ana
igmp, login)

paHHoro RADIUS-cepBepa MCNOJIb3yHOTCA 3HAYEHUA MO ymoJYa-
HUIO.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

Y[anuTb yKasaHHbIV cepsep U3 cnucka ncnosbyemoix RADIUS-
cepBepos.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPoKM B pexxkume Privileged EXEC:

console#

Tabnunua 127 — KomaHgb! pexxuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuto
show radius server OTo6pasnTb napameTpbl HacTpolikm RADIUS-cepBepoB (KomaHaa
i [OCTYMHa TONbKO A/19 NPUBUIErMPOBAHHbIX NOAb30BaTENEN).
show radius statistics OT06pasmnTb CTaTUCTUKY NpoToKona Radius, nHbopmaLmio o nonb-
i 3oBaTensx, koHdurypaumuio RADIUS-cepBepa.

4.17.3 lMpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPANN30BaHHYO cUCTeMy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTenen, NOAYyYaOLNX AOCTYN K YCTPOUCTBY, MPU 3TOM Noaaepxusaa coBmectumoctb ¢ RADIUS m
ApYyrumum npoueccamu npoBepku noganHHoctn. TACACS+ npefocTaBaseT cnenyrolme cnyKobl:

— Authentication (nposepka nodsauHHocmu). ObecneymBaeTca BO Bpems BXOA4a B CUCTEMY MO
MMeHaM MoJib3oBaTesIel U onpeseneHHbIM Nob30BaTeIAMMU NAPOIAM.

— Authorization (aemopusayus). ObecneuvBaeTca BO Bpemsa Bxoda B cucTemy. [locne
3aBeplleHns ceaHca MPOBEPKM MNOANMHHOCTM 3aMyCKaeTca CceaHC aBTopu3auuu C
NCMNO/Ib30BaHNEM MPOBEPEHHOr0 MMEHM NOJ/b30BaTenn, TaKXKe CepBepoM MpoBepAloTCA
npuBUIErMU NOJb30BaTENA.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme rnobanbHo KoHOUrypaumm:

console (config) #
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Tabnnua 128 — KomaHAapl pexkmma rnobanbHon KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

tacacs-server host

{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

no tacacs-server host
{ip_address| hostname}

hostname: (1..63)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/I0B

[06aBUTb yKasaHHbI CepBep B CMKUCOK Mcnosb3yembix TACACS
cepBepos.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe numa TACACS-cepBepa;

- single-connection — B KaXAblll MOMEHT BpeMeHW UMeTb He
6onblie ogHOro coeanHeHnn ans obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa A41a obmeHa gaHHbimu ¢ TACACS-cepBepom;
- timeout — HTepBaN OXWAaHNA OTBETa OT CepBepa;

- secret_key — Knouy gns ayTeHTUOUKaumm u wndposaHmaA Bcero ob-
meHa gaHHbimu TACACS;

Mpwn HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBToMaTU4YeCKM BKIOYaeTca accounting.

YAanuTb yKasaHHbIA cepBep M3 cnucka ucnosibdyembix TACACS-
cepBepos.

tacacs-server retransmit
number

no tacacs-server retransmit

number: (1..5)/2

YKasaTb Ko/M4YecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
AeT noouyepeAHO MNOAKAOYATLCA KAMEHT, B C/yvyae HeyaauyHoWm
ayTeHTMdUKaLMK.

Y[anuTb HaCTPOWKY.

tacacs use-server address
{ip_address | hostname}

no tacacs use-server

BbibpaTb cepBep U3 Tabaunubl cepsepos A Tacacs-KaueHTa.

OTMEHUTb CNONb30BaHWE 33aHHOIO cepBepa.

tacacs authentication type
{ascii | pap }

-/pap

OnpegenvTb MeTos ayTeHTUGMKaLMM C NOMOLLbHO tacacs.

tacacs attributes port {console
| ssh | telnet} identifer

no tacacs attributes port
{console | ssh | telnet}

identifer (1..255)
CUMBO/10B/1L1a6IOHBI
%n %%

YcTaHOBUTL aTpmnbyTa port B popmaTte cBob6oAHOMN CTPOKKU onpese-
NEeHHOM nonb3oBaTesiem. Bo3MOXKHO Mcnosib3oBaHMe LWABNOHOB.
- %N — HOMep IMHWM, COOTBETCTBYIOLWMI BbIBOAY KOMaHAbl show
users;

-%% — cumBon %.

YCTaHOBUTb 3HAYEHUA MO YMO4aHUIO.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexxume Privileged EXEC:

console#

Tabnnua 129 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aeiicmeue

show tacacs

OTobpasnTb napameTpbl HacTpoliku TACACS-cepBepoB, MeToz
ayTeHTUdMKaALMM M CTaTUCTUKY NPOTOKONA (KOMaHAa AOCTynHa
TONBbKO A/1A NMPUBUIETMPOBAHHbIX NMO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL daa ynpasneHusa ycmpolicmeom

B ISS nopgaeprkmBaeTca GuUnbTpaumua ynpasaatowero Tpaduka ¢ NOMOLLbIO CMUCKA aBTOPMU30BAHHbIX
IP-meHenkepos (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb agpec UAM NoACETb UCTOUYHUKA,
VLAN, nHtepdeic n cnyxoy, c KoTopblx byaeT paspelleHo ynpaB/ieHue YyCTPOUCTBOM.

KomaHObI pexcuma 2a06asb6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabanua 130 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
10 yMon4aHuio
authorized-manager ip- OrpaHuYnTb ynpaB/ieHne YCTPOMCTBOM MO 3adaHHOMY uib-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipve_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip- OTMEeHWTb OrpaHuYeHre Ha ynpaB/ieHne yCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipve_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiicTBe MOXXHO cCKOHUrypupoBaTb He 6osblie 100 npasua. Mo ymoayaHuio, ecnm
He 3aZ,aHO HU O4HO NPaBUO, YNPaBAeHUE YCTPOMCTBOM AOCTYNHO C N11060ro UCTOUYHUKA.

’ | TMocne yKasaHuaA xoTAa 6bl ogHoro npasuna authorized-manager gna scex ycrpoiicrs,
b KOTopble UCKAIOUYEHbI NpaBuiom, byaeT aeictBoBaTb Npasuao deny any any.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 131 — Komanapl pexkmuma Privileged EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymMoa4YaHuro
show authorized-managers [ip- MoKasaTb CNUCKKN AOCTyNa ANA yNpaBAeHus.
source ip_addr]

4.17.5 Hacmpolika npomoKoso8e ynpaeneHus

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl npeaHasHayeHbl A8 HACTPOMKM CepBepoB AOCTyna Aaa  ynpasaeHua
KommyTaTtopom. MNoaaeprkka cepseposB TELNET n SSH kommyTtaTopom no3sonsaeTt yaaneHHo NoAKAYaATbCA
K HEMY A1 MOHUTOPUHTIA U KoHoUrypaumm. KoHdurypmposaHue yctpoiictea vepes Telnet Ha ycTpoiicTee
pa3peLleHo No YMOYaHuIo.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnnua 132 — KomaHapl pexxkmma rnobanbHon KoOHGUrypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro

ssh enable PaspewnTb yaaneHHoe KOHPUrypnpoBaHMe yCTPOMCTBA Yepes

SSH.
- -/BKAtOYEHO -

ssh disable 3anpetTuTb yaaseHHoe KOHPUrypupoBaHMe YCTPOMCTBA yepes

SSH.
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ssh server-address ip_addr port 3apatb IP-appec SSH-cepsepa u TCP-nopT, ncnonb3yembiit SSH-
ort cepBepom.

P port: (1..65535) paep

no ssh server-address YCTaHOBWTb 3HaYeHMeE N0 YMOHAHUIO.

ip ssh mac [hmac-md5 | hmac-
shal]

ip ssh cipher [3des-chc | aes128- BbibpaTh Wwndp ayTeHTUPUKALMM NO NPOTOKoAy SSH.
chc | aes128-ctr | aes192-chc |

aes192-ctr | aes256-chc | +/3des-cbe
aes256-ctr | des-cbc | all]
ip ssh kex [all | dh-group- BbIbpaTh anropntTm obmeHa Knro4amu no Nnpotokony SSH.
exchange-shal | dh-group- Jall
exchange-sha256 | dh-group1-
shal | dh-group14-shal]
crypto key generate rsa CreHepupoBaTb Napy Katouelrt RSA —4acTHbI U NyBAUYHBIV ANA
SSH-cepsuca.

_/hmac-shal BbI6paTb TMN ayTeHTUMKALMM NO NPOTOKoNY SSH.

feature telnet PaspewnTtb KOHOUTypnpoBaHMe ycTponcTaa Yepes Telnet.

no feature telnet /BrniodeHo 3anpeTutb KOHOUIypMpoBaHUe ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3apatb Koy ssh-aBTopur3aumm, Npu NOMOLLM KOTOPOro MOXKHO
YCTaHOBWTb 3aLUMLLEHHOE COEAMHEHME.

no ip ssh authorized-key i Yaanutb Kntou ssh-aBTopusaumm.

ip ssh auth-type {password | 3afatb NocneaoBaTelbHOCTb METOAOB ayTeHTUdMKALMM no

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

KomaHObi pexcuma EXEC

KomaHabl JaHHOro pa3gena AOCTYNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 133 — Komanapl pexkuma EXEC

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymon4aHuro
. MokasaTtb KoHdurypauuio SSH-cepsepa, a TakKe aKTUBHbIE BXO-
show ip ssh - urypau peepa,
nAwme SSH-ceccum.
show telnet server - OTobpasunTb cTaTyc cepsepa Telnet.
sh ip ssh authorized-keys - 0OT06pa3nTb CKOHPUIYPUPOBAHHbIE KU,

4.17.5.2 Hacmpoliika napamempoe npomokoaa SNMP daa docmyna K ycmpolicmey

SNMP — TexHonorua, npussBaHHasa obecneuntb ynpaBaeHMe U KOHTPO/b Haj, YCTPOMCTBAMU U
NPUNOKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasasawowel uHGopmMaumeinn mexay areHTamm,
PacnoNOMKEHHbIMMU Ha CEeTEBbIX YCTPOMCTBAX, M MeHeAKepamM, HaXOAAWMMWUCA Ha CTaHUMAX
ynpasneHus. SNMP onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLNX CTAHLMI U 3N1EMEHTOB
CeTu (rnaBHble MaLUMHbI, W/03bl U MapLPYTU3aTOPbI, TEPMUHA/IbHbIE CEPBEPDbI), KOTOPbIE COBMECTHO
obecneymBaloT aAMUHUCTPATMBHbIE CBA3M MEKAY CETEBbIMM YNPABAAOWMMM CTAHLUAMMU U CETEBLIMMU
areHTamu.

KommyTaTopbl NO3BOAIAKOT HAacTPoUTb paboTy npotokona SNMP ans yaaneHHOro MOHUTOPUHIA U
ynpaB/aeHna yCTPOMUCTBOM. YCTPOMCTBO NoaaepKnBaeT npoToKosbl Bepcnit SNMPv1, SNMPv2, SNMPv3.

[NnA BO3MOXKHOCTU agMUHUCTPUPOBAHNA YCTPOICTBA NOCPEACTBOM NpoToKosa SNMP, Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobluecTsa.
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KomaHObI pexcuma 2106aabHol KoHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 134 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

no snmp notify notify_name

notify_name: (1..32)
CUMBOAA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPaBKY TPanos no cobbitnio login/logout.

OTKNOUYUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPABKY TPANoOB No CO6bITUIO 3amblKaHWUA/ pas-
MbIKaHMA CyXMX KOHTAKTOB.

OTK/IIO4UTB OTMPABKY TPanos Mo cobbITUIO 3aMblKaHmsa/
Pa3MbIKaHWUA CyXMX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBATL OTMPABKY TPanoB Mo cobbITUIO YKecTKol’ nepe-
3arpysKku.

no snmp enable traps /BKniovero OTKNOYNUTbL OTNPABKY TPanoB No cobbITUIO ‘KecTKoi’ nepesa-
coldstart TPY3KU.
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANoB Mo CobbITUIO Nepesarpysku
no komaHge ‘reload’.
-/BKIOYEHO

no snmp enable traps
warmstart

OTKAOUYUTB OTNPABKY TPAMNoB Mo cobbiTMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CMMBO/I0B

Co3sgatb SNMP-nonb3osarens.
- auth — HacTpolika anropuTma ayTeHTUOUKaUmK;
- priv — HacTpoiKa wndposBaHus;
- EnginelD — ngeHtnduratop SNMP-ycTpolicTea
Bkntoualowyee B ceba cneucMmBonbl user_name
H TpebyeTca yKa3biBaTb B KaBbl4Kax.

Ypanute SNMP-nonb3osartens.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumBonios
ip_address A.B.C.D

MpuBsA3aTb COO6LLECTBO C 334aHHLIM MHAEKCOM K paHee co-
34,aHHOMY M0/1b30BaTeN!O.
YTo6bl paspewnTts Mcnonb3osaHue N060ro CrewmanbHoro
CMMBO/IA B Ha3BaHWUM M MHAEKCE COOBLLECTBA, YKaXKUTE ero B
[ABOWMHbIX KaBbluKkax. Ecin Ha3BaHWe M nHAeKc coobliecTsa co-
[AepKaT ToNbKo ByKBbI M LMdpPbI, TOrAa ABONHbIE KaBblYKK He
HY>KHbI.

Bkatouatouiee B ceba cnewcMmBoabl community Tpe-

H 6yeTcA yKasblBaTb B KaBblYKaX.

Yaanute SNMP-coobLuecTBo ¢ yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBONOB;
group_name: (1..32)
CMMBO/IOB

Co3sgatb SNMP-rpynny nav tabanuy cootsetctauii SNMP-
nosb3osatenei n npasua o6o3peHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3}{auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

Nno snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumB0onOB;
context: (1..32) cumsosios

Pazpewunts SNMP-rpynne goctyn Ha YTeHue, 3anNncb U OT-
npaBKy SNMpP-TPanoB No o6bekTam, NpUHagAEeKaLUM
read/write/notify-view.

3anpetnute SNMP-rpynne A40CTyn Ha YTeHMe, 3anNucb M OT-
NpaBKy SNMpP-TPanNoB No 06bekTam, NPUHaLIEKALLUM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBO/I0B

Co3aaTb UK pepakTMpPoBaThb NpaBuao obosperusa ans SNMP-
paspeLuatoLLee NPaBuIo 60 OrpaHNYMBatOLLEE CepBepy-
obo3peBaTento goctyn K OID.

- OID — vpeHTUdMKaTOpa obekTa MIB, npeacTaBneHHbIN B
Buae aepesa ASN.1

- included — OID BKkntoueHa B NpaBuIo gns 0603peBaHuns;

- excluded — OID uckntoueHa 13 npaBuaa Ana 0603peBaHuUs.

Yaanutb npasuno o06o3peHmnsa gna SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglist

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumBo-
N0B;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonoB
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumsonos;
port_number:
(1..65535) cumBonos;
tag_ldentifier: (1..255)
CMMBOOB

Co3gaTb rpynny aApecos, Ha KoTopble ByayT OTNPaBAATLCA
Tpanbl COrIacHO MapameTpam Ter-imcra.

YpanuTe rpynny agpecos, Ha KoTopble 6yayT oTNPaBAATLCA
Tpanbl COrIacHO NapameTpam Ter-iucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBO/IOB;
target_param: (1..32)
CUMBOJIOB;
profile_name: (1..32)

YKasaTb NapameTpbl OTNPaBKW TParos, onpeaensemble nosb-
30BaTesem.

Yaanutb napameTpbl OTAPaBKKU TPanos, onpegenaemble NOJb-
30BaTenem.

4.17.5.3 KomaHOblI KOHhuypayuu mepmuHand

KomaHZabl KOHOUrypaumum TepMUHaNa CAy»KaT AN HAaCTPOWKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 135 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no yMmon4aHuo
line console - Bxopn, B perknm COOTBETCTBYIOLLErO TEPMUHANA.
line telnet - Bxop, B pexMm cOOTBETCTBYIOLWEro TepMUHana.

line ssh

Bxof, B pexMm coOTBETCTBYIOLWEro TepMnHana.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bupg, 3anpoca KOMaHAHOM CTPOKM B pPeXXMMe KOHPUTrypaLmm TepMnHana:

console# configure terminal

console (config)# line {console |

console (config-line) #

telnet |

ssh}
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Tabnunua 136 — KomaHAabl pexxmma KoHbUrypauum TepmuHana

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3a,ﬂ,aTb WUHTEpBan, B Te4HeHNe KOTOpPOoro CUCTeMa OXMaaeT eBoaa
OT nonb3osatena. Ecnv B TedyeHne AaHHOIO MHTEpPBasia NONb30-
BaTe/lb HUWYero He BBOAUT, TO KOHCO/1b OTKNKOYaEeTCA.

YCTaHOBUTb 3HaYeHME N0 YMOYAHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6ut/c

YCTaHOBWUTb CKOPOCTb Nepefayu Ans NocnefoBaTeNbHOrO WH-
Tepdelica.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnunua 137 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show line exec-timeout

MNoKa3aTb 3HaYeHUA napameTpa exec-timeout ANnAa BCeEX TEPMU-
HaNoB.

show line exec-timeout
current

MoKasaTb 3HaueHMA NapameTpa exec-timeout gna TekyLuen cec-
cuu.

4.18 ypHan aBapwuii, npoTtoKon SYSLOG

CUCTeMHble KypHasibl MO3BOASAIOT BECTU UCTOPUIO COBLITMIA, NPOU3OLLEALLIMX HA YCTPOWCTBE, @ TaKKe

KOHTPO/AIMPOBaTb Npoum3oLeaine cobbiTusA B peasbHOM BpemeHU. B xKypHan 3aHocATCA cobbITUA BOCbMU
TUMOB: Ype3BblyaiHble, CUrHa/Ibl TPEBOTUN, KPUTUHYECKME N HE KPUTUYECKME OWNBKK, npeaynpeskaeHns,
yBegomeHus, MHGOPMALMOHHbIE M OTNAL0UHbIE.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnnua 138 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

—/perMCTpa LUnA BKNKOYEHA

BK/IIOUMTL perncTpaLmio oTaagouHbIX cooblieHmit u coobuye-
HUI 06 owmnbKax.

BbIK/IHOYMTb PErncTpaLmio oT1aA0uHbIX COobLLeHM 1 coobLue-
HUI 06 owmnbKax.
72 TMpu BbIKNIOYEHHOW perncTpaumm oT1agouHble c006-

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}

host: (1..63) cumBonos,
facility:(localO...local7),

weHna u coobuweHns o6 owmnbkax 6yayT nepeaa-
BaTbCA HA KOHCOb.

BkntounTb nepepavy aBapuiHbIX U OTNAA0YHBIX COODLEHMN

Ha yaaneHHbIn SYSLOG-cepsep.

- ip_address — IPv4- nnu IPv6-agpec SYSLOG-cepsepa;

ip_address severity:(0...7), Ecam KomaHpa BBeaeHa 6e3 yKasaHua facility, To
ipv4_address A.B.C.D, V 6yAeT MCNoNb30BaH TEKYLLUIA HAaCTPOEHHbIN
ipv6_address: facility.
XXX XX XXX /- Ecnn KomaHaa BBegeHa 6e3 ykasaHusa severity, To
6yAyT yKasaHbl Bce severity, kpome debugging.
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no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Yaanutb BbI6paHHbI cepeep 13 CNMCKa UCMO/b3yeMbIX
SYSLOG-cepBeposB.
Ecnv KomaHaa BBegeHa 6e3 ykasaHnus facility, To
6yaeTt ykasaH Tekywmii facility.
Ecam KomaHga BeeaeHa 6e3 ykasaHua severity, TO
6yAyT MCNONb30BaHbI BCe severity, BKAOYan
debugging.

logging console

no logging console

-/BKAIOYEHO

BKOUNTB Nepesayy aBapuiiHbIX MW OTNAL0UHbIX COOBLLEHWI
Ha KOHCO/b.

BbIKNOUNTL Nepesady aBapuUiiHbIX UM OTNAA0YHbIX coobLe-
HUM Ha KOHCONb.

logging buffered size

no logging buffered

size: (1..200)50

M3MEHUTb KONIMYECTBO COOBLLEHWIA, 3aNOMWHAEMbBIX BO BHYT-
peHHem 6ydepe. HoBoe 3HauyeHue pasmepa bydepa npume-
HWTCA Nocae nepesarpysKkun ycTponcTea.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb palin 3anmncy aBapuiHbIX M OTAAA0UYHbIX COOBLWEHUN.

logging-file [facility] [severity]
file{1] 2] 3}

no logging-file [facility]
[severity] file {1 | 2 | 3}

facility:(localO...local7),
severity:(0...7)

BKAOUNTL Nepesady aBapuiHbIX AW OTAAA04HbIX COODOLLEHMI
B pain KypHana.
Ecam KomaHaa BBegeHa 6e3 ykasanua facility, To 6y-
BeT yKasaH Tekywun facility.
Ecan KomaHAa BBegeHa 6e3 yKasaHua severity, To
6yAyT ucnonb3oBaHbI Bee severity, Bkatoyaa debugging.

HUU IMMTa co3gaeTca HoBbIl daiin c popmatom .bk,
KOTOpbIi B Aa/bHelillem nepe3anucbiBaeTca.

V Pasmep ¢daina orpaHuueH 1 M6aiT, npu npesbiwwe-

BbIK/IOUNTL Nepegayy aBapuiiHbIX UAK OTAaZ04HbIX CoobLe-
HUI BbIBPAHHOIO YPOBHA Ba*KHOCTM B YKa3aHHbINA dalin *Kyp-
Hana.
Ecnn KomaHpa BBegeHa 6e3 ykasanua facility, To 6y-
V AeT yKasaH Tekywuin facility.
Ecnv KomaHAa BBefeHa 6e3 yKasaHua severity, TO
6yAayT ncnonb3oBaHbl Bee severity, Kpome debugging.

Pa3smep ¢aitna orpaHuyeH 1 M6aiit, npu npesbiwe-
V HUU NIMMTA CO3[aeTcA HOBbIM ¢aiin c popmaTom
.bk, KoTopbIii B ganbHelilwuem nepesanucbiBaeTca.

logging severity severity

no logging severity

severity:(0...7)/6

3a4aTb YPOBEHb JIOTMPOBAHMA.

YCTaHOBUTb 3HAYEHME NO YMOYAHWUIO.

logging facility facility

no logging facility

facility:(local0...local7)/local0

3a4atb KaTeropuio noru poBaHMA.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

syslog localstorage

no syslog localstorage

-/BKNIOYEHO

AKTUBMPOBATb OTNPABKY aBaPUMAHbLIX NN COOBLLEHNI Ha CKOH-
durypupoBaHHble aiabl 3anucy.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/HeT

3apaTtb NapameTp, KOTopbI ByAeT NCnoNb30BaTLCA B KayecTse
naeHTndumKatopa xocta B SYSLOG-coobueHusX.

Mcnonb3osaTtb 3HaYeHME N0 YMONYAHUIO.

Kaxkpoe cooblieHrne nmeeT CBOI ypoBeHb BarKHOCTU. B Tabanue 139 npuseaeHbl TUMbl COOBLLEHNA
B nopAgKe ybbiBaHNA NX BaKHOCTU.

Tabnvua 139 — Tunbl Ba*KHOCTU COOBLLEHWUI

BaxcHocmo Tun eaxHocmu OnucaHue
coobweHuli coobweHuli
0 YpesBblyaliHble B cucteme npowmsolna Kputuyeckaa ownbka, cuctema moxeT paboTaTb He-
(emergencies) npasuabHO.
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CurHanbl Tpesoru

1 (alerts) HeobxoanMmo HemeaneHHoe BMeLLaTeIbCTBO B CUCTEMY.
Kputuueckne

2 - B cucTeme npomsoLna KpUTUYecKas owmnbka.
(critical)

3 OwunbouHble (errors) B cucTeme npowmsowna owmnbKa.
Mpegynpexaexua

4 . MpeaynpesxaeHne, HeaBapuitHoe cooblyeHue.
(warnings) peaynpexa ) p u
YBegomneHua .

5 . YBefomieHne CUCTEMBI, HeaBapuitHoe coobLieHue.
(notifications)
NHopmaLMOHHbIe

6 . op .U' NHdpopMaumoHHble cOobLWEHNA CUCTEMDI.
(informational)

7 OTnafouHble OTnapouUHble coobLLeHMA, NPeaoCTaBAAIOT N01b30BaTeNO MHbOPMaLMIO aNA
(debugging) KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

Mpumep HacTpoiiku logging-file:

Co3paaum noKanbHbii ¢anin ¢ numeHem sll, Kyaa 6yayT 3anMCbiBATbCA COObLITUA C BAa*KHOCTbIO OT
YypesBblYalHbIX 40 MUHGOPMALMNOHHDIX.

console (config) # syslog file 1 slilI
console (config)# logging-file file 1
Mpumep HacTpoliku logging-server:

YKaxem agpec syslog-cepsepa, Kyaa byayT oTnpaBasTbCA COOOLWEHNA O COOLITUAX C BAaXKHOCTbO OT
YypesBblYalHbIX 40 MUHGOPMALMNOHHDIX.

console (config) # logging-server ipv4 192.168.1.1

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#

Tabnvua 140 — KomaHaa pexuma Privileged EXEC ana npocmoTpa danna xKypHana

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no ymon4aHuio
clear logs - YaanuTb Bce coobLeHMA U3 BHYTpeHHero bydepa.
show logging-file - OT06pasnTb HACTPOMKM OrMPOBAHUA B NOKabHbIE paiinbl.

show logging file file_name OTOb6pPa3nTb COCTOAHME KYPHAIA, aBaPUIHbIE M OTNAL04HbIE COO6-

file_name: (1..3) .
LWeHWs, 3anmcaHHble B daitne.

show logging-servers - OTO6pa3nTb HAaCTPOMNKM ANA yaaNnEHHbIX logging-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3epKaNMPOBaHMS MOPTOB MpeAHasHayYeHa AN KOHTPoAs ceTeBoro TpaduKa nytem
NepecbUIKM KON BXOAAWMX U/UAN UCXOLALLMX NAKETOB C OAHOMO MAM HECKOJ/IbKUX KOHTPOAUPYEMBbIX
NOPTOB HA OAWMH KOHTPOJIMPYIOLWMIA NOPT.

BO3MOXHO 3epKanupoBaHue nwb6oro Konuuectsa uHTepdeiicoB. OTCyTCTBME noTepb
’ rapaHTUpyeTca, ecan NPonycKHas cnoco6HOCTb MHTepdeiica Ha3HaYeHUA He NpeBblleHa. Mpu
MCNonb30BaHUN GpU3NYECKUX NeTe/Ib HA KOMMYTaTope 3epPKasIMpoBaTbCA ByaeT TONbKO oA4Ha
Konua Kagpa (frame), ecnu samkHyTble uHTepdeiicbl npuHagaexar ogHomy VLAN.

K KOHTpo/MpyloLWemy NOPTY MPUMEHAIOTCA CAeaytoLMe OrpaHUYeHunn:

142 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

— TMopT He MoXKeT 6bITb KOHTPONMPYIOLUM U KOHTPONPYEMbIM NOPTOM OAHOBPEMEHHO;
— IP-uHTepodeic 4oNKeH OTCYTCTBOBATL A/1A 3TOr0 NOPTa;

K KOHTPOINpyeEMbIM NOPTaM NPUMEHAIOTCA cheayowmne orpaHn4YeHnA:

— MopT He MOXKeT BbITb KOHTPONMPYHOLLUM U KOHTPOANPYEMbBIM NOPTOM O4HOBPEMEHHO.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME r106anbHOM KOHPUTypaLmK:

console (config) #

Tabnunua 141 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
session_id: (1..4)

YKa3aTb 3epKanvpyloLmii nopT ANA BbIBpaHHON ceccum MOHUTO-
puHra.
DYHKLMUA MOHUTOPUHIa MOXKeT 6bITb HACTPOEHA Ha YeTbl-
V pPEx NnopTax 0 AHOBPEMEHHO.

BbIKNHOUNTL PYHKUMIO MOHMTOPWUHFA HA HACTPaMBaeMOM WHTEp-
delice.

monitor session session_id
destination remote vian
vlan_id

no monitor session session_id
destination remote vian
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb cnyebHbiit vlan gna 3epkannposaHua TpaduKa C 3aaaH-
Horo pedaekTop-nopTa 4N BblbpaHHOM ceccum.
- remote vlan — cny»kebHbii vlan ans sepkanvposaHua TpaduKa

BbIKNHOUNTb GYHKLMIO MOHUTOPMHIA Ha HAacTPaMBaeMoM UHTep-
delice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
session_id: (1..4)

[06aBUTb yKa3aHHbIM 3epKannpyemblii NOPT A5 BbIOpaHHOW ceccunm
MOHWTOPMHTA.

- X — KOMMPOBaTb NaKeTbl MPUHATbIE KOHTPOAUPYEMbBIM MOPTOM;

- tX — KONMPOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbIM NOPTOM;
- both — KonMpoBaTb Bce NaKkeTbl C KOHTPOANPYEMOTO NopPTa.

BbIKNHOUNTL GYHKLMIO MOHUTOPMHIA Ha HAacTPaMBaeMoM UHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb vlan, c KoToporo 6yaeT 3epkanmposatbcsa TpaduK ¢ 3a4aH-
Horo pedneKkTop-nopTa gns BbibpaHHOM ceccuu. Mpu aTom cam vian
byaeT CHAT.

BbIK/OYNTL GYHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMOM UHTEp-
delice.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmn Bua;

console>
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Tabnunua 142 — KomaHabl, AoCTynHble B pexmme EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
show monitor session session. id: (1..4) BbiBecTM MHPOPMALMIO NO CKOHOUTYPUPOBAHHOM CECCUU MOHUTO-
session_id - puHra.

lpumepbl 8b61M10AHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbiBeCTM MHGOPMALUMIO NO KOHTPOIMPYIOLLMM M KOHTPOANPYEMbBIM MOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session )

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 ®YHKUUUN AUArHOCTUKN PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOPbl COAEP’KAT anmnapaTtHble W MPOorpaMmHble CpeacTBa ANA AMarHOCTUKK
dU3NYECKUX MHTepdENCOB N NMHNIA CBA3K. B NepeyeHb TECTUPYEMbIX NapaMeTPOB BXOAAT CAeaytoume:

[na anekTpnyecknx nHTepdencos:
— [A/IMHa Kabens;
— paccTosiHMe A0 MeCTa HeMCNPaBHOCTM — 06pPbIBa MM 3aMblKaHUS.

Ons onTnyeckux nHtepdeicos 1G:
—  napameTpbl NUTAHWA — HaNPAMXKEHWNE U TOK;
—  BbIXOAHasA ONTUYECKaa MOLHOCTb;
—  ONTMYEecKan MOLLHOCTb Ha Npueme.

4.20.1 fuazHocmuka medHoz20 Kabensa

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin Bua:

console#
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Tabnunua 143 — KomaHabl ANArHOCTUKM MeaHOro Kabens

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
test cable-diagnostics BbINO/IHUTL BUPTYyasibHOE TECTUPOBaHUE Kabensa ANA yKa3aHHOTo UH-
fastethernet fa_port | fa_port: (0/1..24); Tepodelica.
gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11)
te_port]

/ Mpu nonyuyeHumn coobwenuns 'Fail to get cable test result for port GiO/X. Status: 3'
peKomeHayetca npoBepuTb media-type wuHTepdeiica u coctoAHMe wuHTepdeiica Ha
YAAneHHo CTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES3708P, MES3710P nogaepnBaroT 3NEKTPO-
nUTaHue ycTpomncTs no aAnHum Ethernet B cooTBeTcTBMM C pekomeHpgaumamu |IEEE 802.3af (PoE) u IEEE
802.3at (PoE+). Tun pacnnHoBKM A.

KommyTtatopbl MES2408PL xapakTepun3yoTcs MeHbWUM BIOAKETOM MOLLHOCTM, OTHOCUTENIbHO ApY-
rMX.

KomaHObI pexcuma 2a06anb6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHo KoHUrypaumm:

console (config) #

Tabnunua 144 — KomaHabl pexmma rnobanbHol KoHdurypaumm

3HayeHue/ 3HayeHue »
KomaHoa Aelicmeue
Mo yMmon4YaHuio
set poe enable BK/IIOUYUTb 3NeKTponuUTaHue No nnHuam Ethernet.
set poe disable BbIKNOUNT 3N1EeKTpONUTaHWe No NMHUAM Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicosg) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunua 145 —KomaHabl perknma KoHourypaumm nHtepdeinca Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
power inline auto Pa3spewntb paboTy npoToKkona obHapy:KeHua POE-yCcTpolicTB Ha
Jaut MHTepdeiice 1 BKAOYAET NOAauy 3SNEKTPONUTAHNA Ha NHTepdeic.
power inline never auto 3anpetutb paboTy npoTtokona obHapyxeHua POE-ycTpoWCcTB Ha
MHTepdeiice N OTKAOYAET NoAaYy 31EKTPONUTAHKUA.
power inline priority {critical | 3apaTb npuopuTeT nHTepdeiica POE npu ynpaBaeHUM snekTponu-
high | low} TaHWeMm.
- critical — ycTaHaBAMBaeT HaMBbICWIMIA NPUOPUTET 3IEKTPONUTA-
Jlow HUA. DNEKTPONUTAHNE NOPTOB C TAKUM NMpuopuTeTom byaeT npe-
KpalaTbCca B MOCAELHIO ouyepeab NpWU Neperpyske cUCTembl
POE;
- high — ycTaHaBAMBaeT BbICOKMI MPUOPUTET 3NEKTPONUTAHUS;
- low — ycTaHaBAMBAET HU3KUIA NPUOPUTET SNEKTPONUTAHUS.
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| user-defined wattage}

power inline limit-mode {class

no power inline limit-mode

wattage: (200..31200)
munnmsatt/ class

Bbl6paTb pexmnm orpaHMYeHUA MOLLHOCTMU.

- class — NMMUT maKkcmanbHoW NOTPebAAEMO MOLLHOCTM onpe-
OEeNAeTcA KNaccom NoAKA4YaemMoro yCTponcTea;

- user-defined — "MMUT MaKcMmanbHOM NoTpebasieMo MOLLHO-
CTM BbICTABAAETCA BPYYHYHO, ¢ warom 200 mBT.

BbI6paTh perMM Mo YMONYaHMIO.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHoOM cTpoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console#

Tabnunua 146 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6pa3nTb COCTOAHME INEKTPONUTAHUA UHTEPPENCOB, MOAAEPKU-
BalOLWMX NUTAHME NO NnHUK POE.

show power detail

OT06pa3nTb 06LLY0 MHPOPMALMIO MO cOCToAHUIO POE 1 cocTosHuMIO
MCTOYHMKA.

show power inline
consumption

OTO6pa3nTb XapaKTEPUCTUKM NOTpebNeHMA MOLHOCTH, TOKa W
HanpsXKeHus.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NpOTOKON BTOPOro YPOBHSA CO34aHHbIN ANA aBTOMaTUYe-
CKOro o6Hapy»eHusa NoTepn ABYXCTOPOHHEN KOMMYHMKALMM Ha ONTUYECKUX IMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnuua 147 — Komanapl pexkuma KoHpurypaumm nHtepdelrica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

detection

ethernet-oam uni-directional

no ethernet-oam uni-
directional detection

-/BbIKAOYEHO

Bknountb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

BbIKNOUNTb ANArHOCTUKY COCTOAHUA ONTUYECKUI NTUHUIA.

detection aggressive

ethernet-oam uni-directional

no ethernet-oam uni-
directional detection
aggressive

-/BbIKAOYEHO

BKAOYUTL arpeccuBHbIl pexkum, npu kotopom TLV oTnpasnseTca
B l06OM cnyyae, Aaxke ec/iv OHa He bblaa NoslyyeHa oT yaaneH-
HOro yCTpoicTBa.

BbIKNOUYNTL arpeccuBHbIN pexxum, Npu Kotopom TLV oTnpasns-
eTcA B Nt06OM cnyyae, gaxke ecav oHa He bblna nosyeHa oT yaa-
JIEHHOrO YCTPOMCTBa.

ethernet-oam uni-directional
detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbICTaBUTL Talimep, Mo KOTOpoMy ByZeT NpoucxoauTb onpeaene-
HMe TEeKYLLEero COCTOAHMUA INHKA.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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ethernet-oam uni-directional
detection action {errdisable |
log}

-/log

no ethernet-oam uni-
directional detection action

BbIbpaTb pexxunm paboTbl npotokona UDLD.

- errdisable — nepegaua Tpaduka 610KMpPYETCA NpPU OTCYTCTBMMU
npuema B O4HOM W3 HanpaBAeHWI B KaHane;

- log — coobuieHre 0 610KMPOBKE NOABAAETCA B KypHane.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

KomaHOowb! pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin Bua;

console>

Tabnuua 148 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show port ethernet-oam uni-
directional detection

OTO6pasnTb COCTOAHME OMTUYECKOTO JIMHKA.

4.20.4 [luazHOoCMuUKa onmu4YecKo20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN NO3BOJIAET OUEHUTb TeKyuwee COCToOAHME ONTUYECKOro TpaHCuMBeEpPa WU

ONTUYECKOMN NTUHUU CBA3MU.

Bo3moxeH aBTOMaTU4YecKuni

KOHTPOJIb COCTOSIHUA JINHUA  CBA3MW.

Ona storo KommyTatop

nepuoamMyeckn onpawmusaeT napameTpbl ONTUYECKMX MHTepdeincoB M CpaBHMBAET MX C MNOPOroBbIMM
3HaYEHUAMM, 3a4aHHbLIMW NPOU3BOAUTENAMU TpaHCMBEPOB. MpKu Bbixode NapameTpoB 3a AOMNYCTUMblE
npegenbl KOMMyTaTop GOpMUpPYeET NpeaynpexaatoLlme U aBapuiiHble COobLLEHMS.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrowmii Bua;

console#

Tabnnuya 149 — KomaHgbl AMAarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

OTO6pa3I/ITb pe3ynbTaTtbl ANATHOCTUKM ONTUYECKOro TpaHCUBeEpa.

Tabanuya 150 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHCUBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsrkeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MoWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.
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3HayYeHUn pesyNbTaToB ANArHOCTUKK:
— N/A-HepocTtynHo,

— N/S - He nogaepxusaertca.
4.21 ®PyHKuun obecneyeHna 6e3onacHoCTU

4.21.1 ®yHKyuu obecnevyeHus 3aujumeol nopmoe

C uenbto nosblweHns 6e30MacHOCTM B KOMMYTATOpe CYyLLECTBYET BO3MOMHOCTb HAaCTPOUTb KaKoM-
6o NopT Tak, 4Tobbl AOCTYN K KOMMYTaTOpy 4yepes 3TOT NOPT NPeaoCTaBAAaNCA TO/IbKO 3af4aHHbIM
ycTpoiicTBam. OyHKLMA 3aWMTbl NOPTOB OCHOBaHa Ha onpegeneHnn MAC-agpecoB, KOTOPbIM paspeLlaeTcs
poctyn. MAC-agpeca MoryT 6biTb HaCTPOEHbI BPYYHYIO MM M3ydeHbl KOMMyTaTopom. Mocsie usydyeHus
HEeobXoAMMbIX aApecoB MOPT cneayeT 3ab/0KMpoBaTb, 3aWMTUB €ro OT MNOCTYM/IEHMA MNaKeToB C
HeunsyvyeHHbIMW MAC-agpecamun. Taknm ob6pasom, Koraa 3ab10KMPOBaAHHbIN NOPT NosyyYaeT naket, u MAC-
afpec UCTOYHMKA NaKeTa He CBAA3aH C 3TUM NOPTOM, aKTUBU3UPYETCA MEXAHU3M 3aLUMTbl, B 3aBMCMMOCTHM OT
KOTOPOro MOFyT ObITb MPUHATLI CAeaylowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, MOCTynawlme Ha
3a6/10KMPOBAHHbIN MNOPT, NEepecbiNaTcA, 0TOPAChIBAOTCA, MO0 Ke NoPT, MPUHABLLMIA NAKeT, OTK/IoYaeTcs.
dyHKumna 6esonacHoctn Locked Port no3BonAeT COXpaHUTb CAMCOK mM3y4deHHbIx MAC-agpecoB B daine
KOHUrypaumm, Takum o6pasom, sTOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepe3arpy3KM yCTponcTaa.

/ CyuwiecTByeT orpaHuyeHme Ha Koamyectso MAC-agpecos, KOTOpoe MOXET U3y4ynTb NOPT, UC-
NoNb3yOWMA PYHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-
gelica epynnsl nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHourypauum mHtepdeiica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 151 — KomaHabl pexkmma KoHpurypauum uHtepdeliica Ethernet, rpynnsi uHTepdelicos

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
switchport port-security ena- BkntounTtb GyHKLMIO 3aWmThl Ha MHTepdeice. BaokupyeT dyHK-
ble LMIO M3YyYEHMA HOBbIX aZpecoB ana nHtepoeiica. MakeTbl ¢ He-
-/BbIKNIOYEHO n3yyeHHbIMM MAC-apecamm UCTOYHUKA OTOpPacbIBatOTCA.
no switchport port-security en- OTKNOYNTDL PYHKLMIO 3aLNTbI HA HTepdelice.
able
switchport port-security mac- 3apaTb MaKCMManbHOE KONIMYECTBO afpecos, KOTOPOE MOXKET
limit o U3y4nUTb NOPT.
- - limit: (0..8192)/1
no switchport port-security YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
mac-limit
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switchport port-security mode 3a4aTb peXXMm orpaHmyeHns nsyvyenma MAC-agpecos aas HacTpa-
{max-addresses | lock | se- nBaemoro uHtepdeiica.

cure-delete-on-reset | secure- - max-addresses — yaanfer Tekywue ANHAMUYECKU WU3YYEHHble
permanent} afpeca, cBfA3aHHble ¢ MHTepdeincom. PaspeLleHo U3ydeHne mak-

CMMasIbHOTO KOIMYECTBA aAPecoB Ha NopTy. [NoBTOpHOe U3yyeHne
1 CTapeHune paspeLLeHbl.

- lock — coxpaHseT B ¢paiin TekyLmMe AMHAMUYECKN U3yYeHHble aa-
peca, cBA3aHHbIe C MHTepdecoM 1 3anpeLLaeT obyyeHne HOBbIM
afipecam W CTapeHue yKe U3y4eHHbIX afpecos.

- secure-delete-on-reset — yaanaeT Tekywme AMHAMUYECKN U3Y-
-/lock YeHHble agpeca, CBA3aHHble ¢ MHTepdeiicom. PaspeLueHo usyye-
HMEe MaKCMMaNbHOro KO/IMYEeCTBa aApecoB Ha nopTy. MosTopHoe
M3yyeHue 1 CTapeHue 3anpeLleHbl. Agpeca COXpaHAloTCa 40 nepe-
3arpysKku.

- secure-permanent — ynanaer Tekywime AMHAMUYECKU U3YYeH-
Hble agpeca, CBA3aHHble ¢ UHTepdericom. PaspelieHo M3yyeHune
MaKCMMasIbHOTO KOJIMYeCcTBa aApecos Ha nopty. MoBTopHOe M3y-
YyeHue U cTapeHuWe 3anpeleHbl. Adpeca COXpaHATCA Npu nepe-

3arpyske.
no switchport port-security YCTaHOBUTbL 3HAaYEHWE NO YMOIYAHUIO.
mode
switchport port-security viola- 3a4aTb peXXxum pearmpoBaHuA Npu HapyLweHnn 6e3onacHocTu.
tion [restrict | protect | dis- - restrict — B JaHHOM peXkume Npu HapyLweHnn 6e30nNacHoOCTM OT-
card-shutdown] npasnsetca SYSLOG-coobueHne Ha SYSLOG-cepsep.
- protect — B A4aHHOM pe’KMMe OMOBELLEHNA O HapylieHun 6es-
-/protect onacHocTM HeT. Bkntouyaer nepexsat MAC-agpecoB, KOTopble

[O/MKHbI 6bITb 0TOpOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeyatoTcA Kak 3ab/s0KMpoBaHHbIe M OTOPAcbIBAlOTCA B TeYeHUM
aging-time;

- discard-shutdown — B gaHHOM perKume Kagpbl C HEU3yYeHHbI-
mn MAC-agpecamu UCTOYHMKA OTOPACbIBAKOTCA, MOPT OTK/OYa-
erTca.

4.21.2 KoHmponb npomokonaa DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpPOTOKO/, MO3BONAIOWMUNA KANEHTY MO
3anpocy nonyyatb IP-aapec n apyrue Tpebyemble napameTpbl, Heobxoanmble ansa pabotbl B cetn TCP/IP.

MpoTokon DHCP moKeT MCcnonb30BaTbCs 3/10YMbILUAEHHUKAMM 15 COBEPLUEHWNSA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KaueHTa, 3actasnaa DHCP-cepsep BblaaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHDI
cepBepa, nytem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BoAAET obecneynTb 3anTy
YCTPOWCTBA OT aTak C Mcnonb3oBaHWem npoTtokosa DHCP, ana yero npumeHsaeTca PyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» MHTepdelicax, a TaKkKe KOHTPO/IMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuma 82 npotokona DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepBep o Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) u Yepes Kakol ero nopT 6611 NOAyYEH 3anpoc.
MpumeHseTca oA YyCTaHOBAEHUA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe ANA 3aLlnThbI
OT aTaK C WCnosb3oBaHMeM npoTokosa DHCP. Onuma 82 npeactaBnser coboi AONOSHUTENbHYIO
MHbOPMaUMIO (MMA YyCTPOMCTBA, HOMepP MopTa), AobaBaseMytd KOMMYTAaTOPOM, KOTopbli paboTaeT B
pexxume DHCP Relay areHTa, B Buae DHCP-3anpoca, npMHATOro oT KAneHTa. Ha ocHoBaHMKM AaHHOM onuuK,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NOPTY KOMmyTaTopa.
Monyyme Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT Bbiaenset IP-aapec KAMEHTY, a TaKxe
nepefaer emy Apyrne Heobxoanmble NapameTpbl.
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Tabnunuya 152 — dopmart noneit onumm 82

lMone

Mepedaeaemas uHghopmayus

Circuit ID

Mmsa xocTa ycTpoiicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocneaHnii 6aitT — HOMep NOPTa, K KOTOPOMY NOAKNHOUYEHO YCTPOMCTBO, OTNPaBAAIoLLEe

dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTporicTea.

A

Dna KoppeKTHol pabotbl ¢pyHKumMm DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl
OONHbI 6bITb NOAKAIOYEHbl K «A40BEPEHHbIM» MopTam Kommyrtatopa. [Ona aobasneHus

nopTa B CMMCOK «40BEPEeHHbIX» UCMONb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ana obecneyeHna 6esonacHocTn Bce
OCTa/sibHble MNOPTbl KOMMYTATOPa A,0/KHbI 6bITb «HeA0BEPEHHbIMUY.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (confiqg)

#

Tabnunua 153 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

PaspewmnTb KOMMYTaTOPY KOHTPOIMPOBaHMe NpoTokona DHCP.

3anpeTnTb KOMMYTATOPY KOHTPOIMPOBaHUe npoTtokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

vlan_id:

no ip {dhcp| dhcpv6}
snooping vlan vian_id

(1..4094)/BbIKNtOYEHO

Pa3pewntb KOHTpOAMpoBaHue npotokona DHCP B npepenax yka-
3aHHoro VLAN.

3anpeTntb KOHTpoAMpoBaHue npoTokona DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

BkntounTb BepudurKaumo MAC-agpeca knveHta 1 MAC-agpeca uc-
TOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» MOPTaXx.

no ip dhcp snooping verify -/BKAIOYEHO Boikntountb Bepudmrkaumio MAC-agpeca kameHta 1 MAC-agpeca

mac-address MCTOYHMKA, NpuHATOoro B DHCP-nakeTe Ha «Heg0BepeHHbIX» Nop-
Tax.

ip binding port-down action OnpenenvTb peakumo KOMMyTaTopa Ha NageHue nHtepdeiica:

{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabauue Npu NageHuu.

- clear — ypanser Bce gMHamMMYeCKMe 3aNnUCK, CO34aHHble ANA
ynasuwero nHtepdelica.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKK perknuma Privileged EXEC:

console#

Tabnunua 154 — KomaHabl pexkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

show ip {dhcp | dhcpv6}
snooping

OTto6pasunTb cooTBeTCTBUA U3 daitna (6asbl) KOHTPOASA NPOTOKOANA
DHCP.

show ip dhcp snooping global

OT06pa3unTb rnobanbHyo HacTpolkiky DHCP Snooping.

show {ip | ipv6} binding

Moka3saTb Bce cooTBeTcTBuA U3 daitna (6asbl) KOHTPOIA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

Ounctutb cootBeTcTBMA U3 dalina (6asbl) KOHTPOAA NPOTOKONA
DHCP.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumm mHtepdeinca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 155 — KomaHab! pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl nHTepdelicos

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no yMmon4aHuro
ip binding limit /imit BKNtounTb OrpaHuyeHune Konnyectsa DHCP-KAMEHTOB Ha MopTy.
no ip binding limit limit (0..1024) BbIKNIOUMTb OrpaHuyeHne Konndectsa DHCP-KNMeHTOB Ha
nopry.

YcTaHOBNeHHOe orpaHuMyeHne no Koaudectsy DHCP-kaneHTOB 6yaer pacnpocTpaHATbeA
TONIbKO Ha HOBble 3anucu. PeKomeHayeTcA nepep, HAaCTPOIKOWA OrpaHUYEHUA OUYUCTUTb
Tabauuy Knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomoublo AaHHON (YHKUMM HACTPaMBaloTCA 3HauyeHuA UAeHTUPUMKATOpPOB UHTepdenca wu
peTpaHcaaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHtudukatop umHTepdelica, ¢ KoToporo npuwen 3anpoc, remote-id — naeHTMdPUKaTop
peTpaHCcAATOpPa, C KOTOPOro NpuLen 3anpoc.

Mpu BKAtoYeHUN GYHKLUMK Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBaAaTbeA Bo Bcex VLAN, Ha
KoTopbix BKAoueH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BKkAtouyeHum B VLAN circuit-id u remote-
id 6yayT BcTaBNATbLCA TONbKO B AaHHOM VLAN Ha Bcex MHTepdeicax.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxunma rnobanbHom KoHOUrypaLumm:

console (config) #

Tabnnua 156 — KomaHgb! pexuma rnobanbHoin KoHdUrypaumm

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4YaHuro

dcs information option [dhcp | BkatounTb obasneHue circuit-id + remote-id ans scex onuuii (T.e.
dhcpvé | pppoe-ia | dhcp- dhcp | dhcpv6 | pppoe-ia | dhcp-relay) anbo 3agaTb KOHKPETHbBIN
relay] enable -/BbIKNIOYEHO NPOTOKOAN AN BCTAaBKM remote-id u circuit-id.
dcs information option [dhcp | BbIkntountb gobasneHne remote-id u circuit-id.
dhcpv6 | pppoe-ia] disable
dcs agent-circuit-id user- YcTaHoBUT circuit-id B popmaTe cBOOOAHON CTPOKU, OonpeseneH-
defined {dhcp | dhcpvé6 | HOM No/sib3oBaTesIeM. BO3MOXKHO MCNO/Ib30BaHMe WaboHOB.
pppoe-ia | dhcp-relay} identifier (1..63)
identifier C1MB0108B/Wab1oH
no dcs agent-circuit-id user- %h%i%v YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
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dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)

HacTpowuTs circuit-id cornacHo pekomeHgaumam TR-101.
NpeHTndukatop:

- identifier — nponssonbHan cTpoka 6e3 wabnoHos.
dopmar:

- pv—Homep nopta u VLAN;

- Sp — HOMep €N0Ta M NopTa;

- SV — Homep cnota un VLAN;

- SpV — HoMep cnoTa, nopta un VLAN.

Pasgenutenu:
cumsonos/dopmar spv, “n.
-comma-"“,";
pasgenutens std, ~dot—“""
identifier NULL - hash — “4”
- semi-colon - “;”;
-slash—“/";
- space—"“";
- std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBUTbL popmar circuit-id.
type {dhcpv4 | dhcpvé | dopmartbl:
pppoe-ia | dhcp4-relay} {tr- - tr-101 — go6aBneHue circuit-id 8 opmate cornacHo pekomeHgaa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — po6asnenne circuit-id B dopmate csBobogHoOM
CTPOKM C BO3MOKHOCTbIO MCMO/b30BaHMSA WabaoHOB.
JononHutenbHble NnapameTpbl:
- binary — gaHHbIY NapameTp yKasbIBaeT, YTO YNCIOBbIE WABIOHbI
Jtr-101 byayT npeobpasosaHbl B popmat HEX.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

- add-subtypes — faHHbI NapamMeTp yKasbiBaeT, YTO B UAEHTUDK-
KaTop 6yaeTt AobaBneH JONOAHUTENbHbLIA NoATUN (2X-6aiNTOBbIN
ana DHCPv4 n PPPoE n 4x-6aiitoBbit ans DHCPv6), B KoTopom
onpepensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtTnduKatopa.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
cMmBO0B/WAaBA0OH %M

YcTtaHoBuTb remote-id B dopmate cBO604HOM CTPOKK, Onpesenén-
HOM nosb3oBaTenem. BO3MOXKHO MCMO/b30BaHMeE LWaboHOB.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcp4-
relay}

-/user-defined

YcTtaHoBuTb dopmaTt remote-id

dopmartbl:

- user-defined — nobasneHve remote-id B popmate cBoboaHOM
CTPOKM C BO3MOXKHOCTbIO UCMO/1b30BaHMA LWABNOHOB.
JononHutenbHble napameTpbl:

- binary — faHHbIN napameTp yKasbIBaeT, YTO YNCNOBbIE LWABNOHDI
byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIM NapamMeTp yKasbiBaeT, YTO B UAEHTUDU-
KaTop byget nobasneH JONONHUTENbHbLIM NoATUN (2X-HailToBbIN
ana DHCPv4 n PPPoE n 4x-6aiTtosbit ana DHCPv6), B KoTopom
onpepgensetca ¢opmat ctpoku (ASCII-0x01, HEX-0x00) u gavHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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Tabnuua 157 — WabnoHbl, 4oCTynHble AnA HacTpoiKku user-defined naeHTndmkatopos

LWa6noH OnucaHue

%a IP-agpec. aHHbIV WabnoH MoKeT BbiTb NpeobpasosaH B popmat HEX. ECTb BO3MOKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mmsa ycTpoiicTsa.

%p KopoTkoe ums nopTta, Hanpumep, gil/0/1.

%P [nvHHoe uma nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIN WwabaoH MmoxKHO npeobpasoBaTtb B popmat HEX.

%u Homep toHuTa. [laHHbIi WabaoH MoXeT 6biTb NpeobpasosaH B popmat HEX.

%s Homep cnota. [laHHbIN WwabnoH moxeT 6biTb NpeobpasosaH B dopmat HEX.

%i ifindex nopta. JaHHbIl WwWabnoH moxeT bbiTb NpeobpasosaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro yctponctea B popmate H-H-H-H-H-H-H. JaHHbil wabnoH moxkeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NaeHTndmkaTop VLAN. [aHHbil wabnoH moxeT bbiTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHguypayuu uHmepageltica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnnua 158 — KomaHgbl pexkuma KoHdpurypaumm nHtepoeiica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
dcs agent-circuit-identifer YcTtaHoBUTb circuit-id B popmate cBoboAHONM CTPOKM, onpese-
circuit_id circuit_id: (1..63) NéHHOW nosb3oBaTeneM. Bo3MoHO 1Ucnosib3oBaHue WabaoHoB..
CMMBONOB/WwaboH [aHHaA HacTpoWKa UMeeT NPUOPUTET Nepes aHaA0rMyYHol ro-
%h%i%V H6anbHOW HacTpoikon popmara circuit-id.
no dcs agent-circuit-identifer YCTaHOBWUTb 3HAYEHUA MO YMOHYaHUIO.
dcs remote-agent-identifier YcTaHoBuTb remote-id B popmaTte cBoboaHOM CTPOKM, onpesae-
remote_id . NEHHOM nosib3oBaTenem. BoamoxKHo ncnonbsosaHue WabOHOB.
remote_id: (1..63) [aHHaA HacTpoWKa MmeeT NPUOPUTET nepes aHaNOrMYHOW rno-
cmBonoB/wabok %m H6anbHOW HacTpoiKon popmaTta remote-id.
no dcs remote-agent-identifier YCTaHOBWTb 3HaYeHWe No YMOIYAHUIO.
dcs information option {dhcp | BkntounTb fobasnenue circuit-id + remote-id 4NA KOHKPETHOTO
dhcpvé | pppoe-ia | dhcp- npoToKona.
relay} enable
-/BbIKNIOYEHO V BcraBKa circuit-id/remote-id gonkHa 6bITb OTKAIOUEHA
rno6anbHo.
dcs information option {dhcp | BbIktounTb fob6aBNeHne remote-id u circuit-id 4N KOHKpPETHOro
dhcpv6 | pppoe-ia} disable npoToKona.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica L2VIan

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnunuya 159 — KomaHabl pexxmma KoHpurypauum nHtepdeiica L2Vian

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOMYAHUO
dcs information option {dhcp | BKntounTb gobasneHue circuit-id + remote-id ana KoHKpeT-
dhcpv6 | pppoe-ia | dhcp- HOro NpPOTOKONa
relay} enable
-/BbIKIOYEHO V BcraBKa circuit-id/remote-id gonxHa 6biTb OT-
KntouyeHa rnobanbHo.
dcs information option {dhcp | Bbikntountb gobasneHne remote-id u circuit-id ana KoH-
dhcpv6 | pppoe-ia} disable KpPEeTHOro NpoToKoa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunuya 160 — KomaHab! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMmon4aHuio
show dcs-port-config OTO6pa3nTb TEKYLLYHO KOHOUTYpaUMio naeHTMdMKATOpoB remote-
[interface fastethernet fa_port fa_port: (0/1..24); id u circuit-id ana nHtepoeiicos.
| gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11);
te_port] vlan_id: (1..4094)
[vlan vian_id]
show dcs-global-config i OT06pa3unTb rnobanbHyto KOHUIypauuio naeHTuduKkaTopa circuit-
id.

Mpumep HacTpolikm DHCP Snooping Bo VLAN10 c HacTpowikoir DCS-onumii Ha wHTepdelice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config)# vlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if
console (config-if
console (config-if
console(config-if

) # switchport general pvid 10

) # dcs remote-agent-identifier enable

) # dcs agent-circuit-identifier "3%v $p Sh"
) # dcs remote-agent-identifier "3M"

Mpumep HacTpoiiku DHCP Snooping Bo VLAN10 c HacTpoikoi DCS-onuunii ansa Bcex nHTepdencos B
¢dopmate HEX.

console (config)# !

console (config) # interface gigabitethernet 0/10

console (config-if)# port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config)# ip dhcp snooping

console (config) # decs remote-agent-id suboption-type dhcpv4 user-defined binary

console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
( )

console (config)# dcs agent-circuit-id user-defined "$%isdv"
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console (config)# dcs remote-agent-id user-defined "3sM"

console (config)# !

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config)# interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

4.21.4 3awuma IP-adpeca Knuedma (IP Source Guard)

®dyHKumsA 3awmTbl IP-agpeca (IP Source Guard) npegHasHayeHa ana puabTpaumm TpaduKa, NPUHATOTO
¢ uHTepdelica, Ha ocHoBaHMK Tabanupbl cootBeTcTBMiA DHCP snooping u cTaTuuyeckux cooTBeTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard nossonset bopoTbcs ¢ noameHon IP-agpecos B nakeTax.

/' MocKkonbky PpyHKUMA KOHTPOANA 3awmTbl IP-agpeca ncnonbsyet 1abanubl COOTBETCTBUN
DHCP snooping, umeeTt CMbIC/1 UCNO/Ib30BaTb AaHHYI0 PYHKUUIO, NpeaBapUTeIbHO
HacTpous u BkAtouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 161 — KomaHgb! pexkuma KoHdpurypaunm nntepoeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- BKAtounMTb OYyHKUMIO 3awuTbl IP-uHTepdeiica pns
security nopta. Mocne BKAOYEHMA Ha UHTepdelice Bce 3anmcK

8 Tabnuue IP Binding yctaHasameatotcs 8 TCAM B Ka-

-/BbIK/OYEHO
yecTBe pa3peLualollero npasuia.

no {ip | ipv6} verify source KomaHgza ypansaet 3anucn 3 TCAM u oTKAKOYaeT oT-
port-security 6pacbiBaHMe IP-nakeToB Ha NOPTY

KomaHObI pexcuma KoHguaypauuu uHmepaetica L2Vian

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 162 — KomaHabl pexkuma KoHdurypaumm nntepdelica L2Vlan

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- BKAOUNTb  PyHKUMIO 3awmTbl IP/IPV6-uHTEpdeiica ana
security VLAN. Mocne BKAoYeHUA Ha MHTepdelice Bce 3anucu B Tab-

nuue IP Binding ycTaHasausatotca B8 TCAM B KayecTse pas-

-/BbIK/IIOYEHO
peliatoLLero npasuna.

no {ip | ipv6} verify source KomaHgza ypanset 3anucu u3 TCAM un oTKNtoYaeT oTbpachbl-
port-security BaHue IP/IPv6-naketos 8o VLAN.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnnuya 163 — KomaHgb! pexunma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OTo6pasunTb HacTponku IP/IPv6 source Guard Ha uHTepdelicax.

show running-config ip-source-
guard

OT06pasunTb KoOHPUrypaumto moagynsa IP source Guard.

4.21.5 KoHnmponb npomokona ARP (ARP Inspection)

®PyHKuMAa KoHTpons npoTokona ARP (ARP Inspection) npegHasHayeHa Aas 3aWwmTbl OT aTaKk ¢
ucnonb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpaduka). KoHTponb
npotokona ARP ocyliecTBnaeTca Ha OCHOBe cTaTUYeckux cooTtseTcTBui IP- n MAC-agpecos, 3aiaHHbIX ANA

rpynnbl VLAN.

’ ' MopT, ckoHPUryprUpOBaHHbIN «HegoBepeHHbIM» ana GyHKuMm ARP Inspection, gonkeH
ot TaK)e 6biTb «HepoBepeHHbIM» ana ¢pyHKuun DHCP snooping nau coorsercteaue MAC-agpeca
n IP-agpeca ana 3Toro NopTa A0/HKHO 6bITb CKOHGUrypPMPOBaAHO CTaTUUYECKU. MHaue gaHHbIN
nopT He 6yaeT oTBevaTtb Ha 3anpocbl ARP.

Y/

[Ona HeHageXKHbIX NOPTOB BbINOJIHAIOTCA NPoBepKu cooTsercTeuit IP- u MAC-aapecos.

KomaHObI pexcuma 2n10b6as1bHoU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexnma riobanbHoM KoHbUrypauum:

console (config) #

Tabnvua 164 — KomaHapl pexkuma rnobanbHom KoHbuUrypaumm

3HayeHue/3HayeHue
10 yMOAYAHUIO

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIKNIOYEHO

BKAOUNTBL KOHTPOIb NpoToKona ARP (dyHKumto ARP Inspection).

BbIKNHOUYNTL KOHTPOAbL NpoToKoia ARP (pyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

PaspewunTb NpoBepKy npoTokona ARP, ocHoBaHHylo Ha 6a3e cooT-
setcTBuii DHCP snooping, B BbiI6paHHoM rpynne VLAN.

3anpeTuTb NpoBepKy NpoTokona ARP, ocHOoBaHHyto Ha 6a3e cooTBeT-
cteuii DHCP snooping, B BbibpaHHol rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneumoduyHbie NPOBEPKU ANA KOHTPOAA NMPOTOKO/A
ARP.

- sremac: Jna ARP-3anpocoBs 1 OTBETOB NpOBepAETCA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy MCTOYHMKA B CO-
Aeprumom npotokosna ARP.

- dstmac: Ana ARP-otBeToB nposepseTtcsa cootsetcTBue MAC-aa-
peca B 3aronoske Ethernet MAC-agpecy HasHa4YeHUs B COAEPXM-
MoMm npoTokona ARP.

- ipaddr: MpoeepsaeTca cogeprkumoe ARP-naKkeTa Ha Hananune He-
KOppeKTHbIX IP-agpecos.

3anpetuTb cneunduyHbie NPOBEPKM AN KOHTPOAA npoTokona ARP.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 165 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

show ip arp inspection globals

OTO6pasnTb cUCTEMHYIO KOoHOUrypaumio dyHKUMM KoHTpons ARP
npoTokona.

show ip arp inspection vian

[vian. id] vlan_id: (1..4094)

OT06pasunTb cnmcok VLAN, Ha KoTopbix aktueeH ARP Inspection.

show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| twopointfivegigabitethernet

| tengigabitethernet} interface

| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTMKY ANA CAeAyloWMX TUMNOB MaKeToBs, KOTopble
6b1n11 06paboTaHbl Npy nomowm dyHKuun ARP:

- nepegaHHble naketbl (forwarded);

- noTepsAHHble nakeTsl (dropped);

- owmnbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics

[global | vlan vian_id] vian_id: (1..4034)

O4YnCTUTb CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKkuma MAC Address Notification no3sonseT otcnexumsaTb NOABNEHME U UCYE3HOBEHME aKTUBHOTO

obopyaoBaHMA Ha CeTUM MyTemM CoxpaHeHuAa uctopumn umsydeHns MAC-agpecoB. Mpn obHapyxKeHUM
M3MEHeHW B cocTaBe M3y4deHHbix MAC-agpecoB KOMMYTAaToOp COXpaHfeT MHbopmauuvio B Tabauue u
nsgewaer ob6 sTom C nomolbtlo coobuieHnit npoTtokona SNMP. OyHKUMA MMeeT HacTpauBaemble
napameTpbl — rybuHa UcTopum 0 cOBbITUAX U MUHUMANbHBIN MHTEPBaAN OTNPaBKM coobleHuin. Cepsuc
MAC Address Notification oTkAtO4YEH NO YMOAYAHUIO M MOXKET ObITb HACTPOEH BbIBOPOYHO A5 OTAENbHbIX
NopTOB KOMMYTATOPA.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHoli KoHdUrypaumm:
console (config) #

Tabnnua 166 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3Ha4yeHue/ 3Ha4yeHue
Mo yMoA4YaHuo

KomaHoa Aeiicmeue

KomaHaa npesHasHayeHa ana rnobanbHoro ynpasneHus GyHk-
umneirt MAC notification. KomaHpaa paspeluaeT perncrpaumio co-
6bITU ob6aBneHns n yganedms MAC-agpecos 13 Tabaunu, Kom-
MyTaTopa ¥ OTNPaBKy YBeAOMIEHMA O COBbITUAX.

[na pabotbl PyHKUMM HeObXOAMMO AOMONHUTENBHO paspe-
LaTb reHepaLmio yBeAOMAEHUIN HA UHTepdelcax (Cm. HUXKe).

mac-address-table notification
change

-/BbIK/IIOYEHO

BbikntounTb dyHKUMo MAC notification rnobanbHo M OTMEHUTb
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

no mac-address-table
notification change
mac-address-table notification
change interval value

MaKcMManbHbI NPOMENKYTOK BPEMEHW MeXAy OTnpaBKamwu
SNMP-yBegomneHuii. Ecnn 3HayeHne WHTepBasia BPEeMEHMU
paBHo 0, TO reHepaLuus yBefOMNEHUIN U COXpaHeHUEe COBbITUI
B MCTOPUIO ByAeT OCyLecTBAATLCA HEMeA/IEHHO MO Mepe BO3-
HUKHOBEHMUA COBbLITUA 06 WM3MEHEeHUW COCTOAHUA Tabauubl
MAC-agpecos. Ecnv 3HaueHue uHTepBana BpemeHun 6onblue 0,
TO YCTPOMCTBO ByAeT HaKkan/MBaTb CObbITUA 06 M3MEHEHUN Co-
cTosiHMA Tabanubl MAC-afpecoB B TeYeHue 3TOro BpemeHu, a
3aTem OTNpaBAATb yBegomaeHua npotokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

value: (0..604800)/1
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no mac-address-table
notification change interval

BoccTaHOBUTL 3HaYeHWe NO YMOHYAHMUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHza 3afaeT MmaKcMmabHOe KoMYecTBo cobbiTuii 06 us-
MeHEeHUW cocToaHMA Tabanubl MAC-agpecoB, KOTOPOe coxpa-
HAeTCA B UCTOPUK. EC/iM yCTaHOB/IEH pa3mep UCTOPUM PaBHbIN
0, To cobbiThA He coxpaHatoTca. Mpu nepenonHeHun bydepa
MCTOPUKN HOBOE COBbITHE MOMELLAETCss Ha MecTo CaMoro CcTa-
poro.

BoccTaHOBMTL 3HaUYeHMe no YMONYaHULO.

logging events mac-address-
table change

no logging events mac-address-
table change

-/BbIKOYEHO

BK/IIOUNTB OTNPABKY TPAnos B Syslog 0 coBbITUAX U3yYeHNUs UK
yaaneHna MAC-agpecos.

BbIK/NIOUMTL OTMPABKY TpanoB B Syslog o cobbiTUAX U3yyeHunA
vnnn yaaneHma MAC-agpecos.

mac-address-table notification
flapping

BkntoumTb oTcnexkunsaHne MAC Flapping.

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

-/BKAOYEHO -
no mac-address-table BbIkounTb oTcnexkmsaHme MAC Flapping.
notification flapping
logging events mac-address- BkntoumTb noruposaHne MAC Flapping.
table flapping
- -/BKNOYEHO -
no logging events mac-address- Bbikntountb nornposarHune MAC Flapping.
table flapping
snmp-server enable traps BK/OUNTb reHepauuio yseaomneHuin npn 610KMpoBKe noprta
errdisable {storm- no cobbITuaAm:
control | loopback-detection| - loopback-detection — o6Hapy:keHue neTens;
udid} - udld — akTnBauus 3awmtsl UDLD;
-/BKNKOYEHO - storm-control — WKpoKoBeLaTebHbIN WTOPM.

OTK/IOUUTb reHepaL Mo YyBeAOMIEHUM HA MHTepdeice.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnvua 167 — KomaHapl pexkmma KoHourypaumm uHtepoderica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

snmp trap mac-address-table
change [learnt | removed]

no snmp trap mac-address-table
change [learnt | removed]

-/BbIKNOYEHO

BK/lOUMTbL reHepaLuio YBEAOMIEHUIN Ha KaXKAOM WHTep-
delice o cobbITUAX U3MeHeHua cocTossHua MAC-agpecos.

- learnt — ysegomneHnus o6 nsyyeHnn MAC-agpecos;

- removed — yBegomneHnsa 06 yaaneHnn MAC-agpecos.

OTKNOYNTL reHepaL Mo yBeA0MIEHUIA Ha HTepdelice.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxume Privileged EXEC:

console#

Tabnnua 168 — KomaHgb! pexxuma Privileged EXEC

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHoa

Aeiicmeue

show mac-address-table
notification change history

OTto6parkeHue Bcex yBeaomneHuiit 06 nameHeHun coctos-
HusA MAC-afpecoB, COXpaHEHHbIX B UCTOPUU.

show snmp-server traps -

MpocmoTp cobbITUIA, NPU KOTOPbIX FeHepUpPYLOTCA Tpanbl.
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4.21.7 lNMpoeepKa nodaAuHHOCMU KaAueHma Ha ocHose nopma (cmaHdapm 802.1x)

AyTeHTUdMKaumMa Ha ocHoBe cTaHgapta 802.1x obecneynmBaeT npPOBEPKY MNOAJIMHHOCTU
no/sib3oBaTesiell KoMMyTaTopa Yepes BHELLIHWUI CepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAK/OYEH KNEHT.
ToNbKO ayTeHTUOMUMPOBAHHbIE M aBTOPM30BaHHbIE MOJIb30BaTE/NIM CMOTYT nepenasaTb M MPUHUMATb
AaHHble. poBepKa NOAAMHHOCTM MOJib30BaTeNe NOPTOB BbiNosiHAeTcA cepBepom RADIUS nocpeacrtsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObl pexcuma 2106aa6HoU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLumm:
console (config) #

Tabnnua 169 — KomaHabl pexkmuma rnobanbHoM KoHPUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymona4yaHuro
shutdown dotlx BbIkAoUUTb Mogynb dotlx.
-/BKAOYEHO
no shutdown dot1x BKatounTtb moaynb dotlx.
dotlx system-auth-control BKAOUUTL pexkum ayTeHTUdMKaummn 802.1x Ha KommyTaTope.
no dotlx system-auth- -/BbIKNIOYEHO BbIKNHOUNTb pekum ayTeHTUdMKaumm 802.1x Ha KOMMyTaTope.
control

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHurypaunm nntepdeiica Ethernet:
console (config-if) #

Tabnnuya 170 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaAHUIO
dotlx host-mode {multi-host PaspewunTb HaiMumMe HECKONIbKUX KIMEHTOB Ha aBTOPU3UPOBAH-
multi-session . Hom nopTy dotlx:
I } -/multi-host . pTY
- multi-host — HeCKO/IbKO KNNEHTOB;
- multi-session — HECKOIbKO CeCccuit.
dotlx max-req number YCTaHOBUTb MaKCMMaJIbHOE YMC/I0 MOMbITOK Nepesaym 3anpo-

coB npoTokona EAP-KMeHTy nepes HOBbIM 3aMyCKOM npouecca

number: (1..10)/2
NPOBEPKM NOAJIMHHOCTH.

no dotlx max-req YCTaHOBUTb 3HAYEHWE MO YMOHAHUIO.

dotlx port-control {auto | HactpouTb ayTeHTMdMKaumio 802.1X Ha nHTepdeiice.
force-authorized | force- PaspewmnTb py4yHOI KOHTPO/b 332 COCTOAHMEM aBTOPM3AL MM
unauthorized} nopra.

- auto — ncnonb3oBaTtb 802.1X ANA N3IMEeHEeHUA COCTOAHUA KNKU-
€eHTa MeXay aBTOPU30BaHHbIM U HEAaBTOPU30BaAHHbIM;

- force-authorized — Bbiknto4aTb ayTeHTUOUKaLMIO 802.1X Ha
uHTepdelice. Nepexos NopTa B aBTOPU30BAHHOE COCTOsAHME Be3
ayTeHTUdMKaLMK;

- force-unauthorized — nepesos nopta B HeaBTOpM30BaHHOE
cocToaHue. UrHopupytoTcs BCe NOMbITKM ayTeHTUPUKALUN KAn-
€HTa, KOMMYTaTop He NpeaoCcTaBAAEeT CepBUC ayTeHTUDMKALUM
OJ15 3TOro nopTa.

-/force-authorized

no dotlx port-control YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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dotlx auth-method {802.1x |
mac}

no dotlx auth-method

-/802.1x + mac

Bbibop meToaa ayTeHTUPUKALMH:

- mac — BKAIOYaeT ayTeHTUdMKaLMo, ocHoBaHHY0 Ha MAC-aa-
pecax;

- 802.1x — BK/tOYAET ayTEHTUPUKALLMIO, OCHOBAHHYIO Ha 802.1x.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3a,ﬂ,aTb MaKCUMa/IbHOE KO/IMYeCTBO NONbITOK aBTOPU3aUnn ANnA
KNWUeHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx reauthentication

no dotlx reauthentication

-/BbIK/IIOYEHO

BK/IIOYMTb NEPUOAMYECKME MOBTOPHbIE MPOBEPKHU
Nnog/IMHHOCTU (NepeayTeHTUPUKALUIO) KANEHTA.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBUTb Neprog, B TeYEHME KOTOPOro KOMMYTaTOP OCTaeTcA
B COCTOSIHUM MO/IYAHUA NOC/E HeYAAYHOW NPOBEPKN NOAANH-
HOCTH.

B TeyeHue nepmnoaa MoYaHMA KOMMYTaTOP He NPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3aTb MPOMEKYTOK BPEMEHM, MO UCTEYEHUWN KOTOPOTFO KOM-
MyTaTop nonpobyeT peayTeHTUPULMPOBATL KINEHTA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb Neprog, B TeYEHME KOTOPOro KOMMYTATOP OXKM-
[aeT OTBeTa OT cepBepa ayTeHTUdUKaLMM.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTb NEPUOA MeXAy NOBTOPHbIMM Nepeaadyamm 3anpo-
coB npoToKona EAP-knneHTy.

YCTaHOBUTb 3HAYEHME MO YMONHYAHMUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb NPOMEXKYTOK BpeMeHMU, B Te4eHMe KOTOPOro KoMmmyTa-
Top oxuaaert oTeeta Ha EAP-3anpoc/Kaap naeHTMduKaumm ot
KANeHTa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx guest-vlan vian_id

no dotlx guest-vlan

vlan_id: (1..4094)/
BbIK/OYEHO

Onpepenntb roctesyto VLAN.
OTKpbIBaeT HEaBTOPU30BaHHbIM N0/Ib30BaTENAM MHTEpdeca
Aoctyn K roctesoit VLAN.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

dotlx unauthenticated-vlan
vian

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpepenntb HesapernctpmposaHHyto VLAN.
OTKpbIBaeT nosb3oBaTensm nHtepdeica goctyn Kk VLAN, ecnm
cepBep ayTeHTUPMUKaL MM HeJoCTyneH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

dotlx radius-attributes vlan
[optional]

no dotlx radius-attributes
vlan

-/BbIK/IIOYEHO

BKkntounTb 06paboTKy onumu Tunnel-Private-Group-ID (81) B co-
obuweHuax RADIUS-cepsepa.

- optional — paspewnTb ayTeEHTUPUKALMIO KIMEHTA, €C/IU B CO0O-
weHuax RADIUS-cepsepa oTtcyTcTByeT onuua Tunnel-Private-
Group-ID (81).

BbIkntounTb 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobueHuax RADIUS-cepBepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-typel

no dotlx local-database
username

username: (1..20)
CMMBOJIOB;
password: (1..20)
CMMBOJI0B;
auth-timeout: (1-7200)

[0o6aBuTb B I0KaNbHYtO 6a3y AaHHbIX MHbGOPMALMIO O
nosb3oBaTene.

Ypanute MHGoOpMaLmio 0 Nonb3oBaTeNe U3 N0KaNbHOW 6a3bl
OaHHbIX.

160

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 171 — KomaHab! pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

OcCyLLecTBUTL BPYYHYHO NOBTOPHYIO NPOBEPKY NOAMHHOCTU YKa-
3aHHOro NopTa B KOMaHAe.

show dotlx

MokasaTb KoHbUrypauuio dotlx.

show dot1x all

MokasaTtb KoHpUrypaumio dotlx gns Bcex MHTepdeiicos.

show dot1x interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MoKka3aTb HacTpolikn npoTokona 802.1x Ha UHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NnapameTpbl ceccum dotlx No Bcem mac-agpecam nam
Mo KOHKPETHOMY mac-agpecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKkasaTb NnapameTpbl ceccum dotlx No NOPTam MM NO KOHKPET-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MoKasaTb cTaTUCTUKY 0bMmeHa nakeTamu dotlx Ha nHTepdelice.

[Mpumep 8KAOYEHUA pexrcuma aymeHmugukauuu 802.1x Ha Kommymamope

Mcnonb3osatb RADIUS-cepBep A1a NpoBepKM NOAAMHHOCTU KAMEHTOB Ha UHTepdelicax IEEE 802.1X. na 8
nHTepdelica Ethernet ncnonbsosatb pexxnum ayteHTudUKaumm 802.1x.

console# configure terminal
console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHKyuu IPv6 RA Guard

®dyHKums IPv6 RA Guard npegocTaBaseT 3alMTy OT aTaK, OCHOBaHHbIX Ha paccbl/iKke NogaenbHbIX na-
KetoB Router Advertisement, paspelluas OTCbI/IKY COOBLLEHNA TONILKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHusa:

console (config) #
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Tabnunua 172 — KomaHabl pexkmma rnobasbHoro KoHGMrypmpoBaHus

3HayeHue/3Ha4yeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAounTb paboty moayns IPv6 RA Guard Ha ycTpolicTBe.
' JaHHaa KomaHAa oTKAoYaeT paboty mogyns IPve
H RA Guard c 6e3Bo3BpaTHbIM yganeHuem BCeX
-/BKAOYEHO

HacTpoek 6n0Ka IPv6 RA Guard.

BkntounTb paboty mogyns IPve RA Guard Ha ycTpoiicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspewnTs KOMMYTaTOpy KOHTPO/IMPOBaHWE MOCPEACTBOM
dyHKumMK IPv6 RA Guard.

BbikntoueHue pyHkumm IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTs policy IPv6 RA Guard.

Ypanuts policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YpanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3gatb 3anumcb B cnucke goctyna RA Guard Ha ocHoBe |IPv6-
npedukca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

no ipv6 rag-src-ipvé-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anuch B cnucke goctyna RA Guard Ha ocHose link-
local IPv6-aapeca.

YpanuTe 3anucb B cnncke goctyna RA Guard.

KomaHObI pexcuma 2106aa6H020 KoOHpu2ypuposaHus policy IPv6 RA Guard

Bua 3anpoca KoMaHAHOM CTPOKM pexknma KoHourypmposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnuua 173 — KomaHapl pexkmma KoHourypuposaHusa policy IPv6 RA Guard

3HayeHue/3Ha4yeHue no

dium | high | none}

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bblbop pexnma paboTbl nopTa.
/host - host — 610KMpoBKa Bcex BXxoaawwmx RA-coobeHni;
- router — punbTpauns RA-coobueHmin B COOTBETCTBUM C
HaCTPOEHHbIMW MPaBUNAMMU.
other-config flag {on | off | Ynpasnatb O-6utom B RA-co0bLLEHUAX.
-/none
none}
managed-config flag{on | off Ynpasnate M-6utom 8 RA-COOBLLEHUAX.
-/none
| none}
router-preference {low | me- /none Ynpasnatb nonem router-preference 8 RA-coobLieHusx.

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyuwectBuTb NpMBsA3Ky acl K policy IPv6 RA Guard.

Yaanute npueasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuTb ¢unbTpaumto coobuweHunit IPv6 RA Guard no
npeduKcy.

Yaanutb dunbtpaumio no npedukcy IPv6 RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id

ipve_prefix_id: (1..100)

OcyuwectBuTb ¢unbTpaumto coobuweHunit IPv6 RA Guard no
IPv6-npeduKcy.
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no match rag-src-ipv6-list Yoanute dpunbtpaumto coobuweHunit IPvé RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU peXnma KOHOUIypupoBaHUA nHTepdeinca:
console (config-if) #

Tabnnua 174 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HaveHue/3HavyeHue no ”
KomaHoa / Aelicmeue
YMOAMYAHUIO
ipv6 nd ra-guard PaspewmnTb KoOMMyTaTopy KOHTpoAnpoBaHue GyHKuum IPv6 RA
-/BbIK/IIOYEHO Guard Ha uHTepodeiice.

no ipv6 nd ra-guard BbIkNtounTb dyHKUMO IPv6 RA Guard Ha nHTepdeiice.

ipv6 nd ra-guard trust- [06aBuTb NOPT B CNUCOK JOBEPEHHDIX.

state trusted Mo ymonyaHuio Bce NopTbl

ipv6 nd ra-guard trust- asaalTCa untrusted Ypanute nopt us trusted-list.

state untrusted

ipv6 nd ra-guard attach- MpuBA3aTb CKOHOUTYpUpoBaHHbIM policy IPv6 RA Guard K uH-

policy policy_id vlan {add | policy_id: (1..65535); Tepoeicy.

remove | none} vian_list] vlan_list: (1..4094)

no ipv6 nd ra-guard attach- Ypanuts policy IPv6 RA Guard Ha nHtepdelice.

policy policy_id
KomaHOs! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:
console#
Tabnnua 175 — KomaHgbl pexkuma Privileged EXEC
3HayeHue/3HavyeHue "
KomaHda / Aeiicmeue
no ymoa4aHuro
show ipv6 nd ra-guard MokasaTb HacTpoiikm IPv6 RA Guard Ha nHTepdeicax.

[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

show ipv6 nd ra-guard policy MoKa3aTb HacTpoikK noantuk IPvé RA Guard.

[policy. id] policy_id: (1..65535)

show ipv6 nd ra-guard global - MoKasaTb rnobanbHble HacTpoliku IPv6 RA Guard.

4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®yHKUMA IPv6 ND Inspection npeaoctaBaseT 3almUTy OT aTaK, OCHOBAHHbIX Ha PacCbl/IKe NOAAENbHbIX
Neighbor Advertisement, paspelias OTCbI/IKY COOBLLEHNI TONBKO C A0BEPEHHbIX NOPTOB UAN MPU COOTBET-

CTBUU NaAKeETa HaCTpOEHHOﬁ NONNTUKE.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobasbHOro KOHOUIryprupoBaHus:

console (config) #
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Tabnnua 176 — KomaHabl pexkmma rnobasbHOro KoHGUrypmpoBaHus

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAouNTb paboty moaynsa IPvé ND inspection Ha ycTpoit-
cTBe.
[aHHasa KomaHaa oTkAlouyaeT paboty moaynsa IPve
-/BKIOYEHO ’ RA Guard u IPv6 ND Inspection ¢ 6e3803BpaTHbIM
o yAaneHuem Bcex HacTpoek 610Ka IPv6 RA Guard u

no shutdown ipv6 snooping

IPv6 ND Inspection.

BkntounTb paboty mogyns IPvé ND Guard Ha ycTpolicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb pyHKUMto IPv6 ND Inspection.

BbikntoueHue ¢pyHkumio IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanuts policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

ipvé nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnvcke goctyna ND Inspection Ha ocHoBa-
HuW target mac-addr B 3aronoske ICMPV6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuW target mac-addr B 3aronoske ICMPV6.

KomaHObI pexcuma KoHgu2ypuposaHus policy IPve ND Inspection

Buza 3anpoca KOMaHAHOM CTPOKM peXnma KoHOUrypmpoBaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 177 — KomaHabl pexkmma KoHpurypuposaHuma policy IPv6 ND Inspection

3HayeHue/3Ha4yeHue no

KomaHda Aelicmeue
YMOMYAHUIO
override-flag {on | off | Onpegenutb 3HauyeHue dnara override B NA-coobLLeHMAX.
none} -/none
router-flag {on | off | none} -/none OnpeaennTb 3HauyeHue dnara router 8 NA-coobLLeHUAX.
solicited-flag {on | off | ~/none OnpeaennTb 3Ha4YeHue dnara solicited 8 NA-coobLieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuiectsuTb Npmeasky src-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npueasky src-addr-acl K policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb NpueA3sKy tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Ypanute npusasky tgt-addr-acl Kk policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:
(1..65535)

OcyuiectsuTb NpuBAsKy tgt-mac-acl K policy IPv6 ND Inspec-
tion.
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no match tgt-mac-acl tgt-

mac-list_num

Yaanutb npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUAa nHTepdelica:

console

(config-if) #

Tabnnuya 178 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb PpyHKUMIo IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb dyHKUMo IPv6 ND Inspection Ha uHTepdelice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymon4aHuto Bce NopTbl
asaalTCcA untrusted

[06aB1Tb MOPT B CMINCOK AOBEPEHHbIX.

Y4anuTb NOPT 13 CNMUCKA LOBEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpuBA3aTb ckoHOUrypupoBaHHbIi policy IPv6 ND Inspection K
MHTepoency.

MonutrKa He moxeT 6bITb NpUBA3aHa K MHTepdeiicy,
e HaxoAALEeMYCA B CNUCKe A0BEPEHHbIX NOPTOB.

Yaanutb policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 179 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group ]

Mokasatb HacTpoliku IPv6 ND Inspection Ha nHTepdelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

MoKasaTtb HacTpolikm noantuk IPv6 ND Inspection.

show ipv6 nd inspection src-

src-addr-acl_num:

Mokasatb HacTpoliku IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTb HacTpolikun IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global

MokasaTtb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.22 ®dyHKkumu DHCP Relay nocpeagHuka

KommyTtaTtopbl nogaep*usatot GyHKumMm DHCP Relay areHTa. 3agayeit DHCP Relay areHTta siBnaetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnyydae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CETH, a KAWeHT B apyron. Opyroi ¢dyHKumMeln ansetca gobasneHue A0MNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).
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MpuHumn pabotbl DHCP Relay areHTa Ha KOMmMyTaTope: KOMMyTaTOp NPUHMMAET OoT KaneHta DHCP-
3anpocbl, NnepeaaeT 3TW 3aNpPOCbl CEPBEPY OT UMEHU KNMEHTa (0CTaBAAA B 3amnpoce onunun ¢ Tpebyembimu
KAMEHTOM MapaMeTpaMm W, B 3aBUCMMOCTM OT KOHOUrypaumm, nobasnssa csoun onuum). Moayyums oTBeT oT
cepBepa, KOMMyTaToOp NepeaaeT ero KANEHTY.

KomaHObI pexcuma 2a06ana6HolU KOHu2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 180 — KomaHAabl pexkmma rnobanbHoM KoHUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp relay

no ip dhcp relay

-/BbIK/IIOYEHO

BKkatounTb PpyHKUMo DHCP Relay areHTa Ha KommyTaTope.
Ecnn DHCP Relay BkatoueH rn106anbHO, HO He BKOYEH Ha
otgenbHbix VLAN, To Relay 6yaeTt paboTaTh Ha BCcex aKTUB-

HbiX VLAN.

Bbikntountb pyHKUMio DHCP Relay areHTa Ha KommyTaTtope.

ip dhcp relay server ip_add
[source-port src_port]
[destination-port dst_port]

no ip dhcp relay server ip_add

src_port: (1..65535);
dst_port: (1..65535);
MoskeT 6bITb 3a4aHO A0
NATU cepsepos

3apatb IP-aapec goctynHoro DHCP-cepsepa ana DHCP Relay
areHTa.

Yaanutb IP-agpec us cnucka DHCP-cepsepos ans DHCP Relay
areHTa.

KomaHObI pexcuma kKoHguaypauyuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm VLAN:

console (config-vlan) #

Tabnunua 181 — KomaHabl pexkmma KoHourypauum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp relay

no ip dhcp relay

-/BbIK/IOYEHO

Bkatountb PyHKumMto DHCP Relay areHTa ans KoHourypupyemoro
VLAN.

Bblkntountb ¢yHKUmMio DHCP Relay areHTa gna KoHbuUrypupyemoro
VLAN.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console#

Tabnunua 182 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | vlan vian}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
vlan: (1..4094)

OT06pasnTb KoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
areHTa 4N KOMMYTaToOpa M OTAENbHO AnA UHTepdeincos, a TakxKe
CMWUCOK AOCTYMHbIX CEPBEPOB.

show dhcp server

OTO6pPasnTb CNUCOK AOCTYMHbIX CEPBEPOB.
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4.23 KoHdurypaumua DHCP-cepBepa

l DYHKUMA noaaep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

o MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MIES2448P, MES2420-

48P, MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

DHCP-cepBep ocyuiectBasfeT LEHTPaAn30BaHHOE yrnpaBaeHMe ceTeBbIMM aapecamn U COOTBET-
CTBYIOLLMMM KOHPUTYPALMOHHBIMM NapameTpamm, aBTOMATUYECKN NPeAoCTaBAAA UX KAMEHTam. ITO
Nno3BosfieT U3bexkaTb PyYHON HACTPOMKM YCTPOIACTB CETU U YMEHbLUAET KOJIMYECTBO OLIMOOK.

Ethernet-kommyTaTopbl MOryT paboTaTb Kak DHCP-KAueHT (nonyyeHune cobcTeeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.

KoHourypuposaHue onumii DHCP-cepBepa BO3MOXKHO Kak U3 pexuma r/106asibHOM KOHpUIypauum,
TaK M 13 pexxnma KoHourypuposaHma DHCP-nyna agpecos. B pexume koHPurypmposaHua DHCP-nyna aa-
pecoB ecTb BO3MOKHOCTb HAaCTpamBaTb CTaTUYECKUE 3aMUCK.

V Mpu oaHOBpemeHHOI HacTpoiike 3HaueHuit onuuii DHCP-cepBepa B pexkume rnobanbHoii
KoHdurypaumm, pexkume KoHpurypuposaHua DHCP-nyna agpecoB u HacTpoiike host-
3anuceit Bbiaava onuuii 6yaeT ocyLLecTBAATLCA B COOTBETCTBUM CO C/IeAyOLWUM NnpuopuTe-
TOM:
1. Hactpoiika cratnuecKoii 3anucm.
2. Hactpoiika gna pool.
3. Fob6anbHasa HacTpoiiKa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnnua 183 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

ip dhcp server BkntoueHue oyHKunn DHCP-cepBepa Ha KommyTaTope.
no ip dhcp server

ip dhcp pool {number}
[name]

-/BbIK/IOYEHO
BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMMyTaTope.

Boitn B pexkmm KoHourypaumm DHCP-nyna apgpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna aapecos;

number: (1..2147483647) | - name —vuma DHCP-nyna aapecos.
name: (1..64) cumBonos
’ MaKcumanbHo gonyctumoe Koaudectso DHCP pool

= yKasaHo B TabnuueTabamua 9 9.

no ip dhcp pool {number}

ip dhcp server excluded-
address low_address
[high_address]

Yaanutb DHCP-nyn ¢ 3agaHHbIM MMEHEM.

Yka3satb IP-agpec, kotopbie DHCP-cepBep He ByaeT Ha3HayaTb
ana DHCP-knueHTOB.

- low-address — HavanbHbIl IP-aapec aManasoHa;

- - high-address — KoHeuHbIV IP-agpec ananasoHa.

Ypanute IP-agpec 13 CNUCKa UCKIOYEHUI A8 Ha3HAYeHUA ero
DHCP-knneHTam.

no ip dhcp server
excluded-address low_ad-
dress [high_address]

ip dhcp server bootfile name

filename: (1..64)
CMMBOJI0B

YKazaTtb umsa ¢aina, UCnoib3yemoro A58 HauyasibHOM 3arpysKku
DHCP-KknueHTa.
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no ip dhcp server bootfile

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo ymonyaHuto cnmucok
MapLUPyTU3aTOPOB He
onpegeneH

OnpeaenvTb CNUCOK MapLIPyTM3aTOPOB MO YMOMYaHWUIO AnA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapwpyTM3aTopoB, Mo-
JKET cogepiKaTtb 40 8 3anucei, pasaeneHHoix npobenom.
IP-agpec maplupyTusaTopa AonxeH 6biTb B TOI e
H NOACETH, YTO U KAUEHT.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuto cnmucok
DNS-cepsepoB He
onpegeneH

Onpegenntb cnucok DNS-cepBepoB, A4OCTYNHbIX ANA KIMEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecoB DNS-cepBepoB, MOXKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBO/10B

Onpepenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHuio cnncok
WINS-cepBepoB He
onpeaeneH

Onpegenutb cnncok WINS-cepsepoB, AOCTYMHbIX ONA KAUEH-
T0B DHCP.

- ip_address_list — cnucok IP-agpecoB WINS-cepBepoB, MOXeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node [ h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpeneneH

Onpeaenntb TN y3na NetBIOS Microsoft gns kaneHtos DHCP:
- b-node — WMpoKoBeLaTeNbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIN.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3oBatb ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/KEH BbITb NONY-
YeH 3arpy3ouHblv dpann.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

o ymonyaHuio cnmucok
cepBepoB He onpegeneH

OnpenenvTb CNUCOK CEPBEPOB BPEMEHW, JOCTYNHbIX A5 KAU-
eHToB DHCP.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpeMeHU, Mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo ymonyaHuio cnncok
SIP-cepBepoB He
onpegeneH

Onpepenntb cnmucok SIP-cepsepoB, AOCTYMHbIX ANA KIMEHTOB
DHCP.

- domain_name_list — cnNCOK fLOMeHHbIX UmeH SIP-cepBepos,
MOMKET coAepKaTb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcumanbHasa aanHa CTpokn — 125 cumsonos.

- ip_address_list —cnvcok IP-agpecos SIP-cepBepoB, MOXeT co-
AepaTb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBOJ/IOB

OnpefenvTb COOTBETCTBUE MeXAY onpeaeNeHHbIMU ONUUAMN
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4Yanx
MOXET CoAepKaTb A0 8 3anucen);

- hex_string — CTpOKa B WecTHaguaTepuyHom popmare.

Ypanntb onunun gns DHCP-cepsepa.
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ip dhcp server offer-reuse

time .
time: (1..120) cekyHa,

no ip dhcp server offer-reuse

3apatb Bpemsa, B TedyeHne kotoporo DHCP-cepsep oxuaaet
DHCP REQUEST oT KaneHTa, npexge 4em NoBTOPHO OTNpPaBUTb
OFFER.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip dhcp server ping-packets

-/BbIK/IIOYEHO

no ip dhcp server ping-packets

Bkntountb nepepady ICMP-3anpocoB Ha HasHavaemblit |P-
afpec, 4Tobbl NPOBEPUTDL 3aHATOCTb adpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-kauneHTy.

YCTaHOBWUTb 3HAYEHME NO YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnunua 184 — KomaHabl pexkmuma KoHpUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

no network

3a4aTb AMana3oH BblAaBaeMbiX agpecoB A8 YKa3aHHOro
DHCP-nyna.

- network_number — IP-aapec Homepa noaceTtu;

- low_address — HayanbHbIl IP-aapec Anana3oHa aapecos;
- high_address — KoHeuHbIN IP-agpec gMana3oHa agpecos;
- mask — macKa noacetu.

Ypanutb ananasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpema apeHabl IP-agpeca, KoTopoe HasHayeHo oT DHCP.
- infinite — Bpemsa apeHAabl He OrpaHNYeHo;

- days — KO/IMYeCTBO AHEl;

- hours — KOIN4ECTBO 4acoB;

- minutes — KONNYECTBO MUHYT.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasatb IP-agpeca, kotopble DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec g1ManasoHa;

- high-address — KoHeuHbIN IP-agpec AnanasoHa.

Ypanutb IP-agpeca ns cnucka UCKAOYEHUA A1A Ha3HauyeHus
ero DHCP-knneHTtam.

bootfile filename
f filename: (1..64)

CMMBOJ1I0B

no bootfile

YKazaTtb uMa daiinia, UCNonb3yemMoro A1 Ha4aNbHOM 3arpy3Kku
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

default-router ip_address_list

Mo ymon4YaHu1Io CNUCOoK
MapLIpyTU3aTOPOB He
onpeseneH

no default-router

OnpeaennTb CNUCOK MapLIPYTU3aTOPOB NO YMOAYaHUIO A4
DHCP-knueHTa:
- ip_address_list — cnnucok IP-agpecos mapLipyT1M3aTopos,
MOXKeT cofepKaTb A0 8 3anucel, pasfesieHHbix Npobesom.
| IP-apgpec mapLipyTUsaTopa A0MKeH 6bITb B TOI XKe
e NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

dns-server ip_address_list
Mo ymonyaHuto cnncok
DNS-cepBepoB He
onpegneneH

no dns-server

Onpegenntb cnucok DNS-cepBepoB, AOCTYNHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofep:kaTtb A0 8 3anucel, pasfeneHHbix npobenom.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpegenntb IPv4/IPv6-agpeca gna poctynHbix DNS-cepse-
pos.

Ypanntb IP-agpec DNS-cepBepa 13 cnmcka gOCTYMNHbIX.

domain-name domain

no domain-name

domain: (1..128)
CMMBOJI0B

Onpepenntb gomeHHoe nma gna DHCP-KknneHTOB.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHutio cnncok
WINS-cepBepoB He
onpepgeneH

Onpepenntb cnncok WINS-cepsepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-appecos WINS-cepsepos, moeT
cofeprKaTb A0 8 3anucel, passeneHHbix Npobesom.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonuanuio Tmn y3na
NetBIOS He onpeaeneH

Onpegenutb TN y3na NetBIOS Microsoft ansa knmentos DHCP:
- b-node — lWMpOKoBeLWaTeNbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIi.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHua DHCP-KknneHTy agpeca cepsepa
(kaKk npaBuno, TFTP-cepBepa), C KOTOPOro A0/IXKeEH HbITb NONY-
YeH 3arpy3oyHbli dana.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ntp-server ip_address_list

no ntp-server

Mo ymonyaHuio cnmucok
cepBepoB He onpejeneH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, JOCTYMHbIX AN K/K-
eHTos DHCP.

- ip_address_list —cnncok IP-aapecoB cepBepoB BpeMeEHU, MO-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo ymonyaHuio cnmucok
SIP-cepBepoB He
onpegeneH

OnpegenuTb cNUCOK SIP-cepBepoB, AOCTYMHbIX ANA KIMEHTOB
DHCP.

-domain_name_list — cnUCoK OoMeHHbIX UMeH SIP-cepBe-posB,
MOMET Cofep:KaTb A0 2 3anucel, pasgeneHHblx npobenom.
MakcrmanbHaa ganHa CTPOKN — 125 cMmBONOB.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

vendor-specific ascii_string

ascii_string: (1..128)

Onpefenntb COOTBETCTBME MEXAY OnpeAeneHHbIMU Oonuu-
AMU DHCP ¢ KOHKpeTHbIM BEHA0POM.

hex_string | none}

no option code

bool_val: (true, false);
ascii_string: (1..160)
C“MBO/IOB

CMMBONOB - ascii_string — cTpoka B ¢opmarte ASCII.
vendor-specific YCTaHOBWUTb 3HAYEHMeE MO YMOYAHUIO.
option code {boolean HactpowuTb onunn DHCP-cepBepa.
bool_val | ascii ascii_string | ip - code — ko onuun DHCP-cepBepa;
ip_address_list | hex code: (0..255); - bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CNy4yasnx
MOMET CoepKaThb A0 8 3anucelt);

- hex_string — cTpoka B 16-om dopmare.

Ypanutb onumun ana DHCP-cepsepa.

tftp-server ip_address_list

no tftp-server

o ymonyaHutio cnmncok
TFTP-cepBepoB He
onpepgeneH

Onpegenutb cnuncok TFTP-cepBepoB BpemeHM, AOCTYMHbIX
ana knmentos DHCP.

- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXeT
cofepaTb A0 8 3anucen, passeneHHbix npobenom.

YCTaHOBUTbL 3HaYeHuMe no YMONYaHUIO.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npoueHToB

3asaTb 3HaUeHMe B NPOLLeHTax, Npy KOTopom ByaeT creHepu-
poBaHo cooblyeHMe O 3anosIHEHMM Nyaa A0 YKa3aHHbIX rpa-
HULL.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

[pumepbl UCnon6308aHUA KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-kaneHToB: MAa gomeHa — test.ru, wnto3
no ymon4yaHuto —192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure terminal
console (config)# interface vlan I
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config)# ip dhcp server
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console (config) # ip dhcp pool I test

console (dhcp-config) # network 192.168.45.0 255.255.255.0

console (dhcp-config) # domain-name test.ru

console (dhcp-confiqg) # dns-server 192.168.45.112

console (dhcp-confiqg) # default-router 192.168.45.1

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff ip
192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-server
192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-server
192.168.45.113

#
#
#
#

[Mpumepsbl HacmpolKu onyuli

HacTtpoute DHCP-nyn ¢ nmeHem test n ykasatb ana DHCP-knneHTOB cneagytowme onumu: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config)# option 3 ip 192.168.45.1

console (dhcp-config)# option 12 hex 686f73746e616d65574657374
console (dhcp-confiqg) #

console (dhcp-confiqg) #

option 15 ascii test.ru
option 19 boolean

V B npumepe 3HauyeHue onuuun 12 nepeBeaeHo u3 ascii B hex.

KomaHObI pexcuma KoHguaypauuu cmamuyecKux 3anuceli DHCP-cepgsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexxmume KoHdurypauum nyna DHCP-cepsepa:
console# configure

console (config)# ip dhecp pool 1 test

console (config-dhcp) #

Tabnunua 185 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no yMOAYaHUIO
host client-identifier hex 3apaThb ip-agpec ANA YCTPOWCTBA € YKa3aHHbIM MAEHTUUKa-
hex_string ip ip_address TOpOM.
. - hex_string —naeHTUOUKATOP KNNEHT], NPeACTaBAAOLWNIA CO-
hex_string: (1..156) "
- 6011 hex-cTpoky;
CUMBOJI0B . .
- ip_address — IP-agpec, Ha3zHayaembli kKnneHTy DHCP-cepse-
pa.
no host client-identifier hex YpanuTb CTaTUYECKYIO 3anucb, COOTBETCTBYIOLWLYIO KAUEHTY C
hex_string ip yKa3aHHbIM MAeHTUMKATOPOM.
host client-identifier hex Co3zaTb CTAaTUMYECKYH 3anucb ANA KAMEHTA C YKa3aHHbIM
hex_string bootfile filename naeHTnduKaTopom.
. - hex_string — naeHTMOUKATOP KNNEHTA, NPeACTaBAAIOLMMA
hex_string: (1..156) o .
coboit hex-cTpoky;
CMMBO/I0B; . o
. - filename — HanmeHoBaHwWe 3arpy3oyHoro ¢aiina.
filename: (1..64)
no host client-identifier hex YAanuTb CTaTUYECKYo 3anucb, COOTBETCTBYHOLLYIO KAMEHTY C
hex_string bootfile YKa3aHHbIM MAEeHTUGUKATOPOM.
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host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
C“MBO/I0B

OnpeaennTb CNUCOK MapLIPYTU3aTOPOB NO YMOAYaHUIO A4

yKasaHHoro knaneHta DHCP-cepsepa:

- hex_string — vaeHTUdUKATOP KANEHTA, NPEACTABAAOLLNIA

coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLpyTU3aTopoBs, Mo-

JKET cogepKaTb A0 8 3anuceit, pasgeneHHbIx npobenom.
IP-agpec maplupyTM3aTopa A0NKeH 6bITb B TOM Ke

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYH0 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CYMBO/I0B

Onpegenntb cnnucok DNS-cepBepoB, AOCTYNHbIX ANA cTaTU4e-
CKOM 3anuncK € yKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUdUKaTOP KANEHTA, NPEACTABAAOLLNIA
coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLupyTU3aTopoBs, Mo-
XKeT cofepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBO/IOB;
domain: (1..128) cumso-
noe

Onpepenntb [OMEHHOE UMA AJ1A CTAaTUYECKON 3anncK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUdUKATOP KANEHTA, NPeACTaBAAOLWNIA
coboit hex-cTpoKy.

Y4anuTb CTaTUYECKYHO 3annCb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BO/IOB

Onpepenntb cnnucok WINS-cepsepos, a1 cTaTU4ECKOM 3a-
MUCKU C yKa3aHHbIM MAEeHTUGUKATOPOM.

- hex_string — naeHTUOUKATOP KANEHTA, NPeaCTaBAAOWMI
coboit hex-cTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YAanuTb CTaTMYECKYHO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
C“MBO/I0B

Onpegenntb TN y3na NetBIOS Microsoft ana ctatuyeckolt 3a-
MUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — WMpPOKOBELATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

- hex_string — naeHTMOUKATOP KAMEHTa,
coboli hex-cTpoky.

npeacTaBAstowmin

YAanuTb CTaTUYMECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAeHTUOUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBOJIOB

OnpeaenvTb AN CTaTUYECKOM 3aMMCK C YKa3aHHbIM UOEHTU-
¢duKkaTtoopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/1KeH ObITb NOMyYeH 3arpy304HbIi dain.

- hex_string — naeHTUOUKATOP KNWEHTa, NPeaCcTaBAAOWMI
coboli hex-cTpoky.

YAanuTb CTaTUYECKYH 3anucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CYMBO/I0B

OnpegnenseT CNMCOK CepBEPOB BPEMEHMU, A CTaTUYECKOW
3anucK ¢ yKasaHHbIM UAeHTUdUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpEMEHMU,
MOMET coflepiKaThb A0 8 3anucelt, pasaeseHHbIXx npobenom;
- hex_string — vaeHTUdUKATOP KAMEHTA, NPeACTaBAAOLLMIA
coboit hex-cTpoKy.

YAanuTb CTaTUYECKYH0 3anuncb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.
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host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CMMBOJI0B

Onpegenutb cnucos SIP-cepBepoB, A4OCTYNHbIX A1A cTaTuye-
CKOW 3aMm1CcK C YKa3aHHbIM MAEeHTUPUKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeaCcTaBAAIOLMNI
coboit hex-cTpoky;

- domain_name_list — cnucok AomeHHbIX MMmeH SIP-cepsepos,
MOXKeT cogeprKaTb A0 2 3anucei, pasgeneHHblx Npobaom.
MaKcmanbHaa AanHa CTpoku 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
cofepKaTb A0 8 3anuceld, pasfaeneHHbix Npobesom.

YAanuTb CTaTUYECKYIO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CUMBOJI0B

OnpeaennTb yKasaHHble ONLMK ANA CTAaTUYECKOW 3anncu ¢
3a/laHHbIM UAEHTUDUKATOPOM.

- hex_string — naeHTUdUKaATOP KANEHTA, NPEACTaBAAOLLNNA
coboit hex-cTpoky;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX Cay4asnx
MOMKET coaepKaTb A0 8 3anucei);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUMKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CMMBO/10B

YAanutb Bce ONUMM HasHaYeHHble A1A CTaTUYECKOM 3anucK ¢
yKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CMMBOJ/I0B

Co3faTb CTaTMHECKYIO 3aNUCh A1 KIMEHTA C YKa3aHHbIM
MAEHTUPMKATOPOM.

- ascii_string — naeHTUPUKATOP KNMEHTa, NPeaCcTaBNAOLWMIA
coboWi ascii-cTpoky;

- ip_address — IP-agpec, HazHayaembli KaneHTy DHCP-cep-
Bepa.

YaanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KANEHTY C
YKa3aHHbIM M,D,eHTMdJMKaTOpOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/I0B;
filename: (1..64)

Co3faTb CTaTUYECKYl 3anucb A1A K/AMEHTA C YKasaHHbIM
naeHTUPMUKaTopom.

- ascii_string — naeHTMPUKATOP KNMEHTA, NPeaCcTaBNAOLWMI
cobolt ascii-CTpoky;

- filename — HanmeHoBaHWe 3arpy3oyHoro daina.

Ypanutb CTAaTUYECKYH 3anUCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CMMBOJIOB

OnpenenuTb CNMCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOW 3a-
NUCYK C YKa3aHHbIM yaeHTUdUKaTopom.
- ascii_string — naeHTMPUKATOP KNNEHTA, NPeaCcTaBAAIOLWUIA
cobolt ascii-CcTpoky;
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopos, 40-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogepaTtb Ao 8 3a-
nucem.

IP-agpec mapLupyTU3aTopa AOMKEH BbITb B TOW XKe

e NoACeTH, YTO U KIINEHT.

YAanuTb CTaTUUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBO/IOB

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3aMm1cK € yKa3aHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MOXeT
cofepKaTb A0 8 3anucel, pasgeneHHbix npobenom;

- ascii_string — naeHTUdUKATOP KAMEHTa, NPeACTaBAAOLLMA
coboVi ascii-cTpoKy.

YAanuTb CTaTUYECKYLo 3aMucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

ascii_string: (1..128)
CMMBOJIOB;
domain: (1..128)
CMMBO/IOB

OnpefenuTb JOMEHHOE UMA A1 CTaTUYEeCKOW 3amncucK ¢ yka-
3aHHbIM UAEHTUDUKATOPOM.

- ascii_string — nAeHTUOMKATOP KNMEHTa, NPefCcTaBAAOWMNI
coboli ascii-cTpoKy.
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no host client-identifier ascii
ascii_string domain-name

YanuTb CTaTUYECKYIO 3annCb, COOTBETCTBYHIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server ip_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CYMBO/I0B

Onpeaenntb cnncok WINS-cepBepos, o1a cTaTUYECKOM 3a-
MUCKU C YKa3aHHbIM MAeHTUGUKATOpOM.

- ascii_string — naeHTMdUKaTOP KANEHTA, NPEeACTaBAAOLWNIA
coboli ascii-cTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, Mmo-
XKeT cofepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUUKATOPOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBO/IOB

Onpegenntb TMN y3na NetBIOS Microsoft ans ctatuyeckoi
3anNMnCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WMpPOKoOBELWATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIi.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOLWMIA
cobolt ascii-cTpoky.

YAanuTb CTaTUYECKYHO 3anNuCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CUMBO/I0B

OnpeaenvTb g5 CTaTUYECKOM 3aMMUCU C YKa3aHHbIM UAEHTU-
durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOro A0/KeH 6bITb NOMyYeH 3arpy304HbIi dain.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOWMIA
coboli ascii-cTpoKy.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CYMBO/I0B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, ANA CTaTUHECKOW
3anucK € yKasaHHbIM NAEHTUGUKATOPOM.

- ip_address_list — cnncok IP-agpecos cepBepoB BpeMEHMU,
MOMKET coaeprKaTb A0 8 3anucel, pasgefieHHbix npobesnom;
- ascii_string — naeHTMoUKaTOP KNMEeHTa, NPeaCcTaBNAOLWMIA
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

ascii_string: (1..128)

Onpegenntb cnncos SIP-cepBepoB, AOCTYNHbIX A1A cTaTU4Ye-
CKOWM 3anucu € yKasaHHbIM aeHTUdGUKaTopom.

- asccii_string — naeHTUGUKATOP KANEHTA, NPeacTaBAAOLWMNA
coboli ascii-cTpoKy;

- domain_name_list — cnucok JoMeHHbIX UMeH SIP-cepsepos,
MOKET COAEepKaTb A0 2 3anucel, pasaefieHHbIx npobesiom.

cMMBO/NI0B MaKcumanbHasa aanHa CTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MOXKeT

copepKaTtb 0 8 3anucei, pasgeneHHoix npobenom.
no host client-identifier ascii YAanuTb CTaTUYECKYI0 3annCb, COOTBETCTBYIOLLYIO KAWEHTY C
ascii_string sip-server yKa3aHHbIM UAEHTUUKATOPOM.
host client-identifier ascii OnpeaennTb yKasaHHbIe ONuMW AN CTaTUYECKOM 3anucK C
asccii_string option 33a4aHHbIM MAEHTUDMKATOPOM.

code: (0..255);

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

bool_val: (true, false);
option_ascii_string:
(1..160)
CYMBOJIOB;
hex_string: (1..128)
CYMBOJIOB;
ascii_string: (1..128)
CYMBO/I0B

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOLWMI
coboli ascii-cTpoky;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- option_ascii_string — cTpoKa B ¢opmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNy4Yanx
MOXKET COAEePMKaTb A0 8 3anucen);

- hex_string — cTpoKa B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CUMBOJI0B

YpanuTb BCe ONuuK, HazHayeHHble ANA CTAaTUYECKOM 3anucK ¢
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co34aTb CTaTUYECKYHO 3aNUCb ANA KNIMEHTa C YKa3aHHbIM
NAeHTUPUKaTopom.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- ip_address — IP-appec, HazHa4Yaemblit KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co34aTb CTaTUYECKYHO 3aNnUCb A1A KNWMEHTA C YKa3aHHbIM
naeHTuduKkaTopom.

- mac_address — naeHTUOUKATOP KMEHTa, NpeACcTaBAAOLWMI
coboit MAC-agpec yCTpOMCTBa;

- filename — HanmeHoBaHWe 3arpy3o4yHoro ¢aina.

YAanuTb CTaTUYECKYO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM UAeHTUGUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpegenuTb CNUCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKON 3a-
NUCK C YKa3aHHbIM yaeHTUdUKaTopom.
- mac_address — naeHTUOUKATOP KIMEHTa, NPeacTaBAAoLWMIA
coboit MAC-agpec ycTpoMCTBa;
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, 40-
CTyNHbIX KAMeHTy DHCP-cepBepa. MoeT cogepaTtb A0 8 3a-
nucen.

IP-apgpec mapLupyTU3aTOpa AOMKEH ObITb B TOM XKe

e NOACETH, YTO U KAUEHT.

Y[anuTb CTaTUUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOM 3aMM1CH C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecoe DNS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anucel, pasaeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOW MmN
coboit MAC-agpec ycTpoicTsa.

Y[anuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAEeHTUGMKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CUMBOJI0B

OnpegennTtb LOMEHHOE UMA 418 CTaTUYECKOM 3amnncH C yKa-
3aHHbIM MAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOW MmN
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYIO 3aMNCb, COOTBETCTBYIOLLYIO KNNEHTY C
YyKa3aHHbIM UAeHTUGUMKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpeaenntb cnnucok WINS-cepsepoB, 41 cTaTUYECKOM 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMIA
coboit MAC-agpec ycTpoMncTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM MaeHTUbUKaTopoM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpegenutb TMN y3na NetBIOS Microsoft ansa cratnueckon
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — lWWMpPOKOBELLATENbHBI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbINA.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWMIA
coboit MAC-agpec ycTpoiicTsa.

Y[anuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM MaeHTUdUKATOpOM.
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host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpenenuTb ANA CTaTUYECKOM 3aMUCK € YKa3aHHbIM UAEHTU-
¢duKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MOMYYEH 3arpy304HbIi daiin.

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYHO 3anncb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaenvTb CNUCOK CEepPBEPOB BPEMEHW A1 CTaTUYECKOM 3a-
MUCKU C yKa3aHHbIM MAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-afpecoB cepBepoB BPpEMEHH,
MOMKET COAEPNKATb A0 8 3anuncei, pasaeneHHbix npobesom;

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboit MAC-agpec ycTpoicTaa.

YanuTb CTaTUYECKYIO 3anNnCb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

OnpegenuTb cnmucok SIP-cepsepos, AOCTYNHbIX 4NA cTaTU4e-
CKOM 3anuncK € yKasaHHbIM AeHTUdGUKaTopom.

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTABAAIOLLMNA
coboit MAC-agpec ycTponcTsaa;

- domain_name_list — cncoK AOMeHHbIX UMeH SIP-cepBepos,
MOMKET COAEPMKATb A0 2 3anucei, pasaeneHHbix npobenom.
MaKkcmanbHaa ganHa CTPoKn — 125 cumeonos;

- ip_address_list — cnucok IP-appecos SIP-cepsepos, moxeT
coAeprKaTb A0 8 3anucei, pasgeneHHbIx npobenom.

YanuTb CTaTUYECKYIO 3anNnCb, COOTBETCTBYHIOLLYIO KNUEHTY C
YKa3aHHbIM NaeHTUGUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOJI0B

OnpefennTb YKasaHHble ONuuMu A1A CTaTUYEecKon 3anmcu ¢
3aZaHHbIM MAEHTUDUKATOPOM.

- mac_address — ngeHTMPUKATOP KAMEHTa, NPeACTABAAIOLLMIA
coboit MAC-aapec ycTponcTaa;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B dopmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX CAy4Yanx
MOMKET COAEPNKaTb A0 8 3anucen);

- option_hex_string — cTpoKa B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

no host hardware-address
mac_address

YpanuTb Bce ONUMM, Ha3HaYeHHble AaA CTaTUYeCcKoM 3anncm ¢
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ip ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} ip

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

Co3AaTb CTaTUYECKYIO 3annCb A KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- ip_address — IP-agpec, HazHaYaemblit KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} bootfile file-
name

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
bootfile

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24)

Co3AaTb CTaTUYECKYIO 3aMUChb ANA KAMEHTA C YKasaHHbIM
naeHTUGUKATOPOM.
- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

YAanuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} default-router
ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
default-router

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenuTb CNMCOK MapLLIPYTM3aTOPOB AN CTaTUYECKOM 3a-
NUCU C YKa3aHHbIM yaeHTUdUKaTopom.
- ip_address_list — cnucok IP-agpecoB mapwpyT1M3aTopos, 40-
CTynHbIX KAneHTty DHCP-cepsepa. MoxeT cogeprkatb A0 8 3a-
nucen.

IP-apgpec mapLupyTU3aTOpa A0MKEH BbITb B TOM XKe
e NOACETH, YTO U KIUEHT.

YAanuTb CTaTUYECKYIO 3aMNCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server ijp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenutb cnncok DNS-cepsepoB, AOCTYNHbIX 4NA CTaTU4e-
CKOW 3anmncK ¢ yKasaHHbIM aeHTUdUKaTopom.

- ip_address_list — cnucok IP-agpecoe DNS-cepBepoB, MOXKeT
cofeprKaTb A0 8 3anucen, pasaeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
coboni MAC-agpec ycTpoicTaa.

Y[anuTb CTaTUYECKYIO 3aMWCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} domain-

name domain

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
domain-name

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
domain: (1..128)
CMMBO/I0B

Onpefenntb JOMEHHOE UMA AJ1A CTAaTUYECKOM 3aMnncK C yKa-
3aHHbBIM UAEHTUPUKATOPOM.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-name-
server jp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpegenntb cnnucok WINS-cepBepoB, o5 CTaTUYECKOW 3a-
NMUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-node-
type {b-node | p-node | m-
node | h-node}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24)

Onpegenutb TMN y3na NetBIOS Microsoft ansa cratnyeckon
3aMMCH C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — lWWMpPOKOBELLATENbHDI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbINA.

YanuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM MaeHTUbUKATOpOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} next-server
ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} next-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

OnpeaenvTb AN CTaTUYECKOM 3aMMCK C YKa3aHHbIM UAEHTU-
¢duKaTtopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IKEH BbITb NONYyYEH 3arpy304HbIi daiin.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO K/IMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server
ip_address_list

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenvTb CNUCOK CEpBEPOB BPEMEHM AN CTaTUYECKOM 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpEMEHH,
MOMKET coaeprKaTb A0 8 3anucel, pasgefieHHbix npobesiom.

YAanuTb CTaTUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server {do-
main domain_name_list |

ip ip_address_list}

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
p_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpepenntb cnncok SIP-cepeepoB, AOCTYNHbIX A/1A CTaTU4e-
CKOM 3anuncK € yKa3aHHbIM AeHTUGUKaToOpom.

- domain_name_list — cnUcoK AOMeHHbIX UMeH SIP-cepBepos,
MOMKET COAEepPKaTb 40 2 3anucel, pasgefieHHbIx npobesiom.
MaKkcumanbHasa aanHa CTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-aapecos SIP-cepsepoB, MoKeT
copepKaTtb 0 8 3anucei, pasaeneHHoix npobenom.

Y4anuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
option code

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOIOB

OnpefennTb YKasaHHble OnuuMu 41a cTaTUYecKom 3anmcu ¢
3a4,aHHbIM MAEHTUOUKATOPOM.

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNyYanx
MOKEeT cofepKaTb 0 8 3anuceit);

- option_hex_string — cTpoKa B 16-om ¢popmarTe.

YAanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24)

YpanuTb BCce onNuumM, HasHayeHHble ANa CTaTUYecKol 3anucu
C YKa3aHHbIM UAEHTUGUKATOPOM.

MNpu 3agaHum Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢

e Hardware Type B nepBom 6aiiTe, COOTBETCTBYIOLWMIA 3a8aHHOMY dopmarTy.

[pumep Hacmpoliku cmamu4eckol 3anucu

HasHauuTb ycTpolictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113
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console#

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if) # exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config) # network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObl pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 186 — KomaHabl pexkmuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
clear ip dhcp server binding Yaanutb 3anucu 13 Tabaumubl cootBeTcTBMA GU3MYECKMX agpe-
[ip_address] - COB U agpecoB, BblaaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4YeHHbIn DHCP-cepsepom.
clear ip dhcp server statistics - Y8anuTb CTaTUCTUCTUKM paboTbl DHCP-cepBepa.
show ip dhcp server binding MNpocmoTpeTb IP-agpeca, KOTopble COMOCTaBAEHbl C ¢pU3nYe-
- CKMMM aZpecamm KAWEHTOB, a TaKXKe BPems apeHapl, cnocob
Ha3HayeHuA u coctoaHue IP-aapecos
show ip dhcp server MNpocmoTpeTb nHbopmaumio o KoHdurypaumm DHCP-cepBepa.
information i
show ip dhcp server pools MpocmoTpeTb MHGopMaLMIo O rNobanbHbIX HacTpoiika DHCP-
- cepBepa, a TaKKe 0 CO3AAaHHbIX Nyax U cylecTsytowmx host-
3anucsax.
show ip dhcp server statistics - MpocmoTpeTb ctatuctnuky DHCP-cepBsepa.

4.24 KoHdurypauua PPPoE Intermediate Agent

®dyHKumnsa PPPOE IA peannsoBaHa B COOTBETCTBMMU C TpeboBaHMAMM fokymeHTa DSL Forum TR-101 m
npefHasHavyeHa 411 UCNOAb30BaHMA Ha KOMMYTATopax, paboTatoLWwmx Ha ypoBHe AoCTyna.

®YHKUMA NO3BOAAET AOMNONHATL NakeTbl PPPOE Discovery nHbopmaumein, xapakTepmsytoLein nHtep-
delic goctyna. 310 HeobxoaAMMO Ans MAeHTUOUKALMKN NOMb30BaATENbCKOrO UHTepdeica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsaTtom 1 obpaboTkoli naketos PPPoE
Active Discovery ocyliectsiseTcsa rnobanbHO ANs BCEro YCTPOWCTBA M BbIODOPOYHO A/1s KaXKOO0ro MHTep-
delica.

Peanusaums ¢pyHKkunm PPPOE IA npeaocTaBnseT A4ONONAHUTENbHbIE BO3MOMKHOCTU KOHTPOAA cooblie-
HMM NPOTOKONA MNYyTEM Ha3HaYeHUA AO0BEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2106asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoHOUrypaLumm:

console (config) #
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Tabnnua 187 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
shutdown pppoe OTKAtOUNTL paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpOMCTBE.

| [laHHaA KomaHAa oTKAtouYaeT paboTy moaynsa pppoe

- - i i -

/BKOYEHO intermediate-agent ¢ 6e3Bo3BpaTHbIM yaaneHuem Bcex
HacTpoek 6n0Ka PPPOE IA.

timeout range

no shutdown pppoe BktounTtb paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpOMCTBE.
pppoe-ia snooping [N06anbHO BKAOUYUTb KOHTPOJIb GyHKLUMKM PPPOE IA.
- - -/BbIKAOYEHO
no pppoe-ia snooping BbIK/IOUNTL KOHTPOIb GYyHKLUMK PPPOE IA.
pppoe-ia snooping session 3agaTtb TalmayT gns paboTbl yHKUMKM PPPOE IA.

pppoe-ia snooping session

range: (0..600)/300 OTKAOUUTb TalimayT ana paboTbl GyHKUuMM PPPOE IA.

timeout 0
pppoe pass-through BkntouyeHne KomaHabl 3actasnseT PPPoE-nakeTbl npoxoauTb Yepes
KOMMYTaTOp KaK HeM3BecTHbI L2-Tpaduk, u aenaet ux "HeBnaum-
mbimun" ana IP ACL.
-/BbIKNOYEHO
no pppoe pass-through BKAIOYMTb MapCUHT MHKaNcyIMpoBaHHbIX B PPPOE-nakeTax L3-3aro-

N0BKOB, Npasuna IP ACL HaunHatoT paboTaTb A8 MHKANCyIMPOBaH-
HbIX NaKeTOB.

ey

DAna koppekTHoii pabotbl pyHKUMK PPPOE Intermediate Agent Bce ucnonboayemoie PPPoE-cep-
Bepa A0/KHbl 6bITb NOAKAIOUYEHDbI K «A0BEPEHHbBIM» NOPTamM KommyTtaTopa. Ana aob6asneHus
nopTa B CMUCOK «A0BepPEeHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ona obecneyeHna 6e3onacHoCcTU Bce
OCTa/ibHble NOPTbl KOMMYTaTOpPa AO/XKHbI ObITb «He40BEePEeHHbIMMUY.

KomaHab! pexxnma KoHdurypaumm VLAN (amanasod VLAN’os)

console# configure terminal
console (config) # vlan
console (config-vlan) #

Tabnnua 188 — KomaHabl pexkuma KoHdpurypaumm nHtepdelrica L2Vlan

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMmona4YaHuro
pppoe-ia snooping BKkntouMTb KOHTpOb PyHKUMM PPPOE |A B npesenax ykasaHHOro
VLAN.
- - -/BbIKNIOYEHO
no pppoe-ia snooping BbIK/MIOYUNTb KOHTPOJIb GYHKLUMK PPPOE IA B Nnpeaenax ykasaH-
Horo VLAN.

Mpumep HacTponkn PPPoE IA B VLAN1O c HacTpoiikoi DCS-onumin Ha nHTepdelice

Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #decs information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #decs agent-circuit-identifier "8v $%p &h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #exit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
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console (config-if) #port-security-state trusted
console (config-if) #set port-role uplink
console (config-if) #fexit

4.25 KoHdurypauma ACL (cnucku KoHTponA gocTtyna)

ACL (Access Control List — cnncok KoHTpona goctyna) — Tabauua, KoTopas onpeaenseTt npasuia
dunbTpaumm BXxoAALWero U ncxogauwero Tpaduka Ha OCHOBaHWUM NepeaBaeMblX B MakeTax NPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

Ha paHHbIN momeHT peanmsaums ACL TakoBa: Kaxabin ACL cogepKuT To/1bKo 1 npaBuno. HeckoibKo
ACL MOKHO npmBA3aTb K ogHOMY MHTepdeicy. Mopagok oTpaboTkM NpaBma onpeaensaeTca No NPUOPUTETY
npasuna, ykasaHHomy B ACL, npu paseHcTBe npnopmntetoB — no Homepy ACL.

ACL aBTOMATUYECKM CHUMAETCA C UHTepdelica NPy U3MEHEHUN B HEM NpPaBuUa.

KomaHgbl Ans co3gaHus M pepaktupoBaHua cnmckoB ACL gocTynHbl B pexkume rnobanbHoM
KOHUrypauum.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHAHasa cTpoKa B pexkume rnobanbHoin KoHOUIypaLumm nMmeeT Bua;
console (config)#

Tabnunua 189 — KomaHabl Ana co3aaHma n KoHourypaumm cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CMMBO/IOB

Co3patb cTaHAapTHbIN cnncok ACL.

YaanuTb CTaHOApTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CMMBOJIOB

Co34aTb HOBbIM paclmMpeHHbIn cnncok ACL ansa agpecauuu IPv4 n
BOWMTU B PEXMM €ro KOHOUrypaumm (ecam cnmcok ¢ AaHHbIM Mme-
HeM elle He co34aH), 1Mb0 BOITM B peMm KoHdUrypauumn paHee
CO3,aHHOrO CMUCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4,

Co3paTtb HOBbIV paclmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOMTM B PEXUM €ro KoHdUrypauum (ecnm cnncok ¢ AaHHbIM nme-
HeM elle He co34aH), 1Mbo BOMTU B peMm KoHdUrypaumm paHee
CO34aHHOrO CMMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBOJIOB

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaumm u BOUTU B pe-
MM ero KoHdurypauum (ecam cnmcok ¢ AaHHbIM UMEHEM elle He
co34aH), "Mb60 BOWTU B PEXMM KOHPUIrypaLmm paHee co3gaHHOroO
cnucka.

Yaanutb cnucok ACL Ha 6a3ze MAC-aapecaumm.

user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeleHme B 6aiiTax OTHOCUTENBHO BbIOpaHHOM CTapTo-
BOM NO3MUMK. 3HaYEHME U MacKa, ncnosb3yemble Ana GuUnbTpaLmm,
3apatoTca Yepes napametpbl ACL-npasu.

- 12 — Hauyano naketa (Destination MAC address);

- ethtype — Ethertype (camblit BHyTpeHHMI, Npn Haan4dmm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.
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no user-defined offset
offset_id

Y4anuTb cmelleHMe OTHOCUTENbHO BbiGPaHHOW CTapTOBOWM MO3w-
TIZR

Ona Toro 4ytobbl aKTMBM3MpoBaTb cnncok ACL, HeobxogMmo cBA3aTb €ro c WHTepdeincom.
NHTepdelicom, NCNONb3YIOLWMUM CMTMCOK, MOXKET bbITb Nb60 nHTepdeic Ethernet, Ainbo rpynna noptos. Ha
OaHHbIN MOMEHT NoAAe P KMBAETCA TONIbKO BXOAALLEE HamnpaBieHUe Ha uHTepdericax (in).

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet, VLAN

KomaHaHana cTpoKa B pexxume KoHpurypauum nntepoeliica Ethernet umeet snga;

console (config-if) #

KomaHaHana cTpoka B perknume KoHourypauum nutepdenca VLAN umeet sna;:

console (config-vlan) #

Tabnunuya 190 — KomaHaa HasHayeHus cnncka ACL-mHTepdeincy

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpenenéHHoro ¢p1M3nMyeckoro MHTepdenca KomaHaa
NPUBA3bIBAET YKa3aHHbIM CNUCOK K AaHHOMY MHTepdeiicy.

YpanuTb CNUCOK C HTepdeiica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpenenéHHoro GpmMsnMyeckoro nHTepdpenca KomaHaa
NPUBA3bIBAET YKa3aHHbIN Mac-CN1COK K JaHHOMY UHTepdelicy.

YpanuTb CNUCOK C HTepdeiica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeinca KomaHaa
NPUBA3bIBAET YKa3aHHbIN CMIUCOK K laHHOMY MHTepdeiicy.

YpanuTb CNUCOK C HTepdeiica.

KomaHObi pexcuma Privileged EXEC

KomaHgHasA cTpoKa B pexxkume Privileged EXEC umeeTt Bua;:

console#

Tabnunua 191 — KomaHabl pexkuma Privileged EXEC ana cnmnckos ACL

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MoKa3saTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.

show running-config acl

MokaszaTtb 610K KomaHa ACL B KOHOUTYpaLMK YCTPOMCTBA.

show access-group [interface
{ fastethernet | gigabitether-
net | twopointfivegiga-

bitethernet | tengigabitether-
net} interface | vlan [vlan-id]]

MokasaTtb cnucku ACL, npuBasaHHble K MHTepdeicy.

clear {ip | mac} access-list {ac-
cess_list_num} packet-count

C6pOCHTH CTaTUCTMKY NAKeTOB Nonaswmx nog npasuno ACL
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4.25.1 Kongpuzypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONUCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA, HacTpoMkuM cnnckoB ACL, ocHOBaHHbIX Ha agpecauun IPv4. Co3pgaHue 1 BXoa B PeEKUM
pefaktnposaHma cnuckoB ACL, OCHOBaHHbIX Ha agpecaunm IPv4, ocyuwiecTBaseTca No KOMaHAe:

ip access-list {extended |

standart} access-l1ist num.

Tabnuua 192 — KomaHabl, ucnosibayemble ans Hactponkm ACL-cnuckos Ha ocHoBe IP-agpecauunm

KomaHda

3HavyeHue

Aelicmeue

permit protocol {any | source host}
{any | destination} [parametr]

[priority]

priority: (1-255)/1

[o6aBuTb paspeluatoLLyto

Tpauuu AN npotokona. lMakeTbl, oTBEYa-
owme ycnosuam sanucu, byayt obpaba-

TbIBaTbCA KOMMYTaTOPOM.

3anucb Gpunb-

deny protocol {any | source host}
{any | destination} [parametr]

priority: (1-255)/1

[o6aBuTb 3anpeLiaroLyto

Tpauuu 4ns Npotokona. MakeTbl, oTBEYa-

3anucb ¢unb-

[priority]

loLLMeE YyCNOBUAM 3anuncu, byayt 610Kkupo-
BaTbCA KOMMYTaTOPOM.

Tabnmua 193 — OcHOBHblE NapaMeTpbl, UCNO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [Oevicteue ‘paspewnTs’ Co3patb paspewatollee npasuao ¢punbTpauum B cnmcke ACL.
deny [OewcTteue ‘3anpeTuTs’ Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHayeHo ANA yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOPOro byaeT ocyliecTBaseTcs puabTpaumsa.
MpoTokon Mpwv BbIBOpe NPOTOKOa BO3MOXHbI CieaytoLme BapmaHTbl: icmp,
ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,Anbo uncnosoe 3HayeHue
npoTokona, B gnanasoHe (0 — 255).
[na cooTBeTCTBMA N1060MY NPOTOKOAY UCMOIb3YyeTcA 3HaYeHue |P.
source Aapec UCTOYHMKA Onpepenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemasa K IP-agpecy uctouyHuka naketa. Macka
onpeaenser 6uTbl IP-agpeca, KoTopble HEOBXOAMMO UFHOPUPO-
BaTb. B 3HauUeHWa urHopupyembix 6UTOB AOMKHbI ObITb 3aNMcaHbI
eguHuubl. Hanpumep, ncnonb3ya macky, MOXKHO onpeaenvTb ana
npasuna ¢unbTpaumm IP-cetb. YT06bI 406ABUTL B NPaBUIO GUb-
Tpauum IP-cetb 195.165.0.0, He0H6X0ANMMO 334aTb 3HAYEHME MACKM
255.255.0.0, TO ecTb, cornacHo AaHHOM macke, nepsble 16 6uT IP-
aapeca byayT UrHopMpoBaTbCA.

destination

Appec HasHayeHuA

Onpepensert IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka agpeca Ha3HayeHuA

BuToBas macka, npumeHsemas K IP-agpecy HasHayeHMA naketa.
Macka onpegensaet 6uTbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pvpoBaTb. B 3HaYeHUA UrHOpPUpPYyeMbIX BUTOB JOMKHbI BbITb 3anu-
CaHbl eAauHUUbl. Macka MCMno/ib3yeTca aHa/lorMyHO Macke
source_mask.

vlan NpeHTudumkatop VLAN Onpegenset VLAN, ana Kotoporo byaet npMMeHATLCA NPaBuIo.

dscp Mone DSCP & saronoske L3 Onpep,e/lﬂeT 3HayeHue DSCP-nons diffserv. BoamoxHble Koabl co-
obuweHuit nons dscp: (0 —63).

priority Mpuoputet IP Onpegaenset npuoputeT IP-Tpaduka: (0-7).

message_type

Tun coobuweHunn
npoTtokonsa ICMP

Tun coobuweHunit npotokona ICMP, ncnonbsyemblit ans dunbrpa-
umm ICMP-nakeToB. YMcnoBoe 3HayeHMe TMna cooblueHus, B gua-
nasoHe (0 — 255).

message_code

Koga coobuieHnsa npoTokona
ICMP

Kopg, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbtpa-
umMm  ICMP-naketoB. Bo3moskHble Kogbl cooblieHMid nons
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HauyeHus nons TCP/UDP-nopta: eq, gt, host, It,
range.

priority

MpuopwuTteT 3anucu

MHAeKc 3aaeT NoNoXKeHWe NpaBuaa B CNUCKe M ero NpuopuTeT.
Yem meHblle UHAOEKC — TeM MpuopuTeTHee npasuio. [AuanasoH
A0NYCTUMbIX 3Ha4YeHu (1..255).
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optional parametr OnuMoHanbHblE NapameTpbl NPU KOHOUIYPUPOBAHMM CNIUCKA [0-
cTyna:

- tos — ¢unbTpayma no banty ToS;

- traffic-class — dunbTpauma no sHavenuto Traffic Class;

- user-defined — dunbTpauua no User-defined bytes;

- sub-action — gononHuTeNbHOE AelicTBUE Hag TPadUKoMm;

- packet-count — BKAtOYEHME CYETUMKA AR MAKETOB, NoMajato-
LWMX nog, npasuno uabTpaumm B cnncke ACL.

[JocTynHble gononHutenbHble genctena — modify-vlan (u3smeHe-
Hue VLAN) u nested-vlan (no6asneHne gononHuTenbHor).

OnuMoHanbHbIN NapameTp

/’ B ctaHpapTHbIX ip ACL BO3MOKHa PpuUabTpaLma TONbKO No npepuKcam, B pacumpeHHbix ACL
— NO AONO/IHUTE/IbHBIM NapameTpam.

' Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana storo uHtepdeiica npume-
V HUTCA npaBuao implicit deny any any.

4.25.2 KoHepuzypayusa ACL Ha 6a3e IPve

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMeTPOB, UCMOJIb3yEMbIX B
cocTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha agpecauun IPv6b.

CosgaHue M BXO4 B pexum peaaktnpoBaHma cnmckoB ACL, OCHOBaHHbIX Ha aapecaumn IPv6,
OCYLLECTB/IAETCA NO KOMaHAe:

ipv6 access-list extended apvé access-list.

Tabnunua 194 — KomaHabl, Ucnosiblyemble ana HacTpolikn ACL-cnnckos Ha ocHoBe IP-agpecaunn
KomaHoa 3HavyeHue Aelicmeue

permit protocol {any|source host} [06aBuTb paspeluatolyto 3anucb Gub-
{any| destination} [parametr] Tpauuu Ans npoTokona. MakeTbl, oTBeYa-
[priority] fowme ycnosuam sanucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

deny protocol {any|source host} [o6aBuTb 3anpeLLatollyto 3anuce Guab-
{any|destination} [parametr] Tpauuu Ana npoTtokona. lMakeTbl, oTBeYa-
[priority] foLwMe ycioBmAMm 3anucu, byayt 610Kmpo-
BaTbCA KOMMYTaTOPOM.

priority: (1-255)/1

priority: (1-255)/1

Tabnnuya 195 — OcHoBHbIE NapameTpbl, UCMO/Ib3YeEMblE B KOMaHAAX

Mapamemp 3Ha4yeHue Aelicmeue
permit [JencTeune ‘paspewnts’ Cosgatb paspeluatoliee Nnpasmno euabTpaumm B cnmcke ACL.
deny [Jelicteue ‘3anpetutb’ Co3pgaTb 3anpewatouee npasuno ¢unbtpaumm B cnncke ACL.
protocol Mone npeaHasHa4YeHo A1 yKasaHUA NPOTOKOA (MM BCeX MPOTO-

KO/10B), HAa OCHOBe KOToporo ByAeT ocylecTsaseTca GuabTpauums.

MpoTokon .
Mpu BbIBOPE NPOTOKONA BO3MOXKHbI C/ieaytolwme BapuaHTbl: icmp,
tcp, udp, ipvé.
source AApec UCTOYHMKA OnpegenuTtb IP-agpec ncTouHnKa nakera.
destination AZpec Ha3HavyeHua Onpegenutb IP-agpec Ha3HaYeHUA nakeTa.

dscp Onpegenntb 3HauyeHne DSCP-nons diffserv. BosamoskHble Koabl co-

Mone DSCP B 3aronoske L3 obiueHmii nons dscp: (0 — 63).

message_type Tun coobuweHuii npotokona ICMP, ncnonbsyemoii gns ¢puabTpa-
umn ICMP-nakeToB. YicnoBoe 3HaYeHMe TMNa cooblueHus, B Ana-

nasoHe (0 — 255).

Tun coobLieHna NpoToKona
ICMP

message_code Kopg, coobueHunii npotokona ICMP, ncnonssyemoli gns puabtpa-
umm  ICMP-nakeToB. Bo3MmOXKHble Kogbl COO6LEHMI nons

icmp_code: (0 — 255).

Koz cooblueHnsa npoTokona
ICMP

destination_port UDP/TCP-nopT Ha3HayeHusA

184 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

source_port UDP/TCP-nopT MCTOuHMKa Bo3moskHble 3HayeHus nons TCP/UDP-nopta: eq, gt, host, It,
range.
priority MHAeKe 3aaeT NONOXKeHWe NpaBMaa B CNUCKE U ero NpuopuTeT.
MpuopuTeT 3anucu Yem MeHblle MHAEKC — TeM npuopuTeTHee npasuno. [AnanasoH
A0NYyCTUMbIX 3HadyeHui (1..255).
optional parametr OnuMoHanbHble MAapameTpbl NPU KOHPUTYPUPOBAHUM CNUCKA [0-
cTyna:
OnuuoHanbHbIN napameTp | - traffic-class — ¢unbTpauma no sHavenumto Traffic Class;
- packet-count — BK/lOYEHME CYETYMKA A5 NAKETOB, Nonajato-
Lwmx nog, npasuno ¢unbtpaumm B cnmcke ACL.
/ MNocne Toro, Kak nto6oit ACL 6yaet npuBA3aH K uHTepdeicy, ana aToro uHTepdeiica npume-
HuUTCcA npasuno implicit deny any any.

4.25.3 KoHepueypayus ACL Ha 6a3ze MAC

B gaHHOM pasgene npuBefeHbl 3HAYEHUA M OMMCAaHMA OCHOBHbIX MAapPameTpoB, UCMNOAb3YEMbIX B
COCTaBe KoMaHA, HacTpolikm cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecaunu.

CospgaHune n BXog, B pexum pegaktnposaHma cnuckoB ACL, ocHoBaHHbIx Ha MAC-agpecauun,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-list num.

Tabnunua 196 — KomaHgbl, ucnonb3yemble ans Hactpoiiku ACL-cnuckoB Ha ocHoBe MAC-agpecauumm

KomaHda

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[Jo6aBuTb paspeluatoLyto 3anncb puabTpaunu. MNaketol, oTee-
yalowme ycaoBuam 3anucu, byayt obpabatbiBaTbCA KOMMYTa-
TOpOM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[Jo6aBuTb 3anpeluaroLLyto 3anuce punbTpaumnn. MNaketol, oTee-
yalowme ycnosuam sanucu, byayt 610KMpPOBaTbCA KOMMYTATO-
pom.

Tabnnuya 197 — OcHoBHblE NapameTpbl, UCMOJIb3yeMmble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3patb paspelatolee npasuao ¢punbTpaumm B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3aaTb 3anpelyatolee npasuno ¢punbTpaumm B cnucke ACL.
source Appec oTnpasutens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

butoBas macka,
npumeHaemasn Kk MAC-
apecy MCTOYHMKA NaKeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X04UMO Ur-
HOPWPOBATb. B 3HAYEHMA UTHOPUPYEMbBIX OUTOB AO/IXKHbI ObITb 3a-
nucaHbl eguHULbL. Hanprumep, UCnonb3ya MacKy, MOXHO onpegae-
NnTb Ana npasuna ¢punbtpaumm amanasoHa MAC-agpecos. Y1obbl
£06aBuUTbL B NpaBmno ¢puabTpauumn sce MAC-agpeca, HauMHaloLWm-
eca Ha 00:00:02:AA.xx.xx, He0bXx0A4MMO 3a4aTb 3HAYEHUE MaCKM
FF:FF:FF:FF:00:00, TO ecTb, cornacHo AaHHOW macke, nepsble 16
61T MAC-agpeca byayT He BaXKHbI A1A aHanM3a.

destination Anpec HazHayeHuA

Onpegenset MAC-agpec Ha3zHavyeHuA nakeTa.

destination_ mask
ButoBas macka,

npumeHaemasn Kk MAC-
aJpecy Ha3HavyeHMA nakeTa

Macka onpegenset 6utel MAC-agpeca, KoTopble HE06X0AMMO Ur-
HOpUPOBaTb. B 3HaueHMs UrHopUpPyembIX BUTOB A0MKHbI 6bITb 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHa/forMyHoO Macke
source_ mask.

MHaeKkc npasuna

vlan vlan_id: (0..4095) MNoacetb VLAN ¢dunbTpyembix NaKeToB.

cvlan-priority cvlan_priority: (0..7) Knacc obcny:knBaHma GpuabTpyembix NakeTos.

encaptype value: (1..65535) Tun encaptype 418 GpUNbTPYEeMbIX NaKeToB..

priority MHAaeKe npasuna B Tabiuue, Yem MeHbLLE MHAEKC — TeM NPUOPU-

TeTHee npasuno 1-255.
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optional parameter

OnuMoHanbHbIN NapameTp

OnuMOHaNbHblE NMapamMeTpbl NPU KOHOUIYPUPOBAHMM CNINCKA A0-
cTyna:

- user-defined — dunbTpauua no User-defined bytes;

- sub-action — gononHuTeNbHOE AelicTBUE Hag TPadUKoMm;

- redirect — nepeHanpaBAATb NAaKeT, NONABLUMI NOA NPaBUO;

- packet-count — BKIOUUTL CYETUMK A1 MAKETOB, MONAAAOLLNX
nog, npasuao uabtpaumm B cnncke ACL.

[JocTynHble gononHutensHble genctena — modify-vlan (u3smeHe-
Hue VLAN), nested-vlan (go6aBneHne LOMNOAHUTENBHOTO Tera U
VLAN) n modify-cvlan (ao6aBneHne BHyTpeHHero Tera VLAN)

V ‘ Mocne Toro, Kak no6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHTepdeiica npume-

HuTcA npasuao implicit deny any any.

Mpumep HacTponku dunbtpaumm padi/pado yepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config) # mac access-list extended !

console (config-ext-macl) # deny 00:00:00:00:00:01 ff:ff:ff:£f£:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group I in

Ona npoxoxAaeHus OCTalbHbIX MNaKeToB Ha UWHTepdelice Tpebyetca pobasutb BTOpOoM ACL,
paspeLlatoLLnii NPoXoXKAEeHMe NakeTos, He Nonaatolmx nog npasuno éunbtpauum padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

[na NpoxoxAaeHWua OCTanbHbIX NaKeTOB Ha WHTepdelice Tpebyetca aobasutb BTOpoi ACL,
paspeLualoLmil NPOXoXKAeHME NaKeToB, He NoMNagatowWwmx nog npasuao duastpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in
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4.26 KoHdurypauma sawmtbl ot DOS-arak

,ﬂ,aHHblﬁ 610K KOMaHA No3BONAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 2106aa6HoU KOHU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:
console (confiqg) #

Tabanua 198 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

firewall

-/BKNIOYEHO

MepeiT B pexnm KOHOUTYpUPOBaHMA MOAYAA, OTBEYAIOLLErO 3a
byHKLMOHan 3awuTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnnua 199 — KomaHgb! pexkuma KoHdpurypaummn eyHKumoHana firewall

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4yaHuro
enable BKAtounTb nogaep Ky 3awmtbl oT DOS-aTak.
- -/BKAKOYEHO
disable BbIKNOUMTb NOAAEPMKKY 3alWmTbl oT DOS-aTak.
ip tcp inspection syn-fin BkAtounTb 0bHapykeHue syn-fin-naketos.
enable -/BKAOYEHO

no ip tcp inspection syn-fin

BbIkntounTb 06HapyxeHue syn-fin-naketos.

ip tcp inspection
timeout <sec>

sec: (1..65535)/1

YcTaHOBUWTL Taimep 610KMpoBKYM syn-fin-nakeTos.

ip tcp limit syn-flag enable

ip tcp limit syn-flag disable

-/BbIK/IIOYEHO

BKAtOUNTL OrpaHnyeHne ckopocTu ans Bxogauiero TCP-Tpaduka ¢
¢dnarom SYN.

BbIKNOUNTL OrpaHMYeHne ckopocTn ans exogawero TCP-Tpaduka
¢ dnarom SYN.

notification interval <sec>

no notification interval

sec: (1..3600)/1

YCTaHOBUTb BpeMEHHOW MHTepBan mexay SYSLOG-coobuieHnamm
0 MNpeBbIWEeHUN orpaHuyenns sxogawero TCP-Tpaduka c pnarom
SYN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunua 200 — KomaHabl pexkuma KoHpurypaumnm nHtepdeiica

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

ip tcp limit syn-flag <value>

no ip tcp limit syn-flag

value: (1-262143) pps/
100

YCTaHOBWUTb 3HauYeHWe CKopocTh ansa Bxoasuwero TCP-Tpaduka ¢
¢dnarom SYN Ha uHTepodeiice.

BbikntounTb orpaHuveHune ckopoctu ana Bxogawero TCP-tpa-
duka c pnarom SYN Ha nHtepdelice.
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 201 — KomaHapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aelicmeue

Show running-config firewall

OTo6pa3unTb HacTpoiky moayns firewall.

show firewall stats

OT06pasunTb CTaTUCTUKY MO NakeTam, 06paboTaHHbIMK MoAyAEM
firewall.

show firewall tcp-syn-limit

OTO6pasnTb TeKylme HACTPOMKM OrpaHUYEHUs CKOPOCTM ANA
Bxoasawero TCP-Tpaduka c dnarom SYN.

4.27 KauectBo o6cnykmusaHusa — QoS

Mo ymonyaHUIO Ha BCEX MOPTAaxX KOMMYyTaTopa UCMNONb3yeTCcA OpraHM3auma odepegm MakeTos Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpaduKa Npu UCNOSb30BaHMMU JAHHOMO METOAA MOFYT BO3HUKHYTb NPob6iembl, NOCKO/bKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE MNakeTbl, He Bouwegwune B b6ydep odepean FIFO, M COOTBETCTBEHHO TepPAOTCA
6e3B03BpaTHO. Pelwaet gaHHyto npobnemy meTton, OpraHUsylOWMiA odepean no npuoputety TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CNyXKMBaHWA), peann3oBaHHbIA B KOMMyTaTopax,
No3BONSET OPraHM30BaTb BOCEMb OYepeaer NPUopmUTETa NAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblIxX

OAHHbIX.

4.27.1 Hacmpolika QoS

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (confiqg) #

Tabnunua 202 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

gos buffer system threshold
{High-on | High-off | Low-on/
Low-off}

no qos buffer system thresh-
old

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOPOroBble 3HAYEHUA ANA TPaHULbI YTUAU3ALUUU CU-
cTemHoro bydepa:

- anAa cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepum MES2424/MES2410 — (0..4095);

- ana cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCTaHOBWTb 3HAYEHMA MO YMONYAHUIO AN HACTPOMKM NOPOroBbIX
3HaYeHW BePXHeN gns rpaHuLbl YTUAN3aUMK cucTemHoro bydepa.

gos buffer port threshold
{High-on | High-off | Low-on/
Low-off}

no qos buffer port threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOPOroBble 3HAYeHUA AAA TPaHULbl yTUAU3auun 6y-
depa Ha nopTax:

- ana cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ans cepun MES2424/MES2410 — (0..4095);

- anAa cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
- (0..5825).

YcTaHOBKa 3HaYeHUA MO YMONYaHWUIO A1 HAaCTPOMKM NOPOroBbIX
3HaYEHWIA ANA rpaHuULLbl yTUAM3aLuKn Bydepa Ha nopTax.
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qos buffer port-guarantee
{port buffer | disable}

no qos buffer port-guarantee

Buffer: (0..28)/16

HacTpouTb NOporosbie 3Ha4YeHUA PEXKUMA rapaHTMPOBAHHOIO pac-
npeseneHuns (PeXnMm rapaHTUpPoBaHHOTO pacnpeaeneHuns onpege-
NAeT 3HaYeHWe B KOIMYECTBe AYeeK, J0CTyNHOe BCEM MOpTam).

OTKNHOUUTB MOPOroBble 3HaYEHMA PeXKMMa rapaHTMPOBaHHOrO pac-
npeseneHuns (PeXxnum rapaHTUpPOBaHHOTO pacnpeaeneHuns onpege-
NAeT 3HaYeHWe B KOIMYECTBe AYeeK, J0CTYyNHOe BCeEM MOpTam).

gos buffer rx-congestion ig-
nore threshold threshold

no qos buffer rx-congestion
ignore threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

BK/OUMTL AN BbIXOAHOTO MHTepdelica pexnm UrHopUpoBaHUA
COCTOAHMA «Neperpyska Ha BXo4e»:

- ana cepym MES1400/MES2408/MES2428/MES3708 — (0..2047);
- ana cepun MES2424/MES2410 — (0..4095);

- ana cepumn MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

OTKNIOUUTD ANA BbIXOAHOTO UHTepdeiica peKMM UrHOPUPOBaHMUSA
COCTOAHWA «Neperpyska Ha BXoae».

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3patb CNUCOK KpuUTepues KnaccuduKkaumm Tpaduka.
2. BOMTK B peXMM peaKkTMPOBaHWUA CNIUCKa KpUTepmnes Kaaccuou-
Kauun TpaduKa.

Y[anuTb CNUCOK KpUTepmnes Knaccudukaumm Tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Cospatb cTpaTerunto knaccuoukaumm tpaduka.
2. BOMTM B pexMM pefakTUpOBaHWUA CTpaTerMm Knaccuoukaumm
Tpaduka.

Ypanute npasuno Knaccudurkaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} sched-
algo {strict-priority | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | port-channel
group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
sched_num: (1..65535)

Onpepenntb anropntm paboTbl NIaHMPOBLUUKA HA MHTepdeiice.

- strict-priority — cTporas ouyepesb, UMeET HauBbICLWIWNI NPUOPUTET;
- strict-wrr — ouyepeab N0 MeXaHU3MY WIT, UMEIOLLAn NpuopuTeT
BbILLE OYepean wrr;

- Wrr — oyepegb, 06pabaTbiBatoLLAACA NO MEXAHU3MY WIT;

- fa/gi/te_port/two_port — ucxopawmin uHtepdeiic.

Y4annTb HaCTPOMKM NAAHUPOBLUMKA.

queue gueue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3afaTb HOMEP M BEC oYepean 419 UCXOAALLEro nHTepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenntb TpaduK c meTkoi CoS/DSCP B ouepesdb.

OTMeHUTb onpegeneHue Tpaduka B ovepesb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} def-
user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
Priority: (0..7)/0

YKaszaTb ouepeab gna uHTepoerica, Npy ycaoBUm OTCYTCTBUA METOK
CoS/DSCP y BxoAALWMX NaKeTOB.
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logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BK/tOUNTb OTNPABKY TPanoB O NpeBbIleHMM nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BKHOUUTH reHepaLmio YBEAOMAEHWI NPy NPeBbIeHNN 3HaYeHNA
cpu-rate-limit.

OTKIOUYNUTD FrEHEPALMIO YBEAOM/IEHUA Ha YCTPOMCTBE.

KomaHObI pexcuma KoHguaypayuu VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnunua 203 — KomaHabl pexkmma KoHourypauum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

OnucaHue

qos cos egress cos_default

No (Os COos egress

cos_default: (0..7)/0

YcTaHaBoBUTb 3HaYeHue CoS ans nopta (CoS, npumeHsemblin ana
BCEro HEeTermpoBaHHOro TpaduKa, NPOXOAALLEro Yepes UHTep-
delic).

YCTaHOBWUTb 3Ha4YeHMe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnvua 204 — KomaHapl pexkmma KoHourypaumm untepderica Ethernet

KomaHda

3HayeHue/3HayeHue no

yMOMYaHUO

HAeiicmeue

gos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIKNIOYEHO

YCTaHOBUTb peXUm A0BepMa KOMMyTaTopa B 6a3oBom pe-
»Kume QoS (CoS nam DSCP).

- COS — yCTaHaBAMBAET KnaccuburKaumio BXOAALLMX NaKeToB
no 3Ha4yeHuAm CoS. [na HeTerMpoBaHHbIX MAKETOB UCMO/b-
3yeTca 3HayeHne CoS no ymonyaHuio.

- dscp — ycTaHaB/iMBaeT KNAacCUPUKAUMIO BXOAALLMX MNaKe-
TOB No 3Ha4YeHmam DSCP.

- cos-dscp — yCTaHaBAMBaAET KNacCUbUKaLMIO BXOAALLMX Na-
KeToB no 3HayeHuam DSCP ana IP-nakeToB 1 No 3Ha4YeHUAM
CoS ans He IP-nakeTos.

YCTaHOBUTb 3HAYeHUA Mo YMO4YaHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIKNIOYEHO

- VlanPri — pa3spewuTb YCTaHOBUTb HA UCXOAALLEM UHTEp-
delice 3HayeHune CoS B NaKeTax COrNacCHO HaCTPOEHHOMY
BHYTPEHHEMY NPUOPUTETY.

- ipDscp — paspelmnTb USMepuUTento nepemapKMpoBbIBaTb
TpadmMK COrNacHoO HaCTPOEHHOMY asropUTMY.

OTMEHUTb HAaCTPOWKM NepemMapKUPOBKM TpadrKa Ha UCXO-
aawem nHtepodeliice.

gos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaeT UCTOYHMK svlan-priority npu ncnonb3osa-
Hun DotlQ tunnel gna BxopAwero Tpaduka Ha WHTEp-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HaueHue svlan-priority 6epetca ns qos inter-
face {fastethernet/gigabitethenet/twopointfivegiga-
bitethernet/tengigabitethernet/port-channel port} def-
user-priority priority;

- none — 3HayeHue No ymon4yaHuio, svlan-priority = 0.

Bosspau.l,aeTca 3Ha4YeHue No YMO/IHaHUIO.
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KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues KaaccuguKkauyuu mpaduKka

Bug, 3anpoca KOMaHOHOW CTPOKM pexkMma peaakTUPOBaHWA CMMCKA KpuTepues KnaccuduKaumm

TpadukKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabanuya 205 — KomaHgbl pexxuma pegakTMpoBaHUA CNIMCKA KpUTepues Knaccuduraumm Tpaduka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group {ip-access-
list | mac-access-list } acl_num

acl_num: (0..65535)

[ob6aBuTb Kputepuit kKnaccudurkaumm Tpaduka. Onpegenser npa-
BuAa ¢unbTpaumm Tpaduka no cnucky ACL ana knaccupukauum.

set class class_num

no set class class_num

class_num: (1..65535)

AKTMBMpPOBaATb Kaacc.

OTKAOUNUTb paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBosioB

3a4aTb BHYTPEHHUI NPUOPUTET A/1A YKAa3aHHOrO Kaacca.

KomaHObI pexcuma pedakmuposaHUus cmpameauu Kaaccugukayuu mpaguxka

Bupg, 3anpoca KOMaHAHOW CTPOKM peXxnma peaakTMpoBaHUA cTpaTermmn kKnaccudumrkaumm tpadumKa:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabanua 206 — KomaHabl pexkuma peaakTMpoBaHMA CTpaTernm Knaccupurkaumm Tpadmka

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HaYeHWe MeTKU A/1A NaKeTa.

set meter meter

no set meter

YCTaHOBWTb OrpaHMYeHne A4/1A CKOPOCTM NMOTOKa COTNacHO HAaCcTpo-
E€HHOMY a/iIropUTMY.

YAanuTb orpaHuyeHune A8 CKOPOCTU MOTOKA COrNacHO HACTPOEH-
HOMY aNropUTMYy.

KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHoM KoHbUrypaumm:

console (confiqg) #

Tabnunua 207 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

meter meter

no meter meter

meter: (1..255)

Co3paTb M3MepUTeNb OrpaHUYEHUA CKOPOCTU ANA UCXOAALLEro
TpadukKa.

Ypanutb M3mepuTeNb OrpaHUYEeHUA CKOPOCTU AA UCXOAALLEro
TpaduKa.
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KomaHObI pexuma KoHgu2ypauyuu usmepumens 02paHU4eHUs CKopocmu 015 8x005uie2o0 mpa-

QUKCI

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KOHPUrypauuu:

console (config-meter) #

Tabnnuya 208 — KomaHab! pexkmma KoHpUurypaumm

nameputena orpaHn4eHmnA CKOpPoCTHn

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTL OrpaHUYeHmne CKOPOCTK Ans ncxoasuiero Tpaduka co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWUTb OrpaHNYEHMEe CKOPOCTU 1A UCXOAALLEro TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — Bk/itoyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duka.
Moppepusaerca TonbKo Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2411X, MES3400-24, MES3400I-24,

MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBWTb OrpaHUYeHMe CKOPOCTH ANA ucxoasauero Tpaduka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — Bk/to4yaeT aHann3 DSCP npu aHanuse obbema Tpa-
duka.
Nopaep)xusBaerca Tonbko Ha MIES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2411X, MES3400-24, MES3400I-24,
MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

’ ‘ DOna KoppeKTHo paboTbl M3mepurtena ¢ aaroputmamm sr-TCM u tr-TCM TpebyeTca ycTaHo-
radht BUTb Ha uUcxopaAwem nHtepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 209 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show qos global info

OT06pa3unTb rNobasbHbIE HACTPOWKK (OS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

Moka3aTb B KaKyto ouepesb onpeseneHbl uHTepdeiics!.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT1o6pa3zunTb mannuHr CoS n DSCP no ymonuyaHuio.

show qos trust

MpoCcMOTp TEeKYLLMX HACTPOEK A0BepUa MeTKam cos 1 dscp.
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show qos queue-stats
[interface gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

OTo6pasunTb cTaTUCTMKY QOS.
Mopaepusaetca ToNbko Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448B.

Mpumep NpMMeHEeHUA CeEPBUCHOM NOAUTUKMU:

Ons Tpaduka, umetowero DSCP 8, meHaeTtcsa VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTca Ha 63,
CKOPOCTb NOTOKa orpaHmumBaetca go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl) # permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if)# gos trust cos

console (config-if)# switchport mode trunk
console (config-if)# ip access-group 1008 in
console (config-if)# !

console

onfig)# interface gigabitethernet 0/7

console (config-if)# switchport mode trunk
console (config-if)# gos map regen-priority-type vlanPri enable

console (config)# class-map 1008
console (config-cls-map) # match access-group ip-access-list 1008

console (config-cls-map) # set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map) # !
console (config)# meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter)# !

console (config) # policy-map 1008

(
(
(
(
(
(c
(
(
console (config-if)# !
(
(
(
(
(
(
(
(
(

console (config-ply-map) # set policy class 1008 default-priority-type ipDscp

63

KomaHObI pexcuma KoHguypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHourypaumm untepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 210 — KomaHabl pexkuma KoHpurypauum nHtepdeliica Ethernet, rpynnbl uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

Aeiicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMyYeHne CKOpPoCTU ANA BXOAALLLEro Tpad)l/IKa.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMyeHne CKOPOoCTU ANA UCXOAALLEero Tpad)l/IKa.

V 3HaueHue rate A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

Mprmep HacTPOWMKM orpaHNYeHnn ckopoctu nopra GigabitEthernet 0/4:

console# configure terminal
console (config)# wvlan 10

console (config-vlan)# vlan active

console (config-vlan)# !
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console (config) # interface gigabitethernet 0/4
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 10
console (config-if)# rate-limit input 512
console (config-if)# rate-limit output 512

Mpumep HacTpolikmn QOS:

HacTpouTb NNaHMPOBLLMK MO anropuTMy Wrr 41 ncxogauero nHtepdeliica fad/1. Pacnpeaennts Tpa-
¢uK cornacHo nosnto CoS B ovepegy 1-4. HasHaunTb BeC WrIT ANs Oo4Yepeseit CornacHO HoMepy oyepeau.

Ouepenb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo

strict-priority

console (config) # queue
console (config) # queue
console (config) # queue
console (config) # queue
console (config) # queue

console (config
console (config

console (config
console (config

G W =

( ) # queue-map
( ) # queue-map
console (config) # queue-map
( ) # queue-map
( ) # queue-map

interface
interface
interface
interface
interface

fastethernet
fastethernet
fastethernet
fastethernet
fastethernet

regn-priority vlanPri
regn-priority vlanPri
regn-priority vlanPri
regn-priority vlanPri
regn-priority vlanPri

0/1
0/1
0/1
0/1
0/1

G WN R

4.28 KoHdurypauma NnpoToKON0B MapLUpyTU3aLumu

.‘

scheduler
scheduler
scheduler
scheduler
scheduler

queue-id
queue-id
queue-id
queue-id
queue-id

G W R

10
10
10
10
10

weight
weight
weight
weight

N W N =

AnnapaTHaa maplupyTU3auma noaaepX1MBaeTca ToNIbKo Ha moaenax MES2424, MES2424B,
MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P,

MES2420-48P, MES2420B-24D, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

4.28.1 KoHdhucypayua cmamuyecKkoii mapwpymusayuu

CTaTnyecKkas maplupyTMsauma — BUA, MapLLPYTM3aLMK, NPU KOTOPOI MapLIPYTbl YKa3bIBAOTCA B AB-
HOM BMZE NPU KOHPUIypaLMM MapLipyTusaTopa. Bca mapwpyTmMsaumsa npu aTom npoucxoauT 6es yyactus
KaKMX-IM60 NPOTOKO/I0B MapLLpyTM3aLuu.

KomaHObI pexcuma 210b6anabHol KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnuua 211 — KomaHabl pexmma KoHpurypaummn nHtepodeiica Ethernet, rpynnbl nHtepdeiicos

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
no yMmon4aHuro
ip route prefix {ip_mask Co3gaTb cTaTU4ecKoe Npasuao MapLIpyTU3aLmm.
| prefix_length} {gateway - prefix — ceTb Ha3HauyeHus (Hanpumep, 172.7.0.0);
- mask — macKa ceTu (B popmaTe AeCATUYHOMN CUCTEMBI CYUCIe-
HuA);
- gateway — W03 ANA JOCTYNa K CETU Ha3HaYeHus;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaétca B TOM cnyyae, eciv CeTb Ha3HaYeHUa Hanpa-
vlan_id: (1..4094) myto (directly) noakntoueHa K MHTepdeiicy, COOTBETCTBYIOLLEMY
vlan_id.
no ip route [all | prefix YpanuTe NpaBuao 13 Tabamubl CTaTUYECKOM MapLpyTU3aLmu.
{ip_mask |prefix_length} [gate- - all — ypanuTb BCce NpaBuia U3 TabanLbl CTaTUYECKON MapLIpyTU-
way]] 3auun.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnuya 212 — KomaHgb! pexkmuma EXEC
3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
show ip route [prefix [mask]| MokasaTtb Tabamuy MapLupyTU3aumnmn, yaoBAeTBOPAIOLYH 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb HazHayYeHus;
- mask — macka cetu (B popmaTe [ECATUYHOMN CUCTEMbI CUMCe-

HUA);

- connected — NOAK/IOYEHHbIN MapLIPYT, TO eCTb MapLUPYT,B31-

- ThIli C HENOCPEACTBEHHO NOAKNOUYEHHOTO U GYHKLMOHUPYIOLLErO
MHTepdeica;

- details — petannsmposaHHas nHdopmaums;

- failed — mapwpyTbl, ycTaHOBNEHHbIE C OWMBKamMy;

- static — cTaTyecKkuii MapLupyT, NPonNucaHHbIN B Tabauue maplu-
pyTv3aumu;

- summary — oblLLee KOMYECTBO MapLLpPYTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

’ | OYHKUMA noaaep)HUBaeTca TOMbKO Ha mogenax MES2424, MES2424B, MES2424FB,

. MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

MpoTtokon VRRP npegHasHaueH a4nA pe3epBUPOBAHUA MApPLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
LU/1t03a MO YMOSIYaHUIO. ITO AocTuraetca nyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLupyTM3aTopos
B OZMH BMPTYa/ibHbllA, KOTOPbIN ByAEeT MCNONb30BATLCA KaK LUAKO3 MO YMONYAHUIO A1 KOMNBbIOTEPOB B CETH.
Ha KaHa/nbHOM ypoBHe pesepsupyemble nHTepdelicbl metoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Ho-
mep rpynnbl VRRP (VRID).

TonbKO 0AMH U3 GU3MUECKMX MAPLLIPYTU3AaTOPOB MOXKET BbINOMHATL MapLIpyTU3aLmio TpaduKa Ha BUPTY-
anbHoMm IP-uHTepodeice (VRRP master), ocTanbHble MapLLpyTM3aTOpPbI B Fpynne npeaHa3HayeHbl 418 pesep-
BupoBaHus (VRRP backup). Beibop VRRP master nponcxogut B cootBetctBun ¢ RFC 5798. Ecam Tekywmit
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master cTaHOBUTCA HeAOCTYMNHbIM — BblI6Op master'a nosTopAeTcA. HansbiCWMN NPUOPUTET UMEET MapLL-
pyTM3aTop C cobCTBEHHbIM IP-aapecom, coBnagatolwmm ¢ BUPTYasibHbIM. B ciydae AoCTynHOCTM OH Bceraa
ctaHosuTcAa VRRP master. MakcumansHoe Konunyectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypauuu:

console (config) #

Tabaunuya 213 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

vrrp enable

no vrrp enable

-/BbIK/IIOYEHO

BkntounTtb VRRP rnobasnbHo.

V DOna Toro uto6bl VRRP 3apaboTtan Ha uHTepdodeiicax,
HY»XHO BKAounTb VRRP rno6anbHo.

Y8anuTb npasuao 13 Tabaunupbl CTaTUYECKON MapLIpyTU3aLmm.

vrrp version {v2 | v3}

-/v2

3apaTtb Bepcuto VRRP.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm nutepdencos VLAN:

console (config-if) #

Tabnunua 214 — KomaHabl pexkuma KoHpurypauumn nHtepoelic VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipva [ip_address]

vrid: (1..255)/-

Onpepenutb IPv4-agpec VRRP-maplipytusaTopa.

YaanuTb BUPTYanbHbIN MapLipyTvMsaTtop vrid Ha AaHHOM YCTpOW-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIKAIOYEHO

enable — BkNtouNTb pexknm, B KoTopom VR-aapec bygeTt oTBeyaTtb
Ha ICMP-3anpocbl U NpMHMMATbL 3anpocbl Ha NOAKOYEHUE Mo
Telnet n SSH;

disable — BbIKNHOUUTL AAHHbIN peXuM.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255)/
BKNIOYEHO

BKAtounTb pexxum, npy Kotopom backup-mapwpytmsatop ¢ 6onee
BbICOKMM NpUOpUTETOM ByAeT NbiTaTbCA NepexsaTUTb Ha cebn
ponb master y Tekylero master-maplpytmusaTopa ¢ bosee HuU3-
KMM MpUOopUTETOM.
MapLpyTusaTop, KOTopblii aBnasAeTcA Bnagenbuem IP-
V agpeca mapupytusatopa, 6yaer nepexsaTbiBaTb Ha
ceba posb master HE3aBUCUMO OT HACTPOEK AaHHOI KO-
MaHAbl.

BbIKNOUNTb peXXm NpeemcTBEHHOCTH.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254)/
255 ana snagenbua IP-
agpeca, 100 gna

HasHauntb npnoputet VRRP-mapLpyTmnsaTopa.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

OCTaNbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); Onpefenvte UHTEPBAN MeXAYy aHOHCaMW master-maplipytusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
1 cek
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KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 215 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa Aeiicmeue

show vrrp [detail | statistics | MpOCMOTPETb KPaTKyl WAW AeTaNbHYl0 MHOpPMaLMIO gns BCEX
interface vlan vian_id | vrid . WNN OAHOIO HAaCTPOEHHOrO BMPTYasibHOro mapupyTtmsatopa VRRP.
[detail | statistics]] vrid: (1..255)/- - detail — npocmoTp geTanbHoW nHbopmaumy;

- statistics — npocmoTp 06Le CTaTUCTUKM.

4.28.3 Hacmpolika npomokona OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMYECKON MapLLpPyTU3aLIMK, OCHOBAHHbINA Ha
TEXHOJIOTUKN OTCNEXKMBAHMA COCToAHUA KaHana (link-state technology) 1 ncnonb3yoWwmMiica ANna Haxox-
AeHUs KpaTyalwero nytn anroputm Aerkctpbl. MNpoTtokon OSPF npeacrasnseT coboit NpoTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHAaeT MHPOPMaLMIO O AOCTYMHbIX MapLUPyTax MexKay
MapLLPyTU3aTOPaMmn 04HON aBTOHOMHOM CUCTEMbI.

KomaHObI pexcuma 2n06aabHol KoHu2ypauyuu 019 OSPFv2

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMmMa rnobasbHON KoHPUrypaumm:
console (confiqg) #

Tabnunua 216 — KomaHabl pexuma rnobanbHoi KoHdurypaumm OSPFv2

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymMoa4YaHuto
router ospf -/- 3aiTu B pexkum KoHdurypaumm npouecca OSPFv2.

KomaHObI pexcuma npoyecca OSPFv2

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHdurypaumm npouecca OSPFv2:
console (config-router) #

Tabnnua 217 — KomaHgb! pexxuma KoHdurypaumm npouecca OSPFv2

3HayeHue/3Ha4yeHue no "
KomaHda / Aeiicmeue
yMOAYaHUIo
shutdown Bbikntountb OSPF-npouecc.
-/BbiKMIO4EH V Mo ymonuanuio OSPF-npouecc BbIKAOYEH.
no shutdown Bkntountb OSPF-npouecc.
distance dist . YCTaHOBUTb aiMMHUCTPATUBHYIO AnctaHumio ana OSPF.
: dist: (1..255)/110 A il Ll AqCUE Lo
no distance YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.
default-information origi- BKNHOUMTb aHOHCMPOBAHME LW/O3a MO YMOJIYAHUIO, BHE
nate always [metric metric] 3aBMCMMOCTM OT TOTO 334aH /1M OH CTaTUYECKUM MapLIpy-
metric-type {1 | 2 TOM WU He 334aH.
[ ype{1|2}] metric: (1..16777214)/20 A
no default-information YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
originate always [metric B c/nyyae yKasaHMA NapameTpa BepHYTb ero 3HayeHue no
metric] [metric-type {1 |2}] YMOYaHUIO.
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set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IIOYEHO

BKAOUYNTL MW BBIKNOYUTb TPAHCAALMIO MaplpyTa no
ymon4aHuto (yctaHoBuTb P-6uT) B NSSA Ha ASBR, KoTO-
pbii He aBnseTca ABR.
[onKHO 6bITb BKIOYEHO aHOHCUpPOBaHUe
V mapupyTa no ymonudaHuio (default-information
originate always).

redistribute connected
[metric metric] [metric-
type {1 ] 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

PaspewnTtb aHoHCcHpoBaHWe connected-mapLUpyToB:

- metric-type 1 —ycTaHOBUTL TN UMNOPTUPYEMbBIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — ycTaHOBUTbL TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3HayeHMe MeTPUKM AAA UMNOPTUPYEeMbIX
MapLIPYTOB.

3anpeTuTb aHOHCHMpoBaHWe connected-mapwpyTos. B
C/lyyae yKasaHua napameTpa BepHyTb ero 3HayeHue no
YMOJIYAHMIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

Pa3pewnTb aHOHCMPOBaAHUE CTaTUUECKUX MapPLLPYTOB:

- metric-type 1 —ycTaHOBUTb TUN UMMNOPTUPYEMBIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — ycTaHOBUTb TUMN MMMNOPTUPYEMBIX MapLL-
pyTOB Kak external-2;

- metric — 3Ha4YeHMe METPUKMU 1A UMMOPTUPYEMBIX
MapLIpPyTOB.

3anpeTuTb aHOHCMPOBAHWE CTaTUYECKUX MapLlupyTos. B
C/lyyae yKasaHWs mapameTpa BepHyTb ero 3HayeHue no
YMOIUAHMUIO.

redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

Pa3pewnTb aHOHCUPOBAHWE MapLIPYTOB, MOAYYEHHbIX NO
npotokony RIP:

- metric-type 1 —ycTaHOBUTb TN UMNOPTUPYEMBIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — yCTaHOBUTb TN UMMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3Ha4YeHEe MEeTPUKM ANA UMMOPTUPYEMBIX
MapLIPYyTOB.

3anpeTnTb aHOHCMPOBAHME MapLLPYTOB, NOJYYEHHbIX MO
npoTtokony RIP. B cnyyae ykasaHuA napameTpa BepHYTb
€ro 3HayeHue Mo YyMOYaHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMPOBaHME MApPLLPYTOB, NOYYEHHbIX NO
npoTokony BGP:

- metric-type 1 —ycTaHOBUTL TN UMNOPTUPYEMBIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — ycTaHOBUTb TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3HaYeHne MeTPUKM ANA UMNOPTUPYEMBbIX
MapLUpPYTOB.

3anpeTuTb aHOHCUMPOBaHME MAPLLIPYTOB, NONYYEHHbIX MO
npotokony BGP. B cnyyae yKasaHUa napameTpa BEPHYTb
€ro 3HaYeHMe No YMOHAHWIO.

redistribute all
[metric metric] [metric-
type {1 | 2}]

no redistribute all [metric]

metric: (1..16777214)/20

Pa3pelunTb aHOHCUPOBaHNE MApPLLPYTOB, NOAYYEHHbIX NO
BCEM MOAAEPKMBAEMbIM MPOTOKOIAM MapLUPYTU3ALUN:
- metric-type 1 — ycTaHOBUTb TUM UMMOPTUPYEMbIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — yCTaHOBWUTb TUM MMMOPTUPYEMBIX
MapLUpyTOB Kak external-2;

- metric — 3HaYeHNEe METPMKM 4N MMMNOPTUPYEMbIX
MapLLpPYTOB.

3anpeTuTb aHOHCMPOBAHWE MAPLUPYTOB, MOJYYEHHbIX MO
BCEM MOAAEPKMBAEMbIM NPOTOKONAM MapLIPyTU3aLLMMK.
B ciiyuae yKasaHuA napameTpa BepHYTb ero 3HayeHue no
YMONYaHMIO.

compatible rfc1583

no compatible rfc1583

-/BKIOYEHO

BkatounTb coBmecTmocTb ¢ RFC 1583.

BbikntounTb coBmecTMmocTb ¢ RFC 1583.

router-id A.B.C.D

A.B.C.D: ngeHtndmkatop
MmapLipyT1sartopa B pop-
mare IPv4-agpeca

YCTaHOBUTb MAEHTUDUKATOP MapLIpyTU3aTOpa, KOTOPbIN
YHUKaNbHO MAEHTUPUUMPYET MapLLIpyTM3aTop B npeae-
Nlax 04HOM aBTOHOMHOM CUCTEMBbI.
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no router-id

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ap-
peca

Bkntoumtb OSPF Ha IP-uHTepdelice.

Ypanute IP-agpec nHTepoeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ap-
peca

YCTaHOBUTb A1 YKa3aHHOM 30HbI TUN stub. 30Ha — coBo-
KYMHOCTb CeTeil U MapLIPyTU3aTOPOB, UMEIOLLMX OMH U
TOT e naeHTUduKaTop.

- no-summary — He OTNPaBAATb MHGOPMALMIO O CYMMMU-
POBaHHbIX BHELLIHUX MapLIpyTax.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

A.B.C.D: naeHtndukatop
30HbI B popmarte |Pv4-ag-
peca;
metric: (1..16777214)/20

YCTaHOBUTb N5 YKa3aHHOM 30HbI TUM NSSA.

- no-summary — He OTNPaBAATb UHGOPMALMIO O CYMMMU-
POBaHHbIX BHELWHUX MapLipyTax BHYTPb NSSA-30HbI;

- default-information-originate — BkatouMTb aHOHCKpPO-
BaHMe LW/03a NO YMOI4aHUIO, BHE 3aBUCUMOCTM OT TOTo
33aH I OH CTaTUYECKUM MapLUPYTOM UMN He 3a4aH;

- metric-type 1 — ycTaHOBUTb TMN MapLUpyTa NO yMmo/4va-
HUIO Kak external-1;

- metric-type 2 — ycTaHOBUTb TMN MapLUpyTa NO ymon4va-
HUIO KaK external-2;

- metric — 3HaYeHe MeTPUKM ANA aHOHCUPYEMOTO
mapupyTa.

YCTaHOBWTb 3HAYEHME MO YMOYaHMI0. B cnyyae yKasaHumsa
napameTpa BEpPHYTb ero 3Ha4YeHMe Mo YMO4aHUIO.

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: naeHTndukatop
30Hbl B popmare IPv4-aa-
peca;
metric: (1..16777215)/20

YCTaHOBWUTb METPUKY 415 LW/IH03a MO YMONYAHUIO B aHOH-
cax gns 30H stub 1 NSSA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: uaeHtndukatop
30HbI B popmare IPv4-ap-
peca;

BbINONIHUTE CYyMMMPOBAHME MapLIPYTOB, NOMNAAAHOLMUX
noJ, yKasaHHbI AManas3oH.

- summary — A18 MeX30Ha/IbHbIX MapwpyToB (LSA Tun-
3);

- Type7 — ana BHewHUX mapLupyTos 13 NSSA B maru-
CTPasibHYO 30HY;

- advertise — 06bABUTb YKa3aHHbIN MapLLPYT;

- not-advertise — He 06bABNATL YKa3aHHbIN MapLUpPyT.

Y[anute cymmMpoBaHUE MapLupyToB Ana gaHHon OSPF-
30Hbl.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: nageHtndukatop
30HbI B popmare IPv4-ag-
peca

YcTaHOBUTbL ponb TpaHcnATopa B NSSA-30He.

- always — TpaHcampoBaTh Becerga LSA Tun-7 B LSA tmn-5;
- candidate — yyactBoBaTb B npouecce Bblbopa TpaHcAA-
Topa.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KyHA,

Mepuop ctabunmnsaumm B cekyHaax, ANA TpaHCAATopa B
NSSA.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-aa-
peca;

E.F.G.H: ugeHtnoumkatop
MapLUpyTU3aTOpa HasHaye-
HUA B popmare IPv4-aa-
peca;
dead:(1..65535)/40 cekyHga;
hello: (1..65535)/10 cekyHa,
ret: (1..3600)/5 cekyHg,

Co3zaTb BUMpTyanbHOe COeAMHEHME MeXAY MarucTpanb-
HOW M HEMarncTpanbHO 30HAMM, MEXKAY KOTOPbIMU NPU-
CyTCTBYET ApYyrasa HemarmcTpanbHas 30Ha.

- dead-interval — yka3satb dead-uHTepBan;

- hello-interval — yka3atb hello-untepsan;

- retransmit-interval — ykazaTb MHTEepBan mexay nosTop-
HbIMM Nepegavyamu.

Yaanutb Bu PTyanbHOEe coeanHeHue.
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passive-interface {default |
loopback /oopback | vlan
vlan_id}

loopback: (0..100);

no passive-interface {de-
fault | loopback loopback |
vlan vian_id}

vlan_id: (1..4094)/disabled

3anpetutb IP-uHTepdeiicy obmMeHMBaTLCA MPOTOKO/Ib-
HbIMW COOBLLEHNAMM C COCEAAMM Yepe3 yKasaHHbIe UH-
Tepdelichbl.

- default — 3anpeTnTtb gNs BCcex nHTepdelicos.

Paspewntb IP-uHTepdeiticy obMeHMBATLCA NPOTOKO/b-
HbIMU COOBLLEHUAMM C COCEAAMM Yepes3 YKasaHHble WH-
Tepdelichbl.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3aaatb Bpy4Hyto OSPF-cocepa.

Ypanntb OSPF-cocega.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

metric: (1..16777215)/20

no redist-config ip_addr
prefix_length

YCTaHOBUTbL MapameTpbl pegnuctpnbyumm Ans BHELWHUX
MapLIpPyTOB.

- ip_addr — IP-appec ceTu Ha3HavyeHus;

- prefix_length — IP-macka ceTy;

- metric-type asExttypel — ycTaHOBWTb TUN MapLIpyTa ex-
ternal-1;

- metric-type asExttype2 — ycTaHOBUTb TN MapLUpyTa ex-
ternal-2;

- metric-value — ycTaHOBWUTb 3HAYEHNE METPUKU.

Y0anuTb yCTaHOBNEHHblE MapameTpbl peaucTpubyunm
AN 33aHHOTO MapLupyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/OTKNIO4EHO

no summary-external
ip_addr prefix_length

BbINOMIHUTE CyMMMPOBaHME BHELHUX MapLLpPyTOB.

- ip_addr — IP-agpec ceTy;

- prefix_length — IP-macka ceTy;

- advertise — cymMMpOBaHHbIN MaplpyT obbaBaAeTcA B
LSA T1n-5; ecamn TMn 30Hbl NSSA, TO MapLwpyT He 06bAB-
naetcs;

- allowAll — cymmupoBaHHbIA MapwpyT obbaBnseTcs B
LSA T1n-5; ecan tmun 3oHbl NSSA, To MapwpyT 06bABAA-
etcAa B LSA tun-7;

- denyAll — cymMUPOBaHHbIN MapLpyT He obbABAAETCA;
- not-advertise — cyMmMMpPOBaHHbIA MapLIPyT He 06bABAA-
etca B LSA TMn-5; ecnun tmn 30Hbl NSSA, TO MapLpyT 06b-
anaetca 8 LSA tun-7;

- translation disabled — He ycTaHaBAuBaTb P-6UT B reHe-
pupyembix LSA Tun-7;

- translation enabled — yctaHOBUTb P-6UT B reHepupye-
mbIx LSA Tun-7.

BbIkntounTb CYMMUPOBaHNE BHELWWHNX MapLLUPYTOB.

capability opaque

no capability opaque

-/OTKNIO4EHO

BkatounTb noaaepkky opaque LSA.

BbIKNtOUMTb NOAAepPKKY opaque LSA.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN 0aa OSPFv2

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 218 — KomaHabl pexkmma KoHpurypauum nHtepderica VLAN ana OSPFv2

no ip ospf network

KomaHoa 3HavyeHue/3HavyeHue no Aelicmeue
yMoAYaHuro
ip ospf network BbibpaTb TMN ceTu:
{broadcast | non- - broadcast — wunpokoBelaTenbHasa ceTb C MHOXKECTBEH-
broadcast | point-to- HbIM AOCTYMNOM;
multipoint | point-to- - non-broadcast — HelunpoKoBeLLaTebHan ceTb, B AaH-
point} -/broadcast HOM C/ly4ae agpeca CoCeaHMNX MapLLIPyTU3aTopoB

HaCTpauBaloTCA BPYYHYHO;
- point-to-multipoint — MHOorotoyeyHas cetb;
- point-to-point — ceTb «TOYKA-TOYKa».

YCTaHOBUTb 3HAYeHUe no YMOI4YaHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOAHMA KaHasa, KoTopas ABAA-
eTCA YC/I0BHbIM NOKasaTtenem "cToMmocTn'" nepecbinku
[aHHbIX NO KaHany.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.
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ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHg,

YCTaHOBUTb MHTEPBAN BPEMEHMW B CEKYHAAX, MO uUcTeye-
HWK KoTOpOro coced byaeT cYUTaTbCA HEAKTUBHBIM. ITOT
WMHTEPBaN [O0/KeH 6biTb KpaTHbiM 3HadveHuto hello-
interval. Kak npasuno, dead-interval paseH 4 uHTepBa-
nam otnpasku hello-naketos.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHa,

YCTaHOBUTb MHTEPBA BPEMEHW B CEKYHAAX, MO UcTeye-
HWUW KOTOPOro MapLUpyTU3aTOp OTNPABAAET CAeAyoWmit
hello-naket c nHTepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIK/IIOYEHO

OTKkAtouMTb NpoBepky MTU npu ycTaHOBAEHUM cocen-
CTBa.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTb NPUOPUTET MApPLLPYTM3aTOPa, KOTOPLIN UC-
nonb3yetca ana sbibopa DR v BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KYHZ,

YcTaHOBUTL Nepuog mexay nocbiikon hello-naketos
ONA HEeAKTMBHOro non-broadcast cocepa.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHa

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTeYe-
HWMW KOTOPOro MapLUpPyTU3aTOP NOBTOPHO OTNPABUT Na-
KeT, Ha KOTOPbII HE MONYYUN NOATBEPKAEHUA O NoyYe-
Huu (Hanpumep, DatabaseDescription- nnu
LinkStateRequest-nakeTbl).

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHp,

YCTaHOBWTbL NPMMEPHOE BPeMs B CEKYHAAX, Heobxoau-
Moe /1A nepefayn Nnaketa COCTOAHUA KaHana.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIK/OYEHO

BkntounTb nopasneHue otnpasku hello-coobuwennit (gna
nHTepdericos TMNa point-to-point u point-to-multipoint
N Nepuoamyeckux obHoBaeHM LSA).

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

-/BbIK/IIOYEHO

Bkntounte OSPF-ayTeHTUPMKaLMIO U 334aTb €& Tun.

- message-digest — ncnonb3sosaTtb WudposaHue MD5;

- null — He ucnonb30BaTb ayTeHTUDUKALMIO;

- sha-1 - ncnonb3osatb WnpposaHue SHA-1;

- sha-224 — ucnonb3osaTb wWndpposaHme SHA-1;

- sha-256 — ucnosb3oBaTb WndpposaHme SHA-256;

- sha-384 — ucnosb3osBaTb WndpposaHme SHA-384;

- sha-512 — ucnosb3osBaTb wWndpposaHme SHA-512;

- simple — He Mcno/b30BaTh WKpPOBaHUE (Naposb nepe-
[aeTcsa B OTKPLITOM BUAeE).

Bbikntountb OSPF-ayTeHTUOMKauuio.

ip ospf authentication-
key simple_password

simple_password: (1..64) cum-

YCTaHOBWTb Nap0/ib, KOTOPbIN NpeAHa3HayYeH ans Npo-
cToro Tvna ayteHTUdMKauun (nepesaya napons B oT-
KpbITOM BUAE).

. " BO/IOB
no ip ospf authentica- YAanuTtb naposb.
tion-key
ip ospf message-di- [06aBUTb KNtoY ayTeEHTUDUKALUN.
gest-key key_id {md5 | - key_id — naeHTMduMKaTOp KNtOUa;
sha-1 | sha-224 | sha- - md5 — wudposaTb KAtod anroputmom MD5;
256 | sha-384 | sha- - sha-1 — wuoposatb Kao4y anroputmom SHA-1;
512} string . - sha-224 — wudposaTtb Koy anroputmom SHA-224;
key_id (0..255) - sha-256 — wndposath KNto4y anroputmom SHA-256;
string (1..64) !

no ip ospf message-di-
gest-key key _id

- sha-384 — wndposatb Koy anroputmom SHA-384;
- sha-512 — wndposatb Koy anroputmom SHA-512;
- String — naponb.

Y0anuTb Koy ayTeHTUOMKALLMM.
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ip ospf key

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YCcTaHOBWTb NapameTpbl A1A KNtoYa ayTeHTUPUKaLmu.

- start-accept — 3a4aTb Bpemsa, Ha4yMHasA C KOTOPOro Aeit-
CTBYET K/IIOY Ha NPUém;

- start-generate — 3a1aTb Bpemsa, HaunMHaA C KOTOPOro
[AENCTBYET KNtoY Ha nepeaady;

- stop-accept — 3a4aTb Bpems, [0 KOTOPOro AencrayeT
K04 Ha NpUém;

- stop-generate — 3a4aTb Bpemsa, A0 KOTOPOro AeicTByeT
K104 Ha nepegauyy.

CHpocUTb NapameTpbl A5 Kaoua ayTeHTUOUKALUK.

KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM cTpPOKM B pexxkume Privileged EXEC:

console#

Tabnunuya 219 — KomaHabl pexkmma Privileged EXEC ana OSPFv2

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip ospf

OTo6pa3unTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OTo6pa3unTb nHPopmaumo 06 OSPF-cocegsx.

show ip ospf route

OTo6pa3unTb Tabanuy mapwpytmsaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pa3unTb KoHPUrypauuto OSPF-uHTepdelicos.
- vlan — ans KoHKpeTHoro uHTepoderica VLAN.

show ip ospf virtual-links

OT06pasnTb NapaMeTpbl U TEKYLLLEe COCTOSHNE BUPTY-
a/IbHbIX JIMHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-appec

OTo6pa3mnTb cocTosiHMe 6a3bl faHHbIX NpoToKosia OSPF.
- adv-router — 419 KOHKPETHOTO MapLIPyTM3aTOpPa;
- self-originate — Ana nokanbHOro maplupyTsaTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OT06pasunTb cocTosiHMe 6asbl AaHHbIX NpoToKkona OSPF,
TOJIbKO, ANA onpeaenéHHbIX Tunos LSA:
- asbr-summary — gna LSA tun-4;

- external — gns LSA Tun-5 v Tun-7;

- network — gna LSA tTmun-2;

- nssa-external — ans LSA tun-7;

- summary — gna LSA tun-3;

- opaque-area — asas LSA tun-10;

- opaque-as — gna LSA tun-11;

- opaque-link — gns LSA TMn-9;

- router — gna LSA tun-1.

show ip ospf database
database-summary

OT06pa3nTb 06LLYIO CTAaTUCTURY A/1A 6a3bl AaHHbIX
OSPF.

show ip ospf area_id data-
base

area_id: naeHtuowmkatop
30HbI

OT06pasmnTb cocTosiHMe H6asbl AaHHbIX NpoToKkona OSPF
ANA onpefenéHHON 30Hbl.

show ip ospf border-rout-
ers

OT06pasunTb CMMCOK NOrPaHUYHbIX MapLLPYTU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OTO6pPa3nTb CYyMMMPOBAHHbIE MapLUPYTbI:
- summary-address — gns LSA Tun-5 v Tun-7;
- area-range — gna LSA tun-3.

4.28.4 Hacmpolika npomoKona OSPFv3

KomaHObI pexcuma 2n06anbHol KoHu2ypayuu 019 OSPFv3

Buza 3anpoca KoMaHAHOW CTPOKM peXknma rnobanbHol KoHPUrypaumu:
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console (config) #

Tabanuya 220 — KomaHgbl pexuma rnobanbHoi koHourypaumm OSPFv3

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
ipv6 router ospf -/- 3aiTu B pexkum KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npoyecca OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npouecca OSPFv3:

console (config-router) #

Tabnuua 221 — KomaHabl pexkmma KoHpurypaumm npouecca OSPFv3

no shutdown

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
shutdown Bbikntountb OSPF-npouecc.
-/Bbik/IOYeH V Mo ymonuaHmio OSPF-npoLecc BbIKAIOYEH.

Bkatountb OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIK/IIOYEHO

BKAOYNTB TPAHCAALMIO MapLIpyTa No yMOAYaHuio (ycTa-
HOBUTb P-61T) B NSSA Ha ASBR, KOTOpbIt He siBAsieTcA
ABR.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

redistribute connected

no redistribute connected

-/BbIK/IIOYEHO

Pa3peLlumnTb aHOHCMpPOBaHWe connected-mapLIpyTos.

3anpeTuTb aHOHCMPOBaHMe connected-mapLUpyToB.

redistribute static

no redistribute static

-/BbIK/IIOYEHO

Pa3pelnTb aHOHCMPOBAHUE CTaTUYECKMX MapLUPYTOB.

3anpeTnTb aHOHCMPOBAHME CTaTUYECKUX MAPLLPYTOB.

redistribute bgp

no redistribute bgp

-/BbIKNIOYEHO

PaspewnTb aHOHCMPOBaHWE MAPLLPYTOB, NOSYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCUPOBaHUE MapLLPYTOB, NOAYYEHHbIX MO
npoTtokony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: ngeHtuopukaTop
MapLpyTtusaTopa B dpop-
mare IPv4-agpeca/auto

YCTaHOBUTb MAEHTUPUKATOP MapLIPYTM3aTOpPa, KOTOPbIN
YHWKaNbHO MAEHTUOUUMPYET MapLipyTM3aTop B npeje-
/lax 0AHOM aBTOHOMHOM CUCTEMbI:

- A.B.C.D — 3apaTb naeHTUdUKaTOp BPYUHYIO;

- auto — B KayecTBe router-id 6yayT ncnonb30BaHbI No-
cneaHue yetbipe 6aiiTa 6asosoro MAC-agpeca KommyTa-
Topa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBWTb A/1A YKa3aHHOM 30HbI TUN stub. 30Ha — coBo-
KYMHOCTb CeTeil U MapLUpyTM3aTOPOB, UMEIOLLMX OOUH U
TOT e UAeHTUOUKaTOP.

- no-summary — He OTNPaBAATb MHGOPMALMIO O CYMMMU-
POBaHHbIX BHELIHUX MapLUpyTax.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb AN YKa3aHHOW 30HbI TUn NSSA.
- ho-summary — He OTNPaBAATb MHPOPMALMIO O CYMMMU-
POBaHHbIX BHELUHUX MapLIpyTaXx.

YCTaHOBUTb 3Ha4YeHue no YMONYaHUIO. B Cny4vae yKasaHuAa
napameTpa BEPHYTb €ro 3Ha4yeHne nNo yMmoa4aHuto.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: nageHtndukatop
30HbI B popmare IPv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTL LEHY A4/ W33 MO YMOAYAHMUIO B @aHOHCaX
AnA 30H stub 1 NSSA.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb TUN AR MapLlipyTa no ymoadaHuio B NSSA:
- type 1 —1un external-1;
- type 2 — Tun external-2.

YCTaHOBUTL TUM AAA MaplipyTa MO YMOAYaHUIO KaK
external-1.

area A.B.C.D range

A.B.C.D: naeHtndukatop

BbINONHUTL CyMMMPOBaHWE MapLLIPYTOB, NONAAaoLLMX
nopA, yKa3aHHbIi AManasoH.
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ip_addr prefix_length [ad-

30HbI B dopmarte IPv4-aa-

- summary — 419 MeXX30Ha/IbHbIX MapwpyToB (LSA Tmn-

no area A.B.C.D summary-
prefix ip_addr prefix_length

vertise | not-advertise] peca 3);
{summary | Type7} - Type7 — Ana BHewWHUX mapwpyTtosB n3 NSSA B marun-

CTPaNbHYIO 30HY;

- advertise — 06bABUTb YKa3aHHbI MapLIPyT;

- not-advertise — He 06bABAATb YKa3aHHbIV MapLIPYT.
no area A.B.C.D range Y8anuTb CyMMMPOBaHWE MapLIpyToB Ans gaHHon OSPF-
ip_addr prefix_length {sum- 30HbI.
mary | Type7}
area A.B.C.D summary-pre- BbINONHNTL CymMMpOBaHME BHELHUX MapLLpPYTOB.
fix ip_addr pre- - ip_addr — IP-appec ceTy;
fix_length [advertise | al- - prefix_length — IP-macka ceTy;
lowAll | denyAll | not-ad- - advertise — cymMMMPOBaHHbIM MapWpyT 06bABAAETCA B
vertise] LSA TMn-7 gnsa NSSA; He o6baBnAeTca ecm TpaHcauma
[translation {disabled | NPOUCXOAUT U3 MarncTpanbHoOM 30Hbl B NSSA;
enabled}] - allowAll — npaBsuno npMmeHsieTcs, TONbKO, CO CTOPOHBI

MarmcTpasbHOM 30HbI; CYMMMPOBAHHbIN MapLwpyT 06b-

anAaetcA B LSA TMn-7, ecam TpaHCAAUMA NPOUCXOANT U3

MarucTpanbHoM 30Hbl B NSSA;

- denyAll — npaBMI0 NPUMEHAETCA TO/IbKO CO CTOPOHbI

-/OTKAOYEHO

MarmcTpasibHOM 30Hbl; CYMMMUPOBAHHbIN MapLIpyT He
obbasnsercs;

- not-advertise — CcyMMMpPOBaHHbIA MapLLpPyT He 06bAB-
naetca B NSSA; o6basnsaerca B LSA TMn-7 ecnv TpaHcns-
LA NPOUCXOANT U3 MarmcTpasbHom 30Hbl B NSSA;

- translation disabled — He ycTaHaBanBaTb P-6UT B reHe-
pupyembix LSA Tmn-7;

- translation enabled — yctaHoBWTb P-61T B reHepupye-
Mbix LSA Tnn-7.

BbIkntounTb CYMMUPOBaHNE BHELWHNUX MapLIPYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: ngeHTtndmkatop
30HbI B popmarTe IPv4-ag-
peca

YcTaHoBUTb ponb TpaHcnaTopa B NSSA 30He.

- always — TpaHcamMpoBaTh Bcerga LSA Tmn-7 B LSA TMn-5;
- candidate — yyacTBoBaTb B npoLiecce Bbibopa TpaHcAA-
TOpa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHg,

Mepuopg, ctabuansaumm B CEKyHAAX, 418 TpaHcAAaTopa B
NSSA.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: npeHtnudmkatop
30HbI B popmarTe IPv4-ag-
peca;

E.F.G.H: ngeHTudmKaTop
MapLLpyTU3aTopa HasHave-
HuA B popmarte IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHg;
hello: (1..65535)/10 cekyHg,
ret: (1..1800)/5 cekyHz;
delay: (1..1800)/1 cekyHaa

Co3gaTb BUPTYyanbHOE COeaAMHEHUE MeXAY MarncTpab-
HOM 1 HeMarncTpasabHOM 30HaMM, MeXK Y KOTOPbIMM
NPUCYTCTBYET ApYyras HeMarucTpaabHas 30Ha.

- index — yKa3aTb UHAEKC, KOTOpbIN ByaeT naeHTUbULM-
pOBaTb AaHHbIN BUPTYaNbHbI KaHas;

- dead-interval — yka3saTb dead-uHTtepsan;

- hello-interval — yka3satb hello-uHTepsan;

- retransmit-interval — ykasaTb MHTepBan mexay no-
BTOPHbLIMW Mepesadamu;

- transmit-delay — yka3aTb npumepHoe Bpema nepegaqn
nakera B CeTu.

Ypanutb BUpTyanbHOe COeUHEHME.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpetutb A4 Bcex IP-nHTepdeiicos, co3gaHHbIX nocne
BBOAA AaHHOW KOMaHAbl, 06MeHMBaTbCA MPOTOKO/Ib-
HbIMW COOBLLIEHNAMM C cOoCeaAMM.

YCTaHOBWTb 3HaYeHME N0 YMOYAHWIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

metric: (1..16777215)/20

YCTaHOBWTb NapameTpbl peancTpmubyunm Ana BHELHNX
MapLLpPYTOB.

- ip_addr — IP-appec ceTu HasHavyeHus;

- prefix_length — IP-macka cetu;

- metric-value — ycTaHOBUTb 3HaYEHNE METPUKK;

- metric-type asExttypel — ycTaHOBUTb TUN MapLupyTa
external-1;
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no redist-config ip_addr
prefix_length

- metric-type asExttype2 — yctaHOBUTb TUN MapLipyTa
external-2.

YAanutb yCTaHOB/IEHHblE MAPaMETPbl PeaucTpubyuum
AN 33aHHOT0 MapLupyTa.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN 0aa OSPFv3

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if)#

Tabnnua 222 — KomaHgbl pexuma KoHdurypaummn nutepoeiica VLAN ana OSPFv3

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 ospf area A.B.C.D

no ipvé6 ospf

A.B.C.D: naeHTUdMKaTOp 30HbI B
dopmarte IPvd-agpeca

BkatounTtb OSPFV3 Ha nHTepdelice.

BbikntounTb OSPFV3 Ha MHTepdeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

Bbi6bpaTb TMN ceTu:

- broadcast — wunpokoBselaTenbHasa ceTb C MHOXKECTBEH-
HbIM AOCTYMOM;

- non-broadcast — HeluMpoKoBeLLaTeNbHasA CeTb, B AaH-

point} -/broadcast HOM Cny4ae afipeca CoceaHUX MapLLpPyTM3aTOPOB HacTpa-
MBAIOTCA BPYYHYIO;
- point-to-multipoint — mHoroToueuHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».

no ipv6 ospf network YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

ipv6 ospf neighbor [06aBnTb CTaTMYECKOro cocea:

link_local_addr - link_local_addr — ykasatb IPv6 link-local agpec cocega.

-/He 3aaaH

no ipv6 ospf neighbor
link_local_addr

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHaia, KoTopan ABAA-
eTCA YC/I0BHbIM NOKasaTtenem "cToMmocTn" nepecbinku
[OaHHbIX NO KaHany.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

ipv6 ospf dead-interval
sec

no ipv6 ospf dead-in-
terval

sec: (1..65535)/40 cekyHg,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUN
KoToporo cocef, byAeT cYMTaTbCA HEAKTUBHbIM. 3TOT WH-
TepBan AO0/KeEH ObiTb KpaTHbIM 3HaveHuto hello-interval.
Kak npasuno, dead-interval paseH 4 wuHTepBanam OT-
npasku hello-nakeTos.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ipv6 ospf hello-interval
sec

no ipv6 ospf hello-in-
terval

sec: (1..65535)/10 cekyHz,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UcTeye-
HWMM KOTOPOro MapLUpPYTU3aTOP OTMNPABAAET CeayioLLmit
hello-naket c nHTepdeiica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ig-
nore

-/BbIK/IIOYEHO

OTKAtouMTL NpoBepKy MTU npu ycTaHOBAEHUM COCeacTBa.

YCTaHOBUTb 3HaYeHue no YMO4aHMUIO.

ipv6 ospf passive-
interface

no ipv6 ospf passive-
interface

-/BbIK/IIOYEHO

3anpeTtutb IP-nHTEpdEicy 0bmeHMBaTLCA MPOTOKO/Ib-
HbIMU COOBLLEHUAMM C COCEAAMM Yepes AaHHbI UHTep-
deiic.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf priority prior

no ipv6 ospf priority

prior: (1..255)/1

YCTaHOBWTb NPUOPUTET MApPLLPYTM3aTOpa, KOTOPbIN UC-
nosnb3yetca A4 Bbibopa DR v BDR.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

ipv6 ospf poll-interval
sec

no ipv6 ospf poll-inter-
val

sec: (1..65535)/120 cekyHz,

YcTaHOBUTL Nepuog, mexay nocbinkoi hello-naketos gnn
HeaKTMBHOro non-broadcast coceaa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 ospf retransmit-
interval sec

sec: (1..1800)/5 cekyHg,

YCTaHOBWTb MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTeYe-
HMU KOTOPOTO MapLUPYTM3aTOP NOBTOPHO OTNPABUT NaKeT,
Ha KOTOPbI/ HE NOAYYMUA NOATBEPHAEHUA O NOAYYEHUN.
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no ipv6 ospf retrans-
mit-interval

YCTaHOBUTb 3HAYeHUe no YMO4aHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHa,

YCTaHOBWTb NPUMEPHOE BpeMs B CEKYHAAX, Heobxoanmoe
ANA nepefaym naketa COCTOAHMUA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

ipv6 ospf demand-
circuit

no ipv6 ospf demand-
circuit

-/BbIKNIOYEHO

BkntounTb nogasneHue otnpasku hello-coobwenunin (gna
MHTepdeicoB TNa point-to-point u point-to-multipoint) u
nepuoanyecknx obHosneHnin LSA.

YCTaHOBWTb 3HaYeHMe MO YMONYAHWUIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPOKM B pexxume Privileged EXEC:

console#

Tabnunua 223 — KomaHabl pexkmma Privileged EXEC ansa OSPFv3

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show ipv6 ospf

OTo6pa3unTb KoHdUrypauuto OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ag-
peca

OT06pa3unTb cocTossHMEe 6a3bl aHHbIX KOHKPETHOWM
30HbI.

show ipv6 ospf border-
routers

OT06pasnTb CMMCOK NOrPaHMUYHbIX MapLIPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OTo6pa3unTb cocTossHMe 6a3bl gaHHbIX NpoToKosia OSPF:
- as-external — gns LSA TMn-5 u Tun-7;

- inter-prefix — gns LSA tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tTun-9;

- link — gna LSA tmn-8;

- network — ana LSA tmn-2;

- nssa — ana LSA tun-7;

- router — ana LSA tun-1;

- HEX — oTo6pa3utb nHdopmauuio 8 16-om Buae;

- detail — oT06pasnTb AeTanbHyo nHGopmaumio ob
LSA.

show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pa3nTb KoHPUrypauuto OSPF-uHTepdelicos.
- vlan — ana KoHKkpeTHoro nHtepdeiica VLAN.

show ipv6 ospf neighbor

OT06pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OT06pa3MTb CTAaTUCTUKY NO NaKeTam.

show ipv6 ospf redist-con-
fig

OT06pasnTb KOHPUrypauuto peamucTpmnbyumun.

show ipv6 ospf route

OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ipv6 ospf virtual-links

OT06pasuTb NapameTpbl U TEKYLLEE COCTOAHUE BUPTY-
aNbHbIX JIMHKOB.

4.28.5 Hacmpoiika npomokosa RIP

RIP — (Routing Information Protocol) npoTokon mapLupyTHOl MHPOPMALMK, OTHOCALLMIACA K BHYT-

PEHHUM MPOTOKOJIAaM MapLwpyTndaumm guCTaHUMOHHO-BEKTOPHOIO TUNa.

KomaHObI pexcuma 210b6anabHol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma rnobanbHON KOHGUrypaumm:

console (config) #
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Tabnunua 224 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
no ymon4yaHuro
router rip -/- 3aiTun B pexxum KoHdurypaumum npouiecca RIP.

KomaHObI pexcuma npouyecca RIP

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHdurypaumm npouecca RIP:

console (config-router) #

Tabanuya 225 — KomaHgbl pexkuma KoHpurypauum npouecca RIP

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIK/IIOYEHO

YCcTaHOBUTL aBTOMaTUHYECKOEe CYMMMpPOBaHMe No
Knaccy cetu:

- enable — BKNOUYNTD;

- disable — BbIKAOUYMTL.

default-metric

metric: (1..16)/3

no default-metric

YCTaHOBWUTb 3HaYEHME METPMKM MO YMONYAHUIO AA
MapLUPYTOB, MOYYEHHbIX U3 APYrUX MPOTOKO/OB.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

distance distance

distance: (1..255)/121

no distance

YCTaHOBUTb aAMUHUCTPATUBHYIO ANCTaHLUMIO ANA
mapLupyTos RIP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

network ip_addr [unnum vilan
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

no network ip_addr [unnum vlan
vlan_id]

Bkntountb RIP Ha IP-uHTepdelice.

- unnum — RIP byaeT BKAOYEH HA UHTepdelice, Ha KO-
TOpoM He 3afaH IP-agpec, u RIP-coobueHua byayT oT-
npaBAATbCA OT agpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.

output-delay

no output-delay

-/BbIK/IIOYEHO

BKAOUNTL 3aZeprKKY Mexay nakeTamu RIP-coobuye-
HUIA.

BbIKNOUNTb 3aePKKY Mmexay naketamu RIP-coobuye-
HUIA.

passive-interface {gigabitether-
net gi_port | twopointfivegiga-
bitethernet two_port | tengiga-
bitethernet te_port | vlan
vlan_id}

gi_port: (0/1..48);
two_port: (0/1..8);

no passive-interface {giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port | vlan
vlan_id}

te_port: (0/1..11);
vlan_id: (1..4094)/disabled

3anpetuTtb IP-nHTEpdElicy nocbinate U NpuHMMaTh RIP-
coobuieHus.

PaspewunTsb IP-uHTepdeiicy nocbinaTb M NPUHUMATD
RIP-coobuieHus.

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

PaspelunTtb aHOHCMpOBaHWe connected-mapLUpyToB.

3anpeTnTb aHOHCUpPOBaHWe connected-mapLIpyToB.

redistribute static

no redistribute static

-/BbIK/IOYEHO

Paapeu.wm; AHOHCMpPOBaAHME CTaTUYECKUX MapPLUPYTOB.

3al'lpeTl/ITb AHOHCMpPOBaHME CTaTUYECKUX MapPLUPYTOB.

redistribute ospf

no redistribute ospf

-/BbIK/IOYEHO

PaspewnTb aHOHCUMPOBaHWE MAPLLPYTOB, NONYYEHHbIX
no npotokony OSPF.

3anpeTnTb aHOHCMPOBAHME MaPLLPYTOB, NONYYEHHbIX
no npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIK/IOYEHO

PaspewunTb aHOHCUPOBAHWE MAPLLPYTOB, NONYYEHHbIX
no npotokonay BGP.

3anpeTnTb aHOHCMPOBAHME MAPLLIPYTOB, MONYYEHHbIX
no npotokonay BGP.

redistribute all

no redistribute all

-/BbIK/IOYEHO

Pa3pelunTs aHOHCMPOBaHME MapLUPYTOB U3 BCEX MOA-
[ep¥KMBAEMbIX NPOTOKO/IOB.

3anpeTnTb aHOHCUPOBAHWE MApPLIPYTOB U3 BCEX NOA-
[epP¥KMBAEMbIX NPOTOKO/IOB.

security {maximum | minimum}

-/maximum

YcTaHOBUTb ypoBeHb He3onacHocTu:
- maximum — RIPv1-nakeTbl 6yayT UTHOPUPOBATLCA,
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no security

KOrfa BKAOYeHa ayTeHTUOUKaLWS;
- minimum — RIPv1-nakeTbl 6yayT NnpuHUMaTHCH,
JaxKe ecninm ayTeHTUOUKaLMA BKAKOYEHa.

YCTaHOBWUTb 3HaYEeHME N0 YMOIYAHWUIO.

version {1[2] | 2[1] | none}

-/No yMON4YaHUIO YCTaHOB-
neHbl n 1 1 2 Bepcun

no version

YctaHoBuTb Bepcuto RIP:

-1 —RIPv1;

-2 — RIPv2;

- none — He nocbinatb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 226 — KomaHabl pexkmma KoHourypauum uHtepdeiica VLAN

KomaHda

3HavyeHue/3HayeHue no ymonya-
HU

Aelicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/IIOYEHO

YCTaHOBUWTb LWAKO3 MO YMOYaHWUIO B Tabauuy mapLu-
pyTM3auum, ecam oH npucytcreyet B RIP-coobuye-
HUAX.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BK/I1OUMTL 06BABEHME LWHO3A NO YMONYAHUIO:
- metric — MeTpUKa AN MapLUpyTa N0 YMOYAHUIO.

BbIKNt0UMTL 06bABNEHME WAtO3a NO YMONYaHUIO.

ip rip receive version
{112]] 2[1] | none}

no ip rip receive ver-
sion

-/N0 YMONYaHWIO yCTaHOBEHbI 1 1 1 2
BepcUm

YctaHosuTb Bepcuto RIP ana npuHMmaembix nake-
TOB:

-1 —RIPvl;

-2 — RIPv2;

- none — He nocbinatb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHUIO.

ip rip send version {1
[21] 2[1] | none}

YctaHoBuTb Bepcuto RIP ona otnpasnsembix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/No yMOAYaHuIo ycTaHoBAEHbI 1 1 2 -1 —RIPvl;
Bepcum -2 — RIPv2;
- none — He nocbinatb RIP-coobuieHus.
no ip rip send version YCTaHOBWTb 3HaY€HNE NO YMONYAHUIO.
ip rip split-horizon BKkntounTb pacwenneHne ropusoHTa.
[poisson] /BKIOUEHO - poisson — peBepPCUBHO 0OBABAATL CETU, MPUHATbIE
Ha TeKyLlem nHTepdeice Kak HeLOCTUNKUMbIE.
no ip rip split-horizon BbIKNOUMTE pacLenieHne ropu3oHTa.
ip rip summary-ad- BbINOAHWUTL CYMMMpPOBaHME MapLLPYTOB.
dress ip_addr pre- - ip_addr — |P-apgpec ceTM HazHayeHus;
fix_length y - prefix_length — IP-macka ceTu.

BbIKNIOYUTL CYMMMPOBAHUE MApLLPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHa;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 cekyHg,

YCTaHOBWTb 3HaYeHWsA TalkMepPOB.

- update — UHTepBan mexay oTnpasaeHuem o6HOB-
NeHni;

- invalid — vHTepBan, nocne KOTOPOro MapLUPYThI
6yayT NoMeyeHbl Kak HeJOCTUXKMMbIE, EC/IN OHU He
06HOBAANUCD;

- garbage — vHTepBas, NOC/Ne KOTOPOro MapLUIpPyThI
6yAyT yAaneHbl, eCiv OHW He 06HOBAANUCH.

YCTaHOBWTb 3HaY€HMA MO YMONYAHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |

-/BbIK/IIOYEHO

BkntounTb RIP-ayTeHTUGUMKaUMIO M 3a4aTb €€ Tun.
- md5 — ucnonb3osaTtb WndpoBaHue MD5;
- sha-1 — ucnonb3osatb wWndposaHue SHA-1;
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text key string}

no ip rip
authentication

- sha-256 — vcnonb3oBath WndpposaHne SHA-256;
- sha-384 — vcnonbsoBatb WwWundpposaHne SHA-384;
- sha-512 — ucnonb3osatb wudpposaHme SHA-512;
- text key — He ucnonbsosatb WndposaHue (na-
ponb nepenaérca B OTKPLITOM BUAE);

- string — naponb.

Bbikntountb RIP-ayTeHTUdMKaLmIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonoB

[06aBUTb KNOY ayTEHTUDUKAL MU,
- key_id — vaeHTUdUKaATOp KNtOYa;
- string — naponb.

YAanuTb Kntou.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCTaHOBWUTbL NAapameTpbl A1A KNtoYa ayTeHTUdmKa-
unm.

- start-accept — 3a4aTb BpeMsa, HauMHaA C KOTOPOro
OEUCTBYET KoY Ha NpUém;

- start-generate — 3a4aTb Bpemsa, HaUMHaA C KOTO-
poro AencTBYeT KoY Ha nepeaady;

- stop-accept — 3a4aTtb Bpems, 40 KOTOPOro Ael-
CTBYET K/OY Ha NPUEM;

- stop-generate — 334aTb Bpems, 4,0 KOTOPOro Aei-
CTBYET K/ItOY Ha nepejavy;

- year-mon-dd,hh:mm:ss — paTta v Bpems, 3HayeHune
no ymonyaHuio ans start-accept v start-generate:
2000-01-01,00:00:00.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 227 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show ip rip authentication

0OT06pa3nTb MHPOPMALMIO O ayTEHTUPUKALUN.

show ip rip database
[ip_addr prefix_length]

OTo6pasnTb 6asy AaHHbIX.
- ip_addr — IP-agpec ceTy;
- prefix_length — IP-macka ceTw.

show ip rip peerinfo

0OT06pa3nTb MHPOPMALMIO O coceasax.

show ip rip statistics

OTo6pa3nTb 06LLYHO CTATUCTUKY U CTAaTUCTUKY NO UHTEp-
deticam.

4.29 O6HoBAEeHMe NporpammHoOro obecneveHus c cepsepa TFTP

.-

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNblOTepe, ¢ KoToporo 6yaer 3arpy-
¥KaTbcA NporpammHoe obecneyeHue. CepBep A0MKEH UMETb paspeLleHne Ha YTeHue ¢aii-

N10B HauyaNbHOro 3arpysumka u/mnm cuctemuoro NO. Komnblotep ¢ 3anyweHHbIMm TFTP-cep-
BEpPOM A,0/KeH BbiTb A0CTYNEH A/1A KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbiMO/IHMB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBANEHME NPOrPaMMHOro obecneyeHUs MOXKeT OCYLLeCTBAATLCA TONIbKO NPUBU/IETUPO-
BaHHbIM NONb30BaTE/IEM.

O6HoBneHMe nporpamHoro obecnevyeHna ¢ USB-HaKonuTens BO3MOXHO TOJIbKO ANA YCT-
poiicte c Hannumem USB-nopra.
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4.29.1 Ob6Ho8neHUe cucmemMHO20 Npo2pPamMmmHo20 obecneyeHus

3arpysKa yCcTpOWCTBa OCyLECTBAAETCS U3 ¢alina CUCTEMHOro nporpammHoro obecneuvenus (MO),

KOTOPbIA XpaHuTca Bo ¢asw-namatu. MNpu obHOBAEHMM HOBbIM dann cuctemHoro MO coxpaHAeTcs B
cneupnanbHO BblgefieHHOM obnactk namaTu. [pu 3arpyske yYCTPOMCTBO 3anycKaeT aKTUBHbIA daiin
cuctemHoro MO.

MATH.

MNpoueaypa obHoBneHuA MO:

CKonunpoBaTb HOBbIM ¢ain NporpammHoro obecneyeHms Ha YCTPOWCTBO B BblAENIE€HHYIO0 061acTb na-
dopmaTt KomaHabl:

console# copy tftp://tftp ip address/[directory]/filename image

Nnn KomaHaom:
console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename
Mpumep KomaHabl ana 3arpyskm MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

Mpumep KomaHAabl gna 3arpysku MO ¢ USB-HakonuTena:

console# copy usb://[directory]/filename image

HoBas Bepcua nporpammHoOro obecnevyeHUs CTaHET aKTUBHOM nocne nepes3arpyskn KommyrtaTtopa.

[Dna npocmoTpa AaHHbIX O BEPCUMAX MPOrPamMmmMHOro obecneyeHns N UX aKTUBHOCTU BBeEAUTE KOMaHAOY

show bootvar:

console# show bootvar

4.30 Pexxum otnagku

PeKMM OTNafKM NO3BOMAET CHUMATb [LOMNONHWUTE/NbHYIO AMArHOCTUYECKYD WHOOPMaumio ¢

YCTPOICTBA.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnunua 228 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o yMoAYaHUIo

debug iss enable { init-shut | BKOYUTL reHepaLmio 0TAaf04HbIX COOBLEHUI AN KOHKPETHOTO
management-trc | data-path- 6/710Ka CUCTEMHOTO MOAYNA iSS.
trc | entrl-plane-trc | dump-
trc | os-resource-trc | all-fail} .
debug iss disable { init-shut | /disable BbIKNOYNTL reHepaunto OTNIaA0YHbIX COOBWEHUI ANA KOHKpeT-
management-trc | data-path- HOro 6/10Ka CMCTEMHOTO MOAYAA iss.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 229 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

no debug all

OTKNHOUYUTL BbIBOZ, BCEX OTNAL04HbIX COOBLLEHMA.

dump sockets

MpoCMOTp BCEX COKETOB B CUCTEME.

dump mem Jocation [len byte]

location: (1..0xffffffff);
byte: (1..256)

OT06pasnTb CoAepPXMMOro NamatTM M3 3afaHHoW obnactv na-
MATU.

dump {task | sem | que} name
[name]

MokasaTb feTanu 3agauu, ovepeam nam cemadopa npu npucsoe-
HWUM UMEHMU TacKa.
- name — Ha3BaHWe Tacka.

debug test mem alloc bytes

bytes: (1..4294967295)

BblgennTb 610Ka NaMATH C 3a4aHHbIM B 6aiiTax pasmepom.

debug test mem free

OcBob60AUTL BblAENEHHbIA 610K NamAaATn.

debug show sensor
temprerature index

index: (0..3)

OT06pasnTb 3HaYeHMA AaT4MKa TemnepaTypbl.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 230 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o yMon4aHuo

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKNOUMTD reHepaumio oT/1ag0uHbIX coobuennin gna NPAPI gns
YKa3aHHOro moayns.

BbIKNOUNTL reHepaLmio OTN1aA04HbIX coobeHuii ana NPAPI ann
YKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);
gi_port:(0/1..48);
two_port: (0/1..8);.
te_port: (0/1..11);
group: (1..24)

OT06pa3nTb KoHPUrypaumio nopta NPAPI.

debug show ip arp np
interfaces

OT06pa3unTb aepeso uHTepdericos ARP B NPAPI.

4.30.1 KomaHOblI omaadku 011 uHmepgelicos

[aHHbIN peXxnm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU A1A MHTepdencoB AN yKa3aHHOro YPOBHA

severity.
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KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 231 — KomaHapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aeiicmeue

debug interface all severity

BKOUNTL reHepaLmio 0TNaf04HbIX COOBLLEeHN ANA BCeX BUAOB
TPacCUpPOBOK.

no debug interface trc-error

- severity: (0..7)/- — —
no debug interface all BbIKNOUUTb reHepaL Mo OTAaL04HbIX COOBLWEHNN ana nHTepdein-
coB.
debug interface arp-pkt-dump BKNOUMTL TpacCcMpoBKM gamna naketos ARP.
severity
severity: (0..7)/-
no debug interface arp-pkt- BbIKNtOUMTb TPAcCMPOBKKM Aamna naketos ARP.
dump
debug interface buffer severity BKNOUMUTL reHepaumio OTAaf40uHbIX COOBLWEHNI AN NAKETHOro
bydepa.
- severity: (0..7)/- —
no debug interface buffer BbIKNHOUMTL reHepaL Mo OTNaf04HbIX COOBLEHNI ANA NaKeTHOro
byodepa.
debug interface enet-pkt- BKntounTb TpaccuposKu gamna naketos Ethernet.
dump severit
P . Y severity: (0..7)/-
no debug interface enet-pkt- BbIKNOUYMTb TPACCUPOBKKM Aamna naketos Ethernet.
dump
debug interface fail-all severity BKNOUUTL reHepaLmio 0T/1ag04uHbIX COOBLLEHMI NPU BO3HUKHO-
. BEHUW BCEX BUAO0B COOEB, BK/IOYAA Ba/MAALMIO NAKETOB.
- - severity: (0..7)/- -
no debug interface fail-all BbIKNtOUNTb reHepaL Mo OTAaL04HbIX COOOLLEHNI MPU BO3HUKHO-
BeHuu cboes.
debug interface ip-pkt-dump BKNtouMTb TpaccMpoBKM gamna naketos |P.
severit
14 - - severity: (0..7)/-
no debug interface ip-pkt- BbIKNtOUMTb TPACCUPOBKKM Aamna nakeTos IP.
dump
debug interface os severity leHeprpoBaThb 0TAaA0uHbIe coobuieHna aaa pecypcos OC.
no debug interface os severity: (0..7)/- BbIKNHOUMTL reHepaLmio OT1aA04HbIX COOBLLEHNI Ans pecypcos
OC.
debug interface track severity BKNOUUTL reHepaL Mo OTNaA04HbIX COOBLEHUI CAEXKEHNA UH-
severity: (0..7)/- Tepoeiica.
no debug interface track BbIKNOUNTb reHepaLMIo OTNAL0YHbIX COOBLLEHUN CEXKEHUA UH-
Tepdelica.
debug interface trc-error BKNtOUNTL reHepaumnio OTNaL04HbIX COObLEeHMI OWNBOK NHTEp-
severit! encos.
14 severity: (0..7)/- ¢

BbIKNIOUUTL reHepaLmio 0TAaL04HbIX COOBLLEHNIA OLUMBOK UH-
Tepdeicos.

4.30.2 Omnadka VLAN

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 232 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HavyeHue
o yMmon4aHuo

Aeiicmeue

debug vlan all-debug

BK/IIOUMTL reHepaLmio BCeX OT/NIaA04YHbIX COOBLEHU mMoayns
VLAN.
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no debug vlan all-debug

BbIK/IIOYNTL reHepaLmio BCeX OTNaZ04HbIX COOBLLEHNI moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUNTbL reHepauuio OTNaf04HbIX COOBLWEHMIA, Kacatowmxcea
npuopuTeTa, U3bbITOYHOCTH, Nepeaayn Tpaduka.

BbIK/IOUNTL TeHepaLmio OTIaA04YHbIX COOBLLEHUI, Kacatowmxca
npuopmTeTa, 36bITOYHOCTK, Nepeaaqn TpadpuKa.

debug vlan buffer

no debug vlan buffer

BKNHOUMTb reHepaumio oTAaLo0uHbIX coobuieHmii 6ydepos vian.

BbIKNOUYNTbL reHepaLmio OT1aA04HbIX coobleHuii bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BK/AOYNUTL reHepauuio OTNaAO04YHbIX COOBLLIEHUH ynpaBaeHuA
vlan.

BbIK/IIOYNTL TEHEPaLMIO OTNaA0uYHbIX COOBLEHWUIA ynpasieHus
vlan.

debug vlan data

no debug vlan data

BKAOYNTL reHepaumio OTNaf0uHbIX COOBLLeHUI obmeHa AaH-
HbiMM vian.

BbIKNOUNTL FreHepaLmio 0TNa40uHbIX co0bLLeHN obMmeHa aaH-
HbimM vian.

debug vlan dump

no debug vlan dump

BKNHOUMTD reHepaumio 0T1aL04HbIX COODOLLEHWNI 3axXBaTa NAaKeTOB
vlan.

BbIKNOYNTL reHepaLmio OTAaL04HbIX COOBLLEHMI 3axBaTa Nake-
TOB vlan.

debug vlan failall

no debug vlan failall

BKNOUMTbL reHepaumio OT/lafouHbIX coobueHnint 06 owmnbkax
vlan.

BbIK/IOUNTL reHepaumio oTAaZouHbIX coobueHnin 06 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BKAOUNTb reHepaLmio OTNAZ0UHbIX COOBLLEHNI nepegayn Tpa-
¢duka vlan.

BbIK/IIOUNTL reHepaLMio OTIaZ04HbIX COObLLEHMI Nepeaaym Tpa-
duKa vlan.

debug vlan global

no debug vlan global

BKNIOUMTDL reHepauumio OT/Iaf04HbIX CO0DOLEeHU rnobanbHO Mo
moaynto vlian

BbIK/MOUNTb reHepaLmio OTAa40UYHbIX CO0BLEeHUI rnobanbHO No
mozynto vlian

debug vlan initshut

no debug vlan initshut

BKAOUMTL reHepaLmio OTAaL04UHbIX C006|J.I|EHMVI U3MEHEeHUA Cco-
CTOAHMA moAayna vlan.

BbIKNOYNTL reHepaumto 0T1af04YHbIX COOBLWEHN M3MEHEHUA CO-
cTosAHMA moayAns vian.

debug vlan mgmt

no debug vlan mgmt

BKAOYNUTL reHepauumio OTNaf04YHbIX COOBLLIEHWI ynpaBaeHuA
vlan.

BbIKNOYNTL reHepaLMilo OTNAA0YHbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan os

no debug vlan os

BKAIOUMTbL FreHepauumio OTAad0uHbIX COObLEeHMIt ana pecypcos
moayns vlan, Kpome 6ydepos.

BbIKNOUMTL reHepaLuio OTNaf0uHbIX COOBLLEHMI 4Na pecypcoB
mogayns vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKAOUMTL reHepaLuio OTAadouHbIX COOBLEHMIM NpUopuTeTOoB
vlan.

BbIKNHOUYNTL reHepaLmio 0TNa40YHbIX COOBLLEHNI NPMOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OYNTbL FreHepaumio OTNaA04HbIX COOBLEHMI M3BLITOYHOCTU
vlan.

BbIK/IIOYNTb reHepaLmio OTAaA04HbIX COOBLLEHNI M36bITOYHOCTH
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BkatounTb oTnagky npotokona GARP.

BbIkntounTb 0TNAAKY npoTokona GARP.
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4.30.3 OmnaodkKa Ethernet-oam

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 233 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IOUMTL reHepaLmio BCEX OTIAZL04YHbIX COOBLLEeHNI eoam.

BbIKNHOUYMTL reHepaLmio BCeX OTNaf04HbIX COObLEeHMI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtounTb reHepaymio coobuieHnin bydepos eoam.

BbIkNtoUnTL reHepaumio coobuieHunii bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BK/IIOUMTL reHepaLmio coobLLeHni KoHdUrypaumm eoam.

BbIK/MOYUTb reHepaLmio coobLeHnii KoHoUrypaumum eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/IIOUMTL reHepaLmio coobLLeHNI ynpaBieHMsa eoam.

BbIK/NOYUTb reHepaLmio CoobLLeHNiA ynpaBaeHna eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAtounTb reHepaumio cooblueHui npouecca 06HapyKeHUs co-
ceneli eoam.

BbIKNHOUMTb reHepaLuuio coobLeHnin npoLecca 06HapysKeHna co-
cepeli eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAtounTb reHepaymio coobuieHnin owmnbok eoam.

BbIKNtOUNTb reHepaunio coobLLeHmni owmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BK/110OUMTL reHepaLmio coobLieHnit BXo4a B GyHKLMKM eoam.

BbIK/OYMTb reHepaLmnio coobLleHnit BXo4a B GyHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNOUUTL reHepaLmio coobLeHnn Bbixoaa U3 GpyHKLMIA eoam.

BbIKNHOUNTL reHepaLmio coobueHunit Bbixoaa U3 GyHKLMI eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUUTL reHepaumio COOBLLEHUIA U3MEHEHUS COCTOAHUA MO-
ayna eoam.

BbIKNtOUNTL reHepaL Mo COOBLWEHNN U3MEHEHWUS COCTOAHUA MO-
ayns eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobuieHni link-monitor eoam.

BbIKNHOUNTL reHepaumto coobueHuii link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNHOUNTbL reHepaumto coobuieHmnii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BkAtounTb reHepaumio C006LI.I,eHl/Il7I COCTOAHUM mux-parser eoam.

BbIKntounTb reHepaumio COOﬁLLI.eHVIf;I COCTOAHUM mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKOUNTL reHepaumio coobuieHunin Ans naketa eoam.

BbIK/HOYMTb reHepaLmio CoobLeHNIA 419 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BkAtounTb reHepaumio COOGIJJ,EHMVI n3bbITOYHOCTM eoam.

BbIKNtoUnTL reHepaumio C006LI.I,EHI/IIZ n3bbITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNIOUUTL FreHepaLmio COObLEHNIA ANA pecypcoB eoam, Kpome
bydepos.

BbIK/NOUNTb reHepaLmio CoobLLeHNI A8 pecypcoB eoam, Kpome
bydepos.
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debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAOUNTL reHepaumio COOBLEHUI yaaneHHOro obHapysKeHus
aBapwuit eoam.

BbIK/IIOUNTL FreHepaLmio coobLLeHnl yaaneHHoro obHapyKeHus
aBapwuin eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKOYUTB FreHepauuio coobLeHnit ana 3HauYeHunin 3anpocoB-oT-
BETOB eoam.

BbIK/IIOYMNTL FreHepaLLmio COOBLLEHWNI 419 3HAYEHWI 3aNPOCOB-OT-
BETOB eoam.

4.30.4 MypHanuposaHue omaado4Hbix coobujeHuli

C nomouwpto gaHHoro 6710Ka KOmaHZ HacTpauMBaloTCA MapamMeTpbl BeAeHMA XypHana OTNafKu B

cnucrteme.

HasBaHue KypHana coaep*ut B cebe aaty ero cosgaHus Ha flash.

KomaHOb!I pexcuma 2nobasnbHOU KoOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 234 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuio

Aeiicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MNepeHanpaBuTb BbIBOA OTNALOYHbIX COODOLEHUN B KOHKpPETHOE
pacnonoxeHue.

console — B TepMMHan KOHCONU;

file — B oTaenbHbIN dain Ha flash;

buffered-file — 8 otaenbHbIN Bydep, npu ncuepnaHum pecypca by-
depa — B palin Ha flash.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YCcTaHOBUWTL pacnosioxkeHue daiina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobeHnus.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHWUIO.

’ ‘ UHPopmaumna o debug-logging log-path xpaHutca 8 ¢paine nvram. [ina Bo3BpaTta AUPEKTO-
e pum no ymonuyaHuto Tpebyetca ucnonb3osaTb KomaHay no debug-logging log-path naun

delete startup.

’ ‘ Mpu ucnonb3osaHum KomaHgbl clear logs debug file ctupaetca Bce cogepxumoe gupeKro-
. puun, B KOTOpOI HaxoaATcA ¢ainbl }KypHanoB. PeKomeHayeTca UCNONb30BaTb OTAE/bHYIO
AVUPEKTOPUIO UIN AUPEKTOPUIO MO YMOIHAHUIO ANA XPaHEHUA }KYPHAN0B BO usbexaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

’ ‘ Bo3moykHa coBmecTHaa pa6bota KomaHa debug-logging console u debug-logging {file |
-

buffered-file}

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 235 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear logs debug file

OumnCTUTL copepknmoe anpektTopmun ¢ debug-dalinamu.

4.30.5 KomaHObI 015 omnadku hyHKyuli ynpaeneHus

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabaunuya 236 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/IIOYEHO

BKNOUUTL reHepaumo OT1aA04HbIX COOBLWEHMIA ANA NPOTOKONa
RADIUS.

BbIK/MOYUTb FeHepaumio OT1aA04HbIX COOBLLEHMI 414 MPOTOKO1A
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/IIOYEHO

BKNOUUTL reHepaumo OTNaA04HbIX COOBLWEHNIN ANA NPOTOKONA
TACACS.

BbIKNIOYMTL reHepaLmIo OTAaA04UHbIX COOBLLEHWI A1 NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IIOYEHO

BKNOUMTL reHepaLmio oTNaA04HbIX coobwerHnin ana SSH.

BbIKNOUNTb reHepaLmio 0T1aL04YHbIX CO0bLWeHnI aas SSH.

debug terminal take

no debug terminal take

-/BbIK/IIOYEHO

BKNOUMTL BbIBOA, OTNAA0UHbIX COOOLLEHNI B TEKYLLEMN
SSH-/Telnet-ceccuu.

BbIK/AOUYNTb BbIBOA, OTNAA0UHBIX COOBLLEHMIA B TeKyLLei
SSH-/Telnet-ceccuu.

4.30.6 KomaHObI 0ns omnadKku npomokona DHCP

KomaHapl gaHHOro 6710Ka BKAOYAKOT oTc/iexXnBaHme moayns DHCP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 237 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

-/BbIKNOYEHO

BKNOUMTL reHepaumio coobuieHnin otnagkm oyHkumm DHCP
Snooping.
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no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

BbIKNHOUYNTL reHepaLmio coobueHmnit oTnaakm dyHkummn DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IIOYEHO

BKOYUTL reHepaunio Bcex cooblueHnii otnagku GyHkumm DHCP
client.

BbIKNOYNTL TeHepauumio BCeX COOBWEHMI OTNaAKM GYyHKUMK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKOYUTL reHepaumio BbI6OPOYHbIX COOBLEHMI OTNAAKU PYHK-
umn DHCP client.

BbIKNIOUNTL  FreHepauunio BblIBOPOUHbIX COODOLEHNA OTAALKM
dyHKuum DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKNOUMTb reHepaumio coobuieHunii otnagkn ¢yHKumm DHCP re-
lay:

- all — Bce oTnagouHble coobuieHus;

- errors — oT1af04Hble COObLWEeHNA NPy oLMbKax.

BbIK/IOUNTL reHepaunio coobuleHunii oTnaaku epyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIK/IIOYEHO

BKNHOUMTb reHepaunio BbIBOPOYHbIX COOBLEHNN OTNAAKN DYHK-
unu DHCP server.

BbIK/NIOYUNTL FeHepaLuio BblI6OPOYHbIX COOBLIEHWUIA OTAALKM
dyHKumm DHCP server.

debug show ip dhcp np
interfaces

Moka3aTb KoHOUTypaLmio GYHKUMM KOHTPOA NpoToKoaa DHCP.

4.30.7 Omnadka ¢pyHKyuu PPPOE-IA

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 238 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OUNTB reHepaumio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAOUUTD FreHepaumio 0TN1a04HbIX CO0bLWeHN 0 Bxoae B GyHK-
unun PPPOE-IA.

BbIKNOUYNTL reHepaLmio BCex 0TAaf04HbIX coobuweHmnit PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKIOUMTbL reHepauuio OTNaf0uHbIX COOBLLEHMI O Bbixoge U3
dyHKUMI1 PPPOE-IA.

BbIK/MIIOYNTb reHepaLmio BCeX OTIaf04uHbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOYNTL TeHepauuio OTNafA0uYHbIX coobuweHnit 06 owmnbkax
PPPOE-IA.

BbIKNOUYNTL reHepaLmio BCex 0Tag04HbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAIOUMTL reHepauuio OT/IafdouYHbIX COObLLeHWU O nakeTax
PPPOE-IA.

BbIKNOUYNTL reHepaLmio BCex 0T1ag04HbIX coobuweHnin PPPOE-IA.
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4.30.8 Omnadka ¢pyHKyuu DCS

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 239 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
debug dcs all BKNOUMTL reHepaumio BCeX OTNAA04HbIX coobuweHui dcs.
no debug dcs i BbIKNOUYNTL reHepaLmio BCex 0TNaL04HbIX CO0bLeHmMi dcs.
debug dcs entry BKNOUUTL reHepaLmio 0T/1a404HbIX COOBLLEHUI 0 BXoAe B PyHK-
- umm dcs.
no debug dcs BbIKNOUMTL reHepaL Mo Bcex 0TAaf04HbIX coobuieHmnin dcs.
debug dcs exit BKNOuMTL reHepauuio OTNaf0YHbIX COODOLLEHMI O Bbixoge M3
- byHKUMIA dcs.
no debug dcs BbIKNOUMTb reHepaLMio BCEX OTNAA04HbIX COObLLEeHMI dcs.
debug dcs fail BKNOUMTL reHepaumio 0T1ag04uHbIX coobuieHnin 06 owmnbkax dcs.
no debug dcs i BbIKNOUMTb reHepaLMio BCEX OTNAA04HbIX COObLLEeHMI dcs.

4.30.9 Omnadka pyHkyuli QoS

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 240 — KomaHabl pexkmma EXEC

no debug qos ctrl

Komanda 3HavyeHue/3HayeHue Leiicmaue
o ymMmon4aHuro
debug qos buffer BKNOUNTL reHepaunto OTNaf0uHbIX coobleHnn gna bydepos
QosS.
no debug qos buffer i BbIKNtOUMTb reHepauuto OTNaA04HbIX cooblieHuit ana bydepos
QosS.
debug qos ctrl BK/1IOUMTL reHepauutio 0T1af04HbIX COODLEHNI aANna ynpaBieHus

QosS.

BbIKNHOUMTL reHepaLmio OTaA04HbIX COOBLEeHN ans ynpasne-
HuAa QoS.

debug qos dump

no debug gos dump

BK/IIOUMTL reHepaLLmio oT1a40uHbIX cOobLeHM no naketam QoS.

BbIK/OUMTL FEeHepaumio OTNaA0uHbIX COOBLLeHMI NO nakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUNTL reHepauumio OTNaA04HbIX COOBLLEeHU Nno owunbkam
QosS.

BbIKNOUNTb reHepaLmio OTNaA04HbIX COOBLLIEHMI NO OWKnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKAOUNTL reHepauuio 0TNaL0YHbIX COOBLEHMI MO U3MEHEHUIO
coctoaHma moaynsa QoS.

BbIKNHOUYMTb reHepaumio 0T1aA04HbIX COOBLEHMI NO U3SMEHEHUIO
coctoaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKtOUNTL reHepaLmio OT1aA04HbIX COOBLLEeHMIA ANA ynpaBieHnn
QosS.

BbIKNOUMTb FreHepaLnio OTAaZ04uHbIX CO0bLWEHMIA ans ynpase-
Hua QoS.
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debug gos os

no debug gos os

BKOUMTL FreHepaumio OT1ad0uHbIX COObLEeHMIt ansa pecypcos
QoS, Kpome bydepos.

BbIKOUMTL reHepaumio OTNaf0uHbIX COOBLLEHMI 4na pecypcoB
QoS, Kpome bydepos.

debug show qos meters

OT06pasnTb MHGOPMALMIO O KOAMYECTBE BblAENeHHbIX 1 cBOBOA-
HbIx QoS Meters.

4.30.10 KomaHObI 014 omaadku npomokosaa SNTP

KomaHapbl gaHHOro 6/10Ka NO3BOIAKT CHUMATb A0MNO/HUTENbHYIO ANArHOCTUYECKYIO MHOPMaLMoans NpPo-

TOKos1a SNTP.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 241 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o0 yMon4YaHuo

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/IIOYEHO

BKNHOUMTL reHepaumto oTaafo0uHbIX coobueHma 6aoka SNTP.

BbIK/NIOUNTL reHepaLmio 0TIa[04YHbIX CO0bLeHns 610Ka SNTP.

4.30.11 KomaHObI 018 omaadku npomokona STP

KomaHabl gaHHoro 6/10Ka NO3BONAOT CHUMATb AONO/THUTENNbHYO ANArHOCTUYECKYHO VIHd)OpMaLI,VIIO ana

npotokona STP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 242 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BK/OYNTB reHepaumio 0TNaA404YHbIX COOBLWEHMIN ANA NPOTOKOAA
STP rnobanbHo.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIKAOYEHO

BKNOUMTb reHepaL Mo BCex 0T1af0uHbIX COObLLEeHMI ans NpoTo-
Kona STP.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIKOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnagKkm aAna npotokona STP
O1A AMArHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNOYUTL reHepaumto cooblieHuit oTnaakm ana npotokona STP
Ana init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOW MAIN yCMELWHOW UHMULMAAN3aLMUK UK 3aKpbITUK moayna STP.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.
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debug spanning-tree
management

no debug spanning-tree
management

-/BbIKIOYEHO

BK/lOUMTL reHepaLuumio COObLEeHN OTNadKM NpW ynpasBaeHuu
npoTokonom STP. OTAagouHble COOBLEHMA FTeHEPUPYIOTCA KaXK-
Abli pas, Korga Bbl HaCTpaneaeTe Kakue-nnbo GpyHkumm STP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKNOYEHO

BK/IIOUMTbL reHepaumio OTNPaBKM OTAAZ0YHbIX COOBLLEHMI npu
HeyAa4yHOM U yCneLwHoM BblAeneHnn NnamaTi ana STP-npouecca.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIKIOYEHO

BKAtOUNTL reHepaumio coobuieHnii oTnaakm ana npotokona STP
npv HeyAa4yHOM M yCrnewHom npueme, nepegade n obpaboTtke
naketos BPDU.

YCTaHOBWUTb 3HAYeHME NO YMOI4YaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKNOYEHO

BKN1OUMTL reHepaLmio coobL,eHnin oTAaaKu gns cobbITUIN KOHOU-
rypaumm npoTtokona STP. CooblieHua reHepupyloTca npu
HacTpoWike GyHKumi STP.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BKNtounTb reHepaumio coobleHUn OTAafKU MPU HeyAauyHOM,
ycnewHoM 3anycke, Npu OCTaHOBKE MW Nepes3anycke TaiMepos
npotokona STP.

YCTaHOBUTb 3HAYEHMeE Mo YMO/T4aHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine |
pseudolnfo-state-machine}

-/BbIKNOYEHO

BK/1OUMTL reHepaLumio coobLeHnid 0TAaAKM Ana NopToB, 3a4el-
CTBOBAHHbIX B NOCTpOeHUn aepesa STP.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BKNOUUTL reHepaunio coobLEeHN OTNaAKM B PE3EPBHOM y3ne
STP npu BbINONHEHUM Pe3ePBHOIO KONMPOBaHMA MHPOPMALUK O
KOHOUrypaumm oT akTUBHOTO y3a.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIKNIOYEHO

BKAtOUNTL reHepaunio coobleHuii oTnaaKku ana npotokona STP
npwv HeyAa4yHOM M yCNeLWHOM CO34aHUN U yaaneHune cemadopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

OT06pasuTb STP-COCTOAHMA MOPTa BO BCEX CYLLECTBYIOLMX UH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pasnTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/bHbIM NapameTp instance, TO BbIBOAUTCA MannuHF TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IOYEHO

BKAOUNTL OTNaA04YHbIe COOBLLEHNA ANA MeXaHW3Ma 0bHapy»Ke-
HUA coceaent.

debug spanning-tree topology-
change-state-machine

-/BbIK/IOYEHO

BkAounTb OTNaf0uHbIe COO6LLI,EHVIF| ANA MexaHu3ma 06Hapy>+(e—
HWA U3MEHEHU I TONONOTUM.

4.30.12 KomaHOblI 013 omaadku npomokonaa LLDP

KomaHabl JaHHOro 610Ka NO3BONAKOT CHMMATD AONONHUTENIbHYKO ONArHOCTUYECKYHO MHd)OpMaLI,VII-O

41A NnpoToKkona LLDP.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 243 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IIOYEHO

BKNHOUMTB reHepaL Mo Bcex 0T/1af04HbIX COOBLLEHUI ANs NPOTO-
Kona LLDP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIK/IIOYEHO

BKNHOUMTb reHepaLunio coobLLeHUI 0TAagKu gns npoTokoa LLDP
O1A AMArHOCTUKM OLUMBOK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/OYEHO

BKNIOUMTL reHepaumio BbIBOPOYHbIX OTAZ0YHbBIX COODOLLEHWI
npotokona LLDP.

- buf — oThagouHble cooblieHus, cBazaHHble ¢ bydepom LLDP;

- critical — oThagouHbIE COOBLLEHNA KPUTUYECKOTO YPOBHS;

- ctrl — oThagoyHble coobueHus npu cboe Npu U3SMEHEHUU UK
nonyyeHunn 3anucei LLDP;

- data-path — oTnagouHble coobueHuns, Kacatowmecs nyT1 nepe-
0a4n UM nosydeHua 3anucen LLDP;

- init-shut — oT1ago4YHbIE cOOBLLEHMA NPU HEYAAYHOW UHULMANN-
3auuMm 1 BbiKIOYeHMM moayna LLDP;

- mgmt — oTnafouYHble cooblleHua npu cboe B KoHbUTypauum
nobon n3 dyHkumit LLDP;

- pkt-dump — oT13404HbIE COOBLWEHUA ANA TPACCMPOBKN JaMIMOB
naKkeTos;

- resource — OTNaf04Hble coobLeHuns, cBA3aHHbIe C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LLEHWNA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/OYEHO

leHepunpoBaTb OTNaA04YHbIE COOBLEHNs ana Bcex TLV-onuuid.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug lldp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIKAOYEHO

leHepMpoBaTb OTNaA04HbIE COOBLEHNA ANA BbIBOPOUHbIX GYHK-
umii TLV-onuuit.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl gaHHoro 610Ka NO3BOAKOT CHAMATD AONO/THUTENIbHYIO ANAarHOCTUYECKYHO Mchopmau,mo

Ana npotokona IGMP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 244 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKtOUNTL reHepaumio BCeX OTNAL0UHbIX COOOLEHUI ANA GYHK-
umn IGMP Snooping.

YCTaHOBUTb 3HAYeHUE NO YMO/IHaHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIKNOYEHO

BK/IOUMTL reHepauMio OTNAfO0YHbIX COOBLWEHU AnAa AmarHo-
CTUKM BXoAa-Bbixoaa B GpyHKumto IGMP Snooping.

YCTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIKNOYEHO

BKOUNUTL reHepaLmio 0TAaf04HbIX COOBLWEHMI B Cyyae nepec-
CbI/IKM 6a3bl AaHHbIX IGMP.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKNOUMTL reHepauuio 0T/1ag04uHbIX COOBLWEHNI, B Clyyae 3aaei-
CTBOBaHMA MHbopmauum o IGMP-rpynnax.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no cobbiTUAM MHULMAAU3a-
umm u shutdown, nHpopmauma 3aHocutca B dpain.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BK/OUMTL reHepauutio BbIBOPOYHBIX OTAAA0YHbIX COOBLEeHMM
ana ¢yHkumn IGMP Snooping.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKNIOYEHO

BK/I1OUMTb FreHepaLuio OTNaA04HbIX COOBLEHWNIA NPU BO3HUKHO-
BEHWUM OWNOKM Npu Nepegade nuav npueme naketos IGMP.

YCTaHOBUTb 3HAYEHME MO YMONYAHWUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB MpW OTMPaABKE WUAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IIOYEHO

BK/IIOUMTL reHepaLMio NaKeToB B TEX CNyYanX, Koraa 3a/eicTBo-
BaHbl TaMepbl.

YCTaHOBUTb 3HAYEHME MO YMONUYAHWUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IOYEHO

BKNOUNTL TeHepauuio OTNAZLOYHbIX COOBLLEHWM ana AmarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NPOTOKOoM0M IGMP.

- all — BKNOYUTL reHepaL Mo BCex OT/Ia404HbIX COODLEHN;

- RX — BK/IOYNTb reHepaLmio OT1a404HbIX COOBLWEHNI Ansa Tpac-
CUPOBKM NPUHUMAEMbIX MAKETOB;

- TX — BK/OUYUTL FreHepaLmio OT1aA04HbIX CO0bLLEeHMIA ana Tpac-
CUPOBKM NepesaBaemMblX NAKeTOB;

- ctrl-path — BK/lOUNTL reHepauuio OTNIaA04HbIX COOBLLEHWNI NpK
NMPOXOXAEHUN KOHTPOJIbHOM ynpaBastoLLen MHbopmaLumnn;

- data-path — BKOUMTb reHepaLMio OTNAL0YHbIX COOBLLEHNIA
Npv NPOXOXKAEHUN MyNbTUKACT-TpaduKa.

YCTaHOBUTb 3HaYEeHME N0 YMONHYAHWUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnuua 245 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

debug lacp all

no debug lacp all

BKOUYNTL reHepaLmio Bcex 0TAag0uHbIx coobuweHniia ana LACP.

BbIKNOUUTb reHepaLmio BCeX OTNaA04HbIX cooblueHunia ansa LACP.

debug lacp buffer

no debug lacp buffer

BKtOUNTL reHepaumio 0TNaL0uHbIX coobuieHmii no 6ydepam LACP.

BbIKNOYMTb FeHepaumio OTAafoYHbIX CoobuweHnin no bydepam
LACP.

debug lacp data

no debug lacp data

BK/IIOUMTL reHepaLmio 0TAaf04HbIX CO0bLeHNn obmeHa AaHHbIMU
LACP.

BbIKNOYMTL reHepaumio OTNaA0YHbIX coobuweHuii obmeHa paH-
Hbimu LACP.

debug lacp events

no debug lacp events

BKNOUMTL reHepaumio OT/Naf0uYHbIX COOOWEHU MO CcOBbITUAM
LACP.

BbIK/OUMTL FeHepaLuio OTN1aA04YHbIX COOBLWEHNIA NO cobbITUAM
LACP.

debug lacp failall

no debug lacp failall

BKNOUMTL reHepaumio 0T1ag04uHbIX CoobLeHni no owmnbrkam LACP.

BbIKNOUMTb TreHepaLmio OTNAA0YHbIX COOOWEHMIA NO OWMbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio OT1aA04HbIX COOOLEHNIN U3MEHEHMA COCTO-
aHuna LACP.

BbIKNOUYUTb reHepaumio OT1af404uHbIX COOBLEHNI U3MEHEHUA CO-
cTtoAaHma LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTL reHepaLmio OTNaL04HbIX COOBLEHNI NO YNPaBAAIOLMM
coobueHuam LACP.

BbIKNOUMTb reHepaLMio OTNAaf0YHbIX COOBLEHUI Mo ynpasasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckntoYan bydepol.

BbIK/IOUMTL TeHepaunio OTAaA04YHbIX COoOobLLeHMIt Mo pecypcam
LACP, nckntoyas bydepbl.

debug lacp packet

no debug lacp packet

BKNOYUTL reHepaumio oTNaA0uHbIX coobuweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW MNo nakeTam
LACP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 246 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuo

Aelicmeue

debug etherchannel all

no debug etherchannel all

BK/tOUNTL reHepauuio Bcex 0TAaA04HbIX coobuieHnin ans LAG.

BbIKNHOUYMTb reHepaLmio BCex 0TNaA04HbIX coobuieHuin ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKAOUNTL reHepaumio NoApobHbIX OTNaA0YHbIX COOBLWEHUI ans
LAG.

BbIK/HOYMTb reHepaLmio NoAPoBHbIX OTNAA0UHbIX COOBLLEHMI ann
LAG.

debug etherchannel error

no debug etherchannel error

BKOUYNTL reHepaumio 0TNaf04uHbIX coobuieHmnii 06 owmnbKkax LAG.

BbIKNOYNTb TeHepaLMilo OTNaZLOYHbIX CcoobLleHuli o6 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BK/IIOUMTL reHepaLLMio 0T1aL04HbIX COOBLLEHMI NO cobbITUAM LAG.

BbIK/IIOUMTL TeHepaunio OTAaA04YHbIX COOBLEHMI Mo cobbITUAM
LAG.
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debug etherchannel idb BKNHOYMTb reHepaumio OT1ag04HbIX COOBLLEHUI MO AECKPUNTOPaM
nHTepoeincos LAG.

no debug etherchannel idb BbIK/IIOYNTb FeHepauuio OT/1Iag04HbIX COOBLLEHUI NO 4EeCKPUNTO-
pam nHTepdelicos LAG.

4.30.15 Omanaodka loopback-detection

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnunua 247 — KomaHzabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
debug loopback-detection all BKNOUUTL reHepaLmio Bcex OT1aA04HbIX coobueHnin LBD.
no debug loopback-detection - BbIKNHOUMTL reHepaL Mo Bcex 0TAaf04HbIX coobuweHmin LBD.
all
debug loopback-detection BKNOUMTL reHepauuio OT1af0uHbIX coobLleHuit ana bydepos
buffer-alloc LBD.
no debug loopback-detection i BbIKNtOUMTb reHepauuio OTNaA04HbIX cooblieHunit ana bydepos
buffer-alloc LBD.
debug loopback-detection BKNOUMUTL reHepauuio OTNaA04HbIX COOBWEHUI ynpaBaeHus
control LBD.
no debug loopback-detection i BbIKNOYMTb TeHepauuio OTNaA0UYHbIX COOBLWEHUI ynpaBieHus
control LBD.
debug loopback-detection pkt- BKNOUMTL reHepaumio OT1aZ04HbIX COOOLLLEHMI 3axBaTa NaKeToB
dump LBD.
no debug loopback-detection i BbIKNtOUNTL reHepaL Mo OTNaL04HbIX COOOLLIEHMI 3axBaTa NakKe-
pkt-dump ToB LBD.
debug loopback-detection pkt- BKAOUUTL reHepauumio OTNaAo4HbIX COObLEeHMIA NOTOKOB Tpa-
flow ¢duka LBD.
no debug loopback-detection i BbIKNHOUMTL reHepaumio OTNaA04HbIX COOBLLEHUI NOTOKOB Tpa-
pkt-flow ¢duka LBD.
4.30.16 Omnadka 0aa npomokona SNMP
KomaHOb! pexcuma EXEC
Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:
console#
Tabnunuya 248 — KomaHabl pexkmma EXEC
Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro
debug snmp BKNIOUUTL reHepaLmio BCex OT1aA0uHbIX coobweHnin ana SNMP.
no debug snmp - BbIK/NOYMTL reHepauuio BCeX OTNAZO0YHbIX CoobLieHUi ans
SNMP.

4.30.17 KomaHObl 0518 duazHocmuku napamempos TCAM

KomaHabl AaHHOTro 6/10ka NO3BONAOT CHUMATb A0NONHUTENbHYO ANArHOCTUYECKYO MHbOPMaL Mo
ana TCAM.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 249 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

0OT06pa3nTb HPopmaumio o TCAM.

debug show tcam domains

OT06pasnTb MHPopMaLmio o someHax TCAM.

debug show tcam block
block_index [all]

0OT06pa3nTb MHPopMaumto o 6noke TCAM 1 gonycTUMbIE 3anuUCHK.
- block_index — nHaekc 6n1oka TCAM. block_id: (0..11);
- all — neyaTb BCcex 3anuceit, BKAOYAA HEAOMYCTUMbIE.

debug show tcam entry
entry_index

0OT06pa3nTb nHPpopmaumto o 3anucn TCAM n ee nonei.
- entry_index — nHaekc sanucn TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OTo6pasnTb MHGOPMALMIO O 3ape3epBMPOBAHHbLIX U MCNO/b30-
BaHHbIX 3anucax TCAM u o nx snagenbuax.

debug show tcam portmask

0OT06pa3uTb Tabamuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f data: (0..65535);
f_mask: (0..65535)

YKa3aTb T1n nona TCAM.

CTepeTb gaHHble NOANA YKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

Bkntountb paboty 3anmucu TCAM c 3agaHHbIM entry_id.

Bbikntountb paboty 3anncm TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

MNepemecTnTb YKasaHHyto 3annucb TCAM B Ha3HaYyeHHy!o.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTb p,eﬁcnsme drop ANA NAaKeToB, KOTOPble He Nonann HK
noa o4HO npasuno.

OTKAOUUTL AeNCTBUE YAANEHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpaBuTb MakeTbl, NoONajatolme NoL NPaBuIO C yKasaH-
HbIM entry_id B 3agaHHbI NopT nam Ha LNY.

OTKAIOYNUTL nepeHanpas/sieHne NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHWI TET K NakeTam, nonagatowmm nog TCAM-
3anuchb € yKasaHHbIM enter_id.

YanuTb BHYTPEHHWI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AeNCTBUE BHYTPeHHero Tera ¢opmatMpoBaHua s
3anucu TCAM.

- none — He BbINOJIHATb HUKaKoe AeCTBUE;

- untag — y4anuTb BHYTPEHHWUI Ter;

- tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogeprkMumoe Tera.

Yoanute feicreme Tera.

debug set tcam entry entry_id
action outer-tag assign { vlan-
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBnTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
NUCb C YKa3aHHbIM enter_id.

YaanuTb BHELWHWUIA Ter ¢ NakeToB € 3afaHHbiM entry_id 3anucu
TCAM.
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debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AeWCTBUE BHELHEro Tera ¢opmaTUpoBaHuA g/ 3a-
nucu TCAM.

- none — He BbIMOJIHATb HUKaKOe AeNCTBUE;

- untag — y4anuTb BHELWHWUI Ter;

- tag — BCTaBMTb BHELWHWUI TET;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanute geicTeme Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI AN BHewWwHUA TPID K yKasaHHOM 3anucu
TCAM.

YAanuTb BHYTPEHHWUN UAM BHeWHU TPID U3 yKasaHHOW 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTtpoB QoS Ana yKasaHHOM 3anucu
TCAM.

- copy-ipri-to-opri — ckonMpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELHWUN;

- copy-opri-to-ipri — ckonnpoBaTb NPMOPUTET U3 BHELUHErO Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb nosne DSCP B 3aronoske IP;

- inner-user-pri — nepesanucatb npuoputeT 802.1p BO BHYTPEH-
Hu Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHuTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaHUTb NPUOPUTET BHELLIHETO TEra;

- outer-user-pri — nepesanucate npuoputeT 802.1p BO BHELIHEM
Tere VLAN.

Ypanutb nepesanucb napameTpos QoS AnA yKa3aHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHPopmaumto o TCAM.

debug show tcam range

0OT06pasunTb TabAULy CPaBHEHUA AMana3oHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa nonei (cmeweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIMA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT, EOAM 1
Port Security (yBegomneHune o NpeBbIlWEHNUN OTPAHUYEHUNSA), HE3APETUCTPUPOBAHHbIN 2
MynbTUKacT (pexxkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU, LBD, Slow Protocol (LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepegeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2420B-
24D, MES2411X, MES3400-24, MES3400I-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane ataku) 2
HesapernuctpuposaHHbIi MynbTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHns) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA kommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLIECCOB

HasBaHue OnwucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He Cnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTka NAKeToB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUit B annapaTHOM OKPYKeHUMU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHol noTok moayns VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHo MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHo noTok mogynsa QoS
SMGT MOHUTOPMHF annapaTHoro okpyeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKM NUTAHUA U Npoyee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHWe KoHduUrypaumm
RT6 MapuwpyTtunsauma IPv6
IP6 ObpaboTka IPv6-nakeToB
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4-nakeTos
uDP O6paboTka UDP-nakeToB
ARP ObpaboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
TCP ObpaboTka TCP-nakeToB
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knneHta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CTS Cepep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0TAaA04HbIX COOBLLEHMIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsauumm nopTos

MSR Ynpasnexune patnamm KoHUrypaumm, 3arpysKka/ebirpyska ¢painnos, o6HoBeHME NPOLIMBKU
C[200-999] BpemeHHbIi NoToK A4 06paboTKu oTaebHOro noaxaodeHus no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TeXHWYECKOW KOHCyNbTalMuM MO BOMpPOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM caite KOMNAHWK Bbl MOXKeTe HaTM TEXHUYECKYHO AOKYMEHTALMIO M NPOrpaMmmHoe
obecneveHune ana npoaykumm 000 «Mpeanpuatne «3/ITEKC», 0bpaTnTbca K 6ase 3HAHUN MAN OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OdurumanbHbIi cant KomnaHun: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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