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BBEAEHUE

B Hactoswee Bpemsa IP-tenedoHMsa aBnsetcAa oaHoM M3  Hambonee ObICTPO pasBMBalOLLMXCA
TENEKOMMYHUKALMOHHBIX ycayr. A BO3MOXKHOCTU npegocTaBneHuns VolP-ycnyr aboHeHTam ceTu paspaboTtaHbl
aboHeHTCKMe wnto3bl cepun TAU-2M.IP (ganee — «yCTPOMCTBOY).

ABOHeHTCKuI wnto3 IP-tenepoHnn TAU-2M.IP vcnonb3ayeTca AnA NOAKAOYEHUA aHANOroBbIX TenedoHHbIX
annapaToB K CeTAM MNaKeTHOM nepenayy AaHHbIX, BbIXOA, Ha KOTOpPble OCYLLEeCTBAAETCA 4yepe3 UHTepdeic
Ethernet.

YcTpolicTBa npeAHasHayeHbl ANA UCMONb30BaHUA AOMALHUMK NOJIb30BaTeNAMU U B HeboNbWNX oducax.
ABNAlOTCA MaeanbHbiM peleHnem ana obecnevyeHus TenePoHHOM CBA3bIO O0OBEKTOB C HU3KON abOHEHTCKOM
NAOTHOCTbIO.

V O6opyaoBaHue He cnegyeT NPUMEHATb Ha YIMUHBIX KabeNbHbIX IMHUAX U HA aBOHEHTCKUX IMHUAX,
KOTOpble nogBep)XeHbl CU/IbHOMY BHELIHEeMY BO34EeUCTBMIO OT PACMONOXEHHbIX PALOM JIMHWUIA

aNleKTponepeaaum UM [pyrux CUAOBbIX AUHMI. TaKKe 3TUM YCTPOUCTBa He peKomeHayeTcs
NPUMEHATb HA JIMHUAX, Fe ecTb PUCK NonagaHua aTMocdepHOro 31IeKTPUUECTBA, U B C/IyYaAX eciu
TenedoHHbIi Kabenb NPoOXoAUT NapannenbHo NPoBOAaM NUTaHUA NepemMeHHOro ToKa U Kabenam
KomnbloTepa.
Mpou3BoauTenb He HeceT OTBETCTBEHHOCTU 3a HEMCNPABHOCTU 060PyA0BaHUA, KOTOPbIe BO3HUKAM
u3-3a HecobogeHUA aTuX TpeboBaHuUiA.

B HactoAwem pyKoBOACTBE MO 3KCMAyaTauuM MU3/0XKEHbl Ha3HaAYeHWe, OCHOBHble TEXHWYecKue
XapaKTePUCTMKM, MNpaBuaa KOHOUIYpUPOBAHUA, MOHUTOPWUHIA M CMEHbl NPOrpamMmMHoro obecnevyeHus
aboHeHTCKuX Wwhto3oB IP-tenedpoHumn TAU-2M.IP.

AboHeHmcKul w3 TAU-2M.IP 7
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1 ONMUCAHUE U3OENUA

1.1 HasHaueHue

YctpoiictBo TAU-2M.IP — BblICOKONPOM3BOAMTENbHbIA abOHEHTCKMI W03 IP-TenedoHuM ¢ nosHbIM
Habopom GYHKLMI, NO3BONAIOLLMX NOTPEOUTENO NCNONB30BaTb NpenmyLLecTBa IP-TenedoHuu.

ABoHeHTCcKui wnto3 TAU-2M.IP npeaHasHayeH AnA NOAKAOYEHUA aHaN0roBbIX TesiepoHHbIX annapaTos 1
¢dakc-moaemos K IP-cetn. bnarogapa BCTPOEHHOMY MapLIPYTM3aTOPY YCTPOMCTBO obecrneymBaeT BOSMOMXKHOCTb
NoaKNOUYEeHNs 0060PYA0BAHMA NIOKANbHOM CETU K CETU LUMPOKOMOIOCHOIO Aoctyna. K ycTpoicTBy MOXKHO
NOAKNIOUUTL OAMH KOMMbIOTEP, AOCTYMN B MHTEPHET AJ/18 KOTOPOr0 BO3MOMKEH C MOMOLLbIO BCTPOEHHbIX GYHKL M
NAT/DHCP-cepBepa. USB-pasbem ucnosb3yetrca ANA MNOAKAOYEHUA BHellHero HakonuTens, 3G/4G USB-
moaema.

1.2 XapaKTepucTuKa ycTpomucrea

Unmepdpeiicobi:

e FXS: 2 nopta RJ-11;
e LAN: 1 nopt Ethernet RJ-45 10/100BASE-T;
e WAN: 1 noprtEthernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHWe WAto3a OCYLLLECTBAAETCA Yepes BHEWHUI aganTtep 12 B noctosHHOro Toka ot cetn 220 B.
®yHKYUU:

e ceTeBble PYHKUMM:

— paboTa B pexxnme «MOCTa» UM «MApLIPyTU3aTOpa»;

— noaaepkKa PPPoE (PAP, SPAP 1 CHAP aBTopusauus, PPPoE komnpeccus);

— noaaepxka PPTP;

— noapeprkka L2TP;

— noaaep:kKa ctatuyeckoro agpeca n DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep
Ha cTopoHe LAN);

— noagepxka DNS;

— noagepxka NAT;

—  CeTeBOW 3KpaH;

— noagepkka NTP;

— noaaepykKa mexaHM3MOB KayecTBa obcnyxuBaHma QoS (QoS no DSCP n 802.1P);

e nopaeprkka pyHKuni IPTV;

e npotokonbl IP-TenedpoHnm: SIP;

e  3XO0 KOMneHcauua (pekomeHaaummn G.168);
e  [ETeKTop akTMBHOCTU peun (VAD);

e reHepaTtop KOMQOPTHOTO LWYMa;

e 0bOHapyKeHue 1 reHepmnpoBaHue curHanos DTMF;

8 Ab6oHeHmckul wino3 TAU-2M. 1P
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nepenaya DTMF (INBAND, rfc2833, SIP INFO);
nepegava ¢pakca:

- G.711A/G.711U;
— T.38;

pabora c SIP-cepBepom u 6e3 Hero;

dyHKUMM OBO:

— yaep:kaHue BbizoBa — Call Hold;

— nepepgaya BbI3oBa — Call Transfer;

— yBeAoMIeHWe 0 NOCTyn/ieHMM HoBoro Bbi3oBa — Call Waiting;
— nepeagpecauma no 3aHAToctn — Call Forward at Busy;

— nepeagpecauua no HeotseTy — Call Forward at No answer;
— besycnoBHas nepeagpecauusa — Call Forward Unconditional;
— He becnokoutb — DND;

—  Caller ID: FSK, DTMF;

— ropAayas anmHuA — Hotline;

— TpynnoBo Bbi30OB;

— nepexsaT BbizoBa — Call Pickup;

—  TPEexXCTOPOHHSAA KOHbepeHuMs;

—  TMBKMI NNaH Hymepaumu;

obHosneHue MO yepes web-uHTepoeliic;

noaaepr*kka DHCP-based autoprovisioning;

TR-069;

yAaNeHHbIA MOHUTOPWHT, KOHPUTYPUPOBAHME M HAcTpoiKa: web-nHTepdelic, Telnet.

Ha pucyHKke 1 npuseaeHa cxema BKkAodeHua TAU-2M.IP.

Cetb
nposaiigepa

3G/4G mogem

UsB 10/100Base-T

TAU-2M.IP

PucyHoK 1 — ®yHKLMOHANbHAA cxema ucnoab3osaHua TAU-2M.IP

AboHeHmcKul w3 TAU-2M.IP 9
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13 CTpyKTypa v npuHuMn paboTtbl nsgenua

ABOHEeHTCKUIM TepMmuHan TAU-2M.IP cocTouT U3 cneayroLmx NnoaCUCTEM:

e KOHTPOJ/INEP, B COCTaB KOTOPOIO BXOAMT:

—  BbICOKOMHTErpMpoBaHHaA cucTema, BKAYawlas B cebsa npoueccop, 100-mMBUTHbIM
KOMMYTaTOp CO BCTpOeHHbiMu PHY, annapaTHyto akcenepaumio Tpaduka L2/L3/L4, USB
2.0 noptbl, PCI-E KoHTpoANEepbl, 8 KaHanoB PCM ana paboTbl npunoxeHuii VolP;

— flash-namatb — 8 MB;

— onepatnBHaa namAatb SDRAM — 128 ME;

e 2 aboHeHTCKMX KomnaekTta SLIC;

e 1 nopt LAN: RJ-45 10/100BASE-T;

e Ethernet-mopynb WAN: RJ-45 10/100BASE-T;
e USB Host nopr.

CTpyKTypHaa cxema yCTpOMCTBa NpMBELEHA HA PUCYHKe 2.

RJ45 RJ45

KOHTponnep

ETHERNET
SWITCH

‘ P U USB-uHTepdeiic

RJ11 RJ11

PucyHok 2 — CtpyKTypHasa cxema TAU-2M.IP

YcTpolicTBO paboTaeT nog ynpaB/iieHMEM ONepaumMoHHOM cucTembl Linux. OcHoOBHble GyHKUMMU
yrpaB/ieHUa COCPeaoTOYeHbl B MPOLECCOPe, KOTOPbIA  OCyllecTBAseT MaplpyTusaumto IP-nakeTos,
obecneunBaet paboty IP-TenedpoHMM, NPOKCMpPOBaHME rPyNnoBoro TpadmKa u T.4,.

®YHKUMOHANBHO YCTPOMCTBO MOXKHO pa3aennTb Ha 4 6aoka:

e bnok nopaeprku ceteBbix GyHKUUIA YCTPOMCTBA;

e bnok IP-tenedoHuy;

e bnok 06paboTkmn multicast-tpaduka;

e bnok ynpasneHus (onepaupoHHasa cuctema Linux).

10 Ab6oHeHmckul wino3 TAU-2M. 1P
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BNOK noAagep:KKuU ceTeBbiX GYHKUMWA YCTPOWCTBA obecrneymBaeT MPOXOXKAEHMEe U KommyTauuio |P-
NaKeToB B COOTBETCTBUM C Tab/MLen MapLIpyTM3aL MM YCTPOWCTBA, MOXKET 06pabaTbiBaTh KaK HETErMPOBaHHbIe,
TaK U TEerMpPOBaHHbIe MaKeTbl B 3aBUCUMOCTU OT HAacTPOWMKK ceTeBbIX MHTepdelicoBs. NoaaepKMBaeT NPOTOKObI
DHCP, PPPOE, PPTP, L2TP.

bnok IP-renedpoHun obecneumBaeT paboTy ycTpoMCTBA no npotokony SIP ans nepepaum peyesblx
CUTHANIOB NO CETU C KOMMyTauuMeln naketoB. PeyeBoW curHan aboHeHTa MOCTynaeT Ha MOAy/lb abOHEHTCKUX
komnnektos SLIC, rae npeobpasosbiBaeTca B Uundposon Bua. OundpoBaHHbIM cMrHan HanpaBaaeTca B 610K IP-
TenepoHun, rge KOAMPYeTcs No oAHOMY M3 BblOpPaHHbIX CTAaHAAPTOB M B BUAE LMPPOBbLIX NAKETOB NOCTyNaeT B
KOHTPOJI/IEp Yepe3 BHYTPUCUCTEMHYIO maructpanb. LUmdposble makeTbl cogepykaT, Kpome peyeBbiX, CUTHabI
ynpaBaeHnA U B3aMMOAEeNCTBUA.

Bnok o6paborkm multicast-tpaduka npegHasHayeH ana 06paboTkn IGMP-coobueHnin n multicast-
TpaduKa C Lenblo nogaepKKn GyHKumi IP-TenesngeHus.

BnoK ynpaeneHua Ha 6ase onepaumoHHOM cnucTemMbl Linux KOHTpoiMpyeT paboTy Bcex OCTanbHbIX 6/10K0B
M NoacMUCTeM YCTPOMCTBA M obecneynBaeT Ux B3aMMoLeNCTBUE.

®PyHKUMOHaNbHaA cxema ycTponctea TAU-2M.IP npeactaBineHa Ha puUcyHKe 3.

IP-ceTb
== Erok

Bnok IP-TenedoHum
NoAEPHKKM

CeTeBbIX

GYHKUMMA

YCTPOKMCTBA

Bnok obpaboTkn
multicast-tpacuka

PucyHok 3 — ®yHKUMOHaNbHas cxema ycTpolictea cepumn TAU-2M.IP
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1.4 OCHOBHble TeXHUYECKMe napameTpbl

OcHOoBHble TEXHUYECKME NapamMeTpbl YCTPOMCTBA NpMBeaeHbI B Tabaumue 1.

Tabnnuya 1 — OCHOBHbIE TEXHUYECKME NAapaMeTPbl

Mpotokonbi VolP

| MNopaepxmBaemble NPOTOKOAbI SIP
Ayaunokoaeku
Koaeku G.729, annex A, annex B

G.711a, G.711u,

G.723.1, G.722, G.726-24, G.726-32
MNepepaya mogema: G.711a, G.711u
Mepepaya ¢akca: G.711a, G.711u, T.38

NapameTpbl WAN-uHtepdeiica Ethernet

Konunyectso noptos 1
INEeKTPUYECKUI pasbem RJ-45
CKopocTb nepegaqun, Méut/c 10/100, aBToonpeaenexHue
MNopaep»Ka cTaH4apTOB BASE-T
NapameTpbl LAN-uHTepdeiica Ethernet
Konnuectso nHTepdeiicos 1
DNEeKTPUYECKMI pa3beM RJ-45
CKopocTb nepegaun, Méut/c 10/100, asTooNpeaeneHune
MNopaepKKa cTaHgapTOB BASE-T
MapameTpbl aHaN0roBbiX aBOHEHTCKUX NOPTOB
Konnyectso noptos 2
ConpoTusneHue wWnenda (6e3 yyeta conpotmeneHma TA) 00 800 Om

Mpuem Habopa

MMMYNbCHbINA/YacToTHbIM (DTMF)

3aumTa abOHEHTCKMX OKOHYaHMIA

MO TOKY U NO HanpAXXeHUto

Bbigaya Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YaaneHHoe ynpasaeHue

web-nHTepoelic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHune gocTyna

no naponato

O6wme napameTpbl

MuTtaHue

agantep nutanma 12BDC, 1,5 A

MoTpebaseman MOLHOCTb

He 6onee 7,2 BT (MakcMmanbHbI noTpebnaemsbiii Tok 0,6 A)

Pabounit AManasoH Temneparyp

ot 0 go +40 °C

OTHOCUTENIbHAA BNAXKHOCTb Npu Temnepatype 25°C

50 80 %

Fabapwutsl (L x B x I')

122 x 33 x 96 mm

Macca

He 6onee 0,15 Kr

12 Ab6oHeHmckul wino3 TAU-2M. 1P
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KOHCTpYKTUBHOE UCMOJIHEHUE

ABOHEHTCKUI TepMmuHan TAU-2M.IP BbINONHEH B N1aCTUKOBOM Kopnyce pasmepamm 122 x 96 x 33 mm.

1.5.1 BepxHAA NaHeNb YCTPOMUCTBA

BHelwHW BUA BepxHel naHenu yctpoiictea TAU-2M.IP npuBeneH Ha pucyHke 4.

=

L L BN BN BN B BN BEaEE BN BN J
L L B BN BN BN BRSNS BN J

Power
USB
(4

S
e
LAN
WAN

LN
L. o @

1
o0 0000

P

L L B B BN BN BN BN BN BN BN J
LB BN BN BN BN BN BN BN BN BN J
L L B B BN B BN BN BN BN BN J
oo 00 00

0000000000
0000000000
® 9000000000
L B B BN BN BESEESEEaEN BN J
009009000 900

PucyHoK 4 — BHelwHuMI BUg BepxHen naHenn TAU-2M.IP

Ha BepxHeit naHenu yctpoiictea TAU-2M.IP pacnofoXKeHbl creaytolme cBeTOBble MHANKATOPDI:

Tabanua 2 — OnucaHne MHAMKATOPOB M OPraHOB yNpPaBAeHNa nepegHel naHenn

dnemeHT HEPEAHEﬁ naHenun

OnucaHue

1 Power WHAMKATOP NUTaHMA U CTaTyca paboTbl yCTPoKCTBa
) USB MHAMKaTOpP paboTbl BHewHero USB-ycTpoiictea (USB flash, BHewHNit )ecTkni
anck, 3G/4G USB-moaem)
3 » WHAMKaTOpbl paboTbl aHaNoroBbix TenedoHHbIX NOPTOB
4 LAN nHaukatop LAN-uHTepdelica
WAN nHankatop WAN-uHtepdeiica

1.5.2 3agHAA naHenb yCTPOUCTBA

BHewHW BuA 3agHen naHenu yctpoicrtea TAU-2M.IP npuBeaeH Ha pucyHke 5.

LAN
10/100

PucyHoKk 5 — BHelwHM BUA 3aaHen naHenn TAU-2M.IP

AboHeHmcKul w3 TAU-2M.IP 13
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Ha 3agHel naHenu yctpoicrtea TAU-2M.IP pacnonoeHbl cnegyowme pasbembl M opraHbl ynpasBaeHus,

Tabnvua 3.

Tabnunuya 3 — OnMcaHWe MHAWMKATOPOB M OPraHOB yNpaB/eHusa 3agHen naHenn TAU-2M.IP

dnemeHT 3agHei naHenun OnucaHue

6 12v pasbem 414 NOAKAOYEeHUA aganTepa NUTaHMA

7 USB pasbem USB pna nogkntoueHus BHewHero USB-yctpolicta (USB flash,
XeCTKuin amck, 3G/4G USB-mogem)

8 Phone 2 pasbema RJ-11 ana noaxNtoHeHMA aHaNOroBbIX TeNedOoHHbIX annapaTos

9 LAN nopT 10/100BASE-T Ethernet (pasbem RJ-45) ana nogkntoueHnn
JIOKaNbHOIO CETEBOrO YCTPOMCTBA

10 WAN nopt 10/100BASE-T (pazbem RJ-45) ans noaxk/I0UEHNUA K BHELLHEN ceTn

1.6 CBeTtoBasa MHAUKaUUA

TeKyuwee cocToaHue ycTpoicTea TAU-2M.IP oTobparkaeTca npu nomowm nHamkatopos WAN, LAN, Phone,

Power, pacnonoXeHHbIX Ha BerHef/‘I naHenu. NepeyeHob COCTOAHUM MHOWKATOPOB NpuBeaEH B Ta6nmu,e 4,

Tabnunuya 4 — CeeToBaA MHAMKALMA COCTOSIHUA yCcTpolicTBa cepumn TAU-2M.IP

UHpaukatop CocToAaHUe MHAMKaTOpA CocTosAiHMe yCTpOMCTBA
CTaHOBJ/IEHO COeAUHEHME MEX
ropur (3eneHbim — 10 M6éut/c, Y A Ay
CTAaHUMOHHbIM TEPMUHANIOM U ABOHEHTCKUM
opaHxesbim — 100 M6uT/c) .
WAN YCTPOUCTBOM
npouecc NakeTHoM nepesayum AaHHbix no WAN-
Mmuraet ot . PeA A
nHTepdeicy
roput (3eneHbim — 10 M6éuT/c, YCTaHOB/IEHO COeZIMHEHME C NOAKNOYEHHbIM
LAN opaHxesbim — 100 M6uT/c) CeTeBbIM YCTPONCTBOM
npoLecc NakeTHoM nepegaym aaHHbIx no LAN-
Mmuraet .
nHTepdency
3€e/IeHbIN, rOpUT NOCTOAHHO TenedoHHan TpybKa nogHATa (AMHMA aKTUMBHA)
He roput TpybKa nonoxKeHa, HopMmanbHas paboTa
3€e/IeHbli, B TEYEHME CEeKYHAbl MUTFAET C . .
., Ha TenedOoHHbI NOPT NOCTyNaeT BXOAALLUIA
yactoton 20 [u, 3atem 4 ceKkyHAbl
BbI30B
naysa
3e/IeHbll, nepuoguyecKkoe  peaKoe | OTCYTCTBYET permcrpaumnsa aboHeHTCKoro nopTa
MUraHue Ha SIP-npoKcu cepsepe
3e/1eHbli, ABOMHbIE KOPOTKME MUraHMA
naeT TecT IMHUN
C UHTEPBAZIOM B 3 CEKYHAbI
USB 3e/1eHbli, roput USB-ycTpoiicTBO NOAKNHOYEHO
He ropuT USB-ycTpoincTBO He NogKAto4YeHO
. BK/IOYEHO NUTaHUE YCTPOMCTBA, HOPMAJibHaA
3e/IeHbl, ropuT NOCTOAHHO
pabota
OpaHXeBbll, FOPUT NOCTOAHHO OTCYTCTBYET BbIXxoA, B MHTepHeT
Power KpacHbIi, FOpUT NOCTOAHHO 3arpyska ycTpoWcTea

nepunoanyeckoe nonepemeHHoe
MUraHue KpaCHbIM n 3€/1eHbIM
LuBetamu

cHbpoc ycTpoMcTBa K 3aBOACKMM HaCTpOMKam

14

Ab6oHeHmckul wino3 TAU-2M. 1P




S» ELTEX

1.7 C6pocC K 3aBOACKMM HACTPOMKam

[nAa 3anycKa ycTpomcTea C 3aBOACKMMM HAaCTPOMKAMM HEOBXOANMMO B 3arpyKEHHOM COCTOSIHUM HaKaTb U
yOEepPKMBaTb KHOMKY «F», KOTOpasa HaxoAuTca Ha GOKOBOM MaHenn yCcTpoiCTBa, NOKA MHAMKATOP «Power» He
HauyHeT NepuoaMYEcKM MUraTb NMOMEPeMEHHO KPAcHbIM WM 3eneHbiM ugeTamu. Mpounsonget aBTomMaTUYecKas
nepesarpyska yctpoicrta. Npu 3aBoAcKMX ycTaHoBKax Ha WAN-uHTepdeince 3anyuweH DHCP-knueHT, agpec
nHTepdelica LAN — 192.168.1.1, macka noacetn — 255.255.255.0; nms nonb3osaTens/naposb Ana Aoctyna yepes
web-unHtepdeiic: admin/password.

1.8 KomnneKT nocrtaBku

B 6a30BbIli KOMNAEKT NOCTAaBKM ycTpoicTBa cepun TAU-2M.IP BxoanT:

e aboHeHTCcKMM w3 TAU-2M.IP;

e apjanTep aneKkTponuTaHua 220/12B, 1,5 A;

e MaMATKa O AOKYMEHTaLUW;

e PYKOBOACTBO MO YCTAaHOBKE M NePBUYHON HACTPOMKe.

AboHeHmcKul w3 TAU-2M.IP 15
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2 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOHOUTYPATOP

2.1 Hauyano paboTbi

[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMUCTBY No nHTepdeicy LAN yepes web-6paysep:

1. Ortkpoiite web-6paysep (Mporpammy-npoCMOTPLUMK TMMNEPTEKCTOBbIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BeawuTte B agpecHom cTpoKe bpaysepa IP-agpec ycTpoiictsa.

iﬁu 3aBopacKoii IP-agpec yctpoiictea: 192.168.1.1, macKka nogcetu: 255.255.255.0

Mpu ycnewHom obHapy*KeEHUN YCTPOMCTBA B OKHe bpay3epa oTobpasmutca CTpaHMLA C 3aMpPOCOM MMEHMU
nosib3oBaTens v Napons.

TAU-2M.IP u -

TorHH:

admin

MNapone

3. BeeauTe uMA nonb3oBaTens B CTpoke «JlIorMH» UM napoiab B CTpoke «[laposby».

!3" 3aBoACKMe YCTaHOBKU: 10TMH: admin, naponb: password.

4. Haxmute KHOMKy «BolTu». B oKHe BGpaysepa OTKPOeTCcA MeHIo BbICTPOro KOHPUrypmposaHus,
PUCYHOK 6.

2.2 CmeHa nonb3oBatenewu

Ha ycTpoiictBe cyuiecTByeT Tpu Tuna nosb3oBaTenen: admin, user u viewer. MNonb3oBaTenb admin
(apmuHUCTpaATOpP, Napoab MO ymon4YaHuto: password) nmeeT NOHbIN AOCTYN K YCTPOMCTBY: YTEHME M 3anucb
NobbIX HACTPOEK, MOJHbIA MOHUTOPUHI COCTOAHUA YCTPONCTBA. Mosb30BaTelb user (HEMPUBUAErMPOBAHHDLIN
no/sib3oBaTe/Ib, Napo/ib MO YMOMYAHMUIO: USer) MMeeT BO3MOXKHOCTb BbIMOJHUTL TOJIbKO HAcTpolky PPPoOE gnn
nogKkntoveHus K UHTepHeT, He MmeeT A0CTyna K MOHUTOPUHIY COCTOAHWUA ycTponcTea. MNonb3oBaTenb viewer
(HabnopaTtennb, Naponb NO YMOJYAHWUIO: viewer) MMeeT MPaBo TO/bKO MPOCMATPMBaTb BClO KOHUrypauuio
ycTporicTBa 6e3 BO3MOXKHOCTU YTO-IMBO pesaKTUPOBaTb, MOHUTOPUHI COCTOAHUA YCTPOWCTBA €My AOCTyNeH B
nonHom obbeme.

TAU-2M.IP

Cete  IP-TenechoHmnA Cuctema
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an Ha*aThn Ha KHOMKY «B8bIXOO» TEKyLWaA cecCnAa nosib3oBaTtenAd 6y,D,ET 3aBepLleHa, 0T06pa3VITC‘r'I OKHO
dBTOpPU3aLnn:

TAU-2M.IP u

TNoruk:

admin

Mapons:

Ons cmeHbl gocTyna HeOb6XOAMMO YKasaTb COOTBETCTBYHOLLME MMSA MOJ/b30BATENA M MApOJib, HaXaTb
KHONKY «Bolimu».

2.3 Pexxumbl paboTbl web-uHtepdeiica

Web-uHtepdelic yctpoiictea TAU-2M.IP moxeT paboTaTb B Tpex pexumax:

o IMOHUTOPUHT — PEXMM MOHUTOPUHIA CUCTEMbI — UCMOJIb3YETCA A4 NPOCMOTPA PAa3NYHOrO pPoaa
MHbOPMauUmMK, KoTopaa KacaeTcs paboTbl YCTPOMCTBA: AKTUBHOCTb WMHTEpHET-coeauHeHWs,
cocTofHMe TenedpOHHOro Mopta, O6BLEM MNPUHATbIX/NEpPedaHHbIX AaHHbIX MO  CeTeBbIM
nHTepdelicam 1 Tak ganee;

o MANUTKKU — pexxnum BbICTPOro KOHPUIYPUPOBAHUA CUCTEMbI — B KaKAOM MJIUTKE CrpynnMpoBaHbl
HACTPOMKM NO MX GYHKLMOHANbHOMY HasHauyeHuto: NHTepHeT, IP-Tenedonusa, IP-tenesmnaeHve m
apyrve. B nanTKy BbiBeAeHbl TO/IbKO OCHOBHbIE MapameTpbl, MO3BOAOWME MAaKCUMAJIbHO BbICTPO
HACTPOUTb onpeaeneHHy GyHKLMIO YCTPOMCTBA;

e HacTpOMKM — pacCLWIMPEHHbIA pPeXUM  KOHPUIYPUPOBAHMA CUCTEMbI  (PEXMM  MOJHOro
KOHOUTypUpoBaHMa) — NO3BONAET BbINOJHUTbL NOJIHOE KOHPUIYpUpOBaHMeE YCTPOCTBA.

[Ons HaBuraumm mexay pexnmamm web-uHTtepdeiica CAyKUT NaHenb, KOTOpas HAaxoamuTcA C J1eBoi
CTOPOHbI wWeb-nHTepdeica. NMpu HaBegEHUM YKa3aTeNA MbllUW NaHe b PaCKPbIBaeTCA:

WUHTtepHet UHTepHeT
PEsKMM pafo) Pexum pabo
MpoToK MpoToH
IP-aap IP-aa]
© Macks nogce @ MOHWTOPUHD Macka nonce
i LLINKI3 N0 yR0N4EH EL LLINto3 No yron4anx)
.3 MepEKMHHEIA DI £ HacTpoiku MNERBMHEIR O
BTOpMHEIRA DI BTOpHHHEIA D

M3 peskuma «MAUTKM» B peXkUM «HacTPOMKM» nepexos, BO3MOMKEH TaKKe Yepes CCblKy «nodpobHee» B
Ha3BaHWUU NANUTKW.
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2.4 MpumeHeHUe KOHPUrypaLm 1 OTMEHA U3MEHEHMIA

2.4.1 NpumeHeHue KOHPUrypaLum

Mo Ha)XaTuio Ha KHOoNKY «MpUMeHUTb» NPOUCXOAUT COXpaHeHue KoHdurypauum Bo flash-namatb
YCTPOWCTBA M NpUMEHEeHMe HOBbIX HacTpoeK. Bce HacTpoKM BCTynawT B cuny 6e3 nepesarpysku
ycTpoicTBa.

KHonKka «lpMmeHUTb» B MEHI0 ObICTPOro KOHPUIypUMpOBaHUA M B MEHI0 PACLUMPEHHbIX HACTPOEK

COOTBETCTBEHHO MMeeT BUA,: ; .

B web-uHTepdeiice peannsosaHa BM3yasbHaA MHAMKALMA TEKYLLETO COCTOAHMA MPOLLEcca NPUMEHEHUA
HacTpoeK:

Tabnnua 5 — BusyanbHas MHAMKAUUA TEKYLLETrO COCTOAHMSA NpoLLecca NPUMEHEHMA HAacTPoeK

BHelwHuii BUg, OnucaHue cocToAHUA

Mocne HaxaTua Ha KHOMKY «[IpMMeHUTb» NPOUCXOAUT NPOoLEeCC NPUMEHEHUA U 3aNUCK
HacTpofK ceTH <™ HacTpoek B namaATb ycTtponctea. O6 aTtom nHPopmMmupyeT 3HAYOK H B Ha3BaHMW BKJIaZKU
N Ha KHOMKe ((anIMeHVITb».

06 ycnewHOM COXpPaHEHUMM W MPUMEHEHUM HacTpoek uHbopmUpyeT sHauok [ 8
Ha3BaHMM BKNALKM.

HacTpoikw cetk &

Ecnn 3HaveHne napameTpa 6b110 YKa3aHO C OLIJM6KOI;’I, TO NMocCne HaXaTunAa Ha KHOMKY
«[lpMeHUTb» MOABUTCA COOTBETCTBYIOLWEe COO6LI.I,€HM€ C YKasaHuem npuynHbl, a B

HacTpoAkd ceTk @

Ha3BaHWU BKNa4KU 0T06pa3VITCﬂ 3HaA4oK E]

2.4.2 OTmeHa U3MEeHeHUM

OTmeHa U3MeHeHUii NPOM3BOAUTCA TOIbKO A0 HAXaTUA Ha KHONKY «MpumeHutb». B 3aTom cayyae
OTpeAaKTUpPOBaHHble Ha CTpaHUUE napameTpbl OBHOBATCA TEKYWMMMU  3HAYEHUAMM,
3anNMcaHHbIMM B NamATU ycTpoiictBa. Mocne Ha)KatmAa Ha KHoOMKy «MpumeHUTb» BO3BpaT K
npeAblAyLLMM HAacTpoKam 6yaeT HeBO3MOXKEH.

KHOMKa OoTMeHbl M3MEHEHMWI B MeHIO BbICTPOrO KOHOUIYPUPOBaHUA M B MEHIO PACLUMPEHHbIX HACTPOEK

x ® Otmena
COOTBETCTBEHHO UMeeT BUA,: ;
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2.5

MeH1o 6bicTporo KoHpUrypuposaHusa

B MeH1o 6bICTPOro KOHPUIypMpPOBaHMA OTOBPANKAIOTCA OCHOBHbIE HACTPOMKM YCTPOMCTBA, PUCYHOK 6.

UHTepHeT

Pexum pafoThl
MpoTokon

BHelwHWi IP-agpec
Macka noaceTu
LLnto3 no yMonyaHui
MepBryHBIR DNS

BTopwuHeIi DNS

nogpoGHee

MapwpyTnaaTtog ¥

Static

192.168.10.21

255.255.255.0

192.168.10.1

192.168.10.1

= -

|P-TeneBugeHue

BrntouuTs IPTV

rd

BrniounTe HTTP- &

NPOoKCKA

MopT HTTP

1234

2 -

v

noapoGHee

IP-tenecpoHuns

MAHKUA 1 NuHKMA 2 SIP

BHMIOUUTE

Homep
AyTeHTMdoMKaumA

MMA none3oeaTens

MNapone

Cucrema

noagpoGHee

td

001

3 -

nogpoGHee

OocTyn k Web yepes WAN

HTTP

HTTPS

i

rd

3 -

PucyHoK 6 — MeHto 6bICTPOro KOHGUIYPUPOBaAHUSA

HaCTpOﬁKM pasaeneHbl No cnegyrowmm KaTeropmam:

2.5.1 WHTepHeT

MHmepHem — 6bICTpan HAacTPOMKaA BbIXOAa B CETb MHTEPHET;
IP-meneghoHus — BbIcTpasa HACTpoliKa TenedpoHuu;

IP-menesudeHue — KOHPUrypupoBaHME YCTPOMCTBA ANA NoaaepKKu GyHKumi IPTV;
Cucmema — HacTpoWKa gocTtyna K web-nHtepoeincy yepes WAN-noprt.

[na pgoctyna K ceT MHTepHET HeobXoAMMO YCTaHOBUTb OCHOBHbIE HACcTPOMKM B pasgene «MHTepHeT».
[na yKasaHWAa AOMNOAHWUTENbHbIX MapaMeTPoB MepernauTe B PEXMM PaCLUMPEHHbIX HACTPOEK, HaKaB CCbIIKY

«nogpobHee».

Perknm paboTbl — perkum paboTbl yCTPOMNCTBa:

MapLpyTmnsatopa (LAN nsonmposaH ot WAN);

nepeaatorca npospayHo u3 LAN 8 WAN 1 obpaTtHo

Mapwpymuzamop — mexgy LAN- u WAN-uHTepdencom ycTaHaBAMBAETCA pPEXUM

Mocm — mexxay WAN u LAN-MHTepdencom yCTaHaBMBAETCA PEXMM MOCTA: AaHHble

AboHeHmcKul w3 TAU-2M.IP
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lpomoKon — BblIbOpP NPOTOKO/A, MO KOTOpOMY OyAeT ocywecTBaATbcA noakatodeHne WAN-
uUHTepdelica yCTPOMCTBA K CETU NpoBangepa:

Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmsbie napameTpbl Ha WAN-
UHTepdelc HasHavaloTCA cTaTnyeckn. MNpu Bbibope TMna «Static» ana pegakTMposaHuA
6yayT AOCTYMHbI Cheayowme napameTpbl:

BHewHuli IP-a0pec — yctaHoBKa |P-agpeca WAN-uHTepdeica ycTpoMcTBa B CETU

nposalaepa;

Macka nodcemu — macKa BHELIHeN NoAceTy;

LUno3 No ymoa4yaHuio — appec, Ha KOTOpbI OTNPaBAfeTcA NakeT, ecin AN Hero He

HangeH MapwpyT B Tabanue maplpyTmsaumm;

MepeuyHebili DNS, BmopuyHsili DNS — apgpeca cepBepoB AOMEHHbIX UMEH (MCMob3ytoTcs
ana onpegeneHusa IP-agpeca ycTpoiicTBa MO ero JOMeHHOMY MMeHM). [aHHble nons

MOXHO He 3an0JIHATb, eC/In B HUX HEeT HEO6XOAMMOCTM.

DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka noacetun, agpec DNS-cepsepa,
LWJI03 MO YMOJIYAHUIO U ApYyrMe napameTpbl, Heobxogumble Ans paboTbl B ceTu, byayT

nosy4yeHsl oT DHCP-cepBepa aBTOMaTUYECKMU.

MNoaaepsknBaemble onuUUK:

1 — macka ceTty;

3 —aapec ceTeBOro LW/03a N0 YMOHAHUIO;
6 —agpec DNS-cepBepa;

12 — ceTeBOE MMA YCTPONCTBA;

15 — pomeHHOoe ums:

26 — pasmep MTU;

28 — WKnpoKoBeLLaTeIbHbIN afpec ceTu;

33 — cTaTuyecKkne mapLupyTbl;

42 — appec NTP-cepBepa;

43 — cneunduyHaa nHdopmaLma nponsBoaUTeNs;
60 — anbTepHaTmBHbIi Vendor ID;

66 —appec TFTP cepsepa;

67 — ums ¢aiina MO (ans 3arpysku no TFTP ¢ cepsepa 13 onuun 66);

82 — uHdopmaums areHta DHCP Relay;
120 — outbound SIP-cepBepa;
121 — 6ecknaccoBble CTaTUYECKMe MapLLpPYTbl.

B DHCP-3anpoce B onuuu 60 ycTpPOCTBO nepepaeT caeaylowyto
npoussoautena B dopmare:

Mpumep:
[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

MHbopMaunio

[VENDOR:npoussogutenb][DEVICE:Tun yctpoiictea][HW:annapaTHas Bepcus] [SN:cepuinHbiii
Homep][WAN:MAC- agpec nntepdeiica WAN]
[LAN:MAC- aapec nntepdeiica LANJ[VERSION:Bepcua nporpammHoro obecnevyeHus]

20
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Cnucok wucnonb3syembix DHCP-onumit Ha Kaxgom ceteBom WHTepdeiice (Internet, VolP,
Management) MOXHO 33gaBaTb BpyYHyt. [nAa nonyyveHua uHGOpMaLMM MO HACTPONiKe
cnucka cm. Npunoxenne B. HACTPOWKA dhcp-KAMeHTOB B MynbTUCEPBUCHOM pPeXUME.

—  PPPoE — pexum pabotbl, npn koTopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpw BbIbOpe «PPPOE» ans pefakTMPOBaHUA CTAHYT AOCTYMNHbI CNeaytolme napameTpsbl:

Umsa nonbzosamesnd — nma Nonb3oBaTena ana asTopusauunm Ha PPP-cepsepe;

laposab — naponb ana astopusaunm Ha PPP-cepsepe;

Service-Name — nima ycnyru — 3HayeHue Tera Service-Name B coobuweHun PADI gns
WMHULMaNm3aumm PPPoE-coeanHeHMA (MCnonb3oBaHMe JAHHOW ONUMK He ABnseTcs 06A3aTeNbHbIM, 3TOT
napameTp HacTpamBaeTca TO/IbKO No TpeboBaHUIO NpoBaliaepa);

Bmopoli docmyn — TN A0CTyNa K  JIOKa/lbHbIM  CETEeBbIM  pecypcam.
MoKHo BbIbpaTh 2 BapuaHTa:

DHCP - puHamuuyeckuii poctyn, Korga IP-agpec M Bce Heobxogumbie napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTUYeCcKMin — B 3TOM C/lydae Heobxoaumble AAA AOCTYNa NapameTpbl HYXKHO
YKa3aTb BPY4YHY!O:

= /P-adpec — Npu CTaTMYECKOM ZOCTYNe C 3TOro afpeca ocyLecTsaseTca goctyn ao PPTP-cepBepa;
= Macka nodcemu — Npun CTaTU4ECKOM A0CTYMe Macka NoaceTw;
= DNS-cepeep — npu ctaTuyeckom goctyne cepsep DNS, UCnonb3yemblit B 10KaIbHOM ceTu;

= [In103 — NPV CTaTUYECKOM A0CTyne W03 414 AocTyna K PPTP-cepBepy (ecam Heobxoaum).

—  PPTP — pexum, npuv KOTOPOM Bbixod B MHTEpHET ocyLecTBAAeTCs Yepes crneumnanbHbii
KaHan, TYHHeNb, ucnosabsysa npotokon PPTP. Mpu Bbibope «PPTP» ana penakTMpoBaHUSA
CTaHYT AOCTYNHbI Cheaytowme napameTpbl:

PPTP-Cepsep — appec cepepa PPTP (aomeHHoOe ums unu IP-agpec B popmarte IPv4);

Uma nonsv3osamersnsa — MMA NONb30BaTeNa gnaa astopmsaumm Ha PPTP-cepsepe;

lMaposb — naponb gnAa asTopusauunm Ha PPTP-cepsepe;

Bmopoli docmyn — TN AOCTyna K /NIOKa/bHbIM ceTeBbiM pecypcam uM PPTP-cepsepy.
MoKHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamudyeckmi poctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
nosy4atotca no npotokony DHCP;

Static — cTaTMyeckuit, B 3TOM cayyae Heobxogumble pna pgoctyna K PPTP-cepsepy
napameTpbl 334at0TCA BPYYHYHO:

e [P-a0pec — npu cTaTU4ECKOM AOCTyNe C 3TOro agpeca OCyLLeCcTBAAETCA JOCTYN A0
PPTP-cepBepa;

e Macka nodcemu — npw cTaTU4ECKOM AOCTyNe Macka NoACeTw;

e DNS-cepsep — npu ctatmyeckom pgoctyne cepsep DNS, wncnonbsyemblli B
NIOKaNbHOWM ceTw;

e [Llino3 — Npu CTaTUYECKOM AOCTyne W3 aas gocrtyna kK PPTP-cepsepy (ecam
Heobxoanm).

— L2TP — pexum, nNpu KOTOPOM BbIXOZ B MHTEPHET OCyLLecTBAAETCA Yepe3 chnewumanbHbIi
KaHan, TyHHeAb, Ucnonb3ya npoTtokon L2TP. Mpu Bbibope «L2TP» AnA penakTMpoBaHMA
CTaHYT AOCTYMHbI CAegytowme napameTpbl:

- L2TP-Cepsep — appec cepsepa L2TP (nomeHHoe nma nnn IP-agpec 8 popmate IPv4);
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- IMAa none3osamena — UM NoAb30BaTeNA oA aBTopu3aunm Ha L2TP-cepsepe;

- laposs — naponb gna asTopmsaumm Ha L2TP-cepsepe;

- Bmopoli docmyn — TMn [ocCTyna K /IOKasbHbIM CeTeBbIM pecypcam u L2TP-cepBepy.
Mo»KHo BbIbpaTb 2 BapuaHTa:

DHCP — panHamuuyeckuit pgoctyn, Korga IP-agpec u Bce Heobxoaumble napameTpbl
nosay4atotca no npotokony DHCP;

Static — cTaTM4YecKMn, B 3TOM CJlydae Heobxogumble ana poctyna K L2TP-cepsepy
napameTpbl 334a0TCA BPYYHYIO:

= |P-a0pec — Npu CTaTU4ECKOM A0CTYyrMe € 3TOro aapeca ocywecreaseTcs goctyn ao PPTP-cepsepa;
= Macka nodcemu — Npu cTaTUHECKOM AOCTyNe MacKa NoAceTH;
= DNS-cepsep — npu ctatuyeckom gocTyne cepsep DNS, ncnonbayemsiii B N0OKaNAbHOM CeTy;

= [[In103 — NpW CTaTMYECKOM AO0CTyne W3 gna goctyna Kk L2TP-cepsepy (ecan Heobxogum).

MpoTtokoabl PPTP n L2TP ucnonb3ytotca anA co3faHMA 3alUMLLEHHOrO KaHana CBA3M
yepes Internet mexay KOMMbIOTEPOM YAANEHHOrO MNO/Ib30BATENA WM YACTHOW CETbl ero
opraHusaummn. PPTP n L2TP ocHoBbIBaloTCA Ha npoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA ero pacwupeHuamu. [aHHble BepxHUX yposHer mogenn OSI| cHavana
MHKancynaupytoTca B PPP, a 3atem 8 PPTP uaun L2TP ana TyHHeNnbHOM Nepepayn yepes cetu
obuwero goctyna. ®yHKUMOHaNbHbIE BO3MOXKHOCTM PPTP n L2TP pasnunuHbl. L2TP moKeT
MCMNO/Ib30BaTbCA He TONbKO B IP-ceTax, cnyKebHble COObOWEHUA ANA CO34aHUA TYHHens u
nepecbsIKM NO HEMY AAHHbIX MCMNONb3YIOT OAMHAKOBLIN popmaT n npoToKkonbl. PPTP morkeT
NPUMEHATBCA TONbKO B IP-ceTax, U eMy HeobxoauMmo oTaenbHoe coeauHeHwe TCP ans
CO34aHMA U MCNONb30BaHWA TyHHens. L2TP nosepx IPSec! npegnaraet 6onblue yposHen
6esonacHoctM, 4Yem PPTP, M MMeeT BbICOKYIO CTeMeHb 3alMLLEHHOCTM BaXKHbIX A8
OpraHmM3aunmn AaHHbIX.

OcobeHHocTn L2TP genatoT ero o4yeHb NepPCreKTUBHbIM MPOTOKOOM A/A NOCTPOEHMUA
BUPTYa/bHbIX ceTeil.

[na BCTYNAEHWA B CMAY HOBOM KOHOUIypauuu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYI0 NamATb

HaXXMUTe KHOMKY . ,CLI'IFI OTMEHbI USMEHEHWI HaXKMUTe KHOMNKY

Y106bl NOAKAOYMTL YCTPOMCTBO K CETU MpoBangepa, HeobxoAMMO YTOYHMUTb Yy oOnepaTopa ceTeBble
HAcTPOMKK. Mpn NCNOIb30BAHUKN CTATUYECKMX HAacTpoeK B none «poTOKO» HYXKHO Bbl6paTb 3HaYeHme «Staticy,
3anoNHUTL nons «BHewHu IP-agpec», «Macka nogcetu», «lUnto3 no ymonvaHuto», «lMepsBuyHbii DNS» 1
«BTopuuyHbin DNS» npepocTtaBneHHbIMM NPOBalNAEepoOM COOTBETCTBYHOLWMMW 3HaYeHUaAmn. Ecam yctpolictea B
CceTM npoBaigepa NOAyyaloT ceTeBble HAcTPOMKM no npoTokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoTokon» BbIbepUTE COOTBETCTBYIOLWMIA MPOTOKOA WM BOCMOJIb3YATECH WMHCTPYKUMAMM npoBangepa Ans
NO/IHOM W NPaBUIbHOM HACTPOIMKN YCTPOMCTBA.

2.5.2 IP-tenedoHun

Ons pabotbl IP-TenedoHMM HeobxogMMO YCTaHOBUTb HACTPOMKKM B pasgene «IP-tenedonunsa». Ons
YKa3aHMA [OMONHUTE/IbHbIX MapameTpoB MepenauTe B PEXMM PaCLUMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«noodpobHeey.

Bo BKnagkax «JiuHua 1», «JIMHMA 2»  BbINOJHAKOTCA OCHOBHbIE HACTPOMKM TenedOoHHbIX MNOPTOB
ycTpoiictea «Phonel», «Phone2» cooTBeTCTBEHHO:

1,£I,nﬂ KOPPEeKTHOM paboTbl IPSec cneayeT OTKAOUYUTL TPAHCAALMIO a4PecoB OTNpaBUTeNs.
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e BKaoYumes — Npu yCTaHOBAEHHOM dnare AaHHAA IMHUA aKTUBHA;

e Homep — abOHEHTCKMI HOMEp, 3aKpenieHHbIN 3a TenedOoHHON NNHUEN;

e Wmsa nonb3osamesis — UMs NONIb30BaTeNA ANA ayTeHTUPUKaumm Ha SIP-cepBepe;
e [laponb —naponb ans ayteHTUdUKaumm Ha SIP-cepsepe.

Bo BK/1lagKe «SIP» BbINO/MHAKOTCA OCHOBHbIE HAaCTPOMKK Ana SIP-npoKcu cepsepa:

e SIP-npoKkcu cepsep — ceTeBol agpec SIP-cepBepa — YCTPOWMCTBA, OCYLLECTB/IAIOLLEIO KOHTPO/b
JocTtyna Bcex aboHeHTOB K TenepoHHOM ceTu nposanaepa. MoxKHO yKka3aTb Kak IP-agpec, Tak u
OOMEHHOe MMSA (4epe3 ABOETOYME MOMKHO 3a4aTb asnbTepHaTMBHbIM UDP-nopt SIP-cepBepa, no
ymonvaHuio 5060);

e Pezucmpayua — npu ycTaHoB/AeHHOM ¢nare paspelleHa pernctpauma aboHEHTCKUX MOPTOB Ha
cepBepe perncrpauuu;

e (Cepsep pecucmpayuu — CETEBOWN agpec YCTPOWMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpauma
BCeX aboHeHTOB TenedOHHOM CETU C LeNblo NPefoCTaBNEHUA MM NpaBa N0Ab30BATLCA YCAYyramu
cBA3M (4epe3 ABOETOYME MOMKHO YKA3aTb a/IbTEPHATMBHBIN MOPT CepBepa perncrpaumun, no
ymonuyaHuto 5060). MoxHO yKasaTb Kak IP-agpec, Tak u gomeHHoe umA. OB6bIMHO cepBep
pernctpauumn pusmnyeckn cosmellleH ¢ SIP-npoKkcu cepsepom (OHK MMEIOT 04MHaKOBbIM agpec);

e SIP domain — poMmeH, B KOTOPOM HaxoAMTCA YCTPOWMCTBO (3amo/iHATL Npu HeobxoaMmocTw),
Ha3Ha4vaeTcA aBTomatmyeckn u3 15 onuum npotokona DHCP wnnu 3apaetca BpyyHyto. [JomeH,
3a4aHHbIV BPY4YHYIO MMEEeT NPUOPUTET Ha HAacTPOMKOM, nonyyeHHon no DHCP.

Ana BctynneHna B cuny HOBOM KOH(bMI'ypaLI,MVI N 3aHeCeHMA HaCTpPOeEK B 3HEProHe3aBUCUMMYIKO MaMATb

HaXXMUTe KHOMKY . Ona oTmeHbl N3MEHEHUN HaXKmnTe KHOMKY

2.5.3 IP-tenesnpeHue

Ons paboTbl GyHKUMKM IPTV HYKHO BbINOJIHUTbL OCHOBHbIE HAacTPOMKKN B pasgene «IP-tenesuaeHue». Ona
YKa3aHMA [OOMNOJHUTENbHbBIX MAapaMeTpPoB nNepenguTe B PEXMM PaClUIMPEHHbIX HACTPOEK, HaxaB CCbIAKY
«nodpobHee».

e Bkarwoyume IPTV — npu ycTaHOBAEHHOM ¢dnare paspelleHa TpaHcAaumMa curdanos IP-tenesnaeHuma
¢ WAN-untepodeiica TAU-2M.IP (13 ceTu npoBangepa) Ha yCTPOKMCTBa, NOAKAIOYEHHble K LAN-
nHTepdelicy;

e Bkawyume HTTP-npoKcu — npwn ycTaHoBAeHHOM daare ncnonbsosatb HTTP-npokcn. HTTP-npokcu
ocyuiectBaseT npeobpasosaHmMe UDP-noToka B notok HTTP, 4To No3BOAAET y/AyylWMWUTb KayecTBo
TPaHCAMPYEMOTO M306paXKeHMA NPU NJOXOM KavecTBe KaHasa CBA3U B IOKA/IbHOM CETW.

e [lopm HTTP — Homep nopTta HTTP-npoKcK, ¢ KOToporo byaeT oCyLecTBAATLCA TPaHCAMPOBaHMe
BMOEO-NOTOKA. Mcnonb3ynte 3TOT MOPT A8 NOAKAKOYEHMA K TPAHCAMPYEMBIM YCTPOMCTBOM
noTtokam IPTV.

Hanpumep, ecnm yctponcteo numeet Ha LAN-uHTepdelice agpec 192.168.0.1, ana nopTa NpoKcu-cepsepa
BblOpaHoO 3HayeHue 2345, n HeobxogMmo BocnpomssecTn KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammel VLC aapec NOTOKa HY»HO 334aTtb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ana BCTyn/1€eHnA B CUNy HOBOWM KOHd)Ml'ypaLl,l/IVI N 3aHeCeHNA HaCTpPOEK B 3HEProHe3aBUCMMYKO NMaMATb

HaXMUTe KHOMKY . Ona otmeHbl N3MEHEHUI HaXkmuTe KHOMKY
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2.5.4 Cucrema

B pasgene «Cuctema» BbINOMHAETCA HACTPOMKa JocTyna K web-KoHpUrypatopy yctponctea. [ns
YKa3aHMA [OMONHUTE/IbHbIX MapameTpoB MeperauTe B PEXMM PaACLUMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«rnodpobHee».

Hoctyn kK Web yepe3 WAN:

e HTTP — npw yctaHOBAEHHOM daare paspelleHo NoakatoveHre K web-KoHdurypaTopy yCcTpoicTea
yepe3s WAN-nopT no npotokony HTTP (He6e3onacHoe nogKkatoueHue);

e HTTPS — npw ycTaHoBNEeHHOM diare paspeLleHo nogKkaodeHne K web-KoHpurypatopy ycTpoicrea
yepe3z WAN-nopT no npotokony HTTPS (6esonacHoe noaxatoueHue).

V Mo ymonuaHuio goctyn K web-uHtepdeiicy ycTpoiictea paspeLueH TonbKo yepes LAN-uHTepodeiic.

Ona sBctynneHna B cuny HOBOW KOHd)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYIO MaMATb

Ha*XmMunte KHOMKy . Ana oTmeHbl WU3MEHEHUIN HaXKMnTe KHOMKY

2.6 PacwunpeHHble HaCTPONKKU

[na nepexoaa B peKMM PacLUMPEHHbIX HACTPOEK YCTPOMCTBA HAXKMMUTE CCbINKY «n00pobHee» B Ha3BaHWUU
Nt060M NANTKM UAKU Ha NAaHeNUn cneBa Bblibepute NYHKT « HaCTPOMKM».
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2.6.1 OcHoBHble 3nemeHTbl web-uHTepdeiica

Ha pucyHke 7 npeacTaBneHbl 3/1eMEHTbl HaBuraumm web-KOHPUrypatopa B pexume paclIMpeHHbIX

HACTpPOEK.

TAU-2M.IP

m IP-teneconmn  IP-teneBugerne Cucrtema 2

WHTepHer QoS DHCP-cepsep  IokanbHbiid DNS  NAT 1 npoBpoc nopros CeTesoit 3kpaH ACL @unbTp MAC
MapLpyTH3aLma [uHamu4eckuii DNS SNMP
Hactpoiika MAC-agpeca WAN +]

Mepeonpepenvts MAC  LJ

MAC =

© 000 "Mpednpuamue "3nmekc”, 2011 — 2018 Bepcus MO: (tekywaa sepena MOy

Bepcun eed-udmep@elica: (Texkywan eepcna Bed-nutepdreiica)

PucyHOK 7 — 3nemeHTbl HaBuraunm web-KoHdurypatopa

OKHO M0/1b30BaTe/NIbCKOTO MHTepdeica pas3aesieHo Ha cemb obnacTeit:

1

Mma nosnb3oBaTtens, nog KOTOpbIM Obll OCYLLECTBAEH BXOZ B CUCTEMY, KHOMKa 3aBeplueHus
ceaHca paboTbl B web-uHTepdeliice (86/x00) Nog AaHHbIM MNOAb30BaTENEM U BbiNadalowWwee MeHHo
BblOOpa A3blka web-uHTepdelica.

BKNagkM MeHI TpynnupyroT BKAaAKM noameHio no Kateropusm: Cetb, IP-tene¢donHus, IP-
TenesmnpgeHue, Cucrema.

BKNagKM NOAMEHIO CAYKaT ANA YNPABAEHNA NOJEM HacTPOEeK.
MaHenb cmeHbl pexxuma web-koHourypaTtopa (onncaHue npuseseHo B pasgene 2.3).

Mone HacTpoeK yCcTpoicTBa, KoTopoe basnpyeTcsa Ha Bbibope Nonb3oBaTens, NpefHasHayYeHo ans
NPOCMOTPa HacTPOEK YCTPOMCTBA M BBOAA KOHOUIYPALMOHHbIX AaHHbIX.

KHonku ynpasneHusa KoHdurypaunei, noapobHas nHpopmaumua npmseseHa B pasgene 2.4.

- MpuMeHUMb — NPUMEHUTb U COXPaHWUTb TEKYLLYIO KOHOUIypaumio B 3HEProHe3aBUCUMYIO
NamATb YCTPONCTBa;
- OmmeHa — 0OTMeHa U3MEeHEeHWNI (BO3MOMKHA TO/IbKO A0 HaXKaTuA Ha KHOMKY «[IpumeHUmMb»).

NHbOopMaLMOoHHOE nosie, B KOTOPOM OTOBparkaeTca Bepcus NporpaMmHoro obecneyeHus, sepcus
web-nHTepdeica.
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2.6.2 MeHo «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHPUIYpUPOBaHUE CeTEBbLIX HACTPOEK YCTPOWCTBA.

2.6.2.1 NMoameHo «UHTEepHET»

B noameHto «MHTepHET» BbINOHAETCA KOHPUIYpUpPOBaHMe BHELWHeN ceTu (no npotokonam PPPoE, DHCP,
PPTP, L2TP, cTaTUYEeCKK, B peXMME MapLUpyTU3aTopa U MOCTa) MU JIOKaNbHOM CeTH.

OBwwe HacTpolKkM

WA xocta

BHelHARA ceTb

Moaxniouenme k Uktephet | TMpoBoaHoe NogKnicyeHte v
CropocTs v gynnekc Auto v
HacTpoikn nopknoveHun
Pexum paboTe: MapLupyTisatop v
Mpotoken DHCP v
AneTepHatuensit Vendor (D (ongua 50)
Wuchopmauna arerwta DHCP Relay (Onuwa 82)
Mepeurunbii DNS
Bropuuhbii DNS
Paamep MTU 1500
Weneneaoeats VLAN

OTKNOYUTE TPAHCNALMIO 3APECOB OTNPaBMTENA

NokanbHaA ceTb

|P-agpec

Macka noacetu

HacTpoiika IPSec

BrrounTs Cosmecm~asn paboma mpaHcisuuu adpecos omnpasumens u |PSec HeeoamoxHa

Obuwue HacmpoUKu

[ Uma xocma — ceTeBoe nmA YCTpOVICTBa.

BHewHAsa cemb

e [loOkarouyeHue Kk MHmepHem — cnocob NoAaKUYeHNs YCTPOMCTBA K BHELUHEN ceTu:

— [IposoOdHoe nodKnwoYeHue — NoAKAOYEHNE K CETU UHTEPHET OCyLLecTBASETCS TO/bKO NO
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nogkaodeHne K cetm WHTepHeT ocyllectsaseTca depes
6ecnposoaHoit USB-mogem 3G/4G (4epe3 ceTb MOBUIbHOM CBA3K), NMOAKIOUYEHHbIN K
USB-nopTy yCcTPOKCTBa;

— AsmomamuyecKu nepexodums Ha pe3epsHbili KAHAA — NOAKAOYEHUE K ceTU UHTepHeT
OCYLLECTB/IAETCA NO OCHOBHOMY KaHany (3agaetcs Huke B nosie « OCHOBHOM KaHan»), U B
C/ny4ae nponafaHuna AocTyna K cetu MIHTepHeT No OCHOBHOMY KaHany byaeT npousseseH
aBTOMATUYECKUI Nepexos, Ha pe3epBHbIl KaHasl.
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e CKopocmb u OynseKc — YCTAaHOBKA CKOPOCTU Mepenayn AaHHbIX U pexunma paboTbl Aynnekca Ha
Ethernet-nopty WAN aboHeHTCKOro WAto3a:

Auto — aBTOMaTMYeCKOoe COrnacoBaHUe CKOPOCTU U AYNeKca;

100 Half — noppepsknsaerca ckopoctb 100 M6UMT/C € NOAYAYNAEKCHBIM PEXMMOM;
100 Full — nopaep»usaetca ckopoctb 100 M6UT/c ¢ AyNAEKCHbIM PEXUMOM;

10 Half — nopaepxuBaetca ckopoctb 10 M6UT/c ¢ NnoayaynaeKCHbIM PeXxnmom;
10 Full — noaaepsknsaeTtca ckopoctb 10 M6UT/C ¢ AyNNeKCHbIM PEXKUMOM.

Hacmpoliku nodknwoyeHus

Mpu BblGOpe cnocoba nogknouyeHns «lMpoBogHoe noaKAlUYeHUe» OyayT AOCTYNHbI chaeayowme
HACTPOMKM NOAKNOYEHUS:

e Pexum paboTbl — pexknum paboTbl yCTPONCTBA:

Mapwpymuzamop — mexay LAN- n WAN-uHTepdelicamn yCTaHaB/MBAETCA PEKUM
mapupytmsatopa (LAN nsonmposaH ot WAN);

Mocm — mexgy WAN un LAN-uHTepdpencammn ycTaHaBAMBAETCA PEXMM MOCTA: AaHHbIE
nepeaatotcs npospayHo M3 LAN B WAN n o6paTtHo — paKTMUYECKM yCTponcTBO paboTaeT B
pernme KoMmMyTaTopa.

Mpu Bbibope pexuma paboTbl «Mapwpymuszamop» 6yayT [OCTYMHbI Cheaylowmne  HacTPOMKM

NOAK/YEHNA:

e [lpomokon — BbIGOP NPOTOKOMA, MO KOTOpOMY 6yaeT ocylwecTBAATbCcA noaxaodeHne WAN-
nHTepdelica yCTPONCTBA K CEeTU NpeaocTaBaeHuMa yCayr nposanaepa:

Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoaMmble napameTpbl Ha WAN-
nHTepdelic HasHavaloTca cTaTndecku. Mpu Bbibope TMNa «Static» ANA pefakTMpoBaHUA
CTaHYT AOCTYMHbI CAeayowme napameTpbl:

- BHewHuli IP-adpec ycmpolicme — yctaHoBKa IP-agpeca WAN-uHTepdeica ycTponctea B

ceTv npoBaliaepa;

- Macka nodcemu — macka BHELIHeWN noaceTu;
- W3 no ymon4aHurw — agpec, Ha KOTOprﬁ OTNpaB/AETCA NaKeT, eC/In ONA HEro He

HallaeH MapwpyT B Tabanue mapLipyTmsanmu;

- MepsuyHvbili DNS, BmopuyHsili DNS — apgpeca cepBepoB AOMEHHbIX UMEH (MCnoNb3ytoTcA

ana onpeaeneHuna IP-agpeca ycTpoiicTBa Mo ero AOMEHHOMY WMMeHM). [aHHble nosas
MOXHO OCTaBWUTb MYCTbIMW, ECIN B HUX HET HEOBXOANMOCTY.

DHCP — pexum paboTbl, npu Kotopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
W03 MO YMOJIMAHUIO U ApyrMe napameTpbl, Heobxogumble ana paboTbl B ceTun, dyayT
nony4veHsl ot DHCP-cepsepa aBTomaTU4eCcKu.

MoaaepmMBaemble oNuUUn:

- 1 — macka cetu;

- 3 —aApec ceTeBoro W3a No YMOJIHAHUIO;
- 6 —aapec DNS-cepsepa;

- 12 — ceTeBOE MMA YCTPOMCTBA;

- 15 — pomeHHoe ums;

- 26 — pasmep MTU;

- 28 — WMpoOKOoBeLLaTebHbIM agpec cetu;
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- 33 — cTaTMYECKME MApPLUPYTbI;

- 42 —appec NTP-cepBepa;

- 43 — cneunduyHasa nHPopmauua npomssoauTeNs;

- 60 — anbTepHaTmBHbIN Vendor ID;

- 66 —agpec TFTP-cepsepa;

- 67 — uma daitna MO (ana 3arpysku no TFTP ¢ cepsepa 13 onuuu 66);
- 82 — nuHdopmauums areHTa DHCP Relay;

- 120 — outbound SIP-cepBepa;

- 121 — 6ecKknaccoBble CTaTUYECKME MapLIPYTHI.

Ons npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb Heobxoanumoe 3HaYeHue onumin 60 n 82.

- AnbmepHamusHeili Vendor ID (onyus 60) — npu ycTtaHoBneHHOM ¢nare YCTPOWUCTBO
nepenaér 8 DHCP-coobueHusax B onumn 60 (Vendor class ID) 3HaueHue us nona Vendor ID
(onyusa 60). Npu nyctom none onuma 60 B coobuieHmax npotokona DHCP He nepepaércs.

Ecnu dnar AnemepHamusHeiii Vendor ID (onyus 60) He ycTaHoBAeH — B onumn 60 nepeaaetcs
3Ha4YeHMe MO YMOJIYAHUIO, KOTOPOE MMEET Caeaytowmii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTtporictea][HW:annapaTtHan Bepcus]

[SN:cepuitHbIn Homep][WAN:MAC-agpec nntepoeica WAN]

[LAN:MAC-agpec nHtepdeiica LAN]J[VERSION:Bepcus nporpammHoro obecrneyeHusn]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

- UHpopmauma areHta DHCP Relay (onuma 82) — npu ycraHosieHHOM ¢nare no3Bonser
no6asutb 8 DHCP-3anpoc:

= ldeHmugpukamop uenu aezeHma (Onyus82) — nossonser pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ldeHmugpukamop ydaneHHozo aeeHma (Onyus82) — nossonseT gobasutb B DHCP-3anpoc onuuio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok mcnonbzyembix DHCP-onumit Ha Kaxgom ceteBom MHTepdelice (Internet, VolP,
Management) MOXHO 3agaBaTb BpPy4YHylo. [Oaa nonyyeHus WMHOPMaUMKM MO HACTPONKe
cnuncka cm. OwnbKa! UCTOUHUMK CCbINIKU He HaliAeH..

MepsuuHelli DNS, BmopuuHeili DNS — |P-agpeca DNS-cepsepoB — ecnu agpeca DNS-

CEPBEPOB HE Ha3HaAyaloTCA aBTOMaTMyecku no npotokony DHCP, npu HeobxogumocTu 3agaiiTe ux
BPYYHyto. Aapeca, 3agaHHble Bpy4YHytlo, OyayT umeTb npuoputeT Hag, agpecamu DNS-cepsepos,
noay4yeHHbiMn no npotokony DHCP.

—  PPPOE — pexum pabotbl, npyn Kotopom Ha WAN-nHTepdeiice nogHumaetca PPP-ceccus.
Mpwu BbIbOpe «PPPOE» gna peaakTMPOBaHUA CTaHYT AOCTYNHbI Caeayolwme napameTpbl:

Umsa nonb3zosamesna — MA NONb30BaTeNA AnAa asTopmsaunmn Ha PPP-cepsepe;

lNapons — naponb ana aBTopusaumm;

MTU — MaKcMManbHbii  pasmep 6/10Ka  AaHHbIX, NepegaBaemblXx MO CETU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nmsa ycnyrn — 3HauyeHue Tera Service-Name B coobieHnn PADI (none He
06s3aTeNIbHO A1 3ano0/IHeHWsA);

Tun coeduHeHUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HauyeHusa PPPoE-ceccus nogHsTa
Bcerga (AlwaysOn), wHMUMMpyeTCA MpuM  HeobxoauMOCTM nepefaun  TpaduKa
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(OnDemand) uMAM MHUUMKMPYETCA M TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK
«BK1OUYNTD TYHHENb/BbIKNIOUNTL TyHHENb» (Manual);

Talimaym HeakmusHocmMu, C — TPOMEXKYTOK BPEMEHM, MO WUCTEYEHMU KOTOPOTO
npoucxoaut paspble PPPoE-ceccnmn no HeakTMBHOCTM B pexkume OnDemand;

LCP echo uHmepsar, ¢ — nepuog otnpaskn LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyecTBo HeoTBeyeHHbIx LCP-3anpocos, nocne
KOTOPbIX Nnponcxoaumt paspbis PPPoE-ceccnu;

Bmopoli docmyn — Tun A0CcTyna K SIOKa/ibHbIM CETEBbIM pecypcam.

Mo3KHo BbIbpaTb 2 BapuaHTa:

DHCP — puHammyecknin goctyn, koraa IP-agpec 1 Bce HeobxoaMmble NapameTpbl NOayYatoTcs
no npotokony DHCP;

Static — cTaTMYecKnin — B 3TOM Cayvyae Heobxogumble oA AOCTYNa NapameTpbl 3afaroTcA
BPYUYHYIO:

= |[P-adpec — Npu CTaTUYECKOM A0CTyMe C 3TOro afpeca ocylecTsaserca goctyn oo PPTP-
cepBepa;

= Macka nodcemu — Npu CTaTUHECKOM AOCTYMNe MacKa NoAceTH;

= DNS-cepsep — npu ctatudeckom poctyne cepsep DNS, ncnonb3yemobl B NOKanbHOM

cetuy;
= [lInto3 — npu CcTaTUYEeCKOM JocTyne w3 ana goctyna K PPTP-cepsepy (ecnu
Heobxoaum).

Ucnone3zosame emopoli docmyn 90na VolP — onuma AocTynHa, ecnn ans cepsuca IP-
TenedoHUN He HacTpPoeH BblAeNeHHbI UHTepdelc (ycTaHoBneH d¢nar «Mcrnons3zosames HAcMpoUKu
Internet»). Mpw cHAToM dnare (No ymonyaHuto) cepsuc IP-tenepoHUN Mcnonb3yeT ana ceoei paboTbl
nHTepdelic PPP, npu yctaHoBneHHOM — MHTepdelic BToporo goctyna (IPoE);

AnnapamHoe yckopeHue mMpAaguka — B 3aBUCMMOCTU OT BbIOPAHHOrO 3HayeHwuA
OOCTUraeTcs yBeAMYeHWEe MPOMYCKHOM CnocobHOCTM ycTpolcTBa npu nepegade Tpaduka PPP (npwu
Bblibope PPP) unu IPoE (npu Bbibope Ethernet).

—  PPTP — pexXum, Npu KOTOPOM BbIXOg, B MIHTEPHET OCYyLLeCcTBAAETCS Yepes chneumanbHbli
KaHan, TYHHeNb, ucnonbsysa npotokosa PPTP. Mpu Bbibope «PPTP» ana penakTMpoBaHUSA
CTaHYT AOCTYNHbI Cheaytowme napameTpbl:

PPTP-Cepsep — IP-agpec cepsepa PPTP;

Uma nonsv3zosamerna — MMA NONb30BaTeNa oA astopmsaumm Ha PPTP-cepsepe;

lMaposeb — naponb gnAa asTopusauunm Ha PPTP-cepsepe;

MTU — MaKcMMasnbHbIi  pasmep 6/I0Ka [AaHHbIX, MepeAaBaemblXx MO CETU
(pekomeHayemoe 3HaueHune — 1462);

Tun coeduHeHUS — B 3aBUCMMOCTM OT BblbpaHHOro 3HayeHuAa PPTP-ceccuss noaHsTa
Bceraa (AlwaysOn), wHUUMMpPYeETCA MpM  HeobxoAMMOCTM nepegaun  Tpaduka
(OnDemand) vnn MHUULMUPYETCA U TEPMWUHUPYETCA BPYYHYIO MPM NMOMOLLM KHOMOK
«Braoyume myHHess/Bobikaouume myHHens» (Manual);

Talimaym HeakmusHOCMU, C — TMPOMEXYTOK BpPeMeHM, MO WCTEYEHUU KOTOPOro
npoucxoamT paspblis PPTP-ceccumn no HeakTMBHOCTU B pexkume OnDemand,

LCP echo uHmepsas, ¢ — nepuog, otnpaskun LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyecTtBo HeoTBeudeHHbix LCP-3anpocos, nocne
KOTOpPbIX NnpoucxoamT paspbis PPTP-ceccunu;

Bmopoli docmyn — Tn JOCTyNa K IOKanbHbIM ceTeBbiM pecypcam n PPTP-cepsepy.
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MoKHo BbI6paTb 2 BapuaHTa:

DHCP — panHamuuyeckuit poctyn, Korga IP-agpec M Bce Heobxoaumble napameTpbl
nosay4atotca no npotokony DHCP;

Static — cTaTMyeckuii, B 3TOM caydae Heobxogumble anAa poctyna K PPTP-cepsepy
napameTpbl 334aK0TCA BPYYHYIO:

e I[P-a0pec — npu CTaTUYECKOM AOCTYMe C 3TOro agpeca ocywectsaserca goctyn go PPTP-
cepBsepa;

e Macka nodcemu — nNpw CTaTUYECKOM AOCTYNe Macka NoAceTyH;

e DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnonbsyembliii B NOKasbHOM

ceTu;
e llln103 — nNpwu CcTaTMYecKom JocTyrne w3 aasa goctyna K PPTP-cepsepy (ecau
Heobxoaum).

Ucnoneszosams emopoli docmyn 0asa VolP — onuma poctynHa, ecan ana cepsuca |IP-
TenedoHUM He HaCcTPOeH BblAeNeHHbIN UHTepdenc (yctaHoBneH ¢nar «Mcnonb3oBaTb HACTPOMKM
Internet»). Npu cHATOM dnare (No ymondyaHuio) cepsuc IP-tenedboHnn ucnonbayer ans cesoei paboTsbl
uHTepdelic PPP, npu yctaHoBneHHOM — HTepdelic BToporo goctyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKO ANA HTepdeica BToporo goctyna (IPoE).

— L2TP — pexum, npu KOTOPOM BbIXxoZ B UHTepHeT ocyliecTBAAeTCA Yepe3 crneumanbHbIn
KaHa/, TyHHeNb, Ucnosb3ya npotokon L2TP. Mpu Bbibope «L2TP» ana pegakTMpoBaHWUsA
CTaHyT AOCTYMHbI Cneaytowme napameTpbl:

L2TP-cepsep — IP-agpec cepsepa L2TP;

Umsa nonb3osamesnsa — Ma NONb30BaTeNA ANA aBTopu3aummn Ha L2TP-cepsepe;

lMapone — naponb ana asTopusaunm Ha L2TP-cepsepe;

MTU — MaKcMManbHbii  pasmep 6/10Ka  AaHHbIX, MepefaBaemblx MO CeTH
(pekomeHayemoe 3HaueHue — 1462);

Tun coeduHeHuUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HadyeHusa PPTP-ceccus noaHsTa
Bcerga (AlwaysOn), wHWUMMPYETCA NpUM  HeobxoAMMOCTM nepedayn  TpaduKa
(OnDemand) vnn MHULMMPYETCA U TEPMUHUPYETCA BPYYHYIO MPUM MOMOLLM KHOMOK
«BKao4ums myHHesb/Bbikaoyume myHHens» (Manual);

Talimaym HeakmusHOCMU, C — TMNPOMENKYTOK BPEMEHW, MO WCTEYEHMU KOTOPOro
npouncxoamT paspbie L2TP-ceccun no HeakTUBHOCTM B pexkume OnDemand;

LCP echo unmepean, ¢ — nepuog otnpaskun LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuuyectBo HeoTBe4eHHbIx LCP-3anpocoBs, nocne
KOTOPbIX NponcxoamT paspbis L2TP-ceccum;

Bmopoli docmyn — TMn [ocTyna K JIOKanbHbIM ceTeBbiM pecypcam u L2TP-cepBepy.

Mo»Ho BbIOpaTb 2 BapuaHTa:

DHCP - panHamuuyeckuit pgoctyn, Korpga |P-agpec u Bce Heobxogumbie napameTpbl
noay4atotca no npotokony DHCP;

Static — cTaTUyeckuii, B 3TOM c/aydyae Heobxoaumbie anAa pgoctyna K L2TP-cepsepy
napameTpbl 3a4a0TCA BPYYHYIO:

- IP-adpec — npu CTaTMYECKOM [OCTYMe C 3TOro afpeca ocyuiectsaserca goctyn go PPTP-
cepsepa;

- Macka nodcemu — npu CTaTUYECKOM AOCTyrne Macka NoAaceTu;

- DNS-cepsep — npu ctatuyeckom pgoctyne cepsep DNS, ncnonb3yembli B N0OKasbHOM
cetu;
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- llinto3 — npu CcTaTMYecKom AocCTyne w3 aAna aoctyna K L2TP-cepsepy (ecam
Heobxoaum);

- Ucnonbzosame emopoli docmyn 0asa VolP — onuua gocTynHa, ecam gnsa cepsuca IP-
TenedpoHUN He HACTPOeH BblAeseHHbIN WHTepdelic (ycTaHoBneH dnar «Mcnosib3oBaTb
HacTpolikn Internet»). Mpu cHATOM ¢nare (no ymonuyaHuwo) cepsuc IP-tenedoHUn
nucnosb3lyeT Ana ceBoeit pabotbl uHTepdeinc PPP, npu ycTaHOBAEHHOM — uHTepdeic
BTOpOro gocryna (IPoE).

AnnapaTtHoe yckopeHue TpadurKa paboTaeT To/IbKO ana uHTepdeiica BToporo goctyna (IPoE).

Mpotokonbl PPTP n L2TP ucnonb3yotca gnAa co3AaHMA 3alMLLEHHOrO KaHana CBA3M
yepes Internet merKay KomnbiOTEpOM YAa/IeHHOrO MOJ/b30BaTeNsi U YaCTHOW CETbl0 ero
opraHusaummn. PPTP n L2TP ocHoBbiBatoTcA Ha npoTokone Point-to-Point Protocol (PPP) un
ABNAIOTCA €ro paclwupeHuamMn. [aHHble BepxXHUX ypoBHel mogenu OS| cHavana
WMHKancynupytotca B PPP, a 3atem B PPTP mnaun L2TP gna TyHHeNbHOM nepegayun yYepes cetu
obuwero pocrtyna. ®yHKUMOHANbHblE BO3MOXHOCTM PPTP n L2TP pasnuyHbl. L2TP moxkeT
NCNob30BaTbCA He TO/bKO B IP-ceTaX, cnyebHble coobleHUs aas co3gaHuA TYHHena u
nepecbisIKU NO HEMY AaHHbIX UCNONb3YIOT O4MHAKOBbLIA GpopmaT M npoTokonbl. PPTP moxkeT
NPMMEHATLCA TONIbKO B IP-ceTax, U emy Heobxoammo oTaesibHoe coeguHeHwe TCP ana
CO3/1aHMA U UCNONb30BaHWA TyHHena. L2TP nosepx IPSec! npegnaraet 6onblie ypoBHeN
6e3onacHoctu, yem PPTP, M rapaHTMpOBaTb BbICOKYIO CTeneHb 6e30MacHOCTb BaKHbIX A/1A
OpraHM3aLnmn JaHHbIX.

OcobeHHocTn L2TP genatoT ero odeHb MEPCNEKTUBHbIM MPOTOKONOM A/ NMOCTPOEHUSA
BUPTYaJIbHbIX CETEN.

e Ucnonszosame VLAN 80 sHewHeli cemu — nNpw ycTaHOBAeHHOM diare UCMo/b30BaTb 418 BbIXO4a
B MHTepHeT ngeHtudumratop VLAN, ykasaHHbIn B none «VLAN ID».

—  VLAN ID — npgentuduratop VLAN, ncnonbsyemblit gns 4aHHOM yCnyru;

— 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAMBaeMbii
Ha ucxoadAwme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHUMaeT 3HayeHns oT O (HU3WKUiA
npuopuTeT) Ao 7 (HaMBbICWNI NPUOPUTET).

VLAN — BupTyanbHan nokanbHas ceTb. MpeactaBnseT cobolt rpynny XocToB, 06beANHEHHbIX B
O4HY CeTb, HEe3aBMCMMO OT WX  GU3MYECKOrO  MECTOHAXOMAEHUA.  YCTPOMCTBa,
CrPYNNUPOBaHHble B OAHY BUPTyanbHytlo ceTb VLAN, MMelT OAMHAKOBbIN MAEHTUDUKATOP
VLAN-ID.

e OmKAIYUMb MPAHCAAYUK adpecos omnpasumess — NpPU YCTAaHOBNEHHOM dJiare OTKAHYEHA
noAMEeHa ajpeca MWCTOYHUKA OTMNpPaBUTENA NaKeTa W3 JIOKalbHOU nofcetn (OTKAYeHue
masquerading ).

Mpu Bbibope perknuma paboTbl «Mocm» 6yayT AOCTYMHbI CAeAyHoWMe HaCTPOMKM NOAKAYEHMS:

e [Ipomokon — Bbl6Op NPOTOKONA, NO KOTOpPOMY bByaeT ocyulecTBaaTbcA noakaodeHve WAN-
nHTepdelica yCTPONCTBA K CETU NPeAoCTaB/eHNA YCAYTr NpoBakgepa:

—  Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdelic HasHavaloTcA cTaTndecku. Mpwu Bbibope TMNa «Static» ANa peaakTMpoBaHUA
CTaHYT AOCTYMHbI CAeaytowme napameTpbl:

- IP-adpec — ycTaHoBKa IP-agpeca WAN-uHTepdeica ycTpoiAcTBa B CeTM NpoBaiiaepa;
- Macka nodcemu — macKa BHelWHen noaceTy;

1 Nna koppeKTHOI1 paboThl IPSec creyeT OTKIIOYUTL TPAHCAALMIO aAPECcoB OTNPaBUTENS.
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- lnto3 no ymonyaHuo — aapec, Ha KOTOPbIA OTNPaBAAETCA MaKeT, ecnu AAA Hero He
HaliieH MapLpyT B Tabauue mapLipyTusauuuy;

- MepsuyHbili DNS, Bmopu4Hsili DNS — agpeca cepBepoB [AOMEHHbIX WMEH
(ncnonb3sytotes ans onpeaeneHus IP-agpeca ycTpoicTBa No ero AOMEHHOMY UMEHU).
[aHHble NoiA MOMKHO OCTaBUTb NYCTbIMU, €C/IU B HUX HET HE0BX0AMMOCTH.

DHCP — pexnm paboTbl, npu Kotopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
W3 NO YMOJYAHUIO W Apyrue napameTpbl, Heobxogumblie AnA paboTbl B ceTw,
Ha3HayvatoTcA no npotokony DHCP.

- AnbmepHamusHesili Vendor ID (onyus 60) — npu ycTtaHoBneHHOM ¢nare YCTPOWCTBO

nepenaér 8 DHCP-coobuweHusx 8 onuum 60 (Vendor class ID) 3HaueHue 13 nona Vendor ID
(onyua 60). Npu nyctom none onuma 60 B cooblieHMAx npoTokona DHCP He nepenaércs.

Echn ¢nar AasmepHamusHesili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHue Nno yMmoa4aHuio, KOTopoe MMeEeT caeaytowmnii popmar:
[VENDOR:npoussoauTens][DEVICE:Tmn yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuiiHbliit Homep][WAN:MAC-aapec nHtepdeica WAN]

[LAN:MAC-aapec nHtepdeitca LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHudbopmauusa areHta DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢nare nos3sosAeT
fob6asuTtb B8 DHCP-3anpoc:

= UoeHmugukamop yenu azeHma (Onyus82) — nossonsetr gobasuTb B DHCP-3anpoc
onuuto 82, nogonuuto 1 - Agent Circuit ID;

=  UdeHmugpukamop ydaneHHo20 azeHma (Onyua82) — nossonset aobasutb B DHCP-
3anpoc onuuto 82, nogonumio 2 - Agent Remote ID.

—PPPoE — pexxum paboTbl, npu Kotopom Ha WAN-uHTepdeiice nogHumaetca PPP-ceccus. Mpu
Bblbope «PPPOE» Ana pefaKTUPOBaHMA CTaHYT AOCTYMHbI CieAytolwme napameTpsbl:

Umsa none3zosamensa — uma NONb30BaTeNa Ana asTopusaunm Ha PPP-cepsepe;

lMaposab — naponb AnA aBTopu3sauunm;

MTU — maKkcMmanbHbI pa3mep 610Ka AaHHbIX, NepesaBaemMblix MO CeTU (pekomeHayemoe
3HavyeHue — 1492);

Service-Name — vms ycnyrn — 3HadeHue Tera Service-Name B coobuweHun PADI (none He
0bA3aTeNnbHO A8 3aN0NHEHUA);

Konuuyecmeo owubok LCP echo — Konn4yecTBo HeoTBedeHHbIXx LCP-3anpocoB, noc/ie KoTopbIX
nponcxoanTt paspblis PPPoE-ceccuu;

V Mpu Bbi6ope PPPOE B pexxume mocTa TMN coeauHeHua Bcerpa byaer AlwaysOn.

Bmopoli 0ocmyn — TMN A0CTyna K 10KasibHbIM CETEBbIM pecypcam.

Mo:KHo BbI6paTb 2 BapuaHTa:

DHCP — puHamuuyeckmn poctyn, Korga |IP-agpec M Bce Heobxogumble napameTpsl
noay4yatotca no npotokony DHCP;

Static — cTaTMYecKuit — B 3TOM c/lydae Heobxoaumble Ana A0CTyna napameTpbl 3agakoTcA
BPYUYHYIO:
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= |P-g0pec — Npwn CTAaTMYECKOM AOCTyne C 3TOro agpeca OCyLLEeCTBASETCA AOCTyn A0
PPTP-cepBepa;

= MacKka nodcemu — Npuv CTaTUYECKOM [0CTYNe MacKa NoACeTy;

=  DNS-cepsep — npu ctatudeckom goctyne cepsep DNS, ncnosbsyemoblit B IOKabHOM

cetu;
= [lno3 — Npu cTaTUYECKOM A0CTyne W3 Ana aoctyna K PPTP-cepsepy (ecau
Heobxoaum).

Cnucok wmcnonb3syembix DHCP-onumit Ha Kaxgom ceteBom WHTepdeiice (Internet, VolP,
Management) MOXHO 33gaBaTb BpyYHyt. [na nonyyveHuna uHGOpmMaLMM MO HACTPONKe
cnucka cm. OwmnbKa! UCTOUHUK CCbIZIKM HE HallgeH..

- MepsuyHbili DNS, BmopuyHsili DNS — IP-agpeca DNS-cepsepoB — ecnmn agpeca DNS-
CepBepoB He Ha3HayalTCA aBTOMATMYecKu no npotokony DHCP, npu HeobxoammocTtu
3apanTe MX BpPy4YHyto. Agpeca, 3adaHHble Bpy4Hyl, OyayT MMeTb NpPUOPUTET Hag
agpecamun DNS-cepsepoB, noay4yeHHbIMM No npoTokony DHCP.

Mpwn BbiIBope cnocoba nogknoueHmsa «3G/4G USB-mogem» A1 HAaCTPOMKN ByayT AOCTYMHbI caeaytolime
nons:

HacTpoWKu NoAKNOYeHUA
IMOGHIEHLIA NpoBaRaep Megafon v
WMmA nonb3oeaTtens
Maponk
Homep fosscHa G0
OononHUTENbHBIE NApameTpel | AT+CGDCONT=1,IP.internet
MTU 1492

AnsA 3anofHeHUs RACMpPoex PeKOMeH008aHHbIMU Z Tlo yMon4aHuio
Nposaidepom aHaYEHLUAMU HAKMUME KHOMKY

OTKNHOYHTE TPAHCNALMID a0pECOE OTNPaBuTENA

e MobusnbHblli nposalidep — umsa nposaiaepa, NpeaoCcTaBAoLLEero 4octyn K cetn 3G/4G. U3 cnucka
Bbl MoxkeTe BbIOpaTb OAHOIO M3 LIECTU MOBWIbHbIX ONEepaToOpPOB (HACTPOMKM KaKAOrO U3 HUX
XPaHATCA B MaMATM YCTPOWCTBA), MPUCYTCTBYIOWMX Ha TeppuTopum Poccuitickon depepaumm:
MeradoH, bunaiiH, MTC, CKainanHk, Tene2, Yota. Mpu HaxaTum Ha KHoOMNKy «[llo ymonyaHuto»
NPOM30MAET 3aN0/IHEHNE HACTPOEK NOAKAOYEHMA NapameTpamm BbibpaHHOro nposaiigepa. Ecam
HaCTPOMKM NpoBaiifepa B BallemM PErMOHE OT/IMYAIOTCA OT NPeASIOXKEHHbIX, OTPEAAKTUPYINTE UX B
COOTBETCTBUM C HEOOXOAMMbBIMU 3HAYEHUAMM.

Ecnv Bawero npoBaiigepa HeT B CMCKe — BblbepuTe 3HayeHue «[pyroi» v 3anosiHWTe BCe NOJS B
COOTBETCTBUM C HACTpOMKamu Bawwero npoBaigepa;

e [lpomokon — none AOCTYNHO TOJIbKO NMpuU Bblbope 3HauveHus «Opyrom» M3 cnmMcka mMoOWUbHbIX
nposaiaepos. B 601blLIMHCTBE Cay4YaeB MOBUAbHbIE OMnepaTopbl MCMNOAbL3YIOT NpPoTokon PPPoE
ONA [OCTyna K CBOel CeTu, 04HAKo ana paboTbl C MOAEMaMM HEKOTOPbIX NMPOBaLEPOB MOXKET
notpeboBaTbcs BbI6Op NpoToKosa DHCP;

e UmAa nonvzosamena — WMA NONb30BATENA [ANA UAEHTUPUMKALMM NPU  NOAKAOYEHUN K
6ecnpoBoaHOM ceTy;

e [laposb — naponb Ans naeHTMOUKauumn Npu NoaxKAoYeHUN K 6ecnpoBoaHOM ceTy;

e Homep 00380HG — HOMep A03BOHA ANA NOAKNOYEHUs K BecnpoBogHoOM ceTu (Npumep: ¥*99***14);
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e [lononHumesnbHble napamempsl — NapameTpbl A8 MOAKNOYEHUA K CeTM MOBWUIbHON CBA3U
(npmep: AT+CGDCONT=L,IP,internet — ana MeradoH); B 4aHHOM CTPOKe Hesb3si UCMO/Ib30BaTb
KaBblYKMK;

e MTU — makcumanbHbih pasmep 6710Ka AaHHbIX, NepegaBaemblx MO CETU, PEKOMeHAyemoe
3HayeHne — 1492.

e OMKAYUMbL MPAHCAAYU adpecog omnpasumesns — MNPU YCTAaHOBAEHHOM ¢nare OTK/IYeHa
nogMeHa agpeca WCTOYHMKA OTNpaBUTENs MaKeTa W3 JIOKanbHOM noacetn (OTKAloYeHue
masquerading).

KHonka «flo ymMon4vaHuto» npegHasHayeHa A/A 3aM0/IHEHWA HaCTpoeK MpoBaigepa 3apaHee
npeaycTaHOBNEHHbIMW 3HAYEHUAMM, XPAaHUMbIMU B MaMATU YCTPOMCTBA, TEM CaMbliM M36aBAAsA NoNb30BaTeNs OT
HEeobX0AMMOCTM UCKaTb 3TU HAacTPOMKKU B MHTepHeTe.

Mpu BbiGOpe crnocoba nogxnoyveHUs «ABTOMATMUECKM MepexoauTb Ha pe3epBHbli KaHan» byayT
OOCTYMHbI Cieaytolme HaCTPOMKM:

BHelwHAR ceTh

Moarnoqenue K MHTEpHET AETOM3THYECKH NepexoinTs ¥

OCHOEHDW KaHan MposogHoi b
CropocTs » gynnexs Auto b

HacTpoik NpoBOOHOTO NOAKNHMEHHA
MpoTosan DHCP T

AnsTeprarmeHei Vendor ID (onuwus §0)
WHdopmauws areqta DHCP Relay (Onuwan 82)
Mepenudeit DNS 8.8.8.5
ETopuuteii DNS
Paamep MTU 1500
Wenoneaoeate VLAN
HacTpoikk GecnpoBogHOTO NOAKMIOYEHNA

MoGKnbHEN NpoEaRZep Megafon ¥
lma nonbaoeaTens
Mapone
Homep gossoHa
JononHKTensHsIE NapameTpsl
MTU 1492

[LINA 3EAN0MHERLIA HACMPOSK DEXOMEHODEEHHEIMLU # Mo YHMOMEHHED
Mpoealdepom IHIHEHUAMY HENMUIME KHOMKY

OTEMKHWTE TPEHCMALWK A0pecoE OTNPaBUTEns

e OcHosHoli kaHan (Preferred channel) — n3 BbiNagatoWero CNMcKa HyXKHO BblbpaTb TMM OCHOBHOIO
KaHana:
— [posooHoli (Wired) — kaHan uepes Ethernet WAN nopT ycTpoiicTsa.
— bBecnpoeodHsili (Wireless) — KaHan uvepe3 ceTb MOBWIbHOM CBA3M MNOCPEACTBOM
6ecnposoaHoro USB-moaema.
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Hacmpolku nposodH020 NOOKAOYEHUA:

HacTpolKM WMAOEHTUMYHbI HAcTpoMKam AnA crnocoba noakatoueHnsa «fMpoBogHOe NOAKAIOYEHUE» C
BbIGPaHHbIM peXKMMmom « MapLupyTusaTop».

Hacmpoliku 6ecriposo0H020 MoOKAOYEHUS:

HacTpoiiku naeHTUYHbI HacTpoiKkam ana cnocoba noaxatodeHns «3G/4G USB-mogem».

[posepka Haau4us 0ocmyna 8 UHMepHem:

MpoEepka HANW4KMA OOCTYNa B HHTEPHET

TasmayT c#MJaHWA OTEETA OT CEPEEpa, MC 1000
YWcno NonbIToK JOCTYNA K cepeepy 10
HHTepean Me#gy LWWENaMK 0NPOCA CEPESPOE, C 240

Ping-cepeep 1

e Talimaym oxudaHus omeema om cepeepa, C — BPeMsA, B TeYeHMUE KOTOPOro OXuaaeTca oTBeT oT
PING-cepBepa;

e Yucno nonbimok docmyna K cepsepy, ¢ — MaKCMMalbHOE 4YMCAO NOMbITOK goctyna K PING-
cepBepy, nocae Yyero byaeT NPUHATO pPeLLeHME O NEPEXOLE Ha pe3epPBHbI KaHan;

o /IHmepsan MexOy UUKAGMU OMNpoca cepsepos, C — MNPOMENKYTOK BPEMEHM, MO UCTEYEHUU
KOTOPOro HauyMHaeTcA HOBbIM LMK onpoca PING-cepBepos;

e Ping-cepsep 1..5 — IP-appec nan gomeHHoe nma PING-cepsepa. MNonsa ana seoga PING-cepsepos
2..5 noABAnATCA NOCAe 3aN0/IHEHUA NpeablAyLero nNons.

JIOKanbHAsA cemso:

e |P-adpec ycmpolicmea — IP-aapec yCcTpoMCTBa B JIOKa/IbHOM CeTy;
e  Macka nodcemu — macKa NOACETUN B JIOKa/IbHOM CETU.

/ HacTpoliika noKkanbHol ceTu B pexkume paboTbl ycTpoiictea « MocT» HeaoCTynHa.
/ Mpu M3meHeHUM agpeca NOKANbHOM NOACETUM NPOUCXOAUT ABTOMATMUECKas CMeHa nyna
agpecos noKanbHoro DHCP-cepsepa (Cetb — DHCP-cepBep).

Hacmpolika IPSec:

B AaHHOM pasgfene ocyLecTBAAETCA HAacTPOKa WndpoBaHUa no TexHonorum IPSec (IP Security).

IPSec — 3To Habop NPOTOKONOB ANA obecneyeHuUs 3aWuUTbl AaHHbIX, NepesaBaemMbiX N0 MEXKCETEBOMY
npoTokony |P, NO3BONAOWMIN OCYLLECTBNATb MNOATBEPXKAEHUE NOAAMHHOCTU (ayTeHTUPUKALMIO), NPOBEPKY
LLeNOCTHOCTM n/uan wundposaHue IP-nakeTos. IPSec Takxe BKAOYaeT B cebA NPOTOKO/bI ANA 3aWULLEHHOIO
obmeHa Kato4vamm B ceTu MHTepHeT.
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B Tekywel Bepcum nporpammHoro obecneyeHua nocpescTBOM
[0CTyn K MHTepdelicam ynpasneHus yctpoictsom (Web, Telnet, SSH).

IPSec MOXHO OCyLLECTBAATL TONLKO

Hactpoiika IPSec
BrnoynTe
WHTepheic
NokansHoi IP-agpec
Agpec NoKansHeH NOGCETH
Macka nokansHol NogoeTH
AQpec yoanesHoi NogceT
Macka yganeHHoi nogeeTr
¥aaneHHbl i WN0E
Pesaim NAT-T
ATPECCHEHBIA PEXHM
Tun ngesTudgmrkaTopa

WMaeHTudkaTop

ERER
3apaHes 2af0aHHbIA KNy
ANTOpUTM 8YTEHTHIMKALMK
ANropUTM WHdpoBaHns
Fpynna Oudidu-Xennmana
Bpema #usnn dasel 1, cek

Pasa 2

ANTOpUTM 8YTEHTHIMKALMK
ANropUTM WHdpoBaHns
Fpynna Oudidu-Xennmana

Bpema #nzHn gasel 2, cex

Ethernet

Off

addr

in
W

=

ot 255.255.255.255,

NnOo3BO/IAET 3a4aTb

Bkatovyume — paspeLlnTb UCNOb30BaHWeE NpoTokona IPSec ana wnoposaHMa AaHHbIX;

UHmepdgpelic — HacTpolika UMEEeT CUAY TONIbKO Npu Bblbope ana UHTepHeTa npoTokonos PPPOE,
PPTP unu L2TP n onpeaensaeT, ans AocTyna no Kakomy nHtepdeiicy ucnonbsosatb IPSec: Ethernet
(nHTepdodeiic BToporo aoctyna) unamn PPP (nHTepdelic nepsoro goctyna). MNpu Bbibope NpoTOKo/0B
DHCP wnnu Static B ycnyre akTMBEH TONbKO 0aAMH UHTepdeiic (Ethernet), no KoTopomy BO3mMOXKeH
[0CTyn ToNbKo nocpeactsom IPSec;

JlokanbHbili IP-adpec — agapec ycTpoiicTBa Ana paboTbl No npoTokony IPSec;

Adpec nokanoHol nodcemu coBmecTHO ¢ Mackoli noKanbHOU nodcemu onpeaenatoT NOKaNbHYIO
noaceTb ANA CO343aHMA TONONOTUIN CeTb-CETb MU CETb-TOUKA;

Adpec ydaneHHoli nodcemu coBmecTHO ¢ Mackoli yoaneHHolU nodcemu onpeaensarT aapec
y4aNeHHOW noAaceTu ans CBA3W C UCNONb30BaHMeM WK poBaHMAa No npoTokony IPSec. Ecan macka
mmeeT 3HavyeHue 255.255.255.255 — cBA3b ocyliecTBaAeTca ¢ eguMHCTBEHHbIM XocTom. Macka,
uenyto noacetb. Takmm obpasom,
GYHKUMOHaNbHbIE BO3MOXHOCTM YCTPOMCTBA NO3BONAKT OpraHM3oBaTb 4 TOMONOMMU CETU C
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MCnosb3oBaHWeM WNdpPoBaHMA TpadurKa No NPoToKoy IPSec: TOYKa-TOUYKA, CETb-TOYKA, TOYKA-
CeTb, CeTb-CeTb;

] YOaneHHsili wino3 — W03, yepes KOTOprﬁ ocywiecrTBnAaeTca goctyn K y,u,aneHHoﬁ noaceTtu;

e Pexcum NAT-T — Bbl6op pexkmma NAT-T. NAT-T (NAT Traversal) nHkancynupyet Tpaduk IPSec m
ofHoBpeMeHHO co3aaeT naketbl UDP, KoTopble ycTpoinctBo NAT KoppeKTHO nepecbinaer. Ona
atoro NAT-T nomeluaeT gONOAHUTENbHbIN 3aronoBok UDP nepeg naketom IPSec, 4tobbl OH BO
Bcel ceTn obpabatbiBasica Kak obblyHbIM nakeT UDP, n xocT nony4yatens He NpoBOAUN HUKAKUX
NPOBEPOK LENOCTHOCTU. llocne nocTynneHMa naketa K MeCTy HasHadeHua 3aronosok UDP
YyOANAeTcs, U NakeT AaHHbIX NPOAO/KAET CBOM AaNbHENLWNIM NYTb KaK MHKAMNCY/IMPOBAHHbIN NaKeT
IPSec. C nomouwbto TexHUKM NAT-T BO3MOXKHO YCTaHOBAEHME CBA3M MeXay KnmeHTamu IPSec B
3alMLEHHDBIX CeTAX U 0bWweaocTynHbIMU XocTaMu IPSec yepes mexkceTeBble 3KpaHbl. PeXxumbl
pabotbl NAT-T:

— On — pexum NAT-T akTMBMpYeTCcA TO/IbKO Npu obHapyxXeHunm NAT Ha nyTM K XocTy
Ha3HayeHus;

—  Force — B ntobom cnyyae ncnonbsosatb NAT-T;

—  Off — He ucnonbsosatb NAT-T npu yCTaHOBEHUWN COEAUHEHMUSA.

LocTtynHbl cnegytowme HacTponkm NAT-T:

- UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLLECTBAAETCA WMHKaNcyaauua
coobueHunit IPSec. Mo ymonyaHumto 4500.

- Unmepsan omnpasku nakemos NAT-T keepalive, cek — WHTepBan OTNPABKK
nepuoanYECKUX COODLLEHNI ANA NoadepXKaHuA akTUBHOro coctoAaHna UDP-coegmHeHus
Ha yCTponcTBe, BbiNoHAOWEero GyHKumn NAT.

e AcpeccusHbili pexcum — pexum pabotbl Ha ¢ase 1, Korga obmeH Bcelt Heobxogmmon
nHbopmaumen ocylecTBaseTca TpeMa HelwundpoBaHHbIMM MakeTamu. B ctaHgapTHOM pexkume
(main mode) 06MeH ocyLLecTBAAETCA WeCTbio HellnppoBaHHbIMK NakeTaMu;

e Tun udeHmugpukamopa — TN naeHTuduKatTopa ycrpoincrea: address, fqdn, keyed, user fqdn,
asnldn;

e UNdeHmugpukamop — naeHTUPUKaTop YCTPOMCTBA, UCNONb3YEMbBIN AN NaeHTUPUKauMM Ha dase 1
(3anonHATb Npu HeobxoammocTtu). Popmat MaeHTUPMKATOPa 3aBUCUT OT TUNa.

®a3a 1. Ha nepsom 3tane (pase) ABa y3na «A0roBapMBaloTCA» O MeToAe MaeHTUdUKaLUKU, anroputme
wundposaHua, xew-anroputme 1 rpynne Diffie Hellman. OHuM Takke naeHtouumpytot apyr apyra. Ans ¢asel 1
NMetoTCA CeaytoLme HaCTPOMKM:

e 3apaHee 300aHHbIU KAHOY — CEKPETHDIM KNHOY, UCMOIb3YEMbIA B aNroputme ayTeHTUOMKauMmM Ha
dase 1. Mpeacrasnser coboli CTPOKy OT 8 40 63 CUMBO/IOB;

e Anzopumm aymeHmuguKkayuu — BbI6Op OAHOMO U3 CNKMCKa anAroputMoB ayTeHTuduKaumm: MD5,
SHA1;

e Aneopumm wWug@posaHua — BbIOOP OAHOrO M3 CNUCKA anroputmos wudposaHua: DES, 3DES,
Blowfish;

e [pynna Juggu-XenamaHa — ebibop rpynnbl Diffie-Hellman;

e Bpema wu3sHu asel 1, cek — Bpemsa, NO WCTEYEHUM KOTOPOro ysnam Heobxoanmo
nepenaeHTMOULMpPOBaTL APYr APYyra U CPaBHUTb NOAUTUKY (Apyroe Ha3BaHue IKE SA lifetime). Mo
ymonyaHuto 24 vyaca (86400 ceKyHa).
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®a3a 2. Ha BTOpOM 3Tane reHepupyroTca AaHHble KAKOYeR, y3/bl «40roBapMBatoTcA» 06 Mcnosblyemon
NOANTUKE. ITOT PEXKUM, TaKKe HasblBAaeMbIN ObICTPbIM pexmmom (quick mode), oTnmyaetca oT nepsont dasbl
TEM, YTO MOXKET YCTaHOBMTLCA TO/IbKO MOC/Ie MePBOro 3Tana, Koraa Bce NakeTbl BTOPOM ¢asbl WnpytoTcs.

e Aneopumm aymeHmuguKayuu — BbiI6Op 04HOTO U3 CNMCKa aAropuTtMoB ayTeHTudmkaumm: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Anzopumm wugposaHuUa — BbIBOP OAHOrO M3 CAWUCKa anroputmos WndposaHua: DES, 3DES,
Blowfish;

e [pynna Augpgpu-XenamaHa — Bbibop rpynnel Diffie-Hellman;

e Bpema u3HU ¢ha3bl 2, cek — Bpemsa, Yepe3 KOTopoe MPOUCXOAUT CMeHa Kawoda WwndpoBaHus
AaHHbIX (apyroe HasBaHKe IPSec SA lifetime). Mo ymonuaHuio 60 muHyT (3600 cekyHA).

Ona sBctynneHmna B cuny HOBOW KOHd)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCMMYKO MaMATb
Ha*XMuUTe KHOMKY «[lpumeHUmMeo». Ana oTMeHbI MU3MEHEHUIN HaXKmnTe KHOMKY «OmmeHa».

/ DaHHaa peanusauma IPSec paboTtaeT TO/NbKO NpU OTKAOUYEHHOW TPaHCAAUMM agpecos
oTnpasuTens, TaK Kak IP-agpec KaneHTa yyactesyet B popmupoBaHum wndpa.

2.6.2.2NMNogmeHI0 «QOS»

B nogmeHio «QoS» OCyLW,eCTBAAETCA HAaCTPOIMKA NpUopuTETOB 06paboTKM TpaduKa 1 TMNa odepesen.

HacTtpoiika QoS

KoHTpone noToka
BriOop NpUoOpHTETOB DSCP v

Tun cHepeln Strict v

Hacmpolika QoS

e KoHMponb nomoka — BKAKOYEHWE/BbIKAIOYEHNE MeXaHM3Ma ynpaBJaeHUs MOTOKOM nepesayn
OaHHbIX No npoTtokony TCP;

e Boblbop npuopumemos — Bblbop cnocoba npuopuTesaumnm TpadmKa:

— DSCP — mexaHM3M KnaccuduKauum, ynpasaeHuA Tpadukom um obecneyveHusa KadecTsa
06cnyKMBaHMA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npusHak (gpyroe HassaHue CoS — Class of Service), ycTaHaBAMBaemblii Ha
ucxoasawme ¢ AaHHoro uHTepdeica IP-naketbl. MpuHMMaeT 3HauveHus oT O (HU3WWIA
npuopwuTeT) Ao 7 (HamBbICLIMUA NPUOPUTET).
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V Mpu BKNIOYEHHOM KOHTPO/IE MOTOKA HAaCTPOMKMN NPUOPUTETOB HEA,OCTYMHDI.

o Tun o4yepedu — BbIOBOP ANCLUNANHBI 0OCNYKNBAHUA OYepeaent:

—  Strict — gucumMnanHa obCNyKMBaHUA oyepesei, Npu KoTopoWn TpaduK c bonee HU3KUM
NpMOpPUTETOM MepesaeTcs, TO/MbKO Korga yXKe nepegaHa oyepedb ¢ 60s1ee BbICOKMM
NPUOPUTETOM;

— WRQ - pucumnanHa obcny:KuMBaHMA ouepegein, NpPU KOTOPOW AOCTYMHaA noaoca
NPONyCKaHUA AeNTCA MeXay ouyepeasmmn NPonopLUOHaIbHO NPUOPUTETY.

lpuopumem 0..5 — onpeaenaeTca Bec NnpMopuTeTa B agnanasoHe ot 1 go 127, yem Bbiwe
BEC, TEM NPUOpPUTETHEE TPAPUK.

2.6.2.3 NoameHto «Hactpoika MAC-agpecoB»

B noameHto «Hactpoika MAC-agpecoB» MOXKHO uameHuTs MAC-agpec WAN-uHTepdeiica ycTponcrea.

HacTtpoika MAC-agpeca WAN
MepeonpenenkTs MAC

MAC -

HacTpoiika MAC-agpeca Ha uHTepdelce "IP-TenecdorHns”

MAC -

HacTpoika MAC-agpeca Ha uHTepdelice "MHTepdenc ynpasneHna

MAC -

e [lepeonpedenums MAC — npu yctaHoBnAeHHOM ¢nare Ha uHTepdelice NHTepHeT mcnosb3yeTca
MAC-agpec n3 nona MAC.

Mpn HaXaTMM Ha KHOMKY BbiNagatowero meHwo B none «MAC» 803moxHO 3anucate MAC-agpec
KOMMboTepa, ¢ KoToporo Bbl nogxntoueHbl K Web-KoHdurypatopy. 3ta GyHKUMA ByaeT nonesHa, ecim Ha cetu
Bawero MHTepHeT-npoBangepa ncnosbsyetca npmeaska no MAC-agpecy. B aTom cnyyae, ecnm Bam Heobxoanmo
nucnonb3oBaTb YycTpoihctBo TAU-2M.IP B KadvecTBe MaplipyTMsaTopa, Ha WAN-uHTepdelic ycTpolicTBa
HeobxoaMmo HasHaumuTe MAC-aapec Bawero KomnbioTepa (KOTOpbIi paHee Bbla NOAKAOYEH K ceTy UHTepHET).

Ona nepeonpegenendns MAC Ha wuHTepdeiice «IP-TenedoHus» wunn «UHTepdeirc ynpasneHUs»
BOCMO/Ib3yMTECh pasgenammu «Hactpoiika MAC-agpeca Ha uHTepodelice "IP-menegoHusa"» nnn «HacTpoiika

MAC-agpeca Ha uHtepdeliice "MHmepdgpelic ynpasneHua"».

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypauMuM M 3aHECeHMs HACTPOEK B SHEProHe3aBMCUMMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».
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2.6.2.4NogmeHio «DHCP-cepsep»

B nogmeHio «DHCP-cepBep» BbINONAHAOTCA HAcTPOMKKM nokanbHoro DHCP-cepBepa, ycTaHaB/AMBalOTCA
CTaTU4YeCcKue NPUBA3KN afpecos.

Yctpoiicteo  TAU-2M.IP nmeeT  BO3MOXHOCTb  MOCPEACTBOM  MPOTOKOJIAa  AMHAMWYECKOro
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomatuyeckn HasHauyatb IP-agpeca u
HeobxoAnmble A BbIxoAa B MHTepHeT mapamMeTpbl KOMMblOTepam, NoAKAo4eHHbIM K LAN-uHTepdeiicy. Ero
MCNO/b30BaHWE NO3BOAAET M3beaTb OrpaHWYeHWn pydyHOM HacTpolku npoTtokona TCP/IP. DHCP-cepsep
[OCTYNEH ANA KOHPUTYPUPOBAHMA, TONbKO €CIN CEPBUC MIHTEPHET HAaCTPOEH B peXXMMe MapLlpyTM3aTopa.

HacTpoiikn DHCP-cepeepa

Brnioyen ¥

®

HavaneHeli IP-agpec 192.168.1.2

KonwyecTeo aapecos 250

CpOK apeHasl (B MUHYTax) 720

+ [IPUMEHNTD *x OTMeHa

CtaTtudeckue NPWUBA3KWN agpecoB

MAC-anpec IP-aapec

Hacmpoliku DHCP-cepsepa

e  BKntoueH — npu ycTaHOBAEHHOM dnare BKAOUYUTL N0KanbHbIN DHCP-cepBep;
e HauanoeHelli IP-adpec — HauvanbHbIV agpec nyna IP-aapecos;
e Kosnuyecmeo adpecos — KOANYECTBO afPECOB B NyNe;

e CpoK apeHObl — YCTAaHOBKA MaKCMMA/JbHOTO BPEMEHM WCMNONb30BaAHWUA MNOAKIOYEHHbIM
ycTponcrteom IP-agpeca, HazHayeHHoro DHCP-cepBepom, MUHYTLI.

[na BCTynneHus B CUAY HOBOW KOHOUIypauum M 3aHECeHWUA HACTPOEeK B SHEProHe3aBMCUMYIO MamMATb
HaXXMUTE KHONKY «[TpumeHUmMob». JNs OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».

/’ Mpu nonbiTKe U3MEHUTb Hauya/bHbI agpec Ha 3HaYeHMe U3 APYroi NOACeTU No OTHOLUEHUIO K
noagcetm wuHtepdeiica LAN npoucxogut aBTOMaTMUeCKas YCTAaHOBKA Ny/na nopj, TeKylee
3HaYeHue agpeca IOKaNbHOI NoaceTn.

Cmamu4eckue npussasKu adpecos

[na nobaBneHns HOBOW CTaTUYECKON MPMBA3KM HaXKMUTE KHOMKY «Jobasume» 1 3anoNHUTE caeaytowme
nons:
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Co3naTte CTaTHYeCKYHD NDUBA3KY adpeCcoB
m=
MAC-agpec -

IP-agpec

e MMA TeKyLLen CTaTUYeCKoN NPUBA3KY;

e MAC-agpec — yctaHOBKa ctatmyeckoro MAC-agpeca. 3agaetca B dpopmare XX:XX:XX:XX:XX:XX,
BO3MOXKeH BblbOp agpeca NoAKAOYEHHbIX YCTPOMCTB U3 BCM/bIBAIOLLETO MEHIO;

e IP-agpec —ycTaHoBKa ctaTudeckoro IP-agpeca ana ykasaHHoro MAC-agpeca.

KoHdurypupoBaHme cTaTUMECKUX NMPUBA3OK None3Ho, ecnm Bam Heobxogmmo, yTobbl onpegeneHHomy
KOMMbloTepy, NnoakatodeHHomy K LAN-nHTepdeiicy ycTpoincTBa, Bcerga HasHadasica onpeaeneHHbii IP-agpec.

Haxkmute KHonky «flpumeHume» ana BHeceHuA IP-agpeca B CNMCOK ctaTtnyeckmx IP-agpecos ana DHCP-
cepBepa. 118 OTMeHbl U3MEHEHUN HAaXKMUTE KHOMKY «OmmeHa».

Ana yoaneHua agpeca M3 cnucka Heo6XoAMMO YCTaHOBWUTbL diar HaNpPOTMB COOTBETCTBYIOWEN 3anNncKu u
HaMKaTb Ha KHOMKY «Yoaaume».

2.6.2.5NogmeHI0 «JloKanbHbliA DNS»

B nogmeHio «J1oKanbHbl DNS» npousBogutca KoHdUrypnposaHue nokanbHoro DNS-cepBepa ycTpolicTea
nytem gobasneHua B 6asy nap IP-agpec — AOMeHHOEe UMS.

JNlokanbHbIn DNS nossonseT w3y nonyymtb IP-agpec B3aMMoOLEeNCTBYHOLLEro YCTPOMCTBA NO €ro
OOMEHHOMY MMeHU. B cnyyae oTcyTcTBMA cepBepa DNS B cermeHTe ceTy, KOTOPOMY NPUHALANENKUT LUAO3, HO NP
HEeobX04MMOCTM MapLLpPYTM3ALUMK NO CeTEBbIM MMeHaAM NMbBO UCNOb30BaHUA B KayecTBe aapeca SIP-cepsepa
€ro CEeTeBOro MMeHW, MOXKHO UCMOb30BaTb «JIoKanbHbIM DNS». Mpu 3ToM HEOO6XOA4MMO 3HaTb YCTAHOB/IEHHbIE
COOTBETCTBUA MEXAY UMEeHaMM y3/10B (AomeHamu) n ux IP-agpecamu.

MmeHa yanos

OomeHHOe UMA IP-agpec

test.ru 192.166.12.12
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Hacmpolika y3nos

Ona pobaBneHns agpeca B CNMCOK HeobXxogMMO HaxaTb KHOMKy «Jobasume» n B OKHe «Co3dameb
coomeemcmaue» 3anoHUTb CaeaytolLme Nons:

CoszpaTtb cooTBETCTBNE

LomeHHoe MMA local

IP-agpec | 127.0.01

e [lomeHHOE UMA — MA y3na;

e |P-agpec - IP-agpec y3na.

HaxmuTte KHOMKy «flpuMmeHUMb» Ana co3faHusa cooTBeTcTBuA IP-agpec — gomeHHoe UmMsA. s OTMEHbI
WU3MEHEHUN HaXXMUTe KHOMKY «OmmeHa». ONna ypaneHus 3anucu U3 cnmMcka HeobxoaMmo ycTaHOBWUTL dnar
HaMpPOTMB COOTBETCTBYHOLLLEM 3aMNCK M HaXKaTb Ha KHOMKY «Y0aaume».

2.6.2.6 MogmeHo «NAT 1 npobpoc nopToB»

B nogmeHio «NAT 1 npobpoc NopToB» BbINOJHAETCA HAcTPOMKa npobpoca noptos (ports forwarding) ns
WAN-uHTepdeiica B LAN-uHTepdeic. MogmeHto 40CTYNMHO, TO/IbKO €CAU CePBUC MIHTEPHET HAaCTPOEH B pPenme
MmapLipyTusaTopa.

NAT — (Network Address Translation) pexum TpaHCAAUMKU CeTEBbIX aApecoB — MO3BOAAET
npeobpasosbiBaTb IP-agpeca u ceteBble nopTbl IP-naketos. Mpobpoc ceTeBbix NOpPTOB Heobxoaum, Koraa
TCP/UDP-coeanHeHMe ¢ NOKanbHbIM (NoakatodeHHbIM K LAN-uHTepdeiicy) KomnbloTepom ycTaHaBAMBaeTcA 13
BHellHen ceTu. JJaHHOe MeHI0 HacTPOeK MO3BOJIAET 334aTb NPaBWUIa, paspeLlatolLme NPOXOKAEHNE NAKETOB U3
BHELIHEeN CeTU Ha YKasaHHblA afpec B JIOKa/bHOM CeTM, TeEM CaMblM Ae/laf BO3MOXKHbIM YCTaHOB/EHME
coeanHeHua. Mpobpoc NopToB rnaBHbiM 06pazom HeobxoaMM NpuU UCNOAb30BaHMM torrent- M p2p-cepBUCOB.
[lna 3TOro B HacTpoMKax torrent- UAM P2P-KAMEHTA HYKHO NMOCMOTPETb MUcnosb3yemble um TCP/UDP-nopTsbl u
334aTb 4N 3STUX NOPTOB COOTBETCTBYHOLLME NpaBuaa npobpoca Ha IP-agpec Bawero komnbloTepa.

HacTpoiikun NAT

BrIOUMTE NAT ¥

Mpaeuna NAT

Wms LAN IP MopTel LAN MpoTtokon VAN IP MopTel WAN

test 192.166.2.100 30000 TCP HE yKasaH 30000
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Hacmpolika npasuna NAT

Ona nobasneHns Hosoro npasmna NAT HaxkmuTe KHOMKY «/Jobasumeb» n B OTKpbIBLIEMCA OKHe «Co3aaTb
HOBOE MPaBWIo» 3aMoJIHUTE CAeayloLLMe NOA:

COS,ElaTb HOBOE nNpaBuno
AE]
IP-anpec HasHavyeHud nakeTos LAN
MopTel HasHaYeHnA LAN
MpoTokon TCP v
IP-aapec UCTOYHKMKS NakeTos WAN

MopTel HazHa4eHWA WAN

e  /mA — Ha3BaHMe NpaBuna (none obasaTenbHO A1A 3aN0NAHEHUS);

e IP-adpec HaszHavyeHus nakemoe LAN — |P-agpec XxocTa B JIOKa/bHOW CETW, Ha KOTOpbIi
OCYLLECTBAAETCA TPAHCAAUMA NAKETOB, NOANaAA0LWMX No4 AaHHOE NPaBUO;

e [lopmel HasHayeHua LAN — 3HaueHusa TCP/UDP-noptoB mnonyuyatend, Ha Kotopbie 6yayTt
TPaHC/IMPOBATLCA MaKeTbl B JIOKA/IbHYIO CeTb (40MnycKaeTcs yKasbiBaTb MO0 OAMHOYHBIN MOPT,
nnbo yepes “-“ gnanasoH NopTos);

e [Ipomokon — BblbOpP NPOTOKONA NakeTa, noAnagalrolwero nog AaHHoe npaswuno: TCP, UDP,
TCP/UDP;

e |P-adpec ucmoyHuka nakemos WAN — |P-agpec oTnpasuTens MakeTa BO BHELWHEelN ceTw,
noanagatoLLero nog SaHHOE NPasuno;

e [lopmesi HasHayeHua WAN — 3HadeHuna TCP/UDP-nopToB nosiyyaTena NakeTra BO BHELIHEW ceTu,
npW KOTOPbIX NaKeT NoANaAaeT Noj AaHHOE NPaBMIOo (40MNYCKaeTca yYKasblBaTb MO0 OANHOYHDIN
nopT, "Mbo Yepes “-“ ananasoH NopToB.).

Mpasuno npobpoca NoptoB paboTaeT creaytowmm obpasom. Y nakerta, npuxogawero Ha agpec WAN-
nHTepdelica ycTpolictBa No NPOTOKONY «[IpOMOKOA» Ha NopT M3 AmanasoHa «lopmosi WAN» n umetoLLero
afpec WUcToyHMKa «IP-adpec WAN» (ecnn 3TO napameTp OCTaBUTb MNYyCTbIM — aApec MCTOYHWMKA He
aHaNN3MpPYeTCa), OCYLLEeCTBAAETCA NOAMEHa agpeca M NopTa HasHayeHWs Ha cofepkumoe nosen «IP-adpec
LAN» n «lopmel LAN» cOOTBETCTBEHHO.

Haxmute KHOMRy «TpumeHume» pns aobasneHuA HOBOro npasuaa. [nAa oTMeHbl U3MEHEHUIN HaxXmuTe
KHOMKRY «OmmeHa».

Ana yAaneHna npasuaia U3 Cnmcka HEO6XOLI,VIMO YCTaHOBUTb d)nar HanpoTue COOTBGTCTBVPOLIJ,Eﬁ 3anmcn m
HaXaTb Ha KHOMKY «Ypanutb».
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2.6.2.7 NMNogmeHto «CeTeBoi 3KpaH»

B noameHto «Cemesoli 3KpaH» YyCTaHABAMBAOTCA MPaBUAA MPOXOXKAEHUSA BXOAALLErO, UCXOAALLIEro U
TpaH3uTHOro Tpaduka. MmeeTcs BOSMOMKHOCTb OFPaHNUYMBATL NPOXoXKAeHWe TpadmKa pa3HOro Tuna (BXxoaAwmmn,
UCXOAALMNA, TPAH3UTHbIN) B 3aBUCMMOCTM OT NPOTOKOAA, IP-aapecoB UCTOYHMKA U Ha3HaveHua, TCP/UDP-nopTtoB
WUCTOYHMKA N Ha3HauyeHus (a8 coobuweHnit npotokonos TCP nan UDP), Tna coobuweHma ICMP (gnsa coobuweHni
npotokona ICMP).

®

MNpaswna gnAa Bxoadawero Tpaduka

= MpaBuna aAnga UCXOLAWEro Tpaduka

MpaBuna Ana TpaH3UTHOro Tpaduka

s MpoTokon Apnpec oTnpaBUTEnNA MopTel OTAPaBWUTENA MopTel nony4artens OeWcTEHe

Hms ApoTokon MopTel oTNpaeuTensa Appec nony4arens MopTel nony4arensa OeiicTENe

Wma  Mpeotokon Agpec oTnpaenTens MopTel eTNpaeuTens Appec nonyyarens MopTe! nonyyarena OencTene

Hacmpolika npagusa cemesoz20 3KpaHa

[Ona pobaBneHuMa HOBOTO MpaBMaa HaXXMUTE KHOMKY «/Jobasume» n B OTKpbiBlUeMcA OKkHe «Co3gatb
HOBOE MPaBWIo» 3aMnoJiHUTe Caeaytolme Nonsa:

Cosnatb HoBOE npasuvno
Mma
Tun Tpauka BxogALui v
MpoTokon TCP v
Adpec oTnpaBuTens
MopTel OTNPaBUTENR 0
MopTel nony4atens 0

DedcTene MponycTuTb v

UmsA — Ha3BaHue npasunia;

Tun mpaguka — BbibOp TMNa TpaduKa, Ha KOTOPbIA pacnpocTpaHAeTcs AeNcTBUe AaHHOro
npasuna:

—  Bxoodawuli — BXoAALWMI Ha YCTPOMCTBO TpaduK (nonyyatenem ABAsSETCA HENOCPEACTBEHHO
OAMH U3 ceTeBbIX UHTepdelicoB ycTpoicTea). Mpu BbibOope gaHHOro TMna TpaduKka ana
penaKkTMPOBAHUA CTAHYT AOCTYNHbI Cheayouwme nons:

= Adpec omnpasumerssa — 3agaeT HavdanbHbIM IP-agpec oTnpaBuTena. Yepes cumon
"/" MOXHO yKa3aTb MacKy NoAceTi B GOPMaTaxX XXX.XXX.XXX.XXX W/IM XX, Hanpumep,
192.168.16.0/24 namn 192.168.16.0/255.255.255.0, 4Tobbl BblAeNUTL CPa3y LENbIN
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AvanasoH agpecosB (3anuMcb Macku B Buge /24 cooTBeTCTBYeT 3anucu
/255.255.255.0);

—  Ucxodawuli — ucxogawmm ¢ yctponctea Tpaduk (TpaduK, reHepupyemblii J10KaAbHO
YCTPOACTBOM C OAHOrO U3 ceTeBbiXx UHTepdelicos). Mpu Bbibope AaHHOro TMna TpaduKa
ONA pefaKTUPOBAHMA CTAHYT AOCTYMNHbI Caeaytowme nona:

=  Adpec nonyyamensa — 3apaet IP-agpec nonyyatens. Yepes cumson "/" MOMKHO
YyKasaTb MacKy noacetm B dopmaTax XXX.XXX.XXX.XXX WAM XX, Hanpumep,
192.168.18.0/24 nnan 192.168.18.0/255.255.255.0, 4Tobbl BblAENNTL CPA3Y LENbIN
AMana3oH aapecos;

—  TpaH3umHbil — TPaH3UTHbIN TpaduK (TpaduK, NPoXoaalmnii MexKay ABYMsA CeTeBbiMM
WHTepdelicamu, Koraa oTnpaBuTenem M nojaydatenem ABASIOTCA BHELHME YCTPOMCTBA).
Mpw BblIbOpe gaHHOTO TMNA TpaduKa ANA pefaKTUPOBAHUA CTAHYT AOCTYMHbI cregyowme
nons:

=  Adpec omnpasumens — 3agaet |IP-agpec otnpasuTens. Yepes cumeon "/" MoOXKHO
YKasaTb Macky noacetm B GopmaTax XXX.XXX.XXX.XXX WAU XX, Hanpumep,
192.168.16.0/24 nnan 192.168.16.0/255.255.255.0, 4Tobbl BblAENUTL CPa3y LEeNbIi
AManasoH afpecos;

=  Adpec nonyyamens — 3apaet IP-agpec nonyyatenda. Yepes cumson "/" MOXKHO
YKasaTb Macky nogcetm B GopmaTax XXX XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 nnamn 192.168.18.0/255.255.255.0, 4Tobbl BblAeNUTbL CPa3y LEebli
AMana3oH aapecos;

e [lpomoKos — NPOTOKOJ1 MaKeTa, Ha KOTOPbI PacnpoCTpaHAeTCcs AencTBMe AaHHoro npasuna: TCP,
UDP, TCP/UDP, ICMP, ntobolA.

e [elicmsue — aeicTeune, coBepllaemoe Hag naketamm (0T6pocuTb/nponycTuTs).
Mpw BbIGOpe npoTokonos TCP, UDP, TCP/UDP ana peaakTMpoBaHUa 6yayT AOCTYMHbI HACTPOMKMN:

e [lopmsl omnpasumens — CNUCOK MOPTOB OTNPaBUTENs, MaKeTbl KoToporo 6yayT nonagaTb nog
AaHHOe npaBuao (AonyckaeTca yKasbiBaTb NGO OAMHOYHbLIM MopT, AMbo uyepes “-“ amanasoH
nopToB);

e [lopmesl noay4yamesns — CNUCOK MOPTOB MOJydaTensi, MAaKeTbl KOTOporo OyayT nognagate noj
OaHHOe MNpaBWO (AONyCcKaeTca yKasbiBaTb MBO OAMHOYHBIM NOpT, MMbO yepes “-“ gmanasoH
nopros).

Mpu BbIbOpe npoTokona ICMP ans peaaktMpoBaHma 6yayT AOCTYNHbI HACTPOMKM:

e Tun coobuweHusa — MOXHO cO3aTb NPaBUIO TONbKO Ana onpedeneHHoro Tuna ICMP-coobueHus
mnbo ans BCex.

Haxmunte KHOMKY ((rlpI/IMEHI/ITb» ana AO6aBHEHVIF| HOBOro npasunaa. Ona otmeHsbl M3MEHEHUN HaXKMUTe
KHOMKY «OTmeHa». [Ona yganeHma 3anncn U3  CnucCKa HGO6XOAMMO YCTaHOBWUTb d)nar HanpoTuB
COOTBETCTBYIOLLI,EI‘;I 3aNnUCU U HaXXaTb Ha KHOMKY «Ypanutb».
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2.6.2.8NMNogmeHto «ACL»

B noameHto «ACL» BbINOAHAKOTCA HAaCTPOMKKM cnmMckos goctyna. Access Control List uam ACL — cnucok
KOHTPOAA JOCTYNa, COAEPKNUT NPaBMAa, onpesensaowme npoxoxaeHue TpadmKa Yyepes nHTepdeiic.

QOrpaHnyerus no MAC-agpecam

Ne craTyc MAC-agpec OocTyn OrpaHn4eHne CKOPOCTH

+ [oGaBuTe Tl YoanuTb

Qrpannueruna no URL-agpecam

Ne crarye URL

+ [o6aeuTe Tl YOanuTb

OrpaH1uyeHns No BPEMEHN CYTOK

Neg Cratyc Hauano KoHey OocTyn OrpaHu4exHe ckopocTh

+ [lobaBuTh W Ynanutb

OzpaHuyeHusa no MAC-adpecam

CospaTb HOBOE NpaBuno

BHIKOYMTE
MAC-agpec -

3anpetuts gocTyn ¥

e Bkawoyums — npu ycTaHoBAEHHOM dnare akTMBUpYeTcA npasuao ¢unetpauumn no MAG;
e MAC-adpec — MAC-agpec ycTpoiicTsa, AN KoToporo byaeTt AelicTBOBATL CO34aHHOE NPaBuo;

e 3anpemums docmyn — NpW YCTaHOBAEHHOM dJare ¢ 3a4aHHOro ycTpoicTea 6yaeT NoIHOCTbIO
3anpelLLéH gocTyn U nepedaya TpaH3UTHOro Tpaduka. Ecam dnar He ycTaHOBAEH, CKOpPOCTb ByaeT
OrpaHWYEeHa A0 YKa3aHHOro 3HaYeHus;

e OzpaHuyeHue ckopocmu, K6um/c — MaKCMManbHaA CKOPOCTb MOTOKa AaHHbIX A1 YCTPOWUCTBA C
yKkasaHHbIM MAC-agpecom (0 K6UT/c — 3KBMBANEHTHO OTCYTCTBUIO OFPaHUYEHNA CKOPOCTU NOTOKA
AaHHbIX);
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O2paHuyeHusa no URL-adpecam

Cospatb HoBOE npaeuno

BKMOYNTE

URL

e BKawYume — Npu ycTaHoBAEHHOM dare akTMBMpyeTca npasuao ¢puabTpaumm no URL;

e URL - URL-agpec ycTponcTBa, Ans KOToporo byaeT AencTBoBaTb CO34aHHOE NPaBuo;

O2paHuYeHUA No epemeHU CymokK

CosgaTtb HOBOE nMpaBuno
BRNOYMTE
Havano 00:00
KoHey 00:00

3anpetatb goctyn ¥

e BKawouyumes — nNpu ycTaHoBNeHHOM dnare npasunao GUAbTPALMM aKTUBMPYETCA U AeaKTUBUpyeTCca
B Ha3Ha4YeHHoe Bpems;

e Hayano — Bpemsa B 24-4yacoBom ¢opmaTe cCUMCAEHMA (44:MM), C KOToporo byaeT AencTBOBaTb
CO34aHHOE NPaBuo;

e KoHey — Bpema B 24-4yacoBom dopmate cumcneHusa (44:mm), 4o KoToporo byaeTt gencrsoBaTb
co3AaHHoe NpaBuno;

e 3anpemums docmyn — NpW ycTaHoOBAeHHOM ¢nare 6yaeT MOAHOCTbIO 3anpewéH AocTyn M
nepegava TpaH3MTHOro Tpaduka. Ecnn dnar He ycTaHOB/EH, CKOPOCTb ByaeT orpaHuMyeHa Ao
YKa3aHHOro 3HayeHus;

. OZpOHULfEHUE CKopocmu, K6um/c — B Té4eHUe 3a4aHHOIro MHTEpPBA/Zla BPpeEMEHU CKOPOCTb 6y,u,eT
orpaHnyeHa OO0 YKa3aHHOro 3HayveHuA (0 K6MT/C — 3KBUBAJIEHTHO OTCYTCTBUIO OrpaHUYeHUA
CKOpPOCTH NOTOKa lCI,aHHI:nIX).
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2.6.2.9NogmeHo «Punbtp MAC»

B nogmeHto «Puabtp MAC» BbINOAHAOTCA HAaCcTpPOMKa duabTpaumm goctyna no MAC-agpecy KaveHTa.

HocTyn K ycTpoicTay

Pesttun unsTpa NPOEOZHON CETH OTKnK4YNTE v

e Pexcum ¢unempa — onpegenser OANH U3 Tpex anroputmos paboTol GUAbTPa B 3aBUCUMOCTM OT
MAC-agpeca kKnneHTa:

—  Omeknroyume — dunbTpaums no MAC-agpecam OTK/IKOUYEHA — BCEM KAMEHTam paspeLleHo
NOAKNKOYATLCA K TOYKe A0CTYNa;

— UYépHelli crniucok — B AaHHOM perume paboTbl dunbTpa KameHTam, MAC-agpeca KOTOpbIX
yKasaHbl B «Cnucke MAC-agpecoB», 3anpeleHO MoAKA4YaTbCA K TO4YKe ngocTyna.
AboHeHTam, MAC-agpeca KOTOPbIX HE YKa3aHbl B CMIUCKE, MOAKNOYEHNE Pa3peLLEHO;

— bBensbili cnucok — B AaHHOM pexume paboTtbl punbTpa KameHTam, MAC-agpeca KoTopbix
yKasaHbl B «Cnucke MAC-agpecoB», paspelleHO NoAKA4YaTbCA K TOYKe pJocTyna.
AboHeHTam, MAC-agpeca KOTOpbIX B CMIUCKE HE YKa3aHbl, MOAKAOUYEHUE 3aMpPELLEHO.

Cnucok MAC-adpecoe

B cnNWCOK MOXKHO BHecTM fo Tpuauatm MAC-agpecoB KAMEHTOB, AOCTYN KOTOPbIM K YCTPOMCTBY
perynmpyeTtca HacTPOMKOM pexmma punbtpa.

[na pobasneHMA HOBOrO KAMEHTA B CMUCOK HaXmuTe KHONKy «Jobasume» 1 BBegute ero MAC-agpec.

[na BCTynneHus B CMAY HOBOM KOHOUIypauum U 3aHeceHWA HacTPOEeK B 3HEProHe3aBMCUMMYIO MamATb
HaXXMUTE KHONKY «[TpumeHUmMob». Ns OTMEHbl U3BMEHEHWNIN HaXKMUTE KHOMKY «OMmMmeHa».
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2.6.2.10 NogmeHto «MapLupyrtusauman

B noameHo «MaplupyTmu3aumsa» HacTPanMBarTCA CTaTUYECKMe MapLUpPYTbl YCTPOCTBA.

MapwpyTusauma
Umsa Agpec HazHa4yeHuA Macka noaceTH Linwsz
@&
route1 192.168.23.0 255.255.255.0 192.168.0.254

Ana ,D,O6aB!'IEHMF| HOBOTO MapLlwpyTa HaXXMUTE Ha KHOMKY «ﬂIO6aBVITb» 1 3anosiHnTe cneayrouime nona:

OoGasute mapwpyT
KA
A,qpec HA3Ha4YeHNA
Macka noaceTt

LLnto3

« [IpUMEHHTL ® OTMeHa

e MMsA — Ha3BaHWe MapLipyTa, MCNOAb3yeTca AnA yao6CcTBa BOCNPUATUA YeoBEKOM. [1oie MOXKHO
OCTaBWUTb NYCTbIM;

e Adpec Ha3HayeHus — IP-agpec xocTa WAW MNOACETM Ha3HAYeHWs, [0 KOTOpPbIX Heobxogumo
YCTaHOBUTbL MapLUpPYT;

e Macka nodcemu — Macka noaceTu. [ns XocTa Macka NoaceTu YCTaHaB/IMBAeTCA B 3HayeHue
255.255.255.255, ana nogcetn — B 3aBUCMMOCTM OT €€ pasmepa;

o llinw3 — IP-agpec Wwnto3a, Yepes KOTOPbIM OCYLLECTBASETCA BbIXOA, Ha «Adpec Ha3HaYeHUs».

[na BCTYNAeHMA B CUAY HOBOW KOHOUIypauuu M 3aHECeHWA HAcTPOEK B SHEProHe3aBUCUMMYID NamMATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». N OTMEHbI U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMmeHa».
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2.6.2.

11 NogmeHto «AnHamuueckuint DNS»

B noameHto «AuHammyeckmin DNS» BbINONHAETCA HACTPOIMKa COOTBETCTBYHOLLEro CEPBUCA.

JuHamuyeckuli DNS (D-DNS) nossonsetr uHpopmaumm Ha DNS-cepBepe 06HOBNATLCA B peanbHOM
BPEMEHW B aBTOMaTUYECKOM pexunme. [pumMeHseTcs A1a Has3HayeHWsA MOCTOAHHOIO AOMEHHOro0 WMMEHU
YCTPOICTBY (KOMMbIOTEPY, pOYTEpPY) C AMHaMUYecKum IP-agpecom.

OnHamnuyecknin DNS 4acTto npuMmeHseTcs B IOKaAbHbIX CeTAX, rae KAneHTbl nonyyatot IP-agpec no DHCP, a
NOTOM PErncTpUpyoT CBOM MMeHa Ha JokanbHOM DNS-cepsepe.

Ounnamudeckunii DNS
Brniountb D-DNS &
Mposaigep D-DNS dyndns.org -
MMA nonk30BaTENs
Mapons

[OMEeHHOE MMA

Bkaroyume D-DNS — npw yctaHoBsieHHOM ¢nare cepsuc D-DNS akTUBEH U Ana peAaKkTMpoBaHuUA
OOCTYNHbI CAeaytowme HaCTPOMKHU:

Mposatidep D-DNS — appec nposairgepa D-DNS — Bbibepute ogHoro nposangepa M3 crnmcka
OOCTYNHbIX UNU BBEAUTE ero agpec BPYYHYIo;

Wmsa nonesosamessa — UMA NONb30BaTeNA A1A [OCTYNA K y4eTHOM 3anucu cepsuca D-DNS;
lMapons — naponb Ans AocTyna K ydeTHoOM 3anucu cepsuca D-DNS;

JomeHHoe umAa — peructpupyemoe JAomeHHoe umMsa Ha D-DNS cepsepe. O6HoBneHue
MHoopmaummn o6 IP-agpece ycTpoicTBa Ha cepBepe NpoBailgepa MPOUCXOLUT NEPUOANYECKU
yepes 60 cekyHA,.

[na BCTYNAEHUA B CUAY HOBOM KOHOUIrypaumu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYI0 NamATb
HaXXMUTE KHONKY «[TpumeHUmMob». JNs OTMEHbl U3SMEHEHWNI HAXKMUTE KHOMKY «OMmMeHa».
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2.6.2.12 NoameHio «<SNMP»

MporpammHoe obecneyeHne TAU-2M.IP no3sonsaeT NpoBOAMUTbL MOHUTOPUHI COCTOAHMUA YCTPOMCTBA M ero
KoHdUrypupoBaHue, ncnonbsysa npotokon SNMP. B noameHo «SNMP» BbINONHAOTCA HACTPOMKM MapameTpoB
SNMP-areHTa. YcTpolcTBO NoaaepKMBaeT npoTokonbl Bepcmii SNMPv1, SNMPv2c.

Hactpoiika SNMP
Biniounte SNIMP
Haponb Ha YTeHHe
& Haporb HAa 32NUck

AOpec gna npUema Tpanos vi

o Afpec Ana npuéma Tpanos v2
Anpec ona npuéma coobeHui Inform

CHCTEMHOE MMA YCTPOICTEA

KoHTaKTHaA MHOPMALMA NPOM3BOANTENA

IMecTononoxeHHe yCTpORCTBa

Mapons B Tpanax

Bkaroyums SNMP — npu ycTaHoBAeHHOM dare paspeLleHo UCcnoib30BaHue npoTokosia SNMP;
Maponb Ha YmeHue — Napo/b Ha YTEHWE NapameTpoB (obLenpuHATbIN: public);

Mapone Ha 3anuce — Naposb Ha 3aMMCb NapameTpoB (0OLWeNpPUHATLIN: private);

Adpec 0ns npuéma mpanos vl — IP-agpec UM gOMeHHoe UMS NpUEMHMKa coobueHnii SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0ns npuéma mpanos v2 — IP-agpec UM gOMeHHoe UMS NPUEMHMKa coobueHnii SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0na npuéma coobuwseHuli Inform — IP-agpec UM AOMEHHOE UMA NPUEMHUKA COObLLEeHMI
Inform B dopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsa ycmpolicmea — UMs YCTPOMNCTBa;

KoHmakmHaa uHgopmayusa npouszsodumens — KOHTAKTHas WHopmauma npoussoguTens
YCTPOICTBA;

MecmononoxeHue ycmpolicmea — nHGopmaLma 0 MeCTOMNOMOXKEHNN YCTPOMNCTBA;

Maposb 8 mpanax — Naposb, cogeprKamiica B Tpanax (no ymonyanuio: trap).

B Tekywelr Bepcum nporpammHoro obecnedeHua no npoTokosy SNMP  ummeeTcs BO3MOXKHOCTb
KOHOUrypupoBaTb OTAE/ibHble MapameTpbl YyCTpohcTBa: obwme HacTpolku SIP, Hactpoikun SIP-npodwuneis,
HacTpoMKM FXS-nopTa, HaCTPOMKM rpynn Bbi30Ba, HACTPOMKKU KoaoB ynpasaeHua [BO ¢ TenedoHHOro annapara,
HacTpoiKkn SNMP, HacTPOMKM CUCTEMHOTO KypHaa.

Hue npuBeseH CNUCOK 06bEKTOB, NOAAEPKMBAEMbIX ANA UTEHUA U KOHOUTYPUPOBAHMA NOCPeaCTBOM
npotokona SNMP:

Enterprise.1.3.1 — 06wwme HacTpolikn SIP-npoduneis;
Enterprise.1.3.2.1 — HacTpoliku SIP-npoduneir;

Enterprise.1.1.2.1 — HacTpoliku FXS-nopTa;

Enterprise.1.4.1.1 — HacTpOIKM rpynn BbI30B3;

Enterprise.1.5 — Kogpl akTMBauuun JBO c TenepoHHOro annapaTa;
Enterprise.2.1 — HacTpolikn SNMP;
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e Enterprise.3.1 — HAaCTPOIKM CUCTEMHOIO KypHana.

roe Enterprise —1.3.6.1.4.1.35265.1.56 ngeHtnduKatop ycrpomcraa.

[Onsa 3anmMcu HacTpoeK B SHEProHEe3aBUCMMYID NAMATb HAXKMUTE KHOMKY «[lpumeHume». OnA OTMeHbI
N3MEHEHWIN HaXXMUTE KHONKY «OmmeHa».

2.6.3 MeHio «IP-tenedpoHua»

B meHio «IP-TenedoHua» BbiNONHAOTCA HacTpolikm VolP (Voice over IP): HacTpoiika npoTtokona SIP,
KoHuUrypaums nHtepdelricos FXS, ycTaHOBKa KOAEKOB, N1aHa HYMepauum, MeTo40B nepesayn pakca u moaema.

2.6.3.1MogmeHI0 «HacTpoiiku ceTu»

B nogmeHto «HacTpoiiku ceTu» MmMeeTca BO3MOMKHOCTb 334aTb COOCTBEHHblE CeTeBble HACTPOMKKM AnA
ycayrun VolP.

CeteBble HacTpolkn IP-TenedoHun

WcnonesosaTe HacTpolkk Internet

Wcnone3oeate VLAN

VLAN ID 10
802.1P 0 v
MpoTokon DHCP v

AnbTEPHATUBHEIA Vendor 1D (onuma 60)
MHdopMauns arenta DHCP Relay (Onuua 82)
MeperyHeIR DNS

BropuyHbli DNS

HacTtpoiika IPSec

BKNO4YNTE

e Ucnons3osame Hacmpoliku Internet — npu ycTaHoBAeHHOM diare MCNO/1b30BaTb HACTPOMKKU CETH,
YyCTaHOBNEHHblEe B MeHlo «Cemb» -> «MHmMepHem», WHaye — HACTPOWMKW, YCTAaHOB/IEHHblEe B
TEKYLLEM MEHIO;

e MUcnonszosame VLAN®— npu yctaHosneHHom ¢nare cepsuc IP-tenepoHun byget ucnonb3osatb
ana ceoei paboTbl BblaeNeHHbIN MHTepdelic B oTaenbHol VLAN, HomMep KOTOpOI yKasaH B none
«VLAN ID» .

e 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaB/iMBaeMblit Ha
ncxogalme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHMMaeT 3HaYeHMA OT O (HM3WKIA npuopuTeT)
A0 7 (HauBbICLWIMI NpUopuUTeT).

B Bepcum MO 1.9.1 paspeluaercs 3a4aBaTb UHAMBUAYAIbHbIE CETEBLIE HACTPOWMKM ycayru VolP TonbKo B BbigeneHHon VLAN.
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e [lpomoKosn — BbIOOP NPOTOKOA Ha3HaYeHMA aapeca Ha uHTepdeic ycnyrm VolP:

—  Static — pexxum paboTbl, npn KoTopom IP-agpec 1 Bce Heobxoaumble HAacTpoMKkM Ha WAN-
nHTepdelic HasHayaeTcAa BpyyHyto. lNpu Bblbope TMna «Static» AnA pepakTMpoBaHMSA
CTAHYT AOCTYMHbI CegytoLlime napameTpbi:

- IP-adpec — ycTaHoBKa IP-aapeca nHtepdeliica ycnyrm VolP;

- Macka nodcemu — macka noacetv nHtepdeinca ycnyrun VolP;

- LLnro3 no ymonyaHutro — IP-agpec gedponTHoro wtosa nHtepdeica ycnyrn VolP;

- MMepsuyHsbili DNS, Bmopu4Hsili DNS — IP-agpeca DNS-cepBepoB, Heobxoanmbix as1a paboTbl
ycayrun VolP.

— DHCP — pexum paboTbl, npy KoTopom |IP-agpec, macka noacetu, agpeca DNS-cepsepoB u
Apyrve napameTtpbl, Heobxoammble pns paboTbl ycnyrn (Hanpumep, cTaTUYecKue
mapuwpyTbl Ao SIP-cepBepa, cepsepa perucrpaummn), 6yayt nonyyeHol ot DHCP-cepBepa
aBTomMaTmMyecku. Ecnm oT npoBaiigepa He ygaértca nonyyuuTb agpeca DNS-cepsepos, Bbl
MOXEeTe Ha3Ha4YMTb WX BPYYHYto B nonax «[flepsuyHsbili DNS» wn «BmopuyHbili DNS».
Agpeca, 3afaHHble BPy4YHylo, ByayT MMeTb NpuopuTeT Hag aapecamm DNS-cepsepos,
noJsiydeHHbIMn no npotokony DHCP.

Ona npotokona DHCP nmeeTca BO3MOXKHOCTb 3a4aTb HEOOX0AMMOE 3HaYeHue onuuin 60
n 82.

- AnbmepHamuseHeili Vendor ID (onyus 60) — npu ycTaHoBieHHOM dnare yCTpPOMCTBO
nepeaaét 8 DHCP-coobuweHunsax B onuumn 60 (Vendor class ID) 3HaueHne 13 nona Vendor ID
(onuyua 60). Npu nyctom none onuma 60 B coobleHuax npoTokona DHCP He nepepaércs.

Echm dnar AnemepHamusHeili Vendor ID (onyua 60) He yctaHoBneH — B onuun 60
nepegaercs 3Ha4YeHue No yMoa4aHUo, KOTOpoe MMeET caeaytowmii popmar:
[VENDOR:npoussoautens][DEVICE:Tnn ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepwuitHbIli Homep][WAN:MAC-aapec nHtepdeiica WAN]

[LAN:MAC-agpec nHtepdeiica LAN][VERSION:Bepcus nporpammHoro obecnedyeHms]

Mpumep:

[VENDOR:EItex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

- UHpopmauma areHTa DHCP Relay (onuma 82) — npu ycraHoBneHHOM dnare no3Bonser
no6asutb B8 DHCP-3anpoc:

= ideHmugpukamop uenu aeeHma (Onyua82) — nossonAeT pobasutb B DHCP-3anpoc onuuio 82,
noponumio 1 - Agent Circuit ID;

= yldeHmugpukamop ydaneHHo2o aeeHma (Onyus82) — no3sonaeT gobasutb B DHCP-3anpoc onuuio 82,
nogonumio 2 - Agent Remote ID.

Cnucok wucnonbsyembix DHCP-onumit Ha Kaxagom ceteBom WHTepdelice (Internet, VolP,
Management) MOXHO 3agaBaTb BpyYHyl. [na nonydeHua uMHGOpPMaLMM MO HACTPOWiKe
cnucka cm. NMpunoxenue B. HACTPOMKA dhcp-KaMeHTOB B MyNbTUCEPBUCHOM pPeKUME.

Hacmpolika IPSec:

B naHHOM pasgene ocylLecTBAseTCA HacTpoliKa wudposaHus no TexHonornm IPSec (IP Security).
IPSec — 310 Habop NPOTOKONOB ANA obecrneyeHUs 3alMTbl AaHHbIX, NEPeAaBaemMbIX N0 MeXCeTeBOMy
npoTtokony IP, NO3BONAIOWMIN OCYLLECTBAATL MOATBEPXKAEHWE MNOAJAMHHOCTU (ayTEHTUPUKALMIO), MPOBEPKY
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LeNnocTHocTM n/unn wudposaHue IP-naketos. IPSec Takxe BKAoYaeT B ceba NPOTOKO/bI ANA 3aLMULLEHHOIO
obmeHa Kntoyamm B cetn MHTepHeT.

B Tekywwelh Bepcuum nporpammHoro obecneveHna nocpenctBom IPSec MOXHO OCyWecTBAATb TOJIbKO
[0CTyn K MHTepdeicam ynpasnaeHus yctpoinctsom (Web, Telnet, SSH).

MNoapobHoe onucaHmne HacTpoek IPSec npueBeaeHo B pasgene 2.6.2.1 B rpadpe Hacmpolika IPSec.

[na BCTynneHus B CUY HOBOM KOHOUIypauumu M 3aHeceHWa HAcTPOEeK B 3HEeProHe3aBMCHMMYIO MamsATb
HaXXMUTe KHONKY «[TpumeHUmMb». AN OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OmMmeHa».

2.6.3.2NMNogmeHI0 «QOS»

B nogmeHto «QoS» HacTpamBatoTcs dyHKUMM obecrneyeHma KadecTBa obcnykmeaHua (Quality of Service).

HacTtpoiika guanazona RTP-nopToB
MurumansHsid RTP-nopt 23000

Makcumansreii RTP-nopt 26000

HacTtpoiika DSCP ans curHanusayuu (SIP)

SIP-nopt DSCP

Hacmpolika duanasoHa RTP-nopmos

e MuHumanoeHell RTP-nopm - HUXKHAA rpaHuua AnanasoHa RTP-nopTos, ucnosib3yembix 414 nepesayn
pa3roBopHOro Tpaduka;

e  MakcumaneHbil RTP-nopm - BepxHAA rpaHUUA gunanasoHa RTP-nopToB, MCNOAb3yeMblX 414 nepesayn
pa3roBopHOro Tpaduka;

Hacmpolika DSCP 04 cuzHanusayuu (SIP)

Oobaeute
SIP-nopt 0

DSCP |0

Hacmpolika npasuna QoS

e SIP-nopm — 3HauyeHMe NopTa WCTOYHMKA ANA MCXOAALWEro ro/iocoBoro TpaduKa, KoTopbii byper
MapKMpOoBaTbCA 3a4aHHbIM Kogom DSCP;

e DSCP — 3HauyeHue nons DSCP 3aronoska IP-nakeTa ana ronocosoro TpaduKa C 3agaHHbIM MOPTOM
NCTOYHMUKA.

[na BCTynneHuA B CUy HOBOM KOHOUIypauuu M 3aHECEHUS HACTPOEK B IHEProHe3aBUCUMYIO MaMATb
HaKMUTE KHOMKY «MpUMeHUTbY. [N OTMEHb! U3MEHEHUI HaXKMUTE KHOMKY «OTMeHa».
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2.6.3.3NogmeHto «HacTpoitka AnHnii»

B nogmeHto «Hacmpolika AuHuli» BbINOAHAIOTCA HACTPOMKM TenedoHHbIX nopToB Phonel, Phone?2.

Cnuncok TenedoHHbIX NNHWIA

Nuena  Cratyc Homep TenedoHa  Wms nonesoeatens  JIoruH
&

1 Brntowen 001
2 BknioueH 002
k-3

SIP nopt
5060

5060

Mpodmne
1st profile

1st profile

[na pegakTMpOBaHWA HACTPOEK HAKMUTE IEBOM KHOMKOM MbILM NO CCblIKE C HOMEPOM HacTpanBaemol
JIMHUK 1 B OTKPbIBLLUEMCA OKHE «PeakTMpOoBaTh IMHUIO:» 3aMoAHUTE cedytoLime Nons:

BrntosmnTe

Mpodmne SIP

Homep TenedroHa

lima nonbscearens

MECnonsso0eark ansTepHaTHEHEM HOMED
SIP-nopt

KareropwA adoHeHTa

AyTeHTudmMEaLmMA

TNoran
Mapene

Yenyru [1BO
Pesum uenonbsosatmnA Flash

O#MgaHne BbISCEA

Beiaaya HoMEpa BLisbIBAFDLEM0 350HEHTA NPH CHEMOAHHK
Bbi30Ba

(CcTanoeka Habopa npw #
lopsyar/iTENNan NHHWS

BesycnosHan Nepeaapecaums
Mepeanpecal{s No 3aHATOCTH
MNepeagpecauma No HEOTEETY

He SecnokouTs

PaspellvTs NEperEaT BLI30EA HA NopT

CLR

PenaktupoBate NMHKIO 1 HacTpoika akkayHTa

15t profile

001

5060

He WCnonb3oEaTh

TR

Tranzmit flash

Bean.
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HacTpoika huandeckux napameTpoe

Bolaa4a HoMEPa BHISEIEAIILLETO Off ¥
TarmayT Habopa Nepeoil UMGpEI, © 0
TadmayT "JaHaTa", ¢ 120
TanmayT Ex30Ba aboHeHTa, © V]
MuHuMansHoe Bpems oSHapy:xeHns oTOoq, Mo 300
MuHWManeHoe EpemA oOHapyseHna Flash, mc 100
Yeunenwe sa npuese, 0.1dB -0

YeuneHwe Ha nepegase, 0.1dB 0
YpoeeHE ronoca ¢ Tenedoda, dB 0

YpoBeHe ronoca © mukpodona, dB V]

ONUTenbHOCTE HMAYNECA LWGPpE, MC 100
MUHMMANBHBIN MEFLIMGPOEDN MHTEPEAN, MC 200
Taxcodon Bewn. ¥

HacTpoika CeTeBbIX NapameTpoe

DSCP |0

+ [pAMEHITL X Otmena

Hacmpolika akkayHma

BKa04UMb — NPU YCTaHOBIEHHOM d1are NopT akTUBEH;

Mpogune SIP — BbI6OP SIP-Npoduna M3 nepeyHs focTynHbix. HacTpoika npodunelt npomssogmTca
B MeHI0 «IP-menedoHuar» -> «llpogunu»;

Homep menegpoHa — abOHEHTCKUIA HOMEP, 3aKPEN/IEHHbIN 3a TeledOHHbIM NOPTOM;

VMs nonv3osamesns — WMA NOJIb30BATENA, COMOCTaB/EHHOE € MopTom (oTobparkaetcsa B nose
Display-Name 3arosnoBka From B ncxogsauwmx coobuieHusax SIP);

Ucrionb3osams asbmepHAmMuUeHsili Homep — Mpu ycTaHOBAEHHOM dnare B 3aro/oBoK «From»
coobuieHnin SIP, oTnpaBasembix ¢ AaHHOro nopTa, 6yAeT NoACTaBAATLCA aNbTePHATUBHbIA HOMEP
(8 wacTHocT, 4YTOBbI MacKMpOBaTb CBOIN peanibHblA HOMep OT cuctembl AOH Bbi3biBa@MOro
aboHeHTa);

Modcmasname 3azon080k 8 Contact — anbTepHaTUBHbLIN HOMEP, MPUCBOEHHBIN TenepoHHOMY
nopty, bygeT 3ameHeH Ha yKasaHHbIA Homep B 3aronoBke Contact coobuweHus SIP. [aHHan
HACTPOMKa NCNONb3YeTCA TO/IbKO A/1A NOPTOB, HAXOAALLMXCA B Fpynne BbI30Ba;

SIP nopm — UDP-nopt ana npuéma Bxoaawmx coobuieHmit SIP Ha AaHHbIA aKKayHT, a TakXe and
oTnpaBkM ucxoasawmx SIP-coobuieHnit ¢ AaHHOro akKayHTa. MpuHUMmaeT 3HaveHmns 1-65535 (no
ymondaHuio 5060);

Kamezopua aboHeHma — KaTeropua Bbi3blBaowero aboHeHTa (calling party category) —
MCMO/Ib3YeTCa ANA nepeaaymn B 3arosioBke «From» ncxoaawmx coobuieHnin; nocaegHnin npy sTom
nepepaetca B popmate Tel-URI (cm. RFC3966);
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e Jlo2uH u naposne 0448 aymeHMuUGUKauUu — UMA NOJIb30BATeNA U Naposib, UCMNOb3yemble Ans
ayTeHTMdUKaumMmM aboHeHTa Ha SIP-cepBepe (M cepBepe pernctpaumm);

Ycnyau AIBO

e Pexcum ucnonvzosaHus flash — pexxum ncnonbsosaHusa ¢pyHkumu flash (kopoTkuit oTboi):

— Transmit flash — nepepaya flash B KaHan (ogHMM U3 MeTOA0B, HAaCTPOEHHbIX BO BKAaAKe
«Mpodunn» B napametpe Mepedaya Flash);

— Attended calltransfer — flash o6pabaTtbiBaeTca N0KanbHO yCTpocTBOM (Nepeaada Bbi30Ba
OCYLLECTBAAETCA NOC/AE YCTAaHOBNAEHUA COEAMHEHUA C TPeTbUM aboHeHTom). MoapobHoe
onucaHue anroputma pabotbl «Attended calltransfer» cmotpute B pasgene 3.1 MNepepava
BbI30B3;

— Unattended calltransfer — flash obpabaTbiBaeTcs NOKanbHO YCTPOMCTBOM (nepenaya
Bbl30Ba OCYLLECTBAAETCA MO OKOHYaHWtO Habopa Homepa TpeTbero aboHeHTa).
MogpobHoe onucaHne anroputma pabotbl «Unattended calltransfer» cmotpute B
pasgene 3.1 Mepepnaya BbI3OBQ;

— Local calltransfer — nepepaya Bbi30Ba BHYTPWU YCTpolicTBa, 6e3 OTnNpaBKM COO6LLEHUN
REFER. MMogpobHoe onucaHue anroputma paboTbl «Local calltransfer» cmotpute B
pasgene 3.1 Mepeaaya Bbi3osa.

e Pexcum nepedayu 8613080 — HACTPOMKa AOCTyrnHa Tosbko ana Attended calltransfer n Local
calltransfer n oTBeuaeT 3a peXxmum akTMBaLMM yCAYyrK Nepesaym Bbi3oBa:

—  KOoMBUWHMpOBaHHbIN — Nepegaya BbI30Ba aKTUBUPYETCA NO OTOO M No HaxKaTtuio R 4;
— Flash+4 — nepeaaya Bbi30Ba aKTUBMpPYETCA Nocae Haxkatusa R 4;
— o oTboto — nepegava BbI30Ba aKTUBUPYETCA NOC/e 0TOOA.

e  OxcudaHue 8bi308a — NpW ycTaHOBNEHHOM diare paspelueHa ycayra « OxcudaHue 8bi3osa» (ycayra
[OOCTYMHa B pernme ncnonbsosaHusa ¢pyHkumu flash — call transfer);

] Bbidaua HOMepa ebi3blearoujeco aboHeHMa npu OXUOQHUU 8bI30680 — npun yCTaHOB/IEHHOM d)nare
npouncxoauT Bblga4a HoOmepa aboHeHTa ANA yCnyrn oxxmnaaHumaAa Bbi3oBa,

e OcmaHoska Habopa npu # — Npn ycTaHOBNEHHOM d1are MCNO/Ib30BaTb KHOMKY ‘#’ Ha TenedpoHHOM
annapaTe 4158 OKOHYaHWA Habopa, nHaye ‘H#’, HabpaHHaa ¢ TenedpoHHOro annapaTta, MCNO/b3yeTcA
KaK 4acTb HOMepa;

o [opA4as/mennas AUHUA — NPW yCTaHOB/AEeHHOM dare paspelleHa ycayra «eopa4ad/mennas
AUHUA». Ycnyra no3BosiAeT aBTOMATUYECKM YCTaHOBUTb UCXOAALLEE COEAMHEHME MPU NoAbEMe
TpybKM TenedpoHa 6e3 Habopa HoMepa C 3a4aHHON 3a4eprKKOM (B ceKyHAaax). MNpu ycTaHoOBAEHHOM
dnare 3anonHuTe creaytolLme nons:

— Homep ycnyeu "eopsavas/mennas aAuHua" — Homep TenedoHa, C KoTopbim 6yaderT
YCTaHaBAMBATBLCA COeAMHEHME Yepe3 Bpems, paBHoe «TalMayTy 3aAepKKu», nocne
noAHATUA TPybKM TenedoHa (B NaaHe Hymepaumm ucnonbsyemoro SIP-npodunsa fonKeH
6bITb NPedUKC HAa JAaHHOE HamnpaB/ieHue);

— Talimaym 3a0epKu, ¢ — UHTEPBa/N BPeMeHMU, Yepe3 KOoTopbli byaeT ycTaHaBAMBATLCA
coeauHeHue ¢ BCTPeYHbIM abOHEHTOM, B CEKYHAAX;

e besycnosHaa nepeadpecayus — Npu ycTaHoBAeHHOM ¢nare paspeweHa ycayra CFU (Call Forward
Unconditional) — Bce BxoasLMe BbI30Bbl NePeHaNPaBAAOTCA Ha YKa3aHHbIi Homep 6e3ycnoBHOM
nepeagpecauymu. Mpu yctaHoBAeHHOM dnare 3aN0NHUTE CaeayoLme Nons:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMep, HAa KOTOPbI MepeHanpasBAAlTCA Bce
BXOZALLME BbI30BbI, MPU BKAOYEHHOW ycnyrn «besycnosHas nepeagpecaumsa» (B naaHe
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Hymepauum wucnosnbdyemoro SIP-npoouna pomkeH 6biTb nNpeduKC Ha JaHHoe
HanpaB/ieHue);

e [lepeadpecauyus no 3aHAMocmMu — NpPWU YCTaHOBMIeHHOM dnare paspelieHa ycnyra CFB (Call
Forward at Busy) — nepeagpecauns Bbi30Ba Npu 3aHATOCTU abOHEHTA Ha yKa3aHHbI Homep. Mpu
YCTaHOB/IEHHOM are 3anoaHUTe cieaytowme nons:

— Homep nepeadpecayuu no 3aHAMOCMU — HOMEpP, Ha KOTOPbIN NepeHanpaBAATCA
BXOAALLME BbI30Bbl NPW 3aHATOCTM aboHeHTa Npu BKAOUYEHHOW ycayre «lepeagpecauna
no 3aHATOCTM» (B NNaHe HymepaLumu Ucnosibayemoro SIP-npoduns gonskeH 6biTb NpeduKc
Ha laHHOe Hanpas/eHue);

e [lepeadpecauyus no Heomeemy — NpU YyCTaHOBNEHHOM d¢nare paspeleHa ycnyra CFNA (Call
Forward at No Answer) — nepeagpecauma Bbi30Ba Npu HeoTBeTe aboHeHTa. MNpu ycTaHOBNEHHOM
¢dnare 3anofHUTE cnegyoLlmne Nons:

— Homep nepeadpecayuu no Heomeemy — HOMEP, Ha KOTOpPbIA MNepeHanpaBAAloTCA
BXOZALLME BbI30Bbl MPU HeoTBeTe abOHEHTa NpW BKAKOUYEHHOM ycayre «Mepeaapecaums no
HeoTBeTy» (B NJiaHe Hymepauuun ucnonbayemoro SIP-npoduna gonKeH 6bITb NpedurKe Ha
AaHHOe HanpaBs/ieHue);

— Talimaym Heomeema, ¢ — WHTepBan BpPeMEHMU, Yepe3 KOTOopbli ByaeT npousBoamuTbCA
nepeagpecaums BbI30Ba B C/ly4ae HeoTBeTa aboHeHTa;

e He 6ecriokoumsb — Npu yCcTaHOBNEHHOM ¢are ycTaHaB/MBaEeTCA BPEMEHHbIN 3anpeT BXoAAaLlein
cBasu (ycnyra DND — Don’t Disturb).

Mpw BKAOYEHUN OAHOBPEMEHHO HECKOJIbKUX YCAYT NPUOPUTET CeayroLLMiA (B MOPAAKE CHUMKEHUSA):

CFU;
DND;
CFB, CFNA.

e Paspewums nepexsam 6bI1308a HA MOpmM — NPWU BKAKOYEHHON ONUUW paspelleH nepexsaTt
BXOAAWMX Ha NOPT BbI3OBOB (MepexBaT paspellaeTca TONbKO B Npenenax O4HOM rpynnbl
nepexsara 1 Npu yCIOBUM UCMOIb30BaHMA NopTamu ogHoro SIP-npoouns);

e CLIR — orpaHnyeHune naeHTMdMKaLMM HoMmepa Bbi3blBaloLLErO abOHEHTA

—  Boeika —ycnyra CLIR OoTKAlOYeH3;

— SIP:From — B 3aronoBke From coobuweHnii npotokona SIP 6yaeT nepegaBaTbcs
Anonymous sip:anonymous@unknown.host

— SIP:From u SIP:Contact — 8 3a2zon08Kax From u Contact coobuweHuii npotokona SIP 6yaet
nepegasaTbcst Anonymous sip:anonymous@unknown.host

Hacmpolika ¢husuyeckux napamempos

e Bbidaya Homepa ebi3bigaroujec0 — BblbepuTe peXxnm onpeaeneHuMs HOMepa Bbi3blBaAIOLLErO
aboHeHTa (Caller ID). Ansa pabotbl Caller ID Heo6x0aMMO, UTOBbI TeNedOHHbIV annapaT aboHeHTa
noaAep:KnBan yCTaHOBJAEHHbIW MeTo4;

—  Off —onpegeneHve HoMepa BbI3blBatOLW,Ero abOHEHTa BbIK/AOYEHO;

— FSK Bell 202, FSK V.23 — onpepeneHne Homepa M MMEHWU Bbi3blBatoLero aboHeHTa
metogom FSK (no cravgapty Bell202, wam ITU-T V.23). Bblgaya HOomepa B JIMHUIO
OCYLLECTB/IAETCA MEXKAY NepBbIM U BTOPbIM CUTHAZIOM NOCbIJIKM BbI30Ba MOTOKOM ZaHHbIX
C YaCTOTHOW Moaynaume;
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— DTMF — onpegeneHue Homepa BbisbiBatowero aboHeHTa metogom DTMF. Bbigaua
HOMEpa B IMHUIO OCYLLECTBAAETCA MEXKAY NEPBbIM U BTOPbIM CUTHAAIOM NOCbIZIKA BbI30BA
AByX4acToTHbiMM DTMF-nocbliaKamu;

— RUS AON — ngeHtTudumKauma aMHUM Bbi3biBatowero aboHeHtTa metogom «Pycckmin AOH».
Homep onpegendetca no curHany «3anpoc AOH», BblgaBaemomy TenedpoHOM
BbI3bIBAEMOro aboHeHTa;

e Talimaym Habopa nepeoli yugpsi, ¢ — TaNMep OXuMAaHua Habopa nepsol Undpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeyeHWe YCTAaHOBNEHHOrO BpeMeHW aboHeHTy OyaeT BblgaH CUrHaN
«3aHATO», a Npuem Habopa Homepa ByaeT NpekpalleH;

e Talimaym «3aHAmMo», ¢ — TaliMep BblAa4yn abOHEHTY cCUrHana «3aHATo». EcnnM no ucrteveHuu
YCTaHOB/IEHHOTO TaMMayTa abOHEHT He NOMOXKMUT TPybKy TenedoHa — B AMHWUIO OyaeT BblaaH
CUrHan OWWNBKK;

e Talimaym 8bi306a aboHeHMa, € — 3anycKaeTca NpW MOCTYN/JEHUN BXOAAWEro Bbl30Ba WU
onpeaenseT MakCMMasbHOe BpPemsA OTBETa Ha BbI30B. [10 UCTEUYEHUWN YCTAHOBAEHHOIO TalMmayTa
yAaneHHomy aboHeHTy ByaeT oTnpaseH CUIHaA 3aHATOCTY;

e MuHumaneHoe epemsa 0bHapyxceHus ombos, MC — MUHUMa/IbHOE BpemMsa ObHapy»KeHus oT6os.
OOHOBPEMEHHO C  3TMM, [JaHHbIM  MapamMeTp ABAAETCA  MaKCMMasbHbIM  BPEMEHEeM
AeTeKTUpoBaHUsA KopoTkoro otbos (flash);

e  MuHumanbHoe epems obHapyxceHus flash — muHMManbHOe Bpemsi OOHapyXKeHUA KOPOTKOro
oT601, (80-1000) mc;

e YcuneHue Ha npuem, 0.1dB — ycuneHue curHana Ha Npuém (CUrHan, KOTopbi BblgaeTcsa B TPYOKy
TenedoHa), (-200..200) eauHmua nsmepenus — 0,1 ab;

e YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepegadvy (curHana, nocTynakwoulero B
MUKpodoH TenedoHHOM TpybKM), (-200..200) eanHnua nsmeperns — 0,1 ab;

e YposeHb 20n0ca ¢ menegoHa, dB — HacTpOlKa YPOBHA peyeBoro curHana Kk aboHenty, (-31..31)
dB;

e YposeHb 20n10ca c MUKPOOHa, dB — HacTpoOliKa YPOBHSA PeYEBOro curHana ot aboHeHTa, (-31..31)
dB;

e [numenbHOoCMb UMMYAbCA UYUPPbl, MC — HACTPOMKa Heobxoguma MpuM UMMYIbCHOM peXxume
Habopa Homepa, (10-150) mc;

e MuHumaneHbll mexcyugpposoli uHMepsasn — HaCTPOMKA HeobXxoAMMa NPU UMMY/IbCHOM peXnme
Habopa Homepa, (150-20000) mc;

e TaKkcoghoH (Payphone) — HacTpoWKa pexnuma paboTbl IMHUM NPU NOAKNOYEHMM TaKcodOoHa:

—  BbiKn. (Off) — 06bluHbIl peXKum, TaKCODOH He MOAKNOUYEH;

- [epenontocoska (Polarity reversal) — n3ameHeHWe NOAAPHOCTU HANPAMKEHUSA NUTAHUA
JIMHWM NPU UCXOAALLEM BbI30BE MOC/1E OTBETA BCTPEUYHOro aboHEHTa;

— Umnynecel 12 KMy (12 kHz) — npn ncxodsAwem Bbi30BE B JIMHUIO OAWH pa3 B CEKYHAOY
BblAaeTcsa TapudHbIA UMNyabc YactoTon 12 Ky,

— Umnynecel 16 KMy (16 kHz) — npn ncxodsAwem Bbi30Be B JIMHUIO OAUH pa3 B CEKYHAOY
BblAaeTcs TapudHbIA UMMNYAbC YacToToM 16 KIu,

Hacmpolika cemesbix napamempos

e DSCP — 3HayeHue nonsa DSCP 3aronoBKa IP-nakeTa gas ronocoBoro Tpadguka ¢ HacTpamMBaemMown
NINHUN.

[na BCTyNAeHUs B CUTy HOBOW KOHOUIypauuu M 3aHECeHUs HACTPOEK B SHEProHe3aBUCUMYHD MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».
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2.6.3.4NogmeHio «Mpodunu SIP»

B nogmeHto «[poduam SIP» BbiNOAHALOTCA HacTpoWku SIP-npodwuneir yctpoictea. 3a Kaxkapim SIP-
npoduaem MoOXKHO Ha3HAUUTb COBCTBEHHbIE agpeca SIP-cepBepa v cepBepa perncTpaLmm, rolocoBble KOAEKU U
Kogekn dakca/moaema, WHOMBMAYaNbHbIM NAaH HymepauuM W Apyrme napameTpbl. HeobxogumocTb
NCNO/Ib30BaHUA pasHbix SIP-npodunelt BO3HMKaET, KOraa pasHble aboHeHTCKME NopTbl paboTatoT Yepes pasHble
HanpasneHua cBaA3n (pasHble SIP-cepBepbl). Mpu 3TOM 33 KaxgblM abOHEHTCKMM NOPTOM MOMKET ObiTb
3aKpen/ieH Tonbko oauH SIP-npodunb (HacTponKa B MeHo «IP-menedoHus» -> «Hacmpolka auHuli»).

Cnucok npochunen SIP

Wms npodmns LT SIP-npokcK cepeep Cepeep peructpaunu SIP-gomeH Pexunm Outbound
1st profile 1.2 off
2nd profile of
3rd profile Off
4th profile o
5th profile off

O6LWune HacTpoOrKK

Mcnone3oeate STUN

Taimep T1. Mc 500 (100-1000)
Taitmep T2, Mc | 4000 (1000-32000)
Taiimep B, Mc | 32000 (1000-39000)

[\ 3anonHedus racmpoex malvepos SIP # Mo ymomHaHuio
PEeKoMeHA0BaHHLIMU SHAYEHUAMU HAXMUMe KHOMKY

TpaHcnopT UDP (npegnoytutensHo), TC v

CneunpHKaLmUa TOHOB PoccHa v

[na pegakTUpoBaHMA HACcTPOEK MPOGUAA HAXKMUTE NEBOM KHOMKOW MbILWM NO CCbIAKE HAcTpauBaemoro
npodunn. B oTKpbIBLLEMCA OKHE «PegaKkTnpoBaTb NPodub:» 3aN0NHUTE Caeaytolme nons:

PenaktupoBate npodune SIP "1st profile”

Mapametpel SIP

Coctae npodmns TNMuHan 1, 2
KA npoduns 1st profile
Pezam mcnenbzceanuA SIP-npokcu Homing v
SIP-npokck cepeep
PerucTpauwms
Cepeep pervctpauin
MeTog KoHTpONS OCHOBHOTD CepBEpa Invite v

MNeprod KoHTPONA CCHOBHOID CEPBEPE, © 30

PesepeHele SIP-npokck
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lapamempeoi SIP

e Cocmas npoguas — CNUCOK abBOHEHTCKMX MOPTOB, KOTOPbIM HasHauyeH npodwuab, none He
peaaktTmpyemoe;

e VIMA npoghunsa — NoNb30BaTENIbCKOE MMA HACTPaMBaemoro npoduns;

e Pexcum ucnonvb3osaHua SIP-npokcu — B BbINAaAaloWeM CMUCKE MOXKHO BblbpaTb pexumm paboTbl ¢
SIP-cepsepom:

— He ucnonb3oeame — pexum, npu Kotopom SIP-npokecn cepsep He Mcnonb3lyeTca, a Bce
3anpocsl INVITE oTnpaBnAloTcA Ha agpec, YKasaHHbIA nocie cMmBona «@» B 3anucu
MaCOK NaaHa Hymepauuu;

— Parking — pexxnm pesepsupoBaHuaA SIP-npoKkcy 6e3 KOHTPoAA 0CHOBHOTO SIP-npoKcK;

— Homing — pexkum pesepsrpoBaHuMA SIP-NPOKCKU C KOHTPOAEM OCHOBHOTO SIP-npoKcu.

LWnto3 moxkeT paboTaTb € OAHMM OCHOBHbIM M MAKCMMYM 4YeTbipbMA pe3epsBHbiMU SIP-npoKcu.
Mpn paboTe TONbKO C OCHOBHbIM SIP-npoKcK, pexkumbl Parking 1 Homing Huuem apyr oT gpyra He
OoTNMYaloTCA. B 3Tom cnyyae npu oTKase ocHOBHOro SIP-npokcu noTpebyeTca ero BocCTaHOBAEHME
ans obecneyeHns pabotocnocobHOCTH.

Mpn Hanuuum pesepBHbIX SIP-Npokcn pabota B pexumax Parking v Homing ocywectsnsertcs
cneayrowmm obpasom. MNpu coBepLlEeHNM NCXOAALLETO BbI30BA W03 oTnpaBaseT coobueHne INVITE
Ha agpec OCHOBHOTO SIP-NpOKCcK MAM NpU NONbITKe pernctpaumm — coobuieHne REGISTER. B cayyae
€C/IM MO UcTeuyeHnn Bpemenn Invite total timeout oT ocHOBHOro SIP-NpoOKCK He NPUXOANUT OTBET, INHO
npuxoaut oteet 408 mnm 503 — wno3 otnpasnset INVITE (nmbo REGISTER) Ha agpec nepsoro
pe3epBHOro SIP-npokcu. Ecan OH TOXKe He [OCTYNeH, 3anpoc MepenpasfifaeTca Ha Ccaeaylowuin
pesepBHbIA SIP-npokcn M T.4. Kak TO/NbKO AOCTYMNHbIN pe3epBHbI SIP-npokcn 6yaer HalaeH,
Npou3onaeT nepeperncTpaLma Ha Hem.

Janee, B 3aBMCMMOCTHK OT Bbl6paHHOI'O pexnma pesepsnpoBaHuUA, AeﬁCTBMﬂ cneaywouimne:

B pexume parking HeT KOHTpons ocCHOBHOro SIP-npoKcu, u W3 npogokaer paboTaTb C
pesepBHbIM SIP-MPOKCK, Aaxe ecanm OCHOBHOW BOCCTaHoBAeH. Mpu noTepe cBA3K C TeKylwmm SIP-
NPoKcn 6yAeT NpoAo/KeH OMpoc nociaeaylowmx pesepBHbiX SIP-NpoKcKM no onMcaHHOMY Bbllle
anropuTmy. MNpu HegOCTYNHOCTU NocaeaHero pesepBHoro SIP-NpoKcK onpoc NPoAO/XKUTCA MO Kpyry,
HauYMHaA C OCHOBHOrO.

B pexume homing A[OCTYyNHO TpuM BMAA KOHTPOAA OCHOBHOro SIP-mpoKcu: nocpeacTsom
nepuoamyeckoln nepegayun Ha ero agpec coobuweHnn OPTIONS, nocpeacTBoM nepuoamnyecKom
nepeaaum Ha ero agpec coobueHuit REGISTER nnbo nocpeactsom nepegaun 3anpoca INVITE npwu
coBeplieHnn ncxogauwero ebizosa. 3anpoc INVITE cHayana nepeaaeTca Ha ocHOBHOM SIP-npokcw, a
3aTeMm, B C/ly4ae ero HegoCTYMNHOCTM, Ha TEKYLLMIA pe3epBHbI U T.4. HesaBUcMMO OT BMAA KOHTPOASA,
€C/IM 0OHapyKeHO, YTO OCHOBHOM SIP-NPOKCKU BOCCTAaHOBMACA — NPOUCXOAUT MepeperncrTpauma Ha
Hem. LLInto3 HaunHaeT paboTaTb ¢ OCHOBHbIM SIP-NpoKcHK.

e SIP-npoKkcu cepsep — ceTeBol agpec SIP-cepBepa — yCTPOWMCTBA, OCYLLECTBAAIOLLEFO KOHTPO/b
AocTyna Bcex aboHeHTOB K TenepoHHOM ceTu nposanaepa. MoXKHO yKasaTb KaKk IP-agpec, Tak u
OOMeHHoe umsa (Yepes aBoeToume MoXKHo 3aaatb UDP-nopT SIP-cepBepa, no ymondyaHuio 5060);

e Pezucmpayua — npw ycTaHOBNEHHOM dnare pPermcTpMpoBaTb MOPTbl, UCNOJb3YHOLLME AAHHbIV
npodub, Ha cepeepe peructTpauuu;

o Cepsep peaucmpayuu — CeTeBOi aapec YCTPOMCTBA, HA KOTOPOM OCYLLECTBAAETCA perncrpaums
Bcex aboHeHTOB TenedOoHHOW CeTU C LEeNblo NpeaocTaBAeHMsAs UM NpPaBa No/b30BaTbCA yCayramm

AboHeHmcKul w3 TAU-2M.IP 61



S ELTEX

CBA3KN (4Yepes gBOETOUME MOXKHO yKa3aTb UDP-nopT cepBepa perncrpaumm, no ymondanuio 5060).
MoXHO yKasaTb KaK IP-agpec, Tak n gomeHHoe uma. OBblYHO cepBep perncrTpaumm pusnyeckm
coBmeLleH ¢ SIP-NpoKcK cepeepom (OHM MMEIOT O4MHAKOBbIE agpeca);

e Memod KoHMposaa OCHOBHO20 cep8epa — BbIDOP MeToAa KOHTPOAS AOCTYNHOCTU OCHOBHOro SIP-
cepsepa B pexkume Homing:

— Invite — KOHTPO/Ib NOCPEACTBOM Nepeaaymn Ha ero agpec 3anpoca INVITE npu coseplueHumn
NCXOAALLEro BbI30Ba;

— Register — KOHTPO/Ib NOCPEACTBOM NEPUOANYECKON Nepesayn Ha ero afpec coobuieHUin
REGISTER;

— Options — KOHTPOJIb NOCPEACTBOM NEPUOAMYECKON Nepenaym Ha ero agapec coobLleHui
OPTIONS;

e [lepuod KOHMPOAA OCHOBHO20 cepsepa — WHTEpPBAN OTMPABKU MEPUOAMYECKUX COODLLEHWNA B
CEeKyHAaX C LLe/Ibio NPOBEPKN A0CTYNHOCTU OCHOBHOrO SIP-cepsepa.

Pe3epeHbie SIP-npokcu

Ona pobasneHna pesepBHOro SIP-MpoKcKM HaxmuTe KHOMKY «JJ06aBUTb» WM BbINOAHUTE chaepylolime
HACTPOWKM:

e SIP-npokcu cepsep — ceteBomn aapec pesepBHoro SIP-cepsepa. MoxXHO yKasaTb Kak IP-agpec, Tak u
AOMEHHOEe UMs (Yepes gBoeToume MoXKHO 3aaaTb UDP-nopTt SIP-cepBepa, no ymonyaHuio 5060);

o Cepsep pecucmpayuu — CeTeBOM afpec PesepBHOro CepBepa perucTpaumm (4epes asoetoune
MOXHO yKasaTb UDP-nopT, no ymondyanuto 5060). MoHO yKasaTb Kak IP-agpec, Tak U 4OMEHHOe
umsa. Ecnm yctaHoBneH dnar nepeg nonem Cepsepa peaucmpayuu, TO BKAKOYEHA perncTpaumna Ha
pe3epBHOM cepBepe.

Ons yaaneHua pesepsHoro SIP-npoKcu yctaHoBuTe ¢piar HANPOTUB 334aHHOMO agpPeca U HAXKMUTE KHOMKY
«Y0anutb».

SIP-fomMeH
Mpuretums SIP Domain Ans perdeTpadm
Pestim Qutbound BrntodeH r
Mepyog BpEMEHN NEPEPETHETPALMM 1200
MHTEpEaN NOBTOPA PETHCTPALMIA 30
MyGnuuHbLIA agpec
Henenezosarte SIP Display Name npu pervcTpaia
Bulaada FT1E npw neny4equn 153 Progress
¥,aNATb HEAKTHBHLIE MMM
Buizor afonexTa 130 Ringing v

MepenasaTs CHMBON # Kak %23

100re! Supported v
PazpewnTte Timer &
MUHKMANTEHOE EDEMA CECCHM, C© 120
Bpemn ceccum, © 1200
MNepwoagwsectui onpoc SIP-cepeepa OTENICHEH v

OEpatateieatt 3arcnoeck Alert-Info

MpoeepATL ToNbKC MMA Nombsosatens 8 RURI

Mepegaears IP-aopec & zaronoeke Call-ID
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SIP domain — pomeH, B KOTOPOM HaxOAWUTCS YCTPOMCTBO (3amonHATb Npu HeobxoaumocTu),
Ha3Ha4aeTcA aBTomatmyeckn m3 15 onuum npotokona DHCP wnnu 3apaetca spyyHyto. [omeH,
33a[aHHbIA BPYYHYIO MMEET NPUOPUTET HaZ HACTPOIMKOM, NnoydeHHoM no DHCP;

lMpumeHumes SIP Domain 0na peaucmpayuu — npun yctaHoBaeHHOM dnare npumeHntb SIP Domain
ans pernctpaunu (SIP-gomeH byaet noacrtaBaaTbea B Request-Line 3anpocos Register);

Pexcum Outbound — pexxum Outbound:

—  BbIKAtoYeH — MapLLpyTU3MPOBATb BbI3OBbI COMIACHO MJ1aHa Hymepaumy;

— Outbound — pna paboTbl ncxoaalen cBAsnM HeobxoAuM NaaH Hymepauuu, OAHAKO Bce
Bbi30Bbl OyayT MapuwpyTusmpoBaTbca 4Yepe3 SIP-cepBep; B cayyae OTCYTCTBMA
perncrpaunm aboHeHTY BblAAaeTCs OTBET CTAaHUMW, YTOObl MOMKHO OblZI0 OCYLLECTBAATbL
ynpasneHne aboHeHTCKUM cepBucom (ynpasneHue ABO);

— Outbound c ebidayveli «3aHamo» — pgna paboTbl McxogdAllen cBA3KM Heobxoaum nnaH
HymepauMn, o4HaKO BCe Bbi30Bbl ByayT maplupyTusnposatbca yepes SIP-cepsep; npu
OTCYTCTBUM pPEerucTpaummM BOCNONb30BaTbCA TenedoHuel ByaeT HEBO3SMOMKHO: B TPYOKy
BbIAAETCA CUTHaN OLMNOKN.

lMepuod spemeHuU repepeaucmpayuu — BpeMsa, B Te4eHNEe KOTOPOro AeNCTBUTENIbHA PerncTpaums
aboHeHTCKOro nopta Ha SIP-cepBepe. MNepeperncTpaumnsa NopTa OCyLLECTBNAETCA B CPeHEM Yepes
2/3 yKkasaHHOro nepuoaa;

UHmepsan nosmopa peaucmpauyuu — NPOMEXYTOK BPEMEHM  Mexay NOonbiTKaMu
3aperucTpupoBaTtbcs Ha SIP-cepsepe B c/iydae HeycrnewHon perncrpaumu;

My6au4Hbili a0pec — AaHHbIN NapaMeTp UCMNOJb3YeTCA B KayecTBe BHELWHEero ajgpeca yCcTpoMncTBa
npu pabote 3a NAT (3a wno3om). B KayectBe nyb6AMYHOro agpeca nponucbiBaeTca agpec
BHewHero (WAN) nHtepdeiica wntosa (NAT), 3a KoTopbim ycTaHoBneH TAU-2M.IP. Mpw 3Tom Ha
camom wno3e (NAT) Heobxoammo caenaTb npobpoc cooTtBeTcTBYOWMX SIP- 1 RTP-noptos,
NCNO/Ib3yeMblIX YCTPOMCTBOM;

Ucnonezosams SIP Display Name npu peaucmpayuu — Npu ycTaHOB/AEHHOM dnare nepenasatb
nums nosnbsosatens B none SIP Display Info coobweHuna Register;

Boidaua «KIMB» npu noay4eHuu 183 Progress — npw ycTaHOBNeHHOM dnare BblgasaTb CUIHan
«KOHTpOb NOCHISIKM BbI30Ba» Npu npueme coobuweHna «183 Progress» (6e3 BnoxkeHHoro SDP);

Y0aname HeakmugHbie meduu — Npu yCTaHOBNEHHOM dnare yaanATb HEAKTUBHbIE MeAMa NOTOKM
npu moandukaumm SDP-ceccumn. McnonbsyeTtcs aaa B3aMMOAENCTBMA CO LIO3aMKU, HEKOPPEKTHO
noagep:mearowmmm pekomeHgaumto rfc3264 (no pekomeHaauMM KO/AMYECTBO MNOTOKOB, Npu
MOANDUKALMAX CECCUM HE AONKHO YMEHbLIATHLCA);

Bbi3oe aboHeHMa — nNpeABapwuTeNbHbIA OTBET, KOTOPbIM OTMNPaBAAeTca  YCTPOWCTBOM
BbI3bIBalOLLEMY 0O0OPYA0BAHUIO MPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3biBatowemMy obopyaoBaHWio oTnpasadeTca oteeT 180; nonyyms 3TO
coobueHne, Bbi3biBatowee 060pyA0BaHME AOMKHO BblAaTh B IMHUIO JIOKANbHbIA CUTHAN
KMB;

— 183 Progress with SDP — Bbi3blBatoleMmy ob6opyaoBaHuio oTnpasnsetca oreeT 183+SDP —
MCNONb3yeTca A/A NPOKAKYEHUA Pa3roBOPHOro TpakTa A0 OTBeTa Bbi3biBaemoro. B
AaHHom cnyyae TAU-2M.IP 6yaet yaaneHHo BblAaBaTb Bbi3blBalOLLEMY abBOHEHTY CUrHan
KMB;

— [lepedasame cumeon # Kak %23 — npwu ycTaHOBAeHHOM ¢nare nepenasaTtb 3HaK ¢yHTa
("pewetky") B SIP URI Kak escape-nocnefaoBatenbHOCTb "%23", MHaue - Kak cumeon "#".
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100rel — ncnonb3oBaHWe HaAeXHbIX NpeaBapuUTeNbHbIX oTBeToB (RFC3262):

—  Supported — noaaep>KKa UCNoIb30BaHMUA HaAEKHbIX NPEeABaPUTENbHbIX OTBETOB;
— Required — Tpe6oBaHMe UCNONb30BaTb HAaZEXKHble NpeABapUTe/ibHble OTBETHI;
—  BbIKOYEH — He UCMNO/b30BaTb HadeKHble NpeBapuTesbHble OTBEThI.

MpoTtokonom SIP onpeaeneHo ABa TMNA OTBETOB Ha 3aMpoOC, MHULMUPYIOWMIA CoeaNHEHNE
(INVITE) — npeaBapuTenbHble M OKOHYaTesbHble. OTBETbI K/aacca 2xX, 3xX, 4xX, 5xx M 6xx
ABAAIOTCA OKOHYATE/IbHbIMU U NepeaatoTca HadeXHOo — ¢ noATBepKaeHnem ux coobuieHnem ACK.
OTteeTbl Knacca 1xx, 3a ucknouveHmem oteeTa 100 Trying, ABNAKOTCA npeaBapuTesbHbIMU U
nepeaaloTca HeHazexXHo — 6e3 noatsepxaeHma (RFC3261). 9T oTeeTbl coaepykaT MHPopMaLMIO
0 Tekywen crtagum obpaboTkm 3anpoca INVITE, BcneactsMe 4ero noTeps TaKUX OTBETOB
HexenaTtesnbHa. Micnonb3oBaHME HafeXXHbIX NpefBapuTeNbHbIX OTBETOB TaKXKe MpeaycMoOTpeHOo
npotokonom SIP (RFC 3262) n onpeaensetca Hanuumem Tera 100rel B MHULMMpPYIOLWEM 3anpoce, B
3TOM CNy4yae npeaBapuUTeNbHblE OTBETbI NOATBEPKAAtOTCA coobueHmnem PRACK.

Paboma HacmpoliKu npu ucxodsujeli cea3u:

— Supported — nepepaBatb B 3anpoce INVITE Tter supported: 100rel. B 3tom cnyyae
B3aMMOLENCTBYIOWMNIA W03 MO CBOEMY  YCMOTPEHUIO  MOXKET  nepenasaTtb
npeaBapuTesibHble OTBETbI INOO HageXHO, MMbo HeT;

— Required — nepepasaTb B 3anpoce INVITE Teru supported: 100rel v required: 100rel. B
3TOM C/yYae B3aMMOAENCTBYIOLLMI LWIKO3 SOMKEH NepeaasBaTb NpeaBapuTebHbIe OTBETHI
HageHo. Ecan  B3aMMOZEMNCTBYIOWMIA W3  He  NOAAEP)KMBAET  HaZeXHble
npeaBapuTesibHble OTBETbl, TO OH [JOJ/IKEH OTK/AOHUTb 3anpoc coobueHnem 420 ¢
YKasaHuem Henogaeprknpaemoro Tera unsupported: 100rel, B stom cnyyae byget
oTnpas/ieH NoBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

— BbiKaoueH — He nepegasaTtb B 3anpoce INVITE HM oguH 13 Teros supported: 100rel w
required: 100rel. B 3Tom cnyyYae B3auMMoAeNCTBYOWMI W03 OyaeT nepenasaTtb
npeasapuTesibHble OTBETbI HEHAAEKHO.

Paboma Hacmpoliku npu exodaweli ceasu:

— Supported, Required — npn npueme B 3anpoce INVITE Tera supported: 100rel, nmbo Tera
required: 100rel, nepenaBaTb NpepBapuTesibHble OTBETbI HagerKHO. Ecnum Tera supported:
100rel B 3anpoce INVITE HeT, TO NnepeaaBaTb NpeLBapUTe/IbHble OTBETbI HEHAAEKHO;

— BolikaoyeH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKAOHUTbL 3anpoc
coobuweHnem 420 c yKasaHMeM HenoaaeprkMBaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX CAYy4aAX NepeaaBaTtbh NpeaBapuUTebHble OTBETbl HEHAAEKHO.

Paspewumes timer — npu ycTaHOBNEHHOM dare BKAOYeHa Noageprkka pacmpeHus timer (RFC
4028). Mocne ycTaHOBNEHUA COeANHEHMs, ecin 0be CTOPOHbI NoaaepKusatoT timer, ogHa U3 HUX
nepuoamyeckn otnpasnset 3anpockl re-INVITE ana KoHTpona coeanHeHus (ecnn obe CTOPOHDI
noaaep*usatot metos UPDATE, anAa yero OH [0/KeH 6biTb yKasaH B 3aronoske Allow —
0BHOBNEHME CECCMM OCYLLEeCTBAAETCA MOCPeACcTBOM MNEepUoAMYecKolr OTNpaBKM CcOoobLLeHW
UPDATE);

MuHumaneHoe spemsa ceccuu, C — MUHUMAJNIbHbBIA WHTEPBAN NpoBepkn paboTocnocobHocTH
coeamHeHua (ot 90 ao 1800 c, no ymondaHuio 120 c);

Bpemsa ceccuu, ¢ — nepuos BpPeMeHW B CEKyHOaX, MO MCTeYEHWW KOTOPOro npousonaet
NPUHYAUTENbHOE 3aBEPLUEHUE CECCMM, B C/IyYae eCc/n ceccua He byaeTt BoBpemsa obHOBNeHa (OT
90 o 80000 c., pekomeHayemoe 3HayeHue - 1800 ¢, 0 — Bpems ceccum He orpaHMYeHo);
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lMepuoduyeckuli onpoc SIP-cepsepa — BbI6Op cnocoba onpoca SIP-cepsepa:

— OmeknioyeH — SIP-cepsep He onpalmnBaeTcs;

— Options — onpoc SIP-cepsepa npu nomowm coobuieHnn OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomowm coobuieHmin NOTIFY;

— CLRF - onpoc SIP-cepsepa nyctoim UDP-naketom;

MHmepean onpoca — nepuoj BpemMeHW B CEeKyHOaX, Yepes3 KOTopbli BbiMoaHAeTcs onpoc SIP-
cepBepa;

Obpabameisame 3a20n080K Alert-Info — obpabaTbiBaTb 3aronosok Alert-Info B 3anpoce INVITE
ONA BblAa4M Ha aBOHEHTCKUI MOPT OTNIMYHOM OT CTaHAAPTHOM NOCLIIKM BbI30BA;

lMposepams mosnbKko umAa nonezosamesna 8 RURI — ecnn ¢nar ycTaHOB/AEH, TO aHa/nM3npyeTca
TO/IbKO abOHEHTCKMA HOMep (user), MpuM COBMAZEHUM KOTOPOro BbI3OB OyAeT Ha3HayYeH Ha
aboHeHTCKMIi nopT. Ecan dnar cHAT, TO NpW NOCTYMN/AEHMM BXOLALLErO BbI30BA NPOU3BOAMUTCA
aHanus scex anemeHToB URI (user, host n port — aboHeHTCcKMin Homep, IP-aapec n UDP/TCP-nopT).
Mpu coBnageHumn scex anemeHToB URI BbI30B O6yAeT HazHayeH Ha abOHEHTCKUIN NOpT;

lMepedasams IP-adpec 8 3azon08Ke Call-ID — ecnn ¢nar yctaHosneH, To B 3aronoske Call-ID npwu
ncxoasLLer ceasm ncnonbayetca cobecTBeHHbIN IP-agpec ycTpoictea B popmaTe localid@host.

TpexcmopoHHSAA KOHpepeHyuUs

TpEXcTOpOHHAR KoHMbepeHUMA

Pestm NokansHas r

Cepeep koHDepeHLMN

Pexcum — pexkum paboTbl TPEXCTOPOHHEN KOHPepeHLMM. BO3MOXKHO ABa pexuma:

— JlokanbHaa — KoHdepeHuMs cobupaeTca JIOKaNbHO YCTPOMCTBOM NOC/E HaxKaTUA
KombuHaumm «flash+3»;

— YOaneHHas (RFC4579) — KoHdepeHUMa cobupaeTcs Ha yAaneHHOM cepBepe, ANA 4ero
nocne Haxatms «flash+3» Ha cepsep oTnpasnsetcs coobuieHne Invite Ha Homep,
YKasaHHbI B nosie «Cepeep KoHgepeHyuu». B aTom cnydae KoHdbepeHuus paboTaeT no
anroputmy, onncaHHomy B RFC4579. MoapobHO AaHHbIN anropuTm ONMcaH B NyHKTe 3.3.2.

Cepsep KoHgpepeHyuu — B obliem cnyyae agpec cepBepa, OCYLLECTBAAIOLLEro YCTaHOB/AEHUe
KoHdepeHUMn no anroputmy, onmcaHHomy B RFC4579. Appec 3agaetca B ¢dopmate SIP-URI:
user@address:port. MO»HO yKa3aTb TO/IbKO N0Jib30BaTeNbCKyto YacTb URI (user) — B aTom cnyyae
coobuieHue Invite oTnpaBuTca Ha agpec SIP-npokcu.

Hacmpolika IMS

HacTpo#ka IM3

Pessaam IMS BranioweH ¥

Pexcum IMS — pexkum paboTbl ¢ IMS. BO3MOXKHO TpU pernuma:

— BbikntoyeH — IMS He ncnonb3yercs;

— be3 noanucku — paspelleHo ynpas/ieHMe HEKOTOPbIMKU BUAAMKU ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME ycayr  «TPeXCTOPOHHSASA
KoHdepeHuuMa» (paboTaeT TonbKo nNo anroputmy RFC4579), «YpepskaHue BbI3oBay,
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«OKnaaHue BbizoBa», «Fopadvas NMHUA» (HE3AaBUCMMO OT TOTO, BK/IOYEHDBI OHU MU HET B
KOHbMIypaumm) npomsBoanT yaaneHHo cepsep IMS nocpeactsom oTnpaBKK COOBLLEHNI
Notify, B Tene KOTOpbiX MepeaaloTcd KOMaHAbl Ha aKTMBaLMIO/AeaKTMBaUUIO YyCayr B
dopmate XCAP (paktnueckn — XML, RFC4825). Mpu Takom BapuaHTe 3anpocbl SUBSCRIBE
nocse perucTpaumm aboHEHTOB LW/O30M He OTNpPaBAAloTcA, 06pabaTbiBalOTCA TO/bKO
NOTIFY-3anpocbkl, npuHATble OT IMS, ¢ NOmMOLWbIO KOTOPbIX NPOUCXOAUT ynpas/ieHue
ycayramu;

C noanuckoi — paspeLleHo ynpaB/ieHMe HEeKOTopbIMKU BMAaMK ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYeHUEe ycayr «TpexcTopoHHAS
KoHpepeHuma» (pabotaeT TonbKo no anroputmy RFCA579), «Yaep:kaHue Bbi30Ba»,
«OxungaHue Bbi3oBa», «lopayvan AMHUA» (HE3aBUCUMO OT TOTO, BKIKOYEHbI OHU UM HET B
KoH}Urypaumm) npomssoauT yaaneHHo cepsep IMS nocpeactsom oTnpaBKU cOObLLEHMIA
Notify, B Tene KoTopbix MepeaaloTcd KOMaHAbl Ha aKTMBaUMIO/LeaKTUMBALMIO yCayr B
dopmate XCAP (daktnueckm — XML, RFC4825). Mpu Takom BapuaHTe W03 OTNpPaBaAseT
3anpocbl SUBSCRIBE nocne peructpauuMm aboHEHTOB M NpW YyCMewHoOW noAnucke
obpabatbiBaeTr NOTIFY-3anpocbkl, NpuHATbie OT IMS, ¢ NOMOLLbIO KOTOPbIX NPOMCXOAUT
ynpaB/ieHue ycayramu.

Umsa ycayeu “YoepmcaHue ebi306a” — HasBaHue 3snemeHTa XML B Tene coobueHus Notify,
NCMNONb3YEMOT0o A/1A Nepenaym KOMaHabl aKTMBaLUN/geaKTMBaLMK YCAYTY «YaeprKaHue Bbi30Ba».
Hanpumep, ecnm mmsa ycnyru  mmeeT 3HayeHue «call-hold», To KomaHga aktuBauuu byaet
BbIMNALETb TAK:

<call-hold active="true"/>

a KOMaHZa JeaKkTMBauun:

<call-hold active="false"/>

Uma ycayeu "OmudaHue ebi308a" — Ha3BaHue snemeHTa XML B Tene coobuweHusa Notify,
MCMNOAb3yeMOro Ana nepeaayy KomaHabl akTuBaumn/aeaktmsaunm ycnyrm «OxunaaHue Bbi3oBa».
Hanpumep, ecim uma ycnyrm mmeet 3HadeHue «call-waiting», To KomaHaa akTusauumn byaer
BbIFNALETb TaK:

<call-waiting active="true"/>

a KOMaH4a AeaKTuBaLlnn:

<call-waiting active="false"/>

Umsa ycnyau "TpexcmopoHHAA KoHgpepeHyus" — Ha3BaHMe anemeHTa XML B Tene coobuieHus

Notify,

MCMnosb3yeMoro  AAA  nepejays  KOMaHAbl  aKTMBaUMW/OeakTMBaUMKM  YCAYyru

«TPEexcTopoHHAA KoHdepeHUMa». Hanpumep, eciv MMA ycayrn umeeT 3HavyeHue «three-party-
conference», ToO KOMaHAa akTMBaLUWM ByAET BbIrNAAETb TaK:

< three-party-conference active="true"/>

ad KOMaH4a AeaKTuBalnn:

< three-party-conference active="false"/>

Umsa ycnyau "Mopsavas auHua" — Ha3BaHue anemeHTa XML B Tene coobuieHuns Notify, ncnonbsye-
MOFo AnA nepepavym KOMaHAbl aKTMBaumu ycnyrm «lfopsyas AvHUA». B KoMaHge akTuBauuu
nepepatotca Homep TenedoHa ropayven IMHUKM M TaliMmayT Bbi3oBa. Hanpumep, ecnm nma ycayrm
umeeT 3HadeHue «hot-line-service», n Heobxogumo coBepLuaTtb BbI30B Ha Homep 30001 yepes 6
CEKYHA, nocne nogbema Tpyokn TenedoHa — KoOMaHaa aKTUBAUMK ByaeT BbIrNALEeTb TaK:
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<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnn KomaHaa akTMBaLMK He noaydeHa, ycayra «fopadas AMHua» 6yaeT BblKNoYeHa.

e Umsa ycayeu "lepedaya ebi308a" — HasBaHwe snemeHTa XML B Tene coobueHua Notify,
MCMONb3YeMOro ANs nepefayuv KOMaHAbl aKTUBALMW/OeaKTUBALUMM YCAYyTU «TPEXCTOPOHHSASA
KoHdepeHuusa». Hanpumep, ecnim uma ycayru  umeeT 3HadeHue «call-transfer», To KomaHga
aKTMBauuKM ByaeT BbIrNsAAeTb Tak:

< call-transfer active="true"/>
a KOMaHA4a AeaKkTMBaLUun:
< call-transfer active="false"/>

Mo yMON4YaHUIO eciM He Mpullia KOMaHAa Ha aKkTUMBaUMIO — BCE Bbllle Mepeymc/ieHHble ycayru
[eaKTUBMPOBaAHbI.

[1naH Hymepayuu

[raH HymepaLum

HacTpoika nnada HyMepaummn 55, L5 ([xABCD*#].%)

MnaH Hymepauuu 3apaeTca Npu NOMOLLM  PEerynApHblX BblparkeHU B nosne «HacTpoika nnaHa
HymMmepaLumm».

Huke npuBoamuTCA CTPYKTYypa M ¢dopmaT perynsapHbiX BblpaxKeHW, obecneymsatoWmx pasinyHble
BO3MOHOCTM Habopa Homepa.

CTpYKTYpa perynapHOro BblpasKeHus:

Sxx, Lxx (),

roe

XX — NPOWN3BO/IbHbIE 3HAaYEHUA TaUMepoB S 1 L;

() — rpaHKnUpBI NNaHa HyMepaLumu.

OcHoBOlM  fABNAOTCA  0603Ha4YeHUs  ANAa  3anNucKM  NOCNeAoBaTe/lbHOCTUM  HabpaHHbIX  unodp.
MocnepoBatenbHOCTb UMP 3aNMUCbIBAETCA C MOMOLLBI HECKONbKMX 0603HayeHuin: undpbl, Habupaemble c
Knasuatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHne cMmBonia # B NAaHe Hymepauuu MOKeT
610KMpOBaTbL 3aBepLUIeHMe Habopa ¢ NOMOLLbIO 3TOI KNnaBuwwu!

° MocnepoBaTeibHOCTb Ll,Md)p, 3aK/NIO4EHHAA B KBagpaTHble CKO6KM, COOTBETCTBYET mo6orv\y n3
3aKNHOYEHHbBIX B CKOOKM CUMBOAY.

—  Npumep: ([1239]) — cooTBeTCTBYET Nt06OM U3 UMbP 1, 2, 3 nan 9.

° Yepes Tupe MmoxeT 6bITb YKasaH Auana3oH CMMBOJIOB. Yauwie Bcero WUCNoNb3yeTrca BHYTpuU
KBa4paTHbIX CKOBOOK.

—  Npumep 1: (1-5) — ntoban umdpa ot 1 go 5.
—  Npumep 2:([1-39]) — npumep 13 NpeaplayLLEro NYHKTa C MHOW GpOopMONi 3anncu.
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e Cumson X cooTBeTcTByeT ntoboit umdppe ot 0 oo 9.
—  Mpumep: (1XX) — ntoboi TpéxaHauHbIN HOMep, HauMHaloWwmiica Ha 1.
e  «.»—MOBTOPEHME npeablgyLiero cumaona ot 0 o 6eCKOHEeYHOCTH pas.
e  «+»—NOBTOPEHME NpeablayLlero cumeona oT 1 4o 6eckoHeYHoCTH pas.
e {a,b} —noBTOpeHue NpeaplayLLero cumsona oT a Ao b pas;
o {a,} —noBTOpeHMe NpeaplAyLLErO CUMBO/IA HE MEHbLLE a pas;
e {,b}—noBTopeHune npeablaywero cMmBosa He bonblle b pas;
o {b}- nosTopeHue Npeapiayllero cumeona posHo b pas.

=  [lpumep: (810X.) — meKayHapoaHbIiM HOMeEp C Nt0bbIM KONMYecTBom LUdp.

HacTpolikuy, BavaAtowme Ha 06paboTKy NaaHa Hymepaunm:

e Interdigit Long Timer (6ykea «L» & 3anucu naAaHa HymMepauyuu) — BPEMS OXWAaHMA BBOAA
cneaywowen uudpbl B TOM Cc/ydae, €cin HeT WabnoHoB, nNoAXoAAWMX Mod HabpaHHyo
KOoMbUHaumio;

e Interdigit Short Timer (6ykea «S» 6 3anucu nNaAGHA HymMepauyuu) — BPeMA OXMAAaHWUA BBOAA
cnepylowen undpbl, ecnm ¢ HabpaHHOM KombBuHauMel NOMHOCTbIO COBMagaeT XoTa 6bl 0AMH
WwabnoH, 1 NP 3TOM MMEEeTCA elle XoTA bbl 0AMH WabnoH, A0 NOAHOIO COBMAAEHUA C KOTOPbIM
HeobxoaMMO OcyLLLECTBUTb AOHabop HoMepa.

JononHuTenbHble BO3MOXHOCTH:

1. 3ameHa HabpaHHOM NocneaoBaTeIbHOCTH
CuHTakeuc: <argl:arg2>

[aHHas BO3MOXKHOCTb MO3BO/IAET 3aMeHWTb HabpaHHYy MNOoCAef0BaTeNbHOCTL Ha  Aobyto
nocaef0BaTe/lbHOCTb Habuvpaembix CMMBOJIOB. MMpM 3TOM BTOPOM aprymeHT AO/KeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHnem, 0ba aprymeHTa MoryT 6bITb NYCTbIMU.

—  MNpumep: (<83812:> XXXXXX) — paHHaa 3anucb 6yaeT coOTBETCTBOBaTb HabpaHHbIM
umdpam 83812, Ho 3Ta nocnenoBaTeNlbHOCTb ByAeT onyuleHa U He ByaeT nepegaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop

Mpun BbIXOAE HA MeXropos, (B Od)MCHbIX CTaHUMNAX — Ha ropop,) NMPUBbLIYHO CAblWATb OTBET CTaHUNWN, YTO
MOXHO peann3oBaTb BCTaBKOW 3ansTon B HYXXHYIO NO3ULLUIO NOCNnenoBaTe/ibHOCTU Ll,VId)p.

— MNpumep: (8, 770) — npu Habope Homepa 8770 nocne undpbl 8 byaeT BbiAaH
HenpepbIBHbIN TOH.

3. 3anpet Habopa Homepa.

III

Echn B KoHue wabnoHa HOMEpPa ILI,O6aBl4Tb BOCKI'II/ILI,aTeﬂbeIF/'I 3HaK !, TO H360p HOMeEpPOB,

COOTBETCTBYOWMX WabnoHy, byaeT 3a610KMPOBaH.

—  Npumep: (8 10X xxxxxxx ! | 8 xxx XXXXXXX ) — BblpaKeHWe paspeluaeT Habop TONbKO
MEXAYropoAHUX HOMEPOB U UCK/IIOYaeT MeXKAyHapo4Hble BbI30Bbl.

4, 3ameHa 3HauyeHMn TalimepoB Habopa Homepa
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3HayeHUs TaliMepoB MOTyT ObITb Ha3HauyeHbl KaK [AAA BCEro naaHa Hymepauuu, TakK UM And
onpeaenéHHoro wabnoHa. bykea «S» oTBeuaeT 3a ycTaHoBKy «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHMA TaMepPOB MOXKeT ObITb YKa3aHo AN1A Bcex WabsoHOB B niaHe
HyMepaLmn, ecv 3Ha4YeHMA NepPeYmCaeHbl 40 OTKPbIBAOLLEACA KPYTA0M CKOBKM.

—  Npumep: S4 (8XXX.) nnm S4,L8 (XXX)

Ecnu 3TK 3HaYeHMA yKasaHbl TO/IbKO B OAHOW U3 NOCNeA0BaTe/IbHOCTEN, TO AEUCTBYHOT TONbKO ANA Heé.
TaKKe B 3TOM C/lydae He Hago CTaBUTb ABOETOUME MENKIY KAHUYOM W 3HAYeHMem TalimayTa, 3HayeHue
MOKeT bbITb PacnonoeHo B 1tobom mecTe WabioHa.

—  Npumep: (54 8XXX. | XXX) nam ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO Nepeaavy
Bbl30Ba Npu Habope TpexaHayHOro Homepa, HauuHatoweroca Ha 1,2, ..., 5.

5. Habop no npsmomy agpecy (IP Dialing)

CumBon «@», NOCTaB/EHHbI Nocie Homepa, 03Ha4aeT, YTo Aanee byaeT yKasaH agpec cepsepa, Ha
KOTOpbIN ByaeT oTnpas/eH BbiI30B Ha HabpaHHbI Homep. PekomeHayeTca ucnonb3osatb «IP Dialing»,
a TaKKe NpUMéEMm M nepenady BbI3oBoB 6e3 pernctpaunu («Call Without Reg», «Answer Without Reg»).
3TO MOKET MOMOYb B C/lyyae OTKasa cepsepa.

Kpome Toro, popmar agpeca c IP Dialing moxkeT 6bITb UCNO/Ib30BaH B HOMePax, NpeAHa3HaYeHHbIX 4
nepeagpecauum 3BOHKOB.

—  Npumep 1: ( 8 xxx Xxxxxxx ) — 11-3HayHbIA HOMEp, HaYMHatoLWMICA Ha 8.

—  Mpumep 2: ( 8 xxx XXXXXXX | <:8495> xxxxxxx ) — 11-3HauHblii HOMep, Ha4MHaloWMKIACA Ha 8,
ecnv BBeAEH 7- 3HauHbIl, To 406aBUTb K NepegaBaemomMmy Homepy 8495.

—  Mpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxXXX) — HaBOP HOMEPOB IKCTPEHHbIX CNYXKD, a TaKKe
HEKOTOPbIX MEXAYTOPOAHNX HOMEPOB.

—  NMpumep 4: (SO <:82125551234>) — 6bICTpbI HAbOP YKa3aHHOTrO HOMEpA, aHaor pexMma
«Hotline» Ha apyrux wnto3sax.

—  Mpumep 5: (S5 <:1000> | xxxX) — AaHHbIN NJaH HYyMepaLumMm No3BosAeT HabpaTb Nt060oM
HOMeEp, COCTOALLMIA U3 LNPP, @ eCAN HUYETO He BBELAEHO B TeyeHMe 5 cekyHA, BbI3BaTb
Homep 1000 (gonycTum, 3TO CEKpeTapb).

—  Npumep 6: (*SXFxXXXXFXH | * 2XFXXXXXXXXXXXH | Hxx# | [2-7]xxxxx |8, [2-9]xxxxxxxxx |8,
10x. | 1xx<:@10.110.60.51:5060>).

—  NMpumep 7: (1xx|0[1-9]]|00[1-8] | *Sx*xxxx*x# | * 2x*xxxxxxxxxxx# | #xx# | [2-7]xxxxx | 8, [2-
9]xxxXXXXXxX | 8, 10x.).

MHoraa moskeT noTpeboBaTbCA COBEPLUATb 3BOHKWU /IOKAAbHO BHYTPW ycTpoicTea. Npu aTom ecam IP-
aflpec ycTpOWCTBa He M3BECTEH MAN NEepUOAMYECKU U3MeHAeTcs, YA06HO MCNno/b30BaTh B KayecTse
agpeca cepsepa 3apesepsBupoBaHHoe coBo «{local}», yTo 03HauyaeT OTMpPaBKy COOTBETCTBYIOLLEM
nocaeaoBaTeNbHOCTU LMpP Ha COBCTBEHHbIN agpec ycTpoicTea.

— Npumep: (123@{local}) — BbiI3oB Ha HOomep 123 6yaeT o06paboTaH NOKANbHO BHYTPU
yCTpolicTBa.

6. HacTpoiika Koga nepexsata
Mpn nomoLM AaHHOW KOMaHbl MOXHO YCTaHOBWUTb KOA, NepexBaTa Ana 3a4aHHOM rpynmbl.
CvHTakcuc: ABC@{pickup:X}, rae

ABC — Kog, nepexsaTa (Hanpumep *8),

X — HoMep rpynnbl nepexeaTta (Hymepauus rpynn nepexearta c 0).
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—  Npumep: 112@{pickup:0} — aboHeHTbl A N b coCTOAT B OAHOW rpynne nepexsarta C
nHaekcom 0. B cnyyae ecnm aboHeHTy A MmocTynaeT BXOAALWMIA Bbi30B, TO aboHeHT b
MOXKET NepexBaTuTb Bbi30B, Habpas KombuHaumo undp 112.

YemaHoska npoguneli dialplan

Ona Ka)kOoro HanpaBneHMA MOMKHO BblOpaTb He 6onee ogHoro npoduna dialplan, Kotopbii byaget
onpefensaTb NapameTpbl BbI3OBOB Ha 3TOM HanpasieHWW. HacTpoilkm npodunein npomssBoaATcA B pasgene
«Mpodunum dialplan». Ona Kaxkaoro HanpaBAeHWA HACTPOMKA anbTePHATUMBHOrO Npoduns yKasblBaeTcs B
KpYrAblx cCKobkax nocne cnosa «profile:».

Npumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOEKo8

HacTpoika ronocoBLIX KOOeKOB

Kogex 1 G.7Ma v

Kopex 2 G.711u v

Kogex 3 G.7231 A

Kogex 4 G.729 r

Kopex 5 BrsnioueH A

Bpema naketrsawmn G711, mc 20 v

Bpema nakeTusawm G.729, mc 20 v

Bpewmn naketnzaumd G.723.1, Mo 30 A

CUrHanbHbIM NPOLLECCOP YCTPOMCTBA BbIMNOHAET PYHKLUMU KOAMPOBAHMA aHANOINOBOro peyeBoro TpaduKa,
AaHHbIX paKkca/moaema B UMOPOBbIE CUrHaMbl, a Tak¥e obpaTHOro AexkoampoBaHusa. LLno3 noaaep»kmsaet
cnepywouwme ronocosble kogeku: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npeactasnset coboit MKM-KogmposaHue 6e3 ckaTus pedyeBor MHbOpmauuun. [aHHbIM Koaek
[onxeH 6biTb 06s3aTenbHO noagep:kaH Bcemu npoussoguTenamm VolP-obopyaosaHus. Kogekn G.711A wu
G.711U oTtnumyatoTca apyr oT Apyra 3aKOHOM KoAupoBaHUA (A-3aKOH — NMHeNHoe KogupoBaHue U U-3aKOH -
HennHenHoe). KognposaHue no U-3aKkoHy npumeHsieTca B CeBepHoit Amepuke, no A-3akoHy — B EBpone.

G.722 — WMPOKOMNONOCHbIA KogeK, ucnonb3ytowmn AAUKM c pasgeneHnem Ha noagmanasoHbl U
paboTatoLLmii co cKopocTbio 48, 56 1 64 Kbut/c.

G.723.1 — KoAgeK Co cxKaTuem pedyesoi MHPopmMaLmMuK, NpeaycMaTpuBaeT ABa pexnma paboTbl: 6.3 Kbut/c
n 5.3 Kéut/c. Kogek G.723.1 nmeeT AeTeKTOp peyeBoi aKTMBHOCTU M obecneunBaeT reHepaLuio KoMPpopTHOro
LWYMa Ha yOaNeHHOM KOHLLE B Nepuog, MolYaHuA.

G.726-24, G.726-32 — KoAeK co cxKatuem pedvyeBoir MHbopmaumm no anroputmy AAMKM un cKopocTblto
nepeaauun 24 unm 32 Kéut/c.

G.729 — TaKKe fBNAETCA KOAEKOM CO C)KaTMem pedyeBOol MHPopmaumm n obecneuymBaeT CKOPOCTb
nepeaaun 8 K6ut/c. AHanormuyHo Koaeky G.723.1, KoaeKk G.729 noaaep’>KMBaeT AETEKTOP PeyeBoit aKTUBHOCTM U
obecneunBaet reHepauuo KOMGOPTHOTO LWYMa.
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e Kodek 1..7 — no3Bo/sifieT BbibpaTb KOAEKM M MOPALOK, B KOTOPOM OHW ByAyT MCNO/Ib30BATLCA.
KogeK C HauBbICIUIMM NPUOPUTETOM HY)KHO nponucaTb B none «Kogek 1». Ana pabotbl
HeobXoAMMO YKa3aTb XOTA bbl OANH KOAEK:

—  BbIKnto4YeH — Kogek He UCNo/b3yeTcs;

— @G.711a —wvcnonb3osaTtb KogeK G.711A;

— G.711u - wncnonb3oBaTb Kogek G.711U;

— G.723 —ncnonb3oBaTtb Kogek G.723.1;

— G.729 (A, B) — ucnonbsosaTb Kogek G.729 annexA unu G.729B;
—  G.726-24 — ucnonb3oBaTb Kogek G.726 co ckopocTbio 24 Kbut/c;
— G.726-32 — ucnonb3oBaTb Kogek G.726 co ckopocTbio 32 K6uTt/c;
— G.722 —ncnonb3oBaTtb Kogek G.722.

e Bpema nakemu3ayuu — YUCNO MWUNNNCEKYHA peun B ogHom RTP-nakeTe (ans Kopekos G.711,
G.729, G.723 n G.726).

e Tun Hazpy3Ku — TN ANHAMMUUYECKOWN HArpysku Ana Kogeka G.726-24 nnu G.726-32 (paspelleHHble
A9 UCNOJ/Ib30BaHMA 3HaYeHMA — oT 96 go 127).

MoryT 6bITb 3a4aHbl aNbTepHaTUBHbIE FONOCOBbIE KOAEKMN ANA BbIGpaHHOro HanpaeaeHusa. Ana
Ka)X[,0ro U3 HanpasneHWi B NnaHe HymepaLum ecTb BO3SMOXHOCTb 3a4aHuUA NPeanoUYTUTEIbHOro
KoAeKa gnsa nepegaum peun. AN Kaxkaoro HanpasneHUs A0N0/HUTE/IbHbIE HaCTPOKN KOL,EeKoB
YKa3bIBalOTCA B KPYr/bIX CKo6Kax nocne cnosa «codecs:».

Ecnn Heo6Xxo0AMMO MCNOb30BaHME HECKO/IbKMX KOLEKOB, TO UX NEPEYUCAAIOT Yepes CUMBOA «,». MOXKHO
yKa3blBaTb HECKO/IbKO MapaMeTpPoB A/1A HanpasneHuA. B Takom caydae OHWM [O/MKHbI ObiTb pasgesneHbl
cMmBosiom  «;» - (paraml:subparamil,subparam2;param2:subparaml,subparam2). AdonycTMumble 3Ha4YeHUs
cybnapameTtpos subparamX: g711a, g711u, g729, g723.

JonycTmble 3HaYeHus napameTpoB paraml n param2 — codecs u rfc2833 PT cooTBETCTBEHHO.

Mpumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).

biummep-6ygep

xuTTep-Oydep
MuHMMaNbHEA 3a0epkkad, Mo 40 v
MakcHmaneHan saaepkra, Mo 130 b
Mopor HEMELNEHHOMD YAANEHMS NAKETOE, MG 500 v
DakTop onTHMHIaWaKM SGydepa ) v
Oxunttep (jitter) — 3TO HepaBHOMEPHOCTb MEPUOAOB BPEMEHM, OTBEAEHHbIX Ha [OCTaBKYy NaKeTa.

3afeprKKa B AOCTaBKe MaKeTa U SKUTTEP UCYMUCAAETCA B MUAIUCEKYHOAX. BennunHa axutrepa nmeet 6obluoe
3HauyeHue Npu nNepegade MHPOPMaLMK B peXMMe peasibHOro BpemeHu (Hanpumep, ronoc uan BUAEO).

B npotokone RTP, KOTOpbIi elle Ha3biBalOT «MPOTOKO/IOM NOTOKA Nepeaatolleli cpedpl» (media stream),
€CTb Noje 417 MeTKM TOYHOrO BPeMeHU nepesadm oTHocutenbHo Bcero RTP-noToka. MpuHMmatoLLee ycTpoicTBo
NCNOb3yeT 3TN BpeMeHHble MEeTKN AN BbIACHEHUA TOrO, KOrAa cieflyeT 0XKuaatb NakeT, cobaoaeH Am nopaaok
naketos. Mcxoaa wu3 31O MHPOPMAUMKU, NPUEMHAA CTOPOHA BbIACHAET, KaK c/ieayeT HacTpouUTb CBOW
napameTpbl, YTOObl 3aMacCKMPOBaTb NOTEHLMA/NbHbIE CETEBbIE NPOBIEeMbl, TAKUE KaK 3aeprKKN U AxuTTep. Ecan
OXMaaemoe BpPemMsA Ha [OCTaBKY MNakeTa OT OTNpaBuMTeNs K MPUEMHMKY Ha MNPOTAMEHMM BCEro nepuoaa
pa3roBopa CTPOro paBHO onpeaeneHHOMY 3Ha4YeHuo, Hanpumep, 50 Mc, MOXKHO yTBepXKAaTb, YTO B TaKOWN CETU
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OXUTTepa HeT. Ho 3auacTylo nakeTbl 3a4eprkMBAlOTCA B CETM, U BPEMEHHOW WHTepBas [AOCTAaBKM MOXKET
KoN1ebaTbCs B fOBOJIbHO 60/1bWOM (C TOUKM 3peHuaA TpaduKa, KPUTUYHOTO KO BPEMEHWN) BPEMEHHOM AMana3oHe.
B cnyyae ecnm npuioxeHne-npueMHNK Takoro 3ByKa UamM Bugeo byaeTt BOCNPOM3BOAUTb €ero B TOM BPeMEHHOM
nopaaKe, B KOTOPOM MPUXOAAT MaKeTbl, Mbl MOAYYMM 3aMETHOE yXyALEeHUSA KayecTBa rosioca (wam BuAeo).
Hanpumep, ecniv aTo KacaeTcs rosoca, To Mbl YCAbIWWM NPepbIBaHME B FON0CE U ApYyrMe NOMEXMU.

YCTPOMCTBO MMEET cieAytoLme HaCTPOIMKKN axuTTep-bydepa:

e MuHUMAnNbHAA 300epKa, MC — MUMHUMA/IbHOE OXUOAeMOoe BPeMs 3aZEPKKU pacnpocTpaHeHus
IP-nakeTa no ceTty;

e MakcumanbHasa 3a0epiKa, MC — MaKCMMa/lbHOE OXUAaeMoe BpemMa 3a4ePKKN pPacrnpocTpaHeHun
IP-nakeTa no cety;

e [lopoz HemedneHHO20 yOdaneHUs MaKkemos, MC — MaKCMManbHbI NMPOMENKYTOK BpeMeHu, Yepes
KOTOPbIA NPOUCXOAMT yAaneHue pedyeBbix NaketoB U3 bydepa. 3HayeHWe AaHHOro napamertpa
60/bllie UM PaBHO MaKCUMaJIbHOM 3a4€EPXKKe;

e Q@axkmop onmumuzayuu 6ygepa — napameTp, WUCNOJIb3yeMblh ANA ONTUMU3ALMM pasMepa
OXUTTep-6ydepa. PekomeHayeTcs BbICTaBAATb ero 3HadeHune B 0.

lepedaya ghakca u modema

Mepepaya thakca v Mogema
Mepenaya Mogema G.T11aVBD A
Konek doarca 1 GT1a T
Konex dharca 2 G.T11u ¥
Konek doakca 3 BraknioueH v

OBHapy=eHwe dakca OBe cTopotb: b

MpwHumaTs nepexon 8 T35

Mepenaya dakca MOXKET OCYLLECTBAATLCA C UCMO/Ab30BaHMEM peyeBoro Kogeka 711 uamn cneupanbHOro
KoAeKa ans nepenadun GpakcMmubHbIX cooblieHmin T.38.

T.38 — cTaHAapT, onucbiBalOWMn Nepegady GakCMMUAbHbLIX COOBLLEHWIA B peasibHOM BpemeHu yepes IP-
ceTn. CUrHansl U AaHHble, NnepegaBaemble GpakCUMUAbHLIM annapaTom, KOAMPYIOTCA B NaKeTbl NpoToKkona T.38.
B dpopmupyemble NaKeTbl MOMXKET BBOAUTLCA M3ObITOYHOCTb — AaHHbIE M3 NPeAblAYLWMX NaKeToB, YTO NO3BOAAET
OCYLLLECTBAATb HAZEXKHYIO Nepeaady ¢paKkca No HecTabuabHbIM KaHanam.

e [lepedaua modema — BbIOOP KOAEKA, KOTOPbLIN ByAeT MCNOIb30BaTbCA 415 Nepesayun AaHHbIX Npu
AEeTEeKTUPOBaHUM LLNO30M CUTHaN0B MoaeMa:

—  BbIKNtOYEH — He AeTEKTUPOBATL CUTHAIbI MOAEMA;
— G.711a VBD — ucnonb3osaTb Kogek G.711A B pexkume VBD;
— G.711u VBD - ucnonb3oBaTtb kKogek G.711U B pexkume VBD.

B pexume VBD (Voice band data) wnio3 BbikNloYaeT OeTEKTOp akTMBHOCTU peun (VAD), reHepaTop
KomdopTHOro wyma (CNG) 1 axokomneHcaTopbl, YTO HEOHXOAMMO NPU YCTAHOBAEHUM MOLEMHOTO COEANHEHUA.

V BblbpaHHbIA KOAEK A0MKEH ObITb TaKXKe aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB.

e Koodek ¢pakca 1.3 — noseonAeT BbIGpaTb KOAEKM M MNOPAAOK, B KOTOPOM OHM 6yayT
ncnosb3oBaTbes. Kogek ¢ HavBbICLIMM NPUOPUTETOM HY}KHO NponucaTtb B nose «Koaek dakca 1».
[na paboTbl HEOBXOAMMO YKa3aTb XOTA Hbl OANH KOAEK:
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—  BblKnto4eH — KOAeK He UCNO/b3YyeTcs.
— G.711a —wvcnonb3oBaTtb Kogek G.711A;
— G.711u—wncnonb3oBatb Kogek G.711A;
— T.38 —ucnonb3osatb NnpoToKkon T.38.

Bce Kogeku ¢dakca AoMKHbl 6biTb pasHbimuU. Kpome atoro, npu Bblbope G.711a muam
G.711u cOOTBETCTBYIOLMUIT KOAEK A0/1KeH ObiTb aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB
ycTpoiicTBa.

e [IpuHumame nepexod 6 T.38 — npu ycTaHOBNEHHOM dare paspelleH BXoAALWMNN re-invite Ha T.38
OT BCTPEYHOrO LWNL033;

o O6HapymeHue akca — onpeaenseT HanpaB/leHUE Bbi30Ba, MPU KOTOPOM paspeLieHo
[eTEeKTUPOBaTb TOHbI PpaKca, nocne Yero byeT ocyLEecTBAATL Nepexos, Ha Kojek dakKca:

— He demekmuposame moHbI ¢hakca — OTKAOYAeT AETEKTMPOBAHWE TOHOB daKca, HO He
3anpewaeT nepegayy dakca (He byaeT MHUUMMPOBATLCA Mepexod Ha Kodek dakca, Ho
AaHHbIV Nepexon MOKeT bbITb CAeNaH BCTPEYHbIM LJIO30M);

— Obe cmopoHbl — AeTEKTUPYIOTCA TOHbI Kak Npu nepegadve dakca, Tak 1 npu npueme. Mpu
nepeaadve ¢dakca agetektupyerca curdan CNG FAX ¢ aboHeHTcKoM AnHuu. Mpu npueme
dakca getekTnpyetca curHan V.21 c aboHEeHTCKOMN INHUK;

—  Bbisbigarow,asa — [ETEKTUPYHOTCA TOHbI TOJIBKO NpK nepegaye ¢akca. Mpu nepegave dakca
aetektupyetca curHan CNG FAX ¢ abOHEHTCKOM nHUU;

— Bbi3bigsaemas — [ETEKTUPYIOTCA TOHbl TONbKO Npu npueme ¢akca. MNpu npreme dakca
aetekTnpyetcs curHan V.21 c aboHEHTCKOM NNHUK.

e Pasmep uzbbimouHocmu T.38 Redundancy — nobasneHne n3bbITOYHOCTM B NakKeTbl T.38, 3HaueHue
COOTBETCTBYET KOAMYECTBY MNpeablaylWwmx MNaKeToB, KoTopoe AybaupyeTca B KakAOM HOBOM
nakete T.38. Takoi cnocob M3bbITOYHOCTU UCNONL3YETCA B C/ly4ae NOTepU NaKeToB Npu nepeaaye.

JononHumensHsle napamempbl

,ﬂOﬂOﬂHMTeﬂbele napameTpbl

MNepenaya DTMF RFC 2833 v
MNepepaya Flash SIP Info (Hookflash) v
Tun Harpyaku anA naketos RFC 2833 96
OAVHaKOBbI TUM HarpysKu ANA Npuéma u nepenaun L
Mcnonb3oBath 06HapyXeH!Ee TULLMHBI
Mcnonb3osartb axonoaasnexue
Ucnonbsosate RTCP [
Bpema aucnepcuu, Mc 32
Ucnonssosats SRTP
KpunTorpadgpuyeckuit Hadop 1 AES 80 v

Kpuntorpagpuyeckuit Habop 2 AES 32 v
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lepedaya DTMF — cnocob nepenaym curHanos DTMF:

— Inband — BHyTpuMnosOoCHan nepenaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAENEHHON HArpysku B
peyesbix nakeTax RTP;

—  SIP info — nepepaya coobueHunii no npotoKkoay SIP B 3anpocax INFO.

lMepedaua Flash — cnocob nepeaaun Flash:

— SIP info (Hookflash) — nepepavya coobuleHuiA Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B8 3anpocax INFO. Cobbitme flash nepepaetca B paclwiMpeHumU
Application/Hook Flash kak signal=hf;

— SIP info (DTMF Relay) — nepefaya coobleHWiA Ha B3aMMOAENCTBYHOLLYIO CTOPOHY MO
npotokony SIP B8 3anpocax INFO. Cobbitme flash nepepaetca B paclwMpeHuU
Application/dtmf-relay Kak signal=hf;

— SIP info (Broadsoft) — nepepaya cOO06LWEHMA HA B3aMMOAEMCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetcs B paclIMpPeEHUU
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepeaaya coobLeHNN Ha B3aUMOAENCTBYIOLLYIO CTOPOHY MO NPOTOKONY
SIP B 3anpocax INFO. CobbiTue flash nepepaetca B pacwupeHun Application/sscc Kak
event flashhook.

B TeKyuweii Bepcumn MO nepegaya Flash BoamorkHa TonbKo no npotoKony SIP.

Tun Haepy3ku 014 nakemos RFC2833 — Tun Harpysku Ana nepegaynm naketos no RFC2833
(paspelueHHble A MCNONb30BaHMUA 3HaYeHUa — oT 96 a0 127);

OO0uHaKosbIli mun Hazpy3ku 014 NPuéma u rnepedayu — ONUMS UCNONb3YETCA MPU UCXOAALLEM
BbI3OBE A1 COI/IaCcOBaHMA TUMa Harpysku cobbiTuii, nepegaBaembix no RFC2833 (DTMF wu Flash).
Mpwn yctaHoBneHHoM dnare nepegada M npuvem cobbitmin no RFC2833 ocywecTasetca ¢
HarpysKoi 13 NPUHATOrO OT BCTPEYHOM CTOPOHbI coobueHns 2000k. Mpu cHaTom dnare nepegaya
cobbiTin no RFC2833 ocywecTasetca ¢ Harpyskom ms npuHatoro 2000k, a npuém — c TMNom
Harpysku us cobctBeHHoM KoHdUrypauum (yKasbiBaeTcs B ucxogsaiem Invite);

Ucnonb3zosame obHapyyceHue muwuHbl — NPU YCTaHOBAEHHOM ¢dnare MCNoNb30BaTb AETEKTOP
TULLUWUHDI;

Ucnonb3zosame sxornodasneHue — Npu yCTaHOBAEHHOM dJiare UCNOb30BaTb 3XONOAABNEHUE;
Ucnons3osame RTCP — npu ycTaHOBAEHHOM dnare Mcnonb3oBaTb NpoTokon RTCP ana KoHTpona
3a pa3roBOPHbIM KaHa/IoOM:

—  WHmepean nepedayu — nHTepBan nepeaaym naketos RTCP, cek;

— [lepuod npuema — nepuon npuéma coobuweHus RTCP uamepaetca B eAMHMLAX
WHTEpBasa nepefayun; ecim No UCTeYeHMU nepuoaa Npuéma oT BCTPEYHOMN CTOPOHDI
He bygeT noayyeHo HM ogHoro RTCP-naketa — TAU-2M.IP pa3pblBaeT coegMHEHME;

— RTCP-XR — npu ycTtaHoB/ieHHOM dnare byayT oTnpasBnAaTbcAa naketbl RTCP Extended
Reports B cootsetcTBum ¢ RFC 3611.

Bpemsa Oucnepcuu, Mc — napameTp, NO3BOAAIOWMIA BOPOTLCA C 3XOM, BbI3BaHHbIM Aucnepcuen
peyeBoro cMrHana. 3Ha4yeHMA napameTpa USMEHAIOTCA B NpOMeXyTKe OT 2 A0 128 mc;

Ucnoneszoeame SRTP — npwu yctaHoBneHHoM ¢nare byger ucnonb3osBatbca wndposaHue RTP-
notoka. Mpu atom B SDP ncxoaawmx INVITE-3anpocos 6yaet ykasaH RTP/SAVP-npodunb. Takke B
SDP sxogsauimx 3anpocos byaeT npoussoautbca nouck RTP/SAVP-npoduna. Ecam RTP/SAVP-
npoduab He ByaeT HanaeH, TO BbI3OB OYyAET OTK/IOHEH;
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e Kpunmoepaguyeckuli Habop 1-2 — no3BonAeT BbIbpaTb aNrOPUTMbI LULMPPOBAHMA N XELLMPOBAHUA,
KoTopble ByayT Mcnonb3oBaTbcs. KpMNTOHabop € HaMBbLICLIMM MNPUOPUTETOM HYXKHO NponMcaTb B
none «Kpuntorpadmyecknin Habop 1». AnAa paboTbl Heobxogumo ykKasaTb xoTA 6bl OAMH
KpunTtorpaduyeckuii Habop:

AES_80 — cooTtseTtcTtByeT AES_CM_128 HMAC_SHA1_80;
AES_32 — cootseTtcTtByeT AES_CM_128 HMAC_SHA1_32.

O6wue HacTpoiikn npoduneii SIP

OBLme HAaCTPORKK

Wenonbaosate STUN 1
Agpec STUN-cepeepa 192.165.1.10
WHTepean onpoca STUN-cepeepa, c 30
Taiimep T1,mc | 500 (100-1000
Taimep T2, Mc 4000 (1000-32000)
Taamep B, mc 32000 (1000-32000)

Lna sanonresus racmpoex madmepos SIP # Tlo ymonuaxuio

PEKOMEHAOSSHHEIMU 3HEYSHLTMU HEMK

TpaHcnopT UDF (npeanodtuTensHo), TG ¥

Cneyndmrkauus ToHoE Poccus v

e Ucnonwvzosams STUN — npu yctaHoBneHHom d¢nare ucnonb3yerca npotokon STUN (Session
Traversal Utilities for NAT) ana onpeaeneHva nyb6aMyHoro agpeca ycTpoincrea (BHeWHero agpeca
NAT). PekomeHayeTca MCNOJ1b30BaTh AaHHbIM NPOTOKO Npu paboTe ycTponcTea Yepes NAT;

e Adpec STUN-cepsepa — |IP-agpec unm gomeHHoe mma cepsepa STUN, yepes ABOETOUME MOMKHO
BBECTM a/IbTEPHATUBHbIN NOPT cepBepa (no ymonyaHuio 3478);

e  UHmepsan onpoca STUN-cepsepa, ceK — HTepBas, N0 UCTEYEHUM KOTOPOro OTrpaBaAeTca 3anpoc
Ha cepsep STUN. Yem meHblle MHTEpBas ONpoca, TeM Bbllle CKOPOCTb pPeakLuMn Ha U3MeHeHue
ny6anyHoro agpeca.

o Talimep T1, mc — nHTepBan mexay nocblikoi nepsoro INVITE n BToporo npu oTcyTCcTBMKU OTBETA
Ha nepBbli B MC, Ana nocneaywowmx INVITE (TpeTbero, yeTBepToro U T.4.) AaHHbIN MHTepBan
yBennumsaeTca Basoe (Hanpumep, npu 3HadyeHun 300 mc, BTopori INVITE byaet nepenaH yepes
300 mc, TpeTuin —yepes 600 mc, YyeTBepTbili —Yepes 1200 mc n T.4,);

. Tatimep T2, MC — MaKCUMasbHbIA UHTepBan gns nepenocbikn He-INVITE 3anpocoB 1 oTBETOB Ha
INVITE-3anpocbi;

. Tatimep B, mc — obwuii TarimayT nepegaym coobuieHnin INVITE B mc. Mo ucTe4eHUM AaHHOro
TalimayTa onpeaenseTcs, 4YTO HanpaB/AeHWe HedoCTynHo. WMcnonb3yetrca Ans orpaHuYeHus
peTpaHcaaumii coobleHnn INVITE, B TOM Yncne ana onpegaeneHuns 4oCcTynHocTy;

e TpaHcrnopm — BbI6OP NPOTOKOAA ANA TPAHCNOPTUPOBKM CO0bLLEeHNI npoToKoAna SIP;
e Crieyughukayus moHo8 — BbIbop CTPaHbl 4S8 onpeaeneHus Ucnosibyemoro Habopa TOHOB.

[na BCTYNAEHMA B CUAY HOBOW KOHOUrypauMm M 3aHeCeHWA HAcTPOEK B 3HEProHe3aBUCUMMYIO NamMATb
HaXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMmeHa».
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2.6.3.5MNogmeHio «Mpodunu dialplan»

B 3TOM NOAMEHIO MOXKHO HaCTpOUTb I'lpO(I)MﬂM Bbl30Ba 414 UCNOZ1Ib30BAHUA HA PAa3/INYHbIX HanpaBAeHUAX.

Cnucok npodomneii dialplan

Homep npodmna dialplan Mpodmnn SIP
profile: 0
profile: 1
profile: 2

profile: 3

Bcero moxHo HacTpouTb 4 npoduna dialplan.
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PedakmuposaHue npoguns dialplan

Penaktuposanue npocuna dialplan 0

Kogekn

Koadek 1 G.711a v

Konek 2 G729 A

Kooek 3 G.711u v

Konek 4 G723 A

Kooek & G.726-24 v

Konek 6 G.726-32 v

Kooek 7 G.722 v

Bpema naketusayun G711, mc 20 v
Bpema nakeTusaumn G.729, Mc 20 v
Bpema naketusaumu G.723, mc 30 v
BpeMA nakeTusauun G.726-24, Mmc 20 v
Bpema naketusaymm G.726-32, mc 20 v

THN Harpyaku G.726-24 | 103

Tun Harpy3ku G.726-32 104

Mepepa4a pakca n Mogema

Mepefada mogema G.711a vBD A
Kogoek dpakca 1 G.711a v
Kogek dpaxca 2 G.711u A
Kooek pakca 3 Bhiknto4eH v

MpuHMMaTe nepexoq & T.38
JononHUTENkbHEIE NapaMeTphl

Mepegadya DTMF RFC 2833 v
TN Harpy3ku AnA nakeToe RFC 2833 96
MCNone30BaTE OGHAPYKEHHE TULWMHE! ¥
Mcnons3oBath aJxonoaasneHue Ld
Bpema AMCnepcud, Mc | 32

MakcuMansHoe KONUYecTBO Bbi30BOB 12

Dwurrep-Gycep

MuHUMANbHaA 3a0epsKa, MC 40 A
MakciManbHas safepiKka, M 130 v

dakTop ontumusaumu Oydepa T v

Mopor HeMeANeHHoro YAANEHWA NakeTos, MC 500 v

OAWHAKOBLIA TUM HAMPY3KA ANA NPUEMA 1 Nepegaym
ABTOMATUYECKOE YCUNEHHE Ha NpUEME

YpOBEHb YCHNEHHA NPUEME 25 1B
ABTOMATHHECKOE YCUNEHUE Ha nepefade

YPOBEHb YCUNEHUA NEpefa‘u ]
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Kodeku

Kodek 1..7 — no3Bo/sisieT BbibpaTb KOAEKM WM MOPALOK, B KOTOPOM OHM ByayT MCNo/Ib30BaThCA.
KoZeK ¢ HauBbICLLMM TMPUOPUTETOM HYXKHO nponucatb B none «Kogek 1». [Ona paborsl
HeobX0AMMO YKa3aTb XOTA Bbl OANH KOAEK:

—  BbIKato4YeH — KoAeK He UCMONb3YEeTCA.

— G.711a —wucnonb3osatb Kogek G.711A;

— G.711u —wncnonb3oBaTb Kogek G.711U;

— @G.723 —ucnonb3osaTtb Kogek G.723.1;

— G.729 (A, B) — ucnonb3osaTtb Kogek G.729 annexA nnn G.729B;
—  G.726-24 — ncnonb3oBatb Kogek G.726 co ckopocTbio 24 Kbut/c;
— G.726-32 — ncnonb3oBsatb Kogek G.726 co ckopocTbio 32 Kbut/c;
— G.722 —vcnonb3oBaTtb Kogek G.722.

Bpemsa nakemusauuu — YNCNO MUNNUCEKYHA peun B ogHom RTP-nakete (ana kogekos G.711A, ,
G.729, G.723 n G.726).

Tun Haepy3Ku — TUMN ANHAMUYECKOW Harpyskun gna Kogeka G.726-24 nnun G.726-32 (paspelleHHble
ANA UCNONb30BaHMA 3HaYeHns — ot 96 go 127).

llepedaya ¢hakca u modema

lMepedaya modema — BbIOBOP KOAEKA, KOTOPbIN ByAeT NCNOb30BATLCA A5 Nepenayun AaHHbIX Npu
[EeTeKTUPOBAHUU LLIJIHO30M CUTHA/I0B MOLEMA:

—  BoblKatoveH — He AeTeKTUPOBATb CUrHa/bl MOAEMA;
— G.711a VBD — ucnonb3osaTb Kogek G.711A B pexkmme VBD;
— G.711u VBD - ucnonb3oBaTtb Kogek G.711U B pexkume VBD.

B pexume VBD (Voice band data) wnio3 BbikNOYaeT OeTeKTop akTMBHocTU peun (VAD), reHepaTop

KompopTHoro wyma (CNG) 1 aXxoKoMneHcaTopbl, YTO HEO6X0AMMO NPU YCTAaHOBAEHNN MOAEMHOIO COeAMHEHUA.

V Bbl6paHHbIiA KOAEK AONKEH BbITb TaKXKe aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB.

Kodek dhakca 1.3 — no3BosiAeT BblOpaTb KOAEKM M MOPALOK, B KOTOPOM OHW OyayT
Mcnonb3oBaTbcs. Kogek ¢ HauMBbICWIMM NPUOPUTETOM HYXKHO nponucaTb B nose «Koaek ¢akca 1».
[na paboTbl HEO6XOAMMO YKa3aTb XOTA 6bl 0AMH KOAEK:

Bbikno4eH — KOAEeK He NCNONb3YeTCA.
G.711a — ncnonb3oBaTb KogeKk G.711A;
— G.711u—uncnonb3oBaTb Koaek G.711A;
— T.38 —ucnonb3osaTb npoTokon T.38.

V Bce KopeKku ¢pakca AoNKHbI 6bITb pa3HbimU. Kpome atoro, npu Bbibope G.711a namn G.711u

COOTBETCTBYIOLMI KOAEK A[O/MKeH ObiTb aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB
ycTpoWcTBa.

MpuHumames nepexod 8 T.38 — Npun ycTaHOBAEHHOM daare paspelleH BXoAALWMM re-invite Ha T.38
OT BCTPEYHOrO LWJ/I033;

Paszmep uzbbimoyHocmu T.38 Redundancy — pob6asneHune nsbbIToYHOCTU B NakeTbl T.38, 3HaYeHne
COOTBETCTBYET KOJMYECTBY Npeablaymux NakeTos, KoTopoe Aybavpyetca B KaxAOM HOBOM
nakeme T.38. Takoi cnocob M36LITOYHOCTM MpefHa3HAYeH B C/ly4yae NOTEpU MAKEeToB Npw
nepegade.
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dononHumensHsle napamempebi

e [lepedaya DTMF — cnocob nepegaum curHanos DTMF:

— Inband — BHYTpMNONOCHaA Nepeaaya;

— RFC2833 — cornacHo pekomeHpaumm RFC2833 B KayecTBe BblAENEHHOM HArpysku B
peyesbix nakeTtax RTP;

— SIP info — nepenaya coobuieHumit no npotokony SIP B 3anpocax INFO.

e Tun Haepy3ku 014 nakemoe RFC2833 — Tun Harpysku Ana nepegaynm naketos no RFC2833
(paspelleHHble AN UCNONb30BaHMA 3HaYeHuA — oT 96 ao 127);

] Ucnonsezosame O6HprJ+(€HU€ MmuwuHbl — Npn YyCTaHOBIEHHOM qmare MCNoNb30BaTb OETEKTOP
TULWNHDbI;

] Ucnonb3osame sxonodasneHue — NP1 yCTaHOB/IEHHOM qmare MCNON1b30BaTb 3XONOAaBNEHUNE;

e Bpemsa ducnepcuu, mc — napamMeTp, NO3BONAOWMNIA BOPOTLCA C 3XOM, BbI3BaHHbIM AMCMepcUen
peyeBoro cMrHana. 3HayeHuA napameTpa U3MeEHALOTCA B NpomMeXKyTKe oT 2 Ao 128 mc;

] MaKcumanbHoe KoauYecmao 86130808 — 3TOT NapameTp NO3BOAET YCTAHOBUTb OrpaHUYeHue Ha
KO/IN4eCTBO O4HOBPEMEHHbIX BbI3OBOB Ha HamnpaBaeHUN.

[cummep-6ycdep

e MuHUMQAbHAA 300epPHKA, MC — MMHMMAJIbHOE OXUAAEMOE BPeMA 3a4ePKKN PacnpocTpaHeHus
IP-naKeTa no cety;

e MakxkcumaneHasa 3a0epiKad, MC — MaKCUMaJIbHOE OXKMAAEeMOEe BPeMA 3aJePKKM pacnpocTpaHeHun
IP-naKkeTa no cety;

e  ®akmop onmumusayuu bycepa — napameTp, MCNONb3YEMbIA AAA ONTMMM3AUMM pasmepa
AKnTTEP-bydepa. PekomeHayeTcs BbICTaBAATbL €ro 3HaveHue B 0;

o [lopoe HemeOdneHHO20 yOasneHUA NAKemos, MC — MaKCUMa/bHbIA NPOMEXKYTOK BpemMeHW, Yepes
KOTOPbIN MPOUCXOAMT yAaNeHWe pedyeBbiX NaKeToB M3 bydepa. 3HaueHWe HaHHOro napamerTpa
60/ble UK PaBHO MaKCMMaNbHOM 3agepHKKe (gonycTumble 3HaYeHun ot 0 ao 500, HO He MeHee
3HauYeHMA MaKcMmanbHoro bydepa axuTrepa);

e OO0uHaKosbIli mun Ha2py3KU 048 NPUémMa u nepedayu — NP YyCTaHOBNEHHOM ¢dnare MCNonb30BaTb
O4MHAKOBbIM TMN HAarpy3KK 4NA NpMema 1 nepeaaydm;

e Asmomamuyeckoe ycuseHue Ha Mpuéme — ecnn ¢dnar ycTaHOB/EH, TO NPUHMMAEMbIA CUTHaN
byaeT ycuneH 40 3aAaHHOrO YpoBHA (MaKCMManbHoOe ycuneHue curHana +/- 154B), vHave
yCUIEHME NPOM3BOAUTLCA He ByaerT;

e YposeHb ycuneHus npuéma — onpenenser 3HaYeHWe YPOBHA, A0 KOToporo byaeTt ycuamsaTtbeA
aHaNoroBblli CUrHaN Npu Npueme (AoNycTMMbl 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e AsmomamuyecKoe ycusneHue Ha rnepedaye — ecnu Gnar yCTaHOB/EH, TO NepeAaBaemblii CUTHan
byaeT ycuneH [0 3aAaHHOrO YpoBHA (MaKCMManbHoOe ycuneHue curHana +/- 154B), vHave
yCUEeHME NPOM3BOAUTLCA He ByaerT;

e YposeHb ycusneHus nepedayu — onpeaenseT 3HaYeHMe YPOBHS, 40 KOTOporo byaeT ycuameaTtbesa
aHaNoroBbIli CUrHaN Npu nepeaaye (AoNycTMMbl 3HadeHusa -25, -22, -19, -16, -13, -10, -7, -4, -1 aB).
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2.6.3.6 NogmeH10 «pynnbl BbI30Ba»

B nogmeHto «I’pynnbl Bbl30Ba» BbIMNOJIHAETCA ynpaBaeHNe rpynnamm Bbi30BOB.

Mpynnbl BbI30Ba NpeAHasHayeHbl gna BbiNOAHEHUA QYHKLMI LeHTPa 06paboTKM BbI3OBOB. YCTPOMCTBOM

noaaep:uneaetca 3 pexkuma paboTbl rpynn Bbi3OBa:

e [pynnoeoli (Group) — pexunm, Npu KOTOPOM BbI30B MOCTYNaeT Ha BCce CBOHOAHbIE MOPTbI rpynmbl
oaHoBpemeHHo. [py OTBeTe OAHOrO M3 YYaCTHWKOB rPyMMbl BbI3OB Ha OCTajibHble MOPTbI
npeKkpatiaercs;

e 3adepxaHHbili epynnoeol (Serial) — pexum, NpM KOTOPOM BbI30B MNOCTYMaeT Ha NepBbli
cBOBOAHbIN B CNUCKe rpynnbl MOPT, 3aTeM, 4Yepe3 onpedeneHHbIi NPOMEKYTOK BpemeHu
(Talimaym ebizosa cnedyrouje2o nopma), K OCHOBHOMY Ao06aBnseTcsa cneaylowmii ceoboaHbIn B
cnucke nopT v 1.4. Mpu oTBETE OAHOrO M3 YYACTHWKOB TPYNMbl, BbI30B Ha OCTajibHble MOPTbI
npeKkpatlaercs;

e [Touckoswbili (Cyclic) — pexkum, npun KoTopom no Tarmayty (Talimaym evizo08a caedyrou,e2o nopma)
noc/efoBaTe/IbHO BblibMpaeTca cBOOOAHbLIA YYaCTHUMK M3 cCOCTaBa rPynmnbl, U Ha 3TOT HOMep
nepexoauT BbI30B.

I'pynn bl BbI3OBA
@®
WmaA rpynnel Cratyc Mpocune SIP Homep TenedoHa CocTae rpynnel
= Groupi x 1st profile
= Group2 x 1st profile
Group3 x 1st profile

e VimA 2pynnsl — Ha3BaHWe rpynnbl BbI3OBa;

e Cmamyc — coCTOsIHME FPynMbl BbI30BA: BK/IOYEH, BbIK/TOYEH;
e [Ipogpuns — SIP-npodunb, UCNoNb3yeMbIN rPYyNno BbI3OBa;
e Homep menegoHa — Homep TenedoHa rpynnol BbI30Ba3;

e Cocmase 2pynnel — CNUCOK NHWI (NOPTOB), KOTOPbIE BXOAAT B rpynny Bbi30Ba.
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Ona sbinonHeHmA HACTPOEK rpynnbl BbiI30Ba HAaXXMUTE Ha COOTBETCTBYHOLLYH CCblIJIKY B KOJIOHKE «Umsa

2pynmnel»:

PegakTupoBatk rpynny

BKNIOUUTL

@

Mpoguns 1st profile v

VMA rpynnel | Group1
Homep Tenegoxa

VIMA Nons30BaTENa Ana
AYTEHTHDUKALLN

Mapeone Ana ayTeHTHRUKaLIM
SIP nopT 5060
THM rpynnel Group v
Pa3mMep ouepean BoizoBa 10
TanmayT oTBETA HA BLI3OB, © 20

Pa3pelunTs NepexsaT BoI308a Ha rpynny &

CocTag rpynnel
NuHKMA 1

THUA 2

e BKawYuUMb — NPV yCTaHOBAEHHOM ¢iare UCMonb30BaTb rpynny;

e [Ipogpune — SIP-npodunnb, Ha3HAYEHHbIM rpynne Bbi3oBa. HacTpolikn npoduns BbINOAHAOTCA B

pasaene «IP-menegoHus -> [pogpunuy;

e Umsa epynnel — naeHTUGUKALMOHHOE UMA TPYNMbI;
o Homep menegoHa — TenedOHHbI HOMEP FPynnbl BbI3OBA;

[ Umsa nonezosamena 04 aymeHmuqbur(aquu — MMA NONb30BaTeNIA, KOTOPOE UCNO/b3yeTCcA ANA

ayTeHTMdUKaumu Ha SIP-cepBepe;

o [laponsb 048 aymeHmMugUKayuu — naponb aas ayteHTMduKaumnmn Ha SIP-cepsepe;
e SIP nopm — anbTepHaTMBHbIN SIP-nopT rpynnbl (no ymonyaHuio 5060);

e Tun epynnel —TAN rPynnbl BbI30Ba:

— Group — curHan BbI30Ba NOAAETCA Ha BCe NOPTbI B rpynne 04HOBPEMEHHO;

—  Serial — KONNYECTBO NOPTOB, Ha KOTOPbIE MOAAETCA BbI3bIBHOW CUrHAA, YBENMYMBAETCA Ha
OAMH MO UCTEeYEHMM TaliMayTa BbI30Ba CeAyHoLWEero nopTa;

—  Cyclic — curHan Bbi3oBa Yepes UHTEPBas, PaBHbIM TaliMayTy Bbi30Ba C/leAyHOLWEro nNopTa,
noAaeTcsa No oYepeam Ha KaxKablii mopT B rpynne. MNpu gOCTUKEeHUW nociegHero nopTa B
rpynne o63BOH NPOA0/IXKAETCA BHOBL C NEPBOro NopTa;

e Talimaym ebi308a cnedywouje2o nopmd, ¢ — OMUMA WCMOb3YETCs rpynnamu Tuna «serial» u
«cyclicy u 3apgaeT MHTepBan BPeMEHW B CEKyHOaX, Yepe3 KOTOPbIM OCyLLeCTB/SETCA Bbl30B
cneaylouwiero/cneayowmx nopTos;
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J PG3M€p owepedu 8bi30808 — HaCTpOﬁKa NO3BO/IAET OrpaHn4YnUTb MAKCUMMaJIbHOE 4YUCNO
HeOoTBEeYEeHHbIX BbI3OBOB B o4epean rpynnbl Bbi3OBa. HOCTYHMBLUVIﬁ BbI30OB HE CTaBUTCA B o4epeb,
ecnn B rpynne ectb CBO6OAHbIe nopTbl;

e Talimaym omeema Ha 6bI1308, C — eCiK He ByaeT OTBETa Ha rpPynnoBOi BbI30B MO UCTEYEHUU
[aHHOrO MHTepBana BpemeHM, Bbi3oB cbpacbiBaeTcs;

e Paspewums nepexsam 8613080 HA 2pynny — MpPU yCTaHOBNeHHOM dnare paspelleH nepexsat
BbI30Ba, MOCTYNMBLUEro Ha rpynny. MepexBaT BbI30Ba BO3MOXKEH, TO/IbKO €C/M abOHEHTbI Fpynnbl
BbI3OBa NPUHaANEKAT 040M rpynne nepexsata (2.6.3.7 NoameHto «pynnbl nepexsata);

e Cocmas 2pynnsl — Npu ycTaHoBAeHHOM dnare nAuHKUA (NopTt) byaeT BXOAUTb B COCTaB AaHHOM
rpynnbl BbI30Ba.

[na BCTynneHus B CUIY HOBOW KOHOUIYpauuW M 3aHECeHUA HACTPOEeK B SHEProHe3aBMCUMYO MaMATb
HaXXKMUTe KHONKY «[TpumeHUmMb». AN OTMeHbl USMEHEHWUIM HaXKMUTE KHOMKY «OmMmeHa».

2.6.3.7 MNoameHto «Fpynnbl nepexsata»

MoameHo «pynnel nepexeama» CAYXUT ANA HACTPOMKK FPynn nepexsata BbI30Ba.

lpynna nepexsaTta Bbi30Ba — rpynna aboHeHTOB, YNO/JHOMOUYEHHbIX MPUHUMATL (NepexBaTbiBaThb) A06OM
BbI30B, HaMnpas/ieHHbIW Ha Apyroro aboHeHTa, BXOAAWEro B rpynny. To ecTb, KaxAaplhi abOHEHT,
NpUHaaNeKaWwmn rpynne, MoXKeT NepexsaTUTb BbI30B, MOCTYMNMBLUMIK Ha Ntoboro Apyroro aboHeHTa AaHHOM
roynnbl nytem Habopa Koga nepexsBaTta. HacTpoliKa Koga nepexBaTa OCYLWECTBAAETCA B NyHKTe «[11aH
Hymepayuu» nogmeHio «llpogunu».

Ipynnel nepexsata

Nnens 1 NMunua 2

®

Fpynna 1 "

[na pobasneHna/yaaneHmsa AMHUM ycTaHoBUTE/CHUMUTE ar HaNPOTUB 3a4aHHOW rpynnbl.

[na BCTYNAEHUA B CUNY HOBOM KOHOUIrypaumu M 3aHECEHMA HACTPOeK B SHEProHe3aBUCUMYI0 NamATb
HaXXMUTE KHOMKY «TpumeHuUmo». Ans 0OTMEHbl U3MEHEHWUIN HAXKMUTE KHOMKY « OmMmeHa».

Ucnones3osaHue ycnyau:

Ha TenedoHHblt annapat aboHeHTa, NpUHagAeXKallero rpynne nepexsarta, NocTynaeT Bbi3oB. Ecau
aboHEHT He MOeT OTBeTUTb Ha BbI30B — APYroli abOHEHT, TaKXe NpuWHaAAeXKalwuin 3Tol rpynne u
NCMONb3YIOLWNIA TOT e Npoduab SIP, MOXKeT NepexsBaTuTb NOCTYNMUBLUNIA BbI3OB. [1A 3TOr0 OH A0/IKeH HabpaTb
Kog, nepexsaTa, Noc/ie Yero NponsonaeT coeMHeHMe C Bbi3biBatOWMM abOHEHTOM.

ObpatnTe BHMMaHWe, 4YTO MepexsBaT Bbl30Ba BO3MOMEH TO/IbKO B TOM C/y4ae, ec/iM Bbi3blBaeMblil U
nepexBaTbiBalOLWMIM BbI30B abOHEHTbI UCMO/b3YIOT OAMH U TOT e SIP npodub.

lpynna nepexBaTa MOXET WCNO/b30BaTbCA COBMECTHO C rpynnoi Bbi30Ba, A8 3TOrO BCE MOPThI,
npuvHagneskawme rpynne Bbi30Ba, A0/KHbI NPUHaA/eXaTb rpynne nepexsata. B stom cayyae noboi nopr,
npuHaaneKalWmin rpynne nepexsara, MOXKeT NepexBaTnTb BbI30B, NOCTYMNMBLUMIA Ha FPyNMnoBoOi HOMep.

Ecnv aboHeHT HabupaeT Kog nepexsata B MOMEHT, KOr4a Ha rpynny uav TenedoHHbI NopT He NocTynaert
HW OZHOTO BbI30Ba — abOHEHTY ByAeT BblAaH CUTHAA «3aHATOY.
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2.6.3.8 NMogmeHto «lMpedukcbl ynpasneHna 4BO»

B noameHto «[Mpedukcobl ynpasneHua [ABO» HacTpamsaroTcA KoAbl, Habupaemble ¢ TenedOHHOro
annapaTa, 4NA akTMBauum uan geaktnsaumm ycnyr BO.

ABOHEHT MOXeT ynpaBAAaTb COCTOAHMEM YCAyr co cBoero TenedoHHOro annapata. [JocCTynHbl
cneayowme GyHKUUK:

e aKTMBauwuAa ycayrn — * kog_ycnyru #;
e MpPOBEpPKA aKTUBHOCTW ycnyrmn — *# koa_ycnyru #;
e OTMeHa ycnyru - # Kog_ycnyru #;

Ona aktuaumum ycnyr «besycnoBHas nepeagpecauusa», «lMepeagpecaums Bbl30Ba MO 3aHATOCTUY,
«Mepeagpecaumsn no HeoTBeTy», «Fopavasn/Tennas MMHUA» TpebyeTca BBECTM HOMep TenedoHa:

* Kog_ycnyrn * Homep_TenedpoHa #
Mocne BBOAA KOAa aKTMBALMMW MAM OTMEHbI YCAYrM abBOHEHT ycabllunT curHan «MoaTteepxaeHme» (3

KOPOTKMX CUrHaMa), KOTOPbIA TOBOPUT O TOM, YTO YC/Iyra yCrewHO akTUBMPOBaHa UaN OTMEHeHa.

Mocne BBOAA KOAA MPOBEPKM YCAYrM abOHEHT MOMKET yCabllwaTb AMb60 curHan «OTBET CTaHuMU»
(HenpepbIBHbIN curHan), MMbo curHan «3aHAaTo» (KopoTkue ryakun). CurHan « OTBET CTaHLUMU» TOBOPUT O TOM, YTO
YC/yra BK/IlOYEHA M aKTUBMPOBAHa, CUrHa «3aHATO» — YCAyra BbIK/OYeHa.

Mpedukeel ynpasneHna ABO

Yenyru OBO Koo akTHBauUMK Koa neakTMBaLMK Kon npoBepkn cTaTyca ycnyru

- BesycnoeHas nepeagpecauus 421 " #21# H21F

L]
Mepeagpecauna No 3aHATOCTH 499 " #22# THIH
Mepeagpecaura No HEOTBETY 461 " #51# HO1#
Pa3spelunTe NEPEXBAT BbI30Ba Ha NopT 08 " #08# “#0a8#
ropAavan/Tennas NHHWA 4 53 s #53# “#H3#
O#uaaHWe BbI30Ba 443 L #43# H43#
He GecnokouTs < 26 M #26% “#26#

YHpaBneHme aboHEeHTCKMM cepsucom
e Ycnyau [IBO — cnucok ycayr ABO:
— Ee3yC/706HCIFI nepeadpecauug — ycnayra, npu aKtMsauum KOTOpOVI BCe BbI3OBbI,

noctynueliMe aboHeHTY, NepeHanpaBAAoTCA Ha 3a4aHHbIN HoMep;

— [lepeadpecauyus 8b1308a N0 3aHAMOCMU — YCAyra, NPU aKTMBaLMWU KOTOPOW BCE BbI30BbI,
noctynueluMe aboOHEHTY, B C/Ay4yae €ero 3aHATOCTU NepeHanpasAAlTCA Ha 3aAaHHbIN
Homep;

— [epeadpecayus no Heomeemy — YyCAyra, NpU aKTUBAUWMWM KOTOPOM BCE BbI3OBbI,
noctynueluMe aboOHEeHTy, NepeHanpaBAAOTCA Ha 33a4aHHbIi HOMeEp MpuM HeoTBeTe
aboHeHTa B TeyeHWe onpeseneHHOro BpemMeHu;
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— Paspewums nepexsam 8bi308a HA NOPM — €CAW YyCayra akTMBMpoBaHa aboHeHTOM —
NMOCTYNMBLUME HA HEro BbI30Bbl MOryT ObiTb NepexBayeHbl APYrMMmKM aboHEeHTammM U3 Tow
»Ke rpynnbl NepexsaTa;

— [lopavas/mennaa AuHUA — NPU aKTMBaUMWU YCAYrM, Nocne MOAHATUA TPYBKM udepes
YCTAHOBNEHHbIN WHTEPBAN BPEMEHM MNPOUCXOAUT ABTOMATMYECKMIA Habop 3amaHHOro
HOMepa;

— OmudaHue 8b13080 — aKTUBALUMA YCAYyrn No3BoaseT aboOHEHTy B COCTOAHWW pa3roBopa
noay4yatb yBegOMJEHME O HOBOM MNOCTYMMBLUEM Bbi30BE. ABOHEHT MOMKET MNPUHATD,
OTKNOHUTb N UTHOPUPOBATb OXKMAAIOLLMIA BbI3OB;

— He 6ecnokoums — ycnyra no3BoaseT abOHEeHTY BPEMEHHO OrpaHU4YMTb BCE BXOALLME
BbI30BbI.

e Kod akmusauyuu — Koa ANs akTUBaLMUW YCAYTU;
e Kod 0eakmusayuu — Koa, AN AeakTUBaLUUKN YCayru;

e K00 nposepku cmamyca ycayau — Koa, AN KOHTPOAA aKTUBHOCTW YCAYIK;

Kog peakTvBaumMm M Kog MPOBEPKM CTaTyca YCAYrM 3aMOIHAIOTCA aBTOMATMYECKM HA OCHOBAHWW Koaa
aKTMBaALMMU.

Ona BCTynneHuWa B CUAY HOBOW KOHPUrypauuu M 3aHECEHMS HacTPOEK B SHEProHe3aBUCMMYIO NMamsTb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl U3MEHEHUI HAaXXMUTE KHOMNKY «OmmeHa».

2.6.3.9NogmeHI0 «CurHanbl BbI3oBa»

B noameHto «CurHanbl BbI30Ba» OCYLLECTBASETCA HACTPOMKa afibTEPHATUBHOIO CUrHaNa MoCbI/IKA Bbi30Ba
(kapeHuMKn) B 3aBUCMMOCTU OT 3HaYeHus 3aronosKa Alert-Info Bo Bxogawem Invite. 3HayeHne KageHUUM ans
Ka)k[oro curHana Bbi30Ba 3afaéTcA B BUAE NOC/AeA0BaTENbHOCTU YepeayoLlmnxca AIUTeNbHOCTEN MMMYbca U
nays, pasfaeneHHbix cumsonom "," wuam ";". 3HauyeHMe AAUTENbHOCTM MMMyAbca/naysbl 3adaetca B
MWIINCEKYHAAX M A0/MKHO b6biTb KpaTHo 100. MuHMManbHas ANUTENbHOCTb MMMY/bca/may3bl cocTasnser
200mc, makcumanbHas - 8000 mc.

Onsa Toro 4tobbl NPMBA3aTL ONPEeAENEHHYIO KafeHLUMIo K 3HavyeHuto 3aronosKka Alert-Info Bo Bxogawem
Invite, Heobxoanmo B cooTBeTCTBYlOWEM Npodune SIP akTuBupoBatb dnar «O6pabamsisams 3a201080K Alert-
Info», a B HacTpoMKax KageHUUN yKa3aTb Ha3BaHWE CUTHaNa B nose «Ha3BaHWe curHana» (Hanpumep, Example-
cadence). KageHuua 6ygeT npourpaHa B IMHUIO, €C/iM BO BXogallem Invite 3aronosok Alert-Info 6yget nmetb
3HauveHue <http://127.0.0.1/Example-cadence>.

Ecnm kageHumsa no 3aronosky Alert-Info He HailgeHa, 6yaeT npovsBeaeHa NOMbITKA HANTM KageHLUMo No
HoMepy BblI3blBatowero aboHeHTa. lMpu OTCYTCTBMM NOCnenHein BblJAETCA CTaHAAPTHbIA CUMrHaA Bbl30Ba C
KageHumeli "1000,4000".

Tabnuya curHanos

HazeaHue curiana KageHums
Bellcore-dr1 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-drd 1000,1000
Bellcore-drs 700,700,700,3000
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Ona pepaktMpoBaHMA oOnNpenesieHHOro CUrHanAa HaXXMMUTE Ha COOTBETCTBYHIOLLYHK CCbIAKY B KOJIOHKe
«HaszsaHue cuzHana».

[na pobaBneHnsa CUrHaNa HaXKMMUTe KHOMKY «[Jo6aBMTb» 1 BbINMOAHUTE C/IeAyHoLmMe HaCTPOMKM:

PepaktuposaTe curHan

HassaHwe curHana Bellcore-dri

KageHuwa 1000.4000

] HaszeaHue cuzHana — nma CUrHana;

o KadeHyus — AAVUTENbHOCTb NMOAAYM BbI3bIBHOTO HAMpPsiKEHWs Ha TenedoHHbIA annapaT U yepes
3anATYI0/TOMKY C 3anAaTOM ANMTENbHOCTb Nay3bl MeKAy CurHaiamu Bbi3oBa, oba 3HayeHuA
[0J13KHbI 6bITb KpaTHbI 100 Mc, MMHMMaJIbHOE 3HaYeHMe 200mc, makcumanbHoe — 8000 mc;

[na BCTYNAEHUA B CUY HOBOW KOHOUIypauuuM M 3aHECeHMsA HACTPOEK B SHEProHEe3aBMCUMYIO NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.3.10 MeHio «UcTOopuaA BbIZOBOB»

B noameHo «McTopmsa BbI30BOBY» MPOM3BOANTCA HACTPOMKA BeEeHNA XPOHONOTUN BbI30BOB.

lcTopWA BbI3OBOB

Faamep WCTOPKK BEIZ0EOE 20

MaonyyuTe Gain MCTOpUK BbI30B0E r* CKayaThb

QYNUCTUTE MCTOPHID EbI30OBOE m

MocmoTpeTe ‘ucr

e Pasmep ucmopuu 8bi30808 — MaKCMMaNbHOE KOJIMYECTBO 3aMUCen B KypHane, MpuUHUMaeT
3HayeHna ot 0 ao 10000 cTpok. 3HaueHue «0» OTKAOYAET BeAeHWe UCTOPWUKM BbI30BOB. [Mpwu
OOCTUMKEHMW YCTAHOB/IEHHOTO OTPAHUYEHMA B KYPHane Ka)kgaa nocieayrouliaa 3anucb yoanut
Camylo CTapyto 3anNmcCb B Havase XypHana;

e [lonyuyums ¢haiin ucmopuu 8bi30808 — ANA coxpaHeHus daina «voip_history» Ha nokanbHom MK
Ha*KMMTe Ha KHOMKY «CKayaTby;

e O4ucmume UCMoOpUKO 86130808 — AJIA OYNCTKN NCTOPUM BbISOBOB HAXMUTE HA KHOMKY «O4YnCTUTLY;

[na npocmoTpa WCTOpUM BbISOBOB NepenauTe No ccblike «flocmompems “Ucmopuro 86130808 ».
OnucaHne MOHUTOPMHIA NapaMeTpoB NpuBeaeHO B pasgene 2.7.10 MoameHIo «McTopus BbI3OBOBY.

[na BCTyNAeHUs B CUTy HOBOW KOHOUIypauuu M 3aHEeCeHUs HACTPOEK B SHEProHEe3aBUCUMYID MaMATb
HaXMUTE KHOMKY «[TpumeHUMb». O OTMEHbI U3MEHEHUI HaXKMUTe KHONKY « OmmeHa».
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2.6.4 MeHio «IP-TeneBngeHmne»

2.6.4.1NMNogmeHto «IPTV»

B nogmeHto «IPTV» BbINOAHAOTCA HACTPOMKKM Ana paboTbl cepsuca «IP-tenesnaeHme».

HacTpoukn yudposoro TenesuaeHna
BkntounTe IPTV &

Bepcua IGMP 3 A

Mepuoauyeckoe 0GHOBNEHUE NOANUCKM
BKNtouMTe &
Mepuon oGHOBNEHNA, © 30
BLICTRLIA BRIX0A W3 TPYNNE]
BrniounTe ¥
HacTpoWka VLAN ana IPTV
Vicnonb3ceaTe VLAN - &
VLAN ID o0
8021P 4] A
HacTtpoika HTTP-npokcK

BknwoumTe &

NopTHTTP

1234

Bkaroyume IPTV — npu ycTaHoBAEHHOM dnare paspelleHa TPaHCAAUUA CUrHanos IP-tenesnaeHmnsa
¢ WAN-uHTepoeiica TAU-2M.IP (13 ceTn npoBaitaepa) Ha ycTpPoOMCTBaA, NOAK/AOYEHHble K LAN-
nHTEepodelicy;

Bepcusa IGMP — Bepcus npotokona IGMP gnsa otnpasku IGMP-coobuweHnunit ¢ WAN-uHTepdelica
(cooblieHUt aKTMBaUMWM  WAM  OeaKTMBaUMKM  MOAMUCKM Ha  KaHanbl  IP-TenesmnpgeHwusn).
MNopaepxmeatoTca sepcum 2 n 3.

[epuoduyeckoe obHosneHUe MoONUCKU

BKA04YUMb — NPU BKAKOYEHHOW ONUUU NPOUCXOAUT Nepuoguyeckasn otnpaska ¢ WAN-mHTepdeiica
COODBLLEHNIN CO CMMUCKOM aKTUBHbIX IPTV-KaHanoB Ha BbllIECTOALMN CepBep, OCYLLECTBAAOLLINIA
TpaHCAAUMIO curHanos IP-tenesnaeHua. BralodeHue ¢yHKUMM nepuoamyeckoro obHoBAeHUsA
noAnNnUCcKkM HeobXoAMMO, €CNM BbILECTOALLMIA cepBep OTKAYaeT TpaHcaauuo IPTV-kaHanos
yepes onpeaeneHHbIN UHTEPBaa BPEMEHMU;

lMepuod obHoBneHUs, ¢ — nepuog OTNPaBKM COOOLEHMIA CO CMUCKOM aKTMBHbIX IPTV-
KaHasoB, B CeKyHAax. YCTaHOBUTE BENIMYUHY Nepnona 06HOBNEHMA B 3HAYEHNE, MeHbLLEee,
4yem TalMayT OTKOYEHUA TPAHCAALMM CUTHANA BbILLECTOALLMM CEPBEPOM.

Bbicmpebiili 8bixo0 U3 2pynnbi

BKao4ume — Npw yCTaHOBAEHHOM ¢dnare BKAOYEH pPeXXuMM ObICTPOro BbixoAa M3 rpynnbl. JaHHasA
GYHKUMA yMeHbLUaeT 3afep’KKy YCTPOMCTBA Ha NEpeKkNlovYeHMe MeXAy MHOroaapecHbimMu
NoTOKaMK (OTK/IOYEHME MOTOKA NPOUCXOAMUT CPasy Nocje MOJYYEeHUs OT KAMeHTa coobuieHun
«Leave Group» 6e3 AOMNO/SHUTENbHOTO Nepecnpoca). He pekomeHAyeTcs UCNOAb30BaTb AAHHBbIN
peXunm, Koraa K ogHomy nopty LAN noakntoueHo 6bonee ogHoro npuémuunka IPTV.
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Hacmpolika VLAN 0aa IPTV

e Ucnonsvzosame VLAN — npu ycTtaHoBNeHHOM dnare ucnosb3oBaTb An4a ycayrn IPTV BblaeneHHbIN
VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ana ycnyrm UHTepHeT nam STB), nHaue
ans IPTV 6yaetr wucnonb3oBatbcA MHTepdenc ycnyrm WMHTepHeT. 3Ta HacCTpoMKa no3Bonser
onpeaenntb MHTepdenc ana npuéma IPTV-cMrHanos 13 BHELWHEN CeTu;

o VLAN ID — nageHtnduKaumoHHbit Homep VLAN gns npuéma curHanos IP-teneBnaeHms;

e 802.1P - npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAMBaeMblli Ha
ncxogsalime ¢ gaHHoro uHtepderica IP-naketbl. MNpuHUMaeT 3HadeHna ot O (HM3WKI NpuopuUTeT)
00 7 (Hausbicwmi npuoputet). Ucnonbsyetca B paboTe anropuTmoB obecnevyeHUs KavecTsa
cepsuca (QoS).

Hacmpolika HTTP-npoKcu

e Braw4ume — npu ycTaHOBAEHHOM ¢nare BKAtodeHa ¢yHKuma HTTP-npokcu. HTTP-npoKcu
ocyuwiectsnseT npeobpasosaHne UDP-noTtoka B notok HTTP, ncnonbsywowmin npotokon TCP
(npoTOKOAN  HAZEXHOM [OCTaBKM MAKETOB), YTO MNO3BOJIAET  YAYYWWUTb  KavyecTso
TPaHCANPYEMOro U306paxKeHNA NPU NJIOXOM KauecTBe KaHana CBA3U B JIOKA/IbHOW ceTy;

e [lopm HTTP — Homep nopta HTTP-npokcn, € KOTOporo OyAeT oOcCyLWecTBAATbCA
TPAHCANPOBAHWE BUAEO-MOTOKA. Mcnonb3yhte 3TOT MNOPT  ANAA  NOAKAOYEHMA K
TpaHcaAnpyembim ycTpoicteom TAU-2M.IP notokam IPTV.

Hanpumep, ecan TAU-2M.IP nmeeT Ha LAN-uHTepdeiice agpec 192.168.0.1, ans nopTta NpoKcU-cepsepa
BbIOpaHO 3HauYeHne 2345, n HeobxoaMMO BOCNPOU3BECTM KaHan 227.50.50.100, TpaHcampyowmincs Ha UDP-
nopt 1234 - ans nporpammbl VLC agpec NOTOKa HYXHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTyNNeHMA B CUAY HOBOW KOHOUIypauum M 3aHECEHWA HACTPOEK B 3HEProHEe3aBUCUMMYIO
NamATb HAXKMUTE KHOMKY «[IpumeHumeo». lna oTMeHbl USMEHEHMI HAXKMUTE KHOMKY «OmmeHa».

AboHeHmcKul w3 TAU-2M.IP 87



S ELTEX

2.6.5 MeHio «Cucrema»

B meHto «Cucrtema» BbINOHAKOTCA HaCTpOVIKM CNCTEMDI, BPEMEHU, A0CTYNA K yCTpOVICTBy no pasInvyHbIm
NPOTOKO/1aMm, NPpon3BoANUTCA CMEHA NapoaA U obHoBNEHME nporpammHoro obecneyeHus YCTpOﬁCTBa.

2.6.5.

1MNMoameHto «Bpema»

B noameHto «HacTpolikn BpeMeHM» BbINOJIHAETCA HAaCTPOMKA NPOTOKOAA CUHXPOHM3aLUMn BpemeHu (NTP).

HacTtpoliikn BpemeHu

YacoBo# noAc Moscow, Russia v

@

ABTOMAaTHYECKWI NEPEXOA HA NeTHee! ¥
i 3UMHEE BPEMA

o Mepexof, Ha NETHee BPEMA - v - v - v
Bl - A - v
Mepexo Ha 3MMHEE BPeMA - v - v - v
B - L - v
CABMI BREMEHW (MWH.) 60

BrniounTe NTP &

CepBep CMHXPOHKU3ALMKN pool.nip.org -

Hacmpoliku spemeHu

Yacosoli noAac — no3BoAAeT YCTAaHOBUTb YAcOBOM MOSC B COOTBETCTBUM C BAMMKANLWMM FOPOAOM B
BaLLeM pPerMoHe m3 3aJaHHOrO CMUCKa;

Asmomamuyeckuli nepexod Ha semHee/3umMHee epemMs — MpPU ycTaHOBAeHHOM ¢nare 6yaer
nepexos Ha netHee/3umHee Bpemsa 6yaeT BbINONHATLCA aBTOMATMYECKM B 3a4aHHbIN nepuog,
BpPEMEHMU:

— [lepexod Ha nemHee spems — LeHb, Koraa byaeT BbINONAHATLCA Nepexos Ha eTHee Bpems;

— [lepexod Ha 3umMHee 8pems — AeHb, Koraa ByaeT BbINONHATLCA Nepexos Ha 3MMHee Bpems;

— (COsue epemeHU (MUH.) — NeEpUoL, BPEMEHN B MUHYTaX, Ha KOTOPbIM BbINOAHAETCA CABUT
BpemMeHMU.

Bkatoyume NTP — ycTaHoBuTe ¢aiar, ecim HeEOBXOAMMO BKIOUUTb CUHXPOHM3ALMIO CUCTEMHOTO
BPeMeHMW YCTPOMNCTBA ¢ onpeaenieHHoro cepsepa NTP;

Cepsep cuHxpoHusayuu — IP-agpec/AOMeHHOEe MMA CcepBepa CUMHXPOHM3AUMM BPEMEHM.
Bo3morkeH pyyHOIi BBOZ agpeca cepBepa Mau Bbibop U3 cnucka.

[na BCTynneHMs B CMAY HOBOW KOHOUTypauum M 3aHECeHUA HACTPOEeK B 3SHEProHe3aBMCUMYID MaMATb
HaXXMUTE KHONKY «[TpumeHuUmMob». Jns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».
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2.6.5.2NoameHio «octyn»

B noameHto «JocTyn» HacTpamMBaeTca AOCTYN K YyCTPOWCTBY nocpeactsom web-uHtepoeiica, Telnet n SSH,

a TaKXKe gocTyn no npotokony FTP K HakonuTento, nogxknto4eHHoMy K nopty USB.

lopmesi docmyna

MopTel gocTyna
Mopt HTTP
MopT HTTPS
Mopt Telnet

Mopt SSH

HocTyn k yenyre "MHTepHeT"

Web
BHelwHAnA ceTb
NokansHan ceTb
Telnet
BreluHAR ceTh
NokankHan ceTe
SSH

BHelwHAR ceTh

NokankHan ceTh

Ooctyn k yenyre "VolP"
V\F"n‘.Eb
Telnet

SSH

Telnet

SSH

Web

% HTTP

HTTPS

¢ HTTP @ HTTPS

HTTP

HocTyn k yenyre "MiHTepdoeiic ynpaenermsa”

HTTP

HTTPS

HTTPS

Doctyn k USB
BHelwHAA ceTe
NokaneHan ceTe
PaapelunTs OCTYN SHOHMMHOMY NOMb30BATENH

Pa3pelunTb 3anuck 3HOHUMHOMY NONL30BATENH

B faHHOM pasgzene BbINOJHAETCA HacTpolika TCP-nmopTtoB A/1A AOCTyna K YCTPOMCTBY MO MPOTOKONAaM

HTTP, HTTPS, Telnet, SSH.
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e [lopm HTTP — HoMep nopTa gns goctyna Kk web-uHTtepdelicy ycrpolictea no npotokony HTTP, no
ymonyanuio — 80;

e [lopm HTTPS — Homep nopTa A4na AocTyna K web-uHTepdeliicy ycrpoictea no npotokony HTTPS
(HTTP Secure — besonacHoe NOAKAKOYEHME), NO YyMONYaHUO — 443;

e [lopm Telnet — Homep nopTa Aas A0CTyNa K YCTPOMUCTBY NO nNpoToKony Telnet, no ymonyaHuto — 23;

e [lopm SSH — HOMep nopTa Aaa [OCTYNa K YCTPOMCTBY NO NPOTOKOAY SSH, No ymonyaHuio — 22,

Mo npoTokosnam Telnet n SSH ocywecTBaseTcs AOCTYN K KOMaHOHOM CTpoke (KoHconb linux). Umsa
no/sib3oBaTena/naposb ANa NOAKAOYEHMA K KOHCoM: admin/password.

Llocmyn K ycnyze UHmepHem

[na nonyyeHma AocTyna K yCTPOWCTBY C MHTepdelncoB ycayrn MHTepHeT yCcTaHOBMUTE COOTBETCTBYOWME
paspelleHuns:

Web, BHelHAA ceTb:

e HTTP — npwu ycTtaHoB/AeHHOM ¢Jiare paspelleHo noakntodeHume kK Web-koHdurypatopy ycTpoiictea
yepe3z WAN-nopT no npotokony HTTP (Hebe3onacHoe noakaoUeHue);

e HTTPS — npw ycTtaHOBNEeHHOM ¢Jiare paspelleHo noakatodeHme K Web-KoHpuUrypaTopy ycTponcTea
yepe3 WAN-nopT no npotokony HTTPS (6esonacHoe noaxatoueHue).

Web, BHyTpeHHAsA ceTb:

e HTTP — npwu ycTtaHoB/ieHHOM ¢Jiare paspelueHo noakntodeHume kK Web-koHdurypatopy ycTpoiictea
yepes LAN-nopT no npoTtokony HTTP (Hebe3onacHoe NoAKAOUYEHNE);

e HTTPS — npu ycTaHoB/AeHHOM dare paspeLleHo nogxntodeHne K Web-koHburypaTopy ycTpoiicTea
yepes LAN-nopt no npotokony HTTPS (6e3onacHoe noakntoyeHue).

Telnet:

Telnet — npoToKoA, NpeaHa3HauyeHHbIN ANA OpraHW3auuyM ynpasneHusa no cetu. Mos3BonseT yaaneHHo
NOAKAOYMTLCA K LWO3Y C KOMNbIOTEPA AR HAaCTPOMKKM U yNpaBaeHus.

[na paspelweHna JocTyna K ycTpoicTey no npoTokony Telnet n3 BHewHei (4epes WAN-nopT) uam
BHyTpeHHe# (4epe3 LAN-NopT ) ceTv ycTaHOBUTE COOTBETCTBYIOWME daaru.

SSH:

SSH — 6e3onacHbli NPOTOKOA YAANEHHOTO ynpaBaeHusa ycTpoicTBamu. B otanume ot Telnet, npoTokon
SSH wundpyet Becb Tpaduk, BKAOUAA NepesaBaemble Napoau.

Onsa paspelwieHns aocTyna K YCTPOMCTBY no npoToKony SSH u3 BHewHen (d4epes WAN-nopT) uau
BHyTpeHHe# (Yepe3 LAN-NopT) ceTH ycTaHOBUTE COOTBETCTBYOLWME daiaru.

LHocmyn K ycayze VolP:

B AaHHOM pasfene OCyLLeCcTBASETCA HACTPOMKAa AocTyna K uHTepdericy ycayrn VolP (nHtepdelic ycayrm
VoIP HacTpauBaeTca Ha cTpaHuue IP-TenedoHma — HacTpolika cetu) yepes Web (npoTtokonbl HTTP naun HTTPS), a
TakKe no npoTokosam Telnet u SSH. Ona paspeleHna AoCTyna NO KaKOMY-1M60 M3 yKa3aHHbIX NMPOTOKO/I0B
YyCTaHOBMTE COOTBETCTBYHOLWME daaru.
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Hocmyn Kk ycayze Unmepdpelic ynpasneHus:

Pasgen no3BonsieT HaCTPOUTb AOCTYN NS YNPaBAeHUS YCTPOMUCTBOM, UCMOb3ya NpoTokonbl HTTP, HTTPS,
Telnet unn SSH. Hactpolika uHTepdelica npomnsBoamTca Ha cTpaHuue Cuctema — VLAN ynpasneHua. [na
paspeLeHma A0CTyNa NO KakoMy-11Mb0 13 yKa3aHHbIX MPOTOKO/I0B YCTAHOBUTE COOTBETCTBYOLWME daaru.

/ Ona asTopusayum no npotokonam Telnet n SSH no ymonuaHuio ncnonb3yroTca UMA NOAb30BaTeNs
admin n naponb password. locne aBTOpU3aUMMU CTaHET AOCTYNHA KOHCO/b oOnepauuoHHOMN
cuctembl Linux ¢ BO3MOXKHOCTbIO MCNO/1b30BaHUA OCHOBHbIX KOMaHA4 KOMaHAHOrO MHTepnpeTaTopa
shell.

Hocmyn kK USB:

B AaHHOM pa3gesie OCyLecTBAAETCA HAaCTPOMKa A0CTyNa K YCTPOMCTBY, NoAaKkat4YeHHomy K USB-nopTy, no
npoTtokony FTP.

[na paspelweHnsa gocTyna K nogkaodeHHomy USB-ycTpoicTBy no npoTtokony FTP u3 BHewHel (Yepes
WAN-NopT) nnun BHyTpeHHel (Yepe3 LAN-NopT) ceTm ycTaHOBUTE COOTBETCTBYIOLWME daaru.

[nsa paspelweHna AocTyna K nogxatodeHHomy USB-ycTpoicTBY aHOHMMHOMY MO/1b30BaTEN0 YCTAaHOBUTE
dnar «PaspelwnTb gOCTYN aHOHUMHOMY MO/1b30BATE/NION.

[na paspelleHvs 3anmMcu AaHHbIX Ha USB-ycTpoMcTBO aHOHMMHOMY MO/1b30BaTeNto ycraHosuTe dnar
«PaspewmnTb 3aNMcb aHOHMMHOMY NOJIb30BATENIOY.

Ona BCTynneHua B CUIYy HOBOW KOHPUrypauuu U 3aHECEHUS HACTPOEK B SHEProHe3aBUCUMYIO NamsATb
HaXKMUTE KHOMKY «[TpumeHuMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

2.6.5.3NogmeHio «XKypHan»

MNoameHio «ypHan» npegHasHayeHO AJ/19 HAaCTPOWKM BbiBOAA PA3HOMO pPoAa OTNAZLOYHbIX COObLLEHUIN
CMCTEMDbI B LLensiXx 0BHapyKeHUA npuumH npobsiem B paboTte ycTponcTea. OTAaf0uHY0 MHGOPMALLMIO BO3MOXKHO
NOIY4YUTb OT CAEAYHOLLMX MPOrPAaMMHbIX MOAYNEN YCTPOMCTBA:

e MeHegaep TenepoHUM — oTBeYaeT 3a paboTty dyHKUMI IP-TenedoHUn.
e CUCTEMHbI MeHeaKep — OTBEYAET 3a HAaCTPOMKY YCTPOMCTBA COrlacHO ¢aiiny KoHouUrypauymu.

e MeHeaxep KOHPUrypaumm — oTeevaeT 3a paboTy ¢ palinom KoHPUrypaumm (4TeHue u 3anuchb B
KOHUrypaUMOHHbIA daitn M3 Pas/IMYHbIX MCTOYHMKOB) M cbop MHPOPMaAUMM MOHWUTOPUHIA
yCTpolicTBa.
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HypHan TenedoHum
BuiBog #ypHana OTkNIYEHD v
Owmbkn
Npegynpesaeina
OTnagouHan wHdopmMaLna
HdiopMaumoHHEle coobwenus

¥poBeHk Tpaccupoakn SIP o v

}I{ypHan CUCTEMHOr0 MeHexepa
BuiBog #ypHana OTENOYEHD v
Owmbien
Mpegynpexasina
OTnago4Han wHGopMaLna

HtopMauHoHHblE coobwenun

HypHan MeHeIxepa KoHUrypaLmm
BeiBog ypHana OTHNIYEHD ¥
CQwnben
MNpegynpexgenus
OTnagouHan wHdiopMaLna

MHiopMayuotHbie coobwenna

HacTtpoiika Syslog
BrnwynTh
Pesiii Cepaep &
Anpec Syslog-cepeepa syslog.server

MopT Syslog-cepeepa 514

HypHan menegoHuUU

e Bblgod #ypHaaa — HanpasJeHWe BblBOAA COOBLLEHMI KypHana:

—  OMK/AYEHO — KypPHan OTKIOYEH;

— Syslog — coobuieHnA BbIBOAATCA NO NPOTOKOAY syslog Ha yaaneHHobl cepsep nAnbo B
NIOKanbHbIM dann (HaCTpoMKa NPOTOKONA OCYLLECTBAAETCA HUKE);

— KoHconb — co0bLEHNA BbIBOAATCA B KOHCO/b YCTPOWCTBA (HEOOXO4MMO MOAKYEHME
yepes nepexogHuk COM-nopTa);

— Telnet — coobleHunsa BbiBOAATCA B telnet-ceccuto; anAa 3toro cHavyana HeobxoAMmoO
€034aTb NOAKNOYEHME N0 NpoToKoAy telnet.

Hu»Ke HacTpamBaeTcs TN COOBLLEHN, BbIBOAUMbIX B XKypHan TenedoHUm:

e  OwubKu — ycTaHoBuTe dnar, eciv HeobxoAMMO BbIBOAMTL COObLLLEHMA TUNA «OWNBKNY;

e [IpedynpemcdeHua — ycTaHoBWTe @nar, eciM HeobXoAMMO BbIBOAUTbL COObBLEHNA Tuna
«[lpedynpexoeHusa»;

e OmaadoyHas UHpopmayua — ycTaHoBuTe ¢nar, ecnm HeobXoAMMO BbIBOAUTb OT/Nafo4Hble
coobLeHus;
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e UHpopmayuoHHble coobuweHus — ycTaHoBUTe daar, eciiv HeobXxoAMMO BblIBOAUTL MHOOPMALMU-
OHHble coobLeHns;

e YposeHb mpaccuposKku SIP — 3apaéT ypoBeHb BbiBOAA coobLlieHnt cTteka SIP-meHegxepa
TenepoHuu.

HypHan cucmemHo20 meHedxepa

e  Bbig00 3ypHana — HanpaBaeHMe BbIBOAA COOOLLEHMIN KypHana:

—  OMKoYeHo — }KypHan OTKNOYEH;

— Syslog — coobuieHns BbIBOAATCA NO MPOTOKOAY Syslog Ha yaaneHHbin cepsep nmbo B
JIOKaNbHbIM ¢alin (HacTpolika MPOTOKO/1a OCYLLECTBNAETCA HUXKE);

— KoHconb — cooblieHns BbIBOAATCA B KOHCOJIb yCTpolcTBa (Heo6XxoAMMO NOAKAOUYeHMe
yepes nepexoaHnk COM-nopra);

— Telnet — coobueHusa BbiBOAATCA B telnet-ceccuio; ana 3Toro cHavana Heobxoanmo
€034aTb NOAKAOYEHME MO NpoToKoAy telnet.

HuKe HacTpamBaeTcs TUMN COOBLLEHNI, BbIBOAMMbIX B XKyPHa/ CUCTEMHOIO MeHeaxepa:

e OwubKu — ycTaHoBMTe PpAar, ecin HeobxoAUMO BbIBOAUTb COOOLLEHUA TUMA «OWNOKUY»;

e [lpedynpexcdeHua — ycTaHoBuTe d@nar, ecim HeobxoAMmo BbIBOAUTbL CoObOWEHMA Tuna
«[TpedynpexcoeHusn»;

e OmnadoyHasa uHgopmayua — ycTaHoBuTe nar, eciu HeobxogMMO BbIBOAUTb OTAAL0UHbIE
coobuieHus;

e UH@opmayuoHHblie coobueHus — ycTaHosBute ¢nar, ecnm HeobxooMmo BbIBOAUTb MHPOPMaLM-
OHHble coobLieHus;

MyYpHan meHeoxcepa KoHguU2ypayuu

e Bblg00 #ypHaAsaa — HanpasaeHWe BbIBOAA COOOLLEHNI KypHana:

—  OMKA0YeHo — KypPHan OTK/OYEH;

— Syslog — coobuieHns BbIBOAATCA NO MPOTOKOAY syslog Ha yaaneHHbin cepsep nmbo B
NIOKaNbHbIM ¢dalin (HacTpoliKa NPOTOKO/A OCYLLECTBASETC HUKE);

— KoHconb — cooblLEeHUSA BbIBOAATCA B KOHCO/b YCTPOMCTBA (HEOBXOA4MMO MOAK/OYEHME
yepes nepexogHuk COM-noprta);

— Telnet — coobueHna BbiBOogATcA B telnet-ceccuto; ana 3Toro cHavana Heobxogumo
€034aTb NOAKAYEHME NO NpoToKoAy telnet.

HuKe HacTpamBaeTcs TMN COOBLLEHNI, BbIBOAUMbIX B }KYPHAN MeHeaKepa KoHUrypaumum:

e OwubKu — yctaHosuTe dnar, ecim HeobXxoANMMO BbIBOAUTbL CO0bLLLEeHMA TUMa «OWNBKNY;

o [IpedynpexodeHua — ycTaHoBMTe ¢nar, ecim HeobXoAMMO BblBOAUTL COOBLEHMUA TuMa
«[TpedynpexcoeHusn»;

e  OmnadoyHas UHopmayua — YycTaHoBuTe ¢nar, ecnm HeobXoAMMO BbIBOAUTL OT/agouYHble
coobueHus;
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e VHpopmayuoHHble coobuwjeHus — ycTaHoBUTe ¢Jiar, eciv HeobXoAMMO BblIBOAUTL MHOOPMALU-
OHHble coobLieHun.

Hacmpolika Syslog

Ecamn xoTa 6bl 0AMH U3 XKypHanoB (MeHegykepa TenedoHUU, CUCTEMHOTO MeHeaKepa UAN MeHezKepa
KoHduUrypaummn) HacTpoeH Ans BbiBoAa B Syslog, HeobxoamMmo BKAuMTb Syslog-areHTa, KoTopbii byaet
nepexBaTtbiBaTb OT/NaA04YHblE COOBLLEHUA OT COOTBETCTBYIOLLErO MeHen)Kepa W OTnpasBaaTb UX Anbo Ha
yOaNeHHbI cepBep, MO0 COXPaHATb B N0KaNbHbIN daiin B popmaTe Syslog.

e BKawoyume — nNpu ycTaHoBAEHHOM dnare 3anyweH Syslog-areHT;

e Pexcum — pexxunm pabotbl Syslog-areHTa:

— Cepsep — vHbOpPMaLMA KYPHANOB OTNPABAAETCA HA yAaneHHblit Syslog-cepsep (sToT
PEeXKMM Ha3blBaeTCA «yAaNeHHbIN XypHan»);

—  JloKanobHsili palin — nHGOpMaLLMA KYPHAIOB COXPaHAETCA B IOKanbHOM danne;

— Cepsep u ¢palin — HPOPMaALMA KYPHANOB OTNPABAAETCA HA yAaNeHHbI Syslog-cepsep U
COXpaHAeTcA B /IoKasibHOM daline.

[anee, B 3aBUCUMOCTU OT pexuma Syslog-areHTa, AOCTYMHbI HACTPOMKM:
e Aodpec Syslog-cepsepa — |P-agpec unm afomeHHoe ums Syslog-cepsepa (He0b6XxoaMMO ANA pexnma

«CepBep»);

e [lopm Syslog-cepsepa — nopT Ansa BXoAsalmx coobuleHuin Syslog-cepsepa (no ymonuyanuio 514,
Heobxoaumo ana pexunma «Cepsep»);

e UmsA ¢palina — nma daiina ana xpaHeHus xypHana B popmate Syslog (HeobxoamMmo Ans pexkmnma
«Danny;

e Pasmep ¢palina, Kb — MakcMManbHbIli pasmep daina KypHana (HeobXxoaumo ANA pexuma
«Paiin»).
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2.6.5.4NogmeHio «AyteHTMPUKauna WEB»

MapameTpel ayTeHTUHOUKaLNK

Digest-ayreHmmdukauma WEE &

+ TDHMEHTE ® OTMEH

Mapone agMuHUCTRaTopa (admin)

Mapone

®

MogreepraeHme

+ M3meHnTs Napons

Maponk HenpUMBKNErMPOBAHHOMO NOMb30BATENA (USer)

®

Mapone

Mogreepaeque

Napone HabnwopaTtena (viewer)

Mapone

L]

MogreepxaeHue

" HMsmeHnTE napons

B noameHiwo «AyTeHTMOMKauua WEB» ycTaHaBiMBalOTCA MNapoauM  AocTyna  aAMWMHWUCTpaTopa,
HenpuBUAErMPOBaHHOro NoAb30BaTeNs U HabaogaTens.

Digest-aymenmucgurkayus WEB (WEB Digest-authentication) — npu ycTaHoBieHHOM dnare
ayTeHTMOUKaALMA NONb30BaTENeMN OCYLLECTBAAETCA B COOTBETCTBMM C anroputmamm digest.

YcTaHOBNEHHbIE NAPOAN UCNONB3YIOTCA A/ AO0CTyNa K YCTPOUCTBY Yepe3 web-uHTepdeinc, a Takke no
npotokonam Telnet n SSH.

Mpu Bxoae yepes web-nHTepdeinc agmuHUCTpaTop (Naponb No ymondaHuio: password) MMeeT Mo/HbIN
[OCTYyN K YCTPOMCTBY: UYTEHWME W 3anucb JOObIX HACTPOEK, MOJIHbIA MOHUTOPUHI COCTOAHWMA YCTPOMCTBA.
HenpueunernpoBaHHbIi Nosib30oBaTes1b (MApob NO YMONYAHMIO: USer) MMEeeT BO3MOXKHOCTb BbIMOJIHUTbL TO/IbKO
ceTeBble HACTPOMKM (KpOMe HacCTpoeK MOAKAYEHMS K MHTepHeT), MMeeT AOCTYN K MOHMUTOPUHIY COCTOAHUA
ycTpoiictea. HabnwogaTtenb (Naposib MO yMOSYaHWIO: viewer) MMeeT BO3MOMKHOCTb TOJIbKO MPOCMATpMBaTb
KOH}UrypaLmio v aHHble MOHUTOPMHIA YCTPOCTBA 6€3 BO3MOMKHOCTU BHOCUTb Kakne-1mbo M3MeHeHus.

/ JlorH agmuHuctparopa: admin
JIoruH HeNpMUBUNIErMPOBAHHOrO NONb30BaTeNA: user
NoruvH Habnopatens: viewer

[ lMaponb GOMUHucmpamopa — B COOTBETCTBYHOUWME NonA BBeAUTE MNaApPOZb aMUHUCTPATOPA U
noatTeepanTe ero;

[ lMaponb Hernpususne2upo8aHHO20 M0/Ab308AMeENA — B COOTBETCTBYIOWME NOAA BBeAUTE Naposb
HENPUBUNETNPOBAHHOIO NONb30BATENA N NOATBEPAUTE €ro,

[ lMaponb Habnawdamena — B COOTBETCTBYHOWME nNnonAa BBegUTE NapoJb Ha6}'IIOp,aTEI'IH n
noateepanTe ero.

AboHeHmcKul w3 TAU-2M.IP 95



O ELTEX

[na BCTynneHus B CUY HOBOM KOHOUIypauMM U 3aHECeHWUs HAcTPOEeK B SHEepProHesaBMCHMMY0 NamaTb
HaXXKMUTe KHOMNKY «[TpumeHUmMob». AN OTMEHbl USMEHEHWNIM HaXKMUTE KHOMKY «OmMeHa».

V’ Mpun o6HoBNeHUM Bepcum Ao 2.3.0 1 Bbiwe Bce naponu 6yayr 3awmndposaHbl. Mpu Bo3BpaTe Ha
Bepcuio 2.1.0 n HuxKe Tpebyetca cOpPoCcUTb KOHPUIrypaLUIO YCTPOMCTBA A0 3aBOACKON.

V' HauuHas c Bepcun MO 2.3.0 goctynHa GpyHKuMA wndposaHua naponeit B paiine KoHurypauum
yctpoiictea. Mpu nogroroeke ¢aina cfg.yaml gna asTomatmyeckoro KoHPUrypupoBaHusa, ecnm
TpebyeTca M3MeHUTb OAUH U3 Napo/ieid Ha ycTpoiicTBe, Heobxoaumo ybpatb ‘encrypted’ n
3apaTtb naponb. Hanpumep, 4T06bI U3MEHUTb NAPOb ANA NONAb30BaTeNna admin, HyXXHO B
3HauyeHun «AdminPassword» ctepeTtb ‘encrypted’ 1 3aaaTb HOBbII Napob ‘*HOBbIM Nnaponb™’.

2.6.5.5NMoameH0 «YnpaBneHue KoHpurypaumemn»

B noameHio «YnpaBneHue KOHoUrypaumen» BbINOAHAETCA COXPaHeHWe U OOHOBAEHWE TeKyluei
KOHOUIypauum.

®aiinbl KoHbUrypaymm
MonyunTe apx1e KoHBUIypawm c * Crauate
yCTpoiicTEa
3arpyanTe apxWe KoH(Urypaumm Ha BribepuTe aiin Daiin He BeIDpaH
YCTROMCTED
& 3arpyaus
CBpoc Ha 3aBOACKNE HACTPORKK x Cbpoc

[MonyyeHue KoOHgpu2ypayuu

Y106bl COXPaHUTb TEKYLLYIO KOHOUIypaumto YCTPOMCTBA HA JIOKAJIbHbIA KOMMbIOTEP, HAXKMUTE KHOMKY
«CKayvaTb».

ObHosneHUe KoHgu2ypayuu

e 3aepy3ume apxus KOHgu2ypauuu Ha ycmpolicmeo — Bbl6Op COXPaHEHHOrO Ha JIOKaJibHOM
KomnbloTepe daina KoHdurypauuu. Ana ob6HOBAEHMA KOHPUrypauuu YCTPOMCTBA HaxKmMuUTe
KHOMKY «Bblbepute daiin», ykaxute dann (B dopmare .tar.gz) u HaxKMUTE KHOMKY «3arpysuTby.
3arpy»KeHHaa KoHUrypaumua NnpumMeHaeTca aBTOMATUYECKM 6e3 nepesarpyskun ycTpomncTea.

e Cbpoc Ha 3a800cKue Hacmpoliku — ana cbpoca YCTPOMCTBA K HACTPOMKaM MO YMOAYAHUIO
HaXXMUTe KHOMKY «Copocy.
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2.6.5.6 NogmeHo «O6HOBNAEeHMe NMO»

MNoameHto «O6HoBneHne MO» npefHasHAaYyeHO ANA  OOHOBAEHMA YMNPaBAAOLWENA MMKPOMNPOrpPaMmMmMbl
yCTpolicTBa.

TAU-2M.IP m-  admin
Cete  IP-TtenedoHmna IP-TeneengeHue

Bpems  Joctyn HypHan AyTeHTudukaumuA WEB  YNpaeneHwe KoHburypaLmed DBxoenene MO Mepesarpyska  ABTOROHEMNYDHMpOBaHHE

WHTEpdeRc ynpasneHna Cepmadmkar JoMonHUTENEHEE HACTROHEN

ODHOBNEHWE NpOrpamMMHOre obecnedeHi A

®

©aiin oSHoenerHA MG BuiGepuTe qain | TN He Exifpar

me Ha sspews 1.13.x u Hupke, KoRGL

AL yompodcmes Bydem copowseHs

e AxkmueHas sepcus 10 — BepcuaA NporpammHoro obecnedyeHus, yCTaHOB/IEHHOrO Ha YCTPOWCTBE;

e [lposepumb 06HOBsEeHUA — KHOMKA [AJ1A MPOBEPKU aAKTyasIbHOCTM BEPCUM MPOrPaMMHOIO
obecneyeHus. C nomoLLbto 3To GyHKLMM Bbl MoxKeTe BbICTPO NPOBEPUTL HaZIMYME HOBOWN BEPCUU
nporpaMmmHoro obecneyeHus u, B cydyae Heo6X0AMMOCTH, BbINOJHUTL €ro 06HOBAEHME.

/ Dna paboTbl pyHKLMM NpoBEepKU 06HOBEHUA HEO6X04MMO Hanuume Bbixoga B MHTepHeT.

O6HOBUTL MporpammHoe obecneyeHne YCTPOMCTBA MOXKHO TaKKe BPYYHYH, NpPesBapuTenbHO 3arpysus
daiin NO c caitta http://eltex-co.ru/support/downloads n coxpaHune ero Ha KomnbioTepe. [11A 3TOro Haxmute
KHOMKY «Bblbepute dann» B none Palin o6HosneHuA 10 n yKaxute nyTb K paliny ynpasastoLwen nporpammsl B
dopmare .tar.gz.

[Ons 3anycka npouecca OOHOBNEHMA HeobxoAMMO HaxKaTb KHOMKy «3arpy3utb ¢ana». [pouecc
06HOB/IEHUA 3aliMeT HECKOJIbKO MMHYT (O ero Tekylem cTaTyce OyAeT yKasaHO Ha CTpaHWuEe), noc/ie 4Yero
YCTPOMCTBO aBTOMATUYECKM Nepe3arpysuTcs.

He oTKAlO4aiiTe NUTaAHME YCTPOMCTBA U He BbLINOJIHANTE ero nepesarpysky B npouecce
obHoBneHua NO.

2.6.5.7 NMogmeHto «lepe3arpyska»

B noameHio «Mepesarpyska» BbINOAHAETCA Nepe3anyck ycTpomncTsa.

Mepe3arpyaka ycTpoicTea

Z Nepesarpysuts

[lnAa nepesarpysku yCTPOMCTBA HaXMMUTE Ha KHOMKY «[epesarpysutbr». Mpouecc nepesarpysku ycTpoincTsa
3aHMMaeT NPUMEPHO 1 MUHYTY.
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2.6.5.8 MogmeHI0 « ABTOKOHPUTYpUpoBaHue»

noagmMeHto

«ABTOKOHOUIyprpoBaHMe»

BbIMNOJIHAETCA

HacTpolKa  anropuTtma

DHCP-based

autoprovisioning (aBTOKOHUrypupoBaHMe Ha ocHoBe npoTokosa DHCP) M npoTokona aBTOMAaTMYECKOro
KOHPUryprupoBaHMa aboHeHTCKuxX ycTpoicts TR-069.

ABTOKOHUrypUpoBaHNe Ha ocHoee npoTokona DHCP

MNpuopuTeT napameTpos 13

Kondpmrypauma

AeTomaTiueckoe obHOBNEHWE

Daiin korgurypaumm

WHTepean oOHoBNeHUA KoHUIYRaLMK, ©
MporpammHoe ofiecnevenne

ApTomaTueckoe OOHOBNEHKE

Gaiin MO

WhTepaan obreenesuA MO, ¢

DHCP options r

ﬂEpMD,ElH‘-IEEKH r

(tftp(http)://download.server loc/config_file.cfg)

300

ﬂEpHD,'JHNECKH r

(tftp(http)://download. server loc/firmware. file)

3600

Obume

3anpoc coeguuennna c ACS

SﬁI'IDUC COeQMHEHHA C KITHEHTOM

Hactpoikn NAT

ABTOKOHGUIYpUpoBaHKWe no npoTokony TR-069

Brnounte knenta TR-069
WkTepdelic

Agpec cepeepa ACS

BrniounTe nepucanueckuil cnpoc

Mepwoa onpoca, ¢ | 60

Wmm nonszoeatena acs

Mapon, | e

WmA nens3ceatena | admin

Mapone | ===

Fesxaim NAT STUN v

Anpec STUN-cepaepa

Mopt STUN-cepaepa | 3478
MuHUMansHeIA nepuop onpoca, ¢ | 30

MaKcumMansHeli nepuog onpoca, © 60

Internet v

http:/fupdate. local: 9595/

stun.local

ABTOKOHOUIypupoBaHMe Ha OCHOBe NpoToKosa DHCP:

Mpuopumem napamempos U3 — AaHHbIN MapameTp onpeaenser, OTKyAa HeobXxoAMMO B3ATb
Ha3BaHMA U pacnosokeHne GpainaoB KOHPUIyYpPaLMM M NPOrPAMMHOTO obecrneyeHus:

— Static settings — nytM K dalinam KoHdurypaumm w nporpammHoro obecneyeHus
onpeaensaloTca COOTBETCTBEHHO M3 napameTpoB «Palin KoHpuaypayuu» v «®aiin M0»;
noapobHee o paboTe anropuTmMa cMoTpuTe B pasgene 5;
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— DHCP options — nymm K ddainam KoHourypauum M nporpammHoro obecneyeHus
onpegenstorcs 3 DHCP-onumin 43, 66 1 67 (g5 aToro Heobxoanmo ana ycayrn NHTepHer
BblbpaTb NpoTokon DHCP); noapobHee o paboTe anropntma cMoTpuTe B pasgene 5;

Asmomamu4eckoe O6HOB/I€HU€—,CI,11FI obHoBNEHMS KOH(I)MpraLI,MM MO oTaenbHO MOXHO 3343aTb
OAUNH U3 HECKOJIbKUX PEXNMOB obHoBNEHUS:

—  BbiKawyeHo — aBTOmaTMyeckoe O06HOBAEHME KOHOUIypauunm WaM NporpaMmmHOro
obecneyeHnn yCTPOMCTBA OTKOYEHO;

— [epuoduyecku — aBTOOBOHOBNAEHME KOHOUIypauumu WAM NporpaMmmHoro obecneuyeHus
yCTpoiicTBa byaeT Npon3BOAMTCA Yepes 3aZ,aHHbI NPOMEKYTOK BPeMEHH;

— [lo pacnucaHuto — aBTOOBHOBNEHME KOHPUrypauMnm MAM NPOrpammHoOro obecneuyeHus
ycTpoiicTBa byaeT NpoM3BOAMTLCA B 3a4aHHOE BPEMSA, B YKa3aHHble AHW Heaenu.

®alin KoHguUaypayuu — NOAHbLIA NyTb K ¢anny KoHourypaumm — 3anaérca B popmate URL (Ha
OaHHbI MOMEHT BO3MOKHa 3arpy3Ka daiina KoHourypaumm no npotokosnam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

rae < server address > — agpec HTTP- unn TFTP-cepBepa (aomeHHOe ums unu I1Pv4),
< full path to cfg file > — nonHbI NyTb K daliny KoHbUrypauUmn Ha cepBepe;

MHmepean ob6HOBAEHUA KOH(uU2ypayuu, ¢ — NPOMEKYTOK BPEMEHW B CEKYHAAX, Yepe3 KOTopbIii
OCYLLECTBAAETCA Nepuogmnyeckoe obHoBAEHME KOHUrypauuu ycTpoicTea; Bblbop 3HauveHua O
03HayYaeT 04HOKpPaTHOe 06HOB/IEHWE TOIbKO CPasy Noc/ie 3arpy3kn yCTpoincTBa;

Bpems obHosneHus ¢alina KoHpuaypayuu — spema B 24-yacoBom popmaTe, B KOTopoe byaert
NpPoV3BOAMTCA aBTOOBHOB/IEHME KOHPUTYypaLuu;

JHU 06HOB7EHUA KOHGhueypayuu — [AHW Henenu, B KOTopble B 3afjaHHoOe Bpema 6yaer
Npou3BOAUTLCA aBTOOOHOBEHNE KOHPUTYpaLUMK.

®alin MO — nonHbIM NyTb K dainy nporpammHoro obecnedyeHns — 3agaértcs B popmarte URL (Ha
OaHHbI MOMEHT BO3MOXHa 3arpyska ¢arina N0 no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

raoe < server address > — agpec HTTP- unn TFTP-cepBepa (aomeHHOe ums unu 1Pv4),
< full path to firmware file > — nonHbIl NyTb K dainy MO Ha cepBepe;

Uumepsan o6HoeneHus [10, ¢ — TNPOMEXKYTOK BpeMEHW B CEKyHAaX, uYepe3 KOTopbii
OCYLLEeCTBNISIETCA Nepuoguyeckoe obHOBMEHWE NPOrPamMMHOro obecneyeHus YCTPOMCTBA; BbIGOp
3HayeHua 0 03HaYaeT oAHOKpaTHOe 06HOB/IEHWNE TOIbKO Cpa3y NOC/e 3arpysKu yCTPOCTBa;

Bpema obHoeneHua 10 — Bpema B 24-yacoBom ¢dopmaTte, B KoTopoe 6yaeT npomssoamTca
aBTOOOHOBNEHME NPOrPaMMHOro obecrneyeHus;

[Hu obHosneHus O — aHW Heaenw, B KoTopble B 3agaHHoe Bpems byaeT Npou3BOAUTLCA
aBTOO6HOBNEHME NporpamMHOro obecnedyeHus.
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JetanbHoe onucaHue afopnuTMma aBTomaTn4yeckoro 0BOHOBNEHNSA Ha OCHOBe NPOTOKO/1a

npeacraBneHo B pasgene 5.

ABTOKOHUrypupoBaHue no npotokony TR-069:

O6wwme:

DHCP

e  BKaoyume kKaueHma TR-069 — npwu ycTaHoBfeHHOM ¢nare paspelleHa paboTa BCTPOEHHOro

KAneHTa npoTtokona TR-069;

e VHmepdgelic — BbIGOP MHTepdeica, Yepes KOTOPbIM ByaeT BbINONHATLCA aBTOKOHOUIYpUpoBaHme
yCTpoiicTBa no npotokony TR-069. Ecnum Ha wntose BKAOYEH UHMepgelic ynpasneHus, TO AaHHas
VLAN aBTOMaTM4yeckM bymeT ucnonb3oBaTbcsa AnA paboTbl no npoTokony TR-069. HacTpoika

BblbOpa MHTepdeica byaeT 3ab610KMpPOBaHa;

e Adpec cepsepa ACS — agpec cepBepa aBTOKOHUrypupoBaHuA. Aapec HeobxoanMmo BBOAUTL B
dopmate http://<address>:<port> wnam https://<address>:<port> (<address> — IP-agpec wam
AomeHHoe ums ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80 ). Bo BTopom
C/yyae KJMEeHT byaeT ucnosib3oBaTb 6e3onacHbii npoTokon HTTPS ana obmeHa nHpopmaumen ¢

cepBepom ACS. ACS-cepBep dpupmsbl Eltex no ymonuaHuto ncnonbayet ansa ceasm nopt 9595;

e BKawouume nepuodudeckuli onpoc — Npu YCTaHOBAEHHOM ¢dnare BCTPOEHHbIM KaueHT TR-069
OCYLLECTBASAET Nepuoanyeckunin onpoc cepsepa ACS ¢ MHTEpPBaNoM, paBHbIM «lepuody onpoca», B
cekyHaax. Llenb onpoca - 06Hapy»KMTb BO3MOMHbIE U3MEHEHUA B KOHPUIYpaLLMM YCTPOICTBA;

e [lepuod onpoca — HTepBan oTnpasku coobueHuii 2 PERIODIC.
3anpoc coeguHeHusn c ACS:
Uma nonezoeamersA, [Naposb — nma Nonb3oBaTeNA U Napoab ANA A0CTyna KameHTa K ACS-cepsepy.

3anpoc coeguHeHunA C KJIneHTom:

Ymsa nonvsoeamens, aposas — nmaA NoNb30BaTeNA M Naponb Ana goctyna ACS-cepsepa K KaneHTty TR-069.

Hactpoiiku NAT:

Ecnn Ha nyTu mexay KnaneHTom u cepepom ACS nmeet mecto npeobpasoBaHue ceTeBbix agpecos (NAT —
network address translation) — cepep ACS MOMeT He MMeTb BO3MOXHOCTM YCTAHOBWUTb COEAMHEHME C
K/IMEHTOM, EC/IN HE UCMOb30BaTb OMNpeae/eHHbIE TEXHOI0TMM, MO3BO/IAIOLME 3TOT0 M36eXKaTb. TN TEXHOIOTUN
CBOAATCA K OMPEeAeneHUIo KIMEHTOM CBOEro, Tak HasbiBaemoro nybsauuyHoro agpeca (agpeca NAT wau no-
APpYyromy — BHELUHero agpeca LWui03a, 3@ KOTOPbIM YCTaHOBJ/IEH KaueHT). Onpeaenvs cBoW Nyb/auMYHbIN agpec,
K/AMEHT cOObLaeT ero cepBepy, M cepBep B JajbHeMlemM A/ YCTAHOBJEHUS COEOUHEHUS C KAMEHTOM
MCMNOJIb3YET Y¥KE He ero /IoKasibHbI agpec, a Ny6aAnYHbIN.

e Pexum NAT — onpegensier, KaKUM 0O6Pa3oM KAMEHT LOJIKEH NOAYYUTb MHPOPMALMIO O CBOEM

ny6aMyHoM agpece. BO3MOXKHbI Cneayowme pexxnmsi:

— STUN - ncnonb3osatb npotokon STUN ans onpeaenexHns nybanyHoro agpeca;

— Manual — py4Hoi pexum, Korga nybavuHbIA agpec 3ag4aetca ABHO B KOHdUrypauuu; B
3TOM peXMMe Ha YCTPOMCTBe, BbinonHawowem ¢yHkumm NAT, Heobxoammo A06aBUTb

npasuno npobpoca TCP-nopTa, UCcnosb3yemoro KaneHtom TR-069;

— Off — NAT He u“cno/ib3yeTca — AAHHbIA PEXUM PEKOMEHAYETCA MCMOAb30BaTb TO/bKO
Korga ycTpOMCTBO NOAKAOYEHO K cepaepy ACS Hanpsamyto, 6e3 npeobpasoBaHMA ceTeBbIX
afpecos. B aTom ciyyae nybanyHbIN agpec coBnagaeT C I0KabHbIM a4pecoM KAMUEeHTa.
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Mpu BblbOpe pexxkuma STUN Heobxoammo 3agaTh caeaytolme HaCTPOMKuU:

- Adpec STUN-cepsepa — IP-agpec nnu gomeHHoe nma STUN-cepsepa;

- Mopm STUN-cepsepa — UDP-nopTt STUN-cepBepa (no ymonyaHuto 3HauyeHue 3478);

- MuHumarneHbIl nepuod onpoca, ¢ U MakcumassHbll nepuod onpoca, ¢ — onpeaenatoT
WHTEpBaN BPEMEHMU B CEKyHAAX A/A OTNPaBKU nepuoanyeckux coobueHuit Ha STUN-cepsep ¢ Lenbto
0obHapyXeHMa nsmeHeHua NnybaM4YHOro agpeca.

Mpw BbiBOpe pexxknma Manual nybAnYHbIN aapec KAMeHTa 3a4aeTca BPYUHyo Yepes napameTp Adpec
NAT (appec Heobxoammo BBOAMTb B popmaTe IPv4).

V Ona KoppeKTHoW paboTtbl ¢ ACS-cepsepom 3a NAT mMHUManbHblii nepuog onpoca STUN-cepsepa
BONXeH bbITb MeHblLUe, YeM MaKcumanbHoe Bpemsa coxpaHeHua ceccum NAT-ycTpoiicTtBom.

Mo npoTokosy TR-069 BO3MOXHO MPOM3BECTM MOAHOE KOHOUIYpPUPOBaHUE YCTPOWMCTBA, OOHOBNEHME
nporpammHoro obecneyeHus, yteHne nHoopmauumn ob yctpoinctee (Bepcua MO, moaenb, CEPUNHBIA HOMEpP U
T.4), 3arpy3Ky u BbIrpy3Ky Lenoro ¢anna KoHpurypauuu, yaaneHHyto nepesarpysKy yCTponcTea (noaaepsaHbl
cneundumkaumm TR-069, TR-098, TR-104).

[na BCTyNAeHMA B CMAY HOBOM KOHPUrypaLMuM U 3aHECEHUA HACTPOEK B IHEProHe3aBUCUMMYD NamATb
Ha*KMUTe KHOMKY «[TpumeHuMo». A 0TMeHbI UBMEHEHUI HAaXXMUTE KHONKY « OmmeHa».

2.6.5.9NogmeHo «UHTepdeiic ynpaBaeHUa»

MeHto N03BONAET HACTPOUTbL CETEBOM UHTEPEC ANA OpraHn3aLMmn CETEBOrO YNpPaB/eHUA YCTPOMCTBOM,
ncnonbaysa npoTtokonbl HTTP, HTTPS, Telnet u SSH.

NHTepdelic ynpaenenns

BrnmkunTe wHTepdeiic ynpaeneHua ¥
Tun gocTyna Tagged v
VLAN ID | 20
8021P | O v
Mpotokon DHCP v
AnbTepHaTuexbii Vendor D (ocnuwa 60)
WHpopmauma aredta DHCP Relay (Onuua 82)
Mepeuunkii DNS

Bropuuriit DNS

e Brawvume uHmepdgelic ynpasaeHUs — NpuU yCTaHOBAEHHOM ¢nare ynpaBaeHWe YCTPOMCTBOM
npon3BoamnTCA Yepes AaHHbI MHTepdelc,

e Tun docmyna — 3agaeT pexum paboTtbl MHTepdelica:
— Tagged — paHHble nepeaatoTca MHTepdencom ¢ ncnonb3oBaHnem 3agaHHoro VLAN ID;

— Untagged — paHHble nepeaatotca HTepdelicom 6e3 ncnonbsosaHma VLAN.

e VLAN ID — npaeHTUdUKATOP ANA BblaeneHma nHTepdeiica B BUPTYaNbHYHO IOKA/bHYIO CETb,
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e 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAMBaeMblii Ha

nucxogalme ¢ AaHHoro nHtepdeiica IP-nakeTbl. MpuHUMaeT 3HaYeHMA oT O (HU3LWKIA NpuopuTer)
0o 7 (HamBbICLWINI NpUOpPUTET);

e [lpomokos — BbI6OP NPOTOKO/1a HAa3HAYEHUA afpeca Ha UHTepdeNnc:

—  Static — pexkum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoanmble HacTpoliku Ha WAN-
uHTepdelic HasHayaloTcs BpydyHyto. lMpu Bbibope Tuna «Static» gns pegakTMpoBaHUS
CTaHYT AOCTYMHbI Cneaytowme napameTpbi:

= |P-adpec — ycTaHoBKa |IP-agpeca nHtepdeica ynpasneHus;

=  Macka nodcemu — macka NOACETU MHTepdeica ynpasaeHus;

= [lino3 no ymon4yaHuo — IP-agpec ceTeBoro W/ato3a no ymondyaHuio uHtepoelica
ynpasieHus;

=  [lepsu4Hsili DNS, Bmopu4Hsili DNS — |P-agpeca DNS-cepBepoB, HEOOXOANUMbIX
Ana paboTbl NPOTOKO/I0B aBTOKOHOUIYPUPOBAHUA WK03a, HACTPOMKA KOTOPbIX
npouns3BoamnTcaA Ha cTpaHuue Cuctema — ABTOKOHGUIypupoBaHue.

—  DHCP — pexum paboTbl, npu KoTopom |IP-agpec, macka noacetu, agpeca DNS-cepsepos u
Apyrve napameTtpbl, Heobxoaumble ana paboTbl UHTepdelica (Hanpumep, cTaTUYecKune
MapLupyTbl), 6yayT nonydeHol ot DHCP-cepBepa aBToMaTnyecku. Ecnm oT nposaligepa He
yoaétca nonyuntb agpeca DNS-cepsepos, Bbl moXKeTe HaszHauuUTb UX BPYYHYIO B NOANAX
«lepsuyHeili DNS» v «BmopuyHsbili DNS». Appeca, 3agaHHble Bpy4YHyto, ByayT MmeTb
npuoputeT Hag agpecamun DNS-cepsepos, noayyeHHbIMKU No npoTtokony DHCP.

Ona npotokona DHCP nmeeTtca BO3MOXKHOCTb 3a4aTb HEOOX0AMMOE 3HaUYeHue onumn 60.

e AnbmepHamusHsili Vendor ID (onyua 60) — npu ycTaHoBAeHHOM diare ycTpoiCTBO nepenaéT B
DHCP-coobuweHusax B onumm 60 (Vendor class ID) 3HaueHne u3 nons Vendor ID (onuus 60). Mpu
nycrom none onuma 60 B coobuieHuax npotokona DHCP He nepepnaéTtca.

Echn dnar AasmepHamusHeili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHMe No YMONYAHMIO, KOTOPOE MMEET Caeaytowmii popmar:
[VENDOR:npoussoautens][DEVICE:Tun ycTpoiictea][HW:annapaTHasa Bepcun]
[SN:cepuiiHbii Homep][WAN:MAC-agpec nHtepoeica WAN]

[LAN:MAC-agpec nHtepderica LAN][VERSION:Bepcus nporpammHoro obecneyeHmsa]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-2M.IP][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

e UHgopmayus aeeHma DHCP Relay (onyus 82) — npw yctaHoBneHHOM dnare no3sonser AobasuTb
8 DHCP-3anpoc:

—  UHoeHmugukamop uenu azeHma (Onyus82) — nossonseTr aobasutb B DHCP-3anpoc
onumio 82, nogonuuto 1 - Agent Circuit ID;

—  UdeHmugpukamop ydaneHHoz20 azeHma (Onyus82) — no3sonsaeT aobasmTtb 8 DHCP-3anpoc
onumio 82, nogonumto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumit Ha Kaxaom ceteBom uHTepdeice (Internet, VolP,
Management) MOXHO 334aBaTb Bpy4Hyt0. MHGOpMaums No HacTPoMKe CNUCKa NpeacTaB/ieHa
B MPUNOXKeHUN B.

[na BCTynneHus B CUIY HOBOWM KOHOUIYpaLUW M 3aHECEHUA HACTPOEK B SHEProHe3aBUCUMYHO MaMATb
HaXXMUTe KHOMKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY «OmMeHa».
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2.6.5.10 NogmeHo «CepTuduUKatbi»

CepTtudpmkatsl
Tvn
KopHesoi cepTuukaT

KNWEHTCKNA CEPTHMDMKAT

€DTUPUKAT

OGwee UmA OpraHnzauus
192.168.1.1 Eltex

192 166.1.1 Eltex

192.168.1.1 Eltex Ent

MoameHto «CepTudmKaTbl» NO3BOAAET MNPOCMATPMBATD,

cepTudUKaTbl 418 UCNONb30BAHUA B 3aWMLLEHHbIX coegnHeHmax TLS.

KopHeBoii ceptudukar

CKaumBaTb M 3arpy)kaTb Ha YCTPOICTBO

KopHeBoi cepTUdMKAT MCNONb3YETCA AAA NPOBEPKU MOANMHHOCTM CcepTUUKATOB MNPU BXOAALLMX
coeMHeHuAX. ITOT cepTUPUKAT A0KEH BbITb MOAMMUCAH LEHTPOM aBTOPU3ALLUN.

KopHeBoii cepTudukat

CepTuchukar

CEpPHAHBIA HoMep
HepelcTBUTENEH J0

HepelcTenTENEH nocne
WMA nony4aTtens
ObLjee UMa
Opranu3auma
[ononHHTENBHEIE AOMEHHBIE aapeca

LieHTp aBTOPHIALNK

Oflee uMa

Opranu3auma

Onepauuu ¢ cepTUgnKaToM

CKauaTs CepTU(UKET ¢ yCTpoiAcTEa

3arpy3uTb CepTMdMKaT Ha YCTPORCTED

€ Hasag

CAOFFE.C4AICCOCAR
16.06.2017

16.06.2018

192.168.1.1

Eltex

192.168.1.1

Eltex

¥ Ckayats

BuiGepuTe dhaiin | SN He BbiopaH

o  CepuliHblli HOMep — cepuiiHblii Homep BblBpaHHOro cepTUdMKaTa;

e HedelicmeumeneH 0o — gata Hadana AencTema ceptuduKaTa;

e HeldelicmeumeneH nocse — fata OKOHYaHUA feNcTBUs cepTUdUKaTa;

e Umsa nonydyamesns — AaHHble 0 nosyyatene ceptuoukata (O6wee nms, OpraHvsaums,
[ononHuTenbHble JOMEHHble agpeca);

e lleHmp aemopu3ayuu — paHHble O LeHTpe aBTopusaumn (Obwee nma, OpraHmsaums).

AboHeHmcKul w3 TAU-2M.IP
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KnneHntcknin - ceptudmkat mcnonbsyetca
ncnosnb3oBaHmem TLS.

KnueHTtcKkuii ceptudpukar

npy UCXoJAWMX CcoeauHeHnAx no npotokony SIP ¢

KnueHTtckuin ceptudpmkar

CepTUdMKaT

CepuitHbIA HoMmep
HenelcTeuTenex oo

HeneicTBUTENEH Nocre
Wms nonyyaTtens

ObLiee uusa
OpraHu3aums

LONONHUTENBHBIE JOMEHHEIE 3Apeca
LieHTp aBTopMsaLuK (caMONOANNE aHHLIA CepTUUKAT)

OfLyee MMA

OpraHu3auus

Onepaumm ¢ cepTHUKaTOM

CKaqaTb CepTMMKaT C YCTpOACTBa

3arpy3uTb CEpTMMMKAT Ha YCTPORCTBO

€ Hazag

AB45TE84:9D:39:51:F7
16.06.2017

14.06.2027

192.168.1.1

Eltex

192.168.1.1

Eltex

r* CkavaTb

BribepuTe chaiin | Pakin He Boi0paH

CepuliHblli HOMep — cepuiiHbI HoMep BblIBpaHHOTo cepTudMKaTa;
HedelicmeumeneH 0o — fata Hayana AeNCTBUA CEPTUPUKATA];
HedelicmesumesneH nocse — AaTa OKOHYaHUA AENCTBUA CEPTUPUKATA;

Wmsa nosyyamens — AaHHble 0 Nosyyatene ceptudukata (Obwee nma, OpraHmsaums,
JononHuTenbHble LOMEHHble aapeca);

LleHmp asmopu3zayuu — AaHHble O LeHTpe aBTopusaunn (Obwee nma, OpraHusaums).
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WEB-ceptudpukar

WEB-cepTrdumKaT ncnosb3yeTtcs npu goctyne K web-KoHdurypatopy ycrpoiictea no npotokony HTTPS.

WEB-ceptudukar
CepTudnkar
CepuiAHbIA Homep  BB:9D:44:EE:FC:05:25:8E
HepeicteuTener oo 14.09.2016

HepgencTenTenex nocne  01.10.2084
WUms nonyyaTtens

Obwee uma  192.168.1.1
Opranmsauns  Eltex Ent

[ononHUTenNeHbIE AOMEHHEIE aapeca  —
LleHTp aBTOpu3ayMu (caMonognuc aHKeId cepTUdnKaT)

Obwee uma  192.168.1.1

Opranmsauns  Eltex Ent
Onepaumu ¢ cepTHHKaTOM
Cka4aTe cepTMdMKaT C yCTpoACTEa ™ CkavaTb

3arpysuTb CEpTHKKAT Ha YCTPOACTBO BribepuTe daiin | ©akin He BbiopaH
& 3arpyautb

€ Hazan

e CepuliHbIli HOMep — CepUNHbIN HOMep BbIBPaHHOIo cepTUdPUKaTa;
e HedelicmeumersieH 0o — aaTa Ha4ana AencTema cepTudukara;
e HedelicmeumerseH nocne — aata OKOHYaHUA AeNCcTBUS cepTUDMKaATa;

e UmA nonyyamesnsa — AaHHble o nonyyatene ceptudukara (Obwee nms, OpraHnsaums,
[ononHuTenbHble LJOMEHHbIE afpeca);

e LleHmp aemopu3zayuu — faHHble 0 LeHTpe aBTopusauuu (Obwee nmsa, OpraHusaums).
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2.6.5.11 NogmeH10 «JoNONAHUTENbHbIE HACTPOUKNY»

B nogmeHto «lonoaHUTENbHbIE HACTPOMKU» MOXKHO BKAOYMTL UPNP.

UPnP

BKNIOYUTE UPNP ¥

3apeaepsupoBanHsie VLAN ID

HadaneHbii VLAN 1D 1

KoHeyHeli VLAN ID 6

Bratoyume UPnP — npu yctaHoBneHHOM ¢nare npotokon UPnP 6yaet aktueeH. Mpotokon UPnP
NCMNOJIb3YeTCA HEKOTOPLIMU NpUaoxKeHUaMmn (Hanpumep, DC-KAneHTamu, Takumu Kak FlylinkDC++)
AN aBTOMATMYECKOro co3gaHusa npasun npobpoca TCP/UDP-nopToB, MCNO/b3yeMbIX 3TUMM
NPUAOXKEHUAMM, Ha BblllecToAlWeM MaplipyTmusaTope. PekomeHayeTca BKAuutb UPnP ana
obecneyeHusa paboTbl cepBmMcoB obmeHa ¢paianamm B CeTu.

3apesepsuposaHHbie VLAN ID

3apesepsupoBaHHbie VLAN ID HeobxoamMmbi 4717 BHYTPUCUCTEMHbBIX HYKA, LLJTH033a U MOTYT ObITb U3SMEHEHDI
B 3aBMCMMOCTM OT ucnoab3lyemoro Ha cetu VLAN ID:

HauaneHsili VLAN ID — HavanbHoe 3HayeHune uaeHTudukatopa VLAN B 3ape3epBMPOBAHHOM
AnanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

KoHneunwbili VLAN ID — HavyanbHoe 3HadeHue uaeHTudukatopa VLAN B 3ape3epBMpOBaHHOM
AvanasoHe.  [laHHaA HacTpoWKa HeAoCTynHa [ANA PefaKkTUPOBaHMA W paccyuTbiBaeTca
aBTOMAaTUYECKM.

[na BCTynneHus B CUAY HOBOW KOHOUIypauum M 3aHECeHWUA HACTPOEeK B SHEProHe3aBMCUMYD NamMATb
HaXXMUTE KHOMKY «[TpumeHumo». Ans OTMEHbl U3MEHEHWUIN HaXKMUTE KHOMKY «OmMmeHa».
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2.7 MOHUTOPUHT cUCTEMDI

[ns nepexofa B PeXUM "MOHUTOPUHT CUCTEMbI" HA NaHeNM cneBa Bbibepute NyHKT « MIOHUTOPUHIY.

/ ‘ Ha HeKoTOpbIX CTpaHULAX He peasiM30BaHO aBTOMaTUYeCKue 06HOBNEHUE AAHHbIX MOHUTOPMUHIA

= OBHOEMTE

ycTpoicTBa. Ana nonyyeHna Tekyuei MHGOPMaLUM C YCTPOMUCTBA HAXKMUTE KHONKY

2.7.1 MNMopgmeHto «HTEepHET»

B noameHto «MHTepHET» OCyuwLecTBaiAeTCA NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK yCTpOﬁCTBa.

Beixon B HTEpHET

MoKIIYEHHE K CETH MpoBogHOE

MpoTokon gocTyna DHCP

IP-appec 192.168.63.2
[OMEHHOE UMA myhostrgs4.ddns.net
Cratyc D-DNS PerucTpauus yeneluHa

Z OGHOBHTB

Bbixo0 8 UHMepHem

o [loOKnw4yeHue K cemu — cnocob MOAKNIOYEHUA K CeTU nepefayunm AaHHbIX. HacTpoiika
nogKkatyeHna npoussogmtca B pasgene Cetb — UHTepHerT:

— [lposodHOe — NOAKAOYEHME K CETU npoBaifepa OCYWECTBASETCA MNOCPeACcTBOM
coeMHEeHMA MeJHbIM UAX ONTUYECKUM NaTy-Kopaom ¢ noptom WAN;
— 3G/4G USB-mo0em — noaknoueHue K ceTu nposaigepa ocyuiectennetca yepes 3G/4G
USB-moaem, noaKNtoYeHHbIN K nopTy USB Ha 3agHen naHenu ycTpoiCTBa.
e [Ipomokon docmyna — NPOTOKOJ, UCMO/Ib3yeMbIA ANA AOCTYNA K ceTn UHTepHeT;

e |P-adpec — IP-agpec ycTpolACTBa BO BHELLHEN CeTy;

e |P-adpec 8o sHympeHHel cemu niposalioepa — IP-agpec, KOTOPbIA UCNONb3YETCA BO BHYTPEHHEN
ceTV NpoBainaepa 418 A0CTyNa K JI0KabHbIM CETEBbIM pecypcam npoBanaepa.

Echn  BbiBpaH cnocob noAxnouveHUs «ABTOMATUMUECKU NepexoauTb Ha pe3epBHbl  KaHany,
oTobpaskaeTca ABa NOAKNOYEHUNSA, A1A KOTOPbIX AOMNONHUTENLHO BbIBOAATCA CaeayioLlme Nons:

. Hanuyue ceA3u — nNoKasblBaeT AOCTYNHOCTb ping—cepBepa yepes3 AaHHOe NoAKNK4YeHUe,;

e AKMuUBHOCMb — NOKa3sblBaeT, yYTo MHTepd)eﬁc ncnoab3lyetTca AnAa nepenayvym nosib3oBaTe/IbCKUX
AaHHbIX.
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2.7.2 NopmeHio «IP-tenepoHmna»

B noameHio «IP-TenedoHMsa» OCyWECTBAAETCA MPOCMOTP COCTOsIHMA ceTeBoro uHTepdeica VolP,
MOHUTOPUHT abOOHEHTCKUX KOMMJIEKTOB W COCTOAHMA PEerncTpauuu rpynn Bbi30Ba, TECTUPOBAHWE JINMHWIA,
MOHUTOPUHT IMS.

CocTtoaHne cetesoro nHtepdenca VolP

IP-anpec 192 168.1.55

MOHUTOPKWHT a00HEHTCKMX KOMNMEKTOR

fi— NokansHoA Peru s WcTekaer Appec CocTosHue CocToAHWe YoanedHsi  CocToRHWe  YoanedHom  Tect CratMcTEa
HOMEpD ! Yepes CEPEEpA NMHHMKM EbI30Ea 1 abonexT 1 EbLI30E] 2 aboneHT 2 TIHHUH FX5

1 001 COTrmoueda BrirnueHa TecT Mokasate

2 002 OTkmioseHa BhirnioueHa TerT MokazaTe

MOHUTOPWHT rpynn BLI30Ba

HMA rpynne CocToRHHE Homep tTenedoda CRWCOK MAHWA PercTpayqa HCTekaeT yepes Anpec cepeepa
Group1 BriknHeHa OTrnicHeHa
Group2 Brikniyena Cmremosena
Group3 Brikniuena Cmremouena

MonuTopuHr [MS

IuHna 1 2
Ynpasnexue ¢ IMS BolEniHeHs  BoEnEMeHD
TpExCTOROHHAR KOHDEPEHLUAR - -
Viep#aHue esizosa - —
O#MgaHne Eni30Ea - -
MopAyaniTennas nMHUA - -
Homep ropR4ei MaHRH - -
TafmayT ropAYei nuHAK, © - -

WA yenyrn "Tlepeaaqa enisoea” - -

CocmosHue cemeso2o uHmepgelica VolP

e |P-adpec — IP-agpec ceTeBoro nHtepodeica ycnyru VolP.

MoHuUmopuHa aboHEHMCKUX KOMI/AEKMO8

e JluHua — HOMeEp abOHEHTCKOro KOMMAeKTa yCTpOVICTBa;

e JloKanbHbIli HOMep — Homep TenedpoHa aboHeHTa, 3aKpenieHHbl 3a AaHHbIM abOHEHTCKUM
nopTom;
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e Peaucmpayusa — cocTosiHMe permcrTpauumn tenedoHHOro HoMmepa rpynnbl Ha NPOKCU-cepBepe:

—  OmkKno4yeHa — GYHKUMS pernctpaumm Ha SIP-cepBepe BblK/HOYEHA B HAacTpoiKax npoduns
SIP;

— OwubKa — npoueaypa perncTpaLmmn 3aKkoHYNAaCb Heyaadei;

—  BeinonHeHa — npoueaypa permctpaumm Ha SIP-cepsepe BbINOJIHEHA YCMELHO.

e Mcmekaem yepe3 — BpeMs [0 UCTEYEHUA perncTpaumnm aboHeHTCKoro nopta Ha SIP-cepBepe;

e Adpec cepsepa — afpec cepsepa, Ha KOTOPOM MOC/IEAHMI pa3 Npoluia perucTpaumnio aboHeHTcKan
NNHUSA;

e CocmosHuUe AuUHUU — COCTOAHWE (U3NYECKON NUHUU. JIMHUA MOXKET HaxoAMTbCA B OAHOM W3
cneayroLmx COCTOSHUIA:

— He akmusHa — TenedoHHas Tpybka nonoxkeHa (NM60 aBOHEHTCKUI NOPT BbIKAOYEH),
HopMa/ibHaA paboTa;

— AKkmueHa — TenepoHHasa TpybKa MOAHATA; B JIMHUIO BbIAAETCA CUrHaA OTBETA CTaHLUMM,
nbo curHan KMB, nnbo curHan owmbkn, NMbo NIMHUA HAXOAUTCS B COCTOSHUM Pa3roBopa;

— [Mocbinka 6bi1308a — Ha TenepoH MNOJAETCA BbI3bIBHOM CUrHaA (NpW MOCTYMN/IEHUM
BXOALLETO 3BOHKA);

— TecmuposaHue — 3anyLeH NPoLEecc TECTUPOBAHNA TNHUMN.

e CocmosAHue 8bi308a 1, 2 — KaXAbl1 aBOHEHTCKMIN NOPT MOXKET 0AHOBPEMEHHO noaaepKusaTb A0
OBYX CeaHCOoB CBA3W. B gaHHOM nosne oTobparkaeTca COCTOSHWE BbI30Ba C COOTBETCTBYHOLUMM
yAaneHHbIM aboHEHTOM. BbI30B MOKET HaxoAUTLCA B OAHOM U3 CAeAYHOLLIMX COCTOAHWIA:

— Habop Homepa — ocyuiecTBnseTcs Habop Homepa ¢ TenepoHHOro annapara;

— 3aHAMO — BbI3OB MO KaKUM-IMBO MNpPUYMHAM OTOMACA, B JIMHUIO BbIAAETCA CUrHan
«3aHATOY;

—  Ucxodauwuli 81308 — OCYLLECTBAAETCA BbI30B YAaNe€HHOro aboHEeHTa, B JIMHUIO BblAAETCA
curHan KrB;

—  BxoOswuli ebi308 — Ha Tened@oHHbIM MOPT NOCTyMaeT BXOAAWMA Bbi30B, B JIMHWUIO
BblJaEeTCA BbI3bIBHOW CUTHAN;

— Pa3z2080p — yCTaHOBNEHO Pa3roBOpHOE COeMHEHWE C YAaIeHHbIM abOHEHTOM;

—  BcmpeyHblili Ha yOepyaHuu — yaaneHHbli aboHEeHT NOCTaB/IeH Ha yaeprKaHue;

—  JloKanbHsIl HO yOepHaHUU — NOKa/ibHbIA aBOHEHT NOCTaBNEeH YAa/leHHbIM Ha YAepKaHueE;

— OwubKa, nonoxcume mpybKy — B NNHUIO BblAAETCA CUrHaN oWKnB6KU. CuUrHan owmnbKu
06bIYHO BblAAETCA MO MUCTEYEHUW TaliMayTa BblAauyWM CUrHana «3aHATo» (HacTpauBaeTtca
OTAENbHO ONA KaXKA0Mi IMHMMK), Koraa 3abblIn NONOXKUTL TPYOKY TenedoHa.

e YOaneHHsIli aboHeHm 1, 2 — Homep TenedoHa yganeHHoro aboHeHTa KaXKaoro ceaHca CBA3M.

e Tecm aAuHUU — NO KHOMKe TecT 3anycKaeTcA MNpPoLecc TecTUpoBaHWUA aboHEHTCKOW AuHuu. O
cTaTyce npouecca ceBuaeTenbcTByeT obpaTHbiit Talimep (B ctonbue «CoOCTOSHME NMHUKNY),
CUTHANM3UPYIOWMIA 06 OCTaBLUEMCA BPeMeHW TecTa. Henb3a 3anycTuTb TeCT OAHOBPEMEHHO Ha
HECKO/IbKUX ANHMAX. [lpodonkutenbHocTb Tecta — 80 cekyHA. Ha Bpema TecTa aboOHEHTCKUiA
KOMIM/IEKT B6I0KMpyeTCA — COBEPLUATb M MPUHUMMATbL 3BOHKM BYAEeT HEBO3MOKHO.

TNokankeHeI Wetekaetr  Appec CocToAHIe YaaneHHbi CocTosAHHe YAaneHHbI Teer
NuHna Perncrpauna CocToAHNE AHMHUN _ _
HoMep qepes cepBepa EEI30BA 1 AGOHeHT 1 EbI30BA 2 AGOHeHT 2 AWHUK

1 20000 EcTe 0o0:0g:12 192.168.16.250 { TECTUPOEAHWME (75)
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Q
Mo OKOHYaHUM TecTa Pe3ybTaT MOXKHO MOCMOTPETb, HAaXKaB Ha KHOMKY ... B cTONBLE «TECT IMHUNY,
Pe3ynbTaT NpeAcTaBnseTcs B BUAe TabauLbl U COAEPKUT ceayiolime AaHHble:

e [laTa Tecta

e TlocTOAHHOE CTOPOHHEee HanpAMKeHue Ha nposoae A (TIP)

e [locToAHHOE CTOPOHHEe HanpsxeHue Ha nposoge B (RING)
e [lepemeHHOEe CTOPOHHee HanpsxKeHue Ha nposoge A (TIP)

e [lepemeHHOEe CTOPOHHee HanpsaxKeHue Ha nposogae B (RING)
e HanpsaxeHue NUTaHMA ANHUK

e [MonepeyHblii TOK (TOK B INHUK)

e TpoaonbHbIi TOK (TOK yTeuku)

e ConpoTuBneHue mexay nposogamu A (TIP) n B (RING)

e ConpoTuBneHue mexay nposogom A (TIP) u 3emnéi

e ConpoTuneHune mexagy nposogom B (RING) n semnéit

o EmkocTb mexay nposogamu A (TIP) n B (RING)

o Emkoctb mexay nposogom A (TIP) 1 3emnéii

o Emkoctb mexay nposogom B (RING) n 3emnéii

e TenedoHHbIl annapaT — MHGopMaLMaA 0 HaAUuumM nogkaodeHus TA (TenedoHHOro annapara).

Mpumep pesynbTata TecTa AMHUK 1:

Peaynsrar tecta: IuHaa 1

Nara Tecta 12:06:19 24 122019
MoCTOAHHOE CTOPOHHES HANPRKEHWE HA NpoBoge A (TIP) 0223504 B
MocToAHHOE CTOpOHHES HaNpRxeHKe Ha npoeoge B (RING) | -0.230352 B
[epemerHoe CTOpOHHES HaNpEKeHWe Ha nposoae A (TIP) 0.044565 B

MepemexHoe cTOpOHHES HanpsreHwe Ha npoeoae B (RING) | 0.029545B

Hanpasexue NMTaH1a MAHKK -50_336585 B
MonepesHbIA TOK 01240683 mA
MpogonbHER TOK 0.251903 mA
Conpommenenne mexgy nposogamu A (TIP) n B (RING) 1296435303 kOm
Conpommenetre mexxgy nposogom A (TIP) 1 sesmnén 530.850220 xOm
Conpommenenne mexgy nposogom B (RING) u semnén 280.785919 xOm
EmrocTe mesgy nposogamu A (TIP) n B (RING) 30 vl

EmMkocTh mesgy nposogom A (TIP) u semnén 501l

EmkocTe mesay nposogom B (RING) v semnéd 50l
TenedoHHBIA annapar He nogrmicsed

& Ynanumo X JarpLiTe

e Cmamucmuka FXS — oTobparKaeT KOIMYEeCTBO BXOAALLMX N UCXOAALLMX 3BOHKOB, MOCTYMNMUBLUMNX Ha
nopT, a TaKXKe nocneaHUn HabpaHHbIN HoMmep.
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CratucTuka FXS: Numna 1 X

MocneaHWA HabpaHHBIA HOMED 6001
Konu4ecTeo BX0ZALMY SEOHKOE

-y

KonW4ecTED MCXOORLUMX JBOHKOE | 2

X JakpeTh ‘% CHpoC CTaTMETHEM

Moa Tabnuuer MOHUTOPUHIAE AOOHEHTCKMX KOMMIEKTOB HAXOAATCA KHOMKWU AN MPUHYAUTENbHOM
perncTpaunm Uam oTMeHbl permcTpaumm BblIopaHHbIX AMHWINA.

MoHumopuHe 2pynn 8vi308a

UmsA epynnel — Ha3BaHMe rpynnbl BbI30Ba;

CocmosiHue — COCTOsiHME TPYNMbl BbI30BA: BKAOYEHA UAW BbIKNIOYEH];

Homep menegoHa — Homep TenedoHa, 3aKpenieHHbIM 3a rpynnoi Bbi30Ba;

Cnucok AuHuli — CNUCOK NMHWUIA (MOPTOB), KOTOPbIE BXOAAT B rpynny;

Peaucmpayua — cocTosiHue peructpaummn TenedoHHOro Homepa rpynnbl Ha NPOKCU-cepeepe:

—  OmKnoyeHa — GyHKUMA pernucTpaumm Ha SIP-cepBepe BbIK/IlOYEHA B HACTPOWKaXxX npoguss
SIP;

— OwubKa — npoueaypa perMcTpaummn 3aKkoHYnNaCb Heyaade;

— BbinonHeHa — npoueaypa perncrpaumnm Ha SIP-cepsepe BbINOIHEHA YCMNELHO;

Vcmekaem yepe3 — BpemMaA 40 UCTEYEHMA PErMcTpauum rpynnbl Bbi3oBa Ha SIP-cepsepe;

Adpec cepsepa — appec cepsepa, Ha KOTOPOM MOCNEAHWIA pa3 npowsa perucTpauuio rpynna
BbI30BA.

MoHumopuHe IMS

MOHUTOPUHT IMS NOKasbiBaeT COCTOAHWE HEKOTOPbIX YCAYr (aKTMBMPOBaHa WM He aKTMBMPOBAaHA) Ha
KaXKg0n abOHEHTCKOWN IMHMM, NPW YCNOBUK, YTO Ha ITOM NIMHUKN paspeLleHO yaaneHHoe yrnpaB/ieHne ¢ cepeepa
IMS (IP Multimedia Subsystem).

YnpasneHue ¢ IMS — noOKa3sbiBaeT, BKAOYEHO WAW HET yAaneHHoe YynpasjieHue ycayramu
aboHeHTCKOW nnMHUKM ¢ cepBepa IMS (HacTpauBaeTtcs B npodune SIP, cm. nogmeHio «Mpodunm
SIP»);

TPEXCMOPOHHAA KOHGhepeHUUA — NOKa3bIBAET, NPULLAA UAM HET KOMaHZa Ha aKTUBALMIO yCayrm
«TPEXCTOPOHHAA KOHpepeHLMa» ¢ cepaepa IMS;

YOepraHue 8613080 — NOKa3bIBAET, NPULLAA UKW HET KOMaHAA HA aKTUBAUMIO ycnyru «YaepxKaHue
BbI30oBa» c cepsepa IMS;

OxcudaHue 8bi1308a — NOKA3bIBaET, MPULLAA MW HET KOMAHAA Ha aKTUBaUMIO ycayrn «OxuaaHue
BbI30Ba» € cepsepa IMS;

lopAa4Yas AuUHUA — NOKa3blBaeT, MPULLAA UM HET KOMaHAa Ha aKTMBaUMIO ycayrn «lopadasa IMHUA»
c cepsepa IMS;
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e Homep 2opaveli nuHUU — NOKa3biBaeT HOMep TenedoHa Ans ycayrm «fopavas AMHUAY B KOMaHAe
aKTMBaUuKM OT cepsepa IMS;

e Talimaym eopsavell AUHUU, ¢ — NOKa3blBaeT TaMmMayT Habopa ans ycayrm «lopavaa AUHUA» B
KOMaHAe aKTuBauum ot cepsepa IMS;

e Ums ycnyeu «llepedaya 8b/1308a» — NOKa3blBaeT 3a4aHHOe UMSA ycayrun «lNepeaada BbI30Ba».

' —ycyra akTMBMPOBaHa;

¥ —ycnyra He aKTUBMpPOBaHa.

2.7.3 MNopmeHio «Ethernet-noptbi»

B nogmeHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTP cocTonaHUA Ethernet-nopToB ycTpoiicTsa.

CocTogaHue Ethernet-nopToB

MNopT MNogkn4eHne CKOpocTh Pexum Mepenaxo MpuHATO
WAN Brn 100 MBuT/C Full-duplex 1.4 MBaiT (1 493 435 GanT) 516.7 MBanT (541 842 450 GanT)
LAN Brlkn

Z OGHOBUTBL

CocmosHue Ethernet-nopmos

e [lopm — Ha3BaHWe nopTa:

—  WAN — nopT BHeLLHel ceTu;
— LAN — nopT NoKanbHoM ceTu.

e [loOKnOYeHUe — COCTOAHME NOAKNHOYEHUA K AaHHOMY MOPTY:

—  BKA. — K NOPTY NOAK/IOYEHO CETEBOE YCTPOWCTBO (IMHK aKTUBEH);
—  BbIKA. — K NOPTY He NOAK/IOYEHO CEeTeBOE YCTPOMCTBO (IMHK HE aKTUBEH).

e CKOpoCcmb — CKOPOCTb NOAKNIOYEHMS BHELIHEero ceTeBOro ycrpoictsa K nopty (10/100/1000
M6wuTt/c);

o Pexum — pexxmm nepegaym SaHHbIX:

—  Full-duplex — nonHblA gynnekc;
—  Half-duplex — nonygynnexc;

e [lepedaHo — KONMYECTBO NepesaHHbIX balT c NopTa;

e [IpUHAMO — KONNYECTBO NPUHATLIX 6GaAT NOPTOM.

[na nonyyeHns Texkylen nHpopmaLummn o coctosHum Ethernet-nopToB HaxkMUTe KHOMKY « OBHOBUTBLY.
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2.7.4 NopgmeHto «DHCP»

B nogmeHto «DHCP» MOXHO MOCMOTPETb CMMUCOK NOAKAOYEHHbIX K LAN-MHTepdelicy ceTeBbIX YCTPOWCTB,
KOTOpbIM 6blM HasHayeHbl IP-agpeca nokanbHbiM DHCP-cepBepom, a TaKKe BpemMsa A0 UCTeyeHun apeHabl IP-

agpeca.

Cnucok DHCP-knneHTOB

MAC-agpec WMmMA KnueHTa IP-agpec Bpems go ucTevyeHUA apeHael

Z OGHOBHTBL

@

AKmusHbie DHCP-apeHObI

MAC-adpec — MAC-agpec noAKNHOYEHHOIO YCTPOWUCTBA;

e UVIMA KAueHmMa — ceTeBoe UMSA NOAKIOYEHHOro YCTPOMNCTBA;

IP-adpec — |P-aapec, HasHaYeHHbI KAWEHTY U3 Nyna agpecos;

Bpems do ucmeueHusa apeHAbl — CPOK, Yepes KOTOPbIN UCTEKAET apeHaa BblaeNeHHOro aapeca.

[ns nonyyeHma Tekywen nHdopmauymm o DHCP-kKAneHTax HaxkmuTe KHoMnKy « OBHOBUTb».

2.7.5 MNMopgmeHto «ARP»

B noameHto «ARP» BbinonHseTca npocMmoTp ARP-Tabnuupl. B ARP-Tabnuue cogeputca nHbopmaums o
cooTteeTcTBMU IP- 1 MAC- agpecoB cocegHMX CETEBbIX YCTPOMCTB.

ARP-tabnuua

IP-agpec MAC-agpec WmA knueHTa WHTepdeiic
@&

192.166.18.1 A8 FO4B:80:ET00 WAN

192.168.18.34 14:CC:20:03:82:06 WARN

£ OGHOBUTL

ARP-mabnuua
e |P-adpec — IP-agpec ycTpoicTBa;
o  MAC-adpec — MAC-agpec yCTpOnCTBa;
e VIMA KAueHMa — ceTeBoe MMsA NOLKOYEHHOIO YCTPOMNCTBA;

UHmepdgelic — nHTepdeiic, co CTOPOHbI KOTOPOTro akTUBHO ycTpoicteo: WAN, LAN, Bridge.

[nsa nonyyeHus TekyLwen MHGoOpMaL MmN HaxKMUTE KHOMKY « OBHOBUTBL .
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2.7.6 TMopgmeHI0 «YCTPOUCTBO»

B nogmeHto «YCTponcTBo» NpmeeaeHa obwan nHpopmayma ob ycTpoincrse.

TAU-2M.IP - admin

WutepHer  IP-TenedpoHuA  Ethernet-nopret DHCP  ARP Riqpelt=i:U8 CPU  Conntrack

MapwpyTH3auna HMcTopuA BeI20B0E  [AMArHOCTHEA

WHdpopmauna ob yCcTponcTee

W3nenme TAU-ZNMLIP
® Bepcua Mo (rexkywan sepcua NO)
HH 3aeoacron MAC-agpec AR F94B0EAA1E
& CepuitHbiil Homep V138015919
CucTemHoe BpemMs 12:08:02 24122019
Bpewms pabots 0 ge, 13:46:45

UHgpopmayus 06 ycmpolicmse

e M30esnue — HaMMeHOBaHME MOLENN YCTPOWCTBA;
e BepcusA 10 — Bepcua NPorpammHOro obecrneyeHnn yCTPpoOMCTBa;

e 3aso0ckoli MAC-adpec — MAC-aapec WAN-uHTepdeiica ycTponcTea, YCTaHOBNEHHbIW 3aBOA0OM-
N3roToBUTENEM;

o CepuliHblli HOMep — CepUHbIN HOMEp YCTPOMCTBA, YCTaHOB/IEHHbIV 3aBOA0OM-U3rOTOBUTENEM;
e CucmemHoe 8pemMs — TeKyLLMe BPpeMSA U AaTa, YCTAaHOB/IEHHbIE B CUCTEME;

e Bpema pabomel — Bpems paboTbl C MOMEHTa MOC/AEAHEr0 BK/OYEHUA WM Nepesarpysku
YCTPOICTBA.
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2.7.7 NopmeHio «CPU»

B noameHto « CPU» oTobpaxkatoTca gaHHble Mo MCNOob30BaHMIO NpoLueccopa.

Wcnonk2oBanre npoueccopa
IRC 0.00%
&
- System a 5.49%
£+
Steal 0.00%
User - §.49%
SoftRCQ | 0.94%
1CVVait 0.00%
Idle — 82.0%
Mice 0.00%

Ucnonv3osaHue npoueccopa

IRQ — NPOLEHT NPOLECCOPHOIO BPEMEHU, NOTPAYEHHOTO Ha 06paboTKy annapaTHbIX NPepbIBaAHUI;

e System — NPOLEHT NCNONb30BaAHMA NPOLLECCOPHOrO BPEMEHM NpoLeccamm A4pa;
e User—npougeHT Ncnonb30BaHMA NMPOLLECCOPHOIO BPEMEHM MOJIb30BaTE/IbCKUMM NPOrpammamu;

e SoftlRQ — nNPOUEHT MNPOLECCOPHOrO BPEMEHM, MNOTPAYEHHOro Ha 06paboTKy NpPOrpamMmMmMHbIX
npepbiBaHU;

¢ |OWait — npoueHT NpoLEeccCOPHOro BpeMeH#u, NoTpaYeHHOro Ha onepaLumn BBOA3;
e |dle — npoueHT He3aAeNCTBOBAHHbIX MPOLECCOPHbIX PECYPCOB;

e Nice — NpoUeHT WCNO/b30BaHWA MNPOLECCOPHOrO BPEMEHW MNPOrPaMMaMuM C W3MEHEHHbIM
NPUOPUTETOM.
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2.7.8 NogmeHto «Conntrack»

B nogmeHto «Conntrack» oTob6parkatoTcs TeKyLLME aKTMBHbIE CeTeBble COeaMHEHMA YCTPOCTBA.

BbiBOAO akTuBHbIX ceccui NAT

YNCNO AKTHBHBIX COBANHEHNI 11

YNCMO NOKA3AHHEIX CoeanHeHnd 11

C]

Cnucok coeguHeHuin

&+
Npotoken Anpec UCTOHHUKA Anpec HasHa4eHnsa TaAmayT
unknown 192.168.1.1 224001 9 MuH 51 cek
unknown 2222 224001 9 MuH 51 cek
tcp 192.166.27.128:1594 192.168.10.20:80 1 MuH 59 cek
tcp 192.166.27.128:1593 192.168.10.20:80 1 MuH 39 cek
udp 127.0.0.1:40143 127.0.0.1:53 9cek
udp 192.168.10.20:48834 192.168.10.1:53 2 MuH 39 cek
tcp 192.168.27.128:1590 192.168.10.20:80 9cex
tcp 192.166.27.128:1595 192.168.10.20:80 4 H 23 4 59 MWH 59 Cex
tcp 192.166.27.128:1592 192.168.10.20:80 1 MWH 26 cek
udp 127.0.0.1:47601 127.0.0.1:53 9cek
tcp 192.168.27.128:1589 192.168.10.20:80 9cex
tcp 192.168.27.128:1591 192.168.10.20:80 9cex

Z OGHOBHTL

Bbisod akmusHbix cecculi NAT

[ Yucno akmusHsix coeduHeHul — 06U.l,ee YNCNO aKTUBHDbIX CETEBbIX COG,EI,VIHGHMVI;

e Yucn0 NoKazaHHbIX coeOUHeHUl — YNCN0 COeAUHEHNI, BbIBEAEHHbIX B Web-uHTepdeiic. YTobbl He
CHM}KaTb NPOU3BOAMTENLHOCTb PaboTbl web-uHTepdeiica, MakCMMaibHOE YMCNO MOKa3aHHbIX
coefiMHEeHW orpaHMyeHo 3HavyeHmem 1024. OcTanbHble COEAMHEHUA MOXKHO NOCMOTPETb Yepes
KOMaHAHYIO KOHCO/b YCTpoicTBa (KomaHaa cat /proc/net/nf_conntrack).

Criucok coeduHeHul

e [IpomoKosa — NPOTOKOA, N0 KOTOPOMY YCTAHOBJ/IEHO COEAUHEHME;
e Adpec ucmoyHuka — IP-agpec u Homep NopTa MHULMATOPA COEANHEHUSR;
e Adpec Ha3zHayeHusA — IP-agpec 1 HOMep NopTa agpecaTa CoeAMHEHNS;

[ Taﬁmaym — nepunog spemeHn 00 YHUUTOXKEHNA COegUHEHUA.

[na nonyyeHuns Tekylen MHGopmMaLMmM HaskmuTe KHonKy «OBHOBUTLY.
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2.7.9 NogmeHto « MapwpyTusauma»

B nogmeHio «MapuipyTmsauma» otobpaxaeTtca Tabamua maplupyTmM3aLm yCTponcTea.

Tabnuua mapwpyTusauna

Aapecar Wntos Macka ®naru  MeTpuka O6paleHns OGHapyKeHUs WHTepdenc
19216810 0000 25525652550 u 0 4] 0 br0
@
192.168.10.0 0000 25525652550 u 0 4] 0 eth1
0.0.00 192.168.10.1 0.0.0.0 uc 0 o] 0 eth1

Z OGHOBUTH

e Adpecam — IP-appec xocTa UaM NOACETU HAa3HAYEHUA, A0 KOTOPbIX YCTAHOBAEH MAPLLPYT;
e Ulnwo3 — IP-agpec WwWnto3a, Yepes KOTOPbIN OCYLLECTBAAETCA BbIXOA Ha agpecaTa;
e Macka nodcemu — macKa noacetu;

e ®ngau — onpeaeneHHble XapaKTEPUCTMKM AaHHOro mapuwpyta. CyllecTsyoT craeayiolime
3HayeHuA dnaros:

— U - yKasbIBaeT, YTO MapLUpPYT CO34aH M ABAAETCA NPOXOANMbIM;

— H - yKasbIBAaeT Ha MapLIPYT K onpeseneHHOM y3y;

— G - yKa3sblBaeT, YTO MapLIPyT NposieraeT yepes BHewWHMM wnto3. CeTeBoM WMHTepdelic
CUCTEMbI MPeAOoCTaBAAET MapLpPyTbl B CETU C MPAMbIM MOAKAOYEHMEM. Bce npouue
MapLIpyTbl NPOXOAAT Yepe3 BHelWwHMe Wto3bl. ®aarom G OTMeYatoTca BCE MapLupyThbl,
KPOME MapLUPYTOB B CETU C NPSMbIM MNOAKAOYEHUEM;

— R - yKa3blBaeT, YTO MapLIPYT, CKOpee BCero, Hbln co3gaH AMHAMMUYECKMM MPOTOKO/IOM
MapLpyTMsaummn, paboTalolWmMm Ha JI0KaZbHOM cucTeme, MOCPeACTBOM MapameTpa
reinstate;

— D - yKasblBaeT, 4TO MapwpyT 6bl1 fobaBneH B pesysnbTaTe MOJlyYeHUA COODLLEHUA
nepeHanpasneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT 0 mapLupyTe us
coobueHns ICMP Redirect, mapwpyT BKAtoYaeTca B Tabavuy maplipyTmsaumm, 4tobbl
WCKNOYUTb NepeHanpaB/ieHne A5 Nocaenyowmx NakeTos, NpegHasHavyeHHbIX TOMY Ke
agpecaTty. Takne mapLpyTbl oTmeyeHbl ¢narom D;

— M - yKasbIBaeT, YTO MapLIPYT NoABEPrcA M3IMEHEHUIO - BEPOATHO, B pe3y/ibTaTe paboTsbl
OVNHAMUYECKOro MPOTOKO/Ma MapLUpyTM3aUMK Ha JIOKaZbHOM cUCTEME U MPUMEHEHUS
napameTpa mod;

— A - yKasblBaeT Ha bydepr3oBaHHbIM MapLIpyT, KOTOPOMY COOTBETCTBYET 3anucb B Tabauue
ARP.

— € - yKa3bIBaeT, YTO MCTOYHUKOM MapLLpyTa ABnseTca bydep maplipyTmsaumm aapa;

— L - yKa3bIBaeT, YTO NYHKTOM Ha3HayeHWs MapLllpyTa sBAAETCA OAMH U3 aAPecoB AaHHOIO
KoMmnbloTepa. TaKuMe «J/IOKaJibHble MapLpyTbl» CyWecTBYlOT TONbKO B Oydepe
MapLLpyTU3aLmK;

— B - yKa3bIBaeT, YTO KOHEYHbIM NYHKTOM MapLUpyTa ABAAETCA LWMPOKOBELATENbHbIN agpec.
Takne  «WMPOKOBeLlaTeNbHblIE  MapLUPyTbl»  CYWECTBYIOT To/AbKO B  6ydepe
MapLLpyTU3aLnu;

— | - yKasbIBaeT, YTo MapLUpyT cBsA3aH c KonbLesbiM (loopback) nHtepdericom c Luenso MHOM,
He)kenn obpalleHne K KONbLeBOW ceTu. Takume «BHYTPEHHME MapLIpyTbi» CYLLEeCTBYIOT
TO/bKO B Bydepe mapLupyTMsaumu;

— 1 - yKkasbIBaeT, YTo genTarpammbl, Hanpasasgemble Mo 3ToMy agpecy, byayT oTBepraTbes
CUCTEMOW;
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e Mempuxka — onpefenser «CTOMMOCTb» MapwpyTa. MeTpuKa WMCNonb3yetca A8 COPTUPOBKM

Ay6NMpyOWMX MapLpPyTOB, eCn TaKoBble NPUCYTCTBYIOT B Tabauue;

e ObpauweHusa —3adUKCMPOBAHHOE YMC/I0 0OpaLLEHNI K MapLLUPYTY C Le/blo CO34aHMA COeANHEeHMUA

(He ucnonbayetcs B cucTeme);
e Ob6HapyxeHuUs —4ncno obHapy»KeHU MmapLLpyTa, BbINOJIHEHHbIX NPOTOKoA0M IP;

e VHmepdgelic — ums ceTeBoro nHTepdeiica, yepes KOTopbIi NposeraeT AaHHbIA MapLUpYT.

Onsa nonyvyeHua Tekylwen MHGopmaLmm HaxkmuTe KHonKy « OBHOBUTb».

2.7.10 NogmeHto «UcTopunsa BbI30BOBY»

B noameHio «MCTOpVIFI BbI30OBOB» MOXHO MPOCMOTPETb CNMUCOK COoBepLUEHHbIX Teﬂed)OHHbIX BblI30OBOB, a

TaKXe CBOAHYI0 MHPOPMALMIO MO KaXKA0MY Bbi30BY.

B onepaTuBHOM NamATM yCTPOIACTBA MOXKHO coxpaHuTb Ao 10000 3anucein o coBeplUeHHbIX Bbi3oBax. [pu
Ko/simdecTBe 3anuceit 6onee 10000 camble cTapble (BBepxy Tabauupbl) yaanatoTtcs, u B KoHel, ¢paitna gobasnsaiorca

HOBbIE.

3anuncb CTaTUCTUKM B XKypHaNe BbI3OBOB HE BEAETCA NMPU HY/IEBOM pa3mepe UCTOPUMN.

DunbTp (NokasaTk)

Hacir

IP-agpec  Bpema Bpems

JNokaneHeld  YAaneHHbIH _
# Iueua BCTPEYHOM MNOCTYNMEHUA Havana = _
HoMep Homep pasrosopa EbI30BA BbI30OBA  NaKeToB Gant nakeToe  Gadr

CTOPROHEI BbI3OBA pasroeopa

OnuTeneHocTe CocTosHMe Tun MepepaHo MepegaHo [puHATO [pUHATO

12 008 - - 03:04:14 - - local BrogAWmMA 0 0 0 0
01.01.1970

2 1 007 - - 03:04:16 - - local BrogAWmMA 0 0 0 0
01.01.1970

20 7 sanuceit Ha cTpaHuLe

CTpanuua 1 u3 1

OnucaHne nonen TabaunLbl «KNICTOPUA BbISOBOBY:

e #—nopAAKOBbLIA HOMeEp 3anucK B Tabauue;
e JluHUA — HOMep abOHEHTCKOro NopTa YCTPOMCTBA;

e JloKanbHbIl HOmMep — HOMeEP a6OHeHTa, 3aerrIl'IEHHbIVI 3a AaHHbIM abOHEHTCKMM NOPTOM;

e YO0aneHHbIli HOMep — HOMep yAaNeHHOro aboHeHTa, C KOTOPbIM 6blN0 YCTaHOBNAEHO TenedpoHHoe

coegunHeHue,;

e IP-adpec scmpeyHoli cmopoHs! — IP-agpec yaaneHHoro aboHeHTa, C KOTOpbIM Bbl10 YCTaHOBAEHO

Tel'led)OHHoe coegunHeHune;
o Bpemsa nocmynneHua 8bi308a — BpemA U gata I'lOCTyI'IﬂeHMFI/COBepLUEHMH Bbl30Ba;
[ BpE‘Mﬂ Ha4an1a paseoeopa — BpeMA U AaTa Hadaia pa3rosopa;

e [lnumenbHOoCMb paseosopa — ANNTENbHOCTb PAa3roBopa B CEKyHAOaAX;
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] CocmosAHue 8bi308a — NPoOMeXKYyToO4YHOE COCTOAHME nmbo NPUYnNHa 3aBepLlleHNA Bbl3OBA,; ONMMCaHUE
CTaHOBUTCA AOCTYNHbIM NP HaBeAeHNUN KypCopa Ha 3aNnCb COCTOAHNA BbI30OBa,

e Tun ebi308a — TN BbI30BA: UCXOAALLMIA UM BXOAALLNIA;

e [lepedaHo nakemos — KONNYECTBO NepeaaHHbix RTP-nakeToB 3a Bpema pa3rosBopa;
e [lepedaHo b6alim — KonnyecTBo nepeaaHHbIX 6aliT 3a Bpemsa pasroBopa;

e [IpuHAmMoO nakemos — Konn4ectBo NpuHATbIX RTP-nakeTos 3a BpemA pa3rosopa;

e [lpuHamo 6alim — KoNN4ecTBO NPUHATLIX 6aT 3a Bpema pa3rosopa.

B Tabanue MCTOpUM 3BOHKOB MOXKHO NpomM3BecT oT6op 3anucei no pasanyHbiM napameTtpam. s sToro
HaKMUTe cCbIKY «PUnbTp (MOKaszaTb)». PUALTPALMA MOMKET NPOU3BOAUTLCA MO HOMepPYy abOHEHTCKON ANHUK,
NIOKaNbHOMY MAW yaaneHHoMy Homepy, |P-agpecy BCTPeYHOM CTOPOHbI, BPEMEHM NOCTYMNAeHWs BbI30Ba,
BPEMEHM Hayana pPasroBopa, COCTOAHMIO BbI30Ba M TUMNY 3BOHKa. OnMcaHMe napameTpoB GUAbTPALMUMN YKa3aHO B
onucaHuu nonei Tabanubl UCTOPUKU BbI3OBOB BbILLE.

Bpema nocmynneHus evi308a om/0o wnn Bpems Ha4yana paszosopd om/00 — BPEMEHHbIE PAMKM
nocTynaeHus/coBepLIeHNa BbI30Ba MAW Hayaa pPasrosopa B GpopmaTe «44:MM:CC A4.MM.ITIT»,

[Nns CKpbITUA HACTPOMKM NapameTpoB GWUAbTPALMM 3annUcel B Tabauue HaxKmuTe Ha ccbliky duaemp
«CKPbIMb Y.

[ns HacTpolKM NapamMeTpoB MCTOPUM 3BOHKOB HaXXMWUTE HA CCblIKY «HacTpouTb napameTpbl UCTOPUM
BbI30BOB». MoapobHOe onMcaHMe HACTPOMKU napamMeTpoB npueeneHo B pasgene 2.6.3.10 MeHto «UcTopus
BbI30BOBY».

i o o
Mpun HaXXaTWUM Ha KHOMNKY npon3sonaeT nepexon K Ta6m4u,e, Ha4YnHaA C nepBOwn 3anncu.

Mpu HaXKaTUM Ha KHOMNKY Npou3onaeT nepexos K npeaplayLieit cTpaHuLe ¢ Tabauueit uctopmum
BbI3OBOB.

>
Mpun HaXaTUM Ha KHOMNKY Npon3onAaEeT nepexoa K cneagyroulen ctpaHuue C Ta6!'IMU,EM ncropuu
BblI30OBOB.

" y .
Mpun HaXaTUM Ha KHOMNKY nponsonaet nepexon K Ta6m4u,e, 3aKaH4MnBaA nocnegHen 3anuncblo.

CeneKktop «3anuceit Ha CTpaHMLE» NO3BOJIAET HACTPOUTb KOJIMYECTBO BbIBOAMMbIX 3anucei Tabauubl Ha
04HOW CTpaHULe.
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2.7.11 NogmeHo «AnarHoOCTUKa»

B nogmeH0 MOXHO BbINOAHUTL npoBepKy AOCTYNMHOCTU y3/1a B CETU N onpeaennTb MapLlpyT caeaoBaHUA

AaHHbIX.

HduarHoctuka
Hazearwne canta google com
Hazeanwe caita google com

S traceroute

CeTeBble yTUAUTDI:

Ping — yTmnuTa A9 NpoBepKU coegmHeHn B cetax Ha ocHose TCP/IP;

Traceroute — yTunuTa ANa onpegeneHmua MapwpyToB c/ief0BaHUA AaHHbIX B ceTax TCP/IP.

2.8 Mpumep HacTPOUKHM

Moakntoumte MK K ogHOoMmy M3 LAN-NOpTOB yCTPOICTBA, MPOBOA OT CETM NpoBangepa NOAKAYUTE
K nopty WAN;

B agpecHol cTpoKe 6paysepa BeBeauTe IP-agpec wntosa (no ymonyaHuto 192.168.1.1);

Mpy ycnewHom MOAK/AYEHUN K YCTPOMCTBY MOSABWUTCA OKHO C 3aMpoOCOM JIOTMHA WM Maposs.
3anonHUTE NONA U HAXKMUTE KHOMNKY «BoiTu» (Mo ymonyaHuio normH:admin, naponb:password).

TAU-2M.IP u

Noruk:

Mapone:

EcAn 3TO OKHO He MOABWANOCH, yﬁe,ﬂ,MTer, 4YTO B HaCTpOﬁKaX ceTeBOro nogkatoyeHne Ha sawem MK
YCTaHOB/ZIEHO aBTOMATUYECKOE Nosy4eHne IP-ap,peca.

B nauntke «WMHTepHeT» HacTpamBaeTca BHewHee coeauHeHune. Ecnm  TAU-2M.IP  byget
MCMNO/Ib30BaTbCA B Ka4ecTBe MaplUpyTU3aTopa — B NAUTKe «MHTepHeT» BblbepuTe 3Ha4YeHne nons
«Pexnm paboTbl» - mapwpyTusaTop. B none «MpoTokon» BbibepuTe NPOTOKOJ, UCMO/b3yeMblit
BaLUMM MOCTaBLLMKOM ycayr HTEPHET, U BBeAWUTE HEOHX0AMMblE AaHHbIE COMTACHO MHCTPYKLMAM
nposavaepa. Ecnm ana noaknoveHUa K ceTm npoBanaepa UCNO/b3yIOTCA CTaTUYECKUE HACTPOMKH,
To B nose «[1poTOKOA» HY*KHO BblOpaTb 3HauYeHMe «Static», 3aNoNHUTL Nonsa «BHewHM IP-agpec
ycTpoiictBa», «Macka noacetn», «LUno3 no ymonyaHuo», «MepBuuHbii DNS» M «BTOpUYHBIN

120
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DNS» — 3HauyeHMs nNapaMeTpoB NpPeAOCTaBAAIOTCA NpoBaigepom. [ns coxpaHeHua U

npumeHeHnA HaCTPpoeK HaXXMUTE KHOMKY .

NHTepHeT nogpoBHee
Peskum paboTel | MapwpyTuiatop v
MpoTokon | PPPOE v

WmA nons3osatens | login
Mapone | ssses
Service-Mame | internet

BTtopoit goctyn | DHCP v

= -

[Ons yKasaHWA [ONONHUTENbHLIX MapamMeTpoB NepenguTe B PEeXMM PACLUMPEHHbIX HACTPOEK, Ha’Kas
CCbINKY «noapobHee» (cmoTpuTe pasgen 2.6.2.1 MoameHto «HTepHET»).

e Ecam B ceTn Bawero MHTepHeT-nNpoBangepa nucnonbayerca npmeaska K MAC-agpecy, HaxkmuTe
KHOMKY «noapobHee» B NanTKe «MIHTepHET» K oTKponTe nogmeHto «Hactpoiika MAC-agpecos». B
pasgene «Hactpoiika MAC-agpeca WAN» yctaHoBuTe pnar «Mepeonpeaenmts MAC» 1 BBeauTe B
none «MAC» MAC-agpec yCcTpOWCTBA, KOTOPbI paHee Obln NoAKNtoueH K cetn MHTepHeT. Ecam
6bln1 nogkatoveH MK, ¢ KOTOPOro NPOM3BOAMTCA B AAHHbIM MOMEHT HACTPOWMKa YyCTPOMCTBA, TO
[0CTaTOYHO HaXKaTb Ha KHOMKY «K/a0HUposams», 4Tobbl HazHauuTb W3y MAC-aapec Bawero MMK.
na coxpaHeHMA U NPUMEHEHUA HAaCTPOEK HaXKMuUTe KHOMKY «MpumeHnTb».

m IP-TenethboHusn IP-teneengeHne Cuctema

WMHTepHeT HacTpoiika MAC-aapecoB DHCP-cepaep NokaneHbIA DNS NAT W npobpoc NopToB CeTeBol akpaH MapuwpyTr3auna OuHamuyeckuin DNS SNMP

HacTpoiika MAC-agpeca WAN

NepeonpeaenuTe MAC ¥

@&

= POPMET: XXX

+ MpHMEHNTE ® OTMeHa

Ecnn TAU-2M.IP 6ypet ncnosb3oBaTbCA B KayecTBe 2-MOPTOBOrO KOMMYTATOPa, TO B NANTKe «MHTepHeT»
BblbepuTe 3HayeHMe nona «Pexum paboTbl» — mocT. B none «IP-agpec» yKkaxkuTe agpec, KOTopblit byaert
Ha3HayeH YCTpPOWCTBY ANA AOCTyna K Hemy. BeBeamte macky noacetu (no ymonyaHuio 255.255.255.0). Ons

v
COXpaHeHUA U NPpUMEHEHNA HAaCTPOEK HAaXXMUTE KHOMKY .
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MutepHer nogpoGHee
Pexnum padoTel | MocT v
MpoTokon | Static v

IP-agpec | 192.168.1.1
Macka nogceTw | 2552552550
lin03 no ymonyaduio | 192.168.10.1
MepBuYHeIl DNS | 192.168.10.1

BTOpHYHLIi DNS

2 -

B pexxume mocma wnto3 He byaeT aBTomaTMyecku BblgasaTth IP-agpeca no npotokony DHCP ycTpolicTBam,
NOAKAOYEHHbIM K MHTepdelicy LAN.

e B nautke «IP-tenedoHUA» BbiNoNHAETCA ObICTPas HAaCTPOMKa abOHEHTCKUX IMHUIA AnA paboTbl Mo
npoTtoKkony SIP. 1na aToro Bbibepute BKAAAKY «JIMHUA» C HOMEPOM JIMHUU, KOTOPYIO HeobxoamMmo
HacTpouTb. OTMEeTbTe NYHKT «BKAOUYNTLY, BBEeAUTE HOMep TenedoHa, KOTopbin ByaeT Ha AaHHOM
NIMHUX, NOTUH WM Naponb AnA asTopmsaumm Ha SIP-cepsepe. [1nA coxpaHeHMA U NPUMEHEHUA

v
HaCTpPOEK HAaXXMUTE KHOMKY .

IP-TenedoHunsa nogpoGHee
NMuHnAa 1 NMuHuAa 2 SIP

BrniounTe ¥

Homep | 333
AyteHTMhbMKaumna

ViMA none3oeatena | 20007

Mapone | ssss

Takum e o6pasom HacTpamsaeTca abOHEHTCKan IMHUA B APYroi BKAaAKe «J/IMHUAY.

e Bbibepute BKNaaKy «SIP» B nantke «IP-tenedoHuna» gna HacTporikm napameTpos SIP. YKkaxute IP-
agpec unnm pgomeHHoe uma SIP-cepBepa M cepBepa perucTpaumum (npu HeobxoaAMMocCTM) B
COOTBETCTBYOWMX Nonsax. Ecnm Ha cepBepax MCNONb3YOTCA HOMEpA NOPTOB, OTAMYHbIe oT 5060,
TO Yepes ABOETOUME YKAKNUTE anbTepHaATUBHbIE NOPTbl. YKaxKuTe SIP someH npyu HeobXxoaMmMocTu.
YcTaHoBuTe dnar «Pernctpauma», ecam ana pabotbl TenepoHWM Heobxoguma perucrTpaums
aboHeHTOB Ha SIP-cepBepe (0bbl4HO, perncTpauma Heobxoanma). A coXpaHeHUs U NPUMeEHEHNA

v
HaCTpPOEeK HaXXMUTe KHOMKY .
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IP-TenechoHun noapoGHee
NMuHuAa 1 NuHna 2 SIP

SIP-npokck cepeep
PerncTpauma
Cepeep perncTpauin

SIP gomeH

3 -

[Onsa yKasaHWA [ONONHUTENbHbLIX MapameTpoB NeperguTe B PEXUM PACLUIMPEHHbIX HACTPOEK, HaKas
CCbINKY «noapobHee» (cmoTpuTe pasgen 2.6.3 MeHio «IP-menegoHus»).

e Ecau npepgnonaraetca ucnonb3oBaHue IP-tenesngeHna — B NanTke «IP-TenesmpeHmne» otmetbre
NYHKT «Bkawouutb IPTV». [nA BKAOYEHMA BO3MOXKHOCTM nepegayun IPTV-notokos no HTTP
OoTMeTbTe MYHKT «BKaounTe HTTP-npoKkcn». B none «Mopt HTTP» yKaxkute nopT, KOTopbln byaeT
MCNONb30BaTbCA AR MNOAKNOYMEHUA BHEWHUX YCTPOWUCTB K JioKanbHomy HTTP-npokcu. [Ons

v
COXpaHeHNA N NPUMEHEHUNA HACTPOEK HAXKMUTE KHOMKY .

IP-reneBuaeHne noapoGHee

BrMounTE IPTY ¥

BrniounTe HTTP- ¥
MPOKCH

MopT HTTP | 1234

3 -

Ecnm pna yeayrm IPTV ncnonbsyetcs otaenbHbli VLAN, nepeiguTe B peXXMM pacliMpPeHHbIX HAcTPOEK,
Ha’KaB CCbINIKY «noapobHee», n ykaxkmute ID VLAN B COOTBETCTBYIOLLEM MOJE.
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3 UCNOJ/1Ib3OBAHUE AONONHUTENIbHBIX YCNYT

3.1 NMepepaya BbI3OBaA

Ycnyra «lMepepaya BbI30Ba» MOMKET BbINONHATLCA JIOKANbHO CpeacTBamu LWo3a Mbo cpeacTBamm
B3aMMOZENCTBYIOLWEro YCTpOMCTBa. EcamM  ycayra  ocyliecTBaseTcs CpeacTBamMy  B3aMMOAENCTBYHOLLErO
YCTpOMCTBA, TO AOCTYN K ycayre «Mepefaya Bbi30Ba» YCTaHABAMBAETCA Yepe3 MEHI0 HAaCTPoeK aboHEHTCKOro
nopta «IP-menegorusa» -> «Hacmpolika auHuli» nytem Bbl6opa 3HauyeHua «Transmit flash» B none «Pexcum
ucnonesosaHusa flash». B 3ToM cnydae J/IOTMKY BbIMOJHEHUA YCAYrM onpeaenseT B3aumoaencTeyloliee
YCTPOWCTBO.

Mpy BbINOMHEHUWM ycayrn  «flepedavya ebi308a» NOKAJbHO CpPeacTBAaMM  LWJ/KO3a AOCTYN K Hew
YyCTaHaB/NMBAETCA Yepe3 MeHI0 HacTpoek aboHeHTCKoro nopta «/P-menegoHus» -> «Hacmpolika AuHUG» nyTem
Bblbopa 3HaueHua «Attended calltransfer», «Unattended calltransfer» nu6o «Local calltransfer» B none «Pexcum
ucnons3oeaHus flash».

Ycnyra «Attended calltransfer» nossonser BpemMeHHO pPa3opBaTb COEAMHEHME C aboHEeHTOM,
Haxo4AWwMMca Ha cBA3N (aboHeHT A), yCTaHOBUTb coeaMHEHUE C APYrMm aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K NpexHemy coegmHeHuto 6e3 Habopa Homepa NMbo nepeaaTh BbI30B C OTKAOYeHMeM aboHeHTa B.

Ucnonb3soBaHue ycnyrun «Attended calltransfer»:

Haxopgscb B COCTOAHUKM pa3roBopa ¢ aboHEHTOM A, YCTaHOBUTb €ro Ha yAepKaHue ¢ NOMOLLbIO KOPOTKOro
oT60s flash (R), AoXaaTbca cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. Nocne oTeeTa aboHeHTa C
BO3MOMHO BbIMOJIHEHWUE C/leAYIOLNUX Onepaunii:

[ RO — oTkntouyeHune a6OHeHTa, HaxogAaulerocA Ha yaepxXaHun, coeanMHeHue C a60HEHTOM,
HaXoAMBLUMMCA Ha CBA3U;

e R 1-oTKAo4YeHne aboHeHTa, HaX0AALLEroca Ha CBA3W, coeamHeHne C abOHEHTOM, HaxoAMBLIMMCA
Ha yaepsKaHuu;

¢ R 2-nepeknoyeHne Ha apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3 -KoHpepeHUUs;
e R4 -nepeaaya Bbi30Ba, yCTaHaB/NMBaETCA Pa3roBOPHOE coeguHEHNEe Mexay aboHeHTamun A n C;

e R oT6b0li — Nnepegaya BbI30Ba, YCTaHAB/IMBAETCA PAa3roBOpPHOE coeAMHEHME mexay aboHeHTamu A
ncC.
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Huke Ha pUCyHKe npeacTaBieH anroputm pabotsl yenyru «Attended calltransfer»:

AbBoHeHT B knager

Tpy6ry (nepesava
BbI308a)

ABoHeHT B pazpsiaer
coeAMHeHue ¢
aboneHTom A

(

INVITE

100 Trying
180 Ringing

200 OK

ACK

AboHeHT C

ABoHeHT A
ycTaHasnusaer

coeanHeEHKue ¢
aboxenTom B

» INVITE sendonly
ABOHEeHT B crasurt
SRS » aboHeHTa A Ha
200 OK receiveonly yaepanue (Hakumaet
Flash)
= ACK
INVITE \,
100 Trying
L 180 Ringing
200 OK
ACK

r

o

w

Ha panHom 3rane aboHent B momer: nepexmosarses memay aboHenramun A u C,
ucnonbaya komBuHaumio R (Flash) 2; orure oasoro u3 aboHeHTos, ncnonbsys

womBuHauwio R 0, iwbo R 1; coeaw 61 AunC TpyBKy.
INVITE sendonly <
100 Trying
» 200 OK receiveonly
ACK 2
¢ REFER (replaces)
202 Accepted o
NOTIFY Activated >
- 200 OK
INVITE (replaces) %
100 ‘;'Mng ’
Ly 180 R'inghg
ZOOlOK
ACK

A6owenT C paspbiBaet
coeavHenue ¢ aboxenTom B

NOTIFY Terminated

v

BYE

200 OK

200 OK

BYE

200 OK

A 4

ABoHeHT B
ycTaHagnausaet
coeAUHEHNE C
aboxenTom C

ABoHeHT B crasut
aborenTa C Ha
yAepranue

ABoHeHT A
ycraHaenmeaer

coeguHeHue ¢
aboHenTom C

AboHeHmckuli wiao3 TAU-2M.IP
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Ycnyra «Unattended calltransfer» nossonaetr nocTaBuTb Ha yaep)kaHue aboHeHTa, Haxogsuweroca Ha
cBA3n (aboHeHT A), ¢ nomouwbio KopoTkoro otboa flash n ocywectsuTb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Nepeaaya BbI30BA OCYLLECTBAAETCA aBTOMATUYECKM NO OKOHYaHUIO Habopa Homepa aboHeHTom B.

Huke Ha pucyHKe npeacTaBaeH anroputm pabotsl yeayru «Unattended calltransfer»:

ABoHeHT B Habupaer
Homep aboHeHnTa C 1

Knaper Tpy6ry
(Mepenava swizosa)

ABoHeHT B paspbisaer
coeguHeHmne c
aborenTOM A

coobueHuns REFER.

AGoHenT A AboHeHT B
INVITE al
100 Trying ABoHEHT A
= ycraHasnueaer
180 Ringing coeauHenne ¢
200 OK abonertom B
ACK &
INVITE sendonly
: ABoHeHT B crasur
100 Trying P aboHenTa A Ha
200 OK receiveonly | yaepxasue (Haxumaer
> Flash)
ACK
; REFER (replaces)
f
\ 202 Accepted =
NOTIFY Activated -
200 OK
BYE
( 200 OK |
INVITE s
f >
l, 100 Trying
~ 1
B 180 Ringing
Ind 1
e 200 OK
ACK

v

NOTIFY Terminated q

200 OK 1

Ycnyra «Local calltransfer» no3sonser caenatb Nepesady Bbi30Ba BHYTPU WA03a 63 OTNpaBKM BHELWHErO
coobueHns REFER B Tom cnyyae, ecnn aboHeHT C aBaAeTca NoKanbHbiM aboHeHTom TAU-2M.IP, v BbI30OB ero
6bln1 NpousBeaeH Hanpsmylo B 06xo4 NpoKcu-cepsepa. Ecam ke aboHeHT C ABnseTca BHEWHUM abOHEHTOM
Mb0o NoKanbHbIM, HO OH Obla BbI3BaH Yepes NPOKcu-cepsep, ycayra «Local calltransfer» paboTaeT TakKe, Kak
Attended calltransfer», To ecTb nepegaya Bbi30Ba OCYLLECTBAAETCA MOCPEACTBOM OTNPaBKM aboHeHTy B

ABOHeHT A
yCTaHaBnMBaer
coeAuHeHue ¢
aboxenTom C

126

Ab6oHeHmckul wino3 TAU-2M. 1P



S ELTEX

3.2 YBegomneHue o NocTynieHnn HoBoro Bbi3oBa — Call Waiting

ycnyra no3BOIAET a60HeHTy, Npun 3aHATOCTU €ro Teﬂed)OHHbIM pa3roeopom, C NnOMoLbto onpegeneHHoro
CUrHasna nony4ynTb onoBelwleHne 0 HOBOM BXO4ALLEM BbI30OBE.

Monb3oBaTenb, MpPU MOAYYEHUU OMOBELLEHNA O HOBOM BbI30BE, MOXKET MPUHATb WAU OTKAOHUTb
0XMAatoLLMIA BbI3OB.

JocTyn K ycayre ycTaHaBAMBaETCA Yepes MEeHI0 HacTpoeK aboHEeHTCKOM AMHMK NyTem Bbibopa 3HauyeHuA
«Attended calltransfer», «Unattended calltransfer» nnéo «Local calltransfer» B none «Pexum UcCnosnb308aHUA
flash» v yctaHoBKkM dnara «OxcudaHuUe 8b1308a».

Mcnonb3oBaHue ycayru:

B coctoAHMM pasroBopa M NOAYHEHUUM UWHAMKAUMM O NOCTYNJAEHUM HOBOIO BbI30OBA BO3MOXHO
BbINOJ/IHEHUE CheayOWNX onepau,MVl:

e R O-o0TKa3 oT HOBOrO BbI30OB3;
¢ R 1-npuHHATb 0XKMAAIOLWNIA BbI3OB;
e R 2-nepekntoyeHne Ha HOBbIM BbI30B (CMeHa aboHeHTa);

e R —KopoTkuit otboMm (flash).

3.3 TpexcTopoHHAA KOHpepeHUUA

TpexcTopoHHAA KoHbepeHUMA — ycayra, obecneynBalow,as BO3MOXKHOCTb O4HOBPEMEHHOMO YCTaHOBAEHUSA
TenepoHHOro coeamHeHUa mexKay Tpema aboHeHTamu. Mepexos B PeXMM KOHPEpPEHLMM OCYLLECTBAAETCA MO
Ha)KaTuto Knasuw R 3 (onucaHo B pasgene 3.1 MNepeaaya BbI30Ba).

A60HeHT, cobpaBLNit KOHdEpPEHLMIO, ABNAETCA ee MHUUMATOPOM, Apyrue ABa aboHeHTa — ee y4aCTHUKAMM.

BO3MOKHO ABa pexuma paboTbl TPEXCTOPOHHeN KoHdepeHUMWU: NOKalbHbIA U yaaneHHblt. B nepsom
pexnme KoHoepeHUMA cobupaeTcs /OKaNbHO abOHEHTOM-UHMLMATOPOM, BO BTOPOM — KoHdepeHuus
YCTaHABAMBAETCA C MOMOLLBIO YAANEHHOTO CepBepa, Tak Ha3blBAaeMOro cepBepa KoHbepeHLuun.

3.3.1 JlokanbHaa KoHpepeHuUA

B pexnme KoHpepeHUMU HaxkatTme KopoTkoro otboa flash mHuumatopom wurHopupyetca. CooblueHun
NPOTOKONA CUrHaNAN3aUUK, MNPUHATbIE OT YYaCTHMKOB W NepeBoAAwMe CTOPOHY WHUUMATOPa B PEXMM
yAepKaHWA, NPUBOAAT K BbIBOAY 3TOIO YYaCTHMKA M3 KOHOEPEHLMU, NPU STOM MHULMATOP U BTOPOM YHACTHUK
nepektoYaTcA B COCTOAHME 0BbIYHOTO ABYCTOPOHHErO pa3rosopa.

KoHdepeHuus paspyliaeTca, ecam ee NOKMAIET UHUUMATOP, 060MM ydyacTHUKAm Npu aTom byaeTt nepegaHo
coobueHne otbon. Ecnm KoHdpepeHLMo NOKNZAET Nt0O0M N3 yYacTHUKOB, TO €e MHULMATOP M BTOPOMN YYACTHUK
nepeknoyaTcs B cocTofsHWe 06blMHOro ABYCTOpOHHero pasroBopa. Kopotkuit otbon flash npu 3atom
obpabaTbiBaeTca Kak onucaHo B pasgenax 3.1 MNepegaya Bbi3oBa M 3.2 YBegomieHMe O NOCTYNAEHUN HOBOrO
BbIzoBa — Call Waiting.

Ha pucyHKe HUKe NpeacTaB/ieH aaropuTmM BbiNoOJHEHMA ycayrn «3-way conference» fioKanbHO aboHeHTom B
no npotokony SIP.
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WHuumatop Haxkumaer flash 3 -
cobupaet kKoHpepeHuuto.
YyacTtHuK 1 npu atom
CHUMAETCA C yAepKaHUA.

MHuumMaTop paspbiBaer
coeauHeHue

INVITE

100 Trying

180 Ringing

200 OK

ACK

UHuumatop
ycTaHasnvBaeT
coefuHeHue ¢
y4acTHuKom 1

<&
<

/ BYE

INVITE sendonly
100 Trying 3 WHUumaTop cTaBut
; o yd4acTHuKa 1 Ha
L yaepxaHue (Haxumaer
- ACK Flash)
INVITE .
< 100 Trying
& 180 Ringing
< 200 OK
ACK
« INVITE (sendrecv)
200 OK (sendrecv) .
200 OK

BYE

A

200 OK

v

200 OK

v

YYACTHUK 2

Ssems

)

/

WHuumatop
yCTaHaBauBaeT
coefivHeHue ¢
Y4YaCTHUKOM 2

YYacTHUK 2 nokmnaaer
KOHdepeHumio
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3.3.2 YpaneHHasa KOHPepeHuma

YpaneHHas KoHdepeHuus paboTaeT no anroputmy, onncaHHomy B RFC4579. OcobeHHOCTb anropmMtma
COCTOMT B TOM, YTO No Haxatuto flash+3 aboHeHT-MHMUMATOP yCTaHABAMBAET COeAMHEHWE C CepBepoOM
KOHbepeHLMM (HasbiBaeMbIM TaKKe GOKYCOM), Nocae Yero NpocuT GOKYC YCTaHOBUTb COeANHEHME C ABYMSA
OPYTMMU yYaCTHUKAMM KOHepeHUun. HuKe Ha pucyHKe AeTasibHO U306parkeH afiropuTm paboTsl.

ABOHEHT A (MHMUMaTOP)

oTnpaBnfAeT Ha cepsep |

3anpoc Ha ycTaHoBNeHMWe |

KOHbepeHUuH |
(Haxumaet 3)

MHULMaTOp NpoCUT |
cepBep ycTaHOBUTb |

coeguHeHue ¢ |

aboneHTOM C |

A

INVITE, sendonly
200 OK

INVITE
L ABOHEHT A
180 Ringing | ycraHaBnusaet
200 OK coeUHEeHUe C
AboHeHTOM B
ACK
RTP ABOHEHT A
INVITE, sendonly ~ CTaBuT Ha
| yaepaHue
200 Ox (Haumaer
ACK Flash)
INVITE aboHeHTa B
180 Ringing
P 200 OK
ACK

F \

ACK

INVITE, sip:Conf-App
P 180 Ringing
goo OK Contact:Conf-IDjisfocus
) ACK
- il
REFER sip:Conf-ID Refer-To:C
< 202 Accepted
< NOTIFY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
< 200 OK
ACK >
Al <
< NOTIFY (OK)
200 OK
< SUBSCRIBE sip:Conf-ID
200 OK >
ACK >
p 200 OK
<« NOTIFY (OK)
200 OK

' ABOHeHT A

| ycTaHaBAuBaeT
| coepnHenve c
| ABoHeHTOM C

ABOHEHT A cTaBuT
| Ha yaepsKaHue
| (HaxkumaeT Flash)
| aboHeHTa C

Cepsep
| ycTaHasnusaet
| coepuHeHue ¢
| aboHeHToM C
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- Bye
200 OK >
/ REFER sip:Conf-ID Refer-To:B
WHuuuatop npocut 202 Accepted F2
cepBep yCTaHOBUTb | [«
coeguHeHmec | | g NOTIFY (Trying) F3
aboHeHTOM B -\.\ 2000K F4 .
\ >
INVITE Contact:Conf-ID;isfocus F5]
» ' Cepsep
180 Ringing F6 “". ycTaHaBAnBaeT
|
coeiMHeHue ¢
200 0K F7 | aboxenTom B
ACK F8 -~ .«"!
s
P NOTIFY (OK)
200 OK » SUBSCRIBE sip:Conf-ID
200 OK _
NOTIFY .
200 OK
P NOTIFY (OK)
200 OK .
Bye
200 OK

v
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4 ANNFOPUTMbI YCTAHOBJ/IEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3osa no nporokony SIP

MpoTokon SIP (Session Initiation Protocol) — npoToKkon ycTaHOBNEHUA ceaHca obecneynBaeT BbIMOJIHEHME
6a30BbIX 33434 yNpaBAeHUA BbI3OBOM, TaKMX KaK OTKPbITME U 3aBEPLUEHNE CeaHca.

MpoTtoKon SIP onpeaenaet 3 0OCHOBHbIX CLLEHAaPWA YCTAHOBAEHUA COEAMHEHUA: MEXAY NONb30BaTENIAMM, C
yvyacTMem MpPOKCU-CeEpBeEpPa, C Y4yacTMeM cepBepa nepeagpecaumn. OCHOBHblE ANTOPUTMbl YCTAaHOBAEHMA
coeamHeHnA onucaHbl B AokymeHTe IETF RFC 3665. B pgaHHOm pasgene npusedeH npumep cueHapua
YCTAaHOBNEHMUA COeANHEHMA NO NPOTOKoAY SIP mexay ABYmMA WAK3aMK, KOTOPbIM 3apaHee M3BecTHbI IP-agpeca
Apyr Apyra.

ABOHEHT A AbBoHeHT B

o

INVITE
100 Trying
180 Ringing
200 OK
ACK
BYE
200 OK

Sy

OnucaHue anropuTma:

1. A60HeHT «A» BbI3blBaeT aboHeHTa «B».

2. LWnto3 aboHeHTa «B» npuHAN KOmaHay Ha 06paboTKy.

3. AOGOHeHT «B» cB060AEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «[ocblKa BbI30BAY,
a aboHeHTy «A» «KOHTPO/Ib NOCbLIIKK BbI30BAY.

4. A60HeHT «B» oTBeYaeT Ha BbI30B.

5. LUnto3 aboHeHTa «A» NOATBEPIKAAET YCTAHOBNEHME CECCUN.

6. OT6011 aboHeHTa «A», aboHeHTy «B» BblAAeTCA aKyCTUUECKNIA CUTHAN «3aHATOY.

7. LWUnto3 aboHeHTa «B» noaTBEp:KAAET NPUHATYIO KOMaHAy oT6os.
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4.2 Anroputm Bbi3oBa ¢ yyactuem SIP npokcu-cepsepa

B AaHHOM pasgene OnNUCbIBAeTCA CLEHApWi YCTAaHOB/IEHWA COeOMHEHUs MeXAy AOBYMA LWJ3aMu C
yyactnem SIP npoKcu-cepBepa. B aTom c/iyyae Bbi3biBalOWMA W03 (@aBOHEHT A) Ao/KEeH 3HATb NOCTOAHHbIN
agapec aboHeHTa M IP-agpec npokcu-cepeepa. SIP npokcu-cepsep obpabaTbiBaeT COOBLLEHUNA, NOAYYEHHbIE OT
«aboHeHTa A», BbINOAHAET MOMCK «aboHeHTa B», Mpuraawaer K ceaHCy CBA3SM M BbINOAHAET GyHKUWM
MapLpyTU3aTopa Mexay ABYMS LW03aMM.

SERVER

\

Register

A6oHeHT A 3anpawusaer

/ Register
aBTopU3aumio \ 401 Unauthorized

ABoHeHT B 3anpawmBaeT

401 Unauthorized : aBTOpM3aUUIO
Register oz
ABOHEHT A peructTpupyetcs ¢ 3 Register
asTOpu3aumeit | s 200 OK ( AboHeHT B peructpupyetca ¢
200 OK ~ / aBTOpM3aumen
INVITE
SIP-cepsep Tpebyer i 407 Proxy authentication required
ayTeHTUMKaLmMIo ACK
BbizoB C ( INVITE
ayTeHTUMKaumeit : s 100 Trying
INVITE el
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

BYE
BYE

200 OK

200 OK

OnucaHue anroputma:

Pernctpauua Ha SIP-cepsepe.

ABOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepsepe.
SIP-cepsep 3anpalumBaeT aBTopM3aLUIO.
ABOHeHT «A» 1 aboHeHT «B» peructpupytoTca Ha SIP-cepBepe ¢ aBTopuM3aumen.
OtBeT SIP-cepBepa 06 ycneLwHol pernctTpaumuu.
ABOHeHT «A» BbI3blBaeT aboHeHTa «B».
3anpoc ayteHTMduMKaumm ot SIP-cepsepa.
LLnto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpocC aBTOpPM3aLUM.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».
SIP-cepBep NPUHAN KOMaHAy Ha 06paboTKy.
. SIP-cepBep TpaHcAMPYET 3anpocC Bbi30Ba abOHEHTOM «A» aboHeHTa «B».
. lLnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.
. AboHeHT «B» cBobOAeH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTtca «[llocblsika
BbI30Ba», a abOHeHTY «A» — «KOHTPO/b MOCbIIKA BbI30OBaY.
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wno3 aboHeHTa «A» noATBepKAaeT yCTaHOBNEHUE CECCUMN.
15. OT6oi aboHeHTKa «A», abOHeHTY «B» BblAaeTCs aKyCTUUECKNIA CUTHAN «3aHATOY.
16. LWnto3 aboHeHTa «B» noaTBEpPrKAAET NPUHATYIO KOMaHAy oT60A.

LN RAWNPRE

[ =
N R O
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4.3 Anroputm Bbi30Ba C y4yacTMeM cepBepa nepeagpecaumm

B OaHHOM pasgene OMNUCLIBAETCA CLEHApUIi YCTAHOBJEHUS COEAMHEHUA MeXAy ABYMS LWA03amMu C
yyacTMem cepsepa nepeagpecaumun. B 3aTom ciyyae Bbi3biBalOWMi W03 (aboHEHT A) camocTosATeNlbHO
yCTaHaB/IMBAET COeAMHEHMNE, a CEpBEP Nepeagpecaumm Anwb peannsyeTt npeobpasoBaHMe NOCTOAHHOMO aapeca
BbI3blBaemoro aboHeHTa B €ro TeKylMli agapec. Aapec cepsepa nepeagpecaumm aboHeHT nosayyaet oT
aflMMHUCTPATOPa CeTU.

AboHeHT A

nepeagpecaLmu

vi

D

1 INVITE

2 |« 100 Trying

3 |« 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A A

OnucaHue anroputma:

No v s

8.
9.

ABOHeHT «A» BbI3blBaeT aboHeHTa «B». Bbi3oB HanpasnseTca Ha cepBep nepeagpecauuu ¢
MHbopmaumein 06 agpece BbI3bIBAEMOro aboHeHTa.

Cepsep nepeagpecaulmm NPUHAA KOMaHAY Ha 06paboTKy.

CepBep nepeagpecauumm 3anpocun nHGopmaumio o Tekywem aapece aboHeHTa «B» y cepBepa
MecTonosoxKeHusA. MonydyeHHas nHdopmauma (TEKyLMIA afpec BbI3bIBaEMOr0 M0J1b30BaTeNA N
CMWCOK 3aperucTPMpPOBaHHbIX afpPecoB Bbi3bIBAEMOTrO M0/1b30BaTe/A) NepeaaeTca B COOOLLEeHUN
«302 moved temporarily» aboHeHTy «A».

LLinto3 aboHeHTa «A» NoATBEPKAAET NPMEM OTBETA OT cepBepa nepeaapecaLmu.

ABOHEHT «A» HaNpAMYIO BbI3blBaeT aboHeHTa «B».

LLnto3 aboHeHTa «B» npuHAN KOomaHAy Ha 06paboTKy.

ABOHeHT «B» cB060AEH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «[ocblKa BbI30BaY,
a aboHeHTy «A» — «KOHTPO/b NOCLINKM BbI30Ba».

ABOHEHT «B» OTBEYAET Ha BbI3OB.

LLnto3 aboHeHTa «A» NOATBEPKAAET YCTaHOBAEHWE CECCUN.

10. OT60i1 aboHeHTKa «A», abOHEHTY «B» Bbl4aeTCA aKyCTUYECKMI CUTHAN «3aHATOY.
11. Wnto3 aboHeHTa «B» noATBepKAAET NPUHATYIO KOMaHAy oT60oA.
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5

ANTOPUTM PABOTbl ABTOMATWUYECKOTO OBHOBJIEHUA YCTPOMCTBA HA OCHOBE
MPOTOKOJIA DHCP

Cete  IP-tenedoHnAa  |P-TeneEnoeHne [ Twr= F]

Bpemn  focTyn Hiypran AyTenTdukauma WEB  YnpasneHwe roHdMrypaumei OSxosnesme MO R I AETORGHOMTY PHROSaHWE

WHTepdeic ynpagnetua  CepTHOMKATH JononHATENEHEE HACTPOREN

ABTOKOHDUIYPUPOBAHWE HA OCHOBE npoTokona DHCP

®

MpUOPHTET NAPaMETPOR K3 Static seifings v

Hondmrypaums
ABETOMATHYECKDE GOHOENEHWE MeprognHeckm hi

DN KoHEHrYD ALK {Hftp(http)-idownload server loc/config_file.cfg)
MuTepean oGHOBNEHMA KOHEHUIYDaLMK, C 300

Mporpammbos obecneYeHue

AETOMATHHECKDE OOHOENSHWE Meprogru-eckm v
Sann Mo {tftp(http)-Vdownload server locfimmware file)
WuTepaan oSHOBNSHHA MO, © 3600

Anroputm paboTbl npoueaypbl aBTOMaTUYECKOro 0BHOB/IEHNA YCTPOMCTBA ONpeaensieTca 3HayeHnem
napametpa «llpuopumem napamempos us».

Ecnu BbIbpaHO 3HauyeHue «Static settings», To n3 napameTpos «Palin koHpuaypayuu» n «@alin MNO»
onpeaenseTca MoJHbIM NyTb (BK/AtOYaA MPOTOKOA AOCTYNa W agpec cepsepa) K daiinam KOHOUrypaumm u

nporpammHoro obecnevyeHus. MonHbIK NyTb yKasbiBaeTca B popmate URL (noapep:knsatoTca NPOTOKOAbI
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae

<protocol> — npoOTOKOA, WCNOAb3yemblii ANA 3arpy3kM COOTBETCTBYylowero ¢alina c cepsepa
(nopaepxuBatotca npotokoabl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro HeobxoAMMO 3arpy3uTb ¢ain (4oMeHHOoe UMS KUK
IPv4);

<path to file> — nyTb K painny Ha cepsepe.

B URL A0NYyCKaeTcA UCnosb3oBaHME Cieayounx mMmakKpocos (3ap83€pBMDOBaHHbIe c/ioBa, BMeCTO
KOTOPbIX YCTpOﬁCTBO noAacTaBaAeT onpeaeneHHbie 3Ha‘-IEHMFi):

SMA — MAC address — BmecTo gaHHoro makpoca B URL ¢aitna ycTpoitctBo noacrasaseT cobCTBEHHbIN
MAC-agpec;

SSN — Serial number — BmecTo gaHHoro makpoca B URL ¢aitna ycTpoitctBo noacrasnaer cob6CTBEHHbIN
CEePUMNHbIN HOMED;

SPN — Product name — Bmecto AaHHOro makpoca B URL ¢aiina ycTpoicTBO NoAcTaBaseT Ha3BaHue
mogenu (Hanpumep, TAU-2M.IP);
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SSWVER — Software version — BMecTo AaHHOro makpoca B8 URL ¢aitina ycTpoiicTBo noAcTaBnset Homep
BEPCUM NPOrpaMmHOro obecneyeHus;

SHWVER — Hardware version — BmecTo AaHHoOro makpoca B URL daitna ycTpoitcTBo noacrasnset
HOMep annapaTHOM BepPCUM YCTPOICTBA.

MAC-agpec, cepuitHbii HOMep U Ha3BaHWEe MOJE/IN MOXKHO Y3HATb Ha CTPAHMULLE MOHUTOPUHIA B pasaene
«YCTpoMnCcTBO».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/tau2m/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm v .4,

Mpu aTOoM AonyckaeTcAa onyckaTb HekoTopble napametpbl URL. Hanpumep, dain KoHPUrypaumMm MOXKHO
3a4aTb B TaKOM popmare:

http://192.168.18.6
nnu
config_tau2m.cfg

Ecnn u3s URL-dana KoHpurypauum wmam nporpammHoro obecrnievyeHua He yaaérca U3B/evb Bce
HeobxoaMmble ANA 3arpy3kn ¢paiina napameTpbl (NPOTOKOA, afpec cepsepa UK NyTb K GpaiiNy Ha cepeepe) —
6yneTt npovsBeneHa MomnbiTKa U3B/eYb HEN3BECTHbIM napameTtp ns DHCP-onumii 43 (Vendor specific info)
nnu 66 (TFTP server) u 67 (Boot file name), B cnyyae ecnn B ycnyre MHTEpHET yCTaHOBAEHO MOJlyYeHue
agpeca no npotokony DHCP (dopmat n aHanns DHCP-onunit byaeTt npmusenéH Huxe). Echm us DHCP-onuumii
He mnoJyyaeTca M3BAeYb He[oCTaloWMit napametp, OyAeT WMCNONb30BaTbCA 33[aHHOE 3HayeHue Mo
YMONYAHWUIO:

e A4NA npoToKona: tftp;

e anf agpeca cepsepa: update.local;

e AnA umeHu dana koHdurypaumm: tau2m.cfg;

e ANA UmeHn daina nporpammHoro obecneyenus: tau2m.fw.

Takum obpasom, ecim nona «®aiin KoHpuaypayuu» v «®aiin N10» ocTaBUTb NYCTbIMKU, U MO NPOTOKONY
DHCP He 6yayT nony4yeHbl onuun 43 uan 66, 67 ¢ ykasaHMem MecCTonosioXKeHusa 3Tux ¢ainnos — URL daina
KOHOUrypaumm 6ynet umetb BUA;

tftp://update.local/tau2m.cfg,
a URL ¢aitna NO:
tftp://update.local/tau2m.fw.

Ecnu BblbpaHo 3HayYeHne «DHCP options», URL ¢ainnosB KoHoUrypaumm m nporpammHoro obecneyeHums
nssnekatotca 3 DHCP-onuunit 43 (Vendor specific info) nam 66 (TFTP server) n 67 (Boot file name), ans yero B
ycnyre VIHTepHeT A0MKHO bbiTb YCTaHOB/EHO NoJlyYeHne aapeca no npotokony DHCP (popmat n aHanus DHCP-
onunin byaet npmeenéH HuxKe). Ecnn ns DHCP-onuuii He yaaeTtcs onpeaenntb Kakon-Hubyab napametp URL —
ONA Hero Ucnosb3yeTca 3aJaHHOe 3HaYeHMe NO YMONYAHMIO:

e ONA NpoToKona: tftp;
e ans agpeca cepsepa: update.local;
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e ansA umeHu darna KoHourypauymm: tau2m.cfg;
e Ans umeHu dpaiina nporpammHoro obecneyeHus: tau2m.fw.

dopmart onumm 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6]|<config.file>|7|<firmware.file

1 - Koa, agpeca cepBepa aBTOKOHPUIypmnpoBaHMa No npotokoay TR-069;

2 - KoA ANA yKasaHus napameTpa Provisioning code;

3 - Koa, MMeHu Nonb3oBaTenA ANa aBTopmusaummn Ha cepsepe TR-069;

4 - Kog, napona ana asTopmsaummn Ha cepsepe TR-069;

5 - Kop, aapeca cepsepa; aapec cepsepa 3amaetca 8 popmate URL: tftp://address nam http://address. B
nepBoM BapmaHTe yKasaH agpec cepsepa TFTP, Bo sBTopom — HTTP;

6 - Kog UMeHn daiina KoHpUrypaumu;

7 - Kog umenu daina MNo;

"|" - ob6s3aTenbHbIN pa3gennTenbHbIA CUMBOA MEXAY KOAAMM U 3HAYEHUAMW NOAOMNLUNA.

' Ana aBTokoHUrypupoBaHua no npotokony TR-069 nogonuuu 1, 3 n 4 6yaytT npumMeHATbCA, Koraa
B pasgene aBTOKOHOUIrypupoBaHMA Ha OocHoBe npotokona DHCP 6yger BbibpaH npuoputeTr m3
DHCP-onuu.

Anroputm onpegeneHua napametpos URL ¢aitnos KoHpuUrypauum um nporpammHoro obecneueHus us
DHCP-onuuit 43 1 66

1.  WHuumanmszauma DHCP-obmeHa

Mocne 3arpysku ycTpoiicteo nHnummnpyet DHCP-obmeH.

2.  AHanus onuuu 43

Mpu nonyyeHun onumu 43 BbINOAHAEGTCA aHaAM3 NOAONUMIA C KogaMu 5, 6 U 7 ¢ Uenbio onpeaeneHus
aapeca cepsepa U MMEH dainnos KoOHPUrypauumn 1 nporpaMmHoro obecneyeHus.

3. AHanu3 onuumn 66

Ecan onums 43 ot DHCP-cepBepa He noayyeHa AnMbO NoJsiydeHa, HO U3 Heé He yAaNnocb U3BAeYb aspec
cepBepa — OCyLWecTBAAeTcA NOMCK onuun 66. Ecan mma darna MO Takke He ypanocb MNoayYyuTb —
OCYLLECTB/IAETCA NOUCK onumn 67. U3 HUX U3BNEKAIOTCA COOTBETCTBEHHO agpec cepsepa TFTP u nyTb K daliny
MNO. Oanee dainbl KOHPUTYpaLUM U NPOrpammMHoOro obecnedeHuns ByayT 3arpyaTtbCa C agpeca 13 onumm 66 no
npoTtokony TFTP.

OcobeHHOCTH 06HOBNEHUA KOHDUrypaLumn

daiin KoHdUrypauumn goaKkeH umeTb popmart .tar.gz (B AaHHOM dopmaTe MPOUCXOAMT COXPaHeHue
KoHbUurypaummn 4depes Web-uHtepdeitic B 3aknagke «Cuctema» - «YnpaBneHue KoHoUrypaumen»).
3arpyKeHHas c cepBepa KOHOUIypauua npumMeHseTcs aBToMaTUYeckn 6e3 nepesarpysku ycTponcTBa.

OcobeHHOCTM 06HOBNEHMA NpOorpaMmmMHOro obecneyeHus

daiin nporpammHoro obecneuyeHuna aoaxKeH MmeTb dopmat .tar.gz. lMocne 3arpysku danna MNO
OCYLL,ECTBAAETCA ero pacnakoBKa U NpoBepKa Bepcun (No cogepxumomy daiina version B tar.gz-apxuse).

Ecnu Tekylwan Bepcusa nporpammHoro obecnedyeHuns coBnagaet ¢ Bepcueit daina, Nosy4eHHOro no
npoTtokony DHCP, o6HoBneHne MO nponssoanTtbea He 6yaer. O6HOBAEHME NPOU3BOAUTCA TONbKO B Caydae
HecoBnageHua Bepcuit. O 3anyweHHOM npouecce 3anucn obpasa nporpammHoro obecneuverusa so flash-
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namAaTb yCTpOVICTBa cBMnAaeTenbCTByeT noovyepeaHoe UMKANYECKOE MUTaHUE MHOUKATOpPA «Power» 3eneHbim,
OpaHXeBbiM U KPACHbIM LBETOM.

He oTKAlOuaiiTe NUTaHME U He MeperpyrKaiiTe YCTPOUCTBO BO Bpems 3anucu obpasa Bo flash-
' namatb. [laHHble AeNCTBMA nNpuBegyT K 4acTuyHoM 3anucu MO, 4YTO paBHOLEHHO nopye
3arpysou4Horo pasgena ycrpoiictea. [lanbHeiwaa pabora ycrpoiictBa 6yaeT HeBO3MOXKHa. [ns
BOCCTAHOB/IeHMA PaboToCcnocO6HOCTU YCTPOMCTBA BOCMO/Ib3YATECh MWHCTPYKUUEW, KoTopas
npusepeHa B pasgene 6.
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6 nNPOUEAYPA BOCCTAHOBJIEHMA CUCTEMbl NOC/NE CbOA MNMPU  OBHOBJIEHUU
NMPOrPAMMHOIO OBECINEYEHUA

Ecnv npu BbINONHEHMM Npoueaypbl 06HOBNEHUA NporpaMmHoro obecneyeHus (dyepes Web-uHtepdeiic
WIW 4Yepe3 MexaHM3M aBTOMATMYECKOro OOHOB/MEHMA Ha oOcHoBe npoTokona DHCP) npousowen cb6oit
(Hanpumep, 13-3a CNyYaiHOTO OTK/IIOUYEHWA NMUTaHWA), B pe3y/ibTaTe Yero AasbHeiwas paboTa ycTpoicTBa cTana
HEBO3MOMKHOW (MHAMKATOp «Power» MOCTOAHHO TOPWUT KPAcHbIM LBETOM), BOCMO/Ib3YWTECH CleAyoWMM
aNropUTMOM BOCCTAHOBAEHUA PaboTOCNOCOOHOCTM YCTPOMNCTBA:

e Pacnakyiite apxmB c ¢painnom nporpaMmmHoro obecneyeHums.

e Nogkntoumte MK K nopty WAN ycTponcTBa, YCTaHOBWUTE Ha ceTeBOM WHTepdelice agpec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knneHTta (ana Windows pekomeHayeTcs MCMNoAb30BaTb MNpoOrpammy
Tftpd32), B KauecTBe agpeca yaanéHHoro xocrta ykaxkute 192.168.1.6, a ans nepenaym Bbibepute
daiin linux.bin n3 pacnakoBaHHOro apx1Ba NporpamMmHoOro obecneyeHums.

e 3anycTute KOMaHAay OTnpaBku dalina Ha yaaneHHbli xocT (KomaHaa Put). [lonxeH 3anycTutbea
npouecc nepegaum ganna Ha yctponctso TAU-2M.IP.

e Ecau npouecc nepegaun ¢aitna Hayanca — AOMKAWUTECH €0 OKOHYaHWA, nocne yero TAU-2M.IP
npouseeaeT 3anucb NporpammHoro obecneyeHns B NamaTb U aBTOMATMYECKW BbINOJHUT 3anycK
cuctemsbl. Bpemsa 3anucu coctaBaseT okoso 5 MuHyT. O6 ycnewHoM BOCCTaHOBNEHWUM YCTPOICTBA
CBMAETENbCTBYET OPaHIKEBbIW MW 3e/eHbli LBeT MHAMKaTopa «Power». Mpn 3TOM Ha yCTPOWCTBE
COXpaHAeTCs KoHourypaumsa, Kotopaa 6bina go cboa. ECan NoAKAYMTBCA K YCTPOMCTBY He
yAaéTcsa — npomsseanTte c6poc A0 3aBOACKMX HAacTPOEK.

e Ecamn npouecc nepepauv ¢daiina He Havascs, ybeauTecb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMMNbloTepa M nonpobyiite ewe pa3. B cayyae Heyaaum ycTponcTBo HeOBXoAMMO OTMPaBUTL B
PEMOHT 60 BbINOJIHUTL BOCCTAHOB/IEHWE, NOAKAOUMBLUMNCE K ycTpoicTBy no COM-nopTy Yyepes
cneuunanbHbIi aganTep (Npyu ero Haanunm).
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NPUNOXEHWUE A. PACYET O/IUHbI TENE®OHHON NIUHUN

Tabnanua 6 — 3aBUCMMOCTb 3/IEKTPUYECKOrO COMPOTUBAEHMA 1 KM Lenei aboHEeHTCKMX KabenbHbIX SIMHUI
NOCTOSHHOMY TOKY NP TeMnepaTtype oKpy:Katowen cpeabl 20°C oT NpumeHseMoro Kabens.

Mapka kabensa pna AJIMMTC AOvametp dneKkTpuueckoe OnvHa AHUM OnuHa
KUbl, MM conpoTtueneHue (apyrue TA), Km | auHum (TA
1 Km uenu, Om, Pycb), Km
He 6onee
TNM, TNMNan, TNMA3, TMMan3, 0,32 458,0 3,537 1,528
TNNAB, TAN anb, TAMN3BG, 0,40 296,0 5,473 2,365
TANBr, TNNanbl, TANB6LUN, 0,50 192,0 8,438 3,646
TAMNanb6LWN, TANN366LLUN, 0,64 116,0 13,966 6,034
TNN3snb6LlWn, TAMT 0,70 96,0 16,875 7,292
TMNB, TN3bI 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T6, TBT, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrln, TALWR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCrmn, KCn3nmn, KCrne, 0,90 56,8
KCN3ne, KCrmr, KCN3n,
KCM3MnK 28,521 12,324
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NPUNOXKEHUE b. 3ANYCK NPONU3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMbI

Meproanyeckm Bo3HMKaeT HEOBXOAMMOCTb NPU CTapTe YCTPOIMCTBA BbINOMHATL ONpeaenéHHble AeACTBUS,
KOTOpble HeNb3fA OCYWEeCTBUTb 3afJaHMEM OnpeefieHHbIX HacTpoek 4vepe3 daitn KoHdurypauuu. Ana atoro
cnyyas B ycTponctee TAU-2ZM.IP npenycMoTpeHa BO3MOXKHOCTb Yepe3 KOHOUrypauMoHHbIA ¢aiii HacTpouTb
3anycK MPOW3BOJIBHOFO CKPWUMTA, B KOTOPbIA MOXHO MOMECTUTb NobYlo Kenaemyt nocnefoBaTe/IbHOCTb

KOMaHa,

[nA 3anycka Npon3BOAbHOMO CKpMNTa B daitie KoHGUrypaumum co3gaHa CeKkuma HacTPoeK:

UserScript:
Enable: "0"
URL: ""

Onuusa «Enable» paspelwaet (ecnun 3HayeHne 1) unu 3anpelaet (ecam 3HavyeHme 0) 3anycK CKpUNTa, NyThb K
KOTOpPOMY yKa3aH B napametpe URL.

3anycKkaemblii CKPUNT MOXKET pacnosiaraTbCA Kak Ha yAaNEHHOM cepBepe, Tak M Ha camom ycTpouncTtee. C
YOANEHHOIO cepBepa CKPUMT MOMKET ObITb 3arpy»eH nocpeactsom npotokosioB HTTP uam TFTP. Paccmotpum
npumepsbl panna KoHOUrypaLmm 4aa 3anycka NoAb30BaTeIbCKOIO CKPUMTA € Pa3HbIX MUCTOYHUKOB.

1. 3anyck c HTTP-cepsepa

[na 3anycka ckpunta ¢ HTTP-cepeepa Heobxoaumo B napameTtpe URL yKasaTb NosHbIN NyTb K painy
B8 dopmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoictBa daiin script.sh, xpaHawmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTmMyecku 3arpysutcAa no npotokony HTTP ¢ yKasaHHOro cepsepa,
nocne yero 6yaeTt nponsseaéH ero 3anyck.

2. 3anyck c TFTP-cepBepa

[na 3anycka ckpunta ¢ TFTP-cepeepa Heobxoanmo B napameTtpe URL yKkasaTb NonHbIM NyTb K painy
B ¢opmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpoictBa daiin script.sh, xpaHawwmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyeCcKu 3arpy3mnTca no npotokony TFTP ¢ ykasaHHOro cepsepa, nocne
yero byaeT nponssenEH ero 3anyck.

3. 3anycK N0KanbHOro CKpmnTa

Beuay ocobeHHocTen $aliNoBOM CUCTEMbI JIOKA/IbHBIA CKPUNT AO/KEH PacnonaraTtbCA TOMbKO B
KaTanore /etc/config, Tak Kak TOAbKO CcOZEepXMMOE 3TOTO KaTasora COXpaHsAeTca nocne
nepesarpysku yctpoictea. CKkpunT B Katanore /etc/config moskHO co3gaTb AM60 C MOMOLLbIO
pepnakTopa vi, 1Mbo 3arpysutb ero c BHelwHero TFTP-cepeepa (KomaHpgon tftp —gl user.sh <TFTP-
server address>). lNocne co3gaHuMa CKpunTa emy HeobXxoAMMO HasHauWuTb MpaBa Ha 3anyck
KomaHgoi chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ana 3anycka N0KasbHOro CKpUnTa MMeeT BUA;:

URL: “File://etc/config/user.sh”

BaXKHO OTMETUTb, YTO NO/Ib30BATENbCKUIA CKPUNT A0/XKEH HauMHaTbhCA ¢ AMpeKTussbl #!/bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha yctpolicteax TAU-2M.IP, HaumHaa c Bepcum 1.14.1, umeeTca BO3MOKHOCTb HacTpamBaTb ONUMW,
nosnyyaemble DHCP-KnmMeHTaMK Ha pasHbIx MHTepdencax.

‘ TonbKo Internet + VolP Internet + VolP + Managment
‘uHTepdelic Int
Option Pd
ernet Internet VolP Internet VolP MNG
‘1 = Subnet Mask ‘ + ‘ +
‘3 = Router | + ‘ +
6 = Domain Name
+ + + + + +
Server
‘12 = Host Name ‘ + ‘ - ‘ - ‘ - +
‘15 = Domain Name ‘ + + ‘ - ‘ - | - +
‘26 = Interface MTU ‘ + + ‘ + + + +
28 = Broadcast
+ + + + + +
Address
‘33 = Static Route ‘ + + ‘ + + + +
40 = Network
Information Service + + o o - +
Domain
41 = Network
Information Service + + - o = +
Servers
42 = Network Time
+ + 5 5 - +
Protocol Servers
43 = Vendor-Specific
) + + - - - +
Information
66 = TFTP Server
+ + - - - +
Name ‘
‘67 = Bootfile name ‘ + + ‘ - ‘ - | . +
‘120 = SIP Servers ‘ + - ‘ + ‘ - + )
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npuseaeHHol Tabnuue, onumu 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmnsatbca DHCP-
KNMEHTAaMM ANna Kaxaoro cabuHtepdelica. CooTBETCTBEHHO, AaHHble onuun byayT MHAMBMAYANIbHO NPUMEHEHDI
Ans Kaxkaoro cabuntepdeiica. Onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpalinMBaTbca U NPUMEHATHCA
TonbKo gnsa ogHoro DHCP-KnmeHTa, Tak Kak OHM O6LLECUCTEMHbIE, T.e He MPUBOAST K HAaCTPOMKe CeTeBoro
nHTepdelica.

KoHdurypaumio crnvcka 3anpalivMBaemMbiX OMUMMA MOMHO WM3MEHATb, W XPAHWUTCA OHAa, Kak M Bce
OCTa/IbHble HAaCTPOMKK, B KOHPUrypaumoHHom daine: fetc/config/cfg.yaml. Mo ymonuaHmio cnivcku onuuin He

AboHeHmcKul w3 TAU-2M.IP 141



D ELTEX

nponucaHbl (B KOHoUrypauum — cnegytowaa 3anucb: DHCPOptionList: ""), 3To 3HauuT, 4TO oONUUMK
3anpaLlnBaOTCA U MPUMEHAIOTCA COrIacHO NPUBEAEHHOW Bbiwe Tabauue.

Cnocobbl pegaKTMpoBaHUA KOHGUrypauum
I C nomowyblo pegakTopa vi

1. Cnucok onumii ana wHtepdeica Internet 3apaérca B napametrpe DHCPOptionList cekuum
Internet=>Network.

2. Cnucok onuui ana uHtepdeinca VolP 3agaétcs B napametpe DHCPOptionList cekuymu
Voip=>Network.

3. CnucoKk onuuit ana uHtepdelica Management 3agaértca B napameTtpe DHCPOptionList cekuuu
System=>ManagementVLAN.

MNMocne pegakTUPOBAHUA U COXPAaHEHUA B pedakTope Vi He06XoAMMO BbINONHUTL CAeayloWme KOMaHabI:

e reloadcfg — npumeHAeM W3MEHEHHYIO KOHOUrypauuio B paboTy, pe3ynbTaT BbINOJHEHMUA
KoMaHApl AonxeH 6biTb "Configuration accepted”;

[ save — CcoxXpaHAem U3MEeHEHHYIO KOHCI)VII'ypaLI,VIFI B SHEPrOHE3aBUCMMYIO NaMATb.

KomaHay save MOXHO BbINOAHATb TO/JIbKO B C/lyyae YCMEWHOro BbiNOJIHEHUA NpeablayLien
KomaHabl. Ecam npu BbinonHeHMn KomaHabl reloadcfg pesynbtat 6bin "Configuration not
accepted", save BbINONHATbL 3anpeLLeHo.

.‘

. C nomoLwblo KomaHAabl setconf

[aHHbI meTod — pekomeHAyeMbli. Takke OH u3baBadeT oT HeoHXOAMMOCTM BbIMOJAHEHUA KOMaHA,
reloadcfg n save. getconf (BbiBecTM Ha 3KpaH Tekyllyto KoHdurypaumio) mn setconf (ycTaHOBUTb 3HauyeHue
napameTpa).

Npumep 1. Heob6xoaMMO NonyunTb 3HaYeHne DHCPOptionList:
onAa nHTepdenca Internet

getconf Internet.Network | grep DHCPOptionList

ana nutepdeica VolP

getconf Voip.Network | grep DHCPOptionList

onAa nHtepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionList

Mpumep 2. Heo6X0LMMO Ha3HAUYUTb HEKOTOPbIM CIMCOK OMUUIA:
ons nHtepdeliica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ona nHtepdeiica VolP (HasHayaem CNUCOK ONuUMiA MO YMOYaHMIO)

setconf Voip.Network DHCPOptionList ""

ons nHtepdelica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1. KoHdurypupoBaHue Ha nepcoHaZIbHOM KOMMblOTEpe

MpepnBapuTeNbHO CKauMBaeTca KOHPUrypaumsa ¢ ycTpoictea Ha MK (yepe3 Web nHTepodelic), sanee ¢ nomoubio
Moboro TEKCTOBOrO pPeaakTopa MEHSIOTCA 3HAUYEHWUs, COXPAHAIOTCA M3MEHEeHMs. 3aBepllaloWwym 3Tanom
ABNAETCA 3arpy3Ka U3MeHEHHOM KOHOUIypaLMmn B YCTPOUCTBO.

’ Ucnonb3oBaHue faHHOro MeToda He pekoMmeHayeTca.
™

MNpasuna pegakruposaHua DHCPOptionlList

1. BanugHbie 3HaveHnunn: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2. Onuwun B napameTpe DHCPOptionList yKasbiBatoTcs yepes 3anaTyio n 6e3 npobesos mexay onuusamu,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

3. Mopsagok cneposaHua onumin 8 DHCPOptionList HeBaxkeH;

4. Kaxpgan us onuuii 12, 15, 40, 41, 42, 43, 66, 67, 120 MOKeT 6bITb 3anpoLlleHa U NPUMEHEHbI TONIbKO C
ogHoro nHtepdenca;

5. Onumm 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawwuBatbca DHCP-kaneHTamun pgna Kaxkgoro
cabuHTepodeiica;

6. Onuuun 66 1 67 goNXKHbI ObiTb YKAa3aHbl HAa O4HOM U TOM e UHTepdeice;

7. Ecnun B DHCPOptionList HMyero He ykasaHo, TO Torga CrMCOK 3anpaluMBaemMblX ONUMA — MO YMOAYaHUIO
(c yueTom nyHKTa 8);

8. Ecnm B DHCPOptionList ykasaHbl onuum (M3 nyHKTa 4), KOTOpble MO YMOJIYaHUIO 3anpallMBaloTca C
apyroro uHTepdelica (Ha kKotopom DHCPOptionList He 3anonHeH), To Toraa onuuu 6yayT
3anpalumBaTbhca C NepBoro MHTepdeiica, a Ha BTOPOM — AaHHble Onuum ByayT UCK/IOYEHbI U3 CMIMCKA MO
ymonyaHuio *;

9. Ecnu gna uHtepderica 8 DHCPOptionList ykasaH cnucok onuumii, To 6yAyT 3anpalliMBaTbCA TOJIbKO 3TH
onuuu;

10. Onuuio 1 8 DHCPOptionList Henb3a yKasbiBaTb, OHA 3aMpallMBaAETCA U NPUMEHAETCA BCerga M Co Bcex
MHTepdENCoB HE3aBMCMMO OT NPOUNX HACTPOEK.

Ecv Kakon-nnMbo M3 NYHKTOB HapylueH, TO MpU NpUMeHeHUn KoHdurypauum 6ygeT BbiBeAeHO coobuieHue
"Configuration not accepted". OWwKMBKY B KOHPUrypaLMN MOXKHO Y3HaTb, €ECAU BKAOUYUTL noru configd, Toraa npu
NPMMeEHEHUM KOHdUrypaummn 6yaeT nogpobHO yKasaHa NpMYMHa, NO KOTOPOW KOHPUIypaLuma He NpUMEHEHa.

* Mpumep K NyHKTY 8:
Jdonyctnm, ans nHtepdeiica Internet ykasaH cneayrowmii cnmcok onumii: Internet.Network.DHCPOptionList: "3,

6, 26, 28, 33, 121, 249, 12"

A gnsa nHTepderica management HMYero He ykasaHo: System.ManagementVLAN.DHCPOptionList:

TOrza, COrlacHO NyHKTY 7, Ao/KeH BbiTb 3anpoLUeH CNMCOK onuuii no ymonayaxuto 3, 6, 12, 15, 26, 28, 33, 40, 41,
42, 43, 66, 67, 121, 249, HO TaK Kak onuuto 12 mbl yKasanu siBHO Ha uHTepdelice Internet, To M3 aToro cnmucka
OHa byaeT UcKtoYeHa.

B uTore 6yayT cneayowme CimcKu:

3HaueHuMe napametpa: Internet.Network.DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12" 3anpalwmBaembli
cnucok onumit: 1, 3, 6, 26, 28, 33, 121, 249, 12 3HayeHue napameTpa: System.ManagementVLAN.DHCPOptionList:

3anpalwmBaemblit cnncok onumin: 1, 3, 6, 15, 26, 28, 33, 40, 41, 42, 43, 66, 67, 121, 249

V Nocne pepaktnposaHua DHCPOptionList pekomeHayeTca nepesarpyska ycrpoiictBa. [o
nepesarpysKu KOppeKTHasA paboTa yCTpoMCcTBa He rapaHTUpyeTCA.
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TEXHUYECKAA NOAAEPKKA

Ona nonyyeHUs TEXHMYECKOM KOHCY/bTauuMM MO BOMPOCamM 3Kcnayataumm obopyaoBaHua 00O
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbcA B CEPBUCHDBIN LLEHTP KOMMNaHUK:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM caiiTe KOMNAHUKW Bbl MOXKETE HAWTU TEXHUYECKYIO AOKYMEHTALMIO M NPOrpammHoe
obecneyeHne pgna npoaykumm OO0 «Mpeanpuatne «3JITEKC», obpaTutbcs K 0ase 3HaHMNA, OCTaBUTb
WHTEPAKTUBHYIO 3asiBKY UM NPOKOHCY/IbTUPOBATLCA Y UHXKeHepoB CepBMCHOIO LIEeHTPa Ha TeEXHMYeCcKom dopyme:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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