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WLC-Series. Release notes. Bepcus 1.30

Bepcua 1.30.0

MepeueHb N3MeHEHWII B BEPCUN:

* MOHWUTOPWHT 1 ynpaB/ieHune:
+ MopaepxaHo HoBoe ycTpoiictBo VWLC
* MNopaepxka HDD
« CLI
+ PeanusoBaHa komaHaa show storage-devices hdd smart gns npocmoTtpa cocTtosHUS ancka
+ PeanusoBaHa komaHga unmount storage-device HDD/USB a1a oTk/1toueHms gucka nnm
USB-HakonuTtesns
+ PeannsoBaHa komaHza clear storage-device HDD/USB gns chopmatnpoBaHmsa gucka nnm
USB-HakonuTtesns
+ PeanusosaHa komaHza show running-config/candidate-config wic without-ap gns BbiBOAA
KoHGurypauum pasgena wic 6e3 6noka ap
+ PeanusosaHa komaHza show running-config/candidate-config without-wlc-ap nns BbiBoga
KoOHGourypauum ycTpoicTea 6e3 6roka ap B pasgene wic

+ PeanusosaHo ynydweHune Ul-uHtepdpeiica
* MOHUTOPUHT
* PeanunsoBaH BbiBog VAP
+ Peanm3oBaHa BO3MOXHOCTb OYUCTKU XypHana cobbITnii T 1 KIMEeHTOB
+ Peanun3oBaHa BO3MOXHOCTb CO34aHNS MHAMBUAYaNbHOro npodunnsa T4 n3
MOHUTOpUHra
+ PeannsoBaHa BO3MOXHOCTb pPy4YHOro 06HoBeHns MO Ha T
+ Peanun3oBaHa copTMpoBKa B Tabnmuax
+ Peann3oBaHa BO3MOXHOCTb fieayTeHTUMKaunum KMeHToB
+ Peanun3oBaHa BO3MOXHOCTb NPOBEPKM U3MEHEHNIA B KOHUIypauun
+ PaclumpeHbl BO3MOXHOCTU (hubTpauun B XXypHasie cobbiTuin T, n KNMeHToB
+ KoHchurypuposaHue
+ Peanu3oBaHa cTpaHuua ¢ MHAMBUAYasIbHbIMW HacTpoinkamn T,
+ Peanun3oBaHa BO3MOXHOCTb HACTPOWKM NIaHNPOBLLMKa 06HOBNEHWI T/,
+ Peann3oBaHa BO3MOXHOCTb KONMMPOBaHWA npodunsiei
+ Peanun3oBaHa BO3MOXHOCTb NPOCMOTPA CBA3el y npoduneit
+ PeanusoBaHa npmvssiska npoduns AirTune (default_airtune) aBTomatnuecku npm
co3jaHnn nokaumm
* AAMWHUCTpUpOBaHMe
* Peanun3oBaHa BO3MOXHOCTb 3arpy3ku JIMLEH3UA NS paclumpeHmsa pyHKLoHana
* Peasin3oBaHa BO3MOXHOCTb 3arpy3Ku/BbIrpy3Ku KOHUrypaLlmm ycTponctea
+ Peanun3oBaHa BO3MOXHOCTb cOpoca KoHpurypaLmm ycTponcTea K 3aBOL4CKUM
yCTaHOBKam
* PeasninsoBaHa BO3MOXHOCTb 3arpy3ku MO gna T4
+ Peann3oBaHa BO3MOXHOCTb 3arpy3ku 1 06HoBsieHus MO ycTpolicTBa
+ Peanun3oBaHa BO3MOXHOCTb paboTbl C apXMBHbIMU KOHUIypauusamm
+ Peanu3oBaHa BO3MOXHOCTb CpaBHEHMSA KOHQUrypauuii
+ Peanun3oBaHa BO3MOXHOCTb Nepesarpysku 1 OT/I0OKEHHOWN nepesarpy3ku ycTponctea
* SNMP:
+ B ELTEX-WLC-MIB peanusoBaHa Tabnuua eltWicApLocationTable
(OID .1.3.6.1.4.1.35265.1.224.1.3.1.2), cogepxalliast HacTpoiiku AP Location
+ B ELTEX-WLC-MIB peanusosaHa Tabnuua
eltWicApRadioTable (OID .1.3.6.1.4.1.35265.1.224.1.3.2.4), cogepxalias faHHble paamo-
napametpos T/,
+ B ELTEX-WLC-MIB pgo6aBneH OID eltWicApHostname
(OID .1.3.6.1.4.1.35265.1.224.1.3.2.3.1.11), ansa nonyyexune hostname T/
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B ELTEX-WLC-MIB no6asneH
OID eltWIcApLocation (OID .1.3.6.1.4.1.35265.1.224.1.3.2.3.1.12), agns nonyyeHvie AP
Location T4

* MopaepxaHa pa6ota ¢ T4 WOP-30LI

* MakcumansHoe uncno T4 ana WCL-3200 yesenunyeHo go 3000

+ Ontumunsaymsa pabotbl WLC, pabota ¢ ceccussmn T/, pa3HeceHa Ha HECKO/bKO aaep

+ OnTtumunsaumsa paboTtbl MeHemkepa 06HoBIeHUA T, peasi3oBaH CKOMb3ALWNIA rpadimk
* Peann3oBaHa BO3MOXHOCTb pacLumpeHus yncna T yepes ELM

* MOHUTOPUHT

+ KoHop

PeannsoBaHa komaHga show wlc ap firmware gns sbiBoga nHgopmanmm o
noggepxmsaemolx TA 1 NO gna HKMX

PacLumpeH xypHan cobbiTuin T/, nobasneHa nHopmaymsa o npouecce NoakItyYeHns
[ob6asneH IP-agpec knneHTa B BBOg KoMmaHbl show wic clients

[o6aBneHbl BbIBoAbl cTaTyca 802.11v B koMmaHabl MOHUTOpUMHra AirTune show wic airtune
roaming statistics <ap location> 1 show wlc airtune <ap mac>

Peanim3oBaHo 0TO6GpaXKeHVe cpefHen N MakCUMasibHOM yTUaM3auun pagnuokaHana, Ha
KoTopom pabotaet T/, B BbiBoge show wic ap <mac> detailed

PeannsoBaHa BO3MOXHOCTb CHATKSA nora RADIUS-cepBepa npu NogktoyeHnmn KaneHTa
urypaums

PeanunsoBaHa HacTpoiika T/, ans pa6oTbl ¢ noptasiom no cxeme Cisco-like gna T4 WEP-3ax
Peanun3oBaHa HacTpolika orpaHMyeHns cKkopocTu ansa Tpaduka knmeHToB/SSID/broadcast/
multicast

Peanim3oBaHa BO3MOXHOCTb HACTPOWKM Anana3oHoB IP-aapecos ans 6enoro cnvcka B
HacTpolikax BHeLLUHero nopranaa

PeannsoBaHbl KOMaHAb! rates-basic v rates-supported ans Hactpoiiku Supported/Basic
rates B radio-2g/5g-profile n nHamBnayanbHbix HacTpoek TA (ap <mac>)

PeannsoBaHa HacTpolika B 802.11v B AirTune

PeannsoBaHo ocnabreHne Banvgaumn ans MHAMBUAyanbHbIX HacTpoek T/ (ap <mac>),
MoZAesb 1 NoKauus He Bcerga obs3aresibHbl 415 3ano/IHeHUA

PeanunsoBaHo yBenmueHune yncna npodunein WLC (radio-2g/5g-profile, radio-5g-profile, ssid-
profile, ap-location, radius-profile) go 80 % ot makcumanbHoro uncna T/,

PeanunsoBaHbl koMaHAb! ip dhep information option <> ans ynpaenexus HacTpoiikamy DHCP
Option82Ha T

* WIDS/WIPS

PeannsoBaHa BO3MOXHOCTb HacTpoiikn WIDS/WIPS, dpyHKUMOHaN akTnBupyeTca nuueH3nei
PeanunsoBaH xypHan cobbituiit WIDS/WIPS

+ TyHHenvpoBaHue:
+ PeanusoBaHa komaHaa tunnel-isolation ans sknoueHns nonsiunm B softgre-controller npu
pa6oTe B pexume data-tunnel configuration wic
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Bepcua 1.26.1

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHUTOPWHT U yNpaB/eHue:

+ WLC:

CLI:

+ OnTuMmM3mMpoBaHa HacTpoiika ip failover

+ [lo6asneHa komaHga show crypto certificates pfx gn1s npocmotpa nogpo6Hoit nHhopmauun
0 PKCS#12

+ [lo6aeneHa komaHga show crypto certificates crl gna npocmotpa nogpo6HoI nHopmaLmm
o CRL

« [Nob6aBneHa komaHga unmount storage-device ans koppekTHoro nssneveHns USB/SD
HakonuTens

+ [lo6aBneHa BO3MOXHOCTb yKa3aHus KOHhurypawumm, KoTopyr YyCTPONCTBO NPUMEHNUT Npu
cnepytoLlen 3arpyske

+ [lo6GaBneH pexunm KoHhMrypnpoBaHus

« [lobaBneHa HacTpoiika 6noka koHdurypaumm WLC

« [No6asneH BbiBoA hostname T/ Ha cTpaHuue "KnmeHTbl"
+ [Jo6aBneHa BO3MOXHOCTb CKaymMBaHus oT4eToB RRM

MopaepxaHa pabota WLC Ha ESR-30, doyHKLMOHAT akTUBUPYETCA NINLEH3NEN
MopaepxaHa pabota ¢ TA: WEP-2ac, WEP-2ac Smart, WOP-2ac, WOP-2ac rev.B, WOP-2ac
rev.C, WEP-30L-Z
[ob6aBneHo pesepsupoBaHue Airtune
[o6aBneHo oTobpaxeHne CoObITUIN POYMUHIa B XYypHasie KNIMEHTOB
Lo6asneHo ysegomneHne cepsrcos WLC n RADIUS npu nepereHepaumm Kyen n ceptudnkaros
no ymMosi4aHuio
[o6asneHa HacTpolika BHellHero noptana Ha T/, no cxeme Cisco-like
Jlob6aBneHa BO3MOXHOCTb coxpaHeHus hostname T[], 3a4aHHOro Bpy4YHyH Ha YCTPOMCTBE
[o6asneHo none description B xypHan T/
OnTummnsnpoBaHa paboTta MeHexepa 06HoBeHUsA TA. O6HOBNEHME BbINOMHAETCA HabopoM No
50 T/, c yueTOM 4acoBOro rnosica siokaumm
Y6paHo aBTOMartnyeckoe o6HoBneHne TM nocne 3arpy3ku dainna No
[do6asneHo nonyyeHune hostname T/, Anst MOHUTOpPMHIa
Ho6asneHo none description ans airtune-profile
MopaepxaHa npuunHa oTkNoyeHns knueHTta "Death due to client DHCP fail"
PacLumpeHbl BO3MOXHOCTU (pUbTpauun XXypHaios
[Job6aBneHa BO3MOXHOCTb OrpaHMyeHns pasmepa XypHasia no gHAM
[ob6aBneHa BO3MOXHOCTb HACTPOWKM cepTudhmkara u Knva ans service-activator
[Job6aBneHa BO3MOXHOCTb HACTPOWkK annacos ansa komaHg WLC
Ho6asneHbl npocmnn no ymonuanuio ans radius-profile u airtune-profile
Jo6aBneHa BO3MOXHOCTb BK/IOUEHNE pexunma 6ezonacHoct OWE anst SSID
[ob6asneHa komaHga set wlc indication gns BkioueHnsa nHauKaumm ctatycHoro ceetoguoga T/,
Job6aBneHa BO3MOXHOCTb HACTPOWkM mac-auth Ha T/
[lo6aBneHa BO3MOXHOCTb Bblbopa AnHaMmuueckux napametpos (MAC-agpec knveHTa u T[) B
MOHUTOPUHTE
[Job6aBneHa nposepka craryca ontTuMm3aumm airtune B MOMEHT 3anycka
RADIUS-cepsep:
+ BknoueHuve pexuma TLS nepeHeceHO ¢ r1106a/1bHOro ypoBHSA B OMEH
AirTune
+ [Jo6aBneHa HacTpoiika poymuHra 802.11v gns WEP-3ax
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Bepcua 1.24.1

MNepeueHb U3MEHEHUIT B BepcUu:

+ MapuwpyTtusaums:
* RIP:
+ PeanusoBaHo ynpasneHue onuuei split-horizon with poison-revers
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Bepcua 1.24.0

MNepeueHb U3MEHEHUIT B BepcUu:

+ PeannsoBaH (pyHKLMOHa Knactepusaummn B pexmme Active-Standby
PeanunsoBaH doyHKUMOHa BupTyanusaumm ESR B Buge obpasa VESR
PeannsoBaHa nogaepxka atpubyta primary/secondary gns IPv4-agpecoB
PeannsoBaHa nogaepxka moaynei TopGateWAN-E1 Ha ESR-3300
MOHUTOPWHT 1 ynpas/ieHune:

CLI:

+ PeanvsoBaHa BO3MOXHOCTb MCMNO/Ib30BaHMA N10rM4eckoro oneparopa "wamn" B wabnoHe
nomcka npu counsTpaumm Beisoga

+ PeanvsoBaHa KomaHza A/18 BbiBOAa NpUUnHbI NocnegHel nepesarpyskm "show system
reload"

+ PeanusoBaHa komaHga "unmount storage-device" nns koppekTHoro nssnedyeHunst USB-/
MMC-HakonuTtenei

+ PeanusoBaHa komaHaa "show interfaces switch-port vlans" gns oto6paxeHnst VLAN,
CKOHOMIYpUpPOBaHHbIX Ha UHTepdelicax

+ [lo6aBneHa nHhopmaums o ounsTpaLmy NPoLEeccoB B BbIBOA, KOMaHAb! "show syslog
configuration”

« [o6aBneHbl ko4y KomaH bl "show version" a51s1 BbiBoAa MHOPMALIMK O BEPCUSIX TONTbKO

OTAEMbHbIX KOMNOHEHTOB
+ [lo6aBneH ko "inactive” ans komaHgb! "boot system”
* VI3meHeH BbIBO, OLLMOGOK Mpu NpUMEHEHUM KOHdourypaumm ns caiina

« MNpuBeaeHsl K earHOMY (hopMaTy BbIBOJ, AaThl, BpeMeHM 1 uptime Bo Bcex show-komaHaax

* 3ameHeH chopmart BbiBOAA Tab/IMYHOIO NPeACTaBIeHNS KOMaHA,:
+ show bootvar
+ show interfaces counters
+ show interfaces status
+ show interfaces description
* YMeHbleHa g0 110 cMMBONOB WMpUHA TabnuL, BbIBOAUMbIX MO CNeayowmum KOMaHgam:
+ show interfaces bridge switch-communities summary
+ show interfaces status voice-port
+ show content-filter
+ show pbx peers
+ show wilc clients
+ show wlc ap interfaces
+ show wlc service-activator aps
+ show wilc airtune rrm optimization report
+ show aaa radius-servers
Syslog:
+ PeannsoBaHa reHepaums syslog-coobLieHnii 06 N3MEHEHNW aKTyaslbHO CKOPOCTH
arpermpoBaHHOro nHTepdeica
SNMP:
+ PeanunsoaHa nogaep>xxka SNMP OID sysServices
LLDP:
+ PeanusoBaHa BO3MOXHOCTb YkasaHusi IP-agpeca n3 VRF B kauecTBe "lldp management-
address"
Zabbix:
+ O6HoBneHa Bepcus iperf2 ¢ 2.0.13 Ha 2.2.0

+ MapLupyTusauus:

PeannsoBaHa BO3MOXHOCTb peaucTpmnbyuun mapipytos u3 RIPng B ISIS
BGP:
+ PeanusoBaHa BO3MOXHOCTb Yka3zaHus kntoda "all" ans komaHapl "next-hop-self' gns

3aMeHbl Nex-hop Bo Bcex aHOHCUPYEMbIX MapLupyTax. be3 gaHHoro kniva 3ameHa next-hop

MPOUCXOAMNT TOMLKO A1 MapLLPYTOB, NO/TyYeHHbIX No eBGP
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*+ PeannsoBaHa BO3MOXHOCTb Ha3HauYeHUs route-map Ha aHoHcKpyemyto noaceTb (network)
ANS U3BMEHEeHWs/yCTaHOBKN aTpnbyToB

+ PeanusoBaH thyHKUmoHan BGP AS-list

+ Peanu3oBaH (pyHKLMOHaN yBeIMYeHus/yMmeHblleHna BGP-meTpukn Ha onpegeneHHoe
3HaveHue no track

« PeanusoBaHa nogaepxka mexaHunsma replace-as B atpnubyte BGP AS-Path

+ PeanusoBaH thyHkumoHan BGP Conditional Advertisement

+ PeanusoaH SNMP OID eltEsrBgp4V2PeerLastEstablChange, oTaatounii Bpemsi B cekyHaax
c MomeHTa nepexoga BGP-neighbor B cocTosiHme Established nnn Down

+ PeanusoaH SNMP OID eltEsrBgp4V2PeerimpRouteCount, oTaatoLumii KONMYeCcTBo
MapLLpPYTOB, NPUHATLIX 0T BGP-neighbor

OSPF:

+ PeanunsoBaHo otobpaxeHne OSPF LSDB B pacluMpeHHOM Buae

+ PeanusoBaHa pabota ECMP agnsa mapwpytoB OSPF External-2

+ PeanunsoBaH oyHkymoHan OSPF ttl security

+ Security:

PeanunsoBaHa kKoMaHaa Ansi BbiBoAa NoApo6HoO nHdopmauumn o koHTeliHepax PKCS#12 — "show
crypto certificates pfx"
PeannsoBaHa komaHAa 415 BbiBoAa nogpo6Hoi nHpopmaumm o CRL — "show crypto certificates
crl"
[Jo6asneHbl kntoun "valid-after” n "invalid-after" gna komanpg "update crypto default ca’, "'update
crypto default cert' n "crypto generate cert'
YBeNnuyeHo MakcumasibHoe KonmyecTBo 3anuceli B "object-group url' ¢ 32 o 128
Firewall:
+ PeanM3oBaHa BO3MOXHOCTb MCNosib3oBaHus object-group mac B npasuniax Firewall
+ PeanusoBaHa pa6ota Application Firewall gns IPvé
+ 3ameHeHa komaHga "ip firewall sessions allow-unknown" Ha "ip firewall sessions unknown
permit | deny | reject’ c BO3MOXHOCTbIO BbliGOpa AENCTBUS NPV NOCTYN/IEHUN MAKeTOB
HenoATBEPXAEHHOI tcp-ceccum
+ [lo6asneH BbIBoA MHpopmauwmm o "Description” B komaHae "show security zone-pair”
IPsec:
+ PeanusoBaH pexum make_before_break ans rekeying B IKEV2, perynupyemsblii KomaHAoi
"security ike session reauthentication’
3auwmrta oT arak:
+ PeannsoBaHa 3almTa oT ataku Tuna arp-spoofing gnsa otaensHbIX nHTepdencos
+ Peann3oBaHO /10rMpoBaHmne atak Tuna arp-spoofing
+ PeanunsoBaHa 3awuTa ot DoS-/DDoS-atak ans IPvé
JlvnueHsmpoBaHue:
+ PeanunsoBaHa paboTta meHemxepa nuueHsnim B VRF
* PeanM3oBaHa BO3MOXHOCTb 3arycka 3anpoca nuueH3nm Ha ELM-ceBep 6e3 oxungaHus
NcTeyeHnst TamepoB nNpu nomoum komaHabl "update licence-manager licence”
* M3meHeH BbiBOA, KoMaHAb! "show licence" ¢ yuETOM BO3MOXHOCTU NOMYYEHUS NNLIEH3NIA OT
ELM-cepBepa
IDS/IPS:
+ PeanM3oBaHO /10rMpoBaHne NoTepun CBA3M C USEr-Server curHatyp
* VIameHeHa nocriegoBaTe/lbHOCTb 06paboTKN BXogsiero Tpaguka. Ha 06pabotky Tpadmk
IDS/IPS noctynaet nocne pa6otsl Firewall
Web filtering:
+ PeanusoBaHa nogaepxka web filtering gna npotokona https
+ PeannsoBaHa noggepxka BpeMeHHbIX nueH3unin web filtering
+ PeannsoBaHa BO3MOXHOCTb MCMNO/b30BaHMsA master-category npu koHhurypnposaHum
dyHKUMoHana web filtering
+ AKTya/In3mpoBaH CMMCOK KaTeropuin npu KoHpurypnposaHum coyHkumoHana web filtering
+ ACL
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* YBENM4eHo MakcumasibHoe konunyecTtBo npasun B ACL ¢ 255 go 400 anst ESR-15/15R/
15VF
+ PesepBupoBaHue:
* VRRP:
« [No6asneH ctonbel, "Group" B BbIBOA KOMaHabl "show vrrp"
+ SLA-TecT:
+ Peanu3oBaH HOBbI TUN SLA-TecToB — icmp-jitter
+ PeannsoBaHa BO3MOXHOCTb YCTAHOBKM NOPOrOBbIX 3HAYEHWIT KaK yC/1I0BME YCNELLIHOCTM
SLA-TecTa
+ PeanusoBaHa BO3MOXHOCTb 3agaHus "description” gns IP SLA TectoB
+ PeanM3oBaHO XpaHeHMe NCTopun pesynbtatoB paboTsl SLA-TecToB
+ PeannsoBaHo npegoctaBneHne nctopum pesynstatoB paboTbl SLA-TectoB no SNMP
* M3meHeH BbiBog, komaHbl "show ip sla test statistics <NUM>" anis icmp-echo-tectos. Ans
HenamepsieMbIX NapamMeTpOB Hy/1EBbIE€ 3HAYEHWNSI 3aMEHEHbI Ha MPOYEPKN
+ Track:
« Oo6asneHo none "description" B BbiBoA koMaHApb! "show tracks”
* TyHHenumpoBaHue:
« VT
+ PeanusoBaHa BO3MOXHOCTb YKa3blBaTh "local interface" Bmecto "local address” VTI-
TYHHENs
+ DMVPN:
+ PeannsoBaHa Bo3MOXHOCTb pa6oTbl DMVPN-HUB 3a STATIC NAT
« [Nob6aBneHo otobpaxeHue dnara "P - protected” ans NHRP-peers, ons KoTopbix
ycTaHoBneHa IPsec-ceccus B BbiBoge komaHAbl "show ip nhrp peers"
« [No6asneH kntou "group name <GROUP-NAME>" ansa comnstpaunn BoiBoga kKomaHabl "show
ip nhrp peers"
* YpaneHa Heo6xoaMMOCTb YKalaHusi Macku noaceTu B BoiBoge komaHApl "ip nhrp nhs'
+ VESR:
+ PeannsoBaHa nogaepxka xectkux guckos tuna SCSI LSILogic B nHcTtannaymsx VESR
+ [lo6aBneHa nogaepxka runepern3opos:
+ Xen B pexume HVM
+ QEMU
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Bepcua 1.23.6

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHUTOPWHT 1 ynpas/ieHune:
+ SLA:
+ PeannsoBaHa BO3MOXHOCTb yripaBneHus DF 6utom ans SLA-TecToB
+ MapuwpyTtusaums:
* PaclumpeHo konmyectBo route-map ana ESR-15
+ BGP:
« PeanusoBaH thyHkumoHan BGP fall-over
+ HacTtpoiikn npotokona BFD nepeHeceHbl B pa3gen BGP fall-over
+ Peanun3oBaHa BO3MOXHOCTb NPMBA3KM route-map Kk aHoHcupyemoii no BGP nogcetu
+ Peanu3oBaHa BO3MOXHOCTb YBe/IMYeHne/yMeHbLUEeHNS METPUKM Ha onpeaeneHHoe
3HayeHve
+ Security:
+ Firewall
* BbINONHEHA KOPPEKTUPOBKA IMMMTOB Ha konnyecTtso firewall-ceccuii
+ TyHHenmMpoBaHue:
+ DMVPN
+ PeannsoBaHa nogaepxka HazHaudyeHus guHammndeckoro IP-agpeca Ha DMVPN SPOKE
* DHCP:
* YBenuuyeHo konnyecTBo ip helper-address Ha nHTepdeiice o 6
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Bepcua 1.23.3

MNepeueHb U3MEHEHUIT B BepcUu:

+ Mopaepxka mapwpytmnsatopos ESR-31/3200L/3300
* MOHUTOPWHT 1 ynpas/ieHune:
+ CLI:
+ PeannM3oBaHO NOBTOpPHOE OTOGpaXKeHe 6aHHepa BbIBOAMMOTO 40 ayTeHTudmKaunm
nonb3oBaTesisa Ha MapLIpyTU3aTope Npu HaxaTtum KomouHaumm knasuw "ctrl"+"c"
+ PeanunsoBaHa nposepka IP-agpecos, ykasblBaeMbIX B KayecTBe remote-address B syslog
host, Ha npucyTCcTBME HA camMOM MapLupyTM3aTope
+ YBenuuyeHo konunyecTso loopback-uHtepdeiicos ao 32
+ Peann3oBaHa BO3MOXHOCTb 3anvicu gamna tpaduka B dpaiin
+ Peanm3oBaHa BO3MOXHOCTb (ounsTpaumm BoiBoga komaHg show running-config n show
candidate-config no kntouy "syslog"
+ Peann3oBaHo pasgeneHve mexay Bcemu 6r1okamu KoHdurypauuia
+ PeanusoBaHo oTo6paxeHne nHgopmaumn o QSFP28 B BbiBoae komaHAbl show interfaces
sfp
+ sFlow:
+ PeanusoBaHa BO3MOXHOCTb 0TnpaBku sFlow-ctatuctukn B VRF
+ Zabbix:
+ PeanusoBaHa BO3MOXHOCTb 3anycka iperf3 cpeactsammu Zabbix-agent
SNMP:
+ PeanunsoBaHa otnpaBka SNMPv3-trap
+ SLA:
+ PeanunsoBaHo cpabaTbiBaHue track npy HeygayHom npoxoxaeHun SLA-Tecta
+ PacwumpeH BbIBOA, onepaTtuBHon nHdopmauumn o pabote SLA-TecToB
+ Peann3oBaH MexaHn3M n3MeHeHus koHdurypaumm SLA 6e3 nepesanycka Bcex TeCTOB
+ Peanu3oBaHa npuBs3ska BbiNosHeHMA SLA-TecTa K COCTOSIHUIO NHTepdieica
+ MapuwpyTtusayms:
« [No6aBneH HoBbI TMN mapLupyToB NHRP Shortcut
+ Peannm3oBaHa BO3MOXHOCTb (OUbTPaLMM MapLUPYTOB C MOMOLLLIO PEry/IsiPHbIX BblpadkeHui
+ BGP:
+ PeanusoBaH thyHkUmoHan local-as ¢ nogonuusamn no-prepend u replace-as
+ Peanm3oBaHa BO3MOXHOCTb arperMpoBaHvs MapLUpyTHOM Hpopmaumm npm
aHoHcupoBaHun no BGP
+ PeannsoBaHa BO3MOXHOCTb douibTpaumsa MappyTtos no atpubyty BGP Next-Hop
+ OSPF:
+ PeannsoBaHa BO3MOXHOCTb NepeBoaa nHtepdieiica B pexum passive ans npotokona OSPF
+ Peann3oBaHa BO3MOXHOCTb KOH(DUIyprpoBaHns Ha nHTepdielice napametpa "reference-
bandwidth"
+ Peann3oBaHa BO3MOXHOCTb BK/IHOYEHMS1 aBTOMaTn4yeckoro pacyérta OSPF-cost s
NHTepdelicos
+ PeannsoBaHa nogaepxka pexvma point-to-multipoint broadcast
+ PeanusoBaHa nogaepxka yHkumoHana ECMP gnst OSPF External mapupyTtoB (E1 v E2)
+ Multiwan:
+ MNepepaboTaH MexaHM3M NPOBEPKM NapaMeTpoB multiwan Ha sTane HaCTPONKM

+ MPLS:
+ PeanusoBaHa BO3MOXHOCTb B kKomaHze advertise-labels koHdurypuposats "prefix" ¢ kntouamm
'eq", "ge" nnn "le"
+ PacwwupeH BbiBOA MHpOpMaL M npu nogpobHomM npocmoTpe 3anucein VPNv4 n VPLS
+ Security:
*+ IPsec:
+ Peanm3oBaHa BO3MOXHOCTb Mcnosib3oBaHus "local interface” npu HacTpoiike "security ike

gateway" ans noctpoeHust IPsec oT nHTepeiicoB ¢ AUHAMUYECKUMI aapecami

10



WLC-Series. Release notes. Bepcus 1.30

PeannsoBaHa komaHga clear security ipsec vpn <VPN-NAME> nns c6poca ogHoro u3
Tekywmx VPN-coegmHeHwnii

PeannsoBaHa BO3MOXHOCTb 3afjaHus pasninuHbix PSK ans pasHbix remote-address (ike
keyring)

PeanunsoBaHa nogaepxka rpynn Diffie-Hellman go 31

+ IPS
+ PaclmpeH BbiBOg, KOMaHAbl show security ips counters
+ Firewall
+ Peann3oBaHa BO3MOXHOCTb B MpaBu/iax ykasblBarb XOCT/NnoaceTb 6e3
ncnonb3oBaHus object-group network
* Peanm3oBaHa BO3MOXHOCTb (oUbTpaLMK LUMPOKOBELLATENbHBLIX NAKeTOB ANs "security
zone-pair any self"
+ ACL:
+ Peanm3oBaHa BO3MOXHOCTb MCNO/b30BaHMA Anana3oHa tcp/udp-nopTtos B npasunax ACL
+ AAA:
* PeaninzoBaHa BO3MOXHOCTb aBTOpPU3aLMn BbINONHAEeMbIX KoMaHg, npy nomowm TACACS-
cepsepa
* QoS:

+ PeanusoBaH thyHkumoHan traffic policing
+ PeannsoBaHa BO3MOXHOCTb nepemapkuposku rnosneii CoS n DSCP Ha BbixogHOM nHTepdhelice
+ PeanusoBaHa nogaepxka peer-tunnel-QoS nonutnk gnsa DMVPN Spoke-to-Spoke TyHHenei
* TyHHenMpoBaHue:
+ Peanv3oBaHa nogaepxka npotokona TyHHenuposaHus WireGuard
+ DMVPN

+ DHCP:

YnyuuieHa CKoOpoCTb M CTabUIbHOCTb PaboThbl

JopaboTaH BbIBoA komaHabl show ip nhrp

Ona ESR-1700 ysenunyeH numut GRE-TyHHenen go 3200

Ona ESR-1700 yBenunueH numut nogkntovaemblx MGRE SPOKE go 2000 Ha kaxablit mMGRE
HUB

+ PeanvoBaHa BO3MOXHOCTb KOH(pMIyprpoBaHus napameTpa next-server ans DHCP-server pool

* NTP:

+ PeanusoBaHa BO3MOXHOCTb KOH(puryprpoBaHus NTP-server ¢ ykasaHnem He Tonbko IP-agpeca, Ho
I AOMEHHOTO MEHN
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Bepcua 1.20.4

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHUTOPVHT 1 ynpaB/eHme:
« CLI:
+ PeannsoBaHa BO3MOXHOCTb OrpaHuyeHust 4ocTyna K ssh-cepeepy mMapLupyTmsaTopa npu
nomoLm KomaHap! ip ssh access-addresses
+ PeannsoBaHa BO3MOXHOCTb OrpaHuyeHust 4ocTyna K telnet-cepsepy mapLupyTusaropa npu
nomoum komaHgp! ip telnet access-addresses
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Bepcua 1.20.3

MNepeueHb U3MEHEHUIT B BepcUu:

* MapLwpyTtumsayus:
+ BGP:
+ PeanusoBaH thyHkumoHan Dynamic Neighbors
+ Peann3oBaHbl MexaHn3Mbl yaasnieHnss community 1 extcommunity B aHoHcax
+ Peanun3oBaHbl MexaH13Mbl 3aMeHbl community 1 extcommunity B aHOHcax
+ PeannsoBaHa BO3MOXHOCTb KOH(uryprpoBaHus address-family B peer-group
+ PeanusoBaHo oTtobpaxeHne napameTtpos Next Hop, Local
Preference, MED, Community, EXT Community B BbiBOge kKomaHAabl show bgp ans
KOHKPETHOro mMapLupyTa
+ OSPF:
+ PeannsoBaHa BO3MOXHOCTb peancTpmbbroummn mappyTtoB ¢ External Type-1
+ Peann3oBaHa BO3MOXHOCTb 3a4aHunsi METPUKM MapLupyTa Nnpu peavcTpmoboumnm
+ MultiWan:
+ PeanusoBaHa BO3MOXHOCTb MapknpoBku ceccuii ons MultiwAN ans oTnpaBKu OTBETHbIX
NnakeToB Ceccun Yepes TOT e NHTepdIeinc, Yyepes KOTOPbIN NOCTYNatoT NakeTbl AaHHOW
ceccuun

+ MPLS:
+ PeanunsoBaH goyHKumoHan Inter-AS Option C
+ PeanusoBaHa nogaepxka HacTpoliku route-target both gns VPLS
+ PeannsoBaHa pa6ota MPLS over DMVPN
+ Peann3oBaHa BO3MOXHOCTb Nepegayn kagpos L2-npoTokosios Yepe3 PW npu nomoLuu
komaHabl 12protocol forward B 12vpn-eompls-view
* MOHUTOPWHT 1 ynpas/ieHune:
+ CLI:
+ Peann3oBaHa BO3MOXHOCTb BbIYMC/IEHUSA KOHTPO/IbHbIX CYMM AJ19 CEPTUINKATOB U
NINUEH3NI
+ PeannM3oBaHO 0TOGPaXXeHne AeTasibHOl NHopmaummn no crarycy pabotbl multilink
+ PeanunsoBaHa komaHga show tech-support o115 popmmpoBaHns apxmea AMarHOCTUYECKON
NHdopmaLmn
* YpaneHa BO3MOXHOCTb 3anyckaTb KomaHay monitor gns loopback-nHtepdelicos
+ Peanm3oBaHa BO3MOXHOCTb MCMNO/Ib30BaHMSA CUMBOJIOB BEPXHETO perucrpa B UMeHu
nonb3osatens B ssh/ftp/ssh/sftp-knneHtax ESR
* M3MeHeH BbIBOA OLUMOKM NOAKIYEHNs No ssh B XOcTe Npu HecoBnageHunn ssh-knoya B
COOTBETCTBUM C BO3MOXHOCTAMU ESR
* I3MeHeHbl NPOBEPKN COBMECTUMOCTM AN KomaHg, B pasgene ARCHIVE
* YHudpmumpoBaHbl NOACKA3KN A1 KOMaH KOHGUrypmpoBaHus mail server
+ OTK/I0YEH 3anyCcK pe3epBHOro KONMPoBaHUA TekyLleil KoHurypaumm npu ctapre
yCTpoiicTBa
+ Syslog:
+ PeanunsoBaHo 3anonHeHune noneii hostname u ip-agpec B syslog-naketax
* N3meHeH chopmaT cooblueHunii logging service start-stop
* N3meHeHo 3anonHeHne nons APP-NAME B syslog-coobuyeHnsx
* V3meHeH chopmar 510roBs, koTopble hopmupytoTcst Ha VolP-umne (Tonbko ans ESR-12V/12VF)
+ SNMP:
+ B ELTEX-GENERIC-MIB co3gaHa Tabnuua eltexUtilizationlfTable, cogepxaltiias cuetumkm
yTunuaaymm nHtepdiencos
+ PeanusoBaHa nogaepxka OID cntpPeersVarTable (OID 1.3.6.1.4.1.9.9.168.1.2.1) -
nocneposatesibHOCTb cntpPeersVarEntry co Bcemu B1ioxeHHbIMK atpubytammu n3 CISCO-
NTP-MIB
+ PeanusoBaHa nogaepxka OID hrSystemDate (OID 1.3.6.1.2.1.25.1.2) n3 HOST-RESOURCES-
MIB

13



WLC-Series. Release notes. Bepcus 1.30

B ELTEX-ESR-BGP4V2-MIB go6asneHa nogaepxka OID: eltEsrBgp4V2PeerAdminStatus,
eltEsrBgp4V2PeerRemoteAddrStr, eltEsrBgp4V2PeerRemoteaddrStr

B ELTEX-GENERIC-MIB po6asneHa nogaepxka OID Ana MOHUTOPUHIa MMUTOB Y
ytunusaumm FIB/RIB gns ipv4/ipv6: eltexRoutingFIBLimit, eltexRoutingFIBUsage,
eltexRoutingFIB6Limit, eltexRoutingFIB6Usage, eltexRoutingRIBUsageBGP,
eltexRoutingRIBUsageOSPF, eltexRoutingRIBUsageRIP, eltexRoutingRIBUsagelSIS,
eltexRoutingRIB6LImMIitsBGP, eltexRoutingRIB6LimitsOSPF, eltexRoutingRIB6LimitsRIP,
eltexRoutingRIB6LimItsISIS, eltexRoutingRIB6UsageBGP, eltexRoutingRIB6UsageOSPF,
eltexRoutingRIB6UsageRIP, eltexRoutingRIB6UsagelSIS

* NetFlow:
+ PeanusoBaHa otnpaBka netflow yuepe3 OOB-nHTepdelic
+ Security:
+ Firewall:
+ PeanM3oBaHa BO3MOXHOCTb orpaHuyeHuns konuyectsa firewall-ceccuin ans otaenbHbIx
npasun Npy NnoMoLyM KomaHabl action session-limit
+ IDS/IPS:
+ PeanM3oBaHa 04MCTKa CYHETUMKOB NpuW nepesarpyske 1 no komaHge clear security ips
counters
+ PeannsoBaHo oTKNOUEHNE NHTEPIENCOB C BKAOUYEHHbIM doyHKUMOHasiom IDS/IPS nocne
nepesarpysku 0 ckauymMBaHus 1 npumeHeHns curHatyp IDS/IPS
+ Peann3oBaHa BO3MOXHOCTb YKa3aHusi KoNmyecTsa npasua 418 Kateropum B npoueHTax
(rules percent), Bce (rules all) n pekomeHgoBaHHble (rules recommended)
+ PeanunsoBaHa BO3MOXHOCTb XpaHEHUsI CKayaHHbIX CUTHaTyp Ha BHellHeM HocuTene (SD/
USB)
+ PeanM3oBaHa BO3MOXHOCTb NPOCMOTpa cTaTycoB oTBeToB 0T EDM-cepBepa B debug-
pexvve
*+ IPsec:
+ PeanunsoBaHo oto6paxeHune PFS dh-group B BbiBOge kKomaHabl show security ipsec
proposal
+ PeanunsoBaHa pa6ota dyHkunoHana DPD ans IKEv2
+ TyHHenmpoBaHue:
+ PeannsoBaHa BO3MOXHOCTb paboTbl gre-keepalive npu noctpoeHun TyHHens ot IP-agpeca B
apyrom VRF
+ PeannM3oBaHO npegynpexaeHne npv BbiNnoaHeHU komaHabl no ip nhrp ipsec B HacTpolikax GRE-
TYHHENA

+ OpenVPN-cepBep, KNMEeHT 06HOBNEH A0 Bepcumn 2.5.3

QoS:

« PeanusoBaH thyHkumoHan Per-Tunnel QOS Ha ocHoBe rpynnoBbix atpubyToB anss DMVPN
MexaHn3M OTCNexmnBaHns cobbltuii (track):
*+ MNepepaboTaH mexaHn3M n3ameHeHuss napametrpa BGP AS-path prepend B 3aBucmocTu ot
cocTosiHusA track
+ Peann3oBaH MexaHn3M n3meHeHust napametpa BGP metric B 3aBMCMMOCTM OT cocTosiHUSA track
VolIP (Tonbko ans ESR-12V/12VF):
* YBenuyeHa makcumasibHasi AivHa napameTpa komaHabl sip-domain address ¢ 31 go 235
CMMBONOB B sip-profile
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Bepcua 1.19.2

MNepeueHb U3MEHEHUIT B BepcUu:

+ MopaepxaHo HoBoe ycTpolictBo WLC-3200
+ TyHHenmMpoBaHue:

Job6aBneHa BO3MOXHOCTb HacTpoiikn MTU ansa SoftGRE-TyHHenen
Ho6asneHa nogaepxka softgre-controller Ha ESR-15/30/3200

* MOHUTOPWHT U yNpaB/ieHUe:

CLI:
- [o6aBneHa komaHaa commit check ans npoBepky koHpUrypaumm 6e3 npuMeHeHus
- [o6aBneHa komaHzaa crypto generate pfx ansi reHepauuv pkcs12 koHTeliHepa

MopaepxaHa paboTa ¢ Toukoit goctyna WOP-30LS
Mepexopn K yHuBepcasibHbIM npodunnsam radio
Mepexopn K yHuBepcanbHoMy npodounnto ssid-profile
[o6asneHa komaHaa show wlc ap vap ans npocmotpa cnvcka BktoYeHHbIX VAP
Jlo6aBneHa BO3MOXHOCTb HaCTPoVikn hostname Toukn goctyna
Hostname Toukn goctyna fo6asneH B OCHOBHbIE BbIBOAbI MOHUTOPUHIA
Jo6aBneHa BO3MOXHOCTb 0UMCTKM XypHanos WLC
[Job6aBneHa BO3MOXHOCTb YBE/IMYEHNSI MaKCMMasIbHOTO YnC/a TOYeK A0oCTyna Yyepes SIMLEH3U0
Job6aBneHa BO3MOXHOCTb reHepauun TLS-ceptudpmkaros ans Wi-Fi knmeHToB
[ob6aBneHa BO3MOXHOCTb NepeonpeieseHnsa napaMeTpoB pagnonHTepdeincos Touek gocTtyna
yepes nHaMBuAyasibHble NPOtnIn
PaclumpeHa nHchopmaums o NoAKIYEHHbIX KNneHTax B BbiBoge show wic clients
OntummnsnposaHa pabota WLC B cxeme pesepBrpoBaHuA
RADIUS-cepBep:
+ [lo6baBneHa BO3MOXHOCTb aBTopu3aumm kneHtos Wi-Fi uepes LDAP-cepsep
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Bepcua 1.19.1
MepeueHb N3MeHEHWII B BEPCUN:

+ MopaepxaHo HoBoe ycTporictBo WLC-15
* MOHUTOPWHT 1 ynpas/ieHune:
+ [obasneH cepsuc crypto-sync g/ CUHXpPOHU3aumm cepTndrkaTos
+ CLI:
+ [ob6aBneHa BO3MOXHOCTb reHepauun cepTudonKaToB 1 3aKpbITOro K/itova
+ [lo6aBneHbl KOMaHAp! ip http server v ip https server ans sknoueHns WEB-cepeepa
+ [lo6aBneHa komaHga sync crypto force gna pyyHoli CMHXpPOHM3aUMK CepTUdNKaTOB

+ WEB:
+ [o6aBneH MOHUTOPUHT TOYeK JocTyna

+ TyHHenupoBaHue:

+ [lo6aBneHa BO3MOXHOCTb pacnpegeneHuns TyHHeneii ynpasnexus softgre-controller no source-

agpecam/ceTsam

+ [lo6aBneHa BO3MOXHOCTb BbI6OPOYHOro BktoYeHMs vlan B softgre-controller gnsa pexuma WLC
+ WLC:

+ MopaepxaHa paboTa ¢ Toukoii goctyna WOP-30L

* PeanunsoBaHo pesepsuposaHne WLC no VRRP
[o6aBneHbl pexunmbl 6esonacHocTn WPA2/WPAS3, WPA3 Enterprise
MopaepxaHa pabota EAP-TLS Ha nokanbHom RADIUS-cepsepe
[o6asneHa komaHga show wlc clients gna npocmoTtpa cnucka nogkntoYeHHbIX kneHToB Wi-Fi
[Job6aBneHa BO3MOXHOCTb HacTpolikn PMKSA caching
Job6aBneHa BO3MOXHOCTb HacTpoikn NAS IP B RADIUS-cepBepe npu NPOKCUPOBaHMM
[o6aBneH BbIBOA, O6LLEro KO/IMYeCTBa K/IMEHTOB Ha pajanonHTepdeince ToUKM JocTyna
[Jo6aBneHbl UMs NOsb30BaTes1A, UMS I0KaLmm, CTatyc NOAK/IYEHUS B XXYPHaUT K/TMEHTOB
Jlo6aBneHa BO3MOXHOCTb HacTPoWikn cepucoB ssh/telnet/web/snmp Ha Touke gocTtyna
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Bepcua 1.19.0

MNepeueHb U3MEHEHUIT B BepcUu:

* MopaepxaHa pabota WLC Ha ESR-15, oyHKUMOHa aKTUBUPYETCS NULEH3NEN
* MOHUTOPWHT 1 ynpas/ieHune:
+ CLI:
+ Wireless-controller nepenmeHoBaH B softgre-controller
* YnpouweH Beog MAC-agpeca B object-group mac — Tenepb He Hy)XXHO 3ajaBaTb
CTaHAAapTHY MacKy BPY4Hyto, N0 yMonyaHuio aBToMatuyeckmn 3anvcboisaetcs "ff:ff:ff:ff.ff.ff"
+ [Jo6aBneHa BO3MOXHOCTb 60/1ee yao6Horo npocMmotpa koHdurypaumm DHCP/DHCPV6 no
Kareropusm
+ TyHHenupoBaHue:
* N3ameHeHa noruka pabotbl SoftGRE-TyHHenen B pexvme wlc, nogaepxaHo ncnosb3oBaHune c-vlan
B CXeMe C TYHHeNMPOBaHNEM K/TMEHTCKOTO Tpadimka. B HoBoOW peannsauum vlan, ykazaHHbliA B
HacTpolikax SSID, nonagaet B WLC 6e3 TepmuHaummn sub-TyHHens B Bridge. s KOppekTHO
paboThbl vlan gomkeH 6bITb co3aaH B HacTpoiikax WLC 1 gomkeH 6biTb YuneHom Bridge nnu
NHTepdelica
+ WLC:
+ MopaepxaHa paboTa ¢ Toukol goctyna WEP-30L
+ [Job6aBneHa BO3MOXHOCTb NpocMoTpa KoHurypaumm WLC no pasgenam
+ [lo6aBneHa BO3MOXHOCTb MPOCMOTpa KoHurypauwmm radius-server no pasgenam
*+ MNepepaboTaHbl KOMaHAbl MOHUTOPUHIA
* B paclumpeHHOM BbIBOAE MHpOpMaLum No Touke AocTyna gobasneHo nmvs ap-location
+ B ctaructuke poymuHra Airtune go6asnieHo pasgeneHvie no nokaumnsm
+ [lo6aBneHa komaHza reload wlc ap <mac> g/19 nepesarpy3ku To4k/ goctyna
+ Service-activator — fo6aBnieH PyHKUMOHa/ perncTpaumm Todek AocTyna no ceptudukaram:
+ [lo6aBneHa komaHga join wic ap <mac_ap> 11 aBTopm3auum BCeX HeaBTOPMU30BaHHbIX
TOYEeK NpU pexnme py4yHoi asTopmnsaumm
+ [lo6aBneHa komaHza show wlc service-activator aps g1 npocmoTpa HeaBTOPM30BaHHbIX
To4ekK
+ [lo6aBneHa komaHza clear wic ap joined <mac_ap> o115 0T3biBa cepTMdrKaToB y TOUEK
pocryna
+ [Job6aBneHa komaHza aps join auto /15 HACTPOKM aBTOMaTUYECKOro pexmmMa asTopusauum
To4ek gocTyna
+ Ap-location:
+ [lo6aBneHa komaHaa mode tunnel 4ns BKIKOYEHNS TYHHENNPOBAHUSA B NTOKaL MK
+ Radius-server local:
+ [lo6aBneHa BO3MOXHOCTb HACTPOViKM vlan ans nonb3oBatens
* JlormpoBaHue:
+ [lo6GaBneHa BbIrpy3ka XypHana KNMeHTOB 1 TOYeK AOCTyna Ha BHeLHui syslog-cepeep
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Bepcua 1.18.1

MNepeueHb U3MEHEHUIT B BepcUu:

Mopaepxka mapwpyTtmdaTopoB ESR-15/30/3200
PeannsoBaH dyHKunoHan TFTP-cepeepa

+ PeanunsoBaHa BO3MOXHOCTb KOHpUrypupoBaHus route-based IPsec (VTI-TyHHenb) B VRF
* VicnpaBneHa pa6ota mexaHusma DPD ans IKEv2
IDS/IPS:
+ Peann3oBaHa BO3MOXHOCTb KOH(MIypupoBaHUsA odepesein naketos gsis IPS
MOHUTOPWHT 1 ynpas/ieHune:
+ CLI:

+ Peanm3oBaHa BO3MOXHOCTb 3a4aBaTb KO/IMYECTBO CTPOK 1 CTONBLOB TEPMUHANA KOMAHZO0M
terminal resize

+ PeanusoBaHa komaHga gns nepedopmarnposaHms pasgenos flash:syslog, flash:data n
flash:backup B cootBeTcTBUM ¢ Bepcusimu MO 1.13.0 n 6onee no3gHmumu format mtd-
partition data (a1s mapwpyTtnsatopos ESR-10/12V/12VF/14VF/
100/200/1000/1200/1500/1511)

+ PeanusoBaHa koMaHaa ans yaanenus caiinos ns pasgenos flash:syslog, flash:data n
flash:backup clear mtd-partition data (a15 mapwpyTtnsatopos ESR-10/12V/12VF/14VF/
100/200/1000/1200/1500/1511)

+ PeannsoBaHa BO3MOXHOCTb yAasleHNs KOHApurypaumm domsnyeckoro nHtepdpenca npu
nomMoLy komaHabl no interface

+ [lo6GaBneHbl NPOBEPKM NPY BbINOIHEHUM KOMaHZbI COpY, HE MO3BO/ISOLLME 3a4aBaTb
HEKOPPEKTHbIE KOMOBMHALMM UCTOYHMKA N HA3HAYEHNST KONMPOBaHMWS

+ PeannsoBaHa komaHza ynpasneHus 6anaHcupoBKoi ceccuii mexay sgpamy CPU system
cpu load-balance overload-threshold

+ PeanusoBaHbl KOMaHAbl Ans otobpaxeHus kawa firewall-failover show ip firewall session
failover n show ip nat translations failover

SNMP:
+ PeannsoBaHa BO3MOXHOCTb NoyyeHns npopmauymm o SFP-tpaHcueepax no SNMP
SYSLOG:

+ [lo6aBnieHa BO3MOXHOCTb thunsTpaumm syslog-coobLieHmnin oTaebHbIX NPOLEeCCOB Npwu

BblBOAE B snmp/telnet/ssh n koHCONbHbIE ceccun
B 3aBoackyto KoHgmrypaumo aobaeneHa Hactpoiika "domain lookup”
PeannsoBaHo fo6aBfieHe UMeHW Nob30BaTess, UISMEHMBLLEIO KOHJIUIypauuto, Npu
aBTOMAaTUYEeCKOM apXMBMPOBaHUM KOHGIUIypauumn no commit
PeannsoBaHa BO3MOXHOCTb Ha3HauyeHusi ctatmyeckoro IP-agpeca Ha nHTepdielic COToBoro
mMogema
PeannsoBaHa noggepxka YeTbIpéx pexxumos path-mtu-discovery:

+ disable

+ default

+ icmp-discard

* secure

PeannsoBaHa BO3MOXHOCTb ynpaBneHus oparmeHtaumneli GRE-naketos npy NOMoLLM KOMaHA, ip
dont-fragment-bit ignore u ip path-mtu-discovery discovery disable

+ MPLS:

+ PeanunsoBaH doyHkumoHan MPLS over GRE
+ PeanunsoBaH goyHKumoHan BGP Inter-AS Option B
+ PeanusoBaHa BO3MOXHOCTb Bbl6opa bridge B koHdpurypaumm LDP

+ MapLupyTusauus:

+ PeanusoBaHa BO3MOXHOCTb YKka3laHusi MHTepdoeiica B kauectBe router-id ansa RIP, OSPF, ISIS, BGP,

LDP

+ PeanusoBaHa BO3MOXHOCTb YKa3aHusi MHTepdeiica B kauecTBe update-source ans RIP, OSPF,

ISIS, BGP, LDP
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+ BGP:
* MI3meHeH anropuTm Bblibopa router-id Ha cneayoLLyo oYepeHoCTb:
1. ucnonb3oBaTb cTaTuyeckuia router-id
2. ncnonb3oBaTtb HaumeHbLLKnii IP-agpec loopback-nHtepdeiica
3. Mcnonb3oBartb HanMeHbLLWI IP-agpec drsnyeckoro nHtepderica
+ Peann3oBaHa BO3MOXHOCTb pPeKypCBHOro noucka no BGP-mapwpyTtam
+ OSPF:
+ Peann3oBaHa BO3MOXHOCTb YCTaHOBKM cost 1 metric type gn1a aHoHcupyembix default-
MapLUpyTOB
* PeaninzoBaHa BO3MOXHOCTb MUCMob30BaHnA npotokona OSPF Ha VTI-TyHHensax
NTP:
* M3meHeHbl AnanasoHbl ans napametpoB minpoll: 1-6 n maxpoll: 4-17
MexaHn3M OTCNexmnBaHns cobbltuii (track):
« PeanusoBaHbl KOMaHAbl 0To6paxeHust ctatyca track: show tracks 1 show track
AAA:
* MameHeHa MnHUManbHasa anuHa knoda anis TACACS-cepsepa o 1
DHCP:
+ PeanusoBaH pexum pabotbl DHCP-failover — Active/Standby

+ PeanusoBaHa kKomaHga gns ykasaHusa nons giaddr 8 DHCP-naketax ip helper-address gateway-ip

Remote-access:
+ PeannsoBaHa BO3MOXHOCTb nepegayvn MapLupyTHoi nHdopmauumn no DHCP ana PPTP-/L2TP-
KNIMEHTOB
CKOppeKTUpOoBaHbl OrpaHNYeHnst Ha MakCMMasibHOe YNC0 akTMBHbIX MapLipyToB (FIB):
+ ESR-1700 — 3000000
+ ESR-1000/1200/1500/1511/3100/3200 — 1700000
+ ESR-100/200/20/21/30, WLC-30 — 1400000
« ESR10/12V/12VF/14VF/15 — 1000000
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Bepcua 1.17.3

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHUTOPWHT 1 ynpas/ieHune:
+ SNMP:
+ PeannsoBaHa BO3MOXHOCTb MOHUTOpPUHra coctosiHust OSPF/BGP no SNMP
* FTP-knueHT:
+ PeanusoBaHa BO3MOXHOCTb KOHdpurypuposaHus IP-agpeca ftp-knunenta (ip ftp source-
address)
* TyHHenMpoBaHue:
+ PeannsoBaHa BO3MOXHOCTb aHOHCMPOBaHUA rpynnoBbIX atpubyToB ¢ DMVPN-SPOKE
*+ IPsec:
+ Metog ayTeHTudmkauun rsa-public-key nepemmeHoBaH B public-key
+ [lo6aBneHa nogaepxka gpopmaros PKCS1 n PKCS12
+ [lo6aBneHa nogaepxka tuna kntoden ECDSA
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Bepcua 1.17.0

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHUTOPWHT 1 ynpas/ieHune:
+ CLI:
+ Peanm3oBaHa BO3MOXHOCTb 3a4aHNsA KOMMeEHTapus Npu BBo4e kKoMaHbl commit
+ Peann3oBaHa BO3MOXHOCTb 3a[aHuNs TaimMayTa NoATBEPXAEHMA KOHUrypauum npu BBose
KoMaHabl commit
+ Peanu3oBaHa nogaepxka pyHKLMN OT/IOXKEHHOW nepes3arpy3ku
* YBe/IM4EeHo 4ncno npedmkcos 1 gnanasoHoB IP-agpecos B object-group network go 1024
+ Peanun3oBaHa BO3MOXHOCTb KOH(DUIYPUPOBAaHUSA rpynnbl TYHHENen
+ Peann3oBaHa BO3MOXHOCTb BbIYNC/IEHUSA KOHTPO/IbHOW CyMMbI A/15 dhaiifioB B
pasgene flash:backup/
« No6aBneH ctonbel "Date of last modification" B BbiBOoge komaHab! dir
+ SSH:
* PeaninzoBaHa BO3MOXHOCTb OTK/toHeHUs nogaepxmnsaembix HOST-anroputmos B SSH-
cepsepe
* Netflow:
+ PeannsoBaHa BO3MOXHOCTb HAcTpolikmn 3HauveHus ifindex ans self\dropped-tpacuka
+ Security:
+ IDS/IPS:
* Moppepxka paboTbl C 3epKa/IMPOBaHHLIM TpagINKOM
* BRAS:
+ PeannsoBaHa BO3MOXHOCTb 3a[aH1s Napons nosb3oBaresniel npu astopmsaumm no IP n MAC
* DHCP:
+ Server:
+ PeannsoBaHa BO3MOXHOCTb yka3aHus description B komaHae address
+ MapuwpyTtusaums:
+ Peann3oBaHa BO3MOXHOCTb [iByHanpas/ieHHOM nepegayn mapupyTtos Mexay VRF ¢ nomoLbto
KomaHabl route-target both
+ OSPF:
* PeannsoBaHa onuuoHasnbHasa nogaepxka Opaque LSA
+ PeanusoBaHa BO3MOXHOCTb 3afaHNsi MakcumanbHoro konuyectsa Nexthop ans ECMP-
MapLLpyTOB
+ BFD:
+ PeanunsoBaH BbiBOA MHGopMauun o BFD-coceactee
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Bepcua 1.15.3

MNepeueHb U3MEHEHUIT B BepcUu:

+ WLC:

MopaepxaHa paboTa ¢ Toukoi goctyna WEP-200L
Board-profile:

+ HacTpoiikn pagmonHTepdeincos nepeHeceHbl B npodunb board-profile

+ [lJo6baBneHa BO3MOXHOCTb HACTPOWMKN TO/IbKO OAHOI0 pagnonHTepdenca
SSID:

+ [ob6aBneHbl HACTPOKM NapameTpoB Ans poymuHra 802.11r/kv
Airtune:

+ [lo6GaBneHbl MOHUTOPVHT 1 yripasneHne cepsmcom Airtune
YBenuueH pasmep XxypHana cobbITuii KIMEHTOB 1 TOYEK AocTyna
B paclmpeHHyo nHhopmaumo no Touke focTtyna Ao6aB/eHbl: CEPUAHbIA HOMepP, BEPCUS NaaTbl 1
Bpems paboTbl
B BbiBog, cocTosHust WLC (show wic) no6asneHa nHcopmauusi no nofkUeHHbIM KNneHTam
MogaepxaH SNMP-moHuTopuHr WLC
CKpbITbl NApO/IN B TPACCUPOBKAX
Log-filter:

+ [lo6aBneH yHKLuMoHan chnnstpaumm noros no MAC-agpecam Toyek gocTyna
Ap-profile:

+ [lo6aBnieHa BO3MOXHOCTb HACTPOWKN N10rMpPoBaHns A1 BCEX CEPBUCOB TOUKM AOCTyNa
AP:

+ [lo6aBneH napameTp ap-model ans onpegenexHns Tmna To4kM gocTyna
Service-activator:

+ ONTUMMN3MPOBaH aniropuTM 06HOBNEeHUs MO Touvek goctyna
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Bepcua 1.14.5
MepeueHb N3MeHEHWII B BEPCUN:

* QoS:
+ [ob6aBneHa BO3MOXHOCTb YKa3bIBaTb OrpaHNYeHns nosiochkl NPOMycKaHusa B NpoueHTax ans
complex-qos
+ MapuwpyTtusaums:
« [Job6aBneHa BO3MOXHOCTb 3agaHus Policy-Based Routing ans nokanbHoro Tpadguka
MapLupyTumsaropa
* MOHUTOPWHT 1 ynpas/ieHune:
+ [ob6aBneHa BO3MOXHOCTb aBTOMaTnyeckoro o6HosneHuns MO ¢ ncnonb3osaHnem DHCP-onuuia
SYSLOG:
+ [lo6aBneHa BO3MOXHOCTb (ounbTpaumm syslog-coobLLeHNn OTAENbHbIX MPOLECCOB NpY 3anucu B
NokKanbHbI syslog-thainn nnn yganexHblii syslog-cepeep
+ [Jo6aBneHa BO3MOXHOCTb /IOrMpoBaHnNA NOTOKOB Tpadimka, obpabaTbiBaeMbix IPS/IDS, Ha
yAaneHHblii syslog-cepeep
+ Pe3epBupoBaHue:
+ PeanusoBaHa nogaepxka npotokonos STP/RSTP B bridge ans Bcex mogeneii
+ PeanusoBaHa nogaepxka npotokosioB STP/RSTP ansa domsnyecknx nHTepdeincos B pexume
switchport pnsa ESR-1x/2x
* Remote-access:
+ [Job6aBneHa BO3MOXHOCTb OrpaHuyeHnss MeTOA0B ayTeHTU(INKALMK 1 LUINGOPOBaHMA NMPOTOKO/I0B
IKE n IPsec gna L2TP-cepBepa 1 L2TP-knueHTa
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Bepcua 1.14.0
MepeueHb N3MeHEHWII B BEPCUN:

+ AAA:
+ [lo6baBneHa BO3MOXHOCTb 1UCNOMb30BaTh 3aulMeHHoe coeanHernre TLS/SSL ana LDAP
+ DPI:
+ [loGaBneHo onpegeneHune cneayowmx npunoxenuii: bittorrent-networking, ms-netlogon, ms-rpc,
ms-sms, rtp audio, secure-http, secure-smtp, vmware-vsphere
+ IDS/IPS:
+ MopaepxaHa unbTpaums otaenbHbix komadg anss HTTP n FTP
*+ IPsec:
+ [lo6aBneHa nogaepxka mode transport

* QoS:
+ [lo6aBneHa knaccudpmkaumsa no URL
+ [JobasneHa knaccudurkaumsa no npUIoKeHNsaIm
+ Track:
+ [Jo6aBneHa BO3MOXHOCTb OTCNexusaHus coctosiHusa VRRP nnim SLA-TecTta
+ [Jo6aBneHa BO3MOXHOCTb ynpaeneHunsa napametpamun VRRP, PBR, agMnHucTpaTnBHoOro ctatyca
NHTepdieiica, cTaTuyeckoro mapLupyTa, atpuéyta AS-PATH u preference B route-map
* MOHUTOPWHT 1 ynpas/ieHune:
+ CLI:
+ [ob6aBneHa BO3MOXHOCTb OTOOpaXXeHUs KOHUrypaumm yCTpoicTBa ¢ napameTpamu,
NMeLLMN 3HaYeHMe No YMOIHaHMIo
+ [lJo6aBneHa BO3MOXHOCTb B KOMaHAe ping ykasbiBatb IPv4/IPv6/DNS xocT 6e3 npedmkcoB
ip/ipvé
+ [Job6aBneHa BO3MOXHOCTb 3a4aHns naposent MeHee 8 CMMBOJ10B
+ [lo6aBneHa BO3MOXHOCTb MPOBEPKN BHELLHNX HAKOMUTENEN C MOMOLLbIO KOMaHab! verify
storage-device
+ [ob6aBneHa BO3MOXHOCTb DOPMATMPOBaHNA BHELLUHWUX HAKOMNUTENein C MOMOLLbIO KOMaHbl
clear storage-device
+ SSH:
+ Ha ctapTe ycTpoiicTBa NPOMCXOA4MT NpoBepka Hanmuns host-kntoueli n npu nx oTCyTCTBUK
NPOUCXoANT reHepaums. Kaxaoe ycTpoincTBo MMeeT yHuKasibHble ssh host-kntoum
+ Y6paH 13 obpallleHunst ycTapeBLnii Tun knroveri rsafl
+ Y6paHa komaHAa crypto key generate 13 pexuma koHduryprpoaHusi configure, BMecTo
Hee gob6asneHa update ssh-host-key B pexxum koHhurypnposaHus root
+ COOop CTaTUCTUKN:
*+ Mopacuet Tpadmka nNo HanpasneHuto Ingress n Egress ansa Netflow
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Bepcua 1.13.0

MNepeueHb U3MEHEHUIT B BepcUu:

+ MNopgaepxka mapwpytnsaropos ESR-1511 n ESR-3100
« Mopaepxka dhyHkumoHana Content-Filter ana HTTP-Tpaduka
+ Mopaepxka doyHKunoHana Anti-Spam ana HTTP-Tpadivka
+ MapuwpyTtusaums:
+ BGP:
+ YBenuuyeHue BGP RIB ESR-10/12V/12VF/14VF go 1M mapLipyToB
* YBenuuenune BGP RIB ESR-20/21/100/200 go 2,5M mapLupyToB
+ YBenuuyeHue BGP RIB ESR-1000/1200/1500/1510 go 5M mapLpyTtos
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Bepcua 1.12.0
MepeueHb N3MeHEHWII B BEPCUN:

+ IDS/IPS:
* MopgpaepxaHo B3anmogeincTeme c Eltex Distribution Manager ans nonyyeHus nuueH3npyemoro
KOHTeHTa — Habop npaswn, npeaocTaBnsiemblix Kaspersky SafeStream |l
*+ IPsec:
+ [lo6aBneHa BO3MOXHOCTb npocmoTpa debug-uHdopmaummn gns IPsec
+ MPLS:
« Oo6asneHa nogaepxka VPLS Kompella Mode
+ [Jo6aBneHbl KOMaHAbl BbIBOAA OnepaTuBHO MHdhopMaumn ans L2VPN
+ USB-Modem:
* Mopaepxka mogemos ¢ npoLumekoi HILINK
+ MapuwpyTtusaums:
+ IS-IS:
+ [lo6aBneHa BO3MOXHOCTb 3-way handshake yctaHoBneHus coceacrsa
* MOHUTOPWVHT 1 ynpas/ieHune:
+ CLI
* Y6paHa BO3MOXHOCTb ayTeHTUdMKaumm nog, nosb3osaresieM root
* TyHHenMpoBaHue:
« [o6aBneHa BO3MOXHOCTb 3aaHnst AAA cnuckos ayTeHTudmkauun ans OpenVPN-kn1neHToB
* dunbTpaums:
* HTTP proxy:
+ [lo6aBneHa BO3MOXHOCTb /IOrMPOBaHNS COOLITUIA hunbTpaLmnn
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Bepcua 1.11.12

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHUTOPWHT 1 ynpas/ieHune:
+ [Job6aBneHa BO3MOXHOCTb NPUMEHEHMA KOHJIUIypaumm, ykasaHHOW B KOMaHe nepesarpysku npu
downgrade ¢ Bepcun MO 1.26 (1w BbiWwe)
+ SNMP:
+ B ELTEX-GENERIC-MIB go6asneHna nogaepxka OID eltexSystemUptime
(OID 1.3.6.1.4.1.35265.38.100.0) ans nonyyeHusi BpemMeHu paboTbl yCTpolicTBa
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Bepcua 1.11.10

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHWTOPWHT 1 ynpaBneHune:
+ CLI
+ [lo6aBneHa BO3MOXHOCTb MPOCMOTPA NPUYKHLI Nepesarpy3ku ¢ NOMOLLb KomaHabl show
system reload
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Bepcna 1.11.6
MepeueHb N3MeHEHWII B BEPCUN:

* MOHWUTOPWHT 1 ynpaB/ieHune:
+ CLI

+ [lo6aBneHa BO3MOXHOCTb NPOCMOTPa KoNnyecTBa TyHHenel softgre ¢ nomoLbto
komaHabl show tunnels count softgre

+ [lo6aBnieHa BO3MOXHOCTb MPOCMOTpa CyMMUpYoLLein nHdopmauun o wireless-controller ¢
nomoubto komaHabl show wireless-controller access-points

+ [lo6aBneHa BO3MOXHOCTb 3a4,aHNsi HECKObKNX KpUTepUeB thunbtpauun B pipe

+ [lJo6baBneHa BO3MOXHOCTb 3anucu Bbisoga CLI B dhain

+ PeanunsoBaHbl MogndukaTopbl BbiBoga until n counter

30
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Bepcua 1.11.4

MNepeueHb U3MEHEHUIT B BepcUu:

* MOHUTOPWHT 1 ynpas/ieHune:
+ CLI:
+ [lo6aBneHa komaHga clear vrrp-state g9 nepekntoueHns mactepctea mexay VRRP
MASTER n BACKUP
* QoS:
+ ONTMMK3MPOBaH NpPoLLecC NPUMeEHeHNsA aAnHammnyeckoro QoS
+ Peanu3oBaHa npuoputnsaumsa Tpaduka oia guHammyeckoro QoS
+ MopaepxaH mexaHnsm SFQ anst nporpaMmHoin peanmsaumm QoS
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Bepcua 1.11.2

MNepeueHb U3MEHEHUIT B BepcUu:

+ MNopgaepxka mapwpyTtnsaropos ESR-3100
* BRAS:
+ MopaepxaHa paboTta BRAS B VRF ansa cxembl BK/ItoUeHNS L3
+ MopaepxaHo gobasneHue Option 82 n3 DHCP nakeToB KAMEHTOB B aKKayHTUHT
+ MopaepxaHo nonyyeHne yncna cepBrcoB u ceccnin BRAS yepes SNMP
+ SNMP:
+ MNogaepxaHo paspyLleHne TyHHeneli softgre
* MOHUTOPVHT 1 ynpas/ieHune:
+ CLI
+ [Job6aBneHa koMaHza merge, KOTopas 00beNHSIET 3arpyXXeHHY KOHburypaumio ¢
candidate-config
+ [Job6aBneHa BO3MOXHOCTb NPOCMOTPa MHpOpMaLMn 0 KOHUrypauumn onpeseneHHoro
Bridge
+ [lo6aBnieHa BO3MOXHOCTb MPOCMOTPa KOHMrypaumm onpegeneHHoli object-groups ¢
yKkasaHuem tuna
+ [ob6aBneHa BO3MOXHOCTb NPOCMOTPa KOHpUrypauumn onpegeneHHoro TyHHe s
+ [Job6aBneHa BO3MOXHOCTb NPOCMOTPa KOHpurypaumum onpegeneHHoro route-maps
+ [ob6aBneHo coxpaHeHue /I0rMHa nosib3oBartesnis B UM KOHUrypauum npu pesepsnpoBaHnm
KOHUrypaumm nokasibHO
+ [ob6aBneHa BO3MOXHOCTb NPOCMOTPA pasHuLbl MeXAy apXMBHbIMW KOHIUTypaunsMm
+ [lo6aBneHa komaHga clear vrrp-state, koTopasi ocTaHaBnMBaET BbINO/IHEHNE NPOTOKONA
VRRP Ha Bpems 3* Advertisement_Interval+1. 9To gaeT BO3MOXHOCTb MapLupyTn3aTopy,
HaxogsALwemycs B COCTOSAHMM backup, BbIMONHWUTL Nepexear MacTepcTea
+ SLA:
* MNogaepxaH IP SLA B pexxume ICMP-ECHO
* TyHHenMpoBaHue:
+ MNogaepxaHa CMHXpPOHM3aumsa TyHHenel wireless-controller mexay MapLupyTusaTopamu ¢ pasHoli
Bepcuein Mo
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Bepcua 1.11.1
MepeueHb N3MeHEHWII B BEPCUN:

*+ IPsec:
+ Peanm3oBaHa BO3MOXHOCTb OTk/toueHusi Mobility and Multihoming Protocol (MOBIKE) ans IKEv2
+ MNMoppepxka IPsec ayTeHTUdmKaumm no cepTudmkaram
* MNopgaepxka CRL n omnbTpaymmn no nonto arpnbyta Subject-name

32



WLC-Series. Release notes. Bepcus 1.30

Bepcuna 1.11.0
MepeueHb N3MeHEHWII B BEPCUN:

+ CLI
+ Peanun3oBaHa BO3MOXHOCTb donnbrpaumm no TCP/UDP-noptam npy 0TO6paXeHnmn 1 04NCTKe
firewall/NAT-ceccwuii
+ Peann3oBaHa BO3MOXHOCTb NPOCMOTPa KoHurypaumm mDNS
* IPsec:
* Peann3oBaHbl pexumMbl nepenogkitodeHnsa knmeHtos XAUTH ¢ ogHMM fiormHomM/naposnem
+ PeannsoBaHa BO3MOXHOCTb OTK/IHOUEHUSI NPOBEPKN Nonst atpmbyTa Subject nokanbHOro n
yaaneHHoro ceptudukara XAUTH
+ MapuwpyTtusaums:
+ PeanmsoBaHa BO3MOXHOCTb MCnosib3oBaHusa Multiwan Ha pppoe, 12tp, openvpn, pptp u vii-
TYHHenemn
* TyHHenMpoBaHue:
* GRE:
+ Peannm3oBaHa BO3MOXHOCTb MUcnosib3osaHms o1 GRE-TyHHenel B kayecTse JI0Ka/TbHOro
nHtepdeiica: USB-modem, pptp, 12tp, pppoe-TyHHeneit n e1, multilink-nHTepdeiicos
+ PeannsoBaHa BO3MOXHOCTb NocTpoeHns GRE-TyHHenen ot IP-uHTepdeicos otnnyHoro VRF
+ Peann3oBaHa BO3MOXHOCTb 06ecneyeHnsi L2 cBA3HOCTU Mexay KMeHTamMn 13 pasHblx
TYHHesNen B pamkax 0gHol fiokaumm B cxeme ¢ wireless-controller
* PPPoE:
+ Jlo6aBnieHa BO3MOXHOCTb UCMOMb30BaHUs cumeosio ", "/" n "\" B UMeHn nosb3oBarens
+ OrpaHuyeHa noggepxka dannosbix cuctem ana USB-Hakonutenein n SD/MMC-kapT. MNogaepxmBaeTcs
TonbKo FAT

33



WLC-Series. Release notes. Bepcus 1.30

Bepcua 1.10.0

MNepeueHb U3MEHEHUIT B BepcUu:

+ MapuwpyTtusaums:
+ [Jo6aBneHa nogaepxka NPoTokona mapLupyTtunsauun IS-IS
+ [lJo6aBneHa nogaepxka npoTokona mapLupytunsauun RIP NG
+ lMepepaboTaHo KoHUrypmuposaHne BGP
+ BGP:
« No6aeneHa nogaepxka BGP Graceful restart
« No6aBneHa nogaepxka atpuéyta BGP Weight
+ OSPF:
« No6aBneHa nogaepxka OSPF Graceful restart
* MOHUTOPWHT 1 ynpas/ieHune:
+ [Job6aBneHa BO3MOXHOCTb BK/IKOYEHMS MOHOMO/IbHOTO AOCTYNa K KOH(Urypaumm
+ [Jo6baBneHa BO3MOXHOCTb copoca CLI-ceccuin
+ [Job6aBneHa BO3MOXHOCTb OUMUCTKN CrCKa aBapuii
* TyHHenmpoBaHue:
+ [Jo6aBneHa BO3MOXHOCTb BblOOpa MeToAa ayTeHTudmkaumm nonb3oatenein ans L2TP n PPTP-
cepBepoB
+ [Job6aBneHa BO3MOXHOCTb UCNOIb30BaHUA NPUBATHOIO K/itoda u ceptudprkata OpenVPN-kiveHTa
+ MPLS:
+ [lo6aBneHa nogaepxka npotokona LDP
« [lo6aBneHa nogaepxka L2VPN VPWS
« No6aeneHa nogaepxka L2VPN VPLS Martini mode
+ [lo6aBneHa nogaepxka L3VPN MP-BGP
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Bepcua 1.8.7
MepeueHb N3MeHEHWII B BEPCUN:

+ USB-Modem:
+ [lo6aBneHa komaH/a no compression /191 3anpeTa Ucnosib30BaHMs METO/la CXXaTus 3aro/I0oBKOB
TCP/IP BaH AkobcoHa
* MOHWUTOPWHT 1 ynpaB/ieHne:
+ [lo6aBnieHa BO3MOXHOCTb BbINO/HATL KOMaHAbl N0 SSH B HEMHTEPAKTUBHbIX CECCUSAX KOMaHAHO
cTpoku (CLI)
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Bepcua 1.8.5
MepeueHb N3MeHEHWII B BEPCUN:

+ Security:
+ [Job6aBneHa BO3MOXHOCTb UCNob3oBaHUsA demo-nuueHsuii ans IDS/IPS
+ USB-Modem:
+ [lo6aBneHa BO3MOXHOCTb MCMNO/b30BaHMA cumBonoB '_, '@’ ., - An1a nons user B pexvme
KoHgourypupoBanus cellular profile
* MOHUTOPWHT:
+ [lo6aBneH gyHKumoHan Zabbix-proxy

36



WLC-Series. Release notes. Bepcus 1.30

Bepcua 1.8.3
MepeueHb N3MeHEHWII B BEPCUN:

*+ IPsec:

+ PeweHa npobnema HectabunbHo pabotsl IPsec c DMVPN n L2TPv3
+ Multilink:

+ PeweHa npobnema mapupytunsaumm Tpadmk ns multilink

+ PeweHa npobnema ¢ gobasneHnem BTOPOro 1 nocnegyowmx nirepdeincos B multilink
+ OSPF:

+ PelweHa npobnema ¢ 06HOBMEHNEM MapLLPYTHOM MHdopMaLmn
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Bepcua 1.8.2
MepeueHb N3MeHEHWII B BEPCUN:

+ Mopaepxka mapLupytusartopoB ESR-20/21/1500/1510
* OpenVPN cepBep:

* YBeNM4eHo KO/IM4YeCcTBO Nnosb3oBaTesnen 4o 64
+ ACL:

+ ESR-1X: yBeninyeHo KonnyecTso npasun 4o 255
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Bepcua 1.8.1
MepeueHb N3MeHEHWII B BEPCUN:

* OpenVPN-cepsep:
* BO3MOXHOCTb Ha3HaueHus ctartnyeckoro IP-agpeca gnsa OpenVPN-nonb3oBaresns
+ Bo3MOXHOCTb aBTOpu3auun Heckosbknx OpenVPN-nosib3oBartenein ¢ o4HUM cepTUdINKaToOM
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Bepcua 1.8.0
MepeueHb N3MeHEHWII B BEPCUN:

* TyHHenumpoBaHue:

* MNopgaepxxaH DMVPN
+ BGP:

* YBenuuenune BGP RIB ESR-20/21/100/200 o 2M mapLupyTOB

+ YBenuuyeHue BGP RIB ESR-1000/1200/1500/1510 go 3M mapLupyToB
+ SNMP:

* MNopgaepxka LLDP-MIB
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Bepcua 1.7.0
MepeueHb N3MeHEHWII B BEPCUN:

* dunbTpaums:
* MopaepxaH IDS/IPS
+ HTTP proxy: go6asneHo koHdurypmpoBaHue redirect-noptos
+ CLI:
+ ESR-1700: YBenuueHo MmakcumasibHOe KonmyecTBo object-group network go 1024
« [Job6aBneHa BO3MOXHOCTb B Prefix List, route-map ykasbiBatb npedmkc 0.0.0.0/0
+ [lo6aBneHa BO3MOXHOCTb B object-group url ykasbiBaTb CCbI/IKM B BUAE PETYNAPHbIX BbIpaXEHWI
+ [Job6aBneHa BO3MOXHOCTb U3MeHsATb MAC-agpec on3nyecknx n arpermpoBaHHbIX MHTepdeiicos
+ MNepeHoc komaHg ip http proxy redirect-port, ip http proxy redirect-port noptos n3 BRAS B
HTTP(S) Proxy
+ NAT:
« ESR-1700: ¥YBennueHo makcumanbHoe konmnyectso NAT pool ao 1024
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Bepcusa 1.6.6
MepeueHb N3MeHEHWII B BEPCUN:

+ TyHHenupoBaHue:
+ MoppepxaH HoBbI MexaHu3Mm keepalive gns softgre-TyHHeneli. MpoBepka TyHHenelk
BbIMNO/IHAETCS MO ping-probe oT KNMEHTCKUX ycTpoiicTB. HOBbLIV pexum paboTbl BKIOYaeTcs
komaHaoli keepalive mode reactive B koHdpurypaumm wireless-controller
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Bepcua 1.6.5
MepeueHb N3MeHEHWII B BEPCUN:

+ CLI:
+ [Job6aBneHa BO3MOXHOCTb BK/IHOYEHMS OAHOMOb30BATE/IbCKOIO pPeXvmMa KOHpUrypmpoBaHus
+ [lobaBneHa komaHga ans 3aseplieHus ceccuii CLI
+ [ob6aBneHo onoseLleHne 0 HenpeMeHHbIX U3MEeHEHMAX B KOHGIUrypauum npu Bxoge/Bbixoge B/v3
pexuma koHgmryprposaHus n CLI
* TyHHenMpoBaHue:
« [ob6aBneHa BO3MOXHOCTb BKIOYeHMs sub-TyHHens softgre B Bridge, koTopbliii HaxoauTcsa B VRF
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Bepcua 1.6.4
MepeueHb N3MeHEHWII B BEPCUN:

* BRAS:
+ [lo6aeneHa komaHga show subscriber-control sessions count gns nogcueta uncna ceccuin BRAS
+ [lo6aeneHa komaHga show subscriber-control services count onsi nogcyeta uncna cepsncoB
BRAS
+ mDNS:
« Oo6asneH dhyHkumoHan mDNS-reflector
+ [lo6aBneH qoyHKUMOHan dounbstpaumm cepsrucos mDNS
+ [lo6aBneHa komaHga show ip mdns-reflector nns npocmoTpa HangeHHbIX ceprcoB MDNS
+ [lo6aBneHa komaHga clear ip mdns-reflector g9 06HOBNEHNSA cnncka cepBMCOB
* MOHWUTOPWHT 1 ynpaB/ieHne:
+ CLI
+ [lo6asneHbl hunbTpbl dynamic/static n tunnel softgre gna komang show/clear mac
address-table
* TyHHenumpoBaHue:
« Nob6aBneHa komaHaa clear tunnels softgre remote-address <ip> ans ynanexus softgre-
TYHHENSA 19 KOHKPETHOM TOUKM
+ [lo6aBneHa komaHga clear tunnels softgre ons yganeHus Bcex softgre-tyHHenel
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Bepcua 1.6.2
MepeueHb N3MeHEHWII B BEPCUN:

* BRAS:
* MoppaepxaH Ha ESR-1X/2X
+ [ob6aBneHa BO3MOXHOCTb 3afaHns nHTepdeica ¢ guHamnyeckumm IP-agpecamu B kayecTse nas-
ip
* DHCP:
+ [Jo6aBneHa BO3MOXHOCTb O4MCTKM 3anuceli apeHa DHCP-cepsepa
* YBenun4yeHo uncno cratnyeckmx DHCP-3anucei B nyne go 128
* QoS:
+ [JobaBneHa knaccugurkauma Ha ncxogswem nHTepgeince, YTo NO3BOSISET HE NCMO/b30BaTb
ingress-noanTrKN
+ [Job6aBneHa BO3MOXHOCTb 3a4aHns B knacce Heckosbknx ACL
+ [lJo6baBneHa BO3MOXHOCTb 3a4aHus B knacce knaccudmkaumm no DSCP
* VolP:
+ [lo6aBneHa BO3MOXHOCTb KOHhurypmpoBaHms PBX
* ViHTepdelichbl:
+ MNogaepxaH pexum paboTbl nHTepdgelica routerport/switchport/hybrid
* MNoppepxaH E1T HDLC
* MoppnepxaH Serial (RS-232):
+ OpraHm3aums NoAKIHYEHNS C MOMOLLbI0 aHa10roBbIX MogemoB B pexume Dial up, leased line
* YnpasneHve coceHMN YyCTPOMCTBaMM NO KOHCO/N
+ MapuwpyTtusaums:
+ BGP:
* MoppaepxaH Flow Specification Rules
+ MNogaepxaH atpmbyT weight
+ [o6aBneHa BO3MOXHOCTb 3agaHus route-map default route, le/ge/eq
+ [ns onymmn remove-private-as go6asneHsl onumn all, nearest, replace

* MopgpaepxaH IP Unnumbered
« [ob6aBneHa BO3MOXHOCTb OTK/I0UeHMs oTnpaBku oTBeToB ICMP unreachable/redirect
« MoppaepxaH IPv6 Router Advertisement
* MultiWAN:
* MoppaepxaH mexaHnsm ounctkm NAT-ceccuin nocne obHapyXeHus HeLOCTYMNHOMW Lenn
* MOHUTOPWHT 1 ynpas/ieHune:
+ AAA:
+ [lo6baBneHa BO3MOXHOCTb 3adaHus IP-agpeca nctouHmka ana TACACS/LDAP-cepsepos
+ [Jo6aBneHa BO3MOXHOCTb 3a4aHuns nHtepdelica B kauectse nctovHmka ans RADIUS-
cepsepa
+ Pasmep kntoya TACACS-cepsepa pacwmpeH go 60 cuveonios
+ [Job6aBneHa BO3MOXHOCTb OTK/THOUYEHUA ayTEHTU(INKALMM Yepe3 KOHCO/bHbIV NopT
+ CLI:
+ [Job6aBneHa BO3MOXHOCTb 3a4aHnsi NCeBAOHMMOB KOMaHS,
+ [Job6aBneHa BO3MOXHOCTb NPOCMOTPa CTaTUCTUKM UCMONb30BaHUA NHTepdenca
+ [ob6aBneHa BO3MOXHOCTb NPOCMOTPa CTaTUCTUKK nUcrnonb3osaHms CPU
+ [Job6aBneHa BO3MOXHOCTb 3afaHNsi UIMEHU /15 CTaTUYecKoro MapLipyra
+ [ob6aBneHa BO3MOXHOCTb BbIYNCIEHNS XeLl CyMM (haliioB
+ [ob6aBneHa BO3MOXHOCTb NPOCMOTPA CMNUCKa TEKYLLMX aBapuii
+ [lJo6aBneHa BO3MOXHOCTb BbIK/THOUEHNA Aebara 04HOM KOMaHao
+ [ob6aBneHa BO3MOXHOCTb BbIBOAA COOOLLEHNIA MPY NPOCMOTPE JIOroB 3a OnpefeseHHbIN
NPOMEXYTOK BPEMEHU
+ [ob6aBneHa BO3MOXHOCTb BbIrPy3ku 3arpy34nkoB
+ [lo6aBneHa BO3MOXHOCTb NPOCMOTpPa OnucaHnsa npaswia B BbiBoAe KOMaHabl show ip
firewall counters
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+ [lo6aBneHa BO3MOXHOCTb KONMpoBaHusi paiinos no npotokony HTTP (S)
+ [lo6aBneHa BO3MOXHOCTb MPOCMOTPA Pa3HULLbl Mexay KoHgurypaumsimm (running,
candidate, factory)
+ [Job6aBneHa BO3MOXHOCTb NPOCMOTPA KOHpUrypaLmm ¢ MetagaHHbIMM
+ Y6paHa komaHga commit update
SNMP:
+ [Job6aBneHa BO3MOXHOCTb 3agaHnss community ans trap-coo6LeHunin
+ [Jo6aBneHa BO3MOXHOCTb 3afaHus IP-agpeca nctodHuka ansa trap-cooéeHui
+ [ob6aBneHa BO3MOXHOCTb Bbi6opa cogepxumoro Tpanos linkDown/linkUp mexay
CTaHAapTHbIM K cisco-like
+ SSH:
+ [Jo6aBneHa BO3MOXHOCTb 3agaHus IP-agpeca nctoyHuka ansa SSH-knneHta
* MoppaepxaH Cisco SLA responder
* MopaepxaH Eltex SLA
+ MNopgaepxaH SFTP-cepsep
+ dunbTpauusa 1 TpaHCIAUUS:
+ Firewall:
+ [Jo6aBneHa BO3MOXHOCTb (hunbrpauumn no nmeHn tuna ICMP-coobuieHus
« HTTP (S) Proxy:
+ [Job6aBneHa BO3MOXHOCTb onnbTpaumm no tTuny koHteHTa: ActiveX, JS, Cookies
+ [Job6aBneHa BO3MOXHOCTb ounbTpaumn/pegupekTta no 0KasibHbIM/yaasieHHbIM ClcKam
+ [Jo6aBneHa BO3MOXHOCTb 06HOBEHUS yaaneHHbIx cnmckoB URL yepe3 RADIUS CoA
+ NAT:
+ [lJo6aBneHa BO3MOXHOCTb OCYLLECTB/IATb TPAHCALMIO aapecos ¢ TyHHenst PPTP/PPPoE

+ TyHHenmMpoBaHue:
*+ IPsec:

+ [lo6baBneHa BO3MOXHOCTb 1Cnonb3oBaHus IP-agpeca, nonyyerHoro no DHCP, B kauecTse
NIOKas1IbHOTO LW3a

+ [lJo6baBneHa BO3MOXHOCTb MPOCMOTpPa pacLUMpPEeHHO MHdopMaumn 06 ayTeHTUMKaumn
TYHHenemn

* MopaepxaH XAuth knneHT

* Moppnepxka PFS (perfect forward secrecy) ¢ ncnonb3osaHuem rpynnsi DH
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Bepcua 1.4.4
MepeueHb N3MeHEHWII B BEPCUN:

* PPPoOE-knneHT:
+ [lo6aBneHbl meToabl ayteHTUdmkaumm PAP, MS-CHAP, MS-CHAPv2, EAP
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Bepcua 1.4.2
MepeueHb N3MeHEHWII B BEPCUN:

+ 3awmrta oT arak:
+ [lo6aeneHa komaHga show ip firewall screens counters, no3sonstowasn npocmarpusaTb
CTaTUCTUKY MO 3apKCMPOBaHHbLIM CETEBbIM arakam
+ PeanusoBaHa 3awmTa ot XMAS 1 TCP all flags
+ SNMP:
+ [ob6aBneHa BO3MOXHOCTb YCTaHaB/IMBaTb NapaMeTpbl snmp-server contact 1 snmp-server
location. lo6aBneHbl OID ansa aTx napameTpoB
+ PeanunsosaH SNMP View: npegocrasneHne nay 3anpeT goctyna s community v user no OID
* NTP:
+ PacwwupeH BbiBog show ntp peers: o6aBneHbl CTPaTyM M CTaTyC CUHXPOHU3aLNN
+ Firewall:
« No6aBneHa komaHaa ip firewall sessions tracking sip port, nossonsiouas Boioupars TCP/UDP-
nopt ana SIP session tracking
+ Firewall:
« No6aBneHa komaHaa ip firewall sessions tracking sip port, nossonsiouwasn Beioupars TCP/UDP-
nopt ana SIP session tracking
* TyHHenMpoBaHue:
+ PeanunsoBaH L2TP-knueHT ¢ nogaepxkor IPSec
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Bepcua 1.4.1
MepeueHb N3MeHEHWII B BEPCUN:

* TyHHenumpoBaHue:

+ Passutune GRE:

+ PeanusoBaH mexaHun3m keepalive gnsa Ethernet over GRE-TyHHenelk

* YBE/IMYEHO MakcumasibHoe konmuecTBo SoftGRE-TyHHeneli ao 8K (ESR-1200/ESR-1700)

+ [Jo6aBneHa BO3MOXHOCTb HacTpoikn MTU Ha SUB-GRE-TyHHensax

+ PasButue IPsec:

+ [lo6aBneHa komaHga encryption algorithm null B pexxume koHdurypmposaHus config-ipsec-
proposal, oTkntouatowan wudgposaHne ESP-Tpadmka

+ MNopgaepxka pabotbl policy-based IPsec B VRF

* BRAS:

+ MNogaepxka orpaHMYeHnst CKOPOCTM HA aBOHEHTCKYH0 CECCUt0

« [Nob6aBneHa komaHaa session ip-authentication B pexume koHdurypmpoaHus config-subscriber-
control. [py BKIOYEHHON onummn ayTeHTUduKaLmsa nons3osarenei npoxogut no IP-agpecy

« No6aBneHa komaHaa show subscriber-control radius-servers gna npocmoTtpa nHopmauum 06
ncnonb3yemblix RADIUS-cepeepax

+ SNMP:

* BO3MOXHOCTb NPYMEHUTb KOHUIypauuo 1 nepesarpy3vTb YCTPOWCTBO C MOMOLLbO
commitConfirmAndReload SetRequest

* MNopgaepxka areHta RMON, no3BonsoLLero cobmpartb CTaTUCTUKY O XxapakTepe Tpadmka Ha
ceTeBbIX UHTephelicax

* PeanunsoBaHo ynpasneHne VolP-cepBrucamn no npotokosy SNMP

+ MNopgaepxka oTnpaBKn yBeAOMIEHNI Npu 06HapyxeHun DoS-aTtak

+ PeanunsoBaHa otrnpaBka SNMP-traps npu AOCTMXEHM NOPOrOBbIX 3HAYEHMWIA:

+ 3arpysku ceTeBbIX UHTEPENCOoB

* GRE/SUB-GRE-TyHHenel

+ KonuuyecTtBa TyHHeNew BKIOYEHHbIX B bridge-group

* BRAS-ceccuii

+ AAA:

+ BO3MOXHOCTb yKa3aTb source-address /151 3anpoCcoB K CepBepY aBTopM3aunm 1 ayTeHTUgnKaLmum

B pexumax koHdurypmupoBaHusi config-tacacs-server n config-ldap-server
* MultiWAN:

+ [No6aBneHbl kKomaHabl wan load-balance B pexxume koHgurypuposaHus config-cellular-modem,

no3sonstoLme HacTpomTb Multiwan ¢ ncnonb3osaHmem USB-mogema
+ L3-mapuwpyTtumsauus:

* MNopgaepxka TexHonornm BFD ans ctatmyeckoi MapLupytusanmm

+ Passutune BGP:

« No6asneHbl komaHabl default-information originate B pexume koHdurypupoaHus config-
bgp-af, default-originate B pexume koHdurypuposaHusi config-bgp-neighbor,
NO3BONSAKOLME aHOHCMPOBATb MapLUPYT N0 YMO/TYaHWUIO

+ CLI

+ [lo6aBneHa nogaepxka ropsaumx knasuw Ctrl-P n Ctrl-N gns npocmoTpa nctopmm BBeAEHHbIX
KOMaHpg,

+ [lo6aBnieHa BO3MOXHOCTb MPOCMOTpPA TEKYLLLEro COCTOAHMSA 0O6BEKTOB TPEKMHIA C MOMOLLbO
komaHgpbl show tracking objects

* LLDP:

+ [lJobaBneHa nogaepxka paclumpexmsa MED ¢ nogaepxkon aHoHcupoBaHusi napameTtpos DSCP,
VLAN, PRIORITY gns pasnunyHbix TUMOB YCTPOMCTB. MNocpeacTBOM AaHHOIO pacLUMpeHns
peannsyetcs nepegadva Voice VLAN

+ Firewall:

+ PeanmsoBaHa TEXHONOMMA Knaccugukaummn Tpadmka npunoxeHui

« Nob6aeneHa komaHaa ip firewall logging screen B pexume koHurypmpoBaHus config,
NO3BONSAOLLME /IOTMPOBAaTb 06HAPYXEeHHble DoS-aTaku
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QoS:
+ PeanusoBaH mexaHusm GRED (Generic RED) ansi ynpasneHus nepenosiHeHnem odepeein Ha
ocHoBaHum I[P DSCP nnu IP Precedence
VRRP:
+ MopaepxaHa paboTa B VRF
« No6asneH VRRP track-ip
Zabbix:
* BHeapeH Zabbix-areHT
KoHchurypupoBaHue:
+ Peannm3oBaHO aBTOMaTMyecKoe YyTeHme KOHGurypauum ¢ nepeHoCHbIX HoCUTesen npu 3arpyske
yCTpoicTBa 6e3 KoHdurypauum
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Bepcua 1.4.0

MNepeueHb U3MEHEHUIT B BepcUu:

* TyHHenMpoBaHue:
+ [lJo6aBneH PPTP-knneHT
+ [lo6aBneH PPPoOE-knneHT
« Moppaepxka TyHHens Ethernet over GRE
+ Moppaepxka cozaaHmsa cabuHTepdeiicos ans Ethernet over GRE TyHHenein
+ Bo3moxHocTb yBenuuenna MTU ans TyHHeneli no 10000
Passutue IPsec:
* Mopgpaepxka XAuth ana auHamnueckux IPsec-TyHHenelk

+ Passutre OpenVPN

+ PaclumpeHuve cnucka anropuTtMOoB LWMAIPOBaHNUA 1 ayTeHTUduKaunm

BRAS:

+ Bo3moxHocTb TpaHcnsumm Tabnmubl USER IP - PROXY IP no npotokony NetFlow ans

NPOKCUpPYEMbIX COeVHEHNIA
L2 kommyTaums:
+ [lo6aBneHa komaHga force-up B pexum KoHdurypuposaHus config-vlan. B gaHHom pexvmve VLAN
BCerga HaxoAuTcsl B COCTOAHUM «Up»
L3 mapwpytmnsayms:
* BO3MOXHOCTb OMuMOHaNIbHOIo BK/ItoYeHus IPv6 cTeka Ha nHtepdeiicax
+ Passutune BGP:
* YBeNM4yeH guanasoH 3HaveHuii 4na napametpa local preference
+ PacwupeH BbiBog kKomaHabl show ip bgp neighbors
+ PeanusoBaH VRRP tracking: nsmeHexnne MED 1 AS-path atpnbyToB Ha 0OCHOBE COCTOSIHUS
VRRP
CLI:

+ Bo3MOXHOCTb MacwTabmpoBaHus pasMmepa TepMrHasia nog pasmep okHa Ha MK npu
NCNONb30BaHNM KOHCO/ILHOIO NoakatveHns. KomaHga terminal resize

+ PacwmpeH Habop gonyctumMbix cumeonoB B APN B pexunme KoHdurypuposaHus config-cellular-
profile. lo6aBneHsbl cumBosnbl "@", ".", "-"

* MOHUTOPWHT:

+ Bo3moxHocTb chunsTpaumn Tpaduka no MAC-agpecy NCTOUYHMKE/HasHauYeHs

+ BO3mMOXHOCTb NnpocmoTpa expect-ceccuin Firewall

* BbiBOA MHhOpMaLun o ctatyce nHTepderica npu BoidoBe show ip interfaces
DHCP:

+ [lJo6baBneHa BO3MOXHOCTb UCK/toUYeHns IP-agpeca 13 nyna agpecos DHCP-cepsepa

+ [Jo6aBneHa BO3MOXHOCTb 3aaHns Npon3BO/ibHOM onunn B chopmare IP-agpeca, ctpoku, HEX-
CTPOKM

NAT:
* MNopgaepxka Static NAT
NTP:

+ KomaHpga ntp enable vrf <NAME> yctapena. CUHXpOHM3auUst BPEMEHU MO NPOTOKO/Y BK/OHAETCH
KomaHgow ntp enable 1 6yaeT paspelueHa 419 BCex CepBepoB 1 NUPOB B KOHMrypauum

+ [lo6aBneHa komaHga ntp logging, nossonstowas nornposatb NTP-cobbITUSA

« [Nob6aBneHa komaHaa ntp source address <IP>, no3sonstouwasa yctaHoButh IP-agpec ans scex NTP
peers

SNMP:

+ KomaHga snmp-server vif <NAME> ycTapena. JocTyn no NpoToOKO/y BK/OYaETCst KOMaHAo0Mm
shmp-server 1 6yaeTt paspelleH anas Bcex coobuects u SNMPv3-nonb3oBarteneii B
KOHpurypaumm

* YnpaB/eHue:

+ MNopaepxka onepaunini KONMPOBaHUA MPOLLMBOK, KOHGUIypauum, cepTugrkaToB
+ lMoaaepxka onepaumii ¢ KoHdurypauwmein (commit, confirm, restore, rollback n 1. a.)
* BO3MOXHOCTb co34aHua MHTepgencos
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* BO3MOXHOCTb CMEHbI 06pasa akTueHoro Mo
+ BO3MOXHOCTb Nnepesarpy3ku ycTpoiicTa (ToNbKO Npy BKOYEHHOM Ha esr snmp-server
system-shutdown)
+ Bo3amOXxHOCTb HacTpolikm npoTokona VRRP
* MOHUTOPWHT:
* BO3MOXHOCTb MPOCMOTPa YMca CyLEeCTBYOLWUX MHTEPIENCOB 1 TYHHENen BCex TUNoB
+ Bo3amoxHOCTb NpocmoTpa pasmepa ARP-Tabnumubl
+ SYSLOG:
+ [lo6aBnieHo /lorMpoBaHne 0CTaHOBOK/3amnyCckoB CUCTEMHbIX MPOLLECCOoB
* VRRP:
« No6aBneHa komaHaa vrrp force-up. B naHHoM pexume VRRP IP-uHTepdoeiic Bcerga HaxoauTcs B
cocToAHuUMN «Up»
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Bepcua 1.3.0

MNepeueHb U3MEHEHUIT B BepcUu:

+ 3awmrta oT arak:
+ 3awwmTta ot DoS arak:

+ ICMP flood

+ Land

+ Limit-session-destination

* Limit-session-source

+ Syn flood

+ UDP flood

+ Winnuke
BnoknpoBKa LINNOHCKON akTUBHOCTMU:

+ Fin-no-ack

+ ICMP type

+ IP sweep

+ Port scan

+ Spoofing

+ Syn-fin

+ TCP-no-flag
BnoknpoBka HeCTaHAAPTHbLIX NAKETOB:

+ ICMP fragment

« IP fragment

+ Large ICMP

+ Syn fragment

+ UDP fragment

* Unknown protocols

+ Mopaepxka paspelueHnss DNS-umeH. Kewnpytowmii DNS-cepep
* MNopgaepxka npotokona LLDP

* Noppepxka 3G/4G USB-mogemos

+ AAA:

+ BGP:

* BRAS:

+ CLI

BO3MOXHOCTb pery/iMpoBK/ KONM4YecTBa HeyAauHbIX NOMbITOK ayTeHTUdMUKaLUK

BO3MOXHOCTb HACTPOIKN BPEMEHU XU3HW Naposs

BO3MOXHOCTb HaCTPOIKN MakCUMa/IbHOro KOsiMyecTBa naposien, XpaHMbIX B UCTOPUN AN
KaxKJ0ro JI0KasibHOro nosib3oBartesns

®YHKUNS HANOMUHAHMA 06 N3MEHEHUN NepPBOHAYa/IbHOIO Naposns

BO3MOXHOCTb HaCTpOVikun TarimayTa /15 ceaHca BXo4a

[Job6aBneHa HacTpoiika, paspeLuaroLias/3anpeLlaras asTopm3oBaTbCs OT UMEHW NoNb30oBaTens
root npu nogkntoueHun yepes RS-232 (console)

TpeboBaHMe CMeHbl Naposs Nocse NCTEYEHUA ero cpoka AeilncTBuA

BO3MOXHOCTb KOHTPO/IS1 CNIOXHOCTY Napons

O6beanHeHne NMPOoB B rpynrbl ¢ HAB6opom aTpubyToB

Ho6asneH atpnbyT Framed-IP-Address, coaepxauwuii IP-agpec aboHeHTa B Access-Request
naketbl npotokona RADIUS
OnTummnsaums Npon3BoauTeIbHOCTU Proxy-cepeepa

Mopaepxka npoTtokona SFTP ans 3arpy3ku/BbIrpy3ku daiizioB NPOLLMBKM, KOHGIUTypauuii 1
ceptudmkaToB

Mopaepxka USB-Hakonuteneit, SD/MMC-kapT B onepaunsix KonnmposBaHus ¢oainios NpPoLLVBKY,
KOHpurypauuin n ceptudankaroB

B0O3MOXHOCTb NPOCMOTpa pasmepoB TabnuL, U NPMOPUTETOB NPOTOKON0B MapLLpyT13auumn
B0O3MOXHOCTb NPOCMOTPa BCEX MApLUPYTOB, BXOAALLMX B yKa3aHHYH NOACETb
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DHCP:
+ DHCP client. PyuHoii nepesanpoc IP-agpeca
+ MNopgaepxxka DHCP-cepsepa B VRF
* Moapnepxka onuwii 150 (tftp-server ip) n 61 (client-identifier HH:<MAC>) ansi DHCP-cepBepa
Firewall:
* B0O3MOXHOCTb ynpasneHns ALG-mogynamm
* BO3MOXHOCTb OTK/IHOYEHUS Aporna NakeToB, OTHOCALLMXCA K CECCUN C HEKOPPEKTHbLIM CTaTyCcOM
(Hanpumep, NpK aCUMMETPUYHO MapLLPYyTU3aLIN)
IPSEC:
+ BO3MOXHOCTb YCTaHOBKM 3HaueHust any ans local address npu HacTpoiike IKE gateway
+ MNopaepxka cepTudnKaTos
L2 kommyTaums:
+ Bo3moxHocTb npoxoxaeHust BPDU uepes mocT Ha ESR-100/200
* BO3MOXHOCTb BK/HOUEHUST hm3myeckoro nopta B MocT Ha ESR-100/200
MultiwAN:
+ Peann3oBaHO aBTOMaTMyeCcKoe NnepeksoyeHe Ha pe3epBHbIil KaHaut Npu yxyalweHum
xapaktepuctuk (LOSS, jitter, RTT) TekyLiero kaHana
+ Mopaepxka pa6oTbl B VRF
* Mopaepxka LT-TyHHene
NTP:
+ Mopaepxka ayTeHTumkalmm
+ Mopaepxka dunbTpauum no Tmnam coobLLEeHWI
SNMP:
* Bo3amoxHocTb oTkNtoueHnss SNMPv1
+ Peann3oBaHbl CMMCKN KOHTPONA AoCTyna
* BO3MOXHOCTb KOHTPO/IS1 CNIOXHOCTY Naposns 415 snmp-server community
SSH:
* BO3MOXHOCTb HaCTPOIKN MakCUMasIbHOIo Ync/ia NonbITOK ayTeHTUmKauum ansa noLKIYeHUs no
SSH
* BO3MOXHOCTb HaCTpOIKN NHTepBas1a OXUAaHUSA NPOBEPKN MNOA/IMHHOCTU NoAK/IYeHnsa no SSH
+ BO3MOXHOCTb HacTpOIiK1 nHTepBasia 06HOB/IEHNA Nap Knven gia SSH
+ Bo3amoxHOCTb Bbl6opa Bepcun SSH
+ Peanun3oBaHa HacTpoiika aJiropuTMOB ayTeHTUUKaL MK, LLMADPOBaHNS, 0OMeHa K/rnyamm
+ Bo3MOXHOCTb reHepauuy RSA-koua nepeMeHHOW AnHbI
VLAN:
* YnpaBneHue onepatuBHbiM cocTosiHmeM VLAN (ESR-1000/ESR-1200)
* Moppepxka MAC based VLAN
+ Bo3MOXHOCTb aBTOMaTMyeckoro gobassieHns nopTos B cylecTeytowme VLAN
VRRP:
+ Bo3moxHocTb ncnonb3osaHns VRRP IP B kavecTse IP-agpeca uctouHmka onis GRE, IP41P4, L2TPv3
TyHHenen n RADIUS-knneHTa
* MpocnywwmeaHne VRRP IP-cepsepamu L2TP/PPTP
* MNopgaepxka VRRPv3
* VcnpaBneH HeKOpPeKTHbIN NoOpAAoK BUPTYyanbHbIX IP-agpecos B nakeTe
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Bepcua 1.2.0
MepeueHb N3MeHEHWII B BEPCUN:

* TyHHenumpoBaHue:
* Moppepxka GRE Keepalive
+ L3 mapLpyTtusaums:
+ BGP:
+ [lJo6aBneHune onmncaHus cocenem
* BkoyeHuve/BbIk0YeHNE cocenei
* YBenmyeHo cymmapHoe uncno BGP nupos go 1000
+ [pocMOoTp cymmMapHO nHghopmaLmmn no nupam
+ Multiwan:
+ [pocmoTp onepaTuBHOW MHpopMaLmn
* VRRP:
+ 3apaHne mackn nogcetn o VRRP IP
* YnpaBneHuem onepatmBHbIM cocTosiHneM Port-Channel (ESR-100/200)
*+ IPsec:
+ MNopaepxka pexuma Policy-based IPsec
+ mbkasn HacTpoiika nepecornacoBaHus kntoueli TyHHeneit (margin seconds/packets/bytes,
randomization)
+ 3akpbiTne IPsec TyHHensa nocne nepejayv 3afaHHoro Yvicna naketos/6ainT
+ 3afaHne BPEMEHHOIO NHTEPBaA, N0 UCTEYEHMIO KOTOPOrO COeANHEHNE 3aKPbIBAETCS, €C/IN He
6b1/10 NPUHATO AW NEPEeAAHO HU OAHOTO NakeTa yepes SA
+ SNMP:
+ OTobpaxeHue TekyLlen ckopocTn nHTepdeiicos B napametpe ifSpeed B IF-MIB
+ SNMP Trap:
+ Trap o NpeBbILEHNM NOPOrOBbIX 3HAYEHWIA 3arpy3kun 1 Temnepartypbl CPU, ckopocTtu
BEHTUNATOpPA, CBOOGOAHOro npoctpaHcTea RAM n FLASH
+ CLI
« OdunbTpauus MapLUpyTHOM HopMauMm No NPOToKoNaMm
+ dunbsTpaumsa no nHtepdelicy, IP-agpecy n MAC-agpecy B komaHgax ounctkm ARP/ND-Ta6nuy,
+ XpaHeHue log-thalinoB B 3HEProHeE3aBUCUMOI NaMSATH YCTPOIACTBa
* BbIrpyska log-paiinioB ¢ ycTpoiicTBa C NOMOLLLH KOMaHA4bl COpy
+ MpocmoTp cogepxumoro critlog komaHgoi show syslog
+ MpocmoTp cogepxumoro log-thainnos ¢ koHua. [lo6aBneHa komaHga show syslog from-end
+ HacTtpoiika Taimepa nogTBepxaeHuns koHdurypaumun. JjobasneHa komaHga system config-
confirm timeout
* MI3meHeHne B KOMaHAHOM MHTepdelice:
+ Cisco-like nytn ans gainos:

v1.2.0: system:..

esr# copy system:running-config
v1.1.0: fs://.../

esr# copy fs://running-config

+ AAA:
+ [loGaBnieH pexunm, B KOTOPOM Npu ayTeHTUdunKaumm 6yayT Ncnonb30BaTbCs cregyroume no
NopsiAKY MEeToAbl B Crlydae HeAOCTYNHOCTW NPUOPUTETHOTO
* NTP:
+ MNopgaepxka ayTeHTUmKaumm
+ Firewall:
* YBENM4YEHO YNCA0 Nap 30H 6e3onacHocTy Ao 512
+ [lo6aBneHa BO3MOXHOCTb MPOXOXAEHNSI NAKETOB, AJ/19 KOTOPbIX HE YAA/10Ch ONpeaeinTb
NPUHAAIEXHOCTb K KaKOMY-1M60 N3BECTHOMY COEAMHEHUNIO 1 KOTOPbIE HE ABNAOTCA Ha4Ya/10M
HOBOro coeavHeHus. [lobaBneHa komaHaa ip firewall sessions allow-unknown
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* QoS:
+ KoHthurypurpoBaHue asivHbl KpaeBbix ovepenei B Basic QoS
* BRAS:
+ WewnnwuHr no SSID n ochmcam
+ AyTeHTudpmkaumsa aboHeHToB no MAC-agpecy
* HacTtpoiika pe3epB1MpoBaH/a akTUBHbIV/pe3epBHbIA Ha ocHoBe cocTosAsHMA VRRP
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Bepcua 1.1.0
MepeueHb N3MeHEHWII B BEPCUN:

* BRAS:
+ TepMuHauma nosb3oBartenei
+ O6pabotka RADIUS CoA, Bzaumogericteme ¢ AAA
* Benble/yepHble cnvckn URL
+ KBoTupoBaHve no oobemy Tpadiuka 1 BpeMeHn ceccum, Uamn KBoTMposaHue no o6omm
napameTpam
* HTTP Proxy
+ HTTP Redirect
* HTTPS Proxy
+ HTTPS Redirect
+ TMony4yeHne cnmnckos URL ot PCRF
+ AKKayHTUHr ceccuii no npotokony Netflow
+ OnumoHasibHas AoNoNHUTeNbHasA NPOoBepKa aBTOPU30BaHHbIX Nonb3osareneit no MAC-agpecy
* Netflow:
* Netflow v10. Skcnopt ctatnctmkm no URL
* MNopaepxka VRF
* Moppaepxxka Domain Observation ID
* ViHdbopmauusa o NAT-ceccusax
+ 9kcnopt HTTPS Host
« 3kcnopT nHopmaumm o L2/L3 location
+ HacTtpoiika active-timeout
+ 3agaHue IP-agpeca ncTouHnka s naketos otnpaensembix Ha Netflow-konnektop
+ HacTpoiika akcnopTa Ha uHTepcpeice npu BknoveHHom Firewall
* VRRP:
* TpekuHr mapLpyToB Ha ocHoBe cocTosAHnA VRRP-npouecca
+ CLI:
+ ABTOZOMOMIHEHME 1 OTOBpaXeHne B NogcKaskax MMeH CO3ZaHHbIX 06bEKTOB
+ OTOo6paxeHne cymmapHoii Hpopmaumm no ceccusim Firewall n NAT
+ MpocmoTp onepaTtnBHONM MHGOpMaLUn No paboTarLlmm cepBucam/npoueccam
* VHdopmaTtmBHas nofckaska B c/iydae HEKOPPEKTHOIO BBOAA NapamMeTpoB
+ SYSLOG:
+ Bo3moxHoCTb 3agaHus IP-agpeca nctouHnka anis sanmmopeinctams ¢ SYSLOG-cepsepamm
+ L2 kommyTauus:
+ Q-in-Q cabuHTepgeiicsl
+ L3 mapLipyTtusaums:
+ Passutue VRF:
« Virtual Ethernet Tunnel (TyHHenb, cBsi3biBatoLLmii VRF)
+ Passutune BGP:
* Hacrtpoliika IP-agpeca ncTouHmka asnsi o6meHa MaplLupyTHoli nHdhopmaumeli (update-source)
* MNopgaepxka BFD
+ DHCP Relay:
* MNopgaepxka Option 82
* MNopaepxka VRF
* Moaaepxka point-to-point nHtepdeiicos (GRE, IP-IPn 1. 4.)
* ViHTepdhelicbl ynpaBnieHus:
+ SNMP:
* MNopgaepxka MAU-MIB
* QoS:
*+ YBenuueHnune uncna QoS policy-map go 1024 un class-map go 1024
+ Wi-Fi Controller:
+ lMonyyeHne HacTpoek (06cnyxmnBaembix TyHHenem SSID n napameTpsbl weiinuHra) DATA-TyHHenei
¢ RADIUS-cepsepa
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Bepcua 1.0.8

MNepeueHb U3MEHEHUIT B BepcUu:

YnyuleH KOHTPOs1b paboToCNOCOBHOCTN CETEBbLIX CEPBUCOB
AAA:
+ 3apgaHue source IP gns Bzanmogericteusi ¢ RADIUS-cepeepamun
+ YpaneHue kniwyein SSH-xocToB
* MNopaepxka yctapeBLUMX NMPOTOKO/I0B WNdIPOBaHNS 415 nogktoveHns no SSH ¢ ycTpoiicTs
ApYyrux npoussoguTenen
L3 mapwpytmnsayms:
* MultiWAN: per-flow mapLupyTrsauus
+ PekypcuBHas ctatnyeckas MapLipyTunsaums
+ BGP nogpnepxka yctaHoBku blackhole/unreachable/prohibit B kauectee Nexthop
+ Passutue VRF-lite:
* MNopgaepxka NTP
* Mopaepxka GRE-TyHHeneik
Passutume CLI:
* MNopaepKa KOPPEKTHOro A0MOSIHEHNS YAaCTUYHO BBEAEHHbIX NapameTpoB
+ OTo6paxeHue anTaiima ceTeBbIX UHTepdieiicoB B komaHae show interfaces status
+ 3ameHa npuBaTHbIX AaHHbIX NPU TIOTMPOBaHNM BBEAEHHbIX KOMaH[, Ha ***
+ [lo6aBneHbl KOMaHApbl no nat { source | destination } ana 6bicTporo yaaneHust Bceit KoHUrypaumm
NAT
VRRP:
+ Mopaepxka Bepcumn 3
+ Mopaepxka KoHurypuposaHus GARP Master napameTpoB
+ OpgHoBpemeHHoe KoHdurypmpoaHus ao 8 Virtual IP Ha npouecc
Pe3epBupoBaHue ceccuii Firewall Tenepb HacTpanBaetcs He3aBucumo oT Wi-Fi Controller'a
Multiwan:
* BbiBOA CO0O6LLEHN 06 NU3MEHEHMM COCTOSHNIA MapLUPYTOB
ESR-100/ESR-200:
+ Mopaepxka TpaHcmepoB 100BASE-X Ha komG0o-nopTax
ESR-1000:
+ bpugx: 3anpet kommyTaumm unknown-unicast Tpadmka
VHTepdoeiickl ynpaBnieHus:
+ SNMP:
+ SNMP Trap:
+ Trap o BbICOKOI Harpy3ke Ha CPU
+ SNMP MIB:
+ IP-MIB
+ TUNNEL-MIB
+ ELTEX-TUNNEL-MIB
* RL-PHYS-DESCRIPTION-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PROCESS-MIB
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Bepcua 1.0.7
MepeueHb N3MeHEHWII B BEPCUN:

* YnpasneHve yCTPONCTBOM: KOH(pUrypmpoBaHue pexrma paboTbl BEHTUISATOPOB
+ L3 mapLipyTtusaums:
+ ABTOMaTuyeckm BblgeneHHble VLAN (Internal Usage VLAN) He MeHSIHOTCS Npyu NPUMEHEHNUN
KOHpurypaumm
« MultiWAN: 6e3ycnoBHasi npoBepka Lenm
+ Y6paHa nposepka B3aMMHoro rnepeceyveHuns DirectConnect-ceTeil n ctatnyecknx mapLupyTos
* ViameHeHne TCP MSS
* VI3MeHeHue orpaHnyeHmnin Ha MakcuMasibHOe UYNC/I0 akTUBHbLIX MapLipyToB (FIB)
+ OrpaHumyeHve MakCMMasibHOro Yncna MapLUpyToB A1 KaX40ro NnpoToKosia AUHaMU4ecKom
mapLupyTtusaumn (RIB)
* Bo3MOXHOCTb thmunbTpauun maplipyTa no ymonyaxuio B Prefix List
* MNopgaepxxka BGP
+ BGP ECMP
+ ABTOKanbkynsuus Tainmepa keepalive
* Moapnepxka Policy-based routing (IPv4 only)
+ JlormpoBaHne N3MEHEHNIN COCTOSIHMA COeANHEHWI ¢ Nnupammn B npoTokosiax OSPF n BGP
* BO3MOXHOCTb npumMmeHeHus route-map g OSPF, RIP
+ Passutue VRF-lite:
+ MNopgaepxxka BGP
* MNopgaepxxka OSPF
+ MNopaepxka QoS
* YnpasneHue Maplipytuszatopom (AAA, Telnet, SSH, SNMP, Syslog, komaHza copy)
+ PasButue IPv6:
+ MNopgaepxxka BGP
+ MNopgaepxka yctaHoBky Nexthop B route-map
* NMoppepxka RADIUS/TACACS/LDAP
* Mopaepxka MultiwAN
+ TyHHenmMpoBaHue:
+ AyTeHTudpmkaums yepes RADIUS-cepsep anst PPTP/L2TP-cepBepos
* OpenVPN
* YcTapeBaHWe aBTOMaTUYeCKM NOAHSATLIX TyHHenei Ethernet-over-GRE (koHTponnep Wi-Fi)
+ PasButue IPsec:
+ MNopgaepxka npotokona DES
+ MMonyyeHve onepatnBHOM MHOpMaLUn

+ ARP/ND:
+ KoHthurypupoBaHue BpeMeHU XX13Hu 3anuncei
+ DHCP Server:
+ KoHdourypupoBaHue onumm netbios-name-server B nyne agpecos DHCP
+ Passutume CLI:
+ [poCMOTP Harpy3kun Ha ceTeBbIX MHTepdeincax
+ PaclumpeH cnmcok npotokosioB B ACL
+ Mapametp untagged/tagged caenaH HeobsazaTenbHbIM Npu yaaneHun VLAN komaHgoin switchport
general allowed vlan remove
+ MpocmoTp Tpadmka Ha ceTeBbIX MHTepdelicax
* VRRP:
+ KoHdpurypupoaHue preempt delay
+ OaHOBpeMeHHOe KoHuryprpoBaHme Heckonbkux Virtual [P
+ Multiwan:
+ poBepka Bcex uenei n3 target list
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ESR-100/ESR-200:
+ -based QoS
+ ACL
ESR-1000:
+ ABTOMarun4yeckoe onpegenenne SFP-tpaHcmepa ans 10G noptos
« Bpuaox: sonaumsa TyHHenen nnm cabruHtepdencos B bpuaxe
SYSLOG: [lo6aBneHa ycTaHOBKa timezone nepep, BbIBOAOM COOOGLLEHNI
VHTepdoeiicbl ynpaBnieHus:
+ SNMP:
+ SNMP Trap
+ SNMP MIB:
« ENTITY-MIB
* IANA-ENTITY-MIB

WLC-Series. Release notes. Bepcus 1.30
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Bepcua 1.0.6
MepeueHb N3MeHEHWII B BEPCUN:

* YnpaBneHne 1 MOHUTOPWHT:
+ ABTOMAaTMYECKOE pe3epBrnpOBaHNE KOHGUrypawumm
+ C60p CTaTUCTUKK:
* Netflow v5/v9/v10(IPFIX)
+ sFlow
+ Tabnuua MAC-agpecos:
* BO3MOXHOCTb OrpaHmyeHus nydaembix MAC-agpecos
* BO3MOXHOCTb perynmpoBaHunsi BpeMeHn xpaHenns MAC-agpecos
* YnydweHwue nornposaHus B Syslog:
+ JlormpoBaHue KPUTUYHbIX KOMaHL4,
+ JlornpoBaHue paboTbl NPOTOKO/I0B MapLLpyTU3aLmum
+ Passutume CLI:
« QunbTpauus TpaccupoBok koMaHg no | include/exclude/begin/count
+ [lopaboTka pexunma NoCTPaHNYHOro NPOCMOTPa KOMaHA,
+ MepeBog NnpocMmoTpa haiinos syslog Ha NOCTPaHNYHBIN PEXUM
+ Mopaepxka BBOAA NOpTa, Ha KOTopoM paboTaet cepsuc TFTP/SSH/FTP Ha yganeHHoOM cepBepe B
KOMaHge copy
+ [lo6aBneHo otobpaxeHune Bo3pacTta ARP/IPv6-3anuceit n Self-sannceli B komaHgax show arp n show
ipv6 neighbors
* I3meHeHnsi B KOMaHAHOM UHTepdpeiice:
+ [lo6aBneHa komaHga ip path-mtu-discovery
+ DHCP: KomaHpa ip address dhcp enable nsverneHa Ha ip address dhcp

v.1.0.6:(config)# interface gigabitethernet 1/0/1
(config-if-gi)# ip address dhcp

v.1.0.5:(config)# interface gi 1/0/15
(config-if)# ip address dhcp enable

+ DHCP: KomaHpga ip address dhcp server <IP> nameHeHa Ha ip dhcp server address <IP>

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp server address 10.10.0.1
v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp server 10.10.0.1

+ DHCP: KomaHga ip address dhcp {<Ignore, lease-time, reboot, set reboot time, retry,
select-timeout, timeout, vendor-class-id>} namexeHna Ha ip dhcp client {<Ignore, lease-
time, reboot, set reboot time, retry, select-timeout, timeout, vendor-class-id>}

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp client timeout 60

v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp timeout 60

+ Firewall: KomaHaa show security zone-pair counters nsveHeHa Ha show ip firewall
counters

v.1.0.6: # show ip firewall counters
v.1.0.5: # show security zone-pair counters

+ Firewall: KomaHaa clear security zone-pair nsmeHeHa Ha clear ip firewall counters

v.1.0.6: # clear ip firewall counters
v.1.0.5: # clear security zone-pair

- sNAT: KomaHaa service nat source 3meHeHa Ha nat source
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v.1.0.6: (config)# nat source
v.1.0.5: (config)# service nat source

« dNAT: KomaHpaa service nat destination nsmeHeHa Ha nat destination

v.1.0.6: (config)# nat destination
v.1.0.5: (config)# service nat destination

+ NTP: KomaHpa service ntp {< broadcast-client, dscp, enable, peer, server>} nsmeHeHa Ha
ntp {< broadcast-client, dscp, enable, peer, server>}

v.1.0.6: (config)# ntp peer 10.10.10.10
v.1.0.5: (config)# service ntp peer 10.10.10.10

* MULTIWAN: KomaHpga target <IP> nsveHeHa Ha ip address <IP>

v.1.0.6: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# ip address 10.10.0.1

v.1.0.5: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# target 10.10.0.1

+ IPsec: KomaHga ipsec authentication method psk nameHeHa Ha ipsec authentication
method pre-shared-key

v.1.0.6: (config)# remote-access I2tp elt

(config)# ipsec authentication method pre-shared-key
v.1.0.5: (config)# remote-access I2tp elt

(config)# ipsec authentication method psk

+ PasButume QoS:
*+ Mpuoputesauns ynpasnsaoLwero Tpaduka
+ Passutue Firewall:
* YnpaBfieHve Taimepamun 1 KOsIM4eCTBOM CECCUin
+ PasButme SSH:
+ leHepauus kntodeii RSA, DSA, ECDSA, Ed25519
+ PasButume NAT:
+ Bo3moxHocTb paboTbl NAT npu BbikntoueHHom Firewall
* Ncnonb3oBaHue bridge B KomaHge orpaHuyeHns 06nactv NPUMEHEHWS Tpynnbl NpaBu
+ Paszsutne MultiwAN:
+ YkaszaHue SUB-nHTepdhelicoB B KayecTBe L/io3a
+ PasButrne SNMP:
* Moppaepxka ifXTable
+ SNMP IPv6
* BkoyeHve/oTkNoYeHne nosib3oBartens 418 HA3KOYPOBHEBOIO AOCTYNa TEXHUYECKOW NoaLepX K/
* HacTtpoiikn nponssonbHoro MAC-agpeca Ha ceTeBoM MOCTY
+ L3 mapLipyTtusaums:
+ Passutune BGP:
+ ExtCommunity
* Pexum yganeHusi npmBatHbIx AS
+ Pexum aHoHcupoBaHus default-maplpyTta Hapsay ¢ gpyruMm mapLipyTamm
+ dunbTpauusa 1 Ha3HaYeHre napameTpoB Ha MapLupyThbl NPY peaucTpruoboLUn
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Bepcua 1.0.5
MepeueHb N3MeHEHWII B BEPCUN:

+ Passutume CLI:
* YpaneHve ogHOTUMNHbIX CYLUHOCTEl 0gHO KoMaHaol Yepes onuuto ‘all’
+ ViHTepdelichbl:
* Moapnepxka Jumbo Frame (MTU go 10000 6aiiT)
+ HasHaueHuve npedmkcos /32 Ha Loopback-nHtepceiicol
+ Firewall:
* BO3MOXHOCTb NpepbiBaHNSA/OUNCTKN YCTAHOB/IEHHBIX CECCUIA
« OTKNoueHne goyHkumm Firewall
* QoS:
+ MapkupoBaHune/nepemMapknpoBaHune Tpadmka
* MyTtauyms kogos DSCP
* Wepapxuueckuii QoS (HQoS)
* YnpaBneHue nonocoii nponyckaxusi (shaping), war 1k6ut/c
+ PesepBurpoBaHne nosockl No knaccam tpadguka (shaping per queue)
* YnpasneHue neperpyskoi ouepenein RED, GRED
* YnpasneHue oyepeasamn SFQ
+ -based QoS
+ CeTeBble CEpPBUCHI:
+ Cnucku KoHTponsi goctyna (ACL)
+ MNopgaepxka Bblgayun IP-agpecos DHCP-cepsepom no MAC-agpecy KnMeHTa
* Mopaepxka comnsrpaunmn no MAC-agpecam B Firewall
+ MNogaepxka ogHoBpeMeHHol paboTtel DHCP-cepsepa v Relay-areHta
* Telnet, SSH-knMeHTbI
+ Mopaepxka nHTepdeincos E1:
+ CHAP
+ PPP
+ MLPPP (Multilink PPP)
+ AAA:
+ AyTeHTudomkaumsa n aBTopmsalmsi No /iokasibHoM 6a3e nosb3oBaresnield, no npotokonam RADIUS,
TACACS+, LDAP
* AKKayHTUHT KoMmaHg, rno npotokosy TACACS+
+ AkkayHTUHr ceccuin: SYSLOG, RADIUS, TACACS+
* YnpaBneHve YPOBHAMU MPUBUIErUIA KOMaHL,
+ L3 mapLipyTtusaums:
+ Passutune BGP:
+ ®dunbTpauusa no atpubytam n mogudmkaumsi atpuoyTos (local preference, AS-path,
community, nexthop, origin, metric, subnet)
* Mopaepxka dyHKuun Route-Reflector
* HacTpoiika napameTpoB ayTeHTU(IMKaLUW AN ONpefesieHHOoro coceaa
* Mopaepxka 32-pa3psfHbIX HOMEPOB aBTOHOMHbIX CUCTEM
* BO3MOXHOCTb MpOCMOTpa NoJTy4eHHbIX OT cocefia M aHOHCUPYeMbIX coceny npedurkcos
+ BO3MOXHOCTb NpocMoTpa nHpopmMaLmm no onpegeneHHoMy npegukey
+ Passutue RIP:
+ CymMmMUpOBaHMe aHOHCHpYyeMbIX NoaceTei
+ Cratnyeckoe coceicTso
+ Passutne OSPF:
+ CymMMUpOBaHMe aHOHCHpYyeMbIX NoaceTtei
* Moppaepxka napametpa eligible ana NBMA-uHTepdeiicos
* YnpaBneHue pacnpocTpaHeHneM MapLupyToB (MPedrKC-IMCTbl C BO3MOXHOCTbHO 3a4aHust
A0MyCTUMbIX NPEINKCOB C MCNO/b30BaHMEM npaBws eq, le, ge)
« Cratnyeckne mapupyTbl ¢ HadHaveHnem blackhole/prohibit/unreachable
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VRF Lite:
+ Pa6ota ceteBbIX oyHKUWMI B KOHTEKcTe VREF:

+ IPv4/IPv6-agpecaums

+ Cratuyeckasa mMmapLupyTmsayms
« NAT

+ Firewall

MOHUTOPWHI CUCTEMHbIX PECYPCOB:
* MOHUTOPUHT coeauHeHmii/noTokoB (flow)
* MOHUTOPWHT Tab/uL, MapLupyTU3aumum
Ynydwenus B pabote Syslog
Pe3epBupoBaHne MapLLpyTU3aTopoB:
+ PesepBupoBaHue ceccuii Firewall
* Pe3epsupoaHue apeHg DHCP-cepsepa
+ PesepBupoBaHune SoftGRE-TyHHenein ansa touek goctyna Wi-Fi
Mopaepxka agpecaunn IPv6 B criefyowmnx ceTeBbIX cepBucax:

Appecaumsa

Cratuyeckas mapLupyTmsauus
Firewall

OSPFv3

Prefix-List

NTP

Syslog

YTunutsbl ping, traceroute
Telnet client/server

SSH client/server

DHCP Server/Relay/Client

* SNMP:

+ [lo6aBneHa nogaepxka npotokona SNMP v3
+ [lo6aBneH SNMP MIB (MoHuTopuHr) anst QoS

WLC-Series. Release notes. Bepcus 1.30
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Bepcua 1.0.4
MepeueHb N3MeHEHWII B BEPCUN:

+ CLI:
+ BO3MOXHOCTb MMMOpPTa U 3KCnopTa oaisioB ¢ NOMOLLLK nNpoTokonos FTP, SCP
+ [pocMoTp KOHGUrypauuii no pasgenam
* BO3MOXHOCTb 06HOBNEHMSA U-bOOt M3 KOMaHAHOro NHTepdielica CUCTEMbI
* I3mMeHeHne B KOMaHAHOM nHTepdelice:
+ NAT: KomaHga proxy-arp interface n3meHeHa Ha ip nat proxy-arp

v.1.0.4: (config)# service nat source

(config-snat)# proxy-arp interface gigabitethernet 1/0/15 SPOOL
v.1.0.3: (config)# interface gigabitethernet 1/0/15

(config-if)# ip nat proxy-arp SPOOL

+ IKE: KomaHga policy nsmenexa Ha ike-policy

v.1.0.4: (config)# security ike gateway gw1
(config-ike-gw)# policy ik_pol1

v.1.0.3: (config)# security ike gateway gw1
(config-ike-gw)# ike-policy ik_pol1

+ IPSec: KomaHga vpn-enable nameHeHa Ha enable

v.1.0.4: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# vpn-enable

v.1.0.3: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# enable

« VTI: KomaHga interface vti nsmeHeHa Ha tunnel vti

v.1.0.4: (config)# tunnel vti 1
v.1.0.3: (config)# interface vti 1

+ DHCP: KomaHga service dhcp-server nsameHeHa Ha ip dhcp-server

v.1.0.4: (config)# ip dhcp-server
v.1.0.3: (config)# service dhcp-server

+ SNMP:
+ [lo6aBneHa nogaepxka npotokona SNMP ansa MmoHUToOpuHra
* MoaaepxaHbl cTaHaapTHble SNMP MIB (MOHUTOPUHT)
* OYHKUMM MapLipyTusaumm:
+ Authentication key-chain
+ OSPF:
+ NSSA
+ Stub Area
+ MD5 AyTteHTudomkaums
* Pexxum MTU Ignore
* RIP:
+ MD5 AyTteHTudomkaums
+ BGP:
* Mopaepxka EBGP Multihop
* Moppaepxka atpubyTa next-hop-self
+ Cratnyeckas MapLipyTtnsaums:
+ MNopaepxkKa KOHPUTYpPUPOBaHUA HECKO/TbKMX MapLLPYTOB MO YMO/THaHUI0
+ KoHdurypupyemblii preference gns npoTokon0B MapLipyTm3aumm
* OYHKUMM pe3epBUPOBaHUS:
* MNopgaepxka VRRP
* Moppepxka pesepsrpoBaHmsa DualHoming
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+ KoHTponb 1 pesepsupoBaHne WAN (Wide Area Network) coeimHeHwit
+ BanaHcupoBka Harpy3ku Ha WAN-uHTepelicol
Mpotokon DHCP:
* Moppepxka DHCP relay
QOS:
* Mpuoputnsaymna Tpaduka
+ O6pa6oTka L3-nproputetos (DSCP)
+ Mopaepxka 8-My NPUOPUTETHBLIX ovepeseit
« Anroputmbl 06paboTkn ovepegeii SP, WRR
* YCcTaHOBKa OrpaHn4eHus nponyckHOM CcrnocobHOCTU MHTePKENCcoB 419 BXOASLLErO N UCXOAALLErOo
Tpadmka
VHTepdoeiichi:
+ Moppaepxka loopback-nHtepdeiicos
NAT/Firewall:
+ MNopaepxka N3MeHeHNa Hymepauun npasun
*+ MpocmoTp nHhopMaLmmn 06 yCTaHOB/IEHHbIX CECCUAX
+ [lopa6oTaH MOHUTOPUHI ceccuii ansi paga npotokonos (H.323, GRE, FTP, SIP, SNMP)
+ AKTMBaUMs 1 feakTMBaunst CHETYMKOB Tpadmka ceccui
* I3meHeHne B KOMaHAHOM MHTepderice: yny4dlleHo aBToLOoNo/IHEHE KOMaHL,
3epkanimpoBaHue:
* Mopaepxka PyHKUMN 3epkasimpoBaHusa Tpadmka

66



WLC-Series. Release notes. Bepcus 1.30

Bepcua 1.0.3
MepeueHb N3MeHEHWII B BEPCUN:

* KommyTauus:
+ KoHdourypuposaHune VLAN
* LAG (static n LACP)
+ STP/RSTP/MSTP
* N3onsaumsa noptos
* Bridge-rpynnbl
+ MapuwpyTtusaums:
+ OSFP
* BGP
* RIP
+ NAT:
* Proxy ARP gnsa Source NAT
* YpaneHHblin JocTyn:
+ L2TPv3
* IPv4-over-IPv4
+ GRE
+ Syslog:
+ BO3MOXHOCTb HACTPOIKM TOrMPOBaHKs B yaaneHHbix ceccusix (SSH u Telnet)
+ ®opmart coobleHuii npueeaeH kK RFC5424
+ JKypHasimpoBaHue BBOANMbIX KOMaH[
+ CLI:
* Bo3MOXHOCTb 06HOBNEHMS NporpaMMHoro obecneyeHus yepes CLI
+ BO3MOXHOCTb MPOCMOTpa onepaTnBHOIO COCTOSHUA NHTepdelicoB
+ Mopaepxka yTunnsaumy nopTos
+ Mopaepxka npocmoTtpa ARP-Tabnuubl
+ KomaHga npocmoTpa cepuinHoro Homepa
+ KomaHga npocmotpa Bepcun hardware
+ Mopaepxka ouncTtkm ARP-Tabnmubl
+ CuCTeMHble NnpaBku:
+ MNopaepxka NMUEeH3MpoBaHnA
* Moppaepxka kHonku "Flash”
+ Peanun3oBaHa aBTOMartnyeckas basiaHCMpoBKa Harpysku Mexay sapaMv MapLlipytusatopa
+ besonacHocCThb:
+ Mopaepxka rpynnbl MmeToaoB ayteHTudmkaumm SHA-2 B IKE IPsec

67



WLC-Series. Release notes. Bepcus 1.30

Bepcua 1.0.2

MNepeueHb U3MEHEHUIT B BepcUu:

* KoHgourypupoBaHme:

B03MOXHOCTb KonvpoBaHust kKoHdurypauum Ha (c) TFTP-cepeep(a)

Hostname

CuctemHoe Bpems (BpyUHYH0)

OnucaHne nHtepdelicos

B0o3MOXHOCTb (hunsTpaumm galipeonom Tpadvika TpaHC/IMPOBAHHOTO /IM60 HETPAHCIMPOBAHHOIO
cepsucom DNAT

B03MOXHOCTb UTHOPUpOBaTL onpenaesneHHble onuun B DHCP-knneHTe

N3meHeHust B komaHaax IPSec, cBA3aHHbIX C ayTeHTudukaumen n wmngposaHmem
MpoBepka Ha aybnmpoBaHne nHgopmaummn B object-group service/network
Bo3MOXHOCTb cObpoca K 3aBOACKOWN KoHdmrypaumm

BO3MOXHOCTb HACTPOiKM YaCOBbIX MOSCOB

OnepaTnBHas MHgopMaLus:

MapameTpbl OKPYXXEeHUSI CUCTEMbI

+ AKTUBHbIE CECCUM MOMb30BaTeNem

Harpyska Ha thrsnueckux nHrepdoeicax
CocTosiHMe normyeckux nHtepdencos
CUeTuMKN Normyecknx nHTepdencos

YaaneHHsblii 4oCTyn:

NTP:

PPTP
L2TP/IPSec

PexuMbl cepBepa, Nvpa, KNMeHTa

MHgukaumna 10G nopTtos
YTUNnTbL:

Ping
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Bepcua 1.0.1
MepeueHb N3MeHEHWII B BEPCUN:

+ TpaHcnaumsa agpecos:
+ Source NAT
+ Destination NAT
+ Static NAT
* Buptyanmsauus, VPN:
+ IKE
* TyHHenupoBaHue (IPsec)
+ LundposaHune coeauHeHnii (3DES, AES)
+ AyTeHTudpmkaums coobuleHunii no anroputmam MD5, SHA1, SHA256, SHA384, SHA512
+ CeTeBble CEpPBUCHI:
+ DHCP Server
+ DHCP Client
* DNS
+ L3 mapLipyTtusaums:
+ Cratnuyeckne mapLupyTbl
* OYHKUMM CETEBON 3aLLMUTbI:
+ Firewall
* YnpaB/eHue:
* ViHTepdhelicbl ynpaBnieHus:
« CLI
* Telnet, SSH
* YnpaBneHue JocTynom (fokanbHas 6aza nosib3oBateneii)
* YnpasneHune KoHdurypaumei
+ ABTOMAaTMyecKoe BOCCTaHOB/IEHNE KOHUrypaLmm
+ O6HOB/EHVEe NporpamMmmHoro o6ecnedyeHns (u-boot)
* MOHUTOPWHT:

+ Syslog

[Mpon3sBoanTeibHOCTb:
[poussodumensHocms Firewall (6onbwue nakemsi) 59 reum/c
[poussodumenbHocmb NAT (60/1bWwiue nakemai) 59 reum/c
[1poussodumesnbHocms IPsec VPN (6onbwue nakemel) 3,7 rum/c (AES128bit / SHAT)
Konuyecmso VPN-myHHeneu 100
Konuyecmso cmamuyeckux Mapuwpymos 100
Konuyecmso KOHKYpeHmHbIX ceccul 512 000

OrpaHuyeHuns: Bepcuu:

+ lMponyckHas cnocobHocTb orpaHnyeHa (500M6uT/c Ha IPsec-TyHHenb)
+ bBanaHcupoBka Harpy3ku CPU nogaepxaHa ¢ orpaHuyeHnsiMm

* He nopaepxmBaetcs policy-based VPN

+ O6HoBneHune MO Tonbko cpeacTeamm u-boot

+ CraTtunyeckoe ynpasneHue switch

+ Het annapatHoro yckopenus bridging

* HeT koHurypuposarusi VLAN (bridging)

+ Het nogaepxkn SNMP, Webs
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* Het koHuryprpoBaHusa timezone
+ OtcytcTtByeT NTP
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