SHELTEX

!
Y™ 0 ir neKCHble pelleHtA 1A MOCTPORHMA CeTeli

CepBuCHble MapLupyTusaTopsl cepun ESR
ESR-3200

[orpaHnYHbIA KOHTPOIIEP CeCccuii
ESBC-3200, VESBC

CnpaBo4yHuk komaHg CLI
Bepcua MO 1.6.0

I www.eltex-co.ru



E-SBC. CrnpaBo4HUK komaHg, CLI

CopepxaHue
T UBBEIEHYIE ...ttt ettt ettt et h ekttt at e e h e bt e bt et e ea bt ea et eh e e eh e ekt et e et e eateeheeehe e bt e bt eateentesheeehee bt enteeateeas 3
2 VICTOPMISI VIBMEHEHMIM . .....veeuvieeiieeieetieeteeteeteeteeaeesstesseesseenseasseassesssasseanseanssassesssesssanseanseenseanseasseassanssenseensennsesssesnsanseensenn 5
3 MpaBuna No/ib30BaHUSA KOMAHOHOM CTPOKOM ......cccvvieiiierieeitieetieeteeeteeereeeereeebeeseseessseessseessseesssesssseessssesseessasasees 6
4 CTPYKTYPA CUCTEMBI KOMBHL .....eeveenttenteeuteettesttesteeteeteeutesttesteesseenseamsesatesaeesbeeseenteemseeatesbeesbeenteenseensesmnesbeesbeenseeseans 12
5 KomaHAbl NO/Ib30BATENBCKOTO MHTEPMIEIMCA. ... .ecueeeieeietieiieieeiteeetesteeteeteetesebessaesseesseenseensesssesssesssenseenseensesnsennns 35
6 YnpasneHue nNporpaMMHbIM 06€CNEYEHNEM N KOHBIUTYPALMEM .....c..veeeeieriieiieeiieeereeeieeeereeeveeseveeseveeseseesaneeseneas 63
A = = Toa o107 e B =Y = O TSRS 101
8 HACTPOMKA TETP-CEOPBEPA ....eevvitietieiieitete et et et e it eteete st e s st e s st esseenseesseessesssesseenseenseanseassesssasseanseenseensennsenssannean 238
O HACTPOMKA WEB-CEPBEPA ....vvieveieiiieiieetieeeieeeteeeteeeveeeeveeseseessseessseassseessssassseassseessssasseeessesassaeassaessseessseesssessssenes 241
TO HACTPOMKA DINS ...ttt ettt ettt e et e et e st e et e ea e eaeen s e se et esees e eseemsensenseeseeseeseensensanseseeneeseeneensansenes 244
TT HaCTPOMKA MDINS-TEFIECTON .........iivieieeieieee ettt ettt ettt bbb e te et eseessesse b e seereeseessensensenns 249
12 HacTpoiika OOLLECUCTEMHBIX MAPAMETPOB .......veeiuvierireetreerireestteesteeeseeeseeesseasseesseessseessseessssessseesssessssssssesessesssses 253
13 YNPABNEHNE CUCTEMHBIMU HACAMMU.......coueiueeeierttenteeteeteeetesteesteenteeteemsesaeesseesseenseeteaasesstesbeesbeeseensesnsesseesseesseanseens 277
TA HACTPOMKA AAA ...ttt ettt ettt e st e s bt e teeateseeeesee s st esseenseessesseeeseesseenseenseansesssesseeseenseenseansesssesseenseenseans 297
15 KoHMrypmpoBaHme N MOHUTOPUHE UHTEPMIEICOB ......ccuvieviieiiieiieeiieeteeeereeeaeesveeesveeseseeseseesaseessseessseesseenseeenses 360
16 YNPABNEHUE L2-OYHKLMAMY ...ttt ettt et sh ettt ettt st sh e s bt et e et e eatesatesbeesbeenteenteensesbeesbeenneenteans 477
17 PaboTa C aPECHDBIMU TABTTUMLAMMU. ......cccvieereeeieeeierteeteeeteeteeeeesseesseeseessesssesssesseesseeseensesssesseesseessesnsesssesssesseesseensenns 526
TB HACTPOMKA VRF ...ttt ettt e et e et e et e e e sbeeesbeeeebeesebeassbeessaeasseessseasseessseessseessesensaesnseensses 542
TO HACTPOMKA IP-BLPECALINN .....c.oeieeeieieeeee ettt ettt ettt e et te et e e st et e ene e s eseseeseeseeseensensansenseereeseeneensansenes 546
20 HACTPOMKA IPVO-BLPECALIMM ......cceeeeieniieiieeeeiteeitesttesteeteeteessesstesseesseesseasseassesssasssenseenseanseassesssesssanseenseessenssesssensean 553
27 YNPABNEHUE MPOGIMIISIMU .....evvienrrieniieetieeteeeeteeeseeeseeseseeseseeseseassseaasseessseessssassssasssessssssssesessessssssssessssessssessseessseenes 568
22 YTIPABIIEHUE INAT ..ottt ettt et e a e a e e bt et e ea bt ea st eae e ea et sh e e bt e bt en bt eabeea b e es e e bt enbeenbeenbesanesneennean 589
23 YnpasneHue TyHenupoBaHneM, VPN U YAGNEHHBIM JOCTYTIOM .......coiuieiieerieeaieeerieeeauteeateeesteeesseeaseeeseesnneesnneans 616
24 MAPLUPYTUBALM .....veeeereeniieeireesteeeteeeteeeseeesseeessessssesssseessseessseassssassseassssessssassssasssessssssssessssesssesssseesssesssseessseessseanes 793
25 HACTPOMKM IMPLS ...ttt ettt ettt ettt et e e st et e e e ee s bt es e emeem e e s enseeseeseeseeneensenseseeneeneeneensensenes 1033
26 PEIEPBUPOBAHMIE ..ot et e et teette et e et e e et e aateeaaeeeaseeeaaeeeaaeeeaneeaasee e st e aabee et e e eabeeeabeeeabeeenneeenteeenteeenteeaateeneean 1070
27 YTNIPABIIEHUE KITACTEPOM.....ccuvviiiiietieetieeseeeseesseeasseeaseaasseessssessseassssasssassssasssasssssssessssessssesssesssssessseessseesseessseas 1172
28 BEBOMACHOCTD ...uvvieuivieeieeiieeieeaeeeesteeeseeasseesaseessseasnsaasnseessseessseessseasseansseansssansseansaeanseesnseessseesnseensseessseensseessseenssean 1179
29 YNPABIIEHUE QOS ...ttt ettt e et e et e e e a et e eaeeeeaeeeaate e n et e bt e ettt et e e e b eeeabeeenbeeenteeenteenateeenteeaateeneean 1329
30 MOHUTOPUHT Y YTIP@BIIEHUE .......vvieuvieentieeerieeteeeereeeseeeseeaeseessseessseessseasssessssassssasssasssssssessssessssesssseessseessseessseessseas 1371
K o = oy o 1o 1= T B [ TSRS 1487
B2 HACTPOMKA SLA ...ttt ettt ettt ettt et e e e eaaeeteeste e seesseeaaesseesse e seenseansessseeseesseanseenseensesssesseenseenseensennes 1543

33 HacTpoiika KOHTPOMS @BOHEHTOB (BRAS) .......cooviiiiitieiietieeiete ettt ettt ettt ettt ss b ae st st ssesese e 1581



E-SBC. CnpaBoyHuUK komaHp, CLI

1 BBeaeHwue

* AHHOTaumA

* Lenesas ayantopus

* MpumeyaHua n npeaynpexaeHus
* KVicnonb3yemble cokpalleHuns

AHHOTaUuA

B HacTosilLeM pykoBoACTBe npuBeaeHo onucaHne komadg CLI onsa agmMuHucTparopa cepBUCHOro
mapLupyTusatopa cepum ESR 1 norpaHnyHoro KoHTposnnepa ceccuii ESBC (B ganbHelillem MEHYEMOTO
MapLUpPyTN3aTOPOM/MNOrPaHNYHbIM KOHTPO/IJIEPOM CECCUI NN YCTPOCTBOM).

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpasneHns], NPOCMOTPa COCTOSAHUA U MOHUTOPWHIa ycTpoincTea. 4nsa paboTel noTpebyetca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no npotokonam Telnet, SSH nnn npsamoe
noAK/ItUYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuk kKomaHg CLI npegHasHavyeH 415 TEXHUYECKOro NepcoHana, BbIMO/THALWEro HaCTPOVKY 1
MOHUTOPUWHI MapLupyTmu3aTtopa cepum ESR 1 norpaHnyHoro KoHTponnepa ceccuin ESBC nocpeactsom
nHTepdoelica komaHgHoi ctpoku (CLI). KBanudomkauma TeXHUYECKOro nepcoHasna npeanonaraeT 3HaHe 0CHOB
paboTbl cTeka npoTtokonos TCP/IP, npuHuunoB noctpoeHus Ethernet-ceteli.

MpumeyaHus 1 NpegynpexaeHus

MpuyMeYaHns cogepxar BaKHyH MHopMaLuio, COBETbI U PeEKOMEHAALMUN MO NCMONb30BaHMI0 U
HacTpolike yCcTpoicTBa.

@ MpepynpexaeHns MHDOPMUPYIOT NOML30BATENSA O CUTYALWMSIX, KOTOPble MOTYT HaHeCTH Bpe[,
nporpammHo-annapaTHoOMy KOMIJIEKCY, MPUBECTM K HEKOPPEKTHOM paboTe CUCTEMbI WX NoTepe
[aHHbIX.

© VHdopmaLuyma coaepxuT cnpaBoyHble JaHHbIE 06 UCTOIb30BAHNN YCTPOICTBA.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP — Address Resolution Protocol

+ BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

« FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction



HTTP - HyperText Transfer Protocol

HTTPS - HyperText Transfer Protocol Secure
ICMP - Internet Control Message Protocol
IKE — Internet Key Exchange

IDS - Intrusion Detection System

IP — Internet Protocol

IP4IP4 - IPin IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP — Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP - Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN -Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI - Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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2 Vctopua nameHeHumn

Bepcus foKyMeHTa Jata Bbinycka CopgepXXaHue M3MeHeHui

Bepcusa 1.5 05.09.2025 [Jo6aBneHbl pasgens:
* YnpaBneHue Knactepom
VI3meHeHusa B pasgenax:

+ HacTtpoiika ESBC
* YnpasnexHve SNMP
* VcTopus nameHeHuii ESR

Bepcua 1.4 30.04.2025 Mi3meHeHuns B pasgenax:

* YnpaBneHue nporpaMMHbIM o6ecrneyeHnem 1 KoHdurypaumei
+ HacTtpoiika ESBC
+ HacTpoiika 06uecmMcTeMHbIX NapameTpoB

Bepcusa 1.3 27.12.2024 M3meHeHua B pasgenax:

+ HacTtpoiika ESBC

+ HacTtpoiiku meguanpodomneii

+ HacTtpoiikun user-interface

+ HacTtpoiiku TpaHKoB

+ HacTtpoiiku Tabnuy, mogndmkaumm

Bepcua 1.2 26.11.2024 Mi3meHeHus B pasgenax:

+ [NpaBunna nonb3oBaHWUs KOMaHAHOW CTPOKOM

Bepcusa 1.1 18.10.2024 Vi3smeHeHua B pasgenax:

+ KomaHgbl nonib3oBaTesibCKoro nHTepgielica
+ HacTtpoiika ESBC

Bepcusa 1.0 28.06.2024 MepBas nybnvkaums

Bepcus nporpaMmmMHOro 1.6.0
obecneyeHus
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E-SBC. CnpaBoyHuUK komaHp, CLI
3 lMpaBuia nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdieiic noaaepXmBaeT OYHKLMI0 aBTOMaTUYECKOro
[IONO/THEHNSA KOMaHA,. 3Ta PYHKUNS aKTUBUPYETCA NPU HEMNOSIHO HAbpaHHOI KOMaHAe 1 BBOAE CMMBO/IA
Tabynauum <Tab>.

[Apyrasi oyHKUMSA, noMoratoLasi Nosib3oBaTbCs KOMaHAHOM CTPOKOI — KOHTEKCTHas nofAckaska. Ha nto6om
aTane BBOAA KOMaH/Abl MOXHO NOMyYnTb NOACKA3KY O CNEAYHOLMX 3N1EMEHTAX KOMaHAbl NyTEM BBOAA
BOMPOCWTE/IbHOTO 3HakKa <?>.

[N ynpoLeHnst KOMaH/, BCeil cucTeMe KoMaHz, npuaaHa nepapxmyeckas cTpyktypa. 18 nepexoga Mexay
YPOBHAMY Mepapxmmn npegHasHauyeHbl cneynasibHble KOMaHabl nepexoga. STo N03BONSET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha KaXXA0M 13 YPOBHENA. [1ns 0603HAYEHUS TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAmUTCs NONb30BaTE b, AUHAMUYECK U3MEHSIETCA CTPOKA NPUrIalleHns CUCTEMBI.

©® B onvcanuy KOMaHg, 1 npuMepax AaHHOro CnpaBoYHMKa, MOMUMO esbc/vesbe, MOXeT Mcnosib3oBaThbCs
HasBaHWe esr. [laHHble KOMaHApbl M NPUMEPbI MAEHTMYHbI KOMaHAAM NOrPaHNYHOro KOHTPOIepa
ceccuin ESBC.

Mpumep:

esr> enable Bknw4yeHue 15 ypOBHA NpuBuierui
esr# configure Nepexoa B pexuMm KOHOUrypupoBaHMa ycTpolicTBa

esr(config)#
esr(config)# exit BO3BpaT Ha YypOBEHb Bbllle
esr#
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[na yno6¢cTBa MCNonb3oBaHUS KOMaHAHOW CTPOKU peasi3oBaHa nogaepxka ropsumnx Knasull,

nepeyncieHHbIx B Tabnumue 1.

Ta6nuua 1 — OnucaHve ropsunx Knaeuw KOMaHgHol cTpoku CLI

CouyeTaHue K1aBULLN

Ctrl+D

Ctrl+z

Ctrl+A

Ctrl+E

Ctrl+U

Ctrl+K

Ctrl+C

Ctrl+W

Ctrl+B

Ctrl+F

Ctrl+L

OonucaHue

BO B/IO)XEHHOM KOMaH/AHOM PEXUMe — BbIX0[, B NPeAblayLunii KoMaHaHbINA
pexum (komaHga exit), B KOpHEBOM KOMaHAHOM pexumMe — Bbixog, 13 CLI
(xkomaHga logout)

BbIxof, B KOPHEBOW KOMaHAHbIV pexuM (koMmaHaa top)
[Nepexopn B Ha4a/10 CTPOKK

[Nepexopn B KOHEeL, CTPOKK

YpaneHue cMMBOJIOB C/ieBa OT Kypcopa

YpaaneHue cCMMBO/OB CrpaBa OT Kypcopa

OuucTKa CTPOKK, a Takke 06pbIB BbIMNO/THEHNS KOMaH bl
YpaneHue cnoa cnesa oT Kypcopa

Mepexop Kypcopa Ha oAHy No3vuuio Hasag

Mepexon Kypcopa Ha oaHy No3uuuio Bnepeq,

OuucTka akpaHa



E-SBC. CnpaBoyHuUK komaHp, CLI

[ns ypo6cTBa UTeHus gobasneH NoCTpaHUYHbI BbIBOA, 60/1bLLOIA N0 06beMy MHOpMaLUN.

Mpumep:

esr# show running-config

syslog max-files 3

syslog file-size 512

syslog file tmpsys:syslog/default
severity 1info

exit

syslog console
severity notice

exit

interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24 secondary
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[nsa oTKNHYEeHUA NOCTPaHNYHOTO BbIBOAA B TEKYLLEN ceccum Heo6XxoaMMO BBECTM KOMaHAYy:
esr# terminal datadump

WHTepcheiic komaHQHON CTPOKM 06ecneynBaeT aBTopu3anntio Nosib3oBartenen 1 orpaHnYMBaeT JOCTyn K
KOMaHJaM Ha OCHOBaHWMN YPOBHS NPUBW/IErNA, 3a4aHHOT0 aAMUHUCTPATOPOM.

B cucteme MoXeT ObITb CO34aHO HEOOXOAUMOE KO/IMYECTBO Nosib3oBaTesneil. Heobxoanmblli ypoBEHb
npuBMUAErnii 3agaétca UHAMBUAYA/IbHO AN K&XA0ro U3 HUX.

© B 3aBopcKoit KOHUIypaLMK B CYCTEMe CO3AaH OAVH Nosb3oBaTenb ¢ MMeHeM admin 1 naponem
password.
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[ns obecneyeHns 6e30MacHOCT! KOMaHAHOIO HTepdelica KoMaHabl pacnpegeneHsl mexay 1, 10 u 15
YPOBHEM NPUBUIETNIA:

* 1 ypoBEHb — AOCTYMNEH TO/IbKO MOHUTOPWUHT YCTPOCTBA;

* 10 ypoBeHb — AOCTYMHO KOH(UIypUpoBaHne yCTPOCTBa, KpOMe CO34aHNs Nob3oBaTtenen,
nepesarpysku ycTpoincTsa, 3arpysku Mno;

* 15 ypoBeHb — HET OrpaHNYEHWIA.

Mony4yeHue 15 ypoBHA NpUBUNETWIA:

(esr)> enable
(esr)#

Bo3BpalleHne Ha nepBoHavasibHbIi yPOBEHb NPUBUIETUIA:

(esr)# disable
(esr)>

CvcTema No3BOJIAET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.

Mpwn BBOAE B KAYECTBE NapamMeTpoB CTPOK, COAEPXaLLMX NPo6esbl, BBOAUMbIE AAHHbIE MOXHO 3aK/THUUTL B
KaBbIYKN U anocTpogbI:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# description "[WAN] ISP-1 link"
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# description '[WAN] ISP-2 link'
esr(config-if-gi)#

OCHOBHOE 0T/IMYMe Mexay KaBblukaMu 1 anocTpogiamm 3ak/to4aeTcsl B TOM, UTO MPU UCNOMb30BaHUN KaBblYeK
YyacTb CMeLCHMBO/IOB BHYTPY 4181 KOPPEKTHOTO BBOAA HE06X0AMMO 3KpaHMPOBaTh, @ TEKCT Mexay
anocTtpodamu MHTepnpeTnpyeTca "Kak ecTb":

esr(config)# banner login "first line\\nsecond line"
esr(config)# banner exec 'first line\nsecond line'
esr(config)#

[ns ymMeHblueHnss 06bema 0TobpaxaeMbixX AaHHbIX B OTBET Ha 3anpockl N0Nb30BaTeNs U 06/1er4eHnsi nomcka
HeobxoaMMON nHhopMaLMKN MOXHO BOCMO/b30BaTbCA hunbrpaunein. Ana dpunsrpaunn nigpopmanmm
TpebyeTtcs 406aBUTb B KOHEL, KOMaHAHOM CTPOKM CUMBOS «|» N MCNOMb30BaTh OAHY M3 ONUUA OUNLTpaLnK:

+ begin — BbIBOAWTbL BCE NOC/E CTPOKK, COAepXKaLleli 3afaHHbll LabnoH;

+ count — BbIBOAWTb TO/IbKO KOJIMYECTBO CTPOK, OTOGPaxXaeMbiX B BbIBOAE KOMaHAbl (6e3 BbiBOAA
MHpopMaLmK, oTobpaxaemMoli camoil KoMaHoW);

+ counter — no6aBnSeT K BbIBOAMMON MHhOpMaLumn HoMepa CTPOK,;

* include — BbIBOAWTb BCE CTPOKM, COAEPXALLME 3a4aHHbIi WabnoH;

+ exclude — BbIBOAUTb BCE CTPOKU, HE COAEPXALLME 3aaHHbIi WabnoH;

+ until - BbIBOgUTL BCE A0 CTPOKK, COAEPXKaLLEl 3aAaHHbIl LWaboH.

LLIa6noH noncka MOXeT 6bIThb 3a/laH PerynsipHbiM BblipaXKeHUEM 1 COAEPXKaTb:

- MepeyeHb CMMBOMOB. MOXHO OnpeaennTb NepedeHb, 3aK/THUMB CYUMBO/IbI B KBaApaTHbIE CKOOKU «[]».
CooTBeTcTBYE BYAET NPOBEPATLCSA MO CUMBO/IAM, NEPEYMC/IEHHBIM B NepeyHe. Ecnv nepBblil CMMBO/ NepeyHst
«*», TO COOTBETCTBYE ByAEeT NPOBEPSATLCSA MO NII0GOMY CUMBOIY, HE BXOASLLEMY B NepedeHb. MpumMepsbi:



E-SBC. CnpaBoyHuUK komaHp, CLI

* [az] -'a,'Z'n*;
+ [a-z] - Bce natuHckne 6ykBbl OT 'a' 10 'Z'.

—-CneumaanueCMMBonblMonepaTopu:

+ A — Hayas10 CTPOKY;

+ § — KOHeL, CTPOKY;

* . — 6ol CMMBON B CTPOKE;
* * — HOMb UK 6onee pas;

o | —wnn.

BbiBog, KoMaHAapl «show running-config syslog» 6e3 napameTpos:

esr# show running-config syslog

syslog max-files 3

syslog file-size 512

syslog file tmpsys:syslog/default
severity 1info

exit

syslog console
severity notice

exit

BbiBog komaHAb! «<show running-config syslog» ¢ napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file tmpsys:syslog/default
severity 1info
exit
syslog console
severity notice
exit

BbiBog KOMaHAapl «show running-config syslog» ¢c napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBog, KOMaHAapb! «show running-config syslog» ¢ napameTpom «exclude:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file tmpsys:syslog/default
severity 1info
exit
syslog console
severity notice
exit

10
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MpuMepbl NCMNO/Ib30BaHKSA PENYNSIPHBIX BblPaXKEHWIA:

esr# show interfaces status | include "Ate.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | include ""gil/0/1[2568]"
gil/o/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:do
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include "A[Atgl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0
esr# show interfaces status | include "(/3|/5)"

gil/o/3 Up Down 1500 a8:f9:4b:ab:0e:23
gil/0/5 Up Down 1500 a8:f9:4b:ab:0e:25

[nsa BbiBOAA NHhopMaLmm, 3anpoLLeHHOon KomaHaol show, B doainn Tpebyetcsa A06aBuThL B KOHEL, KOMaHAHOM
CTPOKM COOTBETCTBYIOLLMI CUMBON, MYTb U UMSA AN CO34aHMA NN AOMNOSTHEHNS TEKCTOBOrO goaina.

CvMBO/bI 415 BbIBOAA UHhOpMaLMK B doaiin:

+ > — 3anucaTtb BbIBOA, KOMaH/bl B dhaiin;
+ >> — fonucaTb BbIBOA, KOMaH/bl B KOHel, chaiina.

Bo3MOXHblE NyTK A/151 COXpaHeHUs1 TEKCTOBbIX (halinoB BbiIBOJAA KOMaH!

+ flash:data/<FILE> - dpaiin 6ygeT co3gaH nnm A4oNosIHEH B 3HEPrOHE3aBUCUMOIA NamsATy
mapLupyTusartopa B pasgene flash:data;

+ usb://<USB-NAME>:/<FILE> — chaiin 6yaet co3gaH unu gononHeH Ha USB-Hocutene ¢ umeHem <USB-
NAME>;

+ mmc://<MMC-NAME>:/<FILE> - dpalin 6ygeT co3gaH nnv gonosHeH Ha USB-HocuTene ¢ nmeHem
<MMC-NAME>.
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E-SBC. CnpaBoyHuK KomaHz CLI

4 CTpyKTypa CUCTEMbI KOMaHA

* [noGasibHbIN pexum

* KoHdourypupoBaHue mapLipyTusaropa

* Tunbl 1 NOPSAOK UMEHOBAHWSA MHTEPhencoB MapLupyTu3aTopa
* Tunbl N NOPSAOK UMEHOBAHWSA TYHHENe MapLupyTm3aTopa

CucTeMa KoMaHf, MHTepdelica KOMaHAHO CTPOKY pasfaesieHa Ha uepapxuyeckme ypoBHu (pasaerns).

FnoGanbHbIN peXxnm
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeseH B Tabnuue 2.

Tabnuua 2 — Viepapxusi KOMaHAHbIX PEXNMOB (BEpXHWiIA ypOBEHb)

YpoBeHb KomaHpga Bxoga Bupg cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) vesbc> exit
vesbc# end
Pexum KoHdourypupoBanus  configure vesbc(config)#
(CONFIG)
Pexum oTnagku pa6oTsbl debug vesbc(debug)#
ycTpoiictea (DEBUG)

vesbc# end

configure
vesbc (config) #

debug
vesbc (debug) #

PucyHok 1 — BepXHUil ypoBEHb Mepapxumn pexmmoB KOMaH
B kopHeBoM koMaHaHOM pexume (ROOT) ocyllecTBnsieTcs:
— paborta ¢ thainamm KoHUrypaumm:

* MPUMEHEHNE;
* NOATBEPXAEHWE;

+ cbpoc;

* COXpaHeHMe;

* OTMeHa HEMpPUMEHEHHbIX U3MEHEHWNIA

* BO3BpaT K NoATBEPXAEHHOW KOHUrypaumm.

- nepesarpyska MapLupyTM3aTopa;

— MOHUTOPUHT PaboTbl U NPOCMOTP TeKyLLel KoHgMrypawmm ycTpoiicTea.
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E-SBC. CnpaBoyHuUK komaHp, CLI

3 kopHeBoro pexuma (ROOT) ocyLlecTBAsieTCs Nepexos, K ceayowyM pasaenam:

— pexum koHdmrypuposaHus yctpoiictea (CONFIG);

— pexum oTnaakun pabotsl ycTpolictea (DEBUG).

KoHdurypupoBsaHue maplupyTtusaropa

KoHchurypupoBaHue mapLupyTtusaropa cepum vesbce BbinosiHaeTcs B pexmme CONFIG. aHHbIl pexum
[loCTyneH 13 kopHeBoro pexuma (ROOT). Mepexon B pexunM KOHUIyprpoBaHUsi OCYLLIECTBNSIETCA TO/bKO B

NPUBWUIETMPOBAHHOM PEXMME.

[ns nepexoga n3 kopHeBoro pexuma (ROOT) Heo6X0AMMO BbINOMHWUTL CAeaytoLLmMe KOMaHIb!:

vesbc> enable
vesbc# configure
vesbc(config)#

B pexume KoHMryprpoBaHus MapLupyTusaTopa cepum vesbc BbinosHsercs:

— ynpasjieHne CUCTEMHbIMN YacaMW,

— ynpaBneHne CUCTEMHbIM XypPHasIoM;

— ynpaBneHue yaasieHHbIM AOCTYNoM;

— HacTpoika QoS;

— HacTpowka Spanning Tree;

— HacTpoika VLAN;

— HacTpoiika CTaTUYecKx MapLLpyTOB;

— HacTpoiika NPMOPUTETHOCTM NPOTOKOIOB MapLLpyTU3aLmMK;

— nepexof K pexvnmMam KOHUrypupoBaHua yHKLUIA, onnucaHne pexmmoB npueBeaeHo B Tabnuue 3.

Ta6nuua 3 — KomaHaHble pexvMbl 418 ynpaB/eHnst MapLLpyT13aTopoM

YpoBeHb

HacTpoiika rnobasibHbIX
napameTpoB

(CONFIG)

HacTpoiika E-SBC
(CONFIG-ESBC)

HacTtpolika konnyectea
moayneii E-SBC
(CONFIG-ESBC-GENERAL)

HacTpoiika meauapecypcos
(CONFIG-ESBC-MEDIA-
RESOURCE)

KomaHpa Bxoga '

configure

esbc

general

media-resource <NAME>

Bupg cTpoku noAckKasku

vesbc(config)#

vesbc(config-esbc)#

vesbc(config-esbc-
general)#

vesbc(config-esbc-media-
resource)#

Mpeabigywuia
YPOBEHb

ROOT

CONFIG

CONFIG-ESBC

CONFIG-ESBC
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YpoBeHb

HacTpoiika Tabnmupl
MOANOUKATOPOB
(CONFIG-MOD-TABLE)

HacTtpolika Tabnmubl
MapLLpyT3aLmm
(CONFIG-ESBC-ROUTE-
TABLE)

HacTpoiika npasuna B
Tabnmue mapLpyTmsaumm
(CONFIG-ESBC-ROUTE-
TABLE-RULE)

HacTtpolika SIP-TpaHcnopTa
(CONFIG-ESBC-SIP-
TRANSPORT)

HacTpoiika SIP-TpaHka
(CONFIG-ESBC-TRUNK-SIP)

HacTtpolika TpaHKOBOW rpynnbl
(CONFIG-ESBC-TRUNK-
GROUP)

HacTpoiika user-interface
(CONFIG-ESBC-USER-
INTERFACE-SIP)

HacTpoiika GigabitEthernet-
NHTEpgencos
(CONFIG-IF-GI)

HacTpoiika
TengigabitEthernet-
nHTepcpeiicos
(CONFIG-IF-TE)

HacTpoiika
Twentyfivegigabitethernet-
nHTepdeiicos

(CONFIG-IF-TWE)

HacTpoiika
FourtygigabitEthernet-
nHTepcpeiicos
(CONFIG-IF-FO)

HacTpoiika
HundredgigabitEthernet-
nHTepdeiicoB
(CONFIG-IF-HU)

KomaHpga Bxoga '

mod-table sip <NAME>

route-table <NAME>

rule <INDEX>

sip-transport <NAME>

trunk sip <NAME>

trunk-group <NAME>

user-interface sip <NAME>

interface gigabitethernet
<PORT>

interface tengigabitethernet
<PORT>

interface twentyfivegigabitether
net <PORT>

interface fourtygigabitethernet
<PORT>

interface hundredgigabitetherne
t <PORT>

Bug CTPOKU NOACKa3Ku

vesbc(esbc-mod-table)#

vesbc(config-esbe-route-
table)#

vesbc(config-esbec-route-
table-rule)#

vesbc(config-esbe-sip-
transport)#

vesbc(config-esbc-trunk-
sip)#
vesbc(config-esbc-trunk-

group)#

vesbc(config-esbc-user-
interface-sip)#

vesbc(config-if-gi)#

vesbc(config-if-te) #

vesbc(config-if-twe)

vesbc(config-if-fo)#

vesbc(config-if-hu)#

E-SBC. CnpaBoyHuUK komaHp, CLI

Mpepblaywnii
YpPOBEHb

CONFIG-ESBC

CONFIG-ESBC

CONFIG-ESBC-ROUTE-
TABLE

CONFIG-ESBC

CONFIG-ESBC

CONFIG-ESBC

CONFIG-ESBC

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

14



YpoBeHb

HacTpoiika OOB-nHTepdelica
(CONFIG-IF-00B)

HacTtpolika cab-nHTepdeiicos
(CONFIG-IF-SUB)

HacTtpoiika cab-nHTepdeiicos
(CONFIG-IF-QINQ)

HacTtpolika
nocriefoBaTeNbHbIX
NHTepgeiicos 2

(CONFIG-SERIAL)

HacTpolika BUpTyasibHbIX
nHTepdeicos

(CONFIG-LOOPBACK)

HacTtpolika E1-uHtepgeiicos
(CONFIG-IF-E1)

HacTpoiika rpynnbl arperaumum
E1-kaHanoB
(CONFIG-IF-MULTILINK)

HacTtpolika FXO-nopTtoB
(CONFIG-VOICE-PORT-FXO0)

HacTpoiika FXS-nopTtoB
(CONFIG-VOICE-PORT-FXS)

HacTpoiika BUpTyasibHbIX
TYHHENbHbIX MHTEepdeiicoB
VTI

(CONFIG-VTI)

KomaHpga Bxoga '

interface oob <PORT>

interface gigabitethernet
<PORT>.<VLAN> unu

interface tengigabitethernet
<PORT>.<VLAN> unu

interface port-channel
<CH>.<VLAN>

interface gigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT>

interface loopback <PORT>

interface e1 <PORT>

interface multilink <PORT>

interface voice-port <NUM>

interface voice-port <NUM>

tunnel vti <VTI>

Bug CTPOKU NOACKa3Ku

veshc(config-if-oob)#

vesbc(config-if-sub)#

vesbc(config-if-qing)#

vesbc(config-serial)#

vesbc(config-loopback)#

vesbc(config-if-e1)#

vesbc(config-if-
multilink)#

vesbc(config-voice-port-
fxo)#

vesbc(config-voice-port-
fxs)#

vesbc(config-vti)#

E-SBC. CnpaBoyHuUK komaHp, CLI

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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E-SBC. CnpaBoyHuUK komaHp, CLI

YpOBeHb KomaHAa onAal Bm,q CTPOKU NOACKa3Ku I'Ipe,qu,qymwﬁ
ypOB€Hb

HacTpoiika line aux [ <UNIT>/<SLOT>/ vesbc(config-line-aux)# CONFIG

nocnefoBartesibHOro <PORT>]

nHTepdelica ?

(CONFIG-LINE-AUX)

HacTpoiika L2TPv3-TyHHeneli  tunnel 12tpv3 <L2TPV3> vesbc(config-12tpv3) # CONFIG
(CONFIG-L2TPV3)

HacTtpoiika GRE-TyHHenel tunnel gre <GRE> vesbc(config-gre)# CONFIG
(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneli tunnel softgre <SOFTGRE> vesbc(config-softgre)# CONFIG
(CONFIG-SOFTGRE)

HacTpoiika normyeckmx tunnel It <LT> vesbc(config-It)# CONFIG
TYHHenel

(CONFIG-LT)

HacTpoiika ca6-uHtepcheiica  tunnel softgre <GRE>.<VLAN> vesbc(config-subtunnel)# CONFIG
Ha L2-TyHHene

(CONFIG-SUBTUNNEL)

HacTtpoiika IPv4-over-IPv4 tunnel ip4ip4 <IP4IP4> vesbc(config-ip4ip4)# CONFIG
TYHHenel

(CONFIG-IP4IP4)

HacTpoiika WireGuard- tunnel wireguard <WIREGUARD> vesbc(config-wireguard)# CONFIG
TYHHEnen

(CONFIG-WIREGUARD)

HacTpoiika nupa gis peer <PEER> vesbc(config-wireguard-  CONFIG-WIREGUARD
WireGuard-TyHHens peer)#

(CONFIG-WIREGUARD-PEER)

HacTpoiika ceTeBbix MOCTOB bridge <BRIDGE> vesbc(config-bridge)# CONFIG
(CONFIG-BRIDGE)

HacTpolika VLAN vlan <VLAN> vesbc(config-vlan)# CONFIG
(CONFIG-VLAN)

HacTtpoiika ceteBoii nonutukn network-policy <NAME> vesbc(config-net-policy)  CONFIG
ansa onpepenednsa VLAN no

LLDPDU-coo6LeHnsaM

KnvMeHTa

(CONFIG-NET-POLICY)
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YpoBeHb

HacTpoiika nyna agpecos
DHCP-cepBepa

(CONFIG-DHCP-SERVER)

HacTtpoiika DHCP onuumn 60
(CONFIG-DHCP-VENDOR-ID)

HacTpoiika nyna agpecos
DHCP-cepBepa

(CONFIG-IPV6-DHCP-
SERVER)

HacTtpoiika DHCP onuumm 60

(CONFIG-IPV6-DHCP-
VENDOR-ID)

HacTpoiika pe3epB1poBaHus
DHCP-cepBepa

(CONFIG-DHCP-SERVER-
FAILOVER)

HacTtpolika cMHXpoHM3auum
KpunTo-thalinos

(CONFIG-CRYPTO-SYNC)

HacTtpoiika npocuns
NPUNOXeHNI

(CONFIG-OBJECT-GROUP-
APPLICATION)

HacTtpolika npocumns IP-
aapecoB

(CONFIG-OBJECT-GROUP-
NETWORK)

HacTpoliika npochuns cBa3ok
IP-agpecos n TCP/UDP-
MopToB

(CONFIG-OBJECT-GROUP-
ADDRESS-PORT)

HacTpoiika npoduns TCP/
UDP-noptoB

(CONFIG-OBJECT-GROUP-
SERVICE)

KomaHpga Bxoga '

ip dhcp-server pool <NAME>

ip dhcp-server vendor-class-id
<NAME>

ipv6 dhcp-server pool <NAME>

ipv6 dhcp-server vendor-class-
id <NAME>

ip dhcp-server failover [ vrf

<VRF>]

crypto-sync

object-group application
<NAME>

object-group network <NAME>

object-group address-port
<NAME>

object-group service <NAME>

Bug CTPOKU NOACKa3Ku

vesbc(config-dhcp-
server)#

vesbc(config-dhcp-
vendor-id)#

vesbc(config-ipve-dhcp-

server)#

vesbc(config-dhcp-
vendor-id)#

vesbc(config-dhcp-server-

failover)#

vesbc(config-crypto-
sync)#

vesbc(config-object-
group-application)#

vesbc(config-object-
group-network)#

vesbc(config-object-
group-address-port)#

vesbc(config-object-
group-service)#

E-SBC. CnpaBoyHuUK komaHp, CLI

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npodmns URL

(CONFIG-OBJECT-GROUP-
URL)

HacTtpolika noctaBuimka
KaTeropuii KOHTEHTHOIA
gomnsTpaumn

(CONFIG-OBJECT-GROUP-
CONTENT-FILTER)

HacTtpoiika npocuns
KaTeropuii KOHTEHTHOA
dmnsTpaumm ot BeHgopa
Kaspersky Laboratory

(CONFIG-OBJECT-GROUP-
CF-KASPERSKY)

HacTtpolika npocumns
MOYTOBbLIX AOMEHOB U
aApecoB NOYTOBbIX ALLMKOB

(CONFIG-OBJECT-GROUP-
MAIL)

HacTtpoiika npochuns XAUTH
(CONFIG-ACCESS-PROFILE)

HacTpolika nyna IP-agpecos
(CONFIG-POOL)

HacTpoiika wno3a npoTokosna

IKE
(CONFIG-IKE-GATEWAY)

HacTpoiika nosmTunku
npotokona IKE

(CONFIG-IKE-POLICY)

HacTtpoiika npocuns
npotokona IKE

(CONFIG-IKE-PROPOSAL)

HacTpoiika nonuTuku Haéopa

npoTokonoB IPsec
(CONFIG-IPSEC-POLICY)

HacTpoiika npoguns Habopa
npoTokosnos IPsec

(CONFIG-IPSEC-PROPOSAL)

KomaHpga Bxoga '

object-group url <NAME>

object-group content-filter
<NAME>

vendor <VENDOR>

object-group email <NAME>

access profile <NAME>

address-assignment pool
<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal <NAME>

Bug CTPOKU NOACKa3Ku

vesbc(config-object-
group-url)#

vesbc(config-object-
group-content-filter)#

vesbc(config-object-
group-cf-kaspersky)#

vesbc(config-object-
group-email)#

vesbc(config-access-
profile)#

vesbc(config-pool)#

vesbc(config-ike-gw)#

vesbc(config-ike-policy)#

vesbc(config-ike-
proposal)#

veshc(config-ipsec-
policy)#

vesbc(config-ipsec-
proposal)#

E-SBC. CnpaBoyHuUK komaHp, CLI

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG-OBJECT-
GROUP-CONTENT-
FILTER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika VPN Ha ocHoBe
Habopa npoTokoso. IPsec

(CONFIG-IPSEC-VPN)

HacTpoiika cnvcka KOHTpOoss
poctyna

(CONFIG-ACL)

HacTpoiika npaBunna gns
CnucKa KOHTPO/IA AocTyna

(CONFIG-ACL-RULE)

HacTpolika 30Hbl
6e3onacHocTH

(CONFIG-ZONE)

HacTpoiika rpynnbl npasusn
[N nap 30H 6e30MacHoOCTM

(CONFIG-ZONE-PAIR)

HacTtpolika npaBuna ans
napbl 30H 6e30nacHoOCTH

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca
TpaHCNALuMN agpecoB
nonyvarens

(CONFIG-DNAT)

HacTpolika nyna IP-agpecoB u
TCP/UDP-nopToB g1 DNAT

(CONFIG-DNAT-POOL)

HacTpoiika rpynnbl npasus
onst DNAT

(CONFIG-DNAT-RULESET)

HacTpoiika npaeuna ans
DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepsuca
TpaHCcAAUMU aapecos
oTnpaBuUTens

(CONFIG-SNAT)

KomaHpga Bxoga '

security ipsec vpn <NAME>

ip access-list extended <NAME>

rule <ORDER>

security zone <NAME>

security zone-pair <FROM>

<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

vesbc(config-ipsec-vpn)#

vesbc(config-acl)#

veshc(config-acl-rule)#

vesbc(config-zone)#

vesbc(config-zone-pair)#

vesbc(config-zone-rule)#

vesbc(config-dnat)#

vesbc(config-dnat-pool)#

vesbc(config-dnat-

ruleset)#

vesbc(config-dnat-rule)#

vesbc(config-snat)#

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG-ACL

CONFIG

CONFIG

CONFIG-ZONE-PAIR

CONFIG

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-

RULESET

CONFIG
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YpoBeHb

HacTtpoiika nyna IP-agpecos u
TCP/UDP-noptoB ana SNAT

(CONFIG-SNAT-POOL)

HacTtpoliika rpynnbl npasun
ons SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npaBunna gns
SNAT

(CONFIG-SNAT-RULE)

HacTpolika nonb3oBarenei

CNCTEMbI
(CONFIG-USER)

HacTpoiika nokasibHo
KOHCONU

(CONFIG-LINE-CONSOLE)

HacTpolika yaaneHHoii
KOHCO/N

(CONFIG-LINE-TELNET)

HacTpoiika 3awmLieHHo
yAaneHHOl KOHCOMK

(CONFIG-LINE-SSH)

HacTtpolika TACACS-cepsepa
(CONFIG-TACACS-SERVER)

HacTpoiika RADIUS-cepBepa
(CONFIG-RADIUS-SERVER)

HacTpoiika npocomnns RADIUS-

cepeepos

(CONFIG-RADIUS-SERVER-

PROFILE)

HacTpoiika DAS-cepBepa
(CONFIG-DAS-SERVER)

HacTtpoiika npochuns DAS-
cepBepos

(CONFIG-DAS-SERVER-
PROFILE)

KomaHpga Bxoga '

pool <NAME>

ruleset <NAME>

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

aaa das-profile <NAME>

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

vesbc(config-snat-pool)#

vesbc(config-snat-
ruleset)#

vesbc(config-snat-rule)#

vesbc(config-user)#

vesbc(config-line-
console)#

vesbc(config-line-telnet) #

vesbc(config-line-ssh)#

vesbc(config-tacacs-
server)#

vesbc(config-radius-
serven)#

vesbc(config-aaa-radius-
profile)#
vesbc(config-das-

serven)#

vesbc(config-aaa-das-
profile)#

Mpepblaywnii
YpPOBEHb

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-

RULESET

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika LDAP-cepsepa
(CONFIG-LDAP-SERVER)

HacTpolika cepsepa ans
yAaEeHHOro focTyna no
npotokony PPTP

(CONFIG-PPTP-SERVER)

HacTpoiika nonb3oBareneii
NS yaaneHHoro goctyna no
npotokony PPTP

(CONFIG-PPTP-USER)

HacTpolika cepsepa ans
yA&/EHHOIo focTyna no
npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTpoiika nonb3oBareneii
NS yaaneHHoro goctyna no
npotokony L2TP

(CONFIG-L2TP-USER)

HacTtpolika cepsepa ans
yAaeHHOro focTyna no
npotokony OpenVPN

(CONFIG-OPENVPN-SERVER)

HacTpoiika nonb3oBareneii
NS yaaneHHoro goctyna no
npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika cepsepa ans
yAa/leHHoro focTyna no
npotokony WireGuard

(CONFIG-WIREGUARD-
SERVER)

HacTtpoiika nvpa ans
yAaneHHoro goctyna no
npotokony WireGuard

(CONFIG-WIREGUARD-
SERVER-PEER)

KomaHpga Bxoga '

Idap-server host <ADDR>

remote-access pptp <NAME>

username <NAME>

remote-access |2tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

remote-access wireguard
<NAME>

peer <PEER>

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

vesbc(config-ldap-
server)#

vesbc(config-pptp-
serven)#

vesbc(config-pptp-user)#

vesbc(config-12tp-
serven)#

vesbc(config-12tp-user)#

vesbc(config-openvpn-
server)#

vesbc(config-openvpn-
user)#

vesbc(config-wireguard-
server)#

vesbc(config-wireguard-
server-peer)#

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG-PPTP

CONFIG

CONFIG-L2TP-SERVER

CONFIG

CONFIG-OPENVPN-

SERVER

CONFIG

CONFIG-WIREGUARD-
SERVER
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YpoBeHb

HacTpoiika knneHTa
yAaneHHoro goctyna no
npotokony PPTP

(CONFIG-PPTP)

HacTtpolika knmeHTa
yAaEeHHOro focTyna no
npotokony PPPOE

(CONFIG-PPPOE)

HacTpoiika knmeHTa
yAa/1EHHOrO MOAK/HYEHUS N0
npotokony L2TP

(CONFIG-L2TP)

HacTtpolika knmeHTa
YAAEHHOIO NOAK/0YEHMS MO
npotokony OpenVPN

(CONFIG-OPENVPN)

HacTpoiika SNMP-
nonb3oBatens

(CONFIG-SNMP-USER)

HacTtpolika NTP-cepsepa nnu
nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca
(CONFIG-BGP)

HacTtpolika BGP-npouecca B
VRF

(CONFIG-BGP-VRF)

HacTpoiika IPv4/IPv6-
aapecauuu BGP-npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6-
agpecaunn BGP-npouyecca
B VRF

(CONFIG-BGP-VRF-FAMILY)

HacTpoiika rpynnupoBaHus
BGP-cocepeii

(CONFIG-BGP-GROUP)

KomaHpga Bxoga '

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-ID>

snmp-server <NAME>

ntp server <ADDR>
ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

veshc(config-pptp)#

vesbc(config-pppoe)#

veshc(config-12tp)#

vesbc(config-openvpn)#

vesbc(config-snmp-
user)#

vesbc(config-ntp)#

vesbc(config-bgp)#

vesbc(config-bgp-vrf)#

vesbc(config-bgp-af)#

vesbc(config-bgp-vrf-af)#

vesbc(config-bgp-group)#

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP
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YpoBeHb

HacTpoiika rpynnupoBaHus
BGP-cocegeii B VRF

(CONFIG-BGP-VRF-GROUP)

HacTtpoliika cocega BGP-
npouecca

(CONFIG-BGP-NEIGHBOR)

HacTpoiika cocega BGP-
npouecca B VRF

(CONFIG-BGP-VRF-
NEIGHBOR)

Hactpolika IPv4-/IPv6-
agpecaumn BGP-cocepa

(CONFIG-BGP-NEIGHBOR-
FAMILY)

HacTpoiika IPv4-/1Pv6-
aapecauuu BGP-cocena B VRF

(CONFIG-BGP-NEIGHBOR-
FAMILY)

HacTtpolika cnucka nogceteni
(CONFIG-PL)

HacTpoiika cnucka nogcetei
(CONFIG-IPV6-PL)

HacTpolika MmapLipyTHoOW
KapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npasuna
MapLLpYTHO KapTbl

(CONFIG-ROUTE-MAP-RULE)

HacTpoiika RIP-npoTokona
(CONFIG-RIP)

HacTpoiika RIPNG-npoTtokona
(CONFIG-RIPNG)

HacTpoiika IS-IS-npouecca
(CONFIG-ISIS)

KomaHpga Bxoga '

peer-group <NAME>

neighbor { <ADDR> | <IPV6-
ADDR>}

neighbor { <ADDR> | <IPV6-
ADDR> }

address-family { ipv4 | ipv6 |
vpnv4 } unicast

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

Bug CTPOKU NOACKa3Ku

vesbc(config-bgp-vrf-
group)#

vesbc(config-bgp-
neighbor)#

veshc(config-bgp-vrf-
neighbor)#

vesbc(config-bgp-
neighbor-af)#

vesbc(config-bgp-
neighbor-af-vrf)#

vesbc(config-pl)#

vesbc(config-ipv6-pl)#

vesbc(config-route-
map)#

vesbc(config-route-map-
rule)#

vesbc(config-rip)#

vesbc(config-ripng)#

veshc(config-isis)#

E-SBC. CnpaBoyHuUK komaHp, CLI

Mpepblaywnii
YpPOBEHb

CONFIG-BGP-VRF

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP-
NEIGHBOR

CONFIG-BGP-VRF-
NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-MAP

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTtpoiika OSPF-o6nactu
(CONFIG-OSPF-AREA)

HacTpoiika BUpTyasibHOro
coeanHeHus OSPF

(CONFIG-OSPF-VLINK)

HacTtpolika OSPFv3-npouecca

(CONFIG-IPV6-OSPF)

HacTpoiika OSPFv3-06n1actu
(CONFIG-IPV6-0OSPF- AREA)

HacTpolika BupTyasibHOro
coegnHeHus OSPFv3

(CONFIG-IPV6-0SPF-VLINK)

HacTpoiika cnucka kovei
(CONFIG-KEYCHAIN)

HacTtpolika kntova
(CONFIG-KEYCHAIN-KEY)

HacTpoiika napameTpoB
MSTP

(CONFIG-MST)

HacTpoiika npasun WAN
(CONFIG-WAN-RULE)

HacTpoiika npasnn WAN
(IPvé)

(CONFIG-IPV6-WAN-RULE)

HacTpoiika target-nucTos
(CONFIG-TARGET-LIST)

HacTpoiika target-nuctos
(IPvé)

(CONFIG-IPV6-TARGET-LIST)

HacTpoiika target
(CONFIG-WAN-TARGET)

KomaHpga Bxoga '

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst configuration

wan load-balance rule <ID>

Ipv6 wan load-balance rule <ID>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-
list <NAME>

target <ID>

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

veshc(config-ospf)#

vesbc(config-ospf-area)#

vesbc(config-ospf-vlink)#

vesbc(config-ipv6-ospf)#

vesbc(config-ipv6-ospf-

area)#

vesbc(config-ipv6-ospf-

vlink)#

vesbc(config-keychain)#

vesbc(config-keychain-

key)#

vesbc(config-mst)#

vesbc(config-wan-rule)#

vesbc(config-ipve-wan-
rule)#

vesbc(config-target-list)#

vesbc(config-ipvé-target-
list)#

vesbc(config-wan-
target)#

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG-OSPF

CONFIG-OSPF-AREA

CONFIG

CONFIG-IPV6-OSPF

CONFIG-IPV6-OSPF-
AREA

CONFIG

CONFIG-KEYCHAIN

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-TARGET-LIST
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YpoBeHb

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-
TARGET)

HacTtpoiika 06bekToB
OTCNeXmnBaHus CoobITUI

(CONFIG-TRACK)

HacTpoiika Wi-Fi Controller
(CONFIG-WIRELESS)

HacTtpolika VRF
(CONFIG-VRF)

HacTpoiika nonmTtunkn QoS
(CONFIG-POLICY-MAP)

HacTtpolika knacca QoS
(CONFIG-CLASS-MAP)

HacTpoiika knacca BHyTpu
nonnTukn QoS

(CONFIG-POLICY-MAP-
CLASS)

HacTtpolika PPP-
nonb3oBarens anas
ayTeHTUhMKaLMn yaaneHHom
CTOPOHbI

(CONFIG-PPP-USER)

HacTpoiika napameTpoBs
pe3epBUpOBaHUS

KOHdourypauum
(CONFIG-ARCHIVE)

HacTpolika cepBepa cbopa
ctatuctmkm Netflow

(CONFIG-NETFLOW-HOST)

KomaHpga Bxoga '

target <ID>

track <ID>

wireless-controller

ip vrf <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ppp chap username <NAME>
ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>
username <NAME>

archive

netflow collector <ADDR>

Bug CTPOKU NOACKa3Ku

veshc(config-ipvé-wan-
target)#

vesbc(config-track)#

vesbc(config-wireless)#

vesbc(config-vrf)#

vesbc(config-policy-
map)#

vesbc(config-class-
map)#

vesbc(config-class-policy-

map)#

vesbc(config-ppp-user)#

vesbc(config-archive)#

vesbc(config-netflow-
host)#

E-SBC. CnpaBoyHuUK komaHp, CLI

Mpepblaywnii
YpPOBEHb

CONFIG-IPV6-TARGET-
LIST

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-IF-E1
CONFIG-IF-MULTILINK

CONFIG-CELLULAR-
PROFILE

CONFIG-ACCESS-
PROFILE

CONFIG-L2TP-SERVER
CONFIG-PPTP-SERVER

CONFIG

CONFIG
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YpoBeHb

HacTpoiika cepBepa c6opa
cratuctuku sFlow

(CONFIG-SFLOW-HOST)

HacTpolika cepeepa
nony4YeHns yBeLoMEHWI
SNMP

(CONFIG-SNMP-HOST)

VI3meHeHMe naponsa nocne
NCTEeYEHUA CpoKa AEIZCTBMH

(CHANGE-EXPIRED-
PASSWORD)

HacTtpolika npocumns
dunsTpaumm http-3anpocos

(CONFIG-PROFILE)

HacTtpoiika obLux
napametpos MPLS

(CONFIG-MPLS)

HacTtpolika o6Lwmx
napameTpos LDP

(CONFIG-LDP)

HacTpoiika IPv4-agpecaymm
nportokona LDP

(CONFIG-LDP-AF-IPV4)

HacTtpolika LDP-unicast-
cocefcTea

(CONFIG-LDP-NEIGH)

HacTpoiika IPv4-agpecaumm
npotokona LDP ans
OTAENbLHOrO ip-uHTepcheiica

(CONFIG-LDP-AF-IPV4-IF)

CospaHune L2-MPLS-TyHHenei

(CONFIG-L2VPN)

HacTpoiika L2-MPLS-TyHHens

(CONFIG-L2VPN-EOMPLS)

KomaHpga Bxoga '

sflow collector <ADDR>

snmp-server host <ADDR>

ip http profile <NAME>

mpls

address-family ipv4

neighbor <ADDR>

interface <IF>

12vpn

vpls <NAME>
p2p <NAME>

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

veshc(config-sflow-
host)#

vesbc(config-snmp-
host)#

vesbc(change-expired-
password)#

vesbc(config-profile)

vesbc(config-mpls)#

vesbc(config-ldp)#

vesbc(config-ldp-af-

ipvad)#

vesbc(config-ldp-neig)#

vesbc(config-ldp-af-ipv4-
if)#

vesbc(config-12vpn)#

vesbc(config-12vpn-vpls)#
vesbc(config-12vpn-p2p)#

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-LDP

CONFIG-LDP

CONFIG-LDP-AF-IPV4

CONFIG-MPLS

CONFIG-L2VPN

26



YpoBeHb

HacTpoiika PW-class
(wabnoHa pseudo-wire)

(CONFIG-L2VPN-PW-CLASS)

HacTtpolika napameTpoB
pseudo-wire L2-MPLS-
TYHHeNs

(CONFIG-L2VPN-PW)

HacTpoiika BGP auto-
discovery and singnaling

(CONFIG-AUTODISCOVERY-
BGP)

HacTtpoliika nonutukn IPS/IDS
(CONFIG-IPS-POLICY)

HacTpolika noctaBsLi1ka
npasun IPS/IDS

(CONFIG-IPS-VENDOR)

HacTtpolika kateropuii npasun
IPS/IDS

(CONFIG-IPS-VENDOR-
CATEGORY)

HacTpoiika cepsuca IPS/IDS
(CONFIG-IPS)

HacTpoiika ncTouHmKa
06HoBNeHuA npasun IPS/IDS,
pacnpocTpaHsAeMbIX Mo
KOMMEPYECKO NTNLEH3MK

(CONFIG-CONTENT-
PROVIDER)

HacTpoiika meHemxepa
NNLUEH3NI

(CONFIG-LICENCE-
MANAGER)

HacTpoiika aBTO06HOBNEHMNS
npasun IPS/IDS 13 BHELIHUX
NCTOYHWKOB

(CONFIG-IPS-AUTO-
UPGRADE)

KomaHpga Bxoga '

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

licence-manager

auto-upgrade

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

veshc(config-12vpn-pw-
class)#

vesbc(config-12vpn-pw)#

veshc(config-bgp)#

vesbc(config-ips-policy)#

vesbc(config-ips-
vendor)#

vesbc(config-ips-vendor-
category)#

vesbc(config-ips)#

vesbc(config-content-
provider)#

vesbc(config-licence-
manager)

vesbc(config-ips-auto-
upgrade)#

Mpepblaywnii
YpPOBEHb

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-POLICY

CONFIG-IPS-VENDOR

CONFIG

CONFIG

CONFIG

CONFIG-IPS
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YpoBeHb

HacTpoiika
noNb30BaTeNbCKOro cepeepa
o6HoBeHwit npasun IPS/IDS

(CONFIG-IPS-UPGRADE-
USER-SERVER)

HacTpolika kateropuii
Nonb30BaTeNbCKNX NPaBu
IPS/IDS

(CONFIG-IPS-CATEGORY)

HacTpolika nonb30BaTensekmx
npaswn IPS/IDS

(CONFIG-IPS-CATEGORY-
RULE)

HacTpolika pacluMpeHHbIX
NoNb30BaTeNbCKNX NPaBn
IPS/IDS

(CONFIG-IPS-CATEGORY-
RULE-ADVANCED)

HacTpoiika napameTpos
paboTbl zabbix-agent

(CONFIG-ZABBIX-AGENT)

HacTtpolika napameTpoB
paboTbl zabbix-proxy

(CONFIG-ZABBIX-PROXY)

HacTpoiika no4ToBOro AoMeHa

CONFIG-MAILSERVER-
DOMAIN

HacTpoiika noyToBOro
cepeepa

CONFIG-MAILSERVER

HacTpoiika Syslog-tpaiina
CONFIG-SYSLOG-FILE

HacTpolika yaaneHHoro
Syslog-cepsepa

CONFIG-SYSLOG-HOST

KomaHpga Bxoga '

user-server <WORD>

security ips-category user-
defined <CATEGORY_NAME>

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

mailserver domain <NAME>

mailserver

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> | hdd://<HDD>:/
<NAME> | mmc://<MMC>:/
<NAME> | USB://<USB>:/
<NAME>}

syslog host <HOSTNAME>

E-SBC. CnpaBoyHuUK komaHp, CLI

Bug CTPOKU NOACKa3Ku

vesbc(config-ips-upgrade-
user-server)#

vesbc(config-ips-
category)#

vesbc(config-ips-
category-rule)#

vesbc(config-ips-
category-rule-advanced)#

vesbc(config-zabbix-
agent)#

vesbc(config-zabbix-
proxy)#

vesbc(config-mailserver-
domain)#

vesbc(config-
mailserver)#

(config-syslog-file)

(config-syslog-host)

Mpepblaywnii
YpPOBEHb

CONFIG-IPS-AUTO-
UPGRADE

CONFIG

CONFIG-IPS-
CATEGORY

CONFIG-IPS-
CATEGORY

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika TFTP-cepBepa

CONFIG-TFTP-SERVER

HacTtpoiika Firewall failover
CONFIG-FIREWALL-FAILOVER

HacTtpoiika IP failover
CONFIG-IP-FAILOVER

HacTtpoiika Cluster
CONFIG-CLUSTER

HacTtpoiika unit B Cluster
CONFIG-CLUSTER-UNIT

T Noppo6Hoe onvcaHne KOMaHz, NPUBEAEHO HUXE.

KomaHpga Bxoga '

ip tftp server vrf <VRF>

ip firewall failover

ip failover

cluster

unit <ID>

2 Tonbko ons ESR-21 nESR-31.

Bug CTPOKU NOACKa3Ku

(config-tftp-server)

(config-firewall-failover)

(config-failover)

(config-cluster)

(config-cluster-unit)

E-SBC. CnpaBoyHuUK komaHp, CLI

Mpepblaywnii
YpPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-CLUSTER
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E-SBC. CnpaBoyHuUK komaHp, CLI

Tunbl 1 NOPAA0K UMEHOBaHUSA MHTepdhelicoB MapLpyTU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMO/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO TNa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OLHO3HAYHO aApecoBaTh UHTEPENCHI N0 NX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 U MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEH NepeyeHs TUNOB NHTePdElicoB.

Tabnuua 4 — Tunbl 1 NOPSAA0K MMEHOBaHUA NHTepgeicoB MapLupyTmnsaTopa

Tun nutepdeiica

dusnyeckne
nHTEphecs!

MopTbl 1 F6KT/C

MopTbl 10 F6KMT/C

MopTbl 25 F6onTt/c

MopTbl 40 F6uT/C

MopTbl 100 F6uT/C

Mopt OOB
(Out-of-band)

OGo3HaueHne

O603HavYeHne U3NHECKOro MHTepdielica BKIOYaeT B cebst ero Tmn 1 ngeHtudmkarop.
MaeHTndmkartop gonsmnyeckmx nHtepdpeiicos nveet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoicTB,

+ <SLOT> — HOMep MoAayNns B cocTase ycTpolictsa nnv 0 Nnpu OTCyTCTBUM LEMeHMs yCTpolicTea
Ha Moay”nu,

+ <PORT> — nopsiaKoBbIii HOMEp nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o0603HaueHus: gigabitethernet 1/0/12

[onyckaeTcsi ICNo/b30BaTh COKPALLEHHOE HavMeHoBaHue, Hanpumep gil1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaveHus: tengigabitethernet 1/0/2

JonyckaeTcsa ncnonb3oBaTb COKpalleHHoe HaumeHoBaHme, Hanpumvep te1/0/2.

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaveHus: twentyfivegigabitethernet 1/0/2

[JonyckaeTcsi CNo/b30BaTh COKPALLEHHOE HavMeHoBaHue, Hanpumep twe1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep ob6o3HaueHus: fortygigabitethernet 1/0/2

JonyckaeTcsa ncnosb30BaTh CoKpalleHHOe HarMeHoBaHue, Hanpumep fo1/0/2.

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HauveHus: hundredgigabitethernet 1/0/2

JlonyckaeTtcs UCnosib30BaTh COKpaLLeHHoe HavmeHoBaHue, Hanpumep hu1/0/2.

oob <UNIT>/<SLOT>/<PORT>

Mpumep 0603HaYeHus: oob 1/0/1
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Tun vHTepdeiica

Mpynnbl arperauum
KaHanoB

Cab-uHtepdeiicsl

Q-in-Q nHTepdelichbl

Nornyeckune
NHTEpdgencsl

USB-mopembl

E-SBC. CnpaBoyHuUK komaHp, CLI

O6Go3HaueHne

O603HayeHve rpynmbl arperawumn KaHas10B BK/OYAET B CEOSA ero TWM M NOPsAAKOBbIA HOMeEpP
nHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep o06o3Ha4eHus: port-channel 6

[onyckaeTcsi CNo/Mb30BaTh COKPaLLEHHOEe HavMeHoBaHue, Hanpumep, poTl.

O603HaveHne cab-uHTepdeiica obpasyeTcs M3 0603Ha4YeHNs1 6a30BOro NHTepdelica n
naeHtngumkatopa (VLAN) cab-uHTepdeiica, pasaeneHHbIX TOUKOI.

MprMepbl 0603HAYEHNIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123
port-channel 1.6

NpaeHTndpukaTop cab-nHtepdeiica MOXeT NpuHumaTh 3HaueHus [1..4094].

O603Ha4veHne Q-in-Q nHTepdpeiica obpasyeTcs N3 0603Ha4eHNs 6a30BOro MHTepdelica,
noeHTncpmkatopa cepsucHoro VLAN n ngeHtncmkatopa nosnb3osarensckoro VLAN,
pa3feneHHbIX TOYKOM.

MprMepbl 0603HAYEHMWIA:
gigabitethernet 1/0/12.100.10
tengigabitethernet 1/0/2.45.12
port-channel 1.6.34

NaeHTUdmMKaTop CepBUCHOIO U Nosb3oBaTesibekoro VLAN MOXET NpUHMMATh 3HAaUeHus!
[1..4094].

O603Ha4YeHne NorM4yeckoro nHTepdienca ABASETCA NOPSAKOBbIM HOMEPOM MHTepdeiica:
MprMepbl 0603HAYEHNIA:

loopback 4

bridge 60

service-port 1

O603HaveHne USB-mogema Bk/itoHaeT B ce6s ero Tvn 1 nopsaKoBbIli HOMep:
modem <MODEM-NUM>

Mpumep 0603Ha4eHns: modem 1
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E-SBC. CnpaBoyHuUK komaHp, CLI

1. KonnyecTtBo MHTephencoB Kaxk4oro Tuna 3aBnucuT OT MOAENN MapLupyTmu3aropa.

2. Tekywasn sepcus MO nogaepxmBaeT Knactepusaumnio yCTPONCTB eanHoin moaenv. Homep unit B
rpynne ycTpoRCTB MOXET NPMHMMATb 3HaveHne 1 nnn 2.

3. HekoTopble KoMaHabl NoAAEPXNBAKOT OAHOBPEMEHHYIO paboTy C rpynnoii nHTepdieicos. Ans
yKasaHus rpynnbl MHTepeiicoB MOXeT ObITb MCMOMNb30BAHO NepednceHne Yepes 3ansaTyo uim
yKasaHue gnanasoHa uaeHTUgrkaTopos yepes aeduc «-».

MprMepbl yKkasaHusa rpynn nHTepdencos:
interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface fortygigabitethernet 1/0/1-2
interface gil/0/1-3,gil/0/7,tel/0/1,fo0l/0/1
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E-SBC. CnpaBoyHuUK komaHp, CLI

Tunbl 1 NOPAAOK UMEHOBaHUA TYHHeNel MaplipyTusaropa

MNpn paboTe mapLupyTM3aTopa NCNob3YHTCA CETEBbLIE TYHHENN Pa3/IMYHOro TUMa 1 HazHavyeHns. Cuctema
MMEHOBaHUs NO3BOMSAET OLHO3HAYHO a[pecoBaTb TYHHEMN MO NX (PYHKLMOHa/IbHOMY Ha3HadveHuio. [anee B
Tabnuue npuBefeH nepevyeHb TUNOB TYHHENEN.

Tabnuua 5 — Tunbl ¥ NOPAA0K UMEHOBaHWSA TYHHENE MapLupyTu3aTopa

Tun TyHHens

L2TP-TyHHENb

L2TPv3-TyHHENb

GRE-TyHHenNb

GRE cab-TyHHesb

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHenb

IPsec-TyHHenNb

O6o03HaueHne

0O603HaveHue L2TP-TyHHens cocTonT 13 0603Ha4YeHns Tuna 1 nopsgKoBoro Homepa
TYHHens:

12tp <L2TP_ID>

Mpumep o603HaveHus: 12tp 1

O603HaueHne L2TPV3-TyHHENS COCTOUT M3 0603HAYEHMSI TUNA 1 NMOPSAKOBOro HoMepa
TYHHENs:

I2tpv3 <L2TPV3_ID>

Mpumep o603HaueHus:: 12tpv3 1

0O603HaveHne GRE-TyHHeNns coctout 13 0603Ha4YeHns TMna 1 NopsiAKoOBOro HoMepa
TYHHens:

gre <GRE_ID>

Mpumep 0603HaveHus: gre 1

O603HaveHne GRE cab-TyHHens cocToMT U3 0603HavYeHms Tuna, NopsiAKoBOro Homepa
TyHHens n ngeHtudpmkaropa VLAN ansa cab-TyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep o603HaveHus: gre 1.200

0O603Ha4eHne SoftGRE-TyHHeNsi cocTomT 13 0603Ha4YeHUs TUNa, NOPsIAKOBOro HoMepa
TyHHens u, onuuoHasibHo, VLAN ID BupTyanbHoro uHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

O603HaveHue IPv4-over-IPv4-TyHHeNs cocTtonTt 13 0603HauYeHns Tuna u nopsaaKoBoro
HOoMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep 0603HaYeHus: ipdip4 1

0O603Ha4YeHne BUPTYasibHOro IPsec-TyHHeNss CoCTOMT 13 0603HaYeHNs TUna u
nopsAKoBOro HoMepa TyHHenNs:

vti <VTI_ID>

Mpumep 0603HauveHns: vti 1
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Tun TyHHens

Nornyeckuii TyHHENb

(TyHHenb mexay VRF)

PPPoOE-TyHHENB

PPTP-TyHHenb

OpenVPN-TyHHENb

WireGuard-TyHHesnb

E-SBC. CnpaBoyHuUK komaHp, CLI

O60o3HaueHne

O60o3Ha4YeHne NorMYeckoro TyHHeNsi COCTOUT U3 0603HAYEHUs TUMa U NOPSIAKOBOIo
HoMepa TyHHe/s:

It <LT_ID>

Mpumep 0603HayeHus: It 1

0O603HaueHne PPPOE-TyHHens coctont n3 0603HaYeHNs Tvna 1 NopsiAKoBOro Homepa
TYHHENs:

pppoe <PPPoE_ID>

Mpumep 0603HaueHVs: pppoe 1

O603HavyeHne PPPTP-TyHHeNnst COCTOUT U3 0603Ha4YeHns Tmna 1 nopsgKkoBoro Homepa
TYHHens:

pptp <PPTP_ID>

Mpumep o603HaveHus: pptp 1

0O603HavyeHne OpenVPN-TYHHENS COCTOMT U3 0603HaYEeHMs TNa 1 NOPSIAKOBOro
HOMepa TyHHens:

openvpn <OPENVPN_ID>

Mpumep 0603HaUEHs: openvpn 1

0O603HaveHne WireGuard-TyHHeNs coctomT N3 0603Ha4YeHNst TMMa 1 NOPSiAKOBOro
HOMepa TyHHess:

wireguard <WG_ID>

Mpumep 0603HaveHus: wireguard 1

KonuuecTtBo TyHHeENen Kaxaoro Tuna 3aBucuT ot mogenu u NO maplipytusartopa.
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5 KomaH/bl NoNb30BaTe/1bCKOro MHTepdeiica

alarm

[aHHol KoMaHZ0i ycTaHaB/IMBAKOTCA 3HAYEHUSA NOPOroB aBapuii.

alarm

clear alarms
clear dns records
clear ssh host

clear storage-device
configure

do

end

exit

help

history size

logout

lookup

monitor

ping

reload cancel
reload esbc force
reload system
show alarms brief
show alarms brief active
show alarm settings
show history

show system reload
show tech-support
ssh

telnet

terminal datadump
terminal mode
terminal resize
traceroute

uptime

verify

verify filesystem
verify storage-device

CuHTaKkcuc

E-SBC. CnpaBoyHuK KomaHz CLI

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }

<VALU

E>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-

ALARM

S> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyxeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AATYMKOB). MPUHMMAET CreayroLme 3HaueHms:
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E-SBC. CnpaBoyHuUK komaHp, CLI

+ fan-speed high — nopor ckopocTu BpalleHusi BEHTUNSTOPA, BbIPaXXEHHbI B NPOLEHTax oT
MakcuMasibHoi ckopocTu BpatweHus (0..100), npu nepexofe Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHne 3T0ro nopora A0/HKHO
6bITb 60nbLUe, Yem alarm facility fan-speed low (ans ESR-100/200/1000/1200/1500/1700/3100/
3200/3200L/3300);

+ fan-speed low — nopor ckopocTy BpaLLeHMs BEHTUIATOPA, BbIP@XKEHHBIN B MPOLIEHTaX OT MakCUMaslbHOA
ckopocTy BpauweHus (0..100), npu nepexoae Yyepes KOTopbIii OT 60/bLIMX 3HAYEHWI K MEHBLLUM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauus aBapum). 3HaueHve 3Toro nopora
[0/KHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ans ESR-100/200/1000/1200/1500/1511/
1700/3100/3200/3200L/3300);

+ temperature cpu critical high — nopor Temneparypbl npoueccopa, BbipaXXeHHbIl B rpagycax no wkane
Uenbcus (0..100), npy nepexoae Yepes KOTOPbIA OT MEHbLUMX 3HAYEHWIA K 60/1bLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro Nopora A0/HKHO GbITb CaMbIM 6OMbLLUM 13
BCEX 3HaYeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

+ temperature cpu critical low — nopor Temneparypbl NPoLECCOopa, BbIpaXXEHHbI B rpagycax no wkane
Uenbcus (0..100), npy nepexoge Yepes KOTOpPbIA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3HaueHne 3TOro Nopora Ao/MKHO BbITb
MeHbLUe, yem alarm facility temperature cpu critical high, Ho 6onblue, yuem alarm facility temperature cpu
overheat high;

+ temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaKeHHbIM B rpagycax no
wkane Lenbcus (0..100), npy nepexofe Yepes KOTOPbIA OT MEeHbLLNX 3HAYEHWUIA K 60MbLLNM,
reHepupyetc SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora AoHKHO ObITb
MeHbLLe, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;

+ temperature <sensor> overheat low — nopor Temnepartypbl CEHCOpPa, BbIpaXXeHHbI B rpagycax no wkanie
Uenbcus (0..100), npy nepexoge Yepes KOTOPbIA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauua aBapun). 3Ha4YeHMe 3TOT0 NOpora A0/MKHO ObITh
MeHbLUe, yem alarm facility temperature <sensor> overheat high;

+ temperature <sensor> supercooling high — nopor Temnepatypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no
wkane Llenscusa (0..12), npy nepexoge Yepes NPOTUBOMNO/IOKHOE 3HAYEHNE KOTOPOTO OT MEHbLLNX
3HaYeHUIA K 6onbLunM, reHepupyeTcs SNMP trap eltexEnvTempSupercoolingOk (Hopmanuzsauus
aBapum). ITOT NOPOr NpeAHasHaYeH AN 3a4aHns oTpuLLaTeNIbHbIX TeMNepaTyp, U ero 3HadeHne A0/MHKHO
6bITb MeHbLUe, yeM alarm facility temperature <sensor> supercooling low;

+ temperature <sensor> supercooling low — nopor Temneparypbl CEHCOPa, BbIpaXKEHHbIN B rpagycax no
wkane Llenscusa (0..15), npy nepexoge yepes NPOTMBOMNO/IOKHOE 3HAYEHME KOTOPOro OT 6OMbLLNX
3HaYeHUIA K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapws). 9ToT nopor
npegHasHayeH A/1a 3afjaHns oTpulartesibHbIX TemMneparyp, ¥ ero 3HadyeHme A0/MKHO ObiTb 60/bLUE, YeM
alarm facility temperature <sensor> supercooling high;

Mone ceHcop MOXET NpPUHMMAaThL CriedytoLme 3Ha4YeHUs 415 KaK0 Mogeny MapLupytusaropa:
+ ESR-10: cpu;
+ ESR-12V: cpu, switch;
« ESR-12VF/15R/15VF: cpu, switch, sfp;
+ ESR-20/21/30/31: cpy;
+ ESR-100/200: cpu, board;
+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;
+ ESR-3100/3200/3200L/3300: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporv aBapuii, cBA3aHHbIX ¢ cBO60AHLIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
cnefyoume 3HaYeHus:

« free low-watermark flash high — nopor konuuectsa cso6oaHoi flash-namaTu, BbipaXkeHHO B MpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3Ha4eHne 3Toro nopora
[LO/DKHO ObITb CaMbIM 60/bLLNM M3 BCEX 3HAYEHWIA NOPOroB KonmnyecTsa cBoboaHol flash-namsTy;
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E-SBC. CnpaBoyHuUK komaHp, CLI

+ free low-watermark flash low — nopor konnyectsa cBo6ogHoI flash-namsiTu, BbipaxeHHO B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/1bLUMX 3HAYEHWI K MEHBLUUM
reHepupyetcs SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/mMKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;

« free low-watermark ram high — nopor konnyectsa cBo60gHol RAM-NamMaTy, BbIpaXKEHHOI B MpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTOopbIi OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi asapum). 3Ha4eHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM U3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namsaTy;

« free low-watermark ram low — nopor konnuecTsa cBo604HO RAM-namsiTi, BblpaXXeHHON B NpOLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTOPbIi OT 60/1bLUMX 3HAYEHWI KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3Ha4eHWe 3TOro nopora Lo/HKHO
6bITb MeHbLUe, YeM alarm memory free low-watermark ram high;

« reserve critical flash high — nopor konnuyectsa cBo60gHOI flash-namsAT, BbIpaXXeHHOW B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexofe Yepes KOTopblii OT MEHbLUNX 3HAYEHWIA K GO/bLLNM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3TOro
nopora Ao/HKHO 6bITb MeHbLUe, YyeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

« reserve critical flash low — nopor konmuecTBa cBob6ogHoi flash-namsTy, BbipaxkeHHOl B NpoueHTax ot
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHBLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/MKHO 6bITb
MeHbLue, yem alarm memory reserve critical flash high;

+ reserve critical ram high — nopor konnyecTsa cBo604HON RAM-NamsATy, BbIpaXXeHHOI B NpoLeHTax oT
makcumasnbsHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3Toro
nopora o/HKHO ObITb MeHbLUe, YeM alarm memory free low-watermark ram low, Ho 60/bLUe, Yem alarm
memory reserve critical ram low;

* reserve critical ram low — nopor konuyectsa cBo6oaHO RAM-namMaTy, BbipaXKeHHON B MpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHBLLIWM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/MKHO 6bITb
MeHbLUe, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBAI3aHHbIX C 3arpy3koi npoueccopa. NMpruHumaeT cnegyrowme
3HaYeHus:

+ cpu threshold falling — nopor ytunmsauum CPU, BblpaxkeHHOI B NpoLeHTax oT MakcumMasibHoii (0..100),
npu nepexoe yepes KOTOpbIi OT 60/bLLNX 3HAYEHWUI K MeHbLUUM reHepupyeTca SNMP trap
eltexEnvCpulLoadHighOk (Hopmannsauus aBapum). 3HaueHMe 3TOro Nopora A0/MKHO GbITb MEHbLLE, YEM
alarm process cpu threshold rising;

+ cpu threshold rising — nopor ytunusauum CPU, BbipaXXeHHO B NpoLeHTax oT MakcumasibHoii (0..100),
npu nepexoe yepes KOTOPbIA OT MEHbLUMX 3Ha4YEeHWUIA K 60/1bLLnM reHepupyeTca SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60/bLUE, YEM alarm process cpu
threshold falling.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80
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clear alarms

[aHHOI KOMaHA0W OCYLLEeCTBIAETCS O4MCTKa 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { all | dinactive }

MapameTpbl
all — ynanstotca 3anncu 06 apxmBHbIX U aKTUBHbIX aBapusx;

inactive — yganstoTcs 3anvMcu Tosbko 06 apXMBHbIX aBapusix.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear dns records

E-SBC. CnpaBoyHuUK komaHp, CLI

[aHHoi KomaHaol ocyulecTensetcs ounctka DNS-3anncei u3 kala n HeraTMBHOIO K3lla.

CuHTaKkcuc

clear dns records [ all | domain <NAME> ]

MapameTpbl
all — ypanstotcs Bce kawmpoBaHHble DNS-3anucuy;

<NAME> — nms xocTa, 3afaéTcsa CTPOKOI A0 253 CMMBOJIOB.

Heob6xoaumbili ypoBeHb NPUBUETAIi
1

KomaHZHbIi pexum
ROOT
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E-SBC. CnpaBoyHuUK komaHp, CLI

Mpumep:

esr# clear dns records domain eltex
cleared 1 records, 0 negative records

clear ssh host

[aHHOV KOMaH10Vi oCylLeCcTBNSIETCS CHPOC coxpaHeHHoro SSH-knoua yaaneHHoro xocTa.

CuHTakcuc
clear ssh host [ { <ADDR> | <IPV6-ADDR> | <HOST> } [ port <PORT>] ]

MapameTpbl
<ADDR> - IP-agpec, 3agaéTtca B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb nNpuHUMaeT 3HadeHus [0..255];

<IPV6-ADDR> — IPv6-agpec, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4yactb NpUHMMaeT 3HaYeHns B
LwecTHaguaTepuuHom dpopmarte [0..FFFF];

<HOST> — gomeHHoe nMs, 3aaeTca 3agaéTcsl CTPOKOW A0 254 cnmBona;
<PORT> - Homep TCP-nopta, npuHnmaeT 3HadeHus [1..65535];

Be3 yka3zaHua napameTpoB — OCYLIECTB/ISIETCA COPOC BCEX COXPaHEHHbIX SSH-knoueii.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1

clear storage-device

[ aHHO KOMaHoVi 3anycKaeTcs (DOpMaTUPOBaHNE MOAK/IYEHHOTO HOCUTENS.

CuHTakcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>

MapameTpbl
<ID> — Homep nogkntoyeHHoro USB-HocuTensa no nopsaky;

<USB-NAME> — nmsa nogkntodeHHoro USB-Hocutens. Mima MOXHO y3HaTb B BbIBOAE KOMaHAbl show storage-
devices.
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mmc — KAKY 414 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENSA,

<NAME> — HOBOEe nMSA pasgena, KoTopoe 6yaeT HazHaueHo rnocne hopmMaTupoBaHuS.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device
Do you really want to continue? (y/N): y

Device clear success.

configure

[laHHas KomaHAa No3BOSIET NEPENTN B PeXNM N106asIbHOT0 KOHOUIYpUpPOBaHUSI.

CuHTaKkcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# configure
esr(config)#

do

E-SBC. CnpaBoyHuUK komaHp, CLI

KomaHga do no3BonsieT BbINO/HATL KOMaH/bl KopHeBoro pexumMa (ROOT) 13 n60oro Apyroro pexmmMa

KOMaHAHOro uHTepdeiica.
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CuHTakcuc

do <command>

MapameTpbl

<connnand>-—KomaHAaKopHeBom)pexmma.

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum

Bce pexumbl, KpoOMe KOPHEBOTO.

Mpumep:

esr(config)# do show version
Boot version:
1.24.0.1 (2024-08-01 13:40:59)
SW version:
1.24.0 build 1[d9bdbda] (2024-08-01 18:06:41)
HW version:
1v7

end

KomaHga cnyxuT ans Bo3Bpara B KOPHEBOI koMaHAHbIN pexxum (ROOT).

CuHTakcuc

end

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum

Bce pexumebl, Kpome KOPHeBOro.

exit
[aHHaa KomaHaa CnyXuT A5 Bo3BpaTa Ha YPOBEHb BbilE B MEPAPXMUYECKON CUCTEME KOMaHAHbIX PEXUMOB.

Mpu BbINONHEHUM Aa@HHOI KoMaHAbl B pexumMe ROOT 3aBepluaeTcs ceaHc paboThl NoMb30BaTenNs ¢
NHTepdelicoM KomaHaHo cTpoku CLI maplupyTusaTopa.
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CuHTakcuc

exit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum

Bce pexumel.

help

[aHHoi KomaHAol Ha ancnnei BbiBOAMTCS MHGopMaunsa o pabote ¢ KOMaHAHO CTPOKOM.

CuHTakcuc
help

MapameTpbl

KomaHga He coaepXuT napameTpoB.

HeoGxoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum

Bce pexumebl.

history size

[JaHHOW KOMaH0W MOXHO M3MEHWUTL MaKCMMaslbHOE YINC/I0 NOCNeAHUX BBEAEHHbIX KOMaHA, Nonb3oBarens,
KOTOPbIE COXPaHSITCA B MCTOPUM KOMaHA, TEKYLLEen ceccun. icnonb3oBaHmne oTpuuaTesibHoli (DopMbl KOMaH/b!
(no) ycTaHaBnMBaEeT 3HaYeHMe Mo YMONYaHMIO.

CuHTakcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> - uncno nocnegHx BBeAEHHbIX KOMaH, NpuHUMaeT 3HadeHus [10..1000].
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E-SBC. CnpaBoyHuUK komaHp, CLI

3HauyeHue No ymosi4aHuio
50

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# history size 20

logout

[JaHHoii KomMaH10/i 3aBepLUaeTcsi ceaHc paboThbl NO/b30BaTENs C MHTepdeiicom koMaHaHO cTpokm CLI.

CuHTakcuc

logout

MapameTpbl

KomaHga He coepXuT napameTpos

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbI pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout

lookup

[JaHHasn KomaHaa ucnonbayetcsa ans obpaweHnst k DNS cucteme.

CuHTakcuc
lookup [ vrf <VRF>] <NAME> [ detailed ] [ nameserver <IP> ]
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MapameTpbl
<VRF> - nmsa aksemnnspa VRF, 3agaétcsa ctpokoit o 31 cumsona;

<NAME> — nms xocTa, 3afa€TCA CTPOKOI A0 253 CMMBO/IOB;

<IP> - IP-agpec xocTa, 3aaaétca B Buae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHMMaeT 3HadeHus [0..255];

detailed — nHchopmauus Bblgaérca B AeTaiM3mpoBaHHoOM dpopmare.

HeoGxoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum
ROOT

Mpumep:

esr# lookup eltex-co.ru
Server: 127.0.0.1
Address: 127.0.0.1#53

Non-authoritative answer:
Name: eltex-co.ru
Address: 62.109.9.104

monitor

[ aHHO KOMaH/10Vi BK/TOYAETCS MOHUTOPUHT Tpadivka Ha CETEBOM MHTEPAIEice B pexume peasibHoro
BPEMEHV MOMakKeTHO.

PeannsoBaHa 3anvcb gamna Tpadumka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneaytolein BO3MOXHOCTbHO
konupoBaHua Ha usb/mms/flash:data/tftp-server. 3anncaxHbliii B thainn gamn Tpadmka B pasgen tainnosoi
cuctemsl flash:data/ numutuposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> } ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHtepdeiic nnu rpynna nHtepdeiicos, 3agaétcs B BUae, ONUCaHHOM B pasaernie Turbl 1 Nopsiok
MMEHOBaHMs NHTEpPdENCOB MapLUpPYTU3aTopa;

<TUN> — nms TyHHens, 3agaéTcs B BuAe, onncaHHOM B pasaesne Turbl 1 NopsiaoK NMeHoBaHus TyHHeNel
MapLLpyTM3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétcs B suae AAA.BBB.CCC.DDD, rge kaxxagast 4aCcTb NpUHUMaET
3HavyeHus [0..255];
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<DST-ADDR> - IP-agpec nonyyarens, 3agaérca B suge AAA.BBB.CCC.DDD, rae kaxgasn yacTb NpuHUMaeT
3HauveHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpasuTens, 3agaétca B Buge X:X:X:X::X, rge kakgasa yacTb npuHumaet
3HayeHws B LWecTHaauarepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> — IPv6-agpec nonyyarens, 3agaérca B suge X:X:X:X::X, rae kaxgasa 4actb npuHUMaeT
3HayeHws B LWecTHaauatepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaércs B snge AAA.BBB.CCC.DDD, rge kaxaast 4acTb
npuHUMaEeT 3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec otnpasutens nnun noay4yarens, 3agaérca B suge X:X:X:X::X, rge kaxnasa yactb
NPUHUMAET 3HaUeHus B LecTHaguatepuiHom gpopmare [0..FFFF];

<SRC-MAC> - MAC-agpec otnpaBuTens ethernet-kagpa, 3agaércs 8 suge HH:HH:HH:HH:HH:HH, rae kaxpaasn
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauatepuyHom dpopmare [0..FF];

<DST-MAC> - MAC-agpec nonyuartens ethernet-kagpa, 3agaétcsa B suge HH:HH:HH:HH:HH:HH, rge kaxaas
HH-4acTb NpUHUMaET 3HaueHus B LiecTHaauatepuiHom dpopmare [0..FF];

<SRC-MAC> - MAC-agpec otnpaBuTens unau nonyyatens ethernet-kagpa, 3agaércs B Buae
HH:HH:HH:HH:HH:HH, roe kaxaas HH-yacTb npMHMMAaEeT 3HaYeHns B WecTHaauaTepruyHoM cpopmare [0..FF];

<TYPE> — Tvn npoToKona, NpyHMMaeT 3HaveHus: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpasuTens, npuH1uMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nony4arens, npuHuMaeT 3HadeHus [1..65535];
<PORT> — Homep TCP/UDP-nopTa oTnpaBuTe/st Un nonydarens, nprHMMaeT 3HadeHus [1..65535];

<VALUE> — KO/IM4ecTBO NakeToB, Moc/e noyvyeHns KoTopbiX aHasns 6yaeT OCTaHOB/IEH, YKa3blBaeTCs B
ananasoHe [1..4294967295];

detailed — nHchopmayus Bblgaércsa B AeTaiM3mpoBaHHOM dpopmare.

<FILE> - 3anucb gamna Tpadmka B paiin ¢ NobbiM paclumpeHnem — .pcap, .pcapng, .txt n ap.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap
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ping
[aHHaa kKomaHa ucnosb3yeTcs A8 NPOBEPKN AOCTYMHOCTU yKa3aHHOIO CETEBOro YCTPOMCTBa.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6é } ] [ ttl <TTL> ]

[ packets <COUNT> | unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [ dinterval
<INTERVAL> ] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [ detailed ] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> - nms aksemnnsipa VRF, 3agaétcs cTpokoi go 31 cumsona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétca B Buae AAA.BBB.CCC.DDD, rge kaxgasa 4yactb NpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NPUHUMAET 3HaYeHns
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoiiCcTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepATb AOCTYNHOCTb NPV NMOMOLLM ipv4-NakeToB;
* ipv6 — NpoBepsiTb AOCTYMHOCTb NPY NOMOLLY ipV6-NakeToB.

<TTL> - Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHune [1..255], no ymonuaHuio 64;
<COUNT> - Ko/IMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonyaHuio 5;

<SIZE> - pa3mep icmp-payload B 6aiiTax, npuH1MaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYeT 64 6aritam nocne gobasneHms 3aronoska ICMP n 84 6aintam nocne gobasneHns ip-3arofoBka;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAvsSeT Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTUBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaxuto 1
CekyHaa;

<INTERVAL> — nHtepBas1 Mexay oTrnpaBkaMu icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HaYeHne
[200..60000], no ymonuaHuto 1000.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTepdpeiica MapLIpyTU3aTOPa, Yepes3 KOTOPbI GyayT OTNpaB/eHbl NakeTbl, 331aéTCA B BUAE,
onMcaHHOM B pasfesie Tunbl v NopsaoK MMEHOBaHMSA HTepeicoB MapLpyT13aTopa,;

<TUN> — umsi TyHHenst MapLupyT13aTopa, Yepes KoTopblii 6yayT oTnpaBneHbl NAakeTbl, 334aETCA B BUAE,
onvcaHHOM B pasfesie Tunbl v NopsaLoK UMEHOBAHNA TYHHE e MapLupyTM3aTopa;

<HEX> — wa6bnoH AaHHbIX, KOTOPbIM BYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHAALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHue [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykasaHumn gaHHOI KOMaHAbl NakeTbl BYAYT OTNPABNATLCS C MAKCUMA/IbHOIN CKOPOCTbLHIO, OTBETHI OT
yCTpolicTBa He 0OTOBPaXKATCSA 10 OKOHYAHUS BbINOMIHEHNS KOMaHAbI;
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broadcast — npu ykazaHun gaHHOW KoMaHAbl 6yAeT paspeLleHo OTNPaB/IATb NaKeTbl Ha LMPOKOBeLLaTe IbHbI
afpec;

detailed — npu ykazaHuv gaHHoro kntoya 6yaeT BbIBOAMTLCS NOHAs MHopMaumsi 0 icmp-oTBeETax 1 o6was
cTaTucTvka paboTbl KOMaHAbl. Be3 ykasaHus — ToNbKOo CTaTuCThKa.

<STRATEGY> — cTpaterus oparmeHTaLmmn nakeTos, NPUHMMAaET OAHO 13 CNeayoLwmnx 3Ha4YeHNI:

« allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeaTtb coniar DF (don't fragment);

« discovery-pmtu — BbINonHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/IM pa3Mep
nakeTa C/INLLKOM OO0NbLUOIA;

+ disallow-fragmentation — 3anpeTnTb hparmeHTaLmio, B TOM UYNC/IE NTOKASIbHYHO.

<INFO> - Tonbko ans IPv6. Otnpaska ICMPv6 Node Information Queries (RFC4620), BmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHoLWmMX 3HAYEHWIA:

* name — 3anpoc DNS-umeH(n) y3na;

* ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6asbHbIX IPV6-aapecos y3na,;

* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecos y3na;

+ ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

+ ipv4-all - 3anpoc IP-agpecoB cO BCex CeTeBbIX MHTEPIENCOB y3na.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZAHbIi pexum
ROOT

Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms
--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms

rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fc00::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--— fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms

rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

[aHHoi KomaHaol OCyLECTBNAETCA OTMEHA paHee 3an/1aHMpPOoBaHHON nepesarpysku yCTponcTea.
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CuHTakcuc

reload cancel

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# reload cancel

reload esbc force

[aHHoi KomaHaon ocyuwlecTnseTcs nepesanyck MO ESBC.

CuHTakcuc

reload esbc force

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr# reload esbc force

reload system

[aHHOoI KOMaHAoM OCYLEeCTBIAETCS Nepesarpyska ycTpolcTaa.

E-SBC. CnpaBoyHuUK komaHp, CLI
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CuHTakcuc

reload system [ with-configuration <FILE> ] { in { <MINUTES> | <HOUR>:<MINUTES>} | at
<TIME> <DATE> }

MapameTpbl

<FILE> — nyTb A0 chaiina koHurypawumm, npMeHsiEMOro noce nepesarpyskiu. MoxeT npuHUMaTh creaytolume
3HaYeHus:

+ flash:backup/FILE
« flash:data/FILE

<HOUR> — Ko/mM4ecTBO YacoB [0 nepesarpysku,
<MINUTES> — Konim4yecTBO MUHYT A0 Nepe3arpysku,
<TIME> — To4uHOEe Bpems nepesarpysku B popmarte HH:MM:SS:
HH — yacbl B gnana3soHe [0..23],
MM — MuHyTbI B agnana3soHe [0..59],
SS - cekyHabl B avanasoHe [0..59].
<DATE> - pata nepesarpy3ku B goopmate DAY MONTH YEAR:
DAY - aeHb nepesarpysku, NpUHUMAaET 3HaueHne B gmanasoHe [1..31],
MONTH - mecsu nepesarpy3ku, NPUHUMAET OAHO U3 3HAYEHWIA:

* january

« february
* march

« april

* may

* june

* july

+ august

+ september
+ october

* november
+ december

YEAR - rof, nepesarpysku, NnpuHuMaeT 3HadeHune B ananasoHe [2001..2037].

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# reload system
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show alarms brief

[JlaHHOli KOMaHAO0M BbIBOAMTCA KpaTKasi UICTOPUS aBapuii Ha MapLIpyTM3aTope (aKTUBHbIX U 3aBEPLUEHHbIX).

CuHTakcuc

show alarms brief

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description

major environment 2000-03-31 17:27:38 2000-03-31 17:31:53 Reserve Power Supply Fault

show alarms brief active

[laHHOli KOMaHOo BbIBOANTCA KpaTKasi MHhopMaLms 0 TeKyLLMX (aKTUBHbIX) aBapuax Ha MapLipyTU3aTope.

CuHTaKkcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUETAIA
1

KomaHZHbIi pexum
ROOT

50



E-SBC. CnpaBoyHuUK komaHp, CLI

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description

notify environment 2000-03-31 16:47:05 - Reserve Power Supply removed

show alarm settings

[ aHHOi KOMaH/10Vi BLIBOAMTCS MHpOpMaLMa O HACTPOiikax NOpPOroB cpabaTbiBaHWsl aBapuii.

CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwii:

« facility — noporu aBapwii, cBsi3aHHbIX C OKpy>eHneMm (ckopocTb FAN, Temneparypa npoueccopa u
[laTUMKOB);

* memory — Nopory asapuii, CBA3aHHbIX ¢ cBO60AHLIM NpocTpaHcTBoM NAND 1 RAM,;
* process — nNoporu aBapuii, CBAA3aHHbIX C 3arpy3koi npoweccopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
ROOT
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Mpumep:

esr# show alarm facility

fan-speed:
high:
low:
temperature CPU:
critical high:
critical low:
overheat high:
overheat low:

supercooling high:

supercooling low:
temperature sensorl:

overheat high:

overheat low:

supercooling high:

supercooling low:
temperature sensor2:

overheat high:

overheat low:

supercooling high:

supercooling low:
temperature sensor3:

overheat high:

overheat low:

supercooling high:

supercooling low:

show history

80
75

95
92
80
78
-12
-15

60
57
-12
-15

60
57
-12
-15

60
57
-12
-15

E-SBC. CnpaBoyHuUK komaHp, CLI

[laHHOi KOMaH/10Vi Ha AMCei BbIBOAUTCS MHGDOPMALIMS O KOMaHax, KOTOpble UCMOMb30Ba/IUCh B TEKYLLE

ceccun, Win o KonndecTee coxpaHAeMbIX KOMaHA.

CuHTakcuc

show history [ size | <NUM> ]

MapameTpbl

Size — MakCcMMasibHOEe YMCNO NOCeAHNX BBEAEHHbIX KOMaHA, N0Nb30BaTe s, KOTOpblE COXPaHATCA B MCTOPUM
KOMaH/[ TeKyLleli CeCCUN.

<NUM> - KonunuyecTBo nocnegHnx BBeAEHHbIX KOMaH/, No/ib30BaTesisi, KOTopble HEO6X0ANUMO 0TO6Pa3NTb
[0..100].

3HaueHue No yMmo4aHuio

0. CoOTBETCTBYET BbIBO/Y BCEIT UCTOPUN BBEAEHHbLIX KOMaHS,

Heob6xoauMbIii ypoBeHb NpuBUIerui

1
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~N o b~ wWwN -

show system reload

[aHHoi KomaHAoW Ha Avcnael BbIBOAUTCSA MHApOpMaLMS O KOMaH4ax, Aarte U BpeMeHuW 3aniaHnpoBaHHOM
nepesarpysku.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show system reload
Schedule: System reload is scheduled for 2025-08-10 04:00:00
Last reload reason: System reload reason is unknown

show tech-support

[aHHaa komaHa ucnosnb3yeTcs 1a coopa KOMMIEKCHON CMCTEMHON MHhopMaL MK ¢ YCTPOCTBa.

CuHTakcuc

show tech-support
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show tech-support
| hhkkkhkhkkkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkhkkhkhkhkkhkhkhkkkhkhkkkhkhkhkkhkhkhkkhkkk | 100% Success.

Show tech-support output available at: flash:data/20110413_112242_show_tech-supz

The created archive may contain private data. You can delete them yourself
Execute time 58.995103 sec

ssh

[aHHasi KomaHa UCrosb3yeTcs AN NOAKMOUEHNUS K yAAIEHHOMY Y371y MO NpoTokony SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> — ums aksemnnspa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;
<USERNAME> — nms nonb3oBatens, 3agaétcs CTPokoi Ao 31 cumMBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B sBuae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb NpUHMMaeT
3HavyeHus [0..255];

<IPV6-ADDR> — |IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NPUHUMAET 3HaYeHns
B LWecTHaauarepuuHom copmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTsa, 3a4aéTcsa CTPOKOi A0 253 CMMBO/OB;

<PORT> - Homep TCP-nopta, npocnywneaemoro SSH-cepsepom, NprHUMaEeT 3HaveHus [1..65535]. Mo
YMO/14aHUI0 YCTaHOB/IEHO 22;

<VERSION> - Bepcusa SSH-npoTokona, NpuHnMaeT 3HadveHus [1..2]. Mo ymonyaHuio ucnonbayercs sepcus 1;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOIo ajipeca MOXET UCMOo/b3oBaTbCs Mobol IP-agpec
mMapLupyTu3aTopa, 3aaaétcs B Buge AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpUHUMaET 3HadveHus [0..255];

<SRC-IPV6-ADDR> — IPv6-aapec oTnpaBuTens, B Ka4ecTBe AaHHOro ajgpeca MOXET UCNOoNb30BaTbCA 060
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPMHUMAET 3HAYEHUA B
lwecTHaguatepuiHom cpopmare [0..FFFF];
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<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHue [0..63], 3HaueHune no
ymonuanHuio 0.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the 1list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[laHHas KomMaHAa Ucnonb3yeTcs AN NOAKYEeHN K yaasieHHoMY Y3y no npotokosny Telnet.

CuHTaKkcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HaveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxgas 4actb NPUHUMAET 3HaYeHns
B LWeCTHaauatepuuHom copmare [0..FFFF];

<HOSTNAME> — DNS-ums yCcTpoiCTBa, 3a4aETCs CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylumBaemoro SSH-cepBepom, nprHuMaeT 3HaueHus [1..65535], no
yMonyaHuio 23;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B ka4ecTBe AaHHOro agpeca MOXeT ucnonb3oBaTtbcs nboli IP-agpec
mMapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxaasi yacTb NpMHUMAET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe faHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec mapwpytnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxaasa yactb NPUHUMAET 3HAYEHUA B
LwecTHaguaTepuuHom dpopmarte [0..FFFF];
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<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHue [0..63], 3HaueHune no
ymonuanHuio 0.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump

KoMaHaa ucnonb3yetcs A5 BbIK/TOUEHMS NOCTPAHNMYHOIO pexrvMa BbiBOAa TPACCUPOBOK AN1S TEKYLLE
ceccum.
cnonb3oBaHue oTpulaTenibHol KoMaHbl BK/OYaET NOCTPaHMYHbIV PEXUM BbiBOAA TPACCHMPOBOK.

CuHTaKkcuc

[no] terminal datadump

MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbili ypoBeHb NPpUBUETAI
1

KomaHZHbIi pexum
ROOT

Mpumep:

esr# terminal datadump
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terminal mode
KomaHga ncnonb3yetcs A/15 NepeksiodeHmns pexrma padoTbl TepMUHana a1 TekyLein ceccum.

icnonb3oBaHue oTpuLaTeNlbHOW KOMaHAb! BK/IKOYAET YEe/I0BEKOUNTAEMBIA PEXUM paboTbl TEpMUHaNa.

CuHTakcuc

terminal mode { human | machine }

MapameTpbl

human - yenosekounTaemslii pexnm pa6OTbI TEpMUHasla, CoAePXXMMOoe TeEpMHaUIa NepepnucoBbIBAETCA MpuU
KabKAOM MMoJsib30BaTe/IbCKOM BBOAE, NpeaHasHa4yeH O/i9 UHTEPaKTUBHOIO UCMOJIb30BaHUA,

machine — MalUNHHBIV pexunM paboTbl TEPMUHANA, COAEPXMMOE TEPMUHA/IA HE NepeprCcoBbLIBAETCS NpU
nosib30BaTeNIbCKOM BBOZE, NpeAHa3HaueH st B3ammopgeiicTeus ¢ CLI yepes ckpunTbl.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep:

esr# terminal mode machine

terminal resize

KoMaHga ucnosnb3yercs A/1si MmacluTabupoBaHna pasMmepa TepMuHasia nog pasMep okHa npu UCrosib30BaHUN
KOHCOJ/IbHOrO NOAK/THYEHMS.

CuHTaKkcuc

terminal resize

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUETAIA
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# terminal resize

traceroute

[aHHasi KomaHa UCMonb3yeTcs A1 TPACCMPOBKM MapLUpyTa A0 yKa3aHHOro CETEBONO YCTPOIACTBA.

CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } ] }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | interface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dcmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> 1} ]

MapameTpbl
<VRF> — nms ak3emnnspa VRF, 3agaétcsa ctpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTtBa, 3agaétcs B sBuae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb NpUHMMaeT
3HavyeHus [0..255];

<IPV6-ADDR> - IPv6-agpec ycTpoicTBa, 3a4aétca B Buge X:X:X:X::X, rae kaxgasa yacTb NpMHUMAET 3Ha4YeHus
B LWecTHaauarepuuHom copmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTsa, 3a4aéTcsa CTPOKO A0 255 CMMBONOB;

* ip — NpoBOANTbL TPACCUPOBKY NPW NOMOLLM ipv4-NakeTos;

* ipv6 — NpoBOAMTL TPACCUPOBKY NPW NOMOLLM ipV6-NakeToB.
<FIRST-TTL> — BpeMs xun3Hu |IP-nakeTa, 3Ha4eHNEe C KOTOPOro Ha4YMHaEeTCA TpacCupoBKa MapLIpyTa,
npuHMMaeT 3HadeHue [1..255], no ymonuanuio 1;

<MAX-TTL> — Bpemsi Xun3Hu IP-nakeTta, 3Ha4eHNEe Ha KOTOPOM 3aKaHUYMBAETCA TpacCMpOoBKa MapLUpyTa,
npuHMmaeT 3HadeHue [1..255], no ymonuaxmio 30;

<TIMEOUT> - BpeMsi oxXngaHusa oTBeTa, B cekyHaax. Onuusa BAUSIET Ha TallMayT, €CIN OTCYTCTBYHOT Kakue-
NMGO OTBETHI, B NPOTUBHOM c/lyyae yTunuTa xaeT asa RTTs. MpuHumaet 3HaueHuve [1..60], no ymonuaHuio 5
CeKyHz,

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOI0 ajipeca MOXET UCMo/b3oBaTbCs Mobol IP-agpec
mMapLupyTu3aTopa, 3aaaétcs B Buge AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpUHUMaET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-aapec oTnpaBuTens, B Ka4ecTBe AaHHOro ajgpeca MOXET UCNOoNb30BaTbCA 060
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPMHUMAET 3HAYEHUA B
lwecTHaguatepuiHom cpopmare [0..FFFF];

<IF> — nma nHTepdeiica MapLIpyTU3aTopa, Yepes KOTopbli ByayT OTNpaB/eHbl NakeTbl, 3a4aéTca B BUAE,
OofnncaHHOM B pasfene Tunbl 1 NopsfoK MMeHOBaHMs nHTepheincoB MmapLupyTm3aropa,

<TUN> — umsi TyHHensi mapLupyTu13artopa, Yepes KoTopblii 6yayT oTnpaB/eHbl NakeTbl, 334aETCA B BUAE,
OMnncaHHOM B pasfene Turbl 1 NOPAL0K MMEeHOBaHWS TYHHEen MapLupyTM3aropa,

<DSCP> - DSCP-npuoputeT B cootBeTcTBUM ¢ RFC 2474, npuHumaet 3HaveHue [0..63], 3HaueHune no
ymon4yaHuio 0;

<PORT> - Homep TCP/UDP-nopTa, npuHMmaeT 3HadeHue [1..65535], 3HaueHne no ymonyanuio 53 ana UDP n 80
ons TCP;
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<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas yacTb NpUHUMAET 3Ha4YEeHUs
[0..255]. Mpwu ykazaHun AaHHOrO NapameTpa B MCXOAALLMIA nakeT gobasnsetcs IP source routing onuus,
KoTopas coobuiaeT MapLupyTU3aTopy, Yepes Kakoi L3 AO/MKEH MapLUpyTU3NpOoBaTbCA NakeT B ceTn. Ha
601bLUIMHCTBO MapLLPYTM3aTOPOB OTK/IKOYEHA MapLLpyTM3auus No 4aHHOW Onuumn N3 COobpakeHwi
6e3onacHocTy;

<GWIPV6-ADDR> — IPv6-agpec wsio3a, 3agaétca B Buge X:X:X:X::X, rge kaxgas yactb NpUHMMAaeT 3HauyeH s B
wecTHaguaTepuuHom gopmare [0..FFFF]. Mpu ykazaHuy gaHHOTo napaMeTpa B UCXOASLMIA NakeT
fo6asnsetcs IP source routing onums, KoTopasi coobLaeT MapLupyTU3aTopy, Yepes Kakom LLUN03 AO/HKEH
MapLLPYyTM3MPOBAaTLCA NakeT B CETU. Ha 60/1bLUMHCTBO MapLLPYTM3aTOPOB OTK/II0YEHa MapLUpyTM3auus rno
[laHHO onummn 13 coobpaxeHunin 6e30nacHOCTU.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime
[aHHo KomaHa0ol OCyLLECTBNAETCA NPOCMOTP NPOAO/HKUTENBHOCTN BPEMEHN paboThl YCTPONCTBA.

CuHTaKkcuc

uptime

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
1

KomaHZHbIi pexum
ROOT

Mpumep:

esr# uptime
System uptime (d,h:m:s): 00,00:26:35
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[laHHOli KOMaH[O0 BbINOHAETCA pacyeT XeL-CyMMbl 4151 OTAE/IbHOIO (haiinia ¢ NCnonb30BaHWEM YKa3aHHOTO
aIropuTMa XeLUnpoBaHus.

CuHTakcuc

verif

y <ALGORITHM> <FILE>

MapameTpbl

<ALGORITHM> — anroputm xeLumpoBaHus, NpuH1MaeT 3HadeHust [md>5, sha2-256, sha2-512].

<FILE> — nyTb 1 uMmA chainna ans NnpoBepky, MOXET NPUHUMATb CreayoLme 3HaYeHNs:

usb://usb_name:/PATH

mmc://mmc_name:/PATH (kpome esr-10)

system:candidate-config
system:running-config
system:factory-config
system:default-config
system:firmware-image-1
system:firmware-image-2
system:boot-1
system:boot-2
flash:critlog/FILE
flash:syslog/FILE
flash:backup/FILE
flash:data/FILE
tmpsys:syslog/FILE

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHgHbIi pexum

ROOT

MNpum

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4

ep:

verify filesystem

[laHHOI KoMaHAol 3anyckaeTcs NpPoLecc pacyeta Xew-CyMM /151 BCEX CUCTEMHbIX haiifioB MapLupyTu3aTopa
N CPaBHEHUS C 3TA/IOHHbIMK 3HaYeHMsAMW. B pe3ynbTaTte BbIBOAMTCS MHGIOPMALLMS O COOTBETCTBUM

paccy

NTaHHbIX XeL-CyMM 3TaJ1IOHHbIM.
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CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntoy, oTBEUaOWMIA 3a NOAPOGHLIV BbIBOA MHGOPMAaLMKN O MPOBEPKE KaxKAoro duainna.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

[JaHHOV KOMaHoVi 3anycKaeTcs NpoLecc NPOBepKY BHELLUHEro HOCUTES Ha Hasyme OLINGOK.

CuHTakcuc

verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl
<ID> - Homep nogkntoveHHoro USB-HocuTens no nopsaky,

<USB-NAME> — ums nogkntoueHHoro USB-HocuTens. iMsa MOXHO y3HaTb B BbIBOAE KOMaHAbl show storage-
devices.

mmc — KAKY 4719 NPOBEPKN YCTaHOB/TIEHHOTO MMC-HOCUTENA.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT
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Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): y
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.
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6 YnpasneHue nporpaMMHbIM 0b6ecrneyeHnemM 1 KoHurypaumein

* archive

* auto

* banner exec

* banner login

* boot host auto-config
* boot host auto-update
* boot system

* by-commit

* clear storage-device

s commit

* commit check

* confirm

° copy

+ count-backup

* delete

* dir

* ip ftp client password
* ip ftp client username
* ip ftp source-ip

* ip sftp client password
* ip sftp client username
* ip tftp client timeout

* merge

* path

* restore

* rollback

* save

* show bootvar

* show candidate-config
 show configuration changes
* show crypto certificates
* show running-config

* show storage-devices
* show usb

* show version

* time-period

* type

* unmount storage-device
* update crypto default

archive

[aHHOl KOMaH/0i OCYyLLLEeCTB/IAETCA NEPEXOL, B PEXNM HACTPOVKN NapamMeTpoB pe3epBrpoBaHns
KOHUrypaumm.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) ycTaHAB/IMBAET 3HAUYEHVE MO YMOYAHUIO 47151
napameTpOB pPe3epBHPOBaHKSA KOHhUrypawuu.

CuHTaKcuc

[no] archive
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

[laHHO KOMaHI0Vi BK/TOYAETCA PEXUM CO3[aHus haiina pe3epBHOI KOHGUIypaLuymn Ha yaaneHHoM cepeep 1/

WM NTOKaJTbHO Yepes yKasaHHbI NPOMEeXyToK BpeMeHw (pasaen time-period).

icnonb3oBaHue oTpuLaTesibHoi DOPMbl KOMaH bl (N0) BbIK/TOYAET PEXMM OTNPABKN Yepes yKasaHHbIl
MPOMEXYTOK BPEMEHMW.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbI pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[JlaHHoli KOMaHAo 3a4aéTCA TEKCTOBOE COOGLLEHMNE, BLIBOAVMOE NOC/IE YCNELIHON ayTeHTUmKaLmm
nosb30BaTensi Ha MapLupyTH3aTope.
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icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHbl (N0) yaanseTcs TEKCTOBOE CO06LLIEeHME, BbIBOAUMOE Noc/ie
yCreLlHO ayTeHTUgMKaLMK Nosb30BaTe s Ha MapLLpyTU3aTope.

CuHTakcuc

banner exec <BANNER>
no banner exec

MapameTpbl

<BANNER> - TekcToBOE CO06LLEHME, 3a4aETCH B KaBblukax CTPoKon Ao 2047 CMMBOJOB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum

CONFIG
Mpumep:
esr(config)# banner exec '  ————- Hello! This 1is an Eltex router.-----
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.
banner login

[JaHHo KoMaHoVi 3a4aéTcsl TEKCTOBOE COO06LLEeHE, BbIBOAVMOE 10 ayTeHTUUKaL MM NO/Ib30BaTeNst Ha
MapLUpyTU3aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> — TekcToBO€E CO06LLEHME, 3a4aETCS B KaBblukax CTPOKoW a0 2047 cMmBOOB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG
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Mpumep:
esr(config)# banner login ' ————= Hello! This 1is an Eltex router.-----
\n----- Unauthorized connection 1is prosecuted by the law of the Russian Federation. —----- !

© YnpasneHue nporpaMmmHbIM 0GecneueHreM 1 KoHUrypaumeii

KomaHpp! boot host auto-config n boot host auto-update oTBeyatoT 3a ynpasrieHne yHKLUN
aBTOMATUYECKOro noslydeHnss KoHdUrypaumm 1 Npownekn B pamkax pa6otel DHCP. BkntoueHne
[aHHOW OYHKUMN MMEET CMbIC/T NPV BbINOTHEHUW CNEAYIOLLMX YCOBMWIA:

1. Ha ycTpolicTBe CKOH(UIyprpoBaH XOTS Obl OAMH BKKOUYEHHbI MHTEpdelic ¢ akTuBHbIM DHCP-
KIIMEHTOM.

2. Ha DHCP-knueHTe BkNtoueHa onuus tftp-server-name.

boot host auto-config

JaHHaa komaHga BKNOYaeT 3arpy3ky KoHgurypaumm mapLupytmsaropa npu nomowm npotokosa DHCP Option
54 (IP-appec TFTP-cepBepa) n 67 (ums caiina koHdurypauum).

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) OTK/OYAET 3arpy3ky KOH(Urypauum mapLipytusaropa
npu nomoLy npotokona DHCP Option 66 n 67.

CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config
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boot host auto-update

[aHHas komaHAa Bkto4aeT 3arpy3ky MO MaplupyTusaTopa npv nomoln npotokona DHCP Option 54 (IP-
aapec TFTP-cepsepa) 1 nuvs caiina MO B none FILE B8 DHCP OFFER. Mpu ncnonb3oBaHn COBMECTHO C boot
host auto-config 06HoBNeHWe MO nmeeT 601ee BbICOKUIA MPUOPUTET.

Mcnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) OTKYaeT 3arpy3ky MO mapLupyTusaTopa npw
nomoLy npotokosia DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# boot host auto-update

boot system

[aHHas komaH4a CnyXuT Ans BbIbopa akTMBHOrO 06pasa NporpaMMHOro 06ecneyeHuss, 3arpy>XeHHoro Ha
YCTPOWCTBO.

CuHTakcuc
boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaHM1e obpa3a NnporpammMHOro obecneyeHuns], KOTopbIii OyaAET 3arpyXXaTbCs Ha YCTPOWCTBO:

+ image-1 — cneaywouwan 3arpyska ycTponctsa 6yaeT BbiNnosiHEHA N3 nepBoro obpasa Mo;
+ image-2 — cneaywoulan 3arpyska ycTporictsa 6yaeT BbiNo/iHEHA 13 BTOporo obpasa Mo;
* inactive - cnepyoulas 3arpy3ka ycTponcTea 6yaeT BbiNOSIHEHA C HEAKTUBHOro obpasa MO.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

E-SBC. CnpaBoyHuUK komaHp, CLI

[laHHOI KOMaHAol BKIKOYAETCA pexuM OTNpaBku doaiina KoHUrypaumm Ha cepBep pes3epBuUpoBaHns nocne

YAA4YHOTO NPUMEHEHMNS KOHUTYPaLUN.

icnonb3oBaHune oTpuLaTesibHo hopMbl KOMaHbl (NO) BbIK/THOUYAET PEXMM OTMPAaBKU NOC/1e YAAYHOIO

NPUMEHEHMNS KOHCPUTYpaLUN.

CuHTaKkcuc

[no] by-commit

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbI pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

clear storage-device

[aHHas KomaHga CnyxuT ansi DopmMaTMpPOBaHKs BCEro YCTPOCTBA XPAHEHNS aHHbIX /TN KOHKPETHOIA
napTuumn. ECnm XecTkuii anck 6e3 pasaenos, To Ans hopMaTipoBaHus UCNonb3yeTcs KomaHaa clear storage-

device hdd-dev://.
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CuHTakcuc

clear storage-device { usb-dev://<SLOT_NUMBER> <NEW_PARTITION> | usb://<PARTITION>:/
<NEW_PARTITION> | mmc <NEW_PARTITION> | hdd-dev://<SLOT_NUMBER> <NEW_PARTITION> | hdd://
<PARTITION>:/ <NEW_PARTITION> }

MapameTpbl
<SLOT_NUMBER> — Homep cnota, gna WLC scerga 1;
<NEW_PARTITION> — HauMeHOBaHne HOBOW NapTuumu, 3aaeTcs CTPoKoi oT 1 Ao 15 cMMBONOB;

<PARTITION> — HaumeHOBaHne NapTuLmn, KOTOPYHo TpebyeTcsa oTchopmaTnpoBaTh, 3afaeTcs CTPoKol oT 1 Ao
15 cumBoONOB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

wlc# clear storage-device hdd-dev://1 new_hdd

Formatting will erase all data on this device

Do you really want to continue? (y/N): y

mke2fs 1.43.1 (08-Jun-2016)

Device clear success.

wlc# 2024-09-16T07:04:18+00:00 %HDD-I-CHANGE: 'new_hdd' has been inserted!

commit

[JlaHHas komMaHza No3BOJISIET NPUMEHUTDL (CAenaTb AelcTBYOLWMMN) n3MeHeHus koHdurypauum. RUNNING-
KOHurypauums 3amewaetcs koHdurypaumein CANDIDATE. [ins Toro 4tobbl NPUMEHEHHbIE U3MEHEHUS CTan
MOCTOSIHHO AENCTBYOLWUMY, 3Ty Onepaumio HeobxoAMMO NOATBEPAUTL KOMaHAOoM confirm B Te4eHne BpeMeHU,
He NPeBbILIALLETND BpeEMS AeCcTBUA Talimepa noaTeepxaeHus (no ymonyanduto 600 cekyHz, U3MEHSIETCS Npu
NOMOLLM KOMaHApI system config-confirm timeout).

CuHTakcuc

commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT> — KOMMEHTapuin K JaHHOMY 3MEHEHWI0 paboyeli KoHpurypaummn. 3a4aéTcst TEKCTOBOWN CTPOKOIA
0o 31 cnvBona;

<TIMEOUT> — nHTepBan BpeMeHun B cekyHaax nocse Beoga KoMmaHabl commit 4o BOCCTaHOB/IEHNS
npeplayLiein Bepcum KoHdurypauum npy oTCyTCTBUM KOMaHAbl confirm, NPHUMAET 3Ha4YeHne B CekyHaax
[120..86400].
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3Ha4yeHue no ymonyaHuio
<COMMENT> - nycTo;

<TIMEOUT> — HacnepyeTcs 3Ha4yeHue, ycTaHOBIEHHOE KOMaHAoW system config-confirm timeout.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# commit

commit check

[aHHasa komaHga no3BonseT nposannauposatb KoHpurypauuio CANDIDATE, noka nsmeHeHUs He NPUMEHEHBI.

CuHTakcuc

commit check

MapameTpbl

OTcyTCTBYIOT.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# commit check
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confirm

KomaHpga npegHa3sHadyeHa 415 NoATBEPXAEHNUS NPUMEHEeHNsA KOHurypauumun. Ecniv B TedeHne 3aaHHOro
BpemeHu (no ymonyaHmio 600 cekyHA, M3MeHSIeTCA NP NOMOLLM KOMaHbl system config-confirm timeout) nocse
NPUMEeHeHUs KOHUrypaLmm koMaHao commit He 66110 BBeL,eHO NOATBEPXAEeHWe, Nponu3onaet
aBTOMaTn4ecKknii oTkaT Ha AelCTBYIOLLYI0 paHee KoOHurypaumo. ABTomatmyeckas cructeMa oTKkaros
npegoTepallaeT cutyalmmn noTepu CBA3N ¢ yCTPONCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HauyeHue No ymosiyaHuio
110

KoMaHAHbIN pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# confirm

copy
[aHHasi KomaHga CNyXuT A5t KONMPOBaHUS haiifioB MeXay Pa3/IMUYHbIMU UCTOUYHMKAMI U NoyYaTessMu.

CuHTakcuc
copy <SOURCE> <DESTINATION>

MapameTpbl
<SOURCE> — ncto4uHuk, 3a0aétcq B BUae:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port>— nopT, KoTopslii cnywaet TFTP-cepsep, otaensetca ot IP-agpeca cMMBOMIOM «#» NN «»;
+ <path> — oTHocuTenbHbI NyTb K dhainy Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>]|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — |IPv6-agpec TFTP-cepsepa;
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<interface> — ncxogawmin cetesoi nHtepdpeiic ans link-local agpecos;

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepBep, otaensietcs ot IPvé-agpeca cumsosiom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainny Ha TFTP-cepsepe.

- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> - IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip fip client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYAHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHol B ip ftp client password);

<port> — noprt, koTopblli cnywaeT TFTP-cepsep, oTaensetcsa ot IP-agpeca CUMBOIOM «#» WU «»;
<path> — oTHOCHTENbHbIN NN abCoNtTHLIN NyTb K dhainy Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogawmin cetesoi nitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATESS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip fip client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoW ip ftp client password,
onucaHHol B ip ftp client password);

<port> — nopT, KoTopblii cnylwaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsoniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCHTENbHbIN NN abCoNtoTHLIN NyTb K dhainy Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec SFTP-cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
sftp client username, onncaHHoIA B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMIO MOXHO KOMaHZoW ip sftp client
password, onncaHHoli B ip sftp client password);

<port> — nopT, KoTopsblii cnywaeT SFTP-cepsep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOcuTenbHbIN NyThb K thainy Ha SFTP-cepBepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxogawmin cetesoi nitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMA NOSIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZoM ip
sftp client username, onncaHHoIA B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMI0 MOXHO KOMaHZoW ip sftp client
password, onncaHHol B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt SFTP-cepBep, otaensietcs ot IPvé-agpeca cumsoniom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOcuTenbHbIN NyThb K thainy Ha SFTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMA MO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoIA B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — OTHOCUKTE/bHbI UM abCONMOTHBIN NYTb K haiiny Ha cepeepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA MO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoIA B ip ssh client username);
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+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aBCOMIOTHBIN NYTb K haliny Ha cepeepe.
« http:// <ip>[<port>]:/<path> — agpec dpaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha koTopom 3anyweH HTTP-cepBep, otaensaetca ot |IP-agpeca CMMBOIOM «#» UN
«»,;
+ <path> — oTHOcUTenNbHbIN NyTb K daliny Ha HTTP-cepBepe.
* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec cpaiina Ha HTTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
« <interface> — ncxogswmi cetesoit nHTepdeiic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOGKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
thanna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLENO cCepBepa B COOTBETCTBYIOLLEM pa3aene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — nms halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLupyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepsep, otaensercs ot IP-agpeca CUMBOMOM «#» nUnu
«»,;
+ <path> — oTHOcUTeNbHbIN NyTb K daliny Ha HTTP-cepBepe.
+ https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPAIOLLENO CepBepa B COOTBETCTBYIOLLEM pa3aene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dharina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — nms chalina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gesie naMaTu
MapLupyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwii ceteBoit nHtepdpeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUEH B KBaApaTHble CKOOKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepBepe.
usb://usb_name:/<path>
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MoXHO nocMoTpeTb kKoMaHAol show storage-
devices (cM. paszgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
mmc://mmc_name:/<path> (kpome ESR-10/12V/12VF/15)
* mmc_name — nms, HazHayeHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KoMaHAou show
storage-devices (cM. paszgen show storage-devices);
+ <path> - nyTb K dpaitny Ha MMC-HocuTene.
hdd://hdd_name:/FILE (Tonbko ans ESR-1700)
+ hdd_name - nvs, HasHayeHHoe HDD-HocuTento. Bo3MoXXHO NOCMOTPETb KOMaHAo show storage-
devices (cM. pazgen show storage-devices);
+ <path> — nyTb K paitny Ha HDD-HocuTene.
system:factory-config — 3aBogckasi KoHpurypauus;
system:default-config — kKoHdMrypaumsa no ymonuaxuto (nycras);
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+ system:running-config — TekyLias KoHUrypaums;

+ system:candidate-config — koHdhurypauus, kotopas 6yaeT NpYMeHeHa Noc/e BbINO/IHEHNS KOMaH/bI
commit;

+ system:firmware — nporpammHoe o6ecneyeHune yctpoicTea. KonnpoBaHve npov3BoanTCs ¢
HeakTMBHOro o6pasa NporpaMmMHOro o6ecneyeHnst yCTpomncTea,

+ system:boot-1 — nepBuyHbIi 3arpy3umnk yctpoiictsa (SBI, bl1, x-loader);

+ system:boot-2 — BTopruHbIli 3arpysumnk yctpoiictea (U-Boot, boot) Ha Bcex ycTpolicTBax, 3a
ncknroveHnem ESR-15/30/31;

+ system:boot — BTopuuHbIiA 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;

+ system:licence — pyHKUMOHANbHAA TMLEH3MSA YCTPONCTBA;

« flash:critlog/FILE — nanka ansi coxpaHeHnsi COO6LLIEHNIA aapa 3a BCe BPeEMSA paboTbl YCTPOICTBA;

« flash:syslog/FILE — nanka gns coxpaHeHust NOroB TEKYLLE CECCUM, COXPaHSIETCA NOC/e Nepesarpysku;

+ tmpsys:syslog/FILE — nanka Ans coxpaHeHus /10roB TeKyLLen ceccun, He coxpaHsieTcs nocne
nepesarpysku;

« flash:backup/FILE — nanka Ans coxpaHeHnsi pe3epBHbIX KONUiA TEKYLLMX KOHhurypaumii
MapLupyTM3aTopa;

« flash:data/FILE — nanka gns ckaumBaHusi haiinioB C MapLIpyTM3aTopa;

+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;

+ crypto:crl/FILE — nanka gnsa xpaHeHus CNCcKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLLUNX LIEHTPOB;

+ crypto:private-key/FILE — nanka ans xpaHeHusi NPUBaTHbIX K/HOYe;

+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/IMyHbIX Ko4ei;

+ crypto:dh/FILE — nanka gnia xpaHeHus knodeli udhdon-Xennmaxa,;

« crypto:pfx/FILE — nanka ans xpaHeHusi koHTeliHepoB PKCS#12;

+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTtudpukaumio X.509;

+ crypto:ta/FILE — nanka gnsa xpaHeHusa TA-kntouein OpenVPN.

<DESTINATION> — Ha3sHaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec daitna Ha TFTP-cepsepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, koTopbIin cnywaeT TFTP-cepBep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii ceteBoit nHtepdpeic ans link-local agpecos;
« <port> — nopT, KoTopbIii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMSA NO/SIb30BATESS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoi1 B ip fip client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMID MOXHO KOMaHZol ip ftp client password,
onucaHHol B ip ftp client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM abCONOTHLIN NyTb K haliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — UMs nosib3oBatensi (HaCTPOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip fip client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMI MOXHO KOMaHZol ip ftp client password,
onucaHHol B ip ftp client password);
* <port> — nopT, KoTopblii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
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*+ <path> — oTHOCUTENbHbIN M abCONOTHLIN NYTb K haiiny Ha FTP-cepsepe.
. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-apgpec SFTP-cepsepa;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMA NO/SIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoIA B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOTYAHMK MOXHO KOMaHZoW ip sftp client
password, onncaHHoli B ip sftp client password);
+ <port> — nopT, KkoTopbIin cnywaeT SFTP-cepsep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> — oTHocuTenbHbIV NyTb K hanny Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepsepa;
« <interface> — ncxogswmin cetesoit nHTepdeiic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NOSIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoIA B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYAHMI MOXHO KOMaHZoW ip sftp client
password, onncaHHol B ip sftp client password);
« <port> — nopT, KoTopbIii cnywaet SFTP-cepsep, otaensietcs ot IPve-agpeca cumsoniom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaapaTHble CKOBKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NOJSIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoIA B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — OTHOCUTENbHbIN NI abCONOTHLIN NYTh K halisly Ha cepeepe.
« scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
« <interface> — ncxogswmin cetesoit nHTepdeiic ans link-local agpecos;
* <user> — UMs nosib3oBatensi (HaCTPOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoIA B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — OTHOCUTENbHbIN N abCONOTHLIM NYTh K halisly Ha cepeepe.
« http:// <ip>[<port>]:/<path> — agpec dpaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha koTopom 3anyweH HTTP-cepBep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHOcUTenNbHbIN NyTb K daliny Ha HTTP-cepBepe.
* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec cpaiina Ha HTTP-cepBepe, rge:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
« <interface> — ncxogswmin cetesoit nHTepdeiic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUEH B KBaApaTHble CKOGKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
thanna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPAIOLLENO cepBepa B COOTBETCTBYIOLLEM pa3aene
namsaTy MapLipyTmM3aTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namsaTy MapLipyTmM3aTopa;
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+ <SK-FILE> — ums halina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLupyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaenserca ot IP-agpeca CUMBOMOM «#» nnu
«»,;
+ <path> — oTHOCUTenNbHbIN NyTb K daliny Ha HTTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec daina Ha HTTPS-cepBepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pa3aene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — ums dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — nms halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLupyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwii ceteBoit nHtepdpeiic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOOKM «[]»);
+ <path> — oTHOcuTenNbHbIN NyTb K haliny Ha TFTP-cepBepe.
+ usb://usb_name:/PATH
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MoXHO nocMoTpeTb kKoMaHAol show storage-
devices (cM. paszgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/15/15R/15VF):
* mmc_name — nms, HazHayueHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KoMaHAou show
storage-devices (cM. paszgen show storage-devices);
+ <path> - nyTb K chaintny Ha MMC-HocuTene.
hdd://hdd_name:/FILE (Tonbko ans ESR-1700)
+ hdd_name - nvs, HasHayeHHoe HDD-HocuTento. Bo3MoXXHO NOCMOTPETb KOMaHAo show storage-
devices (cM. paszgen show storage-devices);
+ <path> — nyTb K paitny Ha HDD-HocuTene.
+ system:candidate-config — koHdpurypaums, kotopasi 6ygeT NpMMeHeHa Noc/e BbINO/THEHUS
KOMaHgbl commit,
+ system:firmware — nporpammHoe o6ecneyeHune yctpoicTea. KonnpoBaHve Npov3BoanTCs ¢
HeakTVMBHOro obpasa NporpamMmHOro o6ecneyeHnss yCTpomncTea,
+ system:boot-2 — BTopnuHbIli 3arpysumnk yctpoiictea (U-Boot, boot) Ha Bcex ycTpolicTBax, 3a
ncknoveHnem ESR-15/30/31;
+ system:boot — BTopuuHbIiA 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;
+ system:licence — pyHKUMOHANbHAA TMLEH3MSA YCTPONCTBA;
+ system:boot-licence — 3arpy3ouHas nuLeH3ns yCTpOCTBa;
+ system:cluster-unit-licences — nanka gnsa xpaHeHusa NULEH3WIA YCTPONCTB B KNacTepe;
« flash:data/FILE — nanka gns ckaumBaHusi haiinioB C MapLUpyTM3aTopa;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;
+ crypto:crl/FILE — nanka gna xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLLUNX LIEHTPOB;
+ crypto:private-key/FILE — nanka ans xpaHeHusi NPUBaTHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/IMyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus knodeli udhdon-Xennmaxa;
« crypto:pfx/FILE — nanka ans xpaHeHusi koHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpumkaumio X.509;
+ crypto:ta/FILE — nanka gnsa xpaHeHusa TA-kntouein OpenVPN.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
ROOT

MNpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config

Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem crypto:crl/crl.pem

count-backup

[aHHol KomaHAoi ycTaHaBIMBaETCSA MakCUMasibHOE KO/IMYECTBO /I0Ka/IbHO COXPaHAEMbIX PE3EPBHbIX KOMWi
KOHpurypauuia.

Mpu Mcnonb3oBaHUM OTpULATENbHO (DOPMbI KOMaHbI (NO) yCTaHAB/IMBAETCS 3HAYEHWUE MO YMOMUYaHWIO.

CuHTakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — makcumasibHOe KONIMYeCTBO /IOKa/IbHO COXpaHSAEMbIX pe3epBHbIX KOMuii KoHdurypauuia. MpuHumaet
3HaueHusa B ananasoHe [1..100].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20
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delete

[laHHas KomMaHAa CNyXuT ANa yaaneHus MUEH3NI, CepTUMKATOB, KoUed.

CuHTakcuc

delete <FILE>

MapameTpbl

<FILE> — Tvn (paiina, MOXeT NpUHUMAaTb crieaytolime 3HaueHus (Mpy yaasieHne 13 nank Heo6xoAMMo yKasaTb
HasBaHwue halina):

flash:backup/FILE — nanka Ans coxpaHeHusi pe3epBHbIX KONUiA TEKYLLMX KOHburypauwmii
MapLupyTM3aTopa;
flash:critlog/FILE — nanka ans coxpaHeHUsi COO6LLIEHNIA aapa 3a BCe BPeMS paboTbl YCTPOIACTBA;
flash:data/FILE — nanka gns ckaumBaHusi chaiiioB C MapLUpyTM3aTopa;
flash:syslog/FILE — nanka gsis coxpaHeHus NoroB TEKYLLEN CECCUN, COXPaHSIETCA NOC/Ee Nepesarpysku;
tmpsys:syslog/FILE — nanka ans coxpaHeHusi /I0roB TeKyLLeli ceccum, He CoXpaHseTcsa nocrne
nepesarpysku;
crypto:cert/FILE — nanka ans xpaHeHns cepTudukaTos;
crypto:crl/FILE — nanka gns XxpaHeHMs CMCKOB OTO3BaHHbIX CEPTUMKATOB YA0CTOBEPSIOLLMX LLEHTPOB;
crypto:private-key/FILE — nanka s xpaHeHus NpuBaTHbIX KoYel;
crypto:public-key/FILE — nanka ans xpaHeHus ny6anyHbIX KNoYew;
crypto:dh/FILE — nanka gns xpaHeHus kitodein Auddm-Xennmaxa;
crypto:pfx/FILE — nanka gns xpaHeHusi koHTeliHepoB PKCS#12;
crypto:csr/FILE — nanka gnsa xpaHeHus 3anpocos Ha ceptudmkaumio X.509;
crypto:ta/FILE — nanka ans xpaHenuns TA-kntovein OpenVPN;
system:licence — nuueH3na oNA akTBaumMm yHKUMOHaNa, TPebyoLWero NMLEH3uIo;
system:boot- licence — nMueH3nsa ycTpoincTBa, NPUMEHSAOLWAACS NPy 3anycke BTOPUYHOIO 3arpy3umka;
system:cluster-unit-licences/[Serial number] — nanka gns xpaHeHUs NULEH3WIA YCTPOICTB B KNacTepe;
usb://usb_name:/FILE
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MoXHO nocMoTpeTb koMaHAol show storage-
devices (cM. pasgen show storage-devices);
+ <FILE> - nyTb K pariny un ero umsa Ha USB-HocuTene.
mmc://mmc_name:/<FILE> (kpome ESR-10/12V/12VF)
* mmc_name — nms, HazHayeHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KoMaHAou show
storage-devices (cM. pasgen show storage-devices);
+ <FILE> - nyTb Kk pariny un ero umsa Ha MMC-HocuTene.
hdd://hdd_name:/FILE (tonbko ans ESR-1700)
+ hdd_name - nwvs, HasHa4yeHHoe HDD-Hocutento. Bo3MOXHO NOCMOTPETL KOMaHAoM show storage-
devices (cM. pazgen show storage-devices);
+ <path> — nyTb K paitny Ha HDD-HocuTene.

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHgHbIi pexum

ROOT
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Mpumep:

esr# delete crypto:dh/dh.key

dir
[laHHan komMaHa No3BOJISIET 0TO6PA3NTb COAEPKMMOE BHELLIHUX HocuTenein nHgopmauum (USB/MMC-kapT
namsiT) U NOKasIbHbIX pa3faenoB MapLupyTusartopa.

CuHTakcuc

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }

MapameTpbl
<PATH> — nms nokanbHOro pasgena win nyTb 40 Nanky Ha BHeLWHeM HocuTene. NpuHumMaeT 3HadeHus:

+ flash:critlog/ — nanka ans coxpaHeHnsi COO6LLEHNIA agpa 3a BCe BpeMsi paboTbl yCTPOICTBA;
+ flash:syslog/ — nanka gns coxpaHeHusi NOroB TEKYLLEN CECCUKN, COXPaHSIETCS NOC/ie nepe3arpy3ky;
+ flash:backup/ — nanka gnsa coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHQIUIYpauuii MapLupyTu3aTopa;
+ flash:data/ — nanka gns ckaumBaHusi haii/ioB C MapLIpPyTM3aTopa;
+ tmpsys:syslog/ — nanka gns coxpaHeHusi I0roB TEKYLLE CeCCUMK, HE COXPaHSAETCS Noc/ie nepesarpysku;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTugukaros;
+ crypto:crl/FILE — nanka gns xpaHeHust CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSOLUNX LIEHTPOB;
+ crypto:private-key/FILE — nanka ansi XxpaHeHUsi NPUBATHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gna xpaHeHus kntodeli udhdoun-Xennmaa;
+ crypto:pfx/FILE — nanka gna xpaHeHus KoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka gna xpaHeHus 3anpocos Ha cepTudonkaumio X.509;
+ crypto:ta/FILE — nanka gnsa xpaHeHusa TA-kntoyein OpenVPN;
+ usb://usb_name:/PATH
+ usb_name - nms, HazHayeHHoe USB-HocuTento. Bo3aMOXHO NOCMOTPETb KomaHaon show storage-
devices (cM. pazfen show storage-devices);
+ <PATH> - nyTb K tpanny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF)
* mmc_name — ums, HazHa4yeHHoe MMC-HocuTento. BoamMoXHO NOCMOTPETb KOMaHAo show
storage-devices (cM. pazfen show storage-devices);
+ <PATH> — nyTb K (hainy Ha MMC-HocuTene.

+ hdd://hdd_name:/FILE (Tonbko gnst ESR-1700)
+ hdd_name - nwms, HasHaueHHoe HDD-Hocutento. Bo3aMoXHO NOCMOTPETb KoMaHAon show storage-
devices (cMm. pazgen show storage-devices);
+ <path> - nyTb K dpaitny Ha HDD-Hocutene.

+ flash:backup/FILE — chaitn ans coxpaHeHuss pe3epBHbIX KONWIA TEKYLLMX KOHhurypaumii
MapLLpyT13aTopa;
+ flash:data/FILE — nanka gns ckaumBaHusi haiisioB C MapLIpyTM3aTopa;

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# dir mmc://EF28-D074

Name Type Size
esrl000-1.4.0-build21l.uboot File 0.00 B
.Trash-1000 Directory 0.00 B

ip ftp client password
[aHHoi KomaHAoM onpeAensieTca naposib N0 yMONYaHUI0 A/18 onepayunin KonmposaHus no npotokony FTP.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT naposb.

CunHTakcuc
ip ftp client password { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }
[no] ftp client password

MapameTpbl
<CLEAR-TEXT> — naposb, 3aja€Tcs CTpoKoii [1 .. 16] cumBo/I0B, NpuHUMAaeT 3HadeHus [0-9a-fA-F];

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii Naposb, 3aJa&Tcs CTPOKoi [2..32] cuMBo/oB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip ftp client password test

ip ftp client username

[aHHol KomaHoi onpeenseTca MM Nonb3oBaTens No yMo4aHuio 415 onepaunii KonMpoBaHus no
npotokony FTP.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT UMs Nonb3oBatesisi.

CuHTakcuc

ip ftp client username <NAME>
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no ftp client username

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércsa cTpokoi go 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep
esr(config)# ip ftp client username test
ip ftp source-ip

[aHHOI KOMaH/10/i yKa3bIBaeTCs afpec, C KOTOPOro 6yeT ycTaHaBNMBaTbCA coeavHeHne ¢ FTP-cepBepom.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc
ip ftp source-ip <ADDR>

[no] ip ftp source-ip

MapameTpbl

<ADDR> - IP-agpec, 3agaéTtcsa B Buae AAA.BBB.CCC.DDD, rae kaxaas 4yacTb NpuHUMaeT 3HadeHus [0..255]

3HaueHue No yMmo4aHuio

IP-agpec nHTepdeiica, c KOTOPOro oTNpaBAATCA NakeTbl Ha FTP-cepsep.

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip ftp source-ip 192.168.1.57
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ip sftp client password
JaHHaa komaHOa 3aZaeT 3Ha4YeHna napons nosb3osarena Ansa kaveHta nportokona SFTP.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yaanseT 3HaueHust Naposist Nosib3oBaTtens As
KnueHTa npotokona SFTP.

CunHTakcuc
ip sftp client password { <TEXT> | encrypted < ENCRYPTED-TEXT > }

no ip sftp client password

MapameTpbl
<TEXT> - cTpoka [1..16] ASCIl-cumBonos;
<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaétcs cTpokoii [16..32].

3HauyeHue No ymosi4aHuio

ViMsa nonib3oBaresns He 3a4aHo.

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep
esr(config)# ip sftp client password 123456789
ip sftp client username

[JaHHasi KoMaHJa 3a[aeT 3HauYeHUs UMEHW Mo/b30BaTeNs A5 KAMeHTa npotokona SFTP.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) yAaNseT 3HAaYEHUS! UMEHMW Mo/Ib3oBaTeNs AN KneHTa
npotokona SFTP.
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CuHTakcuc
ip sftp client username <USERNAME>

no ip sftp client username

MapameTpbl

<USERNAME> — nms nonb3oBarens, 3afaétcsa CTpokoi Ao 31 cumeona.

3Ha4yeHue no ymonyaHuio

ViMa nosib3oBartesis He 3a4aHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG

Mpumep

esr(config)# ip sftp client username esruser

ip tftp client timeout

[aHHoi KomaHaol HacTpanBaeTcs Bpems oxunaaHmsa oteeTta ot TFTP-cepsepa ana TFTP-knneHTa Ha
MapLupyTum3atope.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc

ip tftp client timeout <TIMER>
no ip tftp client timeout

MapameTpbl

<TIMER> — makcvmasibHOE 3Ha4YeHne BpeMeHn oxuaaHua oteeta ot TFTP-cepsepa B cekyHAax, npuHMMaeT
3HayeHue [10..60].

3HauyeHue No ymosiMaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip tftp client timeout 15

merge

[JaHHas komMmaH4a CyXuT 4518 06beMHEHNS TOKASIbHOTO WU/N 3arpyxaemMoro dpainna KoHgurypauum ¢
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl
<SOURCE> — UCTOYHUK, 3a1aéTcH B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec aiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepBsepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumonom '# wnn "' (B
AaHHOM cnyyae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip fip client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZoi ip ftp client password,
onuncaHHol B ip ftp client password);
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepBep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOoCUTENbHbIV UM abCONOTHLIN NyTb K thaliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ucxoasawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs nNosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsNs MO YMOTYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip fip client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoi ip ftp client password,
onuncaHHol B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsonom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIV UM abCONOTHLIN NyTb K thaliny Ha FTP-cepsepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec SFTP-cepsepa;
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* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NO/SIb30BATEsS MO YMOYAHMI MOXHO KOMaHZAoM ip
sftp client username, onncaHHoIA B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposib MO YMOIYAHMI MOXHO KOMaHZoW ip sftp client
password, onncaHHol B ip sftp client password);
+ <port> — nopT, KkoTopbIin cnywaeT SFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIA NyTb K dhariny Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepsepa;
« <interface> — ncxogswmi cetesoit nHTepdeiic ans link-local agpecos;
* <user> — UMs nosib3oBarensi (HaCTPOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoIA B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOTYAHMI MOXHO KOMaHZoW ip sftp client
password, onncaHHoli B ip sftp client password);
« <port> — nopT, KoTopblii cnywaet SFTP-cepsep, otaensietcs ot IPvé-agpeca cuvmsoniom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHocuTenbHbIA NyTb K dhariny Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoIA B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepsep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — OTHOCUTENbHBIN WM abCOMOTHBIN NYTb K haiiny Ha cepeepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
« <interface> — ncxogswmin cetesoit nHTepdeiic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMA NOSIb30BATE/NS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoIA B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
« <port> — nopT, KoTopbIii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsoniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — OTHOCUTENbHBIN WM abCOMOTHBIN NYTb K haiiny Ha cepeepe.
* http: //<|p>[<port>] /<path> — agpec cpaiina Ha HTTP-cepBepe, rge:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha kKoTopom 3anyweH HTTP-cepBep, otaensaetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHOcUTenNbHbIN NyTb K daliny Ha HTTP-cepBepe.
* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec cpaiina Ha HTTP-cepBepe, rge:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
« <interface> — ncxogswmi cetesoit nHTepdeiic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensetcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUEH B KBaApaTHble CKOGKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
thanna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSIOLLENO cepBepa B COOTBETCTBYIOLLEM pa3aene
namsaTy MapLipyTmM3aTopa;
+ <SC-FILE> — ums dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namsaT MapLipyTmM3aTopa;
+ <SK-FILE> — ums halina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLupyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
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+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaensercs ot IP-agpeca CUMBOMOM «#» nnu
«»,;
*+ <path> — oTHOcUTeNbHbIN NyTb K daliny Ha HTTP-cepBepe.
+ https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLENO cCepBepa B COOTBETCTBYIOLLEM pa3aene
namMaTu MapLupyTmM3aTopa;
+ <SC-FILE> — ums dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namMsaTu MapLupyTmM3aTopa;
+ <SK-FILE> — ums chalina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLLpyTn3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdpeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOGKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
+ flash:data/FILE — nanka gns ckauvBaHusi oaiiioB C MapLupyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHOHbIV peXxum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[aHHol KomaH0 onpefensaTca NPOTOKO/, aApec cepBepa, a Takke pacrnosioxeHve n npeguke nmeHun
chanina Ha cepsepe. Mpun BbINOSIHEHWM pe3epBUPOBaHNS K NpedIuKCy MMeHn halina gobasnserca Tekyllee
Bpewms 1 gara B popmare rNMrrmman_44MmcCc.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAaNseT YyCTaHOB/IEHHOE 3HAYEHME.

CunHTtakcuc
path <PATH>
no path

MapameTpbl

<PATH> - chopmat nyTi A0 Nanku Ha yaaneHHoM cepBepe no npotokonam tftp/ftp/sftp/scp B ogHom 13
cnepyoLmx opmaToB:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepsepa;
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepBep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
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<interface> — ncxogawmin cetesoi nHtepdpeiic ans link-local agpecos;

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepBep, otaensietcs ot IPvé-agpeca cumsosiom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainny Ha TFTP-cepsepe.

- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> - IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip fip client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYAHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHol B ip ftp client password);

<port> — noprt, koTopblli cnywaeT TFTP-cepsep, oTaensetcsa ot IP-agpeca CUMBOIOM «#» WU «»;
<path> — oTHOCHTENbHbIN NN abCoNtTHLIN NyTb K dhainy Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogawmin cetesoi nitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATESS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip fip client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoW ip ftp client password,
onucaHHol B ip ftp client username);

<port> — nopT, KoTopblii cnylwaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsoniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUTe/bHbIA UM abCONOTHBIN NyTb K (haitny Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec SFTP-cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
sftp client username, onncaHHoIA B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMIO MOXHO KOMaHZoW ip sftp client
password, onncaHHoli B ip sftp client password);

<port> — nopT, KoTopsblii cnywaeT SFTP-cepsep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOcuTenbHbIA NyTb K (hainy Ha SFTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxogawmin cetesoi nitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMA NOSIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZoM ip
sftp client username, onncaHHoIA B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMI0 MOXHO KOMaHZoW ip sftp client
password, onncaHHol B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt SFTP-cepBep, otaensietcs ot IPvé-agpeca cumsoniom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOcuTenbHbIN NyTb K (hainy Ha SFTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMA MO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoIA B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — OTHOCUKTE/bHbI UM abCONMOTHBIN NYTb K haiiny Ha cepeepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA MO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoIA B ip ssh client username);
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+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B

JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aBCOMIOTHBIN NYTb K haliny Ha cepeepe.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[aHHasi KoMmaHga NO3BONSET OTMEHUTbL NPUMEHEHHYHO, HO HEMOATBEPXKAEHHYIO KOH(PMIypaumio 1 BEPHYTLCS K
nocneaHeln noaTeepXxaeHHoW. KomaHaa NpuMEHSIETCS KO BCell KOHQoUrypaumm ycTpoinctea. OTmeHa
N3MEHEHWIT MOXET ObITb BbINO/THEHA TO/ILKO A0 BBOAA KOMaHAbl confirm. MNpy BbINOHEHUM KOMaHAbI restore
NPOUCXOANT NOTEPS HENOATBEPXKAEHHO KOHMrypauum.

CuHTaKkcuc

restore

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

Heob6xoaumblili ypoBeHb NPUBUMETAIA
10

KomaHZHbIi pexum
ROOT

Mpumep:
esr# restore

OcyLuecTBeH BO3BpAT K NOC/ieAHeR NoATBEPXKAEHHON! KOHMIypaLmu.

rollback

[JaHHas KomaHa no3BonseT M3MeHUTL coaepxumoe candidate-config.
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KoMaHa npumeHsieTcst KO BCei KOHgMrypawumm ycTpolicTaa.

CuHTakcuc
rollback [to-backup <FILENAME>]

MapameTpbl

<FILENAME> - nms dpaiina paHee coxpaHeHHol koHdurypauun ns pasgena flash:backup/ mapwpytmsatopa.

3Ha4yeHue no ymonyaHuio

Be3 ncnonb3oBaHua kntova "to-backup” B candidate-config konupyetcs Tekywas "running-config".

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:
esr# rollback

MpousBefeHa OTMeHA BCEX HEMPUMEHEHHBIX U3MEHEHWI B KOHCOUTypaLmu.

save

KomaHga cnyxuT ans coxpaHeHust CANDIDATE-KoHpurypauum B NOCTOSAHHYHO NamMsaTb YCTPOICTBA.

CuHTaKkcuc

save

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# save
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CoxpaHeHune TekyLlei koHurypaumm Ha Flash-namaTe ycTpolicTea.

show bootvar

E-SBC. CnpaBoyHuUK komaHp, CLI

[aHHasa kKomaHga cnyxuT A/1s npocmoTpa MHopmaumm 06 obpasax nporpaMmmMHOro obecrnevyeHus,

3arpy>XeHHbIX Ha YCTPOICTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii

1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show bootvar
Image Version

1 1.24.0 build 1[5cd22b8]
2 1.24.0 build 1[5cd22b8]

show candidate-config

2024-08-01 18:00:47
2024-08-01 18:00:47

Status After reboot
Not Active
Active *

[aHHo KomaHaol OCyLEeCTBNSAETCA NPOCMOTP KOHurypauumn ycTponcTea, kotopas byaeT ycTaHOB/EHA
nocne npuMeHeHus HacTpoek (komaHaa commit).

CuHTaKkcuc

show candidate-config [ full ] [ <SECTION> ]

MapameTpbl

full = kntoy aNs 0TOGPAXKEHUS B KOH(UIYPaALMIN 3HAUYEHWIA BCeX NapaMeTPoB, B TOM UYMUC/IE U HEHACTPOEHHbIX.

<SECTION> - pa3gen koHurypaumm:

* aaa - HacTpoiika NnapaMeTpoB ayTEHTUMKALMM, aBTOPU3ALUN N YUET];
+ access-list — KoHGUrypaumus cnMckoB JocTyna;
+ bridges — kOHpurypaumsa ceteBbIX MOCTOB;

+ [<NUM>] - Homep ceTeBoro mocTa.

+ channel-group - KoHMrypauus rpynnel arperauum KaHasos,;

+ clock — koHurypaums cuctemHbIx YacoB MapLupyTtusaropa u NTP-npoTokona;
+ dhcp — koHdurypauns DHCP-cepBepa, knneHTta n Relay-areHTa;

90



+ domain - koHdurypaums domain lookup;
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+ content-provider — KOHthurypaums NCTOUHMKA 0GHOB/IEHWIA NpaBU pacnpocTPaHsiemMbIX No

KOMMEpPYECKOW /TMUEH3NN;
+ dual-homing — koHdourypaums cepsuca Dual Homing ' ;
+ extended — pacluMpeHHblii BbIBOA, KOHGUrypawuuu;
+ hostname - ceTeBoe MMs MapLLpyTM3aTopa;
« interfaces [<IF>] — koHpurypauus nHtepdeiicos:

+ <|F> — HaMmeHOBaHne nHTepgeiica, 3a0aéTcsa B BUAe, ONMCAHHOM B pasaesne Turbl 1 nopsiaok

MMEHOBaHMSA NHTepPdENCoB MapLIpyTn3aTopa.
+ ip-address — koHwmrypauums IP-nHtepdeiicos;
+ ipv6 [<SUBSECTION>] — koHcburypaums IPv6:
+ address — koHurypaums IPv6-uHTepdencos;
+ dhcp [<SUBSECTION>] — koHdpurypauus IPvé DHCP-cepBu1cOB:
+ client — koHdpurypaums IPvé DHCP-cepBepa;
+ relay — koHdurypaums IPvé DHCP Relay-areHTa;
+ server — KoHurypauus IPvé DHCP-knneHTa.
+ routing [<SUBSECTION>] — koHcburypaums IPv6-mapLupyTusaLmm:
+ bfd - koHdpurypaums npotokona IPv6 BFD;
+ bgp — koHurypaums npotokona IPvé BGP;
+ ospf — koHgmrypauums npotokona OSPFv3;
« prefix-lists — koHdurypaums IPvé npedmkc-nmcTos;
* rip — KoHhurypaumsa npotokona RIP;
+ static — KOHoMrypaums ctatTmyeckux MapLUpyToB.
* vrrp — KoHpurypaums IPvé VRRP-npoTokona.
« dialplan - koHdUrypaums nnaHa Hymepaumu;
+ lldp — koHurypaums npotokona LLDP;
+ mac-address-table — koHdurypauusa Tabnuusl MAC-aapecos ';
* mailservers — KOH(hMrypaums NOYTOBbLIX CEPBEPOB U JOMEHOB;
« mdns - doyHKumnoHana mDNS;
* mirroring — KOHCoUrypauus 3epkanmpoBaHus ';
* mpls - KOHMrypauusi NpoTokonoB TexHonorum MPLS;
* mdns — KoHurypauusa goyHkumoHasia mDNS;

+ multiwan — koHpurypaums cepsuca pesepsrposaHuns n 6anaHcuposkm WAN-nHTepdeincos;

* nat [<SUBSECTION>] — koHcpurypauus cepsrca NAT:
* source — KoHpurypauus cepsuca Source NAT,;
+ destination — koHburypauma cepuca Destination NAT;
+ alg — koHdurypauus anroputma NAT.
+ netflow — koHmrypaums Netflow-npotokona;
+ object-groups [ <TYPE> [ <NAME> ] | = koHpurypauus npodouneis;
* <TYPE> — T1in npothnns, NpyHMMAaET 3HAUYEHUSA:
« content-filter;
+ email;
* network;
+ address-port;
+ application;
* mag;
* service;
* url.
* <NAME> - nmsa npocphunsa 3agaHHoro tvna.
« port-security — kKoHdurypauus Port Security ';
* qos — KoHpurypaums QosS;

+ remote-access [<SUBSECTION>] — koHdurypauusa npodpuneit L2TP over IPsec n PPTP-cepBepos;

* |12tp — koHdurypaums npocomneii L2TP over IPsec-cepBepos;
* pptp — KoHurypauusa npocomnein PPTP-cepBepos;
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* openvpn — KoHdurypaums npoduneii OpenVPN-cepsepoB.
+ remote-client — KoHdurypaumsa yaaneHHoro goctyna (SSH, Telnet, etc.);
* rmon — KoHpurypauma RMON;
+ routing [<SUBSECTION>] — KoHtpurypauus MapLupyTU3aLmm:
+ bfd — koHpurypaumsa npotokona BFD;
*+ bgp — koHpurypaumsa npotokona BGP;
* isis — koHGurypaums npotokona IS-IS;
+ key-chains — koHdurypaums knyen ayteHTMdnKaumm;
+ ospf — koHdurypauus npotokona OSPF;
« prefix-list — koHGUrypaumsa npedmKc-NncToB;
* rip — KoHurypauus nportokona RIP;
* route-maps — KoHUrypauuss MapLUpyTHbIX KapT
* [<RM-NAME> ] — umsa mMapLupyTHOIA KapTbl.
+ static — KOHMrypaums ctatmyecknx mapLipyToB.
« security [<SUBSECTION>] — koHchurypaumsi cepeucos IPsec VPN u Firewall;
+ ike — koHpurypaums IKE;
* ipsec — KoHchurypaums IPsec;
*+ zone — KoHurypaums 30H Firewall;
* zone-pair — KoHdhurypaums nepexoos mexay 3oHamu Firewall.
* sip — KoHQMrypauus npotokona SIP;
« profile — koHdurypaums SIP-npochuneis;
+ service — koHGurypaums SIP.
« sflow — koHmrypaums sFlow-npotokona;
* snmp — KoHpurypauusa SNMP-cepsepa;
* spanning-tree — KoHUrypauusi NpoToKoN0B cemeiicTBa Spanning Tree;
+ sla — koHurypaums cepsuca IP SLA;
*+ system — kKoHdurypauus obLecncTeMHbIX napaMeTpos;
+ syslog — koHcpurypauymsa cepsuca Syslog;
+ tracks — koHGurypauus Tracking-o6bEKTOB.
* tunnels [<TYPE> [<NUM>]] — KoHGpurypauus TyHHeneii:
* <TYPE> — TUN TYHHENA, NPUHNMAET 3HAYEHUSA:
+ gre — KoHgurypauuss GRE-TyHHenen;
* ip4ip4 — koHpurypaums IPv4 over IPv4-TyHHenel;
* 12tp — KoHpurypaunsa L2TP-TyHHeneld;
* 12tpv3 — koHpurypaumsa L2TPv3-TyHHenen;
* It — KOHoUrypauusa nornyecknx TyHHenerw;
- softgre — koHdpurypauus SoftGRE-TyHHenel ';
+ vti — koHurypauna VTI-TyHHenen;
* pptp — KoHurypauua PPTP-knneHToB;
* pppoe — koHurypaumsa PPPOE-KNneHTOB;
* 12tp — koHdurypaumsa L2TP-kNMeHToB;
+ openvpn — KoHurypaumnsa OpenVPN-KMeHTOB.
+ <NUM> — HOmMep TyHHeNs gaHHOro Tuna B KOHurypaunumn mapLupytmsaropa.
+ vlans - koHpurypaumsa VLAN;
* voice — KOH(hurypaums ronocoBbIX CEPBUCOB;
« vrf — koHurypauus VRF;
* vrrp — KoHurypauusa VRRP-npoTokona;
+ wireless-controller — koHdurypauus napametpoB Wi-Fi koHTponnepa;
« zabbix — koH(purypaumsa Zabbix-areHTa.

B Tekyuwleii Bepcum NO aaHHbIe YHKLMM NOAAEPXNBAKOTCS TONbKO Ha MapLupyTusatopax ESR-1000.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show candidate-config

ntp enable

ntp broadcast-client enable

syslog max-files 3

syslog file-size 512

syslog file default info

vlan 2

exit

security zone trusted

exit

security zone untrusted

exit

object-group service telnet
port-range 23

exit

object-group service ssh
port-range 22

exit

object-group service dhcp_server
port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[aHHoi KomaHaOol OCYLLECTBNAETCSA NPOCMOTP pasnnyuii Mexay KoHdurypaumoHHbiMn hainamm.

CuHTakcuc
show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl
<CONFIG> — kOH(purypaumoHHbIin thainn ans cpaBHeHns. MoryT npuHMMaTh 3Ha4YeHUs:

+ candidate-config;
* running-config;

« factory-config;

+ default-config;

« flash:backup/FILE.

3HayeHue No ymosiMaHuio

Be3 ykazaHus <CONFIG> otob6paxaeTcs pasHuua mexay running-config n candidate-config.
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Heo6xoaumblii ypoBeHb nNpuBUiernii

10

KomaHgHbIi pexum

ROOT

Mpumep:

esr(config-)# show configuration changes
+ dnterface gigabitethernet 1/0/1.100

+ ip firewall disable
+ ip address 10.54.22.1/24
+ exit

show crypto certificates

[laHHas komaH4a BbIBOAUT MHCOPMALMIO O KOSTMYECTBE CepTUUKaTOB.

CuHTaKkcuc

show crypto certificates [ <CERTIFICATE-TYPE> [ <FILE> ] ]

MapameTpbl

E-SBC. CnpaBoyHuUK komaHp, CLI

<CERTIFICATE-TYPE> — Tn cepTucpmkara wav Kioua, MOXeT NPUHNMAaTh Criefytowmne 3HayeHus:

cert — X.509 ceptudpmkarsi;

dh - kntou Anudpcpn-Xennmana;
private-key — npuaTtHble KnOuWY;
public-key — ny6nnyHble Knouy;

ta — HMAC-koy;

crl — oTO3BaHHble cepTumrKarsl

Csr — 3anpocsbl Ha ceptudmkaumio X.509;
pfx — PKSC12-koHTeliHep.

Heob6xoaumbili ypoBeHb NPUBUETAIA

15

KomaHZHbIi pexum

ROOT
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Mpumep:

esr# show crypto certificates

Type

pfx
private-key
public-key
ta

Total

show running-config

[aHHas KomaHga CyXuT A5t TPOCMOoTpa TeKyllel KoHgMrypaumm ycTpoiicTea.

CuHTakcuc

show running-config [<SECTION>] [ full ]

MapameTpbl

E-SBC. CnpaBoyHuUK komaHp, CLI

<SECTION> — pasgen KoHurypauum, onucaHne npmeefeHo B pasgene show candidate-config.

full = kntoy gNsA 0TOGPaKEHMS B KOH(IUTYPaLMIN 3HAUYEHWIA BCeX NapaMeTPoB, B TOM YMC/IE U HEHACTPOEHHbIX.

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHaHbI pexum

ROOT

Mpumep:

esr# show running-config syslog

syslog max-files 3
syslog file-size 512
syslog file default info
syslog console info

show storage-devices

[laHHOli KOMaH0 BbIBOAMTCA MHDOPMALMSi O NOAK/THYEHHbIX BHELIHUX HOCcUTeNsx nHcpopmaummn (USB/MMC-

KapT namsTu).
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CuHTakcuc

show storage-devices { usb | mmc | hdd}

MapameTpbl
usb — USB-Hakonutenb nHdopmauuny;
mmc — SD/MMC-kapTta namaTy;

hdd — HDD-HakonuTenb nHcopmauun (Tonsko ans ESR-1700).

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show storage-devices mmc

Name Total, MB Used, MB Free, MB
EF28-D074 99.79 72.64 27.15
show usb

[laHHOI KomaHAol BbIBOAWUTCS MHGOpMaLMs 0 nogkntoueHHbIx USB-HocuTensix.

CuHTakcuc

show usb

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

E-SBC. CnpaBoyHuUK komaHp, CLI
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Mpumep:

esr-1000# show usb
USB device Vendor Product ID Product version

show version

[laHHas KoMaH4a CyXuT 418 NPOCMOoTpa TekyLeih Bepcuy NporpaMmMHOro obecneyeHns 1 annapaTHoi YacTtu
yCTpOWCTBA.

CuHTakcuc
show version [ bl | hw | sw ] [ unit { <RANGE-ID> | local } ]

MapameTpbl
<bl> — 3TOT NapameTp No3BONSIET NpOCMaTpUBaTh TONbKO Bepcuto boot. HegoctynHo Ha VESR,;

<hw> — 3TOT NnapameTp No3BOMSAET NpoCMaTpMBaTh TO/IbKO BEPCUIO annapaTHOM YacTu yCTponcTBa.
HepocTtynHo Ha VESBC;

<SW> — 3TOT nNapamMmeTp No3BO/ISET NPOCMaTPMBaTh TO/IbKO BEPCUIO NPOrpaMMHOro obecneyeHus;
<esbc> — 3TOT NapameTp N0o3BONSIET NpoCMaTpuBaTh ToNbKo Bepcuto ESBC;
<RANGE-ID> - npuHumaeT Homepa toHUTOoB B chopmarte: ID,ID-ID. Homep oHUTa NpUHUMAET 3HadveHus [1..2];

local — kntoy gnsi 0TOGPaKeHUsI BepCcUM YCTPOICTBA, HA KOTOPOM BBOAMTCS KOMaHAa, B hopmare BbiBoga 6e3
BK/1IOYEHHOTO KnacTtepa.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbI pexum
ROOT

Mpumep:

vesbc# sh version esbc
E-SBC version:
1.7.0.0011

time-period

[laHHOI KomaHAol 3aaéTCa Nepuo BPeEMEHW, MO UCTEYEHNM KOTOPOro ByAeT OCYLECTBNATLCS
aBTOMaTMYecKoe pes3epBupoBaHme KoHUrypaumm.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmo4aHuio.
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CuHTakcuc
time-period <TIME>

no time-period

MapameTpbl

<TIME> — nep1oanyHOCTb aBTOMaTUYECKOIO Pe3epBUPOBaHNS KOH(MIypaLmm, NPpYHUMAET 3HaueHne B
MuHyTax [1..525600].

3Ha4yeHue no ymonyaHuio

720 MUHYT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# time-period 1440

type
[laHHOI KOMaHAoV yCcTaHaBNMBAETCA TUM COXpPaHEeHMA pe3epBHbIX KOHUrypauumii mapLupyTusartopa.

Mpwn 1cnonb3oBaHUM OTPULATENBHOI (DOPMbI KOMaHAbl (NO) yCTaHABNMBAETCS PEXMM MO YMOTYAHWIO.

CuHTaKkcuc
type <TYPE>
no type

MapameTpbl
<TYPE> — Tun coxpaHeHus pe3epBHbIX KOHUrypauuii MapLupytusatopa. MpuHumaeT 3HaveHus:

* local — coxpaHeHus pesepBHbIX KOHUrypauumii npovrcxoaut B pasagen flash:backup/ ¢ umenem cpaiina
Buga "config_YYYYMMDD_HHMMSS_username;" rae:

YYYY - rog, cornacHo CUCTEMHbIM Yacam MapLUpyTu3aTopa Ha MOMEHT 3anucu pe3epBHON Konun

KOHUrypauuu,

+ MM - mecsLU, corflacHO CUCTEMHbIM Yacam MapLipyTM3aropa Ha MOMEHT 3anncu pe3epBHON
Konuu KoHdurypawmu;

+ DD — geHb, CorfiacHO CUCTEMHbBIM Yacam MapLupyTu3aTopa Ha MOMEHT 3anucy pe3epBHO Konuu
KOHUrypauuu,

* HH - yac, cornacHo cuctemMHbIM Yacam MapLUpyTu3aTopa Ha MOMEHT 3anucu pe3epBHOI Konuu
KOHUrypauuu,
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* MM — MVHYTa, COr/TacHO CUCTEMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anncy pe3epBHOiA

KOMUK KOoHdUrypauuu;

+ SS - ceKkyHAa, COrMlacHo CUCTEMHbLIM Yacam MapLUpyTM3aTopa Ha MOMEHT 3anucy pe3epBHoii

KOMWK KOHpUrypauuu.

* username — MMs YYETHOI 3anncu, B paMkax CECCUN KOTOPOWA Obl1 BbIMOMIHEH «COomMity».
* remote — coxpaHeHUs1 pe3epPBHbIX KOHPUIypaumii NPOUCXOAST Ha YAaNeHHbI cepBep;
+ both — coxpaHeHusi pe3epBHbIX KOHhUrypauwii B pasgen flash:backup n Ha yaaneHHsbiit cepBep.

3HauyeHue No ymosi4aHuio

remote

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# type both

unmount storage-device

,ﬂ,aHHOVI KOMaHﬂ,OVI npon3BognNTCA OTKNKYEHNE BHELLHEINO HAKOMUTE/IA.

CuHTakcuc

unmount storage-device { usb | mmc | hdd }

MapameTpbl
usb — USB-Hakonutesnb nHdopmauunuy;
mmc — SD-/MMC-kapTa namsTu;

hdd — HDD-HakonuTenb nHcopmauun (Tonsko ans ESR-1700).

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbI pexum
ROOT

E-SBC. CnpaBoyHuUK komaHp, CLI
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Mpumep:

esr# show storage-devices usb
esr# 2024-04-27T08:55:40+00:00 %USBFLASH-I-CHANGE: 'D2E5-006B' has been inserted!

update crypto default

[laHHOI KOMaH10/i 06HOBNSOTCA CepTUUKATDI.

CuHTakcuc
update crypto default <CERTIFICATE-TYPE> [invalid-after] [valid-after]

MapameTpbl
<CERTIFICATE-TYPE> — Tvn cepTudomkara nnu ki4a, MoXeT NpuHMMaTth crieayowme 3HaueHns:

+ dh - knou Andbdon-Xennmaxa;
* Cca — KOpHEBOI cepTmdmkar;
+ cert — X.509-ceptuchukar.

invalid-after — yctaHOBKa aarthl, 10 KOHLA KOTOPOIA ByAeT AeiicTBOBaTb CEPTUAUKAT;

valid-after — yctaHoBKa gatbl, OT Hayana KOTopoli ByaeT AelicTBoBaTb CepTUCMKAT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
ROOT

Mpumep:

esr# update crypto default ca invalid-after 00:00:00 01 january 2025
esr# show crypto certificates cert default_ca.pem | i after
Valid after: 2024-06-13 12:27:57
Invalid after: 2025-01-01 00:00:00
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7 Hactpoiika ESBC

* Pexum koHpurypuposaHua ESBC
* esbc
* HacTpoliku cnuncka npuynH ot60os
* cause-list sip
* cause-mask
* rename
* Hactpoliikn CDR
e cdr
* add-header
* collect empty-files
* collect unsuccess
* create-mode
* enable
« ftp
* login
* password
* path
* remote address
* remote port
* save

* create-directories
* keep
* path
* save
* period
* reserved-ftp
* as-reserved
* login
* password
* path
* remote address
* remote port
* save
* signature
* syslog enable
* HacTpoliku kpuntonpoduns
* crypto profile
* ca
* cert
* password private-key
* private-key
* rename
e tls
* HacTtpoliku dnya-counstpa
+ flood fliter
* apply-to-created
* default patterns
* pattern
* rename
* O6wwme HacTpoiikm ESBC
* general
* count core
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* count media balancer
* count media worker
* count sip balancer
* count sip worker
* max calls
* max cps
* max rps
* security profile
* statistics disable
* HacTtpolikn megmanpodunis
* media profile
* codec
* crypto profile
* rename
* rtp source-verification
* rtp timeout
* srtp keying
* srtp mode
* HacTpoliku meanapecypcos
* media resource
* ip address
* port-range
* rename
* HacTpoliku Tabnuubl Mmogudukauum
* mod-table
* HacTpoliku 06wmux mogmdmkaTtopos
* common
* mod

* HacTtpoliikn mognudprkatopos CgPN/CdPN

* replacement
* value-pattern
* rename
* HacTtpoliku SIP-mogundmkatopos
¢ sip
* mod

* HacTtpolikn moaudkaTopa fo6asneHus 3aronoska (add)

* header name

* header value

* sip method pattern

* sip method type

* sip response-pattern

* HacTpolikn moamdukaTopa konnpoBaHusi (copy)

* sip header-pattern

* sip method pattern

* sip method type

* sip response-pattern
* value-pattern

* variable-str

* HacTpolikn moaudkaTopa yaaneHnus 3aronoska (no-transit)

* sip header pattern

* sip method pattern

* sip method type

* sip response-pattern
* value-pattern

E-SBC. CnipaBoyHuK komaHp, CLI
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* HacTpoliku mogudpkaTopa 3aMeHbl 3arosioska (replace)

* HacTpolikn moaudkaTopa TpaH3uTa 3arosioBka (transit)

* replacement

* sip header-pattern

* sip method pattern

* sip method type

* sip response-pattern
* value-pattern

* sip header pattern

* sip method pattern

* sip method type

* sip response-pattern

* value-pattern
rename

* HacTpoliku TabnuLbl MapLLpyTM3aLmmn
* route-table

rename
rule
action
condition

* HacTpolikn npocunia 6e3onacHocTu
* security profile

check aor

check user-agent
errors aggregation
flood filter
rename

* HacTtpoliku SIP-npochuns
* sip profile

cause-list

ignore options enable
keepalive enable
keepalive failed-interval
keepalive method
keepalive success-interval
redirection

rename

* HacTtpolikn SIP-TpaHcnopTa
* sip transport

crypto profile
ip address
ipv6 address
mode

port

rename

* HacTtpoliku SIP-TpaHka
* trunk sip

domain

dscp
dynamic-mode dns
max calls

max cps

max rps

media profile

E-SBC. CnipaBoyHuK komaHp, CLI
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media resource
mod-table
nat

* comedia-mode
public-ip
remote address
remote port
rename
route-table
security profile
sip profile
sip transport
trusted-network

* HacTpoliky TpaHKOBO rpynmbl
* trunk-group

* HacTpoliku aboHeHTCKOro nHTepgelica

balancing round-robin
dscp

max calls

max cps

max rps

media profile
media resource
mod-table sip
public-ip
rename
route-table
security profile
sip profile
trunk
trusted-network

* user-interface sip

allow-unreg-call
domain
dscp
max calls
max cps
max rps
media profile
media resource
mod-table sip
nat
* comedia-mode
* keep-alive-interval
rename
route-table
security profile
sip profile
sip transport

* KomaHfbl MOHUTOPUHra
* show esbc active calls
» show esbc black-list

aor
user-agent

E-SBC. CnipaBoyHuK komaHp, CLI
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< ip
* show esbc statistics
* show esbc trunks
* show esbc users
» show esbc white-list
* KomaHfbl ynpaBneHus
* clear esbc active calls
* clear esbc black-list
e aor
* user-agent
«ip
* clear esbc registration

Pexum koHcdurypuposaHusa ESBC

eshc

[aHHasa KomaHaa OCyLLECTBNSAET nepexoq K KoHurypuposaHuo ESBC.

E-SBC. CnpaBoyHuUK komaHp, CLI

Vicnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (N0) copackiBaeT KoHdurypauuo ESBC.

CuHTakcuc

esbc
no esbc

MapameTpbl

KomaHga He cogepXuT napameTpos.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMmbIii ypoBeHb NnpuBuierui
15

KomaHaHbI pexum
CONFIG

Mpumep

vesbc(config)# esbc
vesbc(config-esbc) #
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HacTpoiiku cnucka npuyuH ot601

cause-list sip

[JaHHas KomaHJa No3Bo/seT NepeiT! B HACTPOIKM YKa3aHHOIo crnncka NpuuvH oTeos Ansa nepexoaa Ha
cnepyollee HanpaefeHne Um co3aaTb HOBbIIA.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) yaanseT ykasaHHbIi CIMCOK.

CuHTakcuc

cause-list sip <NAME>
no cause-list sip <NAME>

MapameTpbl

<NAME> - Ha3BaHue crnucka.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# cause-list sip NEW_LIST
vesbc(config-esbc-cause-list-sip)#

cause-mask

[JaHHaa komaHga No3BO/SET 3a4aTb MacKy NPUUYUH 0T60A. MOXHO MCMOMb30BaTh perynspHslie BhipakeHns PCRE.
icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) OTK/IOYAET OTGOP NPUUMH OTGOS MO Macke.
CuHTakcuc

cause-mask <MASK>

no cause-mask

MapameTpbl
<MASK> - macka, no koTopoi 6yayTt otéuparbcs SIP-0TBeTbI.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-CAUSE-LIST-SIP

Mpumep

#ECNn N3 TpaHka npuaéT oTBeT 40x(400-409), Npou3ONAET mMapuwpyTulaums Ha crnegywuee HarnpabBfeHue
vesbc(config-esbc-cause-list-sip)# cause-mask 40.
vesbc(config-esbc-cause-list-sip)#

rename

[laHHas KomaHAa No3BO/SIET NeperMeHoBaTb CO3A4aHHbIA CMMUCOK.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> - HOBOE Ha3BaHne cnmcka.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-CAUSE-LIST-SIP

Mpumep

vesbc(config-esbc-cause-list-sip)# rename NEW_NAME_LIST
vesbc(config-esbc-cause-list-sip)#

Hactpoiiku CDR

cdr

[laHHas KomaHAa No3BOJISIET NepeiiTn B HACTPOIKK cbopa, xpaHeHust n 3anucu CDR (Call Detail Record).
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Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanset HacTpoiiku CDR.

CuHTakcuc

cdr
no cdr

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# cdr
vesbc (config-esbc-cdr)#

add-header

E-SBC. CnpaBoyHuUK komaHp, CLI

[aHHan KomaHaa BkN4aeT 3annck B dparin CDR 3aronoska Buaa "<hostname> CDR. File started at
YYYYMMDDhhmmss", rae 'YYYYMMDDhhmmss' — BpemMsa Havana coxpaHeHusi 3anuceii B dpain.

cnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (NO) OTK/OYAET 3annchb 3arosioBKa B chaiin.

CuHTakcuc

add-header
no add-header

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HayeHue No ymosiMaHuio

3anncb 3aronioBKa BbIK/IOYEHa.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15
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KoMaHAHbIN pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# add-header
vesbc (config-esbc-cdr)#

collect empty-files
[aHHasa KomaHaa BKNHOYaeT coxpaHeHne nycTbix ¢haiinos CDR.

icnonb3oBaHne oTpuLaTesibHoi hopMbl KOMaHbl (N0) OTK/OYAET COXPaHeHVe NyCTbIX (Daifos.

CuHTakcuc

collect empty-files
no collect empty-files

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HayeHue No ymosiMaHuio

CoxpaHeHune nycTbiX hait/IoB OTK/THOUEHO.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# collect empty-files
vesbc (config-esbc-cdr)#

collect unsuccess
[aHHasi KoMmaHga BK/IHOYAET COXPaHEHNE HeyCMNeLUHbIX BbI30BOB.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) OTK/IOYAET COXPaHEHWE HEYCMNELLHbIX BbI30BOB.
CuHTakcuc

collect unsuccess
no collect unsuccess
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MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3Ha4yeHune no ymonyaHuio

COXpaHeHI/Ie HeyCneLlHbIX BbI30OBOB OTK/TIOYEHO.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# collect unsuccess
vesbc(config-esbc-cdr)#

create-mode

[aHHasa KomaHAa No3BOMSIET HACTPOUTbL PeXnm ana cosgaHus gannos CDR.

E-SBC. CnpaBoyHuUK komaHp, CLI

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

create-mode <MODE>
no create-mode

MapameTpbl

<MODE> - pexum cozgaHus dpainnos CDR, npuHumaet 3HadeHus [daily, hourly, periodically]

3HayeHue No ymosiMaHuio

periodically

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# create-mode daily
vesbc (config-esbc-cdr)#
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enable
JaHHaa komaHaa Bkntovaet cé6op CDR.

Mcnonb3oBaHue oTpuLaTenibHoi hopMbl KOMaH bl (No) oTkNouaeT c6op CDR.

CuHTakcuc

enable
no enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

C60op CDR oTKOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# enable
vesbc (config-esbc-cdr) #

ftp

[aHHaa komaHaa no3BoNsET Nnepeiiti B HacTpoiikn FTP ansa otnpasku caiinos CDR.
Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaansieT HacTpoiiku FTP.
CuHTakcuc

ftp

no ftp

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HaueHue No yMmo4yaHuio

OrtcyTtcTBYET.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# ftp
vesbc (config-esbc-cdr-ftp)#

login

[JaHHaa komaHga no3BongeT 3agatb Norvd FTP-knneHTa ana otnpaeku CDR.

Micnonb3oBaHue oTpuuaTenibHol hopMbl KOMaHAakl (No) yaanset norud FTP-knveHTa.

CuHTakcuc

login <WORD>
no login

MapameTpbl
<WORD> - noruH FTP-knneHTa.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-FTP

Mpumep

vesbc(config-esbc-cdr-ftp)# login admin

vesbc(config-esbc-cdr-ftp)#

password

JaHHaa komaHOa no3BosgeT 3agatb naposis FTP-knneHta gnsa otnpasku CDR.

E-SBC. CnpaBoyHuUK komaHp, CLI

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (N0) yaanseT naponb FTP-knveHTa.

CuHTakcuc

password { <WORD> | encrypted <HEX> }

no password
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MapameTpbl
<WORD> - naponb FTP-knneHTa, ctpoka ASCIl-cumB0onoB;

<HEX> - 3awmdpoBaHHbIli naponb FTP-knneHTa.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CDR-FTP

Mpumep

vesbc(config-esbc-cdr-ftp)# password passwd
vesbc (config-esbc-cdr-ftp)#

path

E-SBC. CnpaBoyHuUK komaHp, CLI

JaHHaa komaHga Nno3BogeT 3a4aThb NyTh 40 Anpektopun Ha FTP-cepeepe, kyga 6yayt otnpasnAatecsa CDR.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yaanseT nyTb A0 AUPEKTOPUN.

CuHTakcuc

path <PATH>
no path

MapameTpbl
<PATH> - nyTb go aupekropun Ha FTP-cepBepe.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-FTP

Mpumep

vesbc(config-esbc-cdr-ftp)# path /admin/cdr/esbc
vesbc(config-esbc-cdr-ftp)#
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remote address
[aHHasa komaHga no3BonseT 3agath agpec FTP-cepBepa, kyaa 6yayT otnpasnsatbes CDR.

icnonb3oBaHue oTpuuaTesnibHoi hopmMbl KOMaHbl (No) yaanset agpec FTP-cepsepa.

CuHTakcuc

remote address { <A.B.C.D> | <WORD> | <X:X:X:X::X> }
no remote address

MapameTpbl

<A.B.C.D> — agpec FTP-cepBepa B chopmare IPv4;
<WORD> - agpec FTP-cepBepa B thopmare JOMEHHOIO NUMEHU;
<X X:X:X::X> — agpec FTP-cepeepa B thopmare IPv6.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CDR-FTP

Mpumep

vesbc(config-esbc-cdr-ftp)# remote address 192.168.2.3
vesbc (config-esbc-cdr-ftp)#

remote port

[JaHnHaa komaHza no3sonset 3agarb nopt FTP-cepsepa, kyaa 6yayT otnpasnsatscsa CDR.
icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc

remote port <PORT>

no remote port

MapameTpbl
<PORT> — nopt FTP-cepsepa, npuHumaeT 3HayeHns ot 1 go 65535.

3Ha4yeHue no ymonyaHuio
21

Heob6xoauMbIii ypoBeHb NpuBUIerui
15
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KoMaHAHbIN pexum
CONFIG-ESBC-CDR-FTP

Mpumep

vesbc(config-esbc-cdr-ftp)# remote port 22221
vesbc (config-esbc-cdr-ftp)#

save
[aHHas komaHga BKNovaeT otnpasky anos CDR Ha FTP-cepsep.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

save
no save

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

3Ha4yeHue no ymon4yaHuio

OTnpaska (haiifioB Ha cepBep OTK/IHUEHA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-FTP

Mpumep

vesbc(config-esbc-cdr-ftp)# save
vesbc(config-esbc-cdr-ftp)#

local
[aHHasi KomaHaa No3BoNseT HAaCTPOUTL JI0Ka/lbHOe coxpaHeHune thaiinos CDR.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) yAansieT HaCTPOIKKN NoKanbHOro xpaHunuwa CDR.
CuHTakcuc

local
no local
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MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# local
vesbc (config-esbc-cdr-local) #

create-directories

[aHHaa KomaHaa no3BOMSET HACTPOUTL co3gaHne anpekTopuii Ans CDR B nokasibHOM XpaHunuie.
Mcnonb3oBaHue oTpulatTenibHol hopmMbl KOMaHAbl (N0) yCTaHABMBAET 3HAYEHME MO YMOMUYaHMIO.
CuHTakcuc

create-directories by-date

no create-directories

MapameTpbl

by-date — BknitouaeT cosgaHve gMpeKToOpuii No gartam B STIOKa/IbHOM XpaHUIULLE.

3Ha4yeHue no ymonyaHuio

Co3pgaHve aypekTopuii No gatam OTK/TUEHO.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-LOCAL

Mpumep

vesbc(config-esbc-cdr-local)# create-directories by-date
vesbc (config-esbc-cdr-local) #
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keep
[aHHan KomaHaa No3BOMISIET HACTPOUTL BPEMS /IOKa/TIbHOTO XpaHeHust doainnos CDR.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaHeHMH[K)yMOﬂHaHMD.

CuHTakcuc

keep { days | hours | minutes } <TIME>
no keep { days | hours | minutes }

MapameTpbl
<TIME> — Bpems noKkanbHOro xpaHeHus gaiinios CDR, npu ncnonb3oBaHuy napamerpa:

+ days — npvHumaet 3HaveHus ot 0 go 31;
+ hours — npuHumaeT 3Ha4yeHus ot 0 o 23;
* minutes — npvHMMaeT 3HaveHusa ot 0 go 59.

3Ha4yeHune no ymonyaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-CDR-LOCAL

Mpumep

vesbc(config-esbc-cdr-local)# keep hours 12
vesbc (config-esbc-cdr-local) #

path

[aHHasi KomaHAa No3BONSAET HACTPOUTL NYTb B SIOKASIbHOM XpaHW/VLLE, rae 6yayT HaxoanTbes dalinbl CDR.
icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) YAANIAET HACTPOEHHbIV NyTb.

CuHTakcuc

path { flash:cdr/[<PATH>] | tmpsys:cdr/[<PATH>] | usb://usb_name:/[<PATH>] }

no path

MapameTpbl
<PATH> - nyTb 40 AUPEKTOpUN B XpaHunuule, rae 6yayT HaxoauTtbes daiinbl CDR.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-CDR-LOCAL

Mpumep

vesbc(config-esbc-cdr-local)# path flash:cdr/
vesbc (config-esbc-cdr-local) #

save

[aHHas KomaHa BKIOYaeT NokasibHoe XpaHeHune darinos CDR.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc

save

no save

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

3Ha4yeHue no ymon4yaHuio

NokanibHoe xpaHeHwue haiinos OTK/IUEHO.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-LOCAL

Mpumep

vesbc(config-esbc-cdr-local)# save
vesbc (config-esbc-cdr-local) #

period
[laHHas KoMmaHAa No3BO/SIET HACTPOUTL UHTEpPBaU co3gaHmns daiinos CDR.

icnonb3oBaHue oTpuLAaTeNIbHO (DOPMbl KOMaHbl (N0) yCTAHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.
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CuHTakcuc

period { days | hours | minutes } <TIME>
no period { days | hours | minutes } <TIME>

MapameTpbl
<TIME> — nHTepBar, ¢ KoTopbiM 6yayT co3gaBaTbCs (haiisibl, MPU NCMONb30BaHUM NapamMeTpa:

+ days — npvHumaet 3HaveHus ot 0 go 31;
+ hours — npuHumaeT 3Ha4yeHus ot 0 o 23;
* minutes — npvHMMaeT 3HaveHusa ot 0 go 59.

3Ha4yeHue no ymonyaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# period days
vesbc(config-esbc-cdr)#

reserved-ftp
[aHHasa KomaHaa No3BOMSIET NEPENTN B HACTPOWKK pe3epBHoro FTP ans otnpasku daiinos CDR.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAansieT HaCTPOiiku pesepBHoro FTP.
CunHTtakcuc
reserved-ftp

no reserved-ftp

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15
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KoMaHAHbIN pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# reserved-ftp
vesbc(config-esbc-cdr-res-ftp)#

as-reserved

[aHHaa KomaHaa BKNKYaeT MCMNONb30BaHe Pe3epBHOro cepeepa TO/IbKO MPY HEYCNELLHON oTnpaBke Ha
OCHOBHOIA.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) BK/IHOYAET 6E3YC/TOBHOE VCMO/Ib30BaHNE Pe3epBHOI0
cepsepa.

CuHTakcuc

as-reserved
no as-reserved

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-RES-FTP

Mpumep

vesbc(config-esbc-cdr-res-ftp)# as-reserved
vesbc(config-esbc-cdr-res-ftp)#

login
JaHHaa komaHga No3BOSET 3a4aTb IOMMH pesepsHoro FTP-knneHTa ansa otnpasku CDR.

icnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (NO) yAANseT /IOrMH pe3epBHoro FTP-knveHTa.
CuHTakcuc

login <WORD>
no login
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MapameTpbl

<WORD> - noruH pesepsHoro FTP-knueHTa.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CDR-RES-FTP

Mpumep

vesbc(config-esbc-cdr-res-ftp)# login admin
vesbc(config-esbc-cdr-res-ftp)#

password

JaHHaa komaHga Nno3BoMSET 3a4aTb Naposib pesepsHoro FTP-knneHTa ana otnpasku CDR.
Mcnonb3oBaHue oTpuuatensbHoli hopmbl komaHabl (No) yaansieT naponb pesepBHoro FTP-knneHTa.
CuHTakcuc

password { <WORD> | encrypted <HEX> }

no password

MapameTpbl
<WORD> - naposnb pe3sepsHoro FTP-knueHTa, ctpoka ASCIIl-cumMBO/OB;

<HEX> - 3awmdpoBaHHbIli naposb pesepBHOro FTP-kiveHTa.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-RES-FTP

Mpumep

vesbc(config-esbc-cdr-res-ftp)# password passwd
vesbc(config-esbc-cdr-res-ftp)#

121



E-SBC. CnpaBoyHuUK komaHp, CLI

path

[aHHaa komaHza no3BoNnAeT 3a4arb NyThb 40 AMPEKTOpUM Ha pesepBHOM FTP-cepBsepe, kyna 6yayT
otnpasnsatsca CDR.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yaanseT nyTb A0 AUPEKTOPUN.

CuHTakcuc

path <PATH>
no path

MapameTpbl

<PATH> — nyTb Ao gMpeKkTopumn Ha pe3epsHom FTP-cepsepe.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CDR-RES-FTP

Mpumep

vesbc(config-esbc-cdr-res-ftp)# path /admin/cdr/esbc
vesbc(config-esbc-cdr-res-ftp)#

remote address
JaHHaa komaHga No3BoMSET 3a4aTb agpec pesepsHoro FTP-cepeepa, kyaa oyayTt otnpasnatecs CDR.
Mcnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (No) yaansieT agpec pesepsHoro FTP-cepsepa.

CuHTakcuc

remote address { <A.B.C.D> | <WORD> | <X:X:X:X::X> }
no remote address

MapameTpbl

<A.B.C.D> — agpec pesepBHoro FTP-cepsepa B chopmare IPv4,
<WORD> - agpec pesepsHoro FTP-cepeepa B hopmare JOMEHHOIO NMeHU;
<X:X:X:X::X> — agpec pesepsHoro FTP-cepsepa B dpopmare IPv6.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-CDR-RES-FTP

Mpumep

vesbc(config-esbc-cdr-res-ftp)# remote address 192.168.2.4
vesbc(config-esbc-cdr-res-ftp)#

remote port

JaHHaa komaHga No3Bo/SeT 3a4aTb NOPT pesepsHoro FTP-cepBepa, kyaa 6yayT otnpasnsatecs CDR.
Mcnonb3oBaHue oTpulatenibHol hopmMbl KOMaHAbl (N0) yCcTaHABMBAET 3HAYEHME MO YMOMUYaHMIO.
CuHTakcuc

remote port <PORT>

no remote port

MapameTpbl
<PORT> — nopt pe3epsHoro FTP-cepsepa, npyHuMaeT 3HadyeHms ot 1 4o 65535.

3Ha4yeHue no ymon4yaHuio
21

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CDR-RES-FTP

Mpumep

vesbc(config-esbc-cdr-res-ftp)# remote port 22211
vesbc(config-esbc-cdr-res-ftp)#

save
[aHHaa komaHga BknoyaeT oTnpasky arinos CDR Ha pesepsHblit FTP-cepsep.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc

save
no save

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

OTnpagka haiinioB Ha pe3epBHbIli CepBEP OTK/TIOYEHA.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CDR-RES-FTP

Mpumep

vesbc(config-esbc-cdr-res-ftp)# save
vesbc(config-esbc-cdr-res-ftp)#

signature
[aHHasa komaHaa No3BOASIET 3aAaTb OT/IMUUTENbHbIN NPU3HaK ansa gannos CDR.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAaNSIeT HACTPOEHHbIV OTIMUMTE bHbIV NPU3HAK.
CuHTakcuc
signature <WORD>

no signature

MapameTpbl

<WORD> — oTMunTENbHbIAN NPU3HAK, 3a4aETCS1 CTPOKOA.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

HeoG6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-CDR
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Mpumep

vesbc (config-esbc-cdr)# signature ESBC_1_6_0
vesbc (config-esbc-cdr)#

syslog enable

[laHHan komaHaa No3Bo/sieT BKIOUNTL oTnpaBky CDR no syslog. OTnpaBka oCyLLecTBASAETCS N0 HACTPoiiKam,
3aaaHHbIM B syslog console/file/host/monitor.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc
syslog enable

no syslog enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HayeHue No ymosiMaHuio

OTtnpaska CDR no syslog oTknto4eHa.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-CDR

Mpumep

vesbc(config-esbc-cdr)# syslog enable
vesbc(config-esbc-cdr)#

HacTpoiiku kpuntonpocuns

crypto profile
[laHHas KomMaHAa No3BOJISIET NePeiTN B HACTPOIKN YKa3aHHOTO KpMNTONPOgUAS UK CO3AaTb HOBbIA.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaHbl (N0) yaanseT yKasaHHbIi KpunTonpousib.

CuHTakcuc

crypto profile <NAME>
no crypto profile <NAME>
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MapameTpbl

<NAME> - Ha3BaHu1e KpunTonpotus.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# crypto profile CRYPTO_PROFILE
vesbc(config-esbc-crypto-profile)#

ca

[JlaHHas komaHza No3BoNSET 3a4aTb NyThb K (paliny CA (Certificate of Authority).
icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yoMpaeT 3aaaHHbIi NyThb.
CuHTakcuc

ca <WORD>

no ca

MapameTpbl
<WORD> - nyTb K ¢paiiny CA.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-CRYPTO-PROFILE

Mpumep

vesbc(config-esbc-crypto-profile)# ca default_ca.pem
vesbc(config-esbc-crypto-profile)#
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cert

[laHHas komaHAa No3BosSIET 3a4aTb NyThb K haiiny ceptudmkara (X.509).
icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHApbl (N0) y6UpaeT 3a[iaHHbIN NyThb.
CuHTakcuc

cert <WORD>

no cert

MapameTpbl

<WORD> - nyTb K thariny ceptudgukara.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-CRYPTO-PROFILE

Mpumep

vesbc(config-esbc-crypto-profile)# cert default_cert.pem
vesbc(config-esbc-crypto-profile)#

password private-key

JaHHaa komaHaa no3BosigeT 3a4aTb Naposib NPUBATHOIO K/oYa.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpPMbI KOMaH bl (N0) yaanseT naposib NPUBATHOTO K/kova.

CuHTaKkcuc

password private-key { encrypted <HEX> | <WORD> }
no password

MapameTpbl
<HEX> — 3awmndpoBaHHbIi Naposib NPUBaTHOIO K/toya.

<WORD> - naposib npmBaTHOro knwo4a, ctpoka ASCIl-cumBonoB.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-CRYPTO-PROFILE

Mpumep

vesbc(config-esbc-crypto-profile)# password private-key crypto_passwd
vesbc(config-esbc-crypto-profile)#

private-key
[JaHHas komaHAa No3BONSET 3a4aTb NyTb K MPUBATHOMY K/IHOUY.

Vicnonb3oBaHune oTpuuaTenibHOM hopMbl KOMaHAbI (no) yaansaeT nyTb K NPpUBaTHOMY KJ/THOuy.
CuHTakcuc
private-key <WORD>

no private-key

MapameTpbl

<WORD> — nyTb K NpnBaTtHOMY KJ1o4y.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-CRYPTO-PROFILE

Mpumep

vesbc(config-esbc-crypto-profile)# private-key default_cert_key.pem
vesbc(config-esbc-crypto-profile)#

rename

,ﬂ.aHHaﬂ KOMaHAa No3BOJIAET NnepenMmeHoBaTb COSAaHHbIVI KpI/II'ITOI'IpO(*)I/I}'Ib.

CuHTakcuc

rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBO€e HasBaHue Kpuntonpogousis.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-CRYPTO-PROFILE

Mpumep

vesbc(config-esbc-crypto-profile)# rename NEW_NAME_CRYPTO_PROFILE
vesbc(config-esbc-crypto-profile)#

tls

[aHHaa komaHAa no3BonseT 3a4arb orpaHuyeHns Ha sepcuto TLS. OrpaHnyeHns npuMeHsI0TCA TOIbKO Npu
ncrnonb3oBaHun B SIP-TpaHcnopTe.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.

CuHTakcuc
tls { max | min } <VERSION>

MapameTpbl

<VERSION> - Bepcusa TLS, npuHumaeTt 3HaveHus [ unspecified, 1.0, 1.1, 1.2, 1.3 ].

3HauyeHue No ymosiMaHuio

unspecified

Heob6xoaumbili ypoBeHb NPpUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-CRYPTO-PROFILE

Mpumep

vesbc(config-esbc-crypto-profile)# tls min 1.1
vesbc(config-esbc-crypto-profile)#
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HacTtpoliiku chnya-cpunbrpa

flood fliter
[aHHasi KoMmaHaa No3BONSET NepeiiTu B HACTPOIKM co3aaHHoro dhnya-chunsTpa unm co3aatb HOBBINA.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) yaansieT ykasaHHbli dnya-punstp.

CuHTakcuc

flood filter <NAME>
no flood filter <NAME>

MapameTpbl

<NAME> - Ha3BaHue dnya-cunstpa.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# flood filter FLOOD_FILTER
vesbc(config-esbc-flood-filter)#

apply-to-created

[aHHaa KomaHaa BKNKYaEeT NpUMEHeHe ouNbTpa He TObKO K MHULMUPYIOLWMM 3anpocam, HO 1 K
COOOLWEHNSIM BHYTPU CO34aHHbIX CECCUIA.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc
apply-to-created

no apply-to-created

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

®OUNLTP NPUMEHSIETCS TONBKO K MHULMUPYHIOLLMM 3arnpocam.

Heo6xoauMbIii ypoBeHb NpuBUierui

15

KoMaHAHbIV pexum
CONFIG-ESBC-FLOOD-FILTER

Mpumep

vesbc(config-esbc-flood-filter)# apply-to-created

vesbc (config-esbc-flood-filter)#

default patterns
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[laHHasa KoMmaHAa f06aBNseT B HACTPOIKM hunbTpa NnaTTepHbl NOTEHUMAIbHO BPeAoHOCHbIX User-Agent.

B Tekyluen Bepcun MO 31O cneayroline naTTepHbl:

User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User-Agent:.
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:
User—-Agent:

.xscan.x*
.*crack.
.xflood.*
SrkIill.*
*sipcli.x
L*Sipv.*
.*sipsak.*
*sundayaddr.*
.*xiWar.*
.*SIVuS. *
.*GuUlp.*
.ksmap.*
.xfriendly-request.x*
.*VaxS{0,1}IPUserAgent. *
.xsiparmyknife.x

.*Test Agent.x*

. *SIPBomber. *
.*xSiprogue.x*

Micnonb3oBaHue oTpuLaTeNIbHO (DOPMbI KOMaH bl (N0) yAanseT naTTepHbl, KOTOPbIe 6bIIN CO3AaHbI KOMAHA0

default patterns.

CuHTakcuc

default patterns

no default patterns

MapameTpbl

KomaHga He coaepXuT napameTpos.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-FLOOD-FILTER

Mpumep

vesbc(config-esbc-flood-filter)# default patterns
vesbc (config-esbc-flood-filter)#

pattern

[aHHaa komaHga fobaBnsieT B HACTPONKM ounbTpa Macky/nartepH ansa noucka s SIP coobuieHnn. MoxHo

MCNOJIb30BaTh perynspHsle BbipakeHus PCRE.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) yAansieT yKasaHHbI naTTepH.

CuHTakcuc

pattern <INDEX> <WORD>
no pattern <INDEX>

MapameTpbl

<INDEX> — nHgekc nartepHa, npuHumaeT 3Ha4vyeHns ot 0 go 63;

<WORD> - cogepxx1mmoe coo6LIeHNS, MPK COBMNaAEHNN COOOLIEHNE ByAET OTOPOLLIEHO.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-FLOOD-FILTER

Mpumep

vesbc(config-esbc-flood-filter)# pattern 0 <sip:123456
vesbc(config-esbc-flood-filter)#
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rename
[aHHas komaHa Nno3BOMSET NeperMeH0oBaTb CO34aHHbIN haya-uneTp.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHue dnya-gounisrpa.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-FLOOD-FILTER

Mpumep

vesbc(config-esbc-flood-filter)# rename NEW_NAME_FLOOD_FILTER
vesbc(config-esbc-flood-filter)#

O6wwme HacTpoiiku ESBC

general

[aHHas KomaHza No3BONsET nepeiitn B obLme HacTpoliku ESBC.

CuHTakcuc

general

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15
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KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# general
vesbc(config-esbc-general)#

count core
[laHHas KomMaHa No3BO/SIET HACTPOUTL KOJIMUECTBO MOAY el core.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

count core <COUNT>
no count core

MapameTpbl
<COUNT> — KonmuyecTBO MoAysei, MakCMMasibHOE 3Ha4YeHne 3aB1cuT oT konuvectea saep CPU.

BbicuntbiBaetcsi no popmyne 0,4 * (cpu_count - 1), oKpyrfieHHOe B MEHbLLYIO CTOPOHY.

3Ha4yeHue no ymonyaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbIi pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# count core 8
vesbc(config-esbc-general)#

count media balancer
[aHHasi KomaHaa No3BONSeT HACTPOUTL KOMYEeCTBO Moaynei media balancer.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc

count media balancer <COUNT>
no count media balancer
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MapameTpbl
<COUNT> — KonnuyecTBO Moay/ei, MakCMMasibHOE 3Ha4YeHne 3aBMcuT OT konuyectea saep CPU.

BbicuntbiBaetcsi no cpopmyne 0,4 * (cpu_count - 1), OKpyrfieHHOe B MEHbLLYIO CTOPOHY.

3Ha4yeHue no ymonyaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# count media balancer 8
vesbc(config-esbc-general)#

count media worker
[aHHasi KomaHaa No3BoNSET HACTPOUTbL KONMUYeCcTBO mMmoayneit media worker.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

count media worker <COUNT>
no count media worker

MapameTpbl
<COUNT> — konnyecTBo mMoAay/nein, MakcuMmasibHOe 3HavyeHne 3aBUCUT OT KonudecTsa sigep CPU.

BbicunTbiBaetcsa no cpopmyne 0,8 * (cpu_count - 1), OKpYr/iEHHOE B MEHbLLYI CTOPOHY.

3HayeHue No ymosiMaHuio
1

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-GENERAL
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Mpumep

vesbc(config-esbc-general)# count media worker 8
vesbc(config-esbc-general)#

count sip balancer
[laHHas KomaHAa No3BOJSIET HACTPOUTL KONMYECTBO Moayneit sip balancer.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

count sip balancer <COUNT>
no count sip balancer

MapameTpbl
<COUNT> — konnyecTBo MoAay/ein, MakCuMasibHOe 3Ha4yeHne 3aBUCUT OT KonudecTsa sigep CPU.

BbicunTbiBaetcsa no cpopmyne 0,5 * (cpu_count - 1), OKpyr/iEHHOE B MEHbLLYI CTOPOHY.

3HayeHue No ymosiMaHuio
1

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# count sip balancer 8
vesbc(config-esbc-general)#

count sip worker
[JaHHas koMaH4a No3BOJISIET HACTPOUTL KONMMYECTBO Moaysieit sip worker.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc

count sip worker <COUNT>
no count sip worker

MapameTpbl
<COUNT> — KonmuyecTBO Moaysei, MakCMMasibHOE 3Ha4YeHne 3aB1cuUT OT konuyectea saep CPU.

BbicuntbiBaetcsi no cpopmyne 0,6 * (cpu_count - 1), oKpyrfieHHOe B MEHbLLYIO CTOPOHY.

136



E-SBC. CnpaBoyHuUK komaHp, CLI

3Ha4yeHune no ymonyaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# count sip worker 8
vesbc (config-esbc-general)#

max calls

[aHHasa komaHAa No3BONSET 3aAaTh r106a/lbHOE OrpaHMYeHNe Ha KOIMYECTBO OHOBPEMEHHbIX BbI3OBOB.
Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc

max calls <COUNT>

no max calls

MapameTpbl

<COUNT> — Konn4ecTBO 0HOBPEMEHHbLIX BbI30BOB, MakCMa/lbHOE 3Ha4YeHne 3aBUCUT OT NNaTdOPMbI.

3HayeHue No ymosiMaHuio
50000 - vESBC;
8500 — ESBC-3200.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# max calls 1000
vesbc(config-esbc-general)#
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max cps
[laHHas KomaHAa No3BOsSIET 3aaThb [N106a/1bHOE OrpaHnYeHne Ha KONIMYECTBO BbI30BOB B CEKYH Y.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

max cps <COUNT>
no max cps

MapameTpbl

<COUNT> — KonnuecTBO BbI30BOB B CEKYH/Y, MaKCUMa/IbHOE 3HaYeHne 3aBUCUT OT NAaTopMsl.

3HauyeHue No ymosi4aHuio
1000 - vESBC;
400 - ESBC-3200.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# max cps 10
vesbc(config-esbc-general)#

max rps
[JaHHasa komaHAa No3BonseT 3afaTh r1o6asibHOe orpaHNYeHne Ha KOIMYeCcTBO 3arnpocoB B CEKYHAY.
icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTaKkcuc

max rps <COUNT>

no max rps

MapameTpbl

<COUNT> - KO/IMYEeCTBO 3aMpoCcOoB B CEKYH/ly, MaKCUMa/lbHOE 3HaYeHKe 3aBUCUT OT NAaT(OPMBbI.

3HaueHune No yMonyaHuio
4294967295

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# max rps 150
vesbc (config-esbc-general)#

security profile

[aHHasi KomaHga npmBsa3bIiBaeT NPouib 6€30MacCHOCTN KO BCEM CKOH(PMIypMpOBaHHLIM TpaHkam/
abOoHEHTCKMM nHTepdelicam.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (N0) OTBA3LIBAET NPOIN/Ib GE30MACHOCTY OT BCEX TPAHKOB/
abOHEHTCKMX NHTephencoBs, Npu YC/I0BUM, YTO B KOHApMIrypaLumm KOHKPETHOTO 06bekTa HET NPMBA3AHHOTO
npocunsa 6e3onacHoOCTU.

CunHTakcuc
security profile { trunk | user-interface } <WORD>

no security profile

MapameTpbl

<WORD> - Ha3BaHwue npocunnsa 6e3onacHOCTU.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

HeoOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# security profile user-interface NAME_SECURITY_PROFILE
vesbc(config-esbc-general)#

statistics disable
[aHHasi KomaHga OTK/oYaeT BeeHNe CTaTUCTUKN.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc

statistics disable
no statistics disable

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

CTaTtucTumka BKIOUEeHa.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-GENERAL

Mpumep

vesbc(config-esbc-general)# statistics disable
vesbc(config-esbc-general) #

HacTpoliikn meguanpocuns

media profile
[laHHas komaHAa No3BONSIET NEPETU B HACTPOIKM yKa3aHHOro Meauanpouas unm cosgatb HOBbINA.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) yaanseT ykasaHHbIi Meauanponsib.

CuHTakcuc

media profile <NAME>
no media profile <NAME>

MapameTpbl

<NAME> — Ha3BaHue meguanpocuns.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15
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KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# mediaprofile MEDIA_PROFILE
vesbc(config-esbc-media-profile)#

codec

[laHHaa komMaH1a No3BO/ISIET BbIGPATb KOAEKN A5 paboThl B pexume npokcuposaHus (allow) un
TpaHckoaupoBaHusa (audio, video, image).

icnonb3oBaHue oTpuuaTesibHOW hopMbl KOMaHbl (NO) 3anpeLLaeT ykasaHHbI pexuM paboTbl/KoAek.

CuHTakcuc

codec allow {all | <CODEC_PATTERN> [<PT>]}

no codec allow {all | <CODEC_PATTERN> [<PT>]}
codec {audio | video | image} {all | <CODEC>}

no codec {audio | video | image} {all | <CODEC>}

MapameTpbl

allow — no6aeneHve kogekoB Ans paboTbl B peXume NPoKCUPOBaHUS.

<CODEC_PATTERN> - Ha3BaHWe Kofeka/4yacTb Ha3BaHUA Kogeka.

<PT> - payload type. Heobsa3arenbHblin napamerp.

audio — po6asneHve kogekos Tuna audio Ans paboTbl B peXxunme TpaHCKOANPOBaHUSA.

video — no6aBneHne koA4eKOB TUNa video A51s paboThbl B pexrMe TPaHCKOAVPOBaHUS.

image — fo6asneHve KOAeKoB Tuna image Ans paboTbl B pexnme TPaHCKOAMPOBaHUSA.

<CODEC> - Ha3BaHWe KofeKa. YKka3blBaeTcs U3 Crvcka nogaep>KaHHbIx Ans TpaHCKOANPOBaHMA KOAEKOB.

all — B pexxume npokcupoBaHusi (codec allow) BktouaeT cnMcok LWabMoHOB KOAEKOB MO YMOMHYAHNIO,
[IOCTYMHbIX A/151 NPOKCUpoBaHus. B pexxnme TpaHckoampoBaHust (codec audo/video/image) Bk/ouaeT Bce
[OCTYMNHbIE KOAEKM 3aaHHOro Tuna.

3Ha4yeHue no ymonyaHuio

PaspelueH CNMCOK KOAEKOB N0 YMOMYaHUo B pexvmMe npokcmpoBaHus (codec allow all).

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-MEDIA-PROFILE
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Mpumep

vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#

PROFILE

media-profile

codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec

audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
video
video
video
video
image
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

MEDIA_PROFILE

PCMU

PCMA
G7221-24
G7221-32
G7221C-24
G7221C-32
G7221C-48
OPUS

ILBC

GSM

G722
G726-16
G726-24
G726-32
G726-40
G729
SPEEX-NB
SPEEX-WB
SPEEX-UWB
L16-MONO
AMR
AMR-WB
telephone-event
H263-1998
H264

VP8

VP9
FAX-T38
AMR
CLEARMODE
CN

G72

G722/ 9
G728 15
G729/ 18
GSM 3

H26

H261 31
H263 34
ILBC

L16/44100 11
L16/44100/2 10
L20

OPUS

PCMA 8

PCMU 0

SPEEX

do confirm
do sh running-config esbc media-profile MEDIA_

all
all
all
all
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codec allow T38 t38

codec allow VP

codec allow telephone-event
exit

crypto profile
[laHHas KoMaH4a NpYBA3bIBAET KPUNTONPOUbL K Meauanpoduio.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) OTBA3LIBAET KPUNTONPO(W/Ib OT MeAnanpogusIs.
CunHTakcuc
crypto profile <WORD>

no crypto profile

MapameTpbl

<WORD> — Ha3BaHue Kpuntonpodouns.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

vesbc(config-esbc-media-profile)# crypto profile NAME_CRYPTO_PROFILE
vesbc(config-esbc-media-profile)#

rename

,ﬂ.aHHaﬂ KOMaHAa No3BOJIAET NnepenMmeHoBaTb COSAaHHbIVI Mep,VIaI'IDO(*)I/II'Ib.

CuHTakcuc

rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHne meananpotuns.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

vesbc(config-esbc-media-profile)# rename NEW_NAME_MEDIA_PROFILE
vesbc(config-esbc-media-profile)#

rtp source-verification
JaHHas komaHga BknoyaeT KoHTposb IP:Port nctouHunka RTP.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (NO) BbIK/THOYAET KOHTPO/Ib.
CunHTtakcuc
rtp source-verification

no rtp source-verification

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HayeHue nNo ymosidaHuio

KOHTPO/1b BK/HOYEH.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

vesbc(config-esbc-media-profile)# rtp source-verification
vesbc(config-esbc-media-profile)#

rtp timeout
[JaHHas kKoMaHAa No3BOSIET BKIOUNTL TalimayT oxugaHus RTP-nakeTos.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) BbIK/HOYAET TaiiMep.
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CuHTakcuc

rtp timeout <TIMER>
no rtp timeout

MapameTpbl

<TIMER> — nepvog BpemMeHn B MUHyTax, NpuHMaeT 3HaueHus [1..10080].

3Ha4yeHue no ymonyaHuio

OtcytctyeT(0).

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

#BKNOYNTb 5-MUHYTHbIM Tarimep oxupgaHus RTP-nakeToB
vesbc(config-esbc-media-profile)# rtp timeout 5
vesbc(config-esbc-media-profile)#

srtp keying

[aHHasa komaHaa No3BOASIET Bbl6paTb METO 06MEHa K/iodamm Npu ucnosb3oBaHum SRTP.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) OTK/OYAET BblGpaHHbI METOA,

CuHTakcuc

srtp keying <METHOD>
no srtp keying <METHOD>

MapameTpbl

<METHOD> - meTo/, 06MeHa kouamu, NpuHuMaeT 3HadeHuns [dtls-srtp, sdes].

3HayeHue No ymosiMaHuio

Bce meTofbl OTKNHOYEHbI.

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-PROFILE
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Mpumep

#llcnonb3oBaTb mMeTon DTLS-SRTP
vesbc(config-esbc-media-profile)# srtp keying dtls-srtp
vesbc(config-esbc-media-profile)#

srtp mode
[aHHasa komaHaa No3BONSIET BbI6paTb pexum ncnosnb3osaHna SRTP.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

srtp mode <MODE>
no srtp mode

MapameTpbl
<MODE> - pexum ucnonb3oBaHna SRTP, npuHMMaeT 3Ha4YeHNs:

+ disable — SRTP 3anpeLuéH;

+ mandatory — SRTP o6sa3ateneH, npocunb TpaHcnopTta B Meanacekumm SDP 6yaeT naMmeHéH Ha
CcooTBeTCTBYOLMIA Npodhmnb SRTP;

+ optional — SRTP He o6si3aTeneH, Ho Ktoun 6yayT noacTasrneHbl B offer SDP BToporo nneua, 6e3
NM3MeHeHus npotmna TpaHcnopta B Mmeanacekumn SDP.

3HauyeHue No ymosiMaHuio

disable

HeoOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

#BKNUNTb 006A3aTeNbHOE ucnosb3oBaHne SRTP
vesbc(config-esbc-media-profile)# srtp mode mandatory
vesbc(config-esbc-media-profile)#

HacTtpoiiku meguapecypcoB

media resource
[aHHasi KomaHga No3BONSAET NEPENTU B HACTPOIKM yKa3aHHOro Meavapecypca uam co3gaTb HOBbIN.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (N0) yaanseT ykasaHHbIli Meavapecypc.
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CuHTakcuc

media resource <NAME>
no media resource <NAME>

MapameTpbl

<NAME> - Ha3BaHuVe megmapecypca.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# media resource NEW_MEDIA_RESOURCE
vesbc (config-esbc-media-resource) #

ip address
JaHHas komaHga no3BoNseT HacTpouTb IP-agpec on1st meamMapecypcos.

cnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yaansieT HacTpoiiky IP-aapeca.

CuHTakcuc

ip address { dhcp interface <IFACE> | <IP_ADDR> }
no ip address

MapameTpbl

<IFACE> — nHtepdelic, Ha koTopom BK/itoueH DHCP-KNneHT, AHaAMMUYECKUn agpec 3Toro nHrtepdeiica byaet
1cnosb3oBaTbCA 414 nepegayn/npriema ronocoBoro Tpadurka;

<IP_ADDR> - IP-agpec ESBC, koTopblii 6yeT UCnonb30BaTbCs A5 nepegadn/npuemMa ronocoBoro Tpaduka.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15
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KoMaHAHbIN pexum
CONFIG-ESBC-MEDIA-RESOURCE

Mpumep

#HacTpoika cTaTnmyeckoro agpeca
vesbc(config-esbc-media-resource)# ip address 192.168.114.130
vesbc(config-esbc-media-resource) #

#HacTpoiika AnHamMyecKoro agpeca

vesbc(config)# interface gigabitethernet 1/0/1

vesbc(config-if-gi)# ip address dhcp

vesbc(config-if-gi)# exit

vesbc(config)# esbc

vesbc(config-esbc)# media resource NEW_MEDIA_RESOURCE
vesbc(config-esbc-media-resource)# ip address dhcp interface gigabitethernet 1/0/1
vesbc (config-esbc-media-resource) #

port-range
JaHHas komaHaa no3BonseT HacTpouTb gnana3oH UDP-noptos ana megnapecypcos.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.

CuHTakcuc

port-range <START_PORT>-<END_PORT>
no port-range

MapameTpbl

<START_PORT> — HauanbHbIn UDP-nopT, koTopbin ESBC 6yaeT ucnonb3oBarb A8 nepegadv/npnema
ro/10CoOBOro Tpagmka,

<END_PORT> - koHeuHbIli UDP-nopT, koTopbiii ESBC 6yaeT ncnonb3oBatb AN nepegayun/npmema ronocoBoro
Tpaduka.

3HayeHue No ymosiMaHuio
8000 - 65535

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-RESOURCE

Mpumep

vesbc(config-esbc-media-resource)# port-range 20000-30001
vesbc(config-esbc-media-resource)#
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rename

[JlaHHas komaHza No3BOJISIET NEPEVMEHOBATL CO3AaHHbIE Meanapecypchbl.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHue Meanapecypcos.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-MEDIA-RESOURCE

Mpumep

vesbc(config-esbc-media-resource)# rename NEW_NAME_MEDIA_RESOURCE
vesbc(config-esbc-media-resource)#

HacTtpoiiku Tabnuubl mogucukaymnm

mod-table

KoMaHa no3BosisieT NepeinTy B HACTPOVKM yYKazaHHOW TabnuLbl MoaudukaLmm unm co3aatb HOBYHO.

Mcnonb3oBaHue oTpulatenbHol hopmMbl KoMaHAbl (N0) yaansieT ykasaHHy Tabnvuy mogudukauum.

CuHTakcuc

mod-table {common | sip} <NAME>
no mod-table {common | sip} <NAME>

MapameTpbl
common — co3gaHne/KoHuUrypmpoBaHme Tabnuubl MogugukaLmnin Tuna common.
sip — co3gaHune/KoHburyprpoBaHue Tabnmusl Mogudmkaumii Tuna sip.

<NAME> — Ha3BaHu1e Tabnuubl MoandrKaLun.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# mod-table sip NEW_MODTABLE
vesbc (esbc-mod-table) #

HacTtpoiikn o6wmx mogudmkatopos

common
[JaHHasi KomaHa No3Bo/SIET NEPETN B HACTPOIKM YKazaHHO Tab/uLibl MOANCVIKALIN U CO3AAaTb HOBY!O.

icnonb3oBaHue oTpuUaTesibHOi (DOPMbI KOMaH bl (N0) yAanseT ykazaHHyo Tabnmuy MoaudmvKaLmu.

CuHTakcuc

mod-table common <NAME>
no mod-table common <NAME>

MapameTpbl

<NAME> — Ha3BaHu1e Tabnuubl MoaNMKaLIUN.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# mod-table common NEW_MODTABLE
vesbc (esbc-mod-table)#
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mod

[JaHHas KomaHa No3BONSAET co3aartb MoandrkaTop B Tabnuue Mogudurkauum unm nepenitn B HACTPONKK yxe
co3faHHoro moandpmkaropa.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaHbl (N0) yaasnseT ykasaHHbIii MoaudmkaTop.

CuHTakcuc

mod <INDEX> <MODE>
no mod <INDEX>

MapameTpbl
<INDEX> — nHgekc mogudoukaropa, npuHumMaeT 3HaveHus ot 0 go 63;
<MODE> - tnn co3gasaemoro mogudukaropa, NpUHUMaeT 3Ha4YeHUs:

+ cdpn — mogudpmkatop CgPN;
+ cgpn — mogudpmkaTop CdPN.

Heobs3aTenbHbIi napameTp, HyXEH TOJIbKO NPpU Co34aHnn MoavdukaTopa AN ykaszaHusi Tuna nnéo ans
CMeHbI TUNa moaudmkaTopa. Ecnm mogudmkartop yxe co3gaH, To 415t nepexoa K ero HacTpolikam
[L0CTaTOYHO yKa3aTb MHAEKC 3TOro MoAMdukaTopa, ykasblBaTb TUM He TpebyeTcs.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
ESBC-MOD-TABLE

Mpumep

vesbc (esbc-mod-table)# mod 0 cgpn
vesbc (esbc-mod-table-modification)#

HacTtpoiikn mogudmkatopos CgPN/CdPN

replacement

JaHHaa komaHaa no3BosidgeT 3a4artb NpaBuno 44 nogMeHbl CogepXnUmMoro 3aronioBka. MoXHO UCnosib30BaTh
perynsapHble BbipaxeHns PCRE.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAaNsieT AaHHY0 HACTPOViKY U3 KOHMUrypauum.
CuHTaKkcuc

replacement <REPLACEMENT>
no replacement
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MapameTpbl

<REPLACEMENT> — npaBuno 4/19 nogMeHbl COAEPXMMOr0O 3aro/ioBka.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# replacement 85001
vesbc (esbc-mod-table-modification)#

value-pattern

[aHHan KomaHaa No3BOMSET yka3aTb COAEPXKUMOE 3aronoBKa, Npy CoBNageHnn ¢ KoTopbiMm Byaet
NPUMEHATLCA MoAMdIMKATOP. MOXHO MCMO/b30BaTb peryspHbie BbipakeHus PCRE.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAANAET AaHHY HACTPOIiKY U3 KOHMUrypauuu.
CuHTakcuc
value-pattern <PATTERN>

no value-pattern

MapameTpbl

<PATTERN> — cogepxnmoe 3arosioBka, Npy COBNafeHnn C KOTOPbIM ByAeT NPUMEHATLCA MogudrkaTop.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# value-pattern 45001
vesbc (esbc-mod-table-modification)#
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rename

[laHHas kKomaHAa No3BO/SIET NeperMeHoBaTb CO3A4aHHy0 TabnuLy MoangUKaLmm.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHue Tabnuubl MogudomkaLmu.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
ESBC-MOD-TABLE

Mpumep

vesbc(esbc-mod-table)# rename NEW_NAME_MODTABLE
vesbc (esbc-mod-table)#

HacTpoliiku SIP-mogudukaropos

sip
[aHHaa kKomaHaa No3BOMAET NEPENTM B HACTPONKN yKa3aHHON Tabnuupl mogndmkaummn nnm co3gartb HOBYIO.

Mcnonb3oBaHue oTpuuatenbHol hopmMbl kKoMaHAbl (N0) yaansieT ykasaHHy Tabnvuy mogudukauum.

CuHTakcuc

mod-table sip <NAME>
no mod-table sip <NAME>

MapameTpbl

<NAME> — Ha3BaHu1e TabnuLbl MoandrKaLun.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15
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KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# mod-table sip NEW_MODTABLE
vesbc (esbc-mod-table) #

mod

[aHHas KomaHaa no3BOMSET co34aTb MOAMMNKATOP B Tabavue MogudnKkauum nav nepenT B HACTPOIKN yxe

CO34aHHOro MogudmkaTopa.

icnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHAb! (NO) yAANAET yKasaHHbIi MogudmkaTop.

CuHTakcuc

mod <INDEX> <MODE>
no mod <INDEX>

MapameTpbl
<INDEX> — uHpgekc mogudpumkaTtopa, npyuHumMaet 3HaveHuns ot 0 fo 63;
<MODE> - T1n co3gaBaemMoro mogudvkaropa, NpMHUMaEeT 3Ha4YEeHUSA:

+ add — moandmkatop gobaBeHns 3arosfioBKa;

* no-transit — moandKaTop yaaneHns 3aronoBka;

* replace — mogumkatop 3aMeHbl 3arofoBKa;

+ transit — mogudomkaTop TpaH3uTa 3aroNoBKa;

+ copy — MoaudnKaTop KONMMPOBaHNUS 3arosioBka (4acTi 3arofioBka) B NepeMeHHY!H.

Heob6s3aTenbHbIli NapameTp, Hy)XeH TO/IbKO NpK co3aaHny MoavdmkaTopa Ass ykasaHust Tmna nméo ans
CMeHbI Tuna moaudmkaTtopa. Ecnv moandmkatop yxe co3naH, To A5 nepexoaa K ero HacTpoiikam
[l0CTaTOYHO yKasaTb MHAEKC 3TOro0 MoAMMKATOPa, YKasbiBaTb TUM He TpebyeTcs.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHaHbI pexum
ESBC-MOD-TABLE

Mpumep

vesbc(esbc-mod-table)# mod 0 add
vesbc (esbc-mod-table-modification)#
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HacTpoiikn mogucukaropa goéasneHus s3aronoBka (add)

header name
[aHHaa komaHa no3BoNSET 3a4aTb Ha3BaHVe 3aro/10BKa, KOTOpblil HE06X04MMO [06aBUTb.

icnonb3oBaHme oTpuuaTesibHol (DOpMbl KOMaH/bl (N0) yAanseT AaHHyH HaCTPOViKy U3 KOHdUrypaumu.

CuHTakcuc

header name <NAME>
no header name

MapameTpbl

<NAME> — Ha3BaHe 3arosioBka, KOTOpblii HE06X0AUMO [,06aBUTD.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# header name Test_header
vesbc (esbc-mod-table-modification)#

header value

[aHHasa komaHaa No3BOASIET 3afaTb COAEPXKMMOE 3aro/ioBka, KOTOpoe HeobxoaMMo A06aBUTb.
icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.
CuHTakcuc

header value <VALUE>

no header value

MapameTpbl

<VALUE> - conepxnmoe 3arosioBka, KoTopoe Heobxoanmo A06aBuUTb.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# header value 123456
vesbc (esbc-mod-table-modification)#

sip method pattern

JaHHaa komaHga Nno3BogeT 3afaTb MeToAbl SIP-3anpocoB, K KOTOpbIM OyAeT NPUMEHATLCA Mogudinkartop.
MOXXHO MCnoIb30BaTh pery/spHbie BbipaxeHns PCRE.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAudmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method pattern <PATTERN>
no sip method

MapameTpbl
<PATTERN> — meTop SIP-3anpocos, kK KoTopomy 6yAeT npuMeHeH Mmoaudukarop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MoandnkaTop OyaeT MPMMEHATbLCSA TOMbKO K 3anpocam BYE um INVITE
vesbc(esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesbc (esbc-mod-table-modification)#

sip method type
[aHHaa komaHaa no3BonseT BblopaTb MeTod SIP-3anpoca, K KOTopoMy 6yAeT NPUMEHATLCA MogudmkaTop.

Vicnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET UCMOSIb30BaHWE AAHHOMO MoAudmKaTopa
ansa scex SIP-3anpocos.
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CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — meTog SIP-3anpoca, K KoTopomy 6yaeT npumMeHeH MoandunkaTop, NPUHUMAaET 3HaYEeHUS:

« Ack;

* Bye;

« Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# sip-method type Invite
vesbc (esbc-mod-table-modification)#

sip response-pattern

JaHHaa komaHga no3BosgeT 3agatb SIP-0TBEThI, K KOTOPbIM 6yAeT NPUMEHATLCA Moaudgukatop. MoXHO
MCNOJIb30BaTb perynspHsie BhipavkeHus PCRE.

Mcnonb3oBaHue oTpuuaTensbHol hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHME AAaHHOTO MoAudmKaTopa
Ansa scex SIP-0TBETOB.

CuHTakcuc
sip response-pattern <PATTERN>

no sip response

MapameTpbl

<PATTERN> — SIP-0TBeThHI, K KOTOPbLIM BYAET NPUMEHEH MoAndmKaTop.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyaeT NPUMEHATbCS KO BcemM SIP-oTBeTam
vesbc (esbc-mod-table-modification)# sip response-pattern .+
vesbc (esbc-mod-table-modification)#

HacTpoiikn mogucumkaropa konupoBaHus (copy)

sip header-pattern

[aHHasa komaHAa No3BOMSIET BbIOpaTb 3aro/10BOK, B KOTOPOM OyaeT NPON3BOANTLCS OTOOP 3HAYEHUS AN
KonupoBaHuA. MOXHO UCMNO/b30BaTh peryrspHble BhipaxkeHns PCRE.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAANSieT AaHHY0 HACTPOVKY U3 KOHMUrypaLui.
CunHTtakcuc
sip header-pattern <PATTERN>

no sip header

MapameTpbl

<PATTERN> — Ha3BaHue 3arofioBKa, KOTOPbI HEOOXOANMO TPaAH3UTUTD.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# sip header-pattern Test_header
vesbc (esbc-mod-table-modification)#

sip method pattern

[aHHasa komaHAa No3BoseT 3afaTb MeToAbl SIP-3anpocoB, K KOTOPbIM ByAeT NPUMEHATHLCS
mMoandmkaTop. MOXHO MCNOMb30BaTh perynspHbie BbipaxeHus PCRE.
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Micnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAMdMKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method pattern <PATTERN>
no sip method

MapameTpbl

<PATTERN> — meTop SIP-3anpocos, kK KoTopomy 6yaeT npuMeHeH Mmoaudukarop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyAeT NMPUMEHATbLCS TOMNbKO K 3anpocam BYE m INVITE
vesbc(esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesbc (esbc-mod-table-modification)#

sip method type
JaHHaa komaHga no3BongeT Bol6parb MeTo SIP-3anpoca, kK KoTopomy 6yAeT NpMMeHATbLCS Mogudmkarop.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAaHHOT0 MoAndmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — metog SIP-3anpoca, K KoTopomy O6yaeT npumMeHeH MoandmnKaTop, NPUHUMAET 3HAYEHUS:

« Ack;

+ Bye;

+ Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# sip method type Invite
vesbc (esbc-mod-table-modification)#

sip response-pattern

JaHHaa komaHga no3BosgeT 3agatb SIP-0TBEThI, K KOTOPLIM 6yAeT NPUMEHATLCA Moaudgukatop. MoXHo
MCnonb3oBaTthb perynspHslie BbipaxkeHns PCRE.

Mcnonb3oBaHue oTpuuaTensbHol hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHMEe AAaHHOI0 MoAudmKaTopa
Ansa scex SIP-0TBETOB.

CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl
<PATTERN> — SIP-0TBeTHI, K KOTOPbLIM BYAET NPUMEHEH MoAndmKaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MognonkaTop OyneT MpUMEHATbCHA KO BceM SIP-oTBeTam
vesbc (esbc-mod-table-modification)# sip response-pattern .+
vesbc (esbc-mod-table-modification)#

value-pattern

[aHHaa komaHa No3BOMSET yKka3aTb COAEPXKUMOE 3aronoBKa, Npy CoBnageHnn ¢ KoTopbiM Byaet
NPUMEHATLCA MoAMJIMKATOP. MOXHO MCMO/b30BaTb peryssipHbie BbipakeHus PCRE.

icnonb3oBaHme oTpuuaTesibHol (DOpMbl KOMaH/bl (N0) yAanseT AaHHy HaCTPOViKy U3 KOHdUrypaumu.
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CuHTakcuc

value-pattern <PATTERN>
no value-pattern

MapameTpbl
<PATTERN> — cogepxnmoe 3arosioBka, Npu coBnageHnn ¢ KoTopbiM 6yAeT NpUMEHATLCA MoandmkaTop.
[na kKonnpoBaHNs YacTn COA4EPXMMOro 3aro/ioBka He06Xo4MMO yKa3aTb 3Ty 4acTb B CKOOKax.

Mpumep:

value-pattern 'header (value)'
#B nepemeHHyw 6ygeT gobaBneHo To/AbKO value

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# value-pattern example
vesbc (esbc-mod-table-modification)#

variable-str

[JlaHHas koMaHza No3BOJISIET YKa3aTb Ha3BaHWE NePEeMEHHON, B KOTOPYH ByAeT NOMELLEHO 3HAYEHNE,
0TOGpaHHOE B pe3y nbraTte BbINOMIHEHUSI KOMaHAb! value-pattern.

MCHOﬂb3OBaHmeCﬂpmuaTeﬂbHOﬁ(bOprlKomaHAH(nO)yAaHHETAaHHyK)HaCTpOMKyM3KOHdMﬂypauMW
CuHTakcuc
variable-str <VAR>

no variable-str

MapameTpbl

<VAR> - Ha3BaHWe nepeMeHHOW, 3a,aETCA CTPOKOIN A/IMHON A0 15 CMMBO/IOB.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# variable-str var_name
vesbc (esbc-mod-table-modification)#

HacTtpoiikn mogucumkaropa yganeHus 3aronoBka (no-transit)

sip header pattern

[aHHasa kKomaHaa No3BOMSIET 3a7aTb Ha3BaHNE 3aro/10BKa, KOTOPbI HE06X0AMMO yaanuTb. MOXHO
MCNOJIb30BaTh perynspHsle BbipakeHus PCRE.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.
CunHTtakcuc
sip header-pattern <PATTERN>

no sip header

MapameTpbl

<PATTERN> — Ha3BaHune 3arofioBKa, KOTOPbIi HEOOX0ANMO YA INTb.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# sip header-pattern Test_header
vesbc (esbc-mod-table-modification)#

sip method pattern

[aHHasa komaHAa No3BoseT 3afaTb MeToAbl SIP-3anpocoB, K KOTOPbIM ByAeT NPUMEHATHLCS
mMoandmkaTop. MOXHO MCNOMb30BaTh perynspHbie BbipaxeHus PCRE.
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Micnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAMdMKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method pattern <PATTERN>
no sip method

MapameTpbl

<PATTERN> — meTop SIP-3anpocos, kK KoTopomy 6yaeT npuMeHeH Mmoaudukarop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyAeT NMPUMEHATbLCS TOMNbKO K 3anpocam BYE m INVITE
vesbc(esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesbc (esbc-mod-table-modification)#

sip method type
JaHHaa komaHga no3BongeT Bol6parb MeTo SIP-3anpoca, kK KoTopomy 6yAeT NpMMeHATbLCS Mogudmkarop.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAaHHOT0 MoAndmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — metog SIP-3anpoca, K KoTopomy O6yaeT npumMeHeH MoandmnKaTop, NPUHUMAET 3HAYEHUS:

« Ack;

+ Bye;

+ Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# sip method type Invite
vesbc (esbc-mod-table-modification)#

sip response-pattern

JaHHaa komaHga no3BosgeT 3agatb SIP-0TBEThI, K KOTOPLIM 6yAeT NPUMEHATLCA Moaudgukatop. MoXHo
MCnonb3oBaTthb perynspHslie BbipaxkeHns PCRE.

Mcnonb3oBaHue oTpuuaTensbHol hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHMEe AAaHHOI0 MoAudmKaTopa
Ansa scex SIP-0TBETOB.

CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl
<PATTERN> — SIP-0TBeTHI, K KOTOPbLIM BYAET NPUMEHEH MoAndmKaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MognonkaTop OyneT MpUMEHATbCHA KO BceM SIP-oTBeTam
vesbc (esbc-mod-table-modification)# sip response-pattern .+
vesbc (esbc-mod-table-modification)#

value-pattern

[aHHaa komaHa No3BOMSET yKka3aTb COAEPXKUMOE 3aronoBKa, Npy CoBnageHnn ¢ KoTopbiM Byaet
NPUMEHATLCA MoAMJIMKATOP. MOXHO MCMO/b30BaTb peryssipHbie BbipakeHus PCRE.

icnonb3oBaHme oTpuuaTesibHol (DOpMbl KOMaH/bl (N0) yAanseT AaHHy HaCTPOViKy U3 KOHdUrypaumu.
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CuHTakcuc

value-pattern <PATTERN>
no value-pattern

MapameTpbl

<PATTERN> — cogepxnmoe 3arosioBka, Npu coBnageHnn ¢ KoTopbiM 6yAeT NpUMEHATLCA MoandmkaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# value-pattern example
vesbc (esbc-mod-table-modification)#

HacTpoiikn mogucumkaropa 3ameHbl 3aronoBka (replace)

replacement

JaHHaa komaHaa no3BosisgeT 3a4arb NpaBuao 414 nogMmeHbl CogepXnumoro 3aronoska. MoXHO UCNosib30BaTb
perynspHble BbipaxxeHns PCRE.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.
CunHTakcuc
replacement <REPLACEMENT>

no replacement

MapameTpbl

<REPLACEMENT> — npaBuiio gnsa nogMeHbl COAEPXKMMOro 3arosioBka.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION
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Mpumep

vesbc (esbc-mod-table-modification)# replacement 456
vesbc (esbc-mod-table-modification)#

sip header-pattern

[aHHas kKomaHaa no3BONSAET 3a4aTbh Ha3BaHVEe 3aro/10BKa, COAEPXXMMOE KOTOPOro Heo6XxoANUMOo
3aMeHNTb. MOXHO MCNOo/b30BaTh perynspHble BoipakeHns PCRE.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAANAET AaHHY HACTPOIiKY U3 KOHMUrypauuu.

CuHTakcuc

sip header-pattern <PATTERN>
no sip-header

MapameTpbl

<PATTERN> — Ha3BaHMe 3arofioBka, CogepXXmMMoe KOTOporo Heo6xoanMmMo 3aMeHUTb.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# sip header-pattern Test_header
vesbc (esbc-mod-table-modification)#

sip method pattern

JaHHaa komaHga Nno3BoMFeT 3a4aTb MeToAbl SIP-3anpocoB, K KOTOPbIM OyAeT NPUMEHATLCH
MoaudomkaTop. MOXHO UCMNOMb30BaTh perynsipHsie BhlpaxeHus PCRE.

Vicnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTKOYAET UCMOSIb30BaHNE AAHHOMO MoaudmKaTopa
ansa scex SIP-3anpocos.

CuHTakcuc
sip method pattern <PATTERN>

no sip-method

MapameTpbl

<PATTERN> — meTop SIP-3anpocoB, kK KOTOpoMy 6yAeT NpyMeHeH MogMdmnkaTop.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyAeT NMPUMEHATbLCS TOMNbKO K 3anpocam BYE m INVITE
vesbc(esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesbc (esbc-mod-table-modification)#

sip method type
JaHHaa komaHga no3BongeT Bol6parb MeTo SIP-3anpoca, kK KoTopomy 6yAeT NpMMeHATbLCS Mogudmkarop.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAMdmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — metog SIP-3anpoca, K KoTopomy O6yaeT npumMeHeH MoandmnKaTop, NPUHUMAET 3HAYEHUS:

« Ack;

+ Bye;

+ Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION
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Mpumep

vesbc (esbc-mod-table-modification)# sip method type Invite
vesbc (esbc-mod-table-modification)#

sip response-pattern

JaHHaa komaHga no3BosgeT 3agatb SIP-0TBEThI, K KOTOPbIM 6yAeT NPUMEHATLCA Moaudukatop. MoXHO
MUCnonb3oBaTth perynspHslie BbipaxkeHns PCRE.

Mcnonb3oBaHue oTpulaTensbHol hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHMEe AAaHHOIO MoAudmKaTopa
Ansa scex SIP-0TBETOB.

CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl
<PATTERN> — SIP-0TBeTbI, K KOTOPbIM BYAET NPUMEHEH MogudnkaTop.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OypeT MpUMEHATbCHA KO BceM SIP-oTBeTam
vesbc (esbc-mod-table-modification)# sip response-pattern .+
vesbc (esbc-mod-table-modification)#

value-pattern

[aHHaa kKomaHa no3BosISET yka3aTb MECTO B COAEPXXMMOM 3aro/fioBka, KOTopoe HeobXxoAnmo
3aMeHNTb. MOXHO MCNO/Mb30BaTh perynspHble BoipaxkeHns PCRE.

cnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaH bl (NO) yAANSIET AaHHY HACTPOVKY U3 KOHMUrypaLui.
CuHTakcuc

value-pattern <PATTERN>
no value-pattern
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MapameTpbl

<PATTERN> — mecTO B cOAep>XMMOM 3arosioBka, KoTopoe HeO6X04MMO 3aMEHNUTb.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#KOHeL CTPOKM MCXOA4HOrO COAEepPXMMOro 3arosioBKa
vesbc (esbc-mod-table-modification)# value-pattern $
vesbc (esbc-mod-table-modification)#

HacTpoiikn mogucmkaropa TpaH3nTa 3aronoBka (transit)

sip header pattern

[aHHasa KomaHaa No3BOMSIET 3afaTb Ha3BaHME 3aro/10BKa, KOTOPbI HEOGX0AMMO TPAH3UTUTb. MOXHO
MCNOJIb30BaTh perynspHsle BbipaxeHus PCRE.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.
CunHTakcuc
sip header-pattern <PATTERN>

no sip header

MapameTpbl

<PATTERN> — Ha3BaHue 3arofioBKa, KOTOPbI HEOOXOANMO TPaAH3UTUTD.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION
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Mpumep

vesbc (esbc-mod-table-modification)# sip header-pattern Test_header
vesbc (esbc-mod-table-modification)#

sip method pattern

[aHHaa komaHza no3BonseT 3agarb Metoabl SIP-3anpocos, K KOTOpbIM ByAeT NPUMEHATLCA
MoaudomkaTop. MOXHO MCNOMb30BaTh perynspHsie BhipaxeHus PCRE.

icnonb3oBaHue oTpuLaTesnibHO hopMbl KOMaHbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAudmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method pattern <PATTERN>
no sip method

MapameTpbl
<PATTERN> — meTop SIP-3anpocos, kK KoTopomy ByAeT npuMeHeH Mmoaudukarop.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MoondnkaTop OyaeT MPMMEHATbLCSA TOMbKO K 3anpocam BYE um INVITE
vesbc(esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesbc (esbc-mod-table-modification)#

sip method type
[aHHaa komaHaa no3Bonset BblopaTb MeTod SIP-3anpoca, K KOTopoMy 6yAeT NPUMEHATLCA MogudmkaTop.

Vicnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTKOYAET UCMOSIb30BaHNE AAHHOMO MoaudmKaTopa
ansa scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

170


https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html

MapameTpbl

E-SBC. CnpaBoyHuUK komaHp, CLI

<TYPE> — meTog SIP-3anpoca, K KoTopomy 6yaeT npumMeHeH MoandunkaTop, NPUHUMAaET 3HaYEeHUS:

3Ha4yeHue no ymonyaHuio

Ack;
Bye;
Cancel;
Invite;
Options;
Register.

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui

15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# sip method type Invite
vesbc (esbc-mod-table-modification)#

sip response-pattern

[laHHas kKomaHAa no3BossieT 3a7atb SIP-0TBETHI, K KOTOPLIM BYAET NPUMEHATLCS MoAMdMKaTop. MOXHO

MCNOJIb30BaTb perynspHbie BhipavkeHus PCRE.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHMEe AAaHHOI0 MoAudmKaTopa

Ansa scex SIP-0TBETOB.

CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl

<PATTERN> — SIP-0TBeThHI, K KOTOPbLIM BYAET NPUMEHEH MoandmKaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui

15
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KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyaeT NPUMEHATbCS KO BceM SIP-oTBeTaMm
vesbc (esbc-mod-table-modification)# sip response-pattern .+
vesbc (esbc-mod-table-modification)#

value-pattern

JaHHaa komaHga No3BOMISAET yKasaTb COA4EPXMMOE 3aro/ioBKa, Npyu CoBnageHun ¢ KoTopbim 6yaet
NPUMEHATLCA MoAMGIMKATOP. MOXHO MCMO/b30BaTb peryspHbie BbipakeHust PCRE.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yAANAET AaHHY HACTPOIKY U3 KOHMUrypauuu.
CuHTakcuc
value-pattern <PATTERN>

no value-pattern

MapameTpbl
<PATTERN> — cogepxnmoe 3arosioBka, Npu COBNafeHnmn ¢ KOTOpPbIM ByAeT NPUMEHATLCA MogudrkaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbIi pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesbc (esbc-mod-table-modification)# value-pattern example
vesbc (esbc-mod-table-modification)#

rename

[aHHasi KomaHJa No3BoNseT NepenMeHoBaTb Co3AaHHy0 TabnuLy MoanduKaLmm.

CuHTakcuc
rename <NEW_NAME>
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MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHue Tabnuubl Mogmdomkalmu.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE

Mpumep

vesbc (esbc-mod-table)# rename NEW_NAME_MODTABLE
vesbc (esbc-mod-table) #

HacTpolikn Tabnuubl MapLpyTU3aumm

route-table
[aHHasi KoMmaHaa No3BONSET NEePETU B HACTPOIKM yKazaHHOM TabnuLbl MapLUpyTU3aLui UK co3aaTb HOBYIO.

icnonb3oBaHue oTpuUaTesibHoi (DOPMbl KOMaH bl (N0) yAanseT ykazaHHyto TabiumLy MapLupyTU3aLmu.

CuHTakcuc

route-table <NAME>
no route-table <NAME>

MapameTpbl

<NAME> — Ha3BaHue Tabnuubl MapLLpyTU3aLIUN.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC
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Mpumep

vesbc(config-esbc)# route-table NEW_ROUTE_TABLE
vesbc(config-esbc-route-table)#

rename

[laHHasi KoMaHa No3Bo/SIET NEPENMEHOBaTb CO3AaHHy0 TabnuLy MapLLpyTU3aLun.

CuHTaKkcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBO€ Ha3BaHWe TabnuLpbl MapLipyTusauuu.

3HaueHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG-ESBC-ROUTE-TABLE

Mpumep

vesbc(config-esbc-route-table)# rename NEW_NAME_ROUTE_TABLE
vesbc(config-esbc-route-table)#

rule

[JlaHHas komMaHza No3BOJISIET CO34aTb NPaBUIO B Tab/MLLEe MapLIpyTU3aLMn UM NepenTn B HACTPOIKK yxe
CO34aHHOro npasuna.

Vicnonb3oBaHue oTpuuaTesibHol (hopMbl KOMaHAbl (N0) yaasnseT ykazaHHoe npaBusio.

CuHTakcuc
rule <INDEX>

MapameTpbl

<INDEX> — nHgekc npasuna, npuHuMaeT 3HavyeHus ot 0 go 63.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-ROUTE-TABLE

Mpumep

vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)#

action

[aHHas komaHAa No3BOJSIET yKa3aTb AeiicTBre, KoTopoe ByAeT coBepLIaTbCs NPV MapLUpyTU3aLMm Bbi3oBa
yepes JaHHOe NPaBW/Io.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAaNsieT AaHHY0 HACTPOVKY U3 KOHMUrypaLui.

CuHTakcuc

action { direct-to-trunk | direct-to-trunk-group | reject } <DIRECTION>
no action

MapameTpbl

direct-to-trunk — oTpaBuTb BbI30B B TPaHK, ykazaHHbI B <DIRECTION>;
direct-to-trunk-group — oTnNpaBuTb BbI30B B TPAHKOBYO rpynny, ykazaHHyt B <DIRECTION>;
reject — OTKNIOHUTL BbI30B;

<DIRECTION> — Ha3BaHMe TpaHKa WUiv TpaHKOBOW rpynmbl, Kyaa 6yaeT oTnpas/eH BbI30B.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-ROUTE-TABLE-RULE

Mpumep

vesbc(config-esbc-route-table-rule)# action direct-to-trunk NEW_TRUNK
vesbc(config-esbc-route-table-rule)#
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condition

[JlaHHas komMaHAa No3BOISIET HACTPOUTb YC/T0BUSI, KOTOPbIE AO/HKHbI BbINOMHATLCS, YTOObI BbI30B
CMapLLPYTU3MPOBASICSA MO YKazaHHOMY NpaBw/ly B Tab/uLe MapLipyTu3aLuu.

icnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) yAanseT AaHHYH HAaCTPOViKy U3 KOHdUrypaumu.

CuHTakcuc

condition <INDEX> { cdpn | cgpn | sip-message } <CONDITION_MASK>
no condition <INDEX>

MapameTpbl

<INDEX> — nHAekc ycnosus, npuHuMaeT 3HavyeHus ot 0 go 7;

cdpn — npoBepka ycnoBusa BbINosHAETCs no cdpn,

cgpn — NpoBepKa yc/10BUA BbINO/IHAETCS NO cgpn;

sip-message — npoBepka yC/10BUSA BbIMOSHAETCA MO BCEM 3arosioBKam.

<CONDITION_MASK> — ycnosue, KOTOpoe [0/DKHO BbIMO/HATLCS, YUTOObI BbI30B CMapLUpyTU3MpPOBasICA Mo
AaHHOMY Mpaswusy, 418 COCTaB/IEHUSA YC/I0BUIA HEOBXOAMMO UCNOb30BaTb perynsipHble BhipaxeHns PCRE.

3HauyeHue No ymosiyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-ROUTE-TABLE-RULE

Mpumep

vesbc(config-esbc-route-table-rule)# condition 0@ cdpn 724001$
vesbc(config-esbc-route-table-rule)#

HacTtpoiiku npocdnna 6e3onacHocTu

security profile
[JaHHas koMaHAa No3BOSIET NEPENTN B HACTPOWKM yKa3aHHOro Npodhuns 6e30MacHOCTU UM CO34aThb HOBBIA.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHzbl (NO) yAANSET yKasaHHbIi Npodn/ib 6e30NacHOCTY.

CuHTakcuc

security profile <NAME>
no security profile <NAME>

176


https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html

E-SBC. CnpaBoyHuUK komaHp, CLI

MapameTpbl

<NAME> - Ha3BaHue npodunsia 6e30MacHOCTU.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# security profile NEW_SECURITY_PROFILE
vesbc(config-esbc-security-profile)#

check aor

JaHHaa komaHga BKNvaeT NpoBepky 1 coop owmnbok no AOR 13 3aronoska From Bo BXoAALLEM COOOLEHUN.
Mcnonb3oBaHue oTpulatenibHol hopmMbl KOMaHAbl (N0) yCTaHABMBAET 3HAYEHME MO YMOMUYaHMIO.
CuHTakcuc

check aor

no check aor

MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3Ha4yeHue no ymonyaHuio

MpoBepka OTK/IUeHa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
CONFIG-ESBC-SECURITY-PROFILE

Mpumep

vesbc(config-esbc-security-profile)# check aor
vesbc(config-esbc-security-profile)#
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check user-agent

[aHHaa kKomaHa BKNKYaeT NpoBepky 1 c60p owmnboK No 3HaveHnto 3aronoska User-Agent Bo BxogsLem
coooLeHnN.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

check user-agent
no check user-agent

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

[MpoBepka OTK/oYEeHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-SECURITY-PROFILE

Mpumep

vesbc(config-esbc-security-profile)# check user-agent
vesbc(config-esbc-security-profile)#

errors aggregation

[aHHas komaHga BkIoYaeT ob6beamHeHne ownbok no IP-agpecy. Mpu He60NLLIOM KoMyecTBe OWNBOoK C
pa3Hbix AOR/UA, Ho ogHum IP, 3a6noknpoBaH OyaeT He TOoNbKo agpec, Ho 1 cBsA3aHHble AOR/UA.

icnonb3oBaHue oTpuLaTesibHoi DOpPMbl KOMaHbl (N0) ycTaHAB/IMBAET 3HAUYEHME N0 yMOYaHuio. Mpw
OTK/TIIOYEHHOI onumK owmnGKN ans kaxaoro AOR/UA cunTaroTcst OTAENBHO.

CuHTaKkcuc
errors aggregation

no errors aggregation

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HaueHue No yMmo4aHuio

O6beanHeHVe oLNGOK No afpecy OTK/UYEHO.

178



E-SBC. CnpaBoyHuUK komaHp, CLI

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SECURITY-PROFILE

Mpumep

vesbc(config-esbc-security-profile)# errors aggregation
vesbc(config-esbc-security-profile)#

flood filter

[aHHasa komaHaa NpuBs3bIBAET CO3AaHHbIN Gnya-omasTp K NPoguno 6e30MacHOCTL.
icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (N0) 0TBA3LIBAET Ny A-pUNLTP OT NPOGUNS.
CunHTtakcuc

flood filter <INDEX> <WORD>

no flood filter <INDEX>

MapameTpbl
<INDEX> — nHgekc chnya-tomnnsTtpa, npuHumaeT 3HadeHus ot 0 go 7;

<WORD> — Ha3BaHue donya-chunesrpa.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SECURITY-PROFILE

Mpumep

vesbc(config-esbc-security-profile)# flood filter © FLOOD_FILTER_NAME
vesbc(config-esbc-security-profile)#

rename

[JaHHan KomaHaa No3BoSIET NEPEMMEHOBATL CO3AaHHBbIV NPodnib 6e30MacHOCTY.

CuHTakcuc

rename <NEW_NAME>

179



E-SBC. CnpaBoyHuUK komaHp, CLI

MapameTpbl

<NEW_NAME> — HOBO€e Ha3BaHue npodunnsa 6e3onacHoCTU.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-SECURITY-PROFILE

Mpumep

vesbc(config-esbc-security-profile)# rename NEW_NAME_SECURITY_PROFILE
vesbc(config-esbc-security-profile)#

Hactpoiiku SIP-npodnns

sip profile
[aHHas komaHAa No3BONSIET NEPENTU B HACTPOIKM ykazaHHoro SIP-npocuns nnm cosgatb HOBbINA.

icnonb3oBaHue oTpuUaTesibHoi (DOpPMbl KOMaH bl (N0) yaanseT ykasaHHblii SIP-npodmib.

CuHTakcuc

sip profile <NAME>
no sip profile <NAME>

MapameTpbl

<NAME> — Ha3BaHue SIP-npodnnsi.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC
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Mpumep

vesbc(config-esbc)# sip profile NEW_SIP_PROFILE
vesbc(config-esbc-sip-profile)#

cause-list
[aHHasi KoMaHAa No3BONSIET NPUBSI3aTh CNNCOK NPUYMH 0T60S K SIP-npodounto.

cnonb3oBaHue oTpuuaTenibHoli (DOpPMbl KOMaH bl (No) yaanseT cnucok u3 SIP-npoduns.

CuHTaKkcuc

cause-list <NAME>
no cause-list

MapameTpbl

<NAME> — Ha3BaHue Cnu1cka, KoTopblii NpuBsa3biBaeTcs K SIP-npodnnio.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesbc(config-esbc-sip-profile)# cause-list NEW_NAME_LIST
vesbc(config-esbc-sip-profile)#

ignore options enable
JaHHaa komaHga oTknovaeT oTnpasky oteeToB Ha OPTIONS.

icnonb3oBaHue oTpuLaTesnibHOW hopMbl KOMaH bl (NO) BKIHOUYAET OoTNpaBKy oTBeToB Ha OPTIONS.
CuHTakcuc
ignore options enable

no ignore options enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

Oteetbl Ha OPTIONS He oTnpaBnsaloTCcA.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesbc(config-esbc-sip-profile)# dignore options enable

vesbc(config-esbc-sip-profile)#

keepalive enable
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[laHHan KomMaHa BK/o4aeT KOHTPO/b AOCTYNMHOCTU HanpaBneHuii (TpaHka), K KoTopbim npuBsa3saH SIP-

npogouneb.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.

CunHTtakcuc
keepalive enable
no keepalive enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No ymosiMaHuio

KOHTPO/1b BbIK/THOYEH.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesbc(config-esbc-sip-profile)# keepalive enable
vesbc(config-esbc-sip-profile)#

keepalive failed-interval

,ﬂ.aHHaﬂ KOMaHAa No3BOJIAET 3a4aTb MHTEPBaJT KOHTPOJIA OS14 HEAOCTYNHOIO Hanpas/1eHUA.
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Vicnosnib3oBaHne OTpI/ILI.&TG]'IbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmo4aHuio.
CuHTakcuc
keepalive failed-interval <TIME>

no keepalive failed-interval

MapameTpbl

<TIME> — BpeMsi B ceKyHAax, npuHuMaeT 3HadeHusi [10..3600].

3Ha4yeHue no ymonyaHuio
20

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesbc(config-esbc-sip-profile)# keepalive failed-interval 60
vesbc(config-esbc-sip-profile)#

keepalive method

[laHHasa KomaHAa No3BOJISIET BblIOpaTh METoA, KOHTPO/IA AOCTYNHOCTM HanpaB/eHuIA.

CunHTtakcuc
keepalive method <METHOD>

MapameTpbl
<METHOD> — meToa KOHTPOAS HanpaBneHnii, Ha AaHHbI MOMEHT NPUHUMAET TOSIbKO OAHO 3HaYeHne —

options.

3HayeHue No ymosiMaHuio

options

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-PROFILE
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Mpumep

vesbc(config-esbc-sip-profile)# keepalive method options
vesbc(config-esbc-sip-profile)#

keepalive success-interval
[laHHasa KoMaHAa No3BOJISIET 3a7aTb MHTEPBas1 KOHTPONSA A8 AOCTYMNHOIO Harnpas/eHus.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

keepalive success-interval <TIME>
no keepalive success-interval

MapameTpbl

<TIME> — Bpems B cekyHaax, NpuH1MaeT 3HadeHus [10..3600].

3HauyeHue No ymosiMaHuio
60

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesbc(config-esbc-sip-profile)# keepalive success-interval 120
vesbc(config-esbc-sip-profile)#

redirection
[JaHHaa komaHa no3BonseT 3a4arb noseseHve npu obpaboTtke 3xx oTBeTa.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc

redirection <MODE>
no redirection

MapameTpbl
<MODE> - pexum 06paboTky 3xX OTBETOB, NPUHNMAET 3HAYEHUS:

« forbidden — 3aBepLwMTL BbI30OB NpuK NoAyYEHUN 3XX;
*+ process — obpabaTbiBaTb 3XX M NOMNbITATLCA NEPEHaNnpaBuTb BbI30B HA HOBOE HarpaBs/IEHME;
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+ transit — nepegasaTtb 3xx Ha BTOpoe Mneuvo.

3Ha4yeHue no ymonyaHuio
forbidden

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesbc(config-esbc-sip-profile)# redirection transit
vesbc(config-esbc-sip-profile)#

rename

[aHHasa kKomaHaa No3BOMSIET NepPenMeHoBaThb Co3aaHHbI SIP-npodune.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HoBOe Ha3BaHue SIP-npoduns.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesbc(config-esbc-sip-profile)# rename NEW_NAME_SIP_PROFILE
vesbc(config-esbc-sip-profile)#

185



E-SBC. CnpaBoyHuUK komaHp, CLI

HacTtpoliiku SIP-TpaHcnopTa

sip transport
[aHHasi KomaH[a NO3BONSET NEPETU B HACTPONKM yKazaHHOro SIP-TpaHcnopTa unm co3gatb HOBbIA.

icnonb3oBaHue oTpuLaTeNbHO DOpMbl KOMaHbl (N0) yaansieT ykasaHHblii SIP-TpaHcnopT.

CuHTakcuc

sip transport <NAME>
no sip transport <NAME>

MapameTpbl

<NAME> - Ha3BaHue SIP-TpaHcnopTa.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# sip transport NEW_SIP_TRANSPORT
vesbc(config-esbc-sip-transport)#

crypto profile

[aHHaa komaHga npuBsa3biBaeT KpunTonpodusb K SIP-TpaHcnopTy.

Mcnonb3oBaHue oTpulatenbHoli hopmbl kKoMmaHbl (N0) oTBA3bIBAET KpMNTOnpodunb oT SIP-TpaHcnopTa.
CuHTakcuc

crypto profile <WORD>

no crypto profile

MapameTpbl
<WORD> - Ha3BaHue kpuntonpoguns.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-TRANSPORT

Mpumep

vesbc(config-esbc-sip-transport)# crypto profile NAME_CRYPTO_PROFILE
vesbc(config-esbc-sip-transport)#

ip address
JaHHas komaHga no3Bonset HacTpouTb IP-agpec ans SIP-TpaHcnopTa.

Mcnonb3oBaHune oTpuLaTesibHo hopMbl KOMaHbl (NO) yaansieT HacTpoiiky IP-aapeca.

CuHTakcuc

ip address { dhcp interface <IFACE> | <IP_ADDR> }
no ip address

MapameTpbl

<IFACE> — nHtepdelic, Ha koTopom BK/itoueH DHCP-KNneHT, AMHaAMMYECKUin agpec 3Toro nHrtepdeiica byaet
ncnonb3oBaTbCca 415 nepegayn/npuema curHannsalmu,

<IP_ADDR> - IP-agpec ESBC, koTopbIii 6yAeT MCMN0b30BaTbCA A5 Nepegadn/npuemMa curHanusagmu.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-TRANSPORT
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Mpumep

#HacTpoika cTaTnmyeckoro agpeca
vesbc(config-esbc-sip-transport)# ip address 192.168.114.130
vesbc(config-esbc-sip-transport)#

#HacTpoiika AnHamMyecKoro agpeca

vesbc(config)# dinterface gigabitethernet 1/0/1

vesbc(config-if-gi)# ip address dhcp

vesbc(config-if-gi)# exit

vesbc(config)# esbc

vesbc(config-esbc)# sip transport NEW_SIP_TRANSPORT
vesbc(config-esbc-sip-transport)# ip address dhcp interface gigabitethernet 1/0/1
vesbc(config-esbc-sip-transport)#

ipv6 address
JaHHas komaHga no3BonseT HacTpouTtsb IPv6e-agpec ana SIP-TpaHcnopTa.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHApbl (NO) yaansieT HacTpoiiky IPv6-agpeca.

CuHTakcuc

ipv6 address { dhcp interface <IFACE> | <IPv6_ADDR> }
no ipv6 address

MapameTpbl

<IFACE> — nHtepdelic, Ha koTopom BK/itoueH DHCP-KNneHT, AMHaAMMYECKUin agpec 3Toro nHtepdeiica byaet
ncnonb3oBaTbCcA 415 nepegayn/npuema curHannsaumu;

<IPv6_ADDR> - IPv6-agpec ESBC, koTopblil 6yAeT NCnonb30BaTbCs AN nepenadun/npuema curHanmsalmm.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-TRANSPORT
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Mpumep

#HacTpoika cTaTnmyeckoro agpeca
vesbc(config-esbc-sip-transport)# ipv6 address 54:af:97:19:8a:f3
vesbc(config-esbc-sip-transport)#

#HacTpoiika AnHamMyecKoro agpeca

vesbc(config)# dinterface gigabitethernet 1/0/1

vesbc(config-if-gi)# ipv6 address dhcp

vesbc(config-if-gi)# exit

vesbc(config)# esbc

vesbc(config-esbc)# sip transport NEW_SIP_TRANSPORT
vesbc(config-esbc-sip-transport)# ipv6é address dhcp interface gigabitethernet 1/0/1
vesbc(config-esbc-sip-transport)#

mode

[aHHas KomaHga No3BONSAET BblbpaTb NPOTOKO/1 TPAHCMOPTHONO YPOBHS, UCNOMb3yeMbIli 415 NpuMa/nepegayn
coobLueHuin SIP.

Mcnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (N0) BO3BpaLLAET 3HAUYEHNE MO YMOMHYAHUIO.

CuHTakcuc

mode { tcp-only | tcp-prefer | tls | udp-only | udp-prefer | ws | wss }
no mode

MapameTpbl
tcp-only — ucnonb3osatb Ton1bko TCP-npoToKON;

tcp-prefer — npuem no UDP 1 TCP. OtnpaBka no TCP. B cnyyae ecnv He yaanocb yCTaHOBUTb COeANHEHWe No
TCP, otnpaBka npoussoantcsa no UDP;

tls — ucnonb3osars tls;

udp-only — ucnonb3osatb To/1bk0 UDP-npoTokor;

udp-prefer — npuem no UDP n TCP. OtnpaBka naketoB 6onee 1300 6aiitT no TCP, meHee 1300 6aiiT — no UDP;
ws — ncnonb3oBaTb WebSocket;

wss — ncnonb3oBaTb WebSocket Secure.

3HayeHue No ymosiMaHuio

udp-only

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-TRANSPORT
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Mpumep

vesbc(config-esbc-sip-transport)# mode udp-prefer
vesbc(config-esbc-sip-transport)#

port
JaHHas komaHga no3BonseT HacTpouTb NopT Ans SIP-TpaHcnopTa.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yAansieT HaCcTPOiiKy nopTa.
CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> — nopt ESBC, koTOpbIli 6yAeT ncnonb3oBaTbCs AN nepeaaydn/npueMa curHanusawmm, npUHNMaeT
3HayeHus ot 1 go 65535.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-TRANSPORT

Mpumep

vesbc(config-esbc-sip-transport)# port 5060
vesbc(config-esbc-sip-transport)#

rename

,ﬂ.aHHaﬂ KOMaHAa No3BOJIAET NnepenMmeHoBaTb COS,D,&HHI:IVI SIP—TpchnopT.

CuHTakcuc

rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HoBOe Ha3BaHue SIP-TpaHcnopTa.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-TRANSPORT

Mpumep

vesbc(config-esbc-sip-transport)# rename NEW_NAME_SIP_TRANSPORT
vesbc(config-esbc-sip-transport)#

HacTpoiiku SIP-TpaHka

trunk sip
[laHHas koMaH4a No3BOJSIET NEPENTN B HACTPOIKM yka3aHHOro SIP-TpaHka 1am co3garb HOBBINA.

icnonb3oBaHue oTpuLaTeNbHo (hopMbl KOMaH bl (N0) yaansieT ykasaHHbIii SIP-TpaHk.

CuHTakcuc

trunk sip <NAME>
no trunk sip <NAME>

MapameTpbl

<NAME> — Ha3BaHue SIP-TpaHka.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# trunk sip NEW_TRUNK
vesbc(config-esbc-trunk-sip)#
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domain

[laHHas komaHAa No3BosSiET 3a7aTb AoMeHHoe uMs SIP-TpaHKa, KoTopoe GyAeT NoACTaBNSATLCA B 3aro/ioBkax

From/To B ncxogawmx 3anpocax B TPaHK.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) yAanseT HacTPOiiKy AOMeHa.

CuHTakcuc

domain <DOMAIN>
no domain

MapameTpbl

<DOMAIN> - fOoMeHHOe uMs TpaHka.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# domain new.domain
vesbc(config-esbc-trunk-sip)#

dscp
[JaHHas komaHga no3sonsiet HacTpouTb QoS ans SIP-TpaHka.

Vicnonb3oBaHue oTpuLaTeNibHoi (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

dscp <TYPE> <DSCP>
no domain

MapameTpbl
<TYPE> — Tvn Tpaduka, NpUHNMAET 3HAYEHUS:

+ audio — HacTpolika QoS an1a ronocoBoro Tpaduka;
+ signalling — HacTpolika QoS ansa curHasnbHoON nHdopmMauuy;
+ video — HacTpolika QoS ansa BuaeoTpaduka.

<DSCP> - 3HaueHue koaa DSCP, npuHumaet 3HadeHus [0..63]
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3Ha4yeHune no ymonyaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc (config-esbc-trunk-sip)# dscp audio 63
vesbc (config-esbc-trunk-sip)#

dynamic-mode dns

[aHHasa KomaHaa No3BOMSIET BKAOYMTb AMHaAMUYECKUii pexum ans SIP-TpaHka. B Tekyuleit sepcum MO
noagepxaHa pabota 1o/1bko ¢ DNS B kayecTBe BHELLIHEro cepsuca 415 onpeaeseHns agpeca HasHauyeHns
ncxopasilero Bbi3oBa.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CunHTakcuc
dynamic-mode dns

no dynamic-mode

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HayeHue No ymosiMaHuio

[VHaMnyecknii pexxmm oTK/0UEH.

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# dynamic-mode dns
vesbc(config-esbc-trunk-sip)#
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max calls
[aHHasi KoMmaHAa NO3BONSET OrPaHMYNTbL KOIMYECTBO OAHOBPEMEHHbIX BbI30BOB Ha SIP-TpaHke.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

max calls <COUNT>
no max calls

MapameTpbl

<COUNT> — KonuuecTBo 0AHOBPEMEHHbIX BbI30BOB, MakCUMaslbHOE 3Ha4YeHMe 3aBUCUT OT N1aTqopmbl.

3HauyeHue No ymosi4aHuio
50000 - vESBC;
8500 — ESBC-3200.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# max calls 1000
vesbc(config-esbc-trunk-sip)#

max cps
[JaHHasi KOMaHa No3BO/SIET OrPaHNYMTL KOIMUECTBO BbI30BOB B CEKYHAY Ha SIP-TpaHke.

Vicnonb3oBaHue oTpuLaTeNibHoi (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

max cps <COUNT>
no max cps

MapameTpbl

<COUNT> - KO/IMYECTBO BbI30BOB B CEKYH/ly, MAKCMMa/lbHOE 3HaYeHne 3aBUCUT OT NaTqOPMbI.

3HaueHune No yMmon4yaHuio
1000 - VESBC;
400 - ESBC-3200.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# max cps 10
vesbc (config-esbc-trunk-sip)#

max rps
JaHHas komaHaa No3BOAET OrPaHMUYnTb KOMMYECTBO 3anpocoB B cekyHAay Ha SIP-TpaHke.

Vicnonb3oBaHmne oTpuuaTenibHOM hopMbl KOMaHAbI (no) ycTaHaB/IMBaET 3Ha4YeHne rno ymoadaHuio.
CuHTakcuc
max rps <COUNT>

no max rps

MapameTpbl

<COUNT> — Ko1M4eCcTBO 3anpocoB B CEKYHAY, MakCUMaslbHOe 3Ha4eHne 3aBUCUT OT NaaTopmbl.

3HayeHue nNo ymosidaHuio
4294967295

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# max rps 150
vesbc(config-esbc-trunk-sip)#

media profile
[aHHasi kKomaHga nNo3BoNsAeT nNpueasaTb Meguanpodunm K SIP-TpaHky.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) yaanseT Megmanpodusib ¢ TpaHka.
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CuHTakcuc

media profile <NAME_MEDIA_PROFILE>
no media profile

MapameTpbl
<NAME_MEDIA_PROFILE> — Ha3BaH\e meananpoduns.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# media profile NEW_NAME_MEDIA_PROFILE
vesbc (config-esbc-trunk-sip)#

media resource

JaHHas komaHga no3BonsAeT NpuBsA3aTb Megnapecypcsbl K SIP-TpaHky.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) yaanseT Meamapecypc ¢ TpaHka.

CuHTakcuc

media resource <INDEX> <NAME_MEDIA_RESOURCE>
no media resource <INDEX>

MapameTpbl
<INDEX> — nHAgekc npmBsi3aHHbIX Megnapecypcos, NpUHMMaeT 3HadeHnsa ot 0 ao 7;
<NAME_MEDIA_RESOURCE> — Ha3BaHVe Meanapecypca.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NpUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP
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Mpumep

vesbc(config-esbc-trunk-sip)# media resource © NEW_MEDIA_RESOURSE
vesbc (config-esbc-trunk-sip)#

mod-table
JaHHasa KomaHAa No3BOMSIET NpMBA3aTh Tabnmuy moandmkaumm K SIP-TpaHky.

icnonb3oBaHune oTpuLaTesnibHoi hopMbl KOMaH bl (NO) yaansieT Tabnmuy MoanduKaLmm ¢ TpaHka.

CuHTakcuc

mod-table { sip | common } { in | out } <NAME_MODTABLE>
no mod-table { sip | common } { in | out }

MapameTpbl

sip | common — T1n mogudmkarTopa;

in — npaBuna u3 Tabnubl MogUUKaLMM NPUMEHSIKOTCA MPU NOyYEHUN COOBLLEHNS;
out — npasuna 13 Tabnuubl MOAMMINKALMM NPUMEHSIIOTCA NPY OTNPaBke COOOLLEHUS,

<NAME_MODTABLE> — Ha3BaHu1e Tabnuubl MoandmKaLlmu.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

HeobOxoaumbili ypoBeHb NPUBUETAi
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# mod-table sip in NEW_MODTABLE
vesbc(config-esbc-trunk-sip)#

nat
[aHHasa komaHga no3songeT npoxoxaeHne RTP-Tpadmka yepes NAT ana SIP-TpaHkoB.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE MEXAHN3MOB
npeogoneHns NAT.
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comedia-mode

CuHTakcuc

nat comedia-mode <MODE>
no nat comedia-mode

MapameTpbl
<MODE> - pexum ncnosnb3oBaHus NAT, npyHMaeT 3HayeHus:

+ flexible — npoBepsieT ncTouHMK BO BXoAsLWwEM RTP-noToke n TpaHCMPYET ncxXoasaLLmii NnoTok Ha IP-agpec
1 UDP-nopT, ¢ KOTOPOro NnpuHMMaeTca MeananoTok. B ciiydyae npepbiBaHusa Bxogdiwero RTP-notoka
6onee yem Ha 1 cekyHAy, UCXOAALLMIA NOTOK NPOAO/HKAET TpaHCIMPOBAaTLCS;

* On — MPOBEPSIET MCTOYHMK BO BXoAsieM RTP-NOToKe 1 TpaHC/IMpyeT UCXOAsLWMiA NOTOK Ha IP-agpec un
UDP-noprt, ¢ KoToporo npuHnmaeTcs MeguanoTtok. B criiyvae npepbiBaHusA Bxogsuwero RTP-notoka 6onee
4yeM Ha 1 cekyHAy, UCXoAsaLLMiA NOTOK NnepecTaeT TpaHCIMPOBaThCS;

+ off — pexxum NAT Bbik/tOUEH.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# nat comedia-mode on
vesbc (config-esbc-trunk-sip)#

public-ip

[aHHasa KomaHAa No3BOSIET HACTPOMTb Ha SIP-TpaHke ny6nuyHbin IP-agpec. Agpeca, ucnonb3yemble B Via,
Contact 1 SDP B ncxoasimux Coo6LIEHNSAX Ha 3TOT TPaHK ByayT 3aMeHEeHbI Ha Ny6/IMYHbIA agpec 13
KOHGourypaumm TpaHka.

icnonb3oBaHue oTpuLaTesnibHo hopMbl KOMaH bl (NO) yaansieT ny6nnyHbIi agpec TpaHka.
CunHTakcuc
public-ip <ADDR>

no public-ip

MapameTpbl

<ADDR> - ny6nunuHbiii agpec TpaHka B oopmare A.B.C.D nnm X: X:X:X::X.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# public-ip 81.114.67.33
vesbc (config-esbc-trunk-sip)#

remote address
[aHHasi KomaHaa No3BoNseT 3ajaTb apec YAaNeHHON CTOPOHbI.

cnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaanseT agpec yaasieHHOW CTOPOHbI.

CuHTakcuc

remote address <ADDRESS>
no remote address

MapameTpbl
<ADDRESS> - agpec yaasnieHHOWN CTOPOHbI, MPUHUMAET 3HAYEHUS:

« A.B.C.D[/N] - agpec B popmarte IPv4, Macka MOXET ObITb YCTAHOB/IEHA TO/IbKO B AMHAMUYECKOM
pexuwve,

« WORD(1-63) — agpec B chopmaTte AOMEHHOIO MMEHN;

« X:X:X:X:X[/N] — apgpec B chopmarte IPv6, Macka MOXET 6bITb YCTAHOB/IEHA TO/IbKO B AIMHAMUYECKOM
pexunmve.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# remote address 192.168.114.129
vesbc(config-esbc-trunk-sip)#
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remote port
[laHHas KoMaHAa No3BOsISIET 3a7aTb NOPT YAaNIEHHOW CTOPOHbI.

icnonb3oBaHue oTpuLaTeNnbHOW hopMbl KOMaH bl (NO) yAANSET NOPT YAaNIEHHON CTOPOHbI, NPUHUMAET
3HayeHus ot 1 go 65535.

CuHTakcuc
remote port { <PORT> | <START_PORT>-<END_PORT> }

no remote port

MapameTpbl
<PORT> — nopT yganeHHoW CTOPOHbI, NPUHMMAET 3HadyeHns ot 1 go 65535;

<START_PORT>-<END_PORT> — gnana3oH NopToB, MOXET ObITb 3a4aH TO/IbKO B AUHAMNYECKOM pPeXUME.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)#

rename

[aHHasi KomaHa No3BossET NepenMeHoBaTb CO3AaHHbIi SIP-TpaHk.

CuHTaKkcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HoBO€e Ha3BaHue SIP-TpaHka.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# rename NEW_NAME_TRUNK
vesbc (config-esbc-trunk-sip)#

route-table
[aHHasa KomaHaa No3BOASIET NPUBS3aTh TabnMLy MaplipyTmsaumm K SIP-TpaHky.

Micnonb3oBaHue oTpuLaTesibHol hopMbl KOMaHbl (NO) OTBA3bLIBAET TAGMULY MAPLLPYTU3aLIMKX OT TpaHKa.

CuHTakcuc

route-table <NAME_ROUTE_TABLE>
no route-table

MapameTpbl

<WORD> - Ha3BaHwue TabnuLbl MapLLpyTU3aLnn.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# route-table NEW_ROUTE_TABLE
vesbc(config-esbc-trunk-sip)#

security profile
[JaHHas komaH4a No3BoNSET NpuBA3aTb NPognIb 6e3onacHoCTM K SIP-TpaHky.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) OTBA3bLIBAET NPOIU/Ib GE30MACHOCTY OT TpaHKa.
CuHTakcuc

security profile <NAME_SECURITY_PROFILE>
no security profile
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MapameTpbl

<WORD> - Ha3zBaHue npocunnsa 6e30nacHOCTN.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# security profile SECURITY_PROFILE_NAME
vesbc (config-esbc-trunk-sip)#

sip profile
JaHHas komaHga no3sonset npuesasarb SIP-npodnnb K SIP-TpaHky.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (No) oTBA3bIBaET SIP-npodhusib OT TpaHKa.
CunHTakcuc
sip profile <NAME_SIP_PROFILE>

no sip profile

MapameTpbl
<NAME_SIP_PROFILE> — Ha3BaHue SIP-npodmns.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# sip profile NEW_NAME_SIP_PROFILE
vesbc(config-esbc-trunk-sip)#
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sip transport
JaHHaa komaHga no3BongeT npmsasatb SIP-TpaHcnopT K SIP-TpaHky.

Mcnonb3oBaHue oTpuLaTenibHOW hopMbl KOMaH bl (N0) 0TBA3bIBAET SIP-TpaHCMNopT OT TpaHkKa.

CuHTakcuc

sip transport <NAME_SIP_TRANSPORT>
no sip transport

MapameTpbl
<NAME_SIP_TRANSPORT> - Ha3BaHue SIP-TpaHcnopTa.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc(config-esbc-trunk-sip)# sip-transport NEW_SIP_TRANSPORT
vesbc(config-esbc-trunk-sip)#

trusted-network

[aHHasa komaHAa No3BOMSIET BKAOUMTL ONuuio «JoBepeHHast ceTb» Ha SIP-TpaHke.
Vicnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) OTK/IOYAET OMNLMIO.
CuHTaKkcuc

trusted-network

no trusted-network

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HaueHue No yMmo4yaHuio

OnuusA BbIKNKOYEHA.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesbc (config-esbc-trunk-sip)# trusted-network

vesbc (config-esbc-trunk-sip)#

HacTpoiiku TpaHKOBOW rpynnbl

trunk-group

E-SBC. CnpaBoyHuUK komaHp, CLI

[JaHHasi KoMaHa No3Bo/SIET NEPEeTN B HACTPOIKN yYKa3aHHO TPaHKOBOW rpynmbl UM CO3AaTh HOBY!HO.

icnonb3oBaHue oTpuLaTesibHoi DOPMbI KOMaH bl (N0) yAanseT ykazaHHy TPaHKOBYHO rpynmny.

CuHTakcuc

trunk-group <NAME>
no trunk-group <NAME>

MapameTpbl

<NAME> — Ha3BaHWe TpaHKOBOW rpynmbi.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# trunk-group NEW_TRUNK_GROUP

vesbc(config-esbc-trunk-group)#

balancing round-robin

[aHHaa komaH4a no3BOISET BKIOUNTL HA TPAHKOBOM rpynne pexum 6anaHcuposku round-robin.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaH/bl (NO) BbIK/TOYAET GaslaHCUPOBKY.
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CuHTakcuc

balancing round-robin
no balancing

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc (config-esbc-trunk-group)# balancing round-robin

vesbc (config-esbc-trunk-group)#

dscp

[laHHasa KomMaHAa No3BossieT HACTPoMTbL QOS ANst TPaHKOBOWA rPynMbI.

E-SBC. CnpaBoyHuUK komaHp, CLI

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

dscp <TYPE> <DSCP>
no domain

MapameTpbl

<TYPE> — Tnn Tpadnka, NnpMHUMaET 3Ha4YeHuns:

+ audio — HacTpolika QoS ana ronocoBoro Tpaduka;
+ signalling — HacTpolika QoS ansa curHanbHon nHdopmauuy;
+ video — HacTpolika QoS ansa BuaeoTpaduka.

<DSCP> - 3HaueHue koaa DSCP, npuHumMaeT 3HadyeHus [0..63]

3HayeHue No ymosiMaHuio
0

Heob6xoaumbili ypoBeHb NPUBUETAIA
15
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KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc (config-esbc-trunk-group)# dscp audio 63
vesbc (config-esbc-trunk-group) #

max calls
[aHHasi KoMmaHaa No3BONSET OrpaHNuNTb KOIMUYECTBO OHOBPEMEHHbIX BbI30BOB Ha TPAHKOBOI rpynne.

icnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

max calls <COUNT>
no max calls

MapameTpbl

<COUNT> — Konm4ecTBO 0HOBPEMEHHbIX BbI30BOB, MakCMa/lbHOE 3Ha4YeHne 3aBUCUT OT NNaTdOPMbI.

3HayeHue No ymosiMaHuio
50000 - vESBC;
8500 — ESBC-3200.

HeobOxoaumbili ypoBeHb NPUBUETAi
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc(config-esbc-trunk-group)# max calls 1000
vesbc (config-esbc-trunk-group)#

max cps
[laHHas KomMaHa No3BO/SIET OrPaHNYMTL KOJIMYECTBO BbI30BOB B CEKYH/ly Ha TPaHKOBOI rpynne.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHWIO.
CuHTakcuc

max cps <COUNT>
no max cps

206



E-SBC. CnpaBoyHuUK komaHp, CLI
MapameTpbl

<COUNT> — Konn4ecTBO BbI3OBOB B CeKyHAy, MaKCMMaJibHO€E 3Ha4YeHne 3aBUCUT OT I'II'IaT(*)OprI.

3Ha4yeHune no ymonyaHuio
1000 - VESBC;
400 - ESBC-3200.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc (config-esbc-trunk-group)# max cps 10
vesbc (config-esbc-trunk-group)#

max rps
[laHHasa KomMaHAa No3BOJISIET OrpaHMYMTb KOMIMUYECTBO 3aNpoCcOB B CEKYH/Y Ha TPAHKOBOIA rpynne.

Vicnonb3oBaHmne oTpuLaTenibHON hopMbl KOMaHAbI (no) ycTaHaB/MBaET 3Ha4YeHne rno ymoadaHuio.
CuHTakcuc
max rps <COUNT>

no max rps

MapameTpbl

<COUNT> — Ko1M4eCcTBO 3anpoCcoB B CEKYHAY, MakCUMaslbHOe 3Ha4eHune 3aBUCUT OT NaaTopmbl.

3HayeHue No ymosiMaHuio
4294967295

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc(config-esbc-trunk-group)# max rps 150
vesbc (config-esbc-trunk-group)#
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media profile
[laHHas KomMaHAa No3BO/ISIET NPUBS3aTb MeananponIN K TpaHKOBO rpynne.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaansetT meauanpouib ¢ TPAHKOBOW rpynnbl.

CuHTakcuc

media profile <NAME_MEDIA_PROFILE>
no media profile

MapameTpbl
<NAME_MEDIA_PROFILE> - Ha3BaH\e meananpoduns.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc(config-esbc-trunk-group)# media profile NEW_NAME_MEDIA_PROFILE
vesbc (config-esbc-trunk-group)#

media resource
[aHHasi KomaHaa No3BoNsEeT NpUBA3aTb Meanapecypcbl K TPaHKOBOW rpynne.

icnonb3oBaHue oTpuLaTesibHoOi (DOPMbI KOMaH bl (N0) yaanseT Meanapecypc ¢ TpaHKOBOI rpynbl.

CuHTaKkcuc

media resource <INDEX> <NAME_MEDIA_RESOURCE>
no media resource <INDEX>

MapameTpbl
<INDEX> — nHAeKc npuBsa3aHHbIX MeanapecypcoB, NPUHNMaET 3HaveHus ot 0 go 7;
<NAME_MEDIA_RESOURCE> - Ha3BaHue Mmeauapecypca.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc (config-esbc-trunk-group)# media resource @ NEW_MEDIA_RESOURCE
vesbc (config-esbc-trunk-group) #

mod-table sip
[laHHas komMmaHAa No3BOosISIET NPUBA3aTh Tab/MLYy MoaudmnKkaumm K TPAHKOBOIA rpynne.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaansieT Tabnmuy MoandgmuKaLmm ¢ TPaHKOBOI rpynnbl.

CuHTakcuc

mod-table { sip | common } { in | out } <NAME_MODTABLE>
no mod-table { sip | common } { in | out }

MapameTpbl

sip | common — T1n mogudmkaTopa;

in — npaBuna u3 Tabnubl MOgUUKaLMMN NPUMEHSIOTCA MPU NOyYEHUN COOBLLEHNS;
out — npasuna 13 Tabnuubl MOAMMINKALMM NPUMEHSIIOTCA NPY OTNpaBke COOOLLEHUS,

<NAME_MODTABLE> — Ha3BaHu1e Tabnuubl MoandmKaLmu.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc(config-esbc-trunk-group)# mod-table sip in NEW_MODTABLE
vesbc (config-esbc-trunk-group)#

public-ip

[laHHan komMaHza No3BOJISIET HACTPOUTL Ha TPAHKOBOI rpynne ny6nunyHbIii IP-agpec. Agpeca, ucnonb3yemble B
Via, Contact n SDP B ncxofawmx coobLLeHMsAX Ha TpaHKu, BXOAsLLME B 3Ty TPaHKOBYHO rpynny, 6yayT
3aMeHeHbl Ha Ny6NYHbIV agpec U3 KOHUIypaumm TpaHKoBOW rpynmb.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yaanseT ny6nnyHbIi agpec TpaHKOBO rpynnbl.
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CuHTakcuc

public-ip <ADDR>
no public-ip

MapameTpbl

<ADDR> - ny6nuuHbIii agpec TpaHka B popmate A.B.C.D nam X:X:X:X:X.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc (config-esbc-trunk-group)# public-ip 81.114.67.33
vesbc (config-esbc-trunk-group)#

rename

[laHHasa KomMaH4a No3BOJISIET NeperMeHoBaTb CO34aHHY0 TPAHKOBYH rpynmny.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBO€e Ha3BaHMe TPaHKOBOW rpynmbl.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

E-SBC. CnpaBoyHuUK komaHp, CLI
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Mpumep

vesbc (config-esbc-trunk-group)# rename NEW_NAME_TRUNK_GRUOP
vesbc (config-esbc-trunk-group)#

route-table
[aHHasi KoMmaHaa No3BONSET NPUBSA3aTh TAbNULY MapLIPyTM3aLMK K TPAHKOBOIA rpynne.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) OTBA3LIBAET Tab/IULY MapLLpyTM3aLun OT TPaHKOBO
rpynmbl.

CuHTakcuc

route-table <NAME_ROUTE_TABLE>
no route-table

MapameTpbl

<NAME_ROUTE_TABLE> — Ha3BaHue TabnuLbl MapLLUpyTU3aLnn.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc(config-esbc-trunk-group)# route-table NEW_ROUTE_TABLE
vesbc (config-esbc-trunk-group)#

security profile
[JaHHas komaH4a No3BoNSET NpuBA3aTh NPOgINIb 6e30MacHOCTM K TPaHKOBOWA rpynne.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) OTBA3bLIBAET NPOIU/Ib GE30MACHOCTY OT TPAHKOBOA
rpynmbl.

CuHTakcuc
security profile <NAME_SECURITY_PROFILE>

no security profile

MapameTpbl

<WORD> - Ha3BaHue npodunnsa 6e30nacHoOCTy.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc (config-esbc-trunk-group)# security profile SECURITY_PROFILE_NAME

vesbc (config-esbc-trunk-group)#

sip profile

[aHHasa komaHaa no3BonsieT npuessaTb SIP-npodinsb K TpaHKOBOWA rpynne.

E-SBC. CnpaBoyHuUK komaHp, CLI

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) oTBA3bIBAET SIP-npodusib OT TPaHKOBOIA rpynMbl.

CuHTakcuc

sip profile <NAME_SIP_PROFILE>
no sip profile

MapameTpbl
<NAME_SIP_PROFILE> — Ha3BaHue SIP-npodmns.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc(config-esbc-trunk-group)# sip profile NEW_NAME_SIP_PROFILE
vesbc (config-esbc-trunk-group)#

trunk

ﬂaHHaﬂKOMaHAaHOBBOﬂHeTﬂpMBH3aTpraHH4KTpaHKOBOMprHHe
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icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yAanseT TpaHK U3 TPAHKOBOI rpynnbl.

CuHTakcuc

trunk <INDEX> <NAME_SIP_TRUNK>
no trunk <INDEX>

MapameTpbl

<INDEX> — nHAekc TpaHka B coCcTaBe TPaHKOBOM rpynnbl, NPUHUMAET 3HaveHus ot 0 go 24;

<NAME_SIP_TRUNK> — Ha3BaHue TpaHKa, KOTOpPbIli BK/TOYAETCA B COCTaB TPAHKOBOWA rpynmbl.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMmbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesbc(config-esbc-trunk-group)# trunk © NEW_TRUNK

vesbc (config-esbc-trunk-group)#

trusted-network

[aHHan KomaHaa no3BosieT BKAOUNTL onuuto "[loBepeHHasi ceTb" Ha TPaHKOBOM rpynne.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) OTK/KOUYAET OMNUKIO.

CuHTakcuc

trusted-network
no trusted-network

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HayeHue No ymosiMaHuio

Oonumsa BblkOYeHa.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP
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Mpumep

vesbc (config-esbc-trunk-group)# trusted-network
vesbc (config-esbc-trunk-group)#

HacTpoliku aGoHEeHTCKOro uHTepdeiica

user-interface sip

[aHHasi KoMmaHaa No3BONSET NepeiiTu B HACTPOIKM yKa3aHHOro aboHEHTCKOro nHTepdieiica uam co3aaTb
HOBBbIN.

Vicnonb3oBaHue oTpuUaTesbHoO DOPMbl KOMaH bl (N0) yAanseT yka3aHHblii aBOHEHTCKMIA UHTepdeiic.

CuHTakcuc

user-interface sip <NAME>
no user-interface sip <NAME>

MapameTpbl

<NAME> — Ha3BaHMe abOHEHTCKOro UHTepdeiica.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesbc(config-esbc)# user-interface sip NEW_USER_INTERFACE
vesbc(config-esbc-user-interface-sip)#

allow-unreg-call

[aHHaa KomaHa no3BOMSET BKIOUNTL BO3MOXHOCTb MPONycKaTb BbI30Bbl OT HE3aPErnMcTPMPOBaHHbIX
A0O0OHEHTOB.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaH bl (NO) OTK/OYAET 3Ty BO3MOXHOCTb.
CuHTakcuc

allow-unreg-call
no allow-unreg-call
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MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3Ha4yeHune no ymonyaHuio

B0O3MOXHOCTb OTK/1tl0YEHA.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# allow-unreg-call
vesbc(config-esbc-user-interface-sip)#

domain

[aHHasa komaHAa No3BOMSET 3afaTh AOMEHHOE UMsi aBOHEHTCKOIo UHTeppeiica, KoTopoe byaeT
NoACTaBNATLCA B 3arosioBkax From/To B ncxogsawmx sanpocax Ha aboHeHTOB.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) yAansieT HaCTPOIiKy AoMeHa.
CuHTakcuc
domain <DOMAIN>

no domain

MapameTpbl

<DOMAIN> — pomeHHoe nms user-interface.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# domain new.domain
vesbc(config-esbc-user-interface-sip)#
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dscp
[aHHaa komaHAa no3BonseT HacTpoutb QoS Ana aboHEHTCKOro HTepdeica.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

dscp <TYPE> <DSCP>
no domain

MapameTpbl
<TYPE> - Tvn Tpaduka, NpUHUMaeT 3HaYeHUS:

+ audio — HacTpolika QoS g/1a ro10coBoro Tpaduka;
+ signalling — HacTpolika QoS gnsa curHanbHon nHopmMauuy;
+ video — HacTpolika QoS gna sugeoTpaduka.

<DSCP> - 3HaueHue koga DSCP, npuHumaet 3HadeHus [0..63]

3Ha4yeHue no ymonyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# dscp audio 63
vesbc(config-esbc-user-interface-sip)#

max calls

[aHHas kKomaH4a No3BOSIET OrPaHNYNTL KOMIMYECTBO OAHOBPEMEHHbIX BbI30OBOB Ha aBOHEHTCKOM
nHTEepdeiice.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTaKkcuc
max calls <COUNT>

no max calls

MapameTpbl

<COUNT> — KonuuecTBo OHOBPEMEHHbIX BbISOBOB, MakCUMa/lbHOE 3Ha4YeHne 3aBUCUT OT I'I!'IaTCbOprI.

216



E-SBC. CnpaBoyHuUK komaHp, CLI

3Ha4yeHune no ymonyaHuio
50000 - vESBC;
8500 - ESBC-3200.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# max calls 1000
vesbc(config-esbc-user-interface-sip)#

max cps

[JaHHasa KomaHAa No3BOMSIET OrPaAHNYNUTL KOMIMYECTBO BbI30BOB B CEKYH/Y HA aBOHEHTCKOM MHTepdieiice.
Vicnonb3oBaHune oTpuuaTenibHOM hopmMbl KOMaHAbI (no) ycTaHaB/IMBaET 3Ha4YeHne rno ymoadaHuio.
CuHTakcuc

max cps <COUNT>

no max cps

MapameTpbl

<COUNT> — KoIn4eCcTBO BbI30BOB B CEKYH/Y, MakCMMa/lbHOE 3Ha4YeHne 3aBUCUT OT NNaTgOPMBbI.

3HauyeHue No ymosiMaHuio
1000 - vESBC;
400 - ESBC-3200.

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# max cps 10
vesbc(config-esbc-user-interface-sip)#
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max rps
[JlaHHas komMmaHAa No3BO/ISIET OrPaHNYMTb KOJIMYECTBO 3arNpOCOB B CEKYHAY HAa aBOHEHTCKOM MHTepdeiice.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

max rps <COUNT>
no max rps

MapameTpbl

<COUNT> — KonnuecTBO 3anpoCcoB B CEKYHAY, MakCUMasibHOe 3HayeHue 3aB1UCUT OT N1aTtdopMbl.

3HauyeHue No ymosi4aHuio
4294967295

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# max rps 150
vesbc(config-esbc-user-interface-sip)#

media profile
[laHHas komaHAa No3BO/SET NPUBSA3aTbh Meananpodn/ib K abOHEHTCKOMY MHTepdelicy.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yaansieT Meamanpodusib ¢ abBOHEHTCKOro
nHTEepdeiica.

CuHTaKkcuc
media profile <NAME_MEDIA_PROFILE>

no media profile

MapameTpbl
<NAME_MEDIA_PROFILE> — Ha3BaH\e meananpodmnnsi.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# media profile NEW_NAME_MEDIA_PROFILE
vesbc(config-esbc-user-interface-sip)#

media resource
[aHHasi KomaHaa No3BONSET NPUBSI3aTh MeAnapecypchbl K abOHEHTCKOMY UHTepdeiicy.

icnonb3oBaHue oTpuLaTeNnbHo (hopMbl KOMaH bl (N0) yaanseT meauapecypc ¢ abOHEHTCKOTo NHTepdelica.

CuHTakcuc

media resource <INDEX> <NAME_MEDIA_RESOURCE>
no media resource <INDEX>

MapameTpbl
<INDEX> — nHgekc npmBsi3aHHbIX Megnapecypcos, NpUHMMaeT 3HadeHnsa ot 0 ao 7;
<NAME_MEDIA_RESOURCE> — Ha3BaHVe Meanapecypca.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

HeobOxoaumbili ypoBeHb NPUBUETAi
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# media resource © NEW_MEDIA_RESOURCE
vesbc(config-esbc-user-interface-sip)#

mod-table sip
[aHHasi KomaHga No3BONSAET NpuBA3aTh TabnuLy MoandUuKaLmmnm K aboOHEHTCKOMY MHTepdelicy.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yaanseT Tabnmuy MoandgmuKkaumm ¢ aGoOHEHTCKOrO
nHTepdeiica.

CuHTakcuc

mod-table { sip | common } { in | out } <NAME_MODTABLE>
no mod-table { sip | common } { in | out }
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MapameTpbl

sip | common — T1n moaudukaropa;

in — npasuna u3 Tabamubl MoguUKaLMM NPUMEHSIOTCA MPU NOyYEHUN COOBLLEHNS;
out — npasuna 13 Tabnuubl MOANMINKALMM NPUMEHSOTCA NPY OTNpaBke COO6LLEHUS;

<NAME_MODTABLE> — Ha3BaHu1e Tabnuubl MogudmKaLlmu.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# mod-table sip in NEW_MODTABLE
vesbc(config-esbc-user-interface-sip)#

nat
[aHHasa komaHaa no3sonsieT ESBC paboTtaTb ¢ aboHEHTamMK, KOTOpble HaxoaaTcs 3a NAT.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) OTK/KOYAET UCMO/Ib30BaHNe MeXaHN3MOB
npeogonenus NAT.

comedia-mode

CuHTakcuc

nat comedia-mode { flexible | on | off }
no nat comedia-mode

MapameTpbl

flexible — npoBepsieT ncTouHNK BO BXxoAsiLLeM RTP-noToke n TpaHCAnpyeT ucxoasiumii notok Ha IP-agpec n
UDP-nopT, € KOTOPOro NpMHMMaEeTCs MeananoTok, B Criydae npepbiBaHns Bxoasulero RTP-notoka 6onee yem
Ha 1 cekyHAy, UCXOAALLMIA NOTOK NPOAO/MKAET TPAHC/IMPOBATLCS,;

on — NPoBEPSIET UCTOUMHUK BO BXoAsLeM RTP-noToke u TpaHCAUpyeT nexodsiunin notok Ha IP-aapec n UDP-
nopT, C KOTOPOro NPUHUMAETCA MeananoTokK, B C/lyvyae npepbiBaHus Bxoasuwero RTP-notoka 6onee yem Ha 1
CEeKyHAY, UICXOASALLNIA MOTOK NepecTaeT TpaHC/IMPOBaThLCS,

off — pexum NAT BbIK/HOUEH.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# nat comedia-mode on
vesbc(config-esbc-user-interface-sip)#

keep-alive-interval
JaHHasa komaHza no3BoONSAET 3a4aTb UHTEPBaUT 414 noanepxaHusa coegmHeHns 3a NAT.

Mcnonb3oBaHue oTpuuatensHoli hopmbl kKoMaHabl (N0) OTK/OYaET Noaaepkky coeanHeHust 3a NAT.

CuHTakcuc
nat keep-alive-interval <TIME>

no nat keep-alive-interval
MapameTpbl
<TIME> — BpeMs B cekyHOax, AN nogaepxaHusa curHasibHoro coegmHenmns 3a NAT. JonycTtumMble 3HaveHus: 0

- 65535.

3Ha4yeHue no ymon4yaHuio

OTkntoueHo(0).

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHaHbI pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# nat keep-alive-interval 30
vesbc(config-esbc-user-interface-sip)#

rename

[aHHasa kKomaHAa No3BOMSIET NEPENMEHOBATL CO3/laHHbIi aB0OHEHTCKMIA MHTepdieiic.

CuHTakcuc
rename <NEW_NAME>
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MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHue user-interface.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# rename NEW_NAME_USER_INTERFACE
vesbc(config-esbc-user-interface-sip)#

route-table
[aHHasi KomaHaa No3BONSET NPUBSA3aTh TabNULY MapLIpyTHU3aLMK K aBOHEHTCKOMY UHTEpPAIEiCy.

Micnonb3oBaHune oTpuLaTesibHo hopMbl KOMaH bl (N0) OTBA3LIBAET Ta6/IULY MapLLpyTM3aLUum oT
abOHEHTCKOro uHTepdeiica.

CuHTakcuc
route-table <NAME_ROUTE_TABLE>

no route-table

MapameTpbl

<NAME_ROUTE_TABLE> — Ha3BaHue TabnuLbl MapLLpyTU3aLnn.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# route-table NEW_ROUTE_TABLE
vesbc(config-esbc-user-interface-sip)#

222



E-SBC. CnpaBoyHuUK komaHp, CLI

security profile
[aHHaa komaHa no3BonseT NpmMBA3aTb Npodnab 6e30nacHOCTM K abOHEHTCKOMY MHTepdeiicy.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) OTBsI3bIBAET NPON/IbL 6e30MacHOCTM OT a6OHEHTCKOIo
nHTEepdeiica.

CuHTakcuc

security profile <NAME_SECURITY_PROFILE>
no security profile

MapameTpbl

<WORD> - Ha3BaHue npodunnsa 6e30nacHOCTU.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# security profile SECURITY_PROFILE_NAME
vesbc(config-esbc-user-interface-sip)#

sip profile
[JaHHasa komaHga no3sonset npueasatb SIP-npodn/ib K aBOHEHTCKOMY MHTepeiicy.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (No) oTBA3bIBaeT SIP-npodusib 0T aGOHEHTCKOTO
nHTEepdeiica.

CuHTaKkcuc
sip profile <NAME_SIP_PROFILE>

no sip profile

MapameTpbl
<NAME_SIP_PROFILE> — Ha3BaHue SIP-npodunns.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# sip profile NEW_NAME_SIP_PROFILE
vesbc(config-esbc-user-interface-sip)#

sip transport
[aHHasa komaHaa No3BonsieT Npus3aTb SIP-TpaHCNOPT K aBOHEHTCKOMY MHTepdelicy.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (No) 0TBA3bIBAET SIP-TpaHCcnopT OT a60HEHTCKOrOo
NHTepdeiica.

CuHTakcuc
sip transport <NAME_SIP_TRANSPORT>

no sip transport

MapameTpbl
<NAME_SIP_TRANSPORT> — Ha3BaHue SIP-TpaHcnopTa.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesbc(config-esbc-user-interface-sip)# sip transport NEW_SIP_TRANSPORT
vesbc(config-esbc-user-interface-sip)#

KomaHAbl MOHUTOPUHra

show esbc active calls

[JaHHas komaHza ncnonb3yercs 418 NPocMoTpa MHpopMaL i 06 akTUBHBIX CECCUSAX.
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B BbIBOZE conepxumTCs 06LLee KOIMYeCcTBO akTUBHBIX ceccui, ID ceccun, gnmTenbHOCTb Bbi3oBa, CGPN ao
moandukaummn, CDPN o mogmdukaumm, MMs Bbi3biBatoLLE CTOPOHBI, UMS Bbi3biBaeMoi CTOpOHbl, CGPN
nocne mogudpukaumu, CDPN nocne mogndpmkaumm.

CuHTakcuc

show esbc active calls

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
ROOT

Mpumep

vesbc# show esbc active calls
Total call sessions: 4
ESBC active sessions:

Session 1id Duration CGPN CDPN Source Destination CGPN CDPN
(sec) unmodified unmodified modified

modified

50300000000004c 8 24001 23002 uac (trunk) uas (trunk) 24001 23002

50300000000004d 7 24002 23003 uac (trunk) wuas (trunk) 24002 23003

50300000000004e 6 24003 23004 uac (trunk) wuas (trunk) 24003 23004

50300000000004f 5 24004 23005 uac (trunk) wuas (trunk) 24004 23005

show esbc black-list
JaHHaa komaHga ncnosb3yercsa 4/ NpocMoTpa cnucka 3abnoknposaHHbIX agpecos, AOR n User-Agent.

B BbIBOAE conepXMTCA 3a6/10KMPOBaHHbIN agpec, npuyunHa 610knpoBkm, AOR, KONMYECTBO HAKOMTEHHbIX
owwmn6ok AOR, TaiimayT 1 BpeMs 6/10KMPOBKU.

aor
[aHHasa KomaHaa ncnosnb3yercsa A/1s1 NPoCMoTpa cnmncka 3abnoknposaHHbIxX AOR.

B BbIBOAE COAEPXUTCA 3a610KNPOBaHHbIN AOR, npnunHa 6110KMPOBKKM, KONNMYECTBO HAKOMN/IEHHbIX Own60K AOR,
BpeMS MPOLLEHNS N BpEMEHHAS MEeTKa G/10KMPOBKM.

CuHTakcuc
show esbc black-1list aor [<LINE>]
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MapameTpbl

<LINE> - cTpoka gsimHon o 255 cumBo0B, BbIBOAMT BCe 3abnoknpoBaHHble AOR, cogepxatime aTy CTPOKY.

Heo6xoauMbIii ypoBeHb NpuBUierui

15

KoMaHAHbIV pexum
ROOT

Mpumep

vesbc# show esbc black-list aor 2400

AOR black-Tlist:

E-SBC. CnpaBoyHuUK komaHp, CLI

24001@10.25.72.35
24002@10.25.72.35
24003@10.25.72.35
24004@10.25.72.35
24005@10.25.72.35
24006@10.25.72.35
24007@10.25.72.35
24008@10.25.72.35
24009@10.25.72.35

user-agent

[aHHas KomaHa UCnonb3yeTcs A8 NPOCMOoTPa cncka 3a61okMpoBaHHbIX User-Agent.

B BbIBOAE COAEPXUTCA 3a6/10KMPOBaHHbIN UA, npuunHa 6/10KMPOBKKU, KOIMYECTBO HAKOMMEHHbIX OLUNG0K UA,

PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET

FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING

=

BpPEMSI NPOLLEHMS N BPEMEHHAA MeTKa 6/T0KMPOBKM.

CuHTakcuc

show esbc black-list user—-agent [<LINE>]

MapameTpbl

<LINE> — cTpoka anuHoi o 255 cMmBO/OB, BbIBOAUT BCE 3a6n0knpoBaHHble User-Agent, cogepxatime sty

CTPOKY.

Heob6xoaumbili ypoBeHb NPUBUMETAIA

15

KomaHgHbIii pexum
ROOT

Forgive
time 1in
minutes

Time of blocking

2025-07-25
2025-07-25
2025-07-25
2025-07-25
2025-07-25
2025-07-25
2025-07-25
2025-07-25
2025-07-25
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Mpumep

vesbc# show esbc black-1list user-agent a

User-agent black-list:

E-SBC. CnpaBoyHuUK komaHp, CLI

UA Ban reason UA error
count
aaaa PACKET FLOODING 25

Forgive Time of blocking
time 1in
minutes

57 2025-07-25 05:08:22

[laHHasa KomaH4a ucnonb3yeTcs 418 NPoCMOoTpa cnucka 3abnoknpoBaHHbIX IP-aapecos.

B BbIBOAE cOaepXMTCA 3a6/10KMPOBaHHbIN agpec, npuunHa 610knpoBkuM, AOR, KONNMYECTBO HAKOMIEHHbIX
ownbok AOR, Bpemsi 6/TOKMPOBKM 1 BpEMEHHAs1 METKa G/TOKUPOBKMN.

CuHTakcuc
show esbc black-1list ip [<ADDRESS>]

MapameTpbl

<ADDRESS> - 3a6nokumpoBaHHbIii agpec B popmate A.B.C.D nam X:X:X:X:X.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
ROOT

Mpumep

vesbc# show esbc black-1list 1ip 10.25.72.35

IP black-Tlist:

IP address Ban reason AOR

10.25.72.35 IP BLOCKED 24021@10.25.72.35
ATTRIBUTES LIMIT

show esbc statistics

Blocking Time of blocking
timeout
in minutes

,ﬂ,aHHaﬂ KOMaHa UCNosib3yeTca Anqa npocmMmoTpa CTatTUCTUKn B TeKyLLI,VII7I MOMEHT BPEMEHMN. Bce METPUKN

pasfeneHbl Ha BXOAALME U UCXOASLLME.
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MeTpVKM AN BbI30OBOB:

* CALLS PER SECOND - Konn4ecTBO BbI30BOB B CEKYHAY;

* CALL LEGS - aKTnBHbI€ BbI30BblI;

+ REQUESTS IN CALL - 3anpocbl B pamkax INVITE-ceccuiz;

+ RESPONSES IN CALL - otBeTbl B pamkax INVITE-ceccuii;

« ANSWERED CALLS - oTBeYeHHble BbI30BbI;

+ CALLS TO WRONG NUMBER - BbI30Bbl Ha HEBEPHbIi HOMEP, YBENIMYMBAETCA NPU NOSTyYEHUN OTBETOB
404, 410, 484, 485, 604 Ha vHuuyunpyowmii INVITE;

+ BUSY CALLS - BbI30BbI Ha 3aHATOrO, yBeNuMunBaeTcsa npu nosaydeHnn oteetos 486, 600 Ha
nungunpytowmii INVITE;

+ NO ANSWERED CALLS - BbI30BbI 6€3 0TBETa, YBEe/IMunBaeTcs npu nonyyvyeHnn oreetos 408, 480, 487 Ha
nungunpytowmii INVITE;

* FORBIDDEN CALLS - 3anpeLyeHHble BbI30BbI, yBe/MuYMBaeTcs npu nonyyeHun orsetos 403, 603 Ha
nungunpytowmii INVITE;

* UNAUTHORIZED CALLS - HeaBTOpM30BaHHbIE BbI30BbI, YBE/IMYMBAETCA NpK nostyyeHnn oteeTos 401,
407 Ha nHnuunpytowmii INVITE;

+ 3XX CODES - yBenuuvBaeTcs npv nony4vyeHun to6oro 3xx oteeta Ha nHmuumupyowmii INVITE;

+ 4XX CODES - yBenuuuBaeTcsi npu nonyyeHun no6oro 4xx oteeta (ecnm He nognagaet nog gpyrune
ycnoBusi) Ha nHnumnpytowmii INVITE;

+ 5XX CODES - yBenuuvBaeTcs npv NosyvyeHunr toboro Sxx oreeta Ha nHmuummnpyowmii INVITE;

+ 6XX CODES - yBenuumBaeTcsi npu nony4yeHun nob6oro 6xx oteeta (ecnm He nognagaeT nog gpyrue
ycnoBusi) Ha nHuummnpyowmii INVITE.

MeTpUKN ANns perncTpawmii:

* REGISTERS PER SECOND — KonM4ecTBO perncrpauuii B cekyHay;

* REGISTER TRANSACTIONS - He3aBepLUeHHble peructpauun, ysenuumsaetcs npu nonydyenum REGISTER,
yMeHbLUaeTcs npu nonydyeHun donHasibHoro oteeta Ha REGISTER,;

+ RESPONSES - otBeTbl Ha REGISTER;

* SUCCESS REGISTERS - ycneluHble peructpauuuy;

+ REQUEST TIMEOUT - peructpauun ¢ UICTEKLLINM BPEMEHEM OXMAAHUA OTBETA, yBE/IMYMBAETCA NP
nonyyeHun oteeta 408 Ha REGISTER;

+ FORBIDDEN REGISTERS - 3anpeLlueHHble peructpauun, ysennumsaeTcs npy nonyyeHum orsetos 403,
603 Ha REGISTER;

* UNAUTHORIZED REGISTERS - HeaBTOpM30BaHHbIE perucrpawmny, yBenimymBaeTca npu nonyyeHum
otBeToB 401, 407 Ha REGISTER;

* INTERVAL TOO BRIEF - pernctpauuu co CNvLIKOM KOPOTKUM Expires, yBenimunsaeTcs npu nonyyeHum
otBeTa 423 Ha REGISTER;

+ 3XX CODES - yBenuuusaetcs npu nonyyveHum foboro 3xx oteeta Ha REGISTER,;

+ 4XX CODES - yBenuuuBaeTcsi npu nonyyeHun noboro 4xx oteeta (ecnm He nognagaeT nog gpyrue
ycnosus) Ha REGISTER,;

+ 5XX CODES - yBennuusaetcs npu nonyyveHum oboro 5xx oteeta Ha REGISTER,;

+ 6XX CODES - yBenuuuBaeTcsi npu nonyyeHun nob6oro 6xx oteeta (ecnm He nognagaeT nog gpyrue
ycnosus) Ha REGISTER.

MeTpurKM ANa NoANUCOK:

+ SUBSCRIBES PER SECOND - Konn4yecTBO NoAnncoK B CEKYHAY;

+ ACTIVE SUBSCRIBES — akTuBHble NOANUCKY, YBENTMUMBAETCS NPU NOSYYEHUN YCMELLHOIo OTBeTa Ha
SUBSCRIBE, ymeHbLIaeTCca npy MCTEYEHUN MOANUCKY;

+ REQUESTS IN SUBSCRIBE - 3anpocbl B pamkax SUBSCRIBE-ceccwuij;

+ RESPONSES IN SUBSCRIBE - oTBeTbl B pamkax SUBSCRIBE-ceccuij;

+ SUCCESS SUBSCRIBES - ycneLuHble Nognucku;

+ REQUEST TIMEOUT - nognucky ¢ NCTEKLIMM BPEMEHEM OXUAAHUA OTBETA, YBENMYMBaAETCA Mpu
nonyyeHun oreeta 408 Ha SUBSCRIBE;
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+ FORBIDDEN SUBSCRIBES - 3anpelleHHble NMOANUCKN, yBENNYMBaETCA npu nony4vyeHun otsetos 403, 603

Ha SUBSCRIBE;

* UNAUTHORIZED SUBSCRIBES - HeaBTOpu30BaHHbIE perucrpaLmu, yBesimymBaeTcs npu nonyyeHum

otBeToB 401, 407 Ha SUBSCRIBE;

* INTERVAL TOO BRIEF - pernctpauuu co CNvLIKOM KOPOTKUM Expires, yBenimunaeTcs npu nonyyeHum

otBeTa 423 Ha SUBSCRIBE;
+ 3XX CODES - yBenuuusaetcs npu nonyyveHum moboro 3xx oteeta Ha SUBSCRIBE;

+ 4XX CODES - yBenuuuBaeTcsi npu nonyyeHun no6oro 4xx oteeta (ecnm He nognagaeT nog gpyrue

ycnosus) Ha SUBSCRIBE;
+ 5XX CODES - yBenuuusaetcs npu nonyyveHum moboro 5xx oreeta Ha SUBSCRIBE;

+ 6XX CODES - yBenuumBaeTcsi npu nonyyeHun nob6oro 6xx oteeta (ecnm He nognagaeT nog gpyrue

ycnosus) Ha SUBSCRIBE.
MeTpukun ans RPS:

+ REQUESTS PER SECOND - konuuyecTtBo SIP-3anpocoB B cekyHAy;
* INVITE PER SECOND - konunuectso INVITE B cekyHay;

* ACK PER SECOND - konuyectso ACK B cekyHAy;

* BYE PER SECOND - konnyectso BYE B cekyHay;

+ CANCEL PER SECOND - konnyectso CANCEL B cekyHay;

* REFER PER SECOND - konnyectBo REFER B cekyHay;

* PRACK PER SECOND - konu4yectso PRACK B cekyHAay;

+ SUBSCRIBE PER SECOND - konnyectso SUBSCRIBE B cekyHay;
* NOTIFY PER SECOND - konunuectso NOTIFY B cekyHay;

+ UPDATE PER SECOND - konuuectso UPDATE B cekyHay;

* OPTIONS PER SECOND - konnuyecteo OPTIONS B cekyHay;

* INFO PER SECOND - konuyectso INFO B cekyHay;

* REGISTER PER SECOND - konnyectBo REGISTER B cekyHay;

+ MESSAGE PER SECOND - konnuectso MESSAGE B cekyHAay.

CuHTakcuc

show esbc statistics { all | call | register | rps | subscribe } [<OBJECT_TYPE> [sip
[<KOBJECT>]11]

MapameTpbl

all — cymmapHbIii BbIBOA CTATUCTUKM BbI30OBOB, permctpaumii, RPS, nognucok;

call — BbIBOA, CTATUCTUKMN BbI3OBOB;

register — BbIBOZ, CTATUCTUKN perncTpauui;

rPS — BbIBOJ CTATUCTUKM MO UHTEHCMBHOCTK SIP-3anpocos;

subscribe — BbIBOA, CTaTUCTVKN NOAMMCOK.

<OBJECT_TYPE> — T1n 06bekTa, N0 KOTOPOMY BbIBOAUTCS CTATUCTUKA, NPUHUMAET 3HAYEHUS:

+ transport — cTaTucTvKa No BCEM TpaHcnopTam, eC/iM BHO He yKasaH onpeaeneHHbli;

+ trunk — cTatucTka No BCEM TpaHKaM, ECNIN IBHO He yKa3aH OnpefeNneHHbIi;

+ user-interface — ctatucTnka No Bcem abOHEHTCKUM MHTepdielicam, eC/n IBHO He yKa3aH
onpeneneHHbIi.

<OBJECT> — Ha3BaHue TpaHcnopTta/TpaHka/aboHeHTCKOro uHTepdeiica.

Heo6xoauMbIii ypoBeHb NpuBUierui
15
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KomaHaHbI pexum
ROOT
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Mpumep

vesbc# show esbc statistics all

ESBC global call counters:

CALLS PER SECOND 0 0
CALL LEGS 0 0
REQUESTS IN CALL 0 0
RESPONSES IN CALL 0 0
ANSWERED CALLS 0 0
CALLS TO WRONG NUMBER 0 0
BUSY CALLS 0 0
NO ANSWERED CALLS 0 0
FORBIDDEN CALLS 0 0
UNAUTHORIZED CALLS 0 0
3XX CODES 0 0
4XX CODES 0 0
5XX CODES 0 0
6XX CODES 0 0

ESBC global register counters:

REGISTERS PER SECOND 0 0
REGISTER TRANSACTIONS 0 0
RESPONSES 0 0
SUCCESS REGISTERS 0 0
REQUEST TIMEOUT 0 0
FORBIDDEN REGISTERS 0 0
UNAUTHORIZED REGISTERS 0 0
INTERVAL TOO BRIEF 0 0
3XX CODES 0 0
4XX CODES 0 0
5XX CODES 0 0
6XX CODES 0 0

ESBC global subscribe counters:

SUBSCRIBES PER SECOND 0 0
ACTIVE SUBSCRIBES 0 0
REQUESTS IN SUBSCRIBE 0 0
RESPONSES IN SUBSCRIBE 0 0
SUCCESS SUBSCRIBES 0 0
REQUEST TIMEOUT 0 0
FORBIDDEN SUBSCRIBES 0 0
UNAUTHORIZED SUBSCRIBES 0 0
INTERVAL TOO BRIEF 0 0
3XX CODES 0 0
4XX CODES 0 0
5XX CODES 0 0
6XX CODES 0 0
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ESBC global rps counters:

REQUESTS PER SECOND
INVITE PER SECOND
ACK PER SECOND

BYE PER SECOND
CANCEL PER SECOND
REFER PER SECOND
PRACK PER SECOND
SUBSCRIBE PER SECOND
NOTIFY PER SECOND
UPDATE PER SECOND
OPTIONS PER SECOND
INFO PER SECOND
REGISTER PER SECOND
MESSAGE PER SECOND

[cl ool ool oMol oMoMoloMoMolNo)
[ocl ool ol ool oNoloMololoNolNo)

show esbc trunks
[aHHasi KomaHaa Ucnonb3yeTcs A1 NPOCMOoTPpa MHGIOPMAaLMKN O TpaHKax.
B BbIBOZIE COAEPXKUTCS UMS, TUN, CTATyC TPaHKa 1 Bpemsi Noc/ieqHero u3MeHeHus cratyca.

MOXHO yKa3aTb UMsi TpaHKa AJ1s1 NoNyYeHus AeTasibHoM MHGopMaLmm

CuHTakcuc
show esbc trunks [sip] [<TRUNK_NAME>]

MapameTpbl
sip — npocMoTp MHdhopmMauun rno SIP-TpaHkam;
<TRUNK_NAME> - nms SIP-TpaHka 411 BbiBOAA AeTa/IbHON MHGOpMauumn no HEMY.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbI pexum
ROOT
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Mpumep

vesbc# show esbc trunks

Trunk Trunk type Status Last change time
NEW_TRUNK SIP Available 2025-04-15
03:43:25
vesbc#
vesbc# show esbc trunks sip NEW_TRUNK
Trunk Trunk type Domain Remote address Remote Status Last change time
port
NEW_TRUNK SIP 10.25.72.35 5063 Available 2025-04-15

03:43:25

show esbc users
[aHHasi KomaHga Ucnonb3yeTca A8 NpocMoTpa MHAopMaLUun 0 3aperncTprpoBaHHbIX abOHEHTax.
B BbIBogE coagepxumTtcs AOR aboHeHTa, TUM U KONMYECTBO KOHTAKTOB.

MoxHo ykazaTb AOR aGoHeHTa A5 Nony4YeHns AeTanbHOV MHhopmaLmn.

CuHTakcuc
show esbc users [sip] [<LINE>] [detailed]

MapameTpbl
sip — npocMoTp MHgopMaumn no SIP-aboHeHTawm;
<LINE> — cTpoka anuHoii o 255 cMMBO/OB, BbIBOAUT BCEX aOOHEHTOB, Yeii AOR coaepXuT 3Ty CTPOKY;,

detailed — npocmoTp getanbHo nHopMauumn o aboHeHTe, paboTaeT Tonbko ecnu B <LINE> yka3aH nosHblii
AOR.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbI pexum
ROOT

233



E-SBC. CnpaBoyHuUK komaHp, CLI

Mpumep

vesbc# show esbc users sip §
Total AORs: 1
Total Contacts: 1

User AOR User Contact
type count

55§192.168.88.127 SIP 1

vesbcit

vesbc#t show esbc users sip 55§192.168.808.127 detailed

User AOR: 55{#192.168.88.127

User type: SIP

Contact count: 1

IN User contact IP address of User Expires Registration  Trunk name IP address of OUT Trunk contact
user interface expires in registrar
name

<sip:55@192.168.80.27:5062;tra  192.168.80.27 abon 3688 3342 uas 18.25.72.35 <sip:55@1@.25.72.151:506@;tran

nsport=udp> sport=udp;line=52320013e287239%
€@4606bb5d3800315>

. .
show esbc white-list

[JaHHas KomaHa Ucnosb3yeTcs A8 NPocMoTpa 6e/10ro cnmcka.

B BbIBO/le COIEPXUTCS aApec 1 NpuunHa aobasneHns B cnucok (is configured — agpec cKoHGUIyprpoBaHHOTO
TpaHKa, is dynamic — agpec 3apercTpupoBaHHOIO a6OHEHTA).

CuHTakcuc

show esbc white-list [<ADDR>]

MapameTpbl

<ADDR> — agpec ans noucka B cnvicke B popmare |Pv4, IPv6 nnn fOMeHHOro uMeHu.

HeoOxoaumbivi ypoBeHb NPUBUETAIi
15

KoMaHAHbIV pexum
ROOT

Mpumep

vesbc# show esbc white-list

IP address Is dynamic Is
configured

10.25.72.35 No Yes

192.168.80.27 Yes No
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KomaHgbl ynpaBneHus

clear esbc active calls
[aHHasi KoMmaHaa Ucnonb3yeTcs ANs pas3pyLleHnst akTUBHbIX COeAUHEHWIA.

Mpu ncnonb3oBaHUn 6es napamMeTpoB pa3pyLllaloTCA BCE aKTUBHbIE COEANHEHUA.

CuHTakcuc

clear esbc active calls [ id <HEX> | trunk sip <WORD> | user-interface sip <WORD> ]

MapameTpbl
<HEX> - ID ceccuu, KOTOpYH HEOBXOAMMO paspyLUUTD;

<WORD> - Ha3BaHu1e TpaHka/aboHeHTCKOro nHTepdelica, Npy ykasaHuy BCe BbI30Bbl Yepe3 BbIOPaHHbIi
06beKT 6yayT 3aBepLUEHbI.

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
ROOT

Mpumep

vesbc# clear esbc active calls
vesbc#

clear esbc black-list
[aHHasi KoMaHAa UCnonb3yeTcsa A OUUCTKM YEPHOTO CnncKa.

Mpun ncnonb3oBaHUM 6e3 NapameTpPoB yAa/IATCA BCe 3anncu o 3abnoknposaHHbiX IP-agpecax, AOR, User-
Agent.

aor
JaHHaa komaHga ncnosnb3yercsa s yaaneHnsa 3abnokmposaHHbix AOR.

Mpwn ncnonb3oBaHUn 6e3 NapameTpoB yAasIATCA BCe 3abn0kMpoBaHHbie AOR.

CuHTakcuc
clear esbc black-1list aor [<LINE>]

MapameTpbl

<LINE> - cTpoka AnvHoi fo 255 cumsonos, yaanset AOR TONbKO Npu NOIHOM COBNAaAeHUN CO CTPOKOM.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ROOT

Mpumep

vesbc# clear esbc black-list aor
vesbc#

user-agent
[laHHasa komaHga ucnonb3yeTcs ANs yaaneHust 3abnoknpoBaHHbIx User-Agent.

Mpu ncnonb3oBaHuM 6e3 NnapaMeTpoB yaansoTCs BCe 3a6/10KnpoBaHHble User-Agent.

CuHTakcuc

clear esbc black-list user-agent [<LINE>]

MapameTpbl

<LINE> — cTpoka anuHoii go 255 cumBornos, yaansieT User-Agent To/bKO Npy NO/IHOM COBNafeHnNM CO CTPOKOIA.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
ROOT

Mpumep

vesbc# clear esbc black-list user-agent
vesbc#

ip
[JaHHaa komaHza ucnonb3yeTcsa oA yaaneHns 3ab10okMpoBaHHbIX IP-agpecos.

Mpu ucnonb3oBaHUM 6e3 NapaMeTpoB yAaIAOTCS BCe 3a6/10K1poBaHHble |P-agpeca.

CuHTakcuc

clear esbc black-list ip [<ADDRESS>]
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MapameTpbl

<ADDRESS> - 3a610kvpoBaHHbIii agpec B gpopmate A.B.C.D[/N] nnn X:X:X:X::X. Ans IPv4 agpeca ecTb
BO3MOXHOCTb BBECTM Macky MOACETH, NMPU yKa3aHun yAaniATCA BCe afpeca, BXOAALME B NOACETb.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIV pexum
ROOT

Mpumep

vesbc# clear esbc black-list -ip
vesbc#

clear esbc registration
[aHHasa komaHaa ncnosnb3yerca A/1si copoca akTUBHbLIX perncTpawlmnii aboHEHTOB.

Mpwn ncnonb3oBaHnn 6e3 NapamMeTpoB coOpachbIBaOTCS perncTpaumnm BCex aboOHEHTOB.

CuHTaKkcuc

clear esbc registration [pattern-aor <AOR> | user-interface sip <UI_NAME>]

MapameTpbl

<AOR> — macka, no koTtopoi 6yayT nckarbcs AOR 3apernctpupoBaHHbIX abOHEHTOB. MOXHO
MCNOJIb30BaTb perynsapHble BoipakeHus PCRE.;

<UI_NAME> - Ha3BaHue abOHEHTCKOro nHTepdeiica, Npy ykasaHnuy perncrpauum Bcex aboHeHTOB,
3aperncTpMpoBaHHbIX Yepes yKasaHHbIn nHTepdelic, 6yayT cOpoLlEHbI.

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
ROOT

Mpumep

vesbc# clear esbc registration
vesbc#
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8 HacTtpoiika TFTP-cepBepa

* dscp enable ip tftp server local-port dscp
* enable

* ip tftp server

* local-port

dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ucnonb3oBaHusa B IP-3arofioBke ncxogsawmx naketos TFTP-
cepsepa.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) ycTaHaBnmBaeT 3HadeHne DSCP no ymonuyaHuio.

CuHTakcuc

dscp <DSCP>
no dscp

MapameTpbl

<DSCP> - 3HaueHune koga DSCP, npuHumaeT 3HaueHve B gnanasoHe [0..63].

3Ha4yeHue no ymonyaHuio
0

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-TFTP-SERVER

Mpumep:
esr(config-tftp-server)# dscp 22
enable

[aHHoii komaHgon Bkntovaetcs TFTP-cepBep Ha MapLupyTM3aTope.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KoMaH bl (no) oTknouaet TFTP-cepsep.

CuHTakcuc

[no] enable

MapameTpbl

OTcyTCTBYIOT.
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3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# enable

ip tftp server
[laHHas KoMaH4a NepeBoAMT MapLLPYTM3aTop B peXUM KoHdurypuposaHusa TFTP-cepsepa.
Pa6ounm pasgenom TFTP-cepBepa siBnsietca flash:data/.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (No) oTkNtoyaeT TFTP-cepBep M yaansieT NpUMEHEHHbIE
HacTpolikn TFTP-cepBepa.

CuHTakcuc

ip tftp server vrf <VRF>

MapameTpbl

<VRF> — ums ak3emnnsipa VRF, 3agaetcsa cTpokoi 4o 31 cuMBona, B pamkax kotoporo 6yaet pabotatb TFTP-
cepsep.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbI pexum
CONFIG

Mpumep:

esr(config)# ip tftp server

local-port
[aHHoii komaHgon onpegensietca nopt TFTP-cepeepa Ha mapLupyTm3aTope.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc

local-port <PORT>

MapameTpbl

<PORT> — HOMep nopTa, NPUHUMAET 3HaueHne B gnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
69

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# local-port 6212
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9 Hactpoiika WEB-cepBepa

* ip http port

* ip http server
* ip https port

* ip https server

ip http port
[aHHoi KomaHaon onpegensieTcsa nopt http-cepsepa Ha ycTpolicTBe.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
ip http port <PORT>
no 1ip http port

MapameTpbl

<PORT> — HOMep NopTa, yKkasbiBaeTcs B AnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
80

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG

Mpumep

vesbc(config)# 1ip http port 80

ip http server
[aHHoih KomaHao BkNovaeTcs http-cepep Ha ycTpolicTBe.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH bl (No) oTkouaeT http-cepsep.

CuHTakcuc

ip http server
no ip http server

MapameTpbl

OTcyTCTBYIOT.

241



E-SBC. CnpaBoyHuUK komaHp, CLI

3HauyeHue No ymosi4aHuio

http-cepBep BbIK/tOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep
vesbc(config)# ip http server
ip https port

[aHHoii KomaHaon onpegensieTcsa nopt https-cepeepa Ha ycTpoiicTse.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc
ip https port <PORT>

no ip https port

MapameTpbl

<PORT> — HOMep nopTa, yka3biBaeTcs B AnanasoHe [1..65535].

3HaueHue no ymMmon4yaHuwo
443

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep

vesbc(config)# ip https port 443
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ip https server
[aHHol KomaHaon BkntovaeTcs https-cepsep Ha ycTpoiicTse.

icnonb3oBaHve oTpulaTesibHoii hopmMbl koMaHabl (N0) oTkouaeT https-cepsep.

CuHTakcuc

ip https server
no ip https server

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

https-cepsep BbIK/IHOYEH.

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep

vesbc(config)# 1ip https server
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10 Hactpoika DNS

* domain ip host

* domain lookup enable

* domain name

* domain nameserver

* show dns records

* show dns records negative
* show dns servers

domain ip host
JaHHaa komaHga onpegenset cratmyeckyto DNS-3anuce.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (N0) yaanseT 3anmchb.

CuHTakcuc
[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOo A0 253 CMMBOJIOB.

<IP> — |P-agpec xocTa, 3aaaétcs B Buge AAA.BBB.CCC.DDD, rge kaxaas yacTb NpvHMMaeT 3HadeHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

vesbc(config)# domain 1ip host eltex.loc 172.16.0.3

domain lookup enable
JaHHas komaHga Bknovaet paspewieHmne DNS-nmeH.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) BbiK/ItOUYaeT paspelleHne DNS-meH.

CuHTaKkcuc

[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoit fo 31 cMMBONna, B pamMkax KOToporo 6yfeT BK/Ilo4eHO
paspelueHre DNS-umeH.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

vesbc(config)# domain lookup enable

domain name
KomaHaa no3BonsieT HazHaunTb MMS IOMEHa A5 MapLUpyTusatopa.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) yAassieT UMst AoMeHa i1 MapLupyTM3aTopa.

CuHTaKkcuc
domain name <NAME>

no domain name

MapameTpbl
<NAME> - nms fomeHa mapLupytusartopa, 3agaétcs cTpokoi ot 1 go 31 cumsona.

HeobOxoaumbili ypoBeHb NPUBUETAi
10

KomaHZgHbIi pexum
CONFIG

Mpumep:
vesbc(config)# domain name eltex-co.ru
domain nameserver

JaHHas komaHga onpegenset IP-agpec DNS-cepBepa, ncnonb3yemoro gns paspewleHns DNS-uveH.

Vicnonb3oBaHue oTpuLaTenbHoli hopMbl KoMaH bl (no) yaanset aapec DNS-cepsepa.

CuHTakcuc

[no] domain nameserver <IP> [vrf <VRF>]
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MapameTpbl

<IP> - IP-agpec ncnonbzyemoro DNS-cepsepa, 3agaétca B suge AAA.BBB.CCC.DDD, roe kaxgasa yactb
npUHUMaEeT 3HaueHus [0..255];

<VRF> - nmsa aksemnnsipa VRF, 3agaetca cTpokoii fo 31 cMmBona, B pamkax KOToporo 6yaet NponucxoanTb
B3aumopgeicTtene ¢ DNS-cepsepom.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep:

vesbc(config)# domain nameserver 172.16.0.1

show dns records

[aHHOi KOMaH10/i BbIBOAMTCS K3l dns-3aniceld, KOTopble XpaHSATCs Ha YCTPoicTBe [0 uctedenust TTL.

CuHTakcuc

show dns records [ domain <NAME> | 1dip <IP> ]

MapameTpbl
<NAME> — ums xocTa, 3aaaétcsa CTPOKOon A0 253 CMMBO/IOB;

<IP> — IP-agpec xocTa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxaas yacTb NpuHUmaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbI pexum
ROOT

Mpumep:

vesbc# show dns records

Domain IP address Time to live
(d,h:m:s)
eltex-co.ru 62.109.9.104 00,00:09:51
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show dns records negative

[aHHOoI KOMaHA0M BbIBOAUTCA K3 HeratuBHbIX dns-3anuceil, KoTopble XpaHATCA Ha YCTPOWCTBE 40 UCTEUYEHNUS
TTL.

CuHTakcuc

show dns records negative [ domain <NAME> ]

MapameTpbl

<NAME> — nms xocTa, 3agaéTcsa CTPOKOoI A0 253 CMMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

vesbc# show dns records negative

Domain IP address Time to live
(d,h:m:s)
sadafplus.yandex.ru 213.180.204.242 00,00:09:38

show dns servers

[aHHOoI KomaHAoW BbIBOAUTCS CNMCOK HACTPOEHHbIX Ha YCTpoiicTBe dns-cepBepoB.

CuHTaKkcuc

show dns servers

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT
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Mpumep:

vesbc# show dns servers
DNS server Source

198.18.3.59 static
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11 HacTtpoinka mDNS-reflector

* clear ip mdns-reflector

* ip mdns-reflector

* ip mdns-reflector services
* show ip mdns-reflector

clear ip mdns-reflector

[aHHasn komaHaa o6HoBAsieT AaHHble B kawe mDNS-reflector.

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeoGxoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# clear 1ip mdns-reflector

ip mdns-reflector

E-SBC. CnpaBoyHuUK komaHp, CLI

[JaHHas komaHga fo6aBnsieT nHTepdelic B koHdurypaumto cepeuca mDNS-reflector. s 3anycka cepsuca

HY>XHO BK/IIOUMTb B KOHCpUrypaLmio MAHUMYM ABa MHTepdieiica.

Vicnonb3oBaHue oTpuuaTenbHoii koMaHAapl (no) yaanseT nHtepdeiic n3 KoHdurypauum ceperca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He coaepXuT napameTpos.
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3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-IF-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

[aHHaa komaHaa aktusmpyet comnbtpaumtio cepsmcoB mMDNS. Cepsucel, ykasaHHble B object-group <NAME>,
OyayT paspeLleHsbl, BCe oCTaslbHble ByayT 3anpeLleHbl. Ecnm cnucok dounstpaumm nycT, To 6yayT AOCTYMNHbI
BCE CEPBUCHI.

icnonb3oBaHue oTpuuaTenbHoit kKoMaHAabl (No) oTkoUaeT dmbTpauuto cepsrcoB mMDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>
no ip mdns-reflector services

MapameTpbl

<0OBJ-GROUP-URL-NAME> - nmsa npodmna URL-agpecos, 3agaétcs CTpokoi Ao 31 cumsona.

3HaueHue No yMmo4yaHuio

OrtcyTtcTBYET.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep

esr (config)# object-group url test

esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit

esr (config)#

esr (config)# ip mdns-reflector services test

show ip mdns-reflector

[aHHasi KomaHga BbIBOANUT CNNCOK cepBMCOB M3 kala mMDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

<IF> — nHTepdeiic nnu rpynnbl UHTepAIeicoB, 3aJaéTcs B BUAE, ONMMCAHHOM B pasaesne Turs! 1 nopsiaok
MMeHOBaHMs MHTEePECOB MapLLPYyTMU3aTopa;

<NAME> - nms npodunsa URL-agpecos, 3agaétcsa cTpokoii ao 31 cumsona.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoaumbili ypoBeHb NPUBUETAIA
1

KomaHZHbIi pexum
ROOT

251



Mpumep

esr# show ip mdns-reflector
Interface IP address Hostname Service Port

0.10 WEP-12ac.local _brcm-sb._tcp 80

0.10 WEP-12ac.local _telnet._tcp 23
br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

0.10 WEP-12ac.local _http._tcp 80
br21 172.21.0.10 WEP-12ac.local _https._tcp 443
gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _eppc._tcp 3031
gil/0/2.20 172.20.0.11 Book-tester-7.local _rfb._tcp 5900
gil/0/2.20 172.20.0.11 Book-tester-7.local _smb._tcp 445
gil/0/2.20 172.20.0.11 Book-tester-7.local _airplay._tcp 7000
gil/0/2.20 172.20.0.11 Book-tester-7.local _raop._tcp 5000
gil/0/2.20 172.20.0.11 Book-tester-7.local _teamviewer._tcp 2020

[ol ool ol oM olNol

esr# show ip mdns-reflector service ssh

Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil1/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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12 HacTpolika 06LLecMCTEMHbIX NapaMeTpoB

* O6wue napameTpsbl

alias

hostname

set unitid

show cpu network-load

show cpu history

show cpu processes

show cpu utilization

show licence-manager status
show system

show system id

show unit id

system config-confirm timeout
system cpu load-balance overload-threshold
system fan-speed

system prompt

system utilization softgre disable
update licence-manager licence

* HacTpolika noAkoUeHnst K cepeepy IMLEH3MPOBaHS

descriprtion
enable

host address
host port

ip vrf forwarding
licence-key
licence-manager
location

show licence
system-name

O6wue napamMmeTpbl

alias

E-SBC. CnpaBoyHuK KomaHz CLI

[aHHas KomaHJa AaeT BO3MOXHOCTb HACTPOWTL YKOPOUEHHbIe/CneunuyHbIe KOMaH bl B pas/inyHbIX

KOMaHAHbIX

Mcnonb3oBaHue oTpuLaTeNbHON DOPMbI KOMaH bl (N0) yaansieT 3anmchb.

pexnmax.

A [ns aktrBauum HAaCTpoeHHbIX alias Heo6xoanMmo nepenogxnounTees K CLI MapLupyTusaTopa.

CuHTakcuc

alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl

<ALIAS_NAME> - nms HOBO#1 KOMaHApbl.

<MODE> - Ha3BaH\s KOMaHZHOro pexumMa, B KOTOPOM MPUCYTCTBYET HOBas KoMaHaa:
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+ aaa-ldap-profile-configure;
+ config;

+ config-aaa-das-profile;

+ config-aaa-radius-profile;
+ config-access-profile;

+ config-acl;

+ config-acl-rule;

+ config-address-assignment-pool;
+ config-antispam-profile;

+ config-antispam-profile-rule;
+ config-archive;

« config-bgp;

+ config-bgp-af;

+ config-bgp-aggregate;

+ config-bgp-group;

+ config-bgp-group-af;

+ config-bgp-group-af-vrf;

+ config-bgp-listen;

+ config-bgp-local-as;

« config-bgp-neighbor;

+ config-bgp-neighbor-af;

+ config-bgp-neighbor-af-vrf;
+ config-bgp-vrf;

« config-bgp-vrf-af;

+ config-bgp-vrf-aggregate;
« config-bgp-vrf-group;

« config-bgp-vrf-listen;

+ config-bgp-vrf-local-as;

+ config-bgp-vrf-neighbor;

+ config-bridge;

+ config-cellular-modem;

« config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-cluster;

+ config-cluster-unit;

+ config-content-provider;

+ config-crypto-sync;

+ config-das-server;

+ config-dhcp-server;

« config-dhcp-server-failover;
+ config-dhcp-server-vendor-specific;
+ config-dhcp-vendor-id;

+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-failover;

+ config-firewall-failover;

+ config-gre;

+ config-http-profile;

+ config-if-e1;

« config-if-gi;

+ config-ifte;
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« config-iftwe;

« config-if-fo;

« cpnfig-if-hy;

+ config-if-loopback;

« config-if-multilink;

+ config-if-port-channel;

+ config-if-qing;

+ config-if-serial;

+ config-if-sub;

« config-ike-gw;

+ config-ike-keyring;

« config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

« config-ips;

+ config-ips-auto-upgrade;
+ config-ips-category;

+ config-ips-category-rule;
« config-ips-category-rule-advanced;
+ config-ips-content-filter;
+ config-ips-policy;

+ config-ips-policy-vendor;
+ config-ips-policy-vendor-category;
« config-ips-upgrade-user-server;
+ config-ipsec-policy;

+ config-ipsec-proposal;

« config-ipsec-vpn;

+ config-ipvé-dhcp-server;
« config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

« config-ipvé-pl;

« config-ipvé-wan-rule;

+ config-ipvé-wan-target;
+ config-ipvé-wan-target-list;
+ config-isis;

+ config-key-chain;

+ config-key-chain-key;

+ config-12tp;

« config-12tp-server;

+ config-12tpv3;

« config-12vpn;

+ config-12vpn-autodiscovery-bgp;
+ config-l2vpn-eompls;

+ config-12vpn-pw;

+ config-l2vpn-pw-class;
+ config-ldap-server;

+ config-ldp;

+ config-ldp-af;

+ config-ldp-af-if;

+ config-ldp-neighbor;

+ config-licence-manager;
+ config-line-aux;

+ config-line-console;
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+ config-line-ssh;

+ config-line-telnet;

+ config-It;

« config-mailserver;

+ config-mailserver-domain;

« config-mpls;

+ config-net-policy;

« config-netflow-host;

« config-ntp;

+ config-object-group-address-port;
+ config-object-group-application;
+ config-object-group-cf-kaspersky;
« config-object-group-content-filter;
+ config-object-group-email;

+ config-object-group-mac;

+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;

+ config-openvpn;

+ config-openvpn-server;

+ config-openvpn-server-user;
+ config-ospf;

« config-ospf-area;

+ config-ospf-vlink;

« config-pl;

+ config-policy-map;

+ config-ppp-user;

+ config-pppoe;

« config-pptp;

+ config-pptp-server;

+ config-profile;

+ config-radius-server;

« config-rip;

+ config-ripng;

+ config-route-map;

+ config-route-map-rule;

+ config-security-zone;

+ config-security-zone-pair;

+ config-security-zone-pair-rule;
+ config-sflow-host;

« config-sla-responder;

+ config-sla-test;

+ config-snat;

+ config-snat-pool;

+ config-snat-rule;

+ config-snat-ruleset;

+ config-snmp;

+ config-snmp-host;

+ config-snmp-user;

+ config-subscriber-control;

+ config-subscriber-default-service;
+ config-subtunnel;

+ config-syslog-destination;

« config-syslog-file;
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+ config-syslog-host;

« config-tacacs-server;

+ config-tftp-server;

+ config-track;

+ config-user;

« config-vlan;

« config-vrf;

+ config-vtj;

+ config-wan-rule;

+ config-wan-target;

+ config-wan-target-list;

+ config-wireguard;

+ config-wireguard-server;
+ config-wireguard-server-peer;
+ config-wireguard-peer;
+ config-wlc-failover;

+ config-zabbix-agent;

+ config-zabbix-proxy;

+ debug;

* root;

*+ root-change-expired-password.

<COMMAND> - cTpoka pa3mepoM 96 cumsosios. KomaHga CLI. BBogutcs NosIHOCTLIO, 6€3 cokpalyeHuii. Ans
BBOJa KOMaH/bl U3 HECKO/IbKNX CNIOB 06paMnseTcs ABONHbIMU KaBblYKaMU.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alias qwe root "show version"

hostname
KomaHaa no3BonsieT Ha3HauMTb CEeTeBOE UMS NS MapLUpyTMU3aTopa.

Mcnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (N0) yCTaHAB/IMBAET UMSI MapLLpPyTU3aTopa No yMosi4aHuio.

CuHTaKkcuc
hostname <NAME> [ unit <ID> ]

no hostname [ unit <ID> ]

MapameTpbl
<NAME> - ceTeBOe 1Ms MapLupyT13aTopa, 3a4aéTca CTPOKOW A0 63 CMMBO/OB;

<ID> - HOMep toHWTa, NPUHUMAET 3HaveHus [1..2].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

3HayeHue No ymosiMaHuio

esr-10/esr-12v/esr-12vf/esr-15/esr-15r/esr-15vf/esr-20/esr-21/esr-30/esr-31/esr-100/esr-200/esr-1000/
esr-1200/esr-1500/esr-1511/esr-1700/esr-3100/esr-3200/esr-3200L/esr-3300/vesr — B 3aBUCUMOCTU OT
MOZeNnn MmapLipyTm3artopa.

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# hostname router-1l.eltex-co.ru

set unit id

[laHHOV KOMaH/10Vi BLICTAB/MSIETCS HOMEP lOHKTA YCTPOIACTBA.

CuHTakcuc

set unit id <ID>

MapameTpbl

<ID> — HOMEp OHUTA, NPUHMMAET 3HadYeHus [1..2].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
ROOT

Mpumep

esr# set unit id 2
Unit ID will be 2 after reboot

show cpu network-load

[laHHOli KOMaHAOo OCYLLECTBNAETCA NPOCMOTP Harpy3ku, NPoOn3BoAMMOlE CETEBLIM TpaduKoMm.
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CuHTakcuc

show cpu network-load

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMmbIii ypoBeHb NnpuBuierui

1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show cpu network-load

CPU ID CPU load

0 0
1 49413
2 46812
3 49229
4 0

5 53019
6 39699
7 49726
8 39789
9 36876
10 53041
11 49010
12 53082
13 63027
14 52722
15 55165

Heaviest session

80.88.157.57 >
172.129.22.57
80.88.157.75 —>
172.129.22.75
172.129.22.41 >
80.88.157.41
80.88.157.77 >
172.129.22.77
80.88.157.79 —>
172.129.22.79
172.129.22.45 >
80.88.157.45
172.129.22.61 ->
80.88.157.61
80.88.157.59 >
172.129.22.59
172.129.22.5 —>
80.88.157.5
172.129.22.47 >
80.88.157.47
172.129.22.13 >
80.88.157.13
80.88.157.69 —>
172.129.22.69
80.88.157.73 >
172.129.22.73
80.88.157.71 —>

+ CPU ID - Homep sgpa CPU;
+ CPU load - 3arpyska sigpa CPU (pps);

+ Heaviest session — ceccus, koTopas HarpyxaeT aapo CPU 6onbLue BCero;

Session
weight

9863
9804
9779
9775
9679
9896
9650
9617
10001

9924
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+ Session weight — ytunusauus ceccum (pps).

show cpu history

[aHHOoI KOMaHAoM OCYyLeCTBAETCS NPOCMOTP UCTOPUKX UCNOb30BaHUA pecypcos CPU.

CuHTakcuc

show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]

MapameTpbl

average | max — yka3sbIBaeT, ICTOPMIO KaKOW CTAaTUCTUKM HEOGXOAMMO BbIBOAUTD, YCPEAHEHHYHO UK
MaKCMMasibHy0 3a UHTepBasl. Be3 ykasaHusi 4aHHOrO K/ltoua BbIBOAUTCS UCTOPWST YCPEAHEHHOV CTATUCTUKM
(average).

<CPU> — BO3MOXHO yka3aTb Homep KoHKpeTHoro CPU, no koTopomMy 6yAeT BbIBOAUTLCA NCTOPUSA CTATUCTUKN
ncnosnb3oBaHusa pecypcos CPU. bes ykazaHusa Homepa CPU 6ygeT BbiBOgMTLCA UHAOpMaLms no scem CPU,
NCNONb3YIOLWUMUCA CUCTEMOA.

<TIMER> — B kayecTBe napamMeTpoB 41 AaHHOIO K/iloya MOTYT BbICTYNaTh:

*+ hours — oTo6paxaeT ncToputo 3a nocnegHne 72 yaca;

* minutes — oTobpaxaeT ncToputo 3a nocnegHme 60 MUHYT;

+ seconds — oTo6paxaeT nctoputo 3a nocnegHve 60 cekyHz,

* Mpw oTcyTCcTBMM KNtoYa timer BbiBOAATCA 3 Tab/MLbl UICTOPUM CTATUCTUKM Mcnob3oBaHmsa CPU.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show cpu history max cpu 0

CPUO
Last
util
100
90
80
70
60
50
40
30
20
10
0 2

t1
Last
util
100
90
80
70
60
50
40
30
20
10

60 seconds:
ization, %

# #i#t

# #i#t
HH#HHHHHH A
R I
5 50
me, 5 sec.
60 minutes:
ization, %

#
#
#

#

##

##

##

HH# # #

HH# # #

HF HF HF HF HF

#

# # #
# # #

HEHHAHAHHHHAH AR H AR R R R H R R R

0 5 10 15 20 25 30 35 40 45 50 55 60

Last

util

100
90
80
70
60
50
40
30
20
10

72 hours:
ization, %

# # #

# #H##
# #H##
HHEH#H#H
HHEH#H#H
HHEH#H#H
HHEH#H#H

H H HF HF HF H

time, min.

##
##
##
##
##
##
##

HERHAHAHHAHAH AR A HAH SR H AR H AR R
HERHAHAHHAHAH AR A HAH SR H AR H AR R
HERHAHAHHAHAH AR A HAH SR H AR H AR R

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70

show cpu processes

time, hours
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[JlaHHOI KOMaH/10Vi OCYLLIECTB/SIETCS NPOCMOTP MUCMo/b30BaHUA pecypcoB CPU-npoueccamu.
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CuHTakcuc

show cpu processes [ active | name <PROCESS_NAME> ]

MapameTpbl
active — CMMCOK aKTMBHbIX NPOLECCOB;

name — nMmAa KOHKPETHOro npotecca.

Heo6xoauMmbIii ypoBeHb NnpuBuierui
15

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show cpu processes

PID Name CPU 5s CPU 1m CPU 5m Memory Runtime
(d,h:m:s)

1384 Routing 0.00% 0.13% 0.13% 0.32% 00,00:45:46
474 Modem-cfgmgr 0.00% 0.00% 0.00% 0.30% 00,00:00:56
724 ESRFS 0.00% 0.02% 0.00% 0.10% 00,00:00:57
447 File-mgr 0.00% 0.00% 0.00% 0.72% 00,00:02:51
620 Modem—-mgr 0.00% 0.00% 0.00% 0.32% 00,00:00:18
472 IPC-mgr 0.00% 0.00% 0.00% 0.08% 00,00:00:45
468 E1D 0.00% 0.00% 0.00% 0.12% 00,00:00:31
305 SYSLOG 0.00% 0.00% 0.01% 0.23% 00,00:02:07
297 HAVEGEd 0.00% 0.00% 0.01% 0.14% 00,00:03:58
239 Device-mgr 0.00% 0.02% 0.01% 0.11% 00,00:01:13
319 RNGd 0.00% 0.02% 0.02% 0.03% 00,00:07:00
371 Service-mgr 0.00% 0.02% 0.01% 0.14% 00,00:03:45
363 Cp-mgr 0.00% 0.00% 0.00% 0.13% 00,00:01:25
366 Session-mgr 0.00% 0.00% 0.00% 0.14% 00,00:01:05
373 REXd 0.00% 0.00% 0.00% 0.17% 00,00:00:53
367 Lb 0.00% 0.00% 0.00% 0.07% 00,00:00:18
368 Alarm-mgr 0.00% 0.00% 0.00% 0.09% 00,00:00:43
359 Syslog-mgr 0.00% 0.00% 0.00% 0.16% 00,00:01:25
358 Ipc-hub 0.00% 0.13% 0.14% 0.23% 00,00:51:46
372 AAA-mgr 0.00% 0.00% 0.00% 0.23% 00,00:00:42
370 Systemdb 0.00% 0.02% 0.03% 0.15% 00,00:09:11
374 SFP-mgr 0.00% 0.02% 0.00% 0.22% 00,00:01:20
362 If-mgr-ng 0.00% 0.00% 0.00% 0.27% 00,00:01:33
369 Env-mgr 0.00% 0.03% 0.04% 0.23% 00,00:15:00
360 Lic-mgr 0.00% 0.03% 0.04% 0.24% 00,00:14:03
361 If-mgr 0.80% 0.60% 0.65% 0.36% 00,03:54:54
365 Cfgsync-mgr 0.00% 0.07% 0.02% 10.85% 00,00:37:08
364 Oi-mgr 0.20% 0.08% 0.08% 3.09% 00,00:31:08
31093 CLI 0.00% 0.10% 0.02% 0.58% 00,00:00:01

262



E-SBC. CnpaBoyHuUK komaHp, CLI

show cpu utilization

[JaHHol KoMaH0M OCyLLEeCTBSETCA NPOCMOTP UCNo/b30BaHusA pecypcos CPU.

CuHTakcuc

show cpu utilization

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHAHbIi pexum
ROOT

Mpumep:

esr# show cpu utilization

CPU Last Last Last
5 sec 1 min 5 min
(0] 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%

show licence-manager status

[aHHoi KomaHa0l OCyLECTBNAETCA MPOCMOTP UHopMaLMK O B3auMoaeicTBmn ¢ cepeepom ELM.

CuHTaKkcuc

show licence-manager status
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show licence-manager status

ELM server type: root

Last request status: success

Last request to licence server: 2024-08-12 08:57:07
Next request to licence server: 2024-08-12 09:57:07

show system

[ aHHO KOMaH/10Vi OCYLLECTBSIETCS MPOCMOTP NapaMeTPOB OKPYXEHWS YCTPOIACTBA.

CuHTakcuc

show system

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT
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Mpumep:

esr# show system
System type:
System name:
Software version:
Hardware version:

System uptime (d,h:m:s):

System MAC address:
System serial number:

Eltex ESR-1000 Service Router

esr-1000

1.24.0 build 1[d9bdbda] (2024-08-01 18:06:41)
1v3

00,00:04:05

A8:F9:4B:AA:03:A0

NPO1000O50

Main power supply installed: Present
Main power supply status: Ok
Reserve power supply installed: Absent
Fan Level: 46%
Fan Table
Fan 1 Fan 2 Fan 3 Fan 4
Status ok ok ok ok
Temperature Table
CPU Sensor 1 Sensor 2 Sensor 3
Temperature, C 63 39 37 49
Memory Table
Total, MB Used, MB Free, MB
RAM 3798.25 1643.50 (44%) 2154.75 (56%)
FLASH 20.00 1.06 (6%) 18.94 (94%)

show system id

[laHHOV KOMaH/10¥i OCyLLIECTB/SIETCS NPOCMOTP CEepUiiHOTO HoMepa YCTpolicTBa.

CuHTakcuc

show system -id

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbI pexum
ROOT

E-SBC. CnpaBoyHuUK komaHp, CLI
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Mpumep:

esr# show system -d
Serial number:
NPO1000023

show unit id

[aHHOI KOMaH/10¥i NpoCcMaTpPUBaETCSl HOMEpP TEKYLLIETO HOHKTA YCTPOICTBA, a Takke HOMEep HHWUTA YCTPOICTBa,
KOTOpbIV GyAEeT NPUMEHEH MOC/e Nnepesarpysku.

CuHTakcuc

show unit 1id

Heob6xoaumbili ypoBeHb NPUBUMETAIA
10

KomaHZgHbIi pexum
ROOT

Mpumep

esr# show unit -id
Unit ID is 1
Unit ID will be 1 after reboot

system config-confirm timeout

[JaHHas KomaHga onpeaensieT MHTepBa BPEMEHU OXNAaHUS AN NOATBEPXAEHUS TEKYLLE KOHUrypaLmu.
Ecnu koHdourypauust He 6yaeT NoATBEPXKAEHA, TO NOC/E UCTEUEHNSI BpEMEHWN OXUAAaHUS NPOU30IAAET OTKaT Ha
npeablayLiyo NPUMEHEHHYI KOHUrypaLmio.

icnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.

CuHTakcuc
system config-confirm timeout <TIME>

no system config-confirm timeout

MapameTpbl

<TIME> — nHTepBas1 BpeMeHU OXUAaHUA NMOATBEPXAEHUS pe3epBNpPOBaHMA KOHpurypauuu, npuHumaeT
3HaueHue B cekyHaax [120..86400].

3HauyeHue No ymosiyaHuio
600
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# system config-confirm timeout 1200

system cpu load-balance overload-threshold

[laHHan komaHa onpeaensieT noporoBoe 3HauyeHne Harpysku siapa CPU (CPU load), npy koTopom 3anyckaeTcs
MexaHn3M nepebanaHcupoBKK ceccuin mexay sapamu CPU.

icnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc
system cpu load-balance overload-threshold <CPU-LOAD>

no system cpu load-balance overload-threshold

MapameTpbl
<CPU_LOAD> - 3HaueHue nopora cpabatbiBaHust nepe6anaHcmposku [1000-200000].

3HauyeHue No ymosiMaHuio
30000 — gns ESR-1x;

60000 — ansa octanbHbIX Moaenei ESR.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbI pexum
CONFIG

Mpumep:

esr(config)# system cpu load-balance overload-threshold 15000
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system fan-speed

[JaHHas koMaHAa NoALePXUBAETCS TOMbKO Ha MapLupyTu3aTopax
ESR-100/200/1000/1200/1500/1511/1700/3100/3200/3300.
KomaHga onpenensiet pexvm paboTbl CUCTEMbI OX/TaXKAEHMS.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
system fan-speed { auto | max }

no system fan-speed

MapameTpbl
auto — pexxum aBTOMaTUYECKOro peryimpoBaHus;

maxX — pexnM MakCUMaJibHOIo OXN1aXXaAeHUA.

3HauyeHue No ymosi4aHuio
auto — ans ESR-100/200/1500/1511/1700;
max — ansa ESR-1000/1200.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# system fan-speed auto

system prompt

KomMaHaa nsmeHsieT cTpoky npurnawenusi B CLI ycTpoiicTBa, N03B0/1SIA 0TO6Pa3nTb 3aaHHy0 MHGIOpMaLMio B
yKkazaHHOM chopmaTe. I3MeHeHUs1 NpMMEHSATCS Nocsie NoBTOpHoro Bxoga B CLI. dopmart 3agaetcs ¢
ncnonb3oBaHuem "prompt" nnm 'prompt’, a MHoOPMaLUMOHHbIE KUK 3aknoyarTcs B %key%.

icnonb3oBaHue oTpuLaTesibHOi (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET CTPOKY MPUI/IaLLEeHNs N0 YMOTYaHWIO.

CuHTakcuc

system prompt <PROMPT>
no system prompt
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MapameTpbl
<PROMPT> = kntouu, AOCTYMHble A/ UCMNO/1b30BaHUS:

* \n — nepeHoc CTPOKY,;

* U — BbIBOAMT HOMEP /IOKAJIbHOTO HOHUTE,

* h — BbIBOgMT hostname ycTpoIiCcTBa;

* I — BbIBOAUT POJib STIOKA/ILHOTO toHUTA B cluster;

* S — BbIBOAUT CTaTyC MOMHOWN CUHXPOHM3aLmK B cluster;

+ v<NUM><VRF> - BbiBOgUT cTaryc vrrp id, rae <NUM> — Homep vrrp id; <VRF> — HanmeHoBaHwue VRF,
€C/I1 NPUCYTCTBYET;

+ vg<NUM><VRF> — BbIBOAMT cTaryc vrrp group, rae <NUM> — Homep vrrp group; <VRF> — HanmeHoBaHve
VRF, ecniv npucyTcTByer.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# system prompt 'Cluster: %s% | Unit: %u% | State: %r%\nVRRP:\nVRRP id 1: %v1%'
esr(config)# end

esr(config)# commit

esr(config)# confirm

Configuration has been confirmed. Commit timer canceled.

esr# exit

esr login: admin

esr login: password

hhkkkkkhkkhkkhkkhkkhkkhkhkkhkkkhkkhkkkhkhkkkhkkhkkhkkkhkkhkkkhkkkhkkkkkkkkk

* Welcome to ESR *
*hkkhkkhkkhkhkkkhkhkkhkhkhkkhkhkhkkhkhkkhkhkhkkhkhkhkkhkhkhkkhkhkkhkkhkhkkhkhkhkkhkkkhkkhkhkkhkkkk

Cluster: Yes | Unit: 1 | State: Active
VRRP:
VRRP id 1: Mastert#

system utilization softgre disable
[laHHas kKomaHAa Ucnonb3yeTcs A1 OTKYEHUsT NnoacyeTa 3arpyxeHHocTy SoftGRE-TyHHeneid.

Vicnonb3oBaHue oTpuLaTeNibHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] system utilization softgre disable
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

lMoacyeT BK/IOYEH.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system utilization softgre disable

update licence-manager licence

E-SBC. CnpaBoyHuUK komaHp, CLI

[laHHas kKoMmaHAa No3BOSIET NPUHYAMTENBHO OTNPaBUTL 3anpoc Ha cepeep ELM ans nonyyeHus aktyanbHol

NHChOpMALIMK O NINLIEH3MK, HE A0XMAAsICb TaliMepoB.

CuHTakcuc

update licence-manager licence

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
5

KomaHgHbIii pexum
ROOT

Mpumep:

esr# update licence-manager licence
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HacTpoliika nogknoueHus K cepBepy SIMLEeH3UPoBaHUsA

descriprtion

,ﬂ,aHHOVI KOMaHﬂ,OVI BbIMOJTHAETCA NSMEHEHNE ONNCaHUA.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) yaanseT onucaHue.

CuHTakcuc

[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — onucaHwue, 3aaéTcsa CTPOKOM 40 255 CMMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-LICENCE-MANAGER

Mpumep:

esr(config-licence-manager)# description protected-server

enable
[aHHol KOMaH/01 BKNHOYAETCA MeHeIpKep NMLEH3UPOBAHMSI.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbI KOMaH bl (N0) OTK/OYAET ero.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbI pexum
CONFIG-LICENCE-MANAGER

E-SBC. CnpaBoyHuUK komaHp, CLI

271



E-SBC. CnpaBoyHuUK komaHp, CLI

Mpumep:

esr(config-licence-manager)# enable

host address

[JaHHoii KomaH 1ol 3aA4aéTcs afpec cepeepa NMLEH3NPOBaHMSI.

CuHTakcuc
host address { <ADDR> | <IPV6-ADDR> | <WORD> }

MapameTpbl

<ADDR> — IP-agpec cepBepa, 3agaétca B Buge AAA.BBB.CCC.DDD, rge kaxxgast 4HacTb NPUHUMAET 3HAYEHUS
[0..255];

<IPV6-ADDR> — IPv6-afipec cepBepa, 3aaéTcs B Buae X:X:X:X::X, rae kaxaas 4acTb NPUHUMAET 3HaYeHus B
wecTHaguatepuyHom chopmarte [0..FFFF];

<WORD> - DNS-ums cepsepa, 3agaétcsa cTpokoin 4o 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
CONFIG-LICENCE-MANAGER

Mpumep

esr(config-licence-manager)# host address elm.eltex-co.ru

host port
[JaHHoi komaHpaoli 3agaétca Homep TCP-nopTa cepBepa NMLEH3MPOBaHNS.

icnonb3oBaHue oTpuuaTesnibHoi dhopMbl KOMaHzbl (No) yaanset Homep TCP-nopra.

CuHTakcuc

host port <PORT>
no host port

MapameTpbl

<PORT> - Homep TCP-nopta, npuHumaeT 3HaueHus [1..65535].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-LICENCE-MANAGER

Mpumep

esr(config-licence-manager)# host port 8098

ip vrf forwarding
[aHHoi KomaHaol 3agaétca nms akdemnnsipa VRF, B KoTopom 6yaeT pabotaTb MEHEMKEP TNLLEH3NPOBAHUS.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yaansieT npuBs3Ky K aksemnsipy VRF.

CuHTaKkcuc

[no] 1ip vrf forwarding <VRF>

MapameTpbl
<VRF> - nmsa VRF, 3agaétcsa cTpokoli 4o 31cumBonoB.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
CONFIG-LICENCE-MANAGER

Mpumep

vesbc(config-licence-manager)# ip vrf forwarding LOCAL_VRF

licence-key
[aHHoi KomaHaol 3aaaéTca NMUEH3NOHHBIN Kol VESBC anst ayteHTMdukaumm Ha cepeepe ELM.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAansieT aToT K/ou.

[aHHbI napameTp He06X0AMMO yKasblBaTb TO/IbKO Ha ycTpolicTBe VESBC.

CuHTakcuc

licence-key <KEY>
no licence-key

273



E-SBC. CnpaBoyHuUK komaHp, CLI

MapameTpbl

<KEY> — NIMLEH3NOHHbIN KoY, 3a4aETCA CTPOKOM A0 128 cMMmBONOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-LICENCE-MANAGER

Mpumep

vesbc(config-licence-manager)# licence-key 1BC29B36F623BA82AAF6724FD3B16718

licence-manager

[laHHOV KOMaH/10¥i OCYLLIECTB/ISIETCS NEPEXOA, B PEXUM KOHIMIYPUPOBaHUS MEHEMKepa NNLEH3NPOBaHMSI.

CuHTakcuc

licence-manager

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# licence-manager

location
[aHHoli KomaH0I 3a1aéTcsl TEKCTOBOE OnucaHne, KOTopoe nepefaércst Ha cepeep ELM.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yaanseT 3To onucaHue.

CuHTakcuc

location <WORD>
no location

274



E-SBC. CnpaBoyHuUK komaHp, CLI

MapameTpbl

<WORD> - onucaHwue, 3aaéTcsa CTPOKOI 40 255 CMMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-LICENCE-MANAGER

Mpumep

esr(config-licence-manager)# location "Server room in Novokuznetsk office <3"

show licence

[aHHasi KomaHga CnyxuT ans npocmoTpa MHopMauumn 06 akTUBHbIX NINLIEH3NSIX YCTPOCTBA.
Feature — HanmeHoBaHMe napamMeTpa NINLEH3NN;

Source — UCTOYHUK, U3 KOTOPOro Gblsia NoslyYeHa NNLEH3NS:

« ELM - nuueH3una 6bina nonyyeHa ot Eltex Licence Manager;
* File — nuueHsunsa 6bina 3arpyxeHa us taiing;
+ Boot - niMueH3uns 6bina yctaHoBneHa Ha nponssoacTae Eltex.

State — cocTOsIHVE NIULEH3NN:

+ Active — napameTp IMLEH3UN NPUMEHEH;
- Candidate — napameTp nuUeH3uK ByAeT NPUMEHEH NOC/e nepe3arpysku yCTPoiCTBa;
+ Unsupported - napameTp N1LEH3MK He NoadepxaH Ha aToii Bepcum MO.

Value - 3HaueHve napameTpa /IMLEeH3nY;
Valid from - Bpemsi Hauana aencTema napameTpa NNLEH3NK;

Expiries — BpeMsl OKOHUaHUA AeliCTBUS NapameTpa NNLEH3UN.

CuHTakcuc

show licence

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHaHbI pexum
ROOT
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Mpumep:

vesbc# show licence

Feature Source State Value Valid from Expiries
ESBC-LIMIT-MAX-CALLS ELM Active 50000 -- --
ESBC-LIMIT-MAX-CPS ELM Active 1000 -- --
ESBC-VIRTUAL-LIMIT-DEFAULT ELM Active true -- --
ESBC-VIRTUAL-LIMIT-NET ELM Active 10000000000 -- --

system-name
[aHHoi KomaH 1oV 3a4aéTCcs TEKCTOBOE VMS YCTPOICTBa, KOTopoe nepeaaétcs Ha cepeep ELM.

icnonb3oBaHue oTpuLaTeNibHOi (DOpPMbl KOMaH bl (N0) NPUCBaVBAET 3TOMY UMEHMN 3HAUYEHVE N0 YMOTYAHUIO.

CuHTakcuc

system-name <WORD>
no system-name

MapameTpbl

<WORD> - nms4, 3agaéTtcs CTpokoi Ao 253 cumeona.

3HaueHue No yMmo4aHuio

Mo ymonuaHuio 3HaueHne system-name coBnagaet ¢ hostname.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-LICENCE-MANAGER

Mpumep

esr(config-licence-manager)# system-name main-office
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13 YnpaBneHue cUCTeMHbIMU Yacamu

* clock timezone

* burst

* iburst

* key

* maxpoll

* minpoll

* ntp access-addresses

* ntp authentication enable

* ntp authentication key-chain
* ntp authentication trusted-key
* ntp broadcast-client enable
* ntp dscp

* ntp enable

* ntp ipv6 source address

* ntp object-group query-only
* ntp object-group serve-only
* ntp peer

* ntp poo

* ntp server

* ntp source address

* prefer

* setdate

* show date

* show ntp configuration

* show ntp peers

* version

clock timezone

[aHHOoI KomaHAoM ycTaHaBNMBaETCS YacoBOM NOSC.

E-SBC. CnpaBoyHuK KomaHz CLI

Vicnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET YaCOBOI NOSIC MO YMO/TYAHWIO.

CuHTaKcuc
clock timezone <OFFSET>

no clock timezone

MapameTpbl

<OFFSET> — 0603Ha4eHune 30HbI, Coaepxallee cABur B Yyacax oTHocuTenbHo Greenwich Mean Time,

NPUHUMAET 3HaueHus [gmt-12 .. gmt +12].

3Ha4yeHue no ymonyaHuio

gmtO

HeoGxoaumblii ypoBeHb NpuUBUIernii
15
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# clock timezone gmt +7

burst

[aHHOoI KomaHAoM BKNHOYaeTCs OTnpaBKa HECKO/bKMX NakeToB BMECTO OAHOrO, Koraa cepeep AOCTYNeH Aans
TOYHOIO M3MEPEHNS MKUTTepa C 60NbINMN NHTEpPBaiaMn onpoca. KoimyecTBo nakeToB B cepum
onpeaenseTcs pasHuLein Mexay TekyLel 9KCNOHEeHTOM onpoca U MUHUMaIbHO 3KCMOHEHTOM onpoca Kak

cTeneHb 2 (a8oiiki) no chopmyse: burst = min(2(hpoll-minpoll) gy _ 4,
roe:

min(x) — doyHKUMS, BbiGMpatoLLlasi HAVMEHbLLEE 3HAYEHNE M3 ABYX NEePEMEHHbIX, NEPEUNCIEHHbIX Yepes
3anaTylo B CKOGKax;

hpoll — cteneHb Tekywero nHTepBana onpoca nupa;
minpoll - cTeneHb MMHMMaNLHOTO MHTEpPBasIa onpoca nvpa.

icnonb3oBaHue oTpuLaTeNibHOi (DOPMbl KOMaH bl (N0) BbIK/TOYAET OTNPABKY HECKO/bKMX NAKeTOB Npu
YCTaHOB/EHNWN COEAVHEHNS.

CuHTakcuc
[no] burst

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmo4aHuio

BbIk1to4EHO.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# burst
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iburst

[laHHOI KoMaHAol BKIKOYAETCs OTnpaBka BOCbMY NAKETOB BMECTO OAHOr0 Npv MHULMamM3aLum
CMHXPOHM3aL/MN HaCOB C MUPOM, YTO NPUBOANT K COKpaLLEHNIO BPEeMEHN CUHXPOHM3aL M. MNoce AOCTMKEHMUS
CUHXPOHM3aLMKN YNC/I0 OTNPAB/ISIEMbIX MAKETOB COoKpallaeTcst A0 3HadYeHust minpoll.

wn

@ Ora onuyna cunTaetca "arpeccuBHOIA" AN HeKOTOpbIX My6nuHbIX NTP-cepBepoB, eé BK/IIoUeHe MOXET
NPVUBECTY K OLUIMOKAM UM OTKa3y CUHXPOHU3ALUN.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (NO) BbIK/TOYAET OTNPABKY HECKO/bKMX NAKETOB Npu
paspbiBe COeAVHEHNS.

CuHTakcuc

[no] dburst

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# iburst

key
[aHHoI KomaHAoW onpeaensieTcs K4 U3 CNMcKa AOBEPEHHbIX K/OYEN.

icnonb3oBaHue oTpuLaTesibHol hopMbl KOMaHAbl (NO) yAansieT NPUBSI3KY K ykazaHHOMY K/louy.
CuHTakcuc
key <ID>

no key

MapameTpbl

<ID> — ngeHTUpmKaTop K4a, 3aaeTcs B AvanasoHe [1..255].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# key 245

maxpoll

[aHHasi KoMmaHga ycTaHaB/IMBaeT MakCMMa/lbHOE 3HaYeHMEe NHTEPBas1a BPEMEHN MeEXAY OTNPaBKOWA
coobLueHnin NTP-cepaepy.

icnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc
maxpoll <INTERVAL>

no maxpoll

MapameTpbl

<INTERVAL> — makcnmMasnibHOe 3HadyeHue nHTepBasia onpoca. lNapamMeTp kKoMaHAbl NCNOJIb3YETCH Kak
nokasarteflb CTENeHN ABOMKN MPU BbIYUCNEHNN OINTENbHOCTU MHTEPBaUIa B CEKYHAAX, BbIYMCASETCA NyTEM
BO3BE/IeHVs1 [1BOVKW B CTEMNEHb, 3a/laHHYI0 NapaMeTpPoM KOMaH/bl, MPUHMMAaET 3HaueHue [4..17].

3HayeHue No ymosiMaHuio

10 (219 = 1024 cekyHabl unu 17 MUHYT 4 CeKyHAb).

HeobOxoaumbili ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# maxpoll 11
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minpoll

[JaHHas KoMaH4a ycTaHaBNMBaeT MUHYMa/IbHOE 3HAYEHME VHTepBasia BpEMEHU MeXAy OTNpaBKol
coobuweHnii NTP-cepsepy.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
minpoll <INTERVAL>

no minpoll

MapameTpbl

<INTERVAL> — MnH1masibHOe 3HaYeHne nHTepBasia onpoca B CekyHaax, BbIUNCIAETCA nyTeM BO3BELAEHMWS
[BOViKM B CTEMNEHb, 3ajaHHYI0 NapaMeTpoM KOMaH/bl, NPYHUMAET 3HaueHue [1..6).

3HauyeHue No ymosi4aHuio

6 (26 = 64 ceKyHAbl UM 1 MUHYTA 4 CEKYH[IbI).

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# minpoll 4

ntp access-addresses

[laHHOI KomMaHAol onpeaensieTcs CNUCOK AOBEPEHHbIX IP-aapecoB, C KOTOPbIMU MOXET NPOMCX0ANTL 06MEH
ntp-naketamu.

icnonb3oBaHune oTpuuaTesibHoi hopMbl KOMaH bl (NO) yAANSieT ykasaHHbI CMUCOK.

CunHTtakcuc
ntp access-addresses <NAME>

no ntp access-addresses

MapameTpbl
<NAME> - nms npodmns IP-agpecos, 3agaétcs cTpokoit Ao 31 cumBona.
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3Ha4yeHue no ymonyaHuio

dunsTpaLma oTKIIOYEHA.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

object-group network TIME
ip prefix 10.0.0.0/25
ipve prefix 2001::/64
exit

esr(config)# ntp access-addresses TIME

ntp authentication enable

[JaHHas KomaHa BKoYaeT ayTeHTudmkaumio ans NTP-npoTokona.

E-SBC. CnpaBoyHuUK komaHp, CLI

Vicnonb3oBaHue oTpuLaTeNibHo (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ntp authentication enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmo4aHuio

BbIk1to4EHO.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp authentication enable
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ntp authentication key-chain

[JaHHas komaHza onpeaenseT Habop naponeii gNs ayTeHTUUKaLMm Yepes anropuTm xewumnposaHuns mdS c
CEepBEpPOM, NPOM.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yAaNsIeT NPUBS3KY K HAG0PY Naposeil.

CuHTakcuc
ntp authentication key-chain <KEYCHAIN>

no ntp authentication key-chain

MapameTpbl

<KEYCHAIN> — ngeHTudmkaTop cnmncka Knoyen, 3agaétcsa cTpokoli o 16 CMBOSIOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep:
esr(config)# ntp authentication key-chain lock
ntp authentication trusted-key

[aHHoi KomaHaol onpeaensieTcs CNMCOK A0BEPEHHbIX KHOUEN N3 Habopa Kndeii.

icnonb3oBaHune oTpuuaTesnibHo hopMbl KOMaH bl (NO) yAANSeT yKkasaHHbI K/tou.

CuHTaKkcuc

[no] ntp authentication trusted-key <ID>

MapameTpbl
<ID> - naeHTMdUKaTop KU, 3aAaeTcs B gnanasoHe [1..255].

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# ntp authentication trusted-key 25

ntp broadcast-client enable

[aHHol KoMaHZOo BKNHOYAETCA peXxnm npuéma LWmnpokKoBeLLaTenbHbIx coobleHnin NTP-cepsepoB 415
rno6anbHON KoHMrypaumm n Bcex cyuectsytowmx VRF. MaplipytrnsaTtop pabotaeT B kayectBe NTP-kivneHTa.
Ecnu B KoHpurypaumm yctporictea 3agaHbl NTP-nupbl 1 cepBepbl, TO B LUMPOKOBELLATE/TbHOM PEXME OHU
UTHOPUPYHOTCA.

Vicnonb3oBaHue oTpuLaTeNibHOi POPMbl KOMaH bl (N0) BbIK/TOUYAET LIMPOKOBELLATENbHbIA PEXIM.

CuHTakcuc

[no] ntp broadcast-client enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmo4aHuio

BbIktoueH.

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp broadcast-client enable

ntp dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ncnonb3oBaHna B IP-3arosioBke ncxogsimx naketos NTP-
cepsepa.

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.
CuHTakcuc

ntp dscp <DSCP>
no ntp dscp
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MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HauyeHue No ymosiyaHuio
46

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp dscp 40

ntp enable

E-SBC. CnpaBoyHuUK komaHp, CLI

[laHHOI KOMaHAOV BK/HOYAETCS CUHXPOHM3ALMSE CUCTEMHbIX YacOoB C yAa/leHHbIMY CepBepamim No NPoToKosy

NTP ansa rno6anbHoi koHdUrypaumm n Bcex co3gaHHbix VRF.

icnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaHzbl (NO) BbIK/THOUYAET CUHXPOHM3aLMI0 Mo NpoTokony NTP.

CuHTakcuc

[no] ntp enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymon4yaHuio

Bbik/1to4eHo.

Heob6xoaumbili ypoBeHb NPUBUETAI
10

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp enable
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ntp ipv6 source address

JaHHaa komaHga ncnonbayercs A4 ykaszaHusa source-IPve-agpeca ansa NTP-nakeToB /15 BCex peer.

Micnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (N0) ycTaHaBnmBaeT source-IPvée-aapec ans NTP-naketoB

no ymo/si4aHuio.

CunHTakcuc
ntp ipv6 source address <IPV6-ADDR>

no ntp ipv6 source address

MapameTpbl

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétcsa B Buge X:X:X:X::X, rge kaxgas yactb NpuUHUMaeT
3HauYeHus B LIecTHaguaTepuuyHom dpopmarte [0..FFFF].

3HauyeHue No ymosi4aHuio

IPv6-agpec nHTepdeiica, ¢ kotoporo otnpasnseTca NTP-naker.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp ipv6 source address fc@0::1

ntp object-group query-only

[JaHHasi KomaHa BKYaeT pexum query-only, orpaHnunBatoLmii B3ammogeiictene no NTP ans
onpefeneHHoro npocuns IP-aapecoB, BXOAALMX B 3Ty rpynny. B 3TOM pexume NpUMeHsIoTCcsl cneaytolime
OrpaHNuYeHNs: 3anpeLLleHa CYUHXPOHN3aLMS BPEMEHN MEXAY OfHOPaHroBbIMK nupamun. OTBeTbl Ha NTP-
3anpochl (oTAa4a BpeMeHu) n 06MeH control messages paspeLLeHbI.

icnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaHbl (N0) OTK/OYAET AaHHbIE OrPaHNYEHNS.

CuHTakcuc
ntp object-group query-only <NAME>
no ntp object-group query-only

MapameTpbl

<NAME> - ums npodmnns IP-agpecos, 3agaétcsa cTpokoin 4o 31 cumBona.
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3HauyeHue No ymosi4aHuio

Pa6oTa ¢ NTP-nupamu HU4YeM He orpaHnynBaeTCs.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp object-group query-only OG-NTP-QO

ntp object-group serve-only

[JaHHasi KomaHa BK/UYaeT pexum serve-only, orpaHnumBatowmii B3avmogeiicteme no NTP ans
onpefeneHHoro npocuns IP-aapecoB, BXOAALMX B 3Ty rpynny. B 3TOM pexume NpUMeHsIoTCsl crneaytolime
orpaHMuyeHns: 3anpeLleH o6MeH control messages ¥ CUHXPOHU3ALMSI BPEMEHW MeX[y OAHOPAHTOBbIMI
nupamun. OTBETHI Ha Ntp-3anpochkl (0TAaya BpEMEHN) pa3peLleHbl.

Vicnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaHbl (N0) OTK/OYAET AaHHbIE OrPaHNYEHNS.

CuHTakcuc
ntp object-group serve-only <NAME>

no ntp object-group serve-only

MapameTpbl

<NAME> - ums npodmnns IP-agpecos, 3agaétcsa cTpokoin 4o 31 cumBona.

3HaueHue No yMmo4aHuio

Pa6oTta ¢ NTP-nupamu HAYEM HE OrpaHMyYnBaeTcs.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp object-group serve-only OG-NTP-SO
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ntp peer

[JaHHas KomaH[a 1crnonb3yeTca 19 YCTaHOBNEHUA NapTHepPCKMX oTHoLeHnA mexay NTP-cepsepamu un
nepexoga B koMaHgHbI pexxum CONFIG-NTP-PEER.

NTP-cepBep Ha MapLupyTM3aTope paboTaeTt B pexmnme ABYCTOPOHHEN akTUBHOCTM C yaaneHHbiM NTP-
cepBepoM, ykazaHHbIM B KOMaHze. B cnyyae notepu CBA3W O4HOMO 13 NapTHepOB ¢ BblwecTosAwmM NTP-
CepBepoM OH CMOXET CUHXPOHU3MPOBaTbL BPEMS M0 cepBepy-napTHepy.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaHbl (No) yaansieT 3agaHHoro NTP-napTHepa.

CuHTakcuc
[no] ntp peer { <ADDR> | <NAME> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> - |P-agpec napTtHepa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxaas yacTb NPMHUMAET 3HAYEHUA
[0..255];

<NAME> — DNS-nms cepBepa, 3agaétcs cTpokoi go 31 cumBona;

<IPV6-ADDR> — IPv6-agpec naptHepa, 3agaétcs B Buge X:X:X:X::X, rge Kaxgas 4yacTb NpuHUMaEeT 3HaYeHns B
wecTHaguarepuyHom cdopmare [0..FFFF];

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cumBona, B paMmkax KoToporo 6yaet paboTartb
NTP-napTHep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp peer 10.100.100.1
esr(config-ntp-peer)#

ntp pool

[aHHan komaHaa ncnonb3yetcsa ans cosaaHns NTP-pool n nepexoga B komaHAHbIN pexum CONFIG-NTP-
POOL.

[vpekTnBa pool no3BonsieT guHammnyeckn nonyyatb IP-agpeca cepBepoB 13 ykazaHHOro nyna. Korga cepeepbl
CTaHOBATCA HeAOCTYMHbLIMW, OHM OTOpPAachIBAOTCS, a HOBbIE CEPBEPbLI A06aBNAOTCA HA NETY, NO3TOMY B /1060
MOMEHT MOXHO YCNELLHO ONPOCUTbL ONpPeAeIeHHOE KOIMYECTBO CEPBEPOB.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (No) yaansieT 3agaHHblii NTP-pool.

CuHTaKkcuc
[no] ntp pool { <ADDR> | <NAME> | <IPV6-ADDR> } [ vrf <VRF> ]
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MapameTpbl

<ADDR> - IP-agpec cepBepa, 3agaétca B uae AAA.BBB.CCC.DDD, rae kaxgasa yacTb NpUHUMAaET 3Ha4YeHuUs
[0..255];

<NAME> — DNS-nms cepBepa, 3agaétcs CTpokoi no 31 cumBona;

<IPV6-ADDR> — IPv6-agpec cepsepa, 3agaétca B Buae X:X:X:X::X, rae kaxaasa 4acTb NpYHUMaeT 3Ha4eHus B
WwecTHaguatepuyHoM chopmare [0..FFFF];

<VRF> - nms aksemnnspa VRF, 3agaetca cTpokoii o 31 cumBona, B paMmkax Kotoporo 6yaet paborartb
NTP-cepsep.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp pool 10.100.100.3
esr(config-ntp-pool)#

ntp server

[aHHaa komaHaa ncnonb3yetcsa ansa cosgaHms NTP-cepeepa 1 nepexoga B koMaHAHbI pexxum CONFIG-NTP-
SERVER.

MapLupyTr3aTop pa6oTaeT ¢ ykazaHHbIM NTP-cepBepoM B pexumMe OfIHOCTOPOHHE aKTUBHOCTU. B JaHHOM
pexume oKasibHbIe Yachl MapLLpyTU3aTopa MOryT CUHXPOHM3MPOBAaThLCS ¢ yaaneHHbIM NTP-cepBepom.

icnonb3oBaHue oTpuLaTesibHOi hopMbl KOMaH bl (N0) yaanseT 3aaaHHbIin NTP-cepBep.

CuHTakcuc
[no] ntp server { <ADDR> | <NAME> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> — IP-agpec cepBepa, 3agaétca B Buge AAA.BBB.CCC.DDD, rge kaxxgast 4HacTb NPUHUMAET 3HA4YEHUS
[0..255];

<NAME> — DNS-ums1 cepBepa, 3agaétcsi CTPokoli Ao 31 cMmBona;

<IPV6-ADDR> - IPv6-azipec cepsepa, 3a4aéTca B Bue X:X:X:X::X, rae Kaxaas yacTb NPUHUMAET 3HAYEHUs B
LwecTHaguaTepuuHom dpopmarte [0..FFFF];

<VRF> — ums ak3emnnsipa VRF, 3agaetca cTpokoi Ao 31 cumBona, B pamkax KoToporo 6yaet paboTatb
NTP-cepBep.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp server 10.100.100.2
esr(config-ntp-server)#

ntp source address
JaHHasa komaHga ucnonb3yetca Ana ykasaHua source-IP-agpeca ana NTP-nakeTtoB 415 BCex peer.

icnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHAbl (NO) ycTaHaBmBaeT source-IP-agpec ansa NTP-nakeToB no
YMOTHaHNI0.

CunHTtakcuc
ntp source address <ADDR>

no ntp source address

MapameTpbl

<ADDR> - IP-agpec, 3aaétca B Buae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb NpuHUMaeT 3HaueHus [0..255].

3Ha4yeHue no ymon4yaHuio

IP-agpec nHTepdeiica, c kotoporo otnpasnseTca NTP-naker.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
10

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp source address 10.100.100.2

prefer

KomaHga oTmeuaeT AaHHblii NTP-cepBep kak NpeanoyuTUTe NbHbI Npy BbIGOPE U3 CNCKa AOCTYMHbIX
(akTvBHbIX) NTP-cepBepoB. [aHHas KomaHa NpefocTaBNseT BO3MOXHOCTb MOBbICUTbL NPUOPUTET NpY BbIGOPE
NTP-cepBepa, HO 3TO HUKaK He NOB/UAET Ha paboTy TEKYLLEN CUHXPOHMU3ALMN.

icnonb3oBaHue oTpuLAaTeNIbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc

[no] prefer

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# prefer

set date

[laHHOI KoMaHAol ycTaHaBNMBAETCA BPYYHYO CUCTEMHOE BpeMs 1 AaTa.

CuHTaKkcuc

set date <TIME> [<DAY> <MONTH> [ <YEAR> ] ]

MapameTpbl

<TIME> - ycTaHaBnMBaemoe CMCTEMHOe BpeMms, 3a8aétca B suae HH:MM:SS, rae:

+ HH - vachl, npuHumaeT 3HaueHue [0..23];
+ MM = MUHYTBI, NpuHMMAaET 3HaueHue [0 .. 59];
+ SS - cekyHApl, npuHMMaeT 3HadeHue [0 .. 59].

<DAY> - feHb MecsLa, NpuHUMaeT 3HadeHns [1..31];
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<MONTH> - mecsiL, npuH1MaeT 3HadeHus [ January/February/March/April/May/June/July/August/

September/October/November/December];
<YEAR> - rog, npuHumaeTt 3HadeHus [2001..2037].

Heob6xoaumbili ypoBeHb NPUBUETAI
10
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# set date 16:35:00 15 May 2014

show date

[laHHas komMaHza No3BOJISIET MOCMOTPETL TEKYLLME CUCTEMHOE BPEMS U AATy.

CuHTakcuc

show date

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show date
2024-07-01 09:14:09"

show ntp configuration

[laHHan komaHaa oTo6paxaeT aeicteytollyto (RUNNING) koHdurypauumto npotokona NTP.

CuHTakcuc

show ntp configuration

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show ntp configuration

NTP status: Enabled

NTP mode: client/server

NTP DSCP: 46

Address VRF 1instance Type Version Min poll Max poll
0.pool.ntp.org -= pool 4 6 10
l.pool.ntp.org - server 4 6 10
2.pool.ntp.org -= peer 4 6 10

show ntp peers

E-SBC. CnpaBoyHuUK komaHp, CLI

Prefer burst iburst
No Yes No
No No Yes
No No No

[laHHas komMaHza No3BOJISIET MOCMOTPETHL Tekylee cocTosiHne NTP-cepepos (M1poB). B cneayowmx

Tabnmuax NpuBeseH nepeyeHb 0To6paKaeMbIX NapamMeTpPoB U UX OMUCaHME.

Tabnuua 6 — CocTosiHVe yaaneHHoro cepsepa (nupa)

MapameTp OnucaHue

vrf Mg ak3emnnapa VRF.

remote DNS-ums unu IP-agpec cepsepa (nvpa). Mep.blii cCMBON B TA6/ULIE UCMO/b3YETCS
[ns 0603HaYEeHNs cocTosIHUA cepBepa (N1pa), COCTOSHNUA onucaHbl B Tabnuue 7.

refid MaeHTudpukatop ceasm nnm IP-agpec Toro, ¢ KeM CUHXPOHU3MPOBAH YAa/IeHHbIl
cepeep (Mup). Tunbl MAEHTUCHMKATOPOB CBA3M ONUCAHbI B Tab/uue 8.

st Ctpatym.

t OTHoLIeHVe MapLlipyTu3aTopa K yaasieHHoMy cepsepy (Nupy), TUMbl ONUCaHbl B
Tabnuue 9.

when Mepuog BpeMeHM C MOMEHTa, kKorga cepsep (MUp) nocnefHWin pas onpatuvBascs, B
cekyHaax ( “h” uacbl,“d” gHw).

poll YacToTa onpoca cepsepa (nvpa).

reach BOCbMUGUTHBIN cABUraemblii BIieBO PETUCTP, CofepXallmnii pe3ynbtaTthl onpocos (1
= ycnewHo, 0 = HeycrneLlHo), 0TO6paXaeTcs B BOCbMEPUUYHOIN CUCTEME CUNCIEHUS.

delay Bpems npoxoxaeHusi naketa 4o cepeepa (nupa) n o6paTHo, B MUISIMCEKYHIAX.

offset CpegfHee NocTosiHHOE CMeLLeHME BPEMEHV MapLUpyTU3aTopa OTHOCUTE/TLHO
cepsepa (nN1pa).

jitter CpefHuii pa36poc OTKNOHEHUsSI BpEMEHM (AKnTTep).
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Ta6nuua 7 — CocTtosiHMe yaaneHHoro cepsepa (nnpa)

Tun

npob6en

OonucaHuve

YKa3bIBaeT Ha TO, YTO:

* He 6bI/I0 OTBETOB OT YAA/IEHHOMO cepBepa (nupa);

* cepBep He UCMo/b3YeTCs, Tak Kak CTpaTyM UMeeT 6o/blIoe 3HAUYEHWE;

+ cepep (MUp) UCNosb3yeT AaHHbLIN MapLUPYTM3aTOpP A8 CUHXPOHU3ALMM CBOUX
yacos.

Cepgep (MUp) He UCMO/b3YeTCA A5 CUHXPOHU3ALIMN BPEMEHHW, OTOPOLLEH a/TTOPUTMOM
nepeceyeHusl.

Cepgep (MUp) He UCMO/b3YETCS AN CUHXPOHM3ALMN BPEMEHU, OTOPOLLEH KacTEPHbIM
anropuTMoMm.

Pa6ounii yaoaneHHblli cepsep (Nvp), HO HE UCMOJIb3YETCS, TaK Kak He BOLLES B YNC/IO0
nepBbIX WEeCTH cepBepoB (MMPOB), OTCOPTUPOBAHHBIX MO PACCTOSHWIO CUHXPOHU3ALIMHA,
AB/SIETCS PE3EPBHbLIM.

Pa6ounii 1 npeanoynTaemMblii yaaneHHblli cepsep (Nvp), BK/IKOUYEH a/iTOPUTMOM
o6bevHEHUS.

Cepsep (NM1p), KOTOPbIV B HAcTosILLee BpeMsi SIBNSAETCS NEePBUYHBIM UCTOUHUKOM
BPEMEHM.

Tabnuua 8 — Tunbl NAEHTUMKATOPOB COEANHEHMS C YAaNIEHHBIM CepBeEPOM (MMPOM)

Tun

ACST.

AUTH.

AUTO.

.BCST.

.CRYPT.

.DENY.

INIT.

.MCST.

.TIME.

.STEP.

OnucaHue

Manycast-cepsep.

Owwnbka ayTeHTudmnkaumm.

Owunbka nocnegoBaTe/lbHOCTU aBTOMATUYECKOrO K/koya.
Broadcast-cepBep.

OLmnbKa NPOTOKOa aBTOMATUYECKOro Krya.

CepBep oTKasas B focTyne.

VHnumanusauusa coeguHeHNs ¢ cepBepomMm.
Multicast-cepgep.

TaimayT COeMHEHNS C CEPBEPOM.

CTyneHyaToe U3MeHeHVe BpeMeHU, CMeLLIeHNe MeHbLLe npeaenbHoro nopora (1000
MUNICEKYHA), HO 6onblue, yeMm war nopora (125 munnmcekyHa).

294



Tun

.RATE.

OonucaHue

MpeBblilleHNe YacToThbl ONPOCOB.

Ta6nuua 9 — Tvnbl OTHOLWEHWI MapLupyTM3aTopa K yaaneHHoMy cepsepy (nvpy)

Tun

CuHTakcuc

show ntp peers

MapameTpbl

OonucaHue

Unicast ni1 manycast-knmeHT.

Broadcast nnu unicast-knmeHT.

[npektnea pool.
[BYCTOPOHHSAS cBsi3b (Nup).
Manycast-cepsep.
Broadcast-cepsep.

Multicast-cepsep.

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii

1

KomaHaHbI pexum
ROOT

Mpumep:

esr# sh ntp peers
Clock is synchronized,
remote

162.159.200.123
91.207.136.55
162.159.200.1

O.ru.pool.ntp.org

stratum 4, reference is 162.159.200.123

vrf refid st
10.87.12.180 3
89.109.251.22 2
10.87.12.180 3
POOL 16

t

cC Cc C

when
0
2
3

poll
8
8
8
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offset
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version
[aHHoi KomaHaon ycTaHaBnusaetcs Bepcus NTP-npoTokona.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
version <VERSION>

no version

MapameTpbl

<VERSION> - Bepcusi NTP-npoTokona, npuHuMaeT 3HadeHus [1..4].

3HauyeHue No ymosi4aHuio
4

HeoG6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# version 3
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14 HacTtpoiika AAA

aaa accounting commands

aaa accounting login

aaa authentication attempts max-fail
aaa authentication enable

aaa authentication login

aaa authentication mode

aaa authorization commands

aaa authorization control-commands enable
aaa authorization mode

aaa das-profile

aaa disable

aaa radius-profile

acct-port

auth-port

clear users blocked

clear user-session

clients

commands authorization
das-server

das-server

dead-interval

description

description

disable

enable

enable authentication

enable password

exec-timeout

ip sftp enable

key

Idap-server base-dn

Idap-server bind authenticate root-dn
Idap-server bind authenticate root-password
Idap-server bind timeout
Idap-server dscp

Idap-server host

Idap-server naming-attribute
Idap-server privilege-level-attribute
Idap-server search filter user-object-class
Idap-server search scope
Idap-server search timeout
Idap-server ssl crypto

Idap-server ssl check-peer disable
Idap-server ssl enable

line

login authentication

password

port

priority

privilege

privilege

radius-server dscp

radius-server host

E-SBC. CnipaBoyHuK komaHp, CLI
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radius-server host

radius-server retransmit
radius-server timeout

retransmit

security passwords default-expired
security passwords history
security passwords lifetime
security passwords lower-case
security passwords max-length
security passwords min-length
security passwords numeric-count
security passwords special-case
security passwords symbol-types
security passwords upper-case
security snmp-community max-length
security snmp-community min-length
show aaa accounting

show aaa authentication

show aaa Idap-servers

show aaa radius-servers

show aaa tacacs-servers

show users

show users accounts

show users blocked
source-address

source-interface

system configuration-exclusively
tacacs-server dscp

tacacs-server host

tacacs-server timeout
tech-support login enable

timeout

usage

username

aaa accounting commands

E-SBC. CnpaBoyHuK KomaHz CLI

[aHHOoI KomaHA0M KOHUIyprpyeTcsa CNMCOK CnocoboB yyeTa KomaHz, BBefEHHbIX B CLI.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKcuc

aaa accounting commands stop-only <METHOD>

no aaa accounting commands stop-only

MapameTpbl

<METHOD> - cnocobbl y4yeTa:

+ tacacs — y4yeT BBefeHHbIX koMaHp no npotokony TACACS.
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3HauyeHue No ymosi4aHuio

Y4éT He BedeTcs.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# aaa accounting commands stop-only tacacs

aaa accounting login

[aHHol KomaHZOo KOHUrypupyeTcst CNMCOK CNocob0B yyeTa ceccuii nonb3oBarenein. BeaeHune yyeta
aKTMBMPYETCA 1 NpekpaLLaeTcs, Korga nosib3oBareslb BXOAWUT U OTK/I0YaeTCsl 0T CUCTEMbI, YUTO COOTBETCTBYET
3HadeHunsaMm «start» n «stop» B coobuieHmax npotokonos RADIUS n TACACS.

Vicnonb3oBaHue oTpuLaTeNibHo (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
aaa accounting login start-stop <METHOD 1> [ <METHOD 2> ]

no aaa accounting login start-stop

MapameTpbl
<METHOD> - cnocobbl y4yeTa:

+ tacacs — y4et ceccuii no npotokony TACACS;
+ radius — yyeT ceccuii no npotokony RADIUS.

3HaueHue No yMmo4aHuio

YyeT ceccuii BeAeTCsl B /TOKasTIbHBbI XypHar.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG
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Mpumep

esr(config)# aaa accounting login start-stop tacacs

aaa authentication attempts max-fail

[laHHOI KOMaH/10¥i yCcTaHAB/IMBAETCS! MaKCMMaslbHOE KO/IMYECTBO HeyauHbIX MOMbITOK ayTeHTUdMKaLMN A0
G10KMPOBKM MO/b30BATENS 1 BPEMS, HAa KOTOPOEe NPOVCXOANUT 6/10KMPOBKaA.

Micnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaHbl (N0), 3HAYEHNS KONMYECTBA NOMNbITOK 1 Nepuos G/T0KUMPOBKIA
yCTaHaB/NVBAET N0 YMO/TYaHWIO.

CuHTakcuc
aaa authentication attempts max-fail <COUNT> <TIME>

no aaa authentication attempts max-fail

MapameTpbl

<COUNT> — KoNnM4ecTBO HeyAa4HbIX NOMNbITOK ayTEHTMdIMKALMIW, NOC/E KOTOPbIX NPON30AAET 6/10KMPOBKaA
nonb3oBarens, npuHMMaeT 3HaueHus [1..65535];

<TIME> — nHTepBasl BpEMEHU B CEKYHAAX, HA KOTOPbI OyaeT 3a610KMPOBaH Nosib3oBaTe b, NPUHUMaET
3HayeHus [1..65535].

3HaueHue No yMmo4aHuio
KonnyecTBo HeyfayHbIX MOMbITOK — 5.

Mepwnog 6nokmnposku — 300.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# aaa authentication attempts max-fail 5 30

aaa authentication enable

[aHHOoI KOMaHAoM co34atTCsa CNNCKM CNOCOO0B ayTeHTUGIMKALMW NOBLIWEHNS NPUBWUIETNIA NOMb30BaTeNe.
Mpu Heyaa4Ho NONbITKE ayTEHTMMKaLMKM N0 OAHOMY CNOCO6y NPOMCXOAMT NOMNbITKA ayTeHTUMKaumm no
cnegytouemMy cnocoby B crvcke.

B KoHdhmrypauum no ymonyaHuio cyLiectsyeT cnmcok ¢ umeHem «default». Cnncok «default» cogepxumT oguH
cnocob ayteHTUdbmKauun — «enable». YTo6bl nCNob30BaTh CNUCOK A8 ayTEHTU(MKAL MM NOBbILLEHUSA

300



E-SBC. CnpaBoyHuUK komaHp, CLI

NpVBUNETMIA NONb30BaTeNe, HE0O6XO0ANMO BbINO/THUTL €ro NPMBSA3KY KOMaHAON, ONUCaHHOW B pasaerne enable
authentication.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAanseT Cnucok cnocoboB ayTEHTUIMKALMN.

CuHTakcuc
aaa authentication enable <NAME> <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ] [ <METHOD 4> ]

no aaa authentication enable <NAME>

MapameTpbl

<NAME> — umsa cnucka: ctpoka go 31 cumBona;
+ default — nma cnucka «default».

<METHOD> - cnoco6bl ayTeHTUhMKauuu:

+ enable — ayTeHTMdmKaums ¢ noMoLLbto enable-naponeis;
+ tacacs — ayteHTudmkaums no npotokony TACACS;

* radius — ayTeHTMdmKaums no npotokony RADIUS;

* |ldap — ayTeHTudmkaums no npotokony LDAP.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# aaa authentication enable enable-test tacacs enable

aaa authentication login

[laHHOli KOMaHOo co34at0TCsl CMUCKM CNOCOG0B ayTeHTUdMKaLmMmn BXxoaa nosib3oBareneli B cuctemy. Mpu
HeyZa4yHOoW NonbITKE ayTEHTU(MKALUM NO OAHOMY CMOCOBY NPOUCXOAUT MOMbITKA ayTEHTUMKaLMK MO
CNeayrLLeMy B CMUCKE.

B koHburypaumm no ymonyaHuto CyLLeCTBYET CNNCOK C uMeHeM «default», AaHHbI CNMCOK COAEPXMT OAMH
cnocob ayteHTudmkauum — «local». YTo6bl ncnonb3oBaTh CNNCOK 418 ayTeHTMdMKaLMm Bxoaa
nonb3oBaTtesiei, Heo6XxoANMMO BbINOHUTL Er0 akTMBaLM0 KOMaHAOM, onMcaHHon B pasaene login authentication.

Mcnonb3oBaHue oTpulaTenbHol hopmbl kKoMmaHabl (N0) yaansieT CNMCcoK Croco6oB ayTeHTUMKaLUN.

CuHTakcuc

aaa authentication login { default | <NAME> } <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ]
[ <METHOD 4> ]

no aaa authentication login { default | <NAME> }
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MapameTpbl

<NAME> — nms cnucka, 3agaétca cTpokoi go 31 cumeona.

Cnoco6bl ayTeHTUUKayun:

* local — ayTeHTUdMKaLUSA C NOMOLLbIO TOKa/IbHOW 6a3bl NONb30BaTeNel;
+ tacacs — ayteHTMdmkaums no cnmcky TACACS-cepBepos;

* radius — ayTeHTMdmkaums no cnncky RADIUS-cepBepos;

+ |ldap — ayteHTMdmkaums no cnucky LDAP-cepBepoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# aaa authentication login login-test tacacs local

aaa authentication mode

[laHHOI KomaHAol onpeaensieTcs pexrM paboTbl CO CNCKaMN METOA0B ayTEeHTU(UKALN.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl komaHabl (N0) yaansieT CiMCcoK Croco6oB ayTeHTUUKaLUK.

CuHTakcuc

[no] aaa authentication mode { break | chain }

MapameTpbl

break — npu ayTeHTUdbukauum GyayT NCNOb30BaTLCS Nocneaytolye MeToapl B C/lyyae HefloCTyNnHOCTY 6onee

NPUOPUTETHOIO;

chain - npu ayTeHTUgMKaLmmn 6yayT MCMNONb30BATLCS MOC/EAYOLIME METObI B ClyYae NnosyyeHnst otTkasa ot

60/1ee NPUOPUTETHOIO.

3Ha4yeHue no ymonyaHuio

chain

Heob6xoaumbili ypoBeHb NpUBUETAIi
15

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# aaa authentication mode break

aaa authorization commands

[laHHOi KOMaH/10¥i co3aatoTCs CNMCKM CNOCO60B aBTOpM3aLn KOMaH, BBOAUMbIX NO/Ib30BATENEM B CUCTEMY.
Mpu Heyaa4HOV NOMbITKE aBTOPKU3ALMM MO OHOMY CNOCo6y NPOUCXOAUT MOMbITKA ayTEHTUGMKALMMN NO
cnepyoLLeMy Crocoby B CrmcKe.

B koHburypaumm no ymonyaHuto CyLecTByeT CNNCOK ¢ uMeHeM «default», AaHHbIN cNMCOK coaepXXnT oauH
cnoco6 aBTopusauun — «local». Yto6bl MCNONb30BAaTb CMNCOK AN151 aBTOpM3aLMi KOMaHA, BBOAMMbIX
nonb3oBaTeNIeM B CUCTEMY, HEOOXOAMMO BbINOMHUTL €0 aKTUBaLMIO KOMaHA0W|, ONcaHHol B pasaene
commands authorization.

icnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) yAansieT Cnmcok cnoco60B aBTopu3aLmi.

CuHTakcuc
aaa authorization commands { default | <NAME> } <METHOD 1> [ <METHOD 2> ]

no aaa authorization commands { default | <NAME> }

MapameTpbl

<NAME> — ums cnucka, 3agaétcsa cTpokoi o 31 cumeona.

Cnoco6bl ayTeHTUUKayun:

* local — aBTOpPU3aLKMsI C NOMOLLbHO /TO0KasIbHONM 6a3bl NoNb3oBaTeNel;
+ tacacs — aBTopusaumsa no cnucky TACACS-cepBepoB;

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# aaa authorization commands

aaa authorization control-commands enable

[laHHOI KomMaHAol BKIKOYAeTCs aBTopm3aums KOHTPObHbIX koMmaHz (help, logout, end, exit) Ha TACACS-
cepsepe. B koHGMrypaumm no ymonyaHuio ata oyHKLNA OTK/IOYEHA.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) BO3BPALLAET COCTOsIHNE K AeDONTHOMY.
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CuHTakcuc

[ no ] aaa authorization control-commands enable

3HayeHue No ymosiMaHuio

no aaa authorization control-commands enable

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# aaa authorization control-commands enable

aaa authorization mode
[aHHoI KomaHAoW onpefensieTca pexmmM paboTbl CO CNMCKaMy METOA0B aBTOpU3aLnn.

Mcnonb3oBaHue oTpulatenbHol hopmMbl kKoMaHAabl (N0) yaassieT CNMCOK Coco60B aBTopM3aLu.

CuHTakcuc

[no] aaa authorization mode { break | chain }

MapameTpbl

break — npu ayTeHTUdbukauum GyayT NCNONb30BaTLCS Nocneaytole MeToapl B C/lyyae HefloCTyNHOCTY 6onee
MPVYOPUTETHOrO;

chain - npu ayTeHTUgMKaLmmn 6yayT MCMONb30BATLCS MOC/EAYOLIME METObI B C/lyYae NnosyyeHnst oTkasa ot
60/1ee NPUOPUTETHOIO.

3Ha4yeHue no ymonyaHuio

chain

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# aaa authorization mode break

aaa das-profile

JlaHHan komaHaa ucnosnb3yeTca Ans Ao6aBneHns Npoduns cepBepoB AnHammyeckoi aTopusauum (DAS)
nepexoga B komaHgHbI pexxum DAS SERVER PROFILE.

Mcnonb3oBaHue oTpulatenbHoli hopmMbl komaHabl (N0) yaansieT 3aAaHHbIin Npodub cepBepoB
AMHamMuyeckoit aBTopusaumm (DAS).

CuHTakcuc
[no] aaa das-profile <NAME>

MapameTpbl

<NAME> - nms npocuns cepeepoB agnHammuyeckoin astopusauum (DAS), 3agaetcsi cTpokoit Ao 31 cumBona.

Heob6xoauMbIii ypoBeHb NpuBUerui
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# aaa das-profile profilel
esr(config-aaa-das-profile)#

aaa disable
[aHHo KomaHaol OTK/YAET AO0CTYN Ha MapLUpyTU3aTop Yepe3 KOHCO/IbHbIN HTepdelic.

Mpwn ncnonb3oBaHUKM OTpULLATENBHON hopMbI KOMaHAb! (NO) AOCTYN HA MApPLLPYTU3ATOP Yepe3 KOHCO/bHbIV
NHTepeinc BKNOYaeTCs.

CuHTakcuc

[no] aaa disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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3HauyeHue No ymosi4aHuio

[locTyn Ha MapLupyT13aTop Yepes KOHCO/bHbIV NHTePdIEiC BK/THOUEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-LINE-CONSOLE

Mpumep

esr(config-line-console)# aaa disable

aaa radius-profile

[JaHHasi KomaHga ucnosnbayetcs Ana gobasneHns npoduns RADIUS-cepBepoB 1 nepexofa B KOMaHHbIi
pexum RADIUS SERVER PROFILE.

Vicnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) yaanseT 3afaHHbIin npoduns RADIUS-cepBeposB.

CuHTakcuc

[no] aaa radius-profile <NAME>

MapameTpbl

<NAME> — ums npodmnna RADIUS-cepBepoB, 3agaeTcsa CTpoKoii Ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
CONFIG

Mpumep

esr(config)# aaa radius-profile profilel
esr(config-aaa-radius-profile)#

acct-port

[aHHoin KomaHAoM 3a4aéTca HoMep nopTa Ans obmMeHa gaHHbIMK ¢ yaaneHHbIM RADIUS-cepBepom npu
BbIMNO/IHEHMUW aKKayHTUHra.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc
acct-port <PORT>

no acct-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/15 06MeHa AaHHbIMY C YAa/IeHHbIM CepBEPOM, MPUHUMAET 3HaueHus [1..65535].

3Ha4yeHue no ymonyaHuio
1813

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# acct-port 4444

auth-port

[aHHoi KomaHaol 3aaaéTca HoMep nopTa Ana obmeHa gaHHbIMU ¢ YaaneHHbiM RADIUS-cepBepom npu
BbINO/THEHMUWN ayTEHTUINKALMN 1 aBTOpM3aLnN.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc
auth-port <PORT>

no auth-port

MapameTpbl
<PORT> - Homep UDP-nopTta ansi o6MeHa AaHHbIMY C yAa/IeHHbIM CepBEPOM, MPUHUMAET 3HadeHns [1..65535].

3HayeHue No ymosiMaHuio
1812

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# auth-port 4444

clear users blocked

[aHHoi KomaHaon yaanseTcsa nHgopmaumns 0 Henpasu/ibHbIX MNOMNbITKAX ayTEHTUGMKaLNN PasNYHbIX
nonb3oBartesiei.

CuHTakcuc

clear users blocked <NAME>

MapameTpbl

<NAME> - 1msi nonb3oBaTtersi, 4715 KOTOPOro HE06XOAMMO OUNCTUTL CTATUCTUKY HEMPABU/IbHBLIX NOMbITKAX
ayTeHTUdmKaLmm, 3aaaéTcs CTPoKoit Ao 31 cumBona.

be3 ykasaHusa nmeHn nosib3oBarens oyumlaeTcs BCA Ta6n|/|u,a HenpaBW/1bHbLIX MOMbITOK ayTeHTVId)VIKaLI,VII/I.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear users blocked

clear user-session

[aHHol KomaHao 3akpbiBaeTcs paboyasa ceccus nonb3osartens CLI.

CuHTakcuc
clear user-session [ <USERNAME> | <SESSION> ]

MapameTpbl
<NAME> — nms nonb3oBartens Ceccmo KOTOPOro He06XoAMMO 3aKpbITb, 3a4aETCA CTPOKOIM A0 31 CMMBONa;

<SESSION> — HOMep TEPMUHA/ILHOI CECCUM KOTOPYH HEOBXOAMMO 3aKpbITh, 334aETCA YMC/IO B AnanasoHe
[1..10];
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bes YKasaHusi napaMeTpoB — 6y,u,yT 3aKpbITbl BCE aKTUBHbIE CECCUN.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep

esr# clear users-session

clients

[laHHOli KOMaHAOo onpeaensieTcs CNUCoK KNMEeHTOB AMHamuyeckoit astopusaumn (DAC), Ha 3anpockl KOTOPbIX
6yaeT oTBeuyaTh cepBep AnHamuuyeckoi aBTopusauum (DAS).

icnonb3oBaHue oTpuLaTenibHoi hopmMbl KoMaHAabl (NO) yAANSIET CMUCOK KNMEHTOB AUHAMUYECKOIA
aBsTopu3sauum (DAC).

CuHTakcuc
clients object-group <NAME>

no clients

MapameTpbl

<NAME> - nms npodmns IP-agpecos, cogepxalimini agpeca KNMeHToB AUHaMUYeCcKoin aBTopmusaummn, 3aaaéTtcs
cTpokoi go 31 cumsona.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
CONFIG-DAS-SERVER

Mpumep

esr(config-das-server)# clients object-group pcrf

commands authorization

,ﬂ,aHHOVI KOMaHﬂ,OVI OCyLEeCTBNAETCA aKTUBauuAa Cnmcka aBTopmsaynn KomaHa BBOANMbIX MOJib30OBaTesieM B
CUCTemy.
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B KoHhMrypauum no yMoni4aHuio akTUBHbLIM SIBASIETCSA CMUCOK C MMeHeM «default», gaHHbI CNncoK cogepXuT
o4vH cnocob aBTopmsauun — «local.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) AenaeT cnncok ¢ uMeHem «default» akTUBHbIM.

CuHTakcuc
commands authorization <NAME>

no commands authorization

MapameTpbl

<NAME> — ums cnucka, 3agaétcsa cTpokoi ao 31 cumeona.

3Ha4yeHue no ymonyaHuio

default

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep

esr(config-line-ssh)# commands authorization authorization-test

das-server

[laHHan komaHaa ncnonbayercs Ans gobaBneHns cepeepa gnHamuyeckoin astopusauun (DAS) u nepexoaa B
komaHAHbIli pexkum DAS SERVER. CepBepa avHamuueckoii asTopusauumn (DAS) npuHumatot RADIUS CoA
3anpockl OT KNMEeHTOB AMHamuyeckoit astTopusaumn (DAC), HanpumMep, OTK/IKUEeHKEe U NOBTOPHbIV 3anpoc
crmcka cepBrcoB Mosb3oBarens.

icnonb3oBaHve oTpuLaTenibHoi hopmMbl kKOMaHAbl (NO) yAANSET 3a4aHHbIl cepBep AMHAMUYECKO
aBTopu3sauum (DAS).

CuHTaKkcuc

[no] das-server <NAME>

MapameTpbl
<NAME> - nwvs cepepa amHammuyeckoli aBTopusaumm (DAS), 3apaeTtcs cTpokoii go 31 cumBona.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# das-server main
esr(config-das-server)#

das-server

[laHHan komaHa ncnonbayertcs Ans go6aBneHns cepeepa guHammueckoi astopusauum (DAS) B
KOHGoUrypupyemblii Nnpohrib cepBepoB AUHAMNYECKON aBTopu3aLmu.

icnonb3oBaHve oTpuLaTenibHoi hopmMbl kKOMaHAbl (NO) yAANSET 3a4aHHbIli cepBep AUHAMUYECKON
aBTopu3sauum (DAS).

CuHTaKkcuc

[no] das-server <NAME>

MapameTpbl
<NAME> - nms cepepa amHammuyeckoli aBTopusaumm (DAS), 3apaetcs cTpokoii go 31 cumBona.

HeoOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbI pexum
CONFIG-AAA-DAS-PROFILE

Mpumep

esr(config)# das-server mainesr(config-das-server)#

dead-interval

[aHHoi KomaHaol 3aaéTca NHTepBasl, B TeYeHnn kotoporo Ha RADIUS-cepBep He 6yayT oTnpaBnsTbCA
naketbl. B gaHHoe coctosiHne RADIUS-cepeep nepeBoanTCA MO UCTEYEHUN TaiMayTa OXuaaHUs OTBETA Ha
3anpoc nocsiefqHero AonycTuMoro noetopa (CcM. pasaen radius-server retransmit).

Micnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc
dead-interval <SEC>

no dead-interval

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CeKyHax, NpuHumaet 3HadeHus [0..3600].

3Ha4yeHue no ymonyaHuio
120

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# dead-interval 600

description

KomaHaa ucnosnb3yeTcs ANna U3MEHEHN onvucaHusi Npogusis CepBepoB AnHammnyeckoin asTopusauum (DAS)
nnn npodonns RADIUS-cepBepoB.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yaansieT onucaHne npoguns.

CuHTaKkcuc
description <DESCRIPTION>

no description

MapameTpbl
<DESCRIPTION> — onucaHue npoduns, 3a4aéTcs CTPOKON A0 255 cMMBO/IOB.

HeoG6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
CONFIG-DAS-SERVER-PROFILE
CONFIG-RADIUS-SERVER-PROFILE
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Mpumep

YctaHoBUTbL onncaHue ansg npodgunsa IP-agpecos:

esr(config-aaa-das-profile)# description "Main profile"

description

KomaHaa ucnonb3yeTcs Ana n3MeHeHus onvcaHusi KoHgurypupyemoro AAA-cepeepa (RADIUS, TACACS,
LDAP).

icnonb3oBaHue oTpuLaTenbHoi hopMbl KOMaH bl (No) yaanset onncaHue AAA-cepsepa.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHme AAA-cepBepa, 3a4aéTcs CTPOKO A0 255 cCMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep

YctaHoBUTL onucaHue ana AAA-cepsepa:

esr(config-radius-server)# description "Main server"

disable

,ﬂ.aHHDVI KOMaH,U,OVI npon3BognTCA NOHMXEHNE YPOBHA nplevmerMVl nosib3oBaresid 4o nepBoHavYaslbHbIX.

CuHTakcuc
disable

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heob6xoauMbIii ypoBeHb NpuBUierui
2

KomaHgHbIi pexum
ROOT

Mpumep

esr# disable
esr>

enable

[aHHoi KomaHaol NpoM3BOANTCS NOBbILLEHNE YPOBHSA NpUBUAEriii nonb3oBatensd. Cnocoobl ayTeHTUgnKaLmm
NoBbILLIEHNS NPUBUAETMIA NOMb30BATENEN 3a4a0TCA C MOMOLLbI KOMaHabl, ONUCaHHOW B pa3aene aaa
authentication attempts max-fail.

€ Mo ymonuannio B KOHGMrypaLun ycTaHOBEH MeTOZ, ayTeHTUMKALMM MO Naposto «enable». Mpu 3Tom
naponn He 3adaHbl, TO €CTb /1060 CMCTEMHBIV MO/b30BaTENlb MOXET NOAYUNTb 15 HEOBX0ANMBI
YPOBEHb NPUBUNETWIA.

@ [na ayTeHTndMKaLMM NOBbILEHUS NpUBMUAEriA no npoTokonam TACACS/RADIUS/LDAP Ha cepsepe
[lO/MKHbI BbITb CO3AaHbI Nosib3oBatenun Senab<PRIV>S, rae <PRIV> — Heo6xoAyMblii YPOBEHb
NPUBWIETNIA NONb30BaTENS, KOTOPbIV AO/MKEH ObITb ayTEHTU(ULMPOBAH.

CuHTakcuc
enable [ <PRIV> ]

MapameTpbl

<PRIV> — HEOGXOAMMbII1 YPOBEHb NPUBWUEMNIA, MPUHUMAET 3HaueHue [2..15].

3Ha4yeHune no ymonyaHuio
15

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr> enable 10
esr#

enable authentication

[aHHO KOMaH/10¥i OCYLLIECTBSIETCS aKTUBALMS CNCKa ayTeHTUUKALMI NOBbILLEHNS NPUBUMETUTA
no/sib30BaTeseit, KoTopblil GyAET UCMOb30BaTLCSA B KOH(IMIYPUPYEMOM TEPMUHANIE.

B KOHCpUrypaumm no ymonyaHuio akTMBHbIM SIBASIETCA CNUCOK ¢ MMeHeM «default», gaHHbIn cnvcok coaepxut
OAUH cnocob ayTeHTudmkauum — «enablex.

Micnonb3oBaHue oTpuLaTeNibHoOi DOPMbI KOMaH bl (N0) AeNaeT CNMcoK ¢ uMmeHeM «default» akTMBHbIM.

CuHTakcuc
enable authentication <NAME>

no enable authentication

MapameTpbl

<NAME> — ums cnucka, 3agaétcsa cTpokoi o 31 cumeona.

3HaueHne No yMO/TYaHUIo
default

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep

esr(config-line-console)# enable authentication enable-test

enable password

[aHHOoI KomaHAoW ycTaHaBNMBaETCA Naposib, KOTOPbI ByaeT 3anpallmBaTbCsa Npu NOBbILLEHUN YPOBHS
NpUBUAErNIA NO/Ib30BAaTENS.

@ Mo ymonuaHunio B KOHUrypaLmn Naponm He 3aAaHbl, TO eCTb /060 CUCTEMHBI NONb30BaTE b MOXET
nonyynTb 15 HeobxoaUMbI YPOBEHb NMPUBUIIETNIA.
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icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yAasiseT naposb U3 CUCTEMbI.

CuHTakcuc
enable password { <CLEAR-TEXT> | encrypted <HASH_SHA512> } [ privilege <PRIV> ]

no enable password [ privilege <PRIV> ]

MapameTpbl
<CLEAR-TEXT> — naponb, 3aaéTcs cTpokoii [1 .. 32] cumBo/oB, npuHUMaeT 3HadeHus [0-9a-fA-F;
<HASH_SHA512> - xeww naponsi no anroputmy sha512, 3agaértcsa cTpokoii 13 110 cMMBO/IOB;

<PRIV> — HEOGXOAMMbII1 YPOBEHb NPUBUMETIA, MTPUHUMAET 3HaveHue [2..15], 3HaueHune no ymonyaxuio 15.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# enable password 12345678 privilege 10

exec-timeout

[aHHoin KomaHaoM 3a4aéTca HTepBaUsl, N0 CTEYEHNM KOTOPOro ByaeT paspbiBaTbCs 6e34eliCcTByoLWwas
ceccus.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
exec—-timeout <SEC>

no exec-timeout

MapameTpbl

<SEC> - nepvo/, BpeMeHW B MUHYyTax, NPUHUMAET 3HadeHus [1..65535].

3Ha4yeHue no ymonyaHuio

30 MUHYT

Heob6xoaumbili ypoBeHb NPUBUETAIA
15
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KomMaHAHbIV peXxum
CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH
CONFIG-LINE-TELNET

CONFIG-LINE-AUX '

Mpumep

esr(config-line-ssh)# exec-timeout 600

T Tonbko gns ESR-21.

ip sftp enable

[aHHOI KOMaHAIi Ha MapLLPYTU3aTOpe BKIKUYAETCS A0CTYN No sftp Ana KOHGUIypMpyeMoro nosb3osaresis.
Mpu MCNoMb30BaHUM OTPULATENLHO hOPMbI KOMaHAb! (NO) OTKoYaeT AocTyn no sftp ans
KOH(UIyp1pyeMoro nosib30Barens.

Mpu aKTYBaLMK KOMaH/bl y Nonb3oBaTens nponagaet agocTyn k CLI ycTpoiicTa

CuHTakcuc

[no] ip sftp enable

MapameTpbl

OrtcyTtcTBYIOT

3HayeHue nNo ymosiMaHuio

BbikntoueHo

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-USER

Mpumep

esr(config-user)# 1ip sftp enable
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key
[aHHol KomaHaoM 3aaéTca Naposib ANA ayTeHTUurkaummn Ha yaasieHHOM cepBepe.

icnonb3oBaHme oTpuuaTenibHoli (hopMbl KOMaHbl (N0) yAanseT 3aAaHHbIi Naposib A5t ayTeHTUMKaumMm Ha
yAaneHHOM cepBepe.

CuHTakcuc
key ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no key

MapameTpbl
<TEXT> - cTpoka [8..16] ASCll-cumeonos (gnsi TACACS-cepsepa — [1..16] ASClI-cumBonos);

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaéTcs cTpokoii [16..32]
cumBonos (ana TACACS-cepsepa — o 120 cuMBO/IOB).

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-DAS-SERVER

Mpumep

esr(config-tacacs-server)# key ascii-text 12345678

Idap-server base-dn

[laHHoli komaHaoit 3apaétcs 6a3oBblii DN (Distinguished name), KoTopblii 6yAeT MCNONb30BaTLCA NPV NOUCKE
nosb3oBartene.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) yaansieT 3afaHHblii 6a30BbIi DN.
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CuHTakcuc
ldap-server base-dn <NAME>

no ldap-server base-dn

MapameTpbl

<NAME> — 6a30BbIii DN, 3agaeTcsi CTpokoii Ao 255 cMmBosos.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ldap-server base-dn “dc=example,dc=com”

Idap-server bind authenticate root-dn

E-SBC. CnpaBoyHuUK komaHp, CLI

[aHHoi1 komaHpaoii 3apaétca DN (Distinguished name) nonb3oBatens ¢ npaBamu agMUHUCTPATOPA, NoA,
KoTopbIM ByaeT npomcxoanTb aBTopu3auuns Ha LDAP-cepsepe npu noncke nosib3oBateneil.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (N0) yaanseT 3agaHHblii DN nonb3osatensi.

CunHTtakcuc
ldap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

MapameTpbl

<NAME> — DN nonb3oBatesisi C npaBamMn agMUHUCTpaTopa, 3aaeTcs CTPOKoi Ao 255 cMMBOOB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”
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Idap-server bind authenticate root-password

[JaHHol KomaHzoi 3a4aéTcs Naposb Nosb30BaTesNs C NpaBaMy agMUHUCTPATopa, Nog KOTopbiM 6yaeT
npovcxoanTb aBTopusaumsa Ha LDAP-cepBepe npu novcke nonb3oBaTtesnei.

icnonb3oBaHme oTpuuaTesibHol (DOpMbl KOMaH/bl (N0) yaasnseT 3a4aHHblii Naposib Nonb3oBaTensi.

CuHTakcuc

ldap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-
TEXT> }

no bind authenticate root-password

MapameTpbl
<TEXT> - cTpoka [8..16] ASCIl-cumBonoB;

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaéTcs cTpokoii [16..32]
CVYMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server bind authenticate root-password ascii-text 12345678

Idap-server bind timeout

[aHHoi KomaHaol 3aaaéTcsa NHTepBasl, N0 UCTEYEHMM KOTOPOro YCTPOMCTBO cuntaet, uto LDAP-cepsep
HeAOoCTyNeH.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CunHTtakcuc
ldap-server bind timeout <SEC>

no ldap-server bind timeout

MapameTpbl

<SEC> - nepviofi BpeMeH B CEKyH1ax, NpMHMMaeT 3HadeHus [1..30].

3HauyeHue No ymosiMaHuio

3 CeKyHAbl
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server bind timeout 5

Idap-server dscp

KomaHpaa 3anaét 3HadeHne koga DSCP ansa ncnonb3oBaHna B IP-3arosioBke ncxogsawmx naketos LDAP-
cepsepa.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (N0) ycTaHaBnmBaeT 3HadeHne DSCP no ymonuyaxuio.

CuHTaKkcuc
ldap-server dscp <DSCP>

no ldap-server dscp

MapameTpbl
<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HaueHus B avanasoHe [0..63].

3HayeHue No ymosiMaHuio
63

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbI pexum
CONFIG

Mpumep

esr(config)# ldap-server dscp 40

Idap-server host

[aHHaa komaHga vucnonb3yetca ana nobasneHns LDAP-cepeepa B CNYCOK UCMO/b3YeMbIX CEPBEPOB U
nepexoga B KOmaHAHblIli pexxvm LDAP SERVER.

icnonb3oBaHue oTpuuaTenbHoi dhopMbl KOMaHabl (NO) yaanseT 3agaHHblii LDAP-cepBep.
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CuHTakcuc
[no] ldap-server host { <ADDR> | <IPV6-ADDR> | <LDAP-HOST-NAME> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms sksemnnspa VRF, 3agaetcsa cTpokoi o 31 cumeona.

<ADDR> — IP-agpec LDAP-cepBepa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rge kaxxaast 4acTb NpuHUMaeT
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec LDAP-cepBepa, 3agaétcsa B Buge X:X:X:X::X, rge kaxgas yactb npuHumMaeT
3HauYeHus B LIecTHaauaTepuyHom dpopmarte [0..FFFF].

<LDAP-HOST-NAME> — DNS-ums LDAP-cepBepa, 3agaétcsi cTpokoi o 31 cumsona. [na KOppekTHOro
conoctasnieHns DNS-umeHun xocta ¢ IP-agpecom Ha MapLupyTM3aTope Ao/hkHa ObITb 3anyLieHa 1 HacTpoeHa
doyHKUMA domain lookup enable.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ldap-server host 10.100.100.1
esr(config-ldap-server)#

Idap-server naming-attribute

[aHHoi KomaHaoM 3a4aéTca nmsa atpubyTa 06bEKTa, CO 3HAYEHMEM KOTOPOro UAET CPaBHEHNE UMEHN
nckomoro nosib3oBartensa Ha LDAP-cepsepe.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
ldap-server naming-attribute <NAME>

no ldap-server naming-attribute

MapameTpbl

<NAME> - nms atpnbyTta 06beKTa, 3aaaéTca CTPOKo A0 127 CMMBOOB.

3Ha4yeHue no ymonyaHuio
uid
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server naming-attribute displayName

Idap-server privilege-level-attribute

[aHHoi KomaHaol 3aaaétca nmsa atpnbyTa 06bekTa, 3Ha4eHne KOToporo byaet onpeaensitb HavyaslbHble
NPUBWUIErMI NONb30BATE/ISA HA YCTPOCTBE. ATPMOBYT AO0/MKEH NPUHMMATL 3HauYeHus [1..15)]. Ecnun ykasaHHbIi
aTpubyT OTCYTCTBYET UM COAEPXUT HEAOMYCTMMOE 3HAYEHME, TO HaYa/IbHbIE MPUBKIETM NOMb30BATENSA
6yayT COOTBETCTBOBATL NPVBUIEMMAM NONb30BaTENS «remote.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc
ldap-server privilege-level-attribute <NAME>

no ldap-server privilege-level-attribute

MapameTpbl
<NAME> — nms atpmbyTta 06bekTa, 3a4a€TCs CTPOKON A0 127 CMMBOJIOB.

3HayeHue No ymosiMaHuio

priv-lvl

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
CONFIG

Mpumep

esr(config)# ldap-server privilege-level-attribute title
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Idap-server search filter user-object-class

[aHHol KomaHaoM 3a4aéTca MA Knacca 06beKTOB, Cpean KOTOPbIX HEOOXOAMMO BbIMOSTHATHL NOUCK
nonb3osartenei Ha LDAP-cepsepe.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
ldap-server search filter user-object-class <NAME>

no ldap-server search filter user-object-class

MapameTpbl

<NAME> — nms knacca o6beKkToB, 3a4aéTcs CTPOKOW A0 127 CMMBO/IOB.

3HauyeHue No ymosi4aHuio

posixAccount

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG

Mpumep

esr(config)# ldap-server search filter user-object-class shadowAccount

Idap-server search scope
[aHHoin KomaHAoM 3aaaéTca 06nacTb novcka nonb3osareneii B gepese LDAP-cepsepa.

Vicnonb3oBaHue oTpuLaTeNibHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ldap-server search scope <SCOPE>

no ldap-server search scope

MapameTpbl
<SCOPE> - o6nacTtb noucka nonb3oBarenei Ha LDAP-cepBepe, NPUHUMAET CreayoLLne 3Ha4YeHus:

+ onelevel — BbINO/HATL NOUCK B 06bEKTax Ha cneayroLlem ypoBHe nocne 6asosoro DN B gepee LDAP-
cepsepa;
+ subtree — BbINONHATL NOMCK BO BCceX 06bekTax nogaepesa 6azooro DN B aepese LDAP-cepBepa.
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3HauyeHue No ymosi4aHuio

subtree

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ldap-server search scope onelevel

Idap-server search timeout

[ aHHoii KoMaH 10V 3aA4aéTCcs UHTEpBaJl, MO MCTEUYEHUM KOTOPOTo YCTPOICTBO cuntaeT, uto LDAP-cepBep He
Hallen 3anuceil nonb3oBaTesneil, NoaXoAsLLMX Mo YC0BME Noucka.

Vicnonb3oBaHue oTpuLaTeNibHo (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ldap-server search timeout <SEC>

no ldap-server search timeout

MapameTpbl

<SEC> — nepvo, BpeMeHu B cekyHaax, npuHnumaet 3HadeHus [0..30].

3HaueHue No yMmo4yaHuio

0 — YCTPOIACTBO OXUJAET 3aBepPLUEHNMS Noucka 1 nonyyeHust oteeta ot LDAP-cepBepa.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ldap-server search timeout 10
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Idap-server ssl crypto

[aHHOoI KomaHAoM yKa3blBaeTcsa cepTudmKar, KOTopblii ByAeT MCNoNb30BaTbCA A1 ycTaHOBNeHNUs SSL-
coefunHeHns ¢ LDAP-cepeepom.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHbl (NO) yaanseT U3 koHdurypaumm ceptudomkar as
ycTaHoBneHunsa SSL-coegmHeHus ¢ LDAP-cepeepom.

CuHTakcuc
ldap-server ssl crypto <FILE-NAME>

no ldap-server ssl crypto

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

CepTtudpmkar He ykasaH.

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ldap-server ssl crypto ldap-ssl.crt

Idap-server ssl check-peer disable
[aHHoii KomaHaon oTknovaeTcs Bepudmkaunsa LDAP-cepBepa no ceptudmkary.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) BKoYaeT Bepudmkauymio LDAP-cepeepa no
ceptudmkary.

CuHTakcuc

[no] ldap-server ssl check-peer disable

MapameTpbl

OTcyTCTBYIOT.

3HaueHue No yMmo4aHuio

OTK/OYEHO.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server ssl check-peer disable

Idap-server ssl enable
[JlaHHOli KOMaHAo BKtoUaeTcs ucnonb3oBaHune SSL-coeanHenns anst LDAP-noakntoyeHus (LDAP over SSL).

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) OTK/OYaeTCA Ucrnonb3oBaHme SSL-coegnHeHns ans
LDAP-nogkntoueHust (LDAP over SSL).

CuHTaKkcuc

[no] ldap-server ssl enable

MapameTpbl
OrtcyTcTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
CONFIG

Mpumep

esr(config)# ldap-server ssl enable

line

[JlaHHO KOMaH/10Vi OCYLLECTB/ISIETCS NEPEXOA, B PEXUM KOHIMIYPMPOBaHUS COOTBETCTBYIOLLENO TepMUHana:
NOKasIbHasi KOHCO/b, yaaneHHast koHcosb (Telnet), yaaneHHas 3awyiieHHas KoHcosb (SSH).

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yCTaHaBIMBAET NapaMeTpbl TEpMUHAA MO
yMoniyaHuio. MNapaMeTpbl No yMoN4aHuIo onucaHbl B pasgenax login authentication U enable authentication.
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CuHTakcuc
[no] 1line <TYPE>

MapameTpbl
<TYPE> — T1n KoHCcONN:

+ console — nokasnibHasi KOHCO/b;
- telnet — ynaneHHas KOHCO/b;

+ ssh - 3awyieHHas yganeHHas KOHCOo b.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# line console
esr(config-line-console)#

login authentication

E-SBC. CnpaBoyHuUK komaHp, CLI

[laHHOI KOMaHAOV OCYLLECTBNSIETCA akTUBaLMS CNMCKa ayTeHTU(MKALMN BXoAa Nonb3oBaTeneli B CUCTEMY,

KOTOpbIli BYAET NCNOMb30BATLCSA B KOHPUIYpUPYEMOM TEPMUHAIE.

B KoHpurypauum no yMosi4aHuio akTUBHbLIM SIBSIETCS CMUCOK C MMeHeM «default», AaHHbIV cnncok cogepxuT

oavH cnocob ayteHTudmkauum — «local.

Mcnonb3oBaHue oTpuuatenbHoli hopmbl komaHabl (nNo) genaeT cnucok ¢ umeHem «default» akTUBHbIM.

CuHTakcuc
login authentication <NAME>

no login authentication

MapameTpbl

<NAME> — nms cnmcka, 3agaércs cTpokoit o 31 cumBona.

3Ha4yeHue no ymonyaHuio
default

Heob6xoaumbili ypoBeHb NPUBUETAIi
15
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KomMaHAHbIV peXxum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep

esr(config-line-console)# login authentication login-test

password

KomaHga an1a yctaHOBKU naponsa onpeaesieHHOMY Nnosib3oBaTento 415 BXxoga B cuctemy. MNaponb MOXeT ObIThb
3a/laH Kak B OTKPbITOM BuAe, Tak 1 B Buge xew shad512.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) yAanseT Naposb Nosb30BaTesNst U3 CUCTEMBI.

CunHTtakcuc
password { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password

MapameTpbl
<CLEAR-TEXT> - naponb, 3aaéTcs cTpokoii [1 .. 32] cumBo/oB, NpuHUMaeT 3HadveHus [0-9a-fA-F;

<HASH_SHA512> - xeww naponsi no anroputmy sha512, 3agaétcsa ctpokoii 13 110 cMMBOOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-USER
CHANGE-EXPIRED-PASSWORD

Mpumep

esr(config-user) password test

port
[aHHoi KomaHaoM 3a4aéTca HoMep nopTta Ans o6MeHa AaHHbIMU C yaaNleHHbIM CEPBEPOM.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> — Homep TCP/UDP-nopTa ans obMeHa faHHbIMU C YAa/IEHHbIM CepBEPOM, NMPUHMMAaET 3Ha4YEeHUA
[1..65535].

3Ha4yeHue no ymonyaHuio
49 - npnsa TACACS-cepsepa;
389 — ana LDAP-cepBepa;

He yctaHoBneHo — gnsa DAS-cepsepa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
CONFIG-DAS-SERVER

Mpumep

esr(config-tacacs-server)# port 4444

priority

[laHHOI KomMaHAol 3a4aéTca NPUOPUTET UCMO/Ib30BaHNA YAa/IEHHOTO cepBepa. Yem Huke 3HaueHve, Tem
npuopuTeTHee cepaep.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc
priority <PRIORITY>

no priority

MapameTpbl

<PRIORITY> — npvopuTeT UCMO/Ib30BaHNSA YAAIEHHOMO CepBepa, NPUHNMAaET 3HaveHus [1..65535].

3HauyeHue No ymosiMaHuio
1
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-LDAP-SERVER

Mpumep

esr(config-tacacs-server)# priority 5

privilege

[aHHoi KomaHaol NpoM3BOANTCS YCTAaHOBKA YPOBHS NPUBUAETNAIA NoMb3oBaTens. Habop komaHg, KOTOPbIi
[OCTyNeH Nonb30Baresto, 3aBUCUT OT YPOBHA Npusunervid. NMosb3osatenam ¢ ypoBHAMY npusmneruii ot 1 go 9
[OCTYMNEH TOMbKO NPOCMOTP UHAopmaumun. MNMonb3oBartensam ¢ ypoBHeM npusunernin ot 10 go 15 goctynHa
60nbLIas YacTb KOMaHL, KOHUrypupoBaHus. MNMosib3oBarensm ¢ ypoBHeEM npusunernii 15 4ocTyneH NnosHbIi
Ha6op KoMaHA. TpebyeMblii HE0OX0AMMBbIA YPOBEHb NPUBUAETNIA KOMaHA MOXET ObiTb U3MEHEH, ONNCAaHUE B
pasgene description.

icnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHbl (NO) yCTaHaB/IMBAET HEOBXOANMbIV YPOBEHb NpUBUNErnii
N0 YMONYaHWIo.

HasHauyeHne Ha4ya/lbHOro YPOBHS NPUBW/IErWA NONb30BaTENSIM NPOUCXOAUT CrieayoLwmM 06pa3oM:

* HEeob6X0AUMbI YPOBEHb MPUBUIErIA NOMb30BaTENAM U3 JIOKa/IbHOM 6a3bl HA3Ha4YaeTCsl yKasaHHOM
KOMaHz0M;

* HeobXoAUMbI YPOBEHb NPUBMKAErWIA AN No/b30BaTesnel, aBTopM3oBaBLLMXcS No npoTokony RADIUS,
n3BriekaeTca U3 atpubyTa cisco-avpair = "shell:priv-lvl=<PRIV>";

* HeobXoAuMbIi YPOBEHb NPUBMIErWIA ANA Nofb3oBaTesniel, aBTopm3oBaBLLmMxcsa no npotokony TACACS,
n3BnekaeTca u3 atpuoyta priv-lvi=<PRIV>;

* YPOBEHb NpPUBUNETNIA 415 NOMb30BaTENENR, aBTOPU30BaBLUNXCS N0 NpoTokony LDAP, nsasnekaetcs m3
aTpnbyTa, 3a4aHHOro kKoMaHzol privilege-level-attribute, onucaHHoi B pasgene line, N0 yMon4aHuto priv-
Ivi=<PRIV>.

Ecnu npu ayteHTudmkaumm nonb3oBatens yepes npotokosibl TACACS/RADIUS/LDAP He 6blna nonyyeHa
BbllLIeyKa3aHHas onuus uamn 6bisia NosyyYeHa onuus ¢ HEKOPPEKTHLIM 3HAYEHMEM, TO NONb30BaTeNto byayT
Ha3HayeHbl NPUBMMETM NOMb30BaTENA «remoter, Mo ymonyaHuio 1. Heobxoaumeblii ypoBEHb NPUBUIETAA
nonb3oBaTens «remote» MOXHO M3MEHUTb aHaI0rMYHO NIFD60MY APYroMy NoJb30BaTENIO U3 STIOKa/IbHON 6a3bl C
NMOMOLLbH YKa3aHHON KOMaHApbI.

CuHTaKkcuc
privilege <PRIV>

no privilege

MapameTpbl

<PRIV> - HE06X04UMbIii ypOBEHb NPUBWETUNA, MPUHUMAET 3HaueHue [1..15].
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3Ha4yeHue no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-USER

Mpumep

esr(config-user)# privilege 15

privilege

E-SBC. CnpaBoyHuUK komaHp, CLI

[JaHHOI KOMaH/10¥i NPOM3BOAMTCS YCTaHOBKA MUHUMA/IbHOMO YPOBHS NPUBU/IETMIA NO/Tb30BaTENS,

H606X0p,VIMOI'O 014 BbINO/THEHUA KOMaH/Abl N3 YKa3aHHOIo nogaepesa KoMmaHa,.

icnonb3oBaHue oTpuUaTesibHoi (DOpPMbl KOMaH bl (N0) ycTaHAB/IMBAET HEOBXOAMMbIA YPOBEHb NPUBUETHIA

no ymos4yaHuto.

CuHTakcuc
privilege <COMMAND-MODE> level <PRIV> <COMMAND>
no privilege <COMMAND-MODE> <COMMAND>

MapameTpbl
<COMMAND-MODE> — KOMaHAHbIA PEXUM, MOXET NPUHUMATb 3HAYEHUS:

+ change-expired-password;
+ config;

+ config-aaa-das-profile;

+ config-aaa-radius-profile;
+ config-accsess-profile;

+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

+ config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;
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+ config-dhcp-vendor-id;

+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-if-et;

« config-gre;

+ config-if-gi;

+ config-ifte;

« config-iftwe;

« config-if-fo;

+ config-if-hy;

« config-ike-gw;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;

« config-ipsec-vpn;

+ config-ipvé-bgp-af;

+ config-ipvé-bgp-group;

« config-ipvé-bgp-neighbor;
+ config-ipvé-dhcp-server;
« config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

« config-ipvé-pl;

« config-ipvé-wan-rule;

+ config-ipvé-wan-target;

+ config-ipvé-wan-target-list;
+ config-keychain;

« config-keychain-key;

« config-12tp-server;

+ config-12tpv3;

+ config-ldap-server;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-loopback;

« config-lt;

+ config-mst;

+ config-multilink;

+ config-netflow-host;

+ config-network-policy;

« config-ntp;

+ config-object-group-application;
+ config-object-group-mac;
+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;
+ config-openvpn;

+ config-openvpn-server;

+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

E-SBC. CnpaBoyHuUK komaHp, CLI
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<PRIV> - HE06X0AUMbIii ypOBEHb NPUBUNETUNA, MPUHUMAET 3HaueHue [1..15];

<COMMAND> - nogaepeBo KoMmaHg, 3afaeTcsi CTPOKoi A0 255 cMmMBO/OB.

Heo6xoaumblii ypoBeHb NpuBUiernii

15

config-pl;
config-policy-map;
config-pool;
config-port-channel;
config-ppp-user;
config-pppoe;
config-pptp;
config-pptp-server;
config-profile;
config-qing-if;
config-radius-server;
config-rip;
config-route-map;
config-route-map-rule;
config-service-port;
config-sflow-host;
config-snat;
config-snat-pool;
config-snat-rule;
config-snat-ruleset;
config-snmp-host;
config-snmp-user;
config-softgre;
config-subif;
config-subscriber-control;
config-subscriber-default-service;
config-subtunnel;
config-tacacs-server;
config-tracking;
config-user;
config-vlan;
config-vrf;

config-vti;
config-wan-rule;
config-wan-target;
config-wan-target-list;
config-wireless;
config-zone;
config-zone-pair;
config-zone-pair-rule;
debug;

root.

KomaHgHbIi pexum
CONFIG

E-SBC. CnpaBoyHuUK komaHp, CLI
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Mpumep

YcTaHoBUTb AN nogJepesa KoMaHg «<Show» KOPHEBOIro KOMaHAHOIO pexviMa HeobxoAnMbIii yPOBEHb
npuBunernii 2. Komanael nogaepesa «show interfaces» octaButb ¢ ypoBHEM npusunernii 1.

esr(config)# privilege root level 2 "show"
esr(config)# privilege root level 1 "show interfaces"

radius-server dscp

KomaHga 3agaét 3HaveHue koga DSCP ansa ucnonb3oBaHus B IP-3aronoske ncexogsawmx naketos RADIUS-
cepsepa.

Vcnonb3oBaHue oTpuUaTesibHoi (DOPMbI KOMaH bl (N0) ycTaHaBIMBaeT 3HadeHre DSCP no ymonuaHuio.

CuHTakcuc
radius-server dscp <DSCP>

no radius-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HaueHns B gnanasoHe [0..63].

3HauyeHue No ymMmosiyaHuio
63

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# radius-server dscp 40

radius-server host

[aHHaa komaHga ncnonb3yetca s gobasneHns RADIUS-cepBepa B CNUCOK NCNOMb3yEMbIX CEPBEPOB U
nepexoga B koMaHgHbI pexum RADIUS SERVER.

Micnonb3oBaHue oTpuLaTenbHoW hopMbl KOMaHbl (N0) yaansieT 3agaHHbiin RADIUS-cepsep.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]
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MapameTpbl
<VRF> - nmsa aksemnnspa VRF, 3agaetca cTpokoii go 31 cumsona.

<ADDR> - IP-agpec RADIUS-cepBepa, 3agaétca B Buae AAA.BBB.CCC.DDD, rge kaxgasa yactb NpUHUMaEeT
3HayeHus [0..255];

<IPV6-ADDR> — IPv6-agpec RADIUS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yactb npuHuUmaet
3HauYeHus B WecTHaauaTepuuHom chopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# radius-server host 10.100.100.1
esr(config-radius-server)#

radius-server host
[aHHasa komaHga ncnonbayetcs ans gobasneHms RADIUS-cepsepa B npodguis RADIUS-cepBepoB.

Vicnonb3oBaHue oTpuLaTesibHOi (DOpMbl KOMaH bl (N0) yaanseT 3aaaHHblii RADIUS-cepBep 13 npoduns.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — ums ak3emnnspa VRF, 3agaetcsa ctpokoi oo 31 cumBona.

<ADDR> — IP-agpec RADIUS-cepsepa, 3agaétca B Buge AAA.BBB.CCC.DDD, rage kaxgas yactb npuHUMaeT
3HavyeHus [0..255];

<IPV6-ADDR> — IPv6-agpec RADIUS-cepBepa, 3agaétca B Buge X:X:X:X::X, rae kaxxgasa 4acTb NpuHMmMaet
3HaueHus B WecTHaauaTepuyHom chopmarte [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbI pexum
CONFIG-RADIUS-SERVER-PROFILE
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Mpumep

esr(config-aaa-radius-profile)# radius-server host 10.100.100.1

radius-server retransmit

[aHHoi KoMaH10Vi 3a4aéTcs KOIMUYECTBO Nepe3anpocoB k nocneaHeMy aktuBHomy RADIUS-cepBepy, koTopoe
6yEeT BbINOIHEHO Nepes BbINOSHEHEM 3aNpoCcoB K cneaytowymM RADIUS-cepBepam B CnvcKe.

Vicnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
radius-server retransmit <COUNT>

no radius-server retransmit

MapameTpbl

<COUNT> - konunyecTtBo nepesanpocos k RADIUS-cepsepy, npuHumaet 3HaueHus [1..10].

3HaueHue No yMmo4aHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# radius-server retransmit 5

radius-server timeout

[aHHoI KomaHaoM 3aaéTca HTepBaUsl, N0 NCTEYEHMM KOTOPOro YCTPOMCTBO cunTaeT, Uto RADIUS-cepsep
HeLoCTyneH.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc

radius-server timeout <SEC>

no radius-server timeout
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MapameTpbl

<SEC> - nepviofi BpEMEHM B CEKyH1aX, NpMHMMAaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

3 CeKkyHAbl

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# radius-server timeout 5

retransmit

[aHHoi KomaHaon 3a4aéTca KonmyecTBo nepesanpocoB kK RADIUS-cepsepy, KoTopoe 6yaeT BbINO/THEHO Nepeq,
BbINOJIHEHMEM 3anpocoB K criegyowmum RADIUS-cepsepam B cnncke.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
retransmit <COUNT>

no retransmit

MapameTpbl

<COUNT> - konnmuecTBO nepesanpocoB Kk RADIUS-cepsepy, NpuHUMaeT 3HaueHus [1..10].

3Ha4yeHue no ymon4yaHuio

He 3agaH, Ucnonb3yeTtcsl 3HaYeHne r106asbHOro napameTpa, ONMCaHHOTO B pasaene radius-server retransmit.

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHZHbIi pexum
CONFIG-RADIUS-SERVER
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Mpumep

esr(config)# retransmit 5

security passwords default-expired
[aHHOoI KomaHAoW BKNHOYAETCS 3anpoc Ha CMeHy Naposis No ymon4aHuo ans nonb3osarensd admin.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbI KOMaH bl (N0) OTK/OYAET 3anpoc Ha CMEHY Napossi Mo YMOTYAHWIO.

CuHTakcuc

[no] security passwords default-expired

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmo4aHuio

3anpoc Ha CMeHy Naposis N0 YMOYaHUO OTK/THOYEH.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security passwords default-expired

security passwords history

[laHHOli KOMaHO BK/IHOUYAETCS PEXMM 3anpeTa Ha UCMO/Ib30BaHNe paHee YCTaHOB/IEHHbIX Naposeit
NOKa/bHbIX NOSIb30BaTeseit. B kauecTBe napameTpa ykasblBaeTcs KONMMUYECTBO Naposell, COXpaHsiEMbIX B
namsT¥ MapLupyTusartopa.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc

security passwords history <COUNT>

no security passwords history
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MapameTpbl

<COUNT> - Ko/IMyecTBO Naposieit, CoxpaHsaeMblx B naMsATi MapLipytusatopa [0..15]. Mpu yMeHbLLEHUN
[laHHOro 3HaYeHus NNLWHKeE, 6o1ee cTapble Naponn yaasaTCs.

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security passwords history 5

security passwords lifetime

[laHHOI KoMaHAol ycTaHaBNMBAETCS BpeMs AeCTBMS Naposisi TOKa/IbHOro nosib3oBatens. Mpu nonbITke
NOAK/OYEHMS NOMb30BATE/IA C UCTEKLLUM NaposieM Nosib3oBatesb OyAeT HanpaB/eH B PEXUM
NPUHYANTENIbHOI CMEHbI Napons.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
security passwords lifetime <TIME>

no security passwords lifetime

MapameTpbl

<TIME> — uHTepBas BpeMeH AeiCcTBUA Naposis B JHAX, NPUHUMAET 3HadeHus [1..365].

3Ha4yeHue no ymonyaHuio

Bpemsa feiicTBMS Naposi NOKasIbHOrO NO/Ib30BaTENSA HE OrPaHUYEHO.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# security passwords lifetime 30

security passwords lower-case

[aHHoI KomaHAoW ycTaHaBNNBaAETCSH MUHMMasIbHOE KOMIMYECTBO CTPOUHbIX BYKB B Maposie N0KasibHOro
none3oaresnsi, ENABLE-napone, umeHn SMNPv3-nonb3osatens u SMNPv1/SMNPvV2 ¢ KOMbHOHUTH.

Vicnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords lower-case <COUNT>

no security passwords lower-case

MapameTpbl

<COUNT> — MnHMMasibHOE KOMYECTBO CTPOUHbIX OYKB B Maposie nokanbHoro nosnb3osartens, ENABLE-napone,
nmenn SMNPv3-nons3osatens n SMNPv1/SMNPvV2 ¢ kombloHnTu [0..32].

3HaueHue No yMmo4aHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security passwords lower-case 2

security passwords max-length

[aHHol KoMaH0i ycTaHaB/IMBAETCH OrpaHNYeHre Ha MakCUMasibHYH0 AJIMHY Naposis IOKasIbHOro
nons3osartens u ENABLE-napons.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTakcuc

security passwords max-length <NUM>

no security passwords max-length
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MapameTpbl

<NUM> — MakcumasibHOe KO/IMYecTBO CMBOJIOB B Naporie, 3ajaeTcs B AvanasoHe [1..32].

3HauyeHue No ymosiyaHuio
32

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security passwords max-length 30

security passwords min-length

[aHHol KOMaHO0I ycTaHaB/IMBAETCH OrpaHNYeHe Ha MUHUMaUIbHYIO AJIMHY Naposis OKasIbHOro
nons3osarens u ENABLE-napons.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTakcuc
security passwords min-length <NUM>

no security passwords min-length

MapameTpbl

<NUM> — MMHMMasIbHOE KOJIMYECTBO CYMBOJIOB B Napose, 3aaetcs B AgvanasoHe [1..32].

3Ha4yeHue no ymon4yaHuio
1

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHZHbIi pexum
CONFIG

342



E-SBC. CnpaBoyHuUK komaHp, CLI

Mpumep

esr(config)# security passwords min-length 10

security passwords numeric-count

[aHHoI KomaHAoW ycTaHaBNMBaAETCA MUHMMAasIbHOE KO/IMYECTBO UMAp B Naposie /I0KasibHOro nosib3oBaTterss,
ENABLE-napone, umenn SMNPv3-nionb3zoBatens n SMNPv1/SMNPV2 ¢ KOMbIOHUTW.

Vicnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords numeric-count <COUNT>

no security passwords numeric-count

MapameTpbl

<COUNT> — MUHMMasIbHOE KO/IMYECTBO LUMhp B Napone nokanbHoro nonb3osatens, ENABLE-napone, nmeHun
SMNPv3-nonb3osatens n SMNPv1/SMNPv2 ¢ kombtoHnTy [0..32].

3HaueHue No yMmo4aHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security passwords numeric-count 2

security passwords special-case

[aHHol KomaHo yCcTaHaBIMBAETCS MUHUMa/IbHOE KO/IMYECTBO ChneLnasbHbIX CUMBO/IOB B Naposie
nokaneHoro nons3osatens, ENABLE-napone, nmenn SMNPv3-nonb3osarens n SMNPv1/SMNPV2 ¢
KOMBbIOHUTH.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc

security passwords special-case <COUNT>

no security passwords special-case
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MapameTpbl

<COUNT> — MnHMMasIbHOE KOMYEeCTBO creLnaibHbIX CUMBOJIOB B Naposie NIOKasIbHOro Mosib30Barens,
ENABLE-napone, nmeHn SMNPv3-nonb3osatens n SMNPv1/SMNPv2 ¢ kombtoHuTy [0..32).

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security passwords special-case 2

security passwords symbol-types

[aHHol KomaH0i ycTaHaB/IMBaeTCA MUHVMa/IbHOE KO/IMYEeCTBO TUMOB CYMBOJI0B, KOTOPbIE AO/KHbI
MpuCyTCTBOBATL B Nnaposie siokasibHoro nosb3osatesnis, ENABLE-napone, nmeHn SMNPv3-nons3osatens un
SMNPVv1/SMNPV2 C KOMbIOHUTN.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
security passwords symbol-types <COUNT>

no security passwords symbol-types

MapameTpbl

<COUNT> — MMHUMasIbHOE KONNYEeCTBO TUNOB CUMBOJ/IOB B Naposie /I0Ka/lbHOro Nosib3oBaTens,
ENABLE-napone, umenn SMNPv3-nonb3osatens u SMNPv1/SMNPvV2 ¢ KomboHUTK [1..4].

3Ha4yeHue no ymon4yaHuio
1

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# security passwords symbol-types 2

security passwords upper-case

[laHHOli KOMaH[o ycTaHaBIMBAETCA MUHMMasIbHOE KOMMYECTBO NPOMUCHbIX (3arnaBHbIX) GYKB B Napone
nokasnbHoro nons3oarens, ENABLE-napone, nmeHn SMNPv3-nonb3oBatens n SMNPv1/SMNPv2 ¢
KOMbIOHUTH.

Vicnonb3oBaHue oTpuLaTeNibHo (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHUIO.

CuHTakcuc
security passwords upper-case <COUNT>

no security passwords upper-case

MapameTpbl

<COUNT> — MMHMMa/IbHOE KO/IMYeCTBO NPONUCHbIX (3arnaBHbIX) 6YKB B Naposie NoKasibHOro Nosib3oBarens,
ENABLE-napone, umedn SMNPv3-nonb3osatens n SMNPv1/SMNPv2 ¢ kombioHuTK [0..32].

3HaueHue No yMmo4aHuio
0

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security passwords upper-case 2

security snmp-community max-length
[aHHOoI KomaHAoW ycTaHaBNMBaeTCA orpaHnyeHne Ha MakcumasnbHyto iy SMNPv1/SMNPV2 ¢ KOMbIOHUTN.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTakcuc

security snmp-community max-length <NUM>

no security snmp-community max-length
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MapameTpbl

<NUM> — makcmmasibHoe KOMIMYeCcTBO CUMBOJ/IOB B KOMbIOHUTY, 3aAjaeTcs B AnanasoHe [1..128].

3HauyeHue No ymosiyaHuio
128

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep
esr(config)# security snmp-community max-length 30
security snmp-community min-length

[aHHoi KomaHAoW ycTaHaBNMBaETCS OrpaHnyeHne Ha MUHUMasTbHy g/inHy SMNPv1/SMNPV2 ¢ KOMbOHUTW.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CunHTtakcuc
security passwords min-length <NUM>

no security passwords min-length

MapameTpbl

<NUM> — MUHUMa/IbHOE KOJIMYECTBO CYMBOJIOB B KOMbIOHUTY, 3a4aeTcs B AnanasoHe [1..128].

3Ha4yeHue no ymon4yaHuio
1

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# security snmp-community min-length 10
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show aaa accounting

[JlaHHas komMaHza No3BO/SIET NPOCMOTPETb HACTPOEHHbIE NapaMeTpbl yyeTa.

CuHTakcuc

show aaa accounting

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep

esr# show aaa accounting
Login : radius
Commands : tacacs

show aaa authentication

[laHHas KomMaHAa No3BOsISIET NPOCMOTPETL CMUCKM CNOCO60B ayTeHTUMKaLum Nonb3oBaTesnei, a Takke
aKTUBHbIE CMUCKM KaXA0ro Tuna TepMUHasIoB.

CuHTaKkcuc

show aaa authentication

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show aaa authentication
Login Authentication Method Lists

default local
Enable Authentication Method Lists

default enable
Lines configuration

Line Login method list Enable method list
console default default
telnet default default
ssh default default

show aaa Idap-servers

JaHHas komaHga no3BonfeT NpocMoTpeTs napameTtpbl LDAP-cepBepoB.

CuHTakcuc

show aaa ldap-servers

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
ROOT
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esr# show aaa ldap-servers
Base DN:
Root DN:

dc=example,dc=com
cn=admin,dc=example,dc=com

Root password: CDE65039E5591FA3

Naming attribute: uid

Privilege level attribute: priv-1lvl

User object class: posixAccount

DSCP: 63

Bind timeout: 3

Search timeout: 0

Search scope: subtree

IP Address Port Priority
10.100.100.1 389 1

show aaa radius-servers

[aHHasa komaHAa No3BosieT NPocMoTpeTb napameTpbl RADIUS-cepBepoB.

CuHTakcuc

show aaa radius-servers

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii

15

KomaHaHbIi pexum
ROOT

Mpumep

E-SBC. CnpaBoyHuUK komaHp, CLI

esr# show aaa radius-servers

Timeout: 3

Retransmit: 1

DSCP: 63

IP Addres Timeout Priority
2.2.2.2 - 1

2 4.4 - 1

show aaa tacacs-servers

9DA7076CA30B5FFEODCOC4
9DA7076BA30OB4EFCES

[JaHHaa komaHga no3BosisgeT npocMoTpeTb napameTpbl TACACS-cepBepoB.
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CuHTakcuc

show aaa tacacs-servers

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# show aaa tacacs-servers

Timeout : 3

DSCP: 63

IP Address Port Priority Key

10.100.100.1 49 1 CDEG65039E5591FA3

10.100.100.5 49 10 CDEG65039E5591FA3
show users

JaHHas koMaHaa No3Bo/IAeT NPOCMOTPETL akTUBHbIE CECCUN nonb3oBartesieli CUCTEMBI.

CuHTakcuc

show users

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT
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Mpumep

esr# show users

SID User name Logged 1in at Protocol Host

0 * admin 2023-06-26 15:47:38 SSH 192.168.1.44
1 admin 2023-06-26 15:47:38 Telnet 192.168.1.44
2 admin 2023-06-26 15:47:38 Console Console

show users accounts

E-SBC. CnpaBoyHuUK komaHp, CLI

Timers Login/Priv Level
00:29:59/00:00:00 15
00:25:08/00:00:00 15
00:29:56/00:00:00 15

[aHHasi KoMmaHa No3Bo/siET NPOCMOTPETL KOHAPUIYpaLMio Nosib3oBaTesieli CUCTEMBI.

CuHTakcuc

show users accounts

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbI pexum
ROOT

Mpumep

esr# show user accounts
Name

techsupport

remote

operator

Password
$6$1sxrvGaV8Za8oX/K$YNel5xYPZ4c]
bemYWYNpQBQKDXWE9v0OaoKgQ
KRCEbOEMNuUuusO9Kmg7UBs7nA3buEM87e
Eu.rA6tzZq0
$6$YfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp. 9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.
$6$YfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp.kgFAK.vmvyY9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.
$6$eIlLpbbyRxedCzvVD$4RHPO8MIXVNT
urX7vV/ULCZ1loHIWMwEGh5T
zgwZQUZcPoZCEyaqQQqCicRMRuPwhxrQ
bvGChWrewl

Privilege

15
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show users blocked

[aHHas KomaHza No3BONSAET NpocMaTpuBaTb CNUCOK Nosib3oBaTesnei, 419 KOTopbIX Obls1 BBEAEH
Henpaswu/bHbIA Naponb. MNonb3oBaresnb yAanseTca U3 cnucka nocsie Beoga npasu/ibHOro nNaposs npu
ayTeHTugukaymm.

CuHTakcuc
show users blocked [ <NAME> ]

MapameTpbl

<NAME> - 1ms nonb3osBaTterss, A1 KOToporo H606X0,U,I/IMO OTO6pa3VITb CTaTUCTUKY HenpaBW/1IbHbIX MOMbITOK

ayTeHTUdmKaumm, 3agaércsa cTpokoit go 31 cumeona.

be3 ykasaHusa nMeHu nosb3oBartesns 0T06pa>KaeTcs:| BCA Ta6n|/|u,a HenpaBun/ibHbIX MOMNbITOK ayTeHTI/I(*)I/IKaLIIVII/I.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep

esr# show users blocked
User name Failures Latest failure From

tester 4 2017-09-10 08:29:42 0.0.0.0

source-address

[aHHoin komaHaon onpegensietcs IPv4/IPv6-agpec mapLupytusaropa, KoTopblil 6yaeT UCnosib30BaTbCs B
kauyecTBe IPv4/IPv6-agpeca nctodyHmka B oTnpaBnsieMbix naketax Ha KoHgurypupyemsolii AAA-cepsep.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yaansieT ykasaHHblii IPv4/IPv6-agpec NCTOYHMKA.

CuHTakcuc
source-address { <ADDR> | <IPV6-ADDR> | object-group <NETWORK_OBJ_GROUP_NAME> }

no source-address

MapameTpbl

<ADDR> - IP-agpec nctoyHuka, 3agaétcsa s suge AAA.BBB.CCC.DDD, rge kaxaas 4acTb NPUHUMAET 3HaYeHUN

[0..255];

<IPV6-ADDR> - IPv6-agpec nctouHuka, 3agaétca B suge X:X:X:X::X, rae kaxaasa 4acTb NpUHMMAET 3HAYEHNA B

LwecTHaauartepruHom cpopmare [0..FFFF].
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<NETWORK_OBJ_GROUP_NAME> - cnncok agpecos, KOTopble OyayT MCNONb30BaTbCA B KaUeCcTBe source
address.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep

esr(config-radius-server)# source-address 220::71

source-interface

[aHHoi KomaHaol onpeaensieTca nHTepdeiic nnu TyHHe b MaplpyTtudaTopa, IPv4/IPv6e-agpec koToporo
6yaeT ucnonb3oBarbcA B kKavecTse IPv4/IPv6-agpeca nctouHmka B OTnpaBsisieMblx Naketax Ha
KOHpurypupyemblii AAA-cepBep.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAANSeT ykasaHHbIi MHTepdeiic Nim TyHHe b.

CuHTaKkcuc
source-interface { <IF> | <TUN> }

no source-interface

MapameTpbl

<IF> - uma nHTepdielica ycTpoincTea, 3a4aéTcsa B BUAE, ONMCAHHOM B pasfesie Turbl 1 Nopsifok MMEHOBAHMS
NHTepdencoB MapLupyTn3aTopa;

<TUN> — nms TyHHens yCcTponcTBa, 3a4aéTcA B BUAE, ONUCAHHOM B pasfene Tunbl 1 Nopsiok MMeHoBaHsA
TYHHe el MapLipyTusaropa.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHAHbI pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
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Mpumep

esr(config-radius-server)# source-interface gigabitethernet 1/0/1

system configuration-exclusively
[aHHOoI KomaHAoM BKNKOYaeTCs orpaHnyeHne konuyectea ceccuii CLI oo ogHoli.

Micnonb3oBaHue oTpuLaTeNbHO (DOpPMbl KOMaHbl (N0) yCTaHAB/IMBAETCS 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc

[no] system configuration-exclusively

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmo4aHuio

OTK/OYEHO.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# system configuration-exclusively

tacacs-server dscp

KomaHpaa 3anaét 3HaveHue koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogswmx naketos TACACS-
cepsepa.

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.

CuHTakcuc
tacacs-server dscp <DSCP>

no tacacs-server dscp

MapameTpbl

<DSCP> - 3HaueHvne koga DSCP, npuHumaeT 3HaueHnsi B granasoHe [0..63].

354



E-SBC. CnpaBoyHuUK komaHp, CLI

3Ha4yeHue no ymonyaHuio
63

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# tacacs-server dscp 40

tacacs-server host

[aHHas komaHga ncnonbdyetca gnsa gobasneHns TACACS-cepBepa B CMMCOK UCMOMNb3yEMbIX CEPBEPOB U
nepexoga B koMaHAHbI pexxum TACACS SERVER.

icnonb3oBaHue oTpuuaTesibHoi (DopMbl KOMaH bl (No) yaanseT 3aaaHHblii TACACS-cepBep.

CuHTakcuc
[no] tacacs-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — ums ak3emnnspa VRF, 3agaetcsa ctpokoit oo 31 cumBona.

<ADDR> — IP-agpec TACACS-cepBepa, 3agaétcsa B suge AAA.BBB.CCC.DDD, rae kaxgasa yacTb NpuHUMaeT
3HavyeHus [0..255].

<IPV6-ADDR> — IPv6-agpec TACACS-cepBepa, 3agaétca B Bnge X:X:X:X::X, rae Kkaxaas 4acTb NpuHMMaeT
3HaueHus B WecTHaauaTepuyHom chopmarte [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbI pexum
CONFIG

Mpumep

esr(config)# tacacs-server host 10.100.100.1
esr(config-tacacs-server)#
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tacacs-server timeout

[aHHoI KomaHaoM 3a4aéTca HTepBaUsl, N0 NCTEYEHMUM KOTOPOro YCTPOKCTBO cunTaeT, yto TACACS-cepsep
HenoCTyneH.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
tacacs-server timeout <SEC>

no tacacs-server timeout

MapameTpbl

<SEC> - nepvog, BpemeHun B cekyHax, NprHuMaeT 3HaueHus [1..30].

3HauyeHue No ymosi4aHuio

3 cekyH/pbl.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep

esr(config)# tacacs-server timeout 5

tech-support login enable

[JaHHol KoMaHZO0 BKNHOYAETCA HU3KOYPOBHEBbIV YAaNeHHbI AOCTYN K CUCTEME C MOMOLLbIO NONb3oBaTens
«techsupport». HU3k0ypoBHEBbIV AOCTYN K CUCTEME MO3BOIUT TEXHUYECKOW NoAAEPXKE NOYYMTb BCO
HeobxoauMYyH MHd)OpMaLMIo, Korga aTo Heo6XoAMMO.

icnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) BbIK/THOUYAET HU3KOYPOBHEBbIN YAa/IeHHbI AOCTYN K
cucTeMe C NoMoLLbIo Nosb3oBaTtens «techsupport».

CuHTakcuc

[no] tech-support login enable

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# tech-support login enable

timeout

[aHHoi KomaHaol 3a4aéTcsa NHTepBasl, N0 UCTEYEHMM KOTOPOro YCTPOoMcTBO cuntaet, uto RADIUS-cepsep
HeAOoCTyNeH.

icnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc
timeout <SEC>

no timeout

MapameTpbl

<SEC> - nepviofi BpeMeH B CEKyH1ax, NpMHMMaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

He 3aaH, cnosb3yeTcs 3HaueHne r1106a1bHOro TaliMepa, ONMCcaHHOro B pasaene radius-server timeout.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbI pexum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# timeout 7

usage

[aHHaa komaHga onpegensiet TMn coeguHeHni Ans ayTeHTUdmKaumm KOTopbix 6yAeT NCNo/b30BaTbCs
RADIUS-cepsepa.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc
usage { all | aaa | auth | acct | pptp | 12tp }

no usage

MapameTpbl
all — Bce Tvnbl coeanHeHWis;

aaa — RADIUS-cepBep 6yaeT ucnonb3oBaTbCs ANs ayTeHTUdmkalumn, aBTopusaumm un yyeta telnet-, ssh-,
console-ceccuif;

auth — RADIUS-cepBep 6yaeT ncnonb3oBatbes A8 ayTeHTMdMUKaUMM 1 asTopusaumm telnet-, ssh-,
console-ceccuif;

acct — RADIUS-cepBep 6yaeT ucnonb3oBatbcs Ans yyeta telnet-, ssh-, console-ceccuis;

pptp — RADIUS-cepBep 6yaeT ncnosnb3oBaTbCs A/151 ayTEHTMdMKaL MK, aBTOpM3aLmn 1 yuyeTa yaaneHHbIX
nonb3oBartesnen, nogxkyatoLmxest no npotokony PPTP;

I2tp — RADIUS-cepBep GyaeT ncnonb3oBaTbCs AN ayTeHTUdMKaL MM, aBTopu3aLmm 1 ydeta yaaneHHbIX
nonb3oBarenen, nogxodatomxcs no npotokony L2TP over IPsec.

3Ha4yeHue no ymonyaHuio

all

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# usage pptp

username

[aHHoi KomaHa0l BbINOMHAETCS A0b6aBeHme nonb3oBaTesns B I0Ka/IbHYI0 6a3y nonb3oBarteneii u
OCYLLECTB/SIETCS NEPEXOS B PEXMM HACTPONKM NapamMeTpoB NoO/Ib30BaTeNs.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAANSieT Nonb30BaTeNsA U3 CUCTEMbI.

CuHTaKkcuc

[no] username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércsa cTpokoit o 31 cumeona. Ecnv ncnonb3oBarb KOMaHay A
yAasieHns;, TO Npuv yKkasaHun 3HaueHus «all» 6yayT yaaneHbl Bce No/b30BaTeNu.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# username test
esr(config-user)#

E-SBC. CnpaBoyHuUK komaHp, CLI
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15 KoHdpurypupoBaHne n MOHUTOPUHT UHTepdelicoB

* O6Lwue koMaHabl
* clear interfaces counters
* description
* history statistics
* interface
* ip tcp adjust-mss
* load-average
* mode
* mtu
* rate-limit arp-broadcast
* rate-limit arp-broadcast pps
 show interfaces counters
* show interfaces description
* show interfaces history
* show interfaces status
* show interfaces utilization
* show system jumbo-frames
* shutdown
* speed
+ switchport dot1q ethertype egress stag
* switchport mode
* system jumbo-frames
* dusmyeckne nHTepdencol
* snmp trap link-status
* show interfaces protected-ports
* show interfaces sfp
* show interfaces switch-port configuration
* show interfaces switch-port status
* switchport community
* switchport protected
* switchport protected-port
* threshold rx-utilization
* threshold rx-utilization monitoring
* threshold tx-utilization
* threshold tx-utilization monitoring
* ArpervpoBaHHble UHTepPENiChI
* channel-group
* lacp port-priority
* lacp system-priority
* lacp timeout
* port-channel load-balance
* show interfaces port-channel
* show lacp counters
 show lacp interfaces
* show lacp parameters
* E1/multilink
* enable
* ip tcp header-compression
* ip tcp compression-connections
* mrru
* password
* ppp authentication chap
* ppp chap hostname
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* ppp chap password
* ppp chap refuse
* ppp chap username
* ppp ipcp accept-address
* ppp ipcp remote-address
* ppp max-configure
* ppp max-failure
* ppp max-terminate
* ppp mru
* ppp multilink
* ppp multilink-group
* ppp timeout keepalive
* ppp timeout retry
* show controllers e1
* switchport e1 clock source
* switchport e crc
* switchport e1 framing
* switchport e1 invert data
* switchport e1 linecode
* switchport e1 slot
* switchport e1 timeslots
* switchport e1 unframed
* switchport mode e1

* lMocnepoBaTesibHble UHTEPENCHI
* chat-script
* clear line aux
* databits
* dialer
* dialer idle-timeout
* dialer in-band
* dialer map
* dialer string
+ flowcontrol
* line aux
* modem inout
* parity
* show line aux
* speed
* stopbits
* transport telnet port

* BecnpoBofHble MOAEMbI
* allowed-auth
* allowed-mode
* apn
* cellular modem
* cellular profile
* device
* enable
* ip-version
* mode
* mru
* number
* password

* pin

361



E-SBC. CnipaBoyHuK komaHp, CLI

 preferred-mode
* profile
* show cellular configuration modem
* show cellular configuration profile
* show cellular status modem
* user
* HacrTpolika TenetoHHbIX NOPTOB
* authentication name
* authentication password
* call-forwarding busy
* call-forwarding busy number
* call-forwarding no-answer
* call-forwarding no-answer number
* call-forwarding no-answer timeout
+ call-forwarding unconditional
* call-forwarding unconditional number
* call-waiting
* caller-id mode
* dial-type
* enable
* flash call-transfer
* flash call-transfer mode
* flash timer
* hotline
* hotline ipt
* hotline pstn
* hotline number
* hotline number ipt
* hotline number pstn
* hotline timeout
* hotline timeout ipt
* hotline timeout pstn
* hybrid rx
* hybrid tx
* ipt prefix-name
* ipt prefix-number
* ipt offhook-ringing
* ipt ring-number
* profile sip
* profile pbx
* pstn transmit-number
* pstn transmit-prefix
* shutdown
* sip port
* sip user display-name
* sip user phone
* timing delay
* timing digit
* timing flash
* timing pulse-digit
* timing pulse-interdigit
* timing pulse-pause
* timing tone-digit
* timing tone-interdigit
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* TecTupoBaHue TesiePOHHbIX MOPTOB
* test voice-port start
* test voice-port status

MopsAoK MMeHOBaHMA NHTEPECOB MapLupyT13aTopa onucaH B pasgene Tunb 1 Nopsiok MMeHoBaHus
NHTeppeicoB MapLupyTmu3aropa.

KomaHgpb!, BBEAEHHbIE B pEXUME KOHUIypupoBaHusi nHTepdoelica (rpynnbl MHTEPKERCOB), NPUMEHSIHOTCS K
BbIGpPaHHOMY MHTepdeiicy (rpynne nHTepgeiicos).

O6wume KomaHabl

clear interfaces counters

[JaHHol KOMaHZOoM OCyLLEeCTBASAETCA COPOC CHETUMKOB 3a4aHHOIO CUCTEMHOIO MHTepdielica unm rpynmel
NHTepelicos.

CuHTakcuc

clear tinterfaces counters [<IF>]

MapameTpbl

<IF> — HameHOBaHVe CUCTEMHOIO UHTepdeica nnm rpynnel MHTephelicos, 3agaéTtcsa B BUAE, ONMCaHHOM B
pasgene Tunbl 1 NOPSAAO0K UMEHOBaHMSA MHTEPhencoB MmapLupyTu3aTopa.

MOXHO yKa3aTb HECKOJ/IbKO MHTephelicoB nepevncneHnem yepes «,» M1Mbo ykasatb gmanasoH nHTepdeincos
yepes «-». Ecnv He ykasblBaTb MHAEKCHI MHTEPENnCcoB, TO ByAyT OUMLLEHbI CHETUMKN BCEX NHTEpPIencoB
3aaHHo rpynnbl. Mpu BbINO/IHEHWUM KOMaHAb! 6e3 napameTpa 6yayT OYMLLEHbI CHETUMKM BCEX CUCTEMHbIX
NHTEpdeCcoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
ROOT

Mpumep

esr# clear interfaces counters gigabitethernet 1/0/5

description
[aHHas kKoMaHAa UCnonb3yeTcs A1 U3MEHEHUS ONMCaHMSA KOHGIUTYpPUPYyeMOro nHTepdoeiica.

Vicnonb3oBaHue oTpuLaTeNbHo (hopMbl KOMaH bl (N0) yaansieT ycTaHOB/IEHHOE ONCaHue.

CuHTakcuc
description <DESCRIPTION>
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no description

MapameTpbl

<DESCRIPTION> - onucaHune nHtepdelica, 3agaétcsa CTpokoin ao 255 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-00B
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-IF-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-IF-E1
CONFIG-IF-MULTILINK
CONFIG-SERVICE-PORT
CONFIG-CELLULAR-PROFILE
CONFIG-CELLULAR-MODEM
CONFIG-VOICE-PORT
CONFIG-VOIP-PROFILE
CONFIG-LINE-AUX '

Mpumep
esr(config-if-gi)# description "Uplink interface"

T Tonbko ons ESR-21.

history statistics
[laHHO KoMaHAol BKIHOYAETCA 3anycb CTAaTUCTUKN UCNOMb30BaHUS TeKyLLEero uHtepdeiica.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (NO) OTK/OYAET 3anucb CTATUCTMKU UCMOb30BaHNSA
TekyLero nHrepdeica.
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CuHTakcuc

[no] history statistics

MapameTpbl

OTcyTCTBYIOT.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-00B
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-SERIAL
CONFIG-IF-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-IF-MULTILINK
CONFIG-IF-E1
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM

Mpumep

esr(config-if-gi)# history statistics

esr(config-if-gi)#

interface

E-SBC. CnpaBoyHuUK komaHp, CLI

[laHHas KoMaHAa No3BOJISIET NEPENTN B PEXMM KOHPUIYpMpPOBaHUSi OIHOMO UK 6onee HTepPgElicoB.

Mcnonb3oBaHue oTpuuaTenbHoli hopmMbl kKoMaHAbl (N0) BOCCTaHABMBAET HACTPOIiKM UHTEpdelica no

YMO/TYaHWIO.

CuHTakcuc

[no] interface <IF>
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MapameTpbl

<IF> — HanmeHOoBaHWe nHTepderica nnn rpynnel UHTEPAENCOB, 3a4aETCA B BUAE, ONMCAHHOM B pasgesie Turb
N NOPSA0K UMEHOBaHUS NHTEPIENCOB MapLLpyTMh3aTopa.

@ Ha mapwpyTtusatopax ESR-1000 He nogaepxusaetcs pa6ota Mogyneii TOPGATE-WAN-E1 ¢
annapatHoli Bepcueli (hardware revision) 812.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep 1
Mepexon B pexum KoHdurypuposaHusa Ethernet-unrepceiica gi 1/0/20:
esr(config)# interface gigabitethernet 1/0/20

esr(config-if-gi)#

Mpumep 2

Mepexon B pexum KoHdurypupoBaHus Ethernet-uHtepdoeiica te 1/0/2:

esr(config)# 1interface tengigabitethernet 1/0/2
esr(config-if-te)#

Mpumep 3

Mepexos B peXnM KOHDUryprpoBaHUsa BUPTYasIbHOTO HTepeiica:

esr(config)# dinterface loopback 5
esr(config-loopback) #

Mpumep 4

Mepexon B pexuM KOHhUrypmpoBaHusa cab-uHtepdeiica:

esr(config)# dinterface gigabitethernet 1/0/20.20
esr (CONFIG-IF-SUB)#

Mpumep 5

Mepexon B pexvmM KoHdurypmpoBaHua nHtepdeiica port-channel 2:
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esr(config)# interface port-channel 2
esr (CONFIG-IF-PORT-CHANNEL) #

Mpumep 6

Mepexoa B pexum KoHdurypmpoBaHus nHtepdgeica el 1/0/1:

esr(config)# interface el 1/0/1
esr(config-if-el)#

Mpumep 7

Mepexopn B pexumM KoHduryprpoBaHus nHtepdeica multilink 1:

esr(config)# interface multilink 1
esr (CONFIG-IF-MULTILINK)#

ip tcp adjust-mss

[JlaHHoli komaHAot nepeonpeaenseTcs 3HayeHne nons MSS (Maximum segment size) Bo Bxoaawmx TCP-
naketax.

icnonb3oBaHue oTpuLAaTeNbHO (DOPMbl KOMaHbl (N0) OTK/MOYAET KOPPEKTUPOBKY 3HaUYeHVe nons MSS.

CuHTakcuc
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, npuH1UMaeT 3HaueHusi B ananasoHe [500..1460].

3HauyeHue No ymosiyaHuio
1460

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
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CONFIG-IF-O0B
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-IF-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# ip tcp adjust-mss 1400

load-average

[laHHOI KOMaHAol yCcTaHaBNMBAETCA MHTEpPBa/ BPEMEHW, MO KOTOPOMY NMPOMCXOAUT pacyeT yTuam3auum
nHTEepdeiica.

MCHOﬂb3OBaHMG(ﬂpMuaTeﬂbHOM(bOprIKOMaHAbIyCTaHaBﬂMBaeT3Ha46HMefK)yMOHHaHMD.

CuHTakcuc
load-average <TIME>

no load-average

MapameTpbl

<TIME> — nHTepBan B ceKyHaax, NpUHUMaEeT 3HadeHus [5..150].

3HayeHue No ymosiuaHuio
S)

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-00B
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-SERIAL
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CONFIG-IF-PORT-CHANNEL
CONFIG-IF-ET
CONFIG-IF-MULTILINK
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-CELLULAR-MODEM

Mpumep

esr(config-if-gi)# load-average 30

mode

E-SBC. CnpaBoyHuUK komaHp, CLI

[ aHHO KOMaH/10Vi yCTaHAB/IMBAETCS PEXUM PaboThbl (PU3NYECKOro/arpermpoBaHHoro nHTepdeiica.

icnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaHbl (N0) yCTAHAB/IMBAET 3HAUYEHME PEXIMMA MO YMO/TYAHNIO.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl

<MODE> - pexum paboTbl oU3n4eckoro/arpermpoBaHHoro nHTepdenca, NpMHMMaeT 3Ha4YeHns:

+ switchport — yctaHaBnuBaet L2-pexrm. Bo3mMoXHO paspellueHue vlan, Ho 3anpellaeT Ha3HavyeHue

IP-agpeca n co3gaHve cab/qing-mHTepdencos.

+ routerport — yctaHaBnmBaet L3-pexunm. Bo3aMoXHO HasHadeHue IP-agpeca n cogaHue cab/

ging-nHTepdelicos, HO 3anpeLleHo pa3pelleHune vlan Ha nHTepdeiice.

« hybrid — Bo3amoxHO pa3spelueHue vlian, HasHadeHue IP-agpeca 1 co3gaHmne cab/qing-uHtepdeiicos ' .

3Ha4yeHune no ymonyaHuio

routerport

HeoG6xoaumbili ypoBeHb NpUBUMErAii

10

KoMaHAHbIV pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# mode switchport

! JocTynHo TonbKo Ha MapupyTtusaTopax ESR-1000/1200/1500/1511/1700.

mtu
[JlaHHoli komaHAoi ykasbiBaeTcst pasmep MTU (Maximum Transmition Unit) ana nHtepdeiicos.

icnonb3oBaHue oTpuuaTesibHol hopMbl KOMaHAbl (NO) ycTaHaBMBaeT 3HadeHne MTU no ymonyaHuio.

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HaueHne MTU B 6alitax, NpMHMMAET 3HAUYEHUS B Ananas3oHe:
ESR-10/12V/12VF/15/15R/15VF - [552..9600],

ESR-20/21/30/31 - [552..9500],

ESR-100/200/1000/1200/1500/1511/1700 - [552..10000],

ESR-3100/3200/3200L/3300 - [552..9190].

Ins Serial, ET u multilink-uHtepdeiicos — [552-1500] ans Bcex Mogenei MapLupyTM3aTopoB.

3HaueHusa MTU 6onee 1500 MOXHO BbICTaBASITb TONIbKO NPW BKNKOYEHHOW nogaepxke Jumbo-gpeiimos,
onuvcaHHoW B pasgene system jumbo-frames.

3Ha4yeHue no ymonyaHuio
1500

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-00B
CONFIG-IF-SUB
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CONFIG-IF-QINQ
CONFIG-SERIAL
CONFIG-IF-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-IF-ET
CONFIG-IF-MULTILINK
CONFIG-CELLULAR-MODEM

Mpumep

esr(config-if-gi)# mtu 1400

rate-limit arp-broadcast
[aHHOoI KomaHAoW BKNHOYAETCS OrpaHnYeHne npuema arp-3anpocoB Ha bridge-nHtepdelice.

Mpwn ncnonb3oBaHUKM OTpULATENBHOM hopMbl KOMaHAb! (NO) OTK/IKOUYAETCS OrpaHNYeHe NprYema arp-3anpocos
Ha bridge-nHtepdelice.

CuHTakcuc

[no] rate-limit arp-broadcast

MapameTpbl

OTcyTCTBYIOT.

3HaueHue No yMmo4aHuio

BbIk1to4EHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# rate-limit arp-broadcast

rate-limit arp-broadcast pps

[aHHOoI KomaHAoM ycTaHaBNMBaETCSA MakCMasibHbI NOPOr nprMemMa arp-3anpocoB Ha bridge-nHtepdelice.
[aHHblil napameTp paboTaeT TO/IbKO MpU BKIKOYEHHOM peXxumMe orpaHuyeHns nprema arp-3anpocos Ha bridge-
nHTEpdeiice.
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Mpwn ncnonb3oBaHUKM OTpULaTENbHONM hopMbl KOMaHAb! (NO) yCTaHaBNMBAET 3HAYEHME NO YMO/TYaHMIO.

CuHTakcuc
rate-limit arp-broadcast pps <PPS>

no rate-limit arp-broadcast pps

MapameTpbl

<PPS> — Ko/IM4ecTBO arp-3anpocos, 3a4aeTcs B AnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
100

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# rate-limit arp-broadcast pps 2000

show interfaces counters

KomMaH0i BbINONHAETCA NPOCMOTP CYETUMKOB Ha CUCTEMHbLIX MHTepdelicax: nopTax, cab-nHrepgeicax,
rpynnax arperayum, ceTeBbiX MOCTax.

CuHTakcuc
show interfaces counters [ <IF> ] [ unit { <RANGE-ID> | local } ]

MapameTpbl

<IF> - uma nHTepdierica ycTpoincTea, 3a4aéTcsa B BUAE, ONMCAHHOM B pasgesie Turbl 1 Nopsifok MMEHOBAHMSA
MHTepdencoB MmapLupyTm3aTopa.

<RANGE-ID> - npuHvmaeT Homepa toHuToB B chopmare: ID,ID-ID. Homep toHMTa NpuHUMaEeT 3HadeHwns [1..2];
local — kntou Ans oTobpaxeHnsa cHeTYMKOB MHTepdheiicoB B hopmaTte BbiBOAa 6€3 BK/IIOYEHHOIO KnacTepa.

KomaHga oTobpaxaeT CHETUMKM AN15 NOPTOB MapLIpyTM3aTopa, cab-MHTepdeicoB 1 TYHHEbHbIX
NHTepdencos.

MOXHO yKa3aTb HECKO/IbKO MHTephelicoB. Ecnn He ykasbiBaTb MHAEKCHI MHTEpPhelicoB, TO ByayT OTOOpaXeHbI
CUYETUMKM BCeX MHTepdelicoB 3afaHHoM rpynnbl. Ecnv 3agaH onpenenéHHblili nHtepdeiic, To byaet
oTo6paxeHa AeTasibHas Hopmaums nNo gaHHoOMy nHTepdelicy. MNpu BbINONHEHUN KOMaHAbl 6e3 napameTpa
OyayT nokasaHbl CHETUMKN BCEX CUCTEMHbIX NHTEPENCOB.

Mpw BK/IHOYEHHOM KlacTepe 0TO6paXkaeT CUETUMKYM AJ151 BCE HOHMTOB KiacTepa.
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Heo6xoaumblii ypoBeHb nNpuBUiernii

1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show interfaces counters gi

Interface UC recv
gil/0/4 0
gil/o/5 0
gil/o/6 0
Interface UC sent
gil/o/4 (0]
gil/0/5 1138
gil/o/6 0

esr# show interfaces counters gi

Packets received:

Bytes received:

Dropped on receive:

Receive errors:

Multicasts received:
length errors:
buffer overflow errors:
CRC errors:
frame errors:

FIFO errors:
missed errors:
Receive compressed:
Packets transmitted:
Bytes transmitted:
Dropped on transmit:
Transmit errors:
Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

Receive
Receive
Receive
Receive
Receive
Receive

show interfaces description

gabitethernet 1/0/4-6

Bytes recv Errors recv MC recv
0 0 0

0 0 0

0 0 0

Bytes sent Errors sent

0 0

393748 0

0 0

gabitethernet 1/0/4
(0]

[clcl oo oo oo oMoolNololMolN oo oNooMoMoNo)

KoMaHga ncnosb3yercs A1 NpocMoTpa OnMcaHus CUCTEMHbIX MHTePdEiCoB.

CuHTaKkcuc

show interfaces description [ <IF> ] [ unit { <RANGE-ID> | local } ]

E-SBC. CnpaBoyHuUK komaHp, CLI
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MapameTpbl

<IF> — nmsa nHTepdelica ycTpolicTea, 3agaéTtcsa B BUAE, ONMCAHHOM B pasgene Turbl v NopsifAoK MeHOBaHs
NHTepdencoB MapLipyTusaropa.

<RANGE-ID> - npuHumaet Homepa toHuToB B cpopmarte: ID,ID-ID. Homep oHUTa NpUHMMAET 3HaueHus [1..2];
local — knto4 ans oTobpaxeHnsa onucaHnsa NHTepdelicoB B hopmare BbiBOAa 6€3 BKIKOYEHHOro KnacTtepa.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
OTOBOpaXeHbl onucaHusa Bcex MHTepdencoB 3aAaHHoi rpynmbl. Mpy BbINO/THEHUN KOMaHAbl 6e3 napameTpa
6yayT NoKasaHbl ONMCaHNSA BCEX CUCTEMHbIX MHTEPIECOB.

Mpwn BK/IIOYEHHOM KnacTepe 0TO6pakaeT onMcaHne CUCTEMHbIX UHTEPMECOB A/151 BCE HOHUTOB KiacTepa.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum
ROOT

Mpumep

esr# show interfaces description gigabitethernet 1/0/4-5
Interface Admin Link Description
State State

gil/0/4 Up Down Link to NSK
gil/0/5 Up Down Link to MSK

show interfaces history

KomaHga ucnosnb3yeTcsi 4715 NPOCMOTPa CTAaTUCTVKM UCMNO/b30BaHUs MHTepdelica.

CuHTakcuc
show interfaces history [<IF>] [timer <TIMER>]

MapameTpbl

<IF> — HanmeHoBaHne nHTepdieiica nnn rpynnbl MHTEPGIENCOB, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turnsi
N NOPSA0K UMEHOBaHUS NHTEPdIENCOB MapLLpyTh3aTopa.

<TIMER > — He 0653aTenbHbIi Ktod timer. B kauecTBe napaMeTpoB A5 AAaHHOIO K/itoda MOryT BbICTyNaTh:

+ hours oToGpaxaeT nctoputo 3a nocregHne 72 yaca,

* minutes oTo6paxaeT NCTopUIo 3a nocieaHne 60 MUHYT,

+ seconds oTo6paxaeT UCTopuio 3a nocneaHme 60 cekyHa,

* MpW OTCYTCTBMM KNtoua timer BbiBOASATCS 3 TAbNMLbl UCTOPUI UCMO/Ib30BAHNUSA TYHHENs(ei).

Heo6xoaumblii ypoBeHb NpuBUIernii
5

374



E-SBC. CnpaBoyHuUK komaHp, CLI

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# show interfaces history gi 1/0/1 timer minutes

gil/o/1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output drops

0-1 240 16 0 0 0
1-2 961 64 0 0 0
2-3 962 64 0 0 0
3-4 962 64 0 0 0
4-5 960 64 0 0 0
5-6 961 64 0 0 0
6-7 719 64 0 0 0
7-8 960 64 0 0 0
8-9 800 65 0 0 0
9-10 962 64 0 0 0
10-11 865 64 0 0 0
11-12 962 64 0 0 0
12-13 817 65 0 0 0
13-14 962 65 0 0 0
14-15 961 65 0 0 0
15-16 880 60 0 0 0
16-17 960 63 0 0 0
17-18 ©O 0 0 0 0
18-19 0 0 0 0 0
19-20 ©O 0 0 0 0
20-21 © 0 0 0 0
21-22 0 0 0 0 0

show interfaces status

KomaHaa ucnonb3yeTcs A/1s1 IPOCMOTPA COCTOSIHMS CUCTEMHbIX MHTEPXEeicoB.

CuHTakcuc
show interfaces status [<IF>] [ unit { <RANGE-ID> | local } ]

MapameTpbl

<IF> — nms nHTepdelica ycTpoiicTea, 3agaéTcsa B BUAE, ONMCaHHOM B pasaene Turbl v Nopsfok MEeHOBaHMS
NMHTEpdencoB MapLupyTnsaTopa;

<RANGE-ID> — npuHumaeT Homepa toHUTOB B popmarte: ID,ID-ID. Homep oHUTa NpUHUMAaET 3HaueHus [1..2];

local — kntou ANa 0To6paKeHNsI COCTOSIHUA CUCTEMHBIX MHTEPENCOB B hopmaTe BbiBoga 6€3 BK/IHOUEHHOMO
KnacTepa.

B KOMaH/ie MOXHO yKa3aTb HECKO/IbKO MHTepdieiicoB. EC/in He yKasbiBaTb UHAEKCHI MHTepdIeicoB, To 6yayT
0TOGpaXkeHbl CTaTyCbl BCEX MHTEPENCOB 3a4aHHOI rpynnbl. EC 3aaH KOHKPETHBI MHTepdeiic, To 6yaeT
oToGpaxeHa AeTanbHasi MHhopMaLmMs No JaHHOMY MHTepdieiicy. Mpu BbiNoNHEHUM KOMaHabl 6e3 napaMeTpa
6yayT NoKasaHbl CTaTyCbl BCEX CUCTEMHBIX MHTEPdIeiCcoB.
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Mpu BKOYEHHOM K/lacTepe 0TOGpPaKaeT COCTOSIHME CUCTEMHbIX MHTEPXEiCOB /151 BCE OHUTOB KacTepa.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr-200# show interfaces status gigabitethernet 1/0/1-2

Interface Admin Link MTU MAC address Last change Mode

State State (d,h:m:s)
gil/o/1 Up Up 1500 a8:f9:4b:af:20:f6 25,06:52:50 routerport
gil/o/2 Up Up 1500 a8:f9:4b:af:20:f7 25,06:53:03 routerport

show interfaces utilization

KoMaHga ncnosb3yercs As1si NpocMoTpa TekyLLei Harpy3kn Ha onusnyecknx nHTepgeiicax.

CuHTaKkcuc

show interfaces utilization [ <IF> ]

MapameTpbl

<IF> - nmsa cusnyeckoro nHTepdelica ycTpoicTea, 3a4aéTcsa B BUAE, ONUCAHHOM B pasaene Turbl 1 nopsifiok
VIMEHOBaHWsi HTepdIelicoB MapLupyTH3aTopa.

MOXHO yka3aTb HECKO/IbKO UHTEePhencoB nepevncrieHneM Yyepes 3ansaTylo «,» NMb0o ykasaTb Auanas3oH
nHTEepdencos Yepes gednc «-». ECnim He ykasbiBaTb MHAEKCHI MHTEPAENCOB, TO ByAeT oTo6paeHa TekyLas
Harpyska 419 Bcex UHTepheincos 3agaHHo rpynnebl. Mpu BbINO/IHEHWUM KOMaHAb! 6e3 napameTpa 6yaet
nokasaHa TekyLiasa Harpyska a1 Bcex pmanyecknx nHTepdgericos.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
1

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show interfaces utilization gigabitethernet 1/0/3-5,1/0/9

Port Perdiod, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s

gil/o/3 5 0 0 0 0

gil/0/4 5 0 0 0 0

gil/0/5 5 0 0 0 0

gil/0/9 5 0 0 0 0

show system jumbo-frames

B Tekyueli Bepcum MO AaHHas komaHaa noAAepXMBaeTcst TO/IbKO Ha MapLupyTr3aTopax
ESR-200/1000/1200/1500/1511/1700.

KoMaHga ucnosb3yercs A/1si NpoCMOTpPa TeKyLLEero COCTOSIHMS U COCTOSIHUSI MOC/1e nepe3arpyskn ycTpoiicTBa
hyHKUMM jumbo-thpeinmoB.

CuHTakcuc

show system jumbo-frames

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbI pexum
ROOT

Mpumep

esr# show system jumbo-frames
Jumbo frames are disabled
Jumbo frames will be disabled after reset

shutdown
[aHHol KomaHZOoI OTKNoHaeTCs KOHPUIYpUpyeMbIil MHTePAEiiC.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) BKIOYAET KOHIMIYpUPYEMbI NHTEPIETiC.
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CuHTakcuc

[no] shutdown

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-00B
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-SERIAL
CONFIG-IF-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-IF-E1
CONFIG-IF-MULTILINK

Mpumep

esr(config-if-gi)# shutdown

KoHdouryprpyemblii nHTEpdeiic OTKOYEH.

speed

E-SBC. CnpaBoyHuUK komaHp, CLI

[JaHHol KoMaH0i ycTaHaB/IMBaETCH 3Ha4YeHNe CKOPOCTU /15 KOHUIyprpyemMoro nHtepderica, rpynmol
nHTepdeincos. KomaHA0i MOryT 6bITb YCTAaHOBMNEHBI cneaytowmne pexumsl: 10 Méut/c, 100 MéuTt/c, 1000

Mowut/c, 10 F'éeut/c, 25 rowut/c, 40 romt/c nnm auto.

Mcnonb3oBaHue oTpulatenibHol (No) PopMbl KOMaHAbl yCTaHAB/IMBAET 3HAYEHME MO YMOMUYaHMIO.

CuHTakcuc
speed <SPEED> <DUPLEX>

no speed
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MapameTpbl
<SPEED> - 3HaueHue CKOpoCTHU:

+ 10M - 3HaueHune ckopoctn 10 MéunT/c;

+ 100M - 3Ha4eHune ckopocTn 100 MéuT/c;

+ 1000M - 3HauyeHune ckopocTtn 1000 M6UT/C;

+ 10G - 3HaueHune ckopoctu 10 Feut/c;

+ 25G - 3HaueHune ckopocTtu 25 rent/c;

+ 40G - 3HaueHune ckopocTtu 40 Ieut/c;

* auto — aBTOMaTMyeckuii Bbibop pexrma (HegoctynHo ans 10G-uHTepgelicos).

<DUPLEX> — pexvm paboTbl npuemonepeaaTymka, npMHUMaeT 3Ha4yeHus:

+ full-duplex — gynnekc;
+ half-duplex — nonyaynnekc.

3HayeHue No ymosiMaHuio

auto

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-00B
CONFIG-IF-PORT-CHANNEL

Mpumep 1

esr(config-if-te)# speed 10G
YCTaHOB/IEH CKOPOCTHOW pexum nHtepdgeica 10 Fount/c.
Mpumep 2

esr(config-if-gi)# speed 10M full-duplex

YcTaHOB/IEH CKOPOCTHOM pexum nHtepdgeica 10 Méut/c, gynnekc.

switchport dot1q ethertype egress stag

[aHHoit komaHaon HacTpanBaeTcs EtherType ans cepsucHoro VLAN B ncxogsimx nakertax.
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MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc

[no] switchport dotlq ethertype egress stag { 802.1q | 802.1l1ad }

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio
802.1q (0x8100)

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport dotlq ethertype egress stag 802.1lad

switchport mode
[aHHasa komaHaa ncnonb3yercs A5 3aaHns pexnma padoTtbl nHtepdeiica ¢ VLAN.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.

CuHTaKkcuc
switchport mode <MODE>

no switchport mode

MapameTpbl
<MODE> - pexum paboTbl:

+ access ' — HTepdeiic 4ocTyna, HeTErMPOBaHHbI MHTepdelic ans ogHoi VLAN;

* trunk ' — nHTepdeiic, NPUHMMAOLLWIA TONBKO TENMPOBaHHBIV TpadouK 3a UckoueHnem ogHoro VLAN,
KOTOpPbIA MOXeET 6bITb A06aB/IEH C MOMOLLLIO KOMaHAb! switchport trunk native vlan, onucaHHoi B
switchport trunk native-vlan;
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- general ? — nHTepdelic nepeknoyaeTcs B pexum general;
el — dm3nyeckunin nHTepdoeiic nepekntoyaeTcs B pexxum E1 (He npumeHnMa aAns arperMpoBaHHbIX
NHTepdelicos).

3HaueHue No yMoyaHuio
access '

general ?

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHaHbI pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport mode trunk

1 laHHas koMaHaa noaaepkuBaeTcst TONbKO Ha MapLupyTusaTtopax ESR-10/12V/12VF/15/15R/15VF/
20/21/30/31/100/200/3100/3200/3200L/3300.

2 NlaHHas KOMaHa noaepX1BaeTcs TobKO Ha MapLupyTusaTopax ESR-1000/1200/1500/1511/1700.

system jumbo-frames

[laHHoli komMaHAo BKtoyaeTcst noaaepxka Jumbo-chpeiimoB. [181 BCTYNEHWSI MUSMEHEHWIA B cuny TpebyeTcs
nepesarpyska ycTpoicTsa.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) BbIK/IHOYAET noaaepxky Jumbo-cpeiimos.

CuHTakcuc

[no] system jumbo-frames

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

OTKtOYEHO.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# system jumbo-frames

dusnyeckune nHTepdeiicol

snmp trap link-status

E-SBC. CnpaBoyHuUK komaHp, CLI

JaHHas komaHga ucnonb3yeTca 418 BKIKYEHUA OTNpaBku snmp-trap 0 BKKOYEHUW/BbIKIIOYEHUN TYHHENS.

Micnonb3oBaHue oTpuLaTeNbHO DOpMbl KOMaHbl (N0) OTK/OYAET OTNPAaBKY SnMmp-trap o BK/IlOYEHUN/

OTK/TIOHEHUN TYHHESA.

CuHTakcuc

[no] snmp trap link-status

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmo4aHuio

BkntoyeHo.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-00B
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Mpumep

esr(config-if-gi)# snmp trap link-status

show interfaces protected-ports

B Tekyueli Bepcum MO AaHHas komaHaa NnoAAepXMBaeTcst TO/IbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1511/1700.

KomaHga ucnosnb3yeTcsi 4718 NPOCMOoTpa IM3NYECKUX UHTEPAIEiCOB B PEXUME U30/1ALMM MO Tpymnnam.

CuHTakcuc

show 1interfaces protected-ports [ <IF> ]

MapameTpbl

<IF> — nmsa rnsnyeckoro nam arpernpoBaHHoOro nHtepdlelica ycTpoicTea, 3a0aéTcs B BUAE, ONMCaHHOM B
pasgene Tunbl n NOPsSA0K MMEHOBaHUSA MHTEPECOB MapLLpyT13aTopa.

B komaHAe MOXHO yKa3aTb HECKO/IbKO MHTepdencoB. ECnn He ykasbiBaTb MHAEKCHI MHTEPGENCOB, TO ByayT
0TOBpaXeHbl CTaTyCbl BCeX MHTEPIECcoB 3aaaHHOol rpynnbl. ECniv 3agaH onpeaeneHHblin HTepgeiic, To
6yaeT oTobpaxeHa getasibHas MHdopMaumsi No gaHHOMY MHTepdieicy. Npu BbINOHEHMM KOMaHabl 6e3
napameTpa OyayT nokasaHbl CTaTyCbl BCEX (PU3MUECKUX UHTEPKDENCOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbI pexum
ROOT

Mpumep

esr# show interfaces protected-ports
Interface State Community

gil/0/5 Protected 4

show interfaces sfp

KomaHga ncnonbsyetcs ansa npocMmotpa uHdpopmaumm 06 SFP-TpaHcuBepax.

CuHTakcuc

show interfaces sfp [ <IF> ]
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MapameTpbl

<IF> — nms chmsmnyeckoro nHTepdelica ycTpoincTea, 3a4a€Tcs B BUAE, ONMCAHHOM B pasgesne Turbl 1 nopsiaok
VIMEHOBaHWs VHTepthelicoB MaplipyTrzatopa. B KOMaHge MOXHO yKasaTb HECKO/IbKO UHTepdieincoB. Ecnin He
yKasblBaTb MHAEKCHI MHTEPMEcoB, TO ByayT OTOOPaXKeHbI CTaTyCbl BCEX MHTePdIencoB 3a4aHHoM rpynnbl.
Ecnu 3aaaH onpegeneHHblii nHTepdelic, To byaeT oTobpaxeHa AeTasibHas MHhopmaums no gaHHOMy
nHTepdeiicy. MNpu BbINO/HEHUM KOMaHAbl 6e3 napameTpa 6yayT nokasaHbl CTATYCbl BCEX CUCTEMHbBIX
NHTEpdeCcoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show interfaces sfp
Interface 'tel/0/1':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OuUI:
name:

PN:

SN:

date:
revision:

DDM supported:
Temperature:
Voltage:
Current:

RX Power:

TX Power:

RX LOS:

TX Fault:

TX Disable:

Soft TX Disable:
Interface 'tel/0/2':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OuUI:
name:

PN:

SN:

date:
revision:

DDM supported:

Yes

LC

SFP/SFP+

10G BASE-SR

850 nm

300.00 m

24:00:00

Modultech
MT-PP-85192-SR
M1204011007

04.05.12

1.0

Yes

40.562 C

3.3364 V

6.004 mA

0.0001 mW / -40.0000 dBm
0.4398 mW / -3.5674 dBm
Yes

No

No

No

Yes

SC

SFP/SFP+
1000BASE-LX
1310 nm

20.00 km

OEM
APSB35123CXS20
SG35224701333
12.12.12

1.00

No

show interfaces switch-port configuration

E-SBC. CnpaBoyHuUK komaHp, CLI

B Tekyuieli Bepcum MO aaHHas KomaHaa NoaAepXuBaeTcs TONbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1500/1511/1700.

KomaH0li BbINOTHSIETCS MPOCMOTP NapamMeTpoB KOHUIypauuy onsnyeckux MHTepdgencos.

CuHTakcuc

show interfaces switch-port configuration [ <IF> ]
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MapameTpbl

<IF> — nms chmsmnyeckoro nHTepdelica ycTpoincTea, 3a4a€Tcs B BUAE, ONMCAHHOM B pasgesne Turbl 1 nopsiaok
MMEHOBaHMSA NHTEPdIENCOB MapLUpyTh3aTopa.

MOXHO yKa3aTb HECKO/IbKO UHTePhencoB nepeyncrieHneM Yyepes 3ansaTyto IM60 ykasarb AvanasoH
NHTEepdencoB Yepes gednc «-». ECnim He ykasbiBaTb MHAEKCHI NHTEPdIENCOB, TO 6yaAyT OTOO6PaKeHbI
napamMmeTpbl BCeX UHTEPIENCoB 3aaHHo rpynnbl. [Mpy BbINONHEHUN KOMaHAb! 6e3 napameTpa 6yayT
nokasaHbl NapameTpbl BCeX PU3NYECKNX UHTEPCIENCOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show interfaces switch-port configuration gigabitethernet 1/0/5-7
Port Media Duplex Speed Neg Flow Admin Back
control State Pressure

gil/0/5 none Half 10 Mbps Enabled off Up Disabled
gil/0/6 none Half 10 Mbps Enabled off Up Disabled
gil/o/7 none Half 10 Mbps Enabled off Up Disabled

show interfaces switch-port status

KomaHga ucnosnb3yeTtcsi 4715 NPOCMOTPa COCTOSIHUS qM3NYECKMX MHTEPEIICOB.

CuHTakcuc

show 1interfaces switch-port status [ <IF> ]

MapameTpbl

<IF> — nmsa prnsnyeckoro nam arperMpoBaHHoOro nHTepdierica ycTpoicTea, 3a0aéTcsa B BUAe, ONMcaHHOM B
pasgene Tunbl 1 NOPsSL0K MMEHOBaHUSA MHTEPECOB MapLUpyT13aTopa.

MOXHO yKa3aTb HECKOJ/IbKO MHTepPhencoB nepeyncieHnemM yepes 3ansTyto «,» b0 ykasaTb AnanasoH
NHTepeicos yepe3 aedmc «-». ECm He ykasbiBaTb MHAEKCHI MHTEPECOB, TO ByayT OTOOPaXeHbl CTaTycChl
BCEX MHTEPENCOB 3aaHHOI rpynnbl. ECNn 3agaH onpeaeneHHblin nHTepdelic, To byaeT oTobpaxeHa
AeTanibHasa nHgopmMaumnsa no gaHHomy nHTepdpeiicy. Mpu BbINONHEHU KOMaHAbl 6e3 napameTpa 6yayT
nokasaHbl CTaTyCbl BCeX PU3NYECKNX NHTEPECOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomMaHAHbIV peXxum

ROOT

Mpumep

esr# show interfaces switch-port status

Port Media

gil/o/1 -
gil/0/2 -
gil/0/3 -=
gil/0/4 -
gil/0/5 -=
gil/0/6 -=

Duplex Speed Neg Flow Link
ctrl State

-= - Enabled -- Down
-= - Enabled -- Down
-= - Enabled -- Down
-= - Enabled -- Down
-= - Enabled -- Down
-= - Enabled -- Down

esr# show interfaces switch-port status gigabitethernet 1/0/2

Interface
Status:
Media:

Speed:

Duplex:

Flow control:

MAC address:
MAC status:

gigabitethernet 1/0/2
up

copper

100 Mbps

full

no

a8:f9:b5:00:00:25

Buffers full: no
Doing back pressure: no
Sending PAUSE frames: no
Receiving PAUSE frames: no
Auto-Negotiation done: yes
Sync fail: no

switchport community

[JlaHHoli kKoMaHAo HTepdheiic fobaBNsieTcs B rpynny M3onsaumn. jlaHHas KoMaHaa akTyasibHa, TOIbKO ecriun

NopPT HaxXoAnUTCA B peXnme n3ondauum no rpynnam.

Back
Pressure

E-SBC. CnpaBoyHuUK komaHp, CLI

access
access
access
access
access
access

icnonb3oBaHue oTpuuaTenibHoW hopMbl KOMaHAbl (NO) yaansieT HTepdeiic U3 rpynnbl U30MSLUN.

CuHTakcuc

switchport community <ID>

no switchport community

MapameTpbl

<ID> — naeHTUdMKaTOpP rpynrbl, NPUHMMAET 3HaYeHKs1 B ananasoHe [1..30].

Heob6xoauMbIii ypoBeHb NpuBUIerui

10
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KomMaHAHbIV peXxum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport community 10

switchport protected

[aHHoin KomaHaon Ha nHTepdeice BkaoyaeTca yHkums Private VLAN 1 ykasbiBaeTcs UHTepAieiic, Ha
KOTOPbI MOryT OTNPaBNATLCA NPUHATLIE NAKETHI.

Mcnonb3oBaHue oTpuuaTensbHoli hopmbl komaHabl (no) oTkouaeT dpyHkuuto Private VLAN.

CunHTakcuc
switchport protected <IF>

no switchport protected

MapameTpbl

<IF> - HaMmeHoBaHue NHTepdelica, 3aaéTcsa B BUAE, ONMCAHHOM B pasfene Turbi 1 Nopsiiok MMEeHOBaHMs
NHTepdelicoB MapLupyT13aTopa.

3Ha4yeHue no ymon4yaHuio

®yHkuwms Private VLAN oTknoueHa.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHAHbI pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# switchport protected gigabitethernet 1/0/1

switchport protected-port

[laHHOi KOMaH10Vi UHTepdIelic NepeBoANTCS B PEXUM U30MSLMMU NO rpynnam. B AaHHOM pexuve 06MeH
TpadkoMm Mexay MHTepdelicaMmn ofiHOI rpynnbl paspeLleH, 06MeH TpadMKoM Mexay HTepdeiicamm pasHbIx
rpynn 3anpelLleH, 06MeH TPaUKOM MeX/y U30MMPOBaHHbIMK 1 HEU30NMPOBAHHLIMUK MHTEPdECaMI
paspeLLeH.

Vicnonb3oBaHue oTpuLaTeNibHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] switchport protected-port

MapameTpbl

OTcyTCTBYIOT.

3HaueHue No yMmo4aHuio

NHTepdpeiic He 130nMpoBaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL

Mpumep

esr:esr(config-if-gi)# switchport protected-port

threshold rx-utilization

[JaHHasa komaHaa ncnonb3yeTcs 415 3a4aHns nopora BXOAALLE Harpy3ku nHtepdeiica ons oTnpasku
snmp-trap eltexInterfaceRxUtilizationHigh un eltexInterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAYEHNS MO YMOYAHUIO.
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CuHTakcuc
threshold rx-utilization <TH-HIGH> clear <TH-LOW>

no threshold rx-utilization

MapameTpbl
<TH-HIGH> - nopor B npoueHTax ansa ornpasBku snmp-trap eltexIinterfaceRxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax Ansa otnpaBkn snmp-trap eltexinterfaceRxUtilizationHighOk.

3Ha4yeHue no ymonyaHuio
<TH-HIGH> — 90%;
<TH-LOW> - 85%.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL

Mpumep

esr(config-if-gi)# threshold rx-utilization 90 clear 80

threshold rx-utilization monitoring

[aHHan KomaHaa ncnosnb3yeTcs A/1a BKAYeHMs oTnpaBku snmp-trap eltexInterfaceRxUtilizationHigh n
eltexInterfaceRxUtilizationHighOk.

icnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHbl (N0) OTKOYAET OTNpaBKy snmp-trap
eltexInterfaceRxUtilizationHigh un eltexInterfaceRxUtilizationHighOk.

CuHTaKkcuc

[no] threshold rx-utilization monitoring

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.
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3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL

Mpumep

esr(config-if-gi)# threshold rx-utilization monitoring

threshold tx-utilization

[laHHas kKomaHAa ucnonb3yeTcs 415 3a4aHnsi NOPOroB NCXOASLLEN Harpysku MHTepdielica Ansi oTnpaBKu
snmp-trap eltexinterface T xUtilizationHigh u eltexInterface T xUtilizationHighOk.

icnonb3oBaHue oTpuLaTesibHoli (DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHNS N0 YMOMYAHUIO.

CuHTakcuc
threshold tx-utilization <TH-HIGH> clear <TH-LOW>

no threshold tx-utilization

MapameTpbl
<TH-HIGH> - nopor B npoueHTax ans ornpaeBku snmp-trap eltexinterfaceTxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax Ana otnpaBkn snmp-trap eltexinterfaceTxUtilizationHighOk.

3HaueHune No yMmon4yaHuio
<TH-HIGH> - 90%;
<TH-LOW> - 85%.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL

Mpumep

esr(config-if-gi)# threshold tx-utilization 90 clear 80

threshold tx-utilization monitoring

[JaHHasa komaHaa ncnonb3yeTcs A1 BKIKYeHus oTnpaBku snmp-trap eltexInterface T xUtilizationHigh n
eltexInterface T xUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) OTKOYaET oTnpaBky snmp-trap eltexinterface T
xUtilizationHigh u eltexInterface T xUtilizationHighOk.

CuHTakcuc

[no] threshold tx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymon4yaHuio

OTK0YEHO.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHAHbI pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# threshold tx-utilization monitoring

ArperupoBaHHble UHTepelicbl

channel-group
[aHHol KomaHaon hranuecknii MHTeppenc BkIKoYaeTca B rpynny arperaumm KaHanos.

icnonb3oBaHue oTpuuaTenibHoW hopMbl KOMaHAb! (NO) yaansieT uHTepdeiic 3 rpynnbl arperauym kaHaaos.

CuHTakcuc
channel-group <ID> mode <MODE>

no channel-group

MapameTpbl
<ID> - NopsiAKOBLIV HOMEP TPyNMbl arperauyn KaHasoB, NPUHUMAET 3HaveHus [1..12].
<MODE> - pexum thopM1MpoBaHuA rpynnbl arperawuny KaHanos:

+ auto - 106aBUTL NHTEPEIIC B AMHAMMNYECKYIO TPYNNy arperaumn ¢ nogaepxkoi npotokona LACP;
* on — Ao6aBnTb MHTEPAIeC B CTaTUYECKYH Fpynny arperauum.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU

Mpumep

esr(config-if-gi)# channel-group 6 mode auto

lacp port-priority
[aHHoili komaHgon yctaHasnusaetcs LACP-npuoputeT nHTepdpeiica Ethernet.

icnonb3oBaHue oTpuLaTeNlbHOW hOpMbl KOMaH/bl YCTaHABIMBAET 3HAYEHME MO YMOJTYAHMIO.
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CuHTakcuc
lacp port-priority <PRIORITY>

no lacp port-priority

MapameTpbl

<PRIORITY> — npuvopuTeT, yKa3biBaeTcs B gnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU

Mpumep
esr(config-if-gi)# lacp port-priority 5000
lacp system-priority

[aHHoi KomaHaol ycTaHaBIMBaETCA NPUOPUTET cUCTEMbI Ans npoTokona LACP.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc
lacp system-priority <PRIORITY>

no lacp system-priority

MapameTpbl
<PRIORITY> - npuopwuTeT, yKkasbiBaeTcsi B AvanasoHe [1..65535].

3HayeHue No ymosiMaHuio
1
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# lacp system-priority 5000

lacp timeout
[aHHoi KomaHaol ycTaHaBAMBaETCS agMUHUCTPATUBHbIN TailMayT npoTokona LACP.

cnonb3oBaHue oTpulaTenbHol hopMbl KOMaHAbl YCTaHABMBAET 3HAYEHKE N0 YMOJTYAHWIO.

CuHTaKkcuc
lacp timeout { short | long }

no lacp timeout

MapameTpbl
long — pnutensHoe Bpems TaiimayTa (90 cekyHa);

short — kopoTkoe Bpemsi TalimayTa (3 cekyHfbl).

3HayeHue No ymosiMaHuio

long

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU

Mpumep

esr(config-if-gi)# lacp timeout short
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port-channel load-balance
[aHHol KomaHAOo ycTaHaB/IMBAETCS MEXAHM3M Ga/TaHCUPOBKM HArpy3ku A1 rpynn arperauuy KaHasos.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTtakcuc
port-channel load-balance {src-dst-mac-ip|src-dst-mac|src-dst-ip|src-dst-mac-ip-port}

no port-channel load-balance

MapameTpbl ana ESR-1000, ESR-1200, ESR-1500, ESR-1511 n ESR-1700
src-dst-mac — mexaHu3m 6asiaHCMPOBKM OCHOBbIBaeTcs Ha MAC-agpece oTnpaBuTens u nosyyarens;
src-dst-ip — MexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCS Ha IP-agpece oTnpaBuTens 1 nony4varens;

src-dst-mac-ip — mexaHu3m 6aniaHCUMpoOBKM OCHOBbIBaeTcA Ha MAC-aapece u IP-agpece otnpasutens u
nonyvartesns;

src-dst-ip-port — mexaHn3m 6an1aHCMPOBKM OCHOBLIBAETCs Ha IP-agpecax u tcp/udp-noptax oTnpasutens u
nonyvarens;

src-dst-mac-ip-port — mexaHn3m 6anaHcMpoBkM OCHOBbIBaeTcs Ha MAC-agpece, IP-agpece u nopte
oTNpaBuUTENS U NOJyyaTessi.

NapameTpbi ans ESR-10, ESR-12V, ESR-12VF, ESR-15, ESR-15R, ESR-15VF, ESR-20, ESR-21, ESR-30,
ESR-31, ESR-100, ESR-3100, ESR-3200, ESR-3200L, ESR-3300

active-backup — Becb Tpadomk oTnpaBnsieTca B 0gUH MHTEPMelic 1 nepeHanpasnseTcsa B 4pyroi, ecnv nepsbii
nepewen B cOCToAAHNE down;

src-dst-mac — mexaHn3m 6anaHCcUpoBKM OCHOBbIBaeTcs Ha MAC-agpecax oTnpasuTens u nosayyarens;

src-dst-mac-ip — mexaHm3m 6anaHcMpoBKkM ocHoBbIBaeTcsA Ha MAC-agpecax u IP-agpecax oTnpaButens un
nonyyartens;

src-dst-ip-port — mexaHn3m 6anaHCMPOBKM OCHOBbIBaETCS Ha IP-agpecax u tcp/udp-noptax oTnpasuTens u
nosnyvarens.

3HayeHue No ymosiMaHuio

src-dst-mac

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# port-channel load-balance src-dst-mac-ip
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show interfaces port-channel

[JaHHas komMaHza 1cnonb3yetcs 418 NPOCMOoTpa MHGOpMaLUK 0 YieHax rpynnbl arperauym kaHasos.

CuHTakcuc

show interfaces port-channel [<ID>]

MapameTpbl

<ID> - NnopsiAKOBLIV HOMEP TPyMMbl arperauyn KaHasIo0B, MPUHUMAET 3HaueHus B AmanasoHe [1..12].

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep

esr# show interfaces port-channel 1
load-balance: src-dst-mac
Channels Ports

show lacp counters

B TekyLuen Bepcun MO gaHHbIN PyHKUMOHAN NOAAEPXMBAETCA TO/IbKO HA MapLupyTM3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHasa komaHaa ncnonb3yercs A5 NPpocMoTpa cTatucTukm pabotsl LACP-npoToKkona ans uHtepdeiica
Ethernet.

CuHTaKkcuc

show lacp counters [ <IF> ]

MapameTpbl

<IF> - uma nHTepdierica ycTpoincTea, 3a4aéTcsa B BUAE, ONMCAHHOM B pasfesie Turbl 1 Nopsifiok MMEHOBAHMS
MHTepdencoB MmapLupyTm3aTopa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. Ecnv He ykasbiBaTb MHAEKCHI MHTEPENCcoB, To byaeT
oTobOpaxeHa cTaTucTMKa BCEX MHTepdelicoB 3agaHHol rpynnbl. ECnn 3agaH onpegeneHHblii nHtepdelic, To
6yfeT oTobpaxeHa AeTanbHasA MHhopMauus No JaHHOMY UHTepdieiicy.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show lacp counters port-channel 2
Interface Sent Recv

show lacp interfaces

JaHHas komaHga ucnonb3yetcsa Ana npocmoTpa nHdopmauum o npotokosne LACP.

CuHTaKkcuc

show lacp interfaces [ <IF> ]

MapameTpbl

Link failure
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<IF> — nms chmanyeckoro nnmn arpernpoBaHHOro MHTeEpdIenca ycTponcTea, 3a4aéTcs B BUAE, ONMcCaHHOM B
pasgene Tunbl 1 NopsiA0K UMEHOBAHWS UHTEPDECOB MapLpyT13aTopa.

B kOoMaHZe MOXHO yKa3aTb HECKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheiicos, To byaeT
oTobpaxeHa nHeopmauma o LACP-npotokone ansa Bcex MHTepdencoB 3agaHHon rpynnbl.

Heob6xoaumbili ypoBeHb NPUBUETAIA
1

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show lacp 1interfaces port-channel 2
port-channel 2 [aggregator 1, active] ports count: 1

Actor Port Partner Port
System Priority 32768 1
System MAC a8:f9:4b:aa:12:40 a8:f9:4b:83:01:80
Key 8000 1
port-channel 2 [aggregator 2, backup] ports count: 1

Actor Port Partner Port
System Priority 32768 65535
System MAC a8:f9:4b:aa:12:40 00:00:00:00:00:00
Key 8000 FFFF

esr# show lacp interfaces gigabitethernet 1/0/1
gigabitethernet 1/0/1 [active] up

Actor Port Partner Port
Port Priority 32768 1
LACP Activity Active Active

show lacp parameters

[aHHasi KoMmaHAa Ucnonb3yeTcsa A8 NPocMoTpa NapamMmeTpoB HacTpoiiku npotokona LACP ans nHtepdelica
Ethernet.

CuHTakcuc

show lacp parameters [ <IF> ]

MapameTpbl

<IF> — nmsa dmsnyeckoro 