CepB1UC MOHUTOPUHIA U yNpaBAeHUA KOHPUrypaumamu «Eltex» ECCM

TexHnueckoe onucaHue .’:‘e LTGX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

- MOHMTOPMHI’ COCTOAHUA U UHBEHTAPHbIX AaHHbIX yCTpOﬁCTB

— Peructpaumsa u aHanus cobbiTnii Ha 06opyaoBaHun, obHapyeHue
npobnem B cetn

— YnpaBneHue KOHGUrypaumusamm ycTponcTs l M

— LleHTpanusoBaHHOe ynpaBneHue ob6HoBaeHuem NO E cc

— BblaeneHue rpynn ycTpoMcTB C pa3rpaHU4eHMem npas A0CTyna

— HacTpoiika npas u poneii nonb3oBarteneit cuctembl

— ABTOpM3aumA nonb3osBaTenemn yepes sHewHuii LDAP-/MSAD-cepsep
— XypHanupoBaHue ayTeHTUDUKaALMIA U AeUCTBUIA NoNb3oBaTenei

— KapTbl ceTeit c aBTomaTuyeckum obHapyykeHuem cBaseii no LLDP

— Fpaduruecknii uHtepdeiic Hactpoikm firewall Ha ESR u WLC \ P,,GLTGX
”

— IMynATOp TEPMUHANA YCTPOUCTB

- lpynnoBblie onepauun KOHGUrypuposaHua o6opyaoBaHua
C nopaepXKou wabnoHos Jinja

— basoBas peanusauus Zero Touch Provisioning (ZTP)

— Mactep co3gaHus IP-pabpuk

— LleHTpanusoBaHHOe ynpaBaeHne U MOHUTOPUHT 6ecnpoBOAHOM ceTu
- MoaaepxKa nuueHsuposaHusa ¢ Online/Offline ELM

— NoppepxKa paboTbl Ha poccuiticknx OC

ECCM

ECCM — cepBUC MOHUTOPUHIA M yNpaBaeHUs KOHOUIypaLUAMM.

YnpaBaeHue ocyLLecTBAAETCA C MOMOLLbIO MOHATHOTO BEB-NHTepdeica, KOTOPbIN NpeaoCcTaBAeT ya0bHbIe MHCTPY-
MEHTbI 415 HACTPOMKM CUCTEMbI U CETEBOTO 060PYA0BaAHUSA NOA HYK bl MONb30BaTENS.

Pa6oTa c KOHPUrypauUaMM yCTPOICTB

CornacHo npasunam, onpegeneHHbiMn Nn0/1b30BaTeIEM, CUCTEMA ECCM aBTOMaTUYECKM ULLET B CETH noggepxueae-
Mble YCTpOﬁCTBa M HAYNHAET KOHTPONNPOBATb BCE NoCieAyolne USMmeHeHNA KOHd)MpraLI,MM.

CucteMa No3BO/AET NOMb30BATENO MEHATb KOHPUIypaLMIO KOHKPETHbIX YCTPOMCTB BPYyYHYto. Kaxkablii pa3 npu
NM3MEHEHUN KoHourypaumm yctponctea ECCM aononHAeT MHKpemeHTanbHyto 6a3y pe3epBHbIX Konui. Jltobas
COXpaHeHHan BepcuA KOHPUrypaLmm MoXKeT ObITb CONOCTaB/IEHA C APYroi BbIOpaHHOM BepCUME UAM NPUMEHEHA Ha
YCTPOWCTBO MO KOMaHZE No/b30oBaTens.

OnaynpasneHns ceTeBbIMU 3KpaHaMm Ha ycTponcTeax ESR uWLC npeaycmoTpeH rpadpuyeckmin uHtepdeic.

ABTOMaTM3aLUA KOHPUTYPUPOBAHUA CETU

CucteMa No3BOAET CBECTM K MUHUMYMY TPYA,03aTpaThbl 415 MEPEHACTPOMKN YCTPOMCTB NPU 3aMeHE BblLLEeALWEero ns
CTpos 060pyAOBaHMA HA aHANOTMYHOE, @ TaKXKe NPeAOoCTaBAAET UHCTPYMEHTbI A1A reHepauumn KoHdurypaumi no
WabnoHAM U UX MPUMEHEHWSA Ha FPYNMbl YCTPOWCTB.

Pabota c MO ycTpoiicTs

OAHMM U3 BarKHEMLWMX aCNeKTOB NoAAePKaHUA BbICOKOrO YpOBHA 6€30NacHOCTM CETU ABNAETCA CBOEBPEMEHHOE 06-
HoB/ieHWe BCcTpoeHHoro MO ceteBoro ob6opyaosaHma. ECCM nossonaet o6HoBAATb [0 ycTPONCTB UHAMBUAYANBHO,
rpynnamu. OBbHOBAEHME 3aMyCKaETCA BPYYHY!IO.

YnpasneHue cobbiTuaAmu n npobnemamm

B ECCM peanun3oBaHbl cepBuCcbl COOpa pas3NMYHbIX AaHHbIX O cCeTeBOM 060pyA0BaHMM, PErUCTPALLMMN COBbITUI, aHa-
N13a, 06HapyKeHMA Npobaem 1 0OTNPaBKK yBEAOMIEHUI NONb30BATENAM.

www.eltex-co.ru
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(DyH KUMOHaAbHbl€ BO3MOXHOCTHU

— BbINo/sIHEHWE ONepaumin Ha OTAENbHbIX YCTPOMCTBAX: — MoHUTOPUHT U 06paboTka SNMP-TpanoB ycTponcTs
nepesarpyska, obHosneHue MO, pegakTMpoBaHue CTOPOHHUX BEHAOPOB
KoHUrypaumnm — 3arpyska n npocmoTp MIB-dpainnos yctponcrs
— MNoarotoBKa KOHGUrypaumn ona ycTpomncTs CTOPOHHWUX BEHAOPOB
— Wcnonb3oBaHue Jinja-wabaoHOB Npy NoAroToBKe — MNpuem, dunbtpauma n aHanus Syslog-coobuieHni
KoHUrypaumnm YCTPOWCTB
— Hacrtpoiika firewall Ha cepBucHbIX maplupyTnsatopax  — Co3gaHue Nonb30BaTeNbCKUX AaLLBOPA0B
ESR 1 KoHTponnepax 6ecnposogHoro goctyna WLC — LWabnoHn3auma onmcaHma cobbITUiA B NpaBuaax
— IpynnoBoe peaakTupoBaHue KoHGUrypaumni reHepaymm cobbITni
YCTPOMCTB — OTnpaBKa yBegOMNEHMIN 0 Npobaemax n cobbITmax
— OTcnexmBaHMe U3MEHEHWUIM KOHPUTypaLuum yepes email-/telegram-kaHanbl
Ha YCTpOMCTBAXx —MoaaepKa paboTbl Ha poccuiicknx OC: Astra Linux
— MogKntoYeHne K yCTPOMCTBY C NOMOLLbIO 3MynATOpa 1.7.4, RedOS 7.3.1 n Anbt Cepsep 10
TEPMUHANA

— Cepsuc ans xpaHeHusa MO gna ycTponcTs

— MNaHUPOBLIMK rpynnoBoro o6HOBAEHUSA

— O6cnyknMBaHME KOMMYTATOPOB, pPaboTatoLMX B CTEKE

— lpynnMpoBKa yCTPOMCTB M OrpaHNYeHme JocTyna
nonb3oBaTenen

— PoneBasa mogenb npas A4ns Nonb3oBaTesIen CUCTEMDI

— OyHKUMOHaN 6a1oKMpoBaHMA/pa3bIoKMpPOBaHMA
YUYETHbIX 3anMcen nosb3oBaTtesnemn

— [MbKasA HacTporKa NOANTUK aAMUHUCTPUPOBAHUA
naposem

— Wuterpauna c LDAP n Active Directory

— OTcnexkmBaHune ayTeHTUPUKaLMN NoNb3oBaTeNel

— OTCnexKmBaHMe AeUcTBUI NOb30BaTeNeN B CUCTEME

— MOHUWTOPWHT 1 ynpaBieHue NoAb30BaTENbCKUMU
ceccuamm

— OTCnekmMBaHMe COCTOAHUA YCTPOICTB B peasibHOM
BPEMEHMU

— CbHop, XxpaHeHMe 1 aHaNN3 MHBEHTAPHbIX AaHHbIX
N METPUK C YCTPOUCTB

— Onpoc AOCTYNHOCTU YCTPOMCTB

— O6Hapy:KeHune npobaem B ceTM Ha OCHOBE aHaNM3a
cobbITnin

— Cbop, 06paboTKa 1 xpaHeHuMe wireless-cobbITui

— LleHTpann3oBaHHOe ynpasieHue wireless-
KoHdurypaumei yctporcts WLC

— MOHUWUTOPWHT M ynpaBieHMe TOYKaMM JOCTYNa
1 6ecnpoBOAHbIMU KNMEHTAMM

— Mpuem, dunstpaumna n aHanmus SNMP-Tpanos
YCTPOMCTB

— MpocmoTp aeTanbHON MHPOPMALUM O NPUHATDLIX
Tpanax

www.eltex-co.ru
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Cxema npumeHeHus

Bpaysep

Cucrema
basa KOHTPONS

AaHHbIX BEpCUi

KoHTenHepnanpoBaHble
Mogynu

ECCM

IP-TenedoHbl

KommyTaTtopsbl

CeTb nepenayn
[JaHHbIX

—

MapLpyTmsatopsbl

CeteBoe
obopynoBaHue

www.eltex-co.ru
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TexHUUyeckoe onucaHue

MopaepxuBaemMblie YCTPOUCTBA

| omes | ek ] me | swe' ] v | wic |

HELTEX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

MES1024 ESR-1x ME2001 SMG-2 TAU-16.1P WLC-15
MES11xx ESR-15(R), ESR-15R FSTEC MES5000 SMG-4 TAU-24.1P WLC-30
MES14xx ESR-2x, ESR-2x FSTEC MES5000M SMG-200 TAU-32M.IP WLC-3200
MES21xx ESR-30, ESR-30 FSTEC ME5100 SMG-500 TAU-36.1P
MES22xx ESR-31, ESR-31 FSTEC MES5100S SMG-1016M TAU-72.1P
MES23xx ESR-100, ESR-100 FSTEC ME5100 rev.X SMG-2016

MES2300-xx ESR-200, ESR-200 FSTEC ME5200 SMG-3016
MES24xx ESR-1000, ESR-1000 FSTEC ME5200S

MES2410-xx ESR-1200 ME5210S

MES2420-48P
MES2420B-24D
MES2420D-24DP

ESR-15xx, ESR-15xx FSTEC
ESR-1700
ESR-3100

MES31xx ESR-3200, ESR-3200 FSTEC

MES33xx ESR-3200L, ESR-3200L FSTEC
MES3300-xx ESR-3250
MES3400-xx ESR-3300, ESR-3300 FSTEC

MES35xx ESR-3350
MES3500-xx VESR

MES3500I-8P8F
MES36xx
MES37xx
MES53xx

MES5300-xx
MES5305-48
MES5310-48
MES53xxA
MES54xx
MES5400-xx
MES5410-48
MES5500-xx
MES7048

'SMG-2, SMG-4, SMG-200, SMG-500 — monbKo MOHUMOPUHE;
SMG-1016M, SMG-2016, SMG-3016 — 95 sepcuu 10 3.20.5.X u sbiwe.

Caenatb 3aKa3s O komnaHuu Eltex

Mpegnpusatne «3NITEKC» — Beaywmii poccMUCKMiA paspaboTunk u npo-

‘ ﬁ s U3BOAMTENb KOMMYHUKALMOHHOIO 0bopyaoBaHua c bonee yem 30-neTHen
+7(383) 274 10 01 eltex@eltex-co.ru Www,ef{gx.co,m uctopueit. KOMNAeKCHOCTb peLleHnin U BO3MOXKHOCTb MX 6eclioBHOM
+7 (383) 274 48 48 WUHTErpaumMm B MHOPACTPYKTYpy 3aKasuuMka — MNPUOPUTETHOE Hanpas-
/IeHVe pa3BUTUA KOMNAHWUMN.

www.eltex-co.ru
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