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CepBucCHble MapLUpyTu3aTopbl cepumn ESR. PykoBoAcTBO No 06HoBeHuto MO

1 BBeaeHwue

1.1 AHHOTauus

B fnaHHOM pyKOBOACTBE OnmcaHbl NPoLeccbl 06HOBMEHNS KOMMOHEHTOB NPOrpaMMHOro obecneyeHmns
CEePBUCHbIX MapLLpyTM3aTopoB cepun ESR ¢ yueTom 0CO6EHHOCTEN KOHKPETHBLIX MOAENen 1 npeablayLmx
BEpCUiA NPOrpaMMHOro obecneyeHuns, UCNosb3yemMbIX 06HOBNSAEMbIM YCTPOWCTBOM.

1.2 UeneBas aygutopus

[laHHOoe pyKOBOACTBO NpeAHa3HavyeHo A/151 TEXHUYECKOro NepcoHana, BbINosIHALWEro 06HOB/IEHNE YCTPONCTB
nocpeAcTBOM MHTepdieiica komaHaHowW cTpoku (CLI).

1.3 YcnoBHble 0603HaYeHus

O6o3HaueHne OnucaHue

[1 B KBafpaTHbIX CKOGKaxX B KOMAHAHOW CTPOKE YKa3bIBaTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeAOCTaBNAAET onpeaeseHHble
[OMNOSTHUTE/bHbIE OMNLMN.

{} B churypHbIxX cKobKax B KOMaHAHOM CTPOKE YKa3bIBalOTCSt BO3MOXHbIE
o6s3aTe/lbHble NapamMeTpbl. Heo6XoAMMO BbIGPaTh OAVH U3 NapamMeTpoB.

«» [aHHble 3HaKM B ONUCaHNM KOMaH bl UCMOSb3YHTCS NS yKa3aHus
[ManasoHoB.

«=»

«|» [aHHbI1 3HaK B onvcaHuy KoMaHabl 0603HAYAET «UJN».

<MonyxupHblli Kypcus> MonyX1pPHbLIM KyPCMBOM B YI/10BbIX CKOBKaxX YKa3blBatOTCS HA3BaHWs

K/aBuLW Ha KnaBuarype.

B PaMKax C TEKCTOM yKa3aHbl NMpUMepbI U pe3y/ibTaTbl BbINO/IHEHUA
TeKCT B pamke KomaHg,
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1.4 MpumeyaHua n npegynpexaeHns

MNprMeyaHusi cogepxar BaXKHY0 MHOPMALLMIO, COBETbI UIN PEKOMEHALMM MO NUCMOb30BaHNIO U
HacTpolike yCcTpoicTBa.

€ Mpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.

© VHdopmaima conepxuT cnpaBouHble JaHHbLIE 06 NCMONb30BAHNN YCTPOICTBA.

1.5 ®aiinbl, ucnonb3yemble 411 0GHOBMEHUSA

B 3aBMCMMOCTVM OT MOAENN U KOMIMOHEHTA 0OHOB/IEHUS [asiee B TEKCTE UHCTPYKLMM HEO6X0AMMO
Ccnonb30BaThb creaytlme aiinsi:

Mopaenb

ESR-10

ESR-12V

ESR-12VF

ESR-15

ESR-15R

ESR-15VF

ESR-20

ESR-21

ESR-30

ESR-31

ESR-100

ESR-200

HW-
Bepcus

1v0 - TvX

2v0 - 2vX

1v0 - 2v0

2v1 - 5vX

1v0 - 2v0

2v1 - 5vX

BCe

BCe

BCe

BCe

BCE

BCe

BCe

BCe

BCe

no
<firmware-file>

esr1x-1.28.1-build7 firmware

esr1x-1.28.1-build7 firmware

esr1x-1.28.1-build7 firmware

esr15-1.28.1-build7.firmware

esr15-1.28.1-build7.firmware

esr15-1.28.1-build7.firmware

esr2x-1.28.1-build7 firmware

esr2x-1.28.1-build7 .firmware

esr3x-1.28.1-build7 firmware

esr3x-1.28.1-build7 firmware

esr200-1.28.1-
build7.firmware

esr200-1.28.1-
build7.firmware

BTOpUUHbIV 3arpy3umnk
<uboot-file>

esr1x-1.28.1-build7.uboot
esr1x-1.28.1-build7.spi_uboot
esr1x-1.28.1-build7.uboot
esr1x-1.28.1-build7.spi_uboot
esr1x-1.28.1-build7.uboot
esr1x-1.28.1-build7.spi_uboot
esr15-1.28.1-build7.uboot
esr15-1.28.1-build7.uboot
esr15-1.28.1-build7.uboot
esr2x-1.28.1-build7.uboot
esr2x-1.28.1-build7.uboot
esr3x-1.28.1-build7.uboot

esr3x-1.28.1-build7.uboot

esr200-1.28.1-build7.uboot

esr200-1.28.1-build7.uboot

MepBUYHbIN 3arpy3umnK
<xload-file>

esr1x-1.28.1-build7.sbi

esr1x-1.28.1-build7.sbi

esr1x-1.28.1-build7.sbi

OTCyTCTBYET
oTcyTCTBYET
OTCYTCTBYET
esr2x-1.28.1-build7.bl1
esr2x-1.28.1-build7.bl1
OTCYTCTBYET

oTCyTCTBYET

esr200-1.28.1-build7 .xload

esr200-1.28.1-build7 .xload



Mopaenb

ESR-1000

ESR-1200

ESR-1500

ESR-1511

ESR-1511
(Rev.B)

ESR-1700

ESR-3100

ESR-3200

ESR-3200L

ESR-3300

HW-
Bepcus

1v0 - 1v6

1v7 - 2vX

BCe

BCe

BCe

BCe

BCe

BCe

BCe

BCe

BCe

no
<firmware-file>

esr1000-1.28.1-
build7.firmware

esr1200-1.28.1-
build7 .firmware

esr15xx-1.28.1-
build7.firmware

esr15xx-1.28.1-
build7 firmware

esr15xx-1.28.1-
build7.firmware

esr1700-1.28.1-
build5.firmware

esr3100-1.28.1-
build7.firmware

esr3200-1.28.1-
build7.firmware

esr3200-1.28.1-
build7.firmware

esr3300-1.28.1-
build7.firmware

BTOpUUHbIV 3arpy3umnk
<uboot-file>

esr1000-1.28.1-build7.uboot

esr1200-1.28.1-build7.uboot

esr15xx-1.28.1-build7.uboot

esr15xx-1.28.1-build7.uboot

esr15xx-1.28.1-build7.uboot

esr1700-1.28.1-build5.boot

esr3100-1.28.1-build7.uboot

esr3200-1.28.1-build7.uboot

esr3200-1.28.1-build7.uboot

esr3300-1.28.1-build7.uboot
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MepBUYHbIV 3arpy3umK
<xload-file>

esr1000-1.28.1-build7.xload

esr1000-1.28.1-
build7.1v7 xload

esr1200-1.28.1-build7.xload

esr15xx-1.28.1-build7.xload

esr15xx-1.28.1-build7.xload

esr15xx-1.28.1-build7 .xload

OTCyTCTBYET

esr3100-1.28.1-build7.bdk

esr3200-1.28.1-build7.bdk

esr3200-1.28.1-build7.bdk

esr3300-1.28.1-build7.bdk
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2 Co3fgaHue pe3epBHOM KONUKU TeKyLWEe KoOHurypaumm

Mepep Hauyanom pa6oT no o6HoBMEHMIO MO Ha cepBUCHBIX MapLupyTu3aTopax ESR Heobxoammo caenatb
pe3epBHYI0 KOMNWIO TeKyLLei KoHdmrypaumm.

KonvpoBaHue TekyLei KoHdurypauum ¢ cepBMCcHOro mapLupyTtmsaropa ESR BO3MOXHO Kak € MCNoNb30BaHWEM
NPOTOKO/I0B yAaNIeHHOro KonMpoBaHus (palinios, Tak 1 Ha NoKasibHO nogxntoveHHble USB/MMC-HocuTenw.

€ npu o6HOBNEHNM MO ¢ Bepeuii 1.0.1-1.1.0 BMecTo pasaena "system:running-config" Heo6xoanMo
ncnonb3oBaTb 0603Ha4YeHne pasgena "fs://running-config".

Mpn 06HOBMEHMM C 6oee paHHUX Bepcuii NO Habop NPOTOKONOB yAa/IEHHOIO KONMPOBaHus dainnos
N TUMNbI TOKa/IbHO NOAK/IHYAEMbIX HAKONUTeNek MoryT oTinyaTbCs.

© npu nepexoge c 6onee Hogoit Bepcum MO Ha 6onee crapyto (downgrade) BeposiTHa cuTyaLms, Koraa
6onee ctapas Bepcus MO He CMOXET NPUMEHUTbL KOH(IUTYpaLuio, COXpaHEHHY0 B 60/1ee HOBOW
Bepcun. B pesynbrare koHburypaumsa oyaert yTepsiHa, U cepBuUCHbI MapLupyTusatop ESR 3arpysutcs ¢
nyCcTOI KOHpurypauueii. Mpu nycTol KoHUrypauum K mapLupyTm3aTtopy MOXHO MOAKIOUYNUTLCA TO/TbKO
CNOsb3yst KOHCO/IbHOE NOAK/OYEHNE 1 NIOTVMH/Naponb No ymonyaHuio (admin/password).

2.1 NopgroTtoBKa

[na co3naHus pe3epBHO KONUK TeKyLLEen KOHGIUrypaLmm CepBMCHOTO MapLUpyTu3aTopa ¢ MCNoib30BaHUeM
CepBepoOB yaanIeHHOro KonmpoBaHus haiisioB He06X04MMO:

1. 3anycTuTb COOTBETCTBYHOLNIA cepBep Ha MNK/cepBepe B ceTu.

2. O6ecneunTb BO3MOXHOCTb COXpaHeHus dhaiinioB B paboyem pasgene cepsepa.

3. O6ecneunTtb IP-cBA3HOCTL MeXAy 0OHOBNSIEMbIM CEPBUCHBLIM MapLupyTu3atopom ESR 1 cepsepom
yAa/fIeHHOro KonnpoBaHusa goaiinos (MapLipyTusaums).

4. O6ecneunTb paboTy NPOTOKONA YAa/IEHHOTO KonNnpoBaHus Mexay ESR n cepsepom yganeHHoro
KonvpoBaHus haiinos (NpomexyTouHble firewall).

5. Mpwu HeobxoammocTn (ana npotokonos ftp, sftp, scp, http) y3Hath nMsi nonb3oBaTtens v naposnb Anis
3anuncu Heobxogumoro chaina.

[nsi co3gaHns pe3epBHO KONuUK TEKYLEN KOHGIUIYpaLumn CEPBICHOIO MapLLpyTU3aTopa Ha /10KalbHO
noaktodeHHbIn USB/MMC-HocHTeNb He06X0ANMO:

1. Pa3gen USB/MMC-Hocutens fomkeH 6biTb oTdhopMatpoBaH B popmarte FAT32.
2. Mopgkntountb USB/MMC-HOCHTENb B COOTBETCTBYHOLWMIA cNnoT ESR.

2.2 KonupoBaHue chaiina pesepBHOI KONUu KOHturypauum

2.2.1 C ncnonb3oBaHWEM NPOTOKO/IOB YAA/IEHHOro KONMpoBaHuaA thaiinos

B 3aBMCHMOCTI OT NPOTOKO/1a YAaNIeHHOro KonmpoBaHus dainos B CLI cepBrcHOro mapLupyTmsaTopa
HEeo6XoAMMO BbIMOIHUTL OAHY U3 CNEeAYHOLLIMX KOMaH!

Pe3epBHOe KONUpoBaHUe KOH(urypaumm no npotokony tftp

esr# copy system:running-config tftp://<tftp-server-ip>:/<config-file-name>


fs://running-config
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Pe3epBHOE KONupoBaHMe KOH(Mrypauum no nporokony ftp

esr# copy system:running-config ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-
ip>:/<config-file-name>

Pe3epBHOe KonupoBaHUe KOH(Mrypawlum no npotokony sftp

esr# copy system:running-config sftp://<sftp-username>:<sftp-userpassword>@<sftp-
server-ip>:/<config-file-name>

Pe3epBHOE KONMpPOBaHMe KOH(UIypauumn no NpoToKosy scp

esr# copy system:running-config scp://<scp-username>:<scp-userpassword>@<scp-server-
ip>:/<config-file-name>

Pe3epBHOe KonupoBaHue KOHurypauum no nportokony http

esr# copy system:running-config http://<http-username>:<http-userpassword>@<http-
server-ip>:/<config-file-name>

+ <config-file-name> — ums paiina, ¢ KOTopbIM ByAeT CoXxpaHeHa TekyLwas KOHPUrypauus CepBruCcHOro
MapLupyTm3aTtopa;

« <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepBepa;

+ <ftp-username> — nms nonb3oBarens Ha FTP-cepBepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3lyemoro FTP-cepBepa;

+ <sftp-username> — nmsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3oBarens Ha SFTP-cepsepe;

« <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepBepa;

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatensi Ha HTTP-cepBepe;

+ <http-userpassword> — naponb nonb3oBartens Ha HTTP-cepBepe;

+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepBepa.
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2.2.2 Ha nokanbHo nogkntoueHHbli USB/MMC-HocuTtenb

1. OnpegenuTb MeTKy Toma nogktodeHHoro USB/MMC-HakonuTens.

OnpepgeneHve nMeHN MeTKu ToMma Ha USB-HakonuTtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OnpepgeneHve umMeHn meTku Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. CkonupoBsaTb haiin Ha ncnonbayemblii USB/MMC-HakonuTensb:

Mpwv BbINONHEHWUN KOMaHZ, KonnposaHusa Ha USB/MMC-Hocutenm Heo6xoayMo BMeCTO nonei
<USB_DISK> nnn <MMC_DISK> ncnonb3oBatb HacTosiLme METKM TOMa, onpeaesieHHbIe npu
BbINO/IHEHMM NyHKTa 1.

Pe3epBHoe konupoBaHue KoHcurypauum Ha USB-Hocutenb

esr# copy system:running-config usb://<USB_DISK>:/<config-file-name>

|******************************************| 100% (576B) Success!

Pe3epBHoe konupoBaHue KoHcurypauum Ha MMC-HocuTtenb

esr# copy system:running-config mmc://<MMC_DISK>:/<config-file-name>

|******************************************| 100% (576B) Success!

+ <config-file-name> — ums paiina, ¢ KOTopbIM ByAET COXpaHeHa TekyLas KOHPUrypauus CEpBUCHOIO
MapLupyTM3aTopa;

+ <USB_DISK> — nmsa pasgena Ha USB-HocuTtene,

+ <MMC_DISK> — nmsa pasgena Ha MMC-HocuTene.
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3 BoccTtaHoBneHne KoHdurypaumm n3 pes3epBHOn Konuu

B cnyuyae notepu KOHUIypaLmmn Ha MapLLpyT1M3aTope B NpPoLecce akcnayaraumm, o6HoBNeHus unm "otkata”
Ha 6oriee cTapyto Bepcuto MO KoHUrypaumio MapLupyTm3aTopa MOXHO BOCCTaHOBWTb, MCMO/b3Ysl CO3A4aHHY0
paHee pe3epBHYHo KOMWIO.

KonnpoBaHue pe3epBHOI KONUK KOHhMrypaumm Ha cepBUCHbIR MapLupyTusatop ESR BO3MOXHO Kak ¢
NCNosib30BaHNEM MPOTOKO/I0B yAa/IEHHOro KOnMpoBaHms (halinio., Tak 1 Ha N0KasibHO NogkNtYeHHble USB/
MMC-HocuTenn.

© npu nepexoge c 6onee Hogoit Bepcum MO Ha 6onee ctapyto (downgrade) BeposiTHa cuTyaLms, Koraa
6onee ctapas Bepcus MO He CMOXET NPUMEHUTL KOH(IUTYpaLuio, COXpaHEHHYO B 60/1ee HOBOW
Bepcun. B pesynbrarte kKoOHhurypaumsa yaet ytepsiHa 1 cepBUCHbIA MapLupyTtusaTtop ESR 3arpysutcs c
nyCcTO KOHurypauumeii. Mpu nycTol KoHUrypauum K MmapLupyTm3aTtopy MOXHO MOAKIOUYNUTLCH TOSTbKO
CNOsb3ysi KOHCO/IbHOE NOAK/IOYEHME M N10TVMH/Naposb No ymonyaxuto (admin/password).

3.1 NMopgroTtoBKa

[lna BoccTaHOBNEHNSA KOH(UIypaLmm CEPBMCHONO MapLUpyTM3aTopa 13 pe3epBHOl KONumK C NCMNO/Ib30BaHEM
CepBepOB yAanleHHOro KonmpoBaHus haiisioB He06X04MMO:

1. 3anycTuTb COOTBETCTBYHOLNIA cepBep Ha MNK/cepsepe B ceTu.

2. Pa3mecTuTb B paboyeM pasgene cepsepa oain ¢ co3gaHHON paHee pe3epBHO Konvei
MapLupyTm3aropa.

3. HactpouTb cepBUCHbIA MapLUpyTU3aTop 419 nosiBneHns IP-cBA3HOCTY C cepBePOM yaasleHHOro
KonmpoBaHus haiinos.

4. O6ecneunTb IP-CcBA3HOCTL Mexay 0O6HOBASEMbIM CEPBUCHLIM MapLupyTu3aTopom ESR 1 cepsepom
yAa/fIeHHOro KonnpoBaHusa goaiinos (MapLipyTusaums).

5. Ob6ecneuntb paboTy NPoOTOKONA yAaleHHOro KonmpoBaHusa mexay ESR n cepsepom yaaneHHoro
KonupoBaHus chaiinos (NpomexyTouHble firewall).

6. Mpu HeobxoammocTn (ana npotokonos ftp, sftp, scp, http) y3Hate Msi nonb3oBatens v naposnb Anas
CKayMBaHusi Heobxoammoro garina.

[lnsi BOCCTaHOBNEHMSA KOHpUIypaumm CepBMCHOrO MapLUpyTM3aTopa U3 pe3epBHOI KOMUK C NTIOKasTbHO
noakatodyeHHoro USB/MMC-HocuTenss Heobxoanmo:

1. Pasgen USB/MMC-Hocutens fomkeH 6biTb oTdhopmatpoBaH B popmarte FAT32.

2. Ha USB/MMC-HocuTene fo/mkeH 6bITb NomeLLeH daiin ¢ paHee CO3aHHON pe3epBHOIN Konuel
KOHhUrypaumm cepBrCHOr0 MapLupyTm3aropa.

3. Mogkntountb USB/MMC-HOCHTENb B COOTBETCTBYHOLWMNIA cNnoT ESR.
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3.2 KonupoBaHue haiina c pesepBHOIi Konuei KoHcurypauymm

3.2.1 C ucnonb3oBaHWeM NPOTOKOJIOB yAa/IeHHOro KonupoBaHus gaiinos

B 3aBMCMMOCTM OT NPOTOKO/IA YAA/IEHHOTO KonvpoBaHus goainos B CLI cepBucHoro
MapLipyTM3aTopa Heo6X0AMMO BbINOMHUTL OAHY U3 C/IEAYIOLLIMX KOMaHA;

Pe3epBHOe KonvpoBaHue KoHcurypayum no nportokony tftp

esr# copy tftp://<tftp-server-ip>:/<config-file-name> system:candidate-config

Pe3epBHOe KONUpoBaHUe KOH(purypaumm no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOe KonNupoBaHUe KOH(Mrypauum no npoTtokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<config-file-
name> system:candidate-config

Pe3epBHOE KONMpOBaHMe KOH(UIypauum no NnpoToKosy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOe KonupoBaHue KoHcurypauyum no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<config-file-
name> system:candidate-config

+ <config-file-name> — umsa dpaiina pesepBHO KONUN KOHUTYpaLIMK CEPBUCHOIO MapLlpyTusaTopa.
« <tftp-server-ip> — IP-agpec ncnons3yemoro TFTP-cepBepa.

« <ftp-username> — nms nonb3oBarens Ha FTP-cepsepe.

« <ftp-userpassword> — naposnb nonb3oBatens Ha FTP-cepsepe.

« <ftp-server-ip> — IP-agpec ncnonb3lyemoro FTP-cepBepa.

+ <sftp-username> — nmsa nonb3oBaTtens Ha SFTP-cepsepe.

+ <sftp-userpassword> — naponb nonb3oBarens Ha SFTP-cepsepe.

« <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepsepa.

+ <scp-username> — uMs nosb3oBartens Ha SCP-cepsepe.

« <ftp-userpassword> — naposnb nonb3oBatens Ha FTP-cepsepe.
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+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepeepa.

+ <http-username> — nms nonb3osatenst Ha HTTP-cepsepe.

+ <http-userpassword> — naposnb nonb3oBatens Ha HTTP-cepsepe.
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepsepa.

3.2.2 C nokanbHo nogknuyeHHoro USB/MMC-Hocutens

1. OnpegenuTb MeTKy Toma nogkstodeHHoro USB/MMC-HakonuTens.

OnpepgeneHve nMeHN MeTKu Toma Ha USB-HakonuTtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OnpepgeneHve uMeHn meTku Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. CkonupoBsaTb haiin Ha ncnonbayemblii USB/MMC-HakonuTensb:

Mpw BbINONHEHWUN KOMaHZ, KonnpoaHusa Ha USB/MMC-Hocutenm Heo6xoayMo BMeCTO nonei
<USB_DISK> nnn <MMC_DISK> ncnonb3oBatb HacTosiLme METKU TOMa, onpeaesieHHbIe npu
BbINO/IHEHMM NyHKTa 1.

Pe3epBHoe konupoBaHue KoHcurypauum Ha USB-Hocutenb

esr# copy usb://<USB_DISK>:/<config-file-name> system:candidate-config

| XXk kkkkkkokokokkkkk kX Xk kkkkkhkkkkkkkkxxxxxxxx | 100% (576B) Success!

Pe3epBHoe konupoBaHue KoHturypauyum Ha MMC-HocuTtenb

esr# copy mmc://<MMC_DISK>:/<config-file-name> system:candidate-config

|******************************************| 100% (576B) Success!

+ <config-file-name> — ums daiina pesepBHO KONMK KOHUrypaLuym CEPBMCHOIO MapLLpyT13aTopa;
+ <USB_DISK> — nmsa pasgena Ha USB-HocuTtene,
+ <MMC_DISK> — nmsa pasgena Ha MMC-HocuTene.
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3.3 MpumMeHeHUe 1 NOATBEPXKAEHME 3arPYXXEHHO KOH(Urypauum

[ns npyuMeHeHnsa 1 NoATBeEPXAeHUs paboTbl KOH(IUIypauuu, 3arpy>xeHHon paHee B pasgen
"system:candidate-config", He06Xx04MMO BbINONHWUTL KOMaH/bI:

Pe3epBHoe konupoBaHue KoHturypauyum Ha MMC-HocuTtenb

esr# commit
Configuration has been successfully applied and saved to flash. Commit timer started,
changes will be.

esr# confirm
Configuration has been confirmed. Commit timer canceled.
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4 Onpepenexve Tekyllei Bepcun MO 1 Bepcun BTopuyHoro 3arpy3umka (U-boot)

OnpeaenuTb BEPCUU UCMOSb3YEMOTO B AaHHbIi MOMEHT BTOpuYHoro 3arpyaunka (U-Boot) n ocHosHoro MO
MOXHO:

+ B CLI ocHoBHoOrO lMO;
* B BbIBOJE KOHCO/IbHOIrO MHTEpdielica npm 3arpy3ke CEPBUCHOr0 MapLupyTmM3aTopa.

4.1 OnpepgeneHue Tekyweii Bepcum MO 1 Bepcumn BTopudHoro 3arpysuuka (U-boot) B CLI
ocHoBHoro NO

[ns onpeaeneHus Tekyllein sepcumn MO 1 Bepcun BTopmuHoro 3arpysunka (U-boot) B CLI ocHoBHoro MO
Heo6xo4MMO BbINONHUTL KOMaHAay show version:

MonyueHue Bepcuii BTOPUYHOrO 3arpysumka u ocHosHoro MO B CLI

esr# show version
Boot version:

1.17.3.11 (date 14/11/2022 time 13:30:27) <-- Bepcusa BTOPUYHOIO
3arpy3sudmka (U-Boot)

SW version:

o6HoBNe 1.17.3 build 11[a813b5c65] (date 14/11/2022 time 13:20:25) <-- Bepcus
aKTMBHOro obpa3a OCHOBHOro MO cepBMCHOrO MapuwpyTu3aTopa

HW version:

1v2 <-— Bepcus annapaTHOli
nnaThopmMbl CEPBUCHOT0 MapuwpyTusaTopa

4.2 OnpepeneHue Tekyweii Bepcum MO 1 Bepcum nepBuuHoro (X-Loader, sbi, bl1) u
BTOpU4HoOro (U-boot) 3arpysunkoB B BbiBOE KOHCO/ILHOIO MHTEpdelica Npu 3arpyske
CEepBUCHOro MapLipyTusaTopa

[ns onpeaenexus Tekyulei Bepcumn MO 1 Bepcum BTopryHoro 3arpysuunka (U-boot) B BbIBogE KOHCOMILHOIO
MHTepdoelica Npun 3arpyske CePBUCHOTO MapLLpyTM3aTopa He06X0AMMO:

1. MoaknounTbesa K cepBucHoMy MapLupyTusartopy ESR uepes nHtepdelic Console Ha nepegHei naHenu
MapLLpyTM3aTopa, NCNoAb3ys cneayrolme napameTpbl MHTepdenca RS-232 Ha MK:

+ CkopocTb: 115200 6uT/c;

* BuTbl gaHHbIX: 8 6UT;

* YeTHOCTb: HET;

+ CrtonoBsble 6uThbl: 1;

* YnpasneHne NoToKOM: HET.

2. Mepe3arpy3nTs MapLUPyTU3aTOP OAHUM U3 CIeAYHOLLMX CNIOCOGOB:

* OTKAUNTb U BKKOUYUTL NMUTAHKE. |/|HTepBafI Mexay OTKNKYeHNnEM N BK/TIOHEHNEM O0/DKEH COCTaBUTb HE

mMeHee 20 cekyHa.

*+ KpaTKoBpeMeHHO HaxkaTb (hyHKLMOHasIbHYO KHOMKY F Ha NvueBoit naHenn mappytmsatopa (a1s
ESR-10 — Ha 60K0BOVi NaHenu).

* BbinonHutb komaHay reload system B CLI ocHoBHOro NO mMapLipyTm3aTopa.
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Mepes3arpyska npu nomowm komaHabl B CLI ocHoBHOro MO

esr-21# reload system
Do you really want to reload system ? (y/N): y

3. B npouecce 3arpy3k1 B KOHCO/b BYAET BbiBeAeHa NHhopMaLms 0 BEepCUsX:

+ MepBunyHoro 3arpy3unka (sbi, bl1 nnu X-loader B 3aBMcUMOCTV OT MoAEeNN MapLLpPYTM3aTopa):

Bepcus nepBuUYHOro 3arpysumka Ha ESR-10/12v/12vf/15

SBI:1.17.3.11 (14/11/2022 - 12:55:55)
Chip is NSP Bl
Booting from SPI-NOR

Bepcusa nepBuyHoro 3arpysyumka Ha ESR-20/21/30

INFO: mdio_update: phy_id 4, addr 9, value 0x120c
INFO: mdio_update: phy_id 2, addr 0, value 0x808

BL1:1.17.3.9 (01/11/2022 - 18:40:36)

INFO: BL1: RAM 0x6517a800 - 0x65180000
INFO: Using crypto library 'mbed TLS'

Bepcusa nepsuyHoro 3arpysumka Ha ESR-100/200/1000/1200/1500/1511/1700/3100/3200

BRCM XLP Stage 1 Loader (X-Loader:1.17.3.11) [Big-Endian] (14/11/2022 - 13:21:58)
XLP316B2: Node 0 frequency: CPU=1400MHz, SOC=1999MHz, REF=133MHz
POWER ON RESET CFG:43F94FA8,VRM: 0x6868, PRID: 0xC1104

+ BTopuyHoro 3arpy3uunka (U-boot):

Bepcus BTOPUUHOIO 3arpysumka

INFO: Entry point address = 0x85000000
INFO: SPSR = 0x3c9

U-Boot:1.17.3.9 (01/11/2022 - 18:40:36)
Watchdog enabled
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+ OcHoeHoro MO (Firmware):

Bepcusa ocHoBHoro MO

[ 0.000000] Initializing cgroup subsys cpu

[ 0.000000] Initializing cgroup subsys cpuacct

[ 0.000000] Software version: 1.14.5 build 6[596cabe53] date 20/04/2022 time
11:37:10
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5 O6HoBneHue MO B CLI ocHoBHOro MO ESR

5.1 O6HoBneHue MO c Bepcuin 1.17.2-1.24.9

MO TekyLeli Bepcun ABNAETCS KYMYNSITUBHbIM (COLEPXUT 0OHOB/IEHHbIE BEPCUM MEPBUYHOTO U BTOPUYHOTO
3arpy3unkoB). MO Bepcuit HaumHast ¢ 1.17.2 noaaepXmBaeT KyMy/IsiTUBHOE 0GHOB/IEHNE BCEX KOMMOHEHTOB
MO, noaTomy 6yAeT AOCTaTOYHO:

« 3arpysutb MO (firmware-chaiin) Ha cepBuUCHbI MapLupyTusatop ESR.
* Bbi6bpaTb 06pa3 MO 06HOBNEHHOWN Bepcumn A5 CNeaytoLwen 3arpy3ku.

@ OTKnoYenre NUTaHUS 40 OKOHYAHMS BbINOMHEHNS koMaHabl boot system {mage-1|
image-2} MoXeT NpUBECTY K HEUCNPABHOCTY MapLupyTM3aTopa.

+ MNepesarpy3uTb CEPBUCHbI MapLLpyTH3aTop.

5.1.1 MoarotoBKa KOoHhurypauymm npm o6HoBNeHUn ¢ Bepcuin 1.17.2 - 1.24.9

Mepen o6HOBNEHNEM Ha Bepcuto MO 1.28.1 HeobxoamMMo ybeanTbes, 4To B KoHdurypauum tunnel VTI
HacTpoeH IP-agpec. Ecnu IP-agpeca B koHdurypauum tunnel VTI HeT, To HE06X0AMMO €ro HaCTPOUTb.

Mpwn o6HOBNEeHUN Ha Bepcuto MO 1.28.1 n otcytcTBum IP-agpeca B koHpurypaumm tunnel VTI 6yaet yaaneH
enable 13 security ipsec vpn <NAME>, koTopasi npuBsizaHa k gaHHomy tunnel VTI.

Mpumep 06HOBNEHMS KOHGIMIypaLun NPUBEAEH HUXE, MPoune HacTpoiikv IPsec VPN nponyuieHb!:

KoHdmrypauusa Ha MO Bepcuii 1.17.2 - 1.24.9 KoHdurypauusa Ha MO Bepcuun MO 1.28.1

tunnel vti 1 tunnel vti 1
local address 203.0.113.2 local address 203.0.113.2
remote address 203.0.113.1 remote address 203.0.113.1
enable enable

exit exit

security ike gateway ike_gateway security ke gateway ike_gateway
bind-interface vti 1 bind-interface vti 1

exit exit

security 1ipsec vpn dipsec_vpn security ipsec vpn ‘ipsec_vpn
ike gateway ike_gateway ike gateway ike_gateway
enable exit

exit
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tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ke gateway ike_gateway
bind-interface vti 1
exit

security 1ipsec vpn dipsec_vpn
ike gateway ike_gateway
enable

exit

CepBuCHbIe MapLLpyTu3aTopbl cepun ESR. PykoBoAcTBO No 06HOBAEHUIO MO

KoHdwmrypauusa Ha MO Bepcuun MO 1.28.1

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ike gateway ike_gateway
bind-interface vti 1
exit

security ipsec vpn ‘ipsec_vpn
ike gateway ike_gateway
enable

exit

5.1.2 MoparotoBKa KOHUrypayum npm o6HoBneHun ¢ Bepcuin 1.17.2 - 1.23.5

Mepepn o6HoBNEHEM MO ¢ Bepcuii 1.17.2 - 1.23.5 Ha Bepcumn 1.23.6-1.28.1 HE06X0AMMO YHYECTb U3MEHEHNE B
pexvme pabotbl IPsec-TyHHeneli B DMVPN-cxemax.

[o Bepcum 1.20.x BkntoumtensHo IPsec B cxemax DMVPN MOXHO 6b1/10 CNONb30BaTh Kak B TYHHEIbHOM, Tak U1
B TPAHCMNOPTHOM pexumax. OgHako, HaumHas ¢ Bepcum 1.23.6, TpaHCNOPTHBLIN pexnm paboTsl IPsec
CTaHOBUTCH e4MHCTBEHHbIM nogaepxnsaembim B DMVPN-cxemax.

CooTBeTCTBEHHO Npu 06HOBNEHUM MO B 06bEKTLI KOHGMUIypauuy “security ipsec vpn', ykasaHHble B
KoHurypaumsx TyHHenen GRE B pexume multipoint, 6yaet no6asneHa komaHga tape transport, n3ameHsioLas
pexum paboTbl IPsec-TyHHens. B criyyae ecniv KomaHga yxxe npucytcrsoBasia B KoHdurypauum IPsec VPN,
n3MeHeHul He ByaeT. MNprmep 06HOBNEHUSA KOHUIypaLmMmn NPpUBELEH HUXE, NpoYne HacTpoikn TyHHenel GRE

n IPsec VPN nponyLieHsbi:

KoHdmrypaums Ha MO Bepcuin 1.17.2 - 1.20.x

tunnel gre 1
ip nhrp ipsec IPSEC_VPN_SPOKES dynamic
ip nhrp dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
enable

exit

KoHdchurypaums Ha MO Bepcwuii 1.23.6-1.28.1

tunnel gre 1
ip nhrp dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp +dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit
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tunnel gre 1
ip nhrp dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit
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KoHdpurypauus Ha MO Bepcuii 1.23.6-1.28.1

tunnel gre 1
ip nhrp +dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp ipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit

B cBa3u ¢ atum nepes o6HoBneHvem ESR, paboTtatowem B coctase DMVPN-o6naka, Heo6xo1Mmo:

1. O6HOBUTHL MapwpyTusaTopbl ESR B 061ake DMVPN Ha Bepcumn 1.23.6-1.28.1.

2. MepeHacTponTb IPsec, ncnonb3yemsiii B DMVPN o6nake, Ha TpaHCNOPTHbLIA pexum paboTbl Ha Tex ESR,

3.

KOTopble He 6yayT 06HOBMEHbI Ha Bepcun 1.23.6-1.28.1.
MepeHacTpouTb IPsec, ncnonb3yemsiin B DMVPN o6nake, Ha TpaHCNOPTHbIV peXum paboTbl Ha
060pyA0BaHNN CTOPOHHUX NPOU3BOAUTENE.

5.1.3 MoaroTtoBka K 3arpyske N0

Mpwu 3arpy3ke MO ¢ MCnonb30BaHNEM CEPBEPOB YAA/IEHHOTO KONMpPoBaHUSA (Dai/ioB HE0GXONMO:

1.
2.

3anycTuTb COOTBETCTBYtOLLMI cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

CkonuposaTtb paiin MO (<firmware-file>) B pabounii pazgen cepsepa yaaneHHoi 3arpyskum aiinos.
MmeHa HeobxoaumbIX dpaiioB B 3aBMCMMOCTY OT MOZENN 1 annapaTHoi BepcMn mapLupyTm3aropa
nepeuncneHsl B pasgene daiisisl, Ncrnons3yemsie 15 06HOBNEHNS.

O6ecneunTb IP-cBA3HOCTb Mexay 06HOBISAEMbIM CEPBUCHBLIM MapLlpyTu3aTtopoM ESR n cepsepom
yAa/eHHOro KonvpoBaHus haitnos (MapLupyTmsaums).

O6ecneunTb paboTy NPOTOKONA YAa/IEHHOrO KonMpoBaHusa mexay ESR n cepsepom yaaneHHoro
KonmpoBaHusi chaiinos (NpomexyTouHble firewall).

Mpwn HeobxoaumocTy (ans npoTokonos ftp, sftp, scp, http, https) y3HaTb uMst nonb3oBaTenst U Naposb
ONS cKaumMBaHMsa HeobxoamMmMoro daiina.

Mpwu 3arpy3ke MO ¢ ucnons3osaHnem USB/MMC-Hocutena Heobxoammo:

A w

Pasnen USB/MMC-HocuTens aosmkeH 6biTb oTchopmaTtupoBaH B oopmarte FAT32 nnm exFAT.
CkonupoBatb paiin MO (<firmware-file>) B kopHeBoi1 pazaen USB/MMC-HocuTens. imeHa
Heobxo4MMbIX (ainioB B 3aBMCMMOCTY OT MOLENN U annapaTHOW Bepcun mapLupyTtmsaropa
nepeyncneHbl B pasgene ®aiisisl, Ncrnosib3yemble 17159 00HOB/IEHNS.

Mopgxniounte USB/MMC-HOCKTEND B COOTBETCTBYHOLLMIA CNOT CEPBUCHOIO MapLipyTnsaTopa.
Onpepgennutb MeTKy ToMa nogxntodeHHoro USB/MMC-Hakonutens.

19



CepBuCHbIe MapLLpyTu3aTopbl cepun ESR. PykoBoAcTBO No 06HOBAEHUIO MO

5.1.4 3arpyskaloO

C ucnonb3oBaHWEM OGHOTO U3 NPOTOKO/IOB yAaJIeHHOIi 3arpy3ku cpaiinos

3arpyska MO no npotokony tftp

esr# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| o sk ko ok ko ok ko ok Kk ok ok Kok kX ok ok R kR ok Xk ok Rk ok ok xkkkkokkx | 100% (OB) Firmware updated successfully.

3arpyska MO no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| o sk ko ok ko ok ko ok ko Kok kR ok R kR kX kok Rk ok ok xkokkkokkx | 100% (OB) Firmware updated successfully.

3arpyska MO no npotokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-file>
system: firmware

| o sk ko ok ko ok ko ok ko Kk ok Xk kR Rk ok Xk ok Rk ok ok xkokkkokkx | 100% (OB) Firmware updated successfully.

3arpyska N0 no npoToKony scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| o sk ko ok ko ok ko ok ko ok Kk kR ok R kR kX kok Rk ok ok xkkkkokkx | 100% (OB) Firmware updated successfully.

3arpy3ska MO no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (0B) Firmware updated successfully.
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3arpyska MO no npotokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| XXk kkkkkkkkkkkkk kX Xkkkkkkkkkkkkkkkxxxkkxxkx | 100% (0B) Firmware updated successfully.

« <tftp-server-ip> — IP-agpec ncnons3ayemoro TFTP-cepBepa;

« <ftp-username> — ums nonb3oBarens Ha FTP-cepsepe;

« <ftp-userpassword> — naposnb nonb3oBartens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ucnonb3yemoro FTP-cepsepa;

+ <sftp-username> — nmsa nonb3oBatens Ha SFTP-cepBepe;

« <sftp-userpassword> — naponb nonb3osatens Ha SFTP-cepsepe;
+ <sftp-server-ip> — IP-agpec ncnons3lyemoro SFTP-cepBepa;

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe;

« <ftp-userpassword> — naposnb nonb3oBartens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnons3yemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatens Ha HTTP-cepsepe;

+ <http-userpassword> — naponb nonb3oBartensa Ha HTTP-cepsepe;
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepsepa.

MpaBuna ncnonb3oBaHus dpainnos MO Ans pasnnyHbIX Mogenel onnucaHbl B pasgene daiissl, Ncnosb3yemsle
0N OGHOB/IEHNUS.

C ncnonb3oBaHuem USB/MMC-Hakonutens

1. OnpegeneHne nMeHn MeTkn ToMa nogxntoyeHHoro USB/MMC-Hakonutens:

OnpepgeneHve nMeHN MeTKu Toma Ha USB-HakonuTtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OnpepgeneHve uMeHn meTku Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. KonupoBaHue haiina ¢ ncnonbsyemoro USB/MMC-HakonuTens:

Mpw BbINONHEHWUM KOMaHZ, KonnposaHusa ¢ USB/MMC-HocuTenein HeobxoaMmo BMECTO nosnei
<USB_DISK> unn <MMC_DISK> ncnonb3oBatb HacTosiLmMe METKN TOMa, onpeaeneHHble BbILLe.
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3arpyska MO c USB-Hocutens

esr# copy usb://<USB_DISK>:/<firmware-file> system:firmware

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated

successfully

3arpyska MO ¢ MMC-HocuTtens

esr# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| %k kkkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated

successfully.

+ <USB_DISK> — umsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — umsa pasgena Ha MMC-HocuTerne.

5.1.5 Bbl6op o6pa3a MO 0GHOBNEHHOW Bepcun ANA cneayrolein 3arpy3Ku
Ha cepBuCHbIX MapLipyTusaTopax ESR ogHoBpeMeHHO xpaHuTcs gBa o6pasa MO (image-1 n image-2).

1. MpoBepuTb coaepxunmoe 06paszoB MO, 3arpyXeHHbIX HA CEPBUCHBIA MapLLpyTM3aTop:

esr# show bootvar

Image Version Date Status After reboot
1 1.24.5 build 2024-12-05 10:34:47 Active *
5[b61la52dfa0]
2 1.28.1 build 2025-03-25 10:25:06 Not Active
7[0860e92ead]

Mpu 3arpy3ke cpaiina MO B pasgen system:firmware 3arpyska ocyLlecTBNSETCS BCeraa B HeakTUBHbIN (Not
Active) B JaHHbI/i MOMEHT pasgen.
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2. BblbpaTb pasgen, cogepxatmii MO 06HOBNEHHOI BepCUm, B KQYeCTBE 3arpy304HOro:

Bbi6op pasgena MO ana 3arpysku

esr# boot system image-2

This command cannot be -interrupted, do not turn off device during process.
Continue? (y/N): y

2000-01-07T18:51:19+00:00 %FILE_MGR-I-INFO: operation started: 'boot system
image-1' (index: 4, origin: CLI)

2000-01-07T18:51:22+00:00 %FIRMWARE-I-INFO: Writing data...
2000-01-07T18:51:31+00:00 %FIRMWARE-I-INFO: Writing data...
2000-01-07T18:51:37+00:00 %FILE_MGR-I-INFO: operation 1is finished: 'boot system
image-1' (index: 4, origin: CLI)

Boot image set successfully.

Bbi6op pasgena MO ansa sarpysku gna MO, HaunHasa ¢ Bepcuu 1.24.0

esr# boot system inactive

This command cannot be 1interrupted, do not turn off device during process.
Continue? (y/N): vy

1970-02-04T20:52:43+00:00 %FILE_MGR-I-INFO: operation started: 'boot system
image-2' (dindex: 3, origi)

1970-02-04T20:52:45+00:00 %FIRMWARE-I-INFO: Writing data...
1970-02-04T20:52:55+00:00 %FIRMWARE-I-INFO: Writing data...
1970-02-04T20:53:09+00:00 %FILE_MGR-I-INFO: operation is finished: 'boot system
image-2' (index: 3, o)

Boot 1image set successfully.

Successfully updated (bootloader's directory 1is dirty): bll, uboot

€ 3anpellaetca oTKIIOYEHNE NUTAHKS MapPLLPYTU3aTOPa B MOMEHT BbINOSIHEHUS koMaH, boot system
{mage-1|image-2} nnn boot system inactive.
OTK/IHOYEHME NUTAHWSA 10 OKOHYaHUS BbINO/IHEHMS komaHg, boot system {mage-1limage-2} nnv boot
system inactive MOXeT NprBeCTN K HeMcNpPaBHOCTM MapLUpyTM3aTopa.
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3. MNpoBepuTb, 4TO 06pas, cogepxawmii MO 06HOBNEHHON BepCcuK, BbIOPaH AN 3arpy3ku:

esr# show bootvar

Image Version Date Status After reboot
1 1.24.5 build 2024-12-05 10:34:47 Active
5[b61la52dfa0]
2 1.28.1 build 2025-03-25 10:25:06 Not Active *
7[0860e92ead]

€ Ecnu gns nocnepytolueii 3arpysku 6yaeT BoiGpaHa Bepcust MO, KoTopas 6bina BbinyLLeHa paHee
Bepcun MO, ncnonb3yemoli B AaHHbIi MOMEHT, MOC/1e nepesarpy3kn CTaHET HEBO3MOXXHA KOHBEpPTaLS
TekyLleli KOHgUrypaumm, n 6yaet npuMeHeHa nyctas KoHdurypaums (6e3 3aBoAckmx HacTpoek). Mpu
NyCTOIN KOHpMrypaumm K MapLipyTM3aTopy MOXHO NOAKIUYUTLCS TO/IbKO UCMO/b3YS KOHCO/IbHOE
NOAKMOUEHME 1 NOTMH/Naposb no ymonyaxuio (admin/password).

5.1.6 lMepes3arpyska CepBMCHOro MapwpyTtusaropa

Mepes3arpy3uTb CEPBUCHBIV MapLUPYTM3aTop NPW NOMOLLY KOMaHpb!:

Mepesarpys3ka mapwpyTtusaropa B CLI ocHoBHoro MO

esr# reload system

Do you really want to reload system ? (y/N): y

5.2 O6HoBneHue MO c Bepcuii 1.4.4-1.17.1 (ana ESR-1500/1511 1.8.7-1.17.1)

€ O6HoBneHne NO ¢ Bepcuii 1.4.4-1.17.1 pna ESR-20 n ESR-21 npon3BogunTcsa Yepes NpoMeXyTOUHYH
Bepcuto 1.20.4. Mpun 3TOM Heo6Xx0AMMO 06HOBUTL A0 Bepcun 1.20.4 BTOpMYHbIN 3arpy3umnk (U-boot) u
MO (firmware-chaiin). MporpammHoe obecneyenne (U-boot, firmware) MoxHo ckauatb Ha
othmumansHom caiiTe hitps://eltex-co.ru/ Bo pasgene "[okymeHTbl 1 dhainbl’, Bknagke "Mo".

B otnnume ot MO Bepcun 1.17.2 n 6onee no3gHux, 601ee paHHWE BEPCUN HE NOAAEPXKMNBAIOT KYMYNSITUBHOE
06HOBNEHMe. M03TOMY, KpOMe OCHOBHOIO MO, B HEKOTOPbIX ClyYasix HE06X0AMMO 0BHOBNATL BTOPUYHbIT
3arpysuuk. B pesynbrate npouecc 06HOBNEHMS BYAET CeayoLLMiA;

+ 3arpysutb BTOpUYHbIii 3arpy3umk (U-boot) Ha cepBucHbIli MappyTusaTtop ESR.
+ 3arpysutb MO (firmware-chaiin) Ha cepBucHbIi MaplipyTnsatop ESR.

* Bbibpatb 06pa3 MO 06HOBIEHHOW BEpCUW AN CrefytoLeli 3arpy3Ku.

* Nepes3arpy3nTb CEPBUCHBIN MapLUPyTM3aTop.
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€ O6HoBneHe BTOpHUHOrO 3arpysumnka (U-boot) 06s13aTenbHO, ecin Tekyllas Bepcus BTOPUYHOTO
3arpysyvka B guanasoHe 1.0.0-1.12.x.
Ecnu Tekywias Bepcusi BTopuuHoro 3arpysunka (U-boot) B guanasone 1.13.0 - 1.24.9, 06HOBNATb
BTOPWYHBIN 3arpy3unk (U-boot) He o6a3aTesnbHo.

€ nMpu o6HOBNEHUN C Gonee paHHKX Bepcuii MO Ha6op NPOTOKOMOB YAAIEHHOTO KONMMPOBaHWS (haiinos
N TWMbl NOKa/IbHO NOAK/IYAEMbIX HAKONUTENEN MOTYT OT/IMYaTbCS.

€ /s o6HoBNeHMs MO mapLupyTuzatopos ESR-3100 ¢ Bepcum 1.14.X HEOGXOAMMO OTKPbITh 3asiBKY B
CNyx6e TeXHNYECKOM Noaaepxkn, ncnosnbadys nnardopmy https://servicedesk.eltex-co.ru/ nnmn dpopmy
o6palleHusa Ha ouunanbHom calite https://eltex-co.ru/support/.

5.2.1 MopgrotoBKa KOHUrypauum npn o6HoBneHun ¢ sepcuii 1.0.1 - 1.17.1

Mepen o6HOBNEHNEM Ha Bepcuto MO 1.28.1 HeobxoamMMo ybeanTbes, 4To B KoHGurypauum tunnel VTI
HacTpoeH IP-agpec. Ecnu IP-agpeca B koHdurypaumm tunnel VTI HeT, To HEO6X0AMMO €ro HaCTPOUTb.

Mpwn o6HOBMEeHUN Ha Bepcuto MO 1.28.1 n otcytcTBum IP-agpeca B koHpurypaumm tunnel VTI 6yaet yaaneH
enable 13 security ipsec vpn <NAME>, koTopasi npuBsizaHa k gaHHomy tunnel VTI.

Mpumep 06HOBNEHVS KOHGMIypaLyn NPUBEAEH HIXE, MpoUne HacTpoiikv IPsec VPN nponylieHb:

KoHdpmrypauus Ha MO Bepcuid 1.0.1-1.17.1 KoHdwmrypauus Ha MO Bepcun MO 1.28.1

tunnel vti 1 tunnel vti 1
local address 203.0.113.2 local address 203.0.113.2
remote address 203.0.113.1 remote address 203.0.113.1
enable enable

exit exit

security ke gateway ike_gateway security ike gateway ike_gateway
bind-interface vti 1 bind-interface vti 1

exit exit

security 1ipsec vpn dipsec_vpn security ipsec vpn ipsec_vpn
ike gateway ike_gateway ike gateway ike_gateway
enable exit

exit
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KoHdomrypauus Ha MO Bepcuii 1.0.1-1.17.1

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ke gateway ike_gateway
bind-interface vti 1
exit

security 1ipsec vpn dipsec_vpn
ike gateway ike_gateway
enable

exit
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KoHdwmrypauusa Ha MO Bepcuun MO 1.28.1

tunnel vti 1
local address 203.0.113.2
remote address 203.0.113.1
ip address 192.0.2.1/30
enable

exit

security ike gateway ike_gateway
bind-interface vti 1
exit

security ipsec vpn ‘ipsec_vpn
ike gateway ike_gateway
enable

exit

5.2.2 MoprotoBka KOHUrypauyum npm o6HoBneHun ¢ sepcuin 1.13.0 - 1.17.1

Mepepn o6HoBNEHMEM MO ¢ Bepcuin 1.13.x - 1.17.1 Ha Bepcum 1.23.6-1.28.1 HEOBXO4MMO YHECTb U3MEHEHNE B
pexvme pabotbl IPsec-TyHHeneli B DMVPN-cxemax.

[o Bepcum 1.20.x BkntoumtensHo IPsec B cxemax DMVPN MOXHO 6b1/10 CNONb30BaTh Kak B TYHHEIbHOM, Tak U1
B TPAHCMNOPTHOM pexumax. OgHako, HaumHas ¢ Bepcum 1.23.6, TpaHCNOPTHBLIN pexnm paboTsl IPsec
CTaHOBUTCH e4MHCTBEHHbIM nogaepxnsaembim B DMVPN-cxemax.

CooTBeTCTBEHHO Npu 06HOBNEHUM MO B 06bEKTLI KOHGMUIypauuy “security ipsec vpn', ykasaHHble B
KoHurypaumsx TyHHenen GRE B pexume multipoint, 6yaet no6asneHa komaHga tape transport, n3ameHsioLas
pexum paboTbl IPsec-TyHHens. B criyyae ecniv KomaHga yxxe npucytcrsoBasia B KoHdurypauum IPsec VPN,
n3MeHeHul He ByaeT. MNprmep 06HOBNEHUSA KOHUIypaLmMmn NPpUBELEH HUXE, NpoYne HacTpoikn TyHHenel GRE

n IPsec VPN nponyLieHsbi:

KoHdrypauus Ha MO Bepcuin 1.13.x-1.17.1

tunnel gre 1
ip nhrp ipsec IPSEC_VPN_SPOKES dynamic
ip nhrp dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
enable

exit

KoHdchurypaums Ha MO Bepcwuii 1.23.6-1.28.1

tunnel gre 1
ip nhrp dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp +dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit
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tunnel gre 1
ip nhrp dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp dipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit
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KoHdpurypauus Ha MO Bepcuii 1.23.6-1.28.1

tunnel gre 1
ip nhrp +dipsec IPSEC_VPN_SPOKES dynamic
ip nhrp ipsec IPSEC_VPN_HUB_1 static
ip nhrp ipsec IPSEC_VPN_HUB_2 static
exit

security ipsec vpn IPSEC_VPN_HUB_1
type transport
enable

exit

security ipsec vpn IPSEC_VPN_HUB_2
type transport
enable

exit

security ipsec vpn IPSEC_VPN_SPOKES
type transport
enable

exit

B cBa3u ¢ atum nepes o6HoBneHvem ESR, paboTtatowem B coctase DMVPN-o6naka, Heo6xo1Mmo:

1. O6HOBUTHL MapwpyTusaTopbl ESR B 061ake DMVPN Ha Bepcumn 1.23.6-1.28.1.

2. MepeHacTponTb IPsec, ncnonb3yemsiii B DMVPN o6nake, Ha TpaHCNOPTHbLIA pexum paboTbl Ha Tex ESR,
KOTopble He 6yayT 06HOBMEHbI Ha Bepcun 1.23.6-1.28.1.

3. MepeHacTpounTb IPsec, ncnonb3yemsiii B DMVPN o6nake, Ha TpaHCNOPTHbIA peXxuM paboTbl Ha

060pyA0BaHNN CTOPOHHUX NPOU3BOAUTENE.

5.2.3 MoarotoBKa KoHcpurypaumm npm o6HoBneHnu ¢ sepcuii 1.0.1 - 1.4.6

Mepen o6HoBneHneMm MO ¢ Bepcuii 1.0.1 - 1.4.x Ha Bepcuto 1.6.x - 1.28.1 HEO6XOANMO YHECTb U3MEHEHMS B

pexumMax paboTbl hU3nHECKUX NHTEPGIENCOB.

Ansi husnyecknx nHTepdpeicos, HaumHas ¢ Bepcu MO 1.6.2, N0 YMOMYAHNIO PEXM MapLLpyTU3NPYyEMOro

nopra:

interface gigabitethernet 1/0/1
mode routerport
exit

27



CepBuCHbIe MapLLpyTu3aTopbl cepun ESR. PykoBoAcTBO No 06HOBAEHUIO MO

COOTBETCTBEHHO NpW 06HOBNEHUM MO ¢ PU3NYECKMX NOPTOB ByAYT yAaIeHbl PEXMMbI KOMMYTUPYEMOTO

nopTa, HanpumMep:

KoHdpurypauus Ha MO Bepcuii 1.0.1 - 1.4.x

interface gigabitethernet 1/0/1
description "WAN"
switchport mode trunk
switchport trunk allowed vlan add 150
exit
interface gigabitethernet 1/0/1.200
ip firewall disable
exit

interface gigabitethernet 1/0/1
description "WAN"
switchport forbidden default-vlan
switchport access vlan 10

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

KoHdpurypauus Ha MO Bepcuii 1.6.2 - 1.28.1

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
ip firewall disable

exit

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

5.2.4 MoprortoBKa K 3arpy3ke cpaiinioB (MO 1 BTOPUUHOIO 3arpy3yumKa)

Mpwn 3arpy3ske ¢aiinoB ¢ NCNONb30BaHMEM CEPBEPOB YaAasIEHHOr0 KonupoBaHus dhaiinoB He06X0aANMO:

1. 3anyctutb COOTBETCTBYHOLLMIA cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

2. CkonupoBaTb oaiinbl MO 1 BTopryHoro 3arpysunka (<firmware-file> n <uboot-file>) B pa6ounii pasgen
cepBepa yaasnieHHow 3arpy3ku taiinos. VimMeHa HeobxoauMbIx halifioB B 3aBUCMMOCTM OT MOAENN U
annaparHoii Bepcumn mapLupyTm3aropa nepeyvncrieHsl B pasgene daiinbl, ncnonb3yemsle

0151 OGHOBNEHUS.

3. O6ecneuntb IP-CBA3HOCTb MEXYy 06HOBNSEMbIM CEPBUCHBLIM MapLupyTu3aTopom ESR 1 cepsepom
yAaneHHoro KonvpoBaHus haiinos (MapLupyTmsaums).
4. O6ecneunTb paboTy NPOTOKO/A yAasIEHHOrO KonupoBaHusa mexay ESR 1 cepeBepom yaaneHHoro

KonmpoBaHus chaiinos (NpomexyTouHble firewall).

5. Mpu HeobxoaumocTu (anst npoTokonos ftp, sftp, scp, http, https) y3HaTb UMsi nonb3oBaTenst u naposb

ONs cKaumMBaHMsa Heobxoammoro daiina.

Mpwu 3arpy3ke MO ¢ ucnons3osaHnem USB/MMC-Hocutens HeobxogmMmo:

1.

2.

Pasnen USB/MMC-HocuTens aosmkeH 6biTb oTchopmaTtupoBaH B oopmate FAT32 nnu exFAT
(nopaepxmBaeTcs, HaumMHas ¢ Bepcum MO 1.13.0).

CkonupoBaTb goaiinsl MO 1 BTopryHoro 3arpysdnka (<firmware-file> n <uboot-file>) B kopHeBoi1 pa3nen
USB/MMC-HocuTens. MimeHa Heo6xoamMMbIx ¢hainioB B 3aBUCUMOCTIN OT MOAENN 1 annapaTHOn Bepcum
MapLupyTM3aTopa nepevncneHsl B pasgene daiinbl, ncnonb3yemsle 4715 0OHOBAeHNS.

MopgxnounTe USB/MMC-HOCKTEND B COOTBETCTBYHOLLMIA CNOT CEPBUCHOIO MapLupyTnsaTopa.
Onpeaenutb MeTKy ToMa noaksitodeHHoro USB/MMC-Hakonutens.
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5.2.5 3arpys3ka ¢paiinoB MO n BTopuuHoro 3arpy3uuka (<firmware-file> n <uboot-file>)

C ucnonb3oBaHWEM OGHOTO U3 NPOTOKO/IOB yAaJIeHHOIi 3arpy3ku cpaiinos

3arpyska MO no npotokony tftp

esr# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkkxx| 100% (0B) Firmware updated successfully.

esr# copy tftp://<tftp-server-ip>:/<uboot-file> system:boot-2

| XXk kkkkkkokokkkkkkkkxkkkkkkkkkkkkkkkxxxxkkk* | 100% (69TkB) Bootloader updated
successfully.

3arpyska MO no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| XXk kkkkkkokkkkkkkkkkkkkkkkkkkkkkkkkxxxxkxkx | 100% (0B) Firmware updated successfully.

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<uboot-file>
system:boot-2

| %k Kok ok kk ok ok kR khk kR KKKk kAR Kk kR XX *kkkxxxkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpyska MO no npotokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (0B) Firmware updated successfully.

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<uboot-file>
system:boot-2

| XXk kkkkkkokkkkkkkkkxkkkkkkkkkkkkkkkxxxxkxkx | 100% (69TkB) Bootloader updated
successfully.
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3arpyska N0 no npoTokony scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| XXk kkkkkkkkkkkkk kX Xkkkkkkkkkkkkkkkxxxkkxxkx | 100% (0B) Firmware updated successfully.

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<uboot-file>
system:boot-2

| ok kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpy3ka MO no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-file>
system: firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (O0B) Firmware updated successfully.

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<uboot-file>
system:boot-2

| XXk kkkkkokkkkkkkkkkxkkkkkkkkkkkkkkkxxxxxxkx | 100% (69TkB) Bootloader updated
successfully.

3arpyska MO no npotokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| XXk kkkkkkkkkkkk kXXX kkkkkkkkkkkkkkkxxxkkxxkx | 100% (0B) Firmware updated successfully.

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<uboot-file>
system:boot-2

| kK kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

« <tftp-server-ip> — IP-agpec ncnons3yemoro TFTP-cepBepa;

+ <ftp-username> — nms nonb3oBarens Ha FTP-cepBepe;

« <ftp-userpassword> — naponb nonsb3oBatensi Ha FTP-cepBepe;

« <ftp-server-ip> — IP-agpec ncnonb3ayemoro FTP-cepBepa;

+ <sftp-username> — numsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3oBarens Ha SFTP-cepsepe;
+ <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepBepa;

* <scp-username> — nUMs nosb3osartens Ha SCP-cepsepe;

« <ftp-userpassword> — naponb nonsb3oBatensi Ha FTP-cepBepe;

+ <scp-server-ip> — IP-agpec ncnonb3lyemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatenst Ha HTTP-cepsepe;

+ <http-userpassword> — naponb nonb3oBartens Ha HTTP-cepBepe;
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepBepa;
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MpaBuna ncnosb3oBaHusa gpaiinos MO 1 BTopuyHoro 3arpysumka (U-boot) ans pasnmuHbix mogeneli cm. B
pasgene MoaroToBka K 3arpy3ke haiinos (MO 1 BTOPUYHOTO 3arpy3umka).

C ncnonb3oBaHuem USB/MMC-Hakonutens

1. OnpegeneHvie MeHN MeTK/M ToMa nogkntoveHHoro USB/MMC-HakonuTtens.

OnpepgeneHve nMeHN MeTKu Toma Ha USB-HakonuTtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OnpepgeneHve uMeHn meTku Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. KonupoBaHue haiina ¢ ncnonbsyemoro USB/MMC-HakonuTens:

Mpwv BbINONHEHUM KOMaHZ, KonnposaHusa ¢ USB/MMC-HocuTenein HeobxoamMmo BMeCTO Moss
<USB_DISK> nnn <MMC_DISK> ncnonb3oBaTb HacTosLMe METKNU TOMa, onpeaesnieHHble BbILLE.

3arpyska MO ¢ USB-Hocutensi

esr# copy usb://<USB_DISK>:/<firmware-file> system:firmware

| %k Kok ok k ok k ok kR kK ok kR KKKk kAR K KKK XX KKk kkxkkkkxxx | 100% (73786kB) Firmware updated

successfully
esr# copy usb://<USB_DISK>:/<uboot-file> system:boot-2

| %k kkkkkkkkkk kK kkkkkhkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated

successfully.
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3arpyska MO ¢ MMC-HocuTtens

esr# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| %k ook ko kokok ok kkk ok ok ok ok kkok ok kkkkokkkkkkkkkxkkkkxxx | 100% (73786kB) Firmware updated
successfully.

esr# copy usb://<MMC_DISK>:/<uboot-file> system:boot-2

| kK kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated

successfully.

+ <USB_DISK> — umsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — umsa pasgena Ha MMC-HocuTerne.

5.2.6 Bbi6op o6pa3a MO 0GHOBNEHHOW Bepcuun ANA cneaytoulen 3arpysku
Ha cepBuCHbIX MapLipyTusaTopax ESR ogHoBpeMeHHO xpaHuTcs ABa o6pasa MO (image-1 n image-2).

1. MpoBepuTb cogepxrmmoe 06paz3oB MO 3arpyXeHHbIX Ha CEPBUCHbI MapLLIpyTU3aTop:

esr# show bootvar

Image Version Date Status After reboot
1 1.24.5 build 2024-12-05 10:34:47 Active *
5[b6la52dfa0]
2 1.28.1 build 2025-03-25 10:25:06 Not Active
7[0860e92ead]

Mpwu 3arpyske thaitna MO B pasgen system:firmware 3arpy3ska ocyLecTBMSETCSA BCErga B HEAKTUBHbIN B
[AaHHbIA MOMEHT pasgen.

2. Bbibpatb pasgen, cogepxatymii MO 06HOBNEHHON BEPCUN B KA4eCTBE 3arpy304HOro:

Bbi6op pasgena MO ansa 3arpysku

esr# boot system image-2
Do you really want to set boot system image? (y/N): y
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3. MNpoBepuTb, 4TO 06pas, cogepxawmii MO 06HOBNEHHON BepCcuK, BbIOPaH AN 3arpy3ku:

esr# show bootvar

Image Version Date Status After reboot
1 1.24.5 build 2024-12-05 10:34:47 Active
5[b61la52dfa0]
2 1.28.1 build 2025-03-25 10:25:06 Not Active *
7[0860e92ead]

€ Ecnu gns nocnepytolueii 3arpysku 6yaeT BoiGpaHa Bepcust MO, KoTopas 6bina BbinyLLeHa paHee
Bepcun MO, ncnonb3yemoli B AaHHbIi MOMEHT, MOC/1e nepesarpy3kn CTaHET HEBO3MOXXHA KOHBEpPTaLS
TeKyLLen KoHdUrypaummn 1 6yaet npumMmeHeHa nycras kKoHdurypauus (6e3 Kakmx imbo 3aBOACKNX
HacTpoek). Mpu NycToli KOHUTypPaLMM K MapLUPYTU3ATOPY MOXHO NOAK/IHOUNTLCS TOMbKO UCMO/b3YS
KOHCO/IbHOE NOAK/THUEHME 1 NTOrMH/Naposib Nno ymondyaduto (admin/password).

5.2.7 MNepe3arpyska cepBUCHOIO MaplupyTusaTopa

Mepes3arpy3uTb CEPBUCHBIV MapLUPYTM3aTop NPW NOMOLLY KOMaHpb!:

Mepesarpys3ka mapwpyTtusaropa B CLI ocHoBHoro MO

esr# reload system

Do you really want to reload system ? (y/N): y

5.3 O6HoBneHue MO c Bepcum 1.4.3 (ana ESR-1500/1511 1.8.6) n 6onee paHHUX Ha
NPOMEXYTOYHYIO BEPCULO

Mpn 06HOBMEHUN C 6onee paHHUX Bepcuid MO Habop NPOTOKONOB YAA/IEHHOTO KONMPOBaHNS (ainnos
N TWMbl NOKa/IbHO NOAK/IYAEMbIX HAKONUTENEN MOTYT OT/IMYaTbCS.

Ta6nuua mogeneii n Bepcuii MO, TpebyroLwyx 0GHOBMIEHUS Yepe3 NPOMEXYTOUHYHO BEPCUIO:

Mopgenb Bepcus MO
ESR-10 1.0.1-1.4.3
ESR-12V 1.0.1-1.4.3
ESR-12VF 1.0.1-1.4.3
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Mopaenb Bepcusa NO
ESR-100 1.0.1-1.43
ESR-200 1.0.1-1.43
ESR-1500 1.0.1-1.8.6

Mpu 06HoBNEHNUM MO Ha CepBUCHBLIX MapLUpyTM3aTopax MoAenei n sepcuii MO, NnepeuncneHHbIX B Tabnmue
BbilLe, MO HOBOV BEpCUM He ByAeT 3arpyXarbcsl, BbigaBasi OLMGKy BUAaA:

esr-12vf# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| %k kkkkkkkkkkxkkkkkkhkkkkhkkkkkxkkkkkkkkkkkxx | 100% (71907kB) Unsupported board.

Mpo6nema o6bsicHsIeTcs TeM, UTo B Bepcusax 1.6.0 (ans ESR-10/12V/12VF/100/200) 1 1.9.0 (gns
ESR-1500/1511) npou3oLusio cnvsiine o6pasos MO 1 3arpy3unkoB A1s Mofeneit CepBUCHbIX
MapLLPYyTM3aTOPOB CXOXUX annapaTHbIX naaTgopm.

Ansi o6HoBNeHMs MO cepBUCHbIX MApLLUPYTM3aTOPOB C BEPCUIA, NePeUNCNEHHbIX B TA6/MLIE BbILLE,
HEeo6X0AMMO NepBoHaYasibHO 06HOBUTL MO Ha NPOMEXYTOUHYH Bepcuto. Mpr 3TOM 3arpy3unkii 06HOBNATb
HET HEOOXOAUMOCTH.

Mpouecc 06HOBNEHUA ByAET NAEHTUYHBLIM ONMCaHHOMY B pasgene O6HoeneHne MO ¢ Bepcuii 1.17.2-1.24.9,
HO CO cnenylLwMn OTAINYNAMMU:

+ B kauecTtBe firmware-haiinos npu 3arpy3ke He06XoAMMO UCMO/b30BaTh CrieaytoLme:
« Ona ESR-10 - esr10-1.4.4-build8.firmware;
« Ona ESR-12V - esr12v-1.4.4-build5.firmware;
« Ona ESR-12VF - esr10vf-1.4.4-build5.firmware;
« Ona ESR-100 - esr100-1.4.4-build4.firmware;
« Ona ESR-200 - esr200-1.4.4-build5.firmware;
« Ona ESR-1500 - esr1500-1.8.7-build4.firmware.
+ Ecnn Tekywas Bepcus MO Ha cepBMCHOM MapLupyTtu3aTope B gnanasoHe 1.0.1-1.1.0, To BMecTO
pasgena "system:firmware" Heo6xoAnmo 1cnonb3oBaTb 0603HaYeHne pasaena fs://firmware.

Mocne 06HOBNEHMS HA MPOMEXYTOUHYI0 Bepcuto MO Heo6xoaMMOo Y6eanTLCsl, UTO 06HOB/IEHNE MPOLLIO
ycnelHo. [lanee Heo6xoaMmo 06HOBUTL MO cornacHo npoLeaype, onucaHHol B pasaene O6HoeneHve M0 ¢
Bepcuii 1.4.4-1.14.5 (ans ESR-1500/1511 1.8.7-1.14.5).
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6 O6HoBMeHue NO Ha ESR-1000 ¢ Bepcun 1.0.1-1.0.6

Mpwn o6HoBNeHUK ESR-1000 1 Bepcum 1.0.6 1 paHee HYXXHO yunTbiBaTb BEPCUIO NEPBUYHOIO 3arpysumnka (X-
Loader). Onpeaenutb TekyLlyto Bepcuio X-loader cnoco6om, onvcaHHbIM B pasgene "OnpeaeneHune TekyLei
Bepcun MO n Bepcum nepsuyHoro (X-Loader) n BTopunyHoro (U-boot) 3arpy3unkoB B BbIBOAE KOHCO/IbHOTO
NHTepdeica npu 3arpyske cepBMCHOIO MapLupytusaropa”.

Ecnu Tekywias Bepcusi X-Loader 1.0.5 nnv 6onee paHHsisi, 06HOBMIEHME BO3MOXHO TO/IbKO C UCMO/b30BaHNEM
CLI BTopryHoro 3arpysunka (U-boot):

OTKNOUMTbL Kabenn ot Bcex nHtepdpericos ESR-1000.
B nHTepdelic gi 1/0/1 noakntounTk MK ¢ ycTaHoBNEHHbIM tftp-cepBepom.
B pa6ouem kaTanore tftp-cepsepa co3gatb nogkartanor ¢ uMmeHem "esr1000".
B nogkatanor ¢ umerHem "esr1000" ckonuposatb daiisnibl, onncaHHble s ESR-1000 B pasgene daiisibl,
MCMoNb3yeMble /15 0OHOBMEHNA U NEPEUMEHOBbLIBAs UX:
* dhaiin <firmware-file> nepenmeHoBars B firmware;
* gpaiin <uboot-file> nepenmeHoBarthb B u-boot.bin;
* gpaiin <xload-file>, HeobxogumsbIli gns cooTBeTCcTBYOWEN HW-Bepcun MapLupyTnsaTopa,
nepemmMeHoBaTthb B xload.bin;
5. MNoaknounTbes K cepBMcHOMY MapLupyTusatopy ESR, ncnonb3ys KOHCOMbHBIN NHTEpdEnc Ha NLEeBOWA
naHenu mapwpytuzatopa (Console). MapameTpbl HTEpdelica RS-232 Ha MK:
+ CkopocTb: 115200 6ut/c
* BuTbl gaHHbIX: 8 61T
* YeTHOCTbL: HeT
+ Crtonosble 6UTbI: 1
* Ynpas/sieHne NoToKoM: HEeT
6. MNepesarpy3nTb MapLUPyTM3aToOp O4HVUM U3 CriedyoLwmx cnocoboB.:
+ OTKNIOUNTb U BKIKOYUTL NUTaHNe. VIHTepBas Mexay OTK/IHYEHWEM U BKHOYEHEM [0/DKEH
cocTaBuUTb He MeHee 20 cekyHz,
+ KpaTKoBpeMeHHO HaxkaTb (hyHKLMOHa/IbHY0 KHOMKY F Ha nvueBoi naHenn mappytmsatopa (a1s
ESR-10 — Ha 60KOBOI1 NaHenw).
* BbinonHutb komaHay reload system B CLI ocHoBHOro NO mMapLipyTm3aTopa.

pwOd =

Mepesarpyska npu nomowm komaHabl B CLI ocHoBHoro MO

esr-21# reload system
Do you really want to reload system ? (y/N): y

7. Tocne nosiBneHusi cooblieHns Buaa:

Temp: MAX6657 temperature (int) 38 C
Temp: MAX6657 temperature (ext) 64 C
Temp: LM75/0 temperature (PHYs 1G) 33 C
Temp: LM75/1 temperature (SFP+10G) 31 C
Temp: LM75/2 temperature (Switch) 43 C
Hit any key to stop autoboot: 0

HaxaTb knasuwy "Esc".
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8. B nosBuBLiemcs CLI BTopuuHoro 3arpy3umka (U-boot) HacTpouTb IP-napameTpbl B3avMogeiicTBusi ¢
noakn4YeHHbIM MK:

HasHauuTtb IP-agpec Ha cam maplupyTusaTop

BRCM.XLP316Lite Rev B2.u-boot# setenv ipaddr 192.0.2.1

YkasaTb IP-agpec, Ha3HaueHHbIi Ha MHTepdeiice, NoAKMNIOYEHHOM K gi1/0/1 MaplupyTu3aTopa

BRCM.XLP316Lite Rev B2.u-boot# setenv serverip 192.0.2.2

@ IP-agpeca MK 1 MapLupyTM3aTOpa MOTYT OT/IMYATLCA OT NPUBEAEHHBIX B MPUMEpPE BbiLLE, HO
[OMKHbI ObITb U3 OAHOI/24-noAceTw.

9. 3arpy3uTb haiinibl nepsuyHoro (X-Loader) n BTopruHoro (U-boot) 3arpy3umkoB u ocHoBHoro MO:

3arpy3ka BTOpuyHoro 3arpy3suuka (U-boot)

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_uboot

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl1l000/u-boot.bin'.

Load address: 0xa800000078020000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HHHHHAAHHHHHH A AR B AHH R H AR AR R H SRR H R AR H R
done

Bytes transferred = 981776 (efbl® hex)

SF: Detected MX25L12805D withpagesize 256, total 16777216 bytes
0x4000 KiB MX25L12805D at 0:0 isnowcurrentdevice

U-Boot update OK
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3arpy3ka nepBuyHoro 3arpysuuka (X-Loader)

BRCM.XLP316Lite Rev B2.u-boot# run tftp_update_xload

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl000/xload.bin'.

Load address: 0xa800000078000000

Loading: Tftp Start: Tftp Timeout Msecs = 10000, Tftp Timeout Count Max = 6
HHEHHAAHAH

done

1. Bytes transferred = 123096 (1e0d8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
Ox4000 KiB MX25L12805D at 0:0 is now current device

X-Loader update OK

3arpyska ocHoBHoro NO

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_imagel

Using nae-0-1 device

TFTP fromserver 115.0.0.10; our IP address is 115.0.0.1

Filename 'esrl000/firmware'.

Load address: 0xa800000060000000

Loading: Tftp Start:Tftp Timeout Msecs = 10000, Tftp Timeout Count Max =
CHHAAAAAHHAHHHAAHAAHHARHHAAAAAHHAHHH AR AAAHHHHHHAAAAAHHBHHHAAAAAHHES

HAHAHAAHAHHAHAHHAHAHHAHAHHAH AR AR AR AR HH

done
Bytes transferred = 59767378 (38ffa52 hex)
Device 0: MT29F8GO8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Erasingat Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size Ox6400000
104857600 bytes written: OK

Firmware update OK

10. Ykasatb nepBblii 06pas A/1a 3arpy3ku:

BRCM.XLP316L1ite Rev B2.u-boot# run set_bootpart_1
SF: Detected MX25L12805D with page size 256, total 16777216 bytes
Ox4000 KiB MX25L12805D at 0:0 is now current device

11. Mepe3sarpy3nTb MapLUpyTU3aTOp, OTK/OUMB U BKAKOUMB NUTaHMe. IHTepBa Mexay OTK/IHOUEHNEM U
BK/IIOYEHMEM [0/IKEH COCTaBUTbL He MeHee 20 cekyHA.

37



TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI, OCTaBUTb UHTEPAKTUBHYHO 3aBKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex-co.ru
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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https://eltex-co.ru/support/downloads/
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