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CepBUCHblE MapLIpyTU3aTopbl cepun ESR. PyKOBOACTBO MO YCTAHOBKE 1 BGbICTPOMY 3arycKy

1T AHHOTayuA

B HacToseM pykoBoACTBE NPMBOAUTCA 3aBOACKast KOHbMrypaymsa ycTpoincTea n pekoMmeHgaumm no
Hauyas/lbHOI HacTpoiike MapLupyTr3aTopoB cepun ESR (ganee ycTpoiicTeo).

[aHHoe pyKOBOACTBO NpeAHa3HavyeHo A/1s1 TEXHMYECKOro NepcoHana, BbINO/THALEN0 YCTAHOBKY U HACTPOIAKY
yCTpOWCTBA.



CepBuCHbIe MapLUpyT13aTopbl cepun ESR. PyKoBOACTBO N0 yCTAHOBKE U GbICTPOMY 3aryCcKy

2 3aBopckas KoHdurypauma mapuipytmsartopa ESR

Mpw OTrpy3Ke yCTpOMNCTBa NOTPEOUTENI0 Ha MapLLPYTU3aTOP 3arpyXXeHa 3aBofckas KoHurypauums, kotopas
BK/IHOYAET MUHMMa/IbHO HEOOX0AVMble 6a30Bble HACTPONKM. 3aBoAckas KOHburypaumsa no3sonser
MCNoNb30BaTh MapLUPyTM3aTop B KayecTse Wwto3a ¢ pyHkumneli SNAT 6e3 Heo6X0AMMOCTU NMPUMEHATD
[l0NO/THUTENbHbIE HACTPOIKK. KpoMe Toro, 3aBofckas KoHUrypaunus Co4epXXMT HaCTPOKK, NO3BO/IAIOLLME
NOyYnNTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PaCLUMPEHHOTO KOH(UTYPUPOBaHUS.

2.1 OnucaHue 3aBOACKOWN KOHhUrypauum

[Nsi NOAKNHYEHNSA K CETSIM B KOHhMrypaumm onmcanbl 2 30Hbl 6€30MacHOCTM C HaMMeHOBaHNsIMK « Trusted»
ANs nokanbHoli cetn n «Untrusted» gnsa ny6nunyHoii cetn. Bce nHTepdielicbl pasaeneHsl Mexay ABYX 30H
©6e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogknoueHns K nyonnyHoli cetn (WAN). B 3T0i1 30He OTKPbITbI
nopTtbl DHCP-npoTokona ans nonyyexHus guHamu4yeckoro IP-agpeca ot nposaiigepa. Bce Bxogsime
coefIMHEeHNst U3 AaHHOW 30Hbl HA MapLUPYTU3aToOp 3anpeLleHbl.

B ,u,aHHyro 30HY 6e30NacHOCTY BXOAAT UHTepdeiich:
+ ana ESR-10/12V: GigabitEthernet 1/0/1;
+ ana ESR-12VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;
+ pns ESR-15(R): GigabitEthernet1/0/1; GigabitEthernet1/0/6;
+ ana ESR-15VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/10;
+ ans ESR-20: GigabitEthernet 1/0/1;
+ ans ESR-21: GigabitEthernet 1/0/1;
+ ana ESR-30/31: GigabitEthernet 1/0/1; TengigabitEthernet 1/0/1-2;
+ ana ESR-100/200: GigabitEthernet 1/0/1;
« ans ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
+ ans ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
+ ana ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;
« ans ESR-3200: Twentyfivegigabitethernet 1/0/1-2;
+ pns ESR-3200L: TengigabitEthernet 1/0/1-2, TwentyfivegigabitEthernet 1/0/1-2;
+ pns ESR-3250/3350: GigabitEthernet 1/0/1, TwentyfivegigabitEthernet 1/0/1-2;
+ ansa ESR-3300: TwentyfivegigabitEthernet 1/0/1-2, HundredgigabitEthernet 1/0/1-2.

NHTepdheiicbl 30HbI 06beAnHEHbI B OA4MH L2-cermeHT Yyepes ceTeBoli MocT Bridge 2.

2. 3oHa «Trusted» npegHasHauyeHa Ansi NoAKNoUeHus K TokanbHoi cetn (LAN). B 3Toli 30He OTKpPbIThI
nopTbl NpoTtokonos Telnet u SSH ans yaaneHHoro goctyna, ICMP-npoTokona Ans npoBepku
[oCTynHOCTU MapLipyTusaropa, DHCP-npoTokona ang nonyvyeHusa knveHtamu IP-agpecos ot
MapLupyTum3saropa. Micxogsime coefmHeHna U3 aHHOM 30Hbl B 30HY «Untrusted» paspeLueHsl.
B ,u,aHHyro 30HY 6€30MacHOCTN BXOOAT UHTepench!:

« ans ESR-10: GigabitEthernet 1/0/2-6;
« anst ESR-12V(F): GigabitEthernet 1/0/2-8;
+ ans ESR-15(R): GigabitEthernet 1/0/2-5;
« anst ESR-15VF: GigabitEthernet 1/0/2-9;
« ans ESR-20: GigabitEthernet 1/0/2-4;
« anst ESR-21: GigabitEthernet 1/0/2-12;
+ ans ESR-30: GigabitEthernet 1/0/2-4;
« anst ESR-31: GigabitEthernet 1/0/2-14;
« anst ESR-100: GigabitEthernet 1/0/2-4;
« anst ESR-200: GigabitEthernet 1/0/2-8;
+ ana ESR-1000: GigabitEthernet 1/0/2-24,
+ ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ansa ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ana ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
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ans ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;

ans ESR-3200: Twentyfivegigabitethernet 1/0/3-12;

ans ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4;
ana ESR-3250/3350: GigabitEthernet 1/0/2-8, Twentyfivegigabitethernet 1/0/3-4;
ana ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.

NHTepdelicbl 30HbI 06beAVHEHbI B 0ANH L2-cermeHT yepes ceTeBoli MocT Bridge 1.

Ha nHTepgeiice Bridge 2 skntoueH DHCP-knneHT ansa nonyyeHuns guHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepgoeiice Bridge 1 ckoHduryprpoBaH ctatndeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepgeic
BbICTYMaeT B KA4eCTBe LU/03a A1 KIMEHTOB I0Ka/IbHOW CeTu. [1NS KIMEHTOB /I0Ka/IbHOM CETU HAaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nony4eHns KmeHTamm
NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTm3aTtope BkAYeH cepuc Source NAT.

MonnTVKM 30H 6€30MacCHOCTM HACTPOEHbBI C/IEAYIOLLIMM 06Pa3oM:

Ta6nuua 1 — OnucaHne NosIMTUK 30H 6e30MacHOCTU

30Ha, u3 kotopoii nget Tpachmk  30Ha, B KOTOpPYHO UpaeT Tpadmk  Tun Tpaduka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspeLleH

@ [na obecneueHns BO3MOXHOCTY KOHCDUTYPUPOBAHUS YCTPOICTBA NPY NEPBOM BK/IIOYEHUN B
KOHpurypaumm mapLupyTmusatTopa co3faHa y4étHasa 3anicb agMmuHucTparopa "admin” ¢ naponem
"password".

Monb3oBaTtento 6yaeT Npea/IoKeHO N3MEHUTL Naposib agMUHUCTPATOPA NPU Ha4yalbHOM
KOH(OUIypupoBaHNM MapLipyT13aTopa.

€ [ns ceteBoro gocTyna K ynpaeneH1io MapLUPyTU3aTOPOM NPU NMEPBOM BK/IHOUEHWN B KOHCOUTypaLm
3a/aH ctatunyeckuii IP-aapec Ha uHtepdoeiice Bridge 1 — 192.168.1.1/24.
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3 lMoakntoyeHne n KoHurypuposaHme mapLupyTtmsaropa

MapLupyTusatopbl cepumn ESR npegHasHaueHbl ANt BbINOIHEHWS (RYHKLMIA NOTPaHUYHOrO LUo3a 1
obecneyeHns 6e30NacHOCTN CETU NO/Ib30BATEsS NPY NOAKIHOUYEHNUN €€ K NYG/IMYHBIM CETAM Nepeaayun
[aHHbIX.

BasoBasi HacTpoiika MapLupyTM3aTopa Ao/MHKHA BK/IOUaTb:

* HasHaueHue |IP-afpecoB (CTaTyYecknx UM AMHAMUYECKNX) MHTepdelicam, yuacTBYOLMM B
MapLUpyTU3aLMN JaHHbIX;

* co3faHue 30H 6e30nacHOCTM 1 pacnpeaeneHne nHtTepdelicos no 3oHaw;

* cO3aHue NoMTUK, PErysIMpPYOLMUX NPOXOXAEHNE AaHHbIX MEXAY 30HaMK;

* HacTpoiika cepBKCOB, CONYTCTBYOLLMX MapLupyTusaummn gaHHoix (NAT, Firewall n npoune).

PacLuMpeHHble HacTPOIiKM 3aBUCSAT OT TPEOOBaHMIN KOHKPETHOW CXEMbI MPUMEHEHUST YCTPOIACTBA U /TIETKO MOTYT
6bITb f06aBNEHBI U/IN U3MEHEHBI C MOMOLLI0 UMELLMXCS UHTEPIECOB ypaBieHus.

3.1 MopknioueHne K MapLupyTusaTopy

MpeaycMOTPeHbI ceaytoLLe Cnocoobl MOAKUEHUS K YCTPOWCTBY:

3.1.1 MopakntoueHne no nokasbHou cetu Ethernet

Mpu NepBoHa4Ya/IbHOM CTapTe MapLUpyTU3aTop 3arpyxaeTcs ¢ 3aBo4CKON KoHdurypauvei. OnucaHve
3aBO/CKOI KOHUrypaumm npuBeaeHo B pasaene 3aBoackas KoHdurypawma maplupytmisatopa ESR
[AaHHOro pyKoBOACTBA.

MoakntounTte ceTeBoli kabenb nepegaqn AaHHbIX (NaTy-Kopa) K N06oMy MopTy, BXOAALLEMY B 30HY «Trusted», v
K KOMMNbiOTepy, NpeiHazHaueHHOMY [/11 yNpaBeHus.

B 3aBoackoi KoHdurypauumn mapLlupytusatopa aktuemposaH DHCP-cepsep ¢ nynom IP-agpecos B nogcetu
192.168.1.0/24.

Mpu NoAKNOUEHNN CETEBOTO MHTEPDEIiCA YNPAaB/SAIOLLEro KOMMbIOTEPA OH A0/MKEH MOJTYYUTh CETEBOI aapec
OT cepBepa.

Ecnwn IP-agpec He nonyyeH No Kakor-mbo NpuyYnHe, TO CNeayeT Ha3HaunTb agpec nHTepdelica BpyUHyto,
ncnonb3ys Noboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

3.1.2 MopkntoueHne Yepes KOHCONbHbI NopT RS-232

Mpu nomowm kabens RJ-45/DBF9, KoTopblit BXOAUT B KOMMNEKT NOCTaBKU YCTPOMCTBA, COeANHUTE NOpT
«Console» mapLupyTnsatopa ¢ noptom RS-232 komnbtoTepa.

3anycTuTe TepMUHabHY0 nporpammy (Hanpumep, HyperTerminal nnn Minicom) 1 cospalite HoBoe
noakntoueHne. [lomkeH 6bITb NCNOMNb30BaH PEXUM aMyNsaumm TepMuHana VT100.

BbinoniHuTe cnepyowime HacTpoikn nHtepdgeica RS-232:

CkKopocTb: 115200 6UT/C
BuTbl AaHHbIX: 8 6UT
YeTHOCTb: HET

CtonoBsble 6uThbl: 1
YnpaBrieHne NoTOKOM: HET
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3.2 MNMpumMmeHeHUe U3MeHeHUA KoOHdurypaummn

Niobble N3MEHEHUS], BHECEHHbIE B KOH(DUTYpaLMIo, BCTYNAT B AeCTBME TOMBKO NOC/E NPUMEHEHNS KOMaH/bI:

esr# commit
Configuration has been successfully committed

Mocne NpMMEHEHNs AaHHO KoMaHbl 3anyckaeTcs Taimep «oTkaTa» KoHdurypauuu. 18 ocTaHOBKM Talimepa
1N MexaHu3Ma «oTkaTa» MCNonb3yeTcsl KoMaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa "oTkata" no ymonuaHuio — 600 cekyHz,. Ana n3MeHeHUs JaHHOro Talimepa UCrnosb3yeTcst
KOMaHga:

esr(config)# system config-confirm timeout <TIME>

+ <TIME> — UHTEpBa/ BPEMEHW OXWAaHUA NOATBEPXKAEHNS KOHGUIYPaLIM, MPUHUMAET 3HAYEHNE B
cekyHaax [120..86400].

3.3 basoBasi HacTpoiika MapLwpyTusaTopa
Mpoueaypa HaCcTPOIiK1N MapLupyTu3aTtopa npy NepPBOM BK/IHOUEHUM COCTOUT M3 CAEAYOLMX 3TamnoB.:

* VI3meHeHve napona nonb3osarens «admin.

+ Co3faHve HOBbIX Nob30BaTenei.

*+ HasHaueHue umenn ycTpoiictea (Hostname).

*+ YcTaHOBKa napameTpoB NOAK/OYEHNS K My6INYHON CETU B COOTBETCTBUM C TpeboBaHUsIMU NpoBaligepa.
+ HacTpolika yganeHHoro goctyna K MapLupyTm3aropy.

* NpumMeHeHne 6a30BbIX HACTPOEK.

3.3.1 N3meHeHue naponsa nonb3oBaTtens «admin»

[N 3alMLLEeHHOro BXoAa B CUCTEMY HEOBXOAMMO CMEHUTL Naposib NPUBKIETMPOBAHHOIO MN0Jb30BaTE NS
«admin».

YuyeTHas 3anuchk techsupport Heobxoauma ansa yaaseHHoro 06¢nyXXmBaHus CePBUCHbLIM LIEHTPOM;
YyeTHas 3anucb remote — ayteHTudpmnkaymst RADIUS, TACACS+, LDAP;

Ynanutb nonb3oBarteneit admin, techsupport, remote Henb3si. MOXHO TO/IbKO CMEHUTbL Naposb U
YPOBEHb NPUBUNETWIA.

@ Ecnn unchopmaums o nonb3osatene «admin» He 0TOGPaKAETCS B KOHUTYpaLMK, 3HAYUT napameTpbl
[aHHOro NoNb30BaTe/IA HACTPOEHbI MO YMON4YaHuio (Naposb «password», ypoBeHb NpUBUIErWiA 15).

Mmsa nonb3oBatens 1 Nnaposib BBOAUTCSA NPU BXOAE B CUCTEMY BO BPEMS CEAHCOB aiMMHUCTPUPOBaHNS
yCTpOWCTBA.
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[N n3meHeHns1 napons nonb3osaresis «adminy» UCNONb3YTCA Crieayolumne KoMaHabl:

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

3.3.2 CospgaHue HOBbIX Nofib3oBaTenei

[lna co3gaHnsi HOBOTO NOJIb30BaTe A CUCTEMbI UM HACTPOIIKM N060ro U3 NnapameTpoB: MMEHM NOsb30BaTenNs,
naposisi, ypOBHS NMPUBUETUNIA, — UCNOMNb3YIOTCA KOMaHpbI:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

YpoBHu npusuneruii 1-9 paspeLuatoT fOCTYN K YCTPOWCTBY M NPOCMOTP ero onepaTnBHOrO COCTOSHUS,
HO 3anpeLyarT HaCTPOoliKy. YpoBHU npusunernii 10-14 paspeLuaroT Kak gOCTym, Tak U HACTPOViKY
60/1bLLUEeR YacTV (YHKLMIA yCTPOMCTBA. YPOBEHb NpuBuUaernin 15 paspeLuaer kak AOCTYn, Tak U
HacTpOiiKy Bcex (DYHKLMI yCTpolicTBa.

Mpumep KomaHg Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npvBunernin 15 n
co3faHnA nosb3oBartesns «ivan» ¢ naposieM «password» 1 ypoBHeM npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

3.3.3 HasHaueHue NMeHU yCcTpoiicTBa

[Nsi Ha3HAYEHNA UMEHW YCTPOICTBA UCNOMNb3YHOTCS CRefyoLye KoMaHabl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHGUIypaLuy NpurialieHne KOMaHHON CTPOKU 3MEHWUTCS HA 3HAUYEeHWe, 3alaHHoe
napaMeTpom <new-name>.
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3.3.4 Hacrtpoiika napameTpoB nNy6/INUHOI ceTun

[nsa HacTpoiikn ceTeBOro nHTepderica mapLupytusaropa B ny6smyHoli cetn Heo6xoauMOo Ha3HauUTb
YCTPOWCTBY NapameTpbl, onpesenéHHble nposaingepom cetu — IP-agpec, macka noAceTy 1 agpec LW3a no
YMONYaHMIo.

Mpumep KomaHa, HacTpoikn ctatudeckoro IP-agpeca gna cab-uHtepgeiica Gigabit Ethernet 1/0/2.150 gns
JocTyna K mapupytusartopy yepes VLAN 150.

MapameTpbl UHTEPIEca:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
+ IP-agpec wnto3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-if-sub)# ip address 192.168.16.144/24
esr(config-if-sub)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[nsa Toro 4to6bl Y6eanTbes, UTO aapec Obls1 Ha3HaYeH MHTEPJIECY, NOCNe NPUMEHEHMNS KOHUIypaLmm
BBEAMTE C/IeAYHOLLYH0 KOMaHAy:

esr# show ip interfaces

IP address Interface Admin Link
Type Precedence

192.168.16.144/24 gil1/0/2.150 Up Up
static primary

Mposarifep MOXET NCMNO/b30BaTh AUHAMUYECKN Ha3HaYaeMble agpeca B cBoeit cetu. nsa nonyyerus IP-
ajpeca MOXeT ncnosib3oBarbcsa npotokon DHCP, ecnun B cetu npucytcteyeT cepsep DHCP.

Mprmep HaCTPOiiKK, NpeAHasHauYeHHoM Ana nonyyeHnsa guHammyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit
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[nsi Toro 4To6bl y6EAUTLCS, UTO aApec GblN Ha3HauYeH UHTepdielicy, BBeauTe CredyoLlyo KOMaHay nocre
MPYMEHEHNS KOHQMIypaLn:

esr# show ip interfaces

IP address Interface Admin Link
Type Precedence

192.168.11.5/25 gi1/0/10 Up Up
DHCP -

3.3.5 HacTtpolika yganeHHOro goctyna K mapwpyTtunsatopy

B 3aB0o/CKOI KOH(hMrypauuy paspeLleH yaaneHHblin AoCTyn K MapLupyTu3aTopy no npotokonam Telnet nnm
SSH 13 30HbI «trusted». 1151 TOro UTO6bI pa3peLLnTb YAaNIEHHbI AOCTYN K MapLLpYTU3aTopy U3 APYriX 30H,
Hanpumep, U3 Ny6/MyHoli cetTn, HeobXxoANUMO co3AaTb COOTBETCTBYHOLLME npaBuna B firewall.

Mpy KOHMIyprpoBaHUM AOCTyna K MapLIpyT1U3aTopy npaBu/ia co3aatoTcst A5 Napbl 30H:

+ source-zone — 30Ha, 13 KOTOPOi ByAeT OCYLECTBATLCA YAa/IEHHbIA AOCTY;
+ self — 30Ha, B KOTOpO HaxoANTCA NHTEPENC yNpaBIeHNsT MapLLPyTU3aTOPOM.

[na co3gaHuns paspeLuaroLLero npasuia MCNonb3yTcs creaytoLme KoMaHabl:

esr# configure

esr(config)# security zone-pair <source-zone> self
esr(config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port object-group <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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Mpumep KomaHa ANsa paspeLueHuns nosb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxntovatbCca K mapipyTtusatopy ¢ IP-agpecom 40.13.1.22 no npotokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh

esr(config-port-set)# port-range 22

esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port object-group ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

11



CepBUCHblE MapLIpyTU3aTOpbl cepum ESR. PYKOBOACTBO MO YCTaHOBKE 1 BGbICTPOMY 3arnycKy

4 PekomeHaauuu no 6e3onacHoil HacTPoke

PekoMeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbILWAT 6€30MacHOCTb 3KCM/lyaTauum
YCTPOICTBa, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeUmngMUecKx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOBHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epenb C/efoBaTb TEXHUUYECKMM TPEGOBAHNAM W perlameHTam ceTeld, B
KOTOpPbIX BYAET 3KCN/yaTMpOBaThCA AaHHOE YCTPOACTBO.

4.1 OOwme pekomMmeHzaunu

+ PekomeHAyeTcs Bcerga oTKNioYaTb HencnosiblyemMble onsnyeckue nHTepdericbl C NOMOLLbI0 KOMaHbl
shutdown. KomaHza nogpo6Ho onuncaHa B pasgene KoHurypnposaHme 1 MOHUTOPUHT nHTephencos
crnpaso4yHuKa komaHg CLI.

+ PekomeHAyeTcs Bcerja HacTpamBarb CUHXPOHN3ALMI0 CUCTEMHbIX YAaCcOB C JOBEPEHHbLIMW UCTOYHUKAMU
ceteBoro BpemeHu (NTP). AnropuTm HacTpoiiku NTP npusegéH B pasaene Hactpoliika NTP pykoBoacTBa
no akcnayartaumun. NogpobHas nHpopmauma o kKomaHgax ansa Hactporikn NTP npuBefeHa B pasgene
YnpasrieHne cucTeMHbIMY Yacamy cnpaBoyHnka komaHg, CLI.

+ PekomeHpyetcs oTkntoydatb NTP broadcast client, BK/1OUEHHbIV NO yMOMYaHUIo B 3aBOACKOM
KOHpurypauuu.

+ He pekomeHpyeTcs ucnonb3oBatb kKomaHay ip firewall disable, oTkntouarouyto mexcetesoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdelicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU 1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXceTeBoro akpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npuBeféH B pasgene KoHdurypuposaHve Firewall pykoBogcTtsa no akcnnyarauuu. NogpobHas
NHgopMaLma 0 KoMmaHzax [/191 HaCTPOMKN MEXCETEBOro aKpaHa npuBefeHa B pasaene YnpasneHve
Firewall cnpaBouHuka komaHg CLI.

4.2 HacTpoliika cucTeMbl JIOTUPOBAHUA COGbLITUIA

ANrOpUTMbI HACTPOIiKM CUCTEMbI NTOFMPOBaHMs CobbITUIA NpuBeAeHbI B Nnoapasaene «HacTpoiika Syslog»
pasgena MoHWTOPMHT PYKOBOACTBA N0 3KCM/yaTaLyu.

MogpobHas MHopmauns 0 KomaHgax A/ HACTPOMKM CUCTEMbI JTOTMPOBaHNSA COObITUI NprBeAeHa B pasaene
YnpaeneHne SYSLOG cnpaBo4vHmka komaHpg, CLI.

4.2.1 PekomeHpauum

+ PekoMeHAyeTCs HaCTPOUTb XpaHeHMe coobLeHWI 0 cobbITUSIX B dhaiin syslog Ha ycTpolicTBe 1
nepepadvy aTuMx cobbITWIA HAa BHELWHWIA syslog-cepsep.

+ PekomeHayeTcsi orpaHnunBaThb pasmep syslog-thalina Ha ycTpoicTse.

+ PekomeHayeTcsi HacTpamBaTb poTaumto syslog-chainnoB Ha yCTpoCcTBe.

+ PekomeHAyeTCs BK/IOYaTb Hymepaumio coobLieHunin syslog.

+ PekomeHayeTcs BktouaTh AobaBneHne MeTok timestamp msec k syslog-coobLyeHnsaM Ha ycTpoiicTBax
ESR-1500 n ESR-1511.

4.2.2 TMpepynpexaeHus

+ [aHHble, xpaHsawmecs B hainnosoii cucteme tmpsys:syslog, He coxpaHaTCa Npu nepesarpyske
ycTpoicTBa. TOT TMN hainoBoil CUCTEMbI PEKOMEHYETCH UCMNO/b30BaTh /19 XPaHeHUs ornepaTuBHbIX
J10r0B.

+ He pekomeHayeTcs ucnonb3osatb aiinosyto cuctemy flash:syslog ans xpaHeHums noros, Tak kak 310
MOXET NPUBECTU K NpexaeBpeMeHHOMY BbIXOAY U3 CTpos ycTpoicTea ESR.
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4.2.3 Mpumep HaCTPOWKN

3apgava:

HacTpouTb XpaHeHne coobLLeHnin 0 cobbITUAX YPOBHS info 1 Bbilwe B dhaiin syslog Ha ycTpolicTee u
HaCTPOWTb Nepefayy aTUX CObbITUI Ha BHeLLHWI syslog-cepBep. OrpaHnuntb daiin paamepom 512 KéaiT.
Bkntountb potaumio 3 dpainnos. BknounTb Hymepaumio coobLleHuii syslog.

PewieHune:

HacTpoiiTe xpaHeHue syslog-coobLueHunii B thaiine:

esr(config)# syslog file tmpsys:syslog/default
esr((config-syslog-file)# severity info
esr((config-syslog-file)# exit

HacTpoiiTe orpaHnyeHne pasmepa u potauuio aiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpoiiTe nepegady coobLeHnii Ha BHELLHWIA cepBep:

esr(config)# syslog host mylog
esr(config-syslog-host)# remote-address 92.168.1.2
esr(config-syslog-host)# transport udp
esr(config-syslog-host)# port 514
esr(config-syslog-host)# severity info
esr(config-syslog-host)# exit

BkntounTe Hymepaumto coobuyeHuii syslog:

esr(config)# syslog sequence-numbers

4.3 HacTpoiika NnoNMTUKN UCNOJIb30BaHUs Naponemn

ANTOPUTMbI HACTPOIKN NOMIMTUKN UCTOMb30BaHUSI Naposieit NpuBeaeHbl B pasaene Hactpoiika AAA
PYKOBOACTBA MO 3KCMyaTaumu.

Moapo6Has nHopmaums 0 KomaHaax Ansi HACTPONKM NOSIMTUKU UCMONb30BaHNA Naposeli npMeeaeHa B
pasgene Hactponka AAA cnpaBoyHuMKa komaHg, CLI.

4.3.1 PekomeHpgauuu

+ PekomeHayeTcs Bcerga BkIUaTb TPe60BaHNA Ha CMeHY Napossi Mo YMO/I4aHuio nosib3oBatens admin.

+ PekomeHAyeTcs orpaHMuMBaTh BPEMS XWU3HM Naposieit 1 3anpeLtaTs NOBTOPHO UCMO/b30BaTb, Kak
MUHUMYM, NpeabIayLLuniA napossb.

+ PekomeHAyeTcs BbICTaBsATb TPEGOBAHUA MUHUMASILHOW A/IMHbI Napons 60sbLue 8 CUMBOJIOB.

+ PekomeHAyeTcs BbICTaBsATb TPEGOBAHUS HA MCNOMb30BaHNE CTPOUHBIX U MPOMNUCHBIX BYKB, Ldp 1
CMNeLCcrMBO/SIOB.
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4.3.2 Mpumep HaCTPOWKN

3apgava:

+ HacTpouTb NaposbHy NONUTUKY C 06s13aTe/NbHbIM TPEGOBAHMEM CMEHbI Naposis Mo YyMOIYaHMIo,
BpPeMeHeM [eiicTBusA napons 1 MecsL, 1 3anpeTom Ha UCnosb3oBaHve 12 nocneaHux naponeil.

+ 3agaTb MUHUMAsbHYHO AMHY Naposns 16 CMMBOMOB, MakCMMasibHy0 — 64 cUMBONA.

+ Maponb [0MKEH cofepXaTb HE MeHee 3 NPOMNUCHbIX BYKB, HE MEHee 5 CTPOUHbIX GYKB, He MeHee 4 undp
1 He MeHee 2 cneLcyMBOIOB. Maposb B 0683aTeNlbHOM NOPSiZKE A0/MKEH COAEPXaTb BCe 4 Tuna
CUMBOJIOB.

PewieHune:

Bktounte 3anpoc Ha CMeHy nNaposis N0 yMo4YaHuio Ans nonb3osartens admin:
esr(config)# security passwords default-expired
YctaHoBuTE BpeMsi Xun3Hn napons 30 gHel 1 3anpeT Ha NCNo/b30BaHMe npeaplaywmx 12 naponeii:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YCTaHOBUTE OrPaHUYEHUst Ha AJIMHY Naposns:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 24

YcTaHoBUTE orpaHnyeHns no MMHUMMasiIbHOMY KOSIM4eCTBY CMMBOJ1I0B COOTBETCTBYHOLLNX TUMOB:

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

4.4 HacTtpoiika nonutukn AAA
ANITOpUTMbI HACTpPOVikn nonutukn AAA npuseeHbl B pasgene Hactpoiika AAA pyKoBOACTBa MO 3KCnyaTauum.

Moapo6Has nHpopmauma o KomaHaax Ans HacTpoiku nonnTnkn AAA npreefeHa B pasgene Hactporika
AAA cnpaBoyHuKa KomaHg CLI.

4.4.1 PekomeHaauuu

* PekomMeHAyeTcs UCnob30BaTh PONEBYO MOAENb AOCTyna Ha yCTPOWCTBO.

+ PekomMeHAyeTCs UCMo/b30BaTh NepCoHasIbHbIE YYETHbIE 3anucun 18 ayTeHTudrKaumy Ha yCTpoicTBe.

+ PekomeHAyeTcs BK/0YaTb /I0rMpoBaHne BBOAUMbIX MO/1b30BaTe/IeM KOMaHA.

+ PekomeHAyeTCs UCMosb30BaTb HECKO/IbKO METOA0B ayTeHTUdMKaLummn 418 BXo4a Ha yCTpoincTea yepes
KOHCO/b, YAa/IEHHOIo BX0O4a Ha YCTPOMCTBA M NOBbIWeEHUA npusunernii. ONTMMasibHOM cuuTaeTcs
KOMOUHauma 3 ayteHTudmkalmm no ogHomMy ns npotokonos RADIUS/TACACS/LDAP n nokanbHoiA
ayTeHTugukaymm.
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PekomeHayeTcst NOHN3UTb YPOBEHb NPUBWAETNIA BCTPOEHHOW YYETHOI 3anucy admin go 1.
PekomeHayeTcst HACTPOUTL SIOFTMPOBaHNE N3MEHEHWI NTOKaIbHBIX YY4ETHbIX 3annCeil.
PekomeHayeTcst HAaCTPOUTL SIOFMPOBaHNE N3MEHEHWNI NOAUTUKN AAA.

MpepynpexaeHus

BcTpoeHHyto Y4éTHYI0 3anuck admin yaanutb Henb3s.

KomaHga no username admin He yaanseT nosb3osartena admin, copacbiBaeT ero KoHurypaumio B
3HaYeHnst N0 ymon4yaHuio. Nocne npuMmeHeHns 3To KoMaHAbl Nosib3oBartesib admin He 6yaeT
0oTO6paXaTbCs B KOH(UrypaLun.

KomaHga no password o115 nonb3osarens admin Takke He yganseT naposib nosb3osarensa admin, a
cbpacbIBaeT ero B 3Ha4eHne no ymonyaHuio. lNocne npyMeHeHus 310 KoMaHapbl Naposib Nosib3oBarens
admin nepecTaét oTobpaxarbcs B KOHhMrypaumm n ctaHosuTcs ‘password'.

Mepepn ycTaHOBKO Nosib3oBaTento admin NOHWKEHHbIX NPUBWIETNIA Y Bac AO/HKEH ObiTb HACTPOEH
nosb3oBaTtesib C ypoBHeM npusunernii 15 unm 3agaH ENABLE-naposb.

Mpumep HacTpoiiku

3apava:

HacTtpoutb nonutuky AAA:

[na ynanéHHoro Bxoga no npotokony SSH ncnonb3oeatb ayteHTUdmKaumm yepes RADIUS.

[na Bxoga yepes noKaibHYH KOHCO/b UCMO/b30BaTh ayTeHTUhrkaumn yepes RADIUS, B cnyvae
otcyTcTBusA cBA3n ¢ RADIUS-cepBepamu NCnosib30BaTh JIOKasIbHYI0 ayTEHTUMKALMIO.
Wcnonb3oBatb ENABLE-naponb, 3agaHHbI Yepe3 RADIUS, B cnyyae otcyTcTBus cBs3n ¢ RADIUS-
cepBepamMu UCnosb30BaTb NokKasbHbIi ENABLE-naposb.

YcTaHoBWTb Nosib3oBatesnto admin NOHMXEHHbI YPOBEHb NPUBUIETUIA.

HacTpouTb IormpoBaHne N3MeHeHU NOKasTbHbIX YYETHbIX 3anuceil.

HacTpouTb normpoBaHne nameHeHuii nonntmk AAA.

HacTpouTb nornposaHne BBOAUMbIX KOMaHA.

PelwweHue:

Cosgaiite nokanbHoro nonb3osarens local-operator ¢ yposHeM npusuneruii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$$wOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3apaiiTe nokanbHbln ENABLE-napons:

esr(config)# enable password $6e5c4r3e2t!

Janee HeO6XO,D|VIMO NOHU3UTbL NMpUBUNETrNn Nosb3oBaTensd admin:

esr(config)# username admin
esr(config-user)# privilege 1
esr(config-user)# exit
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HacTpoiite cBa3b ¢ aoBymst RADIUS-cepsepamu, ocHOBHbIM 192.168.1.11 1 pe3epBHbIM 192.168.2.12:

esr(config)# radius-server host 192.168.1.11

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7QO5AFF
esr(config-radius-server)# priority 100 esr(config-radius-server)# exit
esr(config)# radius-server host 192.168.2.12

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7QO5AFF
esr(config-radius-server)# priority 150

esr(config-radius-server)# exit

HacTporite nonutuky AAA:

esr(config)# aaa authentication login CONSOLE radius local
esr(config)# aaa authentication login SSH radius
esr(config)# aaa authentication enable default radius enable
esr(config)# aaa authentication mode break

esr(config)# line console

esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTpoiiTe nornposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa
esr(config)# syslog cli-commands

4.5 Hactpolika yganéHHoro ynpasneHus

Moapo6Has nHhopmaums 0 KoMaHAax HaCTPOVKM yAaNIEHHOro AoCTyna npuBeAeHa B pasaene Hactpoiika
poctyna SSH, Telnet cnpaBoyHuka komaHg CLI.

4.5.1

PekomeHpauumn

He pekomeHayeTcs BKIOYaTb yaanéHHoe ynpasneHme no npotokony Telnet.

PekomeHAayeTcs NCnonb30BaTbh KPUNTOCTOVKNE anropuTmbl ayTeHTUudmkaumm sha2-512 n otknounts BCe
oCTaslbHble.

PekomeHayeTcs NCnoNb30BaTh KPUNTOCTOVKNE afifOPUTMbI LUMGIPOBAHMSA aes256C¢tr n OTKIUNTbL BCe
OoCTa/lbHbIE.

PekomeHayeTcs 1Cnonb3oBaTb KPUNTOCTOMKUIA anroputm obMeHa kiitovamu wundpposaHuns dh-group-
exchange-sha256 n oTkNUMTL BCE OCTaslbHbIE.

PekomeHayeTcs NCnonb3oBaTb KPUNTOCTOVKNUIA anropuTm Bepudinkaummn Host-Key ans SSH rsa un
OTK/TIOUYNTb BCE OCTaJTbHbIE.

PekomeHayeTcsa paspeLwunTb AOCTYN K yAaTEHHOMY yNpaB/IEHNIO YCTPONCTBOM TOJIbKO C OMpeaesiEHHbIX
IP-agpecos.

Mepen Hayaom aKcnsiyataunm peKkoMeHAYeTCA NepereHepupoBaTh KNy LWNGPoOBaHUS.
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CepBUCHblE MapLIpyTU3aTopbl cepun ESR. PyKOBOACTBO MO YCTAHOBKE 1 BGbICTPOMY 3arycKy

4.5.2 Mpumep HaCTPOWKN

3apgava:

CreHepupoBaTtb HOBbIE K/10UM U.Il/ICprBaHVIFI. Vicnonb3oBaTb KpVIﬂTOCTOVIKI/Ie aAJITOPUTMBbI.

PewieHune:

OTknounTe yCTapesLwine n He Kpl/ll'lTOCTOI7IKI/I€ aJITOPUTMBbI:

esr(config)# ip ssh server

esr(config)# ip ssh authentication algorithm md5 disable

esr(config)# ip ssh authentication algorithm md5-96 disable
esr(config)# ip ssh authentication algorithm ripemdl160 disable
esr(config)# ip ssh authentication algorithm shal disable
esr(config)# ip ssh authentication algorithm shal-96 disable
esr(config)# ip ssh authentication algorithm sha2-256 disable
esr(config)# ip ssh encryption algorithm 3des disable

esr(config)# ip ssh encryption algorithm aesl128 disable

esr(config)# ip ssh encryption algorithm aesl28ctr disable
esr(config)# ip ssh encryption algorithm aes192 disable

esr(config)# ip ssh encryption algorithm aesl192ctr disable
esr(config)# ip ssh encryption algorithm aes256 disable

esr(config)# ip ssh encryption algorithm arcfour disable

esr(config)# ip ssh encryption algorithm arcfourl28 disable
esr(config)# ip ssh encryption algorithm arcfour256 disable
esr(config)# ip ssh encryption algorithm blowfish disable
esr(config)# ip ssh encryption algorithm castl128 disable

esr(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
esr(config)# ip ssh host-key algorithm dsa disable

esr(config)# ip ssh host-key algorithm ecdsa256 disable

esr(config)# ip ssh host-key algorithm ecdsa384 disable

esr(config)# ip ssh host-key algorithm ecdsa521 disable

esr(config)# ip ssh host-key algorithm ed25519 disable

CreHepupyinTe HOBbIE KNHUM LWNGPOBAHUS:

esr# update ssh-host-key rsa 2048

4.6 HaCTpOﬁKa MexXaHN3MOB 3allnTbl OT CeTeBbIX aTakK

ANrOpUTMbI HACTPOVKM MEXaHM3MOB 3alLlMTbl OT CETEBbIX aTak NPMBEAEHbI B pasaene Hactpoiika
NIOFMPOBaHNS 1 3alliMThl OT CETEBLIX PYKOBOACTBA MO 3KCMAyaTaLui.

Moapo6Has nHpopmaLysa 0 KOMaHAAaX AN1s HACTPOVKM NOMUTUKM UCMNOMb30BaHNs Naposeii npueeaeHa B
pasgene YnpaeneHne NorpoBaHnem 1 3allyToil 0T CETEBbLIX aTak cnpaBoYHMKa koMmaHg, CLI.
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CepBUCHblE MapLIpyTU3aTOpbl cepum ESR. PYKOBOACTBO MO YCTaHOBKE 1 BGbICTPOMY 3arnycKy

4.6.1 PekomeHpaauuu

+ PekomeHAyeTcs Bcerga BKKUaTh 3almTy oT ip spoofing.

+ PekomeHpyeTca Bcerga BkawoyaTh 3awmty ot TCP-nakeToB ¢ HeNnpaBW/ibHO BbICTaB/IEHHLIMU dosiaramMu.

+ PekomeHpyeTcs Bcerga Bkawyarh 3amuTy oT oparMeHTMpoBaHHbIX TCP-NakeToB C BbICTaB/1€HHbLIM
donarom SYN.

+ PekomeHpyeTca Bcerga BkawyaTh 3aWwmTy ot goparMeHTupoBaHHbIX ICMP-nakeTos.

+ PekomeHpyeTcs Bcerga Bkntoyarb 3awmTty ICMP-nakeToB 60/1bLWOro pasmepa.

+ PekomeHAyeTcs Bcerga BKIHYaTh 3alluTy OT He3aperncTpupoBaHHbIX |P-NpoToKoNoB.

* PekomeHAyeTCs BKOYATb /IOrMpOBaHMe MexaHn3ma 3allmTbl OT CETEBbIX aTak.

4.6.2 Mpumep HACTPOWKN

3apava:

HaCTpOVITb MeXaHN3M 3allnTbl OT CETEBLIX aTaK B COOTBETCTBUN C pEKOMEeHAaUNAMN.

PelweHue:

BkntounTe 3awmTy ot ip spoofing n normpoBaHne mexaHu3ma 3aLuTbl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bxtounte 3awmty ot TCP-naketoB ¢ HenpaBW/1bHO BbICTaBMEHHLIMW onaraMmn 1 JIorMpoBaHne MmexaHmama
3alUmnThbI:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

BkntounTe 3aWmTy OT chparMeHTMpoBaHHbIX ICMP-NakeToB 1 1I0rMpoBaHe MexaHnu3ma 3aLlyThi:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

BkntounTe 3awmTy oT ICMP-nakeToB 60/bLIOTO pa3mMepa ! orMpoBaHne MexaHnama 3aluThbl:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkntounte 3allnTy OT HE3aperncTpmnpoBaHHbIX |P-I'IpOTOKOl'IOB n nornpoBaHne mexaHmima 3aljnTbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols

18



TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI, OCTaBUTb UHTEPAKTUBHYHO 3aBKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex-co.ru
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/

	Аннотация
	Заводская конфигурация маршрутизатора ESR
	Описание заводской конфигурации

	Подключение и конфигурирование маршрутизатора
	Подключение к маршрутизатору
	Подключение по локальной сети Ethernet
	Подключение через консольный порт RS-232

	Применение изменения конфигурации
	Базовая настройка маршрутизатора
	Изменение пароля пользователя «admin»
	Создание новых пользователей
	Назначение имени устройства
	Настройка параметров публичной сети
	Настройка удаленного доступа к маршрутизатору


	Рекомендации по безопасной настройке
	Общие рекомендации
	Настройка системы логирования событий
	Рекомендации
	Предупреждения
	Пример настройки

	Настройка политики использования паролей
	Рекомендации
	Пример настройки

	Настройка политики AAA
	Рекомендации
	Предупреждения
	Пример настройки

	Настройка удалённого управления 
	Рекомендации
	Пример настройки

	Настройка механизмов защиты от сетевых атак
	Рекомендации
	Пример настройки



