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BBEAEHUE

AHHOTauuA

Yctpoiictea RG-35-Wac 1 RG-35-WZ asnstotca  Touykamm  goctyna Wi-Fi ¢ mHTerpupoBaHHbIM
mapLpytmnsatopom. OcHoBHOe npeaHasHayeHne RG-35-Wac n RG-35-WZ: ycTaHOBKA BHYTPM 34aHUIN B KayecTse
TOYKM AOCTYNa K PasfNYHbIM WMHTEPAKTUBHbIM CEPBMCAM MO MPOBOAHLIM M HeCcnpoBOAHbLIM CETAM Mepenayun
OaHHbIX.

YCTPOMCTBO OPMEHTMPOBAHO HA AOMALLHMX NO/b30BaTenen n Hebonblume opuchl.
B HacToAlWem pyKoBOACTBE MO 3KCNAyaTaUMM WU3/IOXKEHbl Ha3HayYeHWe, OCHOBHble TexHU4Yeckue

XapPaKTEePUCTUKU, KOHCTPYKTUBHOE UCMONHEHWE, NOPAAOK YCTaHOBKM, NPaBuaa KOHPUIypMpoBaHUA, MOHUTOPUHIA
M CMeHbl NporpaMmHoro obecneyeHns aboHeHTCKMX TepMmnHanos RG-35-Wac n RG-35-WZ.

YcnoBHble 0603HaueHuUA

MpumeyaHus u npegynpexaeHus

MpumeuaHua cogeprKaT BaXKHYI0 MHPOPMaLMIO, COBETbI MU PEKOMEHAaL MU No
MCNO/1Ib30BaHMIO U HACTPOIKe YCTPOMUCTBA.

MpepynpexaeHua MHPOPMUPYIOT NOJ/Ib30BaTENA O CUTYALUAX, KOTOPble MOTYT HAHECTU
BpeA YCTPOMCTBY U/IN UEIOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe ycTpoucTBa Uan notepe
OaHHbIX.

.‘
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1 ONMUCAHUE U3AENUA

1.1 Ha3HauyeHue

ABoHeHTCKMe TepMuHanbl RG-35-Wac u RG-35-WZ (panee «ycTpoMcTBO») — eAuHble TOYKWM AOCTyna K
COBPEMEHHbIM MHTEPAKTUBHLIM CEPBMCAM NO NPOBOAHbLIM M BecnpoBOAHbIM CETAM Nepeaadn AaHHbIx: MHTepHeT
n Full HD IPTV. RG-35-Wac 1 RG-35-WZ noagkntoyaetca K npoBoaHon cetn ¢ nomotubio 10/100M Ethernet-
uHTepdelica, M C nNomolblo paanouHTepdelica cosgatoT 6HecnpoBogHOM  AOCTYyn  ANnA  YCTPOWMCTB,
nogaepskusatowmx TexHonormno Wi-Fi (IEEE 802.11a/b/g/n/ac) 8 ananasoHe 2.4 n 5 .

K RG-35-Wac 1 RG-35-WZ MOHO MOAKMOYUTL A0 YeTbipex YCTPOMCTB npoBoaHon cetu. USB-pasbem
MCMoJIb3yeTca AN NOAKAOYEHUSA BHELLIHUX HAKoNUTENEN.

B ycTpoicTBax TaK:Ke peasin3oBaH paclMpPeHHbIn GyHKUMOHAN ans cTabunbHoM paboTbl IP-TeneBuaeHun
no 6ecnpoBOAHON CETU: NPOrpamMMHbIMW CpeacTBaMM ob6ecrneymBaloTcd MAaBHOCTb M HEMNpepbiBHOCTb
BocnpoussegeHns Buaeo. RG-35-Wac u RG-35-WZ wumeloT BO3MOXKHOCTb OAHOBPEMEHHOW TPaHCAALUMK
BWAEOMOTOKOB M Nepeaayvn AaHHbIX.

YCTpoicTBa NOAAEP:KMBAIOT COBpeMEHHble TpeboBaHMA K KayecTBy CEPBMCOB W MO3BOIAIOT NepenaBaTbh
Hanbosiee BaKHbIM TpaduKk B 6osee NPUOPUTETHLIX ouyepeasx MO CpPaBHEHUIO C 0bbldHbIM. ObecneuyeHue
NPUOPUTM3ALUN NPOUCXOLMNT MPU MOMOLLM OCHOBHbIX TeXHOA0rMi QOS.

RG-35-WZ nmeeT BCTPOEHHbIA KOHTpoOAep «YMHOro goma» coBmecTumblii ¢ Z-Wave ycTponctBamun ans
B3aMMOAENCTBMA C AAaTYMKAMMN U YCTPOMCTBAMMN CUCTEMbI «YMHbIA AOM» U yNpaBieHUs MU Yepe3 naaTthopmy
Eltex Smart Control (Eltex SC).

1.2 XapaKrepucTuKka ycTpoimcrea

Unmepdpeiicobi:

e LAN: 4 nopta Ethernet 10/100BASE-T (RJ-45);
e WAN: 1 noptEthernet 10/100BASE-T (RJ-45);
e WLAN: |EEE 802.11b/g/n 2.4 Ty 1 802.11a/n/ac 5 IMu;

e USB: 1 nopt USB2.0.
MuTaHMe ycTpOoICTBA OCYLLECTBASETCA Yepes BHELWHNUIM aganTep 5,3 B oT ceTn nepemeHHoro Toka 110-240 B.
®dyHKYUU:

e ceTeBble QyHKLMU:

— paboTa B pernme «MOCTa» , KMapLIpyTM3aTopa»;

— noagaepxka PPPoE (PAP, SPAP u CHAP-aBTopu3auma, PPPoE-komnpeccus);

— nopaeprKKa ctatmyeckoro agpeca u DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepBep Ha
ctopoHe LAN);

— nogaepkka DNS;

— noggeprka NAT;

— noageprka UPnP;

Pykosodcmeo no akcnayamayuu RG-35-Wac u RG-35-WZ 5
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— ceTeBoW 3KkpaH (Firewall);
— KnoHuposaHue MAC-agpeca Ha WAN-uHTepodeiice;
— nogaepxka NTP;
— noAAepiKKa MexaHM3MOB KavecTsa obcayKumBaHua QoS;
— «npobpoc» nopto. (Port forwarding);
— CTaTM4YecKasa M MHAMMYECKaa MapLLpyTU3aums;
— orpaHMyeHue goctyna K ycrponctay yepes WAN u LAN.
e noaaepKa yHKumn IPTV (IGMP-proxy, UDP-to-HTTP proxy);
e o6HoBneHue N0 yepes web-nHTepoeiic;
e TR-069;

® yaaneHHbI MOHUTOPUHT, KOHOUIYPUPOBAHWE U HAcTpoiiKa: web-uHTepdeiic, Telnet;

e ynpasneHue Z-Wave COBMeCTUMbIMM ycTpoitcTBamm®.,

Ha pucyHKe 1 npuBegeHa cxema npumeHeHuns obopyaosaHna RG-35-WZ/Wac.

CeTb STB NV
npoeakgepa f;
Wi-Fi 802.11a/b/g/n/ac

24TTy/5MMy  ~ (e

RG-35-Wac/

RG-35-WZ
éD ’ D
— STB NV

MK

PucyHok 1 — ®dyHKUMOHANbHaA cxema ucnonb3osaHua RG-35-WZ/Wac

! NoctynHo TonbKo ana RG-35-WZ

Pykosodcmeo o akcriayamauuu RG-35-Wac u RG-35-WZ 6
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OCHOBHble TeXHU4YeCcKue napameTpbl

OcHOBHble TEXHUYECKME NapamMeTpbl YCTPOMCTBA NpuBeAeHbI B Tabavue 1.

Tabnunuya 1 — OCHOBHbIE TEXHUYECKME NapaMeTPbl

O6uwue napameTpbl

TaKkToBas yactoTa 1000 MTy,
RAM DDR (onepaTvBHas NamaATb) 128 Mb
ROM eMMC flash (cuctemHaa namaTb) 16 Mb (RG-35-WZ, 32 MB)
OnepaunoHHasa cucTema Linux
Mapametpbl WAN-untepdeiica Ethernet
Konnyectso noptos 1
DNEeKTPUYECKUI pasbem RJ-45
CKopocTb nepegaun, Méut/c 10/100, aBToONpeaeneHue
MNopaepKKa cTaHgapToB BASE-T
NapameTtpbl LAN-uHTepdeiica Ethernet
Konunyectso nHtepoelicos 4
DNEeKTPUYECKUI pa3bemM RJ-45
CKopocTb nepegaun, Méut/c 10/100, aBTOONpPEaAeneHue
MNopaepKKa cTaHgapTOB BASE-T

MapameTpbl 6ecnpoBogHOro uHTepdeiica

CtaHAaapThbl 802.11a/b/g/n/ac

YacToTHbIM AnanasoH, My, 2412-2472 Mrlu, 5180-5320 MTu, 5660-5805 My,

MIMO 2x2 2.4 Ty, 2x2 5Ty,

Mogaynaumsa BPSK, QPSK, 16 QAM, 64 QAM, 256QAM, DBPSK, DQPSK, CCK

CKopoCTb nepegaqn gaHHbix, Méut/c

802.11a: ao 54 M6ut/c
802.11b: go 11 MéwuT/c
802.11a/g: oo 54 M6éut/c
802.11n (HT20): ao 144 M6ut/c
802.11n (HT40): oo 300 Méut/c
802.11ac (HT80): Ao 867 M6uT/c

MaKcrmanbHas BbIXOAHAA MOLLHOCTb NepeaaTynKka

2.41Ty (802.11 b/g/n): po 15 abm
5Ty (802.11 a/n/ac): go 17 abm

quCTBVITeJ'IbHOCTb npuemMmHuKa

2,4 Ty: 802.11n(MCSO0): -90 abm
802.11n(MCS4): -79 abm
802.11n(MCS7): -72 abm
802.11ac (MCS0): -92 abm
802.11ac (MCS4): -82 nbm
802.11ac (MCS7): -76 abm

51Ty

besonacHocTb

64/128/152-6utHoe WEP-wwindppoBaHme AaHHbIX;
WEP, TKIP n AES

YMHbIA gom

CurHan Z-Wave moayns Ha yactote?

\ 869 M

YnpasneHue

YaaneHHoe ynpasaeHue

Web-uHrtepdoeiic, Telnet, TR-069

OrpaHuyeHne gocTyna

no napoJto, no IP-agpecam (6enblit CNUCOK)

O6wue napameTpbl

MutaHue

agantep nutaHuAa 5,3 B DC, 2 A.

MoTpebnseman MOLHOCTb

He 6onee 4 Bt

Pabouwnit ananasoH TemnepaTtyp ot +5 go +40°C
OTHOCUTENIbHAA BNAXKHOCTb Npu Temnepatype 25°C bo 80%
labapwutbl 150x110x27 mm
Macca He 6onee 0,2 Kr

2Z-Wave moaynb pasmellaertca ToNbKo Ha RG-35-WZ

Pykosodcmeo o skcriayamauuu RG-35-Wac u RG-35-WZ
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1.4 KOHCTpYKTMBHOE UCNONHEHUe

ABoHeHTCKMI TepmmnHan RG-35-Wac/RG-35-WZ

150x110x27 mm.

BbIMONHEH B MJ/IaCTUKOBOM KOpnyce pa3mepammu

1.4.1 [epeodHasa naHenb ycmpolicmea. Ceemoesas uHOUKayus

BHelwHW Bua nepeaHeit naHenu yctpoiictea RG-35-WZ/Wac npusegeH Ha pucyHKe 2.

=s

#9 2.4GHz 5GHz
g =

PucyHoK 2 — BHewHmi1 Bug nepegHeit naHean RG-35-Wac/RG-35-WZ

Ha BepxHeit naHenu ycrpoinctsa RG-35-Wac/RG-35-WZ pacrnonoxeHbl CBETOBble MHAMKATOpbl. OnucaHue
paboTbl CBETOBLIX MHAMKATOPOB NPeACcTaB/ieHo B Tabaunue 2.

Tabaunua 2 — OnucaHne MHAMKATOPOB BEPXHEN naHenu

UHaukatop CocTtoAHue MHAMKaTOpaA CocTofiHMe YCTPOMCTBA
. 3€e/IeHbIN, ropuT o
1 (O] Power BKNHOYEHO NUTAHME YCTPOICTBA, HOPMabHaA paboTa
NOCTOAHHO
3e/IeHbIN, MUraet 3anyweHa ¢pyHKuma WPS/3anyuieH npouecc 06HoBAEHMSA
(1 TaKT B cekyHAy) NporpaMmMHOro obecrneyeHns ycTpomncTea
2 » Status 3e/IeHbIN, MUraet naet npouecc 3arpy3ku CPE 1 ycTaHOBKU coeanHeHuA ¢
oo (5 TakTOB B CEKYHAY) ceTbto NpoBanaepa
3e/1eHblN, ropuT
HOpMasibHan paboTa
NOCTOAHHO
3 USB 3e/IeHbIN, ropuT USB-yCTpOICTBO NOAKNOYEHO
< He roput USB-yCTpOICTBO He NOAKNOYEHO
3e/1IeHbIN, ropuT YCTaHOB/IEHO COEANHEHNE MEXKAY CTAaHUMOHHbIM
4 @ WAN NOCTOAHHO TEPMMHAZIOM U aBOHEHTCKMM YCTPOIMCTBOM
muraet npouecc NakeTHoM nepesayum gaHHblix no WAN-uHTepdeiicy
He ropuTt WAN-Kabenb He NoAKAOYEH
3€e/IeHbIN, ropuT cetb Wi-Fi akTuBHa B AaHHOM AgunanasoHe: 2,4 Ty u/mam
NOCTOAHHO 51Ty,
o npouecc nepesayn AaHHbIX No 6ecnpoBoAHOW ceTu B
5 = WLAN 3e/1eHbli, muraet ot PeAatu A POBOA
AaHHOM amnanasoHe: 2,4 [Ty, u/man 5 My,
To4Ka goctyna Wi-Fi gaHHOro gnanasoHa oTkatodeHa: 2,4 Iy,
He roput
n/man 5 Iy,
. YCTaHOB/IEHO COEANHEHME C NOAKIOYEHHBIM CETEBbLIM
3e/IeHbIN, ropuT VCTpOTCTEOM
6 = LAN " "
muraet npouecc nakeTHoM nepeaaym gaHHbIx no LAN-uHtepdeicy
He roput LAN-kabenb He NoAKAtoYeH

Pykosodcmeo o akcriayamauuu RG-35-Wac u RG-35-WZ
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1.4.2 3a0HAA naHenb ycmpolicmea. OnucaHue pa3bLemos

BHelwHW Bna 3aaHei naHenu ycrpoictea RG-35-Wac/RG-35-WZ npuseaeH Ha puUcyHKe 3.

PucyHoK 3 — BHewHuWiA BUA 3aaHelt naHenn RG-35-Wac/RG-35-WZ

Ha 3agHein naHenu ycrponctsa RG-35-Wac/RG-35-WZ pacnosioxeHbl c/eaylolime pasbembl M OpraHbl
ynpasnenus, Tabavua 3.

Tabavua 3 — OnncaHWe MHAMKAaTOPOB M OPraHoB ynpasaeHus 3aaHel naHenm RG-35-Wac/RG-35-WZ

dnemeHT 3agHel naHenun OnucaHue
1 LAN 4 nopta 10/100BASE-T Ethernet (pasbem RJ-45) ans nogxA0YEHUA CETEBbIX YCTPOWUCTB
2 WAN nopT 10/100BASE-T (pa3bem RI-45) Ana noaKNOUEHNA K BHELLHEN ceTh
3 usB pasbem USB ana nogkntoveHus sHelwHero USB-ycTpoiictea (USB flash, skecTkuii guck)
4 5V pasbem 44 NOAKAOYEHUA aganTepa NUTaHUA

1.4.3 OnucaHue KHornokK 6oKoeoli naHenu

BHelwwHWi Bna 60KoBOM NnaHenu yctpoictea RG-35-Wac/RG-35-WZ npusefieH Ha pUCyHKe 4.

1 2

PucyHoKk 4 — BHelHuU Bua 6okosol naHenn RG-35-Wac/RG-35-WZ

Ha 6okoBoi1 naHenun yctpoictea RG-35-Wac/RG-35-WZ pacrnonoskeHbl caeaytoline opraHbl ynpasaeHnus:

Tabanua 4 — OnucaHune opraHoB ynpasneHns 6okosoi naHenn RG-35-Wac/RG-35-WZ

dnemeHT 60KOBOIA
OnucaHue
naHenu
1 (C)] KHonKa BKoYeHus /oTKoueHns Wi-Fi
2 " KHOMNKa ana nogkatoveHna KnmenTa no npotokony WPS

Pykosodcmeo o skcriayamauuu RG-35-Wac u RG-35-WZ 9
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1.5 MoakntoueHne no WPS

YcTponcTBO noaaepXmBaeT PyHKUMIO NoaKaodeHns KaneHTos K Wi-Fi cetu no ctaHaapty WPS.

MopAaoK NoaKoHEHNA:

1. BbibepuTe Ha KIMEHTCKOM YCTpoOMCTBe cnocob noaxntoueHmns WPS.
2. Ha npaBsoli 6okoBoit naHenn RG-35-Wac/RG-35-WZ HaxmuTe U yaepkusaiite B TeyeHUe 3-X CEKYHA,
KHonky WPS "

KnneHT nogkntoumntca K mapwpyTtmnsatopy (RG-35-Wac/RG-35-WZ) aBToMaTUYECKM.

MogKntoyeHne KAMEHTCKOrO YCTPOMCTBA K MapLipyTM3aTopy 3aHMMaeT He 6onee 2-x MUHYT. Ecam He
yAanocb MOAK/OYUTL YCTPOMCTBO C MEpPBOro pasa, NoBTOpUTE MOMbITKY M ybeautecb, Yto ¢yHKUMA WPS Ha
K/IMEHTCKOM YCTPOMCTBE OblNa BK/OYEHA He NOo3AHee Yem Yyepes 2 MUHYTbI noc/ae BKAoYeHUa GyHKumMmn WPS Ha
MapLpyTmsaTope.

V Mo ymonuyaHuio ¢pyHkumua WPS BKAtoueHa. OTKAIOUNTD GYHKLMIO MOXKHO Ha CTPaHULLe HaCTPOIKKU
WPS. Ee onucaHue npuseaeHo B pasgene 3.3.3.7 NogmeHto «WPS».

1.6 MepesarpysKa ycTpoiictBa u c6poc K 3aBOACKMM HACTPOMKam

Ha HWKHelr naHenuM ycTpoicTBa HaxoguTca ¢YyHKUMOHANAbHAA KHoMKa «F», KoTopas no3Boaser
nepesarpysmutb YCTPOMCTBO M COPOCUTb HACTPOMKM K 3aBOACKMM. Mcnonb3oBaTb KHOMKY «F» Hy)KHO, Korga
MapLLpyTU3aTOp BK/IKOYEH M TFOTOB K paboTe: uMHAMKATOp «Power» ropuT 3e/eHblM, MHAMKaTop «Status»
rOPUT/MMUraeT 3e/1eHbIM U/IN KETbIM CBETOM.

1. Ona nepesarpyskun yCTPOWCTBA HAXMUTE U yaepKMBalTe KHOMKY «F» B TeyeHMe 2-X CeKyHA, a 3aTem
oTnycTtute.

2. [na 3anycka yCcTpoMCTBa C 3aBOACKMMM HACTPOMKaMM HaXKMUTE U yaepKueainTe KHoMKy «F» 6onee 5-Tu
CeKyHZ, NOKa MHAMKATop «Status» He HayHeT MUraTb 3e/eHbIM LBeTOM. [pon3onaeT aBToMaTMYecKan
nepesarpyska ycTpoicTea.

Mpu 3aBoACKMX ycTaHOBKax Ha WAN-uHTepdelice 3anyweH DHCP-KAneHT:

appec uHtepdeica LAN: 192.168.1.1,

Macka nogcetm: 255.255.255.0;

umsa nonb3osatens/naponb ana Aocryna yepes web-uxtepgeiic: admin/password;
noruH/naponb NonAb3oBaTeNA C NOBbILEHHbIMU NpuBuaernamm: superadmin/password.

1.7 KomnnaeKT nocraBku

B 6a30BbIi KOMMNIEKT NOCTaBKK ycTpoinctea RG-35-Wac/RG-35-WZ BxoaAT:
—  ABOHeHTCKu mappytusatop RG-35-Wac/RG-35-WZ;

Apantep nutaHua 220-5.3B, 2.0 A;

PyKoBOACTBO NO YCTaHOBKE M HACTPOWKe.
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2 NOPAAOOK YCTAHOBKMU

2.1 MNpaBuna 6e3onacHoii 3KcNAyaTaumm

1. He ycTaHaB/iMBanMTe YCTPOWMCTBO PSAOM C UCTOYHMKAMMK Tenaa U B MOMELLEHMAX C TeMMnepaTypon
HuKe 5°C unu Bbiwe 40°C.

2. He ncnonbsyiite yCcTpoOMCTBO B NOMELLEHMAX C BbICOKOW BNAXKHOCTbO. He noasepraiiTe ycTpoicTBo
BO34ENCTBUIO AbIMA, NbIAN, BOAbI, MEXaHUYECKUX KONeBaHWI UK yaapoB.

3. He BcKpblBaiiTe KOpnyc ycTpoOMCTBA. BHYTpU yCTpolicTBa HET 3/1EMEHTOB, NpeAHas3HaYeHHbIX A
obcnyKMBaHMA NoIb30BaTENEM.

Bo usbexkaHue neperpesa KOMMNOHEHTOB ycrpoﬁcha U HapylweHua ero pa60'rb|
o 3anpewiaeTtca pasmelatb npeameTtbl Ha NOBEPXHOCTU 060pyp,03a|-|m|.

2.2 PekomeHpauunm no yctaHOBKe

1. TMNepes ycTaHOBKOW M BKAOYEHMEM YCTPOMCTBA HEOOXOAMMO MPOBEPUTb YCTPOMCTBO Ha Hanuuue
BUOMMbIX MEXaHUYECKUX MOBPEXAEHUN. B cnyyae HanmMyumAa NOBpexAeHUn cnenyeT NpekpaTuTb
YCTaHOBKY YCTPOWMCTBA, COCTaBUTb COOTBETCTBYHOLMIA aKT M 06PaTUTLCA K MOCTaBLUMKY.

2. Ecan ycTpoiCTBO A/nUTeNIbHOE BPEMs HaxoAu0Cb MPWU HU3KOM TemnepaTtype, nepes Havyasom
paboTbl cnepyeT BblAEPKATb €70 B TEYEHUE ABYX YAaCOB NPU KOMHATHOM TemnepaType.

3. Ecam ycTponcTBO AUTENbHOE BPEMA HAXOAWNOCb B YC/0BMAX MOBbILEHHOW BAAXKHOCTWU, nepes
Hayasiom paboTbl cneayeT Bblaep:KaTb €ro B HOPMAJIbHbIX YCNOBUAX He MeHee 12 Yacos.

4. YCTPOWCTBO YCTaHaB/IMBAETCA B FOPU3OHTANIbHOM MOJIOXKEHUN, COBNOAAA MHCTPYKUMM MO TEXHUKE
6e3onacHOCTU.

5. Mpu pasmelieHnmn ycTpoictBa 4na obecneyeHns 30Hbl NoKpbiTMAa cetn Wi-Fi ¢ Hanayywmnmm
XapPaKTePUCTUKAMM YYUTbIBANTE Cieaytolime NpaBuna:

a. YcTaHaB/AMBaTe YCTPOMCTBO B LieHTpe 6ecnpoBogHOM ceTy;

b. MuHumusmpyiite uucno nperpag (cTeHbl, MOTONKKW, mMebenb W gpyroe) mexay
RG-35-Wac/RG-35-WZ n apyrumm 6ecnpoBoaHbIMU CETEBbIMM YCTPOMNCTBAMMU;

c. He ycraHaBnuBaiTe ycTpoictBo B6/M3M (MopsAdKka 2 M) 3/NEKTPUYECKUX YCTPOWUCTB U
pPaanoyCTPONCTB;

d. He pekomeHayeTca ncnonb3oBaTb paanotenedoHbl 1 apyroe obopynosaHue, paboTtatoLee
Ha yactoTe 2.4 ITwy, 5 Ty, B pagnyce gelictema becnposogHoit cetn Wi-Fi;

e. [penatcTemMA B BUAE CTEKAAHHbIX/METANIMYECKMX KOHCTPYKLMI, KMPMNUYHbIX/6ETOHHbIX
CTEH, 3 TAKKe eMKOCTM C BOAOW M 3epKana MOryT 3HAYMUTENIbHO YMEHbLUMTb pPagmyc
pencrema Wi-Fi ceTu.

2.3 MopAaaoK BKAOYEHUA

1. Mopkntounte cetesol Ethernet-kabenb, NnpoBeAeHHbIM BalWMM MHTEPHET-NPOBANAEPOM, K pasbemy
WAN RG-35-Wac/RG-35-WZ (PUcyHOK 3).

2. Ecnm RG-35-Wac/RG-35-WZ 6yaer MCNonb3oBaThCA B KayecTBe [AOMallHero npoBoAHOro
MaplLpyTU3aTopa, To noaxaoumTe cetesont Ethernet-kabenb k pasbemam LAN RG-35-Wac/RG-35-
WZ maplupyTMsaTopa W Ballero CETEBOr0 YCTPOMCTBA (KOMMblOTEP, MPWUHTEP, TeNeBU3MOHHAsA
npucTaBka u apyroe).

3. lMogKntounTe WHYpP aganTepa NUTaHMA K pasbemy nuTaHuA ycTpolictea 5V. [anee noakntounte
aganTep K UCTOYHUKY NuTaHua (PucyHok 3).

4. Tocne NOAKAOYEHMA TOYKM AOCTYNA K CETU MUTaHUA AOXKAUTECH NOJIHOW 3arpy3KuM yCTpoiicTBa (3To
MOMET 3aHATb HECKONIbKO MUHYT).
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3 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UTYPATOP

3.1 Hauyano paborbi

[nAa Hayana paboTbl HYXKHO NOAKAOUUTLCA K YCTPOUCTBY No MHTepdeicy LAN yepes web-6paysep:

1. Ortkpoiite web-bpaysep, Hanpumep: Firefox, Opera, Chrome.
2. BeawuTte B agpecHom cTpoKe bpaysepa IP-agpec ycTpoiictsa.

V 3aBoackoii IP-agpec ycrpoiictea: 192.168.1.1, macka noaceTtu: 255.255.255.0

Mpu ycnewHom obHapy»KeHWM yCTPOMCTBa B OKHe Bpaysepa OoTO6pPasuTCsa CTpaHMLUA C 3anNpPOCOM MMEHMU
nosib3oBaTens v Napons.

HeobxoauMma aBTOpM3aLmMA
Jns poctyna & gomeny https//192.168.1.1 neobxogmnmo

YKA33Th MMA MOAL30E3TENR W Mapoib.

Mogrnouerue k Beb-caliTy He 3aWMWEHD

Kma nonszosarens:

Mapone:

Buog Ormena

3. Bseaute ma nonb3osaTens B CTpoKe «MmA nonb3oBaTensa» U Naposib B CTpoke «lMaponb».

/ YyeTHas 3anucb Nosb3oBaTtens: uma - admin, naponb - password.
(HeKoTopble NYHKTbl MEHI0 B ;AHHOM YUETHOM 3anucK CKPbITbI)

YyeTHanA 3anucb agMUHUCTPaTopa: umAa — superadmin, naposb - password

4. HaxmuTte KHOMKyY «BoliTn». B OKHe 6pay3epa oTKpoeTca cTpaHuua «06 ycmpolicmee».
3.2 MpumeHeHne KOHPUrypaLMmu 1 OTMEHA U3MEHEHU

1. MpumeHeHWe KOHPUTypaLmm

Mo HaxaTMio Ha KHoMKy «COXpaHUTb» MPOMCXOAUT CcoxpaHeHue KoHodurypauumn Bo flash-namarte
ycTpoicTBa. YTobbl HACTPOMKM BCTYNWUAM B CUAY HaXKMUTE Ha KHOMKY «CoxpaHuTb M MpuMeHUTb». HekoTopble
HaCTPOWKM BCTYNAT B CUTY TO/IbKO MOC/E Nepe3arpysky ycTponcTea. Cuctema npeaynpeant 06 3Tom Npu HaxKkatum
Ha KHOMKYy.

2. OTmeHa nsmeHeHuUn
OTmeHa W3MEHEHWIA MNPOM3BOAMUTCA TOMIbKO A0 HaXaTua Ha KHonKy «[pumeHuTb». B 3Tom caydae

M3MEHEHHbIe Ha CTPaHWULE NapameTpbl 0GHOBATCA TEKYLUMMWN 3HAYEHUAMM, 3aNUCaHHbIMU B MaMATHU YCTPOMCTBA.
Mocne HaxKaTnA Ha KHOMKY «[MPUMEHUTb U3MEHEHNAY» BO3BPAT K NpeablayLLMM HaCTPOMKam byaeT HEBO3MOMKEH.

Pykosodcmeo no akcnayamayuu RG-35-Wac u RG-35-WZ 12



DHELTEX

3.3 MaHenb ynpaBneHusa ycTpoucTtsom

Bce M3MeEHEHMA HaCTPOEeK YCTPOMCTBAa BbIMOHAIOTCA MPWM MOMOLLM BKAAAOK [laHeau ynpaeneHus,

pacnosoXeHHOoM Ha nesol ctopoHe Web-nHtepodeiica.

3.3.1 OcHoeHble anemeHmMbl web-uHmepdgpelica

s
HelTEX 2

aenaa  Wi-Fi 5Ty Wi-Fi 2.4I'Ty TCP/IP | Firewall AOMWHUCTPUpPOBaHWE UsB
HacTpoiika LAN HacTtpounka LAN-uHTepceunca =
HacTtpoiika WAN 3Ta cTpaHWLa NpedHa3HaYeHa ANA HaCcTPOiK napameTpoB JlokankHoit BelyncnuTensHoi CeTw,

. noakndeHHoR K LAN-noptam poyTepa. 30eCk MOXHO M3MEHUTL IP-anpec, Macky NoOACETH, HACTPORKA
HacTpoiika DHCP u npouee.

MapupyTU3aumumn

IP-agpec 192.168.1.1

IMacka NoaceTu: 2552552550

OCHOBHOR LUMKD3: 192.168.1.1

DHCP: Cepsep v

HauaneHwlit agpec nyna IP-

Anpecos: 192.168.1.10

KoHeuwHslit agpec nyna IP-

anpecos: 192.168.1.200

MNoka3ars cnuc ok aktweHblX DHCP-knneHToB
Bpema apenasl DHCP: 480 (1~ 10080 MUHYT)
Hactpoiika ctatmueckoro DHCP

Mma nomena: rglocal

Moaaep#ka STP: BhIKMHO4YEHO v

KnoHupoeatb MAC-agpec: 000000000000 4

CoxpaHuTs ¥ MpuMeHMTS 5

PucyHOK 5 — dnemeHTbl HaBuraumm web-koHourypaTopa
1. KHonKa cmeHbl A3bika web-uHTepdelica.
2. BepxHee ropusoHTasibHOE MEHIO BKa4OK.
3. JleBOe BEPTMKA/IbHOE MEHIO BKNALOK AN BbINOJHEHUA HACTPOEK.
4. OCHOBHOE Nosae HacTPOEeK YCTPOMCTBA, COOTBETCTBYOLW,Ee BbiIOPaHHOM BKAaAKe U3 noaa 3.
5. KHOMKM coxpaHeHUs U3MeHeHNn KoHUIypauumn 1 cbpoca A0 nocsiegHUX COXPaHEeHHbIX 3HAYEHWUN.
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3.3.2 MeHtro «nasHaa»

B meHto «[1aBHan» MOMKHO NOCMOTPETL CTaTyC YCTPOICTBA, a TaKXkKe BCexX ero MHTepdencos.

3.3.2.1 MoodmeHto «Cmamyc»

B aToM noameHto oTobparkaerca nHGopmauma 06 yCTPOMCTBE M OCHOBHbIE HACTPOWKM, TaKMe KaK:

e CucTeMHble NapameTpbl (Bpems 1 BEPCUA NPOLUNBKK);

e [lapameTpbl 6ecnpoBoAHbIX MHTEPDHENCOB;

e HacTpoiku LAN-ceTu;

e Hactpoikn WAN-nopTa.

Cratyc poyTtepa

HaCTPOWMKN.

Jrta cTpaHuua oTobpaxaeT Tekyllee COCTOAHWE YCTPOMCTBA, a TakKe HEKOTOPLIE OCHOBHbIE

Cuctema

Bpems paboTbl
Bpema cbopku
Mogent ycTpoiicTea
H/W Bepcua
MNpow3soguTens
CepHitHbliA Homep

Bepcua MO

Pexum

YacToTHLIA AMana3soH
SsiD

Kaxan

LLnchpoBaHue

BSSID

KnnenTol

Oday:4h:31m:46s

Tue Oct 22 15:40:04 +07 2019
RG-35-WZ

w7

ELTEX

VI57001732

2.0.1-b15

KoHdwmrypauuna 6ecnpoBogHoro nHtepdpeiica 1

T

5 GHz (A+N)
EltexWiFi5G

36

WPA2 Mixed
e2:d9:e3:98:3f:b1
0

Pykosodcmeo o akcriayamauuu RG-35-Wac u RG-35-WZ
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3.3.3 MeHw «Wi-Fi 2.4 I'Ty» u «Wi-Fi 5 Iy»

B meHto «Wi-Fi 2.4 TTu» 1 «Wi-Fi 5 Tu» BbINOAHAOTCS HAacTpoiKm becnpoBoaHoit Wi-Fi ceTn. HacTpoiiku
BblnonHATCA ana cet Wi-Fi Ha yactote 2.4 [Ty, mam 5 My, YcTpolicTBo nogaepKmMBaeT paboTy 04HOBPEMEHHO B
OBYX AManasoHax YyacTor.

3.3.3.1 ModmeHto « OCHOBHbIE HacmMpoUKu»

OCHOBHbIe HacTPOWKKN GecnpoBoaHoOro uHTepdenca 5y

JTa cTpaHuUa NpefHa3HadeHa Ansa HacTPORKK napameTpoe ceTi Wi-Fi

OTKNOYNATE WLAN-WHTEpeiic

OTKNHYUTE OCHOBHYH TOYKY A0CTyna

YaCTOTHIA AWANA30H: 5 GHz (A+N+AC) v

Pexum padoTsl: Ta -
[ocTeBble cem

Mma cetn (SSID): EltexWiFiaG

LvpKHa kaHana: 20MHz -

Kanan: ABTO -

ABTOMaTM4ECKMIA BbIDOP KaHana COBMECTUMbIR v

36|40 |44 48|52 |56 |60 |64|132|136|140| 149 153|157 | 161|165

L4 L4 L L4 L4 L4 L4 L4

PaspellenHble KaHans!

CKpbIBaTh MMA CETH (SSID): HeT -

BKNIO4NTE pexnm Wi-Fi Multimedia .

(WMM): Seno M

CKOPOCTh: Auto -
OrpaHu4eHre nepeaaqm: 0 MBKT/c (0:583 orpaHU4eHnit)
OrpaHu4eHne npuema: 0 MBKT/c (0:583 orpaHU4eHnit)

MakCcHManeHOE KONWUYECTEO KIMEHTOB 0

o Omkmouyume WLAN uHmepdgelic — npu yctaHoBneHHoM dnare ceTb Wi-Fi B guanasoHe 2.4 My, nam
5 Ty, BbIKAKOYEHA.

o OMKAI0YUMb OCHOBHYIO MOYKYy 0ocmyna — MpWu yCTaHOB/AEHHOM ¢iare OCHOBHasA TOYKa AOCTyna
byaeT oTKAoYeHa.

e  Yacmom~neoili Ouana3oH — No3BoJIAET BbIOpaTb pexxum paboTbl aaa becnpoBoaHoro nHtepdeiica B
COOTBETCTBMM C cepueit ctaHaapToB Wi-Fi 802.11.

Ana 2.41Tu:
— 2.4 GHz (B) — ecnu Bce 6ecnpoBoAHble KAMEHTbl noadepXusBatoT crtaHaapT 802.11b, no
AaHHOMY CTaHAAPTY MaKCMMasibHaA CKOPOCTb cocTasaseT 11 M6éut/c;
— 2.4 GHz (G) — no ctaHgapty 802.11g makcMmasibHas CKOpocTb coctasaseT 54 M6éut/c;
— 2.4 GHz (N) — no ctraHgapty 802.11n makcMmasibHas cKopocTb cocTasaseT 300 Méut/c;
— 2.4 GHz (B+G) — ecnu B ceT NpuUCyTCTBYIOT 6ecnpoBOAHbIe KAMEHTbI ¢ noagepkkoi 802.11b n
802.11g, no craHaapty 802.11g makcMmasnbHan CKOPOCTb cocTasaneT 54 Méut/c;
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— 2.4 GHz (G+N) — ecnwv B ceTv NpUCYTCTBYIOT 6€CNpPOoBOHbIE KANEHTbI C Nnoaaepkkon 802.11g u
802.11n, To MaKkcMmasbHasa ckopocTb coctasnset 300 Méut/c;

— 2.4 GHz (B+G+N) — ecnn B ceTM NPUCYTCTBYIOT HecnpoBOAHble KAMEHTbl C MNoAaepXKKou
802.11b, 802.11g 1 802.11n, To MaKkcMmanbHasa ckopocTb coctasnaet 300 Méut/c.

Ona 5 My
— 5 GHz (A) — maKkcumanbHaa CKOpocTb cocTasnsaet 54 M6éut/c;
— 5 GHz (N) — paHHbI cTaHAAPT NpeaycMaTpuMBaeT MakCMManbHY0 CKopocTb Ao 150 M6éut/c;
— 5 GHz (A+N) — ctaHaapT noageprkmsaet paboTy yctpoicts ¢ 802.11a 1 802.11n;
— 5 GHz (AC) — paHHbIM cTaHAapT NpeaycMaTpMBaeT MaKCUMasbHY CKOpOocCTb A0 433 M6éut/c;
— 5 GHz (N+AC) — cTtaHgapT noagep»kmaet paboty yctporicte ¢ 802.11n 1 802.11ac;
— 5 GHz (A+N+AC) — ctaHgapT nogaeprkmBaet paboTty ycrpoiicts ¢ 802.11a, 802.11n 1 802.11ac
C MaKCMMaNbHOM cKopocTbio 867 M6ut/c.

e Pexum pabomsi — NO3BONAET BbIOPATb B KAKOM pexkume byaeT paboTaTb paaMomMoayb:

— T/[ — peXXum TOYKM AOCTYNa;

— WDS — pexum 6ecnpoBOAHOrO MOCTa A/ COeAMHEHWMs HECKOJIbKMX To4YeK A[0cCTyna,
[ONONHUTE IbHbIE HAaCTPOMKM coaepXKaTca B NogMmeHo «becnpoBogHOM MOCT»;

— TA+WDS — pexum paboTbl 0O4HOBPEMEHHO B KayecTBe TOYKM [OCTyna M H6ecnpoBOLHOro
MOCTa;

e [ocmesble cemu — NO3BONAET HACTPOMTb A0 4-x SSID Ha KaxAbli AManasoH C Pas/MYHbIMK
HacTponKamu 6e3onacHoCTu.

e Uma cemu (SSID) — vma 6ecnpoBoAHON CETWU, UCMONbL3YETCA ANA MOAK/IOYEHUA K YCTPOMCTBY.
MakcMmanbHasa AsnHa MMeHW — 32 CMMBOJA, BBOZA, C Y4ETOM perucTpa KnasumaTypbl. [aHHbIN
“"ou o on o n

napameTp MOMKEeT COCTOATb M3 LMp, NATUHCKMX BYKB, NpobenioB, a Takke cumeonos “-“, “_ 7, “”,
“e , “#” nnpoben He MoryT CTOATb NEPBbIMM.

“ III . n
L A

, 7, “H#”, npyn aToM CMMBOAI

e [lJupuHa KaHana — LWMPUHA NOAOChI YacTOT KaHana, Ha KoTopom paboTaeT becnpoBoAHan TOYKA
[ocTyna, npuHnumaet 3HadeHuma 20, 40 Mrly Ha vacTtote 2.4 [Ty nam 20, 40, 80 Ml Ha 4vacToTe
5TTu,

e KaHan — HOMep KaHana ana pabotbl 6ecnpoBogHoit cetu. MNpu Bblbope 3HaveHUA «ABTO»
aBTOMaTUYECKM onpeaenaeTcs KaHan C HAMEHbLUMM YPOBHEM MOMEX.

o AsmomamuyecKuli 8bl60p KOHAAA — BbINAAAOWMIA CIUCOK C BO3MOMKHOCTbIO BblOpaTh pexum
aBTOMaTUYECKOro onpegeneHna KaHana:

— Cosmecmumblili — BrMtodaeTcs ¢ 1 no 11 kaHan ana 2.4 Tu, ¢ 36 no 64 KaHan ans 5 My,
— [Monb3zosamernbckuli — NpaBo BbIOOPA BKAOYAEMOro KaHana NpenocTaBAAeTcs nob30BaTesnto;
— [MonHeblli — BKNOYAOTCS BCe AOCTYMHbIE KaHanbl.

e PaspeuwleHHble KaHAsbl — BbIBOP KaHaN0B, Ha KOTOPbIX ByaeT paboTaTb TOYKa AoCTyna.

e CKkpbisams ums cemu (SSID) — npu yctaHoBNeHHOM diare ToYKa A0CTyna byaeT ckpbiTa B apupe.
MoAKNOUMTLCA K HEN MOXKHO 3apaHee 3Han eé SSID.

e Brmoyume pexcum Wi-Fi Multimedia (WMM) — npu ycTaHoBaeHHOM dnare BKAoYeHa GyHKUMA
Wi-Fi Multimedia, KoTopas no3BosisaeT oNTMMU3NPOBATL Nepesady MyJbTUMeaUAHOro TpaduKa no
b6ecnpoBoaHON cpese.

e CKopocmb — BbINaZAOLLIMIA CIMCOK, NO3BONAIOLWMI BbIOPATb 3HaUEHMEe KaHabHOM CKOPOCTY.
e OezpaHuveHue nepeda4u — NO3BOJIAET 3a4aTb OrpaHMYeHune no nepegade Tpaduka Wi-Fi knmeHtam.

e OzpaHu4veHue npuema — NO3BOJIAET 334aTb OrpaHMYeHune no npuema Tpaduka Wi-Fi KnmeHTam.

Pykosodcmeo no akcnayamayuu RG-35-Wac u RG-35-WZ 16



AELTEX

o  MaKcumanbHoe KoauvYecmeo KaueHmos — MnOo3BOAAeT 3agaTb Konmyectso Wi-Fi yCTpOﬁCTB,
KOTOpble O4HOBPEMEHHO MOTYT 6bITb NOAKNMKOYEHDbI K TOYKE O0CTyna. YT106bI CHATH orpaHun4yeHune
BbICTaBuTe 3Ha4veHue 0.

e AKMueHble coeduHeHUA — OTKPbIBAaeT B HOBOM OKHe TabauLy CO CMIUCKOM BCEX MOAK/IOYEHHbIX K
Wi-Fi ceTn KnneHTOB.

e  BrntounTb KNOHUpoBaHMe MAC — npu ycTaHOBAEHHOM ¢dnare BbINOAHAETCA KAOHUpoBaHMe MAC-
aapeca ans Tekylero nHtepdeica.

®  BrA4YUMb pexum YyHUBepcasnbHO20 nosmopumesna — NEPEBOJ, YCTPOMCTBA B pexuMm paboTbl
«penutep» (pabota B KayecTBe TOYKM [OCTYMA M KAMEHTA OAHOBPEMEHHO), YTO MNO3BOAUT
pacwmpuTb Naowaas Nokpbeitua cetn Wi-Fi:

— Wmsa cemu (SSID) dononHumenbHo20 uHMepghelica — WMA PacCLIMPEHHOrO MHTepdeinca, K
KoTopomy byayT NoAK/M0YaTLCA NOb30BaATENN;

— BkntoyeHua npogunsa becrnposodHo20 ycmpolicmea — npu yCTaHOBNEHHOM ¢daare No3BosfeT
COXPaHATb NPOPUAN NOAKNOYEHMSA K APYTMM TOYKAM AOCTYNa;

— Cnucok npoguneli — Npoduan NOAKAUEHNA K APYTMM TOYKAM AOCTYNa C COOTBETCTBYOWMMM
nmeHamu ceteit (SSID) M TMNamu wWndposaHus.

3.3.3.2 [NodmeHo «PacwupeHHbIe»

PaclunpeHHbIe HACTPOMKKN BecnpoBoaHOro MHTepdenca 5rry

[aHHble HACTPOWMKM NpefHa3HaYeHk! [INA ONbITHLIX NONL30BATENEA. He MEeHARTE 3TN HACTPORKKA, eCnv
He UMeeTe NpeacTaBNeHnaA ¢ TOM, Kakoi athdpekT OHM ACMKHLl OKa3aTh Ha paboTy TeYku gocTyna.

Mopaor (parMeHTaunu: 2346 (256-2346)
Mopor RTS: 2347 (0-2347)
WMHTepBan nocbInkk naketa

M am 100 (20-1024 Mmc)
IAPP: BrNueHO ® BeIKNHOYEHO
3aluTa Kanpoe: ® BrnwoveHo Bblknto4eHo
Arperauma: & BKMIOYEHO BhIKNHYEH:

KOpOTKMIA 3aLLMTHBIA
P . * BrNYeHo Bbikni4eHo

WHTepBan:

WLAN Partition: BrnyeHo ® BuIKNIOYEHT

STBC: * BKMIOYeHo BrlknoyeHo

LDPC: * BKNWYeHo Brlknto4eHo

TX Beamforming: * BrNYeHo BriknwyeHo

Mutilcast to Unicast: * BKMNHOYEHO BhIKNKYEHD

MOWHOCTE pagno-mogyna: *100% 80% 60% 40% 20%

Coxparurs u Mpuuervm, Jll  Orwera |

e [lopoe ¢pazmeHnmauuu (Fragment Threshold) — maKcMmanbHbI pasmep HenpepbiBHOro 610Ka
AaHHbIX ona nepefaym no 6ecnpoBofHoW ceTu. [laHHble 6onbluero pasmepa 6yayT pasbuTbl Ha
YactTn — pparmeHTMPOBaHbI; NPUHMMAET 3Ha4YeHus oT 256 go 2346.

e [lopoe RTS (RTS Threshold) — maKcMManbHbIA 3anpaliMBaembli pasmep 6/10Ka AaHHbIX ANs
nepeaaun. B texHonorum CSMA/CA naketbl RTS (request to send) nocbinatorcsa 6a3oBoit cTaHUMK 40
nepegaun peanbHbIx AaHHbIX. Mpu Hannunm ceoboaHoro okHa 6asa oTeevaeT naketom CTS (clear to
send) 1 KAMEHT oTCbiNaeT NaKkeT 3anpolleHHoro pasmepa. Yem meHblue pasmep RTS, tem 6osblie
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BEpPOATHOCTb NONY4YUTb pa3pelieHne oT 6asoBon CTaHUUKN, TeM 6bICTpee BOCCTaHaB/IMBAETCA CeTb
nocne KOﬂﬂMSVIﬁ, HO TeM MeHblle NPon3BoANTENIbHOCTb CETU B LLEZIOM. anIHVIMaET 3HayeHua ot 0
[0 2347.

MHmepsan noceinku nakema «Maak» (Beacon Interval) — nNpPoOMEXYTOK BpemMeHU mexay
cnyXebHbiMM coobueHnamm (Masikamn) B 6ecnpoBogHol ceTu. CnykebHble cooblieHns nepeaatoT
napameTpbl 4acToT, NPOTOKO/0B, 6e30MacHOCTU, MOLWLHOCTM NepeaaTyMKoB, 3adepKeKk U T.4.
MpuHMMaeT 3HadyeHunAa oT 20 go 1024.

IAPP — npotokon I|APP (Inter-Access Point Protocol) nossonsieT KaveHTam, HaxoAalWMMCcA B
POYMWHIe MaplupyTu3aTopa, B3aMMOAENCTBOBATb BHYTPWU OAHOrO CermeHTa CeTu, NoCpeacTBOM
nepenoak/ItodeHma K apyromy mapwpytmsatopy. MHbopmaumna o KaneHTe nepenaerca OT O04HOM
TOYKE AOCTyMna K APYroi U Ha eé OCHOBaHWKM OCYLLECTBASIETCA NepenoaKatodeHne KAMeHTa.

3awuma Kadpos (Protection) — 3TO crneuunanbHblit mexaHusm ana cetert 802.11b/g. BrkatoueHne
MeXaHM3Ma rapaHTUPYeT BO3MOXHOCTb paboTbl MedJ/ieHHbIX YCTPOWUCTB cTaHaapta b B cpege c
60/bWIMM KONMYECTBOM BbICOKOCKOPOCTHBIX YCTPOMCTB CTaHAapTta g. JTO AO0CTUraeTca nyTem
yBeANYEHMA BPeMeHN O6CNY>KMBaHWUA CTapblX KJAWEHTOB, 3afaHWA O HUX MEHbLUero pasmepa
OKHa RTS v cHM»KeHuA o6Lero BbICTPOAENCTBUA CETH.

Aepezayua (Aggregation) — BKNOYAET BO3MOMKHOCTb O6bEeAMHEHWA HECKONbKMX MafieHbKUX
MaKeToB ANf nepeaayn B 04HOM 60/bLLOM.

Kopomkuli 3auwyumHsili uHmepesan (Short GI) — cpeAcTBO CHUMKEHUA OWNBOK NPU B3anMoaencTeunm
pagno yCTPOMCTB — MyCTOM MPOMEXYTOK Mexay nepefaBaemMbiMU LIeCTHaAUATEPUYHBIMM
cumonamm  (0,1,...E,F). CTaHZapTHbIA ANMHHBLIA  3aWUTHbLIM  KHTepBan (Long GI) umeer
npogonxutenoHoctb 800 Hc. CumTaeTca, YTO 3@ 3TO BPEMA CUTHaA MNOJIHOCTbKO A0X0AMT A0
NPMEMHUKA C Y4ETOM BCEX 3aZeP’KeK U OTparkeHMN. Mo UCTeYeHun 3Toro MHTepBasa, nepenaeTcs
cnegyowmii cumeon. Short Gl gantca 400 He. Wcnonb3oBaHue Short Gl nosbliwaeT ob6uyo
npou3BoAuTENbHOCTL HecnpoBoAHOM ceTu npumepHo Ha 11%, HO MHOrAa BeAeT K YBENMYEHUIO
owmnboK npuema/nepegaun.

WLAN Partition — BKNOYEHMeE 3anpeTa B3aMMOAeNCTBUA 6ecnpoBOAHbIX KTUMEHTOB MeK Ay COBON.

STBC — BKatouyeHue mexaHunsma Space Time Block Coding (STBC), ucnosb3syetcs B 6ecnpoBoAHbIX
ceTax gnAa nepenavdu KOMuiA NOoTOKa AaHHbIX Yepe3 HECKOJ/IbKO aHTEHH U ANA obecneyeHuna npunema
pa3HbIX Bepcuii 6710Ka AaHHBIX B LLe/IAX NOBbILEHWA HAAEKHOCTM 0bMeHa AaHHbIMU. M3BECTHO, 4TO
pPagMOoCUIrHaN PacnpoCTpaHsAeTcs B cpede Mo AOCTAaTOYHO C/O0XKHbBIM TPAEKTOPUAM W MoABEepIKeH
BAMAHUIO OTPaXKeHUs, pedpaKkumm, pacCceMBaHMA, a TaKKe MCKaXKaeTca BO3AEWCTBMEM TEMI0BOro
LWyMa NPUEMHMKA, YTO B KOHEYHOM CYETE NPUBOAUT K TOMY, YTO OOHM KONUKU NepeaaHHOro cUrHana
MOFYT OKa3aTbCA 3HAUYMTENbHO Mlydylle ApYrux (MeHee MCKayKeHbl). ITa M36bITOYHOCTb NOBbIWAET
BEPOATHOCTb KOPPEKTHO AEKOAMPOBATb CUIHAA U3 HECKO/bKMX €ro KOMMi Ha MPUemMHOW CTOpoHe.
TexHonorusa STBC o6beguHAET Bce KONUKU NPUHATOrO 6710Ka AaHHbIX ONTUManbHbIM 06pasom Ana
W3B/IeYEHNA MAKCMMANbHOMO KOIMYECTBa MHPOPMaLMM U3 KaXKaOMN U3 HUX.

LDPC — wncnonb3oBaHMe KOPPEKTUPYIOWEro Koga C Masol NAOTHOCTbIO MPOBEPKM Ha YeTHOCTb
Low-density parity-check code (LDPC), KoTopblit no3sosseT 6osee apdPeKTMBHO 0bHapyKMBaTb U
MCMPaB/ATb BO3MOMKHbIE OLUMBKKU NpW Nepeadye curHana yepes becnpoBoaHol nHTepoelic.

TX Beamforming — TexHonorvsa, nogpasymesatolas GOpMUMpPOBaHME 3/1EKTPOMArHUTHOIO MoJA
aHTeHHbl 6a30BOM CTAHUMM B [aNbHEW 30HE B BUAE Y3KOHANpPaBAEHHOro rN1IaBHOTO JIenecTka,
OPMEHTUPOBAHHOTO B CTOPOHY abGOHEHTCKOro YCTPOMCTBA C BO3MOMKHOCTbIO W3MEHEeHUA
HanpasAEHHbIX CBOWCTB NPU U3SMEHEHWUW NOJOXKEHNA 3TOro 060pyA0BaAHUA.

Multicast to Unicast — no3sonseT nepenasaTb 6ecnpoBoAHbIM ycTpoicTBam Multicast notok B
Buae Unicast, npu ycnoBum 4to BKAtoYeHa onuya UDP2HTTP B HacTponkax WAN-uHTepdelica.

MouwHocme paduo-mooyaa — Bblbop 3HadeHna mowHoctn Wi-Fi moayna.
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3.3.3.3 MoomeHro «besonacHocmb»

Y/

HacTpowka napameTpoB 6e3onacHOCTU ANA UHTepdenca 5y

[aHHble HACTPOWKMA NO3BONAKT 2a0aTk NapaMeTpel De3onacHoCTH. Buibop TunNa Wi poBaHnA NOMOKET
NpeacTepaTTL HeCAHKUWOHWPOBAHHLIA JOCTYN K OeCNPOBCOHON CETU.

BribepuTe SSID: OcHosHaa T[ - EltexWIiFIisG -

Corparum w Tpuverurs J omuera |
MeToz npoBepku WPA2 -
NOAMMHHOCTH:
MEeToq ay TeHTHdMKALINK: Enterprise (RADIUS) ® Personal (Pre-Shared Key)
THN WK posaHua WPAZ: TKIP ¥ AES

3alMTa yNpaBnAowLmMx

.
kanpoe: BhIKMYEHOD OnuWoHANEHO ' DBA3aTENkHO

GopMaT Knoya: Koy Ge3onacHoCTU -

Knioy:

lNoka3saTtk napons
BoccTaHoBneHne napona

Boibepume SSID — BblbOp ceTH, ANA KOTOPOK ByaeT BbINONHATLCA KOHOUIYpMpoBaHMe.

Memoo npoeepku nodauHHOcCMuU — BbIGOp pexuma 6esonacHocTn 6ecnpoBoAHOM ceTH:

BolknoyeHo — wudpoBaHMe 6HecnpoBOAHOW CETU  OTCYTCTBYET, HM3KUIA  YypPOBEHb
be3onacHoCTU;

WEP — wndposaHne WEP. WEP-knto4 A0/KEH COCTOATb M3 LWECTHAAUATEPUYHbBIX LUbp U
umeTb aanHy 10 unm 26 cMmBosioB, AMBO A0MKeH BbiTb CTPoKoM (cumBonbl a-z, A-Z, 0-9,
~1@#S%"&*()_-+=)  umeTb A/ IMHY 5 uan 13 cumBoNOB;

WPA — wwndposanme WPA. [nnHa Kntova coctaBnseT oT 8 Ao 63 cumBonos. Paspeluaerca
MCNONb30BaTh TONIbKO CUMBOALI: a-Z, A-Z, 0-9, ~@#S%" &*()_-+=;:\\|/?.,<>”"" nnu npoben.
WPA2 — wundposanmne WPA2. innHa kntoya coctasnsfeT ot 8 o 63 cumsonos. Paspeluaercs
MCNONb30BaTb TOJIBKO CUMBOALI: a-z, A-Z, 0-9, ~1@#S%"&*()_-+=;:\\|/?.,<>”" wan npoben.
WnpposaHme WPA2 obnapaet ropasgo 60/1blwMm ypoBHEM 3aLLMTbI NO cpaBHeHuto ¢ WEP;
WPA-Mixed — wundposaHne WPA n WPA2. lanHa Kntova coctasnseT oT 8 Ao 63 CMMBO/IOB.
PaspeluaeTca MUCMOb30BaTb TONbKO CUMBOAbIL: a-z, A-Z, 0-9, ~1@#S%M&*()_-+=;:\\|/?.,<>""
nnu npoben.

PekomeHAgyeTcA UCNONb30BaTb pexumbl 6esonacHoctu WPA-Mixed u WPA2 KaK Haubonee
6e3onacHble.

Memood aymeHmugurkayuu — Bblbop cnocoba ayTeHTMOUKAUMKM NPU NOAKNHOYEHUN YCTPOMCTBA.
BapuaHTbl 3aBMCAT OT BbIBOPA MeTo4a NPOBEPKMU NOAJMHHOCTU:

Open System — ayTeHTUMKaALMA B PEKMME OTKPLITOMN cUCTEMbI He TpebyeT napons, obnagaert
HU3KMM YPOBHEM 3aLLNTLI;

Shared Key — ayTeHTMdMKAUMUA C MUCMOSIb30OBAHMEM OBLLErO K/KOYa K CeTM ana WwudpoBaHus
WEP;

Auto — aBTOMaTUYeCKMI BbIBOp NoaxoasLero cnocoba ayTeHTUGUKauum;
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— Enterprise (RADIUS) — npoToKo/, NpefHa3Ha4yeHHbl ana obecrnevyeHma LLEHTPaNM30BaHHOM
ayTeHTUPUKaLMM, aBTOPM3aLMM M y4eTa NoAb30BaTeNEN.
— Personal (Pre-Shared Key) — ayTeHTUdUKaLUUA C UCNOb30BaHUEM 0BLLErO NapoA K CeTU.

e Tun wugposaHus WPA/WPA2 — Bbibop Tvna wudposaHus TKIP nam AES.
Mpumeuanue: cnyxba WPS byaeT feakTMBMPOBaHa, ecin BbibpaH mMeTos NpoBepPKN NOANMHHOCTU
WPA nnu BbibpaH TMN wndposaHma TKIP.

o [lauHa Kao4a — BblI6OP ANIMHDBI KAtoya npu wudposaHnun WEP: 64-bit nam 128-bit.

o  ®opmam Kao4ya — Bblbop popmaTa Katoya wudposaHma: Hex nam ASCIl ana wudposaHua WEP, a
Take Passphrase («cekpeTHas ¢pasa») unn HEX64 (64 cumsona) ana WPA2 n WPA-Mixed.

e Koy — none ana BBoAa Katoya wndposaHMa, No KoTopomy byaeT obecneunBaTbca AOCTYN K CETU.

o 3guwuma ynpasasrouux Kaopog — BKAKOYEHMEe 3alWuMTbl ¢perimoB ynpasneHus. lNpu Bbibope
BapuMaHTa OMNUMOHANIbHO AOCTYNeH MYHKT C BKAOYEHUEM YHKUMWU X3WMPOBAHMA MO anropuTmy
SHA256.

3.3.3.4 NodmeHto «YnpasneHue docmyrnom»

B noameHio «YnpassieHne AOCTYyNnom» BbINOJHAIOTCA HacTpolhka ¢unbTpauum goctyna no Wi-Fi u MAC-
ajpecy KAuneHTa.

YnpaeneHue goctynom 5Ty

"Bensli cNUcoK” NO3BONAET NOAKNKYATLECA TOMNBKO KNWEHTaM W3 AaHHOMo cnucka. NyHKT "YEpHbIF
CNWCOK" OrpaHudYMBasT AOCTYN K TOYKE 4OCTYNA ANA KIMWUEHTOR W3 3TOMO CMNMCKA.

PeKUM KOHTPONA AOCTYNA: BhIKNH4YEHO -
MAC-aapec

KoMMEHTapHIA:

Coxpanu, u puworrs il __Omera |

CMMCOK YCTPOWCTE 4NA BLIDPAHHOMO PEXMMA KOHTPONA 4OCTYNa:

MAC-anpec KommeHTapui:

OUMCTUTL

e Pexwyum KoHMpoas dJocmyrna — TNO3BOJAET 3a4aTb OOMH U3 Tpex pPexumos pPaboTbl C
6ecnpoBoAHbIMMU YCTPONCTBAMM:

— BbIKAoYyeHo — HeT orpaHUYeHU NO NOAKIOYEHMIO YCTPOIACTB;

— bBenelli cnucok — K Wi-Fi ceTM moryT noakniounTbca TONbKO ycTpoiictea ¢ MAC-agpecamu us
CMWCKa paspeLleHHbIX;

— YepHoili cnucok — K Wi-Fi ceTm moryT noakno4atbCA BCE YCTPOWMCTBA, 3@ MCKAOYEHUEM
nepeyYncNeHHbIX B CIUCKE.

e MAC-adpec — none ans seoaa MAC-aapeca ycTpoicTea. Aapec BBOAMTCA CN/OLLHbIM TEKCTOM be3
pasgenutenein, Hanpumep a8f94b214fa0.
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o KommeHmapuli — none AnAa KoMMeHTapusi K gaHHomy MAC-agpecy. He ob6sasatenbHo ans
3anonHeHua. [na ypobctBa peKomeHAyeTcA 3anMcbiBaTb Ha3BaHME YCTPOWCTBA, ANA KOTOPOro
33aBOAMUTCA 3aNUCb B CMIUCOK.

3.3.3.5MNodmeHto «becnposodHol mocm»

B nogmeHto «becnpoBoAHOMW MOCT» MOXHO YCTaHOBUTb COEAMHEHME C APYIMMM TOYKAMM A0CTyNa Yepes
6ecnposogHoit moct WDS, ncnonbsya nx MAC-agpeca.

BecnpoBogHou moct WDS 5IMTy

BecnpoeoaHoi MocT WDS ucnonsayeTca ANA CBA3N ¢ APYTMMU TONKAMW AOCTYNA, KaK 3TO Aenaet
Ethernet. Heo6x0QMMO YCTAHOBWTE ST TOUKM OOCTYNA B OOHOM KaHane, 3agate MAC-anpec apyrux
TOUeK AOCTYNA, C KOTOPLIMW XOTWTE CBA3aTLCA, B TAbnUUe, a 3atem BKNHYUTE BecnpoBooHOA MOCT
WDS.

Brnwounte WDS
MAC-agpec
CropocTb: Auto -

KoMMeHTapHIA:

CoxpaHuTts 1 [TpuMeHnTL

TekyLMe Touk WDS:

MAC-agpec CropocTe nepegaun (Méutic) KommeHTapui:

OyHKunAa WDS moxXeT MCMo/1b30BaTbCA OTAENbHO A8 KaXA0ro AMana3oHa 4acToT.

e MAC-adpec — none gns seoaa MAC-agpeca ycTpoicTea. Agpec BBOAMTCA CNAOLWHbIM TEKCTOM 6e3
pasgenuteneit, Hanpumep: a8f94b214fa0.

e (CKOpocmb — BbINaZatoLLNI CIMCOK NO3BONAET BbIOPATb 3HAYEHNE KaHANbHOM CKOPOCTY.

o KommeHmapuli — none AnAa KoOMMeHTapus K gaHHomy MAC-agpecy. He obsasatenbHo ans
3anonHeHusa. Ona ypobctBa peKomeHAyeTcA 3anucbiBaTb HasBaHME YCTPOWMCTBA, ANA KOTOPOro
33aBOAUTCA 3aMNUCb B CMIUCOK.
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3.3.3.6 lNodmeHro «0630p cemedlin

B nogmeHio «Ob630p ceTei» MOMKHO 3anycTuTb nouck apyrux Wi-Fi ceter B 3afaHHOM YacCTOTHOM
[AMana3oHe C Lesblo onpegeneHna MMHUMA/IbHO 3arpy»KeHHOro KaHaia npu TOHKOM HAacTPOiKe CeTu.

0630p 6ecnpoBoAHbIX ceTen 5Ty

JTa cTpaHuua CoOepHWT MHCTPYMEHT ANA CKaHWPOBAaHWA BeCnpoBOAHON CeTH. 30eCh MOKHO
NMOOKMHUYKMTECA K HAWOEHHOW TOUKE JocTyna npu paboTe uHTepderca Wi-Fi B pexime KNMeHTa.
BoamoxHa ycTaHoBka ceptudoukatoe 802 1x.

331D BSSID Kanan: Pexaim  Lwdposanne Curtian,

dBm
None

3.3.3.7 lNodmeHro « WPS»
B nogmeHto « WPS» BbINoHAETCA HacTpoiKa npoTtokona WPS (Wi-Fi Protected Setup).

WPS — cTaHaapT nonyaBTOMaTMYecKoro cosaaHua becnposogHoit cetn Wi-Fi. Llenbto npotokona WPS
ABNSAETCA YNpPOLLEHME MpoLLecca HACTPOMKKM becnposoaHoli cetu. WPS aBTomaTMyYeckn 0603HaAYaeT Mms CETU U
3afaeT wudpoBaHMe ANA 3aWMTbl OT HECAHKLMOHMPOBAHHOMO A0CTYNa B CeTb, MPU 3TOM HET HeobxoauMocTH
BPYYHYIO 3343aBaTb BCE MapameTpbl.

Hactpouka sawmwénHoro Wi-Fi (WPS)

WPS (Wi-Fi Protected Setup) obecneunBaeT nerkMid n BbeaonacHeld cnocod coanaHua BecnpoBogHoOM
cet. [inA 2anycka WPS eeibepute Start unu HaxmuTe kHonky WPS Ha DoKoBOR CTOpOHE YCTpORCTRA B
TeueHUW 3-X ceryHa,

OTENHYMTE WPS

CoxpaHT, 1 MpuveHuTs

TeKylLWe HacTPoiK1 NapaMeTpos Ge3onacHoCTH:

MeTon NPOBEPKA NOANUHHOCTH: Open

UMD pOBaHHE None

®yHKUMA WPS MOKeT MCNo1b30BaThCA OTAE/bHO 41 KaXKA,0ro AManasoHa 4acToT.
Ncnonb3ysa TepmuHoiornio WPS, ycTpOCTBO MOXKET HaXOAUTLCA B ABYX COCTOAHUAX:

e Configured — Touka pgoctyna (xoTa 6bl B O4HOM AManasoHe 4acToT) CKOHdUrypupoBaHa — 3TO
3HAYMT, UTO HACTPOEHbI MMA CETU, NapamMeTpbl WNdPOBaHUA U ApyrMe napameTpbl;

e Unconfigured — Touka gocTtyna B 060Mx AManasoHax YacToT He CKOHGUIYPMpPOBaHa — 3TO 3HAYWT,
yTo BCe napametpbl Wi-Fi UMeIOT HaCTPOMKKN N0 YMONYaHMIO.
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B 3aBMCMMOCTM OT COCTOAHMA TOYKM AOCTYNa HeKoTopble GyHKLMM WPS moryT 6biTb 3a6/10KMPOBaHbI.

Omekntoyume WPS — npu BbicTaBnieHHOM ¢dnare ¢oyHKuma WPS byaeT oTkatoueHa Ha BblBpaHHOM
AnanasoHe;

3anycmums — BbinonHaeT GyHKUMKM KHonkn WPS Ha Kopnyce ycTponcTtea. MoakatoveHne KamMeHTa
NPOUCXOAUT aBTOMATUYECKM MOCNAE HaXKaTUA Ha [AaHHYI KHOMKy. [loakatoveHue KavMeHTa no
KHonke PBC BO3MOXHO Kak u3 coctoaHua «Unconfigured» (Touka goctyna He cKoHbUrypuposaHa),
Tak M m3 coctoaHua «Configured» (Touka goctyna ckoHdurypmpoBaHa). Mpu noakAOYEHUN U3
coctoaHuA «Configured» KAMEHT Noay4aeT HACTPOEHHbIE HA YCTPOMCTBE MMA CETU U MapameTpbl
wudposaHua. Mpu noaknoveHnn mn3 coctoaHma «Unconfigured» ycTpoicTBO aBTOMaTUYECKH
reHepupyeT U Ha3HAYaET KANEHTY UMSA CETU M NAapaMeTpbl WNPpPoBaHUA. ocne HaxKaTUA Ha KHOMKY
PBC ¢pyHKUMAa WPS aKTMBHaA B TEYEHME ABYX MUHYT;

OcmaHosuUMb — NPUHYAUTENBHO NpeKpawaeT NpoLecc co3gaHma HOBOro nogkatoveHma no WPS.
TaKXe npouecc npekpawaeTca aBTOMATUYECKM eC/in B TeYeHMe ABYX MWHYT He yA4anocb co34aTb
coeaMHeHuA.

3.3.3.8 MoomeHo «PacriucaHue»

B sTom MmeHlo 3agatoTca MHTepBanbl paboTbl becnpoBogHOro MHTepdelica B pas/iMyHble 4Yacbl U AHU
Hegenu. MNpu BKAOYEHHOM OYHKUMKM BecnpoBofHas ceTb byaeT HeAoCTyrnHa BO Bpems, He BXxoasuwee B
pacnucaHue. Mo ymonyaHuto GyHKUMA pacnmncaHmaA BblKAOYEHa.

PacnucaHue paboTkl 6ecnpoBoaHoro MHTepdenca
JTa cTpaHMua No3BoNWT 3afaTe pacnucadue patoTel DecnpoBodHore uHTepdenca. MNMoxanyicTa, He
3a0yALTe HACTPOWTE CUCTEMHOE BPeMA NEPE BKITUYEHWENM JaHHOW ONLUWK.

BKNKUNTE paBoTy Mo PacnMCaHW
JIETES Or Ho

oo - oo -

BockpeceHbe w — Hac. — Hac.
oo - oo -

MUH. MMH.
oo - oo -

BockpeceHse v Hac. - Hac.
oo - 0o b 4

MHH. MWH.
oo - oo -

BockpeceHse v Hac. -~ Hac.
oo - oo -

MHH. MWH.
oo - oo -

BockpeceHbe w — Hac. — Hac.
oo - oo -

MUH. MUH.
oo - oo -

BockpeceHse v Hac. - Hac.
oo - 0o -

MHH. MWH.
oo - oo -

BockpeceHse v Hac. -~ Hac.
oo - oo -

MHH. MWH.
oo - oo -

BockpeceHbe w — Hac. — Hac.
oo - oo -

MUH. MUH.

Brawoyume pabomy no pacnucaHuro — npwu BbicTaBneHHom dnare Wi-Fi cetb B BblbpaHHOM

Auvana3oHe pa60T36T B COOTBETCTBUU C YKAa3aHHbIM pacnncaHnUEM.
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3.3.4 MeHto «TCP/IP»

B aTOM MeHI0 [OoCTynHbl AnAa KoHourypuposaHua napametpbl LAN 1 WAN umHTepdelicoB ycTpoiictsa, a
TaK)Ke napameTpbl CoeaAnHEeHUN ¢ ucnoablosaHnem VLAN.

3.3.4.1 NodmeHro «Hacmpolika LAN»

B nogmeHto «Hactpoitka LAN» HaxoZATcA MapameTpbl /IOKaNbHbIX MHTepdencos ycTponctsa u DHCP-

cepsepa.

HacTtpoika LAN-MHTepcpeica

3Ta cTpaHuua npefHa3HayeHa ANA HACTPOMKKM NapameTpoe JlokansHOW BeluncnuTensHoi Cetu,
noakndeHHon K LAN-noptam poyTepa. 30ecb MOXHO U3MeHWTs IP-afpec, Macky noAceTW, HAacTPORKA
DHCP v npouee.

IP-agpec 192 16811
IMacka nogcetu: 2552552550
OCHOBHOW WNI03: 192.168.1.1
DHCP: Cepsep -
HayaneHsld agpec nyna IP-
anpecos: 192.168.1.10
KoHeyHsld agpec nyna |P-
anpecos: 192.165.1.200
lMoka3atk cnncok aktueHeIX DHCP-knneHToB
Bpewma apedasl DHCP: 4380 (1~ 10080 MHHYT)
HacTpoiika cratmieckoro DHCP
Ama nomeHa rglocal
Monpepxka STP: Boiknto4eHo -
Knoxnwpoeate MAC-agpec: 000000000000

IP-adpec — nokanbHbIN |IP-agpec ycTpoicTea. Ons NOAKAOUYEHHbIX KAMEHTOB 3TO byaeT aapec
OCHOBHOrO WAto3a. Mo ymonyaHuio 192.168.1.1.

Macka nodcemu — 3HaveHne macku LAN-cetu. Mo ymonyanumio 255.255.255.0.

OcHosHOU w03 — appec W33, Ha KOTOPbIA OTMPaBAAETCA NaKeT, Korga MaplupyT K cetu
Ha3HayeHWA NaKeTa HeM3BEeCTeH.

DHCP — BKNoYeHMe UK OTKAoYeHUe BHYTpeHHero DHCP-cepBepa ycTpoiicTBa A5 NOAKNOYEHMA
LAN-KANMEHTOB NO 3TOMY NPOTOKOAY.

HavaneHeili adpec nyna IP-adpecoe — 3HaYeHUe HavyanbHoOro IP-aapeca, HauMHasa ¢ KoToporo byayT
BblABaTbCA aApeca KIMeHTamM. Agpec A0/IKEH NOMNazaTh B AMANa3oH BbIbpaHHOM ceTu.

KoHeuHbili adpec nyna IP-adpecos — nocnegHuii IP-agpec, KOTOpbIN YCTPOMCTBO MOXKET BblAaTb
KAMeHTy. Mo ero AOCTMXKEHMWIO Ny/A cYMTaeTcA McyepnaHHbIM A0 MOMEHTa OCBOBOKAEHUA YiKe
3aHATOro agpeca. Agpec 4o/KeH NonaaaTbh B AnManasoH BbiIbpaHHOM ceTu.

Mokazame cniucok akmueHbix DHCP-KaueHmMo8 — oTobpasnTb CMUCOK NOAK/IOYEHHbIX K YCTPOUCTBY
K/IMEHTOB.

Bpemsa apeHObl DHCP — Bpems apeHAbl B MUHYTAxX MO UCTEYEHUIO KOTOPOTO KAMEHT AOMKEH Anbo
ocBoboanTb agpec, b0 NPoSNTL Ha TAKOW Ke MPOMEKYTOK.
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e Hacmpolika cmamuyeckoeo DHCP — nosBonseT 3a4aTtb cTaTuyeckue IP-agpeca NoAKNtOYEHHbIM
K/IMEHTaM.

e /Ims domeHa — nma gomeHa DHCP-cepsepa.

e [loddepicka STP — npoTokon STP HeobxoaMm Ana ycTpaHEeHUA nNeTeslb B TOMNOJIOTMU NPOU3BO/IbHOM
cetn Ethernet, B KoTopoit ecTb oguH uAn 6onee ceTeBbIX MOCTOB, CBA3AHHbIX W36bITOYHLIMU
coeanHeHnAMU (NpenaTcTByeT 06pa3oBaHUIO CeTeBbIX Konell,).

e KnoHuposams MAC-adpec — nossonseT nameHutbo MAC-agpec LAN-nopToB C 3aBOACKOro Ha
CTOPOHHMUIA.

3.3.4.2 lNoomento «Hacmpolika WAN»

B nogmeHto «Hactpoiika WAN» MoKHO cKoHbUrypupoBaTb Heckonbko WAN-nHTepdencos.

Cnucok WAN-uHTepceiicoB

Ha paHHOR cTpaHunue MOXHO ckoHdurypuposaTe WAN-UHTepdeics

Wma WAN Pesmm WAN Tun cepevca

BkiodeH WAN{ DHCP client INTERNET
BoiknioueH WAN2 —- —
BhiknioyeH WAN3 — =
BhlIKmioyeH WAN4 = —
Boikniouen WANS - ===
BrikniovueH WANGE — -
BoiknioueH WANT —- —
BhiknioyeH WANS — =

BrnouuTe npobpoc Tpadmka
IPsec

BrnouuTe npobpoc Tpadmka
PPTP

Bixntouute npobpoc Tpaduka
L2TP

Pazmep MTU: 1500 (1400-1600 GaiT)

Pasmep MTU — onpegensieT pasmep Kagpos Ethernet nepegasaembix yepes WAN-nopT.

Ons pepgaktnpoaHns WAN-nogKAloueHNA HEOOX0AMMO HaXKaTb «MI3MEHUTb».
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Hacrtpoika WAN-uHTepcpeica

Ha 370/ CTpaH1Le MOXHO HACTPOWUTL MapaMeTpbl 10CTYNa K CETH VIHTepHeT.

< Brniounts WAN ¥ Wcnonk3oBaTtk B KauecTBe ocHoBHoro WAN
Tun coeguHeHna IPoE A4
Twn cepswca INTERNET -

MpwBsiaka NopToB

LAN-nopt ¥ LAN1 ¥ LAN2 v LAN3 v LAN4

Wi-Fi 5Ty + OcHoeHan AP

Wi-Fi2.4TTy « OcHoBHana AP

BxniounTk TernpoeaHbin VLAN

VLAN ID(1 - 4094):

Knonwnposats MAC-agpec: 000000000000

Bxniounts UPNP

< Brniountb NAT

e Tun coeduHeHus — Bbl6OP NPOTOKOJIA, MO KOTOpOMY DyaeT ocyuwecTBaAaTbcA nogkatovyeHne WAN-
mHTepdelica yCTPonCTBa K CETU NpeaocTaB/ieHMsa yCayr npoBanaepa:

— IPoE — pexum pabotbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, wto3
Mo YMONYaHUIO U Apyrue napameTpbl, Heobxoammble gnsa paboTbl B ceTH, ByayT noayyeHbl OT
DHCP-cepBepa aBTOMaTUYECKMU.

— PPPoE — pexum pabotbl, npu Kotopom Ha WAN-nHTepdeice nogHnmaetca PPPoE-ceccus.

PPPOE

WMma nonbaoBaTend
MNapone

Mma cepeuca

Mma AC

Twn coequHeHuA MocTosHHOE -

Mpu Bbibope «PPPOE» ANA peAaKTMPOBAHUA CTaHYT AOCTYMHbI CAeaytoume napameTpbi:

o /ImA nonv3losamesna — WUMA NONb30BaTeNA ANA aBTopu3aumn Ha PPPoE-cepsepe;
e [laposns — naposb ANA aBTOpU3aLLUWK;

e Service Name — wmsa ycnyrmu — 3HadeHue Tara Service Name B coobuweHun PADI (none He
0653aTeNIbHO ANA 3aN0NHEHMSA);

e Tun coeduHeHuUs — No3BoONAET BblbpaTbh TMN noaknoveHua PPPoE: noctoaHHoe, no TpeboBaHuio,
BPYUYHYIO.
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IPoE

Mpwu BbibOpe IPOE coeagnHEHNA AOCTYNHO HECKO/IbKO PEXMMOB PaboThbl:

Pexum WAN Static IP hd
Static IP
STATIC_IP DHCP Client

e Static IP — pexum paboTbl, Npu KoTopom IP-agpec u Bce Heobxoammble napameTpbl HA WAN-
nHTepdelic HasHauatoTca ctatuyecku. Mpu Bbibope Tnna «Static IP» ana pefakTMpoBaHMA CTaHyT
OOCTYMHbI chegyolne napameTpbl:

IP-agpec
Macka noacetu:

OCHOBHOW LUMK3:

— IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdelica ycTpoicTBa B CETU NpoOBanaepa;
— Macka nodcemu — macKa BHelLHel noaceTy;

— OcHosHOU W03 — afApec LW03a, Ha KOTOPbIN OTNPABAAETCA NAKEeT, eCAKN A4/1A HEro He HalgeH
MapLwpyT B Tabaunue mapLipyTmsaumu.

e DHCP Client — nonyyeHune HacTpoek poytepom oT DHCP-cepBsepa.

WAN

Pexum WAN DHCP Client hd
DHCP

Mms xocTa: ELTX-RG35

— WmAa xocma — ceTeBoe UMA yCTpOﬁCTBa.

e Bridge — noakntoyeHWe poytepa B pexume «mocTa». ([Ona Toro, utobbl 6biN AOCTYNEH AaHHbIN
pexum, Heobxoammo BblbpaTb «Tun cepsuca»- OTHER (cm. TMN cepBurca HUKE))

Twn coequHeHna IPoE -
Tun cepeunca OTHER -
WAN

Peaxum WAN Bridge -
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Obuwue Hacmpoliku:

e Twun cepsuca:

— INTERNET — npepocTtasnseT 4OCTyN B UHTEPHeT.

— TR069 — 3anyckaeT TRO69-KNMEHT Ha nHTepdeiice.

— TRO69_INTERNET — npepocrtasnsetr [ocTtyn B WHTepHeET M 3anyckaeT TRO69-KAneHT Ha
nHTepdelice.

— IPTV — KoHourypupyet IPoE-coegmHeHune co ctatnvecknum IP-agpecom 0.0.0.0 n IGMP Proxy
ONA BeLaHNA NOTOKOBOIrO MyNbTUKACT-KOHTEHTa;

— OTHER — no3BonneT BbibpaThb pexkum WAN «Bridge».

e  Bkaw4yums meauposaHHsili VLAN — nossonseTt cBAsbiBaTb NopTbl B pexkume NAT mnum Bridge wm
06beanHaTb ux Bo VLAN c ncnonb3osaHnem Teros cTaHgapTa 802.1Q.

e VLAN ID — nosBosaeT Bbibpatb Homep VLAN, KOTOpbii ByAeT MCrnosib30BaTbCA Ha BbIOPAHHbIX
nopTax.

e KnoHuposame MAC-adpec — nosBonaseTr usmeHutb MAC-agpec WAN-rnopta ¢ 3aBOACKOro Ha
CTOPOHHUI, €cnn co CTOPOHbI NpoBaiaepa peannsoBaHa npoBepka MAC-agpecoB aboOHEHTCKMX
YCTPOWMCTB.

o Bknwyums UPNP — npotokon UPNnP  uncnonb3yeTca NPUNONKEHMAMU ONA aBTOMATUYECKOro
co3gaHua npasmn npobpoca TCP/UDP-nopToB, MCMO/Mb3YEMbIMU 3TUMW MPUIOKEHUAMU, Ha
BbILLIECTOALLEM MapLlipyTu3aTope. PekomeHayeTca BKAOYMTE UPnNP gna obecneyeHunsa paboTobl
cepBucos obmeHa daliiamu B ceTu.

e  Bkarwyums NAT — BKAOUYEHWE TPaHCAALMM ceTeBbiX aapecos (oTkAoveHne NAT BO3MOMKHO TONbKO
Ha He ocHoBHOM WAN).

YdaneHHslii docmyn:

B A4aHHOM NYHKTE MOXXHO HacTpouTb yaaneHHbIn aoctyn (WEB/TELNET) Ha yCTPOICTBO, a TaK¥Ke pa3peLwmnTb
PING 3anpocbl Ha WAN mHTepdeic (HacTpoiKa npaBma U3 AaHHOTO NyHKTa paboTaeT TonbKo ana IPv4).

HocTyn IP appec Macxa Mopt KommeHTapui Bribpate

MpoTokon: ICMP v
|P-appec: (0 - MoGoi)
Macka: (0 - MioGoir)
MopT:

KommeHTapuin:

[OoBaBuTb NpaBuno YaanuTk BblGpaHHble YnanuTb Bce

e [IpomoKon:

— ICMP — npu HacTpoeHHOM npaBWae YycTpolhcTBO byaeT oTeBeyaTb Ha ICMP 3anpochl,
npuxogawme Ha WAN-uHTepdelic.

— HTTP — oTKpbiBaeT goctyn K web-nHtepdeicy ycrpoiictea u3 WAN cetn no npotokony HTTP

— HTTPS — oTKpbiBaeT goctyn K web-uHtepdeiicy ycrporictea ns WAN cetu no npotokony HTTPS

— TELNET — oTKpbiBaeT gocTyn K ycTpoinctsy ns WAN cetn no npotokony TELNET

L /P-GOPEC — pas3pelwaeT BxogAaulme 3anpocbl TOZIbKO ANA onpeaeneHHoro agpeca nan Ccetu.
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Macka — macka IP-agpeca cetn

Mopm — n3meHeHWe nopTa Aoctyna K web-nntepdeicy nnm TELNET ns WAN cetu. Ona npoTokona
ICMP none He ncnonb3syeTtca.

[na npyumeHeHna npasuna HeobXoAMMO HaxaTb «[1o6aBuTb NpaBunio», a 3atem «CoxpaHuTb U MPUMEHUTLY.

Hacmpolika DNS — appeca ncnosnbsyembix DNS-cepBepoB MOXKHO Kak No/ly4nTb aBTOMATUYECKM NO
DHCP, TaK 1 yKa3aTb Bpy4HYIO.

Bkaroyume IGMP Proxy — npw BbicTaBfieHHOM diare ycTpoicTBo obpabaTbiBaeT 3anpockl IGMP,
KOTOpble HeobxoaMmbl ana pabotsl IPTV.

3.3.4.3 lNodmeHto «Hacmpolika mapuwpymusayuu»

B meHlO «HacTpolika maplipyTMsauum» YCTaHaB/AMBAIOTCA AMHAMMYECKME W CTaTUYECKME MapLUpPyTbl

YyCTpOWMCTBa.

Hactpoika MapLpyTusauum

Ha 3Toif cTpaHuue MOXHO 3aAaTk NapaMeTphl AUHAMUYECKON MapLUPYTU3aLIMK, 8 TAKKe HACTPOWTE
npaBuna CTaTUYEcKON MapLIpyTU3aLMK.

BKMIO4WTb AUHAMUHECKYID MAPLLDYTH3ALIMID

NAT: BrnioueHo Boikniodero
RIP Send: BLIKMIOEHD RIP1 RIP2
RIP Recwv: BrIknH4eHD RIP 1 RIP 2

R|PHQZ BriknioueHo Brnrouero

CoxpaHute OtmeHa

PaspewwmTe cTaTMyeckMe MapLupyTbl

|P-appec

CeTesan Macka

Lm0z

MeTpuka

WHTepdeic LAN hd
Tabnuua MaplpyTU3aumm QOcHoBHanA TaGnuua hd

Brnounts WAN Mapping

CoxpaHnTe U MpUMeHNTL OTMeHa
MNoka3saTk Tabnuuy MapLUpyTU3aLUn

AuHamuveckaa mapuipymusayus

BKAOYUMb OUHAMUYECKYIO MapWwpymu3auuio — npu BbiCTaBaeHHoM ¢nare paboTaeT ¢yHKUMA
AVHAMUYECKOM MapLIpyTM3aLmm;

NAT — 1cnonb3oBaTb NpY AUHAMUYECKON MapLIpyTU3aLLUK;

RIP Send/RIP Recv (llepedaya/lMpuem) — BbIBOP MCNONb3YEMOr0 MPOTOKOMAA AUHAMUYECKOW
mapuwpytmnsaymm RIP1 naun RIP2 gna cOOTBETCTBYHOLLErO HAaNpPaBAeHMUA;

RIPng — npwu BbiCTaBAeHHOM ¢nare BKAOYAETCA MPOTOKOA AMHAMMYECKOM MapLupyTM3aummn anA
cetu IPv6.
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Cmamuyeckasa mapwpymusayus

e Pa3spewumb cmamu4yeckue mapwpymel — TNpPWU BbICTaBI€HHOM ¢Jiare CTaTUYeCcKMe MapLupyTbl
6yayT gobasneHbl B Tabamuy mapLupyTusaumm;

e |P-adpec — appec ceTy HazHauYeHUA UM XOCTa, A0 KOTOPOM YKa3biBAETCA MapLLpPYT;

e (Cemesaa mMacka — MacKa noacetu. [lna XocTa MacKa noAcCeTM YCTAaHAB/AMBAETCA B 3HayeHue
255.255.255.255, gna noacetn — B 3aBUCMMOCTM OT €€ pasmepa;

e [llno3 —IP-aapec Wwnto3a, Yepes KOTOPbIM OCYLLLECTBAAETCA BbIXoA Ha «IP-agpecy;

L Mempuxa — 4yncnoBsol NnoKa3aTesib, 3a,u,arou.|,14ﬁ npeanovYTUTe/IbHOCTb MapuwpyTa. Yem meHble
4ncno, Tem bonee npegnovYTuTeNEH MapLlpyT,

e UHmepgpelic — Tnn BbIxoAHOro uHTepdelica ycrporictea (LAN nan WAN) yepes KoTopbln 4OCTyMNHa
LeneBas ceTb;

e Tabauya mapwpymusayuu — OTKPbIBaeT B HOBOM OKHe TeKylylo Tabauuy maplipytusaumu
YyCTpOMCTBa.

3.3.5 MeHro «Firewall»

B aTOM MeHt0 AoCTyMNHbI GYHKLMU, NO3BOAAOWME yNpaBasaTb goctynom mexay LAN u WAN nHtepdeiicamm.

3.3.5.1 MModmeHo «Punempayusa no nopmam»

®dunbTpauma nopToB No3BoaAeT 3anpeTnTb Tpadumk mexay LAN n WAN Ha 3agaHHbIX gMana3oHax nopTos.
Mcnonb3oBaHue GpubTpa MOXKET ObITb MOAE3HO 1A 3awmTbl LAN-ceTM uam orpaHmMyeHmsa goctyna.

®unsTpaums NnopToB

3anwcwy B Tabnuue npeaHasHaveHsl Ang Toro, ytobbl GnokKpoBaTe 0OMeH NakeTamu onpeneneHHoro
TUNa. Mcnone3oBaHue NogobHbIX (UNETPOB MOXET BbITe NONE3HO ANA 3alWMThl NOKANLEHOR CETH UK
orpaHu4yeHna gocrtyna.

BrkntounTs dmneTp noptoB

YEpPHbIA CNMCOK -

[wnanasoHn nopToB -
MNpoTtokon TCP/UDP -
KommeHTapmii:

[nanasoH NopToB MpoTokon KoMMeHTapui:

CoxXpaHuTb YOanuTs BeibpaHHble YOanuTe Bce OTmeHa

e Bkawo4yume uasmp nopmos — NPV BbICTaBNeHHOM dsiare ¢uAbTP BKAOYEH. Mpn BKAKOYEHUM
MOXHO BblBpPaTb TN CNMCKa:

— YépHolili crnucok — [0CTyn Yepes NopTbl, BHECEHHbIE B CMUCOK, ByAeT 3anpeLLeH.
— benwbili cnucok — pocTyn 6yneT paspelleH TOMbKO Yepes MopPTbl, BHECEHHbIe B CMWUCOK, U

3anpeuleH no BCem OCTasibHbIM.

e /luanasoH nopmoe — BBeAUTE HOMepa NopToB, TPadUK C KOTOPbIX Bbl XOTUTE 3aNpeTuTb.
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e [Ipomokosn — BbIbOp TMNa NpoToKoaa Tpadpuka TCP, UDP nam oba.
e KommeHmapuli—none gns ocTaBieHUn 3aMeToK s GUAbTPOB.
3.3.5.2 ModmeHto «Punempayus o IP»

®PyHKuMA «DunbTpauma IP» nos3sonsaeT orpaHUYMTb AOCTYN AN onpeaeneHHbix yctpoicte B WAN-ceTb
(MHTepHeT), Npu aToM pecypcbl BHYTpM LAN-ceTM ocTaroTca AOCTYMHBI.

®unwTp IP-agpecoB

3anucu B Tabnuue npegHasHadeHsl ANA Toro, Ytobel BnokMpoBats 0BMeH NakeTamu onpeneneHHoro
Tuna. MenoneksoBanwe NoaobHeIX GUNETPOR MOXET BbITk NOMNE3HO ANA 3aWMThl NOKaNsHOR CETH WNK
orpaHudeHnAa goctyna.

BrntounTts hunetp IP-agpecos

YEpHbI CNMCoK -

NokansHen IPv4-agpec

NokansHen IPvB-agpec

YnanexHol IPv4-agpec
YnanexHsbi IPvB-agpec
MpoTokon: TCP/UDP -

KommeHTapuii:

e Braw4yume ¢punemp IP-adpecos — npwu BbiCTaBAeHHOM dnare GUAbTP BKAIOYEH.
e JlokansHell IP-adpec — none BeBoAa IP-agpeca NCTOYHMKA.

e YOaneHHeoll IP-adpec — none seoAa IP-agpeca HazHaYeHUs.

e [Ipomokon — BbiboOp TMNa NpoToKona Tpadpuka TCP, UDP nnaum oba.

L KOMMEHmCIpUU — nonae gnAa oCtaBneHnAa 3aMeToK AnA d)M/'IprOB.
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3.3.5.3 lNodmeHro «Dunempayua no MAC»

B noameHto «dunbrpauma MAC» BbINONHAETCA HACTPOMKa ¢unbTpaummn goctyna no MAC-agpecy KAIMeEHTa,
nogkntoyeHHoro B oanH 13 LAN-nopTos.

dunstp MAC-agpecos

3anucu B Tabnuue npeaHasHaveHsl Ans Toro, Yytobbl GnokupoBaTe 06MeH NakeTaMmu onpeneneHHoro
TWna. MicnonbaoBaHne Nofo6HbIX (PUNLTPOB MOXET GbiTk NONE3HO ANA 3alUMThl NOKaNbHOW CeTH UNK
orpaHudeHWA goctyna.

Brntounte dhunetp MAC-agpecos
YEpHbIiA cnucok -
MAC-agpec KommeHTapui:
MAC-agpec

KommeHTapwii:

e Brawyumoe ¢punemp MAC-adpecos — npu BbicTaBneHHOM diare GuUabTP BK/OUYEH. [pU BKIOYEHUN
HY¥HO Bbl6paTh TN dUNbTPa:

— YépHobili cnucok — pocTtyn byaet 3anpelieH yctponcteam ¢ MAC-agpecamun, BHECEHHbIMU B

CMNCOK;
— benwbili cnucok — poctyn 6yaeT paspeleH TONAbKO YCTPOWCTBAaM, BHECEHHbIM B CMMUCOK, U

3anpeLLeH BCem OCTa/IbHbIM.
o MAC-adpec — BBoamuTca MAC-agpec yCTpOMCTBA, KOTOPOMY HY}KHO OFpaHMuYMUTb 4OCTYM.
o KommeHmapuli — none gna ocTaBNeHNa 3aMeToK A1a GUAbTPOB.

3.3.5.4 [NodmeHro «Punempayus rno Homepy rnPomMoKoaa»

B nogmeHio «®PunbTpauma no HOMepYy MPOTOKOAA» BbINOAHAETCA HAcTpoiKa UAbTPaUMM JOCTyna no
HOMepY NpoTOKONa.

®unLTp No HoMepy NpoToKona

3anucu B Tabnuue npeaHazHadeHsl Ana Toro, yTobel BnokuposaTs 0BMeH NakeTamu onpeaeneHHoro
Tuna. MicnonbaoBaHne NOAOOHLIX UNETPOB MOXET BBITE NONE3HO ANA 3alWThl NOKANLHON CeTH UNn
orpaHu4yeHnA gocTyna.

BxniounTe huneTp No HoMepy NpoTokona
YEpHBbIi cNUCoK -
Homep npotokona KoMmeHTapuiA:
Homep npotokona

KoMmeHTapui:

MonHeli cnucok NPOTOKONOB W MX HOMEPOB MOXHO NOCMOTPETE
30eCb

e  Bkawo4yume ¢unemp Mo HomMepy nPOMoKosad — NpU BbICTaBAeHHOM diare GUNbTP BKAtOYEH. Mpu
BKNHOYEHMM HY}KHO BblBpaTh TMN GUALTPA:
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— YépHobili cnucok — poctyn 6yaet 3anpelleH yctpoiicteam ¢ MAC-agpecamu, BHECEHHbIMU B
CNUCOK;

— benwili cnucok — poctyn byaeT paspelleH TO/bKO YCTPOWCTBAM, BHECEHHbIM B CMUCOK, U
3anpeLleH BCem OCTasibHbIM.

L Homep npomokKosia — BBOAUTCA HOMEP NPOTOKO/1a, KOTOPOMY HYKHO OrpaHN4YnTb OO0CTYynN.

L KOMMEHmGpUﬁ — nose gnAa oCrtaBaieHnAa 3aMeTOK AnA (I)MﬂprOB.

3.3.5.5 ModmeHr «[Mpobpoc nopmos»

Mpobpoc ceTeBbix NOpTOB HEObX0AMM, Koraa TCP/UDP-coeanHeHMe ¢ NOKaNbHbIM (NoAKAIOYEHHbIM K LAN-
UHTepdelicy) KOMNbIOTEPOM YCTaHABAMBAETCA U3 BHeEWHen ceTu. [JaHHOe MeHI0 HacTpoeK Mo3Bo/seT 3a4aTtb
npaBuna, paspeLlatolime NpoxoKaeHNe NakeToB U3 BHELLHEN CeTU Ha YKasaHHbIMA afpec B IOKa/IbHOW CETH, TEM
CambiM Aeflas BO3MOXHbIM yCTaHOBAEHUE coeduHeHuA. Mpobpoc NopToB rnaBHbIM 06pasom HeobxoaMm npu
MCnosb3oBaHUK torrent- n p2p-cepBucoB. [NA 3TOro B HACTPOMKax torrent- Unn p2p-KANEHTa HYXKHO NOCMOTPETb
ucnonb3yemble um TCP/UDP-nopThbl M 3a4aTb A4 3TUX MOPTOB COOTBETCTBYIOWME NpaBuaa npobpoca Ha IP-aapec
Bawero komnbtoTepa.

Mpobpoc noptoB

MNepeagpecayuna NOPTOB NO3BONAET YAaNeHHLIM KOMNbLIOTEpaM NOAKNKYATLECA K KOHKPETHOMY
KOMMBKTEPY NOKaneHOW ceTh. 3T HACTPOMKK MOTYT BbiTk NONE3HL!, ecn HeoBXoAUMO NPefoCTaB ThL
OOCTYN K NokansHomy Beb unm noyToBoMy cepeepam, Haxoasawmmca 3a wozom NAT Firewall'a. Takxke
npoBpoc NOpTOR MOXET NoTpebGoBaTeCA ANS NOMHOUEHHOW paboTel HekoTopblX P2P npunoxeHui
(Hanpumep, BitTorrent).

Bce WAN
WAN1 WANZ L) WAN3 L) WAN4 L WANS L) WANGE L WAN7 L) WANS

INokaneHeii IP-agpec

[uana3soH NokanbHbIX NOPTOB -

YnaneHHolA IP-anpec

[1anasoH BHELUHWX NOPTOB -

MpoTokon TCP/UDP -

KoMMmeHTapui:

Bbibepute Heobxogumble WAN-nogknoueHMa ANA UHAMBMAYANbHOrO CO3A4aHWA npasBuna npobpoca
NnopToB, YCTAaHOBUB PAAOM GaXKoK U Bbibepute «Bce WAN».

e JlokanbHelili IP-adpec — none BBoaa IP-aapeca NCTOYHMKA.
e /luanasoH /10KAsAbHbIX MOpmMos — BbIOOP AMana3oHa NpobpacbiBaeMbIX MOPTOB CO CTOPOHbI LAN.
e YOaneHHsll IP-adpec — none BBoAa IP-agpeca HazHauYeHUs.

e JluanasoH sHewHux nopmose — BbIOOP AmanasoHa NoptoB co cTopoHbl WAN-uHTepdelica, oH
MOXeT coBNagaTb WU OTIMYATLCA OT HOMepa NopTa Co CTOpoHbI LAN.

e [Ipomokosn — Bbl6Op TMNa NpoToKoaa Tpaduka TCP, UDP nau oba.

o KommeHmapuli — none gna octaBNeHNA 3aMeToK Ana GUAbTPOB.
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3.3.5.6 lNoomeHro «dunempayua URL»

®unbTp URL No3BONSAET OrpaHNYMTbL AOCTYN K pecypcam B MHTepHeTe no nx gomeHHbIM agpecam (URL).

®unstp URL-agpecos

®unLTp UcnonbayeTca Ana 6NoKWMpPoBKW AOCTYNA K agpecam W3 Cnucka.

BrniounTs hunerpaumio URL
YEpHbIA CNMCoK

Benbii cnvcok

URL-appec

CoxpaHuTb CoxpaHuTk U [pUMeHUTb OTmeHa

e Brawoyume gunsmpauyuro URL — npu BbicTaBNeHHOM ¢nare ¢unbTp BKAKOYEH. MMpu BKAOYEHUM
yKaxkute TMn punoTpa:

— YépHelili cnucok — pocTyn byaeT 3anpeLeH Ha CaliTbl, apeca KOTOPbIX BHECEHbI B CMUCOK;
— benwili cnucok — poctyn byaeT paspelueH No agpecam, BHECEHHbIM B CIMCOK, U 3anpeLLeH no

BCEM OCTa/IbHbIM.

e URL-adpec — BBogaTca URL-agpec pecypca, A4OCTyN K KOTOPOMY Bbl XOTUTE 3a0/10KMPOBaTh.

3.3.5.7 [MoomeHo «DMZ»

demnnutapusoBaHHan 30Ha (DMZ) no3BonseT BblAeAUTb OAHOroO KaneHta B LAN Takum obpasom, yYtobbl
BCE BXOAALLME NAKeTbl NepeHanpasBasAnCb Ha Hero. O6blMHO DMZ-XOCT coaepuT cepsucbl TMna web-cepsep,
FTP-cepsep, DNS-cepBep 1 npoune.

DMZ

BuptyansHas 3oHa DMZ no3sonseT nokassiBaTs B IHTEPHETE OAWH KOMNLIOTED Tak, YTO BCE BXOAALIME
nakeTsl ByQyT NnepeHanpaenNATLCA Ha YCTAHOBMEHHBIA KOMNbOTEp. ObbluHo DMZ-X0CT cooepxuT
YCTPOWCTEA, AOCTYMNHLIE ANA UHTEpPHET-TpaduKa, Takne Kak eeb-cepeepel, FTP-cepeepbl, DNS-
cepBepel M Npo4ue.

Brnwounte DMZ

|P-appec DMZ-xocTa:

e  Bknroyums DMZ — npwv BbicTaBneHHoOM dnare DMZ BKAtOYEH;

e |P-adpec DMZ-xocma — BBoautca IP-agpec KnneHta B LAN-ceTH, KOTOPOro HyKHO NepemecTuTb B
30Hy DMZ.
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3.3.5.8 MNoomeHro «SPI»

OnuncaHue TexHoNOrMM npmeeaeHoO Ha PUCYHKE HUNXKeE.

SPI

Texnonorua SPI (Stateful Packet Inspection - MHCNekuwWA nakeToB ¢ XpaHeHWEM COCTOAHMA) NO3BONAET
OOMOMHUTENbBHO 3aWMTUTLCA OT aTtak, BLINOMHAS NPOBEpPKY NPOXOAALLEro TpaduKa Ha KOPPeKTHOCTL
(paboTalT Ha CETEBOM, CEaHCOBOM W NPUKNagHoM ypoBHAX mogenu OSI).

¥ BrkntoumTb SPI

e  Bknro4yume SPI— npw BbicTaBneHHOM ¢nare SPI BKAtOYEH.

3.3.6 MeHro «Quality of Service (QoS)»?

TexHonorma obecneyeHns KadvecTBa o06cayxuBaHua (QoS) nossonseT pacnpeaensatb NPOMYCKHYH

CNocobHoCTb mexagy scemun KnneHTamm, nogKNHYeHHbIMU KaK K NpOBOAHbIM LAN-I'IOpTaM, TaK n no Wi-Fi.

3.3.6.1 ModmeHro «llelinuHe mpaguKka»

LWennuHr TpadmKa HEOBXOAUM ANA OrPaHUYEHUA NPONYCKHOM cnocobHoctn Ha WAN/LAN.

Wewnnuur Tpadumka

[JaHHas cTpaHuua npegHasHadyeHa ANA HAacTPOMKW NPaBWN LWelnuHra Tpaduka, NpoXodsLlero Yepes
WAN-uHTepdenc.

BKNOYMTE WeRnuHr

OrpaHuyeHre ucxofslleld CKOpocTh No MHTepdeicam
WHTepdgeinc AsTo PyuHan ycTaHoBka (kbps)

WAN
LAN1
LANZ
LAN3

LAN4

Ona aKktMBauuu wWennuHra ycrtaHoBuTe GAaXKOK «BKAOUYUTL  LLUEMMNUHIY,
aBTOMATMYECKM OrPaHUYbTE NOI0CY NPOMYCKAHWUA, UCNOAb3YA NOAA U GNaXKKKU, NPUBEAEHHbIE Ha PUCYHKE Bbille.

3 Mentro docmyniHo mosnbko nod yyemHoli 3anuceto Admin

a 3aTtemM CTaTun4yecCcKkn wnau
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3.3.6.2 NMoomeHro «MonumuKku QoS»

OnucaHne NOAMEHIO NPUBEAEHO HA PUCYHKE HUKE.

MNonutukun QoS

[aHHaA cTpaHuua NpegHasHadeHa ONA HACTPOWKK NONMTUK QoS W HacTpoiki odepenen. [ina PRIO,
MeHbLlee 3HavyeHne o6o3HavaeT GonkWWIA NpUopuTeT U HaobopoT ana WRR.

Ouepens oyepedb 1 -
Monutuka SP WFQ
Bec (1-20)

3.3.6.3 MoomeHto «Coz0aHue npasun QoS»

JaHHaA cTpaHMua NnpegHasHavyeHa A1a HaCcTPoMKKM npasua QoS.

CospaHue npaBun QoS

[aHHas cTpaHvua npegHa3HayeHa Ons HacTpoikv npasun QoS.

TaBnuua Tekywmx npasun QoS

Craryc Hazpaume Hanpaenenuwe WHTepdenc Bef;'"“ MpoTokon ;:;:55::‘, nc‘g:Tnxa Hzla::aﬂzzan Ha:a:aofguu:
»
PenakTupoBaTts BeIGpaHHOE NpaBuno
Biniounte
Haseanue npaBuna
MNpaeuna ot6opa Tpathuka:
Hanpagenexne WMcxogawmin -
WHTepdeiic WAN1 -
Bepcus IP -
MNpoTokon -

IP-agpec ucTouHUKa

MopT UCToYHUKE -
IP-agpec HasHaveHus

MopT HaaHa4eHus -
MAC-agpec MCTOYHMKE

MAC-agpec HasHaveH1s

®  BKAo4Yume — Npw BbiCTaBNeHHOM dnare GyHKUMA QOS BKAIOYEH];

e HassaHue npaeusa — NOHATHOE MMA NpaBuUaa.
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Mpasuno omb6opa mpaduka:

e HanpasneHue — BbI6OP HanpasaeHWA TpaduKa 4NA NPUOPUTU3aLMUK;

o UHmepgpelic — Bbibop WAN-mHTEepdeinca ns WAN-Tabamubl (WAN1-8);

e Bepcus IP — Bbibop Bepcun IP-npoToKona;

e [Ipomokos — BbI6OP NPOTOKO/A, ANA KOTOporo byaeTt paboTaTb NpPasuIo;

e |P-a0pec ucmo4yHUKa — 3agaeTca npu BblIbpaHHOM TUNe agpeca IP KnneHTa;

e [lopm ucmoyHuka — 3apaetca nopT TCP/UDP co ctopoHbl LAN, ans Kotoporo 6yaeTt BbINOAHATLCA
npaswuo;

e |P-a0pec Ha3Ha4eHuUs — 3agaeTca IP-agpec yctponcTea co ctopoHbl WAN ana gaHHOro npasuna;
e [lopm Ha3HavyeHus — 3apaetca nopTt TCP/UDP co ctopoHbl WAN;

e  MAC-adpec ucmoyHuka — none seoga MAC-aapeca UCTOYHMKA A4 AaHHOMO NPaBua;

e MAC-adpec HasHauyeHusa — none seoga MAC-aapeca Ha3HavyeHUs gns AaHHOro NPaBuUAa;

o Qusuyeckuli nopm — aapec dusmndeckoro nHtepdelica Ethernet;

e DSCP —meTKa 3arosioBka QoS, Mo KoTopoi 6yaeT BbINOJIHATLCA NPaBUIO;

e VLAN ID — none BBoga naeHtuomkatopa VLAN (1-4095);

e Hostname — nosie BBOAa MMEHU XOCTa.
Aelicmeusa Had mpaghukom:

e Oyepedb —MeTKa NpuopuTETa ANA NPABUAA;

e CmeHa memku DSCP (Remark DSCP) — 3ameHa meTKM B 3arosioBke QoS npu npoxoxaeHun LAN-
WAN 1 HaoboporT;

e (CmeHa memku 802.1p (Remark 802.1p) — 3ameHa MeTKM MpuopuUTETa B 3aro/I0OBKE Mpu
npoxoxaeHun LAN-WAN u HaobopoT;

e Pexcum:

— TlapaHTMpoBaTb MMUHMMA/IbHYIO CKOPOCTb;
— OrpaHu4YMBaTb MaKCMMa/bHYHO CKOPOCTb.

e Cropocmb welinuHea (exodawezo/ucxodauwezo coeduHeHus) — BeBeauTe Tpebyemoe 3HauveHue B
3aBMCUMOCTM OT BbIBPaHHOTO perkMma.

Pykosodcmeo no akcnayamayuu RG-35-Wac u RG-35-WZ 37



3.3.6.4 NMoomeHro « Wi-Fi QoS»

JaHHaA cTpaHMUa MO3BOAAET BKAYMTL M HACTPOUTb Mpuvoputmsaumnto Tpaduka Wi-Fi cetn, nytem
npuceamBaHumAa Knaccy Tpadpura DSCP KaTeropum pgoctyna EDCA 6ecnpoBogHoli ceTu.

QoS ana 6ecnpoBoAHLIX UHTEpPheACOB.

[laHHas cTpaHuLa No3BonaeT NpUceaveaTk knaccy Tpadmka DSCP kateropuio goctyna EDCA
GecnpoBogHOR CETH.

WLAN 2.4 GHz

Brmiounts QoS

DSCP EDCA

CSs0: BE (HopmankHbii) -
CS1: BK (Huakwid) -
cs2z: BK (Huzakmi) -
CS3: BE (HopmanbHbiit) -
Cs4: VI (BLICOKWIA) -
CS5: VI (Bbicokui) -
CSs6: VO (HanebicLumia) -
CST: VO (Hawebicwwit) -

e Bknwoyums QoS — npu yCTaHOBAEHHOM dnare npuoputusauma TpaduKka TOYKM adoctyna byaer
BK/IlOYEHA.

e DSCP — none B IP-nakeTe, no3sonatowee Ha3zHa4YMTb CETEBOMY TPadUKy pas3/MyHble YPOBHU
obcnymBaHua. Hamebicwnii npuopuTeT npucsamsaetca ans CS7, HaumeHbwnin gns CSO.

e EDCA (Enhanced Distributed Channel Access) nossonseT co3gatb 4 oyepean Ana nNpuopuTUsaLmnm
Tpadumka — BE (Best Effort), BK (Background), VI (Video), VO (Voice).

HacTpoiKka npuoputMsaumum BbinonHseTca nytem conocrasneHus CS (Class Selector) n EDCA.

Pykosodcmeo o akcriayamauuu RG-35-Wac u RG-35-WZ 38



HELTEX

3.3.7 MeHw «AOMUHUCMpUposaHue»

B 3TOM MeHI0 HaxoamMTcA MHpopmaLma 06 YyCTPOMCTBE, ero COCTOAHUM, a TaKKe NapameTpbl KOHPUrypaumm
1 obHoBneHua MNO.

3.3.7.1 MoomeHro «CmamucmuKa»

B aTOM NOAMEHIO HAaX04ATCA AaHHbIE O nepenaHHbIX U MPUHATbLIX NaKeTax No KaxXaomy MHTepd)ef/'lcy.

CraTtucTtuka

Ha 370l cTpaHuLe NoKa3aHsl CYETUYMKW OTNPABNEHHEIX M NPUHATLIX NakeTor ans WLAN u Ethernet-
WHTephencos.

OTnpasneHo NakeTos 18732
Wireless 1 LAN

MonyyeHo nakeTos 1901314

OTnpaBneHo NakeToB 14732
Wireless 2 LAN

Mony4eHo nakeToB 476684

OTnpasneHo nNakeTos 11780
Ethernet LAN1

Mony4eHo nakeToB 24700

OTnpasneHo NakeTos 9817
Ethernet LAN2

MonyyeHo nakeTos 0

OTnpaBneHo NakeTos 9817
Ethernet LAN3

MonyyeHo nakeTos 0

OTnpasneHo NakeTos 9817
Ethernet LAN4

MonyyeHo nakeTos 0

OTnpaBeneHo NakeToB 7168
Ethernet WAN

Mony4eHo nakeToB 23053

3.3.7.2 [MoomeHto «DDNS»

B 3TOM NOAMEHIO MOMKHO aKTMBMPOBATb YCAYry MNPeAoCTaBNeHMA MNOCTOAHHOMO [AOMEHHOTO WMMEHU
YCTPOMCTBY C AMHaMMYecknm IP-agpecom.

OuHamunyeckmn DNS

OuHamuyeckunit DNS - TexHonorua, KoTopas NpUMeHAeTCA ANA HazHaYeHWs NOCTOAHHOM AOMEHHOIo
MMEHH YCTPORCTBY ¢ AWHaMWueckum IP-agpecom.

Brniouute DONS
MocTaBLMK yenyr: DynDNS -
[omeHHoE UMS:
TNorur/email:

Maponk/knioy;

e [locmaswuK ycaye — BbIbop nocTaswuKa ycayrn DDNS;
e /lomeHHOe uMA — 34eCb YKa3blBaeTCA JOMEHHOE MMA MOCTaBLLMKA YCAYT;
e JloauH/email — 3gecb yKa3blBaeTCA IOMMH NO/Ib30BaTENA Ha CaliTe NOCTaBLLMKa YCAYru;

L nGpOflb/KﬂiO"f — 34eCb YKa3blBaeTCA NapoO/ib,
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3.3.7.3 lNodmeHio «Hacmpolika damel u epemeHu»

B saTom nogmeHio HACTpanBaeTCA AaTa U CUCTEMHOE BpemA YCTpOﬁCTBa npu nomouwn CUHXpPOHU3auunn C

NTP-cepsepom.

Hactpoika gatel u BpeMeHu

Bbl MOXETe HACTPOUTEL CMCTEMHOE BPEMS NP NMOMOLLIM CMHXPOHU3aLUMK ¢ NyBnuuHeiM NTP-cepeepom.

Tekyuwee spemsa:

2019 1 25
lon Mecau Hexb
9 38 14
Yac MwH Cex
CkonupoBaTk BPeEMS KOMMLOTepa OBHOBWTL
BuibepuTe BpeMeHHYIO 30HY: (GMT)Greenwich Mean Time: Dubtir

¥/ PaspewmTts cuHxponusaumio ¢ NTP-cepeepom

ABTOMaTU4ECKMIA nepexon Ha NeTHee BpeMA

Agpeca NTP-cepeepoB: ntp.local

Tekywee spemsa — yKasblBaeTCA 3HaYeHue TEKyLLI,e[;I AaTbl N BpemeHU. EcTb BO3MOXHOCTb BMeCTO
BBOAa CKONMPOBATb 3TU AaHHbIe U3 KOMMbIOTEPA.

BpemeHHas 30H@ — 4YacOBOW MOAC B KOTOPOM HaXOAMTCA YCTPOMCTBO. B 3aBMCMMOCTM OT 3TOrO
6yaeT BbINOHATLCA NOACTPONKA BPEMEHW.

Paspewums cuHxpoHuszauuto ¢ NTP-cepgepom — nNpuU BbiCTaBAEHHOM nare nNpPOUCXoAUT
CMHXPOHM3aLMA C CEPBEPOM TOYHOMO BPEMEHM.

Asmomamuueckuli nepexod Ha nemHee gpema —npu yCTaHOBJIEHHOM ¢nare, nepexon Ha s1eTHee
BpeMA BbINMNOJIHAETCA aBTOMATUYECKHN.

Adpec NTP-cepsepa — MOMHO BbIOpPaTb cepBep M3 NPessIoKEeHHOro CrNucKa WauM BBECTU ero
BPYYHYIO.
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3.3.7.4 ModmeHto «Hacmpotika TR-069»*

B noameHio «Hactpoiika TR-069»  BbINOAHAETCA  HAcTPOMKA  MNPOTOKO/AA  ABTOMATMYECKOro
KOHPUrypnupoBaHMa aboHeHTCKMX ycTpoicTs TR-069.

Hactponka TR-069

OTa cTpaHuua ucnone3yerca 4na HacTpoiku TR-069 CPE. 3neck MOXHO U3MEHWTE NapameTpsl
noctyna Kk ACS.

Hacrtpoiku ACS

TRO069: BhiknioueHo ® Brmoyero
Eg%ﬁg}l,} HacTpoiikn TR-069 BeixnioueHo ' BrroyeHo
URL: http:/facs-eltex.local: 9595
WMma nonesosatens acs

Maponb acsacs

BrniouuTe N epuogu-HecKkue

.
OOBELLEHNS: BeiknioyeHo BrioveHo

WHTepBan nepuogM4ecknx 3600
OMOBELLEHWNA:

3anpoc Ha nogknyeHue

Mma nonesosatens: admin
Maponk: admin
MyTb:

MopT: 7474

Ob6uwue:

TR-069 — npu ycTaHOBAEHHOM dare paspelleHa paboTa BCTPOEHHOro KAneHTa npoTokona TR-069,
WHaye — 3anpeLeHa.

Monyyames Hacmpoliku TR-069 no DHCP — npw BKAoYeHuu, TR-069 KnneHT byaeT Mcnonb3oBaTb
napametpbl, noayyeHHble B 43 onuun DHCP (nona HUXKe npu 3TOM OCTAHYTCA HEU3MEHHbIMU, HO
OyAyT UTHOPMPOBATLCA KANEHTOM)

URL — appec cepBepa aBTOKOHOUIrypupoBaHua. Agpec Heobxogumo BBOAMTL B dopmaTe
http://<address>:<port> unun https://<address>:<port> (<address> — IP-agpec uiM fomeHHOE UMHA
ACS-cepBepa, <port> — nopt cepsepa ACS, no ymonuyanuio nopt 10301). Bo BTOpom cayyae KAUEHT
6yaeT ncnonb3osaTtb 6esonacHbIn npotokon HTTPS ana o6meHa uHdopmaumeit c cepeepom ACS.

Wms nonesosamens, [laposs — Uma NONAb30BATENSA M NAPOJIb ANA AOCTYNa KAMeHTa K ACS-cepBepy.

Bkaoyume nepuodu4yeckue onoseweHuUa — nNpw ycTaHOBAEHHOM ¢are BCTPOEHHbIA KAMeHT TR-
069 ocyuwiectBinAeT nepuoanyeckuii onpoc cepsepa ACS ¢ WHTepBasioOM, paBHbIM «MHTepBany
nepuoanYeCKUX ONOBELLEHNINY, B ceKyHAaX. Llenb onpoca - 06HapyKnTb BO3MOKHblE U3MEHEHUA B
KOHUrypaumm ycTpoiicTea.

3anpoc Ha nodKaoYeHue:

Ymsa nonsvzosamens, Maponb — UmA NOAb30BaTENA M Napob AnA Aoctyna ACS-cepeepa K KAMEHTY
TR-069;

Myme — agpec MHMLUMaNMU3aunn Ana 3anpoca;

4 ModmeHro docmyrnHo mosnbKo nod yyemHoli 3anuceto Admin
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L I70pm - MCHOﬂb3y€Mblﬁ nopT AnAa Nno4KNK4YeHUA.

3.3.7.5 ModmeHo «CucmemHsbil #ypHaI»

MogmeHto «CUCTEMHBIV KypHan» npeaHasHayeHO ANA HACTPOMKM BbiBOAA PA3HOro poda OT/afo4HbIX
coobLWeHN cnuctembl B Lenax obHapyKeHua npobiem B paboTe ycTpolicTea.

CUCTEeMHLIN XypHan

Ha 3Toil CTpaHKLEe MOXHO HAacTPOWTL NapaMeTpbl BEASHWA CMCTEMHOTO JXypHana (syslog), a Takke
MPOCMOTPETEL 3aMicK B HEM.

¥/ BKNHOYWTL NOrMpoBaHue

¥/ Bce cMcTEMHBIE co0BLLEHHA
BecnpoeogHan ceTb
DoS

¥ Debug

WMcnonk3oeaTth yaaneHHbld cepsep ANA NorMpoBaHus

Anpec yganeHHoro cepeepa:

e  BKAo4YUMb 102UpPOBAHUE — NPW BbiCTaBAEHHOM daare GyHKUMA KypHana akKTUBHaA;

e Ucnonvzoseame yodasieHHbIl cepsep 041 /A102UPOBAHUS — NPU BbICTaBeHHOM daare OTNaA04HasA
MHbOpMauua byaeT OTNPaBAATLCA Ha YAANEHHbI cepBep Mo nNpoTokony syslog. Ero agpec 3apaetca
B none «IP-agpec yganeHHoro cepsepar.
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3.3.7.6 [loOmeHto « ObHO8s1eHUE NPOWIUBKU»

MogmeHto «O6HOBNeHMe [O» npeaHa3HayeHO 418  OOHOBAEHMA YNPaBAAIOWENA MWUKPOMNPOrpamMmbl
yCTpOMCTBa.

Ob6HOoBNEHME NPOLLIUBKN

Ha aToii cTpanuue mowHo o6HoBUTE cucTemHoe MO poyTepa oo Gonee Hoeol Bepoul. MoxanyicTa, He
BLIKMHOYAIATE YCTPOWCTBO B NpoLiecce 06HOBNEHWA - 3TO MOXET NPUBECTM K MOpYe NamMsaTH.

Bepcua MO: 2.1.1-b8

Bribepute dain ¢

NPOLLMBKOIA: Choose File | No file chosen

PesepBrpoBaHME NPOLLIWBKK
AxTueHasA obnacTe: 2.1.1-b8

PezepeHan obnacTe: 2.1.1-b8

OBHoBNEHWE C yoaneHHOoro cepeepa -

e Bepcus [10 — BepcusA NporpaMmmHoro obecneyeHus, ycTaHOBIEHHOTO Ha YCTPOMCTBE.

e Beibepume ¢palin c npowusKol — NpU HANNYUKN NOKANBHOTO dalina C NPOLLUMBKON MOXKHO 06HOBUTD
MO, yKkasaB nyTb K 3TOMYy daiiy U HaxKaB KHOMKY « OBHOBUTb».

Korpa ocHOBHaAa NpoLUMBKA NOBpeXAeHa, aBTOMaTUYECKM 3arpyrKaeTca pe3epBHas.

Ob6HoeneHue npowusekKu rno cemu

YCTpPONCTBO NoALepKMBAeT BO3MOMKHOCTb OOHOB/MIEHMA MPOLWMBKM MyTEM CKauMBaHMA ee M3 ceTu. B
KayecTBe UCTOYHMKA OBHOB/IEHUA MOXKET ObiTb yAaneHHbIN cepBep UAM MPAMbIe CCbIIKM Ha NPOLIUBKY B BUAE
HTTP, FTP, TFTP agpeca.

Ona o6HOBNEHMA C WCMO/Ib30BaHMEM Y[a/JieHHOro CepBepa, B BbIMN3agaloWwem Crnucke Bblbepute
«OBHOBNEHNE C yAaNeHHOro cepsepa», 3aTeM Haxkmute «[poBepuTb HanuMumne obHoBAEHMI». B cnydae, ecnu
UMeoTCA AOoCTynHble o6HoBNeHusa, byaeT oTobpaxkeHo coobluieHMe C AOCTYMHOW Bepcuel U KHOMKOM
«O6HOBUTL». [NA NPOCMOTPA CMNUCKa M3MEHEHWI, HaXMUTEe Ha MNOAYEPKHYTOe HaMMeHOBaHWEe BepcuM
nporpammHoro obecneyeHus.
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J Ona pabotbl pyHKLUM NpoBepKN 06HOBNAEHUA HEOB6X0AMMO Hannume BbixoAa B UHTepHeT.

A

OBHoBNEHWE C yOaneHHoro cepeepa -

[ara: 2019-12-16 16:12:11+06:00

MameHenus:
BHMManue, obHoBnenwe Ha penmz 2.1.1 ¢ l.x.x npoucxoguT co cOpocoM HacTpoek B fedonT.

- yOpaH pewuM "KnuenT" WiF1i (6yneT Bo3BpawmeH B clegywuWx penu3ax);

- ybpaHa noppepkka L2TP/PPTP (GymeT BO3BpalleHa B CNeOywWMX penuzax);

- ybpaHa noppepwka 3G/4G mopemoe  (OygeT BO3BpaleHa B CMefyHUWWX penu3ax)
- ybpaH wizard (GypeT BO3BpawéH B CrNegywMx penu3ax);

- yOpaHa cTpaHWMua «CWCTeMHWA ®ypHan» ONA y4ETHOM 3anMmcu «admins;

- ybpaHa nopgpepwka DLNA Ha WAC-BepCHM;

- MCMpaBneHa owWbKa C BLIKMKYEHWEM MEpPUOJMYECKMX onoBeweHWd TR-069;

- vcnpaeneda owwbka B paboTe npoTokona ARP;

- Wcnpaeneda onuua 1 DHCP;

- ucnpaeneHa pafoTa npu cMeHe MAC-agpeca Ha WAN WHTepdeice;

- 3awwdpoeaHsl naponu cwmpClient;

- onTWMW3WpoBaHa paborta IPTV;

- WCNPaBNeHo OMWCaHMe Ha cTpaHuue «00uMe nanku» B Web;

- WCNpaeneHa ownbKa NpW COXPAHEHWW appeca WhWw3a B pewuMe WAN «Static IP»;
- pobasneHa aBTOMaTWYECKan CMeHa OOMeHa B nokansHoM DNS-cepeepe;

- pobaBneHa yuyeTHad 3anuck «superadmins;

- pofasneHa nopgepxka MultiWAN;

- MopgepKaHo ynpaeneHwe Layer3Forwarding.Forwarding;

- pofasneHa BO3MOXHOCTE BeOpatTe AES wwdposBanwe ona MeToOa NpoBepkW NOOMWHHOCTH WPA;
- MCnpaBneHsl 3HauenwAa TR: Layerl[UP/Downstream]MaxBitRate;

- ucnpaeneHa ownbKa © HeQOCTYNHOCTeW Web-wHTepdeiica;

- WCMpaBnNeHa Nepe3arpy3Ka NpM KOHQUrypupoBaHuWw VAP B Bridge;

- vcnpaeneda pabota UPnP;

- vcnpaenedo otobpasedHne WLAN knwentoe B cnucke DHCP-knueHTOB;

- pofaBneH 3anpeT ynpaeneHwa pgoctynom no Telnet uepes LAN-ceTk;

- WCNpaBneHa OWwWOKa NpM W3MEHEHWM WHMPWHHE KaHana Wi-Fi uepes TR;

- M3MeHeH anropuTtM LCP-echo gna PPPoE;

- ucnpaBneHa pabora Web Ha ycTpolcTeax i0S;

- pofasneHa nopggepxka ARP-ping;

[na 3anycka npouecca 06HOBNEHMA NPOrpaMMHOro obecneyeHms, HaxkMmUTe KHONKY « OGHOBUTB Y.

He oTK/lOualTe NUTaHUE YCTPOMCTBA, He BbINOJIHANTE ero nepesarpysKy B npouecce o6HoBAEHUA

no.
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3.3.7.7 MoomeHto «CoxpaHeHue/3azpy3Ka HaACMPOeK»

B noameHio «CoxpaHeHue/3a2py3Ka HACMPOEK» BbINOJIHAETCA COXpaHeHue
KOHUrypauum.

N obBHOBNEHME TeKyLLeM

CoxpaHeHue/3arpyska HacTpoek

Ha 3Toi cTpaHuLe MOXHO COXpaHWTL TEKYLLME HACTPOMKK B dhaiin unu 3arpy3nts Ux n3 danna. Tawke
MOXHO cOpPOCUTEL TeKyLLMe HACTPOMKKU K 3aBOACKUM.

CoXpaHWTE HACTPOMKK: CKauaThb...

CKayaTb 3alndpoBaHHbIA
thain:

3arpy3uTb HacTpoMKA: Choose File | No file chosen

3aBOOCKMM: Cﬁpoc“‘n:

CoxpaHumos HacmpolKu — ANA COXPAHEHUN TEKyLLen KOHOUrypauum ycTPOMCTBA Ha JIOKaNbHbIN
KOMMbIOTEP HaXKMMTE KHOMKY «COXPaHUTb...».

Ckayamb 3awugposaHHsIll  ¢halin  — npu  ycTaHoOBAeHHOM d¢nare 6OyaeT CcKauymMBaTbCA
3aWnpPOBaAHHbIN dain.

3aepy3ums Hacmpolku — BblbOP COXPAaHEHHOro Ha JIOKaZibHOM KomnbloTepe daiina
KOHUrypaumn. Ona o6bHoBNEHWNA KOHOUIYPALMKM YCTPOMCTBA HAXKMUTE KHOMKY «BblbepuTe danny,
yKaxute daiin (B dopmate .dat) u HaxkmMuTe KHOMKY «3arpysutby. 3arpy*keHHasa KoHdurypaums
npPUMeHseTca aBToMaTMyeckn 6e3 nepesarpysku ycTpoicTea.

Cbpoc ycmpolicmea Ha 3a800ckue HacmpolKku — pna cbpoca Bcex HaCTpOeK YCTPoMcTBa Ha
CTAHZAPTHbIE 3aBOACKNE YCTAHOBKM, HAaXKMUTE KHOMKY «COpoc».
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3.3.7.8 [NlodmeHro «YnpasneHue 0ocmynom»

B noameHo «YnpasaeHue [OCTYNOM» YCTAHABAMBAIOTCA NOMMH M naponab goctyna K Web-nntepdeicy
yCTponcTBa ans AammHucTpaTopa u NMoab3oBartens.

YnpaBneHue 4ocTynom

Ha 3Toll cTpaHWLIE MOXHO HAcTPOUTL aKKayHT ANna AoCTyna K MapLipyTU3aTtopy.

Admin
Vma noneaosatens:
HoBelit napone:
MonTBeEp#aeHue napons:
User
Wmsa nonesosatens:
HoBelit napone:

MoaTBepKaeHWe Naponsa:

® /ImAa none3osamena — none gna U3MeHeHuA MMeH Nosib3oBaTens.

e Hoevlili naposas — none ANa BBOAA HOBOTO Napo/if K YyCTPOMCTBY.

o [lodmeepxodeHue naposas — none AN TMOBTOPHOrO BBOAA HOBOIO MApo/a C LEeAblo ero
noaTBepPXKAEHUA.
/' Mo ymonuaHuio gna Admin ucnonbsytotca: superadmin/password,
ana User: admin/password.

MU3meHeHMe AaHHbIX y4eTHOM 3anucn Admin nopg, ydeTHo 3anucblo User Hea0CTynHO.

[na BCTynneHWUA B CUAY HOBOM KOHQUIypauum M 3aHECEHMA HACTPOEK B 3HEProHe3aBUCUMYIO MamMATb
HakMuUTe KHOMKY «CoxXpaHWUTb M3MeHeHMa». [na OTMeHbl M3MEHEHMI MOKUHbTE CTpaHuuy 6e3 coxpaHeHus
N3MeHeHWI. 1A BOCCTAHOBAEHUA 3HAYEHNI N0 YMONYAHUIO HAXKMUTE KHOMKY «CHPOCUTL M3MEHEHUAY.

/ B uenax obecnevyeHua 6e€30nNacHOCTM NPU HACTPOIiKe YCTPOMUCTBA PEKOMEHAYETCA U3MEHUTb JI0TUH
M Naponb.
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3.3.7.9 [ModmeHto «YMHbIT Oom»®

B AaHHOM NOAMEHIO BbINOAHAETCA HaCTDOVIKa KOHTPpO/1EPA YMHOIO A0OMa.

HacTtponka Cucrembl "YMHbIM [Jom"

3Ta cTpaHMua ucnons3yeTca And M3MeHeHUs NapameTpoB cucTemMbl "YMHbIR [Jom"

¥ Brni4uTh cepsuc "YMmHbIA JomM”
Anpec nnardgopmbl smart.eltex-co.ru
Homep nopta 8070

3alMIIEHHOE COEAUHEHNE

CoxpaHuTk 1 NpUMeHUTL C6Bpoc HacTpoek "YmHoro [Joma”

Bkao4ume cepsuc «YMHbIli 0oM» — NpuW BbiCTaBieHHOM ¢nare GpyHKLMA KOHTPOANEPA KYMHOrO
[lOMa» BK/IIOYEHa;

Adpec nnamgopmbl — agpec cepsepa Eltex Smart Control (Eltex SC). Aapec Heobxoanmo BBOAUTb
B dopmarte <address>;

Homep nopma — nopt gnsa cBAsu ¢ nnatdopmoi ymHoro goma «Eltex Smart Control», no
ymonyanuto nopt 8070;

3awuweHHoe coeduHeHuUe — Npw BbiCTaBNeHHOM dJiare UCMONb3YeTCA NPOTOKOA WndpoBaHUa SSL.
Mpu Mcnonb3oBaHUM 3aLLMULLEHHOIO cCoeaMHEHUA B noae «Homep nopta:» yKaxuTe nopt 8072;

CoxpaHumb u lMpumeHuMb — ANA COXpPaHEeHMA BHECEHHbIX M3MEHEHUIN HaXKMUTE Ha KHOMKY;

Cbpoc HacmpoeK «YMHo20 0oMa» —nepe3anyck KOHTPOAEPa U YAaNeHNE BCEX NOAKAOUYEHHbIX MO
npoTokony Z-Wave ycTpoicTB.

AnbmepHamueHas Hacmpolika «YmHoz2o doma» yepes telnet

1. Bk/ounTE NUTaHME YCTPOMCTBA M MOAKNIOYMTE KOMMNbIOTEP C nomolubto Ethernet-kabena k WAN-nopty
MapLpyTusartopa.

2. OTKpoliTe AocTyn K ycTpolcTey no Telnet, ana atoro:

2.1
2.2,
2.3.
2.4,
2.5.
2.6.
2.7.

MepengmnTe B meHio «TCP/IP»;

OTKpoWTe BKNaaKy «HacTpoiika WAN»;

Pagom c WAN1 Haxkmute «M3meHnTbY;

B Bbinagatowem cnucke «MpoTokon» Bbibepute « TELNET»;

B none «MopT» BBEAUTE NOPT, MO KOTOPOMY ByAeT OCyLLEeCTBAATLCA AOCTYN K YCTPOMUCTBY;
HaxkmuTe KHOMKy «[106aBUTb NpaBuIoy;

HaxmuTte KHonKky «CoxpaHutb u NMpumeHnTbY»;

3. Mocne 3arpy3ku ycTpoicTBa ycTaHoBUTe telnet-coeguHeHWe meXay KOMMbHOTEPOM W YCTPOWMCTBOM,
ncnonbsysa WAN IP-agpec ycTpoicTBa, 10rmMH «superadmin» 1 naposb «password».

4. [lna npocMOTpPa TEKYLWMX NapaMeTpoB COeANHEHUA C NNATGOPMOI BbINOSHUTE KOMAHAY:

flash all | grep ZWAY

5. HactpoiiTe napameTpbl coeguHeEHUA ¢ NaaThopMoint:

5 Pabota ¢ cuctemMoit «YMHbIN JOM» JOCTYNHa TonbKo ana RG-35-WZ. Cuctema yMHbIN OM NPUCYTCTBYET TOIbKO B poyTepe
RG-35-WZ. MogmeHto ynpaBaeHUa yMHbIM ZLlOMOM AOCTYMHO TO/IbKO Mo, y4eTHOM 3anucbto superadmin.
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flash set
flash set
flash set
flash set

ZWAY REGISTERED [1 mmm 0] — ycTaHOBKa coenMHeHus C njatdopmoii: 1—Bxij, O—BHKI;
ZWAY CLOUD HOST [anmpec ninaTdopMel] — HacTpoMKa anpeca jaaTdopMsr;

ZWAY CLOUD PORT [mopT] — yCTaHOBKa HOMepa mnopTa miaatdopmel, no ymondanmo 8070;
ZWAY UNSECURE [0 mim 1] — BKIOUMTE MM BHKJIOUMTE mmbppoBaHme Tpadmka npu

cCoenMHeHuM C IaThopMoit.

6. [MepesarpysuTe YCTPOWCTBO MO nuTaHuto. Mocne nepesarpysknm HoOBble MapamMeTpbl BCTYMAT B CUAY U
YCTPOICTBO ByAeT roTOBO K MOHTaKy Ha o6beKTe.

Mpumep Hacmpoex:

flash set
flash set
flash set
flash set

ZWAY REGISTERED 1

ZWAY CLOUD HOST smart.eltex-co.ru
ZWAY CLOUD PORT 8070

ZWAY UNSECURE 0

3.3.7.10 lMoomeHro «llepe3zazpy3Ka»

OnuncaHue coaep>KMMOro CTpaHuLLbl NPUBEAEHO Ha PUCYHKE HUXKeE.

MNepe3arpyska

OTa cTpaHuLa NO3BONUT Nepe3arpyauTs poyTep

Bbl A€HCTBMTENEHO XOTUTE Nepe3arpyanTe poyTep?

Mepesarpyaka

3.3.7.11 lNoOmeHto «Bbixo0d»

Onuncanue coaepXXMMOTo CTpaHULUbl NpnuBeaAeHO Ha PUCYHKE HUNXKe.

Brixon

3JT1a cTpaHnua NO3BONWT BEIATK M3 YYETHOW 3anMcK

Bbl AeACTBUTENLHO XOTUTE BLIATA?

BT
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3.3.8 MeHrw «USB»

B meHto «USB HacTpoiikn» MoXKHO NpeaocTaBaaTb AOCTyn K paiinam Ha nogkntoyeHHom USB-HakonuTene
no npotokony SMB v cepsucy DLNA®,

3.3.8.1 lNodmeHro «O6bwasa uHpopmMayusa»

B aTom nogmeHto oTobparkaeTtca MHpopmauma o HocuTene: obLwmMin ob6bem NnamaTn, AocTynHoe cBobogHoe
MECTO Ha HocuTe e, 3aHATbIN 06bEM NAaMATH, a TaKXKe TMN $aliIoBOM CUCTEMDI.

O6wana nHgopmaLusa

Ha aToi cTpaHuye oToGpaxaeTcA MHAIOPMAaLKMA 0 HOCUTENE,

Fazoen OfWMA 0fber CeofogHO IMcnonez0eaHoD Wienoneaogako THn dainaeoi
% CHMCTEME
fdewisdal 3.539(5) 3.0597(5) 0.841(G) 21% fat

3.3.8.2 lNoomeHio «Hacmpolika docmyna»

B aTOM nogmeHo MOXKHO A06aBUTb M YAA/INTb YYETHbIE 3anMcyn Samba, ¢ KoTopbIx OyAeT BO3MOXKEH A0CTYN
K USB-HocuTento.

HacTpoWka noctyna

HAofasbTE HOBYHD YHETHYH 3annick Samba.

Mma nonezoeatena;
HoERA naponk:

MoATEEP¥ARHHE NAPONA:

CnWCoK yYeTHEIX 3anMcei:

Brifpate  kKmA nonezoeatend

¥4 anMTh BeIOpEHHEIE ¥0anuTe BCE CApoOCKTE WIMEHEHWA

8 DLNA docmyneH monbko Ha RG-35-WZ
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3.3.8.3 NoomeHto «Hacmpolika USB npunoxceHuli»

B 5TOM NOAMEHIO MOXHO BKAOYMTb/BbIKAOUMTL cepaucbl DLNA?, Samba.

HacTtponka USB-npunoxeHuun

JTa cTpaHMua UCNonb3yeTcH ANA BKIToYeHWA/BolkKToYeHnA DLNA, Samba w» T.40.

BrnounTs DLNA

Brknrounte Samba

3.3.8.4 MoomeHio «ObWue nanku»

B 3TOM NOAMEHIO MOXHO M3MEHMTb MpaBa AOCTYyNa K Nankam Ha BKAOYEHHOM B maplpyTtmsatop USB-

yCTpOVICTBe AnAa HeaBTOPU30BaAHHbIX nonb3oBaTenemn.

Oowme nanku

3Ta CTpaHWUa WCnonk3yetcA AnA nobasneHua/yoaneHna oBLWMxX nanok.

MyTb K Nanke:

Paznen: A
AHOHWMHBIR JocTyn: ]
Mpasa: TONLKO YTEHWE -

CrnMcor oBLux nanok:

BribpaTs MyTk Kk nanke Bnageney Mpaea

YOANUTE BblOpaHHEe YnanwTe BCe OTMeHa

e /IMmA nanku — vMA Nanku, Kotopoe 6y,u,eT OTO6pa)KaTbCF| B CeTU.

e Pa30en — NoKanbHbIV pasaesn, K KoTopomy byaeT npefocTaB/ieH gOCTyn No CeTy.

e  AHOHUMHbIlU docmyn — NPU yCTaHOBAEHHOM ¢are AOCTyn K Manke MOXKeT ObiTb ocyluecTsieH 6e3

aBTOpu3aLunn.

e [Ipasa — BbI6Op NpaB AOCTYyNa K ceTeBon nanke (ToNbKo YTeHne/YTeHne 1 3anuchb).

7 DLNA poctyneH Tonbko Ha RG-35-WZ
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TEXHUYECKAA NOAAEPXKA

Ona  nonyyeHMa TEXHUMYECKOM KOHCY/AbTauMM MO BONPOCaM 3Kchayataumm obopyaosaHuA 000
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbca B CEPBUCHDBIN LLEHTP KOMMNAHMUU:

Poccuiickan ®egepauyma ,630020, r. HoBocnbupck, ya. OKpy»kHana, gom 29B.

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHOm caiite KOMMNaHUM Bbl MOXKeTe HaWTU TEXHWYECKYH AOKYMEHTaUuMIo U NporpammHoe
obecneveHne pgna  npoaykumm OO0  «Mpeanpuatme  «I/ITEKC», obpatutbca K  6ase  3HaHWM,
NPOKOHCY/IbTUPOBATLCA Y UHXKeHepoB CepBMCHOrO LLeHTpa Ha TexHUYeckom popyme.

OduumanbHbIN caiT KomnaHuu: http://eltex-co.ru
TexHu4yecknin dopym: http://eltex-co.ru/forum

basa 3HaHuit: http://eltex-co.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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