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Bepcua AOKyMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcusa 8.0

08.2025

CuHxpoHM3auma ¢ sepcueli N0 10.4.2.1

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM
- 1.4 KOHCTPYKTMBHOE UCNOJIHEHWE

- 4.18 YypHan aBapuin, npotokon SYSLOG

Bepcua 7.9

05.2025

CuHXpoHM3auma c sepcueii M0 10.3.6.13

Bepcua 7.8

04.2025

CuHXpoHM3auma c Bepcueid M0 10.3.6.11

M3meHeHusA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM
-4.17.1 MexaHusm AAA

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG
-4.27.1 Hactpoiika QoS

Bepcua 7.7

12.2024

CuHxpoHu3aumsa ¢ sepcueli MO 10.3.6.6

M3meHeHUsA B pa3genax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEePUCTUKN

- 4.15 Hactpovika npotokona OAM

- 4.28 KoHourypauma npoTOKON0B MapLupyTU3aumm

Bepcna 7.6

09.2024

CuHXpoHM3auma c sepcueii M0 10.3.6.3
[ob6aeneHa nHdopmauma ob yctponcteax MES3400-48F, MES2420B-24D

MN3meHeHus B pasgenax:

- 1.2.4 ®yHKUMM TpeTbero yposHs ceteBon mogenm OSI
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 1.4 KOHCTPYKTMBHOE UCNONAHEHNE

- 2.2 YcTaHoBKa ycTpoictea MES3710P Ha DIN-peiiky

Bepcua 7.5

06.2024

CuHXxpoHM3aumsa ¢ sepcueli N0 10.3.6
[ob6asneHa nHdopmauma 06 yctponcteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcua 7.4

03.2024

CuHxpoHu3auua c sepcueli MO 10.3.5

M3meHeHusA B pasaenax:

- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTesolt mogenn OSI
- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

- 2.2 YcTaHoBKa ycTpoiictea MES3710P Ha DIN-peiiky

[ob6asneHbl pasaensi:
- 4.14.3.3 HactpoWika npotokona Rapid-PVST+

Bepcua 7.3

11.2023

CuHxpoHu3aumn c sepcueli MO 10.3.4
[ob6asneHa nHpopmauma o6 yctpoinctee MES2420-48P

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMNOIHEHNE

- 4.25 KoHourypauma ACL (cnnckun KOHTponsa gocTtyna)

Bepcua 7.2

06.2023

CuHXpoHM3auma c Bepcmeli N0 10.3.3.1
[ob6asneHa nHpopmauma 06 yctponicteax MES3400-24, MES3400-24F,
MES3400-48.

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN
- 1.4 KOHCTPYKTMBHOE UCMNOIHEHWE

Bepcua 7.1

06.2023

CuHxpoHu3auma c sepcueii MO 10.3.3
[ob6asneHa nHdopmauma o6 yctporicteax MES2424FB, MES3710P.

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[ob6asneHbl pasgensi:
- 4.28.3 Hactpolika npoTtokona OSPFv2
- 4.28.4 Hactpolika npoTtokona OSPFv3

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

- 4.28.5 Hactpolika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHM3aumsa ¢ Bepcueit MO 10.3.1

M3meHeHUsA B pasgenax:
- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTeBol mogenu OSI
- 1.3 OCHOBHble TEXHMYECKME XapPaKTEPUCTUKHM

[ob6asneHbl pasgensi:
- 4.28 KoHurypauma npoToKoI0B MapLUpyTU3aumm

Bepcua 6.5

11.2022

CuHXpoHM3aumsa ¢ Bepcueit MO 10.2.10
[ob6asneHa nHdopmauma o6 yctporictee MES2448P

M3meHeHusA B pasgenax:

- 1.2.6 ®dyHKUMM obecneyeHna 6e3onacHOCTH
- 1.3 OCHOBHble TeEXHNYECKME XapaKTEPUCTUKN
- 4.22 dyHKummn DHCP Relay nocpegHuKa

[ob6asneHbl pasaensi:
- 4.30.6 KomaHgpb! gna otnagku npotokona DHCP

Bepcua 6.4

10.2022

CuHXpoHM3auma c Bepcueit MO 10.2.9.4

Bepcua 6.3

08.2022

CuHXpoHM3auma c sepcueit MO 10.2.9

MN3meHeHusa B pasgenax:

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

-4.30.8 Otnagka ¢yHKummn DCS

Bepcus 6.2

06.2022

CuHXpoHM3auma c sepcueli MO 10.2.8.2
[o6asneHa nHdopmauma o6 yctporictee MES2424P.

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

-4.17.1 MexaHusm AAA

-4.21.6 Hactpolika ¢yHkummn MAC Address Notification

[ob6asneHbl pasaensi:
- 4.14.6 HacTpoiika npotokona G.8032v2 (ERPS)
-4.16.5 KoHourypauma IGMP proxy

Bepcua 6.1

11.2021

CuHxpoHu3auma ¢ sepcueit MO 10.2.7.2

M3meHeHusA B pasgenax:

- 4.18 KypHan aBapuii, npotokon SYSLOG
-4.21.8 HacTtpolika ¢yHKumm IPv6 RA Guard
-4.21.9 HacTpolika ¢yHKumm IPv6 ND Inspection

Bepcusa 6.0

10.2021

[ob6asneHa nHpopmauma 06 yctpoictee MES2411X

Bepcua 5.9

10.2021

CuHXpoHM3aumsa ¢ sepcueit MO 10.2.7

MN3meHeHus B pasgenax:

- 4.3 HacTpoiKa MaKpOKOMaHA,

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM
- 4.30.8 OTnaaka ¢yHKumm DCS

- 4.30 Pexxum oTnagKkun

[obaBneHbl pasgensl:

-4.21.7 NpoBepKa NOAANHHOCTU KNMEHTA Ha OcHOBe nopTa (cTaHaapT 802.1x)

Bepcua 5.8

07.2021

CuHxpoHu3auma ¢ sepcueii MO 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHu3auma ¢ sepcumeit MO 10.2.6

M3meHeHun B pa3genax:

-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)

- 4.12 HactpoWika IPv4-agpecaumm
- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnnckn goctyna ACL anda ynpaB/ieHUs yCTPOMCTBOM

-4.21.6 Hactpolika ¢pyHkummn MAC Address Notification

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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- 4.25 KoHourypauma ACL (cnnmckm KOHTposa gocTtyna)
-4.27.1 Hactpoiika QoS

[obaneHbl pasgensbl:
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXpoHM3aumsa ¢ Bepcueit MO 10.2.5.2

Bepcna 5.5

11.2020

CuHxpoHM3aumsa ¢ Bepcueit M0 10.2.5
[ob6asneHa nHdopmauma o6 yctporicteax MES2448 DC, MES2448B.

M3meHeHusA B pasgenax:

- 1.1 HasHayeHwue

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHN

- 1.4.1 BHeWHW BUA 1 ONMcaHWe nepeaHel NaHenu ycTpoucTs

- 1.4.2 3aaHAA 1 BePXHAA NaHENU YCTPOMICTB

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpbl Ethernet-untepdeliicos, Port-Channel n Loopback-uxrep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMmyTaLmm nHTepdericos
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.27.1 Hactpoiika QoS

- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

MN3meHeHusa B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 4.4 KomaHapl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uHTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos
-4.11 Fpynnbl arperauumm KaHanos — Link Aggregation Group (LAG)
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.14.3.1 Hactpowka npoTtokona STP, RSTP

- 4.15 HacTpoiika npotokosa OAM

- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

[ob6asneHa nHpopmauma o6 yctporictee MES3708P.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNEe XapaKTepUCTUKM

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocrtyna K ycTpoicTey
- 4.4 KomaHabl ynpasaeHUsa cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uHtep-
delicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTeppencos

-4.17.1 MexaHu3sm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca kamneHTa (IP Source Guard)

[obasneHbl pasgensi:
- 4.3 HacTpolika MakpOKOMaHzg,

Bepcua 5.2

07.2020

MN3meHeHus B pasgenax:

- 3.6.2.2 HacTpolika ctaTuyeckoro IP-agpeca, Macku nNoAceTv 1 Wwak3a no ymon-
YaHUIo

- 3.6.2.3 HacTtpotika napameTtpoBs npotokona SNMP ansa gocryna K ycTpoicTey
- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMmMyTaumn nHTepodeincos

-4.21.8 Hactpoliika ¢pyHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

- 4.18 }ypHan aBapwuit, npoTokon SYSLOG

- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca Kanenta (IP Source Guard)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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-4.27.1 Hactpoliika QoS
[ob6asneHbl pasgensi:
- MpwunoxeHue I PaclwmdpoBKa cnvcka npoueccos
Bepcua 5.1 06.2020 [ob6aeneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.
M3meHeHUsA B pasgenax:
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM
- 1.4.1 BHeWHW BUA U ONMcaHWe nepeaHel NaHenn ycTpoucTs
- 4.6.3 KomaHAabl A4NnA pe3epBMpoBaHMA KOHOUIypaumm
Bepcua 5.0 03.2020 M3meHeHusA B pa3genax:
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN
- 3.6.2.1 3apaHune napons gns nosnb3oBatena «admin» U co3gaHue HOBbIX NOJb-
30BaTenen
- 3.6.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa goctyna K ycTpoicTBy
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM
- 4.6.2 KomaHab! ana pabotol ¢ pannamm
- 4.8.2 Hactpoiika VLAN 1 pexMmoB KoMmmyTaLmu nHTepdericos
-4.17.1 MexaHusm AAA
- 4.30.4 XypHanupoBaHue OTAa404YHbIX COOBLLEHUI
[ob6asneHbl pasaensi:
- 3.4 3arpy304Hoe MeH
- MpwnoxeHue B. Ouepeaun ana npuHnmaemoro Ha CPU Tpaduka
Bepcua 4.5 12.2019 M3meHeHunA B pasaenax:
- 3.6.2 ba3oBas HacTpoiKa KommyTaTopa
- 4.8.2 Hactpoika VLAN 1 pexxMmoB KoMmmyTaLmu nHTepdericos
- 4.9 Selective Q-in-Q
-4.20.1 OnarHocTMka megHoro Kabens
-4.21.2 KoHTponb npotokona DHCP n onuma 82
Bepcus 4.4 11.2019 M3meHeHusA B pasgenax:
-4.17.5.2 HacTtpowka napameTpos npoTokona SNMP gns goctyna K ycTpomncTay
-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)
Bepcua 4.3 10.2019 M3meHeHUsA B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM
- 4.4 KomaHabl ynpasaeHUsa cucTemon
- 4.20.2 dneKkTponuTaHue no MHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)
[obasneHbl pasgensi:
- 4.2 dunbTpauma coobLEHN KOMAHAHON CTPOKM
- 4.5 KomaHZabl ANna HAacTPOMKM NapameTpoB A4 3a4aHuA naponen
- 4.6.3 KomaHabl Ans pesepsuMpoBaHuns KoHdUrypaumm
- 4.30 Pexxum oTnagKkun
Bepcusa 4.2 08.2019 M3meHeHusA B pasgenax:
- 3.6.2.3 HacTtpotika napameTtpos npotokona SNMP ansa gocryna K ycTpoicTey
- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos
-4.17.3 Npotokon TACACS+
-4.21.2 KoHTponb npotokona DHCP u onuua 82
Bepcusa 4.1 06.2019 M3meHeHusA B pasgenax:
— Storm Control gna pasanyHoro Tpaduka (broadcast, multicast, unknown
unicast)
Bepcusa 4.0 06.2019 M3meHeHUsA B pasgenax:
— HayvanbHan HacTpoiKka KommyTaTopa
— HacTpoiika napameTtpos npotokona SNMP ana goctyna K ycTponcTBy
— JneKkTponutaHue no anHuam Ethernet (PoE)
Bepcusa 3.0 03.2019 Job6asneHa nHdopmauma o6 yctpoiicteax cepum MES2408x n MES2428P.
[ob6asneHbl pasgensi:
— ABTOMaTMYeCKas HacTpoliKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)
— Selective Q-in-Q
— HacTpolika npotokona OAM
—MpoTtokon TACACS+
— D/ieKTponuTaHue no AMHuam Ethernet (PoE)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5
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—MpoTtokon UDLD
— 3awwmTa IP-agpeca knuneHTa (IP Source Guard)

Bepcua 2.0 01.2019 BTopas nybavkayus.
Bepcua 1.0 12.2018 MNepBas nybankaums.
Bepcua nporpammHoro obecneyenuna 10.4.2.1

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



COLEPHKAHUE

BBELLEHVUIE ......eeeeeiteiee ettt ettt ettt ettt e e ettt e e sttt e e st a e e s s s teeeseasaeeeeeasseeeeeassaaeesansaeeeensaeeeesteeeeensaaaeeansraeen 11
1 ONMUCAHUE UBLETTUA.....ooeii ettt ettt s ettt e e sttt e e st ee e e s sbte e e s ssbteeessabaeeessabeeeesssteeesssseeassassanassnns 12
1.1 HABHAUEHM . et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaens 12
1.2 DYHKUMM KOMMYTATOPA ceeeeeeiurrrrrereeesesiiurtrreeeesssssassssneeesssssammssseesessssssmsssssssessssssssssssseeessssnnmsssessesssees 13
1.2.1  BA3BOBDIE DYHKLMM ceeeieieeiiiiiiieeeeeieiiititeeeeeessesssateeeeeesesassssssaeeeesssssssssssnesesesessssssssnneeeesesssssssneees 13
1.2.2  OYHKUMM NPY PABOTE C MAC-GAPECAMM ......evveeeeiieeeeeiieeeeetieeeeetteeeestteeeeesstaesesstaeeesanreeaesnns 13
1.2.3  OyHKLMM BTOPOro YPOBHSA CETEBOM MOLEMN OS| ...oviiiiiiieieiiiee ettt e eree e e ieee e 14
1.2.4 OYHKUMN TPETLETO YPOBHA CETEBON MOAEM OS| ..viiiiiiiieieiiiee ettt eree e e 15
1.2.5  DOYHKUMM QOS....eiiiieiiiiiiiiiiieeeee e eretrree e e e s e e sate e e e e e e e s e sabaaeeeeeeeeesssasaaneeeeaeesssssssnneaeesessssnsenneees 16
1.2.6 OYHKUUN 0BECNEUEHUA BEIOMACHOCTM .uveeeierrieeeitieeeeetieeeeeisteeeeeisreeessisreeesasssesssssssesessssesessns 16
1.2.7 OYHKUMM YNPABAEHUA KOMMYTATOPOM ceeeieieinrrirreeeeseeeiinrnnrrereessesissesnnsesessssmnssssnessesssssmssssneees 16
1.2.8  [1ONO/THUTENIBHDIE DYHKLMM ceeeeeiiiieeiiieeeeeeeieiitnieteeeesessiasssreeseessessssssnnsesesssssnsssneessesssssnnsssnnees 18
1.3 OCHOBHbIE TEXHUYECKME XAPAKTEPUCTUKM eeeeeererirrrerreereeeeeeeeeeeeeerereeereeeeeeeeeeereseserererertsererererereaeremee 18
1.4 KOHCTPYKTUBHOE MCTIOSTHEHME ..ceeerrrrrrrreeereeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeereeeeeseetsteeeteereseetremererteeeemem.. 37
1.4.1 BHewWwHWI BUA N ONUCAHUE NEPELHEN NAHEU YCTPOMCTB c.uuvrrreerrreeeerrreeeesireeeessssreeessssneessns 38
1.4.2 334HAA N BEPXHAA NAHESIM YCTPOMCTB c.uvvrrerrrreeeesirreeesarteeeesaseeeessssseessssssessssssessssssesessssseeessnns 51
1.4.3 BOKOBDBIE MAHE/IN YCTPOMCTBA veveerrurrereesrreeesareeeesaaseeeeesaseeeesssseeessssssesssssssessssssesssssssesesssseeessnns 54
1.4.4 KoHcTpyKTUBHOE NcnosiHeHne KommyTaTopa MES3708P ........coovvviiiiiiiiii, 55
1.4.5 CBETOBAA MHAMKALMEA ccceeeeeieieeieeeeeeeeeeeeeeee et e eeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeeaaaaaaeaaaaeaeeaaeseaaaaeaaens 56
1.5 KOMIMIEKT MOCTABKM .ceeeviiiiiiiriieteittettteteeeeeeeeeeeeeteteeeteeeaeeeetetaeeetttetete......—......—........—...——rtrrmnn 58
2 YCTAHOBKA U TIOARITHOUEHUE ....co ottt ettt vee e ettt e e s saae e e e s aa e s s s ata e e s snbaeesenbeeesennnes 59
2.1 YCTAHOBKA YCTPOMCTB B CTOMKY .eeieuvreeeeeurreeeesueeesssreesessseesesssseessssssesssssssesssssssesssssssessssssseessssssensssssens 59
2.2 YctaHoBKa ycTPoNCcTBA MES3710P Ha DIN-PEIMKY ....uvvviiiieeeeiecciiieeee e e e e ecivtteee e e e e e everee e e e e e e e e snneneees 61
2.3 TTOAK/THOUEHME MUTAIOLLLEM CETU .uvrrurrrrrnrnrnrnsnsnsnsnsnsssssssssssssssssssssssssssssnsssssnsssssnsnsnsnsssnsnsnsnnnsnsnnnnnnnnnnnnn 61
2.4 YCTAHOBKA N YAANEHNE SFP-TPAHCUBEPOB ...uvuvrrueuuuenuuunuuineueeneunnannannannnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnsnnnnnnnn 62
3 HAYAJIbHAA HACTPOMKA KOMMYTATOPA. ......ovvveeeeeeeeeeeeetetetetesesesesesssssesessesesesssesesssssesssssesesesesessanans 64
3.1 TOPAUME KNMABULLM ..vvvveeeeeeeeeeueeeueueueuansnsanasasasnensasanasasnsnsnnannsnnnnnnannnnnnnnnnssnnnnsnnnnnnnsnnnnsnsnnnnnnnnnnnnnnnnnnnnnnen 64
3.2 HOCTPOMKA TEPMUHAMA ceuveeeeeeeeeiiiiieeeeeeeeeeiiteeeeeeeeseesassseeeeessesasassssesseessssssassssesseesssssasnssssnsesessessnssesnees 64
3.3 BKJIHOUEHME YCTPOMCTBA . eeeeeeeeeeiuurrrrrreeeeeesauresseeeeesaaaassseeesessssasansssessessssssmansssssseesssssmssssssnsesessessnssssnees 64
3.4 3aTPY30UHOE MEHHD ..evvvururuuururueueueueuennesanasnsseaeasanannnannsnnanannsnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnssnnnnnsnnnnnnnnnnnnnnnnnnnnnnnn 65
3.5 PeXXNUMbl PABOTHI KOMMYTATOPA . uuvrreeeeurrreeeairreeeeareeeeeaiseeeesaasessesassesassssseseesssssssessssessessssssesesssessssnsens 66
3.6 HacTpOMKa PYHKLMA KOMMYTATOPA weeeeeeereurrrrrrreeeeeeaannreereessesesssssesseesssssssnssssssesessesassssssssessssesssssssseees 68
3.6.1 ABTOMaTWuecKas HaCTpPOlKa NapaMeTpoB KommyTaTopa (Zero Touch Provisioning) ............ 68
3.6.2 Ba30Bas HACTPONKA KOMMYTATOPA cecuvvrreeriurreeesiurreeeeisreeesssssesessssssesssssesessssssessssssessssnssesssnsens 68
3.6.3 HacTpoiika NapamMeTPOB CUCTEMbI BE30MACHOCTM ..c.uuurieeeirreeeeiiieeeesireeeessreeeessnreesessseeessnnsens 70

4 YNPABJ/IEHUE YCTPOMCTBOM. MHTEP®ENC KOMAHIAHOM CTPOKM ..o 72
4.1 BA30BDIE KOMAH/IDBI vvvuuuniiieeetiutunaeeeeeeretinuiaseeesesesssunnasssesssssssnnsesseesssssmnaeeesesssesmsnnnsessessssssmnmeesseesesssnnn 72
4.2 OunbTpauma COOBLLEHNN KOMAHAHOM CTPOKM ..eeeeiurireeeerreeeeitreeeeeureeessssreeeesssreeessassesesssssseessnssesessns 73
4.3 HaCTPOMKA MAKPOKOMABHL . ..cccuvveeeearreeeearreeeeassseeeeassseesssssseesssssssssssssssesssssssssssssssessnssssesssssssessnssssessnns 74
4.4 KOMaHZAbI YNPABIEHMA CUCTEMOM ...vveeeeeurreeeeeireeeeiitseeeesisseeesssssseesssssesesssssssssssssesessassesessssssessnssssessnns 75
4.5 KomaHgbl g5 HACTPOMKM NAapaMeTPOB 417 334aHUA NAPOJSIEM cecuvreeeeeceieeeeeireeeesitieeeesiereeeesneeeeesnns 79
4.6 PABOTA C DAMMAMM....eeiiiiiiieeieiiieeeectieeeeetteeeeetteeeeetaeeeeaseeeesastseessstasesastseessstesessassssessnssseessnseseesns 80
4.6.1 ONMUCAHNE APTYMEHTOB KOMAAHL, c.ceeeeeeeeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaeas 80
4.6.2 KomaHAabl AN PABOTBI C PAMMAMU ......ueeeieeiiieeeciieeeeeieee ettt e e e ette e e eetee e e e ebee e e e ebaeeeeebaeeaeeaseas 80
4.6.3 KomaHapl ans pe3epBUPOBAHNA KOHOUTYPALMM .....euviieeeeeeeeeecnrireeeeeeeeseinsreeeeesesssssssseessesaesas 82
4.7 HaCTPONKA CUCTEMHOTO BPEMEHM ...uvvvrereeeeeeeiurrrereeeeeeesaisssesseeeesssasnsssssssesesesassssssesesssssasssssssssessesannes 82
4.8 KoHOUrypaumna MHTEPPEMNCOB M VLAN ....ccoi ittt e ettt e e e e e e e e e cnbra e e e e e e e eeennrnaaeeeeeseennnes 85
4.8.1 MapameTpbl Ethernet-uHtepoderiicos, Port-Channel n Loopback-uHtepoeiicos...................... 85
4.8.2 Hactpoitka VLAN 1 pexKMMoB KOMMYTALMUN UHTEPPEMCOB .......uuvvreeeeeeeeiecnriereeeeeeseennreeneeaaenas 88
s Y 1 =Y o 4 VI @ T Tl RPN 94
4.10 Storm Control gns pasnuyHoro Tpaduka (broadcast, multicast, unknown unicast) ...........cc.ee..... 95

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 7



HELTEX

4.11 T'pynnbl arperaumnmn kaHanos — Link Aggregation Group (LAG) .....ceveeeeciieeeecieee e eevveee e 96
4.11.1 CTaTMYECKME FPYNMbl AFPETALMM KAHAMOB ..uvuvvrvrrrerrrerererererererereresesssssssssssesssssesssssenesannneennnnnnes 98
4.11.2 MpoToKoA arperaumm KAHANOB LACP ......uuiiiiiiiiiiiiiiiiiieiiiiiiiiiereieiererarereaereeeeereraeaeaeaeaeaeaaaaaaaean.. 98

4.12 HAaCTPOMKA IPVA-QLPECALNM ...eeeeeeviieeeeiieeeeeiteeeeetteeeeetteeesetaeeesesteeessnstasesasteessassasessnssesessnssanessnnes 99

4.13 HaCTPOMKA IPVO-QLPECALIMM «..veeeeeeiieeeeiiieeesiteeessiteeeeserteesssateessssteeessssaeeesssaeessasssesesanssnessnnsseneens 101
. T8 A N T To s ye e T | oAV R PRSP 101
4.13.2 HacTPOMKM MPOTOKONA IPVB ......vveiiiiiiie ettt e see e e ee e s e e e e s s sabe e e e s areeas 101

.14 HaCTPOMKA MPOTOKOIIOB...eeeeeurrrreesurreeesasteeessasseeessssseessssssseessassseessmsssesessssseessmsssessssssesessssseessssseeess 102
4.14.1 HacTpOMKa NMPOTOKOMA ARP......oviiiiiiiiieiciiee s ceitee e seieee e ettt e e s siee e e s sbee e s ssabeee s ennbeeesssareeessnnsenas 102
4.14.2 MexaHu3am obHapyxkeHusa netenb (loopback-detection).......cccccvvevcieeecieeccee e, 104
4.14.3 CemelictBo NpoToKo0B STP (STP, RSTP, MSTP, RPVSTH) .eccuiiiiiiiecieeeie e 105
4.14.4 Hactpoika ¢oyHKumm Layer 2 Protocol TUNNEling (L2PT) ..eeecveeeeieecieeeee e 113
4.14.5 HacTpoKa MPOTOKOMA LLDP ....ooiiiiiiiiiciiee sttt ettt e s ee e s e sibe e e e s sabe e e e s nreeas 114
4.14.6 HacTtpoika npoToKona G.8032V2 (ERPS) .....ccccuiieiieciee ettt ettt e tee e aae e e 118

4.15 HacTpoiKa NPOTOKOIA OAMM.......cuiiiiiiieeieiiiiiieee e e s eeecittee e e e e s esseateaeeeeeeeesssssanneeaeessasnsssnneeeesessnnnsenns 121

O Sl oYV LR LoT=F T I VT o T=Tor- [ L < N 124
4.16.1 dyHKuMA nocpegHMKa NPoToKona IGMP (IGMP SNOOPINEG)......ccceeecvieeeeeiieeeeeiiee e 124
4.16.2 Mpasuna rpynnosoii agpecauum (multicast addressing).......ccceeeeecvveeeeecieeeccciiee e, 129
4.16.3 MLD snooping — NpPOTOKON KOHTPO/1IA MHOTOQAPECHOTO TPAadMKa B IPV6 ......ceeeevviiieeee, 130
4.16.4 DyHKUMM OrPAHNYEHUA MUILICAST-TPADUKA.....vvieieciiieeeiiee et e eetee e e e eree e e e 131
4.16.5 KOHOUMYPAUMA IGIVIP PrOXY ..evvreeeieiiiiciiiiieeee e e e ceciitte e e e e e s e saveaeeeeeessssansaanesesssessnnssnnesessesnas 132

.17 OYHKLNM YIIPABIEHMIA ..vvveeeeeeieeiirrireeeeeeeaiiiseteeeeessssssssreseessssssassssssesessssmssssssssesssssmsssssseseeessssnsnsnes 134
4.17.1 MEXAHUIM AAA L.ttt e e ettt e et e e e e e e e ettt e e e e e e e berte e e e e e e e e nrrraeeeeeeeanan 134
A 1o To ) o] o Y2 T 2V Y 1 O N 137
4.17.3 TIPOTOKO TACACSH...ceiiiiiee ettt ettt ettt e e sttt e e sttt e e st e e s s st e e s ssabee e s sabeeessnbeeesssnreeesennrenas 138
4.17.4 Cnuckn goctyna ACL g8 yNpaBAEHMA YCTPOMCTBOM ..ccuveeeeerrreeeeiieeeeesnreeeessseeesssseesesssens 139
4.17.5 HacTpOKa NPOTOKOIOB YIPABEHMSA .....uvveeeeurieeeseireeeessrteeeesseeesssseeessssseessssseesssssssessssssenes 140

4.18 KypHan aBapmi, MPOTOKOS SYSLOG ... ...uiiiiiiiiieeiiiiieeeitee ettt e e et e e e esare e e sntaeeessnsreeessnsaeeesnanaeeeeas 144

4.19 3epKaIMPOBAHNE (MOHUTOPUHT) TOPTOB ...eeerurrerreeeirreerreeeiseeesseesasaeesseesssessssseesssessssesesssessnsesessnes 146

4.20 OYHKLMN ANATHOCTUKM DUBUUECKOTO YPOBHS .eeeeurrrieerurreeeeurreeesistreeesssseesssssessssssesssnnsseessssseessns 148
4.20.1 AMNArHOCTUKA MEIHOTO KADB/ISA ..ceeieeeeiiirireeeeeeeeeiiiitreeeeeeeeeeettsreeeseeeeesasssssesesesseesssssssssesesesanns 148
4.20.2 dnekTponuTaHue No AMHUAM Ethernet (POE) .......ccccieeiiieciie ettt 149
4.20.3 TIPOTOKO UDLD ....oiiiiiiiiiieee ettt e sttt e s st e s st e s s e e s s e e e s enbeeesssnneeesennnenes 150
4.20.4 OMNArHOCTMKA ONTUYECKOTO TPAHCUBEPA vevvvrrrrrrrrrrrrernrnrsresarsrssasssssssssssssssssssssssssssssssssnsssnnssnnns 151

4.21 OYHKUMMN 0BECNEUEHUA BEIOMACHOCTM ..oeeeeeriiieeeiiieeeeireeeeeiseeeeeaseeeeesssseeesassssesassssesssssseesasssseenns 152
4.21.1 DYHKUMM 0BECNEUEHMSN 3ALUNTBI MOPTOB ..eeeeeerireeeeureeeeeerreeeeaireeeeesseeeeaasseeseessseessesssseseesnsenes 152
4.21.2 KoHTposb NPOTOKO/1a DHCP M OMUMA 82 ....eevveiiiiiiieiiieieieiiieverererereeerereeereresnsesesennnneanananannnane 153
4.21.3 DSLAM Controller SOIUtION (DCS) ....uuiii ettt eetee e e ete e e e e ra e e e e earaeas 155
4.21.4 3awmTa IP-aapeca KAMeHTa (IP Source GUArd) ......ccoeeeecuieeieeiiee et 159
4.21.5 KoHTponb NpoTokona ARP (ARP INSPECLION)......ccciiiuiiiiieiiee ettt ettt 160
4.21.6 Hactpoiika oyHKUnn MAC Address Notification .......ccccceeeieeiiiiiicciee e, 161
4.21.7 MpoBepKa NOANMHHOCTU KANEeHTa Ha ocHoBe nopTa (cTaHAaPT 802.1X) ...cceeccveeeeecrieeeennee. 163
4.21.8 HacTpoiKa GYHKLUMM IPVE RA GUAId .......eueeeeeieieeiiiieeeee ettt e et e e e e e e re e e e e e 166
4.21.9 HacTtpoiika GyHKUMM IPVE ND INSPECLION....cciiiiieiiciiie ettt e e e 168

4.22 OYHKLUMN DHCP Relay MOCPEAHMKA ..ccouvvieeieiiiieeeiitieeeciiteeeeeiteeeesitreeessataeessnnsseeesnnssesesnnsseessnnsseeenns 170

4.23 KOHOUIYPALMA DHCP-COPBEPA ..ccuvvvieeeiiieeeeiiteeeeittee e sttt e e etateeessataeeesssaeeessssseeesssssesesnssseessnsseeenns 171

4.24 KoHourypauma PPPOE Intermediate AGENt .......coccviiiiiiiii ettt e e e e s eaee e 184

4.25 KoHourypauma ACL (CUCKM KOHTPOMS LOCTYIMA) cuvvreeeeiurreeeeirrreeeeiurreeesissesessssesssssssessssssssssssssesenns 186
4.25.1 KoHPUIYpaumsa ACL Ha Ba3€ IPVA........coouiieee ettt ettt vae e e eatre e e e eatae e e e araeas 188
4.25.2 KOHPUTYPAUMA ACL HA BA3E IPVB.......ccceciieeeiiiee ettt ettt e e vte e e e eatae e e e eavae e e e areeas 189
4.25.3 KoHPUTYypaumsa ACL Ha 6238 IMAC........cccuiiieeciiee ettt ettt e e vae e s e satae e e e sarae e e earaeas 190

4.26 KOHOUIYpaLma 3aLLUMTbI OT DOS-ATAK couuviiiiiciiiieeciieieeeiteeeecireeeesitreeessataeesssnsaeeessnsseeessasaseessnsseeenns 192

4.27 KayecTBO OOCAYHRUBAHUA — QOS ....oviiiieiiiieeciiiieeeiieeeeeiteeeeetteeeesttreeesasaeeessnsseeessnsseeesnssseeesnnssseeans 193
oy A R - Tou o To 17 1L T O L PPN 193

8 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



4.28 KOHOUIypaumna NPOTOKONOB MAPLLUPYTUSALMM .eeeeeeeeeeerrrreeeeeeeeeiissseeeeeeesesaassssessesesesssssssssssesssannnes 200
4.28.1 KOHOUIYypauma CTaTUHECKON MAPLLUPYTUSALMM .evveeeerrreeeerrieeeesrteeesssseeeessseeeesssseeessssseesessns 200
4.28.2 Hactpoiika Virtual Router Redundancy Protocol (VRRP) ......ccueievieiecieeceecee e 201
4.28.3 HacTpoMKa NPOTOKONA OSPFRV2......ciiiiiiiiiieiiiee ettt ettee e s sevtee e s siae e e s sbtee e s sstaeessneeeessneaeessnns 202
4.28.4 HacTpoiKa NPOTOKONA OSPFV3.....ooii ittt ettt e e te e e e tte e e e ette e e s srte e e s snteeeesnraeaeeans 208
4.28.5 HacTPOMKA NPOTOKONA RIP....ooiiiiiiie ettt ettt e e et e e e et e e e s e bae e e s snaeaaeeans 212

4.29 O6HoBNEHWE NporpammHoro obecrnedeHmn € CePBEPA TFTP .....covciiieeciieeecceee e 215
4.29.1 O6HOBNEHWNE CUCTEMHOIO MPOrPAMMHOTO OBECTIEUEHMS ....vveeeevieeeeeiieeeeerieeeeeiteeeeeenreeeeeans 215

A.30 PEMUM OTIALKM ..eevtuuuneeeeeeeetttiiieeeseeettttunaeeseesssetsnneeeesesssssnnaaseeessssssnnnsssssssssssnnneessessssssnnsesseeessssnnen 216
4.30.1 KomaHAbl OTNAAKM ONA UHTEPPEMCOB .eeeeeuvrieeeeiieeeeeiteeeeeitieeeesiareeessssseeesssssesesssssesessassesessns 217
4.30.2 OTNAAKA VLAN Lot e ettt ree e e e e e e e et et e e e eeeeaeetaaa e eeeeeeaassannnseeesesssnnnnnsasaenns 218
4.30.3 OTNaAKA EtNEINET-08M..uuieiiiiiiiiiiiiiriiiec e eee et e e e e eeeeaabarereeeeeeeeasseseees 219
4.30.4 MypHaNMPOBAHME OTNALOUHDBIX COOOLUEHMM .....evvveeeiieeeeerieeeeeiieeeeeitteeeesesteeeeeseneesssenneeaans 220
4.30.5 KomaHAabl g5 OTNALKN QYHKUMM YIIPABIEHMS c.evveeeerrrieeerrieeeesiuteeessesteeeessseeeesssseesessssesessans 221
4.30.6 KomaHabl ana otaagkm NPOTOKONA DHCP ..., 222
4.30.7 OTNAAKA PYHKLMM PPPOE-IA ... ittt e st e e e s ebte e e e sbae e e s sbaeeessbeeeeenans 223
4.30.8 OTNAAKA PYHKLIMM DCS oottt e sttt e e ettt e e sttt e e s sbte e e e sbteeeesabteeessnbeeeessnssaeessans 223
4.30.9 OTNAAKA PYHKLIMIM QOS...cciciiiieieiiieeeciteeeeecitee e e ecttee e e ettt e e e sbteeessbteeessstaeeessteeessseeeesanssenassnns 224
4.30.10KomaHabl ana otaagKkm NPOTOKONA SNTP....cooii i, 224
4.30.11KomaHAabl ANA OTAAAKN ANPOTOKONA STP e 225
4.30.12KomaHabl ANA OTAAAKN NPOTOKONA LLDP ., 226
4.30.13KomaHabl g5 oTnagkm GYHKUMU IGIMIP SNOOPING ..ecevviieieiiieeieiieeeeeciieeeeeitee e e sveee e sveeee e 227
4.30.1407na4Ka AN POIt-ChaNNEl ....cii it e e e et e e e s e e e s sbeeeessbeeeeeeans 228
4.30.15071a4Ka |00PpbaCK-dETECHION . ......viiiiciieec e ettt e e e e e e s eraeeeeeaes 229
4.30.1601nagKa ana npoToKONAa SNMP.......oooiiii 230
4.30.17KomaHabl gna gmuarHoCTUKKU NapameTpoB TCAM ..., 230

NMPUNOMKEHUE A. KOHCONBHBIN KABESID.......ocvveveveeeeeeeecteeceeessesesesesesesessssssssss ettt sesesesessssssssssasasasanes 233
MPUNOXKEHUE b. NOOAEPHKUBAEMBIE SBHAYEHUA ETHERTYPE.....coiiiiiiiiieec ettt 234
MPUNOXKEHUE B. ONEPEAN OANA MPUHUMAEMOTO HA CPU TPADUKA ...t 235
MPUNOXKEHUE T. PACLLUM®OPOBKA CITUCKA TTPOLLECCOB ......eiiiiiiieeeiiteeeireee st et e s e s s 236
TEXHUYECKAA TTOLLEPHKKA ...ttt ettt ettt ettt e s sttt e e e s s et e e st ee e e sabaeeesaabbaeesansaaeesansraeesn 238

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 9



HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO MX BBOJA NpeaocTaBAAeT onpeaeneHHble A0MNOAHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOZAMMO 3aMEHUTb COOTBETCTBYHOLLMM CIOBOM WU/ CTPOKOW.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue ropbl Habnogaetca TEHOEHUMA K OCYLWLECTBAEHWUIO MAcCWTAbHbIX MPOEKToB Mo
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOCNOMHOM apXMTEKTYpe CeTei cnepyowero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHGOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, noapasymeBaeT Bbl6Op TaKoOW TOMNOMOMMKM CeTM, KOTOpas Mo3BOAAET IMBKO OCYLLecTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopsbl cepuit MES14xx, MES24xx, MES34xx n MES3708P moryT Mcnosb30BaTbCA Ha CETAX
KPYNHbIX NpeanpuaTUii U NpeanpuaTuii manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpomblwneHHble KommyTaTtopbl MESS34001-24, MES3708P, MES3710P npeaHasHayeHbl AnA
OpraHM3aLMn 3allm-LLEHHbIX OTKA30YCTOMUMBLIX CETEN Nnepesaym AaHHbIX Ha 06beKTax, rae Heobxoanmo
BbiNO/SIHEHWEe TpeboBaHMI NO 0b6ECcneYeHUo YCTOMYMBOCTM K BO3AEUCTBMAM pPas3NMYHOMO BUAA:
TeMnNepaTypHbIM, MEXAHUYECKUM U APYTUM.

B HacToAWeEM pPYKOBOACTBE U3/10XKEHbI HAa3HAYEHWNE, TEXHUYECKNE XapaKTEPUCTUKM, peKOMeHAALNN
MO Ha4ya/NbHOW HACTPOMKE, CUMHTAKCUC KOMaHA, ANA KOHUrypauuu, MOHUTOPWHrAa W obBHOBAEHMA
nporpammHoro obecneyeHns KommyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBa cepuit MES14xx n MES24xx ABAAOTCA ynpaBAseMbliMM KOMMYTaTOPaMM, BbIMOHAD-
MMM CBOM KOMMYTALLMOHHbIE GYHKLUMM HA KaHA/IbHOM M CETEBOM YPOBHAX moaenm OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckunx nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOmMyTaTOpbl MES2408X MMetOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2411X mMmeloT B CBOEM cocCTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 11 ontnuyeckmx noptoB TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcMBEpOB.

CeTteBble KommyTaTopbl MES2420B-24D nmetoT B cBoem cocTaBe 24 aneKTpuyeckmx nopta 2,5 Gigabit
Ethernet n 4 onTnyeckmx noprta TenGigabit Ethernet ans yctaHoBKM SFP+-TpaHcMBepoB.

CeTteBble KOMmMyTaToOpbl MES2428x MMetoT B CBOEM cocTaBe 24 aneKkTpuyeckunx noprta Gigabit Ethernet
1 4 onTnyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcnepos (Combo-nopTsl).

CeteBble KommyTaTtopbl MES2424x, MES3400-24, MES34001-24 umeroT B CBOEM cocTaBe 24
3/IeKTpMYecKmx noprta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet gna ycraHoBku SFP+-
TpaHCUBEPOB.

CeTteBble KommyTaTopbl MES2410-08DU, MES2410-08DP nmetot B cBoOEM COCTaBe 8 3/1EKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyecknx nopta TenGigabit Ethernet gns yctaHoBKkM SFP+-TpaHcMBepOB.

CeteBble KommyTaTopbl MES2424FB nmetoT B cBOEM cocTaBe 24 onTuyeckmx nopTa Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 onTudeckux nopta TenGigabit Ethernet ana ycraHoBKkM SFP+-
TpaHCMBepos.

CeTteBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM cOCTaBe
48 anekTpuyeckmx nopTtoB Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet ana ycraHoBKku SFP+-
TPaHCUBEPOB.

CeteBble KommyTaTopbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckmx nopta Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 ontudeckux nopta TenGigabit Ethernet gna ycraHoBKM SFP+-
TpaHCUBEPOB.

CeteBble kKommyTaTtopbl MES3400-48 nmetloT B CBOEM cocTaBe 48 aneKkTpuyeckmx noptos Gigabit
Ethernet n 4 onTnueckmx nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3400-48F nmetot B cBOEM cocTaBe 48 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTuyeckmx nopTta TenGigabit Ethernet gns yctaHoBKM SFP+-
TpaHCUBEPOB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocCTaBe 8 3/eKTpuyeckux noptosB Gigabit
Ethernet u 2 onTnyeckmx nopta Gigabit Ethernet gns yctaHoBku SFP-TpaHcuBepos.

CeTteBble KommyTaTopbl MES3710P mMmeloT B CBOEM cocTaBe 8 3/1eKTpuyeckux nopTtosB Gigabit
Ethernet u 4 onTnueckux nopra Gigabit Ethernet ana ycraHoBkn SFP-TpaHcrBepos.
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1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3oevie pyHKYUU

B Tabanue 1 npuseseH cnncok 6a3oBblx GYHKUMIA YCTPOMUCTB, AOCTYMNHbIX 414 agMUHUCTPUPOBAHMA.

Tabanua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
6510KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 33aJePKKaM nepesaum faHHbIX
M NoTepe NaKeToB..

Moddepxka
ce8epXx0/1UHHbIX KAOpOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh nepesady CBEPXA/AMHHBIX KagpoB, YTO MO3BONAET ne-
pefaBaTb AAHHbIE MEHBLIMM YMC/IOM MAKETOB. ITO CHUXKAET 06BEM C/yKEOHOMN UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpaB/iieHne NOTOKOM NO3BOJIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npepoTBpalleHuA nepenonHeHusa bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMMpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAeNaTb Naysy npu nepegave na-
KeTOoB.

1.2.2 ®yHKYyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuBeaeHbl GyHKUMM YCTPOWUCTB Npu paboTte ¢ MAC-aapecamu.

Tabnunua 2 — PyHKuMKM paboTbl c MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTtop cocrasaser B namatv Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cteune mexay MAC-agpecamu 1 y3namu nopToB KOMMyTaTOpa.

Pexcum obyyeHus

B oTcyTcTBME 0OYYeHMA, AaHHble, NOCTyNalwoLlmMe Ha Kakon-1mbo nopT, nepeaatoTcs
Ha BCe OCTasIbHble NOPTbI KOMMYTaTOPa. B pexkume 0by4eHMs KOMMYTATOP aHaNU3U-
pyeT Kagpbl U, onpegenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B Tabamuy mapLu-
pyTv3auunn. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN gns xocta, MAC-agpec
KOTOPOrO y»e ecTb B Tabanue, nepenaetca TONbKO Yepes yKa3aHHbIW B Tabauue noprt.

Moddepicka nepedayu
Ha HecKosnbKo MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOFMM» U
«MHOTME KO MHOrMm». Takum o6pa3om, Kagp, afpecoBaHHbI MHOroagpecHom
rpynne, nepefaeTcsa Ha KaxkAblil NOPT, BXOAALLMI B rpynny.

Multicast Support)

AsmomamuyecKoe

epemsa xpaHeHua MAC- | Ecnv ot ycTpoiicTea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-

adpecos MEHMU He MOCTyNalT NaKeTbl, TO 3anNucb 414 AaHHOTO agpeca ycTapesaeT U yaanaeTtcs.

(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATD TAOAMLY KOMMYTALMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBoM KOMMYTaTOp MO3BOJIAET MO/Ib30BATENIO ONpeaenuTb CTaTUYecKue 3anucu
. . cooTBeTcTBMIN MAC-aapecoB, KOTOpble COXPaHAIOTCA B Tabaunue MapipyTusauuu.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemeeoii modenu OSI

B Tabanue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunuya 3 — OnucaHme PyHKUMM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauusa npotokona IGMP no3sBonsier Ha ocHoBe WMHGOPMaLMK, NOAYYEHHON
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaennTb, Kakue yCcTponcTea B ceTm

®yHkyusa IGMP Snooping .

YYaCTBYHOT B Fpynnax MHOroaZpecHOM paccblikK, U agpecoBaTtb TPadMK Ha COOTBET-

CTBYIOLLME MOPTHI.

. Peannsauma npotokona MLD no3sosseT yCcTpoOACTBY MUHUMU3NPOBATb MHOT0aA-

®yHkyua MLD Snooping batl P yerp y P A

pecHbIi IPv6-Tpaduk.

®yHKLMA, NO3BONAOWLAA NEPeHanpPaBaATb MHOroaapecHbl TpaduK M3 oAHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuMM IGMP-coObLLEHNI, YTO MNO3BOAAET YMEHbLWUTL

HarpysKy Ha uplink-nopty. NMpumeHaeTca B pelweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 370 pasmHoKeHMe broadcast-, multicast-, unknown unicast-nakeTos B
KaXK40M y3/e, KOTopoe NPUBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMC/Ia U Napanu-
3yeT paboTy ceTn. KoMMyTaTopbl UMEIOT GYHKLNIO, MO3BOAIOLLYIO OFrPaHUYUTb CKO-
pOCTb NepeAaYm MHOroaApPECHbIX U LLIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX M ne-
peaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmos
(Port Mirroring)

3epKanMpoBaHWe NOPTOB NO3BOASET Ay6ANpPOBaTh TpadUK HabogaeMbIX MOPTOB,
nepecbiias BXOAALME U/UAN UCXOSALIME NAaKEeTbl HA KOHTPOAMPYIOLWMI nopT. Y
No/sb30BaTeIn KOMMYTaTOPa €CTb BO3MOXKHOCTb 334aTb KOHTPOAUPYIOLWMIA U KOH-
TpoAMpyemble NOpPTbl U BbIGPATb TMN TpaduKa (BXOAALLMI /UK UCXOLALLMIA), KO-
TopbIi ByaeT nepeaaH Ha KOHTPOAUPYHOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

OanHaa GyHKUMA NO3BONAET Ha3Ha4uTb NopTty ero uplink-nopT, Ha KoTopbin 6es3-
YC/0BHO ByAeT nepeHanpasBAAaTbCA Becb TpaduK, obecneymsan Tem cambim U30AA-
UMIO C APYrMMM NopTamu (B Nnpeaenax o4HOro KOMMYTaTopa), HAXOAALLMXCA B 3TOM
e wupokoselwatensHom gomeHe (VLAN) B npegenax 04HOro KOMmyTaTopa.

lMooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBol NPOTOKO/, OCHOBHOW 3aZa4yeit KOTOPOro ABASA-
eTcsA npuseaeHune cetu Ethernet ¢ M3BbITOYHBIMU COEAUHEHUAMM K APEBOBUAHOM
TOMNOAOMUK, UCKNtOYatoLLel NeTan. KommyTaTopbl 06MeHUBaOTCA KOHUIYpaLMOH-
HbIMW COOBLLEHNAMM, UCMONB3YA Kaapbl cneumansHoro dopmata, U BbIBOPOUHO
BK/IOYAIOT M OTK/ILOYAIOT Nepesady Ha NopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplUeHCTBOBaHMEM NpoTokona STP, xa-
PaKTepPU3yeTca MeHbLWMM BpEMEHEM NPUBEAEHNA CETU K APEBOBUAHOMN TONOAOMMM
n uMmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Mooddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKOA NpeAHa3HayYeH 414 NOBbIWEHNA YCTOMYMBOCTU U HALEKHOCTM CETU Nne-
pegayn AaHHbIX, UMeloLel KONbLEBYIO TOMOJIOMUIO, 3a CHET CHUMXEHWUA BPEMEHM

BOCCTAHOB/IEHWA CETM B C/ly4ae aBapuu. Bpems BocCcTaHOBAEHUA He npesbiwaeT 1
CEKYHAbI, YTO CYLLLECTBEHHO MEHbLUE BPeMeHU NepecTpoiiku ceTn Npu UCNob3o-

BaHUM NPOTOKO/I0B CEMECTBA spanning tree.

Moododepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yowmx o4HY LUMPOKOBELLLATE/IbHYO
obnactb (aomeH). KommyTaTop noanep1BaeT pasnyHble CpeacTsa Kaaccuopuka-
LMW NaKeTOoB ANA onpeAeneHna Ux NnpuHaanexXHoctTu Kk onpegeneHHoro VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LUK YPOBHA KaHafa nepeaayn AaHHbIX, NpeacTasasowme coboin NpoToKoN MOHU-
TOPWHIA COCTOAHMA KaHana. B aTom npoTokose gns nepegaydn MHPopmalmm o co-
CTOSIHUM KaHafa Mexay HenocpencTBeHHO MNOAKAHOYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoaAepKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6aze nopmoe
(Port-Based VLAN)

Pacnpepenernue no rpynnam VLAN BbinonHAeTcA No BXoAAawMm noptam. [laHHoe
pelleHMe NO3BONAET UCMO/Ib30BaTb Ha Ka*KAOM NOpTy TONbKO oAHy rpynny VLAN.
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IEEE 802.1Q — OTKpbITbIVA CTaHAAPT, KOTOPbLIN ONKUCbIBAET NpoLeaypy TerMpoBaHua
Moddepxka 802.1Q TpaduKa gna nepegaum nHbopmauumn o npuHagaexHoctn K VLAN. MNossonseT umc-
nonb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Mpotokon LACP obecneynBaeTt aBTomatTuyeckoe ob6beAMHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPEeAENseTca BOSMOXHOCTb 06 begMHEHNA KaHANOoB, U B
C/ly4ae O0TKa3a coeguHeHUA, BXogALLero B 06begMHEHHDBIN KaHas, ero TpaduK aBTo-
MaTUYeCKU nepepacnpeaenseTca no He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

O6veduHeHuUe KaHan08 ¢
ucnonv3zosaHuem LACP

B ycTpoicTBax nogaepkmeaetca GyHKLMA CO34aHMA FPYNN KaHaaoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa o6beanHeHus
HECKOIbKMX GUINYECKMX KAHANOB B OAMH JIOTMYECKUI. ITO CNOCOOCTBYET HE TO/IbKO
YBENMYEHMNIO NPONYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
Co3daHue epynn LAG KOMMYTATOp WM KOMMYTaTOP—CepPBEP, HO M MOBbLIWEHUIO UX HAAEXHOCTU. Bo3-
MOHbl TPM TMNa 6anaHCMpPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha OCHOBaHuMM |P-
aflpecoB 1 Ha OCHOBaHMM nopTa (socket) HasHayeHus.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM peXnme.

Mo3BonseT HasHa4aTb BHewHMi VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHPUIYPUPOBAHHBIX MpaBua oGuabTpauMmM No Homepam BHyTpeHHux VLAN
Selective Q-in-Q (Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseTt pasobpatb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHntb metky SPVLAN y naketa B oTAE/bHOM
yyacTKe ceTu.

1.2.4 ®yHKYuu mpemoe2o ypoeHa cemesoli moodenu OSI|

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKUMIN TpeTbero ypoBHaA (Layer 3)

Cmamuyeckue IP- AAMUHUCTPATOP KOMMYTaTopa MMeeT BO3MOXHOCTb A06aBAATb U yaanaTb cTaTuye-
mapwpymeol CKMe 3anuncu B Tabimuy mapLipyTmsaumm.
KnueHmeoi BootP u v . 6 P
. cTpoicTBa CnoCOBHbI  aBTOMATUYECKM MoJyyYaTb -afpec Mo MPOTOKON

DHCP (Dynamic Host Boorch /DHCP Y AP P 4
Configuration Protocol) '
lpomokon ARP ARP — npoToKos conocTaBnieHua IP-agpeca u pusndeckoro agpeca ycrporictea. Coort-
(Address Resolution BETCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBEeTa OT Y3/1a CeTW, agpec y3/a 3a-
Protocol) npalmMBaeTca B LUMPOKOBELLLATE/IbHOM MaKeTe.

IGMP Proxy — HKUMA YNPOLWEHHOW MapLlupyTU3auumM MHOroaapecHbIX AaHHbIX
®yHKyus IGMP proxy y — oyHKumMa ynpouy ppyTH3aL, ap it

MeXAy ceTamu. s ynpaBieHMa mapLipyT13aumein ncnobsyertcs npotokon IGMP.

MpoTtokon VRRP npegHasHavyeH gna pesepBMpoOBaHNA MApPLLIPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb W33 NO YMOAYaHUI0. ITO JocTuraeTcsa nyTém obbeguHeHua IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OANH BUPTYasbHbIN, KOTOPbIV ByaeT MCnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO /19 KOMIMbIOTEPOB B CETU.

lpomokon VRRP

OSPF (Open Shortest Path First) — npoTokon gMHaMn4yeckon mapLupyT13aLmm, OCHo-
BaHHbI Ha TEXHONOIMU OTC/AEXKMBAHMA COCTOAHUA KaHana (link-state technology) u
MCMO/b3YIOWMINCA ANA HAXOXKAEHUA KpaTyaliwero nyTu anroputm [eikcTpbl. MNpoTo-

Mpomokon OSPFv2 .

P kKon OSPF npeactaBnset coboi NpoToKoa BHyTpeHHero wnto3a (IGP). MpoTtokon
OSPFv2 pacnpocTtpaHaeT MHGopmMaLmio 0 AOCTYNHbIX IPv4-mapLlupyTax mexay mapLu-
pyTU3aTopamu ogHOM aBTOHOMHOW CUCTEMbI.

MpoToKon gnHamuyeckol mapwpyTtmnsauum OSPFv3 pacnpocTpaHsaeT MHbopMaLmio o
lpomokon OSPFv3 AOCTYNHbIX IPV6-MaplupyTax mexay MapluipyTM3aTopamu OA4HOM aBTOHOMHOMN CU-

CTeMbl.
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lpomokoan RIP

RIP (Routing Information Protocol) — npoTokon maplpyTHOM MHOPMaLMK, OTHOCA-
WMIACA K BHYTPEHHMM MNPOTOKO/IAM MapLIpyTM3aLMM AUCTAaHULMOHHO-BEKTOPHOrO
™na.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuBeaeHbl OCHOBHble GyHKLUUM KadecTBa obcaykmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHble PYHKLUMM KadecTBa 06C/yKnBaHUA

IModdeprcka
npuopumemHoix
ouepedeli

YCTpOICTBO NoaaepKnBaeT NPUOPUTE3aLMI0 UCXOAALLEro TpaduMKa No ovepessam Ha
KaXAoM nopTy. PacnpegeneHve nakeTos No o4epeasm MOXeT NPOoM3BOANTLCA B pe-
3y/ibTaTe KAaccudrKaLumMm NaKeToB Mo Pas/IMYHbIM MOJIAM B 3aro/I0BKax NaKkeTos.

IModdepixka Knacca
obcnymwueaHusa 802.1p

CraHgapT 802.1p cneumdpuumnpyeT MeToq yKasaHUa NpuopuTeTa Kaapa v anroputm
MCMNONb30BaHMA NPUOPUTETA B LENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMeHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEN
npuoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHue npuoputeTa 802.1p anA
pacnpeaeneHunsa Kagpos NO NPUOPUTETHLIM ovepeaam.

1.2.6 ®yHKYuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e30nacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeHa3Ha4YeHHana A4 3alnTbl OT aTak C UCNO/Ib30BAHUEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HeHaZeXHbIX MOPTOB NyTEM MOCTPOEHUA U NoAdepKaHua 6asbl JaHHbLIX NMPUBA3KM
DHCP (DHCP snooping binding database). DHCP snooping BbinonHAeT aAenctsus
6paHaMayspa MeXay HEHaAEKHbIMU MopTamn 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwua, KoTopas nossonseT npouHbopmuposaTb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi nopT npuLlen 3anpoc.

Mo ymo4yaHUO KOMMYTaTOp, Ucnosb3yowmin pyHkumio DHCP snooping, obHapyXu-
BaeT u oTbpacbiBaeT Atob6oin DHCP-3anpoc cogepkalumnii onumto 82, KOTOPbIN OH Mo-
Ny4unn yepes HeHadExHbIN (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTaTOpa, NpeAHa3HaYeHHasa A1A 3aWmUTbl OT aTaK C UCNOb30BaHUEM
npoTtokosa ARP. CoobLieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOro NOpTa, Noagepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAaToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnagatoT, TO KOMMyTaTop OoTbpacbiBaeT NakerT.

L2-13-L4 ACL (Access
Control List)

Ha ocHoBe MHdOpMaLMK, coaepsKaLlleinca B 3arosI0BKax yposHeit 2, 3 u 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HacTpouTb 40 100 Npasu, COrnacHo KOTOPbIM Naket 6y-
AeT 0bpaboTtaH, MMbo oTbpoLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHudunsaeT IP-Tpaduk, drunbTpys ero Ha OCHOBa-
HUM TabMLbI COOTBETCTBUI 6a3bl AaHHbIX NpunBA3KKM DHCP — DHCP snooping 1 ctaTu-
YeCKM CKOHOUTYpPUpPOBaAHHbIX IP-aapecoB. PyHKUMA ncnonblyeTca ans 6opbbbl c noa-
meHoW IP-agpecos.

1.2.7 ®yHKyuu ynpasaeHUa Kommymamopom

Tabnuua 7 — OcHOBHble PYHKLMM YIPABIEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3Ka
¢haiina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B daline HacTPOMKK, KOTOPbIM COAEPKUT AaH-
Hble KOHPUIYpaL MK KaK BCE CUCTEMbI B LLE/IOM, TaK M onpese/ieHHOro nopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ncnonb3yertca Ana onepauui 3anmcu u yteHma ¢ainos. NpoToKon oc-
HOBAH Ha TpaHcNopTHOM npoToKone UDP.

YcTpoiicTBa NoOAAepKMBAOT 3arpysky M nepegady no gaHHOMy npoTtokony ¢dannos
HaACTPOWKKM 1 06pa3oB NporpaMmmHoro obecneyeHums.
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MpoTtokon SNMP ucnonb3yetca ANs MOHUTOPUHIA U yrnpaBJeHUsa CeTeBbIM YCTPOM-

lNpomokon SNMP ctBoM. [1nA ynpaBaeHus AOCTYNOM K CUCTEMe onpeaenseTcs CNUCOK 3anucen coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectsnaeTca I0KabHO Yepes no-
Unmepdpeiic cneposatesbHbl NopT RS-232, nnbo yaaneHHo yepes Telnet. MHTepdeinc KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npegocTaBnfaeT CNMCOK KOMAHA, U KAOYEBbIX CN0B AN NOMOLLM NONb30BATENIO U
COKpaLLeHWto 06bema BBOAMMbIX AAHHbIX.

Syslog

Syslog — npoTokon, obecneynBatoLLMin Nepesady coobLEHNI O NPOUCXOAALLUX B CU-
cTemMe cobbITUAX, a TaKKe yBefOoMIeHUI 06 oWnBKax yaaNeHHbIM CEpBEPAM.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NnpOTOKOAN CUMHXPOHU3ALMK BPEMEHMU CETU, rAPAHTUPYET TOYHOCTb
CUHXPOHMW3aLMM BPEMEHMU CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUIUCERYHADI.

Traceroute — cnykebHas GyHKLMA, NpegHa3HauYeHHan 414 onpeaesieHns MapLupyTos

Traceroute
nepefaye AaHHbIX B IP-ceTax.
Ynpaenexue .
AOMWHUCTPATOP MOXKET ONMpeaennTb ypOBHU NPUBUIETMIA JOCTYNA ANA NONb30BaTe-
KOHMponupyemoim . . -
Neit YCTPOWCTBA U XapaKTePUCTUKU ANA KaKAOro ypPOBHA NpuBUAErnin (TonbKo gnan
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOHbIN A0CTyN — 15 ypoBEHb).
npusuneauu
KommyTtaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyna K KaxKaomy uHTepodeicy
Bnokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6bITb YCTaHOB/IEH OTAENbHO AN KaXKA0ro
unmepdpeiica TMNa goctyna:
P e Telnet (CLI over Telnet Session);
ynpaeneHusa e SNMP:
e SSH.
JlokanbHasa [na nokanbHol ayTeHTUMKaALMM NoAAEPKUBAETCA XPaHEHWe Naposieit B base AaH-
aymeHmudguKkayus HbIX KOMMYTaTOpa.
dunompayus IP- JocTtyn no SNMP paspewaeTca ana onpegeneHHbix |P-agpecos, ABNAIOLWNXCA Yne-
adpecos 013 SNMP Hamu SNMP-coobecTsa.
DHCP-cepBep ocyuiecTBaseT LEeHTpaM30BaHHOE yrpaB/ieHUe CeTeBbIMU agpecamu
W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMu, aBTOMaTUYECKU Npeso-
CTaBAAA UX KIMEHTAM.
®yHkyuu DHCP-
cepsepa l DyHKLMA noaaepKUBaETCA TONIbKO Ha mopgenax MES2424, MES2424B,
. MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Bep RADIUS ucnonb3syeTt 6a3y AaHHbIX NOAb30BaTeNei, KOTopaa COAEPKUT AdaHHble
Knuenm RADIUS P Y VA Pas COASPIUT A
NPoBEpPKU NOAJANHHOCTM A/1A KaXKA0ro nonb3osarena. KommyTtaTopbl cogepKaTt Kau-
E€HTCKY YacTb npoTokoaa RADIUS.
TACACS+ YCTpOICTBO NpeoCcTaBaAAeT NOAAEPKKY NPOBEPKM NOAAMHHOCTM KNMEHTOB Nocpes-
. ctBom npoTokona TACACS+. MpoTtokon TACACS+ obecneynBaeT LEeHTPaIM30BaAHHYO
(Terminal Access cuctemy 6esonacHocTH A NPOBEPKM NO/b30BATENEN, NOAYYAKOLWMX AOCTYN K
Controller Access w AN NPOBEP ’ yratotyx Aocty
YCTPOICTBY, @ TaKKe LLeHTPa/IM30BaHHY CUCTEMY YMpaBieHWa npu cobnoseHnu
Control System)

cosmecTumocTtu ¢ RADIUS n gpyrummn npoueccamm nposepKn NOAJANHHOCTU.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabaunue 8 npmseaeHbl AONOAHUTEbHbIE GYHKLMWN YCTPONCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHble U annapaTHble cpes-
mecmupoeaHue Kabess | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BO/IAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBA3u.
AuazHocmuka YCTpoCTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcMBep. MNpu TECTUPOBAHUN OT-
onmuyecKoz0 CNIeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [lna peanusaummn TpebyeTtcsa nogaepkKa sTnux GyHKUUI B TpaHcHBepe.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A1 aBTOMAaTUYECKOro obHapyeHua notepu
Link Detection) OBYXCTOPOHHEN KOMMYHMUKALUKN Ha ONTUYECKMX IMHUAX CBA3U.
KommyTaTop obnasaeT Bcemn HEObXOAMMbIMU XapaKTEPUCTUKAMM A/1A paboTbl €
npoTtokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BennumHa 3agepkkn GOOSE-coobueHns npu nepegave;
e  VYmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 -
61850 o  YmeHue paboTaTb C TEFOM BUPTyasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobueHuns;
o [opaep:kka nepegaym multicast-coobuieHnit 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiM ctaHgapTom M3K 61850 gmManasoHom rpynn BewaHma.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbI B Ta6nv1u,e 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKME XapPaKTePUCTUKHU

06wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

ME:%ZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MkTepdeico! mg:;zgglpp DCL | g x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)

MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES2428B 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)

m:iiifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420B-24D

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MponyckHas cnocob-
HOCTb

MES1428

12,8 réut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 Féut/c

MES3710P

24 T6ut/c
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MES2428
MES2428P 56 6ut/c
MES2428B

MES2410-08DP

MES2410-08DU | /8 FouT/c

MES2424

MES24248B
MES2424FB
MES2424pP 128 rout/c
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

176 T6ut/c

MES2420B-24D 200 rewmr/c

MES2411X 236 I6ut/c

MES1428 9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P 17,8 MPPS

MES2428
MES2428P 41,658 MPPS
MES2428B

MES2410-08DP

Mpoussogutens-
MES2410-08DU

HOCTb Ha NaKeTax

59,5 MPPS

MES2424

MES2424B
MES2424FB
MES2424pP 95,2 MPPS
MES3400-24
MES34001-24
MES3400-24F

ANVHON 64 6anTal

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES2420B-24D 148,8 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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MES2411X

175,5 MPPS

O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

512 K6ant

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1,5 Mbant

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaunt

O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

256 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 M6aunt
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MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

1 réamr

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 Mb6aunt

Tabnuua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8192
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MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konnyectso ARP-3anucei

1000

Noppeprkka VLAN

cornacHo 802.1Q go 4094 aktusHbix VLAN

Konunyecrtso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

4094

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

23




HELTEX

MES2424

MES24248B
MES2424pP 512
MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
Konunyecrtso rpynn MES2448 DC
L3 Multicast MES2448B
(IGMP proxy) MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

128 Ha ntoboe KoNnyecTso HTepdeincos

MES2424
MES2424B
Konunyectso npasun | MES2424FB
MAC-based VLAN MES2424P
MES2410-08DP
MES2410-08DU

1024 Ha toHuT?

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 Ha toHuT !

MES1428

! lobaBneHne npaBmaa Ha Kax bl MOPT pacxodyeT annapaTHble pecypcbl obLiero nyna.
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KonnuecTso npasun
Protocol-based VLAN

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P
MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

100 Ha toHuT !

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

128 (ingress)/256 (egress)

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1024 (ingress')/512 (egress)

! Mac-based vlan 1 SQinQ ncnonb3ytoT obLwme annapaTHble pecypcbl.
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MES2420-48P
MES24208B-24D
MES2448 DC
MES2448B
MES2448pP
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 (ingress')/1024 (egress)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 MAC-381
MES2408P IPv4/IPv6 —219/128
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MES2424
MES2424B
Konunuectso npasun | MES2424FB MAC - 509

ACL MES2424pP IPv4/IPv6 — 384/192
MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X MAC - 765
MES3400-24 IPv4/IPv6 — 640/320
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konunuectso npasmn ACL B ogHom ACL 1

MES2424

Konnyectso mapuu- MES24248
P MES2424FB

mi:f o MES2424P 496

MES2410-08DP
MES2410-08DU
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MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

Konunuectso
mapupyTtos L3 IPve
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

512

Konnyectso VRRP-
MapLpyTN3aTOpPOB

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32
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Konwnyectso L3-uH-
TepdelicoB

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

20 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHO ana Bcex vian

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, po 5 IPv4-agpecos B Kaxgom vlan, go 124 IPv6 GUA cym-
MapHO ana Bcex vian

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, po 5 IPv4-agpecoB B Kaxaom vlan, go 512 IPv6 GUA cym-
MapHo ana Bcex vlan

Konunyectso BMpTyanbHbIx Loopback-mH-

Tepdencos

10

Arperauua KaHasoB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8 rpynn, Ao 8 noptos B ogHOM LAG
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 rpynnobl, 4o 8 nopTtoB B ogHOM LAG

Konnyectso aksemnasapos MSTP 64

Konunuectso sksemnnapos RPVST+! 64

Konuuectso DHCP pool? 5

Konunyectso afpecos, BblgaBaemblX

4096
DHCP-cepsepom?

Konnuectso ctatnyeckmx 3anmncein DHCP- | 512, Bkato4an BCe cTaTUYecKMe 3anmcum aas 04HOro
cepsepal naeHTUdMKaTopa

npuMopuTU3aumna TpaduKa, 8 ypoBHemn
KayecTBo 06cnyKmBaHMA QOS 8 BbIXOAHbIX oyepenel C PasHbIMM NPUOPUTETAMU ANA KAKAOrO
nopta

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

Ceepxa/IMHHble

Kaapbl
(jumboframes)

MaKcMManbHbli pasmep naketos 10000 6ainT

1 dyHKuma noaaepunsaetca ToNbKO Ha mogdensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCUMManbHbI pa3mep naketos 12288 6anT

CooTBeTCcTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2448P,
MES3708P, MES3710P)

M3K 61850

YnpasneHue

NokanbHoe ynpasneHne

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

du3mnyecKme XapaKTEPUCTUKU U YCAOBUA OKPY KatoLen cpeabl

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,

MES2408PL

MES2411X

MES2410-08DP ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,

MES3708P

MES2410-08DU ceTb nepemeHHoro Toka: 200—-240 B, 50-60 Iy,

MES1428 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,

MES2408

MES2428 CeTb NOCTOAHHOrO TOKa: 18-72 B

MES2424 ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
CeTb NOCTOAHHOrO TOKa: 18-72 B
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MCTOYHUKM
nutanual

MES2408IP DC1
MES2448 DC

ceTb NOCTOAHHOrO TOKa: 36—72 B

MES2424pP

ceTb NnepemeHHOoro Toka: 176—264 B, 50—-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb NOCTOAHHOTIO TOKa: 36-72 B

BapunaHTbl MUTAaHUA:

- OAUH UCTOYHUK NNUTAHNA NOCTOAHHOIO NN NepemMeHHOro ToKa;

- ABa UCTOYHUKaA MUTAHUA NMOCTOAHHOIoO AN NepemMeHHOro ToKa C
BO3MOXHOCTbIO ropsyein 3aMeHbl

ceTb NnepemMeHHOoro Toka: 176—264 B, 50—-60 Iy,
BapunaHTbl MUTAaHUA:

MES2448P - OAVH NUCTOYHUK NUTAHUA NOCTOAHHOIO MW NePeMEeHHOr0 TOKJ;
- ABa UCTOYHWKA NUTAaHWUA NOCTOAHHOIO UM NePEeMEHHOrO TOKa C
BO3MOXHOCTbIO ropAYein 3aMeHbl

MES2408P CeTb NnepemeHHOoro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B

MES2428P CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B

ESi02s | Co e o 100 2108 50760

MES34001-24 BapuaHTbl nuTaHuA: .

MES3400-24F - OpMH WUCTOYHUK nv;Tava NOCTOAHHOIO NN NEPEMEHHOrO TOKa;

MES3400-48 A P ;

MES3400-48F

- ABa UCTOYHUKA NMNUTAaHNA NMOCTOAHHOIO MU NEPEMEHHOIo TOKa C
BO3MOHOCTbIO FOpﬂHeVI 3aMeHbl.

CeTb MOCTOAHHOTIO TOKa:

MES3710P C BKAtOUYeHHOM ¢yHKUmen PoE: 48-57 B
C BblKNtOYeHHOM ¢yHKLUMen PoE: 18-57 B
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
aKKymynAaTopHas 6atapes: 12 B DC
XapaKTepUCTUKKN 3apsAaHOro YCTPOICTBA:
- TOK 3apAaga:
MES24088 1,610.1 A — MES2408B, MES2424B, MES2428B;
MES24248 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424FB 1gi:gflsm;Hme cpabaTblBaHMA pacuenuTens Harpysku
MES2428B T
- MOPOroBOe HaNpPAXKeHNe MHAMKAUMM HU3KOro 3apsaga — 11 B
MES2420B-24D 4
MES24488 V CeuyeHue nposopa ana nogknovyeHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHayetca ucnonb3osatb AKb
eMKOCTblo He meHee 12 Ah, ana MES2424FB,
MES2420B-24D, MES2448B pekomeHAayeTcaA UC-
nonb3oBaTb AKb emKkocTbio He meHee 9 Ah.
AC: SPM30-220/12,50 A, 5 mc
MES1428 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES1428B AC: SPM45B-220/12, 15 A, 6 mc
fyckoebie Toku MES2208 AC: SPM30-220/12, 50 A, 5 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES2408C AC: SPM30-220/12,50 A, 5 mc

! flna ycrpoiicte MES1428 AC, MES1428B AC, MES2408 AC, MES2408B AC, MES2408C AC, MES2428 AC, MES2428T AC,
MES2424 AC, MES2424B AC, MES2424FB AC, MES2411X AC, MES2420B-24D AC, MES2448B AC gonycKaeTca 3/IeKTpo-
NUTaHME OT NOCTOAHHOTO HanpAXeHusa, aananasoH 120-370 B DC.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 31




HELTEX

AC: SPM270-220/56, 36 A, 4 mc

MES2408P DC: SPM270-48/56, 115 A, 5 mc
MES2408CP AC: SPM160-220/56, 40 A, 4 mc
MES2408PL AC: SPM80-220/56, 50 A, 4 mc
MES2408B AC: SPM45B-220/12, 15 A, 6 mc
N
MES2428B AC: SPM45B-220/12, 15 A, 6 mc
N
MES2424 AC AC: SPM30-220/12, 50 A, 5 mc
MES2424 DC DC: SPM30-48/12, 120 A, 0,6 mc (72B)
MES2424P AC: SPM380-220/56, 25 A, 6 mc
MES2424B AC: SPM45B-220/12, 15 A, 6 mc
MES2424FB AC: SPM60B-220/12, 40 A, 1 mc
MES24488B AC: SPM60B-220/12, 40 A, 1 mc
MES2448P AC: PM380-220/56, 25 A, 6 mc
MES2411X AC: SPM35-220/12, 34 A, 6 mc

MES2410-08DP

AC: SPM290-220/56, 20 A, 8 mc

MES2410-08DU

AC: SPM750-220/56, 90 A, 6 mc

MES24208B-24D

AC: SPM60B-220/12, 40 A, 1 mc

MES2420D-24DP

AC: PM450-220/56, 15 A, 10 mc

MES3400-24

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3400I-24

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3400-48F

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3710P DC: DRS-270-56, 300 A, 1 mc
MES1428 AC
MES2408C 1087
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MaKcuMabHas MES2408CP 150 BT (c yueTom Harpysku PoE)
notpe6asemas MES2408IP DC1 135 Bt (c yueTom Harpysku PoE)
MES2408P AC
MOLLHOCTb
MES3710P 275 BT (c y4yeTom Harpysku PoE)
MES2408P DC 280 BT (c yyeTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428 18 Bt
MES2428B 45 Bt
MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt

32 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

MES2424 DC 26 Bt
MES24248B 49 Bt
MES2424FB 75 Bt
MES2424pP 420 BT (c yueTom Harpysku PoE)

MES2420-48P

1600 BT (c yueTom Harpysku PoE)

MES2420B-24D

60 Bt

MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yyeTom Harpysku PoE)

MES2410-08DP

275 BT (c yyeTom Harpysku PoE)

MES2410-08DU

810 BT (c yyeTom Harpysku PoE)

MES2411X 35 BT
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 BT
MES3400-48 52 Bt
MES3400-48F 105 Bt
MakcmanbHas
nortpebnsemas
MoulHoCTb 6e3 MES3710P 20 Bt
y4yeTa Harpysku
PoE
MES2408B 7 Bt
MES2424B 25 BTt
Makcumanshan | yec)4oar8 47 Br
nortpebnsemas
MOWHOCTb 683 | (o) 1oeg 20 Br
y4yéTa 3apana AKb
MES2420B-24D 45 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br
MES2408PL 65 BT
brogxet PoE MES2424pP 0 r
MES2428P
MES2420-48P 1450 Bt
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 BT
Tennosblae- MES2408 DC 8,6 BT
NeHune MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 BT
MES2408IP DC1 15 Bt
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MES2408P AC 35 Bt
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 B
MES2408PL 15 Bt
MES2411X 35 Bt
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt
MES2424FB 62 Bt
MES2424pP 50 Bt
MES2428 18 Bt
MES2428B 23 Bt
MES2428P AC 50 Bt
MES2428P DC 80 Bt
MES2420-48P 160 Bt
MES2420B-24D 48 Bt
MES2448 DC 48 Bt
MES2448B 53 Bt
MES2448P 100 Bt
MES2410-08DP 35 Bt
MES2410-08DU 90 Bt
MES3708P 30 Bt
MES3400-24 37 Bt
MES3400I-24 32 BT
MES3400-24F 55 Bt
MES3400-48 52 Bt
MES3400-48F 105 Bt
MES1428 AC
MES2408C
MES2408CP
MES2428 AC

AnnapaTHas MES2428P AC

noanep»ka MES2424 ecTb

Dying Gasp MES2424pP
MES2410-08DP
MES2410-08DU
MES2420B-24D
MES2448B
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MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

HET

MHTepBan
paboumnx
Temnepartyp

MES2420-48P
MES2448P

ot -10 go +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424pP
MES2428
MES2428B
MES2428P
MES2448 DC
MES2448B
MES2411X

oT1-20 po +50 °C

MES2424
MES2424B
MES2424FB

oT1-20 po +50 °C
Mpu 3KkcnayaTauum ycTpomcTB NpU TemnepaTtype Bbilue
45 °C Heo6Xx04MMO UCNOb30BaTb UHAYCTPUANbHble SFP+
TpaHcusepbl.

MES2408CP
MES2408P DC

ot -20 go +50 °C
Mpwu aKkcnayaTauum ycTpoidcTB NpU TemnepaTtype Bbille
45 °C Heo6x0A4MMO UCNOb30BaTb UHAYCTPUANbHble SFP
TPaHCUBeEPbI.

MES2408 AC

ot -20 pgo +60 °C

MES2408IP DC1
MES3400I-24
MES3708P

ot -40 po +60 °C

MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

ot -10 go +45 °C
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MES3710P

oT-40 go +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

oT1-15 go +50 °C

MHTepBan TemnepaTypbl XpaHEHUS

oT-40 po +70°C
(oT-50 po +85 °C — ana MES3708P, MES3710P)

OTHOCUTEIbHAA BAAXKHOCTb NPU
aKcnnyaTaumm (6e3 obpasoBaHuA

KOHAeHcaTa)

He bonee 80 %
(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
XpaHeHuu (be3 obpasoBaHuA

KOHAeHcaTa)

o110 % 8o 95 %
(oT5 % oo 95 % — ana MES3710P)

MES1428
MES2408IP DC1
MES2408P 430 x 44 x 178 mm
MES2428
MES2428B
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
MES2424
MES2424B 430 x 44 x 203 mm
MES2411X

FabapuTHble

pasmepbi MES2424FB 430 x 44 x 243 mm
MES2424pP

(LWxBxT) MES24208.24D 430 x 44 x 225 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 % 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES2410-08DP
MES2410-08DU 430 x 44 x 243 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400I-24 430 x 44 x 278 Mmm
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr

Macca MES24248B 2,54 kr
MES2424FB 2,69 Kr
MES2424pP 3,36 Kkr
MES2408 1,72 kr
MES2408B 1,78 kr
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MES2408C
MES3710P 177 wr
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 kr
MES2420-48P 9,55 Kr
MES3708P 4,2 kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2410-08DP 3,48 Kkr
MES2410-08DU 3,74 Kkr
MES2420B-24D 3,16 Kr
MES2411X 2,57 Kkr
MES3400-24 4,63 Kr
MES34001-24 5,2 kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 Kr
CpOK cnyx6bl He meHee 15 net
« Tun nuTaHua YCTPOﬁCTBa onpeaenaeTca npu 3aKase.

1.4 KOHCTPYKTUBHOE UCNOJIHEHUEe

B faHHOM pasaesie ONUCaHO KOHCTPYKTMBHOE UCMOIHEHWE YCTPOICTB. MpeacTaBieHbl U306parkeHus
nepeaHemn, 3agHel n 6BOKOBbIX NaHe el YyCTPOMCTBA, ONMCaHbl Pa3beMbl, CBETOANOLHbIE MHANKATOPbI U Op-
raHbl ynpaB/ieHus.

Ethernet-kommyTaTopbl cepmnint MES14xx, MES24xx, MES34xx BbINO/IHEHbI B METAN/IMYECKOM KOp-
nyce ¢ BO3MOXKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbiNO/IHEH B METa/INYECKOM KOpMyCe C BO3-
MOKHOCTbO NOABELIMBAHMA HA LWITAHTY TONWMWHON He 6osiee 8 Mm. CTeneHb 3alwmTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbiNO/IHEH B METAN/IMYECKOM KOpnyce gas KpenaeHus Ha DIN-
pemnky.
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1.4.1 BHewHuii s8ud u onucaHue nepedHeli NnaHeau ycmpoiicme

BHewHW BUA nepeaHen naHenn ycTponcTs cepum MES1428 nokasaH Ha pucyHke 1-2.

110-250 VAC 60/50Hz max 1A

B i

AELTexX Mesiazs

e e e

0w e, _
et e ) it Y ) AN =
- S : 2B * ®_® 2 * = = |
I |
1 2 3 4 5 6 7

PucyHok 1 —NepeaHas naHenb MES1428 AC

A€LTex Mes1a28

A A S e

& et et ) ot g i e ) AN
= = = = = = = 4= =4
|
11 2 3 4 5 \ !

PucyHok 2 —lNMepeaHasa naHenb MES1428 DC

B Tabanue 10 npmBeaeH nepeyeHb pasbeMoB, CBETOANOLHbIX MHAMKATOPOB M OPraHOB yNnpasBaeHus,
PacrnosioXKeHHbIX Ha NepeaHel NaHe M KOMMYTaTOPOB.

Tabnavua 10 — OnucaHMe pa3bemMoB, MHAMKATOPOB M OPraHOB YNpaB/AeHUA NepesaHel NaHean KOMMyTaTo-
pos cepun MES1428

1

1A

~110-250VAC, 60/50Hz max

Pazbem gna nogKntoueHMA K UCTOYHWUKY 3NEKTPONUTAHMA NEepemMeHHOro
TOKa.

11

~18-72VAC, max 1A

Paszbem Ana NnoAKNOYEHNA K UCTOYHWUKY 3IEKTPONUTAHMUA MOCTOAHHOIO TOKA.

Power

MHAMKaTOp NMTaHMA YCTPOICTBA.

Alarm

MHanKaTop neperpesa.

Console

KOHCONbHBIN NOPT A8 NOKANbHOIO yrNpaB/ieHnsa yCTPOMNCTBOM.
PacnuHoBKa pasbema cineaylowas:

He ncnonb3ayerca

He ncnonb3ayetca

RX

GND

GND

TX

He ncnonb3ayerca

He ncnonb3ayerca

He ncnonb3ayetca

Pacnaiika KoHco/ibHOrO Kabens npueegeHa B MpunoxeHne A. KOHCObHbIN
Kabenb.

OCooONOOULL P WN B

38

Ethernet-kommymamopesi cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTea 1 copoca K 3aBoa-
CKMM HaCTpOMKam:
- MPU HaXKaTUKM HA KHOMKY ANUTENIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOWMCTBa;
- MPM Ha)KaTUM Ha KHOMKY AautenbHocTbio 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.

[1-24]

MopTbl 10/100BASE-TX (RJ-45).

25, 26, 27, 28

Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45).

25, 26, 27, 28

Combo-nopTbl: cnoTbl ANA ycTaHOBKM TpaHcuepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKUX UHTEPhENCOB.

BHewHW BUA nepegHen naHenn ycTponcts cepnm MES2408 nokasaH Ha pucyHKax 3—11.

110-250 VAC 60/50Hz max 0.5A A e 1 3 s 7 AELTEX MES2408
[ P s P M |
@ [] eme(Cann] G ] (]
F
L2 4 6 8 |
1 2 3 4 5 6 7

PucyHok 3 —lMepeaHaa naHenb MES2408 AC

18:72VDC max 1A A\ vl 1 3 s v AELTex MEes2408

® B gl s
o = EmmEmE g
L2 3 C s 1 ]

1 241 3 4 5 5 )

PucyHok 4 — NepeaHAasa naHenb MES2408 DC

110-250 VAC 60/50Hz max

LELTEX MES24088

1 3 5 7
Tm] G o) ]

BASE-FX/1000BASEX

PucyHok 5 — NepeaHas naHeno MES2408B
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PucyHok 6 — MNepeaHasa naHenb MES2408C

110-250 VAC 60/50Hz max 0.5 A\ v, 1 3 5 7 SELTEX MES2408C
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HELTEX
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PucyHok 7 — lMepeaHaa naHeno MES2408CP

oo 1 3 s 7 AELTEX MES24081P
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PucyHok 8 — NepeaHAa naHenb MES2408IP DC1

176-250 VAC 60/S0Hz max 24 B us, N 3 s 2 AELTEX MES2408P
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PucyHok 10 — MNepeaHaa naHens MES2408P DC

110-250 VAC 60/50Hz max 1A A s AELTEX MES2408PL
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PucyHok 11 — NepeaHas naHenb MES2408PL

B Tabanue 11 npueeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHoOB yrnpaBaeHus,
pPacnonoXeHHbIX Ha NepeaHer naHeaAn KommyTtaTopos cepun MES2408.

Tabnvua 11 — OnucaHune pa3bemoB, UHAMKATOPOB U OPraHOB yNpaBAeHWUA NepeaHel NnaHeAn KOMMyTaTo-
pos cepmun MES2408

Ne | dnemeHT nepeaHel NnaHenu OnucaHue

—re o
1 Knemma 3azemnenua = Knemma gna 3asemneHuna ycTpomcrea.

~110-250VAC, 60/50Hz max | Pa3sbem AnsA MOAKMIOYEHUA K UCTOYHWUKY 3N1EKTPOMUTaHUA NepemMeHHOoro
1A TOKa.
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HELTEX

21 | 18-72 VDC max 10A Pasbem AnA NOAKNIOYEHUA K WUCTOYHMKY 3/IEKTPOMUTAHWA MNOCTOAHHOIO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem AN NOAKNOYEHUA K WMCTOYHUKY SNEKTPONUTAHWA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
3 Alarm NHaunKaTop neperpesa.
Battery (ana MES2408B) NHanKaTop paboTbl akKymynsTopHon baTapeu.
3.1 | PoE1-8 NHauKaTopbl cocToAHuA PoE-nopToB.
KoHCO/IbHbIM NOPT 415 IOKAIbHOTO YNPaBAeHNA YCTPONCTBOM.
PacnnHoBKa pa3bema cnegyrowan:
1 He ucnonbsyetca
2 He wucnosb3yeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonb3yeTcA
8 He ucnonb3yeTcA
Pacnalika KoHCoNbHOTO Kabens npuseaeHa B MpunoxkeHue A. KOHCONbHbIN
Kabenb.
dyHKUMOHANbHAA KHOMKa A/18 nepesarpysKku ycTponcTea 1 cbpoca K 3aBoa-
CKMM HacTpoMKam:
5 . - MPW HaXKaTUM Ha KHOMKY AMTEeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HA*KaTUKM Ha KHOMKY AAuTenbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
6.1 |9, 10 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).
CnoTbl ANA YCTaHOBKM OMNTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.
7.1 | 9,10, LNK/SPD Combo-nopTbl: CAOTbI AR YCTAHOBKWU TPAHCMBEPOB 1000BASE-)§ Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPEICOB.

BHewHWMn Bug, nepeaHelt naHenn yctponcte cepun MES2428 nokasaH Ha pucyHKax 12—Owwubkal
MCTOYHMK CCbINKKU He HAalgeH..

110-250 VAC60/50Hz max 1A A s
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PucyHok 12 — MepeaHaa naHenb MES2428 AC
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HELTEX
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PucyHok 14 — NepeaHaa naHenb MES2428B
170-264 VAC 60/50Hz max 34 ﬁ?LTGX M:Sjﬁi HZ-.-:‘:J-: H: :H:H;:lsnn 1::'3:' 1 CIBEIEIHEIEIUEIEI::HH CIBEI 5
S| EEEI. . IS mmmmgmmmm I
- B ) L ) O ) O :
1 2 3 4 5 6 7

=

AelTexX Mes2a28p

124 10/100/1000BASE-T, 802 3t Poks
331

= =

Alam O
1.2

E[ﬁlﬂ ﬂmﬂ] Fifri

36-72 VDC max 154
-

PeE O
 IN—

-

PucyHok 16 — NepeaHAsa naHenb MES2428P DC

B Tabanue 12 npmBeaeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB M OPraHoOB ynpaBaeHus,
pacnosoXKeHHbIX Ha nepeaHel NnaHeAn KOMMYTaTopoB cepun MES2428.

Tabnvua 12 — OnucaHune pasbemoB, MHAMKATOPOB M OPraHoOB yNpaBiaeHWsA NepeaHei NaHe M KoMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1 1A Pasbem AnA NOAKMOYEHWA K UCTOYHMKY 3/IEKTPOMUTAHWUA MEpPEeMEHHOro

(170-264 VAC 60/50 Hz max | ToKa.
3A ons MES2428P)

1.1 | 12VvDC max 2A Pasbem AN NOAKAOUEHNA K aKKYMYNATOPHOM HBaTapen.
18-72 VDC max 2A

1.2 | (36-72 VDC max 15A ana Pasbem ana noaKNto4eHNA K UCTOYHUKY 31eKTPONUTAHMA NOCTOAHHOIO TOKA.
MES2428P DC)
Power MNHAMKaTOp NUTAHMA YCTPOMCTBA.

2 Alarm MHankaTtop neperpesa.
PoE NHankaTtop pabotbl PoE.
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DHELTEX

Battery (gns MES2428B) NHAanKaTop paboTbl aKKYMynATOpHOM 6aTapen.

KOHCO/IbHbIV NOPT AN1A NOKANbHOMO YNPABAEHUA YCTPONCTBOM.
PacnuHoBKa pa3bema cnegytowan:
1 Hewucnonb3yeTtca
2 He ucnonb3syeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ncnosb3yeTcA
8 He ucnonblyetca
Pacnalika KoHconbHOro Kabena npuseneHa B MNpunoxkeHne A. KOHCONbHbIN

Kabenb.

dyHKUMOHaNbHasA KHOMKa A nepesarpysku ycTpolicTea u cbpoca K 3aBos-
CKMM HacTpoiKam:
- MPW HaXKaTUKM HA KHOMKY AAUTEeNIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 |F
rpy3Ka yCTpOWCTBa;
- NPU HaKaTUKM Ha KHOMKY A/snTesbHOCTbIo 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOICTBA [0 3aBOACKON KOHUIrypaLmu.

5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cNOTbl AN yCTaHOBKM TpaHcueepos 1000BASE-X Combo.

7 25, 26, 27, 28, LNK, SPD
> 26,27, 28, S LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTepdeincoB.

8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHW BMA nepeaHel naHenu yctponcts MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48
NOKa3aH Ha pUCYHKax 17-28.
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PucyHok 19 — lNepeaHaa naHenb MES2424B
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HELTEX
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PucyHok 20 — MNepeaHaa naHenb MES2424P
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PucyHok 22 — NepeaHaa naHenb MES2448B
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PucyHok 26 — lNepeaHas naHenb MES3400-24
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Aelrex
MES34001-24

IMES3400-
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PucyHok 28 — lNepeaHAasa naHenb MES3400-48

B Tabnvue 13 npuseaeH nepeyeHb PasbeMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHoOB YrpaB/eHus,

pPacnonoXeHHbIX Ha NepeaHel naHenn kommyTtatopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48.

Tabanua 13 — OnuncaHMe pasbemoB, MHAMKATOPOB U OPraHOB YNpaB/ieHUA nepegHei NaHean KOMMYTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48

Ne dnemeHT nepeaHen Onncanme
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNIOYEHUA K MUCTOYHMKY 3/EKTPONUTaHUA NepemMeHHOro

1A TOKa.

1.1 | ~18-72 VDC max 2A Pasbem a4na noaKNto4EeHNA K UCTOYHUKY SNEKTPONUTAaHUA NOCTOAHHOTO TOKa.

1.2 | 12VvDC max 2A Pasbem Ansa NogKNtoUYeHUA aKKyMyATOpPHOM HGaTapen.
Power MNHAMKATOp NUTAHMA YCTPOMCTBA.
PS1 (pna MES2448P) MHAMKaATOp COCTOAHMSA nepBoro 610Ka NUTaHuA.
PS2 (pna MES2448P) MHAMKATOP COCTOAHWUS BTOPOro 6/10Ka NUTaHus.
Status (ans MES2420-48P) MHAMKaTop cTaTyca yCcTpoKcTea.

2 Alarm MHauKaTop neperpesa.
Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Fan NHAavKaTop paboTbl BEHTUNATOPOB.
RPS MHAMKATOp pe3epBHOro 3NEeKTPONUTAHUA.
Battery (ana MES2424B, NHAanKaTop paboTbl aKKYMynAaTopHOM HaTapen.
MES2448B)

3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
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HELTEX

4 Console

KOHCONbHbIN NOPT A/1A SIOKAbHOIO YNPaBAEHUS YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ncnosb3yerca

He ncnosb3yerca

RX

GND

GND

TX

He ncnonblyerca

He ncnosb3yerca

Pacnalika KoHconbHOro Kabensa npueegeHa B MpunoskeHne A. KOHCO/bHbIN
Kabenb.

coONO UL B WN B

PyHKUMOHANbHAA KHOMKa ANA nepes3arpyskun yCcTpoicTea M cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
- MPU HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIo MeHee 10 c npoucxoanT nepesa-

F
> rpy3Ka ycTpoMncTBa;
- NPY HaKaTUW Ha KHOMKY A/auTenbHoCTbio 6onee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOICTBA A0 3aBOACKON KOHUIypaLuu.
6 [1-8], [1-24], [1-48] MopTtbl 10/100/1000BASE-T (RJ-45).

7 [XG1 — XG4], [XG1 — XG11] Cnotbl gna yctaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

8 usB

USB-nopr.

BHewHM BUA nepegHein naHenn ycrtpoiicte MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha
pucyHkax 29-31.

120250 AC 5060 He
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PucyHok 31 — NepeaHas naHenb MES3400-48F

46

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Tabanua 14 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB yNpaB/ieHna nepeaHelt NnaHean KOMMYTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

dnemeHT nepepHei
naHenu

OnucaHue

~110-250V AC, 50-60 Hz

Pasbem gna nogkntoveHma K UCTOYHUKY INEKTPONUTAaHMNA NepemeHHOro
TOKa.

12v DC

Pazbem ons NoAKAUYEHNA aKKYMYyIATOpPHOM H6aTapen 12V.

Power

MNHAMKaTOp NUTaHMA YCTPOKCTBA.

Alarm

NHankaTop aBapuu.

Master

NHauKaTop pexkuma paboTbl ycTpoiicTea (BeayLumii/seaomslit).

Battery (ona MES2424FB)

NHAanKaTop paboTbl akKymMynsaTopHoM baTapen.

Fan

NHauKaTop paboTbl BEHTUAATOPOB.

RPS

MHAMKATOP pe3epBHOro aNeKTPONUTaHUA.

UnitID

MHAMKaTOp HOMepa YCTPOWCTBA B CTEKe.

Console

KOHCONbHbIV NOPT AN5 IOKANbHOIO YNpaBAEHUA YCTPOWCTBOM.
PacnvHoBKa pasbema cieaytoLian:

He ncnosb3yeTca

He ncnosb3yeTca

RX

GND

GND

TX

He ucnonb3syeTtcs

He ncnonb3syerca

Pacnaitka KoHconbHOro Kabensa npuseaeHa B MNpunoxeHue A. KOHCONbHbIN
Kabensb.

OO UL A WN B

®YHKLMOHabHAsA KHOMKa A8 nepesarpysKku ycTpoincTea u cbpoca K 3aBo-
[ACKMM HacTpOMKam:

- NPV HaXKaTUW Ha KHOMKY A/IUTEIbHOCTbIO MeHee 10 ¢ nponcxoaut nepe-
3arpysKa ycTpoicTBa;

- NPV HaXXaTUKM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoamT cbpoc
HaCTPOEK YCTPOICTBa 40 3aBOACKON KOHdUIrypaumu.

[1-24], [1-48]

CnoTbl AnA YCTaHOBKM ONTUYECKMX TpaHcueepos 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl AnA yctaHoBKK TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BMA nepegHux naHenen ycrponcts MES2410-08DP, MES2410-08DU noKasaH Ha pUCYHKax
32-33.

= S [=)
HELTEX MES2410-080P
o

2 34 5 6 7

PucyHok 32 — lNepeaHasa naHens MES2410-08DP
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PucyHok 33 — lNepeaHasa naHenb MES2410-08DU

Tabnmua 15 — OnucaHuMe pa3bemMoB, MHAMKATOPOB U OPraHOB ynpas/eHUs nepegHen naHem KoMMmyTaTo-
pos MES2410-08DP 1 MES2410-08DU

dnemeHT nepegHei
Ne NIEMEHT NepeaHen OnucaHue
naHenu
100-240 V AC, 50-60 Hz
1 (ans MES2410-08DP) Pazbem AnA NOAKAOYEHMA K UCTOYHUKY S/IEKTPONUTAHUA MepemeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID NHANKaTOp HOMEpPaA YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOWMCTBA.
Alarm NHankaTop asapuu.
3
Master MHAMKaTop pexkrMma paboTbl ycTpoicTea (BeayLumit/segombiii).
PoE NHaukaTop paboTbl PoE.
PyHKLMOHabHAA KHOMKa 1A Nepe3arpyskn ycTpoictea u cbpoca K 3aBos-
CKMM HacTpoMKam:
4 r - MPW HAXaTUM Ha KHOMKY ANUTeNbHOCTbIo MeHee 10 ¢ npoucxoauT nepe-
3arpysKa yCcTponcTBa;
- NPW HaXKaTUKW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHOUTypaL K.
KoHCO/bHbIM NOPT AR NOKANBbHOIO YNPaB/AeHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:
9 He ucnonb3yetca
10 He ucnonb3yetca
11 RX
12 GND
5 Console 13 GND
14 TX
15 He ucnonbsyetca
16 He ucnonb3yetca
17 He ucnonb3yetca
Pacnaiika KoHCcoNbHOrO Kabena npuseaeHa B NPUNOKEHUM A.
6 [1-8] MopTbl 10/100/1000/2500BASE-T (RJ-45).
7 [XG1, XG2] CnoTbl aNa ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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PucyHok 34 — NepeaHas naHenb MES2420B-24D

Tabnunua 16 — OnucaHMe pa3beMoB, MHAMKATOPOB M OPraHOB YNpPaB/JeHUs NepeaHen NnaHean KoMmyTa-
Topa MES24208B-24D

dnemeHT nepepHei
naHenu

OnucaHue

100-240 V AC, 50-60 Hz

Paszbem ANnAa NOAKNKYEHUA K UCTOYHUKY I1EKTPOMUTAHMNA NepemeHHOro
TOKa.

1.1

12VDC max 2A

Pasbem Ana NogKAUYEeHNA aKKyMyNaTOpHoM BaTapeu.

Power

MNHAMKATOp NUTaHMA YCTPOMCTBA.

Alarm

MHAMKaTop neperpesa.

Master

NHAanKaTop pexxrnma paboTbl ycTpoicTea (BeayLmii/seaombiii).

Battery

NHAanKaTop paboTbl akKyMynaTopHoi b6aTapen.

Unit ID

MHAMKaTOp HOMEepa YCTPOWCTBA B CTEKE.

Console

KOHCONbHbIN NOPT ANA NOKANBbHOIO YNpaBieHNa yCTPONCTBOM.
PacnvHOBKa pasbema cieaytoLiasn:

He MCnosb3yeTcs

He Mcnosb3yeTcs

RX

GND

GND

TX

He Mcnob3yeTcs

He Mcnosb3yeTcs

Pacnaiika KOHCO/IbHOTO Kabensa npueeaeHa B NPUIOKeHUN A,

ONOOU D WN R

dYHKUMOHaNbHAA KHONKA ANA Nepes3arpysku yCcTpoicTea U cbpoca K 3aBoa-
CKMM HacCTpoMKam:

- NPW HA*KaTUK Ha KHOMKY AAuTeNbHOCTbio MeHee 10 ¢ nponcxoguT nepesa-
rpy3Ka yCcTpoICTBa;

- NPWU HaXXaTUKU Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ npoucxoamTt cbpoc
HaCTPOEK yCTPOWCTBa A0 3aBOACKOM KOHGUrypauuu.

[1-24]

MopTbl 10/100/1000/2500BASE-T (RI-45).

[XG1 - XG4]

CnoTbl AnA yctaHoBKK TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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HELTEX

BHewHW BUA nepeaHen naHenn yctponctea cepum MES3710P nokasaH Ha pucyHKe 35.

=

SELTEX
MES3710P

Cﬁ
C@:
[

O PwrL
Qrwr2 4
O Alarm

Q Temp |

o 3

Console

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 35 — lNepeaHAas naHenb MES3710P

Tabnunua 17 — OnucaHne pasbeMoB, MHANKATOPOB M OPraHoB ynpaBaeHuns nepeaHen naHenn MES3710P

Ne AnemeHT nepeaHen Onncanme
naHenu

1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBaa nHAMKauma PoE.

CnoTbl ANA YCTaHOBKM ONTUYECKUX TPAHCMBEPOB
3 9,10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKUX UHTEpPdENCOoB.

PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
4 Alarm NHOnKaTop aBapuu.
Temp MHAnKaTop Temnepartypbl.

PyHKLMOHaNbHaA KHOMKa A1A Nepe3arpy3Kku ycTponcTea u copoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HAXXaTUW HA KHOMKY ANnTebHOCTbIO MeHee 10 c. npoucxoauT ne-
pe3arpyska ycTpoucTBa;

- NPW HA)KaTUW Ha KHOMKY AauTenbHocTbio 6osee 10 c. npoucxoaut
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHDUTYypaLnu.
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KOHCONbHbIM NOPT ANA NOKANbHOTO yNpaB/ieHNA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ncnonb3yeTca

He ncnonb3yeTca

RX

GND

GND

X

He ncnonb3yeTca

He ncnonb3ayeTca

Pacnaiika KoHconbHOro Kabensa npuseaeHa B MpunoxkeHune A. KoHconb-
Hbll Kabenb.

6 Console

0O NOOULEA, WN P

1.4.2 3adHAA u sepxHAA naHenu ycmpoiicme

BHewHWN BUA, 3agHel naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHei ana 3710P)
npuBeAEeH Ha PUCYHKAX HUKe.
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PucyHok 36 —3aaHAaa naHenb MES1428, MES2428, MES2428B, MES2408IP DC1, MES2408P, MES2424 1
MES2424B
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PucyHok 38 —3aaHAa naHenb MES2424P, MES2428P, MES2420B-24D
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PucyHok 39 — 3aagHaa naHenb MES2448 DC
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PucyHok 40 —3agHAaa naHenb MES2448B

100-240 V AC 50-60 Hz
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PucyHok 45 — 3agHaa naHenb MES3400-24, MES34001-24, MES3400-48, MES3400-48F
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PucyHok 47 — 3agHaa naHenb MES2410-08DP, MES2410-08DU

TaTOPOB.

B Tabanuax 18 n 19 npuBeaeH nepeyeHb Pa3sbemMoB, PACMOJIOMKEHHbIX HA 3aZlHEN NMAHENN KOMMY-

Tabnmua 18 — OnucaHuMe pasbemoB 3afHel naHenu kommyTtatopos MES1428, MES2428, MES2428B,
MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne

dnemeHT 3agHeii naHenm

OnucaHue

1

[ .
Knemma 3asemnenuva =

Knemma g/1a 3a3emneHuns ycTpomncTea.

Tabnnua 19 — OnucaHne pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2411X, MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemMeHT 3agHeil naHenun OnucaHue
1 BeHTMNATOPbI ANA OXNaXAEHUA YCTPOMCTBA.
2 Knemma 3azemnenns = Knemma gna 3a3emneHus ycTpomncraa.
3 36-72 V DC Pasbem gnA NOAKNOYEHMA K UCTOYHMKY 3NEKTPOMUTAHMA MOCTOAHHOrO
TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPOMNUTAHMA MEPEeMEHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem gns NnogKAouYeHns akkyMynaTopHoOM baTtapee.
5 CNOTbI ANA yCTaHOBKM 6710- CnotT ans ycTaHOBKM pe3epBHOro 61oKa nutaHma AC nnm DC.
6 KOB MUTaHNA CnoT ANnA ycTaHOBKM OCHOBHOTO 610Ka nutaHua AC uam DC.
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HELTEX

BHewHMI BUA BepxHel naHenn kommyTtatopa MES3710P npuBeaeH Ha pucyHKe 48.
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PucyHok 48 — BepxHaa naHenb MES3710P

B Tabnunue 20 npuBeaeH nepeyeHb PasbeMoB, PaACNoIOKEHHbIX Ha BePXHEW NaHenn KoMmmyTatopa
MES3710P.

Tabnunuya 20 — OnucaHne pasbeMOB BEpPXHEN NaHenn Kommytatopa MES3710P

Ne dnemeHT 3agHel naHenu OnucaHue
[ — )
1 Knemma 3asemnenHuns = Knemma pns 3a3emneHuns ycTponcTea.
PaszbeMbl g1a NOAKAOYEHMA K UCTOYHMKAM 3N1EKTPONUTAHMUA NOCTO-
2 48 (45~ 57) VDC AJIA noA P
AHHOTO TOKa.
3 12VDC max 5A PeneiHbiN BbIxO4 aBapuUiiHOM curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokosevie naHenu ycmpolicmea
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PucyHok 49 — NpaBasa 6okosas naHenb MES1428
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PucyHok 50 — JleBaa 6okoBan naHenb MES1428

Ha 60KOBbIX MAaHENAX YCTPOMCTBA PACMNONOMKEHbl BEHTUAALMOHHbIE PELIeTKU, KOTOpble CAYXKaT AN
oTBoAa Tenna. He 3akpbiBaiiTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHMMW MpeameTamu. ITO MOXKeT
NPUBECTMU K NeperpeBy KOMMOHEHTOB YCTPOICTBA M Bbi3BaTb HapylleHuA B ero paboTe. PekomeHaaumu no
YCTaHOBKE YCTPOICTBA Pacno/IoXKeHbl B pasgene «YCTaHOBKa U NOAK/OUEHNEY.
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1.4.4 KoHcmpykmueHoe ucrosHeHue kommymamopa MES3708P

B gaHHOM pasgenie onnMcaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommytatopa MES3708P.

YCTPOMCTBO COCTOMT M3 OCHOBHOM NAaThbl, NAaTbl 6/10Ka NUTaHUA U moaynein 3awnTbl nopTtos Ethernet
10/100/1000BASE-T oT nepeHanpsa»keHuit. MnaTtbl pacnoioxeHbl B MeTalJIMYecKom Kopryce.

Ons KpenneHuAa yCTPOMCTBA Ha Kopnyce npeaycMOTPEH MeTa/Indeckuii KproK. KpenneHue
NnoABEeCHOE, Ha LWTAHry TO/WMHOM He 6onee 8 mm. lMogKatouyeHWe NUTAHUA M ceTeBblXx MHTepdelicoB
NpPOM3BOAMUTCA K pasbemam, PacrnooXeHHbIM BHYTPU Koprnyca. BbiBoa, NpoBOAOB HapyKy BbINOJHAETCA
yepes npeaHasHayeHHble 418 3TOro OTBEPCTUA B Kopnyce.

Ha pucyHKe 51 noKasaHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.

9 i

PucyHoOK 51 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P
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B Tabaunue 20 npuBeaeHO onvcaHne OCHOBHbIX KOMMOHEHTOB M pa3bemoB MES3708P.

Tabnmua 21 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P

OnucaHue

Pasbembl 415 YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHa#A naaTa yCTPOMCTBa.

MnaTa 610Ka NUTaHUA.

Pasbem gna NoaKnoYeHUA K UCTOYHUKY 31IEKTPONUTAHMA NEPEMEHHOrO TOKa.

Pasbembl 415 NOAK/IOYEHNA MoAy el 3awmTbl nopTos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHui.

Moaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpaKeHni.

Knemma gna 3azemneHus yCTpOﬁCTBa.

Pasbembl 415 NOAK/IIOYEHNA YCTPOWCTB /IoKasibHOM ceTu Ethernet.

O | (I NV | W|IN|RFP

FepmosBoA ana Kabens 31EeKTPpONUTaHUA.

[
o

fepmoBBOA 418 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetu Ethernet.

[y
=

Paszbem gna NOAKAOYEHUA K KOHCO/IM YCTPOMCTBA Yepes nHTepderic RS-232.

1.4.5 Ceemosasn uHoukayusa

CocrosiHue nHTepdeincos Ethernet nHguumMpyeTca AByma cBeTOAMOAHbIMU UHANKATOPamu, LINK/ACT

3eneHoro useta n SPEED aHTapHOro ugeTa. PacnonoeHue cBeToAN0A0B NOKAa3aHO Ha PUCYHKax 52-54.

(O LNK

ey | (O) SPD

PucyHOK 52 — BHellHK1IA BUA ogMHapHoro pasbema SFP/SFP+

LINK/ACT  SPEED

PucyHoOK 53 — BHewHWI B1A, cABOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED

)
000000 7

PucyHoK 54 — BHewwHuit Bug, pasbema RJ-45

56
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Tabnuua 22 — CsetoBas nHAuKauma coctoaHna Ethernet-nopros 10/100/1000/2500BASE-T

CBeyeHMe MHAMKaTOpaA

CBeyeHMe MHAMKaTOpaA

CoctosiHne nHtepdeica Ethernet

100 M6wuT/c.

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHoBeHO coeanHeHMe Ha ckopocti 10 M6uT/c uam
BbikntoyeH lopuT nocToAHHO

[opuT NOCTOAHHO

[opuT NnocToAHHO

YcTaHOB/IEHO coeAnHeHue Ha ckopoctn 1000 M6uT/c
nnn 2500 Méur/c.

X

Mwuranue

MaeT nepeaaya AaHHbIX.

_|

abnnua 23 — CBeTtoBas MH

AnKauma coctoaHna XG-nopTos

CBeyeHMe MHAMKaTopa

CBeyeHMe MHAMKaTopa

CocroaHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoyeH BbikntoueH MopT BbIKAIOYEH NN COeAUHEHNE He YCTaHOBJIEHO.
BbikntoyeH lfopuT nocToAHHO YcTaHOB/IEHO coeauHeHmne Ha ckopoct 1 Iéut/c.

[opuT NOCTOAHHO

FopuT NnocToAHHO

YcTaHoOB/IeHO coenHeHne Ha ckopocTu 10 F6uTt/c.

X

MwuraHune

NaeT nepesaya AaHHbIX.

CuctemHble MHAuMKaTopbl (Power, Alarm) cnyxaT gasa onpeaeneHua coctoaHusa paboTbl y3noB
KommyTaTtopos cepun MES14xx, MES24xx, MES34xx.

Tabnnuya 24 — CeeToBasA MHAMKAUMSA CUCTEMHbIX MHANKATOPOB

HassaHue DyHKUMA .
CocTosiHMe MHAMKaTopa CocTosiHMe ycTpoicTBa
MHAUKaTopa UHAWKaTopa
BbikntoveH MnTaHWe BbIKAOYEHO.
. MuTaHWe BKAOYEHO, HOPMa/bHasA
3eneHbln, rOpUT NOCTOAHHO -
paboTa ycTpolicTBa.
. CamoTecTMpoBaHMe yCTPOMCTBA NPU
CoctoaHue 3eneHbin, mepuaet
Power ctapte (POST).
WUCTOYHWKOB NUTAHUA
OTcyTCTBME NEPBUYHOIO NUTAHUA
o OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
KpacHbli, ropuT NOCTOAHHO N
YCTPOICTBA OT Pe3epBHOro MCTOYHMKA)
WAW aBapuA BTOPUYHOTO UCTOYHMKA.
Al CocTosiHMe BbikntoueH HopmanbHasa paboTa ycTponicTsa.
arm . "
yCTpPOMCTBA KpacHbI, roput noctoaHHo | Meperpes namn aBapma BEHTUNATOPOB.
. MoakntoyeH notpebutens PoE (roput
NHamkaTop 3eneHbliA, ropuT NOCTOAHHO N
WMHOMKATOP, COOTBETCTBYIOLWMI NOPTY).
PoE coctoAaHua PoE- "
nopToB KpacHbiit, ropuT noctoaHHo | OwwubKa PoE Ha nopTy.
BbikatoyeH MNoTpebutens PoE He nogKatoyeH.
MpusHak BeayLwero
Master yCTpOICTBa Npu BbikntoueH PeXkum cTeKMpoBaHMA He NogaepKaH.
paboTe B cTeke
Y 1
WHamkaTop 3eneHbin, roput noctoaHHo- | AKB nogknatoveHa.
Battery COCTOAHUA KpacHbli1, ropuT noctosiHHo | HU3Kuii yposeHb 3apaga AKB.
AKKYMYNATOPHOM
baTapen BblkntoueH?! AKB oTKntoueHa.
o Pe3epBHbIi ICTOYHUK NOAKAIOYEH U
RPS 3eneHbli, FOPUT NOCTOAHHO P A
paboTaeT HopmanbHoO.

! Mpu nogkntoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKaLUMK A0 5 MUHYT
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OTCcyTCTBME NEPBUYHOrO MUTAHUSA
Pexum paborbl KpacHbIi, roput NOCTOAHHO | pe3epBHOr0 UCTOUYHWUKA UK ero
pe3epBHOro uc- HEeMCnpaBHOCTb.

TOYHUKa NUTAHUA o
BbikntoueH Pe3epBHbIVI MUCTOYHUK HE NOAKNIOYEH.

FAN

3eNieHblit, FOPUT NOCTOAHHO | BeHTUAATOpbI paboTaloT HOpMasbHO.
NHanKaTop paboTbl

BEHTUNATOPOB o
KpacHbIn, roput noctoaHHO | HemcnpaBHOCTb BEHTUAATOPA.

v/

Ecnu ungukatop Alarm u nngukarop PoE ogHOBpeMeHHO ropAT KPacHbIM LBETOM, — 3TO
CUrHaN3MpYeT O KPUTHUUYECKou owmnbke PoE.

1.5 KomnaeKT nocraBKku

B 6a30BbIii KOMNAEKT NOCTAaBKMN BXOAAT:

Ethernet-kommyTaTtop;

KomMnnekT Kpeneska B CTOMKy (Kpome MES3708P, MES3710P);

WHyp nutaHmna EBpoBunka-C13, 1.8m (Tonbko gns MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2408P
AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES2424B,
MES2424FB, MES2448B, MES2411X);

LWHyp nuTaHua MNBC 2x1.5, 2m (Tonbko ana moaenei MES2408IP DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2408P DC, MES2428P DC, MES2424 DC,
MES2448 DC, MES3710P);

CbeMHble KnemmHble Konoaku (1 Pos. — 1 wr., 2 Pos. — 2 wrt.) (Tonbko ans MES3710P)
MamATKa 0 LOKyMeHTaLNu;

CepTuduKat/aeKknapauma cooTBETCTBUS;

Macnoprt.

Mo 3aKka3y Nnokynatensa B KOMMAEKT MOCTaBKM ONUMOHA/IbHO MOTYT ObITb BKNIOYEHDI:

PykoBoacTBO Mo aKcnayaTauum Ha CD-gucKe;

Mogaynb nuTaHua PM160-220/12 (gna MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F) nnn PM380-220/56 (ana MES2448P);

LWHyp nuTaHmns EBpoBmnka-C13, 1.8m (B cnyyae Komnnektauum moaynem nutaHus PM160-
220/12 nan PM380-220/56);

Mogaynb nutaHna PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

Moaynb nutaHmua PM380-220/56 (ans MES2448P)

Moaynb nutaHua PM950-48/56 (ana MES2420-48P)

Moaynb nutanmua PM950-220/56 (ans MES2420-48P)

LWHyp nuTaHua NBC 2x1.5, 2m (B ciyyae KomMNieKkTaumum moaynem nutaHmua PM100-48/12);
KoHconbHbIN Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMMN/IEKT NOCTAaBKMU YCTPOWCTB BXOAAT KPOHLUTEMHbI 415 YCTAHOBKW B CTOMKY W BUHTbI ANA Kpenae-
HUA KPOHLITENHOB K KOPNYCY YCTPOMCTB. Ha KPOHLWITENHAX PACNON0OMKEHbI LECTb KPeneXKHbIX 0TBEPCTMI 1A
pa3HbIX BAPUAHTOB KPEMJEHMA, YTO NO3BOIAET PErYANPOBATb PAaCCTOAHUE MeXAy nepenHein naHenbto u
ABepuen cepsepHoro WKada (pucyHKkn 55-56). [ina yCTaHOBKM KPOHLWITENHOB BblbepuUTe 04MH M3 BapuaH-
TOB KpenneHus:

PucyHoK 56 — BapuaHT KpenaeHua KpoHWwTenHoB No2
1. BblbepuTte HeobXxoaMMble MOIOKEHUA KPOHLWTEWHA, NOKa3aHHble Ha pUCyHKax Bbiwe. Cos-
MecCTUTe BbibpaHHbIE YeTblpe OTBEPCTUA A1 BUHTOB HA KPOHLUTEMHE C TAKMMMU }Ke OTBEPCTU-
AMKM Ha BOKOBOM NaHenn yctponcTea. C NOMOLLbIO OTBEPTKU MPUKPENNTE KPOHLLUTENH BUH-

TaMu K Kopnycy.
2. ToBTopuTe War 1 A4na BTOPOro KPoHLWTeMHa.
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3. CoBMeCTUTe OTBEPCTUA KPOHLITEMHOB C OTBEPCTUAMM HA NepeaHNX BEPTUKabHbIX Hanpas-
NAWMX CTOVMKM (pUCYHOK 57). Mcnonb3yiiTe 0TBEPCTUS B HAMPABAAIOLWMX HA OAHOM YPOBHE
€ 06enx CTOPOH CTOMKM, AN5 TOTO YTO6bI YCTPOMCTBO pacnosiaraiocb ropusoHTanbHo. C no-
MOLLbIO OTBEPTKM MPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaAMM.

PucyHoK 57 — YcTaHOBKa yCTPOICTBA B CTOMKY

Ha pucyHke 58 npusegeH npumep pasmeweHna Kommytatopos MES14xx, MES24xx n MES34xx B
CTOWKe.

o MES14xx/MES24xx N1 o]
o KabenbHbIn opraHainsep (o]
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIin opraHainsep o
o|  MES14x<MES24xx N4 o
o KabenbHblin opraHainaep o
o|  MES14x<MES24xx N5 o
o KabenbHblin opraHainaep o

PucyHok 58 — PaameleHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe
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.‘

.‘

.‘

He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, @ TaKKe BEeHTUNATOPbI, PACNO/IONKEHHbIE HA
3aAHeli naHean, NOCTOPOHHUMU NpeameTamu Bo M3berKaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.2 YcTtaHoBKa ycTpoictea MES3710P Ha DIN-peiiky

YcrpoiictBo MES3710P ycTraHaBAMBaeTcA BepTUKa/IbHO, TaK Kak 60KoBble naHenu obecne-
4YMBaIOT TENNIOOTBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKNoHWUTb KOpNyC YCTPOMCTBA BEPXHEM YacTbio OT cebsi MU NPUIOKUTL KpPenieHue Ha 3a4-
Hei naHenu K DIN-peiKe Tak, 4Tobbl €€ BEPXHASA KPOMKa OKasasach 3a NPOBOJIOYHOM Npy-
KUHOM.

2. HagaBuTb Ha KOPMyC YCTPOMCTBA CBEPXY.

3. He cHMMasA gaBneHus, NpuUXKaTb HUMKHIOK YacTb Kopnyca ycTpoiictea K DIN-pelike go 3a-
LLLeNKUBAHNSA.

Ona pemoHTaxka yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMasA faBneHun, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [lpunoaHaB KOpNyc, CHATbL ycTpoiicTBo ¢ DIN-peliku.

2.3 MopakntoueHue NUTalOLWEN CETU

1. TMpexae, 4yeM K ycTpoincTey OyaeT noak/aoveHa nNuTatowas ceTb, HEOBXOAMMO 3a3eMANUTD
KOPMyC YCTPOMCTBa. 3a3emneHne HeobxoAMMO BbINOJIHATL U30/IMPOBAHHbIM MHOFOXW/b-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEeHME 3a3eM/IAIOLLErO NPOBOAA AOJIKHbI CO-
OTBEeTCTBOBaTb TpeboBaHuamM MY3.

MopKnouyeHne A0MKHO OCYLLECTBAATLCA KBAMMPULMPOBAHHBIM CNELUaNNCTOM.

2. Ecau npepnonaraetcs NOAKNHOHYEHME KOMMbOTepa UAM MHOro 060pyAoBaHMA K KOHCO/b-
HOMY NOPTY KOMMYTaTOPa, 3TO 060pYyA0BaHNE TaKKe AOKHO 6bIThb HaAEKHO 3a3eMeHO.

3. ToaxntounTe K ycTpoicTBy Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMM/IEKTALMM YCTPOMUCTBA,
NUTaHNE MOKET OCYLLECTBAATLCA OT CETU NepemeHHOro ToKa, AMbo OT CeTU MOCTOAHHOMO
TOKa. Mpv NOAKNIOYEHMUM CETU NEPEMEHHOTO TOKA C/1IeAYEeT UCMO0/1b30BaTb Kabenb, BXOAALLMA
B KOMMIEKT YCTPOMCTBA. [1A NOAK/IIOUYEHUSA K CETU NMOCTOSHHOTO TOKAa MCMO/b3yiTe NPOBOA,
ceyeHMem He MeHee 1 Mm?,

Bo usberkaHue BO3HUKHOBEHUA KOPOTKOro 3amMblKaHUA nNpu noagxKal4YeHUn K Ccetu
NMOCTOAHHOIO TOKa peKomeHAyeTCA Npon3secTtu 3a4nUCTKy Nnposoaa Ha AJIUHY 9 mm.
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' ' Lienb NUTaHMUA NOCTOAHHBIM TOKOM [,0/1)KHA COAEPKaTb YCTPOUCTBO OTKAKOUEHUA NMUTAHUA C
el | Ppusnyeckum pasbeguHeHnem coeguHeHUn (BblKaOUaTe b, pa3bem, KOHTaKTOp, aBTOMaTH-
YecKuii BbiKAoYaTeNb U T. N.).

4. BKAOYMTE NUTaHME yCTpoKcTBa U ybeanTecb B OTCYTCTBUM aBapuii NO COCTOAHUIO MHAMKATO-
POB Ha nepeaHen NaHesnun.

/";j‘ DOna noaknoueHna K MES3708P nuTatoweit ceT He06Xo0AMMO CHATb KPbILIKY YCTPOMCTBA,
' OTKPYTUB OTBEPTKOI 18 BUHTOB, PacNONOXEHHbIX NO KpaaM.

2.4 YcraHoBKa U yganeHue SFP-tpaHcuBepoB

/";;‘ YcTaHOBKa ONTUUYECKMX MOAYNE MOXKET NPOU3BOAUTLCA KaK MPU BbIKJIOYEHHOM, TaK U Npu
BKJIIOYEHHOM YCTpOlCTBE.

/\ PekomeHayeTcAa pasgenibHOe NOAKAIOYEHUe SFP-TpaHCMBepa U onTu4ecCcKoro naty-Kopaa B
h & cnort.

1. BcTaBbTe BepXxHMi1 SFP-Mmoaynb B CNOT OTKPLITOM YaCTbo pasbema BHM3, @ HUXHM SFP-mo-
OYyNb OTKPbLITOM YacTblo pa3bema BBepX.

PucyHok 59 — YcraHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTOo, Bbl YC/bIlWNTE xapaKTeprlﬁ LeN4YoK.

PucyHok 60 — YctaHoBneHHble SFP-TpaHcuBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 61 — OTKpbITHe 3awenkn SFP-TpaHcmBepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 62 — N3BneyeHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocse CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a34aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIV 6UT, 6€3 KOHTPO/IA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAHHbIN PEXUM IMYIALUN TEPMUHANG B KAYECTBE PEXKMMA MO YMOIYAHMIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTpoicTBo. [lpu  KarKAOM  BK/OYEHMM  KOMMyTaTopa

3aMNyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobxoAMMO MpOMTM npoueaypy asTopu3aumMu Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHto caedyeT NOAKNUYUTLCA K YCTPOMCTBY Yyepe3 nHTepdenc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arpy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhhkkhkhkhkhhkhkhkhkhkhkkhhkhkhrhkkhkhkhrhkhkkhkkhhrhkkhhhxhkhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anna scex yCTpOVICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnunua 25 — dyHKUMK MHTepdelica 3arpy304HOro MEHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWE yTpayeHHoOro napons. Mpu cnepytouen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI ¢dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbIMOAHMUT 3arpy3Ky C UCMO/Jb30BaHMEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNIbHOro MHTepdeiica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-

vadRCl)

BONXKUTCA.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 65




HELTEX

3.5 PexXumbl paboTtbl KOMMYyTaTOpa

KommyTaTtopsl cepuit MES24xx, MES3400-xx, MES2410-08, MES2420-24 paboTaloT B pesKnUMe CTEKU-
poBaHuA.
V KommyTatopbi MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL,
- MES2408IP DC1, MES2428, MES2428P, MES2428B, MES3708P, MES3710P He nopaepu-
BalOT PeXXUM CTEKUPOBAHUA.
, KommyTtatopol MES2424, MES2424B, MES2411X, MES2448B noaaepKMBaloT CTEKUPOBaHUE
! C QHANIOrMYHbIMM YCTpOiicTBaMM rev.B. Bce ocTanbHbie YCTPOMUCTBA MOrYT 6biTb 06beAUHEHDI
B CTEK TO/IbKO NMPU YCAOBUM COBNAAEHUA PEBU3UIA.
CTeknMpoBaHue No3BoAsSeT 06beANHUTL A0 8 KOMMYTAaTOPOB OAHOW M TOM e MoAenn B 04HO IoTu-
yecKoe YCTPOMCTBO. N1 YCTPOMCTB, BXOAALWMX B COCTAB CTEKA, NPEeAYCMOTPEHbI Cieaytolme posiun:

— Master (UID yctpoiictBa oT 1 Ao 8) — ocyllecTBAseT ynpaBieHue BCeMWU YyCTPOUCTBaMn B
cTeke. Posib MacTepa NpMHMMaET TONbKO O4HO YCTPOMCTBO, BCE OCTa/IbHbIe YCTPOMCTBA MNONY-
yaloT posib Backup. B ciyyae oTkaoueHus yctpolictea Master U3 ycTpoliicTs ¢ poJibio Backup
BblGMpaeTca HOBbIM MacTep.

— Backup (UID ycTpoictea oT 1 A0 8) — yCTPOICTBO, NOAYNHSAIOLLEECA YCTPOUCTBY C PO/bIO
Master. YctpolicTBo ¢ posabto Backup aybampyet koHpurypaumio, nHdopmaumto o noab3oBa-
TensAx, akTUBHbIN 06pa3 MO. B ciyyae BbIxoAa U3 CTPOA YNPaBAAOLWEro yCcTpoicTea bepeT Ha
ceba pyHKUMM ynpaBaeHUA CTEKOM.

/ UHTepdeiicbl B pexkume CTEeKMPOBaHUA PaboTAlOT TO/IbKO HA MAKCUMaNbHOM CKOPOCTU UH-
Tepdeiica.
l | YcTpoiicTBa ¢ 0AuHAKoBbIMKU uaeHTudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
= cTeke.

B pexknme CTEKMPOBAHMA YCTPOMCTBA UCNOb3YHOT XG-NOPTbl 418 CUHXPOHM3aLMK. [Py 3TOM yKasaH-
Hble MOPTbl He y4yacTBYlOT B Mepefaye AaHHbIX. BO3MOMKHbI ABe TOMOMOMMU CUHXPOHM3UPYIOLLMXCA
YCTPOMCTB — KOJIbLLeBaA U INHEHAA. [1N5 NOBbILEHNA OTKAa30YCTOMYMBOCTM CTEKA PEKOMEHAYETCA UCNONb-
30BaTb KOJIbLLEBYIO TOMOAOrMI0. 1PN UCNOAb30BaHUN IMHENHOM TONOAOMMM B CXEME U3 ABYX IOHUTOB CTEKO-
Bble NOpTbl 06beanHAIOTCA B LAG, Y4TO N03BOAAET NOBbLICUTb MPONYCKHYIO CNOCOBHOCTb KaHana. Mpu ucnonb-
30BaHUU KOJIbLLEBOM TOMOMOMMM OAMH CTEKOBbIM NMHK BaoKupyeTca ana Broadcast, Multicast, Unknown
Unicast-Tpaduka n He 6aokunpyetca gna obydyeHHoro Unicast-Tpadmka, YTo NO3BOIAET NOBLICUTL MPOMYCK-
HYH0 CNOCOBHOCTb CTEKOBBIX JIMHKOB.

MaTpuua cteknposaHua kommytatopos MES2424

MES2424 MES2424 rev.B | MES24248B MES2424B rev.B MES2424FB MES2424P
MES2424 + + - - - -
MES2424 rev.B + + - - - -
MES24248B - - + + - -

MES2424B
rev.B
MES2424FB - - - - + -

MES2424pP - - - - - +

MaTtpuua ctekmpoBaHma KommyTtatopos MES2410-XX n MES2420-XX

MES2410-08DP MES2410-08DU MES2420B-24D MES2420-48P
MES2410-08DP + - - -
MES2410-08DU - + - -
MES24208B-24D - - + -
MES2420-48P - - - +
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MaTtpuua cTekKMpoBaHma KommyTtatopos MES2448 n MES2411X

MES2448 DC

MES2448B

MES2448B rev.B

MES2448P MES2411X MES2411X rev.B

MES2448 DC +

MES24488B -

+

+

MES2448B
rev.B

+

+

MES2448P -

MES2411X -

MES2411X
rev.B

MaTtpuua cTekmpoBaHma KommyTtatopos MES3400-XX

MES3400-24

MES34001-24

MES3400-24F MES3400-48 MES3400-48F

MES3400-24 +

MES34001-24 -

+

MES3400-24F -

+ - -

MES3400-48 -

MES3400-48F -

Hacmpolika cmeKuposaHuUs KOMMymamopos

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnuua 26 — KomaHAabl ANA HAaCTPOMKUM CTeKa

3HayeHue/3HayeHue no

no stack persistent-mac

KomaHoa Aelicmeue
yMOAYaHUIO
. . o HasHaunTb Homep ycTpoicTBa «unit-id» oKanbHOMY
stack configuration unit-id - o
unit-id unit_id: 1-8 YCTPOWCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CMeHa Homepa
YCTPOMCTBA NPOU3ONAET NOCAE Nepesarpyskn KOMMyTaTopa.
' . . HasHaunTb MHTepdeichbl AnA CUHXPOHM3aLUK PaboTbl
stack configuration {links pd A P U p
L. - KOoMMyTaTopa B cTeke. MUHUManbHOe Konnyectso — 1,
tengigabitethernet 1-4}
MaKcMmanbHoe — 2.
no stack configuration - YoanuTb CTEKOBYHO KOHOUTypaLmio.
. BkntounTb noctosHHbIM MAC-agpec. MAC-agpec cTeka byaeT co-
stack persistent-mac AP AP VA
oTBeTcTBOBaTH MAC-aipecy M3Ha4YabHOro MacTepa.
-/BKAKOYEHO

OTKNOUNTL NOCTOAHHLIM MAC-agpec. MAC-agpec cteka byaer
cooTBeTcTBOBaTb MAC-azpecy TeKyLero macrepa.

Mpumep KOMaHA CTEKOBOW KOHOUIypaumm Ana HacTPoMKu nepsoro Homepa Unit 1 ncnonb3osaHumA
nHTepdelicos Te 1/0/1-2 B KaUecTse CTEKOBbIX.

console#configure terminal
console (config) #stack configuration unit-id I
console (config) #stack configuration links tengigabitethernet 1-2

KomaHOb1 pexcuma privilege EXEC

3anpoc KOMMaHAHOMN CTPOKMU MMEET c/ieayoLnii BuA;

console#

Tabnunua 27 — ba3oBble KOMaHAbl, AOCTYMHbIe B pexkmume EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show stack

0OT06pa3nTb MHPOPMaLMIO 06 YCTPOMCTBAX, BXOAALLMX B CTEK.
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OT06pasnTb MHPOPMALUIO O CTEKUpYOWMX WHTepdelicax u
show stack configuration - naeHtndukatope Unit ID, a TakkKe 0 3HaYEHUAX ITUX NapameTpoB
noc/se nepesarpysku.

PacwupeHHoe oTobparkeHne MHGOPMALMM O CTEKMPYIOLLMUX WH-
Tepdelicax.

show stack links [details] -

3.6 HacTtpoiKa pyHKUMA KOMMyTaTOpa

®PyYHKUMM NO HaYaNbHOMY KOHPUIYPMUPOBAHMIO YCTPOICTBA MOXKHO Pa3AenunTb Ha ABa TMna:

— ba3oBasA HacTpoiKa — BK/oYaeT B cebs onpeaeneHne 6a3oBbIX PyHKUMIA KOHPUTypaL UM 1
HaCTPOWKY AMHamMmnYecKux IP-aapecos.

— HacTpoiika napameTpoB cucTtembl 6€30MacHOCTM — BK/lOYaeT ynpaB/ieHWe CUCTEeMOMN
6e3onacHOCTM Ha ocHoBe mexaHu3ma AAA (Authentication, Authorization, Accounting).

HUA N06bIX BHECEHHbIX U3MEHEHUIM B HAaCTPOIMKY KOMMYyTaTopa UCNob3yeTca cieayowasn
KOMaHAaa:

V Mpu nepesarpysKe ycTPoOCTBa BCe HECOXPaHEHHbIe AaHHble 6yayT yTepaHbl. A coxpaHe-

console# write startup-config

3.6.1 AsmomamuyecKaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B uenax aBTomMaTM3auMu ynpaBieHUA KOMMYTATOPOM Ha yCTpoicTBe noaaepkaHa ¢yHkuma ZTP

(Zero Touch Provisioning). laHHaA GpyHKLMSA NO3BOASET MNOAYYUTb HACTPOMKY HEKOTOPbIX onuuii oT DHCP-
cepBepa Ha 3Tane NoAKAOYEHUA yCTpolcTBa. 1o ymonyaHuio ZTP BKAKOUYEH aBTOMATUUECKN.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma rnobanbHom KoHbUrypauum:
console (confiqg) #

Tabnunua 28 — KomaHabl perkrma rnobanbHo KoHPUrypaumm

3HavyeHue/3Ha4veHue no .

KomaHda / Aeilicmeue

YMOAYAHUIO

ztp enable BKAtounTb paboty dyHKumm ZTP.

V‘ Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
umii 43, 66, 67. Noaonuun ana 43 onuun:

-/BK/IlOMEHO, 3anycKaeTcn -1-image
BHayvane cTtapTa NPOLIMBKHK - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.6.2 baszoeaa Hacmpolika Kommymamopa

[na Hayana KoHGUrypaumm yctTporictea Heob6xo04MMO NOAKAYUTL YCTPOMCTBO K KOMNblOTEPY Yepes
nocnaefoBaTeNbHbI NOPT. 3aNyCTUTb HAa KOMMNbIOTEPE NPOrpaMmmy SMyASALMU TEPMUHANA COTACHO NMYHKTY
3.2 «HacTtpolika TepMUHaNa».
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Bo Bpemsa HavyanbHOM HAaCTPOMKM MOXKHO onpeaennTb MHTepdenc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOYEHMA K YCTPOMCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cheaytouee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
2. Co3paHue HOBbIX MO/b30BaTeNEeN.

3. Hactpoika ctatuyeckoro IP-agpeca, Mackv NoaceTv 1 Wk03a N0 YMOMYAHUIO.
4. HacTpolika napameTpoB npoToKosa SNMP.

3.6.2.1 3adaHue naponsa a1 nosnv3oeamena «admin» u co30aHuUe HOBbIX Noab3osameneli

[Ona o6ecneyeHus 3alMULLEHHOrO BX0O4a B cCUCTEMY HEOO6X04MMO Ha3HAUMTb Napo/ib NPUBHK-
N NerMpoBaHHOMY noJsb3oBaTtento «adminy».

MmA nosib3oBatens W naposb BBOAUTCA MPU  BXOAE B CUCTEMY BO BpPemMa CeaHcoB
aAAMUHUCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HAaCTPOMKK Nto6oro
13 NapameTpoB — UMEHM M0/1b30BaTENA, NapPOAs, YPOBHA NMPUBUNETMIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V’ YpoBeHb npusunaerunii ¢ 1 no 14 paspeluaer goctyn K yCTPOUCTBY, HO 3anpeLLaeT HaCTPOIiKy.
YposeHb npuBuaeruii 15 paspeluaer Kak A0CTyn, TaK U HACTPOMKY YCTPOIACTBA.

Mpumep KOMaHA onA 3a4aHuA nosnb3osaTento «adminy» napona «Eltex_1» 1 cosgaHna nonb3osaTens
«operator» c naponem «Pass_2» 1 ypoBHeM npusuaerui 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/' MHPopmauma O NOKaNbHbIX YYETHbIX 3aNUCAX XPaHUTCA B 3HEProHe3aBUMCUMOI NamATU U
MoKeT 6bITb oumLLeHa KomaHAoi 'delete startup-config'.
’ ‘ Heobxoaumo 6paTb B KaBbIUKU MMEHA YUYETHbIX 3aNuceil U Napo/u, cogepKalyme cneucum-
- BOJbI.

3.6.2.2 Hacmpolika cmamu4ecKozo IP-adpeca, macku nodcemu U wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXOoAMMO HasHauuTb ycTponctsy IP-
ajpec, MacKy NOACeTU U, B C/y4ae ynpasBaeHUsa M3 APYroi ceTu, W3 Mo yMon4YaHuto. IP-agpec MoXKHO
Ha3HauuTb nHTepdeiicy VLAN (no ymonuyaHuio Ha uHtepderice VLAN 1 HasHaueH IP-aapec 192.168.1.239,
macKa 255.255.255.0). IP-agpec wnto3a A0NXKEH NPUHaA/IeXaTb K TOM Ke noacetu, 4YTo U oauH u3 IP-
nHTepdelicoB ycTPonCTBa.

V IP-appec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha Atob6om uHTepdeiice cTtaTuyecku
uam no DHCP He co3paH ppyroii IP-agpec. Mpu atom Ha interface vlan 1 gonkeH 6biTb BKAIO-
yeH dhcp-KnueHr.
V’ Mpu ypaaneHuun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBnaTbca no IP-
agpecy 192.168.1.239/24. NMpu 3tom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.
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lpumep KomaHO Hacmpoliku IP-adpeca 019 uHmepagelica VLAN 1

MapameTpbl MHTEpPdelica:

IP-adpec, HazHa4yaemblll 0a5 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if) # exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

Ons Toro ytobbl ybeantbca, 4to aapec 6ol HasHavyeH UHTepdelicy, BBEaUTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.6.2.3 Hacmpoiika napamempoe npomokoaa SNMP dns docmyna K ycmpolicmey

KommyTaTopbl No3BOAAOT HAacTPoUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHMA YCTPOMCTBOM. YCTPOICTBO NOAAEPKNBAET NPOTOKO/Ibl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[ns BO3MOMKHOCTU agMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb XO0TA Obl 0AHY CTPOKY coobuiecTsa.

B KauectBe npumepa bygem mcnonb3oBaTb Bepcuto snmpv2c. Co3maamm nonb3osatena USER,
npuHagnexauwero rpynne GROUP. [aHHbI nonb3oBaTenb AOMKEH MMETb BO3MOXKHOCTb MCNOAb30BaTb
community NETMAN, Kotopol npucBoum uHaekc 1. Fpynne GROUP 6yaeT paspeweH [ocCTyn Ha
yTeHue/3anncb/nonydeHme snmp-trap No o6bEKTaM, NPMHAANEKAWMM view iso. OBBbEKTbI, 414 KOTOPbIX
paspelleHa oTnpaBKa TPanos, AO/KHbI NPUHaANeXKaTb Ter-nucty TAG, oTNpaBAATbLCA Ha rpynny agpecos
ADDR, B koTOpYyto BXoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3biBatoTcA B targetparam TRAPS,
onpeaensemom ana nonb3osartena USER.

console (config) #snmp user USER

console (config) #snmp community index 1 name NETMAN security USER

console (config) #snmp group GROUP user USER security-model v2c

console (config) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso I included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model v2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

3.6.3 Hacmpoliika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHns 6e30MacCHOCTU CUCTEMbI MCMOAb3YyeTcA MexaHuam AAA (ayTeHTUUKaLmsS,
asTopu3aums, ydet). Ansa wndpoBaHUA AaHHbIX UCNOb3YETCA MexaHuU3m SSH.

— Authentication (ayTeHTUdUKauma) — comnocTaBAeHWe 3anpoca CYLEecTBYIOLWEN YYETHOM
3anuncu B cucteme 6e30nacHOCTU.

— Authorization (aBTopr3aLms, NPOBEPKA YPOBHA A0CTyMNa) — CONOCTaBAeHNe YYETHOM 3anucu
B cucTeme (npoweawen ayTeHTUOMKaLuMIo) M onpeaenéHHbIX MOAHOMOUYNNA.
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— Accounting (y4€T) — cnexeHue 3a noTpebaeHnem pecypcos No/b30BaTeNieMm.

HpI/I MCIIOJIB30OBaAHMM HACTpPOEK yCTpOIZCTBa I1I0 YMOJIWAHMK MVMA II0JIB30BATEJIA — admin,
rnapojsi — admin.
/ Monb3osatenb no ymonuauuio (admin/admin) cywiecteyer Ao Tex nop, Noka He co3AaH Jto-
6011 apyroii nonb3oBaTenb ¢ ypoBHEeM npusuaeruin 15.

« Bcerpga p0/13KeH cywecTBoBaTb N0/1b30BaTe b C YPOBHEM npusunerui 15.

3.6.3.1 Hacmpolika docmyna 0o cepeepoe RADIUS u TACACS+

Ons ncnonb3osaHma Radius u TACACS+ cepBepoB HEOOXOAMMO BbINOHUTD CAeaytoLmne HaCTPOMKM
Ha KommyTaTtope:

— HacTtpoutb IP-agpec cepsepa;

— HacTpouTb KAtoy A0CTyna, 3a4aHHblil AN HacTpanBaemoro cepsepa (Mpu Haamumm).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config) # tacacs-server host 192.168.16.3 key KEY

3.6.3.2 Hacmpolika AAA 011 pa3HbIX MPOMOKO0s108 ynpaesneHus
HacTtpoutb cnmncok AAA no ymonyanmio. Cnncok AAA No YMONYaHUIO NPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecan gna yKasaHHOM IMHMM He YKa3aHO MHOrO. B NpuBeaeHHOM Npumepe ANA ANHUM
console goctyn 6yaeT ocyLWecTBAATLCA TONbKO Yepes /I0KanbHYo 6a3y AaHHbIX.

[Mpumep KomaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaoM pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLWMX PEKMMOB M KOMaHS, BXOZa B PEXUM:

KomaHOdHbiii pexcum (EXEC), naHHbI peXXMm AOCTyNeH cpasy noc/se yCcnewHon 3arpy3kmM KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHana (line configuration), naHHbIN pexnm npegHasHavyeH A1A KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 29 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKyLLEN CECCUM U CMEHa NOob30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUAa,:

console#

Tabnunua 30 — basoBble KOMaHAbI, AOCTYMHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMANbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:

console#

console (config) #

console (config-line)#

Tabanuya 31 — ba3oBble KOMaHAbI, A4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM cnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®unbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpaXKaeMbIX AaHHbIX B OTBET Ha 3aMpOChI
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOJI « |» M UCMONIb30BaTb OA4HY U3 ONUMIA GUNbTPALUN, NEPEYUCIEHHDBIX B
Tabanue 32. PunbTpauma paboTaeT ToNbKO AnA show-KomaHa,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 32 — ba3oBble KOMaHAbl, AOCTYMHble B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHbie BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBETCTBYET Npobeny B Hayane CTPOKMU;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBagpaTHbIX CKOBOK;

\ — UrHopUpyeT CMMBOA, CNEAYIOLWMIA 33 PErynsapHbIM BbipaKe-
HUEM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 73




HELTEX

4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 33 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcMmanbHaa aanHa makpoca — 510 cumBonios. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMepP
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnuua 34 — KomaHab! pexxknma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBsona "%", u nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnunua 35 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb YKa3aHHbIA MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHON, HaNMCaHHbIX CIUTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pasnTb NPOLLECC BbIMOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gil/0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolef#macro apply 1234 %1 6 %2 10 %3 "gil/0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnuya 36 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npotokona ICMP yKkasaHHOMY y3/ly CETU, a TaKKe AN KOHTPoAA
[Fount count] [timeout host: (1..158) cUMBONOB; nocrtynatowmx otsetos (ICMP Echo-Reply).
timeout] . N - A.B.C.D — IPv4-apgpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; - host — pomeHHOe UMs y3na ceTu;
timeout: (1..100) ) ’ .
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BaWT B NakeTe;
- count — KONIMYECTBO NAKETOB ANA Nepesayu;
- timeout — Bpema 0XXnAaHWA oTBeTa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpeaeneHne maplpyTta TpadurKa 40 y3na HazHaAYeHus.
ipvé AAAA::BBBB} [size size] - A.B.C.D — IPv4-apapec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBONOB; - host — pomeHHOEe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - size — pasmep nakeTa A4/ OTNPaBKM, KOAMYeCTBO BaiiT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
count: (1..10)/3; -count — KONMYECTBO MOMbITOK Mepefayn MakeTa Ha KaxKaom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHWA OTBETa Ha 3anpoc.
OnucaHue oWwM60K NpU BbINOJIHEHUU KOMaHA U pe3yb-
V TaToOB NpuBeaeHo B Tabauue 38.
show users OT06pasnTb UHPOPMALMIO O NO/b30BATENAX, UCMOb3YIOLWMX pe-
) CypCbl YCTpOMCTBA.
show system information - BbIiBOA, CUCTEMHOWN MHPOPMALUN.
show system id OT06pasnTb cepuiiHbIA HOMep YCTPOMCTBA, PeBM3NIO NaaTbl U ba-
i 308Bbl1 MAC-agpec.
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show nvram

OT06pasnTb MHPOpPMaLMto 06 yCTPOMCTBE B SHEPrOHE3aBMCUMOW
namaTu.

show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHALMIO BbIBOAOB
nepeyvncaIeHHbIX HUXE KOMaHA,:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show stack

- show stack configuration

- show stack links

- show stack links details

- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHaHoOM cTpoku B pexkumme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 37 — KomaHabl ynpasneHuns cuctemon B pexkume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymosi4yaHurw

Aeiicmeue

reload [unit-id unit_id]

unit_id: (1..8)/-

KomaHgza cnyxkuT Ans nepesarnycka ycTpoicTsa.
- unit_id — Homep ycTpolicTBa B cTeke.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BPeMEHMU, Yepes KOTOPOe NPOM30MAET Nepesarpyska
yCTpOMCTBa.

reload cancel

OTMeHa OTNOXKEHHOM NepesarpysKku.

show reload

MpOCMOTpP BPeMeHU, Ha KOTOPOe Ha3HayYeHa nepesarpysKa.

show env {CPU}

MoHuTopuHr ytnamnsaumm CPU.
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show env {tasks}

MoHuTopuHr ytuausauum CPU no npoueccam.

show env {RAM}

MoHuTOpUHI yTansaumm RAM.

show env {temperature}

MOHWUTOPUHT TepMOZaTUMKa.

show env {flash}

MoHuTopuHr flash-namaTu.

show env {power}

MOHWTOPUHT NUTaHUA n AKB.

show env {all}

MOHUTOPUHT BCEX NAapPaMeTPOB OKPYKEHWS.

show env {dry-contacts}

MOHUTOPUHI TEKYLLLEro COCTOAHUA CYXMX KOHTAKTOB.

V B Tekyweii Bepcun MO noapep:kaHO TONbKO ANA
MES2428T.

show env {fan}

MOHUTOPUHT COCTOAHWSA BEHTUAATOPOB.

show env {fan thresholds}

0OT06pasunTb TabanLy ¢ AONYCTUMbIMKU CKOPOCTAMM BpaLLeHWA
BEHTUIATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

host: (1..63) cumBonos

OTkpbiTve TELNET-ceccun ana ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface - nntepdelic;

- name — uma Nonb3oBaTens.

show telnet-client

OTto6pasunTb cTaTyc KAneHTa Telnet n KoIMYECTBO aKTUBHbIX cec-
CUIA.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name]
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccun ana ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface — nntepdelic;

- name — UMa NoNb30BaTeNs;

- 1 —wucnonb3osaTb ToNbKO SSH Bepcuu 1;

- 2 —1cnonb3oBaTb ToNbKo SSH Bepcuu 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —nogpobHo oTobpaxkaTb NPoLECC MOAKIOYEHMS;

- command — KomaHZa, BbinosHAemas Ha SSH-cepsepe.

show ssh-client

OT06pasunTb cTaTyc KAMeHTa SSH M KoaM4ecTBO aKTUBHBbIX cec-
cun.

create ssl crypto key rsa [1024 |
2048]

CreHepurpoBaTb NPMBaTHbLIN KAOY Ana SSL-cepBepa Ha KoMmy-
TaTope.

create ssl cert-req algo rsa sn
[string]

CFeHepVIpOBaTb 3anpoc Ha CepTVIC')VIKaT OT KOMMYTATOpa.

create ssl server-cert

BKNtounTb pexkum BBoAa cepTUdUKaTa.

Mpw BbINOAHEHUN KOMAHAbI traceroute MOTYT NPOU30MTH OIMGKM, OoNnucaHme olWnbOoK NpmMBeAeHO

B Tabanue 38.

Tabnnuya 38 — OWMOKKM NpU BbINOJHEHUN KOMaHAbIl traceroute

Cumeon owubku OnucaHue
* TamayT Nnpu NonNbITKe Nepesayum nakera.
? HeunsBecTHbIM TN NakeTa.
A AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLETO
TpadumKa no npasuaam B Tabaunue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6umtos DF.
H Y3en cetn HeJOCTynNeH.
N CeTb HegOCTYNHa.
P MpoTOKON HeaoCTyneH.
Q NCTOYHMK NnoaaBneH.
R NcTekno Bpemsa noBTopHoM cbopku pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HegoCTyneH.
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KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkmme rnobanbHON KOHPUTypauum nmeeT cneayowmii Bua:

console (config) #

Tabanuya 39 — KomaHzabl ynpaBaeHUsa cUCTEMON B pexkume rnobanbHoM KoHPUrypaumum

3HaveHue/3HavyeHue "
KomaHoa / Aeiicmeue
no yMoa4YaHuro
hostname name name: (1..128) KomaHaa cny»KuTt ana 3ajaHuA CeTeBOro UMeEHW YCTPOICTBa.
no hostname CMMBONIOB/- BepHyTb ceTeBOe MMA YCTPOIMCTBA B 3HAYEHWNE MO YMONYAHMIO.
system location name name:(1..255) .
3apaTb MHOOPMALMIO O MECTONO/IOKEHNN YCTPONCTBA.
CMMBO/I0B
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBO/10B
system description name name:(1..255) N
3apaTb onNucaHue yCcTpomncTea
CMMBOIOB
cpu rate limit queue queue YCTaHOBWUTb OFPaHNYEHME CKOPOCTU BXOSALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol oyepeam
- pps — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKumio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpepeneHue ouepegeii AnA npuHUMaemoro Tpadpmka
Ha CPU npusepeHo B NMpunoxkeHue B. Ouepegu ana npu-
HMmaemoro Ha CPU Tpaduka.

BOCCTaHOBMTL 3HaYeHWe pps NO YMOAYAHMUIO A/1A OnpeaesieHHOM
ouepeam.

reset-button {enable | disable
| reset-only}

- enable — npu HaaTUM KHOMKKM F gainTenbHoCcTbio meHee 10 ce-
KYHA, NPOUCXOAMT Nepesarpyska yCTpoicTBa; Npy HaXaTim Ha
KHOMKy 6onee 10 cekyHA, NponcxoauT cbpoc ycTpolcTea A0 3a-

-/enable o
BO/CKOM KOHOUrypaumm;
- disable — kHonKa F oTKAtoYeHa (He pearMpyert Ha HaxKaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntountb paboty TELNET-knmeHTa.
- - -/BKOYEHO
set telnet-client disable BbIkntounTb paboty TELNET-knneHTa.
set ip http enable .
BkatounTte HTTP-cepBep Ha ycTpolicTae.
-/BKNKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauuTb nopT, npocaywmsaembli HTTP-cepsepom.
ip http port port 80 Tpebyetca nepesanyck HTTP-cepBepa A4/1A NpUMeHeHusA
e | Hacrpoiiku.
set ssh-client enable BKkntoumTb paboTty SSH-kAneHTa.
-/BKNIOYEHO

set ssh-client disable

BbIKkntounTb paboTy SSH-KnneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IOYEHO

BKAtOUMTb OTNpaBKy coobuieHunit dying gasp.
V TonbKo gna ycrpoiictea MES2448B.

V Mpu BKAOYEHMU OTNPABKKU coobueHnii dying-gasp Bbik-
niovaetca moHutopuHr AKB.
!

dyHKUMA He nogfepikaHa B CTEKe B TeKylieil Bepcuu
no.

BbIKNOUNTL OTNPABKY coobLieHuit dying gasp.

env battery monitor enable

env battery monitor disable

-/BKAIOYEHO

BkntounTb MOHUTOPUHT AKB.
Tonbko ana ycrpoiicte MES2424FB, MES2420B-24D,
MES2448B.

Mpu BkAOYEHUU MOHUTOPUHTa AKB BbiKatoYyaeTca oTn-
V paBKa coobuenunii dying-gasp.

BbIkntounTb MOHUTOPUHT AKB.
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env maximum CPU threshold

percentage:1-100/100

HaCTpOMTb nornmposaHuMe O npesbllWeHNUN 3a4aHHOrN0 B NPOLUEHTax

percentage nopora ytnausaumm CPU.
env maximum RAM threshold percentage:1-100/100 HacTpouTb norMposaHue o NpesbllEeHUN 334aHHOrO B NPOLEeHTax
percentage nopora ytunaunsaumm RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTtb I0rMpoBaHmne O NpesbleHUN 334aHHOMO B MPOLEHTaxX
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIK/IIOYEHO

HacTpouTtb npuseTcTBME ANA HEABTOPU3OBAHHBIX MOJb30BaTeNeN
Npv NOAKIOYEHUN K KOMMYTaTOpPY.

string — TeKCT NpUBETCTBUSA A/IMHON A0 256 cimBOIOB.

Mpu BBOAE KOMaHAbl 6€3 nmapameTpa string NPUBETCTBUE MONKET
nmetb aavHy o 1023 cumsonos. BBog npmBeTcTBMA NpepbiBaeTca
C nomolubio cumsona "'@".

Ypanutb npuseTcTBMeE ANA HEAaBTOPU3OBAHHbIX nosb3osaTeneu.

banner login [string]

no banner login

-/BbIK/IOYEHO

HacTpouTb npmBeTCcTBME 414 NOAb30BATENIEN NOC/E aBTOPU3AL MM,

string — TeKCT NPUBETCTBMA AJIMHON A0 256 CUMBONOB.

Mpu BBOA4E KOMAHAbI 6e3 napameTpa string NpUBETCTBUE MOMKET
MmeTb AnnHy ao 1023 cumBonoB. BBOA NpMBETCTBUA NpepbiBaeTca
C NomolLbio cumeosa "@".

Ypanutb npusBeTcTBME 414 aBTOPU3OBAHHbIX nosb3osaTesnen.

logging events reload

no logging events reload

-/BKNIOYEHO

BKAtounTL OTNPaBKy snmp Tpanos 1 syslog coobuieHnit npu nepe-
3arpysKe ycTponcTea no KomaHge «reload» nnm yepes SNMP.

BbIK/OYMTL OTNPABKY SnMp TPanoe U syslog coobueHnin npu nepe-
3arpysKe ycTponcTea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IOYEHO

BKkatountb HTTPS-cepBep Ha ycTpoiicTBe.

OTkntounTs HTTPS-cepBep Ha ycTpoiicTse.

Tabnnuya 40 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear cpu rate limit counters

OuynCTUTL cHeTUYMnKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKoB rate limit Ha CPU.

set cli pagination on

BK/IIOYMTb NOCTPAHUYHbIN BbIBOA KOHOUIYypaLmu.

set cli prompt off

—— -fon -
set cli pagination off OTKNOUYUTL NOCTPAHUYHBIN BbIBOA, KOHOUTYpauuu.
. BKAlouMTL noATBepXKAeHWe nepes BbINOAHEHMEM HEKOTOPbIX KO-
set cli prompt on
MaHa,
-/on

OTKNOUYUTD NOATBEPNKAEHME MNepes, BbINMOJHEHUEM HEKOTOPbIX KO-
MaHZ.

4.5 KomaHapl ANA HACTPOMUKMU NapaMeTpoB A4 3a4aHUA Naponen

[aHHbIN pa3aen npegHasHayeH ANA HACTPOMKM 3aZlaHnA Naponelt ana nonb3oBartenei.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobasibHoM KOHOUNypaLMmM MMEET CieayoWmin BUA,:

console (config) #

Tabnnuya 41 — KomaHabl ynpaBieHUa CUCTEMOW B pexxnume rnobanbHo KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIK/IIOYEHO

BKIOUUTL MexaHW3M NPOBEPKMU Naponei.

- lowercase — naponb AOMKEH COAEPHKATb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AOMKEH COAEPKaATb XOTA 6bl 0AHY LMdpY;

- symbols — naponb [OMKEH CoXKepyKaTb XOTA Bbl O4UH CUMBOJT;

- uppercase — Napo/ib AO/MKEH COAEPHKATb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKAOUUTb MEXAHU3M NPOBEPKU Naposei.
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password validate length

3aaTb MMHUMANbHYIO ANUHY NapONs.

length length: (0..20)/0

no password validate YCTaHOBUTb 3HAYEHME MO YMOIYaHUIO.

login block-for timer attempts YCTaHOBUTD:

value - timer — Bpemsi 6/1I0KMPOBKM NOKANbHOM YYETHOM 3anncy Noab3o-

BaTens;
- value — KONMYeCTBO MAYWMX NOAPAL NOMbITOK BBOAA Napons ¢
oWwnbKoM A0 B6NIOKMPOBKM JIOKANIbHOM YYETHOM 3anncy nosib3oBa-
Tens.

timer: (30-1800)/30 cek
value: (1-10)/3

no login block-for

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 42 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuio

show password validate rules - MpocMOTp TeKyLLEN HAaCTPOMKN MexaHU3Ma NPOBEPKN Napoen.

4.6 Paborta c paitnamu

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpwu ocywecteneHnn onepaumii Hag Gannamu, B KauecTse apryMeHTOB KOMaHZ, BbICTYMaloT agpeca
URL — onpegenutenn MecCTOHaxoXKaeHuA pecypca. OnucaHuMe KAO4YeBbIX C/OB, WCNOJb3yeMblX B
onepaumsax, npMeeseHo B Tabaunue 43.

Tabnunua 43 — CnnCcoK K/to4YEeBbIX C/I0B U UX ONUCAHKNE

Kniouesoe cnoeo

OnucaHue

flash://

McxoaHbli agpec MaM agpec Mecta HasHauyeHUsa ANA SHepProHe3aBMCMMON NamaTh. JHeproHesasu-
CMMasn NamATb UCMOJb3YeTCA Mo ymonyaHuio, ecam agpec URL onpeneneH 6e3 npedukca (npeduk-
camu ssastoTes: flash:, tftp:, scp:...).

running-config

daiin Tekywen KOHPUrypaumm.

startup-config

®aitn nepBoHavYanbHON KOHGUTypauuu.

active-image

®daiin c aKTMBHbIM 06pasom.

inactive-image

®aiin c HeakTMBHbIM 06pasom.

tftp://

UcxopHbIV agpec unv agpec mecta HasHavyeHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

- host — IPv4-agpec unu ceteBoe MmA yCTPOICTBa;

- directory — Kkatanor;

- filename — uma daiina.

usb://

McxoaHblv agpec nam agpec mecta HasHadeHus gaa USB-HakonuTens.
CuHTakcmc: usb://[directory]/ filename.

- directory — kaTanor;

- filename — uma daiina.

logging

daiin c uctopmen KomaHa,

4.6.2 KomaHObI 0511 pabomei ¢ palinamu

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cnegytowmin BUA:

console#
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Tabnuua 44 — KomaHapl ana paboTtbl ¢ pannamm B pexknme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CMMBO/IOB;
destination_url: (1..160)
CUMBOJI0B

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
IO¥KEHWE Ha3HaYeHUs.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — agpec mecTa Ha3HayeHus, Kyaa ¢alin byaeT cko-
NUPOBaH.

CoxpaHeHWe NepBoHa4YaNbHOW KOHOUIypaLum Ha cepBepe.

KonuposaHue daina HavyanbHOro 3arpy3ymka U3 MecTonos1I0KeHus
MCTOYHMKA B CUCTEMY.

dir [flash:path | dir_name]

OTo6pasunTb cNMcok $aiioB B yKazaHHOM KaTasore.

more [flash:path | file_name]

OT06pa3unTb cogepkumoe daina.

pwd

OT06pa3nTb NyTb A0 TEKYLLEN ANPEKTOPUN.

cd [flash:path | dir_name]

N3MeHUTb MPEKTOPUIO Ha YKa3aHHY!Ho.

mkdir [flash:path | dir_name]

Co34aTb AMPEKTOPMIO C YKa3aHHbIM Ha3BaHMEM.

rmdir [flash:path | dir_name]

Y4anuTb AMPEKTOPUIO C YKAa3aHHbIM Ha3BaHWEM.

erase [flash_url]

Ypanute daiin

erase startup-config

Yaanutb dain nepsoHayanbHOM KoH$uUrypaumu.

erase nvram:

C6pocuTb A0 AedDONTHON SIHEProHE3aBUCUMYIO MAMATD.

erase flash:/LogDir/filename

Ypanute dain 3anmcu aBapunHbIX M OTIAA04HbIX COOBLLEHNN.

boot system inactive

3arpysuTbca ¢ HeakTMBHOro obpasa MoO.
’ | KomaHpgpb! boot system He meHAOT 06pa3 Ha 63Kanax.
o

boot system active

3arpysuTbca ¢ akTMBHOro obpasa MNO.

delete startup-config

Yaanutb Gpainn nepBoHavYanbHOM KOHOUIYpaLMM BMECTE C O4MCTKOM
rnobanbHbIX HACTPOEK Nvram W yaaneHWem nosib3oBaTtesei.

show running-config
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [module]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (2..4094);
module: (igs, la, stp..)

OTobpasnTb coaeprkmumoe KOHdUrypaLmm
(running-config).

- interface — KoHdUrypauma nHTepdeincoB KommyTaTopa - dpusnye-
CKMX MHTepdeicos, rpynn uHtepdelicos (port-channel), VLAN-uH-
Tepoelicos, MHTepdeica 3amblKaHUA Ha cebs;

- igs — IGMP snooping;

- la —link-aggregation;

- stp — spanning-tree.

darina  Tekywwen

show startup-config

OT06pa3uTb copep:knumoe ¢aina nepBoHaYasbHOW KOHUrypa-
uun.

show bootvar

MoKa3aTb aKTMBHbIA dain cuctemHoro MO, KOTOpPbINA YCTPOMCTBO
3arpysKaet npu 3anycke.

write {startup-config | url}

CoxpaHWUTb TEKYLLYI KoHOUrypauuio B Gaiin nepBoHavasbHOM KOH-
durypauuu.

replace running-config
[flash:path]

3ameHuTb running-config KoHpUrypaumein ns paiina.

clear running-config

OuNCTUTL TEKYLLYIO KOHdUrypauuio (running-config).

diff [flash:path] [flash:path]

CpaBHUTb ABe KoOHbUrypauuu.

Cepsep TFTP He moxeT 6bITb aAPECOM UCTOUHUKOM U aAPECOM Ha3HAUYEHUA ANA OLHOIA
e KOMaHAbl KONUPOBaHUA.

MpOCMOTpP aKTMBHOTO M HeaKTMBHOro obpasa 4ocTyneH us u-boot. s aTOro B KOMaHAHOM CTPOKE U-

boot Heobxoanmo BBecTH:

MES2428# bootimg print

KomaHaa ans cmeHbl akTMBHOro obpasa 13 u-boot:

MES24284# bootimg inactive

' . KomaHpga «bootimg inactive» npumeHsertca 6e3 oXXngaHua noATBepPXKAEHUA.
o
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’ | Mpu 3arpyske daiina KoHpUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
—a daitna Heobxogumo f06aBUTb CTPOKY C CUMBOIOM « 1%,
®aitn KoHpUrypaumm gonxKeH umeTtb paclumpeHue «.conf».

4.6.3 KomaHObI 008 pe3epsuposaHuUa KOHgu2ypayuu

B maHHOM pa3gene onucaHbl KOMaHAbl, NO3BONAIOLLME Pe3epBUPOBaTb KOHOUIypaLMio Ha cepsep.
[na pe3epBnpoBaHnNA KOHPUTYpaLMM HEOBXOAMMO YKas3aTb agpec cepsepa.

KomaHObI pexcuma 2a06anab6HolU KOHu2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabnunuya 45 — KomaHzabl perknuma rnobanbHo KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

backup server dest_url

no backup server

YKa3aTb agpec cepBepa, Ha KOTopbIi byaeT npor3BoAnUTLCA pe-
3epBMpoBaHMe KoHourypaumm. Ctpoka B popmare
«tftp:/ /XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

no backup path

YKasaTb nyTb pacnonoxkeHua dalina Ha cepsepe C npeduKkcom
nmeHu daiina. Npu coxpaHeHUU K npedukcy byaet nobasneHa Te-
Kylias Aata v Bpemsa B popmare rrrrMmmaaq4YMMCC.

YpanuTtb NyTb 418 pe3epsrpoBaHua.

backup auto

no backup auto

BK/I10YMTL aBTOMATMYECKOE pe3epBMpoBaHMe KOHOUIypaLmu.

BbIK/IIOYMTb aBTOMATMUYECKOE PeE3epBUPOBaHNE KOHUTypaLmK.

backup history enable

no backup history enable

BKOUYNTL COXPaHEHWE NCTOPUU Pe3epPBHbIX KOMWUNA.

BbIKNOYNTL COXpaHeHMe NcTopumn pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKaszaTb NPOMEKYTOK BPeMeHW, No UCTeYeHUn KoToporo byaert
OCYLLEeCTBAATLCA aBTOMATUYECKOE pe3epBMpoBaHMe KoHdUrypa-
Umn.

HYT

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

backup write-memory

no backup write-memory

-/BbIKNIOYEHO

BkatoueHWe pe3epBMPOBaHWA KOHOUrypaLMu Npu COXpaHeHWu
nonb3osaTenem KoHdurypaumum Ha flash-HakonuTensb.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHMUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC numeeT cneaytowmin sna;:

console#

Tabnunua 46 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

backup running-config

Co3paTh pe3epBHYHO KONUIO KOHOUIypaLmMio Ha cepaepe.

4.7 HacTpoiiKa CMUCTEeMHOro BpemeHu

/” Mo ymonuyaHUIO aBTOMATUUYECKUI Nepexoa Ha JieTHee Bpems OCyLLeCTBAAETCA B COOTBET-
CTBUM co cTaHpapTamu CLUA u EBponbl. B KoHdUrypaumm moryT 6biTb 3a4aHbl Ntobble gaTa
M Bpemsa A8 Nnepexoaa Ha 1eTHee Bpemsa U 06paTHo.
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabnunuya 47 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymosn4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CMCTEMHOro BpemeHW (KoOmMaHZa n[OoCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTeNs).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau,; year — rog.

KomaHOowb! pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console#

Tabanua 48 — KomaHgbl pexkmma Privileged EXEC

KomaHda 3HayeHue/3HayeHue Aelicmeue
no ymon4aHuro
show clock - MokasaTb cucTemHoOe Bpemsa 1 AaTy.
show clock properties - OTob6pa3unTb CBOWMCTBA.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobanbHo KOHOUTYpaLMN MMeET CAeayoLWnin BUa,;

console (config) #

Tabanua 49 — CNMCOK KOMaHA 151 HACTPOMKU CUCTEMHOIO BPEMEHM B pexxmnme rnobanbHon KoHdurypa-

uum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

clock time source ntp

no clock time source

YctaHoBuTb SNTP-cepBep MCTOYHMKOM CMHXPOHWU3ALUU BPEMEHMU
DOJ15 yCTPOMCTBA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOE CMeLLleHMe OTHOCUTENbHO HYJ1eBOr0 Mepuam-
aHa.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu SNTP

[ns nepexona B pernm KoHdurypaumm SNTP HeobxoanMMo MCMO/Ib30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKK B pexkume KOHPUrypaumm nHtepdelica umeet creayowmmn Bua.:

console (config-sntp) #
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Tabaunua 50 — CNMCOK KOMaHA ANs HAaCTPOMKM CUCTEMHOTO BPEMEHM B PeXKMME KOHUrypaLmmu sntp

KomaHoa

3HayeHue/3Ha4yeHue
o yMmon4YaHuo

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKAOUMTL aBTOMATUYECKUI nonck SNTP-cepBepa B pexkume

unicast.

BbIkNtounTb aBTOMaTUYECKM Nnouck SNTP-cepBepa B pexume

unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MoeT 6bITb 3343aHO A0
4 cepBepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YKasaTb ip-agpec SNTP-cepsepa.

Ypanutb ip-agpec SNTP-cepBepa.

set sntp client enable

set sntp client disable

-/disabled

Bkntountb paboTy SNTP-knmeHTa.

BbikntounTb paboty SNTP-knneHTa.

set sntp client addressing-
mode unicast

-/unicast

YKa3atb pexum pabotbl SNTP-KamneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YCTaHOBUTb KAtoY ayTeHTUdMKaumm ana SNTP-kimeHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHoBUTb dopmat yacos gas SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

Ycranosutb UDP-nopt gna SNTP-kaneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTtb 3HAYEHUe YacoBOro nosca.

set sntp client version version

version: (v1,,v4)

3agaTb Bepcuio NpoTokoa Ana pabotsbl SNTP-KnveHTa.

Tabnunua 51 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show sntp statistics

MoKa3aTb cTaTucTUKy npoTokona SNTP.

show sntp status

Moka3satb ctatyc npoTokona SNTP.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:

console#

lpumep Hacmpolku SNTP-knueHma 0n4 cepsepa 192.168.1.1:

console
console
console
console
console
console

~ o~ o~~~ —~

config) # sntp
config-sntp) #
config-sntp) #
config-sntp) #
config-sntp) #
config) #clock

exit

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1

time source ntp
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4.8 KoHdurypauma nntepdeiicos n VLAN

4.8.1 [Mapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback-uimepdpelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet

gi port |
te port | port-channel group |
console (config-if)#

twopointfivegigabitethernet two port |
range {..}

tengigabitethernet
| loopback Ioopback id }

[aHHbIN pexnm JOCTYyNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KOHOUrypaumMm wuHTepdelica (nopta KomMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pasgeneHuns Harpyskum) iMbo ananasoHa nHTepdencos.

Bbibop nHTEpdeinca ocywecTBASETCS NPY NOMOLLM KOMaH4, NpMBeaEHHbIX B Tabauue 52:

Tabnnua 52 — KomaHabl Bbibopa uHTepdeiica ana MES14xx, MES24xx, MES37xx

KomaHoa

Ha3HauyeHue

interface fastethernet fa_port

[na HacTpolikn nHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTtpovikn 1G-uHTepdericos.

interface twopointfivegigabitethernet two_port

[na HacTtpoiku 2,5G-nHTepdencos.

Interface tengigabitethernet te_port

[na HacTtpovikn 10G-nHTepdeiicos.

interface port-channel group

[N HaCTPOWMKM rpynn KaHanoB..

interface loopback /oopback_id

[Nna HacTpoIKM BUPTYyanbHbIX MHTepdecos.

roe:

— fa_port — nopaaxosbiii Homep 100MB-uHTepdeiica, 3agaertca B suge: 1/0/1;

— gi_port — nopaaKkosblin Homep 1G-uHTepdeiica, 3agaetca 8 suae: 1/0/1;

— two_port — nopsaakosblii Homep 2,5G-nHtepdeliica, 3agaertca 8 suae: 1/0/1;

— te_port — nopaaxosbiit Homep 10G-uHTepodeiica, 3agaetca 8 suge 1/0/1;

— group — nopsAKoBbIA HOMep rpynnbl, 0bLee KOANYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopagKoBblii HOMep BUPTyanbHOro MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (cTpoka «Konanyectso BUpTyanbHbix Loopback-nHtepdelicos»).

KomaHabl, BBeAeHHble B peMme KOHdUrypauuum uHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 53 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet u Port-Channel

no shutdown

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
shutdown BbIKNtoUMTb  KoHOUrypupyembli  nHTepdeiic (Ethernet, port-
-/BKAKOYEHO channel).

BKAOUUTL KOHOUTYpUpPYeMbIii MHTepdeiic.

description description description: (1..128)

[o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).

— cMMBONOB/HET
no description onncaHmsa Yaanute onucaHue nHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepenayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYeHME MO YMOIYaHUIO.

duplex mode
mode: (full, half)/full

no duplex

3apatbh pexum gynnekca uHtepdeiica (nonHogynnekcHoe coeam-
HeHue, NnonyaynaeKkcHoe coeanHenue, Ethernet).

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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negotiation [capl
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f)

no negotiation

Y/

BKAtoyaeT aBTOCOr1acoBaHUe AJ/1a CKOPOCTU M AynaeKkca Ha HacT-
panBaemom nHTepderice. MOXHO yKasaTb onpegeneHHble cCoBme-
CTMUMOCTM NapameTpa aBTOCOr/1acoBaHuaA. Ecan napameTtpol He 3a-
OaHbl, TO NOALEPKUBAIOTCA BCE COBMECTUMOCTH.
ABTOCOrnacoBaHue HaCTPaMBaeTCA TONIbKO Ha UHTepdeit-
cax Ethernet.

Bbik/loYaeT aBTOCOr/facoBaHWe [ANA CKOPOCTM W Aynaekca Ha
HacTpanBaemom MHTepoeiice.

flowcontrol on

mode: (on, off)/off

flowcontrol off

3agaTb pexum ynpasneHus notokom flowcontrol (BKAtounTb, OT-
KNIOUYUTb UK aBTOCOrNacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TOMbKO B C/yyae, €C/M PEeXMM aBTOCOr1acoBaHUA
negotiation BK/AlOYeH Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel).

OTK/IIOUUTD PEXMM YNPABAEHWUA NMOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbl6op TMNa KOMBO-NOPTa B KaYecTBe OCHOBHOIO HOCUTENS.

- force-fiber — paspeweHa akKTMBHOCTb TO/ILKO ONTMYECKOM YacTu
KOMbO-MopTa;

- force-cooper — paspelieHa aKTMBHOCTb TO/IbKO MEAHOM 4YacTu
Komb0o-nopTa;

- prefer-fiber — npenmyLecTBO ONTUYECKOTO NINHKA.

mtu size YCTaHOBWUTb 3HaYeHMe maximum transmission unit (MTU) gna uH-
Tepdelica
- size — pasmep nakema, Koau4ecmao b6alim e nakeme.
’ KomaHgaa pocTynHa ToNbKo ana ycrpoiicte MES2424,
. MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
size: (128..12288)/ 48P, MES2420B-24D, MES2411X, MES3400-24, MES3400-
12288 6aiit 24F, MES3400-48, MES3400-48F, MES3710P.
' Ecnu Ethernet-untepdeiic Bxoaut B coctas Port-Channel,
H TO Ha HeM HeNb3A U3SMEHATb 3HayeHue MTU.
’ HAedontHoe 3HaueHne MTU pna Ethernet u Port-Channel
H UHTepdeiicoB paBHO 3HAYEHUIO 33JaHHOMY KOMaH-
Aot system mtu B pexxume rnobanbHou KoHurypauum.
no mtu YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
MapameTp HACTPOMKM ANA NAaPaMETPOB rX-4acT¥ ONTUYECKMX UH-
Tepdericos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHaa AocTynHa ToNbKo ana ycrpoicts MES2424.,

no hardware serdes rx leq

BepHyTb HAaCTPOKM NO YMONYAHMIO NApPaMeTPOB rX-4acTu onTuYe-
CKMX MHTepdencoB.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (config) #

Tabnunua 54 — KomaHabl pexkurma rnobanbHoM KoOHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM WMHTEPBaN A/ aBTOMATUYECKOro
NOBTOPHOrO BK/OYeHUA MHTepdeiica. MNpu cmeHe UHTep-
Bana Talmep obHoBAAETCA ANA BCeX 3abNOKMPOBAHHbIX
NOPTOB, Ha KOTOPbIX BK/OYEHO aBTOCOr/IAaCOBaHMeE.
YCTaHOBWUTb 3HAYEHWE MO YMOHAHUIO.
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errdisable recovery cause
{storm-control|loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld

| port-security}

-/3anpelueHo

BK/1tOUMTb aBTOMATUYECKYIO aKTUBaLMIo nHTepdelica nocne
€ro OTK/IOYEHMUA B CIeYIOLLMX CAYYaAX:

- loopback-detection — 06HapyeHue netens;

- udld — akTMBauma 3awmtol UDLD;

- storm-control — WnpoKoBeLaTebHbIN WTOPM;

- port-security — HapyweHne 6e3onacHocTh ana port
security.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aitt
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2411X,
MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F,
MES3710P)

YCTaHOBUTb 3HAYEHWE CUCTEMHOro maximum transmission

unit (MTU)

- size — pa3amep nakeTa (KonmMyecTBo 6anT B NakeTe).
3HaueHue system mtu BKAwouaeT B ceba 18 6aitr,

H npuxoaawmeca Ha 3aronoBoK Ethernet u KoH-
TponbHyto cymmy (FCS).

YCTaHOBUTb 3HaYeHME NO YMOYAHMIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | two-

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);

Cbpoc HacTpoek uHTepdelica Uam rpynnsl MHTEPdeNcoB Ha
3HaYyeHWA, YCTaHOB/IEHHbIE MO YMOIYAHUIO.
, Bo Bpems BbINO/HEHUA KOMaHAbI MHTepdeiic by-

pomtflveglgablte.thel:net te_port: (1..8/0/1..11); 4 BeT OTK/IOYEH.
two_port | tengigabitether-
net te_port | port-channel group: (1..64);
group _|vaan vl:n id | loop- vian_id: (1..4094);
N | k_id: (1..1
back loopback_id } oopback_id: (1..10)
KomaHOb! pexcuma EXEC
Bunpg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:
console#
Tabnuua 55 — KomaHgpb! perkmuma EXEC
3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue

no ymosn4aHurw

clear counters

Cbpoc cTaTUCTUKKM aNa Bcex NHTepdelcos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

C6poc CTaTUCTMKKN ANA uHTepdeiica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

MNoka3aTb cBOAHYIO I/IH(I)OpMaLI,VIIO O COCTOAHUMN, HaCTpOI7IKe N CTatn-
CTUKe nopTa.

show interfaces status

MoKasaTb COCTOSHUE BCEX MHTEPdENCOoB.

show interfaces description

MokaszaTb onncaHus Bcex UHTepdeiicos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelcoB.
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show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (1..4094)

MoKasaTb CTaTUCTUKY ANA UHTepdeiica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

pOBaHHbIE MOPTHI.

show errdisable recovery

nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

AKTMBMpPOBaTb MHTepdelc noce errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } {interval interval}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY NO Harpyske ana uHTepdeiica.
- interval — nHTepBan B cekyHaax.

4.8.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume rnobasbHon KoHdUrypaumm:

console (confiqg) #

Tabnvua 56 — KomaHabl pexxnma rnobanbHoN KoHPUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexnm KoOHOUIypupoBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTtb rpynny npoToKkonoB, no KoTopbiM 6yaeT npousso-
ANTbCA KnaccuduKauma Kagpos. B oaHy rpynny moxHo obbeau-
HUTb HECKOJIbKO MPOTOKO/I0B, YKa3blBas ANA HUX OOMH M TOT Xe
Group ID. Homep NpoToKona MOXHO BbibpaTb M3 CNUCKA Npea-
YCTAHOB/IEHHbIX 3HAYEHWI UM 33[aTb BPYYHYIO Yepes3 napameTp
other B popmate XX:XX. PacnonokeHue nons ¢ HOMEPOM NPOTO-
KO/1a 3aBMCUT OT TMNa L2-3aronoBKka n nHKancyaaumum:

- enet-v2 — Kaap c 3aronoskom Ethernet I, npoTokon onpegens-
eTtca no nonto EtherType. Mpu Hannumm VLAN-Teros Bbibupaetca
camblit nocneaHuii EtherType, c Hanbonblwmm odpdcetom.

- licOther — kagp dopmata RFC1042 (IEEE 802). [Byx6aitTHbIA HO-
mep npoTokona cootsetcTByeT nonam DSAP:SSAP B LLC-3aro-
noBsKe.

- snap — Kaap ¢ LLC/SNAP-uHkancynaumeir. Homep npoTokona co-
oTBeTcTByeT nonto Protocol ID B SNAP-3aronoske.

Ypanset protocol-group ¢ KommyTaTopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpouTb granasoH MAC-agpecos, No KOTopbim byaeT nponsBo-
anTbcAa Knaccudukauma. Ona pasHbix MAC-aapecoB MOXKHO Bbl-
6paTb O4HY U Ty Xe rpynny.
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no map mac {host | mac-ad-
dress}

Ypanute ykasaHHbit MAC-agpec n3 macs-group.

shutdown garp

no shutdown garp

-/MOAYNb BbIK/AOYEH

OTKAtouNTL paboTy moayns GARP Ha ycTpoiicTae.
[aHHasa KomaHAa oTKAlouaetr paboty moayna GARP c
H 6e3B03BpaTHbIM yAaneHUem BCeX HacTpoeK 6n0kKa
GARP.

BkarounTtb moaynb npotokona GARP.
DAna pa6otbl moayna GARP pesepsupyerca 15 M6aiit
. onepaTMBHOMN NAMATU.

gvrp enable

gvrp disable

-/BbIKNOYEHO

BkntoumTb npoTokon GVRP rnobansHo.
’ | OYHKLMA He NoAAEepPrKaHa B CTEKe B TEKyLLell Bepcuu
e no.

Bbikntountb npotokon GVRP rnobanbHo.

voice vlan id vian_id

YcraHoBuUTb naeHtuoukatop VLAN ana Voice VLAN

. . vlan_id:(1..4094)
no voice vlan id

voice vlan oui-table {add
oui | remove oui}
[descriprion word]

Ypanute ngeHtnounkatop VLAN gns Voice VLAN
PaspewunTb pegakTnposaTb Tabaunyy OUIL.

- oui — neps.ble 3 6aiiTa MAC-agpeca;

- word — onucaHue oui.

word:(1..32)
CMMBO/I0B

KomaHObI pexcuma kKoHguaypauuu VLAN (QuanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnua 57 — KomaHgb! pexkmma KoHourypauym VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

vlan active - AKTMBMpPOBaThb vlan uau rpynny vlian’os.

set unicast-mac learning BKAtounNTb/BbIKAOUUTL U3ydeHne MAC-agpecos ans VLAN.

{enable | disable}

set unicast-mac learning
default

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}

console (config-if) #

[aHHbIN pexnm JOCTyneH U3 pexkuma KoOHOUrypaumm 1 npefHasHavyeH Ana 3afaHuA NapameTpos
KOHOUrypauum nHtepdeica.

MopT MoXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — nHTepdeiic 4oCTyna — HeTerMpoBaHHbIN MHTepdeic gns ogHoro VLAN;

— trunk — nHTepdenc, NPUHUMaIOLWMIA TONbKO TErMPOBaHHbIM TPadUK, 33 UCKAOYEHMEM O4-
Horo VLAN, KoTopblit MOXeT 6bITb f06aBAEH C MOMOLLbIO KOMAHAbl switchport trunk
native vlan,;

— general — uHtepdeiic c nonHom noaaepkoi 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIN TpaduK;

— dotlq tunnel — Q-in-Q nHTepdelic.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 89



HELTEX

Tabnunuya 58 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3agaTtb pexkmum paboTtbl nopta B VLAN.

YCTaHOBWUTb 3HAYEeHME NO YMON4YaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id —vaeHTUdUKaLMOHHBI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport dotlq tunnel

MepeBecTn NOpT B pexkum paboTbl ¢ BHewHUm VLAN-Terom. Ko-
MaHAa UCNONb3YyeTcs ANs HAaCTPOMKK dyHKUMK Q-in-Q.

switchport trunk native vian
vian_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

[ob6asutb Homep VLAN B KayecTtBe Default VLAN gns gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduK, NOCTYNAOWMIN Ha AaH-
HbIW NOPT, onpeaenseTca B AaHHbIN VLAN.

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[ob6asutb cnucok VLAN gna nnitepdeiica.

- vlan_list — cnucok VLAN ID. inana3oH VLAN moHO 3agath nepe-
YUCIEHMEM Yepes 3anATY UK YKa3aTb Haya/lbHOE U KOHeYyHoe
3HauyeHuA ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans untepdeiica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
no YMO4aHUIo

[o6aButb uaeHTudukatop VLAN nopta (PVID) ans 0CHOBHOrO UH-
Tepdelica.
- vlan_id — vaeHTndunKaumoHHbiii Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport ingress-filter

BKAOUNTE GUABTPALMIO BXOAALLMX NAKETOB HAa OCHOBE MPUCBOEH-
HOro um 3HadeHun VLAN ID. Ecnm ounbTpaums BKAOYEHA, U NaKeT

|untaggedAndPrioritytagged}

-/dunbTpauma He BxoauT B rpynny VLAN c npucBOEHHbIM NakeTy 3HayeHnem VLAN
BK/IOYEHA ID, To naKkeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUNTL GUABTPALMIO BXOAALLMX NAKETOB Ha OCHOBE NPUCBOEH-
HOro um 3HauveHuna VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy pa3spewaercs npuem
type {tagged | all Jall TO/IbKO HETerMpoBaHHbIX Kaapos (frame);

- tagged — TO/1bKO TErMPOBAHHbIX;
- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHune ykasaHHbix VLAN-nopTy.

- vlan_list — cnucok VLAN ID. inana3oH VLAN moHO 3aaath nepe-
yncaeHMem 4yepes 3anATyIO UAM YKas3aTb Haya/lbHOE M KOHeYHoe
3HaYyeHuAa AuManasoHa Yepes gepuc "-".

PaspewunTtb gobasneHue ykasaHHbIx VLAN-nopTy.

switchport forbidden default-
vian

no switchport forbidden
default-vlan

Mo ymonuyaHuio
uneHcTso B fedonTHOM
VLAN pa3spelwieHo

3anpetutb gobasneHune gedontHoro VLAN-nopra.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

switchport protected

no switchport protected

MepeBecTu NOPT B PEXKMM U30NALMUN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Co3faTb UM NepesanmcaTth CyLWecTBYIOLLMIA CMCOK NOPTOB Ha YKa-
3aHHbIA HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

[106aBUTb yKa3aHHble NOPTbl K Y¥Ke CYLLeCTBYHOLLEMY CMUCKY UAU
YA3NUTb CMINCOK.

switchport default-vlan tagged

YCcTaHOBUTb NOPT KakK Ternpyowmii B gepontHom VLAN.
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no switchport default-vlan
tagged

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

switchport map protocols-
group group-id vlan vian-id

no switchport map protocols-
group group-id

group_id:
(1..2147483647);
vlan_id: (1..4094)/no
ymonyanHuto PBV
BKJIKOYEH Ha BCeX
noprax

Ha3Hauntb VLAN ID nakeTtam, nonagatowmm B ykasaHHyto Group ID
Ha 3TOoM nopTy. PasHble NOPTbI OAHOM U TOM Ke rPynnbl MOTYT COOT-
BeTCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuwiectBuTb HasHavyeHwue vian-id gna macs-group.

OTMeHUTb HasHayeHue vlan-id gna macs-group.

gvrp enable

gvrp disable

-/BbIKNOYEHO

BkntounTtb npotokon GVRP Ha nHTepdodeiice.
®DyHKLMA He NoAAepKaHa B CTEKE B TeKyLLeil Bepcumn
we  no.

BbIkntounTb NpoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BkntounTb 3anpeT Ha u3yyeHue vlan-aTpubyToB, NONYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

BbIKNOUMTL 3anpeT Ha M3ydeHue vlan-aTpubyToB, NOAYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTb 3HaYeHus Taimepos GVRP Ha nHTepodeiice.

switchport unicast-mac
learning enable

BKkatounTb nsyyeHne MAC-agpecoB Ha MHTepdeiice.

- - -/BKNtOYEHO
switchport unicast-mac .
. X BbIkNtounTb M3yyeHne MAC-agpecoB Ha nHTepdelice.

learning disable

switchport egress-filter BkAtoyaeT ¢unbTpaumio mcxoaawmx Kagpos (frame) Ha ocHoBse
npuceoeHHoro nm 3HadveHua VLAN ID. Ecav dunbTpaums BKAOYEHa,
1 NaKeT He BXOAMT B rpynny paspelleHHblx Ha nHTepdeiice VLAN ID,

-/BKANKOYEHO TO NaKeT oTbpacbiBaeTcA.

no switchport egress-filter

BbIKNtoUnTb GpUAbTPaLMIO Ucxoaawmx Kaapos (frame) Ha ocHoBe
npucsoeHHoro um 3Hayenma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxogawmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkntountb Voice VLAN gna nopta.
- vlan_id — yctaHoBuTb uaeHtTudukatop VLAN gna nopra.

OtkntoumTb Voice VLAN pgna nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/IOYEHO

Paspewuntb Tpaduky Voice VLAN UrHopmpoBaTb ayTeHTUDUKaLUIO
802.1x.

3anpeTtutb Tpadumky Voice VLAN urHopuposatb ayTeHTUdMKaLMIO
802.1x.

’ Mpu coBmecTHOM paboTe port-isolation u port-protected aonxkHo cobaoaatbca npasuno:

ANA 3aWMWEHHOrO ingress NopTa, B CNUCKe paspeLléHHbIX, KOMaHAabl port-

isolation, He MOKeT 6bITb 4PYroro 3awWMLWEHHOro NopTa. 3To NogpasymeBaeT
BO3MOXXHOCTb Ae/1aTb 3aLUULLEHHBIMU egress NOPTbl B M30ALMU UK ingress NOPT, HO He
ingress u egress NopTbl 04HOBPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

console#configure terminal
console (config) # interface gi 1/0/1

console (config-if) # switchport mode access
console (config-if) # switchport access vlan 99

console (config)# interface gi 1/0/2

(
(
console (config-if) # switchport dotlg tunnel
(
(

console (config-if)# switchport mode trunk
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§

KnueHTtcKkuia nopt gna pabotbl Q-in-Q o6a3arenbHO f0AXKeH BbITb B peXxume access.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnunuya 59 — KomaHabl perknma rnobanbHo KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

[o6asutb ucxoaHbln MAC-agpec B Tabauuy.

- Permanent — gaHHbIi MAC-agpec ocTaeTca B Tabavue agpeca-
LMK Nocne NepeknoyeHuns ctaTyca nHTepdeica;

- Deleteonreset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOWCTBA;

- Deleteontimeout — gaHHbIV agpec yaanutca no Tanm-ayry.

Yaanute MAC-agpec 13 Tabnuvubl.

KomaHOwbi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnvua 60 — KomaHab! pexxknma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MpocmoTp Bcen Tabanupl MAC-agpecos.

show mac-address-table count

MoKa3aTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos.

show mac-address-table count
summary

MoKa3aTb CYMMApHY CTaTUCTMKY no Tabanue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Mokasatb Tabanuy ¢ anHamuyeckumm MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

YaanuTte AuHamudeckume 3anucu us tabanubl MAC-aapecos.
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show mac-address-table
secure

MokasaTb Tabanuy c 3awmuieHHbiMM MAC-agpecamu.

show mac-address-table
secure recovery-file

MokasaTb Tabaunuy ¢ 3awmuweHHbimn MAC-agpecamu, KoTopble Co-

XPaHAKOTCA NpU nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb Tabauuy ¢ 3awmuieHHbIMM MAC-agpecamun ans yKasaH-

Horo nHtepdeiica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Moka3saTb Tabanuy MAC-aspecoB 11 yKazaHHOro uHTepdeiica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |

tengigabitethernet te_port} ]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Yaanutb 3awmiLieHHble MAC-agpeca 13 Tabnunubl Ha MHTepdeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTtb Tabanuy co ctatndeckumn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MNokasaTtb Tabanuy MAC-agpecoB ansa ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

group: (1..64)

OT06pa3unTb 3HaYeHus TalimepoB GVRP Ha nHTepdeiicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OT06pa3unTb CTaTUCTUKY NpoToKosa GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

O4YnCTUTb CTAaTUCTUKY NpOoTOKOoNa GARP.

show vlan

Mokaszatb MHPopmauuto o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokaszaTb MHGOpPMauuto No KoHKpeTHoMy VLAN.

show vlan protocols-group

MokasaTb MHPOPMALMIO O HACTPOEHHbIX FPYNMNax U NPOTOKOAX.
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show protocol-vlan

MokaszaTtb nHpopmaumto o VLAN, cOOTBETCTBYIOLMX FPymnnam npo-
TOKOJ10B Ha pa3HbIX NOpTax.

KomaHOwb! pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 61 — KomaHapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb KOHOUIrypaLuto NopTa, rPynnbl NOPTOB.

4.9 Selective Q-in-Q

[aHHaa ¢yHKUMA NO3BOSIAET Ha OCHOBE CKOH(UIYpUPOBaHHbIX MPaBua GUALTPALUKN MO HOMepam
BHyTpeHHMX VLAN (Customer VLAN) npoussoautb aobasneHne BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHsATb Customer VLAN.

[nAa ycTponcTBa co34aeTcs CNUCOK NPaBu/l, HA OCHOBAHMM KOTOPbIX byaeT obpabaTtbiBaTbcA TPAPUK.

Bua 3anpoca KOMaHAHOM CTPOKM pPeXkMma KOHpUrypaumnm nHtepdeiica KOHpUrypaumnm:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) #

Tabnvua 62 — KomaHgbl pexknma KoHourypaumm nHtepoeiica (gruanasoHa nHtepoeicos) Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaTb NPaBU/IO, Ha OCHOBAHWWN KOTOPOTO BHELLHAA METKa
ingress_vlan_id BxogAuwero naketa byaeT 3ameHaTbcA Ha vlan_id.

YaanuTtb ykasaHHoe npaBuno selective qing ans BxogAalwmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vlan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Cosfatb NpaBmIo, Ha OCHOBAHMM KOTOPOrO BHELLHAA METKa
ingress_vlan_id ncxopauiero naketa byget 3ameHATbea Ha vlan_id.

Yoanutb cnucok npasumn selective ging Ana UCXOAALWMX NAKETOB.

selective-qinq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Cosfatb NpaBuao, Ha OCHOBaHMM KOTOPOro Ans TpaduKa ¢ BHew-
HeWn meTKol ingress_vlan_id 6yaet pobasnsaTbca meTKa ¢ vian_id.

YpanuTb yKkasaHHoe npasuno selective ging 4na BxoAALLMX nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3zaTb NPaBuIO, Ha OCHOBAHWM KOTOPOTO TPAdUK C BHELLHeW MeT-
Kol ingress_vlan_id nponyckaetcs 6e3 nsmeHeHuIt namn otopachl-
BaetcA. Ecaum ingress_vlan_id He ykasaH, To nponyckaTtbca Uan oT-
bpacbiBaTbCs byaeT Becb TpaduK.

- deny — 3anpeLuaeT NPoxXoxaeHWe NakeToB C YKa3aHOWN BHeLHel
MEeTKOW;

- permit — paspeLuaeT NPoOXoXKaeHMe NaKeToB C YKa3aHHOM BHeLU-
Hel MeTKoW.
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no selective-qing list ingress
[ingress-vlan ingress_vlan_id]

YoanuTb yKasaHHoe npasuno selective qing ans Bxogawmx nake-
TOB.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 63 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

show selective-ginq
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OTo6pasunTb cnmcok npasun selective sqing.

4.10 Storm Control gna pasnanyHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lLTopm» BO3HMKaeT BC/AEACTBME Ype3MepHOro Kosmdectsa broadcast-, multicast-, unknown
unicast-coobuweHnit, 0AHOBPEMEHHO NepeaaBaemMblxX NO CETU Yepes OAMH MOPT, YTO NPUBOAMT K Neperpyske
pecypcoB ceTu U1 NoABAEHUIO 3aepiKeK. «LLITopm» MOXKeT BO3HUKHYTb NPWU HaNUYUU «3aKONbLOBaAHHbLIXY

cermeHTOoB B ceTu Ethernet.

KommyTaTtop u3mepAeT CKOPOCTb MNPUHMMAEMOro LWWPOKOoBeLaTe/IbHOro, MHOroaapecHoro u
Hen3BeCTHOro ogHoaapecHoro Tpadlea ANA NOPTOB C BKAKOYEHHbIM KOHTPO/IEM LWWNPOKOBELWATE/IbHOIO
«wTopma» n OT6paCbIBaeT NakKeTbl, eC/21I1M CKOPOCTb NpeBblllaeT 3a4aHHOE MaKCMMa/ibHOe 3Ha4YeHue.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 64 — KomaHabl pexkuma rnobanbHol KoHpUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

storm-control mode {kbps |
pps}

-/pps

YcTaHOBUTL rN06aNbHO KaKkue eanHULbl U3MepeHna HeobxoamMmo
MCNo/b30BaTh.

- pps — 06bem TpadmrKa NaKeTOB B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B cEKyHAY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nntepdeliica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 65 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
storm-control multicast level BK/1OYNTbL KOHTPOIb MHOFOaAPECHOTO TpadUKa:
{pps | kbps} ops: (1..262142); - zss — 06bem TpadmrKa NaKeToB B CEKYHAY;
- kbps — 06bem TpaduKa KOUT B CEKYHAY.
- kbps: (16..4194272)
no storm-control multicast BbIKNHOUMTb KOHTPOIb MHOTOAAPECHOro TpaduKa.
level {pps | kbps}
storm-control dif level {pps | BKNtOUNTL KOHTPO/Ib HEU3BECTHOrO O HOAAPECHOrO TpaduKa.
i o 1221y | SO et e oy
kbps: (16..4194272)
no storm-control dif level BbIKNOUMTL KOHTPONb OAHOAAPecHOro TpaduKa.
{pps | kbps}
storm-control broadcast level BKOUNTL KOHTPO/Ib LIMPOKOBELLLaTENbHOrO TpaduKa.
{pps | kbps} ops: (1.262142); - Ess — oﬁ‘gem Tpaduka nageTos B CEKyHAy;
kbps: (16..4194272) - kbps — o6bem TpaduKka KOUT B cekyHAy.
no storm-control broadcast BbIKNHOUMTb KOHTPOb WMPOKOBELLaTeIbHOro TpaduKa.
level {pps | kbps}
storm-control {multicast | dif | HasHauuTb gelicTere, BbINOAHAEMOE NPU NPEBbILEHUN 3a4aHHOTO
broadcast} action {shutdown | iMMUTa 06bema MHOroaZpecHoOro, HEM3BeCTHOrO OAHOAAPECHOTO
trap | trap-and-shutdown} WY LWWMPOKOBeLLaTenbHOro Tpaduka. Mpu o6HapyKeHnn npesbliLle-
HWA 334aHHOTO IMMUTA MHTEePDENC MOXKET BbITb OTKAOYEH
) (shutdown), otnpasneH SNMP-trap (trap) unam moryT 6bITb BbINOA-
HeHbl 06a aelicTeuA (trap-and-shutdown).
no storm-control {multicast | OTMeHWTb AeincTeure npy obHapyKEHUN MHOFOAAPECHOTO, Hens3-
dIf | broadcast} action BECTHOIo 04HOAAPECHOr0 MW LIMPOKOBELATeNbHOIO TpadmKa.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnvua 66 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show interface [fastethernet MokaszaTb KOHOUTYpaLMio GYHKUMN KOHTPOIA LIMPOKOBELLATENb-
fa_port | gigabitethernet fa_port: (1..8/0/1..24); | Horo «wTopma» ANA yKazaHHOro nopta, AMb6o BCex NOpTos.
gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port | port-channel group] group: (1..64)

storm-control

show storm-control - OTO6parkaeT TEKYLLYIO HAaCTPOMKY eANHUL, USMEPEHUSA.

4.11 lpynnbi arperayumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecrneuynBatoT noanepKy rpynn arperaumm KaHanos LAG B Ko/nmyecTBe COrnacHoO
Tabnumue 9 (cTpoka «Arperauma kaHanos (LAG)»). Kaxkgan rpynna nopToB A0/KHa COCTOATb U3 MHTepdeincos
Ethernet ¢ ogMHaKOBOM CKOPOCTbIO, paboTaloLWMX B AyNAeKCHOM pexume. Ob6beanHeHne NopToB B rpynny
yBe/MYMBAET MPOMYCKHYO CNOCOOHOCTb KaHana MeXay B3aMMOLENCTBYIOWMMN YCTPOMCTBAMU MU
NOBbILIAET OTKA30yCTOMUYMBOCTb. [pynna NopToB ABASETCA A1 KOMMYTAaToOpPa OAHUM JIOTMYECKMM MOPTOM.

YCTpOMCTBO NoAaAepKMBaeT ABa pemMma paboTbl rpynnbl NOPTOB — CTAaTMYECKaA Frpynna v rpynna,
paboTatowan no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pa3aene
KOHUrypauum.

/ Ecnau ana nHtepdeiica nponsseaeHbl HACTPOWUKKU, TO ANA A06aBNeHUA ero B rpynny cieayet
BEPHYTb HAaCTPOMKM MO YMOTHYAHUIO.
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[obasneHune nHTepdeicos B rpynny arperaummn KaHanoB AOCTYNHO TOIbKO B peXKMMe KOHbUrypaumum

nHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOWM CTPOKM B pexume KoHPuUrypaumnm nHtepderica Ethernet:

console (config-if) #

Tabnnua 67 — KomaHabl pexxmma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

channel-group group mode {on
| active | passive}

no channel-group

group: (1..64);
mode: (on, active,
passive)

[o6asutb Ethernet-uHtepdeiic B rpynny nopTos.

- On — po6aBuTb MHTEPDEIC B CTaTUHECKYIO FPYNny NOPTOB;

- Active — o06aBuUTb MHTepdeENiC B rpynny NOpToB, paboTaroLLmx
no npotokony LACP, npu aTom otnpaska PDU ocyuwecTtBnaetca
BCeraa;

- Passive — 06aBunTb UHTEepdENic B rpynny NopTos, paboTaroLmx
no npotokony LACP, npu atom oTnpaska PDU ocywecteaserca
TO/IbKO B TOM C/ly4ae, ecan ycTpoincteo nonyyaet PDU ot coces-
Hero ycTpomncTaa.

Ecnu 3HaueHue MTU gnsa Ethernet n Port-Channel un-
H TepdeiicoB oTanualoTca, To 406aBUTb AaHHbIM
Ethernet-uHtepdeiic B rpynny nopToB Henb3A.

Yaanutb Ethernet-nHtepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:

console# configure terminal

console (config) #

Tabanua 68 — KomaHapbl pexunma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

shutdown port-channel

no shutdown port-channel

-/MO,CI,y}'Ib BKO4YeH

OTKAtOYUTL paboTy mogyna port-channel Ha ycTpolicTse.
' [aHHaa KoMaHAa OTKAOYaeT paboTy moayna port-
- channel c 6e3Bo3BpaTHbIM yaaneHnem Bcex HacCTPoeK
6n0Ka LAG.

BKkntounTb paboty moayna port-channel Ha ycTpoiicTee.

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac |
src-ip}

-/src-dest-mac

3apaTb MexaHn3m 6anaHCMPOBKM HArpysku ans ctpaterun ECMP
W ONA rPYNNbl arpernpoBaHHbIX NOPTOB.

- src-dest-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece UCTOUYHUKA U NONyYaTeNs;

- src-dest-mac — mexaHM3m 6aslaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece UCTOYHMKA M NONyYaTens;

- src-dest-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBaeTCA Ha IP-aa-
pece UCTOYHMKA M NOoAyYaTens;

- src-dest-mac-ip-port — mexaHM3m 6anaHCMPOBKU OCHOBbLIBA-
etcAa Ha MAC-agpece, IP-agpece UCTOYHMKA M Nnoay4vaTens, a
Takxe TCP-nopTe Ha3HavyeHun;

- dest-mac — mexaHn3m 6anaHcMpoBKM OCHOBbIBaeTcA Ha MAC-
ajpece nosnyyatens;

- dest-ip — mexaHM3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece nonyyaTens;

- src-mac — mexaHn3m 6anaHcMpoBKM ocHoBbiBaeTcA Ha MAC-
afpece NCTOYHUKA;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcs Ha IP-agpece
WCTOYHMKA.

set port-channel enable

set port-channel disable

-/OTKAIO4EHO

BkntounTb paboTy LAG rnobanbHO Ha KOMmyTaTope.

BbIKNtounTb paboTy LAG rnobanbHO Ha KOMmyTaTope.
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set port-channel independent- BKNHOUMTb aBTOHOMHbIN pexknm paboTbl LAG.
mode enable

set port-channel independent- BbIK/IlOYNTb aBTOHOMHbIV pexkrum paboTbl LAG.
mode disable

4.11.1 Cmamu4eckue 2pynnol azpe2ayuu KaHanoe

’ Ha ycrpoictBax MES2424 n MES2448 Bbl6paHHbIA aAroputm 6a1aHCUPOBKU
o 6yaet paboraTb ToNbKO AnA TpadpuKa c 06yueHHbIM agpecom B MAC-Tabnuue.
Ecnn MAC-aapec HasHaueHUA TpaduKa oTcyTcTBYeT B Tabaunue, 6anaHcMpoBKa
6yaer NponsBoAUTLCA NO METOAAM:
— L2-Tpaduk — src-dest-mac;
— L3-tpaduk(IPv4/IPv6) — src-dest-ip.
dyHKumMel cTaTuyeckux rpynn LAG asnseTca o6beAnHEHME HECKONbKUX GU3MUYECKMX KaHAN0B B O4MH,
YTO NO3BO/IAET YBEANUYMTb MPONYCKHYIO CNOCOBHOCTL KaHafa U MOBbICUTb €r0 0TKa30yCTOMYMBOCTb. A
CTAaTUYECKMX FPYNN NPUOPUTET UCNOJIb30BAHWUA KaHAN0B B 06BbeAMHEHHOM NyYKe He 3a4aeTcs.

/  Dna BrNoueHns paboTbl uHTepdeiica B cOCTaBe CTaTUMECKON FPYNMbl MCNONb3YiiTe KOMaHAY
channel-group {group} mode on B pexxnme KoHdpUrypauum cooTeeTCTByIOLWEro MHTEpPdeiica.

4.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKumelt npotoKona Link Aggregation Control Protocol (LACP) siBnsieTcAa 06beilHEHNE HECKONbKNX
dM3MYECKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/foB MCMOMb3YeTcA AAA YBe/NMYEHWUS MPOMYCKHOM
CNOCOBHOCTM KaHafa WM NOoBblWeEHUA ero oTkasoyctonymsocTu. LACP nossosseT nepegasatb TpaduK no
06beANHEHHDBIM KaHa1amM B COOTBETCTBUM C 3a43aHHbIMM NPUOPUTETAMM.

Dna BKAloyeHusa paboTbl uHTepdeiica no npotokony LACP wucnonbsyiite KomaHpy
channel-group {group} mode active/passive B pexume KoHdUrypaumum COOTBETCTBYIOLLEFO
uHTepdeiica.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (confiqg) #

Tabanua 69 — KomaHabl pexkunma rnobanbHoi KoHoUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymon4aHuo

lacp system-priority value YCTaHOBUTb MPUOPUTET CUCTEMBI.

— value: (0..65535)/1
no lacp system-priority YCTaHOBWUTb 3HAYEHWE MO YMOHAHUIO.
lacp system-identifier YcTaHoBUTb id yyacTHMKa lacp.
mac_addr -
no lacp system-identifier Ypanute id y4acTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buz 3anpoca KoMaHAHOWM CTPOKM B pexnume KoHdurypaummn nntepoeliica Ethernet:

console (config-if) #
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Tabnmua 70 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

3HavyeHue/3HayeHue .
KomaHoa / Aelicmesue
no ymoa4YaHuro
lacp timeout {long | short} YCTaHOBUTbL aAMUHUCTPATUBHbIN TalimayT npoTokona LACP:
/ - long — gavTenbHoe BpemA TaimayTa;
-/long - short — manoe Bpemsa TalimayTta.
no lacp timeout YCTaHOBUTb 3HAaYEHNE MO YMOAYAHUIO.
lacp port-priority value YcTaHoBUTb NpuopuTeT nHTEpdelica Ethernet.
P port-p - y - value: (1..65535)/1 pvop pd
no lacp port-priority YCTaHOBWTb 3HaYEHME N0 YMOIYAHMIO.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 71 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
M0 YyMOAYAHUIO

show lacp {port_chanel_id} i MokasaTb MHPopMauuto o npoTokone LACP.
{neighbor [detail]| counters}
show etherchannel summary - MpocmoTp nHbopmaumm o LAG.
show etherchannel detail - MpocmoTp noapobHoin nHdopmaumm o LAG.
show etherchannel load- ) MpocmoTp anroputma 6anaHcnpoBKku LAG.
balance
show etherchannel protocol - MpocmoTp npoTokona LAG.
show etherchannel port - MpocmoTp nHbopMaLmMm o nopTax B coctaBe LAG.
show etherchannel port- ) MpocmoTp nHpopmauum o LAG.
channel

MNprmep HaCTPOMKMU:

console (config) # set port-channel enable

console (config) # interface port-channel I

console (config-if)# no shutdown

console (config-if)# exit

console (config) # interface range gi 1/0/1-2

console (config-if-range)# no shutdown

console (config-if-range) # channel-group I mode active

4.12 Hacrpoiika IPv4-agpecaumm

B paHHOM paspene onucaHbl KOMaHAbl AnA HaCTpOﬁKM CTaTUYeCKMX napameTtpos IP-agpecaunn,
TaKuX Kak IP-agpec, macka nogcetu, WAK3 N0 YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nutepdeica VLAN:

console (config-if) #
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Tabnunua 72 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip address ip_address
{ip_mask

|prefix_length} [secondary
{ip_address {ip_mask
|prefix_length} }]

no ip address [ip_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca 1 Macku noaceTu.
- secondary — no3Bo/IAET HACTPOUTL AOMNONAHUTENbHbIE IPV4-
agpeca Ha Tekywumit interface vlan. ns HacTpoliku TpebyeTca
HasnMume ocHosHoro IPv4-aapeca Ha uHTepdelice.

Ynanenue IP-aapeca uHtepdelica.

ip management outer-vlan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BkntoueHne obpaboTkn QinQ-Tpadmka ynpasneHuns Ha CPU. MNapa-
meTp vlan-id Ha3HayaeT BHewHMit Ter 802.1Q.

’ [na KoppeKTHOI paboTbl GpyHKUUKN HeobXoAMMO Hanu-

- ymne aktuBHoro vlan_id Ha KommyTaTope. lNpu 3Tom one-
paTuBHoe coctosHue interface vlan, Ha KoTopom HacTpausaeTca
$yHKLMA, AONKHO 6bITb UP.

' [aHHble HACTPOWNKM BbIMONHAKTCA Ha MHTepdeiice C-

H VLAN.

BbIkntoueHne 0bpaboTkm QinQ-Tpaduka ynpasneHus Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
vlan vian_id}] [hostname
name]

no ip address dhcp

vlan_id: (1-4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
name: (1..32) cumBona

MonyyeHwne IP-appeca ot DHCP-cepBepa. YcTaHOBKa onumii 12 un
61.

3anpeT ncnonb3oBaHnA npoTokona DHCP ana nonyyeHuma IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string: (1..256)/moaenb
KommyTaTopa

YcTaHOBUTb 3HaYeHne onumm 60.

YCTaHOBUTb 3HAYEHME MO YMOUYAHWUIO.

MNo-ymonuaHuto, untepoeiicol Vlan HaxoaAarca B coctosHuu Admin down. MpusecTtu B co-
. crosaHne Admin Up nx moxkHo KomaHaoi no shutdown.

Mpumep HacTpolikn 06paboTku Tpaduka c S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (config)# interface vlan 20

console (config-vlan)# ip management outer-vlan 10

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#

Tabnnua 73 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

renew dhcp vlan vian_id

vlan_id: (1..4094)

OTtnpasuTtb 3anpoc K DHCP-cepeepy Ha obHoBNeHME IP-agpeca.

show ip interface vlan vian_id

vlan_id: (1..4094)

MokasaTb KoHdUrypaumio IP-aapecaumn ANA YKasaHHOTO MHTEp-
delica.
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4.13 Hacrpoiika IPv6-agpecauum

! dyHKuMA maplipyTusaumm IPv6 He noaaeprkaHa B cTeKe B TeKyuiel sepcum MNO.

4.13.1 lpomokon IPv6

KommyTaTopbl noaaepKMBatoT paboTy no npoTokony IPv6, 4To ABnfeTcA 601bLNMM NPEUMYLLLECTBOM,
T.K. npoToKkoA IPv6 paspaboTaH gna Toro, 4tobbl B 6yAyLLem NOAHOCTHIO 3aMEHUTb aApecaLmio NPOToKoAa
IPv4. Mo cpaBHeHuUto ¢ IPv4 npoToKkon IPv6 uMmeeT pacluMpeHHOE agpecHoe NpocTpaHcTBo — 128 6UT BmecTo
32. Agpec IPv6 npeacTtasnneT coboit 8 6/10K0B, pasaenieHHbIX ABOETOYMEM, B KarKaom 6n1oKe 16 6ur,
3anMcaHHbIX B BUAE YeTblpex WeCTHaAuaTePUYHbIX YMcer.

MOMMMO YyBENMYEHMA AAPECHOro MNPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapXUYecKyro cxemy
agpecaunn, obecneumBaeT arperauuio MaplipyToB, ynpowaeT Tabauuy MapuwpyTMsaumu, npu 3Tom
3dPEKTUBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 33 CYET MEXAHM3MA 0BHAPYKEHUA COCEAHMX Y3/10B.

V Ecnu 3HaueHue rpynnbl UM HECKOJIbKUX FPYNN NoApaa B agpece npoTokona IPvé pasHoO Hyto
o — 0000, TO paHHble Trpynnbl  MorytT 6biTb  onyweHbl. Hanpumep, apapec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb cCOKpaweH go FE40::AD21:FE43. Co-
Kpaw,eHuUto He moryT 6biTb NoABePrHyTbl 2 pasaeneHHble HyneBble rpynnbl U3-3a BOSHUKHO-
BeHUA HeoaHOo3HaYHOocTU. CoKpawaeTca caman 6onbluaa Hynesas rpynna.

EUI-64 — at0 npgeHtudukarop, cosgaHHblii Ha 6ase MAC-agpeca uHtepdeiica, ABnaoWwmninca

64 mnapgwumn 6utamm IPvb-agpeca. MAC-agpec pa3buBaerca Ha ABe 4actm no 24 6ura,
MeXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

v

4.13.2 Hacmpoiiku npomokona IPv6

KomaHObI pexcuma 2a06anb6Hol KOHguU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 74 — KomaHabl pexkmuma rnobanbHol KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

ipv6 unicast-routing BKAtOUMTL MapLupyTM3aLmio MexXay ipvb-npepukcamm.

-/BKAIOYEHO

no ipv6 unicast-routing OTKAOUUTL MaPLLPYTU3ALMIO MeXAY ipv6-npeduKcamu.

ipv6 neighbor ipv6_address
vlan vlan_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX::XXXX;
vlan_id: (0...4094);
MAC-address:

Co3patb cTaTuyeckyto 3anuck ipvé neighbor.

YAanuTb CTaTUYecKyto 3anuck ipv6 neighbor.

XX XX XX XX XX XX/ -
ipv6 route ipv6_address prefix- ipv6_address: HacTpouTb cTaTMYeCcKnin MapLupyT A0 YKa3aHHoro ipve-npedukca.
length {vlan vian_id | XXXX:XXXX;

next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX:: XXXX:

administrative_distance:

(1-255)

YAanuTb cTaTUYecKunii MapLupyT 40 yKasaHHoro npedukca.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnunuya 75 — KomaHzabl perkmuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkntounTb paboTy npoTtokona IPv6 Ha nHTepdeiice. FeHepupyeT
ipv6 link-local agpec Ha gaHHOM nHTepdeiice.

OTKAouNTL paboTy npoToKona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-local

ipv6_address:
XXXX:: XXXX;
prefix-length: (0-128)

YctaHoBUTb ipv6 link-local appec Ha aaHHOM nHTepdeiice.

Yaanutb ipv6 link-local agpec Ha paHHOM nHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIN ipvb-aapec Ha nHTepdelice.
- eui64 — ucnonb3osaTb anroputm EUI-64 gns reHepaumm agpeca.

YpanuTb ykasaHHbIN agpec ¢ MHTepdelica.

KomaHOowb! pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 76 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [vlan
vian]

OT06pa3nTb COCTOAHME U HAacTPOMKK IPVE-UHTEpdElicoB.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

0OT06pa3unTb Tabamuy mapwpyTmsaunm ans IPve.

show ipvé traffic [interface
vlan {vian-id/vfi-id}] [hc]

OT06pasnTb CTAaTUCTMKY MO NPUHATBIM U OTNPABAEHHbBIM
IPv6-nakeTtam.

4.14 Hactpoiika NpOTOKON0B

4.14.1 Hacmpoiika npomokosaa ARP

ARP (Address Resolution Protocol — npoTokon paspelieHuMa afpecoB) — MNPOTOKOA KaHalbHOro
YPOBHA, BbINOAHALWMIA PyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAEpPXKaLLerocs B 3anpoce

IP-apgpeca.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B peXnume rnobasibHon KoHbUrypaumm:

console (config) #
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Tabnunua 77 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[o6aBunTb cTaTMYecKyto 3anuncb cooTBetcTeumsA IP- 1 MAC-aapecos
B Tabanuy ARP ans ykasaHHoi VLAN.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanutb cTaTMYeckyto 3anucb cootsetcTaua IP- n MAC-agpecos
13 Tabnunubl ARP ans ykasaHHoro B KomaHge IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cerkyHa,

YCcTaHOBUTbL MHTEPBAN MEXK Ay OTNpaBKoW gratuitous arp cooblue-
HUN.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHMIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
ceK

HacTpouTb Bpems *KM3HM gUHAMUYECKUX 3anucein B Tabamue ARP
(cek).

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxunme KoHdurypaumm nHtepoeiica VLAN:

console (config-if) #

Tabnuua 78 — KomaHabl pexkmma KoHburypaumm nHtepoderica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKIOYEHO

BKOUMTL OTNPaBKy gratuitous arp-coobLyeHui.

BbIKNOUNTL OTNPaBKY gratuitous arp-coobuwieHnin.

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 79 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

MoKa3saTb 3anucn ARP-Tabamubl: BCe 3anucu, dunbTp no IP-agpecy;
dunbTp no MAC-agpecy; dunbTp no nHTepdeicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYI CTaTUCTMKY NPOTOKOA arp.

clearip arp

Ypanutb Bce AnHammyeckue 3anucu us ARP-tabanupl.
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4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

JaHHbIN MexaHM3M NO3BOJSIAET YCTOMCTBY OTCNEXMBATb 3aK0/IbLOBaHHbIE NOPThI. [1eTaa Ha nopTy 06-
Hapy»KMBaeTca MyTeM OTCbIIKM KOMMYyTaTopom Kagpa (frame) c MAC-agpecom nopta KoMmyTaTopa B nose
Source MAC 1 WwrpoKoBeLaTeibHbIM (N0 ymon4aHuio) agpecom B none Destination MAC.

KomaHObI pexcuma 2106aabHOU KOHPU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rN106anbHOM KOHPUIypaLmm:

console (confiqg) #

Tabnnuya 80 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/MoAyNb BKAKOYEH

OTKAounTL paboTy moayns loopback-detection Ha ycTpoiicTse.

' DaHHas KomaHga oTKA4aeT paboty mogynsa loopback-

b detection c 6e3803BpaTHbIM YAANEHMEM BCEX HACTPOEK
6n0Ka LBD.

BkntoumTb paboty moayns loopback-detection Ha ycTpoiicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/IIOYEHO

BK/IlOUMTE MeXaHU3M 06Hapy)KEHVI’i| neTtesib 4N1A KOMMYTaTOpPa.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHoBUTL MHTepBan mexay loopback-kagpamu.
- seconds — WHTepBan BpemeHn mexxay LBD-kagpamu.

mac_address

CEKYH
no loopback-detection interval YHA BoccTaHOBWTb 3HaYeHME N0 YMONYAHUIO.
loopback-detection Onpeaennts MAC-agpec HazHauyeHwusn, yKasaHHbIl B LDB-Kkagpe.
destination-address MainiRiniHiRil

V Mo ymonuanuio MAC-agpec HasHa4YeHUA LNPOKOBeLla-
TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Buga 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdelica Ethernet, nnrtepdeiica

rpynnbl NOPTOB:

console# configure terminal
console (config)# interface { fastethernet fa port | gigabitethernet

gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}
console (config-if) #
Tabnunua 81 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet
Komanda 3HavyeHue/3Ha4yeHue Neiicmeue

no ymos14yaHurw

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUMTL MeXaHU3M o6Hapy>|<eHm| neTesb Ha NOpPTy.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#
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Tabnmua 82 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

show loopback-detection OTob6pa3unTb cocTosHne mexaHM3Ma loopback-detection.
[fastethernet fa_port | fa_port: (1..8/0/1..24);
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port | statistics]
debug loopback-detection [all BK/1t0UMTb OTNPaBKy coobuieHuii no cobbiTuam loopback-detec-
| buffer-alloc | control | -/OTKOHYEHO tion.
critical | pkt-dump | pkt-flow ]

4.14.3 Cemelicmeo npomokonose STP (STP, RSTP, MSTP, RPVST+!)

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) AasnseTca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMUN CBA3AMU K p,peBOBMLI,HOVI TONOJ1I0TUMN, MCKﬂIOHaIOU.LeVI LUWKbl NaKeToB. KOMMYTaTOpr
06MeHMBalOTCA KOHPUIYPaUMOHHbIMM COOBLLEHMAMM, UCMONb3YA Kagpbl chneumanbHoro d¢opmara, U
BbIBOPOYHO BK/IOYAIOT M OTK/HOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllieHCTBOBaHMEM MpPoTOKona STP, xapakTepusyetcs
MEHbLUMM BpemeHem MpuBeAeHMA CeTM K APEeBOBMAHOW TOMOMOTMM M uUmeeT 6o0see BbICOKYIO
YCTOMYMBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetcs Haubosiee coBpemeHHoOM peanusauueint STP,
noggep:kmeatowein umcnonbsosaHme VLAN. MSTP npeanonaraeT KoHdurypauuto Heobxoaumoro
KOJIMYECTBA IK3EMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Ymcna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAP MOXET coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencreytowmx no MSTP, 4onXHbl 6bITb 0AMHAKOBO
CKOHOUrypuposaHsbl rpynnbl VLAN.

V MaKcmmanbHO aonycTtMumoe Koam4yectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOM KOHPUrypaumm:
console (config) #

Tabanua 83 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o yMO/YAaHUIO
shutdown spanning-tree OTKAtounTL paboTy moayns STP Ha ycTpolicTse.
JaHHaA KomaHAa oTKAtovaeT paboty moayns STP c 6e3-
. BO3BPATHbIM yAa/ieHMeM BCex HacTpoek 6s10ka STP.
-/MoAyNb BKAOYEH " .
' Mogaynb STP BkAloYaeTca KOMaHAoM spanning-tree.
.
spanning-tree JBKAIO4EHO PaspewunTb ncnonb3oBaHME KOMMYTAaTOPOM NpoToKoaa STP.
no spanning-tree 3anpeTnTb NCMO/Ib30BaHNE KOMMYTaTOPOM NpoTokona STP.

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3400-
48F, MES3710P.
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spanning-tree mode { rst |
mst | rapid-pvst}

no spanning-tree mode

-/MSTP

YCcTaHOBUTL peXkMm paboTbl npoTokona STP:

- rst — |[EEE 802.1W Rapid Spanning Tree Protocol;

- mst — |EEE 802.1S Multiple Spanning Tree Protocol;
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3HAYeHUE NO YMO/I4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBAN BPEMEHM, 3aTPauYMBaEMbli Ha NPOCAYLUMBA-
HWE M U3yYeHWe COCTOAHWIA nepes nepekatoueHuem B COCTOsHWE
nepegayu.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBUTb MHTEPBA BPEMEHM MEXAY Nepesadyamu LWMPOKOoBeLLa-
TeNbHbIX coobuweHunit «Hello» K B3aMmoaencTeyowWmMM KOMMYTaTO-
pam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA XKU3HKU cBAsytowero aepesa STP.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpolicTea B cBssytowem aepese STP.
3HayeHne NpuopuTeTa A0NXKHO bbITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree pathcost
dynamic [lag-speed]

BK/IIOUMTL AMHAMMYECKOEe ONpeaesieHne LLeHHOCTU NyTy.
- lag-speed — onpegeneHne LeHHOCTM NyTM ByAeT BbIYMCAATHCA

-/sKntoueHo npu nsameHeHmmn ckopoctu LAG.
no spanning-tree pathcost YCTaHOBWTb 3HAaYEHWUE MO YMOYAHUIO.
spanning-tree pathcost YCTaHOBUTb METOZ, OonpeaeneHnn LeHHOCTU NyTu.
method {long|short} - long — 3HayeHMe ueHHoCTM B guanasoHe 1..200000000;
-/long - short — 3HayeHue LeHHOCTU B gMana3oHe 1..65535.
no spanning-tree pathcost YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
method
spanning-tree compatibility Bepcua coemectumoctun STP.
{mst | rst | stp} -/BKNtOYEHO

no spanning-tree
compatibility

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MNoporosoe konnyectso TCN BPDU, npu KoTopom 3anyckaeTca Tai-
Mep, KOTopbIit paBeH 3HaveHwuto flush-interval.

YCTaHOBUTb 3HAYE€HME MO YMONYAHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HaYeHWe MHTepBasaa, MocC/ie KOTOpOro Mpou3onaéTr
ounctka MAC-Tabaunubl nocne nonyyeHusa TCN BPDU.

YCTaHOBUTb 3HAYEHME NO YMOJTHAHMUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

3T0 3HaYeHue yKasblBaeT MAaKCMMa/ibHOE KO/IMYECTBO MaKeToB, KO-
Topble MOTYT 6biTb OTNPaB/ieHbl B 33a4aHHbIN MHTEPBAA BPEMEHM
hello-time.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

MNpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbiNnoNHEHUE
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepdagelica Ethernet, uHmepagelica 2pynnbi Nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 84 — KomaHapl pexxnuma KoHourypauum nHtepdeiica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuo

Aeiicmeue

spanning-tree disable

-/paspelueHo

3anpeTuTb paboTy NpoTokona STP Ha KOHGUrypupyemom UHTep-
delice.
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no spanning-tree disable

Pazpewntb paboTy npoToKona STP Ha KOHGUIypUpyeMom MHTep-
deiice.

spanning-tree cost cost

no spanning-tree cost

cost:
(1..200000000)/cm.
Tabnuuy 85

YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbI HTepdelic.
- €OSt — LeHHOCTb NyTH.

YCTaHOBWUTb 3HaueHue, onpeaesiiemoe Ha OCHOBaHWW CKOPOCTU
nopTta v MeToZa onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 85

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTbL NpUopUTET MHTEpPdEica B cBA3yloleM aepese STP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

spanning-tree portfast

no spanning-tree portfast

BK/IIOUMTL pexkmnm, B KOTOPOM MOPT NPU NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepeaaydu, He A0XMUIAAACh UcTeve-
HUA Talmepa.

BbIKNOUNTL peXMM MOMEHTA/IbHOTO nepexoia B COCTOAHME nepe-
Aa41 NO NOAHATUIO KJIUHKA».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelueHo

Pa3pewnTb Ha HTepdeiice LONONHUTENbHYIO 3aLWLMTY OT neTesb. B
cnyyae, ecnn uHTepdeinc HaxoaUTCA B COCTOSAAHUM, OTJIMYHOM OT
Designated u npu sTom nepectaeT nonyyatb BPDU, nHtepdeiic 610-
Kunpyertcs.

3anpeTnTb AONONHUTENbHYIO 3aLWMUTY OT BOSHUKHOBEHUA NeTenb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3osaHne
rnobanbHoOM HaCcTPOIKK

BKNOUMTDL 3aWUTY KKOPHA» ANA BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
6paHHoro nopra.

- root — 3anpeLLaet uHTepdelicy bbiTb KOPHEBLIM NOPTOM KOMMY-
TaTopa;

- loop — BK/tOYaEeT Ha UHTepdence AONONHUTENbHYIO 3aLUUTY OT
netenb. B cnyyae, ecnu nHtepdeinc HaxoanTCs B COCTOAHUM, OTINY-
Hom oT Designated 1 npu aTom nepecrtaet nonyyatb BPDU, uHTep-
deiic bnokumpyertcs;

- none — oTKAto4YaeT Bce Guard-oyHKUMKM Ha nHTepdeiice.

Mcnonb3oBaTh r106asibHYO0 HACTPOWKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aWmTy, BbIKAIOYAOLWYO MHTEPdENC Npu Npuéme nake-
ToB BPDU.

3anpeTuTb 3aWUTY, BbIKAHOYAOLWYO MHTEpdENC Npy Npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
nopTa «TOYKA-TOUKa»,
018 NONyAYyNAEeKCHOro

— «Pa3BETBNAEHHbIN»

YctaHoBuTb NpoTokon RSTP B nepepatowee coctoaHme un onpeae-
JIUTb TN CBA3M A/1A BbIBpaHHOro nopTa:

- point-to-point — Tou4Ka-TOuKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBUTb 3HAYEHME MO YMOIYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/OYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewnts npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewnTb Npuém n nepegadyy STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
spanning-tree auto-edge BK/IOYMTb aBTOMATMYECKOE OnpeseNneHne KNMEHTCKUX NOPTOoB.
no spanning-tree auto-edge /BnI04eHO BbIK/NHOYNTL aBTOMATMYECKOE ONpeseneHne KAMeHTCKMX NoPTOoB..
spanning-tree {bpdu-receive | BK/IIOUNTb peXxunm npuéma u/mnv nepesaum Ha uHtepdeiice.
bpdu-transmit} enable

-/BKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKNIOUUTL peum Npuéma u/unu nepesaum Ha Htepbeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpoutb npuoputet ana pseudoRoot Ha MHTepdeiice.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtounTb Ha MHTepdelice GYHKUMIO 3aLMTbl OT aTak.

OTKNOYNTL Ha MHTepdelice GYHKUMIO 3aLMTbI OT aTak.
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Tabnnuya 85 — CToMMocCTb NyTK, YCTaHOBNEHHAA MO YMOYaHUIO (spanning-tree cost)

Memoo onpedeneHusa yeHHocmu nymu

Unmepdpetic Long Short

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 1000000 56

LAG 100M 100000 12

LAG 1G 10000 3

LAG 10G 1000 2

v

CTOMMOCTb NYTK ANA rPynnbl KAHaNOB No metoay long no ymonuanuio onpeaenserca
AeNeHnem CTOMMocTn uHTepdelica Ha KOANMYECTBO IMHKOB B rpynne. 3HadyeHue cost

Ana LAG npuBeAaeHo € Y4ETOM U/I€HCTBA B HEM 2 pu3nYecKux nHrepdeiicos.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnvua 86 — KomaHab! pexxkunma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

MoKa3aTb cocToaHWe NpoToKkona STP Ha nHTepdeiice.

show spanning-tree detail

MoKasaTb NoApPo6HY MHOOPMALMIO O HACTPOKMKaxX NPOTOKOA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHGOPMALLMIO O COCTOSHMM O HacTpolKax STP Ha aKkTuB-
HbIX MOPTaXx.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OT06pa3unTb HacTpoiku STP Ha bridge.

show spanning-tree pathcost
method

OT06pasnTb nHbOpPMaLMIO O MeToAe onpeaesieHna CTOMMOCTH
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OT06pasunTb nHbOpMaLmio o root B Tononorum STP.

show spanning-tree summary

OT06pasnTb cOCTOAHME NPOTOKOMA STP OTHOCUTENIbHO UHTEpdE-
COB.
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4.14.3.2 Hacmpoiika npomokona MSTP

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanuya 87 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
spanning-tree mst instance_id YCTaHOBUTb NPUOPUTET AR AAHHOTO KOMMYTaTopa nepes ocTab-
priority priority HbIMU, UCNOBb3YIOLWMMMK 06LWMIA 3K3emnaAap MSTP.
. . - instance_id — sk3emnnap MST;
instance_id: (1..63); Lo P
- - priority — npuopuTET KOMMYTATOPA.
priority:
(0..61440)/32768 V 3HaueHue NpUoOpUTETa A,O0/MKHO 6bITb KpaTHO 4096.
no spanning-tree mst YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

instance_id priority

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ansa aksemnnsapa MST,
NpyY KOTOPOM 3aMnycKaeTcs Tanmep.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

spanning-tree mst max-hops YCTaHOBUTb MaKCMMa/ibHOE KOIMYECTBO TPAH3UTHbIX Y4acTKOB ANA
hop_count naketa BPDU, Heobxoanmbix ana GopMmnpoBaHMA AepeBa U yaep-
YKaHusA MHGOpPMaLMK O ero CTPpoeHMU. EC/iM NakeT y»Ke npoLlen mak-
CMManbHOE KONNMYECTBO TPaH3UTHbIX YHaCTKOB, TO Ha creaylolem
hop_count: (6..40)/20 | y4acTke oH oTbpacbiBaeTcA.

- hop_count — mMaKcMManbHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB
AnAa naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.
max-hops
spanning-tree mst Bxog, B pexxum KoHbUrypaumm npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm npotokona MSTP:

console# configure terminal
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnuya 88 — KomaHabl pexkMma KoHourypaumm npotokona MSTP

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MeEXAY dK3emnaAapom npoTtokona MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — naeHTUdUKaTOp sK3emnaapa npoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan Y0anutb COOTBETCTBME MeXAY dK3emnaAapom npotokona MSTP u
vlan_range rpynnamm VLAN.
name string 3apaTtb UMA KoHdurypauum MST.
string: (1..32) cumBona | - string — vma KoHbuUrypauumn MST.
no name Yaanutb ums KoHourypaumm MST.
revision value 3apaTb HoMep peBu3nU KoHoUrypaumm MST.
value: (0..65535)/0 - value — Homep peBun3nmn KoHduUrypaumm MST.
no revision YCTaHOBWTb 3HaYeHue No ymondauuio (value).
exit Bbixoa, 3 pexxmma KoHdurypauum npotokona MSTP c coxpaHe-
i HMeMm KoHdUrypaumn.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepdgelica Ethernet, uHmepagelica epynmnbi Nopmos

Bua, 3anpoca KomaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 89 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnsi noptos

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
spanning-tree guard root BK/IOUMTD 3aLLUTY KKOPHA» ANA BCEX CBA3YOLWMX AepesbeB STP BbI-
/3auuTa BbIKIOYEHa 6paHHOro nopra. [aHHaa 3awmTa 3anpewaer uHTepdency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpA.
no spanning-tree guard YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.
spanning-tree mst instance_id YCcTaHOBWUTb NpUopuUTET NHTEpdelica B ak3emnaape MSTP.
port-priority priority - instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;
instance_id: (1..63); - priority — npuopuTeT MHTepdeiica.
priority: (0..240)/128 V 3HayeHue npuopuTeTa AOMKHO 6bITb KPaTHO 16.
no spanning-tree mst YcTaHaBAMBaEeT 3HaYEHUE MO YMONYAHUIO.
instance_id port-priority
spanning-tree mst instance_id YCTaHOBUTb LLEHHOCTb NYTU Yepe3 BblOpaHHbIM WHTepdeinc ana
cost cost onpeaesieHHOro aksemnaapa npoTokona MSTP.
instance_id: (1..63); - instance-id — naeHTMdUKaTOP 3K3emnaapa NnpoTokona MSTP.
cost: (1..200000000) - COSt — LLeHHOCTb NyTW.
no spanning-tree mst YCTaHOBWUTb 3HauyeHue, onpegensiemoe Ha OCHOBAHWWM CKOPOCTU
instance_id cost nopTa U MeToAa onpeseneHnn LLeHHOCTU NyTH, cMm. Tabauuy 85.
spanning-tree port-priority YCTaHOBUTbL NPUOPUTET UHTEpdElica B KOPHEBOM CBA3YHOLLEM Ae-
priority pese MSTP.
priority: (0..240)/128 V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KPaTHO 16.
no spanning-tree port-priority YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
spanning-tree mst instance_id YcTaHOBUTL NpuopuTeT pseudoroot B sk3emnnspe MSTP.
pseudoRootid priority priority instance_id: (1..63);
mac-address mac_add priority: (0..240)/128
no spanning-tree mst YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
instance_id pseudoRootid
spanning-tree mst instance_id instance_id: (1..63); BKOUYUTBL UM OTKNKOUUTL spanning-tree Root Guard B yKazaHHOM
guard {root/none} -/none aKksemnnsape MST.

KomaHOwbi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#

Tabanua 90 — KomaHabl perkmma Privileged EXEC

KomaHda 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

show spanning-tree MokaszaTtb KoHOUrypaumto npoTokona STP.
interface {fastethernet fa_port |
gigabitethernet gi_port |

twopointfivegigabitethernet fa_port: (1..8/0/1..24);
two_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port two_port: (1..8/0/1..8);
| port-channel group} te_port: (1..8/0/1..11);
[bpduguard | cost | detail | group: (1..64)

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

MokasaTtb NoapobHy MHPOpPMaLMIO O
HacTpoliKe npoTokona STP.

show spanning-tree mst

instance_id [detail] instance_id: (1..63)
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show spanning-tree mst MNMokaszaTb MHPOPMALMIO O CKOHOUTYPUPOBAHHbIX
configuration aksemnnapax MSTP.
clear spanning-tree mst OuuncTKa cyetumkos STP.

Instance_id: (1..63);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}}

4.14.3.3 Hacmpolika npomokona Rapid-PVST+ !

Bcero nogpeprkaHo 64 RPVST-uHctaHca. NMpu aTom HyneBon Ucnonb3yeTca ANnA BCex
VLAN, B KoTopbix oTKAto4YeH RPVST. Kaxxagomy VLAN c BkatoyeHHbIm RPVST
coorBeTcTByeT oaguH RPVST-uUHcTaHC.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu
BunAa 3anpoca KOMaHAHOWM CTPOKM pexxunma rnobanbHoM KoHbUrypaumm:

console (config) #

Tabanya 91 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HaYyeHue Leiicmeue
no ymon4YaHuro
spanning-tree vlan vian BkntounTb STP B BbIGpaHHOM vian.
vlan: (1..4094) - vlan — Homep VLAN.
no spanning-tree vlan vian i BbikntounTb STP B BbIGpaHHOM vlan.

KomaHOwl pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN’08)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range)#

Tabnunua 92 — KomaHapbl perkuma koHourypaumm VLAN

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro

spanning-tree forward-time YCTaHOBWTbL MHTEPBAN BPEMEHW, 3aTPaYMBaEeMblit Ha NPOCayLINBA-

seconds seconds: (4..30)/15 cex HWEe U U3yyeHne COCTOAHWUN nepes NepekNtoyYeHnem B COCTOAHME
nepegauu.

no spanning-tree forward-time YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.

spanning-tree hello-time sec- YCTaHOBUTb MHTEPBaN BPEMEHW MeXAy nepefadyamu LUMPOKOBe-

onds seconds: (1..10)/2 cex LaTenbHbIX coobuweHnin «Hello» K B3aMmoaencTByOWMM KOMMY-
TaTopam.

no spanning-tree hello-time YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

spanning-tree max-age sec- YCTaHOBUTb Bpems KMU3HU cBAsytowero aepesa STP.

onds seconds: (6..40)/20 cek

no spanning-tree max-age YCTaHOBWTb 3HaY€HME N0 YMOIYAHMIO.

spanning-tree priority prior_val . . HacTpouTb NnpuopuTeT YCTPOICTBa B CBA3yloLeM aepese STP.

: __ (0..6?222)_);22768 3HayeHne NpuopuTeTa A0KHO bbITb KpaTHO 4096.

no spanning-tree priority YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

spanning-tree hold-count 370 3HaYeHUe yKa3blBaeT MaKCMMabHOE KONNMYECTBO NAKeToB, KO-

count count: (1..10)/6 TOpble MOTyT 6biTb OTNPABNAEHbI B 3a4aHHbIA UHTEPBAS BPEMEHU
hello-time.

1 ®dyHKUMA noanepuBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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no spanning-tree hold-count

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

! MNpu 3agaHmm STP napamertpos forward-time, hello-time, max-age Heo6xoaumo BbinoaHeHUe
o ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHoUrypaumm uHtepoerica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 93 — KomaHgbl pexknuma KoHpurypaumm nHtepdelica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHoa

Aelicmeue

spanning-tree vlan vian cost

cost cost:
(1..200000000)/cm.
- Tabnuuy 85;
no spanning-tree vlan vian cost vlan: (1..4094)

YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIV MHTepdeiic.
- cOSt — LeHHOCTb NyTH;
-vlan — Homep VLAN.

YCTaHOBUTbL 3HauyeHWe, onpeaensemoe Ha OCHOBAHWW CKOPOCTU
nopTa U MeToAa onpeaeeHns LEHHOCTU NyTH, cM.Tabaunuy 85.

spanning-tree vlan v/an port-

riority priorit
P yp 4 priority: (0..240)/128;

vlan: (1..4094)

no spanning-tree vlan vian
port--priority

YcTaHOBUTbL NpUopuUTET MHTEpPdelica B cBasylolem aepese STP.
- vlan — Homep VLAN.

V 3HaueHuMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaAYeHMe no YMO4YaHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 94 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue no ymonya- Aelicmeue
HUKLw
show spanning-tree vlan vian MokasaTb KoHOUrypaLmto npotokona RPVST B
[{active|blockedports}] [detail] KOHKPETHOM BNaHe.
- vlan — Homep VLAN;
- active — oTobpakeHne aKTUBHbIE UHTEP-
vlan: (1..4094) demcbl;
- blockedports — oTto6parkeHue 3ab10KnpoBa-
Hble MHTepdechl;
- detail — noapobHas MHPopmauusa.
show spanning-tree inter- MokasaTb KoHourypaumio npoTokosa RPVST B
face {fastethernet fa_port | giga- vlan: (1..4094); KOHKPETHOM B/laHe Ha nHTepdeiice.

bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

[{active | blockedports}] [detail]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

- vlan — Homep VLAN;

- active — oTobpakeHne aKTUBHbIE UHTEp-
deicol;

- blockedports — oTobparkeHune 3abnokmpoBsa-
Hble UHTepdecol;

- detail — noapo6bHasa uHPopmaums.

show spanning-tree vlan vian
pathcost-method

vlan: (1..4094)

Moka3saTb KoHbUrypaumio pathcost.

show spanning-tree vlan vian
bridge

vlan: (1..4094)

MoKasaTb KOHGUIYpPaLMIO TEKYLLEro KOMMYTa-
Topa.

show spanning-tree vlan vian
root

vlan: (1..4094)

MoKa3aTb KOHPUIYPaLMIO KOPHEBOTO KOMMYTa-
Topa.
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4.14.4 Hacmpoliika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckatb cyXebHble NakeTbl Pas3/IMyHbIX
L2-npoTokonos (PDU) yepes ceTb NpoBaiiaepa, YTo NO3BOASAET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI

cetn.

L2PT wuHkancyavpyetr PDU Ha rpaHMYHOM KOMMyTaTope, nepenaeT MX Ha OpYroh rpaHWYHbIN
KOMMYTaTOp, KOTOPbIM OXMAAET CreunanbHble MHKANCYIMPOBAHHbIE Kaapbl, @ 3aTeM AeKancyanpyeT ux,
YTO NO3BOAAET NONb30BaTENAM NepenaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabanuya 95 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMoA4YaHUto

lacp-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec HazHayYeHus /18 UHKAMNCy/IMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:d4 (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
stp-tunnel-address multicast-mac-address/ | YcTaHOBWTb aApec HasHauyeHua ANA MHKaMNCYAMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:d0 (frame) cooTBeTCTBYIOWErO NPOTOKOAA.
lidp-tunnel-address multicast-mac-address/ | YcTaHOBWTb aApec HasHauyeHua AN UHKAMNCYNMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:d8 (frame) cooTBeTCTBYIOWErO NPOTOKONA.
isis-I11-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec HazHayYeHus /18 UHKAMNCYIMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:dc (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
isis-12-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec HasHaYeHUs ANS MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:dd (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
vtp-tunnel-address multicast-mac-address/ | YcTaHOBWUTb aApec Ha3HayYeHUa 4A MHKAMCY/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:e0 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
ospf-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec Ha3HayYeHUa 41A MHKAMCY/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:el (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
rip-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HasHaYeHUs ANA MHKAMNCYMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e2 (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
fctl-12-tunnel-address multicast-mac-address/ | YcTaHOBUTbL aApec HasHaYeHUs ANA MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:de (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
igmp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HasHayYeHWa 4/1A MHKaMCY/IMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:db (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
vrrp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afipec HasHaYeHUa A8 MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e3 (frame) cooTBeTcTBYIOLLErO NPOTOKONA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoericos Ethernet:

console (config-if)#

Tabnnua 96 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

BKAtounTb pexknum nHkancynaumm PDU.

no I2protocol-tunnel {stp | -/BbIKNOYEHO
lacp | lldp | isis-I1 | isis-12 |
fctl | ospf | rip | vtp | igmp |

vrrp}

BbIKNHOUNTL pexXnum nHkancynaumm PDU.
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Mpun BKAOYeHUU UHKancyaauuu gnaa VTP nHKancyampoBatbca 6yaeT Bca rpynna NpoToKo-
H nos ¢ MAC-agpecamu HasHauyeHua 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunuya 97 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

show I2protocol-tunnel 0OT06pa3nTb KoHoUrypaumio L2PT cymmMapHO 1 No OTAENbHbIM UH-
fntrtoce bt | o pors 1.0y | PO

i—port | glg gi_port: (1..8/0/1..48);
gLPp P two_port: (1..8/0/1..8);
twopointfivegigabitethernet

- te_port: (1..8/0/1..11);

two_port | tengigabitethernet roup: (1..64)
te_port port-channel group}] | group: {2..
[summary] | [vlan vian_id]
show I2protocol tunnel-mac- i OT06pasnTb agpeca HasHaYeHNA AN MHKAMNCYIMPOBAHHbIX Ka4poB
address (frame).

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKuMen npoTokona Link Layer Discovery Protocol (LLDP) ssnsetca obmeH mexay
CEeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHbopmauma, cobpaHHas nocpeacTBom
npotokona LLDP, HakannnBaeTcs B yCTPOMUCTBAX U MOXKET ObITb 3aMNpoLLeHa YNPaBAALLLMM KOMMbOTEPOM
no npotokony SNMP. Takum obpasom, Ha OCHOBaHMWM cobpaHHOM WHOPMALMM, Ha YNPaABAAIOLEM
KOMMbIOTEPE MOXKET ObITb CMOAEANPOBAHA TOMNOIOMUA CETU.

KOMMVTaTOpr nognepxnBakoT nepenayvyy KakK CTaHOAPTHbIX NapamMeTpoB, TaK U ONUMOHAJIbHbIX,
TAaKUX KakK:

—  WMA YCTPOICTBA U €ro onucaHue;
—  MMA NOPTa U ero onucaHue;

—  uHdopmaumus o MAC/PHY;

- uT.Aa

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rinobanbHoM KoHbUrypauum:
console (config) #

Tabnnua 98 — KomaHzabl perknma riobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4yaHuro
shutdown lidp OTKNtouNTL paboTy moayns LLDP Ha ycTpoicTse.
[aHHas KomaHAa oTKAo4YaeT paboty mogyns LLDP ¢
-/MOoAyNb BKAOYEH . 6e3B03BpPaTHbIM yAaNeHUeM BCEX HACTPOEK 610Ka
LLDP.
no shutdown lidp BkntounTb paboty mogyna LLDP Ha ycTpoicTBe.
set lldp enable PaspewunTb KOMMYTaTOPY UCMOb30BaHWE NpoToKoaa LLDP.
set lldp disable /BbiknioNEHO 3anpeTnuTb KOMMYTATOPY MCMNOb30BaHWe NpoToKona LLDP.
set lldp-med enable BKkntoumTb oTnpasky LLDP-MED.
- -/BbIKNOYEHO
set lldp-med disable OTKAouNTbL oTnpaBky LLDP-MED.
set lldp version {v1 | v2} /vl 3agaTb Bepcuio npoTokoa LLDP.
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lldp mac_address

YKkazatb MAC-agpec, Ha KoTopbiit byayT oTcbinatecs lldp-Kagpsol.
lldp-Kagpbl Tak e 6yayT AybAanpoBaTbcsa Ha cTaHAaPTHbIN MAC-ag-
pec.

lidp lldpdu flooding

lidp lldpdu filtering

-/filtering

YcTaHOBUTL pexum ¢unbTpaumm naketos LLDP BPDU.

YCTaHOBWUTb 3HAYeHME NO YMO/IHaHUIO.

lidp chassis-id-subtype

{chassis-comp string | if-alias |

if-name | local string | nw-
addr | port-comp string}

string: (1..255)
CUMBO/IOB;

lldp chassis-id-subtype mac-
addr

-/mac-address

3agatb chassis-id-subtype ans lldp-kagpa.

BepHYTb K 3HAaYEHMIO MO YMOHYaHUIO.

lldp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4epiKKy MOBTOPHOM MHULMANU3aumu (Bpems 3a-
OEPXKKU, BbiNosHAemoe LLDP ana noBTOpPHON MHUUMaANU3aLmm Ha
nobom nHTepdelice).

Y106bl OTMEHUTb HaCTPOiiKY Heob6XoAMMO BbICTAaBUTb
V 3HauyeHUe No yMOYaHUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBUTbL MHTepBan nepeaauu lldp-kagpos.
/1 Y4t06bI OTMEHUTb HaCTPOVMKYy HeobXxoaMMO BbICTaBUTb
3HaYeHUe NO YMONUAHUIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBWTb MaKCMMasIbHYH CKOPOCTb Nepeaaun lldp-kagpos.
Seconds — neprog, BpeMeHn B TeYEHUWU KOTOPOFo YCTPOMCTBO MO-
YeT 0TNpaBuTb He 6osee ogHoro Kaapa (frame).
V Y106bI OTMEHUTb HACTPOMKY HEo6XoAMMO BbICTaBUTb
3HaYeHUe NO YMONUAHUIO.

lldp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO AJINTENbHOCTb 334EPXKKM, MeXay no-
cnepoBaTenbHbIMKU Kagpamu LLDP.
n UYTO6bl OTMEHUTb HACTPOIIKY HEeobXxoaMMO BbICTAaBUTb

lidp txCreditMax value

3Ha4YeHue No YMONMYAHUIO.
YcTaHoBWTb 3HaYeHue Credit Max (MaKCMMaﬂbHOG KO/n4ecTso no-

value: (1..10) cneposatenbHbix LLDPDU, KoTopble MoryT 6biTb NepesaHbl B /to-
60e Bpems).
lldp txFastlnit value value: (1..8) YCTaHOBWTbL YMCNIO MaKeToB, KOTopoe ByayT OTNpaBAsTbCA B Ne-

puog, fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelicos Ethernet:

console (config-if) #

Tabanuya 99 — KomaHabl pexxmma KoHourypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

lidp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IOYEHO

3apatb MAC-agpec, Ha KoTopblli 6yayT oTtcbinatbes lldp-Kagpbl.

Ypanute MAC-agpec, Ha KoTopblit byayT oTcbinatees lldp-kaapsi.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKAIOYEHO

Paspelwaet nepegayy naketos no npotokosy LLDP Ha wuHTep-
deiice.

3anpeTnTb nepegayy naketos No npoTtokony LLDP Ha uHTep-
deiice.

lidp med-app-type type
{none | vlan {untagged |
vlan-id vian_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HazHauutb npasuio network-policy saHHOMY UHTepdeiicy.

Yaanutb npasuno.
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lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3apaTb MEecToNnoI0XKeH e yCTPOWUCTBa Ans NpoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOOpAMHAT;

- civic_address_data — agmMMHMUCTPaTMBHBIN aApec YCTPOMUCTBA;

- elin_data — agpec 8 bopmarte, onpegenerHom ANSI/TIA 1057.

Yaanutb MecTononoXeHme.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CroHurypmposaTb TLV LLDP-MED Ha aaHHOM nHTepdeiice.

Yaanutb Hactpoiky TLV LLDP-MED Ha uHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BkAtounTb OTNpaBKy Tpanos no cobbiTnam LLDP.

OTKNOYNUTL OTNPABKY TPanos no cobbituam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apatb ID Port Subtype gns kagpa LLDP.

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.
lidp receive [mac-address PaspewnTtb UHTepdericy NnpuHMMaTb Kagpbl LLDP.
mac_addr]
-/BKIOYEHO

no lldp receive [mac-address
mac_addr]

3anpetuTb nHTEpdelicy NPUHMMaTL Kaapbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lldp tlv-select basic-tlv

tiv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpepenntb Kakne 6asoBble onuumoHanbHble TLV-nons 6yayt
BKNIOYEHbI YCTPOMCTBOM B Nepesasaemblii LLDP-naker.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

lidp tiv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |

dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakue cneumnasnbHble onunoHanbHble TLV-nons by-
OYT BKJIIOYEHbI YCTPOMUCTBOM B Nepenasaembiit LLDP-naker.

YCTaHOBUTb 3HAYEHME MO YMONHYAHMIO.

Y
Y

nopT rpynnbl.

KomaHObI pexcuma Privileged EXEC

MakeTtbl LLDP, npuHATble Yyepes3 rpynny nopros, 3anOMWHAIOTCA UHAUBUAYANIBHO MOPTaMMU
rpynnbl, NPUHABWMMU cooblieHus. LLDP otnpaBasAeT pas/iMyHbie cOObLeHNA HAa KaxKAabli

Pabota npoToKona LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKOIOM STP-nopTax.

Bupa 3anpoca KomaHAHOM CTPoKM pexkmma Privileged EXEC:

console#

Tabnunua 100 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show lidp local
[gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [mgmt-addr]

Mokasatb LLDP-nH$popmaLmio, KOTOPYIO aHOHCUPYIOT MOPTbI.
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show lldp neighbors [detail]

MokasaTb MHbOPMALMIO O COCEAHMX YCTPOMUCTBAX, HA KOTOPbIX pa-
6oTaeT npoTokoa LLDP.

show lldp statistics

- MNMokasaTtb cTaTnucTuKy LLDP.

_|

abanuya 101 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpeaenserT, Kak YacTo ycTpoicTeo wneT LLDP-o6HoBNEHMA.
Onpeaenset BeanunHy spemenu (TTL, Time-To-Live) ans npuHMMatoLero ycTpomcTea,
Hold Multiplier B TEYEHME KOTOPOTO HYXHO yAepKMBaTb NpuHMMaemble nakeTbl LLDP nepep, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpeaensetr MMHUMaNbHOE BPEMSA, B TEYEHWE KOTOPOro NOPT BYAET 0XKNAATh Nepes,
y nocbinkon cneaytowero LLDP-coobuieHus.
Tx dela OnpepenseT 3a4eprKKy mexay nocnegyrowmmmn nepegadamu LLDP-Kagpos, MHULUK-
y POBAHHbIX U3MEHEHUAMM 3HaYEeHUI MO cTaTyca.
Port Homep nopta.
State Pexxum paboTbl nopTa Ansa npoTtokosa LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3moOKHble 3HAYeHMA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Address

AZpec ycTpoincTBa, KoTopbl nepeaaeTtcs B LLDP-coobuweHuax.

Notifications

YKasblBaeT, pa3peLleHbl nau 3anpeweHbl ysegomneHusa LLDP.

_‘

abanuya 102 — OnucaHue pesynbTaTos
Mone OnucaHue
Port Homep nopta.
Device ID Umsa nan MAC-agpec cocefHero ycTpomncrea.
Port ID NaeHTndukaTop nopTta coceHero ycTpomncTaa.

System name

C1cTeMHOe UMS YCTPOMCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOMCTBA:

B — MocrT (Bridge);

R — MapuwpyTnsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolictBo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunsBecTeH (Other).

System description

OnucaHuWe cocefiHero ycTpoicTaa.

Port description

OnucaHWe NopTa cocesHero ycTponcTaa.

Management address

Appec ynpasneHus ycTpoincTeom.

Auto-negotiation support

OnpepenseT, noaLep’KMBaeTca M aBTOMATUYECKOE ornpegeneHne pexnma nopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA M NOAAEPMKKA aBTOMATMYECKOrO onpeaesieHna pexnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexunmsl, noaaepKmaemble GyHKLMEN aBTOMATUYECKOrO onpeseneHus
nopra.

Operational MAU type

Pabouunit MAU-TUN ycTponcTBa.
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Mpumep HacTpoku TLV-onumii Ha uHTepdelice Gigabitethernet 1/0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 1/0/1

console (config-if) #
console (config-if) #

(

(

(

( )
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)

1lldp
1lldp
lldp
lldp
1lldp
1lldp
1lldp
lldp
lldp
1lldp

tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select

basic-tlv
basic-tlv
basic-tlv
basic-tlv
basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

port-descr

sys-name

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1

port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

MpoTokon ERPS (Ethernet Ring Protection Switching) npegHasHayeH Ana NOBbILWEHMA YCTONYMBOCTH
W HaOEXHOCTU CeTu nepefayun AaHHbIX, UMetoLWen KOJbLEBYO TOMO/IOTUIO, 3@ CHET CHUMKEHWUA BPEMEHM
BOCCTAaHOB/IEHMA CETU B C/y4ae aBapuun. Bpemsa BOCCTaHOB/EHMA He npeBbiwaeT 1 CeKyHAbl, YTO Cylue-
CTBEHHO MEeHbLUEe BPeMEeHM NepecTpomKmM ceTh Npu NCMOJIb30BaHNN NPOTOKOJIOB CEMeNCTBa spanning tree.

¥

ERPS noppep:aH ToNbKO Ha mopenax MES2424, MES2424B, MES2424FB, MES2424P,
MES2448, MES2448B, MES2448P, MES2410-08DP,

MES2410-08DU, MES2420-48P,

MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 103 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

shutdown aps ring

no shutdown aps ring

-/MoAYNb BbIK/OYEH

OTtkntoumTb paboty moayns ERPS Ha ycTpoit-
cTBe.
[DaHHas KomaHAa oTKAlovaeT paboty
.’ mopayna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHuem Bcex HacTpoeK 6a10ka ERPS.

PaspewunTtb paboty moayna ERPS Ha ycTpoi-
cTBe.

aps ring enable

no aps ring enable

-/BbIKAOYEHO

PaspewunTb paboTy NnpoTokona ERPS.

3anpetuTb paboTy npoTokona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bbibop MeHeKepa rpynnupoBKM vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Co3paTb ERPS-KonbLO.

Ypanute ERPS-KonbLO.

aps group hame name ring group
ring_id

name: (1..35) cumBosios
ring_id: (1..4294967295)

3a4aTb MMA KONbLy.

aps ring notification enable

no aps ring notification enable

-/BKNOYEHO

BKntounTb cobbITMA paboTbl Konbua ERPS.

OTKAOYUTL COBbITMA paboTbl KonbLa ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Cosgatb vlan-rpynny c¢ pobasneHne wuau

yaaneHuem vlan.

Ypanute vlan-rpynny.
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aps ring proprietaryClearFS {enable |
disable}

-/BKAIOYEHO

N3MEeHUTb PeXX1M BOCCTAHOB/IEHWA KOJbLia Npu
ouunctke forced switch.

KomaHObI pexcuma KoHguaypayuu npomokona ERPS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPuUrypaumm konoua ERPS:

console# configure terminal
console (config)# aps ring group 1

console (config-ring)#

Tabanua 104 — KomaHgbl pexkuma KoHdurypauum konoua ERPS:

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOYAHUIO
aps clear Ypanutb HacTpoikn force/manual switch.
! Tonbko ana sepcum v2.
aps compatible version {v1 | v2} A2 Bblbop pekuma COBMECTUMOCTM C ApYyrvumu

BepcMAMKM NpoTokona G.8032.

aps force {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
-/BbIK/IIOYEH

Bkntountb pexum force switch ¢ 6n1okmposkoi
YKa3aHHOro nopra.

OTKAtounTb pexkum force switch.

! TonbKo ana sepcum vl.

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/BbIKOYEH

BKAtounTb pexkmm manual switch ¢ 610kMpoBKoi
YKasaHHoro nopra.

BbIKntounTb pexkum manual switch ¢ 6nokupos-
KOM YKa3aHHOro nopra.

! Tonbko ana sepcum v1.

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KONbLO ANA AaHHOro NoA-
Ko/bLA.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpwnBasaTb vlan-rpynny K KonbLy.

’ TonbKo gna pexkuma service-based.
o

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
JOTKAIOYEHO

HacTtpouTsb ponb cocesia gaa rpl-nopra.

CbpocuTtb ponb rpl-nopra.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
JOTKAIOYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKAOYEHO

BKAOUMTL OTNPaBKy curHana oumctkm MAC-
TabAnupbl B OCHOBHOE KOJIbLLO MPU NepecTpoeHnn
noaKosbLa.

OTKNOYUTL OTNPaBKY curHana oumctkm MAC-
TabMLpbl B OCHOBHOE KOJIbLLO NPU NepecTpoeHnm
noAKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

M3MeHUTb TUN 3aluThbl KObLA

- port-based — PaboTaeT To/IbKO C HyneBoM
vlan-rpynnoi;

- service-based — Ucnonb3ayertca ¢ KOHKPETHbIMU
vlan-rpynnamm.

aps revert

-/BKIOYEHO

Bbibop perkrMma paboTbl KobLa.
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no aps revert

aps subring-without-virtualchannel

OTKAtounTb virtualchannel B paborte c sub-ring.

. -/disable

{enable | disable} /

aps group active AKTUBaLUMA KOMbLA.
no aps group active -/OTK/IIO4EHO OTKAtOYEHNE KOMbLA.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHg /500 mc

YcTaHoBKa Taimepa 6/10KMpYIOLLEro ycTapesLlumne
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa, /0 mc

YcTaHOBKa Talimepa 3afepKKM peakuuu Kom-
MyTaTopa Ha U3MEHeHME B COCTOAHUMU.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /5000 mc

YcTaHOBKa MHTepBana nepegaun RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa /5500 mc

YcTaHOBKa TaillMepa 3a4epKKM MOC/Ae OYUCTKM
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Tavimepa, KOTOPbIM 3anycKaeTcs Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Ucnonb3yetca AnAa npepoTBpalLeHUA  YacTbixX
3alUMTHBIX MepeKItoYeHUn Uu3-3a CUrHaNoB O
HEeWCcnpaBHOCTAX.

aps working level Jevel

no aps working level

level: (0..7)/0

HacTpolika ypoeHs Maintenance domain (MD).

Ypanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po} vlan vian-id

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
po: (1..64);
vlan-id: (1..4094)

Hactpoiika west, east noptoB c yKasaHuem
cnyxkebHoro vlan (R-APS VLAN). B nepsyto
oyepenb 3afaeTca west-nopT, 3aTem east-nopr.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnuya 105 — KomaHgb! pexkunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show aps ring

BbiBoa MHbopmaLmmn 06 obuem coctosHumn ERPS
1 COCTOAHUM BCEX HAaCTPOEHHbIX KoJsel,.

show aps ring configuration

BbiBOA, MHPOPMaLMK O KOHOUIYpaLUK KonbLa.

show aps ring global info

BbiBOA MHGOPMauUmm o coctosiHum moaynsa ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA, MHOOPMALMM O COCTOAHWUM KOHKPETHOrO
KoNbLa.

show aps ring statistics

BbIBOA, CTAaTUCTUKM AN1A BCEX KOMbLEBbIX nopTOB.

show aps ring timers

BbiBOoA MHOOPMauum o Bcex Taimepax ERPS.

show aps ring vlan-group {vian-group-
id}

vlan-group-id: (0..64)

BbiBog MHGOpMauuum o vian B vlan-rpynne.

120

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

[Mpumep Hacmpoliku ERPS

HacTtpounTb KonbLo ¢ naeHTMdurkatopom 1. [1na npoxoxaeHns cnyskebHoro erps-TpaduKa B KoabLE UCMOJb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) agobasnensl B 1 vlan-rpynny. MNopt
tel1/0/1 asnaetca west-noprtom, east-nopt te1/0/2, rpl-owner te1/0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring
console (config) #aps ring
console (config) #aps ring
console (config-ring) #aps
console (config-ring) #aps
tengigabitethernet 1/0/2
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps

(
(
(
(
console (config) #aps ring
(
(
(
(

enable

vlan-group-manager erps

map vlan-group 1 add 1-1000
group 1

working level 1

working west tengigabitethernet 1/0/1 east
vlan 1000

owner tengigabitethernet 1/0/1
protection-type service-based
map vlan-group 1

group active

4.15 HacTtpoiiKa npotoKona OAM

! ®dyHKuua Ethernet OAM He noapep:kaHa B cTeke B TeKyuyeii Bepcum MO.

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMN YpPOBHSA
KaHana nepegauv AaHHbIX NPeACTaBAAOT cobOM NPOTOKOA MOHMTOPWUHrA COCTOAHMA KaHana. B atom
npoToKoNe gna nepeaayn MHGOPMaLMM O COCTOAHUM KaHana MeXay HenocpeacTBeHHO NOAKNOUYEHHbIMM
ycTpoiicteBamm Ethernet mcnonb3ayiotca 610KkM gaHHbIX npoTokosna OAM (OAMPDU). Ob6a yctpolicTBa
OO/KHbI NoAAepKMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Buza 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm nntepoericos Ethernet:

console (config-if) #

V HacTtpoiika Ethernet OAM TpebyeTca ana oTnpaBku snmp-trap no co6biTuio Dying Gasp.

Tabnnua 106 — KomaHabl pexkuma KoHdurypaumm nntepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown ethernet-oam

no shutdown ethernet-oam

OTkntountb paboty moayna Ethernet OAM Ha ycTpolicTse.
[aHHaa KomaHaa oTKAlouaeT paboty mogyna Ethernet

-/MoZyNb BKAKOYEH I OAM c 6e3B03BpaTHbIM yAa/NeHUEM BCEX HACTPOEK
.

6n0ka OAM.

BkntoumTb paboty moayna Ethernet OAM Ha ycTpoiicTse.

shutdown fault-management

no shutdown fault-
management

-/MoAynb BK/OYEH

OTKAtounTL paboTy moayns Fault-management Ha ycTpolicTee.

[aHHaa KomaHAa oTKaouaeT pabotry moayna Fault-

! management ¢ 6e3803BpaTHbIM yAaneHMem BCeX Hac-
TpoekK 6n0kKa Fault-management.

BkAtounTb paboTty moayns Fault-management Ha ycTpoiicTse.

ethernet-oam enable -/BbIKOYEHO PaspewunTb paboTty OAM.
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ethernet-oam disable

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTb MOPOr KOAMYECTBA OLIMBOK 3a YKasaHHbIM nepuog,
(nepunopg, yctaHaBanBaeTc KomaHgol ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW MPOMENKYTOK AJ/1A MOACUETa KO/MYECTBa
OWwnbOoK.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBUTL Nopor gas cobbitua «frame-period» (nepuog ycTa-
HaB/MBaeTca KomaHzoi ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHWe NO YMOHAHMUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMENKYTOK AnA cobbitua «frame-
period».

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTbL nopor Ans cobbitna «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPpEMEHHOM NPOMEKYTOK ana cobbitna «frame-sec-
summary».

no ethernet-oam link-monitor me BoccTaHOBUTbL 3HaYEeHWE NO YMONYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTL peXum paboTbl NpoTokona OAM:
{active|passive} Jactive - active — kommyTaTOp NoctoaHHO oTnpasaaeTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT oTnpasaaTe OAM PDU TosbKo
npu Haanumum OAM PDU co BCTpEYHOM CTOPOHDI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIKNIOYEHO

KomaHga ana ynpasneHva noagepkon GyHKUUKM 3aBOpoTa Tpa-
duKa.

- deny — urHopupyet KomaHgpl loopback;

- disable — 610kMpyeT loopback;

- enable — BkntouaeT KoHTpob Ana loopback;

- permit — BkAtoYaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IIOYEHO

BKAOUNTE PYHKLMIO OBHapyKeHWA O4HOHANpPaB/ieHHbIX CBA3el
Ha 6a3e npoTokona Ethernet OAM.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpepennTb peakuuio KOMMYyTaTopa Ha OJHOHanpas/eHHYHo
CBA3b:

- log — 3anuchb B XKypHan;

- errdisable — nepesog noprta B coctosiHue «error-disable», 3a-
NUCb B KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWe NO YMONYAHMUIO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIK/NOYEHO

BKIOUMTbL arpeccuBHbIN pexxum onpegeneHns ogHOHamnpasAeH-
HoW cBA3n. Ecam oT cocegHero ycTpoicTBa nepecTatoT NPUXoanTb
Ethernet OAM-co0bLeHMA — AMHK MOMEYaeTCs Kak 04HOHaNpas-
JIEHHBIN.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

ethernet oam uni-directional
detection discovery-time time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOM MHTEPBAN ANA ONpeaesieHus TUna cBasu
Ha noprTy.
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no ethernet-oam BocCCTaHOBWTL 3HaYEHME NO YMOIYAHMIO.
uni-directional detection
discovery-time

KomaHObI pexcuma 2a06an6HolU KOHpuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 107 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuro
set ethernet-oam .
-/disable BkatounTb/BbikNounTE OAM B cucTeme.

{enable|disable}

set ethernet-oam oui oui oui: (aa:aa:aa) 3agatb OUI ana OAM.

KomaHObl pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMHbI AN NPUBUIEIMPOBAHHOMO No/ib3oBaTens. Bug 3anpoca KOMaHAHOM CTPOKM
perknma Privileged EXEC:

console#

Tabnvua 108 — KomaHapl pexkmuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show port ethernet-oam - 0OT06pa3nTb MHPOPMALMIO O TEKYLLLEM COCTOSIHUM 0am.
show port ethernet-oam 0OT06pasnTb MHPOPMALMIO O TEKYLLEM COCTOSHWUW 0am AJsi KOH-
{fastethernet fa_port | fa_port: (1..8/0/1..24); | kpeTHoro uHtepdeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port}
show port ethernet-oam OTO6pPa3nTb COCTOAHMNE COCEACTBYOLWEN KOHPUTYpaLmuK.
[fastethernet fa_port | fa_port: (1..8/0/1..24);
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port] neighbor
show port ethernet-oam OT106pasunTb cTatucTky OAM A MHTEepdeincoB/KOHKPETHOrO UH-
[fastethernet fa_port | Tepodelica.
gigabitethernet gi_port | fa_port: (1..8/0/1..24);
twopointfivegigabitethernet gi_port: (1..8/0/1..48);
two_port | two_port: (1..8/0/1..8);
twopointfivegigabitethernet te_port: (1..8/0/1..11)
two_port |tengigabitethernet
te_port] statistics
show port ethernet-oam({ OT106pa3nte OAM HacTpoliKM nopTa.
fastethernet fa_port | fa_port: (1..8/0/1..24);
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port } event-notifications
show ethernet-oam global OT06pasunTb rnobanbHbie HACTPONKKM 6aoka OAM.
information i

Mpumep HacTpoliku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 1/0/1
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console (config-if)# ethernet-oam enable

4.16 Mpynnosasa agpecauua

’ ®yHKuuu IGMP 1 MLD He noaaepiKaHbl B cTeKe B TeKyweii Bepcum MO.
L J

4.16.1 ®yHKyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnosb3yeTcs B CETAX rPynmnoBon paccbiiku. OcHOBHOM 3agadveit IGMP
Snooping ABnAeTCA NpefocTaBleHMe MHOroagpecHoro TpaduKa TONIbKO A1A Tex MNopToB, KOTOpble
3anpocuau ero.

Y

’ ®dyHKuua rpynnosoii punbtpaumm «bridge multicast filtering» BkntouyeHa no ymonuaHuio.
vadRt

MoppeprkusaroTtca sepcumn npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOHYEHbI MHOTOaApecHble MapLIPyTU3aTOPbl, OCHOBAHO Ha
cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoToKkona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKO/1A MHOroaapecHoi mapwpyTtusauymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npunHATLI Ha NopTy;

— naketbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2n106as1bHoU KOHGuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma rinobanbHoM KoOHbUrypauum:
console (config) #

Tabnuua 109 — KomaHapbl pexkmma rnobanbHon KoHdUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

shutdown snooping

no shutdown snooping

-/MOAYNb BKAOYEH

OTRMouNTb paboTy moaynsa IGMP/MLD Snooping Ha ycTpolicTse.

l [OaHHasa KomaHpa oOTKAlo4YaeT paboty mopayna

b IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHMem
Bcex HacTpoeK 6;10ka IGMP/MLD Snooping.

Brtountb paboTy moayns IGMP/MLD Snooping Ha ycTpoicTse.

ip igmp snooping

no ip igmp snooping

-/BbIKNIOYEHO

PaspewwnTtb ucnonb3osaHme ¢dyHkuun IGMP Snooping kommyTa-
TOpOM.

3anpetuTb ucnosnb3oBaHue ¢yHKumMmM IGMP Snooping kKommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vlian
vlan_id

vlan_id: (1..4094)/8bI-
KNIOYeHO

PaspewunTtb ucnonbsoBaHme ¢pyHkuun IGMP Snooping KommyTa-
TOPOM ANA AaHHoro nHtepdeiica VLAN.
- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN.

3anpeTuTb Ucnosib3oBaHue oyHKUMM IGMP Snooping KommyTaTo-
pom ansa faHHoro uHTepdeinca VLAN.

snooping authentication

no snooping authentication

-/BbIK/IOYEHO

BKkntoumTb aBTOpM3aumio IGMP join rnobansHo.

BbIKkntounTb aBTopu3aumio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

timeout: (20-10000)
/600

HacTpouTb TalimayT ansa cache-tabanupl IGMP-aBTopusaymm.
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no snooping authentication
cache-time

BepHyTb 3HaYeHMe No YyMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Onpefnenntb MOPT, K KOTOPOMY MOAK/AOYEH MapLUPyTM3aToOp
MHOroaZpecHom paccblikm ans 3agaHHoro VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

YKasaTb, 4TO K MOPTY He NOAKAOYEH MApLIPYTU3aTOp MHOroas-
pPecHO paccbinKu.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BKkatounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeAIEHHO yAa/leH U3
rpynnel IGMP nocne nonyyeHuns coobuweHma IGMP leave.

OTKAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8blI-

BKntounTb nogmeHy KOMMYTaTOPOM aZpeca UCTOYHMKA Ha 3a4aH-
HbIV IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopbli byaeT Ucnosb3oBaTbCA ANA NOA-
MEHbI.

MoameHa Ha 3aAaHHbIN agpec ANA TPAH3UTHOrO Tpa-

! ¢$uKa NpoMcXo4UT NpU BKAKOYEHHOM ip igmp shooping.

knoueHo NMoameHa Ha 3agaHHbIA agpec ana TpaduKa, ucxoaa-

wero ¢ CPU KommyTaTopa, — Npu BKAOYEHHOM ip igmp

snooping u ip igmp snooping proxy-reporting.
no ip igmp snooping vlan BbIKNHOUMTb NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-aapec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBUTbL MHTEpBan BPEeMEHM B CEKyHAaX, Nocne KoToporo
interval value YCTPOICTBO OTNpPaBAsEeT group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBaN BPeMEeHU B CEKYHAAX, MO NCTEYEHMM KOTO-
poro mrouter yganaetca, ecam He noay4vaet IGMP reports.

OTKNOYUTD HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BKAOUMTbL OTNPaBKyY query BO BCe NOPThbI.

BKAOUMTbL OTNPaBKY query B non-router-nopTbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb MHTepPBan (B cekyHAaXx), Ana kotoporo IGMPV2 report ans
OZLHOM M TOM e rpynnbl He byayT NnepeHanpaBaeHbl.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKcumanbHoe KOAmMyectso query, OTHOCALWLMXCA K rpynne, oT-
npaB/ieHHbIX Ha mrouter.

OTKNOUUTB HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pewwnTtb Nepesayy query-nakeToB Ha YCTPOMCTBE.

3anpeTuTb nepesavy query-nakeToB Ha yCTPOMCTBe.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWTb MHTEPBAA (B CEKYHAAX), NOC/Ie KOTOPOro NopT yaana-
etcA, ecnn IGMP reports He Nosy4yeHbl.

OTKNOYUTL Taimep.

ip igmp snooping filter

-/BbIK/IIOYEHO

Paspewntb ucnonbsosaHme dyHKUMn dunbtpaumm IGMP Ha nH-
Tepdelicax.
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no ip igmp snooping filter

3anpeTuTb ucnonbsosaHue GyHKUMIN dunbtpaummn IGMP Ha UH-
Tepdelicax.

ip igmp snooping proxy-report-
ing

no ip igmp snooping proxy-re-

-/BbIKNOYEHO

BKAHOUMTL NpOKCMpOBaHUeE KaneHTckmnx IGMP-3anpocos, a TakKe
camocTosATenbHOe GOPMUPOBAHME 3aMNPOCOB B C/ly4ae HAaCTPOMKK
ctatuyecknx IGMP-rpynn.

porting

OTKNOUYNTb NPOKCUPOBaHME KaneHTCKux IGMP-3anpocos, a Tak-
e camocTonTenbHoe GopmMUpoBaHME 3anpocoB B CAy4Yae HacT-
poiiKku ctatuyeckux IGMP-rpynn.

KomaHObI pexcuma kKoHgpuaypauyuu VLAN (duanasoH VLAN 08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnunua 110 — KomaHabl pexkmma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKAOUNTL NOAMEHY KOMMYTAaTOPOM afpeca MCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-agpec, KOoTopblit byaeT MCNonb30BaTbCA ANA NOA-
MeHbI
MoameHa Ha 3agaHHbI agpec ANA TPaH3UTHOrO Tpa-
! $uKa npoucxoauT nNpU  BKAIOYEHHOM ip igmp
snooping. MoagmeHa Ha 3apaHHbIM agpec AnA Tpa-
duKa, ucxopawero ¢ CPU kommyrtatopa, — npm BKO-
YeHHOM ip igmp snooping K ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUNTL NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHWUKA Ha 3a-
OaHHbIN IP-agpec B naketax IGMP-report.

ip igmp snooping cos cos

YcTaHOoBUTL 3HadeHue 802.1p ans IGMP-nakeTos, KoTopble 6y-
OYT UCMOb30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HavyeHne meTkn 802.1p ana IGMP-nakeToB Ha UHTep-
deiice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuto npoTtokona IGMP 8 VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/OYEHO

BkntouyaeT pyHKumio fast-leave gns VLAN.

BbikntoyaeT dyHKumio fast-leave ana VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWUTb MaKCMMasibHOE Bpems OTBETa Ha 3anpoc, 3ajatoLLe-
ecsl B KoZe, r4e of4Ha eAMHMUA KoAa paBHa O4HOM AecATou ce-
KyHZpbl.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
time: (60..600)

CTaTMyecKn HaCcTpouTb NOPTbl mapLpyTusatopa ana VLAN.
- time-out — nHTEpBaN 0XMAAHNA 4,0 OYMCTKM NOPTA MAPLLPYTH-
3aTopa gna uHTepdeica VLAN.

Yaanutb yKasaHHble NopTbl mappytusatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Hactpoutb Bepcuio IGMP ana nopta mapwpyTtmnsaTtopa aaa VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.
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no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

YCTaHOBUTb BEPCUIO MO YMOYAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MNpusAasatb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npmsAsKy K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKNOYEHO

BKkntounTb noanep KKy Bblgayuun 3anpocoB igmp-query KommyTa-
TOopom BO VLAN.

BbIKNOUMTb NOAAEPIKKY BblAA4M 3aMPOCOB igMp-query KoMmyTa-
Topom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIkNtO4EHO

YCTaHOBWTb TaliMayT, N0 KOTOPOMY CUCTEMA OTMPaBAAET OCHOB-
Hble 3anpPOoCbl BCEM YY4aCTHMKAM rpynnbl MHOrOa4pecHom nepe-
434V oNA NPOBEPKM UX aKTUBHOCTM.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKNOYEHO

BKAOUNTL pekum GUAbTPaLMM He3aperncTpupoBaHHOIO Tpa-
¢uKka B VLAN.

OTKNOUNTL PekUM GUAbTPALMKN He3aperncTpMpoBaHHOMoO Tpa-
¢uKka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co34aTb CTaTUYECKYIO 3aMnCh B Tabanue rpynnoson agpecauuu.

YpanuTb CTaTUYEeCKyH 3anmcb M3 Tabaumupl rpynnosoi agpeca-
umu.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

BkntounTtb oTbpacbiBaHne Query Ha uHTepdeiice.

BbikntounTb 0TOpacbiBaHue Query Ha UHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypauum nHtepdeica:

console (config-if) #

Tabnunua 111 — KomaHabl pexkuma KoHpurypaumnm nHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

BkntounTtb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
Vlan B Multicast Vlan n mynbTMKacToBoro Tpaduka B KIMEHTCKMUe
Vlan B HeTerMpoBaHHOM BUAe.

- tagged — BKntounTb nepeHanpasneHme IGMP-3anpocoB 13 Kau-
eHTcKkmx Vlan B Multicast Vlan v mynbTukacToBoro Tpadmka B Kam-
eHTckue Vlan gna uHtepdeiica B TerMpoBaHHOM BUAE.

BbikntounTb nepeHanpasaeHne |IGMP-3anpocoB C KAMEHTCKUX
Vlan 8 Multicast Vlan n mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan gna nHtepdeiica B pexkmme «access».
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normalleave}

ip igmp snooping limit groups YCTaHOBUTbL OrpaHMyYeHne No KOANYECTBY Fpynn Ha uHTepdelice.
limit Ona pabotbl Tpebyerca KomaHga ip igmp snooping
-/BbIKNOYEHO .
. filter.
no ip igmp snooping limit CHATb OrpaHnYeHmMe Ha KOIMYecTBO rpynn.
ip igmp snooping filter- BkatounTb dunbTpaymio no filter-id Ha nHtepdeiice.
profileld filter-id
— — -/BbIK/IOYEHO - - —
no ip igmp snooping filter- OTkAtounTbL dunbTpaymio no filter-id Ha nHTepdeiice.
profileld
ip igmp snooping leavemode YcTaHOBUTL pexkum leave Ha nHTepodeiice.
{exp-hosttrack | fastleave | - exp-hosttrack — c oTcnexunsaHMem xocToB;

- fastleave — yaaneHue cpasy nocne nonyyerus leave;

- normalleave — peXXum no ymonyaHmio.

[Ona paboTbl TpebyeTca KomaHAa snooping leave-process config-
level port.

-/normalleave

ip igmp snooping trusted BKntoumTb pexkum gosepusa IGMP Snooping Ha UHTepdeiice.

Ha poBepeHHbIl MHTepdeNC He pacnpoCTPaHAEeTCa AeNCTBUE KO-
-/BbIKAOYEHO MaHg ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

exception mcast profile

no ip igmp snooping trusted BbIK/NIOUNTL peXMM [0BEPUA Ha MHTepdeiice.
ip igmp snooping authentica- BkatoumTb IGMP-aBTOpM3aumio Ha MHTepdeiice.
tion radius [required] - required — 3anpeTuTb 06paboTKy IGMP join npu HeaoOCTyNHO-
-/BbIK/IOYEHO ctn RADIUS-cepsepa.
no ip igmp snooping BepHyTb 3HayeHne No yMmoa4aHuIo.
authentication
ip igmp snooping Bkntountb onumio forward-first, npu kotopoit IGMP join 6yayT 06-
authentication forward-first pabaTbiBaTbCA Nepes Ux aBTopu3aLMen Ha cepsepe.
— - -/BbIKNOYEHO
no ip igmp snooping BepHyTb 3Ha4YeHWe MO YMOYaHMIO.
authentication forward-first
ip igmp sn authentication Mpueasatb multicast-npodunb ans IGMP-aBTopMn3aLmMM Ha UH-
exception mcast profile profile Tepdelic.
no ip igmp sn authentication i BepHyTb 3HaYeHWe N0 yMONYaHUIo.

lpumep Hacmpoliku MOONUCKU HO cmamuyYecKue 2pynmnbl

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 1/0/1 - mrouter-port, fastethernet 1/0/1 - KnneHTCKMiA nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan) # exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active

console (config-profile) # exit

console (config) # snooping multicast-forwarding-mode ip
console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 100

console (config) # ip igmp snooping multicast-vlan enable
console (config) # wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile I
console (config) # interface gigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if) # exit
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console (config) # interface fastethernet 1/0/1

(
console (config-if) #
console (config-if) #
(
(

)
)
)

console (config-if
console (config-if

KomaHObl pexcuma EXEC

#
#

exit

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100

Bce komaHabl AOCTYNMHbI TO/IbKO AN1A NPUBUNETMPOBAHHOIO NoJib3oBaTenA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 112 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show ip igmp snooping mrouter

MokasaTtb MHdopmaLmio 06 U3yyeH-
- HbIX MHOTOA4PECHbIX MApPLLPYTH3a-
Topax B yKa3aHHow rpynne VLAN.

show ip igmp snooping groups

MokasaTtb MHdopmaLmio 06 U3yyeH-

HbIX ~ MHOFOagpecHbIX  rpynnax,
y4yacTBylOLWMX B TPYnrnoBoW pac-
Cbl/IKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctute Tabauuy rpynn nosHo-

vian_id: (1..4094) CTbIO UK B YKasaHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi_port |
twopointfivegigabitethernet two_port |

tengigabitethernet te_port | port-channel group}]

fa_port: (1..8/0/1..24); IGMP-
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

MpocmoTp cache-Tabaumubl
aBTOpU3aLMMK.

4.16.2 Mpasuna epynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHa3HayeH ANA 33[aHWA NpaBuA FPynnoBoOKM aapecauum B CeTU Ha
KaHa/NIbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnunua 113 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

ip igmp snooping multicast-
vlan enable
ip igmp snooping multicast-
vlan disable

-/BbIKNIOYEHO

BKAOUMTL GYHKLMIO rPYNNOBOM GUAbTPaLUK.

BbIKNOUMTb GYHKLMIO TPYNNoBoOM GpuabTpaLmu.

snooping multicast-
forwarding-mode ip

HacTpausaet pexkmm 06paboTkm multicast-tpadmka no IP-agpecy.
B gaHHOM pexxume uyactb multicast-tpaduka nepexsarbi-

snooping leave-process config-
level vlan

-/mac H BaeTcA ycrpoiictBom Ha CPU.
snooping multicast- HactpaunsaeTt pexum obpaboTkm multicast-tpadpuka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegenseTt ypoBeHb KOHPUTypaLMmM MexaHM3MOB 06paboTKM oT-
level port Mlan nycka (KoHourypauum Ha ocHose VLAN nau Ha ocHoBse nopTa).

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

129




HELTEX

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasblBaeT Ha Kakux noptax obpabaTbiBatoTca nosyyeHHble IGMP
report ot xocTa. IGMP report moryT o6pabaTbiBaTbCA Ha BCeX NOp-
Tax UM Ha NOPTax, KOTOPble He ABAAIOTCA mrouter-nopTamu.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHO20a0pecHo20 mpaguka e IPvé

MLD snooping — MexaHM3M MHOroafpecHOM PaccbiIKM COOBLWEHNA, MO3BOAAOWMNIA MUHUMU-
3MpOBaTb MHOrOaApecHbIn Tpaduk B IPv6-ceTax.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

B TeKyuwieii Bepcum MO He nogaepuBaerca Ha moaenax MES2448B, MES2411X, MES3710P.

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobasbHOn KoHPUrypaumu:

console (config) #

Tabnunuya 114 — KomaHabl rnobanbHOro pexknma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé6 mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

BkatoumTtb MLD snooping.

OTkntountb MLD snooping.

ipvé mid snooping group-
query-interval interval

no ipv6 mld snooping group-
query-interval

interval: (2..5)/2

YcTaHOBUTbL TalimayT, N0 KOTOPOMY CUCTEMa OTMPaBAAET OCHOBHbIE
query-3anpocsl.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

ipv6 mld snooping mrouter-
time-out time

YCTaHOBUTb BPEMA OXKMAAHWA OYUCTKM NOPTa OTCAEKMBAIOLLETO
MapLpyTusatopa MLD, nocne KOTOporo nopT yAanseTcs, ecam He

no ipvé mld snooping port-
purge-interval

(130..1225)/260

time: (60..600) nonyyeHbl controlpackets mapwpytrsatopom MLD.
no ipvé mld snooping mrouter- YCTaHOBUTb 3HaYeHMEe N0 YMOHAHUIO.
time-out
ipv6 mld snooping port-purge- 3a4aTb MHTEPBAN BPEMEHWN OYUCTKMU NopTa oTcaexmsaHma MLD, no-
interval interval interval: cne KoToporo nopt yaanaetca, ecnv MLD-reports He nonyyeHbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid snooping proxy-
reporting

no ipv6 mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKOUMTL GYHKLMIO proxy-report Ha ycTpoicTse.

BbIKOUMTL GYHKLMIO proxy-report Ha ycTpoicTse.

ipvé6 mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wam
TONIbKO Ha NopTbl poyTepa.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

ipvé6 mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTbL BpeMEHHOW MHTepBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B Te4eHNe KoToporo coobuieHma otyeto MLDv1 He by-
OyT NepeHanpaBnATbCA Ha MOPTbl MapLpyTU3aTopa ANA TOW ke
rpynnoi.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

ipvé6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMaibHOE KOJIMYECTBO rPyMnnoBbIX 3aMpocoB, OT-
NnpaB/iAeMbIX Ha NOPT NpPU NosyYyeHumn coobuweHns MLDv1.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.
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ipvé mld snooping send-query
enable

ipvé mld snooping send-query
disable

-/disable

BKkntounTb dyHKLMIO Nepesaym 3anpocos MLD npu nsmeHeHuu To-
nonoruun.

BbikntounTb dyHKLMIO Nepegaum 3anpocos MLD npu nsmeHeHumn
TOMNONOTUN.

KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabanuya 115 — KomaHab! pexkmma KoHpurypauum VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MpunBa3aTb NOPT OTCAEKMBaAtOLWEro mapwpytmsatopa MLD K VLAN.

Yaanutb NOpT oTCAeXMBatowWwero mapwpyrtusatopa MLD ns VLAN.

ipv6 mld snooping version {v1
| v2}

ipvé mid snooping version

-/v2

Hactpoutb Bepcuto otcnexkmsanua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/1Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnvua 116 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mid snooping global

OT06pasunTb rnobanbHble HacTpoku MLD.

show ipv6 mid snooping vlan
vlan_id

OT06pasnTb MHPOpMauuio o KoHourypauum MLD-snooping ana
paHHol VLAN.

4.16.4 ®yHkyuu ozpaHuveHusa multicast-mpacgpuka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotca gna yaobHON HACTPOMKM OrpaHMuYeHus
NPOCMOTPA ONpeaeNeHHbIX FPyNn MHOr0aApPeCcHOM PacCbIKK.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

131




HELTEX

Tabnunuya 117 — KomaHabl pexkmma rnobanbHoi KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no

YyMOMYAHUO

Aelicmeue

ip mcast profile index
[description]

no ip mcast profile index

index: (1..4294967295);

description: (1..128)
CUMBOJI0B

Co3pgaTtb multicast-npodunb 1 nepeinTn B pexkmm ero KoHdu-
rYPUpOBaHUA.

Ypanute multicast-npodunsb.

KomaHObI pexcuma KoHguaypayuu multicast-npoguns

Bua 3anpoca KOMaHAHOM CTPOKM B perkume KoHdurypaummn multicast-npopuna:

console (config-profile) #

Tabnunua 118 — KomaHabl pexxmma KoHpurypauum multicast-npoduns

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

range first_group_ip
last_group_ip

no range first_group_ip
last_group_ip

3afaTb AMana3oH agpecoB-UCTOYHMKOB multicast-Tpaduka.
Ecnun 3apaTb TONIbKO OAMH aApec, OH CTaHET eAMHCTBEHHbIM UC-
TOYHMKOM MY/IbTUKACTa.

Y4anuTb AManasoH aApecoB-UCTOYHUKOB multicast-Tpaduka.

permit

deny

-/deny

B cnyvae HecooTBeTCTBMA OAHOMY M3 3aJaHHbIX AMANa30HOB,
IGMP-report 6yayT nponycKaTtbcs.

B cnyyae HecooTBETCTBMS OAHOMY M3 3afaHHbIX AManas3oHoB,
IGMP-report 6yayT oTbpacbiBaTbCs.

profile active

no profile active

AKTMBMpPOBATL paboTy Nnpoduns.

[Jeaktnsnposatb paboty npodunsa.

KomaHObI pexcuma KoHguaypayuu VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnunua 119 — KomaHabl pexkmma KoHourypauum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

OnucaHue

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295)

MpuBA3aTb YKa3aHHbIA Npoduab K VLAN.

4.16.5 KoHgpuzypayus IGMP proxy

PyHKUMA MHOroagpecHo mapwpytmsaunn IGMP Proxy npepHasHauyeHa Ana peanunsaumu
YNPOLLEHHOMW MapLIPYTU3aLMM MHOTOAAPECHbIX AAHHbIX MeXAy CETAMM, yNpaBaAseMon Ha OCHOBaHMMU
npotokona IGMP. C nomouwpbto IGMP Proxy ycTpoicTea, He HaxoAalMeca B OA4HOM CETU C cepBepom
MHOr0a4pecHOM pPacchl/IK1, UMEHT BO3MOXKHOCTb MOAKAOYATECA K MHOTOQAPECHbIM Fpynnam.

MapLlpyTmM3aums OCYLLEeCTBASETCA Mexay WHTepdercoM BbllecTosAWweln ceTu

(uplink) w

UHTepdelricamm HuxecToAawmx ceteit (downlink). Mpu aTom Ha uplink-uHTepdeitice kommyTtaTop Beaet
cebs Kak 0bbluHbIM Nony4YaTesib MHOroagpecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE
coobueHuns npotokona IGMP. Ha untepdeiicax downlink KommyTaTop BbiCTynaeT B KayecTBe cepBepa
MHOroaZpecHoM paccbliku M 0bpabaTbiBaeT coobLeHMA NpoTokona IGMP oT ycTpoICTB, NOAKAOYEHHbIX

K 3TUM uHTepdelicam.

I
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DYHKUMA nopaepKuBaetrca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabanuya 120 — KomaHgbl pexkuma rnobanbHoi KoHdUrypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkntounts moaynb IGMP rnobansHo.

-/BbIK/IIOYEHO

set ip igmp disable BbikntounTb Mogynb IGMP rnobanbHo.

ip igmp proxy-service BrntounTb PyHKLMIO IGMP proxy rnobansHo.

-/BbIK/IIOYEHO

no ip igmp proxy-service BbIkNtounTb dyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHguypayuu uHmepgeticos VLAN

BunA 3anpoca KoOMaHAHOM CTPOKM B pexxunme KoHurypaumm nutepoeiicos VLAN:

console (config-if) #

Tabnunua 121 — KomaHab! pexkuma KoHdurypaumm nntepoeiicos VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

set ip igmp enable

-/BbIKNIOYEHO

set ip igmp disable

Bkatounte moaynb IGMP Ha uHTepdeitce. UHTepdeitc
nony4yaet ponb Downstream ans pyHKunmM IGMP proxy.

BbikntounTb mogynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

-/BbIKNIOYEHO

no ip igmp-proxy mrouter

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6paTb posib Upstream ¢ nHtepdelica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcTtaHoBuTb Bepcuto IGMP Ha Upstream-unHtepodetrice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YCTaHOBWTb Taiimep mrouter purge, nNocie UCTeYeHUs
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHOWIYpPMPOBaAHHYD KOMaHZoM ip igmp-
proxy mrouter-version. Talimep nepesanycKaerca Kax-
Abli pa3 nocne nonyyeHus Query Ha Upstream-
MHTepoenc.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BblKNIOYEHO

Bkntountb dyHKuMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

BbIkntountb PpyHKuMto IGMP fast-leave Ha Downstream-
nHTEpdelice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BblKNIOYEHO

BKOUMTL  OYHKLMIO OTCAEXKMBAHUA KAWEHTOB ANA
6bICTPOro yaaneHusa NoAnuckM npu nonyveHun IGMP
leave Ha Downstream-uHTepdelice.

BbIKNOUNTE QYHKLMIO OTCNEXMBAHUA KAMEHTOB AAA
6bICTPOro yaaneHusa NoAnuckM npu nonyveHun IGMP
leave Ha Downstream-uHTepdelice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTbL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb MHTepBan oTnpaBku IGMP General Query Ha
Downstream-uHtepderice No ymonyaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTb 3HaYeHue B mc last-member-query-interval
B coobueHunax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonyanuio.
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ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBUTb 3HayeHWe max-response-time B coo60ue-
Husax IGMP general query.

BepHyTb 3HaueHWe max-response-time B coobLueHuAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBUTb 3HaYeHWe napameTpa ycronumsoctn IGMP.

BepHyTb 3HauYeHue ycTonunsoctn IGMP no ymonyaHuio.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunuya 122 — KomaHgb! pexknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MpocmoTp nHpopmauun o6 Uplink-uHtepdericax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTp MHOPMaUMM O MOAyYaembix rpynnax u
HaNMYUKM NOLNUCOK ANA HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp nHPopMauum o rnobanbHOM COCTOAHUU MO-
/- ayna IGMP u ¢yHkumm IGMP proxy.
show ip igmp groups / MpocmoTp MHPopmaumm o6 aKTUBHbIX MOAMUCKAX Ha

rpynnoi.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp MHPopmaumm o coctoaHnm moayns IGMP Ha
nHTepoercax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTaTUCTUKKM Moayna IGMP Ha uHTepdelicax.

4.17 ®PyHKUMM ynpaBneHuUa

4.17.1 MexaHu3m AAA

Ona obecneyeHnss 6e30MaCHOCTU CUCTEMbI UCMOAb3yeTcA MexaHuam AAA (ayTeHTUUKaLmS,

aBTOpM3aUMA, yyeT).

— Authentication (ayTeHTMdUKaALMA) — conocTaBaeHMe 3anpoca CyLLecTByloLen y4ETHOM 3a-
nucu B cucteme 6e30MacHoOCTM.

— Authorization (aBTopu3aums, NpoOBEPKa YPOBHA A0CTyNa) — COMNOCTaB/eHNe YYETHOM 3anncu
B cucTeme (Npoweawei ayTeHTUOMKaUMIo) M onpeaenEHHbIX MOHOMOUYNNA.

— Accounting (y4éT) — cnekeHue 3a noTpebieHrem pecypcoB Noab30BaTe/IeEM.

[Nna WwndpoBaHUA AaHHbIX UCNONb3YETCA MeXaHu3m SSH.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHGUrypaumu:

console (config) #
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Tabnnua 123 — KomaHAapl pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMon4YaHuio
enable password [level YCTaHOBWUTb Napo/ib ANA KOHTPOAA U3MEHEHUA NPUBUAErUiA [0-
levell password CTyna nonb3oBaTenen.
- level — ypoBeHb npusunernii;
level: (1..15)/1; ’
- password — naposnb.
password: (5..20) "
Bkntouatowmii B ce6s cnewcMmsoibl naponb Tpebyerca
CMMBOJI0B

no enable [level /evel]
password

L YKa3blBaTb B KaBbl4KaX.

YAanuTb Napob ANa COOTBETCTBYIOLLETNO YPOBHSA NMPUBUAETUIA.

username name password
password [privilege level]
[algorithm {des | sha512}]

no username name

name: (1..20) cumBoN0B;
password: (5..20)
CUMBOJIOB;
level: (1..15)

[06aBUTb N0NIb30BaTENA B IOKA/IbHYH 6a3y AaHHbIX.
- level — ypoBeHb npusunernii;
- password — naponb;
BKkatouatowmii B ceba cneucMmBosbl napoab Tpebyertca
e YKa3biBaTb B KaBbl4KaXx.
- hame — MMA NoAb30BaTeNSA.
- algorithm — HacTpolika wudpoBaHMA Nnaponel nonb3osatenen
B CLI.

YpaanuTb nonb3osaTens u3 NIOKaNbHoWM 6a3bl AOaHHbIX.

aaa accounting dotlx start-
stop default group radius

no aaa accounting dotlx
start-stop default

—/no ymon4aHuio
BefeHue ydyeTa 3anpeLeHo

PaspewunTb BegeHue yyeTa (akkayHTa) ana ceccuin 802.1x.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /evel

level: (1..15)/BbIkntoueHo

PaspewunTb aBTOPU3aLLMIO KOMAHZ NOIb30BaTeNeN.
- level — ypoBeHb npusunernin nonbsosaTteneun.

V B TeKkyuueii Bepcum MO npu noKanbHOW aBTOPU3aL MU
paspelueHbl Bce KOMaHAbl.

YCTaHOBUTb 3HAYEeHME N0 YMOUYAHWUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBUTbL aNrOPUTM OMpPOca MeTOA0B ayTEHTUDUKALUM.

- chain — nocne HeyaauHOM NONbITKM ayTeHTUGUKaLMUM NO
nepBoMy METOZY B CMIMCKe CeflyeT NONbITKa ayTeHTUdUKa-

LU MO CAeaylolemy MeToay B Lenoyke;

- break — nocne HeyzayHol ayTeHTUGMKaLUKM NO NepBOMY Me-
TOAy NpoLecc ayTeHTUdGMKaLUKN ocTaHaBNMBaeTcsa. AyTeHTUdU-
KaLuua no cnesyowemy metoay f0nyCcTMMa TONIbKO B CyYae He-
BO3MOYKHOCTU ayTeHTUMKALMM NO NpeaplayLiemy metoay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTpouTb uenesble cepsepbl AAA o5 CnMcKa ayTeHTUdUKaummn
No YMONYAHMUIO.

aaa authentication user-
defined /ist {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumBonos/-

HacTpouTb No/b30BaTeNbCKUIA CMMCOK CEPBEPOB AR ayTEHTU-
duKaumm.

Y[anuTb NONb30BATE/NbCKUI CINCOK CEPBEPOB A/1A ayTeHTUOU-
Kauuu. CNUCOK Henb3f yaanuTb, ECN OH NPUBA3aH K TepMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3a4aTb CNMCOK C MeToAamm ayTeHTUdMKaLMM Npuy BXoAe Yepes
web.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

aaa authentication dot1x
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHOBUTb a3y AaHHbIX, K KOTOPOI HY}KHO 06palLaTbca npu
ayTeHTMdMKaLmMmM KnneHTa dotlx.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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Tabnnua 124 — AtpubyTbl co0bLEeHNI BeaeHMA yyeTa npoTokona RADIUS ansa ceccuin ynpaBaeHun

Hanauyue Haau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCMOMb3yeTcA
NAS-IP-Address (4) EcTb EcTb Apec KommyTaTopa, P y
ana ceccuit ¢ Radius-cepsepom.
Mpon3BoNbHOE 3HAaYEeHUe, BKIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obuleHMA yyeTa ceccum.
. IP-agpec KommyTaTopa, UCNO/Ib3YEMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb vﬂ'p v P ¥ A
CUM ynpasneHwus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT [O/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro Nnosib3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuYKMHa 3aKPbITUA CECCUMN.

Tabnunua 125 — ATpumbyTbl coobuieHNI BeaeHMA yyeTa npoTokona RADIUS ans ceccmin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma e
Ampubym pucy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTnduKaumsa nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P v
ana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) Ects Ects MopT KOMMyTaTOpa, Ha KOTOPOM MNOAKAYMUACA
nosib3oBaTesb.
MNMpounsBonbHOE 3HaYEHWE, BKIHOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
0bLEeHMA yyeTa ceccui.
Called-Station-ID (30) Ectb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOUKATOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAUEHT AONKEH
Acct-Authentic (45) EcTb EcTb T MeToA, N TOPOMY KAMERT AOA
6bITb ayTEHTUDMLIMPOBAH.
. . Moka3sblBaeT, KaK A0Aro Nosb3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het Ectb A A
KNHOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuunHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMokasbiBaeT TMN NopTa KAMEHTa.

Tabnunua 126 — AtpubyTbl coobuieHnit Radius-cepsepa ana ceccuit dotlx

Ampubym OnucaHue

ATpuMbBYT ycTaHaB/AMBaET 3HaYeHWe Talimepa ANa peayTeHTUPUKALLUK, ecn
Ha UHTepdeice NpUCYTCTBYeT HacTpolika dotlx reauthentication.
MpuHMMmatoTca 3HavyeHuAa ot 1 go 65535:

Session-Timeout - NpW nony4yeHumn aTpmbyTa session-timeout, pasHoe 0, AelcTBylOWME 3Ha-
YeHus Talimepa He U3MEHATCSA, aTpMbyT ByaeT NPOUrHOPMPOBaAH;

- NPW NoJly4eHnn 3HavyeHns 6onblie 65535, Talimep peayTeHTUPUKaLUn By-
AeT N3sMeHéH ao 65535.
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OnpepaenseT AelCTBUE, BbINOJHAEMOE KOMMYTAaTOPOM NPU UCTEYEHUMU
Session-Timeout:

- Npu nonyyeHun atpmbyTta Termination-Action paBHoe 0, akTMBHble dotlx
ceccun ByayT OTKAOYEHDI;

- Npu nonyyYeHumn aTpubyTa co 3HauyeHuem 1, byaeT 3anpolieHa NoBTOPHas
aBTOopM3auMa nocpeacTsom radius-request.

Termination-Action

KomaHObI pexuma KoHgu2ypayuu mepmuHana

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KOHPUrypaunm tTepMmuHana:
console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabnnua 127 — KomaHgb! pexxuma KoHPUrypauum TepMmnHana

3HavyeHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
aaa authentication login /ist list: (3.32) 3afaTb CNUCOK C MeToAamMu ayTeHTUdMKaLMKM NpuU BXoAe ANA
ISt (3. KoHconu, Telnet, SSH.
— - cumsonos/default
no aaa authentication login YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
aaa authentication enable /ist list: ( ) 3a4aTb CNUCOK C MeToAaMM ayTeHTUUKaLUK NPY NOBbILEHUN
ist: (3..32

YPOBHSA Npusunernn ana koHconu, Telnet, SSH.

cumsonos/default

no aaa authentication enable YCTaHOBWTb 3HaYEHME MO YMOYAHUIO.

aaa authorization command PaspelwunTb aBTOpPU3aLMIO KOMaHA, a1s KoHconu, Telnet, SSH.
{tacacs | local}
— -/BbIKNOYEHO
no aaa authorization YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
command

4.17.2 lMpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKaumm, aBTtopusaumm u ydyeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BaTeNei, KOTOpas COAEPKWUT AaHHble MPOBEPKM MOANMHHOCTM ANA
Ka)kgoro nosb3oBatens. TakMum o6pasom, ucnonb3oBaHuMe npoTtokona RADIUS obecneyunsaet
OONONHUTENIbHYIO 3aLUNUTY NPU AOCTYMNe K pecypcam CeTu, a TaKKe Npu A0CTyne K CaMOMy KOMMYTaTopy.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rn1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnnua 128 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

[06aBUTb yKa3aHHbIMA cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBeposB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- timeout — MHTepBan oxnaaHuA oTBeTa OT cepBepa;

- retries — KoainyecTBO NONbITOK Noncka RADIUS-cepsepa;

- secret_key — kntou ans ayteHTMdMKaumm n wmdposaHus BCero
obmeHa aaHHbimuM RADIUS;

- primary — onpegenseT gaHHbiii RADIUS-cepBep Kak Haubonee
NPUOPUTETHbLIN;

hostname: (1..158)
CMMBOJIOB;
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
secret_key: (0..128)

radius-server host
{ipv4-address | ipv6-address |
hostname} [timeout timeout]
[retransmit retries] [key
secret_key] [primary] [usage
typel

CMMBO/OB;
- usage — Tmn ucnosab3oBaHua RADIUS-cepsepa.
type: (dotlx, enable, . .
: K B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout u retries ana
igmp, login)

paHHoro RADIUS-cepBepa MCNOJIb3yHOTCA 3HAYEHUA MO ymoJYa-
HUIO.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

Y[anuTb yKasaHHbIV cepsep U3 cnucka ncnosb3yemoix RADIUS-
cepBepos.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPoKM B pexxkume Privileged EXEC:

console#

Tabnnua 129 — KomaHgb! pexuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuto
show radius server OTo6pasnTb napameTpbl HacTpolikm RADIUS-cepBepoB (KomaHaa
i [OCTYMHa TONbKO A/19 NPUBUIErMPOBAHHbIX NOAb30BaTENEN).
show radius statistics OT06pasmnTb CTaTUCTUKY NpoToKona Radius, nHbopmaLmio o nonb-

3oBaTensx, koHdurypaumuio RADIUS-cepBepa.

4.17.3 lMpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPANN30BaHHYO cUCTeMy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTenen, NOAyYaoLWMX AOCTYN K YCTPOMUCTBY, NP STOM NoaaepmBaa coBmectMmocTb ¢ RADIUS u
ApYyrumum npoueccamu npoBepku noganHHoctn. TACACS+ npefocTaBaseT cnenyrolme cnyKobl:

— Authentication (nposepka nodsauHHocmu). ObecneymBaeTca BO Bpems BXO4a B CUCTEMY MO
MMeHaM MoJib3oBaTesIel U onpeseneHHbIM Nob30BaTeIAMMU NAPOIAM.

— Authorization (aemopusayus). ObecneuvBaeTca BO Bpemsa Bxoda B cucTemy. [locne
3aBeplleHns ceaHca MPOBEPKM MOANMHHOCTM 3anyCcKaeTcA CeaHC aBTopu3auun C
NCMNO/Ib30BaHNEM MPOBEPEHHOr0 MMEHM NOJ/b30BaTenn, TaKXKe CepBepoM MpoBepAloTCA
npuBUIErMU NOJb30BaTENA.

KomaHObI pexcuma 2106a71bHOU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme rnobanbHo KoHOUrypaumm:

console (config) #
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Tabnnua 130 — KomaHapl pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

tacacs-server host

{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

no tacacs-server host
{ip_address| hostname}

hostname: (1..63)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/I0B

[06aBUTb yKasaHHbI CepBep B CMKUCOK Mcnosb3yembix TACACS
cepBepos.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe numa TACACS-cepBepa;

- single-connection — B KaXAblll MOMEHT BpemMeHW UMeTb He
6onblie ogHOro coeanHeHnn ans obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa A41a obmeHa gaHHbimu ¢ TACACS-cepBepom;
- timeout — HTepBaN OXWAaHNA OTBETa OT CepBepa;

- secret_key — Knouy gns ayTeHTUOUKaumm u wndposaHmaA Bcero ob-
meHa gaHHbimu TACACS;

Mpwn HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBToMaTU4YeCKM BKIOYaeTca accounting.

YAanuTb yKasaHHbIA cepBep M3 cnucka ucnosibdyembix TACACS-
cepBepos.

tacacs-server retransmit
number

no tacacs-server retransmit

number: (1..5)/2

YKasaTb Ko/M4YecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
AeT noouyepeAHO MNOAKAOYATLCA KAMEHT, B C/yvyae HeyaauyHoWm
ayTeHTMdUKaLMK.

Y[anuTb HaCTPOWKY.

tacacs use-server address
{ip_address | hostname}

no tacacs use-server

BbibpaTb cepBep U3 Tabaunubl cepsepos A Tacacs-KaueHTa.

OTMEHUTb CNONb30BaHWE 33aHHOIO cepBepa.

tacacs authentication type
{ascii | pap }

-/pap

OnpegenvTb MeTos ayTeHTUGMKaLMM C NOMOLLbHO tacacs.

tacacs attributes port {console
| ssh | telnet} identifer

no tacacs attributes port
{console | ssh | telnet}

identifer (1..255)
CUMBO/10B/1L1a6IOHBI
%n %%

YcTaHOBUTL aTpmnbyTa port B popmaTte cBob6oAHOMN CTPOKKU onpese-
NEeHHOM nonb3oBaTesieM. BO3MOXHO Mcnosib3oBaHMe LWABNOHOB.
- %N — HOMep IMHWM, COOTBETCTBYIOLWMI BbIBOAY KOMaHAbl show
users;

-%% — cumson %.

YCTaHOBUTb 3HAYEHUA MO YMO4aHUIO.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexxume Privileged EXEC:

console#

Tabnnua 131 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aeiicmeue

show tacacs

OTobpasnTb napameTpbl HacTpoliku TACACS-cepBepoB, MeToz
ayTeHTUdMKaALMM M CTaTUCTUKY NPOTOKONA (KOMaHAa AOCTynHa
TONBbKO A/1A NMPUBUIETMPOBAHHbIX NMO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL 0aa ynpaeneHusa ycmpolicmeom

B ISS nopgaeprkmBaeTca GuUnbTpaumua ynpasaatowero Tpaduka ¢ NOMOLLbIO CMUCKA aBTOPMU30BAHHbIX
IP-meHenkepos (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb agpec UAM NoACETb UCTOUYHUKA,
VLAN, nHtepdeinc n cnyxoy, c KoTopblx byaeT paspelleHo ynpaBieHe yCTPOUCTBOM.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnnua 132 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
10 yMon4aHuio
authorized-manager ip- OrpaHuYnTb ynpaB/ieHne YCTPOMCTBOM MO 3adaHHOMY uib-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipve_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip- OTMEeHWTb OrpaHuYeHre Ha ynpaB/ieHne yCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipve_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiicTBe MOXHO cCKOHUrypupoBaTb He 6osblue 100 npasua. Mo ymoayaHuio, ecnm
He 3aZ,aHO HU O4HO NPaBUO, YNPaBAeHUE YCTPOMCTBOM AOCTYNHO C N11060ro UCTOUYHUKA.

’ | TMocne yKasaHuaA xoTAa 6bl ogHoro npasuna authorized-manager gna scex ycTpoiicTs,
b KOTopble UCKAIOYEHbI NpaBuaom, byaer geictBoBaTb Npasuao deny any any.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabanua 133 — KomaHgbl pexkuma Privileged EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymMoa4YaHuro
show authorized-managers [ip- MoKasaTb CNUCKKN AOCTyNa ANA yNpaBAeHus.
source ip_addr]

4.17.5 Hacmpolika npomoKoso8e ynpaeneHus

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl npeaHasHayeHbl A8 HACTPOMKM CepBepoB AOCTyna Aaa  ynpasaeHua
KommyTaTtopom. MNoaaeprkka cepseposB TELNET n SSH kommyTtaTopom no3sonsaeTt yaaneHHo NoAKAYaATbCA
K HEMY A1 MOHUTOPWUHTIA U KoHOUrypaumm. KoHdurypmposaHue yctpoiictea vepes Telnet Ha ycTpoiicTee
pa3peLleHo No YMOYaHuIo.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnnua 134 — KomaHapl pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro

ssh enable PaspewnTb yaaneHHoe KOHPUrypnpoBaHMe yCTPOMCTBA Yepes

SSH.
- -/BKAtOYEHO -

ssh disable 3anpetTuTb yaaseHHoe KOHPUrypupoBaHMe YCTPOMCTBA yepes

SSH.
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ssh server-address ip_addr port
port

no ssh server-address

port: (1..65535)

3apatb IP-appec SSH-cepsepa u TCP-nopT, ncnonb3yembiit SSH-
cepBepom.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip ssh mac [hmac-md5 | hmac-

Bbi6paTb TMN ayTeHTUdMKALMM NO NpoToKony SSH.

no ip ssh auth-type

shal] -/hmac-shal

ip ssh cipher [3des-chc | aes128- BbibpaTh Wwndp ayTeHTUPUKALMM NO NPOTOKoAy SSH.

cbc | aes128-ctr | aes192-chc

aeslIBZ-ctr | aesZI56-cbc | ! +/3des-cbe

aes256-ctr | des-cbc | all]

ip ssh kex [all | dh-group- BbIbpaTh anropntTm obmeHa Knro4amu no Nnpotokony SSH.

exchange-shal | dh-group- Jall

exchange-sha256 | dh-group1-

shal | dh-group14-shal]

crypto key generate rsa CreHepupoBaTb Napy Katouelrt RSA —4acTHbI U NyBAUYHBIV ANA
i SSH-cepsuca.

feature telnet PaspewnTtb KoHOUTypnpoBaHue ycTpoicTaa Yepes Telnet.

no feature telnet /BrniodeHo 3anpeTutb KOHOUIypMpoBaHUe ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3apatb Koy ssh-aBTopur3aumm, Npu NOMOLLM KOTOPOro MOXKHO

YCTaHOBWTb 3aLUMLLEHHOE COEAMHEHME.

no ip ssh authorized-key i Yaanutb Kntou ssh-aBTopusaumm.

ip ssh auth-type {password | 3afatb NocneaoBaTelbHOCTb METOAOB ayTeHTUdMKALMM no

publickey} - /password ssh.

YCTaHOBUTb 3HAYEHUe Mo YMO4aHUIO.

KomaHObi pexcuma EXEC

KomaHabl JaHHOro pa3gena AOCTYMNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 135 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show ip ssh

MokaszaTtb KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHbIE BXO-
nAwme SSH-ceccum.

show telnet server

OTobpasunTb cTaTyc cepsepa Telnet.

sh ip ssh authorized-keys

OT06pasnTb CKOHOUTYPUPOBAHHbIE KAOYMN.

4.17.5.2 Hacmpoliika napamempoe npomokoaa SNMP daa docmyna K ycmpolicmey

SNMP — TexHonoruaA, npusBaHHasa obecneuntb ynpasaeHME W KOHTPOJIb Hag, yCTpoWcTBamu U
NPUNOKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasasawowel uHGopmMaumeinn mexay areHTamm,
PacnoNOMKEHHbIMMU Ha CeTEeBbIX YCTPOMCTBAX,
ynpasneHua. SNMP onpeaensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLMX CTAHLUMI U 31€MEeHTOB
CeTu (rnaBHble MaLUMHbI, W/03bl U MapLPYTU3aTOPbI, TEPMUHA/IbHbIE CEPBEPDbI), KOTOPbIE COBMECTHO
obecneymBaloT aAMUHUCTPATMBHbBIE CBA3M MEKAY CETEBbIMM YNPABAAOWMMU CTAHLUUAMMU U CETEBbIMMU

areHTamm.

n MmeHeaXxXepamm,

HaXo4AWMMNCA Ha CTaHUMAX

KommyTaTopbl NO3BOAAKOT HAaCTPOUTb paboTy npotokona SNMP ans yaaneHHOro MOHUTOPUHIa U
ynpaB/aeHna yCTPOMUCTBOM. YCTPOMCTBO NoaaepKnBaeT npoToKosbl Bepcnit SNMPv1, SNMPv2, SNMPv3.

[NA BO3MOXKHOCTU agMUHUCTPUPOBAHNA YCTPOICTBA NOCPEACTBOM NpoToKona SNMP, Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobluecTsa.
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KomaHObI pexcuma 2106aabHol KoHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 136 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

no snmp notify notify_name

notify_name: (1..32)
CUMBOAA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPaBKY TPanos no cobbitnio login/logout.

OTKNOUYUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPABKY TPANoOB No CO6bITUIO 3amblKaHWUA/ pas-
MbIKaHMA CyXMX KOHTAKTOB.

B TeKkyuueii Bepcum MO noapep’kaHo TONbKO Ana
MES2428T.

OTK/IIO4UTB OTMPABKY TPanos Mo cobbITUIO 3aMblKaHmsa/
Pa3MbIKaHUA CYXMX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBaTb OTNPABKY TPanoB No cobbITUIO KecTKol' nepe-
3arpysKku.

no snmp enable traps /BrnioeHo OTKNOYNUTL OTNPABKY TPanoB No cobbITUIO “}KecTKoi’ nepesa-
coldstart TPY3KM.
snmp enable traps warmstart AKTUBMPOBaTb OTNPABKY TPANoB MO cObbITUIO Nepesarpysku
no komaHge ‘reload’.
-/BKAtOYEHO

no snmp enable traps
warmstart

OTKOUYNUTL OTMPABKY TPANoB No cobbITUIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CYMBOIOB

Co3gatb SNMP-nonb3oBarens.

- auth — HacTpoiika anropuTma ayTeHTUOUKaumK;

- priv — HacTpoWka wndposBaHusa;

- EnginelD — ngeHtndumratop SNMP-ycTpolicTea
’ | BkawuaroLee B cebs cneucMmsonbl user_name
H TpebyeTtca yKasbiBaTb B KaBbI4KaXx.

Ypannte SNMP-nonb3osaTens.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumBonos
ip_address A.B.C.D

MpuBA3aTb COO6LLECTBO C 3aA4aHHbIM MHAEKCOM K paHee co-
34aHHOMY NO/b30BaTENIO.
YTo6bl paspewnTtb Mcnonb3osaHue Nt060ro creumanbHOro
CMMBO/Ia B Ha3BaHUM 1 MHAEKCe COOBLIECTBa, YKaKMTE ero B
[BOWHbIX KaBblukax. Ecm Ha3BaHWe U nHAeKc coobliecTsa co-
[AepKaT ToIbKO BYKBbl U LUMbPbI, TOrAa ABOMHbIE KaBblYKM He
HYHbl.
I | Bknloualouwee B ceba cneucMmBsonbl community Tpe-
H 6yeTca yKasblBaTb B KaBblYKaXx.

Ypanute SNMP-coobuw,ecTBO ¢ yKa3aHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBOJIOB;
group_name: (1..32)
CMMBO/I0B

Co3gatb SNMP-rpynny nav 1abanuy coorsetctauii SNMP-
nosnb3oBaresnen 1 npasua ob6ospeHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3}{auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumBonoB;
context: (1..32) cumBonos

Paszpewunts SNMP-rpynne goctyn Ha YTeHue, 3anNncb U OT-
NpaBKy SNMpP-TPanNoB No 06bekTam, NPUHaLIEKaLLUM
read/write/notify-view.

3anpetutb SNMP-rpynne g4octyn Ha YTeHue, 3anucb 1 oT-
NpaBKy SNMp-Tpanos No 06bekTam, MPUHAANEKALLNM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBO/I0B

Co3aaTb UK pepakTMpPoBaThb NpaBuao obosperusa ans SNMP-
paspeLuatoLLee NPaBuIo 60 OrpaHNYMBatOLLEE CepBepy-
obo3peBaTento goctyn K OID.

- OID — vpeHTUdMKaTOpa obekTa MIB, npeacTaBneHHbIN B
Buae aepesa ASN.1

- included — OID BKkntoueHa B NpaBuIo gns 0603peBaHuns;

- excluded — OID uckntoueHa 13 npaBuaa Ana 0603peBaHuUs.

Yaanutb npasuno o06o3peHmnsa gna SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglist

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumBo-
N0B;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonoB
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumsonos;
port_number:
(1..65535) cumBonos;
tag_ldentifier: (1..255)
CMMBOOB

Co3gaTb rpynny aApecos, Ha KoTopble ByayT OTNPaBAATLCA
Tpanbl COrIacHO MapameTpam Ter-imcra.

YpanuTe rpynny agpecos, Ha KoTopble 6yayT oTNPaBAATLCA
Tpanbl COracHO MapameTpam Ter-iucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBO/IOB;
target_param: (1..32)
CUMBOJIOB;
profile_name: (1..32)

YKasaTb NapameTpbl OTNPaBKW TParos, onpeaensemble nosb-
30BaTesem.

Yaanutb napameTpbl OTAPaBKKU TPanos, onpegenaemble NOJb-
30BaTenem.

4.17.5.3 KomaHOblI KOHhuypayuu mepmuHand

KomaHZabl KOHOUrypaumum TepMUHaNa Cy»KaT AN HAaCTPOWKM NapamMeTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 137 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no yMmon4aHuo
line console - Bxopn, B perknm COOTBETCTBYIOLLErO TEPMUHANA.
line telnet - Bxop, B pexMm cOOTBETCTBYIOLWEro TepMUHana.

line ssh

Bxof, B pexMm coOTBETCTBYIOLWEro TepMnHana.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bupg, 3anpoca KOMaHAHOM CTPOKM B pPeXXMME KOHPUTrypaLmm TepMmnHana:

console# configure terminal

console (config)# line {console |

console (config-line) #

telnet |

ssh}
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Tabnnua 138 — KomaHAabl pexxmma KoHbUrypauum TepmuHana

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3a,ﬂ,aTb WUHTEpBan, B Te4HeHNe KOTOpPOoro CUCTeMa OXMaaeT eBoaa
OT nonb3osatena. Ecnv B TedyeHne AaHHOIO MHTEpPBasia NONb30-
BaTe/lb HUWYero He BBOAUT, TO KOHCO/1b OTKNKOYaEeTCA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6ut/c

YCTaHOBWUTb CKOPOCTb Nepefayu Ans NocnefoBaTeNbHOrO WH-
Tepdelica.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabaunuya 139 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show line exec-timeout

MNoKa3aTb 3HaYeHUA napameTpa exec-timeout ANnA BCeEX TEPMMU-
Hanos..

show line exec-timeout
current

MokasaTb 3HauYeHUsA NapameTpa exec-timeout ana TekyLien cec-
cun.

4.18 XypHan aBapwuii, npotokon SYSLOG

CucremHble KYpPHa/ibl NO3BONAKOT BECTU NCTOPUIO C06bITMl71, npounsoweawnx Ha yCTpOﬁCTBe, a TaKXxe

KOHTpPO/NpOBATb Npounsowiealine cobbITMA B peanbHOM BpemeHW. B XypHan 3aHocATCA cobbITUA BOCbMMU
TUNOB: l-I[I)e3BI:vI‘-Ial\/"1Hble, CUTHaNbl TpeEBOIrN, KpUtTN4eCkne U He Kputhndeckme OUJM6KM, npeaynpexaeHua,
yBegomneHuA, MHd)OpMaLI,VIOHHbIe M OTNaJOu4HbIE.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxume rnobasbHoM KoHbUrypaumm:

console (config) #

Tabnunua 140 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perMCTpa LUnA BKNKOYEHA

BK/IIOUMTbL perncTpaLmio oTaagouHbIX coobLieHmit u coobuye-
HUI 06 owmnbKax.

BbIKNHOUYMTb PErMCTPaLMIO OTAAA04HbIX CO0BLLEHUI U coobLe-
HUI 06 owmnbKax.
Mpu BbIKNIOYEHHOM PerucTpauum oTnagouHble coob-
weHna u coobuweHns o6 owmnbkax 6yayT nepeaa-
BaTbCA HA KOHCOb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}

host: (1..63) cumBonos,
facility:(localO...local7),

BKAtOUNTL Nepepavy aBapuiHbIX M OTNAL0YHbIX COODLEHMN
Ha yaaneHHbIn SYSLOG-cepsep.
- ip_address — IPv4- unn IPv6-agpec SYSLOG-cepBepa;

ib_address severity:(0...7), Ecam KomaHpa BBeaeHa 6e3 yKasaHua facility, To
ipv4_address A.B.C.D, V 6yAeT MCNO/Ib30BaH TEKYLLUIA HACTPOEHHbIN
ipv6_address: facility.
XXX XX XXX /- Ecnn KomaHaa BBegeHa 6e3 ykasaHusa severity, To
6yayT yKasaHbl Bce severity, Kpome debugging.
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no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Yaanutb BbI6paHHbI cepeep 13 CNMCKa UCMO/b3yeMbIX
SYSLOG-cepBeposB.
Ecnv KomaHaa BBegeHa 6e3 ykasaHnus facility, To
6yaeTt ykasaH Tekywmii facility.
Ecam KomaHga BeeaeHa 6e3 ykasaHua severity, TO
6yAyT MCNONb30BaHbI BCe severity, BKAOYan
debugging.

logging console

no logging console

-/BKAIOYEHO

BKOUNTB Nepesayy aBapuiiHbIX MW OTNAL0UHbIX COOBLLEHWI
Ha KOHCO/b.

BbIKNOUNTL Nepesady aBapuUiiHbIX UM OTNAA0YHbIX coobLe-
HUM Ha KOHCONb.

logging buffered size

no logging buffered

size: (1..200)50

M3MEHUTb KONIMYECTBO COOBLLEHWNIA, 3aNOMMHAEMbIX BO BHYT-
peHHem 6ydepe. HoBoe 3HauyeHue pasmepa bydepa npume-
HWTCA Nocae nepesarpysKkun ycTponcTea.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb palin 3anmncy aBapuiHbIX U OTAA40UYHbIX COOBLLEHMNA.

logging-file [facility] [severity]
file{1] 2] 3}

no logging-file [facility]
[severity] file {1 | 2 | 3}

facility:(localO...local7),
severity:(0...7)

BKAOUNTL Nepesady aBapuiHbIX AW OTAAA04HbIX COODOLLEHMI
B pain KypHana.
Ecam KomaHaa BBegeHa 6e3 ykasanua facility, To 6y-
BeT yKasaH Tekywun facility.
Ecan KomaHAa BBegeHa 6e3 yKasaHua severity, To
6yAyT ucnonb3oBaHbI Bee severity, Bkatoyaa debugging.

HUU IMMTa co3gaeTca HoBbIN daiin c popmaTtom .bk,
KOTOpbIi B Aa/bHelillem nepe3anucbiBaeTca.

V Pasmep ¢daina orpaHuueH 1 M6aiT, npu npesbiwwe-

BbIK/IOUNTL Nepegayy aBapuiiHbIX UAK OTAaZ04HbIX CoobLe-
HUI BbIBPAHHOIO YPOBHA Ba*KHOCTM B YKa3aHHbINA dalin *Kyp-
Hana.
Ecnn KomaHpa BBegeHa 6e3 ykasanua facility, To 6y-
V AeT yKasaH Tekywuin facility.
Ecnv KomaHAa BBefeHa 6e3 yKa3aHua severity, To
6yAayT ncnonb3oBaHbl Bee severity, Kpome debugging.

Pa3smep ¢aitna orpaHuyeH 1 M6aiit, npu npesbiwe-
V HUU NIMMTA CO3[aeTcA HOBbI ¢aiin c opmaTom
.bk, KoTopbIii B ganbHelilwuem nepesanucbiBaeTca.

logging severity severity

no logging severity

severity:(0...7)/6

3a4aTb YypOBEHb JIOTMPOBaHMA.

YCTaHOBUTb 3HAYEHME NO YMOYAHWUIO.

logging facility facility

no logging facility

facility:(local0...local7)/local0

3a4atb KaTeropuio norm poBaHuA.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

syslog localstorage

no syslog localstorage

-/BKNIOYEHO

AKTUBMPOBATb OTNPABKY aBaPUMAHbLIX NN COOBLLEHNI Ha CKOH-
durypupoBaHHble aiabl 3anucy.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/HeT

3apaTtb NapameTp, KOTopbIN ByaeT UCNoNb30BaTLCA B KaYecTBe
naeHTndumKatopa xocta B SYSLOG-coobueHusX.

Mcnonb3osaTtb 3HaYeHME N0 YMONYAHUIO.

Kaxkpoe cooblieHne nmeeT CBOI ypoBeHb BasKHOCTW. B Tabanue 141 npmseaeHbl TUMbl COOBLLEHN
B nopAgKe ybbiBaHNA NX BaKHOCTU.

Tabnvua 141 — Tunbl Ba*KHOCTU COOBLLEHUI

BaxcHocmo Tun eaxHocmu OnucaHue
coobweHuli coobweHuli
0 YpesBblyaliHble B cucteme npowusoLna Kputuyeckan ownbKa, cuctema MoxKet paboTaTtb He-
(emergencies) npasuabHO.
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CurHanbl Tpesoru

1 (alerts) HeobxoaMmo HemeaneHHoe BMeLLaTeNIbCTBO B CUCTEMY.
Kputuueckne

2 - B cucTeme npomsoLna KpUTUYecKas owmnbka.
(critical)

3 OwunbouHble (errors) B cucTeme npowmsowna owmnbKa.
Mpegynpexaexua

4 . MpeaynpesxaeHne, HeaBapuitHoe cooblyeHue.
(warnings) peaynpexa ) p u
YBegomneHua o

5 . YBefoMieHne CUCTEMBI, HeaBapuitHoe coobuyeHmre.
(notifications)
NHopmaLMOHHbIe

6 . op .U' NHdpopMaumoHHble cOobLWEHNA CUCTEMDI.
(informational)

7 OTnafouHble OTnapouUHble CO0bLLEeHMA, NPeaoCTaBAAIOT N0Ab30BaTe N0 MHGOPMALMIO ANA
(debugging) KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

lpumep Hacmpolku logging-file:

Co3pgaamm NnoKasbHbIM dann ¢ umeHem sll, Kyga OyayT 3anmcbiBaTbCA COObLITUS C Ba*KHOCTbIO OT
ypesBblYalHbIX 40 MUHGOPMALMNOHHDIX.

console (config) # syslog file 1 slilI
console (config) # logging-file file 1

lMpumep Hacmpoliku logging-server:

Ykaxkem agpec syslog-cepsepa, Kyga byayT oTnpasBaAaTbCs COOOLEHMA O COObITUAX C BaXKHOCTbIO OT
ypesBblYalHbIX 40 MUHGOPMALMOHHDIX.

console (config) # logging-server ipv4 192.168.1.1

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTPOKM B pexxume Privileged EXEC:

console#

Tabnvua 142 — KomaHaa pexuma Privileged EXEC ana npocmoTpa daina xypHana

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no ymon4aHuro
clear logs - Yaanutb Bce coobLueHnsA U3 BHyTpeHHero bydepa.
show logging-file - OT06pasnTb HACTPOMKM OrMPOBAHUA B TIOKANbHbIE dalinbl.

show logging file file_name OTOb6pPa3nTb COCTOAHME KYPHAIA, aBaPUIHbIE M OTNaL04HbIE COO6-

file_name: (1..3) .
LWeHWs, 3anmcaHHble B daitne.

show logging-servers - OTO6pa3nTb HAaCTPOMNKM ANa yaaNnéHHbIX logging-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNMPOBaHUS MOPTOB MpeAHasHayYeHa AN KOHTPoAs ceTeBoro TpaduKa nytem
NepecblUIKM KONUiA BXOAAWMX U/UAN UCXOLALLMX NAKETOB C OAHOMO MAM HECKOJ/IbKUX KOHTPOAUPYEMBbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWLMIA NOPT.

BO3MOXHO 3epKaniupoBaHue /60ro Konuyectsa UHTepdeiicoB. OTCyTCTBME noTepb
' rapaHTUpyeTca, ecan NPonycKHas cnoco6HOCTb UHTepdeiica Ha3HaYeHUA He npeBblleHa. Mpu
MCNonb30BaHUN GU3NUYECKUX NEeTesIb HA KOMMYTaTope 3epPKasIMpoBaTbCA ByaeT TONbKO oA4Ha
Konua Kagpa (frame), ecnu 3amkHyTble uHTepdeiicbl npuHagaexar ogHomy VLAN.
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K KOHTpoMpyloLweMy NopTy NPUMEHSAIOTCA Ceaytowmne orpaHuYeHns:

—  TopT HE MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic AoNKEH OTCYTCTBOBATb 4/1A 3TOr0 NOpTa;

K KOHTpOAMpyemMbiM NOPTam NPUMEHAIOTCA CAeayowme orpaHnyeHnA:

—  TopT HE MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:
console (config) #

Tabnvua 143 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo ymMoa4YaHuro
monitor session session_id YKasaTb 3epKannpyroLwuii nopT 41 BbI6paHHOM CeCCMN MOHUTO-
destination interface puHra.
[fastethernet fa_port | fa_port: (1..8/0/1..24); DYHKUMA MOHUTOPUHIa MOKET 6bITb HaCTPOEHa Ha YeTbl-
gigabitethernet gi_port | gi_port: (1..8/0/1..48); V pEéX nopTax oAHOBPEMEHHO.

twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11);

te_port] session_id: (1..4)

no monitor session session_id BbIKNOUNTD QYHKUMIO MOHUTOPUMHIA Ha HaCTpaMBaeMOM WHTep-
destination deiice.

monitor session session_id YKazaTtb cnyxkebHbilt vlan gns 3epkannposaHus TpaduKa ¢ 3agaH-
destination remote vlan HOro pedaekTop-nopTa A1 BbIBpaHHOM ceccuu.

vlan_id vlan_id: (1..4094); - remote vlan — cny»ebHblit vlan ana sepkannposaHua Tpaduka

no monitor session session_id session_id: (1..4) BbIK/H0UMTb GYHKLMIO MOHUTOPUHIA Ha HACTPaMBAEMOM MHTEp-
destination remote vlan deiice.

vlan_id

monitor session session_id [06aBUTb yKa3aHHbIM 3epKannpyemblii NOPT A5 BbIOpaHHOW ceccunm
source interface [fastethernet MOHWTOPUHTA.
fa_port | gigabitethernet - IX — KOMUPOBaTb NaKeTbl, NPUHATbIE KOHTPONNPYEMbIM MOPTOM;
gi_port | - tX — KOMMPOBaTb NaKeTbl, NepeaaHHble KOHTPONUPYEMbIM MOPTOM;
twopointfivegigabitethernet - both — KonnpoBaTb Bce NakeTbl ¢ KOHTPOAIMPYEMOTO NOpPTA.

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);

two_port | tengigabitethernet
te_port | port-channel group]
[rx | tx | both]

te_port: (1..8/0/1..11);

no monitor session SGSSIOI’I_Id group: (1..64);

BbikntounTb (')yHKLI,VIIO MOHUTOPUHIa Ha HaCcTpanBaeMom UHTepP-

source interface [fastethernet L deiice.
e session_id: (1..4)
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]
monitor session session_id YKasaTb vlan, ¢ KoToporo 6yzeT 3epKkanmpoBaTtbcsa TpaduK ¢ 3a8aH-
source remote vlan vian_id . Horo pednekTop-nopTa gns BbibpaHHOM ceccuu. Mpu aTom cam vlan
vlan_id: (1..4094); 6
S VAT CHAT.

- - — session_id: (1..4)
no monitor session session_id BbIK/MOUNTL GYHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMOM MHTEp-
source remote vlan vian_id delice.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexknume EXEC nmeeT cneaytowmin Bua;

console>

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 147



HELTEX

Tabnunua 144 — KomaHabl, AoCTynHble B pexmme EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
show monitor session session. id: (1..4) BbiBecTM MHPOPMALMIO NO CKOHOUTYPUPOBAHHOM CECCUU MOHUTO-
session_id - puHra.

lpumepbl 8b61M10AHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet
1/0/1

BbiBeCTM MHGOPMALUMIO NO KOHTPOIMPYIOLLMM M KOHTPOANPYEMbBIM MOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session )

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gil/0/1
Session Status : Inactive

4.20 ®YHKUUUN AUArHOCTUKN PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOPbl COAEP’KAT anmnapaTtHble W MPOorpaMmHble CpeacTBa ANA AMarHOCTUKK
dU3NYECKUX MHTEePdENCOB U NMHWI CBA3KM. B NnepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT CAeaylolme:

[na anekTpnyecknx nHTepdencos:
— [A/IMHa Kabens;
—  paccTosiHMe A0 MecCTa HeMCNPaBHOCTM — 06pPbIBa MM 3aMblKaHUS.

Ons onTnyeckux nHtepdeicos 1G:
—  napameTpbl NUTAHWA — HaNPAMXKEHWNE U TOK;
—  BbIXOAHasA ONTUYECKaa MOLHOCTb;
—  ONTMYEecKan MOLLHOCTb Ha Npueme.

4.20.1 fuazHocmuka medHoz20 Kabens

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cneayowmin BuAa;

console#
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Tabnunua 145 — KomaHabl ANArHOCTUKM MeaHOro Kabens

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
test cable-diagnostics BbINO/IHUTL BUPTYyasibHOE TECTUPOBaHUE Kabensa ANA yKa3aHHOTo UH-
fastethernet fa_port | fa_port: (1..8/0/1..24); | Tepodeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);

twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet | te_port: (1..8/0/1..11)
te_port]

/ Mpu nonyuyenuumn coobwenuns 'Fail to get cable test result for port GiO/X. Status: 3'
peKomeHayetca npoBepuTb media-type wuHTepdeiica u coctoAHMe wuHTepdeiica Ha
YAAneHHo CTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES3708P, MES3710P nogaepnBaroT 3NEKTPO-
nUTaHue ycTpomncTs no aAnHum Ethernet B cooTBeTcTBMM C pekomeHpgaumamu |IEEE 802.3af (PoE) u IEEE
802.3at (PoE+). Tun pacnuHoBKM A.

KommyTtatopbl MES2408PL xapakTepu3yoTcs MeHbWMM BHOAKETOM MOLLHOCTM, OTHOCUTENBHO ApY-
rMX.

KomaHObI pexcuma 2a06anb6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHo KoHUrypaumm:

console (config) #

Tabnunua 146 — KomaHabl pexmma rnobanbHol KoHdurypaumm

3HayeHue/ 3HayeHue »
KomaHoa Aelicmeue
Mo yMmon4YaHuio
set poe enable BK/IIOUYUTb 3NeKTponuUTaHue No nnHuam Ethernet.
set poe disable BbIKNOUNT 3N1EeKTpONUTaHWe No NMHUAM Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunua 147 —KomaHabl perknma KoHourypaumm nHtepdeinca Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
power inline auto Pa3spewntb paboTy npoToKkona obHapy:KeHua POE-yCcTpolicTB Ha
Jaut MHTepdeiice 1 BKAOYAET NOAauy 3SNEKTPONUTAHNA Ha NHTepdeic.
power inline never auto 3anpetutb paboTy npoTtokona obHapyxeHua POE-ycTpoWCcTB Ha
MHTepdeiice N OTKAOYAET NoAaYy 31EKTPONUTAHKUA.
power inline priority {critical | 3apaTb npuopuTeT nHTepdeiica POE npu ynpaBaeHUM snekTponu-
high | low} TaHWeMm.
- critical — ycTaHaBAMBaeT HaMBbICWIMIA NPUOPUTET 3IEKTPONUTA-
Jlow HUA. DNEKTPONUTAHNE NOPTOB C TAKUM NMpuopuTeTom byaeT npe-
KpalaTbCca B MOCNEAHIO ouyepeab NpWU neperpyske CcUCTeMbl
POE;
- high — ycTaHaBAMBaeT BbICOKMI MPUOPUTET 3NEKTPONUTAHUS;
- low — ycTaHaBAMBAET HU3KUIA NPUOPUTET SNEKTPONUTAHUS.
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| user-defined wattage}

power inline limit-mode {class

no power inline limit-mode

wattage: (200..31200)
munnmsatt/ class

Bbl6paTh pexmnm orpaHMYeHUA MOLLHOCTHU.

- class — NMMUT maKkcmanbHoW NOTPebAAEMO MOLLHOCTM onpe-
OEeNAeTcA KNaccom NoAKA4YaemMoro yCTponcTea;

- user-defined — "MMUT MaKcMmanbHOM NoTpebasieMo MOLLHO-
CTM BbICTABAAETCA BPYYHYHO, ¢ warom 200 mBT.

BbI6paTh perMm Mo yMOAYaHuIo.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHoOM cTpoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console#

Tabnunuya 148 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OTO6pa3nTb COCTOAHME INEKTPONUTAHUA UHTEPPENCOB, MOAAEPKU-
BalOLWMX NUTAHME NO NnHUK POE.

show power detail

OT06pa3nTb 06LLY0 MHPOPMALMIO MO cOCToAHUIO POE 1 cocTosHuMIO
MCTOYHMKA.

show power inline
consumption

OTO6pasnTb XapaKTEPUCTUKM NOTpebNeHMAs MOLLHOCTU, TOKa W
HanpsXKeHus.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NpOTOKON BTOPOro YPOBHSA CO34aHHbIN ANA aBTOMaTUYe-
CKOro o6Hapy»eHusa NoTepn ABYXCTOPOHHEN KOMMYHMKALMM Ha ONTUYECKUX IMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnnua 149 — KomaHgb! pexxuma KoHdurypaumm nntepoeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

detection

ethernet-oam uni-directional

no ethernet-oam uni-
directional detection

-/BbIKAOYEHO

Bknountb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

BbIKNOUNTb ANArHOCTUKY COCTOAHUA ONTUYECKUI NTUHUIA.

detection aggressive

ethernet-oam uni-directional

no ethernet-oam uni-
directional detection
aggressive

-/BbIKAOYEHO

BKAOUYUTL arpeccuBHbIi pexxum, Npu kotopom TLV oTnpasnseTca
B l06OM cnyyae, Aaxke ec/iv OHa He bblaa NoslyyeHa oT yaaneH-
HOro yCTpoicTBa.

BbIKNOUYNTL arpeccuBHbIN pexxum, Npu Kotopom TLV oTnpasns-
eTcA B 1t06OM cnyyae, Aaxke eciv OHa He 6bla noslyeHa oT yaa-
JIEHHOrO YCTPOMCTBa.

ethernet-oam uni-directional
detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbICTaBUTL Talimep, MO KOTOPOMY ByZeT NPoUCXoanTb onpeaene-
HMe TEeKYLLEero COCTOAHMUA INHKA.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

150
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ethernet-oam uni-directional
detection action {errdisable |
log}

-/log

no ethernet-oam uni-
directional detection action

BbIbpaTb pexxunm paboTbl npotokona UDLD.

- errdisable — nepegaua Tpaduka 610KMpPYETCA NpPU OTCYTCTBMMU
npuema B O4HOM W3 HanpaBAeHWI B KaHane;

- log — coobuieHre 0 610KMPOBKE NOABAAETCA B KypHane.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

KomaHOowb! pexcuma EXEC

3anpoc KomMaHAHoOM CTPoKM B pexkxume EXEC nmeet cneaytowmin Bua;

console>

Tabnuua 150 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show port ethernet-oam uni-
directional detection

OTO6pasnTb COCTOAHME OMTUYECKOTO JIMHKA.

4.20.4 [luazHOoCMuUKa onmu4YecKo20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN NO3BOJIAET OUEHUTb TeKyuwee COCToAHME ONTUYEeCKOro TpaHCUBEPaA U

ONTUYECKOMN NTUHUU CBA3MU.

Bo3moxeH aBTOMaTU4YecKuni

KOHTPOJIb COCTOSIHUA JINHUA  CBA3MW.

Ona storo KommyTatop

nepuoamMyeckn onpawmusaeT napameTpbl ONTUYECKMX MHTepdeincoB M CpaBHMBAET MX C MNOPOroBbIMM
3HaYEHUAMM, 3a4aHHbIMU NPOU3BOAUTENAMM TpaHCMBEPOB. MpKu Bbixode NapameTpoB 3a AOMNYCTUMblE
npegenbl KoOMMyTaTop GOpMUpPYET NpeaynpexKaatoLmMe U aBapuiiHble COobLLEHMS.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrowmii Bua;

console#

Tabnnuya 151 — KomaHgbl AMAarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

OTO6pa3I/ITb pe3ynbTaTtbl ANATHOCTUKM ONTUYECKOro TpaHCUBeEpa.

Tabnnuya 152 — MapameTpbl ANAarHOCTUKM ONTUYECKOTo TpaHCUBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsrkeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MoWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.
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3HayYeHUn pesyNbTaToB ANArHOCTUKK:
— N/A-HepocTtynHo,

— N/S - He nogaepxusaertca.
4.21 ®PyHKuun obecneyeHna 6e3onacHoCTU

4.21.1 ®yHKyuu obecneyveHus 3auyumeol Nopmoe

C uenbto nosblweHns 6e30MacHOCTM B KOMMYTATOpe CYyLLECTBYET BO3MOMHOCTb HAaCTPOUTb KaKoM-
6o NopT Tak, 4Tobbl AOCTYN K KOMMYTaTOpy 4yepes 3TOT NOPT NPeaoCTaBAAaNCA TO/IbKO 3af4aHHbIM
ycTpoiicTBam. OyHKLMA 3aWMTbl NOPTOB OCHOBaHa Ha onpegeneHnn MAC-agpecos, KOTOPbIM paspeLlaeTcs
poctyn. MAC-agpeca MoryT 6biTb HaCTPOEHbI BPYYHYIO MM M3ydeHbl KOMMyTaTopom. Mocsie usydyeHus
HEeobXoAMMbIX aApecoB MOPT cneayeT 3ab/0KMpoBaTb, 3aWMTUB €ro OT MNOCTYM/IEHMA MNaKeToB C
HeunsyvyeHHbIMW MAC-agpecamun. Taknm ob6pasom, Koraa 3ab10KMPOBaAHHbIN NOPT NosyyYaeT naket, u MAC-
afpec UCTOYHMKA NaKeTa He CBAA3aH C 3TUM NOPTOM, aKTUBU3UPYETCA MEXAHU3M 3aLUMTbl, B 3aBMCMMOCTHM OT
KOTOPOro MOFyT ObITb MPUHATLI CAeaylowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, MOCTynawlme Ha
3a6/10KMPOBAHHbIN MNOPT, NEepecbINaTcA, 0TOPAChIBAOTCA, MO0 Ke NoPT, MPUHABLLMIA NAKeT, OTK/IoYaeTcs.
dyHKumna 6esonacHoctn Locked Port no3BonAeT COXpaHUTb CAMCOK mM3y4deHHbIx MAC-agpecoB B daine
KOHUrypaumm, Takum o6pasom, sTOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepe3arpy3KM yCTponcTaa.

/ CyuwiecTByeT orpaHuyeHue Ha Konmyectso MAC-agpecos, KOTOpoe MOXET U3y4ynTb NOPT, UC-
NoNb3yOWMA PYHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-
gelica epynnsl nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHourypauum mHtepdeiica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 153 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHtepdelicos

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
switchport port-security ena- BkntounTtb GyHKLMIO 3aWmThl Ha MHTepdeice. BaokupyeT dyHK-
ble LMIO M3YyYEHMA HOBbIX aZpecoB ana nHtepoeiica. MakeTbl ¢ He-
-/BbIK/NOYEHO n3yyeHHbIMM MAC-apecamm UCTOYHUKA OTOpPacbIBatOTCA.
no switchport port-security en- OTKNOYNTDL PYHKLMIO 3aLNTbI HA HTepdelice.
able
switchport port-security mac- 3apaTb MaKCMManbHOE KONIMYECTBO afpecos, KOTOPOE MOXKET
limit o U3y4nUTb NOPT.
- - limit: (0..8192)/1
no switchport port-security YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
mac-limit
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switchport port-security mode 3a4aTb peXXMm orpaHmyeHns nsyvyenma MAC-agpecos aas HacTpa-
{max-addresses | lock | se- nBaemoro uHtepdeiica.

cure-delete-on-reset | secure- - max-addresses — yaanfer Tekywue ANHAMUYECKU WU3YYEHHble
permanent} afpeca, cBfA3aHHble ¢ MHTepdeincom. PaspeLleHo U3ydeHne mak-

CMMasIbHOTO KOIMYEeCTBa aApecoBs Ha NopTy. [NOBTOPHOe usyyeHune
1 CTapeHune paspeLLeHbl.

- lock — coxpaHseT B ¢paiin TekyLmMe AMHAMUYECKN U3yYeHHble aa-
peca, cBA3aHHbIe C MHTepdecoM 1 3anpeLLaeT obyyeHne HOBbIM
afipecam W CTapeHue yKe U3y4eHHbIX afpecos.

- secure-delete-on-reset — yaanaeT Tekywme AMHAMUYECKN U3Y-
-/lock YeHHble agpeca, CBA3aHHble ¢ MHTepdeiicom. PaspeLueHo usyye-
HMEe MaKCMMaNbHOro KO/IMYEeCTBa aApecoB Ha nopTy. MosTopHoe
M3yyeHue 1 CTapeHue 3anpeLleHbl. Agpeca COXpaHAloTCa 40 nepe-
3arpysKku.

- secure-permanent — yaanaer Tekywme AMHAMUYECKU U3yYeH-
Hble agpeca, CBA3aHHble ¢ UHTepdelricom. PaspelleHo n3yyeHune
MaKCMMasIbHOTO KOJIMYeCcTBa aApecos Ha nopty. MoBTopHOe M3y-
YyeHue U cTapeHuWe 3anpeleHbl. Adpeca COXpaHATCA Npu nepe-

3arpyske.
no switchport port-security YCTaHOBUTbL 3HAaYEHWE NO YMOIYAHUIO.
mode
switchport port-security viola- 3a4aTb peXXxum pearmpoBaHuA Npu HapyLweHnn 6e3onacHocTu.
tion [restrict | protect | dis- - restrict — B JaHHOM peXkume Npu HapyLweHnn 6e30nNacHoOCTM OT-
card-shutdown] npasnsetca SYSLOG-coobueHne Ha SYSLOG-cepsep.

- protect — B A4aHHOM pe’KMMe OMOBELLEHNA O HapylleHun 6es-

-/protect onacHocTM HeT. Bkntouyaer nepexsat MAC-agpecoB, KOTopble

[O/MKHbI 6bITb 0TOpOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeyatoTcA Kak 3ab/s0KMpoBaHHbIe M OTOPAcbIBAlOTCA B TeYeHUM
aging-time;

- discard-shutdown — B gaHHOM pexKume Kagpbl C HEU3yYeHHbI-
mn MAC-agpecamu UCTOYHMKA OTOPACbIBAKOTCA, MOPT OTK/OYa-
erTca.

4.21.2 KoHmponb npomokonaa DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpPOTOKO/, MO3BONAIOWMUNA KANEHTY MO
3anpocy nonyyatb IP-aapec n apyrue Tpebyemble napameTpsbl, Heobxoaumble ansa pabotsl B cetn TCP/IP.

MpoTokon DHCP moKeT MCcnonb30BaTbCs 3/10YMbILUAEHHUKAMM 15 COBEPLUEHWNSA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KaueHTa, 3actasnaa DHCP-cepsep BblaaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHDI
cepBepa, nytem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTopa No3BoasaeT obecneynTb 3auTy
YCTPOWCTBA OT aTak C Mcnonb3oBaHWem npoTtokosa DHCP, ana yero npumeHsaeTca PyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» MHTepdelicax, a TaK¥Ke KOHTPO/MPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuma 82 npotokona DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepBep o ToM, OoT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 Yyepes Kakow ero nopT 6611 Noy4YeH 3anpoc.
MpumeHseTca oA YyCTaHOBAEHUA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe ANA 3aLlnThbI
OT aTaK C WCnosb3oBaHMeM npoTokosa DHCP. Onuma 82 npeactaBnser coboi AONOSHUTENbHYIO
MHbOPMaUMIO (MMA YyCTPOMCTBA, HOMepP MopTa), AobaBnseMytdo KOMMYTAaTOPOM, KOTopbli paboTaeT B
pexxume DHCP Relay areHTa, B Buae DHCP-3anpoca, npMHATOro oT KAneHTa. Ha ocHoBaHMKM AaHHOM onuuK,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NOPTY KOMmyTaTopa.
Monyyme Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT Bbliaenset IP-aapec KAMEHTY, a TaKxe
nepefaer emy Apyrne Heobxoanmble NapameTpbl.
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Tabnunuya 154 — dopmat n

o/sieii onuuu 82

lMone

Mepedaeaemas uHghopmayus

Circuit ID

Mmsa xocTa ycTpoiicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnenHuii 6akiT — HomMep NOPTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTNpaBAasAtowee
dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1
MAC-agpec ycTporicTea.

’ . OnAa KoppeKTHoi pabotbl ¢pyHKuuMm DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl
. OONHbI 6bITb NOAKAIOYEHbl K «A40BEPEHHbIM» MopTam Kommyrtatopa. [Ona aobasneHus
nopTa B CNUCOK «A,0BEPEeHHbIX» UCMOJIb3YIOTCA KOMaHAbI port-security-state trusted, set port-

role uplink B
ocCTasibHble No

pexxume KoHdurypaumum uHtepdeica. Ana obecneyeHna 6esonacHocTu Bce
PTbl KOMMYTATOPA AO0/KHbI 6bITb KHeA0BEePEHHbIMUY.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (confiqg)

Tabnuua 155 — KomaHapbl

#

pexnma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuio

ip {dhcp| dhcpv6} snooping

PaspewmnTb KOMMYTaTOPY KOHTPOIMPOBaHMe NpoTokona DHCP.

no ip {dhcp| dhcpv6}
snooping

-/BbIKNIOYEHO 3anpeTnTb KOMMYTATOPY KOHTPOAMpPOBaHWe npoTtokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

Pa3pewntb KOHTpOAMpoBaHue npotokona DHCP B npepenax yka-
vlan_id: 3aHHoro VLAN.

no ip {dhcp| dhcpv6}
snooping vlan vian_id

(1..4094)/BbIKNtOYEHO | 3anpeTUTb KOHTPONMPOBaHME NpoTokona DHCP B npegenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

BkntounTb BepudurKaumo MAC-agpeca knveHta 1 MAC-agpeca uc-
TOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» MOPTaXx.

no ip dhcp snooping verify
mac-address

-/BKNIOYEHO Boikntountb Bepudmrkaumio MAC-agpeca kameHta 1 MAC-agpeca
MCTOYHMKA, NpuHATOoro B DHCP-nakeTe Ha «Heg0BepeHHbIX» nop-
Tax.

ip binding port-down action
{clear|retain}

OnpegenvTb peakumio KOMMyTaTopa Ha nageHue nHtepoeica:
- retain — coxpaHseT 3anucu B Tabauue Npu NageHnu.

{interface gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel po}

-/retain

- clear — ypanseT Bce AMHaMMYeCKWe 3anucK, co3faHHble AN

ynasuwero nHtepdelica.
ip source binding {client_mac} [006aB1Tb CTaTUYECKYIO 3aNWUCb NN U3MEHUTb TUM 3aMNWUCKU C aU-
{vlan vlan_id} {interface giga- HaMMYECKOro Ha CTaTUYECKUI B TabanLEe COOTBETCTBMA KOHTPONSA
bitethernet gi_port | tengiga- client_mac: npotokona DHCP.
bitethernet te_port | port- aa:bb:cc:dd:ee:ff;
channel po} [gateway gw_ad- vlan_id: 1..4094;
dress] gi_port: (1..8/0/1..48);
no ip source binding te_port: (1..8/0/1..4); | YaanuTb 3anu1ck 13 TabanLLbl COOTBETCTBMA KOHTPONA NPOTOKONA
{client_mac} {vlan vian_id} po: 1..64; DHCP.

gw_address: A.B.C.D

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOoKK pexknma Privileged EXEC:

console#
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Tabnuua 156 — KomaHapl pexkmma Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
show ip {dhcp | dhcpv6} ) OTo6pasnTb cooTBETCTBUA U3 daitna (6a3bl) KOHTPOAA NPOTOKONA
snooping DHCP.
show ip dhcp snooping global - OT06pa3unTb rnobanbHyto HacTpoky DHCP Snooping.
show {ip | ipv6} binding ) MokasaTb Bce cooTBeTCTBUA U3 dalina (6asbl) KOHTPOAA NPOTOKOA
DHCP.
clear {ipv4 | ipv6} binding vlan_id: (1..4094) OunctuTb cooTBeTcTBUA U3 daina (6a3bl) KOHTPOA MPOTOKOA
[mac_addr vian_id] DHCP.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (QuanazoHa uHdmepgelicos) Ethernet, uHmep-
¢elica 2pynnsl Mopmos

Bug 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 157 — KomaHabl pexuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHtepdelicos

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
Mo ymMmoa4YaHuro
ip binding limit /imit BKNtOUNTL OorpaHuyeHune Konumyectsa DHCP-KAMEHTOB Ha NopPTy.
no ip binding limit limit (0..1024) BbIK/IIOUMTb OrpaHunyeHue konnvectsa DHCP-KineHToB Ha
nopry.

YcTaHOBNEeHHOe orpaHuMyeHne no Koaudectsy DHCP-kaneHTOB 6yaer pacnpocTpaHATbCA
TONbKO Ha HOBble 3anucu. PeKomeHayeTcA nepep, HaCTPOMKOM OrpaHUYEHUA OYUCTUTD
Tabaunuy Knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomoupto AaHHON (YHKUMM HACTPaMBaloTCA 3HAuYeHUA MAEHTUPUMKATOPOB WHTepdenca w
peTpaHcnaTopa npu KoHPurypuposaHum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHtudukatop umHTepdelica, ¢ KoToporo npuwen 3anpoc, remote-id — naeHTMdPUKaTop
peTpaHCcAATOpa, C KOTOPOro npuLesn 3anpoc.

Mpu BKAtoYeHUN GYHKLMK Ha uHTepdelice circuit-id n remote-id 6yayT BcTaBaaTbeA Bo Bcex VLAN, Ha
KoTopbix BKAtoueH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoveHmm 8 VLAN circuit-id n remote-
id 6yayT BcTaBNATbHCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdeicax.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (config) #

Tabnnuya 158 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
o ymoa4YaHuro
dcs information option [dhcp | BkntoumTb gobasneHume circuit-id + remote-id ana scex onuuii (1.e.
dhcpvé | pppoe-ia | dhcp- dhcp | dhcpv6 | pppoe-ia | dhcp-relay) anbo 3agaTb KOHKPETHbBIN
relay] enable -/BbIKNIOYEHO NPOTOKOAN AN BCTaBKM remote-id u circuit-id.
dcs information option [dhcp | BbIkntountb gobasneHne remote-id u circuit-id.
dhcpv6 | pppoe-ia] disable
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dcs agent-circuit-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cMmBonoBs/wabnoH
%h%i%v

YcTaHoBUTb circuit-id B dopmaTe cBOBOAHON CTPOKM, onpeseneH-
HOW nosib3osaTesiem. BO3MOXHO UCMO/Ib30BaHMeE WaboHOB.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpvé6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

HacTpowuTs circuit-id cornacHo pekomeHgaumam TR-101.

NpeHTndukatop:
- identifier — nponsBonbHan cTpoka 6e3 WwWabnoHOoB.
dopmar:

- pv — Homep nopta un VLAN;
- Sp — HOMep c/10Ta U NOpPTa;
- sV —Homep cnoTa u VLAN;
- Spv — HOmep cnoTa, nopta u VLAN.

Pasgenutenu:
identifier (1..48) -comma-—"“";
cumeonos/dopmar spy, | -dot—"";
pasaenutens std, - hash - “#”;
identifier NULL - semi-colon — “;”;
- slash —“/”;
-space—"“";
- std — “slot:port/vlan”.
V HauuHasa c Bepcumn 10.4.2, cnot umeet popmat Homep
IOHUTA, CNOT.
no dcs agent-circuit-id format- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBUTb dopmar circuit-id.
type {dhcpv4 | dhcpv6 | dopmartbl:
pppoe-ia | dhcpd-relay} {tr- - tr-101 — go6aBneHue circuit-id 8 opmate cornacHo pekomeHzaa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — pobasnexune circuit-id 8 ¢dopmate csoboaHOM
CTPOKM C BO3MOKHOCTbIO MCMO/b30BaHMA WabaoHOB.
JononHutenbHble NnapameTpbl:
- binary — gaHHbIY NapameTp yKasbIBaeT, YTO YMCOBbIE LWABIOHbI
Jtr-101 6yayT NnpeobpasosaHbl B popmat HEX.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcp4-
relay}

- add-subtypes — faHHbI NapameTp yKasblBaeT, YTo B UAEHTUDU-
KaTop 6yget nobasneH JONONHUTENbHbIM NoaTUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE n 4x-6aiitoBbit ans DHCPv6), B KoTopom
onpepgensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtTnduKatopa.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifer (1..63)
cMmBON0B/WAaBA0OH %M

YcTaHoBUTbL remote-id B popmaTte cBO6OAHOM CTPOKYU, Onpesenéx-
HOM nosb3osaTesieM. BO3MOXHO MCMO/Ib30BaHMeE LWabIoHOB.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

YcTaHoBUTb popmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id B popmate cBobogHOM
CTPOKM C BO3MOXKHOCTbIO MCMOb30BaHNA WabN0HOB.
[ononHuTenbHble NapameTpbi:

- binary — gaHHbI NapameTp yKasbiBaeT, YTO YNCNOBbIE LWABIOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapameTp yKa3bIBaeT, YTO B UAEHTUPHU-
KaTop byaeTt pobaBneH AONONHUTENbHbIA NoaTMN (2X-6aliTOBbIN
ona DHCPv4 n PPPoE w 4x-6aiTtoBbii ana DHCPv6), B KOTopom
onpegenaerca ¢opmat cTtpoku (ASCII-0x01, HEX-0x00) n anvHa
naeHTUdMKaTopa.

-/user-defined

no dcs remote-agent-id YCTaHOBUTb 3HaYE€HNE NO YMOAYAHUIO.
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-

relay}

Tabnunua 159 — LWabnoHbIl, 4OCTYNHbIE ANs HAacTpoiKu user-defined naeHtTudmkaTopos

LWa6noH OnucaHue

%a IP-appec. laHHbI WabnoH MoxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mma ycTpoicTea.

%p KopoTkoe uma nopra, Hanpumep, gil/0/1.

%P [nvHHoe umsa nopTta, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIl wabaoH moxkHo npeobpasosaTb B popmat HEX.

%u Homep toHuTa. JaHHbIN WabaoH MoXKeT 6biTb Npeobpa3osaH B popmaT HEX.

%S Homep cnoTa. [JaHHbIl WwWabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.

%i ifindex nopta. JaHHbIl WwWabnoH moxeT bbiTb NpeobpasosaH B dpopmat HEX.

%cC MAC-agpec aboHeHTcKoro ycTpoictea B popmaTte H-H-H-H-H-H-H. JaHHbIi WwabaoH moxKeT 6biTb Npeobpa-
308aH B popmat HEX.

%V NpeHTudumkatop VLAN. laHHbIN WabnoH moxeT 6biTb NpeobpasoBaH B popmaTt HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nutepdeica Ethernet:
console (config-if) #

Tabnnua 160 — KomaHabl pexxuma KoHdurypaumm nHtepoeiica Ethernet

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

YcTaHoBUTL circuit-id B popmate cBob6OAHON CTPOKM, onpesae-
NéHHoW nosb3oBaTeseM. Bo3MoXHO Ucnosib3oBaHuWe WabaoHoB..
[aHHaA HacTpoWiKa nmeeT NPUMOPUTET Nepes aHaA0rMYHOM F1o-
6asbHOW HacTponKon dopmarTa circuit-id.

dcs agent-circuit-identifer
circuit_id circuit_id: (1..63)
CMMBO10B/WwaboH

%h%i%v

no dcs agent-circuit-identifer YCTaHOBUTb 3HAYEHUSA MO YMONYAHUIO.

YctaHoBUTbL remote-id B popmate cBobOAHONM CTPOKMK, onpeae-
NéHHOWM nosb3oBaTtesieM. Bo3MOXHO 1cnosib3osaHme WwabaoHos.
[aHHasA HacTpoiKa MMeeT NPMOPUTET Nepes, aHal0rM4YHoM ro-
6anbHOW HacTpoikoi dopmaTa remote-id.

dcs remote-agent-identifier

remote_id .
- remote_id: (1..63)

cumB0n0B/WwabnoH %m

no dcs remote-agent-identifier YCTaHOBUTb 3HaYEeHUE NO YMONYAHUIO.
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dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

BKkntounTb gobasneHue circuit-id + remote-id g8 KOHKpPETHOro

npoToKona.

V BcraBKa circuit-id/remote-id gonkHa 6bITb OTK/AIOYEHA
rno6anbHo.

-/BbIK/IOYEHO

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

BbIkntounTb AobasneHne remote-id u circuit-id gna KoHKpeTHOro
npoToKona.

KomaHObI pexcuma KoHgu2ypauyuu uHmepagelica L2Vian

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 161 — KomaHzbl

pexnma KoHourypaumm nHtepdeica L2Vian

KomaHda

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

BKkatounTb gobasneHue circuit-id + remote-id ana KoHKkpeT-
HOro NPOTOKO/a.
V BcraBKa circuit-id/remote-id ponxHa 6bITb OT-
KAtoueHa rnobanbHo.

-/BbIK/IIOYEHO

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

BbikntounTb gobasneHne remote-id u circuit-id ana KoH-
KPEeTHOro NpoTokona

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnunua 162 — KomaHzbl

perxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show dcs-port-config

| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

[vlan vian_id]

[interface fastethernet fa_port

0T06pa3snTb TEKYLLYIO KOHOUIYPaLMIO MAEHTUOUKATOPOB remote-
fa_port: (1..8/0/1..24); | id u circuit-id gna nHtepdeiicos.
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

vlan_id: (1..4094)

show dcs-global-config

OT06pasuTb rnobanbHyto KOHGUTYpaumio naeHTuduKaTopa circuit-
id.

Mpumep Hactpoiikm DHCP Snooping Bo VLAN10 c¢ HacTpoikoih DCS-onuuii Ha uHTepdeince

Gigabitethernet 1/0/13.

console (config)# interface gigabitethernet 1/0/10

console (config-1if) #
console (config-if) #
console (config-if) #
console (config-1if) #
console (config) # ip

console (config-vlan)

port-security-state trusted
set port-role uplink
switchport mode trunk

exit

dhcp snooping

config) # vlan 10

# ip dhcp snooping

console (config) # interface gigabitethernet 1,/0/13

console (config-if) #
console (config-if) #
console (config-if)
console (config-if)
)

(
(
(
(
(
(
console (
(
(
(
(
(
(
console (config-if

#
#
#

switchport general allowed vlan add 10 untagged
switchport general pvid 10

dcs remote-agent-identifier enable

dcs agent-circuit-identifier "Sv Sp Sh"
dcs remote-agent-identifier

monn
0.
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Mpumep HacTpoiikm DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuuii ana scex MHTepdeincos B
dopmarte HEX.

console (config) # !
console (config) # interface gigabitethernet 1/0/10
console (config-if) # port-security-state trusted
console (config-if)# set port-role uplink
console (config-if)# switchport mode trunk
console (config-if)# exit
console (config) # ip dhcp snooping
console (config dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
(
(
(
(
(
(
(
(
(

console (config dcs remote-agent-id user-defined "$
console (config
console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 1/0/13

console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if)# switchport general pvid 10

#
#
#
#

)
) #
)
console (config)# dcs agent-circuit-id user-defined "$is%v"
)
)# !

)

4.21.4 3awuma IP-adpeca Knuedima (IP Source Guard)

®yHKUMA 3awmTbl IP-aapeca (IP Source Guard) npeaHasHaveHa gns dunbTpauumn Tpaduka, NPUHATOrO
C uHTepdeinca, Ha OCHOBaHMK Tabsmupl cooTBeTcTBuit DHCP snooping u cTaTMYeckux cooTBeTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard nossonseT 6opoTbecsa ¢ nogMmeHon IP-aapecoB B NakeTax.

V MocKkonbKy PyHKLUUA KOHTPOANA 3awuTbl IP-agpeca ncnonb3yet 1abaunubl COOTBETCTBUN
DHCP snooping, meeT cMbIC/1 UCMO/Ib30BaTb AaHHYIO GYHKLMIO, NpeaBapuUTeNbHO
HacTpouB u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnnua 163 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica Ethernet

3Ha4yeHue/3HayeHue no .
Komanda P Aelicmesue
{ip | ipv6} verify source port- Bkaountb  GyHKUMIO 3awmTbl  IP-uHTepdeiica ans
security nopta. Mocne BKAOYEHMA Ha UHTepdelice Bce 3anmcK
B Tabnuue IP Binding yctaHasnusatotca 8 TCAM B Ka-
-/BbiKnIO4EHO yecTBe paspeLuatoLLero npasuna.
no {ip | ipv6} verify source KomaHga yaansaet 3anucu 3 TCAM 1 OTKAKOYaET OT-
port-security bpacbiBaHMe IP-nakeToB Ha NOPTY.
{ip | ipv6} verify source port- OTkAounTL Nposepky VLAN-3arosioBKka B nMpuvHUMae-
security ignore-vlan MbIX nakeTtax gas IP Source Guard.
no {ip | ipv6} verify source /BriknIOdEHO BepHyTb npoBepKy VLAN-3arosioBka B NpMHUMaeMbIx
port-security ignore-vlan naketax gns IP Source Guard.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica L2VIan

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-vlan) #
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Tabnnuya 164 — KomaHabl pexmma KoHpurypaumm

nHtepdeiica L2Vlan

KomaHda
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

{ip | ipv6} verify source port-
security

-/BbIKNOYEHO

no {ip | ipv6} verify source
port-security

Bkatountb  GyHKUMIO 3awuTbl  IP/IPv6-uHTEpdEiica ans
VLAN. Mocne BKAOYEHMA HA MHTepdelice BCe 3anucK B Tab-
nuue IP Binding yctaHaBnuBsatotca 8 TCAM B KauecTBe pas-
peluatoLLero npasuna.

KomaHga yaanset 3anucu ns TCAM 1 oTKAtoYaeT oTbpachl-
BaHue IP/IPv6-nakeTos 8o VLAN.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunuya 165 — KomaHab! pexkunma Privileged EXEC

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vlan-id]]

OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdericax.

show running-config ip-source-
guard

OTo6pa3nTb KoHUrypauuto moayns IP source Guard.

4.21.5 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KOHTponA npoTtokosa ARP (ARP

Inspection) npegHasHayeHa A1 3alWMTbl OT aTaKk C

ucnonb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpaduka). KoHTponb
npoTtoKona ARP ocyuiecTBasieTca Ha OCHOBe CTaTU4eckux cooTseTcTenii IP- 1 MAC-agpecos, 3agaHHbIX Ans

rpynnbl VLAN.

’ ' MopT, ckoHPUryprUpoBaHHbIN «HegoBepeHHbIM» anA ¢yHKumu ARP Inspection, gonkeH
radR’ TaK}Ke 6bITb «HeaoBepeHHbIM» ana ¢pyHKkuum DHCP snooping nam coorsercteue MAC-agpeca
u IP-agpeca gna 3Toro NopTa AONXKHO 6bITb CKOHPUIYPMPOBAHO CTaTUUYECKU. MHaue faHHbIA
nopT He 6yaeT oTBeyaTb Ha 3anpocbl ARP.

V [Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTeBeTcTBUiA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM peXxnma rn

console (config) #

o0banbHoO KoHUrypaumu:

Tabnnua 166 — KomaHapl pexxkmma rnobanbHon KoOHGUrypaumm

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

ip arp inspection enable

BKAOYNUTBL KOHTPOb NpoToKona ARP (dyHKumio ARP Inspection).

-/BbIKNOYEHO
ip arp inspection disable

BbIKNHOUNTL KOHTPOAb NpoTokoia ARP (pyHKumio ARP Inspection).

ip arp inspection vlan vian_id vlan_id: (1..4094)/
BbIK/IIOYEHO

PaspewunTb NpoBepKy npotokona ARP, ocHoBaHHylo Ha 6a3e cooT-
setcTBuii DHCP snooping, B BbiI6paHHoM rpynne VLAN.
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no ip arp inspection vlan
vlan_id

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6a3e cooTBeT-
ctBuit DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneunduyHble NPOBEPKU A5 KOHTPONA MPOTOKOAA
ARP.

- srcmac: na ARP-3anpocoB 1 0TBETOB NPOBeEpPAETCA COOTBETCTBUE
MAC-agpeca B 3aronoeke Ethernet MAC-agpecy MCTOYHMKA B CO-
Aepxumom npotokona ARP.

- dstmac: [na ARP-oTBeTOB npoBepseTca cooTseTcTBne MAC-ag-
peca B 3aronoBke Ethernet MAC-agpecy HasHauyeHUA B COAEPKU-
mom npoTokona ARP.

- ipaddr: MpoBepseTca copgepxumoe ARP-naketa Ha Hanuume He-
KOppeKTHbIX IP-agpecos.

3anpeTutb cneunduryHble NPOBEPKU 418 KOHTPOAA NpoToKoia ARP.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 167 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show ip arp inspection globals

OT106pa3nTb cucTeMHyto KoHdUrypaumio dyHKLMKM KoHTpona ARP
npoToKona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

OTob6pasunTb cnucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.

show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| twopointfivegigabitethernet

| tengigabitethernet} interface

| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTMKY ANA CAefyloWMX TUMNOB MaKeToB, KoTopble
6b111 06paboTaHbl Npy Nnomowm dyHKUUKM ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmnbKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OunCTUTL CTaTUCTUKY KOHTPOANA NpoToKosa ARP Inspection.

4.21.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuMAa MAC Address Notification no3sonseT otcnexunsatb NoABAeHUE U UCHE3HOBEHME AKTUBHOIO
0bopynoBaHUSA Ha CETU MyTemM COXpaHeHus wuctopum usydeHms MAC-agpecos. Mpu obOHapyKeHUK
M3MeHEeHU B cocTaBe M3yyeHHbix MAC-agpecoB KOMMYTATOp COXpaHseT uHdopmaumto B Tabavue wu
nssewaer o6 3ToM C MNOMOLLBbIO coobLWeHni npoTtokona SNMP. ®yHKUMA MMeeT HacTpamBaemble
napameTpbl — rybuHa UCTOPUM O COBBLITUAX U MUHMMANbHbIN MHTEPBAN OTNPaBKM coobeHunin. CepBuc
MAC Address Notification oTKAtO4YEH NO YMOAYAHUIO M MOXKET ObITb HACTPOEH BbIBOPOYHO A5 OTAENbHbIX

NopTOB KOMMYTATOPA.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypauumu:

console (config) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

161




HELTEX

Tabnunua 168 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3HayeHue/ 3HayeHue
no ymon4yaHuro

KomaHda

Aelicmeue

mac-address-table notification
change

-/BbIK/IOYEHO

no mac-address-table
notification change

KomaHza npeaHasHayeHa s rnobanbHoOro ynpasneHus GpyHK-
umeit MAC notification. KomaHga paspelaeT perucrpaumio co-
6bITI gobasneHuns n yganeHus MAC-aapecos 13 Tabanu, Kom-
MyTaTopa W OTNPaBKY yBEAOM/IEHWNA O COBbLITUAX.

Ona paboTbl GyHKUMM HEOBXOAMMO AONOAHUTENLHO paspe-
WaTb reHepaLmio yBeOM/IEHUI Ha UHTepdelicax (CMm. HUKe).

Bbikntountb pyHKumio MAC notification rno6anbHo M OTMEHUTb
COOTBETCTBYHOLIME HACTPOMKKN Ha BCex MHTepdeicax.

mac-address-table notification
change interval value

value: (0..604800)/1

no mac-address-table
notification change interval

MaKcuManbHbI NPOMEXKYTOK BPEMEHU MEXKAY OTnpaBKamu
SNMP-yBegomnenuin. Ecnv 3HaueHWe WHTepBana BPEMEHM
paBHO 0, TO reHepauusa yBe4OMNEHUI U COXpaHeHWe cobbITUi
B UCTOPUIO ByAET OCYLLEeCTBAATLCA HEMEANEHHO MO Mepe BO3-
HUKHOBEHMA COObITM 06 WM3MEHEHUM COCTOAHWUA Tabauubl
MAC-agpecos. Ecnv 3HaueHWe MHTepBana spemern 6onbuie O,
TO YCTPOWCTBO ByAeT HakanAneaTb cobbITUA 06 U3MeHeHUn co-
cToAHMA Tabanubl MAC-aapecoB B TeYEHWE 3TOrO BPeMEHW, a
3aTem OTNpPaBAATb yBeaomneHmna npotokona SNMP u coxpa-
HATb COBBITUA B UCTOPUU.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

mac-address-table notification
change history value

value: (0..500)/1

no mac-address-table
notification change history

KomaHaa 3afaeT makcMmaibHOe KoIMYecTBo cobbitnii 06 13-
MEHEHUU COCTOAHUA Tabamubl MAC-afpecoB, KOTOpoe CoXpa-
HAeTcA B UCTOpUK. Ecnm ycTaHOBNEH pasmep UCTOPUM PaBHbIN
0, TOo cobbITMA He coxpaHawTca. Mpu nepenonHeHnn bydepa
nUcTopun Hosoe cobbiTe NomelLaeTcd Ha MecTo Camoro CTa-
poro.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

logging events mac-address-
table change

- -/BbIKNIOYEHO
no logging events mac-address-

table change

BKAOUYMTL OTNPABKY TPAMoB B Syslog 0 cObbITUAX U3yYeHUa nam
yaanenuna MAC-agpecos.

BbIKNOUMTL OTMpPaBKY Tpanos B syslog o cobbiTuAx U3yyeHus
nnu yaaneHma MAC-agpecos.

mac-address-table notification
flapping

BkntoumTb oTcnexkunsaHne MAC Flapping.

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

-/BKNOYEHO -
no mac-address-table Bbikntountb otcnexxunsaHme MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHune MAC Flapping.
table flapping
- -/BKAKOYEHO -
no logging events mac-address- Bbikntountb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BKOUMTL reHepaLumio yBefOMAEHUI Npu 6NOKMpPOBKe NopTa
errdisable {storm- no cobbITuam:
control|loopback-detection| - loopback-detection — 06HapykeHue netens;
udid} - udld — aktMBauwms 3awmTsbl UDLD;
-/BKAIOYEHO - storm-control — wWunpokoBeLaTeNbHbIN LWTOPM.

OTKNOUUTb reHepaLuio yBeJoMAeHUiA Ha uHTepdelice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnmua 169 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
snmp trap mac-address-table BKNOUNTL reHepauumio yBeAOMIEHUA HA KaXKAOM MHTep-
change [learnt | removed] delice o cobbITUAX N3MeHeHus cocToaHnAa MAC-agpecos.
- learnt — ysegomneHusa 06 nsyuennn MAC-agpecos;
-/BbIK/IOYEHO
- removed — yBegomneHua 06 yganeHnn MAC-agpecos.
no snmp trap mac-address-table OTK/OYUTL reHepaLmio yBeAOMIEHUIN Ha uHTepdelice.
change [learnt | removed]

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexxume Privileged EXEC:
console#

Tabaunua 170 — KomaHgb! pexkumma Privileged EXEC

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMOAYaHUIo
show mac-address-table OTobparkeHne BCcex yBegOoMNEHUI 06 MU3MEHEHUN COCTONA-
notification change history i HUA MAC-agpecoB, COXPaHEHHbIX B UCTOPUN.
show snmp-server traps - MpocmoTp cobbITUiA, MPKU KOTOPbLIX TeHEPUPYIOTCA TPanbI.

4.21.7 MpoeepKa nodaAUHHOCMU KAUeHma Ha ocHoee nopma (cmaHdapm 802.1x)

AyTeHTUOMKaLUMA Ha oOcHoBe cTaHgapTa 802.1x obecneynBaeT npoBepKy MNOAJMHHOCTU
nosib30BaTeIen KOMMYTATOPA Yepes BHELWHMWI CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKNHOYEH K/NEHT.
Tonbko ayTeHTUOUMUMPOBAHHbIE M aBTOPM3OBaHHblE MOJ/Ib30BATE/IM CMOFYT nepefasaTb M MPUHUMATb
AaHHble. [MpoBepKa NOAAMHHOCTM NOJib30BaTeNe NOPTOB BbinonHAeTcA cepsepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06anab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHOUrypaumm:
console (config) #

Tabnnuya 171 — KomaHabl pexkmma rnobanbHo KoHUrypaumm

3HayeHue/3HayeHue .
KomaHda Aeilicmeue
Mo ymMmoa4aHuro

shutdown dot1x BbIKkntounTb Moaynb dotlx.

-/MopyNb BKAOYEH
no shutdown dot1x BKntounTtb moaynb dotlx.
dotlx system-auth-control BKNtounTb pexkum ayTeHTudMKaumm 802.1x Ha KommyTaTope.
no dotlx system-auth- -/BbIKNIOYEHO BbIKNOUNTL pexknm ayTeHTUudUKaumm 802.1x Ha KommyTaTope.
control

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nutepdeica Ethernet:

console (config-if) #
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Tabnnuya 172 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx host-mode {multi-host PaspewnTb HaIMuMe HECKONIbKUX KIMEHTOB Ha aBTOPU3NPOBAH-
multi-session . Hom nopTy dotlx:
I } -/multi-host pTy

- multi-host — HeCKO/IbKO K/IMEHTOB;
- multi-session — HeCKo/1IbKO ceccui.

dotlx max-req number

no dotlx max-req

number: (1..10)/2

YCTaHOBUTb MaKCMMaNbHOE YMCNO NOMbITOK NepeAayn 3anpo-
COB NpoToKoia EAP-kaneHTy nepes HOBbIM 3anyCKOM npoLecca
NpPOBepPKN NOAJMHHOCTY.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

Hactpoutb ayteHTUdMKaumio 802.1X Ha MHTepodeiice.
PaspewnTb py4HOl KOHTPOb 33 COCTOSAHMEM aBTOPU3ALLUM
nopra.

- auto — nucnonb3osatb 802.1X gnA U3MEHEHUNS COCTOAHMA KNU-
€HTa MmeXX[y aBTOPU30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntoyaTb ayteHTMOUKaumio 802.1X Ha
nHTepoelice. Mepexos NopTa B aBTOPU30BaHHOE cocToAHME be3
ayTeHTUdUKaumm;

- force-unauthorized — nepesog nopTa B HEaBTOPM30BaHHOE
cocTosiHne. IrHopupytoTca BCe NOMbITKM ayTEHTUOUKALNMN KU-
€HTa, KOMMYTaTOp He NPeAoCTaBAAET CePBUC ayTEHTUDMKALUM
AN1A 3TOro nopTa.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

dotlx auth-method {802.1x |
mac}

no dotlx auth-method

-/802.1x + mac

Bbibop meTona ayTeHTUGMKaumu:

- mac — BK/IlOYaeT ayTeHTUPUKALMIO, OCHOBAHHYO Ha MAC-ag-
pecax;

- 802.1x — BKNtOYAET ayTeHTUMKALMIO, OCHOBAHHYIO Ha 802.1x.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3aAaTb MaKCMManbHOE KOJIMYECTBO NOMbITOK aBTOpU3auun ana
K/IMeHTa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx reauthentication

no dotlx reauthentication

-/BbIK/IOYEHO

BK/IIOYMTbL NEPUOLMYECKME MOBTOPHbIE MPOBEPKMU
NoAJ/IMHHOCTY (NepeayTeHTUUKALMIO) KNKEHTa.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTb NEpUOA, B TeYEHUE KOTOPOro KOMMYTATOP OCTaeTcs
B COCTOSIHUM MO/IYAHUA NOC/E HeyAauYHOW NPOBEPKM NOAANH-
HOCTH.

B TeueHne nepnosa MoAYaHMA KOMMYTATOP He NPUHUMAET U
He MHULMUPYET HUKAKUX ayTEHTUDUKALMOHHBIX COOBLLEHWIA.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3zaTb MPOMENKYTOK BPEMEHM, MO UCTEYEHUMN KOTOPOTO KOM-
MyTaTop NonpobyeT peayTeHTUPULMPOBATL KANEHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YcTaHoBUTb nepunos, B Te4eHne KOToporo KOMmMyTaTop OXKun-
AaeT oTBeTa OT cepBepa ayTeHTVI(bVI Kayun.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCcTaHOBUTb NEPUOA MeXAy NOBTOPHbIMK NepegadaMu 3anpo-
coB npoToKkona EAP-knneHTy.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKaszaTb MPOMEKYTOK BPEMEHM, B TEYEHNE KOTOPOro KOMMYTa-
Top oXuaaet oTBeta Ha EAP-3anpoc/Kaap naeHTMdMKaLmm ot
KAveHTa.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWIO.
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dotlx guest-vlan vian_id

no dotlx guest-vian

vlan_id: (1..4094)/
BbIKNHOYEHO

Onpegenutb roctesyto VLAN.
OTKpbIBaeT HeaBTOPM30BaHHbIM NOb30BaTENAM UHTEpdelica
poctyn K roctesoli VLAN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx unauthenticated-vlan
vlan

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpepenntb HesapernctTpupoBaHHyto VLAN.
OTKpbIBaeT nosb3oBaTensam uHtepoeica goctyn Kk VLAN, ecam
cepsep ayTeHTUOUKALUN HEJOCTYMNEH.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

dotlx radius-attributes vlan
[optional]

no dotlx radius-attributes
vlan

-/BbIK/IOYEHO

BKkntoumTb 06paboTky onumm Tunnel-Private-Group-ID (81) B co-
obuweHunax RADIUS-cepBepa.

- optional — paspewunTb ayTeHTUOMKALMIO KTMEHTA, EC/IU B COO6-
weHusax RADIUS-cepsepa otcytctByeT onuua Tunnel-Private-
Group-ID (81).

BbIKntounTb 06paboTKy onummn Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-type]

no dotlx local-database
username

username: (1..20)
CUMBOJIOB;
password: (1..20)
CUMBO/IOB;
auth-timeout: (1-7200)

[o6aBuTb B N0KanbHyo 6a3y gaHHbIX MHGOPMaLMIO O
nosnb3oBsaTene.

Y8anute MHGOpMaLMIo 0 NoAb30BaTeNEe U3 NOKAbHOW 6asbl
[AaHHbIX.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 173 — KomaHgbl pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OCyL,ecTBUTb BPYYHYH NOBTOPHYIO NMPOBEPKY NOAJMHHOCTU YKa-
3aHHOrO NopTa B KOMaHae.

show dotlx

MoKa3aTb KoHdUrypauuio dotlx.

show dot1x all

Moka3saTb KoHbUrypaumio dotlx ansa Bcex MHTepdeincos.

show dot1x interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKa3aTb HacTpolikK npoTokona 802.1x Ha UHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKkasaTb napameTpbl ceccun dotlx mo BCcem mac-agpecam mau
Nno KOHKPeTHOMYy mac-agpecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKasaTb NnapameTpbl ceccum dotlx No NopTam MUK NO KOHKPET-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKa3aTb CTaTUCTUKY 0bMeHa nakeTamu dotlx Ha uHTepdelice.
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[Mpumep 8KAOYEHUA pexcuma aymeHmugukauyuu 802.1x Ha Kommymamope

Ncnonb3osaTtb RADIUS-cepBep g NpOBEPKMN NOAJINHHOCTU KNNEHTOB Ha MHTepdeincax IEEE 802.1X. Ons 8
uHTepdelica Ethernet ucnonbsosatb pexum ayreHTUdMKaumm 802.1x.

console# configure terminal

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 1/0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHkyuu IPv6 RA Guard

®yHKuma IPv6 RA Guard npegocTtasaseT 3aluTy OT aTak, OCHOBAHHbIX Ha Paccbl/iKke NoAAe/bHbIX Ma-
ketoB Router Advertisement, paspeLuas OTCbIIKY COOBLLEHNI TONBKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bupa 3anpoca KOMaHAHOM CTPOKM PeXkMma rnobasibHOro KOHPUrypnupoBaHus:
console (config) #

Tabnunua 174 — KomaHabl pexkmma rnobasbHOro KoHGUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MO,CI,y}'Ib BKO4YeH

OTKAtounTb paboty moayns IPv6 RA Guard Ha ycTpolicTse.

' JaHHaA KomaHAaa oTKAouaeT paboty moayna IPv6

H RA Guard c 6e3Bo3BpaTHbIM yganeHuem BcCeX
HacTpoek 6s10Ka IPv6 RA Guard.

BkatounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspelnTs KOMMYTaTOpPy KOHTPOJMPOBaHWE MOCPEACTBOM
dyHKumm IPv6 RA Guard.

BbikntoyeHue ¢pyHKuum IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3aaTb 1 ckoHUrypuposaTb policy IPv6 RA Guard.

Ypanute policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3paTb 3anucb B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anuch B cnmcke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3paTb 3anuchb B cnucke goctyna RA Guard Ha ocHose IPv6-
npedukca.

YaanuTb 3anuch B cnmcke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

no ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3paTb 3anucb B cnucke goctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

Ypanutb 3anucb B cnuncke goctyna RA Guard.
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KomaHObI pexcuma 2106aa6Ho020 KOHu2ypuposaHus policy IPv6 RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKMK pexnma KoHdurypmuposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnunuya 175 — KomaHgb! pexkuma KoHdurypuposaHua policy IPv6 RA Guard

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
ymon4yaHuro
device-role {host | router} Bbi6op pexkuma paboTbl nopTa.
Jhost - host — 6510knpoBKa Bcex Bxoaawmx RA-coobuieHnit;

- router — dunbTpauma RA-coobuieHuli B COOTBETCTBUM C

HaCTPOEHHbIMM NPaBUNaMK.
other-config flag {on | off | YnpasnaTtb O-6utom B RA-CO06LLEHMAX.

-/none

none}
managed-config flag{on | off /none Ynpaenate M-6utom B RA-coobuieHnsx.
| none}
router-preference {low | me- /none YnpasnaTb nonem router-preference 8 RA-coobuieHumnx.

dium | high | none}

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyuwiectBuTb NpuBAa3sky acl K policy IPv6 RA Guard.

Ypanutb npusasky acl K policy IPvé RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuUTb dunbTpaunto coobuweHnin IPv6 RA Guard no
npedukcy.

Yaanutb ¢punbtpaymio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ibve_prefix_id

no match rag-src-ipv6-list

ipv6_prefix_id: (1..100)

OcyuwectBuUTb dunbTpaumnto coobuweHnin IPv6 RA Guard no
IPv6-npedukcy.

Yaanutb ¢ounstpaumto coobuieHnit IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUrypuposaHua nHtepdeiica:

console (config-if) #

Tabnnua 176 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BbIKOYEHO

PaspewnTb KomMmyTaTopy KOHTpOMpoBaHue GyHKuuKM IPv6 RA
Guard Ha uHTepodeiice.

Bblkntountb PpyHKumMto IPv6 RA Guard Ha nHTepdelice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonyaHuio Bce NopTbl

[106aBUTb NOPT B CMUCOK JOBEPEHHDIX.

ABnAoTCA untrusted

Ypanute nopt us trusted-list.

ipv6 nd ra-guard attach-
policy policy_id vlan {add |
remove | none} vian_list]

no ipv6 nd ra-guard attach-

policy policy_id

policy_id: (1..65535);
vlan_list: (1..4094)

MpuBasaTb ckoHOUrypupoBaHHbIi policy IPv6 RA Guard K uH-
Tepdelicy.

Yaanuts policy IPv6 RA Guard Ha uHTepodelice.

KomaHOwbl pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnnua 177 — KomaHgb! pexunma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

MokasaTtb HacTpoliku IPv6 RA Guard Ha uHTepdeicax.

show ipv6 nd ra-guard policy

[policy_id] policy_id: (1..65535)

MokasaTb HacTpolikmM noantuk IPv6 RA Guard.

show ipv6 nd ra-guard global -

Moka3saTb rnobanbHble HacTpoiku IPv6 RA Guard.

4.21.9 Hacmpoiika ¢pyHKkyuu IPv6 ND Inspection

®yHKumA IPv6 ND Inspection npeaocTaBaseT 3aLmTy OT aTaK, OCHOBAHHbIX Ha PacCbl/iKke NOAAENbHbIX
Neighbor Advertisement, pa3peLlan OTCbIJIKY COOOLLEHUI TONBKO C A4OBEPEHHbIX MOPTOB UAN NMPU COOTBET-

CTBUU NaKeTa HaCTpOEHHOVI nonNTUKe.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoOHGUryprupoBaHua:

console (config) #

Tabnuua 178 — KomaHapl pexkmma rnobanbHOro KoHUrypuposaHmsa

KomaHda
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

shutdown ipv6 snooping

-/MoAynb BK/IKOYEH

no shutdown ipv6 snooping

OTkAtounTb paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
[aHHaa KomaHAaa oTkAlouyaeT paboty moaynsa IPve
' RA Guard u IPv6 ND Inspection ¢ 6e3Bo3BpaTHbIM
o yAaneHuem Bcex HacTpoek 610ka IPve RA Guard u
IPv6 ND Inspection.

BkatounTb paboty mogyns IPv6 ND Guard Ha ycTpolicTse.

ipv6 nd inspection

- - - -/BbIK/OYEHO
no ipvé6 nd inspection

Bkntountb dyHKuMio IPv6 ND Inspection.

BbikntoveHune ¢pyHKumio IPv6 ND Inspection.

ipv6 nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanute policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Hum src ipv6-prefix B 3aronoske IPv6.

ipvé nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.
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no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target mac-addr B 3aronoske ICMPv6.

KomaHObI pexcuma KoHgu2ypuposaHua policy IPv6 ND Inspection

BuA 3anpoca KoMaHAHOWM CTPOKM pexnma KoHdurypmposaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnnua 179 — KomaHgbl pexkuma koHdurypuposaHua policy IPv6 ND Inspection

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
override-flag {on | off | OnpeaennTb 3Ha4YeHue pnara override 8 NA-coobLLeHMsX.
none} -/none
router-flag {on | off | none} -/none Onpeaenntb 3HaveHue dnara router 8 NA-coobLieHNAX.
solicited-flag {on | off | Jnone OnpeaennTb 3HayeHwue dnara solicited B NA-cooblieHunx.

none}

match src-addr-acl src-addr-
acl_num

src-addr-acl_num:

no match src-addr-acl src-
addr-acl_num

(1..65535)

OcyuwectBuTb NpueaAsKy src-addr-acl kK policy IPv6 ND Inspec-
tion.

Yaanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

tgt-addr-acl_num:

no match tgt-addr-acl tgt-
addr-acl_num

(1..65535)

OcyuectBuTb NpuBasky tgt-addr-acl k policy IPv6 ND Inspec-
tion.

Ypanutb npusasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:

no match tgt-mac-acl tgt-
mac-list_num

(1..65535)

OcyuectBuTb NpueasKy tgt-mac-acl K policy IPv6 ND Inspec-
tion.

Ypanutb npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM permMma KOHOUrypuposaHua nHtepdeica:

console

(config-if) #

Tabnnua 180 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IOYEHO

Bkntoumtb PpyHKUMIo IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb GpyHKUMIo IPv6 ND Inspection Ha uHTepdelice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopTbl

[106aBUTb NOPT B CMUCOK JOBEPEHHDIX.

ABnAoTCcA untrusted

Ypanutb NopT U3 CNUCKa J0BEPEHHbIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpuBa3aTb CKOHGUrypupoBaHHbIl policy IPv6 ND Inspection K
MHTepoeWncy.

MonutnKa He moxKeT 6bITb NPUBA3aHa K UHTepdeiicy,
= HaxoAALeMycs B CIUCKe A0BEPEHHbIX NOPTOB.

Ypanute policy IPv6 ND Inspection ¢ untepdelica.
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KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpoKM B pexxume Privileged EXEC:
console#

Tabanuya 181 — KomaHgb! pexknma Privileged EXEC

3HayeHue/3HayeHue
o ymon4YaHuro

KomaHoa Aelicmeue

show ipv6 nd inspection Moka3aTb HacTpoliku IPv6 ND Inspection Ha uHTepdericax.
[interface fastethernet

fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet

two_port | tengigabitethernet
te_port | port-channel group ]

show ipv6 nd inspection policy MoKas3aTb HacTpolikmn noantuK IPv6 ND Inspection.

policy_id: (1..65535)

[policy_id]

show ipv6 nd inspection src- src-addr-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection src-addr-acl.
addr-acl [src-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTtb HacTpolikm IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-acl_num: Moka3saTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global - Moka3saTtb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.22 ®dyHKkuuu DHCP Relay nocpegHuKa

KommyTatopbl nogaepmeatoT dyHKUMmM DHCP Relay areHTa. 3agadeit DHCP Relay areHTa aBnaetcs
nepenaya DHCP-nakeToB OT KAWEHTa K cepBepy M 0bpaTHO B cnydae, ecnn DHCP-cepBep HaxoauTca B 0AHOM
CeTW, a KAWEHT B Apyroi. [pyroi ¢pyHKumMen asnsetcs pobasneHmMe AONOAHUTENbHbIX onuuii B8 DHCP-
3anpocbl KAneHTa (Hanpumep, onumm 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMyTaToOp NPUHUMAET OT KaneHta DHCP-
3anpocbl, NepeaaeT 3TW 3aNPOChl CEPBEPY OT UMEHU KNMEHTa (0CTaBAAA B 3anpoce onuun ¢ Tpebyembimu
KAMEHTOM MapamMeTpaMm W, B 3aBUCMMOCTM OT KOHOUrypaumm, nobasnss cson onumm). Moayyums oTBeT oT
cepBepa, KOMMYTaTOp NepeaaeT ero KANeHTY.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoOHPUrypaumu:

console (config) #

Tabnnua 182 — KomaHabl pexmma rnobanbHol KoHUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMon4YaHuto
ip dhcp relay BkntounTb pyHKumMio DHCP Relay areHTa Ha KommyTaTope.
Ecnn DHCP Relay BKatoueH rno6anbHO, HO He BK/AKOYEH Ha
-/BbIKNIOYEHO V otaenbHbiX VLAN, To Relay 6yaet paboTtaTtb Ha BCeX aKTUB-
HbiX VLAN.
no ip dhcp relay Bbikntountb dyHKuMo DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apatb IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
[source-port src_port] src_port: (1..65535); areHTa.
[destination-port dst_port]
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no ip dhcp relay server ip_add

dst_port: (1..65535);
MoxkeT 6bITb 334aH0 A0
nATU cepBeposB

Yaanuts IP-agpec us cnvucka DHCP-cepsepoBs gna DHCP Relay
areHTa.

KomaHOb! pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabanuya 183 — KomaHabl pexkmuma KoHpurypauum VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

ip dhcp relay

no ip dhcp relay

-/BbIK/IIOYEHO

Bkntountb ¢yHKumMio DHCP Relay areHTa ana KoHourypupyemoro
VLAN.

Bbikntountb ¢yHKumio DHCP Relay areHta gna kKoHburypupyemoro
VLAN.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 184 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | vlan vian}

fa_port: (1..8/0/1..24);

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..11);
vlan: (1..4094)

OT06pasnTb KoHOUrypaunto HacTpoeHHon ¢yHKumMm DHCP Relay
areHTa g8 KOMMYTaTopa M OTAE/NbHO A5 MHTepdencos, a TakKe
CMWCOK AOCTYMNHbIX CEPBEPOB.

show dhcp server

OT06pasnTb CNUCOK JOCTYMHbLIX CEPBEPOB.

4.23 KoHdurypaumua DHCP-cepBepa

' dyHKUMA noppep)KMBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
- MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,

MES3400-48F, MES3710P.

DHCP-cepBep OCyWECTBASET LLEHTPaAN30BaHHOE yrnpaB/ieHMe CeTeBbIMW aApecammn M COOTBeT-
CTBYIOLLMMMN KOHOUTYPALMOHHBIMM NapameTpamu, aBTOMaTUYECKM NPeaoCTaBAAA MX KAMEeHTam. ITo
no3sBosseT usbexaTb PyYHON HACTPOWKM YCTPOMCTB CETU M YMEHbLLAET KOJIMYECTBO OLUIMBOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobecreeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kKak DHCP-cepBep. B cnyyae ecnm DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET

pabotatb c DHCP Relay.

KoHourypuposaHue onumii DHCP-cepBepa BO3MOXKHO Kak U3 pexuma r1ob6anbHOM KOHGUrypauum,
TaK 1 U3 pexknuma KoHpurypmposaHuna DHCP-nyna agpecos. B pexkume KoHourypmposaHus DHCP-nyna aa-
pecoB ecTb BO3MOXHOCTb HaCTPamBaTb CTaTUYECKME 3anuncK.
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v/

Mpu opHOBpemeHHO HacTpoiike 3HaueHuit onuuit DHCP-cepBepa B pexkume rnobanbHom
KoHdurypaumm, pexxume KoHpurypmuposaHua DHCP-nyna agpecoB u HacTpoiike host-

3anucei Bblgaya onuuii byaeT ocyl,ecTBAATLCA B COOTBETCTBMU CO CeAYIOWUM Npuopute-

TOM:

1. Hactpoiika ctatuuecKkoii 3anucm.
2. Hactpoiika gna pool.
3. Tno6anbHanA HaCTPoOiiKa.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasbHoM KOHPUrypaumm:

console (config) #

Tabnunua 185 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip dhcp server

no ip dhcp server

-/BbIKNOYEHO

BkntoyeHune dpyHKunmn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne dpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonos

Bointn B pexum koHodurypauumn DHCP-nyna agpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna agpecos;

- name —nma DHCP-nyna agpecos.

MakcumanbHo gonyctumoe Konumdectso DHCP pool
= yKasaHo B TabnuueTabavua 9 9.

Ypanute DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHavaTb
ona DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec Anana3oHa;

- high-address — KoHeuHbI# IP-agpec gManasoHa.

Ypanutb IP-agpec U3 cnmcka UCKAYeHW A8 Ha3HAYeHus ero
DHCP-knneHTam.

ip dhcp server bootfile name

no ip dhcp server bootfile

filename: (1..64)
CMMBO/I0B

YKaszaTtb ums daina, cnoib3yemoro 418 Ha4yaibHOM 3arpysKku
DHCP-knuneHTa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo ymonYaHuIo CNncok
MapLUpPyTU3aTOPOB He
onpeaeneH

OnpenenvTb CMUCOK MapLIpyTM3aTOPOB MO YMONYaHWUIO O/15
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapwpyT13aTopos, Mo-
YKET coaepKaTb A0 8 3anunceit, pasgeneHHbix npobenom.
IP-agpec maplipyTUusaTopa A0NXKEH ObiTb B TOM e
e NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo yMon4YaHWUio CNUCOK
DNS-cepBepoB He
onpegeneH

Onpegenntb cnucok DNS-cepBepoB, A4OCTYNHbIX ANA KAUEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbIx Npobesom.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBOJI0B

Onpegenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

ip dhcp server netbios-name-
server ip_address_list

Mo ymonyaHuio cnncok
WINS-cepsepoB He
onpegeneH

Onpepenntb cnnucok WINS-cepsepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MmoKeT
cofepKaTb A0 8 3anuceld, pasaeneHHbix Npobesom.
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no ip dhcp server netbios-
name-server

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ip dhcp server netbios-node-
type {b-node [ p-node | m-
node | h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH

Onpeaenntb TMn y3na NetBIOS Microsoft ansa knventos DHCP:
- b-node — lWMpOKoBeLaTeNbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbIN.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3osatb ana ykasaHua DHCP-knuneHTy agpeca cepsepa
(kak npaBwuno, TFTP-cepBepa), C KOTOPOTo AOJIXKEH BbITb NoNY-
YeH 3arpy3oydHblii dai.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymonuyaHuio cnmucok
cepBepoB He onpeaesneH

OnpenenuTb CNUCOK CeEPBEPOB BPEMEHU, AOCTYMHbIX ANA KAU-
eHToB DHCP.

- ip_address_list — cnncok IP-agpecoB cepBepoB BpeMeHU, Mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo ymonuyaHuio cnmucok
SIP-cepBeposB He
onpeaeneH

Onpegenuntb cnncok SIP-cepsepoB, AOCTYNHbIX ANA KAUEHTOB
DHCP.

- domain_name_list — cnucoK AOMEHHbIX MmeH SIP-cepsepos,
MOXET coAepKaTb 40 2 3anucel, pasaeneHHblXx npobenom.
MakcrmanbHaa ganHa CTPOKN — 125 cMmBONOB.
-ip_address_list —cnucok IP-agpecoBs SIP-cepBepoB, MOXKET co-
OeprKaTtb 4o 8 3anucen, pasgeneHHblx npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBOJ/I0B

Onpegenntb COOTBETCTBUE MEXAY OnpeaeneHHbIMN ONUMAMU
DHCP ¢ KOHKpeTHbIM BEHAOPOM.

YCTaHOBUTb 3HaYEeHME N0 YMOHYAHWUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

Hactpoutb onummn DHCP-cepsepa.

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HauyeHwue;

- ascii_string — cTpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4Yasnx
MOKEeT coaep»KaTb 4o 8 3anuceit);

- hex_string — cTpoKa B WwecTHaguaTepuiHom bopmare.

Ypanutb onumun ana DHCP-cepsepa.

ip dhcp server offer-reuse
time

no ip dhcp server offer-reuse

time: (1..120) cekyHz,

3apatb Bpemsa, B TeyeHne kotoporo DHCP-cepsep oxupaet
DHCP REQUEST oT KAneHTa, npexae 4em NoBTOPHO OTNPaBUTb
OFFER.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

ip dhcp server ping-packets

no ip dhcp server ping-packets

-/BbIK/IIOYEHO

Bkntountb nepepadvy ICMP-3anpocoB Ha HasHayaembli |IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb aApeca, Npexae Yem OH
6yaeT HasHayeH DHCP-KknueHTy.

YCTaHOBUTbL 3HaYeHune no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoHurypaumnm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test
console (config-dhcp) #
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Tabnnuya 186 — KomaHabl pexkmma KoHpurypaumum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

no network

3a4aTb AMana3oH BblAaBaeMbIX afpPecoB 1A YKa3aHHOTo
DHCP-nyna.

- network_number — |P-aapec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec Anana3oHa aapecos;
- high_address — koHeuHbIW |IP-agpec gManasoHa aapecos;
- mask — macKka noaceT.

Yaanutb gnanasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

no lease

-/1 peHb

Bpemsa apeHgbl IP-agpeca, KoTopoe HasHavyeHo oT DHCP.
- infinite — Bpems apeHapl He orpaHUYeHo;

- days — Konn4yecTso AHew;

- hours — KONMYecTBO Yacos;

- minutes — KOIMYECTBO MUHYT.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

Ykasatb IP-agpeca, kotopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV IP-agpec grManasoHa.

Ypanute IP-agpeca u3 cnucka UCKAIOYEHUN AR Ha3HAYeHUA
ero DHCP-knueHTam.

bootfile filename

no bootfile

filename: (1..64)
CMMBO/IOB

YKazaTtb umsa $paina, UCnonb3yemoro A1 Ha4a/IbHOM 3arpysKu
DHCP-KknueHTa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

default-router ip_address_list

no default-router

Mo ymonyaHuto cnucok
MapLIpyTU3aTOPOB He
onpeaeneH

OnpenenvTb CNUCOK MapLIPyTM3aTOPOB MO YMONYaHUIO s
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecos mapLipyT13aTopos,
MOXKET CoAeprKaTb A0 8 3anucei, pasgeneHHblx npobenom.
IP-agpec mapLpyTu3aTopa AoNKeH 6bITb B TOM XKe
e NoACeTH, YTO U KJNEHT.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuto cnncok
DNS-cepsepos He
onpepaeneH

Onpegenutb cnucok DNS-cepBepoB, AOCTYMHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, MoxeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpegenutb IPv4/IPv6-agpeca ans foctynHbix DNS-cepse-
posB.

Ypanutb IP-agpec DNS-cepBepa 13 cnmcka AOCTyMHbIX.

domain-name domain

no domain-name

domain: (1..128)
CUMBOIOB

Onpegenutb gomeHHoe nma gna DHCP-knneHToB.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymon4yaHuio Crmncok
WINS-cepBepoB He
onpepeneH

Onpepenutb cnncok WINS-cepBepoB, AOCTYMNHbIX 419 KAWEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anucel, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpeneneH

Onpeaenntb TMN y3na NetBIOS Microsoft ansa knneHtos DHCP:
- b-node — lWMpOKoBeLaTeNbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rnbpuaHbIN.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

next-server ip_address

no next-server

Mcnonb3osatb anAa ykasaHna DHCP-kaneHTy agpeca cepsepa
(kak npasuno, TFTP-cepsepa), C KOTOPOTO AOKEH BbITb MOAY-
YeH 3arpy3oyHblii ¢an.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.
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ntp-server ip_address_list
Mo ymonuyaHuto cnmucok
cepBepoB He onpeeseH

no ntp-server

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANS KNK-
eHToB DHCP.

- ip_address_list —cnucok IP-aapecoB cepBepoB BpEMEHU, MO-
JKET cogepiKaTtb 40 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

sip-server {domain
domain_name_list | ip

ip_address_list
P- sty Mo ymonuyaHuio cnmucok

SIP-cepBepoB He
onpeaeneH

no sip-server

Onpegenntb cnncok SIP-cepsepoB, AOCTYMHbIX 418 KAMEHTOB
DHCP.

-domain_name_list — cn1coK AoMeHHbIX MUMeH SIP-cepBe-posB,
MOXKeT coAepiaTtb A0 2 3anucei, pasgeneHHbix npobesom.
MaKcumanbHasa ganHa cTpoku — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MoxKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbIX npobesom.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

vendor-specific ascii_string
ascii_string: (1..128)
CMMBOJI0B

vendor-specific

Onpenenntb COOTBETCTBME MeXAY OnpenesieHHbIMU Onuu-
Amn DHCP ¢ KOHKpeTHbIM BEHAOPOM.
- ascii_string — ctpoka B ¢opmate ASCII.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

option code {boolean

bool_val | ascii ascii_string | ip
ip_address_list | hex
hex_string | none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

no option code

Hactpoutb onumn DHCP-cepsepa.

- code — kog onuyn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX C/yYanx
MOMKET COAEPMKaTb A0 8 3anucen);

- hex_string — cTpoKa B 16-om dopmare.

Ypanutb onumun gna DHCP-cepsepa.

tftp-server ip_address_list
Mo yMONYaHWUIO CNUCOK
TFTP-cepBepoB He
onpepeneH

no tftp-server

Onpegenutb cnucok TFTP-cepBepoB BpemeHW, LOCTYMHbIX
ona knmentos DHCP.

- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXKeT
cozeprKatb A0 8 3anucei, pasgeneHHblx npobenom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

utilization threshold
percentage percentage: (0..100);

-/75 npoueHToB

no utilization threshold

3afaTb 3HaYeHWe B NpOLEHTaX, NpM KoTopom ByaeT creHepu-
poBaHO cooblyeHMe O 3aMoIHEHUM NyAa A0 YKa3aHHbIX rpa-
HULL.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

[Mpumepbl UC1016308AHUS KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-kKaneHTOB: nmAa gomeHa — test.ru, w3
no ymon4yaHuto —192.168.45.1 n DNS-cepsep —192.168.45.112.

console#
console# configure terminal
console (config) # interface vlan I

console (config-if) # ip address 192.168.45.1 255.255.255.0

console (config-if)# exit
console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

)
console (dhcp-configqg)
console (dhcp-configqg)
console (dhcp-configqg)
console (dhcp-config)
192.168.45.250
console (dhcp-config) #
192.168.45.254
console (dhcp-config) #
192.168.45.113

(
(
(
(
console (dhcp-confiqg) #
(
(
(
(

network 192.168.45.0 255.255.255.0

# domain-name test.ru

# dns-server 192.168.45.112

# default-router 192.168.45.1

# host hardware-address aa:bb:cc:dd:ee:ff ip

host hardware-address aa:bb:cc:dd:ee:ff ntp-server

host hardware-address aa:bb:cc:dd:ee:ff dns-server
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[Mpumepsbl HacmpolKu onyul

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-knmneHTOB cnegytowme onumn: option 3 -

192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config)# interface vlan I

console (config-if) # ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config) # ip dhcp server
console (config) # ip dhcp pool I test

)
console (dhcp-configqg)
console (dhcp-configqg)
console (dhcp-confiqg)

)

(

(

(

(

console (dhcp-config) #
(

(

(

console (dhcp-config

#
#
#
#

network 192.168.45.0 255.255.255.0
option 3 ip 192.168.45.1

option 12 hex 686f73746e616d655f74657374
option 15 ascii test.ru

option 19 boolean

V B npumepe 3HaueHue onuuu 12 nepesegeHo u3 ascii B hex.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anuceti DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKM B pexkume KoHduUrypaumm nyna DHCP-cepsepa:
console# configure
console (config) # ip dhcp pool 1 test
console (config-dhcp) #

Tabnunua 187 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
o yMOMYaHUIo

Aelicmeue

host client-identifier hex
hex_string ip ip_address

no host client-identifier hex
hex_string ip

hex_string: (1..156)
CYMBO/10B

3afathb ip-agpec ANA yCTPOMCTBA € YKasaHHbIM UAEHTUPUKA-
TOPOM.

- hex_string —naeHTUUKATOP KNNEHTA, NPeaACTaBAAOLWMIA CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, HasHa4yaembl KnneHTy DHCP-cepse-
pa.

Y[anuTb CTaTUYECKYHO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CUMBO/IOB;
filename: (1..64)

Co3aaTb CTATMYECKYHO 3amuCb ANA KAMEHTa C YKasaHHbIM
naeHTUPMKATOPOM.

- hex_string — vaeHTUdUKATOP KAMEHTA, NPeACTaBAAOLLMIA
coboli hex-cTpoky;

- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CMMBOJIOB

OnpeaenvTb CNMCOK MApLUPYTM3aTOPOB MO YMOYAHUIO ANA

yKasaHHoro kaneHta DHCP-cepsepa:

- hex_string — naeHTUOUKATOP KNNEHTa, NPeaCcTaBAAOWMI

coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLupyTU3aTopos, Mo-

JKET cogepiKaTtb 40 8 3anucei, pasaeneHHbix npobesom.
IP-apgpec mapLipyTM3aTopa A0JIKEH BbITb B TOM Xe

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAeHTUbUKaTOpOM.
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host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CMMBOJI0B

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3aMM1CcK C YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeaCcTaBAAIOLMNI
coboit hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopos, Mo-
KeT cogepaTb Ao 8 3anucei, pasgeneHHbix npobenom.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM MAEHTUDUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CMMBO/IOB;
domain: (1..128) cumso-
nos

OnpepennTb SOMEHHOE UMA A8 CTaTUYECKOM 3anncK ¢ yKa-
3aHHbIM UAEHTUOUKATOPOM.

- hex_string — naeHTUdUKaATOP KANEHTA, NPeACTaBAAOLLNNA
cobolt hex-cTpoky.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpegenntb cnucok WINS-cepBepoB, gns CTaTUYECKOW 3a-
MUCK C YKA3aHHbIM UAEHTUPUKATOPOM.

- hex_string — naeHTUOUKATOP KNNEHTA, NPeACTaBAAIOLMIA
cobolii hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YLanuTb CTaTUYECKYHO 3aMmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CMMBO/I0B

Onpegenntb TMN y3na NetBIOS Microsoft ansa ctatuuyeckoii 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — lWMpOKoBeELATENbHbIN;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rMbpuaHbIiA.

- hex_string — naeHTMOUKATOP K/AMEHTa,
cobow hex-cTpoky.

npeacTaBAoWMiA

Ypanutb CTAaTUYECKYH 3annCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBOJ/I0B

OnpepenuTb ANA CTaTUHECKOM 3annCK € YKa3aHHbIM UAEHTU-
durKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH ObITb MOAYYEH 3arpy304HbIi daiin.

- hex_string — naeHTUOUKATOP KNNEHTA, NPeACTaBAAIOLMMA
cobow hex-cTpoky.

YAanuTb CTaTUYECKYIO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUMKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CMMBOJ/IOB

Onpegenser CNUCOK CEPBEPOB BPeMeHM, ANA CTaTUYeCKon
3anucK € yKasaHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpEMEHMU,
MOJKET cofeprKaTb 40 8 3anuceit, pasaeneHHblix npobesom;
- hex_string — naeHTMdUKaTOP KAMEeHTa, NPeaCcTaBAAOLLIMMA
coboit hex-cTpoky.

YAanuTb CTaTUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAeHTUbUKaTOpOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CMMBOJIOB

Onpepenutb cnucos SIP-cepsepoBs, AOCTYMHbIX ANA CTaTU4e-
CKOW 3aMM1CcK € yKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeACTaBAAOLLMNI
coboit hex-cTpoky;

- domain_name_list — cnUCOK AOMEHHBIX MMeH SIP-cepBepos,
MOeT cofep:KaTb A0 2 3anuceld, pasfeneHHbIX Npo6om.
MaKcnmanbHasa AanHa CTPoku 125 cumBonoB.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cofepxKaTb A0 8 3anucen, pasgeneHHbix npobenom.

Y[anuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM naeHTUdUKaTopom.
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host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CMMBO/I0B

OnpefenvTb YKasaHHble ONuMu 418 CTaTUYEeCKOM 3anmcu ¢
3aZ@aHHbIM NAEHTUDUKATOPOM.

- hex_string — vaeHTUdUKATOP KANEHTA, NPEACTABAAOLLNIA
coboit hex-cTpoKy;

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cy4Yanx
MOKET cogeprKaTtb 0 8 3anucen);

- option_hex_string — cTpoKa B 16-om ¢popmarTe.

YAanuTb CTaTUYECKYH0 3anncb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UaeHTUPUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
C“MBO/I0B

YaanuTb Bce onumm, HasHaYeHHble AR CTaTUYECKOM 3anncK ¢
YKa3aHHbIM UAEHTUUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
C“MBO/IOB

Co3AaTb CTaTUYECKYIO 3aNnCb A1 KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
cobolt ascii-cTpoky;

- ip_address — IP-agpec, HazHayaembli KnneHTy DHCP-cep-
Bepa.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/I0B;
filename: (1..64)

Co3paTb CTaTUYECKYHD 3aMUCb A8 KAMEHTA C YKasaHHbIM
NAEeHTUGMKATOPOM.

- ascii_string — naeHTMOUKaTOP KAMEHTa, MPeACTaBAAOLLIMA
coboli ascii-cTpoky;

- filename — HanmeHoBaHwWe 3arpy3oyHoro danna.

YanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM NaeHTUGUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
C“MBO/IOB

OnpeaenvTb CNIMCOK MapLIPYTU3aTOPOB A/1A CTaTUYECKOW 3a-
MUCK C YKa3aHHbIM yAeHTUPUKATOPOM.
- ascii_string — naeHTMoUKaTOP KNMEHTa, NPeaCcTaBNAOLWMIA
coboli ascii-cTpoky;
- ip_address_list — cnucok IP-agpecos mapLipyT13aTopos, A0-
CTYNHbIX KAneHTy DHCP-cepBepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-agpec mapLlupyTM3aTopa A0/KeH 6biTb B TOM Ke

e NOACETH, YTO U K/INEHT.

Y[anuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBOJIOB

Onpegenntb cnncok DNS-cepBepoB, AOCTYMHbIX ANA CTaTU4e-
CKOW 3anucK € yKasaHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cogepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- ascii_string — nAeHTMOUKATOP KNMEHTa, NPeaCcTaBAOLWMIA
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CYMBOJIOB;
domain: (1..128)
CYMBO/I0B

OnpenenvTb JOMEHHOE UMA AJIA CTaTUYECKOM 3ancucy C yKa-
3aHHbIM MAEHTUUKATOPOM.

- ascii_string — naeHTMOUKATOP KNNEHTa, NPeACTaBAAIOWMA
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3aMnucb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server ip_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CYMBO/I0B

Onpepenntb cnnucok WINS-cepsepos, ANns cTaTU4eCKOM 3a-
MUCKU C yKa3aHHbIM MAEHTUGUKATOPOM.

- ascii_string — naeHTMdUKaTOP KANEHTA, NPeACTaBAAOLWNIA
coboit ascii-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, mo-
JKET coaepiKaTtb A0 8 3anucei, pasaeneHHbix npobesom.

YanuTb CTaTUYECKYIo 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBOJI0B

Onpeaenutb TMN y3na NetBIOS Microsoft ans ctatuyeckom
3aMNMCK C YKa3aHHbIM UAEHTUOUKATOPOM:

- b-node — lWMpOKoBeLWATENbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIi.

- ascii_string — naeHTMPUKATOP KNNEHTA, NPeaCcTaBNAOLWMI
coboli ascii-cTpoKy.

YLanuTb CTaTUYECKYHO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CUMBOJI0B

OnpeaennTb 414 CTaTUYECKOM 3aNnCK C yKa3aHHbIM UAEHTU-
duKaTOopOM agpeca cepeepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOro A0/KEH ObITb MONYYEH 3arpy304HbIi daiin.

- ascii_string — naeHTUdUKaTOp KANEHTA, NPEeACTABAAOLLNIA
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBO/10B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHW, 1A CTAaTUYECKOM
3aMNUCH C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpEMEHMU,
MOXKET COAeprKaTb A0 8 3anucem, pasgeneHHblx npobenom;
- ascii_string — naeHTUPUKATOP KNMEHTa, NPeaCTaBNAIOLWLMI
cobolt ascii-CTpoky.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CMMBO/IOB

Onpegenutb cnucos SIP-cepBepoB, A4OCTYNHbIX 418 cTaTuye-
CKOW 3anm1cK € yKasaHHbIM AeHTUdUKaTopom.

- asccii_string — naeHTMdUKaTOP KAMEHTa, NpeacTaBAAOWNN
coboli ascii-CcTpoky;

- domain_name_list — cnucoK someHHbIX UmeH SIP-cepsepos,
MOXKET COAEPKaTb A0 2 3anucei, pasgeneHHblx npobenom.
MaKcmanbHaa AanHa CTpoku — 125 cumBonos.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YaanuTb CTaTUYECKYO 3anucb, COOTBETCTBYHOLLYIO KANEHTY C
YKa3aHHbIM M,D,eHTMdJMKaTOpOM.

host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CUMBOJIOB;
hex_string: (1..128)
CMMBONOB;
ascii_string: (1..128)
CMMBO/IOB

OnpefennTb yKasaHHble ONLUK A8 CTaTUYECKOM 3anucK C
3aZlaHHbIM UAEHTUOUKATOPOM.

- ascii_string — naeHTMPUKATOP KNMEHTA, NPeaCTaBAAOLWMI
cobolt ascii-CTpoky;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HauyeHwue;

- option_ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX CAyYasnx
MOXET cofepKaTb A0 8 3anucei);

- hex_string — cTpoKa B 16-om ¢popmare.

Y[anuTb CTaTUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBO/IOB

YaanuTb BCce onuum, Ha3HaueHHble A1A CTaTUYeCKol 3anucu ¢
YKa3aHHbIM UAeHTUbUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co3/aTb CTaTMYECKYIO 3aNUCb A1 KIMEHTA C YKa3aHHbIM
NMAEHTUGUMKATOPOM.

- mac_address — ngeHTMMKaATOP KAMEHTa, NPeACcTaBAAOLLMNA
coboit MAC-agpec ycTpoicTBa;

- ip_address — IP-agpec, HazHaYaemblit KnmeHTy DHCP-cep-
Bepa.

Y4anuTb CTaTUYECKYIo 3anucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host hardware-address
mac_address bootfile file-
name

filename: (1..64)

Co3paTb CTaTUYECKYHO 3aNnUCb AR KAMEHTa C YKasaHHbIM
naeHTndukaTopom.

- mac_address — naeHTUOUKATOP KMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec yCTpOMncTBa;

- filename — HanmeHoBaHwWe 3arpy3oyHoro daina.
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no host hardware-address
mac_address bootfile

YanuTb CTaTUYECKYIO 3annCb, COOTBETCTBYHIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpefenvTb CNUCOK MapLwpyTU3aTopoB A/1A CTAaTUYECKON 3a-
MUCKU C yKa3aHHbIM yaeHTUdMKaTopom.
- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMI
coboit MAC-agpec ycTpoicTBa;
- ip_address_list — cnucok IP-aapecoB mapwpyTM3aTopos., 40-
CTynHbIX KaneHTy DHCP-cepBepa. MoxeT coaepaTtb 0 8 3a-
nucen.

IP-agpec maplupyTM3aTopa A0NKeH 6bITb B TOM Ke

e NOACEeTH, YTO U K/INEHT.

YAanuTb CTaTUYECKYHO 3anncb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX AN1A cTaTU4e-
CKOM 3anuncK ¢ yKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moxeT
copepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeacTaBAALLNNA
coboit MAC-aapec ycTpoincTaa.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
C“MBO/I0B

Onpepenntb [OMEHHOE UMA A1 CTAaTUYECKOW 3anuCK C yKa-
3aHHbIM MAEHTUPUMKATOPOM.

- mac_address — ngeHTUOMKaTOP KAUEHTa, NPeaCcTaBAALWMIA
coboit MAC-aapec ycTpoincTsa.

Y4anunTb CTaTUYECKYHO 3aNUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address netbios-name-
server ip_address_list

no host hardware-address
mac_address netbios-name-
server

Onpepenntb cnncok WINS-cepsepos, A/1s cTaTUYECKOM 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM.

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOWNIA
coboit MAC-agpec ycTpouncTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MoOXKeT
copeprKatb A0 8 3anucei, pasgeneHHblx npobenom.

YanuTb CTaTUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM NAEHTUUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpegenntb TMN y3na NetBIOS Microsoft ans ctatuueckoit
3aMnmncKy C YKasaHHbIM MAEHTUPUKATOPOM:

- b-node — WMpOKoBELWATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpeaennTb ANA CTaTUMECKOM 3annCK € YKa3aHHbIM UAEHTU-
¢duKaTtopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IKEH BbITb NOAYYeH 3arpy304Hblil daitn.

- mac_address — naeHTUUKATOP KAUEHTA, NpeacTaBAAOWUIA
coboit MAC-aapec ycTpoincTaa.

Y4anuTb CTaTUYECKYHO 3anncb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaenvTb CNCOK CEpPBEPOB BPEMEHU A/1A CTAaTUYECKOM 3a-
MNCHU C yKa3aHHbIM MAeHTUGUKATOPOM.

- ip_address_list — cnucok IP-afpecos cepBepoB BpeMEHH,
MOMKET COAEPMKaTb A0 8 3anucei, pasaeneHHbix npobenom;

- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTpoicTaa.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

Onpegenutb cnncok SIP-cepBepoB, AOCTYNHbIX ANA cTaTUYe-
CKOW 3aMM1CcK C YKa3aHHbIM MAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- domain_name_list — cnucok AomeHHbIX MMmeH SIP-cepsepos,
MOXKET cogeprKaTb A0 2 3anucei, pasaesnieHHbIx npobenom.
MakcrmanbHaa AanHa CTpokn — 125 cumeonos;

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
cofepKaTb A0 8 3anuceld, pasfaeneHHbix Npobesom.

YAanuTb CTaTUYECKYIO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/IOB;
hex_string: (1..128)
CMMBO/IOB

OnpeaennTb yKasaHHble ONLMU A1A CTaTUYECKOW 3anucu ¢
3a/laHHbIM UAEHTUDUKATOPOM.

- mac_address — nagHTUOUKATOP KMEHTa, NpeACcTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX CayYasnx
MOMKET coaepiKaTb A0 8 3anucen);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
YyKa3aHHbIM MAeHTUGMKATOPOM.

no host hardware-address
mac_address

YAanuTte Bce ONUUM, Ha3HAYeHHbIe ANA CTaTUYECKOW 3anuncK ¢
yKa3aHHbIM MAeHTUGMKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ip ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} ip

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

Co34aTb CTaTUYECKYHO 3aNnUCb A1A KNINEHTA C YKa3aHHbIM
naeHTUPMUKaTopom.

- ip_address — IP-agpec, HazHa4aemblit KnmeHTy DHCP-cep-
Bepa.

Ypanutb CTaTUYEeCKYH 3aNnCb, COOTBETCTBYHOLLYH K/IMEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} bootfile file-
name

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
bootfile

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Co3/aTb CTaTMYECKYHO 3aNUCh A/ K/IMEHTA C YKa3aHHbIM
naeHTuduKaTopom.
- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢alina.

Y4anuTb CTaTUYECKYHO 3aMMCb, COOTBETCTBYHIOLLYIO KAUEHTY C
YKa3aHHbIM NAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} default-router
ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
default-router

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpepenuTb CMMCOK MapLIPYTM3aTOPOB A/1A CTaTUYeCKoM 3a-
MMUCK C YKa3aHHbIM YAEHTUPUKATOPOM.
- ip_address_list — cnucok IP-agpecos mapLpyTn3aTopos, Ao-
CTynHbIX KAneHTty DHCP-cepsepa. MoxeT coaepatb 4o 8 3a-
nucen.

IP-agpec mapLipyTusaTopa A0/KeH 6bITb B TOM e
e NOACETH, YTO U K/INEHT.

Y[anuTb CTaTUYECKYIO 3aNnCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM MaeHTUbUKaTopOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX 4NA CTaTUYe-
CKOM 3anuncK ¢ yKasaHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, MOXKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbIx npobenom;

- mac_address — ngeHTUOMKaTOP KAMEHTA, NPeaCcTaBAALWMIA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO K/IMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} domain-

name domain

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
domain-name

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
domain: (1..128)
CUMBO/I0B

OnpeaennTb SOMEHHOE UMA A/18 CTaTUYECKOM 3anmcH C yKa-
3aHHbIM MAEHTUUKATOPOM.

Y4anuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-name-
server ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpepenntb cnncok WINS-cepsepos, A/1s cTaTU4ECKOM 3a-
MUCKU C yKa3aHHbIM MAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, mo-
JKET copepKaTb A0 8 3anuceit, pasgeneHHbix npobenom.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYHO KNEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-node-
type {b-node | p-node | m-
node | h-node}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Onpegenntb TvN y3na NetBIOS Microsoft ans ctatuueckoi
3anucK ¢ yKasaHHbIM UaeHTUdUKaTopom:

- b-node — WWMpPOKOBeLLLATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIi.

YAanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} next-server
ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} next-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

OnpenenuTb ANA CTaTUYECKOM 3aMUCK C YKa3aHHbIM MAEHTU-
¢duKaTtopom aapeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MONYYEH 3arpy304HbIi daiin.

Y4anunTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server
ip_address_list

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenuTb CNMCOK CepBEPOB BPEMEHU A/1A CTaTUYECKON 3a-
MUCK € YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMEHMU,
MOXKET coAeprKaTb A0 8 3anuceil, pasaeseHHbIX Npobenom.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO KIMEHTY C
YKa3aHHbIM UAeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server {do-
main domain_name_list |

ip ip_address_list}

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
p_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaennTtb CNUCOK SIP-cepBepoB, AOCTYNHbIX ANA CTaTUYe-
CKOM 3aMNMCH C YKa3aHHbIM UAEHTUDUKATOPOM.

- domain_name_list — cnucok AomeHHbIX MmeH SIP-cepBepos,
MOMKET coaepKaTb 0 2 3anucei, pasaeneHHbix npobenom.
MaKcmanbHaa aanHa cTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXeT
copepkaTb o0 8 3anucelt, pasgeneHHbIx npobenom.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KIMEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
option code

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOIOB;
hex_string: (1..128)
CMMBO/IOB

OnpefennTb yKasaHHbIe ONLUK 418 CTAaTUYECKOM 3anucK C
3afaHHbIM NAEHTUDUKATOPOM.

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX Cay4asnx
MOMKET coaepKaTb A0 8 3anucen);

- option_hex_string — cTpoka B 16-om popmare.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

Ypanutb Bce ONunMK, HazHayeHHble A8 CTaTUYECKOM 3anucu
C YKa3aHHbIM NAEHTUUKATOPOM.

te_port | port-channel group} group: (1..64)
’ ‘ MNpu 3agaHum Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢
e Hardware Type B nepBom 6aiiTe, COOTBETCTBYIOLWMIA 3a8aHHOMY PopmarTy.

[pumep HACMPOUKU cmamu4vecKol 3anucu

HasHauuTb ycTpoiictey ¢ MAC-aapecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config) # ip dhcp pool I test

(
(
console (config)# ip dhcp server
(
(

console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config) # host hardware-ad-
dress aa:bb:cc:dd:ee:ff ip 192.168.45.250
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console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254
console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 188 — KomaHabl perxknma Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
clear ip dhcp server binding YpanuTb 3anuncu 13 Tabamubl cooTBeTCTBUA GU3UYECKUX aape-
[ip_address] - COB M afpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-apgpec, HazHa4YeHHbI DHCP-cepsepom.
clear ip dhcp server statistics - YpanuTb cTaTUCTUCTUKM paboTbl DHCP-cepBepa.
show ip dhcp server binding MpocmoTpeTb IP-agpeca, KOTopble CONOCTaBAEHbl C PpuUsnye-
- CKMMM aZipecamm KIMEHTOB, a TaKXKe Bpemsa apeHabl, crnocob
Ha3HayeHuA 1 cocToaHue IP-agpecos.
show ip dhcp server MpocmoTpeTb MHbOpMaLmto o KoHdurypauum DHCP-cepsepa.
information i
show ip dhcp server pools MpocmoTpeTb MHbOpPMaLMIo 0 rnobanbHbIX HacTpoika DHCP-
- cepBepa, a TaKKe 0 CO3AaHHbIX Nyax U cylecTByoWwmx host-
3anucax.
show ip dhcp server statistics - MpocmoTpeTb ctatnctnky DHCP-cepsepa.

4.24 KoHdurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE IA peanvsoBaHa B cCOOTBETCTBUU € TpeboBaHMAMM AokymeHTa DSL Forum TR-101 u
npefHasHavyeHa Ana UCM0Nb30BAHUA Ha KOMMYyTaTopax, paboTatolwmx Ha ypoBHe AocTyna.

dyHKUMA NO3BONAET ZONOAHATL NakeTbl PPPOE Discovery nHdopmaumen, xapakTepusytoLLein nHtep-
delic goctyna. 310 HeobxoaMMO ANa NAEHTMOMKALMM NOb30BaTENbCKOrO MHTEpdElica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpaBsieHue nepexsaTtom 1 obpaboTtkoli naketos PPPoE
Active Discovery ocyliecTBisetcs rnobanbHO A5 BCEro yCTPOWCTBA M BbIODOPOYHO AJ1A KaKAOro MHTEp-
deiica.

Peanunsauma ¢yHKumnmn PPPOE IA npegocTaBaseT A0N0JHUTE/IbHbIE BO3MOXKHOCTU KOHTPO/IA coobule-
HMM NPOTOKO/1a NYTEM HAa3HAYEHMA AOBEPEHHbIX UHTEPENCOoB.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rinobanbHoM KoOHbUrypauum:

console (config) #

Tabnnua 189 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o yMOAYaHUIO
shutdown pppoe OTKAtoUNTL paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpoOWCTBE.
[aHHasa KomaHAa oTKAOYaeT paboTy moayna pppoe
-/MoayNb BKAKOYEH .’ intermediate-agent ¢ 6e3B03BpaTHbIM yAaneHuem Bcex
HacTpoek 610Ka PPPOE IA.
no shutdown pppoe BktounTb paboTy mogyna pppoe intermediate-agent Ha
intermediate-agent yCTpoOWCTBE.
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pppoe-ia snooping / [No6anbHO BKAKOUYMTL KOHTPOIb GYHKUMKM PPPOE IA.
-/BbIK/IIOYEHO

no pppoe-ia snooping BbIKNOUMTb KOHTPOJIb GYHKLUMM PPPOE IA.

pppoe-ia snooping session 3agatb TamayT gna paboTtbl dyHKUMKM PPPOE IA.

timeout range

range: (0..600)/300

pppoe-ia snooping session
timeout 0

OTKNOYUTL TaimayT ana paboTbl pyHKLMK PPPOE IA.

pppoe pass-through BkntoueHne komaHabl 3actasnaeT PPPOE-nakeTbl npoxoanTb Yepes
KOMMYTATOP KaK HeM3BECTHbIN L2-TpaduK, 1 genaet nx "HeBngm-

mbimun" ana IP ACL.
-/BbIK/IIOYEHO
no pppoe pass-through BKAOYMTb NAPCUHT MHKaNCcynnpoBaHHbIX B PPPoE-nakeTtax L3-3aro-
NoBKOB, Npasuna IP ACL HaumHatoT paboTaTb AN MHKANCYIMPOBAH-
HbIX MaKeTOB.

Ona KoppeKkTHoi pabotbl dyHKuMn PPPOE Intermediate Agent Bce ucnonbayemolie PPPoE-cep-
Bepa A0/MKHbI O6bITb NOAKNIOYEHDbI K « A0BEPEeHHbIM» NOpTam KommyTatopa. Ans gobasneHus
nopTa B CMUCOK «40BEPEHHbIX» UCNO/Ib3YIOTCA KOMaHA4bl port-security-state trusted, set port-
role uplink B peume KoHdurypauum uHtepdeiica. Ana obecneyeHna 6esonacHocTu Bce
OCTa/ibHble NOPTbl KOMMYTATOPa A,0/1XKHbl 6bITb «HEJ,0BEPEHHBIMUY.

.‘

KomaHab! pexxnma kKoHdurypaumm VLAN (amanasod VLAN’oB)

console# configure terminal
console (config)# vlan
console (config-vlan) #

Tabaunua 190 — KomaHabl pexkmma KoHourypauum nHtepdeiica L2Vian

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4yaHuro
pppoe-ia snooping BKntounTb KOHTPOAb PpyHKLMM PPPOE |A B npeaenax ykasaHHoOro
VLAN.
- - -/BbIKNOYEHO
no pppoe-ia snooping BbIKNOUMTb KOHTPOAb PyHKLMK PPPOE IA B Nnpeaenax yKkasaH-
Horo VLAN.

Mpumep HacTpokun PPPoE IA B VLAN10 ¢ HacTpoikoit DCS-onumii Ha nHtepdelice

Gigabitethernet0/13.
console (config) #pppoe-ia snooping
console (config) #pppoe passthrough
console (config) #dcs information option enable
console (config) #vlan 10
console (config-vlan) #pppoe-ia snooping
console (config-vlan) #exit
console (config) #interface gigabitethernet 1/0/13
console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10
console (config-if) #dcs agent-circuit-identifier "$v $%p 8Sh"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #fexit
console (config) #interface gigabitethernet 1,/0/24
console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted
console (config-if) #set port-role uplink
console (config-if) #fexit
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4.25 KoHdurypauyua ACL (cnnucku KoHTpona gocTtyna)

' ®dyHKuum ACL per VLAN m ACL user-defined offset He noaaep:KaHbl B cTeKe B TeKyLL el
- sepcum MO.

CL (Access Control List — cnuMcok KoHTpons goctyna) — Tabnuua, KoTopasa onpeaenset npasuaa
bunbTpauum BxogAWeEro U ucxoaawero Tpadmka Ha OCHOBaHMM NepefaBaemMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos unn MAC-agpecos.

Ha aaHHbIN momeHT peanmnsauma ACL TakoBa: Kaxabii ACL cogep»KuT To/1bKo 1 npaBuno. HeckosibKko
ACL MOKHO npuBA3aTb K ogHoMmy MHTepdelicy. MopagoK oTpaboTkM NpaBua onpeaenaeTca no NpPUopuUTeTy
npasuna, ykasaHHomy B ACL, npu paseHcTse npmnoputetos — no Homepy ACL.

ACL aBTOMATMYECKM CHMMaeTCA ¢ MHTepdeiica NpmM USMEHEHUN B HEM NpaBua.

KomaHgbl Ans co3gaHus U penaktuposBaHua cnuckoB ACL pocTynHbl B pexkmme rnobanbHow
KOHOUIypauum.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

KomaHaHanA cTpoKa B pexnme rnobanbHon KoHGUrypaLumm nmeeT Bua;
console (config)#

Tabnunua 191 — KomaHabl ans cosgaHuns n kKoHourypaumm cnmuckos ACL

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CUMBOIOB

Co3pgaTb CTaHAapTHbIN cnvcok ACL.

YpanuTe cTaHAapTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CYMBO/I0B

Co3aaTtb HOBbIW pacwmpeHHbIn cnncok ACL ana agpecauum IPv4 un
BOWTU B PEXUM €ro KoHdurypaumm (ecim CnmcoKk ¢ AaHHbIM Ume-
HEeM elle He co34aH), NMb0o BOMTU B peXXMM KOHPUrypaLmm paHee
CO34aHHOro CrucKa.

YpanuTe pacwmpeHHbin cnucok ACL ansa agpecaunm IPv4.

Co3zaTb HOBbIV pacwmpeHHbIn cnncok ACL ana agpecaumm IPv6 un
BOWTU B PEXUM €ro KoHdUrypauum (ecim CnncoKk ¢ AaHHbIM nme-
HEeM eLle He co3aaH), 1Mbo BOMTU B peXMM KOHPUrypaumm paHee
CO34aHHOro CrucKa.

YpanuTe pacwmpeHHbin cnucok ACL ansa agpecaunm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBOJIOB

Co3gaTtb HoBbIV cnncoK ACL Ha 6ase MAC-agpecaunn 1 BOMTHU B pe-
UM ero KoHdUrypauum (ecam cnucok ¢ 4aHHbIM UMEHeEM elle He
€034aH), MMBO BOMTU B PEKUM KOHPUrypaLmMM paHee CO3[4aHHOMo
cnucka.

Ypanute cnucok ACL Ha 6aze MAC-agpecaunu.

user-defined offset offset_id {
12 | ethtype | 13 | 14 } value

offset_id: (1..4);
value: (0..255)

HacTpouTb cmelleHve B 6aitTax OTHOCMTENIbHO BbIOpaHHOW CTapTo-
BOM NO3MLMKN. 3HAYEHME U MaCKa, Ucnosibdyemble AnA GUnbTpaLmu,
334at0TcA Yepes napameTtpbl ACL-npasua.

- 12 — Hauano naketa (Destination MAC address);

- ethtype — Ethertype (camblit BHyTpeHHUWI, Npn Hannumm VLAN-Te-
ros);

- 13 — L3-3aronosok;

- 14 — L4-3aronoBok.
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no user-defined offset
offset_id

Yaanutb cmelleHMe OTHOCUTENbHO BblGpaHHOW CTapTOBOM NO3W-
uum.

Ona TOoro ytobbl aKkTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero C MHTepdencom.
NHTepdelicom, MCNONb3YIOWMM CNIMCOK, MOXKET b6biTb 60 nHTepdelic Ethernet, anbo rpynna noprtos. Ha
[JaHHbI MOMEHT NOAAEPKMBAETCA TO/IbKO BXOAALLEE HanpaBieHne Ha nHTepdeiicax (in).

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN

KomaHZHas CTpokKa B perkume KoHOUrypauum nHtepdeiica Ethernet umeert sua:

console (config-if)#

KomaHaHan cTpoka B pernme KoHourypaumm nutepdenca VLAN nmeet Bua:

console (config-vlan) #

Tabnnua 192 — KomaHga HasHadeHusa cnncka ACL-uHTepdelicy

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NPUBA3bLIBAET YKa3aHHbIN CMUCOK K JaHHOMY MHTepdeiicy.

Y[anuTb CNUCOK C MHTepdelica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpolikax onpeaenéHHoro ¢pusmMyeckoro nHTepdeica KomaHaa
NPUBA3LIBAET YKa3aHHbIA Mac-CMUCOK K aHHOMY uHTepdelicy.

Y8anuTb CNUCOK ¢ nHTepdelica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
MPUBA3bIBAET YKa3aHHbIM CMIUCOK K JaHHOMY MHTepdeiicy.

Y8anuTb CNUCOK € MHTepdelica.

KomaHOwb1 pexcuma Privileged EXEC

KomaHgHasa cTpoKa B pexume Privileged EXEC umeet Bua;:

console#

Tabnnua 193 — KomaHgbl pexkuma Privileged EXEC ana cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckn ACL, co3gaHHble Ha KOmMmyTaTope.

show running-config acl

Moka3saTb 610K KomaHg, ACL B KOHOUTYpauum ycTponcTBa.

show access-group [interface
{ fastethernet | gigabitether-
net | twopointfivegiga-

bitethernet | tengigabitether-
net} interface | vlan [vian-id]]

MokasaTtb cnnckn ACL, NnpuBs3aHHble K UHTepdeNcy.

clear {ip | mac} access-list {ac-
cess_list_num} packet-count

C6poCUTb CTaTUCTMKY NaKeToB, Nonaswmx nog npasuao ACL.
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4.25.1 KoHdhueypayus ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
COCTaBe KOMaHZA, HacTpolikmn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXOA B PEKUM

peaakTuposaHua cnnuckos ACL, OCHOBaHHbIX Ha agpecaumn IPv4, ocywecTBnaeTca no KomaHae:
ip access-list {extended | standart} access-1ist num.

Tabnunua 194 — KomaHabl, ucnosbsyemble ana Hactpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHoa

3HayeHue

Aelicmeue

{any | destination} [parametr]
[priority]

permit protocol {any | source host}

priority: (1-255)/1

[o6aBuTb paspelsatolyto 3anucb Gusb-
Tpauum ans npoTtokosa. MNakeTbl, oTBeYa-
olLMe yCnoBMAM 3anucu, byayTt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

{any | destination} [parametr]
[priority]

deny protocol {any | source host}

priority: (1-255)/1

[o6aBuTb 3anpeLatollyto 3anmcb Gub-
Tpaumu ans npoTtokosa. MakeTbl, oTBeYa-
tolwme ycnosuam 3anucu, byayt 610Kmpo-
BaTbCA KOMMYTaTOPOM.

Tabanua 195 — OcHoBHble NapaMeTpbl, UCNO/b3yemMble B KOMaHOaX

MNapamemp 3HauyeHue Aelicmesue
permit [OewncTteue ‘paspelumnTs’ Co3gatb pa3spewlatouiee npasuao ¢punbTpaymm B cnmcke ACL.
deny [Jevicteue ‘3anpetuTs’ Co3gaTb 3anpewatouee npasuno ¢uabtpaumm B cnncke ACL.
protocol Mone npegHasHaYeHO ANA YKasaHWA NPOTOKoAa (MK Bcex NpoTo-
KOJI0B), Ha OCHOBE KOTOporo ByaeT ocyliecteaseTca dpuabTpauma.
MpoTokon Mpu BbIGOPE NPOTOKO/A BO3MOXKHbI C/iedytolme BapuaHTbl: icmp,
ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim nMbo uncnosoe 3HaueHne
npoToKona, B AvanasoHe (0 — 255).
[na cooTBeTcTBMA NIO6OMY NPOTOKONY MCNOJb3yeTcA 3HaueHue |P.
source AZpec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca NCToYHUKa

Macka, npumeHaemasa K IP-agpecy ucTtouHumka naketa. Macka
onpegpensaet 6utbl IP-agpeca, KOTopble HEOBXOANUMO WUIHOPUPO-
BaTb. B 3HaYeHUA UrHopupyembix 6UTOB AO0NKHbI ObITb 3anncaHbl
eAnHULbI. Hanpumep, MCNonb3ya MacKy, MOXHO onpeaenntb ans
npasuna punbtpaumm IP-cetb. YTobbl 406aBUTL B Npasuaio Gunib-
Tpauuu IP-ceTb 195.165.0.0, Heob6X0AMMO 334aTb 3HAYEHNE MACKM
255.255.0.0, To ecTb, cOriacHoO AaHHOW macke, nepsble 16 6uT IP-
agpeca byayT UrHOpPMpPOBATLCA.

destination

Ap,pec Ha3Ha4YeHuA

Onpegenset IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka agpeca Ha3Ha4vyeHuA

butoBasa macka, npumeHaemas K |IP-agpecy Ha3HauyeHWA MakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X04MMO UTHO-
pvpoBaTb. B 3HaUEHUA UTHOPUPYEMBIX BUTOB LO/IKHbI BbITb 3aNn-
CaHbl eAuHMUbl. Macka MCMoib3yeTca aHasorMyHoO Macke
source_mask.

vlan NaoeHTndumkatop VLAN Onpegenset VLAN, gns KoToporo 6yaeT npMMeHATbLCA NPaBuo.

dscp Mone DSCP B 3aronoBKe L3 Onpep,e/lﬂeT 3HayeHune DSCP-nonsa diffserv. BoamorkHble Koabl co-
obuweHunit nons dscp: (0 — 63).

priority MpuoputeT IP OnpeaenseT npuoputeT IP-TpaduKa: (0-7).

message_type

Twun coobuieHunn
npoTokonsa ICMP

Tun coobuweHuii npotokona ICMP, ncnonbsyemoii gns uabTpa-
unn ICMP-nakeToB. YMcnoBoe 3HaYeHUe TMna cooblleHns, B Ana-
nasoHe (0 — 255).

message_code

Koa, coobuieHuns npoTtokona
ICMP

Kopa, coobueHunii npotokona ICMP, ncnonbsyembiin ansa ¢punbtpa-
umn  ICMP-naketoB. Bo3MO’KHble Koabl coobuleHMiA nonsa
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HauyeHun

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3mosKHble 3HadyeHua nons TCP/UDP-nopta: eq, gt, host, It,
range.

priority NHaeKc 3apaeT NonoXKeHWe NpaBuaa B CUCKE U ero NpUopuTer.
MpuoputeT 3anucu Yem meHblle MHAEKC — TeM NpuopuTeTHee npasuno. [AnanasoH
O0MNYCTUMbIX 3HaYeHui (1..255).
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optional parametr

OnuuoHanbHbIN NapameTp

OnuMoHanbHble MAapameTpbl NPU KOHPUTYPUPOBAHUU CNIUCKA [0-
cTyna:

- tos — dunbTpauma no baiTty ToS;

- traffic-class — ¢unbTpayma no sHaueHuto Traffic Class;

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gonosHUTENbHOE AeNcTBME Hag TPadUKoMm;

- packet-count — BK/OYEHME CYETYMKA A5 NAKETOB, Nonajato-
Lwmx nog, npasuno ¢uabtpaumm B cnmcke ACL.

[ocTynHble gonosnHuTenbHble aecteua — modify-vlan (M3meHe-
Hue VLAN) u nested-vlan (no6aBneHne gonoaHUTENbHOT).

v
v

4.25.2 KoHepueypayus ACL Ha 6a3e IPv6

B ctaHgapTHbIX ip ACL BO3MOKHa PpuabTpaLma ToAbKO No npeduKcam, B paclumpeHHbix ACL
— MO AONONHUTENIbHLIM NAapameTpam.

MNocne Toro, Kak nto6oii ACL 6yaeT npuBAsaH K uHtepdeiicy, ana storo uHtepdeiica npume-
HUTCcA npasuno implicit deny any any.

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAapPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHA HacTpolikm cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CospgaHune n BXo4, B peXum penaktnposaHma cnuckoB ACL, ocHOoBaHHbIX Ha agpecaumn IPv6,
OCYLLECTBAAETCA NO KOMaHAe:

ipvé access-list extended apvé access-list.

Tabnnua 196 — KomaHgbl, ucnonb3yemble gna Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaumm

KomaHda

3HayeHue

Aelicmeue

permit protocol {any|source host}

{any|destination} [parametr]
[priority]

priority: (1-255)/1

[o6asuTb paspelatolyto 3anucb Guab-
Tpauuu ANA nNpoTokona. MaKkeTbl, oTBeYa-
lolme ycnosmam 3anucu, byayt obpaba-
TbIBAaTbCA KOMMYTaTOPOM.

deny protocol {any|source host}

{any|destination} [parametr]
[priority]

priority: (1-255)/1

[o6asuTb 3anpelatoLlyto 3anucb ¢uab-
Tpauuu AN npoTokona. MNakeTsbl, oTBEYA-
toLLMe yCnoBuAM 3anuncu, byayt 61o0kupo-
BaTbCA KOMMYTaTOPOM.

Tabanua 197 — OCHOBHblE NapamMeTpbl, UCNOJb3yemble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue

permit [Oelicteue ‘paspewnts’ Co3patb paspeluatolee npasuao ¢punbTpauum B cnmcke ACL.

deny [Oelicteue ‘3anpetuts’ Co3pgatb 3anpewatouiee npasuao ¢puabTpaumm B cnmcke ACL.

protocol Mone npegHasHa4YeHo ANA YKa3zaHUA NPOTOKoAa (MM Bcex NpoTo-
NooToKON KOJI0B), Ha OCHOBE KOTOPOro byAeT ocyluecTBAseTca GUabTpaLus.

P Mpu BbIBOpe NPOTOKO1a BO3MOKHBI C/iefytolLme BapuaHTbl: icmp,
tcp, udp, ipve6.

source Appec UCTOYHMKA Onpepenntb IP-aapec MCTOYHKUKA NaKeTa.

destination Aapec HasHavyeHua Onpepgenntb IP-agpec Ha3HayYeHUA nakeTa.

dscp Onpepenntb 3HayeHne DSCP-nons diffserv. BoamorkHble Koabl co-

Mone DSCP B 3aronoske L3

o6ueHuit nons dscp: (0 —63).

message_type

Tun coobweHuns npoTokona
ICMP

Tun coobueHunit npotokona ICMP, ncnonbayemblit ans dunbTpa-
umm ICMP-nakeToB. YncnosBoe 3HayeHMe TMna cooblueHus, B Ana-
nasoHe (0 — 255).

message_code

Ko coobuieHnsa npoTokona

Kopg, coobennit npotokona ICMP, ncnonbayembiit ans dunbtpa-

ICMP umMm  ICMP-naketoB. Bo3moskHble Kogbl coo0bLleHUIt nona
icmp_code: (0 — 255).
destination_port UDP/TCP-nopT Ha3HayeHus
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source_port Bo3moxHble 3HayeHua nons TCP/UDP-noprta: eq, gt, host, It,
-P UDP/TCP-nopT MCTOYHMKA M el / nopt a8
range.
priority MHAaeKc 3agaeT NosoKeHWe nNpasBuia B CIMCKe U ero npuopuTer.
MpuoputeT 3anucu Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [AnanasoH
[ONYCTUMBbIX 3HaYeHui (1..255).
optional parametr OnuMoHanbHble NapameTpbl NPU KOHGUIYPUPOBAHMM CNIUCKA A0-
cTyna:
OnuuoHanbHbIV napameTp | - traffic-class — dbunbTpayms no sHayenuto Traffic Class;
- packet-count — Bk/lOUeHMe cyeTYMKA A/1A MAKeTOB, Nonajato-
LWMX nog, npasuno uabTpaumm B cnncke ACL.
/ ’ Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HuUTCcA npaBuno implicit deny any any.

4.25.3 Kornopuzypayusa ACL Ha 6a3ze MAC

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMEeTPOB, UCMOJIb3yEMbIX B
cocTaBe KOMaHZA HacTpoikm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecauumn.

CosgaHue M BXO4, B peXum pepaktmposaHma cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYLLECTB/IAETCA NO KOMaHAe: mac access-list extended access-I1ist num.

Tabnnua 198 — KomaHapl, ucnosibsyemble aas Hactponkn ACL-cnmckos Ha ocHose MAC-agpecauum

KomaHoa

Aeiicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb paspeluatolLyto 3anucb duabTpauun. NakeTol, oTBE-
Yatolme ycnosmuam sanucu, byayt ob6pabaTbiBaTbCd KOMMYTa-
TOpoMm.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb 3anpeLuatoLLyto 3anucb duabTpauun. MNakeTol, oTee-
YatoLme ycnosuam sanucu, byayt 610KMpPoBaTLCA KOMMYTATO-
pom.

Tabnunua 199 — OcHOBHbIE NapameTpbl, UCMO/Ib3YEMbIE B KOMaHAAX

MNapamemp 3HauyeHue Aelicmeue
permit [JelicTBme paspelunTb Co3paTb paspeluatolee npasuno dpunbTpaumm B cnncke ACL.
deny [ewncteue 3anpeTnTb Co3gaTb 3anpewjatouee npasuno ¢uabtpaumm B cnncke ACL.
source Aapec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

BbuTtoBas macka,
npumeHsaeman Kk MAC-
afpecy UCTOYHMKa NakeTa

Macka onpegenset 6utol MAC-agpeca, KoTopble HEOBX0ANMO UT-
HOPMPOBaTb. B 3HaYeHUA rHopupyembix BUTOB JOMKHbI BbITb 3a-
nucaHbl eguHuLbl. Hanpumep, MCNonib3ya MacKy, MOXHO onpeae-
NUTb ANs npasuaa ounbTpaumn amanaszoHa MAC-agpecos. YTobbl
n06asuTb B Npasuao ¢unbTpaummn sce MAC-agpeca, HauMHaoOLWK-
ecs Ha 00:00:02:AA.xx.xX, HeO6X0AUMO 334aTb 3HaYEHWE MacKu
FF:FF:FF:FF:00:00, To ecTb, COrnacHoO AaHHOW macke, nepsble 16
6uT MAC-agpeca byayT He BaXKHbl 414 aHaNMU3a.

destination AZpec Ha3zHavyeHuA

Onpeaensetr MAC-agpec HasHa4YeHUs nakeTa.

destination_ mask
buTtoBasa macka,

npumeHsaeman Kk MAC-
afipecy HasHayeHUsA nakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobXx04MMO Ur-
HOpMpOoBaThb. B 3Ha4YeHMA UrHopmpyembix GUTOB AONMKHbBI ObITb 3a-
nucaHbl eauMHnubl. Macka Mcnosib3yeTca aHaslorMYyHO Macke
source_ mask.

NHaekc npasuna

vilan vlan_id: (0..4095) MNoaceTtb VLAN ¢punbTpyembix NakeTos.

cvlan-priority cvlan_priority: (0..7) Knacc obcnykmBaHmsa opuabTpyembix NakeTos.

encaptype value: (1..65535) Tun encaptype ana ¢puUAbTPyeMbixX NaKeToB.

priority NHAaeKc npaBuna B Tabauue, 4em meHblie MHAEKC — TemM Npuopu-

TeTHee npasuao 1-255.
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optional parameter

OnuuoHanbHbIM NapameTp

OnuMoHanbHble MapameTpbl NPU KOHPUIYPUPOBAHUM CNUCKA [0-
cTyna:

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gononHUTENbHOE AeNcTBME Hag TPadUKOM;

- redirect — nepeHanpaBnATb NaKeT, NONaBLUMI NOA NPaBUIO;

- packet-count — BK/OYNTb CHETYMK A/1A MAKETOB, MOMNAAAOLLNX
nog, npasuno ¢puabTpaumm B cnmcke ACL.

JocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN), nested-vlan (aobasneHne A0ONOAHUTENbHOrO Tera u
VLAN) n modify-cvlan (go6asneHune BHyTpeHHero Tera VLAN)

V MNocne Toro, Kak nto6oii ACL 6yaeT npuBAsaH K uHtepdeiicy, ana astoro uHtepdeitca npume-

HUTCcA npasuno implicit deny any any.

Mpumep HacTponkmn punbtpaumm padi/pado uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0
console (config)# mac access-list extended !

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£f£:£f£f:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 1 in

[Nna NpoxoxAaeHusa OCTaNbHbIX MNaKeTOB Ha WHTepdelice TpebyeTca nobasutb BTOpoit ACL,
paspeLluatoLmii MPoXoXKAeHMWE NaKkeTos, He NonagatolLmx noa npasuio ¢unsbtpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 1/0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 1/0/1
console (config-if) # ip access-group 1010 in

[Ons NpoxoXKAeHWs OcCTasbHbIX MaKeToB Ha uHTepdelice Tpebyetcs p[ob6asuTb BTOpok ACL,
paspelulalolmii NPoOXoXKAEeHWE NaKeToB, He NonaAaloLmx nod npasuao eunbTpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 1/0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in
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4.26 KoHdwurypauyumsa sawmtbl ot DOS-atak

I ,

dyHKkuma firewall He nopgaep:kaHa B cTeke B TeKywieit Bepcum MO.

[aHHbI 610K KOMaHA No3BoIAET 610KMPOBATb HEKOTOPbIE PAacnpoCTPaHeHHbIe Kaaccbl DoS-aTak.

KomaHObI pexcuma 2a06anab6HoU KOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasbHoM KOHPUrypaLumm:

console (config) #

Tabnunua 200 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

firewall -/BKNIOYEHO

MepeiTn B pexMm KOHOUIypUpoBaHWA MOAYNA, OTBEYAIOLLEro 3a
dYHKUMOHanN 3awmTbl oT DoS-aTak.

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabaunuya 201 — KomaHabl pexkmma KoHpurypauum edyHKkumnoHana firewall

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmsue
no yMmoaYaHuro

enable BKkAtouMTb Noaaep KKy 3awmtbl ot DOS-aTak.

- -/BKAKOYEHO
disable BbIKNOUNTb NoAAepKKy 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BkntoumTb 06HapykeHue syn-fin-naketos.
enable -/BKAtOYEHO

no ip tcp inspection syn-fin

BbIkntounTb 06HapykeHne syn-fin-nakeTos.

ip tcp inspection

timeout <sec> sec: (1..65535)/1

YcTaHOBUTL Talimep 610KMPOBKM syn-fin-nakeTos.

ip tcp limit syn-flag enable

BKAOUMTbL OrpaHMyeHme ckopoctu ana sxogauero TCP-tpaduka c
¢dnarom SYN.

- — - -/BbIKNIOYEHO
ip tcp limit syn-flag disable

C

BbIKNOUNTL OrPaHUYEHME CKOPOCTU ANA Bxoaawero TCP-Tpaduka

¢dnarom SYN.

notification interval <sec>

sec: (1..3600)/1

YCTaHOBUTbL BpeMeHHOW nHTepBan mexay SYSLOG-coobLleHuamm
0 NpeBblleHnn orpaHmnyeHuns exoaawero TCP-Tpaduka ¢ pnarom
SYN.

no notification interval

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica

Buza 3anpoca KOMaHAHOW CTPOKM pexnma KoHoUrypaumm nHtepdeica:

console (config-if) #

Tabnunuya 202 — KomaHAabl pexkmma KoHourypauum uHtepdeiica

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

ip tcp limit syn-flag <value> value: (1-262143) pps/

100

YcTaHOBUTL 3HaYeHWe ckopocTn ana exogawero TCP-TpaduKa ¢
¢dnarom SYN Ha uHTepdelice.
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no ip tcp limit syn-flag

BbikntounTb orpaHuveHune ckopoctu ana Bxogawero TCP-tpa-
duka c pnarom SYN Ha nHTepdeiice.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 203 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4aHuro

Aelicmeue

Show running-config firewall

OTo6pasunTb HacTpoiky moayns firewall.

show firewall stats

OTO6pPa3nTb CTAaTUCTMKY MO NaKkeTam, 06paboTaHHbIMU MOAYAEM
firewall.

show firewall tcp-syn-limit

OTo6pasnTb TeKylMe HACTPOMKM OrpaHUYEeHUs CKOpOCTU AN
Bxoasawero TCP-tpaduka ¢ dnarom SYN.

4.27 KauectBo 06cnykusaHma — QoS

Mo ymonyaHUIo Ha BCex MOpTax KOMMyTaTopa MCNOAb3yeTcA OpraHM3auua odyepeam MakeTos No
meTtoay FIFO: nepsbiii npuwen — nepsbiit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepenayn
TpaduKa npu MCNOMb30BAHUM JAHHOTO METOAA MOFYT BO3HWKHYTb NpPobiembl, MOCKONbKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE NakeTbl, He Boweglwmne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepPAOTCA
6e3B03BpaTHO. PelwaeT gaHHylo npobnemy meTon, OpraHuUsylOWMiA odepean no npuoputety TpaduKa.
MexaHmam QoS (Quality of service — KayecTBo 06CNYyKMBaHMA), PeEaNM30BaHHbIA B KOMMyTaTOpaXx,
No3BO/ISIET OPraHM30BaTb BOCEMb OYepeaen NPUOPUTETA NAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblxX

AaHHbIX.

4.27.1 Hacmpolika QoS

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnnua 204 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

qos buffer system threshold
{High-on | High-off | Low-on|
Low-off}

no gos buffer system thresh-
old

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOpOroBble 3HaYEHUA ANA TPaHULblI YTUAU3ALUKN CU-
cTeMHoro bydepa:

- ana cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepun MES2424/MES2410 — (0..4095);

- ana cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCTaHOBWTb 3HAYEHUA MO YMOMAYAHUIO ANA HACTPOWKM NMOPOroBbIX
3HAYEHWIA BEPXHEN ANA rpaHuLLbl yTUAM3ALUKU crucTeMHoro bydepa.

qos buffer port threshold
{High-on | High-off | Low-on|
Low-off}

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOpOroBble 3HaYeHUA ANA TPaHUUbI YTUAU3ALUKN By-
¢depa Ha nopTax:

- ana cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepun MES2424/MES2410 — (0..4095);

- ansa cepun MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).
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no qos buffer port threshold

YcTaHOBKa 3Ha4YeHMA MO YMONYAHUIO A4 HACTPOMKM NMOPOroBbIX
3HaYeHwui gna rpaHnLbl yTuamsaumm bydepa Ha noprax.

gos buffer port-guarantee
{port buffer | disable}

no qos buffer port-guarantee

Buffer: (0..28)/16

HacTpouTb Noporosble 3HAaYEHUA PeKMMa rapaHTUPOBaHHOIO pac-
npeaeneHun (pexum rapaHTMpPOBaHHOIO pacnpeaeneHus onpeae-
NAET 3HaUYeHMe B KOMYECTBe AYeeK, AOCTyNHOe BCemM NopTam).

OTKNOUUTB NOPOroBble 3HAYEHUA PEXMMA FapaHTUPOBAHHOIO pac-
npeaeneHus (peum rapaHTMpPoBaHHOIO pacnpeaeneHus onpeae-
NAET 3HaUYeHMe B KOIMYeCTBe AYeeK, AOCTyNHOe BCemM NopTam).

gos buffer rx-congestion ig-
nore threshold threshold

no qos buffer rx-congestion
ignore threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

BKAIOUNTL ON1R BbIXOAHOTO MHTepdeinca pexmnm UrHopupoBaHus
COCTOAHUA «NeperpysKa Ha BXoae»:

- anAa cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ans cepun MES2424/MES2410 — (0..4095);

- ans cepun MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

OTKAOUYUTDL ANA BbIXOLHOMO MHTEpdEeca pexMm UrHopUpPOBaHUA
COCTOAIHUA «NeperpysKa Ha BXO4Ee.

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3patb CNMCOK KpuTepueB Knaccuoukaumm tpaduka.
2. BoliTn B pexmMm pefakTMpOBaHUA CNNCKa KpuTepues Kaaccudu-
Kauum Tpaduka.

Y4anuTb CNUCOK KpuTepues Knaccudukaumm Tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTerunto knaccubukaumm Tpadpumka.
2. BonTn B peMM pefaKTUpPOBaHMA CTpaTermm Kaaccudpukaumm
TpaduKa.

Yaanutb npaBuno KnaccuduKkaumm Tpadpuka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} sched-
algo {strict-priority | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | port-channel
group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
sched_num: (1..65535)

OnpepenuTb anroputm paboTbl NIaHMPOBLLMKA Ha MHTepdeiice.

- strict-priority — cTporas ouepesb, MMeeT HauBbICLIMIA TPUOPUTET;
- strict-wrr — ouepeb MO MeXaHW3MYy WrT, UMeloLLAn npuopuTeT
BbILLE OYepean Wrr;

- Wrr — o4yepeap, 06pabaTbiBaOLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port/two_port — ucxoasawmii natepdeic.

Y[annTb HaCTPOMKM NNAHMPOBLUMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3a4aTb HOMep U Bec oyepeam AN UCXodalLero uHtepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenutb Tpaduk c meTko CoS/DSCP B ouepesb.

OTMeHUTb onpeaeneHune TpaduKa B ouepesb.
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gos interface {fastethernet

fa_port | gigabitethernet fa_port: (1..8/0/1..24);

gi_port | ;

P gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two._port: (1..8/0/1..8);
two_port |

te_port: (1..8/0/1..11);

tengigabitethernet te_port | Priority: (0..7)/0

port-channel group} def-
user-priority priority

YKasaTb ouepeab ona uHTepdeinca, Npy ycioBUM OTCYTCTBUA METOK
CoS/DSCP y BxoAALWMX NaKeTOB.

logging service cpu rate-limit
[queue]

- - -/BbIKAOYEHO
no logging service cpu rate-

limit [queue]

BK/I1OUMTbL OTNPaBKY TPAnNoB O NpeBbieHWM nopora cpu-rate-limit
B syslog.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

snmp-server enable traps cpu
rate-limit [queue]

-/BbIK/IOYEHO
no snmp-server enable traps

cpu rate-limit [queue]

BK/IOUMTL reHepaLmio YBeAOMIEHUI NPU NPEBbLILLEHUN 3HAYEHUA
cpu-rate-limit.

OTKNOUUTL FeHepaLmio yBeaOMIEHUA Ha YCTPOMCTBe.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm VLAN:

console (config-vlan) #

Tabnunuya 205 — KomaHab! pexuma KoHdurypaumm VLAN

KomaHda
1o yMmon4aHuo

3HayeHue/3HayeHue

OnucaHue

gos cos egress cos_default

cos_default: (0..7)/0

NO (Os COos egress

YcTaHaBoBUTb 3HaYeHne CoS ans nopta (CoS, npumeHsaemblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLEro Yepes WMHTep-

deiic).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 206 — KomaHgb! pexkuma KoHdpurypaunm nntepoeiica Ethernet

KomaHoa
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

gos trust {cos | dscp | cos-dscp
| none}

-/BbIKAOYEHO

no qos trust

YCTaHOBUTL pPeXnm foBepua KommyTaTopa B 6a30BOM pe-
»ume QoS (CoS nau DSCP).

- COS — YCTaHaBNBAET KNACCUPUKALMIO BXOAALLMX NAKETOB
no 3Ha4yeHuAm CoS. A HeTermMpoBaHHbIX MAKETOB UCMONb-
3yeTca 3HavyeHue CoS No ymonyaHuio.

- dscp — ycTaHaBAMBaeT KnaccMdUKaLMIO BXOOALLMX NaKe-
TOB no 3HayeHunam DSCP.

- cos-dscp — ycTaHaBAMBAET KNaccuPMKaLMIo BXOSALLMX Na-
KeToB no 3Ha4yeHnAm DSCP ana IP-nakeToB 1 No 3Ha4YeHnAM
CoS ana He IP-nakeToB.

YCTaHOBUTb 3Ha4YeHUA NO YMOJIHAHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/IIOYEHO

no ¢os map regen-priority
{vlanPri | ipDscp} enable

- VlanPri — pa3spewuTb yCTaHOBUTb HA UCXOAALLEM UHTEp-
deiice 3HaueHne CoS B NaKeTax COrMMacHO HAaCTPOEHHOMY
BHYTPEHHEMY NPUOPUTETY.

- ipDscp — paspewwnTb U3MepUTeNo NepemMapKUpPOBbIBaTb
TpaduK CornacHo HaCTPOEHHOMY a/iIroPUTMY.

OTMEHWTb HaCTPOWKK NepemapKnpoBKM TpaduKa Ha UCXo-
nawem nHtepdelice.
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gos def-vlanPri source {inner- YcTaHaBAMBAeT MCTOYHMK svlan-priority npu ucnosb3osa-
vlanPri/none/user-pri} HuM DotlQ tunnel ana Bxoagsuwero Tpaduka Ha WHTEp-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HaueHue svlan-priority 6epetca ns qos inter-
face {fastethernet/gigabitethenet/twopointfivegiga-
bitethernet/tengigabitethernet/port-channel port} def-
user-priority priority;

- none — 3HayeHue No ymon4yaHuw, svlan-priority = 0.

-/none

no qos def-vlanPri source Bo3BpaluaeTca 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma pedakmupo8aHUA CUCKA Kpumepues Kaaccugukauuu mpaguxka

Bug, 3anpoca KOMaHAHOM CTPOKM pexmma pefakTUPOBaHMA CMMCKA KPUTEpUEB KnaccubuKaumm
TpaduKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabnnua 207 — KomaHAabl pexxmma pefakTUpPOoBaHUA CNUCKa KpUTepMEB KaaccnuduKkaumm Tpadmka
3HayeHue/3HayeHue
10 yMOM4aHuio

KomaHoa Aelicmeue

match access-group {ip-access-
list | mac-access-list } acl_num

[o06aBuTb Kputepuii Knaccuoukaunm Tpaduka. Onpeaenset npa-

acl_num: (0..65535) Buna GunbTpaumm Tpaduka no cnucky ACL ansa knaccudmraumm.

set class class_num AKTUBMPOBATb KAacc.
class_num: (1..65535)

no set class class_num OTKNtOUUTL paboTy Knacca.

set class class_num regen-
priority priority group-name
name

L 3a4aTb BHYTPEHHUI NPUOPUTET AN1A YKa3aHHOIOo Kaacca.
priority: (0..7); A yte prop ARy

name: (1..31) cumBonoB

KomaHObI pexcuma pedaKkmupo8aHusa cmpamez2uu KAaccuguKkayuu mpaguxka

Buza 3anpoca KOMaHAHOM CTPOKM peXXnMma pefakTMpoBaHMA cTpaTernm knaccudumkaumm tpadumka:

console# configure terminal
console (config) # policy-map policy-map-name
console (config-ply-map) #

Tabnunua 208 — KomaHAabl pexkmMma pefakTMpoBaHUA CTpaTerMm Knaccudurkaumm tpadmka
3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda Aeilicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

YCTaHOBWTb HOBOE 3HAYEHME METKM 4/15 NaKeTa.
class_num: (0..65535);

new_cos_map: (0..7);
new_dscp_map: (0..63)

set meter meter YCTaHOBWTb OrpaHUYeHue A1 CKOPOCTU NMOTOKA COrNacHO HacTpo-
€HHOMY anropuTMmy.

no set meter - YpanuTb orpaHnyeHve AnA CKOPOCTU NOTOKA COMAacHO HAaCTPOEeH-
HOMY anropuTmy.

KomaHObI pexcuma 2a06asa6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXknma rnobanbHol KoHPUrypaumu:

console (config) #
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Tabnmua 209 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

meter meter

no meter meter

meter: (1..255)

Co3aaTb M3MepUTeNb OrpaHUYEeHWUs CKOPOCTU AN UCXOAALLEro
TpaduKa.

YAanutb M3MepUTesb OrpaHMYEHUA CKOPOCTU AJ1A UCXOAALLEro
TpadwukKa.

KomaHObI pexcuma KoHgu2ypayuu usmepumessa 02paHUYEeHUS CKopocmu 044 8xo0duwe20 mpa-

_dZUKG

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme KoHdUrypaLumu:

console (config-meter) #

Tabanuya 210 — KomaHabl pexmma KoHpurypaumm

N3MepUTENA OrPaHUYEHNA CKOPOCTH

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWTb OrpaHMYeHre CKOPOCTH A1 UCXoasLLero TpaduKa co-
rnacHo anropuTtmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWTb OrpaHUYeHNe CKOPOCTU A/1A UCXOZALLLero Tpaduka co-
rnacHo anropuTmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/to4aeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduka.
Mopaepxusaetca Toabko Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2411X, MES3400-24, MES3400I-24,
MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBWTb OrPaHNYEHNE CKOPOCTU AN1A UCXOAALLEro TpaduKa co-
rnacHo anropuTtmy two rate — Three Color Marker (rfc2698).
Color-aware — BK/ito4aeT aHanm3 DSCP npu aHanuse obbema Tpa-
duka.
Mopaepxusaetca Toabko Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MIES2448P, MES2420-48P,
MES2420B-24D, MES2411X, MES3400-24, MES3400I1-24,

MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

' ' Ona KoppeKTHOI paboTbl u3smeputena ¢ aaroputmamu sr-TCM u tr-TCM TpebyeTca ycTraHo-
rad BUTb Ha UcxogAalem uHtepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 211 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
10 yMOAYaHuo

Aelicmeue

show qos global info

OT06pa3unTb r1obasnbHbie HACTPOMKK (OS.
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show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

MoKasaTb B KaKylo ouepesb onpeaeneHbl MHTepdenchbl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT106pa3znTb mannuHr CoS n DSCP no ymonyaHuto.

show qos trust

MPOCMOTP TEKYLUMX HACTPOEK LOBEPUA METKaM COos M dscp.

show gos queue-stats
[interface gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11)

OT06pasmnTb cTaTUCTMKY QOS.
NopaepxuBaerca TonbKo Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448B.

Mpumep NpMMeHEHUA CEPBUCHOM NOAUTUKM

Ons Tpaduka, umetowtero DSCP 8, meHseTtcsa VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTcA Ha 63,
CKOpPOCTb NOTOKa orpaHuumnsBaeTcs ao 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl) # permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 1/0/6

console (config-if)# qos trust cos

console (config-if)# switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !
console (config) # interface gigabitethernet 1/0/7

console (config-if)# switchport mode trunk

console (config-if) # gos map regen-priority-type vlanPri enable

console (config)# class-map 1008
console (config-cls-map) # match access-group ip-access-1list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map) # !
console (config)# meter 10
console (config-meter) # meter-type avgRate cir 512 kbps

console

config-meter) # !

console (config) # policy-map 1008
console (config-ply-map)# set policy class 1008 default-priority-type ipDscp

63

(
(
(
(
(
(
(
(
console (config-if)# !
(
(
(
(
(
(
(c
(
(

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnsl nopmos

! dyHKuuMA rate-limit He noaaep:kaHa B cTeke B TeKyweii Bepcum MO.

Bua 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdeiica Ethernet, nntepdeliica

rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 212 — KomaHabl pexmma KoHpurypaummn nHtepoeiica Ethernet, rpynnbl nHtepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4yaHuio

Aelicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMYeHMe CKOPOCTU AN1A BXoasLwwero TpaduKa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBWUTb OrPaHUYEHNE CKOPOCTU ANA UCXOAALLErO TpadUKa.

V 3HaueHue rate AOMKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

Mpumep HacTPOMKM orpaHMYeHnn ckopoctu nopta GigabitEthernet 1/0/4:

console# configure terminal

console (config) #

vlan 10

console (config-vlan)# vlan active

console (config-vl

an) # !

console (config) # interface gigabitethernet 1/0/4

console (config-if
console (config-if

(
(
(
console (config-if
(
(
console (config-if

) #

)
) #
) #

Mpumep HacTpoiiku QoS:

switchport
# switchport
rate-limit
rate-limit

mode acce
access vl
input 512
output 51

ss
an 10

2

HacTpounTb NAaHMPOBLUMK MO anroputMmy Wrr ana mcxogauiero nHrepdeitca gil/0/1. Pacnpegenuts
Tpaduk cornacHo nosto CoS B oyepeam 1-4. HazHaunTb BEC WIT 419 OYEPEAEN COINIaCHO HOMEPY oYepeaum.
Ouepenpb 5 06bABUTL NPUOPUTETHOA.

console (confiqg) #
WrIr
console (config) #
wrr
console (config) #
WrIr
console (config) #
strict-priority

console (config) #
weight I
console (config) #
weight 2
console (confiqg) #
weight 3
console (config) #
weight 4
console (confiqg) #

console (config) #
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (config) #

scheduler

scheduler

scheduler

scheduler

queue ! interface

queue 2
queue 3
queue 4
queue 5
queue-map
queue-map
queue-map

queue-map
queue-map

10

20

20

20

interface

interface

interface

interface

interface

interface

interface

interface

regn-priority
regn-priority
regn-priority

regn-priority
regn-priority

gigabitethernet 1/0/1

gigabitethernet 1/0/1

gigabitethernet 1/0/1

gigabitethernet 1/0/1

vlianPri
vlanPri
vlanPri
vlanPri
vlianPri

gigabitethernet 1/0/1
gigabitethernet
gigabitethernet
gigabitethernet

gigabitethernet

G W DN =

1/0/1
1/0/1
1/0/1
1/0/1
queue-id
queue-id
queue-id

queue-id
queue-id

scheduler

scheduler

scheduler

scheduler

G W N =

sched-algo
sched-algo
sched-algo

sched-algo

scheduler 10

10

10

10

10
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4.28 KoHdurypauma NnpoToKON0B MapLUpyTU3aLumn

AnnapaTtHaA mapLlupyTU3aLmMAa NOAAEPXKUBAETCA TONbKO Ha moaenax MIES2424, MES2424B,
MES2424FB, MES2424P, MES2410-08DP, MIES2410-08DU, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2420B-24D, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

.‘

4.28.1 KoHdpucypayus cmamuyeckoli mapwpymu3sayuu
CtaTnyeckana mapLpyTm3auma — BMA, MapLUpyTM3aLmumn, Npu KOTOPO MapLIpyTbl YKa3blBatoTCcA B AB-
HOM BMAe Npu KOHPUrypaumm maplpytmsatopa. Bca mapwpyTtmsauma npu aTom npomcxoamt 6e3 yyactusa

KaKuX-MB0o NPOTOKO0B MapLLpPyTM3aL M.

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHoM KoOHOUrypauum:
console (config) #

Tabnnua 213 — KomaHabl pexkuma KoHpurypauum untepdeiica Ethernet, rpynnsl uHTepdelicos

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o ymon4aHuio
ip route prefix {ip_mask Co34aTb CTaTUYECKOE NPABM/IO MApLIPYTU3aL UK.
| prefix_length} {gateway - prefix — ceTb HasHayeHuA (Hanpumep, 172.7.0.0);
- mask — macka cetu (B GopmaTe 4eCATUYHOMN CUCTEMBI CYMCe-
HUA);
- gateway — W03 ANA JOCTYNa K CETU Ha3HaYeHus;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaértca B TOM Cnyyae, ecav CeTb HasHaYeHMA Hanps-
vlan_id: (1..4094) myto (directly) noakntoueHa K MHTepdeiicy, COOTBETCTBYHOLLEMY
vlan_id.
no ip route [all | prefix YAanuTb NpaBuao 13 Tabaunubl CTaTUYECKO MapLLpPYTU3aLUN.
{io_mask |prefix_length} [gate- - all — ypanuTb Bce npaBuia U3 TabanLbl CTaTUYECKON MapLIPYyTU-
way]] 3aumu.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#
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Tabnuua 214 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip route [prefix [mask]|
connected | details | failed |
static | summary]

MokasaTb TabnLy MapLIpyTU3aLMK, YA0BAETBOPAIOLLYIO 3a4aH-
HbIM KpUTEPUAM.

- prefix — ceTb Ha3Ha4YeHuUs;

- mask — macka cetu (B popmaTe LecATUYHON CUCTEMbI CYMCe-
HuA);

- connected — NOAK/OYEHHBIN MapLUPYT, TO €CTb MapLLPYT, B3A-
TbI C HENOCPEACTBEHHO NOAKNOYEHHOTO U GYHKLMOHMPYIOLLLErO
MHTepoeica;

- details — geTannsmposaHHaa uHpopmauus;

- failed — mapwpyTbl, ycTaHOB/IEHHbIE C OWMBKamK;

- static — cTaTMueckunit MmapLupyT, NPONUCaHHBbIN B Tabanue mapL-
pyTvsaumu;

- summary — obLuee KOIMYEeCTBO MapLLIPYTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

! dyHKuua VRRP He noapeprkaHa B cTeKe B TeKylyeit Bepcum MO.

.‘

DYHKUMA noanepXKUBAETCA TONbKO Ha mopgenax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-

48P, MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

MpoTtokon VRRP npepHasHayeH AnA pe3epBUMPOBAHUA MapLUpPyTM3aTOPOB, BbIMONHAKOWMUX POJb
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTOPOB
B OZMH BMPTYasibHbIM, KOTOPbIN BYAET MCNONb30BATLCA KaK LUKO3 MO YMONYAHUIO A1 KOMMNBbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdelicbl umetoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Ho-

mep rpynnbl VRRP (VRID).

TONbKO OANH M3 GU3MYECKUX MAPLUPYTU3ATOPOB MOXKET BbINONHATL MapLIPyTU3aLmMio TpadurKa Ha BUPTY-
anbHoMm IP-uHTepodeice (VRRP master), ocTanbHble MapLLpyTM3aTOPbI B Fpynne npeaHa3HayeHbl Ans pesep-
BupoBaHua (VRRP backup). Beibop VRRP master npouncxoguT B cootBetcTBum ¢ RFC 5798. Ecnm Tekywwmin
master cTaHOBUTCA HEAOCTYNHbIM — BbI6OP Master'a nosTopsaeTca. HanBbICWIMIA NPUOPUTET UMEET MapLL-
pyTM3aTop ¢ cobcTBEHHbIM IP-aapecom, coBnadatoLmMm ¢ BUPTYaabHbIM. B ciyyae AocTynHOCTM OH Bcerga
ctaHosuTcA VRRP master. MakcumanoHoe konundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2n06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnunua 215 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

Aelicmeue

vrrp enable

no vrrp enable

-/BbIK/IOYEHO

BkntoumTb VRRP r106anbHO.

V Dns Toro uto6bl VRRP 3apaboTan Ha uHTepdeiicax,
HYKHO BKAounTb VRRP rnobanbHo.

YAanuTb NpaBuao 13 TabanLbl CTaTUYECKOW MapLIPYyTM3aLUK.
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‘ vrrp version {v2 | v3}

‘ 3apatb Bepcuto VRRP.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelicos VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm nutepoeicos VLAN:

console (config-if) #

Tabanuya 216 — KomaHgbl pexkmma KoHpurypauumn nntepoeric VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipvé [ip_address]

vrid: (1..255)/-

Onpegenntb IPv4-agpec VRRP-mapwpyTmnsaTopa.

Y[anuTb BUPTYaNbHbI MapLipyTM3aTop vrid Ha AaHHOM yCTpOii-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIK/IOYEHO

enable — BKNOUMTL pexkum, B KoTopom VR-aapec byaeT otBevaTtb
Ha ICMP-3anpocbl M NpMHUMATb 3aNpPOCbl Ha MNOAKAKOYEHMe No
Telnet n SSH;

disable — BbIK/IOYMTb AaHHBIV PEXUM.

vrrp vrid preempt

vrid: (1..255)/

BKAtounUTb perknum, npu KoTopom backup-mappyTtunsatop c bonee
BbICOKMM MPUOPUTETOM DOyAeT MbITaTbCsA MepexBaTUTb Ha cebs
ponb master y Tekyllero master-maplpytmusaTopa ¢ 6onee HuU3-
KMM NpuopuTeTOM.

MapLpyTusaTop, KOTopblii ABnAeTcA Bnagenouem IP-

BKITIOHEHO V appeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOI KO-
MaHAbI.
no vrrp vrid preempt BbIKNOUNTL PEXUM NPEEMCTBEHHOCTU.
vrrp vrid priority priority vrid: (1..255); HasHauutb npuoputet VRRP-mappyTtumsaTtopa.

no vrrp vrid priority

priority: (1..254)/
255 ana snagensua IP-
agpeca, 100 gna

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

OCTaNbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpeaenvTb MHTEPBaAN MeXAy aHOHCaMWM master-mapLupyTusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBMWTb 3HaY€HME MO YMOIYAHUIO.
1cek

KomaHOowbl pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 217 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKylo UK AeTasnbHylo MHGOPMaLUo Ana BCex
MM OAHOrO HAaCTPOEHHOTO BMPTYaabHOro mapLpytusatopa VRRP.
- detail — npocmoTp aetanbHo MHbOPMaLMK;

- statistics — npocmoTp 06LLel cTaTUCTURMN.

4.28.3 Hacmpoiika npomokosaa OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMUYecKoi MaplupyTU3aLMKM, OCHOBAHHbIN Ha
TEXHONOMMU OTCNEXKMBAHUA cocToAHMUA KaHana (link-state technology) n ncnonb3yoWNtCa ANA HaXxoXK-
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OEeHUA KpaTyaiwero nytn anroputm Aelkctpbl. MNpoTtokon OSPF npepacraBnseT coboit NPOTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHPOPMaLMIO O AOCTYMHbIX MapLUPyTax MexKay

MapLLpyTU3aTOpPamMmn 04HON aBTOHOMHOM CUCTEMbI.

KomaHObI pexcuma 2a06asnabHol KoHpu2ypayuu 019 OSPFv2

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (confiqg) #

Tabnunua 218 — KomaHgb! pexuma rnobanbHoi KoHourypaumm OSPFv2

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymona4aHuro
router ospf -/- 3aliT B perKUm KoHdurypaumm npouecca OSPFv2.

KomaHObI pexcuma npoyecca OSPFv2

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxunme KoHdurypaumm npouecca OSPFv2:

console (config-router) #

Tabnuua 219 — KomaHabl pexkmma KoHpurypaumm npouecca OSPFv2

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

shutdown

no shutdown

-/BbIK/OYEH

BbikntounTtb OSPF-npouecc.

V Mo ymonuaHuio OSPF-npouecc BbIK/IIOYEH.

Bkatountb OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTb aAMUHUCTPATUBHYO AncTaHumio ans OSPF.

YCTaHOBUTb 3HAYEHME MO YMOUYAHWUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 |2}]

metric: (1..16777214)/20

BK/OYMTb aHOHCMPOBAHME LWJIK03a MO YMOAYAHUIO, BHE 3aBUCH-
MOCTM OT TOrO 33aH /M OH CTAaTUYECKMM MapLLIPYTOM MU He 3a-
[OaH.

YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
B ciyyae yKasaHMA napameTtpa BEpPHYTb €ro 3HadeHue no ymosi-
YaHMIo.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IOYEHO

BKAOYNUTD MM BbIK/AOYMTD TPAHCAALMIO MapLUpyTa No yMo4a-

HUto (ycTaHoBUTL P-6UT) B NSSA Ha ASBR, KOTOpbIN He ABaseTcs
ABR.

[onxHo 6biTb BK/IIOYEHO AaHOHCUPOBAHME MapLUPyTa

V no ymonuanuio (default-information originate always).

redistribute connected
[metric metric] [metric-
type {1 | 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

Pa3pelwnTb aHOHCMPOBaHMeE connected-mapLipyTos:

- metric-type 1 — yCTaHOBUTbL TUM UMMNOPTMPYEMbIX MapLLPYTOB
KaK external-1;

- metric-type 2 — yCTaHOBUTb TUM MMMNOPTUPYEMbIX MapLIPYTOB
KaK external-2;

- metric — 3HaYeHUe METPUKMU ANA UMMNOPTUPYEMbIX MapLLIPYTOB.

3anpeTuTb aHoHcMpoBaHWe connected-mapwpyToB. B cayyae
YKa3aHuA napameTpa BepHYTb ero 3Ha4eHue No YMOAYaHUIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

PaspewnTb aHOHCUMPOBaHME CTAaTUHECKMX MapLLUPYTOB:

- metric-type 1 — yCTaHOBUTbL TUM MMMNOPTUPYEMbIX MapLIPYTOB
KaK external-1;

- metric-type 2 — yCTaHOBUTL TUM MMMNOPTMPYEMbIX MapLLPYTOB
KaK external-2;

- metric — 3HaYeHMe METPUKMN 418 UMMNOPTUPYEMbIX MapPLLPYTOB.

3anpeTuTb aHOHCMPOBaHME CTaTUYECKUX MApLIPyTOB. B cnyvae
YKa3aHuMa napameTpa BepHYTb ero 3HayeHue no yMOAYaHuIo.
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redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

Pa3spewntb aHOHCMpPOBaHNE MapLLPYTOB, NOAYYEHHbIX NO NPOTO-
kony RIP:

- metric-type 1 — ycTaHOBUTb TUN MMMNOPTUMPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBUTb TUN MMMNOPTUPYEMBIX MapLIPYTOB
KaK external-2;

- metric — 3Ha4eHe MeTPUKMN A1 UMMOPTUPYEMbIX MAPLLIPYTOB.

3anpeTnTb aHOHCMPOBAHWE MApPLLIPYTOB, NOJIYYEHHbIX NO NPOTO-
Koy RIP. B cnyvae yKasaHuA napameTpa BEepPHYTb ero 3HayeHue
no YMOYAHWUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMpPOBaHNE MapLLPYTOB, NOAYYEHHbIX NO NPOTO-
Kony BGP:

- metric-type 1 — ycTaHOBUTb TUN MMMNOPTUMPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBUTb TUN MMMNOPTUPYEMBIX MapLIPYTOB
Kak external-2;

- metric — 3Ha4YeHe MeTPUKMN A1 UMMOPTUPYEMBIX MAPLLIPYTOB.

3anpeTnTb aHOHCMPOBAHWME MApPLLIPYTOB, NOJIYY4EHHbIX NO NPOTO-
Kony BGP. B cnyyae yKasaHMA napameTpa BEPHYTb ero 3HayeHune
Nno YMOJ/IYAHUIO.

redistribute all
[metric metric] [metric-
type {1 | 2}]

no redistribute all [metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMpPOBAHME MApLUPYTOB, MOJYYEHHbIX MO BCEM
noAAepKMBaembiM NPOTOKOAAM MApLLPYTU3aLmUK:

- metric-type 1 — yCTaHOBUTb TUN MMMOPTUPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBUTb TN UMNOPTUPYEMbBIX MAPLLPYTOB
Kak external-2;

- metric — 3Ha4YeHe METPUKM A41A UMMOPTUPYEMbIX MAPLLIPYTOB.

3anpeTnTb aHOHCMPOBAHME MapLIPYTOB, NOJIYYEHHbIX NO BCEM
noaAepKnBaembiM NPOTOKONAM MapLIpyTM3aLmMm. B cnydae yKka-
3aHWA NapameTpa BepHYTb ero 3Ha4YeHMe Mo YMOIYAHMIO.

compatible rfc1583

no compatible rfc1583

-/BKOYEHO

BkntounTtb coBmectumocTb ¢ RFC 1583.

BbIkntounTb coBmecTumocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: npeHtudmkatop
maplwpyTtusaTopa B ¢op-
mare IPv4-agpeca

YCTaHOBUTb MAEHTUOUKATOP MAPLUPYTM3ATOpa, KOTOPbIM YHU-
KanbHO MAEHTUOMLMPYET MapLLpPyTU3ATOP B Npeaenax oAHOM aB-
TOHOMHOW CUCTEMbI.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: ngeHtnduratop
30Hbl B dopmare IPv4-aa-
peca

Bkntountb OSPF Ha IP-uHTepdeiice.

Ypanutb IP-agpec uHTepodeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: ngeHtnduratop
30Hbl B dopmare IPv4-aa-
peca

YCTaHOBUTb A/1A YKa3aHHOW 30Hbl TMN stub. 3oHa — coBoKyn-
HOCTb CeTel U MapLpyTU3aTOPOB, UMEIOLMX OAUH U TOT XKe
naeHtTnduKatop.

- no-summary —He o0TNPaBAATb UHGOPMALUIO O CYMMUPOBAHHbBIX
BHELUHWX MapLIpyTax.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

A.B.C.D: npeHtnduratop
30HbI B popmarte IPv4-ag-
peca;
metric: (1..16777214)/20

YCTaHOBWTb A/15 YKa3aHHOM 30HbI TUN NSSA.

- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHbIX
BHELWHMX MapLpyTax BHYTPb NSSA-30HbI;

- default-information-originate — BkAt0uUMTb aHOHCUpPOBaHME
LUNK03a MO YMOIYAHUIO, BHE 3aBUCMMOCTM OT TOTO 3a4aH /I OH
CTaTUYECKMM MapLUPYTOM UN He 334aH;

- metric-type 1 — ycTaHOBUTb TUN MapLLpyTa MO YMONYAHUIO KaK
external-1;

- metric-type 2 — ycTaHOBUTb TMN MapLUPyTa MO YMONYAHUIO KaK
external-2;

- metric — 3HaYeHMe METPUKM ANA aHOHCMPYEMOro MapLupyTa.

YCTaHOBUTb 3HaYeHMe Mo ymoa4aHuio. B ciyyae ykasaHuA napa-
MeTpa BEPHYTb ero 3Ha4yeHne No ymon4aHUIo.

area A.B.C.D default-cost
metric

YCTaHOBUTb METPUKY A1A LWAK03a N0 YMOYAHUIO B aHOHCaxX ANA
30H stub 1 NSSA.
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no area A.B.C.D default-
cost

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca;
metric: (1..16777215)/20

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ap-
peca;

BbINO/IHUTL CYyMMMPOBAHME MaPLLIPYTOB, MONAAAOLWMX NOL YKa-
3aHHbIV AManasoH.

- summary — an1 MeX30Ha/bHbIX MapLpyToB (LSA Tun-3);

- Type7 — ana sHewHUx mapLupyTos 13 NSSA B marncTpanbHyo
30HY;

- advertise — 06bABWTb YKa3aHHbIN MapLIPYT;

- not-advertise — He 06bABNATb YKa3aHHbIN MapLUpPYT.

Yaanute cymMmnpoBaHue mapLipyToB s aaHHo OSPF-30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: uaeHTnduKatop
30HbI B popmare |Pv4-ag-
peca

YCcTaHOBUTbL poab TpaHcnAaTopa B NSSA-30He.
- always — TpaHcimMpoBaTb Bcerga LSA tun-7 B LSA Tun-5;
- candidate — yyacTBOBaTb B NpoLecce Bbibopa TpaHcaATopa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KyHA

Mepuog cTabunmnsaumm B cekyHaax, gns TpaHcaatopa B NSSA.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: ngeHtuopukaTtop
30HbI B popmare |Pv4-ap-
peca;

E.F.G.H: ugentnodumkatop
MapLIpyT13aTopa HasHaue-
Hua B dopmarte IPv4-aa-
peca;
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHa,
ret: (1..3600)/5 cekyHA,

Co3aaTtb BUPTyasibHOE COeAMHEHME MEXAY MArnCTPaAbHOM U He-
MarucTpasnbHOW 30HaMM, MeX Ay KOTOPbIMW NPUCYTCTBYET Apyras
HemarncTpanbHas 30Ha.

- dead-interval — yka3satb dead-uHTepBan;

- hello-interval — yka3atb hello-uHtepsan;

- retransmit-interval — ykasatb MHTepBan mexay NOBTOPHLIMMU
nepegayamu.

Yaanutb Bu PTyanbHOe coeanHeHue.

passive-interface {default |
loopback /loopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpeTuTb IP-MHTepdeiicy 06MeHNBaTLCA MPOTOKOIbHBIMM CO06-
LLEeHNAMM C coceaamm Yepes yKaszaHHble MHTepdeicol.
- default — 3anpeTnTb ANs BCcex MHTepdencos.

Paspewntb IP-MHTEpdeiicy 06MEHNBATLCA NMPOTOKO/IbHBIMU CO-
obLeHnAMM ¢ coceaAamM Yepes YKasaHHble MHTepdeicol.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3apatb Bpy4Hyto OSPF-cocepa.

Ypanutb OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTb NapameTpbl PeanucTpubyLMmn AN BHEWHUX MapLLpy-
TOB.

- ip_addr — IP-agpec ceTn HasHayeHus;

- prefix_length — IP-macka ceTu;

- metric-type asExttypel — yctaHOBMTb TN MmapipyTa external-1;
- metric-type asExttype2 — yctaHOBMTb TMN MapLipyTa external-2;
- metric-value — yCTaHOBUTb 3HaYEHNE METPUKM.

Y[anuTb ycTaHOB/IEHHble NapameTpbl peaucTpubyummn ans 3a-
[aHHOro MapLipyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/OTKNIOYEHO

BbINOMIHUTL CyMMMPOBAHME BHELHWUX MApLLPYTOB.

- ip_addr — 1P-appec cety;

- prefix_length — IP-macka cetu;

- advertise — cymMmnpoBaHHbIN MapwpyT obbasnaeTca B LSA Tun-
5; ecnv TMn 30HbI NSSA, TO MapLpyT He obbsABAAETCS;

- allowAll — cymmupoBaHHbI mapwpyT obbasaaercs B LSA tTun-5;
ecnun TMn 30Hbl NSSA, To mapwpyT o6basnsetca B LSA Tun-7;

- denyAll — cymMnpOBaHHbIN MapLpyT He 0bbABNsETCS;

- not-advertise — cymMMPOBAHHbI MapLIpyT He 06bsABAAETCA B
LSA T1n-5; ecav TMN 30HbI NSSA, To mapLlupyT obbasaaetcs B LSA
™n-7;

- translation disabled — He ycTaHaBAuBaTbL P-6UT B reHepupyembix
LSA Tnn-7;

- translation enabled — yctaHoBUTb P-6UT B reHepupyembix LSA
™n-7.
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no summary-external
ip_addr prefix_length

BbIKNOYUTL CyMMMUPOBAHUE BHELIHWX MapLUpPYTOB.

capability opaque

no capability opaque

-/OTKNIOUEHO

BkntounTb noanepKKky opaque LSA.

BbIkntounTb NnogaepKy opaque LSA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN 013 OSPFv2

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 220 — KomaHabl pexkmma KoHpurypauum nHtepderica VLAN ana OSPFv2

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMoA4YaHuio
ip ospf network BbibpaTtb TMN ceTun:
{broadcast | non- - broadcast — wupokoBelaTenbHasa CeTb C MHOXKECTBEHHbIM A0-
broadcast | point-to- cTynom;
multipoint | point-to- - non-broadcast — HelunpoKoBeLLaTeNbHan ceTb, B 4aHHOM Cy-
point} -/broadcast Yae afipeca CoCeAHMX MapLLPYTU3aTOPOB HAaCTPaUBAKOTCA BPYY-

no ip ospf network

Hyto;
- point-to-multipoint — MmHOrotToyeuyHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHOBUTbL METPUKY COCTOAHUA KaHana, KOTOpaAa ABNAeTCA
YC/IOBHbIM NMOKa3saTesieM "cToMMOoCTU" NepecbikK AaHHbIX NO
KaHasny.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHpa,

YCTaHOBWTb MHTEPBA BPEMEHM B CEKYHaX, MO UCTEYEHUN KOTO-
poro cocep, byfeT cuMTaTbCA HEAKTUBHbIM. ITOT UHTEPBAN AON-
KeH ObITb KpaTHbiM 3HauveHuto hello-interval. Kak npaswuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHpa,

YCTaHOBUTb MHTEPBA BPEMEHM B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro mapLipyTusaTop oTnpasaseT cnegytowmii hello-naker ¢
nHTepodelica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIKNIOYEHO

OTKAtoYMTL NpoBepKy MTU npu ycTaHOBAEHUM COCeAcTBa.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTbL NPUOPUTET MApLLIPYTU3aTOPa, KOTOPbIN UCMONb3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBUTb 3HaYeHue no YMOI4YaHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KYHA,

YcTaHOBUTb Nepuog mexay nocblikoi hello-naketos ana Heak-
TMBHOTrO non-broadcast cocega.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHp,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro MapLIpyTU3aTop NMOBTOPHO OTMPABUT NAKET, HAa KOTOPbI
He No/yYnn NOATBEPKAEHWUA O NONYyYeHUU (Hanpumep,
DatabaseDescription- unu LinkStateRequest-nakeTbi).

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHp,

YCcTaHOBUTb NPMMEPHOE BpeMA B CEKYHAAX, HeO6XOp,I/IMO€ ana
nepegadn naketa COCTOAHUA KaHasna.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIKNIOYEHO

BkatounTtb nogasneHue otnpasku hello-coobuwenuin (gna nHtep-
delicoB TMNa point-to-point 1 point-to-multipoint u nepuoanye-
CKUX 0B6HOBANEHWMIA LSA).

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

ip ospf authentication
{message-digest | null

-/BbIKNIOYEHO

BKkntounTtb OSPF-ayTeHTUPUKAUMIO M 3a4aTb €€ Tun.
- message-digest — ncnonb3soBatb WnpposaHne MDS5;
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| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

- null — He ucnonb30BaTb ayTeHTUDUKALMIO;

- sha-1 - ncnonb3osatb WnppoBaHue SHA-1;

- sha-224 — ncnonb3osatb wndposaHme SHA-1;

- sha-256 — ncnonb3osath WnpposaHme SHA-256;

- sha-384 — ucnosb3oBaTb wWndpposaHme SHA-384;

- sha-512 — ucnosb3oBaTb wWndpposaHme SHA-512;

- simple — He ucnosb30BaTh WKPpPOBaHUE (Naposb NepeaaeTca
B OTKPbLITOM BUAE).

Bbikntountb OSPF-ayTeHTUDMKaumio.

ip ospf authentication-
key simple_password
no ip ospf authentica-
tion-key

simple_password: (1..64) cum-
BOJIOB

YCTaHOBWTb NapO/b, KOTOPLIN NpeAHa3HaYeH Aaa NPOCTOro
TMNa ayTeHTMdMKauMmM (Nepesaya Nnaposs B OTKPLITOM BUAE).

Ypanutb naponb.

ip ospf message-di-
gest-key key id {md5 |
sha-1 | sha-224 | sha-
256 | sha-384 | sha-
512} string

no ip ospf message-di-
gest-key key _id

key_id (0..255)
string (1..64)

[06aBUTb KNtoY ayTEHTUDUKALUN.

- key_id — npeHTUdUKaTOP KAOYa;

- md5 — wudposaTb KAty anroputmom MD5;

- sha-1 — wudposatb KAty anroputmom SHA-1;

- sha-224 — wudposaTtb Koy anroputmom SHA-224;
- sha-256 — wndposaTb Koy anroputmom SHA-256;
- sha-384 — wudposaTtb Kntoy anroputmom SHA-384;
- sha-512 — wudposaTtb Kntoy anroputmom SHA-512;
- string — naponb.

Y8anuTb Koy ayTeHTUdMKaLMK.

ip ospf key

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YCTaHOBWTb NAapameTpbl 41A KNtoYa ayTeHTUGUKaLmu.

- start-accept — 3a4aTb Bpems, HauMHaa C KOTOPOro AelncTByeT
KNIOY Ha NPUEM;

- start-generate — 3aaTb BpeMs, Ha4YMHasA C KOTOPOro Aeit-
CTBYET K/ItOY Ha Nnepeaady;

- stop-accept — 3a4aTb Bpems, 40 KOTOPOro AeMCTBYET KoY Ha
npuém;

- stop-generate — 3azaTb Bpems, 10 KOTOPOro AeNCTBYET KAtoY
Ha nepepavy.

C6pocuTb MapameTpbl 4R Ktova ayTeHTudMKaumm.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 221 — KomaHabl pexkuma Privileged EXEC ana OSPFv2

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show ip ospf

OTo6pa3sunTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OTo6pasunTb nHPopmaumto 06 OSPF-cocegsx.

show ip ospf route

OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoHPUrypauuto OSPF-uHTepdelicos.
- vlan — ansa KoHKpeTHoro uHtepderica VLAN.

show ip ospf virtual-links

OT06pa3nTb NapaMeTpbl U TeKyLLLee COCTOSHUE BUPTYasbHbIX
JINHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OT06pasunTb cocTosiHMe H6asbl AaHHbIX NpoToKkona OSPF.
- adv-router — gn4 KOHKPETHOIO MapLLIPYTU3aTOPa;
- self-originate — nna nokanbHoOro maplupyTtunsaTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |

A.B.C.D: IP-agpec

OT106pa3unTb cocTosiHMe H6a3bl AaHHbIX NpoToKkona OSPF, TonbKo,
Ana onpeaenéHHblx TMNos LSA:
- asbr-summary — ana LSA tun-4;
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summary | opaque-area | - external — gna LSA Tun-5 u tmn-7;
opaque-as | opaque-link | - network — ans LSA tun-2;
router} [A.B.C.D | adv- - nssa-external — gna LSA tun-7;
router A.B.C.D | self- - summary — ans LSA tun-3;
originate] - opaque-area — anas LSA tmun-10;

- opaque-as — gna LSA tun-11;
- opaque-link — gns LSA Tun-9;
- router — gna LSA tmn-1.

show ip ospf database OT06pa3nTb 06yt CTaTUCTUKY Aa 6a3bl gaHHbIX OSPF.
database-summary -

show ip ospf area_id data- area_id: ugeHtndukatop OT06pasunTb cocTosiHMe 6asbl AaHHbIX NpoToKkona OSPF ans
base 30HbI onpeaenéHHoM 30HbI.

show ip ospf border-rout- OTO6pPa3nTb CNUCOK MOrPaHNYHbIX MapLWPYTM3aTOPOB.

ers }

show ip ospf {summary-ad- OTO6pPasnTb CyMMUpPOBaHHbIE MApPLUPYTbI:

dress | area-range} - - summary-address — ans LSA Tmn-5 v TMn-7;

- area-range — gna LSA tun-3.

4.28.4 Hacmpolika npomokKona OSPFv3

! dyHKumna OSPFv3 He noaaep:kaHa B cTeKe B TeKywieit Bepcum MNO.

KomaHObI pexcuma 2n06anabHol KoHpu2ypayuu 049 OSPFv3

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnuua 222 — KomaHapl pexkuma rnobanbHom koHburypaumm OSPFv3

3HayeHue/3Ha4yeHuUe .
KomaHda / Aelicmeue
no yMmon4aHuo

ipv6 router ospf -/- 3aliTn B perkmMm KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npouyecca OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM B perkmme KoHdUrypaumm npouecca OSPFv3:

console (config-router) #

Tabnunua 223 — KomaHabl pexkmma KoHourypauum npouecca OSPFv3

KomaHoa 3HayeHue/3HayeHue no Aeiicmeue

YMOAYAHUIO

shutdown Bbikntountb OSPF-npouecc.
-/BbiKNIOYeH V Mo ymonuaHuio OSPF-NpoL,ecc BbIKAOYEH.

no shutdown Bkntounte OSPF-npouecc.
nssa asbr default-route- BKAOUYNTL TPAHCAALMIO MapLipyTa NO YMOAYaHUIO (YyCTaHOBUTL P-
translator 61T) B NSSA Ha ASBR, KOoTOpbIi He aBnaeTca ABR.

-/BbIK/IIOYEHO
no nssa asbr default-route- YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
translator
redistribute connected Pa3spewnTb aHOHCUMpPOBaHWe connected-mapLpyTos.
no redistribute connected /BeiknIOqeHO 3anpeTnTb aHOHCMpPOBaHWe connected-mapLipyToB.
redistribute static Pa3spewnTb aHOHCMpPOBaHUE CTAaTUYECKUX MAPLLPYTOB.
no redistribute static /Bbikni0ueH0 3anpeTnTb aHOHCMPOBAHWE CTAaTUYECKUX MapLLPYTOB.

redistribute bgp Pa3peLmnTb aHOHCMpPOBaHWE MapLLPYTOB, MOJIy4EHHbIX MO NPOTO-

-/BbIK/IIOYEHO kony BGP.
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no redistribute bgp

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, MONYYEHHbIX MO NPOTO-
Kony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: naeHTndukatop
MapLpyTusaTtopa B pop-
marte IPv4-agpeca/auto

YCTaHOBUTb UAEHTUOUKATOP MapLIpyTU3aTopa, KOTOPbLIA YHU-
KaNbHO MAEHTUPULMPYET MapLIpyTU3aTop B Npeaenax OAHOM aB-
TOHOMHOW CUCTEMbI:

- A.B.C.D —3apaTb uaeHTMduKaTOp BPYyYHYIO;

- auto — B KayecTBe router-id 6yayT UcNoNb30BaHbI NOCNEAHUE Ye-
Tbipe H6aiTa 6asoBoro MAC-agpeca KommyTaTopa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb A/1A YKa3aHHOW 30HbI TN stub. 30Ha — coBOKyNHOCTbL
ceTel U MapLLPYTU3aTOPOB, UMEIOLLMX O4MH U TOT }Ke UaeHTUOUKa-
Top.

- no-summary — He OTNPaBAATb UHPOPMALMNIO O CYMMUPOBAHHBIX
BHELUHUX MapLIpyTax.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: naeHtTndukatop
30HbI B popmare |Pv4-ag-
peca

YCTaHOBUTb 15 YKa3aHHOW 30HbI TUM NSSA.
- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHBIX
BHELIHMUX MapLipyTax.

YCTaHOBUTb 3HaYeHUe No ymosiyaHuio. B cnayvae ykasaHua napa-
MeTpa BEPHYTb €ro 3Ha4YeHMe No YMOYAHUIO.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: naeHTndukatop
30HbI B popmare |Pv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LIeHY A1 W33 N0 YMOMYaHWUIO B aHOHCaX ANA 30H
stub n NSSA.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: uaeHtndukatop
30HbI B popmare |Pv4-ag-
peca

YCTaHOBUTb TN AN1A MaplipyTa no ymonyaHuio B NSSA:
- type 1 —T1un external-1;
- type 2 — Tun external-2.

YCTaHOBWTb TMM 4719 MapLUPYTa MO YMOAYaHMIO Kak external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: ngeHtuopuxaTtop
30HbI B popmare |Pv4-ap-

BbINONHUTL CyMMMPOBaHME MapPLLPYTOB, MOMAAAOLWMX NO4, YKa-
3aHHbIN AManas3oH.

- summary — A1 MeX30HabHbIX MapLpyToBs (LSA tmn-3);

- Type7 — gna BHeWwHMX mapwpyTtos n3 NSSA B maructpanbHyto
30HY;

- advertise — 06bABUTL YKa3aHHbIN MapLIPYT;

peca . o
- not-advertise — He 06bABNATL YKa3aHHbIV MapLIPYT.
no area A.B.C.D range YAanutb CYMMUPOBaHWE MapLIpyToB A8 faHHON OSPF-30HbI.
ip_addr prefix_length {sum-
mary | Type7}
area A.B.C.D summary-pre- BbINONIHUTL CYMMMPOBaHWE BHELUHUX MapLUPYTOB.
fix ip_addr pre- - ip_addr —1P-appec ceTy;
fix_length [advertise | al- - prefix_length — IP-macka cetu;
lowAll | denyAll | not-ad- - advertise — cymmnpoBaHHbIN MapwpyT obbasaseTcs 8 LSA Tun-7
vertise] ons NSSA; He 06bABNSAETCA €CAN TPAHCAALMA NPOUCXOANT U3 Ma-
[translation {disabled | TMCTPaNbHOM 30HbI B NSSA;
enabled}] - allowAll — npaBuno NnpumeHsaeTcs, TONIbKO, CO CTOPOHbI Maru-
CTPa/ibHOW 30Hbl; CYyMMMPOBAHHbIN MapLupyT obbaBnseTca B LSA
TMN-7, eCAU TPAHCAALMA NPOUCXOANT U3 MArnCTPasibHOMN 30HbI B
NSSA;
-/OTKAOYEHO - denyAll — npaBM0 NpUMeEHAETCA TONLKO CO CTOPOHbI Maru-

no area A.B.C.D summary-
prefix ip_addr prefix_length

CTPaNbHOM 30HbI; CYMMMWPOBAHHbI MapLwpyT He o6bABAAETCS;

- not-advertise — cymMMpPOBaHHbIM MapLIPyT He 06bABAAETCA B
NSSA; obbsaBnsietcs B LSA TMN-7 ecamn TpaHCAALMA NPOUCXOANT U3
MaruMcTpasbHoM 30Hbl B NSSA;

- translation disabled — He ycTaHaBnnBaTbL P-6UT B reHepupyembix
LSA tmn-7;

- translation enabled — ycTaHoBUTb P-6UT B reHepupyembix LSA
™n-7.

BbIK/IIOYMTL CYMMUPOBAHME BHELLHWX MapLLPYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ag-
peca

YcTaHOBUTL posb TpaHcaAaTopa B NSSA 3oHe.
- always — TpaHcimMpoBaTb Bcerga LSA tun-7 B LSA Tmn-5;
- candidate — yyacTBoBaTh B Npouecce Bbibopa TpaHcAATOpa.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHa,

Mepunog cTabmununsaumm B cekyHaax, ana TpaHcaatopa B NSSA.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: upeHtnduratop
30HbI B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHtudmKatop
MapLLpyTU3aTopa HasHaye-
HuA B popmarte IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHg,
ret: (1..1800)/5 cekyHz;
delay: (1..1800)/1 cekyHaa

Co3aaTb BUPTYaNbHOE COEANHEHWNE MEXAY MArnCTPanbHOM U He-
MarncTpasbHO 30HaMM, MeXAY KOTOPbIMU NPUCYTCTBYET Apyran
HemarncTpasbHas 3oHa.

- index — yKa3aTb MHAEKC, KOTOpbIN ByaeT aeHTUdULMpoBaThb
OaHHbIN BUPTYaNbHbIM KaHan;

- dead-interval — yka3aTb dead-uHtepsan;

- hello-interval — yka3aTtb hello-uHTtepsan;

- retransmit-interval — yka3aTb MHTEpPBaN mexAy NOBTOPHbIMU Ne-
pepayamu;

- transmit-delay — yka3aTb npumepHoe Bpems nepesayn naketa B
ceTu.

YpanuTb BUPTYasibHOE coeguHeHue.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpetutb ans scex IP-uHTepdeicos, co3gaHHbIX Nocae BBoOAA
OaHHOWM KomMaHAbl, 06MeHMBATLCA MPOTOKO/IbHLIMK COOBLLLEHN-
AMM C cocegamm.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWTbL NapaMeTpbl peaucTpnbyumn ana BHEWHNX MapLupy-
TOB.

- ip_addr — IP-agpec ceTn Ha3HayeHus;

- prefix_length — IP-macka cetu;

- metric-value — ycTaHOBWUTb 3HAYEHNE METPUKK;

- metric-type asExttypel — ycTaHOBWUTbL TN MapLupyTa external-1;
- metric-type asExttype2 — ycTaHOBWUTbL TN MapLupyTa external-2.

YanuTb ycTaHOB/IEHHbIE MapaMeTpbl peancTpnbyumumn ana 3afaH-
HOro MapLupyTa.

KomaHObI pexcuma KoHguaypauuu udHmepagetica VLAN 013 OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 224 — KomaHabl pexkmuma KoHpurypauum nHtepdeiica VLAN ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no

YyMOMYAHUO

Aeiicmeue

ipv6 ospf area A.B.C.D
no ipv6 ospf

A.B.C.D: uaeHTUPUKaTOp 30HbI B

¢dopmare IPv4-agpeca

Bkntountb OSPFv3 Ha nHTepdeiice.

Bbikntountb OSPFV3 Ha nHTepdeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

Bbi6path TMN ceTu:

- broadcast — WwypoKoBeLyaTebHas CETb C MHOXXECTBEHHbBIM A,0-
cTynom;

- non-broadcast — HelwpoKoBeLLaTenbHas ceTb, B 4AHHOM CAy-

no ipv6 ospf neighbor
link_local_addr

point} -/broadcast Yae afpeca coceHMUX MapLULPYTU3aTOPOB HACTPAUBAKOTCA BPYY-
Hyt0;
- point-to-multipoint — MmHorotToyeyHas cetb;
- point-to-point — ceTb «TOYKaA-TOYKa».
no ipv6 ospf network YCTaHOBWTb 3HaYeHME MO YMOIYAHMUIO.
ipv6 ospf neighbor [o6aBunTb cTaTMYeCcKoro cocesa:
link_local_addr - link_local_addr — yka3atb IPv6 link-local agpec cocega.
-/He 3afaH

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipvé6 ospf cost

cost: (1..65535)/10

YCTaHOBWTb METPUKY COCTOAHMSA KaHasla, KoTopas ABNAETCA YCN0B-
HbIM NoKa3saTesiem "CTOMMOCTU" NePEecbIIKM AaHHbIX NO KaHany.

YCTaHOBUTb 3HAYeHMe no YMOI4aHUIO.

ipv6 ospf dead-interval
sec

sec: (1..65535)/40 cekyHA,

YCTaHOBUTb MHTEPBA/ BPEMEHWN B CEKyHAAX, MO UCTEYEHUU KOTOo-
poro cocep, 6yaeT cuMTaTbCa HEAKTUBHBIM. ITOT MHTEPBAA A0/IXKEH
6bITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno, dead-
interval paseH 4 nHtepsanam otnpasku hello-naketos.
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no ipv6 ospf dead-in-
terval

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 ospf hello-interval
sec

no ipvé6 ospf hello-in-
terval

sec: (1..65535)/10 cekyHa,

YCTaHOBWUTb UHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro maplupyTusaTop otnpasnsaeT cneayowmii hello-naket ¢ uH-
Tepdelica.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ipv6 ospf mtu-ignore
no ipv6 ospf mtu-ig-

-/BbIK/IIOYEHO

OTKAtouMTL NpoBepky MTU npu ycTaHOBAEHUM cOceacTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

no ipv6 ospf priority

prior: (1..255)/1

nore

ipv6 ospf passive- 3anpeTtutb IP-uHTEpdEeicy 0bmeHMBaTbCA MPOTOKOJIbHBIMU CO06-
interface LLLEHUSAMM C COCeAAMM Yepes AaHHbIN MHTepdeic.

no ipv6 ospf passive- /sbikniodeHo YCTaHOBWTb 3HaYeHMeE NO YMOYAHUIO.

interface

ipv6 ospf priority prior YCTaHOBWTb NPUOPUTET MapPLLPYTU3aTOPa, KOTOPbIM UCNONb3yeTCA

ana sbibopa DR v BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ipv6 ospf poll-interval
sec

no ipv6 ospf poll-inter-
val

sec: (1..65535)/120 cekyHz,

YcTaHOBUTbL Nepuoa mexay nocblikon hello-naketos gns Heak-
TMBHOrO non-broadcast cocepa.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ipv6 ospf retransmit-
interval sec

no ipv6 ospf retrans-
mit-interval

sec: (1..1800)/5 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
pPOro MapLUpyTM3aTOP NOBTOPHO OTNPABUT MAKET, Ha KOTOPbIN He
NOAYYUA NOATBEPKAEHUA O NONYHEHUN.

YCTaHOBUTb 3HAYEHMe Mo YMO4aHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHa,

YCTaHOBUTb MPUMEPHOE BpeMA B CEKyHAaxX, Heobxoammoe ans
nepeAayu NakeTa COCTOAHUA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf demand-
circuit

no ipv6 ospf demand-
circuit

-/BbIK/IIOYEHO

BkAtounTb nogasneHne otnpasku hello-coobuwieHuit (gna nHtep-
deiicos TMNa point-to-point u point-to-multipoint) n nepmoguue-
CKMX 06HOBNEHMI LSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 225 — KomaHabl pexkuma Privileged EXEC ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ipv6 ospf

OTo6pa3unTb KoHPUrypauuto OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: upeHtnduratop
30HbI B popmarte IPv4-ag-
peca

OT06pa3MTb cocTosiHMe 6a3sbl AaHHbIX KOHKpETHOﬁ 30HbI.

show ipv6 ospf border-
routers

OTO6pPa3snTb CNMNCOK NOrPaHMYHbIX MapLLPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OT06pasmnTb cocTosiHMe Ha3bl AaHHbIX NpoToKkona OSPF:
- as-external — gns LSA tMn-5 u Tun-7;

- inter-prefix — gna LSA Tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tTun-9;

- link — gna LSA tmn-8;

- network — ana LSA tmn-2;

- nssa — gna LSA tun-7;

- router — gna LSA tun-1;

- HEX — oTo6pa3utb nHpopmaumio 8 16-om Buae;

- detail — oT06pasnTL aeTanbHyto nHdbopmaumio o6 LSA.
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show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoOHPUrypaumto OSPF-uHTepdelicos.
- vlan — gna KoHKpeTHoro nHTepdeica VLAN.

show ipv6 ospf neighbor

OTo6pa3unTb nHPopmaumio 06 OSPF-cocegsx.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OT06p33MTb CTAaTUCTUKY NO NaKeTam.

show ipv6 ospf redist-con-
fig

OT06pasunTb KOHPUrypaLmio peaucTpmubyumu.

show ipv6 ospf route

OT106pasunTb Tabanuy mapwpyTtmsaumm OSPF.

show ipv6 ospf virtual-links

OTO6pa3nTb NapaMeTpbl U TeKYLLLEE COCTOAHUE BUPTYANbHbIX INH-

KOB.

4.28.5 Hacmpolika npomokona RIP

! dyHKuma RIP He noaaeprkaHa B cTeKe B TeKyleit Bepcum MO.

RIP — (Routing Information Protocol) npoTokon mapLupyTHOM MHPOPMALIMKN, OTHOCALLIMIACA K BHYT-

PEHHUM NMPOTOKOJIAaM MapLpyTn3aumm AUCTaHUNOHHO-BEKTOPHOIO TUNa.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (confiqg) #

Tabnunua 226 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
router rip -/- 3aiiTv B pexxmnm KoHoburypaumm npouiecca RIP.

KomaHOsl pexcuma npouecca RIP

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdUrypaumm npouecca RIP:

console (config-router) #

Tabnnuya 227 — KomaHabl pexkmma KoHourypaumm npouecca RIP

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIK/IOYEHO

YCTaHOBWTbL aBTOMaTUYECKOE CYMMMPOBAHMWE No
Knaccy cetu:

- enable — BKAOUNTD;

- disable — BbIKAOUYMTH.

default-metric

metric: (1..16)/3

no default-metric

YCTaHOBWUTb 3HaYEHME METPMKM MO YMOYAHUIO AA
MapLLpPYTOB, MONYYEHHbIX U3 APYrUX NPOTOKOOB.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

distance distance

distance: (1..255)/121

no distance

YCTaHOBWTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapuwpyTos RIP.

YCTaHOBUTbL 3HaYeHMe nNo YMONYaHUIO.

network ip_addr [unnum vian
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

no network ip_addr [unnum vlan
vlan_id]

Bkntountb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yaeT BKAOYEH HA UHTepdeiice, Ha KO-
TOpoM He 3afaH IP-agpec, u RIP-coobuweHua byayT oT-
npaBAATbCA OT afpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.
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output-delay

no output-delay

-/BbIK/IOYEHO

BKNOUMTL 3a4ePKKY MexXay naketamu RIP-cooblue-
HUW.

BbIKNOUNTbL 3a4EPKKY Mexay nakeTamu RIP-coobuue-
HUIA.

passive-interface {gigabitether-
net gi_port | twopointfivegiga-
bitethernet two_port | tengiga-
bitethernet te_port | vlan
vlan_id}

no passive-interface {giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port | vlan
vlan_id}

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-uHTEpdeicy nocblnate U NpuHMmaThb RIP-
coobuieHus.

PaspewunTsb IP-MHTepdeiicy nocbinaTtb U NPUHUMATD
RIP-coobuweHus.

redistribute connected

no redistribute connected

-/BbIKNOYEHO

Pa3pelnTb aHOHCMPOBAHMeE connected-mapLpyTos.

3anpeTuTb aHOHCHMpOBaHKe connected-mapLUpyTOB.

redistribute static

no redistribute static

-/BbIKNOYEHO

Pa3spelmnTb aHOHCMpPOBaHNE CTaTUYECKMUX MApPLUPYTOB.

3anpeTnTb aHOHCMPOBAHWE CTaTUYECKMUX MAPLUPYTOB.

redistribute ospf

no redistribute ospf

-/BbIK/IIOYEHO

Pa3pewmnTb aHOHCMpPOBaHWE MApLIPYTOB, NOJYYEHHbIX
no npotokony OSPF.

3anpeTnTb aHOHCMPOBAHUE MAPLLPYTOB, NOJTYYEHHbIX
no npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIK/IIOYEHO

PaspewnTb aHOHCMPOBaHNE MAPLLPYTOB, NONYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCMpPOBaHWE MapLUPYTOB, MONYYEHHbIX
no npotokony BGP.

redistribute all

no redistribute all

-/BbIKNOYEHO

Pa3pelwnTb aHOHCMPOBAHME MAPLLIPYTOB U3 BCEX MOA-
[AEPKMBAEMBIX MPOTOKO/OB.

3anpeTuTb aHOHCMPOBaHME MapLLPYTOB U3 BCEX NOA-
[EP¥KMBAEMbIX NPOTOKO/IOB.

security {maximum | minimum}

no security

-/maximum

YCTaHOBWTb YpOBEHb He30MacHOCTU:

- maximum — RIPv1-nakeTbl 6yayT rHopmpoBaTbcs,
Koraa BKk/AloYeHa ayTeHTUdMKaumsa;

- minimum — RIPv1-nakeTbl 6yayT NpUHUMATLCA,
Aaxe ecnv ayTeHTUdrKauma BKaoYeHa.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHMUIO.

version {1 [2] | 2 [1] | none}

no version

-/No YyMONYaHMIO YCTaHOB-
neHbl n 1 1 2 Bepcun

YcTtaHoBUTb Bepcumio RIP:

-1 —RIPvy;

-2 — RIPv2;

- none — He nocbiiatb RIP-coobuweHus.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 228 — KomaHgb! pexxuma KoHdpurypaumm nHtepoeiica VLAN

KomaHoa

3Ha4yeHue/3HayeHue no ymonya-

HULO

Aeiicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIKAOYEHO

YCTaHOBWTb LUJIHO3 MO YMONYaHUIO B TabauLy mapLu-
pyTU3aunm, ecam oH npucytcreyet B RIP-cooblue-
HUAX.

YCTaHOBUTb 3HaYeHMEe N0 YMOHYAHWUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BKt0UMTL 06BABNEHUE LUIH03a NO YMONYAHUIO:
- metric — MeTpu1Ka A4/18 MapLIpyTa N0 YMOAYAHUIO.

BbIKNOUNTL 06BABEHME LWNKO3A NO YMOI4aHUIO.

ip rip receive version
{11211 2[1] | none}

-/No YyMONYaHWIo ycTaHOBAEHbI U 1 1 2

Bepcun

YctaHoBuTb Bepcuto RIP gna npuHumaemsbix nake-
TOB:
-1 —RIPv],;
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no ip rip receive ver-
sion

-2 — RIPv2;
- none — He nocbiiatb RIP-coobuieHus.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip rip send version {1
[2]1 | 2[1] | none}

YctaHoBuTb Bepcuio RIP gna otnpasnsaemblix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/No yMONYaHMIO ycTaHoBEHbI 1 1 2 -1 —RIPvl;
Bepcumn -2 — RIPv2;
- none — He nocbinatb RIP-coobLeHus.
no ip rip send version YCTaHOBWTb 3HaYeHME N0 YMOIYAHUIO.
ip rip split-horizon BKkntounTb pacwenneHne ropusoHTa.
[poisson] /BKIOUEHO - poisson — peBepPCUBHO 0OBABAATL CETU, MPUHATbIE
Ha TeKyLeM UHTepdelice Kak HeJOCTUNKMMbIE.
no ip rip split-horizon BbIKNOUMTL pacLuensieHe ropu3oHTa.
ip rip summary-ad- BbINONHUTL CymMMpOBaHME MapLLIPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTn Ha3HayeHus;
fix_length / - prefix_length — IP-macka cetu.

BbIKNHOYMTb CYyMMUPOBAHME MapLLIPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHa;
invalid (30..500)/180 cekyHa;
garbage (120..180)/120 cekyHg,

YCTaHOBWTb 3HaYeHUA TaNMepPOB.

- update — nHTepBan Mexay oTnpasieHnem obHoB-
NeHnit;

- invalid — nHTepBan, nocne KOTOPOro MapLLPYTbI
6yAyT NomeyeHbl Kak HeJOCTUKMMbIE, €C/TIU OHU He
06HOBNANUCD;

- garbage — nHTepBan, Noc/ie KOTOPOro MapLLPYTbI
6yAyT yAaneHbl, ecnv oHU He 06HOBAAIUCD.

YCTaHOBWTb 3HAY€HUA MO YMOAYAHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIK/IIOYEHO

BkntounTb RIP-ayTeHTUMKALMIO U 334aTb €€ Tun.
- md5 — ucnonb3osaTtb WndposaHue MD5;

- sha-1 — ncnonb3oBaTb WndpposaHme SHA-1;

- sha-256 — ucnonb3oBatb WndposaHme SHA-256;
- sha-384 — ucnonb3osatb wWndposaHve SHA-384;
- sha-512 — ucnonb3osatb wWndpposaHme SHA-512;
- text key — He ucnonb3osath WndposaHue (na-
ponb NepenaéTcs B OTKPLITOM BUAE);

- string — napone.

BbikntounTtb RIP-ayTeHTUdMKauMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonos

[06aBUTb KNtoY ayTeEHTUDUKALUN.
- key_id — naeHTUdMKaTOp KNtoYa;
- string — napone.

Ypaanutb Kntou.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCcTaHOBWTbL MapaMeTpbl A41a Katoya ayTeHTUuduKa-
Lmn.

- start-accept — 334aTb Bpema, HaunMHaA c KOTOPOro
AENCTBYET KoY Ha NPUEM;

- start-generate — 3aaaTb Bpems, HauMHaA C KOTO-
poro AencTBYET KoY Ha nepesady;

- stop-accept — 3aaaTb Bpems, 40 KOTOPOro Aeit-
CTBYET K/ItOY Ha NPUEM;

- stop-generate — 334aTb Bpems, 4,0 KOTOPOro Aen-
CTBYET K/t0Y Ha nepeaavy;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3HayeHue
no ymonyaHuto ana start-accept u start-generate:
2000-01-01,00:00:00.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKM B perkume Privileged EXEC:

console#
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Tabnuua 229 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip rip authentication

0OT06pa3nTb MHPOPMALMIO O ayTEHTUPUKALUN.

show ip rip database
[ip_addr prefix_length]

OTo6pasnTb 6asy AaHHbIX.
- ip_addr — IP-agpec cetu;
- prefix_length — IP-macKa ceTu.

show ip rip peerinfo

0OT06pa3nTb MHPOPMALMIO O cocesx.

show ip rip statistics

OT106pasnTb 06LLYHO CTaTUCTUKY U CTAaTUCTUKY NO UHTEpP-
deticam.

4.29 O6HoBNEHME NporpaMmMmHOro obecneveHus c cepsepa TFTP

.‘

Cepgep TFTP aosKeH 6biTb 3anyLLEeH M HAaCTPOEH Ha KOMNbloTepe, ¢ KoToporo byaer 3arpy-
aTbcA nporpammHoe obecneueHune. Cepeep AOMKEH MMETb paspeLlleHne Ha uTeHue daii-

JI0B HauyaNbHOro 3arpysumka u/unm cuctemuoro NO. Komnblotep ¢ 3anyweHHbIMm TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNeH 415 KOMMYTaTopa (MOXKHO NPOKOHTPOIMPOBATb, BbINO/NHUB
Ha KOMMmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

poicTs ¢ Haanunem USB-nopra

.‘

O6HoBneHue nporpammHoro obecneyeHua moxert OCyLecCTBNATbLCA TOJIbKO Nnpusuiaernpo-
BAdHHbIM NOJib30BaTeNnem.

O6HoBneHue nporpamHoro obecneyeHnsa ¢ USB-HaKonuTens BO3MOXHO TOJIbKO Ana ycr-

Mpu o6HoBNEHMM o6pa3a nporpammHoro obecneueHunsa Ao sepcum HuKe 10.4.0 Heobxo-

AWMO y4yntbiBaTb caneaywouimne 0Cc06EHHOCTU, NPUBEAEHHbIE NO CCbIJIKE.

4.29.1 Ob6HoBMEHUE cUCMEeMHO020 NMpo2pamMmmHo20 obecneyeHusa

3arpysKa ycTpoicTBa ocylwiecTBaseTcs U3 ¢dalina cUCTEMHOTo nporpammHoro obecneyenus (M0),
KOTOpbIN XpaHUTCA BO ¢asw-namatv. MNpu obHOBAEHUWU HOBbIM dain cuctemHoro MO coxpaHseTca B
cneumanbHO BblAeNeHHOW o06nacTM namatu. [pu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIA daiin

cuctemuoro MO.

Mpoueaypa ob6HoBAeHMA MO:

CKonnpoBaTb HOBbINM daitn NporpammHoro obecrnedyeHms Ha YCTPOWCTBO B BblAe/IeHHY0 061acTb na-

mAaTtn. do PMaT KOMaHAbl:

console# copy tftp://tftp ip address/[directory]/filename image

Mnun Komanaoi:

console# firmware upgrade tftp://tftp_ip_address/[directory]/filename

Mpumep KomaHabl gns 3arpy3ku MO yepes sftp:

console# copy

sftp://username:password@Tftp ip address//[directory]/filename image

Mpumep KomaHapl gna 3arpysku MO ¢ USB-HaKkonuTtena:

console# copy usb://[directory]/filename image
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HoBas Bepcua nporpammHoro obecneyeHnn CTaHeT aKTMBHOM MOC/e Nepesarpy3kiu KoMmMyTaTopa.

[na npocmoTpa faHHbIX O BEPCUMAX MPOrPaMMHOrN0 obecneyeHma 1 X akTMBHOCTU BBEAUTE KOMAHAY
show bootvar:

console# show bootvar

4.30 Pexxum otnagku

PeXMm OTNagKM No3BOAAET CHUMMATb AOMNOJIHUTENbHYIO AMArHOCTUYECKYID MWHPOpMaumio C
YCTPOICTBA.

KomaHObI pexcuma 2n106as1bHOU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:
console (config) #

Tabanua 230 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHuto

debug iss enable { init-shut | BK/OYNTB reHepaLmio 0TAag04HbIX COOBLLEHUIA AN KOHKPETHOTO
management-trc | data-path- 6/10Ka CUCTEMHOIO MOAY A isS.
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail} .

— — -/disable —
debug iss disable { init-shut | BbIKNOYNTL FreHepaumnto OTNaA0uHbIX COOBLWEHMI ANA KOHKpeT-
management-trc | data-path- HOro 6710Ka CUCTEMHOTO MOAYAA iSS.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

KomaHOs! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:
console#
Tabnunua 231 — KomaHabl pexkmma EXEC
Komanda 3HaveHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
no debug all - OTKAOYUTL BbIBOA, BCEX OTNAA0UHbIX COOBLEHUN.
dump sockets - MpOCMOTpP BCEX COKETOB B CUCTEME.
dump mem Jocation [len byte] location: (1..0xffffffff); OT06pasnTb COAEPHMMOro MamaTM M3 3agaHHoOW obnactn na-
byte: (1..256) MATN.
dump {task | sem | que} name Moka3aTb AeTanu 3a4aqn, odepean uam cemadopa npu npuceoe-
[name] - HUM UMEHU TacKa.
- name — Ha3BaHMWe Tacka.

debug test mem alloc bytes bytes: (1..4294967295) BblgenuTb 6/10Ka NamATU ¢ 3aaHHbIM B 6aTax pasmepom.
debug test mem free - OcBob604uUTb BblAeneHHbIN 610K NamaTu.
debug show sensor . OT06pasunTb 3HaYEHMA JaTYnKa TemnepaTypsbl.
temprerature index index: (0..3)

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnuua 232 — KomaHabl pexmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vian } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BK/OYNTL reHepauuio oT1afouHbIX coobuweHnin ana NPAPI gns
YKa3aHHoOro moayns.

BbIK/IHOUNTL reHepaLmio 0T1af0uHbIX coobweHnin ana NPAPI ans
YKa3aHHoOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
port-channel group]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OT06pa3nTb KoHPUrypaumto nopta NPAPI.

debug show ip arp np
interfaces

OTtobpa3unTb aepeso nHTepdeiticos ARP B NPAPI.

4.30.1 KomaHObl omaadku 01a uHmepdgeiicos

[aHHbIN penm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU A/1A MHTepdencoB AN YKAa3aHHOIO YPOBHA

severity.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 233 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKAOUNTL reHepaLmio OTNaL04HbIX COOBLLEHNIA ANA BCEX BUAO0B
TPaCcCUPOBOK.

BbIK/IOYNTb reHepau Mo 0T1af04HbIX CO0BLEHUI oA MHTepden-
coB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BkatounTb Tpaccuposku gamna naketos ARP.

BbIkntounTb TpaccmpoBku aamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/OUMTb reHepaLmio OTNIaA0uHbIX COOBLLEHNUI ANA NAaKETHOTO
bydepa.

BbIK/IIOYNTb reHepaLmio 0TNaL04HbIX COOBLLEHMIT ANA NaKeTHOro
bydepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

Bkatountb TPACCMPOBKU amNa NaKeToB Ethernet.

BbIK/IIOUMTL TPACCMPOBKYM Aamna nakeTos Ethernet.

debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

BKOUNTB reHepaumio OTIaZl0YHbIX COOBLLEHN NPU BO3HUKHO-
BEHMU BCceX BUAOB c60eB, BKOYAA BaINAALMIO MAKETOB.

BbIK/IIOUYNTb reHepaLLmio OTaA04HbIX COOBLLEHMI NPY BO3HUKHO-
BeHuM cboes.
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debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKAOYMTb TPACCMPOBKM gamna nakeTtos IP.

BbIKNHOUYMTL TPACCUPOBKK Aamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHepupoBaTb OTNAaf04HbIe coobleHna ans pecypcos OC.

BbIK/OUMTb reHepPaLMIo OTa04HbIX COODBLLEHMI AN pecypcoB
oC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BK/IOUMTb reHepaLmio OTIaLl04HbIX COOBLLEHUI CNEKEHMUS UH-
Tepdelica.

BbIKNOYNTb FreHepaL Mo OTNaA04HbIX COOOLLEHNI CNEXEHNA UH-
Tepdelica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OT/1aZLl04YHbIX COOBLLEHNI OLWMBOK NHTEp-
deiicos.

BbIK/IIOYMTb reHepaLmio OT1aA04HbIX COOBLLEHNI OLMBOK UH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHOwbi pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 234 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IlOUMTL reHepaumio BCeX OT/NaA04YHbIX COOBLWEHNn moayns
VLAN.

BbIKNIOUUTL reHepaLmio BCeX OTAaA04YHbIX COOBLEeHU moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUNTL reHepauumio OTAaf0uHbIX COOBLEHMM, Kacatowmxca
npuopuTeTa, 3bbITOYHOCTH, Nepesayn TpaduKa.

BbIKNtOUMTb reHepaLmio OT1aZ04HbIX COODLEHNIM, KAacatoLMXCs
npuopuTeTa, N36bLITOUHOCTU, Nepesdaun TpaduKa.

debug vlan buffer

no debug vlan buffer

BKNtOUNTL reHepaLmio 0TNaf0uHbIX coobLeHuii bydepos vian.

BbIKNHOUMTb reHepaL Mo OT1aA04HbIX coobLeHni bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNOUUTL reHepauuio OTNIaA04HbIX COOOLWEHUIA ynpaBneHus
vlan.

BbIK/OYMTL reHepaumio OTNaZ0UHbIX COOBLEHWNI yrnpaBaeHus
vlan.

debug vlan data

no debug vlan data

BK/IIOUMTL reHepaumio OTNaZ0uHbIX COOobLWEeHNn obmeHa AaH-
HbImM vlan.

BbIKNHOUYMTL reHepaumio 0TN1aAo0uHbIX cooblieHnin obmeHa aaH-
HbIMM vlan.

debug vlan dump

no debug vian dump

BKtOUNTL reHepaumio 0TAaA0uHbIX COOBLLEHNI 3axBaTa NAKeToB
vlan.

BbIK/IHOUMTbL FreHepaumio oTAag0uHbIX COOBLLeHNIA 3axBaTa nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUNTL reHepaumio OTNaA0YHbIX coobuweHui 06 olmnbKax
vlan.

BbIKNOUMTb FeHepaumio OTNa404YHbIX CoobLeHnn 06 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BK/IIOUMTL reHepaLmio OTNaf04HbIX COOBLLEHNI nepegayun Tpa-
¢duKa vlan.

BbIK/IOYMTb reHepaLmio OT/1a404HbIX COOBLLEeHMI Nepeaaumn Tpa-
¢duKa vlan.
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debug vlan global

no debug vlan global

BK/OUUTL reHepaumio OT1a404HbIX CO0bLEeHU rnobanbHO Mo
moaynto vian

BbIK/IIOUNTD FEHEPALMIO OTNAA04HbIX COOBLEeHUIA r106anbHO No
moaynto vlan

debug vlan initshut

no debug vlan initshut

BK/IIOUNTD reHepaLMio OTNaf04HbIX COOBLLEHUI USMEHEHUA CO-
cToAHUA moayna vlan.

BbIK/NIOUNTL reHepaLMio OTAa04HbIX COOBLLEHNI1 USMEHEHMA COo-
cToAHUA moayna vlan.

debug vlan mgmt

no debug vlan mgmt

BK/AOUYNTL reHepauuio OTNaAO04YHbIX COOBLLIEHU ynpaBaeHuA
vlan.

BbIKNOUNTL FreHepaumio OTAaf0uHbIX COOBLLEeHWUA ynpasieHus
vlan.

debug vlan os

no debug vlan os

BKNOUNTL FreHepauuio OTN1aA0uYHbIX COOBLEHNI Ana pecypcos
moayns vlan, Kpome 6ydepos.

BbIKNOUNTL reHepaL Mo OTNIaA04HbIX COOBLLEHMI ANs pecypcoB
moayna vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKNOUMTL reHepaLmio OTAaf04YHbIX COOOLWEHUA NPUOPUTETOB
vlan.

BbIK/MIOUNTb reHepauuio 0T/1af04YHbIX co0bLEeHMIA NpUopUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OUYNUTbL FreHepaumio OTNaA04HbIX COOBLIEHMI M3BbITOYHOCTU
vlan.

BbIK/NIOYNTL reHepaLmio OT1aL04HbIX COOBLLEHMI N3OBbITOYHOCTH
vlan.

debug garp

no debug garp

-/BbIK/OYEHO

BkitounTb 0T1agKy npotokona GARP.

BbIKAOUNTL OTAaAKy npoToKkona GARP.

4.30.3 Omnadka Ethernet-oam

KomaHObI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 235 — KomaHab! pexkuma EXEC

KomaHoa

3HauyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

Bkatountb reHepauuto BCcex 0Tnag0o4HbIX COO6LLI,eHVIl71 eoam.

BbIKNOUNTb reHepaumio Bcex oT/1af0uHbIX COOﬁLLI,eHl/Il\;I eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtouMTb reHepaumio coobueHunin bydepos eoam.

BbIK/MOUNTD reHepaLmio coobuieHunn bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKOUMTL reHepaLuio coobLLeHUit KoHPUrypaumum eoam.

BbIK/IIOUNTL reHepaLmio CoobLLeHNI KOHPUIypaLmm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/OUMTL reHepaLmio coobLLeHuUit ynpasaeHns eoam.

BbIKNtOUNTL reHepaumio COOGLLI,EHMIZ ynpasBaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUNTL FreHepauuio cooblieHmid npouecca obHapyXeHus co-
ceaelt eoam.

BbIK/IIOUYNTL reHepaLmio CoobLLeHNI npoLecca 06HapysKeHMa Co-
cegen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKNOUNTB reHepaumio coobiieHmin olwmnbok eoam.

BbIK/MIOUNTDL reHepaLmio coobLLLEeHNI oWnboK eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKOUUTB reHepaumio coobLieHuin Bxoaa B GyHKLMM eoam.

BbIK/IIOYMTL reHepaLmio coobLLeHnin BXxoaa B GyHKLMKM eoam.
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debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BK/IOUNTL reHepaumio coobLeHnin Bbixoaa U3 GpyHKLMIA eoam.

BbIKNHOUNTb reHepaLmio coobuieHuni Bbixoaa U3 GyHKLMIH eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUNTL reHepaumio coobLEeHNA M3MEHEHNA COCTOAHUA MO-
ayna eoam.

BbIKNIOYUTL reHepauuio coobLLEHNI USMEHEHUA COCTOAHMA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobuieHnit link-monitor eoam.

BbIKNOUNTbL reHepaumio coobuieHuii link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUMTbL reHepaumto coobuieHmnii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BK/I1OUMTL reHepaumio coobLLLeHMI COCTOAHUI muXx-parser eoam.

BbIK/NOUMTL TeHepauuio COOBLLEHWUI COCTOAHWUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BK/IIOUMTL reHepaLmio coobLLeHni Ans naketa eoam.

BbIKNtOUNTb reHepaunio coobLLeHNI o5 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BK/I1OUMTL reHepaLmio coobLLeHnit n3bbIToOYHOCTM eoam.

BbIK/OUMTb reHepaLmio coobLLeHN N3bbITOYHOCTH eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BK/IIOUMTL reHepaLmio CoobLEHNI ana pecypcoB eoam, Kpome
bydepos.

BbIKNIOUUTL reHepaLmio coobLLeHuit 4na pecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAtounTb reHepaunto cooblueHui yaaneHHoro obHapy»KeHus
aBapuit eoam.

BbIKNHOUMTL reHepaLmio coobLeHni yaaneHHoro obHapyKeHus
aBapuit eoam.

debug ethernet-oam var-
reqresp

no debug ethernet-oam var-
reqresp

BKNtOUUTL reHepaLmio coobLLeHUI ANnA 3HAYEHUI 3aMpOCoB-0OT-
BETOB eoam.

BbIK/OYMTb reHepaumio coobLueHmnit gaa 3Ha4YeHMUM 3anpocoB-oT-
BETOB eoam.

4.30.4 ypHanuposaHue omaado4HbIx coobuwjeHuli

C nomowbo JaHHOro 6n10Ka KOMaH4 HacCTpaunBarTCA MapamMeTpbl BeAEHUA XXYpPHaJa OT/NadKU B

cncreme.

HasBaHue KypHana coaepuT B cebe aaty ero cosgaHusa Ha flash.

KomaHObI pexcuma 2n06anbHol KOHGpU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnuua 236 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3HavyeHue/3HayeHue .
KomaHda / Aeiicmeue
no ymon4aHuro
debug-logging { console | file MepeHanpaBWTb BbIBOA OTN3A04YHbIX COODLWEHMI B KOHKpETHoe
| buffered-file} pacnonoeHue.

console — B TepMWHan KoHcoNu;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B oTaenbHbIN 6ydep, npu uciepnaHum pecypca by-
depa — B dpaitn Ha flash.

no debug-logging YCTaHOBWTb 3HaYEeHME MO YMOIYAHMIO.
debug-logging log-path YCTaHOBWTb pacnosioxKeHue ¢aiina, B KOTOPbIM 3anucbiBatoTca de-
{flash_url} flash:/LogDir/Debug/ bug-coobuenna.
no debug-logging log-path YCTaHOBWTb 3HAYEHWE N0 YMOUYAHUIO.
’ ‘ UHPopmaumsa o debug-logging log-path xpaHutca 8 ¢paitne nvram. [ina Bo3Bpata AUPEKTO-
e puu no ymonyaHuio Tpebyetca ucnonb3osatb KomaHay no debug-logging log-path nan

delete startup.

’ ‘ Mpu ucnonb3zoBaHum KomaHgbl clear logs debug file ctupaeTtca Bce cogepkumoe gupeKkTo-

H puun, B KOTOpOI HaxoaAaTca ¢aitnbl }KypHaNoB. PeKomeHAyeTca UCNONb30BaTb OTAE/NbHYIO
OVUPEKTOPUIO UIN AUPEKTOPUIO MO YMONUAHUIO A1 XPaHEHUA }KYPHANoB Bo usbexaHue no-
Tepu KOHPUrypaLoHHbIX ¢paiinos.

’ ‘ Bo3mo)XHa coBmecTHaa pabota KomaHpg debug-logging console n debug-logging {file |
e buffered-file}

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 237 — Komanapl pexknuma EXEC

3Ha4yeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo

clear logs debug file OuncTuTb cogepxnmoe gupektopuu ¢ debug-dpannamu.

4.30.5 KomaHObI 018 omnaadku pyHKYuli ynpasneHus

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 238 — KomaHgb! pexkuma EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no yMoaAYaHuro
debug radius {all | errors | BKNHOUMTb reHepaumto OTAa404HbIX CO0BLEHMIA AN NPOTOKONA
events | packets | responses | RADIUS.
timers} -/BbIK/IIOYEHO
no debug radius BbIKNOUYNTb reHepaLLmio OTIaA04HbIX COOBLEHNI aNa NPOTOKONA
RADIUS.
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debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTIaZl04YHbIX COOBLLEeHWI AN NpoToKoAa
TACACS.

BbIK/MOUUTb reHepaLmio 0TAaA04HbIX COOBLLEHMI 414 MPOTOKO1A
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKOUYNTL reHepaumio 0TNaL0uHbIX coobuieHuni ana SSH.

BbIKNHOUYNTL reHepaLmio OT1af04HbIX coobLeHni ana SSH.

debug terminal take

no debug terminal take

-/BbIKOYEHO

BKtOUYNTL BbIBOZ, OTN1IaA404HbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

BbIKNIOUMTb BbIBOZ, OT/1aA04UHbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

4.30.6 KomaHObI 0n5 omnadKku npomokona DHCP

KomaHgabl faHHOro 6710Ka BKAOYAKOT oTc/exunsaHme moaynsa DHCP.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunuya 239 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIKNIOYEHO

BKAOUUTL reHepaumio coobuieHnin otnagkm oyHKkumm DHCP
Snooping.

BbIKNOUYUTb reHepaumio cooblieHunii othagkm ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNIOYEHO

BKAtOUNTL reHepaumio Bcex coobLeHnit othagkm dyHkumm DHCP
client.

BbIKNOUMTb FeHepauuto BCEX COOOLLEHWI OTNaaKku ¢yHKUMM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNIOYEHO

BKNOUUTL reHepauuio BbI6OPOUYHbIX COOBLEHNIN OTNaaKM PYHK-
umm DHCP client.

BbIK/MOUMTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAaAKM
¢dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKNIOYEHO

BKNtoUNTL reHepaumio cooblieHnii otnagkm ¢yHkuum DHCP re-
lay:

- all — Bce oTnagoyHble coobuleHUs;

- errors — 0TN1afl04Hble coobLeHUn nNpu owmnbKax.

BbIKNHOUNTb reHepaLmio coobleHuii otnagku dyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIKNIOYEHO

BKNtOUNTL reHepaunto BbIBOPOYHbIX COOBLLEHUI OTNAAKN PYHK-
unm DHCP server.

BbIK/MOUUTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAafAKM
¢dyHKummn DHCP server.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaumio GYHKUUN KOHTPOAA npoTokona DHCP.
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4.30.7 Omaadka ¢pyHkyuu PPPoE-IA

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 240 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OYMTB reHepaumio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAHOUMTL reHepaL Mo OTIaA04HbIX COObLEHNI 0 BXoae B QYHK-
unm PPPOE-IA.

BbIK/NOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAOUNTbL FeHepauutio OTNaZ0YHbIX COOBLEHUI O Bbixoge U3
dyHKumMin PPPOE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OT/NagouYHbIX coobueHnint 06 owmnbkax
PPPoOE-IA.

BbIK/OUNTb reHepaLmio BCeX OT/1af04HbIX co0bLeHnit PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTb reHepauMio OTNafO04HbIX COObBLWEeHWM O nakeTtax
PPPoOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPOE-IA.

4.30.8 Omnadka pyHKyuu DCS

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 241 — KomaHgb! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymMmoa4YaHuro
debug dcs all BKOYNTL reHepaumio Bcex 0T1aA04HbIX coobLeHnit dcs.
no debug dcs i BbIKNHOUYNTL reHepaLmio BCex 0TAaf04HbIX cO0bLweHM dcs.
debug dcs entry BKOUMTb reHepaumio OTIaA04HbIX COObLEeHNI 0 BXoae B QyHK-
- umm dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TAaf04HbIX CO0bLweHuM dcs.
debug dcs exit BKNIOUMTbL reHepauuto OTNaZouYHbIX COObLLEHMI O Bbixoge M3
- dyHKLMIA dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHM dcs.
debug dcs fail BKNHOUMTb reHepaLmio 0T1a404HbIX coobueHnin 06 owmnbKkax dcs.
no debug dcs i BbIKNOUYNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHmM dcs.
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4.30.9 Omnadka pyHkyulii QoS

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 242 — KomaHabl pexkmma EXEC

no debug gos ctrl

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
debug qos buffer BKNOUUTL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
QoS.
no debug qos buffer i BbIKNOUMTb reHepauuio OTNaA04HbIX cooblieHunit ana bydepos
QosS.
debug qos ctrl BKNOUMTL reHepauuio 0T1a04HbIX COOBLEHUI ANA ynpaBieHus

QosS.

BbIKNOUYUTb reHepaunio OTAaf04uHbIX COObLEHUI Ans ynpase-
Hua QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1aL04HbIX CO0bLLEeHMI No nakeTam QoS.

BbIkntounTb reHepauuto OT/1ag04HbIX COO6LLI,eHl/Il71 MO NakKeTam
QosS.

debug qos failall

no debug qos failall

BKAOUMUTL reHepauuio OTNaf04YHbIX COOBLLIEHMI MO owKnbKam
QosS.

BbIKNtOUMTb reHepaLmio OTNAA04HbIX COOOLEHMI NO OWnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocToaHma moaynsa QoS.

BbIKNOYUNTL reHepaLLMio OTN3A04HbIX COOBLLEHNI MO USMEHEHUIO
cocrosaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNtOUNTL reHepaLLmio OTNaA04HbIX COOBLLEHUIA ANA ynpaBieHnn
QosS.

BbIKNOUMTb reHepaLnio OTAaL04HbIX COObLLEHMI Ans ynpaBe-
Hua QoS.

debug gos os

no debug qos os

BKNIOUUTL reHepauuio OTNaA0uHbIX COObLEeHUI ana pecypcos
QoS, kpome bydepos.

BbIKNOUNTb reHepaLmio OTIaA04HbIX COODOLWEHUN ANA pecypcos
QoS, kpome bydepos.

debug show gqos meters

OT06pa3nTb MHGOPMALMIO O KOJIMYECTBE BblAEIEHHbIX U CBOOOA-
Hbix QoS Meters.

4.30.10 KomaHOblI 018 omaadku npomokoaa SNTP

KomaHgbl gaHHOro 6/10Ka N03BOIAKOT CHUMATb AOMNONTHUTENbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,M roana npo-

ToKkona SNTP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 243 — KomaHapl pexxuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

-/BbIK/IOYEHO

BKtOUYNTL reHepaumio OTNaL0uHbIX coobleHna 610Kka SNTP.
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no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

BbIKNHOUYNTL reHepaLmio OT1aA04HbIX coobLeHna 6aoka SNTP.

4.30.11 KomaHObI 019 omaadku npomokona STP

KomaHabl gaHHOro 6/10Kka NO3BO/IAKT CHMMATb AONO/THUTENIbHYIO ANArHOCTUYECKYIHO VIHd)OpMaLI,VII-O ana

npoTtokona STP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 244 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKNOUMTD reHepaumto oTaaf0uHbIX COObLEHMI AN NPOTOKOA
STP rno6anbHo.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/OYEHO

BKNHOUMTL reHepaL Mo BCex OT1af04uHbIX COObLLEeHMI a5 NpoTo-
Kona STP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTL reHepauuio coobLLeHnit oTnagKkM ana npotokona STP
018 AUArHOCTUKM OWKBOK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNOUMTL reHepauuio cooblLeHnit oTaagkM ana npoTtokona STP
Ana init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOM UAN YCNELWHOW MHULMAAN3aLUMM UAW 3aKpbITUKM moayna STP.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BKAOUYUTDL reHepaumio COOBLWEHNI OTNAAKM NpU ynpaBaeHUn
npoTokonom STP. OTnagouHble COOBLEHUA TeHEPUPYIOTCA KaxK-
bl pas, Koraa Bbl HAaCTpamBaeTe Kakne-nmbo dyHkumm STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKOYEHO

BK/AOYUTbL FreHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI npu
Hey4auyHOM U1 ycreLwHoMm BblaeneHnn namaTtv ana STP-npouecca.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnaaku aAna npotokona STP
npv HeyAa4YHOM M yCrelwHom npuveme, nepegade n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKAOYEHO

BKAOUMTL reHepaL Mo coobLweHuin oTAagKu ans cobbITUiA KOHPU-
rypauum npotokona STP. CoobuieHna reHepupytoTca npu
HacTpoWke GpyHKumii STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIKOYEHO

BKkAOUKUTL reHepauuio coobLeHWUA OTNafKM MPU HeyaauHOM,
yCnewHoM 3anycke, Npy OCTaHOBKE MUK Mepe3anycke TaiMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

-/BbIK/IIOYEHO

BKOUNTD reHepaLmio coobLieHnl 0TAaAKM ANA NOPTOB, 3a4ei-
CTBOBAHHbIX B NOCTpoeHun aepesa STP.
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no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKNOYEHO

BK/IlOUMTL reHepaumio coobLieHnii OTNaLKM B Pe3epBHOM y3ne
STP npw BbINONHEHUW PE3ePBHOMO KONMPOBAHUA MHOOPMALUM O
KOHOUrypauum oT akTUBHOTO y3/1a.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobuieHuii oTnaakv ana npotokona STP
npv HeyAa4YHOM M YCNEeLWHOM CO34aHUM U yaaneHme cemadopa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

OT06pa3nTb STP-COCTOAHMA MOpPTa BO BCEX CYLLECTBYHOLMX WH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pa3snTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/NbHbIM NapameTp instance, To BbIBOAUTCA MannuHI TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BK/IIOUMTL OT/Ial0YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HUA cocepen.

debug spanning-tree topology-
change-state-machine

-/BbIKNOYEHO

BK/IIOUMTL OT/Ial04YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HWA U3MEHEHWIA TONONOTUM.

4.30.12 KomaHOvbl 0158 omaadku npomokona LLDP

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

4nA npoTtokona LLDP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 245 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BK/IOUMTL reHepaL Mo BCex OT1ag04uHbIX COObLLIEHMI Ans NPOTO-
Kona LLDP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IOYEHO

BKNIOUMTL reHepauuio coobLeHni oTaaaKku ans npotokona LLDP
ONA ANArHOCTUKM OLWKBOK.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.
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debug lldp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BK/NOYNUTbL TeHepaumio BbIGOPOUYHbIX OTNALOYHbIX COOBLLEHWUIA
npotokona LLDP.

- buf — oThagouHble coobleHUs, cBsA3aHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu UIMeHeHUU Uam
nony4yeHunn 3anucei LLDP;

- data-path — oTnagouHble coobuieHuns, Kacatolwmecs nyT1 nepe-
[3a4M Uav nosyyeHua 3anucen LLDP;

- init-shut — oThago4Hble coobLeHMA NpY HeyAa4YHOW HULMANK-
3auuMmn 1 BblKIOYeHUM moayna LLDP;

- mgmt — oTnafouYHble cooblieHua npu cboe B KoHbUTypauum
nobow u3 dyHkumit LLDP;

- pkt-dump — oTraf0uHbIE COOBLLEHNA AA TPACCUPOBKM AAaMMOB
NaKeTos.;

- resource — OT/1aZl04Hble cO0bLWEeHNs, CBA3AHHbIE C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LWEHN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepunpoBaTb OTNaA04YHbIE COObLEHNs gna Bcex TLV-onuuii.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepupoBaTb OTNAL04HbIE COODLLEHUA ANA BbIBOPOYHBIX PYHK-
umi TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMOAHUTENbHYIO AMArHOCTUYECKYH0 MHPOPMALMIO

Ana npotokona IGMP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 246 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKIOUNTB reHepaLmio Bcex OTNaA0UHbIX COOBLWeHNI Ana GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepauumio OTNafo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0Aa-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTB reHepaLmio 0T1aA404HbIX COOOLWEHNI B cnyyae nepec-
CblIKK 6a3bl gaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKNOYEHO

BK/IIOUNTL reHepaLmio 0T1aA04HbIX COOBLLEHMIA, B Cyyae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no cobbiTUAM MHULMaNU3a-
umu u shutdown, nHpopmauma 3aHocuTca B dpain.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALO0YHbIX COODLLEHWI
ana eyHkuum IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKOYEHO

BKNOUNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWINBKM Npu Nnepegaye uam npueme naketos IGMP.

YCTaHOBUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB NpW OTNPaABKE UAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNOYEHO

BKAtOUNTL reHepaLmio NaKeToB B TeX C/ly4anx, KOraa 3afaencrso-
BaHbl Tamepbl.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNOUMUTL reHepaumio OTNAAO0YHbIX COODOLWEHUMIA Ana AnarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpOoTOKo/IOM IGMP.

- all — BKAOUNTL reHepaLMio BCeX OT/Ia404HbIX COOBLLEHNI;

- RX — BK/IOUYUTb reHepaLmio OT1Ia404HbIX COOBLWEHNIN AN Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BK/IOUYUTL FreHepaLmio OT1aA04HbIX COObLLEeHUIA ana Tpac-
CUPOBKM NepesaBaeMblX NAKETOB;

- ctrl-path — BK/1lOYNTL reHepaumio OTNaA0UHbIX COOBLLEHWI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHGopmaumm;

- data-path — BKNOUUTL reHepaLMio OTNaZL0YHbIX COODLLEHNN
Npv NPOXOXKAEHUN MYbTUKACT-TpadUKa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 247 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BK/OUNTL reHepaumio Bcex 0T1aA04HbIX cooblieHnina ansa LACP.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX coobueHninsa ansa LACP.

debug lacp buffer

no debug lacp buffer

BK/OUUTL reHepaumio oTaagouHbIX coobeHuii no bydepam LACP.

BbIK/MIIOYNTb TFeHepaunio OTNafoYHbIX coobuweHnin no bydepam
LACP.

debug lacp data

no debug lacp data

BK/OYNTB reHepaLmio 0T1aA04HbIX CO0bLLEHMIT 0bMeHa AaHHbIMM
LACP.

BbIKNOYNTL reHepaumio OTNAA0YHbIX COObWEeHMI obmeHa pAaH-
HbiMmu LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepaumio OTNa404YHbIX COOBLEHMI Mo cobbITUAM
LACP.

BbIK/IOYNTL FeHEepaLuMio OTNaA04YHbIX COOBLLEHNA no cobbiTuam
LACP.
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debug lacp failall

no debug lacp failall

BKtOUNTL reHepaLmio 0TAaA04HbIX Co0bLeHn no owmnbkam LACP.

BbIKNOYMTL FeHepauuio OTNafo04YHbIX COOBWEeHU no ownbrkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio 0T1a404HbIX COOOLLEHNI M3MEHEHMA COCTO-
aHunAa LACP.

BbIKNOUMTb reHepaumio OTNaZ04uYHbIX COODOLEHNI U3MEHEHUA CO-
cTtoAaHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTb reHepaLmio 0TNa404HbIX COOBLIEHNIA NO YNPaBAAIOLWLMM
coobueHuam LACP.

BbIK/IOUMTL FeHepaumio OTNaA0uHbIX COObLLIeHMI MO ynpaBasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckaoyan bydepbl.

BbIK/NIOUMTL TeHepauuio OTNafL04YHbIX COOBLEHMIt Mo pecypcam
LACP, nckntouas byoepbl.

debug lacp packet

no debug lacp packet

BKNOUUTL reHepaL Mo 0T1aA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 248 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUUTL reHepaLmio BCex OTNIaA04HbIX coobuweHnin ana LAG.

BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHnI ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/IIOUMTL reHepaumio noapobHbIX 0TAALO0UHbIX COObLEeHNI ans
LAG.

BbIK/OYMTb reHepaLmio NoAPOBHbIX OTAAL0UHBIX COOBLLEHMI ann
LAG.

debug etherchannel error

no debug etherchannel error

BKNOUUTL reHepaumto oTAaf0uHbIX coobLeHMii 06 owmnbkax LAG.

BbIKNOUNTb reHepaLmilo OTNaZLOYHbIX CO0bLWeHMn 06 owmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKAtOUNTL reHepaLLmio 0TNaL04HbIX CO0bLLEHUI No cobbiTuAM LAG.

BbIKNOUNTb reHepaLmio OTNALOYHbIX COODOLEHUI No cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTL reHepaumio OTNaf04HbIX COOBLLEHMI NO AeCKpUNTOpam
nHTepodeiicos LAG.

BbIK/MOYMTL reHepaumio OTN1a40uHbIX COOBLLEHNI NO AEeCKPUNTO-
pam nHTepoeiicos LAG.

4.30.15 Omanaodka loopback-detection

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 249 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HaveHue
10 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

BKNHOUMTB reHepaumio BCeX OTNaA04HbIX coobuweHnin LBD.
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no debug loopback-detection
all

BbIKNOUNTb reHepaLmio BCeX OTNaZ04HbIX coobLieHui LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTL reHepauuio OTAaf0uHbIX cooblieHuli ana bydepos
LBD.

BbIK/OUNTL reHepaLmio 0TNaf0uHbIX cooblieHuli ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBieHus
LBD.

BbIK/NOUMTL FEHEpaLMio OTNAZ0UYHbIX COOBLLEHWUI ynpaBieHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAIOUMTL reHepaLuio 0TNaf04HbIX COObLLeHMI 3aXBaTa NaKeToB
LBD.

BbIKNOUNTb reHepaLmio OTNa404HbIX COOBLLIEHMIA 3axBaTa NakKe-
TO8B LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKNOUMTL reHepauumio OTNaL04HbIX COODOLLEHMI NOTOKOB Tpa-
¢uka LBD.

BbIKNOUMTb reHepaumio 0T1af0uHbIX COObLLEHMI NOTOKOB Tpa-
¢duka LBD.

4.30.16 Omnadka 0aa npomokona SNMP

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 250 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug snmp

no debug snmp

BKNOUMTL reHepaLmio BCex OTNaA04HbIX coobuwennin ana SNMP.

BbIKNIOUMTL reHepaumio BCeX OT/IAaf0YHbIX COOBLEeHUA ans
SNMP.

4.30.17 KomaHObI 018 duazHocmuKu napamempos TCAM

KomaHabl gaHHOro 6710Ka NO3BOIAOT CHUMATb AOMONHUTENbHYIO AMArHOCTUYECKYHO MHGOPMaLMIO

ana TCAM.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 251 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debug show tcam

OTo6pa3sunTb nHPopmaumto o TCAM.

debug show tcam domains

OTo6pasunTb MHPopmaumto o sgomeHax TCAM.

debug show tcam block
block_index [all]

OT06pasunTb nHdopmaumio o 610ke TCAM 1 gonycTUMble 3aMUCH.
- block_index — ntaekc 6noka TCAM. block_id: (0..11);
- all — nevaTb Bcex 3anucen, BKAOYanA HegoMnycTUMble.

debug show tcam entry
entry_index

OT106pasunTb MHPopmaumto o 3anucu TCAM 1 ee nonen.
- entry_index — nHaekc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHbOPMALMIO O 3ape3epBUPOBAHHBIX U MCMNO/b30-
BaHHbIX 3anncax TCAM 1 0 nx Bnagenbuax.
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debug show tcam portmask

OTo6pasunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKazaTb Tmn nona TCAM.

CTepeTb gaHHble NoAA yKaszaHHoro entry_id.

debug set tcam entry entry_id
enable

BkatounTb paboty 3anmcn TCAM ¢ 3agaHHbIM entry_id.

- entry_id: (0..1535) -

debug set tcam entry entry_id BbIktounTb paboTy 3anmcu TCAM c 3agaHHbIm entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MepemecTnTb yKasaHHyto 3anmcb TCAM B Ha3zHaYeHHYto.
move move {number number}
debug set tcam entry entry_id YcTaHoBUTL AeicTaue drop A/1A NaKeToB, KOTOPblE He MoNanan HK
action drop [ withdraw ] entry._id: (0..1535) nog, ogHo Npasuno.
debug unset tcam entry OTKNOUNUTb AENCTBUE YOANEHUS.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBuTb MaKeTbl, NONagatolimMe NoL NPaBMAO C YKasaH-
action redirect { port_number HbIM entry_id B 3agaHHbIM nopT uam Ha LNY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTKNOUYNUTL NepeHanpaBieHne NakeTos.
action redirect
debug set tcam entry entry_id [06aBUTb BHYTPEHHWI TEr K NakeTam, nonagatowmm nog TCAM-
action inner-tag assign { vlan- 3anuch € ykasaHHbIM enter_id.
id | shift | shift-from-outer-tag .
| inner-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YOanuTb BHYTPEHHUI Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YCTaHOBUTbL AeNCTBUE BHYTPeHHero Tera GopmatMpoBaHua s
action inner-tag format { none 3anucu TCAM.
| untag | tag | keep } - none — He BbINOJ/IHATb HUKAKoe AeicTBueE;

- untag — y4anunTb BHYTPEHHWUN Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogepkMmoe Tera.
debug unset tcam entry Ypanute aelicteune Tera.
entry_id action inner-tag
format
debug set tcam entry entry_id [06aBuUTb BHELIHWI Ter K NakeTam, nonagatowmm nog TCAM-3a-
action outer-tag assign { vlan- MUCb C YKa3aHHbIM enter_id.
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHELWHUI Ter ¢ NakeToB C 3af4aHHbIM entry_id 3anucu
entry_id action outer-tag TCAM.
assign
debug set tcam entry entry_id YCTaHOBUTL AeNcTBUE BHeLLHero Tera GpopmaTMpoBaHuUA ANA 3a-
action outer-tag format { none nucm TCAM.
| untag | tag | keep } - none — He BbINOJIHATb HUKAKOe AeincTeue;

- untag — y4anuTb BHELIHWI Ter;

entry_id: (0..1535) - tag — BCTaBMUTb BHELLUHWIA Ter;

- keep — coxpaHuUTb cogepkmMmoe Tera.
debug unset tcam entry Ypanutb aencreue Tera.
entry_id action outer-tag
format
debug set tcam entry entry_id [006aBUTb BHYTPEHHUIN MW BHewWwHMI TPID K yKasaHHOW 3anucu
action {inner-tpid inner-tpid | TCAM.
outer-tpid outer-tpid} entry_id: (0..1535)

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

YnanuTb BHYTPEHHUN nau sBHewHuit TPID 13 yKazaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTpos QoS A/19 yKasaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHuTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaH1UTb NPMOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucaTb npuoputeT 802.1p BO BHELLHEM
Tere VLAN.

Yaanutb nepesanucb napameTpos QoS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHpopmaumto o TCAM.

debug show tcam range

OT06pa3nTb TabAnLy CpaBHEHUs AManasoHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa none (cmeweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846

234 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT, EOAM 1
Port Security (yBegomneHune o NpeBbIlWEHNUN OTPAHUYEHUNSA), HE3APETUCTPUPOBAHHbIN 2
MynbTUKacT (pexxkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU, LBD, Slow Protocol (LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepegeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2420B-
24D, MES2411X, MES3400-24, MES3400I-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane ataku) 2
HesapernuctpuposaHHbIi MynbTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHns) 8
DHCP Client/Snooping 12
PPPOE IA Snooping 12
L2NTFY 14
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTOpa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HaszeaHue OnucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He Cnonb3yeTcs)
SMT SYSLOG
HBTS OTtnpaBkKa 1 nonyyeHue HeartBeat-nakeToB 419 KOHTPO/IA COCTOAHMA YCTPOWUCTB B CTEKE
RMGR OpraHu3auma B3aMMOAENCTBUA MeX Ay NPOTOKONAaMM Ha Pa3HbIX YCTPOWCTBAX CTEKA
D_SpP MNocTpoeHne ToNoaorMmM cTeka
D_LM KOHTpOANb COCTOAHMA CTEKOBLIX NOPTOB
RMFT CuHXpOHM3aLmMa GpaiinoB MexKay YCTPOMUCTBAMU B CTEKE
RMCS CUHXPOHM3aLUMA KOHPUTypaLMM MeXAay YCTPOMCTBaMU B CTEKe
CFA MepBoHayanbHasa 06paboTKa NaKeTOB, MOHUTOPUHT COCTOSIHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUi1 B annapaTHOM OKPYKeHUK
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHOM noTok moaynsa VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHon MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHo noTok mogynsa QoS
SMGT MOHUTOPMHI annapaTHoro okpykeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKM NUTAHUA U NpoYee)
CPUU MoHuTOpUHr ytnamnsaumm CPU
BAKP ABTOCOXpaHeHMe KoOHPUrypaumm
RT6 Mapuwpytmsauma IPv6
IP6 O6paboTka IPv6-nakeToB
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4-nakeTos
uDP O6paboTka UDP-nakeToB
ARP O6paboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamu
SAT Cepsep SNMP
SRED CUHXPOHM3aLMA KOHPUIypaLmm C BHOBb MOAK/IOYEHHBIMW K CTEKY YCTPONCTBAMM
TCP ObpaboTka TCP-nakeToB
RAD Knuent RADIUS
TACT KnneHt TACACS
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DHRL DHCP Relay

DHC MpoTtokon knneHta DHCP

DCS MpocnywursaHue coketa gna knmeHta DHCP

PIA PPPOE Intermediate Agent

L2SN IPv6 RA Guard

CLIC CLl

CLRM Ynpasnenue CLI Ha backup-ycTpolicTBax

CTS Cepsep TELNET

SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlornpoBaHue 0T1ag04YHbIX COObLLEHNI

SNT SNTP

STOC Storm Control

HWPK MN3mepeHune yTunmsaumm nopTos

MSR YnpasneHue bainamm KoHPUrypaumm, 3arpyska/sbirpyska ¢painnos, 06HOBAEHNE NPOLLNBKM
C[200-999] BpemeHHbIi NoToK A1 06paboTku oTaenbHOro noakatoueHusa no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TeXHWYECKOW KOHCyNbTalMuM MO BOMpPOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM caite KOMNAHWK Bbl MOXKeTe HaTM TEXHUYECKYHO AOKYMEHTALMIO M NPOrpaMmmHoe
obecneveHune ana npoaykumm 000 «Mpeanpuatne «3/ITEKC», 0bpaTnTbca K 6ase 3HAHUN UAN OCTaBUTL
WHTEPaKTUBHYIO 3aABKY.

OdurumanbHbIi cant KomnaHun: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex-co.ru/support/downloads

238 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx


http://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
http://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
http://eltex-co.ru/support/downloads

