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YCNOBHbIE OBO3HAYEHHNA

O603HauyeHue

OnucaHue

[]

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe YKa3blBaloTcA HeobssaTesibHble
napameTpbl, HO UX BBOJ, NPeAoCTaBAAEeT onpeae/ieHHble A0NONAHUTEIbHbIE ONLUN.

{} B ¢urypHbIX CKOBKax B KOMAaHAHOM CTPOKeE YKa3blBatoTcA 0b6s3aTesIbHble NapaMeTpsbl.
«,»

n [aHHble 3HaKM B ONMCAHUN KOMAHAbl UCMOb3YIOTCA AN YKa3aHUS AMana30HOoB.

«|» [aHHbIN 3HAK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUANY.

«/» [.aHHbIN 3HaK NPV YKa3aHWM 3HAYEHUI NepemMeHHbIX pa3genseT BO3MOMXKHbIe 3HaUeHun

N 3Ha4YeHNA N0 YMOTHaHUIO.

Kypcue Calibri

Kypcmsom Calibri ykasbiatoTca nepemeHHble UAM NapameTpbl, KOTopble Heobxoaumo
3aMeHWTb COOTBETCTBYIOLLMM CNIOBOM MU CTPOKOW.

MonyxcupHeiii Kypcus MoNYXMPHbIM KYPCUMBOM BblAe/EHbI MPUMEUYAHNA U MPeaynpeKaeHus.
<lMonyxupHeolli MoNYXMPHbIM KYPCMBOM B YI/J10BbIX CKOOKax YKasblBAlOTCA Ha3BaHWA KNaBMIL Ha
Kypcue> KnasuaTtype.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHua

MpumeyaHua coaeprKaT BaXKHYI0 MHPOPMaLMIO, COBETbI MAN PEKOMEHAaL N No
MCNO/1Ib30BaHMUIO U HAaCTPOIKE YCTPOMCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPbIE MOryT HAHECTU Bpea,
l YCTPOWCTBY MU YeNOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe yCTPOICTBA UK NOTEPE AaHHDIX.
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1 HACTPOMKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

Hacmpolika cepsepa SNMPv2

snmp user ReadUser

snmp user WriteUser

snmp group ReadGroup user ReadUser security-model v2c
snmp group WriteGroup user WriteUser security-model v2c
snmp access ReadGroup v2c read iso

snmp access WriteGroup v2c read iso write iso

snmp community index 1 name private security WriteUser
snmp community index 2 name public security ReadUser
snmp view iso 1 included

Hacmpoltika Trap SNMPv2

snmp user TrapUser

snmp group TrapGroup user TrapUser security-model v2c

snmp access TrapGroup v2c notify iso

snmp community index 1 name Traps security TrapUser

snmp view iso 1 included

snmp targetparams TrapParams user TrapUser security-model v2c message-processing v2c
snmp notify TrapNotify tag TrapTag type trap

snmp targetaddr FirstHost param TrapParams 192.168.1.1 taglist TrapTag

Hacmpolika cepsepa SNMPv3

snmp user UserNoAuthNoPriv

snmp user UserAuthNoPriv auth md5 PasswordAuthMD5

snmp user UserAuthPriv auth sha PasswordAuthSHA priv DES PasswordPrivDES
snmp group GroupNoAuthNoPriv user UserNoAuthNoPriv security-model v3
snmp group GroupAuthNoPriv user UserAuthNoPriv security-model v3

snmp group GroupAuthPriv user UserAuthPriv security-model v3

snmp access GroupNoAuthNoPriv v3 noauth read iso write iso notify iso

snmp access GroupAuthNoPriv v3 auth read iso write iso notify iso

snmp access GroupAuthPriv v3 priv read iso write iso notify iso

snmp view iso 1 included

Hacmpoltika Trap SNMPv3

snmp user TrapUserNoAuthNoPriv

snmp user TrapUserAuthNoPriv auth md5 PasswordAuthMD5

snmp user TrapUserAuthPriv auth sha PasswordAuthSHA priv DES PasswordPrivDES
snmp group GroupNoAuthNoPriv user TrapUserNoAuthNoPriv security-model v3
snmp group GroupAuthNoPriv user TrapUserAuthNoPriv security-model v3

snmp group GroupAuthPriv user TrapUserAuthPriv security-model v3

snmp access GroupNoAuthNoPriv v3 noauth notify iso

snmp access GroupAuthNoPriv v3 auth notify iso

snmp access GroupAuthPriv v3 priv notify iso

snmp view iso 1 included

snmp targetparams ParamsTrapUserNoAuthNoPriv user TrapUserNoAuthNoPriv security-model v3 noauth
message-processing v3
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snmp targetparams ParamsTrapUserAuthNoPriv user TrapUserAuthNoPriv security-model v3 auth
message-processing v3

snmp targetparams ParamsTrapUserAuthPriv user TrapUserAuthPriv security-model v3 priv message-
processing v3

snmp notify NotifyNoAuthNoPriv tag TagNoAuthNoPriv type trap

snmp notify NotifyAuthNoPriv tag TagAuthNoPriv type trap

snmp notify NotifyAuthPriv tag TagAuthPriv type trap

snmp targetaddr HostNoAuthNoPriv param  ParamsTrapUserNoAuthNoPriv  10.0.0.1 taglist
TagNoAuthNoPriv

snmp targetaddr HostAuthNoPriv param ParamsTrapUserAuthNoPriv 10.0.0.2 taglist TagAuthNoPriv

snmp targetaddr HostAuthPriv param ParamsTrapUserAuthPriv 10.0.0.3 taglist TagAuthPriv

lpocmomp Hacmpoek SNMP-mpanos (snmptrap)

MIB: SNMP-TARGET-MIB, SNMP-NOTIFICATION-MIB

Ucnonbayemble Tabanybl: snmpTargetAddrTable — 1.3.6.1.6.3.12.1.2
snmpTargetParamsTable — 1.3.6.1.6.3.12.1.3
snmpNotifyTable — 1.3.6.1.6.3.13.1.1

snmpwalk -v2c -c \ 1.3.6.1.6.3.12.1.2
snmpwalk -v2c -c \ 1.3.6.1.6.3.12.1.3
snmpwalk -v2c -c¢ \ 1.3.6.1.6.3.13.1.1

Npumep npocmoTtpa HacTpoeK SNMP-Tpanos (snmptrap):

Komannma CLI:
show snmp targetaddr, show snmp targetparam, show snmp notif

Komanger SNMP:

snmpwalk -v2c -c public 192.168.1.30 \ 1.3.6.1.6.3.12.1.2
snmpwalk -v2c -c public 192.168.1.30 \ 1.3.6.1.6.3.12.1.3
snmpwalk -v2c -c public 192.168.1.30 \ 1.3.6.1.6.3.13.1.1
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2 KPATKUE OBO3HAYEHUA

e iflIndex — nHgekc nopTa;

Moxet NPUHUMATb chegyroume sHa4eHnA:

1. KommyTaTtopbl goctyna
Moaenb KommyTaTtopa UHpeKcebl
MES1428
MES2428 - MHAeKcbl 1-28 — GigabitEthernet 1/0/1-28;
MES2428B - UHAEKcbl 65-72 — Port-Channel 1-8.
MES2428P
MES2408
MES2408B . .
- uHgekeol 1-10 — GigabitEthernet 1/0/1-10;
MES2408P
- UHAEKcbl 65-72 — Port-Channel 1-8
MES2408C
MES2408CP
- MHaeKcbl 1-8 — GigabitEthernet 1/0/1-8;
- MHAEKCbI 256-263 — GigabitEthernet 2/0/1-8
- MHaeKcbl 320-327 — GigabitEthernet 3/0/1-8;
- uHAeKcbl 384-391 — GigabitEthernet 4/0/1-8;
- MHAeKcbl 448-455 — GigabitEthernet 5/0/1-8;
- MHAeKcbl 512-519 — GigabitEthernet 6/0/1-8;
- MHAeKcbl 576-583 — GigabitEthernet 7/0/1-8;
- MHAeKcbl 640-647 — GigabitEthernet 8/0/1-8;
MES2410-08DP . .
- nHaekcbl 9-10 — TengigabitEthernet 1/0/1-2;
MES2410-08DU . .
- MHAEKCbI 264-265 — TengigabitEthernet 2/0/1-2;
- nHaekKcbl 328-329 — TengigabitEthernet 3/0/1-2;
- MHAeKcbl 392-393 — TengigabitEthernet 4/0/1-2;
- MHaeKcbl 456-457 — TengigabitEthernet 5/0/1-2;
- MHAeKcbl 520-521 — TengigabitEthernet 6/0/1-2;
- MHaeKcbl 584-585 — TengigabitEthernet 7/0/1-2;
- MHAOEKCbl 648-649 — TengigabitEthernet 8/0/1-2;
- UHAEeKcbl 65-128 — Port-Channel 1-64.
- uHaeKcol 1-24 — GigabitEthernet 1/0/1-24;
- MHAeKcbl 256-279 — GigabitEthernet 2/0/1-24;
- MHaekcbl 320-343 — GigabitEthernet 3/0/1-24;
- nHaekKcbl 384-407 — GigabitEthernet 4/0/1-24;
MES2424 . .
- MHAeKcbl 448-471 — GigabitEthernet 5/0/1-24;
MES2424P k i
MES2424B - MHaekKcbl 512-535 — GigabitEthernet 6/0/1-24;
- MHAEeKcbl 576-599 — GigabitEthernet 7/0/1-24;
MES2424FB . .
- MHaeKcbl 640-663 — GigabitEthernet 8/0/1-24;
MES3400-24 >
- MHAeKcbl 25-28 — TengigabitEthernet 1/0/1-4;
MES34001-24 . .
- nHaekKcbl 280-283 — TengigabitEthernet 2/0/1-4;
MES3400-24F oo
- MHAeKcbl 344-347 — TengigabitEthernet 3/0/1-4;
MES2420B-24D =
- nHaekcol 408-411 — TengigabitEthernet 4/0/1-4;
- MHAeKcbl 472-475 — TengigabitEthernet 5/0/1-4;
- nHaeKcbl 536-539 — TengigabitEthernet 6/0/1-4;
- nHaekKcbl 600-603 — TengigabitEthernet 7/0/1-4;
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- MHAeKcbl 664-667 — TengigabitEthernet 8/0/1-4;
- UHAEKcbl 65-128 — Port-Channel 1-64.

- MHAeKcbl 1-48 — GigabitEthernet 1/0/1-48;

- MHAEKCbl 256-303 — GigabitEthernet 2/0/1-48;
- nHaekcbl 320-367 — GigabitEthernet 3/0/1-48;
- MHAeKcbl 384-431 — GigabitEthernet 4/0/1-48;
- MHAeKcbl 448-495 — GigabitEthernet 5/0/1-48;
- MHAeKcbl 512-559 — GigabitEthernet 6/0/1-48;

MES2448B A

- MHAEeKcbl 576-623 — GigabitEthernet 7/0/1-48;
MES2448P . .

- MHAeKcbl 640-663 — GigabitEthernet 8/0/1-48;
MES2448DC >

- MHAeKcbl 49-52 — TengigabitEthernet 1/0/1-4;
MES3400-48

- uHaekcol 304-307 — TengigabitEthernet 2/0/1-4;
- MHAeKcbl 368-371 — TengigabitEthernet 3/0/1-4;
- MHaeKcbl 432-435 — TengigabitEthernet 4/0/1-4;
- MHAeKcbl 496-499 — TengigabitEthernet 5/0/1-4;
- MHaeKcbl 560-563 — TengigabitEthernet 6/0/1-4;
- MHAEKCbl 624-627 — TengigabitEthernet 7/0/1-4;
- MHAeKcbl 688-691 — TengigabitEthernet 8/0/1-4;
- MHAEKcbl 65-128 — Port-Channel 1-64.

MES3400-48F
MES2420-48P

- uHaeKcol 1-8 — GigabitEthernet 1/0/1-8;

- MHAeKcbl 256-263 — GigabitEthernet 2/0/1-8

- MHAeKcbl 320-327 — GigabitEthernet 3/0/1-8;

- MHaeKcbl 384-391 — GigabitEthernet 4/0/1-8;

- MHAeKcbl 448-455 — GigabitEthernet 5/0/1-8;

- MHAeKcbl 512-519 — GigabitEthernet 6/0/1-8;

- MHAeKcbl 576-583 — GigabitEthernet 7/0/1-8;

- MHAeKcbl 640-647 — GigabitEthernet 8/0/1-8;
MES2411X - MHaekKcbl 9-19 — TengigabitEthernet 1/0/1-2;

- MHAOEKCbI 264-274 — TengigabitEthernet 2/0/1-2;
- nHaekKcbl 328-338 — TengigabitEthernet 3/0/1-2;
- MHAeKcbl 392-402 — TengigabitEthernet 4/0/1-2;
- MHaeKcbl 456-466 — TengigabitEthernet 5/0/1-2;
- MHAeKcbl 520-530 — TengigabitEthernet 6/0/1-2;
- MHAeKcbl 584-594 — TengigabitEthernet 7/0/1-2;
- MHAOEKCbl 648-658 — TengigabitEthernet 8/0/1-2;
- HAEeKcbl 65-128 — Port-Channel 1-64.

- MHAeKcbl 1-8 — GigabitEthernet 0/1-8;
MES3708P - nHaekcbl 9-10 — TengigabitEthernet 0/1-2;
- UHAEKcbl 65-72 — Port-Channel 1-8.

- MHaekKcbl 1-12 — GigabitEthernet 1/0/1-12;
- UHAEKcbl 65-128 — Port-Channel 1-64.

MES3710P

o index-I13 — uHaekc L3-uHTepodeiica. Ha yctpoicteax MES14xx/MES24xx/MES2410-xx/MES2420-
xX/MES3400-xx/MES37xx BO3MOHO co3aatb 20 L3-nuHtepodeiicos. MNpu cosaaHnm L3-nHtepdeiica
yepes CLI-nHaeKcebl HasHavatoTca no npuHumny 10000 + VLAN_ID u moryT npUHUMATb 3HAYEHUA U3
AnanasoHa 10001-14095.

o |P address — IP-aapec ans ynpaBaeHUAa KOMMYTaTOPOM;

B npuBeaeHHbIX B AOKYMEHTE Mpumepax UCnonb3yeTtca cieayowmii IP-agpec ana ynpasaeHus:
192.168.1.30;
e ip address of tftp server — IP-agpec TFTP-cepBepa;
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B npuBedeHHbIX B AOKYMEHTe MpuUMepax mcrnonb3yetcs cnepyowmii IP-agpec TFTP-cepsepa:
192.168.1.1;
e community — cTpoKa coobuiectsa (Nnapo/sib) Ansa AocTyna no npotokony SNMP.

B npuBeAeHHbIX B AOKYMEHTE NpUMeEpPax UCNOb3YIOTCA caeaytolme community:

private — npasa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).
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3 PABOTA C PAUNIAMMU

3.1 Paboma c SFTP-, TFTP-cepeepamu

KonuposaHue KoHgu2ypayuu u3 aHep2oHe3asucumol namamu Ha TFTP-, SFTP-cepsepa

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.19.1.0 i {tftp(l), sftp(2)} \

1.3.6.1.4.1.2076.81.19.2.0 i {unknown(0), ipv4(l), ipv6(2), ipv4dz(3), ipvé6z(4),
dns (16) } \

1.3.6.1.4.1.2076.81.19.3.0 d “IP-address” \

1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP” \

1.3.6.1.4.1.2076.81.19.5.0 s "PasswordSFTP" \

1.3.6.1.4.1.2076.81.19.6.0 s “FileName” \

1.3.6.1.4.1.2076.81.19.10.0 1 {true(l), false(2)}

MNpumep KonuposaHua us startup-config Ha TFTP-cepsep

Komanma CLI:
copy startup-config tftp://192.168.1.1/MES-config.conf

Komarzma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 1 1 \
1.3.6.1.4.1.2076.81.19.2.0 1 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 1 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.10.0 1 1

Mpumep KonuposaHua us startup-config Ha SFTP-cepsep

Komanma CLI:
copy startup-config sftp://UsernameSFTP:PasswordSFTP@192.168.1.1/MES-
config.conf

Komarnnma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 2 \
1.3.6.1.4.1.2076.81.19.2.0 i 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP”\
1.3.6.1.4.1.2076.81.19.5.0 s “PasswordSEFTP”\
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.10.0 i 1

KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-, SFTP-cepsepos

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

nmpset -v2c -c <community> <IP address> \
.1.4.1.2076.81.1.61.0 i {tftp(l), sftp(2)} \
.2076.81.1.15.0 i {noRestore (1), restore (2)} \
.2076.81.1.16.0 d IP-address \

s
1.
1.
1.
1. .2076.81.1.62.0 s “UsernameSFTP” \

wwww
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R
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1.3.6.1.4.1.2076.81.1.63.0 s "PasswordSFTP" \
1.3.6.1.4.1.2076.81.1.17.0 s “FileName” \
1.3.6.1.4.1.2076.81.1.18.0 1 {true(l), false(2)}

Mpumep KonuposaHua c TFTP-cepBepa B startup-config

Komannma CLI:
copy tftp://192.168.1.1/MES-config.conf startup-config

Komannma SNMP:
snmpset -v2c -c private -Ln -t 3 192.168.1.30 \

1.3.6.1.4.1.2076.81.1.61.0 1 1 \
1.3.6.1.4.1.2076.81.1.15.0 i 2 \
1.3.6.1.4.1.2076.81.1.16.0 a 192.168.1.1 \
1.3.6.1.4.1.2076.81.1.17.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.1.18.0 1 1

Mpumep KonuposaHua ¢ SFTP-cepsepa B startup-config

Komanpma CLI:
copy sftp://UsernameSFTP:PasswordSFTP@192.168.1.1/MES-config.conf startup-
config

Komarzma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.1.61.0 1 2 \
1.3.6.1.4.1.2076.81.1.15.0 1 2 \
1.3.6.1.4.1.2076.81.1.16.0 a 192.168.1.1 \
1.3.6.1.4.1.2076.81.1.62.0 s “UsernameSFTP”\
1.3.6.1.4.1.2076.81.1.63.0 s “PasswordSFTP”\
1.3.6.1.4.1.2076.81.1.17.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.1.18.0 1 1

KonuposaHue KoHgu2ypayuu u3 saHepa2o3asucumoli namamu Ha TFTP-, SFTP-cepsepa

MIB: fsiss.mib

Ucnonb3syemblie Tabnuupl: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.19.1.0 i {tftp(l), sftp(2)} \

1.3.6.1.4.1.2076.81.19.2.0 i {unknown(0), ipv4(l), ipve6(2), ipv4z(3), ipvb6z (4),
dns (16)} \

1.3.6.1.4.1.2076.81.19.3.0 d “IP-address” \

1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP” \

1.3.6.1.4.1.2076.81.19.5.0 s "PasswordSFTP" \

1.3.6.1.4.1.2076.81.19.6.0 s “FileName” \

1.3.6.1.4.1.2076.81.19.9.0 i {true(l), false(2)}

Mpumep KonupoBaHua u3s running-config Ha TFTP-cepsep

Komanpma CLI:
copy running-config tftp://192.168.1.1/MES-config.conf

Komarnnma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 1 \
1.3.6.1.4.1.2076.81.19.2.0 i 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.9.0 1 1
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Mpumep KonuposBaHua 13 running-config Ha SFTP-cepsep

Komanpma CLI:
copy running-config sftp://UsernameSFTP:PasswordSFTP@192.168.1.1/MES-
config.conf

Komanzma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 2 \
1.3.6.1.4.1.2076.81.19.2.0 i 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSEFTP”\
1.3.6.1.4.1.2076.81.19.5.0 s “PasswordSEFTP”\
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.9.0 i 1

KonuposaHue KoHgu2ypayuu 8 aHep203asucumyro namame ¢ TFTP-, SFTP-cepsepos

MIB: fsiss.mib

Ucnonbayemble Tabamupl: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.19.1.0 i {tftp(l), sftp(2)} \

1.3.6.1.4.1.2076.81.19.2.0 i {unknown(0), ipv4(l), ipv6(2), ipv4z(3), ipvé6z(4),
dns (16)} \

1.3.6.1.4.1.2076.81.19.3.0 d IP-address \

1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP” \

1.3.6.1.4.1.2076.81.19.5.0 s "PasswordSEFTP" \

1.3.6.1.4.1.2076.81.19.6.0 s “FileName” \

1.3.6.1.4.1.2076.81.19.7.0 i {true(l), false(2)}

MNpumep konuposaHua us TFTP-cepsepa B running-config

Komannma CLI:
copy tftp://192.168.1.1/MES-config.conf running-config

Komarnma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 i 1 \
1.3.6.1.4.1.2076.81.19.2.0 1 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.7.0 i 1

MNpumep KonuposaHua us SFTP B running-config

Komanpma CLI:
copy sftp://UsernameSFTP:PasswordSFTPR192.168.1.1/MES-config.conf running-
config

Komanma SNMP:
snmpset -v2c -c private -Ln 192.168.1.30 \

1.3.6.1.4.1.2076.81.19.1.0 1 2 \
1.3.6.1.4.1.2076.81.19.2.0 1 1 \
1.3.6.1.4.1.2076.81.19.3.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.19.4.0 s “UsernameSFTP”\
1.3.6.1.4.1.2076.81.19.5.0 s “PasswordSFTP”\
1.3.6.1.4.1.2076.81.19.6.0 s “Mes-config.conf” \
1.3.6.1.4.1.2076.81.19.7.0 1 1
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[lpocmomp cocmoAHUA KONUPOBAHUA 8 IHEP20HE3A8UCUMYH NamMmams

MIB: fsiss.mib

Ucnonb3ayembie Tabnuupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.19.0

Mpumep npocmoTpa cocToaHUA KonuposaHua startup-config

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.19.0

[Ipocmomp cocmoAHUA KOMUPOBAHUA 8 3HEP20308UCUMYIO MAMAMb

/ BO3MOKHble COCTOAHUA:

restorelnprogress (1) — KonMpoBaHue B npouecce;
restoreSuccessful (2) — KonuposaHue 3aBepLUEHO YCNELIHO;
restoreFailed (3) — Bo Bpema KonMpoBaHUA NnpousoLwa oWnbKa;
notlnitiated (4) — KonupoBaHue He NPOU3BOAUNOCD.

MIB: fsiss.mib

Ucnonb3zyemble Tabauybi: issRunConfig — 1.3.6.1.4.1.2076.81.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.19.8

Mpumep NpocMmoTpa COCTOAHMUA KONUPOBAHUA running-config

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.19.8

/ Bo3MOXHble COCTOAHUA:

restorelnprogress (1) — KonupoBaHue B Nnpouecce;
restoreSuccessful (2) — KonupoBaHue 3aBepLUEHO yCNeLIHO;
restoreFailed (3) — Bo Bpemsa KonupoBaHUA Npou3oLwNa OWU6Ka;
notlnitiated(4) — KonMpoBaHuA He NPOU3BOAUNOCH.

KonuposaHue KoHgu2ypayuu u3 3Hep203a8ucumMoli 8 IHEP2OHe3a8UCUMYH NAMAMb

MIB: fsiss.mib

Ucnonb3syemblie Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.10.0 i {noSave (1), flashSave (2),
startupConfig(4)} \

1.3.6.1.4.1.2076.81.1.13.0 1 {true(l), false(2)}

Mpumep KonupoBaHUA KOHGUTrypaLum

remoteSave (3),

Komarnma CLT:

write startup-config

Komarnzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.10.0 i 4 \
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|1.3.6.1.4.1.2076.81.1.13.0 i 1

[Ipocmomp cocmoAHUA KOnuposaHusa

MIB: fsiss.mib

Ucnonbayemble Tabauupbi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.14.0

Mpumep NpocmoTpa COCTOAHUA KONUPOBAHUA

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.14.0

/':f' BO3MOXKHble COCTOAHUA:

restorelnprogress (1) — KonupoBaHue B npouecce;
restoreSuccessful (2) — KonupoBaHue 3aBepLUEHO YCNELIHO;
restoreFailed (3) — Bo Bpemsa KonMpoBaHUA NpoM3oLLIa OWIKNOK];
notlnitiated(4) — KonupoBaHua He NPOU3BOAUNOCD.

3.2 AsmoKoHgpu2ypuposaHue Kommymamopd

Banoquue/Bb/Kmoquue a8MOKOHpU2YPUPOBAHUA HA KOMMymamope

MIB: fsiss.mib

Ucnonbayemble Tabauupi: issZtpConfigStatus — 1.3.6.1.4.1.2076.81.18.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.18.1.0 i {enable(l), disable(2)}

Mpumep BKAOYUEHUA aBTOKOHOUIYpUpPOBaHUSA

Komangma CLI:
ZTP enable

Komarnzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.18.1 1 1

[lpocmomp cocmosHUS G8MOKOHGU2YpUPOBAHUS HO KOMMymamope

MIB: fsiss.mib

Ucnonbayemble Tabanupi: issZtp — 1.3.6.1.4.1.2076.81.18

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.18.2.0

Mpumep NPOCMOTPA COCTOAHUA aBTOKOHUrypupoBaHua

Komanma CLI:
show ztp status

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
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|1.3.6.1.4.1.2076.81.18.2.0

/ BO3MOXHble COCTOAHUA:
notstarted(1) — aBTOKOHUrypupoBaHMe He NPOM3BOAUNOCD;
complatestate (5) — aBToKOH$UrypupoBaHUue 3aBepLUEHO;
erroredstate (6) — ownbKa Npu NnonbiTKe aBTOKOHGUIYpUPOBaHHUA.

3.3 0O6HosneHue npo2pammHo20 obecneyeHus

[Mpocmomp akmusHol sepcuu 10

MIB: fsiss.mib

Ucnonb3ayemble Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.3.0

MpocmoTp akTUBHOI Bepcuun NO

Komangma CLI:
show bootvar

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.3.0

pocmomp mekyuieli Hardware-eepcuu

MIB: ELTEX-MES-ISS-STACK-MIB.mib

Ucnonb3syembie Tabnnupi: eltMesStackUnitGenParamHardwareVersion —
1.3.6.1.4.1.35265.1.139.17.1.1.3.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.17.1.1.3.1.3

MpocmoTp TeKyweit Hardware-sepcum

Komarnma CLT:
show system id

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.17.1.1.3.1.3

0O6HosneHue 10

MIB: fsiss.mib

Ucnonb3syembie Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.55.0 1 {tftp (1), sftp(2

)\
4.1.2076.81.1.83.0 1 {unknown(0), ipv4(l)

1.3.6.1. 1), ipve(2), ipv4z(3), ipvez(4),
dns (16) } \

1.3.6.1.4.1.2076.81.1.84.0 d IP-address \

1.3.6.1.4.1.2076.81.1.56.0 s “UsernameSFTP” \
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1.3.6.1.4.1.2076.81.1.57.0 s “PasswordSFTP” \
1.3.6.1.4.1.2076.81.1.121.0 1 {firmware(l), bootloader(2)}
1.3.6.1.4.1.2076.81.1.21.0 s “filename” \
1.3.6.1.4.1.2076.81.1.22 1 {true(l), false(2)}

MNpumep o6HoBAeHUA MO no npotokony TFTP

\

Komarnma CLI:
copy tftp://192.168.1.1/mes2400-10.1.9-R3.1iss image

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.2076.81.1.55.0 i 1 \
1.3.6.1.4.1.2076.81.1.84.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.1.121.0 1 1 \
1.3.6.1.4.1.2076.81.1.21.0 s “mes2400-10.1.9-R3.iss” \
1.3.6.1.4.1.2076.81.1.22.0 1 1

Mpumep 06HOBNAEHUA HAYANbHOIO 3arpy3yMKa no npotokony SFTP

Komanga CLI:

copy sftp://user:password@192.168.1.1/mes2400-10.1.9-R3.boot boot

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.2076.81.1.55.0 1 2 \
1.3.6.1.4.1.2076.81.1.56.0 s “UsernameTFTP” \
1.3.6.1.4.1.2076.81.1.57.0 s “PasswordSFTP” \
1.3.6.1.4.1.2076.81.1.84.0 d 192.168.1.1 \
1.3.6.1.4.1.2076.81.1.121.0 i 2 \
1.3.6.1.4.1.2076.81.1.21.0 s “mes2400-10.1.9-R3.boot” \
1.3.6.1.4.1.2076.81.1.22.0 1 1

lpocmomp cocmosHus 06HOB8AEHUSA NPO2PAMMHO20 obecrnevyeHus

MIB: fsiss.mib

Ucnonbsyemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.28.0

Mpumep NPOCMOTPaA COCTOAHUA KONMPOBaHUA

Komarnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.28.0

/':f' BO3MOMHbIe COCTOAAHUA:

restorelnprogress (1) — KonupoBaHue B Npouecce;
restoreSuccessful (2) — KonupoBaHue 3aBepLUIEHO YCNELLUHO;
restoreFailed (3) — Bo Bpema KonMpoBaHUA Npou3oLNa OWNGK];
notlnitiated(4) — KonupoBaHuA He NPoOU3BOAUNOCH.
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4 YNPABJIEHUE CUCTEMOM

4.1 CucmemHble pecypcol

[pocmomp cepuliHo20 Homepa ycmpolicmea

MIB: ELTEX-MES-ISS-STACK-MIB.mib

Ucnonb3ayemblie Tabnunupl: eltMesStackUnitGenParamSerialNumber —
1.3.6.1.4.1.35265.1.139.17.1.1.3.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.17.1.1.3.1.4

Mpumep npocmoTpa cepuitHOro Homepa ycTpoiicTea

Komangma CLI:
show system id

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.17.1.1.3.1.4

[Mpocmomp uptime ycmpoticmaa

MIB: SNMPv2-MIB

Ucnonbsyembie Tabnnupl: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3.0

Mpumep npocmoTpa uptime ycrpoicrea

Komannma CLI:
show system information

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3.0

« KomaHpa aKTyanbHa gnsa uptime meHble 497 gHeid.

[Mpocmomp cyem4uKka uptime ycmpolicmea 8 ceKyHoax

MIB: snmpFrameworkMIB

Ucnonb3ayembie Tabnnupi: snmpEngineTime — 1.3.6.1.6.3.10.2.1.3
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.6.3.10.2.1.3

Mpumep npocmoTpa cyeTuMKa uptime ycTpoiictea

Komaunma CLT:
show system

Komanma SNMP:

20 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.6.3.10.2.1.3

7
V KomaHpa akTtyanbHa gasa uptime meHbLe 68 ner.

Mpocmomp System Description ycmpolicmea

MIB: SNMPv2-MIB

Ucnonblyemble Tabamupl: system — 1.3.6.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.1.0

MNpumep npocmoTtpa sysDescr yctpoiictsa

Komarnma CLI:
show system information

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.1.0

MoHumopuHe 3a2py3Kku CPU

MIB: ELTEX-MES-ISS-CPU-UTIL-MIB.mib

Ucnonbzyemble Tabanubl: eltMeslssCpuUtilGlobalStat — 1.3.6.1.4.1.35265.1.139.6.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.6.1.1.2.{5 cexyun(l), 1 mmuuyra(2), 5 mMmumuyr(3)}.0

Mpumep npocmoTpa 3arpyskm cpu

Komanma CLI:
show env cpu

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.6.1.1.2.1.0

MoHuUmopuH2 3a2py3KuU No npoueccam

MIB: ELTEX-MES-ISS-CPU-UTIL-MIB.mib

Ucnonbayemble Tabamupi: eltMeslssCpuUtilTaskStatTable — 1.3.6.1.4.1.35265.1.139.6.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.6.1.2.2.1.1.{5 cexyHn(3), 1 mmuuyra(d4), 5
MuHyT (5) } . {task-id}

Mpumep NpocmoTpa 3arpysKu cpu

Komangma CLI:
show env tascs

Komanma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.6.1.2.2.1.1.3.30
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/ Mpueaska uHdeKcoe K npoyeccam:

TMR#(1)
C200(2)
PKTT(3)
SMT(4)
HBTS(5)
RMGR(6)
D_SP(7)
D_LM(8)
RMFT(9)
RMCS(10)
VemT(11)
LOGF(12)
CFA(13)
IPDB(14)
L2DS(15)
ERRD(16)
ELMT(17)
EOAT(18)
FMGT(19)
BOXF(20)
AstT(21)
LaTT(22)
CMNT(23)
VLAN(24)
GARP(25)
FDBP(26)
PIf(27)
SnpT(28)
ERPT(29)
RTXT(30)
QOS(31)
SMGT(32)
CPUU(33)
BAKP(34)
RT6(35)
IP6(36)
PNG6(37)
RTM(38)
IPFW(39)
UDP(40)
ARP(41)
PNG(42)
SLT(43)
SAT(44)
SRED(45)
TCP(46)
RAD(47)
TACT(48)
DHS(49)
DHRL(50)
DHC(51)
DCS(52)
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PIA(53)
L2SN(54)
IGMP(55)
HST(56)
HRT1(57)
HRT2(58)
HRT3(59)
CLIC(60)
CLRM(61)
CTS(62)
SSH(63)
NPRD(64)
LLDP(65)
LBD(66)
VRRP(67)
OSPF(68)
DNSR(69)
RIP(70)
STOC(71)
HWPK(72)
MSR(73)
C301(74)

; KonnuectBo nNpoueccoB MOXKeT OT/IMYATbCA B 3aBUCMMOCTU OT HA/IMUUA CTEKOBbIX
V HacTpoeK. B cnyyae, Koraa creKoBble HAaCTPOMKMU OTCYTCTBYIOT, B BbiBoge 6yayt
' otcytcrBoBatb npoueccbl D_SP w D_LM, npu 3tom Hymepauua pAna Bcex

nocnegyloLwWmx NPoL,EeccoB yMeHbLUUTCA Ha ABa.

MoHumopuHea 3a2py3Ku onepamugHol namamu

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.73.0

Mpumep NpocmoTpa 3arpy3Ku onepaTMBHOK NaMATU

Komangma CLI:
show env RAM

Komanma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.73.0

MoHumopuHe 3a2py3Kku FLASH-namamu

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.75.0
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Mpumep npocmoTpa 3arpy3ku FLASH-namaATn

Komanma CLI:
show env flash

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.75.0

[Mpocmomp Konuvecmsea MAC-adpecos 8o VLAN

MIB: Q-BRIDGE-MIB

Ucnonb3yemble Tabnuubi: dotlqFdbEntry — 1.3.6.1.2.1.17.7.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.1.1.2.{v1lan}

Mpumep npocmotpa Konanvectea MAC-agpecos Bo vlan 5

Komangma CLI:
show mac-ad

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.1.1.2.5

[Mpocmomp cepuliHo20 HoMepa KOMMymamopa

MIB: fsiss.mib

Mcnonb3syemble Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.120.0

Mpumep NpocMoTpa cepuitHOro Homepa KOMmyTaTopa

Komannma CLI:
show system information

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.120.0

[pocmomp annapamHol gepcuu

MIB: fsiss.mib

Ucnonbsyembie Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.2.0

Mpumep npocmoTpa annapaTHO Bepcum

Komanpma CLI:
show system information

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.2.0
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pocmomp cucmemHo2o MAC-adpeca Kommymamopa

MIB: fsiss.mib

Ucnonbayemble Tabamupi: issSystem — 1.3.6.1.4.1.2076.81.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.32.0

Mpumep npocmoTpa cuctemHoro MAC-agpeca KommyTtatopa

Komangma CLI:
show nvram

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.32.0

[lpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonbayemble Tabamupbi: sysUpTime — 1.3.6.1.2.1.1.3, ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmotpa Uptime nopra GigabitEthernet 1/0/2

Komanma CLI:
show interface status Gigabitethernet 1/0/2

Komarnma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.2

/’};" M3 BbiBOAa nNepBoil KOMaHAbl HEO6XO4MMO OTHATbL BbIBOA BTOPO KOMaHAbI.
MonyueHHoe 3HaueHUe u byaet aBnaTbca uptime nopra.

lpocmomp uHgopmayuu o sepcuu 10 U HA4AAbHO20 302PY34UKA

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssSysBootVarTable — 1.3.6.1.4.1.35265.1.139.18.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.{index}.{firmware}

Mpumep NPOCMOTPa BEpPCUM HAYANIbHOTO 3arpy3umnKa

Komangma CLI:
show bootvar

Komarnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.4.2

V CyuiecTBylOT ceaytoume 3HaueHus index:
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4 — Bepcua MO 1 HavyanbHOro 3arpy3ymnKa;

5 — Homep commit-a MO 1 HayanbHOro 3arpy3ymKa;

6 — Homep build-a NO;

7 — Homep MD5 Digest MO n HayanbHOro 3arpy34ymKa;

8 — lata n sBpema c6opku NO u HauaNbHOro 3arpysumka.
V CyuwiecTByloT cneaytouime 3HayeHus firmware:

1 - NporpammHoe obecneyeHue;

2 — HayanbHbIii 3arpysumK.

[Mpocmomp cocmosaHUA aKKyMyaamopHot bamapeu

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonb3zyemble Tabauubi: eltMeslssBatteryStatus — 1.3.6.1.4.1.35265.1.139.12.1.3.1.1.2

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.3.1.1.2.0

Mpumep NPocMoOTPa COCTOAHUA aKKYMYNATOPHOU 6aTtapeun

Komanpma CLI:
show env power

Komanzma SNMP:
snmpget -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.3.1.1.2.0

Bo3morKHble cocToAHUA:

V notoperational(1) — 6aTtapes He noaaep>KuBaeTcs;
notpresent(2) — 6aTapea He NOAKANIOUEH];
recharge(3) — 6aTtapesn 3apaxkaercs;
low(4) — Hu3KWMi1 3apag 6atapeu;
discharge(5) — 6atapes paspaxaercs;

operational(6) — 6aTtapesa nogKnoueHa u 3apaxeHa.

[Mpocmomp yposHsa 3apada akkymyaamopHol bamapeu 8 %

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonb3syemble Tabnuupl: eltMeslssBatterylevel — 1.3.6.1.4.1.35265.1.139.12.1.3.1.1.3

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.3.1.1.3.0

Mpumep ypoBHA 3apAJa aKKYMYNATOpPHOI 6aTapeun

Komannma CLI:
show env power

Komarnnma SNMP:
snmpget -v2c -c private 192.168.1.30 \
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|1.3.6.1.4.1.35265.1.139.12.1.3.1.1.3.0

Mpocmomp mabauuysl ¢ onycmumbIMU CKOPOCMAMU 8pAULeHUS 8eHMUAAMOPO8

MIB: ELTEX-MES-ISS-ENV-MIB.mib
Ucnonbayemble Tabanupi: eltMeslssEnvFanThresholdTable — 1.3.6.1.4.1.35265.1.139.12.1.5.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.5.2.1.{min(2), max(3)}.{fanIndex}.{level (1-4)}

MNpumep npocmoTpa Tabaunubi

Komanzma CLI:
show env fan thresholds

Komarnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.5.2.1

[Ipocmomp cKopocmu 8pawieHusa eeHmuaamopa

MIB: ELTEX-MES-ISS-ENV-MIB.mib
Ucnonbayemble Tabanupi: eltMeslssEnvFanEntry — 1.3.6.1.4.1.35265.1.139.12.1.5.1.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.1.{fanIndex}

Mpumep NpocMoTpa CKOPOCTHU BpaLL,eHUA NepBOro BEHTUNATOPA

Komanma CLI:
show env fan

Komannma SNMP:
snmpget -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.1.1

[Ipocmomp ypPOBHA CKOPOCMU 8paULeHUA 8EHMUAAMOPA

MIB: ELTEX-MES-ISS-ENV-MIB.mib
Ucnonbayemble Tabauupi: eltMeslssEnvFanEntry — 1.3.6.1.4.1.35265.1.139.12.1.5.1.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.2.{fanIndex}

Mpumep NpocmoTpa ypoBHA CKOPOCTU BPALLEHUA NEPBOro BEHTUAATOPA

Komanpma CLT:
show env fan

Komaunnma SNMP:
snmpget -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.5.1.1.2.1

[Ipocmomp cmamyca e6eHmuAamopa

MIB: fsiss.mib
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Ucnonb3ayemblie Tabnuupl: eltMeslssEnvFanEntry — 1.3.6.1.4.1.2076.81.13.1.1

snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.13.1.1.2.{fanIndex}

Mpumep npocmoTpa cTaTyca NEPBOro BEHTUAATOPA

Komanma CLI:
show env fan

Komarnzma SNMP:
snmpget -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.13.1.1.2.1

KoHmponb nokasaHuli mepmodamyuKka

MIB: fsiss.mib

Ucnonb3ayemblie Tabnnupi: issSwitchCurrentTemperature — 1.3.6.1.4.1.2076.81.1.66.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.66.0

Mpumep npocmoTpa NoKasaHUit TepMOLaATUMKA

Komannma CLI:
show env temperature

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.66.0

[Mpocmomp MUHUMG/bHO20 N0pPo2d MEPMOOamyuKa

MIB: fsiss.mib

Ucnonb3ayemblie Tabnunupl: issSwitchMinThresholdTemperature — 1.3.6.1.4.1.2076.81.1.64.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.64.0

Mpumep NpocMoTPa MMHUMaNbLHOrO NOPOra TepMoAaaTunKa

Komarnma CLT:
show env temperature

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.64.0

[Tpocmomp MAKCUMGAs16HO20 M0P02a MepmModamyuKka

MIB: fsiss.mib

Mcnonb3syembie Tabnnupi: issSwitchMaxThresholdTemperature — 1.3.6.1.4.1.2076.81.1.65.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.65.0
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Mpumep NpPocmMoTpa MaKCUManbHOro NOpora TepmoaaTymKa

Komannma CLI:
show env temperature

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.65.0

4.2 [Mapamempbl cmeka

MoHumopuH2 napamempos cmekKa

MIB: ELTEX-MES-ISS-STACK-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssStackMIB — 1.3.6.1.4.1.35265.1.139.17

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.17

Mpumep NpocMoTPa NapameTPOB CTEKa

Komanga CLI:
show stack

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.17

MoHUMOopUH2 CMeKo8bIX Mopmos

MIB ELTEX-MES-ISS-STACK-MIB.mib:

Ucnonbsyemble Tabnunupi: eltMesStackUnitlfindexList — 1.3.6.1.4.1.35265.1.139.17.1.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.17.1.1.1.1.3

Mpumep npocmoTpa CTEKOBbIX NOPTOB

Komangma CLI:
show stack links

Komanzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.17.1.1.1.1.3

4.3 YnpaeneHue ycmpolicmeom

3adams/cmeHums hostname Ha ycmpolicmeae

MIB: SNMPv2-MIB

Ucnonbayemble Tabamupi: system — 1.3.6.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Mpumep npucsoeHusa hostname "mes2428"

Komangma CLI:
hostname mes2428
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Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2428"

[lepe3azpy3Kka kKommymamopa

MIB: fsiss.mib

Ucnonb3ayemblie Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.9.0 u {Macka B OeCATMUYHOM BuIe}

Mpumep nepesarpyskm KoMmmyTaTopa

Komangma CLI:
reload

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.9.0 1 1

V Lna nepesarpy3ku NnepeBoro IOHUTa UCMOb3YiiTe 3HaYeHue 1, BToporo — 2, Tpetbero — 4
M TaK ganee (Ka)kaoe 3HaueHUe COOTBETCTBYeT cTeneHu ABOMKNU MUHYC 1).
YT106bI NEepesarpy3nTb HECKOJ/IbKO IOHUTOB OA4HOBPEMEHHO, Heo6XxoaMMo
NpPoCyMMMUPOBaTb COOTBETCTBYIOLWME 3HaUYeHUA. [lna nepesarpy3Ku BTOPOro u TpeTbero
HY)XHO yKa3aTb u 6. [1na nepe3arpy3Ku Bcex IOHUTOB U 255,

[epe3azpy3Ka KOMMymamopa 4yepe3 3a0aHHOe 8pemMs

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonb3syemble Tabnuupl: eltMeslssReloadParams — 1.3.6.1.4.1.35265.1.139.18.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.1.1.0 s "hhh.mm"
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 1

Mpumep nepesarpy3kn KOMMyTaTopa Yepes 5 MUHYT

Komanma CLI:
reload in 0 5

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.1.1.0 s "000:05" \
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 1

[epe3azpy3ka KOMMymamopa 8 3a0aHHOe 8peMSs

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonb3ayembie Tabnunupl: eltMeslssReloadParams — 1.3.6.1.4.1.35265.1.139.18.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.1.1.0 s "hh:mm:ss dd MM"
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 2
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Mpumep nepesarpysku Kommytaropa 8 00:00:00 01 01

Komangma CLI:
reload at 00:00:00 01 01

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.3
1.3.6.1.4.1.35265.1.139.18.1.1.

0\
1.1.0 s "00:00:00 01 01" \
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1

2

OmmeHa nepe3azpysku Kommymamopa 8/4yepe3 3a0aHHoe spems

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssReloadParams — 1.3.6.1.4.1.35265.1.139.18.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 3

Mpumep oTmeHbl Nnepesarpysku Bfuepes 3agaHHoe Bpems

Komangma CLI:
reload cancel

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.1.2.0 1 3

BKmoquue/eb//mfoquue omnpasku snmp-trap o coldstart

MIB: fsiss.mib

Ucnonbayemble Tabnmupi: futuresnmp3 — 1.3.6.14.1.2076.112

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.112.11.0 i {enable(l), disable(2)}

Mpumep BKAOYUEHUA OTNPaBKK snmp-trap coldstart

Komanma CLI:
snmp enable traps coldstart

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.112.11.0 1 1

BkrtoyeHue/sbika0YeHUe omnpasku snmp-trap o warmstart

MIB: fsiss.mib

Ucnonbayemble Tabamupi: eltMeslssSnmp3Globals — 1.3.6.1.4.1.35265.1.139.19.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.19.1.1.1.0 1 {enable(l), disable(2)}

Mpumep BKAOUEHUA OTNPABKK snmp-trap warmstart

Komanma CLI:
snmp enable traps warmstart

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.19.1.1.1.0 1 1
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BkntoyeHue/sbikaoyeHue moHumopuaa AKG

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssBatteryMonitorEnable — 1.3.6.1.4.1.35265.1.139.12.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.3.2.0 1 {true(l), false(2)}

Mpumep BrkAtouYeHUA moHutopura AKb

Komarnma CLTI:
env battery monitor enable

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.3.2.0 1 1

BraroyeHue/sbikAro4YeHUe omnpasku coobuweHuli Dying-gasp

MIB: ELTEX-MES-ISS-ENV-MIB.mib

Ucnonb3syembie Tabnnupl: eltMeslssDyingGaspStatus — 1.3.6.1.4.1.35265.1.139.12.1.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.12.1.4.1.0 1 {true(l), false(2)}

Mpumep BKAOUEHUA OTNPABKU coobweHui dying-gasp

Komanpma CLI:
env dying-gasp enable

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.12.1.4.1.0 1 1

Banoqumb/ebleoqumb telnet-cepsep

MIB: ARICENT-ISS-MIB

Ucnonb3syemble Tabnuupl: issTelnetStatus — 1.3.6.1.4.1.2076.81.1.97

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.97.0 1 {enable(l), disable(2)}

Mpumep BbiKAtOUYeHUA telnet-cepBepa

Komanma CLI:
no feature telnet

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.97.0 1 2

BkritoueHue/sbiKAo4YeHUe omnpasku snmp-trap u syslog-coobwieHuli npu nepesazpy3ke

ycmpolicmea

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib
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Ucnonbayembl Tabanubi: eltMeslssSysLoggingParams — 1.3.6.1.4.1.35265.1.139.18.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.2.2.0 1 {true(l), false(2)}

Mpumep BbIKAOUEHME OTAPABKY snmp-trap u syslog-coobuieHnii npu nepesarpysKke ycrpoicTea

Komanpma CLI:
no logging events reload

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.2.2.0 1 2

4.4 YnpaeneHue obpazamu 10

[pocmomp uHgopmayuu o6 obpasax 10

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonblyemble Tabanubl: eltMeslssSysBootVarTable — 1.3.6.1.4.1.35265.1.139.18.1.1.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.{BanuoguocTs I[I0(3), version (4)

, commit (5),
build(6), MD5 digest(7), time(8)}.{image(l) | boot(2)}.{number (11]2)}

Mpumep KomaHAbl Ana npocmoTpa sepcun MO

Komangma CLI:
show bootvar

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.4.1.1

CmeHa akmusHo2o obpa3sa 10

MIB: ELTEX-MES-ISS-SYSTEM-MIB.mib

Ucnonbayemble Tabamupi: eltMeslssSysBootVarTable — 1.3.6.1.4.1.35265.1.139.18.1.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.9.1.{number(1]2)} i {active{l} |
inactive (2) }

Mpumep cmeHbl aKTUBHOTO 06pa3sa MO c 1 Ha 2. MpeanoNoXKUM, HTO aKTUBHbIM ABaseTca 1 o6pas MNO

Komanma CLI:
boot system inactive

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.18.1.1.3.1.1.9.1.2 i 1
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5 HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika 0amebi U epemeHu

MIB: fsiss.mib

Ucnonb3ayemble Tabnunupl: issSystem — 1.3.6.1.4.1.2076.81.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.1.34.0 s "hh:mm:ss dd MM YY"

Mpumep HaCTPOIKM AaTbl HA KOMMYTaTOpe

Komaungma CLI:
clock set 00:00:00: 01 01 2020

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.1.34.0 s "00:00:00 01 O1"

Hacmpolika noayyeHus damel u spemeHu ¢ SNTP-cepsepa

MIB: fsclkiwf.mib

Ucnonbsyemble Tabnunupl: fsClkiwfGeneralGroup — 1.3.6.1.4.1.29601.2.46.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.46.1.1.4.0 1 80

Mpumep HaCTPOIKM AaTbl HA KOMMYTaTOpe

Komannma CLI:
clock time source ntp

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.46.1.1.4.0 1 80

Hacmpolika IPv4-adpeca SNTP-cepsepa

MIB: fssntp.mib

Ucnonb3ayembie Tabnunupli: fsSntpUnicastServerEntry — 1.3.6.1.4.1.2076.149.1.2.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.{IP-address ceprepa} 1 {createAndWait 5(5)}
\

1.3.6.1.4.1.2076.149.1.2.5.1.3.1.4.{IP-address cepsepa} 1 {version 3(3),
version 4(4)) \
1.3.6.1.4.1.2076.149.
1.3.6.1.4.1.2076.149.
secondary (2)} \
1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.{IP-address cepeepa} i {Active (1)}

Y

.2.5.1.4.1.
.2.5.1.5.1.

o~

.{IP-address cepeepa} i {port} \
.{IP-address cepmepal} i {primary(l),

—
o~
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Mpumep HacTpoiiku IPv4-appeca ocHoBHOro SNTP-cepeepa 3 Bepcum

Komanpma CLI:
set sntp unicast-server ipv4 192.168.1.1 primary version 3

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.192.168.1.1 1 5
1.3.6.1.4.1.2076.149.1.2.5.1.3.1.4.192.168.1.1 1 3 \
1.3.6.1.4.1.2076.149.1.2.5.1.4.1.4.192.168.1.1 1 123 \
1.3.6.1.4.1.2076.149.1.2.5.1.5.1.4.192.168.1.1 1 1 \
1.3.6.1.4.1.2076.149.1.2.5.1.8.1.4.192.168.1.1 1 1

V‘ Mone port moxet npuHUMaTb 3HaueHna 1025-36564. Mo ymonyaHUo ucnonb3yerca
! Homep nopra 123.

Hacmpolika IPv6 adpeca SNTP-cepsepa

MIB: fssntp.mib

Ucnonbayemble Tabanupi: fsSntpUnicastServerEntry — 1.3.6.1.4.1.2076.149.1.2.5.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.{IP-address ceprepa} 1 {createAndWait 5(5)}

\

1.3.6.1.4.1.2076.149.1.2.5.1.3.2.16.{IP-address cepeepa} i {version 3(3),
version 4 (4)) \

1.3.6.1.4.1.2076.149.1.2. .2.16.{IP-address cepmepal} i {port} \
1.3.6.1.4.1.2076.149.1.2.5.1.5.2.16.{IP-address cepeepa} i {primary(l),
secondary (2)} \

1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.{IP-address cepeepa} i {Active (1)}

(€]
:
=
N

Mpumep HacTpoiiku IPv6-appeca ocHoBHoro SNTP-cepeepa 3 Bepcum

Komaunnma CLI:
set sntp unicast-server ipvé6 2001:db8::2 primary version 3

Komaunzma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 i 5 \
1.3.6.1.4.1.2076.149.1.2.5.1.3.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 i 3 \
1.3.6.1.4.1.2076.149.1.2.5.1.4.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 i 123 \
1.3.6.1.4.1.2076.149.1.2.5.1.5.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 i 1 \
1.3.6.1.4.1.2076.149.1.2.5.1.8.2.16.32.1.13.184.0.0.0.0.0.0.0.0.0.0.0.2 1 1

/";;‘ Mone port moxket npuHUMmaThb 3HaueHna 1025-36564. Mo ymonuyaHuUo Ucnonb3yerca

' Homep nopta 123.
Hacmpolika nepexoda Ha nemHee spems
MIB: fssntp.mib
Ucnonbayemble Tabanupi: fsSntpScalars — 1.3.6.1.4.1.2076.149.1.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.1.12.0 s "weekofmonth-weekofday-mounth, HH:MM" \
1.3.6.1.4.1.2076.149.1.1.13.0 s "weekofmonth-weekofday-mounth, HH:MM"
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Mpumep HacTPoOIKM Nepexoana Ha NeTHee Bpems

Komannma CLTI:
set sntp client clock-summer-time second-thu-aug,00:00 second-thu-aug,01:00

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.1.12.0 s "second-thu-aug,00:00™ \
1.3.6.1.4.1.2076.149.1.1.13.0 s "second-thu-aug,01:00"

BkntoyeHue/sbikaoyeHue SNTP-kaueHma Ha Kommymamope

MIB: fssntp.mib

Ucnonbayembie Tabnnupl: fsSntpScalars — 1.3.6.1.4.1.2076.149.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.1.3.0 i {enable(l), disable(0)}

Mpumep BrkatoyeHUa SNTP-kaMeHTa Ha KOMmmyTaTope

Komanpma CLI:
set sntp client enabled

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.1.3.0 1 1

Hacmpolika Yacosoz2o nosca sntp

MIB: fssntp.mib

Ucnonb3ayembie Tabnanupi: fsSntpScalars — 1.3.6.1.4.1.2076.149.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.149.1.1.11.0 s " (+/-)HH:MM"

Mpumep HaCTPOIKM YACcOBOro nosca sntp

Komarnma CLT:
set sntp client time-zone +07:00

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.1.11.0 s "+07:00"

Hacmpolika uHmepsasna omnpasKku o0HoadpecHbix SNTP-3anpocos

MIB: fssntp.mib

Ucnonb3ayembie Tabnunupli: fsSntpUnicast — 1.3.6.1.4.1.2076.149.1.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.2.0 u {mHTepBasy B CEKyHIOax}

Mpumep HacTpoiiku nHTepBana otnpasku SNTP-3anpocos

Komarnma CLT:
set sntp unicast-poll-interval 4096

Komaunma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.2.2.0 u 4096
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V UHTepBan moxKet NpMHUMaTb 3HayeHUA 16—16384 1 ponxKeH ABAATCA CTENEHbIO Yucna
Asa. Hanpumep, 16, 32,64 u . a.

Hacmpolika makcumanbHo20 spemeHu oxcudaHusa omeema om SNTP-cepsepa

MIB: fssntp.mib

Ucnonbayemble Tabanupi: fsSntpUnicast — 1.3.6.1.4.1.2076.149.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.3.0 u {1-30 cexyHzn}

Mpumep HacTpoiiku oxXngaHua otseta ot SNTP-cepsepa

Komanma CLI:
set sntp client unicast-max-poll-timeout 30

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.2.3.0 u 30

Hacmpolika MakcumanbHo20 Koauyecmaeda nomnblimoK noodKsatoyeHuUsa K SNTP-cepsepy

MIB: fssntp.mib

Ucnonbayemble Tabanybi: fsSntpUnicast — 1.3.6.1.4.1.2076.149.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.149.1.2.4.0 u {1-10}

Mpumep HacTpoiiku oxXngaHua otseta ot SNTP-cepeepa

Komannma CLI:
set sntp client unicast-max-poll-retry 10

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.149.1.2.4.0 u 10
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6 PABOTA C MAC-TABJIMLAMU

6.1 [lMpocmomp codepxrcumozo0 MAC-mabauybi

[Mpocmomp codepxrcumoz20 mabauys! no VLAN

MIB: Q-BRIDGE-MIB.mib

Ucnonb3syembie Tabnuupl: dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1.{v1lan-1d}

MNpumep npocmoTpa cogepkumoro MAC-Tabnumupbl B VLAN 5

Komangma CLI:
show mac-address-table vlan 5

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1.5

[Mpocmomp codeprcumo20 mabauybl No UHmMepgeticam

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonb3ayembie Tabnuupl: eltMeslssVlanFdbPortEntry — 1.3.6.1.4.1.35265.1.139.3.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.1.1.1.{ifindex}

Mpumep npocmoTtpa cogepxmumoro MAC-Tabanubl Ha GigabitEthernet 1/0/2

Komanpma CLI:
show mac-address-table interface Gigabitethernet 1/0/2

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.1.1.1.2

6.2 Hacmpolika ¢pyHkyuu MAC Address Notification

BknroueHue/omknovyeHue MAC Address Notification

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syemble Tabnunupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.1.0 1 {true(l), false(2)}

MNpumep BkaoueHnsa MAC Address Notification Ha ycTpoiicTee

Komannma CLI:
mac-address—-table notification change

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.1.0 i 1
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Mpumep otkntoueHna MAC Address Notification Ha ycTpoiictee

Komanpma CLI:
no mac-address-table notification change

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.1.0 1 2

Hacmpolika MaKcumanbHo20 npoMexcymeka spemeHu mexcdy omnpaskamu SNMP-yeedomaeHul

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabamuypbl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.2.0 u {0-604800)

Mpumep HaCTPOIIKU MaKCUMAIbHOIO MPOMEIKYTKA BpemMeHn mexxay otnpaskamu SNMP-yBegomneHui

Komanma CLI:
mac-address-table notification change interval 10

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.2.0 u 10

BraryeHue omnpasku mpanos 8 syslog o cobbimusax usy4eHus uau yoaneHua MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbsyemble Tabamupbl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.5.0 i {true(l), false(2)}

Mpumep BKAOYEHUA OTNPABKKU TPanoB B syslog o cobbiTuAX usyuyeHua unm yganeina MAC-agpecoB

Komannma CLI:
logging events mac-address-table change

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.5.0 1 1

Hacmpolika MakcumanbHo20 Koaudyecmeaa cobbimull 06 usmeHeHUU cocmofaHua mabauusl MAC-
adpecos, Komopoe coxpaHAemcsa 8 ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbsyemble Tabamupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.7.0 u {0-500}

MNpumep HacTpoiKu 5 cobbiTnit 06 MameHeHUn coctoaHuA Tabnuubl MAC-agpecoB, KoTopble 6yayT
COXPaHATbLCA B UCTOPUM

Komanma CLI:
mac-address-table notification change history 5
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Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.7.0 u 5

BkawoyeHue 2eHepauyuu ysedomaeHUlU HA Kaxoom uHmepgelice o0 cobbimusax U3MeHeHUs
cocmosaHug MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syembie Tabnunupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.2.1.1.{Learnt (1), Removed(2)}.{ifindex} i {true(l),
false (2)}

Mpumep BKAOUEHUA reHepaunmn ysegomneHuin Ha GigabitEthernet 1/0/12

Komannma CLI:

interface Gigabitethernet 1/0/12
snmp trap mac-address-table change learnt
snmp trap mac-address-table change removed

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.2.1.1.1.12 i 1 \
1.3.6.1.4.1.9.9.215.1.2.1.1.2.12 1 1

OmobpaxceHue scex ysedomsaeHuli 06 usmeHeHuu cocmogHua MAC-adpecos, COXPaHEHHbIX 8
ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbsyemble Tabnuubl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1

Mpumep oTobparkeHUA Bcex yBeaoMIeHUM 06 nameHeHun coctoaHna MAC-aapecoB, COXpPaHEHHbIX B
ucropumn

Komanpma CLI:
show mac-address-table notification change history

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1

6.3 MAC Flapping

BknroyeHue omcnexcusaHua MAC Flapping

MIB: ELTEX-MAC-NOTIFICATION-MIB.mib

Ucnonb3ayembie Tabnunupi: eltexMnFlappingObjects — 1.3.6.1.4.1.35265.33.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.33.1.1.1.0 i {true(l), false(2)}
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MNpumep oTKAoueHUs oTcnexmnsanna MAC Flapping Ha ycTpoiicTBe (BKAIOUEH MO YMONUYAHUIO)

Komanpma CLI:
no mac-address-table notification flapping

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.33.1.1.1.0 1 2

BraroyeHue no2uposaHua MAC Flapping

MIB: ELTEX-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabanupi: eltexMnFlappingObjects — 1.3.6.1.4.1.35265.33.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.33.1.1.2.0 i {true(l), false(2)}

Mpumep oTkAoueHua normposaHua MAC Flapping Ha ycTpoiicTBe (BK/IlOYEH NO YMONYAHUIO)

Komanma CLI:
no logging events mac-address-table flapping

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.33.1.1.2.0 1 2

6.4 KoHgueypupoeaHue MAC-based VLAN

KoHoueypayusa MAC-epynn

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonbsyemble Tabanupi: eltMeslssMacBasedVlanGroupTable — 1.3.6.1.4.1.35265.1.139.3.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.{macl}.{mac2}.{mac3}.{mac4}.{mac5}.{maco6}.{
maskl}.{mask2}.{mask3}.{mask4}.{mask5}.{mask6} i {active(l), create and

wait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.3.{macl}.{mac2}.{mac3}.{macd4}.{mac5}.{maco6}.{
maskl}.{mask2}.{mask3}.{mask4}.{mask5}.{mask6} i {group-id}

Npumep cosgaHua MAC-rpynnbl ¢ Homepom 5 ana ¢yHKumoHana MAC-based VLAN, Bkaouatouei
AnanasoH MAC-agpecos 00:00:00:00:aa:00 — 00:00:00:00:aa:ff

Komanma CLI:
map mac 00:00:00:00:a2a:00 ff:ff:ff:£f£:£f£:00 macs-group 5

KomarHnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.0.0.0.0.170.0.255.255.255.255.255.0 i 5 \
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.3.0.0.0.0.170.0.255.255.255.255.255.0 i 5 \
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.0.0.0.0.170.0.255.255.255.255.255.0 1 1

MNpumep yaaneHna MAC-rpynnbl gna ¢pyHKumoHana MAC-based VLAN, Bkatouyarowen guanasod MAC-
agpecos 00:00:00:00:aa:00 — 00:00:00:00:aa:ff

Komanpma CLI:
No map mac 00:00:00:00:aa:00 ff:ff:ff:ff:££:00

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 41




HELTEX

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.3.2.1.4.0.0.0.0.170.0.255.255.255.255.255.0 1 6

{mac1-6} — MAC-aapec, npeacTaBaeHHbli B 10-i1 cucteme cuucneHus;

{mask1-6} — macka gnanasoHa MAC-agpecos, npegcraBneHHas B 10-i cucteme
CUMCNEeHus.

[pusaszka MAC-epynnsl K UHmepgelicy

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssMacBasedVlanPortEntry — 1.3.6.1.4.1.35265.1.139.3.1.2.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.{ifindex}.{group-id} 1 {active(l), create
and wait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.2.{ifindex}.{group-id} u {vlan-id}

Mpumep npusasku MAC-rpynnbl c Homepom 5 K nutepdeiicy GigabitEthernet 1/0/2 n vlan 10

Komanzma CLI:
interface Gigabitethernet 1/0/2
switchport map macs-group 5 vlan 10

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.2.5 1 5
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.2.2.5 u 10
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.2.5 1 1

Mpumep yganeHuna npusaskm MAC-rpynnbl ¢ Homepom 5 K uHTepdeiicy GigabitEthernet 1/0/2

Komaunzma CLT:
interface Gigabitethernet 1/0/2
no switchport map macs-group 5

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.3.1.4.2.5 1 6

6.5 KoHguzypuposaHue Protocol-based VLAN

KoHouz2ypayus protocol-epynn

MIB: Q-BRIDGE-MIB
Ucnonb3syembie Tabnnupl: dotlvProtocolGroupEntry — 1.3.6.1.2.1.17.7.1.5.1.1

Co3daHue protocol-epynnbi

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.{frame-type}.2.{ethertype-1}.{ethertype-2} i
{active (1), create and wait(5), destroy(6)}
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.3.{frame-type}.2.{ethertype-1}.{ethertype-2} i {group-
id}

Mpumep cosaanua protocol-rpynnbi c Homepom 100, Bkatouyatowen ppeiimbl ethernet c ethertype ab:cd

Komarnma CLI:
map protocol other ab:cd Enet-v2 protocols-group 100

Komarnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.1.2.171.205 1 5
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.3.1.2.171.205 1 100
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.1.2.171.205 1i 1

Mpumep yganeHus protocol-rpynnbl c Homepom 100, BKatouatowei ppeiimbl ethernet c ethertype ab:cd

Komanma CLI:
no map protocol other ab:cd enet-v2

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.1.1.4.1.2.171.205 1 ©

V {frame-type} — TMn uHKancynauum ppeiimos, Mo>KeT NPUHMMATb 3HAUEHUA:
e ethernet (1);
e rfc1042(snap) (2);
e licOther (5).
{ethertype-1}, {ethertype-2} — nepBas u BTOopasa nonosuHa ethertype B 10-ii cucteme

cynucneHumsa.

[1pussa3Ka protocol-epynnel K UHMepgelicy

MIB: Q-BRIDGE-MIB

Ucnonbsyemble Tabamupi: dotlvProtocolPortTable — 1.3.6.1.2.1.17.7.1.5.2

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.3.{ifindex}.{group-id} i {create and go (4),
destroy (6) }

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.2.{ifindex}.{group-id} i {vlan-id}

Mpumep npusasku protocol-rpynnbl ¢ Homepom 100 K nHTepdeiicy GigabitEthernet 1/0/5 n vlan 10

Komanpma CLI:
interface Gigabitethernet 1/0/5
switchport map protocol-group 100 vlan 10

KomarHnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.3.5.100 i 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.2.5.100 1 10
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Mpumep yganeHunsa npusasku protocol-rpynnbi c Homepom 100 Kk uHtepdeiicy GigabitEthernet 1/0/5

Komannma CLTI:
interface Gigabitethernet 1/0/5
no switchport map protocol-group 100

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.5.2.1.3.5.100 1 6
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7 KOH®UTYPUPOBAHWUE NMHTEP®EMNCOB

7.1 TMapamempeol Ethernet-unmepdgbelicos

[lpocmomp Description nopma

MIB: IF-MIB

Ucnonbayemble Tabamupl: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

Mpumep npocmoTtpa Description Ha uHTepdeiice GigabitEthernet 1/0/1

Komanma CLI:
show interfaces description Gigabitethernet 1/0/1

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.1

[pocmomp cKopocmu Ha uHmepgelice

MIB: IF-MIB

Ucnonbayemble Tabauupl: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ifindex}

Mpumep npocmoTpa ckopocTu Ha GigabitEthernet 1/0/2

Komaunma CLI:
show interface status Gigabitethernet 1/0/2

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.2

lpocmomp adMUHUCMPAMUBHO20 COCMOAHUA Nopmd

MIB: IF-MIB

Ucnonbayemble Tabauupl: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet 1/0/1

Komanpma CLI:
show interfaces status Gigabitethernet 1/0/1

KomarHnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.1
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V Bo3mosicHble sapuaHmesi
up(1);
down(2);
testing(3).

BKﬂfO'-‘IEHUE/BbIKﬂI'O'-IeHue KOHghu2ypupyemozo uHmepgpelica

MIB: IF-MIB

Ucnonbayembie Tabnnupl: ifEntry — 1.3.6.1.2.1.2.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep ebiknoueHua nHtepdeliica GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2
shutdown

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.2 1 2

[lpocmomp onepamugHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonbsyemble Tabnuupi: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet 1/0/1

Komanpma CLI:
show interfaces status Gigabitethernet 1/0/1

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.1

V Bo3mosHbie sapuaHmel
up(1);
down(2).

[Mpocmomp cyuemyuka unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonb3ayembie Tabnnupli: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}
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Mpumep NpocmoTpa cueTUMKa BXOAALLMX Unicast-nakeTos Ha uHTepdeiice GigabitEthernet 1/0/2

Komanpma CLI:
show interface counters Gigabitethernet 1/0/2

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.2

Mpocmomp cyem4uka multicast-nakemos Ha uHmMepgpelice

MIB: IF-MIB

Ucnonb3yemble Tabnuupi: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTunka exogawmx multicast-nakeros Ha uHTepdeiice GigabitEthernet 1/0/2

Komanma CLI:
show interface counters Gigabitethernet 1/0/2

Komarzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.2

[pocmomp cyemyuka broadcast-nakemos Ha UHMepgelice

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifXentry — 1.3.6.1.2.1.31.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunka exogAawmx broadcast-naketos Ha nHTepdeiice GigabitEthernet 1/0/2

Komannma CLI:
show interface counters Gigabitethernet 1/0/2

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.2

[lpocMomp cyem4yuKa oKmemos Ha UHmepgelice

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifEntry — 1.3.6.1.2.1.2.2.1

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.{rtun napametrpa}.{ifindex}

Mpumep NnpocMoTpa cYETYUMKA NPUHATLIX OKTETOB Ha MHTepdeiice GigabitEthernet 1/0/2

Komanma CLI:
show interfaces Gigabitethernet 1/0/2

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.2

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 47




HELTEX

Tun napameTpa MOXKeT NPUHUMATDb Caeaylolne 3HaYeHUA:

BxoaAwmii (10);
mcxopAawmin (16).

pocmomp cuemyuka CRC Errors Ha uHmepaelice

MIB: EtherLike-MIB

Ucnonb3syemble Tabnnupl: dot3StatsEntry — 1.3.6.1.2.1.10.7.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.2.{ifindex}

Mpumep npocmotpa cuetunka CRC Errors Ha uHtepdeiice GigabitEthernet 1/0/2

Komaunzma CLT:
show interface Gigabitethernet 1/0/2

Komaunnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.2.2

[Mpocmomp cuemyuka Symbol Errors Ha uHmepdgelice

MIB: EtherLike-MIB
Ucnonb3zyemble Tabauubi: dot3StatsEntry — 1.3.6.1.2.1.10.7.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.18.{ifindex}

Mpumep npocmoTpa cuetunka Symbol Errors Ha untepdeiice GigabitEthernet 1/0/2

Komaunzma CLT:
show interface Gigabitethernet 1/0/2

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.18.2

MoHumopuHe 8xodauiell 3a2py3Ku Nopmos KoMmmymamopa

MIB: ELTEX-MES-ISS-MIB.mib
Ucnonb3ayembie Tabnunupli: eltMeslssQosMIB — 1.3.6.1.4.1.35265.1.139.5

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.5.1.5.1.1.{PPS(3), KBPS(4)}.{ifindex}.{5 cexynzn(5),

muHyTa (60), 5 mmuyT (300) }

Mpumep npocmoTpa 3arpysku Ha nHtepdelice GigabitEthernet 1/0/2

1

Komarnma CLT:
show interface utilization Gigabitethernet 1/0/2

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.5.1.1.3.2.5
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MoHumopuHe ucxodsaujell 3a2py3KuU MopMmMos8 KOMMmymamopa

MIB: ELTEX-MES-ISS-MIB.mib
Ucnonbayemble Tabnuupi: eltMeslssQosMIB — 1.3.6.1.4.1.35265.1.139.5

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.5.1.5.1.1.{PPS(5), KBPS(6)}.{ifindex}.{5 cexyun(5), 1
muuyTa (60), 5 MmuyT(300)}
Mpumep npocmoTpa ucxogawlein 3arpysku Ha uHtepdeiice GigabitEthernet 1/0/23
Komarnma CLI:
show interfaces Gigabitethernet 1/0/23
Komarnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.5.1.1.5.23.300
Hacmpolika asmocoznacosaHus ckopocmu
MIB: fsiss.mib
Ucnonbzyemble Tabauybi: issPortCtrlEntry — 1.3.6.1.4.1.2076.81.2.2.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.2.2.1.2.{ifindex} i {auto(l), {no negotiation(2)}
Mpumep oTKAOUEHUA aBTOCOrnacosaHua Ha uHtepdeiice GigabitEthernet 1/0/1
Komanma CLI:
interface Gigabitethernet 1/0/1
no negotiation
Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.2.1.2.1 1 2
Hacmpolika pexcuma dynaexkca
MIB: fsiss.mib
Ucnonbayemble Tabauupi: issPortCtrlEntry — 1.3.6.1.4.1.2076.81.2.2.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.2.2.1.3.{ifindex} 1 {full(l), half(2)}
Mpumep BraoueHns pexkuma half duplex Ha untepdeiice GigabitEthernet 1/0/1
Komanma CLI:
interface Gigabitethernet 1/0/1
duplex half
Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.2.1.3.1 1 2
V Mepep, HacTPOMKOI pexkMma gynaeKkca Heo6XoAMMO OTKIIOYUTbL aBTOCOr1acoBaHMe.
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Hacmpolika ckopocmu uHmepgelica

MIB: fsiss.mib

Ucnonb3ayemblie Tabnunupl: issPortCtrlEntry — 1.3.6.1.4.1.2076.81.2.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.2.2.1.4.{ifindex} i {10M(1), 100M(2), 1G(3), 10G(4)}

Mpumep HacTPoiikn ckopocTu Ha nHtepdeiice GigabitEthernet 1/0/1

Komarnma CLTI:
interface Gigabitethernet 1/0/1
speed 100

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.2.1.4.1 1 2

V‘ Mepep, HAaCTPOIKOIA CKOPOCTU HEO6XO4MMO OTK/IOUUTL AaBTOCOT/IACOBaHMe.

Hacmpolika pexcuma Kombo-nopma

MIB: ELTEX-MES-ISS-INTERFACES-MIB.mib

Ucnonb3zyemble Tabauubi: eltMeslssPortCtriTable — 1.3.6.1.4.1.35265.1.139.4.1.2.1.1
snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.4.1.2.1.1.1.{ifindex} i {force-fiber(l), force-
copper (2), prefer-fiber (3)}

Mpumep HacTpoiiku nHtepdeiica GigabitEthernet 1/0/25

Komanpma CLI:
interface Gigabitethernet 1/0/25
media-type force-copper

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.4.1.2.1.1.1.25 i 2

[Mpocmomp criucka nopmos, obvedeHeHHbIx 8 port-channel

MIB: stdla.mib

Ucnonb3syembie Tabnnupl: dot3adAggPortEntry — 1.2.840.10006.300.43.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.2.840.10006.300.43.1.2.1.1.4.{ifindex}

Mpumep npocmoTpa uneHcTsa uHTepdeiica GigabitEthernet 1/0/2 B port-channel

Komanma CLTI:
show interfaces Gigabitethernet 1/0/2 etherchannel

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.2.840.10006.300.43.1.2.1.1.4.2
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Hacmpolika cucmemHo2o MTU

MIB: ELTEX-MES-ISS-CFA-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssCfaGlobalMtu — 1.3.6.1.4.1.35265.1.139.20.1.1.1.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.20.1.1.1.0 1 {mtu 128-12288}

Mpumep HacTpoiiku cuctemHoro MTU

Komannma CLT:
system mtu 9000

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.20.1.1.1.0 1 9000

Hacmpolika MTU Ha uHmepgelice

MIB: fscfa.mib
Ucnonblyemble Tabanybl: ifMainTable — 1.3.6.1.4.1.2076.27.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.3.{ifindex} 1 {mtu 128-12288}

Mpumep HacTpoiikn MTU Ha untepdeiice GigabitEthernet 1/0/2

Komanma CLI:
interface Gigabitethernet 1/0/2
system mtu 9000

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.3.2 1 9000

BkrtoyeHue/sbikatoyeHue usyveHusa MAC-adpecos Ha uHmepgelice

MIB: fsvlan.mib

Ucnonbayemble Tabanupi: dotlgFutureVianPortUnicastMacLearning — 1.3.6.1.4.1.2076.65.1.10.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.65.1.10.1.8.{ifindex} i {enable(l), disable(2)}

Mpumep oTknoueHua usyyeHna MAC-agpecos ana GigabitEthernet 1/0/3

Komannma CLI:
interface Gigabitethernet 1/0/3
switchport unicast-mac learning disable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.65.1.10.1.8.3 1 2
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Hacmpolika napamempog aemocozaaco8aHus uHmepgelica

MIB: ELTEX-MES-ISS-INTERFACES-MIB

Ucnonb3ayemble Tabnunupli: eltMeslssPortCtrlEntry — 1.3.6.1.4.1.35265.1.139.4.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.4.1.2.1.1.3.{ifindex} x "{AN-bits} 00"

Mpumep HacTpoiikn pexxumos 10f 100f 1000f ana untepdeiica GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
negotiation 10f 100f 1000f

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.4.1.2.1.1.3.5 x "15 00"

V AN-bits:

default (0)
unknown (1)
half10M (2)
fulllom (3)
half100M (4)
fulll00M (5)
fulllG (7)

Cbpoc HacmpoeK uHmepaelica

MIB: ELTEX-MES-ISS-INTERFACES-MIB.mib

Ucnonbsyemble Tabnuupbi: eltMeslssinterfacesGlobals — 1.3.6.1.4.1.35265.1.139.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.4.1.1.1.0 i{ifIndex}

Mpumep cbpoca HacTpoeK nHtepdeiica GigabitEthernet 1/0/15

Komannma CLI:
default interface Gigabitethernet 1/0/15

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.4.1.1.1.0 i 15

7.2 KoHgpuzypuposaHue VLAN

Co3daHue/ydaneHue VLAN

MiB: Q-BRIDGE-MIB

Ucnonb3ayembie Tabnunupi: dotlqVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3.1

snmpset -v2c -c¢ <community> <IP address> \

1.3.6.1.2.1.17.7.1.4.3.1.5.{v1lan} 1 {create and wait(5), destroy(6), active(l),
notinService (2) }\

1.3.6.1.2.1.17.7.1.4.3.1.5.{v1lan} i { create and wait(5), destroy(6),

active (1), notinService(2)}
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Mpumep cospanue vlan 5 Ha ycTpoiictBe

Komangma CLI:
vlian 5
vlan active

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.5.5 1 5 \
1.3.6.1.2.1.17.7.1.4.3.1.5.5 1 1

MNpumep ypganenuns vlan 5 Ha ycTpoicTBe

Komangma CLI:
no vlan 5

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.5 1 6

Hacmpolika pexcuma nopma

MIB: fsiss.mib

Ucnonbayemble Tabanybl: dotlgFutureVianPortEntry — 1.3.6.1.4.1.2076.65.1.10.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.65.1.10.1.2.{ifindex} i1 {access(1l), trunk(2),

Mpumep HacTpoiikmu nHtepdeiica GigabitEthernet 1/0/2 B pexxum trunk

general (3) }

Komanma CLI:
interface Gigabitethernet 1/0/2
switchport mode trunk

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.65.1.10.1.2.2 1 2

HasHayeHue pvid Ha uHmMepgelic

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabnuupi: dotlgPortVianTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaueHua pvid 15 gna GigabitEthernet 1/0/2

Komanma CLI:
interface Gigabitethernet 1/0/2
switchport general pvid 15

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.2 u 15

JlobasneHue VLAN Ha nopm

MIB: Q-BRIDGE-MIB.mib
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Ucnonb3ayembie Tabnnupl: dotlqVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1
snmpset -v2c -c <community> <IP address> \

1.3.6.1.2.1.17.7.1.4.3.1.{tagged(2), forbidden(3), untagged(4)}.{Vlan} x {moprt
B BuIme OMTOBOM MACKM}

Mpumep pgobasnenus vlian 5 Ha untepdeiic GigabitEthernet 1/0/2 B pexxum tagged

Komannma CLI:

interface Gigabitethernet 1/0/2
switchport mode general
switchport general allowed vlan add 5

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.2.5 x 4000000000

Mpumep pgobasnenus vlian 5 Ha untepdeiic GigabitEthernet 1/0/1 B pexxum untagged

Komannma CLI:
interface Gigabitethernet 1/0/1
switchport mode general
switchport general allowed vlan add 5 untagged

Komaunnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.2.5 x 8000000000 \
1.3.6.1.2.1.17.7.1.4.3.1.4.5 x 8000000000

V 1. Y1o6bI BbiCTaBUTb NOPT B pexkum Untagged, nopt gonkeH 6biTb B pexkume Tagged B
*Kenaemon VLAN.
2. Mpumep coctaBneHna 6UToBoI Macku npusepeH B pasgene «MpunoxeHne A. MeToguka
pacueta 6UTOBOIT MacKu».

KoHou2ypuposaHue Access nopma

MIB: Q-BRIDGE-MIB.mib

Ucnonb3ayembie Tabnunupi: dotlqVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1,
dotlgPortVlanEntry — 1.3.6.1.2.1.17.7.1.4.3.1.2,
dotlgFutureVlanPortEntry — 1.3.6.1.4.1.2076.65.1.10.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.2.1.17.7.1.4.3.1.2.{vlan} x {ifindex B BuUIe OMTOBOM MACKN}
1.3.6.1.2.1.17.7.1.4.3.1.4.{v]lan} x {ifindex B BuUOe OMUTOBON MACKN}
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {vlan}
1.3.6.1.4.1.2076.65.1.10.1.2.{ifindex} i 1
1.3.6.1.2.1.17.7.1.4.5.1.2.{ifindex} 1 3

Mpumep HacTpoiikn nHtepdeiica GigabitEthernet 1/0/4 8 pexxum access vlian 10

Komannma CLT:

interface Gigabitethernet 1/0/4

switchport mode access

switchport acceptable-frame-type untaggedAndPrioritytagged
switchport access vlan 10

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.2.1.17.7.1.4.3.1.2.10 x 1000000000000000000000000000000000000000 \
1.3.6.1.2.1.17.7.1.4.3.1.4.10 x 1000000000000000000000000000000000000000 \
1.3.6.1.2.1.17.7.1.4.5.1.1.4 u 101.3.6.1.4.1.2076.65.1.10.1.2.4 1 1 \
1.3.6.1.2.1.17.7.1.4.5.1.2.4 1 3
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Hacmpolika npasun selective-ging

MIB: ELTEX-VLAN-TRANSLATION-MIB.mib

Ucnonbayemble Tabanupi: eltexSqgingPortEntry — 1.3.6.1.4.1.35265.54.1.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.54.1.1.2.1.1.5.{ifindex}.{ingress(1l),egress(2)}.{c-vlan} 1
{CreateAndWait (5), Destroy(6), Active(l)} \
1.3.6.1.4.1.35265.54.1.1.2.1.1.3.{ifindex}.{ingress (1), egress(2)}.{c-vlan} i
{overrideVlan(1l), addvlan(2)} \
1.3.6.1.4.1.35265.54.1.1.2.1.1.4.{ifindex}.{ingress (1), egress(2)}.{c-vlan} 1
{s-vlan} \

1.3.6.1.4.1.35265.54.1.1.2.1.1.5.{ifindex}.{ingress (1), egress(2)}.{c-vlan} 1
{CreateAndWait (5), Destroy(6), Active(l)}

Mpumep pobasnenHus ingress s-vlan 1000 gnsn ingress c-vlan 127 Ha unutepdeiice GigabitEthernet 1/0/2

Komanma CLI:
interface Gigabitethernet 1/0/2
selective-ging list ingress add-vlan 1000 ingress-vlan 127

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.127 1 5 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.3.2.1.127 1 2 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.4.2.1.127 1 1000 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.127 1 1

Mpumep 3ameHbl Ha ingress s-vlan 2000 ans ingress c-vlan 129 Ha uHTepdeiice GigabitEthernet 1/0/2

Komannma CLI:
interface Gigabitethernet 1/0/2
selective-ging list ingress override-vlan 2000 ingress-vlan 129

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.129 1 5 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.3.2.1.129 1 1 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.4.2.1.129 i 2000 \
1.3.6.1.4.1.35265.54.1.1.2.1.1.5.2.1.129 i 1

V Ytobbl yaanuTb HaCTPOIKY, A[OCTaTOYHO BbicTaBuTb napametp Destroy(6) B none
1.3.6.1.4.1.35265.54.1.1.2.1.1.5 {ifindex}.{ingress(1), egress(2)}.{c-vlan}

HasHauyeHue Vlan name

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabamupi: dotlqVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{Vlan} s "vlan name"

Mpumep HasHavyeHUA umenu vian 10

Komanpma CLT:
name vlan name

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.10 s "vlan name"
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[pocmomp Vlan name

MIB: Q-BRIDGE-MIB.mib

Ucnonb3syembie Tabnnupl: dotlqVlanStaticEntry — 1.3.6.1.2.1.17.7.1.4.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{Vlan}

Mpumep npocmoTtpa umenun y vian 10

Komanma CLI:
show vlan

Komarzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.10

3anpem degonmHozo VLAN Ha uHmepgelice

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonb3ayemble Tabnuupl: eltMeslssVlanPortDefaultVianForbidden — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.8.{ifindex} 1 {true(l), false(2)}

Mpumep 3anpeta gedontHol vlan gna GigabitEthernet 1/0/3

Komarnma CLT:
interface Gigabitethernet 1/0/3
switchport forbidden default-vlan

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.8.3 1 1

BkntoyeHue/sbikaro4eHue modyns GARP

MIB: fsvlan.mib

Ucnonb3ayembie Tabnunupi: dotlgFutureVian — 1.3.6.1.4.1.2076.65.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.65.1.6.0 1 {shutdown(l) | no shutdown (2) }

Mpumep BrAoYeHUa moayna GARP

Komannma CLI:
no shutdown garp

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.65.1.6.0 i 2

BrntoyeHue/sobikaroyeHue GVRP 2nobansbHO

MiB: Q-BRIDGE-MIB

56 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Ucnonbayemble Tabamupl: dotlgBase — 1.3.6.1.2.1.17.7.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.1.5.0 1 {enable(l) | disable(2)}

Npumep BKkAoueHnsa GVRP rnob6anbHo

Komanma CLI:
gvrp enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.1.5.0 1 1

BkrntoyeHue/sbikaoyeHue GVRP Ha uHmepgelicax

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabauupi: dotlgPortVianEntry — 1.3.6.1.2.1.17.7.1.4.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.4.{ifindex} {enable(l) | disable(2)}

Mpumep BkaoueHna GVRP Ha untepddelice GigabitEthernet 1/0/1

Komanma CLI:
interface Gigabitethernet 1/0/1
gvrp enable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.4.1 1 1

Hacmpolika matimepos GARP

MIB: BRIDGE-MIB
Ucnonbsyemble Tabamupi: dotldPortGarpTable — 1.3.6.1.2.1.17.6.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.6.1.3.1.1.{join(1l) | leave(2) | leaveall(3)}.{ifindex} 1
{centisec}

Mpumep HacTpoiikn GARP join timer 300 mc Ha uHtepdelice GigabitEthernet 1/0/1

Komanma CLI:
interface Gigabitethernet 1/0/1
set garp timer join 300

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.6.1.3.1.1.1.1 1 30

Hacmpolika GVRP vian restricted registration

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabamupl: dotlgPortVianEntry — 1.3.6.1.2.1.17.7.1.4.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.7.{ifindex} 1 {enable(l) | disable(l)}
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Mpumep skaoueHna GVRP restricted registration n Ha nHtepdeiice GigabitEthernet 1/0/1

Komangma CLI:
interface Gigabitethernet 1/0/1
Vlan restricted enable

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.7.1 1 1

[Tpocmomp cmamucmuxku GVRP

MIB: fsvlan.mib, Q-BRIDGE-MIB

Ucnonb3ayembie Tabnunupi: fsMIDotlgFutureVianPortTable — 1.3.6.1.4.1.2076.120.1.3.1,
dotlgPortVlanEntry — 1.3.6.1.2.1.17.7.1.4.5.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.120.1.3.1{counter}.{ifindex}

Mpumep otobparkeHna GVRP JoinEmptyTxCount ana unrepdeiica GigabitEthernet 1/0/1

Komannma CLI:
show gvrp statistics

Komarzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.22

V Counter:

JoinEmptyTxCount — 22;
JoinEmptyRxCount — 23;
JoininTxCount - 24;
JoinInRxCount - 25;
LeavelnTxCount — 26;
LeavelnRxCount - 27;
LeaveEmptyTxCount - 28;
LeaveEmptyRxCount — 29;
EmptyTxCount — 30;
EmptyRxCount — 31;
LeaveAllTxCount — 32;
LeaveAllRxCount — 33;
DiscardCount — 34;
FailedRegistrations — 5;
LastPduOrigin — 6.

V MNpocmotp FailedRegistrations u LastPduOrigin ocyuwecrtensetca uepes Tabauuy
1.3.6.1.2.1.17.7.1.4.5 {ifindex}.
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7.3 KoHgpu2ypuposaHue u3zonayuu uHmepgelicos

JobasneHue npasun Port-isolation

MIB: fsiss.mib

Ucnonbayemble Tabaunupi: issPortlsolationTable — 1.3.6.1.4.1.2076.81.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.2.3.1.5.{ifindex src}.0.{ifindex dst} i {create and
go(4) |destroy (6) }

Mpumep KoHUrypauum nsonauum nHtepodeiica GigabitEthernet 1/0/1 s GigabitEthernet 1/0/5

Komarnma CLI:
interface Gigabitethernet 1/0/1
port-isolation add Gigabitethernet 1/0/5

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.3.1.5.1.0.5 1 4

Mpumep ypaneHua nsonaumm netepdeiica GigabitEthernet 1/0/1 B GigabitEthernet 1/0/5

Komarnnma CLI:
interface Gigabitethernet 1/0/1
port-isolation remove Gigabitethernet 1/0/5

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.3.1.5.1.0.5 1 6

JlobasneHue npasun switchport protected

MIB: fsvlan.mib

Ucnonbayemble Tabamupl: dotlgFutureVianPortTable — 1.3.6.1.4.1.2076.65.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.120.1.3.1.6.{ifindex} i { enabled(l)| disabled(2)}

Mpumep kKoHurypauum switchport protected Ha GigabitEthernet 1/0/5

Komaunnma CLI:
interface Gigabitethernet 1/0/5
switchport protected

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.6.5 1 1

Mpumep ypaneHus switchport protected c GigabitEthernet 1/0/5

Komanpma CLI:
interface Gigabitethernet 1/0/5
no switchport protected

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.6.5 1 2
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7.4 KoHguz2ypuposaHue L2PT

UsmeHeHUe MAC-adpeca Ha3Ha4YeHuUsa

MIB: fsvinext.mib, ELTEX-MES-ISS-VLAN-TUNNEL-MIB.mib

Ucnonb3ayembie Tabnunupli: fsVlanTunnelObjects — 1.3.6.1.4.1.2076.137.2,
eltMeslssVlanTunnelObjects — 1.3.6.1.4.1.35265.1.139.21.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.137.2.{STP(2)| LACP(3)| LLDP(13)| IGMP(17) | ISIS-11(18) |
ISIS-12(19) | Flow-control(20)}.0 x {multicast mac-address}

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.21.1.{ PVST(1l)| VTP(2)| OSPF(3)| RIP(4)| VRRP(5)}.0 x
{multicast mac-address}

Mpumep nameHeHusa agpeca HasHavyeHua ana nporokona RIP L2PT

Komannma CLI:
rip-tunnel-address 0Ol:aa:aa:aa:aa:aa

Komaunzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.4.0 x 0Olaaaaaaaaaa

BkaroueHue L2PT Ha uHmepaelice

MIB: fsvinext.mib, ELTEX-MES-ISS-VLAN-TUNNEL-MIB.mib

Ucnonb3syembie Tabnunupl: fsVlanTunnelProtocolTable — 1.3.6.1.4.1.2076.137.2.8,
eltMeslssVlanTunnelProtocolTable — 1.3.6.1.4.1.35265.1.139.21.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.137.2.8.1.{LACP(2) | STP(3)| IGMP(6)| LLDP(10)| ISIS-11(14) |
ISIS-12(15)| Flow-control (16)}.{ifindex} i {peer(l) | tunnel(2)}

snmpset -v2c -c <community> <IP address>\
1.3.6.1.4.1.35265.1.139.21.1.5.1.{PVST(1)| VTP(2)| OSPF(3)| RIP(4) |

VRRP (5) }.{ifindex} i {peer(l) | tunnel(2)}

Mpumep skaoueHns L2PT gna npotokona RIP Ha nHtepdeiice GigabitEthernet 1/0/7

Komarnma CLT:
interface Gigabitethernet 1/0/7
12protocol-tunnel rip

Komaunzma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.5.1.4.7 1 2

Mpumep otknoueHusa L2PT ana npotokona RIP Ha uHtepdeiice GigabitEthernet 1/0/7

Komarnma CLT:
interface Gigabitethernet 1/0/7
no l2protocol-tunnel rip

Komaunma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.5.1.4.7 1 1
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[lpocmomp cyemyukos L2PT

MIB: fsvinext.mib, ELTEX-MES-ISS-VLAN-TUNNEL-MIB.mib

Ucnonbayemble Tabauupi: fsVlanTunnelProtocolStatsTable — 1.3.6.1.4.1.2076.137.2.9,
eltMeslssVlanTunnelProtocolStatsTable — 1.3.6.1.4.1.35265.1.139.21.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.137.2.9

snmpwalk -v2c —-c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.21.1.6

Mpumep npocmoTpa cuetynkos ana L2PT

Komanpma CLI:
show l12protocol-tunnel

Komanzma SNMP:

snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.137.2.9

snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.21.1.6

7.5 YnpaeneHue mexaHu3mom errdisable

lpocmomp mabauuyel errdisable interfaces

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonbayemble Tabnuupl: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.3.1

Mpumep KomaHAbI A4NA NPOCMOTpa Tabanubl MHTepdelicos B coctosHum errdisable

Komangma CLI:
show errdisable interfaces

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.3.1

BoccmaHosneHue uHmepgelicos 8pyyYHyo

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonbayemble Tabnmupi: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.1.1.0 i { ifindex | all(0)}

Mpumep oumnctku cocroaHua errdisable ana nnrepdeliica GigabitEthernet 1/0/13

Komanpma CLI:
set interface active Gigabitethernet 1/0/13

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.1.1.0 1 13
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Hacmpolika malimayma 0149 soccmaHosneHusa uHmepagelica

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonb3ayemble Tabnuupl: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.1.2.0 1 {errdisable interval}

Mpumep HaCTPOIKKM MHTepBasa BOCCTAaHOBNAEHUA ana uHtepdeiicos 30 ceKyHA:

Komannma CLI:
errdisable recovery interval 30

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.1.2.0 1 30

BKoYeHUe agsmomamu4ecKo20 80CCMaHo8aeHUa UHmepgelicos 014 onpedeneHHbix cobbimuli

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonb3ayemble Tabnunupl: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.2.1.1.2.{cause} i {enable(l) | disable(2)}

Mpumep BKAKOUYEHUA AaBTOMATUUECKOro BOCCTaHOBAEHUA uHTepdeiicoB nocne cpabarbiBaHua errdisable
ana storm-control

Komanpma CLI:
errdisable recovery cause storm-control

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.2.1.1.2.1 1 1

Cause:
V storm-control (1);

loopback-detection (2);
udld (3).

YnpasneHue SNMP-mpanamu 018 cobbimuli errdisable

MIB: ELTEX-ERRDISABLE-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexErrdisableObjects — 1.3.6.1.4.1.35265.53.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.53.1.2.1.1.3.{cause} i {enable(l) |disable(2)}

Mpumep OTKAKOUEHUA OTNPABKU TPANOB nocse cpabatbiBaHua errdisable ana storm-control:

Komarnma CLT:
no snmp-server enable traps errdisable storm-control

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.53.1.2.1.1.3.1 1 2
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8 HACTPOMKA MPOTOKO/10B KOHTPO/IA KO/IbLLEBbIX TONONOIMNIN

8.1 Hacmpolika npomokonoe xSTP
8.1.1 RSTP

CmeHa pexcuma pabombei ceasyrouie2o depesa ¢ MSTP Ha RSTP

MIB: fsmst.mib, fsrst.mib

Ucnonbayemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1, dotlwFutureRst —
1.3.6.1.4.1.2076.79.1

nmpset -v2c -c <community> <IP address> \
.6.1.4.1.2076.80.1.1 i 2 \

.6.1.4.1.2076.79.1.1 i 1 \
.6.1.4.

S
1
1
1 1.2076.79.1.2 1 1

w w W

Mpumep BKAOUYEHUA pexkuma RSTP

Komannma CLI:
spanning-tree mode rst

Komarnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.1 1 2 \
1.3.6.1.4.1.2076.79.1.1 1 1 \
1.3.6.1.4.1.2076.79.1.2 1 1

Hacmpolika STP compatibility e pexcume RSTP

MIB: BRIDGE-MIB

Ucnonbayemble Tabamupi: dotldStp — 1.3.6.1.2.1.17.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 i {stp(0) | rstp(2)}

Mpumep BKAKOYEHUA peXXuma coBmecTumocTtu STP

Komanma CLT:
spanning-tree compatibility stp

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 0

Mpumep OTKAIOUEHUA peXuma coBmectumocTtu STP

Komannma CLI:
no spanning-tree compatibility

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 63



HELTEX

BKarouyeHue u omknatoyeHue RSTP 2nobasbHoO

MIB: fsrst.mib

Ucnonb3syemble Tabnuupl: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.2.0 i {enabled(l)| disabled(2)}

MNpumep otkaoueHusa RSTP rno6anbHo

Komanpma CLI:
no spanning-tree

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.2.0 1 2

Mpumep BKkAOUeHUA RSTP rno6anbHoO

Komannma CLI:
spanning-tree

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.2.0 1 1

BKarouyeHue u omkntoyeHue RSTP Ha omdesbHbix uHmepagelicax

MiIB: BRIDGE-MIB

Ucnonbsyembie Tabnmupl: dot1dStp — 1.3.6.1.2.1.17.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifindex} i {enable(l) | disable(2)}

Mpumep otkntoueHnsa RSTP Ha uHTepdeiice GigabitEthernet 1/0/5

Komanpma CLI:
interface Gigabitethernet 1/0/5
spanning-tree disable

Komaunzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.5 1 2

Mpumep skaoueHna RSTP Ha untepdeiice GigabitEthernet 1/0/5

Komarnma CLT:
interface Gigabitethernet 1/0/5
no spanning-tree disable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.5 1 1
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BKaroyeHue u omknroyeHue pathcost dynamic

MIB: fsrst.mib

Ucnonbayemble Tabamupi: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.13.0 1 {true(l) | false(2)}

Mpumep BrkAtoueHUn pathcost dynamic

Komanpma CLI:
spanning-tree pathcost dynamic

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.13.0 1 1

Mpumep oTkAtoueHun pathcost dynamic

Komanma CLI:
no spanning-tree pathcost dynamic

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.13.0 1 2

BKrroueHue u omkayeHue pathcost dynamic lag-speed

MIB: fsrst.mib

Ucnonbzyemble Tabanubl: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.14.0 1 {true(l) | false(2)}

Mpumep BKAtoueHUs pathcost dynamic lag-speed

Komannma CLI:
spanning-tree pathcost dynamic

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.14.0 1 1

Mpumep oTkNtoueHun pathcost dynamic lag-speed

Komanma CLI:
no spanning-tree pathcost dynamic lag-speed

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.14.0 i 2

Hacmpolika Bridge Priority

MIB: BRIDGE-MIB

Ucnonbayemble Tabamupi: dotldStp — 1.3.6.1.2.1.17.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.2.0 i {priority}
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Mpumep HacTpoiiku spanning-tree priority 16384

Komannma CLI:
spanning-tree priority 16384

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.2.0 1 16384

BkawoueHue U omkayeHue auto-edge Ha uHmMepgelicax

MIB: fsrst.mib

Ucnonb3syemble Tabnuupl: dotlwFutureRst — 1.3.6.1.4.1.2076.79.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.21.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUeHUA auto-edge Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
spanning-tree auto-edge

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.21.5 1 1

Mpumep oTkAoueHUA auto-edge Ha nHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree auto-edge

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.21.5 1 2

BKaroyeHuUe U omkaoyeHue portfast Ha uHmepagelicax

MIB: RSTP-MIB

Mcnonb3ayembie Tabnuupl: dot1ldStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.19.1.2.{ifindex} 1 {true(l) | false(2)}

Mpumep BrAoueHus portfast Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLT:

interface Gigabitethernet 1/0/5
spanning-tree portfast

shutdown

no shutdown

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.2.5 i 1

1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 11
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Mpumep oTknoueHun portfast Ha nHtepdeliice GigabitEthernet 1/0/5

Komannma CLI:

interface Gigabitethernet 1/0/5
no spanning-tree portfast
shutdown

no shutdown

Komarnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.2.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 1

Hacmpolika spanning-tree cost Ha uHmepdgelicax

MIB: RSTP-MIB

Ucnonbayemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.19.1.6.{ifindex} i {cost}

Mpumep HacTpoiikm spanning-tree cost 100 Ha nHtepdeiice GigabitEthernet 1/0/5

Komanma CLI:
interface Gigabitethernet 1/0/5
spanning-tree cost 100

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.6.5 1 100

Mpumep Bo3epaTa spanning-tree cost Ha MHTepdeiice GigabitEthernet 1/0/5 K 3HaueHMI0 NO yMmoONYaHUIO

Komanma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree cost

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.19.1.6.5 1 0

Hacmpolika spanning-tree port-priority Ha UHmepagelicax

MIB: BRIDGE-MIB

Ucnonbayemble Tabamupi: dotldStp — 1.3.6.1.2.1.17.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.2.{ifindex} i {port-priority}

Mpumep HacTpoiikm spanning-tree port-priority 64 Ha uHTepdeiice GigabitEthernet 1/0/5

Komanpma CLI:
interface Gigabitethernet 1/0/5
spanning-tree port-priority 64

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.2.5 1 64
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Hacmpolika spanning-tree restricted-role Ha uHmepgelicax

MIB: RSTP-MIB

Ucnonb3ayemble Tabnuupl: dot1ldStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.22.{ifindex} i {true(l) | false(2)}

Mpumep BKAlOUeHUA spanning-tree restricted-role Ha uHtepdeiice GigabitEthernet 1/0/5

Komarnma CLTI:
interface Gigabitethernet 1/0/5
spanning-tree restricted-role

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.22.5 1 1

Mpumep oTKAOUEHUA spanning-tree restricted-role Ha nHTepdeiice GigabitEthernet 1/0/5

Komanpma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree restricted-role

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.22.5 1 2

Hacmpolika spanning-tree restricted-TCN Ha uHmepagelicax

MIB: RSTP-MIB

Ucnonb3syemble Tabnuupl: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.23.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUEHUA spanning-tree restricted-tcn Ha uHTepdelice GigabitEthernet 1/0/5

Komarnma CLT:
interface Gigabitethernet 1/0/5
spanning-tree restricted-tcn

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.23.5 1 1

Mpumep oTKAOUeHUA spanning-tree restricted-tcn Ha uHTepdeiice GigabitEthernet 1/0/5

Komarnma CLT:
interface Gigabitethernet 1/0/5
no spanning-tree restricted-tcn

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.23.5 1 2
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Hacmpolika spanning-tree bpdufilter Ha uHmepaelicax

MIB: RSTP-MIB

Ucnonbayemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.24.{ifindex} 1 {true(l) | false(
1.3.6.1.4.1.2076.79.1.12.1.25.{ifindex} 1 {true(l) | false(

)E A\

2)}
2)}

Mpumep BKAoueHus spanning-tree bpdufilter Ha nHTepdeiice GigabitEthernet 1/0/5

Komanpma CLI:
interface Gigabitethernet 1/0/5
spanning-tree bpdufilter enable

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.24.5 1 2
1.3.6.1.4.1.2076.79.1.12.1.25.5 1 2

Mpumep oTKaoueHua spanning-tree bpdufilter Ha untepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree bpdufilter

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.24.5 1 1
1.3.6.1.4.1.2076.79.1.12.1.25.5 1 1

Hacmpolika spanning-tree loopguard Ha uHmepgelicax

MIB: RSTP-MIB

Ucnonbayemble Tabanupi: dot1dStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.28.{ifindex} 1 {true(l) | false(2)}

Mpumep BrAoUeHUA spanning-tree loopguard Ha nHTepdeiice GigabitEthernet 1/0/5

Komaunnma CLI:
interface Gigabitethernet 1/0/5
spanning-tree guard loop

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.28.5 1 1

Mpumep oTKAouYeHUa spanning-tree loopguard Ha uHtepdeiice GigabitEthernet 1/0/5

Komanpma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree guard

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.28.5 1 2
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Hacmpolika spanning-tree bpduquard Ha uHmepagelicax

MIB: RSTP-MIB

Ucnonb3ayemble Tabnuupl: dot1ldStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.34.{ifindex} i {none(0) | enabled(l)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.40.{ifindex} i {disable-discarding(l) |admin-down (2) }

Mpumep BKAOUEeHUA spanning-tree bpduguard Ha uHTepdeiice GigabitEthernet 1/0/5 B pexxume admin-
down

Komannma CLI:
interface Gigabitethernet 1/0/5
spanning-tree bpduguard enable admin-down

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.34.5 1 1 \
1.3.6.1.4.1.2076.79.1.12.1.40.5 1 2

Mpumep oTKAoueHUA spanning-tree bpduguard Ha uHtepdeiice GigabitEthernet 1/0/5

Komarnma CLT:
interface Gigabitethernet 1/0/5
spanning-tree bpduguard none

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.34.5 1 0

Hacmpolika spanning-tree rootquard Ha uHmepgelticax

MIB: RSTP-MIB

Mcnonbayemblie Tabnuupl: dotldStpExtPortTable — 1.3.6.1.2.1.17.2.19

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.79.1.12.1.35.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUYEHUA spanning-tree rootguard Ha nHTepdeiice GigabitEthernet 1/0/5

Komannma CLT:
interface Gigabitethernet 1/0/5
spanning-tree guard root

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.35.5 1 1

Mpumep oTKoueHUA spanning-tree rootguard Ha uHtepdeiice GigabitEthernet 1/0/5

Komannma CLT:
interface Gigabitethernet 1/0/5
no spanning-tree guard

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.12.1.35.5 1 2
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8.1.2 MSTP

CmeHa pexcuma pabomei cega3yrouie2o depesd ¢ RSTP Ha MISTP

MIB: fsmst.mib, fsrst.mib

Ucnonbayemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1, dotlwFutureRst —
1.3.6.1.4.1.2076.79.1

nmpset -v2c -c <community> <IP address> \

. 1.4.1.2076.79.1.1 i 2 \
1.4.1.2076.80.1.1 1 1 \

. 1.4.1.2076.80.1.2 i 1

S

1.3.6.
1.3.6.
1.3.6.

Mpumep BKAOYEHUA pexxkuma RSTP

Komanma CLI:
spanning-tree mode mst

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.79.1.1 1 2 \
.4.1.2076.80.1.1 1 1 \
.4.1.2076.80.1.2 1 1

1.3.6.1
1.3.6.1

Hacmpolika STP compatibility e pexcume MSTP

MIB: fsmst.mib

Ucnonbsyemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.80.1.23.0 1 {stp(0) | rstp(2)| mstp(3)}

Mpumep BKAIOYEHUA pexkuma comectumocTtu STP

Komanma CLI:
spanning-tree compatibility stp

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.23.0 i 0

Mpumep OTKAIOHEHUA peXnuma comectumocTtu STP

Komannma CLI:
no spanning-tree compatibility

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.23.0 i 3

Hacmpolika MSTP-uHcmaHcos

MIB: fsmst.mib

Ucnonbayemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1
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Hacmpolika MSTP revision

MIB: fsmst.mib

Ucnonb3syemble Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.27.0 1 {revision} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 i {commit(l) | revert (2)}

MNpumep 3agaHua MSTP revision = 123

Komarnma CLTI:

spanning-tree mst configuration
revision 123

exit

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.27.0 i 123 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1

MNpumep yganeHua MSTP revision

Komannma CLI:

spanning-tree mst configuration
no revision

exit

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.27.0 i 0 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1

Hacmpotika MSTP name

MIB: fsmst.mib

Ucnonb3syembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.26.0 s {name} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 {commit(l) | revert (2)}

Mpumep 3agaHna MSTP name = test

Komarnma CLT:

spanning-tree mst configuration
name test

exit

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.26.0 s "test™ \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1
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Hacmpolika MSTP coomeemcmausa UHcmaHc-vlan

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.39.1.2.{instance} 1 {vlan-id} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 {commit(l) | revert (2)}

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.80.1.39.1.3.{instance} i {vlan-id} \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 i {commit(l) | revert (2)

Mpumep 3agaHunA cootBeTcTBUA instance 50 vlian 50

Komanma CLI:

spanning-tree mst configuration
instance 50 vlan 50

exit

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.39.1.2.50 1 50 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 i 1

Mpumep yganeHuna coorsercTBua instance 50 vian 50

Komarnma CLI:

spanning-tree mst configuration
no instance 50 vlan 50

exit

Komarnzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.39.1.3.50 1 50 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.1.0 1 1

[Ipocmomp pending-KoHgpu2ypayuu 078 pexcuma spanning-tree mst confiquration

MIB: ELTEX-MES-ISS-MST-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssMstConfigPending — 1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.{version(3), name (2), instance-vlan
mapping (4) }

Mpumep KomaHAabl ana npocmotpa MSTP instance-vlan mapping

Komanma CLI:
spanning-tree mst configuration
show pending

Komannma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.1.4
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BKarouyeHue u omknaoyeHue MSTP 2nobasbHo

MIB: fsmst.mib

Ucnonb3syemble Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.2.0 1 {enabled(l)| disabled(2)}

Mpumep oTkNoueHUsa MSTP rnobanbHo

Komannma CLI:
no spanning-tree

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.2.0 1 2

Mpumep BKAoYeHUa MSTP rnobanbHo

Komannma CLI:
spanning-tree

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.2.0 1 1

BKarouyeHue u omknatoyeHue MSTP Ha omoenbHbix UHmepagelicax

MIB: fsmst.mib

Ucnonb3syembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.13.{ifindex} i {disabled(0) | enabled(l)}

Mpumep oTkntoueHnsa MSTP Ha uHTepdeiice GigabitEthernet 1/0/5

Komarnma CLT:
interface Gigabitethernet 1/0/5
spanning-tree disable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.13.5 1 0

Mpumep skaoueHna MSTP Ha uHTepdeiice GigabitEthernet 1/0/5

Komarnma CLT:
interface Gigabitethernet 1/0/5
no spanning-tree disable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.13.5 1 1
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BKaroyeHue u omknroyeHue pathcost dynamic

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.42.0 1 {true(l) | false(2)}

Mpumep BrkAtoueHUn pathcost dynamic

Komanpma CLI:
spanning-tree pathcost dynamic

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.42.0 1 1

Mpumep oTkAtoueHun pathcost dynamic

Komanma CLI:
no spanning-tree pathcost dynamic

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.42.0 1 2

BKrroueHue u omkayeHue pathcost dynamic lag-speed

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.43.0 i {true(l) | false(2)}

Mpumep BKAtoUueHUs pathcost dynamic lag-speed

Komanzma CLI:
spanning-tree pathcost dynamic lag-speed

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.43.0 1 1

Mpumep oTkNtoueHun pathcost dynamic lag-speed

Komanma CLI:
no spanning-tree pathcost dynamic lag-speed

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.43.0 i 2
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Hacmpolika Bridge Priority

MIB: fsmst.mib

Ucnonb3syemble Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.12.0 1 {priority}

Mpumep HacTpoiiku spanning-tree priority 16384

Komanzma CLI:
spanning-tree priority 16384

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.12.0 1 16384

Hacmpolika Bridge Priority per instance

MIB: fsmst.mib

Ucnonb3zyemble Tabnauupbi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.12.0 i {priority}

Mpumep HacTpoiiku spanning-tree priority 16384

Komannma CLI:
spanning-tree priority 16384

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.12.0 1 16384

per-instance priority
fsMstMstiBridgePriority
1.3.6.1.4.1.2076.80.1.38.1.3 i {priority}

BKarouyeHuUe u omkaoyeHue auto-edge Ha uHmepagelicax

MIB: fsmst.mib

Ucnonb3syembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.43.{ifindex} i {true(l) | false(2)}

Mpumep BKAOYeHUA auto-edge Ha uHTepdeliice GigabitEthernet 1/0/5

Komannma CLT:
interface Gigabitethernet 1/0/5
spanning-tree auto-edge

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.43.5 i 1
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Mpumep oTKaoueHun auto-edge Ha nHtepdelice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree auto-edge

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.43.5 1 2

BKaroueHue u omkayeHue portfast Ha uHmepagelicax

MIB: fsmst.mib

Ucnonbayemble Tabamupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.9.{ifindex} i {true(l) | false(2)}

Mpumep BKaoueHus portfast Ha uHTepdeiice GigabitEthernet 1/0/5

Komanma CLI:

interface Gigabitethernet 1/0/5
spanning-tree portfast

shutdown

no shutdown

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.9.5 1 1
1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 1

Mpumep oTkntoueHus portfast Ha uHTepdeiice GigabitEthernet 1/0/5

Komanma CLI:

interface Gigabitethernet 1/0/5
no spanning-tree portfast
shutdown

no shutdown

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.2076.80.1.40.1.9.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 2
1.3.6.1.2.1.2.2.1.7.5 1 1

Hacmpolika spanning-tree cost Ha uHmepagelicax

MIB: fsmst.mib

Ucnonbayemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.46.{ifindex} 1 {cost}
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Mpumep HacTpoiiku spanning-tree cost 100 Ha nutepdelice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
spanning-tree cost 100

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.46.5 1i 100

Mpumep BosepaTta spanning-tree cost Ha uHTepdeiice GigabitEthernet 1/0/5 K 3HaueHMIO N0 yMmoONUYaHUIO

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree cost

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.46.5 1 0

Hacmpolika spanning-tree port-priority Ha uHmepagelicax

MIB: fsmst.mib

Mcnonb3syemblie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.3.{ifindex} 1 {port-priority}

Mpumep HacTpoiikM spanning-tree port-priority 64 Ha uHTepdeiice GigabitEthernet 1/0/5

Komanpma CLI:
interface Gigabitethernet 1/0/5
spanning-tree port-priority 64

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.3.5 1 64

Hacmpolika spanning-tree restricted-role Ha uHmepgelicax

MIB: fsmst.mib

Ucnonb3syemblie Tabnunupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.44.{ifindex} i {true(l) | false(2)}

Mpumep BKAOUYEHUA spanning-tree restricted-role Ha uHtepdeiice GigabitEthernet 1/0/5

Komannma CLT:
interface Gigabitethernet 1/0/5
spanning-tree restricted-role

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.44.5 1i 1
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Mpumep oTKaoUueHUA spanning-tree restricted-role Ha nHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree restricted-role

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.44.5 1 2

Hacmpolika spanning-tree restricted-TCN Ha uHmepaelicax

MIB: fsmst.mib

Ucnonbayemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.45.{ifindex} 1 {true(l) | false(2)}

Mpumep BKAlOUEeHUA spanning-tree restricted-tcn Ha nHTepdeiice GigabitEthernet 1/0/5

Komanma CLI:
interface Gigabitethernet 1/0/5
spanning-tree restricted-tcn

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.45.5 1 1

Mpumep oTKAloUeHUA spanning-tree restricted-tcn Ha uHtepdeiice GigabitEthernet 1/0/5

Komanma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree restricted-tcn

Komaunzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.45.5 1 2

Hacmpolika spanning-tree bpdufilter Ha uHmepagelicax

MIB: fsmst.mib

Ucnonbsyemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.47.{ifindex} 1 {true(l) | false(
1.3.6.1.4.1.2076.80.1.40.1.48.{ifindex} 1 {true(l) | false(

2)1 \
2)}

Mpumep BKAOUeHUA spanning-tree bpdufilter Ha nHTepdeiice GigabitEthernet 1/0/5

Komanma CLI:
interface Gigabitethernet 1/0/5
spanning-tree bpdufilter enable

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.47.5 1 2 \
1.3.6.1.4.1.2076.80.1.40.1.48.5 1 2
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Mpumep oTknoueHun spanning-tree bpdufilter Ha untepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree bpdufilter

Komarnzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.47.5 1 1 \
1.3.6.1.4.1.2076.80.1.40.1.48.5 1 1

Hacmpolika spanning-tree loopguard Ha uHmepgelicax

MIB: fsmst.mib

Ucnonb3syembie Tabnunupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.51.{ifindex} i {true(l) | false(2)}

Mpumep BKAoUYeHUA spanning-tree loopguard Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
spanning-tree guard loop

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.51.5 1 1

Mpumep oTkAOUeHUA spanning-tree loopguard Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree guard

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.51.5 1 2

Hacmpolika spanning-tree bpdugquard Ha uHmepgelicax

MIB: fsmst.mib

Ucnonb3syembie Tabnuupl: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.55.{ifindex} i {none(0) | enabled(l)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.60.{ifindex} i {disable-discarding(l) |admin-down (2) }

Mpumep BKAOUEeHUA spanning-tree bpduguard Ha uHTepdeiice GigabitEthernet 1/0/5 B pexkxume admin-
down

Komannma CLT:
interface Gigabitethernet 1/0/5
spanning-tree bpduguard enable admin-down

Komarnnma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.55.5 1 1 \
1.3.6.1.4.1.2076.80.1.40.1.60.5 1 2
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Mpumep oTKaoueHua spanning-tree bpduguard Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
spanning-tree bpduguard none

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.55.5 1 0

Hacmpolika spanning-tree rootquard Ha uHmepgelicax

MIB: fsmst.mib

Ucnonbayemble Tabanupi: dotlsFutureMst — 1.3.6.1.4.1.2076.80.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.80.1.40.1.56.{ifindex} 1 {true(l) | false(2)}

Mpumep BKAOUEHUA spanning-tree rootguard Ha uHTepdeiice GigabitEthernet 1/0/5

Komanma CLI:
interface Gigabitethernet 1/0/5
spanning-tree guard root

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.56.5 1 1

Mpumep oTKAOYeHUA spanning-tree rootguard Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
no spanning-tree guard

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.80.1.40.1.56.5 1 2

8.2 Hacmpoiika npomokona LLDP

OmknroyeHue/sknYeHue pabomesl modynaa LLDP

MIB: fslldp.mib

Ucnonbayemble Tabanupi: fsLidpSystem — 1.3.6.1.4.1.2076.158.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.158.1.1.0 {start(l), shutdownInProgress(2), shutdown (3)}

MNpumep oTKAOUEeHUe paboTbl moaynsa LLDP

Komanpma CLT:
shutdown 11ldp

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.1.1.0 i 3
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PaspeweHue/3anpem KoMmymamopy Ucronsb3osaHue npomokoaa LLDP

MIB: fslldp.mib

Mcnonb3ayembie Tabnuupl: fsLidpSystem — 1.3.6.1.4.1.2076.158.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.1.2.0 {enabled(l), disabled(2)}

Mpumep paspelueHna NCNoib3oBaHUA NPoToKkona LLDP

Komarnma CLTI:
set 1lldp enable

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.1.2.0 1 1

3a0aHue gepcuu npomokosaa LLDP

MIB: fslldp.mib

Ucnonbayembie Tabnunupi: fslldpv2Config — 1.3.6.1.4.1.2076.158.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.5.1.0 1 {1l1ldpvl(l), 1lldpv2(2)}

Mpumep 3apgaHnA Bepcum v2

Komarnma CLT:
set 1lldp version v2

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.5.1.0 1 2

YcmaHoska pexcuma gpunsmpayuu nakemos LLDP BPDU

MIB: ELTEX-MES-ISS-LLDP-MIB

Ucnonb3ayembie Tabnunupli: eltMeslssLIdpGlobalConfig — 1.3.6.1.4.1.35265.1.139.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.10.1.1.1.0 i {filtering(l), flooding(2)}

Mpumep ycTtaHOBKU pexxuma dayauHra LLDP BPDU

Komaunma CLT:
11dp 1lldpdu flooding

Komaunma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.10.1.1.1.0 1 2
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3adaHue chassis-id-subtype 04 lldp-ppelima

MIB: fslldp.mib

Ucnonbayemble Tabanupi: fsLIdpTLV — 1.3.6.1.4.1.2076.158.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.158.2.1.0 i {chassiscomp (1), ifalias(2),

macaddr (4), nwaddr (5), ifname(6), local(7)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2.2.0 s {string}

MNpumep 3agaHua chassis-id-subtype sHaueHnem TEST1

portcomp (3),

Komarnma CLI:
11dp chassis-id-subtype local TEST1

Komarzmer SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2.1.0 1 7

snmpset -v2c -c public 192.168.1.30\
1.3.6.1.4.1.2076.158.2.2.0 s TEST1

YcmaHoska uHmepsana nepedayu lldp-gppelimos

MIB: stdlldp.mib

Ucnonbzyemble Tabanybi: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.1.0 1 {interval}

Mpumep 3agaHNA MHTepBana Nepegaun

Komaunnma CLI:
11dp transmit-interval 10

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.1.0 1 10

YcmaHo8Ka 3a0epi KU No8mopHOU UHUUUAAU3ayuU

MIB: stdlldp.mib

Ucnonbayemble Tabnmupi: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.3.0 1 {delay}

Mpumep 3a4aHUNA 3a4ePXKKM NOBTOPHOI MHULMANU3ALUN

Komannma CLI:
11dp reinitialization-delay 7

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.3.0 1 7
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YemaHoska MUHUMAAbHOU 0aumMenbHoCmMuU 300epiKU Mexoy nocaedosdmesbHbiMU Kadpamu
LLDP

MIB: stdlldp.mib

Ucnonb3syembie Tabnunupl: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.4.0 i {value}

Komauzma CLT:
1ldp tx-delay 3

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.4.0 1 3

YcmaHosKka makcumasnbHol ckopocmu nepedayu lldp-gppelimos

MIB: stdlldp.mib

Ucnonbsyemble Tabauuypbi: lldpConfiguration — 1.0.8802.1.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.5.0 1 {seconds}

Komannma CLI:
11dp notification-interval 20

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.5.0 1 20

PaspeweHue/3anpem nepeda4u/npuema nakemos rno npomokoay LLDP Ha uHmepgelice

MIB: stdlldp.mib

Ucnonb3syembie Tabnuupl: lldpPortConfigEntry — 1.0.8802.1.1.2.1.1.6.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.6.1.2.{ifIndex} i {txOnly(1l), rxOnly(2), txAndRx(3),
disabled(4) }

Mpumep 3anpeLyeHns nepegaum u npuema naketos Ha uHtepdeiice GigabitEthernet 1/0/12

Komanpma CLI:

interface Gigabitethernet 1/0/12
no lldp transmit
no lldp receive
exit

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.6.1.2.12 1 4
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OnpedeneHue 6a308bix onyuoHanbHbix TLV-noneli, Komopsbie 6y0ym 8Ka04YeHbl ycmpolicmeom 8
nepedasaemsili LLDP-nakem

MIB: stdlldp.mib

Ucnonbayemble Tabanupi: lldpPortConfigEntry — 1.0.8802.1.1.2.1.1.6.1

snmpset -v2c -c <community> <IP address> \

1.0.8802.1.1.2.1.1.6.1.2.{ifIndex} x {portDesc(80) | sysName (40) | sysDesc(20)
| sysCap(10)}

Mpumep BKAOUeHUA onumit port-descr, sys-name, sys-descr Ha uHtepdelice GigabitEthernet 1/0/12

Komarnma CLI:

interface Gigabitethernet 1/0/12
11dp tlv-select basic-tlv port-descr
11dp tlv-select basic-tlv sys-name
11dp tlv-select basic-tlv sys-descr
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.6.1.4.12 x EO

BkritoyeHue/sbikat0YeHUe omnpasKku mpanos no cobvimuam LLDP

MIB: stdlldp.mib, fslldp.mib

Ucnonbzyemble Tabanybi: lldpPortConfigTable — 1.0.8802.1.1.2.1.1.6,
fsLldpLocPortTable — 1.3.6.1.4.1.2076.158.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2.3.1.3.{ifIndex} i {remTabChg (1), misCfg(2),
remTabChgAndMisCfg (3) }

1.0.8802.1.1.2.1.1.6.1.3.{ifIndex} 1 {true(l), false(2) }

Mpumep BKAIOUEHUA OTNPABKMU TPANOB NPU M3MeHeHUU TabanLbl yaaneHHOMU CTOPOHbI ANa uHTepdeiica
GigabitEthernet 1/0/12

Komanpma CLI:

interface Gigabitethernet 1/0/12
11dp notification remote-table-chg
exit

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2.3.1.3.12 i 1 \
1.0.8802.1.1.2.1.1.6.1.3.12 1 1

3adaHue ID Port Subtype 014 kadpa LLDP

MIB: fslldp.mib

Ucnonbayemble Tabanupi: fsLidpLocPortTable — 1.3.6.1.4.1.2076.158.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2.3.1.1.{ifIndex} i {ifalias(l), portcomp(2), macaddr(3),
nwaddr (4), ifname(5), agentcircuitid(6), local(7)}

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 85




HELTEX

Mpumep 3agauua ifName ana interface GigabitEthernet 1/0/12

Komannma CLI:

interface Gigabitethernet 1/0/12
11dp port-id-subtype if-name
exit

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2.3.1.1.12 1 5

OnpedeneHue ynpasaarouwe20 adpecd, 06vas8s1eHH020 HO UHmMepgelice

MIB: fslldp.mib

Ucnonbayembie Tabnnupi: fsLidpLocPortTable — 1.3.6.1.4.1.2076.158.2.3

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.1.7.1.1.1.4.{ipl}.{ip2}.{ip3}.{ip4} x {portlist}

Mpumep onpegeneHunsa ynpasnsiouwero agpeca 192.168.0.20 Ha uHtepdeiicax GigabitEthernet 1/0/1,
GigabitEthernet 1/0/12

Komarnma CLT:

interface Gigabitethernet 1/0/1
11dp tlv-select basic-tlv mgmt-addr ipv4 192.168.0.20
exit

interface Gigabitethernet 1/0/12
11ldp tlv-select basic-tlv mgmt-addr ipv4 192.168.0.20
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.1.7.1.1.1.4.192.168.0.20 x "80 10 00 00 00 00 OQ™

OnpedeneHue TLV-nonel, Komopsie byOdym sKatoYeHbl 8 nepedasaemsoil LLDP-nakem

MIB: stdot3lldo.mib

Ucnonbayembie Tabnunupi: lldpXdot3PortConfigTable — 1.0.8802.1.1.2.1.5.4623.1.1.1
snmpset -v2c -c <community> <IP address> \

1.0.8802.1.1.2.1.5.4623.1.1.1.1.1.{ifIndex} x {macPhyConfigStatus(80) |
linkAggregation (20) | maxFrameSize (10)}

Mpumep BKaoueHna noneit macphy-config u link-aggregation Ha nutepdeiice GigabitEthernet 1/0/16

Komarnma CLT:

interface Gigabitethernet 1/0/16
11dp tlv-select dot3tlv macphy-config
1ldp tlv-select dot3tlv link-aggregation
exit

Komaunma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.4623.1.1.1.1.1.16 x A0

BrntoyeHue/sbikntoyeHue nonaeli port-vian-id 8 nepedasaemoliii LLDP-nakem

MIB: stdotllldp.mib
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Ucnonbayemble Tabanupi: lldpXdotlConfigPortVianTable — 1.0.8802.1.1.2.1.5.32962.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.1.1.1.1.{ifindex} i {true(l), false(2)}

Mpumep BkaoueHna nona B LLDP-nakeT Ha uHtepdeiice GigabitEthernet 1/0/16

Komanpma CLI:
interface Gigabitethernet 1/0/16
11dp tlv-select dotltlv port-vlan-id

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.1.1.1.1.16 1 1

BkrtoyeHue/sbikntoyeHue noas vian-name e nepedasaemsili LLDP-nniakem

MIB: stdotllldp.mib

Ucnonbzyemble Tabanubi: lldpXdotlConfigPortVlanTable — 1.0.8802.1.1.2.1.5.32962.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.1.2.1.1.{ifindex}.{vlan-id} i {true(l), false(2)}

Mpumep BrAoueHus nona 8 LLDP-naker Ha uHtepdeiice GigabitEthernet 1/0/16 ana vian 30

Komarnma CLI:

interface Gigabitethernet 1/0/16
11dp tlv-select dotltlv vlan-name 30
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.1.2.1.1.16.30 1 1

BkrtoyeHue/sbikntoyeHue nons protocol-vlian-id 8 nepedasaemoili LLDP-nakem

MIB: stdotllldp.mib

Ucnonbayemble Tabaunupi: lldpXdotlConfigProtoVianTable — 1.0.8802.1.1.2.1.5.32962.1.1.3

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.1.3.1.1.{ifindex}.0 1 {true(l), false (2)}

Mpumep BrAoueHUa nona B LLDP-naket Ha uHtepdeiice GigabitEthernet 1/0/16

Komanpma CLI:

interface Gigabitethernet 1/0/16
11dp tlv-select dotltlv protocol-vlan-id all
exit

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.5.32962.1.1.3.1.1.16.0 i 1

BkrtoyeHue/sbikato4YeHue nons vid-usage-digest 8 nepedasaemeoili LLDP-nakem

MIB: stdotllldp.mib

Ucnonbayemble Tabanupi: lldpV2XdotlConfigVidUsageDigestTable —
1.3.111.2.802.1.1.13.1.5.32962.1.1.5
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snmpset -v2c -c <community> <IP address> \
1.3.111.2.802.1.1.13.1.5.32962.1.1.5.1.1.{ifindex} 1 {true(l), false (2)}

Mpumep BKaoueHusa nona B LLDP-nakeT Ha uHtepdelice GigabitEthernet 1/0/16

Komarnma CLTI:

interface Gigabitethernet 1/0/16
11ldp tlv-select dotltlv vid-usage-digest
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.111.2.802.1.1.13.1.5.32962.1.1.5.1.1.16 1 1

BkntoyeHue/sbiknto4yeHue noaa mgmt-vid 8 nepedasaemsili LLDP-nakem

MIB: stdotllldp.mib

Ucnonbayembie Tabnunupi: lldpV2XdotlConfigManVidTable — 1.3.111.2.802.1.1.13.1.5.32962.1.1.6

snmpset -v2c -c <community> <IP address> \
1.3.111.2.802.1.1.13.1.5.32962.1.1.6.1.1.{ifindex} 1 {true(l), false (2)}

Mpumep BkaoueHus nonsa 8 LLDP-naket Ha uHtepdelice GigabitEthernet 1/0/16

Komannma CLI:

interface Gigabitethernet 1/0/16
11ldp tlv-select dotltlv mgmt-vid
exit

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.111.2.802.1.1.13.1.5.32962.1.1.6.1.1.16 1 1

[Moka3zame LLDP-uHopmMayuro, Komopyro GHOHCUPYHOM Nopmal

MIB: fslldp.mib, stdlldp.mib

Ucnonb3ayembie Tabnuupl: fsLIdpTLV — 1.3.6.1.4.1.2076.158.2,
lldpLocalSystemData — 1.0.8802.1.1.2.1.3,

lldpXdot3LocalData — 1.0.8802.1.1.2.1.5.4623.1.2,
lldpXdotllLocalData — 1.0.8802.1.1.2.1.5.32962.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.158.2

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.4623.1.2

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.2.1.5.32962.1.2

Mpumep npocmoTpa Hopmauum

Komaunma CLTI:
show 1ldp local

Komannma SNMP

snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.158.2

snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.2.1.3

snmpwalk -v2c -c private 192.168.1.30 \

88 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

1.0.8802.1.1.2.1.

5.4623.1.2

snmpwalk -v2c -c private 192.168.1.30 \

1.0.8802.1.1.2.1.

5.32962.1.2

[Moka3zame UHGopMayuko o0 cocedHuUx ycmpolicmaax, Ha Komopbix pabomaem npomokosn LLDP

MIB: stdlldp.mib

Ucnonbayemble Tabanupi: lldpRemoteSystemsData — 1.0.8802.1.1.2.1.4

lldpXdot1RemoteData — 1.0.8802.1.1.2.1.5.32962.1.3
lldpXdot3RemoteData — 1.0.8802.1.1.2.1.5.4623.1.3

snmpwalk -v2c -c <community> <IP

1.0.8802.1.1.2.1.

4

snmpwalk -v2c -c <community> <IP

1.0.8802.1.1.2.1.

5.32962.1.3

snmpwalk -v2c -c <community> <IP

1.0.8802.1.1.2.1.

5.4623.1.3

Mpumep npocmoTpa MHPopmaumnm

address> \
address> \

address> \

Komanma CLI:
show 1ldp local

Komarzma SNMP

snmpwalk -v2c -c
1.0.8802.1.1.2.1.
snmpwalk -v2c -c
1.0.8802.1.1.2.1.
snmpwalk -v2c -c
1.0.8802.1.1.2.1.

private 192.

4

private 192.

5.32962.1.3

private 192.

5.4623.1.3

168.

168.

168.

1.30 \
1.30 \

1.30 \

lokazamos cmamucmuky LLDP

MIB: stdlldp.mib

Ucnonbayemble Tabanupi: lldpStatistics — 1.0.8802.1.1.2.1.2

snmpwalk -v2c -c <community> <IP address> \

1.0.8802.1.1.2.1.

Mpumep npocmoTpa u

2

Hpopmayumn

Komaunnma CLI:
show 1ldp traffic
show 1lldp statist

Komanma SNMP

ics

snmpwalk -v2c -c private 192.168.1.30 \

1.0.8802.1.1.2.1.

2

Hacmpolika Rootquard 018 omodenbHbix MISTI

MIB: ELTEX-MES-ISS-MST-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssMstMstiConfig — 1.3.6.1.4.1.35265.1.139.14.1.1.1.1.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.14.1.1.1.1.2.1.1.1.{ifindex}.{msti}

false(2)}

{true (1)
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Mpumep BKaoueHna Rootguard B msti 10 Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
spanning-tree mst 10 guard root

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.14.1.1.1.1.2.1.1.1.5.10 1 1

8.3 Hacmpolika npomokona ARP

BrntoyeHue/8bikAr04YeHUe omnpasKu gratuitous arp-coobuweHud

MIB: ELTEX-MES-ISS-ARP-MIB.mib

Ucnonb3syemble Tabnuupl: eltMeslssArpinterfaceTable — 1.3.6.1.4.1.35265.1.139.26.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.26.1.1.1.1.1.{ifIndex} 1 {true(l), false(2)}

Mpumep BbIKAIOYEHUA OTNPABKM gratuitous arp-coobuieHunit Ha uHTepdeiice vian 1

Komanpma CLI:

interface vlan 1

no ip arp gratuitous periodic
exit

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.26.1.1.1.1.1.89 1 2

YcmaHoska uHmMepsana mexcoy omnpasKol gratuitous arp-coobweHul

MIB: ELTEX-MES-ISS-ARP-MIB.mib

Ucnonbayembie Tabnunupli: eltMeslssArpGlobals — 1.3.6.1.4.1.35265.1.139.26.1.2

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.26.1.2.1.0 1 {interval}

Mpumep BbIKAOYEHMA OTNPABKM gratuitous arp-coobweHunii Ha uHTepdeiice vian 1

Komannma CLI:
arp gratuitous interval 200

Komaunma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.26.1.2.1.0 1 200

8.4 Hacmpolika loopback-detection

8.4.1 [nobanbHblie Hacmpoliku loopback-detection

MIB: fslbd.mib

Ucnonb3ayemble Tabnunubl: fsLbdSystems — 1.3.6.1.4.1.29601.2.123.1
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BkroyeHue/sbiknrodeHue loopback-detection Ha yempolicmee

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.1.2.0 1 {enabled(l) | disabled(2)}

Npumep BrkaoueHus loopback-detection rno6anbHo

Komanpma CLI:
loopback-detection enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.2.0 1 1

Mpumep BbikNtoueHuns loopback-detection rno6anbHo

Komanma CLI:
loopback-detection disable

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.2.0 1 2

UsmeHeHUe uHmMepsasaa omnpasku coobuwieHuli loopback-detection

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.1.3.0 i {interval}

Mpumep HacTpoOIiKKU MHTepBana oTnpaBku coobieHuii loopback-detection 5 cekyHg,

Komannma CLI:
loopback-detection interval 5

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.3.0 1 5

UsmeHeHuUe adpeca HazHayeHud coobweHul loopback-detection

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.123.1.4.0 x {address}

Mpumep HacTPOMKKM agpeca HasHauyeHua ana coobueHuii loopback-detection ff:ff.ff:ff:ff:01

Komanpma CLI:
loopback-detection destination-address ff:ff:ff:ff:££:01

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.1.4.0 x “ff f£ff f£ff £f ££f 01”

8.4.2 Hacmpoliku loopback-detection Ha uHmepdgelicax

MIB: fslbd.mib
Ucnonbsyemble Tabamupi: fsLbdSystems — 1.3.6.1.4.1.29601.2.123.1

BraroyeHue/sbikarodeHue loopback-detection Ha uHmepcdeliice

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.2.1.1.7.{ifindex} i {create and go(4)| destroy(6)}
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Mpumep skaoueHus loopback-detection Ha nHTepdeiice GigabitEthernet 1/0/11

Komannma CLTI:
interface Gigabitethernet 1/0/11
loopback-detection enable

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.7.11 i 4

Mpumep ebikaoueHus loopback-detection Ha untepdeiice GigabitEthernet 1/0/11

Komannma CLI:
interface Gigabitethernet 1/0/11
loopback-detection disable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.7.11 i 6

8.4.3 [Mpocmomp cmamucmuku loopback-detection
MIB: fslbd.mib
Ucnonb3zyemble Tabauubl: fsLbdSystems — 1.3.6.1.4.1.29601.2.123.1

[Mpocmomp cmamucmuku loopback-detection Ha uHmepgelice

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.2.1.1.{tx-count(3) | rx-count(4) |
state (5) |pktTxFromPort (6) }.{ifindex}

Mpumep npocmotpa cocroaHua loopback-detection Ha untepdeiice GigabitEthernet 1/0/11

Komanpma CLI:
show loopback-detection Gigabitethernet 1/0/11

Komarnzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.5.11

Oyucmka cmamucmuku loopback-detection Ha uHmepgelice

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.123.2.1.1.8.{ifindex} 1 1

Mpumep oumnctkn ctatuctukm loopback-detection Ha uHtepgeiice GigabitEthernet 1/0/11

Komarnma CLT:
clear loopback-detection statistics Gigabitethernet 1/0/11

Komaunma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.123.2.1.1.8.11 i 1
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8.5 Hacmpolika npomokona ERPS

BraroyeHue mooyna ERPS

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanupi: fsErpsCtxtSytemControl — 1.3.6.1.4.1.29601.2.40.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.3 1 {start(l) | shutdown(2)}

Mpumep BrAtoueHua moayna ERPS

Komanpma CLI:
no shutdown aps ring

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.3.0 1 1

PaspeweHue pabomsi npomokKosaa ERPS

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabauupi: fsErpsCtxtModuleStatus — 1.3.6.1.4.1.29601.2.40.1.1.1.4.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.4.0 1 {enable(l) | disable(2)}

MNpumep paspewweHunsa paborbl nporokona ERPS

Komanma CLI:
aps ring enable

Komaunzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.4.0 i 1

BoiknwoyeHue mpanos ERPS

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabauupi: fsErpsCtxtTrapStatus — 1.3.6.1.4.1.29601.2.40.1.1.1.6.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.6.0 1 {enable(l) | disable(2)}

Mpumep BbIKNOYEHUA TPaNoB

Komanma CLI:
no aps ring notification enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.6.0 1 2
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O4yucmka cmamucmuky

MIB: ARICENT-ERPS-MIB

Ucnonb3ayemble Tabnunupl: fsErpsCixtClearRingStats — 1.3.6.1.4.1.29601.2.40.1.1.1.7.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.7.0 1 {true(l) | false(2)}

Mpumep OUMCTKU CHETYMKOB

Komannma CLI:
clear aps ring statistics

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.7.0 1 1

CmeHa MmeHeodxcepa 2pynnuposKu vian

MIB: ARICENT-ERPS-MIB

Ucnonb3ayembie Tabnunupi: fsErpsCixtVlanGroupManager — 1.3.6.1.4.1.29601.2.40.1.1.1.9.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.1.1.1.9.0 1 {mstp(l) | erps(2)}

Mpumep cmeHbl MeHea Kepa rpynnNUMPOBKU Ha erps

Komanpma CLI:
aps ring vlan-group-manager erps

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.1.1.9.0 1 2

JflobasneHue vian 8 vlan-epynny

MIB: ARICENT-ERPS-MIB

Ucnonb3syembie Tabnuupl: fsErpsVlanGroupRowStatus — 1.3.6.1.4.1.29601.2.40.1.2.1.3.0

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.40.1.2.1.3.0.{vlan-id}.{vlan-group} i {create and go(4)

destroy (6) }

Mpumep pao6asneHus vlian 2 B rpynny

Komarnma CLT:
aps ring map vlan-group 1 add 2

Komanzma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.1.2.1.3.0.2.1 i 4
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Co30aHue Koavya

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanupi: fsErpsRingRowStatus — 1.3.6.1.4.1.29601.2.40.2.1.1.15.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.15.0.{ring number} i {create and wait(5)}

Mpumep co3pgaHuA Konbua ¢ uaeHTMuKaTopom 1

Komarnma CLI:
aps ring group 1

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.15.0.1 1 5

HasHayeHue west/east nopmos u ynpasaauwuli r-aps vian

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanupi: fsErpsRingPortl — 1.3.6.1.4.1.29601.2.40.2.1.1.4.0,
fsErpsRingPort2 — 1.3.6.1.4.1.29601.2.40.2.1.1.5.0, fsErpsRingVlanld — 1.3.6.1.4.1.29601.2.40.2.1.1.2.0

-v2c -c <community> <IP address> \
.4.1.29601.2.40.2.1.1.4.0.{ring number} i {ifindex} \
.4.1.29601.2.40.2.1.1.5.0.{ring number} i {ifindex} \
.4.1.29601.2.40.2.1.1.2.0.{ring number} i {vlan-id}

Mpumep HacTpoiikn west/east nopTos u r-aps vlan

Komanma CLI:
aps working west Gigabitethernet 1/0/1 esat Gigabitethernet 1/0/2 vlan 5

Komarnzma SNMP:

snmpset -v2c -c private 192.16
1.3.6.1.4.1.29601.2.40.2.1.1.4.
1.3.6.1.4.1.29601.2.40.2.1.1.5.
1.3.6.1.4.1.29601.2.40.2.1.1.2.

8.1.3

~ =

bR O
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0.
0.
0.

o e

Hacmpolika yposHa Maintenance domain (MD)

MIB: ELTEX-MES-ISS-ERPS-MIB

Ucnonb3yemble Tabauupbi:
eltMeslssErpsRinglfmRowStatus — 1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0,
eltMeslssErpsRinglfmMdLevel — 1.3.6.1.4.1.35265.1.139.29.1.1.2.1.1.0

snmpset -v2c —-c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.{ring number} i {create and go(5)
destroy (6)} \

1.3.6.1.4.1.35265.1.139.29.1.1.2.1.1.0.{ring number} u {level (0-7)} \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.{ring number} i {active(l)}

Mpumep HacTpoiiku ypoBHa MD 7

Komannma CLI:
aps working level 7

Komanma SNMP:
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.1 1 5 \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.1.0.1 u 7 \
1.3.6.1.4.1.35265.1.139.29.1.1.2.1.2.0.1 i 1

[pusAska vlan-2pynnsl K Koa6yy

MIB: ARICENT-ERPS-MIB

Ucnonb3ayemble Tabnunupli: fsErpsRingProtectedVlanGroupld — 1.3.6.1.4.1.29601.2.40.2.1.1.17.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.17.0.{ring number} i {vlan-group}

Mpumep npmeasku 3 vlan-rpynnbl K KOAbLy

Komarnma CLTI:
aps map vlan-group 3

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.17.0.1 1 3

U3meHeHue protection-type

MIB: ARICENT-ERPS-MIB

Ucnonb3zyemble Tabauubi: fsErpsRingProtectionType — 1.3.6.1.4.1.29601.2.40.2.1.1.18.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.18.0.{ring number} 1 {port-based(l) | service-
based (2) }

Mpumep nameHeHun protection-type Ha service-based

Komannma CLI:
aps protection-type service-based

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.18.0.1 1 2

Yka3saHue neighbor-nopma

MIB: ARICENT-ERPS-MIB

Ucnonb3syemblie Tabnunupi: fsErpsRingRplNeighbourPort — 1.3.6.1.4.1.29601.2.40.2.1.1.20.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.20.0.{ring number} i {ifindex}

Mpumep HacTpoiiku rpl neighbor

Komannma CLT:
aps neighbor Gigabitethernet 1/0/21

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.20.0.1 1 21
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YKa3saHue rpl-owner

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabauupi: fsErpsRingRplPort — 1.3.6.1.4.1.29601.2.40.2.1.1.6.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.1.1.6.0.{ring number} i {ifindex}

Mpumep HacTpoiiku rpl owner

Komarnma CLI:
aps owner Tengigabitethernet 1/0/1

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.1.1.6.0.1 1 25

Hacmpolika malimepos

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabanupi: fsErpsRingConfigHoldOffTime — 1.3.6.1.4.1.29601.2.40.2.3.1.1,
fsErpsRingConfigGuardTime — 1.3.6.1.4.1.29601.2.40.2.3.1.2,

fsErpsRingConfigWTRTime — 1.3.6.1.4.1.29601.2.40.2.3.1.3,
fsErpsRingConfigPeriodicTime — 1.3.6.1.4.1.29601.2.40.2.3.1.4,
fsErpsRingConfigWTBTime — 1.3.6.1.4.1.29601.2.40.2.3.1.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.3.1.{holdoff (1)} | guard(2) | wtr(3) | periodic(4) |

wtb(9)}.0.{ring number} i {timer (ms) }

Mpumep HacTpoiiku Taiimepa wtb

Komanma CLI:
aps timers wtb 80 seconds

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.3.1.9.0.1 u 80000

MpuHydumensHasa 6aokuposka nopma force/manual switch

MIB: ARICENT-ERPS-MIB

Ucnonbayemble Tabamupi: fsErpsRingConfigSwitchPort — 1.3.6.1.4.1.29601.2.40.2.3.1.5.0,
fsErpsRingConfigSwitchCmd — 1.3.6.1.4.1.29601.2.40.2.3.1.6.0

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.3.1.5.0.{ring number} i {ifindex} \
1.3.6.1.4.1.29601.2.40.2.3.1.6.0.{ring number} i ({none(l) | forceswitch(2) |
manualswitch (3) }

Mpumep HacTpoiikm pexkuma force switch

Komanpma CLI:
aps force Tengigabitethernet 1/0/1

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.29601.2.40.2.3.1.5.0.1 i 25
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snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.29601.2.40.2.3.1.6.0.1 1 2

O4yucmka cocmodaHus force/manual switch

MIB: ARICENT-ERPS-MIB

Ucnonb3ayemble Tabnnupli: fsErpsRingConfigClear — 1.3.6.1.4.1.29601.2.40.2.3.1.10.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.40.2.3.1.10.0.{ring number} i {none(l) | clear(2)}

Mpumep oumnctku cocroaHma force switch

Komaunzma CLT:
aps clear

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.40.2.3.1.10.0.1 1 2

8.6 Hacmpolika npomokona Ethernet OAM

[Mpocmomp 2n06aabH020 aOMUHUCMpPAmMusHo20 cocmoaHusa Ethernet OAM

MIB: EOAM-MIB
Ucnonb3syembie Tabnuupl: fsEoamModuleStatus — 1.3.6.1.4.1.2076.121.1.2

snmpwalk -v2c -c public 192.168.1.30 \ 1.3.6.1.4.1.2076.121.1.2

Mpumep:

Komanpma CLI:
show ethernet-oam global information

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \ 1.3.6.1.4.1.2076.121.1.2

V B03MOXHbI Cnegylouime 3HaYeHUA:

BKAIOYeHo (1);
OTK/IOYEHO (2).

[Mpocmomp admuHUCmpamusHo20 cocmoAHusa Ethernet OAM Ha nopme

MIB: DOT3-OAM-MIB
Ucnonbsyembie Tabnnupl: dot30amTable — 1.3.6.1.2.1.158.1.1

snmpwalk -v2c -c public 192.168.1.30 \ 1.3.6.1.2.1.158.1.1.1.{unit}.{ifIndex}

Mpumep npocmoTpa Ha nopTte GigabitEthernet 1/0/2:

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \ 1.3.6.1.2.1.158.1.1.1.1.2

V B03MOXHbI Cnegylolime 3HaYeHUA:
BKAlOYeHO (1);
OTKAIOYEeHO (2).
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9 HACTPOMKA IPV4-AZIPECALIUU

lpocmomp coomeemcmausd index!3 — vian

MIB: fscfa.mib

Ucnonbayemble Tabauupi: ifmainEntry — 1.3.6.1.4.1.2076.27.1.4.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.21

Mpumep npocmoTpa cootseTcTBuA indexI3 — vlan

Komanzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.21

Shutdown/no shutdown interface vlan

MIB: fscfa.mib

Ucnonbzyemble Tabauybl: ifmainEntry — 1.3.6.1.4.1.2076.27.1.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.4.{index-13} i {up(l), down(2)}

MNpumep BKAtoueHusn interface vlan

Komanga CLI:
no shutdown

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.4.74 1 1

Co30aHue interface vlan

MIB: fscfa.mib, IF-MIB

Ucnonbayemble Tabamupi: ifmainEntry — 1.3.6.1.4.1.2076.27.1.4.1
ifXEntry — 1.3.6.1.2.1.31.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.8.{index-13} i {Active(l), CreatAndWaite(b),

Destroy (6)} \

1.3.6.1.2.1.31.1.1.1.18.{index-13} s vlan{vid} \
1.3.6.1.4.1.2076.27.1.4.1.2.{index-13} 1 136 \
1.3.6.1.4.1.2076.27.1.4.1.8.{index-13} i {Active(l), CreatAndWaite(5),
Destroy(6) }
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Mpumep cosaanua L3 Vlan 10

Komanma CLI:
interface vlan 10

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.8.74 1 5 \
.2.1.31.1.1.1.18.74 s vlanl0 \
.4.1.2076.27.1.4.1.2.74 1 136 \
401

1.3.6.1
1.3.6.1
1.3.6.1 .2076.27.1.4.1.8.74 1 1

Co3daHue IP-adpeca Ha interface vian:

MIB: fscfa.mib

Ucnonb3ayemble Tabnunupl: ifipentry — 1.3.6.1.4.1.2076.27.1.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.5.1.2.{index-13} a {ip address (DEC)} \
1.3.6.1.4.1.2076.27.1.5.1.3.{index-13} a {netmask}

Mpumep HacTpoliku agpeca 192.168.10.30/24 Ha vian 30

Komangma CLI:
interface vlan 30
ip address 192.168.10.30 255.255.255.0

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.5.1.2.74 a 192.168.10.30 \
1.3.6.1.4.1.2076.27.1.5.1.3.74 a 255.255.255.0

[Mpocmomp IP-adpeca Ha interface vlan

MIB: fscfa.mib

Ucnonb3ayembie Tabnuupl: ifipentry — 1.3.6.1.4.1.2076.27.1.5.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.5.1.2

Mpumep HacTpoiku agpeca 192.168.10.30/24 Ha vlan 30

Komannma CLI:
show ip interfaces

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.5.1.2
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10 HACTPOWMKA IPV6-AQPECALIUN

BktoyeHue/sbikaro4eHue IPv6-adpecauuu Ha interface vlan

MIB: fsipv6.mib

Ucnonbayemble Tabanupi: fsipvelF — 1.3.6.1.4.1.2076.28.1.2.1.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.28.1.2.1.1.6.{index-13} 1 {enable(l),

disable (2)}

Mpumep BKAoueHUn IPv6-aapecaumm Ha vilan interface

Komanma CLI:
interface vlan 2
ipv6 enable

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.28.1.2.1.1.6.74 1 1

Co30aHue IPv6-adpeca Ha interface vian

MIB: fsipv6.mib

Ucnonbayemble Tabanybi: fsipv6Addr — 1.3.6.1.4.1.2076.28.1.2.4.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.28.1.
paszmenuTenb ). {prefix}
1.3.6.1.4.1.2076.28.1.
paznenuresiv} . {prefix}
1.3.6.1.4.1.2076.28.1.
paszmenuTens ). {prefix}

2

i
2
i
2
i

.4.1.4.{index-13}.{ xaxno¥ BGaX¥T B OECATHUUYHOM BMUIE Uepes
{Active(l), Create and wait(5), Destroy(6)} \
.4.1.5.{index-13}.{ kaxnoei OauT B OECATUYHOM BUIE uUepes3
{global unicast (1), anycast(2), linklocal(3)} \
.4.1.4.{index-13}.{ kaxnoeyi OaWT B OECATUYHOM BUIE Uepes
{Active(l), Create and wait(5), Destroy(6)}

Mpumep HacTpoiiku agpeca 2001:db08::100/64 interface vlian

Komanma CLI:

Komanma SNMP:

1.3.6.
1.3.6.

ipv6 address 2001:db08::100/64 unicast

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.2076.28.1.2.4.1.4.74.32.1.219.
1.4.1.2076.28.1.2.4.1.5.74.32.1.219.
1.4.1.2076.28.1.2.4.1.4.74.32.1.219.

NGNS
B b
e

8.0.0.
8.0.0.
8.0.0.

o oo
o oo
o oo
o oo
o oo
o oo
o oo
o oo
[ S
o oo
o OV O
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11 rPynnoBAA AAPECALINA

11.1 MNpasuna epynnoeoii adpecayuu (multicast addressing)

Hacmpolika multicast-tv vian (MVR)

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssVlanPortTable — 1.3.6.1.4.1.35265.1.139.3.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.6.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.7.{ifindex} 1 {tagged(l), untagged(2)}

Mpumep HacTpoiikn multicast-tv vlan 622 Ha uHTepdeiice GigabitEthernet 1/0/2 B pexxum tagged

Komannma CLI:
interface Gigabitethernet 1/0/2
switchport multicast-tv vlan 622 tagged

Komarzma SNMP:

snmpset -v2c -c private 192.168.1.
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.

0\
.2 u 622\
.2 11

~J o W

Hacmpolika ¢pyHKUuu epynnosol gpunbmpayuu

MIB: fssnp.mib
Ucnonb3syemble Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.16.0.1 1 {enabled(l), disabled(2)}

Mpumep BKAlOYEHUA GYHKUUM rPpynnoBon GuabTpaumum

Komannma CLI:
ip igmp snooping multicast-vlan enable

Komarnzma SNMP:
snmpset -v2c¢ -c¢ public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.16.0.1 1 1

Hacmpolika pexcuma obpabomku multicast-mpaguka

MIB: fssnp.mib

Ucnonb3syembie Tabnunupl: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.2.0 1 {ipbased(l), macbased(2)}

Mpumep HacTpoiikK pexxnma 06pabotku multicast-tpadpuka no IP-agpecy

Komannma CLI:
snooping multicast-forwarding-mode ip

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
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|1.3.6.1.4.1.2076.105.2.1.1.2.0 i 1

Hacmpolika yposHa KoHguU2ypayuu mexaHusmos 0bpabomkKu omnycKa (KoHguaypayus Ha ocHoge
VLAN unu Ha ocHose riopma)

MIB: fssnp.mib

Ucnonbayemble Tabamupi: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.4.0 1 {vlan-based(l), port-based(2)}

Mpumep HacTpoKkn 06paboTKuU KOHPUrypaumm Ha OCHOBE nNopTa

Komanpma CLI:
snooping leave-process config-level port

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.1.1.4.0 1 2

Hacmpolika nopmos, Ha Komopbix 06pabamesieatomca nosay4YyeHHblie penopmel

MIB: fssnp.mib

Ucnonbayemble Tabanybl: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.6.0 1 {non-router-ports(l), all-ports(2)}

Mpumep HacTPOIiKN 06PabOTKKN NONYUYEHHDbIX PENOPTOB Ha BCEX NOpTaX

Komaunnma CLI:
snooping report-process config-level all-Ports

Komarnzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.1.1.6.0 1 2

11.2 ®yHkyusa nocpedHuKka npomokona IGMP (IGMP Snooping)

BkatovyeHue/omknawveHue pabomel modyasa IGMP/MLD Snooping

MIB: fssnp.mib

Ucnonbayemble Tabauupi: fsSnooplnstanceGlobalTable — 1.3.6.1.4.1.2076.105.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.1.1.3.0 1 {start(l), shutdown(2)}

Mpumep oTKaoueHUa paboTtbl mogyna IGMP/MLD Snooping

Komanpma CLI:
shutdown snooping

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.1.1.3.0 i 2
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PaspeweHue/3anpewieHue ucrnosasbiosaHue pyHkyuu IGMP Snooping

MIB: fssnp.mib
Ucnonb3ayemble Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.105.2.2.1.3.0.1 1 {enabled(l), disabled(2)}

Mpumep paspewweHna ncnonb3osaHna GpyHkummn IGMP Snooping

Komanzma CLI:
ip igmp snooping

SNMP :
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.3.0.1 1 1

KomaHIer

PaspeweHue/3anpeweHue ucrnonb3osaHua @yHkuyuu IGMP Snooping KomMmymamopom 04
0aHHo20 uHmepgelica VLAN

MIB: fssnp.mib

Ucnonb3ayemblie Tabnunupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan_id}.1 i {notInService(2),
createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.4.0.{vlan id}.1 i {enabled(l), disabled(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan id}.1 i {active (1)}

Mpumep paspelseHna ncnonb3osaHua ¢pyHKkumumu IGMP Snooping ana nHtepdeiica vlian 3

Komanpma CLI:

ip igmp snooping vlan 3

Komarnzma SNMP:

snmpset -v2c -c¢ public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 5
snmpset -v2c¢ -c¢ public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.1 1 1
snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.2076.105.3.4.1.

12.0.3.1 1 1

Mpumep 3anpewseHns ucnonb3osaHua pyHkuum IGMP Snooping ana nnrepdeiica vian 3

Komanpma CLI:
no ip igmp snooping vlan 3

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.2076.105.3.4.1.

12.0.3.1 1 1
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OnpedesneHue nopmd, K KOmopomy NodKAoYeH Mapwpymu3amop MHo20a0pecHol paccblaiku 045
3a0aHHou VLAN

MIB: fssnp.mib

Ucnonbayemble Tabauupbi: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {notInService(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.11.0.{vlan-id}.1 x {portlist}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {active(l)}

Mpumep onpeaenenuns nopros GigabitEthernet 1/0/1, GigabitEthernet 1/0/7 kak nopToB, K KOTOpbIM
NOAK/IOYEeH MapLLPYTM3aTop MHOrOaApeCcHoM paccbiiku ana untepdeiica vlian 3

Komannma CLI:

vlan 3

ip igmp snooping mrouter Gigabitethernet 1/0/1,1/0/7
exit

Komarnma SNMP:

snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1
snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.11.0.3.1
snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1

N

0x8200

[

=

BkrtoyeHue/sbikarodeHue npouecca IGMP Snooping Immediate-Leave Ha uHmepaelice VLAN

MIB: fssnp.mib

Ucnonbayemble Tabauupi: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {notInService(2)}
snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.7.0.{vlan-id}.1 i {enabled(l), disabled(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {active(l)}

MNpumep BKkAoueHUna npouecca IGMP Snooping Immediate-Leave Ha uHTepdeiice vian 3

Komanpma CLI:

vlan 3

ip igmp snooping immediate-leave
exit

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.7.0.3.1 i 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 1
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BkntoyeHue/8biKao4YeHuUe nooOmMeHsbl KOMMYymamopom adpeca UCmMoYHUKA Ha 3a0aHHbIU IP-adpec
8 nakemax IGMP-report 8 ykazaHHom VLAN

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssSnoopVlanFilterTable — 1.3.6.1.4.1.35265.1.139.8.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.3.0.{vlan-id}.1 x {InetAddress}

Mpumep BKAIOYEHUA NOAMEHbI KOMMYTAaTOPOM ajpeca UCTOYHMKA Ha agpec 192.168.0.1 B nakertax
IGMP-report B vian 3

Komanzma CLI:

vlan 3

ip igmp snooping replace source-ip 192.168.10.1
exit

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.3.0.7.1 x "0xCO A8 0OA 01"

YcmaHo8Ka uHmMepsasaa epemeHU 8 CeKyHOax, Moc/ae Komopoz20 ycmpolicmeo omnpassasem
group-query Ha mrouter

MIB: fssnp.mib
Ucnonb3zyemble Tabauubi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.9.0.1 i {2-5}

Mpumep ycTaHOBKM UHTEpPBana B 5 CEKYHA,

Komanpma CLI:
ip igmp snooping group-query-interval 5

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.9.0.1 i 5

YcmaHo8Ka UHMepsana spemeHu, Mo ucmeyeHUu Komopo20 mrouter yodandemcsa, ecau He
nony4aem IGMP reports

MIB: fssnp.mib

Ucnonb3syemblie Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.6.0.1 1 {130-1225}

Mpumep ycraHoBKK MHTepBana B 200 ceKyHA,

Komannma CLI:
ip igmp snooping port-purge-interval 200

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.6.0.1 1 200
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BKaro4yeHuUe/8biKaA0YeHUe 0mnpasKu query 8o 8ce nopmsi

MIB: fssnp.mib

Ucnonbayemble Tabauupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.18.0.1 i {allports(l), nonrtrports(2)}

Mpumep BKAOYEHUA OTNPABKMU query BO BCe NOPThI

Komanpma CLI:
ip igmp snooping query-forward all-ports

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.18.0.1 1 1

3a0aHue uHmepsana, 0149 Komopozao IGMPv2 report 0149 00HOU U mol yce 2pynnel He bydym
repeHanpasnaeHsbl

MIB: fssnp.mib

Ucnonbayemble Tabanubi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.7.0.1 i {1-25}

Mpumep 3agaHuna nHTepBana B 10 ceKyHA,

Komannma CLI:
ip igmp snooping report-suppression-interval 10

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.7.0.1 1 10

Hacmpolika MaKcumansHo20 Koaudecmeda query, OMHOCAUWLUXCA K epynne, ompasneHHbIX Ha
mrouter

MIB: fssnp.mib

Ucnonbayemble Tabamupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.8.0.1 i {1-5}

Mpumep 3a4aHNA MaKCUMAZIbHOTO KOAMYeCTBa query B 5 naketos

Komanpma CLI:
ip igmp snooping retry-count 5

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.8.0.1 i 5
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PaspeweHue/3anpeweHue nepedayu query-nakemos Ha ycmpotlicmee

MIB: fssnp.mib

Ucnonb3ayemble Tabnunupli: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.13.0.1 1 {enabled(l), disabled(2)}

Mpumep paspelleHna nepegaum query-nakeTosB Ha yCTPoOCTBe

Komanzma CLI:
ip igmp snooping send-gquery enable

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.13.0.1 i 1

PaspeweHue/3anpewjeHue ucrnonb3o8aHua pyHKUUl punempayuu IGMP Ha uHmepgelicax

MIB: fssnp.mib

Ucnonb3zyemble Tabauubi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.15.0.1 1 {enabled(l), disabled(2)}

Mpumep paspelieHna ucnonb3oBaHUA GyHKumit dunbTpaumnmn IGMP Ha uHtepdeiicax

Komannma CLI:
ip igmp snooping filter

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.15.0.1 i 1

YecmaHoseka 3HayeHusa 802.1p 0na IGMP-nakemos, Komopble 6ydym Ucrnosa6308ambcs
Kommymamopom Ha uHmepgetice VLAN

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonb3syemble Tabnuupl: eltMeslssSnoopVlanFilterTable

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.1.0.{vlan-id}.1 1 {cos(0-7), disabled(255)}

Mpumep yctaHOBKM 3HauYeHUA 802.1p paBHomy 5 Ha nHTepdeiice vian 3

Komannma CLI:

vlan 3

ip igmp snooping cos 5
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.1.0.3.1 1 5
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YemaHoska sepcuu npomokona IGMP Ha uHmepgpetice VLAN

MIB: fssnp.mib

Ucnonbayemble Tabauupi: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.6.0.{vlan-id}.1 i {v1 (1), v2(2), v3(3)}

Mpumep ycTaHOBKM Bepcuun v2 Ha uHtepdeiice vian 3

Komanpma CLI:

vlan 3

ip igmp snooping version v2
exit

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.6.0.3.1 1 2

YcmaHo8uUmb MAKCUMasnbHOE 8peEMA 0mM8eMA HA 3arnpoc

MIB: fssnp.mib

Ucnonbayemble Tabnmupl: fsSnoopVlanFilterXTable — 1.3.6.1.4.1.2076.105.3.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.8.1.8.0.2.1 {vlan-id}.1 i {0..65025)

Mpumep ycTaHOBKM MaKCMMAJIbHOrO BpeMeHM OTBETA Ha 3anpoc 4 ceKyHAbl Ha uHTepdeiice vlian 3

Komannma CLI:

vlan 3

ip igmp snooping max-response-code 40
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.8.1.8.0.3.1 1 40

Hacmpoume sepcuto IGMP 018 nopma mapwpymusamopa 019 VLAN

MIB: fssnp.mib

Ucnonbayemble Tabnmupl: fsSnoopRtrPortTable — 1.3.6.1.4.1.2076.105.5.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.3.1.5.{ifIndex}.{vlan-1id}.1 i {v1(1l), v2(2), v3(3)}

Mpumep HacTpoiikn Bepcum v2 ana noprta GigabitEthernet 1/0/2 untepdeiica vlian 3

Komanma CLI:

vlian 3

ip igmp snooping mrouter-port Gigabitethernet 1/0/2 version v2
exit

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.3.1.5.2.3.1 1 2
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Bkntovyums/sbika0dums nodoepicky 8oida4u 3anpocos igmp-query Kommymamopom 8o VLAN

MIB: fssnp.mib

Ucnonb3ayemble Tabnuupl: fsSnoopVianFilterEntry — 1.3.6.1.4.1.2076.105.3.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {notInService(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.9.0.{vlan-id}.1 i {enabled(l), disabled(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 1 {active(l)

Mpumep BKAIOUEHUA NOALEPIKKMU BblgauM 3anpocoB igmp-query KommyTtatopom B vian 3

Komanzma CLI:

vlan 3

ip igmp snooping querier
exit

Komanzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.9.0.3.1 1 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1 1 1

YcmaHoska _malimayma, no _Komopomy cucmemd ommnpasasem OCHOB8HbIE 3anpocbl _8cem
Yy4YaCMHUKAm 2pynnsl MHO20a0pecHoU nepedayu 015 Mpo8ePKU UX AKMUBHOCMU

MIB: fssnp.mib

Ucnonbsyemble Tabnuubi: fsSnoopVlanFilterEntry — 1.3.6.1.4.1.2076.105.3.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-id}.1 i {notInService (2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.10.0.{vlan-id}.1 i (15-150)

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{v1lan-id}.1 i {active(l)}

Mpumep ycTaHOBKM TalimayTa Ha 100 ceKyHA,

Komanpma CLI:

vlan 3

ip igmp snooping query-interval 100
exit

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1
snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.10.0.3.1
snmpset -v2c -c public 192.168.1.30
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.1
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BkrtouyeHue/8biKarnYeHUe pexrcuma uabmpayuu Hesape2ucmpuposaHHo20 mpaguKka 8 VLAN

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssSnoopVlanFilterTable

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.2.0.{vlan_id}.1 i {enable (1), disable (2)}

Mpumep BKAOUEHUA pexuma GUAbTPALUKN He3aperncTpupoBaHHoro Tpaduka e vian 3

Komanpma CLI:

vlan 3

ip igmp snooping sparse-mode enable
exit

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.2.1.1.2.0.3.1 1 1

CoszdaHue/ydaneHue cmamuyeckol 3anucu 8 mabauye 2pynnosoli adpecayuu

MIB: fssnp.mib

Ucnonbayemble Tabanupi: fsSnoopVlanStaticMcastGrpTable — 1.3.6.1.4.1.2076.105.3.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.9.1.7.0.{vlan id}.1.4.0.0.0.0.4.{IP-address}i
{createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.9.1.6.0.{vlan id}.1.4.0.0.0.0.4. {IP-address} x
{portlist}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.9.1.7.0.{vlan i1d}.1.4.0.0.0.0.4.{IP-address} 1
{active (1)}

Mpumep co3gaHua cTaTUYecKon 3anucu ana rpynnoi 233.3.2.1 s vlan 3

Komannma CLI:

vlan 3

ip igmp snooping static-group 233.3.2.1 ports Gigabitethernet 1/0/1
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.9.1.7.0.3.1.4.0.0.0.0.4.233.3.2.1 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.9.1.6.0.3.1.4.0.0.0.0.4.233.3.2.1 x 80
snmpset -v2c -c public 192.168.1.30 \

3

1.3.6.1.4.1.2076.105.3.9.1.7.0.3.1.4.0.0.0.0.4.233.3.2.1 i

Mpumep yganeHna crtatmuecKoi 3anucu gasa rpynnbl 233.3.2.1 8 vlan 3

Komanpma CLI:
vlan 3

no ip igmp snooping static-group 233.3.2.1 ports Gigabitethernet 1/0/1
exit

KomarHnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.9.1.7.0.3.1.4.0.0.0.0.4.233.3.2.1 1 6
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Hacmpotika multicast-tv vian (MVR)

MIB: ELTEX-MES-ISS-VLAN-MIB.mib

Ucnonb3ayemble Tabnuupli: eltMeslssVlanPortTable — 1.3.6.1.4.1.35265.1.139.3.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.6.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.7.{ifindex} i {tagged(l), untagged(2)}

Mpumep HacTpoikn multicast-tv vlan 622 uHtepdeiice GigabitEthernet 1/0/2 B pexkum tagged

Komarnma CLTI:
interface Gigabitethernet 1/0/2
switchport multicast-tv vlan 622 tagged

Komarzma SNMP:
snmpset -v2c -c private 192.16
1.3.6.1.4.1.35265.1.139.3.1

8.1.3
.2.1.1.6
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.7

Paspewums Hacmpausame IGMP snooping Ha uHmepaelice

MIB: fssnp.mib

Ucnonb3ayemble Tabnuupl: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.11.{ifIndex}.1 i {createAndGo (4)}

Mpumep HacTpoiikn nHtepdeiica GigabitEthernet 1/0/2

Komanzma CLI OTCYTCTBYET, BHIIOJISHETCHS NpM JIIOOOM IIEePBOM HACTPOMKe MHTepbeMca

Komanzma SNMP:
snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.11.2.1 1 4

YoaneHue scex Hacmpoek IGMP snooping Ha uHmepdagelice

MIB: fssnp.mib

Ucnonbsyemble Tabnuupbl: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.11.{ifindex}.1 i {destroy(6)}

Mpumep ypaneHna HacTpoek Ha uHtepdeiice GigabitEthernet 1/0/2

Komanma CLI oOTCyTCTBYyET.

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.11.2.1 1 6

Hacmpolika oepaHu4eHuUsa no Koauyecmay 2pynn Ha uHmepgelice

MIB: fssnp.mib

112 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Ucnonbayemble Tabanupi: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.5.2.1 1 {none(0), groups(l), channels(2)} \
1.3.6.1.4.1.2076.105.5.1.1.6.2.1 u {limit}

Mpumep HacTpoKu orpaHuueHus B 13 rpynn Ha uHtepdelice GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2

ip igmp snooping limit groups 13
exit

Komangma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.5.2.1 1 1 \
1.3.6.1.4.1.2076.105.5.1.1.6.2.1 u 13

Hacmpolika gpunbmpayuu no filter-id Ha uHmepgelice

MIB: fssnp.mib

Ucnonbayemble Tabanupi: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.7.{ifIndex}.1 u {filter-id}

Mpumep HacTpoiikn dunbTpa c MHAeKcom 345 Ha uHtepdelice GigabitEthernet 1/0/2

Komanma CLI:
interface Gigabitethernet 1/0/2

ip igmp snooping filter-profileId 345
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.7.2.1 u 345

Hacmpolika pexcuma leave Ha uHmepaelice

MIB: fssnp.mib

Ucnonbsyemble Tabauupi: fsSnoopPortTable — 1.3.6.1.4.1.2076.105.5.1
snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.105.5.1.1.3.{1ifIndex}.1 i {explicithosttrack(l), fastleave(2),
normalleave (3) }

Mpumep HacTpoiikm pexkuma fast-leave Ha uHTepdeiice GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2

ip igmp snooping leavemode fastLeave
exit

KomarHnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.3.2.1 i 2

[pocmomp UHGOpMayuU 0 MHO20Ad0pPeCHbIX Mapwpymu3amopax 8 ykaszaHHou epynne VLAN

MIB: fssnp.mib
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Ucnonb3ayembie Tabnunupl: fsSnoopVlanRouterTable — 1.3.6.1.4.1.2076.105.3.3
snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.3.1.5.0.{v1lan-1d}.1

Mpumep npocmoTpa MHGOPMaLUN O MHOFOAAPECHbIX MapLIpyTU3aTopax B vian 3

Komannma CLI:
show ip igmp snooping mrouter vlan 3

Komarzma SNMP:
snmpget -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.3.1.5.0.3.1

[pocmomp UHopMayuu 0 MHO20A0PECHbIX 2pYNax, y4acmayrouwux 8 2pynmnosoli paccolake

MIB: fssnmp.mib

Ucnonb3ayembie Tabnnupi: fsSnoopVlanMcastGroupTable — 1.3.6.1.4.1.2076.105.3.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.5.1.7.0.{v1lan-id}.1

Mpumep npocmoTpa MHGOPMaLUKM O MHOFOAAPECcHbIX rpynnax B vian 3

Komanpma CLI:
show ip igmp snooping groups vlan 3

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.5.1.7.0.3.1

BKﬂfO'—IEHUE/GbIK/HO‘-IGHue ombpacsisaHua Query Ha uHmepdgelice

MIB: fssnp.mib

Ucnonb3syemble Tabnuupl: fsSnoopVlanFilterXEntry — 1.3.6.1.4.1.2076.105.3.8.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.8.1.10.0.{vlan}.1l x {portlist}

Mpumep BKAloueHua otbpacbiBaHMAa Query Ha uHTepdeicax GigabitEthernet 1/0/2, GigabitEthernet
1/0/16 v Port-Channel 1 ana unrepdeiica vlan 2

Komannma CLI:

vlan 2

ip igmp snooping blocked-router Gigabitethernet 1/0/2,1/0/16 port-channel 1
exit

Komanper SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.8.1.10.0.2.1 x 0x500100000000000080

11.3 MLD Snooping — npomoKosa KOHMpoasa MHo20a0pecHo20 mpaguka e IPve

BkntoyeHue/sbiknoyeHue MLD Snooping
MIB: fssnp.mib

Ucnonb3ayemble Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
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1.3.6.1.4.1.2076.105.2.2.1.3.0.2 i {enabled(l), disabled(2)}

Npumep BrAoueHus MLD Snooping

Komarnma CLI:
ipv6e mld snooping

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.3.0.2 i 1

PaspeweHue/3anpewieHue UCnonb308aHusa GyHKUuu MLD Snooping KoMmmymamopom 071
0aHHo20 UuHmepgetica VLAN

MIB: fssnp.mib

Ucnonbayemble Tabauupbl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan id}.2 i {notInService(2),
createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.4.0.{vlan_id}.2 i {enabled(l), disabled(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan id}.2 i {active (1)}

Mpumep paspelueHna ncnonb3oBaHma ¢pyHKkuumn MLD Snooping ana nntepdeiica vian 3

Komanma CLI:
vlan 3

ipv6 mld snooping
exit

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.2 1 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 1

Mpumep 3anpelteHns ncnonb3osaHua pyHkuum MLD Snooping ana nHtepodeiica vian 3

Komarnnma CLI:
vlan 3

no ipvé mld snooping
exit

Komaunnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.4.0.3.2 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 1

Mpumep 3anpeweHUs MUCNOJIb30BaHUA U yAaneHUA Bcex HacTtpoek ¢PyHKuum IGMP Snooping ansa
uHTepdeica vian 3

Komanma CLI:

vlan 3

no ipve6 mld snooping
#TODO

exit
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Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 6

YcmaHoska malimayma, no Komopomy cucmema omnpasasem OCHO8HbIE query-3anpocsl

MIB: fssnp.mib

Ucnonb3ayemble Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.9.0.2 i {2-5}

Mpumep ycTaHOBKM MHTEpBaNa B 5 ceKyHA

Komannma CLI:
ipv6 mld snooping group-query-interval 5

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.9.0.2 1 5

YcmaHogsKa epemeHuU oxcudaHuUa o4UCmKU Nopma omcaexcusaroue2o mapwpymusamopa MLD,
rnocse Komopo2o nopm yoangemcs, ec/u He noay4yeHsl controlpackets mapwpymusamopom MLD

MIB: fssnp.mib

Ucnonbayemble Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.5.0.2 i {60-600}

Mpumep yCTaHOBKM BpeMeHU OXNAAHUA OYUCTKKU nopTa B 150 cekyHAa

Komanpma CLI:
ipv6 mld snooping mrouter-time-out 150

Komanzma SNMP:
snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.5.0.2 i 150

3a0aHuUe UuHmepsasaa spemMeHU oYUCmKU nopma omcaexcusaHua MLD, nocane Kkomopo2o nopm
yoansaemcs, ecau MLD-reports He nosay4YeHsl

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.6.0.2 i {130-225}

Mpumep ycTaHOBKM BpeMeHU OXKUAAHUA OUUCTKM nopTa B 200 ceKyHA,

Komanpma CLI:
ipvé mld snooping port-purge-interval 200

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.6.0.2 1 200

116 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

BkrtoueHue/sbiKaroYeHUe hyHKUUU proxy-report Ha ycmpolicmae

MIB: fssnp.mib

Ucnonbayemble Tabauupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.4.0.2 1 {enabled(l), disabled(2)}

Mpumep ycraHoBKU BpemeHu B 200 ceKyHp,

Komanpma CLI:
ipv6 mld snooping proxy-reporting

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.4.0.2 1 1

BKfIiO"IEHUE/BbIKfHO"IE’HUE omiIpaeKu query 8o ece nopmel

MIB: fssnp.mib

Ucnonbayemble Tabamupbi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.18.0.2 1 {all-ports(l), non-rtr-ports(2)}

Mpumep BKIOUYEHUA OTAPABKMU query BO BCe NOPTbl

Komanma CLI:
ipv6 mld snooping query-forward all-ports

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.18.0.2 i 1

YcmaHoska spemeHH020 UHMepsana 3anpemad nepedayu MLDvSnooping-reports, 8 meyeHue

Komopoz2o coobuweHus omyemos MLDvl He 6ydym nepeHanpasaamecd HA 1opmol

Mapuwpymusamopa 0718 mol xce 2pynnbl

MIB: fssnp.mib

Ucnonbayemble Tabamupi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.7.0.2 1 {1-25}

Mpumep 3agaHuna nHTepeana B 10 ceKyHpa,

Komanpma CLI:
ipv6 mld snooping report-suppression-interval 10

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.7.0.2 i 10
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YemaHo8Ka MaKcUMasibHO20 Kosau4Yecmeda 2pyrrnossix 3anpocos, omnpasaaemsix Ha nopm npu
noay4yeHuu coobuwieHua MLDv1

MIB: fssnp.mib

Ucnonb3ayemble Tabnunupl: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.8.0.2 1 {1-5}

Mpumep 3agaHMA MaKCMMabHOFO KOIMYECTBA 3aNpocos B 5 naketos

Komanzma CLI:
ipvé mld snooping retry-count 5

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.8.0.2 i 5

Bkaroyume ¢pyHKUUKO nepedayu 3anpocos MLD npu usmeHeHUU momnoso2uu

MIB: fssnp.mib

Ucnonb3zyemble Tabauubi: fsSnooplnstanceConfigTable — 1.3.6.1.4.1.2076.105.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.2.2.1.13.0.2 i {enabled(l), disabled(2)}

Mpumep paspelleHns nepegaum query-nakeToB Ha yCTPocTBe

Komanpma CLI:
ipv6 mld snooping send-query enable

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.2.2.1.13.0.2 1 1

[Mpussa3Ka nopma omcaexcusarowe2o0 mapwpymuzamopa MLD k VLAN

MIB: fssnp.mib

Ucnonb3ayembie Tabnunupli: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{vlan-1id}.2 1 {notInService (2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.11.0.{vlan-id}.2 x {portlist}
snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{v1lan-id}.2 i {active(l)}

Mpumep onpeaenenuns noprtos GigabitEthernet 1/0/1, GigabitEthernet 1/0/7 Kak nopToB, K KOTOpPbIM
NOAKNIOYEH MapLUPYTU3ATOP MHOroaApPecHOM paccbiiku anA uHTepdeca vian 3

Komanpma CLI:

vlan 3

ipv6e mld snooping mrouter Gigabitethernet 1/0/1,1/0/7
exit

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 2
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snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.11.0.3.2 x 0x8200
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.3.2 1 1

Hacmpolika sepcuu omcnaexcusaHua MLD e VLAN

MIB: fssnp.mib

Ucnonbayemble Tabnmupl: fsSnoopVlanFilterTable — 1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.6.0.{vlan-id}.2 i {v1(1l), v2(2), v3(3)}

Mpumep yctaHoBKM Bepcumn v1 Ha uHtepdeiice vian 3

Komarnma CLI:

vlan 3

ip igmp snooping version vl
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.6.0.3.2 1 1

11.4 ®yHkyuu o2paHuveHua multicast-mpaguka

Co30aHue multicast-npogunsa

MIB: fstac.mib

Ucnonbsyemble Tabnunupl: fsTacMcastProfileTable — 1.3.6.1.4.1.29601.2.8.2.1, fsTacMcastPrfFilterTable
— 1.3.6.1.4.1.29601.2.8.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.1.1.5.{profile-id}.1 i {createAndWait(5)}

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.8.2.1.1.3 1 {permit(l), deny (2)}

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.2.1.6.{profile-id}.1.4.{start-ipl}.{start-ip2}.{start-
ip3}.{start-ip4}.4.{end-ipl}.{end-ip2}.{end-ip3}.{end-ip4}.4.0.0.0.0.4.0.0.0.0
i {active(l)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.1.1.5.{profile-id}.1 1 {activate{l}}

Mpumep HacTpoiiku npodunsa c uHgekcom 1234

Komanpma CLI:

ip mcast profile 1234
permit

range 233.3.2.1 233.3.2.2
profile active

exit

KomarHnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.8.2.1.1.5.1234.1 i 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.8.2.1.1.3.1234.1 i 1
snmpset -v2c -c public 192.168.1.30 \
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1.3.6.1.4.1.29601.2.8.2.2.1.6.1234.1.4.233.3.2.1.4.233.3.2.2.4.0.0.0.0.4.0.0.0.
014

snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.29601.2.8.2.1.1.5.1234.1 1 1

YoaneHue multicast-npogunsa

MIB: fstac.mib

Ucnonb3ayembie Tabnuupl: fsTacMcastProfileTable — 1.3.6.1.4.1.29601.2.8.2.1, fsTacMcastPrfFilterTable
—1.3.6.1.4.1.29601.2.8.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.8.2.1.1.5.{profile-id}.1 1 {destroy(6)}

Mpumep yaaneHua npopunsa c uHaekcom 1234

Komannma CLI:
no ip mcast profile 1234

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.8.2.1.1.5.1234.1 1 6

[MpusasbisaHuUe multicast-npoguna K vlian

MIB: fssnp.mib

Ucnonb3zyemble Tabamubl: fsSnoopVlanFilterXTable — 1.3.6.1.4.1.2076.105.3.8, fsSnoopVlanFilterTable —
1.3.6.1.4.1.2076.105.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{v1lan-id}.1 1 2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.3.8.1.6.0.{vlan-id}.1 u {profile index}
snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.2076.105.3.4.1.12.0.{v1lan-id}.1 1 1

Mpumep npusasbiBaHuA npoduna c uHaeKcom 1234 K vian 2

Komannma CLI:

vlan 7

ip igmp snooping multicast-vlan profile 1234
exit

Komaunzma SNMP:

snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.7.1 1 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.8.1.6.0.7.1 u 1234
snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.3.4.1.12.0.7.1 1 1
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11.5 Aemopu3sayusa IGMP join c nomowibro RADIUS-cepsepa

BknroueHue asmopusayuu IGMP 2no0banbHo

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonbayemble Tabauupbi: eltMeslssSnoopConfigs — 1.3.6.1.4.1.35265.1.139.8.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.4.1.0 1 {true(l) | false(2)}

Npumep BrkAoueHnsa IGMP aBTopusauum rnob6anbHo

Komanpma CLI:
snooping authentication

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.4.1.0 1 1

UsmeHeHUe malimayma cache-mabauuybl

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonbayemble Tabauupbi: eltMeslssSnoopConfigs — 1.3.6.1.4.1.35265.1.139.8.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.4.2.0 1 {timeout}

Mpumep HacTpoiiku TaiimayTta ana cache-tabanubi 1000 cekyHp,

Komannma CLI:
snooping authentication cache-time 1000

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.4.2.0 i 1000

BraroyeHue asmopusayuu IGMP Ha uHmepgelice

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1,
fsSnoopPortEntry — 1.3.6.1.4.1.2076.105.5.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.105.5.1.1.11.{ifindex}.1 1 {create and go(4) | destroy(6)} \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.3.{ifindex}.1 i {none(l) | radius(2)}

Mpumep BraoueHns IGMP asTopusaumnmn Ha uHtepdeiice GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2
ip igmp snooping authentication radius

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.105.5.1.1.11.2.1 1 4 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.3.2.1 1 2
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BkarovyeHue napamempa required Ha uHmepaelice

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonb3ayemble Tabnunupl: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.4.{ifindex}.1 i {true(l)| false(2)}

Mpumep BKAlOUeHMA NnapameTpa required Ha untepdeiice GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2
ip igmp snooping authentication radius required

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.4.2.1 1 1

BkrroyeHue napamempa forward-first Ha uHmepaelice

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.5.{ifindex}.1 i {true(l)| false(2)}

Mpumep BKAOYEHUA NnapameTpa required Ha nHTepdeiice GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2
ip igmp snooping authentication forward-first

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.5.2.1 i 1

[pussasKa exception-npoguneli K uHMepgelicy

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib
Ucnonb3ayemblie Tabnuupli: eltMeslssSnoopAuthPortEntry — 1.3.6.1.4.1.35265.1.139.8.1.3.2.1

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.6.{ifindex}.1 i {profile-id}

Mpumep npusasku mcast-profile 1 k uutepdelicy GigabitEthernet 1/0/2

Komannma CLI:
interface Gigabitethernet 1/0/2
ip igmp snooping authentication exception mcast profile 1

Komanzma SNMP:
snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.2.1.6.2.1 u 1
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/",-f‘ Co3spaaHue npoduneii nponssoauUTca B NyHKTe « PyHKUMM orpaHuyeHunsa multicast-

TpaduKa».

Mpocmomp cache-mabauybl

MIB: ELTEX-MES-ISS-SNOOP-MIB.mib

Ucnonbayemble Tabauupl: eltMeslssSnoopAuthCacheTable — 1.3.6.1.4.1.35265.1.139.8.1.3.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.8.1.3.3

Npumep npocmotpa cache-tabaunubl IGMP-asTopusaumum

Komannma CLI:
show ip igmp snooping authentication cache

Komarnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.8.1.3.3

11.6 KoHdopuzypayusa IGMP proxy

BrnroyeHue mooyna IGMP

MIB: fsigmp.mib
Ucnonbayemble Tabamupi: fsigmpGlobalStatus — 1.3.6.1.4.1.2076.36.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.36.1.1.0 1 {enabled(l) | disabled(2)}

Mpumep BrkAtoYeHUa moayna IGMP rnobanbHo

Komanma CLI:
set ip igmp enable

Komarnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.36.1.1.0 1 1

BknroyeHue ¢pyHKkuuu IGMP proxy 21060s1b6HO

MIB: fsigp.mib
Ucnonbayemble Tabanupl: fsigmpproxyStatus — 1.3.6.1.4.1.2076.124.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.124.1.1.0 1 {enabled(l) | disabled(2)}

Mpumep BKkAtoYeHUA GyHKUMM IGMP proxy rnobanbHo

Komanma CLI:
ip igmp proxy-service

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.124.1.1.0 1 1
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BkarouyeHue mooyna IGMP Ha interface vlian

MIB: fsigmp.mib
Ucnonb3ayembie Tabnanupi: fsigmplnterfaceTable — 1.3.6.1.4.1.2076.36.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.36.1.4.1.2.{ifindex} 1 {up(l) | down(2)}

Mpumep BrkAoYeHUa moayna IGMP Ha interface vian 100

Komangma CLI:
interface vlan 100
set ip igmp enable

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.36.1.4.1.2.92 1 1

BknroyeHue ¢pyHKkyuu IGMP fast-leave Ha interface vlan

MIB: fsigmp.mib
Ucnonb3zyemble Tabauubi: fsigmplinterfaceTable — 1.3.6.1.4.1.2076.36.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.36.1.4.1.3.{ifindex} i {enable(l) | disable(0)}

Mpumep BrkAOUeHUA PyHKUMU IGMP fast-leave Ha interface vian 100

Komanma CLI:
interface vlan 100
ip igmp immediate-leave

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.36.1.4.1.3.92 1 1

HasHayeHue upstream-uHmepaelica IGMP proxy

MIB: fsigp.mib
Ucnonb3ayembie Tabnunupl: fsigmpProxyRtrifaceTable — 1.3.6.1.4.1.2076.124.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.124.2.1.1.7.{ifindex} i {create and go(4) | destroy(6)}

Mpumep BKkAOUYeHUa moayna IGMP Ha interface vian 100

Komauma CLTI:
interface vlan 100
ip igmp-proxy mrouter

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.124.2.1.1.7.92 1 4
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lpocmomp mabauusl ip igmp forwarding-database

MIB: fsigp.mib
Ucnonbayemble Tabanupi: fsigmpproxyMRoute — 1.3.6.1.4.1.2076.124.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.124.3

MNpumep KomaHAbl AnA npocmoTpa Tabauupbl IGMP forwarding-database

Komarnma CLI:
show ip igmp-proxy forwarding-database

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.124.3
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12 ®YHKUWU YNPABJIEHUA

12.1 MexaHu3sm AAA

3adaHue pexcum aymeHmuguKkayuu npu HE803MOMHOCMU a8MOopU3auUU Ha cepgepe

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonb3ayemble Tabnunupl: eltMeslssAaaGlobalConfig — 1.3.6.1.4.1.35265.1.139.7.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.5.0 1 {chain(l) | break(2)}

Mpumep ycTaHOBKM meToaa ayTeHTUdMKaumm chain

Komanma CLI:
aaa authentication mode chain

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.5.0 1 1

Hacmpoume cnucok cepsepos AAA

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonb3zyemble Tabauubl: eltMeslssAaaGlobalConfig — 1.3.6.1.4.1.35265.1.139.7.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.4.{1list name length}.{list name in

dec}.{entry index(1-3)} 1 {active(l) | create and go(4) | destroy(6)} \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.{1ist name length}.{list name in
dec}.{entry index(1-3)} i {local(l) | radius(2) | tacacs(3)}

Mpumep co3aaHMA cNUCKaA cepBepoB C Ha3BaHUEeM «aaa»

Komaunma CLT:

aaa authentication user-defined aaa local radius tacacs
Komanma SNMP:

snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.4.3.97.97.97.1 1 4 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.3.97.97.97.1 1 1 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.3.97.97.97.2 i 2 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.3.3.97.97.97.3 1 3
Mpumep yganeHna cnucka cepeepos ¢ HasBaHUEM «aaa»

Komangma CLI:

no aaa authentication list aaa

Komarzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.4.3.97.97.97.3 i 6 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.4.3.97.97.97.2 i 6 \
1.3.6.1.4.1.35265.1.139.7.1.1.6.1.1.4.3.97.97.97.1 1 6
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[Mpussazames crnucoK cepsepos AAA K mepmuHany

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonbayemble Tabauubl: eltMeslssAaalineLoginAuthenticationTable — 1.3.6.1.4.1.35265.1.139.7.1.2.1,
eltMeslssAaalineEnableAuthenticationTable — 1.3.6.1.4.1.35265.1.139.7.1.2.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.7.1.2.1.1.2.{console(l) | telnet(2) | ssh(3)} s {list
name }
1.3.6.1.4.1.35265.1.139.7.1.2.2.1.2.{console(l) | telnet(2) | ssh(3)} s {list
name }

Mpumep npuBA3KK cnucka cepsepoB AAA K TepmuHany telnet

Komanma CLT:
line telnet
aaa authentication login aaa
aaa authentication enable aaa

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.35265.1.139.7.1.2.1.1.2.2
1.2.2

1. aaa
1.3.6.1.4.1.35265.1.139.7.1.2.2.

S
S aaa

Mpumep oTBA3KM cnUcKa cepsepoB AAA oT TepMmuHana telnet

Komanzma CLI:
line telnet
no aaa authentication login
no aaa authentication enable

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.2.1.1.2.2 s default
1.3.6.1.4.1.35265.1.139.7.1.2.2.1.2.2 s default

Paspewumb asmopu3ayuto KoMmaHO 018 KoHconu, Telnet, SSH

MIB: ELTEX-MES-ISS-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssAaaCommandAuthorizationTable — 1.3.6.1.4.1.35265.1.139.7.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.4.1.2.{privilege(1-15)} i {local(l),
remoteTacacs (2), tacacsFallbackToLocal (3) }

Mpumep HaCTPOIKM aBTOPU3aL MU KOMAHA, NONb30BaTeNA C YypOBHEM nNpusuneruii 6 Ha cepsepe TACACS,
a Npu ero HeO0CTYNMHOCTU — NOKaJIbHO

Komangma CLI:
aaa authorization command 6 tacacs local

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.4.1.2.6 1 3
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Paspewums asmopusayuto KomaHo 0714 KoHconu, Telnet, SSH Ha yposHe line

MIB: ELTEX-MES-ISS-MIB.mib

Ucnonb3ayembie Tabnunupl: eltMeslssAaalineCommandAuthorizationTable —
1.3.6.1.4.1.35265.1.139.7.1.2.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.2.4.1.2.{console(l), telnet(2), ssh(3
{local (1), remoteTacacs(2), tacacsFallbackToLocal (3), global (255)

)i

1

Mpumep HaCTPOMKMU aBTOPU3ALMM KOMAHA, NO/1Ib30BaTeNA C YpOBHEM NpuBuaerui 6 Ha cepsepe TACACS,
a nNpu ero HeAOCTYNHOCTU — NIOKANbHO

Komanma CLI:

line telnet

aaa authorization command tacacs local
exit

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.2.4.1.2.2 1 3

12.2 lipomokon TACACS+

YcmaHoska ampubyma port 8 hopmame cmpoKu, orpedeaneHHol noas3osamenem

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonb3syemble Tabnuupl: eltMeslssAaaTacacsAttrPortFormat — 1.3.6.1.4.1.35265.1.139.7.1.1.2.2.1.1.2
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.2.2.1.1.2.{console(1l), telnet(2), ssh(3)} s

{cTpoxka}

Mpumep HacTpoiiku aTpubyTta gna telnet

Komanpma CLI:
tacacs attributes port telnet vty3%n

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.2.2.1.1.2.2 s vty%n

YecmaHoska memoOda aymeHmugukayuu 019 TACACS+

MIB: ELTEX-MES-ISS-AAA-MIB.mib

Ucnonb3syemble Tabnunupl: eltMeslssAaaTacacsGlobalConfig — 1.3.6.1.4.1.35265.1.139.7.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.7.1.1.2.1.0 1 {ascii(l) | pap(2)}

MNpumep metoaa ayteHTudUKauum ana TACACS+

Komanpma CLI:
tacacs-server authentication type ascii

Komarnnma SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.7.1.1.2.1.0 1 1
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12.3 lMpomokon RADIUS

Hacmpolika 3Ha4yeHua NAS-ID

MIB: radauth.mib

Ucnonbayemble Tabnmupi: radiusAuthClient — 1.3.6.1.2.1.67.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.67.1.2.1.1.1.0 s "{name}"

Npumep npocmoTpa cache-tabaunubl IGMP-asTopusauum

Komangma CLI:
radius attributes nas-id user-defined SW3

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.67.1.2.1.1 s SW3

Hacmpolika Radius-cepsepa

MIB: fsradius.mib
Ucnonbzyemble Tabanybl: radiusExtServerTable — 1.3.6.1.4.1.2076.25.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.25.1.3.1.8.{radius-server index (1-5)} i {active(l),
createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.25.1.3.1.2.{radius-server index (1-5)} a {Radius-server IP
address}

1.3.6.1.4.1.2076.25.1.3.1.3.{radius-server index (1-5)} i {auth (1), acct

(2), both (3)}

1.3.6.1.4.1.2076.25.1.3.1.4.{radius-server index (1-5)} s "secret key"
1.3.6.1.4.1.2076.25.1.3.1.5.{radius-server index (1-5)} i1 {enabled (1),
dlsabled (2), destroy (3)}

1.3.6.1.4.1.2076.25.1.3.1.6.{radius-server index (1-5)} 1 (1 .. 120)
1.3.6.1.4.1.2076.25.1.3.1.7.{radius-server index (1-5)} 1 (1 .. 254)

Mpumep HacTpoiikm Radius-cepBepa c yKasaHuem ip u secret key

Komanpma CLI:
radius-server host 192.168.10.70 key SbcjKOhfrI6BODDvInWnZLepKmSggGrw

Komarnma SNMP:

snmpset -v2c -c private 192.168.1
snmpset -v2c -c private 192.168.1
192.168.10.70 \

1.2076.25.1.3.1.8.1 1 5

.30 1.3.6.1.4
.30 1.3.6.1.4.1.2076.25.1.3.1.2.1 a

1.3.6.1.4.1.2076.25.1.3.1.3.1 i 1 \

1.3.6.1.4.1.2076.25.1.3.1.4.1 s "9bcjKOhfrI6BODDvINWnZLepKmSggGrw" \
1.3.6.1.4.1.2076.25.1.3.1.5.1 i 1 \

1.3.6.1.4.1.2076.25.1.3.1.6.1 i 10 \

1.3.6.1.4.1.2076.25.1.3.1.7.1 i 3 \

snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.2076.25.1.3.1.8.1 i 1

Mpumep yaaneHusa Radius-cepsepa

Komanma CLI:
no radius-server host 192.168.10.70
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KomaHna

SNMP :

snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.2076.25.1.3.1.8.1 1 6

12.4 Cnucku docmyna ACL 0na ynpaeneHus ycmpolicmeom

O2paHuyums ynpasaeHue ycmpolicmseom no 3a0aHHOMY ¢uaempy docmyna

MIB: ELTEX-MES-ISS-IP-MIB

Ucnonb3syemble Tabnuupl: eltMeslsslpAuthMgrEntry — 1.3.6.1.4.1.35265.1.139.24.1.2.1.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.24.1.2.1.1.8.{ipv4 (1)
ipv6e (16) }.{IpAddr}.{PrefixLength} i

createAndGo (4), createAndWait (5),

{active (
destroy (6) }

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.24.1.2.1.1.4.{ipv4 (1),

1),

ipv6 (16) }.{IpAddr}.{PrefixLength} x {PortList}
snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.24.1.2.1.1.5.{ipv4 (1),

ipv6 (16) }.{IpAddr}.{PrefixlLength} x {VlanList}
snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.139.24.1.2.1.1.7.{ipv4 (1),
ipv6 (16) }.{IpAddr}.{Prefixlength} i {snmp(l),

ssh(16) }

Mpumep HacTpoiiku ACL ana IPve-agpeca

ipv6(2) }. {ipv4 (4),
notInService (2), notReady(3),

ipv6 (2) }.{ipv4 (4),

ipv6 (2) ). {ipv4 (4),

ipv6e (2)}.{ipv4 (4),

telnet{2}, http(4), https(8),

KomaHma

CLI:

authorized-manager ip-source £d00:: 16

KomaHna

SNMP :

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.8.2.16.253.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.16

i4

Mpumep HacTpoiiku ACL ana IPv4-agpeca c ykasaHuem uHtepdeiicos, VLAN n cepsucos

Komanna

authorized-manager ip-source 192.168.0.0 255.

CLI:

255.255.0 interface

Gigabitethernet 1/0/3 vlan 10 service telnet ssh

Komarnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.8.1.4.192.168. .24 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.4.1.4.192.168. .24 0x20
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.5.1.4.192.168. .24 0x0040
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.7.1.4.192.168. .24 18
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.24.1.2.1.1.8.1.4.192.168. .24 1
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13 3EPKAJIMPOBAHUE NOPTOB

HacmpolKa 3epKanupo8aHusa rnopmos

MIB: fsiss.mib

Ucnonbayemble Tabanupi: issMirror — 1.3.6.1.4.1.2076.81.3,
issMirrorCtrlExtnTable — 1.3.6.1.4.1.2076.81.3.6,
issMirrorCtrlExtnSrcTable — 1.3.6.1.4.1.2076.81.3.7,
issMirrorCtrlExtnDestinationTable — 1.3.6.1.4.1.2076.81.3.9

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.3.1.0 i {disable(l), enable(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy (6)} \

1.3.6.1.4.1.2076.81.3.6.1.2.{session-1id} 1 1 \

1.3.6.1.4.1.2076.81.3.7.1.2.{session-id}.{ifindex-source} i {add(1l),
delete(2)} \

1.3.6.1.4.1.2076.81.3.7.1.3.{session-id}.{ifindex-source} 1 {rx{1l}, tx{2},
both{3}} \

1.3.6.1.4.1.2076.81.3.9.1.2.{session-id}.{ifindex-destation} i {add(1l),
delete(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy(6) }

Mpumep 3epKanupoBaHua Tpaduka c uHtepdelicos GigabitEthernet 1/0/5-6 Ha untepdeiic
GigabitEthernet 1/0/10

Komanzma CLI:

monitor session 2 source interface Gigabitethernet 1/0/5 both
monitor session 2 source interface Gigabitethernet 1/0/6 both
monitor session 2 destination interface Gigabitethernet 1/0/10

Komarnzma SNMP:
snmpset -v2c -c private
1.3.6.1.4.1.2076.81.3.
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NapameTp session-id moxeT 6bITb YMCAOM B AnanasoHe 1-4.

Hacmpolika 3epkaauposaHus eo VLAN

MIB: fsiss.mib

Ucnonbayemble Tabanupi: issMirror — 1.3.6.1.4.1.2076.81.3,
issMirrorCtrlExtnTable — 1.3.6.1.4.1.2076.81.3.6,
issMirrorCtrlExtnSrcTable — 1.3.6.1.4.1.2076.81.3.7,
issMirrorCtrlExtnDestinationTable — 1.3.6.1.4.1.2076.81.3.9
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snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.81.3.1.0 1 {disable(l), enable(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy(6)} \

1.3.6.1.4.1.2076.81.3.6.1.2.{session-1d} 1 1 \

1.3.6.1.4.1.2076.81.3.6.1.3.{session-id} i {source-vlan(l), destination-
vlan(2), disabled(3)} \

1.3.6.1.4.1.2076.81.3.6.1.4.{session-1d} 1 {vlan} \

1.3.6.1.4.1.2076.81.3.7.1.2.{session-id}.{ifindex-source} i {add(l),
delete(2)} \

1.3.6.1.4.1.2076.81.3.7.1.3.{session-id}.{ifindex-source} i {rx{1l}, tx{2},
both (3)} \

1.3.6.1.4.1.2076.81.3.9.1.2.{session-id}.{ifindex-destination} i {add (1),
delete(2)} \

1.3.6.1.4.1.2076.81.3.6.1.6.{session-id} i {Active(l), Create and wait(5),
Destroy (6) }

Mpumep 3epkanuposaHua Tpaduka c uHTepdeiica GigabitEthernet 1/0/5 Ha untepdeiic GigabitEthernet
1/0/10 Bo vlan 100

KomaHza
monitor
monitor
monitor

KomaHza
snmpset

1.3.6.1.
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CLT:

session 2 source interface Gigabitethernet 1/0/5 both
session 2 destination interface Gigabitethernet 1/0/10
session 2 destination remote vlan 100

SNMP :
-v2c -c private
.1.2076.81.3.
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Mapamertp session-id moxkeT 6bITb UNC/IOM B AnanasoHe 1-4.
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14 ®YHKUMU OUATHOCTUKN PUSUYECKOIO YPOBHA

14.1 AuazHocmuka medHoz20 Kabens

3anyck dugzHocmuKku medHo20 Kabesns

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabnuupi: riPhyTestSetTable — 1.3.6.1.4.1.35265.52.1.2.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.1.1.1.{ifIndex} i 1

Mpumep 3anycka gMarHocTMkm ¢ nopta GigabitEthernet 1/0/12

Komanma CLI:
test cable-diagnostics Gigabitethernet 1/0/12

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.1.1.1.12 1 1

MoHuUmMopuHa2 cocmosaHUA QUua2HOCMUKU MedHo20 Kabens

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabanybl: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.2.{ifIndex}

Mpumep 3anycka NPOCMOTPa COCTOAHUA AUAarHOCTUKKM Ha nopty GigabitEthernet 1/0/12

Komanma CLI:
test cable-diagnostics Gigabitethernet 1/0/12

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.2.12

/ Bo3MoxcHbI criedyroujue 3Ha4YeHus:

1 — lNopT He aKTUBEH;

2 — [ilnarHocTMKa nposeaeHa yCneLwHo;
3 — [AnarHoCTUKa He 3aKOHYEeHa;

4 — He noapaeprkuBaerca;

5 — He yaanocb 3anyctutb;

6 — [lnarHocTMKa npepBaHa;

7 — OwnbKa ANMArHOCTUKMU.

lpocmomp damel Qua2HOCMUKU MedHo20 Kabensa

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabnuupi: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.5.{ifIndex}
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Mpumep npocmoTpa gaTtbhl AUArHOCTUKY Ha nopTy GigabitEthernet 1/0/12

Komannma CLTI:
test cable-diagnostics Gigabitethernet 1/0/12

Komanzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.5.12

N3mepeHue 0auHbl nap

MIB: ELTEX-PHY-MIB.mib

Ucnonb3syembie Tabnunupl: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.{ifindex}.{Tmun nmapamerpa}

Mpumep npocmoTpa gAnHbI Napbl A Ha nopTy GigabitEthernet 1/0/12

Komanpma CLI:
test cable-diagnostics Gigabitethernet 1/0/12

Komaunnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.12.17

/ Bo3Moi#(HbI cedyowiue munel napamempos:

17 — OnvHa napbl A;
18 — OnuvHa napsl B;
19 — OnuHa napsbi C;
20 — AnuvHa napsbl D.

[Mpocmomp uHgopMayUU 0 KOPOMKOM 3AMbIKAHUU 0 Napam

MIB: ELTEX-PHY-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.{ifindex}.{T™un nmapameTpa}

Mpumep npocmoTtpa MHGOpMaLumn 0 3ambiKaHUM Ha nape A 3a noptom GigabitEthernet 1/0/12

Komannma CLT:
test cable-diagnostics Gigabitethernet 1/0/12

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.12.1

/ Tunsl napamempoas:

1 — napaA;
2 — napa B;
3 —napaC;
4 — napa D.

Bo3MoOXKHbI cneaylowme sHaYeHUA:

0 — 3amblikaHMe nNapbl OTCYTCTBYET;
1 — 3ambiKaHue napbol.
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lpocmomp uHopmauuu o paspsige No Napam

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabnuupl: eltexPhyTestGetEntry — 1.3.6.1.4.1.35265.52.1.2.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.{ifindex}.{Tun napamerpa}

Mpumep npocmotpa MHopmauum o pas3pbise Ha nape A 3a noptom GigabitEthernet 1/0/12

Komanpma CLI:
test cable-diagnostics Gigabitethernet 1/0/12

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.2.1.2.1.3.12.5

V Tune! napamempos:
‘ 5 — paspbiB napbl A;

6 — paspbiB napbl B;

7 — pa3pbis napobi D;

8 — paspbis napbi C.

BO3MOXHbl cneayiolme 3HauYeHUA:

0 — PaspbiB napbl OTCYTCTBYET;
1 — Pa3pbis napbil.

14.2 fluazHocmuka onmu4ecKko20 mpaHcusepa

CHamue nokasaHuti DDM

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabnauupi: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.2.1.{mun napametrpa l}.{ifindex}.{Tun napamerpa 2}.1

Mpumep 3anpoca noKasaHuii TemnepaTypbl TPaHcUBepa ¢ uHTepdeiica GigabitEthernet 1/0/25

Komannma CLI:
show fiber-ports optical-transceiver Gigabitethernet 1/0/25 detailed

Komanma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.2.1.8.25.1.1

/ Tun napamempa 1 moxcem npuHUMams caedyrouwjue 3Ha4YeHUs:

1 — makcumanbHbIi nopor (Tpesora);

2 — MaKcMMmanbHbIA nopor (npegynpexaeHue);
3 — MMHUManbHbIM Nopor (npegynpexaeHue);
4 — MMHUMANbHbIW nopor (Tpesora);

5 — TeKkyuwiee 3HayeHue.
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/7‘ Tun napamempa 2 Mmoxcem npuHUMams caedyroujue 3Ha4eHus:

1 — temnepartypa SFP-TpaHcuBepa;

2 — HanpAXeHue nuTaHua B B;

3 — TOK NUTaHKA B MA;

4 — ypoBeHb MOLLHOCTU Ha nepegaye B Abm;
5 — ypoBeHb MOLWHOCTU HA Npueme B Abm.

Bbi800 uHpopmayuu noaa Type connector

MIB: ELTEX-PHY-MIB.mib

Ucnonb3ayemblie Tabnunupl: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.1.{ifindex}

Mpumep npocmoTpa type connector TpaHcusepa ¢ uHtepdelica GigabitEthernet 1/0/25

Komanpma CLI:
show fiber-ports optical-transceiver Gigabitethernet 1/0/25

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.1.25

/: Moxycem npuHumame cnedyroujue 3Ha4eHus:

0 — unknown;
1—sc;

7 —Ic;

11 — optical-pigtail;
255 — vendorspec.

Bb1800 UHhopmMayuu 0 mune mpaHcusepa

MIB: ELTEX-PHY-MIB.mib

Mcnonb3ayembie Tabnunupl: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.2.{ifindex}

Mpumep npocmoTpa TMNa TpaHcuBepa ¢ uHTepdeiica GigabitEthernet 1/0/25

Komannma CLT:
show fiber-ports optical-transceiver Gigabitethernet 1/0/25

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.2.25

/ Moycem npuHumame caedyroujue 3Ha4eHus:

0 — unknown;

1 — gbic;

2 — sff;

3 — sfp-sfpplus;
255 — vendorspec.
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[pocmomp duamempa 80/10KHA

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabauupi: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.7.{ifindex}

Mpumep npocmoTpa guameTpa BoJIOKHa ¢ MHTepdeiica GigabitEthernet 1/0/25

Komanpma CLI:
show fiber-ports optical-transceiver Gigabitethernet 1/0/25

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.7.25

/x Moxcem npuHuMmame caedyroujue 3Ha4eHus:

1 — fiber9;

2 — fiber50;
3 — fiber625;
4 — cooper;

65535 — unknown.

[Ipocmomp xapaKmepucmuK mpaHcusepa

MIB: ELTEX-PHY-MIB.mib

Ucnonbayemble Tabnauupi: eltexPhyTransceiverDiagnosticTable — 1.3.6.1.4.1.35265.52.1.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.52.1.1.3.1.1.{run napametrpa}.{ifindex}

Mpumep npocmoTpa NnpoussoauTens TpaHcuBepa ¢ uHTepdeiica GigabitEthernet 1/0/25

Komannma CLI:
show fiber-ports optical-transceiver Gigabitethernet 1/0/25

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.52.1.1.3.1.1.5.25

/ Tun napamempa mMox3cem npuHUMame caedyrowjue 3Ha4YeHusa:

3 — CraHpapr Ethernet;

4 — [innHa BONHbI NepeaaTymnKa;

5 — MNpoussoaurens;

6 — CepwiiHblii Homep;

8 — [lanbHOCTb B MeTpax;

9 — MNoapepxka DDM (True(1), False(2));
10 — UHBEHTapPHbIW HOMep;

11 — PeBusus.
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15 S/IEKTPONUTAHUE NO NIMHUAM ETHERNET (POE)

Mpocmomp nompebasemoli/HoMuHanbHoU MowHocmu PoE

MIB: rfc3621.mib

Ucnonb3ayemble Tabnunupl: pethMainPseEntry — 1.3.6.1.2.1.105.1.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.3.1.1.{nominal (2), consumed(4)}.{pse index}

Mpumep npocmoTpa NnoTpebasaemont MOLLLHOCTU

Komannma CLI:
show power detail

Komaunnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

V MeTtoguka gna paccyerta 3HavyeHus pse_index npusegeHa 8 MPUNOXKEHUUN b.

[Mpocmomp aOMuUHUCMpamusHo20 cmamyca PoE Ha nopmy

MIB: powerEthernetMIB

Ucnonb3ayembie Tabnuupl: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpwalk -v2c -Cc -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex}

Mpumep npocMoTpa agMUHUCTPaTMBHOrO ctatyca PoE Ha nopty GigabitEthernet 1/0/2:

Komanpma CLI:
show power inline

Komannma SNMP:
snmpwalk -v2c -Cc -c public 192.168.1.30 1.3.6.1.2.1.105.1.1.1.3.1.2

7] Bo3MOXHbI cnepyiolme 3HaYEHUA:

BK/OYeHO (1);
OTK/NOYEHOo (2).

[TIpocmomp onepamusHo2o0 cmamyca PoE Ha nopmy

MIB: powerEthernetMIB

Ucnonb3ayembie Tabnuupl: pethPsePortDetectionStatus — 1.3.6.1.2.1.105.1.1.1.6

snmpwalk -v2c -Cc -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.6.{unit}.{ifindex}
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Mpumep npocmoTpa onepatnuBHoro cratyca PoE Ha nopty GigabitEthernet 1/0/2:

Komannma CLI:
show power inline

Komangma SNMP:
snmpwalk -v2c -Cc -c public 192.168.1.30 1.3.6.1.2.1.105.1.1.1.6.1.2

71 BO3MOXKHbI cnegyloume 3HaYEHUA:

disabled (1);
searching (2);
deliveringPower (3);
fault (4);

test (5);

otherFault (6).

[Tpocmomp npuopumema PoE Ha nopmy

MIB: powerEthernetMIB

Ucnonbayemble Tabauupi: pethPsePortPowerPriority — 1.3.6.1.2.1.105.1.1.1.7

snmpwalk -v2c -Cc -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.7.{unit}.{ifindex}

Mpumep npocmoTpa npuoputeta PoE Ha nopty GigabitEthernet 1/0/2:

Komanma CLI:
show power inline

Komanzma SNMP:
snmpwalk -v2c -Cc -c public 192.168.1.30 1.3.6.1.2.1.105.1.1.1.7.1.2

/ BO3MOMKHbI cnepgywouime sHavyeHumA:

Kputnueckuu (1);
BbICOKUM (2);
HU3Kum (3).

[1lpocmomp Knacca PoE Ha nopmy

MIB: powerEthernetMIB

Ucnonbayemble Tabamupi: pethPsePortPowerClassifications — 1.3.6.1.2.1.105.1.1.1.10

snmpwalk -v2c -Cc -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.10.{unit}.{ifindex}

Mpumep npocmotpa Knacca PoE Ha nopty GigabitEthernet 1/0/2:

Komanma CLI:
show power inline

Komangma SNMP:
snmpwalk -v2c -Cc -c public 192.168.1.30 1.3.6.1.2.1.105.1.1.1.10.1.2
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/ BO3MOXHbI cneaylowme 3HaYeHUA:

classO0 (1);
classl (2);
class2 (3);
class3 (4);
class4 (5).

Mpocmomp napamempos (HanpsaxceHue, mok, nompebaeHue) PoE Ha nopmy

MIB: ELTEX-MIB

Ucnonb3ayembie Tabnuupl: eltMeslssPoePortUtilEntry — 1.3.6.1.4.1.35265.1.139.11.1.4.1.1

snmpwalk -v2c -Cc -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.11.1.4.1.1.{run napametrpa}.{unit}.{ifindex}

Mpumep npocmoTpa notpebasemoii mowHoctn PoE Ha nopty GigabitEthernet 1/0/2:

Komarnma CLTI:
show power inline

Komanzma SNMP:
snmpwalk -v2c -Cc -c public 192.168.1.30
1.3.6.1.4.1.35265.1.139.11.1.4.1.1.5.1.2

7/ Tvun napameTpa MOXKeT NPMHUMATDb cneaylouime 3HaYeHUA:

HanpsaXeHue (3);

TOK notpebneHus (4);
notpebnenue (5);
MaKc. notpe6bneHue (6).

OmknroyeHue Power over Ethernet Ha nopmy

MIB: rfc3621.mib

Ucnonb3ayembie Tabnunupl: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} 1 {auto(l), never(2)}

Mpumep oTknoueHusa PoE Ha nopTty GigabitEthernet 1/0/2

Komannma CLT:
interface Gigabitethernet 1/0/2
power inline never

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.2 i 2
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16 ®YHKLUMU OBECNEYEHUA BE3ONACHOCTU

16.1 PPPoOE Intermediate-agent

V DOna pabotbl pyHKUMOHANA TpebyeTca HacTpoiika AoBepeHHbIX nopToB (n.14.1-14.2).

[nobanbHbie HacmpolKu PPPoE-IA

MIB: fspia.mib, ELTEX-MES-ISS-PPPOE-MIB.mib

Ucnonbayemble Tabanupi: fsPIASnpSystem — 1.3.6.1.4.1.29601.2.9.1,
eltMeslssPppoeGlobals — 1.3.6.1.4.1.35265.1.139.2.1.1

BKrtoyeHue/8bikaoYeHUe Mooysa € 8biICBOBOHOEHUEM NAMAMU:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.1.0 i {no shutdown(l) | shutdown (2)}

BKntoueHue/sbik04eHUe hyHKYuU pppoe passthrough:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.2.1.1.1.0 i {enable(l) | disable(2)}

BKntoueHue/8biKkA04YeHUe (hyHKYUU 2706a16HO:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.2.0 1 {enabled(l) | disabled(2)}

Hacmpolika malimayma 05 ceccudi:

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.4.0 1 {timeout}

Mpumep BkAtoueHUn PPPOE-IA rno6anbHO u HacTpoiikK TaiimayTta ceccuii 300 ceKyHA,

Komanma CLI:
pppoe-ia snooping

Komarnnma SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.29601.2.9.1.2.0 1 1 \
1.3.6.1.4.1.29601.2.9.1.4.0 1 300

Hacmpoliku PPPoE-IA 8 I12Vian

MIB: fspia.mib
Ucnonbayemble Tabanupi: fsPIASnpVian — 1.3.6.1.4.1.29601.2.9.2

BkntoyeHme/sbikntoveHme PPPoE-IA B 12vlan:

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.9.2.1.1.15.0.{vlan-id} 1 {create and go(4) | destroy(6)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.2.1.1.3.0.{vlan-id} i {enabled(l) | disabled(2))}
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MpocmoTp ctatucTnku PPPoE-IA B 12vlan:

MpuHATble PADI:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHAaTble PADO:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHAaTole PADR:

snmpget -v2c -c¢ <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHATble PADS:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MpuHAaTble PADT:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

MNepenaHHble ppermbl:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1

MepeaaHHble generic error pperimbl:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

Ot6poteHHble PADO/PADS dpelimbl

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

<IP address> \
4.0.{vlan-1id}

<IP address> \
5.0.{vlan-1id}

<IP address> \
6.0.{vlan-1id}

<IP address> \
7.0.{vlan-1id}

<IP address> \
8.0.{vlan-1id}

<IP address> \

.9.0.{vlan-1id}

<IP address> \
10.0.{vlan-id}

Ha HeaoBepeHHOM UHTepdeice:

<IP address> \
11.0.{vlan-id}

Ot6poteHHble PADI/PADR ¢peiimbl Ha AoBEPEHHOM UHTepdelice:

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

OTtbpoweHHble dppenmsl :

snmpget -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

<IP address> \
12.0.{vlan-id}

<IP address> \
13.0.{vlan-id}

OunctnTb cTaTUCTUKY PPPOE-IA B [2Vlan:

snmpset -v2c -c <community>
1.3.6.1.4.1.29601.2.9.2.1.1.

<IP address> \
14.0.{vlan-id} i 1
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MNpumep BrkAtoueHus PPPoE-IA B vlian 1

Komanpma CLI:
vlan 1
pppoe-ia snooping

Komarnnma SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.29601.2.9.2.1.1.15.0.1 1 4 \
1.3.6.1.4.1.29601.2.9.2.1.1.3.0.1 1 1

Paboma ¢ mabauuyel ceccuti PPPoE-IA

MIB: fspia.mib

Ucnonbayemble Tabanupi: fsPIASnpSessionTable — 1.3.6.1.4.1.29601.2.9.1.5
snmpget -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.9.1.5.1.{interface (3), session-id(4)}.{vlan-id}. {mac-

address}

Mpumep npocmoTtpa MHPopmaumum o ceccun PPPOE-IA B vlan 1 ¢ MAC-apgpecom 50:3e:aa:03:23:ef

Komanma CLI:
show pppoe intermediate-agent session

Komanzma SNMP:
snmpget -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.9.1.5.1.3.1.80.62.170.3.35.239 \

16.2 ®yHkyuu obecnevyeHus 3auumsi NOPMoO8

lpocmomp cocmosHusa port-security

MIB: fsipdb.mib

Ucnonbayemble Tabauupi: fsipDdSrcGuardConfigTable — 1.3.6.1.4.1.29601.2.2.5.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.5.1.1.2

Mpumep NpocmoTpa cocToAaHUA port-security

Komanma CLI:
show port-security

KomarHnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.5.1.1.2

BkrtoyeHue/sbikatoyeHue protected port Ha uHmepgelice

MIB: AricentMIVlan-MIB

Ucnonbayemble Tabamupi: fsMIDotlgFutureVlian — 1.3.6.1.4.1.2076.120.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.120.1.3.1.6.{ifindex} i {true(l), false(2)}
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Mpumep BKaoueHus protected port Ha uHTepdeiice GigabitEthernet 1/0/5

Komannma CLTI:
switchport protected

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.120.1.3.1.6.5 1 1

BknroyeHue/sbiknoyeHue port-isolation Ha uHmepgelice

MIB: fsiss.mib

Ucnonbayembie Tabnunupl: issPortlsolationTable — 1.3.6.1.4.1.2076.81.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.2.3.1.5.{ifindex}.0.{ifindex} i {Createandgo(4),
destroy (6) }

Mpumep BKAOUeHUA port-isolation nHtepdeiice GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2
port-isolation add Gigabitethernet 1/0/5

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.2.3.1.5.2.0.5 i 4

V' DOnAa ypaneHna HacTpokn Heob6Xxo4MMO BbICTaBUTb 3HaUeHue 6.

[pocmomp MAC-mabauuwi

MIB: Q-BRIDGE-MIB

Mcnonb3ayembie Tabnunupl: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Mpumep

Komangma CLI:
show mac address-table

Komannma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co30aHue cmamu4yeckoll npussa3KuU 8 arp-mabauuye

MiIB: RFC1213-MIB

Ucnonb3ayembie Tabnunupl: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{index-13}.{IP address} x {“MAC address“} \
1.3.6.1.2.1.4.22.1.4.{index-13}.{IP address} i 4
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MNpumep npusasku ip 192.168.1.21 u MAC aa:bb:cc:dd:ee:ff Kk vlan 1

Komanpma CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.73.192.168.1.21 x "aabbccddeeff" \
1.3.6.1.2.1.4.22.1.4.73.192.168.1.21 1 4

V 1. Ona yaaneHns npmeAsKu Heobxoaumo 8 none 1.3.6.1.2.1.4.22.1.4 npuceoutb
3HauyeHue 2.

2. IP-appec ycTpoiictea u IP-agpec co3aaBaemMoii CTaTMYeCKOoi 3anucK B arp-tabauue
AOJIXHbI HAXOAUTLCA B O4HOM NOACETH.

Mpocmomp arp-mabauybl

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonbayemble Tabanuybl: pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2,
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-Tabaunupbl

Komanma CLI:
show arp

Komarnnma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HaueHue Tabanubl pNetToMediaPhysAddress oto6paxkaet IP-agpec u MAC-agpec vian.

2. 3HauyeHue Tabnuupl dotlqTpFdbEntry oto6parkaer cratyc u uaeHTMPUKaLMOHHbIA HOMEpP
nopTa, C KOTOPOro AOCTYNHO YCTPOICTBO.

BKaroyume hyHKYUIO 3aWumsl HO UHmMepaelice port-security

MIB: ELTEX-MES-ISS-VLAN-MIB

Ucnonbayemble Tabauupl: eltMeslssVlanPortSecurityStatus — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.3.{ifindex} 1 {true(l), false(2)}

Mpumep HacTpoiikm port-security Ha GigabitEthernet 1/0/1

Komanpma CLI:
switchport port-security enable

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.3.1 1 1
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Hacmpoume pexcum port-security

MIB: ELTEX-MES-ISS-VLAN-MIB

Ucnonb3ayembie Tabnunupl: eltMeslssVlanPortSecurityMode — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.4
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.4.{ifindex} i {max-addresses (1), lock(2),
secure-permanent (3), secure-delete-on-reset (4)}

Mpumep HacTpoliku port-security mode max-addresses Ha GigabitEthernet 1/0/1

Komanzma CLI:
switchport port-security mode max-addresses

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.4.1 1 1

3adameb Konu4ecmeo mac-adpecos, Komopoe Moxcem Uu3y4ume nopm

MIB: ELTEX-MES-ISS-VLAN-MIB

Ucnonb3zyemble Tabauupbi: eltMeslssVlanPortSecurityMacLimit — 1.3.6.1.4.1.35265.1.139.3.1.2.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.2.{ifindex} u {max mac addresses}

Mpumep HacTpoiiku orpaHnyeHuns B 10 mac-agpecos Ha GigabitEthernet 1/0/25

Komannma CLI:

switchport port-security mac-limit 10
Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.3.1.2.1.1.2.25 u 10

16.3 KoHmponab npomokona DHCP

BkntoyeHue/sbiknoyeHue DHCP/DHCPv6 snooping 2106aabHO

MIB: fsdhcsnp.mib

Ucnonbsyemble Tabnuupbi: ifMainTable — 1.3.6.1.4.1.29601.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.3.1.{dhcpv4(1l)| dhcpv6(3)}.0 i {enable(l)| disabled(2)}

Mpumep BrkAoueHUsa DHCPv6 snooping rno6anbHo

Komanpma CLI:
ip dhcpv6 snooping

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.3.1.3.0 1 1
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BknoyeHue/sbikaoyeHue DHCP/DHCPv6 snooping e I2vian

MIB: fsdhcsnp.mib

Ucnonbayemble Tabauuypi: ifMainTable — 1.3.6.1.4.1.29601.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.3.2.1.1.15.{vlan-id} i {Active(l) | Create and wait (5) |
Destroy (6)} \

1.3.6.1.4.1.29601.2.3.2.1.1.15.{vlan-1id} i {Active(l)| Create and wait (5) |
Destroy (6)} \

1.3.6.1.4.1.29601.2.3.2.1.1.{dhcpv4(2)| dhcpv6(1l6)}.{vlian-id} i {enable (1) |
disable (2)}

Npumep BrkAtoueHna DHCPv6 snooping B vilan 5

Komanma CLI:
vlan 5
ip dhcpv6 snooping

Komangma SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.29601.2.3.2.1.1.15.5 1 5 \
1.3.6.1.4.1.29601.2.3.2.1.1.15.5 1 1 \
1.3.6.1.4.1.29601.2.3.2.1.1.16.5 1 1

CoszdaHue/ydaneHue cmamuyeckol 3anucu 8 mabauye DHCP snooping

MIB: fsipdb.mib

Ucnonbayemble Tabauupi: fsipDbStaticBindingTable — 1.3.6.1.4.1.29601.2.2.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.2.2.1.1.6.<vlan_id>.<MAC-address B DEC> i {createAndWait (5),

destroy (6) }

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.3.<vlan id>.<MAC-address B DEC>
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.4.<vlan id>.<MAC-address B DEC>
snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.5.<vlan id>.<MAC-address B DEC>
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.2.1.1.6.<vlan id>.<MAC-address B DEC>

{IP address}

8

{ifindex}

-

{IP address}

8

{active (1) }

-

Mpumep co3gaHua cTaTyeckon 3anucu B Tabauue DHCP snooping

Komanpma CLI:
ip source binding 5C:5A:47:A5:E3:6B vlan 2 192.168.1.103 interface
Gigabitethernet 1/0/2 gateway 192.168.1.3

KomarHnma SNMP:

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.6.2.92.90.71.165.227.107 1 5

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.3.2.92.90.71.165.227.107 a 192.168.1.103
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.4.2.92.90.71.165.227.107 1 2

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.5.2.92.90.71.165.227.107 a 192.168.1.3
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.6.2.92.90.71.165.227.107 1 1
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Mpumep ypaneHusa cratuyeckon 3anmucu B Tabaunue DHCP snooping

Komannma CLI:
no ip source binding 5C:5A:47:A5:E3:6B vlan 2

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.29601.2.2.2.1.1.6.2.92.90.71.165.227.107 1 6

BknroyeHue/sbikntoyeHue IP-source Guard Ha uHmepaelice

MIB: fsipdb.mib

Ucnonb3ayembie Tabnunupi: fslpDdSrcGuardConfigTable — 1.3.6.1.4.1.29601.2.2.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.5.1.1.2.{ifindex} i {disable(l) | enable(3)}

Mpumep sBKAoueHus IP-source Guard Ha uHTepdeiice GigabitEthernet 1/0/5

Komanpma CLI:
ip verify source port-security

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.5.1.1.2.5 1 3

BkntoueHue/sbikntoveHue IP-source Guard 8 L2VLAN

MIB: ELTEX-MES-ISS-IPDB-MIB.mib
MUcnonbayembie Tabauubi: eltMeslsslpDbSrcGuardVlanEntry — 1.3.6.1.4.1.35265.1.139.9.1.1.3.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.9.1.1.3.1.{IPv4(2), IPv6(3)}.{vlan-id} 1 {enable(l) |
disable (2) }

Mpumep BKkAoueHUs IP-source Guard Bo Vlan5

Komanpma CLI:
ip verify source port-security

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.9.1.1.3.1.2.51i 1

BknroyeHue/sbikaoyeHue ARP Inspection

MIB: fsipdb.mib
Ucnonb3ayembie Tabnunupl: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.1.0 1 {enable(l)| disable(2)}

Mpumep BrkAtoueHusa ARP Inspection

Komannma CLI:
ip arp inspection enable

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.1.0 1 1
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Hacmpolika 0osepeHHo20 uHMepagelica

MIB: fscfa.mib

Ucnonbayemble Tabauupl: ifMainTable — 1.3.6.1.4.1.2076.27.1.4, ifMainExtTable —
1.3.6.1.4.1.2076.27.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.27.1.4.1.15.{ifindex} i {uplink(1l)| downlink (2

) A
1.3.6.1.4.1.2076.27.1.12.1.11.{ifindex} 1 {untrusted(0)| trusted(l)}

Mpumep HacTpoiikn nHtepdeiica GigabitEthernet 1/0/2 B cnucok foBepeHHbIX

Komarnma CLI:

interface Gigabitethernet 1/0/2
set port-role uplink
port-security-state trusted

Komarnnma SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.15.2 1 1 \
1.3.6.1.4.1.2076.27.1.12.1.11.2 1 1

[pocmomp dosepeHHbIx UHMepagelicos

MIB: fscfa.mib

Ucnonbzyemble Tabamubl: ifMainTable — 1.3.6.1.4.1.2076.27.1.4,
ifMainExtTable — 1.3.6.1.4.1.2076.27.1.12

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.2076.27.1.4.1.15 \
1.3.6.1.4.1.2076.27.1.12.1.11

Mpumep npocmoTpa poau NOpPToB

Komaunnma CLI:
show interfaces port-role
show interfaces port-security-state

Komanzma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.2076.27.1.4.1.15 \
1.3.6.1.4.1.2076.27.1.12.1.11

16.4 lpoesepka NoGAUHHOCMU KAUueHma Ha ocHoee nopma (802.1x)

BKaroyeHue u 8bikaryeHua mooyag 802.1x

MIB: fsPnac.mib

Ucnonbayemble Tabanupi: fsPnacPaeSystem — 1.3.6.1.4.1.2076.64.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.64.1.1.0 1 {start(l)| shutdown(2)}

Mpumep BKAOYUEHUA moayna 802.1x

Komanma CLI:
no shutdown dotlx
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Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.1.0 1 1

YemaHoska B/] 0aa aymeHmugukauyuu 802.1x

MIB: fsPnac.mib

Ucnonb3syemble Tabnnupl: fsPnacPaeSystem — 1.3.6.1.4.1.2076.64.1.3.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.64.1.3.0 i {remoteServer(l) | localServer(2)}

Mpumep ycraHosku Bl ana ayteHTUduUKaumm 802.1x

Komanpma CLI:
aaa authentication dotlx default group radius

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.3.0 1 1

BkarouyeHue aymeHmugukauuu 802.1x Ha KOMMymamope

MIB: StdPnac.mib

Ucnonb3syembie Tabnnupl: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 i {enabled(l), disabled(2)}

Mpumep BKkAtoveHua 802.1x

Komannma CLI:
dotlx system-auth-control

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 i 1

BkaroyeHue nepuoduyeckoli nosmopHol rnposepKu nodauHHocmu (nepeaymeHmuguxkayuu)
KaueHma

MIB: StdPnac.mib

Ucnonb3syembie Tabnnupl: dot1xAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAKOYEHUA NEPUOAUYECKON NMOBTOPHOU MPOBEPKU MOAJIMHHOCTU KAMEHTa Ha uHTepdeiice
GigabitEthernet 1/0/2

Komaunma CLT:
interface Gigabitethernet 1/0/2
dotlx reauthentication

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.2 1 1
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YemaHoska nepuoda mexoy nosmopHbIMU NposepKamu noodauHHocCmu

MIB: StdPnac.mib

Ucnonbayemble Tabauupbi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size (300-4294967295)}

MNpumep yctaHOBKM nepuoga B 300 ceK MeKAy MNOBTOPHbIMM NpoBepKamu Ha UHTepdeiice
GigabitEthernet 1/0/2

Komanpma CLI:
interface Gigabitethernet 1/0/2
dotlx timeout reauth-period 300

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.2 u 300

Hacmpolika pexcumos aymeHmugukayuu 802.1x Ha uHmepgelice

MIB: StdPnac.mib

Ucnonbayemble Tabamupi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} i {force-Unauthorized(l), auto(2), force-
Authorized (3) }

Mpumep HacTpoiikn ayteHTUdMKauumn 802.1x B pexkume auto Ha uHTepdeiice GigabitEthernet 1/0/2

Komanma CLT:
interface Gigabitethernet 1/0/2
dotlx port-control auto

Komarnzma SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.2 i 2

YnpasneHue pexcumom ronvzosameneli 802.1x Ha uHMepgelice

MIB: fsPnac.mib

Ucnonbayemble Tabauupi: fsPnacPaePortTable — 1.3.6.1.4.1.2076.64.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.64.1.5.1.2.{ifindex} 1 {portBased(l) | macBased(2)}

Mpumep ynpasneHuns pexxMmom nosibzosatenei 802.1x Ha uHtepdeiice GigabitEthernet 1/0/2

Komanpma CLT:
interface Gigabitethernet 1/0/2
dotlx host-mode multi-session

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.5.1.2.2 1 2
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YnpasneHue pexcumom port-control 802.1x Ha uHmepagelice

MIB: StdPnac.mib

Ucnonb3syembie Tabnnupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifindex} 1 {forceUnauthorized (1) | auto (2)
| forceAuthorized (3)}

Mpumep ynpasneHus pexkumom port-control 802.1x Ha untepdeiice GigabitEthernet 1/0/2

Komannma CLI:
interface Gigabitethernet 1/0/13
dotlx port-control auto

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.13 1 2

YcmaHoska napamempa reauth-max

MIB: fsPnac.mib

Ucnonb3zyemble Tabauubi: fsPnacPaePortTable — 1.3.6.1.4.1.2076.64.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.64.1.5.1.9.{ifindex} u {re-auth-max (1-10)}

Mpumep yctaHOBKKM NapameTpa reauth-max Ha nHtepdelice Gigabitethernet 1/0/2

Komaunzma CLT:
interface Gigabitethernet 1/0/2
dotlx reauth-max 10

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.64.1.5.1.9.2 u 10

UNHuYyuanusayua noodkar4YeHUa Ha UHmepagelice

MIB: StdPnac.mib

Ucnonb3ayembie Tabnunupl: dotlxPaePortTable — 1.0.8802.1.1.1.1.1.2

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.2.1.4.{ifindex} 1 {true(l) | false(2)}

Mpumep nHULManU3aunm noaKnouYeHMa Ha nHtepdeiice Gigabitethernet 1/0/2

Komannma CLI:
dotlx initialize interface Gigabitethernet 1/0/2

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.2.1.4.2 1 1

PyyHasa peaymeHmuguKayusg nosas3oe8amessa Ha UHmepgelice

MIB: StdPnac.mib

152 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Ucnonbayemble Tabauupi: dotlxPaePortTable — 1.0.8802.1.1.1.1.1.2

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.2.1.5.{ifindex} 1 {true(l) | false(2)}

Mpumep pyuHoi peayTeHTUPMKaLUM Nonb3oBaTena Ha uHTepdeiice Gigabitethernet 1/0/2

Komanpma CLI:
dotlx re-authenticate interface Gigabitethernet 1/0/2

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.2.1.5.2 i 1

YemaHoska matlimepos 802.1x Ha uHmepaelice

MIB: StdPnac.mib

Ucnonbayemble Tabanupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.{QuietPeriod(7) |

AuthTxPeriod (8) | SuppTimeout (9) | ServerTimeout (10) |[MaxReqg(1ll) |[AuthPeriod(12) }.{1i
findex} u {period}

Mpumep yctaHOBKM Talimepa quiet-period Ha uHtepdeiice Gigabitethernet 1/0/2

Komarnnma CLI:
interface Gigabitethernet 1/0/2
dotlx timeout quiet-period 40

Komaunzma SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.7.2 u 40

BKaroyeHue asmomamuyecKkoll peaymeHmuguKkayuu Ha uHmepagelice

MIB: StdPnac.mib

Ucnonbayemble Tabanupi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.2 i 1

Mpumep BKAOUEHUA aBTOMATUYECKOM peayTeHTMdUKaunmn Ha nHtepdeliice Gigabitethernet 1/0/2

Komangma CLI:
interface Gigabitethernet 1/0/2
dotlx reauthentication

KomarHnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.2 1 1

YnpasneHue control-direction

MIB: StdPnac.mib

Ucnonbayemble Tabanupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.3.{ifindex} 1 {both(0) | in(1)}
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Mpumep ynpasneHus control-direction

Komauzma CLT:
interface Gigabitethernet 1/0/2
dotlx control-direction in

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.3.2 i 1

[Mpocmomp KaueHmcKux 0aHHbix 802.1x

MIB: StdPnac.mib

Ucnonb3ayembie Tabnnupl: dot1xAuthSessionStatsTable — 1.0.8802.1.1.1.1.2.4

snmpwalk -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.4

Mpumep KOMaHA, ANA NPOCMOTPA KNINEHTCKUX AaHHbIX 802.1x

Komangma CLI:
show dotlx mac-statistics

Komarzma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.4

16.5 KoHmposnb wupoKoeewamenbHo20 wmopma (storm-control)

Hacmpolika eduHUY U3MepeHUs 02paHUYeHUA WUPOKOo8eW,amenbHo20 mpaguKa

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbsyemble Tabnuubi: eltMeslssAclRateControl — 1.3.6.1.4.1.35265.1.139.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.2.0 1 {pps(l), kbps(2)}

Mpumep BKAOUEHUA U3MEPEHUA LUMPOKOBELLaTeIbHOro Tpaduka B pexkxum kbps

Komaunma CLT:
storm-control mode kbps

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.2.0 i 2

Hacmpolika oepaHu4yeHuUa mpaguxa 8 kbps

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonb3syemble Tabnunupl: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1.{unknown unicast(l), broadcast(2),
multicast (3)}.{ifindex} i {0-4194272}

Mpumep HacTpoliku orpaHnueHua multicast rpaduka ao 16kbps Ha untepdeliice GigaibitEthernet 1/0/2

Komaunma CLT:
interface Gigabitethernet 1/0/2
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storm-control multicast level kbps 16

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.3.2 1 16

« OrpaHuumnBaTb TpadpUK BO3MOXKHO ¢ warom B 16 kbps.

Hacmpolika oepaHu4yeHUs mpaguka 8 pps

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1.{unknown unicast(4), broadcast(5),
multicast(6)}.{ifindex} i {0-262142}

Mpumep HacTpoiKu orpaHnueHna multicast-rpadpuka ao 1pps Ha untepdeliice GigabitEthernet 1/0/2

Komaunnma CLI:
interface Gigabitethernet 1/0/2
storm-control multicast level pps 1

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.6.2 1 1

Hacmpolika delicmeuli npu npesbiieHUU AUMUMmMos mpagukxa

MIB: ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbayemble Tabanupi: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1.{unknown unicast(8), broadcast (9),
multicast (10) }.{ifindex} i {none(0), trap(l), shutdown(3)}

Mpumep HACTPOMKM AeicTBMA nNpu npusbileHMn Aumuta multicast-tpadpuka Ha wuHTepdeiice
GigabitEthernet 1/0/2

Komanma CLI:
interface Gigabitethernet 1/0/2
storm-control multicast action shutdown

Komaunnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.10.2 1 3

16.6 Kovmpons npomokona ARP (ARP Inspection)

BKmoweHue/eb/Kmoquue arp inspection Ha ycmpoticmee

MIB: ARICENT-IPDB-MIB

Ucnonbayemble Tabauupi: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6
fslpArplnsVlanTable — 1.3.6.1.4.1.29601.2.2.6.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.1.0 i {enabled(l) | disabled(2)}
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Mpumep BKAKOUYEHUA arp inspection rno6anbHO

Komannma CLTI:
ip arp inspection enable

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.1.0 1 1

Mpumep BbIKAOYEHUA arp inspection rnobanbHoO

Komanpma CLI:
ip arp inspection enable

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.29601.2.2.6.1.0 i 2

BkntoyeHue/sbiKao4eHue arp inspection eo VLAN

MIB: ARICENT-IPDB-MIB

Ucnonb3syemble Tabnunupl: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6
fslpArplnsVlanTable — 1.3.6.1.4.1.29601.2.2.6.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.9.1.9.{vlan_id} i {create and go(4)| destroy(6)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.2.6.9.1.2.{vlan_id} i {enabled(l) | disabled(2)}

Mpumep BKAOUEeHUA arp inspection Bo VLAN 100

Komannma CLI:
ip arp inspection vlan 100

Komannma SNMP:

snmpset -v2c -c private 10.10.10.1
\N1.3.6.1.4.1.29601.2.2.6.9.1.9.100 1 4
snmpset -v2c -c private 10.10.10.1
N1.3.6.1.4.1.29601.2.2.6.9.1.2.100 1 1

Mpumep BbIkAKOYEHUA arp inspection so VLAN 100

Komanpma CLI:
no ip arp inspection vlan 100

Komarnnma SNMP:
snmpset -v2c -c private 10.10.10.1 \
1.3.6.1.4.1.29601.2.2.6.9.1.9.100 1 6

BkntoyeHue/sbikao4yeHue arp inspection validate

MIB: ARICENT-IPDB-MIB

Ucnonb3ayembie Tabnunupi: fsipArplnspect — 1.3.6.1.4.1.29601.2.2.6

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.2.6.2.0 x {disable(00) | dstmac(02) | dstmac-ipaddr (06) |
ipaddr (04) | srcmac(01l) | srcmac-dstmac(03) | srcmac-dstmac-ipaddr (07) |
srcmac-ipaddr (05) }
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Mpumep BKAlOUYEHUA arp inspection validate

Komanpma CLI:
ip arp inspection validate srcmac-dstmac-ipaddr

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.2.0 x 07

Mpumep BbIKAOYEeHUA arp inspection validate

Komarnma CLI:
interface Gigabitethernet 1/0/11
no ip arp inspection validate

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.2.6.2.0 x 00

16.7 Hacmpolika ¢pyHkyuu MAC Address Notification

Paspewums/3anpemumes pecucmpayuto cobbimuli dobasneHusa u yoaneHusa MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbzyemble Tabanubl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.1.0 i {true(l), false(2)}

MNpumep paspeLweHuns perucrpaumm cobbiTnin sobasneHus un yganeina MAAC-agpecos

Komaunzma CLI:
mac-address-table notification change

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.1.0 i 1

Hacmpoumb makcumasbHbil npomexymok epemeHu mexcdy omnpaskamu SNMP-yeedomneHul

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbsyemble Tabamupl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.2.0 u (0-604800)

Mpumep HaCTPOIKN NpOoMeXKyTKa BpemeHU B 30 CeKyHS,

Komanma CLI:
mac-address-table notification change interval 30

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.2.0 u 30
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Hacmpolika makcumasnbHo20 Koaudyecmea cobbimuli 06 usmeHeHUU cocmogaHug mabauysl MAC-
a0pecos, Komopoe CoxXpaHaemcs 8 ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3syemblie Tabnuupbl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.7.0 u (0-604800)

Mpumep HacTPOMKM MaKCUMasIbHOro KosmyecTBa cobbituii B 300 3anuceid

Komarnma CLTI:
mac-address-table notification change history 300

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.7.0 u 300

Bkrroyumbs/8bikat04UMb omnpasky mparos 8 syslog o cobbimusax usyvyeHus unu yoaneHua MAC-
adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3zyemble Tabanuybl: cmnGlobalObjects — 1.3.6.1.4.1.9.9.215.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.1.5.0 1 {true(l), false(2)}

Mpumep BKAOYEHUA OTNPABKU TPanoB

Komanpma CLI:
logging events mac-address-table change

Komarnzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.5.0 1 1

BKﬂquumb/BbleHO"iumb Ha uHmepdgelice omnpasKy snmp-mpanos 06 usyvyeHuu MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonb3ayemblie Tabnuupl: cmnlfConfigTable — 1.3.6.1.4.1.9.9.215.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.2.1.1.1.{ifIndex} i {true(l), false(2)}

Mpumep BKAOUEHUA OTNPABKK snmp-Tpanos Ha uHtepdeiice Gigabitethernet 1/0/6

Komannma CLI:

interface Gigabitethernet 1/0/6
snmp trap mac-address-table change learnt
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.2.1.1.1.6 1 1
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Bkoyume/8bikaA04UMb HA UHMepgelice omnpasKy snmp-mpanos 06 ydaneHuu MAC-adpecos

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabanupl: cmnlfConfigTable — 1.3.6.1.4.1.9.9.215.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.9.9.215.1.2.1.1.2.{ifIndex} i {true(l), false(2)}

Mpumep BKAIOUEHUA OTNPABKKM snmp-Tpanos Ha uHtepdelice Gigabitethernet 1/0/6

Komanpma CLI:

interface Gigabitethernet 1/0/6
snmp trap mac-address-table change removed
exit

Komarnnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.2.1.1.2.6 1 1

Omobpasume gce ysedomsaeHUa 06 usmeHeHuu cocmogaHua MAC-a0pecos, COXpAaHEHHbIX 8
ucmopuu

MIB: CISCO-MAC-NOTIFICATION-MIB.mib

Ucnonbayemble Tabamupl: cmnHistoryTable — 1.3.6.1.4.1.9.9.215.1.1.8

Mpumep NPoCcMoOTPa UCTOPUMN U3MEHEHUA cocToaHuA MAC-agpecoB

Komannma CLI:
show mac-address-table notification change history

Komarnzma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.9.9.215.1.1.8

16.8 DCS

BkrtoyeHue/sbikntoyeHue DCS 2n106asa6HO 0718 omOesbHbIX MPOMOK0s108

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.2.{protocol} i {true(l) | false(2)}

Mpumep BKAOUEHUA NoAcTaHOBKM onuun 82 ana dhcp snooping

Komanpma CLI:
dcs information option dhcp enable

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.2.1 1 1

V Protocol:
~¥ 1 — dhcpsnooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 159




HELTEX

4 — dhcp-relay.

BkntoyeHue/sbiKao4eHue onuuu 8 omoensHsix vian

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonb3syemble Tabnnupl: eltMeslssDcsVlaninfoOptTable — 1.3.6.1.4.1.35265.1.139.13.1.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.6.1.4.{vlan-id}.{protocol} i {create and go(4) |
destroy(6) }

1.3.6.1.4.1.35265.1.139.13.1.1.6.1.3.{v1lan-id}.{protocol} i {True(l) | False(2)}

Mpumep BrkAOUYeHUA onumm 82 ansa DHCP-relay B vian 10

Komanzma CLI:
vlan 10
dcs dcs information option dhcp-relay enable

Komannma SNMP:

snmpset -v2c -c public 192.1
1.3.6.1.4.1.35265.1.139.13.1.
1.3.6.1.4.1.35265.1.139.13.1

i Protocol:
V 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

BKﬂfO‘—IEHUE/GbIKﬂIO‘-IGHue onyuu Ha omoesbHbIX UHMepgelicax

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonb3ayembie Tabnunupl: eltMeslssDcsPortinfoOptTable — 1.3.6.1.4.1.35265.1.139.13.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.5.1.2.{ifindex}.{protocol} i {True(l) | False(2)}

Mpumep BrAoueHus onuum 82 gna DHCP-relay Ha Gigabitethernet 1/0/5

Komannma CLI:
interface Gigabitethernet 1/0/5
dcs dcs information option dhcp-relay enable

Komaunma SNMP:
snmpset -v2c —-c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.5.1.2.5.4 1 1

/| Protocol:
V 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.
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Bbibop popmama onyuu 08 agent-curcuit-id

MIB: ELTEX-MES-ISS-DCS-MIB.mib

Ucnonbayemble Tabauupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.3.{protocol} i {trl01l(l) | user-defined(2)}

MNpumep cmeHbl popmata onuum 82 ana dhep snooping Ha user-defined

Komarnma CLI:
dcs agent-circuit-id suboption-type dhcpv4 user-defined

Komannma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.3.1 1 2

).  Protocol:
V 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

Npumep cmeHbl popmata onuum 82 ana dhep snooping Ha tr101

Komanma CLI:
dcs agent-circuit-id suboption-type dhcpv4 tr-101

Komaunzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.1.1.3.1 1 1

Hacmpolika access-node-id 0aa pexcuma tr101

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbayemble Tabamupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.2.{protocol} s {access-node-id}

Mpumep cmeHbl access-node-id ana dhcp snooping Ha 'eltex’

Komanpma CLI:
dcs agent-circuit-id format-type identifier-string "eltex"

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.2.1 s "eltex"

V Protocol:
¥ 1— dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.
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Hacmpolika gopmama onyuu tr101

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonb3syemble Tabnunupl: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.3.{protocol} i {format}

Mpumep cmenbl tr101 ana dhcp snooping Ha pv

Komannma CLI:
dcs agent-circuit-id format-type option pv

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.3.1 1 3

V Protocol:
.Y 1 — dhcp snooping;

2 — dhcpv6 snooping;
3 — pppoe-ia snooping;

4 — dhcp-relay.
ormat:

1 —sp;

2 —sv;

3 —pv;

4 — spv.

Hacmpolika delimiter onyuu tr101

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbsyemble Tabnuubl: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.4.{protocol} 1 {delimiter}

Mpumep cmeHbl tr101 delimiter ana dhcp snooping Ha hash

Komanpma CLI:
dcs agent-circuit-id format-type delimiter hash

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.2.1.4.1 1 2

s  Protocol:
V 1 — dhcp snooping;
" 2 — dhcpv6 snooping;
3 — pppoe-ia snooping;

4 — dhcp-relay.
delimiter:

1 — std;

2 — hash;

3 — dot;
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4 — comma;

5 — semicolon;
6 — slash;

7 — space.

Hacmpolika user-defined string da1 agent-curcuit-id/remote-id

V Ona pabotbl Tpebyerca nepesect popmar onumum agent-curcuit-id Ha user-defined.

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonbayemble Tabauupi: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.{agent-curcuit-id(3) | remote-id

(4)}.1.2.{protocol} s {"template/string"}

Mpumep HacTpoiikn KnneHTckoro MAC-agpeca B KauectBe agent-curcuit-id user-defined string ana dhcp
snooping

Komannma CLI:
dcs agent-circuit-id user-defined "%c"

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.3.1.2.1 s "%c"

Mpumep HacTpoiikM KaneHtckoro MAC-agpeca B KavectBe remote-id user-defined string gna dhcp
snooping

Komanma CLI:
dcs remote-agent-id user-defined "%c"

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.4.1.2.1 s "%c"

»  Protocol:
V 1 — dhcp snooping;
7 2 —dhcpvb snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

template:
%aX: ip-address of the vlan X in format A.B.C.D

%c: client mac

%h: hostname

%p: short port name (fa 0/1)

%P: long port name (fa 1/0/1)

%t: port type

%m: mac-address of port in format H-H-H-H-H-H
%M: mac-address of system in format H-H-H-H-H-H
%u: unit number

%s: slot number

%i: port ifindex
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%v: vlan id
%: single %

Hacmpolika user-defined encoding ascii/binary(hex) daa agent-curcuit-id/remote-id

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Ucnonb3ayemble Tabnunupl: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.{agent-curcuit-id(3) | remote-id
(4)}.1.3.{protocol} i {ascii(l) | binary(2)}

Mpumep HacTpoiiku nepeaauun agent-curcuit-id user-defined string B binary-popmarte gna dhcp snooping

Komannma CLI:
dcs agent-circuit-id suboption-type dhcpv4 user-defined binary

Komarzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.3.1.3.1 i 2

»  Protocol:
V 1 — dhcp snooping;
7 2 — dhcpv6 snooping;
3 — pppoe-ia snooping;
4 — dhcp-relay.

Mpumep HacTpoiiku nepepgaum remote-id user-defined string B binary-¢popmarte ana dhcp snooping

Komannma CLI:
dcs remote-agent-id suboption-type dhcpv4 user-defined binary

Komaunnma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.4.1.3.1 1 2

Hacmpolika user-defined add-subtypes das agent-curcuit-id/remote-id

MIB: ELTEX-MES-ISS-DCS-MIB.mib
Mcnonb3ayemble Tabnunupli: eltMeslssDcsObjects — 1.3.6.1.4.1.35265.1.139.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.13.1.1.{agent-curcuit-id(3) | remote-id
(4)}.1.4.{protocol} i {ascii(l) | binary(2)}

Mpumep HacTpoiku nepepgaum agent-curcuit-id user-defined string c po6aBneHnem option subtype ana
dhcp snooping

Komanma CLTI:
dcs agent-circuit-id suboption-type dhcpv4 user-defined add-subtypes

Komaunma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.3.1.4.1 1 1
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Mpumep HacTpoiiku nepegaumn remote-id user-defined string c po6asneHnem option subtype gna dhcp
snhooping

Komarnma CLI:
dcs remote-agent-id suboption-type dhcpv4 user-defined add-subtypes

Komanzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.13.1.1.4.1.4.1 1 1

16.9 IPv6 ND inspection

BraroyeHue/sbikaroyeHue ND inspection 2n106as16HO

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayemble Tabamupi: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.1.1.0 1 {disable(l) | enable(2)}

Mpumep BrkatoueHus ND inspection rno6anbHo

Komanzma CLI:
ipv6 nd inspection

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.1.1.0 1 2

BrnaroyeHue ND inspection Ha uHmepaelice

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbsyemble Tabnmupl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.4.{ifindex} i {create and go (4)
destroy (6)} \

1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.1.{ifindex} i {disable(l) | enable(2)}

Hacmpolika pexcuma 0osepusa Ha UHmepgelice

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayemble Tabamupi: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.3.{ifindex} i {untrusted(l) | trusted(2)}

lpusasbisaHue noaumuku ND inpspection K uHmepgelicy

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayemble Tabamupi: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.2.{ifindex} i {policy-id}
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Mpumep Bkaouenna ND inspection Ha uHTepdelice Gigabitethernet 1/0/5 , yctraHoBneHue pexkuma
posepua u npusasku nonutnkn ND inspection c Homepom 1

Komannma CLI:

interface Gigabitethernet 1/0/5

ipve nd inspection

ipv6e nd inspection trust-state untrusted
ipvé nd inspection attach-policy 1

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.4.5 1 4 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.1.5 1 2 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.3.5 1 2 \
1.3.6.1.4.1.35265.1.139.25.1.1.2.1.1.2.5 1 1

16.9.1 Hacmpoiika noaumuk ND inspection

Co3daHue ND inspection src-addr-acl

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3syembie Tabnunupl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.5.{acl number}.{seq} i {create and go(4) |
destroy (6)} \

1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.3.{acl number}.{seq} x {"src-ipvé6-address"}

\
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.4.{acl number}.{seq} i {prefix-len}

Mpumep Hactpoiikm ND inspection ipv6-src-address acl ¢ Homepom 1 pgna npeduKca
2001::ff:fe0d:ea31/128

Komannma CLI:
ipv6 nd inspection src-addr-acl 1 seq 5 2001::ff:fe0d:ea31/128

Komanma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.5.1.5 1 4 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.3.1.5 x "2001000000000000000000fffe0dea3l™

\
1.3.6.1.4.1.35265.1.139.25.1.1.3.2.1.4.1.5 1 128

Co3daHue ND inspection tqt-addr-acl

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonb3syembie Tabnnupli: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.5.{acl number}.{seq} i {create and go(4) |
destroy (6)} \

1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.3.{acl number}.{seq} x {"tgt-ipv6-address"}

\
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.4.{acl number}.{seq} x {prefix-len}
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MNpumep Hactpoitkm ND inspection ipv6-tgt-address acl ¢ Homepom 1 pana npedukcos
2001::ff:fe0d:ea31/128

Komarnma CLI:
ipv6 nd inspection tgt-addr-acl 1 seq 5 2001::ff:fe0d:ea31/128

Komanzma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.5.
.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.3.

1.5 1 4\

1 1.5 x "2001000000000000000000££fe0dea3l"”
\
1.3.6.1.4.1.35265.1.139.25.1.1.3.3.1.4.1.5 1 128

Co30aHue ipv6 nd inspection tqgt-mac-addr-acl

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayemble Tabamupi: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.4.{acl number}.{seq} i {create and go(4) |
destroy (6) }\

1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.3.{acl number}.{seq} x {"tgt-mac"}

Mpumep HacTpoiiku ND inspection tgt-mac-address acl c Homepom 1 ana agpeca 00:00:00:0d:ea:31

Komannma CLI:
ipv6 nd inspection tgt-mac-acl 1 seq 5 00:00:00:0d:ea:31

Komangma SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.4.1.5 1 4 \
1.3.6.1.4.1.35265.1.139.25.1.1.3.4.1.3.1.5 x "0000000dea31"

Co30aHue noaumukKu

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbsyemble Tabnmupl: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1.8.{policy-id} 1 {create and go(4) |
destroy(6) }

lpussasKa ipv6 nd inspection acl K noaumuke

MIB: ELTEX-MES-ISS-IP6-MIB

Ucnonbayemble Tabamupi: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1
snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1.{src-addr-acl(2) | tgt-addr-acl(6) | tgt-

mac-addr-acl (7) }.{policy-id} 1 {acl-num | none(0)}

Hacmpolika napamempos rflag, sflag, oflag

MIB: ELTEX-MES-ISS-IP6-MIB
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Ucnonb3ayemble Tabnunupli: eltMeslssL2Ip6NDInsp — 1.3.6.1.4.1.35265.1.139.25.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1.{rflag(3) | sflag(4) | oflag(5)}.{policy-
id} i1 {none(l)| disabled(2) | enabled(3)}

Mpumep co3pgaHnAa NOAUTUKKN 1 1 NpUBA3KHM K Heilt src-addr-acl 1

Komarnma CLTI:

ipvé nd inspection policy 1

match src-addr-acl 1

Komannma SNMP:

snmpset -v2c -c private 192.168.1.30
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1
1.3.6.1.4.1.35265.1.139.25.1.1.3.1.1
1.3.6. 3.1.1

\
.8.
2.
1.4.1.35265.1.139.25.1.1. 7.

o e
BB b
S

— =

16.10 KoHgpu2ypayusa cnuckos KoHmpona docmyna (ACL)

Hacmpolika UDB offset

MIB: fsissacl.mib,fsissmet.mib,ELTEX-MES-ISS-ACL-MIB.mib

Ucnonb3ayembie Tabnuupl: eltMeslssAclUdbOffsetConfigTable — 1.3.6.1.4.1.35265.1.139.1.3.1

1.4.1.35265.1.139.1. 2.{udb_index(1-4)} i {offset-type}
1.4.1.35265.1.139.1.

3.6. 3.1.1.
3.6. 3.1.1.3.{udb_index(1-4)} i {offset-byte(0-255)}

1.
1.

Mpumep KoHdurypaumm UDB offset

Komanma CLI:
user-defined offset 1 14 2

Komanpma SNMP:

snmpset -v2c -c private 192.168.
1.3.6.1.4.1.35265.1.139.1.3.1.1.
1.3.6.1.4.1.35265.1.139.1.3.1.1.

w N
W

V Offset-type:
12 (1);
ethertype (2);
13 (3);

14 (4).

V - Ona MES24xx UDB offset moxKeT 6bITb TONIbKO YETHbIM.

KoHguaypayua MAC ACL

MIB: fsissacl.mib,fsissmet.mib,ELTEX-MES-ISS-ACL-MIB.mib

Ucnonb3syemble Tabnuupl: issAclL2FilterTable — 1.3.6.1.4.1.29601.2.21.2.1
eltMeslssAclL2FilterTable — 1.3.6.1.4.1.35265.1.139.1.1.1
eltMeslssAcllfTable — 1.3.6.1.4.1.35265.1.139.1.5.1

issMetroL2FilterTable — 1.3.6.1.4.1.2076.81.8.4.1.1
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V DOnAa nsmeHenus noboro u3 napametpos ACL issAclL2FilterStatus
(1.3.6.1.4.1.29601.2.21.2.1.1.11) ponxeH 6biTb NepeBepeH B coctosHMe notinService (2).

YnpasneHnue ctatycom L2 ACL

1.3.6.1.4.1.29601.2.21.2.1.1.11.{mac-acl} i f{active(l) | notInService (2) |
create nad wait (5) | destroy(6)}

HacTpoiika npuopurterta npasuna

V Mo ymonuyaHuio npuopuTeT BCcex NpaBu O4UHAKOBbIN. Boabwuii npuoputer umerotr ACL ¢
MEHbLUMM HOMEPOM.

1.3.6.1.4.1.29601.2.21.2.1.1.2.{mac-acl} i {priority}
HacTtpoika ¢punbtpaumm no ethertype

1.3.6.1.4.1.29601.2.21.2.1.1.3.{mac-acl} i {ethertype decimal}
HacTtpoika ¢punbtpauymm no MAC-agpecy Ha3zHavyeHus

1.
1

3.6.1.4.1.29601.2.21.2.1.1.5.{mac-acl} x {dst-mac-address}
.3.6.1.4.1.

35265.1.139.1.1.1.1.1.{mac-acl} x {dst-mac-mask}
HacTtpoika ¢punbtpaymm no MAC-agpecy UCTOYHMKA

1.3.6.1.4.1.29601.2.21.2.1.1.6.{mac-acl} x {src-mac-address}
1.3.6.1.4.1.35265.1.139.1.1.1.1.2.{mac-acl} x {src-mac-mask}

HacTpoika dunabTpaymm no vlian-id
1.3.6.1.4.1.29601.2.21.2.1.1.7.{mac-acl} i {vlan-id}
HacTpoika punbTpaymm no metke CoS

1.3.6.1.4.1.2076.81.8.4.1.1.1.4.{mac-acl} 1 {CoS}

HacTtpoika geictema ana npasuna

1.3.6.1.4.1.29601.2.21.2.1.1.9.{mac-acl} i {permit(l) | deny(2)}

HacTtpoiika sub-action gna npasuna

1.3.6.1.4.1.29601.2.21.2.1.1.14.{mac-acl} i {none(0) | modify-vlan(l) | nested-
vlan(2) | modify-cvlan(3)}

1.3.6.1.4.1.29601.2.21.2.1.1.15.{mac-acl} i {modify/nested-vlan-id}

HacTpoika npuesasku udb offset

3Ha4YeHMa U Macka coCcTouT 13 8 6ainT, no 2 6aiTa ans Kaxaoro udb-offset
1.3.6.1.4.1.35265.1.139.1.1.1.1.3.{mac-acl} x {bytes}
1.3.6.1.4.1.35265.1.139.1.1.1.1.4.{mac-acl} x {bytes-mask}

HasHauyeHuMe Ha Ppusmyeckuin nHtTepdeinc
1.3.6.1.4.1.29601.2.21.2.1.1.8.{mac-acl} x {port-mask(8 bytes)}
1.3.6.1.4.1.29601.2.21.2.1.1.8.{mac-acl} x "0800000000000000"™ - 5 moprT
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HasHayeHune Ha LAG
1.3.6.1.4.1.29601.2.21.2.1.1.20.{mac-acl} x {port-mask(l2 bytes)}
1.3.6.1.4.1.29601.2.21.2.1.1.20.{mac-acl} x "000000000000000080000000™ - po 1

Ha3sHauyeHue Ha I2vlan

1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.{vlan-id}.1.{mac-acl(l) | ip-acl(2)}.{mac-
acl-index} i {create and go(4) | destroy(6)}

MNpumep KoHPurypauuum MAC ACL

Komanzma CLI:

mac access-list extended 1010

permit 00:00:00:00:10:00 ff:ff:ff:£f£f:££:00 00:00:00:00:20:00 ff:ff:£ff:££:££:00
encaptype 0x800 vlan 500 cvlan-priority 5 sub-action modify-vlan 600 user-
defined offsetl 0xf000 0xff00

|

interface Gigabitethernet 1/0/5

mac access-group 1010 in

|

interface port-channel 1

mac access-group 1010 in

|

vlan 400

mac access-group 1010 in

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.29601.2.21.2.1.1.11.1010 1 5 \
1.3.6.1.4.1.29601.2.21.2.1.1.3.1010 i 2048 \
1.3.6.1.4.1.29601.2.21.2.1.1.5.1010 x "000000001000" \
1.3.6.1.4.1.35265.1.139.1.1.1.1.1.1010 x "ffff£f£f££££00" \
1.3.6.1.4.1.29601.2.21.2.1.1.6.1010 x "000000002000™ \
1.3.6.1.4.1.35265.1.139.1.1.1.1.2.1010 x "ffffffff££00" \
1.3.6.1.4.1.29601.2.21.2.1.1.7.1010 i 500 \
1.3.6.1.4.1.2076.81.8.4.1.1.1.4.1010 1 5 \
1.3.6.1.4.1.29601.2.21.2.1.1.9.1010 1 1 \
1.3.6.1.4.1.29601.2.21.2.1.1.14.1010 1 1 \
1.3.6.1.4.1.29601.2.21.2.1.1.15.1010 1 600 \
1.3.6.1.4.1.29601.2.21.2.1.1.8.1010 x "0800000000000000™ \
1.3.6.1.4.1.29601.2.21.2.1.1.20.1010 x "000000000000000080000000™ \
1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.400.1.1.1010 1 4 \
1.3.6.1.4.1.35265.1.139.1.1.1.1.3.1010 x "£000000000000000" \
1.3.6.1.4.1.35265.1.139.1.1.1.1.4.1010 x "££00000000000000™ \
1.3.6.1.4.1.29601.2.21.2.1.1.11.1010 1 1

[Tpocmomp cyemyuxka MAC ACL

MIB: fsissacl.mib
Ucnonb3syemble Tabnuupl: issAclL2FilterTable — 1.3.6.1.4.1.29601.2.21.2.1
snmpwalk -v2c -c <community> <IP address> \

.1.3.6.1.4.1.29601.2.21.2.1.1.10.{acl_num}

Mpumep npocmoTpa cyétumnka gaa ACL 1:

Komangma CLI:

show access-lists 1

Komarzma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
.1.3.6.1.4.1.29601.2.21.2.1.1.10.1
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O6HyneHue cyemyuka MAC ACL

MIB: fsissacl.mib
Ucnonbayemble Tabamupi: issAclL2FilterTable — 1.3.6.1.4.1.29601.2.21.2.1
snmpwalk -v2c -c <community> <IP address> \

.1.3.6.1.4.1.29601.2.21.2.1.1.23.{acl_num} i1

MNpumep 06HyNneHUnAa cyétumka gna ACL 1:

Komanma CLI:

clear mac access-list 1 counter

Komangma SNMP:

snmpset-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.21.2.1.1.23.1 i 1

KoHouzypauus IP/IPv6 ACL

MIB: fsissacl.mib,fsissmet.mib, ELTEX-MES-ISS-ACL-MIB.mib

Ucnonbayemble Tabanupi: issAclL3FilterTable — 1.3.6.1.4.1.29601.2.21.3.1
eltMeslssAclL3FilterTable — 1.3.6.1.4.1.35265.1.139.1.2.1
eltMeslssAclifTable — 1.3.6.1.4.1.35265.1.139.1.5.1

DOna nameHeHnunsa noboro us napamerpos ACL issAclL3FilterStatus
(1.3.6.1.4.1.29601.2.21.3.1.1.25) goaxeH 6bITb NepeBeaeH B coctossHue notinService (2).
YnpasneHue ctatycom L3 ACL

1.3.6.1.4.1.29601.2.21.3.1.1.25.{ip-acl} i {active(l) | notInService (2)
create nad wait(5) | destroy(6)}

OnpegeneHune npuoputeTa Npasuna

V' Mo ymonuyaHuio NnpuopuUTeT BCeX NPaBUA OA4UHAKOBbIN. BonbLluii npuoputeT umetot ACL ¢
MeHbLUUM HOMEPOM.

1.3.6.1.4.1.29601.2.21.3.1.1.2.{ip-acl} i {priority}
Hactpoiika dmnbTpauum no TMny NpoTokona

1.3.6.1.4.1.29601.2.21.3.1.1.3.{ip-acl} i {protocol-type}
Hactpoiika Tuna L3 ACL (IP/IPv6)

1.3.6.1.4.1.29601.2.21.3.1.1.6.{ip-acl} i {ipv4(l) | ipv6(2)}

HacTtpoika ¢punbTpaymm no npeduKcy HasHavyeHus

1.3.6.1.4.1.29601.2.21.3.1.1.7.{ip-acl} x {ipv4/ipv6-address}
1.3.6.1.4.1.29601.2.21.3.1.1.9.{ip-acl} i {prefix-lenght}

HacTpoika dunbTpaymm no npeduKcy NCTOYHUKA
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4.1.29601.2.21.3.1.1.8.{ip-acl} x {ipv4/ipv6-address}
4.1.29601.2.21.3.1.1.10.{ip-acl} i {prefix-lenght}

=

.3.6.1
.3.6.1.
Hactpoitka ¢unbTpaumm no L4-nopTam HasHaYeHUA

1.3.6.1.4.1.29601.2.21.3.1.1.11.{ip~-acl} i {min-port}
1.3.6.1.4.1.29601.2.21.3.1.1.12.{ip~acl} i {max-port}
HacTpoiika ¢unbTpaymm no L4-noptam UCTOUYHMKA

4.1.29601.2.21.3.1.1.13.{ip-acl} i {min-port}

1.3.6.1
3.6.1.4.1.29601.2.21.3.1.1.14.{ip-acl} i {max-port}

1.
HacTpoitka ¢unbTpaymm no ToS
1.3.6.1.4.1.29601.2.21.3.1.1.19.{ip-acl} i {tos-bits}
Hactpownka ¢unbtpaumm no DSCP
1.3.6.1.4.1.29601.2.21.3.1.1.20.{ip-acl} i {dscp}

Hactpowka ¢unbrpaumm no traffic-class
1.3.6.1.4.1.35265.1.139.1.2.1.1.3.{ip-acl} i {traffic-class}

HacTpowka geictema gna npasuna

1.3.6.1.4.1.29601.2.21.3.1.1.22.{ip-acl} i {permit(l) | deny(2)}

HacTpoiika sub-action gna npasuna

1.3.6.1.4.1.29601.2.21.3.1.1.26.{ip-acl} 1 {none(0) | modify-vlan (1)
vlian(2) }
1.3.6.1.4.1.29601.2.21.3.1.1.27.{ip-acl} i {modify/nested-vlan-id}

HacTtpolika npusasku udb offset(He noaaep»kaHo gns ipv6)
3HaYeHUsA M MacKa cocTouT u3 8 balT, no 2 banta ana kaxkgoro udb-offset

.1.35265.1.139.1.2.
.1.35265.1.139.1.2.

1.3.6.1.4 1.1.1.{ip-acl} x {bytes}
1.3.6.1.4 1.1.2.{ip-acl} x {bytes-mask}
HasHauyeHue Ha Ppusmyeckuii nHtTepdeic

1.3.6.1.4.1.29601.2.21.3.1.1.15.{ip-acl} x {port-mask(8 bytes)}

HasHayeHue Ha LAG
1.3.6.1.4.1.29601.2.21.3.1.1.30.{ip-acl} x {port-mask(l2 bytes)}

HasHauyeHue Ha I2vlan

nested-

1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.{vlan-id}.1.2.{ip-acl} i {create and go (4)
|

destroy (6) }

MNpumep KoHPurypauum IP ACL

Komarnma CLT:
ip access-list extended 1010

deny udp 1.1.0.0 255.255.0.0 gt 500 2.2.2.0 255.255.255.0 range 400 800 dscp 56

user—-defined offsetl 0xf000 Oxff00
i

172 MoHumopuHe u ynpaseneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

interface Gigabitethernet 1/0/5

ip access-group 1010 in
|

interface port-channel 1

ip access-group 1010 in
|

vlan 400
ip access-group 1010 in

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.29601.2.21.3.1.1.25.1010 1 5 \
1.3.6.1.4.1.29601.2.21.3.1.1.3.1010 i 17 \
1.3.6.1.4.1.29601.2.21.3.1.1.6.1010 1 1 \
1.3.6.1.4.1.29601.2.21.3.1.1.7.1010 x "01010000" \
1.3.6.1.4.1.29601.2.21.3.1.1.9.1010 i 16 \
1.3.6.1.4.1.29601.2.21.3.1.1.8.1010 x "0202020"™ \
1.3.6.1.4.1.29601.2.21.3.1.1.10.1010 1 24 \
1.3.6.1.4.1.29601.2.21.3.1.1.11.1010 i 400 \
1.3.6.1.4.1.29601.2.21.3.1.1.12.1010 i 800 \
1.3.6.1.4.1.29601.2.21.3.1.1.13.1010 1 501 \
1.3.6.1.4.1.29601.2.21.3.1.1.20.1010 1 56 \
1.3.6.1.4.1.29601.2.21.3.1.1.22.1010 1 2 \
1.3.6.1.4.1.35265.1.139.1.2.1.1.1.1010 x "£000000000000000" \
1.3.6.1.4.1.35265.1.139.1.2.1.1.2.1010 x "££00000000000000" \
1.3.6.1.4.1.29601.2.21.3.1.1.15.1010 x "0800000000000000" \
1.3.6.1.4.1.29601.2.21.3.1.1.30.1010 x "000000000000000080000000™
1.3.6.1.4.1.35265.1.139.1.5.1.1.6.1.400.1.2.1010 1 4 \
1.3.6.1.4.1.29601.2.21.3.1.1.25.1010 1 1

\

[Tpocmomp cyemyuka IP ACL:

MIB: fsissacl.mib
Ucnonbayemble Tabaunupi: issAclL3FilterTable — 1.3.6.1.4.1.29601.2.21.3.1
snmpwalk -v2c¢ -c <community> <IP address> \

1.3.6.1.4.1.29601.2.21.3.1.1.23.{acl_num}

Mpumep npocmoTpa cyetumnka ana ACL 1001:

Komanma CLI:

show access-1lists 1001

Komanma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.21.3.1.1.23.1001

Ob6HyneHue cvemyuka IP ACL

MIB: fsissacl.mib
Ucnonbayemble Tabanupi: issAclL3FilterTable — 1.3.6.1.4.1.29601.2.21.3.1
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.29601.2.21.3.1.1.33.{acl_num}il

Mpumep 06HyneHun cuetumka gnaa ACL 1001

Komanma CLI:

clear ip access-list 1001 counter

Komarnma SNMP:

snmpset-v2c -c private 192.168.1.30 \
.1.3.6.1.4.1.29601.2.21.3.1.1.33.1001 1 1
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16.11 KoHndpueypayus saujumel om DOS-amak

YcmaHosume spemeHHoU uHmepsan mexoy SYSLOG-coobuweHUAMU 0 npesbiueHUU 02paHuUYyeHuUs
sxooqujezo TCP-mpaguka ¢ psiaeom SYN

MIB: ELTEX-MES-ISS-FIREWALL-MIB
Ucnonb3ayemble Tabnuupl: eltMeslssFwlGlobals — 1.3.6.1.4.1.35265.1.139.27.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.27.1.1.1.0 i {interval}

Mpumep ycTaHOBKU BPpeMEHHOro MHTepBana B 15 cekyHp,

Komauma CLT:

firewall

notification interval 15
exit

Komarnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.27.1.1.1.0 1 15

BKaroyume o2paHuyeHuUe ckopocmu 04 exooauwe2o TCP-mpaguKa ¢ pnazom SYN

MIB: ELTEX-MES-ISS-FIREWALL-MIB

Mcnonb3syemble Tabnuupl: eltMeslssFwlGlobals — 1.3.6.1.4.1.35265.1.139.27.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.27.1.2.1.0 1 {true(l), false(2)}

Mpumep BKAKOUEHUA OrpaHUYEHUA CKOPOCTU AanA BxoaAawero TCP-tpaduKa ¢ pnarom SYN

Komanma CLI:

firewall

ip tcp limit syn-flag enable
exit

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.27.1.2.1.0 1 1

YemaHosumeb 3Ha4YeHuUe ckopocmu 018 exodauwje2o TCP-mpaguka ¢ piazom SYN

MIB: ELTEX-MES-ISS-FIREWALL-MIB
Ucnonb3ayembie Tabnunupli: eltMeslssFwlTcpSynLimitinterfaceTable — 1.3.6.1.4.1.35265.1.139.27.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.27.1.2.2.1.1.{ifIndex} i {disable(0), pps(l..262143)}

Mpumep yCTaHOBKM 3HAYEHUA CKOpocTu ana exogauwero TCP-tpaduka ¢ pnarom SYN

Komanma CLT:

interface Gigabitethernet 1/0/13
ip tcp limit syn-flag 40

exit

Komarnzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.27.1.2.2.1.1.13 i 40
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17 ®YHKUWU DHCP RELAY NOCPEAHUKA

BraroyeHue/sbikaroyeHue DHCP Relay 2no6asnbHO

MIB: fsmidhcpRelay.mib
Ucnonbayemble Tabamupi: fsMIDhcpContextTable — 1.3.6.1.4.1.29601.2.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.2.0 1 {enable(l), disabled(2)}

Npumep BrkaoueHna DHCP Relay rno6anbHo

Komanpma CLI:
service dhcp-relay

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.2.0 1 1

3adame IP-adpec docmynHo2o DHCP-cepsepa 018 DHCP Relay

MIB: fsmidhcpRelay.mib
Ucnonbayemble Tabanubi: fsMIDhcpRelaySrvAddressTable — 1.3.6.1.4.1.29601.2.92.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.2.1.2.0.{IP-address cepmepa} i {active (1),
notInService (2), notReady (3), createAndGo (4), createAndWait (5), destroy
(6)}

Mpumep HacTpoiiku IP-agpeca DHCP-cepBepa ana DHCP Relay

Komaunnma CLI:
ip dhcp server A.B.C.D

Komannma SNMP:
snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.29601.2.92.2.2.1.2.0.192.168.1.1 i 4

Axkmusuposams nepedayy DHCP-nakemos Ha docmynHbili DHCP-cepsep

MIB: fsmidhcpRelay.mib
Ucnonbayemble Tabamupi: fsMIDhcpContextTable — 1.3.6.1.4.1.29601.2.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.3.0 1 {enable(l), disabled(2)}

MNpumep akTnBauum nepegaum DHCP-nakeToB Ha goctynHbii DHCP-cepsep

Komanma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.3.0 i 1
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Mpocmomp cocmoaHua DHCP Relay

MIB: fsmidhcpRelay.mib
Ucnonb3ayembie Tabnanupi: fsMIDhcpContextTable — 1.3.6.1.4.1.29601.2.92.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.1.1.3

Mpumep npocmotpa coctoaHua DHCP Relay

Komarnma CLTI:
show ip dhcp relay information

Komanzma SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.2
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.1.1.3

[pocmomp cocmoaHuA IP-adpeca DHCP-cepsepa 0519 DHCP Relay

MIB: fsmidhcpRelay.mib
Ucnonb3ayembie Tabnunupl: fsMIDhcpRelaySrvAddressTable — 1.3.6.1.4.1.29601.2.92.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.92.2.2.1.2

Mpumep npocmoTpa coctoAHua IP-agpeca DHCP-cepeepa ana DHCP Relay

Komanzma SNMP:
snmpset -v2c¢ -c¢ public 192.168.1.30 \
1.3.6.1.4.1.29601.2.92.2.2.1.2
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18 KAYECTBO OBCNYXUBAHUA — QOS

18.1 Hacmpoiika QoS

Hacmpolika oepaHu4eHUa ckopocmu ucxo0auwe20 mpaguka Ha Ethernet-nopmax

MIB: eltMeslssAclRateCtrligrBandwidth.mib

Ucnonbayemble Tabanupi: issExtRateCtrlEntry — 1.3.6.1.4.1.2076.81.8.1.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.2076.81.8.1.1.1.5.{ifindex} i {limiter value}

Mpumep HACTPOMKM OrpaHMYEHUA CKOPOCTU mucxoaawero Tpapuka B 100 M6ut/c Ha uHTepdeiice
GigabitEthernet 1/0/23

Komanma CLI:
rate-1limit output 100000

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.2076.81.8.1.1.1.5.23 1 100000

Hacmpolika oepaHu4eHuUa ckopocmu 8xo0aue2o0 mpaguka Ha Ethernet-nopmax

MIB: eltMeslssAclRateCtrligrBandwidth.mib

Ucnonbsyemble Tabnnupi: eltMeslssAclRateCtrlEntry — 1.3.6.1.4.1.35265.1.139.1.4.1.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.1.4.1.1.7.{ifindex} 1 {limiter value}

Mpumep HaCTPOMKM OrpaHMUYEHUa cKopoctu sxopgdauwero Tpaduka B 100 M6ut/c Ha uHTepdeiice
Gigabitinterface 1/0/23

Komanma CLI:
rate-limit input 100000

Komarnnma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.1.4.1.1.7.23 1 100000

Hacmpolika ucmo4yHuka memku CoS Ha uHmepgelice

MIB: ELTEX-MES-ISS-QOS-MIB.mib

Ucnonbayemble Tabamupl: eltMeslssQoSRemarkPortTable — 1.3.6.1.4.1.35265.1.139.5.1.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.5.1.4.1.1.3.{ifindex} i1 {none(l), user-priority(2),
inner-vlan(3)}
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Mpumep HacTpoiiku KonupoBaHua meTku CoS us C-vlan B S-vlan npu ncnonbsosanuu dotlq tunnel

Komanma CLI:

interface Gigabitethernet 1/0/5
gos def-vlanPri source inner-vlanPri

Komanzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.4.1.1.3.5 1 3

Mpumep HacTpoitkm meTkn CoS pnAa Bcero TpaduKa Ha MHTepdpence KomaHpoi qos interface
GigabitEthernet 1/0/5 def-user-priority 7

Komannma CLI:
interface Gigabitethernet 1/0/5
gos def-vlanPri source user-pri

Komarzma SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.139.5.1.4.1.1.3.5 1 2

[Mpocmomp cmamucmuku QoS Ha UHmMepagelice, KoauyYecmaeo NaKemos U3ssae4yeHHbix u3 oyepeoel

MIB: fsqosxtd.mib

Ucnonb3ayembie Tabnmupi: fsQoSCoSQStatsDeQPkts — 1.3.6.1.4.1.29601.2.6.1.5.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.5.2.1.4.{ifIndex}

Mpumep NnpocmoTpa KOANYECTBA NAKeTOB, U3B/IEYEHHbIX U3 ouepepeii Ha uHtepdeiice GigabitEthernet
1/0/2

Komannma CLI:
show gos queue-stats interface Gigabitethernet 1/0/2

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.5.2.1.4.2

Mpocmomp cmamucmuku QoS Ha uHmepdgelice, KoaU4YecmMeo ombpPoUWEHHbIX MAKEMo8

MIB: fsqosxtd.mib

Ucnonb3syembie Tabnnupl: fsQoSCoSQStatsDiscardPkts — 1.3.6.1.4.1.29601.2.6.1.5.2.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.5.2.1.6.{ifIndex}

Mpumep npocMoTpa KOANUECTBa NAKeTOB, 0T6poLLEHHbIX Ha uHTepdeiice GigabitEthernet 1/0/2

Komarnma CLT:
show gos queue-stats interface Gigabitethernet 1/0/2

Komarnnma SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.5.2.1.6.2
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Co3daHue/ydaneHue crnucka Kpumepues KAaccugukayuu mpagpuKa

MIB: fsqosxtd.mib

Ucnonbayemble Tabanupi: fsQoSClassMapTable — 1.3.6.1.4.1.29601.2.6.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.{classMapId} i {active(l
notReady (3), createAndGo(4), createAndWait (5), destroy(6)

), notInService(2),
}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.{macACL(3), 1ipACL(4)}.{classMapId} i {aclId}

Mpumep co3gaHua cnUcKka Kputepues Knaccudpukaumnm tpadpuka

Komanma CLI:

class-map 1008

match access-group ip-access-1list 1108
exit

Komanzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.4.1008 u 1108
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 i 1

Mpumep yaaneHna cnucka Kputepues Knaccupukaumm tpadpuka

Komanma CLI:
no class-map 1008

Komanma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 o6

JlobasneHue Kpumepus Kadccugukayuu mpaguka no MAC ACL u IP ACL

MIB: fsqosxtd.mib

Ucnonbayemble Tabanupi: fsQoSClassMapTable — 1.3.6.1.4.1.29601.2.6.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.3.{classMapId} i1 {macAclId}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.4.{classMapId} i {ipAclId}

Mpumep co3gaHnA cNUCKa Kputepues Knaccudukaumm tpadmka

Komanpma CLI:

class-map 1008

match access-group ip-access-1list 1108
exit

Komanma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 i 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.4.1008 u 1108
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 1
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Mpumep yaaneHnsa cnucka Kputepues Knaccudpukaumm tpadpmka

Komannma CLI:
no class-map 1008

Komarnzma SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 1 ©

3000HU€/V00/1€HU€ BHYMpeHHe20 npuopumema 014 YKA3aHHO20 Kadcca

MIB: fsqosxtd.mib

Ucnonb3ayembie Tabnnupi: fsQoSClassToPriorityTable — 1.3.6.1.4.1.29601.2.6.1.2.3,
fsQoSClassMapTable — 1.3.6.1.4.1.29601.2.6.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.3.1.4.{trafficClass} i {active(l), notInService(2),
notReady (3), createAndGo (4), createAndWait(5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.3.1.2.{trafficClass} u {regenPri}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.3.1.2.{trafficClass} s {groupName}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.{classMapId} i {active(l
notReady (3), createAndGo (4), createAndWait (5), destroy(6)
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.2.2.1.6.{classMapId} u {trafficClass}

, notInService(2),

)
}

Mpumep 3agaHNA BHYTPEHHEro npuopurteTa 6 ans Knacca 1008, naeHtudukaTop Knacca npuopureta —
3008

Komanzma CLI:

class-map 1008

set class 1008 regen-priority 6 group-name GR1008
exit

Komaunnma SNMP:

snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.4.1008 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.2.1008 u 6
snmpset -v2c¢ -c¢ public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.3.1008 s GR1008
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.3.1.4.1008 1 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 i 2
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.6.1008 u 1008
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.2.2.1.10.1008 i 1

V‘ M3HayanbHO co3paem 3anucb B Tabnuue fsQoSClassToPriorityTable c id 3008, 3atem 3Ty 3anucb
npusAsbiBaem K class-map 1008.
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CoszdaHue/ydaneHue cmpameauu Kaaccugukayuu mpagpuka

MIB: fsqosxtd.mib

Ucnonbayemble Tabanupi: fsQoSPolicyMapTable — 1.3.6.1.4.1.29601.2.6.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.{policyMapId} i {active(l), notInService(2),
notReady (3), createAndGo(4), createAndWait (5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.4.{policyMapId} u {trafficClass}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.5.{policyMapId} i {vlanPri(l), ipDscp(3)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.6.{policyMapId} u {0-63}

Mpumep HacTPoIiKK cTpaTermu KnaccupuKkaumm TpadpuKa

Komannma CLI:
policy-map 3008
set policy class 1008 default-priority-type vlanPri 4

Komarnnma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.4.3008 u 1008
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.5.3008 1 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.6.3008 u 4
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 i 1

YcmaHo8Ka 02paHuU4YeHUs CKopocmu 0449 ucxodauje2o mpagduka

MIB: fsqosxtd.mib, ELTEX-MES-ISS-QOS-MIB.mib

Ucnonbsyemble Tabnmupi: fsQoSMeterTable — 1.3.6.1.4.1.29601.2.6.1.3.1,
eltMeslssQoSMeterTable — 1.3.6.1.4.1.35265.1.139.5.1.2.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.11.{meterId} i {active(l), notInService(2),
notReady (3), createAndGo (4), createAndWait(5), destroy(6)}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.3.{meterId} i {avgRate(2), srTCM(3), trTCM(4)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.5.{meterId} u {colorAware(l), colorBlind(2)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.6.{meterId} u {CIR: 0-65535}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.7.{meterId} u {CBS: 0-65535}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.8.{meterId} u {EIR: 0-65535}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.1.1.9.{meterId} u {EBS: 0-65535}

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.139.5.1.2.1.1.1.{meterId} i {bytes(l), packets(2)}
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Mpumep HacTpoiiku orpaHuyeHun B 2048 bytes cornacHo anroputmy avgRate

Komannma CLI:
meter 508
meter-type avgRate cir 2048 mode bytes

Komarzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.11.508 1 5
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.3.508 i 2 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.6.508 u 2048 \
1.3.6.1.4.1.35265.1.139.5.1.2.1.1.1.508 1 1
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.1.1.11.508 1 1

YcmaHo8Ka 02paHuU4eHuUsA 0418 CKOPOCmMU Momoka

MIB: fsqosxtd.mib

Ucnonb3zyemble Tabanubi: fsQoSPolicyMapTable — 1.3.6.1.4.1.29601.2.6.1.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.{policyMapId} 1 {active(l),
notReady (3), createAndGo (4), createAndWait(5), destroy(6)}
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.29601.2.6.1.3.2.1.7.{policyMapId} u {meterId}

Mpumep HaCTPOIKM OrpaHMUYEHUA 418 CKOPOCTM NOTOKA

notInService (2),

Komanma CLI:
policy-map 3008
set meter 508
exit

Komanzma SNMP:

snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 1 2
snmpset -v2c -c¢ public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.7.3008 u 508
snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.29601.2.6.1.3.2.1.37.3008 i 1
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19 MAPLWIPYTU3ALMUA

19.1 Cmamuueckaa mapwpymu3sayusa

[pocmomp mabauysbl mapwpymusayuu

MIB: IP-FORWARD-MIB

Ucnonbayemble Tabnuupi: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep

Komannma CLI:
show ip route

Komarnnma SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4
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NPUNTOXEHUE A. METOAUKA PACYETA BUTOBOWN MACKU

BuUTOBbIE MACKM cOCTOAT U3 128 6alT (LWecTHaguaTepUYHbIX pa3psaaos Bcero 256).
Kaxapbin paspag o603HayaeT YeTblipe nopta. o Homepy NopTa onpeaenseTcs Hy*KHoe rnose.

lpumep 1
3anucaTb 6MTOBYIO MacKy Ansa uHTepdeiicos GigabitEthernet 1/0/20-21:

— ana 1G untepodeiicos ifindex HaunHaeTtca ¢ 1;
—  Aansa noprta GigabitEthernet 1/0/20 ifindex paseH 20, ansa GigabitEthernet 1/0/21 — 21.

OnpegeneHne Homepa paspaaa:

20/4=5 21/4=5,2 (Kaskapi1 pa3psag otsedaer 3a 4 ifindex. MNMpu pgenenun ifindex Ha 4 pgna
onpeaeneHuns Ne paspaga Ana 3anNucK, NoNy4eHHoe 3HaYeHUe OKpyraseTcs B 60NbLIYIO CTOPOHY).

Ecnn Ham HyxHbl nopTbl GigabitEthernet 1/0/20-21 (ifindex 20, 21), To OHM A0AKHbI 6bITb 3anNMCcaHbI
8 51 6 none.

B aABoWYHOM NocsieaoBaTeNbHOCTM 5 none Byaet 3anncaHo cneaytowmm obpasom 0001 (MocnegHaAn
1 — 20 uHgekc). Mepesogum B HEX, nonyyaem 1.

B ABOMYHOI NnocnenoBaTebHOCTM 6 Nosie byaeTt 3anmcaHo cneayowmm obpasom 1000 (Mepsaa 1 —
21 uHpekc). Nepesoamm B HEX, nonyyaem 8.

UToro B butoBoit macke byaet 4 Hyns, 1, 8: 000018.
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NPUNOXEHUE 6. METO4UKA PACCYETA MHAEKCA YCTPOMCTB (PSE_INDEX)

MHAEeKC YCTPOWCTB WCNOMb3yeTcA A/1A OMpoca YCTPOMCTB OKPYMKEeHWA KommyTaTopa (Hanpumep,
BEHTUIATOPOB UAN TEPMOLATYNKOB) U NPeACTaBAfeT cObon AecATUYHOE YNCAO.

lpumep 1

PaccunTaTb 3HaYeHMA MHAEKCA A5 ONPOca TEPMOAATYMKa 2 Ana toHnTos 1 n 8.

[na paccyeTta 3Ha4YeHUA HAEKCA MCNOAIb3yeTCA CTPOKa Buaa OxUIOO0DIII, rae:
— Ul — 3HayeHne Homepa oHUTa (HaumHas ¢ 1);
— DI — nHAeKc ycTpoCTBa, HA KOTOPOM PaCMoO/IOKEH ONpaLllMBaeMblii OOBEKT;
— Il — vHAaeKc onpalmMBaemoro obbekTa.

TakMm 06pasom, 3HaYeHWe ANa TepmogaTtyMka 2 toHMTa 1 6yaer BbirnageTb caedylowumm obpasom:
0x01000001, a gna Tpmogatymka 2 toHuTa 8 — 0x08000001. Mocne ¢dopmmpoBaHMA 3HAYEHUA B
LWecTHagUuaTepUYHOM BMAE HYXKHO MepeBecTM UX B AECATUYHbIE yYmcna. B pesynbrate 3HavyeHMA ana
nepBoro HUTa byaeT BbIrNa4eTb cieayowmm obpasom: 16777217, a ans sBocbmoro — 134217729.
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TEXHUYECKAA NOAAEPXKKA

[Ona  nonyyeHuMa TeXHUUECKOM KOHCY/AbTauMuM NO BOMNPOCAaM 3KchayaTauuMm 060pynoBaHUA
000 «MpeanpusTtne «3/ITEKC» Bbl MorKkeTe 06patuTbecsi B CepBUCHbIN LEHTP KOMNaHUMK:

dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha opurumanbHOM calite KOMNAHMM Bbl MOXKETE HAUTU TEXHUYECKYHO LLOKYMEHTALLMIO M NPOrpamMmMHoe
obecneyeHune ansa npoaykumm 000 «Mpegnpuatme «JITEKC», o6paTntbea K 6ase 3HaHUIM AN OCTaBUTb
WHTEePaKTUBHYIO 3aABKY.

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads/
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