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PykoBoacTBo no akcrnyarauun WEP-1L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHOBHbIM MpegHasHavyeHnem yctpoiictea WEP-1L siBnsieTca co3gaHve 6ecnpoBOfHO ceTy nepegayu
AaHHbIX L2-ypoBHS Ha CTblke ¢ npoBogHon ceTbio. WEP-1L nogkntovaeTcs K NpOBOAHOMN CeTu yepes
10/100/1000M Ethernet-uHTepdieiic 1 ¢ NOMOLLBI0 CBOMX paguorHTepdeicoB co3taet 6ecnpoBOfHOM
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

B HacToslLLeM pyKOBOACTBE MO 3KCM/yaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPOCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeyaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHyH MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BAHUIO 1
HaCTpoiike yCTpOWCTBA.

€ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOIiCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHOM 6e30nacHoi cetu
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-1L.

YCTpOIACTBO COAEPXKMUT ABa paanovHTepdeiica ans opraHMsauum aByx nsnyecknx 6ecnpoBOHbIX CETENA.

WEP-1L noggepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmus
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). ®yHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B N0/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4EeCTBOM CEPBUCOB M OrpPaHUYEHUSIMN KaK A/15 BCeX
abOHEHTOB, TaK 1 A1 KaXA0ro B YaCTHOCTW.

Yctpoiicteso WEP-1L npegHasHavyeHo 418 NCNO/b30BaHNsS B Ma/lOHarpy>eHHbIX CETAX C He60IbLLIMM
KO/IM4EeCTBOM K/IMEHTOB U OPUEHTMPOBAHO Ha YCTAaHOBKY B 0puce WU/in HEBGO/bLLIOM hnvasie opraHu3aunu.
BO3MOXHOCTb CO3aHMsA BUPTYasibHbIX TOYEK AOCTYNa C pas/IMyHbIMU TUNnamu LWngpoBaHus no3Bonser
pasrpaHuumBaTh npasa AocTyna Mexay 006bl4HbIMU N0/1b30BaTeIAMN U BblAeNEeHHbIMY rpynnamu
nonb3oBaTenei.

2.2 XapaKTepuCTUKM YCTPONCTBa
Nnmepagbelicbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauusi AaHHblx, Bkatoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsarop;

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe cornacoBaHme CKOPOCTH, AYNJIEKCHOIO pexnma 1 nepekntovenms mexay MDI v MDI-X;
+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;

* nogaepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayv aboHeHTCKOro Tpadnka BHe TYHHenew;

* nogaepxka ACL;

* nogaepxka NTP;

* nogaepxka Syslog;
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* nognepxka IPvo;
* noggepxka LLDP.

®dyHkyuu QoS:

* NPUYOPUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NpPonyckHOW cNOCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHune NPoryckHOM CNOCOBGHOCTU A1 KaXKA0T0 KIINEHT],;
* n3MeHeHune napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepes RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-1L.

fﬁi e @
V7

Cepsep

DHCP, RADIUS

PucyHok 1 — @yHKuMOHaNbHaA cxema ncnosb3osaHms WEP-1L



PykoBoacTBo no akcrnyarauun WEP-1L

2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet

KonvnyecTtso nopTos
Twun pasbema
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepegayn AaHHbIX
MakcrmasibHoe KonmMyecTso
OHOBPEMEHHbIX CECCUiA
MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

Mopnepxka 2x2 MIMO

RJ-45
10/100/1000 M6uT/c, aBToONpeaeneHne

BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

24T1Tuy: 127
5Mu: 127

2.41Tu: po 18 nbm
5TTu: go 20 pbm

2.4TTu: ~5abu
51Tu: ~5abn

2.4TTu: 8o -94 pbm
51Tu: go-92 pbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPAZ2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2

nopnepxka Captive Portal



PykoBoacTBo no akcrnyarauun WEP-1L

YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 32 MB SPI-NOR Flash

RAM 128 Mb DDR2 RAM

MutaHne BHeLWHNA agantep nutaHmsa 53 B DC, 2 A
MoTpebnsemast MOLLHOCTb He 6onee 7 BT

Pabounin gnanasoH Temneparyp oT+5 00 +40 °C

OTHOCKTEeNbHAasA BNaXHOCTb Npu 0o 80 %

Temneparype 25 °C

Ma6aputsbl (QuameTp X BbICOTA) 100 x 23 MM
Macca 0,085 kr
Cpok cnyx6bl He meHee 15 net



PykoBoacTBo no akcrnyarauun WEP-1L

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WEP-1L BbINOSIHEHO B N/1aCTUKOBOM KOpMyce.

2.4.1 TlepegHsasa naHenb ycTpolicTBa
BHelwwHWIA BUA nepeaHeli naHenu yctponictea WEP-1L npuBeaeH Ha pucyHke 2.

1

PucyHok 2 — BHewHwuiA Bug, nepegHein naHenn WEP-1L
Tabnuua 2 — OnuncaHne nHaMkaTopos nepegHeit naHenn WEP-1L

AneMeHT naHenun OonucaHue

1 Power MHgukaTtop ctatyca paboTthl ycTpoiicTBa

2.4.2 3apgHAasa naHenb YCTPoUCcTBa

BHeluHWIA BUA 3aaHein naHenu yctpoictea WEP-1L nprBefeH Ha pucyHke 3.

————

PucyHok 3 — BHelwHuiA Bug 3agHei naHenn WEP-1L

Ha 3agHei naHenu yctporictea WEP-1L pacnonoxeHsbl cnegytowmye CBETOBblE MHANKATOPbI, pa3beMbl U
opraHbl ynpasnexusi (Taénuua 3).

Tabnuua 3 — OnucaHne MHAMKaTOPOB, NOPTOB 1 OPraHoB ynpasneHus 3agHel naHenn WEP-1L

AneMeHT naHenu OnucaHue

1 LAN MopT 10/100/1000BASE-T (pazbem RJ-45) Ana nogknoueHns K cetu
2 CseToanogbl WupukaTtopbl pasbema LAN

3 5vDC

Pasbem [/11 NOAKIIYEHNs agantepa nuTaHus
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PyKoBOZACTBO No akcnyaTauum WEP-1L

2.4.3 HwxHAS naHenb yCTpoicTBa

BHewwHuin Bug, HxHe naHenu yctpoictea WEP-1L npuBeseH Ha pucyHke 4.

Caenaro
"e Tg?( 208
5
w:!:oe:oe;u: . HosocHBHPCK: i, OKpYXH2!
W 1L
Power:
: 110
v hnp,//192 168
URL:

T
e

MAC E828!

PucyHok 4 — BHewHuin Bug, HWxHen naHenn WEP-1L

Tabnuua 4 — OnucaHve opraHoB ynpasneHus HmWkHel naHenu WEP-1L

AnemeHT naHenu OnucaHue

1 F KHonka c6poca K 3aBOACK/M HaCTpoikam

2.5 CseToBas UHAgMKauus

TekylLlee COCTOsIHME yCTPONCTBa 0TOOpaxaeTcs Npu NOMOLLM MHANKATOPOB, PAcnO/IOKEHHbIX HA NepegHeint
3agHei naHensx. NepeyeHb COCTOAHWIA MHAMKATOPOB NpUBEAEH B Tabnuue 5.

Tabnuua 5 — CeeToBas UHAMKaLUNSA COCTOSHUS YCTPONCTBa

NHpunkartop CocTtosiHue nHgmkaropa CocTtosiHMe ycTpoicTBa

LAN FoOpUT TObKO 3€/1EHbIN CBETOAMNOL, CoefvHeHne ¢ NOAK/OYEHHbIM CETEBLIM YCTPONCTBOM
ycTaHoB/ieHo Ha ckopoctu 10/100 M6éuT/c

[opAT 3eN€eHbIN 1 OpaHXeBbIi CoepguHeHne ¢ NOAKIOYEHHbIM CETEBbLIM YCTPOCTBOM
CcBeToaAMoAb! yCTaHoB/eHOo Ha ckopocTn 1000 M6uT/c
Mwuraet 3eneHblii CBETOANOA Mpouecc nakeTHoOW nepegayn gaHHbIx no LAN-
NHTepdeiicy
Power 3eneHsblli, ropuT NOCTOSHHO BkitoueHo nuTaHune yCcTpoincTBa, HopMasibHas paboTta
OpaHXeBbliA, FTOPUT NOCTOSIHHO YCTpOWCTBO 3arpyeHo, Ho He nonyyeH IP-agpec no DHCP

KpacHblii, ropuT NOCTOSHHO 3arpyska ycrpoiicTtea

11



PykoBoacTBo no akcrnyarauun WEP-1L

2.6 CO6poc ycTpoicTBa K 3aBOACKMM HACTpOIiKam

[nsa copoca ycTpoicTBa K 3aBOACKMM HACTpOikaM Heo6X0AMMO B 3arpy>€HHOM COCTOSIHMM YCTPOMCTBA
HaXKaTb U yaepxusarb KHOMKY «F» Ha npotsxeHun 10—15 cekyHa, noka nHankarop Power He HauHeT Mmuratb
opaHXxeBbIM LiBeTOM. [1pon3oiigeT aBTomaTmyeckas nepesarpyska ycTponcTaa.

Mpu 3aBOACKUX ycTaHOBKax byaet 3anyweH DHCP-knueHT. B cnyyae, ecnun agpec He 6yaet nosyyeH no DHCP,
TO y ycTpoiicTBa 6yaeT agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, uma nonb3osarens/naposib
ANs goctyna yepes web-nHTtepdeiic: admin/password.

2.7 KomnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ 0bopypaoBaHue pagunogoctyna WEP-1L;

« apantep nutaHus 230/5,3 B, 2,0 A,

* PYKOBOACTBO Mo 3kcnyataumm Ha CD-aucke (onumoHanbHo);
* cepTMdImnKar COOTBETCTBUS;

* namsTKa 0 AOKYMeHTaLmu;

* racnopr.

12



PykoBoacTBo no akcnayatauuu WEP-

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

1L

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

(%)

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
pa3smeLlaTtb NpeAMeTbl Ha MOBEPXHOCTM 060pyA0BaHNS.

3.2 PekomeHpaumun no yctaHoBke

1.

YCTpOWCTBO pekoOMeHAyeTCs yCTaHaB/IMBaTb Ha CTO/E B TOPU30HTa/TbHOM MOJSIOKEHUN.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MeXaHU4ecKnx nospexaeHuii. B cnyyae o6HapyXeHnst NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K MOCTaBLLUKY.

Ecnu ycTpoincTBO ANnTenibHOEe BPEMS HaXOA4UN0Ch NPY HU3KOIM TeMnepatype, nepes Hadyasiom paboThbl
cnepyeT BblepXaTb ero B Te4eHue AByX YacoB Npv KOMHaTHOM TeMnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPOMCTBA B YC/TOBUSAX MOBbLILLEHHONM BNXXKHOCTY nepes BKIYeHneM Heo6xoammo
BblEpXaTb ero B HOPMasibHbIX YC/I0BUSIX HE MeHee 12 4acos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamy yunTbiBanTe cregyrowime npasunia:

* YcTaHaBnmBaiTe YCTPOUCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGenb 1 Ap.) MEXAY TOUKON AocTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

* He ycTaHaBnvBaiite yCTpoicTBO B6NM3U (NOpsigka 2 M) a/1EKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.

* [penAaTcTBUA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, META/I/IMYECKNX KOHCTPYKLMIA, KWPMUYHBIX U
OGETOHHbIX CTEH, a TaKkke neperopoakn n3 épyca 60/bLOro guameTpa, EMKOCT C BOAOIN 1 3epKaJ
3HauMTEeNbHO yMeHbLato paguyc geinctems cetn Wi-Fi. He pekomeHayeTcs pasmelleHune ¢
BHYTPEHHEWN CTOPOHbI (DanbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacnpocTpaHeHVe curHasna n 3atyxaHve npu npoxoxaeHun yepes peLleTky kapkaca

a

thanbLlunotosnka. Mo 37O e NpUUMHE HE PEKOMEH/YETCS YCTaHOBKA 3a AePEBSAHHLIM NOTOMIKOM U

B Yrnyo6neHusx.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK Paamyc COTbl JO/MKEH NepecekaTbCs C COCeHel CoToii Ha ypoBHe

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 gbm Ha rpaHuuax coT, ec/fiv He
npegnonaraercs ncnosib3osaHne VolP, NOTOKOBOro BUAeOBeLLaHNS U APYroro YyBCTBUTEbHOIO K
noTepsim Tpadinka B 6ecnpoBOfHON CETU.
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PykoBoacTBo no akcrnyarauun WEP-1L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MprubnuanTesnbHbIA paguyc oxeata yBepeHHOoro npuema Toukm goctyna WEP-1L npu pasmeweHunm
B TUMOBbIX OOUCHBIX NomelleHnsx: 2.4 'y — 40-50 m, 5 'y, — 20-30 m. Mpr NONHOM OTCYTCTBUN
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B Tabnvue 6 npuBeneHbl NpUGIM3NTeNIbHbIE 3HAYEHUS 3aTyXaHus.

Tabnvua 6 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHane!

2.402 Ty, |<7 22 MIy, H 2.483 My,

PucyHok 5 — O6Lwan gnarpamma nepekpbIiTUa YacTOTHbIX KaHanoB B 2.4 Ty,

Mprmep cxembl pacnpeneneHnsa kaHanoB Mexay cocegHUMM Toukamun B gnanasoHe 2.4 Ty, npu WwupuHe
kaHana B 20 MI'y, npuBefeH Ha puCyHkKe 6.
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PyKoBOZACTBO No akcnyaTauum WEP-1L

PucyHok 6 — CxemMa pacnpefenieHnsa KaHasioB Mexay CoceHVMN ToukaMu AoCcTyna B guanasoHe 2.4 Ty, npu
lwnpuHe kaHana B 20 MIy,

AHaNOrMMYHO peKOMEHAYETCHA COXPaHATb ,El,aHHbII‘/‘I MexaHn3M pacnpeneneHmnsa KaHasioB Mpn pacnosioxXeHnn

TOUeK Mexay aTaxamu (PUCYHOK 7).

PucyHok 7 — Cxema pacnpeneneHna KaHasioB mexay cocegHMMN ToHKamMn A0CTyna, pacrnosioXXeHHbIMN MeXay

STaKamMmun

Mpwn ncnonb3oBaHUn WMPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [T, HET HenepekpbIBaloLWLMXCA KaHaoB. B
Takmx c/lyvasix CTouT BblbMpaTb MakCMMasibHO OTAA/IEHHbIE APYT OT Apyra KaHasbl.
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PucyHok 8 — KaHauibl, ncnosb3yemble B guanasoHe S Ty npu wvpuHe kaHana 20, 40, 80 My,
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4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

PykoBoacTBo no akcrnyarauun WEP-1L

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio

YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBaresia 1 naposis.

WEP-1L

3. Beeante nmsa nosb3oBartesia B CTpoke «BBeaute /10rvH» 1 naposb B CTPOKE «BBeaguTe naponb».

© 3asogckue ycTaHOBKM: NOTMH — admin, Naposb — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

AELTEX

MoHuTopUHr  Radio VAP

Wi-Fi KHEHTBI
CTaTUCTHEA No Tpadmky
CKaHnpoBaHue agunpa
JKypHan coGsImuid
CeTesar MHpoOpMaLMa

WHpopmaLuma o
paguouHTEpdeiicax

WHcpopmauna of yeTpoicTee »

WEP-1L

CETEBbIE HACTPOMKK BHELLHUE CEPBHCHI CucTema

Wanenue

AnnapaTHas sepcua
3asoackoi MAC-agpec
CepuiiHbIi HoMmep
Bepcua MO

PesepeHas Bepcka M0
BepcuA 3arpysumka
CMCTEMHOE BpEMA
Bpema padoThl

3arpyaka LMy

Mcnonb3yeman namaTb

£ OOHOBUTH

WEP-1L
w3
E8:28:C1:ET:FB60

WP3C000555

09.01.2025 06:38:23
8aH, 22:51:19

2%

@ 83 MOanT / 108 MoaiiT

n - (BLIXOM)
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PykoBoacTBo no akcrnyarauun WEP-1L

5. INpy HeoBXOANMOCTU MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-1L gocTtynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

ELTEX  WEP-L

MoHuTOpUHr ~ Radio VAP CeTeBble HACTPOMKK BHEILIHHE CEPBMChI CucTema - (BLIXOM)

Wi-Fi knueHTsl Uspenue WEP-1L

AnnapaTHas epcus w3
CTaTUCTHER MO TpadmKky

3aBopackoil MAC-anpec E8:28:C1:ET:FB60O
CKaHWpOBaHUe 3(upa
CepuifHbIi Homep WP3C000555

JKypHan coGeITuid Bepeis Mo
Cetepad MHMopMayma PesepeHas eepcua MO
Bepcua sarpys4uka
WHhopMaLma o s Ry

PaauouHTEppelicax CucTemHoe Bpema  09.01.2025 06:38:23

Wrgpopmauma of ycTpoicTse > Bpemsa paGoThl 8 oM, 22:51:19

3arpyaka LMy 2%

Mcnonb3yemas namMaTh @ 83 MOaiT / 108 MbaiT

£ OOHOBUTH

4.2 TlpuMeHeHue KOHUrypaummn n oTMeHa n3MeHeHNi

1. MpuMeHeHne KoHdUrypaumm

Mpn HaXKaTUK KHOMKM 3anyckaeTcsi IPOLEecc coxpaHeHust koHdurypauum o flash-
namsTb YCTPOCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HAaCTpoliki BCTynatoT B cusly 6e3
nepesarpy3ku ycTpoicTea.

B web-nHTepdelice Toukn gocTyna peannsoBaHa BU3yanibHas MHANKaLMS TEKYLLErO COCTOSIHUSI npoLiecca
nprMeHeHnst HacTpoek (Tabnuua 7).

Tabnuua 7 — BusyanbHasi UHAMKaLMS TEKYLLIEro COCTOSIHMS NpoLecca NPMMEHEHNS HacTPOoeK

BHeluHwWiA Bup, OnucaHue cOCTOSIHUSA

Nocne HaxkaTusa Ha KHONKY «[MpUMeHUTL» NPOUCXOANT NPOLLECC NPUMEHEHNA U

3anm1cu HacTpoeK B NaMsATh YCTPOoiicTBa. O6 3TOM MHCDOPMUPYET 3HAUOK il B
Ha3BaHWV BKNAAKN U Ha KHOMKE «[PUMEHNTB.
06 yCrneLwHoM COXPaHEHNUN 1 NPUMEHEHUN HACTPOEK MHKPOPMUPYET 3HAUOK

B HA3BaHWW BKNAAKM.

2. OTMeHa U3MeHeHunM

© OtmeHa n3MeHeHNii NPOM3BOAUTCA TOMBKO [J0 HAXKATUSA Ha KHOMKY «[TpUMeHNTb>. Mpu HaxkaTum Ha
KHOMKY «[PUMEHNTBL» N3MEHEHHbIE Ha CTPaHULLEe NnapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEHUS,
3anMcaHHble B NaMsTU yCTpoiicTBa. ocne Haxatus Ha KHOMKY «[MpuMeHNTbL» BO3BPAT K NpeablayLimm
HacTpoiikaMm 6yaeT HEBO3MOXEH.

. . X Otmena
KHoMka OTMEHbI U3MEHEHWU UMEET CriefyoLni Bua,
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4.3 OcHOBHble 3neMeHTbl web-uHtepdeiica

PykoBoacTBo no akcrnyarauun WEP-1L

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

eLTex

IMOHUTOPUHT Radio VAP

Wi-Fi KNMEHTBI
CTaTMCcTHKa No TpaghuKy
CraHMpoBaHWe adupa
ARypHan cobbimiit
CeTesan MHQOpMaLMA

WH(pOpMALIMA O
paguoMHTEpdEiicax

WHbopmaums of yeTporcTee »

1)

000 "Mpednpusmue "Samexc”, 2019

WEP-1L
CeTeBLIe HACTPOIKM BHelUH1e CepBUCH CucTema -
HM3nenue WEP-1L

AnnapaTHad BepcuA

3aBogckod MAC-
anpec

CEpHIHBIA HOMED
Bepcua MO

PesepeHan BEpcUA
no

Bepcua sarpy3duka
CHCTEMHOE BpPEMA
Bpema paboTsl
Jarpyska Ly

KMcnonk3yeman
NamaTb

Z OGHOBHTB

w3

E8:28:C1:E7:FB.60

WP3C000355

06.12.2023 07:02:53
8 H, 21:38:30

1%

\659 71 M=t / 108 MGaiT

Bepcur [0 {Bepcus WEB:

(BbIXOO)

OKHO NM0/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha NsaTb obnacTeii:

1.

arw®

Bknagkm MeHto — A4nsa rpynnupoBKn NOAMEHIO NO cnegyrowmm kateropmsam: MoHutopuHdr, Radio, VAP,
CeTeBble HacTpoWiku, BHelwHue cepBucel, Cuctema.
Bbi60p si3blka MHTepdielica 1 kHormka «(BbIxoq)», NpeAHa3HauyeHHas A4/18 3aBepLUeHns ceaHca paboThl B
web-nHTepdelice nog faHHbIM NoNb3oBaTeNeM.

Bknafakv nogmeHo — 415 ynpas/ieHNA MoJsIEM HacTpOeK.

Mone HacTpoek ycTpoincTBa — A/ NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.
WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.
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PykoBoacTBo no akcrnyarauun WEP-1L

4.4 MeH «MOHUTOPUHT»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

4.41 NopmeHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MowwTopunr  Radio VAP CeTesble HacTpoilkn  BHelkue Cepeucel  CucTema v (8bixon)
Wi-Fi KnueHTE! > i OOHOBHTL

CTaTUCTUKE IO TPADHKY
Ne Wwsixoeta IP-agpec  MAC-agpec WuTepegeiic  Link Capacity Link Quality Link Quality Common  RSSI, 4EM  SNR, B TxRate RxRate TXBW, Mry RXBW, MMy  Bpems pasoTel

CKaHHpOBaHHe SDHDa _ _ . .
v 1 Xaomi12T 10248045 76:12:31:98:05ba waniva0 30 66 b 90 7 VHT NSS2-MCS239  VHT NSS1-MCS2195 20 20 04:51:05

JKypHan coObiTHit .
Mepenano / MpuHaTo Bcero, GaiT 2 058 102/ 824 031 Mepenato ¢ owwbkatn, nakeros 0

Ceresan ndopuauna MNepenano / NPUHATO BCEro, NakeTos 6565/ 11243 MOETOPLI NEPEAAYN 32 NOCNEHHA NEPUOM, NaKETOB 1
WrchopmiaLua o Mepenano / NPUKATO fakeix, Gait 1916 777/ 532 653 OBLUee YHCNo NOBTOPOB Nepefau, nakeTos 2 393
PRMNOHTEPDEHC, Mepenano / NPUHATO aHKbIX, NAKETOB 6 558 / 2 380 CKopocTb nepenash / npuema, Koutic 010
VIHOpHALUA 0O YCTPORCTEE Mogynaunsa MepeAano NakeTos MpHHATO nakeTos
OFDM8 9 8996 80%
NSS1-MCS0 0 779
NSS1-MCS1 447
NSS1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61

NSS1-MCS8 58

S| =|=lalalslvlala
o
4

NS§S1-MCS7 36
NSS2-MCS0 1222 19% 526
NSs2-MCs1 1523 23% 231
NS§S2-MCS2 1676 26% 26

NSS2-MCS3 923 14%
NSS2-MCS4 303

NS§S52-MCS5 22 0%

33333 % 3233332382323

NSS2-MCS8 32 0%

* Ne — HOMep NOAK/MHOYEHHOTO YCTPOMCTBA B CMUCKE;

* WIMsi xocma — ceTeBOe UMS YCTPONCTBa;

* IP-adpec — |P-agpec NoAKHYEHHOTO YCTPOICTBA;

* MAC-adpec — MAC-agpec noak/4YeHHOro yCTPOCTBa;

* MIHmepgpelic — nHTepdoeinc B3anmogenctans WEP-1L ¢ nogknto4eHHbIM YCTPOIACTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3hEeKTUBHOCTb NCMONb30BaHNA TOUKON AOCTyna
MoAynsauMn Ha nepegady. PaccumTbiBaeTcsi UICX04S U3 KONMYECTBA NAKETOB, NepefaHHbIX Ha KaxKaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 419 MakCMMa/ibHOTO Tuna nss,
noazepXX1MBaemMoro KfMeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ noaaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOi NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 K/MeHTa He 6blN yCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOPbIi 0TO6paxXaeT COCTOAHME NINHKA A0 KIMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUANCL C NEPBOIA NOMNbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccymTbiBaeTcs 3a Bce
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

19



PykoBoacTBo no akcrnyarauun WEP-1L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

442

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TIYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.

MoameHto «CTaTnucTrka no Tpagouky»

B pasgene «CtaTtucTuka no Tpacuky» oto6paxkatoTcs rpadrky CKOpoCcTU nepefaHHoro/nosy4eHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpagmka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

MosTopuir

L TEX WEP-1L

Radia VAP  Ceremwie Hactpoiikn  Brelukne cepeucs  Cuctewa

IR WLANO Tx/Rx kbps WLANL T/Rx kbps

R 0.0 kbps (max: 2.6 kbps) Rx: 0 kbps {max: 114 kbps)
@ Tx0.8 kops (max: 10.1 kbps) @ T 0 knps (max: 102 kops)

0+ v
165323 165341 165359 165417 165435 165453 165311 165529 165547 165605 165623 ts 165323 165341 165359 165417 16435 165053 1651l 165529 165547 165605 165623 ts
LAN Tw/Rx kbps

Rx: 10 kbps (max: 10.2 kbps)
@ Tx: 13 kbps (max: 30.1 kbps)

7

1
165323 165341 165359 165617 165435 1654553 165511 1635529 165547 165605 165623 ts

Mpadmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepegaHHOro/nony4yeHHoro tpadgumka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHne 3 MUHyTbl. Mpadivk aBTOMaTUYECKM OOHOBASIETCS KaxKable 6 CEKYHA,.

Mpadmkn WLANO n WLANT Tx/Rx noka3blBaloT CKOPOCTb NepeaaHHOro/nonyyeHHoro tpaguka vepes Radio 1 n
Radio 2 nHTepdelicbl TOUKM AocTyna 3a nocregHne 3 MUHyTbl. Mpadhmk aBToMaTUYeCcKn 06HOBNSAETCA Kaxable
6 CeKyHA.
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MepenaHo v
WHTepheic BCEro NaKeToE Beero GaiT OTGPOWEHO NAKETOR OWwuEKN
LAN 202871 161316150 0 0
WLANO 41298 49220375 0 0
WLAN1 288650 308024624 0 1]
wilan0-va0 41298 49220375 20 0
wian0-val 1] 0 0 0
wilan0-va2 0 0 0 0
wian0-va3 0 0 0 0
wilan1-va0 a7 39720 924 0
wilan1-val 286279 307984904 25 0
wlan1-va2 1] 0 0 0
wilan1-va3 1] 0 0 0
OnucaHue Tabnuupl «lepedaHo»:

* MlHmepcpelic — nmsa nHTepdelica;

* Bcea2o nakemos — KO/IMYeCTBO YCMNeLLIHO OTrpaB/IeHHbIX NakeToBs;

* Bcezo 6alim — KO/IM4YeCTBO YCMeLHO OTnpaB/ieHHbIX 6aiT,

* Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY OTMPaBKE;

* OWUbKU — KONNYeCTBO OLUNBOK.
MpuHaTo v
MHTepcpeﬁc Bcere nakeTos Becero 6aiT OTEPOWEHO NAKETOE OWHBKK
LAN 400993 463402409 56 0
WLANO 20383 2789738 0 0
WLAN1 136468 160132228 0 0
wlanQ-va0 20383 2789738 0 0
wlan0-val 0 1] 0 0
wlanQ-va2 a o 0 0
wlanQ-va3 o 0 0 0
wlan1-va0 20 2698 0 0
wlan1-val 135448 160129530 0 0
wlan1-va2 1] 1] 0 0
wlan1-va3 1] 1] 0 0

Onucaxune Tabnuupl «[TpPUHSMO»:

* MlHmepgpelic — nmsa nHTepdelica;

* Bceao nakemos — KOSIMYeCTBO YCMNEeLIHO NPUHATLIX NaKeToB;

* Bceao 6alim — KOM4eCcTBO YCMeLHO NPUHSTBLIX 6aiT;

* Om6poweHo rnakemos — KO/1IM4eCTBO NakKeTos, OT6pOLL|eHHbIX npu noayvyeHnn,

* OWUubKU — KONNYEeCTBO OLLUNOOK.
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4.4.3

PykoBoacTBo no akcrnyarauun WEP-1L

MoameHo «CkaHvpoBaHve adhmpar»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

MOHHTOPHHT Radio VAP CeTeBble HACTPOHKH BHELIHWE CepBUCH Cucrema - (BbIXOO)

= TEX WEP-1L

Wi-Fi KTHEHTBI MocnegHee ckaHuposadve Obino 10.08.2023 06:20:59

CTaTtUCTHEA No TpadHKy
24Ty 51Ty

CrannpoeaHue 3upa >
P dip Kawan /

. o OnanazoH SSID Pewunm GesonacHocTH MAC-agpec LnpHHa RSSI, AEM
WypHan cobbiThi
24T1Ty Open E0:D9E3:49:D5:00 1/20 -20
CeTeBas MHOpMaLus
24Ty Open 6813 E2.0E8A M 6720 -36
WHdopmauma o
paguouHTEpMEiicax 2.4T1TyY Open 66:13:E2:20:A2:D1 6/20 -36
. _ . 24TTy Open 6813 E2.1B6B.41 1/20 -38
WHdopmaumna of ycTpoicTee
24Ty Open E8:28:C1:DAICFAT 11/20 -40
24T1Ty WPAZ_1X 6813 E2:200A3:01 6/20 -40
24Ty Open G813 E2:200AZ:A1 11/20 -42
24Ty Open CC:9D:A2:C7:DF:DO 11/20 -46
24TTy WPAZ_1X 6813E2:.0D3CF1 1/20 -50

[nsA 3anycka npouecca ckaHMpoBaHUs ahmpa HaXXMUTE Ha KHOMKy «CkaHMpoBaTb». Mocne 3aBepLueHunst
npouecca Ha CTpaHuLe NoSABUTCSA CNMCOK 06HAPYXXEHHbIX B paano3adinpe ToUek AoCTyna 1 MHChopMaLms 0 HUX:

lNocnedHee ckaHupoBaHue 6b1/10... — fata n Bpemsi NocNefHero CKaHpoBaHus;

Juana3oH — ykasblBaeTcs gnanasoH 2.4 'y, unam 5 Ty, B KOTOPOM 6bl1a 06HapyXXeHa Touka [ocTyna;
SSID — SSID o6Hapy>XeHHOW TOYKN AOCTYNa;

Pexxum 6e3onacHocmu — pexummM 6e30MacHOCTM 06HaPY>XEHHOI TOYKN AOCTYNa;

MAC-adpec — MAC-agpec 06Hapy>XeHHOW TOYKN AOCTYNa;

KaHas/LLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT obHapyXeHHas Touka 4OCTyna;

RSSI — ypoBeHb, C KOTOPbIM YCTPOCTBO NPMHUMAET CUTHaUT OGHaPY>XXEHHOW TOYKM AOCTyna, ABMm.

Bo BpeMmsi OCyLLECTB/IEHUNSI CKAHUPOBaHWA 3chupa paamonHTepdeic ycTpolicTBa 6yaeT OTK/IOUEH, YTo
npuBeaeT K HEBO3MOXHOCTY Nepeayn aaHHbIX Ao Wi-Fi KTMeEHTOB BO BpeMsi CKaHWpPOBaHUS.
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PykoBoacTBo no akcrnyarauun WEP-1L

4.4.4 TogMeHto «KypHasn cobbITuii»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

\TEX

Motwtopusr  Radio VAP Ceresbie wacTpoiitn  BHewmue cepeucs  Cucrema U~ (ewixon)

Wi-Fi knueHTs £ O6HOBMTE i cumctuT

CratheTika no Tj

WEP-1L

fata n Bpems Tun Mpouecc Coobujenne
CraKipo =R Jun 15 12:53:31 daemon.info monitord[1069] event: "associated’ mac: 6E:4B8:3E:17:D5:09 ssid: Testd' interface: wian1-va3 channel: 64 rssi: -75 location: "ap.natasha.root reason: 0
HKypHan coGeiTui > Jun 15 12:53:24 daemon.info monitord[1069] event: ‘associated’ mac: E0:D9:E3:49:C1:80 ssid: 'Test2' interface: wian0-va3 channel: 11 rssi: -55 location: "ap.natasha root' reason: 0
Cetesan nHihopmaums Jun 15 12:52:46 daemon.info monitord[1069] event: ‘associated' mac: 74:81:14:3A:BD:60 ssid: 'Test5' interface: wlan1-va3 channel: 64 rssi: -77 location: "ap.natasha.root' reason: 0
Jun 15 12:52:33 daemon.info monitord[1069] event: ‘associated’ mac: 10:62:EB:2F:FD:56 ssid: Test2' interface: wlan0-va3 channel: 11 rssi: -65 location: ‘ap.natasha.root’ reason: 0
Jun 15 12:52:27 daemon.info monitord[1069] event: ‘deauthenticated by STA" mac: 10:62:EB:2F:FD:58 ssid: 'Test2" interface: wian0-va3 channel: 11 rssi: -63 location: ‘ap.natasha.root' reason: 3 description: 'Deauth at STA leave BSS'
ViHpopwauyst o6 yorpoitoree Jun 15 12:52:12 daemon.info monitord[1069] event 'associated’ mac: 10:62:EB:2F-FD:58 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -67 location: ‘ap.natasha.root' reason: 0
Jun 15 12:51:13 daemon.info configd[957] The AP startup configuration was updated successfully.
Jun 15 11:56:23 daemon.info networkd[989] DHCP-client: Interface br0 renew lease on 100.110.0.208.
Jun 15 10:56:23 daemon.info networkd[989] DHCP-client: Interface br0 renew lease on 100.110.0.208.
Jun 15 09:56:22 daemon.info networkd[989] DHCP-client: Interface br0 renew lease on 100.110.0.208.

+ [ama u spemsi — pata 1 Bpems, Korga cobbiTe 6b110 CreHepupoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS,

+ [poyecc — nms nNpouecca, CreHepMpoBaBLUEro COOOLEHNE;

+ CoobuwjeHue — onucaHne coobITus.

Tabnmua 8 — OnucaHne Kateropuin BaXxHOCTU cobbITuiA

YpoBeHb Tun BaXXHOCTU COOGLLEHUIA
0 UpesBbluaiiHble (emergency)
1 CurHanbl Tpesoru (alert)

2 Kputnueckue (critical)

3 Owwn6ouHbIe (error)

4 MpeaynpexaeHns (warning)
5 YeepomneHnus (notice)
6 MHdhopmauuoHHsle (informational)

7 OTtnapgouHble (debug)

OnucaHue

B cucteme npou3zolusia Kputmueckas owwmneka,
cucTema MOXeT paboTaTb HenpaBuibHO

Heo6xoayMo HeMeaieHHoe BMellaTelbCTBO B
cuctemy

B cucteme npomsoluna Kputnyeckas ownobka

B cucteme npousowina owwmbka

MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHNe
YBeoOM/IEHNE CUCTEMbI, HEaBapuinHoe coobLLeHne
VHdhopMaLuuoHHbIe COOBLLEHMS CUCTEMBI

OTnafoyHble COOGLLEHUSI NPeaoCTaBASIOT

nonb3oBaTesito MHphopmaL o 418 KOPPEKTHO
HaCTPOKN CUCTEMBI

[ns nonyyeHns HOBbIX COOBLLEHNIA B XXypHaUs1e COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTbY.
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4.4.5 MopmeHo «CeTeBas UHopMaLms»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

ELTEX  WEP-L

MoHUTOpMHT Radio VAP CeTesule HACTPOMKK BHeluH1e cepeMcel Cuctema n - {BbIXOD)

Wi-Fi knneHTs Cratyc WAN
CratucTuka no TpaciuKy WuTepdenc br0

CrannposaHie aghmpa Mporokon DHCP
IP-anpec
MypHan cobelThi
MNpyuHATo 17.6 MGawT (18 622 100 GanT)

CeTesan MHopMaLWA >
- bof Mepepaxo 4.3 MoanT (4 542 177 GanT)

HMHcpopmauua o Ethernet
panuouHTepdencax

CocTosuwe nopra Up
Wudpopmauns of yoTpoicTee
CropocTe 1000

Oynnekc Full

ARP ~

Ne IP-agpec MAC-agpec
0 2C:FD:A1:5CEEBE

1 9C:5CIBEI83E35D
2 9C:5CIBEI83E35D

MaplwpyTel ~

Ne WHTepden Ha Wnioz Macka @naru
0 brd 0.0.0.0 100.110.0.1 0.0.0.0 UG

1 brd 100.110.0.0 0.0.0.0 255.255.254.0 u

Craryc WAN:

* MlHmepcpelic — nms bridge-nHtepdelica;

* [Mpomokos1 — NpPOTOKON, UCNosb3yeMmblin anA goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CeTy;

* [MpuHAMO — KonnyecTBo NpuHATLIX Ha WAN 6aiT;

* [MepedaHo — KonnyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiHue Ethernet-nopta;
+ CKopocmb — CKOPOCTb NogkntoueHus no nopty Ethernet;
« Adynnekc — pexum nepegaym gaHHbIX:

* Full — nonHbIi gynnekxc;

+ Half — nonygynnekc.

ARP:
B ARP-tabnuue cogepxuTca nHopmaums o cootseTcteun IP- n MAC-afpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoicTBa;
* MAC-adopec — MAC-agpec ycTpoincTaa.
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MapLipyThbl:

PykoBoacTBo no akcrnyarauun WEP-1L

* Mlhmepdpetic — nms bridge-nHtepgeiica;

* HasHaueHue — IP-agpec xocTa nav NoACceT HasHaYeHus, A0 KOTOPbIX YCTAHOB/IEH MapLLPYT,;

 Umo3 — IP-agpec wno3a, Yyepes KOTopbIiA OCYLLIECTBSETCSA BbIXOA, HA agpecara;

+ Macka — macka noaceTy;

* @azu — onpefeneHHble XapakTepPUCTMKM AaHHOro MapLupyTa. CyLlecTByHOT criedytowme 3Ha4YeHms
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W AB/SETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOASaT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLUpyTOB B CETU C
NpPsIMbIM NOAK/TIOYEHNEM,

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTm3aumm, paboTalolymM Ha NoKaslbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasbIBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobuweHnst ICMP Redirect, mapLupyT Bko4aeTcsa B Tabavuly MapLupyTm3aunm, YTobbl UCKIHOYNTD
nepeHanpasneHne 415 nocnefywmnx NnakeTos, npegHasHaueHHbIX TOMY Xe aapecary,

M — ykasbIBaeT, YTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMUYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod;

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnvue ARP;
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusaunm aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHus MapLupyTa SBASeTcs OAuH U3 afpecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Byddepe mMapLupyTusaumy;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa ABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LLUMpOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe MmapLupyTm3auuu;

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpatlleHne K KosbLEBOW CETU. Takme «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumu;

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbcs
CUCTEMOM.
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4.4.6 TMopmeHto «MHopmaums o paguonHTepgericax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-1L.

c(TEX  WEP-IL

MoHUTOpUHT Radio VAP CeTeBble HACTPOKU BHeLUHWE CEPBHCH! Cucrema ru - (BbIXOO)

Wi-Fi knneHTel Radio 2.4 Ty,
CTatucTuka no Tpadpmrky Cratyc BknroueHo

CKaHUpoBAHUE acimpa MAC-agpec E8:28:C1:E1:10:60

Pexum IEEE 802.11b/g/n
JKypHan cobbiTnia
Kanan 1 (2412 MI'u)

CeTeras nHcopmauma
an uHchopmay WnpuHa kaHana, MMy 20

Wrcpopmauus o Radio 5 Iy

pagvouHTepdhencax >
Craryc BrnoyeHo
WHdhopmaura ob ycTporcTBe
MAC-apgpec E8:28:C1:E1:10:65
Pexuim IEEE 802.11a/nfac
KaHan 40 (5200 MrI'u)

LWwpwuHa kaHana, My 20

PaavonHTepdenchbl TOUKM AOCTyNa MOryT HaXOAUTLCS B ABYX COCTOAHUAX: «BK/IHOYEHO» N «BbIKHOYEHO.
Craryc Kaxaoro n3 pagvonHTepgencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOro, €CTb /M Ha aHHOM paguovHTepdIelice BKIHOYEHHbIE BUPTYa/IbHbIE TOYUKM
noctyna (VAP). B cnyyae, ecnv Ha paavovHTepdeiice umeetcsi XoTsi 6bl ogHa aktuBHas VAP, Radio 6yaet
HaxoguTbCs B cTatyce «BknoueHo», tHaye — «BbIKNUYEeHO».

B 3aBucmmMocTu oT cTatyca Radio ans MOHUTOpPUHra A0CTyNHa cneayollan nHhopmMaums:
«BbIKNIOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-aapec pagnonHTepeiica;

+ Pexum — pexum paboTtbl paanonHtepdelica cornacHo ctaHgaptam IEEE 802.11.
«BK1HOYEHO»:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-aapec pagnonHTepdeiica;

+ Pexum — pexum paboTtbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas — Homep 6ecnpoBOAHOrO KaHana, Ha KOTopoM paboTaeT paanonHTepdeiic;
* LlupuHa KkaHas1ia — WpWHa NO0CkI YacTOT KaHasa, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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4.4.7 TMopgmeHto «MHdopMauus 06 ycTporcTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-1L.

eLTeEX  WEP-L

MOHWTODUHT Radio VAP CeTeBbIE HACTPOHKM BHELLHWE CEPBHCHI CHcTeMa -~ (BbIXOM)

WIi-Fi KnWeHTsl M3penue WEP-1L
AnnapaTHans Bepcua 13
CTaTMCTHKa No Tpacuky
3aeoackoil MAC- ES§:28:C1:ET:FB:6O
CKaHupoBaHue 3tupa anpec
CepwiiHbii Homep  WP3C000555
HypHan cofbITHiA
Bepcua MO

CeTeBas MHOOPMALIMA
Pe3epBHas BepcuA

p no
WMHpopMaLma o
paguouHTepdeRcax Bepcua sarpysumka
CHMCTEMHOE BPEMSA 06.12.2023 09:46:53

WHbopmaums of ycTpoiicTee >
Bpems paboTsl 9 OH, 00:22:30

3arpyska LMY 2%
Mcnonbayeman @ 72 MBaiT / 108 MGaiT
namaTs
2 OGHOBHTB

M30esue — HanmeHoBaHWe Mofesnin YCTPOICTBa,

AnrnapamHasi sepcusi — Bepcus annaparHoro obecrnevyeHuns yCTPomnCTBa;

3aBodckoli MAC-adpec — MAC-aapec WAN-uHTepgieiica yCTpOoCcTBa, yCTAHOBNEHHbIN 3aBOA0M-
N3roToBUTENEM,

CepuliHbIli HOMEP — CEPUIHbBIA HOMEpP YCTPONCTBA, YCTAaHOB/EHHbIV 3aBOAOM-U3rOTOBUTENEM,;
Bepcusi O — Bepcusi NporpaMMHOro obecneyveHuns ycTpolicTea;

Pe3epsHas sepcusi IO — npeablayuias ycrtaHossieHHasa sepcus MNO;

Bepcus 3a2py3yuka — Bepcusl NporpammMHoOro obecneyeHns 3arpy3ymka yCcTponucTea;
CucmeMHoe BpeMsi — TeKyLune BpemMs 1 arta, yCTaHOB/IEHHbIE B CUCTEME;

Bpemsi pabombi — BpeMS pab0Tbl C MOMEHTA NOCNEAHEr0 BK/HOYEHMS UM Nepesarpy3kn yCTpoiCcTBa;
3aepyska LMY — cpeaHwnii NPOLEHT 3arpy3kn npoLeccopa 3a nocnegHne 5 CeKyHa;
Vicnonb3yemasi namsimes — NPOLEHT UCNO/b30BaHNs OnepaTuBHOM NamAaTy yCTPOKCTBa.
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4.5 MeHo «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

4.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

"L TEX  WEP-1L

MOHHTOPHHT Radio VAP CeTesble HACTPOMKHN BHELLHME CEPBUCHI cuctema - BBIXO/,

Radio 2.4 Iy > Obuwue
Radio 5Ty Pesain IEEE 802.11big/n ¥
[DononHuTensHo ABTOMATMYECKUA BLIGOP KaHana

C'QEHW{HTE CMNHCOK KaHanos

LUMpKHa Kaxana, My 20 ~

MoLHOCTb curiana, abm 16 v

[ONOMHUTENBHO v

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyrowmmM cTaHaapTam:
+ |[EEE 802.11n;
+ IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

+ ABmomamuyeckul B8bI60p KaHasia — NPy yCTaHOBIEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTbh HaMMeHee 3arpyXeHHblin paguokaHan gnsa pabotbl Wi-Fi-untepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepegayvn faHHbIXx;

+ O2paHuyumse CrucoK KaHa/i08 — NpPW yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UChnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeEM CMNCOK KaHa/I0B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4YKa gocTyna 6yaet BblompaTtb pabounii KaHan 13 BcexX JOCTYMHbIX KaHa10B faHHOro
AmnanasoHa yacToT. KaHanbl gnanasoHa 2.4 'ruy: 1-13;

* llupuHa kaHasna, MMy — WwnpmnHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuH1UMaeT 3HaveHunsa 20 n 40 MIu;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOBGHOCTN CTaTUYECKN
3a/laHHOro KaHana, pasHoii 40 MI'y. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLIMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nacTn. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHa MCNOb3YeTCs KNMEHTaMM, KOTOpble MOAAEPXKMBAIOT TO/bKO
nonocy nponyckaHusa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHanoM ByaeT BepxHuiA kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHaI0M 6yAeT HMWKHUIA kaHan 20 MI'y, B nonoce 40 Mru,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnmaet

3HadeHune ot 3 go 16 abwm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHuio «Lower»;
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CNCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BbIAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHuTensHo v
OBSS Coexistence
KaHanbHas cKopocThb nepegayn Auto w
KOPOTKHH 3aLMTHLIA MHTEpBaN
STBC O

Mepuog oTNpaskn CIy#eOHbIX 100
Co0GLEHMIA, MC

Mopor @parmeHTaunm 2346
Mopor RTS 2347
Arperayua
KopoTkan npeambyna
LLleiinep Broadcast/Multicast, nak/c O
WI-F1 Multimedia (WM}
Pexum padotel DHCP Snooping ignore ~

BKNHYKTE Q0S5 O

* OBSS Coexistence — pexvM aBTOMaTMYECKOro YMEHbLUEHNS LUMPUHBI KaHauta Npu 3arpy>XeHHoM
paavoadgupe. MNpy ycTaHOBNEHHOM hriare pexxviM BK/IOYEH;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHasA CKOPOCTb 6ECNPOBOAHON Nepeaayn AaHHbIX,
onpegensemas crneundukaunsammn ctaHgaptos IEEE 802.11;

+ Kopomkul 3awyumHbIl uHmMepsas — NoAAePXKKa YKOPOUEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHble, UICNO/b3ys 3alnTHbI nHTepBast B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatOT KOPOTKUIA 3alLMTHBIN NHTepBaUT,

+ STBC — meTOoZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAVPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTU nepefayn AaHHbIX. MNose JOCTYNHO, TO/IbKO eC/n BbIGpaHHbIN pexum paboThbl
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pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBMEH, yCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiXx coobweHUl — nepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsA TOUKM gocTyna B achupe. MNapameTp npuHumaet 3HadeHnsa 20-2000 mc,
no ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0-2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hrare BbINOHAETCS OrpaHnyeHmne
nepegayv LMpPOKoBELaTe/IbHOro/MynNbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuuun 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne o yMOI4aHuio;
* remove — ToYKa [OCTyna yganset 3HadyeHve onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHUs OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HaueHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/IOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpokKa A0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyasuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTponcTaa.
3Ha4veHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku octyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

*+ custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HaveHMe napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bblbop pasgenuteneli oktetoB MAC-agpeca, KoTopblil nepefaercs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiHaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Brksmroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa

o6cnyxunsanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (BoH) B P S o

[=}

ata 2 (Best Effort)

Data 1 (Buneo) 1 7 .

Data 0 (Toroc)

Station EDCA Parameters

Ouepear AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) -

[=}

ata 2 (Best Effort)

Data 1 (Buneo) 5 -

Data 0 (Fenoc) 2 3 b 7 i 47

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku aoctyna (Tpaduk nepenaetcs oT TOUKU
A0CTYyNa K KNNEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/IMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHASA OYepesb, BbICOKasi NPOMNyCckHasi CNOCOBHOCTb
(nproputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELDb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto odyepeb oTnpasiseTca 60/bWNHCTBO TPaANUNOHHBIX [P-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS! 04EPeb, MUHMMasTbHbIE 3aAePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAAHHbIE, YYBCTBUTESIbHbIE K BPEMEHN
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA ouepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn oobpabaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BPEMEHU, TaKMe Kak
VolP n notokoBoe Buaeo (npuoputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHusi kagpos (dhpeliMoB)
[AaHHbIX, U3MEpPSETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BpeMEHN OXnaaHus nepes NoBTOPHOM OTNpaBKoW Kaapa,
3afiaeTcs B MUINIMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakcMMasibHOE 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoW Kaapa,
3afiaeTcs B MUINIMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0/MKHO ObITb 60/bLUIE 3HAYeHU cwMin;

+ TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepegayun — nHTepBa BpeMeHW B MUAIMCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHOl
cpefe K Touke A0CTyrna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMKN KneHTa (Tpadvk nepeaaercs ot
CTaHUMW KNMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/1ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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4.5.2 MopmeHto «Radio 5 IMu»

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX  WEP-IL

MoHHTOpMHT  Radio VAP CeTeBbie HACTPOWKH  BHELUHME CEpBMCH CHcTeMa i~  (BbiXoA)

Radio 2.4 Ty Ofwwme

Radio 5Ty > Pexum IEEE 802.11a/n/ac v
JlononHuTensHO ABTOMAaTU4ECKUA BLICOP KaHana

OrpaHn4uTh CNUCOK KaHanos

LLInpuHa kaHana, My 20 v
MolLHOCTE cUrHana, ABM 19 v

[ononHuTensHoO v

* Pexum — pexuM paboTbl MHTepdelica cornacHo ctaHiapTam:
+ |[EEE 802.115;
+ |[EEE 802.11a/n;
+ |IEEE 802.11a/n/ac.

* ABmomamuyeckul 8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTu4ecKkm
BblOMpaTbh HaMMeHee 3arpyXeHHblin pagvokaHan onsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayvn faHHbIX;

+ O2gpaHuyums CrucoK KaHasi08 — NPV yCTaHOBNIEHHOM ch/iare Touka focTyna 6yAeT UCMosib30BaThb
OrpaHnYeHHbI Nonb3oBaTenieM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTb CNMCOK KAHaI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka focTyna 6yaeT BbloupaTtb pabounii KaHas U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4yacTtoT. KaHanbl ananasoHa 5 I'u; 36—64, 132-144, 149-165;

* WupuHa kaHasna, MMy — WwmnpunHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UmaeT 3HadveHuns 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napameTp MOXeT ObITb U3MEHEH TOJIbKO NPW NPONYCKHON CNOCOBHOCTN CTaTUYeCKM
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPWYHbIM KaHanamu. MNMepBuYHbIA KaHas MCNO/b3YeTCs KNMeHTaMu, KOTopble NOoAAEPXMBAIOT TO/bKO
nosiocy nponyckaHnsa kaHana 20 Mry;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuiA kaHan 20 My, B nonoce 40 Mly;
+ Lower — nepBuWYHbIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 Mru,.

* MowHocmb cucHasia, 0bm — perynmposka MoLHoOCTU curHana nepegarynka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 11 go 19 gbm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»;
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CNCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BbIAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LononHuTensHo v
OBSS Coexistence
KaHarbHas CKOpOCTb Nepefaqn Auto v
Mopnepska DFS BrndeHo v
KOpOTKHUA 3aWMTHEIA MHTEpBan
STBC ]

Mepwon oTnpaskyu Cny#etHbIxX 100
COOBLLEHMIA, MC

Mopor parmedTaLum 2348
Mopor RTS 2347
Arperayus
KopoTkas npeamdyna
Llefinep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WIMM)
Pexum paGotel DHCP Snooping ignore v

Brno4uTe Q05 O

* OBSS Coexistence — pexvM aBTOMaTMYeCKOro YMEHbLUEHNS LUMPUHBI KaHaua Npu 3arpy>XeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dhf1are Pexxnm BK/THOYEH;

+ KaHa/ibHasi CKopocmb riepedaqu — (PKCMpoBaHHas CKOPOCTb 6ECNPOBOAHON Nepeaayn AaHHbIX,
onpegensiemas crneundukaunsammn ctaHgaptos IEEE 802.11;

* [Moddeprxxka DFS — mexaHn3M AMHaMnyecKoro Bblbopa YacToTbl. TpebyeT OT 6ecnpoBOAHbIX YCTPOCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNo/Ib30BaHNA KaHa10B, COBNaAatoLmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/1l04EHO — MexaHn3M Bblk/toueH. DFS-kaHasibl He JoCTynHbI 415 BbI6Opa;
* BK/1l04EHO — MexXaHn3M BK/IHOYEH;
* [NpuHyoumesibHO — MexaHun3M BbikNtoveH. DFS-kaHanbl 4oCTynHbI 419 BbiGopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepegayv LIMpPOKOBELaTE/IbHOro/MyNbTUKACTOBOro Tpadmka no 6ecnpoBoOAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnku o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOIYaHuio;
* remove — TOYKa [OCTyna yganset 3HayeHne onuuu 82;
* replace — Touka JocTyna NOACTaBNAET UK 3amMeHseT 3HadyeHue onuun 82. Mpu BbiGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HaueHuns napametpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpokKa A0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HavyeHusa napameTpa RID, MOXeT npuHumartb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTponcTaa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCS TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC.

+ opmam MAC-adpeca — BblboOp pasgenuteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pas3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTynaeT 3Hak Tupe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepegs AIFS cwMin cwMax TXOP Limit

Data 3 (@ox) B

Data 2 (Best Effort)

Data 1 (Bugeo) 1 7

Data 0 (Tenoc) 1 3 v 7 v a7

Station EDCA Parameters
Ouyepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) ; 5 e 1003 v o

Data 2 (Best Effort)

Data 1 (Buaeo) 2 7 v 15 v 94

Data 0 (Tenoc) 2 3 v 7 v 47

+ AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepesaeTcs OT TOUKM
A0CTYyNa K KNMEeHTY):

* Ouepedb — NpeponpeseneHHble ovepean 4n1A pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHANA OYepeb, BbiCOKas NPOMyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, ¢cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3aZepxka. B faHHyl0 ovepenpb oTnpaBnseTca 60/1bLUVHCTBO TPaAULMOHHbIX |P-gaHHbIX
(npuopuTeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEb, MUHMMasTbHbIE 3aePXKW. B AaHHO
ouyepenn aBTomMmatMyecky obpabarbiBalTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afepPXKN. B faHHO
oyepenn aBToMaTMyecky obpabarbiBalTCA AaHHbIE, HYBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP n notokoBoe Bnaeo (npuoputetbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHusi Kagpos (peliMoB)
[AaHHbIX, U3MepPAETC B C/10Tax, MPUHUMAaET 3HavyeHns 1-255;

* cwMin — HayaNlbHOE 3HaYeHVe BpeEMEHM OXUAaHUA nepes NOBTOPHON OTNPaBKol Kaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTh 3HavyeHne cwMax;

+ cwMax — MakCc/MasibHOe 3HaYeHne BpeMEHN OXMAaHUA nepes NOBTOPHOW OTNPaBKO kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO ObITb 60/1bLLE 3HaYeHUs cwMin;

+ TXOP Limit — napameTp NCMNO/b3yeTCH TOMbKO O/19 AAaHHBIX, NepefaBaeMblX OT CTaHUUN KIMeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayun — UHTepBas1 BDEMEHU B MUIIMCEKYHAAX, KOraa
knueHTckas WME-cTaHums umeeT npasa UHMLMNPOBATL Nnepegavy AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 mMunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek NapaMeTpoB CTaHLUMKN KineHTa (Tpaduk nepeaaercs ot
CTaHUMW KNIMeHTa Ao Touku aocTtyna). OnucaHwe noneli Tabnuubl NPUBEAEHO BbILLE.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHdJI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.5.3 lMoameHto «[oNo/THUTENBHOY»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=LTEX  WEP-IL

IMOHMTOPHHT Radio VAP CeTeBble HACTPOWKH BHELUHWE CEpPBUCHI Cuctema

Radio 2.4 Ty, LononHuTentsHo

Radio 5Ty CTpaHa Poccua v [ PastnokmpoBars

mofansbHas U30NALKMA [

[ONoNHATENEHO »

+ CmpaHa — Ha3BaHMWe CTpaHbl, B KOTOPOi paboTaeT Touka goctyna. [ Bbibopa cTpaHbl HYyXKHO
BbICTaBUTL chnar «Pa36nokMpoBaTb». B 3aBUCMOCTM OT YKa3aHHOTO 3HA4YeHUs ByAyT NPYMEHEHbI

orpaHnyYeHns K nonoce 4acToT 1 MOLLLHOCTM nepeaarymka, KoTopble AeACTBYIOT B AaHHOl cTpaHe. OT

YCTaHOBIEHHOV CTPaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YecKuin BbiIbop kaHana B pexmme Channel = Auto. Ecniv knneHTckoe o6opyaoBaHue

NNUEH3NPOBaHO A/ NCNoJsib30BaHUA B APYromM permoHe, BOSMOXXHO, YCTaHOBUTb CBA3b C TOUKOI goctyna

B TAKOM C/ly4yae He ygacTcs.

€@ Hactpoiika nokanbHbIx (PErMOHaNbHBIX) OrpaHUYeHNii, BKltouas paboTy Ha paspeLLeHHbIX
YaCTOTHbIX KaHanax v BbIXOAHOW MOLLHOCTU, IBNSIETCA OTBETCTBEHHOCTbIO MHCTa/IISITOPOB.

© BuLIGop HeNpaBUILHOMO PErMOHA MOXET NPUBECTU K MPO6/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPONCTBaMM.

+ [obasibHas u30/1s14usi — NPU YCTAHOB/IEHHOM dpniare BKOYAETCS U30/1LMS Tpadinka Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(DI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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4.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

4.6.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

LTEX  WEP-L

Mowutopunr ~ Radio VAP CeTeBble HacTpoiikd  BHeluHue cepeucsl  CucTema v (ebixom)

CynmapHo > 24y 5My

24Ty Pexum Band
VAP  BrknioweHo Pexum GesonacHoct VLAN ID SSID Tparcnuposate SSID  Steer VLAN Trunk General Mode General VLAN ID  Usonsiuns aBoHerTos
5Ty

VAP0 O BEIknto4EHO WEP-1L_2.4GHz

VAP1 O Beikioseno WEPAL 246k

vaP2 O BuikioueHo WEPAL 24GHz2

VAP3 O Beikioseno WEPAL 2 4GHz3

VAP4 O Buikniodero WEP-1L_2.4GHz-4

VAPS O Buiasero WEP-AL 2 4GHz-5

VAPE O BikrioueHo

‘WEP-1L_2 4GHz-6

CeepryTo

m X Orwera

* VAPO-VAP6 — nopsiiKoBbIi HOMEP BUPTYasIbHON TOYKM [OCTYNa,

* Bk/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHas ToYKa JOCTYNa BK/IOYEHA, MHAYe — BbIK/THOUEHA;

* Pexum 6e3ornacHocmu — TUN WNPOBaHNS AaHHbIX, UCMOb3yeMbI Ha BUPTYa/lbHOW TOUYKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumatbcs MeTka npu nepegade tpaduka Wi-Fi knneHtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETErvpoBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpPTYasibHON 6ecnpoBOHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npv ycTaHOBNIEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeince un
aKkTMBMpoBaTb Ha HUX napametp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM (hiare aboHEHTY nepefaeTcsa TerMpoBaHHbIin Tpadvk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTErMpoBaHHOIO Tpadnka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO npw BKItoueHHoM pexume VLAN Trunk);

* General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcs MeTka 1 Tpadvk atoro VLAN npoiiget Ha
knveHTa 6e3 Tera. [MNpu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelumBaTbcst meTka General VLAN ID;

* M3onsiyus aboHEHMOoB — NMpu YCTaHOB/IEHHOM (pnare BK/IOUMeHa M3015umsa Tpadmka Mexay KnmeHTamum
B npegenax ogHoii VAP.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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4.6.2 MopgmeHo «VAP»

MoHMTOpHHD Radio VAP CeTesnie HACTPOHKMN EHelwHne cepenchl Cuctema - {EbIXOZ)
CymmapHo VAPD VAP VAP2 VAP3 VAP4 VAPS VAPG
24TTy > OOLWMe HACTPORKK
5y BrnioueHo
VLAM ID
SS5ID WEP-1L_2 4GHz
Tpaxcnuposats SSID
Pesxmm Band Steer
WVLAN Trunk
General Mode
M3onsuma afoxeHTos
Moggepxka 302.11kiv
Pennukayus Multicast
MpuopKTeT DSCP ~
Pesmm Minimal Signal
MUHMMANEHEIA YPOBEHE -100
curiana, obm
Mopor ypoBHA cHrHana npu -100
poymutre, AEm
WuTepean Minimal Signal, ¢ 10
MakcHMansHoe KonW4ecTeo 1]
KMMEHTOB
Pestm GesonacHoCTH EbIKM4EHD w

O6LIMe HaCTPOKK:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare BUpPTyaUibHas Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHE;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaet cHumaTbcsa MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHOo VAP. Tpu npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN
Tpaduk oT KNnMeHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTyasibHON 6eCNPOBOAHON CETY;

+ TpaHcnuposams SSID — npu ycTaHOBMEHHOM chiiare BKAKYEHO BellaHne B admp SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM ¢hlare akTMBHO MPUOPUTETHOE NOAK/HOYEHME KNneHTa K 5 Ty,
ceTun. na paboTbl PyHKUMN HYXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxaom pagmovHTepdeince n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npv yctaHoBNneHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM chnare paspeluaercs nepegadya HeTermpoBaHHoro Tpadvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHMmatbcs meTka 1 Tpaduk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadvk dyaeT
HaBelwmBaTbca meTka General VLAN ID;

* U3on1syus aboHEHMOB — NPW YyCTaHOBNEHHOM chiare BK/IKO4YeHa N301auusa Tpadouka Mmexay KnneHtamm
B npeaenax ogHon VAP,

*+ lModdepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHaaptoB 802.11k/v Ha BUpTyasibHOWN TOUKe A0CTYNa;

* Pennukayusi Multicast — npu yctaHoBneHHoMm conare Multicast-Tpachmk B CTOPOHY KIMEHTOB ByaeT
npeo6pasoBbiBaTbCA B Unicast 40 Kax4oro kveHTa, Npu OTK/IIOYEHHOM NPOX0AUTb 6e3 Moandmkaumii;
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* lMpuopumem — BbIGOP crnocoba npuopuTusaunn. OnpeaenseT nose, Ha OCHOBaHMN KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

DSCP — 6ypeT aHanusupoBaTtbea npuoputeT n3 nonsd DSCP 3aronoska IP-nakeTa;
802.1p — 6ynet aHanuaupoBatbcs NpuoputeT 13 nonst CoS (Class of Service) TernpoBaHHbIX
naxkeToB.

+ Pexum Minimal Signal — npy yctaHOBNeHHOM hniare doyHKUUSA OTKIo4eHns knnenTtckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
Heo6XoAMMO HACTPOUTL CrefytoLme napameTpb:

MuHuMasibHbIU YpPOBEHb Cu2Ha/la — YPOBEHb CUTHasIA B BM, HUXE KOTOPOro NpoucxoauT
OTK/I0YEHUNE K/IMEeHTCKOro 060py0BaHNsl OT BUPTYaslbHO CeTy;

Mopoe yposHs cuzHaia Npu PoyMuHae — yPOBEHb YyBCTBUTE/TbHOCTM POYMUHTA B ABM, HUXeE
KOTOPOTro NMPOUCXOAMT NEePEKOUEHNE KNMEHTCKOTO 060PYA0BaHMS Ha ApYryto TOUKy AocTyna.
MapameTp A0/MKEH 6bITb Bbille, YeM «MUHUMAa/IbHBIG ypoBeHb cugHasa»: ecnu «MUHUMa/IbHbIU
YPOBEHb CUu2Ha/1a» PaBeH -75 ABM, To «[1opoe ypoBHS cuaHasia npu POyMUH2e» [OMKEH ObITb
paBeH, Hanpumep, -70 obwm;

ViHmepsan Minimal Signal — nepviog, BpeMeHu, No UCTEYEHNM KOTOPOro NPUHUMAETCS pelleHne 06
OTK/II0YEHUM KITMEHTCKOro 060pyA0BaHNS OT BUPTYasIbHOM CETU.

+ Makcuma/ibHoe Ko/lu4ecmBao K/IUeHMOoB — MaKCUMasibHO A0NYCTUMOE YINC/I0 NOAKoYaEeMbIX K
BUPTYa/IbHOI CETU K/TMEHTOB;
* Pexxum 6e3onacHocmu — pPexumM 6e30nacHoCTV A0CTyna K 6ecrnpoBOHON ceTu:

Bbik/1104eHO — He UCMo/1b30BaTh WWdPoBaHNe 4N nepesayn faHHbIX. Touka AoCTynHa Ans
MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;
WPA, WPA2, WPA/WPA2 — cnocobbl g poBaHus, npu Bblibope 04HOIo U3 cnocobos dyaet
[OCTyNHa cnefyloLLas HacTponka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe

foctyna. [yivHa kntoya coctas/seT ot 8 40 63 CMMBOJIOB.

WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexxum WwugpoBaHUsa kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.
Mpwu BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT OyayT A4OCTYMNHbI Cneayowme HacTPOKM:

Pestum BesonacHocTy WPA2-Enterprise v
MFP OTrnioueHo v
PMKSA k3wmposaHie
Mopnepsa 802.11r
Bpyunyio
FT-over-DS M
Kniow moBbuneroro goctyna RO root
Kniow moBuneroro goctyna R1
MoenTudburatop mobuneHoro gomeHa 0

Berpeunsiit MAC-agpec

MAC- YoaneHHsId KnNoy MobUnsLHOTO YoaneHHbId Koy MODUNLHOMO RRB xkntoy RRB kmou
Ne apgpec Aoctyna RO poctyna R1 RO R1
+ [loBamie CeepHyTs
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* MFP — 3awmta management-kagpos (goctynHo npu Pexume 6e3onacHocT WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHue OMK/IYEHO):
* Omk/iro4eHo — 3aWwmTa management-kaZpoB OTK/IIOYEH3;
+ OnyuoHa/lbHO — 3aluTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnueHTbl 6€3 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;
* BksioyeHO — 3amTa BKIKYEHa, K/IMEHThI, He nogaepxusatowme MFP, nogknountbca He MoryT.

* PMKSA kawuposaHue — hnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLUMM TOUKA AOCTYNa 3anoMUHAET K/IMEHTCKOe
YCTPOMCTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudmnkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEeYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMK coKpallaeT BpeMms
POYMUHIra Npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

* 802.17r — chyHKUMOHAN BbICTPOro POyMUHra, paboTaeT TOIbKO C KIIMEeHTaMK, KOTOpbIe NoAAEPXKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npv ycTaHOBIEHHOM (hiare NosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napaMeTpoB POYMUHTE,;
* FT-over-DS — BktoueHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, HanpyMep, CepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMEP TPyMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkn gocTtyna. MakcMmasibHoe
KonnyectBo — 256;
* YOasieHHbIU K/1o4 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN KoY, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CMMBOSOB;
* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kntoy RO», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knova — 16 CMMBO/OB.
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RADIUS:
RADIUS
Homen root
IP-appec RADIUS cepeepa 192.1638.0.1
Mopt RADIUS cepeepa 1812
MNapone RADIUS cepeepa &

cnonsaoeate akkayHTUHT Yepes
RADIUS

WMcnoneaoeats gpyrve HacTpoRKM AnA
aKKayHTUHra

IP-appec RADIUS cepeepa ans 192.1638.0.1
SKKAYHTUHI

Mopt RADIUS cepeepa ans 1813
BKKEYHTMHrA

MNapone RADIUS cepeepa ons &
aKKAYHTUHI

Mepuoguyeckan oTNpaEka
BKKEYHTMHra

MHTepEan oTNpaBkK aKKayHTHHTE 600

+ [lomeH — JOMeH nonb3oBarens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIA NCNO/Mb3YeTCA 418 ayTEHTUAINKALMA 1
aBTopu3auuy;
+ lNaposb RADIUS-cepsepa — naponb s RADIUS-cepBepa, UCnonb3yemoro 4/1s ayTeHTugukaumm um
aBTopu3auuy;
* Vicnosnib308amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/EHHOM donare 6yayT oTnpasisaTbCA
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Ucrnonb3o8ame Opyaue HacmpoUlKu 07151 akkayHMuUH2a:
+ IP-adpec RADIUS-cepsepa 0511 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro g/is
aKKayHTUHr 3,
* lNaposnb RADIUS-cepsepa 07151 akkayHmuHa2a — naponb g1 RADIUS-cepBepa, ncnonb3yemoro gss
aKKayHTUHr 3,
* Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAEeT UCNONb30BaH A/15 c60opa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepsep. 3agatb MHTepBas OTNPaBku COOOLLEHWI MOXHO B none «MHmepsas
omnpasku akkayHmuHaan.
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[NopTanbHaa aBTOpU3aLINA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

CrpaHWHEHHA CHOPOCTH

BrmcusuTe

VAP Limit Down 0 KOUTIC
AP Limit Up 0 KOWTIC
STA Limit Down 0 KOUTIC
STA Limit Up 0 KBWTIC

* Br/1o4umb — aKTMBUPOBAaTh NOJIe HaCTpoek;

+ VAP Limit Down — orpaHu4eHue nNponyckKHom CnocoBHOCTM B HanpaBeHUN OT TOUKM AocTyna Ao
KMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, 0o Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHMyeHne NponyckHOM CnoCO6HOCTX B HaNpaB/ieHMU OT TOUKK AoCcTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKNOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (Kaxaoro B
0TAENbHOCTM), NOAKNOYEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, K6ut/c.
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KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTponb goctyna no MAC

Brn4eHo

Monutuka 3anpeTuTs v

Cnucok MAC-agpecoe

66:04:B6:83:C2:9

m
x

o

14

66:04:B6:82:C1:

+ [pUMEHUTL X OTmeHa

w

C b 4

K

* Bk/1t04eHO — Npun yCTaHOBNEHHOM hriare 6yaeT pabotarb BblopaHHasA NoAnTKa A0CTyna,;
* [Mosnumuka — nonuTuKa Joctyna. Bo3moXxHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLieHo nogknitovatbes knmeHTam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM JOCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kmeHTam, MAC-
ajZipeca KOTOpbIX cofepxarcs B Ccnucke. BceM octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Crniucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH 4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[nsa Toro 4To6bl 406aBUTL afpPec B CNCOK, HAXKMUTE KHOMKY . 1 B nosiBusLLeMcs none seeante MAC-
agpec. Utobbl yaanuTb agpec U3 Crmncka, HOKMUTE KHOMKY @ B COOTBETCTBYHOLLEN CTPOKE.

Ecnu Bo3HMKNA HEO6XOAUMOCTb A06aBUTb B cNcoKk MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

MOAK/HOUEH K 6a30BOI CTAHLIMK, HOKMITE B KOHLIE CTPOKM KHOMKY E] 1 BbIGEPUTE HYXHbIA apec U3 Cnucka,
OH aBTOMAaTMYECKMN 106aBMTCS B NoJe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [/19 TOro 4tobbl yBUAETb NOJHbIV CIMCOK B Cy4vae,
ecnu oH cofepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCE».

10 E0:D9:E3:VAIBE:CO - x

MokasaTtb BCE

[Nsi BCTYN/IeHUSI B CUTy HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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4.7 MeHto «CeTeBble HACTPOMKM»

4.7.1 NoameHo «CuctemMHasa KoHdurypaums»

LTEX  WEP-IL

MonuTopuHr  Radio VAP CeTeBbie HAacTpoim BHELLHWE CEPBHCH cuctema U~  (BbXon

CHCTEMHARA KOHDUIYDPaLUHA MmA xocTa WEP-1L
Ooctyn Teorpatuyeckmii root
LoMeH
VLAN ynpasnexus Forwarding v
VLANID
MpoTokon Static v
CraTiyeckuii IP 192.168.1.10
CeTeBan Macka 255.255.255.0
Lnto3

MepsuyHbIM DNS

BTOpMUHBIA DNS

+ MpumeHuTs [k ey TETEY

Vimsi xocma — ceTeBoe MMs YCTPOICTBa, 3aaeTcs CTpoka 1—63 CMMBOJIOB: N1aTUHCKME 3ar/iaBHble 1
CTPOYHbIe BYKBbI, LMPbI, 3HAK Aedurc «-» (aednc He MOXeT ObiTb NOC/IEAHUM CUMBOJIOM B UMEHN);
leoepacpuyeckuli 0OOMEH — [OMEH Yy3/1a Aepesa YCTPONCTB cucTeMbl ynpasneHns EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

VLAN ynpasneHus:

* Bbik/mtoueHo — VLAN ynpasneHunst He Ucnosb3yeTcs;

+ Terminating — pexum, npu kotopoM VLAN ynpaBneHnsi TepMUHUPYETCS Ha ToUKe AoCTyna (B 3TOM
Crlyyae y K/IMEeHTOB, NOAK/IOYEHHbIX Yepes3 paanovHTepdeiic, HeT aocTtyna ao aaHHoro VLAN);

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takxe B pagnonHTepdeic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

VLAN ID — npentndomkatop VLAN, ncnonb3yemblii 4718 A0CTYyNa K YCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094,

[pomokos1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY OyZieT OCyLLEeCTBNATLCA NoAk/ItoveHne no Ethernet-
NHTepdeicy yCTPOICTBA K CETU NpefoCcTaB/IeHNs ycyr nposarijepa:

+ DHCP — pexum paboThbl, npu KotopoM IP-agpec, macka noacetu, agpec DNS-cepBepa, W03 no
YMOJI4aHWUIO 1 Apyrie napameTpbl, Heobxoanmble Ans paboTsl B ceTu, byayT nony4veHsl ot DHCP-
cepsepa aBTOMaTUYeCKy;

« Static — pexum paboTbl, Npy KOTopoM IP-agpec 1 Bce Heobxogmmble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcs ctatnyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
AOCTYMHbI CeaytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoictea B ceTv nposaiigepa;
+ Cemesasi Macka — Macka BHeLLHel NoAceTy;
* Llmo3 — afpec, Ha KOTOPbI OTNPaB/IAeTCa NakeT, ec/v [/19 HEro He HalileH MapLupyT B
Tabnmue mMapLipyTusaumn.
* lepsu4HbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHavalTCca aBTomMartmyecky no npotokony DHCP, 3aaaiite nx Bpy4Hyto.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.

44



PykoBoacTBo no akcrnyarauun WEP-1L

4.7.2 TlogmeHto «[ocTyn»

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,
Telnet, SSH, NETCONF n SNMP.

L TEX  WEP-IL

R

VAP CeTeBele HACTPOAKA BHeluHue cepeuck! Cucrema - BLIXO/]

WEE @

HTTP-nopt 80

WEB-HTTPS v

HTTPS-nopt 443

Telnet ’

S8H s

NETCONF e

SNMP v

Mapons Ha uTeHue public

Mapons Ha 3anucs private

Agpec ana npréma
Tpanos vi
Anpec anA npréua
Tpanos v2

Azpec anA npnema
- Inic

Cucremtoe nMA WEP-1L
yCTpoiicTea

KoHTaKkTHaRA Contact
UHBOPMALUA
OWIBOLNTENA

CnokEHNE Russia
yCTpoiicTBa

Mapons B Tpanax trap

« [nAa BkNoYeHUsa gocTyna K yCTporcTBy Yepes web-uHtepdperic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO MO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTENIBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWIo, C
1025 no 65535 BKIHOUNTENBLHO;

o MopTtbl gng npotokonoB HTTP n HTTPS He fo/mXHbI MMETbL OAUHAKOBOE 3HAYeHNeE.

+ [ina BKIOYEHNA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNoYeHus gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yyepe3 NETCONF yctaHosute dpnar Hanpotus «<NETCONF».

MporpammMHoe o6ecneveHne WEP-1L no3BoNsieT U3MEHsITb KOHhUrypawumo yCTpoicTBa, NpoBoANTb
MOHUTOPWHI COCTOSIHUSI TOUKM AOCTYNa 1 €€ AaTUMKOB, a TakkKe yrnpas/isiTb YCTPOCTBOM, UCMO/b3Ys NPOTOKO/
SNMP.
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PykoBoacTBo no akcrnyarauun WEP-1L

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT OOCTynHbI cnepytowme napametpbl SNMP-areHTa:n

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLIN: public);

Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma mpanos v2 — IP-agpec nnn goOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobuwjeHutli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPOINCTBa;

KoHmakmmHas uHghopmayusi npou3sooumesisi — KOHTaKTHasi Hopmaums Npon3BoanTeNs yCTPOCTBa;
MecmonosnoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxalumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVWHI NapaMeTPOB TOYKN AOCTyNa N NOAKMHOYEHHbIX KIIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkM gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».

Moapo6Hoe onucaxue OID WEP-1L gocTtynHo no cnepytoweli cebiike: Onucadvie OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

46


https://docs.eltex-co.ru/pages/viewpage.action?pageId=457965959

PykoBoacTBo no akcrnyarauun WEP-1L

4.8 MeHo «BHellHMe cepBUCHI»

4.8.1 TogmeHto «lopTasibHas aBTopu3aunsa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=lTEX WEP-1L

IMOHWUTOPUHT Radio VAP CeTeBble HaCTPOHKH BHeLLHWE CEPBUCHI Cuctema - (BbIXOA)

MopTankHas asTopu3aLns > BKIIOYUT

Aapec cepenca APB W52/192.168.1.1:8090/apb/broadcast

* Bks1o4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogknioyarses K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHuns nopTasibHOro poyMyHra K/IMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymMmuHra B pexmme noptasibHoi
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[Nsi BCTYN/IeHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

4.8.2 TMopmeHto «AirTune»
MoameHto «AirTune» NnpegHasHaYeHo A/18 BKIIOYEHUS U HACTPOKK cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yercsa 48 onTuMmsaummn pagmopecypco (Radio Resource Management) u
aBTOMAaTUYECKOIN HACTPOIiKn 6eclioBHOro poymmHra 802.11 k/r.

S TEX WEP-1L

IMOHHTOPHHT Radio VAP CeTeBble HACTPORKKH BHELUHWE CEPBUCHI CucTema n - (BblX0d)

MopTankHan aETopU3aumMAa BEMIOYUTE

AfpeC CEpBUCA AlrTune WS192.168.1.1:8099/apb/rrm

* Bksmo4umb — Npu yCcTaHOBNEHHOM hriare Touka Oyaet nogknouarses K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns doyHkumin Radio Resource
Management n/wnmn poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmpy.

AirTune »

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.9 MeHto «Cucrtemay

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

4.9.1 NopameHo «O6HOBNEHME MO ycTpoiicTBa»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

=LTEX  WEP-L

MOHHMTOPHHT Radio VAP CeTeBble HAaCTPOHKKH BHELUHHE CEPBUCH! CHcTema n - (BbIXOm)

OGHoEneHne MO yCTpoicTea > AKTWBHARA BepckA MO
PesepeHar sepcua MO « Cenats aKTMBHOW
KoHdurypauma
AxkmyanbHas eepcus 1O docmynxa no adpecy: hitp./eltex-co.ru/support/downioads/
Mepesarpyska
®ain oGHoeneHna MNo BriGepuTte dain | @ain He BoiOpaH
Maponb

»KypHan

Nata 1 spema

+ AkmusHasi sepcusi 10 — Bepcus NPoOrpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTaloLlias B aHHbI MOMEHT;
* Pe3epsHas sepcus 10 — Bepcus NporpaMMHOro obecneyvyeHuns,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYIO MOXHO nepekntiounTbes 6e3 3arpysku caiina Mo.
+ Cdeslamb akmusHoU — KHOIMKa, N03BONAIOLWLANA caenaTh pe3epBHyo Bepcuto MO akTUBHOW, ANs
3TOro noTpebyeTcsa nepesarpyska ycTpoinctea. AKTBHas Bepcus MO B 3TOM criyvae CTaHeT
pe3epBHOIA.

OG6HoBEHME NPOrpaMMHOro obecnevyeHms

3arpysute cpaiin MO c caiita hitp://eltex-co.ru/support/downloads/, Bbiopas WEP-1L B cnncke o6opyaosaHus,
N COXpaHUTe ero Ha KomnbtoTepe. MNocsie aToro HaxXmMuTe KHOMkKy «BbibepuTe thaiin» B none datis1 o6Hos/eHUsI
10 v ykaxkunTe nyTb K chaiiny MO B popmarte .tar.gz.

[nsa 3anycka npotecca 06HOBIEHNS HEOOXOAVMO HaxKaTb KHOMKY «3anycTuTb 06HOBNEHUEY. [pouecc
06HOB/NEHNSA 3aliMET HECKONBbKO MUHYT (O ero TekyLlem ctatyce ByAeT ykasaHo Ha CTpaHuLe), mocse Yero
YCTPOMCTBO aBTOMaTUYeCKM nepesarpy3nTcs.

@ He otknouaiiTe NUTaHWe YCTPOICTBA M He BLINOMHAITE ero nepesarpysky B NpoLecce 06HOB/EHNS
no.
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4.9.2 TMopmeHto «KoHdurypauuns»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

f
- WEP-1L
IMOHUTODKHT Radio VAP CeTeBble HACTPOHKK BHeLUHXE CEpBUCH Cuctema - (BbiXOD)
OBHoeneHue MO ycTpoiicTea [ony4nTL apxHe * Cxaqatb
KOHGUrypaLmum ¢
KOHGMrypaLma > YCTpoHCTEa
MNepesarpyska 3arpysuTb apx1B BoibepuTe thain | ©aiin He BoIbpaH
KOHQMIYpaLmMu Ha
Maponb YCTPOACTBO
Kypran Copoc Ha 3zzoqckue ¥ COXPAHUTE MapameTph focTyna
_ HaCTPOIKH
Narta 1 Bpema

MNonyyeHne KoHdUrypaumm

UT06bI COXpaHUTb TEKYLLYYIO KOHGIUIypaLMio YCTPOACTBA Ha JIOKa/IbHbI KOMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdMIYpaLmn

[ns 3arpy3ky COXpaHEHHOro Ha /I0Ka/lbHOM KOMMbloTepe dhainna KoHUrypauum NCcnonb3yeTcs NyHKT
«3azpy3umsb apxus KoHguaypayuu Ha ycmpolcmaso». nsa 06HOBNEHUS KOH(IUIYpauum yCTPOMNCTBa HXXMUTE
KHOMKY «BblGepuTe haiin», ykaxkute daiin (B popmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npruMeHseTca aBToMaTuyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTpoiicTBa Ha 3aBOICKME HACTPOIKK

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKMNE YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnBmpoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDUrypaLmm, KoTopble OTBEYAKT 3a A0CTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).

4.9.3 TMopgMmeHto «Nepe3arpyska»

[nsi nepesarpysku yCTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [pouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

-y
c WEP-1L
IMOHUTOPUHI Radio VAP CeTeBble HACTPOMKK BHelHWE CEpBHUCH! Cucrema - (BbIXOM)
O0HosneHue MO ycTpoiicTea Mepesarpyaka i< Nepesarpyaka
yCTpoRcTBa
KoHpurypauma
Mepesarpyska »
Maponk
AKypuan
[ata u spems

1L
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4.9.4 TMopmeHto «MNaposnb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

clTEX  WEP-IL

MOHMTOPUHT Radio VAP CeTeBble HACTPOHKH BHelUHWe CEepBUCh CHcTeMa n - (BbIXOM)

®

Obnoenenue MO ycTpoicTEa Mapore

KoHpurypayma MoaTeepKaEHHE Napona

®

Mepesarpyska
+ [pMMEHHTD ® OTMeHa
Maponk »

yphan

Nata 1 Bpemsa

4.9.5 lMogmeHo «KypHan»

MoameHo «KypHan» npefHasHavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OT1af0uHbIX COOBLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuyunH npobnem B paboTe yCTponcTaa.

7~
eLTEX  WEP-IL
IMOHUTOPUHI Radio VAP CeTeBble HACTPORKU BHelUHWe cepBUCEHI Cuctema - (BbIXOA)

O6HoBnenue MO yeTpoiicTea Pexum Cepeep v dain v

Kondurypauwa Anpec Syslog-cepeepa syslog.server

MNepesarpyska MopT Syslog-cepeepa 514

Maponk Paamep daiina, kb 1000
HKypran >
Nata v spemna

+ Pexum — pexum paboTbl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — HdhopMauns XypHana coxpaHsaeTcs B 1oKafibHOM dhaiifie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha Bknagke «MoHNTOPUHI/XKypHan cobbITuiiy,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnun gomeHHoe nms Syslog-cepeepa;
« Mopm Syslog-cepsepa — NopT ANst BXoAsWwmx coobleHmnii Syslog-cepeepa (no ymonuanuto 514,
AonycTUMble 3HayeHust 1-65535);
* Pasmep ¢palina, kb — MakcuManbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHNUTb». [151 OTMEHbI U3MEHEHWNI HAXMUTE KHOMKY «OTMEHa».
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4.9.6 lMopgmeHio «[ata n Bpems»

B nogMeHto «jata u BpeMsi» MOXXHO HACTPOWUTb BPEMs BPYUHYH MM C MOMOLLbIO MPOTOKO/Ia CUHXPOHM3aLMN
BpemeHn (NTP).

4.9.6.1 BpyuyHyto

=LTEX  WEP-IL

MOHUTOPWHT Radio VAP CeTeBble HACTPORKW BHelwHue cepBUChl Cucrema - (BbIXOM)

O6HoeneHue MO ycTpoiicTea Peium @ Bpyunywo O NTP cepeep

[ata v epema 02.11.2021 07:41:26
yCTpONCTBa # Pepaxtupoears

Kondpurypauuna

Mepesarpyska Yacogol noac Mocksa, Poccua v

Mapone
p BKNIOYWTL Nepexos Ha

neTHee BpemMa
KypHan
Mepexop Ha NeTHee (He eblbpaHo) (He sribpaHo) (He ebibpaHo) B

BPEMA
[ata u Bpema » P

lMepexon Ha 3UMHee (He eblibpaHo) (He abibpaHo) (He abibpaHo) B
BPEMA

CaBur BpEMeHU (MUH.) 60

+ [Jama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppeKLMs, HXMUTE KHOMKY «PeaakTnpoBarby;
+ [ama, spems — 3afiainTe TEKYLLYI0 AaTy U BPEMSA WU HAXXMUTE KHOMKY «Tekyllas gara u Bpems»
[ANs yCTaHOBKM BpemeHu MK Ha yCTpoCTBO.
+ Yacosol rnosic — nNo3BOMISAET YCTAHOBUTb YaCOBO MOAC B COOTBETCTBUM C GAVKAALLMM TOPOLOM B
Bawem pervioHe 13 3ajaHHoOro Cnmcka;
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3rMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbI Nepuos BpEMEHU:
* [lepexod Ha lemHee BpeMsi — [eHb U BpeMs, Korga 6yaeT BbINOHATLCA NePexos, Ha /ieTHee
Bpems;
* [Nepexod Ha 3uMHee BpeMsi — [ieHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue spemeHu (MUH.) — Nepuog, BpEMEHN B MUHYTAX, Ha KOTOPbIN BbINOHAETCSA CABUT BPEMEHW.

[ns BCTyNneHnst B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTPoeK B 3HEProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [/19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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4.9.6.2 NTP-cepsep

_LTEX  WEP-IL

MOHUTOPUHT Radio VAP CeTeBble HacTPONKM BHellHWe cepBuUch! Cuctema - (BbIXOA)

OBHoenenue MO ycTponcTea Pexum O Bpyunyiwo @® NTP cepeep
KoHdurypauws Nara u B'LDEMH 02.11.2021 07:42:04
ycTpoicTBa
Mepesarpyska NTP cepeep pool.ntp.org o
MNapone Yacoeol noAc Mocksa, Poceua v
HypHan BKnoUMTE Nepexo Ha
neTHee BpemMAa
Aara u spemn > Mepexon Ha neTHee (He eblbpaHo) (He sbibpaHo) (He ebibpaHo) B
BPEMA
lMepexon Ha 3UMHee (He eblibpaHo) (He abibpaHo) (He abibpaHo) B

BpemMA

Casur BpemeHu (MuH.) 60

« [ama u spemsi ycmpolicmsa — nata 1 BpeMs Ha YCTPOICTBE B AAaHHbIA MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe nMA cepBepa CUHXPOHU3aLUn BpeMeHn. Bo3aMoXHO 3aaartb agpec
NN BbIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOW NOSIC B COOTBETCTBUM C GNAMXaALLIMM ropoaomM B
Baluem pernoHe 13 3a4aHHOro Cnmcka,
* Br/1o4umb rnepexod Ha /iemHee speMsi — Nnpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMsi OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3ajaHHbIV NepuoL, BPEMEHN:
+ [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyaeT BbIMOSHATLCS Nepexos Ha 3uMHee
Bpewms;
« CoBue BpemeHu (MUH.) — nepuog, BpeMEHN B MUHYTAX, HA KOTOPbII BbINOMHAETCSA CABUT BPEMEHM.

[na BCTynneHns B CUy HOBOWM KOHGUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpMeHnTb». N5l OTMEHbI MU3MEHEHWIA HAXXMUTE KHOMKY «OTMeHay.
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHve Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymonyanuto yctpoiictBo WEP-1L HacTpoeHo Ha nony4veHme agpeca no DHCP. Ecnn 3Toro He Npon3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asogckoii IP-agpec yctpoiictea WEP-1L: 192.168.1.10, macka noacet: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-1L
WEP-1L

root):/# configure
config):/# interface

(

(
WEP-1L(config):/interface# bro
WEP-1L(config):/interface/br0# common
WEP-1L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-1L)
WEP-1L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-1L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-1L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-1L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvva paboTel ¢ DHCP Ha Static-IP)
WEP-1L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WEP-1L(config):/interface/br0/common# exit

WEP-1L(config):/interface/br0# exit

WEP-1L(config):/interface# exit

WEP-1L(config):/# route

WEP-1L(config):/route# add default (rje default — HazBaHne maplupyTa)

WEP-1L(config):/route# default

WEP-1L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHavyeHuns, /s
MapLupyTa no ymosdaHuto — 0.0.0.0)

WEP-1L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa rno
ymo4aHumo — 0.0.0.0)

WEP-1L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec w03a)
WEP-1L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Hauunas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasatb MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6onbLUe, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcsA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-1L
WEP-1L

root):/# configure

config):/# interface

WEP-1L(config):/interface# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aritax. Bo3amoxHble 3Ha4eHus: 1-
2490. o ymonyaHuto: 1500)

WEP-1L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

—_— e~ o~ —

5.2.1 HacTpoiika ceTeBbix MapaMeTpoB C NOMOLLbIO YTUIUTLI set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbIX HACTPOEK No DHCP:
WEP-1L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-1L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z.Z.Z (rae X.X.X.X — cTatn4eckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — L/03)

AocTtyn uepes VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK nNo DHCP:

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbI€ 3HAaYeHUs: 1-4094; X.X.X.X — cTatuyeckuii IP-agpec; Y.Y.Y.Y — macka nogacetun; Z.Z.Z.Z — Wt03)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YyCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A5 AOCTYyna K YyCTPOUCTBY,
BO3MOXHbIe 3HaYeHus: 1-4094; X.X.X.X — cTatuyeckuiin IP-agpec; Y.Y.Y.Y — macka nogacetu; Z.Z.Z.Z — LN03)

3aBepLueHne N coxpaHeHne HacTpoeK

WEP-1L(root):/# save (COXxpaHeHne HacTPOeK)
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5.2.2 HacTpoiika yaanéHHOoro ynpas/ieHus

HacTtpoiika SSH

WEP-1L(root):/# configure

WEP-1L(config):/# ssh

WEP-1L(config):/ssh# enable true (ynpasneHune yaanéHHbiM 4OCTYNOM Mo SSH. [1ns OTK/Il04eHNs BBeguTe
false. 1o ymon4yaHuto: true)

WEP-1L(config):/ssh# port X (rge X — nopt SSH-cepBepa. o ymonyaHuio: 22)

WEP-1L(config):/ssh# session-limit X (rge X — makcumasnibHoe KosmyecTBo SSH-ceccuid. Mo ymonyaHuio: 5)
WEP-1L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-1L(root):/# configure

WEP-1L(config):/# telnet

WEP-1L(config):/telnet# enable true (ynpaBneHve yganéHHbiM JOCTynom no Telnet. 19 OTK/IO4EHMA
BeeauTe false. 1o ymonyaHuto: false)

WEP-1L(config):/telnet# port X (rae X — nopt. o ymonyaHunto: 23)

WEP-1L(config):/telnet# session-limit X (rae X — makcumasibHoe konn4ecTBo Telnet-ceccuin. Mo ymonyaHuio:
5)

WEP-1L(config):/telnet# save (coxpaHeHne HacTpoek)

5.2.3 HacrTpolika ceTeBbix napameTpoB IPv6

@ o ymonuanunio 4ocTyn K YCTPOICTBY MO NPOTOKony IPV6 Ha Touke 0CTyna OTK/TOUEH.

BK/loueHue goctyna K yCTpoiicTBy o npoTokony IPv6

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
DHCP)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bk/l0ueHve 0CTYyNa K YCTPOUCTBY MO
npoTokosny IPv6. [ns oTktodueHnsa seeanTe false)

WEP-1L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipv6

config):/interface/br0/common/ipv6# protocol dhcp (nosnyyeHne ceteBbix IPv6 napameTpos rno

—~ o~~~ —~ —
DA
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HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/commont ipv6

WEP-1L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXX XXX XXX XXX XXXXXXXXXXXX — cTaTudecknia IPve-agpec ycTpoictea WEP-1L)
WEP-1L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedoukc crarnyeckoro IPvé-
agpeca. lNMpnHnmMaeT 3HadveHne o1 0 Ao 128. 1o ymon4aHuio: 64)
WEP-1L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs |Pv6-
npedorkc, Hanpumep 3211:0:0:1234::/64)

WEP-1L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXXXXXXXXXXXXX:XXXX /Y — IPv6-agpec dns-cepBepa Nel ¢ npedorkcom)
WEP-1L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa Ne2 ¢ npedorkcom)
WEP-1L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/10ueHVIe NCNONB30BaHNA CTATUYECKMX
ceTeBbIX IPv6 napameTpoB. [/15 nosyyeHus ceteBbix IPv6 napameTpoB no DHCP BeeauTe dhep)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. s otkntoveHnsa seeante false)

WEP-1L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 9 — KomaHgpb! 4N HAaCTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).
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5.3.1 Hactpoiika VAP 6e3 wndgposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_open' (n3veHeHve nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexxviv wncposaHus off — 6e3 napons)
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t0ueHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNA)
WEP-1L(config):/interface/wlan1l-va0/common# save (CoxpaHeHVe HacTpoek)

—_— e~ —~ —
_ = = =
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5.3.2 Hactpolika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_Wpa2' (n3veHeHne nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security

WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexvmv wucposaHns — WPA/WPA2)
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/M1apo/ib, He0OXOANMbINA
0N NOAKNIYEHMS K BUPTYa/lbHOM TOUKe AocTyna. AnnHa Kn4va Ao/MKHa CoCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radius# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_enterprise' (n3veHeHve nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wngposanus — WPA/
WPA2-Enterprise)

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlan1-va0/vap# radius

WEP-1L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — 10MeH nosL3oBaTesis)
WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-password secret (i/1e secret — naposis /19 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-1L(config):/interface/wlanl-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~~~ o~ —~
_ = = =
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5.3.4 Hactpoiika VAP c nopTtasibHOM aBTopu3auuei

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bx/10unTE MAC-aBTOPU3aALIIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — f10MeH nosL3oBaTesis)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — [Maposib g1 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

e~ e~~~ o~~~ o~ —
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5.3.5 Hacrtpoiika VAP ¢ BHellHell NnopTasibHO aBTopu3aumei

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (n3veHeHne nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# captive-portal
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# verification-mode external-portal (Bx/1t0ueHVe
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOro
nopTasia B COOTBETCTBMM C Tabnvuel 10)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-1L(config):/interface/wlan1-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3lyeMoro A1 aBTopusanmnm)

WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1€ secret — naposis /19 RADIUS-
cepBepa, UCnosib3lyeMoro A1 aBTopusanmnm)

WEP-1L(config):/interface/wlan1-va0/vap/radius# use-macaddr-as-password true (nepezasars MAC-agpec
KnveHTa B kayecTBe naposis B RADIUS-3anpocax. o ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmat MAC-agpeca
KNWeHTa, KoTopbln byaeTt durypmnpoBatb B RADIUS-3anpocax. PyHKLNOHaN paboTaeT TOMIbKO NpY YC/10BUM
use-macaddr-as-password = true. ['l0 YMOSTYaHNHO: XXXXXXXXXXXX)

WEP-1L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ o~ —~
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© /15 nonyyenns nHcopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Ta6nuua 10 — Hactpoiika URL wabnoHa Ana BHELWHe nopTasibHOW aBTopm3aumnm

MapameTtp

<NAS_ID>

<NAS_IP>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>

<ORIGINAL_URL>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3afaH HY OQUH
13 aTux napameTpos, To B kayecTtse NAS ID B RADIUS- n HTTP'%S)-
naketax éyaet ncnonb3osarbca MAC-aapec T/,

IP-agpec T[,

[IOMEHHOE MMSI, KOTOPOE MOKa3blBAETCS KIMEHTY Npu
nepeHanpaeeHnm

MAC-agpec Toukn goctyna
MAC-agpec kKnueHTta
SSID

URL, KOTOpbI M3HaYaIbHO 3anpalunBasl KIMeHT
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5.3.6 Hacrtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepBepa)
WEP-1L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHutensHoro RADIUS-cepsepa)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHurypaymm> (cozgaHue pasgena KoHdurypauum gonosHmtensHoro RADIUS-cepBepa.
MakcumasibHOe KONM4YeCcTBO: 1)

WEP-1L(config):/interface/wlan1-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |IP-agpec A0MO/HUTESTLHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — IP-agpec
RADIUS-cepBepa)

WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-port X (r1e X — nopt RADIUS-cepBepa,
KOTOpPbI MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayun. Mo ymonyaxumio: 1812)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (1€ secret — naposis
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa, NCMnosib3yemMoro A5 akkayHTUHra)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (raie X — nopt RADIUS-cepsepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (r/e secret — naposis
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npnoputet RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—~ o~~~ o~ —~

5.3.7 [ononHuTesnbHble HacTpoliku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WEP-1L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/toueHve pexrma Band Steer. [15
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-trunk true (sritoueHne VLAN Trunk Ha VAP. 1151 OTK/IHOHEHNS
BBeauTe false)

BkntoueHue General VLAN Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/1t0ueHve General VLAN Ha SSID. [1ns
oTK/o4eHns Beeaunte false)
WEP-1L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Hovep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-1L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHanu3 nproputerta ns nong CoS (Class of
Service) TETMPOBAHHbIX MAKETOB. 3HAYEHME MO YMOJIHaHUIO: true. B 3TOM cnyyae aHann3upyeTcs
npuopuTeT 13 nons DSCP 3arosioBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/110uMTEL 32Ty management-kaapos
(bpelimoB). required — TpebyeTca nogaepxka MFP OT kKneHTa, KMeHTbl 6e3 MFP He cmoryT
noakaunTbes. capable — coBmecTumMo ¢ MFP, KNMeHTbI 6e3 nogaepXkn MFP MoryT nogkitountbes. Ans
oTKNtoveHns seeanTe off)

BknioyeHue ncnosnb3oBaHua TLS npun aBTopusaumu

WEP-1L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3osats TLS npu asTopusaumn. na
OTK/Io4YeHus BBeauTe false)

BknioueHue cKkpbiToro SSID

WEP-1L(config):/interface/wlan1-va0/vap# hidden true (sxtoueHne ckpbiToro SSID. N5 OTKIH0YeHNs
BBeauTe false)

BK/lOU€HME U30NALUN KNTMEHTOB Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# station-isolation true (Bk/t0ueHne n30ALUN TPpaUKa MeXay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonuyecTsa K/iMeHToB Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — makcumasibHO A0MyCTUMOEe YACTIO
NoAKNHYaEMbIX K BUPTYasIbHOW CETU K/INEHTOB)
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Bk/loueHWe penivkauun MynbTukactoBoro Tpadgmka Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/10ueHVIe pennkauy MynsTUKacToBOrO
Tpadmka Ha VAP. nsa oTkntoveHns seeaute false)

BknroueHue Minimal Signal u Roaming Signal

WEP-1L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/1104eH e NCNO/IL30BAHNSA
doyHKumMoHana Minimal Signal. 18 oTkntoveHus Beegute false)

WEP-1L(config):/interface/wlan1-va0/vap# min-signal X (r4e X — noporosoe 3HavyeHune RSSI, npu A0CTKEHNN
KOTOPOro Touka byfeT oTk/IouaTb kaveHTa ot VAP. MapaMeTp MOXET NpUHMMAaThb 3Ha4yeHus ot -100 Jo -1)
WEP-1L(config):/interface/wlan1-va0/vap# check-signal-timeout X (r21e X — nepunoz BpemeHn B cekyHaax, rno
NCTEYEHNM KOTOPOTO NPUHUMAETCS peLueHne 06 OTKIHYEHUN KIMEHTCKOro 060pyA0BaHns OT
BUPTYasIbHOW CETN)

WEP-1L(config):/interface/wlan1-va0/vap# roaming-signal X (r1e X — noporosoe 3HaveHue RSSI, npu
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepekItoYeHne KITIMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-1L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

BkitoueHve nepegaym aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WEP-1L(config):/interface/wlan1-va0/vap# local-switching true (sxt0ueHne nepegayn aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. s oTknoveHust BeeanTe false. [10 yMO/IYaHUIO BbIK/THOUYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — mMakcumMasibHast CKOpoCTh B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve Wwernepa. Moxet
npuHUMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K AaHHOﬁ VAP:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (r4e X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itoueHne wennepa. Moxet
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-txi# exit
WEP-1L(config):/interface/wlan1-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas cKkopocTb B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1toueHne wennepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-1L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — maxkcumasibHas cKkopocTb B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHne wennepa. Moxer
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rae X — makcumasibHas CKOpoOCTb B KOUT/
C WU NaKeThbI/C)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueH e weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi exit

WEP-1L(config):/interface/wlan1-va0/vap# save (coxpaHeHVe HacTpPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-1L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — MakcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve wennepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WEP-1L(config):/interface/wlan1-va0/vap# save (coxpaHeHVe HacTPOeK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rae X — maxkcymasnibHas cKopocTb B KOUT/
C W NaKEeThbI/C)

WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-1L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcrmansHas ckopocTb B KOUT/
C W NaKEeThbI/C)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bxk/1t0ueHve wenepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-1L(config):/interface/wlan1-va0/vap# acl

WEP-1L(config):/interface/wlanl-va0/vap/acl# mac

WEP-1L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XXX XXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-1L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-1L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NovMTnKM. BO3MOXHbBIE 3HAYEHNS:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-1L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/1t0HeHVe KOHTPOIA gocTyna no MAC. 115
oTK/Io4YeHns Beeaute false)

WEP-1L(config):/interface/wlan1-va0/vap/acl# exit

WEP-1L(config):/interface/wlan1-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHsaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHOW ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMAM 6e30NacHOCTY peasin3oBaTb 3alUTy OT MNOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnegyrowme pexmmMbl paboThbl:

on-connect — peXum 6710KMpyeT BCe NOMbITKMA NOAKIIOYEHNS YCTPOWCTB Yepes Wi-Fi, B cnydae ecniv MAC-
aZpec yxe n3yyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/l04aeT nogkIH4YeHHoro knueHTta no Wi-Fi, B criydae ecnu ero MAC-agpec crta
n3y4yeH Ha Ethernet-nopTy TOUkM AOCTyNna (PeXMM NOMOraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
pOyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNEe HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/Il0HaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

Q Mpwu BbicTaBneHUn pexumos full u on-connect poyMUHT Wi-Fi KNMMEHTOB MOXET yXyALUNTbCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNafalT Ha OCTaslbHble TOYKM JOCTyna ceTu, 1
ero MAC n3yvyaercs Ha BCcex ToUkax AOCTyna CeTu, Mo3ToMy Mpu POyMUHIE KIIMEeHTa, B Clyvae ecsn
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenogk/toyeHne MOXeT NPOUCXOANTb
LNINTENbHOE BpeMS.

WEP-1L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-1L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHVe doyHKUMOHaNA. [1/14
oTkNtoveHns seeaute false. 3HaueHne No ymonyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/fdb-filtering # mode full (Bbi60p pexrmva paboTel. 3HaueHve no
ymosn4vaHuio: by-eth-event)

WEP-1L(config):/interface/wlan1-va0/vap/fdb-filtering # exit

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHLIA KOY 415 AaHHON
VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa /IbHbLIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
azipec BCTpeyHon VAP Ha T/[12)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHNe paboThl TOUKM AOCTYMA Mo
NPOTOKO/Yy 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIA K104 415 AaHHOTO
VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (s1oveH fo/mkeH coBnagarb Ha
BCTPEeYHbIX VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVKa/IbHbLIN K/THOY
BCTpeuHo VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTkl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (/e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-1Lx(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/10HeHNE pabOThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/0ueHNE pabOThl TOUKM
[ocTyna no npotokosy 802.11k/v)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpOek)

5.4 HacTtpoiika AirTune

HacTpolika AirTune

WEP-1L(config):/# airtune

WEP-1L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rae 192.168.1.20 — IP-afpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-1L(config):/airtune# dca true (BktoUeHNe PyHKUMOHaIA ANHAMUYECKOTO pacnpeesieHns KaHasloB.
[na otknoveHus seegute false)

WEP-1L(config):/airtune# tpc true (Bk/1104eHVE DyHKLMOHAA aBTOMATUYECKOTO YrpaB/ieHNs MOLLHOCTbHO.
[na otknoveHus seegute false)

WEP-1L(config):/airtune# load-balance-80211v true (BK/1t04eHNE DYHKLMOHAA 6a/TaHCYPOBKM KITMEHTOB.
[na otknoveHus seegute false)

WEP-1L(config):/airtune# enabled true (BkntoYeHVe B3anMoeicTBuA ¢ cepBncom AirTune. 11151 OTK/IIOYEHNS
BeeauTe false)

WEP-1L(config):/airtune# save (CoxpaHeHve HacTpoek)

[nsa aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEOOX0AMMO BKIHOUNTb
doyHKkumoHan 802.11r, AN 3TOro BbINONHUTE CeayoLmMe HaCTPONKM:

HacTtpoiika 802.11r yepes AirTune

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/i0ueHe paboTsbl TOUKM LOCTYyNa Mo
NpPOTOKO/y 802.11r)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/toueHVe noaaepxKm
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpPOeK)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTaumn koHTponnepa SoftWLC.

5.5 HacTtpoiikn Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0

WEP-1L(config):/interface/wlan0# wlan

WEP-1L(config):/interface/wlan0/wlan# radio

WEP-1L(config):/interface/wlan0/wlan/radio# channel X (rae X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoMm
OyneT paboTarb ToUKa)

WEP-1L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t0ueHVe aBTOBLIGOPA KaHaa. [/
BK/1lOYEHMS BBEAMUTE true)

WEP-1L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/110uEeHVE UCNONB30BAHNA
OrpaHNYeHHOro cnucka kaHanos. [/19 BKIoYeHWs BBeauTe true)
WEP-1L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnprHa kanana. Napamerp MoxeT
npuHUMaTb 3HadyeHue: ansa Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-1L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLLUHOCTY B ABM. [MapamveTp
MOXET NPUHUMAaTL 3HayYeHune: an1a Radio 1: 3-16 Abm; 4114 Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MUHVUMa/IbHBIA YPOBEHB MOLLHOCTY B
ABM. MapameTp MoXeT npuHUMaTh 3HadeHue: ans Radio 1: 3-16 abm; ansa Radio 2: 11-19 gbm)
WEP-1L(config):/interface/wlan0/wlan/radio# tx-power-max X (rge X — MakcuMasibHbIA YPOBEHb MOLLHOCTK
B ABbM. MNapamMeTp MOXET NpUHUMaThb 3HayeHune: a1 Radio 1: 3-16 Abm; An1a Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NPUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

5.5.1 JononHutenbHble HacTpolikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WEP-1L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVE CNO/IL30BAHNSA
OorpaHNYeHHOro crnMcka kaHanoB B paboTe aBToBbIOOpa kaHa/10B. [ANnda oTkoyeHnsa seeuTte false)
WEP-1L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (re 1, 6, 11 — kaHa/ibl AnanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdeinc)

N3meHeHne OCHOBHOIoO KaHasna

WEP-1L(config):/interface/wlan0/wlan/radio# control-sideband lower (napamveTp MOXeT nNpuHUMaThL
3HauyeHue: lower, upper. 1o ymonuaHuo: ans Radio 1: lower; as1s Radio 2: upper)

BknroyeHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBaJ1a

WEP-1L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1104EeHME NCMNOMIL30BAHNSA YKOPOYEHHOTO
3alUUTHOIO NHTEepBasia ANnd nepefayn faHHbIX — 400 HC BMecTo 800 He. [ina oTknoueHus seeaute false)

BknroueHue STBC

WEP-1L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1l0UeHVe MeTOLa NPOCTPaHCTBEHHO-BPEMEHHOIO
6104HOro KoanpoBaHus (STBC), HaNnpaBNEHHOIO Ha NOBbILLEHVE HAAEXHOCTY nepeaayn gaHHbIX. 45
oTKNtoveHus seeaute false)
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BknioueHue arperauumn

WEP-1L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperauym Ha Radio —
nogaep>xkn AMPDU/AMSDU. ina oTkntodeHns seeauTte false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WEP-1L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1l04EeHME NCNO/IL30BAaHNSA KOPOTKOMN
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BknroueHue Wi-Fi Multimedia (WMM)

WEP-1L(config):/interface/wlan0/wlan/radio# wmm true (Bx/itoueHne noggepxkn WMM (Wi-Fi Multimedia)
[na otknoveHus seegute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 Ty (wlanl)

WEP-1L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexumv paboTel MexaHnsma DFS. MoxeT
npuH1UMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHasbl 4OCTYMNHbI AN Bbl6opa; auto —
MexaHn3M Bk/toYeH; disabled — mexaHn3M BblkNtoYeH, DFS-KaHasbl He4OCTYMNHbI A1 BblGopa)

BknroueHue pexuma aBTOMAaTUUYECKOW CMEHbI LWNPUHBbI KaHana

WEP-1L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10HeHVIE peXxnMa aBTOMAaTUYECKON CMEHbI
LWMPUHBI KaHana ¢ 40 MI'y, Ha 20 ML, npu 3arpyXeHHoM paanoadupe. Ans otknodeHna seeanTte false)

BknioueHue weiinepa Broadcast/Multicast

WEP-1L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpaHnyeHne nepegaqv
LLIMPOKOBELLATE/TbHOIO/MY/ITUKACTOBOrO Tpadrka No 6ecnpoBOAHON CETU, yKa3blBaETCSA IMMUT A5
LUMpOKOoBeLaTeNbHOro Tpadvka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-1L(config):/interface/wlan0/wlan/radio# qos

WEP-1L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/it04eHVe NCNONL30BAHNSA (DYHKLNIA,
obecneunBarLLMxX Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). ns oTkntoueHnsi BBeauTe false)
WEP-1L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToYkn JOCTYna,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxunagaHns kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHVe BpeMeH!
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET MnpeBbllaTb 3HayeHne cwMax)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (re X — makc/masibHoe 3HaqyeHve
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepBas BpemMenn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-1L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS CTaHUUN KIMeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)
WEP-1L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.

5.6 HacTtpoiika DHCP onuun 82

© Hactpoiika DHCP onuumn 82 nponssoauTcs OTAENLHO ANS KaX/40ro paanonHTepdeiica. B gaHHOM
pasgene NpMBoASATCA NpPUMeEpPbI HAcTpokn onumn 82 ans Radio 2.4 'y, — wlan0.

Pexunmbl pabotel DHCP snooping:

+ ignore — 06paboTka onumm 82 OTKAUYEHA. 3HAYEHME NO YMOYAHWIO;
* replace — Touka goCTyna NnoAcCTaBASET WU 3aMEHSIET 3HaYeHne onuun 82;
* remove — Touka AOCTyna yganser 3HayeHme onuum 82.

N3meHeHue pexuma pa6oTbl DHCP onuum 82

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0 (HacTpolika 6yaeT npon3BoauTbea AN Radio 2.4 'y, Ecnv Heobxoanmo
HacTpouTb 82 onunto Ha Radio 5T, — BBeanTe wlanl)

WEP-1L(config):/interface/wlan0# common

WEP-1L(config):/interface/wlan0/common# dhcp-snooping
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboTsl
DHCP snooping B peXxume 3aMeHbl Uu NoACTaB/IeHUs onumm 82)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHve HacTpoek)

—_
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Ecnu Ha paguonHTepdeiice HacTpoeHa nonutruka obpaboTtku onuumn 82 replace, To Ans KOHUrypupoBaHus
CTaHOBATCA AOCTYMHbI CNeyoLme napameTpsbl:

HacTpoiika napameTpoB onuum 82

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re

custom — 3aveHa cogepxnmoro CID Ha 3HaveHve, ykazaHHoe B napametpe dhcp-option-82-custom-

CID. MapameTp MOXeT npuHMMaThb 3HavyeHus: APMAC-SSID — 3ameHa cogepxvmoro CID Ha <MAC-agpec
TOYKM gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID, K KOTOPOMY MOAK/HOYEH
KNneHT. Mo ymonyaHunto: APMAC-SSID)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze custom
— 3aMeHa cogepxmmoro RID Ha 3HayeHue, ykasaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXeT npuHuMaTh 3HaveHus: ClientMAC — 3ameHa cogepxummoro RID Ha MAC-agpec
KNMeHTCKoro ycTporictea. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Toukun goctyna. APdomain —
3ameHa cogepXmnmoro RID Ha AOMEH, B KOTOPOM HaxoauTcs Touka goctyna. Mo ymonyanuio: ClientMAC)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (roe
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-CID He 3a7aH0, Touka 6yaeT n3MeHATb CID Ha 3HaYeHue no
ymonyaHuto: <MAC-agpec To4kun AocTyna>-<ums SSID>)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbcA B RID. ECv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3aaH0, TOUKa OyaeT n3MeHATb RID Ha 3Ha4YeHne no
ymoi4aHuo: MAC-agpec KNIMEHTCKOrO YyCTPOCTBA)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B-100p
pasgenutens okteTtoB MAC-agpeca, KoTopblii nepegaercsa B RID u CID. radius — B kauecTBe pasgenutesns
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

5.7 HacTtpoiika pennukauun DHCP

© Hacrpoiika akTBMpYeT (hyHKLMOHAN npeo6pasoBaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npwv nx nepegaye 6ecnpoBOAHOMY K/INEHTY.
370 NO3BONSIET NOBLICUTL CTAbWNLHOCTL 06MeHa DHCP mexy KMeHTOM 1 CEPBEPOM B pamMocpese.
HacTpolika rno6anbHasi, npumeHsieTcsl Ha Bce VAP paavonHTepdeiica.

Huxe npeacTaBneHa HacTpoiika pennvkauun DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika pennnkauun DHCP

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlani

WEP-1L(config):/interface/wlan1# common

WEP-1L(config):/interface/wlanl/common# dhcp-snooping
WEP-1L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bx/1t0ueHve
pennvkaumy DHCP. To ymoniyaHuio BbIK/THOYEHO, false)
WEP-1L(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)
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5.8 Hactpoiika pennukauum ARP

© Hacrpoiika arp-suppression NPonM3BOAUTCA OTAENLHO ANA KaX/A0r0 pagvouHTepdeiica. B gaHHOM
pasgene NnpuMBOASATCA NPUMepPbI HACTPOWKKM arp-suppression ana Radio 2.4 'y, — wlan0.

Mocne BK/KOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyatens.

HacTpoliika pennukauyum ARP

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0

WEP-1L(config):/interface/wlan0# common

WEP-1L(config):/interface/wlan0/common# arp-suppression
WEP-1L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHve arp-suppression. 10
YMOJ/I4aHMIO BbIKHOYEHO: false)

WEP-1L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yrnpasneHne
pennvkaumen ARP. Ecnn napamMeTp BK/IHOYEH true, TO MPOMCXOAMT oTbpackiBaHne NakeToB C HEU3BECTHbIM
IP-agpecom HasHaveHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBarbCcs
LUMpoKoBeLLaTenbHo. Mo yMon4aHuio BKIOYEHO: true. PaboTaeT TONbKO C BKIKOYEHHbIM arp-suppression)
WEP-1L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTpPoekK)
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5.9 CucrtemMHble HAaCTPOIiKK

5.9.1 O6HoeneHue MO ycTponcTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-1L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue chaiina NO> (nprmvep:
firmware upload tftp 192.168.1.15 WEP-1L-2.7.0_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-1L(root):/# firmware upload http <URL gnsa ckaunBaHua daiina MNO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-1L-2.7.0_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-1L(root):/# firmware switch

5.9.2 YnpaBneHue KoHUrypaumeii ycTpoiictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-1L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-1L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-1L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-1L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue chaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-1L(root):/# manage-config apply (NnpumeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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5.9.3 TMepesarpyska ycTpoiicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-1L(root):/# reboot

5.9.4 HacTtpolika pexnma ayTeHTuguKalmm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# admin-password <HOBbIIi Nnaponb ANA y4eTHou 3anucu admin> (01 1 0
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE BYKBbl U LMdpbI)

WEP-1L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# user

WEP-1L(config):/authentication/user# add userX (rae userX — nmsa HOBOW yYeTHOW 3anucu. Ana yaaneHus
ncnonb3ynte komaHay del)

WEP-1L(config):/authentication/user# userX

WEP-1L(config):/authentication/user/userX# login userX (r4e userX — UM HOBOW YYETHOW 3anuncu)
WEP-1L(config):/authentication/user/userX# password <Maponb ANA y4yeTHOI 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-1L(config):/authentication/user/userX# role admin (nosib30BaTENtO BLIAAOTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-1L(config):/authentication/user/userX# save (CcoxpaHeHve HacTpoek)

[nsa ayteHTudonkaumm yepes RADIUS-cepBep He06Xx0AMMO HACTPOUTb NapaMeTpbl AOCTyna K Hemy.
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HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-1L
WEP-1L

root):/# configure

config):/# authentication

WEP-1L(config):/authentication# radius

WEP-1L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-1L(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOPbLIV UCMOosb3yeTcs
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-1L(config):/authentication/radius# auth-password secret (rge secret — oy 15 RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-1L(config):/authentication/radiust# exit

WEP-1L(config):/authentication# radius-auth true (Bk/itoueHne pexrmva ayteHTnprkaummn yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-1L(config):/authentication# save (coxpaHeHve HacTpoek)

—_— e~ o~ —

o Mpun ayTeHTMdunkaumm yepes RADIUS-cepBep HE06X0AMMO 065a3aTe/lbHO CO34aTh /IOKa/IbHYIO YYETHYHO
3anuce, Kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HefoCTyNeH, ayTeHTUrKaLma NnpoigeT no /I0KasibHOM
YUYETHOM 3anuncu.

5.9.5 HacTtpolika gatbl 1 BpeMeHU

KomMaHAabl ANA HACTPOIKM CUXPOHU3aL MU BPEMEHMU € cepBepoM NTP

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1toueHVe pexrma paboTtel ¢ NTP)

config):/date-time# ntp

WEP-1L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WEP-1L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MONHUTENBLHLIX NTP-cepBepos)
WEP-1L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosfaHne pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
KonunyecTBo: 8. N yaaneHnst ucnosnbayrite komaHay del)

WEP-1L(config):/date-time/ntp/alt-serverst# exit

WEP-1L(config):/date-time/ntp#exit

WEP-1L(config):/date-time# common

WEP-1L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30Hbl)

WEP-1L(config):/date-time/common# save (CoxpaHeHVe HacTpPoekK)

—~ o~ o~~~ —~
_ = = =

—_ ==

83



PyKoBOZACTBO No akcnyaTauum WEP-1L

5.9.6 [JononHuTesibHble HACTPOWKN CUCTEMDI

BkntoueHue rno6asibHOW n3onaumm

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# global-station-isolation true (Bk/1t04eHNe r7106a/1bHOM N30N59UMK Tparka Mexay
KNueHTamu pasHbix VAP 1 pasHbIX pagmonHTepdieincos. Ans oTkiodeHns seeguTe false)
WEP-1Lconfig):/system# save (COxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# hostname WEP-1L_room2 (rie WEP-1L_room2 — HOBOE VMs YCTPONCTBA.
MapameTp MOXET cogepXartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lndpbl,
3HaK geduc «-» (aedunc He MOXET ObITb MNOC/IEAHNUM CUMMBOJ/IOM B UMeHW). Mo ymonyaHuio: WEP-1L)
WEP-1L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# ap-location ap.test.root (r/e ap.test.root — f0MeH y3/1a fepeBa yCTPoNCTB
cucTeMbl ynpassieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-1L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec T/)
WEP-1L(config):/system# save (CoxpaHeHne HacTpoek)
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HacTtpoiika LLDP

WEP-1L(root):/# configure

WEP-1L(config):/# lldp

WEP-1L(config):/Ildp# enabled true (BkntoueHne yHkumoHana LLDP. Ans oTknoyeHns seeguTe false. Mo
YMO/14aHuIo: true)

WEP-1L(config):/Ildp# tx-interval X (rae X — nusameHeHve nepvoga otrnpaBky LLDP-coobLLeHnin. BO3MOXHble
3HauveHus: 1-86400. No ymonyaHuio: 30)

WEP-1L(config):/Ildp# system-name WEP-1L_reserv (rge WEP-1L_reserv — HOBOe 1Ms ycTporicTea. o
ymonyanuo: WEP-1L)

WEP-1L(config):/Ildp# save (cOxpaHeHne HacTpoek)

5.10 HacTpoiika napameTpoB NopTasibHON aBTOpPU3aLUN

HacTpolika napaMeTpoB NnopTanbHOIi aBTOpU3aLun

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# ap-ip-alias <JJoMeHHO€e UMSA> (JOMEHHOE NMS, Ha KOTOpoe byaeT
coBepLUaTbCcs nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuto: redirect.loc)
WEP-1L(config):/captive-portal# tinyproxy-https true (Bk/1t04eH e NepeHanpasieHns KINeHTOB Mo
npotokosny HTTPS. insa nepeHanpasBneHusa no npotokony HTTP Beeaute false. o ymonyaHutio: false)
WEP-1L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOr0 MeHM, ykasaHHOro B ap-ip-alias, GyeT nepexsayeH TO4Kol A0CTyna. Ha aToT
3anpoc 6yaeT oTnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukun goctyna.

HacTpolika UMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CcepBepoM aBTopusauum

WEP-1L
WEP-1L

root):/# configure

config):/# captive-portal

WEP-1L(config):/captive-portal# web-redirector

WEP-1L(config):/captive-portal/web-redirector# param-names
WEP-1L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nveHu
napameTpa, CogepXalero NcxoaHbli URL, 3anpoLUeHHbI KNMEHTOM. KNneHT ByaeT nepeagpecoBaH Ha
[aHHbIN URL B C/lyyae ycneLHon aBTopm3annm)
WEP-1L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTporika nmeHn
napameTpa, cogepxawiero URL, kyaa 6yaet nepeagpecoBaH KNMEHT B C/lyvae OLMOKN aBTopu3aLun)
WEP-1L(config):/captive-portal/web-redirector/param-names# username login (HacTpolika nmeHn
napameTpa, CoAepXXaLlero N0rvH s K/IMeHTa)
WEP-1L(config):/captive-portal/web-redirector/param-names# password pass (HaCTpolika UMeHn napaveTpa,
cogepKallero naposb ANs KNNeHTa)

WEP-1L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHvie HaCcTpPOekK)

P -y

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpos B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCA TOYKOIN gocTyna.
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5.10.1 YnpaBneHve nopTasibHbIM CepTUINKaTOM

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WEP-1L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WEP-1L(root):/# manage-certificates portal upload http <URL ana ckaunmBaHus cana MNO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-1L(root):/# manage-certificates portal erase

5.11 HacTtpoiika cepsuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# apbd

WEP-1L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-1L(config):/captive-portal/apbd# enabled true (sxntoueHne cepsuca APB. 1715 OTK/IHOYEHNS BBEAUTE
false)

WEP-1L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)
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5.12 MOHUTOPWUHT

5.12.1 Wi-Fi KnneHTbl

[nsi BbIBOZla MOHUTOPUHTa NoAkMtoueHHbIX Wi-Fi KNMeHToB Ucnonb3yeTcs criefytollas KomaHa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napameTtp N>,

rae <mac-agpec KnmeHta 1> ... <mac-agpec kimeHTa N> — mac-agpeca K/IMEHTCKUX YCTPONCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. A Toro 4tobbl BbIBECTM MHpOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-ajpeca kimeHta> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOK)yKa3HBaDTCﬂﬂapaMeprIMOHMTOpMHELHGO6XOAMMbE
[0/151 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE /11 BbiBOAA MO
KITMEHTY/KNIMEHTaM.

[ns BbIBOAA CnvcKa NOAKMIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HaXXMUTE Moc/ie monitoring associated-
clients knasuwy Tab.

WEP-1L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WEP-1L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBOg, MHhopMaLMy No BCeM NOAK/MHOYEHHbIM K/TMeHTam

WEP-1L(root):/# monitoring associated-clients (111 monitoring associated-clients all)

index | ©

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 32:5b:60:62:e0:a4
interface | wlan6-va0

rfid | ©

wid | ©

band | 2.4

ssid | WEP-1L_2.4GHz-test
ip-addr | 192.168.1.15
authorized | false
captive-portal-vap | true
enterprise-vap | false

mfp | false
rx-retry-count | 27

tx-fails | ©
tx-period-retry | 11
tx-retry-count | ©

rssi-1 | -40

rssi-2 | -40

rssi | -40

snr-1 | ©

snr-2 | ©

tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS7 NO SGI 65
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:00:13
multicast-groups-count | 4
wireless-mode | n
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | request
dhcp-start-delay | 310
dhcp-start-duration | ©
dhcp-end-duration | 1
link-capacity | 100
link-quality | 100
link-quality-common | 100
actual-tx-rate | 17
actual-rx-rate | 13
shaped-rx-rate | 14
actual-tx-pps | 6
actual-rx-pps | 7
shaped-rx-pps | 7

name | ©
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Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

MAC

33:33:00:00:00:FB
33:33:FF:1A:92:E3
33:33:FF:95:B9:3A
01:00:5E:00:00:FB

Tr

Transmitted

100
25744
75
23513

281

(o)

ansmitted

XXX.0.0.251
XXX.26.146.227
Xxx.149.185.58
XXX.0.0.251
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Received
165
23656
98
19343
67
277
0]
0]

Received

7

7

63

4

0]

96

89



PykoBoacTBo no akcrnyarauun WEP-1L

BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-1L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOSTLKO
MAC-agpecoB, Hanpumvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

hw-addr | bc:2e:f6:cc:85:46
interface | wlanl-va0
rfid | 1

wid | ©

band | 5

state | ASSOC AUTH_SUCCESS
ssid | WEP-1L_5GHz-test
ip-addr | 192.168.1.20
hostname | Test-phone
dhcp-request-status | obtained
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10

tx-fails | ©
tx-period-retry | 1
tx-retry-count |

rssi-1 | -36

rssi-2 | -29

rssi | -36

snr-1 | 33

snr-2 | 33

snr | 33

noise-1 | -69

noise-2 | -62

noise | -62

tx-rate | VHT NSS1 MCS7 SGI 72.2
rx-rate | VHT NSS1 MCS9 LGI n/a
rx—bw | 26M
rx-bw-all | 26M

tx—bw | 20M

uptime | 00:00:06

mfp | false
wireless-mode | ac
perftest-capable | false
link-quality | 98
link-quality-common | 98
actual-tx-rate | 21
actual-rx-rate | 17
shaped-rx-rate | 16
actual-tx-pps | 4
actual-rx-pps | 12
shaped-rx-pps | 12
link-capacity | 76
multicast-groups-count | 3
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
twt-support | none

name | 1
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé

nssl-mcs5
nssl-mcs6
nssl-mcs7
nssl-mcs8
nssl-mcs9

Multicast groups:

MAC

33:33:ff:1e:66:bb
33:33:00:00:00:fb
01:00:5€:00:00:fb

Transmitted

Transmitted

102
45

XXX.30.102.187
XXX.0.0.251
XXX.0.0.251

Received

57504
221
57372

132

Received
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dunbTpayus napameTpoB MOHUTOPUHTA

WEP-1L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNY€HHOIO KO/IM4ecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY K/TMEHTY, eCTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZlpecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 192.168.1.15
tx-rate | MCS4 NO SGI 39
rx-rate | MCS6 NO SGI 58.5
uptime | 00:09:51

WEP-1L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapaMeTPOB MOHUTOPMHIA NO BCEM K/TMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -40

rssi-2 | -31

wireless-mode | n

interface | wlan@-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -33

rssi-2 | -31

wireless-mode | ac

interface | wlanl-va0
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5.12.2 WHdopmaumsa 06 ycTpoiicTee

WEP-1L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-1L

2.7.0 build X
2.7.0 build X
2.7.0 build X

73

28

79

108

2.0

1.33

false

Eltex

Access Point
WEP-1L

WEP-1L
E8:28:C1l:xx XX XX
E8:28:C1l:xx XX XX
WP3C000555

1v3

false

false

firmware update
false
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5.12.3 ViHdopmauus o ceptudpmkaTax

WEP-1L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTBo no akcrnyarauun WEP-1L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201DO50DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex
not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: present
url: https://192.168.1.15:8044
file 'ca.pem':

correctness: true

issuer: /CN=WLC

serial: F15E65D33604010D

subject: /CN=WLC

not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT

file 'cert.pem':

correctness: true

issuer: /CN=WLC

serial: 6813E201D050

subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT

file 'key.pem':

web:

correctness: false

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

status: present
file 'portal.pem':

correctness: true

issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC

subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT
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redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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5.12.4 CeteBas nHcopmaLma

WEP-1L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | ec:bl:e®:xx:xx:xx
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-1L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-1L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-1L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-1L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

5.12.5 BbecnpoBoaHble MHTEPXIENCHI

WEP-1L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 33

mode | b/g/n
name | wlani
rfid | 1

status | on

band | 5 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 60
frequency | 5300 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 38

mode | a/n/ac
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5.12.6 XXypHan cobbITuin

WEP-1L(root):/# monitoring events

Jan 23 00:00:07 WEP-1L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-1L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-1L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-1L daemon.info networkd[987]: DHCP-client: Interface br0® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WEP-1L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WEP-1L_2.4GHz' 1into

5.12.7 CkaHupoBaHue achmpa

€ Bo Bpems ocylecTBNEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/OUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-1L(root),/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP wpa/wpa2-1x 68:13:E2:1D:8A:33 11 -45 28
AP wpa2-1x 68:13:E2:28:A3:31 6 -46 28
AP wpaz2 68:13:E2:1D:8A:31 11 -47 28
AP wpa2 68:13:E2:35:C3:91 6 -43 28
AP wpa2/wpa3-1x 68:13:E2:€3:92:D1 6 -49 28
AP off 68:13:E2:35:E9:D2 1 -5a 28
AP off EC:Bl:E@:0C:88:31 11 -51 28
AP off E8:28:C1:DA:C9:B1 1 -53 28
AP wpa2-1x EC:Bl:E@:21:44:81 6 -53 28
AP wpa2/wpa3-1x 68:13:E2:20:A3:0A 44 -33 28
AP wpaz2 68:13:E2:83:1A:72 36 -39 28
AP off G8:13:E2:983:1A:71 36 -41 28
AP wpa2-1x EC:B1:E@:8B:82:11 44 -41 28
AP wpa/wpa2-1x 68:13:E2:20:A2:D% 438 -41 28
AP wpaz2 68:13:E2:8F:49:EB 48 -42 a8
AP off EC:Bl:E@:0B:82:18 44 -42 28
AP upa2 E@:D9:E3:73:86:E8 44 -43 a8
AP off CC:9D:A2:C2:96:D8 48 -5a 28

5.12.8 CnekrtpoaHanmsarop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGOPMaLMIO O 3arpy>XeHHOCTV KaHas10B B AvanasoHax 2.4 1 5 Iy,
Pe3ynsTaT BbIBOAMTCS B NMPOLEHTAX.

€@ Bo Bpems paboThl CekTpoaHaM3aTopa NPOUCXOAUT OTK/IOUYEHUE BCEX KTMEHTOB OT TOUKM JOCTYNa.
KnuneHTbl NoAKouaTcsl CHOBA TO/IbKO TOTrAa, KOra CreKTpoaHa/IM3aTop 3aKoHUYMT CBO paboTy.
Bpemsi aHann3a BCcex paAvioKaHas/IoB [IBYX AVMANa30HOB COCTABMSET NPUMEPHO 5 MUHYT.
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© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-1L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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5.12.9 MonyyeHne oTNag04HON MHDopMaL MK

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-1L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosy TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WEP-1L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xxkkxkkkxkkkxkkkxkkkxkkkxkkkx**| 62755 0:00:00 ETA
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6 BcnomoraTtenbHble YyTUANTBI

6.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WEP-1L(root):/# traceroute <TecTUpPyeMbI XOCT>

Mpumep ncnonb3oBaHUA

WEP-1L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

6.2 YTtunuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-1L(config):/# tcpdump --help

6.2.1 3axsaT Tpadmka c N60ro aKkTMBHOIO NHTepelica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-1L(root):/# tcpdump -i eth0

6.2.2 CHudpdep acdhmpa

© Ha T/ gonxeH 6bITb BKOYEH Mto6oii VAP B TOM AnanasoHe, oTKyga cobrpaeMcs 3axBaTbiBarh
Tpaduik.

Heobxoanmo BKNKUYUTL crieumasbHblil UHTEPMEIC, KOTOPbIR yiaBnmMBaeT Bce nakeTbl U3 achupa, Ha paboyem
KaHase T/A.
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KomaHAab!

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# radioX (115 ananasona 2.4 'y — radio0, /15 5 [T, — radiol)
WEP-1L(config):/interface/radioX# common

WEP-1L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WEP-1L(root):/# tcpdump -i radiol

6.2.3 HacTpoiika yganeHHoi 3anucy gamna Tpadvka

B pa3pgene remote-capture BbINONHAETCA YAasIeHHasa 3anvchb fgamna Tpaduka.
YcTpoiicTBo nogaepxusaeT npotokon RPCAP, no3sonstowmii Npom3soamnTb 3annck gamna Tpaduka ¢
nHTepdenca ycTpoincTea Ha yaaneHHON MallnHe B peXnme OHNawH.

© /115 ypanéHHoro 3axeara NakeToB ¢ pagvonHTepdeiicoB HE0GXOAMMO NOAHATL MHTepdelickl radiol 1/
nnu radio1 13 npeabiAyLLEero nyHKTa.

KomaHgb! ANnA HacTPOIiku remote-capture

WEP-1L(root):/# configure

WEP-1L(config):/# remote-capture

WEP-1L(config):/remote-capture# enabled true (true — BrtoueHve. [ns oTkioueHns seeute false)
WEP-1L(config):/remote-capture# disable-authentication true (onuusa nossosiser oTkIUNTL TpeboBaHne
ayTeHTudmKaLmm npu Ao6aBNeHUN yaasrieHHOro nHTepdieica Ha yaaneHHoMm xXocTe. o ymonyaHuio: false
— ayTeHTudmKauma 3anpalumBaeTcs)

WEP-1L(config):/remote-capture# port 2002 (2002 — HOMepP NOPTa, KOTOPbIA CAYXUT ANS NOAKIOYEHNS
yAQNIEHHON MallUWHbI. MapaMeTp NpMHMMAET 3HavyeHust oT 1025 Ao 65530. Mo ymonuaHuio: 2002)
WEP-1L(config):/remote-capture# save (CoxpaHeHVe HacTPOEK)

[na ypanénHoro nogknoveHus ncnosb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa v nopt. Ans
3TOro, HanprMep, MOXHO 1cnonb3osatb nporpammy Wireshark. 3atem Heo6xo4MMO NOYUYUTb CNUCOK
NHTepdencoB A18 CHUGIMHIa OT YCTPONCTBA, BblOGpaTb OA4MH U3 HUX U 3anyCTUTb CHATME famna C
yAaIeHHOro nHTepdelica.

6.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yetcs Afs 3anycka notoka Tpaduka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpasnsiiowas CTopoHa Ha3bIBAETCSA K/TMEHTOM, MPUMHUMAOLLLAS — CEePBEPOM.

MonyunTb NoACKasKy No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-1L(root):/# iperf --help
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Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:

HacTpolika cepBepa Ha npuém Tpacumka

root@server:/# iperf -s

3anyck Tpacuka ¢ TA-client B cCTOpOHy cepBepa

WEP-1L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

6.4 HacTpolika pexuma Radar

®YHKUMOHAN NpeAHasHadyeH ans c6opa MHGOPMaLMK O KTMEHTCKUX YCTPOICTBAX B 30HE [1eCTBUS TOUKM
[loCTyna v nepeaaymn aHHbIX Ha CepBep-KoNIeKTop.

6.4.1 HacTpoiika pagapa c OTnpaBKOli AaHHbIX N0 npoTtokony HTTP

KomaHpb! ansa HacTpoiiku cpyHkumnoHana Radar (HTTP/HTTPS)

WEP-1L(root):/# configure

WEP-1L(config):/#radar

WEP-1L(config):/radar# enabled true (Bx/1t0ueHve doyHKkUoHana radar. 18 oTkaoveHns seegnte false)
WEP-1L(config):/radar# url http://host:port/service (ykasbiBaeTca URL-CCbI/IKa Ha CepBUC, KOTOPLIA ByaeTt
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-chopmare. MNepegadya Bo3aMoxHa no HTTP/HTTPS)
WEP-1L(config):/radar# scan-interface all (nHTepdeiic, Ha koTopom ByaeT paboTaTe CKaHMpoBaH/e.
Bo3moxHble 3HaueHus: wlan0 — nHtepdoeiic 2.4 I'u, wlanl — nHtepdelic 5 'y, all — ogHOBpPEMEHHO
24TTyn50Tw)

WEP-1L(config):/radar# send-interval 1 (nHTepBan OTNpaskn AaHHbLIX Ha KOMIJIEKTOP. 3HAYEHNVE Mo
YMO/IHaHWuIo: 5 CEKyHA)

WEP-1L(config):/radar# mac-source "probe data" (s5100p Tvna gaHHbIX cobrpaembix B ahnpe. BO3MOXHbIE
3HayeHus: probe — TO/ILKO probe request, assoc — TO/ILKO Assoc, data — ToNbKO data, all — Bce Tunbl
NnakeToB)

WEP-1L(config):/radar# scan-channel-timeout 1000 (Bpevs, BbIAe/IEHHOE Ha CKaHWpOBaH/e OfHOro KaHasa.

3HauyeHne No ymoa4aHuto: 200 Mc)

WEP-1L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /15 CKaHNMPOBaHNA B AnanasoHe 2.4 [T,
[MycToe 3Ha4YeHne — CKaHUPYTCA BCE AOCTYMHbIE KaHaslbl)

WEP-1L(config):/radar# scan-limit-channels-5g "'36 40 44 48" (kaHas1 /151 CKaHVPOBaHWA B AvanasoHe 5
'Tu. MycToe 3HaYeHne — CKaHUPYHTCS BCE AOCTYMHbIE KaHaslbl)

WEP-1L(config):/radar# save (CoxpaHeHve HacTpoek)
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6.4.2 HacTtpolika pagapa c 0TnpaBKoi AaHHbIX No npotokosy MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-1L(root):/# configure

WEP-1L(config):/# radar

WEP-1L(config):/radar# url mqtt://host:port/service (yka3biBaeTcs URL-CChI/IKa Ha cepBuUc, KOTOPLIN ByaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-1L(config):/radar# mqtt-username eltex (/s nosib3oBaress: HEOOXOAMMO [/15 aBTopuU3aLum Ha
cepBuce-KosekTope)

WEP-1L(config):/radar# mqtt-password Password (naposib: He0Ox0AMM [/15 aBTOpU3aLnm Ha cepeuce-
KoniekTope)

WEP-1L(config):/radar# mqtt-topic input_mgqtt_topic (ykasciBaetca URL-naeHTurkaTop cyLHocTen B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-1L(config):/radar# scan-mode passive (pexvv pabotel pagapa, rae active — touka 40CTyna To/1bKo
CKaHupyeT ahmp 1 He NpefocTaB/IeT CEPBUC KNIMEHTaM; passive — TOUKa JoCTyna npegocrasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WEP-1L(config):/radar# scan-interface all (nHTepcpelic, Ha kKOTopom ByAeT paboTaTk CKaHMpoBaHME.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHTepdoeic 5 IN'u, all — ogAHOBPEMEHHO
24TTyn5ITw)

WEP-1L(config):/radar# send-interval 1 (MHTepBan OTNPaBKN AaHHbIX HA KO/IIEKTOP. 3HAYEHMEe No
YMOJ/IHaHWIO: 5 CEKYHA)

WEP-1L(config):/radar# mac-source "probe data" (BL100p Tvna faHHbIX, cobrpaemsix B achupe.
Bo3MoXHble 3HaueHus: probe — To/1bKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbI NAKETOB)

WEP-1L(config):/radar# scan-channel-timeout 1000 (Bpems, BbIe/IEHHOE Ha CKaHUpOBaH/e OfHOr0 KaHasa.
3Ha4yeHue No ymosiHaHuto: 200 Mc)

WEP-1L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 [i/15 CKaHNMPOBaHNSA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-1L(config):/radar# scan-limit-channels-5g 36 40 44 48" (kaHas /19 cKaHMpOBaHVA B AyanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-1L(config):/radar# scan-min-signal -80 (nopor ypoBHsA curHana. Ecnm tTouka goctyna BUANT KVeHTa ¢
YPOBHEM HWXe ykaszaHHOro, MAC-afpec K/iMeHTa He nepefaeTcs Ha KOIeKTop, U KIIMEHT He CcUMTaeTCA
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WEP-1L(config):/radar# enabled true (BktoueHve doyHkumMoHana radar. 418 oTkaodeHus seegute false)
WEP-1L(config):/radar# save (coxpaHeHve HacTpoek)
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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