SHELTEX

‘ A
i
Y™ 0 ir neKCHble pelleHtA 1A MOCTPORHMA CeTeli

BecnpoBofHasn Touka AocTyna
WEP-2L

PyKoBOACTBO MO 3KCh/1yaTauum

Bepcua MO 2.7.0

IP-agpec: 192.168.1.10
Username: admin

Password: password

I www.eltex-co.ru



CopepxaHue

1

1.1
1.2

2.1
2.2
2.3
2.4
2.5

2.6
2.7
2.8

3.1
3.2
3.3
3.4

4.1
4.2
4.3

5.1
5.2
5.3
5.4

5.5

2.5.1
2.5.2

5.4.1
5.4.2
5.4.3
5.4.4
5.4.5
5.4.6
5.4.7
5.4.8

5.5.1
5.5.2

PykoBogacTBo no akcnnyataumm WEP-2L

BBEIECHUE .cucuieinirirnreiecacacscrsececsssssssssesessssssssssesesssssssssssssssssssssssssessssssssssssesssssasssses 5
AHHOTALMA. ..ccieiteeeeciiee ettt e sete e e s st e s s s stte e e s staeeessbaaesssssaaesssssaesessseesasssaaessnssssesessasesssssseesnsssees 5
YCNOBHBIE OBOOZHAUEHMUS ......eueeienienieitentetetetestetetestetetensestessesessensessensessessensessessessessessessenne 5
ONMUCAHME NBAEIIUSA .ceverirrecrrrcrseossscsssscssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssas 6
HASHAUEHUIE .....eeiiieiitecteeeteett ettt ettt st e s bt e st e e st e e st e e s b e e s sabeesasaesenseesnsaesssseesasaesans 6
XapaKTEPUCTUKM YCTPOMCTBA ....ccuveurerrerereieiessestessessessessessassessessessessessessessessessessessassassessessenns 6
TexXHNYECKNE MapPaAMETPbl YCTPOMCTBA. ...cveerrereererreriererietsiessesessessesessensesessensesesseseesessenessensens 8
Anarpammbl HAMPABITEHHOCTH ......ceverveuirrerieienietesestestssentesessessesessessesessesessessenessessesessessesessenes 10
KOHCTPYKTUBHOE UCTIONTHEHUE ......veveneiiientereieteiesieaessesesessesaesessesssessesessesesessensesensensesensens 11
OCHOBHAS! MAHES YCTPOMCTBA ...veuvevererierrerressessessessessessessessessessessessessessessassessassassessassans 11
BEPXHAS NAHENb YCTPOMCTBA.....eevererereiereresiensessessessessessessessessessessessessessessessessessessenns 12
CBETOBAA NHIOMKALMA ..cc.evveeereeerreeeiteeeitteeeseeessteesseeesssessseesssassssseessseessssesssssssssssssssessssesssseses 13
COpPOC K 3aBOACKNM HACTPOMKAM .....vccvirerenrenrersensensessensessessessessessessessessessessessessessessassassessens 13
KOMITEKT MOCTABKM ....eervveiiiierireenieeesteeeseeesseessstessseessssesssesssssesssseessssesssseessssesssseessssesssseens 13
MpaBuna n pekomMeHAaLMUUN MO YCTAHOBKE YCTPOMCTBA ceevverrrecrrrecsaessssecsssscsasossnes 14
VIHCTPYKLMN MO TEXHNKE BE30MACHOCTM ...uveeerereeirereeresreetesseessesseessesssessesssessesssessesssessesnens 14
PEKOMEHAALIMM MO YCTAHOBKE ....c..ververteiirienieresientetestesessetesesseseesessesesessesessensesessessesessensesensens 14
PacueT HEOBXOAMMOIO HUNCTIA TOUEK JLOCTYMIA ..coveuveuerreriererreneeienieneerensenessensesessessesessensesensens 15
BbIOOP KAHA/TOB COCEACTBYHOLLMX TOUEK ..eveveuirrerieuerietesesientesessenessessesessesesessessesessensesensens 15
YCTAHOBKA YCTPOMCTBA tevecreecrrrscrasssssestssscssssssssssssssssssssssssssssssssssssssssssssssssnssssssssas 17
YCTAHOBKA YCTPOMCTBA HA CTEHY ...vecvietierieriereereeteereeteeseeseesessessessessessessessessessessessessessessessessens 17
YcTaHOBKaA YCTPOMCTBA HA (DASTBLUMOTOOK ..cuvvevineererreneeresienessenseessesesessessesessenessensenessenses 18
MopAAOK CHATUA YCTPONCTBA C KPOHLUTEMHAL ...c.veeveereereereereereereereeteeseereesessessessessessessessessenns 18
YnpaBneHne yCTPOMCTBOM Hepe3 Web-UHTEPMIENC cu..crvecirecineicrnecireeciaescsaecnseoceas 19
HAUAUTO PABOTDB....cueeieeiieieniieiieseerieeeesteeeesteetessessesseesaesseesassaessesseessasssessesssensesssessessessesssans 19
MprMeHeHE KOHIUTYPALUN N OTMEHA NUSMEHEHUN ......ccveeveereereerecreereereereereereeeeereeseeseesenns 20
OCHOBHbIE 3N1EMEHTbI WED-UHTEPIIEMCA ....coveveeeneeririeieieeieieiesieteesteteresteeesestesessesaesesseneas 21
MEHIO CIMOHUTOPUIHTY ..ceieveieiiieriteeeieeesteeeiateesteeessteesseesssteessseessssessssaessssesssseessssesssseesssesssseens 22
[TOAMEHIO «Wi-Fi KITUEHTBIM 1eceeuirieiieireeeieiiieeeeeiaeesssereeesssseesssssssessssssaesssssseesssssssesssssnsessnnes 22
TTOAMEHED €WDS5 ceiiiiiiieeeeiteeeecitee s ettt e e ssiee e e ssiae e s s sateeeessaaeessasaaeesssseaeesssssaesssssaaesssssesesnnnes 24
MoaMeH0 «CTATUCTUKA MO TPAGINKYS c.veuveerrererrirrerieienieteressesessessesessessesessessesessensssessenens 25
[MOAMEHIO «CKAHMPOBAHME IINPAS...c..ierreererieererieeiresieesiesseessesseessessessesssessesssessesssessesnes 27
MOAMEHIO «XKYPHAUT COOBITUIM ..vvveurenrenrenieieiesiestessessessensessessessessessessessessessessessessessessenes 28
[MoAMEHI0 «CeTEBASA MHOPMALMTY ....eevreererreeirerieeireseessesseesseseessesssessesssessesssessesssessesnes 29
MogMeHo «MHopMaumna 0 PAANONHTEPIIEIACAXN ....ccverrerrerrerrerrerresrerressessessessessessessenns 31
MoaMeHI0 «MHPOPMALMNA 00 YCTPOMCTBED....ecvererererrereriensesiessessessessessessessessessessessenes 32
Y =TT O IR £ T Lo B SRS 33
TTOAMEHIO KRAAIO 2.4 TTLL c..veeeieeeiieecieeecte et cere e te e eere e e vee e saee e e teeseaae e s aeesesaeeesaeensseenn 33
TTOAMEHIO KRAAIO 5 T .eveeeiieecieeeciieeeteeecte et erre e te e eere e e e e e sate e s sreeseaae e s reesenaeeesaeennseann 37



5.6

5.7

5.8

5.9

5.5.3

5.6.1
5.6.2

5.7.1

5.8.1
5.8.2

5.9.1
5.9.2

5.10

6.1
6.2

6.3

6.4
6.5

6.6
6.7
6.8

5.10.1
5.10.2
5.10.3
5.10.4
5.10.5
5.10.6

6.2.1

6.2.2
6.2.3

6.3.1
6.3.2
6.3.3
6.3.4
6.3.5
6.3.6
6.3.7

6.5.1

PykoBogacTBo no akcnnyataumm WEP-2L

[1OAMEHIO « [LOMOSTHUTEITBHO c..vieeiieeeireeeiireesieesstaeesieeessareessseessssesssseesssseessseesssesssseesssseens 41
IMEHED VAP ..ottt ettt ettt ee et e e eeette e e e e staee e e s eabee e e ssaee e e ssaaeeessaaeeesseeeeansssaeeessaeesensseeeennnseaann 42
[TOAMEHIO KCYMMAPHO ..veieevrierrieriireenieeesteesieeesssaeessseessseessseesssesssseesssssessseesssssesssaesseeens 42
TTOLMEHID QVAPY «..viiiiieieiieeeitteesteeesiteesteesstteesaeesssaeessteesssaeesbaessaseesssaesssaessaesnssaessseesnsseens 43
IMEHED €W DISN i eccitee et e ee ettt e e e ettt e e e e sttee e e e abee e e asaee e e ssaaeeesssaeeessseeeeasssaeaansssaesenssneeennsseeenn 49
TTOLMEHID €WDS ..viiiiieiiiieeiiieesteeeiteesteesstaeesteesstaeessteessaeeesbaesssseesssaesssseesssaesnsseesseeensseens 49
MEHIO «CETEBBIE HACTPOMKMN ....veeuveeerereeeresreereeseesesseessesseessesseessesssessesssessesssessesssessesssessassans 50
MoaMEHI0 «CUCTEMHAA KOHIIUTYPALMAD ...ccvreerreereeireenreeereeireesreesseesseesseesseesssesssessseenens 50
TTOLAMEHIO € LLOCTY P .uvieiiieeeiieesieeeireesteeesteesteesssaeesseesssaeesssaessseeessaesssseesseessssaesssaesssseens 51
MEHIO «BHELLIHNE CEPBUCDID.....uvveeevreirieeriieeesieeasiteesiseessseessssessssesssseessssssssseesssssssssaessssassssees 53
MogMeH0 «[MoPTaASIbHAA ABTOPUSALMAD ....cceveeerrreeereeeireeeireesseeessreessseessseessssesssseessseens 53
TTOLMEHIO CAITTUNEY c.uvteiiieeetteesteeeiteesteeestteesteesssaeessseessseeesssaesssseesseesssseessseesssseessseesssseens 53
MEHHID CCUCTEIMEBY ...cneienieeieiitenteeteettesite st e et et e st e st e e bt e st e s st e sase s se e stesstesaseeseesseesnsesaseenseen 54
MoameHo «OBHOBNEHUE TTO YCTPOMCTBAN ....cccveereereereeresreeraeseenseeeesseesessessessesssesseenns 54
[MOAMEHIO «KOHOIUTYPALIASA ...c.eveenrierreereeireesteesreesteesseessaesssessessssesssesssesssesssessseesssessseenses 55
[TOAMEHIO «ITEPEBATPY KA. .eeerurieeirreesireeesiieesireessteessieessseessseesssseesssaesssseessseesssssessssessseens 55
TTOLAMEHIO (TTAPOIIBDY ..veeiivieetieertieeiieesieeesteesteeessaeessaeessereesseesssseesssaessssaessseessssaesssaeenseeens 56
TTOLAMEHIO «HKYPHAUT .eeeiiiieiiieeniieeiiteesiteeesaeesteesstaeessseesssaeessaessssessssaessssaessseesssseessseesssseens 56
[TOAMEHIO «[1ATA U BPEMSI ..vveeurieriieenieeeiiieesieeesteesiseesssseessseessssesssseessssessseessssssssssessseens 57
YnpaBsieHMe YCTPOUCTBOM C MOMOLLbI0 KOMAHAHOMN CTPOKM.cueereeeersecrseccssessnooes 59
TTOAK/TIOUEHME K YCTPOMCTBY ..cuvevererrerreriersessessessessessessessessessessessessassessessessessessessessessessessassenes 59
HacTPOMKa CETEBDBIX MAPAMETPOB ....ccvevuerrerrerierreriesesressessessessessessessessessessessessessessessessessassenns 60
HacTtpolika ceTeBbIX NapamMeTpoB C NOMOLLbI YTUNUTLI set-management-vlan-
INIOTE c.eeiiteeieete ettt e e et e et e st e e rbe e bt estae s b e e be e bt essseesbeebe e sseasteesbeanbsenseeesbeebeesaeesaeenaeenreanses 61
HacTporika YAANEHHOTO YIPABNEHUS ....c.cevveverierierreriensesiessessessessessessessessessessessessessessenes 62
HacTporika CETEBbLIX MAPAMETPOB IPVG .....cc.ccvevieriiieieieieriesieniesieniesre e saestessessessessesaenes 62
HacTtpoliika BupTyanbHbIX TOUEK AOCTYNA Wi-Fi (VAP) .cveeieeeeeieeeeeeectectese et 64
HacTpoiika VAP 6€3 LUMGIPOBAHMUS ........ccveeeerreereereereereeitesseessesseenseessessesssessesssensesssessennns 65
HacTtpolika VAP ¢ peXnMom 6e30MacHOCTU WPA-Personal ......ccccoevevervenieneniensensennenns 66
HacTpoiika VAP C Enterprise-aBTOPUBALMEN .......c.cccveereevreereerreeeenreeeenseesesseesessesssesseenns 67
HacTpoiika VAP C NOPTa/IbHON ABTOPUBALMEM ......cveereereerrereereereeeesreeaeeseesesseessesseenns 68
HacTpoiika VAP ¢ BHELLUHEN NOPTa/IbHON aBTOPUSALMEN .....c..eeveeeeereeerereerenreeaeereenns 69
HacTtporika fonosiHnTeNnbHOro RADIUS-CEPBEPA HA VAP........ccoviverierienienieneeniesiesienaenns 71
JONOMHUTENBHBIE HACTPOMKU VAP .....eeeieiieiieiieietetestetetessesaestessessassessessassessessessessensanes 71
HACTPOMKA AITTUNE .....veeteeieeteeieeteete et e e et este et e teeaesseesaesseebesseesessaessesssessasssensesssassesssansenssans 80
HACTPOMKU RAAIO ...ttt ettt ettt et s te et e e e e ae s e e b e e ssebesss e sesnsessesssensennsans 81
LONONHUTENbHBIE HACTPOMKM RAAIO ...ttt 82
HACTPOMKA DHCP OMLMM 82.......oveeeeeeeeieeiiesieeteereeees e esaesseetesseessessaesesssessesssensesssessesssessesssans 84
HacTPOMKa PEMIUKALMU DHCP .......coviiiieiirieriesiestesteseste st ste st seeste e ste st sresse s e ssessessessasseens 85
HaCTPOMKA PEMIIUKALMU ARP .......ooviiiriirieniesiesiesestesiestestestestestestessessessessessessessessessessessessassenns 86



6.9

6.10

6.10.1
6.10.2
6.10.3
6.10.4
6.10.5
6.10.6

6.11

6.11.1

6.12
6.13

7.1
7.2

7.3
1.4

6.13.1
6.13.2
6.13.3
6.13.4
6.13.5
6.13.6
6.13.7
6.13.8
6.13.9
6.13.10

7.2.1
7.2.2
7.2.3

7.4.1
7.4.2

PykoBogacTBo no akcnnyataumm WEP-2L

HACTPOMKA WDS ...ttt ettt et et et e te et e s e et e s te et e s e e bessaensesssensesssensesssasesssansannsans 87
CUCTEMHDBIE HACTPOMKM ...vveuvenrenrenreiensesessessessessessessessessessessessessassessessassessassassassessessessassassassens 88
OOGHOBNEHNE TTO YCTPOMCTBA ..cuveeureeveeieerreireeeenreesesseeeesseesesseesessessessesssessesssesssessessenns 88
YnpaBneHne KOHPUTYPALMEN YCTPOMCTBE . ...cvererrerrerrersersersensessessessessessessessessessassassenses 88
Mepe3arpy3Ka YCTPOMCTBA. ....ccvevuererrerreriertetetessessessessessessessessessessessessessessessassessessassassenss 89
HacTporika pexmMa ayTEHTUGIMKALMMY ....c..everrerrerrerrenreniensensensessessessessessessessessessessessenes 89
HaCTPOMKA ATl N BPEMEHW ......ceveieieieieietesiessestessessessessessessessessessessessessassessessessassenss 90
[ ONOMHUTENBHBIE HACTPOMKN CUCTEMDL...cvveeeeureerenrereretenseiesessessessessessassessessassassensanes 91
HacTtpoiika napaMeTpoB MOPTA/IbHOM @BTOPUBALMM ...c..evveererrerrerreriesresresiessessessessessessessenns 92
YnpaBneHne nopTasibHbIM CEPTUMKATOM ......ccvevverrerrerrerierieniensessessessessessessessessessassenses 93
HACTPOMKA CEPBUCA APB......c..ovueeieiiieriesiestesiesiestestestesesteste s e stestessessestessassessessassessessessessessenns 93
IMOHUTOPMHT .eveeeiteeeieecteeeiteseteeeetaessiaeessvaeessaeeessaeasssaesssaeesssaesssseasssaessssesassaesssseesssaesssseesssees 94
Wi-FI KTTUBHTD ettt ettt ettt s et e st e st e st e e bt e s st e sabe s s e e sseesstesnseeaseeseenasesasens 94
WUDS ettt ettt e st e e st a e e e st e e e s bt e e e s b aeees bt e e e e st raeeesraaeeenraaeeennn 100
VHIDOPMALMS 00 YCTPOMCTBE ...oeveeevereerenreereeteetesseessesseesesseesesssessesssessesssessesssessesseens 105
VHPOPMALMA O CEPTUIMKATAX ...vveereereeerreeieeireeseeeiaeesseesseesseessessseesssesssessseesseesssessses 106
CETEBAA VHIIOPMALMS ...vvenvenienreteienseniesiessessessessessessessessessassessessessassessessassessessessessessanss 108
BECNPOBOAHBIE MHTEPUIEICHL. ....veuveurerereieieieieniesiestessessessessessessessessessessessessessessessenses 109
KYPHAUT COOBITUM .....oeveeereeieeieeieecteeeeeteeeeste et e teeaesseeaesseesesseessesseessesseessesseessessesnsessennns 110
CKAHVPOBAHNE 0IMPA ..vvenrenienrenieienseniesiessessessessessessessessessessessessassessassessassessessassessessanss 110
CEKTPOAHA TUBATOP. c.veuverrenrerierrensertessessessessessessessessessessessessassessessassassessessessessessassassessanss 110
MonyyeHne oTNaf0HHON NHDOPMALMMY .....c.cevererrerrerrerreniessessensessessessessessessessessessessenses 112
BCMOMOTATENIbHBIE YTUNTUTDBI wecreeccraecerscrssscssesssscsssssssssssssssssssssssssssssssssssssssssssas 113
Y TUTIATA EFACEIOULE...cciieeteecteeete ettt rr e e te e st e e s te e s bae e steessbeeessbaesbeeessbaesssaeesssaesnsseaes 113
YTUNMUTA ECPAUMIP ottt ettt ettt ve e e e s ae e be e beesbaessbessba e baassbeessaessaansaesssassseenses 113
3axsart Tpauka ¢ NH060r0 aKTUBHOTO MHTEPMIEMCA....c.evverrerrerrerrerienrenieniessesiessessenne 113
(OF217 0 oo o 1T o]0 o] ] = OO OO PPROSRRR 113
HacTtporika yaaneHHOM 3anncy AaMNa TPAMIMKA ...c.evverrerrerrerreriensenrerensesesessessesenses 114
N 111 = W T 1= o OO USRS 114
HaCTPOIMKA PEKUMA RAAQAN ....ccuveieeeieiicieeteetesteetee ettt re e steesaesraeaesraesbe s e seesaesseennennas 115
HacTtpolika pagapa ¢ oTnpaBKou AaHHbIX MO NPOTOKOMY HTTP ..cccvvevevenienierieienne. 115
HacTtpolika pagapa ¢ oTnpaBkou AaHHbIX MO NPOTOKOMY MQTT...ccccvevererenrenreneenen 116
CNINCOK UBMEHEHMM..creueirrecrrecrsecssscrsessssssssssssssssssssssssssssssssssssssssssssssssssssssassssnes 117



PykoBoacTBO no akcrnyatauun WEP-2L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-2L — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTYNa K pas/iniHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTBO no akcrnyatauun WEP-2L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-2L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WEP-2L nogkntoyaetcs k nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTpOIACTBO COAEPXKMUT ABa paanovHTepdeiica ans opraHMsauum aByx onsnyecknx 6ecnpoBOHbIX CETENA.

WEP-2L noggepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/SET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmns
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnusaTb WEP-2L B opraHusauusix, rae TpebyeTtcs pasrpaHmyeHme npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD.

Cemesbie (hyHKYUU:

+ aBTOMAaTMYeCcKOoe COor/lacoBaHMeE CKOPOCTU, AYMN/IEKCHOTO PEXMMA U NEPEKNIOUEHNST MEXIY PEXUMAMM
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;
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+ nogpepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefaym aboHEeHTCKOro Tpaduka BHe TYHHene;
+ nogpepxka ACL,;

* nogaepxka NTP;

* nopaepxka Syslog;

* nognepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* NpPUYOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NpPonyckHOW cNoco6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHune NPoryckHOM CNOCOBGHOCTU A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoae Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-2L.

Cepoep
DHCP, RADIUS

PucyHok 1 — ®yHKLMOHaIbHasA cxema ucnosibzosaHma WEP-2L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepegayn AaHHbIX
MakcrmasibHoe KonmMyecTso
OHOBPEMEHHbIX CECCUiA
MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

Mopnepxka 2x2 MIMO

RJ-45
10/100/1000 M6uT/c, aBToONpeaeneHne

BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

24T1Tuy: 127
5Mu: 127

2.4T1Tu: po 20 obm
5TTu: go 20 pbm

2.4TTu: ~5abu
51Tu: ~5abn

2.4TTu: 8o -94 pbm
51Tu: go -94 pbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPAZ2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2

nopnepxka Captive Portal
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YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 32 MB SPI-NOR Flash

RAM 128 Mb DDR2 RAM

MutaHne PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnsemast MOLLHOCTb He 6onee 10 BT

Pabounin gnanasoH Temneparyp oT+5 00 +40 °C

OTHOCKTEeNbHAasA BNaXHOCTb Npu 0o 80 %

Temneparype 25 °C

Fabaputsbl (QUamMeTp X BbICOTA) 200 x 40 mm
Macca 0,4 kr
Cpok cnyx6bl He meHee 15 net
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2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npu namepeHuu

AZIMUTH (X2) ELEVATION (YZ)

s

{}GE (POE)

AnanasoH 2.4 Ty,

180

B0 =23 200 15 -0 0

8

255 270 285
AnanasoH 5Ty,
L L J
. z ; Y
105 75 105 75
120 60 120 60
135 45 135 45
150 30 150 30
163 15 165 15

Z
180 >
0 - =25 =00 -5 =30 =B5. PO =15 -10 -5 0 L
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WEP-2L BbINONHEHO B N1aCTUKOBOM KoOpriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BUA naHenu ycTpoictea WEP-2L npmBegeH Ha pUcyHke 2.

— I TN N
” >= | 7 L ~— Y f \ e
— - | \ GE (PoE = N\ — =0

3
PucyHok 2 — BHewWwH®in BuAg, ocHOBHoM naHenn WEP-2L

Ha ocHoBHoOW naHenun yctpoictea WEP-2L pacnonoxeHbl crieaytoLine CBETOBbIE NHANKATOPbI, Pa3beMbI U1
opraHbl ynpasneHusi (Taénuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoB YNpaB/eHus

AneMeHT naHesnu OnucaHue

1 LAN CseToBas MHAMKauus coctosHus nopta GE (PoE)
2 GE (PoE) Mopt GE pgna nogxntoveHnsa nutaHna PoE

3 F KHonka cbpoca K 3aBOACKUM HacTpoikam

4  Wi-Fi VHAvKaTopbl akTMBHOCTM cooTBeTCTBYOLWMX Wi-Fi mogynei

11
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHewHuiA Bug, BepxHeli naHenun yctpoictsa WEP-2L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHeluHwuii Bua BepxHel naHenn WEP-2L

Ta6nuua 3 — OnucaHne UHAVYKATOPOB BEPXHEN NaHenw

AnemMeHT naHenun OonucaHue

1 Power VHpukaTop cTtatyca paboThl yCTpoiicTBa

12



2.6 CpetoBas nHgukauus

PykoBoacTBO no akcrnyatauun WEP-2L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA
NHpukatop CocTosiHMe nHamkaropa

Wi-Fi 3eneHblii, ropuT NOCTOSHHO

3eneHsblii, muraet

LAN lopwuT 3eneHblii ceeToamog (10, 100 M6uT/c)/ roput
opaHxeBblin ceeToanos (1000 M6éut/c)
MwuraeT 3eMeHblil CBETOAMO/,

Power 3eneHbliA, ropuT NOCTOSHHO

OpaHXeBblii, rOPUT NOCTOSIHHO

KpacHbliA, FOpUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoucTBa

Cetb Wi-Fi-akTuBHA

lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn

YCcTaHOBNEHO coeAnHeHNe ¢
NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM

Mpouecc nakeTHOI nepeaayn AaHHbIX No
LAN-uHTepdoeiicy

BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

YCTPOWCTBO 3arpy>XeHo, HO He NosyyeH
IP-appec no DHCP

3arpyska ycTpoicTea

[nsa c6poca yCcTpoiicTBa K 3aBOACKMM HAaCTpOiKaM HEOBX0AMMO B 3arpy)X€HHOM COCTOSIHAM YCTPOICTBa
HakaTb 1 yepXmnBaTb KHOMKY «F» Ha npoTsbkeHnn 10—-15 cekyHa, noka nHavkaTop Power He HAYHET MuraTb
OpaHXeBbIM LBETOM. MNpon30AAeT aBTOMaTMYECKAs Nepesarpy3ka ycTpoicTea.

Mpwn 3aBOACKMX yCcTaHOBKax byaeT 3anyweH DHCP-knueHT. B cniydae, ecnn agpec He 6yaet nonydveH no DHCP,
TO y ycTpoiicTBa byaeT agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, ums nonb3oBaTens/naposb

ANs goctyna yepes web-nHtepdeic: admin/password.

2.8 KomnnekT nocTaBKu
B komMnekT nocTtaBku BXOOAT:

+ obopynosBaHue paguogoctyna WEP-2L;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO Mo 3kcnayatauum Ha CD-aucke (OnuuoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

13
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

YCTPOWCTBO pekoMeHAyeTCs yCTaHaB/IMBaTb HA NOTO/IKE B TOPU30OHTA/IbHOM MOJTOXKEHUMN.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MeXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyxeHus NoBpexXaeHuin cregyeT npekpaTuTb YyCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

* [penAaTcTBUSA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, META/I/IMYECKNX KOHCTPYKLMIA, KWPMUYHBIX U
OGETOHHbIX CTEH, a TaKkke Nneperopoakn n3 6pyca 60/bLIOro gnameTpa, EMKOCT C BOAOIN U 3epKaJ
3HauMTEeNbHO yMeHbLato paguyc geinctems cetn Wi-Fi. He pekomeHayeTcs pasmelleHune ¢
BHYTPEHHEWN CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacnpocTpaHeHVe curHasna n 3atyxaHve npu npoxoxaeHun yepes peLleTKy kapkaca

a

thanbLlunotosnka. Mo 37O Xe NpUUMHE HE PEKOMEH/YETCS YCTaHOBKA 3a AePEBSAHHbIM NOTONIKOM 1

B Yrnyo6neHusx.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl JO/MKEH NepecekaTbCs C COCeHel CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ncnosib3osaHve VolP, N0TOKOBOro BUAeOBeLLaHNsS U APYroro YyBCTBUTETbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

14
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-2L npy MoHTaxe Ha
NoTOJIKE B TUMOBbIX OPUCHBIX NomeweHnax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 M. Mpy NO/IHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 4 — O6was guarpaMmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T

15
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Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npuBefeH Ha pucyHke 5.

PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 My,

AHaJI0TMYHO PEKOMEHYEeTCS COXPaHSATh AaHHbIVi MexaHW3M pacnpeaesieHnsi KaHasioB Npy PacrosiIoKeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 6).

1 e A
+ ‘-r
<&
PucyHok 6 — Cxema pacnpefeneHms KaHasoB Mexay CoceqHNUMMN TOYKaMm A0CTyna, pacnonoXeHHbIMU MeXay
STaKaMin

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyyasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel # !B S I FTRBED cee-—EEmeme2 !l 122222
| I I

A A A A A A A AR A A A A A A A A A A A A A A A
somiz V.V VN LV VY
80 MHz / \/ \ ' \ \ \ !

160 MHz A i
Examples of [T [
non-contiguous
VHTB0+80 MHz 0\ [

setup
R T

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTUKOBOIO KPOHLUTEHA NOKa3aH Ha pUCYHKe 8:

CTeHa

NNacTUKOBbIN KPOHLUTENH

PucyHok 8 — KpenneHuve KpoHLLUTeliHa Ha CTeHe

a. Mpu ycTaHOBKe KPOHLLTeHa NponycTTe NpPoBoJa B COOTBETCTBYHOLLME Na3bl HA KpOHLITEHE (PUCYHOK
8).

6. CoBmecTuTe TpW OTBEPCTUA ANA BUHTOB Ha KpOHUJTeVIHe C TaKNMK Xe OTBepPCTUAMM Ha noBepxHocTu. C
NMOMOLLBIO OTBEPTKU MPUKpenntTe KpOHLUTeVIH BUHTaMWn K NOBEPXHOCTW.

2. YcTaHOBUTE YCTPOICTBO. Cxema nprBefeHa Ha pucyHke 9:

KPOHLUTENH

YCTPONCTBO

PucyHok 9 — YcTaHoBKa ycTpoiicTea (BUa cnepeam)

a. MoaknounTe Kabenu K COOTBETCTBYOLMM pazbemMam ycTpolicTea. OnvcaHne pa3beMoB NprBeAeHO B
pasaene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C KPOHLUTENHOM 1 3addUKCMPYIATE NONOXEHME, NOBOPaynBasi no 4YacoBoii
CTperke.
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4.2 YcTaHOBKa yCTPOWCTBa Ha (0asibLUNOTONOK

@ He pexomengyeTcs pasMmelLieHne CO BHYTPEHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTannyeckuii
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNIMYECKNN KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — N1aCTUKOBbI KPOHLLTENH; 4 — YCTPOWCTBO.
PucyHok 10 — MoHTax ycTpolicTBa Ha 0asibLUNOTOMOK
1. 3akpenute MeTa/I/IMYECKNI 1 NNACTUKOBbIV KPOHLLTEMHbI Ha noTosike (prucyHok 10):

a. CoeivHMTE NNACTMKOBbIV KpOHLLUTENH (3) Ha dpanbLunoTonke ¢ MeTannmueckum (1) B cnegytowem
nopsiake: METa/I/IMYECKNIA KPOHLLITEH -> NaHe b APMCTPOHT -> NM1ACTUKOBbIA KPOHLUTEH.

6. B naHen ApMCTPOHT NPOpPexXbLTe 0TBEPCTME PAa3MEPOM C OTBEPCTUE META/IINYECKOrO KPOHLUTEHA.
Uepes AaHHOEe 0TBEPCTME 3aBOAATCS NPOBoA.

B. COBMECTUTE OTBEPCTMS HA METa/I/IMYECKOM KPOHLUTEHE, NaHenn APMCTPOHT U M1acTUKOBOM
KpoHLTeliHe. [lanee COBMeCTUTe TpU OTBEPCTUSI A1 BUHTOB Ha M/1acTMKOBOM KPOHLUTEHE C TaKuMK e
OTBEPCTMAMM Ha MEeTa/I/INYECKOM KPOHLLUTeliHe. C MOMOLLbI OTBEPTKM COeAUHUTE KPOHLUTENHbI BUHTaMM.

2. YcTaHOBUTE YCTPOIICTBO:

a. MoaknounTe kKabenu K COOTBETCTBYOLMM pasbemam ycTpolicTea. OnvcaHne pa3beMoB NprBEAEHO B
pasgene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C MNAACTUKOBbLIM KPOHLITENHOM 1 3addUKCMPYIATE NOMNOXEHME, NOBOpaynBas
YCTPOIACTBO NO YaCOBOW CTPESIKE.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA
[N CHATUS YCTPOICTBA C KPOHLWTENHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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PykoBoacTBO no akcrnyatauun WEP-2L

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v naposs.

WEP-2L

3. BeBeanTe umsi nonb3oBaresisi B CTpoke «BBeanTe NOrvH» U Naposib B CTPOKe «BBeanTe naposib».

© 3aBopckue ycTaHoBKM: NOrMH — admin, naponb — password.

4. Haxkmute KHOMKY «BoliTu». B OkHe 6pay3epa OTKPOeTCs MEHI0 MOHUTOPUHIa COCTOSIHWSA YCTPOICTBA.

JELTEX  WEP-2L

MoHHTOPHHI Radio VAP WDS CeTeBble HACTPORKK BHELWHWE CepBCHI Cucrema - (BbIXOO)

Wi-Fi KnueHTbl Wanenwe WEP-2L
» AnnapatHas sepcua V2
WDS
3aBoackoid MAC-anpec E8:28:C1:F7:80:70
CTaTUCTHKA N0 TpaguKy
CepuitHEIA HoMep WP23002569

CKaHUpoBaHue aupa Bepcus M0

FKypHan cobbiTHi PesepBHas Bepcus MO
CEeTeBan MHHOPMALMA Bepcna sarpyuka
CHCTEMHOE BpEMA
WHhopmMaLma o
panMouHTEpdercax BpemA paGoThbl 20 pH, 22:52:37
~
arpyaka Ly 14%

WHthopmaLma ob ycTpoicTee >

Kcnonb3yeman namaTh @ 78 MGa#T / 108 MBaiiT

i OOHOBMTH

19



PykoBoacTBO no akcrnyatauun WEP-2L

5. MNpy HeoBXOANMOCTU MOXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-2L gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

LELTEX  WEP-2L

MoHHTOPHHT ~ Radic VAP WDS  CeTeBble HacTpOiKu BHELLHWE CEpBHCEI Cuctema - (BbIX00)

Wi-Fi KNHeHTLI Manenue WEP-2L
‘ AnnapatHas Bepcua 2v2
WDS
3aBoackod MAC-anpec E8:28:C1:F7:80:70

CTaTUCTHKa N0 TpatuKy
CepuitHBIA HoMep WP23002569

CKaHWpoBaHWe aupa Bepcua MO

>KypHan cobbITHA PesepeHaa Bepcua MO
. Bepcua sarpysquka
CeTesan MHopMaLma P Py

CucTeMHoe Bpema
WHhOpMaLKA O
paguonHTephercax Bpema paboTbl 20 gH, 22:52:37

~
3arpy3xa Lny 6
WHtopmaLma ob ycTpoicTee > pyaKa 4%

Kcnonk3yeman namaTs @ 78 MGaiT / 108 MbaiiT

2 OOHOBUTL

5.2 MpumeHeHne KoHUrypaumum n oTMeHa 3MeHeHwit

1. MpuMeHeHne KoHUrypaumm

Mpn HaXKaTUK KHOMKM 3anyckaeTcsi IPOLEecc coxpaHeHust KoHdurypauum o flash-
namsiTb YCTPOICTBA 1 NPUMEHEHNE HOBbIX HACTpOeK. Bce HacTpolikv BCTynatoT B cuny 6e3
nepesarpysku ycTpoiicTaa.

B web-uHTeppeiice Toukn AocTyna peasim3oBaHa BulyasibHasi MHAMKALUMS TEKYLLENO COCTOSIHUSA npolecca
npUMeHeHuns HacTpoek (Tabnmua 6).

Tabnvua 6 — BusyasibHas MHAVKALMS TEKYLLLETo COCTOSIHMA NpoLiecca NPUMEHEHNS HACTPOEK

BHelwHnii BUg, OonucaHue COCTOAAHUSA

Mocne HaaTus Ha KHOMKY «[TPUMEHNUTB» NMPOUCXOAUT MPOLLECC MPUMEHEHUS 1

3anncy HacTpoek B NaMsThb ycTpoiicTBa. O6 3TOM MHDOPMUPYET 3HAUOK &l B
Ha3BaHWUM BKIAAKN U Ha KHOMKe «MPUMEHUTb».

O6 yCcreLHOM COXpaHEHUN 1 MPUMEHEHUN HACTPOEK MHADOPMMPYET 3HAYOK
B HAa3BaHUN BKIALKM.

2. OTMeHa U3MEHEHWIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMBKO [0 HAXKATUSA Ha KHOMKY «[TpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[MPUMEHNTBL» N3MEHEHHbIE HA CTPaHULLEe NapamMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoiicTBa. ocne Haxatus Ha KHOMKY «[puMeHnTb» BO3BPAT K NpeablayLumm
HacTpoiikam 6yaeT HEBO3MOXEH.

o o X OTmeHa
KHOMKa oTMeHbl NU3MEHEHUN UMEET cnepywowinn sna:
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PykoBoacTBO no akcrnyatauun WEP-2L

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

clTEX  WEP-2L

MOHUTOPHHT Radio VAP WDS CeTessle HaCTPOHKKM BHelIH1e CepBHCEI cucrema - (BbIXOA)
Wi-Fi KnHeHTBI W3apnenue WEP-2L
e AnnapaTHan BepCHR 2
3aBoACKo MAC- E8:28:C1:F7:80:70
CTaTucTHKa no Tpadmky aapec
CepuitHLIi HoMep WP23002569
CkaHupoBaHue agupa
Bepcua MO

RypHan coGbiThit
PesepBHan Bepcua

- no
CeTteBan uHgopmauma

Bepcua 3arpys4mka

MHpopmayms o - e

(bop Ll‘ CHCTEMHOE BpPEMA 01.12 2023 10:55:50
panuouHTEpEicax

Bpema paboTb 4 aH, 01:30:21

WHepopmalmus of ycTpoicTee » =

3arpyska LMy 3%
Vcnone3yemas @ 73 MOaiT / 108 MGaiT
G
i OGHOBHTB
& 000 "Mpednpurmue "3nmexc"”, 2022 Bepcur M0 | {Bepcus WEB

OKHO No/b30BaTENIbCKOTO HTEpdielica pasfaeseHo Ha NsATb 06/1acTeld:

1. Bknagku MeHo — Ans rpynnupoBKK NOAMEH0 Nno kateropusm: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBucel, Cuctema.

2. Bbl6op A3blka MHTEpPeica 1 kHomka «(BbIXo4)», NpefHa3HaYeHHas 415l 3aBepLIeHnsl ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NoNb30BaTENEM.

Bknagku nogMeHto — Ans yrnpasfieHus NonemMm HacTpoek.

Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPa AaHHbIX 1 KOHUrypawlmu.

NHdopmaLuroHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO HA YCTPOWCTBE.

aprw
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PykoBoacTBO no akcrnyatauun WEP-2L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

L TEX  WEP-2L

MoHuTopuHr  Radio

WIi-Fi knieHTS! > 2 OGHosNTE

Ne Mmaxocta IP-agpec  MAC-aapec VMHtepdeiic  Link Capacity Link Quality ~Link Quality Common  RSSI, a6M SNR,AB TxRate RxRate TXBW, My RXBW,Mry Bpews pagoTsi

v 1 Xiomi2T 10248045 761231:9805ba wianiva0 30 66 d 90 7 VHT NSS2-MCS239  VHT NSS1-MCS2195 20 20 04:51:05
Mepenano / NpuHATo BCero, GaifT 2058 102/ 824 031 Mepeaaro c owMGKawM, naketos 0
Mepenaro / NPHHATO BCero, nakeTos 6565/ 11243 MoBTOPs! Nepenayh 3a NOCRENHMA Nepyon, naketos 1

Mlepenano / NPHHATO AakHeix, GaiT 1916 777/ 532 653 Obee ucno noBTOPOS nepeasy, naketos 2393

MepenaHo / NPUHATO AaHHbIX, NaKeToB 6558 / 2 380 CKopocTs nepenaun / npuewa, Koutic  0/0

Moaynauws Mepeaato nakeTos MpuKATO nakeTos

OFDMS 9 8996 80%

NSS1-MCSO 0 779

0
0
NSS1-MCS1 a7 7 623 6%
NSS1-MCS2 234 %

NSS1-MCS3 0 0
NSS1-MCS4 0
NSS1-MCS5 61 1
NSS1-MCS6 £ 1
NSS1-MCS7 1
NSS2-MCS0 1222 19% 526

NSs2-MCS1 1523 23% 231 2%
NSS2-MCS2 1676 2% 2%

NSS2-MCS3 923 14%

2
NSS2-MCS4 303 5% 0
NSS2-MCS5 2 0% 0

0

NSs2-MCS? 22 0%

Ne — HOMep NOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YCTPOICTBa,;

IP-adpec — IP-agpec noAk/I04eHHOro YyCTPOMNCTBa;

MAC-adpec — MAC-agpec NoAK/H4EeHHOIo YCTPONCTBa,

Viumepgpelic — nHtepdpeiic B3anmogeictama WEP-2L ¢ nogxnto4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIi 0OTOO6paxaeT aPEKTUBHOCTb UCMONb30BaHNA TOUKON JOoCcTyna
MOAyNALMKN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SLUMKN [0 KMEHTA, N NMOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepesatoTcs Ha
moaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHve napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbIi OTOOPaxXaeT COCTOSAHME JINHKA [0 KNIMEHTA, pacCUMTaHHbIA Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMa/ibHOoe 3HaveHve —
100% (Bce nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbLITKK), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OfVH NakeT A0 KMEHTA He Obl YCNELIHO OTnpaB/ieH). 3Ha4YeHWe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napamMeTp, KOTOPbIi 0TOGpaXkaeT COCTOSHUE SINHKA A0 K/IMEHTa, pacCUMTaHHbI
Ha OCHOBaHWW KO/IMYeCTBa PETPaHCMUTOB NaKeToB, OTMNPAaB/IEHHbIX KIMEHTY. MakcMasibHoe 3HavYeHne
— 100% (BCe nepefaHHbIe NaKeTbI OTNPABUNCH C NEPBOI NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KMEHTA He Obl YCNeLIHO OTnpaB/ieH). 3Ha4YeHVe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

RSS!/ — ypoBeHb NpyHMMaeMoro curHana, abm;

SNR — oTHowWeHne curHan/wym, gb;

TxRate — kaHa/IbHasa CKOPOCTb nNepegayn, MouT/c;

RxRate — kaHa/iIbHasA CKOPOCTb npuema, MouT/c;
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PykoBoacTBO no akcrnyatauun WEP-2L

Tx BW — nonoca nponyckaHus Ha nepegade, My,
Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;
Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoZA 60/1€€ pa3BepHyTOil MHGopMaL My Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsAMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NAKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNMYeCTBO NakeToB, NepefaHHbIX C OLWMOKaMy Ha NOAKIHUYEHHOe
YCTPOWCTBO;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4yecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-2L.

PykoBoacTBO no akcrnyatauun WEP-2L

(TEX

MOHUTOPHHr ~ Radio VAP

Wi-Fi KnHeHTBI

WDS >

CTatucTika no Tpadpuky
CraHupoBaHue apupa

3KypHan coBbITHi

WDS  CeTesble HACTPOMKH

WEP-2L

i O6HoBMTL

Ne  MMm xocTa  IP-aapec

v 1 WEP2L

Mepearo / NpuHSTo BCero, GaT

BHELIHNE CEPBHCEI

MAC-aapec

10248081 e828.cldach05

Cuctema

WHTeppeiic  Link Capacity
wian1 90 (not changed)

53934 606 /4 938 701

158 090/ 21 493

Link Quality ~ Link Quality Common  RSSL.AEM SNR.AB TxRate  RxRate

100 99 63/-61 19/19

Mepenanc ¢ OLIHOKaMH, NakeTos

Mepenana / NPHHATO BCET0, NakeTos
CeTeBas MH(OPMALMA Mepenano / NPHHATO AAHHBIX, GART

Mepenatio / NpUHATO fakHsix, naketos 150 161 /13 564

VIHDOpMALKA 0

panuomHTepeiicax Monynsuns

VHopmMaLus 06 yCTpoiicTee Dsss2
OFDMg
OFDM24
OFDM36
OFDM4g
OFDMS4
NSS1-MCS4
NSS1-MCST
NSS2-MCS0
N§S2-MGS51
NSS2-MCS2
NSS2-MCS3

NSS52-MCS4

48384 767/ 2 366 142

MoBTOPLI NEPEAAYYM 33 NOCNEAHHI NEPHOA, NAKETOR
OBluee $HCRo MOBTOPOS Nepenatn, nakeTos
CropocTs nepenayn / npiena, KOuT/c

Mepenako naketos MpHATO NakeTos
2 0 0%
7929 7936 37%
5

114

¥ 22 93
-

3311
146710 93% 0

0
[
o
0
15 0%
0
0
1
1
[}
1

o o o o o o o
S 8 8|8 8 8 8
o
=]

OFDM 54 VHTNSS2-MCS6 117 20 20

o

o

2881

3/0

TXBW, MMy RXBW, MMy Bpems pa6oTel

11:03:15

* VIMsi xocma — ceTeBoe UMS YCTPOICTBa;

Ne — HOMep NOAKNHOUYEHHOTO YCTPOIACTBA B CMUCKE;

IP-adpec — IP-afpec NoaKHOYEHHOro YCTPOICTBE;
MAC-adpec — MAC-agpec Noak/H4YEeHHOro YCTPONCTBa,
Viumepcpelic — nHtepdpeiic B3anmogeictama WEP-2L ¢ noaxnto4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIi 0TOO6paxaeT aPPEKTUBHOCTb UCMONb30BaHNA TOUKON JOoCTyna

MoAy/niAaAunn Ha nepenady. PaccunTbiBaeTcAa MCXoa4a U3 KoNnMyecTsa NnakeTos, nepegaHHbIX Ha Ka)KAOVI

MOAYNALMMN [0 KITMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HauyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTO Tuna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMasIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepeaatoTcs Ha
moaynaumm nssTmes0 ans knnenTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn;

Link Quality — napameTp, KOTOPbI 0TOOPaxXaeT COCTOSAHUE JINHKA A0 KNNEHTA, pacCUmUTaHHbIA Ha
OCHOBaHWUKN KONNYeCTBa PETPAHCMUTOB MaKeToB, OTMNPAaB/IEHHbIX K/TMEHTY. MakcuMasibHoe 3HaveHue —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbLITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 K/IMEHTA He Obl/1 YCNELIHO OTNpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOSAHME NIMHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWW KOIMYEeCTBa PETPaHCMUTOB NakKeToB, OTMNPAaBNEHHbIX KNMEeHTY. MakcMManibHOe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbI OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMEHTA He 6blN YCNELIHO OTNpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/THOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHUMaemMoro curHana, Abw;

SNR — oTHoweHwue curHasn/wym, ab;

TxRate — kaHa/IbHas CKOPOCTb nepegayn, MouT/c;

RxRate — kaHanbHasA cKopocTb npuema, MouT/c;

TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombsl — BpeMS COEANHEHUA.
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PykoBoacTBO no akcrnyatauun WEP-2L

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

5.4.3

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KO/IMYECTBO NakeToB, NepefaHHbIX C OLMOKaMu Ha NOAK/IYEHHOe
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.

MoameHto «CTaTnucTrka no Tpagouky»

B pasgene «CtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpoCcTU nepeaaHHoro/nosy4YeHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpadgmka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYyNa.

padmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMmaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacomkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdIencbl TOUKM AOCTyNa 3a nocnegHue 3 MuHyThbl. Fpaduk aBToMaTnyeckm
00HOBNAETCA Kaxable 6 CekyHn,

Mowropunr

LTEX  wepP-2L

mbps
(11

° ———— 1
25 asem 165t
Mepeaato -

TpHHATO ~
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;
+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;

* OWubKU — KONN4YEeCTBO OLLUNOOK.

PykoBoacTBO no akcrnyatauun WEP-2L

MepepaHo v
WHTeptpeiic
LAN
WLANO
WLAN1

sit
wian0-va0
wian0-val
wian0-va2
wian0-va3
wian0-wds0

wilan0-wds1

wilan0-wds2

Bcero naketos

536802

166440

1526773

9590

1]

9533

9590

526878

162326

3542

572

Bcero Gaiit

76273371

75459723

1919981084

7833340

0

7506858

7871700

38498935

74288324

1013363

158036

OT16polueHo NakeToB
0
342218

360214

51546
147387

142992

Owunbkn

140

390

57

136

123

OnucaHue Tabnuupl «[pUHAMO»:

* ViIHmepdpelic — nms nHtepdeiica;

* Bceao nakemos — KOMM4eCcTBO YCMNeLHO NPUHATLIX NakeTos;

+ Bceeo 6alim — KOnMyecTBO YCMNELIHO NPUHATbLIX 6aiiT;

+ Om6poweHo nakemos — KONMYECTBO NakeToB, OTOPOLLEHHbIX MPU NOYYEHUN;

* OWUubKU — KONNYEeCTBO OLLUNOOK.

MpuHsTO v
UHTepgeiic
LAN
WLANO
WLAN1
sit0
wian0-va0
wian0-vat
wian0-va2
wiano-va3
wian0-wdso
wian0-wds1

wlan0-wds2

Bcero naketoB

1511794

28126

503232

15792

0

15863

15863

1494826

25767

1825

534

Bcero Gaiit

2008292333

4047853

61512505

997504

0

1065710

1002258

1928533222

3471328

477328

99197

Or6polueHo nakeToB

341

o © © o o © o o 2 o

Owmbin

0
0
0
0
0
0
0
0
0
0
0
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PykoBoacTBO no akcrnyatauun WEP-2L

5.4.4 TlogmeHio «CkaHupoBaHue admpa»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

cLTEX  WEP-2L
~ =
MoHuTOpHHT  Radio VAP WDS  CeTeBble HACTPOWKM  BHELIHME CepBaCH  CucTema e~ (BbiXog
WI-Fi KNMeHTBI MocneaHee ckaHMpoBaHue Obiio 09.08.2023 11:54:25
WDS
24Ty 5Ty
CTaTMCTHKE NO TpagUKy
paciy Pexum KaHan /
OuanaszoH $SID 6e30NacHOCTH MAC-aapec LinpuHa RSSI, AEM

CkaHWpoBaHue adupa »
24Ty Open 68:13:E2:1B:6B:41 1/20 -38

MypHan coGbiTHiA
24Ty Open E8:28:C1:FC:D9:04 1/20 -42

CeTeBan MHpopMaLmA
24T1Ty Open 58:13:E2:0E:79:41 6/20 -50

WHgpopmaums o _

i o 24Ty Open E8:28:C1:DACE.C1 11/20 51

paguouHTeEpdeiicax
24TTy WPAZ_1X E8:28:C1:DAET:22 1/20 -52

WHthopmalua of yCTpoitcTee
24TTy WPAZ_1X 68:13:E2:0F:D1:F1 6/20 -53
24TTy Open E4:5A:D4:E2:C4AD 11/20 -54
24TTy Open CC:8D:A2:DD:00:B2 11/20 -56
24TTY WPAZ_1X CC:9D:A2:DE:4D:BA 6/20 -56
24TTY Open E4:5A:D4:FT:04:21 1/20 -57
24Ty Open CC:8D:A2:DD:00:B1 11/20 -57

[ns 3anycka npoLiecca CKaHMPOBaHMsA aghupa HaXMMTE Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSIBUTCS CMMCOK 06HaPYXEHHbIX B paavoadmpe Touek A0cTyna U MHpopMaLys 0 HUX:

+ locniedHee ckaHUpoBaHue bbli/10... — AaTta U BPeMs NOCNeAHEr0 CKaHMPOBaHWS;

+ [uana3oH — yka3biBaeTcs gmanasoH 2.4 'y, nnn 5 'y, B KOTOPOM 6bls1a 06Hapy)XeHa Touka A0CTyna;
+ SSID — SSID 06Hapy>XeHHOW TOUKN AOCTYNa;

+ Pexum 6e3onacHocmu — pexunm 6e30nacHOCT 06HaPYXXEHHOM TOUKN AOCTYNa;

+ MAC-adpec — MAC-agpec 06Hapy>XeHHOIN TOYKN A0CTYNa;

* Kanasi/lLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06Hapy)XeHHast Touka JOCTyna;

* RSSI — ypoBEHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaT O0BHAPY)XXEHHON TOUKM AOCTYNa, ABM.

© Bo Bpems ocylecTBAEHUS CKaHMPOBaHUS achnpa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IOUEH, UTO
NpvBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNSI.

27



5.4.5 MoameHto «KypHan cobbITU»

PykoBoacTBO no akcrnyatauun WEP-2L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

=(TEX

MoHWUTOpUHE Radio VAP

Wi-Fi KnneHTs!

WDS

CraTucTuKa no Tpacuky
CkaHu1poBaHve adnpa
XypHan cobbiTuii >
Ceresagd uHpopmaums

VHchopmaums o
pagviouHTepchencax

MHcbopmaLms of ycTporicTee

WEP-2L

WDS CeTeBble HAGTPOWKK

fs ol LTl | Y OuncTuTL

LOara u Bpems

Nov 24
12:63:10

Nov 24
12:51:08

Nov 24
12:51:06

Jan 1 03:00:43
Jan 1 03:00:18
Jan 1 03:00:16
Jan 1 00:00:06
Jan 1 00:00:05

Jan 1 00:00:01

Tun

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

BHeLuHWe cepBuGhI

Mpouecc

monitord[1184]

configd[1039]

configd[1039]

networkd[1092]
networkd[1092]
syslogd[1365]
init
configd[1039]

syslogd[1008]

Cucrema - (BbixOm)

CoobuweHne

event: 'authenticated' mac: 82:A7:E4:FF:7D:14 ssid: 'WEP-2L_5GHZ' interface: wian1-va0 channel: 40 rssi-1: -41 rssi-2: -35 location: 'root' reason:
0 description: 'Successful’

The AP startup configuration was updated successfully by admin

The AP running configuration was updated successfully by admin

DHCP-client: Interface br0 obtained lease on 10.24.80.91
Networkd started

started: BusyBox v1.21.1

starting pid 1100, tty ": '-/binflogin -t

The AP startup configuration was loaded successfully.

started: BusyBox v1.21.1

Jama u spemsi — Bpems, Korga cobbiTve 6b110 CreHepMpoBaHo;
Tun — KaTeropusi U ypoBeHb BaXHOCTU COObITUS;

lpoyecc — nms npouecca, creHepupoBaBLLIEro COObLLEHME,;
CoobuweHue — onncaHue cobbITus.

Tabnuua 7 — OnuncaHne KaTeropuin BaXXHOCTU COObITUI

YpoBeHb

0

Tun BaXXHOCTU COOGLLEHNIA OnucaHue

UpesBblyaiiHble (emergency)

CurHasnbl Tpesoru (alert)

Kputnueckue (critical)

Own6ouHble (error)

MpepaynpexaeHns (warning)

YBefomneHus (notice)

B cucteme npou3solusnia Kputmyeckas owmneka,
cucTema MOXeT paboTaTb HenpaBu/bHO

Heo6xoaMmMo HeMeaieHHoe BMeLLaTe/IbCTBO B
cuctemy

B cructeme npousoLuna Kputuyeckas oLumoka
B cructeme npousoLunia owmbka
MpeaynpexaeHue, HeaBapuitHoe coobLLeHne

YBefoMieHne CUCTeMbI, HeaBapVIVIHDe coobLeHune

MHdopmaumoHHble (informational) NHhopMaLMOHHBIE COOBLLEHNS CUCTEMBI

OTtnagouHble (debug)

OTnafouHble coo6LEeHUs NPeaoCcTaBIsAoT
No/b30BaTeNo UHPOPMALIMIO /15 KOPPEKTHOIA
HaCTPOIKN CUCTEMBI

[na nonyyYyeHnsa HOBbIX COOOLLEHUI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpu Heo6XOANMOCTU BCE CTapble COOBLLEHUS 3 XyPHAIA MOXHO YAA/IUTb, HAXAB Ha KHOMKY «OUNCTUTb.
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

PykoBoacTBO no akcrnyatauun WEP-2L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

Monutopuir ~ Radic VAP WDS  CeTeBble HacTpoiiku  Brelukie cepeucsl  Cuctema ru~  (sbixon)
Wi-Fi KnueHTb! Craryc WAN
WDs WHTepdeiic br0
CratvcTika no Tpaduky Mpotoron pHeP
IP-agpec
Ckaruposaie sdupa
MpunaTo 2257 MBaiT (236 671 502 6aiT)
i -
ypHan cobuIT Mepeaaro  124.1 MGaii (130 152 270 6aiit)
CeTesas nHdopMaLMs > Ethernet
Wndpopmaims o Gocrostme nopra Up
panmonHTepdericax
CropocTe 1000
ViHcbopmauua o6 yeTporicTse Dynee Ful
ARP v
Ne IP-anpec MAC-aapec
0 2C:FD-A1.5CEE8E
1 EO:D9:E3ES8E140
MapuwpyTsl v
Ne Untepceiic HasHaenme Wnios Macka ®naru
0 br0 0000 10.24.80 1 0000 uG
1 br0 10.24.80.0 0000 265 255 2550 u

* MlHmepcpelic — nms bridge-nHtepdelica;

* [Mpomoko/1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

* [IpuHSIMO — KONU4YecTBO NPUHATLIX HA WAN 6anT;

*+ [NepedaHo — KonmyecTBo nepefaHHbix ¢ WAN 6aiT.

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopTa;
+ CKopocmb — CKOPOCTb MoAK/ItoUeHust no nopty Ethernet;
* [ynaekc — pexvum nepegaun faHHbIX:

* Full — nonHeIi gynnekxc;
*+ Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaymsa o coorsetcteun IP- 1 MAC-agpecoB coceHUX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;

+ MAC-adpec — MAC-agpec ycTpoicTBa.

MapLipyTbl:

* MlHmepdpelic — nms bridge-nHtepdeiica;
* HasHnavyeHue — IP-agpec xocTa uav NOACETN Ha3HAYEHNS, A0 KOTOPbIX YCTAHOB/IEH MapLLpPYT;

* Lmo3 — IP-aapec L33, Yepes KOTOPbIi OCYLLIECTBNSETCA BbIXOA HA afpecara;

* Macka — macka nogcetu;

* ®1azu — onpepfeneHHble XapakTepUCTVKM aHHOTO MapLupyTa.
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PykoBoacTBO no akcrnyatauun WEP-2L

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/IOYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLLyM Ha NOoKasIbHOM cucTeme, NocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHVMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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PykoBoacTBO no akcrnyatauun WEP-2L

5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-2L.

-LTEX  WEP-2L

MoHuTopMHT Radio VAP WDS CeTeBble HaCTPOMKK BHeluHWe cepBuChbI Cucrema ru~ (BbIXOZ)

Wi-Fi KnueHTb! Radio 2.4 Ty,

WDS Crartyc BbiknoyeHo

CraTvcTvka Mo Tpadouky MAC-agpec E8:28:C1:F7:80:70

Pexum |EEE 802.11b/g/n
CkaHvipoBaHve acupa
Radio 5 'y
XKypHan cobbitui
Crartyc BknioyeHo

CeteBas nHgopmaums
MAC-agpec E8:28:C1:F7:80:75

WHdbopmauws o Pexum |IEEE 802.11a/n/ac
paavovHTepdencax >
KaHan 40 (5200 Mr'u)

n 6 7
Hcbopmauwa ob ycTpoiicTee Wnpyia kaHana, MU 20

PagvounHTepdencbl TOUKM 4OCTYNa MOryT HAaXOAUTLCS B ABYX COCTOAHUAX: «BKIHOUEHO» N «BbIKHOYEHO.
Crartyc Kaxaoro u3 paamonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «Cratyc».
Cratyc Radio 3aBUCUT OT TOrO, €CTb /I HA JaHHOM paguonHTepderice BKIHOYEHHbIE BUPTYasibHble TOYKU

pnoctyna (VAP) unn WDS. B cnyvae, ecnv Ha pagnonHTepdoelice nmeetcs XoTs 6bl ogHa akTueHas VAP, Radio

OyfeT HaxoauTbCA B cTaTtyce «BknoyeHo», nHavye — «BbIK/1Ho4eHOo».
B 3aBucumMocTu ot ctaryca Radio Ans MoHUTOpMHra AocTynHa cnegyowas nHpopmaums:
«BbIK/H0YEHO:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnovHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdec;

* WupuHa kaHana, MMy — wypuHa Nnonockl 4acToT KaHasia, Ha KOToOpoM paboTaeT paguonHTepdeiic.
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5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

PykoBoacTBO no akcrnyatauun WEP-2L

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-2L.

eLTeX

MoHWTOpMHT ~ Radio VAP

CTaTUCTHKA NO TPadhuKy
CkaHuposaHu1e 3upa
JKypHan coGbITHil
CeTesan MHOPMaLMA

WH(OpMALIMA ©

WHthopmaums ob ycTpolicTee >

WEP-2L

M3nenue
ANnapartHan BepcHs

3asoackoi MAC-
aapec

CepHiiHBIA HoMep
Bepcus MO

Pe3sepBHasn BepCHA
no

BepcuA 3arpy34nka
CHCTEMHOE BpEMA
Bpems paboTs
3arpyaka LUy

Wcnonbayemas
NaMATL

Z OGHOBHTB

BHeluHHe CepBUChHI

WEP-2L

2v2

E8:28:C1:F7:80:70

WP23002569

o

01.12.2023 10:55:

4 71, 01:30:21

1]

67% ) 73 MGaiT / 108 MoaifT

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOUCTBa;

* Annapamwasi Bepcusi — Bepcusi annapaTtHoro o6ecneyeHunst yCTpoiicTBea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepcpelica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-

N3roTtoBuTesieM,

+ CepuliHbili HOMEP — CepUiHbIA HOMEpP YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi 1O — Bepcus nporpammMHoOro obecneyeHns yCTponcTea;
* PesepsHas sepcus 1O — npefbiayluias yctaHossieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe 8pemMs — TekyllMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTBa;
+ 3aepy3ska L[1Y — cpefHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHue 5 cekyHa;

* Yicnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMsA onepaTMBHON NaMsATh YCTPOMCTBA.
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PykoBoacTBO no akcrnyatauun WEP-2L

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

clLTEX  WEP-2L

MoHUTOPUH Radio VAP WDS CerTeBble HaCTpPOWKu BHeluHne cepBuChbl Cucrema - (BbIXOA)

Radio 2.4 I'Tu > O6Lwme

Radio 5Ty Pexum IEEE 802.11b/g/n v
[LononHutensHo ABTOMaTHYeCKUiA BbIGOP KaHana

OrpaHn4nTb CNMCOK KaHarnos

LLnpuHa kaHana, My 20 v

MouiHocTb curana, Abm 16 v

[JononHuTensHo v

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyroLlwmmM cTaHaapTam:
+ |[EEE 802.11n;
+ |IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

* ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTuyeckm
BblOMpaTh HaMMeHee 3arpyXeHHblin paguokaHan gnsa pabotbl Wi-Fi-untepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCH AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayv AaHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — NPV yCTaHOBNIEHHOM ch/iare Touka AocTyna 6yAeT UCMosib30BaTh
OrpaHnYeHHbI Nob3oBaTeNIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNMCOK KAHaI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa focTyna 6yaet BblbupaTtb pabounii KaHa U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacTtoT. KaHanbl ananasoHa 2.4 I'u; 1-13;

* lupuHa kaHasna, MMy — WwnprHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HaveHmnsa 20 n 40 Mly;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHn4yaT B YaCcTOTHOW 06nacTu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCH KNIMeHTaMu, KOTopble NOAAEPXMBAIOT TO/bKO
nosaocy nponyckaHusa kaHana 20 MIruy;

* Upper — nepBnYHbIM KaHaioM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;
+ Lower — nepBunYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 Mru,.

* MowHocmb cucHasia, 0bM — perynmposka MoLHOCTU curHana nepegarynka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 3 oo 16 abwm.
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© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NoAXOoAAaT nog onpegeneHme «OCHOBHOM KaHas» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

LONONHUTENBHO v

OBSS Coexistence

KaHanbHaA CKopoCTe Nepefaqn Auto ~
KOpOTKMA 3alMTHEIA MHTEpBAN
STBC O

Mepuog oTNpaBkW CRyxeOHbIX 100
COODLEHHIA, MC

Mopor pparMeHTaLn 2346
Mopor RTS 2347

Arperauua

<]

KopoTkasa npeaMdyna

LUefinep Broadcast/Multicast, nakc
WIi-Fi Multimedia (WMM)
Pexmm padotel DHCP Snooping ignore ~

BrNH4MTE QoS [}

+ OBSS Coexistence — pexum aBTOMaTU4eCKOro YMEeHbLUEHNS LWNPWHBLI KaHana Npu 3arpyXXeHHOM
paanoadhmpe. Npn ycTaHOBNEHHOM (hiare pexmnm BKITHOYEH;

* KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHasA CKOPOCTb 6eCnpoBOAHON nepefayn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgaptos IEEE 802.11;

* Kopomkul 3awjumHbIl uHmMepsasa — nogaepkKa yKopoueHHOoro 3almnTHoOro nHtepsasia. Touka goctyna
nepenaeT AaHHbIe, MCNOosb3ys 3aluUTHbI nHTepBast B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTamMu, KOTopble Takxke NoaaepXnBarT KOPOTKMIA 3allMTHbBIA NHTepBaUT;

+ STBC — meTof NpoCTPaHCTBEHHO-BPEMEHHOIO G/1I04YHOIN0 KOAMPOBAHWS, HAaNPaB/ieHHbI Ha NOBbILLIEHWE
HaAEeXHOCTU nepefayun AaHHbIX. MNone [OCTYNHO, TONbKO eCc/iv BblIGpaHHbI pexum padoThbl
paanounHTepdieica BktodaeT B cebs 802.11n. MNpu yctaHoBNEHHOM chriare yCTPOMCTBO NepeaaeT oAuH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuumn 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3HaYeHne No YMOTYaHWIo;
* remove — To4Ka [OCTyna yganset 3HayeHve onuuu 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHue, ykazaHHOe B
napametpe «Onuus 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHasA CTpoka 0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTpoincTea.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa CTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
8 CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepene AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) N

Data 1 (Buaeo) 1 -

Data 0 (Fonoc)

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (DoH)

Data 2 (Best Effort) q

Data 1 (Buaeo) 2 5 B

Data 0 (Fonoc) 2

w
-
~
-

47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadvk nepefaeTcs oT TOUKM
A0CTYna K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefiHenpropuTeTHas oYepe/b, CPeaHss NPornyckHas Croco6HOCTb U
3aZepxka. B faHHylo ovepepb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'osoc) — BbICOKONPUOPUTETHANA ouepeb, MUHUMa/IbHblE 3aePXKN. B faHHOl
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npuoputetbl 802.1p: cs6, cs7);

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepseTcs B cnoTtax, NpUHUMaeT 3HavyeHns 1-255.

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXngaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoi kaapa,
3a4aeTcs B MUIINCEKYHAax, NpuHMmMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKM JocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMst MMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

=(TEX  WEP-2L

MoHUTOpUHT Radio VAP WDS CeTeBble HaCTPOIKK BHelLHue cepauCh! Cucrema - (BBIXOA,

Radio 2.4 Iy Obuwme

Radio 5 'y > Pexum |IEEE 802.11a/n/ac v
[ononHutensHo AsTOMaTHueckuit BbiGop kaHana

OrpaH14nTL CIMCOK KaHanos

Wnpwnna kanana, My 20 v

MouHocTb cursana, abm 19 v

[ononHutensHo v

* Pexxum — pexum paboTbl MHTepdielica cornacHo ctaHgapTam:
+ |[EEE 802.113;
+ |IEEE 802.11a/n;
+ |EEE 802.11a/n/ac.

« ABmomamuyeckul B8bI60P KaHasa — Npu yCTaHOBNEHHOM chiiare Touka 6yaeT aBToMaTuyeckm
BblGMpaTb HaVMeHee 3arpy>KeHHblii pagnokaHan ans paéotbl Wi-Fi nHtepdpelica. Mpu cHAToM thnare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana;

* KaHas — BbIOOp KaHana nepefayun gaHHbIX;

+ OepaHuyumsb CrnucoK KaHasa08 — Npu yCTaHOB/IEHHOM chnare Toyka focTyna 6yaeTt ucnosb3oBaTb
OrpaHnYeHHbI Nosib3oBaresieM CNUCcoK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bblbopa
kaHana. Ecnn donar HanpoTtue «OrpaHnyYmTbL CNMCOK KaHaU10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO Touka focTtyna 6yaeT Bblouparb pabounii KaHasl U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u; 36—64, 132-144, 149-165;

* llupuHa kaHasna, MMy — WwnpunHa nonockl HacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHumaeT 3HaveHus 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napamMeTp MOXET 6bITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYeCcKn
3alaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanos no 20
MI L, KOTOpble rpaHnyaT B 4acTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBLIM U
BTOPUYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCs KNNeHTamu, KOTopble NoAAEPXMBAIOT TO/bKO
nonocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HMWKHWUIA kaHan 20 MIy, B nonoce 40 MIu.

* MowHocmb cueHana, 0bm — perynnposka MoLLHoOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHue ot 11 go 19 agbm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CNCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BbIAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMunTb CNMCOK KaHaI0B» He NOAXOAAT nog, onpeaeneHvne «OCHOBHOI kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LononHUTenbHo v
OBSS Coexistence
KaHankHaa CKOpPOCTL Nepenayn Auto v
Moppepxka DFS BrntoyeHo v
KOpOTKMi 3aLUMTHBIA MHTEpSaN
sTBC (O

Mepwog oTNpaskK cnywKeGHbIX 100
COOBLWEHNUA, MC

Mopor dparMeHTauun 2346
Mopor RTS 2347
Arperauua
KopoTkaa npeamdyna
Leiinep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WhM)
Pexumm paGotel DHCP Snooping ignore ~

BEnounTs QoS O

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHUSA LUVPUHbBI KaHana npu 3arpy>eHHom
paaunoadhupe. MNpun yctaHOBNEHHOM dh/iare pexxum BKJ/THOUEH,;

* KaHasibHasi ckopocmb nepedaqu — (OUKCUPOBaHHAas CKOPOCTb 6eCnpoBOAHOW Nepefayn AaHHbIX,
onpenensiemas crneundukaunammn ctaHgaptos IEEE 802.11;

* [Moddepxxka DFS — mexaHu3m fMHamMn4ecKoro Bblbopa 4actoTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPOWCTB
CKaHvpoBaTb paavMoadmp 1 nsberaTb UCNO/Ib30BAHUS KaHaU10B, COBMaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT paanonokaumoHHble cuctemsl B 5 Ty, agnanasoHe:

* BbIK/IlO4EHO — MeXaHn3M Bblk/itoueH. DFS-kaHasibl He AOCTYNHbI 4115 BbI6OPa;
* BK/104EeHO — MeXaHW3M BKJ/THOYEH,;
* [puHydumesibHO — MexaHu3M Bblk/ItoveH. DFS-kaHabl 4OCTYNHBI 415 BblGopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonuTtnkmu o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOIYaHuio;
* remove — TOYKa [OCTyna yganset 3HayeHne onuuu 82;
* replace — Touka JocTyna NOACTaBNAET UK 3amMeHseT 3HadyeHue onuun 82. Mpu BbiGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3Ha4veHunsa napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpokKa A0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HavyeHusa napameTpa RID, MOXeT npuHumartb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTponcTaa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCS TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — BblboOp pasgenuteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pas3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTynaeT 3Hak Tupe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 N 15 v 9

Data 0 (Fooc) 1 3 v 7 N a7

Station EDCA Parameters

Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) 7 15 v 1023 v 0
Data 2 (Best Effort)

Data 1 (Buaeo) 2 ;

Data 0 (Tonoc) 2 3 v 7 v a7

« AP EDCA parameters — Tabnuua HacTpoeK napaMeTpoB Touku goctyna (Tpaduk nepefaetcs oT TOUKU
[0CTyna K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHASA OYepesb, BbICOKas NPOMNYyCckHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELDb, CPEAHSA NPOMNYCKHas CNOCOGHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpasisgeTca 60/bWNHCTBO TPAAULNOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEAb, MUHMMa/TbHbIE 3aAEePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAaHHbIE, YYBCTBUTESbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn oobpabaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHusi kagpos (dhpeliMoB)
[AaHHbIX, N3MEPSAETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPEMEHN OXnaaHns nepes NoOBTOPHONM OTNpaBKoW kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3HavYeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNPaBKOW Kaapa,
3afaeTcd B MUINUCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15,31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0/MKHO ObITb 60/bLUE 3HAUYeHU cwMin;

* TXOP Limit — napameTp UCNosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepefadun — nHTepBasl BpeMeHu, B MUIINCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh nepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napaMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao Touku gocTtyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.5.3 MoameHto «onoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=LTEX  WEP-2L

MonuTopusr ~ Radio VAP WDS ~ CeTeBble HAacTpoikM  BHeLLHMe cepBMCbl  CHUCTeMa U~  (Bbixom)

Radio 2.4TTy [ononHUTENbHO

Radio 51Ty CrtpaHa Poccua v [ Pas@nokmposath

MmoGankHan u3onauuAa O

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 19 Bbibopa CTpaHbl HY)XXHO
BbICTaBUTb (piar «PasbnoknpoBarby. B 3aBUCMMOCTU OT yKa3aHHOIO 3HaYeHus 6yayT NpMMeHeHbI
OrpaHMyYeHnst K MOSI0CE YacTOT M MOLLHOCTY Nepeaartynka, KoTopble AeACTBYHOT B JaHHOW cTpaHe. OT
YCTaHOBNEHHON CTPaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YeCKuUin BbIGop KaHasa B pexnme Channel = Auto. Ecnv knneHTckoe o6opyaoBaHue
NNLEH3MPOBAHO AJ19 UCNO/b30BaHUA B APYroM pPernoHe, BO3MOXHO, YCTaHOBUTL CBSI3b C TOUKON AOCTyna
B TaKOM C/lyyae He yaacTcs.

[ ONONHUTENEHO >

€ Hactpoiika nokasnbHbIX (PErMoHaNbHBIX) OrpaHUYeHNiA, BKltouas paboTy Ha paspeLLeHHbIX YacTOTHbIX
KaHasiax 1 BbIXOAHOW MOLLIHOCTW, SIB/IIETCSI OTBETCTBEHHOCTHH MHCTa/NISTOPOB.

© BLI60p HeNpaBMILHOTO PErMOHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMM YCTpOAiCTBaMu.

* [7106a/1bHas u30/1514usi — Npu YCTaHOB/IEHHOM gof1are BK/toHaeTCs U30M1aums Tpadouka Mexay
KnneHtamm pasHbix VAP 1 pasHbix pagnonHTepdelicos.

[ns BCTynneHust B C1ly HOBOW KOHUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAP3.

(TEX  WEP-2L

WS WDS CeTessie HacTpoRkA BuelHwe cepencs Cwuctema - B0,

o

24TTy Pesknm
Pexum Tpaucnupoeate Band VLAN General Hzonauns
&I VAP  Brnwuewo  GezonacwocTw  WLAMN ID 55D 55D Steer Trunk Mode General VLAN ID aBowexToR

VAFD BelEniouEHO

WEP-2L_2 4GHz

VAP1 BeiEniousHo WEP-2L_2 4GHz-1

VAP2 BelEniouEHO

WEP-ZL_2 4GHz-2

VAP Seiniueno WEP-2L_2 4GHz-3

* VAPO-VAP6 — nopsiikoBbIi HOMEP BUPTYasIbHOWN TOYKM AOCTYNa;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dof1are BUPTYyaUibHas TouKa AOCTyna BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* Pexum 6e3onacHocmu — TN WNPOBaHNS AaHHbIX, UCMONb3yeMbIi Ha BUPTYa/lbHOW TOYKe A0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHuMaTbcs MeTka npu nepegadve tpaduka Wi-Fi kninenTtam,
NOAKNOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — ums BUpTYyabHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHue B adomp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1lare akTUBHO MPUOPUTETHOE NOAK/IOYEHME KnneHTa K 5 Ty,
cetn. ins paboTbl YYyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha KaxaoM pagnonHTepderice n
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM (biare aboHeHTY nepefaeTcsa TerMpoBaHHbIn Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM chnare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKtoueHHOM pexume VLAN Trunk);

+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka u Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NP YCTaHOB/IEHHOM (p/1are BK/IHOUYEeHa U30/14Lma Tpadmka Mexany KnmeHTamu
B npegenax ogHon VAP.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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(TEX

MoHMTOpHHD Radio VAP

CyMmapHo
24Ty >

5y

NDS CeTeErIE HACTPOHEN

WEP-2L

VAPD WAP1 VAP2
OBLWMHe HACTPORKM

BknioueHo

VLAN ID

531D

Tpancnuposats SSID

Pexum Band Steer

WLAM Trunk

General Mode

M3onsumA aboweHTos

Mogaepxka 302.11kiv

Pennukayus Multicast

MpuopuTeT

Pestmm Minimal Signal

MWHHMANEHEIA YPOBEHE
curdana, a6m

Mopor YpoBHA CHrHANa Npu
poymiaHre, AEM

WrTepsan Minimal Signal, ¢

MakcHMansHoe KorNHYecTeo
KNHEHTOB

Pexmm GesonacHocT

BHeWHHE cepErCH

Cucrema

VAP3  VAP4  VAPS

WEP-2L_2 4GHz

DsSCP

100

-100

10

0

BriknioseHo

VAP

(BEixog)

O6uine HaCTPOKKK:

* BK/1t04eHO — Mpun yCTaHOB/IEHHOM do/1are BUPTYyaUibHas ToYKa AOCTyNa BK/IOYEHA, MHAYe — BbIK/THOUEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumatbcs MeTka npu nepegade tpaduka Wi-Fi knveHtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHny Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npv ycTaHOBNIEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHoB/NIeHHOM dhriare aboHeHTY nepegaeTcs TerMpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTErMpoBaHHOIO Tpadnka
COBMECTHO C TErMpPOBaHHbIM (4OCTYNHO Npu BkoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTtka v Tpadmk atoro VLAN npoiiget Ha
KnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacurka B 06paTHyt0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBelwumBaTbcs meTka General VLAN ID;

* V3on159yusi aboHEHMOB — NPW YCTaHOBIEHHOM donare BK/IlOUEeHa U30N1Auusa Tpadmka Mmexay KnneHTamm
B npegenax ogHoi VAP;

* [Mooddeprka 802.11k/v — BkNoUUTb nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHON TOUKe [OCTYyNa;

* Pennukayusi Multicast — npun yctaHoBneHHoM hnare Multicast Tpadmk B CTOPOHY KNMEHTOB byaeT
npeo6pasoBbiBaTbCA B Unicast 40 kaXaoro KAneHTa, Npu OTK/IIOYEHHOM NPOXoAnNTbL 6e3 MoandInKauuii;
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* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypet aHanunsnposatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv ycTaHOBNeHHOM chnare pyHKUNS OTKNHOYEHUSA kaneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHana B ABM, HMXe KOTOPOro NponcxoauT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cuaHasa npu poyMuHae — YpOBEHb YyBCTBUTE/ILHOCTU POyMUHIa B ABM, Huxe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH 6bITh Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog, BpeMeHu, N0 UCTEYEHUN KOTOPOro NPUHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
MOAK/THOYEHMA NHOOOTO K/IMeHTa.

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLLas HacTponka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctas/seT ot 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum Wwn1dpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.

Mpwu BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT OyayT A4OCTYMNHbI Cneayowme HacTPOKM:

Pexum BezonacHocTu WPA2 b

Kooy WPA S——. @

MFP OTrnioueno -
Moanepska 802.11r
Bpyunyio

FT-over-DS O
Kntou moBuneHoro goctyna RO root
Kntoy moBuneHoro goctyna R1
MaenmudmrkaTop mMobuneHoro aomeHa 0

Betpeunsnit MAC-appec

MAC- YoaneHHbIA knod mobuneHoro YoaneHHbid KN4 MobDUNbHOro RRB knto4 RRB knro4
MNe appec poctyna RO noctyna R1 RO R1

+ [lobaeum CeepHyTb

44



PykoBoacTBO no akcrnyatauun WEP-2L

* MFP — 3awuta management-kagpos (goctynHo npu Pexume 6e3onacHocTn WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHue OMK/IYEHO):
* Omk/ro4eHo — 3awmTa management kKapoB OTK/THOYEHE;
+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;
* Bk/1o4eHO — 3almTa BKIH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMteCca He MOryT.

* PMKSA kawuposaHue — hnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLUMM TOUKA AOCTYNa 3anoMUHAET K/IMEHTCKOe
YCTPOMCTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudmnkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEeYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMK coKpallaeT BpeMms
POYMUHIra Npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

+ 802.77r — doyHKUMOHa BbICTPOro POYMUHIa, paboTaeT TO/IbKO C KITIMeHTaMu, KOTopble NoAAepXnsatoT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npv ycTaHOBIEHHOM (hiare NosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napaMeTpoB POYMUHTE,;
* FT-over-DS — BktoueHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, HanpyMep, CepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMEP TPyMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkn gocTtyna. MakcMmasibHoe
KonnyectBo — 256;
* YOasieHHbIU K/1o4 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN KoY, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CMMBOSOB;
* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kntoy RO», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knova — 16 CMMBO/OB.
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RADIUS:
RADIUS
Honex root
IP-agpec RADIUS cepeepa 192 168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa @&

lcnonssoeate akKayHTHHT Yepes
RADIUS

Mcnonsaoeats gpyrie HacTpoORkEM ANA [
BKKAYHTHHIA

Mopt RADIUS cepeepa ann 1813
SKKAYHTWHrE

ﬂ&pHD,‘J,L’I'—IECKEIH oTnpaska
arKayHTHHRa

MHTepEan oTnpaBExK aKKayHTHHra 600

+ /lomeH — JOMeH nonb3oBarens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOPbIA NCNOMb3YeTCA 418 ayTEHTUAINKALMN 1
asTopusauuu;
+ lNaposb RADIUS-cepsepa — naposnb s RADIUS-cepBepa, UCnonb3yemoro 415 ayTeHTugukaumm um
asTopusauuu;
* Vicnosnib308amb akkayHmuHe Yyepe3 RADIUS — npu ycTaHOB/NEHHOM donare 6yayT oTnpasisaTbCs
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Uicriosib308amb Opyaue HacmpoUiku 0719 akKkayHmuH2a:
+ IP-adpec RADIUS-cepsepa 05151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro gJis
aKKayHTUHT g,
* lNaposb RADIUS-cepsepa 07151 akkayHmuHa2a — naponb g1 RADIUS-cepBepa, ncnonb3yemoro gss
akKayHTUHT g,
* Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA 6yAEeT UCNONb30BaH A/151 c60pa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agatb nHTepBas OTNPaBku COOOLLEHWI MOXHO B none «MHmepsas
OMnpasku akKkayHmuHaar.
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PykoBoacTBO no akcrnyatauun WEP-2L

[NopTanbHaa aBTOpU3aLINA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

OrpaH4eHMA CROPOCTH

BrmouuTh

WAP Limit Down 0 koWt
WAP Limit Up 0 KGuTC
STA Limit Down 0 koWt
STA Limit Up 0 KEKTIC

* Br/1o4umb — aKTMBUPOBATH MOJIE HACTPOEK,;

+ VAP Limit Down — orpaHu4eHvne nponyckHoi cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/IMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, KonT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/ieH! OT TOYKM JocTyna Ao
KNMEHTOB (KaXA0ro B OTAENbHOCTM), NOAK/UYEHHbIX K AaHHoi VAP, Kout/c;

« STA Limit Up — orpaHuyeHune nponyckHoli Coco6GHOCTU B HarnpaB/ieHMN OT KNNEHTOB (Kaxkaoro B
OTAENbHOCTM), NOAK/OYEHHbIX K AaHHol VAP, o Toukn goctyna, Kbut/c.
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KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTpons goctyna no MAC

BEnio4eHo

Monutuka 3anpetntb v

Cnucok MAC-agpecos

&)
@
I
a
B
m
@
oo
[
Q
©w
9]
x

+ TIPUMEHHTL ® OTMeHa

* BK/1t04eHO — Npu yCTaHOBMEHHOM (hriare 6yaeT pabotarb BblopaHHas NoNnTKa A0CTyna,;
*+ lMosnumuka — nonuTuka Joctyna. Bo3moXHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLleHo nogknitovaTbes knveHTam, MAC-agpeca KoTopbIx
cofepxartcs B cnucke. Bcem ocTasibHbIM JOCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogknoyarbes TobKo TeM kimeHTam, MAC-
ajZipeca KOTopbIX cogepxarcs B cnucke. Bcem octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH A4oCcTyn K
AaHHoi VAP. MoxeT cogepxaTb A0 128 agpecos.

+

[nsa Toro 4To6bl 406aBUTL afpPec B CNCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLeMcs none seeante MAC-
agpec. Utobbl yaanuTb agpec U3 Crncka, HOKMUTE KHOMKY E] B COOTBETCTBYHOLLEN CTPOKE.

Ecnun Bo3HMKNA HEO6XOAMMOCTb A06aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

MOJK/HOUEH K 6a30BOI CTAHLIMK, HAXKMUTE B KOHLIE CTPOKM KHOMKY E] 1 BbIGEPUTE HYXHbIA apec U3 Cnmucka,
OH aBTOMAaTMYEeCKMN 106aBMTCS B MoJe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [18 TOro 4to6bl yBUAETb NOJHbIV CMCOK B CNy4vae,
ecnun oH cogepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCE».

10 E0:D9:E3:VAIBE:CO - *

MokasaTtb BCE

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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PykoBoacTBO no akcrnyatauun WEP-2L

5.7 MeHw «<WDS»

B meHo «WDS» BbINoHAETCA HacTpoiika 6ecnpoBoHbIX MoCcToB Mexay WEP-2L.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

5.7.1 MoameHto «WDS»
clTEX  WEP-2L

Monutopusr  Radio VAP~ WDS  Ceresbie HacTpoiikn  Brelwkve cepsucsl  Cvictema - (ebixon

WDS > 24TTy 5Ty

BrniodeHo

Pexum 6esonacHocTn WPA2 v

Knioy WPA  esesenee @
MAC-agpec paavounHTepdceiica 68:13:E2:1B:6B:40
WHTepdeiicel WDS
WHTepdheic BceTpeyHbin MAC-agpec KaHanbHas ckopocTb nepefayun
wlan0-wds0 (O Auto v
wlan0-wds1 () Auto v
wlan0-wds2 () Auto =
wlan0-wds3 () Auto 2

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0ANMO
nocTpouTb 6ecnpoBOAHON MOCT.

* Bk/1o4eHO — Npu yCTaHOB/IEHHOM cbnare peXxnm 6eCI'IpOBOﬂ,HOFO MOCTa BK/TlO4HEH, UHa4Y€ — BbIK/TIOYEH,

* Pexxum 6e3onacHocmu — pPexumM 6e30nacHoCTV A0CTyna K 6ecnpoBOHON ceTu:
* BbIK/IIOYUMb — He UCMO0/b30BaTh LINGPOBaHME ANs Nepeaayn JaHHbIX;

+ WPA2 — cnoco6 wundpoBaHus, npy Bbibope KOTOporo 6yaeT AOCTyNHa cneayroLlast HacTponka:
+ Koy WPA — kntou/naponb, He06xoauMbIl 419 NOAKI0YEHUS K BCTPEYHOM TOUKe AoCTyna.

[nvHa kntoya coctasnsieT oT 8 o 63 CMMBO/IOB.
+ MAC-adpec paduouHmepgpelica — MAC-aapec pagmonHTepdgeinca gaHHOro yCTponcTBa;

* MlHmepgpetic — Bbli6OP 1 BKNtoveHne WDS-uHTepdieiica, Ha KOTOpoM GyaeT NOCTPOEH 6eCcnpoBOAHOA

MOCT;

* BcmpeuHbil MAC-adpec — MAC-agpec paanovHTepdelica BCTPEYHOro yCTPONCTBa, 0 KOTOPOro
HacTpanBaeTcs 6ecnpoBOAHON MOCT;

* KaHasibHasi ckopocms repedaqu — (OUKCUPOBaHHas CKOPOCTb 6eCnNpOBOAHON Nepefayn AaHHbIX,

onpeaensiemas cneundukaumsamm ctaHgaptoB IEEE 802.11. ns kaxaoro nHTepdeiica BbibnpaeTcs

VHAVBUAYaSIbHO.

[Nsi BCTYN/IeHUs1 B Wy HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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PykoBoacTBO no akcrnyatauun WEP-2L

5.8 MeHo «CeTeBble HACTPONKN»

5.8.1 MoameHo «CnucTemMHas KoHdurypaums»

LTEX  WEP-2L

MoHuTopuHr  Radio VAP WDS  CeTeBuie HACTPOMKH  BHEWHMe CepBucH  CH

cTEM3 - BbiX04)

CHCTEMHERA KOHMTYPALMA Wms xocTa WEP-2L
Noctyn reorpauyeckuii JoMeH root
VLAN ynpasnesns Forwarding v
VLAN ID
rpoteken Static v
CTatu4eckui IP 192.168.1.10
CeTesan Macka 255.255.255.0
LLinto3
MepBryHbIid DNS

BTopiYHbIA DNS

DA TV X% OTmena

* VIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 CMMBOMOB: TaTUHCKUE 3ar/1aBHble U
CTPOUHble BYKBbI, LMPbI, 3HAK Aeduc «-» (Aednc He MoXET ObITb NOC/IEAHUM CYUMBOJIOM B UMEHN);

+ leoepachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl ynpasneHms EMS, B koTopom
pacnonaraetcs Toyka JOCTyna,

* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHUPYETCS Ha Touke aocTyna (B 3ToM
c/y4yae y K/IMEeHTOB, MOAK/THYEHHbIX Yepes3 paavonHTepdeinc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIli pexxum VLAN ynpasneHus He foCcTyneH A/is
BblGOpa);

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3dyemsblin on1s AOCTyna K yCTPOWCTBY, NPUHUMAET 3HaYeHus 1-
4094,

* [Mpomokos1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT OCyLLecTBIATLCA nogknoyeHune no Ethernet-
NHTepdeicy yCTPOICTBa K CETU NpefoCcTaB/IeHNs ycayr nposariepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMOJTHaHWIO 1 gpyrve napameTpbl, Heobxoanmble s pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepsepa aBTOMaTUYeCKuy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus CTaHyT
[AOCTYMHbI CeAytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv npoBaiigepa;
« Cemesasi Macka — Macka BHeLLIHel NoACETH;
* Lmo3 — afpec, Ha KOTOPbIA OTNPaB/seTca NakeT, ec/v /19 Hero He HalileH MapLupyT B
Tabnvue mappyTusaumm.
* lepsuyHbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHaualoTca aBTomarmyecku no nportokosly DHCP, 3aaalite nx Bpy4Hyo.

[N BCTYNNeHWs1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». [1Ns OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.8.2 TMoameHto «JocTyn»

PykoBoacTBO no akcrnyatauun WEP-2L

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
+ [insa BKIOYEHNA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe chnar Hanpotms «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

LTEX  WEP-2L

CHCTEMHaR KOHDHIypauma WEB
octyn > HTTP-nopt
WEB-HTTPS

HTTPS-nopT

Telnet

SSH

NETCONF

SNMP

Mapons Ha YTeHie

Maponk Ha sanuce

AZpec AnA npuema Tpanos v1

ALpec AnA Npuema Tpanos v2

Afpec Ans NpueMa cooBLUEHH Inform

CHCTEMHOE HMA YCTPOMCTEA

KOHTaKTHaA MHEOPMALWA NPOH3BOaUTENA
MecTonono#eHue yCTpoiicTea

Maponk B Tpanax

MonuTopuar  Radio VAP WDS  CeTeBble HACTPOHKW  BHeluHye cepsuchl

80

<]

<]

<]

a

public

private

WEP-2L

Contact

Russia

trap

Cucrema

- BbIX04

MporpammHoe o6ecnedeHne WEP-2L no3BonsieT nameHsTb KOHGMrypaumo ycTpoicTBa, NPOBOANTb
MOHWUTOPUHI COCTOSAHWS 6a30BOW CTaHLMM U €€ AATUYNKOB, a Takke ynpaBisATb YCTPONCTBOM, UCMOJb3YA

npotokon SNMP.

Ons nameHeHna Hactpoek SNMP yctaHoBuTe doniar Hanpotne «<SNMP», nocrie vero ans pegaktnpoBaHus

CTaHyT AOCTYNHbI cnegyowye napameTpbl SNMP-areHTta:

« [Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLI: public);
« [MNaposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSTLIN: private);
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PykoBoacTBO no akcrnyatauun WEP-2L

Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma mpanos v2 — IP-agpec nnn AoOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobuwjeHuli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMs yCTPOINCTBa,;

KonmakmmHasi uHghopmayusi npou3sooumesisi — KOHTakTHast MHhopmaLunsi NPON3BOANTENSA YCTPONCTBA,;
MecmononoxeHue ycmpoticmsa — nHgopmMaumnst 0 MECTOMONOXEHNN YCTPOICTBA;

Maposib 8 mMpanax — Naposb, Coaepxalumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVHI NapaMeTPOB TOYKN AOCTyNa N NOAKMHOYEHHbIX KIIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkn gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtnudmkarop npegnpusatnsa «NTTEKC».

Mogpo6Hoe onucaHue OID WEP-2L goctynHo no cneaytouleli ceoinke: Onvcadne OID na WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

52


https://docs.eltex-co.ru/pages/viewpage.action?pageId=457965959

PykoBoacTBO no akcrnyatauun WEP-2L

5.9 MeHto «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[opTasibHass aBTopm3auuns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

clTEX WEP-2L

B WDS CeTeBble HaCTPOHKH BHelUHWe CEpBUCHI Cucrema - (BbIX0a)

MOHHWTOPHHT Radio VA

MopTankHaA aETOpU3ALMA > BIKOYITE

Anpec cepenca APB Ws192.166.1.1:8020/apb/broadcast

* Bk/ouums — Npy yCTaHOBMEHHOM dhiare Touka byaert nogknoyarsca k cepsucy APB, agpec kotoporo
ykasaH B none «Agpec cepsuca APB», osia obecneyeHns noptasibHOro pOyMmnHra K/imeHTos.

+ Adpec cepsuca APB — apgpec cepsuca APB a9 nogaepXxkn poymuHra B pexmme noptasibHOM
asTopusaumn. 3agaetcsa B popmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[N BCTYNNeHWs1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.

5.9.2 MoameHto «AirTune»
MogmeHto «AirTune» npefHa3Ha4YeHo 415 BKKYEHUS U HACTpoiku cepsuca AirTune Ha Touke gocTyna.

Cepsuc AirTune ncnonbayertcs ans onTuMmusanmm pagmopecypco (Radio Resource Management) u
aBTOMAaTUYECKOIN HACTPOIiKN 6eclloBHOro poymuHra 802.11 k/r.

= TEX WEP-2L

MOHMTOPHHT Radio VAP WDsS CETEBLIE HACTPONKK BHELIHWE CEPBMCHI Cuctema n - (BbIxoq)
MopTankHan aeTopu3auna BENHO4YMTE
ALpEC Cepenca Airtune Ws://192.168.1.1:8099/apb/rrm

AirTune >

* Bk/siro4umb — Npu yCcTaHOB/IEHHOM doiare Touka byaeT nogkatovarbes k cepucy AirTune, agpec
KOTOpOro ykasaH B none «Agpec cepsuca AirTune», s obecneyeHns yHkumin Radio Resource
Management n/wnun poymudra 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcsa B popmare: «ws://<host>:<port>/apb/
rrmp».

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

cLTEX WEP-2L

MOHWUTOPUHT Radio VAP WDS CeTeBble HACTPOHKK BHELIHME CEPBUCHI CucteMa n - (BbIXOJ)

OGHOBNEHKWE MO YCTPOMCTBA AKTHBH2A BepcKa MO
Pesepenas sepcus 10
KoHcurypauus
Axkmyans+an sepeus MO docmynya no adpecy: hilpAelfex-co.ru/suppori/downloads/
Mepesarpyska
@ain oSHosneHus MO BoibepuTe daiin | @aiin He BuIbpaH
Maponb

MHypHan

Narta u BpemMa

« AkmusHas sepcusi 10 — Bepcusi NpOrpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOICTBE,
paboTatoLias B aHHbI MOMEHT;
* PesepsHasi sepcusi [10 — Bepcys IPOrpaMMHOro obecneyeHms, yCTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYI MOXHO MepekounTees 6e3 3arpysku goaiina MNo;
+ Cdesnamb akmusHOU — KHOMKa, M03BO/ISALWLANA cAenarb pe3epBHyto Bepcuio MO akTUBHON, ANs
aTOro NnoTpebyeTcst nepesarpyska ycTpoiicTea. AKTMBHas Bepcus MO B 3TOM c/iyyae CTaHeT
pe3epBHOIA.

O6HoBNeHKE nporpaMmmHoro obecneyeHus

3arpysute chainn MO c caita htip.//eltex-co.ru/support/downloads/, Bbiopas WEP-2L B cnucke o6opygoBaHus,
N cOXpaHuTe ero Ha komnbtoTepe. MNocne 3Toro HaXXMnTe KHOMKY «BbibepuTe chalin» B none dalis1 06HOB/IEHUS
0 n ykaxunTe nyTb K chaiiny MO B hopmare .tar.gz.

[lnsa 3anycka npouecca 06HOBEHNS1 HEOOXOAVMO HaXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [pouecc
06HOB/NEHWs 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem crtatyce 6yAeT ykazaHo Ha CTpaHuLEe), Noc/e Yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

@ He otknlouaiiTe NUTaHWe YCTPOICTBA M He BbINOMHAITE ero nepesarpysky B NpoLecce 0GHOBEHNS
Mno.
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5.10.2 MogmeHto «KoHburypaymns»

PykoBoacTBO no akcrnyatauun WEP-2L

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

eLTEeX

Radio VAP

MOHHTOPHHT

OBHoBneHue MO ycTpoiicTea

KoHMUrypauma »

WEP-2L

WDS CeTeBble HaCTPOHKW

Mony4uTs apXHB
KOHEPHIYpaLuu ¢
ycTpo#cTEa

BHelwHHe cepBrchl Cncrema

M CrayaTb

- (BbIXOa)

MNepesarpyska 3arpyanTe apxve BoiGepuTe taiin | @aiin He BbiGpaH
KOHGPUrypaLmuu Ha
Mapons yCTpOWMCTEO
Aypran - ¥ CoXpaHWTh NapameTphl JOCTYNA
CGpoc Ha 3aB0ACKHE paH¥ pameTpel focTyna
HACTPORKN
Iarta 1 spema POoHK CGDDC
MonyyeHve koHdurypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypaLUuio YCTPOCTBA Ha /I0KasIbHbIA KOMMLIOTEP, HAXKMUTE KHOMKY

«CKayaTb».

O6HoBNEHME KOHdIMIYpaLmn

[lns 3arpy3ky cOXpaHEHHOro Ha JI0Kas/lbHOM KOMMbIoTepe dhainna KoHUrypauum Ncnonb3yeTcs NyHKT
«3azpy3umsb apxus KoHguaypayuu Ha ycmpolcmaso». Ansa 06HOBNEHNS KOH(IUIypauumn yCTPONCTBa HAXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cAenaTb C6POC BCEX HACTPOEK YCTPOIMCTBA HA CTaHAAPTHbIE 3aBO/ACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnu akTmBupoBaH donar «CoxpaHnuTb napameTpbl A0CTyna», To 6yyT coXpaHeHbl Te napameTpsbl
KOHpUrypaLumm, KOTopble 0TBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no

Telnet/SSH/SNMP/Netconf/Web).

5.10.3 TMoameHio «epesarpyska»

N5t nepesarpysku yCTpoicTBa HaXMUTE Ha KHOMKY «[epesarpyskar. [Mpouecc nepesanycka ycTpoiicTea
3aHUMAET NPUMEPHO T MUHYTY.

eLTEX

Radio VAP  WDS

WEP-2L

MOHMTOPUHT CeTeBble HACTPOMKK BHeLIH1E CEPBHCHI Cuctema - (BbIXOA)

OBHoBnexme MO yeTpoilcTea Mepesarpy3ka ycTpoicTea £ Nepesarpyaka
KoHgmrypauma
Mepesarpyska »
Mapone
HypHan

Nara W Bpema
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5.10.4 TogmeHto «[Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

clTEX  WEP-2L

MOHUTOPHHT Radio VAP wWDS CeTeBble HACTPOAKKA BHeLIHHE CEPBUCEHI Cuctema - (BbiXOm)

OBnosnenue MO ycTpoicTea MNaponb @®
Konurypauma MoaTeep#asHne napons @
Mepesarpyska
+ [PUMEHNTE: X OTmeHa
Mapons »

HKypHan

Nata u BpemaA

5.10.5 MoameHo «KypHan»

MoameHto «XKypHan» npegHasHayeHo A5l HACTPOViKM BbIBOJA PA3HOr0 poAa OT/1afl0UHbIX COO6LLEHUI
CUCTEMbI B LIENSIX 06HAPYXEHNS NpUYKH Npo6iem B paboTe yCTpoiicTBa.

clTEX  WEP-2L

MoHuTOpKHT Radio VAP WDS CeTeBbIE HACTPOMKN BHelHWe cepBUCHI Cucrema - (BbIXOO)
0O6Hoenenue MO ycTpoiicTea Pexim Cepsep v dann v
Kontpurypauma Anpec Syslog-cepeepa syslog server
Mepesarpy3ka [opT Syslog-cepeepa 514
Mapornk Pa3mep caiina, kb 1000

HKypHan »

x OTMeHa
[ara v BpemAa

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU thali/l — HhopMaLms XypHasia COXpaHaeTcs B /IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdelice yctporictBa Ha BKnagke «MoHNUTopuHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpasnseTca Ha yaasneHHblin Syslog-cepsep v
COXpaHsieTcs B /IOKasIbHOM dhaiine.
+ Adpec Syslog-cepsepa — IP-agpec wnv gomeHHoe nms Syslog-cepsepa;
« IMopm Syslog-cepsepa — nopT Ans BXoAsWmx cooblieHmnii Syslog-cepsepa (no ymonuanuto 514,
[lonyCcTUMble 3HayeHust 1-65535);
« Pasmep ¢palina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[ns BCTynneHust B Culy HOBOW KOHUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.10.6 MogmeHto «[ata n Bpems»

B nogMeHto «jata u BpeMsi» MOXXHO HAaCTPOWUTb BPEeMsi BPYUHYH WM C MOMOLLbIO MPOTOKO/IA CUHXPOHM3aLMN
BpemeHn (NTP).

5.10.6.1 BpyuHyro

clTEX  WEP-2L

MOHHTOPHHI Radio VAP wWDS CEeTeBble HACTPOAKK BHelwH1e cepsuchl Cucrema - (BbIXOD)

OGHoBneHue MO yeTpoiicTea Pexim ® BpyuHyio NTP cepaep

it W BPEMA YCTPOACT 24.01.2020 15:22-4(
KoHgurypauma aTa U BpEMA YCTPOWUCTBEA 24.01.202 5:92:40
# Pepaxtuposars

Mepesarpyska Yacosoii noAc HosoCHEUpCK M

Mapons BKMIOYMTE Nepexos Ha 7

neTHee BpeMA
HKypHan _ N ) _
Mepexof, Ha NETHee BpeMA (He ebiGpato) (He 8bIGpaHO) (He sbifparo) |B| -
Nata 1 BpeMA
Mepexon Ha 3uMHee BpemAa {He eniOparo) (He enibparo) (+e eoiOparo) |B| --

CABHT BPEMEHH (MUH ) 50

+ MNpHMEHHTE X OTMeHa

« [Jama u spemsi ycmpolicmsa — Aarta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnn TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby:
+ [ama, spemsi — 3afainTe TEKyLLY0 AaTy U BPEMS UM HaXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rosic — nN03BONSET YCTAHOBUTb YaCcOBOI NOAC B COOTBETCTBUM C GAMKaiLLMM ropogom B
BalLEeM pervoHe 13 3afaHHOro Crmncka;
* Bk/iro4umb repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOMHATLCA NepPexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb N BpeMs, Koraa OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBUCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». p,l'lﬂ OTMEHbI U3MEHEHWNIA HAXXMUTE KHOMKY «OTmeHa».
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5.10.6.2 NTP-cepsep

.
-LTEX  WEP-2L
MOHHTOPHHT Radio VAP WDS CeTeBble HAaCTPORKK BHellH1e cepBuChl Cucrema - (Bbix0a)
0ObHoenenue MO ycTpoicTea Pesum Bpydryio @® NTP cepeep
Narta u BpeMA yCTpoiicTea 24.01.2020 15:23:09
KoHMrypaums p o blaianios
NTP cepsep pool.ntp.org -
Mepesarpyaka
YacoBoi NoAC Hosocnupck v
MNaponb
) BKMOYMTb Nepexof Ha ]
HypHan .
neTHee BpeMA
[laTa W Bpems Mepexod Ha neTHee BpeMA (He ebiGpaHo) (He ebI6paHo) (He snifpano) B
Mepexol Ha 3uMHee BpeMA (He ebiGpaHo) (He ebI6paHo) (He snifpano) B
CABMI BPEMEHH (MMH.) 60
+ [IpUMEHHTE X OTMmeHa

+ [ama u spemsi ycmpolicmsa — farta ¥ BpeMsi Ha YCTPONCTBE B laHHbIA MOMEHT,;
* NTP cepsep — IP-agpec/nomMeHHOe MSA cepBepa CMHXPOHU3aLUMy BpemeHn. Bo3mMoXHO 3agaTb agpec
nNn BbIGPaTb U3 CYLLECTBYHOLLEIO CrNCKa,
* Yacosol rnosic — no3BoseT yCTaHOBUTbL YaCOBO NOAC B COOTBETCTBUM C 6vXaiLLmMM ropogom B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/iro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop Ha fieTHee/3rMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKU B 3a4aHHbI Nepuo BpEMEHMU:
* [Nepexod Ha lemHee BpeMsi — AeHb U BpeMs, Korga 6yeT BbINOHATLCA NepPexos, Ha fleTHee
Bpems;
* [Nepexod Ha 3uMHee BpeMsi — [ileHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;

+ CoBue spemeHu (MUH.) — Nepuog, BpEMEHN B MUHYTAX, HA KOTOPbIN BbINOHAETCSA CABUT BPEMEHW.

MoxeT npuHumartb 3HavyeHue oT 0 go 720 muH.

[ns BCTynneHns B cuy HOBOW KOHAMIypauuu 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [/19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyaHuto yctpoiictBo WEP-2L HacTpoeHo Ha nony4yeHune agpeca no DHCP. Ecnv aToro He nponsoLuno,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WEP-2L: 192.168.1.10, macka noacet: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-2L
WEP-2L

root):/# configure
config):/# interface

(

(
WEP-2L(config):/interface# bro
WEP-2L(config):/interface/br0# common
WEP-2L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-2L)
WEP-2L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-2L(config):/interface/br0/common# protocol static-ip (13vieHeHne pexrva paboTel ¢ DHCP Ha Static-IP)
WEP-2L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WEP-2L(config):/interface/br0/common# exit

WEP-2L(config):/interface/br0# exit

WEP-2L(config):/interface# exit

WEP-2L(config):/# route

WEP-2L(config):/route# add default (rje default — HazBaHne maplupyTa)

WEP-2L(config):/route# default

WEP-2L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHavyeHns, /15
MapLupyTa no ymosdaHuto — 0.0.0.0)

WEP-2L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa rno
ymo4aHumo — 0.0.0.0)

WEP-2L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec ww03a)
WEP-2L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Hauunas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasatb MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6onbLUe, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcsA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-2L
WEP-2L

root):/# configure

config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aritax. Bo3amoxHble 3Ha4eHus: 1-
2490. o ymonyaHuto: 1500)

WEP-2L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

—_— e~ o~ —

6.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbIO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbIX HACTPOEK No DHCP:
WEP-2L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-2L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LL/03)

AocTtyn uepes VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK nNo DHCP:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbI€ 3HaYeHUst: 1-4094; X.X.X.X — cTaTuyeckuii IP-agpec; Y.Y.Y.Y — macka nogceTtun; Z.Z.Z.Z — Wnto3)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YyCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A5 AOCTYyna K YyCTPOUCTBY,
BO3MOXHbIe 3HaYeHus: 1-4094; X.X.X.X — cTatuyeckuiin IP-agpec; Y.Y.Y.Y — macka nogacetu; Z.Z.Z.Z — LN03)

3aBepLueHne N coxpaHeHne HacTpoeK

WEP-2L(root):/# save (coxpaHeHne HacTpPOeK)
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6.2.2 HacTpolika yaasEéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-2L(root):/# configure

WEP-2L(config):/# ssh

WEP-2L(config):/ssh# enable true (ynpasneHune yganéHHbiM 4OCTYNOM Mo SSH. [1ns OTK/l04eHNs BBeguTe
false. 1o ymon4yaHuto: true)

WEP-2L(config):/ssh# port X (rge X — nopt SSH-cepBepa. o ymonyaHuio: 22)

WEP-2L(config):/sshi# session-limit X (rge X — makcmasibHoe KosmyecTBo SSH-ceccuid. Mo ymonyaHuio: 5)
WEP-2L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-2L(root):/# configure

WEP-2L(config):/# telnet

WEP-2L(config):/telnet# enable true (ynpasneHve yganéHHbIM JOCTynom no Telnet. 19 OTK/IO4EHMA
BeeauTe false. 1o ymonyaHuto: false)

WEP-2L(config):/telnet# port X (rae X — nopt. o ymonyaHunto: 23)

WEP-2L(config):/telnet# session-limit X (rae X — makcumasibHoe konn4ecTBo Telnet-ceccuin. Mo ymonyaHuio:
5)

WEP-2L(config):/telnet# save (coxpaHeHne HacTpoek)

6.2.3 HacTpoiika ceTeBbix napameTpos IPv6

@ o ymonuanunio 4ocTyn K YCTPOICTBY MO NPOTOKony IPV6 Ha Touke 0CTyna OTK/TOUEH.

BK/loueHue goctyna K yCTpoiicTBy o npoTokony IPv6

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
DHCP)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/l0ueHve 0CTYyNa K YCTPOUCTBY MO
npoTokosny IPv6. [ns oTktodueHnsa seeanTe false)

WEP-2L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipv6

config):/interface/br0/common/ipv6# protocol dhcp (nonyyeHne ceteBbix IPv6-napamMeTpos no

—~ o~~~ —~ —
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HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/commont ipv6

WEP-2L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXKX XXX XXXK XXX XXXXXXXXXXXX — cTaTudecknia IPve-agpec ycTpoictea WEP-2L)
WEP-2L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npediukc cratnyeckoro IPvé-
agpeca. lNMpnHnmMaeT 3HadveHne o1 0 Ao 128. 1o ymon4aHuio: 64)
WEP-2L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs |Pv6-
npedorkc, Hanpumep 3211:0:0:1234::/64)

WEP-2L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Nel ¢ npedimkcom)
WEP-2L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa No2 ¢ npedikcom)
WEP-2L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/10ueHVIe NCNob30BaHNA CTAaTUYECKMX
ceTeBbIX IPv6-napameTpos. 14 nonyyeHus ceteBbix IPv6 napameTpos no DHCP BBeanTe dhep)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. s otkntoveHnsa seeante false)

WEP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexunm 6e3onacHocTH KomaHga ansi HacTPonKM pexnmMa 6e30nacHOCTU
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_open' (n3veHeHve nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexxviv wucposaHus off — 6e3 napons)
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBk/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOYKM A0OCTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—_— e~ —~ —
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6.3.2 HacTtpoiika VAP ¢ pexnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_Wpa2' (n3veHeHne nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexwvmv wucposaHns — WPA/WPA2)
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/M1apo/ib, He0OX0ANMbIN
0N NOAKNIYEHMS K BUPTYa/lbHOM TOUKe AocTyna. AnnHa Kn4va Ao/MKHa CoCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-2L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlanl-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =

66



PykoBoacTBO no akcrnyatauun WEP-2L

6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_enterprise' (n3veHeHvie nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wngposanus — WPA/
WPA2-Enterprise)

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL3oBaTesis)
WEP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1ze secret — naposis /19 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIEe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bx/10unTE MAC-aBTOpU3aLIIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — l0MeH nosL3oBaTesis)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEpUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlanl-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)
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6.3.5 HacTtpolika VAP c BHelUHel nopTasibHOM aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (n3veHeHne nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# captive-portal
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# verification-mode external-portal (Bk/1t0ueHVe
noaAepXK1 BHELLIHEN nopTanibHOW aBTopu3aumun. Mo ymonyaHuto: portal)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP (yka3zaTb URL BHELLUHEIO BUPTYas/IbHOro
nopTasia B COOTBETCTBMM C Tabnuuen 9)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3lyeMoro A1 aBTopusanmnm)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1ze secret — naposis /19 RADIUS-
cepBepa, UCrnosib3lyeMoro A1 asTopusanmnm)

WEP-2L(config):/interface/wlan1-va0/vap/radius# use-macaddr-as-password true (nepegasars MAC-agpec
KnMeHTa B kayecTBe naposis B RADIUS 3anpocax. Mo ymonyaHutio: false)
WEP-2L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmar MAC-agpeca
KNWeHTa, KoTopbln byaeT durypnpoBatb B RADIUS 3anpocax. PyHKLUMOHAN paboTaeT TO/IbKO MNpY YC/10BUM
use-macaddr-as-password = true. ['l0 YMOSTYaHNHO: XXXXXXXXXXXX)

WEP-2L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ o~ —~
_ o o O ==

—_— e~ —~ —
_ = = =

© /15 nonyyenns nHcopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTtp

<NAS_ID>

<NAS_IP>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>

<ORIGINAL_URL>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3afaH HY OQUH
13 aTux napameTpos, To B kayecTtse NAS ID B RADIUS- n HTTP'%S)-
naketax éyaet ncnonb3osarbca MAC-aapec T/,

IP-agpec T[,

[IOMEHHOE MMSI, KOTOPOE MOKa3blBAETCS KIMEHTY Npu
nepeHanpaeeHnm

MAC-agpec Toukn goctyna
MAC-agpec kKnueHTta
SSID

URL, KOTOpbI M3HaYaIbHO 3anpalunBasl KIMeHT
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6.3.6 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepsepa)
WEP-2L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHutensHoro RADIUS-cepsepa)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHurypaymm> (cozgaHue pasgena KoHdurypauum gonosHmtensHoro RADIUS-cepBepa.
MakcumasibHOe KONM4YeCcTBO: 1)

WEP-2L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X X.X.X — |IP-agpec A0M0O/HUTESTLHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rae X.X.X.X — IP-agpec
RADIUS-cepBepa)

WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (r1e X — nopt RADIUS-cepBepa,
KOTOpPbI MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayun. Mo ymonyaxumio: 1812)
WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (i€ secret — naposis
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa, NCMnosib3yemMoro A5 akkayHTUHra)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (r/e secret — naposis
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npuoputeT RADIUS-
cepBepa. Ecnv npuopuTteT He 6biN yKaszaH sIBHO, TO CYMTAETCS UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHdourypaumto )

WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—~ o~~~ o~ —~

6.3.7 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WEP-2L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/toueHve pexrma Band Steer. [1115
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-trunk true (sritoueHne VLAN Trunk Ha VAP. 1151 OTK/IHOHEHNS
BBeauTe false)

BkntoueHue General VLAN Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/1t0ueHve General VLAN Ha SSID. [1ns
oTkKNtoveHus seeaute false)
WEP-2L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Howvep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-2L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHanu3 nproputerta ns nonsg CoS (Class of
Service) TETMPOBAHHbIX MAKETOB. 3HAYEHME MO YMOJIHAHUIO: true. B 3TOM c/yyae aHanm3upyeTcs
npuopuTeT 13 nons DSCP 3arosioBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-2L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/110unTL 32 MTY management-kagpoB
(ppelimoB). required — TpebyeTca nogaepxka MFP OT KneHTa, KMeHTbl 6e3 MFP He cmoryT
noakaunTbes. capable — coBmMecTMMo ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounTtbes. Ans
oTKNtoveHns seeanTe off)

BknioyeHue ncnosnb3oBaHua TLS npun aBTopusaumu

WEP-2L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3osats TLS npu asTopusaumn. s
OTK/Io4YeHus BBeauTe false)

BknioueHue cKkpbiToro SSID

WEP-2L(config):/interface/wlan1-va0/vap# hidden true (sx1toueHne ckpbiToro SSID. 15 OTKIH0YeHNs
BBeauTe false)

BK/lOU€HME U30NALUN KNTMEHTOB Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# station-isolation true (Bk/t0ueHne n30ALUN TPpatUKa Mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)
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OrpaHuuyeHne KonmvecTBa K/iMeHToB Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# sta-limit X (rae X — maxkcumanbHO L0nycTUMoe Ynco
NnoAKNHYaeMbIX K BAPTYasibHOW CETU K/INEHTOB)

Bk/loueHue peninkauun MybTUKacToBoro Tpacgmka Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/1l0ueHVIe pennnkaumy MynsTUKacTOBOIO
Tpadomka Ha VAP. ina oTkntoveHus seeaute false)

BkntoueHue Minimal Signal u Roaming Signal

WEP-2L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/110ueHVIe nCnoNL30BaHNA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus seeaute false)

WEP-2L(config):/interface/wlanl-va0/vap# min-signal X (rae X — noporoeoe 3HavyeHune RSSI, npy AOCTVKEHUN
KOTOPOro Tovka OyaeT OTK/IYaTb KnveHTa oT VAP. MapamMeTp MOXET NpuHMMaTb 3Ha4YeHnsa ot -100 4o -1)
WEP-2L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepuoz BpemeHn B cekyHaax, rno
NCTEYEHMM KOTOPOro NPUHUMAETCA peLleHne 06 OTKIH0UYEHUM KMEHTCKOro 060pyaoBaHns OT
BUPTYasIbHOW CETN)

WEP-2L(config):/interface/wlan1-va0/vap# roaming-signal X (r7e X — noporosoe 3HaueHue RSSI, npn
OOCTKEHMM KOTOPOro NPOUCXOAUT NEPEKHUYEHNE KTMEHTCKOro 060pyaA0BaHNS Ha APYTrYO TOUKY
poctyna. NapamMeTp MOXET NPUHUMaTb 3HauYeHns ot -100 Ao -1. MapameTp roaming-signal fO/KeH ObITb
BblLle, Yem min-signal: ecnim min-signal = -75 gbM, TO roaming-signal Jo/mKeH GbITb paBeH, Hanpumep, -70
ABM)

WEP-2L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

BkntoueHve nepegaum aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WEP-2L(config):/interface/wlan1-va0/vap# local-switching true (sx/1t0ueHne nepegayn aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [ins oTknoyeHns seeguTe false. 10 yMOI4aHMIO BbIK/THOUEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — MakcrumasibHast CKOpoCTh B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHve wernepa. Moxet
npuHUMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K AaHHOﬁ VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (r4e X — MakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itoueHne wennepa. Moxet
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-txi# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas cKkopocTb B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/toueHne weinnepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — maxkcnumasibHas ckopocTb B
KOUT/C U NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHne wennepa. Moxer
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rae X — makcumasibHasa CKOpOCTb B KOUT/
C WU NaKeThbI/C)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi exit

WEP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-2L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — MakcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WEP-2L(config):/interface/wlan1-va0/vap# save (CoxpaHeHVe HacTpPOeK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WEP-2L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rae X — makcymasibHas cKopocTb B KOUT/
C W NaKEeThbI/C)

WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve weinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-mcast-tx

WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcrumanbHas cKopocTb B KOUT/
C W NaKEeThbI/C)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bxk/1t0ueHve wennepa. Moxet
npuHUMaTth 3HavyeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika KoHTponsa goctyna no MAC

WEP-2L(config):/interface/wlanl-va0/vap# acl

WEP-2L(config):/interface/wlanl-va0/vap/acl# mac

WEP-2L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XX XXXOEXKXX — MAC-
ajZipec ycTpPoIcTBa, KOTOPOMY HEOOXOAMMO pa3peLLnTb/3anpeTuTb AOCTYyN. [na yaaneHust agpeca us
cnucka ucnosnbayiite komaHay del)

WEP-2L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-2L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NONNTVKA. BO3MOXHbIE 3HAYEHNS:
allow — pa3peluarb NOAK/HYEHNE TO/IbKO TEM K/IMeHTaM, MAC-aapeca KOTOPbIX COAEPXATCS B CMUCKE;
deny — 3anpeulatb NOAKIOHEHNE KIMeHTaM, MAC-aapeca KOTOPbIX COAEPXATCsl B CMMCKe. 3HAYEHUE No
yMO/14aHuio: deny)

WEP-2L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/t0ueHne KoHTPONA goctyna no MAC. Ans
oTKNtoveHns seeaute false)

WEP-2L(config):/interface/wlanl-va0/vap/acl# exit

WEP-2L(config):/interface/wlan1-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpoiika 6510KMpPOBKM NOAK/IOHEHUSA NoNb3oBaTeneil, nogMmeHsawmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xoaumMo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHOYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOrO yCTpoKcTBa (w3, MK 1 npoyee), To HeO6X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnepyowme pexmmMbl paboThbl:

on-connect — pexum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHUS YCTPOUCTB Yepes Wi-Fi, B cnyvae ecnv MAC-
azpec yxe n3yyeH Ha Ethernet-nopTy To4ku [OCTYNa;

by-eth-event — pexvm OTKNHOYAET NOAKIHOYEHHOIO KneHTa no Wi-Fi, B ciiyvae ecniv ero MAC-agpec ctasl
n3y4yeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm noMoraeT ounLaTb CTapyto 3anucb O K/IMEHTE Npu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, TO eCTb 6/10KMpyeT NoAKNHYEHNE HOBOTO
nosnb3oBaresnisa no Wi-Fi, a Takke OTK/Il0HaEeT paHee NoAKI0YEeHHOro B c/iyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

Q Mpu BbicTaBneHnn pexxumos full 1 on-connect poymMuHr Wi-Fi KMMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/VEeHTa nonagatoT Ha OCTaslbHbIe TOYKM AOCTYyna CeTu, 1
ero MAC nsyyaetcs Ha BCexX Toukax AOCTyna CeTu, No3ToMy Npu POYMUHTE KIMEeHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/itoyeHne MOXeT NPOUCXOANTb
AnnTesibHoe Bpems.

WEP-2L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-2L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHVe doyHKUMOHaNA. [1/14
oTko4veHns Beegute false. 3HauyeHve no ymonyaHuto: false)
WEP-2L(config):/interface/wlan1-va0/vap/fdb-filtering #mode full (Bb160p pexrmva paboTsl. 3HaueHne no
yMoO/14aHuto: by-eth-event)

WEP-2L(config):/interface/wlan1-va0/vap/fdb-filtering #exit

WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-2L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KabHLIA KOY 415 AaHHON
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagartb Ha
BCTpeYHbIX VAP)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHbLIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
azipec BCTpeyHon VAP Ha T/[12)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/t0ueHne paboThl TOUKM AOCTYMA Mo
NPOTOKO/Yy 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIA K1Y 415 AAHHOTO
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBnagarb Ha
BCTPEeYHbIX VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVKa/IbHbLIN K/THOY
BCTpeuHo VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTkl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINPPOBaHHbIE). EC/IM Ha ToUKe AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To npu NoAKNUEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (11
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (1
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/10ueHe paboThl TOUKY
[ocTyna no npotokosy 802.11k)

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/0HeHNE pabOThl TOUKM
[ocTyna no npotokosy 802.11k/v)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpOoek)

6.4 Hactpolika AirTune

HacTpolika AirTune

WEP-2L(config):/# airtune

WEP-2L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rae 192.168.1.20 — IP-afpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-2L(config):/airtune# dca true (BkntoueHVe PyHKUMOHaIA AMHAMUYECKOTO pacnpeaeneHns KaHanos.
[na otknoveHus seegute false)

WEP-2L(config):/airtune# tpc true (Bk/1l0ueHMeE (PyHKLMOHANA aBTOMATUYECKOrO YNpas/IeHNA MOLLHOCTBIO.
[na otknoveHus seegute false)

WEP-2L(config):/airtune# load-balance-80211v true (Bk/1t04eHNE (DYHKLMOHAA Ba/TAHCMPOBKA KITMEHTOB.
[na otknoveHus seegute false)

WEP-2L(config):/airtune# enabled true (BkntoYeHVe B3anMoeicTBuA ¢ cepBncom AirTune. 11151 OTK/IIOYEHNS
BeeguTe false)

WEP-2L(config):/airtune# save (CoxpaHeHve HacTpoek)

[nsa aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEOOX0AMMO BKIHOUNTb
doyHKkumoHan 802.11r, AN 3TOro BbINONHUTE CeayoLmMe HaCTPONKM:

HacTtpoiika 802.11r yepes AirTune

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/it0ueHe paboTbl TOUKM AOCTYNa Mo
NpPOTOKO/y 802.11r)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)

80



PykoBoacTBO no akcrnyatauun WEP-2L

[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/toueHVe NoaaepxKm
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpOeK)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTaumn koHTponnepa SoftWLC.

6.5 Hactpoliku Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0

WEP-2L(config):/interface/wlan0# wlan

WEP-2L(config):/interface/wlan0/wlan# radio

WEP-2L(config):/interface/wlan0/wlan/radio# channel X (rae X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoMm
OyneT paboTarb ToUKa)

WEP-2L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t0ueHVe aBTOBLIGOpA KaHaa. [/
BK/1lOYEHMS BBEAMUTE true)

WEP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/110uEeHVE CNONB30BAHNA
OrpaHNYeHHOro cnucka kaHanos. [/19 BKIoYeHWs BBeauTe true)
WEP-2L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnprHa kanana. Napamerp MoxeT
npuHUMaTb 3HadyeHue: ansa Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-2L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLLUHOCTY B ABM. [MapamveTp
MOXET NPUHUMAaTL 3HayYeHune: an1a Radio 1: 3-16 Abm; 4114 Radio 2: 11-19 abm)
WEP-2L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MyUHVMa/IbHBIA YPOBEHBL MOLLHOCTY B
ABM. MapameTp MoXeT npuHUMaTh 3HadeHue: ans Radio 1: 3-16 abm; ansa Radio 2: 11-19 gbm)
WEP-2L(config):/interface/wlan0/wlan/radio# tx-power-max X (rge X — makcumMasibHbIA YPOBEHb MOLLHOCTY B
ABM. MapameTp MoXeT npuHUMaTh 3HadeHue: ans Radio 1: 3-16 gbm; ansa Radio 2: 11-19 gbm)
WEP-2L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NPUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

6.5.1 [JononHutenbHble HacTpoiikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WEP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVE CNO/IL30BAHNSA
OorpaHNYeHHOro crnMcka kaHanoB B paboTe aBToBbIOOpa kaHa/10B. [ANnda oTkoyeHnsa seeuTte false)
WEP-2L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (e 1, 6, 11 — kaHaslbl AnanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdeinc)

N3meHeHne OCHOBHOIoO KaHasna

WEP-2L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MOXeT npuHMMaThL
3HauyeHue: lower, upper. 1o ymonuaHuto: ans Radio 1: lower; as1s Radio 2: upper)

BknroyeHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBaJ1a

WEP-2L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l04EeHME NCMNOML30BAHNSA YKOPOYEHHOTO
3alMTHOrO NHTepBasia 4s1s nepefaqn gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkoveHus Beeaute false)

BknroueHue STBC

WEP-2L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1l0UeHVe MeTOLa NPOCTPaHCTBEHHO-BPEMEHHOIO
6104HOro KoanpoBaHus (STBC), HaNnpaBNEHHOIO Ha NOBbILLEHVE HAAEXHOCTY nepeaayn gaHHbIX. 45
oTKNtoveHus seeaute false)
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BknioueHue arperauumn

WEP-2L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperauym Ha Radio —
nogaep>xkn AMPDU/AMSDU. ina oTkntodeHns seeauTte false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WEP-2L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1104eHME NCNOIL30BaHNS KOPOTKOMN
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BknroueHue Wi-Fi Multimedia (WMM)

WEP-2L(config):/interface/wlan0/wlan/radio# wmm true (Bk/itoueHmne nogaepmxkn WMM (Wi-Fi Multimedia).
[na otknoveHus seegute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 Ty (wlanl)

WEP-2L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexuvmv paboTsl MexaHn3ma DFS. MoxeT
npuH1UMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHasbl 4OCTYMNHbI AN Bbl6opa; auto —
MexaHn3M Bk/toYeH; disabled — mexaHn3M BblktoYeH, DFS-KaHas bl He AOCTYNHbI AJ/19 BblI6opa)

BknroueHue pexuma aBTOMAaTUUYECKOW CMEHbI LWNPUHBbI KaHana

WEP-2L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10HeHVIE peXnMa aBTOMATUYECKON CMEHbI
LWMPUHBI KaHana ¢ 40 MI'y, Ha 20 ML, npu 3arpyXeHHoM paanoadupe. Ans otknodeHna seeanTte false)

BknioueHue weiinepa Broadcast/Multicast

WEP-2L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpaHnyeHne nepegayv
LLIMPOKOBELLATE/TbHOIO/MY/ITUKACTOBOrO Tpadrka No 6ecnpoBOAHON CETU, yKa3blBaETCSA IMMUT A5
LUMpOKOoBeLaTeNbHOro Tpadvka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-2L(config):/interface/wlan0/wlan/radio# qos

WEP-2L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/it0ueHVe NCNONL30BAHNSA (DYHKLNIA,
obecneunBarLLMxX Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). ns oTkntoueHnsi BBeauTe false)
WEP-2L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToUkn J0CTYyna,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxungaHns kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hayas/ibHOe 3Ha4YeHVe BpeMeH!
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET MnpeBbllaTb 3HayeHne cwMax)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (r1e X — makc/masibHoe 3Ha4yeHve
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMenn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-2L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS CTaHUUN KIMeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)
WEP-2L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.

6.6 Hactpoiika DHCP onuumu 82

© Hactpoiika DHCP onuumn 82 nponssoauTcs OTAENLHO ANS KaX/40ro paanonHTepdeiica. B gaHHOM
pasgene NpMBoASATCS NPUMeEpPbI HAacTPokn onuun 82 ansa Radio 2.4 'y — wlan0.

Pexunmbl pabotel DHCP snooping:

+ ignore — 06paboTka onuun 82 oTk/I0HEHA. 3HAYEHME MO YMOHAHMIO;
* replace — Touka focTyna NoACTaBASET WX 3aMEHSAET 3HaYeHne onuun 82;
* remove — To4YKa A0CTyna yganser 3HadyeHme onuum 82.

N3meHeHue pexuma pa6oTbl DHCP onuum 82

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0 (HacTpolika 6yaeT npousBoauTbea AN Radio 2.4 'y, Ecnv Heobxoanmo
HacTpouTb 82 onunto Ha Radio 5 ', — BBeanTe wlanl)

WEP-2L(config):/interface/wlan0# common

WEP-2L(config):/interface/wlan0/common# dhcp-snooping
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboTs!
DHCP snooping B peXxume 3aMeHbl Uu NoACTaB/IeHUs onumm 82)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHve HacTpoek)

—_
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Ecnu Ha pagmonHTepdeiice HacTpoeHa nonutruka obpaboTtku onuumn 82 replace, To Ans KOHUrypupoBaHus
CTaHOBATCA AOCTYMHbI CNeyoLme napameTpsbl:

HacTpoiika napameTpoB onuum 82

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re custom
— 3amMeHa cogepxmmoro CID Ha 3HayeHue, ykasaHHoe B napameTpe dhcp-option-82-custom-

CID. MapameTp MOXeT npuHMMaThb 3HavyeHus: APMAC-SSID — 3ameHa cogepxvmoro CID Ha <MAC-agpec
TOYKM gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID, K KOTOPOMY MOAK/HOYEH
KNneHT. Mo ymonyaHuto: APMAC-SSID)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze custom
— 3aMeHa cogepxmmoro RID Ha 3HayeHue, ykasaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXeT npuHUMaTh 3HaveHus: ClientMAC — 3ameHa cogepxummoro RID Ha MAC-agpec
KNmneHTCcKoro ycTporictea. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Toukun goctyna. APdomain —
3ameHa cogepXmmoro RID Ha OMEH, B KOTOPOM HaxoauTcs Touka goctyna. Mo ymonyanuio: ClientMAC)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rae
longstring — 3Ha4eHve oT 1 40 52 CMMBO/10B, KOTOPOe byaeT nepegasatbes B CID. Ecv 3HaveHune
napameTpa dhcp-option-82-custom-CID He 3a7aH0, Touka 6yaeT n3MeHATb CID Ha 3HaYeHue no
ymoyaHuto: <MAC-agpec To4kun AocTyna>-<ums SSID>)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbcA B RID. ECv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3aaH0, TOUKa OyaeT n3MeHATb RID Ha 3Ha4YeHne no
ymMoi4aHuto: MAC-agpec KNIMEHTCKOrO YyCTPOCTBA)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenutens okteTtoB MAC-agpeca, KoTopblii nepegaercsa B RID v CID. radius — B kauecTBe pasgenutesns
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgenmTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

6.7 Hactpolika pennukauynm DHCP

© HacTpoiika akTMBMPYeT thyHKLMOHaN NpeobpasoBaHust broadcast DHCP oTBeTOB OT cepBepa B unicast
npw nx nepegaye 6ecnpoBOAHOMY K/IMEHTY.
370 NO3BONSIET NOBLICUTL CTAbWNLHOCTL 06MeHa DHCP mex/y KMeHTOM 1 CEPBEPOM B pamocpese.
HacTpolika rno6anbHas, npumeHsieTcsl Ha Bce VAP paavonHTepdeiica.

Huxe npeacTaBneHa HacTpoiika pennvkauun DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika pennnkauun DHCP

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1

WEP-2L(config):/interface/wlan1# common

WEP-2L(config):/interface/wlanl/common# dhcp-snooping
WEP-2L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bx/1t0ueHve
pennvkaumy DHCP. To ymoniyaHuio BbIK/THOYEHO, false)
WEP-2L(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHve HacTpoek)
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6.8 HacTtpolika pennukaumm ARP

© Hacrpoiika arp-suppression NPonM3BOAUTCA OTAENLHO ANA KaX/A0r0 pagvouHTepdeiica. B gaHHOM
pasgene NnpuMBOASATCA NPUMepPbI HACTPOWKKM arp-suppression ana Radio 2.4 'y, — wlan0.

Mocne BK/KOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyatens.

HacTpoliika pennukauyum ARP

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0

WEP-2L(config):/interface/wlan0# common

WEP-2L(config):/interface/wlan0/common# arp-suppression
WEP-2L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t04eHve arp-suppression. [0
YMOJ/I4aHMIO BbIKHOYEHO: false)

WEP-2L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yrnpasneHune
pennvkaumen ARP. Ecnn napamMeTp BK/IHOYEH true, TO MPOMCXOAMT oTbpackiBaHne NakeToB C HEU3BECTHbIM
IP-agpecom HasHaveHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBarbCcs
LUMpoKoBeLLaTenbHo. Mo yMon4aHuio BKIOYEHO: true. PaboTaeT TONbKO C BKIKOYEHHbIM arp-suppression)
WEP-2L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTpPoek)
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6.9 Hactpoiika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-wds0 (Bb160p sivHka WDS. Bo3amoxHble 3HaveHus and Radio 2.4 T
wlan0-wds0 — wlan0-wds3; anisi Radio 5 'y wlanl-wds0 — wlanl-wds3)
WEP-2L(config):/interface/wlan1-wds0# wds

WEP-2L(config):/interface/wlan1l-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-aapec Radio-nHTtepcheica
BCTPEYHOWN TOYKM AOCTYyNa, KOTOPbI MOXHO Y3HaTb, €C/IM BBECTM Ha BCTPEYHON TOYKe AocTyna
KomaHy monitoring radio-interface)

WEP-2L(config):/interface/wlan1-wds0/wds# exit

WEP-2L(config):/interface/wlan1-wds0# common

WEP-2L(config):/interface/wlan1l-wds0/common# enabled true (Bk/itoueHve nuHka WDS. /19 OTK/IH0UEHNSA

—_

)

)
BeeguTe false)
WEP-2L(config):/interface/wlan1l-wds0/common# exit
WEP-2L(config):/interface/wlan1-wds0# exit
WEP-2L(config):/interface# wlanl (npu HacTpoiike WDS Ha Radio 2.4 T, BBegnTe wlano0)
WEP-2L(config):/interface/wlan1# wlan
WEP-2L(config):/interface/wlanl/wlan# wds

WEP-2L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI160p pexvma 6ezonacHocTn WPA2.
Bo3MoXHble 3HaueHus: WPA, off — 6e3 napons)

WEP-2L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, HEOOX0ANMbIA 415
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-2L(config):/interface/wlanl/wlan/wds# enabled true (BkntoueHve WDS. [1ng oTkioueHns seeaute false)
WEP-2L(config):/interface/wlanl/wlan/wds# save (coxpaHeHVe HacTpoek)

HacTpoiika BCTPeUYHO TOYKU AOoCTyna BbINOMHAETCA aHA/IOTMYHO.
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6.10 CuctemHble HaCTPOWKM

6.10.1 O6HoBneHue MO ycTpoincTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-2L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina NO> (nprmvep:
firmware upload tftp 192.168.1.15 WEP-2L-2.7.0_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-2L(root):/# firmware upload http <URL gnsa ckaunBaHua daiina MNO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-2L-2.7.0_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-2L(root):/# firmware switch

6.10.2 YnpaBneHue KoHGUrypaumei ycTpoicTaa

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-2L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-2L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-2L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-2L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue chaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-2L(root):/# manage-config apply (NnpumeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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6.10.3 MNepe3arpy3ka ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-2L(root):/# reboot

6.10.4 HacTpolika pexuma ayTeHTudnkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# admin-password <HOBbIIi Nnaponb ANA y4eTHou 3anucu admin> (01 1 /0
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE BYKBbl U LMdpbI)

WEP-2L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# user

WEP-2L(config):/authentication/user# add userX (rae userX — nmsa HOBOW yYeTHOW 3anucu. nsa yaaneHus
ncnonb3ynte komaHay del)

WEP-2L(config):/authentication/user# userX

WEP-2L(config):/authentication/user/userX# login userX (rae userX — UM HOBOW YYETHOW 3anuncu)
WEP-2L(config):/authentication/user/userX# password <Maponb ANA y4yeTHO 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-2L(config):/authentication/user/userX# role admin (nosib30BaTENtO BLIAAOTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-2L(config):/authentication/user/userX# save (coxpaHeHve HacTpoek)
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HacTpoiika napameTpoB goctyna K RADIUS-cepBepy

WEP-2L
WEP-2L

root):/# configure

config):/# authentication

WEP-2L(config):/authentication# radius

WEP-2L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-2L(config):/authentication/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTOpPbLIV UCMOosb3yeTcs
ANs ayTeHTudmkauumn n astopmsauun. Mo ymonyaHumio: 1812)

WEP-2L(config):/authentication/radius# auth-password secret (r/e secret — ko4 ansa RADIUS-cepsepa,
NCMosb3yeMOro Ansa ayteHTudmkaumm n aBtopusanmm)

WEP-2L(config):/authentication/radiust# exit

WEP-2L(config):/authentication# radius-auth true (Bk/itoueHne pexvva ayteHTnprkaummn yepes RADIUS-
cepsep. Ana oTknodeHns seeauTe false)

WEP-2L(config):/authentication# save (coxpaHeHve HacTpoek)

—_— e~ o~ —

o Mpu ayteHTudmkaumm yepes RADIUS-cepBep He06x0AMMO 0643aTeNbHO CO34aTh JIOK/IbHYHO YHETHYHO
3annce, kotopas byaeT aHasiorMyHa yvyeTHor 3anncu Ha RADIUS-cepBepe.
Mpy 3TOM B /IOKa/IbHOW YYETHOW 3anvcy 06s13aTefibHO Ao/MKHA ObITh YKasaHa posib, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnv RADIUS-cepBep okaxeTcs HefoCTYNeH, ayTeHTUMKaLma NpoigeT no /I0KasibHOM
YUYETHOM 3anuncu.

6.10.5 HacTtpolika gatbl 1 BpeMeHU

KoMaHAbl ANA HACTPOIiKM CUXPOHU3aL MU BpEMEHU ¢ cepBepomM NTP

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1toueHve pexvma paboTtel ¢ NTP)

config):/date-time# ntp

WEP-2L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTtaHoBka NTP-cepeepa)
WEP-2L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MNONHUTEBbHLIX NTP-cepBepos)
WEP-2L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdpMrypauumn> (CosgaHve pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
KonunyecTBo: 8. [insa yaaneHnst ucnosnbayrite komaHay del)

WEP-2L(config):/date-time/ntp/alt-servers# exit

WEP-2L(config):/date-time/ntp#exit

WEP-2L(config):/date-time# common

WEP-2L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30Hbl)

WEP-2L(config):/date-time/common# save (coxpaHeHVe HacTpoek)

—~ o~~~ —~ —
_ = = =

—_ ===
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6.10.6 [ononHuTesbHble HACTPOWKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# global-station-isolation true (Bk/1t04eHNe r106a/1bLHOM N30N9UMK Tparka Mexay
KNueHTamu pasHbix VAP 1 pasHbIX pagmonHTepdieincos. Ans oTkiodeHns seeguTe false)
WEP-2Lconfig):/system# save (COxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# hostname WEP-2L_room2 (re WEP-2L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET cogepXartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lndpbl,
3HaK geduc «-» (aedunc He MOXET ObITb MNOC/IEAHNUM CUMMBOJ/IOM B UMeHW). Mo ymonyaHunio: WEP-2L)
WEP-2L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# ap-location ap.test.root (r/e ap.test.root — 0MeH y3/1a fepeBa yCTPonCTB
cucTeMbl ynpassieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-2L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec T/)
WEP-2L(config):/system# save (CoxpaHeHne HacTpoek)
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HacTtpoiika LLDP

WEP-2L(root):/# configure

WEP-2L(config):/# lldp

WEP-2L(config):/Ildp# enabled true (BkntoueHne yHkumoHana LLDP. Ans oTknoyeHns seeguTe false. Mo
YMO/14aHuIo: true)

WEP-2L(config):/Ildp# tx-interval X (rae X — nsameHeHve nepvoga otrnpasky LLDP-coo6LLeHnin. BO3MOXHble
3HauveHus: 1-86400. No ymonyaHuio: 30)

WEP-2L(config):/Ildp# system-name WEP-2L_reserv (rae WEP-2L_reserv — HOBOe 1Ms ycTpoKcTea. 1o
ymonyanuo: WEP-2L)

WEP-2L(config):/Ildp# save (cOxpaHeHne HacTpoek)

6.11 HacTpolika napameTpoB NOpPTasibHOM aBTOpM3aLmm

HacTpolika napaMeTpoB NnopTanbHOIi aBTOpU3aLun

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# ap-ip-alias <JJoMeHHO€e UMSA> (JOMEHHOE NMS, HAa KOTOpoe byaeT
coBepLUaTbCcs nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuto: redirect.loc)
WEP-2L(config):/captive-portal# tinyproxy-https true (Bk/1t04eH e NepeHanpasieHns KINEHTOB Mo
npotokony HTTPS. s nepeHanpasneHns no npotokony HTTP BeeauTe false. Mo ymonyaHuto: false)
WEP-2L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOr0 MeHM, ykasaHHOro B ap-ip-alias, GyeT nepexsayeH TO4Kol A0CTyna. Ha aToT
3anpoc 6yaeT oTnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukun goctyna.

HacTpolika UMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CcepBepoM aBTopusauum

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# web-redirector

WEP-2L(config):/captive-portal/web-redirector# param-names
WEP-2L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nveHu
napameTpa, CoAepPXKaLLero NCXoAHbli URL, 3anpOoLUEHHbI KNMEHTOM. KNMeHT ByAeT nepeaapecoBaH Ha
[aHHbIN URL B C/lyyae ycneLHon aBTopm3annm)
WEP-2L(config):/captive-portal/web-redirector/param-namest# error_url err_url (HacTporika nmeHn
napameTpa, cogepxatlero URL, kyaa 6yaeT nepeagpecoBaH KNIMEHT B C/lyvae OLIMOKN aBTopuU3aLmnn)
WEP-2L(config):/captive-portal/web-redirector/param-names# username login (HacTpolika nmeHn
napameTpa, CoAePXKaLLEro NOrvH N5 KNIMEHTA)
WEP-2L(config):/captive-portal/web-redirector/param-names# password pass (HACTpOlika UMeHn napaveTpa,
cogepKallero naposb ANs KNNeHTa)

WEP-2L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHVie HacTpOoekK)

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpos B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCA TOYKOIN gocTyna.

92



PykoBoacTBO no akcrnyatauun WEP-2L

6.11.1 ¥YnpaBneHue noptasibHbIM CepTUIMKATOM

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WEP-2L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue
cpaitna> (npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WEP-2L(root):/# manage-certificates portal upload http <URL ana ckaumBaHus canna MNO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-2L(root):/# manage-certificates portal erase

6.12 HacTpolika cepuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# apbd

WEP-2L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-2L(config):/captive-portal/apbd# enabled true (sxntoueHne cepsuca APB. 1715 OTK/IHOYEHNS BBEAUTE
false)

WEP-2L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)
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6.13 MOHUTOPUHT

6.13.1 Wi-Fi knneHTbl

[N BbIBOJla MOHUTOPUHIa NoAKMtoueHHbIX Wi-Fi KNMeHTOB 1cnonb3yeTcs KoMaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napameTtp N>,

rae <mac-agpec kKnmeHta 1> ... <mac-agpec kimeHTa N> — mac-agpeca K/IMEHTCKUX YCTPONCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. A Toro 4tobbl BbIBECTM MHpOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-ajpeca kimeHta> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOK)yKa3HBaDTCﬂﬂapaMeprIMOHMTOpMHELHGO6XOAMMbE
[0/151 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE /11 BbiBOAA MO
KITMEHTY/KNIMEHTaM.

[ns BbIBOAA CnvcKa NOAKMIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HaXXMUTE Nnocsie monitoring associated-
clients knasuwy Tab.

WEP-2L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WEP-2L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-2L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 32:5b:60:62:e0:a4
interface | wlan6-vao

rfid | ©

wid | ©

band | 2.4

ssid | WEP-2L_2.4GHz-test
ip-addr | 192.168.1.15
authorized | false
captive-portal-vap | true
enterprise-vap | false

mfp | false
rx-retry-count | 27

tx-fails | ©
tx-period-retry | 11
tx-retry-count | ©

rssi-1 | -40

rssi-2 | -40

rssi | -40

snr-1 | ©

snr-2 | ©

tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS7 NO SGI 65
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:00:13
multicast-groups-count | 4
wireless-mode | n
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | request
dhcp-start-delay | 310
dhcp-start-duration | ©
dhcp-end-duration | 1
link-capacity | 100
link-quality | 100
link-quality-common | 100
actual-tx-rate | 17
actual-rx-rate | 13
shaped-rx-rate | 14
actual-tx-pps | 6
actual-rx-pps | 7
shaped-rx-pps | 7

name | ©
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Counter Transmitted
Total Packets: 80

TX success: 100
Total Bytes: 25744
Data Packets: 75

Data Bytes: 23513
Mgmt Packets: 5

Mgmt Bytes: 281
Dropped Packets: 0
Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted
dsssi1 0 |
ofdmé 6 |
ofdm24 0 |
mcs4 0 |
mcs6 2 |
mcs7 85 |

Multicast groups:

MAC IP
33:33:00:00:00:FB XXX.0.0.251
33:33:FF:1A:92:E3 XXX .26.146.227
33:33:FF:95:B9:3A XXX .149.185.58
01:00:5E:00:00:FB XXX.0.0.251

PykoBoacTBO no akcrnyatauun WEP-2L

Received
165
23656
98
19343
67
277
0]
0]

Received

7

7

63

4

0]
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-2L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOSTLKO
mac-aZlpecos, Harnpvvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

hw-addr | bc:2e:f6:cc:85:46
interface | wlanl-va0
rfid | 1

wid | ©

band | 5

state | ASSOC AUTH_SUCCESS
ssid | WEP-2L_5GHz-test
ip-addr | 192.168.1.20
hostname | Test-phone
dhcp-request-status | obtained
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10

tx-fails | ©
tx-period-retry | 1
tx-retry-count |

rssi-1 | -36

rssi-2 | -29

rssi | -36

snr-1 | 33

snr-2 | 33

snr | 33

noise-1 | -69

noise-2 | -62

noise | -62

tx-rate | VHT NSS1 MCS7 SGI 72.2
rx-rate | VHT NSS1 MCS9 LGI n/a
rx—bw | 26M
rx-bw-all | 26M

tx—bw | 20M

uptime | 00:00:06

mfp | false
wireless-mode | ac
perftest-capable | false
link-quality | 98
link-quality-common | 98
actual-tx-rate | 21
actual-rx-rate | 17
shaped-rx-rate | 16
actual-tx-pps | 4
actual-rx-pps | 12
shaped-rx-pps | 12
link-capacity | 76
multicast-groups-count | 3
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
twt-support | none

name | 1
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Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé

nssl-mcs5
nssl-mcs6
nssl-mcs7
nssl-mcs8
nssl-mcs9

Multicast groups:

MAC

33:33:ff:1e:66:bb
33:33:00:00:00:fb
01:00:5€:00:00:fb

Transmitted

Transmitted

102
45

XXX.30.102.187
XXX.0.0.251
XXX.0.0.251

Received

57504
221
57372

132

Received

PykoBoacTBO no akcrnyatauun WEP-2L
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dunbTpayus napameTpoB MOHUTOPUHTA

WEP-2L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNY€HHOIO KO/IM4ecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY K/TMEHTY, eCTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZlpecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 192.168.1.15
tx-rate | MCS4 NO SGI 39
rx-rate | MCS6 NO SGI 58.5
uptime | 00:09:51

WEP-2L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapaMeTPOB MOHUTOPMHIA NO BCEM K/TMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -40

rssi-2 | -31

wireless-mode | n

interface | wlan@-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -33

rssi-2 | -31

wireless-mode | ac

interface | wlanl-va0
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6.13.2 WDS

[na moHutopuHra WDS-coeamMHeHnin ncnosnb3yeTcs cneayowan KomaHaa:

monitoring wds-entries <mac-agpec BCTPeYHOI TOUKM JocTyna 1> ... <mac-afpec BCTPEYHON TOUKU
poctyna N> filter <napameTp 1> ... <napameTp N>, rae <mac-aZpec BCTPEYHOIN TOUKN AocTyna 1> ... <mac-
afpec BCTPeYHOW Touku goctyna N> — mac-agpeca BCTPEUHbIX TOYEK AOCTyNa, C KOTOPbIMU NMOCTPOEHbI
WDS-MoCTbI. [1151 TOro 4To6bl BbIBECTU MH)OPMAaLMIO N0 BCEM BCTPEYHbIM TOUKaM, BBEAMTE BMECTO <mac-
afpeca BCTPeyHoW Toukm goctyna> all;

filter — cneuvansHoe €noBO, NOC/E KOTOPOTrO YKa3bIBAKTCA NapaMeTpbl MOHUTOPWHIA, HEO6X0AMMbIE
L1151 BbIBOZA MO OAHOM UM HECKO/TbKUM BCTPEYHBIM TOUKaM A0CTYNa,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI W/ HECKO/IbKMM BCTPEYHbIM TOUKaM A0CTyna.

[nsi BbIBOZA CNMCKa TOUeK A0CTYNa, C KOTOPbIMU NocTpoeHbl WDS-MOCTbI, HAXMUTe nocsie monitoring wds-
entries knaeuwly Tab.

WEP-2L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[Nsi nonyyeHus cnincka napamMeTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WEP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MH(hopMaLMm No BCeM BCTPEUYHbIM TOUKaM AoCTyna

WEP-2L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index (0]

hw-addr 68:13:e€2:35:d6:48

interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ip-addr 100.109.1.207

dhcp-request-status
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr—-1

snr-2

snr

noise-1

noise-2

noise

tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime

mfp
wireless-mode
perftest-capable
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups—-count

twt-support
name

Total Packets:
TX success:
Total Bytes:
Data Packets:

not requested
false
false
false
(0]

(0]

(0]

134
-75
-70
40

39

33

-9

-

-

20M

20M

20M
00:06:08
false

ax

false

97

97

2

(0]

(0]

14

(0]

(0]

1 (not changed)
(0]

none

(0]

Transmitted

100
4300
48

HE NSS2 MCS9 SGI 229.4
HE NSS1 MCS4 SGI 51.6

Received
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Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received

ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%

Multicast groups: none

102



PykoBoacTBO no akcrnyatauun WEP-2L

BbiBog, MHhopMaLMn NO OA4HOW U HECKOSIbKUM BCTPEUYHbIM TOUKaM AOCTyna

WEP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 (eCTb BO3MOXHOCThb YKa3aTb HECKO/IbKO MAC-
azpecos, Harnpumep, monitoring wds-entries 8:28:¢c1:d1:43:15 e8:28:c1:da:ch:80)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | WEP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-2L
perftest-capable | false
snr-rssi-capable | false
|
|
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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Rate Transmitted Received
13% 12
1%
7%
7%
7%

| 7%

I

I

nss2-mcso |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
I

I

I

I

I

7%
7%
7%
16%
15%

nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

~N DDA N0 O 0O O

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WEP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYE€HHOro KoMnMyecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOoM Tovke A0CTyna,
€CTb BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aipecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS4 NO SGI 39
uptime | 00:06:32

WEP-2L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface eltex-
firmware-version (BbIBOZ, OrpaHM4YeHHOro Kosin4yecTsa napaMmeTpoB MOHUTOPUHIA NO BCEM TOYKaM
aoctyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -25
rssi-2 | -20
wireless-mode | ac
I

wds-interface wlanl-wdsl

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -75
rssi-2 | -70
wireless-mode | ac
I

wds-interface wlanl-wdsl

104



PykoBoacTBO no akcrnyatauun WEP-2L

6.13.3 NHhopmaumsa o6 ycTpoincTee

WEP-2L(root):/# monitoring information

system-time
uptime
hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total
cpu-load
cpu-average
is-default-config
vendor
device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-2L

2.7.0 build X
2.7.0 build X
2.7.0 build X

73

28

79

108

2.0

1.33

false

Eltex

Access Point
WEP-2L

WEP-2L
E8:28:C1l:xx XX XX
E8:28:C1l:xx XX XX
WP3C000555

1v3

false

false

firmware update
false
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6.13.4 ViHpopmaLmsa o cepTudankarax

WEP-2L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTBO no akcrnyatauun WEP-2L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201DO50DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex
not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: present
url: https://192.168.1.15:8044
file 'ca.pem':

correctness: true

issuer: /CN=WLC

serial: F15E65D33604010D

subject: /CN=WLC

not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT

file 'cert.pem':

correctness: true

issuer: /CN=WLC

serial: 6813E201D050

subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT

file 'key.pem':

web:

correctness: false

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

status: present
file 'portal.pem':

correctness: true

issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC

subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT
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redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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6.13.5 CeteBas UHpopmaums

WEP-2L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | ec:bl:e®:xx:xx:xx
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-2L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-2L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-2L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-2L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

6.13.6 becnpoBogHble NHTEpPhENCHI

WEP-2L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 1
frequency | 2412 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 27

mode | b/g/n
name | wlani
rfid | 1

status | on

band | 5 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 36
frequency | 5180 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 34

mode | a/n/ac
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6.13.7 XXypHan cobbITuii

WEP-2L(root):/# monitoring events

Jan 23 00:00:07 WEP-2L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-2L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-2L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-2L daemon.info networkd[987]: DHCP-client: Interface br0® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WEP-2L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WEP-2L_2.4GHz' 1into

6.13.8 CkaHunpoBaHue acupa

€ Bo Bpems ocylecTBNEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/OUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-2L{root):/# monitoring scan-wifi

55ID Mode Security BSSID Channel RS5I, dBm  Bandwidth, MHz
AP wpa/wpa2-1x 68:13:E2:1D:8A:33 11 -45 ]
Ap wpaz2-1x 6B8:13:E2:20:4A3:31 B -46 20
AP wpa2 68:13:E2:1D:8A:31 11 -47 28
Ap wpa2 68:13:E2:35:C3:91 B -48 28
AP wpa2/wpa3-1x 68:13:E2:03:92:D1 6 -44 28
AP off 68:13:E2:35:E9:D2 1 -Lta 28
Ap off EC:B1:EB:8C:88:31 11 -G1 28
AP off EB:28:C1:DA:C9:B1 1 -53 28
Ap wpa2-1x EC:B1:E©:21:44:61 B -G3 28
AP wpaz/wpa3-1x 68:13:E2:20:A3:88A 44 -38 28
Ap wpa2 68:13:E2:83:1A:72 36 -39 28
AP off 68:13:E2:83:1A:71 36 -41 28
Ap wpa2-1x EC:B1:EB:8B:82:11 44 -41 20
AP wpa/wpa2-1x 68:13:E2:20:A2:D9 43 -41 ]
Ap wpa2 68:13:E2:8F:40:EB 48 -42 20
AP off EC:B1:EB:8B:82:18 44 -42 28
Ap wpa2 E@:D9:E3:73:86:E8 44 -43 a0
AP off CC:9D:A2:C2:96:D8 46 -G8 28

6.13.9 CnektpoaHanmnsatop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGOPMaLMIO O 3arpy>XeHHOCTV KaHa/10B B AvanasoHax 2.4 u 5 My,
Pe3ynsTaT BbIBOAMTCS B NMPOLEHTAX.

€@ Bo Bpems paboThl CekTpoaHaM3aTopa NPOUCXOAUT OTK/IOUYEHUE BCEX KTMEHTOB OT TOUKM JOCTYNa.
KnuneHTbl NoAKouaTcsl CHOBA TO/IbKO TOTrAa, KOra CreKTpoaHa/IM3aTop 3aKoHUYMT CBO paboTy.
Bpemsi aHann3a BCcex paAvioKaHas/IoB [IBYX AVMANa30HOB COCTABMSET NPUMEPHO 5 MUHYT.
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© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-2L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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6.13.10 Mony4yeHune O0TNaLO04YHON UHhOpPMaLMK

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-2L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosy TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WEP-2L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xxkkxkkkxkkkxkkkxkkkxkkkxkkkx**| 62755 0:00:00 ETA

Ans ayTeHTUdmKaumm yepe3 RADIUS-cepBep HEOGXOAMMO HACTPOUTL NapamMeTpbl AOCTYNa K HEMy.
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WEP-2L(root):/# traceroute <TecTUpyeMbIi XOCT>

Mpumep ncnonb3oBaHUA

WEP-2L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

7.2 Ytnnuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-2L(config):/# tcpdump --help

7.2.1 3axsart Tpachmka c /11060ro akTMBHOro nHTepderica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-2L(root):/# tcpdump -i eth0

7.2.2 CHudpep adhupa

© Ha T/ gonxeH 6bITb BKOYEH Mto6oii VAP B TOM AnanasoHe, oTKyga cobrpaeMcs 3axBaTbiBarh
Tpaduik.

Heobxoanmo BKNKUYUTL crieumasbHblil UHTEPMEIC, KOTOPbIR yiaBnmMBaeT Bce nakeTbl U3 achupa, Ha paboyem
KaHase T/A.
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KomaHAab!

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# radioX (115 ananasona 2.4 'y, — radio0, 115 5 T, — radiol)
WEP-2L(config):/interface/radioX# common

WEP-2L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WEP-2L(root):/# tcpdump -i radiol

7.2.3 HacTpolika yaaneHHol 3anucy gamna Tpadmka

B pa3pgene remote-capture BbINONHAETCA YAasIeHHasa 3anvchb fgamna Tpaduka.
YcTpoiicTBo nogaepxusaeT npotokon RPCAP, no3sonstowmii Npom3soamnTb 3annck gamna Tpaduka ¢
nHTepdenca ycTpoincTea Ha yaaneHHON MallnHe B peXnme OHNawH.

© /115 ypanéHHoro 3axeara NakeToB ¢ pagvonHTepdeiicoB HE0GXOAMMO NOAHATL MHTepdelickl radiol 1/
nnu radio1 13 npeabigyLLero nyHkTa.

KomaHgb! ANnA HacTPOIiku remote-capture

WEP-2L(root):/# configure

WEP-2L(config):/# remote-capture

WEP-2L(config):/remote-capture# enabled true (true — BxktoueHve. [1ns oTkioueHns seeute false)
WEP-2L(config):/remote-capture# disable-authentication true (onuusa nossosser oTkIUNTL TpeboBaHne
ayTeHTudmKaLmm npu Ao6aBNeHUN yaasrieHHOro nHTepdieica Ha yaaneHHoMm xXocTe. o ymonyaHuio: false
— ayTeHTudmKauma 3anpalumBaeTcs)

WEP-2L(config):/remote-capture# port 2002 (2002 — HOMepP NOPTa, KOTOPbIA CAYXUT ANS NOAKIOYEHNS
yAQNIEHHON MallUWHbI. MapaMeTp NpMHMMAET 3HavyeHust oT 1025 Ao 65530. Mo ymonuaHuio: 2002)
WEP-2L(config):/remote-capture# save (CoxpaHeHVe HaCcTPOEK)

[na ypanénHoro nogknoveHus ncnosb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa v nopt. Ans
3TOro, HanprMep, MOXHO 1cnonb3osatb nporpammy Wireshark. 3atem Heo6xo4MMO NOYUYUTb CNUCOK
NHTepdencoB A18 CHUGIMHIa OT YCTPONCTBA, BblOGpaTb OA4MH U3 HUX U 3anyCTUTb CHATME famna C
yAaIeHHOro nHTepdelica.

7.3 Ytunura iperf

[JaHHas yTunmTa ncnonb3yetcs Afs 3anycka notoka Tpaduka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpasnsiiowas CTopoHa Ha3bIBAETCSA K/TMEHTOM, MPUMHUMAOLLLAS — CEePBEPOM.

MonyunTb NoACKasKy No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-2L(root):/# iperf --help
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Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:

HacTpolika cepBepa Ha npuém Tpacumka

root@server:/# iperf -s

3anyck Tpacuka ¢ TA-client B cCTOpOHy cepBepa

WEP-2L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

7.4 Hactpolika pexvnma Radar

®YHKUMOHAN NpeAHasHadyeH ans c6opa MHGOPMaLMK O KTMEHTCKUX YCTPOICTBAX B 30HE [1eCTBUS TOUKM
[loCTyna v nepeaaymn aHHbIX Ha CepBep-KoNIeKTop.

7.4.1 HacTpoiika pagapa c oTnpaBKOl AaHHbIX No npotokony HTTP

KomaHpb! ansa HacTpoiiku cpyHkumnoHana Radar (HTTP/HTTPS)

WEP-2L(root):/# configure

WEP-2L(config):/#radar

WEP-2L(config):/radar# enabled true (Bx/1t0ueHve doyHkumoHana radar. 18 oTkaoveHns seegnte false)
WEP-2L(config):/radar# url http://host:port/service (ykasbiBaeTca URL-CCbI/IKa Ha CepBuC, KOTOPLIA ByaeTt
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-chopmare. MNepegadya Bo3aMoxHa no HTTP/HTTPS)
WEP-2L(config):/radar# scan-interface all (nHTepdeiic, Ha koTopom ByaeT paboTaTb CKaHMpoBaHYe.
Bo3moxHble 3HaueHus: wlan0 — nHtepdoeiic 2.4 I'u, wlanl — nHtepdelic 5 'y, all — ogHOBpPEMEHHO
24TTyn50Tw)

WEP-2L(config):/radar# send-interval 1 (nHTepBan OTNpaskn AaHHbLIX Ha KOMIJIEKTOP. 3HAYEHVE Mo
YMO/IHaHWuIo: 5 CEKyHA)

WEP-2L(config):/radar# mac-source "probe data" (s5100p Tvna gaHHbIX cobrpaembix B ahnpe. BO3MOXHbIe
3HayeHus: probe — TO/ILKO probe request, assoc — TO/ILKO Assoc, data — ToNbKO data, all — Bce Tunbl
NnakeToB)

WEP-2L(config):/radar# scan-channel-timeout 1000 (Bpevs, BbIAe/IEHHOE Ha CKaHMpOBaH/e OfHOro KaHasa.

3HauyeHne No ymoa4aHuto: 200 Mc)

WEP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /15 CKaHNMPOBaHNA B AnanasoHe 2.4 [T,
[MycToe 3Ha4YeHne — CKaHUPYTCA BCE AOCTYMHbIE KaHaslbl)

WEP-2L(config):/radar# scan-limit-channels-5g "'36 40 44 48" (kaHas1 /151 CKaHVPOBaHWA B AvanasoHe 5
'Tu. MycToe 3HaYeHne — CKaHUPYHTCS BCE AOCTYMHbIE KaHaslbl)

WEP-2L(config):/radar# save (CoxpaHeHve HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-2L(root):/# configure

WEP-2L(config):/# radar

WEP-2L(config):/radar# url mqtt://host:port/service (yka3biBaeTcs URL-CChI/IKa Ha CepBuUC, KOTOPLIN ByaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-2L(config):/radar# mqtt-username eltex (1visi nosib3oBatess: HEOOXOAMMO /15 aBTopuU3aLnm Ha
cepBuce-KosekTope)

WEP-2L(config):/radar# mqtt-password Password (naposib: He0OX0AMM [/15 aBTOpU3aLny Ha cepeuce-
KoniekTope)

WEP-2L(config):/radar# mqtt-topic input_mgqtt_topic (ykassiBaetca URL-vaeHTurkaTop cyLHocTen B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-2L(config):/radar# scan-mode passive (pexviv paboTsl pagapa, rae active — touka 40CTyna To/1bKOo
CKaHupyeT ahmp 1 He NpefocTaB/IeT CEPBUC KNIMEHTaM; passive — TOUKa JoCTyna npegocrasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WEP-2L(config):/radar# scan-interface all (nHTepcpelic, Ha KOTopom ByAeT paboTaTk CKaHMpoBaHNE.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHtepdoeic 5 INu, all — ogAHOBPEMEHHO
24TTyn5ITw)

WEP-2L(config):/radar# send-interval 1 (MHTepBan OTNPaBKN AaHHbIX HA KO/IIEKTOP. 3HAYEHMEe No
YMOJ/IHaHWIO: 5 CEKYHA)

WEP-2L(config):/radar# mac-source "probe data" (BL100p Tvna faHHbIX, cobrpaemMsix B achmpe.
Bo3MoXHble 3HaueHus: probe — To/1bKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbI NAKETOB)

WEP-2L(config):/radar# scan-channel-timeout 1000 (Bpems, BbIAe/IeHHOE Ha CKaHUpOBaH/e OfHOro KaHasla.
3Ha4yeHue No ymosiHaHuto: 200 Mc)

WEP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 [i/15 CKaHNPOBaHNSA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-2L(config):/radar# scan-limit-channels-5g 36 40 44 48" (kaHas /19 CKaHVpOBaHWA B AyanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-2L(config):/radar# scan-min-signal -80 (nopor ypoBHsA curHana. Ecnm tTouka goctyna BUANT KVeHTa ¢
YPOBHEM HWXe ykaszaHHOro, MAC-apec K/iMeHTa He nepefaeTcs Ha KOIeKTop, U KIIMEHT He CcUMTaeTCs
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WEP-2L(config):/radar# enabled true (BktoueHve doyHKkumoHana radar. 418 oTkaodeHus seegute false)
WEP-2L(config):/radar# save (coxpaHeHVe HacTpoek)
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CopepxaHne UsmMeHeHumn

CuHxpoHusaums c sepcuein MO 2.5.2
Job6asneHo:

6.3.5 HacTpoiika VAP ¢ BHellHeli nopTasibHOW
aBTopu3auueri

6.8 HacTpoiika napaMeTpoB NOPTa/IbHON aBTopU3aLmm
6.8.1 YnpaBneHue noptasibHbIM cepTUMKaTOM

7 BcnomoraresibHble YyTUANTSI

7.1 Ytunuta traceroute

7.2 Yunuta tcpdump

7.2.1 3axBaT Tpadmka c 1060ro akTMBHOIO UHTepdielica
7.2.2 CHudppep achupa

7.3 Y1nnuta iperf

Vi3meHeHo:

2.4 lnarpamMmbl HanpaBNeHHOCTHU

5.5.1 MoameHio «Radio 2.4 Iu»

6.3.6 JononHuTenbHble HacTpoikn VAP
6.4 HacTtpoiikm Radio

6.7.5 HacTpoiika gatbl 1 BpeMeHU
6.10.4 NIHhopmaums o cepTudpmkartax
6.10.6 becnpoBoaHble NHTEPAIENCHI

CuHxpoHusauums c sepcuein N0 2.3.2
[obaBneHo:
6.9.4 NHhbopmaums o cepTudpmkaTax

Vi3meHeHo:

5.4.8 NoameHto «NHopmauus 06 ycTpoiicTBe»

5.6.2 MoameHto «VAP»

6.3 HacTpoiika BupTyasibHbIx Touek goctyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 ungpoBaHus

6.3.2 Hactpoliika VAP c pexnmom 6e3sonacHoctn WPA-
Personal

6.3.3 Hactpoiika VAP c Enterprise-aBTopusaumei
6.3.4 Hactpoiika VAP c nopTtasibHOIn aBTopur3aumei
6.3.5 [lononHuTenbHble HacTpoiikn VAP

6.4 HacTtpoiikn Radio

6.4.1 JononHuTtensHble HacTpoikn Radio

6.6 Hactpoiika WDS

6.9.3 VHdhopmauust 06 ycTpoiicTBe

6.9.6 becnpoBoaHble NHTepheichl
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Bepcus gokymeHTa

Bepcua 1.6

Bepcusa 1.5

Bepcusa 1.4

Bepcua 1.3

Jarta Bbinycka

09.2023

04.2023

03.2023

06.2022

PykoBoacTBO no akcrnyatauun WEP-2L

CopepxaHne UsmMeHeHumn

CuHxpoHuzaums c sepcuein M0 2.2.0
Job6asneHo:
5.9.2 MNMoameHio «AirTune»

Vi3meHeHo:

5.5.3 NMoameHo «onoNHUTENbHO»

5.6.2 NogmeHto «VAP»

6.2 HacTpoiika ceTeBbIx NapamMeTpoB

6.3.5 [lononHuTenbHble HacTpoiikn VAP
6.7.6 [JononHuTeNbHbIE HACTPOMKN CUCTEMBI
6.9.1 Wi-Fi knneHTbl

6.9.4 CeTteBasi MHpopmauus

CuHxpoHusauums c sepcuein M0 1.7.0
Vi3meHeHo:
6.7 CcTeMHbIe HACTPOIKK

CurHxpoHuzauus ¢ Bepcueii MO 1.6.2
[obaBneHo:
6.5 Hactpoiika DHCP onuun 82

MN3meHeHo:
5.5 MeHto «Radio»
5.6.2 NogmeHto «VAP»

CuHxpoHusaums c sepcuein MO 1.2.5
Vi3meHeHo:

2.3 TexHn4eckne napameTpbl yCTPOCTBa
5.8.2 NogmeHto «Joctyn»
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Bepcus gokymeHTa

Bepcusa 1.2

Bepcua 1.1
Bepcua 1.0

Bepcusa nporpammHoro obecneveHnst 2.7.0

Jarta Bbinycka

01.2022

06.2020

03.2020

PykoBoacTBO no akcrnyatauun WEP-2L

CopepxaHne UsmMeHeHumn

CuHxpoHu3auus ¢ Bepcueli MO 1.2.2
Job6asneHo:

5.4.2 NMoameHio «WDS»

5.7 MeHio «WDS»

6.2.1 HacTpoliika ceTeBbIx NapaMeTpoB C MOMOLLbH
yTUNnTLI set-management-vlan-mode

6.2.2 HacTpolika ceTeBbix napameTpos IPv6
6.5 Hactpoiika WDS

6.6.5 [loNONHUTENbHbIE HACTPOWKN CUCTEMBI
6.8.2 WDS

6.8.7 CkaHupoBaHue ahupa

Vi3meHeHo:

2.2 XapakTepucTuka ycTpoicTea

5.6.1 MoameHo «CyMmapHO»

5.6.2 NogmeHto «VAP»

6.3.5 JlononHnTenbHble HacTpoikn VAP
6.8.1 Wi-Fi KnneHTbl

6.8.3 MHdhopmauus 06 ycTpoiicTee
CuHxpoHu3aums ¢ Bepcuein MO 1.1.0

Mepsas ny6nukauus
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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