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PykoBoacTBO no akcrnyatauun WEP-3L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-3L — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTyNa K pas/iniHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTBO no akcrnyatauun WEP-3L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-3L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CcTbike ¢ npoBogHol ceTbio. WEP-3L nogkntoyaetcs kK nposogHoin cetu yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTpOIACTBO COAEPXKMUT ABa paanovHTepdeiica ans opraHMsauum aByx onsnyecknx 6ecnpoBOHbIX CETENA.

WEP-3L nogaepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmns
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnueaTb WEP-3L B opraHusauusix, rae TpebyeTtcs pasrpaHmyeHme npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMAaTM4ecKoe CorslacoBaHne CKOPOCTU, AYMNIEKCHOTO PEXMMA U NEPEKITIHEHNS MEXAY peXmmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;

* nepegadva aboOHEHTCKOro Tpaduka BHe TyHHeNew;
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* nogpepxka ACL,;

* nogaepxka NTP;

* nopaepxka Syslog;
* nognepxka LLDP.

®dyHkyuu QoS:

* NPUYOpUTET 1 NNaHMPOBaHNE NAKETOB HA OCHOBe Npodunel;

* OrpaHu4YeHue NpPonyckHOWM CNOCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne gaHHbix WPA/WPA2/WPA3/OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-3L.

Cepee
DHCP, RADIUS

PucyHok 1 — ®yHKLMOHaIbHas cxema ucnosibzoBaHmsa WEP-3L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopoCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45
10/100/1000 M6uT/c, aBToONpeaeneHne

BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

2.4T1Tuy, 802.11n: 300 M6uT/C
51Ty, 802.11ax: 1201 Méut/c

2471Tu: 64
5MTu: 64

Iu: no -94 nbm
'y 8o -94 nbm

SN
s

LieHTpasiM3oBaHHaa aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndposaHne WPA/WPA2/WPA3/OWE

nopnepxka Captive Portal

aBTopu3auus yepes RADIUS-cepBep npu BXo4e Ha YCTPOCTBO

Mopaepxka MIMO 2x2 ana 2.4 'y, MU-MIMO 2x2 ansa 5Ty,

Moppepxka OFDMA gns 5Ty,
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YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 128 MB SPI-NAND Flash

RAM 128 Mb DDR2 RAM

MutaHne PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnsemast MOLLHOCTb He 6onee 10,5 Bt

Pabounin gnanasoH Temneparyp oT+5 00 +40 °C

OTHOCKTEeNbHAasA BNaXHOCTb Npu 0o 80 %

Temneparype 25 °C
Fabaputsbl (QUamMeTp X BbICOTA) 200 x 40 mm
Macca 0,4 kr

Cpok cnyx6bl He meHee 15 net
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2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npu namepeHuu

AZIMUTH (X2) ELEVATION (YZ)

s

{}GE (POE)

Anana3oH 2.4 Ty,

105 7

0 60

165 15

AuvanasoH 51Ty,

120 6

10
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WEP-3L BbINONHEHO B N1aCTUKOBOM Kopriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BUA naHenun ycTpoictea WEP-3L nprBegeH Ha pUcyHke 2.

— I TN N
” >= | 7 L ~— Y f \ e
— - | \ GE (PoE = N\ — =0

3
PucyHok 2 — BHewWwH®in Bug, ocHoBHoM naHenn WEP-3L

Ha ocHoBHoW naHenun yctpoictea WEP-3L pacnonoxeHbl crieaytoLne CBETOBbIE NHANKATOPbI, Pa3beMbl U1
opraHbl ynpasneHusi (Taénuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoB YNpaB/eHus

AneMeHT naHesnu OnucaHue

1 LAN CseToBas MHAMKauus coctosHus nopta GE (PoE)
2 GE (PoE) Mopt GE pgna nogxntoveHnsa nutaHna PoE

3 F KHonka cbpoca K 3aBOACKUM HacTpoikam

4  Wi-Fi VHAvKaTopbl akTMBHOCTM cooTBeTCTBYOLWMX Wi-Fi mogynei

11
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHewHuiA Bug, BepxHeli naHenun yctpoictea WEP-3L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHeluHwuii Bua BepxHeli naHenn WEP-3L

Ta6nuua 3 — OnucaHne UHAVYKATOPOB BEPXHEN NaHenw

AnemMeHT naHenun OonucaHue

1 Power VHpukaTop cTtatyca paboThl yCTpoiicTBa

12



2.6 CpetoBas nHgukauus

PykoBoacTBO no akcrnyatauun WEP-3L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA
NHpukatop CocTosiHMe nHamkaropa

Wi-Fi 3eneHblii, ropuT NOCTOSHHO

3eneHsblii, muraet

LAN lopwuT 3eneHblii ceeToamog (10, 100 M6uT/c)/ roput
opaHxeBblin ceeToanos (1000 M6éut/c)
MwuraeT 3eMeHblil CBETOAMO/,

Power 3eneHbliA, ropuT NOCTOSHHO

OpaHXeBblii, rOPUT NOCTOSIHHO

KpacHbliA, FOpUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoucTBa

Cetb Wi-Fi akTnBHa

lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn

YCcTaHOBNEHO coeAnHeHNe ¢
NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM

Mpouecc nakeTHOI nepeaayn AaHHbIX No
LAN-uHTepdoeiicy

BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

YCTPOWCTBO 3arpy>XeHo, HO He NosyyeH
IP-appec no DHCP

3arpyska ycTpoicTea

[nsa c6poca yCcTpoiicTBa K 3aBOACKMM HAaCTpOiKaM HEOBX0AMMO B 3arpy)X€HHOM COCTOSIHAM YCTPOICTBa
HakaTb 1 yepXmnBaTb KHOMKY «F» Ha npoTsbkeHnn 10—-15 cekyHa, noka nHavkaTop Power He HAYHET MuraTb
OpaHXeBbIM LBETOM. MNpon30AAeT aBTOMaTMYECKAs Nepesarpy3ka ycTpoicTea.

Mpwn 3aBOACKMX yCcTaHOBKax byaeT 3anyweH DHCP-knueHT. B cniydae, ecnn agpec He 6yaet nonydveH no DHCP,
TO y ycTpoiicTBa byaeT agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, ums nonb3oBaTens/naposb

ANs goctyna yepes web-nHtepdeic: admin/password.

2.8 KomnnekT nocTaBKu
B komMnekT nocTtaBku BXOOAT:

+ obopygosBaHue paguogoctyna WEP-3L;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO Mo 3kcnayatauum Ha CD-aucke (OnuuoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

13
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

3L

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

YCTPOWCTBO pekoMeHAyeTCs yCTaHaB/IMBaTb HA NOTO/IKE B TOPU30OHTA/IbHOM MOJTOXKEHUMN.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.
Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.
*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.
+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.

He pekoMeHAyeTCsi pa3sMeLLeHne C BHYTPEHHEN CTOPOHbI (hasibLUMNOTO/IKA, TaK Kak METa/IINYECKUiA

Kapkac BbI3blBAE€T MHOIO/ly4eBOE pPacnpoCTPaHeHVe CUrHaNa U ero 3aTyxaHue npvi NPOXoXAeHUN
yepes peLleTKy Kapkaca hasibLInoTosKa.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl [O/MKEH NepecekaTbCs C COCeHe CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraercs ncnosib3osaHne VolP, NOTOKOBOro BUAeOBeLLaHNS U APYroro YyBCTBUTEbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

14
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-3L npy MoHTaxe Ha
NoTOJIKE B TUMOBbIX OPUCHBIX NomeweHnax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 M. Mpy NO/IHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannmueckas pelietka (sueiika 13x6 MM, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 4 — O6was guarpaMmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T

15
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PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MexXxay cocefiHMMM ToukamMu AocTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 MI'y,

AHaI0rMYHO PEKOMEHOYETCA COXPAHATb AaHHbIVI MeXaHn3M pacnpegenieHna KaHas10B Npu pacnosioxXeHnn

TOUEK MeXay aTaxamu (PUCYHOK 6).

SRR

= S =
D,

A

P VLY,
ﬂl‘

PucyHok 6 — CxemMa pacnpefeneHns KaHaoB Mexay COCeAHUMM TOUKaMU AOCTyNa, PacrosIOKEHHbIMU MeXay

ATaKamun

Mpn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyqasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

6170 5330 5

490

MHz MHz MHz

IEEEChamnel # 1S 2 IR 2822

100
104
108

112
116
120
124
128
132
136
140

5730 5735 H835

MHz MHz MHz

3 2BBEE
I I

ZGMHZIHIU\IVV\/V'@ VVVVVVVVVVVY SV VY
somiz iV VN LV |
80 MHz / \/ . \ !

160 MHz [T
Examples of [
non-contiguous
VHTB0+80 MHz L
setup

|
[
[

SR

TR,

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,

MpuMep cxeMbl pacnpeseneHnst KaHas10B MeXay COCeAHUMM ToYKaMu B gnanasoHe 2.4 Ty npu WwWupuHe

kaHana B 20 MI'y, npuBefeH Ha pucyHke 5.
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTUKOBOIO KPOHLUTEHA NOKa3aH Ha pUCYHKe 8:

CTeHa

NNacTUKOBbIN KPOHLUTENH

PucyHok 8 — KpenneHuve KpoHLLUTeliHa Ha CTeHe

a. Mpu ycTaHOBKe KPOHLLTeHa NponycTTe NpPoBoJa B COOTBETCTBYHOLLME Na3bl HA KpOHLITEHE (PUCYHOK
8).

6. CoBmecTuTe TpW OTBEPCTUA ANA BUHTOB Ha KpOHUJTeVIHe C TaKNMK Xe OTBepPCTUAMM Ha noBepxHocTu. C
NMOMOLLBIO OTBEPTKU MPUKpenntTe KpOHLUTeVIH BUHTaMWn K NOBEPXHOCTW.

2. YcTaHOBUTE YCTPOICTBO. Cxema nprBefeHa Ha pucyHke 9:

KPOHLUTENH

YCTPONCTBO

PucyHok 9 — YcTaHoBKa ycTpoiicTea (BUa cnepeam)

a. MoaknounTe Kabenu K COOTBETCTBYOLMM pazbemMam ycTpolicTea. OnvcaHne pa3beMoB NprBeAeHO B
pasaene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C KPOHLUTENHOM 1 3addUKCMPYIATE NONOXEHME, NOBOPaynBasi no 4YacoBoii
CTperke.
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4.2 YcTaHOBKa yCTPOWCTBa Ha (0asibLUNOTONOK

@ He pexomengyeTcs pasMmelLieHne CO BHYTPEHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTannyeckuii
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNIMYECKNN KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — N1aCTUKOBbI KPOHLLTENH; 4 — YCTPOWCTBO.
PucyHok 10 — MoHTax ycTpolicTBa Ha 0asibLUNOTOMOK
1. 3akpenute MeTa/I/IMYECKNI 1 NNACTUKOBbIV KPOHLLTEMHbI Ha noTosike (prucyHok 10):

a. CoeivHMTE NNACTMKOBbIV KpOHLLUTENH (3) Ha dpanbLunoTonke ¢ MeTannmueckum (1) B cnegytowem
nopsiake: METa/I/IMYECKNIA KPOHLLITEH -> NaHe b APMCTPOHT -> NM1ACTUKOBbIA KPOHLUTEH.

6. B naHen ApMCTPOHT NPOpPexXbLTe 0TBEPCTME PAa3MEPOM C OTBEPCTUE META/IINYECKOrO KPOHLUTEHA.
Uepes AaHHOEe 0TBEPCTME 3aBOAATCS NPOBoA.

B. COBMECTUTE OTBEPCTMS HA METa/I/IMYECKOM KPOHLUTEHE, NaHenn APMCTPOHT U M1acTUKOBOM
KpoHLTeliHe. [lanee COBMeCTUTe TpU OTBEPCTUSI A1 BUHTOB Ha M/1acTMKOBOM KPOHLUTEHE C TaKuMK e
OTBEPCTMAMM Ha MEeTa/I/INYECKOM KPOHLLUTeliHe. C MOMOLLbI OTBEPTKM COeAUHUTE KPOHLUTENHbI BUHTaMM.

2. YcTaHOBUTE YCTPOIICTBO:

a. MoaknounTe kKabenu K COOTBETCTBYOLMM pasbemam ycTpolicTea. OnvcaHne pa3beMoB NprBEAEHO B
pasgene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C MNAACTUKOBbLIM KPOHLITENHOM 1 3addUKCMPYIATE NOMNOXEHME, NOBOpaynBas
YCTPOIACTBO NO YaCOBOW CTPESIKE.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA
[N CHATUS YCTPOICTBA C KPOHLWTENHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v naposs.

WEP-3L

3. BBegnTte ums nonb3oBaresnsi B CTpoke «BBeauTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3asogckue ycTaHOBKM: N0TMH — admin, naposnb — password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIA COCTOSIHUSA YCTPOICTBA.

LELTEX  WEPaL

MOHHTOPHHT Radio VAP CeTeBble HacTponkH BHEIIHWE CEPBUCDI Cuctema -~ (BbIx0a)

WI-Fi KIMeHTbl W3nenue WEP-3L
AnNnapaTtHan Bepcua i
CTatucTuka no Tpadunky
3asofckoi MAC-aapec EC:B1:E0:2B:DE:30

CraHuposanue a(upa
CepWitHbIi HOMEp WP4C000081

JKypran cobbmuit Bepoua 110
CeTesan WHopMmaLma PesepeHan sepcuA MO
Bepcua sarpysumka
WHpopmaums o P Py
PaAHOUHTEPpENCaX CucTemHoe Bpema  15.04.2025 10:49:28

WHchopmalma ob ycTpoicTee » Bpems paboTsl 0 o, 00:03:57

3arpyaka LNy T%

Mcnenb3yemas namate @ 92 MGanT / 121 MBaiT

Z OGHOBHT
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PykoBoacTBO no akcrnyatauun WEP-3L

5. Npy HeoBXOANMOCTU MOXHO MEPEKIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-3L gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

eLTEX  WEP-3L

MOHWTOPHHT Radio VAP CeTeBble HaCTPONKK BHeLIHHE CEPBUCH Cucrema - (BbIx0A)

Wi-Fi KNWEHTbI Wzpenue WEP-3L
AnnapaThan BepcvA w1
CratucTuka no Tpaguky

3asoackoi MAC-anpec EC:B1:E0:2B:DE:30
CKaHMpOBaHHe a(upa
CepuitHblii HOMEp WP4C000081

HypHan coBbITi Bepcua MO
CeTesan WHOPMALMA PesepaHan sepcna M0
WHeopMaLys o Bepcna sarpyauka
PaavoHTEpheiicax CHCTeMHoe BpeMa 15.04.2025 10:49:28
Whchopmauua of ycTpoiicTee » Bpema padoThbl 0 aH, 00:03:57

3arpyska LMY
Vcnoneayemas namaTe @ 92 MGaiT / 121 MGainT

£ OGHOBHTL

5.2 TpumeHeHne KoHdurypaumm n 0TMeHa U3MEHEHNIA

1. MNpumeHeHre KoHurypawmm

Mpy HaXXaTUn KHOMKMN 3anyckaeTtcsi npouecc coxpaHeHus koHgurypauum Bo flash-
namsTb YCTPONCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikn BCTynaroT B cuy 6e3
nepesarpysku ycTponcTaa.

B web-uHTepdpeiice Toukn AocTyna peannsoBaHa BrlyasibHasi VHAMKALMS TEKYLLErO COCTOSIHUSA npoliecca
npYMeHeHnst HacTpoek (Tabnuua 6).

Ta6n|/|u,a 6 — B|/|3yaana;| NHONKaUnA TeKyLero CoOCToAaHuUA npouecca npuMeHeHna HaCTpoek

BHelwLHWi1 BUA, OnuncaHne coCToAHUA

Mocne HaaTus Ha KHOMKY «[TPUMEHNUTB» MPOUCXOAUT MPOLLECC NMPUMEHEHUS U

3anuncy HacTpoek B NaMsThb ycTpoiicTBa. O6 3TOM MHDOPMUPYET 3HAUOK &l B
Ha3BaHWM BKIAAKN U Ha KHOMKe «MPUMEHUTb».

O6 ycrnewHoM COXpaHeHUN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAUOK

B Ha3BaHWUW BKagKW.

2. OTMeHa U3MeHeHuM

© OTmeHa n3MeHeHui NPOM3BOANTCS TOMBKO [0 HAXATUA Ha KHOMKY «[pUMeHUTBL». MpU HaXKaTUK Ha
KHOMKY «[pUMEHUTb» N3MEHEHHbIE Ha CTpaHuLEe napamMeTpbl OyayT 06HOB/EHbI HA TEKYLLME 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoicTea. [locne Haxatusa Ha KHOMKY «MpuMeHUTb» BO3BPAT K NpeablayLuum
HacTpoikam 6yaeT HEBO3MOXEH.

. . X OTmena
KHoMkKa oTMeHbl U3MEHEeHU NMeeT cnegywownn suna:
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PykoBoacTBO no akcrnyatauun WEP-3L

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

c(TEX  WEP-3L

MoHMTOpUHT  Radio /AP CeTeBble HACTPOMKM BHELLHWE CEPBUCHI cvctema -

Wi-Fi KnMeHTBI Manenue WEP-3L
AnnaparHas Bepcua vl
CTaTucTuka no Tpadmky
3apofckoii MAC-aapec EC:B1:E0:2B:DE'30
CKaHupoBaHne apupa
CepuiHbIi Homep WP4C000081

Hyptan coOsiTHia Bepcua M0

CeTesan HHpOpMaLMA Pe3sepeHas Bepcus Mo
. Bepcua sarpysunka
WHMOpMaLKA 0 P Py
paguouHTe

ficax CHCTeMHOe BpeMa  15.04.2025 10:49:28

WHthopmaums of yCTpoicTEe > Bpems pacoTl 0 A, 00:03:57

3arpyska LIy
MCnonb3yeMan namsts @ 92 MGaiT / 121 MoaiT

Z OGHOBHTL

© 000 Mpednpusmue "3nmexc’, 2024 Bepcus 10: (Bepcus WEB:

OKHO Nonb30oBaTebCKOro MHTEepdieinca pasneneHo Ha NATb obnacTe:

1. Bknagku MeHio — Ans rpynnupoBKM nogMeHio no kateropusim: MoHutopuHr, Radio, VAP, CeTeBble
HacTpoliku, BHelwHue cepBucol, Cuctema.

2. Bbl6op A3blka MHTEpdeica 1 kHomka «(BbIXoa)», NpeAHasHaYeHHas A1si 3aBeplueHnsl ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagkv nogmeHo — 415 ynpas/ieHns nosieM HacTpoek.

Mone HacCTpoOeK yCcTponcTea — 4J/19 NPOCMOTPA AaHHbIX Y KOHUrypaumm.

WHdopmaunoHHoe none, otobpaxatoLee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

arw
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PykoBoacTBO no akcrnyatauun WEP-3L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

=LTEX  WEP-3L

MoHuTOpUH Radio VAP CeTeBule HacTpOHEM Bhelwnre cepencsl Cucrema - (ebixon)

Wi-Fi knmerTel > & OOHoBuTL

CramvcTika no Tpadimky Ne  WwmAxocTa IP-agpec MAC-aapec WnTepdpedic  Link Capacity Link Quality Link Quality Common RSSl. aBm SNR,aB  TxRate RxRate TXBW, Mru RXBW, MMy Bpems paGorTel

o 1 12T 10.24.80.45 76:12:31:98:05:ba  wiant-v 30 6 7 -90 7 VHT NSS2.MCS239  VHT NSS1-MCS2195 20 0 04:51:05
CraHupoBaHUe Scvpa Xiaomi-12T 1024 81 6:12:31.98:05:D: lan1vad & 7 ai HT NSS2.1 HT NSS1-MCS2 19 2 0

- P enaHo / npuHaTo BCero, Gaim 2 058 102/ 824 031 Mepeano ¢ oumbkams, naketos
KypHan cobermi

naketos 6565 MoBTops! Nepe

i NEPHOR, NKETOB

Ceresan uHhopmaLma - i
NPUKATO JaMHLX, BaRT 1916 777 /532653

QG1uee 4HCNo NoBTY; gy, nakeros 2393

ViichopmaLa o Tepenano / NPHHATO A2HHLIX, NBKETOB 6 558/ 2 380 CHKOPOCTS NEPEAadM / NDHEMa, KOHTIC

PapHonHTepGeticax Moaynauma Nepenaro naxeros MpussTo naketos

Wrbopmauws o ycTpolicTee OFDME 9 0% 8996 80%

NSS1-MCS0

NSS1-MCS1 447 623

NSS1-MCS2 2

NSS1-MCS2 0
1

N$S1-MCS4

NS$1-MCS6
NSS$1-MCST

N$82-MCS0 526

o
o
NSS1-MCS5 61 1% 0
1
1
1 1
NS$2-MCS1 1523 2
NS$2-MCS2 1
N$S52-MCS3 923 14%
NS$2-MCS4

N$S2-MCS5 22

e e o Mo ow

NS$2-MCSS 32 0%

* Ne — HOMep NOAK/TIFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec nogKNHYEHHOro YCTPONCTBA;

+ MAC-adpec — MAC-agpec NoaK/It04EHHOro YCTPOICTBA,;

* ViIHmepdpelic — nHtepdpelic B3ammogenctena WEP-3L ¢ nogknto4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3heKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kaokaoi
MOAYNALMMN [0 KTMEHTA, U NOHNXKAOLLMX KO3hmLUmMeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoAyNAunn AN MakCUMa/ibHOro Tuna nss,
noAzepXX1MBaemMoro KfmeHToM). MuHuMmanbHoe 3HaueHne — 2% (B ciyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHue 10 cekyHg,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaB/EeHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZIMH NakKeT A0 KNMeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHve 10 cekyHp;

* Link Quality Common — napameTp, KOTOpPbI/i 0TO6pPaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH MakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcsl 3a Bce
BPEMSs NOAK/TOHYEHUS KNTNEHTE,;
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PykoBoacTBO no akcrnyatauun WEP-3L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TIYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.
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PykoBoacTBO no akcrnyatauun WEP-3L

5.4.2 TMoameHto «CTatnUCTuKa no Tpaduky»

B noameHio «CTaTucTuka no Tpadmky» 0TobpakaroTcsi rpacuky CKOpoCcTU NepesaHHOro/nosry4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢
MOMEHTA BK/IIOUEHMSI TOUKM AOCTyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacbmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdoeincbl TOUKM AOCTyNa 3a nocnegHue 3 MUHyThl. Fpaduk aBToMaTnyeckm
06HOBNAETCA Kaxable 6 CEKYH/,.

=LTEX  WEeP-3L

Motarrop: Brewkue capeuct:

WLAND TRx Knps. WLAN1 TRx bps
R0 Kops (max 145ps) R 0bps (max 0bps)
@ Tic 0kops (max 0 kops) ® Tc 0bps (max 0ops)

Kops. bps
T o
1 ]
09 o
08 ]
08 o
or ]
05 ]
05 ]
0s o
04 o
03 o
Wrncpopual 03 ]
0z o
[X] ]
01 o
o o]

153115 153127 153139 153151 153200 153245 153027 153039 153251 153303 153315 153327 153330 153351 153403 153415 &s 153115 153127 153139 153151 153203 153245 153027 153039 153251 153303 153315 153327 153330 153351 153403 153415 ts

LAN TwRx kbps:

Ry 6.9 4bps (max 10 Kope)
@ T 18.4 Kops (max 18.9KDps)

o T————T ——— v
153115 153127 153139 153151 153203 153215 153227 153239 153251 153303 153315 153327 153339 153351 153403 153415 ts

Mepepato v

TIpHHATO v
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,
*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

Mepenaqo ~

Mnrendeirc Boero nakeros Boera Bait COrpowsna nakeos Dumbrn
LAN 2442 053123

OnucaHue Tabnuupbl «MpUHAMO»:

* ViIHmepdpelic — nms nHtepelica;
* Bceao nakemos — KONM4ecTBO YCNELIHO NPUHATLIX NAaKETOB;
+ Bceeo 6alim — KONMYecTBO YCMNELHO NPUHATBLIX 6aiiT;

+ OM6pPOWEHO Nakemos — KONMMYeCcTBO NaKeToB, OTOPOLLIEHHbIX NPY NOyYEHUY;
* OWUbKU — KONNYeCTBO OLUNOOK.

MPUHSRTO

Hrrepdpeiic Boera nareTos Bcera Gaiir Cripoweno nareTos OwnGrn
LAn 1258 1250022
WLAND 512 402382

WLAN1

wian0-val
wianO-vat

wlan0-vaZ
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5.4.3 TMoameHo «CkaHMpoBaHue adompar

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

=LTEX  WEP-3L
: -
MoHuToprHT Radio VAP CeTeBkle HACTPOHKM BHellHKe cepencE! Cuctema TR (BeDXon)
Wi-Fi knuenHTsl L ASERT IR S Mocnegkee craHuposanme Buino 05.05.2025 06:27:32
Cravctika no Tpadmky s
240y 51Ty
Cranmposakine adupa > NuanazoH SSID Pexum BezonacHocTH MAC-appec Kanan / Inpuna RSSI, pbm
Hypran cobeimii 24Ty Open E0-DY-E349D5-00 1420 15
Ceresan undopmauma 24Ty Open E8:28:C1:ET:FB:61 11720 -16
WHchopmauya o 24Ty Open 68:13:E2:C3:92:D1 6/20 -37
paguouHTEpdheiicax
241y Open 68:13:E2:C3:92:02 6120 -40
Wrcbopuauys of yeTpoiicTee
241y COpen E4:5AD4EZAT:F1 6/20 -40
241y Open E4:5A:D4:E2ATF3 6/20 -41
241y Open 00:EE:AC:86:70:17 11/40U -43

[na 3anycka npouecca ckaHMpoBaHUA adompa HaxXMmnTe Ha KHonky «CkaHupoBaTb». [ocrie 3aBeplueHns
npowecca Ha CTpaHuue NoSBUTCS CMMCOK 0OHApPY)XEHHbIX B paanoadmpe Tovek AocTyna v MHhopmaumns 0 HUX:

* [locnedHee ckaHuposaHue 6b1/10... — fata v Bpems nociefHero CKaHMpoBaHus;

+ [Juana3oH — yKasbiBaeTcs agnanasoH 2.4 I'Tu nnn 5 'y, B KOTOPOM Obl/la 06Hapy)XeHa To4ka A0CTyna;
+ SSID — SSID o6HapyXeHHOW TOUKN A0CTYNa;

+ Pexxum 6e3onacHocmu — Pexnm 6e30MacHOCT 0GHapYXEeHHOW TOUKN AOCTYNa;

MAC-adpec — MAC-aapec 06HapyXeHHOW TOYKM A0CTYNa,;

* Kanasi/lLlupuHa — paguokaHas, Ha KOTOpoM paboTaeT 06Hapy)XeHHast Touka JoCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOIACTBO NPUHNUMAET CUrHaUu1 0BGHAPY)XEHHOWM TOYKM A0CTYNna, ABM.

© Bo Bpems ocylecTBNAEHUSA CKaHMPOBaHUS achnpa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/OUEH, YTO
npueeneT K HEBO3MOXHOCTM nepegaudn gaHHblx Ao Wi-Fi KnneHToB BO BpeMsi CKaAHMPOBaHWS.
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5.4.4 TMoameHto «KypHasn cobbITU»

PykoBoacTBO no akcrnyatauun WEP-3L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cneaytoLLyo MHOPMaLH:

-~
LTEX  WEP-3L
MoHHTOPHI Radio VAP CeTeBuie HacTpoikn Bhewnme cepencel Cucrem: u (ebxog
Wi-Fi knuenTsl (1o mT N | W Ouncrie
CTaTucTHEa no Tpagky
[ata v Bpema Twn Mpouecc Coobuwenne
Cranuposatine xbupa Apr1511:41:14 daemon.info scanwlan[2303] scan on interface ‘wlan1' finished
Hyphan cobermi > Apr 15 11:41-14 daemon info scanwlan[2303] scan on interface 'wian0' finished
Certesan uHdopmauua Apr1511:41:14 daemon.info scanwlan[2303] start scan on interface 'wlan1'
WridhopmaLya o Apr1511:41:14 daemon.info scanwlan[2303] start scan on interface ‘wlan0’
papuoutTepceiicax Apr 15 10:49:27 authpriv.info weblogin[1655] pam_unix(weblogin-session): session opened for user admin
Viscpopmavyn 06 yeTpoiicTee Apr 15 10:49:01 auth.wam weblogin[1640] pam_authenticate call failed: User not known to the underlying authentication module (10)
Apr 15 10:48:58 authpriv notice weblogin[1640] pam_unix(weblogin‘auth): authentication failure
Apr 15 10-48:58 authpriv.notice weblogin[1640] pam_unix(weblogin-auth): check pass; user unknown
Apr 15 10:46:51 daemon.warn networkd[1163] Board has low free memory (1 MB, limit is 11 MB), dropping caches

« [ama u Bpemsi — BpeMms, korga cobbiTe 6bI/10 CreHEPUPOBAHO;

Tun — xaTeropus 1 ypoBeHb BaXKHOCTU COGbLITUS
Mpoyecc — nmsi NpoLecca, CreHepMpPOBaBLLErO COO6LLEHNE;

+ CoobujeHue — onucaHmne coobITus.

Tabnmua 7 — OnucaHne Kateropuini BaXxHoCTu cobbITuii

YpoBeHb Tvn BaXHOCTU COOOLLIEHW

0 UpesBblualiHble (emergency)

1 CurHans! Tpesoru (alert)

2 Kputnueckue (critical)

3 Owwn6ouHbIe (error)

4 MpepynpexaexHuns (warning)

5 YBepomneHus (notice)

6 WHpopmaumorHble (informational)
7 OTtnagouHble (debug)

OnucaHune

B cucteme npousolsia kputndeckasi owméka,
cucteMa MOXeT paboTaTth HeNpaBUIbHO

Heo6xoayMo HeMeaIeHHOe BMellaTelbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas ombka

B cnucteme npousolunia owmbka

MpeaynpexaeHue, HeaBapuiiHoe COObLLEHNE
YBeLOM/IEHNE CUCTEMbI, HEaBapuiiHoe CoobLLEeHME
VIHdhopMaLmoHHbIe COOBLLEHMS CUCTEMBI

OTnagouHble coobLeHUs NpeoCcTaBsAoT
No/b30BaTeNto MHPOPMALIMIO A5 KOPPEKTHOIA
HaCTPOIKN CUCTEMBI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHaUs1e COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IMTb, HAXaB Ha KHOMKY «OUNCTUTb».
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5.4.5 lMogmeHto «CeTeBas MHGopMaLns»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

MoHuTOpUH Radio VAP CeTeBule HacTpoMKM BHelunmne cepeucs! Cucrema - (ebixog)
Wi-Fi knuenTel Cratyc WAN
CramucTuka no Tpadmky Wntepdeiic br0
- I MpoTokon DHCP
Cranwposanne scvpa
IP-agpec
HypHan cobumai
MpuHATO 378.9 Mbai (397 333 464 Gaiir)
Ceresan uncpopniauya > Mepeavo 3.7 MBaitr (3 854 335 Baitr)
Wndbopuauma o
paavonHTepdhelicax Ethernet
Cocrosnie nopra Down
Wndopmauya o yeTpoiictee
ARP ~
Ne IP-agpec MAC-appec
0 D8:5E:D3:60:AD:F4
1 14:.DD:A9:E1:5F:3A
2 18:C0-4D:C&:0A:DB
3 D&:5E:D3:60:AD:F2
4 E0:D9E3ESE1:40
MapLwpyTel ~
Ne Wntepdeiic Hasna4eHue Lintos Macka ®naru
0 br0 0.0.0.0 10.24.80.1 0.0.00 UG
1 br0 10.24.80.0 0.0.00 2552552550 U
Craryc WAN:

* MIHmepdpelic — nms bridge-nHtepdelica;

+ Mpomoko/s1 — NPOTOKON, UCNOosb3yeMbIin ansa goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

* [MpuHsIMO — KONNMYecTBO NPUHATLIX Ha WAN 6GaiT;

+ [MepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiir.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopocmb — CKOpPOCTb MOAK/IYeHUS no nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:

* Full — nonHbIi aynnekxc;

+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MIhmepghetic — nms bridge-nHtepdeiica;

* HasHavyeHue — |P-agpec xocTa uav NoACETN Ha3HAUYEHNS, A0 KOTOPbIX YCTAHOB/IEH MapLLpPYT;
* Umo3 — IP-agpec wno3a, Yyepes KOTopbIii OCYLLLECTBSETCA BbIXOA Ha agpecara;

+ Macka — macka nogcety;

* ®sazu — onpefenieHHble XxapakTepucTUK AaHHOTro MapLipyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/IOYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLLyM Ha NOoKasIbHOM cucTeme, NocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHVMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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5.4.6 TMoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WEP-3L.

LTEX  WEP-3L

MoruTopmHr Radio VAP Cetestle HacTpoWKH BHewHue cepeucs! Cucrema -

Wi-Fi knuenTul Radio 24 Ty
CratncTika no Tpadmiy Cratyc Brnioweto

o e MAC-appec EC.B1.E0
CraHuposanie agmpa
Pesxtm IEEE 802.11b/g/n
Hypan cobermit
Kanan 1(2412 M)

Cetesan MHbOpMaLWMA Linpua kavana, My 20

Whchopmauma o Radio 5T

pagvouHTepdedicax >
Cratyc Brnioueto
WHdropmauma o6 ycrpoiictee
MAC-appec EC:B1.E0:
Pesxum IEEE 802.11a/niaclax

Kanan 44 (5220 My}

LpyHa kanana, MMy 20

PagnovHTepdelicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 paamovHTepeincos oTpaxxaeTcs B O4HOMMEHHOM napameTpe «CTtaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /11 Ha JaHHOM paguovHTepdelice BK/IIOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae, ecnv Ha pagnovHTepderice umeetcst XoTsi 6bl ogHa aktuBHas VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «Bk1oYeHo», Havye — «BbIKMHYeHOo».

B 3aBucmmocTu oT ctatyca Radio Ans MOHUTOpUHra 4OCTynHa cneayouan nHpopmayms:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexcum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAKYEHOY:

+ Cmamyc — cOCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* WupuHa kaHana, MMy — wrpuHa Nonockl 4acToT KaHasia, Ha KOToOpoM paboTaeT paguonHTepdeiic.
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5.4.7 MoameHto «MHGopmauusa 06 ycTporicTee»
B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-3L.

=LTEX  WEP-3L

MoHuTOpUHT ~ Radio VAP CeTeBbie HACTPOMKY BHELLHHE CEPBHCH Cucrema o~ (BbXOJ)

Wi-Fi KnHeHTEl Wanenve WEP-3L
AnnapatHas Bepcus vl
CTaTMCTHKA N0 TPadMKy
3asogckoit MAC-agpec EC:B1.:E0:2B:DE:30

CraHuposaHue apupa
CepuitHBIR HoMep WP4C000081

JKypHan cobsITHit Bepcus MO
CeTesan nH@opmauwa PesepsHan sepcua M0
WHchopMELHs O Bepcua 3arpys4nka
panmouHTepelicax CucremHoe spema  15.04.2025 10:49:28
Wrdopmayns ob ycTpoicTse » Bpems paboThl 0 gH, 00:03:57

3arpyska Ly 7%
WMcnone3syeman namaTe @ 92 MBaiT / 121 MBaiT

= OGHOBHMTH

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ Annapammdasi Bepcusi — BepCus annaparHoro o6ecneyeHnst yCTpoicTBa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENeEMm;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTBa;

* PesepsHas sepcus O — npefbiayuias yctaHoBsieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe speMs — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska L[1Y — cpefHuin NpoLEeHT 3arpy3kun npoueccopa 3a nocnegHue 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOICTBA.

31



PykoBoacTBO no akcrnyatauun WEP-3L

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

MOHUTOpUHT Radio VAP CeTeBbIE HACTPOMKN BHELLIHHE CEPBUCHI Cuctema -~ (BbIXOM)
Radio 2.4 TTy>» ObLwne
Radio 5Ty Pexum IEEE 802.11b/g/n v
HononHuTenkHo ABTOMaTHYECKNA BbI0OP KaHana
OTpPaHMUUTL CUCOK KAHAMOB

WupuHa kanana, My 40 v
OCHOBHOI KaHan Upper v
MolUHOCTE crHana, A6m 16 v

KaHanbHaA CkopocTk nepena4n Auto v

LONonHUTENBHO v

Pexcum — pexum paboTbl MHTepheica cornacHo cneyowmum ctTaHaapTam:

+ IEEE 802.11n;

+ |IEEE 802.11b/g;

+ |EEE 802.11b/g/n.
Asmomamuyeckuli 8bI160p KaHa/1a — NMPU YCTaHOB/IEHHOM dp/iare Touka OyaeT aBTomMmaTuyecku
BblOMpaTh HaMMeHee 3arpyXeHHblin pagunokaHan onsa pabotbl Wi-Fi-nntepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;
KaHnasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrnucoK KaHas108 — Mpu YCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHnYeHHbI Nob30BaTeIeM CNUCOK KaHa/10B 411 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNMCOK KAHaI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa focTyna 6yaet BbloupaTtb pabounii KaHas U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 2.4 I'u; 1-13;
WupuHa kaHana, My — WwnprHa nosiockl YacToT KaHasa, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HaveHmnsa 20 n 40 Ml
OCHoBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPOMNYCKHON CNOCOBHOCTY CTaTUYECKM
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPUYHbIM KaHanamu. MNepBuYHbI KaHasl MCNO/b3YeTCs KNMeHTaMu, KOTopble NOAAEPXKMBAIOT TO/bKO
nosaocy nponyckaHusa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;

+ Lower — nepBWYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 Mru,.
MowHocmb cuzHasia, 0bm — perynuposka MoLHOCTK curHana nepegaryuka Wi-Fi 8 gbm. MpuHnmaet
3HaueHve ot 11 go 16 gbwm;
KanasnbHas ckopocmb nepedadqu — (OUKCUPOBaHHasi CKOPOCTb 6eCcnpoBOAHON Nepefayn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11.
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© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NoAXOoAAaT nog onpegeneHme «OCHOBHOM KaHas» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OONONHUTENEHO v~
OBSS Coexistence
KoOpOoTEWA 23LMTHEIA WHTEpBaN
STBC
Mepweg oTNpaEkH cnyxeSHexX 100
cooDLEHUA, MC

Mopor doparmesTaumy 2346
Mopor RTS 2347
Arperauma

KopoTkas npeamSyna

UWendnep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WMM)
Pexcum pabote DHCP ignore w
Snooping

Brnrounte QoS

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHUWSA LVPUHbBI KaHana npu 3arpy>eHHom
pagmnoacphupe. MNpun yctaHOBNEHHOM dh/iare peXXum BKJ/THOUEH,;

+ Kopomkul 3awyumHbil uHmMepsas — NoAAEePXKKa YKOPOUEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHble, UCNO/b3ys 3alnTHbI nHTepBast B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepPXMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,

+ STBC — meToq, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUS, HAaNpPaB/IeHHbIV Ha NOBbILLEHNE
HaeXHOCTU nepesayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCNN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dhiare yCTPOMCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBEH, YCTPONCTBO HEe NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;
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lMepuod omnpasku c/y»xebHbiX coobweHUl — Nnepuog nocbinku Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHnsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpOKoBELWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuumn 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOYaHuio;
* remove — ToYKa [OCTyna yganset 3HayeHve onuun 82;
* replace — Touka JoCTyna NOACTaBNAET WY 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HaveHunsa napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTpoincTaa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbIn RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napameTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6oOp pasgenuteneii oktetoB MAC-agpeca, KOTopblil nepefaercs
B CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepene AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) N

Data 1 (Buaeo) 1 -

Data 0 (Fonoc)

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (DoH)

Data 2 (Best Effort) q

Data 1 (Buaeo) 2 5 B

Data 0 (Fonoc) 2

w
-
~
-

47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadvk nepefaeTcs oT TOUKM
A0CTYna K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefiHenpropuTeTHas oYepe/b, CPeaHss NPornyckHas Croco6HOCTb U
3aZepxka. B faHHylo ovepepb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'osoc) — BbICOKONPUOPUTETHANA ouepeb, MUHUMa/IbHblE 3aePXKN. B faHHOl
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMAaEeT 3HavyeHns 1-255;

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXngaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoi kaapa,
3a4aeTcs B MUIINCEKYHAax, NpuHMmMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKM JocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMst MMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

PykoBoacTBO no akcrnyatauun WEP-3L

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica

YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

(TEX

MOHUTOPHHF Radio VAP CeTeBble HACTPOAKH BHELUHWE CEPBMCh CucTema -~ (BbiIXOM)

WEP-3L

Radio 2.4 My OBwme

Radio 5 Ty > Pexmm IEEE 802.11a/n/ac/ax A
[HononHuTensHo ABTOMATM4ECKHA BLIOOP KaHana

OrpaHuiNThL CNMCOK KaHanos

[ =z

Luputa kaHana, My 40 v
OCHOBHO# KaHan Upper ~
MowHoCTL curHana, ABm 19 v

KaHansHaa cKkopocTh Nepenayn Auto ~

[JononHuTensHo v

Pexxum — pexum paboTbl MHTepdelica cornacHo cTaHgapTam:

+ IEEE 802.11ax;

+ |IEEE 802.11a/n/ac;

+ |IEEE 802.11a/n/ac/ax.
Asmomamuyeckuli 8b160p KaHa/1a — MPU YCTaHOB/IEHHOM dp/iare Touka OyeT aBTomMmaTuyecku
BblGMpaTb HaMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMN CTaTUYeCKOro paboyero kaHana,
Kanasn — BbI6Op kKaHana nepefayun gaHHblx;
OepaHuyums CrnucoK KaHas108 — Mpu YCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHMYEeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHa/0B 47151 paboTbl B aBTOMAaTU4eCcKoM pexunme Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTb CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/I0B AaHHOro
AnanasoHa yacTtoT. KaHanbl ananasoHa 5 'u; 36—64, 132-144, 149-165;
UupuHa kaHana, MINy — wmvprHa Nnonockl YacToT KaHaa, Ha KOToOpoM paboTaeT Touka AoCTyna,
npuH1UmaeT 3HaveHuns 20, 40 n 80 My,
OCHOBHOU KaHa/1 — NapaMeTp MOXET ObITb M3MEHEH TO/IbKO NPW MPONYCKHOW CMOCOGHOCTU CTaTUYeCKM
3afjaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o6nacTtu. 3Tn ABa kaHana 20 MI'y, Ha3biBatOT NEPBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/TbKO
nosaiocy nponyckaHnsa kaHana 20 My,

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;

+ Lower — nepBuWYHbLIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 Mru,.
MowHocmb cuzHasia, 0bM — perynuposka MoLHOCTK curHana nepegaryuka Wi-Fi 8 gbm. MpuHnumaet
3HadeHue ot 11 go 19 abwm;
KaHasnbHas ckopocmb nepedadqu — (OUKCUPOBaHHasi CKOPOCTb 6eCcnpoBOAHON Nepefaymn AaHHbIX,
onpegensemas crneundukaumsamm ctaHgaptos IEEE 802.11.
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PykoBoacTBO no akcrnyatauun WEP-3L

© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NOAXOAAT nog onpegenexHme «OCHOBHOM kaHasn» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OONONHWTENBHO v
0BSS Coexistence
MNegoepxka DFS Exnroueno hd
KopoTEMA SalMTHEIA HHTEpEAN
STEC

Mepwreg oTnpasku cny#eSHbix 100
coofWeHni, Mc

Mopor hparMeHTaguK 2348
Mopor RTS 2347
Arperauma

KopoTkas npeamSyna

UWednep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WMM)

Pextum pabote DHCP ignore v
Snooping

Exntounts QoS

+ OBSS Coexistence — pexum aBTOMaTM4eCKOro YMeHbLUEHUS LWNPUHBI KaHana Npu 3arpyXXeHHOM
paanoadhmpe. MNMpn ycTaHOBEHHOM (lare pexmnm BKITHOYEH;

+ lNoddepxxka DFS — mexaHn3m AMHaMU4eCcKoro Bblibopa YacToThl. TPeBYeT OT 6eCNPOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNOb30BaHNS KaHa10B, COBNaAatoLmx ¢ kKaHasiaMmu, Ha KOTOPbIX
pa6oTatoT paanonoKaLnoHHble cuctemsl B 5 'L AnanasoHe:

* BbIK/1HO4EHO — MeXaHW3M Bbik/todeH. DFS-kaHasbl He AOCTYMHbI A5 BbI6OPa;
* BK/1lO4EHO — MeXaHU3M BK/IHOYEH;
* [puHyoumesnibHO — MexaHu3M Bbik/todeH. DFS-kaHasbl AOCTYNHbI ANS BblGopa.

* Kopomkul 3awjumHbil uHmepsasa — nogaepkka yKopoueHHoro 3almuTHoro nHtepsasia. Touka goctyna
nepeaaeT AaHHbIe, MICNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takke NoaaepXnBarT KOPOTKMIA 3allMTHBIA NHTepBaUT,
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PykoBoacTBO no akcrnyatauun WEP-3L

+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6alitax. MpuHMaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4unC/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NUMAUT
ANS LUMPOKOBELLATENBHOTO Tpadgvka B NOsIBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHue nogaepxxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsl DHCP Snooping — Bbi6op nonutukn obpabdoTtkm DHCP onuumn 82. JloCcTynHble 3Ha4YeHuA
Ana Bolbopa:

* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No YMOYaHuIo;
* remove — To4Ka [0CTyna yganset 3HayeHue onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbIGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3Ha4veHunsa napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbIn RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bblb6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 N 15 v 9

Data 0 (Fooc) 1 3 v 7 N a7

Station EDCA Parameters

Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) 7 15 v 1023 v 0
Data 2 (Best Effort)

Data 1 (Buaeo) 2 ;

Data 0 (Tonoc) 2 3 v 7 v a7

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepefaeTcs oT TOUKU
A0CTyna K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/IMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHAA OYepesb, BbICOKas NPOMNyCckHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpaBisgeTca 60/bWNHCTBO TPAAULMOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS O4EPEb, MUHMMa/TbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn oobpabdartbiBaloTCA BUAEOAaHHbIE, YYBCTBUTESIbHbIE K BPEMEHN
(npuopuTeTsbl 802.1p: cs4, csb);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn obpabdaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dpeliMos)
[AaHHbIX, N3MEPSAETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPeEMEHN OXnaaHus nepes NoBTOPHOM OTNpPaBKoW Kaapa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNPaBKOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAUYEHU cwMin;

* TXOP Limit — napameTp UCNosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KneHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepegadun — nHTepBasl BpeMeHu, B MUIINCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHue noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [na oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.5.3 MoameHto «onoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=TEX  WEP-3L

Radio 24Ty, [lononHuTensHo

Radio 51Ty CTpaHa Poccua v [ Pastinoxmpogats

rnobansHan usonauws [

[lononHKTENkHO >

MoHuTopuHr  Radio VAP CeTeBble HACTPOMKM BHELLHUE CEPEMCHI CHCTEMa -~  (BeiXom)

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOii paboTaeT Touka gocTyna. [Ans Bbibopa CTpaHbl HY)XHO
BbICTaBUTL chnar «Pa36rokMpoBaTb». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HaUYeHWs1 GyayT NPYIMEHEHbI
OrpaHNuYeHNs K NOM0Ce YacToT M MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMIUCOK [OCTYMHbIX YACTOTHbIX KAHA/I0B, UTO B/IMSIET HA
aBTOMaTUYeckuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHue

NnyeH3npoBaHo Ana ncnosib3oBaHnAa B ApPyroMm pernoHe, BO3MOXXHO, YCTaHOBUTL CBA3b C TOUKOM AocTtyna

B TaKOM CJ/iydae He ygacCTCA.

€@ Hactpoiika nokanbHbIX (PErMoHaNbHLIX) OrpaHUYeHNii, BKTouas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHaslax 1 BbIXOAHOV MOLLHOCTW, IBNSIETCSA OTBETCTBEHHOCTbLIO MHCTA/IISITOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPONCTBaMM.

+ [obasibHas u30/1s14usi — NPU YCTAHOB/IEHHOM dpniare BKOYAETCS 301U Tpadinka Mexay
KneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

Ansa BCTYMJ/ieHna B cuny HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAP3.

LTE WEP-3L

MOHHTOPUHT Radio VAP CeTeBble HacTPOIKH BHeLUHHE CepBuChl Cuctema - (Bbixon)

CymmapHo > 24Ty | 5Ty

2.4TTY Pexum
Pexnm TpaHcnuposate  Band VLAN  General Mzonauma
5Ty VAP  BKn4eHO Ge3onacHocTH VLAN ID §$sID §$sID Steer Trunk Mode General VLAN ID  aGoHenTOB

VAPO BLIKMIOYEHO O WEP-3L_2.4GHz a ] )

VAR1 BIKIIOYEHO ] WEP-3L_2.4GHz-1 a )

VAP2 O BriknioueHo WEP-3L 2.4GHz-2

VAP3 BhiknioueHo

‘WEP-3L_2 4GHz-3

Mokazark sce

* VAPO-VAP6 — nopsiiKoBbIi HOMeP BUPTYasIbHOWN TOYKM JOCTYNa,

* Bk/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHas ToYKa AOCTyNa BK/IOYEHA, MHAYe — BbIK/THOUEHE;

* Pexum 6e3ornacHocmu — TUN WNPoBaHNS AaHHbIX, UCMOb3yeMbIii HAa BUPTYa/lbHOW TOUYKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumatbcs MeTka npu nepegade tpaduka Wi-Fi knveHtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npv ycTaHOBNIEHHOM ¢oniare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢b/iare aboHEHTY nepefaeTcsa TerMpoBaHHbIin Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTErMpoBaHHOIo Tpagnka
COBMECTHO C TErMpPOBaHHbIM (4OCTYNHO Npu BKAoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTtka 1 Tpadmk atoro VLAN npoiiget Ha
KnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacrka B 06paTHYI0 CTOPOHY Ha HETErMpPOBaHHbIV Tpaduk 6yaet
HaBelumBaTbcs meTka General VLAN ID;

* V3on15yust aboHEHMOB — NPW yCTaHOBNEHHOM dh/iare BKKOUEHAa U301ALMA Tpadinka Mexay KnmeHTamm
B npegenax ogHoii VAP.

[N BCTYNNeHWs1 B CUYy HOBOI KOHChUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.6.2 lMoameHto «VAP»
LTEX WEP-3L

Mowumopurr ~ Radio VAP CeTeseieHacTpoitt  BHewwme cepsucsl  Cuctema u~  (sexon

CymmapHo VAPOQ VAP1 VAP2 VAP3 VAP4 VAPS VAPG
24Ty 061LMe HACTPORKA
5y Brniouero

VLAN ID

SSID WEP-3L_2.4GHz

TpaHcnnposats SSID
Pexm Band Steer
VLAN Trunk 0
General Mode
MzonAuma aboHeHToR
Monpepxka 802 11kiv
Pennukauua Multicast
Mpuoputer DSCP v
Pexatn Minimal Signal

MakcimansHoe KONHYECTBO KITHEHTOS 0
Pesiana BezonackocTy Beikniouero hd
Mogaepwea 802.11r

Pestama OWE Transition none b

O6uine HaCTPOKKK:

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hiare BUPTyasibHast TOUKa A0CTyna BK/IKOYEHa, MHaYe — BbIK/TIOYEH3,

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHuMaTbes MeTka npu nepegadve tpadguka Wi-Fi kinenTtam,
NOAK/TYEHHbIM K AaHHOoN VAP. Tpu npoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
TpadhvK OT KNMeHToB ByaeT HaBelumBaTbcst MeTka VLAN ID (npu oTkntoueHHoM pexiume VLAN Trunk);

+ SSID — nmsA BUpTyanbHOI 6ecnpoBOAHON CETY;

*+ TpaHcnuposams SSID — npu ycTaHOB/IEHHOM doniare BK/IOYEHO BelaHue B acpup SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npv ycTaHOBNEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOYEHMEe KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKkTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer,

* VLAN Trunk — npv ycTaHOBNeHHOM chniare aboHeHTy nepegaeTcsa TermpoBaHHbIli Tpaduk;

+ General Mode — npv ycTaHOBNEHHOM chfiare paspellaeTcs nepegada HetermpoBaHHoro Tpaduvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKIoueHHOM pexume VLAN Trunk);

+ General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHumatbes meTka 1 Tpadunk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadurka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIV Tpaduk 6yaeT
HaBewwmBaTbca meTka General VLAN ID;

* U30n1534yus aboHeHmMos — Npu yCTaHOB/IEHHOM dofiare BKII0YEHAa U30NAUMa Tpadvika Mexay KiveHTamm
B npegenax ogHoi VAP;

* Moddeprkka 802.11k/v — BKNOUNTb NoaaepXKy ctaHaapToB 802.11k/v Ha BUpTyasibHOIM TOUKe AOCTYNa;

+ Pennukayusi Multicast — npu yctaHoBneHHoM hnare Multicast Tpaduk B CTOPOHY KNMeHTOB byaeT
npeobpasoBbiBaTbCcA B Unicast 40 KaXA0ro KAMeHTa, npy OTKNKYEHHOM NPoXoanTb 6e3 Mmoavdmkaunii;

* [Mpuopumem — BbIGOP cnocoba npuoputusaunn. OnpeasenseT nosne, Ha OCHOBAHUN KOTOPOro TpaduK,
nepegarowmiica B paguonHtepdelic, byaet pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypeT aHanusnposatbcs npuoputeT n3 nons DSCP 3aronoska IP-naketa;
+ 802.1p — 6yneT aHanuaupoBaTtbcsi NnpuoputeT 13 nona CoS (Class of Service) TermpoBaHHbIX
NnakeToB.
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* Pexum Minimal Signal — npu ycTaHOBNeHHOM chnare pyHKUNS OTKNHYEHUSA kameHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUTHanNa B AbM, HKe KOTOPOro NpoucxoauT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe ypoBHS cueHasna rnpu poymuHae — ypoBeHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOAUT NepeksItYeHre KNMEHTCKOro 060pyAoBaHns Ha ApYryto TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasa». ecnu «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cucHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog, BpeMeHu, N0 UCTEYEHUN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUMN KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MakKCUMa/IbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/1104EHO — He UCNO/b30BaTh LWMIpOoBaHMe 415 nepegayn AaHHbIX. Todka AOCTynHa ANs
NOAKNOYEHMA NOOOro KNneHTa. 1A ceTell OTKPbITOro TMMna MOXHO AOMONHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMPOoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LunpoBaHns, 06ecneyrBatoLLmMii 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbliX N0 He3alNLLEHHOW CeTU.

Mpwn 3TOM OT No/b30BAaTENEN HE TPEOYETCA KaKNX-TO AOMNOMHUTENbHbIX AEACTBUIA 1 BBOAA Napons
ANs nogkntoyeHns K cetu. Mpu Bbibope faHHOro pexnma oTobpaxaeTcs HepefakTnpyemoe

none «Pexum OWE Transition'», yka3blBatoLLiee MHTEPEIC C OTKPbITLIM TUMOM LIMGIPOBAHNS, C
KOTOPbIM HaCcTpOEeHa CBA3HOCTb B TEKYLLWI MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHTamp,
HenoaaepXxmearwLnmMm ayteHTudmkaumo OWE. Mpu nonbITKE NOAKAOUYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexxum OWE transition», knneHT, nogaepxusatowwimii OWE, nogkniountcs K uindpoBaHHOM
CETU, HACTPOEHHOI Ha YKadaHHOM MHTepdieiice, a KNUeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKPbITOM CeTn 6e3 WnpoBaHUs.

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindpposaHus, npyn Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE0OX0AMMbIA 418 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe
poctyna. [yivHa kntoya coctasiser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kKaHas1a 6ecnpoBOAHON CBA3U, MPU KOTOPOM K/TUEHT
aBTOPU3yeTCA Ha LeHTpannzoBaHHOM RADIUS-cepsepe. [1/19 HACTPOVKN fAaHHOTo pexnma
6e3onacHocTn TpebyeTtcsa ykasatb napameTpbl RADIUS-cepBepa. Takxe TpebyeTca ykasarb KoY
ona RADIUS-cepsepa.

Mpwu BbIGOpe onpeaeneHHoro pexvmMa 6e3onacHocT ByayT AOCTYMHbI CNeayowme HacTPOKN
(cM. Huxe).
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Pexamm BezonacHocTu WPAZWWPA3-Enterprise v
MFP OnuuoHansHo v
PMKSA kswmposaqne
Mopnepxka 802.11r
BpyuHyio
FT-over-D3 M
Kniow mobuneHoro goctyna RO root
Kntow moBunsHoro goctyna R

MaeHTchuraTop MobunsHoro 0
nomeHa

Berpeynsiia MAC-agpec

MAC- YoaneHHbIA KN4 YnaneHHLIA KoY RRB RRB
No appec mobunsHoro poctyna RO mobunsHoro goctyna R1 knrod RO ko R
+ [To6aus CeepHyTb

« MFP — 3aumta management-kagpoB (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise 1 WPA3-Enterprise, npv Bbibope Apyrmx pexmmos
6e3onacHocTn MFP nepeBoauTcsa B cocTosiHue Omk/1to4eHo, Npy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/o4eHo — 3awmTa management-kaZpoB OTK/THOYEH3,;

+ OnyuoHa/sibHo — 3awmuTa paboTaeT, ecnu KNNMeHT nogaepxnsaet MFP. KnveHTbl 6€3 noaaepxku
MFP mMoryT nogknountbes K gaHHoin VAP;

* Bk/1r04eHO — 3alimTa BK/IOYEHa, KNIMEHTbI, He nogaepxusatowe MFP, nogxknoumMTbCs He MOryT.

* PMKSA kawuposaHue — gonar yrnpasnseT BK/IIOUYEHNEM KILLUMPOBaHUA NHDOpMaUUn O NOAKIHYEHUN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOYKA AOCTYNa 3anoMuUHaeT K/IMeHTCKoe
YCTPOWCTBO Noc/ie aBTopmsalmm Ha 12 4acoB U He TpebyeT NOBTOPHONM ayTeHTudmkauun Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKe 3TOro BpemeHu. BknoyeHre faHHoN yHKLUMK coKpallaeT BpeMms
POYMUHra nNpu BO3BpaLLEeHUM KNNeHTa Ha Touky B pexume WPA Enterprise. HacTpolika focTynHa To/bKo
npu pexumax 6esonacHocTtu Enterprise;

+ 802.11r — doyHKUMOHA BbICTPOrO POYyMUHIa, paboTaeT TO/IbKO C K/IMeHTamMK, KOTopble NOAAEPXMBatOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXeEH ToNbko Mexay VAP ¢ pexumomM 6e30nacHOCTH
WPAZ2 1 Bblwe:

* [Moddepxka 802.11r — BKIOUNTL NOAAEPXKY cTaHgapTa 802.11r Ha BUPTYasibHOWN TOUKe AOCTYNa,;
* BpyyHyro — npu ycTaHOB/IEHHOM (hiare nosiB/IfeTcs BO3MOXHOCTb PYYHOW HACTPOMKM
napameTpoB POYMUHIa;
* FT-over-DS — BkntoveHue pexmma «Over the DS»;
* Ksod Mo6busibHo20 docmyrna RO — yHVKasbHbIM KN4 Ans gaHHoi VAP, Hanpymep, cepuitHbii
HoMep;
* Koy mobusnbHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETH B BbIBOAE KOMaHbI
ifconfig);
* MldeHmMuchukamop Mobu/ibHO20 OOMeHa — HOMep TPYNMbl, B paMKax KOTOPOi MOXET ObITb
coBepLleH poymMuHr. MNMpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeyHbil MAC-adpec:
* MAC-adpec — MAC-agpec VAP-nHTepderica BCTPEYHON TOUKM AOCTyna.
MakcmMmanibHoe KonmyecTBo — 256;
* Y0asieHHbIl K/1t04 MO6U/IbHO20 docmyrna RO — yHUKasbHbIV K104, fO/DKEH coBnajaTb
¢ «Kntou mobuneHoro goctyna RO» Ha VAP BcTpeyHoi T/,
*+ YO0asieHHbIl k104 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHon T/,
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* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB kntoy R1», HO
06513aTeNbHO Ao/MKeH coBnagaTth ¢ «RRB kntoy R1» BcTpeyHoit TA. AnuHa knoda — 16
CVIMBO/10B;

* RRB k/ito4 R1 — cnyyaliHblii kntoy. He gomkeH coBnagathb ¢ «RRB kntoy RO», HO
o06513aTenbHO Ao/mKeH coBnagaTth ¢ «RRB kntoy RO» BcTpeyHoit TA. AnuHa knova — 16

CMMBOJIOB.
RADIUS:
RADIUS
Oonser root
IP-aapec RADIUS cepeespa 192.168.0.1
Mopr RADIUS cepeepa 1812
Mapons RADIUS cepeepa resnas -

Mcnonb30sars aKKayHTHHT Yepes
RADIUS

Mcnonesoeare GpyTMe HacTpoikk 4ns
aKKayHTHHIE

IP-agpec RADIUS cepsepa anA 192.168.0.1
AKKAYHTHHIA
Mopr RADIUS cepeepa gna 1813
SKKAYHTHHIE
Mapons RADIUS cepeepa ana rennes -
AKKAYHTHHIA
MNepwoguyeckan oTNRaEKa

AKKBYHTHHIa

MHTEepEaN OTNPAEKK AKKEYHTHHIA GO0

+ [lJlomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS-cepsepa — anpec RADIUS-cepsepa;
« MNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi MCNO/Mb3yeTcs A/151 ayTEHTUAIMKALMMN W
asTopusauuu;
* Maposb RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, Mcnonb3yemoro ansa ayteHtudmkaymm u
asTopusauuu;
* Vlcnonb3o0B8amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/EHHOM dhnare 6yayT OTNpaBisiTbCs
cooblueHns «Accounting» Ha RADIUS-cepsep;
* Vlcnonb3o0B8amb Opyaue HacmpoUlku 0/11 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepsepa, ncnonb3yemoro assi
aKKayHTUHra,;
* [Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naposnb ana RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;
« lNopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTopbIi 6yAeT ncnosb3oBaH A/1s1 cbopa akkayHTuHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBasl OTNpaBkn COOOLLEHNI MOXHO B None «/iHmepsas
omnpasku akkayHmuHaan.
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MopTankHas asTopU3aUna

BrnioumTe
HazeaHue BupTyansHoro noprana default

Anpec AnA NepeHanpagneHraA http://192.168.0.1:8080/eltex_portal/

* Bk/1to4umb — Npu ycTaHOBNEHHOM hriare aBTopm3aumns nosb3oBarteniein B CeTn 6yaeT Npon3BoAnNTbLCA
nocpeacTBOM BUPTYasIbHOrO nopTana;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo NopTasa, Ha KOTopbIii 6yAeT nepeHanpaseH
nosb30BaTeslb NPU NOAKIYEHNM K CETY;

+ Adpec 0719 nepeHarnpas/ieHusi — aapec BHELLHErO BUPTYasIbHOrO nopTasia, Ha KoTopblid 6yaeT
nepeHanpas/ieH Nosib30BaTe/lb NPU NOAK/IHYEHNN K CETK.

OrpaHnyeHve cKopocTu:

CrpaHW4eHMA CKOPOCTK

BrmcuHTh

WAP Limit Down 0 KouTC
WAP Limit Up 0 kDKTC
STA Limit Down 0 koW
STA Limit Up 0 KOWTIC

*+ lNokaszambs — aKTMBUPOBATL M0Jie HACTPOEK;

« VAP Limit Down — orpaHuyeHne NponyckHO CNOoCOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao
KIMEHTOB (B CYMME), NOAK/THUEHHbIX K AaHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBGHOCTM B HANpaB/IeHUN OT K/IMEHTOB (B CyMME),
NOAKMIOYEHHbIX K gaHHon VAP, oo Toukn goctyna, Kéut/c;

+ STA Limit Down — orpaHuyeHune nponyckHoOW CNOCO6HOCTM B HanpaB/ieHUn OT TOYKM AocTyna Ao
KTMEHTOB (KaXA0ro B OTAE/NbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOUEHHbIX K AaHHOI VAP, 1o Toukn goctyna, Kout/c.
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KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTponk gocTyna no MAC

Brnto4eHo

MonuTnka 3anpeTuTs v

cnucok MAC-agpecos

S
@
@
=4
=
[ss]
@
oo
]
o]
w
(o]
x

+ [pUMEHHUTL X OTmeHa

* Bk/ioueHO — npu ycTaHOBNEHHOM donare 6yaet pabotaTb BblopaHHas NnoanTuka focTyna;
* lMosrumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHus:
+ 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogkovatbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM JOCTYN ByAeT paspeLlen;
+ Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarscs TobKo TeM kimeHTam, MAC-
ajZijpeca KOTOpbIX CoAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN OGyAET 3arnpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1an 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[ns Toro Yto6bl A06ABUTL afPEC B CNUCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLeMcs none seeante MAC-
aapec. UTo6bl yaanuTb aapec 13 Crmcka, HAKMUTE KHOMKY B B COOTBETCTBYHOLLEW CTPOKE.

Ecnu Bo3HUKNA HEO6X0AMMOCTb A06aBUTbL B cnMcok MAC-afpec KIMEHTa, KOTOPbI B AaHHbIA MOMEHT

NOAKMHYEH K 6a30B0ii CTaHUUN, HaAXXKMNUTE B KOHLLE CTPOKN KHOIMKY n Bbl6epI/ITe Hy)KHbII7| agpec n3 Crnncka,
OH aBTOMaTtn4yeckmn ,D,O68.BVITCF| B none.

Mo ymonuaHuio B cnncke oTtobpaxaercs Ao 10 agpecos. [Ans Toro 4To6bl yBUAETb MOJHbIV CIUCOK B Cyvae,
€C/In OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 EO:D9:E3:TABECO - E

MokasaTb BCE

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

LTEX  WEP-3L

MonuTopuHr Radio VAP CeTesele HAaCTPoitkM BHewHMe cepeuck Cucrema - (Buixog)

CucTemHas koHdMrypaLys > Wma xocTa WEP-3L
Tlocryn leorpacmueckrid AoMeH root
VLAN ynpaaneHna Forwarding ~
VLAN ID
Mpotoken Static hd
Crammuecxuit IP 192.168.1.10
CeTegan macka 2552552550
Lnroz
Mepeuurer DNS

Bropuuneri DNS

* ViMsi xocma — ceTeBOe UMS YyCTPOICTBA, 3aJaeTcs cTpoka 1—63 CMMBOJIOB: IAaTUHCKME 3ar/iaBHble U
CTPOUHbIe BYKBbI, LMPPBbI, 3HAK AedInC «-» (Aednc He MOXET GbiTb NOC/IAHUM CUMBOJIOM B UMEHM);
+ [eoepaghuueckuli oomeH — AOMEH y3/1a AepeBa YCTPOCTB cUCTeMbI yrnpaBneHus EMS, B KoTopom
pacnonaraeTcs Touka JOCTyna;
* VLAN ynpas/neHus:.
* Bobik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

3L

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke aocTyna (B 3Tom

CNyyae y K/IMEeHTOB, NOAK/IIOUYEHHbIX Yepes pagnonHtTepdelic, HeT gocTyna Ao aaHHoro VLAN;

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic

(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

VLAN ID — npgentudpmkarop VLAN, ncnonb3ayemsiii Ana AocTyna K yCTPONCTBY, NPUHUMAET 3Ha4YeHns 1-

4094;

+ [Mpomokos — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLeCTBAATLCA nogkntodeHune no Ethernet-
NMHTepecy yCTPOICTBa K CETN NpeaocTaBAeHNs YCyr npoBaiiaepa:

+ DHCP — pexum pa6oTbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOYaHMo 1 apyrue napameTpbl, HE0bXoanmble A5 paboTel B ceTw, 6yayT nonydeHsl ot DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npn KoTopom IP-aapec n Bce HeobxoanMble napameTpbl Ha WAN-
NHTepenc HasHa4varoTca cTaTudeckn. INpu Bolbope Tuna «Static» ANa peaakTupoBaHus CTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuti IP — IP-agpec WAN-nHTepdeiica ycTpoiicTBa B CeTU npoBaiiaepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Ll/103 — afpec, Ha KOTopbI OTNpaBAsAeTCa NakeT, ec/v AN Hero He HalgeH MapLupyT B
Tabnuue mMapLipyTmMsaumn.
* lNepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCa aBTOMaTM4Yeckn no npotokony DHCP, 3agaitTe nx Bpy4yHylo.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaXXMUTE KHOMKY «MPUMEHNUTb». [11 OTMEHbI U3MEHEHUIA HAXKMUTE KHOMKY «OTMeHa.
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5.7.2 TMoameHto «JocTyn»

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTESBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C
1025 no 65535 BKNHOUMTENBHO.

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
+ [insa BKIOYEHNA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe chnar Hanpotms «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

LTEX WEP-3L

MoHuTopHHr Radio VAP CeTeBble HACTPOMKM BHeluHue cepaucel Cuctema - (ebxoq)

CucTemHan KoHgMrypaLua WEB
Moctyn » HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet O
SSH
NETCONF
SNMP
Maponk Ha uTerue public
Mapone xa 3anuck private
Anpec ana npuéma Tpanos vi
Agpec anA npuéma Tpanos v2
Anpec ana npuéma cooblyermi Inform
CHCTEMHOE MMA YCTpolicTea WEP-3L
KoHTaKkTHanA uHopmaLya NponssoauTena Contact
MecTononosxerue ycTpoicTaa Russia

Mapone 8 Tpanax trap

MporpammHoe o6ecneveHne WEP-3L no3BonsieT u3MeHATb KOHUrypaumio yCTpoincTBa, NPOBOAUTL
MOHUTOPWHI COCTOSAHUS 6a30BOI CTaHUMW 1 e€ AaTYMKOB, a Takke ynpas/ifaTb YCTPOWCTBOM, UCMNO/b3YSA
npotokos1 SNMP.

[Ona nameHeHus HacTpoek SNMP yctaHoBuTe thnar Hanpotue «<SNMP», nocne yero gnsa pegaktmpoBaHus
CTaHyT AOCTYMHbI cnegyrowme napametpol SNMP-arexTa:

* [Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHATBIN: public);
* [Maposib Ha 3anuck — NapoJsib Ha 3anucb NapameTpoB (06LLENPUHATBIN: private);
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Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma mpanos v2 — IP-agpec nnn AoOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobuwjeHuli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMs yCTPOINCTBa,;

KonmakmmHasi uHghopmayusi npou3sooumesisi — KOHTakTHast MHhopmaLunsi NPON3BOANTENSA YCTPONCTBA,;
MecmononoxeHue ycmpoticmsa — nHgopmMaumnst 0 MECTOMONOXEHNN YCTPOICTBA;

Maposib 8 mMpanax — Naposb, Coaepxalumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVHI NapaMeTPOB TOYKN AOCTyNa N NOAKMHOYEHHbIX KIIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkn gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtnudmkarop npegnpusatnsa «NTTEKC».

Mogpo6Hoe onucaHue OID WEP-3L goctynHo no cneaywouleli ceoinke: Onvcadne OID na WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MNMoameHto «[MopTasibHas aBTopmsauuns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke

aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=LTEX  WEP-3L

MNopranswHan asTopusauwn > BromouuTs

Anpec cepenca APB ws://192.168.1.1:8090/apb/broadcast

AirTune

MoHuTOpHHI Radio VAP CeTeBle HacTPOKK Brewnme cepsucel Cuctema n- (ebixoq)

* Bksirouums — Npy yCTAHOBEHHOM donare Touka byaet noaknoyaTbes K cepucy APB, agpec kotoporo
yKkasaH B none «Agpec cepsuca APB», onis o6ecneyeHns nopTasibHOro pOyMmMHra K/IMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymuHra B pexmme noptasibHoi
aBTopu3aumn. 3aaaercs B oopmare: «ws://<host>:<port>/apb/broadcast».

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNS HACTPOEK B AHEProHEe3aBMUCUMYH0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».

5.8.2 TMoameHto «AirTune»
MoameHto «AirTune» NnpegHasHa4YeHo A/18 BKOYEHMS U HACTPOIKK cepsumca AirTune Ha Touke gocTyna.

Cepsuc AirTune ncnonbayertcs An1s onTuMmsaummn paamo-pecypcos (Radio Resource Management) u
aBTOMAaTUYECKON HACTPOIiKN 6ecluoBHOro poymuHra 802.11 k/r.

=LTEX  WEP-3L

MopTankHan aeTopuaauma BimicumTs

Anpec cepauca AirTune ws/192.168.1.1:809%apbirm

AirTune »

MoHUTOpPUHT Radio VAP CeTeBble HACTpOIKK BHelHHe cepeMcsl Cuctema TS (BbxO[)

* Bk/siro4umb — Npu yCcTaHOBIEHHOM ¢onare Touka byaet noakatodarbes k cepsucy AirTune, agpec
KOTOpPOro ykasaH B none «Agpec cepsuca AirTune», na obecneyeHns oyHkumin Radio Resource
Management n/wnm poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».
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,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.9 MeHto «Cucrtemar

B MeHi0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3IvyHbIM
NpOoTOKOMaM, NPOM3BOANTCS CMEHA Napo/st U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoicTaa.

5.9.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMEHNA NPOrPaMMHOI0 0b6ecneveHuns
yCTpOICTBa.

=LTEX  WEP-3L

MoruToprHr Rad

(] VAP CeTessle HacTpoWKM BHewwHue cepeuck! Cucrema - (BoixOn)

OBHoenexme MO yeTpolicTea » Axtienan sepeus M0

Kosdbmrypauys Pezspenan sepcua MO

Armyansrhan eepcus 10 docmynna no adpecy: hifp./eltex-co n'support/downloads/
Mepesarpyaka
Daiin obHoeneHua MO Buibepute dhaiin | @aiin He esibpan
Maponk

HypHan

[ata u epema

+ AkmusHasi sepcusi 10 — Bepcusi NporpamMmmMHOro obecrneyvyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro obecneyeHns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE, Ha
KOTOPYI MOXHO Nepekniountbest 6e3 3arpy3ku gaina MNo;
+ Coenamb akmusHoU — KHOMKa, NO3BONSAOLLLAA cAenaTh pe3epBHyto Bepcuto NO akTMBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTMBHas Bepcud MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo o6ecneyeHmns

3arpysuTte chaiin MO c calita http.//eltex-co.ru/support/downloads/, Bblopas WEP-3L B crnivcke o6opyaoBaHus,
N COXpaHUTe ero Ha KomnbloTepe. ocne aToro HaxXMmnTe KHONKy «Bblibepute ainn» B none dadlinn o6HosneHUs
10 v ykaxunTte nyTb K panny MO B hopmare .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEeHME. MNpouecc
06HOB/EHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Nocne Yero
YCTPOWCTBO aBTOMAaTUYECKN Nepe3arpy3nTcs.

€ He oTkntouaiiTe NUTaHMe ycTpoicTBa U He BbINOMHSTE ero nepesarpysky B NpoLecce 0GHOBIEHNS
no.
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5.9.2 MoameHto «KoHurypaums»
B nogmeHto «kKoHburypauus» BbINONHAETCA cOXpaHeHne 1 06HOBIEHNE TeKyLLEeil KOHpUrypawmu.

=(TEX  WEP-3L

MoruTopuHT Radio VAP

Ceteasie HacTpoiik1 Brewmue cepencel  Cnctema - (eixon)

OBroanenme MO ycTpoiicTaa TMonyunTs apxue koKdgMrypaumm © * Crauate
ycTpoiicTea

Kondmrypaupn >

3arpy3uTs apxve koHUrypauuk Ha BribepuTe dhaiin | @ain He BeIDpaH

Mepezarpyaka yeTpoiicTeo

Mapone

CBpoc Ha 3aBofCKME HACTPOIKN CoxpaHnTs NapameTpel AOCTYNa

ypHan

Nara v BpemMA

MNonyyeHne koHdUrypaimm

UT06bl COXPaHUTb TEKYLLYYHO KOHQIUIYpaLMO YCTPOCTBA Ha JIOKa/IbHbIA KOMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHJIMIYpaLmn

[nsi 3arpy3ky COXpaHEHHOro Ha JI0Ka/lbHOM KOMMbIoTEpe dhaina KoHUrypauumn NCnonb3yeTcs MyHKT
«3azpy3umsb apxus KOHQua2ypayuu Ha ycmpolcmaso». nsa 06HOBNEHUSI KOH(IUIYpauumn yCTPOMNCTBA HAXMUTE
KHOMKY «BbliGepuTe haiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumsa npUMeHSIETCA aBToMaTUyYeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTpoiicTBa Ha 3aBOAICKME HACTPOIIKK

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnempoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, T ByAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KoTopble OTBEYAKoT 3a A0CTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web).

5.9.3 lMoameHto «Mepesarpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKTE Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

=LTEX  WEP-3L

P CeTesble HacTpoikM BheluHme cepencel Cucrema - (Bbixoa)

Mowmmopmir  Radio VA

QOBHoenenve MO ycTpoficTea Mepesarpyzka yctpoiicTea & MNepesarpyaka
Kendmrypauwa
Mepezarpyaka >
Mapons
Hypran

Data u epewmn
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5.9.4 TloameHio «lMaponb»

Mpw BXoge yepes web-uHtepdeiic agMmmHucTpaTop (Naponb No yMmonyaHuio: password) MMeeT NoJHbIA AocTyn
K YCTPOWCTBY: YTEHME N 3aMUCb JI0ObIX HACTPOEK, MOJTHbIA MOHUTOPUHT COCTOSIHUSA YCTPONCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTE KHOMKY «[pUMEeHNTb» /19 COXpaHeHUs HOBOTO Naposs.

=LTEX

MOHUTOPHHT Radio VAP

Ofwosnesme M0 ycTpoiicTea
Kondwrypauma
Mepesarpyska

Maponk »

Hypran

[lata v BpemA

WEP-3L

CeTenble HacTpoWkNn BHelwHue cepeuce Cuctema - (Bbixon)

Mapons @

MNoaTeepxaeHKe Napons ®

5.9.5 MoameHto «XKypHas»

MoameHto «XKypHan» npegHasHayeHo A5 HACTPOViKM BbiBOJA PA3HOrO PoAa OT/1af0UHbIX COO6LLEHWI
CUCTEMbI B LIENISAX 06HAPYXEHNA NpUYKH Npo6iem B paboTe yCTpoiicTBa.

=LTEX

MoHATOpUHr Radio VAP

Oroenesme M0 ycTpoiictaa
Kondwrypauya
Mepezarpyska

MNapons

HypHan >

Dara v epema

WEP-3L

CeTemsie HacTpoliu  Breuwmime copaucel  Cuctema - (seion)

Pesim Cepaep  daiin v
Appec Syslog-cepsepa syslog.server
Mopt Syslog-cepaepa 514

Pazwep daiina, kb 1000

* Jloka/ibHbIl

Pexum — pexum paboTsl Syslog-areHTa:

¢alinn — nHhopMaums XypHana cCoXpaHsieTcs B /IOKa/lbHOM dpaiine u 4ocTynHa B

web-nHTepdelice yctpoiictBa Ha Bknagke «MoHNUTOpuHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHdhopmaums xXypHasa oTnpasnsieTcs Ha yaaneHHblii Syslog-cepsep 1
COXpaHsieTcs B NNOKa/IbHOM chaiine.

Adpec Syslog-cepsepa — IP-agpec nnvu gomeHHoe nms Syslog-cepeepa;

IMopm Syslog-cepsepa — NopT Ansi Bxoaawmx coobuieHnin Syslog-cepeepa (no ymonuaxuto 514,
AonycTUMble 3HaueHust 1-65535);

Pasmep ¢palina, kb — MakcuMasbHbI pasmep dpaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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5.9.6 MoameHto «[lata 1 Bpems»

B noameHto «fata u Bpemsa» MOXHO HACTPOUTb BPEMS BPYUHYH MM C MOMOLLbI NPOTOKONA CUHXPOHM3aLNN
BpemeHn (NTP).

5.9.6.1 BpyuHyro

“LTEX  WEP-3L

MoHATOPUHT Radio VAP CeTeBbie HacTpodiku BHelmme cepeucs! Cuctema ru - (ebxon)

OBHoaneHue MO yetpoiictea Pesxma @ Bpyunyno () NTP cepeep
Korcburypatyis [lava v spews yoTpoiicTsa  15.04.2025 12:56:50 | # Peaasmpozari

Mepesarpysa Yacosoii nonc Mockea, PoccuA v
Mapons BrriiounTe nepexog Ha neTHee Bpema

Hypran Nepexof Ha neTHee BpemMA (He suifpato) (He exifpaHo) (He euifpato) (B —
[lata u spems > Mepexoa Ha 3umHee BpeMa (He ssibparo) (He euibparo) (He enifparo) (B -

Cnenr BpemeHH (MH.) 60

« [Jama u spemsi ycmpolicmsa — aata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnv TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTb:
+ [ama, spemsi — 3afiaiiTe TeKyLLYI0 AaTy U BPEMS UK HaXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rosic — N03BONSET YCTAaHOBUTb YaCOBOI NOAC B COOTBETCTBUM C GAMKaiLLMM ropogom B
BalLeM pervoHe 13 3afaHHOro Crmcka;
* Bk/iro4umb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepruos BpEMEHMU:
+ [Mepexod Ha lemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOHATLCA Nepexos, Ha eTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — feHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemMeHU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HavyeHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ,U,I'IFI OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OTMmeHa».
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5.9.6.2 NTP-cepsep
LTEX  WEP-3L

Mowsmopurr  Radio VAP Ceresuie HacTpofin  BHewsue cepavce:  CucTema u-  (ssxom)

OBwoeneHue MO yerpolictea Pexsma (O Bpyunywo @ NTP cepeep
Komchurypata [ata u BpemaA ycTpoiicTea 15042025 12:57:13

NTP cepeep pool.ntp.org
MNepesarpyaka

Mapon Hacosoit neAc Moctea, Poccin -
WoypHan BrriounTe Nepexoq Ha NeTHee Bpema
Hypua

Nara u Bpema > TNepexop Ha neTHee BpemMA (He exifparo) (He esibparo) (Heenibpara) g - i —

Mepexon Ha 3uMHEs BPeMA (He exibpaHo) (He exifparo) (He euifipaHo) B -

Caenr Bpemeri (MyH.) 60

+ [lama u spemsi ycmpolicmsa — fata u BPeMSs Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[oMeHHOe NMSA cepBepa CUHXPOHMU3aUMn BpeMeHn. Bo3aMOXHO 3a4aTtb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacosol rnosic — nNo3BOMAET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAMKAALLMM FOPOAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/ouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NEPUOL BPEMEHN:
+ [Nepexod Ha 1emHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINOHATLCA Nepexos Ha fieTHee
BpewmS;
+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga OyaeT BbINO/HATLCS NEPEXOL, Ha 3MHee
Bpewms;
« COBU2 BpeMeHU (MUH.) — Nepuo BpeMeHn B MUHYTaXx, Ha KOTOPbI BbINOMHAETCS CABUM BPEMEHW.
MoxeT npuHumarthb 3HavyeHume oT 0 go 720 muH.

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiictBo WEP-3L HacTpoeHo Ha nonydeHme agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-3L: 192.168.1.10, macka noacett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-3L(root):/# configure

(
WEP-3L(config):/# interface
WEP-3L(config):/interface# bro
WEP-3L(config):/interface/br0# common
WEP-3L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-3L)
WEP-3L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-3L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-3L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-3L(config):/interface/br0/common# protocol static-ip (13vieHeHne pexrva paboTel ¢ DHCP Ha Static-IP)
WEP-3L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WEP-3L(config):/interface/br0/common# exit

WEP-3L(config):/interface/br0# exit

WEP-3L(config):/interface# exit

WEP-3L(config):/# route

WEP-3L(config):/route# add default (rje default — HazBaHne maplupyTa)

WEP-3L(config):/route# default

WEP-3L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afgpec cetn nnn y3na HazHavyeHuns, /s
MapLupyTa no ymosdaHuto — 0.0.0.0)

WEP-3L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa no
ymo4aHumo — 0.0.0.0)

WEP-3L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec wi03a)
WEP-3L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Hauunas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasatb MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6onbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdbeiicax,
KOTOpble HaxoasaTcsA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-3L
WEP-3L

root):/# configure

config):/# interface

WEP-3L(config):/interface# bro

WEP-3L(config):/interface/br0# common

WEP-3L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aritax. Bo3amMoXHbIe 3HaYeHUs: 1-
2490. No ymonyaHuto: 1500)

WEP-3L(config):/interface/br0/common# save (coxpaHeHne HacTPOeK)

—_— e~ —~ —

6.2.1 HacTpoiika ceTeBbIX NapamMeTpoB C MOMOLLbIO YTUNTLI Set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WEP-3L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WEP-3L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z2.2.2.Z (rae X.X.X.X — cTtatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetn, Z.Z.Z.Z — L/03)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HauUeHus: 1-4094; X.X.X.X — cTatnyeckunin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — Lu+03)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)
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3aBepLlueHne U coxpaHeHne HacTPOoeK

WEP-3L(root):/# save (coxpaHeHne HacTpPOeK)

6.2.2 HacTpolika yaai&éHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-3L(root):/# configure

WEP-3L(config):/# ssh

WEP-3L(config):/ssh# enable true (ynpasneHue yganéHHbiM 4OCTYNOM Mo SSH. 1ns OTK/0YEHNS BBeguTe
false. [0 ymonyaHuio: true)

WEP-3L(config):/ssh# port X (rge X — nopT SSH-cepBepa. o ymonyaHuio: 22)

WEP-3L(config):/ssh# session-limit X (rge X — makcumasibHoe KonmyecTBo SSH-ceccuid. Mo ymonyaHuio: 5)
WEP-3L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTpoliika Telnet

WEP-3L(root):/# configure

WEP-3L(config):/# telnet

WEP-3L(config):/telnet# enable true (ynpasneHve yaasnéHHbiM JOCTYNoM Mo Telnet. 19 OTK/IO4YEHNA
BeeauTe false. 1o ymonyaHuto: false)

WEP-3L(config):/telnet# port X (rae X — nopr. o ymonyaHuto: 23)

WEP-3L(config):/telneti# session-limit X (rge X — makcumasibHoe konu4yecTBo Telnet-ceccuii. Mo ymonyaHuio:
5)

WEP-3L(config):/telnet# save (CoxpaHeHne HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPA3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnuHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_open' (n3veHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexxviv wncposaHus off — 6e3 napons)
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEpUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOYKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_owe' (13meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexumv wndgposaHus OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTrPaBky COOOLLEHN
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlanl-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
_ = = =

—_— e~ —~ —
_ = = =
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6.3.3 HacTtpoliika VAP c wndposaHvem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0 (HacTpolika ckpbiToro VAP ¢ wndposaHmem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_owe' (n3meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# hidden true (ckpbiTh VAP)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security

WEP-3L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexum wngposarHis OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# owe-transition-interface wlanl-val (ykasaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)

—_— e~ —~ —

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlan1-va0/common#exit

WEP-3L(config):/interface/wlan1-va0# exit

WEP-3L(config):/interface# wlanl-val (Hactpovika VAP 6e3 wuhpoBaHns)
WEP-3L(config):/interface/wlanl-val# vap

WEP-3L(config):/interface/wlanl-val/vap# ssid 'SSID_WEP-3L_open' (n3veHeHve nveHn SSID)
WEP-3L(config):/interface/wlanl-val/vap# ap-security (nepexops B 6710k HACTPOeK pexvma be3onacHocTy Ha

VAP)

WEP-3L(config):/interface/wlanl-val/vap/ap-security# mode off (pexviv wnchposanns off — 6e3 napons)
WEP-3L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-va0 (ykasaHune VAP c
pexnmom wndgpoBaHus OWE, K KOTOPOMY HEABHO ByAyT NOAK/IYEHbI KNneHTbl Wi-Fi 6, oCTa/lbHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WEP-3L(config):/interface/wlanl-val/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-val/vap# exit

WEP-3L(config):/interface/wlanl-val# common

WEP-3L(config):/interface/wlanl-val/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-val/common# exit

WEP-3L(config):/interface/wlanl-val# save (coxpaHeHve HacTpoek)
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6.3.4 HacTtpoiika VAP ¢ pexnmom 6e3onacHocTn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_Wpa2' (n3veHeHne nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexwvimv wucposaHns — WPA/WPA2)
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/M1apo/ib, He0OXOANMbINA
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Kn4va Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-3L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBk/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOYKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—_— e~ —~ —
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6.3.5 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L _enterprise' (n3meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wndgposanus — WPA/
WPA2-Enterprise)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL30BaTesis)
WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs Ais ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-password secret (iz1e secret — naposis /19 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHni «Accounting» Ha RADIUS-cepBep. No ymon4yaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlan1-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
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6.3.6 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-3L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bx/10unTE MAC-aBTOPU3aLIIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL3oBaTesis)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (r/e secret — naposis /15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBk/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

e~ e~~~ o~~~ o~ —
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6.3.7 HacTtpolika VAP ¢ BHelUHel nopTasibHOW aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-3L' (n3veHeHne nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# captive-portal
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/1t0ueHVe
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOro
nopTasia B COOTBETCTBMM C Tabnuuen 9)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopu3anunn)

WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-password secret (1z1e secret — naposis /19 RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-3L(config):/interface/wlan1-va0/vap/radius# use-macaddr-as-password true (nepegasars MAC-agpec
KnMeHTa B kayecTBe naposis B RADIUS 3anpocax. Mo ymonyaHutio: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmat MAC-agpeca
KNWeHTa, KoTopbln byaeT durypnpoBatb B RADIUS 3anpocax. PyHKLUMOHAN paboTaeT TO/IbKO MNpY YC/10BUM
use-macaddr-as-password = true. ['l0 YMOSTYaHNHO: XXXXXXXXXXXX)

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ o~ —~
_ o o O ==

© /15 nonyyenuns nHcopmauun 06 anroputTMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTtp

<NAS_ID>

<NAS_IP>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>

<ORIGINAL_URL>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3afaH HY OQUH
13 aTux napameTpos, To B kayecTtse NAS ID B RADIUS- n HTTP'%S)-
naketax éyaet ncnonb3osarbca MAC-aapec T/,

IP-agpec T[,

[IOMEHHOE MMSI, KOTOPOE MOKa3blBAETCS KIMEHTY Npu
nepeHanpaeeHnm

MAC-agpec Toukn goctyna
MAC-agpec kKnueHTta
SSID

URL, KOTOpbI M3HaYaIbHO 3anpalunBasl KIMeHT
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6.3.8 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepBepa)
WEP-3L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHutensHoro RADIUS-cepsepa)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHurypaymm> (cozgaHue pasgena KoHdurypauum gonosHmtensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |IP-agpec A0M0o/IHUTESILHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (r1e X — nopt RADIUS-cepBepa,
KOTOpPbI MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayun. Mo ymonyaxumio: 1812)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (ize secret — naposib
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa, NCMnosib3yemMoro A5 akkayHTUHra)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (raie X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (r/e secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npunoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHVe HacTpoek)

—~ o~~~ o~ —~

6.3.9 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WEP-3L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/toueHve pexrma Band Steer. [15
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# vlan-trunk true (BxntoueHvie VLAN Trunk Ha VAP. [Ina OTK/IH0YEHUA
BeeauTe false)

BknroueHune General VLAN Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bx/it0ueHvie General VLAN Ha SSID. [1ns
OTK/oYeHns BeeaunTe false)
WEP-3L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Hovep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WEP-3L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHanv3 npnoputera 13 nons CoS (Class of
Service) TErMpPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHUIO: true. B 3TOM cnyyae aHanmaupyeTcs
npuopuTeT 13 nons DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-3L(config):/interface/wlan1-va0/vap# mfp required (Bk1H04MTL 3aLUUTY management-kaapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT KIMEHTa, KMEeHTbl 6e3 MFP He cmoryT
noAxKNUnNThLCS. capable — coBMecTMO ¢ MFP, KMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounteed. Ans
oTK/o4YeHns BeeauTe off)

Bk/oueHue UCnosib3oBaHus TLS npu aBTopusauum

WEP-3L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3oBats TLS npu asTopusanmn. s
oTK/o4YeHns BeeaunTe false)

BKNoYeHUue CKpbITOro SSID

WEP-3L(config):/interface/wlan1-va0/vap# hidden true (sx/itoueHne ckpbiToro SSID. 1715 OTK/IHOUEHNS
BeeauTe false)

BknioyeHue nsonaymm KnneHTos Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/toueHne n3onaLUN Tpaduka mexay
KnneHTamu B npegenax ogHol VAP. ina otknoueHns seegue false)
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OrpaHuuyeHne KonmvecTBa K/iMeHToB Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# sta-limit X (rze X — maxkcumanbHO 40nycTUMOoe YnCo
NnoAKNHYaeMbIX K BAPTYasibHOW CETU K/INEHTOB)

Bk/loueHue peninkauun MybTUKacToBoro Tpacgmka Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bx/1l0ueHVIe pennkaumy MynsTUKacToBOrO
Tpadomka Ha VAP. ina oTkntoveHus seeaute false)

BkntoueHue Minimal Signal u Roaming Signal

WEP-3L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/110ueHVe nCnonsL308aHNA
doyHKuMoHasa Minimal Signal. Ana oTknoveHnsa seeauTe false)

WEP-3L(config):/interface/wlanl-va0/vap# min-signal X (r4e X — noporoeoe 3HavyeHune RSSI, npu AOCTVKEHUN
KOTOPOro To4uka OyaeT OTKNYaTh KNneHTa ot VAP. MapameTp MOXET NpuHMMaTh 3Ha4yeHust 0T -100 Ao -1)
WEP-3L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepuoz BpemeHn B cekyHaax, rno
NCTEYEHNN KOTOPOTro MPUHMMAETCS PeLLeHne 06 OTK/TIOUEHUN KIMEHTCKOrO 060pya0oBaHms OT
BUPTYasIbHOW CETN)

WEP-3L(config):/interface/wlan1-va0/vap# roaming-signal X (rze X — noporosoe 3HaueHve RSSI, npn
[OCTUDKEHMM KOTOPOIO MPOMCXOAUT NEPEKIIOYEHME KITMEHTCKOrO 060PYA0BaHNSA HA APYTY0 TOUKY
foctyna. NapameTp MOXET NpUHMMaTh 3Ha4YeHus oT -100 Ao -1. MapameTp roaming-signal 4o/MKEH ObITb
BblLle, YeM min-signal: ecnim min-signal = -75 gbM, To roaming-signal Jo/MKeH GbITb paBeH, Hanpumep, -70
ABM)

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

BkntoueHve nepegaum aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WEP-3L(config):/interface/wlan1-va0/vap# local-switching true (sx/1t0ueHne nepepayn aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [ins oTknoyeHns seeguTe false. 10 yMOI4aHMIO BbIK/THOUEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (r4e X — MakcumMasibHasi CKOpoCThb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/itoueHve wennepa. Moxet
npuHUMaThb 3HadveHue: kbps — KouT/c, pps — nakeTbl/c, off — BbIK/1H04EHO)
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHasi CKOpoCTh
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/toueHne wennepa. Moxet
npuHUMarthb 3HadveHue: kbps — KouT/c, pps — naketbl/c, off — BbIK/1H04EHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-per-sta-txi# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHne wennepa. Moxer
npuHUMarthb 3Ha4veHue: kbps — KouT/c, pps — naketbl/c, off — BbIK/1H04EHO)
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bk/1toueHne wenepa. Moxet
npuHUMarthb 3HadveHue: kbps — KouT/c, pps — nakeTbl/c, off — BbIK/1H04YEHO)
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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PykoBoacTBO no akcrnyatauun WEP-3L

HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rae X — makcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi exit

WEP-3L(config):/interface/wlan1-va0/vap# save (CoxpaHeHVe HacTpPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-bcast-tx

WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — MakcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WEP-3L(config):/interface/wlan1-va0/vap# save (CoxpaHeHVe HacTpPOeK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WEP-3L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rae X — makcumasibHas cKopocTb B KOUT/
C W NaKEeThbI/C)

WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve weinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-3L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcrumansHas ckopocTb B KOUT/
C W NaKEeThbI/C)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bxk/1t0ueHve weinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika KoHTponsa goctyna no MAC

WEP-3L(config):/interface/wlan1-va0/vap# acl

WEP-3L(config):/interface/wlan1-va0/vap/acl# mac

WEP-3L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XXXXXOEXKXX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb A0CTYN. ANa yaaneHus agpeca us
cnucka ucnosnbayiite komaHay del)

WEP-3L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-3L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NONUTVKM. BO3MOXHbIE 3HAYEHNS:
allow — paspeLuaTb NOAKNOYEHNE TONBKO TEM KaneHTam, MAC-aapeca KOTOpbIX COAEePXaTCcs B CMMCKE;
deny — 3anpeuwiarb Nogk/4eHne knneHtTam, MAC-agpeca KOTOpbIX COAepXarcs B CNMCKe. 3HavyeHne no
yMO/14aHuio: deny)

WEP-3L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/t0ueHne KoHTPONA goctyna no MAC. Ans
oTKNtoveHns seeaute false)

WEP-3L(config):/interface/wlanl-va0/vap/acl# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpoiika 6510KMpPOBKM NOAK/IOHEHUSA NoNb3oBaTeneil, nogMmeHsawmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xoaumMo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHOYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOrO yCTpoKcTBa (w3, MK 1 npoyee), To HeO6X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnepyowme pexmmMbl paboThbl:

on-connect — pexum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHUS YCTPOUCTB Yepes Wi-Fi, B cnyvae ecnv MAC-
azpec yxe n3yyeH Ha Ethernet-nopTy To4ku [OCTYNa;

by-eth-event — pexum OTKNHOYaAET NOAKNHOYEHHOTO KnneHTta no Wi-Fl, B cnyyae ecnv ero MAC-agpec ctan
n3y4yeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm noMoraeT ounLaTb CTapyto 3anucb O K/IMEHTE Npu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, TO eCTb 6/10KMpyeT NoAKNHYEHNE HOBOTO
nosnb3oBaresnisa no Wi-Fi, a Takke OTK/Il0HaEeT paHee NoAKI0YEeHHOro B c/iyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

Q Mpu BbicTaBneHnn pexxumos full 1 on-connect poymMuHr Wi-Fi KMMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/VEeHTa nonagatoT Ha OCTaslbHbIe TOYKM AOCTYyna CeTu, 1
ero MAC nsyyaetcs Ha BCexX Toukax AOCTyna CeTu, No3ToMy Npu POYMUHTE KIMEeHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/itoyeHne MOXeT NPOUCXOANTb
AnnTesibHoe Bpems.

WEP-3L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-3L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHVe doyHKUMOHaNA. [1/14
oTko4veHns Beegute false. 3HaueHve no ymonyaHuto: false)
WEP-3L(config):/interface/wlan1-va0/vap/fdb-filtering # mode full (Bbi60p pexrmva paboTel. 3Ha4eHne no
yMoO/14aHuto: by-eth-event)

WEP-3L(config):/interface/wlan1-va0/vap/fdb-filtering # exit

WEP-3L(config):/interface/wlan1-va0/vap# save (COxpaHeHne HacTpoek)
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PykoBoacTBO no akcrnyatauun WEP-3L

HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-agpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHbIA KOY 415 AaHHON
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
nHTEepderica BCTPEeUYHOM Toukn goctyna — TA_2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHbLIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
azipec BCTpeyHon VAP Ha T/[12)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHNe paboThl TOUKK AOCTYMA Mo
NPOTOKO/Yy 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTtpolika 802.11r Ha T2

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHV1Ka/IbHbIA K1Y 418 AAHHOTO
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarb Ha
BCTPEYHbIX VAP)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVIKa/IbHbLIN K/HOY
BCTPeYHoi VAP Toukmn goctyna T[1 — r0-key-holder-id)
WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHne paboThl TOUKK AOCTYMA Mo
npoTokosny 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINPPOBaHHbIE). EC/IM Ha ToUKe AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To npu NoAKNUEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (11
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (11
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/10ueHe paboThl TOUKY
[ocTyna no npotokosy 802.11k)

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/0ueHNE pabOThl TOUKM
[ocTyna no npotokosy 802.11k/v)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpOek)

6.4 Hactpolika AirTune

HacTpolika AirTune

WEP-3L(config):/# airtune

WEP-3L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-afgpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-3L(config):/airtune# dca true (BkntoYeHe OyHKUMOHaIA AMHAMUYECKOTO pacnpeaeseHns KaHaoB.
[na otknoveHus seegute false)

WEP-3L(config):/airtune# tpc true (Bk/1l0ueHVEe PyHKLMOHaIA aBTOMATUYECKOTO YrpaB/ieHNs MOLLHOCTbHO.
[na otknoveHus seegute false)

WEP-3L(config):/airtune# load-balance-80211v true (Bk/1t04eHNE (DYHKLMOHAA Ba/TAHCYPOBKN KITMEHTOB.
[na otknoveHus seegute false)

WEP-3L(config):/airtune# enabled true (Bknt0YeHVe B3aMoeicTBMA C cepBUCcOM AirTune. 11151 OTK/IIOYEHNS
BeeauTe false)

WEP-3L(config):/airtune# save (CoxpaHeHve HacTpoek)

[nsa aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEOOX0AMMO BKIHOUNTb
doyHKumoHan 802.11r, 4N 3TOro BbINOAHUTE Crieayowme HacTPOKN:

HacTtpoiika 802.11r yepes AirTune

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/it0ueHe paboTbl TOUKM LOCTYNa Mo
NpPOTOKO/y 802.11r)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

[ns aBTomartuyeckoii HacTpoiiku 802.11k/v yepes cepsuc AirTune Ha Touke A4OCTyna HeEO6X0AMMO BK/HOUUTL
dyHkumnoHan 802.11k/v Ha SSID, gn1a 3TOr0 BbINOHUTE CNEeAYHOLME HACTPONKK:
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HacTpoliika 802.11k/v uepes AirTune

WEP-3L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0HeHNE MOAAEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOWN TOUKEe A0CTYNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumm koHTponnepa SoftWwLC.

6.5 Hactpoliiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin Bbibop paboyero kaHana. s 1oro 4toobsbl
YCTaHOBUTb KaHas1 BPYUHYH UM CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paaguouHTepdeiica

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0

WEP-3L(config):/interface/wlan0# wlan

WEP-3L(config):/interface/wlan0/wlan# radio

WEP-3L(config):/interface/wlan0/wlan/radio# channel X (rae X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoM
OyaeT paboTarb ToUKa)

WEP-3L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1l0ueHVe aBTOBLIGOPA KaHaa. [/
BK/IOYEHMSA BBeaAUTE true)

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels false (0Tk/1104EHVE NCNONB30BAHNA
OrpaHNYeHHOro cnmcka KaHanos. [ BKNHYeHns1 BBeAUTe true)
WEP-3L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnprHa kaHana. MNapamerp MoxeT
npuHMMaThb 3HaveHue: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-3L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLLUHOCTY B ABM. MapamveTp
MOXET NpUHUMaTh 3HayeHue: ans Radio 1: 11-16 Abm; ansa Radio 2: 11-19 aobm)
WEP-3L(config):/interface/wlan0/wlan/radio# tx-power-min X (e X — MUH/MaSIbHBIA YPOBEHL MOLLHOCTY B
AbM. MapamMeTp MOXeT NpuHMMaThb 3HaveHue: A Radio 1: 11-16 abm; ansa Radio 2: 11-19 obm)
WEP-3L(config):/interface/wlan0/wlan/radio# tx-power-max X (r1e X — MaxkcumasibHbIA yPOBEHb MOLLHOCTI B
AbM. MapamMeTp MOXeT NpuHMMaThb 3HavyeHue: o Radio 1: 11-16 abm; ansa Radio 2: 11-19 obm)
WEP-3L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NPUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

6.5.1 [JononHutenbHble HacTpoiikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVE CNO/IL30BAHNSA
OorpaHnYeHHOro crnMcka kaHaoB B paboTe aBToBbIOOpa KaHau10B. AN BbikNoveHnst BeeauTe false)
WEP-3L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (e 1, 6, 11 — kaHasibl AnanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdeinc)

N3meHeHne OCHOBHOIoO KaHasna

WEP-3L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MOXeT npuH1MaThL
3HauyeHue: lower, upper. 1o ymonuaHuto: ans Radio 1: lower; as1s Radio 2: upper)

BknroyeHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBaJ1a

WEP-3L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EeHNE NCNOML30BAHNSA YKOPOYEHHOTO
3alMTHOrO NHTepBasia 4s1s nepefaqn gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkoveHus Beeaute false)

BknroueHue STBC

WEP-3L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1l0UeHVe MeTOLa NPOCTPaHCTBEHHO-BPEMEHHOIO
6104HOro KoanpoBaHus (STBC), HaNnpaBNEHHOIO Ha NOBbILLEHVE HAAEXHOCTY nepeaayn gaHHbIX. 45
oTKNtoveHus seeaute false)
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BknioueHue arperauumn

WEP-3L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperauym Ha Radio —
nogaep>xkn AMPDU/AMSDU. ina oTkntodeHns seeauTte false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WEP-3L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1l04EeHNE NCNOIL30BAaHNS KOPOTKOMN
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BknroueHue Wi-Fi Multimedia (WMM)

WEP-3L(config):/interface/wlan0/wlan/radio# wmm true (Bx/itoueHmne nogaepmxkn WMM (Wi-Fi Multimedia).
[na otknoveHus seegute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 Ty (wlanl)

WEP-3L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTsl MexaHnsma DFS. MoxeT
npuH1UMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHasbl 4OCTYMNHbI AN Bbl6opa; auto —
MexaHn3M Bk/toYeH; disabled — mexaHn3M BblktoYeH, DFS-KaHas bl He AOCTYNHbI AJ/19 BblI6opa)

BknroueHue pexuma aBTOMAaTUUYECKOW CMEHbI LWNPUHBbI KaHana

WEP-3L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10ueHVIE peXxnma asToOMAaTUYeCKON CMEeHbI
LWMPUHBI KaHana ¢ 40 MI'y, Ha 20 ML, npu 3arpyXeHHoM paanoadupe. Ans otknodeHna seeanTte false)

BknioueHue weiinepa Broadcast/Multicast

WEP-3L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpaHnyeHne nepegayv
LLIMPOKOBELLATE/TbHOIO/MY/ITUKACTOBOrO Tpadrka No 6ecnpoBOAHON CETU, yKa3blBaETCSA IMMUT A5
LUMpOKOoBeLaTeNbHOro Tpadvka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-3L(config):/interface/wlan0/wlan/radio# qos

WEP-3L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/it0ueHVe NCNONL30BAHNSA (DYHKLNIA,
obecneunBaroLLMx Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). nst oTkntoueHns seeauTe false)
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToUkn JOCTYNa,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxumaaHns kaapos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHVe BpemMeH!
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLaTb 3Ha4YeHne cwMax)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (r1e X — makc/masibHoe 3Ha4yeHve
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMeHn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS CTaHUUN KIMeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)
WEP-3L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHve HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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6.6 Hactporika DHCP onuwun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoASATCA NpUMepbl HAacTpokm onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HayeHve onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0 (HacTpoiika 6yaeT nponssoanTbcsa ans Radio 2.4 'y, Ecnv Heo6xoammo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-3L(config):/interface/wlan0# common

WEP-3L(config):/interface/wlan0/common# dhcp-snooping
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bbi60p paboThl
DHCP snooping B pexvme 3aMeHbl U1 NOACTaBNEHUS ONuun 82)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUTYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CriedytoLlime napameTpsbl:
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HacTtpoiika napameTpoB onuuu 82

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e custom
— 3ameHa cogepxxumoro CID Ha 3Ha4YeHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-CID. Mapamer
p MOXET npuHUMaTh 3HavyeHuda: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-aZpec TOYKn AoCTyna>-
<nma SSID>. SSID — 3ameHa cogepxkmumoro CID Ha nmaA SSID, K KOTOpPOMY MOAK/IHYEH KANEHT. 10
ymon4yaHuo: APMAC-SSID)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepxnumMoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMEHTCKOoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku aocTtyna. APdomain —
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMTCA Touka goctyna. Mo ymonyanuto: ClientMAC)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HayeHve oT 1 40 52 CMMBOJ/10B, KOTOpOe ByaeT nepegasatbes B CID. Ecnv 3HaveHue
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsaTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kn goctyna>-<ums SSID>)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (re
longstring — 3HayeHve oT 1 4,0 63 CMMBOJ/I0B, KOTOPOe ByaeT nepegasaTtbcA B RID. Ecv 3HaveHue
napaveTpa dhcp-option-82-custom-RID He 3a/1aH0, TOUKa ByAeT N3MeHATh RID Ha 3HaYeHue no
ymonyaHuo: MAC-agpec KIMEHTCKOro YCTPONCTBA)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B KauecTBe pasaenntens

BbICTynaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3aenntens BbICTynaeT 3HaK ABOETOUUS:

AA:BB:CC:DD:EE:FF)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHVe HacTpoek)
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6.7 HacTtpolika pennukauum DHCP

© Hactpoiika akTBMpyeT thyHKLMOHaN npeobpasosanuna broadcast DHCP-0TBeTOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlanl

WEP-3L(config):/interface/wlan1# common

WEP-3L(config):/interface/wlan1l/common# dhcp-snooping
WEP-3L(config):/interface/wlan1l/common/dhcp-snooping# dhcp-replication-mode true (Bk/1t0ueHne
pennukaumm DHCP. o yMO/4aHUIO BbIK/HOYEHO, false)
WEP-3L(config):/interface/wlan1l/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

6.8 Hactpolika pennukayun ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO A5 KaX/A0ro paguonHTepdeiica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOIiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0

WEP-3L(config):/interface/wlan0# common

WEP-3L(config):/interface/wlan0/common# arp-suppression
WEP-3L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t04eHVe arp-suppression. 10
yMOI4aHuIo BbIK/THOYEHO: false)

WEP-3L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasseHune
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpachkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBartbcs
LUMPOKOBeLLaTesibHO. Mo yMO/4YaH1Io BK/IKOYEHO: true. PaboTaeT TO/IbKO C BK/IIOYEHHbIM arp-suppression)
WEP-3L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTpoek)
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6.9 CuctemHble HacTPOMKK

6.9.1 OG6HoBneHue MO ycTpoicTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-3L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina NO> (nprmvep:
firmware upload tftp 192.168.1.15 WEP-3L-2.7.0_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-3L(root):/# firmware upload http <URL gnsa ckaunBaHua daiina MNO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-3L-2.7.0_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-3L(root):/# firmware switch

6.9.2 YnpasneHue KoHdurypaumein yctporicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-3L(root):/# manage-config reset-to-default

C6pocC KOHhUrypauum ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WEP-3L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-3L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-3L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dhaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-3L(root):/# manage-config apply (NnpumeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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6.9.3 Tlepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-3L(root):/# reboot

6.9.4 HacTpoiika pexuma ayTeHTudunkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# admin-password <HoOBbIIi naponb AnA y4eTHou 3anucu admin> (01 1 0
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE BYKBbl U LMdpbI)

WEP-3L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# user

WEP-3L(config):/authentication/user# add userX (rae userX — nmsa HOBOW yYeTHOW 3anucu. nsa yaaneHus
ncnonb3ynte komaHay del)

WEP-3L(config):/authentication/user# userX

WEP-3L(config):/authentication/user/userX# login userX (rae userX — UMs HOBOW YYETHOW 3anuncu)
WEP-3L(config):/authentication/user/userX# password <Maponb ANA y4yeTHOI 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-3L(config):/authentication/user/userX# role admin (nosib30BaTENO BLIAAIOTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-3L(config):/authentication/user/userX# save (coxpaHeHne HacTpoek)

[na ayteHTudonkaumm yepes RADIUS-cepBep He06X0AMMO HAaCTPOUTb NapaMeTpbl AOCTyna K Hemy.
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HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-3L
WEP-3L

root):/# configure

config):/# authentication

WEP-3L(config):/authentication# radius

WEP-3L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-3L(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOPbLIV UCMOo/b3yeTcs
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-3L(config):/authentication/radius# auth-password secret (/e secret — ko4 ans RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-3L(config):/authentication/radiust# exit

WEP-3L(config):/authentication# radius-auth true (Bk/itoueHne pexrmva ayteHTnprkaummn yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-3L(config):/authentication# save (coxpaHeHne HacTpoek)

—_— e~ o~ —

o Mpun ayTeHTMdunkaumm yepes RADIUS-cepBep HE06X0AMMO 065a3aTe/lbHO CO34aTh /IOKa/IbHYIO YYETHYHO
3anuce, Kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HefoCTyNeH, ayTeHTUrKaLma NnpoigeT no /I0KasibHOM
YUYETHOM 3anuncu.

6.9.5 HacTpoiika gatbl 1 BpeMeHU

KoMaHAbl ANA HACTPOIKM CUHXPOHU3aL MU BPEMEHU € cepBepoM NTP

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1toueHVe pexrma paboTtel ¢ NTP)

config):/date-time# ntp

WEP-3L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WEP-3L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MONHUTENBLHLIX NTP-cepBepos)
WEP-3L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosfaHne pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
KonunyecTBo: 8. N yaaneHnst ucnosnbayrite komaHay del)

WEP-3L(config):/date-time/ntp/alt-serverst# exit

WEP-3L(config):/date-time/ntp#exit

WEP-3L(config):/date-time# common

WEP-3L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30Hbl)

WEP-3L(config):/date-time/common# save (coxpaHeHVe HacTpPoekK)

—~ o~ o~~~ —~
_ = = =

—_ ==
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6.9.6 [ononHuTtenbHble HACTPONKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# global-station-isolation true (Bk/1t0ueHNe r7106a/1LHOM N30NAUMK Tparka Mexay
KNueHTamu pasHbix VAP 1 pasHbIX pagmonHTepdieincos. Ans oTkiodeHns seeguTe false)

WEP-3L config):/system# save (COxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# hostname WEP-3L _room2 (rie WEP-3L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET coaepXaTb OT 1 A0 63 CUMBOJIOB: /TATMHCKME 3ar/iaBHble U CTPOYHbIE OYKBbI, LUAIPbI,
3HaK gednc «-» (aeduc He MOXET ObITb MNOC/IEAHNUM CUMBOJ/IOM B MMeHW). Mo ymonyaHuio: WEP-3L)
WEP-3L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# ap-location ap.test.root (r/e ap.test.root — 0MeH y3/1a fepeBa yCTPponCcTB
cucTeMbl ynpassieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-3L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepsepe, B cnyyae, ecnv RADIUS oxunaaeTt 3HavyeHue, oTanyHoe ot MAC-agpeca. Mo ymonyaHumio: MAC-

appec T/)
WEP-3L(config):/system# save (CoxpaHeHne HacTpoek)
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HacTtpoiika LLDP

WEP-3L(root):/# configure

WEP-3L(config):/# lldp

WEP-3L(config):/Ildp# enabled true (BkntoueHne yHkumoHana LLDP. Ans oTknoyeHns seeguTe false. Mo
YMO/14aHuIo: true)

WEP-3L(config):/Ildp# tx-interval X (rae X — nusmeHeHve nepvoga otrnpaBky LLDP-coo6LLeHnin. BO3MOXHble
3HauveHus: 1-86400. No ymonyaHuio: 30)

WEP-3L(config):/Ildp# system-name WEP-3L_reserv (rge WEP-3L_reserv — HOBOe 1Ms ycTporicTea. o
ymonyanuo: WEP-3L)

WEP-3L(config):/Ildp# save (coxpaHeHne HacTpoek)

6.10 HacTpolika napameTpoB NOpPTasibHOM aBTOpM3aLmm

HacTpolika napaMeTpoB NnopTanbHOIi aBTOpU3aLun

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# ap-ip-alias <JJoMeHHO€e UMSA> ([JOMEHHOE NMS, Ha KOTOpoe OyaeT
coBepLUaTbCcs nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuto: redirect.loc)
WEP-3L(config):/captive-portal# tinyproxy-https true (Bi/1t04eHN e NepeHanpasneHns KINeHToB Mo
npotokosny HTTPS. insa nepeHanpasBneHusa no npotokony HTTP BeeauTe false. o ymonyaHuio: false)
WEP-3L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOr0 MeHM, ykasaHHOro B ap-ip-alias, GyeT nepexsayeH TO4Kol A0CTyna. Ha aToT
3anpoc 6yaeT oTnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukun goctyna.

HacTpolika UMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CcepBepoM aBTopusauum

WEP-3L
WEP-3L

root):/# configure

config):/# captive-portal

WEP-3L(config):/captive-portal# web-redirector

WEP-3L(config):/captive-portal/web-redirector# param-names
WEP-3L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nveHu
napamMmeTpa, CoiepXXallero MCXoaHbIn URL, 3anpoLLeHHbI KMeHToM. KNneHT ByaeTt nepeafpecoBaH Ha
laHHbIA URL B Clyyae ycnewHoi aBTopum3aLuin)
WEP-3L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTporika nmeHn
napameTpa, cogepxatlero URL, kyaa 6yaeT nepeaapecoBaH KMEHT B Clyyae OLINOKM aBTOpU3aLnim)
WEP-3L(config):/captive-portal/web-redirector/param-names# username login (HacTpolika nmeHn
napameTpa, CoiepXXaLlero 10rMH A9 KNINEeHTa)
WEP-3L(config):/captive-portal/web-redirector/param-names# password pass (HaCTpolika UMeHn napaveTpa,
coZiepXalllero naposib Ans KAneHTa)

WEP-3L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHvie HacTpoek)

P -y

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpos B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCA TOYKOIN gocTyna.
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6.10.1 ¥YnpaBneHue noptasibHbIM cepTUdIMKATOM

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WEP-3L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WEP-3L(root):/# manage-certificates portal upload http <URL ansa ckaumBaHusa cpavina MO> (npumep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-3L(root):/# manage-certificates portal erase

6.11 HacTpolika cepBuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# apbd

WEP-3L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-3L(config):/captive-portal/apbd# enabled true (sxntoueHne cepsuca APB. 17151 OTK/IHOYEHNS BBEAUTE
false)

WEP-3L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)
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6.12 MOHUTOPUHT

6.12.1 Wi-Fi knneHTsbl

[N BbIBOJla MOHUTOPUHIa NoAKMtoueHHbIX Wi-Fi KNMeHTOB 1cnonb3yeTcs KoMaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napameTtp N>,

rae <mac-agpec kKnmeHta 1> ... <mac-agpec kimeHTa N> — mac-agpeca K/IMEHTCKUX YCTPONCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. A Toro 4tobbl BbIBECTM MHpOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-ajpeca kimeHta> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOK)yKa3HBaDTCﬂﬂapaMeprIMOHMTOpMHELHGO6XOAMMbE
[0/151 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE /11 BbiBOAA MO
KITMEHTY/KNIMEHTaM.

[ns BbIBOAA CnvcKa NOAKMIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HaXXMUTE Nnocsie monitoring associated-
clients knasuwy Tab.

WEP-3L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WEP-3L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-3L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 32:5b:60:62:e0:a4
interface | wlan6-vao

rfid | ©

wid | ©

band | 2.4

ssid | WEP-3L_2.4GHz-test
ip-addr | 192.168.1.15

authorized | false

captive-portal-vap | true

enterprise-vap | false

mfp | false

rx-retry-count | 27

tx-fails | ©

tx-period-retry | 11

tx-retry-count | ©

rssi-1 | -40

rssi-2 | -40

rssi | -40

snr-1 | ©

snr-2 | ©

tx-rate | MCS6 NO SGI 58.5

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:00:13
multicast-groups-count | 4

wireless-mode | n

using-802.11r | no

using-802.11k | yes

using-802.11v | yes

perftest-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 100

actual-tx-rate | 17

actual-rx-rate | 13

shaped-rx-rate | 14

actual-tx-pps | 6

actual-rx-pps | 7

shaped-rx-pps | 7

name | ©
Counter Transmitted Received
Total Packets: 80 165
TX success: 100
Total Bytes: 25744 23656
Data Packets: 75 98
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Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé
ofdm24
mcs4
mcs6
mcs7

Multicast groups:

MAC

33:33:00:00:00:FB
33:33:FF:1A:92:E3
33:33:FF:95:B9:3A
01:00:5E:00:00:FB

23513

281

(o)

Transmitted

XXX.0.0.251
XXX.26.146.227
XXX.149.185.58
XXX.0.0.251

PykoBogacTBo no akcnayataunm WEP-3L

19343
67
277
(0]
(0]

Received

7

7

63

4

0

96
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-3L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKO/TLKO
mac-aZlpecos, Harnpvvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

hw-addr | bc:2e:f6:cc:85:46
interface | wlanl-va0
rfid | 1

wid | ©

band | 5

state | ASSOC AUTH_SUCCESS
ssid | WEP-3L_5GHz-test
ip-addr | 192.168.1.20
hostname | Test-phone
dhcp-request-status | obtained
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10

tx-fails | ©
tx-period-retry | 1
tx-retry-count |

rssi-1 | -36

rssi-2 | -29

rssi | -36

snr-1 | 33

snr-2 | 33

snr | 33

noise-1 | -69

noise-2 | -62

noise | -62

tx-rate | VHT NSS1 MCS7 SGI 72.2
rx-rate | VHT NSS1 MCS9 LGI n/a
rx—bw | 26M
rx-bw-all | 26M

tx—bw | 20M

uptime | 00:00:06

mfp | false
wireless-mode | ac
perftest-capable | false
link-quality | 98
link-quality-common | 98
actual-tx-rate | 21
actual-rx-rate | 17
shaped-rx-rate | 16
actual-tx-pps | 4
actual-rx-pps | 12
shaped-rx-pps | 12
link-capacity | 76
multicast-groups-count | 3
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
twt-support | none

name | 1
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Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé

nssl-mcs5
nssl-mcs6
nssl-mcs7
nssl-mcs8
nssl-mcs9

Multicast groups:

MAC

33:33:ff:1e:66:bb
33:33:00:00:00:fb
01:00:5€:00:00:fb

Transmitted

Transmitted

102
45

XXX.30.102.187
XXX.0.0.251
XXX.0.0.251

Received

57504
221
57372

132

Received

PykoBogacTBo no akcnayataunm WEP-3L
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dunbTpayus napameTpoB MOHUTOPUHTA

WEP-3L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNY€HHOIO KO/IM4ecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY K/TMEHTY, eCTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZlpecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 192.168.1.15
tx-rate | MCS4 NO SGI 39
rx-rate | MCS6 NO SGI 58.5
uptime | 00:09:51

WEP-3L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapaMeTPOB MOHUTOPMHIA NO BCEM K/TMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -40

rssi-2 | -31

wireless-mode | n

interface | wlan@-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -33

rssi-2 | -31

wireless-mode | ac

interface | wlanl-va0
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6.12.2 NHhopmaumsa o6 ycTpoincTee

WEP-3L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-3L

2.7.0 build X
2.7.0 build X
2.7.0 build X

73

28

79

108

2.0

1.33

false

Eltex

Access Point
WEP-3L

WEP-3L
E8:28:C1l:xx XX XX
E8:28:C1l:xx XX XX
WP3C000555

1v3

false

false

firmware update
false
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6.12.3 VIHpopmaLmsa o cepTudankarax

WEP-3L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E201D050
subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBoacTBO no akcrnyatauun WEP-3L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*x/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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6.12.4 CeteBas UHpopmaums

WEP-3L(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | e8:28:clixx:xx:xx
rx-bytes | 4864149
rx-packets | 13751
tx-bytes | 2462399
tx-packets | 20753
IPv4 information:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses |
dns-servers |

WEP-3L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-3L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-3L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-3L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

6.12.5 becnpoBogHble NHTEpPhElChI

WEP-3L(root):/# monitoring radio-interface

name | wlanoe
status | on

band | 2.4 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 34%
thermal | 24

mode | b/g/n
name | wlani
status | on

band | 5 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 23%
thermal | 25

mode | a/n/ac
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6.12.6 XXypHan cobbITui

WEP-3L(root):/# monitoring events

Jan 23 00:00:07 WEP-3L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-3L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-3L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-3L daemon.info networkd[987]: DHCP-client: Interface br0® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WEP-3L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WEP-3L_2.4GHz' 1into

6.12.7 CkaHunpoBaHue acupa

€ Bo Bpems ocylecTBNEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/OUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-3L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP wpa/wpa2-1x 68:13:E2:1D:8A:33 11 -45 28
AP wpa2-1x 68:13:E2:208:A3:31 6 -46 28
AP wpa2 68:13:E2:1D:@A:31 11 -47 20
AP wpa2 68:13:E2:35:C3:91 6 -48 28
AP wpa2/wpa3-1x 68:13:E2:03:92:D1 6 -49 28
AP off 68:13:E2:35:E9:D2 1 -58 28
AP off EC:Bl:E@:@C:@e8:31 11 -51 28
AP off E8:28:C1:DA:C9:B1 1 -53 28
AP wpa2-1x EC:B1:E@:21:44:81 6 -53 28
AP wpa2/wpa3-1x  68:13:E2:28:A3:84 44 -38 28
AP off EC:B1:E@:@A:3E:99 48 -38 28
AP wpa2 68:13:E2:03:1A:72 36 -39 20
AP wpa/wpa2 68:13:E2:20:A2:DB 48 -49 28
AP off 68:13:E2:83:1A:71 36 -41 28
AP wpa2-1x EC:B1:EG:@B:82:11 44 -41 28
AP wpa/wpa2-1x 68:13:E2:208:A2:D9 48 -41 28
AP wpa2 68:13:E2:0F:49:EB 40 -42 8a
AP off EC:B1:E@:@B:82:18 44 -42 28
AP wpa2 EB:D9:E3:73:86:E8 44 -43 8e
AP off CC:9D:A2:(2:96:D@ 40 -50 28

6.12.8 CnektpoaHanmnsatop

CnekTpoaHanmaartop npenoctas/iseT MHhopMaLunio 0 3arpy>XeHHOCTU KaHas10B B AgnanasoHax 2.4 u 51Ty,
Pe3ynstaT BbIBOAMTCA B NPOLEHTAaX.

€ Bo Bpems paboThl CekTpoaHaIM3aTopa NPOUCXOAUT OTK/IIOUYEHME BCEX KTMEHTOB OT TOUKM JOCTYNa.
KnneHTbl NogknouaTcs CHoBa TOMbKO TOrAQ, KOrga CnekTpoaHa/M3aTop 3akOHYMT CBOK paboTy.
Bpemsi aHannsa Bcex pagnokaHasioB ABYyX AMana3oHOB COCTABAAET MPUMEPHO 5 MUHYT.
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© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-3L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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6.12.9 Tony4yeHune OT1A404HON MHhOpMaLmn

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-3L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosy TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WEP-3L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xxkkxkkkxkkkxkkkxkkkxkkkxkkkx**| 62755 0:00:00 ETA
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WEP-3L(root):/# traceroute <TecTUpyeMbIil XOCT>

Mpumep ncnonb3oBaHUA

WEP-3L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

7.2 Ytnnuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-3L(config):/# tcpdump --help

7.2.1 3axsart Tpachmka c /11060ro akTMBHOro nHTepderica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-3L(root):/# tcpdump -i eth0
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7.2.2 CHudpep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# radioX (/159 gnanasoHa 2.4 T, — radio0, 119 5 [T, — radiol)
WEP-3L(config):/interface/radioX# common

WEP-3L(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WEP-3L(root):/# tcpdump -i radiol

7.2.3 HacTpolika yaaneHHoi 3annucu gamna Tpadumka

B pasgene remote-capture BbINO/HAETCA yAa/IEHHAA 3anucb gamna Tpaduka.
YcTpoiicTBo nogaepxuaet npotokon RPCAP, no3sonsiowmii Npom3BoanTb 3annck gamna Tpadmka ¢
NHTepelica ycTponcTBa Ha yAasIeHHON MallMHe B PeXUMe OHAalH.

© /115 ynanéHHoro 3axsata NakeToB C paanonHTEPdEicoB HE0BX0AMMO NOAHATL UHTepdelic! radiol 1/
nnv radio1 13 npeaplayLero nyHkTa.

KomaHgb! AN HACTPOIiKM remote-capture

WEP-3L(root):/# configure

WEP-3L(config):/# remote-capture

WEP-3L(config):/remote-capture# enabled true (true — BrtoueHve. 115 oTknwoueHns ssente false)
WEP-3L(config):/remote-capturet# disable-authentication true (onuus nossonser oTkIUNTL TpeboBaHve
ayTeHTudukaumm npu gobaeneHnn yaaneHHoro nitepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTumKaLlmsa 3anpaliBaeTcs)

WEP-3L(config):/remote-capture# port 2002 (2002 — HOMep MopTa, KOTOPbIA CNYXUT 4715 NOAK/THOYEHNS
yA/IEHHON MalluuHbI. MapaMeTp NpuHMMaeT 3HavyeHus oT 1025 Ao 65530. Mo ymonyaHuio: 2002)
WEP-3L(config):/remote-capture# save (CoxpaHeHve HacTpoek)

[nsa ypanénHoro nogknoveHus ncnonb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa u nopt. Ans
3TOro, HanNpMMep, MOXHO 1cnosb3oBaTb Nnporpammy Wireshark. 3atem HeE06X0AMMO NONYUNTbL CINCOK
NHTepdencoB ansa CHUAUHra oT YCTPOICTBA, BbIOPATb OAMH U3 HUX 1 3anyCTUTb CHATME gamna C
yAaneHHoro nHTepdelica.
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7.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaensiowas CTopoHa Ha3bIBAETCS K/IMEHTOM, MPUHUMAtOLLAst — CePBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WEP-3L(root):/# iperf --help

Mpumep 3anycka notoka Tpadomka ¢ T Ha cepBep:

HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WEP-3L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)

7.4 HacTtpolika pexvuma Radar

®YHKUMOHaN NpeAHasHaveH ans cbopa MHopmaLmmn 0 KIIMEHTCKMX YCTPOMCTBAX B 30HE AeCTBUS TOUKM
JocTyna u nepefayn faHHbIX Ha CepBeEP-KOMIEKTOP.

7.4.1 HacTpoiika pagapa ¢ oTnpaBKol AaHHbIX No npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WEP-3L(root):/# configure

WEP-3L(config):/#radar

WEP-3L(config):/radar# enabled true (BktoueHve doyHkumoHana radar. 418 oTkaodeHus seegute false)
WEP-3L(config):/radar# url http://host:port/service (yka3biBaeTcs URL-CChI/IKa Ha cepBuc, KOTOPLIN ByaeT
npuHMMaThb AaHHble OT TOYKM gocTyna B JSON-thopmare. Nepenayvya Bo3moxkHa no HTTP/HTTPS)
WEP-3L(config):/radar# scan-interface all (nHTepcpelic, Ha kKoTopom ByAeT paboTaTk CKaHMpoBaHNE.
Bo3moXxHble 3HaYeHus: wlan0 — nHtepdeiic 2.4 I'u, wlanl — nHtepdoeic 5 I'u, all — oAHOBPEMEHHO
24TTyn5ITwy)

WEP-3L(config):/radar# send-interval 1 (MHTepBan OTNpaBKn AaHHbIX HA KO/IIEKTOP. 3HAYEHKE No
YMOJ/I4aHWIO: 5 CEKYHA)

WEP-3L(config):/radar# mac-source "probe data" (sL100p Tvna fgaHHbIX cobrpaembix B adonpe. BO3MOXHbIe
3HayeHus: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — TONbKO data, all — Bce Tunbl
NMakeToB)

WEP-3L(config):/radar# scan-channel-timeout 1000 (Bpems, Bble/IeHHOe Ha CKaHUpOBaHve OfHOro KaHasa.

3Ha4veHune No ymosiHaHuto: 200 Mc)

WEP-3L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /15 CKaHNMPOBaHNSA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-3L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHa/1 /15 CKaHVMPOBaHNA B AvanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-3L(config):/radar# save (coxpaHeHve HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-3L(root):/# configure

WEP-3L(config):/# radar

WEP-3L(config):/radar# url mqtt://host:port/service (ykassiBaeTcs URL-cChI/IKa Ha cepBuc, KOTOPbLIA ByaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-3L(config):/radar# mqtt-username eltex (Vs nosib3oBaTess: HEOOXOAMMO [/15 aBTopuU3aLum Ha
cepBuce-KosekTope)

WEP-3L(config):/radar# mqtt-password Password (naposib: He0Ox0AMM [/151 aBTOpU3aLny Ha cepeuce-
KoniekTope)

WEP-3L(config):/radar# mqtt-topic input_mgqtt_topic (ykassiBaetca URL-naeHTurkaTop cyLHocTen B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-3L(config):/radar# scan-mode passive (pexviv paboTel pasgapa, rae active — touka 40CTyna To/1bKo
CKaHupyeT ahmp 1 He NpefocTaB/IeT CEPBUC KNIMEHTaM; passive — TOUKa JoCTyna npegocrasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WEP-3L(config):/radar# scan-interface all (nHTepcpelic, Ha KOTopom ByAeT paboTaTk CKaHMpoBaHME.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHtepdoeic 5 INu, all — ogAHOBPEMEHHO
24TTyn5ITw)

WEP-3L(config):/radar# send-interval 1 (MHTepBan OTNPaBKN AaHHbIX HA KO/IIEKTOP. 3HAYEHMEe No
YMOJ/IHaHWIO: 5 CEKYHA)

WEP-3L(config):/radar# mac-source "probe data" (BL100p Tvna faHHbIX, cobrpaemMsIx B achmpe.
Bo3MoXHble 3HaueHus: probe — To/1bKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbI NAKETOB)

WEP-3L(config):/radar# scan-channel-timeout 1000 (Bpems, BbIe/IEHHOE Ha CKaHUpOBaHve OfHOro KaHasla.
3Ha4yeHue No ymosiHaHuto: 200 Mc)

WEP-3L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 [/15 CKaHNMPOBaHNSA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-3L(config):/radar# scan-limit-channels-5g 36 40 44 48" (kaHas /15 CKaHMpOBaHWA B AyanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-3L(config):/radar# scan-min-signal -80 (nopor ypoBHA curHana. Ecnm Touka goctyna BUAnT KveHTa ¢
YPOBHEM HWXe ykaszaHHOro, MAC-apec K/iMeHTa He nepefaeTcs Ha KOIeKTop, U KIIMEHT He CcUMTaeTCs
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WEP-3L(config):/radar# enabled true (Bk/toueHve doyHkumnoHana radar. 418 otkaodeHusn seegute false)
WEP-3L(config):/radar# save (coxpaHeHve HacTpoek)
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8 CnncoK N3MeHeHui
Bepcusa gokymeHTa

Bepcua 1.2

Bepcua 1.1

Bepcusa 1.0

Bepcusa nporpammHoro obecneyexus 2.7.0

Jarta Bbinycka

05.2025

03.2025

01.2024

PykoBoacTBO no akcrnyatauun WEP-3L

CopgepxaHue namMeHeHuii

CuHxpoHusaums ¢ sepcuein MO 2.7.0
JobasneHo:

6.2.2 HacTpolika ygan&HHoro ynpasneHus
6.8 HacTpoiika pennvkauyumn ARP

M3ameHeHo:
6.3.6 HacTpoiika VAP c nopTasibHOW aBTopu3aLmeii

6.3.7 HacTpoiika VAP ¢ BHeluHel nopTasibHOW
aBTopu3auueri

6.3.8 HacTpoiika gononHutensHoro RADIUS-cepBepa Ha
VAP

6.13 MoOHUTOPUHT

CuHxpoHusauus ¢ Bepcueii MO 2.6.5
[ob6aBneHo:

6.3.8 HacTpoiika gononHutensHoro RADIUS-cepBepa Ha
VAP

6.4 HacTtpoiika AirTune

6.7 Hactpoiika pennvkaumm DHCP

6.9 HacTpoiika napaMeTpoB NOPTas/IbHON aBTopM3aLmm
6.9.1 Ynpas/ieHne noptasibHbIM cepTUhmKaTom

6.11.9 Mony4yeHne oTAaA0uHON NHGOPMaL MK

7 BcnomoratesibHble yTUAuThI

7.1 YTunuta traceroute

7.2 YTunuta tcpdump

7.2.1 3axBart Tpadmka c /1060ro akTMBHOIO MHTepdelica
7.2.2 CHudppep achupa

7.3 Y1unuta iperf

7.4 HacTpolika pexvma Radar

7.4.1 HacTpolika pagapa ¢ 0TNpaBKoi AaHHbIX MO
npotokony HTTP

7.4.2 HacTpoliika pagapa ¢ 0TNpaBKoi AaHHbIX MO
npotokony MQTT

V13meHeHo:

5 YnpaBneHue ycTpoiicTBoM Yyepe3 web-nHtepdeiic

6.3 HacTpoiika BupTyasibHbIX Touek gocTtyna Wi-Fi (VAP)
6.3.9 [lononHuTenbHble HacTpoikn VAP

MepBas nybvkaums
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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