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PykoBogacTBo no akcnayarauum WOP-20L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-20L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpykumusa ycTpoiicTBa npeaycmaTpvBaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayarauum WOP-20L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnposogHas Touka goctyna WOP-20L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WOP-20L nogkntoyaetcs K nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTpOIACTBO COAEPXKMUT ABa paanovHTepdeiica ans opraHMsauum aByx onsnyecknx 6ecnpoBOHbIX CETENA.

WOP-20L nogaepxunsaeT coBpeMeHHbIe TpeboBaHUA K kKaueCcTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO ABNAETCS HE3AMEHNMbIM PELLUEHNEM AJ151 OpraHM3aLuy 6ecnpoBOAHON CETU B pa3/IMUHbIX
KIMMaTMYECKMX YCI0BUSIX, B LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW B1aKHOCTU (napku,
3aBofbl, CTAANOHBI, T.4.), @ TaKKe ABNSETCA naeasibHON NNaTopmMoit A8 opraHn3aummn CBs3v B KOTTEMKHbIX
nocesnkax v yAaseHHbIX HaCeIeHHbIX NMyHKTaXx.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt Ethernet 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

* Wi-Fi 5Ty IEEE 802.11a/n/ac;

+ 4 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u

T.0.).
PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauusi AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);

* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;

* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;
aBTOBbIOOP KaHana,;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsarop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMAaTMYECKOE COr/TacoOBaHNe CKOPOCTK, AyN/IEKCHOMO PEXUMA 1 NEePEKIIUEHNS MEXAY PeXumamm
MDI n MDI-X;
+ nopaepxka VLAN (Access, Trunk, General);
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* DHCP-knueHT;

* nogpepxka GRE;

* BO3MOXHOCTb Nnepefaym aboHEeHTCKOro Tpaduka BHe TYHHene;
+ nogpepxka ACL,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nognepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* NPYOPUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NpPonyckHOW cNoCo6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTU A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauust yepes RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIx WPA/WPA2;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa obopygosaHna WOP-20L.

’@? smgampa re LWnio3

I “:f #-C’;r

ey
WOP-20L »
& " :
9y 3 v
‘; s ¢ S5

CepBep

DHCP, RADIUS

PucyHok 1 — ®yHKUMOHaNbHaa cxema mcnonsb3osaHma WOP-20L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl MHTEpdelica Ethernet
KonnuyecTtBo nopToB

DneKTpuYeckunii pasbem

CkopocTb nepefayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro uHTEepdelica
CraHpapTsl

YacToTHbI gnanasoH

Mogynauua

Paboune kaHasbl

CkopocTb nepegadn gaHHbIX
MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA
MakcumasibHast MOLLHOCTbL nepefaTyvka

quCTBMTEﬂbHOCTb npnemMHnkKa

Be3onacHocTb

RJ-45
10/100/1000 M6uT/c, aBToONpeaeneHne

BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

24T1Tuy: 127
5Mu: 127

2.41Tu: 18 abm
51Tu: 20 pbm

2.4TTu: po-91 abm
51Tu: go-93 gbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2

nopnepxka Captive Portal

Bbl60p MOZe/IM aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM AOCTyna

Moppepxka 2x2 MIMO
YnpaBsneHue
YpaneHHoe ynpas/seHue

OrpaHnyeHne goctyna

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHTudukaunsa yepes RADIUS-cepsep



O6wue napameTpbl
Flash-namsaTb

RAM

MNuTtaHne

MoTpebnsiemast MOLWHOCTb
CTeneHsb 3auThl

Pabounin gnanasoH Temneparyp

OTHOCKTEeNbHAasA BNaXHOCTb Npu
Temneparype 25 °C

rabaputbl (L x B x T)
Macca

Cpok cnyx6bl

2.4 KOHCTPYKTUBHOE MUCMOJSIHEHNE

128 MB SPI-NAND Flash
256 Mb DDR3 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)

He 6onee 12 BT

IP55

oT -45 po +65 °C

0o 95 %

125 x 236,5 x 50,4 mm

0,77 kr

He meHee 15 net

PykoBogacTBo no akcnayarauum WOP-20L

Yctpoiicteo WOP-20L BbINO/IHEHO B NN1aCcTUKOBOM Kopryce. BHewHunii Bug yctpoiictea WOP-20L npvBefeH Ha

pUcyHke 2.

&

&

SR

Cil))

i N

46

&

PucyHok 2 — BHelwHuiA Bug, nepegHein naHenn WOP-20L



PykoBoacTBO Mo akcnnyatauum WOP-20L

oA, KPBILLKOW B HUXHel YacTu ycTpoiicTea pacrnonoxeH LAN-nopt 10/100/1000BASE-T (pasbem RJ-45) ans
NOAK/TIOYEHNSA K BHYTPEHHel ceTu 1 nutaHuio POE, a Takke kHornka «F» ans cépoca K 3aBOACKMM HACTpOLiKam
(pucyHok 3).

/N —

11—
\2

PucyHok 3 — BHeLWHWIA BUA, HWXHE naHenn
WOP-20L

"“W“' ;aq e ®
20 00

5-A1 2.4-A1 5-

‘ 1 T ' PucyHok 5 — BHewHwuiA Bug, 3agHei naHenn WOP-20L
3 4 5 6

PUCyHOK 4 — BHELLHWiA B, BEPXHE NaHenu
WOP-20L

Ha naHensix ycTpoicTBa pacnosioxeHbl crnefytolye pasbeMbl U OpraHbl ynpasneHnus, Tabnuua 2.

Ta6nuua 2 — OnucaHne NOpPTOB 1 OPraHoB ynpaB/eHus

OnemMeHT naHenu OnucaHue

1 F (PYyHKLMOHa/IbHas KHOMka cépoca K 3aBOACKAM
HacTpoiikam

2 LAN-nopt 10/100/1000BASE-T (pa3bem RJ-45) ¢ nogaepxkoii
PoE

3,5 5-A1, 5-A2 pasbembl 415 NOAKIOYEHUS BHELUHUX aHTEHH

AnanasoHa STy,

4,6 2.4-A1,2.4-A2 pasbembl 415 NOAKIOYEHUS BHELWHNUX aHTEHH
AvanasoHa 2.4 Ty

7 @ 3a3eMm/iIeHne ycTpoicTea

10



2.5 CaetoBas nHgukauus

PykoBogacTBo no akcnayarauum WOP-20L

TekyLLlee COCTOsSIHME YCTPOCTBa 0TOOPaxXaeTCcs Npu NOMOLLM MHAVMKATOPOB, PACNO/IOKEHHbIX HA NepeaHerl
naHenu yctpoicTea. lNepeyeHb COCTOSHUI MHAMKATOPOB NpuBeLeH B Tabnuvue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB
NHaukatop CocTosiHMe uHgukatopa
Power — nHavikarop rOpuT MOCTOSAHHO
[ nuTaHWsa u ctaryca
( ) paboTbl ycTpoiicTea
Muraet

yacToe MuUraeT B TE4EHUU
3 cekyHpg, panee roput

NOCTOSIHHO
LAN — uHgukarop ropuT NOCTOAHHO
ﬁ nopta Ethernet-
nHTepdeiica
muraet
> Wi-Fi 2.4y, ropuT NOCTOAHHO
- — MHAMKaTop cTartyca
24G paboTbl 6ECNPOBOAHOIA
: ceTu B AnanasoHe 2.4
My
o Wi-Fi 5 ropuT NOCTOAHHO
- My — nHamkaTop
cTaTtyca paboThbl
5G 6ecnpoBoOAHOl CETU B

AnanasoHe 5Ty,

2.6 C6pocC K 3aBOACKMM HacTpoiikam

OnucaHue
nuTaHve NOAKMHYEHO, HOpMasibHas paboTa
YCTPOICTBO He nony4ynsio agpec no DHCP

nepesarpyska/copoc k 3aBOACKMM HacTpolikam

kaHan mexay Ethernet-untepdpeiicom WOP-20L 1
NOAK/MOYEHHbIM YCTPOCTBOM aKTUBEH

npoLecc nakeTHOW nepefayn AaHHbIX Mexay
Ethernet-untepceicom WOP-20L n
NOAK/MOYEHHBIM YCTPOINCTBOM

ceTb Wi-Fi B gnanasoHe 2.4 Ty, akTMBHa

ceTb Wi-Fi B gnanasoHe 5 Ty, akTnBHa

[na copoca ycTpoicTBa K 3aBOACKMM HACTpoOikaM Heo6X0AMMO B 3arpy>eHHOM COCTOSIHMM YCTPOMCTBa
HaXKaTb U yaepxusarb KHOMKY «F» Ha npotsxeHun 10—15 cekyHa, noka nHankarop Power He HaYHeT Muratb
opaHXxeBbIM LiBETOM. [1pon3oiigeT aBTomaTmyeckas nepesarpyska ycTponcTaa.

Mpun 3aBOACKUX ycTaHOBKax byaet 3anyweH DHCP-knueHT. B cniyyae, ecnun agpec He 6yaet nosyyeH no DHCP,
TO y ycTpoiicTBa byaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, ums nonb3osaTtens/naposb

ANs goctyna yepes web-nHtepdeic: admin/password.

2.7 KomnnekTt noctaBKu
B KoMNNeKkT nocTtaBku BXOAAT:

+ 06opyaoBaHune pagnogoctyna WOP-20L;
* KOMIMJIEKT Kpenexa,

* PYKOBOACTBO Mo aKcnnyatauuy Ha CD-ancke (onuuoHasibHo);

. CepTVI('*)VIKaT COOTBETCTBUA,
* NamMdaTKa 0 AOKYMeHTauuwu,
* nacnopr.

11
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

11.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEeHEeHWIo BCroMoraTesibHoe
obopygoBaHue.

He Bk/itovaiTe nutaHme 6e3 NoAKNHYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

(X

Mpn yNNYHOI YyCTaHOBKE MO0 B MECTax BbICOKOW BIAXXHOCTWN YCTPOMCTBO 06a3aTe/bHO A0/MKHO ObITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopT 6611 HanNpaBIeH BHUS.

PekomeHayemoe NnosioXeHne yCTponcTea A1 YCTaHOBKM — KpensieHne Ha TPy6OoCTOoMKy/CToN6 unu
CTEHY.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInyme BUAUMbIX
MeXaHU4ecKnx noBpexaeHuii. B cryyae o6HapyXeHnsi NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K MOCTaBLLNUKY.

YCTPOWCTBO [O/MKHO ObITb YCTAHOB/IEHO Ha TPYOOCTONKY/CTONG Taknum o6pa3om, 4Tobel Ethernet-nopt
6bl1 HanpaB/ieH BHU3.

Mpun pasmeLLeHnn yCTponcTea 415 obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yuntblBainTe cregyrowime npasunia:

* YcTaHaBnuBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHON CET.

« MUHMMK3UNPYIITE uncio nperpag (CTeHbI, NOTOMKK, Mebenb 1 ap.) mexay WOP-20L n apyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.

* He ycTaHaBnvBaiite yCTpoiicTBO B6NM3U (NOpsigka 2 M) a/1eKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtaollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.

* [penAaATcTBUSA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, METa/I/IMYECKNX KOHCTPYKLMIA, KWPMUYHbIX U
OGETOHHbIX CTEH, a Takke neperopoakn n3 6pyca 60/bLOro guameTpa, EMKOCT C BOAON 1 3epkana
3HaYMTEeNbHO yMeHbLlato paguyc geinctems cetn Wi-Fi. He pekomeHayeTcs pasmelleHune ¢
BHYTPEHHE CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
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pacnpocTpaHeHne curHasia v 3atyxaHue rnpu npoxoxaeHnun yepes peLleTky Kapkaca
hanbLunoToska. o 3Toi Xe NpuYnHe He peKoMeHAYeTCs YCTaHOBKa 3a AepeBAHHbLIM MOTO/IKOM U
B Yr/y6/eHusax.

5. TMpu pa3mMeLLeHnn HECKO/TbKNX TOYEK paguyc COTbl AO/HKEH NepecekaTbCsl C COCeHel COTOIN Ha YpOBHe
0T -65 00 -70 gbm. [lonyckaeTca yMeHbLUeHe YPOBHSA curHasia Ao -75 AbM Ha rpaHuuax cot, ecnv He
npegnonaraetcs ucnosib3osaHve VolP, NOTOKOBOro BUAeOBELLaHNA U APYTOro YyBCTBUTETbHOIO K
noTepsm Tpadvka B 6eCnpoBOAHON CETH.

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

MNpwv BbIGOpE KonMyecTBa HEOOX0AMMbIX TOYEK AOCTyNa criefyeT npeasapuTeslbHO NPOM3BECTU OLIEHKY
Tpebyemoil 30HbI 0XBaTa, yuntbiBasd [JH aHTEHH B rOPU30HTa/IbHOM U BEPTUKA/IbHON NAOCKOCTAX. 19 60nee
TOYHOW OLEHKM HEOOXOAMMO NPON3BECTU pagnouccnefoBaHe TeppuTopun. JanbHOCTb OXBaTa yBEPEHHOIO
npuemMa TO4YKM AOCTYyNa 3aBMCUT OT YCTAHOB/IEHHbIX aHTEHH Y HA/IMYMA NPensaTcTBuii. B Tabnuue 3 npuBeaeHbl
NpUGAN3NTENbHbIE 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

Matepuan N3veHeHNe ypoOBHA curHana, gb
24101Ty 5Ty
OprcTekno -0,3 -0,9
Kupnuy -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IM4eCKON CETKOW -14,8 -13,2
LLInako6n0ok -7 -11

MeTannuueckas pelueTka (Sueiika 13 x 6 MM, META/TN 2 MM) -21 -13
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3.4 BbI6Op KaHa/I0B COCE/CTBYOLLMX TOUEK

Bo nsbexaHve MexkaHasibHOM MHTepdepeHLmn Mexay CoCeCTBYOLLMMM TOYKaMM AOCTyNna peKkoMeHayeTcs
yCTaHOBUTb HENepeKpbIBaOLLMECS KaHasIbl.

Kanane!

1 2 3 4 5 8 7 8 9 10 11 12 13 14
2.402 Ty, |<7 22 MI'L.(H 2.483 Ty

PucyHok 6 — O6las gvarpamma nepekpbITs YacTOTHbLIX KaHanos B 2.4 Ty,

Mpumep cxeMbl pacnpeaeneHnsa KaHasioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npuBeAeH Ha pUCYHKe 7.

PucyHok 7 — Cxema pacnpefenieHnsa KaHasioB Mexay CocefHVMM ToukaMuy A0oCTyna B AuanasoHe 2.4 [Ty, npu
LWVpuHe kaHauia B 20 MI'y,

AHa/IOTMYHO PEKOMEHAYETCS COXPAHATh AaHHbI MeEXaHU3M pacnpefenieHnst KaHasI0B NpK PacnooXeHUN
TOUEK MexXay aTaxamu (PUCYHOK 8).

PucyHok 8 — Cxema pacnpefiefieH/sl KaHa/1I0B MeXAy COCeAHUMM TOUKaMU AOCTYNa, PacrofIOKEHHbIMU MeXy
aTaxamu

Mpu ncnonb3oBaHUN WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 ['TL, HET HenepekpbiBalLWMXCca KaHasoB. B
Takux criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz

IEEEChennel # 182 32N 823 S22 SINSEEII 2BEsE
20 MHz VOV VAV AV
somez T VTN LV VN
80 MHz |/ \ \.: [ \ Y \5 ) \
160 MHz IR A !

Examples of /IR A
non-contiguous

VHTS0+80 MHz [ [

mpsan

setup

PucyHok 9 — KaHauibl, ucnonb3yemble B gnanasoHe 5 ' npu wupuHe kaHana 20, 40, 80 MI'y,
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4 YcTaHOBKa yCTpoucTBa

[Ansa Toukm goctyna WOP-20L npefycMOTpeHbl ABa BapuaHTa MOHTaXKa: yCTaHOBKa YCTPOCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MpuKpenuTe KPOHLUTENH K KOPMyCY YCTPOCTBA C MOMOLLbIO BUHTOB, UAYLLMX B KOMIM/IEKTE, Kak
MOKa3aHO Ha PUCYHKE HIXE.

PucyHok 10 — KpenneHue KpoHLuTeliHa K YCTPOCTBY

2. YcTaHOBUTE yCTpOiicTBO Ethernet-nopTom BHM3 Ha TPY6OCTOIIKY, KAk NOKa3aHO Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLimMmy B KOMMNJIeKTe ¢ ycTpoiicTeoMm. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 peKoMeHJaLuy, NPUBEAEHHbIE B pasfenax «/IHCTPYKLMN N0 TEXHVKE 6e30NacHoCT» 1
«PeKoMeHaLmn No yCTaHOBKe».

' 4
’

-
4

b etk S el e

PucyHok 11 — KpenneHue ycTpoicTea K Tpyb0oCcTOlike

3. BbINonHMTE 3a3eM/ieHne YCTPOIACTBA Yepes CneLasibHy KNemMMy Ha paguaTope ycTpoiicTea (cM.
PUCYHOK 5).
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4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTE YeTbIpe OTBEPCTUA A/19 BUHTOB Ha KpOHLUTeVIHe C TakKMMK XXe OTBEPCTUAMUN Ha

ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pucyHke 12.

PucyHok 12 — KpennieHue KpoHLWTeliHa K YCTPOACTBY

2. BbiGeprTe MecTo A5t pa3MeLLIeHUst TOUKM A0CTyna B COOTBETCTBUN C PEKOMEHAAUUAMMN U3 pa3fesioB
PYKOBOACTBA «/IHCTPYKLMM M0 TEXHUKE GE30MacHOCTI» U «PekoMeHaaLn Nno yeTaHoBKe». MpunoxuTe
OCHOBaHMWEe KPOHLUTEHA K CTEHE 11 OTMepbTe PacrosiokeHne oTBEPCTUIA 415 BUHTOB (pUCYHOK 13).
MpoCBeP/IUTE OTBEPCTUSI U 3aKPENUTE B HUX BUHTLI, HE 3aTAMMBas A0 KOHLA.

PucyHok 13 — Pa3melligHre YCTPOIACTBa Ha CTEHE
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3. BbINonHWTe 3a3eM/IEHNE YCTPOCTBA Yepes cneuyasibHyo KeEMMY Ha paguatope ycTpoiicTea (cMm.
PUCYHOK 5).

4. COBMeCTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMUM Ha CTeHe. MNMepeaBrHbTE KPOHLUTENH BBEPX U BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 14).

PucyHok 14 — dukcrpoBaHue yCTpoinCcTBa Ha CTeHe
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PykoBogacTBo no akcnayarauum WOP-20L

5 MopgknoveHne ycTponcTea

PucyHok 15 — MopgxntoveHne Ethernet-kabens k POE-nopty

1. CHUMUTE KpPbILLIKY, 3aKpbiBatoLLyto Ethernet-nopTt Ha HWXHeN naHenn ycTpoiicTBa, noaktounte Ethernet-
kabenb k POE-nopTy (pncyHok 15).

2. 3aKpoliTe KpbILLKY HYKHEN naHesnu.

3. MoakunTe aHTEHHY K YCTPOIACTBY, CNeays MHCTPYKUMAM U3 pasaena «/IHCTpYKLMs 1o repMeTnsaLny
AHTEHHbIX Pa3beMOBY:

a. MNpwu ncnonb3oaHny Omni-aHTEHH: NPUCOeANHNTE aHTEHHbl K SMA-pasbemam yCTPOICTBa,;

6. MNpu ncnonb3oBaHUA NaHesIbHbIX/CEKTOPHBIX aHTEHH: NPUCOeAUHNTE aHTeHHbI K SMA-pa3bemam
YCTPOMNCTBA C NOMOLLbIO KabenbHbIXx C60poK. OTperynnpyiTe NooXeHNe aHTEHHbI Tak, YTOObI
aboHeHTCKMe yCTpoicTBa Nnonagasiv B 30HY MOKPLITUSA YCTAHOBMEHHOW aHTEHHbI.

4. NMogkntounte Ethernet-kabens, naywmii ot WOP-20L, kK POE-nopTy nHxekTopa unv nopty kommytatopa (IEEE
802.3af-2003).

5. Ecnv Bbl ucnonb3yete PoE-mHXeKTop, nogxnumnTe ero k posetke 220 B ¢ NOMOLLbIHO CETEBOIO LUHYpPA.

[ € Bo usbexaHme BbIXoAa YCTPOICTBA 13 CTPOS PEKOMEH/LYeTCS UCMONb30BaThb rPO303aLLyTY. ]

{ € He BrnouaiiTe NUTaHNe 6e3 NOAKIUEHHBIX AHTEHH. ’

18



PykoBO/ACTBO No akcnyaTauum WOP-20L

5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPexXAeHNi, a Takke
MpoBepLTE HaMuMe YNI0THUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 16 (a,
6).

PucyHok 16a PucyHok 166

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWUTE raiiky, Kak nokasaHo Ha pucyHke 17 (a,
6).

PucyHok 17a PucyHok 176

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 17a) Tpebyetcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
176) Tpebyetcs 0,3 M rMapon30NMNPYIOLLLEN NTEHTbI, Kak NoKkasaHo Ha pucyHke 18 (a,6).

PucyHok 186

PucyHok 18a
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PykoBO/ACTBO No akcnyaTauum WOP-20L

4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CMON, Kak NoKa3aHo Ha pucyHke 19.

N

PucyHok 19

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YyacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 20 (a, 6).

PucyHok 20a PucyHok 206

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 21 (a, 6).

v

P.I/IcyHOK 21a PucyHok 216
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3VHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI30neHTa nokasaHa Ha pucyHke 22.

PucyHok 22

8. HauHuTe 06MOTKY C Oon/ieTkn kabens, npeaBaputesibHO OTCTYNMB OT NEPBOrO BUTKA PE3NHOBOM SIEHTbI Ha 5—
10 mMm. 3adnkcnpyiiTe KOHYMK N30/1EHTBI Ha onneTke kabensa nog yrnom 15-25 rpagycos K ocu kabens, u,
cnerka pactsarmsas NieHTy, HauHMTe obmatbiBaTb kabesnb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopryca
yCcTpoicTBa. BUTkM HE06X0AMMO yKnaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagKkM Ha BUTKaxX He
ponyckatotca. ObmoTka kabesia nokasaHa Ha pucyHke 23.

PucyHok 23

9. locTUrHyB KOpnyca Kpaem feHTbl, caenalite 060poT BOKPYr pa3bemMa, MakCMMasibHO NpuKumas Kpa
N30NEHTbI K KOPMNYyCy YCTPOWCTBA, fanee NPOAO/HKMTE HAMOTKY NIeHTbl NO4 APYTUM YI/1I0M, YOANssach OT
kopnyca. Mpn HamaTbIBaHUK M/I0THO HakKablBaiTe BUTKW NIEHTLI, HEe Aornyckas cknafok. Ha nocnegHnx
BUTKaxX U30/1EHTbI PACTSHKKY HEOOXOAMMO YMEHbLUUTb 0 HYNS U NOCNeHWUIA BUTOK Y/IOXUTbL 6e3 pacTarnBaHus,
Kak nokasaHo Ha pucyHke 24 (a, 6).

PucyHok 24a PucyHok 246

10. MpoBepbTe 3arepMeTU3NPOBaHHbI pa3beM Ha OTCYTCTBME BUAMMbIX YHACTKOB PE3MHOBOM NIEHTBI.
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6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-20L

3. BBeguTe ums nonb3oBaresnis B CTPOKe «BBeAuTe NIOrvH» 1 Naposib B CTPOKe «BBeAUTE Naporsib».

© 3asogckue ycTaHOBKM: N0TMH — admin, naposb — password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPMHIA COCTOSIHUSA YCTPOIACTBA.

,ELTEX  woP-20L

MonuToprHr ~ Radio VAP WDS  CeTeBble HACTPOAKH  BHElWHWe cepBucbl  CHCTEMA T~ (BbiXof,
Wi-Fi KNWeHTsI W3penne WOP-20L
oS AnnapatHas sepcra 2vi
3aBoAckoi MAC- 6813:E2:1B:6B:40
CTaTHCTHKA NO TPAMUKY aapec

CepHiHEIN HoMep WP4AQ00050
CKaHHpOBaHHe 3(DHpa

Bepcua M0
JKypHan coGbITHi
PesepBHan sepcua

N no
CeTesan UHpOpMaLKHA

Bepcns 3arpya4nka

MHOPMALMA O N FU

copuaLy CicTemHoe BpeMs 28112023 12:5218

paguonHTEpMEencax

Bpemsa padoTh 104, 03:26:44
WHcpopmaums ob ycTpoiicTse » .
3arpyska LMy

Vcnonesyeman 37% 89 MGaiT / 238 MoaiT
namaATs

= OGHOBHTL
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PykoBogacTBo no akcnayarauum WOP-20L

5. Mpy HeoBXOANMOCTN MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-20L gocTynHbl

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

I TEX  woP-20L

MoHuTopuHr  Radio VAP WDS  CeTeBble HACTpOAKM  BHeLHMe cepBHCEI  CMCTeMa

Wi-Fi KMeHTbI Wanenve WOP-20L

WO Annapatkas sepcuR  2vi

@

3aBoackoin MAC- 6813 E2:1B:6B:40
CTaTMcThka no Tpacuky anpec
CepHiHbIA HOMEep WP4A000050
CkaHupoBaHuWe 3pupa
Bepcwa N0

JypHan cobbITMH
PesepBHas Bepcus

- no
CeTtesan nHOopMmayma

Bepcua 3arpya4uka

Vistpopuaus o CycTemHoe BpeMA  26.11.2023 12:52:18
paguoMHTEPQENCAX
Bpema padoTs 1 0H, 03:26:44
WHthopmaLua of yCTPORCTBE > -
3arpyska Ly 1%

Wcnonbayemas 37) 89 MGaiT / 238 MGaiT
namaTe

& OGHOBUTD

6.2 lMpumeHeHne KOHurypaumm n oTMeHa M3MeHEHN

1. MprmeHeHne KoHurypaumm

Mpn HaXkaTUm KHOMKM 3anyckaeTcsi npouecc coxpaHeHust koHdourypauum o flash-
namMsTb YCTPOCTBA M NPUMEHEeHME HOBbIX HACTPOeK. Bce HacTpolikiu BCTynatoT B cuy 6e3

nepesarpyskun ycTpomncTsa.

B web-nHTepdelice Toukn gocTyna peannsoBaHa BU3yanbHas MHANKALNUS TEKYLLLErO COCTOSIHUSI npoLiecca

npYMeHeHnst HacTpoek (Tabnuua 5).

Ta6n|/|u,a 5-— Bmsyaanaﬂ NHONKaUnA TeKylero CoOCToAaHunA npouecca npuMeHeHna HaCTpoek

BHeluHNi1 BUg, OnucaHue COCTOSAHUA

Mocne HakaTus Ha KHOMKY «[TPUMEHUTB» NMPOUCXOAUT MPOLLECC MPUMEHEHUS U

3anvcy HacTpoek B NamMsATh ycTpoiicTBa. O6 aTOM UHhopMMpyeT 3HaUoK Eid B
Ha3BaHUW BKIAKN U Ha KHOMKE «MPUMEHUTb».
06 ycnelHOM COXpaHEeHU U NMPUMEHEHUN HACTPOEK MHADOPMUPYET 3HAYOK

B Ha3BaHUW BKIAAKN.

2. OTMeHa n3MeHeHuM

© OtmveHa n3meHeHNii NPON3BOANTCA TONMBKO 40 HAKATUA Ha KHOMKY «TTPUMEHUTLY. Mpn HaXaTM Ha
KHOMKY «[pUMEHNTb» U3MEHEHHBIE HA CTPaHMULIE NapameTpbl GyAyT 0GHOB/EHbI HA TEKYLLME 3HAYEHUS,
3anucaHHble B NaMaTK YCTPOICTBA. [ocne HaxaTus Ha KHOMKY «[pyMeHUTb» BO3BPAT K NPeablayLLmm

HacTpoikam 6yaeT HEBO3MOXEH.

. . X OTmeHa
KHomMKa OTMeHbI U3MEeHeHUIA UMeeT crieayoLnii BUa;
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcnayarauum WOP-20L

IMOHWTOPHHT Radio VAP WDS CeTeBble HaCTPOHKH BHELHWE CepBMCHI Cucrema - BbIX
Wi-Fi KNWeHTkI M3genne WOP-20L
T AnnapartHan BepcuA 2v1

3aeoackon MAC-

68:13:E2:1B:6B:40

CTaTMCTHEA No TpadmMky aapec
CEepPHAHEIR HOMED WP4A000050
CKaHWpOBaHWe adupa
Bepcwua Mo
HypHan coGbiTui
PesepeHan BeponA
- no
CeTesas MHpOpMaLMA
Bepcua 3arpy3uMka
MHpopmayma o . P,
(ITEE CucTemMHoe BpeMA  28.11.2023 04:03:33

paguouHTEpdeRcax
Bpema paoTb 0 OH, 18:37:59

Hhopmauua ob yCTpoilcTee > -~
3arpyaka Liny 9%

KMcnonb3yeman
NamATb

3?3 89 MOaiT / 238 MbanT

Z OGHOBHTB

@ 000 Tpednpurmue “3nmexc”, 2022 Bepcur M0

{Bepcus WEB:

OKHO No/b30BaTeNIbCKOTO HTepdielica pasaeseHo Ha NsATb 06/1acTeil:

1. Bknagku MeHo — Ans rpynnupoBKX NOAMEHI0 no kateropusim: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBuckl, Cuctema.

2. Bblbop A3blka MHTEpMeica 1 kHomka «(BbIXoa)», NpeAHa3HaYeHHas 415l 3aBepLIeHnsl ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagku nogMeHto — AN ynpasfieHus NoNemM HacTpoek.

Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPaA AaHHbIX 1 KOHUrypaumu.

NHdopmauvoHHoe norne, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.

aprw
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PykoBogacTBo no akcnayarauum WOP-20L

6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

“LTEX  woP-20L
MoHuropuHr  Radio VAP WDS  CeTeBble HACTpOKM  BHeWHue cepsucel  CucTema -
WEFTeHT >
wDS
Ne WmaxocTa IP-agpec  MAC-ampec MHTepdpeiic  Link Capacity Link Quality Link Quality Common RSSI, gEM  SNR, 45  TxRate RxRate TXBW, MMy RXBW,MIy Bpewms pasotel
CratucTika fio Tpacphy © 1 XiaomH2T 10248045 7612:31:98105ba wanlvad 30 56 7 90 7 VHT NSS2-MCS2 38 VHT NSS1-MCS2195 20 20 04:5105
Cranposae sgipa Mepeaano / npaTo Boero, GaiT 2 058 102/ 624 031 Mlepeaana ¢ ownbiaum, nakeos 0
3KypHan coBbiTHil MepeaaHo / NPHHATO BCEro, NAKETOR 6 565/ 11 242 TlOBTOPbI NEPERAYM 33 NOCTEAHHA NEPHOR, NakeTos 1
Ceresan nHcbopmaLys MlepeAano / NPUHATO SaKHbix, GaINT 1916 777 / 532 658 OBlLiee YACTIO MOBTOPOB NepefasH, NakeTos 2 393
opramo MepeaaHo / NPUHATO AaHHbIX, NaKeToB 6 558 / 2 380 CKOPOCTb Nepenaqi / npema, Koutie 070
panuouHTE piericax Moaynsauus MepeaaHo nakeTos MpuHATO nakeTos
VHopmaLs o6 ycTpolicTee OFDM& N o 8996 80%
NSS1-MCS0 0 o 779 T%
NSS1-MCS1 w7 7 623 6%
NSS1-MCS2 234 4% 54 0%
NSS1-MCS3 0 o 5 0%
NSS1-MCS4 19 o o %
NSS1-MCS5 61 1 o 0%
NSS1-MCS6 58 1 o 0%
NSS1-MCST 3 1 o %
NSS2-MCS0 1222 19% 526 5%
Nss2-MCS1 1523 23% 21 2%
Nss2MCs2 1675 26% % %
NSS2-MCS3 923 14% 2 0%
Nss2-MCS4 303 o 0%
NSS2-MCS5 2 % o %
NSS$2-MCS9 32 0% o 0%

Neo — HOMep NOAKIYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YyCTPOICTBa;

IP-adpec — IP-agpec NoAKM4YEHHOr0 YCTPOICTBA,

MAC-adpec — MAC-agpec noakKnt4YeHHOro YCTPOICTBa;

VHmepabelic — nHTepdelic Bzanmogeinctema WOP-20L ¢ noakto4eHHbIM YCTPOIACTBOM;

Link Capacity — napameTp, KOTOPbIii 0TO6paxaeT 3PPEeKTUBHOCTb NCMONb30BaHMSA TOUKON AOCTyna
MoAynsauMn Ha nepegady. PaccumTbiBaeTcsi UICX04S U3 KONMYECTBA NAKETOB, NepefaHHbIX Ha KaxKaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 419 MakCMMa/ibHOTO Tuna nss,
noazepXX1MBaemMoro KfMeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ noaaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbIi 0TOOPaXaeT COCTOSAHME INHKA A0 KNNEHTA, pacCymTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOi NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 K/MeHTa He 6blN yCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,
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PykoBogacTBo no akcnayarauum WOP-20L

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyYUTaHHbI
Ha OCHOBaHWW KOMINYECTBa PETPaHCMUTOB NakKeToB, OTMNPAaBNEHHbIX KNWEHTY. MakcMMaibHOe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS MOAKNIOYEHUA KITUEHTA;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoga 60/1ee pa3BepHYTOW MHOPMaLMK Mo ONpeaeeHHOMY KIMEHTY BbIGEPUTE €ro B CMIUCKE.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYEeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHAMo 0aHHbIX, 6alim — KONUYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIH0YEHHOe
YCTPOWCTBO 6alT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKkeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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6.4.2 TlogmeHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHpOpMAaLUUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-20L.

(TEX

MOHUTOPHHr ~ Radio VAP

Wi-Fi KnHeHTBI

WDS >

CTatucTika no Tpacpuky
CraHnpoBaHue apupa
3KypHan coBbITHii
CeTeBan WHQOPMALUA

VHDOpMaLKA o
panonHTEpdeiicax

VIHOPMALMA 06 YCTPoiicTBe

VDS (CeTeBble HaCTPOH k1

WOP-20L

Cuctema

BHELIHWE CEPBHCEI

i O6HoBUTL

Ne Mmsxocta IP-agpec  MAC-aapec

~ 1 WOP-20L 10248081 e828.cldach05 wlan1

Tepenano / NPUHATO Bero, GaiT
MNepeaano / NPUHATO BCEr, NAKETOB
Mepenano / NpHHATO AaHHbIX, GarT

Mepenano / NPUHATO RaKHbIX, NaKkeTos

Mogynauns

Dsss2
OFDM6
OFDM24
OFDM36
OFDM48

OFDM54

VHTepcpeiic  Link Gapacity

90 (not changed) 100

53 934606 / 4 938 701
158 090 / 21 493

48384 767 / 2 366 142

150 161 /13 564

Mepeqaro nakeTos
2

7929

5

14

2311

146710

99

Link Quality ~ Link Quality Common  RSSLAEM SNR.AB TxRate

s v 2 2 9 g

RxRate

63/-61  19/19

MepeaHe ¢ OLMCKaMH, NakeTos
MoBTOPLI NEPEAAYYM 33 NOCNEAHHI NEPHOA, NAKETOB
OBluee HCRo MOBTOPOS Nepenasn, nakeTos
CropocTs nepenayn / npiena, KOuT/C
MpHATO NakeTos
0 0%
7936 37%

OFDM 54 VHTNSS2-MCS6 117 20 20

o

o

2881

3/0

TXBW, MMy RXBW, MMy Bpems pa6orTel

11:03:15

NSS1-MCS4
NSS1-MCS7
NSS52-MC S0
NS§52-MCS1
NSS2-MCS2

NSS$2-MCS3

[}
[
o
[
15 0%
0
[
1
2
[}
1

o o o o o o o
S 8 8/8 8 8 8
o
=]

NSS52-MCS4

Ne — HOMep NOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YyCTPONCTBa;

IP-adpec — IP-afpec NoaKHOYEHHOro YCTPOICTBE;

MAC-adpec — MAC-agpec Noak/H4YEeHHOro YCTPONCTBa,

Vinmepcpelic — nHtepdpeiic B3anmogeictama WOP-20L ¢ noaknto4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIi 0TOO6paxaeT aPPEKTUBHOCTb UCMONb30BaHNA TOUKON JOoCTyna
MOAyNAaLMKN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaXaoi
MOAYNALMMN [0 KITMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HauyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTO Tuna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMasIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepeaatoTcs Ha
moaynaumm nssTmes0 ans knnenTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn;

Link Quality — napameTp, KOTOPbI OTOOPaxXaeT COCTOSAHME JINHKA A0 KNMEHTA, pacCUmUTaHHbIA Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeTOB, OTMNPAaB/IEHHbIX K/IMEHTY. MakCMMasibHOE 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbLITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 K/IMEHTA He Obl/1 YCNELIHO OTNpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOSAHME NIMHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONNYEeCTBa PETPAHCMUTOB NMakKeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbI OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMEHTA He 6blN YCNELIHO OTNpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/THOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHUMaemMoro curHana, Abw;

SNR — oTHoweHwue curHasn/wym, ab;

TxRate — kaHa/IbHas CKOPOCTb nepegayn, MouT/c;

RxRate — kaHanbHasA cKopocTb npuema, MouT/c;

TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombsl — BpeMS COEANHEHUA.

[Ons BbiBOAa 60nee pas3BepHyTOl MHChOPMALMK MO ONpeseneHHOMY NMOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onucaHve BKKYAET B cebsl crieflytollime napameTpsbi:
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PykoBogacTBo no akcnayarauum WOP-20L

+ [NepedaHo/npuHsamo sceao, 6alim — KONNYECTBO NepefaHHbIX/MPUHATLIX Ha NOAKHOYEHHOE YCTPONCTBO
oaiT;

* [NepedaHo/nMpuHsMOo BCe20, Nakemos — KONMYECTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO NAKeTOB;

* [NepedaHo/npuHsIMOo daHHbIX, 6alim — KONMYECTBO NepefaHHbIX/MPUHATBLIX Ha NMOAK/THYEHHOoe
YCTPOWCTBO 6ailT AaHHbIX;

* [NepedaHo/npuHsMOo O0aHHbIX, MaKkemos — KOIMYEeCTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

* [MepedaHo ¢ owubkamu, Nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKammn Ha NOAKNHOYEHHOE
YCTPOWCTB;

+ [Mosmopkl nepedayu 3a rnoc/1edHuli nepuod, nakemos — KONMYeCcTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

+ Obuwee Yucsio MoBmMopPos rnepedayu, nakemos — KOIMYeCcTBO NOBTOPOB Nepesayn Ha NoAK/IHYEeHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

+ Ckopocmb nepedayu/npuema, Kbum/c — akTyasibHasi CKOpOCTb nepegayun Tpaumka B HACTOALLMIA
MOMEHT BPEMEHW.

6.4.3 MoameHto «CTatUCTNKa No TpaguKy»

B pasgene «CTtatucTuka no Tpacmky» otoGpaxkatoTcs rpadrky CKOpocTU nepeaaHHoro/nosyYeHHoro
Tpadvka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTyNa.

padmk LAN Tx/Rx noka3sbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
00HOBNAETCA Kaxable 6 CekyHn,

(TE WOP-20L

Mowutopsr  Radio VAP WDS  CeTeate Hacrpoil Bhelkme cepancsl  Cuctena ue (200

WLAN1

WiFi KneHTS!
Rx Dkbps
@ T Okbps

WDS bps B B wops

CTamCTUKa Mo TRadHRy >

Crarvposarie supa

T T T Tt —
120522 120534 120546 120558 120670 120622 120634 ts 120334 120346 120358 120410 120422 120434 120440 120458 120510 120522 120534 120546 120558 120610 120622 120634 s

120334 120346 120358 120410 120422 120434 120445 120458 120510
LAN ToRx

12033 120346 120358 120410 120422 120434 120440 120458 120510 120522 120534 120546 120556 120610 120022 120634 s
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBogacTBo no akcnayarauum WOP-20L

* Bceao nakemos — KO/IMYeCcTBO YCNeLLIHO OTnpaB/IeHHbIX NaKeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;
+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepegaHo v
WHTepdeiic
LAN
WLANO
WLAN!1
wlan0-va0
wlan0-va1l
wlan0-va2
wlan0-va3
wlan0-va4
wian0-vas
wlan0-va6
wlan0-wds0
wian0-wds1
wlan0-wds2
wlan0-wds3

wlan1-va0

Bcero naketoB

2996

0

1479

1479

Bcero 6ant

2504795

0

352261

352261

QTOpolIeHO NaKeToOB
0
0

222445

222445

Qunbkn
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

PykoBogacTBo no akcnayarauum WOP-20L

MpuHATO ™
WHTepdhenc
LAN
WLANO
WLAN1
wlan0-va0
wlan0-va1l
wilan0-va2
wlan0-va3
wilan0-va4
wlan0-va5
wlan0-va6
wlan0-wds0
wlan0-wds1
wlan0-wds2
wlan0-wds3

wlan1-va0

Bcero naketoB

235329

0

555

555

Bcero Gant

338827956

0

107889

0

107889

QT16poweHo nakeToB
0
0

0

Quwnbku

8459
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PykoBogacTBo no akcnayarauum WOP-20L

6.4.4 TlogmeHto «CkaHmpoBaHue admnpa»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

ﬁ
clTEX  wop-20L
MOHUTOPHHT Radio VAP WDS CeTeBblE HACTPOWKK BHeLHWe cepBuCh Cuctema - (BbIXOM)
Wi-Fi KNUeHTh! MocneaHee ckaHupoBaHue Bbino 08.08.2023 06:32:20
WDS
2401y 51Ty,
CTaTUCTHKa NO TPaHEKy e
OwnanaszoH 5S5ID Pexum GezonacHocTH MAC-agpec LWnpuHa RSSI, gBEm
CraHWpoBaHWe 3dupa >
2471TY Open E0:D9:E3:49:D5:00 1/20 -42
KypHan coGblTHi
2471TY WPRAZ_1X E0:DY:E3:70:94:10 1/20 -76
CeTesan MHopMauma
2471TY WPRAZ_1X CCO9D.AZFF.B2.A2 1/20 -76
MHhopmayma o
bop U'_ 2471TY Open E8:28:C1.DAET:21 1/20 -7
panuouHTEphERcax
2471TY WPRAZ_1X E0:DY:E370:94:13 1/20 -78
MHpopmauma of ycTpoicTee
2471TY Open E4:5AD4FT7.04:21 1/20 -81
2471TY WPRAZ_1X 68.13:E2:35.C1:85 1/20 -52
2471TY Open E0:D9:E3:70:94:11 1/20 -52
2471TY WRA_1XMWPAZ_1X E0:DS:E370:94:12 1/20 -52
2471TY Open 68:13:E2:02:50.E0 1/20 -83
2471TY Open 68.13.E2:1B8:6B.D03 1/20 -56
2471TY WPRA2 E8:28:C1.E5:33:19 1/20 -90

[nsA 3anycka npouecca ckaHMpoBaHUs 3hmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLueHunst
npouecca Ha CTpaHuLe NOSIBUTCSA CNMCOK 06HAPYXEHHbIX B paanoadinpe ToUeK AoCTyna 1 MHChopMaLms O HUX:

[NocnedHee ckaHupoBaHue 6b1/10... — fata v Bpemsi NocnefHero CKaHpoBaHus;

Juana3oH — ykasbiBaeTcsa gnanasoH 2.4 'y nnmn 5Ty, B KOTOPOM Obl/ia 06HapyxeHa Touka 4oCcTyna,;
SSID — SSID o06Hapy»XeHHOW TOYKN JOCTYNa;

Pexxum 6e3onacHocmu — pexumM 6e30MacHOCT 06HapPY>XeHHOM TOYKN AOCTYNa;

MAC-adpec — MAC-agpec o6Hapy>XeHHOW TOYKN JOCTYNa;

KaHnasn/lLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT obHapyXeHHast Touka AoCTyna,

RSS! — ypoBeHb, C KOTOPbIM YCTPOUCTBO NPUHMMAET CUrHa1 06Hapy)XXeHHOM TOUKM AOCTyna, ABM.

Bo Bpems ocyLLeCTBNeHUs CKaHNPoBaHUs achupa pagnovHTepdeiic ycTpoincTea 6yAeT OTK/IHUEH, YTO
npuBeaeT K HEBO3MOXHOCTN nepefayun gaHHbix Ao Wi-Fi KnneHToB BO BpeMs CKaHMPOBaHUS.
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6.4.5 MoameHo «KypHasn cobbIThii»

PykoBogacTBo no akcnayarauum WOP-20L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cneaytoLLyo MHOPMaLH:

=LTEX

MoHnTopKHE Radio VAP

Wi-Fi KNUeHTbI

WDsS

Craructuka no Tpacpuky

CKaHIpoBaHiie ahupa

YKypHan coBbITii >

Cetesas nHpopmaums

WHdopmaums o
pagwouHTepdericax

VH(bopMaumsi 06 YCTPoiicTBe

wDS CeTeBble HAaGTPOIikK BHeluH1e GepBrGhl
DatavBpema  Tun Mpouece

Feb 8 08:12:47 daemon.info  scanwlan[1771]
Feb 8 08:12:47 daemon.info  scanwlan[1771]
Feb 808:12:21 daemon.info  scanwlan[1771]
Feb 808:12:21 daemon.info  scanwlan[1771]
Feb 807:40:23 daemon.info monitord[449]
Feb 807:38:12 daemon.info  configd[172]
Feb 807:38:11 daemon.info  configd[172]

Feb 8 07:38:06 daemon.info  configd[172]

Cuctema

CooblueHue

scan on interface 'wian1' finished

scan on interface 'wian0' finished

start scan on interface 'wlan1"

start scan on interface 'wlan0"

event: 'authenticated' mac: 76:F2:31:98:05:BA ssid: "WOP-20L_5GHZ' interface: wlan1-va0 channel: 48 rssi-1: -80 rssi-2: -77 location: "root'
The AP startup configuration was updated successfully by admin
The AP running configuration was updated successfully by admin

The AP startup configuration was updated successfully by admin

TR (BbIXOA)

Jama u spems — gara n Bpems, Korga cobbiTne 6b110 creHepupoBaHo;
Tun — KaTeropus 1 ypoBeHb BaXKHOCTU COObLITUS;
lpoyecc — nmsA npouecca, creHeprpoBasLLero coobLeHue;
CoobujeHue — onmcaHue coobITus.

Tabnuua 6 — OnucaHve KaTteropuii BaXKHOCTU CObbITUIA

YpoBeHb

0

Tun BaXXHOCTU cooGLye

HUW

UpesBblyaiiHble (emergency)

CurHasnbl Tpesoru (alert)

Kputnueckue (critical)
Owwu6ouHble (error)
MpepynpexaeHns (warn
YBefomneHus (notice)
MHdopmaumoHHble (info

OtnagouHble (debug)

ing)

rmational)

OnucaHue

B cucteme npouv3soLusia Kputmuyeckas owmnoka,
cucTema MOXeT paboTaTb HenpaBubHO

Heob6xoanmMo HeMea/ieHHOoe BMeLLaTe/IbCTBO B
cuctemy

B cructeme npousoLuna Kputnyeckas oimoka

B cncteme npousoLunia owmbka

MpeaynpexaeHue, HeaBapuiiHoe Co0bLLEeHNE
YBenoMseHne cucteMbl, HeaBapuiiHoe coobLLeHne
VHghopMaLMOHHbIE COOBLLIEHNS CUCTEMDI

OTnagouHble co0bLIEHUs NPeaoCTaBAoT
nosib30BaTeNto MHAIOPMALMIO /1A KOPPEKTHOA
HaCTPOViKM cUCTEMBI

[na nonyyYyeHns HOBbIX COOOLLEHUI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpu HeoBXOAMMOCTU BCE CTapble COOBLLEHUS 3 XyPHAIA MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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6.4.6 TlNogmeHto «CeTeBas nHopmaunsa»

PykoBogacTBo no akcnayarauum WOP-20L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

=(TEX

MoHnTopuHE Radio VAP

Wi-Fi KNMeHTbI

WDS

CTaTucTVKa 1o TPAUKY
CKaHIpoBaHue atvpa
YKypHan coGbITuit
CeTeBas MHpopMaLns >

WHcpopmaums o
panvonHTepdercax

VHchopMaLns 06 ycTpoicTBe

WOP-20L

WDS CeTeBble HAGTPONKN

BHeluH1e cepBHrcbl

Cratyc WAN
UHTepdeiic
Mpotokon
IP-anpec
MpunaTo
MepenaHo
Ethernet
CocTosHMe nopTa
CKopocTb
Adynnekc
ARP v~
Ne IP-anpec
0
1
2
MapLupyTsl ~
Ne WUntepdeiic
0 bro

1 bro

Cuctema

bro

DHCP

323.9 Mub (339 673 922 6aiT)

3.2 MuB (3 373 019 GawT)

up
100

Full

MAC-anpec
E0:D9:E3:E8:E1:40
DB:5E:D3:60:AD:F4

F4:F2:6D:02:FT7:8A

HasHaueHue LWinto3 Macka

0.0.0.0 10.24.80.1 0.0.0.0

10.24.80.0 0.0.0.0 255.2556.255.0

bnaru

UG

(BbIXOA)

Cratyc WAN:

* Mlhmepgpetic — nms bridge-nHtepdeiica;

* [Mpomoko/1 — NPOTOKO/, NCNosb3yeMblid Ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec yCcTpoiicTBa BO BHELLHEN CETY;

+ [NpuHsIMOo — KoNn4ecTBO NpUHATBLIX HA WAN 6aiT;

+ lNepedaHo — KoNnYecTBO nepeaaHHbIXx ¢ WAN 6alirt.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopoCcmb — CKOpPOCTb MOAK/IYEHUS No nopty Ethernet;
« dynnekc — pexum nepegayn faHHbIX:
* Full — nonHbIi aynnekxc;
+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxmtca nipopmaums o cootrsetctemm IP- 1 MAC-agpecoB cocejHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpOIcTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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MapLipyThbl:

PykoBogacTBo no akcnayarauum WOP-20L

* Mlhmepdpetic — nms bridge-nHtepgeiica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogceTw.

®1azu — onpefeneHHbIe XapaKTepUCTUKN AaHHOTO MapipyTa. CyLlecTByOT CriefyLlime 3Ha4YeHUs
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOASaT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLUpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaloLmmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasbIBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLupyT Bko4aeTcsa B Tabavuly MapLupyTm3aunm, YTobbl UCKIHOYNTD
nepeHanpasneHne a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, YTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMUYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod.

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHus MapLupyTa SBASeTcs OAuH U3 afpecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takme «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbcs
CUCTEMOM.
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6.4.7 TMoameHto «VHopMaLmsa o pagnovHTepdencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WOP-20L.

MoHWUTOPUHT Radio VAP WDS

Wi-Fi knueHTbl

WDS

Crartuctuka no Tpadmky

CkaHupoBaHue achupa

XKypHan cobbITuit

CeTeBas WHopMauus

WHhopmaums o
paauouHTepdercax >

UHdopmaLwms ob ycTporictee

L TEX  woP-20L

CeTeBble HacTPOWKM BHeluHWe cepBuCHI Cuctema -~ (BbIXOO)

Radio 2.4 Ty
Cratyc
MAC-aapec

Pexum

Radio 51Ty

Craryc
MAC-agpec
Pexum
Kanan

LWnpuHa kaHana, My,

BhiknodeHo
68:13:E2:1B:6B:40

|IEEE 802.11b/g/n

Brntoyero
68:13:E2:1B:6B:48
|IEEE 802.11a/n/ac

438 (5240 MIru)

20

PagnovHTepdelicbl TOUKM AOCTYNa MOryT HAXOAUTLCA B ABYX COCTOAHUAX: «BKIOYEHO» N «BbIKIOYEHO.
CTaTyc Kaxaoro 13 pagmonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaTyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /I Ha AaHHOM paguovHTepdelice BKIOYEHHbIE BUPTYasibHbIE TOUKM
poctyna (VAP) unu WDS. B cniyyae ecnu Ha paguounHTtepdeiice nmeetcs xotsa 6bl ogHa akTueHasi VAP, Radio
OyaeT HaxoanTbCs B cTatyce «BKMOYEeHOo», MHaue — «BbIK/ToYeHOo».

B 3aBucMMOCTM OT cTaTyca Radio ansi MOHMTOpPUHIA AOCTyNHA CneaytoLlas MHOPMaLMS:

«BbIKNOYEHOY:

+ Cmamyc — COCTOsiHUe pagunovHTepgeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
« Pexxum — pexum paboTbl pagnovHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHO:

+ Cmamyc — COCTOsiHUe pagunovHTepgeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecnpoBOAHOrO KaHana, Ha KOTOpOM paboTaeT paavonHTepdec;

* WupuHa kaHana, MMy — wmpuHa Nonockl 4acToT KaHasa, Ha KOTOpoM paboTaeT pagnonHTepdeiic.
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6.4.8 MogmeHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-20L.

ELTEX  woP-20L

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPORKM BHELLHWE CepBUCHI Cuctema - (BbIXOA)
Wi-Fi KHeHTS! Wsgenve  WOP-20L
WDS AnnapaTHan sepcus 2v1
3aeoackoi MAC- 68:13:E2:1B:6B:40
CTaTMCTHKa NO TpaduKy aapec
CepuitHbIi HoMep WP4A000050
CraHWpoBaHue aupa
Bepcua Mo

JKypHan coBbITHil
Pe3epBHan BepcuA

- no
CeTesas MHopMaLMS
Bepcua 3arpy3auka
WHdhopmaLmsa o R o
PopH U{ " CUCTEMHOE Bpema 28.11.2023 04:03:33
paauouHTEppelicax

Bpema padoTb 0 OH, 18:37:59

WHbopmauma of ycTpoiAcTee » -~
3arpyska Lny 9%
VMcnonb3ayeman 3_?% 89 MGainT / 238 MGaiT
NamATL
i OOCHOBMTb

* MI30esiue — HaMMeHoBaHMe MOAEeNN YCTPOCTBa;

« AnnapammHdasi Bepcusi — BepCcusl annaparHoro obecneyeHns yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpoiicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3roToBUTENEM,

+ CepuliHbili HOMEP — CEPWIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcusi nporpamMHOro obecnevyeHnss yCTponicTea;

* PeszepsHas sepcus O — npefbiaywias yctaHoBieHHaa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTaa;

« CucmeMHoe BpeMsi — TeKyLLMe BPeMS 1 aata, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMS NN Nepe3arpy3kn yCTPOnCTBa;

+ 3aepyska LIy — cpegHuii NpOoLEeHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHs;

* Yicrnonb3yemas naMmsimb — NPOLEHT UCNONb30BaHMs onepaTMBHON NaMsTh YCTPOCTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

L TEX  woP-20L

MOHUTOPUHF Radio VAP WDS CeTeBble HACTPOMKN BHelUHVe cepBuChI Cuctema -~ (BbIXOA)

Radio 2.4 Ty > Obuwwne

Radio 5 'y, Pexinm IEEE 802.11b/g/n ~
[ononHntensHo ABTOMaTUYECKUI BLIGOP KaHana

OrpaHn4uTh CrNUCOK KaHarnos

WnpwHa kanana, MIry, 20 v

MoLHocTb curiana, Abm 16 v

[ononHnTenbHo v

* Pexum — pexuM paboTbl MHTepderica cornacHo crefyrowmmM cTaHaapTam:
+ IEEE 802.11n;
+ |IEEE 802.11b/g;
+ IEEE 802.11b/g/n.

+ Asmomamuyeckuli BbI6Op KaHasia — Npu yCTaHOB/IEHHOM doniare Touka 6yaeT aBToMaTrnyecku
BblOMpaTh HaMMeHee 3arpyXXeHHblin paavokaHan ansa paéotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCH AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;

* KaHas — BbIGOp KaHana nepefayv AaHHbIX;

+ O2gpaHuyums CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCrnosib30Barb
OrpaHnYeHHbI Nob3oBaTesnieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnyYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka focTyna 6yaeTt Bblouparb pabounii KaHasl U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacToT. KaHanbl gnanaszoHa 2.4 I'u; 1-13;

* WWupuHa kaHasna, MMy — WwnpunHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHus 20 n 40 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKu
3afjaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOALLMM U3 ABYX KaHanos no 20
MT U, KOTOpble rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCs KNMeHTamu, KOTopble NoAAEPXMBAKOT TO/bKO
nonocy nponyckaHnsa kaHana 20 Mry;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yAeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu,

* MowHocmb cueHasia, 0bm — perynnposka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 8 0o 16 abwm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHWTensHo v

OBSS Coexistence
KaHanbHan CKopocTe Nepenaqvu Auto v
KOpOTKWIt 3aLUHTHBIR MHTEPSaN

STBC

Mepuod oTnpasku cnyxeOHbIX 100
cooGLLEHUA, MC

Mopor hparMeHTauun 2346
Mopor RTS 2347
Arperayus
KopoTkan npeamoyna
Wennep Broadcast/Multicast, nax'c O
Wi-Fi Multimedia (WMM)
Pestnm patotel DHCP Snooping ignore v

BKMKOYMTE Q0S5 O

+ OBSS Coexistence — peXxum aBTOMaTU4eCKOro yMeHbLUEHNS LWNPUHBI KaHaa Npu 3arpy>XeHHOM
pagnoadgupe. MNpy ycTaHOBNEHHOM hriare peXxxvM BK/OYEH;

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpeaensiemas cneundukaunamm ctaHgapToB IEEE 802.11b/g/n;

+ Kopomkul 3awyumHbIl uHmMepsas — NoAAEePXKKa YKOPOUEHHOro 3alMTHOrO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UICNOosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke NOAAEPXKMBAIOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTo4 NPOCTPaHCTBEHHO-BPEMEHHOIO 6/1I04HOIO KOAMPOBAaHUS, HanpPaB/EHHbIV Ha MOBbILLEHNE
HaeXHOCTM nepegayn AaHHbiX. MNosne 4OCTYNHO, TO/IbKO eCNN BblIOPaHHbIN pexum paboThbl
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pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBMEH, yCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiXx coobweHUl — nepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—2000 mc,
no ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0-2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hrare BbINOHAETCS OrpaHnyeHmne
nepegayv LMpPOKoBELaTe/IbHOro/MynNbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnkmn o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4Ka AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHUs OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — nameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4veHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KoTopas
6yneT nepegasatbes B RID. Ecnun 3HaveHMe napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ ®opmam MAC-adpeca — Bblb6op pasgenutenein oktetoB MAC-agpeca, kotopsblii nepegaetca B CID
n RID:
+ AA:BB:CC:DD:EE:FF — B Ka4ecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUNA. 3HAaYeHne no
YMOTYaHUIO;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.

* Brksoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUnMiA obecnevyeHunss kauecTsa

o6cnyxunsanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepene AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) N

Data 1 (Buaeo) 1 -

Data 0 (Fonoc)

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (DoH)

Data 2 (Best Effort) q

Data 1 (Buaeo) 2 5 B

Data 0 (Fonoc) 2

w
-
~
-

47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadvk nepefaeTcs oT TOUKM
A0CTYna K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefiHenpropuTeTHas oYepe/b, CPeaHss NPornyckHas Croco6HOCTb U
3aZepxka. B faHHylo ovepepb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'osoc) — BbICOKONPUOPUTETHANA ouepeb, MUHUMa/IbHblE 3aePXKN. B faHHOl
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMAaEeT 3HavyeHns 1-255;

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXngaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoi kaapa,
3a4aeTcs B MUIINCEKYHAax, NpuHMmMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKM JocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMst MMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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PykoBogacTBo no akcnayarauum WOP-20L

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica

YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MoHuTopuHr Radio VAP WDSs CeTeBble HaGTPONKK BHelwHue cepBuchl Cuictema - (Bbixon)

“ILTEX  woP-20L

Radio 2.4 My Q6Lme

Radio 5 I'Tu > Pexim IEEE 802.11a/n/ac v
[ononHntensHo AgsTomaTiyeckui BbiGop kaHana

OrpaHn4KTL CNUCOK KaHanoB

Wupura kanana, MMy 20 v

MotyHocTb curiana, Abm 19 v

[ononHuTenbHo v

Pexxum — pexum paboTbl MHTepdelica cornacHo cTaHgapTam:

+ IEEE 802.114;

+ IEEE 802.11a/n;

+ IEEE 802.11a/n/ac.
Asmomamuuyeckull 8b160p KaHas1a — NPy YCTaHOB/IEHHOM (piare Touka 6yAeT aBToMaTUyYeCcKu
BblGMpaTb HaVIMeHee 3arpy>KeHHblil pagnokaHan ans pabotbl Wi-Fi nutepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMN CTaTUYeCKOoro paboyero kaHana;
Kanasn — BbIG6Op kKaHana nepefayun gaHHbix;
OepaHuyums CrnucoK KaHas108 — Mpu YCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHMYeHHbIN Nosb30BaTeIeM CNUCOK KaHaoB A4/151 paboTbl B aBTOMAaTM4eckoM pexunme Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnyYnTbL CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa gocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCex AOCTYMHbIX KAHa/10B AaHHOro
AnanasoHa yYacToT. KaHanbl gnanasoHa 5 'u; 36-64, 132-144, 149-165;
WupuHa kaHana, MMy — wnprHa nosiockl YacToT KaHasa, Ha KOTOPOM paboTaeTt Touka A0CTyna,
npuHumaeT 3HaveHus 20, 40 n 80 My,
OCHoBHOUI kKaHa/1 — napaMeTp MOXET ObITb U3MEHEH TOJIbKO NMPU NPOMYCKHON CNOCOBHOCTY CTaTUYEeCKM
3ajaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MI L, KOTopble rpaHnyaT B 4aCTOTHOW ob6nacTtu. 3Tn ABa kaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBLIM U
BTOPWUYHbIM KaHaniaMu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/IbKO
nosaiocy nponyckaHusa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuiA kaHan 20 My, B nonoce 40 MIy;

* Lower — nepBUYHbIM KaHa/10M 6yAeT HMWKHWUIA kaHan 20 MIy, B nonoce 40 MIu,
MowHocmb cuzHasia, 0bm — perynuposka MoLHOCTK curHana nepegaryuka Wi-Fi 8 gbm. MpuHnumaet
3HadeHue ot 11 go 19 abm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHUTENbHO v
OBSS Coexistence
KaHaneHaA CKopocTh Nepefadn Auto v
Monnepxxa DFS Brnoyexo ~
KOpOTKKIl 33LUMTHBIA MHTEpBAN
sTBC [

Mepuoa oTnpasku ciykedHbIX 100
COOOLYEHHA. MC

Mopor gparMesTaluu 2346
Mopor RTS 2347
Arperauma

KopoTkas npeamdyna

Leinep Broadcast/Multicast, naw/'c O
Wi-Fi Multimedia (WIMM)
Pesxm pabotel DHCP Snooping ignore v

BrntounTs QoS O

+ OBSS Coexistence — pexnm aBTOMaTNYeCKOro yMmeHbLUEHWS WWWPWHBLI KaHasa npu 3arpy>XeHHom
paanoadhmpe. MNMpn ycTaHOBIEHHOM (lare pexmnm BKITHOYEH;

* KaHa/ibHasi CKopocmb repedaqu — (PUKCMpoBaHHasA CKOPOCTb 6eCNpPOBOAHON Nepeaayn AaHHbIX,
onpegensiemasn crneundmkaumsmmn ctaHgapTos IEEE 802.11a/n/ac;

+ lNoddepxxka DFS — mexaHn3m AMHaMU4eCcKoro Bbibopa 4acToThl. TpebyeT OT 6eCNPOBOAHbIX YCTPOWCTB
CKaHupoBaTb pagnoadnp v nsberarb UCMNOb30BaHNS KaHa/10B, COBNaAatoLmx ¢ kKaHasiaMu, Ha KOTOPbIX
pa6oTatoT paanonoKaLnoHHble cucTemsl B 5 'L AnanasoHe:

* BbIK/1H04EHO — MexaHW3M Bbik/todeH. DFS-kaHasbl He AOCTYMHbI 47151 BbI6OPa;
* BK/1IO4EHO — MeXaHU3M BK/IHOYEH;
+ [puHyoumesnibHO — MexaHu3M Bbik/todeH. DFS-kaHasbl AOCTYNHbI A5 BblGopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnku o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4Ka A0CTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka focTyna NoACTaBASET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxunmoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouyepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®OH) S 15 . 1025 v N

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 15 v 94

Data 0 (Tonoc) 1

Station EDCA Parameters

Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (QoH) - 15 v 1023 * 0
Data 2 (Best Effort)

Data 1 (Buneo) 2 7

Data 0 (Fonoc) 2 3 v 7 - 47

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepegaeTcsa OT TOUKU
[0CTYNa K KNUEeHTY):

* Oyepedb — nNpeponpefeneHHble ovepeamn 418 pas3/IMyHoro poga Tpaduka:

+ Data 3 (POH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsi MPOMNYCKHAsi CMOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OYepPe/lb, CPeAHSA NPOMNYCKHasA CNOCOBHOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTcs 60MbWUNHCTBO TPAAULMOHHBIX |P-AaHHbIX
(npropuTeTbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aePXKW. B AaHHO
ouyepem aBTOMaTnyeckM obpabarbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npropuTeTbl 802.1p: cs4, cs5);

+ Data 0 (los10c) — BbICOKONPUOPUTETHAS 0Yepesb, MAHMMa/IbHbIE 3a4epXK1. B aaHHO
oyepemn aBToMaTnyeckm o6pabartbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHus kKaapos (dppeliMoB)
[aHHbIX, U3MepAeTCcs B c/1oTax, npuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHu OXUAaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3aflaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbilaTh 3HaYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavYeHne BPeEMEHN OXNAaHWUA nepes NoBTOPHOWK OTNPaBKoi kaapa,
3aZlaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHune cwMax A0/MKHO ObITb 60/bLUEe 3Ha4YeHMs cwMin;

* TXOP Limit — napameTp UCNo/b3yeTCcA TOMbKO ANA AaHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[10 TOYKKM gocTyna. Bo3aMoXHOCTb nepegayn — nHTepBas BpeMeHU, B MUIJIMCEKYHAAX, Korga
knueHTckas WME-cTaHums numeeT npasa MHMLMNPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM
cpefie K Touke J0CTyrna, MakcumMasibHoe 3HavyeHne 65535 MUnIncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMM KNMEeHTa 0 TOYKM AocTyna). OnvcaHve nonei Tabnuubl NprBeAeHO Bbille.

[ns BCTyNneHust B C1ly HOBOW KOHMUIypauuu 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

"L TEX  woP-20L

MOHHTOPHHT Radio VAP WDS CETEBLIE HACTPOHKK BHellHWe CepBHCHI Cucrema n - (BbIX00O)

Radio 2.4 Ty, [OononHWTensHO

Radio 5 My CTpaHa Poccua v [ pastnokuposats

rmoGankHaA W3onAauMA O

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bbibopa CTpaHbl HY)XXHO
BbICTaBUTb (piar «PasbnoknpoBarby. B 3aBUCMMOCTU OT yKa3aHHOIO 3HaYeHus 6yayT NpYMeHeHbI
OrpaHnyeHnst K MOSI0CE YacTOT M MOLLHOCTY NepeAaTynka, KoTopble AeCTBYHOT B JaHHOW cTpaHe. OT
YCTaHOB/IEHHON CTPaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YeCcKuin BbIbop kaHasna B pexnme Channel = Auto. Ecnv knneHTckoe o6opyaoBaHue
NNLEH3MPOBAHO AJ19 UCNO/b30BaHUA B APYroM pPernoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKON AOCTyna
B TaKOM C/lyyae He yaacTcs.

NononHUTENBHO >

€ Hactpoiika nokasnbHbIX (PErMOHaNbHBIX) OrpaHUYeHNii, BKltouas paboTy Ha paspeLLleHHbIX YacTOTHbIX
KaHasiax 1 BbIXOAHOW MOLLIHOCTW, SIB/IIETCS OTBETCTBEHHOCTHH MHCTa/NISITOPOB.

© BuLIGop HeNpaBUILHOMO PErMOHA MOXET NPUBECTU K MPO6G/1eMaM COBMECTUMOCTM C PasHbIMYA
K/TMEHTCKMMUN YCTPOACTBaMM.

* [nobasibHast u30/1s14usi — NPU YCTaHOB/IEHHOM dpnare BKOYAETCS U30/1LMS Tpadirka Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

,ﬂ,ﬂﬂ BCTYMJ1iEHNA B CUNYy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBUCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

45



PykoBogacTBo no akcnayarauum WOP-20L

6.6 MeH «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

6.6.1 TMogmeHo «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

\TE WOP-20L

MOHUTOpMHT  Radio VAP NDS  CeTesble HACTPO/ik  BHEWHMe CepBACE  CucTeMa -

CymmapHo > 24Ty 51Ty
24y VAP BKMIOYEHO  PeXHM 6e30NacHoCTH VLAN ID ssID TpaHenupoBaTk SSID PewuM Band Steer  VLAN Trunk  General Mode  General VLAN ID W320NALNA A60HEHTOR

5y VAPO BbiKnio4eHo O WOP-20L_2 4GHz m) O m)

VAPT (O BeiKNiYeHo WOP-20L_2.4GHz-1
vapz O BLIKTIYEHO

WOP-20L_2.4GHz-2

VAP3

| Boikioyero WOP-20L_2 4GHz-3

VAP4

BbikmioueHo WOP-20L_2.4GHz-4

VAPS

BLIKTIONEHO WOP-20L_2 4GHZ-5

VAPG

BbIKMHO4EHO WOP-20L_2.4GHzZ-6

Minimize

* VAPO-VAP6 — nopsifikoBbIi HOMeP BUPTYasIbHOWN TOUKM AOCTYNa;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTYyaUibHasA TouKa AOCTynNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/IbHOW TOYKe A0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHuMaTbcs MeTka npu nepegadve tpaduka Wi-Fi kninenTtam,
NOAKNOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — ums BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKHOYEHO BellaHune B adonp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOBIEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl YyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagnonHTepderice un
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM (hiare aboHeHTY nepefaeTcs TermpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM (h/lare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduvka
COBMECTHO C TErMpPOoBaHHbIM (AOCTYNHO Npu BkNtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (piare BK/THOUYeHa U30/14UuMa Tpadimka Mexay KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.6.2 TogmeHto «VAP»

PykoBogacTBo no akcnayarauum WOP-20L

TEX

MoHMTOPHMHI Radio VAP

CymmapHo
24Ty >

5y

NDS CeTeEble HACTPOWEN

WOP-20L

VAPD | VAP1  VAP2
OBLWKe HACTPORKK

ErntoueHo

VLAN ID

SEID

Tpancnuposats SSID

Pexmm Band Steer

WVLAM Trunk

General Mode

M3onsums aSoxenTos
Mogaepxka 30211k
Pennukayus Multicast
MpuopuTeT

Pesum Minimal Signal

MMHUMANEHEIA YpOBEHE
curdana, A6m

Mopor ypoBHA CHTHANA Npu
poymunre, A6m

WrTepsan Minimal Signal, ¢

MakcHMansHoe KonWYecTeo
KNHEHTOB

Petm GesonacHoCTH

BHewHWe cepench

Cuctema

VAP3  VAP4  VAPS

WOP-20L_2.4GHz

DSCP

~100

-100

10

1]

EbiknioueHo

VAPS

(BEixog)

O6uine HaCTPONKK:

* BK/1t04eHO — Mpu YCTAHOB/IEHHOM do/iare BUPTYyaUibHas ToUKa AOCTYNa BK/IOYEHA, MHAYe — BbIK/THOUEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMmaTbcs MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npv ycTaHOBNEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
cetun. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOBNEHHOM dhriare aboHeHTY nepefaeTcs TerMpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTErMpoBaHHOIo Tpagnka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAoueHHOM pexume VLAN Trunk);

* General VLAN ID — c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTtka 1 Tpadmk atoro VLAN npoiiget Ha
KnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBelwmBaTbcs meTka General VLAN ID;

* U3on1syus aboHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IHOUYEHA N301AumMa Tpadouka Mexay KnneHtamu
B npegenax oaHoi VAP;

* [Mooddeprka 802.11k/v — BkNoUUTb Nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHON TOUKe AOCTYNa;

* Pennukayusi Multicast — npun yctaHoBnieHHoM ¢pnare Multicast-Tpadpvik B CTOPOHY K/IMEHTOB 6yaeT
npeo6pasoBbiBaTbCs B Unicast 40 kaX4oro kKAveHTa, Npu OTK/IIOYEHHOM NPOXOANUTb 6€3 MoandmKaLlmii.
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PykoBogacTBo no akcnayarauum WOP-20L

* [Mpuopumem — BbIGOP crocoba npuopuTusaunn. Onpeaenser nose, Ha 0CHOBaHMN KOTOPOTo Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npy yctaHOBNeHHOM hnare dyHKUUS OTKIto4eHns knneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOoAunT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH 6bITh Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLLas HacTponka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctas/seT ot 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum Wwn1dpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.

Mpwu BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT OyayT A4OCTYMNHbI Cneayowme HacTPOKM:

Pexam BezonacHocTu WPA2-Enterprise v
MFP CrmenioueHo v
PMKSA k3wmposaqne
Mopnepwxa 802.11r
Bpyunyio
FT-over-DS N
Koy moBunexore goctyna RO root
Ko moBunsHoro goctyna R1

Mnentudbieatop mobunsHoro 0
nomeHa

Berpeunbiii MAC-agpec

MAC- YoaneHHLIA Koy YoaneHHLIA Km0y RRB RRB
Ne agpec MobuneHoro goctyna RO mobuneHoro aoctyna R1 knrou RO kmioy R1
+ [loBasus CeepHyTs
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PykoBogacTBo no akcnayarauum WOP-20L

+ MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoct WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHue OMK/IYEHO):
* Omk/io4eHo — 3almMTa management-kagpoB OTK/IIOYEHS,;
+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;
* Bk/1o4eHO — 3almTa BKIH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMteCca He MOryT.

* PMKSA kawuposaHue — hnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLUMM TOUKA AOCTYNa 3anoMUHAET K/IMEHTCKOe
YCTPOMCTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudmnkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEeYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMK coKpallaeT BpeMms
POYMUHIra Npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

* 802.17r — chyHKUMOHAN BbICTPOro POyMUHra, paboTaeT TOIbKO C KIIMEeHTaMK, KOTOpbIe NoAAEPXKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npv ycTaHOBIEHHOM (hiare NosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napaMeTpoB POYMUHTE,;
* FT-over-DS — BktoueHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, HanpyMep, CepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMEP TPyMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkn gocTtyna. MakcMmasibHoe
KonnyectBo — 256;
* YOasieHHbIU K/1o4 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN KoY, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CMMBOSOB;
* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kntoy RO», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knova — 16 CMMBO/OB.
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RADIUS:
RADIUS
Homen root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812

Mapone RADIUS cepeepa

®

Mcnoneaoeats akkayHTHHN yepes RADIUS

Mcnons20eats Apyrue HacTpoiky 4na
arEayHTHHa

IP-appec RADIUS cepeepa ona 192 168.0.1
AKEAYHTUH

Mopr RADIUS cepeepa 4nA akkayHTUHa 1813

8

Mapons RADIUS cepeepa AnR akkayHTUHra
lNepuopwueckan oTnpaeka akkayHTHHa

WMHTepean oTnpaBky akkayHTUHra 600

+ [lomeH — floOMeH nonb3oBaTtens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
* Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbIli MCNoNb3yeTcsa ANa ayTeHTudmkaumm n
aBTopu3auuy;
*+ laposnb RADIUS cepsepa — naponb ana RADIUS-cepBepa, MCnosib3yemMoro Ans ayteHTugukaumnm n
aBTopu3auuy;
* Vlcnosnib308ame akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/eHHOM donare 6yayT oTnpas/isaTbCcA
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Mcnonb3o8amb Opya2ue HacmpoUliku 0719 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 015 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro s
aKKayHTUHra,;
+ laposnb RADIUS cepsepa 05151 akkayHmuHzaa — naponb ana RADIUS-cepsepa, Mcnosb3yemoro ans
aKKayHTUHra,;
* Mopm RADIUS cepsepa 0715 akkayHmuHaa — NopT, KOTOpPbI ByAeT NCNo/b30BaH 418 coopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agatb MHTEpBas1 OTNPaBku COOOLLEHWI MOXHO B none «MHmepsas
omnpasku akkayHmuHaan.
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[NopTanbHaa aBTOpU3aLINA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bk/1to4umb — Npu ycTaHOBNEHHOM hriare aBTopm3aumns nosb3oBarteniein B ceTn 6yaeT Npon3BoanTbCA
nocpeacTBOM BUPTYasIbHOrO NopTana;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo NopTasa, Ha KOTopbIi 6yAeT nepeHanpaseH
nosb30BaTeslb NPU NOAKIYEHNM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — aapec BHELLHErO BUPTYasIbHOr0O nopTasia, Ha KoTopblii 6yaeT
nepeHanpas/ieH Nosib30BaTe/lb NPU NOAK/IYEHNN K CETK.

OrpaHnyeHve cKopocTu:

CrpaHW4eHMA CKOPOCTK

BrmcuHTh

WAP Limit Down 0 KouTC
WAP Limit Up 0 kDKTC
STA Limit Down 0 koW
STA Limit Up 0 KOWTIC

* Bk/iloyums — aKTMBUPOBATH MoJie HACTPOEK;

+ VAP Limit Down — orpaHuyeHne NponyckHO CNoCOBHOCTM B HaNpaB/IeHUN OT TOYKM AOoCTyna Ao
KIMEHTOB (B CYMME), NOAK/THUYEHHbIX K AaHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBGHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMME),
NOAKMIOYEHHbIX K gaHHon VAP, oo Toukn goctyna, Kut/c;

+ STA Limit Down — orpaHuyeHune nponyckHOW CNOCOB6HOCTM B HanpaBAeHU OT TOUKM AocTyna Ao
KTMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKNOUEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTponb goctyna no MAC

Brn4eHo

Monutuka 3anpeTuTs v

Cnucok MAC-agpecoe

66:04:B6:83:C2:9

m
x

o

14

66:04:B6:82:C1:

+ [pUMEHUTL X OTmeHa

w

C b 4

K

* Bk/1t04eHO — Npun yCTaHOBNEHHOM hriare 6yaeT pabotarb BblopaHHasA NoAnTKa A0CTyna,;
* [Mosnumuka — nonuTuKa Joctyna. Bo3moXxHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLieHo nogknitovatbes knmeHTam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM JOCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kmeHTam, MAC-
ajZipeca KOTOpbIX cofepxarcs B Ccnucke. BceM octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Crniucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH 4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[nsa Toro, 4Tobbl 406aBUTb aApec B CNCOK, HAKMUTE KHOMKY . 1 B nosiBmBLLeMcs none seeante MAC-
agpec. Utobbl yaanuTb agpec U3 Crmncka, HOKMUTE KHOMKY @ B COOTBETCTBYHOLLEN CTPOKE.

Ecnu Bo3HMKNA HEO6XOAUMOCTb A06aBUTb B cNcoKk MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

MOAK/HOUEH K 6a30BOI CTAHLIMK, HOKMITE B KOHLIE CTPOKM KHOMKY E] 1 BbIGEPUTE HYXHbIA apec U3 Cnucka,
OH aBTOMAaTMYECKMN 106aBMTCS B NoJe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [/19 TOro 4tobbl yBUAETb NOJHbIV CIMCOK B Cy4vae,
ecnu oH cofepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCE».

10 E0:D9:E3:VAIBE:CO - x

MokasaTtb BCE

[Nsi BCTYN/IeHUSI B CUTy HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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6.7 MeHw «WDS»

B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoHbIX MocToB Mexay WOP-20L.

© pu koHUryprposaHum WDS-coeAMHEHNS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOpbIe GyayT
coegunHATbCA No WDS, B HacTpolikax pagmonHTepdieinca 6b11m BbiIopaHbl OANHAKOBbINA KaHan n
LUIMPpUHA KaHana.

6.7.1 TogmeHto «WDS»
=L TEX WOP-20L

MoHUTOPUHI Ra

VAP WDS  Ceresbie HacTpoiiku  BHelwrve cepaucsl  Cuctema e (sbix

WwDS > 24y 5y
BrnioyeHo
Pexum GesonacHocTi WPA2 v
Koy WPA  seessnne @

MAC-aapec paavonTepcerica  68:13:E2:1B:6B:40

Wntepdeicel WDS

WnTepdenc BcTpeyHbii MAC-agpec KaHanbHas cKopocTb nepeaayun

wlan0-wds0

Auto hd

wian0-wds1 [ Auto v
wian0-wds2 () Auto v
wlan0-wds3 () Auto v

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0AMMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/104eHO — Npy YCTaHOB/IEHHOM (piare pexxvMm 6ecnpoBOAHOr0 MOCTa BK/IHOUEH, MHAaYe — BbIK/IOYEH;
* Pexum 6e3onacHocmu — pexum 6e3onacHocTy gocTyna Kk 6ecnpoBogHOl ceTu:
* BbIk/1t04UMb — HE NCNONb30BaTh LWN(POBaHNE ANs nepefayn AaHHbIX;
+ WPA2 — cnoco6 wundpoBaHus, npy Bbibope KOTOPOro 6yaet AOCTyNHa cneayroLlast HacTponka:
* Koy WPA — knio4/naponb, HE06X0AMMbI AN151 NOAKYEHMS K BCTPEYHOW TOUKe AocTyna.
[nvHa knoya coctasnseT oT 8 o 63 CMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-aapec pagmonHTepgeinca gaHHOro yCTponcTea;
* MlHmepgpetic — BbI6OP 1 BKNtoUeHne WDS-uHTepdieiica, Ha KOTOpoMm GyAeT NOCTPOEH 6eCnpoOBOAHONA
MOCT;
* BcmpeuyHbil MAC-adpec — MAC-agpec pagnovHTepdelica BCTPEYHOro YCTPONCTBa, A0 KOTOPOro
HacTpamsaeTcsa 6ecnpoBOAHOIN MOCT;
* KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensiemas cneundukaumamm ctaHgapTos IEEE 802.11. AnsA kaxaoro nHtepdpeica Bbibrpaetcs
NHANBMAYANbHO.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.8 MeHto «CeTeBble HaCTPONKN»

6.8.1 MogmeHto «CucTtemMHas KoOHUrypauus»

-LTEX  woP-20L

MOHUTOPUHT Radio VAP WDS CeTeBble HacTpokn BHeluHWe cepBuch! Cucrema -~ BbIX0A)

CucreMHas KoHbUrypaums > Wwma xocta WOP-20L
Hoctyn leorpaduyeckuit fomeH root
VLAN ynpaeneHus Forwarding v
VLAN ID
Mpotokon Static v
Cratnyecknii IP 192.168.1.10
CeTeBas Macka 255.255.255.0
Wrio3
MepBnyHblii DNS

BropuyHbiii DNS

* VIMsi Xxocma — ceTeBoe UMS YCTPONCTBa, 3a4aeTca cTpoka 1-63 CMMBOJIOB: JTaTUHCKME 3arnaBHble U
CTPOUYHble BYKBbI, LMPbI, 3HAK AednC «-» (Aednc He MOXET GbiTb NOC/IeAHUM CUMBOJSIOM B UMEHM);

+ leocpacpudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTembl yrnpasneHua EMS, B koTopom
pacnonaraeTcs Touka 4OCTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCSt Ha Touke aocTyna (B 3Tom
C/lydae y K/IMeHTOB, NMOAK/THUYEHHbIX Yepes3 paavonHTepdienc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS gaHHbIn pexxum VLAN ynpasneHusa He AoCTyneH ans
BblGOpa);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).

+ VLAN ID — ngeHtudonkatop VLAN, ncnonb3yemsblii ansa goctyna K yCTponcTBy, NPUHUMAET 3HaYeHus 1-—
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTEepdecy yCTPOINCTBA K CETU NpefoCcTaB/ieHns yCyr npoBaingepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo 1 Apyrve napameTpbl, Heoo6xoanmble /18 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4ecky;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napaMmeTpbl Ha WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Bolbope Tuna «Static» ANns pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdoelica ycTpoiicTBa B CeTU npoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — afpec, Ha KOTopbI OTNpaBAsAeTCca NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTnsaumm.

+ lMepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyeckn no npotokony DHCP, 3agaiTe nx Bpy4yHy!o.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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6.8.2 MoameHto «[ocTyn»

PykoBogacTBo no akcnayarauum WOP-20L

B nogmeHto «4oCcTyn» NPpon3BoOAUTCA HaCcTpoiika JoCTyna K yCTPOKCTBY nocpeacTtsoMm web-nHtepdelica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
« [lnsa BKNOYEHUSA AocTyna K ycTpoiicTBy yepe3 SSH yctaHoBuTe chnar HanpoTtus «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

LTEX  woP-20L

MOHUTOPHHT Radio VAP WDS CeTeBbl& HACTPOMKN BHeLLHWe cepBUCH

CucTemHas KoHdrypaLms WEB
Hoctyn > HTTP-nopr
WEB-HTTPS

HTTPS-nopt

Telnet

SSH

NETCONF

SNMP

Mapons Ha uTeHne

Maporis Ha 3amuce

Aapec anA npuéma Tpanos v1

Anpec ana npuéma tpanoe v2

Apnpec ana npuéma coobiuennid Inform

CHCTEMHOE UMA YCTPOACTBA

KoHTaxkTHas nHopmaL A npouseoquTens

Mecrononoxetue ycTpoiicTea

Maponk B Tpanax

Cuctema

4]

<]

4]

<]

public

private

WOP-20L

Contact

Russia

trap

-~ (Bbixom)

MporpammHoe o6ecnedyeHne WOP-20L no3BosisieT N3MeHATb KOHGMrypauuo yCTpoiicTBa, NpoBoANTb
MOHMWTOPUHI COCTOSIHMSI 6A30BOI CTaHLMK 11 €€ 1ATUMKOB, & TaKXKe YNpaB/isiTh YCTPOWCTBOM, UCMO/b3Ys

npotokost SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe cpnar HanpoTue «SNMP», nocne Yyero ans pegaktmpoBaHums

CTaHyT JOCTYMHbI crieaytolime napametpbl SNMP-areHTa:

* Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTBI: public);

* [Maposib Ha 3anuck — Naposb Ha 3anuck napameTpoB (06LLENPUHATLIN: private);

« Adpec 0515 npuéma mparos vl — IP-agpec nnn goMeHHoe UMsi NpUeMHunKa coobuieHnin SNMPv1-trap B
topmarte HOST [COMMUNITY [PORT]];

+ Adpec 0715 npuéma mparios v2 — IP-agpec nnm gOMeHHoe NMs npuemMHuka coobuieHnin SNMPv2-trap B
topmarte HOST [COMMUNITY [PORT]];
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PykoBogacTBo no akcnayarauum WOP-20L

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTOMNO/IOKEHNN YCTPOICTBE;

+ Maposib 8 mparnax — Naposb, Coaepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/18 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Moppo6Hoe onucaHune OID WOP-20L gocTynHo no cnegytouleii cebinke: Onvcadme OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.9 MeHio «BHellHne cepBUCbI»

6.9.1 TMogmeHto «MopTasibHasa aBTopuaums»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/UYEHMS! U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

L TEX  woP-20L

MoHUTOPUHT Radio VAP WDS CeTeBble HaCTpOWKM BHelwH1e cepBuChI Cuctema -~ (BbIXOA)

MopTankHas aBTopUsaLns > BKNKOYNTH

Anpec cepsuca APB ws://192.168.1.1:8090/apb/broadcast

* Bk/irouums — Npy yCTaHOBMEHHOM donare Touka byaet noaknoyaTbes K cepsucy APB, agpec kotoporo
yKasaH B none «Aapec cepsuca APB», ana obecneveHunst nopTasibHOro POyMUHra K/IMeHTOB.

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepXkm poymuHra B pexmme noptasibHoli
aBTopu3auun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
HaXXMUTE KHOMKY «MPUMEHNUTb». [119 OTMEHbI U3MEHEHUIA HAXKMUTE KHOMKY «OTMeHa.
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PykoBogacTBo no akcnayarauum WOP-20L

6.9.2 TMogmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnosnb3yeTtcs g/1a onTummnsauum pagmopecypcos (Radio Resource Management) u
aBTOMaTn4ecKon HacTpoiku 6ecloBHoro poymurra 802.11 k/r.

ELTEX WOP-20L

AirTune »

MOHUTOPUHT Radio VAP WDS CeTeBble HAaCTPOR KK BHELUHME CEPBUCHI Cuctema - (Bbix0M)
MopTansHas aeTopu3aUus BEMHO4MTL
ALpec cepsuca Airtune ws:/(192.168.1.1:8099/apb/rrm

* Bk/rouums — Npy yCTaHOBNEHHOM donare Touka 6yaeT nogknodaTbcs K cepsucy AirTune, agpec
KOTOpOro ykasaH B none «Agpec cepsuca AirTune», ana obecneyeHuns cyHkumin Radio Resource
Management n/wnun poymunra 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcsa B popmare: «ws://<host>:<port>/apb/
rrmp».

[N BCTYNNEeHWs B CUY HOBOI KOHCOUIypaLmmn 1 3aHeCEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.

57



PykoBogacTBo no akcnayarauum WOP-20L

6.10 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.10.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

=l TEX woP-20L

MoHUTOPUHT Radio VAP WDS CeTeBble HaCTpOWKM BHelwHne cepBuChI Cuctema -~ (BBIXOAO)

OGHoBnewue MO ycTpoiicTea > AkTUBHas Bepcus MO

PesepsHras Bepcug M0
KoHdomrypauus

AkmyaneHas sepcus 10 docmynHa no adpecy: http.//eltex-co.ru/support/downloads/

Paiin oGHoBneHna MO Bbibepute chann | ®aiin He BbiGpaH

Mepesarpyska

Maponb

KypHan

[ata un Bpems

« AkmusHasi sepcusi 10 — Bepcuss NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTaoLlasi B 4aHHbI MOMEHT;
*+ PesepsHas sepcusi 10 — Bepcusa NporpaMMHOro obecneveHus], yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO Nnepekntountbesa 6e3 3arpysku caina Mo:
+ Cdeslamb akmusHoU — KHOMKa, N03BONAOLLANA caenaTb pe3epBHyto Bepcuto MO akTUBHOW, ANs
aToro noTpebyeTcs nepesarpyska ycTporictea. AKTBHas Bepcus MO B 3TOM ciyyae cTaHeT
pe3epBHOIA.

O6HoBMEHME MPOrpaMmMHOro obecnevyeHms

3arpysute hainn MO c caita htip.//eltex-co.ru/support/downloads/ , Boibpas WOP-20L B crniucke
060pyA0BaHNS, 1 COXpaHUTe ero Ha KomnbtoTepe. MNocsie aToro HaxXmMuTe KHOMNKy «BbibepuTe haiin» B none
dalisn o6HosneHust MO n ykaxuTe nyTb K doainny MO B chopmaTe .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxKaTb KHOMKY «3anycTntb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLE), NOC/e Yero
YCTPOMNCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

@ He otknouaiiTe NUTaHWe YCTPOIICTBA U He BbINOMHAITE ero nepesarpysky B NpoLecce 06GHOB/EHNS
no.
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PykoBogacTBo no akcnayarauum WOP-20L

6.10.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

ELTEX  woP-20L

MoHUTOpPUHT Radio VAP WDS CeTeBble HacTpoWKu BHellHue cepBuChI Cucrema -~ (BbIXOM)

0O6HoBneHe MO ycTpolcTea MonyunTs apxuB KoHUrypauum # CkavaTb
C ycTporcTBa

3arpy3nTb apxus KoHUrypauum Beibepute daiin | ®arin He BeIbpaH

Mepe3arpyska Ha yCTPOMCTBO

KoHcburypauums »

Maponk

CBpoC Ha 3aBOMCKIE HACTPOMKY CoxpaHuTb NapameTpsl A0CTYNa

YKypHan
% COpoc

Hata n Bpems

MNonyyeHne koHdUrypaumm

UTO6bI COXPaHUTb TEKYLLYIO KOH(IUIYypaLuio YCTPONCTBA Ha /IOKasIbHbI KOMMNbIOTEP, HAXXMUTE KHOMKY
«CKavaTtb».

O6HoBAEHME KOHJIMIYpaLIMn

[lnsa 3arpy3ky COXpaHEHHOro Ha 10KasIbHOM KoMMbioTepe dhaiina KoHdurypaumm ncnosib3yeTcs MyHKT

«3agpy3ums apxus KoHguaypayuu Ha ycmpolicmso». Ansi 06HOBNEHMSI KOH(UTYpaLn YCTPOMCTBA HAXMUTE

KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHasi KOHUrypaums NnpuMeHseTcsl aBToMaTUYecki 6e3 nepesarpysku yCcTpoiicTea.

C6poc yCTpoiicTBa Ha 3aBOACKME HACTPOIiKK

UT0o6bl cenatb cOpOC BCeX HACTPOEK YCTPOMCTBA HA CTaHA4AaPTHbIE 3aBOACKNE YCTAHOBKM, HOKMUTE KHOMKY
«Cobpoc». Ecnn aktnBmposaH onar «CoxpaHuTb napamMeTpbl 4OCTynar, To 6y4yT COXpaHeHbl Te napameTpbl
KOHGpMIypaLmm, KoTopble 0TBEYAlT 3a A0CTYN K YCTPOoicTBY (HacTpoiika IP-agpeca, HACTPOKKN gocTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.10.3 MogmeHto «Mepesarpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKUTE Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHMMaEeT NPUMEPHO T MUHYTY.

EILTEX  woP-20L

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPOWKIA BHelwHWe cepBucCh Cuctema -~ (BbIxOA)

OGHoeneHue MO ycTpoiicTBa Mepesarpyska ycTponcTsa £ Mepesarpyaka

KoHdomrypaums
Mepesarpyska >
Maponb
KypHan

[ata un Bpems
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PykoBogacTBo no akcnayarauum WOP-20L

6.10.4 TMoameHto «Maponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

—ILTEX woP-20L

MoHuUTOpUHT Radio VAP WDS CeTeBble HaCTpOWKK BHeluHWe cepBuChI Cucrema - (BbIXOO)

OGHoenexne MO ycTpoiicTea Mapons @
KoHdburypauus MonTBep#aeHue napons @
Mepesarpyska
Mapone »

HKypran

[ara n Bpemsa

6.10.5 MoameHto «XKypHas»

MoameHo «KypHan» npefHasHavyeHo 4715 HACTPOMKM BbIBOAA Pa3HOro poga OT1a0uHbIX COOBLEeHW
CUCTEMbI B LieNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

L TEX  woP-20L

MOHUTOPUHT Radio VAP WDS CeTeBble HaCTPOWKW BHellUHWe cepBuUChl Cucrema ru (BbIXOMO)

O6HogreHe MO ycTpoitcTea Pexim Cepsep 1 taiin v
KoHdurypauus Appec Syslog-cepsepa syslog.server
Mepesarpyaka MopT Syslog-cepeepa 514

Maponb Paamep caiina, Kub 1000

+ Pexum — pexum paboTbl Syslog-areHTa:
* Jloka/ibHbIU ¢hali/l — HhopMaLUs XXypHasia COXpaHSeTCs B IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha Bknagke «MoHuTopuHr/KypHas cobbITnin,
« Cepsep u ¢halin — nHgopmauus XypHasa oTnpaBnsieTca Ha yaasieHHblin Syslog-cepsep u
COXpaHsieTcs B JIOKaIbHOM haiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT ANs BXoAsAwmx coobLueHmnii Syslog-cepeepa (no ymonyanuto 514,
[l0NyCTUMble 3HaYeHust 1-65535);
*+ Pasmep ¢palina, Kb — makcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

XKypran >

Hara u Bpems

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcnayarauum WOP-20L

6.10.6 TMogmeHto «[aTta n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

6.10.6.1 Bpyu4Hyro

=L TEX woP-20L

MOHUTOPUHT Radio VAP WDS CeTeBble HaCTPONKK BHelUHWe cepBuChI Cucrema - (BbIXOM)

O6HogneHe MO ycTpoiicTea Pexum @ Bpyunylo O NTP cepeep

Kordurypauys Hata 1 Bpems ycTpoicTBa 08.02.2023 12:10:38 & Penaxtuposars

Yacosoii nosic Mockea, Poccust v
Mepe3arpyska

Bknio4ynTh Nepexon Ha neTHee

Maponb spews

MypHan [Mepexoa Ha neTHee Bpems (He ebibpaHo) (He ebIbpaHo) (He ebibpaHo) B -

[ata v Bpemst > Mepexoa Ha 3uMHee Bpems (He sbIbpaHo) (He ebI6paHo) (He sbibpaHo) B -

Casur BpeMeHU (MUH.) 60

+ Jama u spemsi ycmpoticmsa — naTta v BpeMsl Ha YCTPOCTBE B flaHHbIil MOMEHT. Ecnn TpebyeTtcs
KOppeKuus, HaxXMuTe KHOMKY «PefakTupoBaTb»:
+ [lama, spemsi — 3afjaiiTe TeKyLLyto AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v BpemMsi»
ANs ycTaHOBKN BpemeHn MK Ha yCcTpoiicTBO.
+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GAMXaiLLIMM ropoaomM B
BalleM pervoHe u3 3aaHHoro Crucka;
* Bk/1o4umb rnepexod Ha /iemdee speMsi — Nnpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINOSHATLCSA aBTOMAaTUYECKN B 3ajaHHbIN NepuoL BpEMEHN:
* [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga OyaeT BbINOSHATLCA Nepexos Ha 3uMHee
BpemS;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, HA KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HaveHune oT 0 o 720 MUH.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamMsiTb
HaXXMUTE KHOMKY «MpUMEHNUTb». [1 OTMEHbI U3MEHEHUIA HAXKMUTE KHOMKY «OTMeEHa».
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6.10.6.2 NTP-cepsep

—ILTEX  woP-20L

MOHUTOPUHI Radio VAP WDS CeTeBble HACTPOIKK BHelwHWe cepBUChI Cuctema - (BbIXOO)

O6HoBneHue MO yeTpoiicTea Pexum O BpyyHywo @ NTP cepsep

KoHdpurypaLms [ata u Bpems ycTpoiicTBa 08.02.2023 12:11:16

NTP cepsep pool.ntp.org -
MNepesarpyska

Yacosoii nosic Mockea, Poccusi v
Maponk

BrkniounTh nepexon Ha netHee

Xypran spews

[Lata n Bpems > Mepexoa Ha neTHee Bpems (He sblbpaHo) (He ebibpaHo) (He epiGpaHo) B --
Mepexon Ha 3UMHee Bpems (He 8bibpaHo) (He 8bibpaHo) (He éblbpaHo) B --

Caeur BpeMeHn (MuH.) 60

+ [lama u spemsi ycmpolicmsa — fata U BPeEMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — |IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aLUMn BpeMeHn. Bo3aMOXHO 3a4aTtb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacosol nosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAVKAALLMM FOPOAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/iouums nepexod Ha siemHee speMsi — Mpu YCTaHOB/IEHHOM piare nepexos Ha /ieTHee/3uMHee
BpeMsi OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3af,aHHbIV NepUOL, BPEMEHN:
+ [Nepexod Ha iemHee BpeMsi — AeHb 1 BpeMs, koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee
BpewmS;
+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga OyaeT BbINOSHATLCS NePEX0[, Ha 3uMHee
BpewmS;
« COBuU2 BpeMeHU (MUH.) — Nepuof BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUM BPEMEHW.
MoxeT npuHumartb 3HavyeHue ot 0 go 720 muH.

[N BCTYNNeHWs1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHNUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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7 YnpaBrieHne yCTPOMCTBOM C NOMOLLIbIO KOMaHAHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoiCTBa, HaXXMIUTE codeTaHve Knasuil (B aHrnuiickoii packnagke) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiictBo WOP-20L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WOP-20L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# bro

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-20L)
WOP-20L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-20L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-20L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-20L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-20L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WOP-20L(config):/interface/br0/commont# exit

WOP-20L(config):/interface/br0# exit

WOP-20L(config):/interface# exit

WOP-20L(config):/# route

WOP-20L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-20L(config):/route# default

WOP-20L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHa4yeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-20L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTv HasHa4yeHus, 4/19 MapLupyTa no
ymo4aHumo — 0.0.0.0)

WOP-20L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wo3a)
WOP-20L(config):/route/default# save (coxpaHeHve HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—~ o~ o~~~ — —
DR R P

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasat MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble Haxo4ATcs B 3TOM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WOP-20L
WOP-20L

root):/# configure

config):/# interface

WOP-20L(config):/interface# br0

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aritax. Bo3amMoxHbIe 3HaYeHus: 1-
2490. No ymonyaHuto: 1500)

WOP-20L(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_— e~ —~ —

7.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbI0 YTUANTbI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WOP-20L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-20L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — L/103)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuit IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — L/3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatmyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LuN+3)
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3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-20L(root):/# save (coxpaHeHne HacTpoek)

7.2.2 HacTpoiika yaanéHHoro ynpasneHuns

HacTpolika SSH

WOP-20L(root):/# configure

WOP-20L(config):/# ssh

WOP-20L(config):/ssh# enable true (ynpasneHve yaanéHHbIM fOCTYNOM No SSH. 1719 OTK/IOYEeHVsA BBEAUTE
false. [0 ymoniuyaHuio: true)

WOP-20L(config):/ssh# port X (rae X — nopt SSH-cepsepa. 1o ymonyaHuio: 22)

WOP-20L(config):/ssh# session-limit X (rge X — MmakcumasibHoe KonimyecTBo SSH-ceccuid. o ymonyaHuio: 5)
WOP-20L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTpoliika Telnet

WOP-20L(root):/# configure

WOP-20L(config):/# telnet

WOP-20L(config):/telnet# enable true (ynpasneHve yganéHHbiM JocTynom no Telnet. 1A OTKNHOYEHUS
BBeauTte false. 1o ymonyaHuto: false)

WOP-20L(config):/telnet# port X (rae X — nopt. Mo ymonyaHuio: 23)

WOP-20L(config):/telnet# session-limit X (rge X — makcumansHoe konuyecTtso Telnet-ceccuia. o
yMO/4aHuto: 5)

WOP-20L(config):/telnet# save (coxpaHeHve HacTpoek)

7.2.3 HacTtpolika ceTteBbIx napameTpoB IPv6

€ Mo ymonuannio AocTyn K yCTPOCTBY No nNpoTokosy IPv6 Ha TouKe A0CTyna OTK/IOYEH.

BKNloueHue goctyna K ycTpoiicTBy Nno npoTtokony IPv6

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
DHCP)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTYNa K YCTPOUCTBY M0
npotokony IPv6. s oTkitoveHnsa seeante false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipvé# protocol dhcp (nosnyueHve cetesbix napameTpos IPv6 no

—_— o~ o~~~ —~ —
_ = = =

66



PykoBoacTBO Mo akcnnyatauum WOP-20L

HaCTpoi/'u(a cTaTuyecKux ceTteBbiX NapameTpoB IPv6 TOUKU gocTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# br0

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# ipvé

WOP-20L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXEXXXX XXX XXXX XXX XXX XX XX XXXX — cTaTruyeckuin IPve-agpec yctpoictea WOP-20L)
WOP-20L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke ctatnyeckoro IPv6-
azpeca. NMpuHumaeT 3HadeHne ot 0 40 128. o yMo4aHuio: 64)
WOP-20L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykazbiBaeTcs IPv6-
npedomkc, Hanpumep 3211:0:0:1234::/64)

WOP-20L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (rge XXXX:XXXX:XXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa Nel ¢ npedimkcom)
WOP-20L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXXXXXXXXXX XXX XXX XXXXXXXXY — IPv6-aapec dns-cepepa Ne2 ¢ npedrkcom)
WOP-20L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHne ncnonbL30BaHNA CTaTUYecknx
ceTeBbIX IPv6 MapameTpoB. [/1s1 Nony4eHns ceTeBbix IPv6 napameTpos no DHCP BBeauTe dhcp)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne JOCTyNa K YCTPOUCTBY MO
npoTokosy IPv6. [ins oTktoueHns seeauTe false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

_ = ==
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7.3 HacTpolika BupTyasnbHbIx Todek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlanl-va0O# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_open' (13veHeHne nmenn SSID)
WOP-20L(config):/interface/wlanl-va0/vap# ap-security
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexvmv wndgposanus off — 6e3 naposns)
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons g1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1104eHME NepUOANYECKON OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBkn COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOUKN AOCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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7.3.2 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlanl-va0# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_Wpa2' (n3veHeHve nmveHn SSID)
WOP-20L(config):/interface/wlanl-va0/vap# ap-security
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexumv wngposarHns — WPA/
WPA2)

WOP-20L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1104/naposis, He0OXo4NMbIIA
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WOP-20L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposns g1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoaNYEeCcKOn OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaskn COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOUKN [OCTYNA)
WOP-20L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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7.3.3 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-20L(config):/interface/wlanl-va0# vap

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-20L_enterprise' (13vieHeHne nmenn SSID)
)
)

—_— e~~~ —~ —~

WOP-20L(config):/interface/wlanl-va0/vap# ap-security
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum LuncposaHms — WPA/
WPA2-Enterprise)
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# exit
WOP-20L(config):/interface/wlanl-va0/vap# radius
WOP-20L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — foMeH Mosb30BaTess)

(

)

=

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepepa

WOP-20L(config):/interface/wlan1-va0/vap/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposi 15 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0O/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoOANYECKON OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBkn COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYa/IbHOW TOYKN A,OCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

—_— e~ —~ —
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7.3.4 HacTtpoiika VAP c noptasibHOI aBTOpU3aLmei

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexviv wnposanus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-20L' (n3veHeHne nveHu SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# scenarios
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bx/10unTE MAC-aBTOPM3ALNIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH MnosL30BaTess)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoOANYECKON OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/10ueHVIe BUPTYas/IbHOWN TOYKN LOCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

e~~~ o~~~ o~~~ —~ —
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7.3.5 HacTtpoiika VAP c BHeluHel nopTasibHOM aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-20L(config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-20L' (n3veHeHve nveHn SSID)
WOP-20L(config):/interface/wlan1l-va0/vap# captive-portal
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/itoueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (ykazarb URL BHELLUHEIO BUPTYa/IbHOro
nopTasia B COOTBETCTBMM C Tabnmuel 8)
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-20Lconfig):/interface/wlanl-va0/vap/captive-portal# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopusanunn)

WOP-20L(config):/interface/wlan1-va0/vap/radius# auth-password secret (rze secret — naposib 15 RADIUS-
cepBepa, UCnosib3yeMoro A1 asTopusanmnm)

WOP-20L(config):/interface/wlan1l-va0/vap/radius# use-macaddr-as-password true (nepegasats MAC-azpec
KnveHTa B kadyecTBe naposis B RADIUS 3anpocax. Mo ymonuyaHutio: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmar MAC-
ajZipeca KnneHTa, KoTopblin 6yaeTt domurypmpoBaTb B RADIUS 3anpocax. PyHKLUMOHaN paboTaeT TONbKO Mpu
ycnosum use-macaddr-as-password = true. [10 YMOYAHMID: XXXXXXXXXXXX)
WOP-20L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ —~ —
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© /15 nonyyenns nHcopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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PykoBogacTBo no akcnayarauum WOP-20L

Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHe NopTasibHOM aBTopu3aunm

MapameTtp

<NAS_ID>

<NAS_IP>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>

<ORIGINAL_URL>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3afaH HY OQUH
13 aTux napameTpos, To B kayecTtse NAS ID B RADIUS- n HTTP'%S)-
naketax éyaet ncnonb3osarbca MAC-aapec T/,

IP-agpec T[,

[IOMEHHOE MMSI, KOTOPOE MOKa3blBAETCS KIMEHTY Npu
nepeHanpaeeHnm

MAC-agpec Toukn goctyna
MAC-agpec kKnueHTta
SSID

URL, KOTOpbI M3HaYaIbHO 3anpalunBasl KIMeHT
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7.3.6 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-20L(config):/interface/wlan1-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepBepa)
WOP-20L(config):/interface/wlan1l-va0/vap/radius# backup (HacTpoiika fonosHuTesnsHoro RADIUS-cepeepa)
WOP-20L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec aononHuTesbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONM4YeCcTBO: 1)

WOP-20L(config):/interface/wlan1l-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — |P-afgpec A0NONHATE/IbHOIO
RADIUS-cepBepa B KOHurypauuu)

WOP-20L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-20L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (rje secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X. X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (rje secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WOP-20L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-20L(config):/interface/wlan1l-va0/vap/radius/backup/X.X.X.X# save (COxpaHeHne HacTpoek)

—_— e~~~ —~ —~

7.3.7 [ononHutencHble HacTpoikn VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WOP-20L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/toueHve pexurmva Band Steer. [1ngd
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# vlan-trunk true (Bk/toueHve VLAN Trunk Ha VAP. [1ns
oTKNtoveHns seeaute false)

BknroueHune General VLAN Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID. [1715
oTkNtoueHust eeeaunte false)
WOP-20L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WOP-20L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasi13 nproputeta nz nons CoS (Class of
Service) TErMPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHUIO: true. B 3TOM cnyyae aHanmanpyeTcs
npuopuTeT 13 nons DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WOP-20L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1104NTL 3alLUMTy management-
KaapoB (opelimoB). required — TpebyeTcs nogaepxka MFP OT KNneHTa, KNneHTbl 6e3 MFP He cMoryT
noAxKNI4YnNTLCS. capable — coBMeCTMMO ¢ MFP, KIMeHTbl 6e3 nogaepXxku MFP MoryT nogkatounteea. Ans
oTK/o4YeHns seeaute off)

Bk/oueHue UCnosib3oBaHus TLS npu aBTopusauum

WOP-20L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnons3osats TLS npu asTopusauun. Ans
oTK/o4YeHns BeeaunTe false)

BKNoYeHUue CKpbITOro SSID

WOP-20L(config):/interface/wlanl-va0/vap# hidden true (Bk/itoueHne ckpbiToro SSID. 1715 OTK/IHOUEHNUS
BeeauTe false)

BknioyeHue nsonaymm KnneHTos Ha VAP

WOP-20L(config):/interface/wlan1l-va0/vap# station-isolation true (Bxk/1t0ueHVIe V30NALMK Tpaduka Mexay
KnneHTamu B npegenax ogHoli VAP. ina otknoueHns seegue false)

OrpaHuyeHue Konnyectea K/IneHToB Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# sta-limit X (rae X — makcrumansHo fonycTumoe Ymcsio
NOAK/IYAEMbIX K BAPTYasIbHOW CETU K/IMEHTOB)

76



PykoBO/ACTBO No akcnyaTauum WOP-20L

Bk/loueHue penivkauum MyibTUKacToBoro Tpacgmka Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/1l0ueHVe pensivkaLmm
MYNbTUKAcTOBOro Tpadinka Ha VAP. [1ns oTkaoueHus eeegute false)

BkntroueHue Minimal Signal u Roaming Signal

WOP-20L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/110ueHVE NCNONL30BaHNSA
dyHKUmoHana Minimal Signal. 19 oTkoueHnsa Beeaute false)
WOP-20L(config):/interface/wlan1-va0/vap# min-signal X (rge X — noporosoe 3HaveHve RSSI, npn
OOCTUXKEHMM KOTOPOro Touka ByaeT OTK/touaTh KnmeHTa ot VAP. MNapameTp MOXeT NpuHUMaTh 3HauYeHnUs
0T -100 A0 -1)

WOP-20L(config):/interface/wlan1-va0/vap# check-signal-timeout X (e X — nepuoz BpemMenn B cekyHaax,
Mo UCTEeYEHMM KOTOPOro NPUHUMAETCS peLleHne 06 OTKIYEHMM KITUEHTCKOro 060pyA0BaHUsA OT
BMPTYa/IbHOl CeTu)

WOP-20L(config):/interface/wlan1-va0/vap# roaming-signal X (rae X — noporoeoe 3HaveHune RSSI, npu
OOCTUXKEHMM KOTOPOrO NMPOMCXOAUT NepektoveHme KITIMEHTCKOro 060pyA0BaHUA Ha OPYTY0 TOUKY
pocTtyna. NapamMeTp MOXET NPUHUMaTb 3HauYeHns ot -100 Ao -1. MapameTp roaming-signal fO/MKeH ObITb
Bbllle, YeM min-signal: ecnim min-signal = -75 gbM, To roaming-signal Ao/mKeH 6bITb paBeH, Hanpumep, -70
ABM)

WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BknoueHne nepegaum aboHeHCKOro Tpadyuka BHe GRE-TyHHens

WOP-20L(config):/interface/wlan1-va0/vap# local-switching true (Bx/10ueHVe nepegayun aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [ins oTkntoueHns seeguTe false. 10 yMOI4aHMIO BbIK/THOYEHO)

e
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rae X — makcumasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-20L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rae X — makcymasibHas CKOpocTb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itouerve wennepa. Moxer
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rae X — makcrumasibHas CKOpocThb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itoueHve weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (coxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-20L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — makcrumasnibHas CKopocTsb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHvie weinepa. Moxet
npuHUMarth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-txi exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

78



PykoBogacTBo no akcnayarauum WOP-20L

HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-20L(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rze X — Makc/masibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/t0ueHve weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WOP-20L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rze X — MakcrmasibHaa CKOPOCThL B
KOUT/C N nakeThbl/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve welinepa. MoxeT
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-20L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WOP-20L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rge X — makcumvasibHas CKOpoCcThb B
KOUT/C NI NakeThbl/c)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/t0ueHve welinepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WOP-20L(config):/interface/wlan1-va0/vap# shaper-mcast-tx

WOP-20L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# value X (rge X — mMakcrumasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t0ueHve Wwernepa. MoxeT
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-20L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

79



PykoBogacTBo no akcnayarauum WOP-20L

HacTpoiika KoHTponsa goctyna no MAC

WOP-20L(config):/interface/wlanl-va0/vap# acl

WOP-20L(config):/interface/wlanl-va0/vap/acl# mac

WOP-20L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XXOEXKXKXX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb A0CTYN. ANa yaaneHus agpeca us
cnucka ucnosnbayiite komaHay del)

WOP-20L(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-20L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p NoONNTVKM. BO3MOXHbIE 3HAYEHNS:
allow — paspeLuaTb NOAKNOYEHNE TONBKO TEM KaneHTam, MAC-aapeca KOTOpbIX COAEePXaTCcs B CMMCKE;
deny — 3anpeuwjarb Nogk/toueHme knneHtTam, MAC-agpeca KOTopbIX CoAepXarcs B CNMCke. 3HavyeHne no
yMO/14aHuio: deny)

WOP-20L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/it0ueHVe KOHTPOIA gocTyna no MAC. /15
oTKNtoveHns seeaute false)

WOP-20L(config):/interface/wlanl-va0/vap/acl# exit

WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoekK)

—_ =

HacTpoiika 6510KMpPOBKM NOAK/IOYEHUSA NoNb3oBaTeneil, nogMmeHsaWwmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xoaumMo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHOYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOrO yCTpoKcTBa (w3, MK 1 npoyee), To HeO6X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnepyowme pexmmMbl paboThbl:

on-connect — pexum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHUS YCTPOUCTB Yepes Wi-Fi, B cnyvae ecnv MAC-
azpec yxe n3yyeH Ha Ethernet-nopTy To4ku [OCTYNa;

by-eth-event — pexvm OTKNHOYAET NOAKIHOYEHHOIO KneHTa no Wi-Fi, B ciiyvae ecniv ero MAC-agpec ctasl
n3ydeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm NnoMoraeT ouuLaTb CTapyto 3anucb O KIMEHTE Npu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, TO eCTb 6/10KMpyeT NoAKNHYEeHNE HOBOTO
nosnb3oBaresnisa no Wi-Fi, a Takke OTK/Il0HaEeT paHee NoAKI0YEeHHOro B c/iyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

Q Mpu BbicTaBneHnn pexxumos full 1 on-connect poymMuHr Wi-Fi KMMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/MEHTa nonagatoT Ha OCTaslbHbIE TOUKM A0CTYNa CEeTU U
ero MAC nsyyaetcs Ha BCexX Toukax AoCTyna CeTu, No3aToMy Npu POYMUHTe KNNeHTa, B cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoakitoyeHne MOXeT NPOUCXOANTb
AnnTesibHoe Bpems.

WOP-20L(config):/interface/wlan1l-va0/vap# fdb-filtering
WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHve dyHkUOHaNa. s
oTko4veHns Beegute false. 3HauyeHve no ymonyaHuto: false)
WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering # mode full (BL160p pexrmva paboTsl. 3HavyeHne rno
yMoO/14aHuto: by-eth-event)

WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering # exit

WOP-20L(config):/interface/wlan1-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa/IbHbLIV KTHOY 4715 AaHHOIA
VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-20L(config):/interface/wlan1-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVe paboThl TOUKK AOCTYNA MO
NPOTOKO/Yy 802.11r)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)

81



PykoBoacTBO Mo akcnnyatauum WOP-20L

HacTtpolika 802.11r Ha T2

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHLIV KTHOY A5
AaHHoro VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagartb Ha
BCTPEYHbIX VAP)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepelica BCTPEYHO Toukn aoctyna — T/[1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHKa IbHbINA
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVIe paboThl TOUKK AOCTYNA MO
npoTokosny 802.11r)

WOP-20L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHE PabOThl TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHE PabOThI TOUKM
[ocTyna no npotokosy 802.11k/v)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpOek)

7.4 Hactpolika AirTune

HacTpolika AirTune

WOP-20L(config):/# airtune

WOP-20L(config):/airtunet# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — |P-
agpec cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WOP-20L(config):/airtune# dca true (Bk/10ueHVE (DYHKLMOHA/IA AMHAMUYECKOTO pacnpeaeneHns KaHaoB.
Ans oTkntoueHnst sBeguTe false)

WOP-20L(config):/airtune# tpc true (BKNOUEeHNE (PyHKLMOHAIA aBTOMATMYECKOrO YNpas/ieHNSA MOLLHOCTbHO.
Ans oTkntoueHns sBeguTe false)

WOP-20L(config):/airtune# load-balance-80211v true (Bk/10ueHVIE (DYHKLOHAIA BalaHCUPOBKN K/IMEHTOB.
Ans oTkntoueHns sBeguTe false)

WOP-20L(config):/airtune# enabled true (Bk/1104eHVEe B3aMOAENCTBUA C cepBUCOM AirTune. /14
oTkNtoveHns seeaute false)

WOP-20L(config):/airtune# save (coxpaHeHve HacTpoek)

[nsa aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEOOX0AMMO BKIHOUNTb
doyHKkumoHan 802.11r, AN 3TOro BbINONHUTE CeayoLmMe HaCTPONKM:

HacTtpoiika 802.11r yepes AirTune

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bx/1t04eHne paboThl TOUKK JOCTYNA M0
NpPOTOKO/y 802.11r)
WOP-20L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)

[ns aBTomartuyeckoii HacTpoiiku 802.11k/v yepes cepsuc AirTune Ha Touke A4OCTyna HeEO6X0AMMO BK/HOUUTL
dyHkumnoHan 802.11k/v Ha SSID, gn1a 3TOr0 BbINOHUTE CNEeAYHOLME HACTPONKK:
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HacTtpoiika 802.11k/v uepe3s AirTune

WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/t0ueHne nognepxKu
npotokona 802.11k/v Ha BUPTYasibHOI TOUKe A0CTyna)
WOP-20L(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHVe HacTPOeK)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTauun koHTponnepa SoftWwLC.

7.5 Hactpolikm Radio

Ha Radio no ymonuaHuo ucnosnb3yeTcsi aBToMaTUYeckuii BbIGop paboyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytolue KoMaHap:

CMeHa paboyero KaHasia U MOLHOCTU paguouHTepdelica

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0

WOP-20L(config):/interface/wlan0# wlan

WOP-20L(config):/interface/wlan0/wlan# radio

WOP-20L(config):/interface/wlan0/wlan/radio# channel X (rge X — HoOmMep cTatnyeckoro kaHasa, Ha KOTopom
OyneT paboTarb ToUKa)

WOP-20L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1l0ueHne aBToOBLIOOPa KaHana. s
BK/IOYEHMS BBeAUTE true)

WOP-20L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/110ueHnE YcnonbL30BaHNSA
OrpaHMYeHHOro cnmncka kaHasos. [N BKNOYEHUS BBeanTe true)
WOP-20L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wypvHa kaHana. NapaveTtp moxet
npuHUMaTb 3HadyeHue: ansa Radio 1: 20, 40; Radio 2: 20, 40, 80)

WOP-20L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb mMoLHOCTM B ABM. MNapameTp
MOXET NPUHUMAaTL 3HauYeHune: A1 Radio 1: 8-16 Abm; 4114 Radio 2: 11-19 abm)
WOP-20L(config):/interface/wlan0/wlan/radio# tx-power-min X (r4e X — MYHUMasIbHbIA YPOBEHL MOLLHOCTY
B ABbM. MNapamMeTp MOXET NpUHUMaThb 3HayeHune: a1 Radio 1: 8-16 Abm; AN Radio 2: 11-19 Abm)
WOP-20L(config):/interface/wlan0/wlan/radio# tx-power-max X (r4e X — MakcumasibHbIi YPOBEHL MOLLHOCTY
B ABbM. MNapamMeTp MOXET NpPUHUMaTb 3HayeHune: a1 Radio 1: 8-16 Abm; AN Radio 2: 11-19 abm)
WOP-20L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
npu wupuHe kaHana 20 Mru: 1,2, 3,4,5,6,7,8,9,10, 11,12, 13.
npuv wnpuHe kaHana 40 MIru;

- ecnu «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.

+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
npv wnpuHe kaHana 20 Mrru;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161, 165.

npuv wnpuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.

npu wupuHe kadana 80 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149,153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NpUMEHSIOTCS TOMIbKO B peXnUMe padboTbl C CEPBUCOM
AirTune.

7.5.1 [ononHutenbHble HacTpoiikm Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnMCcKa kaHanoB

WOP-20L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/10ueHVIE NCNONB30BaHNA
OorpaHNYeHHOro crnMcka kaHanoB B pabote aBToBbIOOpa kaHa10B. And oTkoYeHnsa seeuTe false)
WOP-20L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasbl AvanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdeinc)

N3meHeHne OCHOBHOIoO KaHasna

WOP-20L(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT NpuHUMAaTH
3HayeHuve: lower, upper. o ymonyaHuto: ans Radio 1: lower; ans Radio 2: upper)

BknroyeHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBaJ1a

WOP-20L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EHVE CMONL30BAHNSA YKOPOYEHHOTO
3alMTHOro NHTepBasia 4s1s nepegavm gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkoveHus Beeaute false)

BknroueHue STBC

WOP-20L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1toueHVe MeTofa NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoanpoBaHus (STBC), HanpaBNeHHOro Ha MOBbILLEHNE HAAEXHOCTN nepeaaym
AaHHbIX. s oTknoveHns seeante false)
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BkntoueHue arperauum

WOP-20L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/toueHue arperauny Ha Radio —
nogaep>xxkm AMPDU/AMSDU. insa oTkaoueHus seeauTte false)

BK/loUeHVe UCNO/Ib30BaHUA KOPOTKOI NpeaMGynbl

WOP-20L(config):/interface/wlan0/wlan/radio# short-preamble true (Bi/1t0HeHNE VCMNONB30BAHNA KOPOTKOA
npeamobysibl naketa. Ans otknoyeHns seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-20L(config):/interface/wlan0/wlan/radio# wmm true (sxtoueHne nogaepxkn WMM (Wi-Fi Multimedia)
[na oTknoveHus seegute false)

HacTpoiika mexaHuama DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 'L (wlanl)

WOP-20L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTtsl MmexaHnsma DFS. Moxet
npUHUMaTb 3HadeHus: forced — MexaH3M BbIKOUYEH, DFS-KaHabl 4OCTYMNHbI 415 Bbi6opa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BbIkOYeH, DFS-KaHasbl He AOCTYNHbI A4/15 BbI6opa)

BknroueHue pexnva aBTOMAaTUUYECKOI CMEHbI LIMPUHBbI KaHa1a

WOP-20L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/il0ueHne pexrma aBTOMaTnyecKor CMeHbI
LUMPWHBI KaHana ¢ 40 MMy, Ha 20 MIMu, npy 3arpy>eHHoM paanoadoupe. s oTknoueHnst Beeante false)

BkntoueHue wevinepa Broadcast/Multicast

WOP-20L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpannyenne nepegayn
LLIMPOKOBELLLATENIbHOIO/MY/NILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NMMUT A/1s
LLIMPOKOBELLLATENBHOIO Tpadnka B nak/c)
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BKkntoueHue QoS 1 U3mMeHeHne napaMmeTpoB

WOP-20L(config):/interface/wlan0/wlan/radio# qos

WOP-20L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l04EeHNE NCNOMBL30BAHNS (DYHKLNIA,
obecneunBaroLLMX kKa4yecTBo 06cnyxmBaHuA (Quality of Service). Ans oTkntoueHns seeauTe false)
WOP-20L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpoB QoS TOUK/ A0CTyNa,
Tpadomk nepegaeTca OT TOUKM A0CTynNa K KNIMEHTY)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS ans
HU3KOMPUOPUTETHOIN ouepeamn C BbICOKOM MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢csl, ¢s2)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rge X — Bpema oxupaHusa kagpos
(dbpeitmoB) AaHHbIX, U3MepsemMoe B crioTax. [IpuHMMaeT 3HavyeHms 1-255)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haua/lbHOe 3HauYeHne BpemMeHn
OXMaaHusi nepea NOBTOPHON OTNPAaBKOW Kaapa, 3a4aeTcsl B MuanMcekyHaax. MpuHnMaeT 3HaveHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpPeBbILLIATL 3Ha4YeHne cwMax)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasnibHoe 3HaueHve
BPEMEHU OXMAaHWs nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanncekyHaax. NpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63,127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO ObITb 60/1bLUIE 3HAYEHUS cwMin)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMeHu B
MUANCEKYHAAX, Koraa KnneHTckas WME-CTaHUMS: UMEET NnpaBa UHNLUMMPOBATh nepedadvy AaHHbIX MO
6ecrnpoBOAHON cpeae K Touke goctyna. MakcumanibHOe 3HadyeHune 65535 MUANCEKYH)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-20L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpoB QoS CTaHLUN KMeHTa:
Tpadmk nepegaeTcsa OT CTaHUMM KNMEHTa A0 TOYKM A0CTYyna)
WOP-20L(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

MeTogauka HacTpoiiku edca-sta aHanoruyHa MeToamke HacTpoiiki edca-ap.
HacTpoiika napameTpoB ansi ouepeseii be, vi, vo aHanornuHa HacTpoiike napametpoB ans ouepeau bk.
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7.6 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:
ignore — 06paboTka onuun 82 oTKNIOYEHa. 3HAaYEHNE Mo YMOTYaHWIO;
replace — Touka focTyna noAcTaBNsAET WK 3aMeHSIET 3HauYeHne onuum 82;

remove — TO4Ka AoCTyna yaasideT 3Ha4eHne onunm 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbcs Ansd Radio 2.4 'Tu. Ecnn Heobxognumo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WOP-20L(config):/interface/wlan0# common

WOP-20L(config):/interface/wlan0/common# dhcp-snooping
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bbi60p paboThl
DHCP snooping B pexvme 3aMeHbl U1 NOACTaBNEHUS ONuun 82)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLme napameTpsbl:
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HacTtpoiika napameTpoB onuuu 82

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re custom
— 3aMeHa coaepxxumoro CID Ha 3HaYeHune, yka3aHHoe B napameTtpe dhcp-option-82-custom-CID.
MapameTp MOXET NpMHMMAaTh 3Ha4YeHns: APMAC-SSID — 3ameHa coaepxumoro CID Ha <MAC-aapec TOUKM
aocTtyna>-<ums SSID>. SSID — 3ameHa coaepmmoro CID Ha uMs SSID, K KOTOPOMY MOAKAYEH KMEHT. Mo
ymMon4yaHuo: APMAC-SSID)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze custom
— 3aMeHa coAep>XxumMoro RID Ha 3Ha4YeHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXnmoro RID Ha MAC-aapec
KNIMEHTCKOro ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-aapec ToYku aoctyna. APdomain —
3aMeHa coaepXmMmMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCA Todka gocTtyna. Mo ymonyaHuio: ClientMAC)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (e
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecnv 3HavyeHue
napametpa dhcp-option-82-custom-CID He 3a1aHO0, TOUKa 6yAeT n3MeHsATb CID Ha 3HAYEHME No
ymMonuyaHuo: <MAC-agpec TOUKM AocTyna>-<ums SSID>)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbca B RID. ECv 3HavyeHue
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByAeT N3MEeHATL RID Ha 3HAYeHue no
ymonyaHuo: MAC-agpec K/IMEHTCKOro YCTPONCTBA)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pa3aennTens
BbICTyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3aenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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7.7 Hactpoiika pennvkaunn DHCP

© Hactpoiika akTBMpyeT thyHKLMOHaN npeobpasosanuna broadcast DHCP-0TBeTOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlanl

WOP-20L(config):/interface/wlan1l# common

WOP-20L(config):/interface/wlanl/common# dhcp-snooping
WOP-20L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/1toueHne
pennukaumm DHCP. o yMO/4aHUIO BbIK/HOYEHO, false)
WOP-20L(config):/interface/wlanl/common/dhcp-snooping# save (COxpaHeHne HacTpoek)

7.8 Hactpoiika pennvkaumm ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO A5 KaX/A0ro paguonHTepdeiica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOIiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0

WOP-20L(config):/interface/wlan0# common

WOP-20L(config):/interface/wlan0/common# arp-suppression
WOP-20L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHve arp-suppression. 10
yMOI4aHuIo BbIK/THOYEHO: false)

WOP-20L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasneHve
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpachkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBartbcs
LUMPOKOBeLLaTesibHO. Mo yMO/4YaH1Io BK/IKOYEHO: true. PaboTaeT TO/IbKO C BK/IIOYEHHbIM arp-suppression)
WOP-20L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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7.9 Hactpoiika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA Mo WDS, B HacTpoiikax paavonHTepderica 6bl/1M BblopaH 04MHAKOBbIM KaHa 1 lnprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlanl-wdsO0 (Bb160p nHKa WDS. Bo3amoxHble 3Ha4eHns a4 Radio 2.4 [T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-20L(config):/interface/wlan1-wds0# wds

WOP-20L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepcpeiica
BCTPEUHOI TOUKN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOUKE A0CTyna KoMaHay
monitoring radio-interface)

WOP-20L(config):/interface/wlan1-wds0/wds# exit

WOP-20L(config):/interface/wlanl-wds0# common

WOP-20L(config):/interface/wlan1l-wds0/common# enabled true (Bk/itoueHve nuHka WDS. /19 OTKIHOUEHNSA
BeeguTe false)

WOP-20L(config):/interface/wlan1l-wds0/common# exit

WOP-20L(config):/interface/wlan1-wds0# exit

WOP-20L(config):/interface# wlanl (npu HacTporike WDS Ha Radio 2.4 [Ty, BBeguTe wlan0)
WOP-20L(config):/interface/wlan1# wlan

WOP-20L(config):/interface/wlanl/wlan# wds

WOP-20L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexxunmva 6e3onacHocT WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WOP-20L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, He0BXoANMbIA A5
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-20L(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHne WDS. [1/15 OTK/IHOUEHNS BBEAUTE
false)

WOP-20L(config):/interface/wlanl/wlan/wds# save (coxpaHeHve HacTpoek)

—_— e~ —~ —

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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7.10 CucTeMHble HaCTPOWKU

7.10.1 O6HoBneHue MO ycTpoiicTBa

OGHoBneHue MO Touku goctyna no TFTP

WOP-20L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dpaiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-20L-2.7.0_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WOP-20L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-20L-2.7.0_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-20L(root):/# firmware switch

7.10.2 ¥YnpaBneHue KoHdurypaumnein yctpomncTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-20L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WOP-20L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-20L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WOP-20L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-20L(root):/# manage-config apply (npryimeHeHne KoHurypaumum Ha To4ky A0CTyrna)
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7.10.3 MMepe3arpy3ka ycTpoincrea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-20L(root):/# reboot

7.10.4 HacTpolika pexuma ayTeHTugumkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# admin-password <HoBbIi naponb Ana yyeTHoi 3anmcu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WOP-20L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# user

WOP-20L(config):/authentication/user# add userX (rze userX — vims HOBOW y4eTHOM 3anvcn. [ns yaaneHus
ncnonb3ynte komaHay del)

WOP-20L(config):/authentication/user# userX

WOP-20L(config):/authentication/user/userX# login userX (e userX — 1M HOBOW YYeTHOM 3anucn)
WOP-20L(config):/authentication/user/userX# password <[laponb AnA yueTHOW 3anucu userX> (0T 1 /10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WOP-20L(config):/authentication/user/userX# role admin (nosiL30BaTe/N0 BbIAAKTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WOP-20L(config):/authentication/user/userX# save (CoxpaHeHne HacTpoek)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-20L
WOP-20L

root):/# configure

config):/# authentication

WOP-20L(config):/authentication# radius

WOP-20L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-20L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3YeTCA A18 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WOP-20L(config):/authentication/radius# auth-password secret (rze secret — ko4 a9 RADIUS-cepsepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WOP-20L(config):/authentication/radius# exit

WOP-20L(config):/authentication# radius-auth true (BktoueHve pexrma ayteHTudukauun yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WOP-20L(config):/authentication# save (coxpaHeHVe HacTpoek)

—_— e~ o~ —

o Mpu ayteHTUdmkaumm yepes RADIUS-cepBep He06X0AMMO 0643aTeNbHO Co34aThb JIOKa/IbHYHO YHETHYHO
3anucb, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgMnKaLmsa npoiaeT no SI0KasibHOM
YYETHOI 3anuncu.

7.10.5 HacTtpolika aatbl 1 BpeMeHu

KoMaHAbl AN HACTPOIiKM CUXPOHU3aL MU BpeMeHu ¢ cepBepom NTP

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHne pexxumva paboTsl ¢ NTP)

config):/date-time# ntp

WOP-20L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoska NTP-cepeepa)
WOP-20L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MNONHUTEbHBLIX NTP-cepBepoB)
WOP-20L(config):/date-time/ntp/alt-servers# add <JlomeHHOe nms/IP-agpec NTP-cepBepa B
KOHdrypauumn> (cosgaHme pasgena KoHgurypaunum gononHutensHoro NTP-cepeepa. MakcumasibHoe
KonunyecTBo: 8. [1nsa yaaneHnst ucnosbayiite komaHay del)

WOP-20L(config):/date-time/ntp/alt-servers# exit

WOP-20L(config):/date-time/ntp#exit

WOP-20L(config):/date-time# common

WOP-20L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemeHHOI
30HbI)

WOP-20L(config):/date-time/common# save (CoOxpaHeHVe HacTPOeKk)

—~ o~~~ — —
= ==
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7.10.6 [ononHuTesibHble HACTPOWKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# global-station-isolation true (Bx/10ueHVIe 1106a/1bHON N30AALMN TPpadrKa
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WOP-20Lconfig):/system# save (coxpaHeHVe HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# hostname WOP-20L_room2 (r1e WOP-20L_room2 — HOBOE 1MS YCTPOCTBA.
MapameTp MOXET cogepXartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lndpbl,
3HaK gednc «-» (aedmnc He MOXET ObITb NOCNeAHNM CUMBO/IOM B UMeHM). o ymondaHuio: WOP-20L)
WOP-20L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# ap-location ap.test.root (/e ap.test.root — foMeH y3n1a gepesa yCTPOUCTB
cucTeMbl ynpassieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WOP-20L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec T/)
WOP-20L(config):/system# save (CoxpaHeHne HacTpoek)
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HacTpoliika LLDP

WOP-20L(root):/# configure

WOP-20L(config):/# lldp

WOP-20L(config):/lldp# enabled true (Bk/toueHne dpyHkumoHana LLDP. [Ina oTkioveHns seeaute false. 10
YMO/IHaHuIo: true)

WOP-20L(config):/lldp# tx-interval X (rge X — nsameHeHune nepmoga otnpasku LLDP-cO06LEHNIA.
Bo3MOxHble 3HaueHus: 1-86400. Mo ymonyaHuto: 30)

WOP-20L(config):/lldp# system-name WOP-20L_reserv (r4e WOP-20L_reserv — HOBOE UMS ycTpoicTea. 1o
ymMo4aHuo: WOP-20L)

WOP-20L(config):/lldp# save (coxpaHeHVe HacTpoek)

7.11 HacTpolika napaMmeTpoB NopTasibHOI aBTOpM3aLmm

HacTtpoiika napameTpoB NopTasibHOI aBTOpU3aLum

WOP-20L(root):/# configure

WOP-20L(config):/# captive-portal

WOP-20L(config):/captive-portal# ap-ip-alias <JoMeHHOEe UMA> ([OMEHHOE VM, Ha KOTopoe OyaeT
coBepLiaTbCA nepeHanpasneHne KNMeHToB. o ymonyaHnuio: redirect.loc)
WOP-20L(config):/captive-portal# tinyproxy-https true (Bx/10ueHVIe nepeHanpasieHns KIVEeHTOB Mo
npoTtokony HTTPS. [1ns nepeHanpaBneHuns no npotokony HTTP BeeauTe false. o ymonuaHuto: false)
WOP-20L(config):/captive-portal# save (CoxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOro MeHH, ykasaHHOro B ap-ip-alias, Gy4eT nepexsayeH TOUKOI AocTyna. Ha atoT
3anpoc 6yaeT OTNpaB/ieH OTBET, U B OTBETe 6yAeT IP-aapec ToUkM gocTyna.

HacTtpoiika uMeH NapaMeTpoB, NepeaBaeMbiX Be6-CepBepoM aBTopu3aLun

WOP-20L
WOP-20L

root):/# configure

config):/# captive-portal

WOP-20L(config):/captive-portal# web-redirector

WOP-20L(config):/captive-portal/web-redirector# param-names
WOP-20L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTporika nveHn
napameTpa, CoaepXXallero NCXoaHblin URL, 3anpoLUeHHbI KTMEeHTOM. KNneHT ByaeT nepeafpecoBaH Ha
AaHHbIA URL B cnyyae ycnewHom aBTopum3anunn)
WOP-20L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nvexn
napameTpa, cogepxawero URL, Kyga 6yaeT nepeagpecoBaH KMEHT B ClyYae OLNOKM aBTopu3aLnm)
WOP-20L(config):/captive-portal/web-redirector/param-names# username login (HacTporika veHu
napameTpa, CoaepXXallero I0rMH A8 KNNeHTa)
WOP-20L(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nveHu
napameTpa, Cogepxallero naposnb 418 KNneHTa)
WOP-20L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHve HacTpoek)

—_ e~ o~ —

© Hactpoiika HyxHa, ecnv UMeHa napameTpoB B oTeeTe http ¢ kogom 302 oTAMuaoTcs oT AePONTHbIX
VIMEH, NPUHUMAIOLLIMXCSA TOYKOI AocTyna.
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7.11.1 ¥YnpaBsneHue noptasibHbIM cepTucnkaTom

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WOP-20L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chavina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WOP-20L(root):/# manage-certificates portal upload http <URL gnsa ckaunsaHus caiina NO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WOP-20L(root):/# manage-certificates portal erase

7.12 HacTpolika cepuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WOP-20L
WOP-20L

root):/# configure

config):/# captive-portal

WOP-20L(config):/captive-portal# apbd

WOP-20L(config):/captive-portal/apbd# roam_service_url <Appec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-20L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHvie cepsuca APB. [119 OTK/IHOUEHNSA BBEANUTE
false)

WOP-20L(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_ e~~~ —

7.13 HacTpoiika MeHeakepa NaccyBHOIO CKAHMPOBAHUS PAANOOKPYXXEHUS

[na ocywecTBNeHns NOCTOSHHOIO CKaHNPOBaHUS HA TOUKe A0CTyNa, HE06X0AMMO HACTPOUTbL MEHemXep
naccuBHOro ckaHnpoBaHus "scand".

KomaHpgb! gna HacTpoiiku scand

WOP-20L(root):/# configure

WOP-20L(config):/# scand

WOP-20L(config):/scand# neighbor-scan

WOP-20L(config):/scand/neighbor-scan# neighbor-scan-enabled true (true — Br/0UeH e, [1/15 OTK/IHOHEHNSA
BeeauTe false)

WOP-20L(config):/scand/neighbor-scan# save (CoxpaHeHne HacTpoek)
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7.14 MOHUTOPUHT

7.14.1 Wi-Fi knnentnbl

WOP-20L(root):/# monitoring associated-clients

index | ©

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 32:5b:60:62:e0:a4
interface | wlan6-vao

rfid | ©

wid | ©

band | 2.4

ssid | WOP-20L_2.4GHz-test
ip-addr | 192.168.1.15
authorized | false
captive-portal-vap | true
enterprise-vap | false

mfp | false
rx-retry-count | 27

tx-fails | ©
tx-period-retry | 11
tx-retry-count | ©

rssi-1 | -40

rssi-2 | -40

rssi | -40

snr-1 | ©

snr-2 | ©

tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS7 NO SGI 65
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:00:13
multicast-groups-count | 4
wireless-mode | n
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | request
dhcp-start-delay | 310
dhcp-start-duration | ©
dhcp-end-duration | 1
link-capacity | 100
link-quality | 100
link-quality-common | 100
actual-tx-rate | 17
actual-rx-rate | 13
shaped-rx-rate | 14
actual-tx-pps | 6
actual-rx-pps | 7
shaped-rx-pps | 7
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name | ©
Counter Transmitted
Total Packets: 80
TX success: 100
Total Bytes: 25744
Data Packets: 75
Data Bytes: 23513
Mgmt Packets: 5
Mgmt Bytes: 281
Dropped Packets: 0
Dropped Bytes: 0

Lost Packets: 0
Rate Transmitted
dsssi1 0 |
ofdmé 6 |
ofdm24 0 |
mcs4 0 |
mcs6 2 |
mcs7 85 |

Multicast groups:

MAC IP
33:33:00:00:00:FB XXX.0.0.251
33:33:FF:1A:92:E3 XXX .26.146.227
33:33:FF:95:B9:3A XXX .149.185.58
01:00:5E:00:00:FB XXX.0.0.251

PykoBoacTBO Mo akcnnyatauum WOP-20L

Received
165
23656
98
19343
67
277
0]
0]

Received

7

7

63

4

0]
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7.14.2 WDS

WOP-20L(root):/# monitoring wds-entries

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 16.24.80.35
hostname | woP-20L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx-bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.6.0 build X
eltex-board-type | woP-20L
perftest-capable | false
snr-rssi-capable | false

I

I
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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Rate Transmitted Received

13% 12
1%
7%
7%
7%

| 7%

I

I

nss2-mcso |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
I

I

I

I

I

7%
7%
7%
16%
15%

nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

~N DDA N0 O 0O O

Multicast groups: none

7.14.3 WNHpopmaums 06 ycTpoinctee

WOP-20L(root):/# monitoring information

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

08:16:34 24.04.2025
8 d 21:29:58
WOP-20L

2.7.0 build X

2.7.0 build X

2.7.0 build X

memory-usage 73
memory-free 28
memory-used 79
memory-total 108
cpu-load 2.0
cpu-average 1.33
is-default-config false
vendor Eltex
device-type Access Point
board-type WOP-20L
hw-platform WOP-20L

factory-wan-mac
factory-lan-mac

E8:28:ClixX:iXX:XX
E8:28:ClixX:iXX:XX

factory-serial-number WP3C00O555
hw-revision 1v3
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes—-mode false
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7.14.4 NHopmaums o ceptudmkarax

WOP-20L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E201D050
subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBogacTBo no akcnayarauum WOP-20L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*x/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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7.14.5 CeteBas nHopmaums

WOP-20L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | ec:bl:e®:xx:xx:xx
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-20L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-20L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WOP-20L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WOP-20L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

7.14.6 becnpoBoAHble UHTEPENCHI

WOP-20L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | 68:13:E2:xx:xX:XX
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 6
frequency | 2437 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 39

mode | b/g/n
name | wlani
rfid | 1

status | on

band | 5 GHz
hwaddr | 68:13:E2:xx:xX:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 40
frequency | 5200 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 35

mode | a/n/ac
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7.14.7 >XypHan cobbITuii

WOP-20L(root):/# monitoring events

Jan 23 00:00:07 WOP-20L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WOP-20L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WOP-20L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WOP-20L daemon.info networkd[987]: DHCP-client: Interface br0® obtained
lease on 192.168.1.15.

Jan 23 07:17:14 WOP-20L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WOP-20L_2.4GHz' int0
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7.14.8 CkaHupoBaHue atpupa

PykoBogacTBo no akcnayarauum WOP-20L

€@ Bo Bpems ocylLECTBNEHNS aKTUBHOTO CKaHMPOBaHUs acupa paavouHTepdeiic ycTpoiicTea GyaeT
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems

CKaHMpOBaHWs1.

AKTUBHOE CKaHUpoBaHue 3chupa

WOP-20L({root)./# monitoring scan-wifi

SsID Mode Security
AP wpa/wpa2-1x
AP wpaZ-1x
AP wpaz
AP wpa2
AP wpa2/wpa3-1x
AP off
AP wpaZ-1x
AP wpaZ/wpa3-1x
AP wpa2
AP off
AP wpa2-1x
AP wpaz
AP off
AP wpaZ
AP off

MaccuBHOe ckaHUpoBaHue ahupa

MpeaBapuTensHO HEO6XO,£I,I/IMO BKHOUYUTb MEeHEKEP NaCcCUBHOINO CKaHMPOBaHNA PaaNOOKPYXEHUA.

WOP-20L{root):/# monitoring neighbor-ap

551D Privacy BSSID

R RS RO R R OO RO R R R RRRSGRRE @R R BB
@
&
iy
W

Channel

m
©
=
@
w
=
o
m
L T Y T

E@:16:3A:86

E2:@3:4D: A0 11
E@:21:76:88 11
Cl:FC:D6:4a 1z
EG:@3:9D:F4 13
E@:@C:88:39 36
E@:2C:88:3A 36
EB:16:3A:8A 36
E2:@F:49:E9 48
CLl:DA:CA:2C 48
C1:ED:47:68 48
A4C:86:7@:91 44
E2:@D:DE:29 44
E2:13:A@:5E 44
tE2:28:A3:0A 44

Channel

11

N - A S A

RSSI, dBm

RSSI, dBm

-58

-53
-63
-65

-34
-58
-B5
-56
-6@
-5@
-46

63
-48
-48
63
-42
-56
-57
-54
-59
-45
-38

Bandwidth, MHz

Bandwidth, MHz

20
20
20
28
28
20
20
20
28
28
28
=)
20
e
20

Last

seen time

.1e
.1e
.18
.1e
.18

.18
.18
.18
.18
.18
.18
.18

.18
.18
.18

a7:
a8:
ar:
a7:
a7:
a7:
a7:
a7:
a7:
a7:
ar:
a7:
a7:
@8:
a7:
a7:
a7:
a7:
a8:
a8:
a8:
a8:
L=:H
a8:
@8:

=46

47
=47
:37
127
:18
=18
1@
:51
:51

123
158
150
150
t11
:11
211

132
:32
132
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7.14.9 CnektpoaHanusartop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaet Npon3BeaeH TObKO ans
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPOU3BEAEH aHA/IN3 BCEX KaHANO0B AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbLTaTtoB paboTbl CNEKTpoaHaIn3aTopa BepHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».
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WOP-20L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%
2| 40%
3] 14%
4] 10%
5| 36%
6| 60%
7| 40%
8| 8%
9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44|  10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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7.14.10 TMony4yeHne oTAaA0YHON MHOpMaLUK

KomaHpga ana c6opa otnagouyHou nHcpopmaumm
WOP-20L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosy TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WOP-20L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xxkkxkkkxkkkxkkkxkkkxkkkxkkkx**| 62755 0:00:00 ETA
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8 BcrnomoraTesnbHble YTUANTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WOP-20L(root):/# traceroute <TecTUpyeMbIliA XOCT>

Mpumep ncnonb3oBaHUA

WOP-20L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

8.2 YTtunuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WOP-20L(config):/# tcpdump --help

8.2.1 3axsaTt Tpadimka c Nb0Oro akTMBHOIO NHTepelica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-20L(root):/# tcpdump -i eth0

111



PykoBogacTBo no akcnayarauum WOP-20L

8.2.2 CHudppep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# radioX (/19 aranasoHa 2.4 [T, — radio0, /15 5 [T, — radiol)
WOP-20L(config):/interface/radioX# common

WOP-20L(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WOP-20L(root):/# tcpdump -i radiol

8.2.3 HacTtpoiika yaaneHHol 3anucu gamna Tpaduka

B pasgene remote-capture BbINO/HAETCA yAa/IEHHAA 3anucb gamna Tpaduka.
YcTpoiicTBo nogaepxuaet npotokon RPCAP, no3sonsiowmii Npom3BoanTb 3annck gamna Tpadmka ¢
NHTepelica ycTponcTBa Ha yAasIeHHON MallMHe B PeXUMe OHAalH.

© /115 ynanéHHoro 3axsata NakeToB C paanonHTEPdEicoB HE0BX0AMMO NOAHATL UHTepdelic! radiol 1/
nnv radio1 13 npeaplayLero nyHkTa.

KomaHgb! AN HACTPOIiKM remote-capture

WOP-20L(root):/# configure

WOP-20L(config):/# remote-capture

WOP-20L(config):/remote-capture# enabled true (true — Bk/toueHve. 17 oTkioueHns seegute false)
WOP-20L(config):/remote-capture# disable-authentication true (onuys nossonser oTkIUNTL TpeboBaHve
ayTeHTudukaumm npu gobasneHnn yaaneHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTumKaLlmsa 3anpalluvBaeTcs)

WOP-20L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIV CNYXUT OJ/19 NOAK/THYEHUSA
ya/IeHHOI MalUVHbl. MapameTp NPUHUMAET 3HadYeHus oT 1025 Ao 65530. Mo ymonyaHumio: 2002)
WOP-20L(config):/remote-capture# save (CoxpaHeHVe HAaCTPOeK)

[nsa ypanénHoro nogknoveHus ncnonb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa u nopt. Ans
3TOro, HanNpMMep, MOXHO 1cnosb3oBaTb Nnporpammy Wireshark. 3atem HeE06X0AMMO NONYUNTbL CINCOK
NHTepdencoB ansa CHUAUHra oT YCTPOICTBA, BbIOPATb OAMH U3 HUX 1 3anyCTUTb CHATME gamna C
yAaneHHoro nHTepdelica.
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8.3 Ytunuraiperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaensiowas CTopoHa Ha3bIBAETCS K/IMEHTOM, MPUHUMAtOLLAst — CePBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WOP-20L(root):/# iperf --help

Mpumep 3anycka notoka Tpadomka ¢ T Ha cepBep:

HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WOP-20L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-afpec cepBepa)

8.4 HacTtpolika pexuma Radar

®YHKUMOHaN NpeAHasHaveH ans cbopa MHopmaLmmn 0 KIIMEHTCKMX YCTPOMCTBAX B 30HE AeCTBUS TOUKM
JocTyna u nepefayn faHHbIX Ha CepBeEP-KOMIEKTOP.

8.4.1 HacTpoiika pagapa c OTnpaBKoii AaHHbIX N0 npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WOP-20L(root):/# configure

WOP-20L(config):/#radar

WOP-20L(config):/radar# enabled true (Bk/1toueHve dyHKUMOHaNa radar. Ansa oTknoveHnsa seeaute false)
WOP-20L(config):/radar# url http://host:port/service (yka3biBaeTcs URL-CChbiNIKa Ha cepBuc, KOTopbIn Byaet
npuHMMaThb AaHHble OT TOYKM gocTyna B JSON-thopmare. Nepenayvya Bo3moxkHa no HTTP/HTTPS)
WOP-20L(config):/radar# scan-interface all (nHTepchelic, Ha koTopom ByaeT paboTars CkaHnpoBaHue.
Bo3moXxHble 3HaYeHus: wlan0 — nHtepdeiic 2.4 I'u, wlanl — nHtepdoeic 5 I'u, all — oAHOBPEMEHHO
24TTyn5ITwy)

WOP-20L(config):/radar# send-interval 1 (nHTepBas1 OTNPaBKM AaHHbIX HA KOI/IEKTOP. 3Ha4YeHne no
YMOJ/I4aHWIO: 5 CEKYHA)

WOP-20L(config):/radar# mac-source "probe data" (Bbi60p TuNa gaHHbIX cobrpaembix B adhupe.
Bo3MoXHble 3HaueHus: probe — To/bKO probe request, assoc — TO/bKO Assoc, data — TonbKo data, all — Bce
TUMbI NAKETOB)

WOP-20L(config):/radar# scan-channel-timeout 1000 (Bpenvs, BblAe/IeHHOe Ha CKaHupoBaHue 0fHOro
KaHana. 3HauyeHue no ymonyaHuto: 200 Mc)

WOP-20L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas /19 CKaHVpOBaHus B AnanasoHe 2.4 .
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WOP-20L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaJ1 [1/151 CKAHNPOBaHNS B AnanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WOP-20L(config):/radar# save (coxpaHeHve HacTpoek)
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8.4.2 HacTpoiika pagapa ¢ oTnpaBkoin gaHHbIX No npotokony MQTT

KomaHab! AnAa HacTpoiiku (pyHKuMoHana Radar (MQTT)

WOP-20L(root):/# configure

WOP-20L(config):/# radar

WOP-20L(config):/radar# url mqtt://host:port/service (ykasbiBaeTcs URL-CCbI/IKa Ha CepBuc, KOTOPbIA ByaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WOP-20L(config):/radar# mqtt-username eltex (Vs Nosib30BaTe/1A: HEOOXOAMMO /15 aBTOPU3aLIn Ha
cepBuce-KosekTope)

WOP-20L(config):/radar# mqtt-password Password (naposib: Heobxoanm A/15 asTopusaLy Ha cepsrce-
KoniekTope)

WOP-20L(config):/radar# mqtt-topic input_mqtt_topic (ykassizaerca URL-ngeHTncrkarop cyuHocTen B
obmeHe mexay T/, 1 Koniektopom no MQTT-NpoToKoy)

WOP-20L(config):/radar# scan-mode passive (pexvmv paboTsl pagapa, rae active — touka J0CTyna To/1bKO
CKaHupyeT ahmp 1 He NpefocTaB/IAeT CEPBUC KNIMEHTaM; passive — TOUKa JOoCTyna npegocrasniser
CepBuC KNneHTam, aoup He cKkaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WOP-20L(config):/radar# scan-interface all (nHTepchelic, Ha koTopom ByaeT paboTars CkaHnpoBaHue.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHTepdoeic 5 INu, all — ogAHOBPEMEHHO
24TTyn5ITw)

WOP-20L(config):/radar# send-interval 1 (nHTepBas1 OTNPaBkM AaHHbIX HA KOI/IEKTOP. 3Ha4yeHne no
YMOJ/I4aHWIO: 5 CEKYHA)

WOP-20L(config):/radar# mac-source "probe data" (sb100p TUNa gaHHbIX, cobupaembix B achmpe.
Bo3MoXHble 3HaueHus: probe — To/IbKO probe request, assoc — TO/1bKO Assoc, data — To/1bKO data, all — Bce
TUMbI NAKETOB)

WOP-20L(config):/radar# scan-channel-timeout 1000 (Bpenvs, BblAe/IeHHOe Ha CKaHpoBaHve 0fHOro
KaHana. 3Ha4yeHue no ymonyaHuto: 200 Mc)

WOP-20L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas /19 ckaHMpoBaHuA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCA BCe AOCTYIMHbIE KaHasbl)

WOP-20L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaJ1 [1/151 CKAHNPOBaHUSA B AnanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WOP-20L(config):/radar# scan-min-signal -80 (nopor ypoBHs curHasia. Eciv Touka foctyna BUANUT KineHTa
C YPOBHEM HWXe ykaszaHHOro, MAC-apec K/iMeHTa He nepefaeTcs Ha KOIJIEKTOP, U KIIMEHT He cuuTaeTcs
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WOP-20L(config):/radar# enabled true (Bk/toueHve dyHkUMOHana radar. Ansa oTknoveHnsa seeaute false)
WOP-20L(config):/radar# save (coxpaHeHne HacTpoek)
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9 CnncokK M3MeHeHUI

Bepcusa gokymeHTa

Bepcusa

Bepcusa 1.6

Jarta Bbinycka

05.2025

12.2024

PykoBogacTBo no akcnayarauum WOP-20L

CopepXaHue N3MeHEeHU

CuHxpoHu3auus ¢ sepcuein MO 2.7.0
Jo6asneHo:

7.2.2 HacTpoiika yganéHHoro ynpaeneHus
7.7 HacTpoiika pennvnkauum ARP

7.12 HacTpoliika MeHemkepa NacCMBHOMO CKaHWPOBaHWS
PaANoOoKPYXEHUSI

i3meHeHo:

7.3.4 Hactpoiika VAP ¢ nopTasibHOW aBTOpuU3aLmei

7.3.5 Hactpoiika VAP ¢ BHellHeli nopTasibHOW aBTopu3almei
7.3.6 HacTpoiika gononHutensHoro RADIUS-cepeepa Ha VAP
7.12 MOHUTOPWHT

7.13.8 CkaHunpoBaHue achmpa

CuHxpoHusauus ¢ Bepcumein M0 2.6.2

[o6aBneHo:

7.6 HacTtpoiika pennvkauun DHCP

7.11.10 MonyyeHue OT1af0uHON MHOpMaLn

8.4 HacTpoiika pexuma Radar

8.4.1 HacTpoliika pagapa c oTnpaBKoii AaHHbIX No npotokony HTTP
8.4.2 HacTpoiika pagapa c oTnpaBKoli gaHHbIX No npotokony MQTT

Mi3meHeHo:

6.6.2 MogmeHto «VAP»

7.3.6 [lononHuTenbHble HacTpolikn VAP

7.3.7 Hactpoiika AirTune

7.11 HacTtpoiika yganeHHoi 3anucu gamna Tpaduka
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Bepcus gokymeHTa

Bepcua 1.5

Bepcua 1.4

Jarta Bbinycka

06.2024

19.12.2023

PykoBogacTBo no akcnayarauum WOP-20L

CopaepxaHue nsmeHeHui

CuHxpoHusauus ¢ Bepcumeit MO 2.5.2

[o6aBneHo:

5.3.5 HacTpoiika VAP c BHeluHeli nopTasibHOW aBTopu3aLmei
5.8 HacTpoiika napaMeTpoB NOpTasibHOM aBTOpU3aLmm
5.8.1 ¥YnpasrieHne nopTasibHbIM CEPTUIUKATOM

6 BcrnomoraTesibHble YTUIUTbI

6.1 YTunuta traceroute

6.2 Ytunmta tcpdump

6.2.1 3axBaT Tpadimka c /1060ro akTMBHOro MHTepdeiica
6.2.2 CHuchboep adupa

6.3 YTunuta iperf

i3meHeHo:

5.3.6 [lononHuTeNbHbIE HacTpoiikn VAP
5.4 Hactpoiikn Radio

5.7.5 HacTpoiika gatbl 1 BpeMeHn
5.11.4 'Hdhopmavmsa o cepTudomkarax
5.11.6 becnpoBogHble NHTEPAIENCHI

CuHxpoHusauus ¢ Bepcumein M0 2.3.2
[o6aBneHo:
5.9.4 VNiHhbopmaums o cepTudmkaTax

M3meHeHo:

4.4.8 MogMmeHto «MHdopmaumsa 06 ycTpoinctee»

4.6.2 NMogmeHto «VAP»

5.3 HacTpoiika BupTyasibHbIX Touek goctyna Wi-Fi (VAP)
5.3.1 HacTpoiika VAP 6e3 wndpoBaHus

5.3.2 Hactpoiika VAP c pexumom 6e3zonacHoctn WPA-Personal
5.3.3 Hactpoiika VAP c Enterprise-aBTopu3saumeii

5.3.4 HacTtpoiika VAP c nopTasbHoli aBTopu3auueii
5.3.5 lononHuTenbHble HacTpoiku VAP

5.4 Hactpoiiku Radio

5.4.1 JononHuTenbHble HacTpoiikn Radio

5.6 HacTtpoiika WDS

5.9.3 VHthopmaumsi 06 ycTpoiicTee

5.9.6 BecnpoBoaHble MHTEPIENCHI
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Bepcus gokymeHTa Jarta Bbinycka

Bepcua 1.3 16.08.2023
Bepcusa 1.2 28.04.2023
Bepcua 1.1 17.03.2023
Bepcusa 1.0 17.02.2023

Bepcusa nporpammHoro obecneveHnst 2.7.0

PykoBogacTBo no akcnayarauum WOP-20L

CopaepxaHue nsmeHeHui

CuHxpoHusauus ¢ sepcuein MO 2.2.0
[o6aBneHo:
4.9.2 NogMeHto «AirTune»

M3meHeHo:

4.4.4 NopgmeHto «CkaHMpoBaHue admpa»
4.5.3 MNogMeHto «[JononHNTENbHO»

4.6.2 «MogmeHto VAP»

5.2 HacTpoiika ceTeBbIX NapaMeTpoB

5.3.5 [ononHutenbHble HacTpoliku VAP
5.7.6 [lononHuTeNbHbIE HACTPOVKN CUCTEMBI
5.9.1 Wi-Fi knueHTbl

5.9.4 CeteBas nHgopmaums

CuHxpoHu3aums ¢ Bepcueii MO 1.7.1
Jo6asneHo:
3.6.2 YcTaHOBKa yCTPOICTBA Ha CTEHY

i3meHeHo:
5.7 CucTtemHble HaCTPOWKN

CuHxpoHusauus ¢ sepcuein MO 1.6.2

MepBas ny6nvkaums
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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