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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLLme NnoTPpe6HOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca go ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WB-3P-PTP5 — 370 yCTpOIiCTBO, NpeAHa3HavYeHHoe A1 opraHnsaumm paguoMocToB Ha fasibHe pacCTOSAHUS.
PaanoMOCT CTpOMTCA C UCNOIb30BaHMeM ABYX Takux yCTPoMcTB. KoHcTpykums WB-3P-PTPS5 nmeet
repMeTUYHbI KOpryc, YTo npeanonaraeTt yCTaHOBKY YCTPOMCTBA NPEUMYLLECTBEHHO Ha OTKPbLITOW TeppuTOpUn
B Pa3/IMYHbIX KIMMaTUYECKMX YCIOBUSIX.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHWE, NpaBu/ia 6e30nacHol aKkcnayaTaunm yCTpONCTBa, a Takke
pekoMeHzaumm no ycTaHoBKe 1 HacTpoiike 6ecnposogHoro mocta WB-3P-PTPS.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauuu WB-3P-PTP5

2 OnucaHne n3genus

2.1 Ha3HaueHue

BecnpoBogHoii mocT WB-3P-PTP5 — ycTpolicTBo HoBoro nokonexnus Wi-Fi 6, npegHasHavyeHHoe ans
npefocTaB/ieHNss COBPEMEHHbIX BbICOKOCKOPOCTHbIX YC/YT.

Bnaropaps nognepxke ctaHgapta IEEE802.11ax 6ecnposogHoii moct WB-3P-PTP5 o6ecneurBaeT ckopoCTb
nepefayv faHHbix go 2402 Méut/c. Vicnonb3oBaHne ohceTHOW napabonnyeckolr aHTeHHbI No3BONSET
caenatb WB-3P-PTP5 yHuBepcasibHbIM pelleHnem A1 opraHusaumm pagnoMoCcToB Ha fasibHUE PacCTOsHUS.

BecnpoBoaHoii mocT WB-3P-PTP5 (ganee «ycTpoiicTBO») NoAAepXvBaeT COBPeMeHHble Tpe6oBaHus K
KauecTBy CEPBMCOB M NO3BO/ISIET Nepeaasarb Tpagvk B NPUOPUTETHLIX OYepeasX.

WB-3P-PTP5 moxeT paboTaTb B LUMPOKOM Anana3oHe paboumx Temneparyp 1 BbICOKOW BNXKHOCTU.

2.2 XapakTepuCTUKM YCTPOCTBa
Unmepagpelicbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
* Wi-Fi 51Ty IEEE 802.11a/n/ac/ax.

MuTaHme ycTpoicTBa ocyllecTBnsieTcs uepes PoE-uHxekTop 24 B ot cetn 220 B.

€ YcTpoiicTBo BbIiAET U3 CTPOSA NPY NUTAHUM Yepe3 POE-UHXEKTOP C HANPSXXEHUEM OTIMYHBIM OT 24 B.

dyHKYyUU:
Bo3moxxHocmu WLAN:

* nogaepxka ctaHgapta IEEE 802.11a/n/ac/ax;

« arperauusi aaHHbIx, Bknovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI N NNaHUpOBaHNe NakeToB Ha ocHose WMM,;
* AMHaMuueckuii BbiI6op yactoTkl (DFS);

* pexuM Toukn goctyna (AP-PTP/AP-PMP);

* pexuM knmeHTa (STA);

* aBTOMaTM4yecKoe onpeeneHre paccTosHuS;

* nognepxka ckpbitoro SSID;

+ nognepxka MAC ACL,

+ 06HapyXeHune CTOPOHHNX TOYEK AO0CTYNa;

* nopnepxka APSD;

* OrpaHvyeHue crnycka kaHasos;

*+ CnekTpoaHannsaTop;

* nogAepXxka (pMKCMpoBaHHON LEHTPasIbHOM YacTOTbl

* nognepxka TDD;

* HOCTMPOBKA.

Cemesble hyHKyuU:

* aBTOMarmyeckoe corsiacoBaHne CKOPOCTM U AYMN/IEKCHOTO PEXUMA;
+ nopaepxka VLAN (Access, Trunk, General);

* nognepxka Management VLAN,;

* DHCP-knueHT;

* nognepxka VLAN Mapping;

+ nopaepxka Loopback Detection;

* nognepxka MVR,;

+ nogaepxka NTP;
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* nogaepxka Syslog;

+ nogpepxka DHCP snooping;

* nopaepxka IGMP snooping (C BO3MOXHOCTbIO OrpaHUYEHN KO/TMYeCTBa rpynn);
* noaAepxkKa orpaHUYeHns konmyecTsa nlyveHHbix MAC-agpecoB (MAC-learning);
* chunsTpauns BPDU;

* noggepxka IPv6,

* noggepxka LLDP;

+ nogaepxka Ping Watchdog.

®dyHkyuu QoS:

* OrpaHuyeHune NPornyckHol cnoco6HOCTY;

* n3meHeHue napametpos WMM ans pagmonHtepdoeiica;

* nopaepxka npuoputnsaumm no 802.1p, DSCP n VLAN ID;

* MoAAepxka npuoputnsaumm Tpadurka Ha ocHosaHun MAC/IP-agpeca.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wundposaHne gaHHbIx WPA/WPA2/WPA3/0WE;
+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPOICTBO.

Ha pucyHke 1 npusegeHa cxema npumeHeHusa WB-3P-PTPS.

BecnpoBogHoit moct PV oV Y W W BecnposogHoi mocT
we-3ppres ©) EVAVAVAVAVAV (( ®  WB-3p-PTPS
Wi-Fi 802.11ax
5y

UTP Cat 5e, UTP Cat 5e,
PoE 24B PoE 24B
220 B Qm==={1] Uimexrtop PoE 220B WusekTop PoE
Kommyratop Kommyrarop
Ethernet Ethernet

PucyHok 1 — Cxema npumeHenua WB-3P-PTPS



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl uHTepdeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopaepxka ctTaHOapToB

MapameTpbl 6GecnpoBoAHOro nHTepdeiica
CraHpapTsl

YacToTHbIN Anana3oH

Mogaynsuua

Pa6ouve kaHasbl'

CKOpOCTb Nnepefaun AaHHbIX?

MakcrMMasibHOEe KO/IMYeCcTBO OGHOBPEMEHHbIX CECCUIA
MakcumasibHas BbIXOAHasi MOLHOCTbL nepeaatymka’
UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

MapameTpbl aHTEHHbI

KoachpuumneHT ycunenus

Monapusauusn

KCB

Yron nanydeHust (ropusoHTasIbHas NonspusaLms)

Yron nsnydenus (BepTukasibHas nonsapusaLms)

RJ-45
10/100/1000 M6uT/c, aBTOoONpeaeneHne

BASE-T

802.11a/n/ac/ax

5150-5975 My,

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11a/n/ac/ax: 32-193 (5150-5975 M)
802.11ax: 2402 M6ut/c

50Tu: 64

51Tu: 27 pbm

5TTuy: no-96 obm

WPA/WPA2/WPA3/0WE

9 nbn
NuHeinnasn, H/V
He 6oree 2
65°

65°



YnpaBneHue

YpaneHHoe ynpasfieHune
OrpaHunyeHune goctyna

OGLwume napamMmeTpbl
Flash-namsaTb

RAM

MNuTtaHne

MoTpebnsiemast MOLWHOCTb
CTeneHsb 3aLuThl

Pabounin gnanasoH Temneparyp
OTHOoCUTEeNbHAA BNaXHOCTb Npu Temnepartype 25 °C

ra6aputhbl (L x B x )

Macca

Cpok cnyx6bl

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

web-nHTtepgeiic, CLI, Telnet, SSH, SNMP, NETCONF

no naponto, ayteHTudukaumsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash
256 MB DDR3 RAM
Passive PoE 24 B

He 6onee 11,5 Bt

IP67

oT -45 o +65 °C

0o 95 %

120 x 110 x 89 mm
120 x 110 x 144 MM (C repMOBBO/IOM)

0,31 kr

He meHee 15 net

1 KonuuecTBo KaHa/10B 1 3HAYEHNE MaKCUMasIbHOW BbIXOAHOVI MOLLIHOCTHU 6y,qu N3MEeHATbCA B COOTBETCTBUN C
npasuiamMmn paanod4actoTHOro peryimnposaHus B BalLel CTpaHe.

2 MakcymasibHast cKopocTb 6eCrpOBOAHOI Nepefayu AaHHbIX onpeaeneHa creLuhykaLysMmn CTaHAapToB
IEEE 802.11. PeanbHas nponyckHast CNnocoOOHOCTb OyaAeT ApYroii. YCNoBus, B KOTOPbIX paboTaeT CeTb, hakTopbl
OKpyXXatoLLei cpefpl, Bktoyasa 06bem ceTeBoro Tpaduvka, CTpouTe/IbHble Matepuasbl U KOHCTPYKLNNY, a Takke
CNy>XebHble flaHHble CETU MOTYT CHU3UTb peasibHYH NPOMYCKHYK CMOCOOHOCTb. PakTopbl OKpYXatoLen cpeapl

MOTYT TaKxXe BNMSITb HA Paanyc AeiCcTBUS CEeTu.
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2.4 TexHunyeckue napaMeTpbl 0pCeTHOI NapaboIMyYecKoin aHTEHHbI

OCHOBHbIe TEXHUYECKNEe napamMeTpbl OPCETHON NapabonnMyeckoli aHTEHHbI MpUBEAEHbI B Tabnuue 2.

Tabnmua 2 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl

KoachpuumneHT ycunenus

OdoceTHbIl yron

Monapusaymsa

LLiInpuHa grnarpaMmmMbl HanpaeseHHOCTU
PokycHoe paccTosiHue

Betposas Harpy3ka

MabapuTtbl pechnekropa
ra6apuThbl (LU x B x )
Macca

Martepnan

AHTeHHa 450 x 495 mm
25 nbn

24°

INuneiinas, H/V

70

270 mm

130 km/4 — pabouas
185 kM/4 — npepensHas

450 x 495 mm
450 x 570 x 492 mm
1,6 kr

Crasib

11
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2.5 [OuarpamMmmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

Avarpammbl HanpaBneHHocTn WB-3P-PTP5

MonoxeHune Npu nsmepeHun

Cm——

PoE/ETH
F

AZIMUTH (XY) ELEVATION (YZ)

105 75

103 o0 75
120 60
120 60
135 43
135 45
1m an 130 30
165 165 15
Z,
120 120 1}

\k/b[n 35w _AS -0 -5 i \\_ﬂ =35 -mefls oo 5 D
195 Lr‘\)—/ 345 195 345

210 330 210 330

Mg =

225 3135 215 315

235

0 Y 285 235 2,UY 285

12



AZIMUTH (XY)

MonoxeHne Npu uamepeHnn

105 Y s
12 0
135 45
10 30
165 15
1% =» 0
25 - 15 -0 5 -0
195 5
10 330
™ 315
240 300

255

285

S
T

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

Anarpammbl HanpaBneHHocTu WB-3P-PTPS

ELEVATION (YZ)

105 Y s
120 60
135 45
150 30
165 15
S
150 ]
25 -2 -15 -8 5 B
195 345
210 330
bl 315
240 300
255 m 285
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

2.6 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WB-3P-PTP5 nmeeT nnacTukoBbIi KOPNyC B MPOMbILEHHOM UCMONHEHUW. BHewHuiA Bug, WB-3P-

PTP5 npuBeeH Ha pucyHke 2.

PucyHok 2 — BHewHwuii Bug, yctpoiictesa WB-3P-PTP5S

BHewHwuin Bug 3agHen naHenn WB-3P-PTP5 npuBeaeH Ha pucyHke 3.

PucyHok 3 — BHewWwHWin BUA, 3aQHeR naHenn ycTpoicTea

14
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Ha 3agHeit naHenn WB-3P-PTP5 nog repmoBBogom pacnosioxeHbl Ethernet-nopt 10/100/1000BASE-T (pazbem

RJ-45) ansi noakntoueHns K cetu n nutaHuio PoE, a Takke KHomnka cépoca K 3aBOACKUM HacTpoiikam «F» (cm.

PUCYHOK 4).

PucyHok 4 — PaszbeM RJ-45 1 doyHKUMOHaIbHas KHomkKa «F»
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

2.7 CetoBas nHgukauus

BHewHwuiA Bug, naHenn nHgukaumm WB-3P-PTP5 npuBefeH Ha pucyHke 5.

PucyHok 5 — BHewHwuid Bug, naHenu nHankaumm WB-3P-PTP5

CocTosiHMe yCcTpoiicTBa 0TOGpaxXaeTcs Npu NOMOLLM MHAMKATOPOB, PACTONIOXEHHbIX HA 6OKOBO
naHenu NepeyeHb MHAMKATOPOB U KX COCTOSIHVE NpUBEAEHbI B Tabnuue 3.

Tabnuua 3 — OnuncaHve HAMKATOPOB

Nupgukatop CocTtosiHue OnucaHue
MHAuKaTopa
WLAN — roput YCTPOIACTBO NOAK/HOYEHO, YPOBEHb CMITHa/1a OT BCTPEYHOTO
WHOMKATOPbl YPOBHA  MOCTOSAHHO ycTpoiictea 60sbLwe -60 gbm
curHana ot
BCTPEYHOro
O ycTtpoiictea (RSSI) roput YCTPOWNCTBO NOAKNHOYEHO, YPOBEHb CUrHaa OT BCTPEUHOro
NOCTOAHHO ycTpoiicTea 6osbLue -70 abm
roput YCTPOWCTBO NOAK/IOYEHO, YPOBEHb CUrHas1a OT BCTPEYHOrO
O NOCTOSIHHO ycTpoiicTea 6osbLue -80 abm
roput YCTPONCTBO NOAK/HOYEHO, YPOBEHb CUTHa/1a OT BCTPEYHOIO
O NOCTOSIHHO ycTpoiicTea 6osbLue -100 abm
HW OAVH HET coefVHEeHNs Mexay yCTpoicTBamm
NHOUKaTop He
roput
LAN — uHgukartop roput kaHan mexay Ethernet-untepdpeiicom WB-3P-PTP5 n
nopta Ethernet- NMOCTOSAAHHO MOAK/HOYEHHbIM YCTPOWCTBOM aKTUBEH
nHTepdeiica
mMuraet npoLecc NnakeTHol nepegayun gaHHbIx mexay Ethernet-

nHtepdericom WB-3P-PTPS 1 nogkntoYeHHbIM YyCTPOACTBOM

0 Power — nHgukatop  roput nMTaHve NOAK/IKYEHO, HOpManbHas paboTa
nMTaHus n ctatyca MOCTOSIHHO
paboTbl ycTpoicTBa

mMuraet YCTPOWCTBO He nonyunno agpec no DHCP

16
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NHpukaTtop CocTtosiHue OnucaHue
MHOMKaTopa

4yacTo MUraeT B nepesarpyska/cobpoc Kk 3aBOACKMM HaCTpOKam
TeyeHue 3

CeKyHp, faanee

roput

NOCTOSAHHO

2.8 C6poc K 3aBOACKMM HaCTpolikam

CyLuecTByeT ABa cnocoba cbpoca yCTpoiicTBa K 3aBOACKUM HACTPOKaM.

1.

Uepes kHonKy «F» Ha ycTpoiicTBe. Heo6xoAnMo B 3arpy)K€HHOM COCTOSIHUM YCTPONCTBA HaXaTb U
yaepxvBaTtb KHOMKY «F» (okonio 10—15 cekyHz), KOTopasi HaXoAMTCA Ha 3aHeli naHenn ycTpolicTBea,
noka sce nHgukaropsl WLAN He 3amurator.

Uepes POE-MHXeKTOp, NOCTaB/ISAeMbIi C yCTPOCTBOM. HE06X04MMO B 3arpy>X€HHOM COCTOSTHUN
YCTpOWCTBa HaXkaTb W yaepXuBaTb KHOMKy «RST» Ha uHxekTtope (okonio 10—15 cekyHz), noka Bce
nHankatopsl WLAN He 3amuratoT.

Mpon3oinaeT aBToMaTnyeckas nepesarpyska ycTpoicTsa. MNpu 3aBOACKNX yCTaHOBKax byaeT 3anyLeH
DHCP-knueHT. B cnyyae, ecnu agpec He 6yaet nony4veH no DHCP, To ycTpoiicTBo 6yAeT AOCTYNHO NO
ip-agpecy — 192.168.1.10, macka noacetn — 255.255.255.0; nva nonb3osarens/naposns Ans Aocrtyna
yepes web-nHtepdeiic — admin/password.

2.9 KomnnekTt nocTtaBku

B 6a30BbIii KOMNAEKT nocTaBkn yctpoiictea WB-3P-PTP5 BxogsT:

BecnpoBoaHoii mocT WB-3P-PTP5;

epmoBBOA,

NHxekTop nuTaHusa Passive PoOE 24 B;

Kabenb nutaHus;

Mary-kopa RJ-45, Se kar., 1.5m;

PyKoBOACTBO MO aKcnayataumn Ha CD-ancke (onuyoHasibHo);
CepTudpmkar cooTBETCTBUS,;

MamATKka 0 AoKyMeHTauuu;

Macnopr.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1

1.

2.
3

3.2

NHCTPYKLUMK NO TEXHMKE 6e30MacHOCTM

He BckpbiBaliTe KOpryc YCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX A1
06CNyX1MBaHUS NOSIb30BaTE/EM.

He npoussoauTe yCTaHOBKY AAHHOIO YCTPOCTBA BO BpeMS rpo3bl. ECTb pycK yaapa MOMHUEN.
Heobxoanmo cobnoaarb TpeboBaHMsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHOM
NHCTPYKUNN.

Mepes NoAKNHYEHEM K YCTPONCTBY U3MeEPUTE/bHBLIX NPUOOPOB 1 KOMMbIOTEPA, X HEOBX0AMMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTM Kabenel N nx HageXXHoOM KpenaeHun K
pasbemam.

He ycTaHaBnvBaliTe yCTPOMNCTBO PAAOM C UCTOYHMKAMU Ternsia v B NOMELLEHMAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHbLIX KOHCTPYKLUMAX CriefyeT BbINOMHATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpoicTBa A0/MKHA NPOU3BOAUTHLCA NHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewurasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

PekomeHaLmm no ycTaHoBKe

. YCTpOWCTBO MOXET ObITb YCTAHOB/IEHO Ha TPYOOCTOWKY/CTONG, CTEHY NMNBO B AepxaTe/ib 0CETHOM

napabo/IM4ecKoii aHTeHHbI. BbicoTa yCTaHOBKM [o/MKHA 6biTb HE MeHee 1 MeTpa OT noAcTunatoLLel
MOBEPXHOCTY, PACCTOsIHNE YCTAHOBKM — He 6onee 5 METPOB OT Kpasi NOBEPXHOCTU. [Py HEBO3MOXHOCTU
cob6oieHnst NoCNeHero YC/IoBuUa — yBeNnybTe BbICOTY NofBeca.

Mepepn yCTaHOBKOW 1 BK/OYEHNEM YCTPOINCTBA HEOBXOAMMO NPOBEPUTL YCTPOCTBO HA HaNnume
BUAMMbIX MEXAHUUYECKMX NOBPEXAeHWiA. B criyuyae Hanmumns NoBpexaeHnii cneayet NnpekpaTuThb
YCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT 1 06PaTUTLCS K MOCTABLLKY.

OLEeHUTE YPOBEHb CUTHAsIA B TOUKE NpreMa, UCNonb3ys hopMy/ibl pacyeTa pacnpocTpaHeHusi curHana B
cBO60/JHOM NPOCTPAHCTBE.

. [Ans o6ecneyeHns HanNy4dLLEero YpoBHs cUrHasa pasmellante yCTponcTBo Ha TpybocToke/cTonbe

TakyMm 06pas3om, YToObI ero aHTeHHa 6bls1a MakCMMasibHO Harnpas/ieHa Ha aHTEHHY BCTPEYHOro
ycTpolicTea. [pu aToM 06a3aTeNbHO A0/MKHA ObITb 06ecneyeHa npsMas BUANMOCTb MeXay
yCcTpoKricTBamu, a 30Ha ®peHensa ceobogHa oT NpensaTcTBuii. HanbosbLumnii ypoBEHb CUTHa1a MOXHO
NoslyuYnTh IOCTUPOBKOW aHTEHHBI C MOMOLLBI0 MHAMKaTOpoB RSSI, web-nHTepdelica (nogpobHee B
noamMeHto «KOCTpPOoBKa») NN KoMaHabl B CLI.

Mocne CTUPOBKM Y6eamTech, YTO CUrHaUsT OT BCTPEYHOTO YCTPOMCTBA MakCUMasibHO NPUGINXEH K
pacyeTHOMY 3HAYEHUI0 U HE HWXKe AOMYCTUMOro YPOoBHA -65 +-70 agbm.

Ecnu curHan npesbiwaet 3HadeHue -40 abm, TpebyeTcs 3aHN3UTb MOLLHOCTb Nepejarynka

Ha BCTPEYHOM YCTPOMNCTBE.

Mpwn ycTaHOBKE OOCETHLIX NapaboMYecKnx aHTEHH YUnUTbIBANTE OCDCETHbIN Yrosl aHTEHHbI: YTOObI
Harnpas/ieHe MakCMMaslbHOro U31ydeHns 6b110 napasi/iesibHO 3eMJ1e, Yrosl Hak/loHa napabonnyeckon
aHTEHHbI 0/DKeH OblTb paBeH 0qICETHOMY Yry.
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X

OdceTHan OdceTHan
napabonuyeckas napabonuyeckas
aHTeHHa aHTeHHa

PUCyHOK 6 — HekoppekTHast ycTaHOBKA O(PCETHbIX Napabo/IMYeckmx aHTEHH

\"‘\n ﬁ/’l

PucyHok 7 — KoppekTHas ycTaHOBKa OCHCETHbIX Napabonmnyeckmx aHTEHH Ha OAHOI BbiCOTe nogseca
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

OdhceTHaqa
napabonuyeckas
aHTEHHa

PucyHok 8 — KoppekTHas ycTaHOBKa 0oCETHbIX Napabo/IMYeckmx aHTEHH Ha pas3HbIX BbICOTAxX Nojseca
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3asemsneHne Heo6X0AMMO BbIMOMHATL U30/IMPOBAHHBLIM MHOTOXW/IbHBIM MPOBOAOM. YCTPONCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.

2. MepByto yNNYHYIO rpO303aLUnTy HEOOXOAMMO YCTaHaBIMBaTb MakCMMasibHO 6/1IM3K0 K YCTPOWNCTBY,
COeAMHASA X KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ aKpaHMpOBaHHbIMW KOHHEKTOpaMMU.

3. BTOpylo y/iMyHyt0 rpo3o3amTy Heob6xo4MmMo ycTaHaBNnBaTb MakcMMasibHO 6/113Ko K POE-

NHXEKTOPY, COEANHSAA UX KOPOTKUM yNn4uHbiM FTP-kabenem ¢ akpaHMpoBaHHbIMU KOHHEKTOPaMMU.

CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gavHoin go 100 m.

POE-MHXeKTOp AO/MKeH ObITb MOAK/IOYEH B 3N1EKTPMYECKY0 po3eTky 220 B ¢ 3a3emsieHneMm.

oA

4 Coedurumenuriviil kabenw FTP
ne Gonee 60 cm, + sxpamuposonmend

XOHHEKMOP

Romawnwii poytep

Yauunana

rpo3osauura
POE-uxexTop

Yawunan
rpososawumTa

Koumyp 3azemnenun p 4
'
'

\ V4 Howmyp sazemaenua

\ i
;4 Koumyp sa3emnenus ——

PucyHok 9 — CxeMa NoAK/HUYEHUs1 YCTPOICTBA /151 06ecneyeHnst rpo303aLluThbl
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

4 MoaroTtoBka yCTpPoncTBa
1. \3BNEKNTE M3 YNaKOBKW YCTPOWCTBO.

2. Nogkntounte Ethernet-kabens Kk POE/ETH-nopty.

PucyHok 10 — PaszbeM RJ-45 1 chyHKUMOHabHasA KHonka «F»
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

5 MopaxnoueHne ycTpolicTea

1. Mogxntounte naywmin ot WB-3P-PTPS Ethernet-kabesnb k POE-nopTy nHxXekTopa.

%

e

2. Nogkntounte Ethernet-kabens Baweli cet K LAN-nopty PoE-nHxekTopa.

3. Mogkntounte POE-nHXekTop K po3eTtke 220 B ¢ noMoLbio ceTeBoro LWHypa. Nocne BkIYeHUA NMTaHns
ycTpoiicteo WB-3P-PTPS5 3arpy3ntcst B TedeHne MUHYTbI.

4. MNoaknounTech C NOMOLLLI0 6pay3epa K web-koHdurypatopy WB-3P-PTPS, cnenysa MHCTPYKUMAM B
pasgene YnpasneHve ycTpoicTBom vyepes web-nHtepdelic.

5. Ecnv 370 nepBbIii 3anyck YCTPOICTBA, TO nepeiianTe K pasaeny lNpeasaputesibHas HacTpolika.

23



PykoBogacTBo no akcnnyatauum WB-3P-PTP5

6 MNpeaBapuTenibHasi HACTPOKa
Mepen MOHTaXXOM NpoOBeAMTE NpeABapUTe/IbHY HACTPOIKY YCTpOCTBa.

1. Y6eanTech, 4TO NUTaAHWE NOAK/THYEHO.
2. Cnepyiite anroputmy 13 pasgena lNprvep HacTpoiikin 6ecrnpoBoAHOI0 MOCTA.

Y[0CTOBEpPbLTECH, YTO 6ECNPOBOAHOE COEAMHEHNE YCTaHABNMBAETCS MEXAY YCTPONCTBAMU: [O/KHbI FTOPETH
VHAMKATOPbI YPOBHSI CUrHaa. 3HaYeHNa MHAMKaLUM NpUBEAEHb! B pasgene CBeToBas MHAMKALYSA.

7 YcTaHOBKa yCTpoucTBa

[ns WB-3P-PTP5 npefycmoTpeHbl Tpy BapraHTa MOHTaXa: yCTaHOBKa YCTPOcTBa Ha TpyOOCTOiKy/CToN6,
yCTaHOBKa YCTPOICTBA Ha CTEHY M yCTaHOBKa YCTPONCTBA B COCTaBe OICETHOWN Napabo/IM4ecKoin aHTEHHbI.

7.1 YcTaHOBKa yCTpoOWCTBa Ha TpybOCTOWNKY/CTONG/CTERY

1. BbINOAHWTE NOAK/IOYEHME YCTPOINCTBA K CETU 1 NpoBeauTe npeasapuTeNibHy0 HaCTPOIAKY, cneays
NHCTPYKUMAM 13 pasgena lNpeasapuTesibHas HacTpoiika. 3aTem OTK/IYMUTE YCTPONCTBO OT CETU U
NPUCTYNNTE K MOHTAXY.

3BneknTe 13 ynakoBKU KPOHLUTElH, MAaKeT C KPenexoMm, XOMyTbl.

3akpenuTe Ha Tpy6OCTOlKe KPOHLUTENH ¢ nomoLbio xomyTa @60—80 13 komnnekta. OkoHYaTebHas
3aTshkka xomyTa @60—80 BbINO/HAETCA B NyHKTE HOCTMPOBKA YCTPOMCTB, 3aKpen/ieHHbIX

Ha TpybocTolke/cTonbe/crTeHe. 3akpyTUTe Ha KPOHLUTEMH BUHT C LLeNOYKOW, 3aTeM HaZleHbTe XOMYT
@#32-50 Ha cTarnsaroLme namenu KpoHwTeiHa. Cobnogante MHCTPYKLMUM MO TEXHMKE 6e30nacHOCTU U
pekoMeHAaumu, NpUBeAEHHbIE B pasfenax VIHCTPYKLUMY No TexHuKe 6e3onacHocT n Pekomergaunn no

wn

YCTaHOBKE.

PucyHok 11 — YcTaHoBKa KpOHLUTeHa Ha Tpy60oCTOliKy
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

4. Pa36epuTe KabesbHbIil BBOA — OTKPYTUTE raliky 1 BbiTalMTe U3HYTPU CasTbHUK.

PucyHok 12 — [leMoHTax KabenbHoro BBoaa

5. MpoTaHuTE Kabenb Yepes KPOHLITENH U Yepe3 KaberbHbIii BBOJ, COrNacHo pUcyHky 13.

PucyHok 13 — MNpoTskka kabens yepes kabenbHbI BBOA,

6. Mpun ycTaHOBKE yCTPOICTBA C OTK/I0OHEHMEM 110 rpaslycoB pyKOBOACTBYATECH PUCYHKOM 14 (a). Mpu
yCTaHOBKE YCTPOICTBa C OTKNoHeHMeM +10—70 rpaaycoB pykoBOACTBYTECH pUcyHKOM 14 (6).

PucyHok 14 (a) PucyHok 14 (6)
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

7. O60XMUTE KOHHEKTOP RJ-45 Ha Kabene n NOAK/UNTE ero B OTBETHYH YacTb Ha KOpnyce yCTpolicTBa.

PucyHok 15 — PasbeM RJ-45 Ha kopnyce ycTpoicTea

8. MN0oTHO 3aKpyTuTe KabesbHbIVi BBOJ, HaZleHbTE pa3pe3Holi caslbHUK Ha Kabenb 1 BCTaBbTe ero BHYTPb
namesnu ka6enbHOro BBoAa. 3akpyTuTe raiiky Ao yrnopa.

PucyHok 16 — MoHTax KabenbHOro BBoaa

€ HexoppekTHas ycTaHOBKa Ka6enbHOTO BBOAA MOXET NPUBECTM K HAPYLLEHUIO FePMETUYHOCTY
yCTpOlicTBa.
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

9. BcTaBbTe YCTPOICTBO B /laMefnin KpoHwTeliHa. OTperynmpyiite yCTPOMNCTBO, COBMECTUB CTPENOYKY Ha
Kopnyce yCTpolicTBa C OTBEPCTUEM B KPOHLUTEHE, N 3aTAaHUTe XxoMyT @32-50.

o 5
,@ @,

PucyHok 17 — YcTaHOBKa YCTPOICTBA B KPOHLUTEIH

10. Mocne MoHTaxa NnoBepHUTE YCTPOCTBO HA HEOBXOAMMbINA Yro/ NoBOPOTa, OPMEHTUPYSICh Ha LKAy,
PaCMOMOXEHHYH HA KPOHLUTEHE. YToN Hak/oHa nameHsietcst ot -70 go 70 rpaaycos.

PucyHok 18 — HacTtpoiika Heo6xoanmMoro yrsia nosoporta
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

11. BO3MOXeH BapnaHT yCTaHOBKN KPOHLUTENHA Ha CTeHy. [py yCTaHOBKE Ha CTEHY UCMO/b3yITe LWypynbl,
camopesbl 4x40 MM, Npyn HeobxoaMMocT — arbens 6x40 Mm (prcyHok 19).

PucyHok 19 — MOHTaX yCTPOCTBA Ha CTEHY

12. BbInoNHUTE NOAKOYEHME YCTPOMCTBA K CETU, CNneaysa aroputMmam U3 pasgenos [oarotoska
ycTporcTea u MNMoakiveHne yeTpoicTea. 3aTteM NPUCTYnUTe K OCTUPOBKE YCTPONCTBA.

€ Bo usbexaHme BbIXxoAa YCTPOICTBA U3 CTPOS PeKOMEH/IyeTCs UCMO/Mb30BaTh rPO303aLLyTY.

7.2 YcTaHOBKa yCTpPOWCTBa B cocTaBe 0pCETHOMN NapabosiMyecko aHTEHHbI

CocTtaB KoMnaekra:

+ Ba3soBbliii komnnekT yctpoictea WB-3P-PTPS;
+ OdpceTHas napabonmyeckas aHTeHHa C KOMM/IEKTOM Kpenexa.

[nsa ycTaHOBKM YCTPOKCTBaA B cOCTaBe O(PCETHOIN NapaboIMyeckoin aHTEHHbI BbINOSTHUTE CReayowme waru:

1. BbINONHUTE NOAK/IOYEHNE YCTPOMCTBA K CETU 1 NPOBEAUTE NPeABapuTe/bHY0 HACTPOiKY, cneays
VHCTPYKUMAM 13 pasgena lNpeasaputesibHas HacTpolika. 3aTem OTK/IIUUTE YCTPOCTBO OT CETU 1
MPUCTYNNTE K MOHTaXY.

2. Cobepute gepxartesib yCTPOUCTBA, BCTABMB OCb BEPXHEN YacTu B Nasbl HMXHel. C NnpaBoil CTOPOHBI
Aepxarens yctaHoBute BUHT M4x20 ¢ raikomn.

PucyHok 20 — Cbopka aepxarens ycTpoiicrea
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

3. MNpukpenute aepxatesnb N NOABWKHYIO YacTb KPOHLUTENHA K Ayre ¢ NoMoLLblo 60n1ToB M6x30, CKOObI 1
raek n3 KOMMNJeKTa Kpenexa. YCTaHoBUTE 3arfyLKy Ha BEPXHUIA TOpeL, Ayrn.

PucyHok 21 — KpenneHue gepxatesnst U NoABWXHON YacTy KPOHLITeHa Ha ayre

4. CoeguHMNTE NOABWKHYHO YaCTb KPOHLUTEVHA 1 pedp/1IekTop aHTEHHbI C NOMOLLLI 601TOB M6%12 1 raexk.

PucyHok 22 — KpenneHue pedieKTopa aHTEHHbI Ha MOABUXHOI YacTh KPOHLLTeHa
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

5. Pa36epuTe kabesnbHblii BBOA — OTKPYTUTE raliky U BbITalLMTe N3HYTPY CaslbHUK.

PucyHok 23 — [leMoHTaxX kabesibHOro Beoga

6. MpoTaHMTE Kabenb Yepes Aepxatenb U KabenbHblii BBOA,

PucyHok 24 — TMpoTsxka kabens yepes Aepxaresb 1 kKabenbHblii BBOA,

7. O60XmMuUTEe KOHHEKTOP RJ-45 Ha Kabene 1 NOAKUMNTE ero B OTBETHYH YacTb Ha KOopnyce yCTpolicTBa.

PucyHok 25 — PazbeM RJ-45 Ha kopnyce ycTpoicTea
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

8. MN0oTHO 3aKpyTuTe KabesbHbIVi BBOJ, HaZleHbTE pa3pe3Holi caslbHUK Ha Ka6enb 1 BCTaBLTE €ro BHYTPb
namesnu ka6enbHoro BBoAa. 3akpyTuTe raiiky Ao yrnopa.

PucyHok 26 — MoHTaxX KabenbHOro BBoga

€@ HekoppekTHas ycTaHOBKa kaGeibHOro BBOZA MOXET NPUBECTU K HAPYLLEHWIO FTePMETUYHOCTY
yCTpOWcTBa.

9. YcTaHOBUTE YCTPOIACTBO B AepXaTesib v OTPerynnpyiTe ycTpoiicTBo Ha 0°, NCnosb3ys LWKasly Ha
aepxarene. Mocne perynnpoBkn 3aTsHUTE BUHT Ha Aepxartene.

PucyHok 27 — YCTaHOBKa YCTPOIACTBA B AepXaTeslb
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

10. YcTaHOBUTE HENOABMKHYH YacTb KPOHLITEHA Ha TPYGOCTOliKY, Kak NokasaHo Ha puUCyHke 28, 1
3aKpenuTe ee XoMyTamu, UAyLLMMU B KOMMNJIEKTE C YCTPOCTBOM. OKOHYATEbHAA 3aTshKKa XOMYTOB
BbINOMHAETCA B MyHKTe KOCTMPOBKA YCTPOWCTB, 3aKPEN/IEHHbIX HA 0CETHOW Napabo/IMYECKOl aHTEHHE.
YCTaHOBUTE LIENOYKM; BUHTbI LLEENOYEK NI0THO He 3aKpyuumBaliTe, OCTaBMB LE/b /151 YCTaHOBKM
NOABWXHOI YacTu KpoHLWTelHa. Cobntogalite MHCTPYKLUM N0 TEXHUKE 6e30MaCHOCTU U PEKOMEHAALMN,
npuvBeAEHHbIE B pasfenax VIHCTPYKLMY N0 TEXHUKe BGE30MACHOCTI U PEKOMEHAALMY M0 YCTaHOBKE,

PucyHok 28 — YcTaHoBKa HEMOABUKHOI YacTyh KPOHLLTeHa

11. YcTaHoBUTE pedhNekTop Ha 3apMKCUPOBaHHBIV KPOHLITENH. [MMpy yCTaHOBKE HeA0KpYUYEHHbIE paHee
BUHTbI A0/MKHbI MONACTb B Nasbl NOABVXHOI YaCTV KPOHLUITEHA.

PucyHok 29 — YctaHoBKa pediektopa Ha 3addMKCUPOBaHHbIN KPOHLLTENH
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP5

12. Mpy HEO6XOANMOCTN BO3MOXEH BapuaHT YCTAHOBKM NapabosiMyecKkolr aHTEHHbI Ha CTEHY, HanpuMep ¢
nomoLypo 601T0B M6.

PucyHok 30 — MoHTax napa6o/iMyeckoil aHTEHHbI Ha CTEHY

13. BbINOMHUTE MOAK/OUYEHNE YCTPOIACTBA K CETU, CNedys anroputmam 13 pasaenos [1oroToeka
yCTpoiicTBa W [ofK/HYEeHVE YCTPONCTBA. 3aTeM NPUCTYNUTE K FOCTVPOBKE YCTPOMCTRAL.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

8 KOcTupoBKa ycTpoiicTea

° B NnepByro ovepeb BbINO/IHAETCA TOPU30OHTa/IbHaA KOCTUPOBKa yCTpOIZCTBa, 3arteM — BepTuKasibHas.

8.1 HOcTMpoBKa YCTPOWCTB, 3aKpen/IEHHbIX Ha TpybocToike/cTon6e/cTeHe

1. O6si3aTe/IbHO NPOBOAWTE CTUPOBKY MOOYEPESHO C ABYX CTOPOH, ONMMPasiCb Ha pacyeTHOE 3HaYEHVE
YPOBHSI CUrHasia, noslydeHHoe B pasfesnie PekoMeHaalyin no yecTaHoBke (HYy)KHO MosTyYnTb MakCUMaslibHO
NPUGAMKEHHOE 3HAYEHUE).

2. OTperynvpyiite NosfioXeHne YyCTPONCTB, HaNpaBUB aHTEHHbI MPUGIN3UTENBHO B HaNpaBieHun apyr
[LpYra, NCMo/b3ysi KApTbl, ONTUYECKYH BUAVMOCTL (Hanpumep, C MOMOLLbIO GUHOK/IS) Ha BCTPEUHYHO
CTOPOHY.

© npu gecbonTHbIX HacTpoiikax knneHT (STA) He OTNpaBsAeT 3anpoc Ha YCTaHOB/IEHNE COEAVHEHNS,
No3TOMY [/191 YCTAHOB/IEHUSI COEANHEHUSI CHaYas1a HY)XXHO HanpaBuTb TOUKy gocTyna (AP) Ha KivMeHTa
(STA).

3. B c/lyyae ycTaHOBKU CBSA3U MeXAY YCTPOCTBaMy NPOBECTU CBefleHMe YCTPOICTB NooYepeaHo,
[06MBasicb NOCTENEHHOTO YBE/IMUEHNS 3HAYEHWI Ha LWKane RSSI (3HaYeHVss HAVKaLMM NPpUBEAEHbI
B pasfene CBeToBasl VH/AVKaLMS) B ABYX NIOCKOCTSAX — BEPTUKAIbHON 1 TOPU3OHTasIbHOIA.

4. B ropn3oHTasIbHO N/I0CKOCTU OfHa CTOpOHa npoxoaunT cektop 45—-60 rpagycoB — ouKcuMpyeT
MakCUMyM, BTOpasi CTOpoHa — NOBTOPSET aHa/10MMYyHoe AeilcTBueE.

5. lanee BbINOMHSETCA BTOPOI NPOXO0A, N0 YKa3aHHO Bbllle cxeme. OKOHUYaTe/IbHO 3aTSHUTE XOMYT Ha
KPOHLUTEHe. Heo6XoAyMO yumnTbIBaTbL, UTO NPY FOCTUPOBKE NonagaHne B 60KOBOI 1eNecTok AnarpaMmbi
HanpaBMEeHHOCTY MOXET ObITb PACLIEHEHO, KaK BbIX0/, HA MAKCUMasIbHbIi YPOBEHb CUrHana. YTobb!
n36exarb [aHHO cMTyaLmM Heo6X0AMMO NPOBOAUTL NOJHbIV MPOX0A, B CEKTOPE 1 0TMeYaTb HeMvMHelHoe
3MEHEHMNE YPOBHSI.

6. B BepTUKa/IbHOI NI0CKOCTU NOBTOPUTbL NYHKTbI 4—5. 3achuKcupyiiTe Noy4YeHHbI Yron HakoHa ¢
MOMOLLbH0 BUHTOB Ha LIEMNOUKE.

PucyHok 31 — HacTpoiika Heo6X0MMOro yr/a HakfoHa

7. Lnsi 6onee TOYHOV FOCTUPOBKM UCNONb3YyiiTe KomaHay B CLI nunm web-uHtepdeiic (noapo6Hee B
noAMeHto «KOCTMPOBKa»), AO6UBAsICb MaKCUMasTbHbIX 3HAYEHWI YPOBHS cuUrHasna.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

8.2 HOCTMpOBKa YCTPOICTB, 3aKPENNEHHbIX HA 0CDCETHOW Napabo/IMYECKOl aHTEHHE

1. KOCTMPOBKY 06513aTe/IbHO MPOBOAMTbL NMOOYEPESHO C ABYX CTOPOH, ONMPasiCb Ha pacyeTHoe 3HaYeHve
YPOBHSI CUrHasia, noslydeHHoe B pasgesie PekoMeHaaLn Mo yeTaHOBKE (HY)KHO MOSTyYUTb MaKCUMaslbHO
NpUGNNXKEHHOE 3HaYeHNe).

2. OTperynupyiiTe NoM0OXeHWe YCTPOICTB, HaNpaBUB aHTEHHbI NPUGIN3UTENBHO B HaNpaBieHUn apyr
[pYra, NCNosb3ysi KApTbl, ONTUYECKYH BUAMMOCTL (Hanpumep, C NOMOLLbIO GUHOK/IS) HA BCTPEUHYHO
CTOPOHY.

© npu gecbonTHbIX HacTpoiikax knneHT (STA) He OTNpaBAAeT 3anpoc Ha YCTaHOB/IEHNE COeAVHEHNS,
MO3TOMY [/151 YCTAHOB/IEHUSI COEAMHEHUS CHAaYas1a HYy)KHO HanpaBuTb TOuKy AocTyna (AP) Ha knneHTa
(STA).

3. B cnyyae ycTaHOBKM CBA3M MeXy YCTpoiicTBamy NPOBECTU CBEfEHME YCTPOINCTB NOOYEPELHO,
[1061Basicb NOCTENEHHOTO YBENNYEHNSA 3HAUYEHMIA Ha LWKaslie RSSI (3HaueHWss MHAMKaLMN NpUBEAEHbI
B pasgene CBeToBas MHAMKaLMA) B ABYX MIOCKOCTAX — BEPTUKaSIbHOW U FOPU30OHTa/TbHOA.

4. B rop130HTa/1IbHOM NI0CKOCTM 04HA CTOPOHa npoxoauT cektop 45-60 rpagycos — chukcupyet
MakC/MMyM, BTOpasi CTOpOHa — NOBTOPSIET aHa/10rMyHoe AelicTBue.

5. lanee BbINOHAETCA BTOPOIA NPOX0Z NO YKa3aHHOW Bbllle cxeme. OKOHYaTe/IbHO 3aTSAHUTE XOMYTbI Ha
HEMNOABWXHOIM YacTu KpoHLUTeiHa. Heo6XoAMMO yunTbIBaTL, YTO NPY OCTMPOBKE NonagaHne B 60KOBOWA
NenecTok AyarpamMmmMbl HaNPaBIEHHOCTY MOXET BbITb PACLEHEHO, KaK BbIX0OZ, HA MAKCUMaJTbHbI YPOBEHb
curHana. Ytobbl n3bexarb AaHHOW CMTyaumm Heo6xoaMMo NPOBOANTL NOJIHbIA NPOX04, B CEKTOPE U
OTMeyaTb HeMHeiHOe U3MEHEHNE YPOBHSI.

6. B BEpTUKaIbHOIM NI0CKOCTN MOBTOPUTE MYHKTbI 4—5: NnoBOpaymBalite yCTPOMCTBO HA HEOBXOAMMbIN
yrosi NOBOpOTa, OPUEHTMPYSACH Ha LWKasbl A 1 B, pacnonoxeHHble Ha KpoHwTenHe. Lkana A — yron
Hak/oHa napabo/IMyecKol aHTeHHbI, WKana B — yron mecta. 3atem 3adouKCUpyinTe nNonyyYeHHbIn yron
Hak/oHa C NOMOLLbIO BUHTA Ha LienouKe.

PucyHok 32 — Wkasibl A n B Ha nogBuXHOM YacTy KPOHLUTENHA
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

7. Mpwu ycTaHoBKe yrna no wkane A ot -10 g0 5 rpagycoB pekoMeHayeTcst AON0/THUTENIbHO (hMKCUpOoBaTb
NOABWXKHYIO YaCTb KPOHLLTEiHA BTOPbLIM BUHTOM M3 KOMM/IEKTA.

PucyHok 33 — [lonosiHuTeNbHas govKcaLmsi MOABUKHOI YacTh KPOHLLTeHa

8. lnsi 6onee TOUHOV FOCTUPOBKM UCNONb3YyiiTe KomaHay B CLI unm web-uHtepdeiic (noapo6Hee B
noAMeHto «KOCTMPOBKa»), A06UBAsICb MaKCUMasTbHbIX 3HAYEHWI YPOBHS CUrHana:
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

9 NToroeasi HACTpPOWKa yCTpoMCTBa

1. PekomeHayeTcs nogobpaTb M BbICTaBUTb CTAaTUYECKYH) MOAYALMIO HA AaHHOM M BCTPEYHOM
ycTpoicTBax. [ Bbibopa cTatnyeckoii MogynsumMm Heo6xXxoAMMOo 3anyCTUTb HEMPEPbIBHbIA NUHT 40
YCTPOWCTB. 3aTeM B MeHI0 «MOHMTOPWHI» B pasaene «becnpoBogHol kaHan»/«becnpoBogHble
KNMEHTbI» 3addUKCUPOBAaTh, Kakas Moaynsauns bbisia BbiCTaB/ieHa aBTOMaTUYEeCKN U yCTaHOBUTL ee
CTaTUYeCKN B HACTPOIKax KaHas/lbHOM CKOpPOCTM nepegayn B MeHio «Radio». 1N HageXHOCTU MOXHO
BbICTaBMTb MOAY/IALMIO HA Napy NMyHKTOB HMXXE TON, YTO BbICTAB/SAETCS aBTOMATUYECKMN.

2. lMpockaHupoBaTb 3hMp CNeKTpoaHaIM3aToOPOM U BbiOpaTb HAVMEHEE 3arpy>XeHHbI KaHasl.

3. YcTaHOBUTb UTOroOBbI KaHau1 B MeHIo «Radio».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10 YnpaBneHue ycTponcTBoM vepes web-nHtepdoeinc

10.1 Hauano pa6oTbl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WB-3P-PTP5

3. BBeauTe umsa nonb3oBarens B CTPOKe «BBeauTe NorvH» 1 Naposb B CTPOKE «BBeauTe naposib».

© 3asopckue yctaHoBku: norvH: admin, napons: password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHIO MOHWUTOPUHIA COCTOSIHUSI yCTPOCTBA.

HELTEX

@ TecToBli pesxim

BeicTpan HacTpoika MoHUTOpHHF

BecnpoeogHoi kanan
CramicTuea no Tpadmey
CranvpoBaH1e achupa
CnexTpoaHanuzaTop
HypHan cobeimai
CeTesan MHpopMaLKA

Whchopmauua o
pag1ouHTepdelicax

Wrdpopravya o6 yeTpoiicTas >

Radio AP CeTeBble HaCTPOMKK

IManenue

AnnapaTHaA BepcHA
3aeoacroin MAC-agpec
CepuiHEIn Homep
Bepcua NO

PesepsHas sepcua MO
BepcuA sarpyaduka
CucTemHoe epema
Bpema pabotsl

Sarpyzea LMY
Menonezyeman namATe

& ObHoeMTS

Cuctema WHCTpYMEHTEL

12
EC:B1:E0:2D:9B:00
WP58000152

06.10.2025 05:39:50
0 an, 00:21:15

2%

41@ 98 MGaiir / 237 MGaiir

- (Bsixon)
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

5. TNpy HeoBXOANMOCTU MOXHO MEPEKIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WB-3P-PTPS
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

NELTEX

Becnposogroi kakan
CramucTuka no Tpadmry
CranupoeaHue stvpa
CnexTpoaHanuzarop

HypHan cobumaii

BeicTpan HacTpoika MoHuTopuHr

Radio AP CeTeekle HacTpoMM

Mapenne

AnnapaTHan BepcuA
3aeogcron MAC-agpec
CepuiHLIi Homep
Bepcua NO

PesepeHan sepcua N0

Cucrema MHcTpyMeHTEl

12
EC:B1:E0:2D:9B:00

WP58000152

@ TecToBblii pesim

- (Bbixom)

Bepcua zarpyauuka
CeTeran uHhopmaLma P Py

CuctemHoe epema 06.10.2025 05:39:50
WMhudpoprayma o

papMouHTEpchelicax Bpema paboTel 0 gs, 00:21:15

Mudpopisauma ob ycTpofictee > Sarpysua LIEY 2%

Mcnonezyeman namate 4|% 98 Mbaiit / 237 MbaiT

& ObHoBHTL

10.2 CwmeHa nonb3oBaresiei
Ha ycTpoiicTBe cyllecTByeT ABa Tuna nosnb3osareneii: admin v viewer:

+ admin (naponb no ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOICTBY: YTEHNE U 3aNUCb
NOObLIX HACTPOEK, NOJHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

* viewer yMeeT NpaBo TO/IbKO NPOCMATPVBaTh BCHO KOH(IMIypaLmio ycTpolicTBa 6€3 BO3MOXHOCTM YTO-
nnbo pefakTnpoBaTtb, MOHUTOPUHT COCTOSIHUA YCTPOMCTBA AOCTYMNEH B MO/THOM 06beMe.

vELTEX

BricTpan HacTpoiika MoHWTOpUHT Radio AP Cetesble HacTporku1 Cuctema MHCTpymMEHTEI TR (BbIXOO)

@ TecTosbIi pessum

Mpu HAXaTUKN Ha KHOMKY «BbIxoa» TeKylllasi ceccus nonb3oBarens 6yaeT 3aBeplieHa, 0To6pasuTCst OKHO
aBTOpU3ALUN:

WB-3P-PTP5

ﬂ,ﬂﬂ CMEHBLI ,EI,OCTyI'Ia H606XO,U|V|MO yKa3aTb COOTBETCTByI'OLIJ'VIe nMM4A nosib3oBatend u ﬂapOﬂb, HaXKaTb KHOﬂKy
«BoinTu».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.3 MpumeHeHne KoHdurypaumm n 0TMeHa U3MEHEHNI

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

VHpOPMUPYET 3HAUOK 4 B Ha3BaHWUK BKNAKM W HA KHOMKE
«[TpPUMEHNUTL».

O6 ycneLwHOoM CoOXpaHeHU U MPUMEHEeHUN HaCcTPoeK MHdopmMmupyeT
Y — y p p P thopmupy
3HAUYOK B HasBaHMW BKNagKu.
2. OTMeHa N3MeHeHu

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.4 TecTOBbIN peXUM
Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.
YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepxHein naHenn web-nHrepdeiica.

7~
s - LTe X @ TecToswii pexum

(ebxod)

BuicTpan HacTpoiika MoHUTOpUHT Radio AP CeTeBkle HACTPOFHKM Cucrtema WHCTpyMEHTE -

Bpewms pa6oTtbl TectoBoro pexuma — 300 cekyHa, (5 MUHYT). B TeueHne 3Toro BpEMEHM MOXHO NepemelLlaTbes
no Bk1agkam web-koHdurypaTopa 1 Nnpon3BoAnTb Kakne-nMbo N3MEHEHUs, MPUMEHSS UX Ha KaXXA0M CTpaHuue
C NOMOLLbIO KHOMKK «[TPUMEHUTB».

JanyleH TecToBeIA pexymn. [paeku ByayT oTMeHeHEl uepes 296 cek. BiiiTv M3 TecToBOrO pexiima -

WELTEX

BhicTpan HacTpoiika MoHUTOpUHN Radio AP CeTesnle HACTpOKKM Cuctema WHETpyMeHTEI - (BbIX0A)

Mocne npoBepkn HEOBXOANMOL KOHDUrypaumum HaXXMmnTe KHOMKY «BbIAT U3 TECTOBOTO pexrmMar 1 BblbepuTe
HY>XHOe aeicTBue:

JanyuieH TecToewid pexvm. MNpaeki ByayT oTMeHeHs yepes 206 cex. BLiliTi 12 TECTOBOTD pEXUMA

CoxpaHuTE U BEIATH

»NELTEX
) o OTMEHATE W BEIATH

BricTpan HacTpoika MoHuTopiHr Radio AP CeTessie HACTPOHKM Cucrema WrctpymenTs - (rD0p)

+ «COXpaHUTb U BbIATW» — NPY HaXKaTuK NPOU30IAET BbIXO[, 3 TECTOBOMO PEXMMA U COXPAHEHNWE B
9HEepProHe3aBMCHMYI0 NaMsATb BCEX M3MEHEHWIT B KOHQUIYypaLuK, KOTOpble 6biN CAeNaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEHUTb U3MEHEHUS], BbINOMIHEHHbIE B TECTOBOM peXxuMe, 6yAeT HEBO3MOXHO.

+ «OTMEHUTb U BbITW» — NPY HaXKaTUV NPOU30IAET BbIXO[, U3 TECTOBOMO PEXMMa U OTMEHA BCex
M3MEHEHMWIA, BbINMO/THEHHbIX B 3TOM pexumve. byleT BOCCTaHOBNEHa KOHhUrypaums, AeiicTBytoLLas Ha
YCTPOICTBE [10 aKTVBAaLMN TECTOBOIO pexuma.

Ecnu B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPON30AET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIE ObISIN CAeNaHbl B JAHHOM PeXMME.
Mo NcTevyeHnn ykasaHHOro BpeMEHM KOHMrypaumsi BOCCTAHOBUTCS, AaKe eC/in B pesy/ibTaTte cAenaHHbIX
N3MeHeHunI 6bIN NOTEePSAH AOCTYN A0 YCTPOoNCTBa.
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10.5 OcHoBHble 31eMeHTbI web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

buicTpan HacTpoiika MoHuTopUHT

Mncbopmauma ob ycTpolicTee >

B 000 Tipednpurmue "3nmexc”, 2024

Hagenue

AnnapatHaA BepcuA
3asogcron MAC-agpec
CepwiHEm Homep
Bepewn MO

Peaepexas sepcyA MO
Bepcna sarpyaqnka
CucTemHoe Bpema
Bpems paboTsl

3arpyaka LMY

Wen one3yeman NamATe

w2
EC:B1:E0:2D:9B:00

WP58000152

4@ 98 M6aiir / 237 MGaitr

Bepeur 0. {Bepcur WEBE:

OKHO NMOo/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha NsaTb obnacTeii:

1.

arw®

Bknagkv MeHio — N1 rpynnupoBKy NOAMEHI0 No KateropusmM: BeicTpaa Hactpoiika, MOHUTOPUHT,
Radio, AP (meHI0 «<AP» ,OCTYNHO B TO/IbKO pexume ycTpoiicTBa «Touka goctyna PTP» unu «Touka
poctyna PMP») unu STA (MeHto «STA» BOCTYNHO TO/ILKO B peXume ycTpoiicTBa «KnneHT»),
CeTeBble HacTpoWku, Cucrtema, IHCTPYMEHTbI.
Bbi60op sA3blka MHTepdhelica 1 KHomnka (BbIxo4), NpeAHa3HavYeHHas /1 3aBepLUeHns ceaHca paboTbl B
web-nHTepdelice nog faHHbIM NoNb30BaTENEM.
Bknagkv nogmeHo — 415 ynpas/ieHNA NoJsIEM HacTpOeK.
Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.
WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.6 MeHto «bbICcTpasi HacTponka»

B mMeHi0 «BbICTpas HacTpolka» BbINo/HAETCA 6a30Bast HACTPOIKa YyCTPONCTBa.

10.6.1 MoameHto «bBbicTpas HacTPonKa»

[ ]
[ @E kTeX WB-3P-PTP5 © TecToEsIf peskum
BricTpan HACTpOKKa MoHuTopuHr Radio AP CeTestle HACTPOHKM Cuctema WHCTpymeHTH - (Bbx0g)
BoicTpan HacTpaiKE » Radio CnexTpoaHanusarop

M YCTROUCTER Tousa gocryna PTR v % CraHmpoRats CraHupoBarue 3aiiveT He Gonee 67 c.

Kaxan 36 (5170 — 5210 My} ~

MocnegHee crasvpoeaHre Geino 05.05.2025 11:01:45
LLkpuHa kaHana, My 40 ~ R

OcxoBHOH KaHan Upper v 55

DUKCHPOBAKHAA a
USHTpanbHas YacTota

Kanan: 48
Yacrora: 5240 My
Ymunuzaupma: 44%

MowHocTs curHana, abm

a
5]
<
YTUNM3aum A kaHana, %
na
[£3]

PaccTomtne, 0 20
15
. 10
e s | MMMt il
5D [FS—— o l iy I i |l il Almll lIth[l “ ,IJ.
S 5200 5300 5400 5500 5600 5700 5800 5500
Pexam GesonacHocTi OWE ~ HacTora, My
MFP BEIHMEHD &7 MoaknioyeHna
CeTeBble HACTPOIKK Wms YpoBeHb cUrHana Ynaneuuwid RSSI, Bpemna
Ne xocra IP-agpec MAC-agpec (RSSI), abm abm paborst
A xocTa WB-3P-PTPS
1 ecbie02e68.e0 -36/-44 -36/-52 00:37:06
Mparokon Static ~
Crammuscini IP 192.168.1.10

CeTesan macka 255.255.255.0

Unros

LocTyn K ycTpoicTey

Napone -
MoaTaemHaeH1e napona -

Radio:
B pasaene «Radio» ocylLecTBNAKTCA HACTPOIKM OCHOBHBIX NAapaMeTpoB paanonHTepdelica ycTpoiicTea.

* Pexxum ycmpolicmsa — pexuM paboTbl pagvonHTepdieiica ycTpoiicTea. [JOCTynHbI CrieaytoLime
PEXUMbI:

+ Touyka docmyna PTP — TOYKa-TOUKa;
+ Touyka docmyna PMP — To4Ka-MHOrOTO4Ka;
« KnueHm — 6ecnpoBofHoli KnneHT (STA).

* KaHas1 — BblIOOp KaHas1a nepefayn AaHHbIX. MNpu ycTaHOBNEHHOM hriare «ABTOMaTnyeckuii Bblbop»
KaHana B MeHto Radio, gaHHas HacTpolika 6yaeT 3ab/10KMpoBaHa;

* LllupuHa kaHasa, My — WwnpunHa nonockl 4YacToT KaHas1a, Ha KOTOPOM paboTaeT yCTPONCTBO, NPUHUMAET
3HaveHus 5, 10, 20, 40, 80 n 160 MrI'u;

* OCHOBHOU KaHa/1 — napaMeTp MOXeT ObITb U3MEHEH TO/IbKO NPW NPOMYCKHOM CMNOCOBHOCTM CTaTUYeCcKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHnyaT B 4YacTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'L, Ha3bIiBakOT NEPBUYHBIM U
BTOPUYHbIM KaHa1iamu:

« Upper — nepBUYHbLIM KaHanoM 6yaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
+ Lower — nepBUYHbIM KaHanoMm 6yaeT HMxHWIA kaHan 20 My, B nonoce 40 Ml
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

+ @uKcupoBaHHasi yeHmpasibHasi Yacmoma — npu aktueauuu cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTpasIbHOW YacToTe KaHasa ¢ 3a4aHHOW LMPUHOWA
nonocsl (40/80/160 MI'L). ®YHKLMS SABNSIETCA NPONPUETAPHOiA, Nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNoNb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,

* MowHocmb cu2Hana, 0bm — perynvpoBka MoWwHOCTN curHana nepegarynka Wi-Fi B abwm;

+ PaccmosiHue, KM — pacCcTOsiHMe MeXay YCTpolicTBaMy B KusiomeTpax. MisameHeHve 3HaueHus
paccTosHMA N3MEeHUT 3HaveHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv pacctosiHe Mexay ycTporictBamu 3,2 KM, TO HE0O6X0AMMO yKa3aTtb 4 KM.

© LWupuHa kaHana 5 v 10 MIL, 4OCTYNHbI Tobko B pexxume IEEE 802.11a/n/ac. [ins nsmeHeHus
pexuma 802.11 Heob6xoaMMO nepeinTy B MeHto Radio.

o MapameTpbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOM KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTponcTBa
«Touka goctyna PTP» nnn «Touka goctyna PMP».

HaCTpOVIKl/I noaKNKyeHmnA:

« SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCNO/b30BaThb WNpoBaHve 418 nepefadv AaHHbIX;

« OWE (Opportunistic Wireless Encryption) — meTop, lungppoBaHus, ob6ecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLEeHHOW ceTu. Mpu 3TOM OT nosb3oBateneit He TpebyeTcs
BbINO/IHEHME KaKNX-TO AOMOMHUTENbHbLIX AEACTBUIA 1 BBOAA Napos 415 NOAKIYEHNS K CETH;

« WPA2, WPA3 — cnoco6bl LungpoBaHms, Npu Bbl6ope 04HOro U3 cnocoboB 6yaeT AoCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — kntod/naponb, He06xoaumblli 419 NOAKYEHUS K 6ecnpoBogHoi ceTu. nvHa
Kntoya coctasnseT oT 8 0 63 CMMBOJIOB.

* MFP — 3awmta management-kagpos (gocTynHo npu pexume 6esonacHoct WPA2, WPA3 n OWE.
Mpwn BbIGOpE pexunma 6eszonacHocTn WPA3 n OWE, MFP nepeBoanTcs B COCTOSIHUE BKNOYEHO.
Mpw BbIGOPE APYrMX PEXMMOB NEPEBOANUTCS B COCTOSIHNE OTK/IHOYEHO):

* Omk/o4eHo — 3aWmTa management-kaZpoB OTK/II0UYEH3,

+ OnyuoHa/sibHO — 3awmTa paboTaeT, ecnu 6ecnposogHas ceTb nogaepxvnsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETUW, KOTOpas He nogaepxmeaetr MFP;

* BK/104eHO — 3alymTa BK/IoUYeHa. YCTPOWCTBO HE MOXET NOAKIUUTLCS K 6ecnpoBOAHON
ceTn, He noaaepxueatoLleii MFP.

CeteBble HaCTQOVIKMZ

* MIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBOMOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AedUC «-» (Aednc He MOXET GbiTb NOC/IEAHUM CUMBOJSIOM B UMEHM);

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpency yCTPoICTBa K CETU NpeaocTaBIeHns ycnyr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIYaHWUIO 1 Apyrie napameTpbl, Heobxoaumble Ansa paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTN4ecky;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns cTaHyT
[AOCTYMNHbI creayoLme napameTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lo3 — afgpec, Ha KOTOPbI OTNPaBAsEeTCA NakeT, ecv A48 Hero He HalijeH MapLipyT B
Tabnuue mappyTmnsaumu.
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[ocTyn K YyCTPOICTBY:

B pasgene «4oCTyn K YCTPOACTBY» OCYLLECTB/IIETCA CMeHa naposs.

Mpw BXoge Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No yMonyaHuio: password) MMeeT NosHbIA focTyn
K YCTPOICTBY: YTEHME W 3annCb N0GLIX HACTPOEK, MOSIHbIA MOHUTOPUHT COCTOSIHUA YCTPOICTBA. /151 CMEHBI
naposisi BBeAMTE HOBbI Naposib CHadYana B none «Maposiby, 3aTeM B nose «MoaTeepxaeHne naponsi» u
HaXKMUTE KHOMKY «[TpUMEHUTb» /151 COXpaHEHUSI HOBOTO Naposisi.

CnekTpoaHanmsarop:
B pasgene «CnekTpoaHannsaTop» OCYLLECTBNAETCA 3anMyCk U MOHUTOPUHT paboTbl CNeKTpoaHasmsaropa.

Ha ycTtpoiictBax WB-3P-PTPS5 ecTb BO3MOXHOCTbL 3anycka cnekTpoaHanm3aTopa Ha pagnovHTepdelice Radio
5MTu,.

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXIM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka paboTbl CNEKTpoaHa/IM3aTopa HaXKMUTE Ha KHomky «CKaHMpoBaTb». B MHOpMaLMOHHOM OKHE,
pacnosoXeHHOM CrnpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/LIee C Hauyana 3anycka
CKaHMpoBaHus. Bpemsi paboThbl cnekTpoaHanmsatopa Ha Radio 5 ML, 3aHMMaeT He 6onee 1.5 MUHYTI.

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNeAHEr0 CKaHMPOBaHUS;

* Ymunusayus kaHasia — UHhopmaLys 0 3arpy>XeHHOCTU pafuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa KaHana B MI'u, Ha KOTOPOM MPOU3BOAUIOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA A@aHHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEK Ha
pagnouHTepdeiice.

MNoakntoyeHns:
B pasgene «MogkntoueHnsa» oTobpaxaeTcss MHpopMaLmsi 0 COCTOAHUM NOAKHOHEHHbIX YCTPOWCTB.

* Ne — HOMep MOAK/TIFOYEHHOIO YCTPOICTBA B CMUCKE,

* VIMs1 Xocma — ceTeBOoe MMS YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro yCTPONCTBa,;

* MAC-adpec — MAC-agpec noak/1to4eHHOro YCTPpONCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* YOasieHHbIU RSSI — ypoBeHb NPYUHMMAEMOro CUrHasa BCTPEYHOro YCTPONCTBa, AbM;
* Bpemsi pabombl — BpeMs COefUHEHNS.

[ns BCTyNneHns B culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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10.7 MeHo «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

10.7.1 MogmeHto «becnpoBogHOM KaHau/becnpoBoOAHbIE KITUEHTbI»

B nogmeHto «BecnpoBogHOM KaHa»/«BbecnpoBogHble KNMeHTbI» 0TobpaxaeTcs nHdopmauns o
COCTOSIHUW NOAKMHOYEHHbIX YCTPONCTB. VIHdhopmaLmnsa 0 NOAKIHOHYEHHbIX YCTPOCTBaX HE OTOGpaXKaeTcs B
peasibHOM BpeMeHW. 11151 Toro 4Tobbl 06HOBUTL MHCpOPMAaLIMIO Ha CTPaHWLLE, HEOOXOAMMO HaXKaTb Ha KHOMKY
«OBHOBUTbBY.

B 3aBMCUMOCTM OT pexnma YCTPOWCTBa, «Touka goctyna PTP» nnun «Touka goctyna PMP», 6yaet
[OCTYMHO noameHo «becnpoBogHOM KaHa» U «becnpoBoAHbIE€ KNNEHTbI» COOTBETCTBEHHO.

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. Ans

g
aToro Haxmute Ha ¢ . Mpy HaXKaTUM Ha KHOMKY «[10 YMOMYaHI0» ByyT 0TOGPaKeHbI NapameTpbl Mo
YMO/TYaHMIO.
[ noMcka NoAK/UYEHHbIX YCTPOMCTB AOCTYMNHbI CriefytoLme uasTpbl: N0 BCEM NOMSAM, MO0 UMEHU

xocTa, no IP-agpecy, no MAC-agpecy. 515 Bbibopa hunbTpa HaxMuTe Ha = ®yHKUMOHaN

[IOCTYNEH TO/IbKO B pEXMME ycTpoiicTBa «Touka goctyna PMP».

Mpw noaceeTtke 3HaveHul Link Quality, Link Quality Common, Link Capacity, RSSI n YaganeHHsbiin RSSI
OpaHXeBbIM LiBETOM HabNAaeTcs yxyalweHve kayectsa CBA3N. EC/in 3HauYeHnss oKpalleHbl B KPaCHbI
LiBET, 3TO YKa3blBaeT Ha 3HAYMTe/IbHOE yXyALeHe CBA3N. PekomeHayeTcs npeanpuvHATbL Mepbl 415
YNyULLIEHUS YCI0BUIA NOAK/THOUEHNS.

Hwxe npuseaeHbl npumepsl nogmeHo «becnpoBogHon KaHa»/«BbecnpoBOAgHbIE KITMEHTbI» B peXMMax
ycTpolicTBa «Touka goctyna PTP», «Touka goctyna PMP» 1 «STA» COOTBETCTBEHHO.

BhICTpas HacTpoHKa MOHHTOPHHT Radio AP CeTesble HACTPOHINA Cucrema WHCTpyMeHThI n - {sbixog)

Becnposaeoi karan >
CTaTHCTHEE No Tpadkky
Hms YOaneHHsud  YQaneHHsli BW. Bepcur DBpems
Crarmposanue supa # MNe xocta IP-agpec MAC-appec WaTepdenc  RSSI ABm SNR, ab RSSI, abm SNR, ab TxRate RxRate MMy no pabote  [leWcTEME
1 STA wlan0 -3270-27 28128 -20/-34 32/32 HENSS2 HEMNSS2 20 0 Ak, OTKAKYUTE

Cnekrpoanannsatop MCSE MCS4

Lel LGI 878
Hypran cobemmii 1318

00:00:10

CeTesan MHhOPMaUMR

Wrniopmauma o
paanoHHTEPdEACaX

Whdropmauua of ycrpoiicTee

MNepenako / NpUHATO BCero, BaiT
Mepeaano / NDMHRTO BCEMD, NAKETOB
MepenaHo / NPUHATD AankbX, BaiT

Mepeaanc / MPHHATO AaHHLE, NakeToR

Moaynsuma
CCK1

MCSs0

NSS2-MCSs2
NSS2-MCS3
N3S2-MCS4
NSS2-MC S5

NSS2-MCS6

16186/ 192918
2267179
14 603 /191 208
1987148

MepeaaHo NakeTos

MepeaaHo © owubkaMK, nageTos

MOBTOPE! NEPeAa|¥ 33 NOCNEAHMIA NEPHOA, NAKETOE

OBLee “MCNE NOETOPOB NePBaqM, NaKETOR

CKopocTe NepeaadM f nprema, Keutic

TMPHHATO NAKETOB

0

8

7

39

21

13

81

0%

4%

N3S2-MCS7 52 48% 0 0%
NSS2-MC S8 i) 45% 0 0%
NS52-MC 59 8 4% 1 1%
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

EricTpan HacTpoika MOHHTOPHHT Radio AP CeTeBbIE HACTPOHKH Cwuctema HHCTpYMeEHTHI

BecnpoBoaHbLIe KMEHTHI > OGHoBUTL

Cratnervra no Tpadmcy

HH

CranuposaHue 3thupa

(ebixoa)

Hma VoaneHHsil  YOaneHH.li BW, Bepcus Bpewmna
Cnexrpoananusarop # MNe xocta IP-agpec MAC-appec HuTepdenc RSSI, abm SNR, ab RSSI, npbm SNR, nb TxRate RxRate My no pabotel  [leHcTEWE
o o o1 STA wlan -31/-29 32/32 -317-34 34134 HENS52 HEMNS32 20 0k, OTknIaMTL
FypRan camsTI MCSE  MCS® 00:05:28
LGl LGI 195
Cetesan uH(opMaUKs 175.5
Wrdopmayna o ~ 2 STA wlan0 -35/-40 29/29 -36[-57 30430 HENSS2 HENSS1 20 0 aH, OTHNR4HTE
pagnonrTEptheicax MCS&  MCS1 00:05:38
LGl LGl 146
Vkthopmauws o yorpoiicTes 1755
MepenaHo / NPUHATO Ecero, GaiT 135796/ 12 008 MepeaaHo C owuOkamMK, NakeTos L]
Mepepane | NPUHATO BCEMD, NAKEBTOE 2022/ 217 MOETOPEI NEPeAasH 33 NOCNEAHMA NEPHOA, NARETOE 1
MepeaaHo / NPUHATO AakHED, GanT 121596 /1861 OBwee YMCNo NOETOPOB NEPEAadH, NAKETOB 170
Mepeaaro { NPUHSTO A@HHbIX, NAKETOB 1637417 CropocTb nepenaqu f npnema. Kéutic 1/0
Moaynaums Mepenato naxeTos MPMHATO NaKeToB
MC 50 0 0% 5 29%
N551-MCS0 0 0% 1 6%
N551-MC51 o 0% 7 41%
N551-MC52 0 0% 2 12%
N552-MCS0 0 0% 2 12%
N552-MCS3 2 0% ] 0%
N552-MCS56 40 2% 0 0%
N552-MCS56 130 8% L] 0%
N552-MCS7 524 32% ] 0%
N552-MCS8 566 35% 0 0%
N552-MC59 373 23% L] 0%
BracTpan HacTporka MoHuTopIHr Radio STA CeTeBLIe HaCcTPoRkM Cucrema VHCTpyMeHTSI - (Bixog)
Becnposaanoil kaHan »
CTamicTvka no Tpadwky . .
Hma YoaneHHbW ‘YoaneHusm BW, Bepcua Bpemna
Cranmposatie sthupa # MNe xocta IP-appec MAC-anpec WHTepdenc  RSSI, nBm SNR, b RSSI, nbm SNR, n6 TxRate RxRate My no paboTul Ne#ctBue
Cresr 1 AP wian0 33133 3135 -33r-4 23125 HE NS31 HTMCS0 20 0 aH, OTRMKHHTE
nempoananaton MCSTLGI  LGIES 00:20:32
731
ypHan cobbmii
MepeaaHo / NPMHATO BCero, GanT 3499 365/ 3 866 672 Mepenaro ¢ owmBraMK, NaKETOR 0
CeTesan WHEDOMALMA
MNepenaro / NPUHATO BCETD, NAKETOR 3154719400 [MoETOPE NEPENEYM 33 NOCNEAHNH NEPUOA, NAKETOE 0
Hrhopmauwa o
pagMoMHTEpOECaX Mepenaqo | NPUHATD AaHHL, BaiT 3 480 209/931099 OSlee YACNO NOBTOPOE NEPEAI-M, NAKETOE 1227
. Mepenaro { NPHHATO JaHHLEX, NAKETOR 2706 /7673 CropocTs nepegaq / npuema, Kouric 5861715
HMudhopmaumn o0 yoipolicTee
Momynauyms Mepepato naketos MpuuaTo naketos
CCK2 0 0% 1 0%
‘OFDM9 0 0% 8 0%
MC S0 0 0% 2378 3%
NSS1-MC 54 0 0% 1 0%
NSS1-MCS5 22 1% 15 0%
NSS1-MCS6 0 0% 7 0%
NSS1-MCS7 1189 4% 38 0%
NSS51-MCS8 141 5% 65 1%
NSS51-MCS9 243 9% 481 6%
NSS1-MC310 0 0% 401 5%
NSS1-MC31 0 0% 164 2%
NSS2-MCS1 0 0% 6 0%
NSS2-MCS2 0 0% i3 0%
NSS2-MCS3 13 0% 13 1%
NSS2-MCS4 688 25% 315 4%
NSS52-MC 55 82 3% 1007 13%
NSS2-MC 56 217 8% 1032 13%
NSS2-MCS7 98 4% 834 1%
NS52-MCS8 0 0% 549 7%
NSS2-MC 59 13 0% 24 3%
NSS2-MCS10 0 0% 6 0%

Ne — HOMep NOAK/OYEHHOro YCTPOICTBA B CMIUCKE;

VIMsi xocma — ceTeBoe UMsI YCTPOIACTBA,;

IP-adpec — IP-agpec NOAKMOYEHHOTO YCTPOICTBE,
MAC-adpec — MAC-agpec NOoAKMHYEHHOTO YCTPOICTBa;
Viumepcpelic — nHtepdpeiic B3anmogeiictemna WB-3P-PTPS ¢ noaxntoueHHbIM yCTPONCTBOM;
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

Link Capacity — napameTp, KOTOpbIin 0To6pakaeT adh(PeKTUBHOCTb UCNO/Ib30BaHNSA YCTPONCTBOM
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04s U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMN A0 BCTPEYHOTO YCTPOWCTBA, U MOHMKAKLLNX KO3 hMUneHToB. MakcumasibHoe 3HaYeHne —
100% (03HauaeT, YTo BCe NakeTbl NepeaatoTcs [0 BCTPEYHOro YCTPOCTBA HA MAaKCUMasIbHOW
MOAYNALMMN ANS MaKCMMa/IbHOTO Tna Nss, NoAAePXXMBAEMOro BCTPEYHbIM YCTPONCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnydae, Koraa naketbl nepegatotca Ha Moaynsuum nssTmes0 gns
BCTPEYHOro ycTpoiicTBa ¢ nogaepxkoii MIMO 3x3). 3HaueHre napameTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality — napameTp, KOTOpPbIi 0TOGPaXKaeT COCTOSHME /IMHKA A0 BCTPEYHOrO YCTPOWNCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaveHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepPBOl
MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHo
oTnpas/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;

Link Quality Common — napaMeTp, KOTOpPbIil 0TO6paXkaeT COCTOSAHNE INHKA A0 BCTPEYHOro YyCTPONCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepBOl
MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHo
oTnpas/eH). 3HauUeHne NapaMeTpa paccunTbIBAETCS 3a BCE BPEMS NOAK/MOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSS! — ypoBeHb NpvHUMaeMoro curHana, Abm;

SNR — oTHOLWeHne curHan/wym, ob;

YoasieHHbIl RSSI — ypoBeHb NPUHMMAEMOr0 CUrHas1a BCTPEYHOrO YCTPONCTBa, AbM;

YoaneHHbili SNR — oTHOLUEHME CuUrHan/WwymM BCTPEYHOro YCTPONCTBa, AB;

TxRate — kaHanibHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/c;

BW — nonoca nponyckaHuss 6ecnpoBogHOro kaHana, Mrru;

CKopocmb repedadu — CpefHsAs CKOPOCTb nepefayn gaHHbIX 3a nocnegHue 10 cekyHg, MouT/c;
CKopocmb ripuemMa — CpefHsAsi CKOPOCTb NpuemMa faHHbixX 3a nocnegHue 10 cekyHa, MouT/c;

Bepcus O — Bepcusi nporpammHoro oéecneyeHns NoAKIHUYEHHOro YyCTPONCTBa;

Bpemsi pabombi — BpeMSi COeQUHEHUS;

Jeticmsue — npy HaxxaTuUmn KHOMKN «OTKIOUNTb» COEAVHEHME C NOAKMHOYEHHBIM YCTPONCTBOM ByAeT
pasopBaHo. [locne OTK/IYEHUS YCTPONCTBO NEePEnoaKIUNTCS;

lNepedaHo/npuHsimo Bcez20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYEeCTBO nepefaHHbIX/NPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKHOYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IMYeCTBO nepesaHHbIX/NPUHATBLIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Ko/IMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYEeHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb riepedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHW.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.7.2 TMogmeHto «CTaTncTuKa no Tpaguky»

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcs rpaddukm CKopocTn npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa

BK/IHOYEHWA YCTPOICTBA.

BeCnpOBHLIE KNHEHTHI
CTaTUCTHEE NO TPAMKY »
Cranmposanwe awpa
CrexTpoananmusarop
HiypHan cobbmii
CeTesan MHEHOpMaLMA

Wndopmaums o
PaAHONHT ca

MtchopuaLma ob ycTpokcTee

BecTpan HacTpoika MormnTopunr

Radio AP CeTeEbie HaCTPORAKK Cuctema HHCTpymMeHTHI

WLAND Tx/Rx KGuTic
Rx 0 KGaric (max: 0.4 KbuTic)
@ Tx 4.8 Kbw/c (max 9.1 Kiwric)

15:06:34 15:06:46 15:06:58 150710 150722 15:07:34 150746 15.07:58 15:08:10 15:08:22 15:08:34 150846 150858 15:08:10 150022 150034 ¢ ¢

LAN TxiRx K6utic
Rx: 0.8 KBurle (max: 18 Kbwric)
@ Tx 5.7 Kwrle (max 38 4 KBuric)

o
15:08:34 15:09:46 15:06:58 15:07:10 15:0722 15:07:34 150746 15:07:58 15:08:10 15:08:22 16:08:34 15:08:46 1508:58 16:08:10 15:00:22 15:00:34 ¢, ¢

Mepenaxo v

[pUHATO v

Mpadmk LAN Tx/Rx nokasbiBaeT CKOpOCTb nprema/nepegaym Tpadmka yepes Ethernet-nHtepdelic yctporictea
3a nocnegHue 3 MUHyTbI. padrk aBTOMaTNYeCKkn 0OHOBNAETCA KaxKable 6 CEKYHA,

Mpadcmk WLANO Tx/Rx nokasbiBaeT CKOPOCTb Npuema/nepegaun tpaduka yepes Radio-nHtepdeiic
YCTPOWCTBa 3a nocrnegHre 3 MUHyTbI. Fpadiuk aBTOMaTtnyeckn 06GHOBISETCS Kaxable 6 CeKyHA,
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MNepenaHo ~
Wntepdeiic Bcero naketoR Bcero badt OtbpoweHo nakeTos Ownbrn
LAN 6595 6264981 0 0

WLANO 4818 466342 0 5

OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeiica,

* Bcez2o nakemos — KOMM4ecTBO YCNeLHO NPUHATBLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOYYEHUY;
* OwWubKuU — KOJIMYECTBO OLLMOOK.

[MpuHATO v
WuTepdpenc Bcero nakeToe Beero bant OTbpolweHo nakeTos Ouwnbrn
LAM 24521 3899524 0 0
WLAND 186 18449 0 0
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10.7.3 TMoameHto «CkaHMpoBaHue achmpar

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

B noameHto «CkaHupoBaHue achupa» OCyLLLECTB/ISETCA CKaHMPOBaHMEe OKpYXatoLLero paanoadupa un
06HapyXxeHvne cocejHNX YCTPOMCTB.

EricTpan HacTpoika MOHUTOPHHD

BecnposoaHoi kaHan
CTaTMCTHER No TPagMKy
Cranuposanue 3upa »

CnekTpoaHanuaatop
Hypran cobeTui
CeTegan MHDOpMaLMA

WHopmauma o
paguouHTEpDeicax

Whtopmaums of yerpoicTes

Radio AP

MocnegHes ckatposatue Soino 10.07.2025 10:20:37

51Ty
OuanasoH
51Ty
5y
5y
5y
5y
51Ty

5Ty

CeTeBble HAaCTPORKA Cucrema

Pexum 55ID
AP
AP
AP
AP
ap
ap

AP

HHCTpYMEHTLI

Pexum De30NacHOCTH
OWE

Open
WPA_TXMWPAZ_1X
Open

Open

Open

WPRA2

MAC-anpec

B88:13:E2:35:EA49

E&:28:C1:FC:D6:52

E&:28:C1.FC.DE:50

EC:B1:E0:29:4D:9A

EC:B1:E0:29:4D:9B

EC:B1:E0:29:4D:9C

CC:OD:AZFTTD3A

Kanan | lupuHa

40720

3680

3680

40720

40720

40/20

36/40L

- (Bbix0g)

RSSI, nbm

-57

67

68

-

-

-T1

-T2

[nA 3anycka npouecca ckaHMpoBaHUs 3hmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLueHunst
npouecca Ha cTpaHuLe NOSIBUTCA CMIMCOK 0BHAPYXEHHBIX B paano3adupe YCTPONCTB U MHPOPMALUS O HUX:

* NocnedHee ckaHuUposaHue 6bi/10... — AaTa i Bpems NocneqHero CKaHMpoBaHus;

+ [Juana3oH — ykasblBaeTcs gmanasoH 5 [T, B KOTOPOM 6b110 06HapyXeHO YCTPOCTBO;
* Pexxum — pexum paboTbl pagnovHTepderica ycTpoicTBa;
+ SSID — SSID o6HapyXeHHOro yCTPOWCTBa;

* Pexxum 6e3ornacHocmu — pexnm 6e30nacHOCT! 06Hapy)XXeHHOro YCTPOICTBa;

* MAC-adpec — MAC-agpec o6HapyXeHHOro yCTpPOWCTBa;
* KaHasi/lLlupuHa — pagnokaHasi, Ha KOTOpoM paboTtaeT obHapy>XeHHOe YCTPONCTBO;
* RSSI/ — ypoBeHb, C KOTOPbIM YCTPONCTBO NPUHMMAET CUrHa1 06Hapy)XXeHHOro YCTPOCTBa, ABM.

€@ Bo Bpems ocylecTBNEeHNs ckaHMpoBanus acupa paavonHTepdelic ycTpoiicTea 6y4eT OTKIoUEH, YTo
npuvBeAeT K HEBO3MOXHOCTM Nepefayn faHHbIX KTMEHTCKMM YCTPOACTBAM BO BPEMSI CKaHUPOBaHWSI.
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10.7.4 TMoameHio «CnekTpoaHanmsaTop»
B nogmMeHto «CnekTpoaHaiM3aTop» OCYLLECTBAETCSA 3anyCK 1 MOHUTOPUHI paboTbl CnekTpoaHam3aropa.

Ha ycTpotictBax WB-3P-PTP5 ecTb BO3MOXHOCTb 3anycka crnekrpoaHasimsaropa Ha paguovHTepdelice Radio
5ITu,.

3anyck cnekrpoaHasmsaropa Ha nounHTepdelice

€ npwu 3anycke cnekTpoaHanusaropa paguonHTepdelic 6ygeT nepeseeH B PEXUM CKaHUPOBAHWS, YTO
npvBeaeT K npepbiBaHuio Bcex Wi-Fi coeanHeHnin Ha 4aHHOM paguounHTepgeince.

BricTpan HacTpoika MoHUTOPUHT Radio AP CeTeBble HacTPOoRKM Cucrema MHCTpyMeHTE! - (BbIXoq)

BecriposogHofi karan % CraHupoRaTh CraHmpoeanue zaiimer He Banee 67 ¢

CramicTika no Tpadwky
MocnepHes ckannposanye Geino 05.05.2025 11:35:18
CraHvpoeaHue supa

CnekTpoaHanuzarop » gy
Yacrora: 5220 My
HypHan coBermai 75 | BalulEE T

Cetesan uHopmauma 65

WMhdhopmayma o
pagvonHTEpeiicax

Wudbopmauwma ob ycTpoiicTee

¥Tunusayms kanana, %

Il l”.lli. ; | ‘.‘.’.M[I.[.1|‘|.‘I...\_|||‘|.I|[||u .

5200 5300 5400 5500 5600 5700 5800 5900
Yacrota, My

10
5
0 I

[na 3anycka paboTbl cnekTpoaHasim3aTopa HaXXMUTe Ha KHOMKY «CkaHupoBaTtb». B MHpopmaLMOHHOM OKHe,
pacnonoXeHHOM crpasa OT KHOMKKW, OTobpaxaeTca BpeMs B CEKyHAaX, NpoLLejllee ¢ Hadyasa 3anycka
CKaHupoBaHus. Bpems paboTbl cnekTpoaHanm3aTtopa Ha Radio 5 Ty, 3aHMmaeT He 6onee 1.5 MUHYTbI.

* [llocniedHee ckaHuposaHue 6b1/10... — fata U BPeMs Moc/eHero CKaHMpoBaHus;

* Ymusu3ayusi kaHazsia — HhopMauns 0 3arpy>eHHOCTU paZuokaHasa, BbipaXKeHHas B nNpoueHTax;
+ Yacmoma — yacTtoTta kaHasia B MI'L, Ha KOTOPOM NPOn3BOAUIOCH CKaHNPOBaHWE;

+ KaHa/1 — HOMep KaHasa, COOTBETCTBYIOLLMIA JaHHOI YacToTe.

© CnektpoaHanusaTop NpPoU3BOANT aHa/N3 BCEX KaHAIOB Avanas3oHa BHe 3aBUCMMOCTY OT HACTPOeK Ha
paanovHTepdelice.
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10.7.5 TMoamMeHo «)KypHan cobbITUiA»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

BuicTpan HacTpoika MoHuTopuHr Radio AP CeTeskie HACTPOHKM Cucrema WHetpymeHTsl - (BbiX00)
becnposoaHoil kaHan & ObHoBMTL & Ounctve
Crameruea o Tpadyry Nata u Bpema Tun Mpouecc CoobuleHue
Crarmposarine agypa Oct 6 06:38:36 user.info monitord spectrum analyzer on interface ‘wlan0' finished
Cnextpoananuzatop Oct 6 06:38:32 user.info monitord start spectrum analyzer on interface 'wlan0’
HKypran cobermvi » Oct 6 06:28:51 authpriv.infe weblogin[2041] pam_unix(weblogin:session): session opened for user admin
CeTesan HhopMaLmA Oct 6 06:28:44 auth.wam weblogin[2034] pam_authenticate call failed: User not known to the underlying authentication module (10)
WichopuaLus o Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix(weblogin:auth): authentication failure
panMoMHTepdeicaX Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix{weblogin:auth): check pass; user unknown
Wrdpopmauma 00 yctpoiicTee Oct 6 06:28:38 auth.warn weblogin[2031] pam_authenticate call failed: User not known to the underlying authentication module (10)
Oct 6 06:28:35 authpriv notice weblogin[2031] pam_unix(weblogin-auth): authentication failure

+ [ama u spemsi — Bpemsi, Korga cobbiTue 6b110 CreHepPMPOBaHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ poyecc — nms npougecca, CreHepMpoBaBLIEro CoobLeHE;

+ CoobuweHue — onucaHne coobITus.

Tabnmua 5 — OnucaHne Kateropuin BaXxHOCTU cobbITuiA

YpoBeHb Tun BaXXHOCTU OnucaHue
Co00LeHnN
0 UpesBblyaiiHble B cucTteme npousoLunia Kputuyeckas owmnoka, cuctema MOXeT paboTtatb
(emergency) HenpaBu/IbHO
1 CurHansl TpeBoru (alert) Heob6xoauMo HeMeA/IeHHOe BMeLLaTelbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 OwnbouHble (error) B cucteme npomsoLuna ownbka
4 MpeaynpexaeHus MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBeAomMeHne cuctembl, HeaBapuiiHoe coobLueHne
6 ViHdhopMaLMOHHbIe VIHdhopMaLMOHHbIE COOBLLIEHMS CUCTEMBI

(informational)

7 OTtnagouHble (debug) OTnagouyHble COOBLLEHMS NPEAOCTaBSAT NO/b30BaTE/N0 UHADOPMALIMIO A5
KOPPEKTHOW HACTPOKN CUCTEMBI

[ns nonyyYyeHns HOBbIX COOOLLEHUIA B XXypHasie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.
Mpyn HEO6XOAMMOCTY BCE CTapble COOBLLEHNS U3 XXypHaIa MOXHO YAA/IUTb, HAXXaB Ha KHOMKY «OUnNCTUTb».
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10.7.6 TMoameHio «CeTeBas MHGoOpMaLnsa»

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

BricTpanA HacTpolika MoHUTOpMHT

BecnposogHoii kasan
CramucTuka no Tpadmky
CraHuposaH1e achupa
CnexTpoaHanuaatop
HKypHan cobeimai
Cetesan wHdropmauya »

WMhuchopmauma o
paauouHTEpdelicax

HchoprmaumA of ycTpoiicTee
“ y

Radio AP

CeTeBkie HACTPOHEN

Craryc WAN
WnTepdeiic
MpoTtokon
IP-agpec
MpunATo
Mepenakno

Ethernet

CocToAHue nopra
CropocTs

Oynnexc

Ne IP-appec

MapLipyTel ~
Ne Wutepdeic
0 br0

1 br0

Cuctema WMHCTpyMeHTE!

brl

DHCP

4.9 M@aiit (5 178 169 Baiit)

2.2 MBaiit (2 313 173 Baiit)

Up
1000
Full
MAC-agpec
D8:5E:D3:60:AD:F4
D8:5E:D3:60:AD:F2
90:54:B7-28:6F:E8
HazHa4enne Wz Macka
0.0.0.0 10.30.110.1 0.0.0.0
10.30.110.0 0.0.0.0 255.255.255.0

Dnaru

UG

Cratyc WAN:

* MlHmepdpelic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblin ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KoNn4ecTBO NpPUHATLIX HAa WAN 6ailT;

* [MepedaHo — konnyecTBo nepefaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — cocTtosiime Ethernet-nopra;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;

* [ynnekc — pexum nepegaymn AaHHbIX:

* Full — nonHbIin gynnekxc;
* Half — nonyagynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaymsa o coorsetcteun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyTbl:

* Mlhmepdpetic — nms bridge-nHtepgeiica;
* HasHaueHue — IP-agpec xocTa uav NoACeT HasHaYeHWs, A0 KOTOPbIX YCTAHOB/IEH MapLLPYT,;
 Umo3 — IP-agpec wno3a, Yyepes KOTopbIiA OCYLLIECTBSETCSA BbIXOA HA aapecara;
+ Macka — macka noacety;
* @azu — onpefenieHHble XxapakTepUCTUKN AAaHHOTo MapLupyTa.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLyM Ha NOKasTbHO cucTeMe, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHVMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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10.7.7 MogmeHto «MHdhopmauns o pagnonHtTepdence»

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca

YCTpPOWCTBA.

BHICTpan HAaCTpOWEE MOHATOPHHT

BecnposoaHol kasan
CTarucTika no Tpadmey
CraHuposanne 3thupa
CriekTpoaHanusatop
Hyphan cobumuid
CeTeean MHDOPMaLNA

WHbopMaywa o
paguonHTepdeicax >

WMhtpopmayun o6 ycTpolicTee

Radio 5Ty
Craryc
MAC-agpec
Pexmm
MownocTe curHana, Abm
Kanan
LupnHa kadana, My,
YpoBeHb Wyma, Abm

YTUNUEAUMA KaHana, %

Radio AP CeTesble HaCTPOHKA CucTema WHCTpYMEeHTHI

BrntoweHo
EC:B1:E0:2E:6B:T0
IEEE 802.11ax

27

36 (5180 My}

20

-93/-83

8

PaauonHTepdeiic ycTpoicTBa MOXET HAXOAUTLCS B ABYX COCTOSIHUSX: «BKMOUEHO» NN «BbIKoueHo». B
3aBMCMMOCTY OT cTaTyca MHTepdieiica ANa MOHUTOPVHIa AOCTYMHa ceayoLas MHopMaLms:

«BbIKNHOYEHO»

+ Cmamyc — COCTOsIHMe pagnovnHTepgeiica;
+ MAC-adpec — MAC-aapec pagnonHTepdeiica;

«BkntoyeHo»

+ Cmamyc — COCTOsiHue pagnonHTepdelica;

+ MAC-adpec — MAC-aapec pagnouHTepdeiica;

« Pexum — pexum paboTtbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;

+ MowHocmb cueHasna, 0bM — MOLLIHOCTb CUrHana, Ha KoTopoii paboTaeT pagnonHtTepdelic;

« Cmamyc nook/oueHuUsi — COCTosiHME noaxntoUeHns knneHta (STA) k Touke gocTtyna (AP). JocTynHo
TO/IbKO /19 pexunma ycTponcTea «KnneHT,

* KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeic;

* LllupuHa KaHa/sia — WMpuHa NosiIoCbl YacTOT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeinc;

* YpoBeHb WyMa — ypoBeHb LLyMa KaHaa, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* Ymunu3ayus kaHasia — NHhopMaLms 0 3arpy)XeHHOCTU paamokaHasa, BblpaXKeHHas B MNPOLEeHTax.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.7.8 MogmeHto «MHpopmauns 06 ycTpoiicTee»

B nogmeHto «MHchopMauma 06 ycTpoiicTBe» 0TOOPaXKeHbI OCHOBHbIE XapaKTepPUCTUKM YCTPOICTBA.

HNELTEX

BicTpan HacTpoiika

BecnpoeogHoi KaHan
CratucTuka no Tpadpky
CranvposaHue achiupa
CnexTpoaHanu1zatop
HypHan cobeimii
Ceresan MHpOpMaLMA

Whchopmauua o
paguouHTepdelicax

Wndpbopmawma of ycTpoiicTee >

MoHUTOpHHF Radio AP

CeTeBule HacTpoliku

IManenue

AnnapaTHan BepcuA
3aeoacroil MAC-agpec
CepuiHeii Homep
Bepecwa MO

Pe3aepsHan sepcua M0
Bepcua arpyaduka
CwcTemtoe epema
Bpems pabotsl

Sarpyzka LINY
Wcnonbayeman namaTe

& OBHoBMTS

@ TecroBslii peskim

Cuctema

1v2
EC:B1:E0:2D:9B:00

WP58000152

06.10.2025 05:39:50
0.m, 00:21:15

2%

4@ 98 MGaiir / 237 Moaiir

WHCTpYMEHTEI TR (BLixom)

V30enue — HammeHoBaHVe MOAENN YCTPONCTBE;
AnnapamHasi Bepcusi — Bepcusl annapaTHoro obecneyeHmnst yCTpoicTBa;
3asodckol MAC-adpec — MAC-agpec WAN-nHTepdoeica ycTponcTea, yCTaHOB/IEHHbIV 3aBOAOM-

N3roTtoeBuTesiem,

CepuliHbIl HOMep — CepUiiHbIN HOMEpP YCTPOCTBA, yCTaHOB/EHHbI 3aBO40OM-U3rOTOBUTENEM;
Bepcus MO — Bepcusi NporpaMMHOro obecneyeHmns yCTpomncTea,;

PesepsHas sepcus 10 — npeabiaylulas yctaHoB/eHHasa sepcud M0O;

Bepcus 3aepy34uka — Bepcus NporpaMMHOro obecnevyeHns 3arpysymka ycTponcTaa,
CucmemMHoe BpemMsi — Tekyllme BpeMs 1 [aTta, yCTaHOB/IEHHbIE B CUCTEME;

Bpems pabomsl — Bpems paboTbl C MOMEHTa Noc/e4HEero BKAKYEHNSA v nepesarpy3kn yCTponCTBa;

3azpy3ka LIy — cpefHuin NpoLeHT 3arpy3kun npoweccopa 3a nocnegHune 5 cekyHa,
Vicrionb3yemasi naMmsimp — NPOLEHT UCNO/1b30BaHMA (OU3NYECKON NaMATN YCTPONCTBA.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.8 MeHio «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

10.8.1 MoameHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

BeicTpan HacTpoika MoHUTOpUHT Radio AP CeTegtle HACTPOMKM Cucrema WHcTpymeHTE -~ (esron)

Radio > 06ume
QoS Pexam ycTpoiicTea Touka gectyna PTP hd
NononHMTENEHD Pexam 802.11 IEEE 802 11ax b
AgTomaTHueckuil BeIbop kaHana

OI'paHVNMTb CNWCOK KaHanoe

LLmpuna kanana, My 40 v
OcHosHoil kasan Upper ~

DUKCMPOBAHHAR LEHTPANLHAA YacToTa (m]
MowHocTs curdana, abm ~

G}MKCMpDBaHHaﬂ KaHankHas CKopoCTe Auto ~
nepegaqM

MakcumansHas kaHaneHaA CHOpPOCTE Auto ~
nepejaqM

MakcumansHas kaHaneHaA CHOpPOCTE Auto A
npuema

PaccTornme, kM 0

D

* Pexxum ycmpolicmsa — pexum paboTbl pagnovnHtepderica yctporictaa. JoCTynHb:
+ Touka docmyna PTP — TouKa-TOuKa;
+ Touka docmyna PMP — TOUKa-MHOTOTOYKa,;
* KnueHm — 6ecnpoBofHOMN KNneHT (STA).
* Pexum 802.17 — pexxum paboTbl MHTepdeica cornacHo ctaHgapTam:
« IEEE 802.11ax;
* IEEE 802.11a/n/ac;
+ IEEE 802.11a/n/ac/ax.

+ ABmomamuyeckuli BbI60p KaHasia — Npn yCTaHOBMEHHOM hriare yCTPOMCTBO OyAeT aBTOMaTUYeCKM
BblOMpaTbh HAMEHEE 3arpy>XeHHbIi pagnokaHan ans padoTtbl paguonHtepdeiica. Mpu cHaTom dnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMN CTaTUYeCKOoro paboyero kaHana,

* KaHas1 — BblIOOp KaHasa nepefayn AaHHbIX;

+ OgpaHuyumsb CrnucoK KaHas08 — Npu yCTaHOBNEHHOM dhiiare yCTpOMCTBO OyZeT UCNnosb30BaThb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHa/10B 47151 paboTbl B aBTOMATU4eCcKoOM pexunme Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTb CNMCOK KAHaI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO YCTPOIMCTBO OYAET BbiOMpaTh pabounii KaHas M3 BCEX AOCTYMNHbIX KaHa/10B AAaHHOIO
AnanasoHa 4yacTtoT. KaHanbl agnanasoHa 5 'u; 32-193;

* PaspeweHHbIl CrucoK KaHa/l08 — HACTPOKa AOCTYMNHa B pexunme ycTponcTea «KnneHt». Mpu
yCTaHOBNEHHOM ch/iare YyCTPOMUCTBO BYyAET MCNONb30BaTb OrpaHNYeHHbIV NoIb30BaTe/IEM CMMCOK
KaHa/10B A/151 CKAaHMPOBaHNS U OGHaPYXXEHNEe BCTPEUHbIX YCTPONCTB. Ecnun donar
HanpoTuB «Pa3speweHHbIl CMUCOK KaHa/108» He YCTaHOBJ/IEH U/IN B CMXCKE OTCYTCTBYIOT KaHaslbl, TO
YCTPOWCTBO ByAET CKaHMPOBaTb BCE AOCTYMHbIE KaHaslbl AAHHOIO AManas3oHa 4acToT. KaHasbl
AnanasoHa 5 'y 32-193;
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UlupuHa kaHana, MMy — WwvpnHa Nosiockl YacTOT KaHaa, Ha KOTOPOM paboTaeTt YyCTPONCTBO, NPUHUMAaET
3HaveHnsa 5, 10, 20, 40, 80 1 160 My,
OCHoBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPONYCKHON CNOCOBHOCTH CTaTUYECKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPUYHbIM KaHas1aMu:

+ Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MIy, B nonoce 40 MIy,
duKcupoBaHHasi YeHmpasibHasi Yacmoma — npu aktueauum cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpaeneHus) 6yaeT nepeaaBaTbCs Ha YKa3aHHON LIeHTPasIbHOM YacToTe KaHasia ¢ 3aaHHOl LLIMPUHO
nonocsl (40 MIy). ®yHKLMS SIBNSIETCA NPONPUETapHON, Nnepesada BeAeTcs He no cTaHaapTam IEEE
802.11, rae npegnonaraeTca UCNOMb30BaHNE PasHbIX LEHTPaUTIbHbIX YACTOT AN Tpadmka AaHHbIX U
ynpasneHns npu WwnpuHe kaHana 40 My,
MowHocmb cuzHasia, 0bM — perynuposka MOLHOCTK curHana nepegaryuunka Wi-Fi B gbwm;
PukcupoBaHHasi KaHaslbHasi CKOpocmb repedadu — (PUKCUPOBaHHas CKOPOCTb 6ecnpoBOAHON Nepeayn
[JaHHbIX, onpegensemas cneundukaumamm ctaHgaptos IEEE 802.11a/n/ac/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fepedaqyu — MakCcMasibHas CKOpoCTb 6eCnpoBOAHOM Nepegayun
[AaHHbIX aHHOro YCTPOWCTBa, onpeaensemas cneundukaunamm ctaHgaptoB IEEE 802.11a/n/ac/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fpuemMa — MakCMasibHas CKOpoCTb 6eCnpoBOAHONM Nepesayn
[AaHHbIX BCTPEYHOrO YCTPOWCTBA, onpegensemas cneyndukauymamm ctaHgaptos IEEE 802.11a/n/ac/
ax. [JoCTynHO TO/IbKO B pexumax yctpoincTsa «Touka goctyna PTP» n «KnineHT;
PaccmosiHue, kM — paccTosiHMe Mexay YyCTpoicTBaMu B KUOMeTpax. ViaMeHeHne 3HavyeHus
paccTosHMA N3MEeHUT 3HaveHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie Mexay ycTporictBamu 3,2 KM, TO HE06X04MMO yKasaTb 4 KM;
TDD — npwv ycTaHOB/IEHHOM pnare onuus BK/KOUEHa, MHade — BbiktoyeHa. TDD — 3To TexHosorus
6e3KOINIM3NOHHOTIO A0CTYNa C BPEMEHHbIM pasfe/neHnemM KaHauia, KoTopasi CUHXPOHU3NPYET nepegadvy
[aHHbIX B 0060MX HanpasfeHNsAX B paMkax BpeEMEHHOro Kkaapa.

LWvpuHa kaHasia 5 n 10 MI'y, gocTynHel ToNbKO B pexume IEEE 802.11a/n/ac.

MapameTpbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOI KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTponcTBa
«Touka poctyna PTP» nnu «Touka goctyna PMP».

B cnyuae, ecnv B crnmcke «OrpaHMymTb CNUCOK KaHas10B» YKa3aH HeloCTYNHbIN A1 Bblbopa kaHasl, To
OH OyaeT OTMeYeH cepbiM LUBETOM. [1151 Toro 4to6bl HOBasi KOHUrypauus 6bii1a npyMeHeHa Ha
YCTPOWCTBE, B crncke «OrpaHnynTb CNMCOK KaHaU10B» AO/MKHbI ObITb yKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CYHUM LIBETOM) KaHaslbl.
Mpumep. Ha ycTpoiicTBe elle He NPOoM3BOANIOCH HUKaKMX HAaCTpoek, No yMmondaHuio Ha Radio 5 T
ycTaHoBneHa «LvpuHa kaHana» 20 My, a B cnncke «OrpaHNYnUTb CMIMCOK KaHas10B» KaHasTbl He
yKasaHbl.
Jonyctum, Bpy4YHYH0 B CNUCOK «OrpaHnynTb CNCOK KaHasioB» 6bl1v fobasneHsl 36, 40, 44, 48 kaHasbl
1 nosiBuNacb HEO6BXOAMMOCTb YCTaHOBUTL NapameTp «LnprHa kaHana», pasHblii 40 My, Mpu
n3mMeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoanT criegytollee:

« AN pefakTMpoBaHnst OTKpbiBaeTcst napameTp «OCHOBHOI KaHas1», NPUHMMAIOLLMIA 3HaYeHKEe No

ymonuaHuo «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynUTb CMUCOK KAHa/10B» MEHSAOT CBOW LIBET C CUHETO Ha Cepblit.

Ecnu namennts napametp «lnpunHa kaHana» Ha 40 My, u He yoannTb cepble KaHaslbl U3 CrUCKa, TO
NpU HaXaTum Ha KHOMKy «prMeHuTb» B 6pay3epe NosBUTCA olnbka «BBeeHHble faHHble coaepxar
OLUNGKM. N3meHeHNs1 He Bbln NpuMeHeHbl». COOTBETCTBEHHO, KOH(PUIypaLmsa yCTponcTBa n3MeHeHa
He ByaeT. 3TO NPONCXOAMT MO NPUYMHE TOrO, YTO KaHaslbl, BblAE/IEHHbIE CEPbIM LIBETOM B CMNMCKE
«OrpaHu4nTb CNMCOK KaHas10B», He NOAXOAAT nog onpeaenexHve «OCHOBHOM kaHan» = Upper.
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@ nNapameTp MakcMMabHOI kaHabHOM CKOPOCTV MPUeMa UCMOMb3YIOTCS /151 YKa3aHUs MakCUMasbHOM
KaHa/1bHOI CKOPOCTM NepeAayun BCTPEYHOMY YCTPOWCTBY.
Mo3aToMy, HacTpavBasi MakCUMasibHYH KaHaslbHY CKOPOCTb MpUeMa, Hanpumep, Ha knmeHTe (STA),
HacTpavBaTb MakCMMaJslbHYt0 CKOPOCTh Nepepayuun Ha Touke goctyna (AP) He HyXHo.

B pasgene «[onosHUTENIbHO» OCYLLECTBASKTCS HACTPONKM AONONHUTENbHLIX NapaMeTpoB
paanonHTepdeica ycTponcTea.

L ONOMHWUTENEHD v

0BSS Coexistence
Mopaep:xka DFS MpuHyAUTENsHO v

KopoTkMid 23alWMTHEIR WHTepEAN

STBC
Mepuoa oTNpasky cryHetHLX 100
COODLLEHUA, MC
MNopor dparmeHTaumm 2346
Mopor RTS 2347

Arperauma

KopoTtran npeambyna

Pexm pabomel DHCP Snooping replace v
Onuma 82 dopmar CID APMAC-55ID v

Onuwmn 82 dopmart RID ClientMAC v

Topmar MAC-agpeca AABB:.CC:DD:EE:FF hd

+ OBSS Coexistence — pexunm aBTOMaTnN4YeCKoro ymeHbLIEeHWS WWWPUHBbI KaHasa npu 3arpy>XeHHom
paanoachmpe. MNpn ycTaHOBIEHHOM (lare peXxmnm BKITHOYEH;

+ lNoddepxxka DFS — mexaHn3m AMHaMU4YeCcKoro Bbibopa YacToTbl. TPebYeT OT 6ECNPOBOAHbIX YCTPOWNCTB
CKaHupoBaTb pagnoadnp v nsberarb UCMNOb30BaHNS KaHa10B, COBNaAatoLmx ¢ kKaHasiaMmu, Ha KOTOPbIX
pa6oTatoT paanonoKaLnoHHble cucTemsl B 5 'L, AnanasoHe:

* BbIK/1HO4EHO — MexaHW3M Bbik/todeH. DFS-kaHasbl He AOCTYMHbI 47151 BbI6OPa;
* BK/1IO4EHO — MEeXaHU3M BK/IHOYEH;
+ [NpuHyoumesnibHO — MexaHu3M Bbik/todeH. DFS-kaHasbl AOCTYNHbI A4 BblGopa.

« Kopomkuli 3awjumHsili UHmMepsas1 — NogaepXka YKOPOUEHHOTO 3aLMTHOro MHTepBasia. YCTPOMCTBO
nepenaeT AaHHble, ucnosb3ys 400 He 3aWuTHbI HTepBan (BMecTo 800 HC) Npu 06LLEHNUM CO
BCTPEYHbIM YCTPONCTBAMM, KOTOPbIE Takke NOAAEPXMBAKOT KOPOTKUIA 3aLUUTHBIN UHTEpBaUT,

+ STBC — meTof NpOoCTPaHCTBEHHO-BPEMEHHOIO G/1I04YHOIr0 KOAVMPOBAHWS, HAaNPaB/EHHbI Ha NOBbILLIEHWE
HaAEeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM (hiare yCTPOMCTBO nepefaeT oAuH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOUCTBO He nepesaeT O4UH U TOT Xe MOTOK
[aHHbIX Yepes3 HEeCKO/IbKO aHTEHH;

+ lNepuod omnpasku c/yxebHbix cO0bWeHUl, MC — nNeproa, nocbisikn Beacon-ppenmoBs. dpelimbl
nepegarTcs A5 06HapYyXeHNS BCTPEUYHOTO YCTPOICTBa B adompe, NpuHnmaeT 3HadveHuns 20—2000 mc, no
ymon4yaHmio — 100 mc;

+ lNopoe hpaemeHmayuu — nopor dparmeHTaumm openma, B 6aintax. NMprMHMMaeT 3HaueHnss 256—2346,
Nno ymosiHaHuio — 2346;
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* [Mopoe RTS — ykasbIBaeT 4Y1C/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHNE AAHHOTO 3HAYEHMS MOXET Y/yULNTL PaboTy YCTPOICTBA NPy 6O/bLLIOM
KO/IM4ecTBe NOAKMHUYEHHbIX BCTPEUHbIX YCTPOMCTB, O4HAKO 3TO YMEHbLUAEeT 06LLYI0 MPOMYCKHYHO
cnoco6HocTb 6ecnpoBogHol ceTu. MpuHMMaeT 3HaveHnsa 0—2347, no ymonyanuio — 2347,

+ Agpezayusi — BknroveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosb30BaHNe KOPOTKOM npeamby bl NakeTa;

* Pexxum pabomsl DHCP Snooping — BbI6op nonntukn o6pabotkn DHCP onunmn 82. locTynHble 3HaYeHus
Ana Bolbopa:

* ignore — obpaboTka onuuu 82 oTkNoYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — yCTPOWCTBO yaansieT 3Ha4yeHne onuumn 82;
* replace — ycTpoOIACTBO NOACTaBASET UK 3aMeHSsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOIo
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HaueHust napameTtpa CID Ha <MAC-agpec ycTpoicTBa>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HayeHus1 napameTpa Ha ums SSID ycTpolicTBa;
+ custom — 3ameHa 3Ha4veHus napametpa CID Ha 3HaueHVe, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ynet nepefasatbcs B CID. Ecnv 3HayeHne napameTpa He 3a7aHo, YCTPOCTBO
6ynet nsmeHATb CID Ha 3HaveHne no ymonyaHuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymMmosiyaHuio;

+ APMAC — n3mensitb cogepxunmoe RID Ha MAC-agpec ycTpoiicTBa,;

+ APdomain — nameHsitb cogepxunmoe RID Ha goMeH, B KOTOPOM HaxoAuTCcs
YCTPOWCTBO;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onums
82 yHuKasbHbIn RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KoTopas
6yaet nepegasatbcs B RID. Ecnu 3HayeHre napameTpa He 3aaHo, yCTPOMCTBO
6yneT nameHsTb RID Ha 3HaveHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

,ﬂ.ﬂﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

61



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.8.2 TMogmeHto «QoS»

B noameHto «QoS» ocyLlecTBAsSieTCS HAcTpolika pyHKLMIA o6ecneyeHunst kauectsa o6cnyxmBaHus (Quality of
Service).

* Wi-Fi Multimedia (WMM) — BkntoueHne noaaepxkm WMM (Wi-Fi Multimedia);
* Bksiro4ums QoS — npuv ycTaHOB/IEHHOM (hniare AOCTyNHa HacCTpoika yHKLMn obecneyeHuns kavecTsa
o6cnyxusaHus (Quality of Service).

BricTpan HacTpoiika MoHuTopuHr Radio AP CeTeBble HacTpOHKK Cucrema WHCTpymMeHTs! - (BbIxom)

Radia Wi-Fi Multimedia {WMM)
QoS> Broumte QoS
Ronantuensto AP EDCA Parameters
Oyepens AIFS cwilin cwMax TXOP Limit

Data 3 (Dou) 7 15 v 1023 + 0

Data 2 (Best Effort)

Data 1 (Buneo) 1 7 o 15 v a1

Data 0 (Fenoc) 1 3 » 7 » a7
Station EDCA Parameters
Oyepens AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 15 W 1023 « 0

Data 2 (Best Effort) 3 15 v 1023 « 0

Data 1 (Bugea) 2 7

Data 0 (Fenoc) 2 3 o 7 - A7

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB yCcTpoiicTBa (Tpadvk nepeaaercs B
Hanpas/ieHWUWN K KIIMEHTCKOMY YCTPOICTBY):
* Ouepedb — NnpeponpeseneHHble ovepean 418 passIMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepesb, BbICOKasi NPONYCKHasi CNOCOBHOCTb
(npuoputeTsl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpegHenpuopuTeTHasi oMepeb, CpeaHsIsi NPonyCckHas Cnoco6HOCTb U
3afepxka. B gaHHyto odyepeb oTnpasiseTca 60/bWNHCTBO TPaAULNOHHBIX |P-4aHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 71 (Budeo) — BbICOKONPUOPUTETHASA ouepesb, MUHUMasIbHbIE 3aepPXKN. B AaHHOI
oyepean aBTomaTMyeckn obpabartbiBaloTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuopuTeTsl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbiCOKONPUOPUTETHASH oYepeib, MUHMMasIbHbIE 3aAePXKN. B AaHHO
oyepean aBTomaTnyeckn obpabaTtbiBalOTCA AaHHbIE, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak:
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHus kagpos (dpelimMoB)
[laHHbIX, U3MepsieTcs B cnoTax, NpMHUMaeT 3HadeHus (1-255);

* cwMin — Haya/IbHOE 3Ha4YeHne BpeMEHN OXngaHus nepes NoBTOPHOM OTNpPaBKoW Kaapa,
3afiaeTcd B MUNUCEKYHAAX, NPUHUMaET 3Hadvenua 1, 3,7, 15, 31, 63, 127, 255, 511,1023.
3HauyeHne cwMin He MOXET npeBbiaTh 3HadYeHne cwMax;
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* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* TXOP Limit — napamMeTp NUCNo/b3yeTCs TOMbKO A8 AaHHbIX, NepegaBaeMbiX OT KNIMEHTCKOrO
ycTpoiicTBa. BO3MOXHOCTb Nepefayn — MHTepBasi BPEMEHW, B MUNIMCEKYHAAX, KOT4a BCTpeyHas
WME-cTaHuMs umeeT npaBa MHULMNPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHON cpee K
YCTPOWCTBY, MaKkCMMasibHOE 3HavyeHne 65535 MUNIMcekyHa,;

« Station EDCA parameters — Tabnmua HacTpoek NapamMeTpPoB K/IMEHTCKOroO YCTPocTBa (Tpadumk
nepegaeTcsl B HaNpaB/ieHNM OT K/IMEHTCKOro yCTpolicTBa). OnucaHue nosnei tTabnuibl NpYBeAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

10.8.3 MoameHto «0N0HUTENBHOY»

B nogMeH0 «[lonoNHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepdelica ycTpolicTaa.

BICTpaA HacTpoiika MoHUTOpUHT Radio AP CeTeBble HACTPOMKM CucTema WMHCTpyMeHTE! - (etxog)

Radio [lononHUTensHo

QoS CrpaHa Poccia v [ Pasbriormposats

JononHATENEHO >
o [pUMEeHITE ® OTmena

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOIi paboTaeT yCTPoKCTBO. /19 BbiGopa CTpaHbl HY)XXHO BbICTaBUTb
chnar «Pa3bnokupoBatb». B 3aBUCMOCTI OT YKa3aHHOTO 3HaYeHUs1 ByayT NPMMEHEHbI OrpaHNYeHmns K
Mosioce YacToT 1 MOLLHOCTM Nepeaartyumka, KoTopble AeNCTBYIOT B aHHO cTpaHe. OT yCTaHOB/IEHHOM
CTpaHbl 3aBUCUT CMUCOK AOCTYMHbIX YACTOTHbIX KAHa/T0B, YTO B/IMSIET HA aBTOMATMYECKNIi BbI6OP KaHas1a
B pexxume Channel = Auto.

€ Hactpoiika nokasnbHbIX (PErMOHaNbHBIX) OrpaHUYeHNiA, BKItouas paboTy Ha paspeLLeHHbIX YacTOTHbIX
KaHasiax 1 BbIXOAHOW MOLLIHOCTW, SIB/IIETCS OTBETCTBEHHOCTHH MHCTa/ISITOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHQOUIypaLumy 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHUTb». [151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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10.9 MeHio AP

B meHi0 «AP» BbINoHAETCA HacTpolika Toukn goctyna (AP — Access Point) (nanee «AP»).

© Menio <AP» [OCTYMNHO TOMIbKO B pexume ycTpoicTBa «Touka goctyna PTP» nnm «Touka goctyna
PMP».

10.9.1 MoameHIo «Touka goctyna»

BhicTpanA HacTpoiika MoHUTOpUHE Radio AP CeTeBkle HaCTpOikM Cucrema MHCTpYMEHTEI ru - (esxon)

Touka octyna > OBLWwmMe HACTPOIRKKU
BrnioueHo
SSID
Tpaxcnupoeate SSID
MpuopuTeT DsSCP v
Pesiaan Minimal Signal
MuHMMANEHEIR ypoBEHE CUrHana, gbum -100

Mopor ypoBHA CUrHANE NP POYMMHTE, -100
abwu

WMuTepsan Minimal Signal, ¢ 10
MakcuMansHoe KONWYecTEO KNUEHTOS 0
WMaonauma aboHexTos
Pexam Gezonackoctn WPA3 v

Krrou WRA @

MFP Brnioyeno v

O6LIMe HaCTPOKK:

* Bk/toueHo — npwv ycTaHOBNEHHOM onare Touka gocTyna (AP) BKkoUYeHa, MHaue — BbIK/THOUYEH3;

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKKOYEHO BellaHune B adinp SSID, nHave —
BbIK/1HOYEHO;

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpegenser nosne, Ha OCHOBaHMM KOTOPOTo Tpaguk,
nepegarowmiica B paguonHtepdelic, byaet pacnpegensartbca no oyepegam WMM:

+ DSCP — 6ynet aHanumanpoBatbes npuoputet n3 nonst DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanusuposatbcs NpuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
nakeToB.

* Pexum Minimal Signal — npn yctaHoBNeHHOM hriare dOyHKLUUSA OTK/THOUEHNUST KNIMEHTCKMX YCTPONCTB Npu
HWU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. 4nst pa6boTbl oyHKLMOHA1a Heo6XoANUMO
HaCTpOWTb criegytoLlmne napameTpbi:

* MuHuUMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHas1a B ABM, H/Xe KOTOPOro NPoUCXoauT
OTK/THOYEHME KIMEHTCKMX YCTPONCTB OT 6ECNPOBOAHON CETY;

* [lopoa ypoBHs cueHasia npu poyMuHa2e — YpOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOAUT NEPEK/THYEHNE KNIMEHTCKMX YCTPONCTB Ha Apyroe ycTpoicTeo. MapameTp
[O/MKEH ObITb BbIle, YeM «MUHUMabHbIV YPOBEHb CUTHaNa»: ecnin «MUHUMasTbHbIA YPOBEHb
curHana» paBeH -75 aAbm, To «opor ypoBHA cuUrHana npu poymuHre» So/mkKeH ObiTb paBeH,
Hanpumep, -70 gbm;

* WiHmepsas Minimal Signal — nepnog BpeMeHn, No NCTEYEHNN KOTOPOro NPUHUMAETCA peLleHne 06
OTK/THOYEHUMN KNIMEHTCKMX YCTPONCTB OT 6ECNPOBOAHON CETW.
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* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/IbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
6ecrnpoBOAHOl CETU KNIMEHTCKMUX YCTPOICTB;

W3onayusi aboHeHmMos — npv yCTaHOBNEHHOM donare BK/loYeHa n3onauns Tpaduka Mexay
NOAK/MOYEHHBIMY YCTPONCTBaMY;

Pexxum 6e3onacHocmu — pexum 6e3onacHoCTV focTyna K 6ecrnpoBogHON ceTu:

* BbIK/IlOYEHO — He UCMNO/b30BaTh WWNhpoBaHme 4718 nepefayv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMbpoBaHusi, obecneUnBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nonb3oBartenei He TpebyeTcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napo/s 415 NOAKIYEHNS K CETH.

+ WPA2, WPA3 — cnocobbl lingpoBaHus, Npu Bbl6ope KOTopbIX ByAeT AOCTYNHa creaytouas
HacTpoiika:

* Koy WPA — knto4d/naposb, He06xXxo4uMbIl 419 NOAKIYEHUS K 6ecnpoBogHoi ceTu. nvHa
Kntoya coctas/nseT oT 8 A0 63 CMMBOJIOB.

+ WPA2-Enterprise, WPA3-Enterprise — pexum LUMpoBaHUS KaHasia 6ecrnpoBOfHON CBA3N, Npu
KOTOPOM YCTPOICTBO aBTOPU3YeTCS Ha LeHTpanim3oBaHHOM RADIUS-cepBepe. [1ns1 HACcTpoikm
OaHHbIX peXXMMoB 6e30nacHoCTK TpebyeTca ykasaTb napameTpbl RADIUS-cepBepa. Takxke
TpebyeTcsa yka3aTb ko4 ana RADIUS-cepsepa. Mpu BbIGOpe 04HOM0 13 cnocobos 6yaet
[0CTyNHa cneaytollas HacTpoiika Radius (cM. Huxe).

MFP — 3awmta management-kagpos (4ocTynHo npu pexumax 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise n WPA3-Enterprise. Npwn Bbibope pexuma 6e3onacHoctn WPA3, WPA3-Enterprise, MFP
NnepeBoANTCSA B COCTOSAHME BK/toueHo, npu Boibope apyrux pexunmos 6e3onacHoct MFP nepesogutca B
cocTosiHne OTK/THOYEHO):

* Omk/iro4eHo — 3aWwmTa management-kagpoB OTK/IIOYEHS;

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnveHTbl 6e3 noanepxku

MFP MoryT nogkniounTbCs K gaHHon AP;
* BksioyeHO — 3almTa BK/IKYEHa, K/IMEeHTbI, He nogaepxusatowme MFP, nogknounteca He MoryT.

HacTpolikn «MakcmmanibHOe KONIMYECTBO K/IMEHTOB» U «M30n5Aums abOHEHTOB» [OCTYMHbI TONIbKO B
pexvmMe ycTpoicTBa «Touka goctyna PMP».

Ecnu BbiktouMTL NapameTp «TpaHcmpoBatb SSID» Ha Touke gocTyna (AP), To KnMeHTckoe
YCTPOMCTBO HE CMOXET K HEeil NoAKIUNTLCA 6€3 [ONO/THUTENbHON HACTPOKN peXnma CKaHMpPOBaHUS.
Heo6x0AMMO Ha KIMEHTCKOM YCTPOWCTBE BK/TIHOUNTL PEXMM aKTUBHOTO CKaHMPOBaHWS (CM. NyHKT
Bk/OUEHME aKTVBHOMO CKAHUPOBAHUS).
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RADIUS:
RADIUS
Homex root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapons RADIUS cepeepa @&

Mcnons208aTh akkayHTUHT uepes
RADIUS

Wecnone308ats gpyrue HACTPOKKK ANA
AKKAYHTUMHIE

IP-appec RADIUS cepeepa anA 192.168.0.1
aKKayHTUHIA
Mopt RADIUS cepeepa anA 1813
AKKAYHTUHIA
Mapone RADIUS cepeepa anA @

akKayHTUHra

MNepuoguueckan oTnpaeka
AKKAYHTUHIE

WHTepsan oTnpaeku akkayHTUHra 600

+ JlomMeH — JOMeH nonb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbIli MCNoNb3yeTcsa ANnsa ayteHTudmkaymm n
asTopusauuu;
+ lMaposb RADIUS cepsepa — naponb anst RADIUS-cepBepa, NCNonb3yemoro Asis ayTeHTugukaymm m
asTopusauuu;
* Vlcnosnb3oBamb akkayHmuHe Yyepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBisiTbCs
coobueHns «Accounting» Ha RADIUS-cepBep;
* Micrnosib3o8amb Opyaue HacmpoUliku 0719 akKkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS-cepeepa, cnonb3yemoro a/1s
aKKayHTUHra;
+ lMaposb RADIUS cepsepa 07151 akkayHmuHza — naponb ans RADIUS-cepsepa, ncnosnb3yemoro ans
aKKayHTUHra;
+ Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIi 6yAeT NCNoNb30BaH A5 cOopa akkayHTUHra
Ha RADIUS-cepBepe;
+ [Mepuoduyeckasi omrnpaska akkayHmuHaa — BKOUYUTb NePUOANYECKYI0 OTNPaBKy COOOLLEHWIA
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas O0TNpaBKn COOOLLEHNA MOXHO B none «/iHTepBan
OTMpPaBKM akkayHTUHIa».
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VLAN

Access VLAN ID

VLAN Trunk

General Mode

General VLAN ID

+ Access VLAN ID — Homep VLAN, c koToporo 6yaeT cHUMaTbCA MeTKa npu nepegade tpaduka
K/MEHTCKUM YCTpocTBaMm. Npu NpoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbI
TpadurK OT KIMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbest MeTka VLAN ID (4ocTynHO Npu OTK/TOYEHHOM

pexume VLAN Trunk);
« VLAN Trunk — npv ycTaHOB/IEHHOM dp/iare KIMEHTCKMM YCTPONCTBaM NepeaeTcsl TErMpoBaHHbIii
Tpadmk;

+ General Mode — npu ycTaHOB/IEHHOM ch/1are K/IMEHTCKUM YCTPOICTBaM paspeLuaeTcs nepegada
HeTermMpoBaHHOro Tpaduka COBMECTHO C TerMpoBaHHbIM (AOCTYMNHO NpPW BK/IOYEHHOM pexume VLAN
Trunk);

« General VLAN ID — Homep VLAN, ¢ koToporo 6yAeT cHMMaTbCSA MeTKa nNpu nepeaade Tpaduka
K/MEHTCKUM YCTpoicTBam. Npu NpoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbI
TpadurK OT KIMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbes MeTka General VLAN ID (gocTynHo npw
BK/oUeHHbIX pexumax VLAN Trunk n General Mode).

OrpaHn4yeHnsa CKOpoCTU:
[na pexuma yctporictBa «Touka goctyna PTP»:

OrpaHu4eHna CKopocTH

Brniounte

OrpaHudeHue CKOPOCTH Tpaduka

OrpaHuuetne ckopocti B Down 0 Kbut/c
OrpanuueHmne cropocti & Up 0 Kbut/c

OrpaHuyeHHe WHPOKDEeWATENLHOTO/MHOTOapecHoro Tpaduka

Leinep Broadcast Down 0 naxlc
LLeiinep Broadcast Up 0 nak'c

Letnep Multicast Down 0 naklc

* BK/104UMb — aKTUBMPOBATb MOJIE HACTPOEK,;

+ OepaHuyeHue ckopocmu 8 Down — orpaHuyeHne NPonyCcKHOM CNOCOBGHOCTM B HaNpaB/Ie€HNN OT TOUKM
noctyna (AP) oo KNMEHTCKOro yCTpoicTBa, KGnT/c;

+ OepaHuyeHue ckopocmu 8 Up — orpaHuYeHne nponyckHOi cnocoBHOCTA B HanpasneHumn ot
K/TMEHTCKOIO YCTpOIACTBa [10 Touku goctyna (AP), K6ut/c;

* Llednep Broadcast Down — orpaHuyeHne KonmyecTsa LMPOKOBELLATE/bHbIX NAKETOB B Hanpas/ieHUN
oT To4kmn goctyna (AP) 40 KNMEHTCKOro YCTPOICTBA, NakK/c;

* Lllednep Broadcast Up — orpaHmMyeHne KonmyecTBa LWMPOKOBELLaTe IbHbIX MAKETOB B HaNpaB/1eHnn OT
K/TMEHTCKOIO YCTPOIACTBa 10 Touku goctyna (AP), nak/c;

* Lednep Multicast Down — orpaHuyeHne KonnmyecTBa MHOroaApeCHbIX MaKeTOB B HANpPaB/IeHUN OT TOYKM
noctyna (AP) oo KMEHTCKOro YCTPOICTBa, nak/c.
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[nsa pexuma yctpolictBa «Touka goctyna PMP»:

OrpaHnuyeHun CKopocTy

Brniounte

OrpaHuyeHne ckopocTh Tpadmka

Obuyee orpaHuueHue ckopocTi &8 Down 0 Kbut/c
O6wee orpaHuueHmne cxopocti B Up 0 Kbut/c
Orpaxmuenue ckopoct STAE Down 0 Kbut/c

Orpanuuenue ckopocth STAE Up 0 Kbut/c

OrpaHu4eHHe WHPOKOBEWATeNLHOTO/MHOTDaApeckoro Tpaduka

Lllefinep Broadcast Down 0 nak/c
Uleiinep Broadcast Up 0 nax/c
Lerinep Multicast Down 0 naw/c

* Bk/1to4umb — akTMBMPOBAaTb NoJsie HaCTPoek;

+ Obujee oepaHu4eHuUe ckopocmu 8 Down — orpaHnyeHue o6Lein NPONyCKHOM CnOCOGHOCTY B
HanpaeneHun ot Toukn gocTyna (AP) 10 KIMEHTCKMX YCTPOICTB, KGUT/C;

+ Obuwee oepaHuyeHue ckopocmu 8 Up — orpaHnyeHmne obuiei NponyckHOM CnoCOB6HOCTM B HanpaB/ieHun
OT K/TMEHTCKMX YCTPOIACTB A0 Toukn aocTyna (AP), Kout/c;

+ OepaHuyeHue ckopocmu STA 8 Down — orpaHu4eHne NPonycKHOM CNOCOOHOCTM B HanpaBieHUN OT
Toukm goctyna (AP) 40 KaX/A0ro K/IMEHTCKOrO YCTPoicTBa, KonT/c;

+ OepaHuyeHue ckopocmu STA 8 Up — orpaHmyeHne nponyckHOM CNOCOBGHOCTU B HANpPaBfieHnn OT
KaXK[10r0 K/TMEHTCKOIO YCTPOCTBa 10 Toukn goctyna (AP), K6ut/c;

* Lllednep Broadcast Down — orpaHuyeHne KonmyecTsa LMPOKOBELLATE/bHbIX NAKETOB B Hanpas/ieHUN
oT To4kmn goctyna (AP) 40 KNMEeHTCKMX YCTPOICTB, Nak/c;

* Lllednep Broadcast Up — orpaHmMyeHne KonmyecTBa LWMPOKOBELLaTe IbHbIX MAKETOB B HaNpaB/eHnn oT
K/TMEHTCKMX YCTPOWCTB A0 Toukn gocTtyna (AP), nak/c;

* Lednep Multicast Down — orpaHuyeHne KonnmyecTsa MHOroaApeCHbIX NakeToB B HANpPaB/IeHUN OT TOUKM
noctyna (AP) oo KNMEHTCKUX YCTPOCTB, Nak/c.

KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINOMHAETCS HacTpoiika cnuckoB MAC-aapecoB BCTPEUHbIX YCTPOICTB, KOTOPbLIM, B
3aBMCUMOCTY OT BbIOpPaHHOI NOMIMTUKN AOCTYNa, pa3peLleHo Uam 3anpeLLeHo NoaKyaTbCs K JaHHOMY
YCTPOIiCTBY.

KoHTpont goctyna no MAC

BrntoueHo
MonuTika 3anpemiTe v

Cnucok MAC-agpecoe

1 AABB:CC:DD:EEFF x

2 AABB:CC:DD:EEEEE x

* BK/1l04EHO — NpU YCTaHOB/EHHOM chnare 6yaeT paboTaTb BbibpaHHasi MONUTMKA AOCTYNa;
* Mosaumuka — NoNUTUKa AocTyna. Bo3MOXHble 3HAYEHUS:
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+ 3anpemums — K JaHHOMY YCTPOWCTBY OyZeT 3anpeLleHo NoAKIYaTbCs BCTPEUYHbIM
ycTpoiictBam, MAC-agpeca KoTopbIX CoAepxarcs B cnvicke. Bcem octasibHbIM fOCTYnN 6yaert
paspeLueH;

* Paspewums — K JaHHOMY YCTPONCTBY OyAeT pa3peLueHo NoAKIYaTbCs TONbKO TEM BCTPEUHbIM
ycTpoiictBam, MAC-agpeca KoTopbIX CoAepxarcs B cnvucke. Bcem octasibHbIM fOCTYN 6yaeTt
3anpeLyeH.

+ Cnucok MAC-adpecos — cnnucok MAC-afpecoB BCTPEUHbIX YCTPONCTB, KOTOPbIM paspeLueH nnu
3anpeLeH AocTyn K faHHOMY yCcTpolicTBy. MoXeT cogepxarb 0 128 afpecos.

[ns Toro 4yto6bl 06aBUTL afpec B CMNCOK, HAXKMUTE KHOMKY @ n B nosiBmBLLemcA none seegute MAC-
agpec. Ytobbl yaanuTb agpec U3 Cnmucka, HaKMUTE KHOMKY E] B COOTBETCTBYHOLLIEN CTPOKE.

Ecnv Bo3HMKNa He06X0AMMOCTb A06aBUTb B cnucok MAC-agpec NoAKMHYEHHOIO YCTPONCTBA, HaXXMNUTE B
KOHL,E CTPOKM KHOMKY E] 1 BblbepuTe HYXHbIN apec U3 Cnucka, OH aBToMaTnyeckn fobaBuUTCcA B Nose.

Mo ymonyaHuto B cnncke otobpaxaetcsa Ao 10 agpecos. [19 TOro 4to6bl yBUAETbL NOJHLIV CAMCOK B CNy4vae,
€C/In OH coaepxuT 6onee 10 aapecos, HAXXMUTE KHOMKY «[Moka3aTb BCE».

10 AABB CC.DD:EEAA - x

MokasaTb BCE

Ansa BCTYMNJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHEe3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTe KHOMKY «OTMeHa».

© nocne nsmereHus «SSID» Ha Touke pocrtyna (AP) Bo3MoxHa noteps goctyna o KNMEeHTCKMX
ycTpoicTB. Heobxoaumo cHavania n3mMmeHutb «SSID» Ha KNMEHTCKMX YCTpoCcTBax B MeHio «STA», a
3aTeM Ha Touke goctyna (AP) B MeHH «AP».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

B meHio «STA» BbINo/HSAETCS HAcTpoiika knneHTa (STA — Station) (nanee «STAv).

© MeHio «STA» [OCTYIMHO TOMBbKO B peXmme yCTporcTBa «KnneHT».

10.10.1 TMoameH «KnueHT»

Knment > MoaknoyeHue

Penoim
Ne MpuopuTer SSID DesonacHocTH

1 ] A WPA2
2 0 v WPA3-Enterpr

3 ] v OWE

VLAN

Access VLAN ID
VLAN Trunk
General Mode

General VLAN ID

MVR
MVE VLAN 1D
MVR 802.1p

JononHKWTENbLHO

MpuopuTer DSCP

OrpaHu4eHHA CKOpOCTH

Brnounte O

EricTpan HacTpoika MOHUTOPHHT Radio STA CeTeBble HAaCTPOMKN Cucrema MHETPYMEHTHI

v

v

v

MFP

OTkneoue %

Brniouer %

Brnioder v

- (BE1X0A)

Wma nonbsosarens Mapons

[NoaknioyeHue:

« Mpuopumem — onpeaensieT ouepeAHOCTb UCNOb30BaHUs Npoduneii. Mpy novcke cetTn n
MOAK/THUYEHNN, YCTPOCTBO UCNOMb3YET NPOGW/Ib C HAMBbICLLVM NPUOPUTETOM B NepByto ovepeab. Ecnu

NPYOPUTETbI OIMHAKOBBIE, TO YCTPOICTBO ONpeAensieT ouepeAHOCTb UCMNO/b30BaHUsS npoduneii Ha

OCHOBaHUKM pexuma wudgposaHusa n RSSI;

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy g4ocTtyna K 6ecnpoBogHOl ceTu:
* BbIK/1I04EHO — He UCNO/b30BaTh LWMPOBaHME AN Nepesayn AaHHbIX.
« OWE (Opportunistic Wireless Encryption) — meTop, WndppoBaHus, o6ecnedvBatoLmii 6e30nacHOCTb

[aHHbIX, NepeaaBaeMblixX Mo He3aLULLEHHON CEeTH.

+ WPA2, WPA3 — cnocobbl lungpoBaHus, Npu Bbi6ope KOTOPbIX ByAeT AOCTYNHa creayroulas

HacTpolika:

* Knrou WPA — knioy/naporsib, Heo6XoanMblii AN NoAkMoueHns K 6ecnpoBogHoli ceTu. AnvHa
K/lloua cocTaBnseT oT 8 4o 63 CMMBO/IOB.
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+ WPA2-Enterprise, WPA3-Enterprise — pexum LUMpoBaHUs KaHasia 6ecrnpoBOfHON CBA3N, Npu
KOTOPOM YCTPOINCTBO aBTOPU3yeTCs Ha LeHTpann3oBaHHOM RADIUS-cepBepe. [1nsi ucnonb3oBaHus
[AaHHbIX peXxnmoB 6e3onacHoOCTM TpebyeTcs ykasaTb napameTpbl NOAK/THYEHNS:

* VIMsi nosib30B8amesist — NOTWH, HeO6GXoAUMbIA Ansa asTopu3auun Ha RADIUS-cepsepe;
* lMaposib — KNy/naponb, Heobxoaumblii Ansa asTopmsauun Ha RADIUS-cepsepe.

* MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise, WPA3-Enterprise n OWE. MNMpwn Bbi6ope pexuma 6e3onacHocTn WPA3, WPA3-Enterprise, OWE,
MFP nepeBoguTcs B cOCTOsIHME BK/oYEHO, Npu BblGope Apyrnx pexummos 6esonacHoctn MFP
nepeBoaMTCA B COCTOsIHME OTK/OYEHO):

* Omk/io4eHo — 3aWwmTa management-kagpoB OTK/IIOYEHS,

+ OnyuoHasibHO — 3awmTa paboTaeT, eciv 6ecnpoBogHas ceTb nogaepxmeaetr MFP. YcTpoiicTeo
MOXET NOAKNIYNTLCS K CETU, KOTopas He noggepxmsaet MFP;

* Bk/104eHO — 3alymTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IYMTHLCA K 6€CNPOBOAHON CETH, He
nopaepxvsatowieii MFP.

[ns no6aBneHns HOBOro NPOUAA NOAKIYEHNST HAXKMUTE KHOMKY «[06aBnTb Npodunnby». MakcumasibHO
MOXHO [06aBUTb 8 npodunei.

VLAN:

+ Access VLAN ID — Homep VLAN, ¢ koToporo 6yaeT CHUMaTbCs MeTka npu nepegade Tpadmka Ethernet-
yCTpOICTBaM, Haxoaawmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIN Tpaduk 6yaeT HaBewmBaTbca MeTka VLAN ID (40CTYnHO Npu OTKIOUYEHHOM peXuMe
VLAN Trunk);

+ VLAN Trunk — npu ycTaHoBneHHoM cpnare Ethernet-yctpolictBam, Haxogsiwmmcs 3a KnmeHTom (STA),
nepefaetcs TerMpoBaHHbIA Tpaduk;

* General Mode — npw yctaHoBneHHOM conare Ethernet-ycTpoiicTBam, HaxogawwmMcs 3a knveHToM (STA),
paspellaeTcs nepegaya HeETErMPOBaHHOTO Tpadgika COBMECTHO C TENMPOBaHHbLIM (40CTYMHO Npu
BK/toUeHHOM pexxkume VLAN Trunk);

*+ General VLAN ID — Homep VLAN, ¢ koToporo 6yaet cHuMaTbCcs MeTka npu nepegade tpadumka Ethernet-
yCTpOiicTBaM, HaxoaawwmmMes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTernpoBaHHbIli Tpaduk 6yaet HaBewwnBaTbes MeTka General VLAN ID (4OCTYNHO Npu BK/THOYEHHbIX
pexumax VLAN Trunk n General Mode);

* MVR — npu ycTtaHoBneHHOM onare doyHkumoHan MVR (Multicast VLAN Registration) BkntoueH. Jaet
BO3MOXHOCTb MCMOMb30BaTh 0TAeNbHbIA VLAN ansa Multicast-Tpaduka;

* MVR VLAN ID — Homep VLAN Multicast-Tpadhmka, ¢ KOTOporo 6yaet cCHUMaTbCA MeTKa Npu nepegaye ero
Ethernet-ycTpoiicTBam, Haxoaawmmes 3a kineHTom (STA). Mpu NpoxoxaeHnn Tpadimka B 06paTHyto
CTOPOHY Ha HeTermposBaHHble IGMP-nakeTbl OT KfineHToB 6yaeT HaBewmnBaTbca meTka MVR VLAN ID;

* MVR 802.1p — npuopuTteT 802.1p, KOoTOpbIA ByaeT npucBavsatbcs IGMP-naketam ot Ethernet-ycTpoiicTs,
HaxoasALWwmxcs 3a knveHToM (STA).

JononHnTenbHo:

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpesenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:
+ DSCP — 6ynet aHanmaunposartbes npuoputet n3 nonsg DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeT aHanu3upoBaTbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
naxkeToB.
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OrpaHnyeHns CKOpPoCTu:

OrpaHW4yeHnA CKopocTy

Brnioumte

OrpaHnyeHne CKOPOCTH TpadmKa

Orpannyenne cropoctit 8 Down 0 Kéur/e
OrpanuusHue cropoci B Up 0 Kbur/c

OrpaxHWyeHme LWHPOKOBELATENbHOrO/MHOTOaapecHoro Tpaduka

LUefinep Broadcast Down 0 naklc
LLlefinep Broadcast Up 0 naw/c

Leiinep Multicast Down 0 naw/c

* Br/1o4umb — akTMBMPOBaTb NoJsie HacTpoek;

+ O2paHuyeHue ckopocmu 8 Down — orpaHuyeHne nporyckHOM CNOCOBHOCTN B HanpasfeHnn OT KneHTa
(STA) po BCTpeuHoro ycTpoiicTea, Kout/c;

+ OzpaHuyeHue ckopocmu 8 Up — orpaHuyeHve nponyckHoW Crnoco6HOCTM B Hanpas/IEHUN OT BCTPEYHOIro
ycTpoiicTBa A0 knneHTa (STA), K6uTt/c;

* Lednep Broadcast Down — orpaHuyeHne KonmyecTsa LMPOKOBELLATEIbHbIX NAKeTOB B Hanpas/ieHUn
oT knneHTa (STA) A0 BCTPEUYHOro YCTPOICTBA, Nak/c;

* Llednep Broadcast Up — orpaHmyeHne KonmyecTea LWMPOKOBeLLaTe IbHbIX MAKeTOB B HaNpaB/ieHUn oT
BCTPEYHOro yCTpoiicTBa A0 kneHTa (STA), nak/c;

* Lednep Multicast Down — orpaHuyeHne KonnyecTBa MHOroaApecHbIX NakeToB B Hanpas/ieHnn oT
knneHTa (STA) A0 BCTPEYHOro YCTPOIACTBA, Nak/c.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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10.11T MeHto «CeTeBble HACTPONKN»

10.11.1 MoameHto «CrucTemHas KoHdurypaums»

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

BeicTpan HacTpoika MoHUTOpHHT Radio AP (CETEELIE HACTPOHKM Cucrema

CrcTemHan Kondmrypaums > Vius xocTa
Loctyn leorpadyeckiii Jomet
VLAN ynpaenesms
WLAN ID
MpoTokon
Cranaueciui IP
CeTeRasn Macka
Linroz
MepavuHsi DNS
Eropyaseast DMNS
TNokansHOE yNpaBneHKe Yepes Ethemet
Brniouero
Cramaueciil IP

CeTeBan Macka

+ [PHMEHHTE

HHETRYMEHTHI

root

Terminating

Static

192.168.1.10

2552552550

192.0.3.1

2552552550

*¥ OTmeHa

* VIMsi xocma — CeTeBoe UMs YyCTPOIACTBa, 3aaeTcs CTpoka 1—63 CMMBOJIOB: NTATVHCKIE 3arnaBHble U
CTPOYHble BYKBbI, AL, 3HAK Aednc «-» (Aedorc He MOXET GbiTb NOCNEAHUM CUMBO/IOM B UMEHM);
« leozpagpuyeckuli domeH — [JOMEH, B KOTOPOM pacrnonaraeTcs yCTpoicTBo;

* VLAN ynpas/neHus:.

* BbiksmoyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

« Terminating — pexum, npyn koTopom VLAN ynpaBneHnss TepMUHUPYETCA HA YCTPOMCTBE; B 3TOM
C/lyyae y BCTPEYHbIX YCTPONCTB, NOAKNIOUYEHHbIX Yepe3 paavonHTepdeiic, HeT goctyna Ao

AaHHoro VLAN;

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic

(npun cooTBeTCTBYtOLLEN HacTpoiike AP).

« VLAN ID — npeHTtudpmkatop VLAN, ncnonb3yemblii Ansa Aoctyna K yCTpoiACcTBY, NPUHUMAET 3Ha4YeHnsa 1-

4094,

+ Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTepdency yCcTpoIcTBa K CETU NpeaocTaBIeHns ycnyr npoeagepa:
+ DHCP — pexum pab6oTbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heob6xoanmble 18 paboTbl B ceTun, 6yayT nosyyeHsl or DHCP-

cepBepa aBToMaTtn4yecku,

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTEepdenc HazHavatTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns CTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

« Cemesasi Macka — MacKa BHELLHEW noacetu,

* Lo3 — agpec, Ha KOTOPbIA OTNPaBAAETCA NaKeT, eC/v A4/19 HEro He HalijeH MapLipyT B

Tabnmue mMapLipyTmusaymn.

* lMepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
HasHavaloTcsa aBTomartmyecku no npotokony DHCP, 3aaaiite nx Bpy4Hyo.

€@ nMocne HacTpoiiku «VLAN ynpasneHusi» BO3MOXHa NoTeps JocTyna [0 YCTPOoCTBa.

73



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

JlokanbHoe ynpasneHue Yyepes Ethernet:

[JaHHblli nogpasaen no3BosisseT HaCTPOUTb HETErMPOBAaHHbI AOCTYN A0 ycTpolicTea yepes Ethernet-
nHTepdeiic.

* BK/1104E€HO — aKTUBUPYET HACTPOIIKY;

« Cmamuuyeckuli IP — IP-aapec Ethernet-uHtepdelica ycTpoiicTBa B /IOKas/IbHOW ceTu (Mo YMOYaHuo
192.0.3.1);

+ Cemesasi Macka — Macka rnofcetu.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

10.11.2 TMogmeHto «JocTyn»

B nogmeHto «4oCcTyn» Npon3BoOAUTCA HacTpoiiKa [ocTyna K yCTPOMUCTBY nocpeacTtsoM web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

BeicTpan HacTpoiika MotmTopuHr Radio AP CeTesble HAaCTPOMKK Cucrema WHCTpymMeHTHl - (Bbxoa)

CucTemHan koHvrypauma WEB
Mecryn» HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnat
Mopt 23
SSH
Mopt 22
NETCONF

SNMP

+ MMpumeHuTs *® OTmeHa

+ [lna BKIKOYEHWA [OCTyNa K yCTPOMCTBY Yepe3 web-uHtepcpeic no npotokony HTTP yctaHoBuTe dhnar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NoMeHsiTb HTTP-nopT (no ymonuyaxuto 80).
[nanasoH AonycTMMbIX 3HA4YEHUI NOPTOB, MOMNUMO YCTaHOB/IEHHOrO No ymonyaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;

+ [lns BKKOYEHMA [OCTyNa K yCTPOCTBY Yepes web-uHtepdpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
ymMonyaHumio 443). lnanasoH AonyCTUMbIX 3HAYEHUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMO/IYaHMIO, C
1025 no 65535 BKIOUNTENBHO;

© noptbl ansa npotokonos HTTP u HTTPS He Ao/mkHbl MMETb OMHAKOBOE 3HaYeHMe.

« [lnsa BKkNoYeHus aocTyna K ycTpoiicTBy uepes Telnet yctaHoBuTe donar Hanpotus «Telnet». B
NOSIBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsITb Telnet-nopT (Mo ymonuaHuio 23). AvanasoH
[0MNYCTMMbIX 3HAYEHWUI NOPTOB, MOMMMO YCTAHOBIEHHOTO MO YMon4yaHuto, ¢ 1025 no 65535
BKJ/TIOUUTESbHO;

+ [1ns BKNHOYEHMS A0CTyNa K yCTPOUCTBY Yepe3 SSH yctaHoBuTe cpnar HanpoTtue «SSH». B nosismsLLeMcs
OKHe eCTb BO3MOXXHOCTb NMOMeHsiTb SSH-nopT (No ymonuanuio 22). nanasoH AonyCTUMbIX 3HAUYEeHWi
NopTOB, MOMMMO YCTaHOBJ/IEHHOIO MO yMon4aHuto, ¢ 1025 no 65535 BKNHOUNTENBHO;

+ [1ns BkNtoueHns aoctyna K yctponcTtey uepe3d NETCONF yctaHoBuTe dpnar Hanpotme «<NETCONF».
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MporpammHoe obecneveHne WB-3P-PTPS no3BonsieT nsmeHsiTb KOHUrypawumo yCTpoicTBa, NPpoBOANTb
MOHUTOPUHT €r0 COCTOSIHUSA, a TaKkKe ynpasBasiTb YCTPOWCTBOM MCNoNb3ys NpoTokosn SNMP.

SNMP
MNaponk Ha uTeHue public
Mapone Ha zanuce private
Agpec ana npuéma Tpanoe v1
Agpec ana npuéma Tpanoe v2

Aapec anA npuéma coobwenni Inform

CucTemHoe uMA ycTpoiicTea WB-3P-PTP5
KoHTakTHaA MHDopMaUWA NpoW3E0aMTENA Contact
MecTononoxeHue ycTpoicTea Russia
Mapone B Tpanax trap

+ [MpumeHHTE *® Otmena

YcTpoicTBo nogaepxusaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na n3amerHeHusa napametpos SNMP-areHTa yctaHoBuTe thriar HanpoTtns «SNMP», nocsie atoro ctaHyT
[IOCTYMHbI CriefytoLie HacTPONKK:

Maposib Ha YmeHue — Naposib Ha YTEHNE nNapameTpoB (06LLENPUHSTLINA: public);

Maposib Ha 3anuck — Naposib Ha 3anvcb NapamMeTpoB (06LLENPUHATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nnv AoOMeHHoe Ums npueMHuka coobueHnin SNMPv1-trap B
thopmarte HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma mpanos v2 — IP-agpec nav AoOMeHHOe UMs npueMHuka cooblueHnin SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobuwjeHuti Inform — IP-agpec nnn goMeHHoe NMsi NpUeMHUKa coobLeHnii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMs YCTPOINCTBa;

KonmakmmHasi uHghopmayusi npou3sooumesisi — KOHTaKkTHast MHhopmaLumsi NPON3BOANTENSA YCTPONCTBA,;
MecmononoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbIX A1 UTEHUSA U KOH(IUTYPMPOBaHMA NOCPeACTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVHI NapamMeTPOB YCTPOICTBA;
eltexLtd.1.127.3 — ynpaBneHve ycTpoiCcTBOM,;
eltexLtd.1.127.5 — koHchurypmpoBaHue ycTpoicTaa.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmkarop npegnpusatmsa «NTTEKC».

Moppo6Hoe onucaHue OID WB-3P-PTP5 gocTtynHo no cnegytowein cebinike: Onncanve OID Ha FBWA WI-FI 6.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBUCMYIO NaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.12 MeHo «Cuctema»

B mMeHi0 «CucTeMa» BbINOSTHATCA HACTPOLKM CUCTEMbI, BpDEMEHW, XXypHasna syslog, Nnpon3BoauTcs cMeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

10.12.1 MoameHto «O6HOBNEHNE MO ycTponcTBar

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

BhICTpaA HAacTpoHKa MOHWTOPWHT Radio AP CeTeBbIE HACTPOHKKH Cuctema VIHCTPYMEHTRI - (BbIXOMO)

OBHoenexue MO ycTpoiicTea » AKTMBHaA Bepcua M0

Pesepaian seponn 10
Kongurypauma

AxmyansHas eepcud [0 docmynHa no adpecy: hifp /eltex-co.ru/support/downloads/
KoHTponk QOCTYNHOCTH

@ain obHoeneHnA Mo BriGop daina | He BbiDpaH HW OAWH ain
Mepesarpyska _
AYTEHTUDUKALMA
ypHan

Nata u BpemMA

MHOMKaLMA

« AkmusHas sepcusi 10 — Bepcusi NpOrpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOICTBE,
paboTatoLias B aHHbI MOMEHT;
* PesepsHasi sepcusi [10 — Bepcys NPOrpaMMHOro obecneyeHms, yCTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYI MOXHO MepekounTees 6e3 3arpysku goaiina MNo;
+ Cdennamb akmusHOU — KHOMKa, MO3BO/ISALLLANA cAenaTb pe3epBHyto Bepcuio MO akTUBHOWN, AN
3TOro NoTpebyeTcs nepesarpyska ycTpoiicTea. AKTMBHasi Bepcus MO B 3TOM c/lyyae CTaHeT
pe3epBHOIA.

O6HoBNeHKE nporpaMmmHoro obecneyeHus

3arpysute hainn MO c caitta htip://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha KomnbtoTepe. MNocne
3TOr0 HaXXMUTE KHONMKY «Bblibepute gain» B none datisn o6HosneHusi N0 v ykaxuTe nyTb K chaiiny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOBEHNSE HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHuLIe), NOc/e Yero
YCTPOMNCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

© 06HoBRATL MO cneayet cHavyana Ha knveHTe (STA), a 3aTem Ha Touke gocTtyna (AP).

@ He otknlouaiiTe NUTaHe YCTPOIICTBA, HEe BbINOMHAITE ero nepesarpysky B npouecce 06HoBAeHNs MO.
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10.12.2 MopmeHto «KoHdurypaumns»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

bhiCTpasa HacTpoka MOHWTOPHHT Radio AP CEeTeBbIE HACTPOMKN Cucrema MHCTPYMEHTHI - (BbIXOM)

OfHoeneHue MO ycTpoicTsa Mony4uTs apxue #* Crayats
KOHPUIypaLun c ycTpoiRcTEa
KOHMIypauua »
3arpy3nTb apxue | BriBop thaiina | He BbiSpaH HW oauH daiin
KoHTpone AoCTYNHOCTH KOHCMIYPaLMK Ha YCTPORCTED

Mepesarpyska

CHpoc Ha 3aBonckHe COXpaHWTh NapameTpsl J0CTYNa

AYTEHTHDUKALMA .
HAaCTPOWEM % COpoc

AypHan
Nara w Bpema

MHAuKaLMA

[NonyyeHne KoHGUrypaumm

UT0O6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA HAa TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBNEHME KOHdIMIYpaLmn

[lns 3arpy3ky cOXpaHEHHOro Ha JI0Ka/lbHOM KOMMboTepe dhainna KoHUrypauum Ncnonb3yeTcs NyHKT
«3arpysuTb apxuB KOHUrypauum Ha ycTpoincTeo». 19 06HOBNEHNS KOH(IUIYypauum yCTPOMNCTBa HAOXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCTQOVICTBa K 3aBOACKNM HaCTQOVIKaM

UT0o6bI caenaTb C6pOC BCEX HACTPOEK YCTPOIMCTBA HA CTaHAAPTHbIE 3aBO/ACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnu akTmBupoBaH donar «CoxpaHnuTb napameTpbl A0CTyna», To 6yyT coXxpaHeHbl Te napameTpsbl
KOHpUrypaLumm, KOTopble OTBEYAtOT 3a A0CTYN K YCTPOICTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/NETCONF/Web).
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.12.3 TMoameHto «KOHTPOb AOCTYMHOCTU»

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

BbICTpaA HACTPOWMKA MOHWTOPHHT Radio AP CeTeBble HacTPORKKH Cuctema MHCTpYMEHTBI

n - (BbIx0M)

ObHoenexne NO ycTpoicTBa BrrioueHo
KoHdmrypauma [NercTene Mepesarpyzka ycTpoiAcTea v
KoHTponk AOCTYNHOCTH > Ping-cepeep 192.168.1.1
Mepesarpy3aka JafepiKKka Nepen Ha4yanom 300
NpOBEPKM
AyTeHTUDMKALUSA Mephnog oTnpask ICMP- 300
3anpocos
KypHan

TaimayT oxuaaHus ICMP- 1

- OTBETOB
Nata u Bpema
MaKkcUManbHOE KOMUYEeCTEo 3

HEY1a4HbIX NPOBEPOK

MHOuKaLma

Bk/iroueHo — npu yCTaHOBIEHHOM ch/iare KOHTPO/1b AOCTYMHOCTU BK/THOYEH, MHAYe — BbIK/THOYEH;
Aelicmsue:
* [Mepe3arnyck ethernet uHmepcgpelica — B cnyvyae He[OCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHrepdelica yctpoiicTea;
* [epe3aryck 6ecrnposodHO020 uHMepgpelica — B Crlyvae HeJOCTYNHOCTK 3afaHHoro Ping-cepsepa
Npoun3onaeT nepesanyck 6ecnpoBoAHOIO MHTepdeiica yCcTpoCTBa;
* [epe3acpyska ycmpolicmsa — B C/ly4ae HeOCTYNHOCTY 3agaHHoro Ping-cepsepa npovsoinget
nepesarpyska ycTpolicTsa.
Ping-cepsep — IP-agpec nnn gOMeHHOE NMsA XOCTa, Kyaa oyayT otnpasnaTbca ICMP-3anpoci;
3adepixka nepeod Ha4ya/ioM MPoBePKU — BPEMS B CEKYHAAX Noc/e BKIOYEHUS YCTPONCTBa Nn
npeablgylwero cpabarbiBaHns, B TEHEHNE KOTOPOro KOHTPO/1b AOCTYNMHOCTY He ByaeT paboTtaTs.
Bo3moxHble 3HaveHus: 60—86400 BKIHOUNTENBHO;
Mepuod omnpasku ICMP-3arnpocos — BpeMs B CeKyHAax, Yepes Kotopoe byaet otnpasneH ICMP-3anpoc
nocne nonyyenuns ICMP-oTBeTa UM NPUHATMA PELLEHUS 0 TOM, YTo npeabiaywuin ICMP-3anpoc
oKasasica HeyfauHbIM. Bo3aMoxHble 3HavyeHuA: 1-86400 BKIOUNTENBHO;
Talimaym oxuodarusi ICMP-omsemos — BpeMs B CEKyHaX, B TedeHne KoToporo oxugaetcs ICMP-oteeT
Ha oTnpasneHHblii ICMP-3anpoc. Ecnv no ncteyeHnn spemenn ICMP-oTBeT He nonyuyeH, To ICMP-3anpoc
cunTaeTca HeygauHbIM. Bo3MoXHble 3HavyeHuA: 1-10 BKIOUYNTENBHO;
MakcumasibHoe Ko/lu4ecmBso HeyOauyHbIX MPoBEPOK — MaKCUMaslbHOe KO/IMYeCcTBO HeyaauHblx ICMP-
3anpocos. Ecnin konnyecTtso HeygayuHbix ICMP-3anpocoB gocTuraeT yka3saHHOro Y1csa, To BbINO/THAETCS
3agaHHoe faelictere. BodamoxHble 3HaveHus: 1-86400 BKIOUMTENBHO.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHa».
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10.12.4 MopMmeHto «Mepe3arpyska»

s nepesarpysku yCTpoiicTBa HaXXMIUTE Ha KHOMKY «[epesarpyskar. MNpoLecc nepesanycka ycTpoicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

BhICTpaA HaCTponKa MOHUTOPUHT Radio AP CeTeBble HAaCTPOMKKA Cuctema MIHCTPYMEHTBI n - (BbIXOM)

OfHoeneHue MO ycTpoicTsa Mepesarpyska ycTpoicTea < Mepesarpyska
KoHpurypauma
KoHTpone JOCTYMHOCTH
Mepesarpy3ka »
AYTEHTHDMEALMA
Hyphan
[ara v spema

MHOMKaLMA

10.12.5 MoagmeHto «AyTeHTUdMKaLms»

MoaMeH0 «AyTeHTUPUKaLMA» NpeAHa3HAuYeHO 418 HACTPOIKN ayTeHTUMKaL MU Nob30BaTenNs.

© 3aBoackas yueTHas 3anuch AN 4OCTyNA K YCTPOIACTBY: noriH: admin, naponk: password.

Takxe ecTb BO3MOXHOCTb CO3/]aHUS [OMO/THUTE/bHbIX YUYETHbIX 3an1ceil ¢ ponsamu agMmuHucTpaTopa um
Habnoaatens (HacTpoiika J4oCTynHa ToNbKo yepes CLI). YueTHble 3anncu ¢ posibio agMyHUCTpaTopa MeroT
MOJHbIV AOCTYN K YCTPOWCTBY: UTEHME M 3AMNICh NOGbLIX HACTPOEK, MO/HbIE MOHUTOPUHT COCTOSIHMS
YCTPOICTBA. YUETHbIM 3aM1CAM C pPo/iblo HabndaTenst A0CTYNEH TOMIbKO MOHUTOPUHT.

Pazfen «/IoKa/ibHbI Naposiby» NpeAHasHayYeH 415l CMeHbl 3aBO/CKOro Napons Ans yuyeTHoli 3anucy admin.
3TOT Naposb XpaHUTCS Ha AaHHOM YCTpoiicTBe. 11 CMeHbl Naponsa BBeAWTe HOBbIV Naposb cCHavana B nose
«Maponb», 3aTem B none «MoATBepXaeHne napons» .

Pasnen «AyteHTucbmnkayma yepes RADIUS» npegHasHayeH 151 HaCTpoWkK napameTpos goctyna K RADIUS-
cepBepy, C MOMOLLbI KOTOPOro 6yAeT OCyLeCcTBATLCA ayTeHTUrkaumnsa nosb3osarens Ha 4aHHOM
yCTpOWCTBE.
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BLICTpaA HAcTpoWKa MOHWTOPMHT Radio AP CeTeBble HacTPOHKH Cucrema MHCTpYMEHTBI -~ (BbIxom)

OBHoenenue MO ycTpoiicTea NoKaneHbIA napone
KoHpurypauma Maponeb @

KoHTponb OOCTYNHOCTH MoaTEEp#AEHWE NAPONA @

AyTeHTUDUKaUna Yepes RADIUS

Mepesarpyska
AYTEHTUDWKALMA >
HypHan

AYTEHTUDUKALMA YEPES
Nata u Bpema RADIUS

Pe3epBHan NoKansHan

MHAMKALMA
AYTEHTUDHKALNA

Anpec RADIUS-cepeepa 192.168.1.1
MopT RADIUS-cepeepa 1812
Mapone RADIUS-cepeepa sennen &

* AymeHmugpukayusi 4epe3 RADIUS — npu ycTaHOB/IEHHOM dhniare ayTeHTUdINKaLns 6yaeT BbIMONHATHCA
no y4yetHoli 3anucu Ha RADIUS-cepBepe;

* Pe3epsHas /loKa/ibHasi aymeHmugbukayusi — npu yCTaHOB/IEHHOM do/iare BK/IOYaeTcs ayTeHTudmkaumsa
no NIoKasbHOW y4yeTHol 3anuncu admin npu otcyTcTBUMM coeamHenns ¢ RADIUS-cepeepowm;

+ Adpec RADIUS-cepsepa — IP agpec RADIUS-cepBepa;

* Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOPbIA NCNOMb3YeTCsA A8 ayTEHTUAINKALMA 1
asTopusauuu;

*+ lMaposb RADIUS-cepsepa — kntoy RADIUS-cepBepa, NCNonb3yemoro s ayTeHTugukaumm m
asTopusauuu.

© C BLiKTI04EHHBIM NapaMeTpoM «Pe3epBHas NoKa/lbHasA ayTeHTUMUKaLmsa» aBTopusaLys
npoucxoamnT Tonbko yepe3 RADIUS-cepBep. Mpu ero HeAOCTYMHOCTN UV HEKOPPEKTHBIX AAHHbIX
aBTOpK3aLA BbINO/IHEHA He ByAeT.
C BK/THOUYEHHbIM NapamMeTpoM «Pe3epBHasA /IOKaJibHasi ayTeHTU(pUKaLUSA» Npy OTCYTCTBUN
coeavHeHusi c RADIUS-cepBepom, aBTOpr3aLyisi MOXET GbiTb BbIMO/IHEHA NO NIOKA/IbHOW YYETHO
3anvcu admin. ABTopusauus Yepes Apyrve /TOKasibHbIE YYETHbIE 3anCU BbINOMHEHA He ByaeT.

© [ns aytenTudmkaummn yepes RADIUS-cepBep yUeTHbIe 3an1cy C COOTBETCTBYIOLMMI POASMM
CO34al0TCA TO/IbKO Ha HEM.
YueTHbIM 3anMcsiM MOryT ObITb NPUCBOEHbI CeAyoLIne Posu:
admin — nonb3oBaresb C TakoW posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHGUTYpUpOBaHUIO U
MOHUTOPWHIY YCTPOICTBA;
viewer — nosb3oBaresib C Takol posbio ByaeT MMeTb AOCTYN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKK poneil y4eTHbIX 3anuncei ncnonbayetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (rz1e <role> npuHyvaet 3HaveHnss admin v viewer).

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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10.12.6 TogmeHto «KypHas1»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuyunH npobnem B paboTe yCTponcTaa.

BhiCTpas HacTpoitka MOHUTOPMHT Radio AP CeTeBble HacTpoMKM CHcTeMa MHCTPYMEHTBI - (BBIXOM)
OfHoBNeHWe MO yCTpoiicTea Pexum Cepeep W (ain v
KoHdpurypauma Anpec Syslog-cepeepa syslog.server
KoHTponk OCTYMHOCTH MopT Syslog-cepeepa 514
Mepesarpyska Pasmep daiina, kb 1000

AyTEHTHRDUKALUS

FKypHan »

[ata 1 BpeMA

MHOuKaymA

+ Pexum — pexum paboTbl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — HopMauns XypHana coxpaHaeTcs B 1oKanibHOM dhaiifie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKiagke «MOHUTOPUHI/XKypHan coObITUIAY,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsIeTCS B /IOKasibHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT ANns BXoAsWwmx coobleHunii Syslog-cepeepa (no ymonuanuto 514,
BO3MOXHble 3HaueHnst 1-65535);
* Pasmep ¢palina, kb — MmakcuManbHbIi pasmep gpaiina xypHana (Bo3amoxHble 3HaueHust 1-1000 kB).

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.12.7 MopmeHto «[ata n Bpems»

B nogMeHto «jata u BpeMsi» MOXXHO HACTPOWUTb BPEMs BPYUHYH MM C MOMOLLbIO MPOTOKO/Ia CUHXPOHM3aLMN
BpemeHn (NTP).

10.12.7.1 BpyuHyro

BLICTpaA HacTpoika MOHWTOPUHT Radio AP CeTeBble HacTPoRKH Cuctema MHCTPYMEHTI - (BBIXOA)

OBHoBneHue MO ycTpoiicTea Pexum @ Bpyunylo (O NTP cepsep
KoHDUYpaLIME [lata w BpeMA yCTPOWUCTEa 15.10.2025 11:30:26 | # Penaktupoeats
Yacosoli noac Mockea, Poccua v

KoHTponb OCTYNHOCTH

BKMIOUMTE NEPEXOL HA NETHEE
BpemMA

Mepesarpyska

AYTEHTHOUKALMA Mepexon Ha neTHee BpemA (He enibpaHo) (He ebiBpaHo) (He esibpano) B
HypHan Mepexom Ha 3uMHee BpeMA (He ebibpaHo) (He ebiBpaHo) (He esibpano) B
Nara u BpemA » CIBHI BPEMEHW (MUH.) 60
MHOuKauma

+ [Jama u spemsi ycmpolicmsa — fAata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnn TpebyeTcs
KOppeKLUus, HaXMUTE KHOMKY «PeaakTmpoBaTby;
« [lama, spemsi — 3afaiiTe TeKyLlyo AaTy U BPEMS UM HAXXMUTE KHOMKY «Tekyllas aata v Bpemsi»
ANS yCTaHOBKM BpemeHu MK Ha yCTponCTBO;
* Yacosol nosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUMN C GAMKAALLMM rOpOAOM B
BallEeM pervoHe n3 3aaHHoro Cnmcka;
* Bksro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dpfiare nepexop Ha fieTHee/3rMHee
BpeMsi OyAeT BbINOSHATLCS aBTOMAaTUYECKN B 3af,aHHbIi NepUOL BPEMEHN:
+ [Nepexod Ha nemHee BpeMsi — AeHb 1 BpeMS, Koraa OyaeT BbINO/HATLCSA Nepexos Ha fieTHee
BpewmS;
*+ [Nepexod Ha 3uMHee BpeMsi — [EHb U BPEMS, Korga 6yAeT BbINONHATLCA Nepexoq Ha 3MMmHee
BpemS;
« COBU2 BpeMeHU (MUH.) — Nepuoj, BpeMeHN B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUT BPEMEHN.
MoxeT npuHumathb 3HadyeHume oT 0 4o 720 MuH.

Ansa BCTYNJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.12.7.2 NTP-cepsep

BhICTpasd HacTporka MOHUTOPUHT Radio AP CeTeBble HACTPONKM Cucrema MHCTPYMEHTBI - (BbIX0M)
OBHoenexue MO ycTpoiicTea Pexum O Bpyuryo @ NTP cepsep
KoH@urypaLms Nata n BpeMa ycTpoiRcTEa 15.10.2025 11:30:41
KOHTPOMb AOCTYNHOCTH NTP cepeep pool.nip.0rg .
Yacosoi nosc Mocksa, Poccua v

Mepesarpyska

BHTIOUNTE NEPEXO HA NETHEE

AyTEHTUDUKALMA
BpeMa

JKypHan MNepexof Ha NeETHeE BpeMA (He ebiGpaHo) (He enifpaHo) (He esifpato) B —
Nata v BpemA > Mepexoq Ha 3MMHEE BpemA (He ebiGpaHo) (He ebiOpaHo) (He enifparo) (B -
VHOMKaLMA CABWI BpEMEHW (MWH.) 60

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/n0OMeHHOe NMSA cepBepa CUHXPOHMU3aUMn BpeMeHn. Bo3aMOXHO 3a4aTtb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacosol nosic — No3BOMSET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAMKAALLMM rOPOAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/rouums nepexod Ha siemHee speMsi — Mpu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NepuoL BPEMEHN:
+ [Nepexod Ha 1emHee BpeMsi — AeHb U BpeMS, Koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee
BpeMS;
*+ [Nepexod Ha 3umMHee BpeMsi — [EeHb U BPEMS, Korga 6yAeT BbINONHATLCA Nepexoq Ha 3MMHee
BpeMS;
+ COBU2 BpeMeHU (MUH.) — Nepuoj BpeMeHn B MUHYTaXx, Ha KOTOPbI BbINOMHAETCS CABUI BPEMEHW.
MoxeT npuHumathb 3HavyeHue oT 0 go 720 MuH.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHeCEHUs1 HACTPOEK B SHEPTOHE3ABUNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHNTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.12.8 TMogmeHto «HanKaunsa»

B nogmeHo «MIHAUKaLMS» MOXHO BbINOMHUTL KACTOMM3ALIMIO MHAMKATOPOB Ha YCTPOCTBE.

BLICTPaA HACTPOMKa MOHWTOPHHT Radio AP CeTeBble HaCTPOHKW Cuctema WMIHCTPYMEHTBI - (BbIx0M)

OBHoBNeHue MO ycTpoiicTea OBLwue HacTPOMKK
KoHpurypauua BrntoveHo
KOHTpONb AOCTYNHOCTH Moporn RSSI uHankatopos
Mepesarpyska BKNHOMUTE O
AyTeHTUdDUKaLMA Mopor LED4, obM &0
MypHan Mopor LED3, ABM -70
Rara u speus Mopor LED2, aBm -80

WHankauus > Mopor LEDA, 26w 100

O6uime HaCTPOIKK:
* BK/1t04EHO — NpW YCTaHOB/IEHHOM dh/lare UHANKATOPbI BKIKOYEHbI, UHAY€e — BbIK/IHOUEHbI.

Moporu RSSI nHAMKaTOPOB:

* Brs1ro4ums — Npu yCTaHOBNEHHOM ch/iare BK/IOYEHO Ha3HaYeHWe NMoporoB A5 KaKA0ro nHavkaropa,
NHaye — BbIK/TOYEHO;

* lNopoe LED4, 0bM — MUHUMabHBI YPOBEHb CUrHa1a BCTpeuHoro ycTpoiicTtea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED4 (no ymonyaHuto: -60, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED3, 0bM — MUHUMaUbHBI YPOBEHb CUrHaa BCTpeuHoro ycTpoiictea (RSSI), npy koTopom
BKk/tovaetcsa nHamkatop LED3 (no ymonyaHuto: -70, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED2, 0bM — MUHUMabHBI YPOBEHb CUrHaa BCTpeUHoro ycTpoiictea (RSSI), npy koTopom
BK/toYaetcsa nHamkatop LED2 (no ymonyaHuto: -80, BO3MOXHble 3HaueHus:: -100-0);

* lMopoe LED1, 0bM — MUHUMabHBI YPOBEHb CUrHaa BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED1 (no ymonyanuto: -100, BO3MOXHble 3HauYeHus: -100-0).

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI MU3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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10.13 MeHI «MIHCTPYMEHTbI»

10.13.1 TMogmeHto «HKOCTUpOBKa»

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA

MoJTyYeHUs1 MaKCUMaslbHOro CUrHana.
[Nsi 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».
[Nsi OCTAHOBKM OCTMPOBKM HAXXMUTE Ha KHOMKY «CTon».

FOcTtupoBka:

+ SSID — nmsa 6ecnpoBOAHON CeTY;
* KaHas1 — KaHau1 nepefayn AaHHbIX;
* RSSI — ypoBeHb NpUHMMaEeMOro curHana, gbwm;

* YdasneHHnbIl RSSI — ypoBeHb NPMHUMAEMOrO CUrHaa BCTPEYHOTO YCTPOICTBA, ABM.

WELTEX  WB-3P-PTP5

MHETDYMEHTL

HOcTHpoBKa
ssic  WB-3P-PTPS
Kawan 161 (S80S, M)
RSSIg5M  -6L/-56

Vpanewns RSSI gBm -6/ 58

o m e
6 & & 8%

e ey & W
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2EREdIRBRE
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® Rssiz
® Nooewis RES)
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ST R AT
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@ TecToEsii pexam

padnk RSSI-H noka3biBaeT N3MEHEHUS YPOBHSA CUrHaa Ha NepBoii aHTEHHE B BM B Te4YeHne BPpEMEHU B

CeKyHAaax.

padnk RSSI-V nokasbiBaeT U3MEHEHMS YPOBHS CMrHasia Ha BTOPOW aHTeHHE B ABM B TeUEHNE BPEMEHN B

CeKyHAaax.

padnk YoasieHHbIl RSSI-H noka3blBaeT NU3MEHEHUS YPOBHS CUTHas1a Ha NepBO aHTEHHE BCTPEYHOro

ycTpolicTBa B ABEM B Te4eHNe BPEMEHMN B CEKYHAAX.

padnk YoasnieHHbIl RSSI-V nokasbiBaeT U3MEHEHMS YPOBHS CMrHasia Ha BTOPOW aHTEHHE BCTPEYHOro

ycTpolicTBa B ABEM B Te4eHNe BPeMEHUN B CEKYHAAX.

lMukosbil RSSI — makcMManbHbI YPOBEHb CUTHasa B ABM 3a BpeMS N3MEpPEHUSI.

85



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.13.2 TMoameHo «TecTupoBaHue CKOPOCTU»

MoameHto «TecTMpOBaHMe CKOPOCTU» NPeAHa3HAYeHo AJ1si TECTUPOBAHMUSI CKOPOCTU JINHKAL.

SR HECTPOMES MoHnToprHr Radic TROH#ER Cuctema

WHcTpymess

HOcTwpoeka & O6HoBATEL

TecTUPCSaKME CTOPOCTH

&
s
H
§

|P-anpec MAC-anpec Downlink Uplink Hanpaenexue

]
Ey

ecblel27-aael 21.6 Mbitsisec 3.30 Mbitsisec

mouTc

143255 4256 143257 143258 183250 143300 143301 14:33:02 143303 143304 ¢

=
]
=

eccbl:e0:2e:51:cD 60.5 Mbits/sec HeT aannuix

MOKTIC
&

[
&4
&2
&0
58
58
54

52

50
14:3428 143820 14:34:30 14341 14:3432 14:34:33 143434 14:34:35 14:34:38 143437 t o

Downlink+Uglink v || Zanyerere

Downlink v || anyorae

+ Downlink — TecT ckopocCTv 6yAEeT BbINOSIHEH B HANPAaBNEHUM K BCTPEUYHOMY YCTPOIACTBY;
* Uplink — TecT ckopocTu GyAeT BbINOMHEH B HANPaB/IeHWN OT BCTPEYHOIO YCTPOCTBA;
+ Downlink+Uplink — TecT ckopocTv 6y€eT BbINOMHEH NOOYEPEAHO B KaX/yH CTOPOHY.

TecT BbinonHsetcs Tpagukom TCP n anntca 10 cekyHA ANs 04HOro HanpasneHns. B ognH MOMEHT BpeMeHm
TECT MOXET 6bITb 3anyLeH TO/IbKO A0 0HOT0 BCTPEUYHOIO YCTPOiCTBa.

[nsi 3anycka Heo6xoAMMO BblGpaTh HaNpaB/eHNe TECTA U HAXaTb KHOMKY «3anycTUTb». MNoc/ie 3aBepLueHns
TecTa pe3ynbTaT 6yaeT 0TO6pPaXeH B COOTBETCTBYIOLLEM MOJIE U HA rpadivKe.

Mo ymonuaHuio ansa Tecta ucnonbayerca VLAN 7 n nogcetb 192.0.4.0/24. Ecnun B CETU YXXe UCNO/b3YOTCS
Takasn nogcetb 1 VLAN, TO He06X0AMMO M3MEHUTbL HACTPOIKM ANA TecTa TakuMm 06pa3oM, UTOObI OHM He
nepecekasimcb C AeMCTBYOLWUMN CETAMU. ITO BO3MOXHO caenatb Yyepes CLI. Bonee nogpo6Ho npouecc
onucaH B pasgene «Ytununta perftest».

© 115 novcka NoAKNOUEHHBIX YCTPOICTB AOCTYMHbI Creaytolwme hubTpbl: N0 BCEM MOMAM, N0 UMEHM

X0cTa, no IP-agpecy, no MAC-agpecy. 1nsa Bblbopa oubTpa HaXXMUTE Ha = ®PyHKUMOHanN

[OCTYMeH TOMbKO B pexume ycTporcTea «Touka goctyna PMP».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

11 MNpumep HaACTPOWNKN yCTPOoCTBa

B gaHHOM pasgene npuBefeH nprMep nepBoHaYas/IbHON HACTPOVKN YCTPOCTB A1 OpraHM3aumm
6ecnpoBoOAHOro MocTa.

BecnpoBogHoit moct PV oV Y W W BecnposogHoi mocT
WB-3P-PTP5 ©) ANAANAANANANA (l ®  WB-3P-PTPS
Wi-Fi 802.11ax
5y

UTP Cat 5e, UTP Cat 5e,
PoE 24B PoE 24B
220 B Qm==={1] Uimexrtop PoE 220B WusekTop PoE
Kommyratop Kommyrarop
Ethernet Ethernet

PucyHok 34 — Cxema npumeHeHua WB-3P-PTPS

B agpecHoli cTpoke 6pay3epa BeeauTe IP-agpec ycTpolicTea (no ymonyaHuto 192.168.1.10, ecnu
YCTPOICTBO He nonyunno agpec no DHCP). Mpwu ycnewHoM NoAKAYEHUN K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCcoM /1I0TMHa 1 napons. 3anofiHUTE NOAS U HAXXMUTE KHOMKY «BoiTu». Mo ymonyaHuo —
norviH: admin, napono: password.

WB-3P-PTP5

Ecnn 3TO OKHO He NoABUIIOCH, y6€,£l|I/ITer, yTo NK HaxoguTcsa B O,CI,H0|7| ceTn c yCTpOI7ICTBOM.

HacTpoiika Toukn goctyna (AP):

1.

Mo ymonuyanuto yctpoiicteo WB-3P-PTP5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnv agpec He
6b1/1 NONTyYeH, NOAKMIOUUTBLCA K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy: 192.168.1.10, macka
nogcetun: 255.255.255.0.

Heobxogumo 06HoBUTL MO ycTpoicTBa Ha akTyasibHOe cornacHo pasgeny «O6HosneHve MO
YCTPOWUCTBax.

B meHio Radio BbINONHWUTBL NpeaBapuTe/ibHY0 HACTPOliKy paavouHTepdeica. Boibpatb kaHan nepegaym
[JaHHbIX 1 yKa3aTb paccTosiHie Mexay YyCTPOWCTBaMu B KUJIOMETpax.

CoxpaHuTe HaCTPOIKN HaXXaB Ha KHOMKY «[IpUMEHUTb».

B meHto AP B none «SSID» ykaxunte ngeHtudrkatop 6ecnpoBofHON CeTH, K KOTOpOMy byaeT
noakoYaTbcs KNneHT (STA).

B none «Pexum 6e3onacHoOCTU» BblibepuTe pexnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/ISAETCA
ayTeHTUnKaumsa B JaHHON CEeTU 1 3a[ainTe K1Y, eC/IM UCNOMb3YEeTCA CeTb C LUNhpoBaHNEM.
CoxpaHuTe HaCTPOWKK, HaXXaB Ha KHOMKY «[MpYMEHUTb».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HacTpoiika knveHTa (STA) ana nogkayeHms K Touke goctyna (AP):

1.

Mo ymon4yanuto yctpoiicteo WB-3P-PTP5 HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnun agpec He
Obl/1 NOTyYEH, NOAKNIOUMTBLCS K YCTPONCTBY MOXHO No 3aBoackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo o6HOBUTL O ycTpoiicTBa Ha akTyasibHOe cornacHo pasgeny «O6HosneHne Mo
yCTpOWCTBay.

Ecnv ans nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHbIe HACTPOKK, TO
B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblOpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss
«CTaTtndeckuii IP», «CeTeBas mackar, «LLinto3».

B meHto STA B nosne «SSID» ykaxute ngeHtudpumkarop 6ecnpoBogHOR CeTH, K KOTOPOn HEO6X0AUMO
MPOV3BECTU MOAKNHOYEHNE.

B none «Pexum 6e3onacHoCTn» BblIbepuTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUMKaumsa B JaHHON CETU 1 3a4aiTe K/koY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

Mocne HaxaTusi Ha KHOMKY «MpUMeHUTb», KNMeHT (STA) BbINOHWT nouck ykasaHHoro SSID B achmpe u
npy 06HaPY>XEHUM BbINOMHWT NOMNbITKY NOAKOUEHMS K Touke gocTyna (AP) ¢ ykaszaHHbIMY
napameTpamu.

MpoBepbTeE, UTO B MEHIO «MOHUTOPUHI» B pasaene «becnpoBogHble KAMEHTbI» NOSBMIACh TOYKa AocTyna
(AP). MpoBepbTe foCTYNHOCTb ToUkK focTyna (AP) nepeiian B agpecHoli cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6€CNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HAaCTPOEHO.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

12 YnpaBneHue ycTpoMCTBOM C MOMOLLIbIO KOMaHAHOW CTPOKK

© /114 nepexopaa B pexum KOHUIypuUpoOBaHNS BBeAUTE KoMaHay configure.
[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

€@ HacTpoiiky He06X0AMMO HaUMHATb C KIMEHTCKOTO YCTPOICTBA BO N36exaHne noTepu CBA3M C HUM.

12.1 TMopgxnioyeHne K yCTponcTay

Mo ymonyanuto yctpoiicteo WB-3P-PTP5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnu agpec He 6bin
nony4eH, NOAKMHUYMNTLCA K YCTPOIMCTBY MOXHO MO 3aBOoACKOMY IP-agpecy.

© 3asogckoii IP-agpec yctpoiictea WB-3P-PTP5: 192.168.1.10, macka noacety: 255.255.255.0.
MoakIYeHne K yCTPOCTBY OCYLLECTBAETCA C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

12.2 HacTpoliika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# bro

WB-3P-PTP5(config):/interface/br0# common

WB-3P-PTP5(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec ycTpoicTea)
WB-3P-PTP5(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WB-3P-PTP5(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WB-3P-PTP5(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WB-3P-PTP5(config):/interface/br0/common# protocol static-ip (13veHeHve pexuma paboTsl ¢ DHCP Ha
Static-IP)

WB-3P-PTP5(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WB-3P-PTP5(config
WB-3P-PTP5(config
WB-3P-PTP5(config
WB-3P-PTP5(config
WB-3P-PTP5(config):/route# default

WB-3P-PTP5(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-afgpec cetv nav y3na HasHauyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WB-3P-PTP5(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTu HasHauyeHus, 47189 MapLupyTa
no ymon4daHuto — 0.0.0.0)

WB-3P-PTP5(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wnio3a)
WB-3P-PTP5(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

:/interface/br0/commont# exit
:/interface/brO# exit
:/interface# exit

:/# route

—_— e~~~
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HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# bro

WB-3P-PTP5(config):/interface/br0# common

WB-3P-PTP5(config):/interface/br0/common# protocol dhcp (3veHeHre pexvva paboTtsl ¢ Static-IP Ha
DHCP)

WB-3P-PTP5(config):/interface/br0/common# save (coxpaHeHve HacTpoek)
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12.2.1 HacTtpoiika ceTeBbIx NapaMeTpoB C NOMOLLbI YTUIUTbI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP5(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WB-3P-PTP5(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP5(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpoOKu

WB-3P-PTP5(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WB-3P-PTP5(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNOMb3yEeMbI AN A0CTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPOKK

WB-3P-PTP5(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WB-3P-PTP5(root):/# save (coxpaHeHne HacTpPOeK)
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12.2.2 Hactpoiika npuoputeta 802.1p ansa VLAN ynpasneHus

MpuopuTet 802.1p B pexxnume Terminating

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# management-vlan-terminating
WB-3P-PTP5(config):/interface/management-vlan-terminating# priority X (rae X — npvoputet 802.1p s VLAN
ynpasneHus. BoamoxHble 3HaueHus: 0-7)

WB-3P-PTP5(config):/interface/management-vlan-terminating# save (coxpaHeHve HacTpoek)

MpuopuTteT 802.1p B pexume Forwarding

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# management-vlan-forwarding
WB-3P-PTP5(config):/interface/management-vlan-forwarding# priority X (rae X — npuoputet 802.1p ans VLAN
ynpasneHus. Bo3mMoxHble 3HauyeHus: 0-7)

WB-3P-PTP5(config):/interface/management-vlan-forwarding# save (coxpaHeHve HacTpoek)

12.2.3 HacTpolika yganéHHoro ynpasnieHus

HacTtpoiika SSH

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# ssh

WB-3P-PTP5(config):/ssh# enable true (yripasneHuve yaaneHHsIM ocTyrnom no SSH. 18 oTk/YeHns
BeeguTe false. 1o ymonuaHuto: true)

WB-3P-PTP5(config):/ssh# port X (rge X — nopt SSH-cepeepa. o ymonyaHuio: 22)
WB-3P-PTP5(config):/ssh# save (coxpaHeHne HacTpoek)

HacTpoliika Telnet

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# telnet

WB-3P-PTP5(config):/telnet# enable true (ynpasneHve yganéHHoiM goctynom no Telnet. 1A OTKNHOYEHUA
BBeauTe false. 1o ymonuaHuio: false)

WB-3P-PTP5(config):/telnet# port X (rae X — nopt. Mo ymonyaHuo: 23)

WB-3P-PTP5(config):/telnet# save (coxpaHeHve HacTpoek)
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HacTtpoiika SNMPv2

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# snmp

WB-3P-PTP5(config):/snmp# enable true (ynpasnexHve SNMP. 1na otkioyeHns seegute false. Mo
yMO4aHuio: true)

WB-3P-PTP5(config):/snmp# rocommunity public (rge public — naposib Ha YTeHne napameTpoB)
WB-3P-PTP5(config):/snmp# rimcommunity private (rze private — naposib Ha 3anvicb napameTpos)
WB-3P-PTP5(config):/snmp# trapsink X.X.X.X (rze X.X.X.X — IP-agpec wuiv JOMeHHOe UMs npuemMHukKa
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WB-3P-PTP5(config):/snmp# trap2sink X.X.X.X (rge X.X.X.X — IP-agpec nnn 4OMeHHOe NMSA NpuemMHuKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WB-3P-PTP5(config):/snmp# informsink X.X.X.X (rze X.X.X.X — IP-agpec uivu JOMeHHOe UMS NpueMHuKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WB-3P-PTP5(config):/snmp# sysname WB-3P-PTP5 (rge WB-3P-PTP5 — cuctemMHoe nms yctporicTaa. Mo
ymonyaHuto: WB-3P-PTP5)

WB-3P-PTP5(config):/snmp# syscontact Contact (rae Contact — KOHTakTHas HdopMaLusa Npou3BoauTENS
ycTporictea. Mo ymonyaHmio: Contact)

WB-3P-PTP5(config):/snmp# syslocation Russia (rze Russia — nHhopmaumns 0 MeECTOMNOIOKEHNN YCTPOCTBA.
Mo ymonuaHuto: Russia)

WB-3P-PTP5(config):/snmp# trapcommunity trap (rae trap — naposs, cogepxatumiics B Tpanax. 1o
YMO/I4aHuIo: trap)

WB-3P-PTP5(config):/snmp# save (coxpaHeHVe HacTPOeK)

HacTtpoiika SNMPv3

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# snmp

WB-3P-PTP5(config):/snmp# enable true (ynpasneHne SNMP. [Ina otknoveHns seegute false. o
YMOJIHaHuIo: true)

WB-3P-PTP5(config):/snmp# view (onpeaenset anana3oH OID'0B, AOCTYMHbIX A1 KOHKPETHbIX rpynn
nosib3oBaTesnen)

WB-3P-PTP5(config):/snmp/view# add inc-all

WB-3P-PTP5(config):/snmp/view# inc-all

WB-3P-PTP5(config):/snmp/view/inc-all# rule (onpeaenset npasa foctyna A/18 pasHbIX rpynn
nosb3oBaTesniei K onpeaenieHHbIM Yactam MIB)

WB-3P-PTP5(config):/snmp/view/inc-all/rule# add 1

WB-3P-PTP5(config):/snmp/view/inc-all/rule# 1

WB-3P-PTP5(config):/snmp/view/inc-all/rule/1# type included (rae included — Tun geicTeusA. BoamoxHbIe
3HauveHus: included — nob6asneHve 3agaHHoro OID, excluded — nckoveHve 3agaHHoro OID)
WB-3P-PTP5(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3aaHHbIA OID. Ecnivi B rpynne B
KayecTBe read-view UCnonb3yeTcs view C type = included n OID .1, TO Ha yTeHue 6yaeT goctyrneH OID .1 1 Bce
ero goyepHue. Ecniv type = excluded, To 6yayT [OCTYMHbI BCe OID'bl KPOME .1 1 er0 A0YEPHKX)
WB-3P-PTP5(config):/snmp/view/inc-all/rule/1# exit

WB-3P-PTP5(config):/snmp/view/inc-all/rule# exit

WB-3P-PTP5(config):/snmp/view/inc-all# exit

WB-3P-PTP5(config):/snmp/view# exit

WB-3P-PTP5(config):/snmp# group (3agaet gvuana3oHbl OID'0B A1 UTEHUA 1 3anuncu, onpesensieT ypoBeHb
6e3onacHocTN)

WB-3P-PTP5(config):/snmp/group# add rw (rge rw — HasBaHue rpynnbl. VIcnosb3yeTcs A5 NPUBA3KM
nonb3oBaTesnien K rpynne)

WB-3P-PTP5(config):/snmp/group# rw
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WB-3P-PTP5(config):/snmp/group/rwi read-view inc-all (rae inc-all — view ans yteHus napameTpos.
Onpepgensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WB-3P-PTP5(config):/snmp/group/rwi# write-view inc-all (rze inc-all — view 19 3anvcy napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WB-3P-PTP5(config):/snmp/group/rwi# security-level priv (e priv — pexxum 6e3onacHocTn. Bo3aMoxHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yeTcsa aBTopu3auns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOsb3yeTCsa aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WB-3P-PTP5(config):/snmp/group/rwi auth-type MD5 (e MD5 — meTos, agTopusaumm. BoamoxHsle
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth wnv priv. Ecnv He 3agaH, TO UCnosb3yeTcs
MD5)

WB-3P-PTP5(config):/snmp/group/rwi priv-type DES (rae DES — meTo/ wndposaHus. BoamoxHble
3HauyeHus: DES, AES. VIicnonb3yeTcs, ecnu security-level = priv. Ecnn He 3aaH, TO ncnosnb3yetcs DES)
WB-3P-PTP5(config):/snmp/group/rwi exit

WB-3P-PTP5(config):/snmp/group# exit

WB-3P-PTP5(config):/snmp# user (yueTHas 3anuck nosnb3oatens. MpuBsA3bIBaeTCA K onpeaeneHHoln rpynne
N coaepXnT B cebe nms 1 naponu ansa asropusaumm n WnNdpoBaHus)

WB-3P-PTP5(config):/snmp/user# add admin (rae admin — nmvs nons3sosartesns. Vicnons3yertcsa npu
aBTOpM3aLLMKM 3anpocoB, a Takke MOXET HasHayaTbCs 415 target)

WB-3P-PTP5(config):/snmp/user# admin

WB-3P-PTP5(config):/snmp/user/admin# group rw (rge rw — rpynna, B KOTOPY A006aBnsgeTcs nosib3osareslb)
WB-3P-PTP5(config):/snmp/user/admin# auth-password password (r/e password — naposis A5
aBTopu3aunn. Ecnun y rpynnel security-level = auth unam priv, a auth-password He 3agaH, TO No/Ib30BaTEe/lb HE
OyaeT AOCTYMNeH)

WB-3P-PTP5(config):/snmp/user/admin# priv-password password (/e password — naposs /15
LwndppoBaHus. Ecnv y rpynnbl security-level = priv, a priv-password He 3afaH, TO Nosib3oBartesib He byaeT
[OCTYMNeH)

WB-3P-PTP5(config):/snmp/user/admin# exit

WB-3P-PTP5(config):/snmp/useri# exit

WB-3P-PTP5(config):/snmp# target (BbiAa€T Tpanbl Ha 3aaHHble XOCTbl. [Jo6aBIseTcsa ONuUUOHasIbHO.
AHanor trapsink u trap2sink gns SNMPv3)

WB-3P-PTP5(config):/snmp/target# add targetl

WB-3P-PTP5(config):/snmp/target# targetl

WB-3P-PTP5(config):/snmp/target/targetl# host X.X.X.X (rae X. X.X.X — IP-agpec xocTta Ha KOTopbIn 0yayT
OTNpPaB/SATLCA Tparnbl)

WB-3P-PTP5(config):/snmp/target/targetl# port X (rie X — HOMep ropTa Ha KOToPbIA ByayT OTNPaBNsATLCA
Tpanbl)

WB-3P-PTP5(config):/snmp/target/target1l# user admin (rge admin — nms NosbL30BaTesis, KOTopoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe Nosb3oBaTesib AO/MKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WB-3P-PTP5(config):/snmp/target/target1# exit

WB-3P-PTP5(config):/snmp/target# exit

WB-3P-PTP5(config):/snmp# snmpv3-only true (Bk/10ueHve 3anpeTa gocTyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WB-3P-PTP5(config):/snmp# save (coxpaHeHne HacTpoek)

—_—
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12.2.4 HacTpolika ceTeBblx napaMmeTpoB IPv6

@ Mo ymonuannio 4OCTYN K YCTPOICTBY MO NPOTOKONY IPV6 Ha yCTPOCTBE OTK/IIOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
DHCP)
WB-3P-PTP5(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTyNa K YyCTPOMCTBY M0
npotokony IPve. Ana oTkoveHns seegute false)

WB-3P-PTP5(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no

—_— e~~~ —~

HacTtpoiika cTaTuyeckux ceTeBbiX napameTpoB IPv6

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# bro

WB-3P-PTP5(config):/interface/br0# common

WB-3P-PTP5(config):/interface/br0/common# ipvé

WB-3P-PTP5(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX: XXXX:XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXX XXX XXXX:XXXX — cTaTnyeckuii IPve-aapec yCcTpolicTBa)
WB-3P-PTP5(config):/interface/br0/common/ipv6# address-prefix-length X (e X — npedpyke cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WB-3P-PTP5(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKasbiBaeTcs |Pv6-
npedounke, Hanpumep, 3211:0:0:1234::/64)

WB-3P-PTP5(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WB-3P-PTP5(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOK XXX XXXEXXXX XXX EXXXXTY (roe XXXX:XXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WB-3P-PTP5(config):/interface/br0/common/ipvé# protocol static-ip (Bk/itoueHne ncnossL3oBaHns
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4yeHmns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WB-3P-PTP5(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTyNa K YCTPOMCTBY M0
npotokony IPv6. 18 oTkntoveHus seeaute false)

WB-3P-PTP5(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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12.3 HacTtpoiikmn Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# radio

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MOLLHOCTY B ABM)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio# channel X (rge X — Homep cTartnyeckoro kaHasna, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — lwivpvHa kaHana)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

—_— e~ o~~~ —~
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© cCnucku AOCTYNHbIX KAHANI0B
B Radio 5 'y gnsa nokauui «Poccus (RU)»/«B5e3 orpannyenuii (ALL)» ons BbiGopa AOCTYNHbI
cneaywouwme kaHanbl, ecnu DFS forced/auto:

* npu wupuHe kadana 5, 10, 20 MIy;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71, 72,73,74,75,
76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101,
102,103, 104, 105, 106, 107, 108,109, 110, 111,112,113, 114,115,116, 117,118, 119, 120, 121,
122,123,124,125,126, 127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141,
142,143,144, 145,146, 147, 148,149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161,
162,163, 164, 165,166, 167, 168,169, 170,171,172,173,174,175,176,177,178, 179, 180, 181,
182,183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* Mpu wupuHe kaHana 40 MIy;

« ecnu «control-sideband» = lower: 36, 44, 52, 60, 68, 76, 84, 92, 100, 108, 116, 124, 132, 140,
149, 157,165,173, 181, 189.
+ ecnun «control-sideband» = upper: 40, 48, 56, 64, 72, 80, 88, 96, 104, 112, 120, 128, 136, 144,
153,161,169, 177, 185, 193.

* npu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 132, 136, 140, 144, 149, 153,157,161, 165, 169, 173,177,181, 185,
189, 193.

* npu wupuHe kaHana 160 Ml'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 149,153,157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cneaywume kaHanbl, ecnv DFS forced/auto n BknroueHa okcnpoBaHHaA LeHTpa/ibHas YyacToTa:

* npwu wupuHe kaHana 20 Mry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50,
51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71, 72,73,74,75,76, 77,
78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103,
104, 105,106,107,108, 109,110,111, 112,113,114, 115,116, 117,118, 119, 120, 121, 122, 123,
124,125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143,
144, 145, 146, 147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* npwu wupuHe kaHana 40 Mrru; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52,
53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78, 79,
80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104,
105, 106,107,108, 109, 110,111, 112,113, 114,115,116, 117,118, 119, 120, 121, 122, 123, 124,
125,126,127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144,
145, 146,147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164,
165, 166,167,168,169,170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183, 184,
185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 My, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56,
57,58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78,79, 80, 81, 82, 83,
84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,
108,109,110,111,112,113,114,115,116,117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127,
128,129,130, 131,132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187.

* npu wupuHe kaHana 160 Mry; 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63,
64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90,
91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,108, 109, 110, 111, 112,
113,114,115,116,117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127, 128, 129, 130, 131, 132,
133,134, 135,136,137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152,
153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170, 171, 172,
173,174,175,176,177,178, 179.

B Radio 5 Ty, ana nokauwii «Poccusa (RU)»/«be3 orpaHnyveHuii (ALL)» ansa Bbi6opa AOCTYMHbI
neg,ylou,me KaHanbl, ecnu DFS disabled:
* Mpu wupuHe kadana 5, 10, 20 MIy;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162 163,164, 165,166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187,
188, 189, 190, 191, 192, 193.
* Mpu wupuHe kaHana 40 Mly;
« ecnu «control-sideband» = lower: 36, 44, 149, 157, 165,173, 181, 189.
+ ecnu «control-sideband» = upper: 40, 48, 153, 161, 169, 177, 185, 193.
* npw wupuHe kaHana 80 Mry; 36, 40, 44, 48, 149, 153,157,161, 165,169, 173,177,181, 185, 189,
193.
* npw WwupuHe kaHana 160 Mrry;: 149, 153, 157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cnepyoume kaHanbl, ecnu DFS disabled n BkntoueHa dhmkcupoBaHHasa LeHTpasibHaA YacToTa:

* npwu wupuHe KkaHana 20 Mlry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41,42, 43, 44, 45, 46, 47, 48, 148,
149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168,
169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188,
189, 190, 191, 192, 193.

* npu wupuHe KaHana 40 MIry; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 150, 151, 152, 153,
154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170,171,172, 173,
174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 MIy; 38, 39, 40, 41, 42, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187.

* Npu WwupuHe kaHana 160 MIry;: 162, 163, 164, 165, 166, 167, 168, 169, 170, 171,172,173, 174,
175,176,177,178, 179.

12.3.1 [JononHutensHble HacTpoikm Radio

N3MmeHeHue cTpaHbI

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# country X (napameTtp X MOXeT NpuH1UMaTh 3HayeHne: RU,
ALL)

N3meHeHue pexuma paboTbl paguonHTepdeiica

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# work-mode X (rae X — pexxvim paboTsl pagrovHTepdenca
cornacHo ctaHgapty IEEE 802.11. Bo3MOXHble 3HaYeHUS: anacax, anac,ax)

N3meHeHUe OCHOBHOrO KaHasa

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT npuHUMaTH
3HauyeHue: lower, upper. 10 ymonuyaHuto: lower)

BkntoueHue (pUKCUPOBAHHOW LEHTPa/IbHOI 4aCTOTbI

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/1t04eHVIE (DUKCMPOBAHHO
LleHTpaNIbHOW YacToTbl. 19 oTKNoveHnst BeeaunTe false)

BknroueHue ncnosib3oBaHus KOPOTKOro 3aluTHOIo UHTEpBa/ia

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t0HEHVE CMOML30BAHNSA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia And nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTknouveHus eeeaute false)
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HacTpoliika pa3peleHHOro Cnucka KaHasoB

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1l04eHVE UCMO/IL30BAHMSA
OrpaHNYEeHHOro cnmcka KkaHanos. 19 oTknoveHnst Beeante false)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (rge 50 51 52 — kaHasibl
[nanasoHa, B KOTOPOM MOXEeT paboTaTb HacTpanBaeMblii paanonHTepdeiic)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/bKo ans Radio 5Ty,

WB-3P-PTP5(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum pabotsl MmexaHnsma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-kaHasbl 4OCTYMHbI AN BblGopa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BblkNtoveH, DFS-KaHasbl HeJOCTYMNHbI A1 Bbl6opa)

BkntoueHune STBC

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# sthc true (Bk/il0ueHe MeTofa NPoOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KogMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. [na oTkntoveHns seeaute false)

BkntoueHue arperauum

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# aggregation true (BxitoueHve arperaynmn Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkioyeHnsa seeguTe false)

BkntoueHue Mcnosb30BaHNA KOPOTKOI npeaMoy bl

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04eHVE CMO/L30BAHNSA
KOpPOTKOW npeambynbl naketa. Ansa otknoveHns seeaute false)

BkntoueHue MKCMPOBaHHOW KaHa/IbHOW CKOPOCTU Nepesayvuun

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HasBaHne Moy nALUN 3ar1asHbIMY
6ykBamun 6e3 Npobenos, Hanpumep, OFDM54, MCS15. Pa3pelleHHble 3Ha4YeHMS ONpPeaensatTcs PeXnmMom
paboThl pagnonHTepdelica n LWMPUHOI NO/0CkI KaHana)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bx/1104MTL OUKCMPOBAHHYHO
KaHa/IbHYH CKOpPOCTb nepegaun. [ns otknoveHus seeaute false)
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BkntoueHne MakCUMasibHOW KaHaJ/IbHOW CKOPOCTU nepeaayvuun

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# maximal-rate-tx
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# he X (rae X — HazBaHve MoayAaLmm
3arf1aBHbIMKU GykBamun 6e3 NpobenoB, Hanpumep, NSS2-MCS11. MapameTp UCcnosb3yeTcs npu
NoAKNHYEHNN YCTPONCTB B pexkume IEEE 802.11ax)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# vht X (rge X — HazBaHne moaynaumm
3arf1aBHbIMKN GykBamun 6e3 Npobenos, Hanpumep, NSS2-MCS11. MapameTp UCnosb3yeTcs npu
NoAKNHYEHNN YCTPOICTB B pexkume |IEEE 802.11ac)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# ht X (rge X — HazBaHue mMoaynaumm
3arnaBHbIMKU GykBamun 6e3 NpobenoB, Hanpumep, MCS15. MNMapaMeTp MCNo/b3yeTcs NPY NOAKIHYEHNN
YCTPOWCTB B pexxume IEEE 802.11n)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# legacy X (rae X — HazBaHve Moay s
3arniaBHbIMKU GykBamun 6e3 NpobenoB, HanpumMmep, OFDM54. MapameTp NCNONb3YETCS NPY NOAK/THUYEHNN
YCTPOWCTB B pexkume IEEE 802.11a)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# enable true (Bk/1t0HEHVE MaKC/MasIbHOM
KaHa/IbHOW CKOpOCTY nepegayn. Ans oTknoyeHns seeguTe false)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

Bk/loueHne MakCUMasibHOW KaHaJ1IbHOW CKOpOCTU nNpuemMa

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# maximal-rate-rx
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# he X (rae X — HazsaHne moaynaumm
3arnaBHbIMKU GykBamun 6e3 Npobenos, Hanpumep, NSS2-MCS11. MapameTp UCnosb3yeTca npu
MOAK/TOUYEHMN YCTPONCTB B pexxunme IEEE 802.11ax)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# vht X (rge X — HazsaHne moaynaumm
3arnaBHbIMKU GykBamun 6e3 Npobesos, Hanpumep, NSS2-MCS11. MapameTp UCMnosb3yeTca npu
MOAK/THOYEHMN YCTPONCTB B pexxume IEEE 802.11ac)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# ht X (rae X — HassaHve mMoaynsaumm
3arnaBHbIMU GykBamun 6e3 Npobenos, Hanpumep, MCS15. MNMapaMeTp UCMob3yeTcsa Npu NOAKIHYEHNN
YCTPOICTB B pexumme |IEEE 802.11n)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# legacy X (rae X — HassaHve MoaysaLmm
3arnaBHbIMK BykBamun 6e3 npobesos, Hanpumep, OFDM54. MapameTp NCNoNb3YeTCs NPU NOAKUYEHNN
YCTPOWCTB B pexume IEEE 802.11a)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# enable true (Bk/1t04eHVIE MaKCMasILHON
KaHa/lbHOW cKkopocTu npuema. Ansa otkntoveHns seegute false. [JOCTYNHO TObKO B peXumMax yCTpoicTBa
ap-ptp v sta)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)
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Bk/loueHne MMHUMa/IbHOW KaHaJ/IbHOW CKOPOCTU nepeaayuun

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# minimal-rate-tx
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# he X (rge X — HazBaHne MoaynaLmm
3arnaBHbIMK 6ykBamun 6e3 npobesnos, Hanpumep, NSS1-MCS0. MapameTp UCNosb3yeTcs NPy NOAKIOHYEHNUN
YCTPOWCTB B pexume |IEEE 802.11ax)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# vht X (rge X — HazsaHue moaynauum
3arnaBHbIMK GykBamun 6e3 npobesnos, Hanpumep, NSS1-MCS0. MapameTp UCNosb3yeTcsa NPy NOAKIOHYEHNUN
YCTPOICTB B pexume |IEEE 802.11ac)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# ht X (rze X — HazBaHve Moay/AL MM
3arnaBHbIMK GykBamun 6e3 npo6eno., Hanpumep, MCSO. MapameTp NCNoAb3yeTcs NP NOAKNHYEHUN
YCTPOWCTB B pexumme IEEE 802.11n)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# legacy X (rge X — HazsaHue mMoaynaumum
3arnaBHbIMK GykBamun 6e3 npobesios, Hanpumep, OFDM6. MapameTp NCnonb3yeTcs NPy NOAKNHYEHUN
YCTPOWCTB B pexume IEEE 802.11a)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# enable true (Bk/1l04eHNE MUHUMAILHOM
KaHa/IbHOW CKOpOCTY nepegayn. Ans otknoyeHns seeguTe false)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

Bk/lo4yeHne MUMHUMaJIbHOW KaHaJ1IbHOW CKOpPOCTU nNpuemMa

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# minimal-rate-rx
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# he X (rae X — HassaHne MoayAaLmUn
3arnaBHbIMKU BykBamun 6e3 Npobesos, HanpumMep, NSS1-MCS0. MNapamMeTp UCrosb3yeTcsa NPy NOAKIHEHUN
YCTPOICTB B pexume IEEE 802.11ax)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# vht X (rae X — HassaHne moayaumun
3arnaBHbIMKU BykBamun 6e3 npobesos, HanpumMep, NSS1-MCSO0. MNapamMeTp UCnosb3yeTcsa Npu NOAKIYEHUN
YyCTPOWCTB B pexume IEEE 802.11ac)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# ht X (rae X — HassaHne moaynauum
3arnaBHbIMKU GykBamu 6e3 npobesoBs, Hanpumep, MCSO. NapamMeTp UCNosb3yeTcsa NPy NOAKIUYEHUN
YCTPOICTB B pexumme |IEEE 802.11n)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# legacy X (rge X — HassaHne mogynsauum
3arnaBHbIMKN GykBamun 6e3 npobesos, Hanpumep, OFDM6. MNapaMeTp UCMosb3yeTcsa Npu NOAKIH0HEHNN
YCTPOWCTB B pexume IEEE 802.11a)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# enable true (Bk/1l04EeHIE MUHVMATIBHON
KaHa/lbHOW cKopocTu npuema. [Ansa otkntoveHns seegute false. [JOCTYNHO TObKO B peXumax yCTpoicTBa
ap-ptp v sta)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

© nNapameTpbl MaKCUMaBLHOM M MUHUMAbHOM KaHa/IbHOM CKOPOCTV MpUeMa UCMOMb3YTCs 415
yKaszaHusi MakCMasibHON U MUHUMasIbHOV KaHas/IbHO CKOPOCTY Nepeaaydn BCTPEYHOMY YCTPOIACTBY.
Mo3aToMy, HacTpavBasi MakCUMasibHy /UM MUHUMa/bHYO KaHaslbHYH0 CKOPOCTb MpUeMa, Hanpumep,
Ha knneHTe (STA), HacTpavBaTb MakCMMasIbHYH /WA MUHUMaUTbHYO CKOPOCThL Nepegayvun Ha Touke
poctyna (AP) He HyXHo.
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HacTtpoiika Distance

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# auto-distance true (Bk/1t04eHVIE @aBTOMATNYECKOTO
pacyeTa pacCTosHUSA Mexay ycTpoiicTBamu. [Ansa oTknoueHus Beaute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio# max-distance X (rze X — paccTtosHue mexay
YyCTpOCTBaMu B KMTIOMeTpax. MapaMeTp UCnosib3yeTcs Npu BblK/THOUEHHOM auto-distance. BO3MOXHble
3HaueHus: 0-34. Mo ymonyaHuio: 0)

HacTtpoiika TDD

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/tdd# enable true (Bk/it0ueHne TexHONOMMN
6€e3K0/1IM3NOHHOTO A0CTYNa C BPEMEHHbIM pasfeneHnemM KaHasa, KoTopast CUHXPOHU3NPYET nepegavy
[aHHbIX B 0060MX HanpaB/ieHNsAX B paMkax BpeMEHHOro kagpa. ns otknoueHns sBeguTe false)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/tdd# tx-ratio X (rae X — npoLeHT BpemeHn Taim-cnoTa B
TDD-kagpe, BblaeneHHbln ana nepegayvm Downlink-Tpadinka. BoamoxHble 3HauveHus: 10, 20, 30, 40, 50, 60,
70, 80, 90. Mo ymonyaHuto: 50)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/tdd# frame-length X (rae X — gnutensHocTs TDD-kagpa B
MuUnancekyHaax. BoamoxHble 3HavyeHus: 5, 10. Mo ymonyaHuto: 10)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# save (COxpaHeHne HacTpPOeK)

HacTtpoiika uHtepsana DTIM

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsas DTIM. Bo3moxHbIe
3HauyeHus: 1-255. o ymonyaHuio: 64)
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BKkntoueHue QoS 1 U3mMeHeHne napaMmeTpoB

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# qos
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# enable true (npu BK/IHOHYEHHON ONUMY NPUMEHSATCA
napameTpbl EDCA, 3a4aHHble B KOHurypauuu. [Ansa otkaoueHuns seeauTe false)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpoB QoS ycTponcTBa
(Tpadhuk nepegaeTcsa B HANPaB/IEHMM K KITMEHTCKOMY YCTPOCTBY))
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napametpos EDCA ans
HU3KOMPUOPUTETHON ouepean (NprnoputeTbl 802.1p: csl, cs2))
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpemsa oxugaHua Kagpos
[AHHbIX, N3MEPSAEMOE B c/ioTax. [IpUHMMaeT 3Ha4YeHus: 1-255)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHne
BPEMEHU OXMAaHWs Nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanncekyHaax. MpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHMe cwMin HE MOXET MPEeBbILLIATb 3HAYEHME cwMax)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — makcumasibHoe
3HayeHne BPEMEHN OXMNAaHUs nepe NOBTOPHOW OTMPAaBKOW Kaapa, 3a4aeTcs B MUM/INCEKYHAAX.
MpuHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax AO/DKHO ObiTb 60/bLIe
3Ha4yeHusi cwMin)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasi BpemMeHu, B
MUANCEKYHAAX, KOraa BCTpeuHasd WME-CTaHLUMsl MMEET NpaBoO MHULMMPOBATb Nepeaady AaHHbIX MO
6ecrnpoBOAHON cpeae K yCTPonCcTBy. MakcMManibHOe 3HauYeHne 65535 MUAIMCEKYHA)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpolika napameTpoB QoS KIMEHTCKOIO
yCTpoiicTBa (Tpadmk nepefaeTcs B HanpaB/ieHUN OT KIMEHTCKOrO YCTPOCTBRA))
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

MeToavka HacTpoliku edca-sta aHanormyHa meToamke HacTpolikv edca-ap.
HacTpoiika napameTpoB a1 ovepeneii be, vi, vo aHanornyHa HacTpoiike napameTpoB anst ouepean bk.

BknioueHue aKkTUBHOro CKaHMpoBaHuA

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# force-passive-scan false (Bk/1l0ueHVIe pexnma akTVBHOIO
CKaHupoBaHus. [1ns oTKo4YeHNst BBeguTe true. 1o ymonyaHuto: true)

€ Mocne BKIOYEHNA aKTUBHOTO CKAHUPOBAHUS KMEHTCKOE YCTPOICTBO HAYMHAET pacchinaThb nakeThb
Probe Request Ha Bce [0CTYNHbIE KaHaslbl A/151 MOUCKA CETU. DTO MOXET CO3/1aTb AOMNO/HATENbHYIO

Harpysky Ha admp.

12.4 Hactpoiika DHCP onuun 82
Pexumbl pabotbl DHCP snooping:

* ignore — o6paboTka onuuu 82 oTkNOYeHa. 3Ha4YeHne No YMOTHaHNIO,
* replace — ycTpoOIAiCTBO NOACTABAAET UM 3aMEHSIET 3HAYEHME onuun 82;
* remove — yCTPOICTBO yaanseT 3HavyeHne onuum 82.
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M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# common

WB-3P-PTP5(config):/interface/wlan0/common# dhcp-snooping
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p
paboTbl DHCP snooping B peXxumMe 3aMeHbl v NoACTaB/IeHUS Onummn 82)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka o6paboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (e
custom — 3aveHa cogepxrmoro CID Ha 3HaveHne, ykazaHHoe B napamvetpe dhcp-option-82-customcCiD.
MapameTp MOXeT nNpuHUMaThb 3HayeHuA: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
yCTpoicTBa>-<1uMsi SSID>. SSID — 3ameHa cogepxunmoro CID Ha nmsa SSID ycTpoicTsa. Mo ymonyaHuio:
APMAC-SSID)

WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3aveHa cogepxmoro RID Ha 3HaveHne, ykazaHHoe B napamMeTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxnmoro RID Ha MAC-aapec
KNMeHTcKoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec ycTpoiicTea. APdomain —
3aMeHa cogepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAUTCS YCTPOICTBO. Mo ymonyaHuto: ClientMAC)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepefasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3a1aH0, TO YCTPONCTBO ByAeT N3MeHATb CID Ha 3HavYeHue no
ymosnyaHuo: <MAC-agpec ycTporcTBa>-<ums SSID>)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe ByaeT nepefasatbesi B RID. Eciiv 3HaueHne
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO YCTPOICTBO OyAET N3MeHATb RID Ha 3Ha4YeHne no
ymosnyaHuo: <MAC-agpec K/IMEHTCKOIO YCTPOICTBa>)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenuntenst oktetoB MAC-apeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaet 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTYyNaeT 3HaK ABOETOUMUS:
AA:BB:CC:DD:EE:FF)

WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

12.5 HacTtpoiika 6ecnpoBogHO ceTH

Tabnvua 6 — KomaHApb! 4151 HACTPOMKM pexrMa yCcTporcTBa

YcTpoiicTBO PeXxum ycTpoiicTea KomaHga Ans HacTpoiiku pexuma
Touka goctyna (AP) Touka goctyna PTP mode ap-ptp

Touka goctyna (AP) Touka goctyna PMP mode ap-pmp

KnueHT (STA) KnneHt mode sta
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Tabnuua 7 — KomaHgpl 4N HACTPOKM pexnma 6e30nacHoOCTU

Pexum 6e3onacHocTu KomaHaa pnsa HacTpoiiku pexuma 6e3onacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPAZ2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

12.5.1 HacTpolikn ceTn ans Toukun goctyna (AP)

HacTpolika Touku goctyna (AP) 6e3 wuncpoBaHusa

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (Bb160p pexuma ycTponcTea)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13veHeHne nmenn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HACTPOEK pexunma
6e3onacHocTn)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode off (pexuvm wnposarms off — 6e3
napossi)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# save (CoxpaHeHve HacTpoek)

PR e
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HacTpoliika Touku goctyna (AP) c OWE

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexuma ycTpoicTea)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13veHeHne nveHu SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 6710k HACTPOEK pexrma
6e3onacHocTN)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexum wudposaHns OWE —
LLMdOpOBaHHOE coeaMHEHME 6e3 BBOAA Naposis. B Takom pexume CMOryT NOAKAUUTLCS TO/IbKO K/TMEHTHI
Wi-Fi 6)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHVe HacTpoek)

_— T oD ==

HacTpoiika Touku goctyna (AP) c pexumom 6esonacHocTu WPA-Personal

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (Bb160p pexuma ycTpoincTea)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13veHeHve nmeHnn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HACTpoeK pexrmva
6e3onacHocTn)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexuvimv wnchposanns — WPA3)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# key-wpa password123 (rze password123 — k/ou/naposs,
Heo6XoANMbIA A5 MOAK/OUYEHNS K 6eCNPOBOAHON CETU. INnHA Knto4va A0/HKHA COCTaB/IATb OT 8 A0 63
CUMBOJI0B)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHve HacTpoek)

_— T =
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HacTpolika Touku goctyna (AP) c Enterprise-aBTopu3auuen

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexuma ycTpoincTea)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13veHeHve nveHn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6710k HACTPOEK pexrma
6e3onacHocTN)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexum wnpoBaHmna — WPA3-
Enterprise)

_— T oD ==

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# radius
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# domain root (rze root — foMeH nosib3oBaTesis)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rie X — nopt RADIUS-cepBepa, KOTopbIii
NCMOsb3yeTcs A/ ayTeHTUdmnKaLmm n aptopmsaumn. Mo ymonyaHmio: 1812)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rae secret — naposb ans
RADIUS-cepBepa, MCMNosib3yeMOro ans ayTeHTUmkaumm n asTopusawmm)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/il0ueHne OTNpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMOo/Ib3yeEMOr0 /19 aKKayHTUHra)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rie secret — naposib 14
RADIUS-cepBepa, UCMOo/Ib3yeMOro /19 akKayHTUHra)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/10ueHVIEe NEPUOANHECKON
OTNpaBKM co0bLEeHNI «Accounting» Ha RADIUS-cepBep. No ymon4yaHuio: false)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (HTEpBa/I OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHVe HacTPOeK)

12.5.2 [lononHuTeNbHbIE HACTPOIKN anst Toukn gocTyna (AP)

Ha3HaueHue VLAN-ID

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-id X (rae X — Homep VLAN-ID )

BkntoueHue VLAN trunk

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-trunk true (Bx/itoueHvie VLAN Trunk. [ns oTKH04EeHNS
BBeauTe false)
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BkntoueHue General VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID.
[na otknoueHus seeaute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# general-vlan-id X (r1e X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHanv3 npropurtera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAUYEHME M0 YMOYaHuio: true. B 3TOM cryyae aHann3npyeTca
npuoputeT 13 nons DSCP 3aronoska IP-nakeTa)

BkntoueHune cKpbITOro SSID

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# hidden true (Bx/itoueHne ckpbiToro SSID. 19 OTK/IYEeHNA
BBeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bk/1t04eHVe UCNonL30BaHNA
doyHKumMoHana Minimal Signal. 18 oTkntoveHus seeute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# min-signal X (e X — noporosoe 3HaveHune RSSI, npu
[OOCTUXKEHMM KOTOPOro 6yayT OTKNHYEHbI K/TMEHTCKME YCTPONCTBA OT 6eCNpOBOAHON CETU. [NapameTp
MOXET NPUHUMAaTb 3HayeHns ot -100 A0 -1)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# check-signal-timeout X (rz1e X — nepuoz BpemeHn B
CeKyHaax, No UCTeYEHNM KOTOPOro NPMHUMAETCS PeLLeHne 06 OTKNHUYEHUN KIIMEHTCKNX YCTPONCTB OT
6ecrnpoBOAHON ceTn)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# roaming-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTVXXEHUN KOTOPOro NPOUCXOANT NepektodeHne KITMEHTCKNX YCTPONCTB Ha Apyroe YyCTPOMCTBO.
MapameTp MOXEeT NpUHUMaTh 3HaYeHuns oT -100 Ao -1. NMapameTp roaming-signal fO/HKEH ObITb BbILLE, YEM
min-signal: ecsiv min-signal = -75 gBbMm, TO roaming-signal fo/mkeH 6bITb paBeH, Hanpumep, -70 Abm)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)
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HacTpolika orpaHu4eHunsi CKOpoCTu A1l BCero paguouHtepdeiica

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rae X — MakcumasibHas CKOPOCTh
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bk/itoueHmne wennepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/c, pps — NakeTbl/c, off — BbIK/HOUYEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rxi# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rze X — MakcumasibHas CKOPOCTb
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bk/toueHne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMUYeHNsi CKOPOCTM AJ1Sl KAXKA0r0 K/MeHTa (STA)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-per-sta-rx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# value X (rae X — mMakcumasibHasi CKOPOCTh B
KOUT/C NI NakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# mode kbps (Bx/i1oueHmne wennepa.
Bo3moxHble 3HaveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbikNOYEHO. [LOCTYMHO TO/TLKO B peXnme
YCTPOICTBA ap-pmp)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knueHTa (STA):
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-per-sta-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# value X (rae X — makcumasibHas CKopocTh B
KOUT/C NI nakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# mode kbps (Bx/1t0oueHne wennepa.
Bo3moxHble 3HaueHus: kbps — K6UT/C, pps — nakeTbl/c, off — BbikNtoUeHO. [LOCTYMHO TO/TLKO B peXunme
YCTPOMCTBAa ap-pmp)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-bcast-rx
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rge X — makcrumasibHas CKOpoCTb B
KOUT/C N nakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bk/1t0ueHne wennepa.
Bo3MoxHble 3HaueHus:: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rge X — makcumasibHast CKOpoCTb B
KOUT/C N nakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bk/1t0ueHVe Lwelinepa.
Bo3MoxHble 3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHue HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTpOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-mcast-tx
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rge X — makcumvaribHas cKopocThb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUN OT TOYKU O0CTYyMNAa (AP) A0 K/INeHTa (STA):

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOPOCTb B KOGUT/C UM NakeTbl/C)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/it0oueHne wennepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

OrpaHuyeHune KonnyectBa K/IMEHTOB

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# sta-limit X (r1e X — makcumasibHO A0MyCcTUMOe YNC/Io
NoAKNtYaeMbIX K 6eCNPOBOAHON CETU KIMEHTCKUX YCTPOCTB. [LOCTYNHO TOMbKO B peXnme
YCTPOWCTBa ap-pmp)
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BknoyeHue n3onsauuun KiIMeHToB

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# station-isolation true (Bk/toueHvie n3onaLMm Tpadurka
MeXAy NoAKNHYEeHHbIMY yCTporicTBamu. s oTkioveHns Beeaute false. [JOCTYNHO TO/IbKO B peXxume
yCTPOWCTBa ap-pmp)

HacTtpoiika KOHTpons gocTyna no MAC

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# acl

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# mac
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rze XXXXXOCXKXNXK —
MAC-agpec yCcTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLUnTb/3anpeTnTb A4OCTyn. 19 yganeHns agpeca 13
cnucka ncnosnb3yiite koMaHay del)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl/mac# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# policy allow (Bbi60p nonvtrkm. BosMoxHbIe 3Ha4YeHNns:
allow — paspeluaTb NOAK/IOYEHME TONBKO TEM yCTpoicTBam, MAC-agpeca KOTOPbIX COAEPXKATCS B CMICKE;
deny — 3anpewiarb NOAK/IOYEHME YCTpoicTBam, MAC-afpeca KOTOpbIX COAEPXaTCs B CNUCKE. 3HaYeHne
no ymosyaHuio: deny)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# enable true (Bx/1t0ueHrie koHTpOIA gocTyna no MAC. 14
oTkNtoueHust Beeaunte false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# save (coxpaHeHve HacTpoek)

MannuHr VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rge namel — nms npasuna
Mannuura. na yganeHus npasuna ncnosnbayite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rae X — npuopurter
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHust: 0-7, auto. Ecnim npnopmTeT auto nnm He
onpegeneH B JaHHON onuumnm — 6yaeT NCNob30BaTbCH UCXOLHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID BO
WLAN)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (rae X — npvoputet
802.1p npu nepeaade Bo WLAN. Bo3amMoxHble 3HauyeHus: 0-7, auto. ECv npuopuTeT auto Uav He onpeaenex
B JAaHHOW onuun — 6yaeT Ncnonb3oBaTbCA NCXOAHbINA)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (Bk/1t0ueHve vian-mapping. Ana
oTK/Io4YeHns BeeauTe false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# save (coxpaHeHve HacTpoek)

© B koHdurypaumm vian-mapping ecTb npefyctaHoBneHHoe npasuno — default-rule. OHo ucnonb3yeTcs
ons nameHeHna npuoputeta 802.1p 1 ouepean WMM Bcex naketo, Homep VLAN KOTOpbIX He
noaxoAuT Noj 3adaHHble Nosib3oBaTesiemM npasuia.
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HacTtpoiika default-rule

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rge X — npuopurer
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (rze X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpruopmuTeT auto 1AM He onpeaesex
B JAHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rge X — ouepesb
WMM a5 gaHHoro npaswuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpegeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bx/itoueHne default-
rule. na oTknoveHus seeaute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHve HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rge namel — nvs npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA nn KnueHTa (STA) (mnoapobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Un ero 3HaudeHmne AB/sieTCcs NycToi CTPOKOM, TO OH He byaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uam knumenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (rae X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/toueHve mac-priority. 14
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rge namel — nmvs npasusia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA Unn KnueHTa (STA) (noapobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uiam knunenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rze X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/toueHve mac-priority. 14
oTKNtoveHns seeaute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHve HacTpoek)
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© [1ns nakeToB, MayLLMX NO HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec knueHta (STA).
[N nakeToB, AyLWMX Mo HanpasneHuto ot knneHTa (STA) k Touke gocTtyna (AP), napametp src-mac —
MAC-agpec knueHta (STA), dst-mac — MAC-aapec nonyyartensi.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rze namel — vva npasuia
npuopuTusaumm no IP. Ansa yaanexHus npasuna ucnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, eC/I1 NapameTp He 3afaH, Uin ero 3Ha4yeHne SABNSETCA NyCTOW CTPOKOi, TO OH He byaeT
1NCNo/b30BaTbLCA NPU NPOBEPKE HA COBMaZeHUs)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nony4artens, eCniv napameTp He 3aaH, UK ero 3HaYeHve ABASETCA NyCTo CTPOKOW, TO OH He ByaeT
NCNO/b30BaTbLCA NPW NPOBEPKE HA COBMaAEeHUS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegade Bo WLAN. Bo3aMOXHble 3HauyeHus: 0-7, auto. ECv npuopuTeT auto uav He onpegeneH
B A@HHOW onumn — 6yAeT UCMNONb30BaTbCA NCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHus: 0-7, auto. EC/im npnopuTeT auto nnmn He
onpefeneH B AaHHON onumm — 6yAeT UCNOb30BaTbCA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1toueHve ip-priority. /15
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# save (CoxpaHeHne HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — vva npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (roe X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rae X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/toueHve ip-priority. 1A
oTKNtoveHns seeauTte false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# save (CoxpaHeHne HacTpoek)
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuoputeTa Tvna npasun, rage 1 — MUHUMasbHbIN npuopuTeT, 100 — MakcMManbHbIl
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# priority-order
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# mac X (rae X — npuopuTeT AaHHOro npasuna.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLuniA NpuopuTeT MMEET 3HaYeHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# ip X (rae X — npuopuTeT faHHOro npasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia TpuoputeT MMEET 3HaYeHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rge X — nprvopuTeT faHHOro npasusa.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia npuoputeT MMeET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# save (CoxpaHeHne HaCcTpPOeKk)
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12.5.3 HacTpoiiku cetv ansa knventa (STA)

© B pexume ycTpoiicTsa sta 40CTyNHa HACTpOiika HECKOMbKMX Npodunell NoAKNUeHNs K Touke focTyna
(AP). MakcumasibHO MOXXHO HACTPOWTL 8 Npochuneil.

HacTtpolika knmeHTa (STA) 6e3 wudgpoBaHua

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB/TL HOBLINA
npodunb. profilel — nums npodonnsa nogxnoveHns K AP. Ans yaaneHnsa npodmnsa Ncnonb3ynte komaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/10uUNTH
npocousib)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5
(M3meHeHne nmenn SSID)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode off (pexvimv
LundopoBaHus off — 6e3 naposns)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# priority X (rge X —
npuopuTeT npodunns. Onpeaenset oyepegHoOCTb MCMONb30BaHMA Npodiunein. BoamoxHble 3HaueHus: 0-7.
BbicLunii npropuTeT UMeeT 3HaveHune 7. Mpu noaknoyeHnn knueHTta (STA) 6yaeT Mcnonb3oBaTb NPogusb C
HaMBbICLLUVMM MPUOPUTETOM B NEPBYIO oYepesb)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHne
HacTpoek)

—_— e~ o~~~ o~~~
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HacTpolika knmeHTa (STA) c OWE

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI60p pexvmva ycTporcTea)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB/TL HOBbLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/1t0UNTHL
npodonnb)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5
(n3meHeHne nmenn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode OWE (
pexum wndpoBaHnst OWE — undpoBaHHOe coeanHeHne 6e3 BBOAa Naposis. B Takom pexvme cMoryT
NOAKNHYNTLCS TONbKO KANEHTbI Wi-Fi 6)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# priority X (rze X —
npuoputet npodunns. OnpeaensieT ouepeaHOCTb NCNOMb30BaHUSA Npodunein. BosmoxHble 3Ha4eHus: 0-7.
BbiCLUNiA NpUOPUTET UMEET 3Ha4veHure 7. Mpu noaKIUYeHnn KnueHTa (STA) ByaeT ncnosib3oBaTb NPodn/b C
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEpPE/b)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHue
HaCTpoeK)

—_— e~ o~~~ A~~~
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

HacTtpoiika knueHTa (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexnva ycTponcTea)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/1t0UNTHL
npodonnb)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5 (
n3MmeHeHne nmenu SSID)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode WPA3 (
pexum wndgposaHmss — WPA3)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# key-wpa password123 (
rae password123 — K4/naposib, HE0OX0AMMBbIA A1 NOAKNHYEHNST K 6ECMPOBOAHON ceTu. [/iMHa Kioua
[0/HKHA COCTaB/ISATb OT 8 /10 63 CUMBOJI0B)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# priority X (rze X —
npuoputet npodunns. OnpeaensieT ouepeaHOCTb NCNOMb30BaHUSA Npodunein. BosamoXxHble 3Ha4eHus: 0-7.
BbicLUnin npuopuTeT MMEET 3Ha4YeHue 7. Mpu nogkdeHnn knnenTa (STA) 6yaeT ncnonb3oBaTb NPOgUIb C
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEpEb)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHue
HacCTpoeK)

—_— e~ o~~~ A~~~
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HacTpolika knueHTa (STA) ¢ Enterprise-aBTOopu3sauueit

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexnva ycTponcTea)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — ums npodonna nogxknoueHus K AP. ns yaaneHuns npodnasa NCnonb3ynte kKomaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/1t0UNTHL
npodousib)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5 (
n3MeHeHne nmeHn SSID)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode WPA3_1X (
pexum wundgpoaHnst — WPA3-Enterprise)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# radius
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# username user (rge
user — /I0fVH, He0OX0AMMbI ANs aBTopM3aumm Ha RADIUS-cepBepe)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1/

radius# password password (rae password — KN04/nNaposib, HeobxoAnMbI AN aBTopusaunm Ha RADIUS-
cepsepe)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# priority X (rze X —
npuoputeT npodunns. Onpeaensiet ouepeaHOCTb NCNOMb30BaHUSA Npodunein. BosamoXxHble 3Ha4eHus: 0-7.
BbicLunin npuopuTeT MMEET 3Ha4veHue 7. MNpu nogkdeHnn knnenTa (STA) 6yaeT ncnonb3oBaTb NPOdUIb C
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEpPE/b)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHue
HacCTpoeK)

—_— e~ o~~~ A~~~
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12.5.4 [lononHWUTEeNbHbIE HACTPOWMKN ans knneHTa (STA)

Ha3HaueHue VLAN-ID

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-id X (rae X — Homep VLAN-ID)

BkntoueHue VLAN trunk

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-trunk true (Bx/1toueHvie VLAN Trunk. 15 oTKHOYEHNS
BeeguTe false)
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

BkntoueHue General VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bk/1toueHne General VLAN Ha SSID.
[na otknoueHus seeaute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# general-vlan-id X (r1e X — Homep General VLAN)

BkntoueHne MVR

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# mvr-enable true (Bxkt0ueHve MVR. [1ns OTKH0O4EHNS
BeeauTe false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# mvr-vlan-id X (rge X — Homep VLAN ans Multicast-tpadumka)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# mvr-vlan-priority X (rae X — npvoputet 802.1p /19 IGMP-
nakeToB OT Ethernet-yCTpOIACTB, HAXOAALMXCA 3@ KMEHTOM (STA). BO3MOXHble 3Ha4YeHUst: 0-7)

Bbi6op cnocoba npuopuTusaym

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHanv3 npnoputera ns nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HaUYeHMe N0 YMOoYaHuto: true. B aToM criyyae aHanusnpyetcs
npuoputeT n3 nonsa DSCP 3aronoBka IP-naketa)

HacTtpoiika orpaHMYeHUsi CKOPOCTHU

HacTpoliika weiinepa B HanpaBaeHUU OT kKnueHTa (STA) Ao Touku goctyna (AP):
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-tx# value X (rae X — makcrmasnibHas CKopocTb B KOUT/C
WN NakeTbl/C)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-tx# mode kbps (Bx/10ueHve welinepa. BosmoxHble
3HaueHus: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUYEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-tx# exit

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoliika weiinepa B HanpaB/eHUN OT TOYKM gocTtyna (AP) oo knuneHTa (STA):
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-rx

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-rx# value X (rae X — makcvmasibHas CKOpocTb B KOUT/C
WN NakeTbl/C)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-rx# mode kbps (Bk/1t0ueHve weinepa. BosamoxHble
3HaueHus: kbps — K6UT/c, pps — NakeTbl/C, off — BbIK/IHOUYEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-rxi# exit

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpolika weiinepa B HanpaBaeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-bcast-rx
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — makcrmasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bi/1t0ueHne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-bcast-tx
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — makcumasibHas CKOpoCTb B
KOUT/C N nakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bi/1t0ueHne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTpOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-mcast-rx
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rae X — maxkcymasnibHas cCKopocThb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bk/1t0ueHne Lweinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOpPOCTb B KOUT/C)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (Bx/itoueHve wennepa.
[na otknoueHus seeaute off)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTpoiika BCTPEUYHOro yCTPOIACTBA BbINO/HSETCA aHa/I0rMYHO.

YBenunueHue MTU Ha uHtepdpeiicax

WB-3P-PTP5(config):/interface# eth0

WB-3P-PTP5(config):/interface/eth0O# common

WB-3P-PTP5(config):/interface/eth0/common# mtu X (rae X — 3HadeHne MTU. MakcumasibHoe 3HayeHne
2400)

WB-3P-PTP5(config):/interface/eth0/common# exit

WB-3P-PTP5(config):/interface/eth0# exit

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# common

WB-3P-PTP5(config):/interface/wlan0/common# mtu X (rae X — 3HaveHne MTU. MakcrmasibHoe 3HavyeHve
2400)

WB-3P-PTP5(config):/interface/wlan0/common# save (CoxpaHeHVe HacTpoek)
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

MannuHr VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add namel (rge namel — ums npasunia
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rz1e X — npuoputet
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHust: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID BO
WLAN)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rge X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (BktoueHve vlan-mapping. 14
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# save (coxpaHeHve HacTpoek)

© B koHdurypaumm vian-mapping ecTb npefycraHoBneHHoe npasuno — default-rule. OHo ucnonb3yeTcs
ons nsmeHeHna npuoputeta 802.1p 1 ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
noaxoAuT Noj 3adaHHble Nosib3oBaTesiemM npasunia.

Hactpoiika default-rule

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# default-rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# eth-priority X (rae X — npuopurer
802.1p npu nepepaye B Ethernet. Bo3aMoXHble 3Ha4YeHUs: 0-7, auto. EC/iv npnopuTeT auto Unn He
onpegeneH B AaHHON onuumnm — 6yaeT NCNoNb30BaTbCH MCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# wlan-priority X (rae X —
npuopuTteT 802.1p npu nepegade Bo WLAN. Bo3MoXxHble 3HaveHus: 0-7, auto. Ecm npuopuTeT auto nniv He
onpegeneH B AaHHON onuumnm — 6yaeT NCNob30BaTbCH NCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule## wmm-queue X (rge X — ouepesb
WMM ans gaHHoro npaeuna. BosmoxHble 3HaueHust: bk, be, vi, vo, auto. Ec/iv ouepeqp auto He
onpeaeneHa B faHHOW onuumu, To 6yaeT aHanm3mpoBaTbcsl npuoputeT DSCP B nakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# enable true (Bx/1t0ueHve default-
rule. 4ns otkntoveHnsa eeeanTe false)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# save (coxpaHeHve HacTpoek)
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add name1l (rge namel — umvs npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA UK TOUKK gocTyna (AP) (nogpobHee o0 HacTpoiike MAC-apecosB
B Mojickaske HXke). Eciv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIeETCA MNyCTON CTPOKOW, TO OH He
OGyaeT NCnonb30oBaTbCA NPV MPOBEPKE HA COBNAAeHUS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aapec nonyyartensi uam Toukm goctyna (AP) (moapobHee o HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ecriv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rge X — npuopurtet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (rne X — npuoputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/toueHve mac-priority. [1ns
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHne HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add name1l (rge namel — umvs npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (roe
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA UK ToUkM aocTtyna (AP) (nogpobHee 0 HacTpoiike MAC-apecoB
B Mojicka3Ke HXke). Eciv napameTp He 3aaaH, v ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
OGyaeT Ncnonb30BaTbCA NPV MPOBEPKE HA COBNAAEHUS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-agpec nonyyatensi uiam Toukm goctyna (AP) (nogpobHee 0 HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ec/iv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPY NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (e X — ouepesb
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/toueHve mac-priority. 114
oTKNtoveHns seeaute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHne HacTpoek)
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© [1ns nakeToB, MayLLMX N0 HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-aapec Touku goctyna (AP), dst-mac — MAC-agpec nonyyatens.
[nsi nakeToB, MAYLWMX MO HanpaeneHuto ot knameHTa (STA) k Touke goctyna (AP), napameTtp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec Toukun goctyna (AP).

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rze namel — 1va npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpUopUTET auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rae X — npuoputer
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaYeHus: 0-7, auto.Ecam npuoputeT auto unim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1t0ueHve ip-priority. /14
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeH1e HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rze namel — 1va npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rge X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHyve ip-priority. /14
oTKNtoveHns seeaute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVe HacTpoek)
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# priority-order
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# mac X (rae X — npruoputeT JaHHOro rnpasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunid NpuopuTeT MMEET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# ip X (rge X — npuopuTteT faHHOro npasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia NpuoputeT MMEET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rae X — npuoputeT gaHHOro npasuna.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia TpuoputeT MMEET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHne HacTpOek)

12.6 HacTtpoiika LoopBack Detection

© Hacrpoiika hyHKLMOHaNA AOCTYNHA TOMLKO B PEeXMMe YCTpoiicTea sta.

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pyA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTEepdeinc Ha 3aaHHoe B KOHMrypauumn spemsi.

Ecnu coyHKUMOHAN BKOYEH, TO KNneHT (STA) npoBepsieT Hanmnume neTeslb Ha HUXKECTOosILLEM 060pyA0BaHUN U,
B C/lyyae ux obHapyxeHus, 6nokunpyeT Ethernet-nHrepdeiic Ha 3agaHHoe B KOHMrypauumn ycTpoincTea BpeMS.
Hanmune netesnb NnpoBepseTcs ¢ NOMOLLbIO OTNPaBky creymasibHbiX naketos B LAN-ceTb ¢ agpecom
HasHauyeHus ¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# loopback-detection

WB-3P-PTP5(config):/loopback-detection# interval X (rae X — uHTepsan BpeMeHn Mexzay OTnpasKol NakeTos
0OHapyXeHUs NeTsin)

WB-3P-PTP5(config):/loopback-detection# recovery-timer X (r7e X — Bpewms, B TedyeHne kotoporo Ethernet-
NHTepderic byaet 3ab/10KMpPOBaH)

WB-3P-PTP5(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas ByaeT HaBelunBaTbCs
Ha NPoBepPOoYHbIe NakeTbl. BO3MOXHbIE 3Ha4YeHUst: 0-4094)

WB-3P-PTP5(config):/loopback-detection# enabled true (Bx/1t0ueHve LoopBack Detection. [1ns oTkH04eHNS
BeeguTe false)

WB-3P-PTP5(config):/loopback-detection# save (coxpaHeHve HacTpoek)
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12.7 Hactpoiika BPDU-cbunstpa

HacTtpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# common

WB-3P-PTP5(config):/interface/wlan0/common# bpdu-filter true (Bx/1t0ueHvie BPDU. [119 OTK/IO4EHNA
BBeauTe false)

WB-3P-PTP5(config):/interface/wlan0/common# save (coxpaHeHVe HacTpoek)

—_— e~~~

HacTtpoiika domnsrpaumm BPDU-nakeToB AnA uHtepdeiica etho

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# eth0

WB-3P-PTP5(config):/interface/eth0# common

WB-3P-PTP5(config):/interface/eth0/common# bpdu-filter true (Bkt0ueHne BPDU. /19 OTK/IHOHEHNA BBEAUTE
false)

WB-3P-PTP5(config):/interface/eth0/common# save (coxpaHeHvie HacTpoek)

12.8 OrpaHunyeHune konmyecTBa nsyveHHolx MAC-agpecos

OrpaHuyeHune KonnmyecTBa U3yyeHHbIX MAC-agpecoB

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# mac-learning

WB-3P-PTP5(config):/mac-learning# enabled true (Bk/110ueHVIE OrpaHuyeHnsa KonmyecTsa u3yvyeHHbIx MAC-
agapecos. Mo ymonyaHuto: false)

WB-3P-PTP5(config):/mac-learning# mac-learning-limt X (rne X — rno6asibHoe orpaHnyeHmne uncria MAC-
afapecoB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WB-3P-PTP5(config):/mac-learning# wifi-mac-learning-limit X (rqe X — orpaHuyenne uicna MAC-agpecos
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048. Mo ymon4yaHuto: 2048)
WB-3P-PTP5(config):/mac-learning# eth-mac-learning-limit X (rie X — orpaHnyeHne yncna MAC-agpecos co
CTOPOHbI Ethernet. Bo3MOXHbIe 3HaUYeHus: 1-2048. o ymoyaHuio: 2048)
WB-3P-PTP5(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0UeHVe 3anperta nepegauin
Tpadmka oT yCTPOonCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3y4YeHbl 13-3a NPEBbLILLEHUS Kakoro-nmoo
orpaHunyeHns nsyveHHbix MAC-agpecoB. Anda oTkoyeHnsa seeuTte false)
WB-3P-PTP5(config):/mac-learning# drop-unknown-unicast true (Bk/1l0ueHve 3anpeTa nepegadn Tpaduka
Ha Heunsy4deHHble MAC-agpeca (TosbKo unicast). Ana oTkaoyeHnsa seeguTe false)
WB-3P-PTP5(config):/mac-learning# save (coxpaHeH/e HacTpoek)
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12.9 W3meHeHune pasmepa MTU Ha nHTepdhelicax

HacTpoiika BCTpeYHOro yCTpOoCTBa BbINO/HAETCS aHa10MM4YHO.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

WB-3P-PTP5(config):/interfacet# eth0

WB-3P-PTP5(config):/interface/eth0# common

WB-3P-PTP5(config):/interface/eth0/common# mtu X (ra1e X — pasvep MTU B 6aiiTax. BO3MOXHbIE 3HaYeHus:
68-2000. o ymonyaHmio: 1500)

WB-3P-PTP5(config):/interface/eth0/common# save (coxpaHeHVe HacTpoek)

—_— e~~~

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbiCTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3HaveHne MTU Ha nHTepderice wlan0 comkcrpoBaHHoe 1 pasHo 2000.

12.10 CuctemMHble HACTPOIKK

12.10.1 O6HoBneHue MO ycTpoincTBa

OGHoBneHue MO Touku goctyna no TFTP

WB-3P-PTP5(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WB-3P-PTP5-2.4.1_build_X.tar.gz)
WB-3P-PTP5(root):/# firmware upgrade

O6HoBneHue MO Toukn goctyna no HTTP

WB-3P-PTP5(root):/# firmware upload http <URL gnsa ckaumBaHua daiina MO> (npuvep: firmware
upload https://eltex-co.ru/upload/iblock/c41/WB-3P-PTP5-2.4.1_build_X.tar.gz)
WB-3P-PTP5(root):/# firmware upgrade

MepekntovyeHue Ha pe3epBHYIO0 Bepcuio MO Toukn goctyna

WB-3P-PTP5(root):/# firmware switch

12.10.2 YnpaBneHue KoHUrypaumeii ycTpoictea

C6pocC KOHhUrypaumm ycTpoiicTeBa B AecOo/ITHOEe COCTOsIHUE Ge3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WB-3P-PTP5(root):/# manage-config reset-to-default
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C6poc KOHhurypauymm ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB focTyna

WB-3P-PTP5(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(pUrypaLMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WB-3P-PTP5(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvmep: manage-config
download tftp 192.168.1.15)

CkauaTtb KOH(hUrypauMoHHbIii chaiin ycTpoiictBa Ha cepBep/lK uepes scp

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. laHHasi koMaHAa BbiNonHAeTca Ha cepsepe/TK)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WB-3P-PTP5(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue tpaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WB-3P-PTP5(root):/# manage-config apply (npumeHeHne KoHdurypawm)
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12.10.3 KoOHTpOsib AOCTYNHOCTH

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvts OTCYTCTBUE CBSIBHOCTU U Nepesarpy3untb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-kiveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WB-3P-PTP5(config):/ping-watchdog# enable true (Bk/itoueHne KOHTPOA AOCTYNHOCTU. [10 yMONYaHNIO:
false)

WB-3P-PTP5(config):/ping-watchdog# host X.X.X.X (rae X.X.X.X — IP-agpec nonyyarens ICMP-3anpocos)
WB-3P-PTP5(config):/ping-watchdog# ping-interval X (rae X — Bpewms B cekyHax, Yepes koTopoe byaet
otnpasneH ICMP-3anpoc nocne nosnyyeHuns ICMP-oTBeTa Wiv NPUHATUA pPeLLEHNst O TOM, YTO NpeablayLLnii
ICMP-3anpoc okasasics HeygayuHbIM. Bo3MOXHble 3HavyeHus: 1-86400. Mo ymonyaHuto: 300)
WB-3P-PTP5(config):/ping-watchdog# startup-delay X (r1e X — Bpems B cekyHzaax rnocse BK/IH0HeHNs
YCTpOWCTBa Nn npeablayLlero cpabarbiBaHus, B TeHEHE KOTOPOro KOHTPO/1b AOCTYMHOCTU He ByaeT
pa6oTaTtb. Bo3aMOXHble 3Ha4YeHus: 60-86400. o ymonyaHumio: 300)

WB-3P-PTP5(config):/ping-watchdog# ping-timeout X (r1e X — Bpems B cekyHaax, B TeYeHne KOToporo
oxuaaetcst ICMP-0TBET Ha OTnpaBeHHbI ICMP-3anpoc. Ecnn no nctevyeHnmn spemeHmn ICMP-0TBET He
nosy4eH, 1o ICMP-3anpoc cumMTaeTcs HeyaaduHbIM. Bo3MOXHble 3HavyeHus: 1-10. Mo ymonyaHuio: 1)
WB-3P-PTP5(config):/ping-watchdog# max-retry X (rge X — makcumasibHoe KOM4ecTBO HeyaaduHbix ICMP-
3anpocoB. Ecniv konnuecTBo Heyaa4vHbIX ICMP-3anpocoB fOCTUraeT yKa3aHHOIo Y1C/a, TO BbIMNOJTHAETCA
3aflaHHOoe aelicTBre. Bo3aMoXHble 3Ha4eHus: 1-86400. Mo ymonyaHuio: 3)
WB-3P-PTP5(config):/ping-watchdog# action X (e X — gevicteue. BosmoxHble 3HaqeHns: device-restart —
nepesarpyska yCcTpoicTBa — B C/lydae HeOCTYNHOCTY 3aZlaHHOr0 ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTea,; ethernet-restart — nepesanyck ethernet uHTephelica — B criyvae
HeLOCTYMNHOCTY 3aZlaHHOIO0 ping-cepBepa nponsonaeT nepesanyck Ethernet-uHTepdeiica ycTpoicTsea;
wireless-restart — nepesanyck 6ecnpoBofHOro nHTepgenca — B c/iydyae HeJOCTYNHOCTN 3a4aHHOro ping-
cepBepa npoulonaet nepesanyck 6ecnpoBoAHOro MHTepdenca ycTponcTea)
WB-3P-PTP5(config):/ping-watchdog# save (coxpaHeHve HacTpoek)

12.10.4 Mepesarpyska ycTpoiictea
KomaHpa ans nepesarpysku yctpoiictea

WB-3P-PTP5(root):/# reboot

KomaHpa Ansa oT/10)keHHOW nepesarpy3kn ycTpoucTea

WB-3P-PTP5(root):/# reboot delay X (rae X — Bpemsi B CeKyHAax, Yepes KOTopoe Npon3oinaeT OTNoXKeHHas
nepesarpyska ycTpoiicTsa. Bo3aMoXxHble 3HauyeHns: 0-86400)

KomaHga ans 3ansiaHMpoBaHHOI Nepesarpy3ku yCTpoiicTBa B Ha3HauYe€HHOe BpeMst

WB-3P-PTP5(root):/# reboot at hh:mm:ss (r1e hh:mm:ss — Bpewms, B KOTOpoe Npon3oiaeT
3annaHMpoBaHHas nepesarpyska ycTponcTea. Bo3aMoXxHble 3HaYeHusi: hh:mm, hh:mm:ss)
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KomaHaa Ansi OoTMeHbl OT/IOKEHHOI nepe3arpysku yctpoiictea

WB-3P-PTP5(root):/# reboot cancel

12.10.5 HacTpoiika pexunmMa ayTeHTudukaumm

YCTPOICTBO MMEET 3aBO/ICKYI0 YUETHYI0 3anuncb admin ¢ naponem password. YianuTb AaHHYH YYETHYH
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLbI0 YKa3aHHbIX HKE KOMaH.

N3meHeHue napons AnsA yyeTHo 3anucu admin

WB-3P-PTP5(root):/# configure
WB-3P-PTP5(config):/# authentication
WB-3P-PTP5(config):/authentication# admin-password <HoBbIii naponb ANA yyeTHOI 3anucu admin>

(0T 1 00 64 CMMBO/IOB, BK/KOYASA NTATUHCKNE BYKBbI 1 LINGPBbI)
WB-3P-PTP5(config):/authentication# save (CoxpaHeHne HacTpoek)

MimeeTcs BO3MOXHOCTb CO34aTb AOMNOMHUTENbHbIX NO/Ib30BaTesNeNn 418 NOKa/IbHON ayTEHTUAINKALMN, a Takxke
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTenaM AoMKHA GbITh HA3HAYEHA OfHA U3 BYX POneii:
admin — nonb3oBaTesnb C Takoli posbio BYAET MMETL NOJHbIA AOCTYN K KOH(UIYPUPOBaHMIO 1

MOHUTOPWHIY YCTPOWCTBA,;
viewer — nosnb3oBaTesib C Takol Posbto ByaeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY YCTPOICTBA.
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CO3,EI,aHI/Ie AOO0MNMOSTHUTENbHbIX nosb3oBaresieli BbINO/IHAETCS cnegyouimMmm KoMmaHgammn:

Jo6aBneHne HOBbIX MOJ b3oBartesnei

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# authentication

WB-3P-PTP5(config):/authentication# user

WB-3P-PTP5(config):/authentication/user# add userX (e userX — nms HOBOW y4eTHON 3anucn. ns
yAaneHmsa ncnonbayinte komaHgy del)

WB-3P-PTP5(config):/authentication/user# userX

WB-3P-PTP5(config):/authentication/user/userX# login userX (e userX — 1ms HOBOW YYETHOM 3anucu)
WB-3P-PTP5(config):/authentication/user/userX# password <[aponb Ana yyeTHO 3anmucu userX> (0T 1 /10
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE OYKBbI U LMdpbI)

WB-3P-PTP5(config):/authentication/user/userX# role admin (nosib30BaTeslo BbIAAKOTCA Npasa Ha
KOHhurypupoBaHue. Bo3MOXHOe 3HaUYeHNe: viewer — YYETHOW 3anncu 6yaeT AOCTYMNEH TO/bKO
MOHUTOPWHT)

WB-3P-PTP5(config):/authentication/user/userX# save (CoxpaHeH/e HaCTpPoek)

[nsa ayteHTudomkaumm yepes RADIUS-cepep HEO6XOAMMO HACTPOUTL NapaMeTpbl 4OCTYNa K HeMmy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# authentication

WB-3P-PTP5(config):/authentication# radius

WB-3P-PTP5(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WB-3P-PTP5(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIN
MCNOMb3yeTcsa ANA ayTeHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WB-3P-PTP5(config):/authentication/radius# auth-password secret (17e secret — ko4 a7159 RADIUS-cepeepa,
NCMosb3yeMOro Ansa ayteHTudankaumm n aBtopusanmm)

WB-3P-PTP5(config):/authentication/radius# exit

WB-3P-PTP5(config):/authentication# radius-local-fallback true (Bi/1t04eHe aBTOpPU3aLUN M0 JIOKASILHON
y4eTHOI 3anuncu admin npu oTCyTCTBUN coeanHeHnsi ¢ RADIUS-cepBepoM. ns oTknoveHns seeaute false.
Mo ymonuaHutio: false)

WB-3P-PTP5(config):/authentication# radius-auth true (Bk/1t04eHVE pexMa ayTeHTUMKaLMN Yepes
RADIUS-cepBep. Ansa otkntoveHns seeguTte false. Mo ymonyaHuio: false)
WB-3P-PTP5(config):/authentication# save (CoxpaHeHne HacTpoek)

© C sbiktoyeHHbIM napameTpom radius-local-fallback asTopusaums npoucxoant Tonbko Yepes RADIUS-
cepsep. Mpn ero HegOCTYNHOCTM UM HEKOPPEKTHbIX AaHHbIX aBTOpM3aLMsi BbINO/IHEHA He OyaeT.
C Bk/toueHHbIM napameTpom radius-local-fallback, npu otcytcTBun coeanHeHms ¢ RADIUS-cepsepom,
aBTOPU3aLIMS MOXET ObITb BbIMO/THEHA MO /IOKa/IbHON YUYeTHo 3anucy admin. ABTopusaums yepes
ApYyrue nokasibHble YYETHbIE 3anncK BbIMOSIHEHA He ByAeT.
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© [na aytenTudmkaummn yepes RADIUS-cepBep yUeTHbIe 3an1cy C COOTBETCTBYIOLMMI POASMM
CO34al0TCA TO/IbKO Ha HEM.
YUeTHbIM 3anMcsiM MOryT ObITb NPUCBOEHbI CeAyoLIne POsu:
admin — nonb3oBaresb C TakoW posnblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTBA;
viewer — nosb3oBaresib C Takol posbio ByaeT MMeTb A0CTYN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKM poneil y4eTHbIX 3anncei ncnonbayetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (r/1e <role> npuHyvaet 3HaveHnss admin v1v viewer).

12.10.6 HacTpoiika DCHP-snooping

KomaHpabl ansa HacTpoiiku DHCP-snooping

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# dhcp-snooping

WB-3P-PTP5(config):/dhcp-snooping# enable true (Bk/itoueHie DHCP-snooping. 1715 OTK/THOUEHNS
BeeguTe false)

WB-3P-PTP5(config):/dhcp-snoopingi# vlan (HacTpoiika DHCP-snooping A/15 TErTMPOBaHHOIO Tpadinka)
WB-3P-PTP5(config):/dhcp-snooping/vlan# add vlan-group (rze vian-group — vims rpynnsl VLAN, 415 KOTOPOU
oynet pabotarb DHCP-snooping)

WB-3P-PTP5(config):/dhcp-snooping/vlan# vlan-group
WB-3P-PTP5(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rie X — Homep VLAN, Y-Z — avanasoH
VLAN, KoTOpble 6yayT BXOAMTb B rpynmny vlan-group 1 Ans Kotopbix 6yaeT pabotate DHCP-snooping.
Mpumep KoHurypauum nepeynsa VLAN: vid '10;100-110")
WB-3P-PTP5(config):/dhcp-snooping/vlan/vlan-group# exit

WB-3P-PTP5(config):/dhcp-snooping/vlan# exit

WB-3P-PTP5(config):/dhcp-snooping# untag true (BktoueHe DHCP-snooping A/151 HETErMPOBaHHOIO
Tpadomka. Ans oTktodueHns seeguTe false)

WB-3P-PTP5(config):/dhcp-snooping# save (CoxpaHeHne HacTpoek)

© Mo ymonuaHuio AoBEPEHHBIM NOPTOM CUMTaeTCs TonbKO ethO.
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12.10.7 HacTpoiika gatbl  BpemMeHu

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# date-time

WB-3P-PTP5(config):/date-time# mode ntp (Bk/itoueHne pexviva paboTel ¢ NTP. BO3MOXHOE 3HaYeHune:
manual — ycTaHOBKa BPEMEHMN BPYUHYH))

WB-3P-PTP5(config):/date-time# ntp

WB-3P-PTP5(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WB-3P-PTP5(config):/date-time/ntp# alt-servers (ycTaHOBKa A0MoNHNTE bHLIX NTP-cepsepos)
WB-3P-PTP5(config):/date-time/ntp/alt-servers# add <lomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHve pasaena KoHgurypaumm oononHntTenbHoro NTP-cepeepa. MakcumasibHoe
KonnyecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)
WB-3P-PTP5(config):/date-time/ntp/alt-servers# exit

WB-3P-PTP5(config):/date-time/ntp# exit

WB-3P-PTP5(config):/date-time# common

WB-3P-PTP5(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka
BPEMEHHOW 30HbI)

WB-3P-PTP5(config):/date-time/common# save (coxpaHeHne HacTpoek)

12.10.8 [ononHuTenbHble HACTPOKM CUCTEMBI

M3meHeHMe nMeHu ycTpoiicTBa

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# system

WB-3P-PTP5(config):/system# hostname WB-3P-PTP5_2 (re WB-3P-PTP5_2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET cogepxartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lnpbl,
3HaK gednc «-» (aedmnc He MOXET ObITb NOCMeAHNUM CUMBO/IOM B UMeHM). Mo ymonyaHuio: WB-3P-PTP5)
WB-3P-PTP5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmueckoro gomeHa

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# system

WB-3P-PTP5(config):/system# ap-location ap.test.root (re ap.test.root — foMeH y3na fepeBa YCTPOUCTB
cucTeMbl ynpasneHus. Mo yMonvaHuio: root)

WB-3P-PTP5(config):/system# save (CoOxpaHeHne HacTpoek)
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N3meHeHune Radius NAS-ID

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# system

WB-3P-PTP5(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
NAEHTUJIMKATOP AAHHOTO YCTpoicTBa. MapameTp npeaHasHavyeH ans naeHtTudnkauum ycTtponcTea Ha
RADIUS-cepBepe, B c/iyuae ecnv RADIUS okngaeTt 3HaueHune, oT/imdHoe ot MAC-aagpeca. o ymonyaHuio:
MAC-aapec ycTpoiicTBa)

WB-3P-PTP5(config):/system# save (COxpaHeHne HacTpoek)

HacTpoliika LLDP

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# lldp

WB-3P-PTP5(config):/lldp# enabled true (BxktoueHve doyHkumoHana LLDP. [1a oTkioveHns seeaute false.
Mo ymonuyaHuto: true)

WB-3P-PTP5(config):/lldp# tx-interval X (rae X — n3meHeHue neproga oTnpasku LLDP-cO06LEeHWA.
Bo3mMoXxHble 3Ha4eHus: 1-86400. Mo ymonyaHuto: 30)

WB-3P-PTP5(config):/lldp# system-name WB-3P-PTP5_reserv (re WB-3P-PTP5_reserv — HOBOE 1M
ycTpolictea. Mo ymonyaHuto: WB-3P-PTP5)

WB-3P-PTP5(config):/lldp# save (coxpaHeHve HacTpoek)

HacTtpoiika uHgukayum

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# led-manager

WB-3P-PTP5(config):/led-manager# enabled all (sx1toueHne nHavkal . MoxeT npvHuMaTh 3HadeHns: all —
BCE VHAMKATOPbI BK/IHOYEHbI, none — BCE MHAMKATOPbI BbIKNKOUYEHbI. 10 ymonyaHuto: all)
WB-3P-PTP5(config):/led-manager# enable-rssi-threshold-override true (BxioueHve ynpasieHns noporamu
RSSI Hankartopos. 19 oTkntoveHnst BeeauTe false. o ymonyaHuio: false)
WB-3P-PTP5(config):/led-manager# led1-threshold X (rie X — MYHUMaIbHBIA YPOBEHL CUTHAsA OT
BCTPEYHOro YCTPOWCTBA, NpM KOTOPOM BK/toHaeTcs HAnKaTop LED1. Bo3aMOXHbIe 3Ha4eHust: -100-0. Mo
ymMon4aHuto: -100)

WB-3P-PTP5(config):/led-manager# led2-threshold X (rie X — MUHUMa/IbHBIA YPOBEHL CUTHAsA OT
BCTPEYHOro YCTPOWCTBA, NPy KOTOPOM BK/toHaeTcs HAnKaTop LED2. Bo3MOXHbIe 3Ha4eHust: -100-0. Mo
ymMos4aHuto: -80)

WB-3P-PTP5(config):/led-manager# led3-threshold X (rie X — MYHUMa/IbHBIA YPOBEHL CUTHAsA OT
BCTPEYHOro YCTPOWCTBA, NpM KOTOPOM BK/toHaeTcs HAnKaTop LED3. Bo3aMOXHbIe 3Ha4eHust: -100-0. Mo
ymMosi4aHuio: -70)

WB-3P-PTP5(config):/led-manager# led4-threshold X (rie X — MYHUMaUIbHBIA YPOBEHL CUTHAsA OT
BCTPEYHOro YCTPOWCTBA, NPy KOTOPOM BK/tOHaeTcs HAnKaTop LED4. Bo3aMoXHbIe 3HauYeHust: -100-0. Mo
yMO/14aHuio: -60)

WB-3P-PTP5(config):/led-manager# save (COxpaHeHne HacTpoek)
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12.117 MOHUTOPUHT

12.11.1 BecnposogHol kaHan/becnpoBofHble KITUEHTbI

12.11.1.1 Pexum ycmpolicmsa ap-ptp

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

BbIBOA, N0N1€3HOI MHhopMaL M O COCTOSIHUM 6ECNPOBOAHONO KaHasia co CTOPOHbI ToYkM AocTyna (AP):

WB-3P-PTP5(root):/# monitoring wireless-peer

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac
ssid

ip-addr
hostname
rssi-h

rssi-v

snr-h

snr-v

noise-h
noise-v
rssi-remote-h
rssi-remote-v
snr-remote-h
snr-remote-v

link-quality-remote
memory-usage-remote

cpu-usage-remote
noise-remote-h
noise-remote-v
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
link-capacity

(0]
ec:bl:e0:2d:al:00
wlan@

5

ASSOC AUTH_SUCCESS
5180

(0]

ptp-sta
WP44000027
WB-3P-PTP5

2.4.1 build X
EC:B1:E0:2D:A1:00
WB-3P-PTP5-test
192.168.1.15
WB-3P-PTP5-STA
-60

-51

35

35

-95

-86

-60

-46

33

33

100

47

2.0

-93

-93

HE NSS2 MCS9 LGI 195

HE NSS2 MCS7 LGI 146.3

20M

20M
00:08:48
ax

96

96

3

0

83
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BbIBOA KpaTKoW MHChOpMaLMK O COCTOSIHUM GECNPOBOAHOIO KaHaia B ropM30HTa/IbHOM BU/Ie CO CTOPOHb!
Touku goctyna (AP):

WB-3P-PTP5(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WB-3P-PTP5-STA 192.168.1.15 -61/-51 -58/-46 HE NSS2 MCS8 LGI 175.5 00:14:46
ec:bl:e0:2d:al:00 34/34 34/34 HE NSS2 MCS9 LGI 195
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BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I 0 COCTOAHUN 6ecnp030,quro KaHaJla CO CTOPOHbI TOYKK OA0CTYyMNa (AP):

WB-3P-PTP5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 5

distance 0

frequency 5180
serial-number WP44000027
eltex-board-type WB-3P-PTP5

2.4.1 build X
EC:B1:E0Q:2D:A1:00

eltex-firmware-version
factory-mac

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta
ssid | WB-3P-PTP5-test
vlan-id | 900
ip-addr | 192.168.1.15
hostname | WB-3P-PTP5-STA
dhcp-request-status | requested
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 67
rssi-h | -61
rssi-v | -52
rssi | -61
max-rssi-h | -54
max-rssi-v | -46
max-rssi | -46
snr-h | 35
snr-v | 35
snr | 35
noise-h | -96
noise-v | -87
noise | -87
rssi-remote-h | -60
rssi-remote-v | -46
rssi-remote | -60
snr-remote-h | 34
snr-remote-v | 34
snr-remote | 34
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 2.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | ©
noise-remote-h | -93
noise-remote-v | -93
noise-remote | -93
tx-rate | HE NSS2 MCS10 LGI 219.4
tx-rate-numeric | 219.4
rx-rate | HE NSS2 MCS9 LGI 195
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rx-rate-numeric | 195
rx-bw-all | 26M
tx-bw | 26M
rx-bw | 26M
uptime | 00:29:48
mfp | true
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 97
link-quality-common | 96
tx-retry-ratio | ©
rx-retry-ratio | ©
actual-tx-rate | 3
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 12
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 86
multicast-groups-count | 1
using-802.11r | no
using-802.11k | no
using-802.11v | no
twt-support | none
name | ©
Counter Transmitted Received
Total Packets: 2238 54
TX success: 100
Total Bytes: 147921 4176
Data Packets: 2202 19
Data Bytes: 145542 2425
Mgmt Packets: 36 35
Mgmt Bytes: 2379 1751
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0
Rate Transmitted Received
nss2-mcso 0 | 0% 6 |  31%
nss2-mcs5 0 | 0% 1 | 5%
nss2-mcsé6 0 | 0% 2 |  10%
nss2-mcs7 106 | 4% 4 | 219%
nss2-mcs8 119 | 5% 4 | 219%
nss2-mcs9 994 | 45% 2 |  10%
nss2-mcslo 841 |  38% 0 | 0%
nss2-mcsll 142 | 6% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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12.11.1.2 Pexum ycmpolicmsa ap-pmp

BbIBOZ N0/1€3HOI MHGpOpMaLMK O COCTOSIHUM 6eCNPOBOAHbLIX KMeHToB (STA) co CTOpOoHbI Toukn goctyna (AP):

WB-3P-PTP5(root):/# monitoring clients station

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlano

band 5

state ASSOC AUTH_SUCCESS
frequency 5180

distance 0

fbwa-mode pmp-sta
serial-number WP44000027
eltex-board-type WB-3P-PTP5

eltex-firmware-version

factory-mac

2.4.1 build X
EC:B1:E0:2D:A1:00

ssid WB-3P-PTP5-test
ip-addr 192.168.1.15
hostname WB-3P-PTP5-STA
rssi-h -63

rssi-v -51

snr-h 32

snr-v 32

noise-h -95

noise-v -83
rssi-remote-h -60
rssi-remote-v -46
snr-remote-h 34
snr-remote-v 34
link-quality-remote 100
memory-usage-remote 47
cpu-usage-remote 1.0
noise-remote-h -93
noise-remote-v -93

tx-rate HE NSS2 MCS9 LGI 195
rx-rate HE NSS2 MCS9 LGI 195
tx-bw 20M

rx—bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 97
link-quality-common 97

actual-tx-rate 3

actual-rx-rate 0

link-capacity 87
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BbIBOA, KpaTKOIi MHChOpMaLMKN O COCTOAHUIN GECNPOBOAHLIX KTMEHTOB (STA) B ropu3oHTa/IbHOM BUAE CO

CTOPOHbI TOYKM gocTyna (AP):

WB-3P-PTP5(root):/# monitoring clients brief

Hostname IP RSSI
MAC SNR
WB-3P-PTP5-STA 192.168.1.15 -64/-52

ec:bl:e0:2d:al:00 33/33

-62/-47

RX rate Uptime
TX rate

HE NSS2 MCS10 LGI 219.4 00:14:46
HE NSS2 MCS8 LGI 175.5
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BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I O COCTOAHUN 6eCI'IpOBO,quIX K/IMEHTOB (STA) CO CTOPOHbI TOYKM goCcTyna (AP):

WB-3P-PTP5(root):/# monitoring clients detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 5

distance 0

frequency 5180
serial-number WP44000027
eltex-board-type WB-3P-PTP5

eltex-firmware-version

factory-mac

tx-rate
tx-rate-numeric

2.4.1 build X
EC:B1:E0Q:2D:A1:00

HE NSS2 MCS10 LGI 219.4

219.4

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WB-3P-PTP5-test
vlan-id | 900
ip-addr | 192.168.1.15
hostname | WB-3P-PTP5-STA
dhcp-request-status | requested
rx-retry-count | 22
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 552
rssi-h | -63
rssi-v | -52
rssi | -63
max-rssi-h | -52
max-rssi-v | -48
max-rssi | -48
snr-h | 34
snr-v | 34
snr | 34
noise-h | -97
noise-v | -86
noise | -86
rssi-remote-h | -58
rssi-remote-v | -47
rssi-remote | -58
snr-remote-h | 35
snr-remote-v | 35
snr-remote | 35
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 1.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | 6
noise-remote-h | -93
noise-remote-v | -93
noise-remote | -93

|

|

|

rx-rate

HE NSS2 MCS10 LGI 219.4
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rx-rate-numeric | 219.4
rx-bw-all | 26M
tx-bw | 26M
rx-bw | 26M
uptime | 00:29:48
mfp | true
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 97
link-quality-common | 97
tx-retry-ratio | ©
rx-retry-ratio | ©
actual-tx-rate | 3
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 9
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 83
multicast-groups-count | 1
using-802.11r | no
using-802.11k | no
using-802.11v | no
twt-support | none
name | ©
Counter Transmitted Received
Total Packets: 25705 692
TX success: 100
Total Bytes: 1656801 39314
Data Packets: 25192 180
Data Bytes: 1637549 16589
Mgmt Packets: 513 512
Mgmt Bytes: 19252 22725
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0
Rate Transmitted Received
nss2-mcso 0 | 0% 7 | 3%
nss2-mcs5 0 | 0% 2 | 1%
nss2-mcsé6 1 | 0% 2 | 1%
nss2-mcs7 461 | 1% 9 | 5%
nss2-mcs8 2627 |  10% 27 | 15%
nss2-mcs9 12725 | 50% 66 |  36%
nss2-mcslo 7634 |  30% 54 |  30%
nss2-mcsll 1744 | 6% 13 | 7%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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12.11.1.3 Pexum ycmpoticmsa sta

BbIBOA MHOPMALMM O COCTOSIHMM GECNPOBOAHOIO KaHasla Co CTOPOHbI KnneHTa (STA):

WB-3P-PTP5(root):/# monitoring wireless-peer

index 0

hw-addr ec:bl:e0:2d:al:fo
interface wlano

band 5

state ASSOC AUTH_SUCCESS
frequency 5180

distance 0

fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WB-3P-PTP5

2.4.1 build X
EC:B1:E0@:2D:Al:F0

eltex-firmware-version
factory-mac

ssid WB-3P-PTP5-test
ip-addr 192.168.1.20
hostname WB-3P-PTP5-AP
rssi-h -58

rssi-v -47

snr-h 35

snr-v 35

noise-h -93

noise-v -82
rssi-remote-h -62
rssi-remote-v -51
snr-remote-h 34
snr-remote-v 34
link-quality-remote 93
memory-usage-remote 49
cpu-usage-remote 1.0
noise-remote-h -93
noise-remote-v -93

tx-rate HE NSS2 MCS11 LGI 243.8
rx-rate HE NSS2 MCSO LGI 14.6
tx-bw 20M

rx—bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 100
link-quality-common 97

actual-tx-rate 0

actual-rx-rate 15

link-capacity 100
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BbIBOZ KpaTKOli MH(DOPMALIMI O COCTOSIHMM 6ECMPOBOAHOIO KaHasla B TOPU30HTa/IbHOM BUAE CO CTOPOHbI
knneHTa (STA):

WB-3P-PTP5(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WB-3P-PTP5-AP 192.168.1.20 -56/-47 -60/-54 HE NSS2 MCSO LGI 14.6 00:14:46
ec:bl:e0:2d:al:f0 36/36 35/35 HE NSS2 MCS10 LGI 219.4
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BbIBOA, NO/IHOM MHOpMaLMK O COCTOSIHUM 6ECNPOBOAHONO KaHana co CTOPOHbI kKneHTa (STA):

WB-3P-PTP5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e@:2d:al:fo
interface wlan0

rfid -1

wid -1

band 5

distance 0

frequency 5180
serial-number WP44000027
eltex-board-type WB-3P-PTP5

eltex-firmware-version
factory-mac

2.4.1 build X
EC:B1:EOQ:2D:A1:F0O

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-ap
ssid | WB-3P-PTP5-test
vlan-id | 900
ip-addr | 192.168.1.20
hostname | WB-3P-PTP5-AP
dhcp-request-status | requested
rx-retry-count | 439
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 10
rssi-h | -59
rssi-v | -47
rssi | -59
max-rssi-h | -32
max-rssi-v | -28
max-rssi | -28
snr-h | 34
snr-v | 34
snr | 34
noise-h | -93
noise-v | -81
noise | -81
rssi-remote-h | -58
rssi-remote-v | -51
rssi-remote | -58
snr-remote-h | 35
snr-remote-v | 35
snr-remote | 35
link-quality-remote | 97
memory-usage-remote | 49
cpu-usage-remote | 1.0
tx-retry-ratio-remote | 16
rx-retry-ratio-remote | 100
noise-remote-h | -93
noise-remote-v | -93
noise-remote | -93
tx-rate | HE NSS2 MCS10 LGI 219.4
tx-rate-numeric | 219.4
rx-rate | HE NSS2 MCSO LGI 14.6
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rx-rate-numeric | 14.6

rx-bw-all | 26M

tx-bw | 26M

rx-bw | 26M

uptime | 00:16:02

mfp | true

wireless-mode | ax

perftest-capable | true

snr-rssi-capable | true

link-quality | 71

link-quality-common | 95

tx-retry-ratio | ©

rx-retry-ratio | 11

actual-tx-rate | ©

actual-rx-rate | 7

shaped-rx-rate | 6

actual-tx-pps | ©

actual-rx-pps | 9

shaped-rx-pps | 9

link-capacity | 91

multicast-groups-count | ©

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©
Counter Transmitted Received
Total Packets: 222 21795
TX success: 100
Total Bytes: 8850 3749762

Data Packets: 93 12564

Data Bytes: 3773 1573822

Mgmt Packets: 129 9231

Mgmt Bytes: 5077 2175940
Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

nss2-mcso 0 | 0% 8687 |  69%
nss2-mcs4 0 | 0% 1 | 0%
nss2-mcs5 0 | 0% 1 | 0%
nss2-mcsé6 1 | 1% 3 | 0%
nss2-mcs7 13 | 13% 51 | 0%
nss2-mcs8 4 | 4% 277 | 2%
nss2-mcs9 | 8% 2047 |  16%
nss2-mcslo 37 | 39% 930 | 7%
nss2-mcsll 30 | 32% 567 | 4%

Multicast groups: none
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12.11.2 VHdopmauus 06 ycTpoiicTee

WB-3P-PTP5(root):/# monitoring information

system-time 10:11:07 25.04.2025

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

03:31:02
WB-3P-PTP5
2.4.1 build X
2.4.1 build X
2.4.1 build X
49

120

117

237

1.2

1.22

false

Eltex

Wireless Bridge
WB-3P-PTP5
WB-3P-PTP5
EC:B1:EQ:XxX:XX:XX
EC:B1:EQ:XxX:XX:XX
WP5C000030

1vo

false

false

firmware update
false
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12.11.3 CeteBad nHgopmauus

WB-3P-PTP5(root):/# monitoring wan-status

Common 1information:

interface | bro.1000

mac | ec:bl:e®:xx:xx:xx
vlan | 1000

rx-bytes | 667443
rx-packets | 7210

tx-bytes | 1903365
tx-packets | 1514
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

WB-3P-PTP5(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 38612981
rx-packets: 519188
tx-bytes: 17381155
tx-packets: 101899

WB-3P-PTP5(root):/# monitoring arp

# IP MAC
0 192.168.1.1 02:00:48: XX XX XX
1 192.168.1.151 2c:fd:ralixx:ixx:xx

WB-3P-PTP5(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 U bro
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WB-3P-PTP5(root):/# monitoring lldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;
Port Device ID Port ID System Name Capabilities TTL

etho 50:eb:e3:xx:xx:Xxx gi 0/10 PC-16487 B,W,R,H 120

12.11.4 BecnpoBoaHble MHTEPIENCHI

WB-3P-PTP5(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 5 GHz
hwaddr | EC:Bl:EO:xXX:XX:XX
tx-power | 27 dBm
connection status | AP mode
operation mode | ap-ptp
noise-h | -93 dBm
noise-v | -93 dBm
channel | 36
frequency | 5180 MHz
bandwidth | 20 MHz
utilization | 32%

mode | ax
thermal | 51
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

WB-3P-PTP5(root):/# monitoring events

Apr 25 10:21:07 WB-3P-PTP5 daemon.info configd[171]: The AP running configuration was
updated successfully by admin
Apr 25 10:21:07 WB-3P-PTP5 daemon.info configd[171]: The AP startup configuration was
updated successfully by admin

Apr 25 10:
Apr 25 10:

finished
Apr 25 10:
Apr 25 10:
Apr 25 10:

-31 locati

22:01 WB-3P-PTP5
22:57 WB-3P-PTP5

23:38 WB-3P-PTP5

26:36 WB-3P-PTP5
28:44 WB-3P-PTP5
mac: EC:B1:EQ:2E:68:50 ssid: 'WB-3P-PTP5' -dinterface: wlan® channel: 1 rssi-1: -43 rssi-2:

on: 'root'

user.info monitord: start spectrum analyzer on 1interface 'wlan0'
user.info monitord: spectrum analyzer on 1interface 'wlan0'

daemon.info scanwlan[1320]: start scan on interface 'wlano'
daemon.info scanwlan[1320]: scan on 1interface 'wlan®' finished
daemon.info monitord[596]: event: 'authenticated' ip: 0.0.0.0

auth-method: 'Personal' captive-portal: 'disabled'

Apr 25 10:35:17 WB-3P-PTP5 daemon.info monitord[596]: event: 'deauthenticated by AP' -ip:

192.168.1.20 mac:
=22 rssi-2:

EC:B1:EO

-19 location:

12.11.6 CkaHupoBaHue achmpa

:2E:68:50 ssid: 'WB-3P-PTP5' 1interface: wlan® channel: 1 rssi-1:
'root' reason: 4 description: 'Inactivity'

€ Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/OUEH, UTO
NpVBEAET K HEBO3MOXHOCTMN Nepeaayn AaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBAHUSI.

WE-3P-PTP5{root);/# monitoring scan-wifi

Security

BSSID

Channel RSSI, dBm Bandwidth, MHz

PP

wpa2-1x
off

off

off
wpaz2
off

off

E@:D3:E3:48:6B:20
68:13:E2:35:C3:99
E5:28:C1:E1:98:04
E4:5A:D4:F@:5B:5F
68:13:E2:0F:45:49
CC:9D:A2:DF:41:64
EC:B1:E@:2D:A1:98

151



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

12.11.7 CnekTtpoaHasim3arop

CnekTpoaHasM3aTop npefocTasnaeT MHpopmMaLmio 0 3arpy>eHHOCTH KaHaoB. Bpemsa aHanmsa Bcex
pagnokaHasioB auanasoHa CocTas/IAeT NPUMepPHO 1.5 MUHYTHI.

@ Bo Bpems pa6oTbl cnekTpoaHanMaTopa NPOUCXOAUT OTK/TIOUEHNE KIIMEHTCKUX YCTPOICTB. KnneHTckme
YCTpOIAiCTBa NOAK/IHOUATCS CHOBA TO/IbKO TOrAa, KOrAa CNekTpoaHa/IM3aTop 3aKOHUYKUT CBOK paboTy.

B pesynbrate paboThbl CeKTpoaHanM3aTopa B KOHCO/b 6yeT BblAaHa MH(OPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WB-3P-PTP5(root):/# monitoring spectrum-analyzer

Channel| CCA

32| 17%
33] 1%
34| 8%
35| 6%
36| 24%
37| 9%
38| 16%
39| 27%
40| 17%
41| 12%
42| 8%
43| 12%
44| 5%
45| 10%
46| 6%
47| 15%
48| 9%
49| 8%
50| 5%
51| 4%
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13 BcrnomoraTte/ibHble YTUINTbI

13.1 YT1unuta perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# perftest

WB-3P-PTP5(config):/perftesti# server-ip X.X.X.X (rae X.X.X.X — IP-agpec, KOTopbI ByaeT HasHayeH
NHTEepdecy BCTPEYHOro yCTPONCTBA Ha BPEMS BbINOSIHEHUSA TecTa. 1o ymonyaHuo: 192.0.4.1.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WB-3P-PTP5(config):/perftesticlient-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopbIin byget

Ha3HayeH UHTepgieincy yCTpoNCTBa, rae 3anyckaeTcsa yTunanTa, Ha BpeMs BbINosIHeHMA TecTa. 1o
ymMo/i4aHuto: 192.0.4.2. PekoMeHAyeTca HacTpamBaTb NOACETb, KOTOPas He UCMOJIb3YEeTCA Ha AeCTBYHOLLEN
cetn)

WB-3P-PTP5(config):/perftest#netmask X.X.X.X (rge X.X.X.X — macka nogcertu, Kotopas UCrnosb3yrTcs A5
TecTa. o ymonyaHuio: 255.255.255.0)

WB-3P-PTP5(config):/perftesti#vlan-id X (rge X — VLAN ID, ucnonb3yemblii 4ns tecta. Mo ymonyaxuio: 7.
PekomeHayeTcsa HacTpanBaTth VLAN ID, KOTOPbIV HE NUCMNO/b3YETCSA Ha AECTBYIOLLEN CETU)
WB-3P-PTP5(config):/perftest# save (coxpaHeHne HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> downlink — 3anyckaeT NpoBepKy CKOPOCTU K BCTPEUHOMY
ycTpoicTay (Downlink)

perf-test station <MAC-agpec BCTpeUHOro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTea (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTK B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

13.2 YTunuta ynpas/eHusi BCTPEUYHbIMU YCTPOCTBaMM

YTunuta manage-remote No3BosisieT BbINOHATL KOMaHAb! ¢ Toukn goctyna (AP) Ha kineHTe (STA).

© [aHHble koMaHabl MOTYT 6bITb BbIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

13.2.1 Tlepe3arpy3ka

[nsi pexuma ycTpoiicTea ap-ptp:
KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpoiicTBa

WB-3P-PTP5(root):/# manage-remote reboot
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[nsa pexvma ycTpoiicTea ap-pmp:

KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpolicTBa

WB-3P-PTP5(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (rae XXOXXKXX XXX — MAC-agpec
YCTPOWCTBa, KOTOPOE ByAET Nepesarpy>XeHo)

13.2.2 CkaHupoBaHue achmpa

[nsi pexuma ycTpoiicTea ap-ptp:
KomaHga ans ckaHMpoBaHUA 3hmpa ¢ BCTPEYHOro yCTpoicTBa

WB-3P-PTP5(root):/# manage-remote scan-wifi

NS pexumMa ycTpoiicTea ap-pmp:

KomaHpa ans ckaHMpoBaHusA adhmpa ¢ BCTPEUHOTO YyCTPOMCTBa

WB-3P-PTP5(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX (rae XXXXXXXXXKXX — MAC-
ajlpec ycTpPOWCTBa, Ha KOTOPOM ByAEeT BbINO/THEHO CKaHMpPOBaHue admpa)

13.2.3 CniekTpoaHasim3aTop

[nsa pexuma yctpolicTea ap-ptp:
KomaHpa Ans BbINO/IHEHMA HA BCTPEYHOM YCTPOUCTBE

WB-3P-PTP5(root):/# manage-remote spectrum-analyzer

[nsi pexuma ycTpoiicTea ap-pmp:
KomaHga Ans BbINO/IHEHUS Ha BCTPEUHOM yCTpoiicTBe

WB-3P-PTP5(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX (rae XXX
— MAC-aapec ycTpoiicTBa, Ha KOTOPOM OyAeT BbINO/THEH aHa/IM3 CnekTpa)

13.3 Ytunuta traceroute

YTunuta nokasblBaeT, Yepes Kakue y3/bl (MapLLpyTU3aTopbl) MPOXOANUT NakeT, CKO/IbKO BPEMEHW 3aHUMaeT
06paboTka NakeTa Ha KaxaoMm y3ne.

KomaHpa 3anycka TpacCUpoBKU

WB-3P-PTP5(root):/# traceroute <TecTUpyeMbIi XOCT>
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Mpumep ucnonb3oBaHUA

WB-3P-PTP5(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x*

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

13.4 YTtunutatcpdump
YTunuta tcpdump no3eossieT 3axBaTbiBaTb NakeTbl HA YKa3aHHOM UHTepdelice.

MonyunTb NoACKasKy No paboTe C yTUIUTON MOXHO KOMaHoi:

WB-3P-PTP5(config):/# tcpdump --help

13.4.1 BknioveHue 3axBara Tpaduka

Mo ymonuaxuto ytunuta tcpdump BbiktoueHa. Mepen ncnosib3oBaHneM hyHKLOHa1a He06X0AMMO
BbINO/IHUTb KOMAHAY Ha BKNtoUYeHne tcpdump. Mocne nepesarpysku ycTpolicTBa yHKLMOHA aBTOMATUYECKHM
BbIK/1HOUYAETCS.

BknroueHue tcpdump

WB-3P-PTP5(config):/# tcpdump-enable

OTknoveHue tcpdump

WB-3P-PTP5(config):/# tcpdump-disable

13.4.2 3axBaT Tpadmka ¢ akTMBHOro nHTepdeica

3axBat naketoB Ethernet-uHtepdelica.
WB-3P-PTP5(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdpeliica ¢ coxpaHeHnem B chaiin.

WB-3P-PTP5(root):/# tcpdump -i eth0 -env -w tcpdump.pcap
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13.4.3 CHuddpep achupa

HeobxoAnmo BK/IOUUTbL CneumasibHbli MHTepdenc, KOTopbIi yiaBnnBaeT nakeTbl U3 achupa, Ha paboyem
KaHasne ycTpolicTea.

KomaHAab!

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface
WB-3P-PTP5(config):/interface# radio0
WB-3P-PTP5(config):/interface/radioX# common
WB-3P-PTP5(config):/interface/radioX/common# enabled true

3axBat naketoB admpa Ha radio0-uHTepdeiice.
WB-3P-PTP5(root):/# tcpdump -i radio0
3axBaTt naketoB admpa Ha radio0-nHTepdpelice ¢ coxpaHeHnem B dhaiisn.

WB-3P-PTP5(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

13.4.4 BeblIrpyska gparina c ycTpoilicTea Ha cepsep

[aHHaa komaHga BbinosiHAeTcA Ha cepeepe/TK.

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:tcpdump.pcap tcpdump.pcap (nprvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

13.5 Ytunutaiperf

[JaHHas yTunmTa ncnonb3yetcs Afs 3anycka notoka Tpaduka ¢ 04HOro yCTPoiicTBa Ha Apyroe.
OTnpasnsiiowas CTOpoHa Ha3bIBAETCSA K/TMEHTOM, MPUMHUMAOLLLAS — CEePBEPOM.

MonyunTb NOACKa3Ky No paboTe ¢ yTUANTON MOXHO KOMaHA0i:
WB-3P-PTP5(root):/# iperf --help

Mpumep 3anycka NoToka Tpagmka ¢ yCTPoCTBa Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpadumka ¢ TA-client B CTOpOHY cepBepa

WB-3P-PTP5(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)
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13.6 HKOcTtupoBka

Mog, FoCTUPOBKO NOHMMAETCA BblpaBHUBAHWE MOOXEHNUSA aHTEHHbI YCTPOICTBA B NPOCTPAHCTBE A1
NoTyYeHNs1 MaKCUMaJ/IbHOTO CUrHana.

WB-3P-PTP5(root):/# antenna-align

ssid | WB-3P-PTP5
channel | 32
frequency | 5160
rssi-h | -77

rssi-v | -71
rssi-remote-h | -47
rssi-remote-v | -47
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14 CnncoK nsmeHeHum

Bepcusa gokymeHTa Jarta
BbINycKa
Bepcusa 1.2 10.2025
Bepcua 1.1 07.2025
Bepcusa 1.0 05.2025

Bepcusa nporpaMmmHoro obecneyeHns 2.4.1

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

CopepXaHue N3MEHEHNA

CuHxpoHusauus ¢ Bepcuein MO 2.4.1
[o6aBneHo:

10.4 TecTOBbIii pexunm

10.12.3 MogmeHIo «KOHTPOb AOCTYNHOCTU»
10.12.5 MoamMeHIo «AyTeHTUrKaLmsa»

12.10.3 KoHTpONb [OCTYNHOCTHU

12.10.5 HacTpolika pexuma ayTeHTugmKaLmm
13.4.1 BkntoueHune 3axsata Tpadnka

13.4.4 Bbirpyska chaina c ycTpoiicTBa Ha cepaep

M3meHeHo:
12.3.1 JononHuTenbHble HacTpoiiku Radio

CuHxpoHusauus ¢ Bepcuein MO 2.3.1

[o6aBneHo:

10.11.7 NMoameHto «MHanKaumsi»

10.12.2 MogmMeHo «TecTupoBaHue CKOPOCTU»

12.7 Hactpoiika BPDU-counstpa

12.8 OrpaHuyeHmne Konnyectsa nsyvyeHHolx MAC-agpecos

Mi3meHeHo:

10.6.1 MogMeHto «<becnpoBoAHO kaHas/BecrnpoBOHbIE K/TMEHTbI»
10.6.3 MoameHo «CkaHupoBaHue achupar
10.8.1 MoameHio «Touka gocTyna»

10.9.1 MoameHto «KnneHT»

12.2.3 HacTtpolika yaanéHHoro ynpasfneHus
12.3 HacTpoliku Radio

12.4.0 JononHuTenNbHble HacTpoiiku Radio
12.5 Hactpolika 6ecnpoBogHol cetu

12.5.2 JononHuTenbHbie HACTPoOku ans AP
12.5.3 HacTtpoiikn cetn ana STA

12.5.4 fononHuTesNbHble HAcTpoliku ansa STA
12.10.4 Mepesarpyska ycTpoiicTea

12.10.5 HacTpoiika pexunma ayTeHTudmkaumm
12.10.8 JononHWTeNbHbIE HACTPOIKM CUCTEMBI

MepBas nybnvkaums
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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