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A ELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA HeobA3aTebHble
[1 nmapameTpbl, HO MX BBOJA, NPeaoCTaBAAeT onpeaefeHHble AONOHUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesibHble NapameTpbl. Heobxoanmo BbibpaTh 0ANH U3 NapameTpoB.
«,» [JaHHble 3HaKN B ONUCAHUM KOMaHZAbl UCNONb3YOTCA ANA YKA3aHUA Ananaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B onNncaHWe KOMaHAbl YKa3blBAeT Ha 3HAa4YEeHME NO YMOJIYaHMIO.
K Calibri Kypcmneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble He0b-
ypcue Calibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WM CTPOKOA.
MNonyKupHobiii Mony*KMpPHbIM WPUPTOM BblAeNIEHbI MTPUMEYAHUA U NPeaynperKaeHNS.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New Mony*unpHbim Wpndtom Courier New 3anmcaHbl Npumepbl BBOAA KOMaHA,
. Wpundtom Courier New B pamke € TEHbIO YKa3aHbl pPe3y/ibTaTbl BbINOJHEHUS
KOMaHZ,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30OBATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-

/f‘ MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl I pekomeHaauuun no ncnosb-
L]

Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMU € KoHuUenuuneint NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOCNOMHOW apXMTEKTYpe CeTeln caepytowero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepun MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 MoryT MCMONb30BATLCS HA CETAX KPYMHbIX NPeAnpUATUIA U NPeanpuaATUIA MANoro U cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOWU3BOAUTENIbHOCTb, TMOKOCTD,
6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO 06C/yKmBaHUsA (QoS).

KommyTaTopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 oTBeyatoT TpeboBaHUAM LEHTPOB 06paboTkn AaHHbIX K Top-of-Rack n End-of-
Row-KommyTaTopam v TpeboBaHMSAM ONepaTopoB K 060pyA0BaHMIO CETEN arperauunm U MarmcTpanbHbIX
ceTel, obecneymBan BbICOKYIO NPOM3BOAMUTENbHOCTb M SKOHOMUYECKU 3P PEKTUBHOE pPeELLEHME.

MpomblwneHHble kKommyTaTtopbl MES35001-08P, MES35001-10P u MES2300DI-28 npeaHasHa4veHbl
ONA  OpraHM3auMmM 3alUMLLEHHbIX OTKA30YCTOMUMBLIX CeTelt nepefayn [AaHHbiX Ha obbekTax, rae
Heobxo4MMO BbINOAHeHME TpeboBaHWMI MO obecneyeHUo YCTOMYMBOCTU K BO3AEMUCTBUAM PA3/IMYHOIO
BMAA: TEMNEPATYPHbIM, MEXaHWUYECKUM, BUBpaLmK 1 ap.

B HacToAleM pyKoOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepUCTUKN, peKoMmeHaaummn
no HavasbHOM HaCTpOVIKe, CUMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.

10 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
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2 OINUCAHUE U3AENUNA

2.1 HasHauyeHue

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 — 3T0 BbICOKONPOM3BOAMTE/IbHbIE YCTPOMCTBA, NpeAHa3HaYeHHble AN UCMOoJib-
30BaHUA B LeHTpax 06paboTku gaHHbix (LOA) B KayectBe Top-of-Rack nnm End-of-Row KommyTtaTopos, a
TaK¥Ke B CETAX arperauym u MarucTpasbHbIX CETAX ONEPATOPOB CBA3MU.

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHalleHbl nHTepdeincammn 1000BASE-X/10GBASE-R n 40GBASE-R/100GBASE-R. B pexume paclienneHus
HG-uHTepdeitca nogaepskmsaerca paboTa Ha ckopocTax 1 Féut/c, 10 Féut/c n 25 réut/c. Pexkum paciien-
NeHnA nNo3sonseT pacllenmTb Ao 6 HG-untepdeiicos, 4to B cymme gaet 24 TWE-untepdeiical.

KommyTtatop MES5410-48 ocHaleH uHTepdeincamm 10GBASE-R/25GBASE-R n  40GBASE-R/
100GBASE-R. B pexxkunme pacuienneHmsa HG-uHtepdeica nogaepunsaerca pabota Ha ckopoctax 1 Féut/c,
10 F6ut/c n 25 Feut/c. Pexknm paclienneHns no3BoaseT paclienuTb 4o 6 HG-uHTepdelicos, 4To B cymme
paet 24 TWE-untepdeiica.

KommyTatop MES5500-32 ocHalleH MHTepdeiicammu 10GBASE-R n 40GBASE-R/100GBASE-R. B pe-
XUMe pacwenneHns HG-untepdeiica nogaep>kmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 réut/c n 25
r6ut/c. Pexxum paclienneHumsa nossonset pacenntsb g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOPOB MoAAepP*KMBalOT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 éut/c (SFP+),
25 I'éut/c (SFP28), 40 Iéut/c (QSFP+) 1 100 r6umt/c (QSFP28). HebnokMpyemas KOMMyTaLMOHHAA MaTpMLa
No3BOAAET OCYLWECTBAATb KOPPEKTHYIO 06paboTKy NaKeToB MPU MAKCMMasbHOM HarpysKe, COXpaHAaa npwu
3TOM MMHMUMabHbIE U NPeACKasyemble 3a4ePKKM ANa BCeX TUNOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXKHOCTb MCMOJIb30BaHUA cxem BeHTunauuu Front-to-Back mn Back-to-
Front?, uto obecneunsaet 3GpdHEKTUBHOE OXNAXKAEHNE NPU UCNONb30BAHMUM YCTPOWUCTB B YCIOBUAX COBpe-
MeHHbIX LLOJ, ¢ pasHbIMU CUCTEMaMM OXNaXKLEHUA.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneuynBaeTcs pe3epBUpPOBaHMEM UCTOUYHUKOB NUTaHua (1+1) u
npumeHeHnem CMeHHbIX Mop,yneﬁ BeHTUAAUUNN. KOMMyTaTOpr MMEeT BO3SMOXHOCTb ropﬂqeﬁ 3aMeHbl MO-
Aynen NUTaHUS U BEHTUAALMOHHBIX Moaynei, obecneumsaa becnepeboiiHoe ¢yHKUMOHUPOBAHUE CeTU
onepaTopa.

KommyTaTtopbl arperaunu cepmin MES2300, MES3300, MES53XXA — 3TO BbICOKONPOU3BOANUTE/IbHbIE
YCTPOMCTBA, OCHAlWeHHble WHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble Ana
MCNONb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LEHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneymBaeT rMbGKOCTb B UCMO/Ib30BaHUM M BOSMOXKHOCTb NMOCTENEHHOMO nepexosa Ha 6onee BbICOKME
CKOPOCTM Mepefayv AaHHbiX. Hebnokupyemas KOMMYTAaUMOHHAs MaTpuua NO3BOJIAET OCYLLEeCTBAATb

! ina mopenn MES5400-24 B pexxume paclienneHnsa AoCTynHbl nHtepdeicol HG3—-HG6. Aaa moaenn MES5400-24
rev.B 4aHHOro orpaHMYeHUA HeT.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOMHbI B ABYX UCMIOAHEHMAX: € BeHTUAALmel Front-to-Back nan Back-
to-Front.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 11
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KOPPEeKTHyto 06paboTKy NakeToB MPU MaKCMMaNbHbIX HarpysKax, COXpaHsaa Npu 3TOM MUHWMAaNbHbIE U
npeackasyemble 3a4epXKN Ha BCcex TMnax Tpaduka.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneynBaeTcs pesepBUpPOBaHMEM UCTOYHUKOB NUTaHuA (1+1) u
NPUMEHEHUEM CMEHHbIX MOAY/iel BEHTUAALMU. KOMMYTaTOpbl MMEIOT BO3MOXHOCTb ropsiyel 3ameHsl
MoAynen NUTaHuA U BEHTUIALMOHHBIX Moaynein, obecneynsan becnepeboitHoe GyHKUMOHUPOBAHNE CETU
onepaTopa.

HoBoe nokoneHne kommyTtaTopos gocrtyna cepmn MES2300 ocyuwectsanaeT NoAKAOYEHNE KOHEYHbIX
Nno/sb30BaTesiel K CeTU KPYMHbIX NPeanpuaTuii, npeanpuaTMin Masoro u cpeaHero 6uMsHeca M K cetam
onepaTtopoB CBA3M C nomoulblo UHTepdericos 1G/10G. Kommytatopbl MES2300 Takke MoryT
NCMNO/Ib30BaTbCA B ONEPATOPCKUX CETAX B KAYECTBE KOMMYTAaTOPOB YPOBHS arperaummnm uam TPaHCNOPTHbIX
KOMMYTaTOpPOB.

MopTbl YCTPOWCTB NogaepXuBatoT paboTy Ha ckopocTax 1 Iéut/c n 10 réut/c, uto obecneumsaer
rTMOKOCTb B MCMOJIb30BAaHWMM M BO3MOXKHOCTb MOCTEMEHHOIO Nepexoga Ha 6osiee BbICOKME CKOPOCTU
nepefayn AaHHbiX. Hebnoknpyemas KOMMyTaLMOHHAA MATpULA NO3BOAET OCYLLECTBAATb KOPPEKTHYIO
o6pa60TKy NaKeToB NP MaKCUMaJIbHbIX HAarpy3kax, COXpaHAAa Npu aTOM MMHUMaIbHble U NpeacKa3dyemblie
334€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P u MES2300DI-28 npeaHasHa4veHbl
ONA OpraHU3aLMmM 3alMLWEHHbIX OTKA30YCTOMUMBBIX CETEN Mepeaayn AaHHbIX HAa 06beKTax, rae Heobxo-

OMMO BbINOJIHEHWE TpeboBaHMI NO YCTOMUYMBOCTM K BO3AEUCTBUAM PA3/IMYHOIO BUAA TEMMEPATYPHbLIM U
MeXaHMYeCKMM BO3AENCTBUAM, BUBpauum u gp.

2.2 ®yYHKUMM KOMMYTaATOpA

2.2.1 basosble hyHKYUU
B Tabnnue 1 npuBeaeH cncok 6a3oBbix GyHKUWI YCTPOMUCTB, AOCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble yHKUUM YCTPOMCTBA

3awyuma om B/OKMPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4ePKKam nepesayun SaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxka CnocobHocTb NnoaaepxuBaTh Nepenady CBepXA/IMHHbIX KaapoB, YTo NO3BOJIAET Mne-
€8epx0aUHHbIX KAOPOB8 | pefaBaTb AaHHblE MEHbLIMM YACNOM NAKeTOB. ITO CHUXKAET 06bem CNyKebHOW UH-
(Jumbo frames) dopmaunn, Bpems 06paboTKM U NepepbIBbI.

YnpasseHne NOTOKOM MO3BOJIAET COeANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N NpenoTBpalleHus nepenonHeHnsa bydepa HU3KOCKOPOCTHOE

YnpaeneHue nomokom .
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpPaBaATb nakeT PAUSE, Tem cambim MHbopmuMpys

(IEEE 802.3X) BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOBX0AMMOCTU caenaTb naysy npu nepegaye na-
KeToB.
KommyTaTop noaaepskvmsaer obbegMHeHNEe HECKOJIbKUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMaTPMBAIOTCA KaK eanHOe YCTPOMCTBO C 06LWMMM HACTPOWA-
Paboma e cmeke Kamu. BO3MOKHbI AB€ TONONOTMM NOCTPOEHUA CTEKA — KONbLO M LenoyKa. MNpu atom
ycmpoiicme napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOYKHO 334aTb C KOMMYTa-

Topa, paboTatoLLero B pexume «mactep». CTeKMpoBaHMe yCTPONCTB NO3BOAAET CHU-
3UTb TPYAOEMKOCTb YMpaB/ieHNs CeTblo.

12 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
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2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GYHKLUMM yCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnuya 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B namati Tab/vuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyUYEHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexxume 0byueHna KOMMyTaToOp aHaAM3npyeT
Kagapeol n, onpesenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy KommyTauuu.
Bnocneacteum kagp Ethernet, npegHasHauveHHbI ana xocta, MAC-agpec KoToporo
yKe ecTb B Tabsvue, nepegaeTca TO/IbKO Yepes yKasaHHbIl B Tabauue nopr.

Moddepicka nepedayu
Ha HecKonbKo MAC-

[aHHasa ¢yHKUMA NO3BONSAET YCTaHaB/AMBATb COEAUHEHUA KOOUH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pasom, Kagp, aApecoBaHHbI MHOroagpecHol

adpecos (MAC . o
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLMUI B rpynny.
Multicast Support)
Asmomamu4ecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYyNaloT NaKeTbl, TO 3anNucb ANA AaHHOTO agpeca yctapesaeT M yganaeTtcs.
(Automatic Aging for 3T0 NO3BONSET NOALEPKMBATL TADAMLLY KOMMYTALMW B aKTYalbHOM COCTOAHUMU.
MAC Addresses)
CmamuuyecKue 3anucu C .
. eTeBOl KOMMYyTaTop MO3BOAAET M0J/b30BaTeNtlo ONpeaennTb CTaTUYeCcKue 3anucu
MAC (Static MAC amvraTop beA
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHATCA B TabvLe KoMmMyTauuu.
ntries,

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI

B Tabnunue 3 npmBeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKUMIM BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMALUKU, NONYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPONCTBA B CETU

®yHkyusa IGMP Snooping o
Y4YacTBYIOT B rpynnax MHOroaZpecHOM paccbl/iIKK1, 1 agpecoBaTb TPapuK Ha cooTBeT-
CTBYlOLLME NOPTbI.
. Peanusauua npotokona MLD no3BosAeT ycTPONCTBY MUHUMMU3UPOBATb MHOroaa-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4OM y3/1€e, KOTOpoe NpUBOAMT K TIAaBUHOOBPA3HOMY POCTY MX YMCNa M Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTD CKO-
pocTb Nepesaym MHOroaAPECHbIX U LUIMPOKOBELLATENbHbIX KaAPOB, NPUHATbLIX U Nne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmos
(Port Mirroring)

3epKanmposaHue NopToe no3soaseT aybanposaTb TpadumK HabAlO4aEMbIX MOPTOB,
nepecblian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAUPYIOWMI nopT. Y
No/b30BaTeNA KOMMYTaTOPa €CTb BO3MOXHOCTb 3a4aTb KOHTPOAMPYIOWMIA U KOH-
TpoaMpyemble NopTbl U BbIBpaTb TMN TpadMKa (BXOAAWMN U/MAN NCXOAALMI), KO-
TOpbIN OyaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET Ha3HauYUTb NopTy ero uplink-nopT, Ha KOTopbIN Ges-
ycnoBHO 6yaeT nepeHanpaBasaTbCA BeCb TpaduK, obecneymsan Tem cambim U30/1A-
LMIO C APYrMMK NOpTamu (B Npesenax o4HOro KOMMYTaToPa), HAXO4ALMXCA B 3TOM
e wupokosewaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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Private VLAN Edge

[JaHHaa dyHKUMA NO3BONAET U30/IMPOBATL FPYNNY NOPTOB (B Npesenax o4HOro Kom-
MyTaTopa), HaXo4AWMXCA B OGHOM LUIMPOKOBELLATE/IbHOM AOMEHe MeKay cobold,
Nno3BoAA NPY 3TOM 06MeH TPapUKOM C APYTMMM NOPTaMM, HAXOAALMMMUCA B 3TOM
K€ LWMPOKOBEL,ATENbHOM SOMEHE, HO HEMPUHAAIEKALLMMM K 3TOK rpynne.

Private VLAN (light
version)

ObecneunBaeT U30NALMUIO MeXAY YCTPOMCTBAMM, HAXOAAWMMUCA B OLHOM LLUMPO-
KOBeLLaTeIbHOM JOMEHE, B Npeaenax Bcei L2-ceTn. Peasin3oBaHbl TOIbKO ABa pe-
KMMa paboTbl nopTa Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHm-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOM 3aJ4ayelt KOTOPOro ABAA-
eTca npusegeHme cetu Ethernet ¢ M36bITOYHBIMKU COEAUHEHUAMM K APEBOBUAHOM
TOMONOTNK, UCKAOYatoLLeln neTan. KommyTaTopbl 0BMEHNBAOTCA KOHOUTYPaLMOH-
HbIMWU COOBLLEHMAMM, UCNONb3YA Kaapbl cneumnanbHoro ¢opmaTa, U BbIBOPOUYHO
BKJ/IIOYAIOT M OTK/IIOYAIOT nepegayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — aBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepusyeTcs MeHbLINMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHOM TONONAOMMM
1 UMeeT 6o/1ee BbICOKYH YCTOMYNBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOoN NpeaHasHayYeH AN NOBbIWEHMA YCTOMUMBOCTA U HAZEKHOCTM CETU ne-
peAaun AaHHbIX, MMeloLLE KONbLEBYIO TOMOJIOMUIO, 3@ CYET CHUNKEHUA BPEMEHMU
BOCCTaHOBJ/IEHWA CETU B C/ly4ae aBapuun. Bpems BoCCTaHOBAEHUA He npesbiwaeT 1
CeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHMW NEPECTPOMKM CETU NPU CNO/b30Ba-
HWW NPOTOKO/I0B CEMEICTBA spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUIMPOKOBELLATENbHYIO
obnactb (LomeH). KommyTaTop noaaepunsaeT pasnyHbie cpescTBa Knaccubuka-
LMM NaKeToOB A/18 onpeseneHns ux NnpuHagNeKHoCcT K onpegeneHHom VLAN.

Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
bYHKUMM YpOBHA KaHana nepegayv AaHHbIX MNpeacTaBAAloT coboit MpoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKkone ana nepenaym nudopmaumm o
COCTOAHUW KaHana MeXay HenocpeacTBEeHHO NOAKAOYEHHbIMM YCTPOMCTBaMM
Ethernet ncnonb3yotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A0/IKHbI NogaepkneaTb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunmn GARP VLAN obecneumBaeT guHamudeckoe pobasne-
Moddeprcka GVRP (GARP | nue/ypanenve rpynn VLAN Ha nopTax KommyTaTopa. EC/M BK/OYEH MPOTOKOA
VLAN) GVRP, kommyTaTOp onpeaenseT, a 3aTemM pacnpoCTPaHAET AaHHbIE O NPUHAANEXK-

HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YACTbtO aKTUBHOM TOMOIOTUM.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA No BxodAawmm noptam. [aHHoe
pelueHve No3BOAAET NCNO/b30BaTb Ha KaXKA0M NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbI ONUCLIBAET NpoLeaypy TerMpoBaHua
TpadumKa ana nepegayum nHbopmaumm o npuHagnexHoctn kK VLAN. MossonseT uc-
nosb3oBaTb HecKosibKo rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAN08
c ucnono3oeaHuem LACP

MpoTokon LACP obecneynBaeT aBTomaTuyeckoe ob6benHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B eAUHbIN KaHan nepefayn AaHHbIX.

B npoToKo/ie NOCTOSIHHO onpeAenAeTcs BO3MOXHOCTb 06begMHEHNS KaHANOoB, U B
C/lyyae OTKasa CoegUHeHUs, BXoAALEero B 06beAMHEHHbI KaHan, ero Tpaduk aBTo-
MaTUYeCKM nepepacnpesensieTcs no He OTKa3aBLWMM KOMMOHEHTaM 06beAuHeH-
HOrO KaHana.
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Co3daHue epynn LAG

B ycTpoicTBax noaaepkmeaetca GyHKLMA CO34aHMA rPYNN KaHanos. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa ob6beanHeHUs
HECKONbKMX QU3NYECKUX KaHanoBa B OAWMH NOrMYecKUi. 3To cnocobeTByeT He
TONbKO YBE/IMYEHUIO MPOMYCKHOM CNOCOBHOCTU MArncTPanbHbIX KaHA/I0B KOMMYTa-
TOP-KOMMYTaTOP UM KOMMYTATOP-CEPBEP, HO M NOBBILLEHUIO X HAAEXKHOCTH. Bo3-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha ocHoBaHuM |P-
afipecoB M Ha ocHOBaHWK NopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTatoLLmX B AynaeKc-
HOM pexunme.

Moddepxcka Auto Voice

VLAN

MpepoctaBaseT BO3MOXHOCTb AEHTUPUUMPOBATL F0J10COBOM TPadUK HA OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnnue kommyTaTopa npucytcreyet MAC-agpec ¢ OUl ronocoBoro wto3a
unn xe IP-tenedoHa, To AaHHbIN NOPT aBTOMaTMYeckn aobasnsetca B voice vian
(naeHTMOMKauma no npotokony SIP unum ke no MAC-agpecy nonydyatens He nog-
AepyKuBaeTca).

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI

B Tabnnue 4 npuseaeHbl pyHKLMN TPeTbero ypoBHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHme GpyHKLUUIN TpeTbero yposHaA (Layer 3)

Knuenmeoi BootP
u DHCP
(Dynamic Host

Configuration Protocol)

YcTpoictBa  Cnoco6HbI

BootP/DHCP.

aBTomMaTtuyeckn nonyyatb IP-agpec no npoTokony

Cmamuyeckue
IP-mapwpymei

AZMWHUCTPATOP KOMMYTaTOpa MMEET BO3MOXKHOCTb A06aBNATb U yAaNATb CTaTUYe-
CKMe 3anucu B Tabanuy mapLupyTmsaumu.

lTpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conocrasneHus IP-agpeca n dusnyeckoro agpeca ycrporictsa. Coot-
BETCTBME YCTaHAB/MBAETCA HAa OCHOBE aHa/NM3a OTBETAa OT y3/1a CEeTW, agpec y3na 3a-
NpaLMBaeTCA B LUMPOKOBELLATENbHOM NakKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AUHAMMYECKOM MapLIPYTU3aLLMK, KOTOPbIM NO3BOAAET MapLpyTU3aTopam
06HOBNATL MapLIPYTHYI MHOPMALMIO, MO/TyYas ee OT COCeAHMUX MapPLLIPYTU3aTOPOB.
B 334auM NpoTOKONA BXOAUT ONpeaeneHne ONnTMMaabHOro MapLupyTa Ha OCHOBaHMM
[AaHHbIX O KO/IMYECTBE MPOMEKYTOUHbIX Y3/108B.

@®yukyusa IGMP Proxy

IGMP Proxy — ¢&yHKUMA ynNpoOLEHHOMW MapLipyTM3auUMM MHOFOaApecHbIX AaHHbIX
MeXay ceTamu. Jas ynpaBaeHMa mapLpyTm3aumneit ncnoabayetcsa npotokon IGMP.

lpomokon OSPF

MPOTOKO/N AUHAMMYECKOM MapLUpPYTM3aLMM, OCHOBAHHbIA HA TEXHONOTMU OTCAEXKM-
BaHWA cocTosiHMA KaHana (link-state technology) 1 ncnonbsyowmit gnsa HaxoxaeHun
KpaTyanwero Nyt anropmutm enkcTpeol. Mpotokon OSPF pacnpocTpaHaeT MHpopma-
LUMIO O AOCTYMHbIX MapLUpyTax MexXay MaplipyTusaTtopamun of4HOW aBTOHOMHOM CU-
cTeMbl.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHMYHOrO WA03a) ABAAETCA NPOTOKO-
JIOM MapLpyTU3auMmn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTusaTopbl 06-
MEHMBATCA MHbOPMaLMelt 0O MapLIPYTax K CETAM Ha3HauyeHus.

lpomokon VRRP

MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHUA MApPLLPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb LWKO3a MO YMOYaHUI0. ITO JOCTUraeTcsa NyTém obbeguHeHns IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OAWH BUPTYasibHbIN, KOTOPbIV ByAeT Mcnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO A/19 KOMMbIOTEPOB B CETU.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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PIM-npoToKkon mHoroagpecHon maplupytmsaumm ans IP-ceten, co3aaHHbIn ans pe-
WweHua npobaem rpynnoBoit mapwpyTtnsaunun. PIM 6asmpyetca Ha TpaguULMOHHbIX
MapLpYyTHbIX NpoTokosax (Hanpumep, Border Gateway Protocol), Bmecto Toro,

lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ncnonbsyeT unicast-tab-
VLY MapLIpyTM3aumm gna nposepku RPF. 3Ta npoBepKa BbINOMHAETCA MapLIpyTU3a-
TOopamu, 4Tobbl ybeauTbes, YTO nepegada MHoroagpecHoro Tpaduka BbINOAHAETCA
no nytn 6e3 netens.
MpoToKon ana obmeHa Hbopmaumelt 06 UCTOUHMKAX MYIbTUKACTA MEX as3nny-
lpomokon MSDP P A bopmay y Y P

Hbimu RP B8 PIM.

2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLUMM KayecTBa obcnykmnsanua (Quality of Service).

Tabnmua 5 — OcHoBHble PYHKUUM KayecTBa 06CYKUBaAHMUA

Mododepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPKMBAET MPUOPUTU3ALMIO UCXOAALLErO TPadUKa NO oyepessm Ha
Kax4om nopTty. PacnpegeneHune nakeTosB No oYepeasm MOXKET NPOU3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasMYHbIM NOMAM B 3aro/I0BKax NakeTos.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneumduumpyeT meTon yKasaHUA NPUOPUTETA Kagpa U airopuUTm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AO0CTAaBKU YyBCTBUTE/NbHOTO K
BPEMEHHbIM 3aaep*KKam Tpadumka. CtaHgapT 802.1p onpeaenseT BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTYyT MCNONb30BaTb 3HAYeHUe npruoputeta 802.1p gnA
pacnpeaenieHna Kagpos No NPUOPUTETHLIM o4epeasam.

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHmn 6e3onacHOCTH

DHCP snooping

dPyHKUMA KOMMYyTaTOpPa, NpeLHa3Ha4YeHHas 4/1A 3aluMTbl OT aTak C UCMO/Ib30BaHNEM
npotokona DHCP. Ob6ecneunsaet ¢puabrpaumto DHCP-coobuieHMiA, NoCTynMBLUNX C
HeHaZeXHbIX MOPTOB MyTEM MOCTPOEHMA U NoaLepXKaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepeepamu DHCP.

Onyusa 82 npomokKona
DHCP

Onuwua, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymon4aHMIO KOMMYTaTOp, MCNob3yroLWwmin pyHKUMo DHCP snooping, obHapyKu-
BaeT n oTbpacbiBaeT ntoboi DHCP-3anpoc, coaeprKawmii onumio 82, KOTOpPbIV OH No-
Nly4nn yepes HeHaaéxHbll (untrusted) nopr.

UDP relay MepeHanpasneHue wnpokoselLaTesbHoro UDP-TpadumKa Ha yKasaHHbIn IP-agpec.
DHCP-cepBep ocyliecTBaseT LeHTPaAn30BaHHOE yrnpaB/ieHWe CEeTEBbIMU aZpecamu

®yHkyuu DHCP- pBep ocyLy, LEeHTp ynp ap

cepsepa M COOTBETCTBYIOLWMMU KOHOUTYPALIMOHHBIMU NapaMeTpamm, aBTOMATUYECKM Npeao-

CTaB/1AA UX KJIMEHTAM.

IP Source address guard

PyHKUMA KOMMYTaTOpa, KOTopasa orpaHmMumneaeT IP-TpadumK, dunbTpya ero Ha OCHoBa-
HUKU TabaMLUbl cooTBeTCTBUI 6a3bl AaHHbIX NpuBA3Kkn DHCP — DHCP snooping 1 ctaTn-
YeCcKU CKOHOUrypupoBaHHbIX IP-agpecos. PyHKLUMA ncnonbayeTca ans 6opbbbl ¢ nog-
meHoit IP-agpecos.

16 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
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Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA 414 3alUnUTbl OT aTak C UCMONb30BaHNEM
npoTokona ARP. CoobuieHure, KOTOpoe NOCTynaeT ¢ HeHaAeXHoro nopTa, noasepra-
eTcA npoBepke — cooTBeTcTBYeT A IP-agpec B Tene npuHAToro ARP-coobuieHua
IP-appecy otnpasuTens. Ecnv agpeca He coBnafatoT, TO KOMMyTaTop oTbpacbiBaeT
naker.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHoBe MHbOPMALLMK, COAEPIKALLENCA B 3ar010BKax ypoBHen 2, 3 1 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HACTPOWUTb MpaBWa, COrMacHO KOTOpPbIM NakeT Byaer
obpaboTtaH nmbo oTHpoLeH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
b6yneT felcTBoBaTh.

nooaAUHHOCMU Ha
ocHoee nopma (802.1x)

Moddepika OcHoBHasnA GyHKLMA 6TOKMPOBKM — NOBLICUTL 6E30MacCHOCTb CETU, NPeaOoCTaBAAa A0-
30a6/10KUPOBAHHBIX CTYyN K NOPTY KOMMYyTaTopa TO/IbKO ANA YCTPOMCTB, umetowmnx MAC-aapeca, 3akpen-
nopmos NIeHHbIe 33 3TUM MOPTOM.

lposepka Mposepka noganHHoctu IEEE 802.1x npeactaBaseT coboi mexaHM3M KOHTPOA A0-

CTyna K pecypcam uyepes BHewWHui cepsep. Npoweawe NpoBepKy NoAAMHHOCTH
Mo/Ib30BaTe/IM NOYHatoT AOCTYN K pecypcam BbIGpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHus KOMmMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPamM

3azpy3Ka u ebi2py3ka
¢gaiina Hacmpoliiku

MapameTpbl YCTPOMCTB COXpaHAOTCA B Galiie HaCTPOIMKN, KOTOPbIMA COAEPKUT AaH-
Hble KOHPUIypaLyK Kak BCE CUCTEMbI B LLEJIOM, TaK U ONpeae/ieHHOro NopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca Ana onepauuii 3anmcu u yteHma ¢ainos. MNpoTokon oc-
HOBAH Ha TpaHcNopTHOM npoToKoae UDP.

YCTpoMcTBa NoAAep:KMBAKOT 3arpysKy U nepegady no AaHHOMY NpoToKoay ¢ainnos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yerca Ana onepauumii 3anucu 1 YteHua dainos. MpoToKkon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpoicTBa nogaep:K1BatoT 3arpysky U nepegady no AaHHOMY NpoToKoay ¢ainnos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YaaneHHbli MOHUTOPUHT (RMON) — cpefcTBO MOHUTOPUHIAE KOMMbIOTEPHbIX CeTel,
pacwupeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIT COBUPATL AMarHOCTMYe-

KOMAHOHOU cmpoKu
(CLI)

YoaneHHblli
CKMe AaHHble C NOMOLLbIO CTaHLMK ynpasaeHusa ceTbto. RMON — 3To cTaHgapTHan
MoHumopuHz (RMON) .
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLLAsA U NPeAblAyLLAn CTaTUCTMKA YypoBHA MAC
M 06BEKTbI YyIpaBAEHUSA, NPeAoCTaBAsALMEe AaHHbIE B PEAa/IbHOM BPEMEHMU.
Mpotokon SNMP ucnonbsyeTca s MOHUTOPMHIA U YNPaBAEHUS CETEBbIM YCTPOM-
lpomokon SNMP cTBoM. [1na ynpasaeHna AOCTYNOM K CUCTEMe onpenenaeTca CNUCcokK 3anmcein coob-
LLEeCTBa, KaxKAaa U3 KOTOPbIX COAEPKUT NPUBUNETMM JOCTYNA.
YnpasneHne KommyTtaTopamu nocpeactsom CLI ocyliectBaseTca 10KaAbHO Yepes no-
Uumepdpeiic cneposaTtesibHbIA nopT RS-232, anbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-

MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NnpomblWNeHHbIM CTaHAapToM. MHTepnpe-
TaTtop CLI NnpeaocTaBAser CNMCOK KOMaHZA, U K/YeBblX C/108 A1 MOMOLLM NOAb30Ba-
TeJ/I0 M COKPaLLEHNIO 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKo, obecneymBatowmii nepeaady coobLLEHNA O NPOUCXOLALLMX B CU-

Syslog .

cTeme cobbITUSAX, a TaKKe yBeAoMNeHN 06 owmnbKax yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUKN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMN BPEMEHWN CETEBOIO YCTPOICTBA C CEPBEPOM A0 MUNNUCEKYHAbI.
Protocol)

Traceroute — cnyxebHas pyHKUMA, NpefHa3Ha4YeHHasA 41A onpeaesieHUs MapLUpPyToB
Traceroute y $yHKUMSA, Npea A pes; pipy

nepeaayun AaHHbIX B IP-ceTax.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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YnpaeneHue A o
MWHUCTPATOP MOKET OnpeaeInTb YPOBHU NPUBMAETUI A0CTYNa ANA NONb30BaTe-

KOHMponaupyemoim 'D'v E) P PEA yp P Aocryna & .

Neit YCTPOMCTBA U XapaKTEPUCTUKN A/1A KaXKAOr0 YPOBHSA NpUBUAErUiA (TONbKO ANs
docmynom — ypoeHu .

. yTeHus — 1 ypoBeHb, MNOHbIN A0CTyNn — 15 ypoBeHb).

npusunea2uu

KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy WHTepdency
BroKupoexa ynpasneHuns (SNMP, CLI). 3anpeT MoKeT bbiTb YCTAaHOB/EH OTAE/IbHO A5 Ka*KAoro
unmepeeiica TMna gocryna:

Telnet (CLI over Telnet Session);
ynpaenenua Secure Shell (CLI over SSH);

SNMP.
JloKanbHasa [na nokanbHOM ayTeHTUDUKALMU NOAAEPKMBAETCA XPaHEHWe Naponeli B 6ase AaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.

Qunempayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABnAKOWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Bep RADIUS ucnonb3yet 6a3y AaHHbIX NOJb30BaTee, KOTOpasd COAEPMKUT AaHHble
Knuenm RADIUS P Y VA P AP A
NPOBEPKU NOAJAMHHOCTU ANIA KAXKA0ro nosib3oBaTena. KommyTtaTopbl cogepat Kam-
E€HTCKY0 YacTb npoTokoaa RADIUS.
TACACS+ YCTpPONCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIN30BaHHYO
(Terminal Access cuctemy 6e30nacHOCTM A1 MPOBEPKM NOoJb30BaTesel, MNojyyatowmx AoCTyn K
Controller Access o ’
YCTPOMCTBY, @ TAKXKe LeHTPa/M30BaHHYI0 CUCTEMY ynpasaeHua npu cobatogeHun
Control System)
cosmectumocTtn ¢ RADIUS n gpyrumun npoueccamm NpoBepKu NOSJAUHHOCTU.
®yHKunA cepsepa SSH nossonseT kKaneHTy SSH ycTaHOBUTL € YCTPOMCTBOM 3aLLULLEH-
Cepsep SSH YHKL, peep Y y ycTp iy
HOe coeAuHeHMe A1A yNPaBAeHUA UM.
Mododepxka JaHHas yHKLMA NpeaocTaBaseT BO3MOXKHOCTb CO34aBaTb MaKPOKOMaHAb!, Npea-
MAaKpOKOMAHO cTasnsawowme coboli Habop KOMaHZA, Y NPUMEHATL UX A8 KOHPUTYPaLLMM YCTPOMCTBA.

2.2.8 /[lononHumernbHble pyHKYUU

B Tabimue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOCTBA

AuazHocmuka
onmuy4yecKozo
mpaHcueepa

YCTPOICTBO NO3BO/IAET TECTUPOBATL ONTUYECKUI TpaHcueep. MNpu TecTMpoBaHUM OT-
CNEXMBAIOTCA TaKMe MapamMeTpbl, Kak TOK M HanpsKeHWe nuTaHus, Temnepatypa
TpaHcueepa. [na peannsauun Tpebyetca noaaepskka aTux GyHKUMIA B TpaHCUBEpE.

Green Ethernet

[aHHbIA MexaHW3M No3BOAET KOMMYTATOPY CHM3WUTL dHepronoTpebneHune 3a cyet
OTKNIOUYEHUA HEAKTUBHbIX 3/1IEKTPMYECKMX NOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop 06/1a4aeT BCEMM HEODBXOAMMBIMUM XapaKTepUCTUKaMKn gas paboTbl C
npotokonamu MMS, GOOSE, SV:

- Manas BennunHa 3agepxkn GOOSE-coobueHna npu nepeaaye;
- YmeHue pacnosHasaTb Ethertype GOOSE-coobuieHus;

- YmeHue paboTaTb C TErom BUPTyasibHOM CeTn U Terom npuopuTteta IEEE 802.1Q
GOOSE-coobuieHuns;

- NopaepKKa nepegaum multicast-coobu,eHnit 1 BO3MOXKHOCTb paboTbl c onpeaeneH-
HbIM cTaHgapTom M3K 61850 grManasoHoOM rpynn BewaHma.

18 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
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2.3 OcCHOBHbIe TeXHUYEeCKUue XapaKTepUCTUKU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBeAEHbI B Tabauue 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepucTtnkm

O6wue napameTpbl

NHTepdeichl

MES2300-08

10 x 10/100/1000BASE-T
2 x 1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-08P

2 x10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300B-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES3300-08F

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0

MES5300-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5300-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0
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MES5305-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5310-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB2.0

CKopocCTb Nepegayvn gaHHbIX

OnTuueckne nHtepdeicol 1/10/25/100 réut/c
dnekTpuyeckue nHtepdeicol 10/100/1000 M6but/c

MponycKkHasa cnocobHOCTb

MES2300DI-28

56 [6ut/c

MES3300-08F

96 6ut/c

MES3300-16F

112 réumt/c

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300-24P
MES3300-24
MES3300-24F

128 réur/c

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

176 Ié6ut/c

MES35001-08P

20 Iéut/c

MES2300-08
MES2300-08P
MES35001-10P

24 T6ut/c

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48, MES5500-32

21




HELTEX

MES5312 240 réeut/c
MES5316A 320 T6ut/c
MES5324A 480 réut/c
MES5332A 640 réut/c
MES5300-24
MES5400-24 1,68 Téur/c
MES5300-48
MES5305-48
MES5310-48 2,16 Tou/c
MES5400-48
MES5410-48 3,6 Téut/c
MES5500-32 6,4 Téut/c
MES2300DI-28 41,6 MPPS
MES3300-08F 71,4 MPPS
MES3300-16F 88,3 MPPS
MES2300-24P 94,49 MPPS
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 95,2 MPPS
MES2300D-24P
MES3300-24
MES3300-24F
MES2300-48P
MES2300B-48
MES3300-48 130,95 MPPS
MES3300-48F
MES35001-08P 14,8 MPPS

npOM3BO,ﬂMTEﬂbHOCTb Ha na-

KeTax A/IMHoM 64 Balita’ MES2300-08
MES2300-08P 17,8 MPPS
MES3500I-10P
MES5312 178 MPPS
MES5316A
MES5324A 238 MPPS
MES5332A
MES5300-24 593,7 MPPS
MES5300-48 552,15 MPPS
MES5305-48 575,80 MPPS
MES5310-48 1028,5 MPPS
MES5400-24 878,3 MPPS
MES5400-48 1041,5 MPPS
MES5410-48 2467 MPPS
MES5500-32 1995 MPPS

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.

22 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32




HELTEX

O6bem bydepHo namaATK

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-08P
MES35001-10P

1,5 M6ant

MES5312

2 Mb6auT

MES2300-48P
MES2300B-48
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

3 Mb6aut

MES5300-24
MES5300-48

6 Mbait

MES5305-48

10 M6aunt

MES5310-48
MES5400-24
MES5400-48

12 M6aunt

MES5410-48
MES5500-32

24 MbauT

O6bem O3Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 réant!

1 06bém 03Y gna mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 l6aii.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 23

MES5310-48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P 2 T6aiir
MES2300B-48
MES3300-24
MES3300-08F
O6bem O3Y (DDR4) MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES3500I-10P

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réant

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES3300-24
O6bem M3Y (NAND Flash) MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1réant

MES5300-24
MES5300-48
MES5305-48
O6bem M3Y (embedded MES5310-48
ussD) MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 [bant

24 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32



HELTEX

Tabnnua MAC-agpecos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

16384

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

32768

MES5305-48

131072

MES5310-48
MES5400-24

65536

MES5400-48

262144

MES5410-48
MES5500-32

131072%/2621442

Konunyectso ARP-3anucem

MES2300-083
MES2300-08p3
MES2300-243
MES2300B-243
MES2300-24F3
MES2300B-24F3
MES2300-24P3
MES2300D-24P3
MES2300DI-283
MES2300-483
MES2300-48P3
MES2300B-483

1981

MES3300-243
MES3300-08F3
MES3300-16F3
MES3300-24F3
MES3300-483
MES3300-48F3
MES3500I-08P3
MES3500I-10P3

4029

1 MaKkcmanbHoe 3HauYeHne ANA pexnma pacnpeaeneHmsa cucTemMHblx pecypcos mid-13-mid-12.
2 MaKcuManbHoe 3HauYeHne AN peXnma pacnpegeneHma CMCTEMHbIX pecypcos min-13-max-12.
3 lna kaxporo xocta B ARP-Tabamnue cosgaeTca 3anmch B TabanLe MapLipyTM3aLmu.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48, MES5500-32

25




HELTEX

MES53121

MES5316A!

MES5324A! 8125

MES5332A1

MES5300-241

MES5300-481 16317

MES5305-481

MES5310-48? 32701

MES5400-241

MES5400-48" 131063
91

MES5410-48 654692/982373

MES5500-321

Nopaepka VLAN

CornacHo 802.1Q ao 4094 aktueHbIx VLAN

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

Konnyectso rpynn L2
Multicast (IGMP snooping)

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32

2046

1 Ana kaxporo xocta B ARP-Tabavue cospaetcAa OONOAHUTENbHAA 3anucb B Tabauue KommyTauuu. Koamuectso
ARP-3anucei c yctaHoBneHHow auueHsnen EVPN gna MES5312 — 6077, MES5316A, MES5324A, MES5332A — 6085,
ona MES5300-24, MES5300-48 — 14277, pna MES5305-48, MES5310-48, MES5400-24 — 30661, ana MES5400-48 —
128965, pns MES5410-48, MES5500-32: 63421 ana pexkuma mid-13-mid-12, 96189 gns pexknuma min-13-max-12.

2 MaKcumanbHoe 3HauYeHne 419 peXnma pacnpeaeneHmsa cMcTemHbix pecypcos mid-13-mid-12.
3 MaKkcrmanbHoe 3HauYeHne AN peXnma pacnpeseneHnsa CMcTEMHbIX pecypcos min-13-max-12.

26 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,

MES5400-xx, MES5410-48, MES5500-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)!
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-08F
MES3300-16F
Konunyectso npasun SQinQ MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

1320 (ingress), 1320 (egress)

MES2300-082
MES2300-08P?
MES2300-242
MES2300B-242
MES2300-24F?
MES2300B-24F2 1974
MES2300-24P?
MES2300D-24P?
MES2300DI-282
MES2300-48p?
MES2300B-482

Kosmyectso npasun
MAC ACL

1 Bcero 1974 npasuna. enartca B pasHblX NPONOPLMAX MEXAY BXOAALLMMMU U UCXOAALLMMU NPaBUNamu, Ho He Bonee
1320 gna Kaxkgoro.
2 Konnuectso npasun 8 MAC/IPv4/IPv6 ACL c yctaHoBneHHON nuueHsuet EVPN ana MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48 - 2505/2505/1252, ana MES5305-48 — 5577/5577/2788, ana MES5400-48 —
10225/10225/5112.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 27
MES5310-48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

MES3300-241
MES3300-08F!
MES3300-16F!
MES3300-24F!
MES3300-48*
MES3300-48F!
MES35001-08P* 2998
MES35001-10P*
MES5316A!
MES5324A!
MES5332A!
MES5300-241
MES5300-48*

MES5312
MES5305-48"

MES5310-48! 6070
MES5400-24

MES5400-48" 10738
MES5410-48

MES5500-32 >083

MES2300-08?
MES2300-08P*
MES2300-241
MES2300B-24!
MES2300-24F!
MES2300B-24F1 1974/987
MES2300-24P!
MES2300D-24P!
MES2300DI-28"
MES2300-48P1
MES2300B-48!

MES3300-241
MES3300-08F!
MES3300-16F?
MES3300-24F!
Konnyectso npasun MES3300-48
IPv4/IPv6 ACL MES3300-48F!
MES35001-08P? 2998/1499
MES35001-10P?
MES5316A!
MES5324A!
MES5332A!
MES5300-241
MES5300-48?

MES5312
MES5305-48?

MES5310-481 6070/3035
MES5400-24

MES5400-481 10738/5368
MES5410-48

MES5500-32 5098/2544

! Konuuectso npasun B MAC/IPv4/IPv6 ACL c yctaHosneHHOW nuueHsueinr EVPN ana MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48 - 2505/2505/1252, ans MES5305-48 — 5577/5577/2788, ana MES5400-48 —
10225/10225/5112.

28 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32



HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
Kosnunuectso ACL MES3300-48F
MES35001-08P
MES35001-10P 3072
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES5312

MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32

6144

MES5400-48 12288

Konnyectso npasun ACL B ogHom ACL 512

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
Konanyectso maplupyTos L3 MES2300-48P

Unicast? MES2300B-48

4063 IPv4
1014 I1Pv6

MES3300-24

MES3300-08F
MES3300-16F
MES3300-24F 13279 IPv4
MES3300-48 3317 IPv6

MES3300-48F
MES35001-08P
MES35001-10P

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 29
MES5310-48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

MES53121
MES5316A!
MES5324A! 16351 IPv4
MES5332A 4085 IPv6
MES5300-24
MES5300-48
28639 IPv4
MES5305-48 7158 IPV6
MES5400-24 32735 IPv4
MES5310-48 8181 IPv6
32669 IPv4
MES5400-48 3165 IPV6
MES5410-48 2920002%/16000° IPv4
MES5500-32 73000%/40003 IPv6
MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F ;g?llplsg“
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F 4027 IPv4
MES3300-48 1656 IPv6
Kosnnuectso maplpyTos L3 MES3300-48F
Multicast (IGMP Proxy, PIM)* MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A 8174 IPv4
MES5332A 2040 IPv6
MES5300-24
MES5300-48
14318 IPv4
MES5305-48 3577 IPV6
MES5400-24 16336 IPv4
MES5400-48 4088 IPV6
MES5310-48
MES5410-48 146000%/80003 IPv4
MES5500-32 36500%/20003 IPv6

! Konnuectso mapupytos IPv4 multicast ¢ yctaHoBneHHoM anueHsmnein EVPN gna MES5312, MES5316A, MES5324A,
MES5332A pasHo 6085.

2 MaKcumanbHoe 3HauYeHne A4 peXnma pacnpeaeneHmsa cMcTeMHbix pecypcos mid-13-mid-12.

3 MakcumanbHoe 3HaueHMe A1A pexnma pacnpeaeneHmsa CUCTEMHbIX pecypcos min-13-max-12.

4 MapupyTbl IPv4/IPv6 Unicast/Multicast ncnonb3sytoT obLme annapaTHble pecypcbl.

30 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32



HELTEX

Konunuectso
VRRP-mapupyTt1saTopos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

255

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

127

MakcrMmanbHoe Kon4ecTso
ECMP-mappyTtos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 31

MES5310-48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

Konnuectso VRF

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A

16 (Bkntouan VRF no ymonyaHuto)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

251 (Bknto4an VRF no ymonyaHuio)

Konunuectso
L3-uHTepodeincos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2032

32 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,

MES5400-xx, MES5410-48, MES5500-32




HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

2050

MaKcrmanbHoe KonyecTso
VxLAN

MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2478

MES5312

MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5500-32
MES5410-48

4093

MaKcumanbHoe Konm4ecTso

GRE-TyHHenemn

16

MakcrmanbHOe KonnyecTso

ECMP-rpynn

64

MaKcumanbHoe KoaMyecTso
nytei B ECMP-rpynne

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
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MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MakcmmanbHoe Konmyectso OSPF-npoueccos 20

MakcmmanbHoe Konmdectso OSPF-coceacts 64

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P 32
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MaKcumanbHoe Konm4ecTso MES3300-48
BGP-cocepcTs MES3300-48F
MES35001-08P
MES35001-10P

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64
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MES2300-08!
MES2300-08P*
MES2300-241
MES2300B-241
MES2300-24F!
MES2300B-24F!
MES2300-24Pp?
MES2300D-24P!
MES2300DI-28!
MES2300-48p* 64
MES2300B-48!
MES3300-241
MES3300-08F!
MES3300-16F!
MES3300-24F!
MakcmmanbHoe Konndectso | MES3300-48!
BFD-coceacts MES3300-48F*
MES35001-08P*
MES35001-10P?

MES53122
MES5316A2
MES5324A2
MES5332A2
MES5300-242
MES5300-482

96

MES5305-482
MES5310-482
MES5400-242
MES5400-482
MES5410-482
MES5500-322

128

MakcmmanbHoe Konmyectso RIP-nupos 64

MakcmmanbHoe Konmyectso PIM-nupos 64

MakcmmanbHoe Konmnyectso MSDP-nnpos 32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MaKcnumanbHoe KOAnM4ecTso
SA-3anucen B8 MSDP-cache

! AnnapaTtHoe yckopeHue BFD oTcyTCTBYET, NpUMeHAeTca NporpaMmHbIi BFD.
2 Peanin30BaHO annapaTHoe yckoperue BFD Tonbko B8 VRF no ymonyaHuio, B octanbHbix VRF npumeHsetca nporpamm-
HbI BFD.
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48 14336

MES5400-24
MES5400-48 16384
MES5310-48

MES5410-48

MES5500-32 147456/8192

MakcumanbHoe Koanyectso MSDP mesh-group 32

Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos | 64

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P 32 rpynnbl, 40 8 NOPTOB B KaXKA0M
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES3500l1-10P

Arperaumsa KaHanos (LAG)

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48

128 rpynn, 40 8 NOPTOB B KaxKa0M

MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, 4o 32 NOPTOB B Kaxao0Mn

Konnyectso aksemnaapos MSTP 64
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Konnyectso aksemnaapos PVST

64

Konunuyectso DHCP pool

16

KayecTBo 06cnyxuBaHMA QoS

8 BbIXOAHbIX oUYepeaeit 4Na Kaxaoro nopra

CBepxavMHHble Kagpbl (jumbo frames)

MakcumanbHbIi pasmep naketos 10240 6aiT

CrekmnpoBaHue

[o 8 ycTpoiicts (kpome MES35001-08P, MES35001-10P)

CooTBeTcTBME CTaHAAPTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

dusnueckne XxapaKTepUCTUKM U YCI0BUA OKpYKatoLei cpeabl

MES2300-08

CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,

MES2300DI-28
MES2300-48P
MES3300-24
MES3300-08F
NCTOUHMKM NnUTaHKA MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5400-24
MES5410-48
MES5500-32

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 3672 B
BapuaHTbl NUTaHuA:

- OAUH UCTOYHUK MUTAaHMNA NOCTOAHHOIO UNKN NepemeHHOoro

TOKa;

- ABa UCTOYHUKA NUTAHUA MOCTOAHHOIoO UAUN NMepemeHHOro

TOKa C BO3MOXHOCTbIO FOpﬂHeVI 3aMeHbl.
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MES2300B-24
MES2300B-24F
MES2300B-48

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOIO TOKa: 12 B

XapaKTepUCTUKM 3apAAHOIo YCTPOMCTBA:

- TOK 3apaga:

1+0.1 A — MES2300B-48.

- HanpsaXeHue cpabaTbiBaHWUA pacUennTens Harpyskm —

10-10,5 B;

- MOPOroBoe HanpAXKeHne MHANKALLUM HU3KOro 3apaga —

11B.
CeueHue nposoaa ana nogkntodeHna AKb He meHee
1,5 mm. Aina MES2300B-48 pekomeHAyeTcA UCNO/b-
3oBaTb AKB emKocTblo He meHee 9 Ah.

CeTb NepemMeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOIO TOKa: 3672 B

MES5300-48 BapuaHTbl nuTaHuA:
MES5305-48 - OAVH UCTOYHMK MUTAHUA MNOCTOAHHOIO WAW NMEPEMEHHOrO
MES5310-48 ToKa:
MES5400-48 !
- ABa WCTOYHUKA NUTAHMA NOCTOAHHOTO WAW MEPEMEHHOro
TOKa C BO3MOXHOCTbIO FropsAYeit 3ameHbl.
MES2300-24 CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-08P
MES2300-24P

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

MES2300D-24P

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

BapunaHTbl NUTaHMA:

- OAVH UCTOYHUK NUTaHMUA NEPEMEHHOTO TOKa;

- ABa UCTOYHMKA NUTAHWUA NEePEeMeHHOro TOKa C BO3MOHO-
CTbiO FopAYen 3ameHbl.

MES35001-08P
MES35001-10P

ceTb NOCTOSIHHOTO TOKa:
C BKAtOYeHHOM ¢yHKumel PoE: 45-57 B;
C OTKAtoYeHHOM pyHKumel PoE: 20-57 B

MoTpebaseman MOLHOCTb

MES2300-08

He 6onee 13 Bt

MES2300-08P

He 6onee 267 BT

MES2300-24

He 6onee 20 Bt

MES2300-24F

He 6onee 35 BT

MES2300B-24

He 6onee 50 BT

MES2300-24P

He 6onee 445 BT (c y4éTom Harpysku PoE)

MES2300D-24P

He 6onee 850 BT (c y4éTtom Harpysku PoE)

MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c y4éTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 BT

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48

He 6onee 45 BT
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MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P

He 6onee 270 BT (c yu4éTtom Harpysku PoE)

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5300-24 He 6onee 118 Bt
MES5300-48 He 6onee 157 Bt
MES5310-48 He 6onee 170 Bt
m:izgg:gi He 6onee 150 Bt
MES5400-48 He 6onee 180 Bt
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 BT
MES2300B-24 24 Bt

MoTpebnaeman MOLWHOCTb

6es3 yyeta 3apaga AKb MES23008-24F 40 BT
MES2300B-48
MES2300-24P 380 Bt
MES2300D-24P 720 Bt

BlogyeT PoE MES2300-48P 1450 Bt
MES2300-08P
MES35001-08P 240 Bt
MES35001-10P
MES2300-08 13 Bt
MES2300-24 20 Bt
MES2300-24F 35B7
MES2300-24P 65 BT
MES2300D-24P 130 Bt
MES2300DI-28 31Bt

Tennosbinenerue MES2300-48P 150 Bt
veszoopas | P
MES3300-24 33 Bt
MES3300-08F 29 Bt
MES3300-16F 37 Bt
L
MES3300-48F 89 Bt
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MES35001-08P

MES35001-10P 30Br
MES5312 25 B
MES5316A 58 Br
MES5324A 73 Br
MES5332A 85 Br
MES5300-24 118 Br
MES5300-48 157 Br
MES5310-48 170 Br
VEssioas | 150"
MES5400-48 180 BT
MES5410-48 360 B
MES5500-32 400 BT
MES2300-08

MES2300-08P

MES2300-24 ects

MES2300B-24F
MES2300B-48

MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES3300-08F
MES3300-16F

MES3300-24
AnnapaTtHas noagep:kka MES3300-24F
Dying Gasp MES3300-48

MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

HeT
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BeHTUnAUMA

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

Front-to-Back

MES5410-48
MES5500-32

Front-to-Back/
Back-to-Front?!

NHTepBan paboumnx
TemnepaTyp

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P

OT1-20 po +50 °C

MES2300-24F
MES2300B-24F

OT1-20 po +65 °C

MES2300DI-28

OT1-40 po +60 °C

MES2300-48P

OT1-10 go +50 °C

MES35001-08P
MES35001-10P

OT1-40 po +70 °C

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 po +45 °C

! Mo ymonyaHuio yctaHoBAeHa BeHTUAAUMA Front-to-Back. [na yctaHoBKM moayneli seHTunaumum Back-to-Front o6pa-

TUTECb B KOMMEPYECKUI oTaenN.
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MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

OT0 po +45 °C

MHTepsan TemnepaTypbl XpaHeHUA

MHTepBan Temnepatypbl XxpaHeHusa oT -50 go +70 °C (oT -50
8o +85 °C ana MES35001-08P n MES35001-10P)
/ Tepep nepBbiM BKAOYEHUEM MOC/E XPAaHEHMA NpU
V Temnepatype meHbluei, yem -20 °C, unum npu 6onb-
weit, yem +50 °C, TpebyeTcA Bblgep:KaTb KOMMYTa-
TOp NpU KOMHaTHOM TemnepaType He MeHee YeTbl-
péx yacos.

OTHOCUTE/IbHAsA BNAXKHOCTb MPU SKCMyaTaLmm
(6e3 obpasoBaHMA KOHAEHcaTa)

He 6onee 80 % (ot 5 po 95% pna MES35001-08P u
MES35001-10P)

OTHOCUTENbHasA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpaszoBaHKNs KOHAEHcaTa)

Ot 10 go 95 % (ot 5 po 95% pana MES35001-08P wu
MES35001-10P)

FabapuTHble pasmepbl
(lWxBxT)

MES2300-08

310 x 44 x 159 mm

MES2300-08P

430 x 44 x 159 mm

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F

430 x 44 x 305 mm

MES3300-48
MES3300-48F

440 x 44 x 330 mm

MES35001-08P

85x152 x 115 mm

MES35001-10P

85x 175 x 115 mm

MES5312 430 x 44 x 230 mm
MES5316A

MES5324A 430 x 44 x 275 mm
MES5332A

MES5300-24 440 x 44 x 309 mm
MES5400-24 440 x 44 x 321 mm
MES5300-48

MES5305-48 440 x 44 x 425 mm
MES5310-48

MES5400-48 440 x 44 x 447 mm
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MES5410-48 440 x 44 x 536 MM
MES5500-32 440 x 44 x 534 mm
MES2300-08 1,61 kr
MES2300-08P 2,6 kr
MES2300-24 2,94 Kr
MES2300B-24 2,79 kr
MES2300-24F 4,03 Kkr
MES2300B-24F 4,08 Kr
MES2300-24P 3,2 kr
MES2300D-24P 6, 85 Kr
MES2300DI-28 4,95 kr
MES2300-48P 9,98 kr
MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 Kkr
MES3300-24F 5,04 kr

Macca MES3300-48 5,67 kr
MES3300-48F 5,68 Kkr
MES35001-08P 1,4 kr
MES35001-10P 1,76 kr
MES5312 3,8 kr
MES5316A 3,6 kr
MES5324A 3,7 kr
MES5332A 3,8 kr
MES5300-24 6,11 kr
MES5310-48 8,7 kr
MES5400-24 6,36 Kr
MES5300-48
MES5305-48 8,7 kr
MES5310-48
MES5410-48 12,1 kr
MES5500-32 11,8 kr

CpoK cny»bbl

He meHee 15 net

V . Tvun nuTaHuMA ycTpoiicTBa onpeaenaeTca npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONHEHUe

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBaeHbl N306paxkeHus
nepeaHemn, 3agHei 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtaTtopbl MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P,
MES3500I1-10P, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 BbINO/IHEHbI B META/I/IMHECKOM
Kopnyce c BO3MOXHOCTbIO YCTAaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P 1 MES3500I-10P BbINOAHEHbl B METANIMYECKOM KOophyce
ans kpenneHna Ha DIN-peliry.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

100-240 V AC 50-60 Hz = 1.8 - 10/100/1000BASE-T 1 3 5 7 9 JWELTEX  MES2300-08

UnitiD' 9,10 - 10/100/1000BASE-T
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PucyHok 30 — NepeaHAas naHenb MES5410-48
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PucyHok 31 - lMNepeaHaa naHenb MES5500-32

B Tabnmue 10 npuBeaeH nepeyeHb pa3bemoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaB/eHus,

pPacnonoXeHHbIX Ha NepegHei NaHean KOMMYTATOPOB.

Tabnunuya 10 — OnucaHne pa3beMOoB, MHANKATOPOB M OPraHoB ynpasaeHus nepeaHei naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32

No dnemeHT nepeaHel naHenn OnucaHue
Unit ID NHANKaTOp HOMEpa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NMTaHMA yCTpOMCTBa.
1 Master MHAMKaTop pexkrMma paboTbl yCTpoicTBa (BeayLumit/Begombiit).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 31eKTPONUTaHUA.
dyHKUMOHANbHAA KHOMKa A4as nepesarpysku ycTpoicTea u cbpoca K 3a-
BO/ZICKMM HACTPOMKam:
) r - MPW HaXKaTUM Ha KHONKY AAUTeNbHOCTbIO meHee 10 ¢ npoucxoauT nepe-
3arpysKa yCcTponcTBa;
- MPM HAXKaTMM HA KHOMKY AnuTenbHocTbio 6bonee 10 ¢ nponcxoamut copoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauum.
KoHCO/IbHbIM NOPT 415 JIOKA/IbHOTO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowan:
1 He ucnonb3yetca
2 He ncnonb3yeTcA
3RX
4 GND
3 Console 5 GND
6 TX
7 He ncnonbsyertca
8 He ucnonb3yerca
Pacnaiika KoHconbHOro Kabena npusegeHa B pasgene «MpunoxkeHune b.
KoHCObHbIV Kabenb».
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HWA YCTPOMCTBOM.
YnpaBneHue ocyLecTBAAETCA NO CeTU, pa3fe/ibHO C KaHa/lioM nepegauu
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
5 CnoTbl pna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
[1-24] MES5324A
[1-32] MES5332A
Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 49

MES5310-48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

[1-24]

MES5300-24
MES5400-24

[1-48]

MES5310-48
MES5400-48

[XG1-XG2]

MES5500-32

[XG1-XG4]

MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

MES5316A
MES5324A
MES5332A
MES5400-24
MES5500-32

USB-nopr.

[HG1-HG6]
[HG1-HG32]

MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.

[1-20]

MES2300-24F
MES2300B-24F
MES3300-24F

[1-4]

MES3300-08F

[1-12]

MES3300-16F

[1-48]

MES3300-48F

CnoTbl Ana ycTaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).

(5-8]

MES3300-08F

[13-16]

MES3300-16F

[21-24]

MES2300-24F
MES2300B-24F
MES3300-24F

4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.

10

[1-24]

MES2300-24
MES2300B-24
MES2300DI-28
MES3300-24

[1-48]

MES2300B-48
MES3300-48

(1-8]

MES2300-08

[1-10]

MES2300-08P

MopTbl 10/100/1000BASE-T.

11

100-240 V AC
50-60 Hz

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24F

Pasbem AnAa NOAKNIOYEHUA K UCTOYHUKY 31IEKTPONUTAHUA NepemMeHHOro
TOKa.

50 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32




HELTEX

36-72 VDC MES2300-24 Pasbem AnAa NOAKAOYEHUA K UCTOYHWUKY SNEKTPOMUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprbi 10/100/1000BASE-T (RJ-45) PoE/PoE-+.
[1-48] MES2300-48P
13 | [1-48] MES5410-48 CnoTbl pna ycTaHoBKM TpaHcueepos 1G SFP/10G SFP+/25G SFP28.
14 | 12V DC MES2300B-24F Knemmbl gna nogkntoueHna akkymynatopHoli 6atapen 12 B.
15 200-240 V AC MES2300B-24 Pasbem AnAa NOAKNIOYEHUNA K UCTOYHUKY S1EKTPONUTAHUA NepeMeHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBan MHAMKaLMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.
MES2300-08
[ )
17 = MES2300-08P Knemma gna 3asemneHuna yCTpoucrsa.
MES2300-08
18 | [1-12] MES2300-08P Cnotbl Ann yctaHOBKM TpaHcnBepos 1000BASE-X (SFP).
=
Helrex
— MES35001-10P
5 —
lg”;o;
5005| 4
L | (ool
| Q Pwr1
QO rwr2
O Alzrm 3
OTsmp
6—
o 1
2
1.8 - 10/100/1000BASE-T PoE+
PucyHok 32 — NepeaHas naHenb MES35001-08P
Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 51

MES5310-48, MES5400-xx, MES5410-48, MES5500-32
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PucyHok 33 — NepeaHas naHeno MES3500I1-10P

B Tabanue HUXKe NpuBeaeH NepeyeHb PasbemMoB, CBETOANOLHbIX MHAMKATOPOB U OPraHOB YNpaB/ieHuUs,
pacnonoXeHHbIX Ha NnepeaHen naHean kommyTtatopos MES35001-08P n MES35001-10P.

MES3500I1-08P, MES35001-10P

Tabnmua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB W OPraHOB YNpaB/ieHWsA nepeaHen naHenu

Ne dnemeHT nepesHeln naHenm OnucaHue
PyHKLMOHaNbHAA KHOMNKA ANA nepe3arpy3ku ycTponctea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
1 . - MPW HAXKaTUKN HA KHOMKY AAUTEeNIbHOCTbIO MeHee 10 ¢ npoucxoanT nepe-
3arpyska ycTpoWcTBa;
- NPW HAXKaTUKW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoamT cbpoc
HACTPOEK YCTPOMCTBA L0 3aBOACKOM KOHOUIrypauuu.
2 Console KoHCOo/bHbIM NOPT AN1A IOKANBHOIO YNPaBAEHUA YCTPOMUCTBOM.
PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
3 Alarm MHAnKaTop aBapuu.
Temp MHanKaTop Temnepartypbl.
4 [1-8] CeeToBana nHAMKauma PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P MopTbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo

PUCYHKE HUKe.

BHewHMN BMA BepxHel naHennm KommytaTopoB MES35001-08P u MES3500I-10P npuBegeH Ha

52 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32




HELTEX

PucyHok 34 — BepxHaa naHenb MES35001-08P u MES3500I1-10P

Tabnmua 12 — OnucaHue pasbemoB, WHAMKATOPOB WM OPraHOB YMNpPaB/ieHUA BEPXHEM mnaHenu
MES3500I1-08P n MES3500I-10P

No dnemeHT nepeaHel naHenm OnucaHue

1 | = Knemma g 3asemneHuns ycTpoicTea.

Paszbembl ANA NOAKNHYEHUA K UCTOYHUKAM 31EKTPONMUTAHUA NOCTOAHHOIO

2 PWR1, PWR2
TOKa.

3 Dry contact PeneliHbI BbIXxog aBapuitHon curHanmsaumm: 1 A, 24 B DC.

2.4.2 3a0HAA naHenb ycmpolicmea

BHewHWn BWUg, 3agHel naHennm KommyTtaTopoB MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES3300-48F, MES35001-08P, MES35001-10P, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24,
MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 npuseaeH
Ha PUCYHKAX HUXKe.
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PucyHok 36 — 3agHaa naHenb MES2300-08P

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 53
MES5310-48, MES5400-xx, MES5410-48, MES5500-32
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PucyHok 38 —3aaHAa naHenb MES2300-24F, MES2300B-24F

i

® @ ®
2 2 1
PucyHok 39 —3agHaa naHenb MES2300-24P
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PucyHok 40 — 3agHAaa naHenb MES2300D-24P
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PucyHok 42 —3agHAaa naHenb MES2300-48P

54 Ethernet-xommymamopei cepuii MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32
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PucyHok 48 — 3agHaa naHenb MES3300-48, MES3300-48F
Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 55

MES5310-48, MES5400-xx, MES5410-48, MES5500-32
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PucyHok 49 — 3agHaa naHenb MES35001-08P, MES35001-10P

1 2 2 2 2 3 4

—
100:200 ¥ A =119
5060 Hz =

2 3 2 2 75 6 1 2

N —
=

100-240V AC
50-60 Hz

PucyHok 53 — 3agHaa naHenb MES5400-24

56 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32
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PucyHok 54 — 3agHaa naHenb MES5400-48
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PucyHok 56 — 3aagHaa naHenb MES5500-32

B Tabnvue 13 npuBepeH nepeveHb Pa3beMOB, PACMONOMKEHHbIX Ha 3afHel NaHenn KOMMYTaTopoB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES3500I-08P, MES3500I-10P, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32.

Tabnunua 13 — OnucaHune pasbemoB 3agHeN NaHenn KommyTtatopos MES2300-08, MES2300-08P, MES2300-
24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES3300-48F, MES35001-08P, MES35001-10P, MES5312, MES5316A, MES5324A, MES5332A, MES5300-48,
MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32

Neo D/IeMEeHT 3a4Hel naHe u OnucaHue

1 Knemma 3asemnenns = Knemma ons 3asemieHus ycTpoicTBa.

2 BeHTUAATOPDI BeHTUNATOPbI 415 OXNaXKAEHUA YCTPOMCTBA.

3 CNOTbI AN YCTAHOBKM 610KOB Cnot gna yctaHoBKK pesepBHOro 610Kka nutaHms AC nam DC.

4 nuTaHuA CNnoT 4NA ycTaHOBKM OCHOBHOTO 610Ka nuTtaHuna AC nam DC.

5 Console KOHCO/IbHbIM NOPT AN5 IOKA/IbHOTO YNPaBeHNA YyCTPONCTBOM.
MES5300-48

-of- 10/100/1 BASE- - -

MES5305-48 }T;)E;’ﬂ(o::]: (j)fﬁl:;j:::n 0/100/1000BASE-T (RJ-45) ana ypaaneHHoro ynpas

6 008 MES5310-48 yn aBnyeHae oc e(.:TBnﬂeTCﬂ no ceTu, pasaeNbHO C KaHa/oM nepegayu
MES5410-48 aEHbIX yi » Pa3A pea
MES5400-48 | # :

7 oL USB-nopr.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 57
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MES35001-08P | KpoHLWTeiH a5 ycTaHOBKM ycTpoiicTBa Ha DIN-peitky.

8 | KpoHwredtH |\ c35001-10p

2.4.3 bokoeble naHenu ycmpolicmea
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PucyHok 58 — Jlesaa 6okoBas naHenb, MES2300-08P

PucyHok 59 — flesasa 6okoBas naHenbs MES2300-24, MES2300B-24, MES2300-24P
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PucyHok 60 — Jlesaa 60koBan naHenb MES2300-24F
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PucyHok 61 — NpaBas 60Kkosan naHenb MES2300-24F
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PucyHok 62 — JleBas 60KoBan naHenb MES2300B-24F
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PucyHok 63 — JleBas 60KoBan naHenb MES2300D-24P
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PucyHok 64 — JleBas 6okoBasa naHesnb MES2300DI-28
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PucyHokK 66 — JleBaa 6okoBas naHenb MES2300B-48
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PucyHok 67 — JleBasi 6oKoBana naHenb MES3300-24
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PucyHok 68 — JleBaa 60koBas naHenb MES3300-08F
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PucyHok 69 — Jlesasa 6okoBas naHenb MES3300-16F
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PucyHok 70 — Jlesaa 6okoBas naHenb MES3300-24F
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PucyHok 71 — /leBas 6okoBana naHenb MES3300-48
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PucyHok 72 — NleBasa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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PucyHok 75 — JleBas 60KkoBasa naHenb MES5300-24
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PucyHok 78 — NpaBasa 6okosas naHenb MES5300-24, MES5400-24, MES5400-48
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PucyHok 79 — MNpasan 6okoBaa naHenb MES5410-48
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PucyHok 80 — NpaBasa 6okosas naHenbs MES5500-32

Ha 60KoBbIX NaHenAx yCTPOMCTBa PaCMoOKEHbl BEHTUIALUMOHHbIE PeLleTKM, KOTopble CAy»KaT ann
oTBOAa Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUS MOCTOPOHHUMMK MpegMeTamu. ITO MOXKeT
NPWBECTU K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA W Bbi3BaTb HapyLLeHUs B ero pabote. PekomeH4auumn no

YCTaHOBKE YCTPOMCTBA PacnosioKeHbl B pasgese «YCTaHOBKa M MOAKIIOHEHNE .

2.4.4 Csemosasa uHOUKayusa

CoctoaHue wuHTepodeicoB Ethernet agna mogenen MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-xx, MES5410-48
MHANUMPYETCA ABYMA CBETOAMOAHbIMM UHAMKaTOpamu, LINK/ACT 3eneHoro useta u SPEED AHTapHOro

uBeTa. PacnonoeHune cBeTOAMOA0B NMOKAa3aHO Ha PUCYHKAX HUXKeE.

Link @ O Speed
TT ol

]

PucyHok 81 — BHeluHuMIA BUA oamMHapHoro pasbema SFP/SFP+

o ]

HVA VAR

LINK/ACT SPEED

PucyHOK 82 — BHellHWI1 BUA cABOEHHOTro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 83 — BHelwHM BMA pa3bema RJ-45

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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HELTEX

LINK/ACT

SPEED

PucyHok 84 — BHewHui BMuA pasbema QSFP+ n QSFP28 ana MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48

Ona  mopenn MES5500-32 coctoaHne wuHTepdelicoB QSFP28 uHaMuMpyeTca  4YeTbipbmsa
CBETOANOAHBIMU UHANKATOPAMM 3€/1€HOTO U AHTAPHOTO LBETOB: AaHHblE MHAMKATOPbI MOTYT MPUHUMATb
Kak posib LINK, Tak u SPEED, ux coctoaHua onucaHbl B Tabanuax 19, 20, 21. na KaXK40ro pexknma paboTbl
nopta MHAMKATOPbl MMEKT pas3/IMYHOE HasHauyeHwe. Beumay storo B Tabnmuyax 19, 20, 21 paHHble
WHAMKATOPbI 6yAyT NPpOHYMEepOoBaHbl Kak «MHAMKATOP 1», KMHAMKATOP 2%», KMHOMKATOP 3», KMHAUKATOP 4».

CocTtoaHue wuHTepdelicoB XG-NOpPTOB WMHAMUMPYETCA LBYMA CBETOAMOLAHLIMW MHAMKATOPaMM,
LINK/ACT 3eneHoro useta v SPEED aHTapHOro uBsera. PacnosioykeHne cBETOAMOA0B MOKa3aHOo Ha PUCYHKax
HUxe.

187
0000

| WHaukaTtop 3

xS

WMupukatop 1 Nupmkatop 4

WHaukatop 2

WMHaukaTtop 1 WMugukaTtop 4

WMHaukaTop 2 NHaunkaTop 3

O00O0
PucyHok 85 — BHelwHMI BuA pasbema QSFP+ n QSFP28 ana MES5500-32

Tabnunua 14 — CeBeToBan MHAMKALMA COCTOAHMA MHTepdeicoB QSFP28

CeeyeHue UHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdgelica Ethernet

SPEED LINK/ACT
BbIkntoueH BbIkntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTAHOB/EHO.
BbikntoueH [opuT nocTtoAHHO YcTaHOB/MIEHO coeanHeHue Ha ckopocTu 40 Feut/c.

[opuT NoCTOAHHO

opuT nocToAHHO

YcTaHOB/IEHO coenHeHne Ha ckopocTh 100 M6ut/c.

X

MwuraHune

MaeT nepegaya AaHHbIX.

Tabnnua 15 — CBeToBan MHAMKaLMA COCTOAHMA MHTepdeicos SFP28

CeeyeHue UHOUKamopa
SPEED

CeeyeHue uHOUKamopa
LINK/ACT

CocmosHue uHmepdpeiica Ethernet

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MW COEAMHEHNE HE YCTAaHOB/IEHO.

62 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
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AELTEX

BbikntoueH

[opuT NnocToAHHO

YcTaHoOBEHO coeanHeHne Ha ckopocTu 10 réut/c.

lopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeAnHeHMe Ha ckopocTu 25 Feut/c.

X

Mwuranune

MaeT nepeaaya AaHHbIX.

Tabnunua 16 — CBeToBanA MHAMKALMA COCTOAHUA UHTepdelicos SFP+

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBAEHO.

BbikntoueH

[opuT NnocToAHHO

YcTaHOBeHO coenHeHne Ha ckopocTu 1 Iéut/c.

FopnT NnocToAHHO

[opuT NnoCcToOAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 Méut/c.

X

Mwuranune

MpoeT nepepava gaHHbIX.

Tabnunuya 17 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdelicoB SFP

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHNE HE YCTaHOBAEHO.

BbikntoueH

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocty 100 M6ut/c.

FopnT nocToAHHO

FopnT nocToAHHO

YcTaHOB/IeHO coeMHeHne Ha ckopocTu 1 Iéut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabanua 18 — CeeToBasa MHANKaLMA coctosHua Ethernet-noptos 10/100/1000BASE-T

BbikntoueH

BbikntoyeH

MopT BbIKNOYEH MW COEANHEHNE HE YCTaHOBAEHO.

BbikntoueH

[opuT noctoAHHO

YcTaHoOBNEHO coeauHeHne Ha ckopoctn 10 M6uTt/c
nnamn 100 M6uT/c.

lopwuT nocToAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopoctu 1000 MéuTt/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnnuya 19 — CeeToBan MHAMKaLMA cocTosHUA MHTepdelcoB QSFP28 ans MES5500-32

MopT BbIKAOYEH WAM cOoeuHeHUe He
BbikntoueH BbikntoueH BbikntoueH BbikntoyeH

YCTaHOB/EHO.
foput Foput foput

YcTaHOB/NIEHO coeaMHeHne Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoyeH 40 T6uT/c
3e/1eHbIM AHTAPHbIM AHTAPHbIM ’
loput loput loput lfoput

YcTaHOBNEHO coeaMHEeHMe Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

100 réwr/c.
3e/1eHbIM AHTApPHbIM AHTApPHbIM AHTAPHbIM
Mwuranue X X X MaoeT nepepava gaHHbIX.

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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Tabnuua 20 — CBeToBasA MHAMKALMA cocToAHMA MHTepdeincos QSFP28 ans MES5500-32 B pexxume paclien-
neHuns

CocmosiHue uHOUKamopa
CocmosHue uHmepdgelica Ethernet

WHOukamop 1 | UHOukamop 2 | UHAukamop 3 | UHOuKkamop 4

MopT BbIKAKOYEH WAN COefMHEeHWe He
BbikntoueH BbikntoueH BbikntoueH BbikntoueH

yCTaHOBJIEHO.
lopur lopur lopur lfoput

YCTaHOB/IEHO COeAMHEeHUe Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 1 r6uT/c
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/1eHbIM )
loput lfoput loput loput

YCTaHOB/IEHO COeAMHEHNE HA CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 10 F6uT/c
3e/leHbIm 3e/leHbIm 3e/leHbIM 3e/IeHbIM ’
lopur lopur lopur lfoput

YCTaHOB/NIEHO COeAMHEeHUEe Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

25 rémt/c.
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/1eHbIM
Mwuranue Mwuranue Mwuranue Mwuranue NpoeT nepepava gaHHbIX.

Tabnnuya 21 — CeeToBaA MHAMKALMA COCTOAHMA NHTepdeicos SFP+ gna MES5500-32

CeeyeHue uHOukamopa CeeveHue uHOUKamopa TG B AR T
SPEED LINK/ACT
BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeAUHEHME HE YCTaHOB/IEHO.
[opuT NOCTOAHHO FopnT nocToAHHO YcTaHoBEHO coeanHeHue Ha ckopocTu 10 réut/c.
X Mwuranue MpoeT nepepaya gaHHbIX.

MHaukaTop Unit ID (1-8) cny»ut ana obo3HauyeHWa HOMepa YCTpoicTBa B cTeke. CUCTeMHble
nHaunkatopsbl (Power, Master, Fan, RPS) ciykaT ans onpegeneHna CocToaHnA paboTbl y3/10B KOMMYTaTOPOB.

Tabnunua 22 — CeeToBaA MHAMKALMA CUCTEMHbIX MHAMKATOPOB

Ha3eaHue DyHKYUA ”
CocmosHue uHOuKamopa CocmosHue ycmpolicmea
uHOukamopa uHOuKamopa
BbikntoyeH MuTaHMe BbIKAOYEHO.
. MuTaHMe BKAOYEHO, HOpMabHaA
3eneHbli, ropuUT NOCTOAHHO N
paboTa ycTponcTea.
OTcyTCTBME NEPBUYHOIO NMUTAHUA

MES5312 . | ocHoBHOro MCTOYHMKA (NPU NUTaHUM
MES5316A Oparxesbii YCTpOIiCTBa OT pe3epBHOro
MES5324A MCTOYHMKA).
MES5332A .

CocTtosHue KpacHbIi ABapuA BTOPUYHOIO UCTOYHMKA.

Power WCTOYHWUKOB MES2308

nnTanua MES2308P
MES2300-24
MES2300B-24
MES2300-24F KpacHbii ABapua BTOPUYHOIO NCTOYHUKA.
MES2300DI-28
MES2300B-24F
MES2300-24P
MES2300B-48
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

KpacHbiin

OTCyTCTBME NEPBUYHOrO NUTAHMUA
OCHOBHOTO MCTOYHMKA (NPU NUTaHMM
YCTPOWCTBA OT pe3epBHOI0 UCTOYHMKA)
WM aBapuA BTOPUYHOTO MCTOYHMKA.

Mpu3Hak N YCTPOWCTBO ABNAETCA «MAacTEPOM» B
3eneHbll, ropuUT NOCTOAHHO
Master BeayLlero cTeke.
YCTPOMCTBa Npun YCTPOWNCTBO He ABNAETCA KMacTepom»
BbikntoyeH
paboTe B cTeke B CTEKe.
3enenbii, Bce BHyTpeHHMe cucTembl paboTatoT B
MES2300-24F ropuT mamgmp e P
MES2300B-24F | NOCTORHHO P '
MES2300-24P Bo3moKHaA HencnpaBHOCTb
MES2300D-24P KpacHbin, BEHTU/IATOPOB, BbICOKaA TemnepaTypa
MES2300B-48 roput Ha O4AHOM M3 TEPMOAATYNKOB.
NHaunkaTop
Status COCTORHMA MES2300-48P NOCTOSAHHO OwwnbKkn PoE (TonbKo gnn
. MES2300-48P).
yeTponcrea 3eneHbli
MES2308 ropuT ! Bce BHYTpeHHMe cucTembl paboTatoT B
MES2308P I'IOF():TOHHHO LWTAaTHOM pexunme.
MES2300-24 "
KpacHbin,
MES2300B-24 ropuT BbicOKaa TemnepaTtypa Ha O4HOM 13
MES2300DI-28 P TEPMOLATYMNKOB.
NOCTOAHHO
CocTosiHMe 3eneHblii, ropuT NOCTOAHHO Bce BEHTUAATOPbBI UCNPABHbI.
Fan BEHTUNATOPA . OTKa3 ogHoro nam bonee
KpacHbIN, ropnt NOCTOAHHO
oxnaxaeHusa BEHTU/IATOPOB.
Pe3epBHbIN UCTOYHUK YCTAHOB/EH,
3eneHbliA, ropuT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeT
Pexum paboTbl
e3epBHOIO HOPMANbHO.
RPS P OTcyTCTBME NEPBUYHOIO NUTAHUA
WCTOYHMKA .
KpacHbIN, ropnt NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nUTaHUA
HEeUCNpPaBHOCTb.
BbikntoyeH Pe3epBHbIN UCTOYHUK HE MNOAK/IOYEH.
3eneHsbin,
ropuT MNopgKkntoyeH notpebutens PoE xoTa 6bl
PoE P B OAVH NoprT.
MES2300-08P NOCTOAHHO
KpacHbiii,
CocrosHune PoE MES2300-24P I’:pVIT ABapus PoE (NopT B COCTOAHMM
neperpysku, rnobanbHasa asapua PoE).
NOCTOAHHO Perpy P )
BbikatoyeH MNoTpebutenn PoE He NoAKANOYEHDI.
3eneHbln, AKB nogkntoyeHa, nMTaHUe B HOpMe.
roput
NOCTOAHHO
MES23008-24 3eneHblii AKB 3apsaaeTca
Battery CocrosiHne AKb | MES2300B-24F raer ! P ’
MES2300B-48 "
KpacHbin- OcHOBHOE NUTaHMe oTKA4YeHo, AKB
3eNeHbIn, paspsarkaeTca.
muraet

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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KpacHbin, Hu3kuit ypoBeHb 3apsaaa AKB.
muraet
KpacHbin, ABapus PTE (pacuenuTtens Toka
roput 6aTapewm).
NOCTOAHHO
BbikntoyeH AKB oTK/to4eHa.
3eneHbln,
Bnok nuTaHWA ycTaHOBANEH B C/10T,
roput nuTaHWe BKIOYEHO.
NOCTOAHHO
ps1 | CommonwieGrora | MES2S00BY ||
nuTaHua Main MES2300D-24P ! !
ropur YCTQHOB/IEH B CNOT, MUTaHME
NOCTOAHHO BK/IIOYEHO, HO UMeeTcA
HEeNCNpPaBHOCTb.
BbikntoyeH BNOK NUTaHWA He YCTaHOB/IEH B CNOT.
3eneHsbin,
ropuT BnoK NUTaHWA yCTaHOBAEH B C/OT,
HOCTOSHHO nuUTaHWe BKAOYEHO.
CocTtosHue 610Ka BnoK NUTaHWA yCTaHOBAEH B CNOT, HO
nuTaHuA MES2300-48P KpacHbin nuTaHue OTKHKZHEHO' 610K I'IVITaH,VIﬂ
MES2300D-24P ! !
pPS2 Redudant roput YCTAHOB/IEH B C/10T, NUTaHUe
NOCTOAHHO BK/IHOYEHO, HO UMeeTcA
HencnpaBHOCTb.
BbikntoyeH BnoK NUTaHWA He YyCTaHOB/EH B C/OT.
3eneHbil,
roput MNopgaHo nutaHue Ha BBog PWR1.
PWR1 UnamkaTopsl NOCToAHHO
COCTOAHMA BbikntoyeH MutaHue Ha BBoa PWR1 He nogaHo.
nuTanua 3eneHblit,
yctpoiictea roput NMoaaHo nutaHue Ha BBog PWR2.
PWR2 NOCTOAHHO
BbiKkntoueH MutaHue Ha BBog PWR2 He noaaHo.
:(:;l::bm’ InobanbHas aBapus PoE-KoHTponepa
Ao z]:apE)MMK:Top MES35001-08P HOCTORHHO (He oTBeuyaeT PoE-koHTpoANEp).
MES35001-10P
BbIKktoYeH HopmanbHana paboTa ycTponcTsa.
KpacHbii,
NHankaTop ropur Meperpes ycTpoicTea.
Temp TemnepaTypsbl NOCTOAHHO
BbikntoyeH HopmanbHas paboTa, neperpesa Her.
fsss:bm’ MNogkntoyeH I'IOTp?6MTEJ1b PoE B
POE NHankaTopebl HOCTOAHHO COOTBETCTBYIOLWMI NOPT.
coctoaHua PoE
MNotpebutens PoE He nogKntoyeH B
BbikntoyeH .
COOTBETCTBYIOLWMI NOPT.
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2.5 KomnneKt nocraBku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nutaHus EBpoBunka-Cl3, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

— WHyp nutaHma MBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES3500I-10P);

— Pasbem KabenbHol yactm 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES35001-08P,
MES3500I-10P);

— Pasbem KabenbHoi yactn 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I1-10P);

— MamAaTKa 0 AOKYyMeHTaumu;

— CepTudurKaT COOTBETCTBUS;

— MNacnopr.

Mo 3aKa3y NoKynaTens B KOMM/IEKT MOCTaBKM OMUMOHANbHO MOTYT BbITb BK/IOYEHbI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanmna PM160-220/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepumn MES53xxA, MES5300-24, MES5400-24);

— Mogaynb nutaHma PM350-220/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ansa MES5410-48, MES5500-32);

— Mogaynb nutaHusa PM450-220/56 (ana MES2300D-24P);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nwuTaHus EBpoBunka-C13, 1.8m (B c/Ayyae KOMNAEKTAUMM MOAY/EM MNUTAHUA
PM160-220/12, PM350-220/12, PM600-220/12 nnu PM950-220/56);

—  Mogaynb nutaHma PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepun MES53xxA);

— Mogaynb nutanma PM160-48/12 (ans MES5300-24, MES5400-24);

—  Moaynb nutavma PM350-48/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHmua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHma PM950-48/56 (ana MES2300-48P);

—  WWHyp nuTaHua NBC (B cnyvae KOMNAeKTaLMn mogynem nutaHmsa PM100-48/12, PM160-48/12,
PM350-48/12, PM600-48/12 unn PM950-48/56);

—  SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAaHOBKM B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPMYCY YCTPOMCTBA. Ha KpOHLWTENHAX PacnO/IOXKEHbI LWECTb KPENEMKHbIX OTBEPCTUN
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto

W aBepuei cepBepHoro WwKada (pucyHkn 73—75). s yCTaHOBKM KPOHLWTENHOB BbibepuUTe OAUH U3 Bapu-
aQHTOB KpeneHusa:

PucyHok 87 — BapuaHT KpenaeHua KpoHWwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHesn yCTPoICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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PucyHok 88 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA nNpPeaycMOTPEHO HECKOJIbKO MOJIOKEHUI, 3aBUCALLMX OT TAy6MHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tblpe OTBEPCTUA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOW NaHenu yctpoictsa. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTe HEObX0AMMOE NONOXKEHME AeTanum 2 (4,Ba BapmaHTa nosoxeHus). CoBmectute Bo-
CeMb OTBEPCTUIN Ha AeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycrpoiictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

3. BblbepuTe HeObX0AMMOE NONOXKEHME AeTanu 3 (Y4eTbipe BapmaHTa noioxeHus). Coemectute
TPW OTBEPCTUA HA AETann 3 C TAaKUMM Ke BbIOpPaHHbIMU OTBEPCTUAMM Ha aeTann 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETaNN BUHTAMM C BHYTPEHHEW CTOPOHbI KPOHLWITEMHA, 3aKpy4m-
BaA TO/IbKO KpaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLITEMHOB C OTBEPCTMAMM Ha HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HaNpaBAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.

3. C nomoLlbto OTBEPTKU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHOK 89 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32

Ona yctaHoBKM ycTpoiictB MES5410-48, MES5500-32 B CTOIKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMO/b3yA AeTaslb 3 KaK HAMPaBAAIOLLYIO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Ncnonb3ysa oTBepTRY, 3adUKCUPYITE LEHTPAIbHbIN BUHT, COeAUHAOWMNK aeTanmn 2 n 3.

PwnpE
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PucyHok 90 — YcTaHOBKa yCTpoiicTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmolike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToitke.

o MES-5312 N1 o
o KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna °
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 91 — PasmelieHne KommyTtaTopoB MES5312 B cToiKe

'1 AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.
(=S &

’1 He 3aKprBaVITe BEHTUNALUOHHDbIE OTBEpPCTUA, @ TaKXXe BEHTUNIATOPbI, PAaCno/1I0XKeHHble Ha
':'-.‘E‘I 3a,a,|-|eﬁ naHeNn, NOCTOPOHHMMU NpegmeTamu BO nsbexkaHue neperpesa KOMNOHEHTOB KOM-
MyTaTopa U HapyLueHusa ero paboTbl.
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3.2.3 YcmaHoeka ycmpolicme MES35001-08P, MES3500I-10P Ha DIN-peliky

Ycrpoiicrsa MES35001-08P, MES35001-10P ycTaHaBAMBaeTca BepPTUKANbHO, TaK KaK 60Ko-
Y Bble NaHenu ob6ecneynBaloT TENJI00TBOA.

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoMCTBa BEpPXHEN YacTbio oT ceba M npunoxutb K DIN-pelike Tak,
YTOObI €€ BEPXHAA KPOMKA OKa3asiacb 32 NPOBOAOYHOMN NPYKMHOM.

2. HapasuTb Ha KOPMNYyC YCTPOMCTBA CBEPXY.

3. He cHMMas gaBneHus, NpUXKaTb HUMKHIOK YacTb Kopnyca ycTpoiictea K DIN-peike go 3a-
LLeIKUBaAHMA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMycC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHuA, NOTAHYTb HUMKHIOK YacCTb YCTPOICTBA Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTporcTBo ¢ DIN-peliku.
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3.3 YcraHOBKa moayneu NnUTaHuA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YC/AOBUAX, TPEOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAyNeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA pPaBHOLEHHbI. C TOYKM
3pEeHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaXo4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbIM. Moayam NMTaHUA MOTYT YCTaHaBMBATLCA M U3BJIEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cnyKMBaHMEM M3AENNA, PEMOHTOM UMW APYFMMU aHANOFUUYHBIMU AEeIUCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.
. BAOKU NUTaHKUA A0NKHbI 6bITb BCTaBNEHbI B KOMMYTaTOp A0 ynopa. Mpu nogkaoueHnn 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHoK 92 — YcTaHOBKa Mmoaynel nuTaHuA

CoctosiHMe Moaynel MUTaHUSA MOXKET ObiTb NMPOBEPEHO MO MHAMKAUMM Ha NepeaHeir naHenm
KommyTaTopa (cm. pasgen 2.4.4) uav no OmMarHoCTMKe, OOCTYMHOM yepe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA He TO/IbKO OTKa3om moaynsa, HO
ol n OTCyTCTBMEM NepBUYHOIo NUTaHuA.

3.4 NopknoueHue NUTAIOLWEN CETU

1. Mpexae 4yem K yCTpOMCTBY OyAeT MOAKAOYEHA NUTAlOWAA ceTb, HEOOXOAMMO 3a3eMNTb
KOpMnyc yCTPOMCTBa. 3a3emneHne HeobxoAMMO BbINOSHATb WU30/JMPOBAHHbIM MHOTOXWU/b-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CEYEHME 3a3eM/IAIOLLEFO NPOBOAA AOJIXKHbI CO-
OTBETCTBOBaTL TpeboBaHMam Y.
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’ MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-

2. Ecau npeanonaraeTcAa NOAKNIOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBAHMA K KOHCOJb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBAATLCA OT CETU NEPEMEHHONO TOKA IMBO OT CETU NMOCTOAHHOTO TOKa.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOro TOKa CleAyeT MCMO/Ib30BaTb Kabenb, BXOAALLMIA B
KOMNAEKT yCcTponcTea. MNMpu NOAKAIOYEHMM K CETU NMOCTOAHHOFO TOKa MCMO/b3yiTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHuA.

Bo usbexaHne BO3HMKHOBEHUA KOPOTKOrO 3aMblKaHUA NPU NOAKIIOYEHUU K CETU NOCTOSAH-
HOro TOKa PEKOMEeHAYEeTCA NPOU3BECTU 3a4UCTKY NPOBOAA HA A/IMHY 9 MM.

.‘

Llenb NnUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa copgepiKaTtb YCTPOVICTBO OTK/IIO4YEHUA NUTaHUA C
¢M3VI‘-IECKMM pa3beguHeHnem coeguHeHuAa (BbIKI'IIO‘-IaTenb, pa3beémM, KOHTAaKTOp, aBTOMaTu-
YeCcKuii BbiKAloYaTe b U T.0.).

.‘

4. BKNOYMTE NUTaHMeE YCTPOWUCTBA U ybeanuTech B OTCYTCTBMM aBapuiA MO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHen naHenw.

3.5 YcraHoBKa u yganeHue SFP-TpaHcuBepos

TonbKo gna MES5500-32: Bo u3berxkaHue noBpexXAeHUA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHuu noptoB XG1 n XG2 Heob6xoaMMO 1cnonb3oBaTb SFP+ TpaHcuBepbl ¢ TUNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/ YcTaHOBKa ONTUYECKUX MOAyﬂEﬁ MOXeT NPpon3BoaAnUTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM YCTpOﬁCTBe.

1. BcTaBbTe BepxHuit SFP-moaynb B CIOT OTKPbITOM YacTbto pa3bema BHU3, @ HUXKHNI SFP-mo-
OyNb OTKPLITOM YacTblO pa3bema BBEPX.

PucyHok 93 — YcraHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YCAbILIUTE XapaKTePHbIN LLEAYOK.

PucyHok 94 — YcTtaHoBneHHble SFP-TpaHcuBepbl

[na yapaneHus TpaHcueepa:

1. OTKpoiiTe 3alenky moayna.

PucyHok 95 — OTkpbITHe 3awenkn SFP-TpaHcnsepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 96 — N3BneveHune SFP-TpaHcmBepos
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbIN NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXMM 3myaAaumn TepmuHana VT100 (MHorve TepmMHasbHble MPOrpPammbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/NIEHO NpOrpammHoe obecneveHue IMYyNAUNN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM Nporpammbl B onepaTMBHYo namaATs (03Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecneyeHna KommyTatopa. 1A BbIMOJAHEHUA cneuManbHbIX Npoueayp MCnoib3yetca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/':f' [ns 6bicTpOro BbI30Ba CNPaBKU O A0CTYMHbIX KOMaHAaX UCNONb3YTe KOMBMHALMIO KNaBuULL
- <Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHI0 c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdeliic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvé6 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 23 — GyHKUMKN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pasza cuctemHoro MO.
Restore Factory Defaults BoccTtaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexum pabotbl KOMMYyTaTOpaA

KommyTatopsl cepmin MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-xx, MES5410-48, MES5500-32 paboTatoT B peXKMme cTeKMpoBaHumal.

CteK OYHKLUMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e MoJenun, UMeroLLUX ceayolne poau, onpeaensaemble UX NOpPAAKOBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 Unm 2), ¢ HEro NpouCXoauT ynpaB/ieHne BCEMU YCTPOMCTBaMU B
CTeKe.

—  Backup (UID yctpolictBa 1 uam 2) — ycTpOMCTBO, NoavmnHAlLLeeca master. AybampyeT Bce
HaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaBAAlOLWEro ycTpoihcTBa M3 cTpos, bepeT Ha cebs
GYHKLMN YyNPaBAEHMA CTEKOM.

— Slave (UID ycTpolicTs oT 3 go 8) — ycTpoicTBa, nog4ymHsatoweeca master. He moxkeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

DOnsa KOppeKTHOM paboTbl cTekKa HeobxoaMm XoTa 6bl OAUH IOHUT C POAIbI0 Master U 0AUH
IOHUT ¢ ponbio backup.

.-

/ UHTepdeiicbl B peXxume CTEKMPOBAHUA PaboTaloT TO/IbKO HAa MAaKCUMAJIbHO CKOPOCTU UH-
Tepdeiica.

B pexunme CTEKMpPOBAHMA A8 CUHXPOHM3AUMKM KommyTaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES5312, MES5316A, MES5316A rev.C, MES5324A, MES5324A rev.C, MES5332A,
MES5332A rev.C wucnonbsytoT XG-noptbl, a KommyTtatopbl MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 ucnonb3ytot HG-noptbl. Mpu sTom
YKa3aHHble NOPTbl HE y4yacCTBYIOT B Nepefaye AaHHbIX. BO3MOMKHO CTEKMPOBAHNME KOMMYTATOPOB TOJIbKO
OZHOM MOJENUN U C TEM }KE KOJIMYECTBOM MOPTOB, K NPUMepY, CTekmpytoTca apyr ¢ apyrom MES5316A n
MES5316A. CteknposaTb KommyTaTtopbl MES53xXA ¢ KommyTatopamu MES53xxA rev.C HEBO3MOKHO BBUAY
annapaTHbIX Pa3MyYnin 3TUX MOAENen YCTPOMCTB. BO3MOXKHbI ABe TOMOAOTMU CUHXPOHU3MPYHOLLMXCA
YCTPOMCTB — KOAbLEBaAd W JAWHeWHaA. PeKomeHayeTcA MCNONb30BaTb KO/bLEBYK TOMOAOTUIO ANA
NOBbILLIEHMA OTKA30YCTOMUYNBOCTU CTEKA.

Mo YMOYaHUIO KOMMYTATOP ABJAETCA MaCTeEpPOM, BCe NOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

V Noapep:kaHa npoueaypa aBToob6HoBAeHUA HA Bepcuuio MO ¢ Master-kommyTtaTtopa npu
[,06aBNAEHNN HOBbIX IOHUTOB B YXKe CYLLLEeCTBYIOLLMNA CTEK.
V Ona kommyratopos MES2300/3300 pa6ota creka u3 4-8 IOHUTOB noaaep>KaHa C BepcUn
‘ 6.6.3.8.

! dyHKumoHan NSF (Non-Stop Forwarding) 6yaeT peannsosaH opueHTHposoyHo 8 2Q2025.
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Tabnunua 24 — MaTtpuua ctekmpoBaHus ana MES2300-xx
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' ' ' + ' ' ' '
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+ 1 [ ] ] ] 1 1
d80-00€CSIN
‘dve
d80-00€¢SIN vZ-00€CSIN 1v¢-900€¢SIN -00€¢S3IN | dPC-A00ECSIN 8¢-1000€CSAN | 8V-900€CSAIN | d8Y-00€CSIIN

79

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,

MES5310-48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

Tabnunua 25 — MaTtpuua ctekmpoBaHus ana MES3300-xx
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Tabnunua 26 — MaTtpuua ctekmpoBaHua ans MES53xxA

< < < < < <
I o < < N N
=1 =1 N N o0 o0
0 o a 0 o m
" wn 9 n wn 9 n wn 9
= =9 = S92 = S92

<<

r]

M

0 + - - - -

n

w

=

<

Ir]

by
- + - - - -

0

wn Y

w o>

=9

<

<

a

0 - - + - - -

n

w

=

<

<

M
- - - i - -

0

w9

w o>

s ¢

<

~

a

0 - - - - + -

n

w

=

<

~

a
- - - - - +

0

w9

w o>

=9

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48, MES5500-32

81



HELTEX

Tabnunua 27 — MaTtpuua ctekmposaHua ans MES5300-xx, MES5400-xx, MES5500-32
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Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KOMaHAHOM CTPOKU UMEET Caeayiolmii BUA,:

console (confiqg) #
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Tabnuua 28 — ba3oBble KOMaHAbl

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuro

stack configuration links te HasHauaeT uHTepdeiicbl AN CUHXPOHU3aLMKN PaboTbl KOMMYTa-

te_port | hu hu_port - TOpa B cTeKe. MMHMMaNbHOE KONNYECTBO — 2, MaKCUMMabHoe —
2.

stack configuration unit-id o HasHauaeT Homep ycTpoiicTBa «unit-id» 1O0KaNbHOMY YCTPOMCTBY

unit_id u:;tt:)';;glt'f’ (Ha KoTopoM BbiNosHeHa KomaHaa). CMeHa Homepa yCcTpoiicTea
NpounsonaET nocae nepesarpyskM KommyTaTopa.

no stack configuration YpaneHune HacTpoek cTeka.

stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMUIO FOHUTA B CTEKE.

[pumep

O6begMHUTb B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM IOHUTOM, UCMOJIb30BaTb MHTEpPdENChI
tel-2 B KayecTBe CTEKUPYIOLLUX.

console#config
console (config) #stack configuration unit-id 2 links tel-2

console (config) #

KomaHObl pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET cneaytowmnin Bua;:
console#

Tabnnua 29 — basoBble KOMaHAbI, JOCTYMNHblEe B pernme EXEC

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4aHuio
show stack - OTobparkaeT HGopMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.
show stack configuration OTobpakaeT MHGOPMALMIO O CTEKUPYIOLLMX UHTEpdENcaxX OHU-
i TOB B CTeKe.
show stack links [details] ) PacwupeHHoe oTobpakeHne MHGOPMALIMM O CTEKMPYIOLWMX UH-
Tepdeiicax.

Mpumep ncnonb3osBaHMA KoMmaHAabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 tel/0/1 te2/0/2 10G tel/0/2

2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoicTtBa ¢ oagMHaKoBbIMU naeHtTudukaropamm «Unit ID» He moryTt paboTaTtb B 0gHOM
| cTeKe.
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4.5 Hacrtpoiika pyHKUMiIA KoOmmyTaTopa

®PYHKUMM NO Ha4YaNbHOMY KOHOUIYPUPOBAHMUIO YCTPOMCTBA MOXKHO Pas3aennTb Ha ABa TUNa.

— ba3oBas HacTpoiKa — BKAoYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHPUTYpaLUmn m
HaCTPOMKY AMHaMmyecKkux IP-agpecos.

— Hacrtpoitka napameTpoB cuctembl 6€30MACHOCTM — BKJ/IIOYAET YMNpaB/JeHUE CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCTPOCTBA BCe HECOXPaHEHHble gaHHble 6yayT yTepaHbl. A coxpaHe-
HUA N10ObIX BHECEHHbIX U3MEHEHUW B HACTPOIMKY KOMMYTaTopa UCNob3yeTca ceayowan
KomaHpga:

console# write

4.5.1 bas3osasa Hacmpolika Kommymamopd

[na Havana KoHOUrypaunum ycTporncTea HEOBX0AMMO MOAKAOUNTL YCTPOMUCTBO K KOMMbIOTEPY Yepes
nocnenoBaTesbHbl NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPAMMYy SMYAALUN TEPMUHANA COTNACHO MYHKTY
4.1 «HacTponKa TepMmMHana».

Bo Bpema Haya/NbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTeEpPdENC, KOTopbI ByaeT UCNoNb30BaTbCA
ANA NOAKNOYEHUA K YCTPOWUCTBY YAaeHHO.

ba3oBan HacTpoiKa BKAOYAET cneayollee:

1. 3apaHue napona ana nonbsosatens «admin» (c ypoBHem npusuaernii — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEN.
HacTtpolika cTatuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
Mony4yeHune IP-agpeca ot cepsepa DHCP.
Hactpowka napameTtpoB npotokona SNMP.

ukhwnN

4.5.1.1 3adaHue napons 044 nosavzosamess «adminy» u co30aHUe Ho8bIx Nnosb3osameneli

[na obecneyeHunA 3alMNLLLEHHOrO BXOAa B CUCTEMY He06X0AMMO Ha3HAUMTb NApo/b NPUBU-
e NlernposaHHOMY nosb3osaTtento «adminy».

Mma nonb3osatena wu naponb BBOAUTCA nNpn BXoAe B CUCTeMy BO BpemA CeaHCoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na cosgaHnA HOBOro Nosib3oBaTesna CUCTEMbI UN HaCTpOl‘/JIKM noboro
M3 NapameTpoB — UMEHU NOJ/1Ib30BaTeENA, MAaPO0/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/ YpoBseHb npuBuaernii 1 paspewsaer JocTyn K yCTPOCTBY, HO 3anpeLuaeT HacTpoiiky. Ypo-
BeHb NpuBuaerunii 15 paspeluaer Kak J0OCTyn, TaK U HACTPOMUKY YCTPOMCTBA.

Mpumep KomaHg, Ana 3agaHusa noab3osartento «admin» naponsa «eltex» 1 cosaaHuna nonb3osaTtens
«operator» c naposiem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 PacwupeHHas HacmpoliKa yposHA docmyna

Ha ycTpoWncTBe cylLecTByeT BO3MOXKHOCTb pacnpeseneHnsa npas nosib3osartesneil B 3aBUCMMOCTM OT
YPOBHA MPUBUAEINIA, Ha KOTOPOM Kaxabl M3 nosb3oBaTeneit 6bin co3gaH. KOHKpeTHoMy YPOBHIO
NnpUBMUAErMIA NpUcBaMBaeTcA Habop KOMaH/A, KOTOPble MOTYT BbIMOHATLCA M0/Ib30BATENAMM C YPOBHEM He
HUXKe 3a4aHHOTrO.

KommyTaTop noagep>KuMBaeT cucTemy HacnefoBaHMA Habopa KOMaHg oT 6onee HU3KMX
vl YPOBHeit npusunerui.

’ ' Mpusunernn BbICTPaMBalOTCA TOJIbKO ANA KOHKPETHO 3agaHHoro y3na. Kaxkayio KomaHay
e Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

KomaHObI pexcuma 2106016H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexmnmMe rnobanbHOro KOHPUrypupoBaHUa UMeeT cneayoLwmnii Bua;:
console (config) #

Tabnvua 30 — KomaHapl A5 HACTPOMKM PaCLUMPEHHOro A0CTyna

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymMmon4aHuio
privilege context level MpucBanBaeT yKa3aHHOMY YPOBHIO NPUBUAEINA 3aaHHYIO KO-
command MaHay.
level: (1..15); o
. - context — pexum paboTbl KOMaHAHOM CTPOKM;
/ypoBeHb npusunernii o
- level — ypoBeHb npuBuneruii, Ha Kotopom byaer AocCTynHa
KomaHz, pexxkmma EXEC
HacTpanBaemas KOMaHA3;
— 1, BCEX OCTaNbHbIX
- command — KomaHaa.
— KomaHg — 15
no privilege context level YaanaeT 40CTyn K KOMaHAEe C YPOBHSA, HA KOTOPOM KOMaHAa bbina
command paspelleHa.

Mpumep HacTpoiKkm Habopa KomaHA ansa nosab3osaTens «admin» ¢ 4 ypoBHeM NpusBuaeruii n Habopa
KOMaHZA, oA nonb3oBaTtens «user» ¢ 10 ypoBHeM NpuUBUAEruit:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config) # privilege exec 4 configure terminal
console (config) # privilege exec 4 show running-config
console (config) # privilege config 10 vlan database

console (confiqg)# privilege config-vlan 10 vlan

Tenepb ANA NOKa/bHbIX NONAb30BATENEN, Yell YypPOBEHb NPUBMAEINIA Bbille WAU paBeH 4, CcTaHeT
AOoCTyneH BbiBOA KomaHAabl show running-config, Ho He 6yaeT pocTynHa HacTpoirika vlan. [Ona
noJsib3oBaTesiell, ypOBEHb NPUBUAETNIA KOTOPbIX cooTBeTcTBYeT 10 M Bbiwe, OyAeT AOCTYMHA HACTPONKa U
vlan, v BbiBog KomaHabl show running-config.

4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wist03a 1o yMOA4YaHuo

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
ajpec, MacKy NOACEeTU U, B C/y4ae ynpasaeHUsa M3 APYroi cetu, W3 Mo yMmon4YaHuto. IP-agpec MoXKHO
Ha3HauuTb Nbomy uHTepdency — VLAN, dusmueckomy nopTy, rpynne nopToB (MO yMoNYaHWUIO Ha
nHTepdelice VLAN 1 HasHayeH IP-aapec 192.168.1.239, macka 255.255.255.0). IP-aapec wnto3a A0MKeH
npuUHaaneXKaTb K TON e NoACceTH, YTo U 0AnH U3 IP-uHTepdencos ycTponcTea.
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V' B cnyyae ecam IP-agpec HacTpanBaertca gna uHTepdeiica ¢pusnueckoro nopta uam rpynnbi

; ) nopTos, 3TOT MHTepdeiic yganaeTtca us rpynnbl VLAN, KOTOpoii OH npuHagnexan.

V IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom uMHTepdeice cTaTUUecKu
uam no DHCP He co3aaH apyroii IP-agpec.

V Mpu yaanenunu Bcex IP-agpecoB KommyTaTopa 40CTYN K Hemy b6yaeT ocywectBaaTbca no IP-
appecy 192.168.1.239/24.

Mpumep KomaHA HacTpolKku IP-agpeca ana nHtepoenca VLAN 1.

MapameTpbl NHTEPEliCa:

IP-adpec, HazHavyaemblli 0aa uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuto — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl y6eanTbea, UTo agpec 6bin HasHaAYeH UHTepdENCY, BBEAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna I[P-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcteyeT cepsep DHCP. IP-aapec oT cepsepa DHCP moxHOo nosyyats Yepes ntobon nHtepderic — VLAN,
dusnYecKkmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mprmep HaCcTPOIKKM, NpeaHa3HAYeHHOM ANA NoAYyYeHMA AnHammndeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[ns Toro ytobbl ybeantbea, 4to agpec 6bin HazHavyeH nHTepdeiicy, BBeauTe KomaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

86 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32



HELTEX

4.5.1.5 Hacmpolika napamempos npomokosa SNMP 0aa docmyna k ycmpolicmesy

YCTPOMCTBO COAEPIKUT BCTPOEHHbI areHT SNMP 1 nogaeprkuBaer Bepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkvmaeT Habop cTaHAAPTHbIX NnepemeHHbIx MIB.

[ns BO3MOXKHOCTM aAMUHUCTPUPOBAHUA YCTPOMCTBA NocpeacTsom npotokona SNMP Heobxoammo
co3aaTb xoTA 6bl 0AHY CTPOKY coobuiecTBa. KommyTaTopbl Nogaep»KMBatoT TPM TUMA CTPOK coobuiecTsa:

— ro-—onpegendaet AOCTYN TO/bKO Ha YTEHMUeE;
— rw-—onpegenaet 4OCTyN HA YTEHWE M 3anucb;
— su-—onpegensaet goctyn SNMP-agmuHucTpaTopa;

Hanbonee pacnpocTpaHeHO MCNo/ib3oBaHWE CTPOK coobliecTBa public — ¢ goctynom TonbKO AN
yTeHusa obbektoB MIB U private — c 4OCTYyNomMm Ha YTeHuMe U UameHeHue obbektoB MIB. [na Kaxaoro
coobuiecTBa MOXHO 3a4aTb |IP-agpec cTaHUUKM ynpaBaeHus.

Mpumep co3paHua coobluecTBa private ¢ AOCTYNOM Ha YTeHWe U 3anucb M IP-agpecom cTaHumum
ynpasnexHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[Ona npocmoTpa co3gaHHbIX CTPOK coobulecTtsa U HacTpoek SNMP ncnonb3yetca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 87
MES5310-48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

4.5.2 Hacmpoiika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI UCMOAb3yeTca MexaHuam AAA (ayTeHTudUKaLms,
aBTopusauma, yyeT). Ana wndpposaHMA AaHHbIX UCNONb3YEeTCA MexaHu3mM SSH.

— Authentication (ayTeHTUdMKauMa) — conocTaBAeHUEe 3anpoca CyLLecTBYOLWENn YUYETHOMN
3anuncu B cucteme 6e30MacHoOCTM.

— Authorization (aBTop13auus, NPoBeEpPKa YPOBHSA A0CTyNa) — conocTas/ieHme y4ETHOM 3anmcu
B cucteme (npowealueit ayTeHTMdOUKaLnio) 1 onpeaenEHHbIX NOAHOMOUYNIA.

— Accounting (y4€T) — cnexeHue 3a notTpebaeHnem pecypcoB Nosib3oBaTenem.

MpY MCNONb30BaHUM HACTPOEK YCTPOMCTBA MO YMOAYAHUIO UMA NoJsib3oBaTensa — admin, naponb —
admin. Maponb Ha3HayaeTcs Nonb3oBaTeseM. B cnyyae ec/iiM Naposib yTpayeH, MOMKHO nepesarpysutb
YCTPOMCTBO M Yepes cepuiiHbI NOPT NpepBaTb 3arpysKy, HaxKae Knasuwy <Esc> unun <Enter> B TeyeHwue
nepBbiX ABYX CEKYHZA Nocae NosABAeHnUA coobLLeHnn aBTo3arpysku. OTKpoeTcs meHio Startup, B KOTOpom
HYXXHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3oBatenb no ymonuyanuio (admin/admin) cywecteyer 4o Tex nop, NoKa He CO3A4aH Nio-
60i1 apyroit nonb3oBaresb C ypoBHeM npusuaerui 15.
V' Mpwu ypaneHnmn Bcex Co3gaHHbIX NoJib3oBaTesne ¢ 15 ypoBHEM NpuBUAEruii JOCTYN K KOM-
myTaTopy byaer ocywecTBaaTbCA Nog nosab3osartesniem no ymonuanmio (admin/admin).

[na obecneveHuns nepBoHaYa bHON 6€30MacHOCTM Naposib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

— KoHconb (noakntoveHme yepes cepuinHbIn NOpT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0518 KOHCOU

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B OTBET Ha NpurialeHne BBECTU NapoJ/ib BO BPEMSA PErMCTPALMK B YCTPOCTBE Yepes ceaHC KOHCOMM
BBEAUTE Napo/b — console.

4.5.2.2 YcmaHoska napons 004 Telnet
console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npuraaweH1e BBECTU Napo/ib BO BPEMA PErncTpaLmm B yCTPOMCTBe Yyepes ceaHc Telnet
BBeguTe naposb — telnet.
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4.5.2.3 YcmaHoska napons 0na SSH

console (confiqg) #
console (config) # aaa authentication enable default line
console (config)# ip ssh server

( aaa authentication login default line
(
(

console (config)# line ssh
(
(
(

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha npuraalleHne BBECTU MapoJib BO BPemMs perncrpaunm B ycTponctee yepes ceaHc SSH
BBeguTe naposb — ssh.

4.5.3 Hacmpolika 6aHHepa

[nsa ypobcTBa aKCnyaTaumm yCTPoCTBa MOXKHO 3a4aTb HaHHeEpP — coobLLeHNe, coaepKallee Ntobyio
nHdopmaumto. Hanpumep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETC HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbl CNMCOK KOMaHA. BBoA cMMBONA «?» CAYXKUT gns NpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy nocae yCcnewHol 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpueune2uposaHHbiii KoMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesxknm AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. MpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBAseTCcA KOMaHAON configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
¢burypaumm, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perMm OcyLLecTBAAETCA U3 pexmnma rnobanbHom
KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 31 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o yMoA4YaHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETUPOBAHHBIN PEXMUM (€CAN 3HAYEHNe
He yKa3aHo — TO ypoBeHb npusuaerunii 15).
login - 3aBeplueHue TeKyLLel CecCMMU U CMeHa No/b30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJIBHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW MHPopmaummn o paboTe mHTepdelica Ko-
i MaHZHOW CTPOKM

90 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48, MES5500-32



HELTEX

show history

MoKa3aTb UCTOPUIO KOMaH/A, BBEAEHHbIX B TEKYLLEN TEPMUHANb-
HOW ceccuu.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPAHEHMA UCTOPUMN BBEAEHHbIX KOMaHZ,
018 TEKyLLEeN TEPMUHAbHOW CECCUU.

OTKNOUYNUTD GYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KOMaHA,
ANA TeKyLwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa UCTOpMM BBEAEHHbIX KOMaH4 A1A Te-
KYLLLEV TePMUHANBbHOWN Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTo6pa3unTb BbiBOA KOMaHA 6e3 pas3geneHuns Ha cTpaHuubl (pas-
LeNeHne BbIBOAA CMPABKM MO CTPaHMLLAM OCYLLECTBASETCA CTPO-
Koi: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOIYAHWUIO.

terminal prompt

terminal no prompt

-/byHKUMA BRAKOYEHA

BK/IIOUUTB MOATBEPXKAEHNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHA,

OTKNIOYMTL NOATBEPKAEHME Mepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobpaxkaeT KoHOUTypauno 6aHHeEPOB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KoOMaHAHOW CTPOKM UMEET C/ieayoLmnin BUA,

console#

Tabnunua 32 — basoBble KOMaHAbl, 4OCTYMNHble B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbca B KOMaHAHbIV pexum (EXEC) u3 npusmaerMpoBaHHoro
KomaHAHoro pexuma (Privileged EXEC).

configure[terminal]

MepeiTn B pexmMm KoHOUrypaumm.

debug-mode

MepeiTu B peXMM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#
console (config) #

console (config-line) #

Tabnnua 33 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXKMMaX KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

exit ) BbIiT 13 N06Oro pexkrMma KOHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmmn komaHg, CLI.

end i BbIliTV U3 nt06oro pexkMma KoHOUIypauum B KOMaHAHbIN peXrum
(Privileged EXEC).

do ) BbINONHWTbL KOMaHAY KOMaHAHOro ypoBHa (EXEC) u3 noboro pe-
KMMA KoOHbUrypauuu.

help - BbIBOAMT cNpaBKy MO UCMO/Ib3yeMbiM KOMaHAaM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunuya 34 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXUMe KoHUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

banner exec d message_text d

no banner exec

3apath TeKcT cooblieHma exec (Npumep: No/b30BaTe b YCMNELHO
BOLUE/ B CUCTEMY) U BK/IIOYUTL BbIBOJ, Ha SKPaH.

- d — pasgenutens;

- message_text — TeKcT coobuieHuna (B cTpoke go 510 cumBoNOB,
ob6uiee 2000 cnmBoioB).

YpanuTb TeKCT coobeHuns exec.

banner login d message_text d

no banner login

3apaTtb TeKCT coobuweHuna login (MHPopmaunoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM Mo/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA SKPaH.

- d — pasgenvtens;

- message_text — TeKcT coobueHua (B cTpoke 4o 510 cumBonOoB,
obuee 2000 cumBosioB).

YpanuTb TeKCT coobuienus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line) #

Tabnnua 35 — basoBble KOMaHAbI, JOCTYMHbIE B PeXXMME KOHUTYypaLmMmn TepMUHanNa

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKNtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UMTb GYHKLMIO COXPAaHEHWA NCTOPUUN BBEAEHHbIX KOMAHA,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep bydepa uctopun BBEAEHHBIX KOMAHA,

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

CDM}'Ipra umnA COO6LLI,€HMV1 Nno3BO/1AET YMEHbLLWNTb obbem 0To6pa>1<aerv\b|x AaHHbIX B OTBET Ha 3aNpPOChI

nonb3oBaTena M 0baerynTb NOUCK HEOBX0ANMON MHbOoPMaLMK. Ans dunbTpaunm MHGopmaumn Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCNOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,
nepeyncaeHHbIX B Tabamue.

Tabanua 36 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Memoo Aeilicmeue

Nwet nepsoe coBnageHune c WwabnoHom B Hayane CTPOKMK U BbIBO-
AOUT BCe CTPOKU 3a Hew.

begin pattern

include pattern BbIBOAMT BCE CTPOKM, cogeprKalyme WwabnoH.

exclude pattern BblBOAMT BCe CTPOKM, He cogepsKalime WwabaoH.
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5.3 Hactpow

Ka MaKPOKOMaHpA

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BNOC/IeACTBUMN MPUMEHATb B NpoLLecce KOHPUrypaumm.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobasnbHoM KOHPUIypaLmm:

console (config) #

Tabanua 37 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

word: (1..32) cumBonos

no macro name word

Co3paeT HOBbI HAbOP KOMAHA, eC/M HABOP C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBona “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumsonos.

Ypanset yKasaHHbI MaKkpoc.

macro global apply word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

word: (1..160)

no macro global description

CMMBO/1I0B

Co34a€eT CTPOKY-AEeCKPUNTOP rNobanbHOro makpoca.

YpanseT CTpOKy-AeCKpMnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 38 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

MpoBepseT yKasaHHbIM MaKpOC Ha BaIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

Oto6parkaeT NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha YCTPOCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunA 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-i

£) #

Tabnunua 39 — KomaHapl pexknma KoHburypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

word: (1..32) cumsonoB

MprMeHAEeT yKasaHHbI MaKpoc.
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macro trace word

word: (1..32) cumsonoB

MpoBepseT yKazaHHbI MaKpOC Ha BaIMAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJIOB

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpOKy-4ecKpmnTop.

5.4 KomaHpabl ynpaBieHUsa CUCTEMOM

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunua 40 — KomaHabl ynpasaeHus cuctemomn B pexkmume EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonosB;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY Y31y CeTU, a TaKXKe ANA KOHTponAa
noctynatowmx oteetoB (ICMP Echo-Reply).

- vrf_name — uma BUpTyanbHOM 061aCcT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe MMA y31a ceTw;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYeCcTBO NaKeToB ANA nepesayn;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoNOB;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY y31y CeTU, a TaKKe ONA KOHTpoAnA
noctynatowwmx otseTos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KOJINYECTBO MAKETOB 1A nepeaauu;

- timeout — Bpema 0XXMAaHMA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
tt/] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpefeneHune mapLupyTta TpaduKa 40 y31a HazHauyeHus.
- vrf_name — umsa BUPTyanbHON 061aCTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOEe UMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- tt/ — MaKcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUPYTe;
- count — KOAMYECTBO MOMbITOK Nepefayn MakeTa Ha Kaxaom
yyacTke;
- timeout — Bpema 0XXnAaHWA O0TBETA Ha 3anpoc;
- IP_address — |P-agpec nHTepdeiica KommyTaTopa, MCNosb3lye-
MbI1 ANA Nepefayn NakeTos;
V‘ OnucaHue owM60K NpU BbINOAHEHUU KOMAHA U pe3yb-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

TaToB NpuBeAeHo B Tabanuax 42, 43.

OnpegeneHne mapLupyTta TpaduKa 40 y3/1a HazHaYeHusA.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOe UMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BanT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpPyTe;
- count — KONWYeCcTBO MOMbITOK Mepefayn NakeTa Ha Kaxaom
yyacTke;
- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepdeiica KommyTaTtopa, UCNoJib3ye-
MbI AN Nepefayn NakeTos.

| OnucaHue oWwM60K NpU BbINOAHEHUU KOMAHA U pe3y/ib-
V TaToB NpMBeAeHo B Tabaunuax 42, 43.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTKpbiTe TELNET-ceccun ansa y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoBo.
V‘ OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIxX

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

CNoOB NpuBeaeHo B Tabauuax 44, 45.
OTKpbITHe SSH-ceccum ansa ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — LoMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;

- vrf_name — ums BUPTyanbHON 061acTn MapLupyTU3aLmuu;
- keyword — KntoyeBoe cnoBso.

V OnucaHue KntoveBbiX CNOB NpuseAeHo B Tabauue 45.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccusA

MepekntoyeHWe Ha APYryto ycTaHOoBAeHHYo Telnet-ceccuio.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTobpaxeHne MHOOPMALMM O NOL30BATENAX, WCMONb3YIOWNX
pecypcbl yCTPOMICTBa.

show sessions

OT06parkeHne MHGopmaLmm 06 OTKPbITbIX CECCUAX K YAANEHHbIM
yCTpOMCTBaM.

show system

BbIBOA, CUCTEMHOWN MHPOPMaLUN.

show system id [unit unit]

OTobpakeHune cepuinHOro Homepa yCTpoMCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTO'6pa)KEHMe CVICTe!\\’/\HOl‘/'I MHbOpPMaLMM KOMMmyTaTopa.
- Unit — HOMep yCTPOICTBa B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme l/IHCbOEME]LI,VIVI 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep YyCTPOWCTBa B CTEKeE.
show system power-supply - OT06parkeHne MHGOPMALUKN O COCTOAHUM UCTOYHUKOB MUTAHUA.
show system sensors - OTobpaxkeHne MHGOpMaLUKM TeMNepaTypPHbIX AAaTYNKOB.
show version OTobparkeHue TeKyLel BepcMM CUCTEMHOIO NPorpaMmmHoro obec-
i neyeHus ycTponcTBa.
show hardware version - OTobpakaeT nHbopmaumio 0b annapaTHoOW Bepcum nnaTbl
show system router OTobparkeHre pasmepa M 3aHATOCTU annapaTHbIX TabauL, ycTpon-
resources CTBa (MapLlupyTM3aumm, cocesiei, nHtepodelicos).
show system tcam utilization OTobpakeHue 3arpysku pecypcos namatn TCAM (onpeneneHHo
[unit unit] unit: (1..8)/- agpecyemasn namsaTb).

- unit — HOMep YCTPOICTBa B CTeKe.

show tasks utilization

OTobparkeHne ypoBHSA 3arpy3Kn pecypcos LLeHTpasibHOro npouec-
copa KOMMYTaTopa A4/ KaXKA0ro CUCTEMHOrO npoLecca.
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show tech-support [config | OTobparkeHne nHoopmauum ob ycTpoicTee, Heobxoammon ann
memory] HayaNbHOM ANArHOCTMKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OT06pa3nTb TEKYLIMIA, yCTaHABIMBAEMbIV NOCAE NepesarpysKku u
resources - [JOCTyNHble 41 UCNONBb30BaHUA PEXUMbI pacnpeaeneHuns anna-
paTHbIX PEeCypCoB.

KomaHpa «show sessions» 0706pamaeT BCe yAaneHHble coeaAnHEHUNA TOJZIbKO U3 TEKYI.I.I,eﬁ
vad ceccuu. [laHHaA KOMaHAA UCNOb3yeTCA Cneayowmum 06pa30M:

1. BbINOAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa € NOMOLLbIO
Telnet nnun SSH;

2. BepHyTbcA B poauTeNnbCKylo ceccuio (Ha KommyTatop). [nAa 3TOro Haxarb
KombuHauuio knasuw <Ctrl+Shift+6>, oTnyctutb M HaxaTtb <x> (MKc). Mpousongéer
nepexoA B pOAUTE/NIbCKYIO CECCUIO;

3. BbinonHuUTb KomaHgy «show sessions». B Tabnuue [0AXHbI NPUCYTCTBOBaTb BCe
ucxopsduume coegMHeHUn B TeKylei ceccum;

4. Ana TOro utobbl BEpPHYTbCA K cCeccum ypanéHHoro ycrpoiictea, Heobxogumo
BbINO/IHUTb KOMaHAy «resume N», rae N — Homep coegMHeHUA U3 BbIBOAA KOMaHAbI
«show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 41 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

reload [unit unit_id]

unit_id: (1..8)/-

KomaHaa cnyKuT ana nepesanycka ycTponcTaa.
- unit_id — HoMep yCcTpOWCTBa B CTEKE.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEXKYTKA BPEMEHM, Yepe3 KOTopbl npousonger
OT/I0KEeHHanA nepesarpysKka ycTponcTaa.

reload at hh:mm

hh: (0..23), mm: (0..59).

YcTaHOBKa BpemMeHM nepesarpysKku yCTponcTsaa.

reload cancel

OTmeHa OT/NI0KeHHOro nepesanycka.

boot password password

no boot password

YcTaHoBKa napos Ha bootrom.

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3KuM Pecypcos LieH-
TpanbHOro npoteccopa.

show cpu input rate

OTobparkeHUe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTO6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX NPOLLECCOPOM MO TUMNY TpaduKa.

show cpu thresholds

OTobparkeHne cnncka HacTpoeHHbIX noporos gns CPU.

show memory thresholds

OTobparkeHWe cN1cKa HacTPOEHHbIX Noporos aasa RAM.

show sensor thresholds

OTob6parkeHne Cnuncka Noporos 419 AaTYMKOB.

show storage thresholds

OTobparkeHne cn1cKa NoOporos 4/15 pPas3fesioB YCTPOUCTB.

show storage devices

OTobparkeHne 3HayeHnt obbema 1 ceoboaHoi namaTtu M3Y.

Mpumep ncnoab3oBaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max,
Type Esc to abort.

1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

3 x * %

18 byte packets

Tabanuya 42 — OnucaHue pes3ynbTaToB BbINOJIHEHUA KOMAHAb! traceroute

lMone OnucaHue

1 MopagKoBbIi HOMEpP MapLUPYTM3aTopa B MYTU K YKa3aHHOMY Y371y CEeTH.

gateway.eltex CeTeBoOe MMsA 3TOr0 MapLipyTM3aTopa.

192.168.1.101 IP-agpec aToro maplupyTtusatopa.

0 msec 0 msec 0 msec

ONA KaXK4O0M NONbITKM nepeaayn nakera.

Bpems, 3a KOTopoe nakeT 6biN NepesaH M BepHYACA OT MapLipyTusaTopa. YKasbiBaeTcs
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Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30l\/'1TM OLLIVI6KM, onucaHue oWwnboK npmneeaeHo B

Tabnnue 43.

Tabnumua 43 — OWmMbKM Npu BbINONHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKka 6mTos DF.
H Y3en cety HeJOCTyMNeH.
N CeTb HeLOCTYMNHa.
P MpoTOKON HeaOoCTyNEH.
Q NCTOYHMK NnoaasneH.
R NcTekno Bpems NOBTOPHOM cbopKu dparmeHTa.
S OwnbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneyeHre Telnet KOMMyTaTOpoOB MNOAAEPKMBAET cheuuanbHble KOMaHabl —
dYHKLMM KOHTPOANA TepMMHana. Jaa BXoda B PEXUM creumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOIb3YEeTCA KOMOUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 44 — CneunanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatb no telnet yganeHue cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepenatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPONA MNOAKNIOUEHUSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccni:

Tabnuua 45 — Knrouesble cnoBa, MCNoib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccnit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYaeT pyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHunit nporpammHoro obecneveHus Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensHocTtei Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONb30BaTbLCA ANA NOAKAOYEHUA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, HE B-
naowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena gnAa exoga Ha SSH-cepsep.

98 Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-48,

MES5400-xx, MES5410-48, MES5500-32




HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexknume rnobanbHoM KOHGUTypauum MMeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 46 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuio

hostname name name: (1..160) KomaHza cnykuTt ana 3afaHus ceTeBoro MMeHU yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBoe MMA YCTPOIMCTBA B 3HAYEHNE MO YMOSYAHUIO.

service tasks-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LEeHTPaNbHOIO NpoLeccopa KOMMYyTaTopa A/1A Kaxaoro
CUCTEMHOTO npoLiecca.

- — -/BKAtOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEeHTPaNbHOIo NpoL.eccopa KOMMyTaTopa ANA KaK4oro
CUCTEMHOrO npouecca.

service cpu-utilization Pa3pewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
PecypcoB LLEHTPaNbHOrO NpoL,eccopa KOMMyTaTopa.

- — -/BKAtOYEHO -

no service cpu-utilization 3anpeTnTb YCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpysKku
PecypcoB LLEHTPaNbHOrO NpoLEeccopa KOMMyTaTopa.

service cpu-input-rate Pa3pewnTb ycTpoONCTBY NPOrpamMMHO M3MEPATb CKOPOCTb BXOAA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMmMHO U3MEPATb CKOPOCTb BXOAALLMX
Kagpos, o6pabaTbiBaeMbiX LLEHTPaAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YctaHoBKa Ha CPU orpaHuyeHua CKOPOCTM BXOAALWMX KagpoB AnA
onpeaeneHHoro Tuna Tpadpuka.
- pps — NAKeTOB B CEKYHAY.

V Peanusyert ¢pyHKumio CoPP (Control plane protection).

BoccTaHaB/MBaeT 3HaYeHWe pps Mo YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048
service password-recovery PaspewnTb BOCCTaHOB/MEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo
Jenabled «password recovery procedure» ¢ coxpaHeHWem KOHdUrypaumu.
no service password-recovery Paspewntb BOCCTaHOB/IEHWE MapPOAA 4Yepe3 3arpy3oyHoOe MeHHo
«password recovery procedure» c yaaneHmem KoHOUrypauuu.

link-flap prevention enable BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannmHra IMHKa.
service mirror-configuration Co34aBaTb pe3epBHYHO KOMUIO TEKYLWEN KOHPUTypauun.
no service -/enabled OTKNOYUTL KONUPOBaHWUE TeKyLLEe KoHbUTypauuu.
mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NpPou3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskun CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3TOT UHTepBan ByaeT cpaBHMBATLCA C NOPOrOBbLIM;
- relation — oTHoWeHMe mexKay 3arpyskoit CPU 1 noporosbim 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3Ha4yeHWe Nopora;

- flap_interval — 3HaueHue, onpeaenstoLLee MOMEHT BOCCTAHOB-
JleHnA nopora nocne cpabaTbiBaHUS;

- severity — ypOBeHb Ba)*HOCTW TPanos A/1a 3TOro nopora;

- notify — BK/toUYaeT/oTKOYAET OTNPABKY TPanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — Bk/ito4aeT/0TKAlOYaET OTNPABKY TPANos O BOC-
CTaHOBNEHWM Nopora.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obvema ceobogHoM namaTv RAM.

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — oTHOWeEHME MeKay 06bemom cBO6OAHON NaMATU U
NnoporoebiM 3HayeHnem, Heobxogumoe ans cpabaTbiBaHMA NO-
pora;

- value — 3Ha4eHune nopora;

- flap_interval — 3Ha4yeHue, onpeaensaioLLee MOMEHT BOCCTaHOB-
NleHnA nopora nocne cpabaTbiBaHUA;

- severity — ypOBeHb Ba)*KHOCTM TPanoB Aaa 3TOro nopora;

- notify — BKAto4aeT/oTKAKO4aET OTNpaBKy Tpanos o cpabaTbiBa-
HWK Nopora;

- recovery-notify — BkilouaeT/oTKAOYaET OTNPABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BPaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOAMUTCA BEHTUNATOP;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLUEHME MEMXKAY CKOPOCTbIO BPALLEHWUS BEHTUNSA-
TOpa M NOPOroBbIM 3HaYeHMeM, Heobxoanmoe aaa cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHue, onpegensaoLLee MOMEHT BOCCTAHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb Ba)*XHOCTU TPANoB A/1a 3TOro nopora;

- notify — BK/IlOYaeT/OTKNIO4AET OTNPaBKY Tpanos o cpabaTbiBa-
HWKW Nopora;

- recovery-notify — BK/louaeT/oTK/IIO4aET OTNPaABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

YaanuTb NOpor ¢ 3a4aHHbIM UHAEKCOM ANA BeHTUAATopa fan_num
Ha IoHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNA AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TePMOLaTUMKa;

- unit_id — Homep tOHMTa, Ha KOTOPOM HaXOAMTCA TePMOAATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoOLWeHWeE MeXAay TeMNepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHWA NOPOra;

- value — 3HayeHuWe nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
NeHunn nopora nocne cpabaTbiBaHuUs;

- severity — ypOBeHb BaXHOCTU TPanoB ANS 3TOro Nopora;

- notify — BktoYaeT/oOTK/IIOYAET OTNPABKY TPanos o cpabatbisa-
HWUW nopora;

- recovery-notify — BK/louaeT/oTK/lO4aET OTNPABKY TPanos O BOC-
CTaHOB/IEHMM Nopora.

YAanuTb Nopor ¢ 3a4aHHbIM UHAEKCOM A1 TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoOWeEHMeE meay ob6bema cBO6OAHOM NamATN U Mo-
pPOroBbiM 3HaYeHUeM, Heobxoanmoe A cpabaTtbiBaHWA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3Ha4YeHue, onpeaenstoLLee MOMEHT BOCCTaHOB-
NleHWA nopora nocne cpabaTbiBaHUsA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BK/Il04aeT/OTKNIOYAET OTNPaBKY Tpanos o cpabaTbisa-
HWW Nopora;

- recovery-notify — BK/lOuaeT/oTK/lO4aET OTNPaBKY TPanoB O BOC-
CTQHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3aaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuyu KommyTaTopa Ha HaxaTve KHOMNKK F.

- enable — npu HaXXaTUK Ha KHOMKY A/UTEeNbHOCTbIO MeHee 10 cek,
NpoOUCXoAuT nepesarpyska yCTPOMCTBA; NPU HaXXaTUM Ha KHOMKY
AnutenbHocTbio 6onee 10 cek, nponcxoamT cbpoc ycTponcTea A0
3aBO/CKOMN KOHOUIypaumm;

- disable — He pearnpoBaTb (OTKtOYEHA);

- reset-only — To/1bKO Nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-I13-mid-12:
- 06bem Tabanubl MAC po 128K aapecos;
- 06bem Tabanupl FIB ao 288K mappyTos;
- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-I13-max-12:
- 06bem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mapipyTos;
- 06bem Tabanupbl ARP go 96K 3anucei.
’ | KomaHaa noapep)kaHa Tonbko Ha MES5410-48 wu
o MES5500-32.

peXum pacnpegeneHus  annapartHbiX  Pecypcos

’ | HacTpoiika BCTYNUT B cMAy TONbKO Nocae nepesarpysku
N ycTpoiicTBa.

no system forwarding
resources

YCTaHOBUTb pexum pacnpeneneHna annapaTtHbIX pecypcoB no
YMON4aHUIO.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPoB ANA 3a4aHUA naponeit

[aHHbIV KOMNAEKC KOMAHA, NpeAHa3HayYeH 41A 3a43aHNA MUHUMANbHOM CNI0XKHOCTU Mapos, a TakKe

ONA 334aHWA BPeMeHM AeNcTBUA Napons.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkunme rnobanbHoi KOHOUTypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 47 — KomaHabl ynpaBaeHUs cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHeit

3apaer BpeEMA XKU3HU naponel‘z’l. Mo ucreyeHnn 3a4aHHOroO CPokKa
6y,u,eT npeanoxKeHo CMeHUTb Napob. 3HauveHune 0 rOBOPUT O TOM,
4YTO BpEMA XKU3HU naponeﬁ He 3a4aHOo.

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIKNOYEHO

BkatouaeT orpaHuyeHve Ha popmat napons.

BbIktouaeT orpaHuyeHue Ha dopmat napons.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48, MES5500-32

101




HELTEX

passwords complexity
min-classes value

BK/toyaeT orpaHuyeHue, 3ajatoliee MUHUMANAbHOE KOJIMYECTBO
KN1acCOB CMMBO/IOB (CTPOYHble BYKBbI, 3arnaBHble BYKBbl, UUdpbI,

value: (0..4)/3 CUMBOIbI).

no passwords complexity
min-classes

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHMUIO.

passwords complexity
min-length value

BK/ItOYaEeT OrpaHUYeHne Ha MMHUMANbHYIO AJIMHY Napons.

value: (0..64)/8

no passwords complexity
min-length

BocctaHaBnmBaeT 3HayeHue no YMONYaHULO.

passwords complexity
no-repeat number

BkatouaeT orpaHuyeHue, 3ajatroliee MaKCMMaJbHOE KONYECTBO
nocnenosaTe/ibHO NOBTOPAKOWMXCA CUMBO1I0B B HOBOM Mapone.

- number: (0..16)/3
no passwords complexity

no-repeat

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHUIO.

passwords complexity 3anpewaeT NnpM CMeHe Mapo/is UCMO/b30BaTh B KayecTBe HOBOMO

not-current cTapbli.
- -/enabled —
no passwords complexity Pa3speluaeT MCNONb30BaTh CTapblii Naposib NMPU CMEHE.
not-current
passwords complexity 3anpeLlaeT UCNO/b30BaTh B KAY€CTBE Napoaa UMA NoAb3oBaTeNs.
not-username
- -/enabled
no passwords complexity Pa3speluaeT MCNO/b30BaTh B KaYeCTBE Napoia MMA NONb30BaTeN .
not-username
passwords lockout value 3afaeT orpaHUYeHme Ha KOMYeCTBO HeBEPHbIX MOMbITOK BXOAa Ha
| KommyTaTop. Mocne nocneaHein HenpasuUAbHOM NOMbITKA BBECTU
value:

Nnaposb NO/sib30BaTeENb 6.10KM pyeTca.

(1..5)/BbIKNtOYEHO

no passwords lockout BbIkntoyaeT orpaHNYeHne Ha KONNMYeCTBO HEBEPHbIX MOMbITOK BXO-

aa.

Tabnvua 48 — KomaHapl ynpaBaeHua cuctemon B pexkume Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show passwords configuration - OtobparkaeT MHGoOpmMaLMIo 06 OrpaHUYEHUAX Ha MAPONW.

PasbnokupyeT nonb3osatensi, 3a6/OKMPOBAHHOIO NOC/AEe Heyaau-
HbIX MOMbITOK BXOAa Ha KOMMyTaTOp.

set username name active name: (1..20) cumBosos

5.6 Pab6ora c paitnamm

5.6.1 OnucaHue apeymeHmos KOMaHO
Mpun ocyuwecTeBneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHS, BbICTYNatoT agpeca
URL - onpegennTenn MeCToHaxoXaeHUA pecypca. OnucaHue Ka4YeBbIX CnoB, WCMNOJZIb3yeMbIX B

onepauusx, npmMseaeHo B Tabauue 49.

Tabaumua 49 — CNUCOK KAKOYEBbIX C/IOB U UX ONMcaHue

Knrouesoe cnoeo OnucaHue

McxoaHbIVi afpec MY agpec MecTa HazHayeHUs 417 SHeproHesaBnCUMON NamATU. JHepProHe3aBu-
CMMasA NamsATb UCMONb3yeTca Mo ymonyaHbnATbuto, ecnn agpec URL onpegeneH 6e3 npedukca
(npedurcamu asnstotea: flash:, tftp:, scp:...).

flash://

running-config daiin TekyLLelt KoHoUrypaumm.

mirror-config Konusa dalina Tekywiein KoHourypaumm.

startup-config daiin nepBoHaYaNbHOM KOHOUTYypaLuu.

active-image daiin ¢ aKTMBHbIM 06pasom.

inactive-image daiin c HeaKTMBHLIM 06pasoMm.
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tftp://

UcxopHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename vrf name.
- host — IPv4-agpec unm ceTeBoe MMs YCTPOMCTBA;

- directory — katanor;
- filename — vma daiina;
- name — Ha3BaHwue vrf.

V Ecam vrf He ucnonb3yeTca, KomaHay vrf name Mo}Ho He YKa3blBaTb.

scp://

UcxogHbI agpec unm agpec mecta HasHayeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NoJIb30BaTENS;

- password — naponb Nosib30BaTens;

- host — IPv4-apgpec unu ceteBoe MMA yCTPOICTBa;

- directory — KaTanor;
- filename — vims daiina.

logging

®aiin c uctopmein KomaHa,

5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHOM cTpoKu B pexkume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnuua 50 — KomaHap! ans paboTbl ¢ pannamm B pexkmnme Privileged EXEC

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
Mo ymMoa4YaHuto
copy source_url KonuposaHue ¢aina M3 MectonosioKeHns UCTOYHMKA B MecTono-
destination_url NIOXKEeHWE Ha3HaYeHus.
- source_url — mecTononoxeHune Konvpyemoro ¢aiina;
- destination_url —appec mecTa HasHa4yeHuUs, Kyaa dalin byaeT cko-
source_url: (1..160) AMpOBaH.
CMMBO/I0B; "
copy source_url o KonuposaHue dalina KoHbUrypauum ¢ cepeepa B TeKyLLYO KOHU-
. . destination_url: (1..160)
running-config rypauuto.
- - CMMBOJIOB; =
copy running-config CoxpaHeHue TeKyLLel KoHbUrypaLun Ha cepsepe.
destination_url
copy startup-config CoxpaHeHwue nepBoHavYanbHOW KOHdUrypaLmm Ha cepsepe.
destination_url
copy running-config i CoxpaHeHwue TeKyLel KoHGUrypaumm B nepBoHayanbHyto KOHOUry-
startup-config pauumio.
copy running-config file i CoxpaHeHWe TeKyliel KoHOUrypauum B 3afaHHbI pe3epBHbIi
daiin KoHdUrypauum.
copy startup-config file i CoxpaHeHue nepBOHaYanbHOM KOHPUIypaLmm B 3a4aHHbIN pe3eps-
Hbli1 dann KoHdUrypauuu.
boot config source_url i KonuposaHue ¢aiina KoHdurypauum c cepsepa B ¢palin nepsoHa-
YanbHOM KOHOUTypaumm.
dir [flash:path | dir_name] - OTobparkaeT cnUcoK Gpainnos B yKa3zaHHOM KaTasore.
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more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobpaxkaeT cogepmumoe daiina.

- startup-config — oTobparkaeT cogepxumoe dainna nepBoHayanb-
HOM KOHUrypaLumm;

- running-config — oTobpakaeT cogepkumoe daiina TeKyLel KOH-
urypauuu;

- flash: — oTo6pakaet dalinbl ¢ Pprew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeTt cogepxumoe ¢daiina TEKyLWEN KOH-
durypauuu c sepkana;

- active-image — oTobparkaeT Bepcuio TekyLero dpaina obpasa Mo.
- inactive-image — oTobparkaeT Bepcuio HeakTMBHOro ¢alina ob-
pa3a MO0.

- logging — oTobpakaeT cogepumoe dalina KypHana.

- file — uma daiina.

) ®daiinbl otobparkatotca B popmare ASCII.
.o

delete url

Ypnanenue daiina.

delete startup-config

YpaneHnus ¢galina nepBoHayabHON KOHOUTypauuu.

boot system source_url

KonuposaHue daiina MO ¢ cepsepa B HEaKTUBHYO 06/1acTb NamaATh
Ha mecTo pesepsBHoro MMO.

boot system inactive-image

3arpysuTbca ¢ HeakTMBHOro obpasa MO.

show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobpaxkaeT cogepmumoe daitna nepsoHa4yanbHON KOHGUTYpaLUm
(startup-config) nam Terywen KoHdurypaymm (running-config).

- interfaces — koHbUrypauua nHTepdericos Kommytatopa - dusnye-
CKUX nHTepoelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdelicos, oob-nopTa, nHTepdelica 3ambikaHMUA Ha cebn, TyHHe-
nen.

Cnepytowme onuum JOCTYNHbI NPU BbIBOAE TEKyLLel KoHoUrypa-
unu:

- brief — BbiBOg, KOHOUIYpaLMK 6e3 ABOUYHBIX AaHHbIX, HANPUMEP,
SSH u SSL Kntouen.

- detailed — BbIBOA KOHOUIYpaLUK C BKNHOYEHUEM ABOMYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN dalin cuctemHoro MO, KOTopbI YCTPOMCTBO
3arpyyaert npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHpurypauum B ¢aiin nepBoOHaYasbHOM
KOHdUrypaumm.

boot license source_url [unit
unit_id] [vrf vrf_name]

unit_id: (1..8);
vrf_name: (1..32)
cumBona

3arpy)KaeT Ha yCTPOMCTBO palin NULLEeH3UMN.
- unit_id — Homep lOHUTa B CTEKE;
- vrf_name — ums BUpPTyanbHOM 061aCTU MapLIpyTU3aALNN.

’ | daiinbl AMLEH3UN MOrYT 6bITb YCTAaHOB/IEHbI Ha YCTPOU-
- CTBO ¢ posbto master u backup.

delete license [ word ] [unit
unit_id]

word: (1..160) cumsona;
unit_id: (1..8)

YaansaeT c ycTporcTBa BCe YCTAaHOB/IEHHble Gaiiibl NMLEH3UN.
- word — uma dainna NMLEeH3NN, KOTOPbIN AOMKEH ObITb yaaneH;
- unit_id — Homep tOHWTa B CTEKe.

show license [unit unit_id]

unit_id: (1..8)

MoKa3blBaeT ycTaHOBAEHHble GaiNbl ANLEH3UN.
- unit_id — Homep OHWUTA B CTEKe.

rename url new_url

url, new_url: (1..160)
CUMBOJI0B

N3meHeHne umenm daiina.
- url — Tekywee umsa daiina;
- new-url — HoBoe nmsa daina.

’ | Cepeep TFTP He MmoXKeT 6biTb agpecom MCTOYHMKOM M aApPecomM HasHaueHua ANA OAHOWM

tadRCl)

KOMaHAbl KONUpoOBaHUA.

[pumepbl UC016308AHUS KOMAHO

Yaanutb ¢ann test N3 sHeproHe3aBUCMMON NamMATHU:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3ynbTaT BbINO/IHEHUA KOMaHAbl: NOC/Ae NoATBepKAeHUA dain byaeT yaaneH.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHON KOHPUTYpaLUnmM MmeeT cneaytowmnii Bua;:
console (confiqg) #

Tabnunua 51 — KomaHabl ans paboTbl ¢ dannamm B pexkmme rinob6anbHOM KoOHGUrypauum

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
. MNepeBog cuctembl KonupoBaHus yepes TFTP B onpeaeneHHbin VRF.
ip tftp source-vrf vrf_name vrf_name: (1..32) pesoA P o P pea
- - vrf_name — numa BUPTyasibHOW 061aCTU MapLLpyTU3aALUN.
CMMBO/IOB
no ip tftp source-vrf MNepesopa cuctembl KonuposaHua vyepes TFTP 8 VRF no ymonyaHuio.

5.6.3 KomaHObI 0517 pe3epsuposaHus KOHguz2ypayuu

B AaHHOM pasgenie onucaHbl KOMaHApbl, NpeAHasHayYeHHble AN HACTPOWMKWM pe3epBMPOBaHMSA
KOHdUrypaLmm no TaiMmepy MAn Npu CoOXpaHeHUn TekyLwen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoM KOHOUTYpaLMN MMeEeT CAeayioWwnin BUA,:
console (config) #

Tabnnua 52 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHUrypaLmm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymMoa4YaHuro
YKasaHue cepBepa, Ha KOTopblit ByaeT NpoM3BOANUTLCA Pe3epBUpo-
backup server server BaHWe KoHdurypaumu. CTpoka B popmarte «tftp://XXX. XXX XXX XXX»
server: (1..22) cumsonos . .
nnm «scp://[[username][:[password]]@]host»
no backup server YpaneHue cepeepa 4NA pe3epBupoBaHus.

YKasaHue nytm pacnosnoxeHus ¢alina Ha cepsepe u npeduKca
backup path path ath: (1..128) cumeonos ¢danna. Mpu coxpaHeHun K npeduKcy byaeT fobaBnATbCA TeKyLWas
path: {L.. AaTa 1 Bpema B popmarte rrrrmmaadymmec.

no backup path YpaneHvie nytu gas pesepBupoBaHus.
backup history enable / BKtOUYNTL COXPAaHEHWE UCTOPUM pe3epBHbIX KOMUNA.
- -/BbIKNOYEHO ,
no backup history enable OTKNOUYNUTDL COXPaHEHUE UCTOPUM PE3ePBHbIX KOMUNA.
. . . YKasaHWe npomeKyTKa BpemeHM, Mo UCTeYeHUn KoToporo byaer
backup time-period timer timer: P ¥ P ! P va
OCYLLLECTBAATLCA aBTOMaTUUYECKOE pe3epBMpoBaHme KOHOUTypaLmu.
- - (1..35791394)/720 muH
no backup time-period BoccTaHaB/MBaeT 3HaUYeHue Mo YMOAYaHUIO
backup auto / BK/ItOYEHME aBTOMATUUYECKOTO PE3epPBUPOBAHUA KOHOUTYpaLIMK.
-/BbIKAOYEHO
no backup auto YcTaHOBKa 3Ha4YeHWA No YMOAYaHMIO.

BK/toueHWEe pe3epBUPOBAHUA KOHOUIypaLMM Mpu  COXPAHEHUU

backup write-memor
P y -/BbIKOYEHO nosb3oBaTtenem KoHourypaumm Ha flash-Hakonutens.

no backup write-memory YCTaHOBKa 3HAYEHWA MO YMOIYAHUIO.

HacTpoiika BO3MOXKHOCTM Ucnonb3oBaHuA USB-nopta KommyTaTopa.
usb {enable/disable} -/enable - enable — ncnonb3osaHue USB-nopTa paspeLueHo;
- disable — ncnonb3oBane USB-nopta 3anpeLyeHo.

Tabnnuya 53 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
show backup i OTobparkaeT MHGOPMALMIO O HACTPOMKaX Pe3epBUPOBAHMA KOH-
durypauun
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show backup history

OTO6parkaeT UCTOPMIO YCNELLIHO COXPaHEHHbIX Ha cepBep KOHOU-

rypauum.

5.6.4 KomaHObI 0na asmomamuyecko2o0 06HO8eHUA U KOHgu2ypayuu

[pouyecc asmomamu4ecko20 0b6Ho8neHUSA

KommyTaTop 3anyckaeT npouecc aBTomaTmyeckoro obHoBneHun, 6asmpytowminca Ha DHCP, ecam oH
BK/OYEH W umA TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepkawero umsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx asTanos:

1. KommyTaTop 3arpyKaeT TeKCToBbIn Galin u uuTaeT u3 Hero ums daina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTtaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxuntca sepcuma lMO;
3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECnM OHM OTAIMYAIOTCS, KOMMYTATOP 3arpykaeTt obpas NO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa MO KommyTaTopa 1 genaeT AaHHbl 06pas akTue-

HbIM;

4. Ecnu o6pas MO 6bin 3arpyKeH, TO KOMMYTaTOp NepesarpyKaercs.

[Mpouyecc asmomamu4ecko20 KOHGU2yPUPOBAHUSA

KommyTaTop 3anyckaeT npoLecc aBTOMaTUYeCKOro KOHGUrypupoBaHua, basupytowmiica Ha DHCP,
NpPW BbINOJHEHUWN CIeAYIOLLUX YCNOBUIA:

— B KOHOUrypaumm paspelleHo aBTOMaTMYECKOe KOHOUIypupoBaHue;
— otBeT DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuusa 66) u uma dalina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

’ MonyueHHbI ¢aiin KoHUrypaumm aobasnserca K TeKywei (running) KoHourypauum.
-

KomaHObI pexcuma 2a0banab6Hol KoOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumm MMeeT cieayowmii Bua;

console (config) #

Tabnnua 54 — KomaHabl ynpaBaeHus cuctemom B pexkmme rnobasnbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

boot host auto-config

BkatoueHMe aBToMaTMuecKoi KoHobwurypauuu, 6asupyloleiica Ha
DHCP.

no boot host auto-update

- -/BKAKOYEHO — —
no boot host auto-config BblIK/lOUEHME aBTOMaTUYECKOM KoHbUrypauum, 6asmpytoLieincs Ha
DHCP.
boot host auto-update BKntoueHMe aBTOMaTuMyeckoro obHosneHua MO, b6asupytowerocs
Ha DHCP.
-/BKNIOYEHO

BbikntoueHne aBTomatuyeckoro obHoenenua MO, 6asupytoweroca
Ha DHCP.
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunuya 55 — KomaHabl ynpaBneHus cuctemom B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue
no ymonyaHuro

KomaHoa

Aelicmeue

show boot

umu.

MPOCMOTP HAcTPOEK aBTOMATUYECKOro OBHOBAEHUA U KOHdUrypa-

Mpumep KoHpUrypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32,
35265 (Eltex)

#data-len. JamHa BCexX OAHHBIX OIILUM.
option-data + 2.
#sub-option-code.
#sub-option-len.

unsigned integer 8,
unsigned integer 8, Kon nomonumuu,
unsigned integer 8,
text

obpaza IIO
}i

host mes2124-test {
hardware ethernet a8:f£9:4b:85:a2:00;
filename "mesXXX-test.cfg";
option image-filename 35265 18 1 16 "mesXXX-401.

banna,
next-server 192.168.1.3; #IP-ampec
fixed-address 192.168.1.36; #IP-ampec

#enterprise-number. VOeHTHUOMKATOP [IPOM3BOAUTEIIS,

BCerma paBeH

PaBHa OJMHE CTPOKM sub-—

BCerza paeeH 1
InrHa CcTpokM sub-option-data
#sub-option-data. Mma TexcToBOTO Odaina,

comepXamero MM

#mac-ampec xoMMyTaToOpa
#uMa KOHOMI'ypaLMM KOMMyTaTopa

ros"; #1IMS TEKCTOBOTO
comepxamero mMsa obpaszsa 10
TFTP cepsBepa

KOMMYyTaTopa

5.7 HacTpoWKa CMUCTEMHOro BpeMeHHU

Mo ymonuaHMI0O aBTOMaTUYECKUIA Nepexos Ha NeTHee BPeMsA OCYLLEeCTBAAETCA B COOTBeT-
cTBUM co cTaHAapTamu CLUA u EBponbl. B KoHduUrypaumm moryt 6biTb 3aaaHbl Ntobble gaTa

U BpemMmsa AnAa nepexoga Ha 1eTHee Bpema u 06paTHO.

KomaHOwbl pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnua 56 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHU B pexume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HaueHue/3Ha4yeHue Neiicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CUCTEMHOrO BpPEMeHM (KoMaHAa [AOCTynHa
year mm: (0..59); TO/IbKO ANA NPUBUIETMPOBAHHOIO NONb30BaTeNs).
ss: (0..59); - hh —4acbl, MM — MWUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsv,; year — roa.

show sntp configuration
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CUMBOI0B

MNokasbiBaeT KoHbUrypauuio npotokoaa SNTP.
- vrf_name — ums BUPTYyasibHON 061aCTU MapLLPYTU3aLUN.
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show sntp status
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MNMoKa3biBaeT cTaTyc NnpoTokoaa SNTP.
- vrf_name — vma BUPTYanbHOM 061acTU MapLipyTnsaumm

show ntp

MoKa3bIBaeT TEKYLLLEE COCTOAHME U CTAaTUCTUKY CY»KObI NTP.

show ntp status

lMoKasbiBaeT cTaTyc NPOTOKONA CUHXPOHM3aumn BpemeHn NTP no
ceTu.

show ntp associations

MNokasbiBaeT MHPOPMALMIO O CoriacoBaHMM ycTpoictBa ¢ NTP-
cepBepamu U O4HOPaAHTOBbIMY Y3/1aMW.

show ntp statistics

MoKasbIBaeT CTaTUCTUKY paboTbl NPOTOKONA.

KomaHOowbl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabnvua 57 — KomaHAapl HACTPOIMKM CUCTEMHOIO BpeMeHU B pexknme EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show clock

show clock detail

lNoka3biBaeT cucteMHoe Bpemsa u AaTy.

JonoaHutensHo 0T06pa)+(aeT napameTpbl 4aCcoBOro noAaca u nepe-
XO04a Ha neTHee Bpema.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioWnin BUA,

console (config) #

Tabanua 58 — CNMCoK KomaHA, AN1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKmnme rnobanbHoi KoHdMrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELWHUA UCTOYHUNK
He ucnonb3yetcs

Mcnonb3yeT BHEWHMWI UCTOYHMK A1 YCTaHOBKM CUCTEMHOIO Bpe-
MeHMU.
B cnyyae HasHauYeHUA UCTOYHUKOM htp ycTpoiicTBo GyaeT
No YMONYaHUIO BbINOAHATb PONb ntp-cepsepa,
oTBeyYas Ha 3anpocbl KAUEHTOB.

33I'Ip€LU,3€T MUCNO/Ib30BaHUE BHeLWHero UCTOYHUKa OANnA YCTaHOBKU
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHua 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaeT 3HaYeHme YacoBOro nosca.

- zone — cnoBo, cpopMUPOBAHHOE M3 NepBbix ByKB cnoBocoyeTa-
HWSA, KOTOPOE OHO 3aMeHAET (oMnMcaHue 30Hbl);

- hours-offset —4acoBoe cmelleHMe OTHOCUTENbHO HY/JIeBOrO Mepu-
nuaHa UTG;

- minutes-offset — MMHYTHOE CMeLLeHNe OTHOCUTE/IbHO HYNEBOrO
mepuamaHa UTC.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

zone: (1..4) cumsona/
HeT onmncaHua 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;

3agaeT Aaty M Bpema A8 aBTOMaTUYeCKoro nepexoda Ha seTtHee
BpemMs 1 Bo3BpaTa 0bpaTHO (415 onpeaeneHHoro roaa).

MepBbiM B KOMaHAEe YKa3blBaeTcA OnmcaHue 30Hbl, BTOPbIM Bpems
0N NepexoAa Ha nNeTHee Bpems M TPeTbUM Bpema 4/1a Bo3BpaTa.

- zone — cnoBo, chopmMMpoBaHHOE U3 NepBbiX ByKB CAOBOCOYETa-
HMA, KOTOPOE OHO 3ameHseT (OnMcaHue 30HbI);

- date —uncno;

- month — mecsu;

- year —rog;

- hh —y4acbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A0BaABNAEMbIX MPU NEpexoae Ha neT-
Hee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

Mo ymonyaHuio
nepexon, Ha neTHee
BPeMsA BbIK/OYEH

3apaeT Jaty M Bpema AN aBTOMATMYECKOro nepexona Ha netHee
BpPEMA 1 BO3BPaTa 06PaTHO B PEKMUME EXKErogHo.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHsEeT (OnMcaHue 30Hbl);

- usa — yCTaHOBMTb NPaBW/Ia Nepexosa Ha JIeTHee Bpems, UCMONb-
3yemble B CLLA (nepexop, BO BTOpoe BOCKpeceHbe MapTa, 0bpaTHO
B NepBoOe BOCKpeceHbe HoABpsA, B 2 Yaca yTpa N0 MecTHOMy Bpe-
MeHU);

- eu — yCTaHOBMUTb NPaBu/Ia Nepexosa Ha IeTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nocsegHee BOCKpPeCEHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe oKTabpsa, B 1 Yyac yTpa no Mpuk-
Buy);

- hh —y4acbl, mm — MUHYTbI;

- week — Heplena mecaua;

- day — peHb Hegenw;

- month — mecau;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPK NEpexone Ha NeT-
Hee Bpems.

OTK/IlOYaeT aBTOMATUYECKUIA nepexog Ha neTHee spema.

sntp authentication-key number: YcTaHaBAMBaeT K4 MPOBEPKU MNOAJMHHOCTM ANA MNPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0B; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.
no sntp authentication-key npoBepka Ypaanaet KAy NnpoBepKu NOAJANMHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/ItOYEHA
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM AN NOAYYEHUA MHPopMauum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YcTaHaBAUBaeT 3HaYeHMe Mo YMONYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBaseT NPOBEPKY NOAJMHHOCTU CUCTEMbI, OT KOTOPOW CUH-

(1..4294967295);
Mo ymon4yaHuio

XpOHU3unpyeTca c nomoupto SNTP no 3agaHHOMY Katouy.
- key_number — Homep Kntova.

no sntp trusted-key npoBepKa YcTaHaBAWBAET 3HaYEHME MO YMONYAHMIO.
key_number NoA/IMHHOCTH
OTK/IlOYEHa
sntp broadcast client enable PaspewwaeT paboTy wupokoselaTenbHbix SNTP-KAnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpelueHo
no sntp broadcast client YcTaHaBAWBAET 3HaYEHME MO YMONYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoAfepKMBAOLMM METOL
both | ipv4 | ipv6 ACCbIIKM MaKeToB, MO3BOMAOWMI NocbiNaTe AaHHble 6auKan-
{ | ipv4 | ipv6} /3anpetLieno p ,

no sntp anycast client enable

LWemy YCTPOICTBY M3 rpynnbl NosyyaTeneu.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);

te_port: (1..32);
twe_port:
(1..8/0/1..120);

hu_port: (1..8/0/1..32);

group: (1..128);
vlan_id (1..4094)

Paspewaet paboty SNTP-knneHTam, NoAdepKMBAIOLLMM METOZ,
PaccbiIKM MAKEeTOB, MO3BO/IAIOWMIKA MOCbINATL [AaHHble 6auKai-
Lemy yCTPOMCTBY M3 rpynnbl NoayyaTesient, a TakKe LWMPOKoBeLLa-
TenbHbIM SNTP-KMeHTam ans BbibpaHHOro nHTepdelica.

- noapobHoe onucaHue MHTepdENCcoB U3NOKEHO B pasaene «KoH-
odurypaums nHtepdelicos».

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

twentyfivegigabitethernet /3anpeLueHo

twe_port |

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable PaspewaeTt paboTty ogHoaapecHbIx SNTP-KAMeHTOB.

no sntp unicast client enable /3anpewerio YCcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

sntp unicast client poll PaspeluaeT nocnefoBaTesIbHbIM ONPOC 3aAaHHbIX OAHOAAPECHBIX
-/3anpeweHo SNTP-cepBeposB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHUe o YMOAYaHUIO.
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sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch finteger} | isatap
{integer} |
{physical_port_namej}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CMMBO/I0B

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-aapec y3na cetu;

- ipv6z-address — IPv6z-appec y3na cetu ans ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbIn IPVv6 agpec KaHana;
interface_name — uma ncxogsllero nHTepdeiica sagaerca B cie-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — vpeHTUdUKaATOP KAtOYa;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLPyTU3aALNN.

YpaneHue cepsepa n3 cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan

vlan_id | oob} [ vrf vrf_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBOJI0B/BbIK/IOYEHO

Onpegenset IP-uHTepdeiic nctouHunka ana naketos NTP IPv4.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

sntp source-interface-ipv6

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipvb

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BbIKNIOYEHO

Onpegenset IPv6-uHTEpdENC UCTOUYHMKA ans nakeToB NTP IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
Nno YMONYaHUIO
ucnonb3yetcs
C/lyYaiHbIi nopT

YctaHasnmsaeT SRC UDP-nopT gna naketos NTP.
Mpu ncnonbzosaHum UDP-nopToB M3 amanasoHa 1-1024
npeaBapuUTeNnbHO HYXKHO yb6eauTbes, YTO AaHHbIM nopT
cB060AEH M He UCONb3yeTca Apyrumu cepsucamu. Mopt
50000 sBnsetrcA pedonTHbim AnA ¢yHKUMOHana peer
detection ipaddr.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeLyeHo

PaspeluaeT nosyyeHne TakMx AaHHbIX KaK YacoBOW NOAC U NeTHee
Bpemsa oT DHCP-cepsepa.

3anpeLLaeT NONyYEeHUA TaKMUX AAHHbIX KaK 4acoBOW NOAC U NeTHee
Bpemsa oT DHCP-cepsepa.

ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]

no ntp {server | peer}
{ipvd_address | ipv6_address |
hostname }

version: (1..4)/4
hostname: (1..158)
CUMBOIOB

3apaet agpec NTP-cepBepa UM 04HOPAHIOBOrO y3na.
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — poMeHHOEe MMA y31a ceTu;

- version — onpeaenaeT BEPCUIO NPOTOKOANA ntp.

Ypanaet cepsep u3 cnmucka NTP-cepsepos.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B peXMMe KOHPUrypauum nHtepdeiica MMeeT cieayowmn Bua,:
console (config-if) #

Tabanua 59 — CNMCOK KOMaHA AN1A HACTPOWMKM CUCTEMHOTO BPEMEHMU B peXKMMe KOHPUTypaumm nHTepdelica

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHuro
sntp client enable PaspewaeT paboTy SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOL,
PaccblIKM MaKeToB, NO3BONAIOLWMI NOCbINATb AaHHbIE YCTPOMNCTBY
6AuKariweMy U3 rpynnbl NosyyaTesien, a TakKe LWMPOKOoBeLaTe b
-/3anpeuiero Homy SNTP-KkiMeHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).
no sntp client enable YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.

[pumepbl 8bINMNOAHEHUS KOMAHO

OT0b6pasnTb CUCTEMHOE BPEMSA, AATY M AaHHbIE MO YacCOBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc npouecca CMHXPOHM3aUMM BpemMeHN O0TOBpPaXKaeTca C NOMOLLbIO AOMNOAHUTENbHO CUMBOAA
nepeg, 3Ha4eHMeM BPEMEHMU.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

— TOYKa (.) 03HayaeT, YTo BpemMs AOCTOBEPHO, HO HET CMHXPOHMU3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYAET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA €CTb;
— 3Be3g04Ka (*) o3HayaeT, UTo Bpems HeJoCTOBEPHO.

3apaTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

OTob6pasuTb cTaTyc NpoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:
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Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

10.10.10.1

Static

3

up

10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bbille CUCTEMHOE BPEMA CUHXPOHU3NPOBaHO oT cepsepa 10.10.10.1, nocneaHuin oteet
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BpeEMEHU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoH¢urypaumusa BpemeHHbIX MHTepBanos time-range

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUTypaLmm:

console (config) #

Tabanua 60 — KomaHab! perkmma rnobanbHoM KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue

HAelicmeue
1o ymon4aHuo

time-range time_name

no time-range time_name

Co3paHue time-range 1 BXo4, B PeXUM KOHPUrypaLMM BpeMeEHHbIX
time_name: MHTEpBaoB.
(0..32) cumBona - time_name — nmsa npoduna HacTpoek time-range.

Y[anuTb BpeMeHHOM MHTepBa.

KomaHObI pextuma KoHu2ypayuu spemMeHHbIX UHMepsasnos

console# configure
console (config) # time-range range name
console (config-time-range) #

Tabnnua 61 — KomaHabl pexkuma KoHOUrypaumm BpemMeHHOro MHTepBana

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havyano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BPEMEHHO MHTEpBaN.

month: (jan..dec);
year: (2000..2097)

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

3apatb BpeMeHHOI7I WHTEpBan B Te4eHne ogHoro 13 AHBVI Heaenn nnu

hh: (0..23); KaXaoro AHA Hepenu.

mm: (0..59);

YanuTb BpEMEHHOM MHTepBa.
weekday: (mon...sun) A P P

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

3anaTtb B eMeHHOﬁ UHTEepBa/ B Te4eHne Heaenu.
hh: (0..23); Aate 8P P A

mm: (0..59);

YAanute BpeMeHHOM MHTepBa.
weekday: (mon...sun) A P p
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KomaHObI pexcuma KoHguaypauyuu uHmepaelicos Ethernet u Port-Channel

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaumm nHutepdeincos:

console (config-if) #

Tabnunua 62 — KomaHabl perknma KoHourypaumm nHtepdeicos Ethernet u Port-Channel

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmesue

operation time time_name
time_name: (0..32)
cumBoONa

no operation time

3apaTb time-range, onpeaenaowmii BpeMEHHOW UHTepBas, B KOTO-
pom uHTepdeic byaet HaxoauMTca B coctossHum Up.
- time_name — nmsa npoduna HacTpoekK time-range.

Y4anuTb BpeMeHHOM MHTepBa.

5.9 KoHurypauua untepdencos n VLAN

5.9.1 rMapamempeol Ethernet-unmepdgelicos, Port-Channel u Loopback-

uHmepagelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3zoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet
hu port | oob | port-channel group | range {..} | loopback Ioopback id }

console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuMA NapameTpos
KOHduUrypaumm uHTepdeiica (nopta KommyTaTtopa WAM Tpynnbl MOPTOB, paboTalowux B peume
pasfaeneHus Harpysku) ninbo amanasoHa nHTepdencos.

Bbibop nHTEepdeica ocyLLecTBASETCA NPU NOMOLLM KOMaHA M3 Tabanubl HUXKeE.

Tabauua 63 — KomaHabl Bbibopa MHTepdeica Ana KOMMYTaToOpoB

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

[na HacTpovikn 1G-uHTepdericos.

interface tengigabitethernet te_port

[na HacTponkn 10G-nHTepdelicos.

interface twentyfivegigabitethernet twe_port

[na HacTponkn 25G-nHTepdelicos.

interface hundredgigabitethernet hu_port

[na HacTpoikun 100G-mHTepdencos.

interface port-channel group

[N HaCTPOWKM rpynn KaHanoB.

interface oob

[na HacTpoiKku uHTepdelica ynpasneHuns (MHTepdeic ynpasaeHus
NPUCYTCTBYET HE HA BCEX KOMMYTATOPax).

interface loopback loopback_id

[lna HacTpoiKM BUPTyanbHbIX MHTepdbeincos.

roe:

— group — NOpsAKOBbIM HOMep rpynnbl, obLiee KOMYECTBO COrNacHo Tabamue 9 (cTpoKa «Arperauus

KaHanos (LAG)»);

— gi_port—nopsaakosbit Homep 1G-uHTepdeiica, 3agaerca s suae: 1..8/0/1..48;

— te_port —nopagkosbii Homep 10G-nHTepdeliica, 3agaerca B suae: 1..8/0/1..48;

— twe_port — nopagKosblii Homep 25G-nHTepdeiica, 3agaetca s suae: 1..8/0/1..120;

— hu_port — nopsaakosbiit Homep 100G-uHTepdeliica, 3agaerca 8 suge: 1..8/0/1..32;

— loopback _id — nopagKoBbIii HOMep BUPTYaibHOrO UHTepdelica, obliee KOMYECTBO COr/lacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).
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3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep c/oTa Homep nHTepdelica

KomaHZbl, BBeAeHHble B peMme KOHdUrypauunm uHTepdelica, NPUMeHAITCA K BblbpaHHOMY

nHTepdelicy.

HuKe npuBeaeHbl KOMaHAb! ANS BXOAA B PeXKMM HacTpoWKku gecatoro Ethernet-uHtepdeiica nep-

BOTO YCTPOWCTBA B CTEKE M BXO43 B PEKMM HACTPOMKKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPM NOMOLLM KOMaHA,:

interface range gigabitethernet portlist — pna HacTpoku pAuanasoHa gigabitethernet-
UHTepdelcos;

interface range tengigabitethernet portlist — ana HacTpoKkM AmanasoHa tengigabitethernet-
nHTepdelcos;

interface range twentyfivegigabitethernet portlist — ana HacTpoitku auanasoHa twentyfivegiga-
bitethernet-untepdelicos;

interface range hundredgigabitethernet portlist — nna HacTpoku pguanasoHa hundredgiga-
bitethernet-untepdeliicos;

interface range port-channel grouplist — pna HacTpolikn gnanasoHa rpynn nopTos.
KomaHzbl, BBegeHHbIe B JAaHHOM peXXMMe, NPUMEHAIOTCA K BbibpaHHOMY AnanasoHy UHTepdeiicos.

HuKe npuBeaeHbl KOMaHAbl AN BXOAA B PEXKMM HACTPOMKM amanasoHa Ethernet-uHtepdelicos ¢ 1

no 10 Bcex rpynn NopTos.

console# configure
console (config)# interface range gigabitethernet 1,/0/1-10
console (config-if) #

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if)#

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range hundredgigabitethernet 1/0/1-10

console (config-if) #

console# configure
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console (config)# interface range port-channel 1-10
console (config-if) #

Tabnunuya 64 — KomaHabl pexknma KoHourypaumm nHtepdencos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
shutdown BblkntounTb  KoHdUrypupyemoii  uHtepdelic (Ethernet, port-
-/BKAtOYEH channel).
no shutdown BKNOUNUTL KOHOUTYPUPYEMbBIN MHTEPDEIC.
description descr descr: (1..64) [o6asuTb onucaHne nHtepoeiica (Ethernet, port-channel).
no description cumsonos/Het Yaanutb onucaHue nHtepdelica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTL 3HaYEHME N0 YMOYAHMIO.
duplex mode 3afaTb pexum ayniekca uHtepoelica (NnosHoayneKcHoe coeau-
mode: (full, half)/full HeHue, NnonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

negotiation [cap1
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

no negotiation

Bk/itoyaeT aBTOCOr1acoBaHWe A1 CKOPOCTU U AynaeKca Ha HacTpa-
nBaemom uHTepderice. MoXKHO yKasaTb onpeaeneHHble COBMeCTU-
MOCTU NapamMeTpa aBTOCOM1aCOBaHUA, €CM NapameTpbl He 3aJaHbl,
TO NoAAepKMBatoTCA Bce coBmecTumocTu (Ethernet, port-channel).

BbIK/NlOYaeT aBTOCOr/acoBaHWE ANA CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

negotiation bypass forced

-/long

Pexxum ycTaHoBneHMA cBA3WM B 06xo4 npoueaypbl aBTocorna-
COBAHMWSA, €C/W NapTHep Ha BCTPEYHON CTOPOHE He OTBEYaeT Co
CTaHAAPTHbIM TamayTOM Mpouecca aBTocornacoBaHusa (negoti-
ation timeout long).

Pexxum ycTaHoBneHMA cBA3KM B 06xo4 npoueaypbl aBTocornia-
COBAHMWA, €C/IM MapTHep Ha BCTPEYHOW CTOPOHe He OTBevyaeT C
MWHMMaNbHBLIM TaliMayToOM MpoLiecca aBTocornacoBaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexuMm ynpasieHua notokom flowcontrol (BkaounTh, OT-
KNOYUTb UK aBTOCOrNacoBaHue). ABtocornacosaHue flowcontrol
paboTaeT TONbKO B C/Ayvyae, eCM peXxUM aBTOCOrNacoBaHUA

auto)/off negotiation BK/OYeH Ha HacTpaMBaemom MHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYUTD PEXUM YNpaBaeHUA NOTOKOM.
back-pressure BkntoyaeT ¢yHKUMIO «0BPaTHOrO AaBAEHUA» Ha HACTpaMBaeMOM
nHtepoerice (Ethernet).
-/BbIKNOYEH

no back-pressure

BbikntouaeT dyHKUMIO «0BPaTHOro AaBAEHUA» HA HACTPAMBAaEMOM
nHTepoelice.

load-average period

period: (5..300)/15

no load-average

YCTaHOBWTb Nepros, B Te4eHUe KOToporo cobupaeTcsa cTaTUcTMKa O
HarpysKke Ha UHTepoelice.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

unidirectional send-only

-/BbIK/IIOYEHO

no undirectional

Bkntouvaet nopT, OCHaLIJ,eHHbIVI ABYHanpasaAeHHbIMMN nnuemonepe-
AaTYNKaMU, B PEXNM OAHOHaI‘IpaBﬂeHHOf/’I nepegavun.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x40g

MNepekntounTb pexkum nHtepoencos HG.
/1 Hactpoiika npumeHsetcsa nocne coxpaHeHus KoHdurypa-

LMK U Nepe3arpysKu ycTpoicTea.
V' breakout-kabenamm

feccl74

fec c/91

-/BblKNIOYEH

MNoppepxusBaetca pabora ¢
100G-4x25g n 40G-4x10g.

BKAIOUUTL peUm npaAmol Koppekuun ownbok cl74 Ha uHTep-

deiice 25G.

BKNIOUUTL peUM MpAMON KoppeKuun ownbok cl91 Ha uHTep-
deiice 25G.

fec off

OTKNIOUUTD PEKMM NPAMOI KOPPEKLMU OLLINBOK.

speed mode

mode: (10, 100, 1000,
10000, 25000, 40000,

no speed

100000)

3apaTb CKOPOCTb Nepesaun gaHHbix (Ethernet).
[ocTynHOCTb KOHPUTYPUPOBAHUA CKOPOCTHDIX PEXXUMOB
3aBUCUT OT TUMNA UHTepdelica yCTpoMncTBa.

YCTaHOBUTb 3HAYeHne no YMOI4aHUIO.
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v/

Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-unrepdeiicbl HG3-HG6.
Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexxum He noaaep:kusaerca. Ha MES5400-24 rev.B

noaaep:KKa pacwenneHua ectb Ha Bcex 100G-uHtepdeiicax.

v/

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Ha MES5500-32 B pexxume pacLuienneHma AocTynHo makcumym 30 100G-uHTepdeiicos.

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 65 — KomaHapl pexxmma obumx Hactpoek nHTepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

port jumbo-frame

Paspeluaet kommyTaTopy paboTaThb ¢ Kagpamu 60abLIOrO pasmepa.

V' 3HaueHne maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

HacTtpoiika BCTynuUT B cuAly TONbKO Mocae nepesarpysku

-/3anpeuiero V ycTpoiictea.
3HaueHnMe maximum transmission unit (MTU) npwm
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpelaeT KommyTaTopy paboTaTb € Kagpamu 60/1bLIOro pasmepa.
errdisable recovery cause {all | BK/IIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocae ero oT-
loopack-detection | KNHOYEHUSA B CIeAyoWmMX Caydanx:
port-security | - loopback-detection — 06HapykeHue netens;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHoCTM gns port security;
stp-bpdu-guard | - dotl1x-src-address — HenpoxoxaeHue ayTeHTUPUKaALUUKM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-aapecax nosib3oBaTeneiu;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBUME cnuckam aocTtyna (ACL);
- stp-bpdu-guard — aktneaums 3awmtel BPDU Guard (nepegaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6HapyxeHune netenb npotokonom STP;
-/3anpeujero - udld — akTMBaums 3awmTsl UDLD;
- storm-control — 3aLMTa OT «WTOPMa» A4 PAa3ANYHOTO TpaduKa;
- link-flapping — dnannuHr avHKa.
no errdisable recovery cause YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBUTb BPEeMEHHOW MHTepBana ANS aBTOMATMYECKOro NoBTop-

seconds

no errdisable recovery interval

(30..86400)/300 cekyHg,

HOro BKAIOYEHUA UHTepdeiica.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

snmp trap link-status

no snmp trap link-status

-/BKNOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLlieHnii 0 COCTOAHUU UHTep-
deMncHbIX IMHKOB.

OTkntoyaeT otnpasky SNMP trap-coobLieHni.
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default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepderica nam rpynnsl MHTEPGENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHWIO.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabanua 66 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

clear counters

C6poc CTaTUCTUKM Ana Bcex MHTepdencos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Cbpoc cTaTUCTUKM AnAa nHTepdeiica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTMBMpPYET NOPT WAWU TPYNMy NOPTOB, BbIK/AOYEHHbIX KOMaHAOM
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKaszaTb KOHGUTypaL Mo MHTepdecoB.

show interfaces status

Moka3saTb cocToAHWe BCex nHTepdeiicos.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosiHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKasaTb NapameTpbl aBTOCOrNacoBaHmA, 06bABAEHHbIe Ana BCexX
WHTepdelicos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb NapameTpbl aBTOCOMNACOBaHMS,
Ethernet-nopTa, rpynnbi nopTos..

06bABNEHHbIE ana

show interfaces description

Moka3aTb onncaHus Bcex UHTepdeicos.
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show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaHue Ethernet-nopta, rpynnbl NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelicoB.

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKaszaTb cTaTUCTUKY Ana nHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe A/ Bcex MHTepdencos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY Mo Harpyske ans Ethernet-untepdeiica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWNM, HAaCTPOMKe U CTaTu-
CTMKe nopTa.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

lMoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLMUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasaTtb NPUYUHY OTKNKOYEHUA NOPTa, rpynnbl NOPTOB U COCTOA-
HWe aBTOMaTUYECKOM aKTuBauunu.

show hardware profile
portmode

MoKasaTb peum paboTbl POAUTENbCKOTO MHTepdeica u Homepa
NopTOB, Ha KOTOPbIE POAUTENBCKUIN MHTEPDEIC pacLenieH.

[Mpumepbl 8bINOAHEHUA KOMAHO

MNMoKa3aTb cocTosiHMe UHTepdelicos:

console# show interfaces status

Port Type

Port Mode

tel/0/3 10G-Fiber
Access

tel/0/4 10G-Fiber
Access

tel/0/5 10G-Fiber
Access

tel/0/6 10G-Fiber
Access

Flow Link Back Mdix
Duplex Speed Neg ctrl State Pressure Mode
Full 1000 Disabled Off Up Disabled Off

Down -= -=

Down - -=

Down -= -=
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tel/0/7 10G-Fiber -- -- -- --  Down --
Access
tel/0/8 10G-Fiber -— -— —— -- Down --
Access
tel/0/9 10G-Fiber -— -— —— -- Down --
Access
tel/0/10 10G-Fiber -— -— —— --  Down --
Access
tel/0/11 10G-Fiber -— -— —— -- Down --
Access
tel/0/12 10G-Fiber -— -— —— -- Down --
Access
Flow Link
Ch Type Duplex Speed Neg control State
Pol -= -= -= -= -= Not Present
Po2 - - - - -— Not Present
Po3 -- -- -- -- -- Not Present
Po4 -= - - - -= Not Present
Pob --— -- -- -- -- Not Present
Pob - -- -- -- - Not Present
Po7 -= -= -= -= -= Not Present
Po8 - -- -- -- - Not Present
Po9 --— -- -- -- -- Not Present
Pol0 -= -= -= -= -= Not Present
Poll -= - - - -= Not Present
Pol2 -= -= -= -= -= Not Present
Pol3 - -- -- -- - Not Present
Pol4 -= -= -= -= -= Not Present
Polb -= - - - -= Not Present
Poléb -= -= -= -= -= Not Present
Pol7 -= - - - -= Not Present
Pol8 -= -= -= -= -= Not Present
Pol9 - -- -- -- - Not Present
Po20 -= -= -= -= -= Not Present
Po21 - -- -- -- -— Not Present
Po22 -= -= -= -= -= Not Present
Po23 - -- -- -- -— Not Present
Po24 -= -= -= -= -= Not Present
Po25 - -- -- -- -— Not Present
Po26 -= -= -= -= -= Not Present
Po27 - -- -- -- -— Not Present
Po28 -= -= -= -= -= Not Present
Po29 - -- -- -- -— Not Present
Po30 -— - - - -— Not Present
Po31 - -- -- -- -— Not Present
Po32 -= -= -= -= -= Not Present
Link

Oob Type Duplex Speed Neg State
oob 1G-Copper -- -- --= Down

HOKaBaTbHapaMEprlaBTOCOFﬂaCOBaHMﬂ:
console# show interfaces advertise
Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -
tel/0/4 10G-Fiber Disabled --
tel/0/5 10G-Fiber Disabled -
tel/0/6 10G-Fiber Disabled --
tel/0/7 10G-Fiber Disabled --
tel/0/8 10G-Fiber Disabled --
tel/0/9 10G-Fiber Disabled -
tel/0/10 10G-Fiber Disabled -
tel/0/11 10G-Fiber Disabled -=
tel/0/12 10G-Fiber Disabled -
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Ch Type
Pol Unknown
Po2 Unknown
Po3 Unknown
Po4d Unknown
Pob5 Unknown
Po6 Unknown
Po7 Unknown
Po8 Unknown
Po9 Unknown
Pol0 Unknown
Poll Unknown
Pol2 Unknown
Pol3 Unknown
Pol4 Unknown
Polb Unknown
Poléb Unknown
Pol7 Unknown
Pol8 Unknown
Pol9 Unknown
Po20 Unknown
Po21 Unknown
Po22 Unknown
Po23 Unknown
Po24 Unknown
Po25 Unknown
Po26 Unknown
Po27 Unknown
Po28 Unknown
Po29 Unknown
Po30 Unknown
Po31 Unknown
Po32 Unknown
Oob Type
oob 1G-

Neg Preferred
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Enabled Slave
Neg

Enabled

Operational Link Advertisement

MNMoKasaTb CTAaTUCTMKY MO MHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets
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oob 0 13 0 1390
OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
lMokasaTb CTaTUCTUKY NO rpynne KaHanos 1:
console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MoKasaTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled

Jumbo frames will be disabled after reset

MoKasaTb pexum paboTbl poAUTENBCKOrO MHTEPdENCA M HOMEPA NOPTOB, Ha KOTOPbIE POAUTENLCKUIN UH-

Tepdeinc pacliensneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
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hu3/0/6 1x100G 1x100G twe3/0/21-24
hud/0/1 1x100G 1x100G twed/0/1-4
hud/0/2 1x100G 1x100G twed/0/5-8
hud/0/3 1x100G 1x100G twed/0/9-12
hu4d/0/4 1x100G 1x100G twed/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
hu4/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hu6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnvua 67 — ONucaHMe CYETYMKOB

Cuemyuk OnucaHue
InOctets Koanyectso NpuHATbIX 6alTOB.

InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAKETOB.

InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.

InBcastPkts Konnyectso NPUHATBIX LWMPOKOBELLATEeIbHbIX NAaKEeTOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOoB.

OutMcastPkts Konunyectso nepefaHHbIX MHOroagpecHbIX MaKeToB.

OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konunyectso NpMHATLIX KaAPOB C HAPYLUEHHOM LeNIOCTHOCTLIO (C KOIMYecTBOM HalT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeALWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

Konnyectso NpMHATLIX KaAPOB C KONNMYECTBOM HaT, COOTBETCTBYIOWMM AJIMHE, HO He
npoLleaLmnx NPoBepKy KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaapoB, BOB/IEYEHHBIX B €4MHUYHYIO KONIM3UIO, HO BNOCNEACTBUMN Nepe-
AaHHbIX yCnewHo.

Multiple Collision Frames

Konunyectso Kaapos, BOB/EYEHHbIX 6onee yem B OA4HY KONNn3unko, HO BnocaeacTtsuu ne-
penaHHbIX yCcnewHo.

Deferred Transmissions

Konnyectso Kaapos, 415 KOTOPbIX NepBas NomnbiTKa nepeaayn oTN0KeHa U3-3a 3aHATO-
CTU Cpeabl nepesaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMpoBaHa NOC/e TOro, KaKk B KaHa CBA3M
y*Ke 6bin1 nepenaHbl nepsble 64 6aT (slotTime) nakeTa.
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Excessive Collisions Konnuectso Kagpos, KOTopble He bbin nepenaHbl U3-3a M36bITOYHOrO KOIMYECTBa KO-
NN3nN.
Carrier Sense Errors Konnuectso ciyyaes, KOrZ4a COCTOAHUE KOHTPOIA Hecylen bbla1o noTepsaHo, N60 He

yTBEPKAEHO NMPU NOMNbITKE Nepeaadn Kaapa.

Oversize Packets KoanuecTso NpUHATLIX NAaKETOB, pa3mep KOTOPbIX NPEBbLIWAET MaKCMMaAJIbHbIM pa3pe-
LWEHHbIW pasmep Kagpa.

Internal MAC Rx Errors Konnuectso Kaapos, KOTOpble He BblIN MPUHATBI YCMELWHO U3-3a BHYTPEHHEN OWNOKM
npuvema Ha yposHe MAC.

Symbol Errors Onsa nutepdeiica, pabortatowero B pexkmme 100 M6/c — KONMYECTBO C/ydaes, Koraa
MMENCA HeZOMYCTUMbIA CUMBOJ AAHHBIX, B TO BPEMSA KaK NpaBubHasa HecyLas 6bina
npeacTas/eHa.

[na nHtepdeiica, pabortatowero 8 noayayniekcHom pexmume 1000 M6/c — Koandectso
C/ly4aeB, KOraa cpeacTBa NPMEMA 3aHATbI B TEUEHWE BPEMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4EHME KOTOPOro MMENOCh XOTs Hbl 04HO CObbITUE,
KoTopoe 3acTasnset PHY BblgaBaTth oWM6BKy npvema gaHHbIX (Data reception error) nnu
olWKnBKY Hecywei (Carrier extend error) Ha GMII.

Onsa nutepdeiica, paboTaowero B MoJIHOM AynaekcHom pexxume 1000 M6/c — konunue-
CTBO C/ly4aeB, KOTAa CPeACTBa NpUema 3aHATbI B TeYEHUE BPEMEHW, PaBHOMY UK 60/b-
Lemy YeM MUHUMAbHBIN pasmep Kaapa (minFrameSize), u B Te4eHMe KOTOPOro Ume-
Nocb XoTA 6bl 04HO CObbITME, KOTOpOoe 3acTasnAeT PHY BbliZaBaTh OWMBKY Npuema AaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames | KonvyecTBo nNpuHATbIX ynpasastowmx MAC-Kaapos ¢ Kogom onepaumm PAUSE.

Transmitted Pause Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.
Frames

5.9.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumuu:
console (config) #

Tabauua 68 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

o ymMmoA4YaHuio
vlan database - MepeiTn B pexknum KoHdurypaumm VLAN.

- add — po6aBuTb yKaszaHHble VLAN ID B nepeyeHb 3anpeLeHHbIX

vlan prohibit-internal-usage [ONA BHYTPEHHEro UCNOb30BaHMSA;
{add VLANIist | remove VLAN- - remove — yganuTb yKkasaHHble VLAN ID 13 nepeyHs 3anpeLyeH-
list | except VLANIist | none} HbIX AN1A BHYTPEHHEro NCnoab30BaHuA;

- except — 106aBUTL B NepeyeHb 3anpeLLeHHbIX AN BHYTPEeHHEero
ncnonb3osaHua sce VLAN ID, 3a UCKNOYEHNEM YKa3aHHbIX B Kaye-
CTBE NapameTpa;

-none —o4nctuTb nepeyveHb VLAN ID, 3anpeLLeHHbIX 418 BHYTPeH-
HEero MCnosab3oBaHuUA.

BKAtOUYNTL BO3MOXKHOCTb fl06aBNEHMA Ha GU3NYECKOM UHTEp-
delice B pexxmme customer cpasy AByx naeHTndurkatopos VLAN.

VLANIist: (2..4094)

vlan mode {basic | tr101}

-/basic

KomaHObl pexcuma KoHgu2ypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #
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[aHHbIA pexXum oCTyneH U3 pexuma rnobanbHol KoOHOUrypauum n npeaHasHayeH gns 3agaHua
napameTpos KoHourypaumm VLAN.

Tabanuya 69 — KomaHab! perkmma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vlan VLANIist [name
VLAN_name)]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[No6aeutb VLAN nam Heckosibko VLAN.

Ypanntbe VLAN naun Heckonoko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb MPOTOKOA K rpynmne NpPOTOKO/I0B, acCOLMMPOBAHHbBIX
BMecTe.

Y8anuTtb NpuBA3KY.
*- Homep npoToKona (16 6ur).

map mac mac_address {host |
mask} macs-group group

Mpusasatb MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address YaanuTb npuBAsKy.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-group grou, IP-appecos.
group group mask: (1..32); AP

Y0anutb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm nutepdeica VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN pexxnm OCTYNeH U3 pexkMuma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KoHdurypaummn nutepoeica VLAN nnbo gmanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlan id

Bblibop AManasoHa MHTepdencoB OCyLLeCTBAAETCA MPU MOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeseHbl KOMaHAb! 415 BXO4A B PEXUM HacTponku nHTepdeiica VLAN 1 1 Bxoga B pexxum

HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #
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Tabnuua 70 — KomaHap! pexkmma KoHourypauum nHtepoeiica VLAN

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

name name name: (1..32) No6asutb nmsa VLAN.

no name CMMBO/I0B/MMA YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
COOTBETCTBYET HOMEPY
VLAN

KomaHObI pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl NOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}

console (config-if) #

[aHHbIV peXum [OCTYNEH U3 perrnma KoHOUrypaumm v npeaHasHavyeH gns 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KoMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3geneHus Harpysku) 1mbo ananasoHa uHTepdeiicos.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdeic gocTyna — HeTErMPOBaHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — nnTepdeinc, NPUHUMAIOLWNIN TONBKO TETMPOBAHHbIN TPadUK, 33 UCKAOYEHNEM O4-
Horo VLAN, KOTOpbI MOKeT ObITb f06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — nHTepdeWnc c nonHoi noaaepkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIN TpadUK;

— customer — Q-in-Q uHTepodeiic.

Tabnnuya 71 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
switchport mode mode mode: (access, trunk, 3apatb pexkum paboTbl nopta 8 VLAN.
general, - mode — pexxum paboTbl nopta B8 VLAN.
no switchport mode customer)/access YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
switchport access vlan vian_id Oo6asutb VLAN ansa nHtepdeiica goctyna.
vlan_id: (1..4094)/1 - vlan_id — naeHTndurkaymoHHbiit Homep VLAN.
no switchport access vian YCTaHOBWUTb 3HAYEHME N0 YMONYAHUIO.
switchport access accepta- MpuHMMaTb Ha MHTepdeiice TONbKO Kagpbl onpesesieHHOro Tuna:
ble-frame-type {untagged- - untagged-only — TONbKO HETErMPOBaHHbIE;
only | all} -/npumumarts sce Tanbl | all — Bce Kagpbl.
- Kagpos =
no switchport access ac- MpuHMMaTb Ha MHTepdeiice Bce TUMbI KaAPOB.
ceptable-frame-type
switchport trunk allowed vlan YKasatb cnvcok VLAN ana uHtepodeiica.
vlan_list - vlan_list — cnncok VLAN ID. nana3oH Homepos VLAN mMOXHO 3a-
0aTb NepeyncieHnem Yyepes 3anaTyto AN YKa3aTb Ha4yaNbHOE U KO-
. HeyHoe 3HayYeHus ananasoHa yepes geduc "-".
vlan_list: (2..4094) V TeKywumii cnucok VLAN Ha uHTepdeiice byaer 3ameHEH Ha
YKa3aHHbIi B KOMaHAe.
no switchport trunk allowed Yaanutb cnucok VLAN ansa untepoeiica.
vlan
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switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnuncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnucok VLAN ID. nana3oH Homepos VLAN MOXKHO 3a-
0aTb nepeyncieHnem Yyepes 3anaTyto AU YKa3aTb HA4aNbHOE U KO-
HeyHoe 3HayYeHus ananasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ans gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaoLWMA Ha AaH-
HbI/ NOPT, onpeaenseTca B AaHHyw VLAN.

- vlan_id —vaeHTUdUKaLMOHHBI Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIK/IIOYEHO

ABTOMaTu4yecku gobasnseT Bce goctynHble VLAN ana gaHHOro MH-
Tepdelica.

OTKAtoYaeT aBTomaTudeckoe gobasneHune VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ana nHtepdeiica.

- tagged — nopt byaeT nepenaBaTb TErMpoBaHHble NAKeTbl A/A
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NaKeTbl AN
VLAN.

- vlan_list —cnncok VLAN ID. inana3oH VLAN moKHO 3agaTb nepe-
YUCIEHMEM Yepes 3anATY UM YKasaTb Ha4ya/lbHOEe U KOHeYHoe
3HauyeHuA ananasoHa yepes geduc "-".

Yaanute cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIo

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) ana oCHOBHOMO WH-
Tepdelica.
- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IlOYEHa

BbIKNOUNTL AN OCHOBHOIO MHTepdeica puabTpaumto BXOAALLMUX
NakeToB Ha OCHOBE NPUCBOEHHOro nm 3HaveHma VLAN ID.

BKNHOUMTL /19 OCHOBHOTO MHTEepdelica GUAbTPALUIO BXOAALLMX Na-
KeTOB Ha OCHOBe NPUCBOEHHOro MM 3HaveHuA VLAN ID.

Ecnn dunbTpauma BrAOYEHA, M NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT oTtbpacbisa-
etca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kagpos

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — T0/IbKO TETMpPOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce Kagpbl.

MpUHUMaTbL Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepoeiica, oc-
HOBAHHOE Ha NPMBA3KE K NPOTOKONY.

- group — naeHTUGUKaLMOHHbIN HOMep rpynnbl;

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

YaanuTtb npaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepdeiica, oc-
HOBaHHOe Ha npueAske K MAC-agpecy.

- group — vaeHTUGUKaLMOHHBIV HOMeEp Fpynnbl;

- vlan_id — vaeHTudUKaumoHHbI Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana nHtepdeiica, oc-
HOBaHHOE Ha NPMBA3Ke K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbIN HOMep rpynnbl;

- vlan_id — vaeHTudUKaumoHHbI Homep VLAN.

Yoanutb NpaBuao KnaccuduKkaumu.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudukaumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npusA3Ke K IP-agpecy.

Yoanutb npasunao Knaccuduraumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeica.
-vlan_id — npeHTMduUKaLMoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHbLIM MNAKETaM Ha KJMEHTCKOM
nopTty BHyTpeHHuin 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHewHKUI 802.1q 3aro/I0BOK, cogepKawmii pvid 4ONOAHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3T0i KOMaHAbI HE06X0AMMO BKAOYMUTD IN10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATL MHOroaZpecHbli TPadUK U3 yKa3aHHbIX
VLAN (He aBaatowmxca VLAN nonb3oBaTenibCKoro nHtepdeiica) Ha
HacTpanBaemom MHTepdeiice, COBMECTHO C NO/b30BaTENAMU ApPY-
rMX MO/NIb30BATENbCKMX MOPTOB, NMPUHUMAOLWMX MHOTOaZ4PECHbIN
Tpaduk 13 gaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. Anana3soH VLAN MOKHO 3a4aTb nepe-
YMC/IeHNeMm Yepes 3anATylo WM yKasaTb HayasbHOE U KOHeyHoe

non

3HayeHuA AuManasoHa yepes aedpuc "-".

3anpeLLaeT NPUHMMATb MHOFOZPECHbIN TpadWK Ha HacTpausae-
Mom nHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAnT NOPT B PEKUM U30AALMN BHYTPU FPYNMbl NOPTOB.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuo
YNEeHCTBO B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasneHune gedontHon VLAN nopty.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmnii B gedontHon VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTOo MHTepdeiica.
DOonyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
H NopaepxmBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ncxogawero ¢ MHTepdeiica naketa Ha 3Ha-
YyeHue Mo YMONYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

[Oo6asutb TPID B Tabnunuy knaccudmratopos VLAN.
DOonyctumble 3HaueHus EtherType cm. Mpunoxkenune B.
H NopaepnBaemble 3HaueHun Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccupurkatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 72 — KomaHabl pexknuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show vlan

MNokasatb MHopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHoopmauuto no VLAN, nouck no naeHtudukaTopy.

show vlan internal usage

Mokasatb cnmncoK VLAN gna BHYTPEeHHero Ucrnosib3oBaHMA KOMMY-
TaToOpPOM.

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx,
MES5310-48, MES5400-xx, MES5410-48, MES5500-32
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 73 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MNokasaTb NOPTbI-UCTOYHUKM U MPUEMHUKN MHOFOaZpecHoro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepepnaBaThb,
TaK ¥ NPUHMMaTb MHOTOaAPECHbI TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMaLLMIO O Fpynnax NPOTOKO/I0B.

show vlan macs-groups

MNokaszatb uHPopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb KOHOUIypaLuuto NopTa, rPyNMbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKkasaTb cocTosHMe MopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

MNMokasatb MHPopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MoKa3aTb NOPTbl UCTOYHUKM U MTPUEMHUKN MHOToagpecHoro Tpadumka B VLAN 4:

console# show vlan multicast-tv vlan 4

te0/1
te0/2,te0/4,te0/8

Source ports

Receiver ports:
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MokasaTb MHGOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet

0x86dd (IPvo) Ethernet 3

MokasaTtb KoHPUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonseT Npou3BOAUTb pasrpaHuyeHne Tpaduka Ha BTOPOM
yposHe mogenu OSI mexkay nopTamu KOMMyTaTopa, KOTOpble HAaXO4ATCA B OAHOM LUMPOKOBELLATe/IbHOM
AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHUryprposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIM cnocobeH OOMEHMBATLCA AaHHbIMKM MeXay AbbiMu
nHTepoericamu, Bkatoyas isolated n community-noptel PVLAN;

— isolated — nopT, KOTOPbLI NONHOCTBLIO U30MPOBAH OT APYIMX NOPTOB BHYTPU OAHOMO M TOTO
e PVLAN, Ho He oT promiscuous-noptoB. PVLANbI 610KupylOT Becb TpaduK, naywmii B
CTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI Promiscuous-nopToB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoryT nepeaaBaTbCA TOIbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 0BMeHMBATbCA AaHHbIMU Mexay coboi u
promiscuous-nopTamu, 3T MHTepdencbl OTAeNEHbl Ha BTOPOM yposHe mogenn OS| oT Bcex
oCTasibHbIX community MHTepdelicoB, a Tak:Ke isolated-nopTos BHYTpM PVLAN.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 129
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Mpouecc BbINOAHEHNA dDYHKLl,VIM AONO/THUTE/IbHOTIO pa3geneHnAa NopToB C NOMOLLbIO TEXHO/TOTNK Private

VLAN npeactaBneH Ha pucyHke 97.

Promiscuous ports

=9

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
A
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN

VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 97 — Mpumep paboTbl TexHosnorum Private VLAN

Bunpa 3anpoca KOMaHAHOW CTPOKU B permnme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port |
twentyfivegigabitethernet twe port | hundredgigabitethernet
range {..}

te port |
hu port | port-channel group |
console (config-if) #

tengigabitethernet

| vlan vian id}

Tabnunua 74 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue
no ymon4aHuio

KomaHda

Aelicmeue

switchport mode private-vian
{promiscuous | host} _

no switchport mode

3apaTtb pexkum paboTbl nopta B8 VLAN.

YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

switchport mode private-vian
trunk {promiscuous |
secondary} -

no switchport mode
private-vlan trunk

3apaTb pexkum pabotbl nopta B VLAN Trunk.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan

mapping [trunk] primary_vlan primary_vlan:

[add | remove secondary_vian] (1..4094);
secondary_vlan:
no switchport private-vlan (1..4094)

mapping

[Oo6asuTb (y4anuTb) OCHOBHylO W BTOpocTeneHHble VLAN Ha
promiscuous nHTepdeliic.

71 Ha oauH promiscuous uHtepdeiic Henb3a f06aBnTb
= A

6onblue ogHoi primary vlan.
Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan

host-association primary_vian
secondary_vlan

no switchport private-vian
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[ob6asutb primary n secondary vlan Ha host nHtepderic.
Ha oauH host uHtepdeiic Henb3a f,06aBUTb 60nbLUIE
w¥. opHoii secondary vlan.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.
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HELTEX

secondary_vlan:

Henb3A A06aBuTb 6onblue ogHoOI secondary vian.

switchport private-vlan [NobaButb primary u secondary vlan Ha wuHTepdeic trunk-
association trunk primary_vlan primary_vlan: secondary.
secondary_vlan (1..4094); V Ha oauH promiscuous uHtepdelic trunk-secondary

no switchport private-vlan (1..4094) YannTb OCHOBHYIO 1 BTOpocTeneHHble VLAN.
association trunk

trunk native vlan

switchport private-vlan [No6aButb Ha PVLAN Trunk-untepderic VLAN, He yyacTBytoLLel B
trunk allowed vlan add PVLAN.
vlan

- - vlan: (1..4094) " >
switchport private-vlan Ypanutb Ha PVLAN Trunk-uHTtepoeice VLAN, He yyacTylowei B
trunk allowed vlan remove PVLAN.
vlan
switchport private-vlan [ob6asuTtb Homep VLAN, He yuactsytowelt B PVLAN, B KayecTse
trunk native vlan vlan Default VLAN gna PVLAN Trunk-uHTepdeiica.

- - vlan: (1..4094)/1

no switchport private-vlan YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.

Tabanua 75 — KomaHabl pexknma koHourypaumm nHtepdeica VLAN

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4YaHuro
private-vlan {primary | BKkntounTb mexaHu3m Private VLAN v 3agatb TMN UHTepdeiica.
isolated | community}
no private-vlan OTKNOUMTb MexaHum3m Private VLAN.
private-vlan association [add | [Oo6asuTtb (yaanutb) npmeasky sTopocteneHHol VLAN K OCHOBHOW.
remove] secondary_vlan HacTpoiika npumeHuma TobKo ana primary VLAN.
no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOM.

MakcumanbHoe KonnyecTso BTopocteneHHbix VLAN — 256.

MakcumanbHoe Konandectso community VLAN, KoTopble MOryT 6biTb aCCOLLMUPOBaHbI €

oaHou ocHoBHOA VLAN - 8.

[pumep Hacmpolku uHmepgelicoe Kommymamopa Switch A (pucyHok 70 — [Mpumep pabomel

mexHosnoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan
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switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

[Mpumep HacmpolKu uHmMepgelicos npu pabome mexHoao2uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopTt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous

132 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community

5.9.4 Hacmpoiika uimepdgeiica IP

IP-uHTEPpdENC co34aéTcs nNpu HasHaveHuu |IP-agpeca Ha nobo M3 MHTepdelicoB ycTpPoiiCTBa
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel uau vlan.

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHoUrypaumm nHtepoderica IP.
console# configure
console (config) # interface ip A.B.C.D

console (config-ip) #

[aHHbIA pexnm J0CTyneH U3 pexkuma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuMA NapamMeTpos
KOHUrypaumm nutepoeiica IP.

Tabnnua 76 — KomaHapl pexknma KoHdurypaumm nHtepodeiica IP

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
directed-broadcast BkntovaeT dpyHKuUMIo nepeBoa IP directed-broadcast nakerta B cTaH-
AAPTHbIM LWMPOKOBELLLATENbHbIM NAaKeT M paspeLlaeT nepegady ye-
-/BbIK/IIOYEHO . .
pe3 BblbpaHHbIV MHTepdENC.
no directed-broadcast 3anpewaeT TpaHcnaumio IP directed-broadcast nakeTtos.
helper-address ip_address BK/touaeT nepeagpecaumio WMpoKoselaTesibHbix UDP-nakeToB Ha
onpeaeneHHbIV agpec.
ip_address: A.B.C.D - ip_address — IP-agpec HazHayYeHWs, Ha KoTopbl ByayT nepeHa-
NPaBAATLCA NAKETbI.
no helper-address ip_address OTKNloYaeT nepeagpecaunio WnpokosewatenbHbix UDP-nakeTos.
ip redirects BKkAtoyaeT reHepaumio Maplpytusatopom coobuieHnin ICMP
-/BKAOYEHO Redirect.
no ip redirects OTkntovaet otnpasKy ICMP Redirect.
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HELTEX
Hpumepbl 8blMNo/IHEeHUA KOMGHG

Bkatountb PpyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q

[aHHbIN  QYHKUMOHaAN NO3BONAET Ha OCHOBE CKOHOUIYPUPOBaHHbLIX MNpasun ¢uabTpaumu Mo
Homepam BHyTpeHHMX VLAN (Customer VLAN) npoussogutb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHaTb Customer VLAN, a TaKKe 3anpellatb NpoxoxaeHune TpaduKa.

[nsa ycTpolicTBa CO34a€eTca CNMCOK NPaBW/, Ha OCHOBaHMM KOTOporo byaeT 06pabaTtbiBaTbCs TpadmK.

KomaHObI _pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet u
Port-Channel

Bupg, 3anpoca KOMaHAHOM CTPOKU perKnMma KOHPUrypaunm nHtepdeiica KOHpUrypaumm:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if)#

Tabnuvua 77 — KomaHabl pexnma KoHdurypauumn nHtepoeiica (amanasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue

HAelicmeue
1o yMmon4aHuwo

KomaHda

selective-qinq list ingress Co3pgaeT NnpaBu/o, Ha OCHOBAHUKM KOTOPOTO K BXOAALLEMY MAKeTy

add_vlan vlan_id [ingress_vlan vian_id: (1..4094) C BHelHeW meTKol ingress_vlan_id 6yanet gobaBnaTbca BTOpas

ingress_vlan_id] . - meTKa vlan_id. Ecam ingress_vlan_id He yKasbiBaTb — npaBuo by-
ingress_vlan_id: (1..4094)

- - [EeT NPUMEHATBCA KO BCEM BXOAALLMM NAKeTam, K KOTOPbIM He

6bIM NPUMEHEHBI Apyrue Npasuaa («NpPaBuIo NO YMONYAHUION).

selective-ging list ingress deny Co3gaert 3anpeluatollee Npasuao, Ha OCHOBaHUU KOTOPOrO BXO-
[ingress_vlan ingress_vlan_id] . ) AAlLMe NaKeTbl C BHeLLHel MeTKol Tera ingress_vlan_id 6yayT oT-
ingress_vlan_id: (1..4094) ; .
- = bpacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
6pacbiBaTbCs BCE BXOAALLME NAKETbI.

selective-ging list ingress Co3pgaeT paspeluatoLlee NpPaBuao, Ha OCHOBAHUM KOTOPOro BXO-

permit [ingress_vlan OALMe NaKeTbl C BHEeLWHen MeTKoM Tera ingress_vlan_id 6yayT ne-

ingress_vlan_id] ingress_vlan_id: (1..4094) | penaBatbca 6e3 usmeHeHuit. Ecam ingress_vlan_id He ykasbiBa-
eTca — BbyayT nepenaBaThcs BCe BXOAALLME NaKeTbl 6e3 u3meHe-
HURA.

selective-qinq list ingress Co3paeT NpaBuaIoO, Ha OCHOBAaHMM KOTOPOro BHELUHAA MeTKa in-

override_vlan vlan_id vlan_id: (1..4094); gress_vlan_id BxoaAawero naketa byaet 3ameHATbeA Ha vlan_id.

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | Ecau ingress_vlan_id He yka3biBaTb — npasuno 6yaeTt npume-
HATbCA KO BCEM BXOAALLMM MaKeTaMm.

no selective-ging list ingress YpanaeT ykazaHHoe npasuso selective qing ana BxoAAwmx nake-

[ingress_vlan vlan_id] vlan_id: (1..4094) ToB. KomaHga 6e3 napametpa «ingress vlan» yaansert npasuno

N0 yMOAN4aHuio.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); Co3pgaeT NpaBMao, Ha OCHOBAHMM KOTOPOrO BHELWHAA MeTKa in-
ingress_vlan_id: (1..4094) | gress_vlan_id ncxoasuiero nakera 6yaet sameHaTbca Ha vlan_id.

no selective-qing list egress

. . id: (1- Ypanset cnucok npasua selective ging a4ns ncxogawmx nakeTos.
ingress_vlan vlan_id vian_id: (1-4094) A P aing 4 AL
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 78 — KomaHab! perknma EXEC

Komanda 3HaveHue/3Ha4yeHue Leiicmeue
no ymon4aHuro

show selective-ginq - OTobparkaeT cnucok npasun selective ging.
show selective-qinq interface { OTobparkaeT cnucok npaBua selective ging Ana ykasaHHoro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); nopra.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128)
hu_port | port-channel group}

[pumepbl 8b1M0MHEHUS KOMAHO

Co3pgatb npasuna0, Ha OCHOBAHMKN KOTOPOTO, BHEWHAA METKa BXO4ALWEro naketa 11 GVAET 3aMEHATbCA Ha
10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-qing list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlTopm» BO3HWMKaeT BCAeACTBME Ype3MepHOro Konudvectsa broadcast-, multicast-, unknown
unicast-coobuieHnit, 0 AHOBPEMEHHO NepeaaBaemMblX NO CETU Yepes OAMH MOPT, YTO NPUBOAMUT K Neperpyske
PecypcoB CeTH U NoABAEHMIO 3adepKeK. «LLITopm» MOKeT BO3HUKHYTb NPWU HANUYUM «3aKObLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTaTtop u3mepAeT CKOPOCTb MPUHMMAEMOrO LWWPOKOBELWATeNbHOro, MHOMoa4pecHoro u
Hen3BeCTHOro oaHoaapecHoro TpachKa AnAa nopToB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATENIBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, EC/IN CKOPOCTb NpeBblIIaeT 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHuUe.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if)#
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Tabnunua 79 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IlOYaeT KOHTPOIb MHOroaapecHoro TpaduKa:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperucTpUpPoOBaHHOrO.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
nHTepdelica;

- kbps - 06bem TpaduKa.

Mpw 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeinc moxer
6bITb OTKAtoYeH (shutdown) nnn nobasneHa 3anuce B XKypHan co-
obuweHui (trap).

BbIK/IlOYaET KOHTPOJIb MHOFOAAPECcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/tO4aET KOHTPO/Ib MHOTOaApPecHoro Tpaduka:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperncTpPMPOBaHHOTO.

- ppsS — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 0bHapy»KeHMM MHOroaapecHoro TpadurKa MHTepdenc Mmosket
6bITb OTKAtOYEH (shutdown) nnu gob6asneHa 3anuch B XKypHan co-
obLeHuii (trap).

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/1tOYAET KOHTPO/Ib HEM3BECTHOIO OA4HOALPECHOTO TPAadUKa.

- level — 06bem TpadurKa B NpOLLEHTaX OT NPOMNYCKHOM cnocobHoCTH
UHTepdelica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHUM HEN3BECTHONO OA4HOAAPECHOTO TPadUKa UHTEp-
delic moxeT 6bITb OTKAoYeH (shutdown) nnu pobasneHa 3anucs B
KYpHan coobuieHunit (trap).

BbIK/10YAET KOHTPOJIb OAHOAAPECHOTO TPadUKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYaeT KOHTPO/Ib HEU3BECTHOMO O4HOAAPECHOro TpaduKa.

- pps — KONMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUU HEN3BECTHOrO OAHOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb oTKAtoYeH (shutdown) naun nobasneHa 3anuco B
KypHan coobuieHunit (trap).

BbIK/t0YAET KOHTPOJIb OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/tOYaEeT KOHTPO/Ib LMPOKOBELLaTeNbHOTO TpaduKa.

- level — 06bem TpaduKa B NpoL,eHTax OT NPONYCKHOM cNocobHOCTH
nHTepdelica;

- kbps — o6bem TpaduKa.

Mpu 0bHapyKeHUM WNPOKoBeLLaTeIbHOro TpadurKa uHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuch B KypHan
cooblueHui (trap).

BbIKntoyaeT KOHTPOb WnpoKosewaTenbHoOro Tpad)l/IKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItOYaeT KOHTPO/Ib LUIMPOKOBELLATENILHOTO TpaduKa.

- ppS — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKEeHUM WMPOKoBeLLaTeIbHOro TpaduKa nHTepdeinc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuit (trap).

Bbikntouvaet KOHTPO/1b LWUMPOKOBELWATENbHOIO Tpad)MKa.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

136 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tabnmua 80 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show storm-control interface MokasbiBaeT KOHOUrypaunio GyHKLUN KOHTPONA «LITOPMA» AA YKa-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | 3aHHOro nopta NMM60 BCex NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet | hu_port: (1..8/0/1..32)
hu_port]

[pumepbl 8b1M0AHEHUA KOMAHO

BK/IOYNTb KOHTPO/b LUMPOKOBELLATENbHOTO, MHOTOAAPECHOro U 04HOAAPECHOTO TpaduKa Ha TPETbEM UH-
Tepoerice Ethernet. YcTaHOBUTb CKOpPOCTb ANs KOHTpoaupyemoro TpadumKka — 5000 K6/c: ana wnpokosella-
TenbHoro, 30% noaocbl NPoNycKaHWA 414 BCero MHoroagpecHoro, 70% a1a HEM3BECTHOTO 04HOAAPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneumBaloT NoAAep:KKY rpynn arperauymn KaHanos LAG B KO/IMYECTBE COMIacHO
Tabnumue 9 (cTpoka «Arperauma kaHanos (LAG)»). Kaxkgana rpynna nopTos A0NKHA COCTOATb U3 MHTepdelicos
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynieKcHOM pexkume. ObbeanHeHWe NOPTOB B rpynny
YyBENNUYMBAET MNPOMYCKHY0 CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM U
NOBbILLAET OTKA30YCTOMYMBOCTb. [Pynna NOPTOB ABAAETCA A8 KOMMYTATOPa OA4HMUM JIOFMYECKUM MOPTOM.

YCTpOWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYeCKaa rpynna u rpynna,
pabortatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLIEM pa3gene
KOHUrypauum.

/ Ecan ana nnrepdeiica nponsseaeHbl HACTPOIAKK, TO AnA Ao6aBaeHUA ero B rpynny caeayet
BEPHYTb HACTPOMKU NO YMONHAHMUIO.

[JobasneHne nHTepdeiicos B rpynny arperalmm KaHano0B AOCTYNHO TO/IbKO B peXUMe KOHPUrypaumum
nHTepdelica Ethernet.

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:
console (config-if) #

Tabnnua 81 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4YaHuro
channel-group group mode [ob6asutb ethernet-nHtepdelic B rpynny nopTos.
mode group: (1..128); - on — po6aBunTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOPT B KaHan ¢ LACP B pexkume «active».
no channel-group Yaanutb Ethernet-nnHtepdeiic n3 rpynnbl NOpTOB.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexmnma rnobanbHOM KOHOUIypaumm:

console# configure

console (config) #

Tabnnua 82 — KomaHab! perknma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

no port-channel load-balance

—/src-dst-mac-ip

3apaeT mexaHn3m 6anaHCMPOBKM HArpysKu Ana cTpaternm
ECMP 1 ana rpynnbl arpernpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCSA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHn3am 6anaHCUPOBKM OCHOBbI-
BaeTcsa Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaH13m 6aNaHCMPOBKM OCHOBbLIBAETCA HA
MAC-agpece nonyyartens;

- dst-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha IP-ag-
pece nony4yarens;

- src-mac — mMmexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA HA
MAC-agpece oTnpasutens;

- Src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — Bk/toueHue napcuHra L3/L4-3aron08KoB na-
KeToB ¢ MPLS-meTkamu ga BCero ycTpoincTea. AKTyaibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

Bo3Bpart K HaCTpOVIKaM 6a}'|aHCMpOBKl/I Harpysku no ymon4yaHuto.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 83 — KomaHabl pexunma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show interfaces channel-group
[group]

group: (1..128)

MoKasbiBaeT MHPOPMaLMIO NO rpynne KaHaNoB..

5.11.1 Cmamuyeckue 2pynnol azpeaayuu KaHan08e

(DyHKLI,MEﬁ CTaTnyecrux rpynn LAG asnaetca 06be,EI,VIHEHME HECKOJIbKUX ¢M3I/I‘-I€CKI/IX KaHasoB8 B O4UH,
4YTO NO3BOJIAET YBE/IMYNTDb NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbLICUTb €ro 0TKa3OYCTOl‘;1‘-IM BocTb. AnA
CTaTU4eCKUxX rpynn npnopuTeT NCNOJ1b30BaHNA KaHa/10B B 06'beﬂ,MHEHHOM ny4yke He 3a4aeTcA.

v/

DOna BKkAoueHua paboTtbl MHTepdeiica B cOCTaBe CTaTUYECKOM rpynnbl UCNONb3yiiTe KOMaHAY
channel-group {group} mode on B pexxume KoH$UrypaLuum cooTBeTCTBYIOW,Ero MHTepdeiica.
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5.11.2 NMpomokon azpezayuu KaHanoe LACP

dyHKUmen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHeHNe HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHajfo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonumsocTu. LACP nossonseT nepepasatb TpaduK no
06beAMHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKnoueHua pabotbl uHTepdeiica no npotokony LACP wucnonb3yite KomaHay
channel-group {group} mode auto B pexXume KoHUrypaumum cooOTBETCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabnnua 84 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
Mo yMmoan4YaHuo
lacp system-priority value YcTaHaBAMBAET NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaBAMBaeT 3Ha4YeHUe no YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKM B peskume KoHdurypauum nHtepdeiica Ethernet:
console (config-if) #

Tabnunua 85 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuio
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHDIM TaliMayT npoTokosa LACP:
Mo ymonyaHuio I o .
- long — panTenbHoe Bpema TaimayTa;
ucnonbsyetca o
- short — manoe Bpems TailimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaB/MBaeT 3Ha4YeHUE N0 YMONYAHMIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBMBaeT 3HaYEHUE MO YMONYAHUIO.
lacp force-up YCTaHOBUTb PEXUM NPUHYAUTENBHOTO A0b6aBneHns uHTepdeiica B
-/BbIKNOYEHO LACP, BHe 3aBUCUMOCTM OT Hannumsa lacp pdu c OTBETHOMN CTOPOHbI.
no lacp force-up YcTaHaBAMBaeT 3Ha4YeHUe NO YMOHAHMIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 86 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aeiicmeue

show lacp {gigabitethernet

gi_port | tengigabitethernet gi__port: (1..8/0/1..48);

te_port |

- . te_port: (1..8/0/1..48);
;‘x:";‘g:';'fg'gab'tether"et twe_port: (1..8/0/1..120);
hun:iredgigabitethernet hu_port: (1..8/0/1..32)

hu_port } [parameters |
statistics | protocol-state]

MNokasbiBaeT nHpopmaLmto o npoTtokose LACP gns uHtepodeiica
Ethernet. Ecnu gononHuTenbHble NapameTpbl HE WUCMNOJb3y-
toTcA, To byeT nokasaHa Bca MHGopmauma.

- parameters — NoKasblBaeT MapameTpbl HACTPOWKM MpOTO-
Kona;

- statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocToAHMe paboTbl NPOTOKONA.

show lacp port-channel [group] group: (1..128)

MNokasbiBaeT nHdopmaumo o npotokone LACP pgns rpynnbl
nopToB.

[pumepbl 8b1M0AHEHUA KOMAHO

Co3patb nepByto rpynny nopTtos, paboTtatowyto no npoTtokoay LACP u BKAoYalowyo ABa MHTepodeiica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6ut/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6, NPUOPU-

TeTbl 12 n 13 gnAa noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config) # interface port-channel 1

console (config-if)# speed 10000
console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if)#
console (config-if) #
console (config-if) #
console (config-if) #

speed 10000

exit

(
(
(
(
(
(
console (config-if)# lacp port-priority 12
(
(
(
(
(
(

channel-group 1 mode auto
lacp port-priority 13

5.11.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak un LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL OAHY UKW HECKONbKO Ethernet-nuHnin ans
yBeANYEeHMA CKOPOCTU U obecneyeHus oTKasoyctonumsocTn. MLAG Tak ke msBecTHa Kak VPC (Virtual
port-channel). Mpn o6blMHOM LAG arperMpoBaHHble AMHUM [O/KHbI ObiITb HA OQHOM U3NYECKOM
ycTpoiicTBe, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAX0AATCA Ha Pa3HbIX PUINYECKUX YCTPOMCTBAX.
®dyHKumA VPC no3BonAeT coeAnHUTL ABa PU3NYECKMX YCTPOMCTBA B OAHO BUPTYasibHOE.

v
v
g

nporpammMmHoOro obecneueHus.

%

HecyuwiecTBylowero 3-ro lOHUTa.

Mpwu HacTpoiike VPC Ha 04HOPaHroBbIX KOMMYTaTOpaXx A0/XKHa 6bITb OAMHAKOBAA Bepcun

VPC Port-Channel KOHTPOAMPYIOTCA TONIBKO KOMMYTAaTOPOM C poAblo Primary, KommyTaTtop
Secondary ucnonb3yet HacTpoiku Primary.

Henb3a ucnonb3oBatb HacTpoiKy switchport forbidden default-vlan ana peer-link, Tak Kak
TpaduK npotokona VPC xogut untagged B default vian.

B VPC rpynne B BbiBOoge show port-channel otobpaKaloTca NOKanbHbIA U yAaNEeHHbIM
nopTbl. B KauecTBe yaaneHHOro Nopra cornacHo Aoruke pabotbl VPC ucnonbsyercs ifindex

140 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:
console (confiqg) #

Tabnnua 87 — KomaHabl pexkmma rnobanbHo KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aeilicmeue

vpc domain domain_id

domain_id: (1..255)

no vpc domain domain_id

Cospaet VPC-gomeH.
Ha oaHOMm ycTpoiicTBe MoXKeT 6biTb CO34aH TO/bKO
V oauH agomeH VPC. Ha napHbIX yCTPOMUCTBAX A0MKEH
6bITb 0gMHaKOBbIN VPC-g0MeH.

Ynansaet VPC-goMeH c ycTpolicTBa.

vpc group group_id

group_id: (1..63)

no vpc group group_id

Cospgaet VPC-rpynny. [lna Ka*kaoro arperMpoBaHHOro nHTep-
delica gonKHa bbITb co3gaHa otaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn foNXKHbI COBNaaTh.
1 CymmapHoe Konuyectso VPC-rpynn He MOXKeT npe-
V BbIiCUTDb 48.

Ypansaet VPC-rpynny c ycTpoiicTsa.

vpc

—/BbIK/IOYEHO

no vpc

BkntouaeT pexkum VPC. UcnonbayeTca nocne KoHdUrypaumm
VPC.

Bbikntouaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC:

console (config) # vpe domain domain id
console (config-vpcdomain) #

Tabnunua 88 — KomaHabl pexknma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

peer link group

group: (1..48)

no peer link

HasHauaet Port-Channel B kauectse peer-link.

MUckntouaet Port-Channel us yyactua s VPC.

peer detection

— /BbIK/OYEHO

no peer detection

BkntouaeT peer detection protocol.
| Peer-detection — [AONOAHUTENbHbI MEXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHme VPC B cay-
yae obpbiBa peer-link. Moatomy 3anpewiaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHTep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

msec: (200..4000 )/700

no peer detection interval

ms

3agaeT MHTepBan oTnpaBKK coobuieHunit peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

peer detection timeout
msec

msec:
(700..14000)/3500ms

no peer detection timeout

3asaTtb Bpema 0XKuAaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

HacTtpawnsaet IP-agpec nony4atensa naketos, IP-agpec otnpa-
sutensa, VRF n UDP nopt gna peer detection protocol.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLUPYTU3aLUN.

YcTaHaBAMBAET 3Ha4YeHMeE No YMONYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cny:xby keepalive.

BbikntovaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BpemA OXMAAHMA OTBETa Ha 3anpoc LeS0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBAET NPUOPUTET YCTPOMUCTBA. YCTPOMCTBO C MEHb-
LWKM 3HaYeHnem byaeT HazHavyeHo Primary.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnmeaer MAC-agpec cuctembl ana otnpaskun B8 VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT NpuopuTeT cuctembl ana otnpaskm 8 VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOCTBAX.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC-group:

console (config) # vpe group group-id

console (config-group) #

Tabnnua 89 — KomaHabl pexknma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

HAelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Uckntouvaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[Lob6asnset Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbil.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 90 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobparkaeT MHPopMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTonHue cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMaLUIO O POU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6parkaeT coCTOAHME CHETUMKOB CNy»K6bl VPC.
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5.12 Hactpoiika IPv4-agpecauumn

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKMX Kak IP-agpec, macka noaceTu, W03 N0 ymon4aHuio. Hactpoiika npotokonos DNS un ARP onucaHa B
COOTBETCTBYHOLMX pas3gaenax AOKYMeHTaunu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl nopTtos, uHTepdeiica VLAN, uutepdeiica Loopback.

console (config-if) #

Tabnnua 91 — KomaHapl perknma KoHdurypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

no ip address [/P_address]

HasHaueHue 3agaHHOMY MHTepdeiicy IP-agpeca U mMacku nog-
cetu.
3HaueHMe MacKM MOKeT bbiTb 3anucaHo an6o B ¢op-
mate X.X.X.X, am6o 8 dpopmare /N, rae N — Konuuecrso
eAuHUL, B 4BOVYHOM NPeACTaB/leHUU MaCKU.

Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonb3yetca gna loopback—-uHTtepdeiica.

3anpeT ncnosab3oBaHMA npotokona DHCP gna nonyyeHua IP-
appeca BblbpaHHbIM UHTepdeicom.

ip unnumbered {vlan vian_id |
loopback /oop-back_id}

vlan_id:

no ip unnumbered

(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy uHTepdeicy sammcreosatb IP-
aapeca VLAN u Loopback-nHTtepdeiica.

OTKAoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables
disable

BbIkntoueHue oTnpasku icmp unreachable.

(1..32) cumBona

no ip vrf

— -/BKAtOYEHO
no ip icmp unreachables .
. BkntoyeHue otnpasku icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: [Oob6asneHune nHtepdeiica B ykasaHHbiin VRF.

Ona nHtepdeiica OOB u gedonTtHoii VLAN nepepg, ao-
6asneHnem B VRF Heobxoaumo BBectu «no ip address
dhcp». Takxke «no ip address dhcp» HyXHO noBTOPATL
npm ouepeaHbix cmeHax VRF.

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V YpaneHue nHrepodeiica us paHee ykasaHHoro VRF.

ip tcp adjust-mss value

value:
(500..1460)/1460 6aiit

HasHauutb ¢usmyeckomy wuHTepdeiicy Ethernet pasmep TCP
Maximum segment size.

l Ucnonb3yetca npu Haanumm IP address Ha uHTepdeiice.
o

no ip tcp adjust-mss

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHo KoHPUrypaumm:

console (confiqg) #

Tabnnua 92 — KomaHab! perknma rnobanbHoM KoOHPUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 yMONYaHUIo

3afaeT ANA KOMMYTaTopa agpec W33 No YMOAYAHMIO.

He 3a4aH

YaansaeT HazHaYeHHbIN apec WJo3a N0 YMOHAHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokosellatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-agpec nHtepdeica, s KOTOPOro BbINOAHAETCA
HaCTpOWiKa;

- all - no3eonnet BbIGpaTh BCe IP-MHTEpPdENChI YCTPONCTBa;

- ip_address — |IP-agpec HazHauYeHuWA, Ha KOTopbli ByayT nepeHa-
npasnAaTbcA nakeTbl. 3HaveHume 0.0.0.0 oTKAOYaeT nepeagpeca-
umio;

- udp_port_list — cnucok noptos UDP. LLInpoKoBsewaTenbHbIn Tpa-
dUK, HaNpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raetca nepeagpecaumnun. MakcmasnbHoe obliee KoamMyecTso nop-
TOB M afipecoB Ha ycTponcTeo - 128.

OTMeHsAeT nepeaapecaLmio Ha 3agaHHbIX MHTepdericax.

KomaHOb1 pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 93 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

HAelicmeue

clear host {* | word}

word: (1..158) cumBonos

Ypanaet us namATu noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUI UMeH MHTepdelicoB u ux IP-aapecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNeHUe IP-agpeca.
- force-autoconfig — npu obHoBneHWM IP-agpeca 3arpyxaetca
KOHPUrypauma c TFTP-cepsepa.

show ip helper-address

OtobparkaeT Tabnuuy nepeagpecauumn LIMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

Moka3sbiBaeT KoOHbUrypaumio ip unnumbered Ans ykasaHHOrO UH-
Tepdeiica.

KomaHOb! pexcuma EXEC

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>
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Tabnuua 94 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue no

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
yMOAYaHuIo
show ip interface [vrf vrf_name: (1..32) MoKa3sbiBaeT KoHbUrypaumio IP-agpecaumm gna yKasaHHOTO WH-
vrf_name | all} | CUMBONA; Tepdeiica nan 061acTm BUpTyanbHoW mapupytusaumm (VRF).

5.13 Hacrtpoiika Green Ethernet

Green Ethernet — TexHonorus, No3Bo/siAlOWAS CHU3WUTb SHEpronoTpebseHne yCTPoMCTBa 3a cyeT
OTKNKOYEeHNA NMUTaHUA ANA HEeaKTUBHbIX 3/1EKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA nepenaBaemoro

CUrHana B 3aBUCUMOCTU OT AJIUHbI Kabens.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 95 — KomaHapl pexxmma rnobanbHon KOHPU

rypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

green-ethernet energy-detect

Bk/itoyaeT sHeprocbeperatoLmin peskum 41a HEaKTUBHbIX MOPTOB.

no green-ethernet -/BbIKNIOYEH OTKANtoYaeT sHeprocbeperaoWwmnin pexxmum ANa HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatolmii pexxum a1a nopTos, K KOTOPbIM
NOAK/OYAIOTCA YCTPOWCTBA C A/IMHOM Kabens noAKAYeHuA
MeHblle NMOPOroBOro 3Ha4eHwWs, yCTaHaBAMBAEMOrO C NMOMOLLbIO
-/BbIKNOYEH

KoMaHabl green-ethernet short-reach threshold.

no green-ethernet short-reach

OTKNtoYaeT sHeprocbeperatolmin pexkum Ha OCHOBAHWUWU AJHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXnme Ko

console (config-if) #

Hourypauum nutepdenca Ethernet:

Tabnnua 96 — KomaHabl pexknma KoHourypaumm nHtepdeinca Ethernet

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHda

Aeiicmeue

green-ethernet energy-detect

BKntouaeT sHeprocbeperatowmii pexxum gas nHtepdelica.

no green-ethernet -/BKAIOYEH OTKANtoYaeT aHeprocbeperatowmin pexxum gna nHtepdeiica.
energy-detect
green-ethernet short-reach BKntouaeT aHeprocbeperalomnin pexKMm Ha OCHOBAHWWM AIUHbI
Kabens.
-/BKAIOYEH

no green-ethernet short-reach

OTKAloYaeT sHeprocbeperatomini PpexmMm Ha OCHOBAHMU OJWHbI
Kabens.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnunuya 97 — KomaHabl pexknma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show green-ethernet OTobparkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port | detailed]
green-ethernet power-meter ) CbpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTU.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPve-agpecauumn

5.14.1 lpomokon IPv6

KommyTtaTopbl noaaep:kusatoT paboTy no npotokony IPv6. Moaneprkka IPv6 aBnAaeTca BarKHbIM
[OOCTOMHCTBOM, MOCKO/bKY MPOTOKOA IPv6 nMpu3BaH, B NepcrneKkTnBe, MOMHOCTbIO 3aMeHUTb agpecauumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 umeeT paclwumpeHHoe agpecHoe NpocTpaHcTeo — 128

146 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32



A ELTEX

6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6/10K0B, pasaeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke
16 61T, 3aNMCaHHbIX B BU/E YeTbipex LecTHaAUaTePUYHbIX YMcen.

Momnmo ysenunuyeHmMAa agpecHOro MNPoOCTPaHCTBa NPOTOKOA IPVv6 mMmeeT uvepapxmyeckyto cxemy
agpecauum, obecneymBaeT arperauvio MaplpyTos, ynpouwaeTt Tabauuy MmaplipytMsauuu, npu 3Tom
3 PeKTMBHOCTb PabOTbl MapLLPYTM3aTOPA NOBbILIAETCA 33 CHET MEXaHM3Ma 0BHapyKeHMA coceHMX Y3/10B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KomMmyTaTope HasHaualTca WHTepdelicam, noaTomy npu
ncnonb3oBaHuK IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V’- Ecnmn 3HaueHue rpynnbl UM HECKONIbKUX FPYNN noapaa B agpece nportokona IPvé paBHO
Hynto — 0000, To AaHHbIE rpynnbl MOTYT 6bITb ONYLLEHbI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT bbITb COKpalleH A0
FE40::AD21:FE43. CokpalieHu0 He MOryT ObiTb NOABEPrHyTbl 2 pasaesieHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHUA HEO4HO3HAYHOCTM.

V’- EUI-64 - 310 naeHtudumkatop, co3gaHHblt Ha 6ase MAC-agpeca uHtepdeiica, ABnatowmninca
64 mnagwummu 6utamu IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MerXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (confiqg) #

Tabnunua 98 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuio
ipv6 default-gateway 3apaeT 3HavYeHWe NIoKanbHoOro aapeca IPv6-wno3a no ymonya-
ipv6_address HUIO.
no ipv6 default-gateway Yaanaer HacTpolKku IPv6-1wnt03a No yMon4YaHuio.

ipv6_address

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |

Co3pgaeT ctatnyeckoe cootseTcTBne mexay MAC-agpecom co-
cefiHero ycTpoiicTea 1 ero IPv6-agpecom.
- ipv6_address — |Pv6-aapec;

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);

twentyfivegigabitethernet 1 t;v/gﬁo;tzz 0); - mac_address — MAC-agpec.
It'lvt:f\:irr)zgt |I abitethernet hu_port: (1..8/0/1..32);
Bi& group: (1..128);

hu_port | port-channel group |

vlan vian_id} mac_address vian_id: (1..4034)
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no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

YpanseT ctaTuyeckoe cooTBeTcTBME mexay MAC-agpecom co-
cepHero ycTpoiicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-cooblieHuii 06
oLlImnbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[obasneHune ctaTmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HaYeHus;

- prefix_length —npeduKc macku ceTu (KoAMYeCcTBO eaNHUL, B Ma-
cKe);

- gateway — W03 ANA A0CTyNa K CETU Ha3HaYeHus;

- metric — MeTpUKa AN AaHHOTO MapLUpyTa;

- distance — aAMUHUCTPATUBHAA SUCTAHLMA MapLUpYTa.

YpaneHwe ctatnyeckoro mapuupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNIOYEHO

BkatoyaeT nepeHanpasaeHne ogHOaLPECHbIX MAaKeTOB.

OTK/OYaeT nepeHanpas/ieHme 04HOAAPECHbIX NaKeToB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaEeT 3HA4YeHNe aAMUHUCTPATUBHOW AncTaHumm (AD)
ON1A BCEX MAPLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBnBaeT 3Ha4yeHMe AD ana MeXK30Ha b-
HbIX MApLIPYTOB, MPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — ycTaHaBnBaeT 3HayeHue AD gna BHyTpu30-
Ha/IbHbIX MapLUPYTOB, MPUHATbIX NO npoTtokony OSPF;

- static — ycTaHaBnMBaeT 3HaueHne AD gns CTaTUYECKUX MaplLu-
pyTOB.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KOHOUrypauum nHtepdeica:

console

(config-if) #

Tabnuvua 99 — KomaHabl pexxnma KoHdurypauumn nutepoeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKAOYEHO

BkntoyaeT noaaepKky IPv6 Ha nHTepdeiice.

OTKAtoYaeT noaaep:KKy IPv6 Ha nHTepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUyecKas
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3HayeHbl.

BKAtoYeHMe aBTOMATUYECKOW KoHdurypaumm IPv6-agpecoB Ha
nHTepderice. Anpeca HaCTPaMBaOTCA B 3aBUCUMOCTU OT NpeduK-
COB, KOTOpPbIe Nosy4eHbl B cooblieHnax «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[liov6_address/prefix-length
link-local]

Mo ymonyaHuio
3HaYeHMe I0Ka/IbHOTO
aapeca: (FE80::EUI64)

3agaeT nokanbHbIM IPv6-agpec nHtepderica. Crapwme 6UTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

no ipv6 nd dad attempts

(0..600)/1

3afaeT KOMYecTBO COO0bLWeHNn-TpeboBaHMi, nepesaBaemMbixX
MHTEepdENCcoOM B3aMMOAENCTBYIOLEMY YCTPOWUCTBY B C/yyae 06-
Hapy»keHua aybnunkaumm (konnmsumm) IPve-agpeca.

Bo3BpalaeT 3Ha4yeHne No YMONIYAHMUIO.
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ipv6 unreachables

no ipv6 unreachables

-/enabled

BkntoueHue ICMPV6 coobuweHnini 0 HeZOCTUKMMOCTM agpecaTta
npuv nepegaye NakeToB Ha onpegeneHHbIn nHTepdeinc.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpeaeneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBAET 3HA4YeHUe No YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabanua 100 — KomaHzabl perkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuro

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HACTPOMKM NpoToKona IPv6 Ansa yKasaHHOro MHTep-
delica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128); hu_port:

(1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabauuy IPv6-mapLipyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT WMHPOPMALMIO O COCeAHMX
COZepsKaLLytoca B Kale.

IPv6-ycTpoicTBax,

clear ipv6 neighbors

OuniiaeT KaWw, cofepXawmii MHPOPMALMIO O COCeAHUX
yCTpoiicTBax, paboTatowmx no npotokony IPv6. UHpopmauma o
CTaTUYECKMX 3aNUCAX COXPaHAETCA.

show ipv6 distance

lMoka3aTb 3HayeHwue aAMMHMCTpaTMBHOVI ANCTaHUUN  OnAa
Pa3NNYHbIX ICTOYHMKOB MapLlpyTa.
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5.15 HacTpoiika npoToKonoB

5.15.1 Hacmpolika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3aza4yeli npoTtokosa DNS sBnsetca onpeaeneHue IP-aapeca y3na cetu (xocta) no 3anpocy,
cofepawemy ero gomeHHoe umA. basa [aHHbIX COOTBETCTBMA [AOMEHHbIX WMEH Y3/10B CEeTU MU
cooTBeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 101 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

KomaHda

Aelicmeue

ip domain lookup

Pa3pewaet ncnonbsosaHune npotokona DNS.

no ip domain name [vrf
vrf_name]

-/BKIOYEHO
no ip domain lookup 3anpewaeT ncnonb3osaHue npotokona DNS.
ip name-server Onpegenser IPv4/IPv6-aapeca gsis goctynHbix DNS-cepsepos.
{serverl_ipv4 address | - vrf_name — numa BUPTyaibHOW 061aCcTU MapLLpyTU3aLUN.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]
no ip name-server Ypanaet IP-aapec DNS-cepsepa 13 cnnvcKa AOCTYMHbIX.
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]
ip domain name name [vrf OnpegenseT LOMEHHOE UMA MO YMOYaHWUIO, KoTopoe byaeT uc-
vrf_name] NnoNb30BaTbCA MPOrpPammoi, AR AONOSHEHUA HenpaBWU/bHbIX
[OMEHHbIX UMeH (LOMEHHbIX UMeH 6e3 TouKM). [ns AOMEHHbIX
name: (1..158) MMeH 6e3 TOUKM B KOHeL, UMeHM byaeT A06aBNATLCSA TOYKA U YKa-
CUMBOJIOB 3aHHOE B KOMaHAe AOMEHHoe Ums.

- vrf_name — vma BUPTyanbHOM 061aCTU MapLLpyTU3aLMUHU.

Yaanser 4OMeHHOE UMS MO YMOHaHUIO.

ip host name address1
[address2 ... address4] [vrf

vrf_name
f ] name: (1..158)

CMMBOJ1I0B

no ip host name [vrf vrf_name]

OnpepenseT cTaTUYyeckue COOTBETCTBUA UMEH Y3108 ceTu IP-aa-
pecam, p[o0b6aBnseT yYCTaHOB/IEHHOE COOTBETCTBME B K3l
DyHKLMA nokanbHoro DNS. MoxHo onpeaenntb 00 BocbMu IP-
a4pecoB Ha OAHO UMA.

- vrf_name — vma BUPTYaNbHOM 061acTU MapLlpyTU3aLmK.

Ypanaet ctaTMyeckne COOTBETCTBMA MMeH y3n0B ceTu |P-agpe-
cam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

150 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tabnmua 102 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

clear host {name | *}

name: (1..158)
CMMBOJI0B

Ypanaet 3anucb COOTBETCTBUA MMeEHMU y3na ceTn IP-agpecy Kawa
nmbo Bce 3anucu (*).

show hosts [name] [vrf
vrf_name]

name: (1..158)
CUMBOJI0B

OTobparkaeT 4OMEHHOE UMSA NO YyMOJIYaHuto, cnmucok DNS-cepse-
poB, CTaTUYECKME U KILWMPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
cetn n IP-appecos.

Mpw McNoNb30BaHMM B KOMAHAE UMEHM Y3113 CETU, OTObpaXKaeTcs

cooTBeTcTBYOWMIM emy IP-agpec.
- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aALUM.

[pumepbl UC016308AHUS KOMAHO

Mcnonb3sosaTtb DNS-cepsepa no agpecam 192.168.16.351 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA
Nno YMO/ZT4aHUIO — Mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3€/1 CETU C UMeHeM eltex.mes numeet IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoToKon paspelueHuAa aapecoB) — MNPOTOKO/ KaHa/ibHOro
YPOBHA, BbIMONHAKOWMIN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAEpPrKaLLLerocsa B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaummu:

console (confiqg) #

Tabnunua 103 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[obasnaeT cTaTnyeckyto 3anucb cootsetctaua IP- 1 MAC-agpe-
cos B Tabnunuy ARP gna yKasaHHOro B KOMaHAe nHTepodeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratnyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabamupl ARP ana ykasaHHOro B KOMaHae uHtepderica.
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no ip arp proxy disable

arp timeout sec sec: HacTpanBaeT Bpema M3HW AMHAMWYECKMX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout CeKk YcTaHaBAMBaeT 3HaYeHMe NO YMOAYAHWUIO.
ip arp proxy disable OTKnloYaeT pexxum npokcnposaHma ARP-3anpocos ana KommyTa-
. Topa.
-/OTKNIOUEH

Bkntoyaet pexkum npokcmposaHna ARP-3anpocos Ana KommyTa-
TOpa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H van H:H:H:H:H:H
mnun H-H-H-H-H-H /
BUPTyanbHbI MAC-
ajpec He 3a4aH

3apaeT BupTyanbHblt MAC-agpec, KOTopblit 3ameHseT 6aso-
Bbllt MAC-agpec KommyTaTopa B ucxogawmx ARP-coobuie-
HUAX.

- mac_address — MAC-appec.

y B KauectBe BupTyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cnegytowmne MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiit MAC-agpec KommyTa-
Topa, 6asoeblit MAC-agpec Kakoro-nu6o loHUTa U3

CTeKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexxume Privileged EXEC:

console#

Tabnunua 104 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear arp-cache

Ypanser sce guHamuyeckue 3anucu ns ARP-tabaunubl (KomaHga go-
CTYMHa TO/IbKO 414 NPUBUNETMPOBAHHOIO NO/b30BaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H van H:H:H:H:H:H
nnm H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sbliBaeT 3anuc ARP-Tabauubl: Bce 3anucu, dunbtp no IP-aa-
pecy; dounbtp No MAC-agpecy; dunbTp no nHTEpdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHoUrypaumio ARP n KoHourypaumio
ARP ans nHtepdelicos.

show ip anycast-gateway

MokasbiBaeT KOHdUrypaLuio anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#

Tabnnua 105 — KomaHabl perkuma nHtepdeica Ethernet, rpynnel nuHtepdeicos uHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/BKAIOYEHO

BkatouyaeT pexkmm npokcnposBaHua ARP-3anpocos Ha HacTpauBae-
MOM UHTepoeiice.

OTKNtOYaeT peXknm NpokcnposaHna ARP-3anpocoBs Ha HacTpauBae-
MOM UHTepodeiice.
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anycast-gateway BkntoyaeT onumto anycast gateway Ha nHTepdeiice. B ncxoaaimx

ARP-coobuieHx 6a3oBbii MAC-aapec KOMMyTaTopa 3aMeHseTcs Ha

BUpPTyanbHbln MAC-agpec.

-/BbIK/O4EHO V BupTtyanbHbiii MAC-agpec AonKeH 6biTb 3aAaH KOMaH-
B[oW anycast-gateway mac-address.

no anycast-gateway YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

[pumepbl UCI016308AHUA KOMAHO

[Jo6aBuTb cTaTUyeckyto 3anmcb B ARP-Tabnamuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS XKU3HU AMHAMUYecKmMX 3anucein B ARP-Tabaunue — 12000 ceKyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config) # arp timeout 12000

MoKasaTb cogep:knumoe ARP-Tabnmubi:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKosa nossonser
pacnpocTpaHuTb No cetu muaeHTudukatopbl VLAN. OcHoBHOM ¢yHKumen npoTokona GVRP sasnsertca
0obHapyKeHne nHbopmaummn ob oTcyTcTBYHOWMX B 6ase gaHHbIXx KommyTaTopa VLAN-ceTax npu noayvyeHmu
coobueHnint GVRP. Monyuns nHdopmaumio 06 otcytcteyrowmx VLAN, kKommyTaTtop AobaBasieT ee B CBOHO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:
console (config) #

Tabnunua 106 — KomaHabl pexkurma rnobanbHOM KOHGUrypaumm

3HaveHue/3Ha4yeHue "
KomaHda / Aeilicmeue
no ymoa4aHuro
gvrp enable / BkatouaeT ncnonb3osaHue npoTokona GVRP-kommyTaTopom.
-/BbIK/IOYEH
no gvrp enable BbIKntoYaeT ncnonb3oBaHue Npotokoaa GVRP-kommyTaTopom.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnsl MOpmos

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group}

console (config-if) #
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Tabnnua 107 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

no gvrp vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4yaHuro
gvrp enable BkntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
-/BblKIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
gvrp vlan-creation-forbid 3anpewaet AMHaMuyeckoe nameHeHue uam cosganve VLAN ana
HacTpanBaemoro nHTepoeica.
-/pa3pelueHo

Paspewaer guHammyeckoe mameHeHne unu cosgaHue VLAN ana
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonuyaHutio
co3gaHve n
peructpauma VLAN Ha
MHTepodeince
paspelieHa

BbinonHaeT cHATUe pernctpaumm ana scex VLAN n He gonyckaet co-
34aHNA unn pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeiice.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 108 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OunaeT HAKONNEHHYIO CTaTUCTUKY NpoTokona GVRP.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 109 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasbiBaeT KoHdUrypaumto npotokona GVRP gns ykazaHHOro uH-
Tepdeiica, nMbo ans sBcex MHTepdencos.

lNoKa3sbiBaeT HaKONAEHHY CTaTUCTUKY No npotokoay GVRP gna
yKasaHHoro uHtepdeliica, inmbo gaa Bcex nHTepdelicos.
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show gvrp error-statistics MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokosia GVRP
[gigabitethernet gi_port | ONA yKasaHHOro uHtepderica, imbo ansa scex MHTepdencos.
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

5.15.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIN MexaHW3M MO3BONSAET YCTPOMCTBY OTCAEXKMBATL 3aKO/bLOBaHHbIE NOPTbI. [eTnsa Ha nopTy
ObHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
nosie Source MAC 1 WwWunpokoBseLaTenbHbIM (M0 yMon4aHuto) agpecom B nosne Destination MAC.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkMme rnobasibHoN KoHUrypaumm:
console (config) #

Tabanuya 110 — KomaHabl pexkmma rnobanbHol KoHurypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
loopback-detection enable / BkntoyaeT mexaHN3M 0b6HapyKeHUA neTenb A4 KOMMYTaTopa.
-/BbIKNOYEHO
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHME MO YMONYAHUIO.
loopback-detection interval YcTaHaBauBaeT MHTepBan mexay loopback-kagpamu.
seconds: (10..60)/30
seconds - seconds — nHTepBan BpemeHu mexay LBD-kagpamu.
- CEeKYHA,
no loopback-detection interval BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port |
port-channel group}

console (config-if) #

Tabnnua 111 — KomaHabl pexuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHtepdelicos, nHTep-
¢delica VLAN

3HayeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
no ymoa4YaHuro
loopback-detection enable / BK/touyaeT mexaHn3m obHapyKeHUa neTesib Ha NopTy.
-/BbIK/OYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#
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Tabnmua 112 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio

show loopback-detection OTobparkaeT cocTosaHMe mexaHn3ma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) Aasnsetca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaLUMOHHBbIMU COOBLLEHMAMM, UCMONb3YA Kagpbl cneunanbHoro d¢opmara, U
BbIBOPOYHO BK/IOYAIOT M OTK/HOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbii) STP (RSTP) ABnseTca ycoBepLIEHCTBOBAaHMEM MPOTOKoNa STP, xapakTepusyeTtcs
MEHbLUMM BpemMeHemM MpUBeAEeHMA CeTM K APEeBOBMAHOW TOMOMOTMM U MmeeT 6onee BbICOKYHO
YCTOMYMUBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetcs Hambonee coBpemeHHOlM peanusaumen STP,
noggep:kmeatowein umcnonbsosaHme VLAN. MSTP npeanonaraeT KoHdurypauuto Heobxoaumoro
KOJIMYECTBA SK3EMNASAPOB CBA3YIOWEroO AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Yncna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAP MOXET coaepKaTb Heckonbko rpynn VLAN. HegoctaTkom npoToKona
MSTP aBAsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3aumogencreyrowmx no MSTP, onKHbl 6bITb 0AMHAKOBO
CKOHOUrypupoBaHbl rpynnbl VLAN.

V MaKcMmanbHO fonycTumoe KoanyecTso aksemnasapos MSTP yKasaHo B Tabauue 9.

MexaHn3m Multiprocess STP npegHasHaveH Ans co3aaHuna He3aBncumblix aepesbes STP/RSTP/MSTP
Ha NOPTax yCTPOICTBA. M3MeHeHMA coCTOAHMA OTAENbHOIO AepeBa He OKA3bIBalOT BIMAHUA HA COCTOAHME
OPYTrvX AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTONYMBOCTb CETU U COKPATUTb BPEMSA NEepecTpoeHus aepesa
B C/lyyae OTKasoB. MMpu KOHOUIYypUpPOBaHUM credyeT UCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMUA KoJel,
MeXKAy NopTaMmn-4fieHaMn pasHbIX aepeBbeB. 19 06CNyKMBAHUA M30AMPOBAHHbIX AEPEBLEB B CUCTEME
CO34aéTcA oTAe/IbHbIA npouecc Ha Kaxaoe aepeBo. C Npoueccom COMoCTaBAAKOTCA MNOPTbl YCTPOWMCTBA,
npuMHagnexKawme gepesy.

5.15.5.1 Hacmpotlika npomokona STP, RSTP

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnnua 113 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda 3HayeHue/3HayeHue Aeilicmeue
no yMmon4aHuo

spanning-tree / Pa3spewaet ucnonb3oBaHme KOMMyTaTOpomM NpoToKkonaa STP.
- -/BKNtOYEHO
no spanning-tree 3anpeLaer MCNOAb30BAaHWE KOMMYTAaTOPOM NpoToKona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

-/RSTP

YcTaHaBAMBAET peXKMm paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — I[EEE 802.1W Rapid Spanning Tree Protocol;

- mstp — |[EEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBaAJl BPEMEHMU, 3aTPaUunBaemblii Ha MPOCAYLIKN-
BaHWeE U U3yYeHne COCTORHUI Nepes NepektoyeHnem B COCToAHMe
nepegayu.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET UHTEPBA BPEMEHUM MEXKAY Nepesadyamm LWNMPoKoBe-
LwaTenbHbIx coobuweHunit «Hello» K B3aMmoaencTayoWmMM KOMMYTa-
TOpam.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeweHo

PaspelwaeT 3awWuMTy, BbIKAHOYAKOLWY MHTEpPdEeNCc Npu NoayyeHnu
csoero BPDU.

3anpelsaeTt 3awWwuTy, BbIKAOYAOWY WHTepdelc npu NosyyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBAET BpeMA XKM3HU ceAsytolero aepesa STP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpausaet npuopuTert caasytoLero aepesa STP.
3HayeHWe npuopuTeTa A0IKHO ObITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBanBaeT meToa onpeaeneHus LeHHOCTU NyTu.
- long — 3HaueHue LeHHOCTU B gnanasoHe 1..200000000;

-/long - short — 3HaueHuMe ueHHOCTU B gMana3oHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3HaYeHMeE N0 YMONYAHMUIO.
method
spanning-tree bpdu OnpegaenseT pexxum obpaboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKoA STP.
- filtering — Ha uHTepdeice ¢ BblKAOYEHHBIM NpOTOKOAOM STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha uHTepdelice ¢ BbIKAOYEHHbIM NPOTOKO/IOM STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepesatoTca, TerMpoBaHHble — GUAbTpY-
toTCA.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOSYAHUIO.

Mpu 3aaaHumn STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinonHeHne
vl ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 114 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpelaeT paboTy npotokona STP Ha KoH$Urypupyemom uHTep-
deiice.

" T -/pa3peweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTtokona STP Ha KOHOUIYpUpyeEMOM UHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaET LLeHHOCTb NYTW Yepes AaHHbIN uHTepdeiic.
: - COSt — LEeHHOCTb NyTH.
i (1..200000000)/cm. 4 y
no spannlng-tree cost Ta6m/|u,y 96 YcTaHaBinBaeT 3Ha4yeHune, onpeagenaemoe Ha OCHOBaHUKN CKOPOCTH

nopTa U meToAa onpegeneHnsa LeHHOCTU NyTu, cMm.Tabanuy 115
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spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpUopuTeT MHTepdeiica B ceasytolem gepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

Bk/itoYaeT peum, B KOTOPOM MOPT MPU NOAHATUM HA HEM NINHKA
Cpasy CTaHOBWTCA B COCTOAHME NMepeaayu, He A0XUAAACh UCTeye-
HUA Tallmepa.

- auto — pobaBnAeT 3a4epPKKy 3 CeKyHAbI Nepes Nepexofom B co-
CTOAHWE Nepeaayn.

BbIKNOYaeT peXxmMm MOMEHTaNbHOrO nepexosa B COCTOAHME nepe-
a4 NO NOAHATUIO KZIMHKa».

spanning-tree guard root

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BKAtoyaeT 3awmTy «KKOPHA» ANA BCex CBA3YLWMX aepesbeB STP Bbl-
6paHHoro nopra.

- root — 3anpeLaet uHTepdeiicy H6biTb KOPHEBLIM NOPTOM KOMMY-
TaTopa.

Mcnonbayet rnobasbHy0 HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}
no spanning-tree bpduguard

-/BbIK/IIOYEHO

Pa3peluaeT 3aWwuTy, BbIK/IOYalOLLYIO0 MHTepdEeNC Npy Npuéme nake-
To8 BPDU.

3anpeLaeT 3aWmTy, BbIK/HOYaoLLY0 HTepdelic Npu Npuéme nake-
TO08B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna gynnekcHoro
nopTa «TOYKA-TOYKa»,
A4 NONyAYNAEKCHOro

— «pPa3BEeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepepatolee coctosiHne u onpe-
Aenaet Tmn ceA3n ANnAa Bbl6paHHOrO nopta:

- point-to-point — To4uKa-TOuKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpeaennet pexxnm obpaboTkn naketos BPDU-uHTepdeiicom, Ha
KOTOPOM BblIK/IlO4eH NpoToKoA STP.

- filtering — Ha wHTepdeiice ¢ BbIKNOYEHHBIM NpOTOKonom STP
BPDU nakeTbl GUNbTPYOTCA;

- flooding — Ha uHTepdeice ¢ BbIKNOYEHHbIM NpPOTOKoAOM STP
HeTerMpoBaHHble BPDU-nakeTbl nepeparoTca, TErmpoBaHHble —
dunbTpytoTca.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOSIYAHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, C KOTOpbIM OTNPABAAIOTCA U NPUHUMAIOTCA
BPDU.

- dotld — otnpasnatoTca u npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnsaTca U npuHMmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢narom TCN paspe-
weH

3anpewaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c pnarom TCN.

Tabnumua 115 — LleHHOCTb NyTK, YCTaHOB/IEHHAA MO YMOJIYaHUIo (spanning-tree cost)

Unmepdpeiic Memoo onpedeneHus yeHHocmu nymu

Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1

v

Ona nntepdeiicos Port-channel HayanbHaa cTOoMMOCTb onpegensaeTca CTOMMOCTbIO NEPBOro
JIMHKa, Bowepuero B coctas Port-channel. Npu f06aBneHMU aKTUBHbIX IMHKOB, HaYyabHanA

ctonmocTtb Port-channel genutca Ha ux Konunuecrso.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPoKK perkmma Privileged EXEC:

console#
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Tabnuua 116 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

lNoka3biBaeT cocTosiHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoApo6HY MHGOPMALMIO O HACTPOWKaX MPOTOKOA
STP, uHpopmaumto 06 aKTUBHbBIX MK 3a610KMPOBAHHbIX NOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MepesanyckaeT npoL.ecc MMrpauyumn NPoToKkoa. 3aHOBO NPOUCXO-
OMWT nepecyét aepesa STP.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 117 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3sbliBaeT perkum 06paboTkun naketos BPDU Ha uHTepdericax.

5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #

Tabnunua 118 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3spelsaet ucnonb3oBaHme KOMMyTaTOpom NpoTokona STP.

- -/paspelseHo
no spanning-tree 3anpeLyaeT UCNOb30BaHWE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBaeT 3Ha4YeHUe N0 YMOMHAHMIO.
spanning-tree pathcost YcTaHaBAMBaeT MeToA onpeseneHns LLeHHOCTU NyTy.
method {long | short} -/long - long — 3HaueHuWe LeHHOCTU B AManasoHe 1..200000000;

- short — 3HauyeHMe ueHHOCTM B AnanasoHe 1..65535.

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx,
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no spanning-tree pathcost
method

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT MNpPUOPUTET ANA AAHHOTO KOMMyTaTopa nepep,
OCTaNbHbIMW, UCNONb3YIOLWMMM 06LWMIA 3K3emnnap MSTP.

- instance_id —3k3emnnsp MST;

- priority — npuopuTeT KOMMyTaTOpPa.

V 3HaueHuMe npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBAET MaKCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ona naketa BPDU, Heobxoaumbix gns GopmMupoBaHUA aepesBa U
yaepKaHua nHGopmaLmm o ero cTpoeHun. Ecv nakeT yxke npowen
MaKCMMa/IbHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB, TO HA Cleayto-
LLLeM y4yacTKe OH OTbpacbiBaeTcs.

- hop_count — maKkcMmanbHOE KOMYECTBO TPAH3UTHbLIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHGurypaumm npotokona MSTP:

console# configure
(config) # spanning-tree mst configuration
(config-mst) #

console
console

Tabnnua 119 — KomaHab! perkmuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MeXAy dK3eMnaapom npotokona MSTP wm
rpynnamu VLAN.

- instance-id — naeHTudUKaTOp 3K3emnasapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MEXKAY 3K3emnaapom npotokona MSTP un

vlan_range rpynnamm VLAN.

name string 3apaet uma KoHourypaumm MST.
string: (1..32) cumBona | - string —vuma KoHoUrypaumm MST.

no name Ypanser uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeTt Homep peBu3nK KoHbUrypaumm MST.
- value — Homep peBn3nmn KoHdUrypauum MST.

YcTaHaBAMBaET 3HayeHue No ymonyauutio (value).

show {current | pending}

MoKa3sblBaeT TeKyLLyto (current) nnbo oxugatowwyto (pending) KoH-
durypauuio MST.

exit ) Bbixoa, 3 pexxmma KoHdurypauum npotokona MSTP c coxpaHe-
HUeM KOHPUrypaumm.
abort Bbixog, U3 pexknma KoHPUrypaumm npotokona MSTP 6e3 coxpaHe-

HUA KOHOUrypauuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 120 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3almTa BbIK/IOYEHa

BKAtouvaeT 3awmTy «KKOPHA» ANA BCex CBA3YLWMX aepesbeB STP Bbl-
6paHHOro nopta. [aHHan 3awuTta 3anpewaet uHTepdeicy bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaeT 3HaYeHNe No YMOIYAHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3almTa BbIK/IOYEHa

BKAtoyaeT 3aMTy «KKOPHA» YKa3aHHOro sksemnaapa MSTP ana Bbl-
6bpaHHOro MHTepdeinca. [JaHHaa 3awuTa 3anpelaeT nHTepdeicy
6bITb KOPHEBLIM MOPTOM KOMMYTaTOPAa.

- instance-id — naeHTuduKaTop sk3emnaspa npotokona MSTP.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaEeT NpuoputeT nHTepdeiica B aksemnasape MSTP.
- instance-id — naeHTudUKaTOp 3K3emnaapa npotokona MSTP;
- priority — npuopuTteT nHTepdeiica.

V 3HaueHuMe NpUoOpUTETa J,ONMNKHO bbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaET LLEHHOCTb NyTH Yepe3 BblOpaHHbIN MHTepdenc ana
onpeaeneHHOro sksemnasapa npotokoaa MSTP.

- instance-id — naeHTUdUKaTOp 3K3emnaapa Nnpotokona MSTP;

- COSt — LLeHHOCTb NyTU.

YcTaHaBMBaEeT 3HaYeHUe, onpeaensiemoe Ha OCHOBAHWUM CKOPOCTU
nopTa U MeToZa OnpeaeeHns LEHHOCTU NyTw.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBAET NpUOPUTET UHTepdelica B KOPHEBOM CBA3YIOLWEM
pepese MSTP.

V 3HaueHue NpuopuUTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpewaet npvem BPDU c pnarom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 121 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

MNMokasbiBaeT KoHOUrypauuto npoTokoaa STP.
- instance_id — vaeHTuduKaTOp sK3emnasapa npotokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

MoKasbiBaeT NoApobHYIO MHPOPMALMIO O HACTPOMKe MPOTOKO/A
STP, nHpopmauuio 06 akTUBHbBIX MK 3aBNOKMPOBAHHbBIX NOPTaX.

- active — npocmoTp MHPopmaLmm 06 akTUBHbIX NOpTax;

- blockedports — npocmoTp MHbOopmMmaL MM 0 3a610KMPOBAHHBIX MOP-
Tax;

- instance_id — vaeHTuduKaTOp 3K3emnasapa npotokona MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMALMIO O CKOHUTYPUPOBAHHbBIX IK3eMNAApax
MSTP.
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clear spanning-tree MepesanyckaeT NpoLEecc MUrpaLmMn NPoToKoaa. 3aHOBO NPOUCXO-
detected-protocols interface gi_port: (1..8/0/1..48); | auT npocyét pepesa STP.

{gigabitethernet gi_port | te_port: (1..8/0/1..48);

tengigabitethernet te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128)

hu_port | port-channel group}

[pumepbl 8b1M0AHEHUA KOMAHO

BkntounTtb nogaepKKy npotokona STP, ycTaHOBUTL 3HaYeHWe NnpuopuTeTa ceasytowero gepesa RSTP —
12288, nntepsan forward-time — 20 ceKyHA, UHTEPBA/1 BPEMEHU MEKAY NepesadyaMm LWMPOKoBe-
WwaTenbHbIX coobueHnin «Hello» — 5 cekyHa, Bpema XU3HU cBA3ylowero aepesa — 38 cekyHa. Mo-

Ka3aTb KOHUrypaumo npotokona STP:

console (config) # spanning-tree

console (config)# spanning-tree mode rstp
console (config)# spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pasHoBMAaHOCTe NPOToKoa Spanning
Tree, pacwuparowan ¢yHKUMOHaNbHOCcTb STP ana ncnonb3osaHuAa B oTaenbHbix VLAN. MpumeHeHune
[AHHOro NPOTOKOo/1a No3BoseT B Kaxkaom VLAN co3aaTb OTAe bHbIN 3Kk3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (bbicTpbiit) PVSTP+ (RPVSTP+) sBnsAeTcsa ycoBepLleHCTBOBaHMEM NpoToKkona PVSTP+, xapakTe-
pU3yeTcA MeHbLLIMM BpEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TONOAOTMN N nMmeeT Bonee BbICOKYHO

YCTOMYNBOCTb.
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A ELTEX

Bcero nogaepaHo 65 PVST/RPVST-uHctaHca. Npu 3Tom Hynesoi ucnonb3yerca ana Bcex
VLAN, B KOTOpbIX oTKAloueH PVST/RPVST. Kaxxaomy VLAN c BkntoueHHbIMm PVST/RPVST co-
oTBeTcTByeT oauH PVST/RPVST MHCTaHC.

.‘

MopTbl, Ha KOTOPbIX aKTUBHbI 65 1 6onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpYIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacumtaTtb
Konuyectso ucnonbsyembix VLAN Ha KonbLeBbIX NOpTax Kommytatopa. Ecam aaHHoe 3Ha-
yeHue npesbiwaeT 64, TO NepPBOHaYaNIbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoii "no spanning-tree vlan <VLAN ID>".

.‘

Mpwu BkAOUEeHHOM pexume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cay4yasx, Korga B Ko/sblie MCNONb3YHOTCA KOMMYTATOPbl € Koanye-
cteom PVST/RPVST VLAN, npesbiwaouwem 64, cnegyet paclwumputb AMmuTtbl 06paboTkm
PVST bpdu-tpaduka Ha CPU. [ina atoro ucnonb3yercA KomaHaa "service cpu-rate-limits
other-bpdu 1024".

.‘

Ecnu B npouecce 3Kcnyataunmn noHagoburca yépatb VLAN ns PVST/RPVST-UHCTaHCOB U A0-
6aBUTb HOBblE, HYXKHO NPOU3BECTU Ceaylome AeACTBUA:

1) OTknounTb STP B HeHyXKHbiXx VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM pexkume KOHGUrypupoBaHUa);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMme KOHUrypupoBaHusa).

.~

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnuua 122 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

3HayeHue/3HayeHue

KomaHda

no ymosn4aHurw

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOJIYGHMIO BCE MHCTAHCbI
BKJIIOHEHbI

BkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTkntoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaeT MHTepPBaa BPeMeHMU, 3aTpaunBaemMblii Ha Npocy-
LWMBaHUE U U3yYEHUNE COCTOAHUM Nepes NepeKkItoYeHemM B CO-
CToAHWe Nepegayun onAa ykasaHHbix VLAN.
Tailimepbl £,0/13KHbI COOTBETCTBOBATb C/leAylo-
V weit popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaeT UHTEPBAN BPEMEHN MeXAy nepejavyamu WKUPO-
KoBelaTeNbHbIX coobleHnii «Hello» K B3aumogzencTayowmm
KOMMYyTaTopam AnA yKasaHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaET BpemsA KU3HW cBasytowero gepesa STP gna yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

Hactpansaet npuoputet ceasytowero gaepesa STP.
V 3HauyeHue BbibUpaeTca U3 AManasoHa C LWa-
rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnunua 123 — KomaHgbl pexkuma KoHdurypaumm nutepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
o0 ymMon4aHuto

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaEeT LEHHOCTb NyTU Yyepe3 AaHHbIM MHTepdenc ana
yKaszaHHbIX VLAN.
- cOSt — UEeHHOCTb NyTw.

YcTaHaBAMBaeT 3HaYeHue, onpeaenaemoe Ha OCHOBaHUM CKOPO-
CTW NopTa U MeToZa onpegeneHuns LLeHHOCTU NyTU ONA yKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBaeT NpUopuTeT MHTepdeica B KOPHEBOM CBA3YHOLLEM
pepese STP.
V 3HaueHue BbibMpaeTca M3 gMana3oHa C wWwa-
rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npviem BPDU c ¢pnarom
TCN pa3spelueH;
vlan_list: (1..4094)

3anpeuwaet npuem BPDU c dnarom TCN gns ykasaHHbIX VLAN.

Paspewaet npvem BPDU ¢ dpnarom TCN gna yKasaHHbIx VLAN.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoBbIWEHNA YCTOMYMBOCTH
N HaJEeXHOCTU CeTU nepefayun AaHHbIX, UMeIOLLEN KOJIbLEBYHO TOMOJIOTUIO, 33 CYET CHUMMKEHWUA BPEMEHMU
BOCCTAHOBJ/IEHMA CEeTM B C/ay4yae aBapun. Bpema BoccTaHOBNeHWA He npeBbiwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPEMEHW NEPECTPOIKM CETU MPU UCMOIb30BaHUM NPOTOKO/I0B CEMEICTBA Spanning

tree.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 124 — KomaHabl perknuma riobanbHoM KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

erps

no erps

-/BbIKNIOYEHO

Paspewaet paboty npotokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpol byaeT nepeaaBaTbcs Cy*KebHaa MHbopmaLuma 1 ne-
pexos B pexxunm KoHdUrypauum KonbLa.

- vlan_id — Homep R-APS VLAN.

Ypanenune ERPS-Konbua ¢ ngeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bua 3anpoca KOMaHAHOM CTPOKU B peXnume KoHPUrypaumm KosbLa:

console (config-erps) #

Tabnnua 125 — KomaHab! perknma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[No6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inanasoH VLAN mMoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 MW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnmcka s3awmuweHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaaneHums.

port {west | east}{
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

no port {west | east}

Bbibop west (east)-nopTa KommyTaToOpa, BKAOYEHHOTO B
KONbLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

-/no rpl

no rpl

Bbibop RPL-nopTa KoMMyTaTOpa M €ro poau.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KOMMmyTaTop byaer ABnsaTbca Bnagenouem RPL-
nopTa;

- neighbor — kKommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-nopra.

YpaneHve RPL-nopTta KommyTtaTtopa.

level level

level: (0..7)/1

no level

HacTpoiika ypoBHs coobuweHun R-APS. Heobxogumo ans
NpoXoXKaeHusa coobuweHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne QyHKUMOHNPOBAHUA KObLa.

BbikntoueHne GYHKLUMOHMPOBAHWUA KObLA.

version version

version: (1..2)/2

no version

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHnA no YMO4YaHUIO.

sub-ring vlan vian_id

vlan_id:(1..4094)

no sub-ring vlan vian_id

YKasaHue nofKonbLa AN9 AAaHHOTO KoAblia.
- vlan_id —Homep VLAN.

YaaneHve noAaKkonbLA.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHANA 04MCTKM MAC-Tabaunubl B OCHOB-
HOe KOJbLLO MPpU NepecTpoeHnn NoaKoAbLaA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnmn NoAKOAbLa.

timer guard value

value:(10..2000) mc,

no timer guard

KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

no timer holdoff

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTaTopa Ha us-
MeHeHWe B COCTOAHUN. BmecTo peaKuun Ha cobbiTue BKItOYa-
eTcA Taimep, NO UCTEYEHUM KOTOPOro KOMMYyTaTop MHPOp-
MUpPYET O CBOEM COCTOAHMU. MpeagHasHa4YeH AnA yMeHblue-
HUA ¢yaa nakeTos Npu GaannuHre NOpTos.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.
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timer wtr value

no timer wtr

value:(1..12) M1H/5 MUH

YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonbsyetrca ansa
nNpefoTBPALLEHNA YACTbIX 3aWMUTHBIX NEPEKNOYEHUN U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alMUTHOTO NEPEKYEHMA KobLa, Npu

-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.
no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.
switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-
east} -/no 610KnpoBaHue east (west).
no switch manual OTmeHa py4yHoW 61OKMPOBKU.
abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 126 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMon4YaHuo

KomaHoa

3anpoc nHdpopmaumm 06 obuem coctosHun ERPS nam cocrto-
AHWM YKa3aHHOTro KoAbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKUMel npoTtokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHbopmaums, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOMKET ObITb 3aMpoLUeHa yNPaBAAtoLWLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHMM COOpPaHHOM MHPOPMALMK, HA YNPABASIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOIOMUS CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NapaMeTpoB, TaK U ONUMOHA/IbHbIX,
TaKUX KaK:

—  WMSA YCTPOMCTBA M €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHoopmauusa o MAC/PHY;

- utA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 127 — KomaHabl pexknma rnobanbHoM KoOHGUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
no ymon4YaHuro
lidp run /paspelero Pa3spelaet KOmmyTaTOpy MCNOAb30BaHMe NpoToKkona LLDP.
no lidp run pasp 3anpeLaeT KOMMYTaTOPY UCNOAb30BaHWe NpoToKoa LLDP.

Onpegenser, Kak 4acTo yCTPOMCTBO ByaeT oTnpasaATb 06HOBEHME
nHbopmaumm LLDP.

lidp ti d
p timer seconds seconds: (5..32768)/30

cek

no lidp timer YcTaHaB/AMBAET 3HAYEHUE MO YMOIYAHMUIO.
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lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeMYMHY BPEMEHW ANA NPUHMMAIOLLErO YCTPOCTBA, B Te-
YeHWe KOTOPOro HYXKHO yAep»Knsatb NpMHUMaemble naketbl LLDP
nepes ux cbpocom.

[aHHaa BeAnYmMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems *Ku3Hu LLDP na-
KeToB paccumTbiBaeTtca no ¢opmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaatb nepes
NoBTOPHOW UHULManu3aunei LLDP.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolumm nepegadvamm
naketos LLDP, MHULMMPOBAHHbIMU U3MEHEHUAMMU 3HAYEHUN WU
cTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.
V PeKkomeHayetca, uTo6bl JaHHAA 3ajaepkKa 6bina
MeHbLue, Yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneTt pexum obpaboTkm naketosB LLDP, Koraa npoTokon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yKa3sbiBaeT, uto LLDP-nakeTbl GUALTPYIOTCA, €CAN NPO-
TOKOJ LLDP BbIKk/IlOYEH HAa KOMMYTaTOpE;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl nepeaatoTcs, eCam npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYTATOpe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAuBaeT uncno nosTopeHunin PDU LLDP ana 6bicTporo 3a-
nycka, onpeaenaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
JINTUKA YCTPOMCTBA). [laHHbIM NapameTp ABAAETCA ONLMOHANbHbIM
ONA pacwmpeHma npotokosa LLDP MED.
- number — nopsaAKoBbIN Homep nNpasuaa network policy;
- application — rnaBHaa pyHKUMA, onpeseneHHan Ans AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ans gaHHoro npasuna;
-tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NPaBUIOM.
- priority — npuopuTeT AaHHOIO Npasuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuio KommyTaTop byaer
oTtnpasnatb napametp DSCP 0.
V U3meHeHHne network-policy BO3mMOXHO TO/IbKO no-
cne CHATUA NONUTUKU CO BCeX MHTepdeiicos, rae
OHA NPUMEHeHa.

Ypansaet co3gaHHoe npasuio ansa napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YcraHaBnauBaeTt MaKCUMaNbHYO CKOPOCTb Nepegayu yBe,a,omneHmﬁ
LLDP.

- seconds — nepunoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
XKEeT OTNPaBUTb He 6onee O4HOro yseaoMNIeHUA.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdericos Ethernet:

console (config-if)#
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Tabnuua 128 — KomaHap! pexxmma KoHopurypaumnm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuto paspeLueHo
MCNonb30BaHWe B 060mX
HanpasaeHUAX.

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha wHTep-
deiice.

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

PaspelwaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeTos no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMOYaHMIO
onuMoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpegensieT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAtOYEHbI YCTPOMCTBOM B nNepeaaBaemblit LLDP-
naker.

B KOMaHAY MOHO BK/IOYMTb OT OAHOFO A0 NATU ONLUMOHA/IbHBIX
TLV.

TLV 802.3-power-via-mdi gocTynHa To/IbKO Ha ycTpoii-
CTBaxX C NoaAepKKoi PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuo
onuMoHanbHble TLV He
BKJ/IHOYEHbI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHbI
YCTPOMCTBOM B nepegasaembliii LLDP-nakeT:

- pvid — PVID nHTepdelica;

- ppvid — go6asuTb/yganuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — n06aBuTb/yaanunTb onpeaesieHHbIN NPOTOKOI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasnsowmii agpec
onpegenserca
aBTOMATUYECKM.

OnpegenseT ynpasBnaowWwmMin agpec, obbABNEHHbIN Ha WHTep-
deiice.
- ip_address — 3apaetca cTaTnyeckuit IP-agpec;
- none — yKa3blBaeT, YTo afpec He 06bABEH;
- automatic — yKasblBaeT, 4TO cMCTeMa aBTOMATUYECKM BbIbBMpaeT
ynpaBnstoLWwmii agpec n3 scex IP-agpecos kKommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
ynpaBAsoLWmMiA agpec, U3 CKOHOUTYPUPOBAHHBIX a4PecoB 3a4aH-
HOro uHTepodelica.
Ecnam nHTtepodelic ethernet unm nHtepdelic rpynnel NopToB Npu-
HagnexaT VLAN, To gaHHbit agpec VLAN He ByaeT BKAOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX a4pecos.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6UpaeT HayanbHbIl IP-agpec U3 agnanasoHa AuHa-
V muueckux IP-apgpecos. Ecnn guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEMA Bbl6MpaeT HayanbHbIi IP-aa-
pec u3s guanasoHa BO3MOXHbIX cratuyeckux IP-agpe-
COB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio OTNpaBKa
yBefomaeHnin LLDP
3anpeLueHa.

PaspeluaeT/3anpellaeT oTNpaBKy yBegomaeHni LLDP Ha nHTep-
deiice.

- enable — paspewwaer;

- disable — 3anpewaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnosb3oBaHWe paclimpeHua npotokona LLDP MED.

no lldp med network-policy

location, B KOMaHAy MOXKHO BKAHOUMTb OT OAHOMO A0 TPexX ChneLmanbHbIX
inventory)/3anpelyeHo TLV.
MUCNONb30BaHUe
pacwmpeHna NpoToKkona
LLDP MED.
lldp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuno;
number: (1-32) - remove — yaanaeT npasuio;

- humber — HoMep NpaBuAa.

Ypanset npasuao network-policy ¢ faHHOro nHTepdeiica.

168 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/10KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPANHAT;

- civic_address_data — agMUHUCTPATUBHbIV aApec YyCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspeluaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | M3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3peluaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaet oTnpaBKy yBeOMAEHUA.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

%
%

nopT rpynnbl.

MakeTtbl LLDP, npuHATble Yyepe3 rpynny nopros, 3anoOMWHAIOTCA UHAUBUAYANIbHO MOPTaMMU
rpynnbl, NPUHABWMMMK coobuieHun. LLDP oTtnpaBnaeT pas/inuHble cOO6BWEHUA Ha KaXKAbIA

Pa6oTa npotokona LLDP He 3aBUCUT OT COCTOAHMA NPOTOKoaa STP Ha nopty, nakeTtbl LLDP or-
NPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo1I0M STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbKO B C/yvae, eciv OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 129 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWUCTB U
HaYMHaeT HOBbIM LMKA 06MeHa NakeTamu no npotokony LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-koHdUrypauumn scex GpuU3MYeckmx uHTepdelicos
yCTponcTBa Mb0 3a4aHHbIX MHTEPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT KoOHbUrypaunmu pacwmpeHma npotokona LLDP — MED
4nA Bcex pusnyeckunx nHTepdeicos nnMbo 3agaHHbIX MHTEpPdeicos.
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show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPY aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNMokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Moka3biBaeT MHGOPMALMIO O COCEHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTokon LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTUCcTMKy LLDP.

[pumepbl 8b1M0AHEHUS KOMAHO

YcraHosuTb ans noprta tel/0/10 cneaytowme tlv-nons: port-description, system-name, system-description.
[ns paHHoro uHtepdeiica fobasutb ynpasaawowmin agpec 10.10.10.70.

console (config)# configure

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc

(

console (config)# interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1ldp management-address 10.10.10.70

MocmoTpeTb KoHUurypaumio LLDP:

console# show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds

Hold Multiplier: 4
Reinit delay: 4 Seconds
Tx delay: 2 Seconds

LLDP packets handling: Filtering
Chassis ID: mac-address

Notifications Interval: 5 Seconds

Port State Optional TLVs
tel/0/7 Rx and Tx SN, SC
tel/0/8 Rx and Tx SN, SC
tel/0/9 Rx and Tx SN, SC
tel/0/10 Rx and Tx PD, SD

Address Notifications
None Disabled
None Disabled
None Disabled

10.10.10.70 Disabled

170 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tabnnua 130 — OnucaHne pesynbTaTos

lMone OnucaHue
Timer OnpegenseT, Kak 4acTo ycTpoicTBo waeT LLDP-o6HOBAEHMA.
OnpeaensieT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHMmMatowero ycTpoicTea, B
Hold Multiplier TEeYEHNE KOTOPOTO HYXKHO YAEpPKMBaTb NPUHMMaeMble nakeTbl LLDP nepea nx copocom:
TTL = Timer * Hold Multiplier.
Reinit dela Onpefenser MMHUMaAbHOE BPEMSA, B TEUEHME KOTOPOro NopT ByAeT oXKnaaTb nepes,
¥ nocbinkol cnegytoutero LLDP-coobueHums.
Tx dela OnpegendaeT 3a4epXKKYy mexay nocneayrowmmmn nepegadyamm LLDP-kagpos, MHULMKMPO-
¥ BaHHbIX U3MEHEHMAMM 3HAYEHUI IMbO cTaTyca.
Port Homep nopTa.
State Pexxum paboTbl nopTa Ana npotokona LLDP.

Optional TLVs

TLV-onuum, KoTopble nepeaatoTca
Bo3MOXHble 3HaYeHuA:

PD — OnuncaHue nopra;

SN — CuctemHoe nms;

SD — OnucaHume cuctemsl;

SC — BO3MOHOCTU CUCTEMDI.

Address

Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabanuya 131 — OnucaHue pesyanbTaTos
Mone OnucaHue
Port Homep nopTa.
Device ID Nmsa nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTMdMKaTOp NopTa coceaHero ycTpomncTaa.
System name CucTeMHoe MMs YCTPOMCTBA.
Capabilities [aHHoe none onucbiBaeT TN YCTPOMCTBA:
B — Mocr (Bridge);
R — MapuwpyTtunsatop (Router);
W — Touka goctyna WI-FI (WLAN Access Point);
T—-TenedoH (Telephone);
D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicteo (Host);
r — NosTopuTens (Repeater);
O — Tun HeunsBecTteH (Other).
System description OnucaHue cocegHero ycTponcTea.
Port description OnucaHue nopTa coCeaHero ycTpomncTaea.
Management address Aapec ynpaBaeHus yCcTpoiCcTBOM.
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Auto-negotiation
support

OnpegendeT, NnogAepK1MBaeTca M aBTOMATUYECKOe onpeaesieHne pexmma nopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUYECKOTO ONpeaeNeHNs pemuma

nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT peMmbl, noaaeprkmpaemble GYHKUMEN aBTOMATUYECKOrO onpeaeneHns

nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoWcTea.

5.15.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUUKN ypOBHA
KaHana nepefayy OaHHbIX NPeacTaBAAloT cobol NMPOTOKOA MOHWUTOPWUHIA COCTOSHWMA KaHana. B atom
NpoToKo/e AnsA nepeaadn MHPOpPMaLMKM O COCTOSHUM KaHana MexXay HernocpeacTBeHHO NOoAKAOYEHHbIMU
ycTpoiictBamu Ethernet mcnonb3ayiotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa
OO/MKHbI NoAAepKMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdericos Ethernet:

console (config-if)#

Tabnvua 132 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

ethernet oam

Bkntountb noaaeprkky Ethernet OAM Ha nopry.

no ethernet oam link-
monitor supported

—/oTKntoYeHo
no ethernet oam / OtkntounTb Ethernet OAM Ha KoHUryprpyemom nopry.
ethernet oam link-monitor BKntounTb noagepKKy «link-monitor».
supported
PP —/OTKAOYEHO

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHUIO.

frame threshold count

ethernet oam link-monitor

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YCTaHOBUTbL MOPOr KOAMYecTBa OWMBOK 3a yKasaHHbIM nepuos,
(nepuopg, yctaHaBAnBaetca komaHaon ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

frame window window

ethernet oam link-monitor

window: (10..600)/100

no ethernet oam

link-monitor frame window

mcC

YCTaHOBWUTbL BPEMEHHOM MPOMENKYTOK A1A noacyeTa KoanyecTsa
ownboK.

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.

frame-period threshold
count

ethernet oam link-monitor

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1

YctaHoBUTL nopor Ans  cobbitna  «frame-period» (nepuog
yCcTaHaB/uBaeTca KomaHgol ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIo.

frame-period window
window

ethernet oam link-monitor

window:

no ethernet oam
link-monitor frame-period
window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOMN MPOMEXKYTOK ana cobbitma «frame-
period» (B kKagpax).

BoccTtaHOBUTL 3HaYeHMe no YMOANYaHUIO.

frame-seconds threshold
count

ethernet oam link-monitor

count: (1..900)/1

YcTaHoBWUTb nopor ana cobbitua  «frame-period» (nepuop,
ycTaHaBnuBaeTtca KomaHgoi ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam
link-monitor frame-
seconds threshold

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

window:

no ethernet oam
link-monitor frame-
seconds window

(100..9000)/100 mc

YCTaHOBWUTb BpPEMEHHOM MPOMEKYTOK ana cobbitma «frame-
period».

BoccTtaHOBUTb 3HaYEHWE NO YMOSYAHMUIO.

ethernet oam mode {active
| passive}

YcTaHOBUTb pexxkum paboTbl npoTokona OAM:
- active — KommyTaTOp NocTosHHO oTnpasasetr OAMPDU;

—/active - passive — KOMMyTaTop HaunHaeT oTnpasnaTb OAMPDU TonbKo
npu Haanunum OAMPDU co BCTPeYHOM CTOPOHbI.
no ethernet oam mode BoCCTaHOBWTL 3HaYEHME MO YMOYAHMIO.
ethernet-oam remote- BKAounTb NoanepKKy M 06paboTky cobbiTnin «remote-failure».
failure
—/BKNOYEHO
no ethernet oam BoccTaHOBUTL 3HaUYEHWE N0 YMOYAHUIO.
remote-failure
ethernet oam BkntounTtb nopaepKy GyHKUMM 3aBopoTa TpaduKa.
remote-loopback
supported —/oTKAO4YEHO
no ethernet oam BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
remote-loopback
supported
ethernet oam uni- Bkntounte PyHKUMIO OBHapyXeHUs OoAHOHANpPaBAEHHbIX CBA3eN
directional detection Ha 6a3e npoToKona Ethernet OAM.
no ethernet oam —/oTkniodeHo BoccTaHOBWTL 3HaUYeHWE MO YMOYAHUIO.
uni-directional detection
ethernet oam uni- OnpenenvTb peakuuMilo KOMMyTaTopa Ha OAHOHAaMNpPaBNEHHYHO
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
| - error-disable — nepesog nopta B coctosiHue «error-disable», 3a-
—/log nuUcb B XypHan n otnpaska SNMP trap.
no ethernet oam BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.
uni-directional detection
action
ethernet oam uni- BKNOUNTL arpeccuBHbIN pexum onpeaeneHns ogHOHanpaB/eH-
directional detection HOW cBA3K. Ecam OT cocefiHero ycTpoicTBa NepecTatoT NPpUXoanTb
agressive Ethernet OAM-coobuweHns — NMHK MOMeYaeTcs Kak O4HOHanpas-
—/oTK/I04EeHO NIEHHbIN.

no ethernet oam
uni-directional detection
aggressive

BoccTtaHOBUTL 3HaYeHWE N0 YMOYAHMUIO.

ethernet oam uni-
directional detection
discovery-time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWTb BPEMEHHOW MHTEPBAs AJ/1A ONpeaesieHuns TUna Cessm
Ha nopry.

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIo.

KomaHObi pexcuma privileged EXEC

Bce KOomaHAbl AOCTYMNHbI ANA NPUBUAETMPOBAHHOrO nonb3osaTtena. Bug 3anpoca KOMaH,EI,HOﬁ

console#

CTPOKMU pexknma privileged EXEC:

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 173
MES5310-48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tabnunua 133 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeilicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Oumnctutb cTaTucTMKy Ethernet OAM pnsa ykasaHHOroO WHTep-
delica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb cocTosHMe npotokona Ethernet OAM pnsa ykasaH-
HOro nHTepodeiica.

show ethernet oam
statistics [interface
{gigabitethernet gi port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pPa3unTb CTaTUCTUKY 0OMEHA NPOTOKONbHBIMK COOBLLLEHNAMM
[OJ/19 YKa3aHHOTo UHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTo6pa3uTb HacTponku Ethernet OAM ana ykasaHHOro UHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6Pa3nTb COCTOSHME MEXaHU3Ma ONpeseNeHns OfHOHanpas-
JIEHHbIX CBA3EN AN1A YKa3aHHOro nHtepdeiica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/ocTaHoOBKa yAaneHHOW NeTAuM AN YKa3aHHOro WHTep-
deica.

[Mpumepbl 8bINOAHEHUA KOMAHO

OT06pasnTb cocToaHMe NPOTOKONA ANA nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1,/0/3

Local client

tengigabitethernet 1/0/3

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
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Remote loopback:
MIB retrieval:
Mtu size:

Port status:

Loopback status:

PDU revision:
Remote client

MAC address: a8:

Vendor (oui) : a8

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

supported
not supported
1500

Operational status:

operational
no loopback
3

£9:4b:0c:00:03
f9 4b

Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.15.9 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pe3epBUpOBaHUA, NpeaHasHaYeHHasa Ans obecneyeHna HageKHOCTU KaHana
nepefaun gaHHbix. B cBaske flex-link moryt HaxoguTbecs uHTepdelicbl Ethernet u Port-channel. OguH u3
3TUX UHTePENCcOB HAXOANUTCA B 3a6/10KMPOBAHHOM COCTOSIHUM M HauyMHAET NponyckaTb TpaduK TONbKO B
c/nyyae aBapum Ha BTOpOM UHTepddelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdgelica 2pynmnel Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B peMme KOHOUrypupoBaHua uHTepdeica Ethernet,
nMHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabanua 134 — KomaHabl pexxnma KoHpurypuposaHus nHtepoelica Ethernet, rpynnsi noptos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port:

no flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

(1..8/0/1..120);
hu_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHayaeT BbIGPAHHOMY MHTep-
delicy ponb backup-nHtepdeiica B flex-link nape.

Bobikntovaert flex-link Ha nHTepdelice n yaanaer BblbpaHHbI UHTEP-
deic us flex-link napol.

flex-link preemption mode
[forced | bandwidth| off]

3afaeT aenicTene Npu NoAHATMM UHTepdelica, yyactaytowero Bo flex-
link:

- forced — ecnu nogHaBwwMiicA nHTepdeic HaCTpoeH Kak master, To
OH CTaHeT aKTUBHbIM UHTepdelicom;

/off - bandwidth — npu nogHATUKM MHTepdeiica aKTMBHBIM CTAHET UHTEp-
delic c 6onbLuen NPONYCKHON CNOCOBHOCTLIO;
- off — nogHABLWMItCA MHTepdeic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUM.
no flex-link preemption mode Bo3BpalaeT 3HaYeHMe No YMOHaHUIO.
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flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3apaeT BpemA OT nepexosa OTK/IOYEHHOro NOpPTa B COCTOAHME «UpPY,
No NPOLLECTBUMN KOTOPOTO BbINOHAETCA AeNCTBUE, YCTAHOBNEHHOE
komaHgoli flex-link preemption mode.

- delay — nepvopa BpemeHu, B CEKYHAAX.

Bo3BpalaeT 3HavYeHMe No YMOIYaHWIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnumua 135 — KomaHap! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

show interfaces flex-link
[detailed] {gigabitethernet
gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel port-
channel}

gi_port: (1..8/0/1..48);
te_port:
(1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
port_channel: (1..48)

MNokasbiBaeT KoHbUrypauuto dpyHkumm flex-link.

5.15.10 Hacmpoliika ¢pyHKyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuua Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy:KebHble nakeTbl
pasnuuHbix L2-npoTokonoe (PDU) uepes ceTb npoBaigepa, YTO MO3BOAAET MNPO3PayHO CBA3ATb

KNMEeHTCKne cermeHTbl CeTu.

L2PT nHkancynmpyet PDU Ha nHTepdeice KommyTaTopa, rpaHunyallero ¢ obopyaosaHMem, Kagapbl
KOTOPOro He0HX0AMMO MHKANCYIMPOBATb, U NepesaeT UX Ha APYroi TaKoM e KOMMYTaTop, KOTOpPbIn
OXXMAAeT MHKaANCyNMpoBaHHbIe Kagpbl, a 3aTem AeKkancyaupyeT MX. 3TO NO3BOAAET NONb30BaTENAM
nepefasaTb MHPOPMaUMIO 2-TO YPOBHA 4Yepe3 ceTb nposangepa. KommyTtatopbl npepoctaBnatoT
BO3MOXHOCTb MHKAMCY/IMPOBaTb CNy*KebHble NakeTbl NnpoTokosos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu BkAoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C u D 6yayT o6beanHeHbl B 04HO
cBA3ylolLee AepeBo, HECMOTPA Ha TO, YUTO KOMMYTATOp A He cOeAUHEH HanpPAMY0 C KOMMmyTaTopamu B,
C n D. UHPopmauma 06 nameHeHUM TONONAOTMN CETU MOXKET BbITb NepesaHa CKBO3b CETb NpoBaiaepa.
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Cetb
npoBangepa

[ [eou] ]

Switch 2

PucyHok 98 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
MHKancynauma:

1. Bce L2 PDU nepexsaTbiBatoTca Ha CPU.

2. Moacuctema L2PT onpepenser L2-npoToOKO/, KOTOPOMY COOTBETCTBYET NMpuHATbIN PDU, n
NnpoBepseT, BKAOYEHA M Ha NOPTY, C KOToporo npuHAT 3ToT PDU, HacTpolika 12protocol-
tunnel gna gaHHoro L2-npoToKona.

Ecnu HacTpoiika BKAOYEH], TO:

— Bo Bce noptbl VLAN, Ha KOTOpPbIX BK/IIOYEHO TYHHeAnpoBaHue, oTnpasasetca PDU-kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAOYEHO TYHHE/NINPOBaHWe, OTNpaBaAeTcA
MHKancynnpoBaHHbii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
M3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnu HacTpoliKa BbIKAOYEH], TO:
— PDU-Kagp nepepaetca B 06paboTuMK COOTBETCTBYIOLLENO NPOTOKONA.
Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom Ha3HayYeHUA, 3a4aHHbIM
npu nomouwm KomaHab! |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAlOYaeTCA
TO/IbKO TOTZa, KOrga XxoTa 6bl Ha 04HOM NOPTY BK/IKOYEHA HacTpoiiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKOA).

4. Tlpu nepexsaTte naketa c MAC-aapecom Ha3zHAYEHMA XX-XX-XX-XX-XX-XX, OH CHayana nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronosky,
WU NpoBepsAeT, BK/AKOYEHA AM Ha MOPTY, C KOTOPOro MPUHAT WHKaNCyAMpoBaHHbIn PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.
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Ecnv HacTpoiika BK/oYeHa, To:

—  MOPT, C KOToporo bbl/1 NoyYeH MHKaNCyAnMpoBaHHbIM PDU-Kaap, 610KMpyeTcsa ¢ NpUYMHOM
[2pt-guard.

Ecnun HacTpoiiKa BbIKAOYEHA:

— BO Bce noptbl VLAN, Ha KOTOpbIX BKAOYEHO TYHHE/NNPOBaHWe, OTMNpaBaaeTca
AeKancynpoBaHHbIi PDU-Kaap;

— BOo Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHE/NINMPOBaHWe, OTNpaBaAeTcA
WMHKancyanpoBaHHbI PDU-kaap.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 136 — KomaHabl perknma rnobanbHOM KoOHPUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec HazHayeHuMA 414 TYHHeAUpyembIX Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

YCTaHOBUTb 3HaYEHUE MO YMOAYAHUIO.
01:00:ee:e€:00:00 y

no I2protocol-tunnel
address

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHMUaLLEM C OKOHEUYHbIM YCTPOMCTBOM, He nogaeprkusatrowmm STP,
V BOMKeH bbiTb OTKNOUYEH NpoTokon STP (spanning-tree disable) u BkaoueHa punbTpauymsa
BPDU (spanning-tree bpdu filtering).

BuAa 3anpoca KOMaHAHOM CTPOKKN B pernme KoHdurypaumm nHtepoeiica Ethernet, untepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 137 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

12protocol-tunnel {stp | BKntoueHMe pexnma MHKancynaummn naketos STP BPDU.
lacp | lidp | isis-I1 | isis-I2
| pust | cdp | dtp | vtp |

a udid
Pagp | ! -/BbIKAOYEHO
no I2protocol-tunnel {stp | BbikNtoueHMe pexuma MHKancynsaumm naketos STP BPDU.

lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

12protocol-tunnel cos cos 3apaTb 3HavyeHne CoS ana 3anakoBaHHbIx PDU-Kaapos.
P cos: (0..7)/5 A A AP

no I2protocol-tunnel cos YcraHoBKa CoS B 3HaYeHMe N0 YMOIHYaHMUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp

treshold: (1..4096)/
BbIK/IOYEHO

cynaumun. Mpu npesbiweHny nopora PDU oTbpacbiBatoTcsa.

HacTpolika noporosoro 3Ha4eHMsA CKopocTu Bxoaawmx PDU-Kag-
poB (B NaKeTax B CEKYHAY), NONYYEHHbIX U NOAJENKALLMX MHKAN-
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| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

OTKNIOYaET PeXKMM KOHTPOJIA CKOpOCTU BXxoaAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MOANEXKALLMX UHKAN-
cynaumun. Mpu npesbiWeHUN Nopora nopT byaeT nepeseneH B Co-
cToaHue Errdisable (oTkntoueH).

OTKNIOYaET PeXKMM KOHTPOJIA CKOPOCTU BXxogAwmx PDU-Kagpos.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 138 — KomaHabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |

tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT MHbopmaumio L2PT ana yKasaHHoOro mHTepodeica
WK ANA BCeX MHTepdENCoB, Ha KOTOPbIX BKAtOYeH L2PT, ecam uk-
Tepdelic He yKaszaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OumncTKa cTaTUCTUKKM L2PT gns yKasaHHoOro nHTepdeica unm ana
BCeX MHTepdencos, Ha KOTOPbIX BKAtOYeH L2PT, ecam uHtepodeiic
He yKas3aH.

[pumepsi 8biM0AHEHUS KOMAHO

YcTaHoBUTb TyHHenbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKkatounTb oTnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold u shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

BKNOUUTb perKMm TyHHenmMpoBaHus STP Ha nHTepdelice, yctaHoBUTb 3HayeHmne CoS-naketos BPDU paBs-
HbIM 4, BKNOYUTb KOHTPOJIb CKOPOCTU BXOAALLMX NnakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1
console (config-if) # spanning-tree disable

console (config-if) # switchport customer vlian 100

(
(
console (config-if) # switchport mode customer
(
(

console (config-if)# 12protocol-tunnel stp
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console (config-if) # 12protocol-tunnel cos 4
console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobuieHUn o cpabaTbiBaHWMM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana sbliaeneHna VolP-obopynosaHus B otgenvHyto VLAN. Ona VolP-
KagpoB MOryT 6biTb HazHaveHbl QoS-aTpunbyTbl A NpuopuTnsaumm Tpadurka. Knaccudmkauma Kagpos,
oTHocAWMXCA K Kagpam VolP-obopynosaHus, 6asmpyetca Ha OUI (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaveHue Voice VLAN pans noprta npoucxoaut
aBTOMaTMYECKM — Korda Ha nopT nocTynaet Kagp ¢ OUI us Tabaunubl Voice VLAN. Koraa nopT onpegensetcs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT aobasnserca Bo VLAN Kak tagged.

Voice VLAN npyumeHUm gns cnegyromx cxem:

— VolP-obopygoBaHMe HacTpamBaeTcs, YTObbl paccblnaTh TErMPOBaHHble NaKeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTaTopE;

— VolP-o6opynoBaHue paccbinaer HetermposaHHble DHCP-3anpocbl. B oTtsete oT DHCP-
cepsepa npucytcteyeT onuua 132 (VLAN ID), ¢ nomolbio KOTOPOW YCTPOMCTBO
aBTOMATUYECKM HasHayaeT cebe VLAN ana mapkupoBku Tpadmka (Voice VLAN).

DOnsa HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuYHoro o6opyaoBaHuA Heo6xoa4UMMo UCNOb30-
BaTb lldp-med noantukun nam DHCP.

Cnucok OUl-npoussoauteneit VolP-o6opyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

Ooul dupma-npounssoautesnb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN moxeT 6biTb aKTUBUPOBAH Ha NopTax, paboTtatowmx B pexkxume trunk u general.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 139 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

voice vlan aging-timeout

timeout .
timeout:

(1..43200)/1440

no voice vlan aging-timeout

YcTaHaBAMBaeT TamayT ANs NOpTa, NPUHASNENKALLErO K voice-
vlan. Ecnv ¢ nopTa B TeYeHWe 3a4,aHHOMO BpemMeHU He bblno Kag-
pos ¢ OUI VolP-obopyaoBaHusa, To voice vlan yaanserca ¢ gaH-
HOro nopTa.

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcTaHaBAMBaET BbIXOAHYIO odyepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HacTpoeHHbIm ans Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKAtoYaeT nepeHasHayeHne CoS Ha yKasaHHbIN s
Tpadmka B Voice VLAN.

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YctaHaeauBaeT ugeHtndumkatop VLAN ana Voice VLAN

Ypanset ugentuoumkatop VLAN ans Voice VLAN
V Ana ypaneHna wupeHtMdukatopa VLAN Tpebyetca

voice vlan oui-table {add oui |

] d
remove oui} [word] word: (1..32) cumBonos

no voice vlan oui-table

npeaBapuUTeNbHO OTKAOUYUTb PYHKUMIO voice vlan Ha
BCEX noprax.

MNo3BonseT pegakTMposatb Tabaunuy OUL.

- oui — neps.ble 3 baiTa MAC-aapeca;

- word — onucaHue oui.

Ypansert Bce Nonb30BaTeNbCKUE nameHeHua OUI-Tabaunybl.

voice vlan oui-table auto-
learning

-/BbIKNIOYEHO

no voice vlan oui-table auto-
learning

Mo3BonseT BKAKUUTL aBTOMATMYeCcKoe 3anonHeHue OUI-
Tabmubl Ha ocHOoBe NPUHATbIX LLDP.
/| TMpu ucnonbsosanum c port security BoamokHa pa6ora
TONbKO B pexkume max-addresses.

BepHyTb 3HaYeHne No ymoa4YaHuto.

voice vlan secure mac-learning

-/BbIK/IIOYEHO

no voice vlan secure mac-
learning

YctaHaBaAuBaeT 3anpeT Ha usydyeHne MAC-agpecoB B HeTermpo-
BaHHOM vlan, nepsble 24 6UTA KOTOPbIX COBMAAAIOT C 3aMNMCAMM
13 OUl-Tabaunybl Ha KOMMyTaTOpe.

BepHyTb 3HauYeHne No ymoa4aHuto.

voice vlan state {oui-enabled |
disabled}
no voice vlan state

-/BbIKNIOYEHO

BKkntounTb/oTKAOUMTL Voice VLAN.

BepHyTb 3Ha4YeHne No YMOI4aHUI0.

Tabnunua 140 — KomaHabl pexkuma Privileged Exec

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show voice vlan type oui
[dynamic] -

MokKaszaTtb KoHoUrypaumio GyHUKUMK voice vlan n OUl-Tabnaunuy.
- dynamic — oto6paskeHune KoHdUrypaumm GyHKLUmMM voice vian un
AnHammyeckux 3anucent 8 OUl-Tabanue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#
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Tabnnua 141 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymMmona4aHuio

voice vlan enable Bkntoyaet Voice VLAN gna nopra.

- -/OTKNO4EHO -
no voice vlan enable Otkntovaet Voice VLAN gna nopra.
voice vlan cos mode {src | all} Bk/itovaeT MmapKkupoBKy TpadurKa Ans BCex Kagpos, Mb60 TONbKO

-/src [NA UCTOYHUKA.

no voice vlan cos mode BoccTaHaB/MBaeT 3Ha4YeHUE N0 YMOYaHMIO.

5.17 IpynnoBas agpecauus

5.17.1 ®yHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping ncnosb3yeTca B CETAX rPynnoBoi paccbliku. OcHOBHOM 3agadveit IGMP
Snooping sBnseTcA nNpefoCTaBleHME MHOroagpecHoro TpaduKa TONbKO AN Tex MOPTOB, KOTOpble
3anpocunu ero.

V IGMP Snooping MoOXeT UCNOo/1b30BaTbCA TO/IbKO B cTaTudecKoii rpynne VLAN. MogpepKusa-
oTcA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Y1060b1 IGMP Snooping 6bin akTMBHbIM, PYHKLUMA rpynnoBoii dunbTpauyum “bridge multicast

- filtering” ponykHa 6bITb BKAlOUeHa (cm. pasgen 5.17.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOrOaApeCcHble MapLUIPYTM3aTOPbl, OCHOBaHO Ha
cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpPTY;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NOPTY;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaumm:
console (config) #

Tabnunua 142 — KomaHabl pexkrma rnobanbHoM KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip igmp snooping PaspewaeT ncnonb3oBaHue ¢yHKunn IGMP Snooping KommyTa-
Mo ymonyanuio TOPOM.
no ip igmp snooping bYHKUMA BbIKNIOYEHa 3anpewaeT ncnosb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.
ip igmp snooping vlan vian_id PaspewaeT ncnosb3oBaHue ¢yHKkunn IGMP Snooping KommyTa-
vlan_id: (1..4094) TOPOM ANA faHHoro uHtepodelica VLAN.
Mo ymonyaHuio - vlan_id — vaeHTnduKaumoHHbI Homep VLAN.
no ip igmp snooping vlan ®YHKUMA BbIKNIOYEHA 3anpewaeT ncnosb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
vlan_id TOPOM AN1A AaHHOro uHTepdeiica VLAN.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyet rpynnosoit IP-agpec 8 Tabaunue rpynnosoi agpeca-
UMM 1 cTaTuueckn gobasnaet nHtepdeircsbl U3 rpynnbl ANA TeKy-
wein VLAN.

- vlan_id — vpeHTudukaumoHHbIN Homep VLAN;

- ip_multicast_address — rpynnosoti IP-agpec.

MepeuncneHne nHTepdeincoB OCYLLLECTBNALTCA YEPES «—» U «,».

Ypanset rpynnosow IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyanumio
paspeleHo

Paspewaet gna gaHHon rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHWe NOPTOB, K KOTOPbIM MOAK/OYEHBI MHOrOaApecHbIe
MapLIpyTU3aTOpPbI.

- vlan_id — vaeHTuduKaumoHHbIM Homep VLAN.

3anpewaet ana gaHHou rpynnol VLAN aBTOMaTuMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAHOYEHbI MHOroagpecHble
MapLUpPyTM3aTOpbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Onpegensetr nNopT, K KOTOPOMY MOAK/OYEH MapLUpYTM3aToOp
MHOroaZpecHoOm paccblIkn AnA 3agaHHom VLAN.
- vlan_id — vaeHTuduKkaumoHHbI Homep VLAN.

YKa3bIBaeT, YTO K MOPTY He MOAKNOYEH MApPLIPYTU3aTOP MHOTO-
afpecHol paccblIKU.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET 3anpeT Ha onpeaeneHne nopta (CTaTMyYeckun, an-
HaMMYeCKM) Kak NopTa, K KOTOPOMY NOAKAOYEH MapLIPyTU3aTOP
MHOF0aZpeCHOM PaCcCbIIKM.

- vlan_id — voeHTnduKaumoHHbIM Homep VLAN.

CHMMaeT 3anpeT Ha onpeAeneHne NopTa Kak nopTa, K KOTOpomy
NOAKNIOYEH MApLIPYTU3aTOP MHOTOaAPECcHOW PacCblIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
-/BblAaya 3anpocos
OTK/loYeHa

BKAtoYaeT noaaep KKy BblA4aum 3anpocoB igmp-query KOMMyTaTo-
pom B gaHHoi VLAN.

OTKAKOYaET MoAAEPHKKY Bbl4auM 3aMpoCcoB igmp-query KoMmMmyTa-
TOpoM B ZaHHoM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

-/IGMPv2

YcraHaBausaet Bepcuto IGMP-npoToKkona, Ha OCHOBaHWMKU KOTO-
pow 6yayT popmuposaTtbea IGMP-query 3anpochl.
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no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vian
vlan_id querier address

vlan_id: (1..4094)

OnpegenseT ucxogHbld IP-agpec, KoTopblit ByaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — ycTPOMCTBO, KOTOPOE OTMNpPaB-
naet IGMP-3anpocbl.

YcTaHaBAMBaeT 3HaYeHWe No ymondaHuio. Mo ymonyaHuio ecam
IP-agpec HacTpoeH ana VLAN, OH Mcnonb3yetca B KayecTse aa-
peca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BkntouaeT 3ameHy IP-agpeca UCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — vaeHTnduKkaumoHHbI Homep VLAN;
- A.B.C.D — IP-agpec, Ha KoTopblii byaeT nponsBeneHa 3ameHa
SRC IP.

3HayeHue no ymonyaHuio 0.0.0.0 rosopuT 0 TOM, YTO 3a-
V meHa SRC IP IGMP report npoussoautbca He byaer.

OTKAtoYaeT 3ameHy IP-agpeca uctovyHuKka B naketax IGMP report
B 3a4aHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKOYEHO

BKkatounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3HayaeT, 4To NopT A0/IXKEH ObITb HEMeANEeHHO yaaieH 13
rpynnel IGMP nocne nonyyeHuns coobuweHma IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT T0/1IbKO B TOM
cnyyae, Korga Bce NOAKAHOYEHHbIe K JaHHOMY MOpTy NO/b30Ba-
TeNn OTAMCANANCL OT rPyNnbl (CYETYMK NONb30BaTENEN BEAETCA Ha
ocHoBaHuK Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTKAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BrntounTtb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwm
BK/IOYEHMU 3TOM YHKUMM KOMMYyTaTop Ha npuweawue IGMP
query byaeT oTBeyaTb OT cBoero umeHu. Knmentckue IGMP report
npv 3Tom oTbpacbiBatoTCA.

- version — yctaHasauBaeT Bepcuto IGMP gns oTnpaBKKU NaKkeToB.
Mo ymonyaHuio Bepcua onpeaenaeTca No npueawemy Ha Kom-
myTaTtop nakety IGMP query.

Bbikntountb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€Os Cos

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YctaHaBauBaeT 3HayeHue CoS ana ncxogAwmx B nopt
mrouter IGMP-coobLeHunit B ykazaHHon VLAN.

- vlan_id — npeHTMonKaumoHHbln Homep VLAN;

- C0s — Knacc obcnyKunsaHus.

YcTaHaBauBaet 3HayeHne CoS ana ncxoaAwmx B mopt mrouter
IGMP-coobuweHunit B ykazaHHoOM VLAN paBHbIM Hy/HO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bunpg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypaumm VLAN:

console (config-if)#

Tabnnua 143 — KomaHab! perkuma KoHourypaumm nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaB/MBAET 3Ha4YeHue ycTonumsoctm gns IGMP.
Ecnun Ha KaHane HabnwogaeTca notepsa AaHHbIX, 3HAaYEeHWe YCTO-
YMBOCTM AONIKHO ObITb YBEINYEHO.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBMBaeT TaillmayT, MO KOTOPOMY CMCTEMa OTMpaBAseT oc-
HOBHble 3aMpPOCbl BCEM YYaCTHUKAM rpynnbl MHOrOaApecHOM ne-
pesaun ana NpoBepPKM UX aKTUBHOCTMU.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMMaibHOE BpeMA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBAMBAET 3HAaYEHWE NO YMOMYAHUIO.
query-max-response-time
ip igmp YCTaHaB/IMBAET KO/IMHYECTBO 3aMNpOCOB, MOC/E PACCbIIKN KOTOPbIX,

last-member-query-count

count: (1..7)/3HaueHune

KOMMYTaTOp ONpeaesifeT, YTO Ha AAHHOM MOPTY HET XKeNatoLmx

count nepemeHHomn y4yacTBOBATb B MHOroaApecHom paccbliike.
no ip igmp robustness YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBAET MHTEPBas 3anpoca A/1A NOC/eAHEro y4acTHUKa.
last-member-query-interval .

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YcTaHOBUTL Bepcuio npoTtokona IGMP.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnunua 144 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

vlan_id: (1..4094)

no switchport access mul-
ticast-tv vlian

Bkntoyaet nepeHanpasneHne IGMP-3anpocoB C KANMEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexmme «access».

| Dns paboTbl saHHOU PYHKLMKM TpebyeTca BKAKOUe-
- Hue ip igmp snooping He TONAbKO rno6asbHO U B
Multicast VLAN, HO u B KaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KNMEHTCKUX
Vlan 8 Multicast Vlan gna nntepdeiica B pexnme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

vlan_id: (1..4094)

no switchport trunk mul-
ticast-tv vlan

BkntoyaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAfetca nopt, 8 Multicast VLAN ans
nHTepoerica B pexxume «trunk». Multicast-Tpaduk nepega-
eTCcA Ha NOPT HETErMPOBAHHbBIM W1V TETMPOBAHHbLIM B 3aBUCK-
MOCTM OT napametpa tagged. MapameTp tagged yKka3biBaeT Ha
TO, 4To Multicast-TpaduK fONKEH OTNPABAATLCA B MOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT MUCKAOYaeTca M3 rpynn MHOroagpecHow pac-
cbinkM B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

vlan_id: (1..4094)

no switchport general mul-
ticast-tv vlan

BkntoyaeT nepeHanpasneHne |IGMP-3anpocos u3 VLAN,
YYaCTHUMKOM KOTOpbIX ABAfetca nopt, B Multicast VLAN ans
MHTepdeiica B pexkmme «general». Multicast-Tpaduk nepegaa-
eTCcA Ha NOPT HETEerMPOBaHHbIM UM TErMPOBAHHbLIM B 3aBUCK-
MOCTU OT napametpa tagged. MapameTp tagged ykasbiBaeT Ha
TO, YTo Multicast-Tpaduk fonKeH OTNPaBAATLCA B NOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. TMopT MUCKAOYaeTca M3 rpynn MHOroagpecHow pac-
cbikM B Multicast VLAN.
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KomaHObi pexcuma EXEC

Bce komaHabl AOCTYNMHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 145 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

Moka3sbiBaeT MHpopmauuio 06 K3yYyeHHbIX MHOroaApPecHbIX
MapLIpyTU3aTopax B yKasaHHoi rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiBaeT MHbopmaumto IGMP-snooping o AaHHOrO UHTEp-
deiica.

[vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address IP_address]

show ip igmp snooping groups

vlan_id: (1..4094)

MoKasbiBaeT MHPopMaLmio 06 U3yYEHHbIX MHOFOA4PECHbIX rpyn-
Max, y4acTBYIOLLMX B FPYNMNOBOM pPaccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MNokasbiBaeT Tabauuy cootseTcTBMi Mexay VLAN obopynosa-
HWA, YCTaHOBAEHHOro y nonb3osatens, U VLAN gna Tenesewia-
HUA.

[pumepbl 8b1M0AHEHUS KOMAHO

Bknountb pyHKUMo IGMP snooping Ha kKommyTtaTope. 1a VLAN 6 pa3pewinTtb aBTOMaTUYECKOe pac-
no3HaBaHWe NOPTOB, K KOTOPbIM NMOAKIOYEHbI MHOTOAAPECHbIE MAPLLPYTU3aTOPbl. YBENNYUTDL 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPeMSA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(

console
console

console
console

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.17.2 lMpasuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIA Knacc KoMaHg npegHasHayeH Ana 3af4aHvsa Npasua rpynnoBol agpecaumu B CETU Ha
KaHaNbHOM U CeTeBOM YPOBHAX moaenn OSl.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHpurypaumnm nHtepdeiica VLAN:

console (config-if) #
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Tabnuua 146 — KomaHapl pexxmma KoHourypaumnm nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva4-src-group}

no bridge multicast mode

-/mac-group

3apaeT permMm rpynnoson nepeAayn AaHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN n
MAC-agpecax;

- ipv4-group — MHOroazpecHasa nepegaya c TMNom GuabTpaLLmm, oc-
HoBaHHbIM Ha VLAN v agpece npuemHuKka B popmare IPv4;

- ip-src-group — MHOroagpecHaa nepegaya ¢ TMNOM GUAbTPaLUUK,
0OCHOBaHHbIM Ha VLAN v agpece otnpasuTens B popmare |Pv4.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Lobasnsaet rpynnosoit MAC-aapec B Tabauuy rpynnoeoi agpeca-
LUK U cTaTUYecKK fo6aBnfeT unm yaanaeT uHtepdeiicol U3 rpynneoi.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroagpecHO’ paccbinku;

- add — go6asnseT cTaTuyeckyto nognucky K rpynnosomy MAC-ag-
pecy avanasoHa Ethernet-nopTos uau rpynn nopTos.

- remove — yfansaeT CTaTMYeCcKylo NoANUCKyY K rpynnosomy MAC-aa-
pecy.

MepeuncneHne nHTepHENCcoB OCyLLECTBAACTCA YEPEe3 «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLaeT NOAK/IYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — |IP-agpec MHOroagpecHO’ paccbinku;

- add — go6asneHne nopTa/MOPTOB B CINCOK 3aMpPeLLEHHbIX;

- remove — yaaneHue nopta/nopToB U3 CANCKA 3anpeLLeHHbIX. Me-
peuncaeHne MHTepdencoB OCYLLECTBAAETCA YEPEes «—» U «,»

Ypanaet 3anpewatowee npasuao ana rpynnosoro MAC-aapeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonuyaHutio
nepefaya Bcex
MHOroaZpecHbIX
NMaKkeToB 3anpelLLeHa.

PaspeluaeT nepesayy BCEX MHOrOaApeCHbIX MAaKeTOB Ha NopTy.

- add — fob6aenaet nopTbl/06begUHEHHbIE MOPTbI B CMIUCOK MOPTOB,
AN KOTOPbIX pa3pelleHa nepesaya BCEX IPYNMNOBbIX NAKETOB;

- remove — y6upaeT rpynny noptos/o6begMHEHHbIX NOPTOB U3 pas-
pelatoLLero npasuna.

MepeuncieHne MHTEPPENCOB OCYLLLECTBAAETCA HEPE3 «—» U «,».

BoccTaHaBnvBaeT 3HaveHMe No YMOTYaHWIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHuto noptam
He 3anpeLeHo
AVHAMMUYECKM

npucoeanHATLEA K
MHOroaapecHom
rpynne.

3anpelyaeTt Nopty AMHaMMUYECKU L06aBAATLCA K MHOroaApecHom
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
017 KOTOPbIX 3anpeLLieHa nepegaya BCex rpynmoBbiX NaKeTos;

- remove — y6upaert rpynny noptos/o6begnHeHHbIX MOPTOB U3 3a-
npeLatoLero npasunna.

MepeyncneHne NHTepHENCcoB OCYLLECTBAACTCA YEPE3 «—» U &, ».

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHWIO.
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bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet IP-agpec B Tabavue rpynnosoit agpecaumm u ctatu-
yecku gobasnset/yaanseT untepdeiicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPENcoB OCYLLLECTBNAETCA YEPES «—» U &, .

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpewaeT NopTy AUHaAMUYECKM [06aBNATLCA K MHOroagpecHom

rpynne.

- ip_multicast_address — rpynnosoii IP-aapec;

- add — pob6aBneHne NopTa/NOPTOB K CNMUCKY 3aMNpeLLeHHbIX;

- remove — yaneHne nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.

MepeuncneHve nHTepdEncoB OCYLLECTBAAETCA YEPES K—» U &,»
Mpexpge uyem onpegenuTb 3anpellieHHble NopThl,
rpynnbl MHOroagpecHoOM PaccbiIKU A0NXKHbI 6bITb 3ape-
rMCTPUPOBaAHDI.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-agpecom nonbsosaTens u
rpynnosbiM agpecom B TabsimLe rpynnoBoi agpecauuu, U ctaTuye-
cku pobasnset/ypanset nntepdeiicol U3 rpyno.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4aanTb NOPTbI U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHMe no YMOANYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha gobasneHune/ypaneHne cooTeBeTcTBUA
mexKay IP-agpecom monb3oeaTens W rpynnosbiM afpecom B Tab-
ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — vncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — 3anpet Ha go6asneHune nopTa B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAajseHne nopTa M3 rpynnbl ucxogHoro IP-
afpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipvé mode

-/mac-group

3ajaeT pexum rpynnosoi nepefayu AaHHbIX ana IPv6-naketos
MHOroaZpeCcHOM PacchbiaKu.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNOM $GuAbTPaLMK, oc-
HoBaHHbIM Ha VLAN v agpece npuemHuKa B popmare IPv6;

- ip-src-group — MHOroaapecHaa nepegavya ¢ TMNOM GUAbTPaLUK,
ocHoBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare IPv6.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.
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bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoit IPv6-agpec B Tabavue rpynnoso agpe-
caumm, u ctatuueckn fgobasnset/yaanser nHtepdeicobl U3 rpynnoi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPENcoB OCYLLLECTBNAETCA YEPES «—» U «, .

Ypansaet rpynnoeoit IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NOAKAYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — go6aBneHne NopTa/NOPTOB B CIUCOK 3aMNpPeLLEHHbIX;

- remove — yaasnieHune nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPEe3 «—» U «,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAuBaeT cooTeeTcTBMe mexay IPvb-aapecom nonb3oBatens
W rpynnoBbiM agpecom B Tabsmue rpynnosoi agpecaumm, U ctatu-
yecku pobasnset/yaanaet uHtepoeicol U3 rpynmb.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBnAvBaeT 3anper Ha gobasneHue/yaaneHve COOTBETCTBUA
mexKay |IPv6-afpecom nonb3oBaTens U rpynnoBbiM afpecom B Tab-
JMLe rpynnoBoi agpecauun ans onpeseneHHoro nopra.

- ipv6_address — vcxoaHbin IPv6-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeT Ha gobasneHne nopTa B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yAasieHue nopTa us rpynnbl UCXo4Horo IPve-
agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #
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Tabnunua 147 — KomaHabl pexknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaB/MBaeT Npasu/Io Nepesayn NaketTos C HEe3apPerncTpupo-
BaHHbIX rPyMnoBbIX a4pecos.

- forwarding — nepesaBaTb HesaperMcTpMpoBaHHble MHOroaa-
pecHble NaKeTbl;

- filtering — dnnbTPOBaTL HE3apPErUCTPMPOBaHHbIE MHOFOAAPEC-
Hble MaKeTbl.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 148 — KomaHabl perknma rnobanbHOM KoHPUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BkatoyaeT GpunbTpaLmio rpynnoBbIX afpecos.

OTKAK0YAET GUABTPALMIO TPYNMNOBbIX 3APECOB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3agaeT Bpems xpaHeHua MAC-aapeca B Tabavue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OUEHO

BkatounTb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAtounTL M3yveHne MAC-agpecos B saHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

Lobasnaet ncxoaHblit MAC-aapec B Tabaunuy rpynnosoi agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIit MAC-afpec MOXHO yAannuTb TONbKO C
nomoulbto KoMaHAbl no bridge address;

- delete-on-reset — faHHbIV agpec yaanuTtca nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — faHHbIN agpec yaanuTca no Takim-ayTy;
- secure — AaHHbI agpec yAanuTca TObKO C NMOMOLLbIO KO-
maHZabl no bridge address nam nocne Bo3BpaleHMs NopTa B pe-
Xum 0byyeHun (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpepenseT aeicTeme 414 NAKETOB MHOr0aApPECHOM PacChblKK
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosoit MAC-agpec;

- ethtype — Tvin naketa Ethernet v2;

- sap —Tvn naketa LLC;

- pid —Tvin naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepeaatoTca B pexxume bridge.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 149 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTUyeckue/AMHamMMUYecKMe 3anucu U3 Tabauubl
rpPynnoBoW agpecaumu.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yaseHne cTaTM4eCcKmx 3anmcen.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 150 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sbliBaeT Tabanuy MAC-afpecoB Ans yKkasaHHOro nHTepdelica
nmMbo Bcex HTepdencos.

- dynamic — npocmoTp TONIbKO AMHAMUYECKUX 3anucen;

- static — npocMoTp TO/IbKO CTaTUYECKUX 3anucei;

- secure — MPOCMOTP TONbKO 6e30MnacHbIX 3anucei;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTso 3anucelt B Tabavue MAC-agpecos ans
yKasaHHoro nHtepdelica inbo ansa scex MHTepdencos.
- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MokasbiBaeT TabaMLy rpynnoBbIX aApecoB A/1A YKa3aHHOro UHTep-
deica nnbo scex nHTepoericos VLAN (KomaHAa AOCTYMHA TONbKO
ANA NPUBUNETMPOBAHHOIO NONb30BATENSA).

- vlan_id — vaeHTMdUKaumnoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHWMKaA;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.
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show bridge multicast MoKa3sbiBaeT Tabanuy CTaTUYECKUX FPyNnoBbIX afpecoB A/s yKa-
address-table static [vlan 3aHHOro UHTepderica Mbo Bcex nHTepdelicos VLAN.

vlan_id] [address - vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;
{mac_multicast_address | - mac_multicast_address — rpynnosoii MAC-agpec;
ipbv4_multicast_address | - ipv4_multicast_address — rpynnosoti IPv4-aapec;
ipv6_multicast_address] vlan_id: (1..4094) - ipv6_multicast_address — rpynnosoli IPv6-agpec;

[source ipv4_source_address | - ipv4_source_address — IPv4-agpec UCTOYHUKaA;
ipv6_source_address] [all | - ipv6_source_address — IPv6-aapec UCTOYHWMKa;

mac | ip] - ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;
- all — npocmoTp nonHoM Tabanupl.

show bridge multicast filtering MoKkasbiBaeT KoHourypaumo GpunbTpa rpynnosbiX afpecoB Ana
vlan_id vlan_id: (1..4094) yKkasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet

MokasbiBaeT KoHdurypaumo dunbTpa ANA He3aperncTpuposaH-

gi_port: (1..8/0/1..48); HbIX rPYNMNOBbIX a4PEeCcos.

te_port: (1..8/0/1..48);
twe_port:

te port |

L (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | roup: (1..128);
hundredgigabitethernet group: {%.. !

hu_port | port-channel group] vlan_id: (1..4094)

show bridge multicast mode MOKa3bIBaeT pexunm rpynnoBon agpecauumn ana yKasaHHOro WH-
[vlan vian_id] vlan_id: (1..4094) Tepdelica nnbo Bcex nHtepdeiicos VLAN.

- vlan_id — vaeHTUdUKauMOHHbIA Homep VLAN.
show bridge multicast OTobpaxkaeT npaBu/a, YyCTaHOBEHHbIE ANA TPYNMOBbIX 3apesep-
reserved-addresses ) BMPOBaHHbIX apPEeCcoB.

[pumepbl 8b1M0MHEHUS KOMAHO

BKAOUNTE GMABTPALUIO FPYNNOBbLIX aApecoB KOMMyTaTopom. 3agaTtb Bpemsa xpaHeHua MAC-agpeca 400
CEKyHA, paspeLlnTb nepefavy He3aperncTpMpoBaHHbIX MHOrOaApPecHbIX NakeToB Ha 11 nopTy KommyTa-
Topa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(12.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.17.3 MLD Snooping — npomoKosa KOHMponAsa MHo2oadpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroaApPecHOM PacCbiIKM  COOOLEHWU, NO3BONAIOLINI
MWHUMM3MPOBATb MHOTOagpPeCcHbIN TpaduK B IPv6-ceTax.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnnuya 151 — KomaHabl rnobanbHoro pexnma KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipvé mld snooping [vlan
vlan_id]

no ipv6 mid snooping [vlan
vian_id]

vlan_id: (1..4094)
-/BbIKNOYEHO

Bkatoyaet MLD snooping.

OTtkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoit IPv6-agpec B Tabauvue rpynnoBoi agpe-
caumm u ctatmdeckn gobasnset/yaanset uHtepdeincol U3 rpynnbl
ona Tekywen VLAN.

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

MNepeuncneHne nHTepHENCcoB OCYLLECTBAACTCA YEPE3 «—» U «,».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[ob6asnaeT npaBmno, 3anpeLlatolee NOpTam U3 CNUCKa pernctpu-
poBaTbCA Kak MLD-mrouter.

Ypansaer npasuao, 3anpeLuaroLLee noptam 13 CNmncka perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAIOYEHO

M3yyaTb nopTbl, NOoAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NOAKAOYEHHbIE K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnseT cnucok mrouter-nopTos.
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no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekyluel
VLAN.

OTkAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkywiei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIKNOYEHO

BkatoyaeT nogaeprKKy Bblgaum 3anpocos igmp-query.

OTKAtOYaeT NOALEPHKKY BblAAUYM 3aMpoCcoB igmp-query.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (OuanazoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsi nopmos, uHmepgetca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnuua 152 — KomaHapl pexxnma KoHourypaumm nHtepodeiica (gmanasoHa nntepdericos) Ethernet, nHtep-
denca rpynnbl noptos, nHTepdeinca VLAN

last-member-query-count
count

no ipvé mid
last-member-query-count

Komanda 3Ha4yeHue/3HavyeHue Neiicmeue
o ymon4aHuio

ipvé6 mid 3afaeT MaKCcMMasbHYO 33aJeprKy OTBeTa MNoc/iedHero useHa
last-member-query-interval interval: rpynnbl, KOTOPasa MCMO/b3yeTca A/A BblYMCNAEHUA KOA4A MaKCu-
interval (100..25500)/1000 MasibHOM 3a4epKn oteeta (Max Response Code).
no ipvé mid MUINCEKYHA, BoccTaHaBMBaEeT 3HaYeHWe Mo YMONYAHMIO.
last-member-query-interval
ipvé mid YcTaHaBAMBaET KOJIMYECTBO 3aNpPOCOB, NOCAE PACCIIKM KOTOPbIX,

(1..7)/3Hauenne
nepemeHHowm
robustness

KOMMYTATOp onpeaenAaeT, 4To Ha AaHHOM NOPTY HET XKenakwnx
Y4acTBOBaTb B MHOI'OBApeCHOl’i paccblKe.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CEeKYHA,

3a4aeT UHTEPBAs PAcCbIIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3a4aeT MaKCMMa/IbHYIO 3a4€PKKY OTBETa, KOTOPasa UCMO/b3yeTca
AnAa BbluMCNEHMI KO4a MaKCUManbHoWM 3a4epXKKU oTBeTa.

no ipv6 mld robustness

no ipv6 mid CeRYHA BoccTaHaB/MBaEeT 3HaYeHWe Mo YMONYAHUIO.
query-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe KoadpPpuMumeHTa 0TKa3oyCTOMYMBOCTY.
Ecnv Ha KaHane HabaogaeTca NoTeps AaHHbIX, KO3PPULMEHT OT-
value: (1..7)/2

Kasoycroﬁqwsocm AO0/1XKeH 6bITb yBeNU4eH.

BoccTaHaBivMBaeT 3HavYeHMe No YMOHAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaBAMBAET BepCcMIo MPOTOKONA, AEUCTBYIOWYO Ha AaHHOM
nHTEpdelice.

BoccTaHaBimMBaeT 3HavYeHMe No YMOHAHUIO.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 153 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTob6parkaeT MHGOPMALMIO O 3aPErnCTPUPOBAHHBIX FPynnax B Co-
OTBETCTBMM C 3a4aHHbIMM B KOMaHAe napameTpamm GuabTpaLmu.
- ipv6_multicast_address — rpynnoBoit agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHMKA.

show ipv6 mild snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaeT nHdopmaumio o KoHodurypauum MLD-snooping ans
paHHou VLAN.

show ipv6 mild snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6paskaeT HPopMaLmMio 0 mrouter-noprax.

5.17.4 ®yHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotcs gna yaAobHOM HACTPOMKM OrpaHuMuYeHus
NPOCMOTpPA ONpeAeneHHbIX FPynn MHOr0aApPEeCHOM PAcCbINKM.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnunua 154 — KomaHabl perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuo

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
C“MBO/IOB

Mepexon, B pexxum KoHdurypaumm multicast-npodunsa.

YaanuTb yKasaHHbI multicast-npopune.
Multicast-npodpunb moxkeT 6bITb yAaneH ToNbKo no-
. cne Toro, Kak 6y eT oTBA3aH OT BCeX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm multicast-npodunsa:

console (config-mc-profile) #

Tabnunua 155 — KomaHabl pexkuma KoHourypauum multicast-npoduns

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4YaHuo

Aelicmeue

match ip low_ip [high_ip]

low_ip: BaangHbin mul-
ticast-agpec;

no match ip low_ip

high_ip: BanuaHbIi mul-

3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypanser cooTBeTcTBMe Npoduns ykasaHHOMY AmanasoHy |Pv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHoiii IPv6
multicast-agpec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BannaHbil IPv6 | 3amaeT cooTeeTCTBME NPOdUNA yKa3aHHOMY Anana3oHy IPve mul-
[high_ipvé] multicast-agpec; ticast-agpecos.

Ypanaetr cooTBeTcTBME Npoduns ykasaHHOMY Amanas3oHy IPve
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY W3 33JaHHbIX AMANA30HOB,
IGMP-report 6yayT nponycKkaTbcs.

B cnyyae HecooTBETCTBUA OAHOMY U3 33faHHbIX AMaNasoHOB,
IGMP-report 6yayTt oTbpacbiBaTbCA.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknuma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunua 156 — KomaHabl perkuma KoHourypaumm nHtepdelica (amanasoHa nHtepoeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuMBaeT KOAMYEeCTBO O4HOBPEMEHHO MpocMaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHMMaeT orpaHuyeHne Ha KOIMYecTBO OAHOBPEMEHHO Mpo-
CcMaTpUBaeMbIX rpynn Ansa uHTepoelica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CUMBOJI0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTepdelicy.

Ypanaer cootBetcTBue multicast-npoduna (eBcex multicast-
npodunei) uHtepoeiicy.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 157 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show multicast snooping
groups count

OTo6parkaeT MHGOPMALMIO ANA BCEX MOPTOB O TEKyLLEeM Ko-
MYecTBe 3aperMcTPMpPOBaHHbIX FPYNM, a TakKe MaKcumasb-
HOE BO3MOXHOE KOMYECTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CUMBOIOB

OtobparkaeT MHPopmaumio o multicast-npodunsax, KoTopble
6bINN CKOHOUIYPUPOBAHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHW3M No3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. [Ana obecneyeHnsa HaZeXHOCTU U pacrnpefeneHus Harpyskm MOXKeT MCNosib30BaTbCA
HeckosibKo RADIUS-cepsepoB. Bbibop cepBepa 418 OTNPaBKM O4YepenHOro 3anpoca aBTOpM3auuu
NPOUCXOAMUT Cy4aMHbIM 06pasom. Eciim cepBep He OTBETUI, OH MOMEYAETCA KaK BPEMEHHO Hepabounit, n
nepectaeT y4yacTBOBaTb B MeXaHM3Me Ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTCA Ha

cnepyrowmin cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE [aHHbIe XPAHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3aZl@aHHOro Nep1oaa BpemMeHU. ITO NO3BOJISIET YCKOPUTL MOBTOPHYHO 06paboTKy IGMP-3anpocos.

MapameTpbl aBTOPU3aLMK BKIKOYAIOT B CeBA:

=  MAC-agpec KAIMeHTCKOro yCTPOICTBa;
=  NpeHTUdUKaTop NopTa KOMMYTATOPA;

= |P-agpec rpynnbl;

= PelweHune o goctyne - deny/permit.
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHPUrypmposaHma:

console (confiqg) #

Tabnnuya 158 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHums

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

no ip igmp snooping authori-
zation cache-timeout

timeout: (0..10000)
MuH/0

YcTaHaBNMBaeT BPEMA XM3HM B Kawe. Ecin 3HauyeHue
PaBHO HY/ItO — OTCYET BPEMEHW M3HM OTK/I0YEH (3anuch
He yAaNserca co BpemeHem).

YCcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHOUIYpUpoBaHUA nHTepdelica:

console (config-if) #

Tabnnua 159 — KomaHabl pexnma KoHpurypuposaHua nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping
authorization radius

Bkntouaet aBtopusauuio 4vepes RADIUS-cepsep. Ecam
yKasaH napametp required, To B c/iy4ae HegOCTYNMHOCTU

no multicast snooping
authorization forwarding-first

[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotnsHom cnyyae IGMP-3anpoc 6yaetr obpaboTaH
[OaXe Npu OTCYTCTBMM OTBETa cepBepa.
no multicast snooping OTK/ItoYEeHMe aBTOpU3aLUM.
authorization
. A BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
multicast snooping
R i . Ha nopty ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
authorization forwarding-first
OTBETa OT CepBepa B C/yyae MOJIOXKUTENIbHOTO OTBeTa
nognucKka ocTaeTca, B C/y4yae OTPULATENbHOMO —
-/OTKAOYEHO

yAansetcs, ecav AONOAHUTENbHO HacTpoeHa GyHKUMA ip
igmp snooping immediate-leave.

BoccTaHaBnvBaeT 3HavyeHMe No YMOIYAHMUIO.

KomaHOobi pexcuma EXEC

Bce KOMaHAb! AOCTYMHbI TOALKO 418 NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 160 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoan4YaHuo

Aelicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OTobparkaeT coaepXumoe Kalla asTopusaummn IGMP.
Ecnn B KOMaHAe yKasaH uHTepdeic — To oTobparkatotea
TONbKO Te Trpynmnbl, KOTOpble 3aperncTpupoBaHbl Ha
yKasaHHOM nHTepdelice.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48, MES5500-32

197



HELTEX

twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

OumLLaeT K3l aBTOpU3aL M.

Ecnam B KOmaHae yKasaH uHTepdeiic — Kaww-3anucu
0YMLLAOTCA ANA YKa3aHHOro nHTepdelica.

Ecnun nHtepdeic He yKaszaH — K3l 0YMLLAETCA MNOIHOCTbIO.

clear ip igmp snooping au-
thorization-cache
[interface gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);

te_port |

- . twe_port: (1..8/0/1..120);
twentyfivegigabitethernet - ]
twe_port | hu_port: (1..8/0/1..32)
hundredgigabitethernet
hu_port]

5.18 MapuwpyTtnsauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — npoTOKoN MHOroagapecHoi mapLupyTmsaumm ans IP-ceteit, co3aaHHbIN Ans pelleHns npobaem
rpynnoson mapuupytmsaumu. PIM 6a3upyeTtca Ha TpaAULMOHHbBIX MapLUPYTHbIX NPOTOKoAax (Hanpumep,
Border Gateway Protocol), Bmecto Toro, 4tobbl co3gaBaTb COBCTBEHHYIO ceTeBylo Tonosoruio. PIM
Mcnonb3yeT unicast-tabauuy MaplpytMsaumMm Ans nposepku RPF. DTa nposepKa BbiNOAHAETCA
MapLLpyTU3aTopamu, 4tobbl yb6eanTbes, YTo nepesadya MHOroaapecHoro TpaduKka BbIMOAHAETCA NO NyTH
6e3 netens.

RP (rendezvous point) — Touyka paHAEeBY, Ha KOTOpPOW OyayT PerncTpyMpoBaTbCA MCTOYHWUKM
MHOTroaApecHbIX MOTOKOB 1 CO34aBaTb MapLUPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHnsm cbopa nHbopmauum o RP KaHgmaaTax, opMMpoBaHUM CIMUCKa
RP aons KaXKaoW MHOroaapecHoi rpynnbl M OTNpaBKa CNKUCKa B npegenax gomeHa. KoHowurypauwma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 161 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuo

KomaHda

BKAOYMTb MHOrOaZpecHyo mapLpytmsauunto, npotokon PIM Ha
BCeX UHTepdeiicax.

ip multicast-routing pim
-/To ymon4aHuio

byHKUMA BbIKNIOYEHA

no ip multicast-routing pim

OTKNHOUYUTE MHOTOAAPECHYIO MapLLPYTU3aLMIO U NPOTOKOA PIM.

ipvé multicast-routing pim

no ipv6 multicast-routing pim

-/To ymon4aHuio
DYHKLMA BbIKIOYEHA

Bkatountb gna IPvé MHOroaapecHyto mapLupyTusauuto, NpoToKo
PIM Ha Bcex nHtepdeiicax.

OTKAIOYNTL ANnAa IPv6 MHOroagpecHyo MapLipyTU3aLumio U NnpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb YCTPOWCTBO KaK KaHamaaTa B BSR (bootstrap router).
- ip_address — BanngHbin IP-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopuTer.

OTKNtOYEHMEe AaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHbivi IPv6-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.
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no ipv6 pim bsr-candidate

OTKNtOYEHMEe AaHHOro NapameTpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKAOYNTL MapLUpyTU3aLMIO 334aHHOTO AMana3oHa My/bTUKACT-
HbIX rpynn B pexume PIM-DM.
- multicast_subnet — mHoroagpecHas noacets;
- default — onpegenset gnanasoH B 224.0.1.0/24.
KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3a4aB He-
V CKOJ/IbKO iUaNa3oHoB.

OTKNIOUNUTD AaHHBIN NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet]

no ip pim rp-address
unicast_address
[multicast_subnet]

Co3paHune ctatuyeckoit Rendezvous Point (RP), aonosnHuTensHo
MOHO YKa3zaTb MHOroaZpecHyto NoaceTb Aaa aaHHoM RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroapecHasa noaceTb.

YpaneHue ctatuyeckoli RP unun yaanenune RP ans ykasaHHom nog-
ceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3paHue cTaTuyeckoi Rendezvous Point (RP), gononHuTenbHO
MOHO YKa3aTb MHOTOaApecHyto NoAceTb A1 AaHHOMU RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHasa noaceTb.

YpaneHue ctatuyeckoli RP unu yganeHue RP ans ykasaHHol noa-
ceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

acc_list: (0..32)
cmBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3pgaHune KaHgupata ansa Rendezvous Point (RP)

- unicast_addr — IP-appec;

- acc_list — cnncok mHoroagpecHbix NpedUKcoB, 3a4aBaeMblit €
nomolLpto ctaHaapTHoro ACL;

- priority — npMOpPUTETHOCTb KaHAMAATA;

- secs — Nnepuog oTNpPaBKU COOBLLEHUIA.

no ip pim rp-candidate CeRYRA OTK/ItOYEeHME AaHHOro NapameTpa.

unicast_address

ipv6 pim rp-candidate Co3pgaHune KaHguaata ansa Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_::f:;((gjz) - acc_list — cnncok mHoroagpecHbix NpedUKcoB, 3a4aBaeMblit C

priority] [interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

nomoubto ctaHaaptHoro ACL;
- priority — npuopUTETHOCTb KaHAMAATA;
- secs — nepuos, oTNpaBKK COOBLLEHNA.

. . . CeKyHA,
no ipv6 pim rp-candidate OTKNlOYEeHWEe AaHHOTO NapameTpa.
ibv6_unicast_address
ip pim ssm {range YKa3aTb MHOroaZpecHyto noacetb
multicast_subnet | default} - range — yKa3aTb MHOrOaApecHyto NoACceTb;
- multicast_subnet — mMHoroapecHas noaceTb;

) - default — ykasaTb amanasoH s 232.0.0.0/8.
no ip pim ssm [range OTKNlOYEeHWEe AaHHOTO NapameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOroaApecHyto NoaceTb
ipv6_multicast_subnet | - range — yKa3aTb MHOTOaApecHyto NoACeTb;
default} i - ipv6_multicast_subnet — mHOroazpecHasa noaceTb;

- default — ykasatb amanasoH B FF3E::/32.
no ipv6 pim ssm [range OTKNOYEeHWEe AaHHOTo NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAtOUUTL paclumpeHHbI pyHKUMoHan rendezvous point (RP).
- - -/BKNIOYEHO — -
no ipv6 pim rp-embedded OTKAOYUTL paclUMpeHHbI pyHKUMOHan rendezvous point (RP).
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ip multicast multipath {group-
paths-num | group-next-hop}

no ip multicast multipath

-/BbIK/IIOYEHO

BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTopoHy gocTyn-
HbIX RP.

- group-paths-num — meTtos 6anaHCMPOBKK, NPU KOTOPOM
xew ¢yHKUMSA, NoACYMTaHHAA HAa OCHOBe ajpeca rpynnol, Ae-
nntea no moaynto Ha N, rae N — KonmyecTso AocTynHbix RP.

BbiweyKasaHHbIi meTog Heo6XoaAum ANA KOPPEKTHOIA
' pabotbl 6anaHcUpoBKMU npu MUCNoNb30BaHUN
- EVPN/VXLAN. Ha npaKTuKe OH NPUBOAUT K KCUHXPOHU-
3auuu» VTEP u BbiGopy ogHoro u Toro ke RP gns ot-
npaBKu TpadMKa KOHKPETHO rpynnbl.

- group-next-hop — meTos 6an1aHCMPOBKK, NPU KOTOPOM MOA-
cyeT xew QyHKUMKM BasupyeTca Ha agpece rpynmnbl U agpece
next-hop.

Mo ymonuyaHuio B cnyyae Hanuumsa B Tabauue mappyt-
! Tn3auum 6onee ogHoro mapuwpyta ao RP, PIM Join ot-
npasaseTca B cTopoHy PIM cocepga ¢ Hanbonbwum IP.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, VLAN, epynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnuya 162 — KomaHabl pexkmma KoHourypaumm nHtepdericos Ethernet, VLAN, rpynnbl nopTos

3Ha4yeHue/ 3Ha4yeHue

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KomaHda Aeiicmeue
no ymoa4aHuro

ip (ipv6) pim BkntoyeHue PIM Ha uHtepdelice.

- - -/BKAOYEHO ~
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepoerice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nHtepdelica.

A -/oTKNKOUEHO
no ip pim bsr-border OTKAtOYEeHMe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeTa ana Bolbopa DR-poyTepa.

orit - priority — npuoputeT DR-poyTepa onpesenstowmii, KTo U3 Kom-
priority:

myTaTopoB ctaHeT DR-poyTepom. KommyTatop ¢ Haumbosbwmm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3HayeHue no YMOANYaHULO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpalaeT 3HayeHue no YMOANYaHULO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3zaTb UHTEpBas, B TeYEHNE KOTOPOro KOMMYTaToOp OTCbliaeT
join nnu prune-coobueHus.
- interval — nepvog, BpemeHu OTNPaBKK join, prune coobLeHNA.

no ip (ipv6) pim neighbor-filter

- - CeRYHA,
no ip (ipv6) pim Bo3sBpaluaeT 3Ha4YeHWe No YMOYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbtpauma exoaawmx PIM-coobuuieHni.
acc_list acc_list: (0..32) - acc_list — cnMcoK aapecos, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cMMBONa dunbTpaumA.

OTKNtOYeHMe AaHHOTo napameTtpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BK/IlOUMTbL CTaTMUECKUiA 3anpoc multicast-rpynnbl Ha uHTep-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — |P-agpec UCTOYHMKa rpynmbl.

l Ha uHtepdeiice aonxeH 6biTb BKAOYEH PIM.
.

BbIKNIOUUTL CTaTUYECKUIA 3anpoc multicast-rpynnbi.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 163 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

[RP_addr]

show ip (ipv6) pim rp mapping

OTobparkaeT akTMBHble RP, cBA3aHHblE C MapLpyTHOM MHPOPMa-
umen.
- RP_addr — IP-appec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

vlan vian_id]

hu_port | port-channel group|

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OtobparxkaeT uHGopmaumto o PIM-coceasax.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet

on | state-off]

hu_port | vlan vian_id |state-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OTobpaxkaeT uHoopmaumio no PIM-untepdericam:
- state-on — oTobparkaeT Bce MHTepdeiicol, rae BrAYeH PIM;
- state-off — oTob6parkaeT Bce nHTepdelicol, rae BoikatoueH PIM.

[group_address]

show ip (ipv6) pim group-map

OTo6parkaeT TabamLy NPUBA3KM MHOTOALPECHbIX Fpynmn.
- group-address — aapec rpynnbl.

show ip (ipv6) pim counters

OTobpaxkaeT cogepxnmoe PIM-cyeTumKos.

show ip (ipv6) pim bsr election

OTobpaxkaeT uHoopmaumto o BSR.

show ip (ipv6) pim bsr rp-cache

OTo6parkaeT MHGOPMALMIO O U3YHEHHbIX KaHaMaaTax 8 RP.

show ip (ipv6) pim bsr
candidate-rp

OTobparkaeT cocTosHNE KaHauaaTos B RP.

clear ip (ipv6) pim counters

O6HynsaeT PIM-cyeTumKkm.

[Mpumep UCnoab308aHUS KOMAHO

basoBas HacTpoiika PIM SM c ctatnyeckmum RP (1.1.1.1). NpeasaputenbHo A0KeEH 6biTb HACTPOEH NpoTo-

KON MapLIpyTU3aLmu.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 dyHkyua PIM Snooping

®yHKumMA PIM Snooping ncnonb3yeTca B ceTAX, rAe KOMMYTAaTOP UCNOAHAET ponb L2-ycTpoicTea
mexay PIM-mapupyTtmusatopamm.

OcHoBHoW 3agayeit PIM Snooping sBnsaeTca npegocTtaBieHne MHOroagpecHoro TpadmKka ToNbKo
015 TeX NOPTOB, C KOTopbIx bblnK noayyeH PIM Join, PIM Register.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHPUrypaumu:

console (confiqg) #

Tabnnua 164 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMmoA4aHuio

KomaHoa

Hleilicmesue

ip pim snooping
— /BbIK/IIOYEHO

PaspewunTtb ncnonbsosaHue ¢pyHKuMmM PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb NCNoNb30BaHUE QYHKLUMU

ip pim snooping vlan
vlan_id
vlan_id: (1..4094)

PaspewunTb ncnonbsosaHune ¢yHKUMM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.
vlan_id — naeHTMPUKaAUMOHHBI Homep VLAN.

no ip pim snooping vlan
vlan_id

3anpeTuTb Mcnonb3oBaHne ¢yHKUMKM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnuya 165 — KomaHabl pexmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHOoa

Aeilicmeue

show ip pim snooping

MoKa3aTb 061yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPOA MHOToaApecHoro Tpaduka B
OaHHOoM vlan.

show ip pim snooping groups

MoKa3aTb CNMCOK 3aperncTpMpPOBaHHbIX rpynmn.

sh ip pim snooping neighbors

MoKa3aTb CNUCOK 3aperMcTPUpPoBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKon 0B6HapyXeHUa UCTOYHMKOB MHOroagpecHol paccbiikm (MSDP) ucnonbsyetca ans
obmeHa MHPopmaument 06 nctodHnkax Multicast-tpaduka mexgy pasHoimu PIM-gomeHamu. MSDP-
coenHeHMe 0bblYHO ycTaHaBAMBaAETCA Mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 166 — KomaHgb! pexuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HayeHue
no ymoan4yaHuro

KomaHda

Aeilicmeue

router msdp

BkntounTtb npotokon MSDP 1 nepeiT B peXnMm ero KoH-
durypaumu.

202 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

no router msdp

OcTtaHoBUTb NpoToKon MSDP 1 yaanutb BClo ero KOHpUry-
pauuto.

KomaHObI pexcuma KoHgu2ypayuu npomokosad MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KOHPUrypaumm npotokosa MSDP:

console (config-msdp) #

Tabanuya 167 — KomaHabl pexkmma KoHpurypaumm npotokona MSDP

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

connect-source ip_address
-/IP-agpec He Ha3HauyeH

no connect-source

HasHauutb IP-agpec, KoTopbliii ByaeT Mcnoib3oBaH B KayecTse
ncxoaawero npu coegmHeHnn ¢ MSDP-nupom.

YCTaHOBWTb 3HauYeHue no YMO4aHUIO.

cache-sa-holdtime secs secs: (150..3600)/150

CeK

no cache-sa-holdtime

YCcTaHOBUTb Bpems xusHu SA-3anucu B KaLle.

YCTaHOBWUTb 3HAYEHWE NO YMONYAHMIO.

holdtime secs

secs: (3..150)/75 cek

no holdtime

YcTaHoBUTbL Taimep holdtime. Eciv B TeyeHue 3Toro Bpe-
MeHU He byaeT npuHATo keepalive-coobueHune, To coegm-
HeHue ¢ cocegom cbpacbliBaeTcs.

YCTaHOBUTb 3HaYeHue No YMO/THaHUIO.

keepalive secs
secs: (1..60)/30 cek

no keepalive

YCTaHOBUTL WHTEpPBan Mexay oTtnpasBkoi keepalive-
coobueHnn.

YCTaHOBUTb 3HaYeHue no YMO/THaHUIO.

originator-ip ip_address
-/IP-agpec He Ha3HauyeH

no originator-ip

HasHaunTtb IP-agpec, ncnonbayemolt B KauecTse agpeca RP
B MCX0o4ALWMX coobuieHmax SA.

YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.

peer ip_address

no peer ip_address

[Jo6aButb B KOHOUrypaumo MSDP-nMp 1 BONTK B peXum
ero KoHdurypaumm.

Yaanutb MSDP-nunp.

KomaHObI pexcuma KoHguypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHourypaumm MSDP-nupa:

console (config-msdp) #

Tabnnua 168 — KomaHabl pexmuma KoHpurypauum MSDP-nmpa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

connect-source ip_address
—/IP-aapec He Ha3Ha-

YeH

no connect-source

HasHauuTb IP-agpec, KoTopblit ByAeT MCNONb30BaH B KayecTse UC-
xogawero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBUTb 3Ha4YeHuMe no YMONYaHUIO.

description text

— text: (1..160) cumBona
no description

3apatb onucaHne MSDP-nmpa.

Ypanutb onucaHume.

mesh-group name

name: (1..31) cumBona

no mesh-group

LOob6asutb cocepa K MESH-rpynne.

Ypanutb cocega.
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sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

sec_num:
(0..4294967294)

Co3patb NpaBuao puabTpaumm SA-cCoobLLEeHNI:

- permit — paspelatoLlee NpaBuao GuUabTpaLmm;

- deny — 3anpeuiatouiee npasmno GuabTpaLmu;

- sec_num — HoMep CeKLUn Npasuna;

- ip_addr_rp — ¢unbTpaums no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;

- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmnka Multicast-
Tpaduka.

no sa-filter { in | out }
sec_num

YaanseT co3gaHHyIo CEeKLMIo npaBua.

shutdown
—/BbIK/IIOYEHO

AOMWHUCTPATUBHO BbIKAOYUTL ceccunto ¢ MSDP-nupom, He yaa-
NAs ero KOHPUrypaumm.

no shutdown

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 169 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHda

Aelicmeue

show ip msdp peers [ ip_addr]

MokasaTb MHPOPMALMIO O HACTPOEHHbIX NUPaXx, cTaTyce coeau-
HEHUSA, HACTPOIMKAX NMMPOB, A TaKXKe CTaTUCTUKY obMmeHa coobue-
HMamn npotokona MSDP

- ip_addr — IP-appec nupa.

show ip msdp source-active

MoKasaTtb cogepknmoe Kawa SA.

show ip msdp summary

MNMokasaTb cymmapHyto nHbopmaumto npotokona MSDP.

clear ip msdp counters

OBHYNUTb CHETUUKM.

clear ip msdp peers [ ip_addr]

MNepeycTtaHoBUTb coeanHeHusa ¢ MSDP-nnpamu
- ip_addr — 1P-appec nupa.

5.18.4 ®dyHkyua IGMP Proxy

®PyHKLMA MHOroafpecHon MmapLipyTUsaLmm

IGMP Proxy npegHa3sHauyeHa A4na peanusauum

YNPOLLEHHOM MapLpyTM3auUM MHOFOQZPECHbIX AAHHbIX MeXAY CeTAMM, ynpaBaaeMon Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTBa, He HaxoAallMecA B OAHOM CETU C cepBepom
MHOT0a4pPeCHON PacChI/IKN, UMEIOT BO3MOXKHOCTb MOAKAOMATbCA K MHOTOQAPECHbIM Fpynnam.

MapLpyTmMsauma OCyLecTBAAETCA MexKay WHTepdelicom BblwecTtoAwen cetn (uplink) wu
nHTepdelricamm Hukectoawmx ceteit (downlink). Mpu atom Ha uplink-uHTEpdeitce KommyTaTop BeaeT ceba
Kak 06bl4yHbIA noJsiydaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeT cobcTBeHHble
coobuweHnn npotokona IGMP. Ha mHTepdeiicax downlink kKommyTaTop BbIiCTynaeT B KayecTBe cepsepa
MHOTroagpecHoOM paccbinku U 0bpabaTtbiBaeT coobuieHna npoTokoaa IGMP OT yCTpOICTB, NOAKNOUYEHHDIX K
3TMM MHTepdeicam.

v

KonunuectBo nogaep:kmMBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabnuue 9.

IGMP Proxy nogaep»usaet go 512 downlink-untepdeiicos.
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v/

OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep)XuBaeTca Ha rpynnax arperauuu LAG;

- MOXKeT 6bITb onpeaeieH ToNbKO O4UH MHTepdeiic BbilIecToALLEN CeTH;

- Npu ucnonb3oBaHumn Bepcumn V3 npotokona IGMP Ha uHtepdeiicax K HUMKeCcToALLEeN ceTu,
obpabartbiBaloTcA TONbKO 3anpocbkl Tuna exclude (*,G) u include (*,G).

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 170 — KomaHabl perknma rnobanbHom KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

-/MNo ymon4aHuio

no ip multicast-routing

bYHKLMA BbIKAKOYEHA

PaspeluaeT paboTy mapLipyTM3aLmMm MHOTOaApeCcHbIX AaHHbIX HaA
CKOHPUIypUpOBaHHbIX MHTepdecax.

3anpewaeT paboTy MapLIpyTU3aLMM MHOFOAAPECHbIX AaHHbIX Ha
CKOHOUIYPMpPOBaHHbIX UHTepdelicax.

KomaHObI pexcuma KoHguaypauyuu uHmepageticos Ethernet, VLAN, uHmepdgbelica 2pynnsl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 171 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHdurypupyemblin nHTepdeic anaetca nHTepdencom K Huxe-
crosen cetn. KomaHaa HaszHavaeT cBasaHHbIN uplink-uHTepdeiic,
Y4acTBYIOLLMI B MapLUPYTU3ALUN.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUNTL 3aWMUTY MO HUCXOAAWeEMY MHTepdeicy. IPv4 multicast-
TpaduK, nocTynatowmii Ha nHTepdeiic, He byaeT nepeHanpaseH.

OTKAOUUTB 3aLLUTY NO HUCXOAALLEMY UHTepdeitcy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKNIOUMTL CTaTMYECKUit 3anpoc multicast-rpynnbl Ha WHTep-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKa rpynnbl.

l Ha uHtepddeiice aonxeH 6biTb BKAOUYEH IGMP Proxy.
.

BbIKNOUMTL CTaTUYECKUI 3anpoc multicast-rpynnbl.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 172 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymosn4aHurw
show ip mroute - KomaHga npegHasHayeHa 418 NpOCMOTPa CMCKOB MHOroagpec-
[ip_multicast_address HbIX rpynn. BoamoxkeH BbIGOP rpynn no agpecy rpynnbl UAn No
[ip_address]] [summary] appecy UCTOYHMKA MHOTOAAPECHbIX SAHHbIX.
- ip_multicast_address — |P-apgpec rpynnbl;
- ip_address — IP-agpec UCTOYHUKa;
- summary — KpaTKoe COAepiKaHMe KaK4oW 3anvcu B MHoroas-
pecHol Tabanue mapwpyTmsaumm.
show ip igmp-proxy interface gi_port: (1..8/0/1..48); | Undopmaums o ctaTyce IGMP-proxy NpMMeHUTENbHO K UHTEp-
[vlan vian_id | gigabitethernet te_port: (1..8/0/1..48); | deiicam.
gi_port | tengigabitethernet twe_port:
te port | (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..128);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKuMM ynpaBaeHuUsA

5.19.1 MexaHu3zm AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTCA MexaHusm AAA  (ayTeHTUdUKaLms,

aBTOpPM3aLMA, yUeT).

— Authentication (ayTeHTUdMKauMA) — conocTaBneHMe 3anpoca CyLLeCcTBytoLLen yYETHON 3a-

nncu B cnucteme 6e30MacHoOCTU.

— Authorization (aBTopu3auus, NpoBepKa ypoBHSA A0CTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu

B cucTeme (Npoluealueit ayTeHTUdMKaLMIO) U onpeaeNEHHbIX NONHOMOYMIA.
— Accounting (y4éT) — cnexeHue 3a noTpebseHMem pecypcos No/ib3oBaTesiem.

[nsa WwndpoBaHMa AaHHbIX UCNONb3YETCA MeXaHn3m SSH.

206 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-

48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexmnma rnobanbHOM KOHOUrypaumm:

console (confiqg) #

Tabnunua 173 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMM A9 BXOAA B CUCTEMY.
- authorization - pa3spellaeT NPOXOXKAEHWE aBTOpPM3aL MK No
OMUCAHHBIM HUXE MeTo4aM;
- default — ucnonbsoBate ana ayTteHTUdMKALMKM OMNUCaHHble
HUKe MeTozbl;
- list_name — vma cnncka ayTeHTUPUKALMOHHBIX METOA0B, aKTK-
BM3UPYIOLLErocs, Koraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):
- enable — ncnonb30BaTb Naposib ANA ayTeHTUUKaLMK;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUN;
- local — ncnonb3oBaTb NI0KaNbHYO 6a3y MMeH Nonb3oBaTenei
ANA ayTeHTUdUKaLmu;
- none — He UCNo/b30BaTb ayTEHTUDUKALMIO;
- radius —ncnonb3oBaTtb cnucok RADIUS-cepBepoB ana ayTeHTu-
duKaumu;
- tacacs —ucnonb3osaTb cnucok TACACS cepsepoB A4N1A ayTeHTU-
bukaumm.

V Echn metop ayteHTMdUKauumn He onpepeneH, To

AOCTYN K KOHCONM BCeraa ycnewuHbli.

V Co3aaHMe CNUCKA OCYLL,eCTBAAETCA KOMaHAOoM:
aaa authentication login list_name method._list.
Wcnonb3oBaHue cnucka:
aaa authentication login list-name

’ | Bo usbexkaHue notepu Aoctyna cneayet BBOAUTb
e Heo6X0AUMbINA MUHUMYM HACTPOEK ANA YKasbiBa-
eMOro meToaa ayTeHTupuKaumnu.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymon4aHuio
OCYLLECTBASAETCA NPOBEPKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBaMBaeT cnocob ayTeHTUPMKauum npu  MNOBbILEHUN
YPOBHSA NPUBWUAETUIA ANA BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAEeHWe aBTopM3aLmmn no
OMUCAHHBIM HUXE MeToAam;
- default — ncnonb3oBaTb AnAa ayteHTUdMKAUMM ONMUCaHHbIE
HUXe meToapl;
- list_name — nms cnncka ayTeHTUPUKALMOHHbIX METOAO0B, aKTK-
BM3MPYIOLLErOCcA, KOraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTh NAPO/b ANA ayTEHTUDUKALUM;
- line — ucnonb3oBaTb NapoONb TEPMUHANG AN1A aYTEHTUPUKALUWK;
- local — ncnonb3oBaTb NOKaNbHYO 6a3y MMeH nonb3oBaTenei
Ana ayteHTMduKaumm;
- none — He UCNo/b30BaTb ayTEHTUOUKALMIO;
- radius — vucnonb3oBaTb cnucok RADIUS-cepBepoB a/1s ayTeHTU-
duKaumu;
- tacacs —vcnonb3oBaTb cnucok TACACS-cepBepoB ANA ayTeHTH-
duKaumm.

V Echn metop ayteHTUdMKaALMM He onpepeneH, To

BAOCTYN K KOHCOM BCeraa ycnewHbli.

/ Co3paHue CNUCKa OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:
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no aaa authentication
enable authorization
{default | list name}

aaa authentication login list-name

Bo usbexkaHue notepu AocTyna cieayeT BBOAUTD
! Heo6X04UMbIA MUHMMYM HaCTPOEK ANA YKa3blBa-

emMmoro metoAa aytTeHTupuKaumu.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

enable password password
[encrypted] [level /evel]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CUMBOJI0B

YcTaHaBAMBaeT Naposb A7 KOHTPONA USMEHEHWUA NPUBUIETUA
[0CTyna nonb3osaTenen.

- level — ypoBeHb NpuBUAErniA;

- password — naposb;

- encrypted — 3agatb 3alWMbpPOBaHHbIN Naposb (Hanpumep, na-
ponb B 33WMPPOBAHHOM BMAE, CKOMUPOBAHHbLIA C ApPYroro
yCTpoWcTBa).

YpansaeT naposib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password |
encryption-algorithm
encryption-algorithm }
[priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CMMBOJI0B;
encrypted_password:
(1..64) cumBonoB;
encryption-algorithm:
sha-512,sha-1, md5 /sha-1;
level: (1..15)

[obasnaeT nonb3osaTens B I0KaNbHYO 633y AaHHbIX.

- level — ypoBeHb npusunerni;

- password — naponb;

- hame — UMA NONb30BaTeNS;

- encryption-algorithm — anropuTm XaWMPOBaHWA NAPONSA;

- encrypted_password — 3awndpoBaHHbIA Napoab (Hanpumep,
naposib B 3awndpoBaHHOM BWAE, CKOMMPOBAHHBIW C APYroro
yCTpoWMcTBa).

Ypanaet nonb3osartena us JIOKaNbHOM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/no ymon4aHuio BeaeHune
yuyeTa 3anpeLieHo

Pa3pelaeT BegeHMe yyeTa (aKKayHTa) ANs CeCCUi ynpaBaeHus.
BeaeHue yuyeta paspelueHo TONIbKO ANA NOJb3oBaTe-
V Neii, BolWweALWNX B CUCTEMY NO UMEHU U NAPOAIO, ANA
nonb3oBaTesieid, BOWeAWMX NO NAPOI0 TepMUHana,
BeZeHue yyeTa 3anpeLyeHo.
BepeHue yueta aKTUBUPYETCA U NpeKpallaeTca, Koraa
V No/b30BaTe/lb BXOAMUT U OTK/IOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaUeHusaM start u stop B coobieHnax
npotokona RADIUS (napameTpbl, cogeprKalimecs B co-
o6weHunax npotokona RADIUS, npuseaeHbl B Tabnuue
174).

3anpewaeT BegeHue yyeTa (akKkayHTa) gna seegeHHbIx B CLI ko-
MaHA.

aaa accounting dot1x
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/no ymon4aHuio BeaeHue
yuyeTa 3anpeLieHo

Pa3pewaeT BegeHue yyeTa (aKKkayHTa) gna ceccuin 802.1x.
| BepeHMe yuyeTa aKTUBMPYETCA U NPeKpaLLaeTcs, Koraa
V nosb3oBaTesib BXOAMT U OTK/IOHYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYET 3HaUeHusaMm start u stop B coobieHunsx
npotokona RADIUS (napameTpbl, cogeprKalumecs B co-
obuweHuax npotokona RADIUS npusegeHbl B Tabauue

174).

B pexxume Multiple sessions coo6weHus stat/stop no-
V CbIIAIOTCA ANA KaXAO0ro Nonb3oBaTensa, B pexume
Multiple hosts — Tonbko gna nonb3oBatens, npowes-

wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepenset metos ayTeHTUOUKauumn npm aoctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMNCKA METOAO0B AOMNONHUTENbHbIN
meToz, byaeT NPUMEHATHCA TONbKO B TOM C/lyyae, Korga no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BpaLLEeHa OLIMOKaA.
- method_list — meTtog ayteHTUPUKaumu:

local — no MeHU 13 noKanbHO H6asbl AaHHbIX;

none — He UCNoNb3yeTcs;

tacacs — ucnonb3oBaHUe cnMckos Bcex cepeepoB TACACS+;
radius —vcnonb3soBaHue cnvckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBAET a/iropuTm Onpoca MEeTOoAOB ayTeHTUdMKa-
uum.
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- chain — nocne HeygayHoOM MOMbITKM ayTEHTUPUKALUM NO
nepBoMy MeTogy B CMMCKe cieayeT NomnbiTka ayTeHTUduKa-
LMK MO caepytoLemy meToay B LernoyKe;

- break — nocne HeypauHolt ayTeHTUdMKaUMM NO nepsomy
MeTo4y npouecc ayTeHTUGUKALMM OCTaHaBANBaETCA. AyTeH-
TMdUKALMA No cnefyollemy meTody AOMYCTUMA TOJbKO B
CNly4ae HeBO3MOMKHOCTU ayTEHTUGUKALMM NO NpeablayLiemy
MeToay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/no ymonyaHuio BegeHue
yyeTa KOMaHZ, BbIK/OUYEHO

BkntouaeT BeageHue yyeta BBegeHHbIX B CLI komaHg no npoTo-
Kony Tacacs+.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa accounting update

no aaa accounting update

-/BbIK/IlOYEHA

BkntoueHune otnpasku Interim-Update yepes perynspHble npo-
MEXYTKN BPEMEHW.

BbIKntoueHMe oTnpaBku Interim-Update uepes perynapHble npo-
MEKYTKU BPEMEHM.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKasaHWe NpomeKyTKa BpeMeHu, Yepes KoTopblii ByaeT npoums-
BOANUTbLCA OTMpaBKa Interim-Update.

YCTaHOBUTb 3HAYEHMWeE Mo YMO/I4aHUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

-/N0 YMONYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyliecTsnAerca

YcTaHaBAMBaeT cnocob aBTopm3aLMm BBOAUMbIX KOMAHA,

- default — pegaktnpoBatb cnncok ¢ umeHem default, koTopbliit
Mo YMOIYaHUIO eCTb B CUCTEME;

- list_name — umA cnucka meToAoB aBTOpM3aumK, co3paBae-
MOFO ¥ PeaKTMPYEeMOro Nosib3oBaTenem:

- tacacs — meToz, N03BONAKLWMIA MCNOAb30BaTb cNcok TACACS-
cepBepoB A/1a aBTopU3aunm;

- local — meToa, Npy KOTOPOM AaBTOPM3ALUA HE OCYLLECTBAAETCA.

YcTaHaB/MBaET 3HAYEHUE MO YMOYAHUIO.

- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no

YMOYaHMI0;

- list_name — yaaneHue noib30BaTeNIbCKOrO CMUCKA C UMEHEM

list_name.

V Cnucok ¢ umeHem default He moxeT 6bITb yaaneH us
cUcTeMbI.

aaa authorization com-
mands {default |
list_name}

list_name: (1..15)

AKTUBMPYET CMUCOK METOA0B aBTOPM3aLMN BBOAUMBIX KO-
MaH,.

- default — caenatb akKTUBHbIM CNUCOK ¢ UMeHem default;

- list_name — caenatb akTUBHbIM COOTBETCTBYIOLLMI NOAb30BA-

CMMBO0B; TENbCKUI CMINCOK.
no aaa authorization -/default YcTaHaBMBaeT 3HaYeHMe No YMOAYaHMIO.
commands
[Onsa Toro uto6bl KAMEHT NOAYYUA AOCTYN K YCTPOMCTBY, AaXKe ec/n BCce MmeToabl ayTeHTUdu-
ot Kauuun BepHyn OLLIMGKV, MCI‘IOl1b3yﬁTe 3Ha4YeHue nocnegHero metoga B KomaHage — none.

Tabnunua 174 — ATpmnbyThl cooblieHunit BeaeHnn yyeTa npoTokona RADIUS ana ceccuit ynpasneHums

Hanuyue Hanu4yue
ampubymae | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobwieHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdMKaums nosb3oBaTens.
IP-agpec Ko aTopa, KOTOPbIM MCnoab3yeTcs
NAS-IP-Address (4) Ectb Ectb AP . MMyT. Top Top roaLsyer
ansa ceccuin ¢ Radius-cepsepom.
Class (25) Ecth Ects MpoussonbHoe 3Haqe|-1v|e, BKJIIOYEHHOE BO BCE CO-
06LeHnnA yyeTa ceccuit.
MAC-agpec nopta NAS, ucnonbsyemolit ans cec-
Called-Station-ID (30) EcTb Ectb . ,u,p. nopr MICNOIb3YEMBIN AT
cuit ¢ Radius-cepeepom.
Calling-Station-ID (31) EcTb EcTb MAC-agpec nonb3osartens.
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Framed-IP-Address (8) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3sblBaeT MeTos, N0 KOTOPOMY KJAMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A POMY A
6bITb ayTEHTUPUUMPOBAH.
. . MoKa3blBaeT, KaK 40Aro nosib3oBaTtenb 6bin Noa-
Acct-Session-Time (46) Het EcTb A A
KJIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuYmMHa 3aKpbITUA ceccuu.

Tabnunua 175 — ATpmnbyThl coobleHunit BeaeHun ydeta npotokona RADIUS ana ceccnin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdMKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb AP o y. P P ¥
ana ceccnin ¢ Radius-cepsepom.
MopT KOMmyTaTOpa, Ha KOTOPOM MOAKAHOYMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosb3oBaTesnb.
Mpoun3BoabHOE 3Ha4YeHNe, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
0ob6ueHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY K/AMEHT AONKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKasblBaeT, Kak A0Aro nosb3osaTtenb Hbla noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Hert EcTb Mpu4YmMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb MNoKa3sbiBaeT TMN NOpTa KAMEHTa.
NAS-Port-Id (87) Ectb EcTb lNoKa3biBaeT Ha3BaHMe NOPTa KANEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepMmuHana

Bua 3anpoca KOMaHAHOW CTPOKM B peXume KOHOUrypaLmm TepmmHana:
console (config-line) #

Tabnunua 176 — KomaHabl perknuma KoHbUrypaumm TepmmHaabHbIX CECCUA

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
login authentication {default | 3agaeT meTog, ayTeHTUdMKaumMm npun Bxoae Ans KoHconu, Telnet,
list_name} SSH.
. - default — ncnonb3oBaTb CIMCOK «NO YMONYAHWUIO», CO34AHHbIN
list_name: (1..12) . L. .
- KoMaHaol aaa authentication login default
CMMBO/OB . N .
- list_name — ncnonb30BaTb CMMCOK, CO34aHHbIA KOMaHAOM aaa
authentication login /ist_name.
no login authentication YcTaHaBAMBaeT 3HaYeHWe Mo YMOMYaHMIO.
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enable authentication
{default | /ist_name}

no enable authentication

list_name: (1..12)
CUMBOJI0B

3apaeT meTog, ayTeHTUOMKALMM NONb30BATENA NPU NOBbILEHWN
YPOBHSA NpuBUAeruii ana koHconu, Telnet, SSH.

- default — ncnonb3oBaTb CNMCOK «NO YMONYAHMIO», CO34aHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOoM aaa
authentication login /ist_name.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

password password
[encrypted]

no password

password: (0..159)
CUMBOJI0B

3apaeT naposib ANa TepMUHana.

- encrypted — 3agaTtb 3aWwMdpPoOBaHHbLIN Naposb (Hanpumep, Na-
posb B 3aWMPPOBAHHOM BWUAE, CKOMUPOBAHHBLIN C APYroro
yCTpOICTBa).

YpanseT naponb 4N8 TEpMUHana.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 177 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show authentication methods

MoKkasbiBaeT nHbopmaumio 06 ayTeHTUOUKALMOHHBIX MeToaax
Ha KOoMMyTaTope.

show users accounts

MoKa3bIBaeT I0KaibHYo H6a3y AaHHbIX NOAb30BaTENEN U UX NPU-
BUJIETUNA.

KomaHOobl pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KOMaHAbl AAHHOTO pPasaena AOCTYMNHbI TONbKO AN MPUBUAETMPOBAHHbIX NOb30BaTENEN.

Tabnunua 178 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show accounting

MokasblBaeT MHOOPMaLMIO O HACTPOEHHbIX METOAaxX BeAeHus
yyeTa (aKkkayHTa).

5.19.2 rpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMdUKaumm, aBTtopusaumm u ydyeta. Cepsep RADIUS

ucnonb3yet 6a3y AaHHbIX NOMb30BaTeNEN, KOTOpas COLEPKWUT AaHHble MPOBEPKU NOAJMHHOCTU ANA
Kakgoro nosb3oBatens. Takum o6pasom, ucnonb3oBaHMe npotokona RADIUS obecneyunBaet
OONONHUTE/IbHYIO 3aLlNUTY NPU AOCTYMNe K pecypcam CeTu, a TaKKe Mpu J4OoCTyne K CaMOMy KOMMYTaTopy.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumum:

console (config) #
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Tabnunua 179 — KomaHabl pexkunma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CMMBOJIOB;

priority: (0..65535)/0;
type: (login, *igmp-
auth*, coa, dotlx-eapol,
dotlx-mac, all)/all;
vrf_name:(1..32)

[obaBnseT yKasaHHbIA cepBep B CNUCOK Mcnosib3dyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

- auth_port — Homep nopTa AnA nepefaym ayTeHTUPUKALMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa AN Nepefayn AaHHbIX y4eTa;

- timeout — NHTepBan OXXMaaHMA OTBETA OT CEpPBEPa;

- retries — KOANMYeCTBO NOMNbITOK Nomcka RADIUS-cepBepa;

- time — Bpems B MUHYTaXx, B TEYEHWE KOTOPOro HEAOCTYNHbIE Cep-
Bepa He byayT onpawmnsatbca RADIUS-KIMEeHTOM KOMMYTaTopa;

- secret_key — kntod ans ayteHTMdMKauMM u wndpoBaHMA Bcero
obmeHa aaHHbimM RADIUS;

- priority — npuopuTeT ncnonb3osaHuns RADIUS-cepBepa (4em Huke
3HauyeHue, TeM NpMopUTeETHEE Cepaep);

- type — T1n ucnonb3osaHma RADIUS-cepsepa;

- encrypted — 3a4aTb K/toY B 3aWINMPPOBAHHOM BUAE;

- vrf_name — uma BUpTyanbHON 061acTn maplupyTU3aLuu.

B cnyyae otcyTcTBMA B KOMaHAe napameTpos timeout, retries,
time, secret_key pna paHHoro RADIUS-cepsepa wcnonb3ytoTca

no radius-server key

YMOIYQHWMIO KAOY —
nycTas cTpoKa

CUMBOJI0B
3HaYeHuA, HAaCTPOEHHbIE C MOMOLLbIO KOMaHA, YKa3aHHbIX HUXKe.

no radius-server host Ypanser yKasaHHbIW cepBep M3 CNUCKa ucnosb3yembix RADIUS-

{ipv4-address | ipv6-address | cepBepos.

hostname} [vrf vrf_name]

[encrypted] radius-server key YcTaHaBAMBAET KJIHOY, UCMOJIb3YEMbIN MO YMOJIYAHWUIO, A5 QyTEH-
key: (0..128)

[key] TUOUKauMnM u wudposBaHna Bcero obmeHa AaHHbiMM RADIUS
cumBosios/no

MeXKAY YCTPOUCTBOM U OKpy»KeHnem RADIUS.
- encrypted — 334aTb K/toY B 3alIMPPOBAHHOM BUA.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOHAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBAET MHTEPBAN OXWMAAHWA OTBETA OT CepBepa, UCMNOoAb-
3yemblil MO0 YMOYAHWUIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpepenseT KOAMYECTBO MOMbITOK, UCNO/b3yemoe Mo ymosya-
Huto, noncka RADIUS-cepsepa 13 cnncka cepsepos. Mpun oTKase
OCYLLEeCTBNAETCA MOMCK CnefytoLero No nNpMopuTeTy cepeepa u3
CrnucKa.

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MUH

MNo3Bonset onTummnanpoBaTb Bpemsa onpoca RADIUS-cepsepos, Ko-
raa HeKOTopble cepBepa HEJOCTYMHbI. YCTaHaB/IMBAET BPEMA B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYEHUE KOTOpPOro HeJo-
CTynHble cepBepa He byayT onpawmsaTbcs RADIUS-KNMeHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id} [vrf vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CUMBOJI0B

3agaeT nHTepdeiic yctponctaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOIYAHWMIO B KaUecTse agpeca UCTOYHUKA nepesaBa-
emoro B coobLueHuax npotokona RADIUS.

Ypanaet uHtepdeiic yctpoicTsa.
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radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdelic ycTpoictsa, IPv6-agpec KoToporo bygert uc-
No/b30BaTbCA MO YMOYAHMIO B Ka4ecTBe agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHusax npotokona RADIUS.

Ypansaet uHtepdelic ycTpoicrsa.

radius-server attributes
framed-ip-address include-in-
access-req

no radius-server attributes
framed-ip-address include-in-
access-req

-/OTKAOYEHO

BkntouaeT oTnpaeKy RADIUS-aTpmnbyTa 8 B access-request nakeTax.

Bbikntouyaet otnpaBky RADIUS-aTpubyTa 8 B access-request nake-
Tax

radius-server attributes nas-
port-id include-in-access-req
format

format:(1-32)/pnnHHoe

HactpauBaetr ¢opmaTt RADIUS-aTpubyta 87 B NakeTax access-
request.

Mpw onpeaeneHnmn ncnonb3ytotca cnegytolme WabnoHbl:

%p — AMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1 8
ASClI;

nmA nopta %V — naeHtnduratop VLAN B ASCII.
no radius-server attributes YcTaHaBAMBAET 3HaYEHWE MO YMOYAHMIO.
nas-port-id include-in-access-
req
KomaHOsi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanua 180 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show radius-servers { status |
key | vrf {vrf_name | all} }

OTobparkaeT napameTpbl HacTpoliku RADIUS-cepBepoB (KomaHaa
[LOCTYMNHA TONbKO A/1A NPUBUIETMPOBAHHbIX NONb30BaTeNeN).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTUCTUKY NpoTokona Radius, MHbopmaLMio 0 Nosb-
30BaTenax, KoHdpurypaumto RADIUS-cepsepa.

[pumepbl UCI016308AHUS KOMAHO

YcTaHOBUTb r106abHble 3HAYEHWA 18 NapPaMETPOB: MHTEPBAJ OXUAAHMA OTBETA OT cepBepa — 5 CEeKyHA,
KOQIMYecTBO NonbITOK noncka RADIUS-cepsepa — 5, Bpemsa, B Te4eHUE KOTOPOro HeAOCTYMNHbIE CepBepa He
6yayT onpawmneaTbcs RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEeKpeTHbIN Katod — secret. [106aBuTb B
cnmcok RADIUS-cepBep, pacnosioXKeHHbIM Ha y3ne cetn ¢ IP-agpecom 192.168.16.3, nopTt cepBepa and
ayTeHTUPUKaumm — 1645, KonmMyecTBO NONLITOK AOCTyNa K cepeepy — 2.

console# configure
console (config)#

console (config)#
console (config)
( )

)

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645

radius-server
radius-server
# radius-server
# radius-server
# radius-server

console (config
console (config
retransmit 2
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MNMoka3saTb NnapameTpbl HacTponkmn RADIUS-cepBepoB

console# show radius-servers

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

5.19.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuyMBaeT UEHTPANM30BaHHYO cucTeMy 6e30MacHOCTM AN MPOBEPKU
No/b30BaTesIei, NONYYAIOLWMX AOCTYN K YCTPOMCTBY, NPM 3TOM NOAAEPMKMBAA COBMeCTUMOCTb ¢ RADIUS 1
APYrMMM NpoLLeccamm NpoBepKu noannHHocti. TACACS+ npefocTaBaseT cneaytowme cnyKobbi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXoda B CUCTEMY MO
MMEeHaM Mo/1b30BaTeIel U ONpeaeNeHHbIM NOb30BATENSAMM NAPOJIAM;
— Authorization (aemopu3sayus). ObecneuynBaeTca BO Bpema BXoda B cuctemy. [locne

3aBepuwieHuna

CeaHCa nposBepKU

NOANTMHHOCTU

3aMyCKaeTca CeaHC aBTopu3auumnm C

MCNONb30BaHMEM MPOBEPEHHOIO MMEHU MNOJ/Ib30BaTENA, TaKXKe CepBepOM NpPOBEPAIOTCA
npusunernn nonb3osBartenA.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaummu:

console (confiqg) #

Tabnunua 181 — KomaHabl perkuma rnobanbHOM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
vrf_name: (1..32)
CUMBOIOB

[obasnaeT yKasaHHbI cepBep B CMMUCOK Mcnonbdyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nmsa TACACS-cepBepa;

- single-connection — B Ka)KAbli MOMEHT BpPEMeHW UMeTb He
60nblle 0gHOro coeanHeHna ana obmeHa gaHHbimm ¢ TACACS-cep-
BEpPOM;

- port — HoMep nopTa Ans obmeHa aaHHbIMK ¢ TACACS-cepBepom;
- timeout — NHTepBan OXXMAaHMA OTBETA OT CepBepa;

- secret_key — Kntoy ans ayTeHTMOMKaLUK M WindpoBaHuUA Bcero 0b-
meHa gaHHbimu TACACS;

- priority — npuopuTteT ncnonb3osaHuna TACACS-cepBepa (Yem HMXKe
3HayeHue, TeM NPUOPUTETHEE CEPBEP);

- vrf_name — uma BupTyanbHol 061aCTM MapLLpyTU3aLNK;

- encrypted — 3HayeHue secret_key B 3awumdpoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, secret_key
ana paHHoro TACACS-cepBepa MCNo/b3yrOTCA 3HAaYEHUA, HACTPOEH-
Hble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXKe.

Yaansaet yKasaHHbI cepsep U3 cnucka ncnonbsyembix TACACS-cep-
BEPOB.
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tacacs-server key key YcTaHaBAMBAET KNKOY, MCNOb3YEMbI NO YMOAYAHUIO, ANA ayTeH-
key: (0..128)
encrypted tacacs-server key CMIMBOI0B/0 TUOMKALMM M WKndppoBaHMa Bcero obmeHa gaHHbimu TACACS
key Mexay yCTponcTBom u okpykeHnem TACACS;
YMOTYAHMIO KoY —
- encrypted — 3HayeHue secret_key B 3awmdpoBaHHOM BUAE.
no tacacs-server key flyeTan cTpoka YcTaHaBAMBaET 3HaYEHME NO YMOAYAHUIO.
tacacs-server timeout timeout YcTaHaBAMBaET UHTEPBA OXKMAAHUA OTBETA OT CEpBEpa, UCMNONb3Y-
timeout: (1..30)/5 cek eMblVi MO YMOIHaHMIO.
no tacacs-server timeout YCTaHOBWTb 3HAaYE€HNE MO YMOAYAHUIO.
tacacs-server host 3afaet uHTepdeiic ycTpoiicTaa, IP-agpec KoToporo 6yaeTt ucnonb-
source-interface vlan_id: (1..4094); 30BaTbCA MO YMO/MAHUIO B KauyecTBe agpeca UCTOYHWKa AN ob-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | meHa coobuieHnamm c TACACS-cepsepom.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | loopback_id (1..64);
loopback /loopback_id | tunnel tunnel (1-16);
tunnel | vlan vian id | oob} [vrf group: (1..128);
vrf_name] vrf_name: (1..32)
no tacacs-server host CMMBO/OB Ypansaet uHtepdeiic ycTpoicrsa.
source-interface [vrf vrf_name]

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxunme EXEC:
console#

Tabnnua 182 — KomaHabl pexkmma EXEC

3HayeHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro
show tacacs [ip_address | host_name: (1..158) OTobparkaeT HAaCTPOIKY U CTaTUCTUKY AnA cepsepa TACACS+.
hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepsepa;
vrf_name: (1..32) - hostname — uma cepsepa;
CMMBO/IOB - vrf_name - nmsa BupTyanbHoMn 061acTv mapLupyTmM3aumu.
show tacacs key [vrf vrf_name] vrf_name: (1..32) .
CIMBONOB Otobparkaet napameTpbl HacTpoikn TACACS-cepsepoB

5.19.4 NMpomokKon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npusBaHHaa obecrneynTb ynpasBaeHWE W KOHTPONb Hagh YCTPOMCTBAMWU U
NPUAOKEHNAMW B CETU CBA3M NyTEéM obOmeHa ynpasAasAlowWwen WHbOPMaLMEA Mexay areHTamu,
PacnonoKeHHbIMN Ha CETEBbIX YCTPOMCTBAX, U MeHeaKepaMmn, HaxoAAWMMMUCA Ha CTAHLMAX YNPaBAeHUA.
SNMP onpegenaeT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLMX CTAHLMA U 31€MEHTOB ceTu (rnaBHble
MaLUMHbI, WAO3bl U MapLipyTU3aTopbl, TEPMUHA/IbHbIE CEPBEPbI), KOTOPble COBMECTHO obecneunBaloT
aAMUHUCTPATUBHbIE CBA3UM MEXAY CETEBbIMM YNPABAAOWMMMN CTAHLUMAMMN U CETEBbIMU areHTaMu.

KoMmmyTaTopbl NO3BOAAOT HAacTpouTb paboTy npotokona SNMP gna yaaneHHOro MOHUTOPUHIA U
ynpaB/aeHna yCTPOMUCTBOM. YCTPOMCTBO NoanepKnBaeT npoToKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnunua 183 — KomaHabl pexkunma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymon4yaHuio
nogAepKka NpoTokoa
SNMP oTkntoyeHa

BkatounTb noaaepky npotokona SNMP.

OTKAoYaeT nogaep Ky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community
encrypted_community

[ro | rw | su]

[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length] [vrf
vrf_name]

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address

| ipv6_address | ipv6z_address
[vrf vrf_name]] [mask mask |
prefix prefix_length]

no encrypted snmp-server
community
encrypted_community [ro | rw
| su] [vrf vrf_name]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]
[vrf vrf_name]

community: (1..20)
CMMBOJIOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
X XXX X;
dopmar ipvbz_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
vrf_name:(1..32)
CUMBOOB;
group_name: (1..30)
CMMBOI0B

YcTaHaBAMBaeT 3HayeHue CTPOKM coobuiectBa AnAa obmeHa AaH-
HbIMK No npoTokony SNMP.

- community — cTpoKa coobLecTsa (Naponab) Ana A4ocTyna no npoTo-
Kony SNMP;

- encrypted — 3a4aTb CTPOKY coobLuecTBa B 3alMbpoBaHHOM BUAE;
- ro — flOCTYN TO/IbKO A/19 YTeHUsn;

- rW — AOCTYN A1A YTEeHUA U 3anucy;

- SU — 4OCTYyN af4MUHUCTPATOPA;

- view_name — onpegenser uma gns npasuna o6osperHnsa SNMP, Ko-
TOpOE AO/MKHO BbITb NpeABapUTENIbHO ONPEAENEHO C NMOMOLLbIO KO-
MaHZbl sSnmp-server view. Onpegensier 06beKTbl, LOCTYMHblE CO06-
LecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoiicTBa;
- mask — macKa agpeca IPv4, KoTopas onpeaenser, Kakue 6utbl ag-
peca UCTOYHWMKa NaKeTa CPaBHMBAKOTCA C 3a4aHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KOoTopble cocTaBAAT npedukc IPva-aa-
peca;

- vrf_name — vmsa BUPTyanbHOM 061acTU MapLipyTM3aumm;

- group_name — onpegensieT UMa rpynmbl, KOTOPOe AOIKHO ObITh
npefBapuUTENbHO ONpPeaENeHO C NOMOLLBIO KOMaHAbl snmp-server
group. OnpepenseTt 06beKTbI, LOCTYNHblE cOObLLEecTBY.

YpanaeT 3HayeHue CTPoKM coobliecTBa Ana ob6MeHa AaHHbIMU Mo
npoTtokony SNMP.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3paet unan pefaktTupyert npasuno obospeHuns ana SNMP — paspe-
Lwatowee npasuno, 1Mbo orpaHnYmMBatoLLee cepsepy-obo3pesaTento
poctyn K OID.

- OID — npeHtTndmKaTop obbekTa MIB, npeacTaBneHHbI B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moxKeT BK/toYaTb B cebs 3ape-
3epBMpPOBaHHbIe C/10Ba, Hanpumep: system, dod). C nomoLbto cnm-
BoMa * MOXKHO 0603HaUYUNTL CEMENCTBO noaaepesbes: 1.3.%.2);

- include — OID BKnto4YeHa B NpaBuao ana 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasuaa gna 06o3pesaHus.

Ypanset npasuao obo3penus gns SNMP.

encrypted snmp-server user
username group_name {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] } [ vrf vrf_name]

username: (1..20)
CUMBOJI0B
groupname: (1..30)
CUMBOIOB
engineid-string: (5..32)
CUMBOJI0B
password: (1..32)
cumBona
md5:

16 nnun 32 6ant
sha:

Co3paet SNMPv3- nonb3oBaTens.

- username — UMsA NONb30BaTENA;

- groupname — uMa rpynnbl;

- engineid-string — naeHTuduKaTop yaaneHHoro SNMP-ycTpoiicTea,
KOTOPOMY NO/b30BaTelb NPUHAANENKUT;

- auth—password — naponb Ans ayTeHTUMOMKaLMM U reHepauumu
KNOYa;

- md5 — kntoy md5;

- sha — Kntou sha;

- host — IP-agpec/ nms xocta;

- vrf_name — vms 061acTi BUPTYabHON MapLIpyTU3aLmm.
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Nno snmp-server user username
[remote engineid-string] [ vrf
vrf_name]

20 nan 36
6anT
dopmart
IPv4: A.B.C.D
IPV6: X:X:X:X::X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name: (1..32)

Ypanaet SNMP-v3-nonb3oBaTtens.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBO/IOB;
notify_view: (1..32)
CMMBO/IOB;
read_view: (1..32)

CMMBONOB; Write_view:

(1..32) cumBonos

Cosgaet SNMP-rpynny nnm tabamuy cootsetcteuini SNMP-nonb3oBa-
Tenel n npasun o6o3penHnin SNMP.

-vl,v2,v3-SNMP v1, v2, v3 mogenb 6e3onacHocTH;

- noauth, auth, priv — Tun ayteHTUdMKaunm, ncnonbayembli NpPoTo-
konom SNMP v3 (noauth — 6e3 ayteHTMdMKaLmK, auth — ayTteHTUDU-
Kauus 6e3 wudposaHua, priv — ayTeHTUOUKaUMA C iMdpoBaHUEM);
- notify_view — vumsa npasuna o603peHUs, KOTOPOMY paspelleHo
onpepensaTtb coobueHns SNMP-areHTa — inform u trap;

- read_view — vumsa npasuna o603peHus, KOTOPOMY paspeLlleHo
TONIbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYyTaTopa;

- write_view —ums npasuna 0603peHnsn, KOTOPOMy paspeLleHo BBO-
OUTb faHHble U KOHOUTYpupoBaTb cogepxumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
{ip_address | host} [ vrf
vrf_namel}

no snmp-server user
user_name {v1 | v2c | v3
remote {ip_address | host}
[ *vrf vrf_name] }

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBOJIOB;
vrf-name: (1..32)
CUMBO/I0B

Cospaet SNMPv3-nonb3osaTens.

- user_name — UMs NONb30BaTeNS;

- group_name — Ums rpynnbi;

- vrf_name — nmsa 061acTi BUPTYabHON MapLpyTU3aLmm.

Ypanaetr SNMPv3-nonb3oBartens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJIOB

Co3pgaet unu pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe nos-
BonaeT ¢unbTposaTb inform u trap-coobuwieHuns, nepepasaemble
SNMP-cepsepy.

- filter_name — vuma SNMP-dunbTpa;

- OID — npeHTMdmKaTop 06BEKTA MIB, NpeacTaBneHHbIN B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B cebs 3ape-
3epBMpPOBAHHbIEe CI0BA, Hanpumep: system, dod. C nomoLLblo CUM-
Bo/1a ¥ MOXKHO 0603HaYMTb CeMeiCcTBO nogaepesbes: 1.3.%.2);

- include — OID BKntoyeHa B NpaBuio GpunbTpaLuuy;

- exclude — OID uckntoyeHa 13 npasuna GunbTpaLmm.

Ypansaet npasuno SNMP-ounbtpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries] [vrf
vrf_name]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[vrf vrf_name]

hostname: (1..158)
CMMBO/IOB;
community: (1..20)
CUMBOJIOB;
username: (1..20)
CMMBO/I0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBO/IOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOJI0B

OnpeaenseT HaCTPOMKKM ANA nepefayu coobLlieHuii yBeaoMNeHuUA
inform u trap SNMP-cepsepy.

- community — cTpoKa coobuiectsa SNMPv1/2c ans nepenaumn coob-
LEeHU yBeJOMNEHUS;

- username — ums nonb3osaTtens SNMPv3 gns ayteHTUdUKauuu;

- version — onpegenat TMn coobuweHunii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — ykasbiBaeT noa/MHHOCTb NakeTa be3 wWudposaHus;

- noauth — He yKa3biBaeT NOA/NIMHHOCTb NakeTa;

- priv — yKa3sbiBaeT NOAJ/IMHHOCTb NaKeTa C WndpoBaHUem;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuog, OXNAaHVUA NOATBEPKAEHWI Nepes NOBTOPHON
nepegayel coobuweHnin inform;

- retries — KONMYECTBO NOMBITOK NepeAayn coobuueHuit inform, npu
OTCYTCTBUM UX NOATBEPKAEHUA;

- vrf_name — nma ob61acTu BUPTYasIbHON MapLLpPYTU3aLUN.

Yaanser HacTpoOMKM Ans nepefaun cooblueHuit yseaomiaeHus
inform v trap SNMPv1/v2/v3-cepsepy.
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snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBOJIOB

Co3pgaeT ngeHtuomkatop nokanbHoro SNMP-ycTpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoicTBa;

- default — npu ncnosnb3oBaHMM gaHHOW HacTpoKkK engine ID byaeT
aBTOMATUYECKM cO34aH Ha ocHoBe MAC-aapeca ycTponcTaa.

Ypanset naeHTudunKatop nokanbHoro SNMP-ycTporictea — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vian id}

[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32)
CMMBOJI0B

3apaeT uHTepdeiic ycTpoicTea, IP-agpec KoToporo byaeT ncnosib3o-
BaTbCA MO YMO/YAHUIO B KayecTBe afpeca UCTOYHWUKA A/1A obmeHa
coobueHuamm c SNMP-cepsepom.

- vrf_name — vmsa 061acTi BUPTYabHON MapLpyTU3aLmm.

Ypansaer uHtepderic ycTpoicraa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ana IPvé.

Ypansaet uHtepdeiic ycTpoicrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paet nageHtndukaTop yganeHHoro SNMP-ycTpolictBa — engine
ID.

no snmp-server trap
authentication

hostname} engineid_string . C_MMBOFOB; - engineid_string — ngeHtudmkatop SNMP-ycTpoincTsea;
engineid_string: (5..32) o
[ vrf vrf_name] - vrf_name — nima o61acTn BUPTYyaNbHOM MapLLpyTM3aLmu.
CMMBOJIOB; - -
no snmp-server enginelD vrf-name: (1..32) Ypanaet naeHtuoukatop yaaneHHoro SNMP-ycTpoiictBa — engine
remote {ipv4_address | o ID.
' CMMBO/IOB
ipv6_address | hostname}
snmp-server enable traps / BkntoyaeT noaaepKky SNMP trap-coobLueHuit.
-/BKNtOYEHO
no snmp-server enable traps OTkntovaeT nogaepxKy SNMP trap-coobueHuni.
snmp-server enable traps ospf BkntoyaeT otnpasKy SNMP trap-coobuieHunit npotokona OSPF.
no snmp-server enable traps -/BKNtO4EHO OTkntoyaeT otnpasky SNMP trap-coobuieHnin.
ospf
snmp-server enable traps ipv6 BknitouaeT otnpasky SNMP trap-coobuieHuii npoTokona OSPF (IPv6).
ospf
-/BKNIOYEHO —
no snmp-server enable traps OTkAtoyaeT otnpasky SNMP trap-coobuieHuni.
ipv6 ospf
snmp-server enable traps erps BkntoyaeT otnpasKy SNMP trap-coobuieHuit npotokona ERPS.
no snmp-server enable traps -/BKAIOYEHO OtkntoyaeT otnpasky SNMP trap-coobuieHnii npotokona ERPS.
erps
snmp-server trap PaspeluaeT nepesasatb coobLieHna trap-cepsepy, KOTOPbIN He Npo-
authentication Lwen ayTeHTUdMKaumio.
-/paspelueHo

3anpelaeT nepesaBatb coobLLeHMA trap-cepBepy, KOTOPbI He NPo-
Wwen ayTeHTudmKaumio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBosioB

OnpegensieT KOHTaKTHYO MHGOPMALMIO YCTPOMCTBA.

YpansaeT KOHTaKTHYO MHPOPMaLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumBosioB

OnpegensieT UHGOPMALMIO O MECTOMONOMKEHMM YCTPOCTBA.

YpanseT uHGoOpMaLLMIo O MECTOMNOOKEHUMN YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value go/KHbI
33/aBaTbCA B
COOTBETCTBUM CO
cneundukaumen

Mo3BoONSET YCTaHOBUTbL 3HAYEHMA NepemeHHbIX B 6ase aaHHbIx MIB
KOMMyTaTopa.

- variable_name — ums nepemeHHoW;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHMe.
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HELTEX

snmp-server enable traps
authentication

Bkntoyaet otnpasky SNMP trap-coobuieHunit no cobbituam login/
logout/reject.

no snmp-server enable traps
dhcp-snooping limit clients

-/BKNtOYEHO —
no snmp-server enable traps OTkAtoYaeT otnpasky SNMP trap-coobueHuii.
authentication
snmp-server enable traps Bkstountb otnpasky SNMP trap-coobLueHuit Nnpu AOCTUNKEHUM npe-
dhcp-snooping limit clients [eNbHOro Konmnyectsa nogkatoveHHbix DHCP-kaneHToB.
-/OTKAIO4EHO

OTKAtounTb oTnNpaBky SNMP trap-coobLueHui.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumum nnHtepderica Ethernet:

console (config-i

£)#

Tabnunua 184 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAOYEHO

BkntouaeT otnpaBky SNMP trap-coobuieHnin npu nameHeHUn co-
CTOAHUA HAaCTpanBaemoro nopra.

BbikntoyaeT oTnpasky SNMP trap-coobLueHuii Npyu M3meHeHun co-
CTOAHWA HacTpaMBaemoro nopTa.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console (config) #

Tabnnua 185 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show snmp [vrf vrf_name | all]

vrf_name: (1..32)
CYMBO/IOB

MoKka3sbiBaeT HacTpoikn SNMP.
- vrf_name — umaA BMPTYyanbHON 061acTN MapLipyTU3aLmm.

show snmp enginelD

MoKa3sbiBaeT uaeHTUdMKaTop nokanbHoro SNMP-ycTpolictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBO/I0B

MoKa3sbliBaeT npasuna o6o03peHnsa SNMP.

show snmp groups

group_name: (1..30)

Moka3sbiBaeT SNMP-rpynnbl.

[group_name] CMMBOIOB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-duabTpbI.
CMMBOJI0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJIOB

MNMoka3sbiBaeT SNMP-nonb3oBatenei.

5.19.5 lMpomokon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MoHuTopuHra cetn (RMON) sBnseTca pacwmpeHvem npoTtokona SNMP, nossonss
npenocTaBuTb 6bonee LIMPOKME BO3MOXKHOCTU KOHTponsa ceteBoro Tpadumka. Otanume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoit MHbOpMauum — paHHble cobupaemble RMON B nepsyio odepegpb
XapaKTepusylT TpaduKk mexKay ysnamu cetu. UHdopmauma, cobpaHHas areHTom, nepegaeTca B
NPUIOXKEHUe yNpaB/ieHNA CeTbIO.
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HELTEX

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexXnma rn1obanbHon KoHoUrypaumm

console (confiqg) #

Tabanua 186 — KomaHab! perkuma rnobanbHoM KOHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJI0B;
desc_text: (0..127)
CUMBOJIOB;
name: cTpokKa

HacTpaunBaeT cobbITMA, MCnob3yemble B cCUCTEME YAANEHHOTO MO-
HUTOpPMHra.

- index — nHpgKc cobbiThA;

- type — TN yBeAOMIEHWA, TEHEPUPYEMOTO YCTPOMUCTBOM MO 3TOMY
cobbITHIO:

none — He reHepUpPoOBaTb yBeAOM/IEHUA,

log — reHepupoBaTb 3anucb B Tabsmue,

trap — otcbinate SNMP trap,

log-trap — reHepMpoBaTb 3anNuCb B Tabanue n otcbinatb SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onucaHue cobbiTus;

- name — umsa cosgaTens cobbiTuA.

Ypansaet cobbiTve, UCNONb3yemoe B CUCTEME YAAIeHHOTO MOHUTO-
puvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbIN OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpaunsaeT ycnosua Bblgauv aBapuiHbIX CUFHANOB.

- index — nHQEKC aBapuiiHOro cobbITus;

- mib_object_id — waeHTUPMKaTOpP nepemeHHON YacT obbeKTa
OID;

- interval — nHTepBan, B Te4eHME KOTOPOro AaHHble 0TbMpatoTcs u
CPaBHMBAOTCA C BOCXOAALLEN U HUCXOAALLEN rPpaHMLaMu;

- rthreshold — BocxoaAwan rpaHmLa;

- fthreshold — HUcxoaAwWwan rpaHnLa;

- revent — UHAEKC cobbITMA, KOTOPOE UCNONL3YETCA NpU Nepeceye-
HUW BOCXOAALLEN TPaHULLbI;

- fevent — uHpEKc cobbITUA, KOTOPOE UCMO/b3YETCA NPU nepeceve-
HUWM HUCXOAALLEN FPaHMLbI;

- type — meToZ, 0T6OPa YKa3aHHbIX MePEMEHHbIX M NoAcYeTa 3Haye-
HWA ANA CPAaBHEHWA C rPaHMLLAMMU:

MeTop, absolute — abcontoTHoe 3HayYeHWe BblIbPaHHOM nepemeH-
HOM ByZeT CPaBHEHO C rPaHULEN Ha KOHLLE UCCeAyeMOoro UHTep-
Bana;

MeTog, delta — 3HauyeHue BbIBPAHHOIN NepemMeHHOW Mpwu nocnes-
Hem oTbope ByAeT BbIYTEHO U3 TEKYLLEro 3HA4YEeHWUA U pasHULa by-
OeT CpaBHEHA C rpaHULamMu (pasHMLA MeXay 3HaYeHUAMU nepe-
MEeHHOW B KOHLLE M B Hayasie KOHTPO/IbHOTO UHTEePBana);

- startup — MHCTPYKUMA ANs reHepauumn cobbITUn Ha NEPBOM KOH-
TPONbHOM MHTepBane. OnpeaenseT Npasuaa reHepaLuu aBapuii-
HbIX COBbLITUI ANA NePBOro KOHTPOIbHOIO MHTEepBaaa NyTemM Cpas-
HeHWA OTObpaHHOW NepemeHHOM C O4HOM, MMbo obenmmn rpaHu-
uamu:

- rising — reHepupoBaTb eAUHUYHOE aBapuitHoe CobbIThe NO BOCXO-
OALLeN rpaHuLe, ecnn 3HaveHue oTobpaHHOM NnepeMeHHOoM Ha nep-
BOM KOHTPOJIbHOM MHTepBane 6onblue AMbo paBHO 3TOM rpaHuLe;
- falling — reHepupoBaTb egMHMYHOE aBapuiiHOe CobbITUE MO HUC-
XOAALeN rpaHuLe, ecan 3HayeHne oTobpaHHOM NepeMeHHoM Ha
nepBoOM KOHTPO/JIbHOM MHTepBasie MeHblue NMb0o paBHO 3TOM rpa-
HUUe;

- rising-falling — reHepupoBaTb egUHNYHOE aBapMiMHOE cobbIThE NO
BOCXOAAWEN M/UAKM HUCXoAALLeN FpaHuLe, eciu 3HayeHue oTo-
HbpaHHOW MepemeHHOM Ha NEepBOM KOHTPONbHOM WHTepBase
6onble MMbo paBHO BOCXoAdALLEN rpaHuue u/man meHblue, aMb6o
PaBHO HUCXOAALLEN rPaHULLE;

- owner — UMA co3aTeNs aBapuiHoOro cobbiTus.
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HELTEX

no rmon alarm index

Ypanaer ycnoBue Bblgaun aBapuinHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3afaeT MakcMmasbHbI pasmep RMON-Tabauy,
- history — makcMmManbHoe KOIMYecTBO CTPOK B Tabamue nctopum;
- log — maKkcmanbHOE KOMYECTBO CTPOK B Tabauuie 3anucei.
3HayeHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
N ycTpoiicTea.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypauyuu uHmepgelica (OuanazoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl NIOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 187 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnsi nHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:

no rmon collection stats index

(1..3600)/1800 cek

BkatoyaeT dopmupoBaHME UCTOPUM MO TPYRNNam CTaTUCTUKKU ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTA.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BNageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4yeHMWe, acCOLMMPYEMOE C KOIMYECTBOM AYEEK
AnA cbopa UCTopMM NO rpynne CTaTUCTUKK;

- interval — nepvog onpoca a41s GopMUPOBAHUA UCTOPUN.

BbikntoyaeT GopmMMpoBaHME UCTOPUM NO FPYNMnam CTaTUCTUKKM oA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 188 — KomaHabl pexxkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT cTaTUCTUKY MHTepdeica Ethernet anbo rpynnbl nop-
TOB, UCMOIb3YEMYIO ANA YAANEHHOTO MOHUTOPUHTA.

OT06parkaeT MHPOpPMaLMio NO 3anpalinMBaemMbimM rpynnam cTaTu-
CTUKM.
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HELTEX

show rmon history index
{throughput | errors | other}
[period period]

MNokasbiBaeT uctoputio Ethernet cratuctnkn RMON.

- index — 3anpoLIeHHas rpynna CTaTUCTUKK;

- throughput — nNokasbiBaeT CYETUYMKM NPOUN3BOAUTENBHOCTU (Mpo-
NMYCKHOM cnocobHoCTH);

- errors — NoKasbIBaeT CYETUYMKM OWNBOK;

- other — nokasbiBaeT CYETYMKM 0BPbLIBOB U KONN3UIA;

- period — NOKa3biBaeT MCTOPMIO 3a 3aNpOLUEHHbIM Nepuos, Bpe-
MEHMU.

index: (1..65535);
period:
(1..2147483647) cek

show rmon alarm-table

- MoKasbiBaeT cBOAHY Tabanuy aBapUinHbIX COBbITUIA.

show rmon alarm index

Moka3sbiBaeT KOHOMIypaLMIo HACTPONKIN aBapPUMHBIX COBLITUIA.

index: (1..65535
index: ( ) -index — UHAEKC aBapUItHOTO COBbLITUA.

show rmon events

- MokKasbiBaeT Tabanuy cobbITUiM yaaneHHoro MoHuTopuHra RMON.

show rmon log [index]

MoKasbiBaeT Tabanuy 3anvceit yaaneHHoro MoHuTopuHra RMON.

index: (0..65535) - index — HaeKc cobbiTuA.

[pumepbl 8b1M0AHEHUS KOMAHO

MokasaTb cTaTUCTMKY 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8

Undersize Pkts:

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

0 Oversize Pkts: O

Tabnunua 189 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Dropped Ko/nyecTBo 3a4eTEeKTUPOBaHHbIX COBbITUIM, KOraa nakeTbl 6b1AM OTOPOLLIEHDI.

Octets KonnyectBo 6aiiT gaHHbIX (BKAOYaA 6aiTbl NAOXMX MAKeTOB), MPUHATbLIX U3 CETU (MCKAtO-
Yyan ppeimoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIbHOM CYMMbI).

Packets Ko/iMyecTBo NPUHATLIX NaKeToB (BKAOYasA Na0XMe, LWNPOKOBeLLaTeIbHble U MHOroaapec-
Hble MaKeThbl).

Broadcast Ko/IMyecTBO NpMHATLIX WNPOKOBELLATE/IbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

Multicast Ko/IMYecTBO NPUHATLIX MHOTOaApeCcHbIX NakeToBs (TO/IbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

Konnyectso NpUHATbLIX NakeToB ANMHOW OT 64 Ao 1518 6alT BKAOUYUTENbHO, UMEIOLLMX
HEeBEPHYIO KOHTPOJIbHYIO CYMMYy /W60 C LenbiMm Ynciom 6anT (OWMOKM NPOBEPKM KOH-
TpoabHOM cymmbl — FCS), nnbo ¢ HeLenbim Ynciom 6aiT (owmbKn BbipaBHMBaHMA — Align-
ment).

Collisions

OueHKa Ko/imyecTsa KoNnusnii Ha gaHHom Ethernet-cermente.

Undersize Pkts

KonnyecTBo NpuHATLIX NAaKETOB AANHOM MeHblle 64 6ainT (McKatoyas dppelrimoBblie BUTbI,
HO BK/tOYan 6BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM NMPAaBUNbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Konnuyectso NpuHATLIX NaKeToB AAnHOMN 6onble 1518 6aliT (Mcknovan dppeimosble 6UTHI,
HO BK/It04an BUTbl KOHTPOJIbHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHGOPMUPOBAHHBIX.

Fragments

KonnuyecTBo NpuHATLIX NAaKETOB AANHOM MeHblle 64 6ainT (McKatoyas dpperimoBblie BUTbI,
HO BK/It0YasA BUTbI KOHTPOJ/IbLHOM CYMMbI), UMEHOLLMX HEBEPHYHO KOHTPOJIbHYO CyMMY MB0
C UenbiM Ynciom 6aiT (OWMBKM NPOBEPKU KOHTPObHOM cymmbl — FCS), nMbo ¢ Heuenbim
yncnom 6ainT (ownbKM BbipaBHUBaHUA — Alignment).
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HELTEX

KonnuyecTBo NpuHATLIX NaKeToB A/nHOM 6onbwe 1518 6aliT (Mckatoyan dpeimoBblie 6UTHI,
HO BK/1104asA BUTbI KOHTPOJIbHOM CYMMbI), UMEIOLMX HEBEPHYHO KOHTPOJIbHYIO CyMMY MB0

Jabbers . o
C LenbiM Yyncnom 6ainT (oWwmbKM NPOBEPKU KOHTPObHOM cymmbl — FCS), ninbo ¢ Hewenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHKMA — Alignment).

64 Octet KonnuectBo NpuHATLIX NaKeToB (BK/OYaA NaoXWe nakeTbl) ANMHOM 64 6aliTa (McKtoyas

dpelimoBble 6UTbI, HO BK/OYasA BUTbI KOHTPO/IbHOM CYMMbl).

65 to 127 Octets

Ko/iMyecTBo NPUHATLIX MaKeToB (BK/AtOYasA MAOXWMe NaKeTbl) AAMHOW OT 65 Ao 127 6awnt
BKJ/IOUUTE/IbHO (MCKNtoYas pperimoBble BUTbI, HO BKAOYAs BUTbI KOHTPOJIbHOW CYMMbl).

128 to 255 Octets

KonnyectBo NpUHATbLIX NAKETOB (BKAKOYAn NIOXME NaKeTbl) AnnMHol ot 128 go 255 6ait
BK/IIOUNTENBHO (MCKtoYasa dpeiMoBble BUTbI, HO BKIOYan BUTbl KOHTPOIbHOM CyMMbl).

256 to 511 Octets

Ko/iMyecTBO NpMHATLIX NMAaKeTOB (BK/OYan NaoXMe MakeTbl) A4AMHON oT 256 o 511 6ant
BK/IIOUUTE/IbHO (MCKNtoYas dperimoBble BUTbI, HO BKItOUYAs BUTbI KOHTPO/IbHON CYMMbl).

512 to 1023 Octets

KonnuyecTBo NpUHATLIX NAaKeTOB (BK/tOYas MoXMe NakeTbl) AnnHol ot 512 ao 1023 6ait
BK/IIOUNTENbHO (MCKtoYasa dpeiMoBble BUTbI, HO BKAOYAn BUTbl KOHTPOIbHOM CyMMbl).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAOYAA NAOXMe NakeTbl) ganHoi ot 1024 go 1518 6ant
BKNHOUMTE/IbHO (MCKNtoYan dperimoBble BUTLI, HO BKNHOYAA BUTbI KOHTPOILHON CYMMblI).

MNMoKa3aTb MHPOPMALMIO MO FPYNNaM CTaTUCTUKM 414 nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnunua 190 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMNnCh.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anylLLeH onpoc.
Interval MHTepBan B CEKyHAAX Mexay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYEeCTBO OTCHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLLIEECFI) KONn4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu AaHHOM 3anucu.

lMoKa3aTb cHeTUMKH ﬂpOHYCKHOﬁ CHOCO6HOCTM,QHHprHHbICTaTMCTMKM 1

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: tel/0/1

Requested samples: 50

Interval: 1800
Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnua 191 — OnucaHune pesynbTaTos
Mapamemp OnucaHue
Time [aTa n Bpema co3gaHua 3anmcu.
Octets Konunuectso 6aiT gaHHbIX (BKAOYaA 6aliTbl N10XMX NAKeTOB) NPUHATbLIX U3 ceTh (UCKtoYas

dpelimoBble 6UTbI, HO BKAOYaA BUTbI KOHTPOIbHOM CYMMbl).
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HELTEX

KonunyecTBo NpMHATLIX NaKeTOB (BKAKOYas NA0XME NaKeTbl) B TeyeHue nepunoga popmmpo-

Packets
BaHMA 3aNucu.
Broadcast KonnuyecTBo MpUHATLIX XOPOLUMX MaKETOB B TeYeHWe nepuona GpopmupoBaHUA 3anucu
HanpaB/eHHbIX HA LUIMPOKOBELLATE/IbHbIE afpeca.
Multicast Ko/iMyecTBo MPUHATLIX XOPOLIMX MAKeTOB B TeyeHWe nepuona GopmMMpoBaHMA 3anucu
HanpasBAeHHbIX HA MHOToaApecHble agpeca.
OueHKa cpeHel NponyCcKHOM cnocobHOCTN GU3NYECKOTo YPOBHA Ha AaHHOM UHTepdeice
Utilization B TeYeHue nepunosa GopmupoBaHusa 3anucu. MponyckHas cnocobHOCTb OLeHWBaeTCs Be-
JINYNHOM [0 TbICAYHOM NPOLEHTA.
KonmyecTBo NpUHATBIX B Te4eHWe nepunoaa GopmMmMpoBaHMA 3anncy NakeTos AANHOW OT 64
CRC Align 40 1518 6aliT BKAIOUYUTENbHO, MMEIOLLNX HEBEPHYHO KOHTPOJIbHYIO CYMMY B0 C Lenbim
& yncnom 6aliT (OWMBKM NPOBEPKU KOHTPOJIbHOW cyMMbl — FCS), 1Mbo € HeLebim Ynciom
6aiT (owmnbKM BbipaBHUBaHUA — Alignment).
Collisions OueHKa Ko/iMyecTBa KoAM3unii Ha gaHHom Ethernet cermeHTe B TeueHue nepuoga dop-

MUPOBAHUA 3aNnUCK.

Undersize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOPMMPOBAHMA 3anMuCcK NaKeToB ANMHOM
MeHblle 64 6aiT (UcKkAoYan ¢pelimoBble BUTbI, HO BKAtOYAn BUTbI KOHTPOJIbHOW CYMMbl),
HO B OCTa/IbHOM MPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOpMMPOBaHMA 3anuCK MaKeToB ANMHOM
6onbwe 1518 6aiT (Mckaovaa dpermoBble BUTbI, HO BKAKOYAA GUTbI KOHTPOAbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMUPOBAHHbIX.

Fragments

Ko/iMyecTBo MpUHATLIX B TeyeHue nepuoda GpopmMUMpPOBaHMA 3anucu MaKeToB AMHOWM
MeHblle 64 6aiT (UcKkNoYan ¢pelimoBble BUTbI, HO BKIOYAnA BUTbI KOHTPObHOW CyMMbl),
WUMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CyMMy MbO C LenbiM Ynucaom 6aiT (owmbku npo-
BEPKM KOHTPObHOM cymmbl — FCS), nnbo ¢ HeuenbiMm Ynciom 6aiT (ownbKKU BbipaBHUBA-
Hua — Alignment).

Jabbers

KonnuectBo MpUHATBIX B TeyeHWe nepvosa GOpMUMPOBAHUA 3anNUCK NAKETOB AJ/IMHOM
6onbwe 1518 6alT (McKAoyaa ¢permoBble BUTbl, HO BKAOYAA OUTbI KOHTPOJbHOM
CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYHO CYMMY IMBO € LeNbiM YNCOM 6alT (OLMBKM
NPOBEPKM KOHTPONbHOW cyMmbl — FCS), 6O € Heuenbim Yuciom 6aiT (owmbKM Bbipas-
HuBaHusA — Alignment).

Dropped

KonnyecTso 3a4eTeKTMPOBaHHbIX COBbLITMIA, KOrga naketbl 6bian OTOPOLLIEHbI B TeYeHne
nepuoaa GopmMmmMpoBaHmna 3anucu.

HOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpeBOFMZ

console# show rmon alarm-table

Index

Owner
.1.2.2.1.10.1 CLI
.1.2.2.1.10.1 Manager

Tabnnua 192 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
oID OID KOHTpONpPYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLUNI 3aMUCh.

MoKa3aTb KOHOUIypaLMIo aBapUIAHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm 1
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Alarm 1

Interval:

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

8700000

Tabnnuya 193 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

OoIb

OID KOHTpOMpPYEMOI NepeMeHHON.

Last Sample Value

3HaueHve NepemMmeHHoON Ha NocaegHeM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHNe nepemeHHon, ecau delta — 1o pas-
HMLA MeXK Ay 3HaYEHUAMMN NEPEMEHHOM B KOHLLE U B HaYyasle KOHTPO/IbHOIO UHTepBana.

Interval

MHTepBan B CeKyHAaX, B TeUeHNe KOTOPOro AaHHble 0TbMpatoTca M CpaBHMBAIOTCA C BEPX-
Hel U HUXKHeN rpaHnuLamm.

Sample Type

MeTog oT6opa yKasaHHbIX NepemeHHbIX M NoACcYEeTa 3HAYEHUA ONA CPABHEHMUA C FPaHKu-
uamu. Metog, absolute — abcontoTHoe 3HauyeHMe BbIbBpPaHHOW NepemeHHol byaeT cpas-
HEHO C rpaHuLLei Ha KOHLe Mccaeayemoro uHtepeana. Metog, delta — sHaueHune BbI6GpaH-
HOI NnepemeHHOM Npu nocneaHem oTbope ByaAeT BbIUTEHO M3 TEKYLLEro 3HAaYEHUSA, U pas-
HUUA ByaeT cpaBHEHa C rpaHuUaMuM (pasHMLA MeXAy 3HaYeHUAMU NepeMeHHON B KOHLLE
W B Hayasie KOHTPOJIbHOTO MHTEPBaANa).

Startup Alarm

MHCTPYKUMSA oA reHepaLmm cobbiTUiA Ha NePBOM KOHTPOAbHOM MHTepBane. Onpeaenser
npasuaa reHepauumn aBapunHbIX COBbITUIN AN NEPBOr0 KOHTPOILHOTO MHTEPBAIA NyTEM
CpaBHeHWs 0TOBpaHHOM NepemeHHoM ¢ 04HOMN, MMBO 06eMMM FPaHULLAMMU.

rising — reHepMpoBaTb eANHUYHOE aBapuiiHOe cobbliTMe Mo BOCXOAALLEN rpaHuLe, eciu
3HaYeHue 0TobPaHHOW NepeMeHHOM Ha NepPBOM KOHTPOJIbHOM MHTepBase 6o/bluem nbo
paBHOM 3TOI rpaHuLe.

falling — reHepupoBaTh egMHMYHOE aBapuitHOe cobbiTME NO HUCXOAALLEN FPaHULLE, eCaN
3HayeHWe oTobpPaHHON NepemeHHOM Ha NePBOM KOHTPOJIbHOM MHTEPBAe MeHbLle Anbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiTe Mo BocxoAsallen u/wmam
HUCXOAALLEN PaHULLE, €C/IM 3HAYEeHMEe OTOBPaHHON NepemMeHHON Ha NepBOM KOHTPOJIb-
HOM MHTepBane 6oblue M0 paBHO BOCXOAALLEN rpaHuLe, n/mamn meHblwe NM60 pasHO
HUCXOAALLEN TpaHULE.

Rising Threshold

3HaueHue BocxogalLent rpaHuubl. Korga 3HadeHMe oTobpaHHOM NepemMeHHOol Ha npeabl-
AyUweM KOHTPONbHOM MHTepBane 6bl10 MeHblue AaHHOM PaHuLbl, @ Ha TEKYLLEM KOH-
TPOAbHOM MHTepBane 60/bliem 60 PAaBHOM 3HAYEHUIO FPaHMLbl, TOF4a eAUHUYHOE COo-
6bITME reHepupyeTcs.

Falling Threshold

3HaueHue HUcxoaAwel rpaHuubl. Koraa 3HaueHne oTobpaHHOM NepemMeHHol Ha npeabl-
AylwemM KOHTPOIbHOM MHTepBane 6bi10 60/blie AaHHOW rPaHuMLbl, a Ha TEKYLLEM KOH-
TPOAbHOM MHTEPBasie MeHblue IM60 PaBHO 3HAYEHMIO FPaHMLbl, TOr4a eAMHUYHOEe COobbl-
TWe reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLWLErocs, KOraa BOCXo4ALLan rpaHnLLa nepeceyeHa.
Falling Event NHAEeKC cobbITUA NCMONb3YIOLLErocs, Koraa HACXoAAllas rpaHnLLa nepeceyeHa.
Owner Monb3oBaTeNb, CO34aBLUNI 3aMUCh.

MokasaTb Tabanuy cobbiTnit yaaneHHoro moHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
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1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabanuya 194 — OnucaHue pesyanbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLWLNIA cObbITHE.
Description KommeHTapuii, onvcbiBaloLWmin cobbiTue.

Tun yBeOMNEHUSA, FeHEPUPYEMOro YCTPOUCTBOM MO 3TOMY COBbITUIO:
- none — He reHepMpOBaTb yBEAOM/IEHUS;

Type - log — reHepupoBaTb 3anuch B Tabauue;

- trap — otcbinate SNMP trap;

- log-trap — reHepupoBaTb 3anucb B Tabanue n otcbinate SNMP trap.

Community CTtpoka coobuiectea SNMP ana nepecbinku trap.

Owner Monb3oBaTtenb, CO34aBLWNIA COBbITHE.

Last time sent o
6bITUIA, TO 3TO 3HaYeHMe byaeT paBHO Hy/IO.

Bpema n gata reHepMpoBaHMA NocneaHero cobbiTnA. Ecnun He 6bino creHepunpoBaHO Co-

MoKasaTb Tabanuy 3anucen yaaneHHoro MoHMTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnunua 195 — OnucaHne pesynbTaToB

Mapamemp onucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMnCh.
Description KommeHTapuit, onvcbiBaloWmin cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BO/AET paspewwnTb AM60 OrpaHUuYUTb AOCTYN K
YMpaB/IeHNIO YCTPOMCTBOM Yepes onpegenieHHble nopTol Mamn rpynnbl VLAN. [aa 3Toi uenmn cosgatorcs

cnuckn poctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWN CTPOKM pexxmnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnnua 196 — KomaHab! perkuma riobanbHOM KoHGUrypaumm

KomaHoa 3HaveHue/3Ha4yeHue Aelicmeue
o ymon4aHuio

management access-list name
name: (1..32) cumsona

rypauum cnmcka gocTtyna ans ynpasneHus.

Co3aaert cnucoK AoCTyna Ansa ynpasieHus. Bxog B peum KoHdu-
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no management access-list
name

YaanseT cnMcoK AoCTyna AN yNpaBieHus.

management access-class
{console-only | name}

no management access-class

name: (1..32) cumBona

OrpaHWMuMBaeT ynpassieHWe YCTPOWCTBOM MO oOnpeaeseHHOMY
cnucKky goctyna (access list). AKTUBMpPYET yKasaHHbIN CNUCOK A0-
cTyna.
- console-only — ynpaBneHue ycTpolicTBOM JOCTYMHO TONbKO C KOH-
conu.

OTMeHsAEeT orpaHUYeHMe Ha ynpaBaeHue yCTpoMCTBOM No onpese-
JNIeHHOMY CNUCKyY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 0714 ynpassaeHus

BuA 3anpoca KOMaHAHON CTPOKM B peXxnume KOHPUrypaLumm cnncka goctyna gnsa ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnnua 197 — KomaHabl pexxnma KoHPUrypaumm cnucka 4ocTyna gaa ynpasaeHus

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLiee ycnosme 415 yNpasaAioWwero cnmcka 4o-
cTyna.
- service — TMn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3agaer 3anpeLatoLee yCa0BMe 414 YNPaBAAIOLLEro CnCKa 40-
cTyna.
- service — TMn pocTyna,
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 198 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKa3biBaeT CNMCKM gocTyna (access list) ans ynpasnexus.

show management
access-class

MoKkasbiBaeT MHPOPMaLMio 06 aKTUBHbLIX CNMCKax AocTyna
(access list) ana ynpasneHus.

5.19.7 Hacmpolika docmyna

5.19.7.1

[aHHble KOoMaHAbl

npegHasHa4veHbl

Telnet, SSH

K HEMY 1A MOHUTOPUHIA U KOHPUTYpaLMK.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

ONA  HacTPOWMKW CcepBepoB AoCTyna AnaA YynpasBieHUs
KommyTaTopom. Moagepkka cepsepos Telnet  SSH KommyTaToOpomM NO3BOASET YAANEHHO NOAKAOYATLCA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (confiqg) #

Tabnuua 199 — KomaHabl pexxknma rnobanbHoN KOHPUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonyaHuto Telnet
cepsep BKAOYEH

PaspeluaeT yganeHHoe KOHGUrypupoBaHWe yCTpoicTBa
yepes Telnet.

3anpelaeT yaaneHHoe KOHOUrypupoBaHue ycTpoicTea
yepes Telnet.

ip ssh server [vrf vrf_name]

no ip ssh server [vrf vrf_name]

vrf_name: (1..32)
CMMBO/1a/NO YMONYAHMIO
SSH cepBep OTKOYEH BO

Bcex VRF

PaspelwaeT yganeHHoe KOHOUIypupoBaHUe yCTPOMCTBa
yepes SSH.
- vrf_name — vma sk3emnnspa VRF.
[o Tex nop, noka Kao4y Ana WUPpPoOBaHUA He
V creHepupoBaH, SSH-cepeep 6yaeTr HaxoaUTbCA
B pe3sepse. Mocne reHepauum Katoua (Mcnonb-
3yemble KOmaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiiger B
pabouee cocTosiHMe.

3anpewaeT yganeHHoe KoHOUrypupoBaHue ycTpoicTea
yepes SSH.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ncnosnbsyembiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |

hundredgigabitethernet hu_port |

port-channel group | loopback
loopback_id | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaeT nHTepdeic ana SSH-ceccui.
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no ip ssh-client source-interface

Ypansaer uitepodeiic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet uHTepoeic ana IPvé SSH-ceccui.

Ypansaet untepoeiic.

ip ssh-client username username

no ip ssh-client username

username: (1..70) cumBonos

YcTaHaBAMBaeT MMA nosib3oBaTens ana SCP-ceccuit.

Ypanset ums nonb3osatena gns SCP-ceccui.

ip ssh-client password password

no ip ssh-client password

password: (1..70) cumBosioB

YcTaHaBAuBaeT naponb ana SCP-ceccuit.

Ypanset naponb ana SCP-ceccuin.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuo
MCNonb3oBaHWe Ny6anyHoro
KNtOYa 3anpeLeHo

PaspewaeT ncnonb3osaHme Ny6AMYHOTO KNKOYa 1A BXO-
aawmx SSH-ceccuin.

3anpeLaeT UcNonb3oBaHMe Ny6AMYHOTO KNkoYa 41A BXO-
aawmx SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/pa3spelueHbl Bce
aNIrOPUTMbI, KPOME None

3afaeT CNUCOK pa3peLleHHbIX aaropuTMoB WudpoBaHmus
A4NA cepsepa.

BoccTaHaBnMBaeT CNUCOK paspeLleHHbIX aIF0PUTMOB 06-
MEHa K/o4YamMM Mo YMOYAHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspeLueHbl Bce MeToAbl

3aaeT CNMUCOK pa3spelseHHbIX MeToZoB obMeHa Kito-
yamm gas cepeepa.

BoccTaHaBnmBaeT CNMCOK paspeLleHHbIX aifoOpUTMoB 06-
MeHa Klo4amMm No yMmoNn4aHuio.

ip ssh password-auth

no ip ssh password-auth

Mo YMONYaHUIO BKIKOYEHO

BkAtoyaeT pexknum ayTeHTUdmKaumm no naponto.

OTKAtovaet pexnm ayTeHTVIC')MKaLI,MM no naponto.

crypto key pubkey-chain ssh

Mo ymonuyaHuio Koy He
co3pgaH

BxoauT B pexxum KoHdurypauum nybamyHoro Katova.

crypto key generate dsa

leHepupyeT napy Katoyeit DSA — yacTHbI U NY6ANYHBIN
pna SSH-cepsuca.
V Ecnun xota 6bl O4UH U3 Napbl KAlouel yKe co-

crypto key generate rsa

34aH, TO cMCTeMa NpPeasioXKUT nepes3anucaTb
KAtou.
leHepupyeT napy Katoyer RSA — yacTHbI M Ny6AMYHbIN
ona SSH-cepsuca.

/‘ Ecnamn xota 6bl 0O4UH 13 Napbl KAloueit yxKe co-

crypto key import dsa

encrypted crypto key import dsa

3/aH, TO cucTema NpPeasIoXKUT nepesanucatb
MmnopTtupyet napy Kntoyeit DSA.

KA.
- encrypted — B 3aWwWnppoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

MUmnopTtupyeT napy Katoyer RSA.
- encrypted — B 3aWwWnppoBaHHOM BUE.

ip http server

no ip http server

no ymon4yanuto HTTP-
cepBsep BK/IOYEH

PaspeluaeT yaaneHHoe KOHOUrypupoBaHWe yCTpolicTea
yepes web.

3anpelaeT yaaneHHoe KOHOUIypupoBaHMe yCTPoMCTBa
yepes web.
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HELTEX

ip I':ttp port port 1..59999/80 3apaet nopt HTTP-cepBepa.

no ip http port BoccTaHaBAMBaeT 3HaYeHMe NO YMONYAHUIO.

ip http secure-server no ymonuaHuio HTTPS- Bkntoyaet HTTPS-cepsep.

no ip http secure-server CepBep BK/IOYEH Bbikntovaet HTTPS-cepsep.

ip http timeout-policy seconds 3agaet TaimayT HTTP-ceccuu.

[http-only | https-only] seconds: (0..86400)/600

no ip http timeout-policy BoccTaHaBMBaeT 3Ha4YeHMEe N0 YMONYAHUIO.

crypto certificate {1 | 2} generate leHepupyeT SSL-cepTuduKar.

crypto certificate {1 | 2} import MUmnopTtupyet SSL-cepTUPUKAT, Ha3HAYEHHbIN LLEHTPOM

- cepTuduKaumm.

no crypto certificate {1 | 2} BocctaHaBnamBaeT SSL-cepTMdUMKAT NO ymonyaHuoo gna

yKa3aHHoro ceptudmKara.

/ Knioum, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate
dsa, coxpaHATCA B 3aKPbITOM A/ Nonb3oBaTena ¢aitie KoHpUrypauum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kayd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUrypaLumm nybanyHoro Katoua:

console# configure
console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnunuya 200 — KomaHabl perknuma KoHourypaumm nybamMyHoro Kawoua

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMmon4aHuro
user-key username {rsa | dsa} BxoZ, B peMm co3[aHuA UHOMBUAYANbHOTO NYy6AUYHOTO KAto-
. Yya.
username: (1..48) - rsa — co3aatb RSA-Kkntoy;
cMMBO/NIOB - dsa — co3gatb DSA-Kntou.
no user-key username YpanaeT ny6AnyHbIN KAKOY ANA onpeaeneHHoro nonb3oBartens.

Bua 3anpoca KOMaHAHOM CTPOKM B PEXUME CO34aHNA MHAUBUAYANbHOMO NYBANYHOrO Ktoya:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnnua 201 — KomaHabl perkMma co3gaHua MHOMBUAYANbHOMO NY6IMYHOTO Katoya

3HayeHue/3HavyeHue ”
KomaHda / Aeilicmeue
o ymon4yaHuio
key-string - CoszaaeT NnybAnYHbIN KoY A8 onpeaesieHHOro nosb3oBaTtens.
key-string row key_string Co3paeT nybAnYHbIN KoY AN onpeseneHHoro nosib3osartens.

BBOA K/1H0Ya OCYLLECTBAAETCA MOCTPOYHO.

- key_string —4acTb Kntouva.
DOna Toro utobbl cUCTEeMa NOHANA, YTO K/OY BBEAEH
NONIHOCTbIO, He06Xx0aMMO BBECTU KOMAHAY key-string
row 6e3 cMMBONOB.

KomaHOwbl pexcuma EXEC

KomaHabl JaHHOTo pasgena AOCTYNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesien.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
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HELTEX

console#

Tabnmua 202 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip ssh

MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHbIE
Bxoaauwme SSH-ceccum.

show crypto key pubkey-chain
ssh [username username]
[fingerprint {bubble-babble |
hex}]

username: (1..48)
cumsonos.llo
YMOJIYQHUIO OTNEYaTOK
K/IloMa B WecTHaaua-
TepuyHoOM popmare.

MokasbiBaeT nybanyHble SSH-KN0UN, cOXpaHEeHHbIe Ha KOMMYTa-
Tope.

- username — UMA YAaN€HHOTO K/MEHTa;

- bubble-babble — otneuatok Kntoua B Koge Bubble Babble;

- hex — oTneyaTok Kntoya B WeCTHaALAaTEPUYHOM Koze.

show crypto key mypubkey

MoKa3sblBaeT nyb6anyHble Katoun SSH-kommyTaTopa.

[rsa | dsa]
show crypto certificate [1 | 2] -

Otobpaxkaet SSL-ceptnuduKatbl ana HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTope. PaspelwmnTb ncnonb3oBaHue nyb/iMyHbIX Katoden. Co3aaTb
RSA-Kknou ana nonb3osartens eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config)# crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) # key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIw9GBRoNZQZx JHKCcgKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUVV35LgJJk67I0U/zfwOl11gkTwml750Q
RI9gHU] S6KWGN2QWXgh3ub8gDjTSqmuSn/WA05iDX2TIExQWu081icglk02LYciz+Z4TrEU/9FIx
wPiVQOjc+KBXuR0OjuNgbnEFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzNRADYDvSzg01DnwCACS
QOh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHuU2ypayuu mepmuHana

KomaHZabl KOHOUIypauumn TepMMHaNa CAYXKaT ANA HACTPOMKM NapaMeTPOoB SI0KabHOM U yAaneHHOM
KOHCOAN.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:
console (config) #

Tabnunua 203 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

line {console | telnet | ssh} BXoZ, B pexXnm cOOTBETCTBYHOLLErO TePMUHANA (IOKANbHAA KOH-
- CO/b, yAaneHHan KoHconb — Telnet uan yaaneHHas 3almiieH-

Has KOHCOo/b — SSH).

KomaHObI pexcuma KoHgu2ypauuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMUMe KOHPUrypaLmm TepMmmnHana

console# configure

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,
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HELTEX

console (config) # line {console|telnet|ssh}
console (config-line) #

Tabnnua 204 — KomaHabl pexkMma KoHbUrypaumm TepmuHana

no autobaud

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4aHurw
speed bps YcTaHaBAMBaET CKOPOCTb A0CTYNa Mo IOKaJIbHON KOHCOAM (KO-
bps: (4800, 9600, MaHJa AOCTYMHA TONbKO B PeXMme KOHOUIypaLmm 0KanbHOM
19200, 38400, 57600,
KOHCON).
115200)/115200 60z,
no speed YcTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.
autobaud BKAtouaeT aBTOMaTMUYEeCKoe onpeaesieHne CKopocTM AocTyna no
NIOKa/IbHOM KOHCOM (KOMaHa [AOCTYMHa TO/IbKO B PEXKMME KOH-
-/BKAIOYEHO durypaumm n1oKanbHOM KOHCOM).

BbIKktOuaeT aBTOMaTUYecKoe onpeaesieHMe CKOpocTM AoCTyna
MO JIOKaNIbHOW KOHCONW.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MWH;
seconds: (0..59)/0 cek

3ajaeT UHTEpPBasl, B TEYEHME KOTOPOro CUCTEMA OXKMAAET BBOAA
nonb3osatesa. EC/IM B Te4eHMe AaHHOTO MHTEPBasa NoJsib30Ba-
TeNb HUYEro He BBOAMT, TO KOHCO/Ib OTKAKOYAETCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 205 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show line [console | telnet |
ssh]

MoKa3sbIiBaeT NapameTpbl TEPMUHANA.

5.20 ypHan aBapu#, npotokon SYSLOG

CnctemHble KYpPHa/sibl NO3BONIAOT BECTU UCTOPUIO CO6bITMl‘;1, npounsouweawmnx Ha yCTpOﬁCTBe, a TaKXe
KOHTPO/IMPOBATb nNpousolweailine cobbiTMA B peanbHOM BpemeHW. B KypHan 3aHOCATCA cobbITna cemu
TUNOB: LIpe3B|:>IHE]l7IHbIe, CUTrHanNbl TpeBOrn, KpUTN4eCKne U He Kputndeckume OLLIM6KM, npeaynpexaeHwua,
yBeaomneHwums, VIHd)OpMaU,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe rn106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 206 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

logging on

no logging on

-/peructpaums
BK/IIOYEHA

BKAtOYaeT perncTpaumio oTaagouHbIX COOBLWEHNI U coobLeHMM
06 owunbKax.

BbIKNtOYaeT perncTpaumto oTNafouHbIX COOBLLEHNI N COOBLLEHMI
06 owmnbKax.
Mpyn BbIK/NIIOYEHHOW perucTpayumn oTIafouHble coo6-
weHna u coobweHus o6 owwunbkax 6yayr nepepa-
BaTbCA Ha KOHCONb.
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HELTEX

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

[ vrf vrf_name]

host: (1..158)
CMMBO/IOB;
port: (1..65535)/514;
level: (cm.
Tabanua 207);
facility: (local0..7)/lo-
cal7;
text: (1..64) cumonos
vrf_name:(1..32)

BkntoyaeT nepepavy aBapuMHbIX U OTNAAO0YHbBIX COODOLEHUNM Ha
yBoaneHHbii SYSLOG-cepsep.

- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepsepa;

- port — Homep nopTa ANA nepegayn coobLlEeHUt No NPOToKoNy
SYSLOG;

-level — ypoBeHb BaXXHOCTW COODOLLIEHMI, NepenaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B COOBLLEHUAX;

- text — onucaHne SYSLOG-cepBepa;

- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

no logging host {ip_address | cumBonos Yaansaer BbibpaHHbI cepBep M3 CNMcKa ncnonb3yemblx SYSLOG-
host} [ vrf vrf_name] cepBepos.
logging console [level] BkAtoyaeT nepeaady aBapuiiHbIX UM OTNaA0YHbIX COOBLLEHMI Bbl-
level: (cm. 6paHHOr0 YPOBHA BaXKHOCTU Ha KOHCO/b.
Tabnnua

no logging console

207)/informational

BbIK/NlOYaeT nepeaady aBapUMHbIX UAW OTNALOUHBIX COOBLLEHMI
Ha KOHCO/Ib.

logging buffered
[severity_level]

severity_level: (cm.

no logging buffered

Tabnnua
207)/informational

Bk/itoyaeT nepeaayy aBapunHbIX UK OTNAL0UHBIX COOBLLEHWNI Bbi-
6paHHOro ypoBHA BaXKHOCTU BO BHYTpPeHHUI Bydep.

BbikntoyaeT nepesayy aBapuiHbIX AW OTAAA0YHbIX COODLWEHUI BO
BHYTPEHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIOUEHO

BkntouaeT nornposaHme BBegeHHbIX B CLI kKomaHa,.

OTKAOYaeT normposaHme BeeaeHHbIx B CLI kKomaHg,

logging buffered size size

size: (20..1000)/200

no logging buffered size

MN3MeHAeT KoIMYecTBo coobLEeHMI, 3aNOMUHAEMbIX BO BHYTPEH-
Hem bydepe. HoBoe 3HaueHne pasmepa bydepa npumeHUTCA No-
CNe nepesarpyskun ycTpomncTea.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

logging file [level]

level: (

no logging file

Tabauua 207) /errors

Bk/itovaeT nepesayy aBapuitHbIX UM OTNAZ0UHBIX COOBLLEHWI Bbl-
6paHHOro ypoBHA Ba*KHOCTU B Gain KypHana.

BbIK/lOYaeT nepeaayvy aBapuUnHbIX MAN OTNAL0UHBIX COOBLLEHUI B
dain KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B )KYpHa/ibl COObITMA ayTeHTUdMKaLMM, aBTOPU3ALUM U
yyeta (AAA).

He 3aHOCKTDb B KypHasbl COOLITUA ayTEHTUPUKALMK, aBTOPM3aLUN
nyueTa (AAA).

file-system logging {copy |
delete-rename}

Mo ymonyaHuio
perncrpauma BkaAOYeHa

no file-system logging {copy |
delete-rename}

BkntoyaeT pernctpaumio cobbiTuit Gpainnosoit cuctemel.

- COpy — peruncrpaumsa coobLeHnit, CBA3aHHbIX C ONepPaLUsMmN Ko-
nuposaHua ¢annos;

- delete-rename — pernctpauma coobLLeHni, CBA3aHHbIX C yaane-
Huem $alinoB M NnepeMmeHoBaHNEM onepaLmnii.

BbIKNtoYaeT perucrpaumio cobbiTuii painnoBoli cucTembl.

logging aggregation on

no logging aggregation on

-/oTKAOYEHO

BKNtouaeT KOHTPO/Ib arperaumu syslog-coobLLeHuni.

OTKANtoYaeT arperaumio syslog-coobLieHuii.

logging aggregation aging-
time sec

sec: (15..3600)/300

no logging aggregation
aging-time

CEKyHA,

YcTaHaB/MBaeT BpeMs XpaHeHWsa CrpynnupoBaHHbIX syslog-coob-
LLEeHWA.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

logging service cpu-rate-limits

traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-

no logging service
cpu-rate-limits traffic

switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
vrrp)/-

Bkntouvaet KOHTPO/Ib OrpaHN4YeHUA CKOPOCTU BXOOALUMX Kagpos
Ana onpeaeneHHoro tmna Tpad)MKa.

OTkAntovaet iormposaHue.

logging origin-id {string |
hostname | ip | ipv6}

-/Het

no logging origin-id

3apaeT napameTp, KOTopbili ByaeT MCMoNb30BaTbCs B KayecTse
naeHTMdMKaTopa xocra B syslog-coobiieHusnx.

Mcnonb3oBaTb 3Ha4YeHME NO YMOJTHAHWIO.
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HELTEX

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vian
vlan_id | oob} [ vrf vrf_name]

no logging source-interface
[ vrf vrf_name ]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Mcnonb3oBaTtb IP-agpec ykasaHHOro nHTepdeiica B KayecTse uCc-
TOYHMKa B IP-nakeTax npoTtokoaa SYSLOG.
- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUK.

Ucnonb3oBaTts IP-agpec ucxogauwero nHtepdelica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Ucnonb3oBaThk IPv6-agpec yKazaHHOro MHTepdelica B KayecTse Uc-
TOYHMKa B IP-nakeTax npoTtokoaa SYSLOG.
- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUM.

no logging source-interface-
ipv6

Ucnonb3osaTth IPv6-agpec ucxoasaiero nHtepdeica.

Kaxkaoe cooblieHne nmeeT cBOWM ypoBeHb BaxKHOCTU — B Tabauue 207 npuseaeHbl TUMbI COOBLLEHWI
B nopAaKe ybbiBaHNA NX BaXKHOCTU.

Tabnuua 207 — Tunbl BaXKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobujeruli

OnucaHue

YpesBblualiHble (emergencies)

B cucteme npousowna Kputuyeckas OLLIVI6Ka, CncTtema MoXet pa6OTaTb
HenpaBWAbHO.

CurHansl Tpesoru (alerts)

HEO6XOLI,VIMO HemegneHHoe BMmelaTesibCTBO B CUCTEMY.

Kputnueckme (critical)

B cucteme nponsowna Kputnyeckan owmnbKa.

OwunbouHble (errors)

B cucteme npounsowna owunbKa.

MpeaynpexaeHus (warnings)

MpeaynpexaeHune, HeaBapuinHoe coobLLeHue.

Yeseaomnenus (notifications)

YBefoMaeHUe cucTeMbl, HeaBapuitHoe cooblieHume.

MHdopmaumoHHblie (informational)

MHdopMaLMOHHbIE COOBLLEHMA CUCTEMDI.

OthapouHble (debugging)

OTnagouHble coobleHns, NPeaoCTaBAoT Nob30BaTeN0 UHGOPMaLMIO
AN KOPPEKTHOM HaCTPOMKM CUCTEMDI.

KomaHOb1 pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 208 — KomaHaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

clear logging

Ypansaert Bce coobueHns U3 BHyTpeHHero bydepa.

clear logging file

Ypansaert Bce coobuieHuns us danna xKypHana.

show logging file

OTObparkaeT cOCTOAHME KypHana, aBapuiiHble U OTAAL0YHbIE CO-
obLeHun, 3anncaHHble B daline KypHana.

show logging

OTOb6parkaeT cOCTOAHME KypHana, aBapuiiHbie U OTNAZLOYHbIE CO-
06LeHNn, 3anncaHHble BO BHyTpeHHeM bydepe.

show syslog-servers

OTO6parkaeT HaCTPOMKK AN YAANEHHBIX Syslog-cepBepos.
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HELTEX

OTOb6parkaeT HaCTPOMKK AN1A yAANEHHBIX syslog-cepBepos.
- vrf_name — ums BUPTyanbHON 061aCcTN MapLLpyTU3aLmUm

vrf_name:(1..32)
CMMBOJIOB

show syslog-servers
[ vrf {vrf_name | all}]

[pumepbl UC016308AHUS KOMAHO

Bkntountb perncrpauyuio OLINBOYHbIX COO6LLI,€HVI171 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

OumncTnTb dain KypHana:

console# clear logging file
Clear Logging File [y/n]ly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®PyHKUMA 3epKanpoBaHMA MNOPTOB MpefHasHayeHa ANA KOHTPOAA ceTeBoro Tpaduka nytem
MepecbINKKU KOMUIN BXOAAWMX U/MAN UCXOAALLMX NAKETOB C OAHOMO WM HECKO/IbKMX KOHTPO/IMPYEMbIX
NMOPTOB Ha O4MH KOHTPOMPYHOLWMIA NOPT.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CleaytoWwmne orpaHuYeHns:
— [opT HE MOXKET HbITb KOHTPOIMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;
— [opT He MOXKET 6bITb Y1EHOM rPYNMNbl MOPTOB;
—  IP-uHTepdelc AONKEH OTCYTCTBOBATb 4/14 3TOrO NOpTa;

— MpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOAKpyembIM NOPTam NPUMEHAIOTCA cneylowme orpaHuyeHua:

MopT He MOXKeT BbITb KOHTPOUPYHOLLMM M KOHTPOJIMPYEMbIM NOPTOM OAHOBPEMEHHO;
—  CywecTByeT orpaHuyeHue Ha 7 ceccuit 3epKaanpoBaHna: no 8 sepkannpyemblx nHTepdeiicos (nop-
ToB Mam VLAN) B KaxKaou.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

3epKanuposaHue VLAN BO3MOXKHO TONIbKO B NepBOM ceccum

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:
console (config) #

Tabnunua 209 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

monitor session session_id
destination interface

YKasbIBaeT 3epKaaupyowmin nopT AN BbIGpaHHOM CeCCUU MOHUTO-
puWHra.

gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [network] |
port-channel group [network]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

- network — no3BonseT Bect obmeH AaHHbIMU.
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no monitor session session_id
destination

Bblk/lOYaeT QGYHKLUMIO MOHWTOPUHIA Ha HacTPaMBaemMoOM MUHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |

port-channel group [network]

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YKa3sblBaeTca cay»KebHbli vian ana 3epkanvposaHusa Tpaduka c 3a-
[aHHoro pedneKkTop-nopTa A1 BbiI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHns TpaduKa;

- reflector-port — dpm3nyeckuii NnopT A4NA nepesaym 3epKaanpyemoro
TpaduKa, Ha 3TOM UHTEpdelice He fomKeH Bbin nponucaH remote
vlan.

BbikNtovaeT QYHKLMIO MOHWTOPWHFA Ha HacTpaMBaemoMm UHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT AN BbIbpaHHOM cec-
CUN MOHUTOPUHTA.

- X — KOMMPOBaTb NakKeTbl, MPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KOnMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM NOPTOM;
- both — KonMpoBaTb BCce NakeTbl C KOHTPOANPYEMOrO NoOpTa.

BblK/MOYaeT GYHKLMIO MOHWMTOPMHFA Ha HacTpPaMBaemMoOM MHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[Oob6aBnaeT yKasaHHbI 3epKkanupyemblit vian gns BbibpaHHOW cec-
CUM MOHWUTOPUHTA.

BbIk/tOYaeT QYHKLMIO MOHWTOPUHIA Ha HacTPaMBaeMOM UHTEp-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lo6aBnser B KauecTBe UCTOUHMKA Vlan ¢ yxKe paHee 3epKanupyembim
TpadpuKom AN BbIGBPaHHOMN Ceccum MOHUTOPUHTA.

BblkntouaeT QYHKLMIO MOHWTOPWHIa Ha HACTPaMBaEMOM MWHTep-
deiice.

5.22 ®dyHKuyma sFlow

SF|0W-T€XHOJ’IOI'VIF|, No3B0O/IAOWAaA OCYLLEeCTBNIATb N\OHMTOpVIHI'Tpad)VIKa B MaKETHbIX CeTAX nepeaayu
AadHHbIX NyTEM YaCTUYHOM BbI60pKVI Tpadwn(a Aana I'IOCﬂGAyiOIJ.I,Eﬁ MHKancynaumnm B cneynanabHble c006u.|,e-

HUA, nepeaaBaemMble Ha CepBep c6opa CTaTUCTUKMN.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rn106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnunua 210 — KomaHabl pexknma rnobanbHoM KoOHGUrypaumm

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
o ymon4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte] [vrf
vrf_name]

no sflow receiver id

port: (1.. 65535)/6343;
byte: nonoxutenoHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX Xi XX,
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumeonos;
vrf_name: (1..32) cum-
BOJIOB

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pOMeHHOe UMA XocTa;

- port — Homep nopTa;

- byte — makcMManbHoe KoimyecTBo 6aiT, KoTopoe MOXKeT BbITb OT-
NpaBAeHO B OAMH NaKeT AAHHbIX;

- vrf_name — umsa BUPTyasibHOM 061aCTU MapLUpPYTU3aLUN.

Yaansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vlan
vlan_id | oob} [vrf vrf_name]

no sflow receiver {source-in-
terface | sourceinterface-ipv6}
[vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32) cum-
BOJIOB

3apaeT nHTepdeiic ycTpoicTsa, IP-agpec KoToporo 6yaet ncnosb3o-
BaTbCA MO YMONYAHUIO B KayecTBe agpeca MCTOYHMKA cbopa cTaTu-
CTUKM.

Ypansaer aBHoe 3aaaHne uHTepdelica, c agpeca KOToporo byaeT oT-
npaBAATbCA cTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexMme KoHduUrypauumn nHtepdeliica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabanua 211 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

no sflow flow-sampling

3apaeT cpeaHIot0 CKOPOCTb BbIBOPKM MakeToB. MToroeas cKopocTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TeKyLan cpeaHnAsa CKOPOCTb).

- rate — cpefiHAA CKOPOCTb BbIOOPKM NaKeToB;

- id — Homep sflow-cepBepa;

- bytes — MakcMmanbHOe KonmyecTBo 6anT, KoTopoe bygeT ckonu-
poBaHo 13 06pasLia naketa.

OTKNIOYAET CYETYMKM BbIBOPKM Ha MOPTY.

sflow counters-sampling sec id

sec: (15..86400)
CEeKyHZ;
id: (0..8)

no sflow counters-sampling

OnpegensieT MakCUManbHbIi UHTEPBAN MeXAy YCMewWHbIMU Bbl-
60pKamu NaKeTos.

- SeC — MaKCMManbHbI MHTEPBAN MEXIY BbIGOpKaMM B CEKYHAAX;
- id — Homep sflow-cepsepa (3agaetca komaHgol sflow receiver B
rno6anbHOM pexunme KoHOUrypauum).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.
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KomaHgbl pexknma EXEC

3anpoc KomaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin BuAa;
console>

Tabnunuya 212 — KomaHabl, 40CTyNHble B pexkume EXEC

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHda

show sflow configuration BbiBOAUT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

clear sflow statistics Ounwaet ctatuctuky sFlow. Ecam mHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | maHAa O4YMLLAET BCE CYETYMKM CTAaTUCTUKM SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port]

show sflow statistics Otobparkaet cTatucTuky sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1M0MHEHUS KOMAHO

YctaHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. Ona ethernet-uHtepdelicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/C N MaKCMManbHbIN UH-
TepBan mexay ycnewHbiMmn BbibopKkamm naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®yHKuMKM AnArHocTMKN GmU3n4YecKoro ypoBHA

CeTeBble KOMMYyTaTOpbl COAEep:KaT annapaTHble M NporpammHble CpeacTBa ANA AMArHOCTMKM
dU3NYECKMX MHTePdENCoB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMbIX NapamMeTPOB BXOAAT Caeaytowme:

[Ns aneKkTpuyecknx nHTepdencos:

—  ANVHa Kabens;
— paccTosiHMe A0 MecTa HeUCnpaBHOCTU — 06pbiBa UK 3aMblKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:

— nNapameTpbl NNTAHNA — HAaNpPAXEeHNE U TOK;
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— BbIXOAHaA onNTU4eCKaAa MOLWHOCTb,
— ONTUn4eCKaAa MOLWHOCTb Ha npueme.

5.23.1 fluaezHocmuka medHoz0 Kabensa

KomaHObi pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkume EXEC nmeet cneaytowmin sua;

console>

Tabnuua 213 — KomaHAapbl ANArHOCTUKM MeZiHOTo Kabens

KomaHoa

3Ha4yeHue/3HayeHue
0 ymMon4aHuto

Aelicmeue

test cable-diagnostics tdr
[all | interface gigabitethernet
gi_port ]

gi_port: (1..8/0/1..48)

BbINONHWUTL BUPTYasibHOE TECTUPOBaHME Kabens Ansa yKasaHHOro
nHTepodelica.
- all — ans Bcex MHTepdelicos.

show cable-diagnostics tdr
[interface gigabitethernet
gi_port ]

gi_port: (1..8/0/1..48)

0T06pa3nTb pesynbTaTbl NOCAEAHEr0 BUPTYasbHOTO TECTUPOBaAHUA Kabens
[ON1A YKa3aHHOro uHTepdeiica.

show cable-diagnostics cable-
length [interface
gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pa3unTb NPeanoNoKUTENbHYIO AUHY Kabens, NoOAKNOYEHHOTO
K YKaszaHHOMy WHTepodelicy (ecnv Homep nopTta He 3agaH, TO Ko-
MaHAa BbINOIHAETCA ANS BCEX NOPTOB).
WHTepdeiic aonKeH 6biTb aKTUBHbIM U paboTaTb B pe-
»ume 1000 M6ut/c nam 100 M6ut/c. AnarHoctuka noa-
OepXK1BaeTca TONbKO Ha uHTepdeicax GigabitEthernet.

[pumep 8b1M0AHEHUS KOMAHObI

MpoTectnposatb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.23.2 luaezHocmuka onmu4yecko2o mpaHcueepa

(DYHKLI,MH ANarHoCTMKMN no3BosA€T OUEeHUTb TeKyuwee COCToOAHME ONTUYEeCKOro TpaHCuUBEpPa U

ONTUYECKOM IMHUM CBA3M.

Bo3moXKeH aBTOMaTUYECKWUi

KOHTPO/Ib COCTOAHUA JNIMHUI  cBA3MN. Ona atoro KOMMYTATOpP

Nepuoanyeckn onpawmBaeT MapameTpbl ONTUYECKUX UHTepdencoB M CpPaBHMBAET MX C NOPOrOBbIMM
3HaYeHUAMM, 334aHHbIMW MPOU3BOAUTENAMM TPAHCMBEPOB. MpKU BbIXoge NapameTpoB 3a AONYCTUMble
npegenbl KoMMyTaTop GOpMUpPYET NpeaynperKaatoLLme U aBapuiiHble COObLLEHMS.

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxknme EXEC nmeet cneayowmin Bua;

console>
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Tabnnua 214 — KomaHaa AMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show fiber-ports
optical-transceiver [interface

gi_port: (1..8/0/1..48);

OTOb6parkaeT pesy/bTaTbl AMArHOCTUKM ONTUYECKOTO TPAHCHUBEPA.

gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | t]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Mpumep 8biNOAHEHUA KOMAHOWbI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning,

Output Power -

E - Error

Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
Connector type: SC

Type: SFP/SFP+
Compliance code: BaseBX10
Laser wavelength: 1550 nm

Transfer distance: 20000 m
Diagnostic: supported

Tabauua 215 — MapameTpbl ANArHOCTUKM ONTUYECKOrO TPaHCUBEPA

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage HanpsarkeHne nuTaHMA TpaHcuBepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepeaaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3Ha4yeHMA pPe3ynbTaTtoB ANAarHOCTUKHU:

— N/A-HepocTynHo;
— N/S—He nogaepxusaercs.
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5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe o6cnyKunBaHUs B IP-ceTax) — TEXHOOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHMA MapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM M KayecTsa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI MNPeacTaBAseT coboil MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumio TpadpuKka, coop MHPoOpPMaLMM O ero NPOXOXKAEHMUN MO CETU N BeAEHNE CTaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpEeHMEe MapPaMEeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMNO/Ib30BAHUEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHMM onepaumm ICMP Echo ycTpoiictBo oTnpasnaset ICMP Echo request
coobLieHMe Ha agpec Ha3HauYeHus, OXKMaaeT nonydyeHus coobueHma ICMP Echo reply B Te4eHue 3agaHHOro
WHTepBasa BPEMEHMU.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb Heckoibko 06bekToB TRACK. CocTosaHue o6bekTa TRACK
N3MEHAETCH B MOMEHT U3MeHeHUs cocToAHusA IP SLA onepaumm, inbo c 3a4aHHON 3a4ePHKKON.

Mpn U3MEHEHMWN COCTOAHUA TPEeKa BO3MOMKHO BbINOJAHEHME MaKpPOKOMaHA. MaKpoKoMaHAbI
BbINONHAIOTCA B peXKMMe rnobanbHOro KoOHGUrypmpoBaHus. [na BbiNONHEHUA KOMaHA, pexunuma privileged
EXEC KomaHAapl HeobxoaMmo AononHWUTb npedukcom do. KomaHabl co3gaHMa Habopa MaKpOKOMaHA,
npueeaeHsl B Tabanye 37.

[ns ncnonbsosaHua GyHKLMM IP SLA He0H6X0AMMO BbINOAHUTL CieAytoLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBsatb eé.

— 3anycTutb BbINOJIHEHME OMNEpaLMK.

— Cospgatb TRACK-06beKT, CBsiI3aHHbIM C KOHKpeTHOM IP SLA onepauuen u cKoHGUIypupoBsaTb
ero.

—  [Mpn HeoBX04MMOCTH, CO34aTb MAaKPOChI, BbINOAHAEMbIE NPU U3MEHEHUN COCTOAHNA 06BbEKTA
TRACK.

— [pocmoTpeTb CTaTUCTUKY, MPU HEOBXOANMMOCTU, OUUCTUTL ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUM.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasbHoM KoHdUrypaumm:
console (config) #

Tabnnua 216 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

Komarda 3HayeHue/3HayeHue Leiicmeue
no ymosn4aHuro
ip sla operation MNepexoguT B pexkum KoHpurypmuposaHusa IP SLA onepaumu.
operation: (1..64) - operation — HOMmep onepaLuu.
no ip sla operation Ypansaert IP SLA onepaumio.
ip sla schedule operation life 3anycKkaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — HoOMep onepauun.
operation: (1..64); - life — Bpems, B TeyeHne KoToporo onepauua byaeTt BbINoOA-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpemsa 3anycka.
no ip sla schedule operation Mpekpaluaet sbinonHeHue IP SLA onepauuu.
- operation — HOMep onepauuu.
track object ip sla operation Co3paeTt TRACK-06bEKT, KOTOpbIM ByAeT oTCaexnBaTb COCTOS-
state Hue IP SLA onepauuu.
object: (1..64); operation: | - object — Homep TRACK-06beKTa.
(1..64) - operation — Homep IP SLA onepauuu.
no track object ip sla Ypansetr TRACK 06bekT.
- object — Homep TRACK-o6beKTa.
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Tabnunua 217 — KomaHabl pexxuma cosgaHus onepaumit IP SLA

3HayeHue/3HauveHue "
KomaHda / Aelicmeue
no ymon4yaHuro
icmp-echo {A.B.C.D | host } MepexoguT B pexnum KoHourypmposaHua ICMP ECHO
[source-ip A.B.C.D] onepauuu.

host: (1..158) cumsonos
- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOe 1MA y3na ceTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepayuu

BunAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypuposaHusa IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnunua 218 — KomaHabl pexruma KoHpurypumposaHua onepauymm ICMP Echo

3HayeHue/3Ha4yeHue .
KomaHoa / Helicmesue
Mo yMonYaHUio

YctaHasausaeT yactoty nostopeHua ICMP ECHO onepauwun.
- 5ecs — 4acToTa, B CEKYHAAX.

frequency secs

secs: (10..500)/10 cek —
YcTaHaBNMBAET 3HaYeHWe YacTOTbl MOBTOPEHWI MO ymonya-

HUIO.

no frequency

YcTaHaBAMBaeT A/MHY TalimayTa, MO WCTEYEHMM KOTOPOTo,
ecnu He npuwen ICMP-oTBeT, onepauma byaeT cumTaTbea He-
YO3A4YHOW.

- msecs — TaimayT, B MUIZINCEKYHAAX.

timeout msecs
msecs: (50..5000)/2000 mc

no timeout YcTaHaBAMBaeT 3HaYeHue TaﬁmayTa No YMONYaHUIO.

YcTaHOBUTbL KOIMYecTBO 6aiiT, nepegasaembix B ICMP-nakete
request-data-size bytes B KayecTse AaHHbIX (payload).
bytes: (28..1472)/28 GaiT | . pytes — konuuectso 6airT.

no request-data-size YCTaHOBWTb 3HaYeHMEe KOANYecTBa 6alT No yMONYaHUIO.

[Onsa HopmanbHOro BbinoaHeHUA onepauun ICMP Echo peKkomeHayeTca ycTaHaBAMBATb 3HA-
e YeHMe YacToTbl BbINOJIHEHUA onepaunmn 601bWKMM, YeM 3HAUEHUE TaMayTa onepaLuuu.

KomaHObI pexcuma KoHgu2ypuposaHUa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnnua 219 — KomaHabl pexkuma KoHPUrypauum Tpeka

3HayeHue/3Ha4veHue -
KomaHoa / Aelicmeue
o yMon4YaHUKo

YcTaHaBAMBaeT 3a4epXKKy AaA cMeHbl coctoaHma TRACK-
06beKTa, Npy U3meHeHnn cocTosiHuA IP SLA onepaumu.

- secs — 3a/ep:KKa, B CEKyHAaX.

- up — 3aJeprKKa M3MEeHEeHUA COCTOAHMA, NPU NPU N3MeHe-
secs: (1..180)/0 HUW onepauumn B coctoaHme OK;

- down — 3azep:KKa U3MEeHEHUA COCTOAHMA, NPU U3SMEHEHUM
onepaumu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaet 3agepiKy.
secs | down secs} A ACPIKKY
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KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnnua 220 — KomaHgb! pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show ip sla operation

[operation] operation: (1..64)

- operation — HOMep onepavuu.

OTobparkaeT MHGOPMaLMIO O HacTpOoeHHbIX IP SLA onepauusx.

show track fobject] object: (1..64) - object — Homep 06bekTa

OTobparkaeT MHbopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.

O6HynsaeT cyetumku IP SLA onepaumm.
- operation — HoMmep onepaluun.

clear ip sla counters

[operation] operation: (1..64)

Mprumep HaCTPOIMKK, NpeaHa3HAYeHHOW ANA KOHTPOAA y3na ceTh c agpecom 10.9.2.65 c otnpasKoi
ICMP-3anpoca Kaxkable 20 cekyHq, BpemeHem oTeeTa Ha ICMP-3anpoc He npesbiwatowmm 500 mc m
pasmepom fAdaHHbix 92 6aliTa; 3adepkKa cmeHbl coctofHuA TRACK-obbekta — 3 cekyHApl; npwu

nameHeHmn coctoaHnA TRACK-o6beKTa BbinonHATCA makpocbl TEST_DOWN mn TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (confiqg) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (confiqg) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo)# exit

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track)# delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
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Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKyw,ee COCTOAHME onepaymu:
=  scheduled — onepauus BbINOHAETCS;
= pending — BbINOJIHEHWE ONEPALLUN OCTAHOBAEHO.
— Operation return code — Kop, 3aBeplUeHUs NOCcNeAHeN BbINOJHEHHON onepaLmm:
=  OK — ycnewHoe 3aBeplUeHNE NpeablayLen onepauuu;
= Error — HeyAa4yHoe 3aBepLUeHWNE NOCAeAHEN NONbITKU U3MEpPEHMUA.
—  Operation Success counter — KONMYECTBO YCMELHO 3aKOHYEHHbIX Onepauymi.
— Operation Failure counter — KONNM4eCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — KOIM4eCTBO NOJIy4eHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CY4ETYMK, OTOOPaXKAIOLWNIA KOIMYECTBO U3MEPUTE/IbHbBIX ONepauunii, 3aKOHYUBLUMXCA
C COOTBETCTBYHOLLMM KOAO0M OLUMOKM.

5.24 ®yHKuum obecneueHns 6esonacHoCcTU

5.24.1 ®yHKyuu obecnevyeHus 3auwjumeol Nopmoe

C uenbto noBbllWeHUs 6e30MacCHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOXKHOCTb HACTPOUTb KAaKOM-
nMbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaToOpy 4yepe3 3TOT MOPT MNPenocCTaBAAncA TO/IbKO 33a4aHHbIM
ycTponcTBam. PyHKLMA 3aLUMUTbI NOPTOB OCHOBAHa Ha onpeaeneHnn MAC-agpecoB, KOTOPbIM paspeLuaeTcs
poctyn. MAC-agpeca moryT 6bITb HAacTPOEHbl BPYYHYHO WM U3ydeHbl KOMMyTaTopom. locne mnayyeHus
HeobxoaMMbIX aapecoB NopT cneayer 3abnoOKMpoOBaTb, 3alUMTUB €ro OT MNOCTYN/JeHUA MAKETOB C
HensyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIM NOPT NoayYyaeT nakeT, 1 MAC-
aApec UCTOYHWKA NaKeTa He CBA3aH C STMM NOPTOM, aKTUBMU3UPYETCA MEXAHU3M 3aLLNTbI, B 3aBUCMMOCTHU OT
KOTOPOro MOryT 6biTb MPUHATLI Cleaylolime Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a6/10KMpPOBaHHbIM NOPT, NepecblnatoTca, oTbpackiBatoTcs, MO0 Ke NOPT, NPUHABLUMIA NaAKeT, OTKAOYaeTCs.
®dyHKuma 6esonacHoctn Locked Port nossonseT coxpaHUTb CAMCOK mM3ydeHHbIx MAC-agpecos B dainne
KOHOUrypaLmm, Takum o6pa3om, 3TOT CNMCOK MOXKHO BOCCTaHOBUTL NOC/AE Nepesarpysku yCTpomncTBaa.

/ CyuwiecTByet orpaHuMyeHue Ha Konudyectso MAC-agpecoB, KOTOpoe MOXKeT U3y4YnTb NOpPT, UC-
NoNb3YyIOLWMA GYHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl nIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if)#
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Tabnunua 221 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

port security

-/BbIK/IOYEHO

no port security

BKAtoyaeT GyHKUMIO 3aWnUTbl Ha UHTepdelice. BAOKUpYET dyHK-
LM U3yYeHUs HOBbIX agpecoB ans uHtepdelica. MakeTbl c HeU3y-
yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTcs. KomaHaa
aHanoruyHa KomaHge port security discard.

OTKAtoYaeT GYHKUMIO 3aLWMTbl Ha MHTepdelice.

port security max num

num: (0..32768)/1

no port security max

3alaeT MaKcMMasibHOE KOJ/IMYECTBO aApecoB, KOTOPOE MOXKeT
M3y4nTb NOPT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

port security routed
secure-address mac_address

dopmat MAC-agpeca:

no port security routed
secure-address mac_address

H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3awmuLeHHbIi MAC-agpec.

Ypansaet sawmweHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BKAtoyaeT GyHKUMIO 3aWnUTbl Ha UHTepdelice. BAOKMpyeT dyHK-
LMIO M3yYeHMA HOBbIX aApecoB Ana nHTepdeica.

- forward — nakeTtbl ¢ HensyyeHHbIMM MAC-agpecamMm UCTOYHMKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTCH;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHMKa O0TBpackIBaloTCA, MOPT OTK/OYAETCH;

- freq — yacToTa reHepupyembix coobuweHnin npotokona SNMP
trap Npu NOCTyN/AeHNU HECAHKLMOHNPOBAHHbIX MaKeTOB.

port security trap freq

freq: (1..1000000) cek

3afaeT 4YacToTy reHepupyembix coobuweHuin npotokona SNMP
trap npu nocTynjieHnn HecaHKLMOHUPOBAHHbIX MAaKeToB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

-/lock

no port security mode

3agaeT pexum orpaHudeHua wusydyeHua MAC-agpecoB Ana
HacTpanBaemoro nHTepodeiica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue gaxe
nocse nepesarpy3kun yCTPoOnCTBa;

- delete-on-reset — faHHbIM afpec yaanmTca Noc/e nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylme AUHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpbEericom. PaspeweHo
M3yYeHWEe MaAKCMMaANbHOIO KO/JMYECTBA aZpecoB Ha MNopTy.
MoBTOpPHOE N3yYeHME U CTapeHMe paspeLleHbl;

- lock — coxpaHsaeT B KOHOUIypaunto TeKyLLME AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble C MHTepdencom 1 3anpeLyaeT obyye-
HWE HOBbIM aAPECAM U CTaPEHME YKe U3YYEHHbIX aAPECOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnuua 222 — KomaHap! pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ports security MoKa3blBaeT HAaCTPOMKM GYHKLMM H6e30nacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Hom uHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
show ports security addresses MoKa3blBaeT Tekywme AMHammyeckme agpeca ansa 3abnokunpo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | BaHHbIX MOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
seFint?ﬁaceacﬁvg gi__port: (1..8/0/1..48); AKTMBM3MpPYET UHTepdenc, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbl
{gigabitethernet gi_port | nopTta (KOMaHga AOCTYNHa TOAbKO AAA NPUBUAErMPOBAHHOMO

N te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe._port: nosb3oBaTens).
2Z2n;£?:7ggabnethernet (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group} group: (1..128)

[pumepbl 8b1M0AHEHUS KOMAHO

BKNounTb PpyHKLMIO 3aLmTbl Ha 15 nHtepdeiice Ethernet. YctaHoBUTb orpaHMyeHMe Ha U3yYeHWe afpecoB
— 1 agpec. Nocne nsyyeHns MAC-agpeca 3a610KMpoBaTb GYHKLMIO M3yYEHMA HOBbIX afpPEecoB A/1A UHTEp-
delica ¢ uenbto oT6POCUTb NakeTbl ¢ HemdydeHHbIMM MAC-agpecammn UCTOYHMKA. CoXpaHUTb B dainn usy-
YeHHbIM agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if) # port security

MoaKNounTb KNMeHTa K NopTy 1 n3yunts MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lMpoeepka nodauHHOCMU KnueHmMa Ha ocHoge nopma (cmaHdapm 802.1x)

5.24.2.1 bazosas nposepKa nodauHHocMuU

AyTeHTUdMKauMAa Ha oOcHoBe cTaHgapta 802.1x obecneynBaeT nNpoBepKy MNOAJMHHOCTU
Nnosib30BaTeNeEN KOMMYTATOPA Yepes BHELLHUI CepBep Ha OCHOBE NOPTa, K KOTOPOMY MOAKIOYEH KAUEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE M aBTOPM3OBaHHblE MOJ/Ib30BATE/IM CMOTYT Nepefasatb M NPUHUMATH
AaHHble. [poBepKa NOAAMHHOCTM NOJib30BaTeNle NOPTOB BbiNosHAeTCA cepBepom RADIUS nocpeactesom
npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUIypaLmm:

console (confiqg) #

Tabnunua 223 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3HayeHue/3Ha4yeHue
no ymonyaHuro

KomaHoa

Aelicmeue

dotlx system-auth-control

BKkntouyaeT perkum ayTeHTUdmKaumm 802.1X Ha KommyTaTope.

-/BbIK/OYEHO
no dotlx system-auth-control

BbikntoyaeT pexum ayteHTMdUKauum 802.1X Ha KommyTaTope.

aaa authentication dot1x
default {none | radius} [none |
radius]

-/radius

3apaeT 04MH UK ABa METOAA NPOBEPKM NOAMHHOCTU, aBTOPU3a-
unm n yyeta (AAA), ana Mcnonb3oBaHUs Ha MHTepdelicax IEEE
802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALNIO;
- radius — ncnonbsoBatb cnmcok RADIUS-cepBepoB ana ayTeHTU-
du1Kaumm nonbsosaTens.
BTopoii meToa, ayTeHTUGUKALUMN UCNOJb3YETCA TONIbKO B
V c/lyyae, eciv No nepeomy ayteHTUdPUKauma bbina He-
yCneLwHoii.

no aaa authentication dotlx
default

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelic

a Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHduUrypauumn nHtepdelica Ethernet:

console (config-if) #

v/

Tabnnua 224 — KomaHabl pexkMma KoHbUrypaumm u

MpoTtokon EAP (Extensible Authenticat

ion Protocol) BbinonHsAeT 3agaun ana ayreHTMdUKa-

UMUN yaAaZ1eHHOro K/IneHTa, npu 3aTom onpeagenaa mexaHnim aYTEHTM(bMKaUMVI.

HTepdeiica Ethernet

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaymto 802.1X Ha uHTepdeiice. Paspe-
LIAET PyYHOM KOHTPO/Ib 32 COCTOAHWEM aBTOPM3aLMMN NOPTa.

- auto — nucnonb3osaTb 802.1X ANA USMEHEHMA COCTOAHUA K-
€eHTa MeXKay aBTOPM30BaHHbIM U HEAaBTOPU30BaHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumo 802.1X Ha
uHTepoerice. MopT nepexoauT B aBTOPU3OBAHHOE COCTOSAHME
6e3 ayTeHTUdMKauuu;

time: (1..32) - force-unauthorized — nepeBoguT NopT B HEaBTOpM30BaHHOE
cocToAHMe. UrHopMpyrOTCA BCe NOMbITKN ayTeHTUDUKALMK KAN-
€eHTa, KOMMYTaTOp He NpeAoCTaBAAET CePBUC ayTeHTUDMKALMM
ONA 9TOro NopTa;
- time — HTepBan BpemeHu. Ecav faHHbIN napameTp He onpe-
AeneH, To NopT He aBTOPU30BaAH.
no dotlx port-control YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.
dotlx reauthentication -/neproguyeckme BkatouyaeT nepuogmyeckne NoBTOPHblE MPOBEPKU MOAJMHHO-
NOBTOPHbIE MPOBEPKMU cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
no dotlx reauthentication NOA/IMHHOCTH BbikntoyaeT nepuoanyeckme NOBTOPHbIE NPOBEPKM NOATNHHO-
BbIK/IIOYEHbI cTu (NnepeayTeHTUdUKALMIO) KAMEHTA.
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dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPEMEHU B CEKYHAAX, B TeYeHMe KOToporo
cepsep EAP oxkmaaet oTBeTa oT KaneHTa EAP 0 NOBTOpHOM ne-
pefauu 3anpoca.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuos BpemMeHUu, B TedeHMe KOTOpPOro 3anpalwimnsato-
WM KOET 00 Nepe3anycka ayTeHTUdMKALMM Nocsie NoayYeHus
otseTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaET NEpUOL MeXAy MOBTOPHbIMM MNPOBEPKaMMU
NoA/IMHHOCTHU.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mepuos, B TeYeHUe KOTOPOro KOMMYTaTop
0CTaeTcs B COCTOAHWM MOJIYAHMA MOC/Ae HeyAauHON NPoBepKU
NOA/IMHHOCTU.

B TeyeHue nepuoda MONYAHMUA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUPUKALMOHHBIX COOBLLEHNA.

YcTaHaBAMBaeT 3HAYEHWeE MO YMONYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaET Nepuos, B Te4eHMe KOTOPOro KOMMYTATOP OXM-
[AeT OTBET Ha 3anpoc Mbo naeHTMdUKaLMo No NPOTOKONY
EAP oT KnneHTa, Nnepes NOBTOPHOM OTNPABKOM 3anpoca.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBAET MaKCMMA/IbHOE YMC/IO MOMbITOK nepesayun 3a-
NpocoB NPoToKoaa EAP-KAMEHTY nepes, HOBbIM 3aMyCKOM Mpo-
Liecca NpoBepKM NoOAAMHHOCTH.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEeKYHA,

YcTaHaBAuBaeT nepuosa Mexay NoBTOPHbIMU Nepefavyamu 3a-
npocoB NpoToKkona EAP-kaneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcraHaBauBsaeTt nepnoa, B Te4HeHne KOTOPoro KOMMyYTaTop OXKU-
AaeT OTBETa OT cepBepa ayTeHTMC‘JMKa uun.

YcTaHaBAMBaEeT 3HAYEHWe Mo YMONYaHULO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3apaHo

YCcTaHaBAMBAET NEPUOA, BPEMEHM HEAKTUBHOCTM K/AMEHTa, no
MCTEYEHME KOTOPOTO K/IMEHT CTAHOBUTCA HEABTOPM30BaHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMOAN4YaHUto

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 225 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4Hyt0 OCyW,EecTBNAET MOBTOPHYIO MPOBEPKY NOAJMHHOCTU
yKa3aHHOro nopta B KOMaHzAe, MMH0 BCcex NOpPTOB, NOAAEPKMBA-
towmx 802.1X.
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dot1x unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab10KMPOBaTL KAMEHTa C yKasaHHbIM MAC-agpecom Ha nopTy
Npu AOCTUMKEHUM NOPOra MaKCMMasbHO BO3MOMKHbIX MOMbITOK
ayTeHTUdUKaLmu.

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT coctosiHMe 802.1X aAna KommyTtaTopa Mbo gns yKa-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTEHTUOULMPOBAHHBIX NONb30BaTENEN
802.1X KommyTaTtopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTUcTUKy no 802.1X anA BblbpaHHOro MHTEp-
deiica.

show dot1x advanced
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKasbiBaeT pexkmmbl paboTsl dotix.

[pumepbl 8b1M0MAHEHUS KOMAHO

BKAountb pexknum ayteHTMdMKaummn 802.1x Ha kKommyTtaTope. Mcnonb3osaTb RADIUS-cepBep a5 NnpoBepKu
NoA/IMHHOCTU KMEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 nHtepdeiica Ethernet ncnonbsoBath pexmm

ayTeHTuduKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

MoKasaTb coctosiHMe 802.1x ans KommyTaTopa, ana 8 uHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
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Max req: 2
Authentication success: O
Authentication fails: 0

Tabnmua 226 — OnucaHue pesynbTaToB BbINOJIHEHUA KOMaHA,

Mapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTUduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaLmoHHbIA peXum NnopTa: aBTOPU30BAHHbINA, HEABTOPM30BaHHbIN, MO0 BbIK/OYEH-
Hbilt (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib NnepeayTeHTUdMKaLUM.

Reauth Period

Mepuoa mexay NOBTOPHLIMU NPOBEPKAMU NOSJANHHOCTU.

Mmsa nonb3osatens npu mcnosbsosaHnn 802.1X. Eciv nopT aBTOpPU30BaH, TO OTOOparKa-

Username eTCA UMA TeKyLLero nosibsosaTenda. ECan nopT He aBTOpM30BaH, TO OTOBPaAXKAETcA MMA No-
cnegHero ycnewHo aBTOPM30BaHHOIO No0/b30BaTENA Ha NOPTY.
Quiet period Mepuog, B TeYeHWE KOTOPOro KOMMYTATOP OCTAaeTCA B COCTOSHUM MOJIYAHUSA MoC/e He-
YZ,auHOW NPOBEPKM NOANMHHOCTH.
Tx period Mepuog, B TeUeHME KOTOPOro KOMMYTATOP OXKMAAEeT OTBET Ha 3anpoc AMb6o naeHTUPUKa-
P uMto no npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOI 3anpoca.
Max req MaKcumanbHOe YNCI0 NOMbITOK MepeAayn 3anpocoB NpoTokona EAP KnneHTy nepes Ho-

BbIM 3anyCKOM npouecca nposepKkn NnOATMHHOCTU.

Supplicant timeout

Mepuog mexKay NOBTOPHbLIMU Nepeaadamm 3anpocoB NPoTokona EAP KaneHTy.

Server timeout

Mepwnoa, B Te4eHUE KOTOPOro KOMMYTaTOpP OXKMAAET OTBETA OT cepBepa ayTEHTMd)VIKaLI,MM.

Session Time

Bpems NoaK/oueHnn Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oarens.

Authentication Method

MeToga ayTeHTUPUKALUKN YCTaHOBIEHHOM CECCUM.

Termination Cause

[MprymHa 3aKpbITUA ceccuu.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHWUI onpeaennTens NoAAMHHOCTM U BbIXOAHOrO aB-
TOMaTa COCTOAHUA.

Authentication success

KonnyecTso nosy4yeHHbIX coobLLeHnit 06 ycrnewHom ayTeHTMdMKaLmMm oT cepeepa.

Authentication fails Ko/imyecTBo nonyyeHHbIX COObLLEHMI O HeyCNeLHOW ayTeHTUGUKaL MM OT cepBepa.
VLAN Ipynna VLAN Ha3HayeHHaa noab3oBaTesnto.
Filter ID NaeHTudukaTop rpynnel GuabTpaLmu.

MokasaTb cTaTUCTMKY no 802.1x ana nHTepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1

LastEapolFrameSource:

00:00:02:56:54:38
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Tabnuua 227 — OnucaHue pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iimyecTBo KOppPEeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), npuHATbIX 4aHHbIM OnpeaenuTenem noganHHoCTuU.
KonnyectBo KoppeKTHbIX naketos atoboro Tuna npoTtokona EAPOL, nepegaHHbIX
EapolFramesTx PP P » NEPEA
OaHHbIM onpeaennTenem NOAJIMHHOCTY.
KonunuyectBo naketoB Start npotokona EAPOL, NpuHATbIX AaHHbIM onpeaeanTenem
EapolStartFramesRx P - P A PeA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx g P » P A PEA
NOA/IMHHOCTU.
Konnyectso naketos Resp/ld npoTtokona EAPOL, NpUHATbIX AaHHbIM onpeaenvTe-
EapolRespldFramesRx p/id np » NP A PeA
nem NoAJ/IMHHOCTY.
Konnyectso naketos otBeToB (Kpome Resp/Id) npotokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » P A
HbIM onpeaennTenem NoaAMHHOCTU.
Konnuyectso naketoB Resp/Ild npotokona EAPOL, nepesaHHbIX AaHHbIM onpeaenuTte-
EapolReqldFramesTx p/id np » NEPEA A PeA
Nem NoAJIMHHOCTY.
Konnyectso naketoB 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepegaHHbIxX
EapolReqFramesTx P (kp p/id) np » NEPEA
LAHHbIM onpeaenntTenem NogJMHHOCTU.
. Konunyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATbIX AaH-
InvalidEapolFramesRx P P /1P A
HbIM onpeaennTenem NoAANHHOCTU.
Konunyectso naketos npoTtokosia EAPOL c HEKOPPEKTHOM AJIMHON, NMPUHATbIX AaHHbIM
EaplengthErrorFramesRx P PP A 1P A
onpeaenutenem NOoAJANHHOCTU.
. Bepcua npotokona EAPOL, NnpuHATaA B camom nocnegHem Ha AaHHbI MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-afpec UICTOYHUKA, MPUHATBIN B CAMOM NOC/AegHEM Ha AaHHbI MOMEHT nakeTe.

5.24.2.2 PacwupeHHasa nposepKa noodsauHHocCmu

PacwupeHHble HacTpoiiku dotlx nNo3BoAAOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU A5 HECKO/IbKUX
KMEHTOB, NOAK/OYEHHbIX K NOPTy. CyllecTByeT ABa BapuaHTa ayTeHTMOMKaUmMK: NepBblin, Koraa nposepka
NoA/IMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUdUMKALMM TONbKO OAHOrO K/AMEHTa, 4yTobbl A0CTyn K
cucTeme UMeNU Bce KaveHTbl (pexkum Multiple hosts), BTopoit, Korga npoBepKa NOg/IMHHOCTU TpebyeT
ayTeHTUOUKALMKN BCEX MOAKMIOUYEHHBIX K MOPTY KNMEHTOB (pexxunm Multiple sessions). Ecam nopt B pexkume
Multiple hosts He npoxoanT ayTeHTUDMKaLMIO, TO BCEM NOAKAOYEHHBIM XOCTaM byAeT 0TKa3aHo B AocTyne
K pecypcam ceTu.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B peKUME r106anbHON KOHPUrypaLmm:
console (config) #

Tabnnua 228 — KomaHab! perknma riobanbHOoM KoHGUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuo

KomaHoa

dotlx traps authentication PaspelwaeT oTnpaBKy trap-coobLLEHWIA, KOT4a KIMEHT YCrnewHo
success [802.1x | mac | web] NpoxXoAmT ayTeHTUMKaLMIO.

-/BbIKNIOYEHO

no dotlx traps authentication YcTaHaBAMBAET 3HAYEHME MO YMONHAHUIO.
success
dotlx traps authentication PaspelwaeT oTnpaeky trap-coobLLeHNI, KOoraa KAMEHT He npowen
. -/BbIK/IOYEHO
failure [802.1x | mac | web] ayTeHTUdMKaLMio.
Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 251

MES5310-48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

no dotlx traps authentication
failure

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKOYEHO

BK/ItOYaeT OTNPaBKy trap-coOBLEHMIA NPU NPEBbILIEHUWN MO/b30-
BaTe/leM MaKCMManbHO AONYCTUMOro KosmyectBa HesycnewHbix
NOMbITOK ayTeHTUOUKALMMN.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnnua 229 — KomaHab! perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspelsaeT HannymMe o4HOrO/HECKONbKUX KAMEHTOB Ha aBTOPM30-
BaHHOM nopTy 802.1X.

no dotlx single-host-violation

-/multi-host - multi-host — HeCKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT AencTeue, KOTOpoe HeobxoaMmo BbIMOHUTb, KOraa
{restrict | protect | shutdown} ycTpoiictBo, MAC-agpec KoToporo oTnuyaetrca oT MAC-agpeca
[trap freq] KANEHTa, OCYLLECTBAAET NOMbITKY AOCTYNa K UHTepdelicy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbim oT MAC-agpeca
KAWEHTa, NepecblialoTca, NPy 3TOM afpec UCTOYHMKA He M3yya-
ercs;
-/protect; - protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
freq: (11000000)/1 KNNeHTa, 0T6paCb|Ba}OTCﬂ;
cek - shutdown — nopT BbikAtoYaeTcA, nakeTbl ¢ MAC-agpecom, oTanY-

HbIm oT MAC-aapeca KaneHTa, oTbpacbiBatoTcs;
- freq —4acToTa reHepupyembix coobweHnin npotokona SNMP trap
Npv NOCTYNNEHUN HECAHKLMOHUPOBAHHbIX NMaKeToB.

V KomaHpaa urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHa

BktoyaeT ayTeHTUGUKaL Mo
- mac — BK/OYaeT ayTeHTUUKaLMIO, OCHOBaHHyt0 Ha MAC-agpe-
cax;
- 802.1x — BK/ItOYaET ayTeHTUPUKALMIO, OCHOBAHHYIO Ha 802.1x;
- web -BKkatoyaeT mexaHnam Web-based ayteHtTudmrkaumm.
- He ponkHo 6bITb cTaTUUecKux npueasok MAC-agpecos.
. - DYHKUMA NOBTOPHOWU ayTeHTUPMKaALMK AOMKHA 6biTb
BK/IIOYEHa.

BbikntoyaeT ayTeHTUOMKaumMio, ocHoBaHHyto Ha MAC-agpecax
nonb3osaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKcMMaibHOE KOIMYECTBO XOCTOB, NPOLUEALINX ayTEHTU-
duKaumto.

Bo3BpallaeT 3HaueHMe No YMONYaHWUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3aaeT KoAMYECTBO HeyAauHbIX MOMbITOK BBOAA /I0MMHA, NOCe Ko-
TOpPbIX KANEHT 610KMpyeTCs.
- 0 — 6eCKOHeYHoe YMCNo NOMbITOK.

BoaBpau.l,aeT 3Ha4YyeHue No YMOIYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/OYEHa

BkntoyaeT ¢pyHKumio roctesoit VLAN Ha Tekywem nHTepdeiice.

BbikntoyaeT PpyHKuMto rocteBoit VLAN Ha Tekyluem nHTepdeiice.
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dotlx critical-vlan enable

-/BblK/IlOYEHA

no dotlx critical-vlan enable

BKntounTb PyHKLMIO KpuTnyeckol VLAN Ha Tekywem nHtepdelice.
OTKpbIBaeT HeaBTOPM30BaHHbIM MOb30BaTENAM AOCTYN B KPUTU-
yeckyto VLAN npu HegocTynHocTn cepsepos RADIUS.

Ecnm KpuTnyeckas VLAN onpegeneHa v paspelieHa, nopt byget
aBTOMaTMyecku fob6aBneH B Hero nocsie akTMBauuM M MOKMHET
Kputndeckyto VLAN npmn nonyyeHmnun oteeTa OT cepsepa.

Bbikntountb ¢yHKUMIO KpuTnuecko VLAN Ha Tekyliem WHTep-
delice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaumm nntepoeiica VLAN:

console# configure

console

(config)# interface vlan vian id

Tabnunua 230 — KomaHabl perknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx guest-vlan

no ymonyauumio VLAN
He onpeaeneHa Kak
rocresas

no dotlx guest-vlan

Onpeaenutb roctesyto VLAN.

OTKpbIBAaeT HEAaBTOPU30BaHHbIM MOb30BaTENAM MHTepdelica [o-
cTyn K roctesoi VLAN. Ecau roctesas VLAN onpegeneHa v paspe-
WweHa, nopt 6yaeT aBTOMaTMYECKM NPUCOEAUHATLCA K HEW, Koraa
He aBTOPM30BaH, M MOKMAATb, KOr4a NpouAeT aBTopu3auuio.
Y106bI NICNONB30BATb AAHHbIN GYHKLMOHAA, NOPT HE AO/IKEH BbITb
CTaTUYECKMM YneHom roctesoit VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

dot1x critical-vlan

no ymonyanuto VLAN
He onpepaeneHa Kak
KpUTUYEeCKas

no dot1x critical-vlan

Onpegenntb VLAN B KauecTse KpUTUUECKON.

OTKpbIBaeT HEaBTOPM30BaHHbIM MOb30BaTENAM AOCTYN B KPUTKU-
yeckyto VLAN npu HepocTynHocTn cepsepos RADIUS.

Ecnn KpuTnyeckas VLAN onpegeneHa v paspelieHa, nopt byger
aBTOMaTuyeckn fobaBneH B Hero nocsie akTMBaLUW WU MOKMHET
KpuTnyeckyto VLAN npu nosyyeHnn oTeeTa OT cepsepa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHON CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 231 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctoaHue 802.1X ansa KommyTtaTopa Mbo ANs yKa-
3aHHOro uHTepdeiica.

show dotlx detailed

MoKa3biBaeT pacliMpeHHble HAaCTPOMKKN NpoToKkona 802.1x.

show dotlx credentials

CTpyKTypa y4yeTa faHHbIX oTobpaykaeT napameTpbl aBTOPU30BaAH-
HbIX K/IMEHTOB.

show dotlx users [username]

username: CTPOKa

MoKa3sbiBaeT ABTOPU30BaAHHbIX KIMEHTOB.

show dot1x locked clients

MoKa3biBaeT HEaBTOPM30BAHHbIX KAMEHTOB, 3a6/10KMPOBAHHbIX MO
Tankm-ayTy.
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show dot1x statistics interface MokasbiBaeT cTaTucTuKy 802.1X Ha uHTepdeiicax.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32)

hu_port | oob}

5.24.3 Hacmpolika akmueHo20 ceaHca KaueHma (CoA)

RADIUS CoA (Change of Authorization) — 3To ¢yHKuMA, KoTopas nossonset cepsepy RADIUS
HACTPOUTb aKTUBHbIN CEaHC KNMEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha ocHoBe cTaHaapTa 802.1x. O6pa-
60TKa coobuweHnn CoA-Request nponcxoamnt B cootsetctBumn ¢ RFC 5176. ObpabaTtbiBatoTca coobuieHus,
npuwesawmne Ha UDP-nopt 3799 oT cepBepoB, 3aZaHHbIX KOMaHAoM radius-server hosts u ¢ KAto4om, 3a4aH-
HbIM KOMaHaoM radius-server key. Ana naeHtMduKaumm ceaHca KameHTa ncnonbsytotcs RADIUS-aTpmnbyTol
User-Name wnu Acct-Session-Id. Jns HacTPOMKM ceaHca KnneHTa nogaepxusatotca RADIUS-aTpmbyTtbl Tun-
nel-Private-Group-ld, Filter-Id, Calling-Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2a06aabHoU KOHpuU2ypauuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMmMa rnobanbHoOM KOHGUIypauum:
console (config) #

Tabnnua 232 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

3HaveHue/3HavyeHue »
KomaHoa / Aelicmeue
o ymMoa4aHuro
aaa authorization dynamic BK/I1OUNTb GYHKLMIO HACTPOMKM aKTUBHOTO ceaHca KnneHTa (CoA).
radius
— -/BbIKNIOYEHO =
no aaa authorization BbIKNOUUTL GYHKLMIO HAcCTPOMKM aKTMBHOTO ceaHCa K/WeHTa
dynamic (CoA).
aaa authorization dynamic YctaHasaunsaeT UDP-port ana pabotbl ¢ 3anpocamu CoA oT cep-
radius port local Bepa.
<port_num> <1-65535>/3799
no aaa authorization dy- BepHyTb 3HaUYeHMe Mo YMOAYaHMIO.
namic radius port

5.24.4 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseT otcherkmatb NosABAEHME U UCHE3HOBEHWE aKTUBHOTO
0bopynoBaHUSA Ha CETU MyTeM COXpaHeHus wuctopum usydeHms MAC-agpecos. Mpu oBHapyKeHUK
M3MeHEeHU B cocTaBe M3yyeHHbix MAC-agpecoB KOMMYTATOp COXpaHaeT uHdopmauumio B Tabavue u
nssewaer o6 3TOM C MOMOLLBIO coobLWeHnt npotokona SNMP. ®yHKUMA MMmeeT HacTpaMBaemble
napameTpbl — rybrMHa UCTOPUM O COBBITUAX U MUHMMAbHBIN MHTEPBAN OTNPaBKM coobweHnin. CepBuc
MAC Address Notification oTKAHOYEH MO YMOAYAHUIO U MOXKET ObITb HACTPOEH BbIBOPOYHO AN OTAENbHbIX
NopTOB KOMMYyTaTOPA.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabnunua 233 — KomaHabl pexkuma rnobanbHoM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

mac address-table notification
change

-/BblK/IOYEHa

no mac address-table
notification change

KomaHga npegHasHadeHa ana rnobanbHOro ynpasieHus QyHK-
umelt MAC notification. KomaHga paspeluaert pernctpaunto cobbi-
T pobasnenus v yaanedna MAC-agpecos B/v3 Tabauy, Kommy-
TaTopa M OTNPaBKY yBeJOM/IEHUA O cObbITUAX. AnA paboTbl dyHK-
UMM HEeobXoAMMO [OMONHWUTENbHO pa3pellaTb reHepauumio yse-
OOMIEHUIN Ha UHTepdericax (Cm. HUKe).

Bbikntountb PpyHKUMo MAC notification rno6anbHO M OTMEHUTB CO-
OTBETCTBYIOLLME HACTPOMKM Ha BCeX UHTepdelicax.

mac address-table notification
flapping

BKkAtounTb PyHKUMIO 06HapyxkeHna daannmHra MAC-agpecos.

-/BKNtoYEHa
no mac address-table Bbikntountb PpyHKUMIO 0BHapyxeHuna paannuHra MAC-aapecos.
notification flapping
mac address-table notification MakcumanbHbIn NPOMEXYTOK BpemMmeHU MmexXay OoTnpaBKamu
change interval value SNMP-yBegomneHuin. Ecnu 3HaueHne nHTepBana BpEMeHU paBHO
0, To reHepaLMA YBeAOMNEHUIN U cOXpaHeHWe coBbITUIA B UCTOPUIO
6yAeT ocyLeCcTBAATLCA HEMEA/IEHHO MO Mepe BO3HUMKHOBEHUSA C
| 6bITUI 06 M3MeHeHUN cocTosiHMA Tabanubl MAC-agpecos. Ecan
value:

(0..4294967295)/1

no mac address-table
notification change interval

3HaYeHWe MHTepBasa BpemeHu bonbwe 0, TO yCTPOCTBO byaeT
HaKkananBaTb cobbITMA 06 M3MEHeHUN cocToaHUA Tabanubl MAC-
apecoB B TeUEHME 3TOro BPEMEHM, a 3aTeM OTNPaABAATb YyBEAOM-
nenHna npotokona SNMP 1 coxpaHATb cOBbITUA B UCTOPUM.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

mac address-table notification
change history value

value: (0..500)/1

no mac address-table
notification change history

3aaTb MaKCMMasibHOE KOAMYeCTBO CObbITUI 06 M3MEeHeHUU co-
cToAHMA Tabamubl MAC-agpecoB, KOTOPOEe COXPaHAETCA B MCTO-
puu. Ecnv ycTaHOBEH pasmep UCTOpUU paBHbIi 0, To cobbITUA He
coxpaHsatoTcs. Mpu nepenonHeHum bydepa nctopmm Hosoe cobbl-
TWe NOMELLAETCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

snmp-server enable traps
mac-notification change

-/BbIK/IOYEHa

no snmp-server enable traps
mac-notification change

Bkntountb otnpasky SNMP-yBegomneHuii 06 nsmeHeHnn cocton-
HUsA Tabanubl MAC-agpecos. 118 OTKAOYEHUA UCMONb3YETCs OT-
puuatenbHaa dopma KomaHabl. Ecnn otnpaska ysBesomneHui
BK/IIOYEHA, TO YCTPOMCTBO byaeT MHGOPMUPOBaTb O COBLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYOLWME CO-
6bITMA B Uctopumn. Ecnn otnpaska SNMP-yBefoMAeHWI BbIK/LO-
YyeHa, TO YCTPOMCTBO BYAET TONIbKO COXPaHATL COBbITUA B UCTOPUM.

OtkAtounTb oTNpaBky SNMP-yBegomneHunit 06 nsmeHeHMM cocTo-
AHKUA Tabamubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BK/OYEHA

BKkntoumTb 0TNpasKy Tpanos o ¢paannuHre MAC-agpecos.

OTKNOYUTL OTNPaBKY Tpanos o ¢nannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,

255

MES5310-48, MES5400-xx, MES5410-48, MES5500-32



HELTEX

Tabnuua 234 — KomaHapl pexxmma KoHourypaumnm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
Mo yMOoYaHUio

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BblK/lOYEHa

BKOYUTL reHepaumio yBegomneHuii Ha nitepdeice o cobbiTUAX
nsmeHeHunsa coctoaHna MAC-agpecos. OTAENbHO MOXHO paspe-
WKTb reHepaLmnio yBeAoMAEHNI ToNbKo 06 nsyyeHnn MAC-agpe-
COB IMbB0 TONbKO 06 UX yaaneHuu.

OTKNIOYMTL FreHepaLmio yBegOMAEHUIM Ha UHTepdelice.

KomaHOwb1 pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console#

Tabnnua 235 — KomaHabl pexxnuma KoHpurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuio

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |

tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel

group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)
group: (1..128);
vlan_id: (1..4094)

OTob6pa3uTb Bce yBeaomaeHUa 06 MameHeHuM coctoaHmna MAC-
a4pecoB, COXPaHEHHbIX B UCTOPUU.

show mac address-table
notification change statistics

OT06pa3unTb CTaTUCTUKY cepauca: obLiee KomMyecTso cobbiTuii 06
nsyyeHnn MAC-agpecos, obuiee KoMYecTBO cobbITUI 06 yaane-
HUM MAC-agpecos, obuiee KoimMyecTBo oTnpasneHHbix SNMP-
coobLLeHuA.

[pumep UCN0a16308aHUA KOMAHO

B npumepe nokasaHo, KaK HacTpouTb nepegavy coobuieHnin SNMP MAC Notification Ha cepBep ¢ agpecom
172.16.1.5. Mpu HacTpoiiKke 3agaeTca oblee paspelwleHme paboTbl cepBMCa, HACTPAUBAETCH MUHUMA/bHbIN
WMHTEpPBas OTMNPaBKM COOOLWEHW, 3a43ETCA PasMep UCTOPMM COBbITMIA M HACTPanBAETCA CEPBUC Ha BbIGPaH-

HOM MopTy.

console (confiqg)
console (config)
console (config)
)
)

HH= H= FH H

(

(

(

console (config

console (confiqg) #

console (confiqg) #
(
(
(

console (confiqg) #

snmp-server host 172.16.1.5 traps private
snmp-server enable traps mac-notification change
mac address-table notification change

mac address-table notification change interval 60
mac address-table notification change history 100
interface gigabitethernet 0/7

console (config-if) # snmp trap mac-notification change

console (config-if) # exit
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5.24.5 Konmponae npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoil MPOTOKOA, MO3BOAAKOWMIA KAUEHTY MO
3anpocy nony4atb IP-agpec u agpyrue Tpebyemble napameTpbl, Heobxoammble ana pabotsl 8 cetn TCP/IP.

MpoTokon DHCP moKeT Mcnonb30BaTbCs 3/10YMbILNEHHUKAMW 15 COBEPLUEHWNSA aTaK Ha YCTPOMUCTBO,
KaK CO CTOpPOHbl KAMeHTa, 3actasnaa DHCP-cepsep BblgaTbh Bce AOCTYMHble agapeca, TaK U CO CTOPOHbI
cepsepa nyTem ero nogmeHbl. lMporpammHoe obecneyeHne KOMMyTaTOpa NO3BONAET obecneynTb 3aLLmTy
YCTPOMCTBA OT aTak C Mcnosb3oBaHWem npoTtokona DHCP, ans yero npumeHseTca PpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb noseneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» WHTepdeiicax, a TaKkKe KOHTPOIMPOBATb AOCTYN KAWEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBep o ToMm, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) n Yepes KaKol ero nopt 6611 NoayYeH 3anpoc.
MpumeHaeTcA oA yCTaHOBAEHUA COOTBETCTBUI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe AN1A 3aLlnThI
OT aTaK C WUCNoNb30oBaHWMeM npoTokosna DHCP. Onuma 82 npeactaBnser cobol AONOAHUTENbHYHO
MHPOPMAUMIO (MMA YCTPOMCTBA, HOMep MopTa), AobaBnseMytd KOMMYTATOPOM, KOTOpblIi paboTaeT B
perknume DHCP relay areHTta (6e3 gobasneHus IP-agpeca Ha KANMEHTCKUI uHTepdelic) nnm dyHkumm DHCP
Snooping (npu ychosum BkAoYeHUA KomaHabl ip dhcp information option). Ha ocHoBaHWKM gaHHOM onuumw,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-aapecos) u gpyrve napameTpbl NMOPTY KOMMyTaTopa.
Monyume Heobxoaumble AaHHble oT cepsepa, DHCP Relay areHT Bbiaenset IP-agpec KAMEHTY, a TaKxKe
nepefaer emy Apyrne Heobxoanmble NapameTpbl.

Tabnunua 236 — dopmat nonew onumm 82

Mone lMepedasaemas uHgpopmayusa

Mms xocTa ycTpolicTBa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnenHWii 6aliT — HOMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOICTBO, OTNpaBAsAtowWwee
dhcp-3anpoc.

Enterprise number —0089c1

MAC-agpec ycTponcrsa.

Circuit ID

Remote agent ID

’ ' AnAa ucnonb3oBaHuA onuumn 82 Ha YCTPOUCTBE A0JXKHA 6bITb BKAloUeHa yHKuua DHCP relay
H areHTa (6e3 gobaBneHus IP-agpeca Ha KNNEHTCKUii uHTepdeiic) unm ¢yHKkuma DHCP Snooping
(npu ycnosum BkntoueHus komaHpgpbl ip dhcp information option).

Ona KoppeKTHoi pa6otbl ¢pyHKuuu DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl
AONXKHbI ObiTb MOAK/AIOUYEHbI K «40BepeHHbIM» MopTam KommyTtatopa. [Ana pob6asneHus
nopTa B CNUCOK «A0BEpPEeHHbIX» ucnoabsyetrca KomaHaa IP dhcp snooping trust B pexxume
KOHUrypauuu nHtepoeiica. ina obecneueHms 6€30nacHOCTU BCe OCTasibHble NOPTbl KOMMY-
TaTopa A,0/1KHbl 6bITb «HEA0BEPEHHbIMUY.

.‘

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnunua 237 — KomaHabl pexkrma rnobanbHoM KoHGUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKOYEHO

BkntouaeT KoHTpob npoTokona DHCP nytem BegeHuA
Tabanubl DHCP snooping 1 0TNPaBKM KANMEHTCKUX
WwnpoKoseLwaTenbHbix DHCP-3anpocoB Ha «f0BepeHHble»
nopTbl.

BbikntoyaeT KOHTpPOIb NpoToKoia DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspelwaeT KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTpob npoTtokona DHCP B npeaenax ykasaHHOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHutio npuem
DHCP-nakeToB ¢
onuuel 82 ot
«HEHaAeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npnHnumatb DHCP-nakeTbl ¢ onuuMeit 82 oT «HeHafeX-
HbIX» MOPTOB.

3anpewaet npuHumaTb DHCP-nakeTbl c onumei 82 oT KHEHaAEX-
HbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyanutio
BepudurKauma
BK/tOYEHA

BkntouaeT Bepudumraumio MAC-agpeca knneHta 1 MAC-agpeca mc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BEePEHHbIX» NOPTaXx.

BbikntovaeT Bepudukaumio MAC-agpeca kaveHTa u MAC-agpeca
NCTOYHMKA, NpuHAaToro 8 DHCP-nakeTe Ha «Hed0BEPEHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

Pe3sepBHbIi dpain He
ncnonbsyercs

PaspelwaeT Mcnonb3oBaHue pesepBHOro ¢aina (6asbl) KOHTpONA
npotokona DHCP, nossossolero BOCCTAaHOBUTb 3anucu B Tab-
ivue B Clydae nepesarpysku ycTpomncTea.
HeobxoaMma HacTpoiiKa CMHXPOHMU3ALUN CUCTEMHOIO
V spemeHu (NTP/SNTP).

3anpewaeT Ucnonb3oBaHUe pesepeHoro ¢aina (6asbl) KOHTpoNA
npotokosna DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIK/IIOYEHO

PaspeluaeTt ycTpolicTey gobasneHune onunmn 82 npu paboTe npoTo-
Kona DHCP.

3anpewaet yctponctay gobasneHne onuumn 82 npu paboTe npoTo-
kona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBO/I0B/system
description

YcTaHaBAunBaeT naeHtupunkaTop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.
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p dhcp information option for- format: (sp, sv, pv, spv, | Hactpansaet ¢popmat DHCP onupm 82.

mat-type circuit-id format [de- bin,user-defined); dopmar:

limiter delimiter] delimiter: (.,;#)/npo6en | - SP — HOMep cnoTa 1 nopra;

- sV — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dpopmart: VLAN, cnoT, noprT;

- user-defined — ¢opmat onpegenserca nonb3osatesnem. Bos-
MOXHO HacTpouTb WwabnoHbl B ASCIl 1 HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHOe vmsA nopTta, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
wecTHaguaTepuyHom suge) 8 ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H 8 ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha amuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtuédukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —agpec ¢
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: oanHOYHBIN cumBon S B ASCII

St: Tmn nopTa (3HayeHue nona ifTable:ifType B
WwecTHaauatepmyHom Buae) 8 HEX;

$m: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnota B HEX;

Sn: Homep nopTa (Kak Ha Anuesoit naHenwn) B HEX;

Si: ifindex nopta B HEX;

Sv: naeHtnudukatop VLAN 8 HEX;

Sc: mak-agpec KaveHTa 8 popmate H-H-H-H-H-H B HEX;
Sb[XY]: nobasnstoTca nponssonbHble 6aitTbl XY B HEX (Sh13)

no ip dhcp information option 3anpeLwyaeT ycTponcTey gobasneHue onumm 82 npu pabote npoTo-
format-type circuit-id kona DHCP.
ip dhcp information option for- YcTaHaBAnBaeT naeHTMdunkaTop Remote agentID onunm 82.
mat-type remote-id ) [N HacTPOMKM BO3MOMKHO MCMOb30BaThb WaboHbI, onpeaeneH-
remote-id remote_id: Hble B circuit-id user-defined.

" " N " (1..128)/mac address B
no ip dhcp information option hex YcTaHaBAMBAET 3HaYeHMe Mo YMOAYAHMIO.
format-type remote-id
remote-id
ip dhcp information option [ob6asnser B Hayano circuit id/remote id gononHuTeNbHbIE 2
suboption-type -/BbIKNIOYEHO 6aliTa (Type v length).
no ip dhcp information option YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.

suboption-type

Tabnunua 238 — dopmat nonert onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaesaemas uHghopmayus

MmA xocTa ycTpoicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHnin 6aiiT — HOMepP NopTa, K KOTOPOMY NOAKAOYEHO YCTPOMCTBO, OTNpaBAAloLLee
3anpoc DHCP.

Enterprise number —0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID
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Tabnunua 239 — dopmart noseit onumm 82 pexkuma custom

VLAN (2 6atiTa)
Homep moayns (1 6awiT)
Homep nopta (1 6aiiT)

Mone Mepedaeaemas uHghopmayus
Onvna (1 6aiT)
Tun Circuit ID
Circuit ID Annia (1 6aiir)

Onvna (1 6aiT)

Tun Remote ID (1 6aiiT)
Onvna (1 6anT)
MAC-agpec kKommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

gelica 2pynnbl nopmos

CyLiecTByeT BO3MOXHOCTb BKAOUYUTb AobasneHMe onunn 82 ans oTAaebHbIX MHTepdeicos 1 NopTos.
MpuopuUTET NPUMEHEHUA KOMaHAbl OT HU3KOTO YPOBHA K BbICOKOMY: r/106a/1bHasA HAaCTPOlKa, HacTpoliKa Ha

nHTepdelice, HACTPOMKA Ha NOPTY.

¢opmaT onumn 82 npuv 3TOM onpeaenAaeTcAa To/1IbKo B rno6anbHOM pexume.

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 240 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip dhcp snooping trust

Mo ymonuyaHutio
UHTepdeic He aBnaeTca
[OBEPEHHbIM

no ip dhcp snooping trust

[ob6asnset nHTepdeic B CNMCOK «40BEPEHHbIX» MPU UCMO/b30-
BAaHMM KOHTponA npoTokona DHCP. DHCP-tpaduk «aposepeH-
Horo» nHTepdelica cuntaetca 6e30MacCHbIM U HE KOHTPOUPY-
eTcs.

YaoanseT uHtepdeiic U3 CNMcKa «A0BEPEHHbIX» MPU UCMOb30-
BaHMW KOHTPOA npoToKosia DHCP.

ip dhcp information option

[global] -/global

no ip dhcp information option

PaspewaeT fobasneHue onuumn 82 Ha BbIbpaHHOM MHTepdeice

npu pabote npoTtokosna DHCP.

global — rnobanbHasa HacTpoKa g8 NpUMeHeHus onumm 82.
V MpuoputeT pabotbl KomaHAb! ip dhcp information op-

tional — nopr, interface vlan, rno6anbHas KoHdurypa-
TER

3anpewaet gobasneHve onumm 82 Ha BbiIbpaHHOM UHTepdelice
npu pabote npotokona DHCP.

ip source-guard Mo ymonyaHuto

bYHKLMA BbIKAOYEHA

no ip source-guard

BrAtoyaeT GyHKLUMIO 3awumThl IP-afpeca KAMeHTa NS HacTpauBa-
emMoro nHTepodeiica.

- mac-check - go6asnset nposepky MAC-agpeca UCTOYHMKa A5
BxoAsLLero Tpaduka.

BbIKk/toYaeT GyHKLMIO 3awmThl IP-agpeca KAveHTa ansa HacTpau-
Baemoro uHtepdeiica.

value: (1..2048)/
He 3a4aH

ip dhcp snooping limit clients
value

no ip dhcp snooping limit
clients

YcTaHaBAMBaeT npeaesibHoe KONYECTBO MOAKNOYEHHbIX KAKn-
€HTOB.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 241 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

LOob6asnset B dpaiin (6a3y) KoHTposa npoTokosa DHCP cooTseT-
cteue MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AeNcTBUTENbHA B TEYEHME YKAa3aHHOrO B
KOMaHZe BPEMEHW KM3HW 3annUCK, ECIU KANEHT HE OTMNPaBuUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHynseTca
B C/ly4ae Noy4YeHUn OT KNMEeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa AOCTYNHA TO/IbKO ANA NPUBUAETMPOBAHHOIO NO/Ib30Ba-
Tens).

- seconds — BpemMs }KU3HW 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHo.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpoaA npoTokona DHCP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 242 — KomaHabl pexxknma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHpopmaumio 06 Mcnoab3oBaHMM onumn 82 npo-
ToKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3biBaeT MHGOPMALMIO NO ONLLMK 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MoKasbiBaeT MHpoOpmaumo o
HaACTPOMKM WabnoHoB B onuum 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3sbiBaeT KOHOMrypauuio GyHKLUMKM KOHTPOAS MPOTOKONA
DHCP.
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show ip dhcp snooping binding MoKa3sblBaeT cooTBeTCTBMA U3 dalina (6asbl) KOHTPONSA NPOTO-
[macaddress mac_address] [ip- . kona DHCP.

address ip_address ] [vlan tg;_zzrri ((112//%1122))’
vian_id] - tv-ve })ort' o
[gigabitethernet gi_port | 1 8/071 12'0)_
tengigabitethernet te_port | hu o“rt' 1 é/O/l, 32);
twentyfivegigabitethernet _grou.p' ('i 128)." !

twe_port | .
hundredgigabitethernet vlan_id: (1..4094)

hu_port | portchannel group]

[pumepbl 8b1M0AHEHUA KOMAHO

PaspewwnTb ncnonobsosaHme DHCP onumun 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

e [loKasaTb BCe COOTBETCTBUA U3 TabAMLLbl KOHTPOAA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.24.6 3awyuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHayeHa ansa ¢puabTpaumm Tpadmka, NPUHATOro
C UHTepdelica, Ha OCHOBaHUKM Tabauubl cooTBeTcTBMI DHCP snooping v cTaTUYecKux cooTBeTcTBui IP
Source Guard. Takum o6pasom, IP Source Guard nossonseT 60poTbcA C NogMeHol IP-agpecos B NakeTax.

V MocKkonbKy ¢YHKUMA KOHTponAa 3awumtbl IP-agpeca ucnonb3dyer Tabauubl COOTBETCTBUM
DHCP snooping, MmeeT CMbIC WCNOJMb30BaTb AAHHYIO (QYHKUMIO, NpeaBapuUTesibHO
HacTpous u Bkatouns DHCP snooping.

V' dyHKumio 3awuTbl IP-agpeca (IP Source Guard) Heo6x0a4MMO BKAOUYUTL rNO06anbHO U Ana
uHTepdeiica.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:
console (config) #

Tabnunua 243 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo yMmon4YaHuo
ip source-guard BKntoyaeT dyHKUMIO 3awWwmThl IP-agpeca KAneHTa 418 BCEro KOMMYy-
Mo ymonyaHuio TaTopa.
no ip source-guard bYHKLMA BbIKNIOYEHA BbikntoyaeT pyHKUMIO 3awWwmThl IP-agpeca KAnMeHTa gns BCEro Kom-
myTaTopa.
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ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3paaHune cTaTMYecKoi 3anucu B Tabavue cooTBeTcTBUA mexay IP-
appecom KnueHTa, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-
HOTO B KOMaHZAe UHTepdelica.

YpaneHwe CTAaTUYECKOW 3anuncu B Ta61w|u,e COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3afaeT YacToTy 06palLeHnsa yCTPOMCTBA K BHYTPEHHUM pecypcam €
LLeNblo 3aM1CcK B NaMATb HeaKTUBHbIX 3aliuLeHHbIX IP-agpecos.

- never — 3anpeLaeT 3anncb B NamATb HEAKTUBHbIX 3aLLMLLEHHbIX
IP-appecos.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHTtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 244 — KomaHzabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnol uHtepdelicos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip source-guard

Mo ymonyanumio

no ip source-guard

dYHKLMA BbIKNOYEHA.

BratouaeT dyHKUMIO 3aLmMThI IP-agpeca KAMeHTa Ana HacTpau-
Baemoro uHtepoevica.

BbiktoYaeT GyHKUMIO 3aWwmTbl IP-agpeca KAneHTa ansa HacTpa-
nBaemoro nHtepoeiica.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHON CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 245 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

ip source-guard tcam locate

Bpy4Hyto 3amyckaeT npouecc obpalieHnsa yCTPOMCTBa K BHYT-
PeHHUM pecypcam C LieNbio 3anMcKu B NaMATb HEaKTUBHbIX 3a-
WwuLeHHbIX IP-agpecos. KomaHaa AOCTYMHa TONbKO ANA MPUBK-
NEerMpoBaHHOro No/b30BaTeNs.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 246 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHza oTobparkaeT HacTponKy GpyHKUMM 3awmTsl IP-agpeca
Ha 3a4aHHOM NMBO Ha Bcex MHTepdeicax ycTponcTBa.

hu_port | ort-channel group]
show ip source-guard statistics
[vlan vian_id]

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vlan_id] [gigabitethernet
gi_port | tengigabitethernet

KomaHza oTobpakaeT cTaTUCTUKy QyHKLMM 3awmnThl IP-agpeca

vlan_id: (1..4094) Ha 3a4aHHOM nnbo Ha Bcex VLAN.

KomaHza otobpaxkaeT ctaTyc pyHKUMM 3awmTsl IP-aapeca gna
yKasaHHoro nHtepdelica, IP-agpeca, MAC-agpeca nauv rpynnol

gi_port: (1..8/0/1..48); VLAN

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

te_port |

v h : (1..8/0/1..32);
twentyfivegigabitethernet u_port (. 8/0/ .3 );
twe_port | group: (1..128);
hundredgigabitethernet vlan_id: (1..4094)

hu_port | port-channel group]
show ip source-guard inactive -

KomaHgaa otobpaskaeT He aKTMBHble IP-agpeca oTnpasuTens.

[pumepbl 8b1M0HEHUS KOMAHO

MoKa3aTb HACTPOMKY GYHKLMK 3aWwmMTbl IP-agpeca ans Bcex MHTepPdENCoB:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKtounTb GyHKUMIO 3awmTbl IP-agpeca ana punstpaumm Tpaduka Ha OCHOBaHMM TabauLbl COOTBET-
cteuit DHCP snooping n ctatnyeckux cootsetctBuin IP Source Guard. Co34aTb CTaTUYECKYO 3anNuCh B
Tabanue cootBeTcTBUA Ana uHTepdenca Ethernet 12: IP-agpec kKaneHTa — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdenc B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.7 Konmpone npomokona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npepgHasHauyeHa gns 3alimTbl OT aTak C
ucnonb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKka). KoHTponb
npotokona ARP ocyliecTBaseTca Ha OCHOBE CTaTUYeCKMUxX cooTBeTcTBui IP- 1 MAC-agpecoB, 3a4aHHbIX a1
rpynnbl VLAN.
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NopT, CKoOHUrypuPOBaHHbLINA «HegoBepeHHbIM» ana ¢yHKUMKM ARP Inspection, AonKeH TakKe
6bITb «HeaoBepeHHbIM» anA GpyHKuMmM DHCP snooping unu cootsetcteue MAC-agpeca um IP-
appeca Ana 3TOro NopTa A0KHO 6bITb CKOHPUrypUpoBaHO cTaTUYecKU. MHaue gaHHbIM nopT
He ByaeT oTBeuyaTb Ha 3anpocbl ARP.

.‘

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

[Ona HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKMU cooTBeTcTBMIA IP- 1 MAC-agpecos.

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobasnbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 247 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymon4yaHuo
bYHKLMA BbIKNOYEHA

BKtouaeT KoHTposib npoToKona ARP (dyHkumto ARP Inspection).

BbIK/NtOYaET KOHTPOIb NpoToKona ARP (byHKumto ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonuyanutio
dYHKLMA BbIKNOYEHA

PaspelwaeT nposepKy npoTtokosa ARP, ocHoBaHHyt Ha 6ase cooT-
BetcTBuit DHCP snooping, B BbiI6paHHoM rpynne VLAN.

3anpeuaeTt npoBepKy npotokona ARP, ocHOBaHHyO Ha 6ase cooT-
BetcTBUi DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MNpepocTtasnseT cneunduyHble NPOBEPKU A1 KOHTPOJIA NPOTOKONA
ARP.

MAC-agpec ncrouHmka: na ARP-3anpocoB n oTBeTOB NposepAeTcA
cooTBeTcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKa B COAEPKMMOM NpoToKoaa ARP.

MAC-agpec Ha3HayeHusa: [1na ARP-0TBETOB npoBepAeTcA COOTBET-
ctBue MAC-aapeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHuA
B coAepKMmom npoTtokona ARP.

IP-agpec: MposepseTtca cogep:kmumoe ARP-coobLeHMA Ha Hannune
HEKOpPPEKTHbIX |IP-aapecos.

3anpeLyaeT cneunduyHbie NPoOBEPKM A1 KOHTPOAS NpoToKoa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3gaHue cnvcKa cTatuyeckux ARP-cooTBeTCTBUIA.
2. Bxoga, B pexum kKoHourypauumn ARP-cnuckos.

YpaneHue cnucka ctatudeckmx ARP-coOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctatnyeckux ARP-cOOTBETCTBMI ANA YKa3aHHOM
VLAN.

OTMeHAET Ha3zHa4YeHue Cnucka ctatmdeckmux ARP-cooTseTcTBMIA A
yKasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/
5 cek

3afilaeT MUHUMaNbHbIV MHTEPBAN MEXY COOBLLEHUAMMU, CoepIKa-
LWMMM MHPOopMauuio npoTokosia ARP, nepegasaeMbiMu B XKypHar.

- 3Ha4yeHue 0 yKasblBaeT Ha TO, YTO coobleHna byayT reHepupo-
BaTbCA HE3aMeA/IMTENbHO;

- infinite — He reHepMpoBaTb COOBLLEHNI B KYpHaN.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 248 — KomaHzbl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuio
MHTepdelc He aBnaeTca
[0BepeHHbIM

[obasnaeT uHTepdEic B CNMCOK «A0BEPEHHbIX» NPU UCMOIb30Ba-
HUK KOHTponA npoTokona ARP. ARP-TpaduK «a0BepeHHOro» UHTep-
delica cuntaeTca 6e30nacHbIM U He KOHTPOIMPYeTCA.

Ypansaet nHtepdeic u3 cnnucka «40BepeHHbIX» NPu UCNOb30BaHUMU
KOHTpOAnA npoTokosa ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm ARP-cnuckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 249 — KomaHabl perknuma KoHourypaumm ARP-cnvckoBs

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[obasnsaeT cTaTuyeckoe cootseTcTeue IP- 1 MAC-agpecos.

Ypanaet ctatuyeckoe cootsetcTene IP- n MAC-agpecos.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 250 — KomaHabl pexxkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNoKasbiBaeT KOHOUrypaumo ¢GyHKLMM KOHTpOAs npoTokosa ARP
Inspection Ha BbIbBpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

show ip arp inspection list

MoKa3bIBAaeT CMMCKM CTaTUYECKMX cooTBeTcTBui IP- 1 MAC-agpecos
(komaHaa AOCTyNHa TONbKO ANA MPUBUIETMPOBAHHOIO NO/b30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBaeT CTaTUCTUKY AR CAedyloLMX TUMOB NaKeToB, KoTopble
6111 06paboTaHbl Npu Nnomowwm eyHKLMK ARP:

- nepefaHHble naketbl (forwarded);

- noTepsiHHbIe nakeTbl (dropped);

- ownbku B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.
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[pumepbl 8b1M0AHEHUS KOMAHO

BKAOUNTb KOHTPOJIb NpoToKona ARP 1 nob6aBuTb B cnncoK spisok ctatnyeckoe cootsetctemne: MAC-aapec:
00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHauMTb cnucok spisok ctatnyeckmx ARP-cooTBeTCcTBUIN ANs
VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

MoKasaTb CAMCKKU cTaTUYeCcKMX cooTBeTcTBUiM IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.24.8 ®dyHkyuoHan First Hop Security

MNakeT ¢pyHKUMI First Hop Security BkatoyaeT B cebna aHannsatop DHCPv6-naketos, IPv6 Source Guard,
ND Inspection n RA Guard. JaHHbIii Habop ¢yHKUMIA npefHasHadeH ana obecneyeHMAa KOHTPOAA U
dunbTpaymm IPv6 Tpaduka B cetu.

AHanunzatop DHCPv6 nakeToB nossossAeT Aob6asnatb coceaen B Tabaunuy npmsasok IPv6 binding table
npun noayyeHumn agpeca no DHCP, a Takke no3BosaeT 6opoTbca ¢ HegosepeHHbIMM DHCPV6 cepsepamm.

IPv6 Source Guard no3Bo/iIfieT YCTPOWCTBY OTKNOHATL TPadUK, €C/IM OH UCXOAUT OT agpeca, KOTopbIit
He coxpaHeH B IPv6 binding table. Tabnuua npuessok cocegeli IPv6 binding table, nogkntoueHHbIX K
YCTPOMCTBY, CO343€TCA M3 TaKMX WCTOYHMKOB MHOOPMALMM, KaK OTC/AEXKMBaAHME MO NPOTOKOAY
obHapyxeHus cocegen (NDP).

C nomolubto dyHKUuKM ND Inspection kommyTtaTop nposepsaeT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) n coxpaHsaet ux B IPv6 binding table. Ha ocHoBaHWK TabaKnLbl KOMMYTATOP
oTbpacbiBaeT Ntobble noaaensHble coobuweHna NS / NA.

®yHKumMoHan RA Guard no3sosisieT 6J10KMPOBATL UM OTKAOHATH HEXKeNaTelbHble UM NMOCTOPOHHME
coobuieHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaTop OT MaplupyTM3aTopa.

KomaHObI pexcuma 2n06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHoM KoHbUrypaumm:
console (config) #

Tabnunua 251 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMOMYAHUIO
ipv6 neighbor binding policy policy_name: (1..32) Co3aaTb NONUTUKY NPUBA3KKM coceaelt (neighbor binding) n ne-
policy_name cMmBOAa PenTU B pexmMm eé KoHOUTIypupoBaHus.
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no ipv6 neighbor binding policy
policy_name

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé first hop security policy
policy_name

no ipv6 first hop security policy
policy_name

policy_name: (1..32)
cumBona

Co3pgatb nonnTuky First Hop Security.

YAanuTb NONUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security logging
packet drop

no ipvé6 first hop security logging
packet drop

-/BbIKNOYEHO

AKTUBMPOBATb JIOTMPOBaHNE APOMNa MaKeToB NPU HECOOTBET-
CTBUM NoAUTMKam 6esonacHocTu caykb RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBWTb 3HaYeHMe MO YMOIHYAHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIKNOYEHO

BKntounTb fobaBneHune 3anmceit B Tabanuy NpuBA3KKM cocenen
Ha OCHOBAHMMU:

- dhcp-nakera DHCPv6 Reply. Mpu stom Bce Link-local IPv6-
aapeca BHoOCATCA B Tab/ivuy NpUMBA3KKM cocefei no ymosnya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — po6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHni.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[Oo6aBnTb cTaTMyeckylo 3anucb ¢ npedpukcom B Tabauuy
Neighbor Prefix Table:
vlan — npwueasatb 3anuck K onpeaeneHHomy VLAN.

YpanuTb cTaTUYecKyto 3anucb ¢ npeduKkcom M3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IIOYEHO

BK/tOUMTL NPOBEPKY aapecoB B Tabnue NpuUBA3KK coceseit

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BPemMs XMU3HWU Tabauupbl NPUBA3KKM cocepen ans
3aMnucu B MUHYTax.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IIOYEHO

BKNOYUTL NOrMpoBaHME OCHOBHbIX COOLITUIN MO U3MEHUHUIO
TabMLbI NPUBA3KM.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/HOYEHO

OnpeaennTb MakCMManbHOEe KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaent.

- interface-limit — onpeaennts AMMUT ana nHTepodelica;

- vlan-limit — onpegennte AumuT VLAN;

- mac-limit — onpegennto nmutT MAC-aapecos;

- disable — paspewnTb MakcMmanbHoOe KOIMYECTBO 3anucen.
MakcnmanbHoe 3HadeHue = 4294967294,

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ipv6 neighbor binding static ipvé
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[o6aBuTb cTaTMyeckyto 3anuck 6e3 npedukca B Tabavuy
Neighbor Prefix Table:

- vlan — npuBAasaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anucb K onpeaeneHHOMY WMHTep-
deiicy;

- mac — npvBA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

Ypanutb CTaTUYECKYHO 3aNUChb.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3aaTb NoNMTUKY Source Guard v NepenTn B PeXKUM e€ KOH-
durypmpoBaHus.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3gatb nonntuky DHCP Guard u nepeinTn B pexKMm eé KOoH-
durypmpoBaHus.

Yaanutb nonnturky DHCP Guard.
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ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasIbHbIM U MUHWMaNbHbIM Npeaenbl npes-
nouteHuna ana DHCPv6-cepsepa.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3patb nonantuky ND Inspection v nepeiiT B peXmm eé KoH-
durypmpoBaHus.

Ypanntb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHVIe NaKeToB C OTCYTCTBYOLWMMU UNTN HE-
A0NYCTUMbIMUK NapameTpamn Uam noanucbio.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/IOYEHO

YCTaHOBWUTb MUHWMA/IbHOE 3HAaYEHWUE NapameTpa YPoBHsA bes-
ONacHOCTM MpPU MCNO/Ib30BaHUM ONUMUIA KpuUnTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIKNOYEHO

BKkatounTb NnpoBepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3gatb noantuky ND RA Guard v nepeiTn B pexknum eé KoH-
duUrypmpoBaHus.

Yaanutb nonntuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtO4EHO

YcTaHoBUTb Npeaensl 3HadeHua Cur Hop Limit B coobuieHunax
Router Advertisement.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IIOYEHO

BkntounTtb nposepky ¢nara managed-config B coobuweHumax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3HayeHue ¢ara AOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIK/IIOYEHO

Bkntounto npoBepKy dnara other-config B8 coobueHuax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3HayeHue ¢ara AOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIK/IIOYEHO

YCTaHOBUTb MUHMMAIbHOE 06bsBNAemoe 3HayeHue Default
Router Preference B coobuieHunax Router Advertisement:

- low — HuM3KOe 3HaYeHue;

- medium — cpegHee 3Ha4YeHuUe;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIK/IOYEHO

YCTaHOBUTb MaKcMmanbHoe obbAsasemoe 3HadeHne Default
Router Preference B coobuieHunax Router Advertisement:

- low — HuK3KOe 3HayeHue;

- medium — cpeaHee 3HauyeHue;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nbr-binding) #
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Tabnunua 252 — KomaHabl pexkuma NoIMTUKK NPUBA3KK coceaen

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmesue

logging binding enable

logging binding disable

-/BbIK/IOYEHO

Bk/itounTb normposarne gobasneHus/yaanerus IPv6 B Tab-
JIMLLY NPUBA3KN cocepent.

BbIKNtOUMTL NornposaHue gobasneHuns/yaaneHus IPv6 B Tab-
JIMLLY NPUBA3KN cocepent.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/IKOYEHO

Onpeaennte MakCMManbHOE KONNYECTBO 3anucelt B Tabanue
NpWBA3KK coceselt.

- interface-limit — onpegennte AMMUT ana nHTepdeiica;

- vlan-limit — onpegennts Aumut VLAN;

- mac-limit — onpegenntb AmnutT MAC-agpecos;

- disable — pa3pelwnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MakcumanbHoe 3HaueHue = 4294967294.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIK/IIOYEHO

BKkntounTb fob6aBneHWe 3anmceit B TabanLy NPUBA3KKM coceen
Ha OCHOBAHUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/ivuy NpuBA3KKM cocefiei nMo ymonya-
HUIO B pe3ysibTaTte aHannsa ICMPv6-nakeTos;

- any — nobaBnATbL BCe afpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHni.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIKNOYEHO

BK/110UMTbL NPOBEPKY aApecos B TabmLe NPUBA3KK coceaei.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

device-role {permiter | internal}

no device-role

-/BbIKNOYEHO

YKasaTb poJib YCTPOWCTBA, NOAKNOYEHHOTO K MHTEpPdEecy:
- permiter — ycTpoWcTBO NepumeTpa;
- internal — BHyTpeHee ycTponcTBO.

Y6paTb posib C YCTPOWCTBA, NOAKNIOYEHHOTO K UHTEpdENACy.

KomaHObI pexcuma KoHguaypayuu noaumuku Source Guard

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-ipv6-srcgrd) #

Tabnunua 253 — KomaHabl perkuma IPv6 Source Guard noantuKkm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

trusted-port

no trusted-port

-/BbIKNIOYEHO

OnpegenvTtb fOBEPeHHbI NopT. JaHHas NOAUTMKA Ha3Hava-
€TCA Ha MoPT, Ha KOTOPOM He A0/IKHA MPUMEHATLCA MOAUTUKA
Source Guard.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnnuya 254 — KomaHab! perkuma ipve DHCP Guard noantmku

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

device-role {client | server}

-/BbIKNOYEHO

YKasaTb po/ib YCTPOWCTBA, NOAKNOYEHHOTO K MHTEPdENCY:
- server — yCTaHOBWTb POJ/ib CepBepa;
- client — ycTaHOBUTbL PO/b K/MEHTA.
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no device-role

Y6paTb posib € yCTPOMCTBA, MOAK/NIOUYEHHOTO K MHTEpdENCy.

match reply {disable | prefix-list prefix_list: BKtOYNTL NPOBEPKY aHOHCUPYEMBbIX a4PECOB, NONYYEHHbIX B
prefix_list} (1..64) cumsona/ coobuieHunsax DHCPv6:
BbIK/IHOYEHO - disable — oTkntounTb NpoBepKy no DHCPv6-coobueHmam;
- prefix-list — npedukc-macka, no KoTopol byaeT ocyLLecTs-
NATCA NPOBEpPKa.
no match reply YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
match server address {disable | prefix_list: BKtOUNTL NPOBEPKY agpeca NCTOYHMKA cepsepa:
prefix-list prefix_list} (1..64) cumsona/ - disable — oTKnlOUNTL NPOBEPKY agpeca UCTOYHUKA cepBepa;
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopolt byaeT ocyLLecTs-

no match server address

NIATCA NpoBepKa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

preference minimum
{preference_value | disable}

preference_value:
(0..255)/BbIKNtO4EHO

no preference minimum

YCTaHOBWUTb MMHMMA/bHBIN Npegen aHoHcupyembix DHCPV6-
cepBepom Onuui:
- disable — BbIKNOUNTL NPOBEPKY ONLMIA.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

preference maximum
{preference_value | disable}

preference_value:
(0..255)/BbIKNtOYEHO

no preference maximum

YCTaHOBUTb MaKCMManbHbIM Npeaen aHoHcupyembix DHCPV6-
cepBepom onuuin:
- disable — BbIKAOUYMTb NPOBEPKY ONLUNA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #

Tabnuua 255 — KomaHap! pexkuma IPv6 ND Inspection nointmukm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

device-role {host | router}

-/BbIKNIOYEHO

no device-role

YKa3aTb po/ib YCTPOWCTBA, MOAKNIOUEHHOTO K UHTEpdENCY:
- host — ycTaHoBWTbL ponb xocTa
- router — yCTaHOBUTb POJIb MapLUPYyTU3aTOPa

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

drop-unsecure {enable | disable}

-/BbIKNIOYEHO

no drop-unsecure

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN He-
A0NYCTUMbIMU NapameTpamn Uam noanucbio.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

sec-level minimum
{sec_level_minimum | disable}

sec_level_minimum:
(0..7)/BbIKNtOYEHO

no sec-level minimum

YKazaTb MUHMMa/NbHOE 3HayeHWe napameTpa ypoBHA 6es-
ONacHOCTM NPV UCMNONb30BaHUM ONUMI KpunTorpaduyeckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

validate source-mac {enable |
disable}

-/BbIK/IIOYEHO

no validate source-mac

BkntounTb nposepKy MAC-agpeca nakeTta no ero link-layer ag-
pecy:

- enable — BknoOUUTH

- disable — BbIKAOUNTB

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #
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Tabnunua 256 — KomaHabl pexkuma IPv6 RA Guard noantukm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTepdeicy:
- host — ycTaHOBUTb ponb XOCTa;
- router — yCcTaHOBWUTL PO/Ib MapLIpyTU3aTopa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtOYEHO

YcTaHOBUTb Npeaensl 3HayeHua Cur Hop Limit B coobuieHunsax
Router Advertisement.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IOYEHO

Bk/itountb nposepky ¢nara managed-config B coobuieHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HauyeHue pnara JOMKHO 6biTb 1.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

match ra address {disable | prefix- prefix_list: BKAounTb NpoBepKy aapecoB B coobuieHnsax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTkntOuMTL NPOBEpPKY agpecos
- prefix-list — npedukc macka, no KoTopoi byaeT ocyliecTs-
NATCA NPOBEpKa.
no match ra address YCTaHOBWTb 3HaYeHMeE NO YMOYAHMIO.
match ra prefixes {disable | prefix- prefix_list: BKAtounTbL NpoBepKyY NpeduKcoB B coobuieHnsax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTkntounTL NpoOBEpPKY NpeduKCcoB;

no match ra address

- prefix-list — npedukc-macka, no KoTopolt byaeT ocyLlecTs-
NATCA NPOBEpKa.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIKNOYEHO

BKntountb npoBepKy dnara other-config B coobuweHunax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3Ha4eHue daara JOMKHO 6bITb 1.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIKNIOYEHO

YCTaHOBUTb MUHMMaNbHoe obbsasnsemoe 3HaveHue Default
Router Preference B coobuieHunax Router Advertisement:

- low — HU3KOEe 3HauyeHMe;

- medium — cpegHee 3Ha4YeHuUe;

- high — BbicoKkoe 3HaueHue.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIKNIOYEHO

YCTaHOBUTb MaKcMManbHoe obbaBnsiemoe 3HaveHue Default
Router Preference B Router Advertisement coobLuieHuax:

- low — HU3KOEe 3HauyeHMe;

- medium — cpegHee 3Ha4YeHUE;

- high — BbicoKkoe 3HaueHue.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

KomaHOb! pexcuma KoHguaypayuu nonumuku First Hop Security

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-fhs) #
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Tabnuua 257 — KomaHap! pexkuma IPv6 First Hop Security noamtmku

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIK/IOYEHO

AKTMBMPOBATL IOTMPOBaHME ApOna NaKeToB NpW HECOOTBET-
CTBUM NOAUTMKaM 6e3onacHoctn cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTBL NOrMpoBaHME Apona NaKeToB AN1A AaH-
HOW NOJINTUKMU;

- disable — oTkntouNTL NOrMpoOBaHME Apona NAKeToB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma KoHguypauyuu uHmepagetica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 258 — KomaHabl perknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé6 first hop security

-/BbIKNOYEHO

BKAtounTb PpyHKUMoHan First Hop Security Bo VLAN.

Bobikntountb PyHKUMoHan First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipvé first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IIOYEHO

Lo6aButb nonntuKy First Hop Security Ha uHTepdeiic.

Ypanutb nonntury First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IIOYEHO

BKntounTb nNpmBA3Ky coceaent u gobasneHve 3anucelt B Tab-
anuy.

BbIKNtOUMTb NPUBA3KY cocenen n AobasneHune 3anucei B Tab-
nanuy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asuntb nonutuky Neighbor Binding Ha nHTepdeiic.

Yaanutb nonntuky Neighbor Binding ¢ untepdeiica.

ipv6 source guard

no ipvé source guard

-/BbIK/IIOYEHO

Bkntountb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

-/BbIKNIOYEHO

Bkatountb DHCP Guard.

BbikntounTts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asunTb nonutuky DHCP Guard Ha uHTepodeiic.

Yaanutb nonntukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IOYEHO

Bkatountb IPVv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

[o6asutb nonntuky ND Inspection Ha HTepdeiic.

Yaanutb nonntuky ND Inspection ¢ nHTepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIK/IIOYEHO

Bkntounts IPv6 ND RA Guard.

BbikntounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asutb nonntuky ND RA Guard Ha nHTepdeiic.

Yaanutb nonntuky ND RA Guard c nHtepdeiica.
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KomaHOwbi pexcuma EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console#

Tabnunuya 259 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

show ipv6 first hop security - OT06pa3nTb HacTPoMKKM PpyHKLMI IPV6 First Hop Security.

show ipv6 source guard - OT06pasuTb cocTosiHUe byHKLMM IPV6 source guard.

show ipv6 neighbor binding table - OT06pa3nTb TabanLy NPUBA30K cocenen.

show ipv6 dhcp guard - OTO6pPO3UTH COCTOAHME U HACTPONKK dyHKLMKM DHCP Guard.

show ipv6 nd inspection - OTO6pPO3UTL COCTOAHUE M HAcTpoliKkM ¢dyHKUMM ND Inspection.

show ipv6 nd raguard - OTO6pa3nTb COCTOAHME U HAacTPOMKKN PyHKLMM RA Guard.

5.25 ®dyHKuuu DHCP Relay areHTa

KommyTtaTtopbl noaaep*kunsatoT ¢pyHKUMn DHCP Relay areHTa. 3agaueit DHCP Relay areHTa saBnaetcs
nepegaya DHCP-nakeToB OT KAMEHTA K cepBepy M 06paTHO B caydae, ecnv DHCP-cepBep HaxoamMTcs B 04HOM
CeTU, a KAMEHT B Apyroi. Opyroit dpyHKumMen asnsetcs pobasneHme AONOAHUTENbHbIX onuuii 8 DHCP-
3anpocbl KANEHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOP NPUHUMAET OT KameHTa DHCP-
3anpockl, NnepenaeT 3TM 3anpochbl CEPBEPY OT MMEHM KAMEHTA (OCTaB/As B 3aNpoCce ONunn ¢ Tpebyembimu
KNMEeHTOM MapameTpamMu 1, B 3aBUCUMOCTM OT KOHPUrypauuu, nobasnas ceoum onuun). Nonyums oTeeT oT
cepsepa, KOMMYTATOp NepesaeT ero KANEeHTy.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxunma rnobanbHom KoOHOUrypaLmm:
console (config) #

Tabnunua 260 — KomaHab! perknma rnobanbHoM KoOHGUrypauum

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
Mo ymMoa4YaHuro
ip dhcp relay enable Mo ymonuaHuio areHT | Brntountb dyHKummn DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable BbIK/IIOYEH BbikntounTb pyHKUMmM DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay address 3apaTb IP-agpec poctynHoro DHCP-cepsepa gna DHCP Relay

ip_address [vlan vian_id]
[vrf vrf_name]

no ip dhcp relay address
[ip_address] [vrf vrf_name]

vlan_id: (1..4094);
vrf_name: (1..32)
CMMBOJIOB

areHTa.

- vlan — knueHTckuii VLAN, 3anpocbl U3 KoToporo 6yayT Hanpas-

neHbl Ha IP-agpec koHKpeTHOro DHCP-cepBepa;

- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUM.
Heckonbko knneHTckux VLAN pobasnaiotca yepes 3ans-

Tyl0 B C/ly4ae nepeuncieHus u yepes aeduc B cnyyae yka-
3aHUA AMUanNa3oHOB.

Ypanuts IP-agpec u3 cnucka DHCP-cepsepos pgna DHCP Relay
areHTa. MoxeT 6bITb 331aHO A0 BOCbMUW CEPBEPOB B BUAE AMana-
30Ha UK NepeyncneHmem.
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KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuA 3anpoca KOMaHAHOWN CTPOKM B pexxnume KoHPurypaumnm nHtepoerica VLAN:

console# configure
console(config)# interface vlan vian id
console (config-if)#

Tabanuya 261 — KomaHab! perkmma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip dhcp relay enable

Mo ymonyaHuto areHT

no ip dhcp relay enable

BbIK/tOYEH

Bkntounts PpyHKUMM DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.

BbikntounTb dyHKUMM DHCP Relay areHTa Ha HacTpavMBaemom
nHTepoelice.

ip dhcp relay gateway-address
ip_addr

Mo ymonuaHuio agpec

no ip dhcp relay gateway-address

He BblbpaH

M03BOANTb HACTPOUTb KOHKPETHbIM agpec WUCTOYHUKA ANA
DHCP-nakeToB 13 kaneHtckoro VLAN.

BepHyTb B peXXunm paboTbl MO YMOAYAHUIO.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexknma EXEC:

console#

Tabnnuya 262 — KomaHzabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show ip dhcp relay [ vrf {vrf_name |

all}]

- vrf_name — ma BUpPTyanbHOM 061aCcT MapLIPyTU3ALLUN.
OTo6pasuTb KOHOUrypauuto HacTpoeHHoW ¢yHKumum DHCP
Relay areHTa na KommyTaTopa U OTAENbHO A1A UHTepdeiicos,
a TaK¥Ke CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUS KOMAHO

MNMokasaTb coctosiHMe ¢yHKunm DHCP Relay arenTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay 1is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep 0OCyLEeCTBAAET LeHTPaNM30BaHHOE YpaBieHne ceTeBbIMM agpecaMm 1 COOTBETCTBYIO-
WMMW KOHOUTYPaLMOHHbBIMM NapameTpamm, aBTOMaTUYECKM NPeAoCTaBaAa UX KAneHTam. ITo No3BoaseT
n3bexKaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KONMYECTBO OLUIMBOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KaueHT (nonyyeHune coberseHHoro IP-aapeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. BoamoskHa ogHOoBpemeHHan pabota DHCP-cepsepa n DHCP-relay.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunuya 263 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip dhcp server

-/BbIKNOYEHO

BkntounTb PpyHKUM0 DHCP-cepBepa Ha KOMMyTaTope.
Mepea BkAloueHnem DHCP-cepBepa npeaBapu-
' | TeNbHO AO0/XKHbI 6biTb OTK/AlOYeHbl DHCP-KAneHTbI
e Bo Bcex VLAN. B Tom uucne BKAKOYEHHbI N0 ymon-
yaHuio DHCP-knueHT B VLAN 1.

no ip dhcp server

Bbikntountb pyHKUMo DHCP-cepsepa Ha KommyTaTope.

ip dhcp pool host name
P PP name: (1..32)

BoiiTM B permMm KoHdurypauum cratmyeckux agpecos DHCP-
cepsepa.

- CUMBO/I0B
no ip dhcp pool host name

Ypanute KoHpurypaumto DHCP-knneHTa ¢ 3aaHHbIM UMEHEM.

ip dhcp pool network name

name: (1..32) cumBonos

BoliTn B pexkum KoHourypaummn DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudectso DHCP pool
. YKas3aHo B Tabnuue 9.

no ip dhcp pool network name

Ypanute DHCP-nyn ¢ 3agaHHbIM MMEHEM.

ip dhcp excluded-address
low_address [high_address]

YkKa3atb IP-agpeca, koTopble DHCP-cepBep He byaeT HazHavaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — koHeuHbIV IP-agpec gManasoHa.

no ip dhcp excluded-address
low_address [high_address]

Ypanute IP-agpeca 13 cnucka UCKIOYEHUIM o5 Ha3HaYeHWs ero
DHCP-knueHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabnunua 264 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyuHoe pesepsupoBaHue IP-agpecos gns DHCP-knmeHTa.

- ip_address — IP-appec, KoTopblii ByaeT conoctasneH ¢ ¢pusmn-
YeCcKUM afpecom KMEeHTa;

- mask/prefix_length — macka noacetn/nnvHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGUKaTOP) CETEBOM KapTbl;

- mac_address — MAC-agpec.

Ypaanutb 3ape3epsmpoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

no client-name

Onpegenntb nma DHCP-knuneHTa.

Ypanute uma DHCP-knuneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyna DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaummn nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name

console (config-dhcp) #
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Tabnunua 265 — KomaHabl pexkuma KoHourypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YCTaHOBWUTb HOMEpP NOACETV U MACKy MOACETU ANA Nyna agape-
cos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTH;

- low_address — HayanbHbIM IP-agpec Anana3oHa aapecos;

- high_address — koHeuHbIW |P-agpec gManasoHa agpecos.

- mask/prefix_length — macka nogcet/anuHa npedukca.

Ypanute KoHdurypayuto DHCP - nyna agpecos

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpems apeHAbl He OrpaHNYEHo;

- days — KoNMYecTBo gHew;

- hours — KONMYeCTBO Yacos;

- minutes — KOJINYECTBO MUHYT.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-dhcp) #

Tabnunua 266 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

default-router ip_address_list

Mo ymonyaHuIo CNUCoK
MapLIpyTU3aTOPOB He
onpeaeneH.

no default-router

OnpeaennTb CNWCOK MapLIPyTM3aTOPOB MO YMOYAHUIO ANS
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLipyT13aTopos, Mo-
JKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec maplipyTM3aTtopa Ao0NXKeH 6biTb B TOW Ke
. NOACETH, YTO U KANEHT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenntb cnncok DNS-cepBepoB, A40CTYMHbIX ANA KAMEHTOB
DHCP.
- ip_address_list — cnucok |IP-apgpecoB DNS-cepsepoB, moeT

onpeaenex. cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.
no dns-server YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
domain-name domain domain: (1..32) Onpegenutb gomeHHoe umsa ana DHCP-knueHToB.
no domain-name CUMBOJI0B YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.

netbios-name-server
ip_address_list Mo yMON4YaHWUIO CNNCOK
WINS-cepBepoB He

onpeaeneH.

no netbios-name-server

Onpegenntb cnucok WINS-cepBepoB, AOCTYNHbIX AAA KAWEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moseT
cofepaTb A0 8 3anucen, pasgeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

netbios-node-type {b-node |

p-node | m-node | h-node}
Mo ymonuyaHuto Tun

y3na NetBIOS He
onpegenex.

no netbios-node-type

Onpegenutb TN y3na NetBIOS Microsoft gns knneHtos DHCP:
- b-node — lWWMPOKOBELLATENbHDI;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rMbpuaHbIiA.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

next-server ip_address

no next-server

Mcnonb3osatb AnA ykasaHuAa DHCP-kaneHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOro AO/MKEH ObITb NONY-
YeH 3arpy3ouHblii daiin.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

next-server-name name
name: (1..64) cumBonos

no next-server-name

Mcnonb3osatb ana ykazaHua DHCP-knneHTy umsa cepsepa, ¢ KO-
TOPOro A0JIXKeH b6bITb NOJIYYEH 3arpy304HbIN daii.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKazaTtb ums ¢daina, UCnonb3yemoro AN Hava/ibHOW 3arpysKku
DHCP-knueHTa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNUCOK
cepBepoB He
onpeaenex.

OnpegfennTb CNMCOK CEPBEPOB BPeMeHW, AOCTYNHbIX ANA KAU-
eHTos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
KeT cogepaTb Ao 8 3anuceit, pasgeneHHbIx npobenom.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBO/IOB

HacTtpouTb onumn DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NoNOXUTENbHOE YNCAO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanute onunun ana DHCP-cepsepa.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 267 — KomaHzabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Ypanute 3anuceit U3 Tabimubl COOTBETCTBUA GUINYECKUX agpe-
COB UM aApecoB, BblgaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHayeHHbI DHCP-cepsepom;

- ¥ —y[anuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, kKoTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHOUTrypauumn Ans ctaTuyeckmx agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnmeHTa;

- name — vumA DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHdurypaummn DHCP-nyna agpecos DHCP-cepsepa:
- name — vumAa DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C PUIUYECKMMMU
afpecamu KAMEHTOB, a TaKXKe Bpema apeHabl, cnocob HasHave-
HUA K cocToaHme IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctukn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbligaHHbIX DHCP-cepBepom.

[pumepsi 8biM0AHEHUS KOMAHO

HacTtpoutb DHCP-nyn ¢ umeHem test un ykasatb ana DHCP-KAnMeHTOB: MmAa gomeHa — test.ru, Wwato3 no ymon-
YaHuto —192.168.45.1 n DNS-cepBep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test
console (config-dhcp)# address 192.168.45.0 255.255.255.0

console (config-dhcp) # dns-server 192.168.45.112

( )

console (config-dhcp) # domain-name test.ru
( )
( )

console (config-dhcp) # default-router 192.168.45.1
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5.27 KoHdwurypauua ACL (cnucku KOHTpona aocrtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuaa
dUNbTPaLMM BXOLALLETO M UCXOOALLETO TpAaPUKa HA OCHOBAHWKM NepenaBaeMblX B NAKeTax MPOTOKOOB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

V ACL-cnucKku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 40/1KHbl MMEeTb OAWHAKOBble Ha3BaHUA.
V IPv6- un IPv4-cnuckn moryt pabotatb BmecTte Ha ogHOM ¢u3Myeckom UHTepdeiice.
IPv4-cnuckun n ACL Ha 6a3e MAC-agpecauum moryt pabotaTtb BMecTe Ha 0gHOM pu3nyecKkom

uHTepdeiice. Cnucok ACL Ha 6ase MAC-agpecaumm He MOXKET COBMELLLATbCA CO CMMCKaMM
ana IPv6. [1Ba cnucka oAMHAKOBOro TMna He moryT paboTtatb Bmecte Ha UHTepdeiice.

KomaHgbl Ana co3fgaHus M pefakTMpoBaHua crnmckoB ACL gocTynHbl B pexkume rnobanbHoM
KOHUrypauum.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHAHasa CTpoKa B pexknume rnobanbHoin KoHOUIypaLumm nMeeT Bua;
console (config) #

Tabanuya 268 — KomaHabl gns co3ganua u KoHdurypaumm cnmckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO

ip access-list access_list Co3aaTb CTaHAAPTHbLIV cnivcok ACL.

{deny | permit} {any | - deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMW Napa-

ip_address [ip_address_mask]} meTpamu;
- permit — pa3peLumnTb NPOXOXKAEHNE NAKETOB C yKa3aHHbIMK Napa-
MeTpamu.

no ip access-list access_list YAanuTb cTaHAaPTHbIN cnncok ACL.

ip access-list extended Co3aaTb HOBbIV pacluMpeHHbIi cnucok ACL ans agpecaumm IPv4 n

access_list BOWMTU B PEXMM €ro KoHOUrypaumm (ecnm Cnmcok ¢ AaHHbIM umMe-
HeMm elle He co3aaH) B0 B peXKUM KOHOUIypaLLMm paHee co3aaH-
HOrO CMUCKa.

no ip access-list extended YpanuTb paclumpeHHsbiit cnucok ACL ans agpecauuu [Pv4.

access_list

ipv6 access-list access_list Co34aTb HOBbIM CTaHAAPTHbIM cnucok ACL ans agpecauun IPvb.

{deny | permit} {any | . - deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C yKasaHHbIMM Napa-

. access_list: (0..32)

ipv6_address - MeTpamu;

[ipv6_address_prefix]} cnmeona - permit — paspeLumnTb NPOXOXKAEHWE NAKETOB C yKa3aHHbIMM Napa-
MeTpamu.

no ipv6 access-list access_list Ypanutb cTaHZapTHbIN cnncok ACL ana agpecauun IPv6.

ipv6 access-list extended Co3aaTb HOBbIW pacliMpeHHbIi cnucok ACL ans agpecaumm IPvé u

access_list BOWMTU B PEXMM €ro KoHOMrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeMm elle He co34aH) B0 B peXKUM KOHOUIypaLLMm paHee co3aaH-
HOrO CrM1CcKa.

no ipv6 access-list extended Yaanutb pacwmpeHHoro cnucka ACL ana agpecauum IPv6.

access_list

mac access-list extended Co3aaTb HoBbIN cnncok ACL Ha 6ase MAC-aapecaunn n BOMTHU B pe-

access_list MM ero KoHUrypaumm (ecam CrUCcoK € AaHHbIM UMEHEM eLle He
€o34aH) b0 B pexkum KoHdUrypauum paHee cCo34aHHOrO CNUCKa.

no mac access-list extended Yaoanutb cnucka ACL Ha 6ase MAC-agpecauuu.

access_list

time-range time_name time_name: (0..32) BoiTu B pexnm KoHoUrypaumm time-range 1 onpesenvTtb BpemeH-

CMBONa Hb'|e WMHTEPBa/bl ANA CNUCKa A0CTyna. .
- time_name — uma npoduna HacTpoek time-range.
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no time-range time_name

YAanuTb 3a8aHHy0 KOHOUrypauuio time-range.

Ona Toro u4tobbl aKTMBM3MpOBATb cnucok ACL, HeobxoguMmo cBf3aTb €ro C MHTepdeicom.
NHTepdelicom, MCNOb3YHOLMM CMUCOK, MOXKeT bbiTb 60 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

KomaHgHan cTpoKa B pexume KoHourypaumm mHtepdeiica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA:

console (config-if) #

Tabanua 269 — KomaHaa HasHayeHus cnucka ACL-nHTepdeicy

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMMBO/IaA

B HacTpolikax onpeaenéHHoro ¢pusmyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbIW CMIUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaa HacTPOWMKa ANs NPUMEHeHUA onumm 82.
MNopg petvicteue ACL, HasHayaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLIPyTU3UPYeMbIit TpaduK, HO U
TpaduK BHYTpM ceTu.

Y

MNop, aevicteue ACL, Ha3Hayaemoro Ha interface vlan, no-
nagaer BeCb BXO4ALLMIA B NOPTbl TpaduK B AaHHOM VLAN.

Ha untepdeiic moxkHo Ha3HauuTb TonbKo Extended ACL.

Mpussska K uHTepdeiticy VLAN BO3MOXKHa TONbKO AN
HanpasaeHus input.

Y8anuTb CNUCOK ¢ nHTepdelica.

KomaHOwbI pexcuma Privileged EXEC

KomaHgHasa cTpoKa B pexxume Privileged EXEC umeet Bua:

console#

Tabnunua 270 — KomaHabl a4ns npocMmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBona

Moka3aTtb cnuckn ACL, co3aaHHble Ha KOMMyTaTope.

MNMokasatb cnnckn ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B
HacTosLLee BpeMA ABNAKOTCA aKTUBHbIMMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasaTb cnuckun ACL, HazHaueHHble nHTepdeiicam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNUTbL BCe cYeTYMKM cnmckoB ACL M6O cYETUYMKM ANs CNUCKOB
ACL 3apaHHoro nHtepdelica.
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show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

lNoKa3aTb CHETYMKM CIUCKOB A0CTyNa.

KomaHOowb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabnuua 271 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

MoKasaTb KoHpUrypaumio time-range.

5.27.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MUCMOJIb3yEeMbIX B
COCTaBe KOMaHJA, HacTpoiikmn cnmnckoB ACL, oCHOBaHHbIX Ha agpecaumn IPv4. Co3gaHne U BXOL B pPerUM
pepaktMpoBaHmna cnmnckos ACL, ocHOBaHHbIX Ha agpecaumn |Pv4, ocywecTsifaeTca Mo KOMaHAae: ip
access-list extended access-1list.Hanpumep, gnsa co3gaHus cnmcka ACL nog HassaHuem EltexAL
HeobXxo04MMO BbINOJHUTb CeAytoWwmne KOMaHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabanua 272 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

Mapamemp 3HayeHue Aelicmeue
permit [Oelicteue ‘paspewnts’ Co3aaTb paspelatolee npasmno ¢punbTpauum B cnmcke ACL.
deny [ewncTteue ‘3anpetuts’ Co3pgaTb 3anpeuatouiee npasuao ¢punbtpaumm B cnmcke ACL.
protocol Mone npegHasHayeHo ANa yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KOJ/I0B), Ha OCHOBE KOTOPOro ByaeT ocyliecTeaseTcs puabTpaumsa.
Mpw BbIGOpE NPOTOKOA BO3MOXKHbI CieAytoLLme BapuaHTbl: icmp,
NooToKon igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
P ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MM6O UMcNOBOE 3HAaYEHMEe NPOTOKOAA, B AManasoHe
(0—-255).
[na cooTBeTcTBMA NHO6OMY NPOTOKONY MCNONb3YyeTcA 3HaYeHue IP.
source Aapec UCTOYHMKA OnpegennTtb IP-agpec ncTouHMKa NakeTa.

source_wildcard

Wildcard-macka agpeca
MCTOYHMKA

butoBaA macKa, npumeHAemas K IP-agpecy UCTOYHMKa MakeTa.
Macka onpegensiet 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUA UrHOpUpyembix BUTOB AOKHbI BbITb 3anNK-
caHbl eauMHuubl. Hanpumep, ncnonb3ya mMacky, MOXKHO onpese-
NUTb ana npasuna ¢unotpauun IP-cetb. YTobbl f06aBUTL B Npa-
Buio punbtpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHne macku 0.0.255.255, To ecTb cOrnacHo AaHHOW Macke no-
cnepgHue 16 6uT IP-agpeca 6yayT MrHOpUpPOBaTLCA.

destination

Appec HazHayeHun

OnpeaenuTb IP-agpec HasHaYeHUa nakeTa.
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destination_wildcard

Wildcard-macka agpeca
Ha3HayeHuA

Bbutosaa macka, npumeHaemas K IP-agpecy HasHayeHMA nakerta.
Macka onpegenset 6uthl IP-agpeca, KoTopble He06X04MMO UTHO-
pvpoBaTb. B 3HaYeHUA UTHOPUPYEMbIX BUTOB AONKHbI ObITb 3aMNu-
CaHbl eAuHMUbl. Macka MWCNonb3yeTca aHaJorMYyHO  Macke
source_wildcard.

vian

NpeHTudumkaTop Vlan

Onpeaenntb VLAN, gna KoToporo 6ygeT NnpumeHATLCA NpaBuIo.

dscp

Mone DSCP B 3aronoske L3

OnpeaennTb 3HayeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obuweHuit nons dscp: (0 —63).

precedence

MpuopwuTet IP

Onpegenutb NnpuopwuteT IP-Tpaduka: (0-7).

time_name

NUms npoduna
KoHbUrypauum time-range

OnpeaennTb KOHOUTYPALMIO BPEMEHHbIX MHTEPBAIOB.

icmp_type

Tun coobuieHunii npotokona ICMP, ucnonbsyemsiii s duabtpa-
umMm  ICMP-naketoB. BO3MOMHble TuMbl COOBLWEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe Tuna cooblieHunsa, B guanasoHe (0 — 255).

icmp_code

Kog coobuieHna npoTokona
ICMP

Kog coobuweHnuii npotokona ICMP, ncnonbsyembln ana punbtpa-
umMm  ICMP-nakeTtoB. Bo3moskHble Kogbl CcOO0bLWEeHU nona
icmp_code: (0 — 255).

igmp_type

Tun coobLeHna NpoToKoa
IGMP

Tun coobeHunit npotokona IGMP, ncnonbsyemolt gns puabtpa-
uMmM naketoB |IGMP. Bo3moKHble TuMbl cooblieHMiA nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o yncnoBoe 3HayeHne
TMna coobuieHms, B AManasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4eHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHua nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnn ans ycnosua dunbtpaummn daar gonKeH 6biTb YCTAHOBAEH,
TO Nnepea, HAUM CTaBUTCA 3HAK «+», €CIN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amorkHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbsosaHum
HecKonbkux ¢naros B ycnosum duabtpaumun, dnarm obbeauHa-
0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobueHni

disable_port BbIKNOUMTb MOPT, C KOTOPOTO 6blN NPUHAT NAKET, yA0BNETBOPSAIO-
OTKAtOYeHMe nopTa Wit ycnosuam noboi U3 KomaHga 3anpeTa deny, B coctaBe KOTo-

pov 6bl10 onucaHo none.
log_input BKNtoUUTbL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHbIN

XYpHan npu nony4eHM NakeTa, KOTOprl\/‘I COOTBETCTBYET 3anncun.

offset_list_name

HanmeHoBaHue cnncka
wabnoHoB Nonb3osaTens

3apaTb MCMOb30BaHMeE CNMCKa WabaoHOB Nonb3oBaTena Ana pac-
no3HaBaHWA NakeToB. A Kaxaoro cnucka ACL moxeT 6biTb onpe-
OeneH CBOW CNUCOK WabaoHoB.

ace-priority

MpuopuTeT 3anucu

MHAeKe 3a4aeT NoNOXeHMe NpaBuia B CMINCKE M ero npuopuTer.
Yem MeHblUe MHAEKC — TEM MpUOpUTETHEE Mnpasuao. duanasoH
A0MNYCTUMbIX 3HadeHuni (1..2147483647).

282 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

[na Bbi6opa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Ecaun nakeTt nonagaer nopg, Kputepuii npasmuna B ACL, To Hag HUM BbINONHAEGTCA AEUCTBUE
aToro npasuna (permit/deny). anbHelilwana npoeepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauaibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, notrom MAC ACL (B cnyyae, ecnv He NONagET nog aAencrsme
HU ogHoro 13 npasun IP ACL).

Ecnu nocne npoBepKu Ha coorBetcTBue npasuaam IP uan MAC ACL (korpga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeT He nonan
nopa, AeicTBrMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom ByaeT npumeHeHo aeiicTBue

< < X X

"deny any any".

Tabnuua 273 — KomaHapl, ucnosibayemble aas Hactponkn ACL-cnmckos Ha ocHoBe IP-agpecauum

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[06aBuTb paspellatoLyto 3anncb GUAbLTPALMM ANA NPOTOKONa.
lMaKeTbl, OTBEYAlOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[06aBuTb paspeLuatoLLyto 3anucb GuabTpauun gaa npotokona IP.
MaKeTbl, OTBEYaIOLLME YCIOBMAM 3anucu, byayT obpabaTtbiBaTbCs
KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[o6aBuTb paspelsatouyto 3anmMcb GUAbLTPALUKU ONA NPOTOKONA
ICMP. MNaKeTbl, oTBEYatOLWME YCNOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Ypanutb CO34aHHYIO paHee 3anucb.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[Jo6aBuTb paspeluarolyo 3anuce GUAbTpauumK Aaa NpoToKoNa
IGMP. MaKeTbl, 0TBEYatoLMe yCA0BUAM 3anuncu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YaanuTb co34aHHYI0 paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[06aBUTb paspeLualolyto 3anucb GUAbTPaLUKM ANS NPOTOKoANa
TCP. MaKeTbl, OTBEYaloLMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Yaanutb CO34aHHYIO paHee 3anucb.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48,

MES5310-48, MES5400-xx, MES5410-48, MES5500-32

283



HELTEX

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspelsatolyto 3anucb ¢uAbTPaALUK OaA NPOTOKOA
UDP. MakeTbl, OTBEYatOWMe ycnoBmMAM 3anucu, byayt obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anucsb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[Job6aBuTb 3anpelatoLlyto 3anucb GUALBTPaLMM ANA NPOTOKOAA.
MakeTbl, OTBEYaloLWMe yCAOBUAM 3anucK, byayt 6aoKnpoBaTbea
KommyTaTopom. Mpu nucnonb3osaHum Kntovesoro cnosa disable-
port dp13MyecKkuii MHTepdEenc, NPMHABLLMIA TaKoM NakeT, byaeT Bbl-
KntoyeH. Mpu ncnonb3osaHum Kaoyesoro cnosa log-input 6yaer
OTNPaBNEHO COOBLLEHNE B CUCTEMHDIV KYPHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anuchb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLuatoLLyto 3anncb GuUabTpaLumn aaa npotokona IP.
MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucy, byayT 6J10KMpoBaTbCA
KommyTaTopom. Mpu ucnonb3osaHum Knouvesoro cnosa disable-
port do13myecKkuii MHTepdEenc, NPMHABLLMIA TaKo NakeT, byaeT Bbl-
KAtoueH. Mpu ncnonb3oBaHuM Katouesoro cnosa log-input 6yaer
OTNPaBAEHO COOBLLEHNE B CUCTEMHDIN KYpHaA.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6aBuTb 3anpeluatowyto 3anucb GUAbTPALUK Aaa NPOTOKOAA
ICMP. MaKeTbl, oTBeYaloWwue ycnoBmMam 3anucu, 6yayTt 6aokupo-
BaTbCA KOMMyTaTopom. [pyM MCNONb30BaHUM KAKOYEBOro C/10Ba
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKoOW NakerT,
byneT BbikAloYeH. Mpu UCNoNb30BaHWUK Katoyesoro ciosa log-
input 6yneT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpellatollyto 3anucb GuabTpauuMn ANs NpoToKona
IGMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmncK, byayT 6nokupo-
BaTbCA KOmMMyTaToOpom. lpM MCNONb30BaHUWU KAKOYEBOro CA0Ba
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yaeT BblkAtoyeH. Mpu Mcnonb3oBaHMM Katoyesoro ciosa log-
input 6yaet oTnpaBneHo coobLLeHME B CUCTEMHBIV KypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpeLlatollyto 3anucb GUAbTpaLuKU ANs NPOTOKoAa
TCP. MNaKkeTbl, oTBevalowWme ycaoBuaAm 3anucu, byayt 6nokupo-
BaTbCA KOMMyTaTOpom. lpM MCNONb30BaHUM K/IKOYEBOrO CA0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaeT BbikatoyeH. Mpu ucnosnb3oBaHuM Kntoyesoro ciosa log-
input 6yaet oTnpasneHo cOObLLEHME B CUCTEMHBIV KypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YaanuTb co3aaHHYI0 paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[o6aBuTb 3anpeLLatowyto 3anucb GUAbBTPALUKM A NPOTOKONA
UDP. MakeTbl, oTBevalowme ycnosuam sanucu, byayt 61okupo-
BaTbCA KOMMyTaTopom. [py MCNONb30BAHUWN KAKOYEBOro C/0BA
disable-port ¢usmyecknii nHTepdelic, NPUHABLUNIA TaKOM NakerT,
byaeT BbikAloYeH. Mpu 1cnonb3oBaHWKM Katoyesoro cniosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

284 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

input]

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-

YLanuTb CO34aHHYI0 paHee 3anuchb.

value} ...

offset-list offset_list_name {offset_base offset mask

Co3AaTb CNUCOK WabaoHOB NOMb30BaTeNA C UMeHemM name. Nims
MOXeT BKAto4YaTb oT 1 40 32 cumBONOB. B 0A4HOM KOMaHAE MOXKET
copepKaTbc A0 TPMHAAUATK WabaoHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXxMma HacTPOMKM CNUCKOB A0CTyMNa (KoMaHAa set sys-
tem mode), BK/tOUaOLWMX Cneaytolme napameTpbl:
- offset_base — 6a3oBoe cmeleHne. Bo3MoXKHble 3HaYeHusA:

I3 — Hayano cmeweHus ¢ Havana IP-3arosioBKa;

14 — Hayano cmeweHnn ¢ KoHLa IP-3aronoBKa.
- offset — cmelLeHne HaliTa ZaHHbIX B Npegenax naketa. basosoe
cMelLeHre NPUHMMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPUHMMALOT y4acTUe TOJIbKO Te
paspsaabl 6aiiTa, AnA KOTOPbIX B COOTBETCTBYHOLWMX pa3pagax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YAanuTb CO34aHHbIN paHee CrUCOK.

5.27.2 Konopuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene nNpuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbLIX MAapPaMEeTPOB, UCMO/Ib3YEMbIX B
COCTaBe KOMaHZA HacTpomKm cnmckos ACL, ocHOBaHHbIX Ha agpecauumn IPvé.

CospgaHune n BXo4, B peXum pepaktuposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,

OCYyLWLECTBNIAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, Ans cosgaHua cnmucka

ACL nog, HazsaHMem MESipv6 HeobxoaMMO BbINONHUTD CAeaytowmne KOMaHabl:

console#

console# configure
console (config)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabanua 274 — OcHOBHbIE NapamMeTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3aaTb paspelatoee npasmno ¢puabTpaumm B cnvcke ACL.
deny [Oevicteue 3anpeTuTb Co3pgaTb 3anpeuatouiee npasuao ¢punbtpaumm B cnmcke ACL.
protocol Mone npegHasHavyeHo ANa yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

MpoTokon

KOJI0B), Ha OCHOBe KOTOpPOro byAeT ocylecTenseTca GpuabTpaLms.
Mpu BbIBOPE NPOTOKONA BO3MOXKHbI C/leAytoLLpe BapuaHTbl: icmp,
tcp, udp Mbo ymMcnoBoe 3HaveHMe npoTokona —icmp (58), tep (6),
udp (17).

[na cootseTcTBMA NIO6OMY NMPOTOKOAY MCMONb3YeTCA 3HaYeHue
IPv6.

source_prefix/length

A,a,pec oTnpasuUTenAa n ero

Onpegaenutsb IPv6-agpec n anvHy npedukca cetv (0-128) (konmue-

ANVHa CTBO CTapLmx 6UT aapeca) UCTOYHMKA NaKeTa.
destination_prefix/length Appec HazHayeHua 1 ero Onpegenutsb IPv6-agpec n anvHy npedukca cet (0-128) (konmue-

ANVMHa CTBO CTapLluMx BUT agpeca) HasHaYeHUs nakeTa.

D - i .B -
dscp None DSCP & saronoske L3 Onpep,e/lMTb 3HayeHne DSCP-nons diffserv. BoamokHble Koapl co
obuweHuit nons dscp: (0 —63).
precedence MpuopwuTet IP Onpeaenutb npuopuTet IP-Tpadumka:(0-7).
time_name Nma npoduna KoHourypa- | Onpenenntb KOHUrypaLmio BpeMeHHbIX MHTEPBAOB.
umn time-range
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icmp_type

Tun coobuieHns NpoTokona
ICMP

Ucnonbsyetca ana punbrpaunm ICMP-nakeToB. Bo3MOoXKHbIe TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).

icmp_code

Koga, coobuieHnin npoto-
kona ICMP

Ucnonbsyetca gns ¢unbtpaumm ICMP-naketoB. Bo3aMmoKHble 3Ha-
yeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HayeHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 —65535).

list_of flags

dnarn npotokona TCP

Ecam ana ycnosua dunbTtpaumm Gnar gonxkeH 6biTb YCTaHOBIEH,
TO Nepes, HAM CTaBUTCA 3HaK «+», €CNN He A0/1KeH BblTb YCTaHOB-
NIeH, TO «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIKNOUYUTb MOPT, C KOTOPOro 6blN NPUHAT NAKeT, yA0BAETBOPAIO-
OTKAtoYeHWe nopTa WM ycnosmam ntoboit 3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
pow, 6b110 onncaHo none.
log-input N BKAoUnTbL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN
g-inp OTnpaBKa coobuieHni pasky uropma, . W
KYPHan npy Noay4eHnn NakeTa, KOTOPbIA COOTBETCTBYET 3aMnCK.
ace-priority NHaeKc npaBuaa B Tabnvue, Yem MeHbLIe MHAEKC — TEM NPUopU-
MHaekc npasmna
A P TeTHee npasuno: (1..2147483647).
/‘ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».
/ Mocne Toro, Kak xoTa 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHumm B CNUCOK A0-
6aBsnsaloTCA 3anUCK

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLLaloT NOUCK coceaHuX IPv6-ycTpoiicTB ¢ NOMOLLbIO NpoToKona IC-
MPv6, a nocneaHAs o3HavyaeT UTHOPUPOBaAHMUE BCEX NAKETOB, He YAOBNETBOPAIOLMX YCAO-

suam ACL.

Tabnunua 275 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL cnuckos Ha ocHoBe IPv6-aapecauum

KomaHoa

Aelicmeue

index]

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority

[lo6aBuTb paspelsatowyto 3anucb GUALTPALUM ANA NPOTOKOAA.
MakeTbl, oTBEYAlOLWME YCA0BUAM 3anucK, byayT obpabaTtbiBaTbes
KOMMYTaTOpOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Yaanutb CO34aHHYIO paHee 3anucb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6aBuTb paspewatowyto 3anucb GpuabTpaumMm ana npoTokona
ICMP. MNakeTbl, OTBEYaOLME YCAOBUAM 3anucK, byayT obpabaTbi-
BaTbCA KOMMYTaTOPOM.
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no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YAanuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[ob6aBuTb paspewatowyto 3anucb GuabTpaumMm ana npoTokona
TCP. NakeTbl, OTBEYatloLME YCNOBMAM 3anncu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

Y[anuTb CO34aHHYI0 paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6aBuTb paspewatowyto 3anucb GpuabTpaumMm aaa npoTokona
UDP. MakeTbl, OTBEYalOLLME YCAOBUSAM 3anncu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[lo6aBuTb 3anpelyaoLlyto 3anucb GUAbTPaLMKU ANA NPOTOKONA.
MakeTbl, oTBeyYatowme ycnosmam 3anucu, byayt 6aokuposaTtbea
KommyTaTopom. Mpu ncnonb3osBaHuu kaodesoro cnosa disable-
port dusnyeckunii nHTepdeiic, NPUHABLUNI TaKoM NakeT, byaeT Bbl-
KntoyeH. MNpu ncnonbaoBaHWKM KatovesBoro cnosa log-input 6yaer
OTNpaB/IeHO COOBLLEHNE B CUCTEMHBIV KypHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBuTb 3anpeLuatoLlyo 3anucb GuAbTPaUUKU ANA NPOTOKoNa
ICMP. MaKeTbl, oTBEYAlOLLME YCAOBUAM 3anucu, byayt 610KMpo-
BaTbCA KOMMyTaTopom. [pn MCNoNb30BaHMM KAOYEBOrO CN0BA
disable-port ¢pusnuecknin nHTepdenc, NPUHABLINI TaKOW NaKeT,
6yaet BbikatoveH. MNpu ncnonbsoBaHuKM Katoyesoro ciosa log-
input 6yaet oTnpaBneHo coobLLEHME B CUCTEMHBIV KypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBuTb 3anpelsarowyro 3annucb GUAbLTPaALUN A NPOTOKoNa
TCP. MNakeTbl, OTBEYaloOLME YCNOBMAM 3anucu, byayT 610Kupo-
BaTbCA KOMMyTaTopom. [pn MCNoNb30BaHMM KOYEBOrO C/N0BA
disable-port ¢pusnuecknin nHTepdenc, NPUHABLINI TaKOW NaKeT,
bypeT BblkAtodYeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo CoObLLEHNE B CUCTEMHBIN XKypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanuTb co34aHHYI0 paHee 3anuchb.

deny udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpelsarowyro 3annucb GuabTpaunm gasa nNpoTokona
UDP. MakeTbl, OTBeYalowWMme ycnoBuam 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM. [pM UCNONb30BaHUKU KAKOYEBOTO CNOBa
disable-port ¢pusnuecknin nHTepdenc, NPUHABLINI TaKOW NaKeT,
bypeT BblkAtodYeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanuTb co3aaHHyI0 paHee 3anuchb.
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HELTEX

offset-list offset_list_name {offset_base offset mask Co3patb cnMcoK WwabioHOB Noab3oBaTens ¢ umeHem name. ma
value} ... MOXET BK/oYaTb oT 1 A0 32 cMMBO/I0B. B 0HOM KOMaHAae MoXKeT
copepKaTbCa A0 TPUHALLUATM WabNoHOB B 3aBUCMMOCTU OT Bbl-
6pPaHHOro peXmnma HaCTPOMKM CMMCKOB AOCTyna (KomaHaa set
system mode), BKtoYaloOLWMX Caeaytolme napameTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHbIe 3HaYeHus:

I3 — Hayano cmeweHnna ¢ Hayana IPv6-3aro/ioBKa;

14 — Hayano cmeleHuns ¢ KoHua IPv6-3aronoBKa.
- offset — cmeleHre 6aliTa AaHHbIX B Npesenax nakera. basosoe
cMelLeHre NPUHMMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHannse naketa NPMHMMAIOT y4acTUe TOIbKO Te
paspsaabl 6aiTa, 4NA KOTOPbIX B COOTBETCTBYHOLMX pPa3pafax
Mmacku 3agaHa ‘0’;
- value — nCKomoe 3HayeHue.

no offset-list offset_list name YpanuTb co3gaHHbIN paHee CMUCOoK.

5.27.3 KoHgpuzypayua ACL Ha 6a3ze MAC

B gaHHOM pasgene npuvBefeHbl 3HAYEHUA M OMMCAaHMA OCHOBHbIX NMApPameTpoB, UCMNOAb3YEMbIX B
COCTaBe KoMaHA HacTpolikm cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauuu.

CosgaHue n BXo4, B perum pepaktmpoBaHma cnuckoB ACL, ocHoBaHHbIx Ha MAC-agpecauumn,
OCYLLEeCTB/IATCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, ana cosganua cnmcka ACL nog HassaHumem MESmac Heob6xoaMMO BbINOAHWUTb
cnegytowme KOMaHabl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabanua 276 — OCHOBHbIE NapamMeTpbl, UCMOb3yeMble B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3aaTb paspelatolee npasmno ¢puabTpaumm B cnvcke ACL.
deny [Oevicteue 3anpetuTb Co3pgaTb 3anpeuatouiee npasuao ¢punbtpaymm B cnmcke ACL.
source Appec oTnpasutens Onpegenaetr MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
WUCTOYHUKA

Macka onpegensiet 6utbl MAC-agpeca, KoTopble HEO6X0ANMO Ur-
HOPMPOBATb. B 3HAaUYEeHMA UTHOPUPYEMbIX BUTOB J0MXKHbI ObITb 33-
nucaHbl eguMHULbl. Hanpumep, UCNonb3ya MacKy, MOXHO onpeae-
NMTb Ana npasuna ¢punbTpauum amanaszoHa MAC-agpecos. Y1obbl
£06aBuTb B NpaBmno dpuabtpauumn sce MAC-agpeca, HauMHaoLWM-
eca Ha 00:00:02:AA.xx.xx, He0bXx0AMMO 3a4aTb 3HAYEHME MACKM
0.0.0.0.FF.FF, To ecTb, cornacHo gaHHOW macke, nocnegHue 32
6uTta MAC-agpeca 6yayT He BaKHbl ANA aHann3a.

destination

Ap,pec Ha3Ha4yeHuA

Onpegenntb MAC-agpec Ha3HadYeHWA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHua

Macka onpegenset 6utbl MAC-aspeca, KoTopble He0bX04MMO WUr-
HOPVPOBaTb. B 3Ha4YEHUA UTHOPUPYEMbIX BUTOB A0KHBI BbITb 3a-
nucaHbl eguHuubl. Macka MCNONb3yeTcs aHaNorMuHO Macke
source_wildcard.

vlan_id

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxkusanusa (CoS) punbTpyembix NAKeToB.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanua (CoS)
bunbTpyemMbix Naketos

Macka onpegenset 6utbl CoS, KoTopble HE06X0AMMO UTHOPUPO-
BaTb. B 3HaueHWa urHopupyembix 6UTOB A0MKHbI BbITb 3aNMcaHbI
eanHNUUbl. Hanpumep, 4Tobbl MCNob30BaTh B NpaBuae GunbTpa-
umm CoS 6 1 7, Heobxoanmo B nose CoS ykasaTtb 3HayeHue 6, inbo
7, a B nofie macku 3HayeHue 1 (7 B ABOMYHOM NPEeSCTaBNEHUN —
111, 1 — 001, nonyyaertcs, YTo nocneaHuii 6GUT byaer UrHopupo-
BaTbcA, TO ecTb CoS moxKeT 6biTb b0 110 (6), "Anbo 111 (7)).

288 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

eth_type Ethernet-Tun dpunbTpyembix nakeToB B LIECTHaALATEPUYHOW 3a-
-tvp eth_type: (0..0xFFFF) ¢ Py Alarep
nucm.
disable-port BbIK/NOUMTL NOPT, C KOTOPOrO bl NPUHAT NaKeT, YA0BAETBOPAIO-
LM ycnoBMAM KOMaHAp! 3anpeTa deny.
log-input . BKtOUYNTL OTNPABKY MHPOPMALMOHHBIX COOBLLEHMI B CUCTEMHbIIA
g-inp OTnpaBKa coobuieHuni pasky uropma, . .
JKYPHaN Npuy NOMlyYEHUUN NaKeTa, KOTOPbIN COOTBETCTBYET 3aMMUCH.
time_name Nma npoduna OnpeaennTtb KOHGUTYPaLMIO BpEMEHHbIX MHTEPBA/IOB.

KoHbUrypauum time-range

offset_list_name .
ffset_list Mob6aiToBoe cmelleHne OT

KNHOYEBOM TOUKM

3apaTb UCNONb30BAHME CNUCKA WAabNoHOB Nob3oBaTens o pac-
Nno3HaBaHWsA NakeToB. [ KaxKaoro cnucka ACL mosKeT 6bITb onpe-
OeNeH CBOW CNUCOK WwabnoHoB..

ace-priorit
P y MHaekc npasuna

NHAaeKe npasuna B Tabavue, YeM MeHblle UHAEKC — TeEM NPUopu-
TeTHee npasuno 1-2147483647.

Y
v

pameTp «any».

DOna Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca na-

Ecan naket nonagaet nopg, Kputepuii npasuna B ACL, To Hag, HUM BbINONHAETCA AeiicTBUe
aToro npasuna (permit/deny). flanbHeilan npoBepKa He NPOM3BOAUTCA.

Ecau Ha nHTepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4YasibHO NakeT 6yaeT NpoBepeH Ha
cootBeTcTBUue npasuaam IP ACL, notom MAC ACL (B cnyuyae, ecim He NnonagéT nogp, geiicteune

HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoeepKu Ha cootBetcTBue npasunam IP unu MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha HTepdeiic) nakeT He nonan
noa AeiicTBME HU OAHOIO U3 NPaBUA, TO HaA AAaHHbIM NaKeTom 6yAeT NpMMeEHEHO AeicTBue

"deny any any".

Tabnunua 277 — KomaHabl, Ucnosibayemble ana HacTpolku ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[06aBuTb paspeLuatoLLyto 3anucb dunbTpaumn. MakeTbl, oTBE-
Yatoume ycaosuam 3anucu, byayt obpabatbiBaTbCa KOMMYyTa-
TOpPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[o6aBuTb 3anpeLLatolyto 3anucb ouabTpaumn. MNaketsl, otee-
yalowme ycnosuam sanucu, byayt 610KMpPoBaTbCA KOMMYTATO-
pom. Mpu ncnonbsoBaHun Knoyesoro cnosa disable-port, du-
3MYECKUI UHTepdec, NPUHABLUNIN TaKoW NaKeT, byaeT BbIK/0-
yeH.

Mpu1 UCNoNb30BaHUK KNtOUYEBOro cnoBea log-input 6yaeT oTnpas-
NIeHO COOBLLEHNE B CUCTEMHbIN XKYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanutb CO34aHHYIO paHee 3anucb.
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HELTEX

offset-list offset_list_name {offset_base offset mask value}

Co3fatb cnucok WabnoHOB Monb30BaTeNs C UMEHEM name.
Nma moxeT BKAtoYaTb oT 1 g0 32 cumBo10B. B 0gHOM KOMaHae
MOXKET coAepKaTbCA A0 TPMHAALATH WabOHOB B 3aBUCUMOCTU
OT BblGPAHHOrO pPeXKMMa HaCTPOMKM CNUCKOB AocTyna (Ko-
MaHga set system mode), BKAlOYaOWMX cneaytowme napa-
MeTpbI:
- offset_base — 6a3o0Boe cmelleHne. Bo3MOoXKHble 3HaYeHun:

12 — Hawano cmeweHua ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeweHmna ot CTAG;

src-mac — Hayano cmeleHna ¢ MAC-agpeca UCTOYHMKA;

dst-mac — Havyano cmeweHns ¢ MAC-agpeca HasHayeHus.
- offset — cmelieHune baiiTa faHHbIX B Npegenax naketa. baso-
BOE CMeLLEeHME NPUHMMAETCA 3a Ha4yalo OTCYETa;
- mask —macka. B aHanu3e naketTa NPMHMMAIOT y4acTe TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
Mmacku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YLanuTb CO34aHHbIN paHee CNUCOK.

5.28 KoHdurypauma 3awurtbl ot DoS-atak

[JaHHbIM Knacc KomaHA no3soaseT 6/10KMpoBaTb HEKOTOPbIE PacnpocTPpaHeHHbIe Kaaccbl DoS-aTak.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoOHGUIypauumn nmeet Bua;

console (config)#

Tabnnuya 278 — KomaHabl g5 HACTPOMKKM 3awmTbl oT DoS-aTtak

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpeTnTb NPOXOMXKAEHNE KAagpoB C HeAOMYCTUMbIMK («MapcuaH-
ckummny») IP-agpecamu nctoyHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

- - - -/BK/IIOYEHO
no security-suite deny syn-fin

OTt6pacuTb nakeTbl TCP c oAHOBPEMEHHO yCTaHOBAEHHbIMU SYN- 1
FIN- dnaramn.

BbIKNOUNTL PYHKLUMIO OTOpPacbiBaHUA nakeToB TCP c oaHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspewnTb NPOXOXKAEHNE OnpeaeneHHbIX TUNOB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpamm:

- stacheldraht — otbpacbiBaeT TCP-nakeTbl ¢ MOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbiM 2140 1 nopTomM UCTOYHMKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
yeHusa 31337 M NOPTOM UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

-/BbIK/AOYEHO

no security-suite enable

BKAOUMTB KNnacc KomaHA security-suite.
- global-rules-only — oTkntoyaeT Knacc KomaHa security-suite Ha
nHTepdericax.

V He BnusieT Ha paboty KomaHAb! security-suite deny syn-

fin.
OTKNOYMTD K/1AacC KOMaHA security-suite.
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HELTEX

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

HactpouTb pexknum 3awmtbl oT SYN-aTak:

- block — oTbpacbiBaeT npepHasHayeHHble ycTpoicTBy TCP-
nakeTbl ¢ ycTaHoBAeHHbIM dnarom SYN u dopmupyeT npeaynpe-
}Aarolee cooblieHune;

- report — popmupyeT nNpegynpexkgatowiee coobueHme npu npu-
Xo4e npepHasHavyeHHoro yctpoictey TCP-nakeTa C yCTaHOBAEH-
HbIm pnarom SYN;

- disable — oTkntovaet 3awuTy.

HacTpouTb peXxMm No yMONYaHuIo.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpeaenvTb UHTEPBAA, MO UCTEYEHUN KOToporo byaeT pa3baoku-
poBaH paHee 3a610KMPOBaHHbIN UCTOYHMK SYN-aTaku.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpepennTb CKOPOCTb (KONIMYECTBO MAKETOB B CEKYHAY) OT KOH-
KPETHOro UCTOYHWMKA, NPY KOTOPOU 3TOT UCTOUHUK ByaeT naeHTH-
dULMPOBaAH KakK aTaKyoLWMWN.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIKOYEHO

BkatounTb BegeHme ctatuctmkm SYN-aTak.

BbikntounTb BegeHue ctatuctmkm SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

KomaHaHan cTpoka B pexknume KoHburypaumm nntepdeica Ethernet, rpynnbl noptos umeer Bua;:

console

(config-if) #

Tabnunua 279 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeiicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npedukca

Co3aatb Npasuo, 3anpeluatoLiee NPoxoxaeHue Tpaduka, co-
OTBETCTBYIOLLETO KPUTEPUAM.

- fragmented — dpparmeHTMpOBaHHbIE NaKeTHI;

- icmp — ICMP-Tpadwuk;

- SyNn — Ssyn-nakeTbl.

YoanuTb 3anpetuatoLiee npasuio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-appec;
mask: macka B
¢dopmarte IP-agpeca nnm
npeduKca

3a4aTb NOPOr syn-3anpocoB Ha onpegeneHHbii IP-agpec/ceTb,
npu MpeBbILEHUM KOTOPOro AMWHME Kagpbl 6yayT oTtbpachi-
BaTbCA.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 280 — KomaHga pekmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite configura-
tion

OT06pa3unTb HaCTPOIKKM 3aWwmTbl oT DoS-aTak.
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HELTEX

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet

OTO6pa3nTb HACTPOMKM 3aWwmThl OT SYN-aTaK 1 onepaTuBHOE
COCTOAHUE UHTEePdENCoB.
gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..48)
hundredgigabitethernet

hu_port | port-channel group}

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

OT06pPa3nTb HACTPOMKM CTaTUCTMKM 3aWmTbl OT SYN-aTaK U UH-
dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobpakaeT gononHUTENbHYIO UHDOPMaLUIO 06
WCTOYHMKE aTaKu;

- source-ip — oTob6paKkaeT MHPOPMaLMIO ANA YKa3aHHOrO ip-
aapeca UCTOYHUKA;

- interface — oTob6parkaeT MHGOpMaLMIO ANA YKA3aHHOTO UH-
Tepdelica.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

V B cTratucTUKe coxpaHaetca uHpopmaumsa o 512 no-
cnegHUX UCTOYHMKAX aTak.

clear security-suite syn
protection statistics

OuUCTUTb CTAaTUCTUKY 06 UcTouHMKax SYN-aTak.

5.29 KauectBo 06cnyuBaHua — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAX KOMMyTaTopa MCNONb3YeTCA OpraHM3auusa oyYepeam MakeTosB No
meTtoay FIFO: nepsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayn
TpaduKa NpM MCNOMb30BAHUM JAHHOTO METOAA MOFYT BO3HWKHYTb NPo6iembl, MOCKONbKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE NakeTbl, He Boweglwmne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. Pelwaetr gaHHyio npobnemy meTton, OpraHuUsyloWWiA odepean no npuoputety Tpaduka.
MexaHmam QoS (Quality of service — KayecTBo 06CNYyKMBaHMA), PeEaNM30BaHHbIA B KOMMyTaTOpaXx,
No3BO/ISIET OPraHM30BaTb BOCEMb OYepesen NPUOPUTETA NAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblxX
OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 281 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

3Ha4yeHue/3HayeHue no

KomaHda

YMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..63)/56

YcTaHOBUTb 3HaveHue nona DSCP ans IP-nakeToB, dopmupyembix
LeHTPaNbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMOYAHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3HaveHue nona DSCP gna naketos, popmupyembix
LeHTPanbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3Ha4YeHue nons CoS AN TerMpoBaHHbIX NaKeTOB,
bopmMpyeMbIX LLeHTPabHbIM NPOLECCOPOM.

YCTaHOBUTb 3HaYeHue nNo YMONYaHUIO.
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HELTEX

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

PaspewunTs KOMMyTaTOpPy UCNoNb30BaTh QOS.

- basic — 6a30BbIi pexxum QoS;

- advanced — paclwmpeHHbI pexxum KoHdurypaumm QoS, BKAKOYa-
IOLLMI NO/HbIV NepeYeHb KoMaHg, HacTpoiku QoS;

- ports-trusted — B fgaHHOM nogpexxnme nakeTbl HaNPaBAAOTCA B
BbIXOAHYIO o4epeb Ha OCHOBAHWM NOJIEeN B 3TUX NaKeTax;

- ports-not-trusted — B fJaHHOM nogpexume Bce NAKeTbl Hanpas-
NATCA B o4yepeab, KOTopoi cootseTcTByeT cos=0 (cooTBeTcTBUE
MOXHO MOCMOTPeTb KoMaHgow «show qos interface queuing»),
ONA OTNPaBKK B Apyrue oyepeam TpebyeTca HazHauTb Ha BXOAHOWM
MHTepdelic cTpaTernio Knaccudpmkaumm Tpadmka (policy-map). 3Ha-
YyeHun dscp He yuuTbIBalOTCA NpU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexnme.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode trust

-/cos-dscp

YCTaHOBUTb MeTog, 40Bepua Ha MopTax npu pabote B pexunme
pacwupeHHoro KoHourypaumm QoS n nogpexkmnme ports-trusted.

- €os — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt posepaeT 3HaueHuto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT goBepsAeT 060Mm ypoBHAM, ogHako DSCP numeet
npuoputeT Hag 802.1p.

YCTaHOBUTb METOA NO YMONYAHMIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBO/IOB;
Mo ymonyaxuio
ncnonb3yeTcsa onuua
match-all

1. Co3path CNUCOK KpUTEpUEB KnaccuduKkaumm Tpaduka.
2. BONTU B peXXMM pesakTMPOBaHWUA CNIUCKA KpUTepues Knaccuou-
Kaumun Tpadumka.
- match-all — Bce kKpuTepun gaHHOro cnncka JONKHbI BbITb BbINOA-
HeHbl;
- match-any — oauH, nto6oli KpUTEPUn JAHHOTO CMUCKA A0/KEH
6bITb BbINOJIHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABa npa-
V Buna. Ecan npaBuna aBa, 1 06a OHM YKa3bIBAIOT HA pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukaumsa 6yaer ocy-
LLLeCTBAATLCA MO NepBOMY B CMUCKE BEPHOMY NpaBuiy.

V [elicTByeT TONbKO ANA pexxuma qos advanced.

YAanuTb CNUCOK KpuTepues KnaccudurKkaumm Tpaduka.

policy-map policy_map_name

policy_map_name: (1..32)

1. Co3patb cTpaTernto knaccudmkaumm Tpadumka.
2. BoWTK B pexXuM pefakTUpoBaHMA CTpaTerym knaccuduikaumm
Tpaduka.
B ogHOM HanpaBAeHUU NOAAEPIKUBAETCA TONbKO OAHA
V cTpaTterusa knaccudpukaumm tpadpuka.
Mo ymonuyaHuio policy-map ycraHasnmsaet DSCP = 0 gnsa

CMMBOJ/I0B IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.
V DeiicTByeT TONbKO AnA pexxuma qos advanced.
no policy-map YaanuTtb npaBmno KnaccuduKkaumm Tpadpuka.
policy_map_name
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HELTEX

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBona;
committed_rate_kbps:
(3..100000000) k6uT/C;

excess_burst_byte:
(3000..268431360) 6air;
peak_rate_kbps:
(3..100000000) k6uT/c;
peak_burst_byte:
(3000..268431360) 6auT

OnpefenvTb WabNOH HACTPOEK, KOTOPbIN NO3BOAAET OTPAHUYUTD
nonocy NPonycKaHWA KaHana.
Mpu paboTe ¢ N0AI0COM NPONYCKAHUA UCMONb3YETCA ANTOPUTM Map-
KMPOBAHHOWM KKOP3UHbI». 3aAa4elt anroputma ABAAETCA NPUHATUE
pelweHua: nepeaaTtb NakeT Man oTbpocuTb. MapameTpamu anro-
pUTMa ABAAKOTCA CKOpOCTb noctynaeHus (CIR) mapkepoB B «Kop-
3MHY» U 06BbEM (CBS) «KOpP3UHbBI».
- committed-rate-kbps — cpepgHee 3HauyeHWe CKOpPOCTM TpaduKa.
[aHHas cKopoCTb rapaHTUpyeTca Npu nepegade MHGopmauuu;
- committed-burst-byte — pasamep caeprkuBatoLwero nopora B 6aii-
Tax;
- drop — nakeT 6yzeT oTOpOLLEH, KOr4a «KOP3UHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenoaHeHNn KKOP3MHbI» 3Haye-
Hue DSCP bygeT nepeonpeneneHo;
- peak — yCTaHOBWTbL NOPOroBOE 3HAYEHNE CKOPOCTU TpaduKa C ne-
peonpeaeneHHbimn 3HaYeHnammn DSCP;
- violate-action — ycTaHOBUTb AeiicTBMe Hag NakeTom nocne npe-
BbILIEHWA NOPOroBOro 3HAYEHMA.
Henb3a yaanutb WabnoH HACTPOEK, ecim OH UCMO/b3y-
V erca B cTpaterum policy map, nepeg yaaneHuem cnegyer
YAaNUTb Ha3HauyeHue wWabnoHa crpaTteruu: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
weHun 3HayeHna committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KOTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu atom npu npesbileHnn committed_rate
1 peak_rate MoKHO HacTpauBaTb pasHble 3HaYeHus dscp.

Ypanutb wabnoH HACTpPOEK perynnpoBaHnA CKOPOCTU KaHana.

gos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) naketos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeToB

OnpepennTb WabnoH HACTPOeK, KOTOPbIA NO3BONAET OrPaHUUUTD
nosiocy MpOMycKaHuA KaHana M B TO Ke BPems rapaHTMpoBaTb
onpesesieHHy0 CKOPOCTb Nepesiayn AaHHbIX.
Mpu paboTe ¢ NoN0COM NPONYyCKaHWA UCMOb3YETCA aNropuUTM Mmap-
KMPOBAHHOMN «KOP3UHbI». 3alauelt anropuTMa ABAAETCA NPUHATUE
pelleHuns: nepeaatb NakeT UM oT6pocuTb. lMapameTpamu anro-
pUTMa ABAAKOTCA CKOopocTb nocTtynaeHun (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHbI».
- committed-rate-pps — cpegHee 3HayeHWe CKOpOCTU TpaduKa B
ppSs;
- excess_burst_packet — pasmep caepvBatoLero nopora B nake-
Tax;
- drop — nakeT 6yzieT OTOPOLLEH, KOTAa KKOP3UHA» NePenoNHNUTCS;
- policed-dscp-transmit — npu nepenoiHeHnn KKOP3UHbI» 3Haye-
Hue DSCP bygeT nepeonpeneneHo.
Henb3sa yaanutb WabnoH HACTpPOEK, €C/IM OH UCNONb3Y-
V eTca B cTpaterum policy map, nepeps yaaneHmem cnegyer
yAanuTb HasHaueHue wWabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit nossonseT npu npesbl-
WeHUn 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONAHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu 3tom npu npesbilweHnn committed_rate
n peak_rate mo)XHO HacTpanBaTb pasHbie 3HaYeHuA dscp.

YaanuTb WwabnoH HaCTPOeK perysMpoBaHusa CKOPOCTU KaHana.

294 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKMU
ABNAETCA NYCTOM, TO eCTb
3HayeHuna DSCP gna scex

BXO4ALLMX MNAKETOB
OCTaAlOTCA HEM3MEHHbIMMU

3anonHuTb Tabanuy nepemapknposku DSCP. na BXxoaALmMX NaKe-
TOB C YyKa3aHHbIMW 3HauYeHUAamM DSCP 3apaeT HOBOe 3HayeHue
DSCP.

- dscp_list —onpeaenset go 8 3HaueHnin DSCP, 3HaueHWA pasaens-
t0TCA 3HaKOM Npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe npu npesbilie-
HWU 3HaveHusn peak_rate.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

YCTaHOBUTb 3HA4YeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3Ha4veHus CoS no
YMONYaHUIo anA
oyepenein:
CoS=1-o4epegpb 1
CoS =2 — ouepepgpb 2
CoS =0 —o4epegb 3
CoS =3 —ouyepenb 4
CoS =4 —ouepegb 5
CoS =5 —ouepeab 6
CoS = 6 —ouyepenb 7
CoS =7 —o4yepenb 8

Onpepenntb 3HaveHns CoS ana odyepenelt ucxoasuiero tpaduka.

YCTaHOBUTb 3HaYE€HUA MO YMOIYAHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuto Bec
Kaxpon ovyepeam paseH 1

MpPUCBOUTL BEC UCXOAALLMM OYepeaam, UCNONb3YEMbIA MEXaHW3-
mom WRR (Weighted Round Robin — BecoBoli mexaHu3m pacnpe-
AeNeHus HarpysKku).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
ouyepeam obpabaTbiBatoTCA
no anroputmy «strict
priority».

3a4aTb KONMYECTBO NPUOPUTETHBIX OYepeseit.
V Dna npuoputetHoit ouepeam sec WRR 6yaet urHopupo-

BaTbCA.
Ecnu 3agaetca otiMyHoe ot «0» 3HauyeHue N, To cTaplume
N ouepepgeii 6yayT npuoputeTHbiMU (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeam paBHOMNPaABHbI;
1: cemb mnagwmx ouepepgeii yuactsyotr B8 WRR, 8-aa He
y4yacrByer;
2: wectb Mnaawmx oyepeaen ydacrsytotr B8 WRR, 7, 8 He
y4yacTBylorT.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

gos map enable {cos-dscp |
dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

-/BbIK/IIOYEHO

Mcnonb3oBaTtb 3agaHHy0 Tabauuy nepemapKMpoBKM Aasa Lose-
peHHbIX NOPTOB KOMMYyTaTOpPa.

He ncnonb3oBaTth TabanLy nepemapKUpoBKH.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabnmuy nepemapknposkm DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

gos map cos-dscp cos to
dscp_list

no gqos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTL Tabanuy nepemapkupoBkn CoS. 3ameHsieT 3HayeHue
CoS Ha DSCP.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

qos map policed-dscp
dscp_list to dscp_mark_down

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MAaPKMUPOBKM
ABNAETCA NYCTOM, TO eCTb
3HayeHunA DSCP pgns Bcex

BXO4ALLMX MAKETOB
OCTaAlOTCA HEM3MEHHbIMMU

3anonHuTb Tabnuuy nepemapkmposku DSCP. na BxoaAawmx nake-
TOB C YyKa3aHHbIMK 3HayeHnamn DSCP 3apaeT HoBoe 3HayeHue
DSCP.

- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
toTCcA 3HaKom npobena;

- dscp_mark_down — onpegenset HoBoe 3Ha4yeHue dscp.

V [OeiicTBYyeT ToNIbKO ANA pexkuma gos advanced.
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HELTEX

no qos map policed-dscp
[dscp_list]

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

qos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHMA No YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepegpb 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepeab 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YCTaHOBUTb COOTBETCTBME MeXay 3HadeHuamu DSCP Bxoaawmx
nakeToB U oyepeaaMu.
- dscp_list — onpeaensier go 8 3HayeHnin DSCP, 3HayeHuA pa3gens-
0TCA 3HaKOM npobena.

YCTaHOBUTb 3HaYE€HUA MO YMOIYAHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YCTaHOBUTbL PEXMM L0OBEPUA KOMMyTaTopa B 63a30BOM pexunme
QoS (CoS nan DSCP).

- COS — YCTaHaBNMBAET KNaccudMKaLMIO BXOAALLMX NAKETOB MO 3Ha-
yeHuAm CoS. [1na HeTerMpoBaHHbIX MAaKeTOB UCMONb3yeTcA 3Haye-
Hue CoS No ymonYaHuio;

- dscp — ycTaHaBAMBAET KaaccuduKaLMio BXOAALMX MAKETOB MO
3HayeHmam DSCP.

- cos-dscp — yCTaHaB/AMBAET KAAacCUOUKALMIO BXOAALLMX NAKETOB
no 3HavyeHnam DSCP gna IP-naketoB 1 no 3HavyeHnam CoS gnAa He
IP-nakeToB.

V DeiicTByeT TONbKO ANA pexxuma qos basic.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

qos dscp-mutation

no qos dscp-mutation

Mo3BOAUTL NPUMEHUTbL TaBAULLY M3MEHEHWI dSCp K COBOKYMHOCTH
dscp-aoBepeHHbIX NopToB. Mcnonb3oBaHne Tabanubl U3MEHEHUN
no3BonAeT nepesanucaTtb 3HaYeHna dscp B IP-nakeTax Ha HoBble
3HayeHuA.

V MpumeHntb Tabnuuy wuameHeHuit DSCP BO3MOXHO

TONbKO ANA BXOAALLEro TpaduKa AOBEPEHHbIX NOPTOB.
V [DeiicTByeT TONbKO ANA peXuma qos basic.

OTMEHMUTb NCMONb30BAHNE KAPTbl U3MEHeHMM dscp.

gos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuio KapTa us-
MEHEHUI ABNAETCA NYCTON,
TO ecTb 3Ha4YeHunAa DSCP gna

BCEX BXOAALLMX NAKETOB

OCTaAOTCA HEM3MEHHbIMU

3anonHUTb Tabanuy nepemapknpoBku DSCP. [na BXOSALLMX NaKe-
TOB C YKa3aHHbiMW 3HayYeHnamu DSCP 3agaeT HOBble 3HayeHuUA
DSCP.

- in-dscp — onpepenseT no 8 3HayeHuit DSCP, 3HaueHua pasgens-
t0TCA 3HaKOM Npobena;

- out-dscp — onpegenseTt A0 8 HOBbIX 3HayeHui DSCP, 3HauyeHus
pasgenatTca 3Hakom npobena.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6uUT/C;
burst: (3000..268431360)
6anT/128 Kb6anT

YCTaHOBWUTb OrpaHUYeHne CKOPOCTU AN BXoaawero Tpaduka ana
3agaHHoM VLAN.

- vlan_id — Homep VLAN:

- rate — cpegHana ckopocTb Tpaduka (CIR);

- burst — pasmep caepkuBatoLLero nopora (orpaHNMYeHne CKOpo-
cTn) B 6GanTax.

CHATb orpaHu4eHune CKopocTtn BxoaAawiero Tpadwma.

rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)
nakeTos

YCTaHOBUTb OrpaHMYeHne CKOPOCTU ANA BXoaAawero Tpaduka gna
3agaHHoM VLAN.

-vlan_id —Homep VLAN:

- rate_pps — KONNYECTBO NaKeTOB B CEKYHAY.

- burst_packet — pasmep caepumBatowero nopora (orpaHvyeHme
CKOPOCTH) B MaKeTax.

CHATb orpaHu4eHune CKopocTtn BxoaAawiero Tpadwma.
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HELTEX

traffic-limiter mode {kbps |
pps}

/kbps

YCTaHOBUTb peXKMM paboTbl orpaHMyeHna Tpaduka.
- kbps — orpaHuuyeHune BxoaaLWMX KUNOOUT B CEKYHAY;
- ppsS — OrpaHNYeHne BXOAALLMX MAKETOB B CEKYHAY;
[aHHasa KOMaHAA U3MeHseT peXxum paboTbl 4N cnepy-
V towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.
Bbl6paHHbII  peXXum  JONXKEeH  COOTBeTCTBOBaTb
V HacTpoiiKam orpaHuyeHuA TpadpuKa MHaue orpaHuye-
HUA TpaduKa He npousoiiger. Hanpumep: KomaHga
storm-control unicast kbps He b6yaeTr orpaHuumMeaTtb
Tpaduk, ecnm BeegeHa KomaHpa traffic-limiter mode

pps.

KomaHObI pexcuma pedakmuposaHUSA CIUCKA Kpumepues KadccuguKkayuu mpaguka

Bug, 3anpoca KOMaHOHOW CTPOKM pexkMma pefakTUPOBaHWA CMMCKA KpuTepues KnaccuduKaumm

TpaduKa:

console# configure
console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabanuya 282 — KomaHabl perkMma pefakTMpoBaHMA CNMCKa KpuTepues KnaccuduKkaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

match access-group ac/_name

no match access-group
acl_name

acl_name: (1..32)
CMMBO/IOB

[ob6asutb Kputepuin knaccuduraumm Tpaduka. Onpegenset npa-
Buna dpunbTpaumm TpaduKka no cnmcky ACL gns knaccudumraumm.

V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

Yaanutb KpuTepuii Knaccudukaumm Tpadpuka.

KomaHObI pexcuma pedarmuposaHus cmpameauu Kadaccugukayuu mpagduka

BuAa 3anpoca KOMaHAHOM CTPOKM peXxnma peaakTMpoBaHMAa cTpaTernm knaccudmrkaumm tpadumka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanua 283 — KomaHab! perkMma pefakTMpoBaHuA cTpaTernm KnaccuduKkaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

class_map_name:
(1..32) cumBonos;
acl_name: (1..32)

OnpepennTb NPaBUIO KNaccuduKaLmm Tpaduka v BXOAUT B PEKUM
KOHOUrypaumm npasuna knaccudmkaumm — policy-map class.
-acl_name — onpepenseT npasuna ¢unbTpauum Tpaduka no
cnucky ACL ana knaccudpukaumm. Mpm cosgaHMm HOBOro npasuaa
KnaccuduKaumm onuMoHaNbHbIV NapameTp access-group obsasate-
NeH.

Ona Toro 4tob6bl UCMONIb30BaTb HACTPOMKM CTpaTerum
V policy-map pna uHTepdeiica, ucnonb3yitTe KoOMaHAay

service-policy B pexxume KoHpurypauumn nHtepdeiica.

CMMBOIOB
V DeiicTByeT TONbKO ANA pexxuma qos advanced.
no class class_map_name YpanuTe npaBuao KnaccuouKkaumm tpaduKa class-map 13 cTparte-
rum policy-map.
Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 297

MES5310-48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

KomaHObI pexcuma KoHgu2ypauyuu npasuad Kaaccugukayuu

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHPUrypaumm npasuaa Knaccmbumkaumu:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 284 — KomaHabl perkMma KoHoUrypaumm npasuna Knaccupuraymm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

trust

no trust

Mo yMONYaHMIO peXkum
[OBepus He yCTaHOBAEH

OnpeaenvTb peXknUm J0BEPUA K onpeaeneHHoMy TUny Tpaduka
COrNacHo rnobasbHOMY PeXUMY 40BEpUS.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBble 3HaYeHUA ana IP-nakera.
KomaHpaa set ABnseTca B3aMMOMUCKOUAIOLWEN C KO-
V MaHZAoI trust ana ogHoM u Toii e cTpaterum policy-
map.

Crparerum policy-map, ncnonb3yiowme KomaHgapl set,
V trust uam umerowmin knaccudpukauymio ACL, HasHaua-

I0TCA TONIbKO ANA UCXOAALMUX MHTEPDENCOoB.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Ypanutb HoBble 3HaYeHuA ana IP-nakerta.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

HanpaBuTb NakeTbl, y40BAETBOPAIOLWME NPABUY KNaccudmKka-
umm TpadurKa, B yKasaHHbIN NOpPT.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

298 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) kK6uT/C;
peak_burst_byte:
(3000..19173960) 6aut

M03BOAUTb OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3aaveit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpegHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprkuBatoLLero nopora 8
baiitax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne cKopocT TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUs committed-rate wam

V peak_rate nepefaTb NaKeT ganblue, UI3MEeHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAo oS
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu asTom npm npe-
BbllleHUM committed_rate u peak_rate MmoXKHO
HacTpauBaTb pa3Hble 3HaueHua dscp.

HasHauute npasuny Knaccudukaumm  Tpaduka wabnoH
HaCTPOEK, KOTOPbI NO3BOAAET OFPAHUYUTL MOOCY NPOMYCKa-
HWA KaHana.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanutb wabnoH HacTPOEK PerynnmpoBaHMA CKOPOCTU KaHana
13 Npasuia Knaccuduraumm tpaduka.

police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeroB

Mo3BOAUTL OrPaAHMYUTL NOIOCY NPONYCKAaHUA KaHana.

Mpu paboTte ¢ NONOCOM NPONYCKaHUA UCMOJIb3YEeTCA aIToPUTM
MAapPKUPOBAHHOM «KOP3WHbI». 3afayeirt anroputma sABAAETCA
NPUHATUE peLleHua: nepesaTb NakeT UAM oTbpocuTb. MapameT-
pamu anropuTma ABAATCA CKOpOCTb noctynaenusa (CIR) map-
KEpPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHbI».

- committed_rate_pps — cpefHee 3HaYeHne CKopocTn Tpaduka
B pps;

- committed_burst_packet — pasmep caepuBatoLLero nopora
B balTax;

- drop — naket byaeTt oTbpolLeH, Korga «KOp3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKOpoCTH TpadurKa
nepeonpegeneHHbIMN 3HayeHnamm DSCP;

- volate-action — ycTaHOBMTb AEWCTBME HafL MaKeTOM nocne
npesblLeHNA NOPOroBOro 3HaYeHUs.

V [eilicTBYyeT TONbKO AN pexuma gos advanced.

Napametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HaueHUa committed-rate wnamn
peak_rate nepeaaTb NaKkeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KOTopasA HacTpauBaeTcs KOMaHA0M (oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu aTom npu npe-
BbllleHUU committed_rate wn peak_rate MOXKHO
HacTpauBaTb pasHble 3HauyeHus dscp.
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HELTEX

no police

Ypanutb wabnoH HacTpoeK peryaMpoBaHMA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccun AN 3epKasMpoBaHMsa Tpa-
duKa.

OTMEHUTb 3epKaiMpoBaHue.

KomaHObI pexcuma KoHgu2ypauuu npogund qos tail-drop

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Tabanua 285 — KomaHabl perknma KoHourypaumm npoduna qos tail-drop

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3afaTb pa3mep NakeTHOro pasgensemoro nyna 4as nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOIYAHMUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

MN3meHnTb NnapameTpbl oyepeau:

- queue_id — Homep oyepesu;

- limit — KonnyecTBO NaKeToOB B oYepeau;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewwuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHourypaumm uHtepoderica Ethernet, rpynnel nopros:

console (config-if) #

Tabanua 286 — KomaHabl pexnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauntb HTepdeicy cTpatermto KnaccuouKkaumm Tpaduka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa aencremne
NONUTUKMY;

- permit-any — paspewunTb NpoxoxaeHue TpaduKa, He
nonajatoLLero noj AencTsme NoanTUKK.

Ypanutb cTpateruio knaccudukaumm tpaduka c nHtepdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
KbuUT/C;
committed_burst:
(4096..12578880) 6aiT

YCTaHOBUTb OrpaHMYeHMe CKOPOCTM AN UCXoasALLero TpadumKa ve-
pe3 uHTepoeiic.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAepHKUBatOLLEro nopora (orpaHuye-
HWe cKopocTu) B BalTax.

CHATb OrpaHMyYeHne CKOPOCTU UCXoaaLLero TpaduKa Yepes UHTep-
delic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..100000000)
K6uT/C;
committed_burst:
(4096..12578880) 6aiit

YCTaHOBUTbL OrpaHMYeHMe CKOPOCTM TpaduKa yepes mHTepdeiic
ANA ncxoaslLen oyepeau.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAoepHKUBatoOLLEro nopora (orpaHuye-
HWe ckopocTu) B baiTax.

CHATb orpaHnyeHne cCKopocTu TpaduKa yepes uHTepdelic ana mc-
xoAAulein ouepesm.
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HELTEX

qos trust [cos | dscp |
cos-dscp]

-/BKIOYEHO

no qos trust

BKAtouMTb 6a30BbIN MEXaHW3M qOS AN1A MHTepdeica.

- €os — NopT AosepsAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt AosepseT 3HaveHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepseT 06o0um ypoBHAM, ogHako DSCP nmeet
npuoputeT Hag 802.1p.

BbIKMOUNTb 6a30BbIM MexaHM3M oS g5 UHTepdelica.

rate-limit rate [burst burst]

rate: (64..100000000)

no rate-limit

Kéut/c;
burst:
(3000..268431360)
6anT/128 KbanT

YCTaHOBWUTb OrPaHUYEHNE CKOPOCTM ANA BXOAALLEro TpadumKa.

CHATb OrpaHuYeHme CKopoCTU BxoasaLLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

rate_pps:
(125..195312500) pps;

no rate-limit

burst_pps:
(1..195312500)
nakeToB

YCTaHOBWUTL OrpaHWYeHMe CKOPOCTU ANA BXoAdAllero TpaduKka B
pps.

CHATb OrpaHMYEHNE CKOPOCTU BXOAALLErO TpaduKa.

qos cos default_cos

default_cos: (0..7)/0

Nno qos cos

YcTaHoBUTb 3HaYeHMe CoS no ymonyaHuto ans nopta (CoS, npume-
HAEMbI/ ANA BCEro HeTerMpoBaHHOro Tpaduka, NPOXoAALLEero Ye-
pe3 nHtepdeiic).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos tail-drop profile profile_id

no qgos tail-drop profile

profile_id: (1..8)

MpunBA3aTb YKa3aHHbIM NPodUIb K UHTepdeiicy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica VLAN

Bupg, 3anpoca KOMaHAHOM CTPOKU perknmMa KOHoUrypaumnm nHtepodeica VLAN:

console (config-if) #

Tabnuua 287 — KomaHabl pexknma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

oS Cos egress cos

cos: (0..7)

No qOs Cos egress

YCcTaHOBUTb 3HaYeHWe napameTpa nona npuoputeta 802.1p gna
MCXOAALLEro TerMpoBaHHOro Tpaduka, GOPMUPYEMOTO LEH-
TPaNbHbIM NPOLLECCOPOM.

V Mpwu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-

ipv6 tx-user-priority value.

YeHO M3 HaCTPOoeK KOMaHZ, ip tx-user-priority value unm
YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 288 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasaTb pexxum QOS, HacTpoeHHbIN Ha ycTpolicTee. B 6asoBom
perKMMe NOoKa3biBaeT «A0BEePEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBoOsIa

MoKasaTb CNMCKKU KpuTepues Knaccudurkaumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumsona

MokasaTb npaBuaa Knaccudukaumm Tpaduka.

V [eicTByeT TONIbKO ANA pexuma gos advanced.
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HELTEX

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumsona

MoKa3aTb HAaCTPOWMKM CpeaHel CKOPOCTU U OrpaHNYeHUs NoaoCHI
nponycKkaHuaA 419 NpaBua Knaccudukaumm Tpaduka.

V [DeicTBYyeT TONIbKO ANA pexxuma gos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasaTtb QoS-napameTpbl gns uHTepdelica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepeneit MHTepdeiica;

- queueing — anroputm obpaboTku ouepeseit (WRR unm EF), Bec
ona WRR-ouepegel, Knaccbl 0bCiyXuBaHusa ana odepegent u
npuoputeT ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTernu Knaccudurkauum
Tpaduka gns nHtepdelica;

- shapers — orpaHuyeHune ckopocT ansa ncxogailero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3aTb MHPOPMaLMIO O 3aMeHe NoJiei B MaKkeTax, UCMob3ye-
mbix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepeseir;

- dscp-dp — Tabnnua cootsetcTBuAa metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabamua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHma DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHu dscp-cos;

- cos-dscp — Tabnnua nsmeHeHu cos-dscp.

show qos tail-drop

MpocmoTpeTb napameTpos tail-drop.

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MpocmoTpeTb tail-drop MHPOpMALMKM MO KOHKPETHOMY MOpPTY
(BCcem nopTam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTpeTsb tail-drop MHPopmauumn No KOHKPeTHoMy yCTpoWn-
CTBY B CTEKE.

[pumepbl 8b1M0AHEHUS KOMAHO

Brntountb pexknum QoS advanced. Pacnpeaenutb Tpaduk no ovyepegam, naketbl ¢ DSCP 12 B nepsyto
oyepeab, nakeTbl ¢ DSCP 16 Bo BTOpY0. BOocbmas oyepeab — npuoputeTHasa. Co3aaTb cTpaTeruio
Knaccudmraumm Tpadmrka no cnmcky ACL, paspewatowemy nepegadvy TCP-naketos ¢ DSCP 12 n 16
M OrpaHMYMBaIOLLY IO CKOPOCTb — CpeaHaAn ckopocTb 1000 K6ut/c, nopor orpaHuyeHma 200000 6aitT.
Mcnonb3oBaTb JaHHYHO cTpaTernto Ha HTepdelicax Ethernet 14 n 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit
console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic
console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16
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console (config-if) # service-policy input traffic
console (config-if) # exit

console (config) #

5.29.2 Cmamucmuka QoS

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobasnbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanua 289 — KomaHzabl pexkmma rnobanbHoi KoHurypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qos statistics aggregate-policer
aggregate_policer_name

aggregate_policer_name:

no qos statistics
aggregate-policer
aggregate_policer_name

(1..32)
CMMBOJ10B/BbIK/IIOYEHO

BkaounTb QOS-CTaTUCTUKY NO OrpaHUYEHUIo NOAOC NPOMyCKa-
HUA.

OTKAOYMNTL QOS-CTaTUCTUKY NO OFrPaHUYEHMIO MO0C NPONYCKa-
HUA.

qos statistics interface

no qos statistics interface

-/BbIK/IIOYEHO

BKntounTb c6op QOS-CTaTUCTMKM Ha BCex UHTepdecax.

BbIKNOUMTL c60p QOS-CTaTUCTUKM Ha BCex MHTepdeiicax.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 290 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuwo

Aelicmeue

clear qos statistics

OuncTnTb cTaTUCTMKY QOS No BCcem uHTepdericam.

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OuncTUTb CTaTUCTUMRY QOS yKa3aHHOro nHTepdeliica.

show qos statistics

MoKa3aTb cTaTUCTUKY QOS no Bcem MHTepdencam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKasaTb cTaTUCTUKY QOS yKasaHHOro nHTepdelica.
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5.30 KoHdurypauma npoToKON0B MapLUpyTU3aLUN

5.30.1 KoHdjpuz2ypayua cmamu4ecKoli mapwpymu3sayuu

CTaTnuyeckaa MaplpyTmMsauma — BUA MapLipyTM3auMun, Npyv KOTOPOM MapLIpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHPUTYpaLUumM mapLipyTnsaTopa. Bca mappytnsauma npm sTom nponcxogut 6e3 yyactus
KaKMX-TMH0O NPOTOKON0B MapLUPYTU3aLMN.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHOM KOHPUIypaLmm:

console (config) #

Tabanua 291 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway [met-
ric metric] [track track] [vrf
vrf_name] [distance distance]}

no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

vrf_name: (1..32)
CUMBON3;

track: (1..64);
distance (1..255)/1

Co3aaTb CTaTUYECKOE MPaBU/IO MapLLIPYTU3aLMU.

- prefix — IP-appec ceTu Ha3HavyeHwus;

- prefix_length — macka npeduKca HazHaYeHUa NN e€ gANHa;

- reject-route — 3anpeLaeT MapLWpPyTU3aLMIO K CETU HasHaveHus
yepes Bce LW03bI;

- gateway — IP-agpec wnto3a gna 4OCTyna K CeTM HasHayeHus;

- metric — MeTpUKa 418 AAaHHOTO MapLIpyTa;

- vrf_name — ums BUPTyanbHON 061acTn mapLupyTU3aLuu.

- track — Homep 06bEKTA OTCNEKMBAHUSA;

- distance — agMMHUCTPATMBHAA AUCTAHLUMA MApLLpPYyTa.

YAanutb NpaBuao 13 TabamLbl CTaTUYECKOW MapLIPYTU3aLUK.
- vrf_name — ma BUpPTyanbHOM 061aCT MapLIPYTU3ALLUN.

distance {ospf {inter-as | intra-
as} | static} distance

no distance {ospf {inter-as |
intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBWUTb 3HaAYeHWe agMUHUCTPATUBHOM AucTaHumm (AD) ana
BCEX MapLUPYTOB YKA3aHHOro TUMa.

- ospf inter-as — ycTaHaBiMBaeT 3HaueHne AD a1 MeK30HaIbHbIX
MapLpyTOB, NPUHATBIX MO NpoTokony OSPF;

- ospf intra-as — yctaHaB/nnBaeT 3HayeHne AD anA BHYTPU3OHaNb-
HbIX MapLIPYTOB, NPUHATbLIX MO NpoTokoay OSPF;

- static — yctaHaBavBaeT 3HaueHne AD ans CTaTUYECKUX MapLipy-
TOB.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 292 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKa3aTb TabAnLy MapLpyTU3aLLMKY, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUTEPUAM.

— connected — NOAKAOYEHHbIN MapLLPYT, TO €CTb MapLUPYT, B3ATbIN
C HernocpeaCcTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLErO UHTep-
delica;

— static — cTaTMyeckuit MapLpyT, NPONMCaHHbIN B Tabanue mapLupy-
TM3aumm.
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show distance [vrf {vrf_namel

all}]

MoKasaTb 3HaYeHUe aAMUHUCTPATUBHOMN AUCTAHLMM ANA PA3NUUHBIX
MCTOYHUKOB MapLIpyTa.
- vrf_name — ums BUPTyaNbHON 061acTN MapLLpyTU3aLuun.

vrf_name (1..32)
CMMBOJIOB

[pumep 8b1M10AHEHUS KOMAHObI

MoKasaTb Tabanuy MapLipyTM3auuu:

console# show ip route

Maximum Parallel

C 10.0.1.0/24 is

Codes: C - connected, S - static

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Paths: 2 (4 after reset)

directly connected, Vlan 1

Tabnumua 293 — OnucaHue pesynbTaTta BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3biBaeT NPOMCXOKAEHNE MapLIpyTa:
C C — Connected (MapLwpyT B3AT U3 HEMNOCPEACTBEHHO MOAKAOUYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTuyecKuMit MapLwpyT, NPONMCaHHbIM B Tabanue Mapwpytusaumum).
10.9.1.0/24 Appec ceTu.
MepBoe 3HaYeHMe B CKOBKax — aAMUHUCTPATMBHAA AUCTAaHLMA (CTeNeHb A0Bepusa mMapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BbllLE, TEM MEHbLUE JOBEPUE K UCTOUYHUKY), BTOPOE YUCNO — MET-
puKa mapuipyTa.
via 10.0.1.2 Onpegenset IP-aapec cieayowero MmapLpyTM3aTopa, Yepes KOTOpbIii NPOXoAUT MapLu-
o pyT 40 ceTu.
00:39:08 OnpeaenseTt Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI).
Vlan 1 Onpeaenset uHTepdeic, Yyepes KOToPbIM NPOXOAUT MapLLPYT A0 CeTU.

KomaHObI pexcuma KoHguaypayuu VRF

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma KoHourypaumm VRF:

console (config-vrf) #

Tabnunua 294 — KomaHabl pexkuma KoHourypaumm VRF

3HayeHue/ 3HaYe-
KomaHda Hue o ymonya- Aelicmeue
HUKL
ip route prefix {mask | pre- Co3paTb cTaTUYeCKoe MPaBu/Io MapLLIpyTU3aL M.
fix_length} {gateway [met- - prefix — ceTb HazHa4yeHua (Hanpumep, 172.7.0.0);
ric distance] - mask — macka cetu (B popmaTe OAECATUYHOM CUCTEMBI MCUUCAE-
HUA);
prefix_length: (0..32); | - prefix_length — npeduKkc mackn cetn (KONM4ecTBO eanHWUL, B

distance (1..255)/1 macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;
- distance — Bec maplupyTa.

no ip route prefix {mask |
prefix_length} {gateway}

Yaanutb npasuno u3 Ta6l'|MLl,bI cTaTUYecKomn MapLlwpyTmnsaumu.

ip default-gateway {gate-
way}

3afaTtb AN KOMMYTaTOpa afpec Wko3a No ymonyaHuio yepes VRF.
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no ip default-gateway
{gateway}

—/wWwn03 no ymonya-
HUIO He 3aJaH

Ypanutb Ha3HaYeHHbIN ajpec Wwnsa no ymon4yaHuto.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 295 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3Haye-
Hue no ymonya-
HUto

Hlelicmesue

dress ip_address [mask |

fixes]]

show ip route [connected |
vrf vrf_name | static | ad-

prefix_length] [longer-pre-

MoKa3aTb TabAULY MapLIpyTU3aLLMM, YAOBAETBOPAIOLLYIO 33AaHHbIM
KpUTEPUAM.

- connected — NOAK/OYEHHbIN MApPLLPYT, TO €CTb MapwpyT, B3ATbIN C
HEenocpeacTBEHHO NOAKAOYEHHOTO U GYHKLUMOHUPYIOLWLErO UHTEp-
delica;

- static — cTaTMYeCcKMin MapwpyT, NPONMCaHHbIM B Tabanue mappy-
TM3aumm;

- vrf — obnacTb BMpPTyanbHOM MapLpyTM3aLMW, B KOTOPOW Haxo-
OMTCA MapLupyT.

- vrf_name — ums BUPTyanbHON 061acTn MapLipyTU3aLmK.

5.30.2 Hacmpolika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWI NPOTOKOA, KOTOPbLI NO3BONSET
MapLLpyTU3aTOpPam AMHAMUYECKM OOHOBAATL MapLUpyTHYO MHOPMaLMIO, MOAy4yas ee OT COCenHMUX
MapLIpyTM3aTOPOB. ITO O4YEHb NPOCTOM MPOTOKO/, OCHOBaHHbIA Ha NPUMEHEHUN ANCTAHLMOHHOMO BEKTOPA
MapLpyTnsaumn. Kak ancTtaHUMOHHO-BEKTOPHbIN npoTokon, RIP nepuogmyeckn nocbliaeT o6bHOBAEHMA
MexXay cocefamMu, CTpoA, TakMm obpa3om, Tomonoruiwo cetn. B Kaxkagom obHOBAeHMM nepepaetca
nHbOpMaUMA O AMCTaHUMM [0 BCEX CeTel Ha cocegHUi maplipytusaTtop. KommyTtaTop noagepskusaet

npoTtokon RIP sBepcun 2.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUmMe r106anbHON KoHGUrypaumm:

console (config) #

Tabnnua 296 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

router rip

no router rip

BoliTn B perkum KoHpurypaumm npotokona RIP.

Yaanutb rnobanbHoi KoHoUrypaumm npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-rip) #
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Tabnnua 297 — KomaHbl pexkmma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HAYEHME METPUKM, C KOTOPOI ByayT aHOHCMPO-
BaTbCA MApPLUPYTbl, NONYYEHHbIE APYTMMM NPOTOKOAAaMMU MapLU-
pyTv3aumn. bes napameTpa ycTaHaB/AMBaeT 3HaYeHWe No ymon-
YaHuto.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHoBUTb IP-agpec MHTepdeiica, KoTopbli ByaeT y4acTBOBaTb
B NpoLecce MapLupyTU3aLmun.

no network A.B.C.D nHTepdeiica Ypanutb IP-agpec nHTepoeica, KoTopblt byaeT y4acTBoBaTh B
npouecce MapLpyTM3aLmu.
redistribute {static | PaspewmnTb aHOHCMpOBaHMe mapLpyTos Yepes RIP.
connected } [metric - 6e3 napameTpoB — O3HAYaeT, yYto byAeT MCNonb30BaTbCA
transparent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauyaeT, YTo OyAeT MCNO/b30BaATLCSA
. METPUKA U3 TabaunLbl MapLLpyTU3aLuu.
no redistribute {static | 3anpeTnTb aHOHCUPOBAHME CTaTUYECKUX MapLIpyToB Yepes RIP.
connected} [metric - metric transparent — 3anpeLLaeT UCNoAb30BaTb METPUKY U3
transparent] TabAnupl mapLupyTU3auum.
redistribute ospf [metric metric: (1..15, Pa3spewntb aHoHcMpoBaHue OSPF-maplupyToB Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..64) cumBona

- type — Npon3BoANTb aHOHCUPOBAHME TOJIbKO A/1A YKa3aHHbIX
TMnos OSPF-mapLupyTOB;

- route-map_name — Npou3BOAUTb AaHOHCUPOBAHWE MapLUpY-
TOB nocsie ux GpUNbTPaLMM Yepes yKasaHHyI route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

PaspewunTb aHoHcMpoBaHMe BGP-mapwpyTos 4yepes RIP.

- metric — 3Ha4YeHNe MeTPUKN ANA UMNOPTUPYEMbIX MapLu-
pyTos;

- metric transparent — o3HauyaeT, 4TO HyAEeT MCNONb30BaATLCSA
METPUKA U3 TabAnLbl MapLLPYTU3ALUN.

3anpeTnTb aHOHCUpPOBaHWe MmapLlipyToB BGP yepes RIP. B chay-
Yyae yKasaHuWA napameTpa Bo3BpallaeT ero AedonTHoe 3Have-
Hue.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3spewntb aHoHcMpoBaHue IS-IS mapipyTos yepes RIP.

- level — ycTaHOBUTDb, U3 KaKoro yposHs IS-IS 6yayT aHOHCK-
poBaTbCA MapLUPyThI;

- match —nNpov3BOAUTb AHOHCUPOBAHME TO/IbKO ANA YKa3aHHbIX
TMnos IS-IS mapwpyTos.

3anpeTnTb aHOHCUpOBaHMe mapLupyTos IS-IS yepes RIP. B cay-
Yae yKasaHuWA napameTpa Bo3BpallaeT ero AedonTHoe 3Haye-

[transparent] Hue.
shutdown y BbIKNOUMTL NpoLuecc mapLupyTusauum no npotokony RIP.
-/BKNOYEHO
no shutdown BKkAtounTb Npouecc mapLpyTtusaumm no npotokony RIP.
passive-interface OTKNOYNUTL 0BHOBNEHUA MapLIPYTU3ALUN.
-/BKNIOYEHO

no passive-interface

BK/I1OYMTb OBHOBNEHUA MAPLLPYTU3ALMMN.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyercs

leHepupoBaTh MapLLPYT NO YMOAYAHUIO.

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnunua 298 — KomaHabl pexkuma KoHourypaumm nHtepdelrica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKAOYEHO

BbIKNOUMTB Npouecc mapLpyTusauum no npotokoay RIP Ha gaH-
HOM MHTepodeiice.

BKAtounTb Npouecc mapwpyTtmsaumm no npotokony RIP Ha aaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuo
OoTnpaBKa 0O6HOBNEHUM

BbIKNOUMTb OTNPaBKY 06HOBNEHWI Ha HTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

BK/IKOYEHa

ip rip offset offset [06aBUTb CMELLLEHME K METPUKE.

offset: (1..15)/1

no ip rip offset YCTaHOBUTb 3HAYE€HME N0 YMOYAHUIO.

ip rip default-information
originate metric

YCTaHOBUTb METPUKY ANA MapLipyTa No YMOAYaHWUIO TPAHCAUPY-

metric: (1..15)/1; emoro yepes RIP.

Mo ymon4yaHuio

no ip rip default-information bYHKLMA OTRAIOUEHA

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

originate
ip rip authentication mode BKkntounTb ayTeHTUdUKaumto B RIP n onpeaennts ee Tvn:
Mo ymonyaxuio .
{text | md5} - text — ayTeHTUPMKaALMA OTKPbITLIM TEKCTOM;
ayTeHTMdMKALMA - md5 — ayTeHTUdPUKaunn MD5.
OTK/OYeHa.

no ip rip authentication mode YCTaHOBWTb 3HaYeHME N0 YMOHAHMIO.

ip rip authentication key-chain Onpeaenntb Habop KAK4el, KOTOPbIA MOXKET MCNO/b30BaThCA

key_chain key_chain: (1..32) ANA ayTeHTUdUKaLMM.

no ip rip authentication CMMBO/10B YCTaHOBUTb 3HAYE€HME MO YMOAYAHWIO.

key-chain

ip rip authentication-key OnpeaennTb KN4 417 ayTEHTUOUKALLMM OTKPbITbIM TEKCTOM.
clear text clear_text: (1..16)

CMMBOJI0B

no ip rip authentication-key YCTaHOBUTb 3HaYEHME N0 YMOHAHMIO.

YcTaHOBUTbL CcTaHAapTHbIW IP ACL ana ¢ounbTpauumn aHoHcupye-
MbIX MApLLPYTOB.

ip rip distribute-list access

acl_name: (1..32)
acl_name

CMMBOJ1I0B

no ip rip distribute-list YCTaHOBUTb 3HAYeHME N0 YMOAYAHWIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexxume Privileged EXEC:
console#

Tabnuua 299 — KomaHabl pexxunma Privileged EXEC

3HayeHue/3HayeHue

Aeiicmeue
1o ymon4aHuwo

KomaHda

MpocmoTpeTb MHopmaumm o RIP-mapwpyTmsaumm:
- database — nHpopmauus o HacTporikax RIP;

- statistics — ctaTucTuueckue gaHHble;

- peers — UHGOPMaALMA yHaCTHUKA CETU.

show ip rip [database |
statistics | peers]

[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config)# router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys
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5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NnpoTOKON AMHAaMUYECKOM MapLIpyTU3aLUM, OCHOBAHHbIN Ha Tex-
HO/IOTMM OTCNENKMBAHUA COCTOAHMA KaHana (link-state technology) M ucnonb3ylowmin ana HaxoxKaeHus
KpaTyanwero nytn anroputm Adenkctpbl. NMpotokon OSPF npeactasnfaetr cobot NpOTOKO/T BHYTPEHHEro
wo3a (IGP). MpoTokon OSPF pacnpocTpaHAeT MHGOPMALIMIO O AOCTYMHbIX MapLIpyTax MeXay MapLipyTu-

3aTopamu OZHOM aBTOHOMHOW CUCTEMbI.

YCTpoNCcTBO NoaaepKnBaeT 04HOBPEMEHHYIO PabOoTy HECKO/IbKUX HE3aBMCUMBbIX IK3eMMNAAPOB Mpo-
ueccoB OSPF. Hactpolika napameTpoB sk3emnanapa OSPF nponssoantca nytem yKasaHua naeHtuoumkatopa

aksemnnspa (process_id).

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 300 — KomaHab! perknma rnobanbHOM KoOHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

[process_id]

router ospf [process_id] process_id: BKAtouMTb MappyTm3aumio no npotokony OSPF.

[vrf vrf_name] (1..65535)/1 3apaTtb naeHTMdUKaTOp Npouecca.

no router ospf [process_id] vrf_name: (1..32) BbIKNOUUTb MapLIpyTU3aLumio no npotokoay OSPF.

[vrf vrf_name] cumBona

ipv6 router ospf [process_id] BKAOUNTL MapLUpyTU3aumio No npoTokony OSPFv3.
process_id: 3apaTb naeHTUdMKaTop npoLiecca.

no ipv6 router ospf (1..65535)/1 BbIKNOYNTL MapLIPYTH3aLmMio No npoTokony OSPFv3.

ipv6 distance ospf {inter-as |
intra-as} distance

distance: (1..255)

no ipvé6 distance ospf
{inter-as | intra-as}

3a4aTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana mapwpytos OSPF,
OSPFv3.

- inter-as — g5 BHELWHWX aBTOHOMHbIX CUCTEM;

- intra-as — BHyTpM aBTOHOMHOM CUCTEMbI.

BepHyTb 3HaYeHMA N0 YyMONYaHUIO.

KomaHObI pexcuma npoyecca OSPF

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm npouecca OSPF:

console (router ospf process)#
console (ipv6 router ospf process)#

Tabnnua 301 — KomaHabl pexkuma KoHourypaumm npouecca OSPF

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]

[subnets] metric: (1..65535);
name: (1..64)
CMMBOJIOB;
acl_name: (1..32)
no redistribute connected cMmBOa

[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

Pa3peLwmnTb aHOHCMpoBaHWe connected mapLupyToB:

- metric — 3HaYeHVe MEeTPUKM ANA MMMNOPTUPYEMbIX MaPLLPYTOB;
- name — VMA NOJUTVKN UMMOPTA, NO3BOAAOWEN GUABTPOBATL U
BHOCWTb M3MEHEHUA B UMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vma ctaHgapTtHoro IP ACL, KoTopblit byaeT mc-
No/b30BaH AnA GUALTPALMUM UMMOPTUPYEMBIX MAPLIPYTOB;

- subnets — No3BofET UMNOPTUPOBATL NOACETH.

3anpeTuTb yKaszaHHyo GyHKUMIO.
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HELTEX

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopTtupoBaTb cTaTuyeckne mapwpytbl B OSPF.

- metric — ycTaHaBAMBaeT 3HAYeHME METPUKM 419 UMNOpPTUpYye-
MbIX MapLUPYTOB;

- name — NpuUMeHsAeT NOANTUKY MMNOPTA, NO3BOAAIOLLYI0 GUb-

name: (1..64) TpOBaTb U BHOCMTb U3MEHEHMA B UMNOPTUPYEMbIE MapLUPYThI;
CMMBO/IOB; - acl_name — uma ctangaptHoro IP ACL, KoTopbil byaeT uc-
acl_name: (1..32) NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLPYTOB;
cMmBoNna - subnets — no3BoAET UMNOPTUPOBATHL NOACETU.
no redistribute static [metric 3anpeTuTb yKasaHHy GpyHKLMIO.
metric ] [route-map name]
[filter-list ac/_name] [subnets]
redistribute ospf id [nssa-only] MmnopTutopBaTb MapLupyTbl U3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — ycTaHaB/AMBaeT 3HayeHue nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLLIPYTOB;
name] [match {internal | - metric-type type-1 — umnopTtupyet c nomeTkoh Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — umMnopTUpyeT C NomeTKoM Kak OSPF
external 2;
- match internal — umnopTMpyeT mapwpyTbl B Npeaenax area;
-match external-1 — umnoptupyer mapwpytel TMna OSPF
. external 1;
'd:_(l"65535); - match external-2 — umnopTtupyetT MmapwpyTel TMna OSPF
metric: (1..65535); .
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

name: (1..64) cumBona;
acl_name: (1..32)
cumBona

- subnets — N03BONISET UMNOPTUPOBATL NOACETH;

- name — NPUMeHAET YKa3aHHY0 MOJIMTUKY MMMNOPTA, NO3BOJIA-
oLylo GUNLTPOBaTL U BHOCUTb M3MEHEHUS B MMMOPTUPYEMble
MapLUpyTbl;

- metric — yCTaHaB/AMBaET 3HaYeHME METPUKU A1 UMNOPTUPYe-
MbIX MapLUPYTOB.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBona

MmnopTtuposatb mapuwpyTtbl U3 RIP 8 OSPF.

- metric — 3HaYeHne MeTPUKN AN UMNOPTUPYEMbIX MAPLLPYTOB;
- name — MsA NOIMTUKN MMMNOPTA, NO3BOAAOLLEN GUABTPOBATb U
BHOCWUTb U3MEHEHUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — uma ctaHgaptHoro IP ACL, koTopbii byaeT umc-
NMonb30BaH ANA GUALTPALUKN UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — No3BoAAET UMNOPTUPOBATL NOACETH.

3anpeTuTb yKasaHHY GyHKUMIO.

redistribute isis [/eve/] [match
match] [metric metric]
[route-map name]

[filter-list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoNna

MmnopTtupoBaTtb mappyTtbl U3 IS-IS B OSPF.

- level — ycTaHOBUTb M3 Kakoro ypoBHA IS-IS 6yayT aHoHcupo-
BaTbCA MapLUpyTbl;

- match — Npon3BOANTb AHOHCUPOBAHME TO/IbKO AN1A YKa3aHHbIX
TMNos IS-IS mapwpyTos;

- metric — 3Ha4YeHMe METPUKM A8 UMMOPTUPYEMBbIX MAPLLPYTOB;
- name — UMA NOAUTUKU MMNOPTA, NO3BOAAIOLLEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vmsa cTaHgapTHoro IP ACL, KoTopbii bygeT ucnosb-
30BaH 414 GUNbTPALUKN UMNOPTUPYEMBIX MaPLIPYTOB;

- subnets — no3BofET UMNOPTUPOBATL NOACETH.

be3 napameTpoB 3anpeTuTb MMMNOPT MapLpyToB u3 IS-IS 8 OSPF.
B cnyyae yKkasaHua napameTpa BEpPHYTb €ro 3HaYeHue no ymon-
YaHuio.
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HELTEX

redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1-65535);
name: (1..64) cumBona;
acl_name: (1..32)

MmnopTtupoBaTtb mapwpyTbl 3 BGP B OSPF.

- metric — 3HaYeHNe MEeTPUKMN ANA UMNOPTUPYEMbIX MAPLLPYTOB;
- name — MA NOUTUKN MMNOPTA, NO3BONAIOLLEN GUABTPOBATL U
BHOCWUTb U3MEHEHUS B UMNOPTMPYEMbIE MAPLLPYTbI;

- acl_name — umsa ctaHgaptHoro IP ACL, KoTopblli 6ygeT ncnosb-
30BaH 414 GUAbTPALUN UMMOPTUPYEMBIX MAPLIPYTOB;

cumBsona - subnets — no3BonAeT UMNOPTUPOBATL NOACETH.
no redistribute bgp [metric be3 napameTpos 3anpeTuTb UMNOPT MmapLlupyTos U3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA mapameTpa BO3BpallaeT ero 3HayeHue no
[filter-list ac/_name] [subnets] YMOYaHMIO.
router-id A.B.C.D A.B.C.D: YcTaHOBUTb MAEHTUOMKATOP MapLIpyTU3aTOpa, KOTOPbLINA YHU-
naeHtTudmKaTop KasibHO MAEHTUGMLMPYET MapLIPYTM3ATOP B Npesesiax O4HOMN aB-

MapLupyTU3aTopa B

no router-id A.B.C.D

dopmare ipv4-agpeca

TOHOMHOW CUCTEMDbI.

YCTaHOBWUTb 3HAYeHUE NOo YMOIHaHUIO.

network ip_addr area A.B.C.D
[shutdown]

ip_addr: A.B.C.D

no network ip addr

BKatounTb (oTKAOUMTL) aK3emnnsap OSPF Ha IP-uHTepdeiice (ana
IPv4).

Ypanutb IP-agpec uHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb MeTprKy OSPF-mapLupyTa.

OTKAOUNTD GYHKLMMN.

area A.B.C.D stub
[no-summary]

A.B.C.D:
naeHTuduKkaTop
MaplupyT13aTopa B

no area A.B.C.D stub

dopmarte IPv4-agpeca

YCTaHOBWTb A1 YKa3aHHOW 30HbI TUN stub. 30Ha — COBOKYMHOCTb
ceTeill U MapLIPyTM3aTOPOB, UMEIOLLMX OAUH U TOT XKe UAEHTUDU-
KaTop.

- no-summary — He OTNPaBAATb MHPOPMALMIO O CYMMUPOBAHHbIX
BHELLHWUX MapLIpyTax.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

A.B.C.D:
naeHTudumKaTop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
interval: uenoe
NONOXKUTENIbHOE YNCO

no area A.B.C.D nssa

YCTaHOBUTb AR YKa3aHHOM 30HbI TUN NSSA.

- no-summary — He NPUHUMaTb MHGOPMALLMIO O CYMMUPOBAHHbIX
BHELIHMX MappyTax BHYTPb NSSA-30HbI;

- interval — onpefenseT NPOMeKYTOK BpEMEHM (B CEKYHAaX), B Te-
YeHne KOToPOoro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
CNe TOro, Kak 0BHapPYKUT, YTO TPAHCAATOPOM CTan APYron rpa-
HWYHbI MapLUpPyTU3aTOp;

- translator-role — onpepgensaeT, Kaknm 06pasom Ha MapLIpyTM3a-
Tope 6yaeT GYHKLUMOHMPOBATL PEXKMM TPaHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpUHYyAUTENILHOM NOCTOAHHOM PEXUME;

- candidate — B perkMme yyacTua B Bbibopax TpaHcaaTopa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;

Co34aTtb BUPTyasibHOE COEANHEHME MEXKAY OCHOBHOM U ApYrMmM
YOANEeHHbIMM 061aCTAMM, KOTOPbIE MMEIT MEXAY HUMKU obna-
cTu.

- hello-interval — yka3atb hello-uHTepsan;

- retransmit-interval — ykasaTb uHTepBan meay NOBTOPHbIMYU Ne-
pegayamu;

- transmit-delay — yka3aTtb Bpema 3a4epKu;

- dead-interval — ykasaTb dead-uHTepsan;

- null — 6e3 ayTeHTMdUKaLMK;

- message-digest — ayTeHTUOUKaUMSA C WMdpPOBaHUEM;

- word — naposib AN ayTeHTUGUKaLUM.

- - word: (1..256)
no area A.B.C.D virtual-link YaanuTb BUPTYasibHOE COegUHEHUE.
X CMMBO/IOB
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YCTaHOBUTb 3HaYeHWe CTOMMOCTU CYMMApPHOro mapLipyTta, uc-
naeHTudumKaTop nonb3yemoro ans stub- u NSSA-30H (ana IPv4).

no area A.B.C.D default-cost

MaplupyTusaTopa B
dopmarte IPv4-agpeca;
cost: uenoe
NONOXKUTENIbHOE YNCI0

YCTaHOBUTb 3HaAYeHue no YMOIHaHUIO.
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HELTEX

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentication
[message-digest]

A.B.C.D:
naeHTudumKkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
-/BbIK/IIOYEHO

BKAounTb ayTeHTUPUKAUMIO ONA Bcex WMHTepdelcoB AaHHOM
30HbI (g1A IPv4):
- message-digest — c wnudposaHmem MDS5.

OTKNOUUTL ayTeHTUDUKALMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTudumKaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca;
network_address:

Co34aTb CyMMapHbI MapLpyT Ha rpaHuLe 30HbI (ans IPv4).
- advertise — aHOHCMPOBaTb CO3AaHHbBIW MapLLPYT;
- not-advertise — He aHOHCMPOBATb CO3A4aHHbIN MAPLUPYT.

YAanuTb CyMMapHbIi MapLupyT.

no area A.B.C.D filter-list prefix

MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHoBUTb GUALTP Ha MApPLLPYTbl, aHOHCUPYEMble B YKa3aHHYHO
prefix_list in naeHtTudmKaTop 30HY U3 ApYrux 30H (gna IPv4).

®duUnbTpauma NPou3BOAUTCA TONBKO ANA MapLIPYTOB
LSA Type 3.

Ypanutb GUALTP Ha MapLpyTbl, aHOHCUMPYEMbIE B YKa3aHHYHO

no area A.B.C.D filter-list prefix

MapLpyTU3aTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

prefix_list in cMmBona 30HY U3 ApYyrux 30H (ana IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YCcTaHOBUTb GUABTP HA MAPLLPYTbI, aHOHCMPYEMbIE U3 YKa3aHHOM
prefix_list out naeHTudumKaTop 30HbI B Apyrue 30Hbl (ansa IPva).

®dunbTpauma NpPousBOAUTCA TONbKO ANA MapLUPYTOB
LSA Type 3.

Ypanutb GUALTP Ha MapLIpyTbl, aHOHCMPYEMble U3 yKa3aHHOW

MapLlupyTusaTopa B
dopmarte IPvi-agpeca;
-/BK/IIOYEHO

prefix_list out cMmBona 30Hbl B Apyrue 30Hbl (ana IPv4).
area A.B.C.D shutdown A.B.C.D: OTkAtoumTb Nnpouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTudUKaTop BkatounTb npouecc OSPF ans 30HbI.

passive-interface

no passive-interface

-/BbIK/OYEHO

3anpetutb Bcem IP-nHTEpdElicam, yyacTsyoWwmMm B npoLecce
OSPF, 06MeHMBaTbLCA NPOTOKO/IbHBIMMW COOBLLLEHMAMM C COCe-
OAMU (BKNHOYAET NACCUBHBIN PeXKMM).
Mpu npMmeHeHUN JAHHOK KOMaHAbl HaCTPOMKa ip
V ospf passive-interface yaanserca co Bcex ip uHTep-
deiicoB u cTaHOBUTCA ANA HAX 3HAYEHUEM MO YMOJI-
YaHwulio.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

shutdown

no shutdown

-/BKIOYEHO

OTkAtoumTb Npouecc OSPF.

Bkatountb npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YCTaHOBUTb BENIMYMHY 33JEPXKKU, NPOU3BOAMMON nepes odye-
pegHbIM nocsiefoBaTebHbiM pacyeTom SPF.

no timers Isa throttle

(0..60000)/0 mc

5000 mc
no timers spf delay YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.
timers Isa throttle min_interval 3apaTb BpeMeHHble napameTpbl LSA-TpOTTAUHIA. TPOTTAUHT fei-
hold_interval max_interval CTBYET TO/IbKO Ha LSA, MCTOYHUKOM KOTOPBIX ABAAETCA IOKa/IbHOE
YCTPOWCTBO.
in int | - min_interval — MWHUMaNbHbI BPEMEHHOW WHTEPBAN MeXAY
min_interval:
= ABYMA MOCNef0BaTe/IbHO OTNPaBAAOLWMMUCA OAUHAKOBbIMU
(0..60000)/5000 mc; LSA
hold_interval: . o
0 60600)/0 - hold_interval — nHTepBan, onpesenstolmii TeKyLLee Bpems 3a-
. MC; o o o
: ’ AepKu. C Kaxaol HoBOW NocneaoBaTeNbHoM LSA sToT MHTepBan
max_interval:

YMHOXaeTcA Ha fBa, MOKa He AOCTUTHeT 3Ha4YeHna max_interval.
- max_interval — MmaKcMManbHbIii BpEMEHHON MHTEPBaN Mexay
ABYMS NOCNeAo0BaTeNbHO OTNPABAAIOWMMMUCA OAUHAKOBLIMU
LSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBWUTb MWHUMANbHBIN BPEMEHHON WMHTEPBaa, C KOTOPbIM
MapLupyT1saTop obpabaTbiBaeT NpuHMMaemble LSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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HELTEX

neighbor ip_add [priority
priority]

3apatb IPv4-agpec gns ctatnyeckoro OSPF-cocena

- ip_add — IPv4-appec;

- priority — yKasaTb priority ana cocega (y4nmTbiBaeTca TONbKO B
cocTtosiHum attempt/down).

priority: (0..255)/0 V Hactpoiika aKTyanbHa TonbKo Ana non-broadcast u

point-to-multipoint non-broadcast Tunos cerei.
Ypanutb KoHdurypaumio ana OSPF-cocepa ¢ ykasaHHbIM |Pv4-
aapecom.

no neighbor ip_add

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console (config-ip) #

Tabanuya 302 — KomaHab! perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip ospf shutdown

BbIKNHOUYMTL MapwpyTM3aumio no npotokony OSPF Ha uHTep-
deiice.

- -/BKAtOYEHO
no ip ospf shutdown BKkAounMTb Mapwpytmsaumio no npotokony OSPF Ha uHTep-
deiice.

ip ospf network {broadcast | BbibpaTb TMN ceTu:

non-broadcast | point-to-point - broadcast — wupoKoBelaTenbHaa ceTb C MHOMKECTBEHHbIM
| point-to-multipoint non- [OCTYNOM;

broadcast} - non-broadcast — HewwupoKoBewaTenbHaa CeTb C MHOXe-

-/broadcast CTBEHHbIM A0CTYMOM;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa»;
- point-to-multipoint non-broadcast — HewupokoBelaTenb-
Has CeTb C MHOXECTBEHHbIM AOCTYNOM TOYKA-MHOFOTOYKAY.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

Bkntountb ayteHTUdMKaumo B OSPF ¢ ncnonb3oBaHnem 3agaH-
HOro napons B HewndpoBaHH

- message-digest — Bkntoyaet ayTeHTUdMKaumto B OSPF ¢ uc-
nonb3oBaHWEM 33aHHOro Habopa Ktoyen u anroputma MD5.

3Ha4yeHune No YMO/14aHUIo.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naposb He 3a4aH

Ha3sHaunTb naponb ana ayTeHTUGMKaumMm cocenem, LOCTYNHbIX
yepes Tekywmi nHtepdeiic. Maponb 3agaetca B HelwndpoBaH-
HOM BUAe.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aroo-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
Ktoya ayTeHTUdMKaUMK.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aiT/naposb He 3a4aH

HasHauuTb Naponb AN ayTeHTUOUKALMM cocenelt, AOCTYNHbIX
yepes TekyLWmint uHTepdeic. Maponb 3a8aeTca B LWMGPOBAHHOM
BUAe.

Maposb, yKasaHHbIN TakMm 06pa3om, 6yLeT BHeAPEH B 3aro/io-
BOK Ka)K[oro yxoZslliero B 3Ty ceTb naketa OSPF B KayecTse
K/oYa ayTeHTUdMKaLMK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3afaHO

3apaTb UMA Habopa KAloyen, KOTopbIN ByaeT NCNob30BaTLCA
npu ayTeHTUOUKaLUK.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

ip ospf authentication null

-/He ncnonbsyeTca

OTKNHOYUTD UCNONb30BAHUE ayTEHTUOMKALLMM Ha TEKYLLEM WH-
Tepdelice.

ip ospf cost cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHMA KaHana, KoTopas AB/AseTcs
YC/IOBHbIM MOKasaTenem '"cTommoctu" nepecbiiku AaHHbIX MO
KaHany.
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no ip ospf cost

YCTaHOBUTb 3HaYeHMeE N0 YMOIYAHWIO.

ip ospf poll-interval interval

no ip ospf poll-interval

interval: (1..255)/120
CeKyHA,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAaX, N0 UCTEYEHUM KO-
TOporo mapupyTtmusatop otnpasnset hello-nakeTbl ¢ HeaKTuB-
Horo nHTepdeiica (OSPF-coceacTBo B cTaTyce down).

V HacTpoiika akTtyanbHa TonbKo gna non-broadcast n

point-to-multipoint non-broadcast Tunos cerei.
YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeRyHA;
minimal — 1 cek

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, N0 UCTEYEHMM KO-
Toporo coceg, 6yAeT cuMTaTbCA HEAKTUBHbIM. ITOT MHTepBan
A0/KeH bbITb KpaTHbIM 3HaueHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam otnpaeku hello-naketos.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YCTaHOBUTb MHTEPBaN BPEMEHU B CEKYHAX, MO UCTEYEHMM KO-
TOPOro MmapLpyTusaTop oTnpasaset cneayrowmin hello-naket c

no ip ospf mtu-ignore

10 ceKyHg, nHTepodelica.
no ip ospf hello-interval YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
ip ospf mtu-ignore OTKNtounTL NpoBepkn MTU.
-/BKAtOYEHO

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/IIOYEHO

3anpeTtutb IP-uHTepdelicy 06MeHMBaTbCA NPOTOKOIbHBbIMU CO-
0bueHnAMM ¢ coceaamm (BKNOYAET NACCUBHbBIN PEXUM).

YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
» Ecnm npumeHeHa HacTpoiika passive-interface B pe-

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

}ume KoHdurypaumm npouecca OSPF, To AaHHaA Ko-

MaHAA BbIBOAUT AaHHbIW IP-uHTepdeiic u3 naccms-
YCTaHOBUTb NPUOPUTET MAPLLIPYTMU3ATOPA, KOTOPbLIV UCNOb3Y-
etcs gns Bbibopa DR 1 BDR.

HOro peXxuma.
YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf bfd

no ip ospf bfd

-/BbIK/OYEHO

BKkntounTtb npotokon BFD Ha uHTepdeiice ana cocenei no npo-
ToKony OSPF.

BbikntounTb NpoTokon BFD Ha uHTepdeice ana cocepeit no
npoTtokony OSPF.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica Ethernet, VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 303 — KomaHabl perkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNOYEHO

BbIKNOUMTL mMapLuipyTU3aumio no npoTtokony OSPFv3 Ha uHTep-
deice.

BKAIOUMTL MapLipyTM3aumio no npotokony OSPFv3 Ha wuHTep-
deice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHtTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca

Bk/tounThb (0TKNOUYMTL) OSPF-npouecc Ans onpeseneHHoM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOSIHMA KaHana, KoTopaa fABAsercs
YCNOBHbIM NOKasatenem "cToMmocTu" nepecbiik1 AaHHbIX Mo Ka-
Hany.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YCTaHOBWUTb MHTEPBA/ BPEMEHM B CEKYHAAX, MO UCTEYEHMM KOTO-
poro cocep, 6yfeT cuMTaTbCA HEAKTUBHBIM. ITOT MHTEPBAN L0-
¥KeH bbITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno, dead-
interval paseH 4 nHtepsanam otnpasku hello-naketos.

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWIO.
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ipv6 ospf hello-interval interval

interval: (1..65535)/10

YCTaHOBWUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUU KOTO-
poro mapuwpyTtusaTtop oTnpasasert cnegyowuii hello-naker ¢ uH-

CEKYHZ, Tepdelica.
no ipv6 ospf hello-interval YCTaHOBWTb 3HAYEHME N0 YMONUYAHUIO.
ipv6 ospf mtu-ignore . OTKAtounTL Nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apatb IPv6 agpec cocepa.

Ypanutb IPv6 agpec cocena.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YCTaHOBUTb NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIN MCMONb3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CEKYHA,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHMM KOTO-
pPOro MapLpyTM3aToOp NOBTOPHO OTMNPABUT NaKeT, Ha KOTOPbIN He
nony4ymn NoATBEPKAEHMA O nonyvyeHun (Hanpumep, Database
Description naket unm Link State Request nakeTbl).

YCTaHOBUTb 3HAYeHMe Nno YMO4aHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CEKYHA,

YCcTaHOBUTL NpUMeEpPHOE BpeMA B CEKYHAAX, Heobxoaumoe ans
nepefayn naketa COCTOAHMA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnuua 304 — KomaHabl pexxunma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuio

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OT06pasnTb KoHPUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OTo6pa3sunTb nHPopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocepa
vrf_name: (1..32)
cumBona

OTo6pasunTb MHPopmaumm o6 OSPF-cocese ¢ yKasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OT06pasunTb KOHPUrypaumm scex OSPF-uHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cMMBONIA

OT06pasunTb KOHPUrypaLmm KoHKpeTHoro OSPF-uHTepdeiica.
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show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cMmBosia

OT06pa3unTb cocTosHMe H6a3bl 4aHHbIX NpoToKosia OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTO6pasnTb MapameTpbl U TEKyLlee COCTOSIHWE BUPTYasibHbIX
JIHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBona

Pa3sopeaTb COCEACTBA U yAa/IUTb COOTBETCTBYIOLME MAPLLIPYTHI.

[pumepbl UCN0a16308AHUA KOMAHO

o [lokasaTb OSPF-coceaeli gns onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpegenerHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

KomaHObI pexcuma KoHgu2ypayuu VRF

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume KoHpurypaumnm VRF:

console (config-vrf) #

Tabnunua 305 — KomaHabl perkuma KoHourypaumm VRF

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

distance ospf {inter-as | intra-
as} distance

no distance ospf {inter-as |
intra-as}

(1..255)/0SPF intra-
as:30,
OSPF inter-as:110

YCTaHOBUTb 3HaYeHMe aAMUHUCTPATUBHON AncTaHumu (AD) gna
BCEX MapLLpPYTOB YKa3aHHOro TMna.

- ospf inter-as — yctaHaBnvBaeT 3HayeHne AD gna merk3oHanb-
HbIX MapLUPYTOB, NPUHATbLIX MO NpoTokony OSPF;

- ospf intra-as — yctaHasnvBaeT 3HaYeHne AD gna BHYTPU3OHaAb-
HbIX MapLLPYTOB, NPUHATbLIX NO NpoTokoay OSPF.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

5.30.4 Hacmpoiika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOro W03a) ABAAETCA MPOTOKO/IOM MapLLpy-
TU3aUMM MeXKay aBTOHOMHbIMM cuctemamm (AS). OcHoBHOMN dyHKUMel BGP-cuctembl aBnsetca obmeH
NMHdopMaumelt 0 4OCTYNHOCTM ceTel ¢ Apyrumn cuctemamm BGP. MHpopmauma o gocTynHoCTM ceTei
BK/IHOHYAET CMMCOK aBTOHOMHbIX cucTeM (AS), yuepes KoTopble NPOXoAMUT 3Ta MHGopmauma.

BGP ABnAeTca NpOTOKONOM MPUKAAAHOrO YPOBHA M QYHKUMOHUPYET NOBEpPX MPOTOKOAA TPaHC-
nopTHoro yposHsa TCP (nopt 179). Mocne ycTaHOBKM coeamHeHuA nepenaétca MHbopmauma obo Bcex
MapLipyTax, NpeAaHa3HauyeHHbIX As 3KcnopTa. B aanbHelwem nepenaérca ToNbKO MHPOpMmaLms 06 ms3-
MeHeHMAX B Tabanuax MapLpyTM3aumm.

y

NoppepxKa npotokona BGP npeaoctaBnserca No ANLEH3UN.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabanua 306 — KomaHab! perknuma rnobanbHo KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

router bgp [as_plain_id |
as_dot _id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot_id]

BKAKOUMTL MapLupyTU3aLmio No npotokony BGP.

3apatb naeHTUdMKaTop AS U NEPENTU B PeXUM €€ KOHOUTypu-
poBaHus.

-as_plain_id —vwaeHTMPUKATOP aBTOHOMHOW CUCTEMBI, UCMO/b-
3yemblli MapLlpyTU3aTOPOM NpPU YCTAaHOB/IEHUWU COCeACTBA U
obmeHe mapLupyTHON MHbOPMaLment;

- as_dot_id — naeHTMdMKaTOP aBTOHOMHOM CUCTEMbI B 32-6UT-
Hom dopmare.

OcTaHoBUTb BGP-mapuipyTusaTtop, yAaauTb BCHO KOHOUrypa-
LMo NpoToKosa BGP.

ip community-list standard
name seq section_id
{permit | deny}

name: (1..32)

ip community-list expanded
name seq section_id
{permit | deny} reg_exp

CUMBOAA;
section_id:
(1..4294967295);
reg_exp: (1..127)

Co3paTb CTaHAAPTHBIV CMMCOK community M BOMTU B peXXUM ero
KOHUrypaumm.

Co3paTb paclUMpPEeHHbI CIMCOK community.

reg_exp — perynsipHoe BbipasKeHue.

[aHHbIi cnmcok community Mcnonb3yetca Kak WwabaoH ans no-
MCKa coBMageHunit community B cekuum match B route-map.

section_id {permit | deny}
reg_exp

(1..4294967295);
reg_exp: (1..127)

no ip community-list cnmsona Y[anuTb yKasaHHbIWM CMMCOK community LeJIMKOM MW TOJIbKO
{standard | expanded} KOHKPETHYIO ero CeKkuuio.

name seq [section_id]

ip extcommunity-list Co3aaTb CTaHAAPTHBIW CNUCOK C PacLUMPEHHbIMX community n
standard name seq BXOAMT B PEXUM ero KoHourypaumm.

section_id {permit | deny}

ip extcommunity-list name: (1"3.2) Co3AaTb pacWMpPEHHbIN CMUCOK C PaCLUMPEHHbIMX community.
expanded name seq scevéili‘:::n?olr reg_exp — perynspHoe BblpaxKeHue.

[aHHbIN cnncok extcommunity MCNOb3yeTca Kak WwabnoH ans
MOMCKa COBMAZEHMIN pPacWMPEHHbIX community B ceKkuuu
match B route-map.

(1-4294967295);

no ip as-path access-list
name seq [ section_id ]

reg_exp: (1..160)
cMmBosIa

no ip extcommunity-list cvmeona Y4anuTb YKasaHHbIA CNMCOK extcommunity LEeAMKom uau
{standard | expanded} TO/IbKO KOHKPETHYHO €ro CEeKLMIO.

name seq [section_id]

ip as-path access-list name name: (1..32) Co3patb cnucoK as-path.

seq section_id {permit | CMMBONA; - reg_exp — perynsapHoe BbipaxkeHue.

deny} reg_exp section_id [aHHbIN CNMCOK as-path ncnosibayeTtca Kak WabioH 419 noncka

coBnageHui as-path-filter B cekumm match B route-map.

Yaanutb yKaBaHHblﬁ CANUCOK as-path LEeNNKOM UIN TOZIbKO KOH-
KPETHYIO ero cekuuto.

KomaHObI pexcuma KoHgu2ypayuu AS

Bupg, 3anpoca KOMaHAHON CTPOKM B pexume KoHdurypauum AS:

console (router-bgp) #

Tabanua 307 — KomaHzabl perkmuma KoHourypaumm AS

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apatb naeHTudukaTop BGP-mapwpytusaTopa.

Ypanute ngeHtnoukatop BGP-mapwpyTtmsaTtopa.

bgp asnotation dot

-/asplain

3apeiicTBoBaTb cucTeMy 0b6o3HaueHne Homepos AS B popmate
asdot.
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no bgp asnotation

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

bgp client-to-client reflec-
tion

no bgp client-to-client re-
flection

-/BKIOYEHO

BKIOYUNTbL NeEpecbiKy MapLupyToB, nosydyeHHbix oT reflector-
KnveHTa, apyrum reflector-knvertam.

BbIK/IIOUMTL NepecbiNKy MapwpyToB, nosy4YeHHbIx oT reflector-
KnveHTa, apyrum reflector-knvextam.

bgp cluser-id ip_add

3aaéT naeHTUPUKaTop Knactepa BGP-mapwpyTtusaTopa.
B cnyyae ecnm wupeHTMPUKaTOp Kaactepa He
V HacTpoeH, B KauyectBe uaeHTuduKatopa 6yaer uc-
nonb3oBaTbcA rnob6anbHblit ngeHTupukatop BGP-
MapLipyTusaTopa.

no bgp cluser-id

YpanuTe naeHtTMduKaTop Knactepa BGP-mapwpyTtmsaTtopa.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKNOYNTL NpoToKoa BGP, He yaanasa ero
KOHOUrypaumto.
JT0 AeiicTBUE BIYET 3a c060I4 pa3pbiB BCEX CECCUM C
V BGP-cocegammu n oUUCTKY Tabauubl MapLIpyTU3aLmum
npoTokona BGP.

BKkntounTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3apgatb IP-agpec ana BGP-cocega wvnu nepentn B pexum
KOHGrypMpoBaHUA CyLLeCTBYIOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocepa ¢ ykasaHHbiMm |Pv4
nnn IPv6-agpecom.

peer-group name

name: (1..32) cum-

Cospatb Peer-rpynny.
- name — vmA rpynnbi.

BoAa

no peer-group name YaanuTb cosgaHHyto Peer-rpynny.

address-family ipv4 {unicast YKkasatb Tmn IPv4 Address Family u nepesognt KommyTtaTop B

| multicast} Junicast pexunm KoHdurypauum cootsetcTaytoweit Address Family.
-/uni

no address-family ipv4
{unicast | multicast}

BbIKMOUNTL cooTBeTCTBYOLWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

Ykasatb T1n 12vpn Address Family n nepesoaut KommyTaTop B
pexXum KoHdurypaumm cootsetcTeytowein address-family.

BbIkNtounTb cooTBeTCTBYOLWYO address-family.

vrf [vrf-name]

no vrf [vrf-name]

vrf-name: (1..32)
cMMBONA

Co3paTb KOHTeKCT VRF.
' VRF gosKeH 6biTb co3aaH B rnobanbHoit KoHdurypa-

L LMK KommyTaTopa.

Yaanntb KoHTeKcT VRF.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHourypaumm Address-Family:

console (router-bgp-af) #

Tabnunua 308 — KomaHabl pexkuma KoHourypaumm Address-Family

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agatb noaceTb, KOTOpasA aHOHcupyeTca BGP-coceaam.

- ip-add — appec noacetu;

- mask — macka noaceTu.
Ecam macKka He yKasaHa, N0 YMO/N4aHUIO OHa 3aAa-
€TCA KNaccoBbiM METOA0M agpecaLuu.
mask — macka IP-nogcetu nam ganHa npedukca.

YpanuTb aHOHC AaHHOM NoaceTH.
- ip-add — appec noaceTy;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

metric: (1-
4294967295);
name: (1..32) cumsona

Paspeluntb aHOHCMpOBaHMe connected-mapLIpyTOB.

- metric — 3Ha4yeHue aTpnbyta MED, KoTopoe byaeT npuceo-
€HO UMNOPTUPOBAHHBIM MapPLLPYTaM;

- name — Ha3BaHwue access-list, KoTopblil ByaeT NpUMeHeH K
MapLipyTam.

318 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, MES5310-
48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

no redistribute connected

3anpeTuTb aHOHCMpPOBaHMe connected-mMapLIpPyTOB.

redistribute rip [metric
metric | filter-list name]

metric: (1-
4294967295);
name: (1..32) cumBona

no redistribute rip

MmnopTtuposaTtb mapwpyTbl RIP B BGP.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHbIM MapLIPYTam;

- name — Ha3BaHue access-list, KOTopbI ByaeT NpUMeHeH K
MapLupyTam.

3anpeTuTb UMNOPT MapwpyToB 13 npotokona RIP.

redistribute static [metric
metric | filter-list name]

metric: (1-
4294967295);
name: (1..32) cumBona

no redistribute static

Pa3pelunTb aHOHCMPOBaHWE CTaTUYECKUX MapLLPYTOB.

- metric — 3Ha4yeHue aTpnbyta MED, KoTopoe byaeT npucBo-
€HO UMMOPTUPOBAHHbLIM MapLUPYTaMm;

- name — Ha3BaHWe access-list, KoTopbIit byaeT NpUMeHeH K
MapLipyTam.

3anpeTuTb aHOHCMPOBAHME CTAaTUYECKMX MApPLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CMMBO/IOB;
mtype: (type-1, type-

no redistribute ospf

2);
name: (0..32) cumBona

MmnopTtuposatb mapupytbl OSPF B BGP.

- id — naeHTMdUKaTop npouecca OSPF;

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npucso-
€HO MMNOPTMPOBAHHBIM MapLUPYTam;

- type — Tvn OSPF-mapLupyTos, aHOHCMpyembix B BGP;

- name — Ha3BaHwWe access-list, KOTopbIl ByaeT NpUMeHEH K
MapLupyTam;

- mtype — TMn meTpuku Ex1 nam Ex2.

3anpeTnTb UMNOPT MapLUPYTOB 13 NpoTokona OSPF.

redistribute isis [/level]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)

MmnopTtuposaTb mapwpyTbl u3 IS-IS 8 BGP.

- level — ycTaHOBUTb U3 KaKoro ypoBHsA IS-IS 6yayT aHoHCUpo-
BaTbCA MapLLpyThl;

- match — npon3BoAUTbL aHOHCMPOBaHWE TONIBKO ANA YKa3aH-
HbIX TUNOB IS-IS mapLupyTOB;

- metric — 3Ha4YeHNe MEeTPUKM ANA UMNOPTUPYEMBIX MapLLpPY-
TOB;

- acl_name — nmsa ctaHgapTHoro IP ACL, KoTopbili byaeTt uc-

cMmBoNa Nonb30BaH ANA GUAbTPALUKN UMNOPTUPYEMbIX MAPLLPYTOB.
no redistribute isis 3anpeTnTb MMMNOPT MapLUPYTOB U3 NpoToKona IS-IS.
redistribute bgp [ metric MMnopTupoBaTb MapLpyTbl, Noay4YeHHble B none default VRF
metric / filter-list name] no npotokosy BGP, 8 BGP AF I12vpn evpn
metric: - metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npucso-

(1-4294967295);
name: (1..32) cumBona

no redistribute bgp

€HO MMMNOPTUPOBAHHBIM MapLUPYyTaMm;
- name — HasBaHue access-list, KoTopbIit BygeT NpumeHeH K
MapLLpyTam.

3anpeTuTb aHOHCMPOBaHME MapLUPYTOB.

aggregate-address
ipv4_add mask [ summary-
only / as-set / advertise-
map route_map_name /
attribute-map
route_map_name / sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntounTb arperaymio 6onee cnewmduUUHbIX MapLIPYTOB, BXO-
OALMX B YKA3aHHbIV npeduKc:

- ipv4_add — IPv4-appec noacetu;

- mask — macka noacetu

- route_map_name — “ma route-map;

- summary-only — 3anpeTuTb OTNPABKY COCEAAM MapLIPYTOB,
KOTOpblE NOMNAAAIT NOA CYMMUPYIOLWMIA MapLIpyT;

- as-set — BKNOUYUTb f06aBAEHNE B CYMMUPYIOLWMIA MapLipyT
as-path, nonyyeHHbIN U3 NpedurKcos, NonagaoWmMx NoA Cym-
MUPYIOLLUIA MApLLPYT;

- Suppress-map — 3anpeTUTb OTNPaBKY COCeaaM MapLpyToB.,
nonagatowux nog route-map (napametp summary-only uUrHo-
pupyetcs);

- advertise-map — mapLupyTbl, Nonagatowme nog route-map,
He ByayT nonagaTtb NoA CYMMUPYIOLLNIA;

- attribute-map — BKAOYUTL YCTAHOBKY AN CYMMUPYIOLLErO
MapLipyTa aTpubyToB, YKasaHHbIX B OEWACTBUM set B route-
map.

Ypanutb arperaymio 60s1ee cneundmruHbIX MapLIPyTOB, BXOAA-
LLMX B YKa3aHHbIN npeduKc.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunuya 309 — KomaHabl perkuma KoHourypaumm BGP-coceana

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BKNOUNTL OrpaHMYeHUe KOAMYecTBa NPUHMMAEMbIX MapLl-
pyTtos oT BGP-cocepa.

- value — MakcMmanbHOE KOMYECTBO MPUHUMAEMbIX MapLL-
pyToB;

- percent — NPOLLEHT OT MAaKCUMAIbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTUKEHUM KOTOPOro OTNPAaBAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOM NPOMEXKYTOK (B CEKYHAAX), MO MUCTeYe-
HWIO KOTOPOTO MPOUCXOAMUT NEPENOSKIOYEHNE, ECIN CECCUA
6blna pasopBaHa M3-3a NPEBbIWEHUA KOMYECTBA MapLupy-
TOB;

- type — Ha3HayaeT AeliCTBME, BbINOJHAEMOE NPU AOCTUNKE-
HUW MAKCMMA/IbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> nam
OoTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIK/IOUMTB OrpaHUYEeHME KOIMYeCcTBa NPUHMMAEMbIX MapLu-
pytoB oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval

3aaaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHUManbHbIMA MHTEPBaN Mexay oTnpaBkon UP-
DATE coobuieHnit 04HOrO U TOTO XKe MapLupyTa;

- With-sec — MMHUMANbHbIV WHTEPBAN MeXAy aHOHCMPOBA-
HMEM MapLUpyTa 1 ero NocneayroLmnm ge-aHOHCMPOBaHNEM.

V —Advertisement-interval gonxkeH 6biTb 60nblie
unm paseH withdraw-interval;

— MapuwpyTbl, KOTOpble A0/MKHbI 6bITb aHOHCUPO-
BaHbl cocegHum BGP-mapupyTtusaTopam, pacnpe-
[enarTca No Heckonbkum UPDATE-coobuweHuam.
Mexay otnpaeKoi atTux UPDATE-coo6uieHui Bbl-
OEePXUBAETCA C/NyYaliHbli BpemMeHHOW WHTepBan
Takum o6pasom, utobbl obuiee Bpema mexay 06-
HOBJIEHWEM MapLUPYTOB B JIOKaNbHOI Tabauue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B chyyae otnpaBku
NIOKaNbHbIX (MapLpyTbl U3 I0KaNbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pa3om, Kaxx-
Ablii U3 MapLIPYTOB MOXKET UMETb CAYYaAHYIO Be-
JNINUMHY 33[eP3KKM aHOHCUPOBAHUA;

— ToyHoCTb paboTbi TalimepoB advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMa/ZIbHOro 3HaueHua nboro us
3TUX TPEX TalimepoB, HACTPOEHHbIX Ha BGP-
maplipyTtusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U fie-aHOHCUPOBa-
HUMA MapLpyTOB, CKOHPUrypMpoOBaHHbIX Ha
YCTPOUCTBE, AUCKPETUIMPYIOTCA WMHTEpBasioM B
1/255 ot HanbonblIero HaCTPOEHHOTO 3HaYEeHUA.
YBenMueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTL K YBE/IMUEHUIO YaCTOTbl AUCKPETU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K MOHUMKEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaAYeHue no YMOI4aHUIO.

as-origination-interval
seconds
KYHA,

seconds: (0-65535)/15 ce-

3a4aTb BpeMeHHOM nHTepBan mexay otnpaskoi UPDATE co-
0ob6LEeHNI 0AHOrO M TOTO Ke MapLUpyTa, UCNosb3yeTca ANA
QHOHCA /IOKaNbHbIX (MApLWpPYTbl U3 NOKanbHOW AS) mapwpy-
TOB €BGP cocepam.
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HELTEX

no as-origination-interval

YCTaHOBWTb 3HaYeHMeE N0 YMOHYAHWIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4aTb BpEMEHHOW UHTEpPBas, MO UCTEYEHUIO KOTOPOro BO3-
obHoBAAETCA NonbITKa co3aaTb BGP-ceccuio ¢ cocegom.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

next-hop-self

no next-hop-self

-/BbIKIOYEHO

BKAtouNTb NogmeHy 3HaveHua aTpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusatopa.

OTKAouNTL NnogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3af4aTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoguTcs
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
cefly He Ha3HayeH Homep AS.

970 AeiicTBMe BAEYET paspbliB CECCUM C COCEA0M U
V OUYUCTKY BCEX NPUHATbBIX OT HEro MapLUPyYTOB.

Yaanutb uaeHTUGUKaTOp coceHen aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-
21845)/30 cekyHa,

3afaTb BpeMeHHbIe MHTEPBasbl.
- holdtime — ecnun B TeyeHune 3TOro BpemeHu He ByaeT npu-
HATO keepalive-coobuieHne, To coeanHeHMe ¢ cocegom cbpa-
cblBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HUN.
3HaueHua holdtime u keepalive ponkHbl 6biTb
V nmbo o6a paBHbl HYAO, IM60 06a 6onblue HynA.
holdtime ponkeH 6biTb 6o0nblie uAn  paseH
keepalive.

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbii
HACTPOEH Ha /IOKa/JIbHOM MapLUpyTU3aTope, To
MCMNONb3YyeTcA NOKaNbHOE 3HayeHue Tailmepa
keepalive;

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbiit
HaCTpOeH Ha coceAHeM MapLipyTusatope U
3HauyeHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbayerca nokanbHoe 3Haue-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HaCTPOeH Ha coceAHeM MapLipyTusatope U
3HauyeHUe JIOKaNbHO HACTPOEHHOro Taiimepa
keepalive 6onble yem 1/3 Bbi6paHHOro Tai-
mepa hold, To ucnonbsyertca uenoe umucno, Ko-
TOopoe MmeHblue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3afaTb BPEMEHHOI MHTEPBAN YAEepiKaHUs coceda B COCTOA-
Huu |dle nocne Toro, Kak oH 6bin cOpOLLEH B 3TO COCTOAHME.
3a 3TOT MHTEePBaA BCe MOMbITKM NepeyCcTaHOBUTb COeAMHEHNE
c cocefiom 6yayT OTKNOHEHDI.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3apaTb BpPeMeHHOW WHTepBan Mexay YycTaHoBkow TCP-
coeauHeHuns n otnpasKkoi nepsoro OPEN-coobLeHus.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

shutdown

no shutdown

-/no shutdown

ALMWHUCTPATUBHO BbIKAKOYaeT ceccuio ¢ BGP-cocegom um
ouYMLLAeT NPUHATbIE OT HErO MapLLPYTbI, He yAanAa ero KoH-
durypauyuu.

AAMWHUCTPATUBHO BKAtOYaeT ceccuto ¢ BGP-cocegom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
|
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauuTb MHTEpdeic, KoTopbiit ByaeT NCNoNb30BaH B Kave-
CTBE UCXOAALLEro Npyu COeaAMHEHUN C COCEA0M.
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HELTEX

no update-source

OTMEHUTL PYYHYIO HACTPOWKY WCXOAALero WHTepdeitca,
BK/IKOYaEeT aBTOMATMYeCKuii Bbibop nHTepdelica.

route-reflector-client
[meshed]

HasHauutb BGP-cocega Route-Reflector knneHtom.

- meshed — napameTp BbiCTaBnseTcA ecan MCNoO/b3yeTcA

mesh-Tononorua. Mpu noay4eHUn OT TaKoro KaneHta BGP-

MapLUPYTOB OHU He ByAyT NepecbiNaTbCs APYIUM KNIMEHTAM.
BGP-mapwpyTtusartop asnserca route-reflector-om,

-/disabled V ecnm xota 6bl 0aMH ero coces CKOHGUrypUpPoBaH
KaK route-reflector knueHT.
Ana npumeHeHUA AAHHOW KOMaHAbl Heobxoaum
V nepesanyck BGP-ceccum ¢ cocegom.
no route-reflector-client YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
soft-reconfiguration in- KomaHaa coxpaHsaeT nosydyeHHble OT cocesa MapLupyThbl B OT-
bound nenvHoW obnactm namAtM. MeTon NO3BONAET NPUMEHUTb
BXOZAALLYHO MNONUTUKY «route-map in» ans cocepa 6e3 cbpoca
COCEe/CTBA M 3aMpoca MapLLpPyTOB.
-/disabled

no soft-reconfiguration in-
bound

V Mo ymonuaHuio pabotaetr mexaHusm Route
Refresh.

OTKAIOYUTb MEXAHU3M COXPAaHEHNA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (1..64) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIt ByaeT npuMeHeH K
QHOHCMPYEMbIM MAN NPUHUMAEMbIM MapLIPyTaM.

OtBa3aTb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — uma Peer-rpynnbl, KoTopas 6yaeT NpMMeHeHa K co-
ceay.
HacTpoiiku Ha Peer-rpynne umetot 6onee BbICOKUiA
V NpUOpUTET, YeM HACTPOIMKKN HA camom cocee.

YpanuTb cocepa u3 rpynnbl.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKaszatb Tvn IPv4 address family n nepesectn kommyTaTop B
peXkum KoHdurypaumm cootseTcTBytowen address family gns
aToro BGP-cocepa.

BbikntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNIOYEHO

YKaszatb T1n 12vpn address family n nepesectn kommyTatop B
pexum KoHourypaumm cootseTcTBytowelt Address Family
ona atoro BGP-cocepa.

BbIKntounTb cooTBeTCTBYOLWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIKNIOYEHO

BkatounTb npoTokon BFD Ha cocepe.

BbikntounTb npotokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..64) cumsona

3agatb opunbTp as-path ana BGP-cocepa.
- name — “MA CNuCcKa as-path;

-in — AnA BXo4ALLMX MapLLPYTOB;

- out — 419 UCXOAALLMX MapLLPYTOB.

Yaanutb ounbTp as-path.

password word

no password

word: (1..128) cumBonos;
Mo ymonyaHuio
ayTeHTUdMKauma
OTK/loYeHa

BkAtounTL ayTeHTUdUKaLmMio Bcex TCP-cerMeHTOB, NPUHATBLIX OT
BGP-cocefia. 3a/aTb KoY ayTeHTUPMKALMM B TEKCTOBOM BUJE.
[aHHaa HacTpolika UrHOpUpyeTca, ecnn Ans ayTeHTUdMKaLmm
yKa3saHa key-chain.

- word — KNtoY B TEKCTOBOM BUe.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

password encrypted
encryptedword

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUdMKaLmA
OTK/IlOYEeHa

Bk/tountb ayteHTUdUKaumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocepa. 3apaeT katoy ayTeHTUdMKaLMM B 3aiMPpOBaHHOM
BuAe (Hanpumep, Napob B 3aWMbpPOBaHHOM BUAE, CKOMMPOBAH-
Hbll C APYroro yCcTponcTsa).

[aHHaa HacTpoiKa WrHopupyeTcs, ecnn ana ayteHTuduKauum
ykasaHa key-chain.

- encryptedword — knto4 B 3aLMdpoBaHHOM BUE.
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HELTEX

no password encrypted

YCTaHOBUTb 3HaYeHMeE N0 YMOIHYAHWIO.

password key-chain word

no password key-chain

word: (1..32) cumsonos;
Mo ymonyaHuto ayteHTu-
duKauma oTkAOYEHa

3afaTb UMA CBA3KM KtoUeit, KoTopas byaeT Ucnonb3oBaTbCs Ann
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
- word — UM CBA3KK KNIOYEN.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHoBuUTb TTL paBHbIli 64 gns EBGP-noakatoueHni.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHMIO.

KomaHObI pexcuma KoHguaypayuu Address Family BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnnua 310 — KomaHabl pexkuma KoHourypaumm Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second

| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKAOUYNTL OrpaHMUYeHmne KoimyecTBa NpMHUMaeMbIX MapLipyToB
ot BGP-cocepa.

- value — MaKcMmanbHOe KOAMYECTBO MPUHUMAEMbIX MapLUpy-
TOB;

- percent — NPOLEHT OT MaKCMMa/IbHOTO KOJIMYECTBA MapLLPYTOB,
No AOCTUNKEHUM KOTOPOFO OTMNPABAAETCA NPeaynpexaeHue;

- second — BpeMeHHOM NPOMEKYTOK (B CEKyHAaX), N0 UCTEYEHUIO
KOTOPOro NPOUCXOAUT NepenogKatoyeHne, ecam ceccus bbina
pa3opBaHa M3-3a NPEeBbILLEHNA KONMYECTBA MapPLLIPYTOB;

- type — Ha3HayaeT AeicTBMe, BbINONHAEMOE NPU AOCTUNKEHUM
MaKCMMANbHOro 3HauyeHWa (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHuna <warning-only>).

BbIK/IOYMTDL OrpaHUYeHne KONYeCTBa NPUHUMAEMbIX MapLUpy-
TOB OT BGP-cocepa.
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HELTEX

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKYHS;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHbIe MHTepBasbl.

- adv-sec — MMHMManbHbIN MHTEPBaN MexXay oTnpaskoit UPDATE
CO0OLWEHNIN OLHOMO U TOTO e MapLLPYTa;

- with-sec — MMHUMaNbHbIA UHTEPBAN MEKAY aHOHCMPOBAHUEM
MapLupyTa 1 ero nocieayowmm ae-aHoOHCMPOBaHUEM.

V —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble A0NXHbl 6biTb AHOHCUPO-
BaHbl cocegHUM BGP-mapLipyTusaTopam, pacnpe-
[enaTca no Heckoibkum UPDATE-coobweHusam.
Mexay ornpasKoit 3tTux UPDATE-coobLeHuit Bbl-
AEep’KUBAETCA CNydYaliHbli BPeMeHHOW MHTepBan
Takum obpasom, utobbl obLiee Bpema mexay 06-
HOB/IEHWEM MapLIPYTOB B NIOKa/NbHOW Tabnuue
BGP wu ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaBku
NOKaNbHbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pasom, Kax-
Ablii U3 MapLIPYTOB MOKET UMETb Cy4YaiiHylo Be-
NINYUHY 3aZePXKKM aHOHCUPOBAHUSA;

—  TouHocTb paboTbl TaiimepoB advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAaKCMManbHOro 3HavyeHuA noboro u3
3TUX TPEX TalimepoB, HACTPOEHHbIX Ha BGP-
mapuwpyTtusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeid). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HUMA  MapLPYTOB, CKOHPUIYPUPOBAHHLIX HA
YCTPOUCTBE, AUCKPETUIMPYIOTCA WHTEepBaioM B
1/255 oT Hanb0bLIEero HaCTPOEHHOrO 3HAUYEHUA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yger
NPUBOAUTb K YBEIMYEHUIO YacTOTbl AUCKpPeTU3a-
LUU TalimepoB U, COOTBETCTBEHHO, K MOHUXKEHUIO
TOYHOCTHN UX PaboTbl.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aTb BpeMeHHOM MHTepBan mexay otnpaskoi UPDATE coob-
LLEHUI OAHOTO M TOrO e MapLIpyTa, UCNONb3YeTcA ANA aHOHCa
NIOKaNbHbIX (MapLwpyTbl M3 NoKanbHoM AS) maplpytos eBGP-co-
cegam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

default-originate [route-map
name]

no default-originate

name: (1..64) cumsona/-

AHOHcUpoBaTb BGP-cocesly maplupyT no ymon4aHUIO BHe 3aBU-
CUMOCTM OT r0 HaZIMYMA B IOKAbHOM TabanLe MmapLpyTmu3aumu.
B KauecTBe nexthop B Takom MapLlupyTe b6yaeT yKasaH WHTep-
delic, c KoToporo ycTaHoBaeHa BGP-ceccus.
- route-map — napameTp No3BOAAET aHOHCMPOBATb MapLpPYT NO
YMO/YaHMIO, TONIbKO €CAN OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLEe MapLpyTM3aLMK U ero UCTOYHUKOM He ABNAETCA MPOTOKO
BGP.
- name — UMA NONIMTUKM route-map, KotTopasa byaeTt npumeHeHa
K onepaLuy aHOHCMPOBAHUA MApPLLPYTa MO YMOAYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V umio match ip address c ykazaHuem Ha prefix-list, nog,
KOTOpbIA NONaAaeT mapwpyTt no ymonuyanuio. MNpu-
Mep HACTPOWKM Takoii route-map u prefix-list npuse-
AeH nopg tTabnuueii.

Ecnm B prefix-list HaxoguTca yKasaHue Ha Kakoi-1mbo

V MapLIPYT, OT/INYHBIN OT AePONTHOrO, TO UMEHHO 3TOT
MapLUpYT A0/IKEH NPUCYTCTBOBATb B JIOKA/IbHOM Tab-
Mue  MaplipyTM3aummu, utobbl  aHOHCMpoOBancA
MapLIpyT No ymon4aHuio. OrpaHMUYEcHMUt Ha UCTOuY-
HUK 3TOr0 MapLUpyTa HerT.

OTmeHUTb HacTpoliky default-originate.
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HELTEX

route-map name {in | out}

no route-map name {in | out}

name: (1..64) cumBona

- name — UMA NOAUTUKK route-map, KoTopas byaeT NpumeHeHa
K coceqy B AaHHoM Address Family. Mo3sosseT ¢puabTpPoBaThb U
BHOCUTb M3MEHEHUA B aHOHCHMpPYEMble U NPUHUMaEMble MapLL-
pyTbl.

YpanuTb NOAUTUKK ¢ aaHHoM Address Family.

next-hop-self

no next-hop-self

-/BKAIOYEHO

BKAtOUNTL NOgMeEHY 3HayeHua aTpmbyTta NEXT_HOP Ha noKanb-
HbIM agpec MapLupyTM3aTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocepa Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA €CU UCMONb3yeTcAa mesh-
Tononorua. lNpu noay4eHnn oT Takoro knameHTa BGP-mapwpyTtos
OHW He byayT NepecbiNaTbCa APYrMM KANEHTAM.
)y  BGP-mapuwpytusatop nasnsetca route-reflector-om,
V ecnu xoTa 6bl 0AUH ero cocep, CKOHPUIrypuMpoBaH Kak
V‘ route-reflector KnueHr.
Ansa npumeHeHMA JAHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHMUIO.

[pumep HacmpolKu route-map, ucnosas3yemol 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #fexit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHgu2ypauuu Peer-epynn

Bua 3anpoca KOMaHAHOW CTPOKM B pexknume KoHourypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnunua 311 — KomaHabl perknuma KoHourypaumm Peer-rpynn

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

HAelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKOUNTb OrpaHUYEHNE KONNYeCTBa NPUHMMAEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — MaKcUMasibHOe KOIMYECTBO NPUHUMAEMbIX MapLupy-
TOB;

- percent — NPOLLEHT OT MaKCMMa/IbHOFO KO/IMYECTBa MapLLIPyTOB,
no AOCTUKEHUWN KOTOPOro OTNPABAAETCA NpeaynpexaeHUE;

- second — BpeMeHHOI NPOMEKYTOK (B CEKYHAAX), MO UCTEYEHUIO
KOTOPOro MpoMCXoAuT nepenogkaodeHne, ecam ceccua bbiia
pa3opBaHa 13-3a NpeBbILEeHMA KOUYeCTBa MapLUPYTOB;

- type — Ha3Ha4aeT AeicTBUe, BbINOSHAEMOE NPU AOCTUNKEHUU
MaKCMManbHOTO 3HayeHuA (paspbiB ceccumn <restart> uaun ot-
npaBKa npeaynpexaeHua <warning-only>).

BbIKNOUNTL OrpaHUYEHME KONMYECTBA MPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.
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HELTEX

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKyHS;
with-sec: (0-65535)/30
CeKyHA,

3a4aTb BpeMeHHble MHTepBabl.
- adv-sec — MMHMMa/bHbIN MHTEPBan mexay otTnpaskoii UPDATE
COO0DBLEHNI OLHOTO U TOFO }Ke MapLLpPYTa;
- with-sec — MMHMManbHbIN UHTEPBA/I MEXAY aHOHCUPOBaHUEM
MapLpyTa 1 ero nocneayowmm ae-aHoOHCUPOBaHUEM.
V —  Advertisement-interval pgomkeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble A0NMXHbl 6biTb AHOHCUPO-
BaHbl cocegHUM BGP-mapuipyTusatopam, pacnpe-
BensaTca no Heckonibkum UPDATE-coobweHusam.
Mexay otnpaeKoi 3Tux UPDATE-coobLeHuit Bbl-
AEP’KUBAETCA CNYYaliHbIi BPeMeHHOM UHTepBan
Takum o6pasom, utobbl obLee Bpemsa mexay 06-
HOBNEHUEM MapLUPYTOB B JIOKaNbHOWU Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuie-
HMA He npesbiwano advertisement-interval uam
as-origination-interval B cnyyae otnpaBKku noKanb-
HbIX (MapLWwpyTbl U3 IOKaNbHOU AS) MmapLUpyTOB B
eBGP-coeauHeHnn. Takum o6pasom, Kaxaplii us
MapLIPYTOB MOXET UMETb C/Iy4YaliHyl0 BeANUYUHY
334,ep>KKM aHOHCUPOBaHUA;

— TouyHOCTb paboTbl TaiimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBUCUMT OT MaKCMManbHOro 3HayeHus
No60oro 13 aTUX TPEX TakMepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTtusatope (yuuTtbiBalotca Taiimepsbl,
HacTpoeHHble ana Bcex BGP-cocegeid). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIypuMPOBaAHHLIX Ha
YCTPOWCTBE, AUCKPETUIMPYIOTCA WHTEepBasom B
1/255 ot HaMbonbLIero HaCTPOEHHOro 3HaUYeHUs.
YBenMueHue MaKCMManbHOro 3HauyeHusa 6yger
NPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
UMUK TalimepoB U, COOTBETCTBEHHO, K NOHWXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3afaTb BpeEMEHHOW MHTepBan mexay otnpaskon UPDATE coob-
LWEHWUI OAHOIO M TOTO e MapLIpyTa, UCMONb3YeTCcA ANA aHOHCa
JNIOKaNbHbIX (MapwpyTbl U3 NoKanbHoM AS) mapwpyTtos eBGP co-
cegam.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CEKYHA,

3afaTb BPEMEHHOW MHTEPBa, MO UCTEYEHUID KOTOPOro BO306-
HOBAAETCA NonbITKa co3aaTtb BGP-ceccuio ¢ coceaom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

next-hop-self

no next-hop-self

-/BbIKNIOYEHO

BKkAtounTb NogMmeHy 3HaveHusa atpubyta NEXT_HOP Ha noKanb-
HbIW agpec mapLupyTM3aTopa.

OTKAtouMTbL NoameHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3apaTb HOMep aBTOHOMHOM CUCTEeMbI, B KOTOPOW HaxoauTcsa BGP-
cocep,. YcTaHOBAEHME cOCeACTBa HEBO3MOXHO, NMOKa coceay He
Ha3HayeH Homep AS.

V dTo peiictBMe BAEYET paspbiB CeccMU € cocesom M

OUMCTKY BCEX NPUHATLIX OT HErO MapLLPYTOB.
YaanuTtb naeHTMduKaTop cocegHet aBTOHOMHOM CUCTEMBI.
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HELTEX

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3a4aTb BpeMeHHble MHTepBabl.

- holdtime — ecnu B TeueHue 3TOro BpeMeHu He byaeT NPUHATO

keepalive-coobuieHne, To coeamHeHue ¢ cocegom cbpacbiBa-

ercs;

- keepalive —nHTepBan mexay oTnpaBKoi keepalive-coobLueHunit.

V 3HaueHusa holdtime u keepalive gonxHbl 6biTb NGO
06a paBHbI HyA10, N1M60 06a 60nblue HyAS.

holdtime gonxeH 6biTb 60nblue unu paseH keepalive.

— Ecnm 6bin BbI6paH Taiimep hold, KoTopbiit
HACTPOEH Ha JIoKaJIbHOM MapLIpyTU3aTOpe, TO UC-
nonb3yeTcA JIOKa/bHOe 3HauyeHue Talimepa
keepalive;

— Ecnam 6bin BblGpaH Tailmep hold, koTtopbiii
HaACTPOEH Ha cocegHem MapLIpyTU3aTope U 3Have-
HUEe JIOKaZIbHO HacTpoeHHoro Taiimepa keepalive
meHbLwe yem 1/3 sbibpaHHoro Taitmepa hold, To
MCnoNb3yeTcA JIOKa/sbHOe 3HauyeHue Talkimepa
keepalive;
Echu 6bin Bbl6bpaH Taiimep hold, Kotopbii
HACTPOEH Ha coceaHeM MapLIpyTU3aTope U 3Have-
HUe NI0KaNbHO HacTpoeHHoro Taiimepa keepalive
6onbwe yem 1/3 BbibpaHHoOro Taiimepa hold, To
UCNONb3yeTcsas Lenoe 4YUCN0, KOTOpoe MeHblue
yem 1/3 sbibpaHHOro Taitmepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaTb BPEMEHHOW MHTEpPBa yAep:KaHua coceaa B COCTOAHWUM
Idle nocne Toro, Kak oH 6bl1 cOpOLLIEH B 3TO cOCTOAHME. 3a 3TOT
WHTepBas BCe MOMbITKN NepeycTaHOBUTb COeANHEHME C COCE0M
6YAYT OTK/IOHEHDI.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3ajaTb BpPeMeHHOW WHTepBan Mexay YycTaHoBkolh TCP-
coefMHeHua u otnpaskoi nepsoro OPEN-coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKOYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTaB peer-rpynnbl, M O4MLLAET NPUHATbIE OT HUX
MapLpyTbl, HE yAanas Ux KoHGUrypaumu.

B KOHMrypaumio Kaxaoro cocesa, BXOAALWErO B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.

AZMUHUCTPATUBHO BK/OYAET ceccun co Bcemn BGP-coceaamum,
BXOAALLMMM B COCTaB peer-rpynnbl. YaanaeT komaHay shutdown
U3 KOHPUIrypaL MM Kaxkaoro cocesa, BXOAALLEro B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

HasHaunTb nHTEpdElic, KOTOPbIN ByAET UCNONb30BaH B KayecTse
NCXOAALLEro Npyu CoeanHEHUN C COCEA0M.

twe_port | twe_port: (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | Port-Channel group | group: (1..48);
Loopback /oopback | Vlan loopback: (1-64);
vian_id] vlan-id: (1-4094)
no update-source OTMEHUTb PYUHYI HAaCcTPOMKYy Mcxoasauero uHtepdeiica, BrAtO-
YaeT aBTOMaTM4YecKuii Bbibop nHTepdelica.
route-reflector-client [meshed] HasHauntb BGP-cocena Route-Reflector knneHtom.
- meshed — napamertp BbicTaBnseTca ecm ucnosbsyerca mesh-
TonosoruA. Mpu NoNyYeHUU OT TaKoro KAMeHTa BGP-mappyTos
OHU He ByayT nepecbiNaThCa APYrUM KNNMEHTaM.
BGP-mapwpytusatop ssasetca route-reflector-om,
-/disabled ecnm xota 6bl OAUH ero coces CKOHOUIypMpPoBaH Kak

no route-reflector-client

route-reflector knueHr.

OnA npumeHeHUA [aHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum c cocegom.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.
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HELTEX

soft-reconfiguration inbound

no soft-reconfiguration in-
bound

-/disabled

KomaHZa coxpaHsAeT noJlyyeHHble OT cocefa MaplpyTbl B OT-
AenbHol obnactv namatn. MeToa No3BoaseT NPUMEHUTb BXOAA-
Lyt NOAUTUKY «route-map in» ana cocepa 6e3 cbpoca cocea-
CTBa U 3aMpoca MapLIpyToB.

V Mo ymonuaHuio pabotaet mexaHusm Route Refresh.

OTKNIOYUTL MEeXaHM3M COXpaHEHUA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (1..64) cumBona

- name — Has3BaHue |IP prefix-list, KoTopbili 6ygeT npumeHeH K
AHOHCUMPYEMbIM WM NPUHUMAEMbIM MapLIPyTam.

OtBsa3aThb IP prefix-list.

fall-over bfd

no fall-over bfd

-/BbIKNOYEHO

BkatounTb npoTtokon BFD Ha peer-rpynne.

Bbikntountb npotokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumBon08;
Mo ymonuyanutio
ayTeHTUdUKaLmA
OTK/II0YeHa

BkntounTb ayTeHTUdUKaLumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocena. 3afaeT Kto4 ayTEHTUDMKALUKN B TEKCTOBOM BUAE.
[aHHas HacTpoWika UrHopupyetca, ecan gns ayTeHTUdUKaumm
ykasaHa key-chain.

[aHHaa HacTpolika WrHopupyeTca ANA NUPOB, BXOAALLMX B
HacTpanBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COH6CTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmun.

- word — K/loY B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUOUKaUmA
OTK/lOYEHa

BKntounTb ayTeHTUdMKaumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-coceaa. 3agaeT Knwo4 ayTeHTMdMKauMmM B 3alndpoBaHHOM
Buge (Hanpumep, naponb B  3awWnMdpPOBaHHOM  BUJeE,
CKOMUPOBAHHbIN C APYroro ycTpoincTea).

[aHHasa HacTpoiKa WrHOPUPYeTCA, ecnu AN ayTeHTUPUKauum
yKkasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANnA NUPOB, BXOAAWMX B
HacTpauBaemyto  rpynny, AnA  KOTOPbIX  NPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKKM ayTeHTUDUKALUK.

- encryptedword — kntod B 3alwnMdpoBaHHOM BUeE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTMdUKaumA
OTK/OYeHa

3a4aTb MMA CBA3KM KNkoYen, KoTopana byaeT ncnonb3oBaTbea gns
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHas HacTpoiKa MWrHopupyetca Aaa NUPOB, BXOOALLMX B
HacTpamBaemylo  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBA3KM KAKOYen.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo2o community list

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdUrypaumm cTaHgapTHoro community list:

console (ip-comm-list) #

Tabnnua 312 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[o6aBnTb community B CNMCOK.

Yaanutb community U3 cnucka.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bua 3anpoca KOMaHAHOM CTPOKU pernma KoHOUrypauum ctaHgapTHoro extcommunity list:

console (ip-extcomm-list) #

Tabnnuya 313 — KomaHab! perknuma KoHoUrypaumm cTaHgapTHoro extcommunity list

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmesue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBunTb paclwmpeHHoe community B CMMCOK.

ext-community cost [igp |

pre-bestpath] value value: (0..255)

[06aBuTb pacluMpeHHoe community B CIMCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

Y4anuTtb pecluMpeHHoe community M3 ciucKa.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO MOAb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnuua 314 — KomaHabl pexxunma Privileged EXEC

KomaHoa
1o yMmon4aHuo

3HayeHue/3HayeHue

Aeiicmeue

clear ip bgp [ip_add]

vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

MNepeycTaHoOBUTL coeanHeHUA ¢ BGP-cocegamm, ouniuas npum-
HATbIE OT HUX MapLIpPYTbI;

- ip_add — appec cocegHero BGP-cnukepa, ¢ KoTopbiMm byaeT
nepeycTaHOBNEHA Ceccus;

- vrf — obnacTb BUPTYyaNbHOW MapLUPyTM3aLMK, B KOTOPOM
HaXoAMTCA MapLIpyT.

show ip bgp afi safi

vrf [vrf-name] afi: (all, ipv4, 12vpn);

safi (all, unicast,

multicast, evpn);

vrf-name: (1..32)
cMmBona, all

OT06pa3uTb Tabnvuy BGP-maplupyTtoB (Loc-RIB) yKasaHHbIx
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHTuounkaTop Sub-Address Family;

- vrf — obsacTb BUMPTyanbHOM MapLpyTM3aLMn, B KOTOPOM
HaXo04MTCA MapLUPYT.

show ip bgp [ip_add]

vrf [vrf-name] -/vrf-name: (1..32)

cumBona, all

OT06pasunTb Tabanuy BGP-mapwpyTos (Loc-RIB).

- ip_add — npedurKc noaceTm HasHauyeHus, No Kotopomy 6yaet
oTobpaxkeHa noapobHas MHGopMaLMa O MapLipyTax 4o Heé;

- vrf — obsacTb BUMPTyasbHOM MapLpyTM3aLMn, B KOTOPOM
HaXo04MTCA MapLUPYT.
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show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]
vrf [vrf-name]

-/vrf-name: (1..32)
cumsona, all

OT106pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
- ip_add —appec cocegHero BGP-cnuKkepa, no Kotopomy byaeT
oTdunbTpOBaHa MHDOPMALUA;
- detail — oTo6pasnTb NoAPO6HYIO MHbOPMaLMIO;
- advertised-routes — 0To6pa3nTb TabAULYy MapLLUPYTOB, aHOH-
CUPOBaHHbIX coceay;
- received-routes — 0TO6pasuTb TabauLy NPUHUMAEMbIX
MapLIPYTOB 0 NPUMEHEHMUSA K HUM BXOAALLEN NONUTUKY;
- vrf — obsacTb BMpPTyanbHOM MaplpyTM3aLmn, B KOTOPOM
HaxoAMUTCA MapLIpyT.
Ona orobpakeHUs NPUHUMAEMbIX MapLIPYTOB C
V Kntoyom received-routes B KOHTEKCTE HACTPOIKMU co-
OTBETCTBYIOLLLEIO coceaa A0MKHA 6biTb 3ageicTBo-
BaHa KomaHpga soft-reconfiguration inbound.

show ip bgp peer-group
name vrf [vrf-name]

-/vrf-name: (1..32)
cumsona, all

OT06pasuTb co3aaHHble Peer-rpynnbl U UX HAaCTPOMKM.

- name — 0To6Pa3nTb HACTPOMKM rPyMMbl C UMEHEM Name;

- vrif — obnacTb BUpPTyanbHOW MapLIpyTM3aLMK, B KOTOPOM
HaxoAMTCA MapLLpPYT.

show ip bgp peer-group
name neighbors vrf
[vrf-name]

-/vrf-name: (1..32)
cumBona, all

OTO6pasunTb COCTOALLMX B peer-rpynne coceaen.
- vrf — obsacTb BUMpPTyanbHOM MaplpyTU3aLMn, B KOTOPOM
HaxoAMUTCA MapLIPyT.

5.30.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLLpPyTU3aLLMK, OC-
HOBaHHbIM Ha TEXHO/IOTMWN OTCNEKMUBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3ytowmin ans
HaxoXAeHWA KpaTyanwwero nyty anropuTtm [enkcTpbl. MpoTokon IS-IS npeactasnaeT coboi NPoTOKOA BHYT-
peHHero wto3a (IGP). MpotoKkon IS-IS pacnpocTpaHaeT MHbOPMALMIO O AOCTYMHbIX MapLIpyTax MexKay

MapLpyT13aTopammn o4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME rN106anbHOM KOHPUIypaLmm:

console (confiqg) #

Tabnuua 315 — KomaHabl pexknma rnobanbHoN KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

HAelicmeue

router isis

no router isis

-/ISIS mapuwipyTusatop
OTKJ/ItOYEeH

3anycTuTb IS-IS MapwpyTm3aTop. BXOAUT B pexMm KoHourypaumm
npoTokona IS-IS.

OcTaHoBUTb IS-IS mapLlupyTrsaTop. Yaanser KoHoUrypaumo npoTo-
kona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokona I1S-1S

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknme KoOHPUrypaumm npotokona IS-IS:

console (router-isis) #
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Tabnunua 316 — KomaHabl pexkmma KoHoUrypauum npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

address-family ipv4 unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word

3ajaTb KAOY ayTeHTMOMKaLMKM B BUAE TeKcTa. McnonbayeTca

[level] word: (1..20) ana ayteHTMduKaumm LSP, CSNP, PSNP PDU. [laHHan HacTpolika
CMMBONOB; UrHOPUPYETCA, ecn AN ayTeHTUPUKAUMK yKasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Y[anuTe KNoY ayTeHTUOUKaumUu.
authentication key encrypted 3apaThb KoY ayTeHTUOMKALMM B 3aliMbpoBaHHOM BMAe (Hanpu-
encryptedword [level] Mep, Naponb B 3aWndpPoOBaHHOM BUAE, CKONMMPOBAHHbLIW C ApY-
encryptedword: roro ycrtpoiictea). Mcnonbsyetca ana ayteHTudukauum LSP,

(1..128) cumsonos;
level: (level-1, level-2)/

CSNP, PSNP PDU. laHHaa HacTpoiKa UrHOpUpyeTcs, ecan gns
ayTeHTMdMKaLMKM yKasaHa key-chain.

level-1-2 - encryptedword — ko4 B 3aWwnMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key YAanuTh KLY ayTeHTUGUKALMK.
authentication key-chain 3apaTb UMA CBA3KM KloYeit, KoTopasa ByaeT ncnosnb3oBaTbeA
word [level] word: (1..32) Aana ayteHtudurkaumm LSP, CSNP, PSNP PDU.
CMMBONa; - word — UMA CBA3KU KJItOYel;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
level-1-2 OTK/IOUNTD PEKUM UCNONb30BAHWUA CBA3KM KNtOUel ANsA ayTeH-

no authentication key-chain

TMdMKaymu.

authentication mode {text |

level: (level-1, level-

BKkntounTb ayTeHTUdMKauMIo B IS-IS u onpegensaeT ee Tmn:

md5} [level] 2)/level-1-2; - text — ayTeHTUdMKALMA OTKPLITEIM TEKCTOM;
Mo ymonyaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUPUKaLMA - level — ypoBeHb IS-IS, 41 KOTOPOro NPUMEHUTCA HaCTPOMKaA.
no authentication mode OTK/IOYEHa. YCTaHOBUTbL 3Ha4eHMe N0 YMOHaHHI0.
hostname dynamic BKAOUMTbL NOAfEPKKY AMHAMUYECKMX hostname.
-/BKAOYEHO

no hostname dynamic BbIKNOUNTL NOAAEPKKY AUHaMMYecKunx hostname.
is-type {level-1 | level-2-only 3apatb TMN mapLpyTtusaTtopa B IS-IS gomeHe:
| level-1-2} - level-1 - Bce B3anmoaencTena ¢ ApyrMmu mapLupyTM3aTopamm

npoucxoaAaTt Ha 1 ypoBHe;

- level-2-only — Bce B3aMmoaencTauna ¢ 4pyrumun mapLipytmsa-

-/level-1-2

no is-type

TOPamM NPOUCXOLAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO nogaep:kMBaeT B3aumogenctamsa obo-
NX YPOBHEN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YCTaHOBUTb MaKCMMaibHO BO3MOMKHbIN pa3smep OTnpaBaseMbiX
LSP 1 SNP. 3HaueHue Isp buffer size He gonkHO NpeBbIWaTh 3Ha-

6aliT yeHwue pdu buffer size.
no Isp-buff-size YCTaHOBUTb 3Ha4YeHUe No YMOAYaHUIO.
Isp-gen-interval second [level] 3afaTb MUHUManNbHbIN MHTEPBaN B MC MeXAy reHepauueit oa-
second: (1- HOW 1 TOM e LSP.
65535000)/30000 - second — 3Ha4YeHWe UHTePBaNa B MUAUCEKYHAAX, MO UCTeYe-
MWANUCEKYHA, HMM KoToporo LSP moeT 6bITb 3aHOBO creHepupoBaHo;

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

- level — ypoBeHb A1 KOTOPOro NPUMEHUM [aHHbIA UHTEPBaA.
Ecnu He yKa3biBaTb, UHTEPBaa MPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3aaTb MaKCUMasbHbIA MHTEPBAN B CEKYHAAX MeXay reHepa-
umen LSP.

- second — 3HaYeHWe NMHTepPBaNa B CEKYHAAX, NO UCTEYEHUM KO-
Toporo LSP 6yaeT 3aHOBO CreHepMpoBaHo.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHp,

3apaTtb Bpemsa *u3Hu LSP. 3HayeHMe A0MKHO B6bITb XOTA 6bl Ha
300 cekyHga bonblue, yem Isp-refresh-interval.
- second — 3Ha4YeHUNe B CEKyHAaX.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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metric-style style [level]

style: (narrow, wide,

3afaTb UCMONb3YEMbIV CTUb METPUKM.

-narrow — NOAAEP}KMBaTb TOMbKO CTaHAAPTHYIO (y3Kytlo) meT-
PUKY;

-wide — noaAepKMBaTb TOIbKO PaCLUMPEHHYIO METPUKY;

both)/both -both — noapep*kmMBaTb 06a CTUNA METPUKY;
level: (level-1, level- - level — ypoBeHb, g5 KOTOPOro NPMMEHUM YKa3aHHbIN CTUb
2)/level-1-2 MEeTPUKKU. ECIM He yKasblBaTb, METPMKA MPUMEHUTCA K 060MM
YPOBHAM.
no metric-style YCTaHOBWUTb 3HAaYEHUE NO YMONYAHUIO.
net XX.XXXX.XXXX.XX YcTaHoBWTb Tak HasbiBaembli NET (Network Entity Title) agpec
— YHUKaNbHbIA MAEHTUOMKATOP MapLipyTU3aTopa B npeaenax
- IS-1S gomeHa. Mpu 3anuncm NET ncnonb3yertca WwectHaguatmpmy-
HaA CUCTeMA CYUCNIEHUA.
no net YpanuTe naeHTMGUKaTOp MapLupyTn3aTopa.
shutdown OTtkntoumnTb npouecc ISIS.
-/BKNIOYEHO
no shutdown Bkatountb npouecc ISIS.
spf interval maximum-wait YCTaHOBUTb MHTEPBAN MeXAy ABYMA NOC/ieA0BaTeIbHbIMU Mne-
second second: (0- pecyeTamu anroputma SPF B mmnaancekyHaax.
no spf interval maximum- 4294967295)/5000 YCTaHOBUTb 3HAYEHNE N0 YMOJIHAHMUIO.
wait
spf threshold restart-limit YCTaHOBUTbL CKOMIbKO pa3 anroputm SPF moxkeT 6biTb NpepBaH
number number: (1- o6HoBMEeHMeM LSDB.
4294967295)/10
no spf threshold restart-limit YCTaHOBUTb 3HAYeHME N0 YMOHAHMUIO.
spf threshold updates-restart 3agaTb KoanyecTBo ob6HoBAeHMI LSDB, npu KOTOPbIX anropmutm
number number: (1- SPF octaHaBnunBaeTca u nepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.
start
spf threshold updates-start Konuuectso obHoBneHuit LSDB, Heobxoanmoe ana HemegeH-
number number: (1- Horo 3anycka anroputma SPF (spf interval maximum-wait npu
4294967295)/ 3TOM UTHOpUpYeTEs).
no spf threshold updates- 4294967295 YCTaHOBUTbL 3HAYEHKE MO YMONYAHWIO.

start

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Buna 3anpoca KOMaHAHOW CTPOKU B pexxume KoHpurypaumnm Address-Family:

console (router—-isis-af) #

Tabnuua 317 — KomaHabl pexknma koHourypaummn Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewwnTtb MMNopT connected mapLipyToB:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpeseneHve MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKK;

- metric — 3HaYeHMe METPUKU ANA UMNOPTUPYEMbIX MapLUPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH Ana GUAbTPaALMU UMNOPTUPYEMbIX MAPLLPYTOB.

Ecnu rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) cTunb mert-
PWKW, BCe 3HAYEeHUA MeTpUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

Be3 napameTpos 3anpelaet mnopt connected maplupyTos
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpalLAeT ero je-
donTHOe 3HaueHue.
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redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

PazpelwmnTb MMNOPT CTaTUYECKNX MapLLpyTOoB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH 14 GUAbTPALMKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKKM Bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLiaeT MMMNOPT CTAaTUYECKMUX MapLLpY-
TOB B IS-IS. B cnyyae ykasaHmA napameTpa BO3BpalLaeT ero
nedbonTHoe 3HaYeHwue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

Paspewuntb umnopt mapwpyTtos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — YyCTaHOBWUTb MMMOPTUPYEMbIM MapLUPyTam TUM MeT-
pVIKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnau rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWKW, BCe 3HAYEHUA MEeTPUKKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet MMNopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHMs mapameTpa BO3BpalLlaeT ero fedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

Paspewuntb umnopT mappyTtos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLUpyTam TUN MeT-
pUKM;

- metric — 3HaYeHMEe METPUKM AN UMNOPTUPYEMbIX MapLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH 414 GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKM, BCE 3HAYEHUs METPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNOpPT MapLpyTos 13 BGP B IS-
IS. B cnyyae yKkasaHMA napameTpa Bo3BpallaeT ero aedont-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspewuntb umnopT mapwpyTtos 13 OSPF B IS-IS.

- id — npeHTMdUKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMBIM MapLUpyTam TUMN MeT-
pVIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.
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no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLaeT UMNOPT mMapLpytos s OSPF B
IS-IS. B cnyyae ykasaHuMA NnapameTpa Bo3BpalyaeT ero gedont-
HOe 3HayeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanuya 318 — KomaHab! perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IOYEHO

BkAtoyaeT nNpoTOKON MapupyTusaumm IS-IS Ha Tekywem uHTep-
delice.

BbIkntoyaeT NPOTOKON MaplpyTusaumm IS-IS Ha TeKywem WHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBo10B;
level: (level-1, level-2)/
level-1-2

3apaTb Ktod ayTeHTUdUKauMM B BMAE TeKCTa. Mcnonb3ytotca ans
ayTeHTMdMKaumm HELLO PDU. [JaHHas HacTpoMKa UrHopupyeTtcs,
ec/in AnA ayTeHTUdUKaumm ykasaH key-chain.

- word — KNto4 B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS.

Ypanaer ka4 ayTeHTUGUKaumn.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBO0B;
level: (level-1, level-2)/
level-1-2

3apaeT KNtoYy ayTeHTUdMKaLMM B 3aliMbpoBaHHOM BMAeE (Hanpu-
Mmep, Naponb B 3aWndpoBaHHOM BUAE, CKOMMPOBAHHbBIW C ApY-
roro yctpoicrea). Ucnonbsytotca ana ayteHTudukaumm HELLO
PDU. [laHHas HacTpolKa UTHOPUPYETCA, ecan ANA ayTeHTUPUKaA-
UMK yKasaH key-chain.

- encryptedword — knto4 B 3alMdpPoOBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Ypanaer KAy ayTeHTUoUKaLmm.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3apaTb MMA CBA3KWM KAtoyel, KoTopas byaeT Mcnosib3oBaThCA
Aana ayteHTMouKaumm HELLO PDU.

- word — MA CBA3KM KtoYel;

- level — ypoBeHb IS-IS.

OTKNIIOYaET PEXKMM MUCNO/Ib30BAHMA CBA3KU KtOYEln ANA ayTeH-
TMdUKaLmK.

isis authentication mode {text
| md5} [level]

level: (level-1, level-

BkntoyaeT ayteHTMOUKaumio B HELLO PDU Ha TekyLliem UHTep-
deiice u onpeaensner ee Tvn:

2)/level-1-2;
- text — ayTeHTUPMKALLUA OTKPbITHIM TEKCTOM;
Mo ymonyaHuio
- md5 — ayTeHTUdPUKaumna MD5;
ayTeHTMdUKaumA
- level — ypoBeHb IS-IS.
— —— OTK/OYeHa
no isis authentication mode YcTtaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.
isis circuit-type {level-1 | level- YKa3bIBaeT, COCeAcTBa Kakoro ypoBHA MOXHO GOpPMUPOBaTL Ha
2-only | level-1-2} -/level-1-2 JaHHOM MHTepdeiice.

no isis circuit-type

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBaeT METPURY A8 AaHHOTO UHTepdelica.

- metric — 3Ha4eHne meTpuKK. Ecam rnobanbHO BKAKOYEH CTaH-
4apTHbIA (narrow) CTUAb METPUKM, BCE 3HAYEHMSA METPUKK
6onblie 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ana KoToporo byaeT NPUMEHATLCA MeT-
puKa.

YcTaHaBAUBaeT 3HaYeHue no YMO4YaHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN peXxunm
OTK/IlOYeH

MepeBoanT MHTEPdENC B MACCMBHbLINA pexum. B aTom pexunme
MHTepdec He OTNPaBAAET U He NpuHMMmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBAMBaeT TUN UHTepdelica point-to-point.

YcTaHaBAMBaeT 3HaYeHWe o YMOAYAHUIO.
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHaBAMBAET pexkum paboTbl nagaunHra hello-coobuweHni.
- disable — oTKNOUYUTb NaAAUHT BO BCex coobuieHmsax hello;

- enable — BKNOUUTL NagauHr Bo Bcex coobueHuax hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAHOBAEHUA COCEACTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis pdu-buff-size size
size (512-9000)/

YcTaHaBAMBAET MaKcMManbHbIY pasmep PDU, oTnpaBasembix 1
nosly4aembix Ha 3TOM WHTepdelice. 3HayeHue pdu-buff-size
OO/IXKHO 6bITb 6obLIE 3HaYeHus isp-buff-size.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

1500 6ant
no isis pdu-buff-size
isis bfd
no isis bfd -/BbIKNOYEHO

BkntouaeT npotokon BFD Ha uHTepdelice ans coceael no npo-
TOKOAYy IS-IS.

BbikntoyaeT npoTokon BFD Ha nHTepdeiice ana coceaelt no npo-
TOoKoAy IS-IS.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanua 319 — KomaHabl perkmuma KoHourypaumm nHtepdelica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

" — -/BbIKOYEHO
no ip router isis

BKAOYMTb NPOTOKON MapLupyTnsaumm IS-IS Ha Tekylwem nHTep-
deiice.

BbIKNOUMTb NPOTOKON MapLpyTU3aumm IS-IS Ha TekyLiem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}
no isis circuit-type

-/level-1-2

YKasaTb, CcOCeacTBa KaKoro ypoBHA MOXHO GpOopmMpoBaTb Ha
OaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

no isis metric

YCTaHOBUTb METPUKY ANA AaHHOTO UHTepdelica.

- metric — 3Ha4eHne meTpuKK. Ecnm rnobanbHO BKAKOYEH CTaH-
OAPTHbIA (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKM
6onblie 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ans KoToporo byaeT NPpUMeEHATLCA MeT-
puKa.

YCTaHOBWTb 3HAYE€HME MO YMOYAHUIO.

isis passive-interface o
-/NaccuBHbINA peskUm

OTKNKOYEH

no isis passive-interface

MNepeBecTn MHTepdENC B NAaCCUBHbBIA pPexum. B aTom pexume
NHTepdelic He oTNpaBAseT U He NnpuHUMaeT HELLO PDU.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMeET BUA,:

console#

Tabnunua 320 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show isis database [level]

[detail] [Isp-id Isp-id] level: (level-1, level-2);

Isp-id: 20 cumsonos

OT06pa3unTb 6asy AaHHbIX TONOAOrMM NpoTOoKoAA IS-IS.

- level — yKa3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro HeobxoaMMmo 0To6pPasunTb;

- detail — oTobpakeHne nogpobHoi nHpopmaumm o TLV;

- Isp-id — oTobparkeHne nHopmaumm no BbibpaHHo! LSP PDU.

show isis hostname

OT06pa3unTb U3BECTHbIE COOTBETCTBUA SystemID n Hostname.
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show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback| vian
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pasuTb nHPopmaumio 06 nHTepdeicax, yyacTeyowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3nTb MHGOPMALMIO O coceasX.
- detail — ucnonb3oBaHWe faHHOrO NapameTpa No3BoaseT oTobpa-
3UTb A€Ta/IbHYI0 MHGOPMALMIO O coceanX.

clear isis

C6bpocuTb BCe COCEACTBA M OUMCTUTL TabauLy maplpyTusaumm IS-1S.

5.30.6 Hacmpolika Route-Map

MpumeHeHe route-map No3BoAAET UIMEHATb aTPMOYTbl Yy aHOHCUPYEMBIX M MPUHUMAEMbIX MapLL-
pyToB BGP, a Tak»Ke nameHaTb next-hop ana mapwpytnsnpyemoro Tpaduka.

KomaHObI pexcuma 2a0b6anabHol KoOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 321 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

system router resources
policy-ip-routes [number of
IPv4 policy routes]
policy-ipv6-routes

[number of IPv6 policy
routes]

no system router resources

number of IPv4 policy
routes: (0..32)/0;

number of IPv6 policy
routes: (0..32)/0

BblaennTb pecypcbl MapLupyTM3aumumn gas usmeHeHma next-hop y
TPaH3UTHOrO MAapLLPYTU3NPYyemoro TpaduKa.
KomaHga npumeHsaeTca nocie nepesarpysKku.
B Tekyuweii Bepcun MO nogpep:kaHa pabota TONbKO
V IPv4 policy routes.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

route-map name
[section_id ] [ permit |
deny]

no route-map name
[section_id ] [ permit |
deny ]

name: (1..64) cumBona;
section_id:
(1..4294967295)

Co3gaTb 3anumcb route-map.
MepeBoANT KOMaHAHYIO CTPOKY B PEXUM KOHOUIYpUpoBaHUA
route-map.
- name — Ha3BaHuWe route-map;
- section_id — Homep 3anucu B 3Tl route-map;
- permit — npMMeHUTb set KoMaHAbl K MapLUpyTam;
- deny — 0T6pOCUTbL MapLIpPYTbI.
MaKkcumanbHoe KonuuyectBo route-map = 32
V (BKkntouan cekuum ogHoro route-map).

Ypanutb route-map.
- name — Ha3BaHue route-map;
- section_id — ypanset 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHguaypayuu uHmepagelicos Ethernet, VLAN, uHmepagelica 2pynnbl nopmos

Bua 3anpoca KOMAHAHOM CTPOKM B pexumme KoHourypauum uHTepdelicos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#
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Tabnunua 322 — KomaHapl pexmuma KoHourypaumum untepdelrica Ethernet, VLAN, nHtepdeiica rpynnbi nop-
TOB

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aeiicmeue

ip policy route-map name

no ip policy route-map name

name: (1..64) cumBona

MpUMeHUTb route-map ¢ UMeHem name ANs 33aHHOr0 UHTep-
deiica.

Ypanutb route-map c uHTepderica.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

BuA 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnua 323 — KomaHabl pexkMma KoHbUrypaumm cekumm route-map

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3afaTb HOMep credylowel cekummu route-map, Kotopas 6y-
AET NPUMEHEHA K MapLIpyTam, Nocie NPUMEHEHUA TEKYLLEN.
- section_id — Homep 3anucu B 3Toi route-map;
- and — yka3blBaeT, YTo match ycTaHOBKM B 3TOW route-map
O0J/IXKHbI BbITb NIorMyeckn obveamHeHbl (AND) ¢ match ycra-
HOBKamMu B route-map, 0603HaYeHHbIX MapaMeTpom
section_id.
Co3gaHue ueno4ek route-map (6e3 napamerpa and)
V BO3MOXHO, €C/M Tun route-map BbICTaBAeH B
permit.
EcAv npu co3gaHum LEenovyku npumeHsieTca napa-
V meTp and, To Bce set YCTaHOBKM MAOJ/IXKHbI Haxo-
AUTbCA B NOCNeAHEN CEKLUM 3TOI LLeNoYKHU.

C6poCKTb YCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (1..64) cumBona

3agaTtb cooTBetcTBue prefix-list u agpeca mappyTa.

- address — cooTtseTcTBMe prefix-list u ip-agpeca mapwpyTa;

- next-hop — cootsetcteue prefix-list u next-hop ip-agpeca

MapLupyTa;

- route-source — cootsetctBue prefix-list n ip-agpeca ncrou-

HWKa MapLipyTa;

- name — Ha3BaHuWe route-map;
Y1o6bl He OTO6pacbiBaIUCb OCTa/ibHble MApLUPYTbI,

V He yKa3saHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NpUBA3aTb €ro K TeKylemy ye-
pes continue.

CHpocuTb COOTBETCTBUE.

match local-preference
value

no match local-preference

value: (1..4294967295).

3azaTb COOTBETCTBME MapLupyTa ¢ aTpmbytom local-
preference.

C6pocuTb cooTBETCTBUE.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBUE MapLLpyTa € aTpubyTom metric.

C6pocuTb COOTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3afaTb COOTBETCTBME MapLLpyTa C aTpubyToMm origin.

- igp — mapwpyT 6bln NoAyYeH U3 MPOTOKONA BHYTPEHHEeM
MapLUpyTU3aumm (Hanpumep, KomaHaow network);

- egp — MmapuwpyT 6bin BblyyeH no npoTokony EGP;

- incomplete — mapwpyT 6bIN Bbly4EH KAKMM-TO MHbIM 0bpa-
30M (Hanpumep, KomaHgoi redistribute).

C6pocuTb cooTBETCTBUE.
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match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3a4aTb COOTBETCTBME, MPU KOTOPOM community 13 crnmcka ¢
MMeHeM name [OMIXKHbl coAepXaTbca B community maplu-
pyTa.

exact-match — TpebyeT TOUHOro coBnageHna Bcex commu-
nity U3 cnucka c community mappyTa.

C6pocuTb COOTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME NYTU MaplupyTa U PEryisapHOro Bbipa-
KeHua reg_exp.

C6pocuTb COOTBETCTBME.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME MYTM MapLIpyTa U PeryasapHoro Bbipa-
)eHun as-path u3 cnucka c uUmeHem name.

C6pocuTb COOTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

no set community

number: ASN2:NN

add — 106aBuUTbL K MapLpyTy community;

replace — yaanuTtb Bce community 13 mappyTa 1 fo6asutb
YKa3aHHoe;

remove — yJanunTb U3 MapLUpyTa yKasaHHOe community.

CbpocuTb aeicrteme set community.

set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..64) cumBona

add — o6aBuUTb K MapLUpyTy community;
remove — yganuTb M3 MaplupyTa Bce community, cogepska-
LMecs B CIUCKe C UMeHemM hame.

Cbpocutb geicreme set community-list.

set community-list remove
all

no set community-list
remove all

YaanuTb U3 mapLupyTa Bce community.

CbpocuTb AeicTBue, yaanatoLWee U3 mapLpyTa BCe commu-
nity.

set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — o06aBUTb K MapLUpPYTy pacliMpeHHoe community;
replace — ynanuTb Bce pacliMpeHHble community U3 mapLu-
pyTa u 06aBUTb YKa3aHHOE;

remove — y4anuTb M3 MapLUpyTa yKasaHHoOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — ,06aBUTb K MapLUPYTy pacliMpeHHoe community;
replace — ynanuTb Bce pacluMpeHHble community U3 mapLu-
pyTa u 06aBUTb YKa3aHHOE;

remove — y4anuTb M3 MapLupyTa yKasaHHoOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — ,06aBUTb K MapLUPYTy pacliMpeHHOe community;
replace — yganunTtb Bce pacluMpeHHble community U3 mapiu-
pyTa u f06aBUTb YKa3aHHOE;

remove — yaauTb U3 MapLUpyTa yKaszaHHoe (MM Bce nonasa-
foLLMe NoA, perynapHoe BbipaxkeHue) community. aa AaHHOW
onepaLmm MOXKHO UCMO/b30BaTh B KayecTse napameTpa word
perynsapHoe BblparkeHue;

word: —uma community 8 HEX-popmare.

no set extcommunity

Cbpocutb gercteme set extcommunity.

set extcommunity-list
{add | remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — 106aBUTb K MapLIPYTy BCe paclUMpeHHble community
M3 CNKUCKa C UMeHeM hame;

remove — y4anuTb U3 MapLLpyTa BCe pacluMpeHHble commu-
nity, cogep»alymecs B CUCKe C UMeHeM name.

CbpocuTb geicreme set extcommunity add unam remove.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[Oo6aButb K MmapwpyTy aTpmubyTt AS_PATHLIMIT.

Hynesoe 3HayeHne orpaHMyYnBaeT aHOHCMPOBaHWE NNOKAJIbHO
CreHepupoBaHHbIX MapLIPyToB, TOJbKO mexay iBGP coce-
aamu (He 6yayT BuAHbI gna eBGP).

3HayeHue 6onblie 0 o3HavaeT, yto ecnm AS_PATH atpubyt
nmeet 6onbe AS-Homepos, Yem 3HayeHue AS_PATHLIMIT,
TO HYXXHO ero oTbpocuTb Npwu Bbixoae B eBGP.

CbpocuTb path-limit.

set as-path prepend
as_number

no set as-path prepend

as_number: (1-
4294967295)

[ob6asuTb K atpnbyTy AS-Path BBeaeHHble AS Homepa.

Cbpocutb gobasneHue K AS-Path.
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set as-path prepend local-
as value

value: (0-10)
no set as-path prepend lo-

cal-as

[o6asuTtb K aTpnbyTy AS-Path value Homepos Local AS (Ha BblI-
xon, eBGP-coceay).

Cbpocutb gobaBneHune K AS-Path.

set as-path remove

as_number: (0..127) cum-
as_number

BONa

no set as-path remove

Yaanutb 13 atpnbyTa AS-Path ykasaHHyio AS.

CbpocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapuipyTa.
- ip_address — IP-agpec next-hop.

C6pocuTb ycTaHOBKY aTpnbyTa next-hop.

set local-preference value
no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHue aTpubyTa local-preference.

CbpocuTtb ycTaHoBKY aTpunbyTa local-preference.

set metric value

- value: (1-4294967295)
no set metric

YCTaHOBWTL 3HaueHue aTpubyTa metric.

C6pocuTb ycTaHOBKY aTpubyTta metric.

set next-hop-peer
no set next-hop-peer

ATpubYT He ycTaHOB/EH

YcTaHOBUTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

C6bpocuTtb ycTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTb 3HaYeHwue aTpubyTa origin.

- igp — mapwpyT 6bin NONYyYEH M3 MPOTOKOJA BHYTPEHHEN
MapLupyTU3auum (Hanpumep, KomaHgol network);

- egp — MapLpyT 6bi/1 BblyyeH No npoTokony EGP;

- incomplete — mapwpyT 6611 Bbly4EH KaKUM-TO MHbIM 06pa3om
(Hanpumep, KomaHzoi redistribute).

C6pocuTb ycTaHOBKY aTpubyTa origin.

set weight value

value: (1-4294967295)

no set weight

YcTaHOBWTb 3HaveHue aTpunbyTa weight.

CbpocuTb ycTaHOBKY aTpmnbyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NOAb30BaTeN .

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 324 — KomaHabl pexxunma Privileged EXEC

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no yMmoa4aHuio
show route-map [name] name: (1..64) MpocmoTp MHGOPMaLMK O CO34aHHbIX route-map.
cumBona - name — ums route-map.

5.30.7 Hacmpoiika Prefix-List

Prefix-n1cTbl N03BONAIOT GUALTPOBATL NPUHUMAEMbIE U @aHOHCMPYEMbIE MapPLLPYTbl NPOTOKON0B AMHa-

MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnunua 325 — KomaHabl pexkunma rnobanbHOM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip prefix-list name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

no ip prefix-list name [seq
seq_value]

name: (1..64);
seq_value: (1..
4294967294);
text: (1..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

Cosparb Prefix-list.

- name — umsa cosgasaemoro prefix-nucra;

- seq_value — Homep 3anuncu B cNncke NpeduKcos;

- text — onucaHue cnucka npedpuKcos;

- deny — 3anpeuatoliee genicTene ANA MapLIpyTa;

- permit — pa3peluatoLiee gecTene ANA MapLipyTa;

- ge_value — cooTBeTcTBME A/MHe npeduKca, PaBHON MK

6onbluei, Yem HacTpoeHHas gnHa npeduKca;

- le_value — cooTtseTcTBME AMHE npedurKca, KOTopas paBHa

WM MEHbLLE HAaCTPOEHHOM A/INHbI NpeduKca.
Ecnu He HalNOCb HY OAHOrO COOTBETCTBUSA, TO ByAeT

V npumeHeHa HeiIBHaA NOJIMTUKA NO ymonyaHuio deny

any.

Ypanutb co3aaHHbii Prefix-List.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR NPUBMUAErMPOBAHHOIO NOAb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 326 — KomaHabl perkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

110 yMOAYAHUIO

Aelicmeue

show ip prefix-list [name]

name: (1..64) cumBona

MpocmoTp nHbopmaumm o codgaHHbix prefix-list.
- name — uma prefix-list.

5.30.8 Hacmpolika ceasku Knroueli

CBA3Ka K/o4el no3sonser cos3gatb Habop naponei (Kawueit) ¢ nocsieaytolleli BO3MOXKHOCTbIO
HACTPOMKM BPEMEHN AENCTBUA KaxKaoro napond. Co3gaHHble Napoam MoryT UCNo/1b30BaTbCA NPOTOKOAaMM
RIP, OSPF, IS-IS ana ayTeHTUGMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 327 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue

no ymon4aHuro

Aeilicmeue

key chain word

no key chain word

word: (1..32) cumsona/-

Co3aaert cBA3KY Ktouel ¢ umeHem word 1 BXOAWT B PEXUM KOHOU-
rypaLmm CBA3KMN KNtoYen.

Ypanaet cBA3KY KNtoyel c umeHem word.
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KomaHObI pexcuma KoHgu2ypauyuu cea3Ku Katoyel

BuA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabnnua 328 — KomaHabl pexkMma KoOHbUTypaumm CBA3KKN Kako4el

3Ha4yeHue/3HayeHue .

KomaHoa / Aelicmeue
no ymoa4aHuro

key key_id . Co3paet Kntou ¢ uaeHTUdUKaTopom key_id 1 BXOAUT B pEXKUM KOH-
key_id: (1..255)/- durypaumum Knrova.

no key key_id Ypanaet Katou ¢ uaeHTuounkaTopom key id.

KomaHObI pexcuma KoHgu2ypayuu Karn4a

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:

console (config-keychain-key) #

,ﬂ,aHHblﬁ pPeEXUM OOCTYNEH U3 peEXNMA KOHd)MI'ypaLI,MVI CBA3KU KNHOYEN U npeaHasHavyeH anAa 3agaHuAa

CaMOro K/1to4a 1 ero napameTpos.

Tabnnua 329 — KomaHabl pexkMma KoHbUrypauum Katoua

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

key-string word
no key-string

word: (1..16) cumsonos/-

3a4aeT 3Ha4YeHMe Katoua.

YaanaeT 3HayeHuMe Katoua.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HauYeHWe KNkoua B 3aWwndpoBaHHOM BUAE.

- encryptedword — 3alwindpoBaHHbIi Napoab (Hanpumep, na-
po/ib B 3aWMpPOBaHHOM BWIE, CKOMMPOBAHHbBIN C APYroro
YCTPOICTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCerna pencreuteneH

no accept-lifetime

3a/iaeT BpemA XKMU3HM K/oYa, B TEYEHWE KOTOPOro KoY 6y-
OET fAeNCTBUTENEH A/1A CBEPKM C K/IIOYOM B MPUHUMAEMbIX CO-
obuweHunnax.

- time_to_start —Bpems 1 faTta Hayana AencTBMA Katova. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKpaleHus AencTBus
Kntoya. 3agetca B dopmate hh:mm:ss month day year;

- duration — 3apaeT NPOAOIKUTENBHOCTb AEUCTBUA KNtOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtova.

YaanuTb Bpema }KU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa gencTeuTeneH

no send-lifetime

3a4aeT BpemsA KMU3HWU KAkoYa, B TEYEHUE KOTOPOro Kawou by-
OeT peicTBuTeNeH ANA OTNPaBKM COOBLEHMA.

- time_to_start — Bpems U gaTta Hayana AencTBuA Katova. 3a-
npaetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa M AaTa NpeKpaleHUs AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOKUTENBHOCTb AENCTBUA KNKOYa B
CEeKyHIax.

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtova.

YaanuTb Bpemsa }KU3HU KNtoya.

¥

Ecnn B KAaKOM-TO MOMEHT BPeMEeHM Cpa3y HECKOJIbKO K/lovel byayT ABnATbCA AeicTBUTENb-
HbIMM, TO GAKTUHYECKU UCNOJIb30BaATbLCA BYAET KNOY C HAMMEHbLIMM UAEHTUDUKATOPOM.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKU MMEET BUA,:
console#

Tabnunua 330 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro
show key chain word word: (1..32) cumsona/- OTobparkaeT MHGOPMaLMIO O CBA3KE K/koUen ¢ umeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co3aaTb CBA3KY KAtoYel ¢ MmeHem namel n nomectuTb B Heé ABa KAtoya. Ha kntoue key 2 HacTpouTb
BPEMEHHOWN UHTEPBaJ, B TEYEHUE KOTOPOrO STOT K/KOY MOKET ObITb MCMOJIb30BaH A/18 CBEPKU C K/IOYOM B
NPUHATbLIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey?2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy6o9nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbgZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 banaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseTt nepegasaTb NakeTbl 04HOMY NO/yYaTeNto NO HECKO/b-
KUM «Ty4lIMM mMapLupyTamy». JaHHbli GyHKUMOHAN NpegHa3HavyeH AN pacnpeaeneHus Harpysku m on-
TUMM3aLMKM NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpYTamu,
TaK 1 C NPOTOKOIaMMN AMHAMUYECKO MapLLPYTM3aLUN.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnumua 331 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no ymMoA4YaHuro
ip maximum-paths maxi- 3apaTb MaKCMManbHOE KONMYECTBO NyTeW, KoTopble MOoryT
mum_paths . 6bITb YyCTaHOBAEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: "
(1..64)/1 HacTtpoiika BCTynuT B cuAly TOIbKO NOCNE COXpaHe-
" \ 4 HUA KOHPUrypauum n nepesarpyskmu ycTpomcrsa.

no ip maximum-paths YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHauyeH AnA pe3epBUPOBAHUA MapLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
LU/t03a MO YMOJIYAHUIO. ITO AocTUraeTca nyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTopos
B OZMH BMPTYasibHblI/, KOTOPbIN BYAET MCNONb30BATLCA KaK L3 MO YMOAYAHUIO A1 KOMMNBbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

TonbKo 0aMH U3 PUINYECKMX MAPLUPYTU3ATOPOB MOXKET BbINOJHATL MApLIpPyTU3aLumMio TpaduKa Ha
BMpTyanbHoMm IP-uHTepdeiice (VRRP master), octanbHble MapLupyTM3aTOpbl B rpynne npegHasHavyeHbl 4
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootsetctBum ¢ RFC 5798. Ecam
TEKYWMMA master CTaHOBMTCA HeAOCTYMHbIM — BblOOp noBTOPseTcs. HauBbICWIMIA NPUOPUTET MMeET
MapLLpyTU3aTop ¢ cobcTBeHHbIM IP-agpecom, CoBNaJatoWmMm C BUPTYasibHbIM. B ciydae AOCTyNHOCTM OH
Bcerga craHosuTcA VRRP master. MaKcumanbHoe Konmyectso VRRP-npoueccoB gna KOMMyTaTopoB
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum wunHtepdericos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 332 — KomaHapl pexkuma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-
TOB

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no ymon4aHuio

vrrp vrid description text [obasneHne onncaHuaA Leam Uam ncnonb3osaHua ana VRRP mapu-

vrid: (1..255); .
: _ text: (1..160 cUMBONOE) pyT13aTopa ¢ MaeHTMdunKaTopom vrid.
no vrrp vrid description YpaneHune onncaHma VRRP-mapwpyTtmsaTopa.
vrrp vrid ip ip_address Onpepenenune IP-agpeca VRRP-mapwpyTmnsaTopa
no vrrp vrid ip [ip_address] YpaneHue IP-agpeca VRRP ¢ mapwpyTtnsaTopa. Ecam B KayecTse na-
vrid: (1..255) pameTpa He yKa3aH IP-agpec, To yaanatca sce IP-agpeca BupTyans-

HOro MapLipyTU3aTopa, BCAeACTBME Yero yaanuTca U cam BUPTY-
aNbHbIN MapLUpyTU3aTOp Vrid Ha J@aHHOM YCTPOWCTBE.

vrrp vrid preempt BkntoueHune pexuma, npu Kotopom backup-maplipyTtmnsatop ¢ 60o-
Nlee BbICOKMM NpuopuTeToM ByaeT NbiTaTbCA NepexsaTuTb Ha cebn
posib master y TekyLiero master-mapLipytusaTtopa c 6osee HU3KUM

vrid: (1..255);
npuopuTeTOM.
Mo ymon4yaHuio <
MapuwpyTtusatop, KOTOpbIi ABNAETCA B/AAAE/NbLEM
BKJ/IIOYEHO
IP-agpeca mapwpyTtusatopa, 6yaer nepexsarbiBaTb Ha
V ceba ponb master He3aBUCUMO OT HACTPOEK [AHHOW
KOMaHAbl.
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no vrrp vrid preempt

BbIKNtOUEHWE pexXrMMa, Npu KoTopom backup-mappytusatop c 6o-
Nee BbICOKMM NpuoputeTom ByaeT NbiTaTbca NepexsaTuTb Ha cebs
posib master y TekyLiero master-mapLpyTtusatopa ¢ 60/1ee HU3KUM
NpUoOpUTETOM.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonuanuto: 255
ana snagenoua IP-
agpeca, 100 ana

HasHauyeHune npuoputeta VRRP-mappyTtusaTopa.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoueHne VRRP-npoTokona Ha gaHHOM nHTepdeiice.

BbIK/OYEH
vrrp vrid source-ip ip_address vrid: (1..255); Onpegaenexue peanbHoro VRRP-agpeca, KOTopbli byaeT ucnosib3o-

no vrrp vrid source-ip

Mo ymonyanuto: 0.0.0.0

BaTbCA B KayecTse IP-agpeca otnpasutensa ana VRRP-coobuieHni.

YCTaHOBKA 3HaYeHUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapLwpyTnsatopa npu nUsmeHeHumn co-
cToAHMM TpeKa. Mpu nepexose Tpeka B coctoaHWe down npuoputeT
VRRP-mapLipyTM3aTopa NOHUXKaeTcAa Ha 3HayeHue decrement_pri-
ority unu Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHsaeT nsmeHeHune npuoputeta VRRP-mapwpyTtusartopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuaHuto: 1 cek

OnpegeneHne UHTEpBasa Mexay aHOHCaMM master-mapLupyTmnsa-
Topa. Ecnn uHTepBan 3agaH B MUIMCEKYHAAX, TO MPOUCXOAMUT
OKpYr/ieHne BHM3 A0 6amskaiweint cekyHabl gns VRRP Version 2 1
00 6avKanwux coTbix dosieit cekyHabl (10 munnvcekyHa) ana
VRRP Version 3.

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHune nogaepxusaemoit sepcum VRRP npoTokona.

-2 — nogaep:kunsaetca VRRPv2, onpegeneHHbln B RFC3768. Mony-
Yyaemble VRRPv3-coobLeHMA 0TOPacbIBAOTCA MApLLPYTM3aTOPOM.
OTtnpasnATca ToNbKo VRRPV2-aHOHCDI;

-3 — nognepkmeaetca VRRPv3, onpeaeneHHbin B8 RFC5798, 6e3
cosmectumoctu c VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2-co-
oblweHna oTbpacbiBaloTcA  MaplpyTM3aTtopom. OTnpasastoTca
To/NbKO VRRPV3-aHOHCHI;

- 2&3 —noppeprkmsaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHOW coBmecTumocTbio ¢ VRRPv2. MNMonydaembie VRRPv2-coo6-
weHmAa obpabatbiBatoTcA  MaplupyTMsaTopom. OTnpasastoTcA
VRRPv2- 1 VRRPv3-aHOHCbI.

YCcTaHOBKa 3HaY€HUA NO YMOHAHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymonuaHwuio:
MCnosib3yeTca MeTos,
pacyeTta KOHTPO/IbHOM

BKNOUMTL METOZ, pacyeTa KOHTPOIbHOM CyMMmbl B 3arosioBke VRRP
6e3 yyeta ncesgo3aronosKka. RFC 3768.

YCcTaHOBUTbL MeTo/, pacyeTa KOHTpOI‘IbHOVI CyMMbl, OﬂpeAeﬂeHHbIVI

pseudo-header CYMMbI C B RFC5798, no ymonyaHuio.
nceBA03aro/I0BKOM

vrrp vrid accept mode [accept | YcTaHaBMBaEeT pexxnum paboTbl 06paboTKM NaKeToB, afpPecoBaHHbIX
drop] Ha BUPTYyasbHbIN aapec:

- accept — VRRP-mapLupyT1saTop B coctoaHuu Master 6yget npu-

HMMATb NaKeTbl, afgpPecoBaHHble HA BUMPTYaNbHbIA agpec, Aaxke

€C/IM OH He ABAAETCA BNaje/bLiem 3TOro agpeca;

-/drop; - drop — VRRP-mapuwpyTursaTtop B coctosHun Master byaer otbpa-
vrid: (1..255)

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpecoBaHHbIe Ha BMpTya/’IbeIﬁ agpec, ecim OH
He ABNAEeTCA BNnagenblem 3Toro agpeca.

YcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.
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vrrp vrid authentication {text YcTaHaBAMBAET peXKMm ayTeHTuduKaumm ansa naketos VRRP:

word | md5 key-chain key | - text — noactaHoBKa B VRRP-nakeTbl napons gns ayreHTudumKaumm
md5 key-string { string | word: (1-8) cumBonoB; | B He WKPOBAHHOM BUAE;

encrypted md5-string }} key: (1-32) cumBonos; | - md5 key-chain — noacraHoBka B VRRP-nakeTbl napona ana ayteH-

string: (1-80) cumBonoB; | TMdMKaALMK B LULMPPOBAHHOM BMAE C MOMOLLBIO CKOHPUIYPUPOBaH-
md5-string: (1-128) cum- | Horo Kntoya wWndpoBaHUs;

BOJIOB; - key — CKOHOUTYPUPOBAHHbBIN KNtoY WKMdpPOBaAHUA;
vrid: (1..255); - md5 key-string — nogcraHoska 8 VRRP-nakeTbl naponsa gna aytex-
Mo ymonyaHuio: TMdMKaumn B WMdpPOBaHHOM BMAE C MOMOLLIO 3a4aHNA Napons;
ayTeHTUdMKaLumA - String — Naposib 3a4aeTCA B OTKPbITOM BUAE (XpPaHUTCA B 3alumnd-
OTK/IlOYeHa pOBaHHOM);
- md5-string — naponb 3aaeTcs B 3aWMPOBAHHOM BUAE.
no vrrp vrid authentication YcTaHOBKa 3Ha4Y€HUA N0 YMOAYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:
console#

Tabanua 333 — KomaHabl perkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue

no ymoa4YaHuro
show vrrp [all | brief | MpocmoTp KpaTKoW nau aeTanbHol MHGOpPMaLMM A1A BCEX UM
counters interface gi_port: (1..8/0/1..48); | 04HOro HaCTPOEHHOrO BMPTYa/ibHOro MappyTusatopa VRRP.
{gigabitethernet gi_port | te_port: (1..8/0/1..48); | - all — npocmoTp MHPOPMaLMM O BCEX BUPTYa/IbHbIX MapLLpPYTU-
tengigabitethernet te_port | twe_port: 3aTOpaXx, BKAOYAA OTK/IOYEHHbIE;
twentyfivegigabitethernet (1..8/0/1..120); - brief — npocmoTp KpaTkoi MHbOPMALMK O BCEX BUPTYaNbHbIX
twe_port | hu_port: (1..8/0/1..32); | mapwpyTusartopax;
hundredgigabitethernet group: (1..128); - counters - oTobpaxaeT cuetunkn ana VRRP.
hu_port | port-channel group | vlan_id: (1..4094)
vlan vian_id}]

[pumepbl 8b1M0AHEHUS KOMAHO

HactpouTb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osaTb 3TOT afpec B KayecTse agpeca BUpTyab-
HOro MapLpyTusaTtopa. Bkatounte VRRP-npoTokon Ha nHtepodeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

MNocmoTpeTb KoHpUurypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255
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5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3BonsieT 6bICTPO 0OHAPYKUTb HEUCMPABHOCTU NIMHKOB. BFD moxeT paboTtaTb Kak
CO CTaTUYECKMMM MapLUpPyTaMm, Tak 1 C NPOTOKOAaMN ANHAMMYecKol mapipytmsaummn RIP, OSPF, BGP.
B Tekywen Bepcum MO peannsosaHa paboTta c npotokonamu IS-IS, OSPF, BGP.

AnnapatHbiii BFD peanusoBaH TonbKo B VRF no ymonuyaHuio. B octanbHbix VRF npumeHs-
eTca nporpammHblii BFD.

.‘

’ ' AnnapatHbiii BFD He peanusosaH ana mogenet MES2300-xx/MES3300-xx. 1na AaHHbIX Mo-
N Aeneil npumeHAeTca NporpammHbiii BFD.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexnume rnobasibHoM KoHbUrypaumm:
console (config) #

Tabnunua 334 — KomaHabl pexruma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmesue
o ymMmon4aHuio
bfd neighbor ip_addr 3apatb BFD-cocepa.
[interval int ] [min-rx min] - int — MMHUManNbHLIN MHTEPBaN Nepefayn Ana obHapy»KeHuA
[multiplier mult_num] . owmnbKY;
int: (150..1000)/150 . o ..
. - min — MUHUMaNbHLIA MHTEpPBaN NpUEMa AN OBHapyKeHuA
min: (150..1000)/150 .
owmnbKu;
mult_num: (1..255)/3
- mult_num — KoAn4yecTBo MoTepAHHbIX NaKeTOB A0 pa3pbiBa
ceccum.
no bfd neighbor ip_addr YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

KomaHObi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 4149 NPUBUIEMMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:
console#

Tabnunua 335 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuio

show ip bfd neighbors MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

KomaHoa Aelicmeue

5.30.12 TIpomokon GRE

GRE (Generic Routing Encapsulation) — npoTokon TyHHenMpoBaHUA ceTeBbix NakeToB. Ero ocHoBs-
HOe Ha3HayeHne — MHKaMNCcyNaLUnA NakeToB CETEBOro ypoBHA ceTeBol moaenu OSI B IP-nakeTbl. GRE moxeT
ncnonb3oBaTtbca 4na opraHmsaummn VPN Ha 3-m ypoBHe mogenun OSI. B kommyTaTopax MES peannsoBaHbl
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cTaTU4ecKkune Heynpasasemble GRE-TYHHeNU, To ecTb TYHHeNU CO34at0TCA BPYUHYO nyTem KoHdUrypuposa-
HMA Ha NOKaNbHOM W yAaneHHOM y3nax. [apameTpbl TYHHENA ANA KaXKAOW U3 CTOPOH AO/KHbI 6bITh B3an-
MOCOI1aCOBaHHbIMW UM MEPEHOCHMMbIE AaHHbIE He ByayT AeKancyMpoBaTbCA NapPTHEPOM.

V' Mpotokon GRE nopaepxusaerca Ha moaenax cepun MES2300-xx, MES3300-xx, MES5312,
MES5316A, MES5324A, MEES5332A, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32.

KomaHOb! pexcuma 2n06aa6HoU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkume rnobanbHON KoHGUrypaumm:
console (config) #

Tabnnua 336 — KomaHabl pexuma rnobanbHoM KoHdUrypaumm

3HaveHue/3HavyeHue ”

KomaHoa / Aelicmeue
o ymMoA4aHuio

interface Tunnel tunnel_id tunnel_id: (1..16) Co3patb uHTepdelic TyHHens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPUrypauum nHtepdelica TyHHens:
console (config-tunnel) #

Tabanua 337 — KomaHgb! pexkuma KoHpurypauum nHtepderica TyHHens

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
Tunnel mode gre ip 3agatb Tvn TyHHenAa GRE c ucnonb3osaHuem IPv4.
- -/BbIKNIOYEHO
no Tunnel mode gre ip YpanuTb TyHHenb.
Tunnel source HasHauutb IP-agpec nnm uHtepdelic, Kotopbii byaeT ncnosnb-
{ipv4_address | 30BaTbCA B KayecTBe ajpeca OTNPaBUTENS  BHELLIHEro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); | |p-3aronoska GRE-TyHHenA.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | tunnel tunnel_id | vlan_id: (1..4094)
vlan vian_id }
no Tunnel source Ypanuts IP-agpeca oTnpasutens.
Tunnel destination {_URL_ HasHauuTb IP-agpec nonyyatens (KOHUA TyHHens).
| ipv4_address} -
no tunnel destination Ypanute IP-agpec nonyyatens.
ip address ipv4_address YctaHoBuTb IP-agpec nHTepdeiica TyHHens. C Mcnosb3oBaHMeM
3TOro agpeca KOMMYTaTop AOCTyNeH yepes TyHHenb. MoxeT
- MCMNO/b30BaTbCA B KAaYecTBe LW/03a Ha yAa/eHHOM yCTpoicTae
NPy MapLUpyTM3aLmMK B TYHHEND.
no ip address Ypanute IP-agpec uHTepdeica TyHHens.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 338 — KomaHabl pexkmma EXEC

3HavyeHue/3HayeHue .

KomaHda / Aelicmeue
no yMmoA4YaHuo

show ip Tunnel [ tunnel-id ] tunnel_id: (1..16) OT106pa3unTb MHGOPMaLUM TYHHENS.

show ip interface Tunnel
tunnel_id

:ll;r?r\:;li-r;;erfaces Tunnel tunnel_id: (1..16) OT06pa3nTb MHPOpMaLMIo HTepdelica TyHHeNs.

tunnel_id: (1..16) OT06pa3unTb MHPopmaumto 06 IP-uHTepdelice TyHHeNA.

[Mpumep Hacmpoliku myHHens

Co3faHue TYHHeNA U HaCTPOMKA CTAaTUYECKOro MapLUpyTa A8 CeTU, HaxoAALLEeACA HA NPOTMBOMO-
JIOXKHOW CTOPOHE TYHHeNA:

® B KayecTBe NOKA/NbHOIo aapeca gna TyHHena ucnonosyetca IP-agpec 192.168.1.1;
® B KayecTBe y4aNeHHOro agpeca ana TyHHena ncnoabsyetca IP-agpec 192.168.1.2;
e |P-agpec TyHHeNna Ha nNoKanbHoW cTtopoHe 172.16.0.1/30;

® CceTb Ha NPOTUBOMNOJIOKHOM CTOPOHe TyHHenA 10.10.1.0/24.

console (config) #vlan database

console (config-vlan) #vlan 301

console (config-vlan) #exit

console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 301
console (config-if) #exit

console (config) #interface vlan 301

console (config-if) #ip address 192.168.1.1 /24

console (config-if) #fexit

console (config) #interface Tunnel 1

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30
console (config-tunnel) #exit

console (config) #ip route 10.10.1.0 /24 Tunnel 1

' Ha sBctpeyHOM yCTpOﬁCTBe HGOGXOAMMO BbINOJ/IHUTb B3aUMOCOTr/1aCOBaHHbIe HaCTpOﬁKM.
-

5.30.13 KoHdpuzypayua supmyansHoii o6nacmu mapwpymusayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHonorus, KoTopas NO3BONAET HECKOJIbKMM 3K3eM-
naspam TabanLbl MapLIpyTM3aLLMM COCYLLECTBOBATL B OA4HOM MapLUPYTM3aTOpe OAHOBPEMEHHO.
Cnucok noagepKaHHbix B VRF GyHKLMI gocTyneH B Tabanue 342,

Tabnnua 339 — KomaHgb! pexuma rnobanbHoin KoHdUrypaumm

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
ip vrf [vrf_name] vrf_name: (1..32) cum- Co3paHue BMPTYyanbHOM 061acTU MapLupyTU3aumum.
no ip vrf [vrf_name] BO/a YaaneHue BupTyanbHOW 061aCcTM MapLLpyTU3aumu.
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Tabnmua 340 — KomaHabl pexmma KoHpurypaumm nHtepoeiica

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no yMoaYaHuro

ip vrf [vrf_name] MpwuBaska nHTepdeiica K 061acTv BUPTyabHOM MapLIpyTM3a-

umun. Mocne BBOAA KOMaHAbI BCE CO34aHHbIe B AanbHelwem IP-

vrf_name: (1..32)
- aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
cMMmBOAa o

3aH UHTepodeiic.

no ip vrf OTBA3Ka UHTepdelica oT 061aCTM BUPTYyaIbHON MapLLPyTU3aLUK.

Tabnunuya 341 — KomaHab! pexkuma EXEC

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
show ip vrf [all Jvrf_name] vrf_name: (1..32) cum- BbiBOA MHOOPMaLMM O CO3AaHHbIX BUPTYabHbIX 061aCTAX MapLL-
BONa py™m3aumn n 06 L3-uHTepdeicax, KOTopble B HUX HAXOAATCA.
Tabnuua 342 — OyHKUMK, Noagaep»KaHHble ans paboTsl B VRF
dyHKYuU Hasuzayusa
K "
OMaH'a‘bul ynpaseHnA 5.4 KomaHabl ynpaBneHma cuctemon

cuctemonm

Cratueckan 5.30 KoHdurypauma NnpoTOKO/I0B MapLupyTU3aLmum

MapLipyT1sauma ' ypau P PUIpy 4

OSFP 5.30.3 HacTpoiika npotokona OSPF, OSPFv3

BGP 5.30.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

5.31 KoHodurypauma VXLAN

VXLAN — 370 BMpTyasibHas pacluMpeHHas 4YacTHasa ceTb (Virtual eXtensible Local Area Network).
[laHHaA TexHoNorMA No3BoNAET ynakoBbiBaTb Ethernet-kagpbl 8 UDP-cermeHTbl ¥ TpaHCNOPTMPOBaATb MUX NO
IP-ceTun.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTCa UK 3aKaHumMBaeTca VXLAN-
TOHHenb. Mogenun, onucbiBaemble B JaHHOM PyKOBOACTBE, MOTYT AelcTBOBaTb B Kayectse VTEP.

B kauectBe control plane ana VXLAN mucnonbsyetcs EVPN. 3To pacwumpeHue npoTokona BGP,
KOTOpOe No3BOJIAET CeTM NepenaBaTb MHOOPMALUIO O AOCTYMHOCTU KOHEYHOFO YCTPOWMCTBA, TAKYH Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 9Ta TEXHONOMMA NIOCKOCTU ynpaBaeHma ncnonbsyetr MP-BGP
ana pacnpegenenHma MAC-aapecoBs 1 IP-agpecoB KOHeYHbIX yCTponcTs, rae MAC-agpeca paccmaTtpuBaroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpolicTBam AencTBoBaTth B KayectBe VTEP ans obmeHa nHdbopmaumei
Mexay coboi 0 AOCTYNHOCTU CBOMX KOHEYHbIX YCTPOWCTB.

V Mopapeprkka VXLAN npepoctaBnaerca No AMUEH3UN.

’ ' DOna kommyTaTtopos cepuit MES2300-xx u MES3300-xx TexHonorna EVPN/VXLAN He noagep-
Cad KuBaertca.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnunua 343 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

vxlan word

no vxlan word

word: (1..64) cumsona

Co3patb VXLAN-MHCTAHC ¢ uMeHemM word U MepenTn B pexmnm
ero KoHdurypaumm.

Ecan VXLAN-MHCTaHC € TaKUM UMEHEM Y3Ke CO34aH, TO NepenTu
B peXXunm ero KoHdurypaummu.

Ypanute VXLAN c umeHem word.

anycast-gateway
mac-address mac_address

no anycast-gateway
mac-address

mac_address: H.H.H nau
H:H:H:H:H:H nnan H-H-H-
H-H-H/
He 3aaHo

3agaTtb BUPTYanbHbii MAC-aapec, KOTopbli 3aMeHseT 6a30BbIl
MAC-agpec KommyTaTopa B ARP-cOOBLWEHUAX, UCXOOALLMX C
MHTepdencoB, Ha KOTOPbIX AaHHaA GYHKUMA aKTUBHA.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

arp suppression-cache
timeout timeout

no arp suppression-cache
timeout

timeout: (30..40000000)/
300 ceKyHg,

3aaTb MaKCMManbHoOe BpemMs KU3HM 3anuceit Tuna local 8
Tabavue arp suppression-cache.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

ip dhcp information option
vpn [link-selection |server-
override | virtual-subnet]

no ip dhcp information
option vpn

-/BbIK/OYEHO

PaspewunTb ycTpoicTy gobasneHune B onumio 82 (ecam eé ao-
6aBneHue paspeLleHo) ONONHUTENbHbIX NOAOMNUNNA:

-vpn — gobasuTb nogonumm 5, 11 n 151;

- link-selection — no6aBuTb TONbKO Nogonuuio 5;

- server-override — g06asuTb ToNbKO Nnogonuuio 11;

- virtual-subnet — po6aBuTb ToNbKO Nogonuuto 151.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip dhcp relay source-
interface [gigabitethernet
gi_port |
tengigabitethernet te_port
| hundredgigabitethernet
hu_port |
twentyfivegigabitethernet
twe_port | portchannel
group | Loopback loopback
| vlan vian_id] [vrf
vrf_name]

no ip dhcp relay source-
interface [vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan: (1..4094);
vrf_name: (1..32)
cumBona

3agaTb MHTepdelic ycTponcTaa, IPv4-agpec KoToporo byaet uc-
Nnonb30BaTbCA B KavecTBe |IP-agpeca nctoyHmka B IP-3aronoske
1 3HayeHus nona Relay agent IP address B coobueHnax npoTo-
kona DHCP oT relay-areHnTa.

Ecnv Ha yKazaHHOM uHTepodelice He HacTpoeH IP-agpec, To npu
Bblbope IP-agpeca UcToyHMKa byaeT UCnonb3oBaTbCA NoBese-
Hue relay-areHTa no ymonyanmio.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHguaypauuu VXLAN

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume pexkume KoHpurypaumm VXLAN:

console (config-vxlan) #

Tabnnua 344 — KomaHgb! pexkuma KoHdurypaumm VXLAN

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

arp-suppression

no arp-suppression

-/BbIK/IIOYEHO

BkntoumTb GyHKUMIO arp-suppression B Tekywiei VXLAN 1 B cBa-
3aHHOM ¢ Hei VLAN.
OpHoBpemeHHasn paboTa B 0AHOI U Toli e VLAN
! dyHKumit arp-suppression 1 arp inspection 3anpe-
wieHa.

YCTaHOBUTb 3Ha4YeHME NO YMOJYAHMUIO.

shutdown

no shutdown

-/no shutdown

YCTaHOBUTb agMUHUCTPaTMBHbIN cTaTyc DOWN ana VXLAN-mH-
CTaHca.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

vlan vian-id

no vian

vlan-id: (1-4094)

3apatb vlan id, KoTopbiit 6yaeT ceasaH ¢ VXLAN-MHCTaHCOM.

Yaanutb cBasky vlan id ¢ VXLAN-UHcTaHcOM
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vni vni-id [ip-routing]

no vni

vni-id: (1-16777214)

3apgatb Virtual Network Identifier (VNI), koTopsbiit 6yaet uc-
Nonb30BaTbCA B pamkax gaHHoro VXLAN.

- ip-routing — yKkasbiBaeT, uto AaHHbIn VNI 6yaet ucnonb3o-
BaTbcA AnA uHkancynaumm B VXLAN IP-nakeToB, mapLipyTunsm-
pyembix 8 VRF.

Ypanutb 3agaHHbii VNI,

route-target { export | im-
port | both } community

no route-target { export |
import | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

Co3paeT cnnckM nmnopTa 1 akcnopTa Route Target Community:
- export — gobasuTb Route Target Community K akcnoptupye-
MO MapLpyTHON MHPOopMaLmK;

- import — umnopTMpoBaTb MapLPYTHYIO MHHOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykasatb umnopt 1 akcnopr.

Ypanaet cnuckm umnopTa 1 akcnopTa Route Target Commu-
nity.

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIKNOYEHO

Bkntountb B Tekywer VXLAN pexum penankaumm BUM-

Tpadumka c nomowpto PIM Multicast u npuBssbiBaeT rpynnoBoi

agpec K gaHHoi VXLAN. ToT agpec 6yaeT Mcnonb3oBaThCA Kak

agpec HasHaveHua B VXLAN naketax.

- ip_multicast_address — rpynnosou IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOI B KOMaHge
BbiLUe rpynnbl HEO6X0AMMO BKAOUYEHUE

V npotokona PIM Ha uHtepdeiice loopback ¢

YKa3aHMeMm SaHHOM rpynnbl KaK CTaTUYECKO.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B
cnepymouen Tabnauue.

Bce VTEP 8 ogHom VNI gomKHbI MICNONb30BaTb
V OAMH U TOT }Ke meToa penaunkauum. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/b30BaTbCA OAMUH U TOT XKe aapec rpynnbi.

~ MakcumanbHoe KoM4ecTBo YHUKanbHbix mul-
ticast VXLAN TyHHenel (multicast rpynn) 256.
V OpHa multicast rpynna moxet 6bITb Ha3HaYeHa Ha
Heckonbko VXLAN TyHHenen.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

V Ona KoppekTHoM pabotbl VXLAN Heobxogumo yctaHoBneHue ceccumn BGP mexxay loopback-
uHTepdeicamm yCcTpoMUCTB € yKkazaHuem agpeca loopback B kauectse bgp router-id.

KomaHObI pexcuma KoHguaypayuu uHmepagelica loopback

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypauumn nHtepdeliica loopback nmeet sua;

Console (config-if) #

Tabnnuya 345 — KomaHgb! pexknuma KoHpurypaumm nHtepdelica loopback

3HayeHue/3HayeHue

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

KomaHda Aelicmeue
no ymon4YaHuro
ip pim -/BbIKAOYEHO BkatounTb NpoTokon PIM Ha nHtepdeiice.
no ip pim YcTaHaBAMBaET 3Ha4YeHMEe N0 YMONYAHMIO.

Cosgaert 3anuchb (*, G) ¢ yKasaHHOM My/IbTUKACTOBOW rpynnoii
n pobasnsaet uHTepodeiic loopback 8 OIL. OTnpasnseT Ha RP
PIM Join ¢ yKa3zaHHbIM agpecom My/bTUKACTOBOM rpynmbl.

- ip_multicast_address — rpynnosoi IP-agpec.

YaansaeT 3anuchb (¥, G) ¢ yKazaHHOW MyNbTUKAcTOBOM rpynmon.
OTtnpasnset Ha RP PIM Prune c yka3aHHbIM afpecom MynbTu-
KacToBO rpynnbil.
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KomaHObI pexcuma KoHguypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexnume KoHPurypaumnm nHtepoerica VLAN:

console (config-if) #

Tabnunua 346 — KomaHgbl pexkuma KoHdpurypaumm nHtepdeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

anycast-gateway
no anycast-gateway

-/BbIKNOYEHO

BkntounTb PyHKLMIO anycast-gateway Ha JaHHOM UHTepdelice.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm VRF:

Console (config-vrf) #

Tabnnua 347 — KomaHab! pexkuma KoHpurypaumm VRF

Aelicmeue

3HayeHue/3HayeHue
KomaHda
no ymoa4aHuro
vni vni-id
vni-id: (1-16777214)
no vni

3agartb Virtual network Identifier (VNI), koTopsbiii byaeT ncnonb-
30BaTbcA AnA nHKancynauum 8 VXLAN IP naketos, mapupyTtu-
3upyembix B VRF.

Ypanutb 3agaHHbii VNI,

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3apaTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — umnopTUpoBaTb KOMbIOHUTH;

- export — 3KcnopTUpoBaTb KOMbIOHUTH;

- both — skcnopTMpoBaTb M UMNOPTMPOBATL KOMBIOHUTH.
dopmaT 3annMcn KOMbIOHUTU:

ASN2 — 16-6MTHOe 3HaueHue AS;

ASN4 — 32-6uTHOE 3HayeHue AS;

IPv4 — IPv4-appec;

NN —yuncnoBoe 3HayeHue route target.

Yaanutb 3Ha4eHne KOMbIOHUTH.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXmnme KoOHUrypaLmm cekumm route-map:

console (config-route-map) #

Tabanua 348 — KomaHabl pexkuma KoHOUrypaumm cekumm route-map

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

set evpn gateway-ip
ip_address

/0.0.0.0

no set evpn gateway-ip

YcTaHOBUTL 3HayeHue [P-v4 Gateway address B NLRI
otnpasnaembix EVPN-mapwpyTtos Tmna 5.
- ip_address — yctaHaBnanBaemoe 3HayeHue IP-v4 Gateway
address.
Route-map c gaHHOM HacTpoiiKoii cnegyeT
Mcnonb3oBaTb B KOHTeKcTe address-family 12vpn

evpn BGP-cocepa 1 TonbKo B HanpasaeHuu out.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.
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KomaHOowbi pexcuma Priveleged EXEC

Bua, 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:
console#

Tabnunua 349 — KomaHgb! pexkuma Priveleged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show arp suppression-cache
[local | remote | vlan]

OTobpaXkaeT cogepKMmoe Kalla arp suppression:

- local — oTobparkaeT ToNbKO N0KabHbIE 3aMKCH;

- remote — oTo6pakaeT TONbKO yAaseHHble 3anucy;

- vlan — oTobpakaeT TONbKO 3anucK, OTHOCALLMECA K YKa3aH-
How VLAN.

show evpn Ethernet-seg-
ment {port-channel group

| es_number mac-address |
esi} [detailed]

group: (1..48);
es_number:
(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

OTobpaxkaeT nHbopmaumio 06 Ethernet Segment Identifier.

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumBona

OTo6parkaeT MHGOPMALMIO O MapLLIPyTax TMMNa 3, KOTopble Uc-
No/b3yHTCA A4/1A NepeAaqn LNPOKOBELLATeNbHOrO, HENM3BECT-
HOro 0AHOAAPECHOro M MHoroaapecHoro (BUM) Tpaduka.

show evpn ingress-
replication [vni vni-id]

vni-id: (1-16777214)

BbiBognT cnucok VTEP, Kyga BbiNnOAHAETCA LenesBas pac-
cblnka BUM-Tpadumka meTtosom ingress-replication ana Bcex
co3gaHHbIX VNI,

- vni — BbIBOA, UHPOPMALMK BbINONHAETCA TO/IbKO ANA YKa-
3aHHoro VNI.

show evpn ingress-
replication flood-domain

OTobparkaeT cnMcoK Bcex yaaneHHbix VTEP B IP-pabpuke, a
Takske cnmcok VNI/VLAN, nonaswwx so flood-domain.

Mpu HexBaTKe CUCTEMHbIX PECYPCOB A1 LLeNeBOM paccbiku
BUM-Tpaduka metomom ingress-replication, VNI nomewya-
etca Bo flood-domain. Ona takmux VNI pacceinka BUM-Tpa-
¢duKa BbinosiHAeTcA Ha Bce VTEP IP-dpabpuku.

show evpn ingress-
replication resources

OTob6parkaeT MHGOPMALMIO O CUCTEMHBIX pecypcax, MCnosb-
3yloLmxca Ans pacnpoctpaHeHna BUM-Tpaduka.

show evpn mac-ip [word]

word: (1..64) cumsona

OTobparkaeT MHGOPMALMIO O MAPLLPYTaxX TUMA 2, KOTOPbIE UC-
nosb3ytoTca AN nepeaaqdn nHdopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OTobparkaeT uHGopmauuto 060 Bcex ycTaHosaeHHbIX VXLAN-
TYHHenAx:

- word — umsa VXLAN. OTobpaskaeT MHpopmaumio 06 ycTaHoB-
JIEHHbIX TYHHeNAX yKkazaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumsona

OTobparkaeT KpaTKyto MHGOPMALMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenax:

- word — ums VXLAN. OTobpakaeT geTanbHyto MHbopmaLmto
no ykasaHHou VXLAN.

show ip anycast-gateway

BbiBOAMT MHbOpMaLMio 06 anycast-gateway.

[Mpumep KoHDU2ypayuu 018 08yx ycmpolicms

Meay asymsa yctpoicteamu R1 n R2 yctaHoBneHa BGP-ceccua mexay loopback-untepdeiicamm.

BkntoueHa AF [2vpn evpn ana obecneyeHunsa yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-
umm 06 nsyyeHHbix MAC-agpecax.

CospgaH VXLAN-mHcTaHc ¢ umeHem test_vxlan. K Hemy npusasaHa VLAN 1000, 3agaH VNI 1000.
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KoHourypaums 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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KoHourypaumsa 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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Ecam  um3yuntb MAC-agpec Ha uHTepdeitice TenGigabitEthernet1l/0/3 Ha R1, TO MOXHO
NPOKOHTPOINPOBaATh ero Hanmuune B Tabnmue MAC-agpecos Ha R2.

MNocmoTpetsb MAC-agpeca, nsyyeHHble B VXLAN, MOXKHO B BbiBOAE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasbiBaeTca Kak evpn-vxlan. Mpumep BbiBoAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9%9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma KoHOUrypaumm nHtepoeica:
console (config-if) #

Tabnunua 350 — KomaHab! pexkuma KoHdurypaumm nHtepdelrica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymoA4YaHuo
ethernet-segment esi Co3patb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
esi: (1-16777214) penTU B PEKMM KOHOUTYPUPOBaAHUA.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHus ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:
console (config-es) #

Tabnuua 351 — KomaHapl pexkuma KoHourypaumm ESI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo yMoA4YaHuto
system-mac system_mac mac_address: H.H.H unn | 3agate MAC-agpec, ucnonb3yembli B kKayectse System ID npo-
H:H:H:H:H:H nam H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTuem Knasuwu <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp (3HaueHne No ymoayaHuio) He BbiI6paH HU OAUH M3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 352 — OnucaHue meHio Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A5 Bblbopa akTMBHOrO daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbl dann cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpoicTae;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUM MO YMONYaHMIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yaaneHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npouesypa Ucnonb3yeTca AN BOCCTAHOBNEHMA YyTPaYeHHOro Napons, oHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWA NAPOAA HaXKaTb KAaBuLWy <2>, Npu NoCAeAyoLWeM NoaKtove-
Password Recovery Procedure A . P v » P AyIou A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeH!o Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpyskuM yCTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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.‘

.‘

6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLleH U HaCTPOEH Ha KOMNbloTepe, C KOTOporo byaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEpPOM A0/1KeH 6bITb A0CTyNeH 419 KOMMYyTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINONHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 O6HoBnEHUe cucCMeMHO20 NPo2PamMmmHO20 obecneyeHus

3arpysKa ycTpoicTBa ocyliecTBaseTca U3 ¢alina cUCTeMHOro nporpammHoro obecneuvenua (MO),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyto Bepcuio MO 6.x.X peko-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEeN No o6HoBneHUIO Bepcuu MO B ceTeBbIX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image:
Version:
Commit:
MD5 Digest:
Date:
Time:

Version:
Commit:
MD5 Digest:
Date:
Time:

flash://system/images/imagel.ros

5.5.4
25503143

6£3757fab5b6ae3d20418e4d20a68c4c

03-Jun-2016

19:54:26

Inactive-image: flash://system/images/ imagel.ros
5.5.4

16738956

d907£3b075e88e6a512cf730e2ad22£7

10-Jun-2016
11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
dopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

Ana NPOCMOTpPAa AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHms 1 X akTMBHOCTU BBeAUTE KOMaHOY

show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM Y.
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NMPUNOXEHUE A. NTPUMEPbI MPUMEHEHMA N KOHOUTYPALUU YCTPOUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaXx JIOKA/IbHOM CeTH, YTO No3BoasAeT BanaHCMPOBATb HArpy3Ky. [NA NPOCTOTbl PaCCMOTPUM
CNy4ait c Tpems KoOMMyTaTopamn, 06 beAUHEHHBIMM B KO/IbLEBYIO TOMOOMUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHsatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYyTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KomMmyTaTop 2 HasHaYMM KOpPHEBbIM AN BHYTPeHHero ceasytouero gepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaerca cy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosib3ysa noptol tel u te2. Huke npusegeHa cxema, M306parkatoLasn JIOrMYecKyto TOMoI0rUIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KOMMmyTaTop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Korga oAnH 13 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA MO0 06pbIBAaEeTCA KaHa, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATb NOCEACTBUA aBapumn. Huxe npmseaeH npouecc
KOHdUrypaumm KommyTtatopos. Jna 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KOHPUIYPaLMOHHbLIN
WwabnoH, KOTopbIn 3arpyrkaeTca Ha TFTP-cepBep M MCNOAb3YeTCA BNOCNEACTBUN A1 HACTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiiKa selective-qing

Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK 006aBNAATb METKY

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnyyae 66110 6bl yA06HO BOoCnonb3oBaTbes GyHKUMen nogmeHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npMseaeHa KoHoUrypawmsa
KOMMyTaTopa, B KOTOpOM ocyliectsasetca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHas

noameHa A0/1KHa OCYLLECTBAATLCA Ha 3TOM Ke UHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnnuya B.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88ch 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0Ox881le 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC O0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 Ox882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B Ox883E 0x9999
0x22F2 0x888b 0Ox88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
0x22F3 0x888d 0Ox88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0Ox888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 Ox882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5300-24, MES5300-48, MES5305-48, 363

MES5310-48, MES5400-xx, MES5410-48, MES5500-32




HELTEX

NMPUNOXKEHUE . ONUCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTtka ACL nepexBayeHHbIX NAaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NOlyYeHMe CBeAEHUM O CTeKe, MHAMKaLMA, 0OMeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3aLMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUIrypaLMOHHbIX ¢pannos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemoim

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MNo)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThii OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 1x Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTBMe c Nonb3oBaTenem)

ESTC JlorvpoBaHue cobbiTuid 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4YecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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O6paboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya

EVRX
nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytTMsaumm n MapLupyTusanma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOAIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX lOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 n IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnmn Loopback Detection

LBDT OTnpaBKa nakeTtoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTnA 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITUIA B CTEKE NOJIb30BATENBCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHne U3MEHEHWNIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabena (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTpoiika orpaHMYeHna CKOpOCTM NepexsaTa naketos Ha CPU, BegeHMe CTaTUCTUKM NO ne-

pexBavyeHHbIM NMNakeTam
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NSFP OTcnexknBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHue tOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHUA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M oTCAeXmnBaHMe U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmux npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHue cobbiTnIM NPUEma NakeTa U3 Kommytatopa B CPU, HUXKHWI ypoBEHDb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictea (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JlorvpoBaHue cobbiThid 0 NpeBsbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN
SW2M Ob6paboTKa cobbiTuin Address Update ot FDB, 610KkMpoBKa nopTta npu BO3SHUKHOBEHMM OLLMU-
60K Ha nopTy
SYLG BbiBOA, coobuieHnin B syslog
TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL
TCPP Peanusauna npotokona TCP
TFTP Peanusauna npotokona TFTP
TMNG YnpasneHne npuoputeTamm 3agay
TNSL KnueHnt Telnet
TNSR Cepsep Telnet
TRCE Peanusauusa traceroute
TRIG 3anyck gericteus B FDB (aging MAC-agpecos)
TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN
TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MN0O)
UDPR UDP Relay
URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)
VRRP Peanunsauna npotokona VRRP
WBAM Web-based Autentification
WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb
WBSR YnpaBneHue n Tanmepbl web-cepeepa
WNTT Mopaepkka NAT gna WBA
XMOD Peanusaums npotokona X-modem
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