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PykoBozacTBO no akcnyataunm WB-15-W2
1 BBepneHune

1.1 AHHOTauus

WB-15-W2 - 310 BcenorogHas 6ecnposogHas Touka goctyna Wi-Fi ¢ nogaepxkoi LTE n dyHkumeit
pe3epBUPOBaHNSA KaHA/I0B A1 NOAK/THYEHNSI CETEBOIO 060PYA0BaHUA K CETU VIHTEPHET U BEAOMCTBEHHbIM/
KoprnopaT/BHbIM CETAM. YCTPOCTBO NOAAEPKMBAET PEXMM MapLLpyTU3aTopa, OTCMeXnBaHMe KauecTsa
coefnHeHns ¢ 6a30BOI CTaHUMEN, LWeNnUH Tpadmka.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCTUKKM, KOHCTPYKTUBHOE NCMOTHEHME, NOPSA0K YCTaHOBKY, NpaBuia 6e30nacHoi akcnayaraumm
YCTPOWCTBA, a Takke onmcaHbl HacTPOoiKK, AOCTYNHble B web-nHTepdhelice ycTpolicTea.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BAHUIO 1
HaCTpoiike yCTPOMCTBA.

@ nNpeaynpexaenns MHOPMUPYIOT NONL30BATENS O CUTYaLMAX, KOTOPbIE MOTYT HAHECTY Bpej
YCTPOWCTBY W/ YesI0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uam notepe AaHHbIX.

2 OnucaHne nsnenuvs

2.1 Ha3HaueHue

WB-15-W2 - 310 BcenorogHas 6ecnposogHas Touka goctyna Wi-Fi ¢ nogaepxkoi LTE n dyHkumeit
pe3epBUPOBaHNSA KaHA/I0B AJ151 NOAK/THYEHNSI CETEBOIO 060PYA0BaHUA K CETU VIHTEPHET U BEAOMCTBEHHbLIM/
KOprnopaTyBHbIM CETSM. YCTPOCTBO NOAAEPKMBAET PEXMM MapLLpyTU3aTopa, OTCMeXnBaHMe KayecTsa
coefnHeHns ¢ 6a30BOI CTaHUMEN, LWeNnUH Tpadmka.

WB-15-W2 BbinosiHeHa B Kopnyce Co cTeneHbio 3awuTbl IPSS, 4To No3BoNSAET aKcn/yaTnpoBaTb YCTPONCTBO
B C/IOXHbIX K/TMMATUYECKUX YCITI0BUAX.

MuTaHve Npon3BoAMTCS Yepe3 KeMMbl (B aBTOMOGUIE) unn no TexHonorun Passive PoE.

2.2 XapakTepuCTUKM YCTPOCTBa
Unmepgpelicbl:

* 1 nopt 10/100Base-T (Ethernet)

* 1 uHTepdpeinc 2G/3G/4G ¢ NnogaepXKON pe3epBrpoOBaHUA KaHas10B

+ 2 pazbema SMA-Tuna (female) ana nogkntoueHns BHelwHX 2G/3G/4G-aHTeHH (Omni, CEKTOPHO,
naHenbHol 1 T.4.)

+ 1 pazbem SMA-Tuna (female) gns nogknoueHnst BHelHe GPS-aHTeHHb!

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n

+ Wi-Fi 2.4 I'Ty (aHanu3aTtop naketoB) Ha ocHoBe unna Realtek RTL8192FR

MuTaHme ycTpoicTBa ocyllecTnsieTcsa uepes PoE-unxekTtop 24 B ot cetn 220 B, nn60 yepes 6510k NuTaHns
NMOCTOSAHHOTO HaNpPsXKeHNSI.
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© nMpu nuTaHuM ycTpoiicTBa UHXEKTOPOM HaNPSHKEHWS, OT/IMUYHOTO OT 24 B, yCTPOIACTBO BbiiigeT 13 cTpos!

PyHKYyUUu:
Bo3moxxHoctnn WLAN:

+ Moppepxka ctaHaapToB IEEE 802.11b/g/n

* Arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx)
*+ MpuopwuTteTbl 1 NNaHNpoBaHe naketoB Ha ocHose WMM

+ MNopaepxka ckpbiToro SSID

* VM3onsums aboHeHTOB B npeaenax ogHoro VAP

* 4 BUpPTYyaJslIbHblEe TOUKM A0OCTyna

+ ABTOBbIOOpP KaHana

+ CkaHupoBaHve pagumoadmpa

+ Pexxnm moHuTopuHra Wi-Fi Tpadmka

+ CnekTpoaHannsarop

CeTeBble YHKLUM:

+ ABTOMAaTMYeCKOoe corsiacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiioveHnsa Mexay pexnmamm
MDI n MDI-X

+ PaboTta B pexvnme mapLupyTtumsaropa

+ Cratnyeckas mapwpyTmnsaums

+ DHCP-cepBep

+ MNopaepxka IPsec

* MNopaepxka PPP

+ Moapnepxka GRE over IPsec (Management)

+ lMepepaya aboOHEHTCKOro Tpaduka BHE TyHHeNewn

+ Cratnyeckasi npusa3ka agpecoB

+ MNopaepxxka ACL

* MNopaepxxka NTP

+ Mpobpoc noptoB

+ Moppepxka Syslog

®yHKunm QoS:

*+ [MpuopuTeT 1 N1aHMpoBaHUe NakeToB Ha OCHOBE Npodnneit

+ OrpaHunyeHve NpornyckHon cnocobHocTn a/ia kaxkaoro VAP

+ OrpaHunyeHve NporycKHOM CNOCOBHOCTU 418 KKA0r0 KneHTa
+ OrpaHuyeHne KoamyecTBa K/IMEHTOB Ha Kaxablin VAP

* N3meHeHune napameTpos WMM

Be3onacHocCTb:

* LleHTpanusoBaHHas aBTopumsauus yepe3 RADIUS-cepeep (WPA Enterprise);
+ WndposaHme gaHHbix WPA/WPA2

+ OrpaHuyeHve focTyna K yCTPpONCTBY

* Moppepxka Captive Portal

Ha pucyHke HWXe npueegeHa cxema npumeHeHna WB-15-W2.



3G/4G

2.3 OCHOBHbIe TEXHMYECKNE NapaMeTpbl

OCHOBHbIe mexHuU4YecKue rnapamempsi
MapameTpbl Ethernet-untepcdeiica
KonnuecTtBo nopToB
DNEeKTPUYECKUNA pa3bem
CkopocTb nepegaun, Méut/c
Mognepxka cTaH4apTOB

MapameTpbl uHTepdcpeiica 2G/3G/4G

YacToTHbIe AnanasoHbl

CKOpOCTb Nepeaayn faHHbIx

MakcumasibHas MOLLHOCTb I'Ie[.')e,El,i':\T‘-lI/IKEl2

MapameTpbl 6ecnpoBOgHOro NHTepenica
CraHpapTsl
YacToTHbIn gnanasoH, My

Moaynaunsa

Pa6ouvie kaHasbl?

PyKoBOACTBO Mo aKcniyaTtaumy WB-15-W2

~_ 3G/4G

WB-15-W2

WB-15-W2

1
RJ-45
10/100, aBTOONpPEaENEHNE

BASE-T

4G LTE FDD: B1, B3, B5, B7, B8, B20
4G LTE TDD: B40

3G UMTS: B1, B8

2G GSM: 850M, 900M, 1800M, 1900M

AGLTE FDD ECat 4;: 150 MéuTt/c éDL;/ 50 MéuTt/c EUL;
AG LTE TDD (Cat 4): 130 M6ut/c (DL) / 35 MéuTt/c (UL
3G DC-HSPA+: 42 M6ut/c (DL) / 5,76 M6uT/c (UL)

2G EDGE: 384 Kout/c (DL) / 384 K6uT/c (UL)

AG LTE: po 23 pbm
3G UMTS: go 23 gbm
2G GSM: go 33 gbm

802.11b/g/n
2402 - 2482 My
CCK, BPSK, QPSK, 16QAM, 64QAM

802.11b/g/n: 1-13 (2402-2482 MI')



CKOpOCTb Nepeaaun AaHHbIX', M6uT/c

MakcumasibHasa BbixogHas MOLLHOCTL Nepefarymka

UyBCTBUTENBHOCTL NPUEMHIKA

Be3onacHoCcTb

YnpaBneHue
YpaneHHoe ynpasieHue

OrpaHnyeHue goctyna
OGLwue napameTpbl
Mpoueccop

NAND

RAM
MutaHue

MoTpebnsemMas MOLWHOCTb
Pa6ounii gnana3oH Temneparyp
CreneHb 3awWnThbl

Fabaputsbl

Macca

PykoBozacTBO no akcnyataunm WB-15-W2

802.11b: go 11 M6uTt/c
802.11g: o 54 MéuTt/c
802.11n: go 300 M6uT/c

2.4TTy: po 18 pbm
2.4T1Tu; po-90 abm

LleHTpanunsoBaHHasa aBTopu3auns yepes RADIUS-cepsep
(WPA Enterprise)

LWndpoBaHme aaHHbix WPA/WPA?2

Moapnepxka Captive Portal

Web-unHtepdeiic, Telnet, SSH, SNMP (moHuTopuHr), NETCONF,
cuctema ynpasneHus EMS.

Mo naporsio

Realtek RTL8197FS 1Ty,
32 MB NAND Flash
128 MB RAM DDR3

Passive PoE 24 B
DC9-36 B

He 6onee 8 BT
oT-45 o +60°C
IP55
88x232,5x47 mm

0,3 kr

T MakcumarnbHasi ckopocTb GeCnpOBOAHON Nepeaayun AaHHbIX onpegeneHa cneumpuKalmsamMmm cTaHaapToB.
PeasnibHasi nponyckHas cCnocobHOCTb OyAeT Apyroii. YCNoBus, B KOTOPbIX paboTaeT CeTb, a Takke (oakTopbl
OKpy>atoLen cpefpl, BKNtoyas 06bem ceTeBoro Tpadumka, CTpouTe/ibHble MaTtepuasbl U KOHCTPYKUUA 1
CNy>XebHble faHHble CETU MOTYT CHU3UTb peasibHy NPOMYCKHY CNOCOGHOCTL. Ha paanyc genctens cetu

MOTyT B/IUSITb (DaKTOPbI OKpYXatoLeli cpeabl.

2 KonnuecTBO KaHAUTOB 11 3HAYEHNE MAKCUMaUTbHOM BbIXOAHOM MOLLHOCTY ByAeT M3MEHSTLCS B COOTBETCTBUM C
npaBuiamy paAvo4acToTHOTO PeryiMpoBaHnsl B Balueli cTpaHe.
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctpoiicteo WB-15-W2 nmeeT nnacTuKoBbIi KOPNYC B MPOMbILWIEHHOM UCMONHEHUW. Pa3mep ycTpoicTea
88x232,5x47 mm. BHewHwuii Bug, yctpoictea WB-15-W2 npuBefeH Ha pUCyHKe HUXe.

“
Flim

Mof KPbILWKOI B HMXKHEN YacTu yCTPOoCcTBa pacnosioXeHbl: KHOMKa copoca k 3aBoackum HacTpolikam (F), cnot
AN ycTaHoBKM AByx nano-SIM 2G/3G/4G, nopt 10/100Base-T (Ethernet) ana noakntoUeHUs K BHYTPEHHE
cet n nuTaHuto Passive PoE, pasbem ansa nogknouenus nutanus DC 9-36 B, 1 pasbem SMA-Tuna (female)
ANS NoAKNtoYeHNst BHeLWHen GPS-aHTeHHbI.




2.5 CaetoBas nHgukauus

PykoBozacTBO no akcnyataunm WB-15-W2

BHewHwuiA Bug, naHenn nHaukaumm WB-15-W2 npuBefeH Ha pyCyHKe HUXe.

Tekyllee COCTosIHME YCTPOICTBA OTOGPaXKaETCS NPU NOMOLLIM MHAMKATOPOB, PACMOMOXEHHbIX HA NepeaHel
naHenu yctpoiictea WB-15-W2. MNepeyeHb MHAMKATOPOB U UX ONUCaHne NpuBeaeHbl B TabNNLE HIXKE.

NHpukaTop CocTtosiHue
uHAMKaTopa

Power — MHAMKATOP NUTaHWA  3€/1EHbINA, TOPUT NOCTOSIHHO
N cTatyca paooThbl

0 ycTpoiicTea o
OpaHXeBblii, ropuT
NOCTOSIHHO

KpacHbIl, rOpuUT NOCTOSAHHO

TOpUT 3eM1eHbIM
LAN - nHaukaTtop nopra

= Ethernet-nHTepdelica
| [
muraet
~~=.  Wi-Fi — nngukatop
- 6ecnpoBOAHOro MHTepdelica ropuT 3e1eHbIM
Wi-Fi
[ KpacHbIi, roput
. VHAMKaTOpbI YPOBHS XKENTbIW, roput
CurHasia oT 6a30BOI CTaHLMK
coTtoBoro oneparopa (RSSI)
l 3e/1eHbIl, ropuT

HW OfIVH UHAMKATOP He
roput

OnucaHue

nuTaHne NoAKIIOYEHO, YCTPONCTBO NOAK/IUEHO K
MOGWLHOI CeTW, HopMasibHas paboTa

YCTPOICTBO HE MOAK/IOYEHO K MOOU/LHON CETU

3arpyska ycTpoiicTea

kaHan mexay Ethernet-untepcpelicom WB-15-W2
1 NOAK/THOUYEHHBIM YCTPOCTBOM aKTUBEH

npoLecc NakeTHOW nepegayn AaHHbIX MeXay
Ethernet-untepceiicom WB-15-W2 n
NOAK/THOYEHHbIM YCTPOICTBOM

Ha yCTPOICTBE BK/HOYEH XOTHA 6bl 0anH VAP

YPOBEHb curHasna Hmxe -81 Abm

YPOBEHb CUrHana Hmxe -69 abm

YPOBEHb CUrHana paBeH Unu Bbille -69 ABM

CUrHasna HeT, YCTPONCTBO He NOAK/IOUEHO K
MOGWIBLHON CeTH
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2.6 CTpyKTypHasa cxema vusgenus

AHTEHHbI

Wi-Fi . e
24rry  Wi-Fi
ananmzatop 2.4 Ty,
nakeTos
Q3 ( ) P
4
= 5 USB CPU H
o 4 Y
g
g2 \. J

2.7 CO6poc K 3aBOACKMM HacCTpokam

C6poc KoHGMrypaumm ycTporicTea NporM3BOAMNTCS C NOMOLLbH KHOMKN «F»: B 3arpy)XEHHOM COCTOSIHUN
YCTPOICTBa HaXXMUTE 1 yaepxuBaiite kHonky «F» (okono 10-15 cekyHp), noka nHgukatop «Power» He 3amuraeTt
opaHXxeBbIM LBeToM. [lasiee Npon3onaeT asToMmaTnyeckas nepesarpyska ycrporicraa. MNpu 3aBoACKMx
yCcTaHOBKax Ha ycTpoiicTee 3anylueH DHCP-server B nokasibHoi ceTu (KNneHTbl, nogkntoueHHble no Ethernet,
nonyyart agpec B AvanasoHe 192.168.1.2-192.168.1.254 ¢ mackoii nogcetn 255.255.255.0), agpec ycTpoiictea
192.168.1.1/24, ims nonb3oBaTens/naponb Ansa goctyna yepes web-nHtepdeic: admin/password.

2.8 KomniekT nocTtaBKku
B 6a30BbIi1 KOMNAEKT noctaekn yctpoictea WB-15-W2 BxogAr:

+ Touka goctyna WB-15-W2;

+ KomnnekT kpenexa;

* M3onsiumoHHas nexTta (B cnyyae 3akaza CEKTOPHbIX aHTEHH);
+ PykoBOACTBO No akcnnyatauum Ha CD-aucke (OnuMoHasbHO);
+ CepTtuchmkar COOTBETCTBUS;

+ MacnoprT.

3 MNopsafoK yCTaHOBKM

B JaHHOM pasgene onucaHbl MHCTPYKLMM NO TeXHMKe 6e30nacHOCTY, pekoMmeHauumn no ycTaHoBke, npoLeaypa
YCTaHOBKM 1 NOPSAOK BKAOYeHUs ycTpoicTea WB-15-W2.

3.1 VHCTpyKUMM No TexHMKe 6e30nacHOCTU

1. He BCKpbIBaiiTe Kopnyc ycTpoiicTBa. BHYTpY yCTPOCTBA HET 3/1EMEHTOB, NPeAHa3HaYeHHbIX /15
06CNyXMBaHKS Nosb30BaTENEM.
2. He npousBoauTe YCTaHOBKY AAHHOMO YCTPOICTBA BO BpeMsi rpo3bl. ECTb puCK yaapa MOSHUEN.
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PykoBozacTBO no akcnyataunm WB-15-W2

3. Heobxogumo cobniogatb TpeboBaHMs No HaNPSHXEHMIO, TOKY M YacToTe, yKa3aHHble B AaHHO
NHCTPYKUMN.

4. TMepep NOAKIOYEHNEM K YCTPOICTBY U3MEPUTENbHBLIX NPUGOPOB N KOMMbIOTEPA, NX HEOBXOANMO
npeaBapuTenbHO 3a3eMNnTb. Pa3HOCTb NOTEHUMANIOB MeXay Kopnycamy 060pya0oBaHms n
N3MepuTeNbHbIX NPUOOPOB HE A0/HKHA NpeBbiwaTb 1 B.

5. Mepep BKIOYEHMEM YCTPOICTBA y6eaNTECH B LLE/IOCTHOCTM Kabenei n nx HagexxHoM KpenneHun K
pasbemam.

6. BO Bpems MOHTaxa YyCTPOICTBa Ha BbICOTHbIX KOHCTPYKUMAX CNeayeT BbINOMNHATb YCTaHOBMEHHbIE
HOpPMbI 1 TPEGOBaHNS NPU BbICOTHLIX paboTax.

7. 2kcnnayartaumus yCTpoiicTBa A0/MKHA MPON3BOANTLCS MHXEHEPHO-TEXHNYECKUM NEPCOHAIoOM,
npoweaLmnmM cneymasnbHy NoAroToBKY.

8. MopaknoyaTb K YCTPONCTBY TO/IbKO rOAHOE K MPUMEHEHMNIO BCNOMOraTesibHoe 060pyaoBaHue.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHayemoe ycTaHaB/IMBaeMOE MOMOXEHNE: KpEN/IEHNE Ha TPYOOCTOIKY/CTONG/CTEHY.
Mepepn yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOANMO NPOBEPUTL YCTPOMCTBO HA HaMuune
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWI. B criyyae Hannuns NoBpexaeHnin cnefyert npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.
3. YCTpONCTBO A0/KHO ObITb YCTAHOB/IEHO Ha TPY6OCTOMKY/CTON6/CTEHY Takum o6pa3om, 4yTobel Ethernet-
nopT 6b11 HanpaBs/eH BHU3.
4. Tpwn pa3meLleHnmn yCcTpoiicTBa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yuntbiBanTe cregyrowime npasunia:
a. YcTaHaBnuBaiiTe YyCTPOWCTBO B LIEHTPe npeanonaraeMoi 30Hbl NOKPbITUA 6eCnpoBOAHON CETY;
b. He yctaHaBnuBaiite ycTpoiAicTBO B61M3N (Nopsiaka 2 M) 3/1EKTPUYECKUX YCTPOWCTB U
paanoycTpoiCTB.
c. He pekomeHpgyeTca ucnosib3oBartb 060pygoBaHue, paboTarollee Ha yacTtote 2.4 [Ty, B paguyce
felicteua 6ecnposogHoi cetn Wi-Fi;
d. MNpenaTcTBuUs B BUAE CTEKNAHHbIX/METAIINYECKUX KOHCTPYKUNIA, KUPNUYHBIX/OETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteua Wi-Fi ceTtn.
5. TMpwu pa3meLleHnn ycTpoiicTea criefyeT obpallarb BHUMaHue Ha pacrnosioXeHne Bbllek 6a30BbIX
CTaHLMin COTOBOW CBA3N onepaTtopoB, SIM-kapTbl KOTOPbIX 6yAyT UCNONb30BaTLCA B YCTPOMCTBE, U, N0
BO3MOXHOCTW, pacnonaratb YCTPOINCTBO Kak MOXHO 6/vke K HUM (6o, B c/lyyae Ucnosib30BaHust
CEKTOPHOW aHTEHHbI, HANpPaB/IATh aHTEHHY Ha 6a30BYH0 CTaHLMIO).

3.3 MoHTax ycTtpoictea WB-15-W2

3.3.1 MpegBapuTenbHas HacTpoika
Mepepn ycTaHOBKOW Npon3BeanTe NpeaBapuTeNibHY HACTPOIKY yCTpPONCTBa:

1. BcTaBbTe 1 Mnn 2 cuM-KapTbl B CNOT (Kak NMoKasaHo Ha PUCYHKE HUxe). Mo yMoNYaHnio akTMBHOM
asndaetcsa SIM1.

© BaxHo: y6eauTech, UTo TapudHbIii nnaH SIM-KapTbl NpefHa3HayYeH AnsA pa6oTbl C MOAEMOM, a
He co cMapTdgoHOoM.
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PyKoBOACTBO Mo aKcniyaTtaumy WB-15-W2

2. NopkntounTte nutanue (NyHKTbI 3, 4 B pasaene Mopsiiok MOHTaxXa).

3. YpocTtoBepbTech, UTo 3G/4G ceTb AOCTYNHA: LOMKHbLI TOPETb UHAMKATOPbLI YPOBHSA CUrHana
(noakntoYeHve K ceTn NPom3oiiaeT cnycTst 1-2 MUHYTbI NOC/IE 3arpy3Ku YCTPOCTBA).

4. TMopakntunTech K YyCTPOMCTBY, UCMO/b3Ys OANH U3 CNOCOGOB. OMMCaHHbIX B MYHKTE Havano paboTsl.

5. MNpownsBeanTe HACTPONiKY, Cneays anroputMmy U3 pasgena lpumep HacTpoikn.

© O6patnTe BHUMaHME, 4/ ABTOMATUYECKOTO MOAKII0YEHUS K MOBU/IbHON CeTn yCTpoiicTBoM, SIM-kapTa
[I0O/XHa ObITb BCTaB/IEHA B YCTPOWCTBO Nepes, TeM, Kak Ha Hero noAaeTcs nuTaHue.

3.3.1.1 Tlopsidok MOHMaxa

1. MpuKpennTe KPOHLWITEH K KOPMYCY YCTPOCTBA C MOMOLLbIH0 BUHTOB, MAYLLMX B KOMM/IEKTE, KaK
MOKa3aHO Ha PUCYHKE HIXeE.

\ R
Lexcr, WA \ senes, VN
- R

S\ W

2. YcTtaHoBwWTe ycTpoiicTBo Ethernet-noptom BHM3 Ha TPy6OOCTONKY, Kak MOKa3aHO Ha PUCYHKE HUXE, 1
3aKkpenuTe ero xoMmytamu, UayLummMm B KOMIeKTe ¢ ycTpoiicTBom. Cobnogante MHCTPYKLUN N0 TEXHUKE
6e30MacHOCTU 1 pekoMeHaumu, NpuBefeHHbIe B pasgenax «/IHCTPYKLuY 1o TexHVke 6e30MacHoCT» 1
«PekomeHzauum No yCTaHOBKEe».

12



PyKoBOACTBO Mo aKcnayaTaumy WB-15-W2

3. CHUMUTE KPbILLKY, 3aKPbIBAKOLLYH HVKHIOK NaHenb YCTPONCTBa, U noakatounte Ethernet-kabenb k PoE-
nopTy.

4. Ecnu nuTaHue ycTpoiicTBa GyAeT NpoM3BOANTLCA OT CETW MOCTOSIHHOTO HANPSHKEHNS, MOAK/TIHUMTE
KOHTaKTbl 6/10ka nuTaHus DC (9-36B), cobntogasi NoNsipHOCTb.

13



PyKoBOACTBO Mo aKcniyaTtaumy WB-15-W2

5. 3aKpoiiTe KpbILWKY H/KHE NaHenu.

6. Mopgxntounte OMNI-aHTEHHbI K YCTPOICTBY. B cnyyae ncnonb30BaHnsi CEKTOPHOM aHTEHHbI MOAKUNTE
€€ C NOMOLLIbH KabebHbIX COOPOK.

7. OTperynvpyiTe NONOXeHNe aHTEeHHbI Tak, YTOObl OHa Oblnla Hanpas/ieHa B CTOPOHY 6a30BOI CTaHUUN.
8. Mopgxntounte Ethernet-ka6ens, naywuii ot WB-15-W2, k PoE-nopty uHxektopa (Passive PoE 24 B). Ecnu
YCTPOMCTBO NOAKOHYEHO K 6/10KY NMUTAHUSA NOCTOSAHHOTO HaNPsSHKEHUS, NPy HEOBXOAMMOCTMN NOAKNOHYEHMNS
K KOMMYyTaTopy, y6egutech, YTo Ha HeM BbIK/toYeHO POE.

9. Ecnun Bbl ucnonb3yete POE-MHXeKTOp, NogkatoumTe ero k posetke 220 B ¢ NOMOLLbH0 CETEBOrO LWHypa.

[ €@ Bo usbexaHme BbIXxoAa YCTPOIICTBA U3 CTPOS peKOMeH/IyeTCs UCMO/Mb30BaTh rPo303aLuTy! ]

3.3.2 VIHCTPYKUMS MO repMeTu3aLmm aHTEHHbIX Pa3beMoB

[ € Trepmetnzaumio He06X04MMO NPOBOAUTL C 06enX CTOPOH Kabessi.

1. OTpe3aTb pe3nHOBYIO r'MAPOU30IMPYIOLLLYIO JIEHTY COOTBETCTBYHIOLLEN A/INHBI: HA repMeTn3aumnio 04HOro
pazbema SMA Tpebyetcs 0,15 m neHTbl, Ansa pasbema Ntuna Tpebyetca 0,3 M NeHTbl. Yaanutb ¢
Pe3nHOBO MMAPON30/IMPYIOLLENA NEHTbI 3aLUTHBIA CNOW.

2. OGMOTKY HauMHaTb CO CTOPOHbI Kabens, NpeABapuTe/lbHO OTCTYNUB OT OGXMUMHO YacTi Ha 10-15 MM.
3admKcMpoBaTh KOHUMK NTEHTbI HA OnJieTke kabens nog yriom 15-25 rpagycoB K ocv kabensi, 1, cnerka
pacTarBas NeHTY, Ha4aTb 06MaTbiBaTb Kabesb 1 pasbeMm, NPoABUrasiCb B CTOPOHY Kopryca yCTpoiicTBa.

BuTKM yKnaapiBaTh ApYr Ha Apyra ¢ Hax/IeCTOM, CKNafKN Ha BUTKAxX He fonyckatTcs. O6MoTKa kabens
rMokasaHa Ha pPUCYHKax HIUXe.
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PyKoBOACTBO Mo aKcniyaTtaumy WB-15-W2

FepmeTn3aums SMA-pazbema FepmeTn3auyms pazbema N-Trna

3. [LloCTUrHYB Kopryca ycTpoiicTBa (aHTEHHbI) KPAaeM NEHTbI, TPeByeTcs caenaTb 060POT BOKPYT pasbemMa,
MaKCMMasibHO NPUXMMas Kpaii TeHTbl K Kopnycy, Aaniee NpoAo/KUTb HAMOTKY NIEHTbI Nog, APYTUM YI/IOM,
yaanssicb ot kopnyca. Mpu HamaTblBaHM He 3a6blBaeM PacTArMBaTh IEHTY W MI0THO NPUXUMATL ee K
paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKY YMEHbLUUTL U NJIOTHO NPUXKaTb Ero K BUTKaM,
pacnooXeHHbIM Ha ONeTKe Kabess, Kak NoKasaHo Ha PUCYHKaXx.

v

4. Otpe3atb MNBX-neHTy (M30/1eHTY) COOTBETCTBYIOLLEN A/IMHBI: HA TepMEeTM3aLuio 0AHOro pasbema SMA
Tpebyetcsa 0,28 M n3oneHTbl, 4NA pasbema N-tuna Tpebyetca 0,6 M n3oneHTobl. VI3oneHTa TpebyeTtcs Ans
3alWNTbl PE3VHOBOM /TIEHTbI OT YNLTPagUNONETOBBIX /Ty4eil.

5. O6MOTKY HauMHaTb C ON/IeTKN kabens, NnpeaBapuTe/IbHO OTCTYNUB OT NEePBOro BUTKA PE3VHOBON NIEHTbI
Ha 5-10 Mmm. 3ahmKcrpoBaTb KOHUMK N30/1EHTLI HA ONeTKe kabensa nog yrsiom 15—-25 rpagycoB K ocu
kabens, n, cnerka pactarvsas fIeHTy, HayaTb 06MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasACb B CTOPOHY
Kopnyca ycTpoicTea. BuTku yknaabiBaTb ApYr Ha Apyra ¢ Hax1eCcToM, CKNaiku Ha BUTKaxX He
ponyckatorca. ObmoTKa kabena nokasaHa Ha pUCyHKe.
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PyKoBOACTBO Mo aKcniyaTtaumy WB-15-W2

6. loCcTMrHYB KOpnyca KpaeMm fieHTbl, TpebyeTcsa caenarb 060poT BOKPYr pasbema, MakCMasibHO
NpWXMMasi Kpai U30MeHTbI K KOPMNyCy YCTPOMCTBa, Aasiee NPOAO/IKUTL HAMOTKY JIEHTbI NOA, APYTMM YI/I0M,
yAansasch ot kopnyca. [pyn HamaTtbiBaHUM NI0THO HakaablBaeM BUTKM IEHTbI, HE Aonyckasa cknagok. Ha
nocneaHnx BUTKaxX N30/1EHTbI PaCTSHKKY YMEHbLUWTb A0 HYNS U NOC/IeAHNIA BUTOK YI0XKNUTb 6e3
pacTarMBaHus, Kak nokasaHo Ha pUcyHKax.

7. NpoBeEPUTL 3arepMeTU3MPOBaHHbIN Pa3bem Ha OTCYTCTBME BUAVMbIX YHACTKOB PE3VHOBOI IEHTbI
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PykoBozacTBO no akcnyataunm WB-15-W2

4 Ynpas/ieHne yCTPOMNCTBOM Yepe3 web-uHtepdoeic

4.1 Hauyano pa6oThl

4.1.1 TMopgkntoyeHne vyepes Wi-Fi

Mepepn Hauyaiom paboTbl 0683aTENbHO OTK/THUMTE MOBU/IbHbIA MHTEPHET HAa Ballem CMapToHe.
Cawmblii 6bICTPbIi cnoco6 3To caenaTh — 3T0 OTKPbITh NaHe b 6bICTPOro AOCTYNA U HAXATb HA UKOHKY
MOGW/MbHBIX A@HHbIX (TAKKe MOXET Ha3biBaTbCsA IHTEPHET/COTOBbIE JaHHbIe). Takke pekoMeHayem

oTkMounTb VPN-coeanHeHne.

Wi-Fi

doHapuk

goctyna

£ )2

Mo6. Tou.

Bubpavus Bluetooth

Asua- IKoHOMMS
PeXUM IHEPruK

leo- NFC
JiaHHble

lNouck B naMsTu 1 o6Hapy>xeHue yCTPOWCTR Mo \’J

KHUXHbIA
aKpaH

Mobun.
LaHHble

He 6ecno-

KOUTb

[na nogknioveHuns K yctpoictey no Wi-Fi BbinonHWTe criegytowme warmu:
1. OTkpovite pa3gen Wi-Fi Ha Bawem cmapTtdoHe. Bbibepute umsa cetn «WB-15-W2» 1 BBeguTe naposib no

ymosiyaHuo 12345678.

2. OTKpoliTe web-6pay3ep (NporpaMMy-npoCcMOTPLLUK TMNEepPTEKCTOBbIX AOKYMEHTOB), Hanpumep Firefox,

Opera, Chrome.

3. BeeauTte B agpecHoli cTpoke bpaysepa IP-agpec yctpolictsa. MNpu ycnewHom o6HapyXeHnn
YCTpONCTBa B OKHe 6pay3epa 0TobpasuTcs CTpaHuLa ¢ 3arnpocoM UMeEHMW Nosb30BaTesis 1 Naposs

[0CTyna K yCTPOWNCTBY.

Mpn BO3HNKHOBEHMM OLIMOOK BOCMO/b3YATECH APYTMM Gpay3epom.

WB-15-W2
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PykoBozacTBO no akcnyataunm WB-15-W2

4. BeeauTe nms nosnb3osarens admin B cTpoke «/10rvH» 1 naposib password B cTpoke «Maposb».
5. HaxmuTe KHOMKy «BoiTu». B okHe 6pay3epa OTKPOETCA MEHIO MOHUTOPUHIA COCTOSIHWS YCTPOIACTBA.

6. MNpy HEOBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdpopmauunn. Ana WB-15-W2 goctynHa

pycckas n aHrnuinckasa sepcus web-nHtepdelica .

ELTEX  WB-15-W2

VAP CeTeBble HACTPOIKK CHCTEMa -~ (BbIXOM)

MOHUTOPMHT MoBunbHanA ceTh Rad

=]

Wi-Fi KnueHTel W3nenue WB-15-W2
AnnapaTHan BepCuA 3.2
CTaTucTMKa no Tpaduky
3aBoackon MAC-aapec ABF9:4B:3F.5F.CO
CraHWpoBaHWe 3upa

CepuitHBIA HOMEp WP31000089
JKypHan coBbiThit Bepcus MO
CeTeran MHQOPMaLMA PeszepeHas sepcua MO

VibopuaLs o Bepcua 3arpyaunka
pammonHTeppelice CucTemHoe Bpema  06:27:36 26.10.2020

MoOGHNEBHAA CETh Bpemna paboThl 0 oH, 00:39:38

WMHpopMaunsa ob ycTpoicTee >

4.1.2 MopkntoyeHune yepes Ethernet
[nsa nogknioveHns K ycTpoincTey no nHTepdeiicy Ethernet BbinonHuTe cneayowme warm:

1. CoegmHute LAN-nopt PoE-nHxekTopa ¢ Ethernet-nopTom Ballero koMnboTepa/HOYyTOyKa C MOMOLLbIO
Ethernet-kabens.

2. OTKpoliTe web-6pay3ep (NporpaMMy-npoCcMOTPLUMK TMNEePTEKCTOBbIX A4OKYMEHTOB), Hanpumep Firefox,
Opera, Chrome.

3. BBeanTte B agpecHoli cTpoke bpaysepa IP-agpec ycTpoiicTea.

© 3asopckoit IP-agpec ycTpoiicTsa: 192.168.1.1, Macka noaceTn: 255.255.255.0. Mo yMon4yaHuio Ha
ycTpoiicTte 3anyLieH DHCP-server, KOTOpbIA BblAacT KnneHTam, nogknoyeHHbIM B LAN-ceTb, agpec 13
aHaNorMyHom nogcetn B AnanasoHe 192.168.1.2-192.168.1.254.
3aBojckne ycTaHOBKW: I0TMH — admin, naposib — password.

Mpu ycnewwHoM 06HapyXeHKM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
no/sib30BaTeNs v Naposs A4oCTyna K yCTPOACTBY.

WB-15-W2
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PykoBoacTBo no akcnayatauumn WB-15-W2

4. Beegute 1Ms NoNb3oBaTensi B CTPOKE «J10rvH» 1 naposb B CTPOKe «[Maponb».

5. HaxxmuTe kHONKy «BoinTu». B okHe Gpay3epa OTKPOEeTCA MEHIO MOHUTOPUHIA COCTOSIHUS YCTPOCTBA.

6. MNpy HEOBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdpopmauunn. Ana WB-15-W2 goctynHa
pycckas n aHrnuinckasa sepcus web-nHtepdelica .

JVELTEX  WB-15-W2

MOHUTOPMHT MoBunbHanA ceTh Radio VAP CeTeBble HACTPOIKK CHCTEMa -~ (BbIXOM)

Wi-Fi KnueHTh! Manenue WB-15-W2

AnnapaTHan BepCuA 3.2
CTaTucTMKa no Tpaduky
3aBoackon MAC-aapec ABF9:4B:3F.5F.CO
CraHWpoBaHWe 3upa
CepuitHBIA HOMEp WP31000089

YKypHan coBbiTwil Bepcnn MO
CeTesan MHOPMALMA PeaepsHas sepcua M0
VibopuaLs o Bepcua sarpyaunka
paamouHTepdelice CucTemHoe spems  08:27:36 25.10.2020

MoOMNEHAA CeThb Bpema padoTsl 0 on, 00:39:38

WMHpopMaunsa ob ycTpoicTee >
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PykoBozacTBO no akcnyataunm WB-15-W2

4.2 TIpMMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MprvmeHeHne KoHurypaumm

« 11

© Mo HaXxaTuo Ha KHOMKY NPoOUCXoAnNT CoXpaHeHne KoHdurypaumm Bo flash-namstb
yCTpoiicTBa 1 NPMMEHEHNEe HOBbIX HAacTpoeK. Bce HacTpoiikn BCTynatoT B cusly 6e3 nepesarpyski
yCTpolicTBa.

B WEB-uHTepcelice peanmsoBaHa Bu3yasibHasi MHAMKALMS TEKYLLETOo COCTOSIHMS npouecca NpUMeHeHus
HacTpoek:

BHewHuii OnucaHue COCTOSIHUA
BUA

Mocne HaxaTusi Ha KHOMKY «[TPUMEHNUTb» NPOUCXOAUT MPOLLECC NPUMEHEHUS 1 3aM1CK HACTPOEK B NamsiTb

ycTpoiicTBa. O6 3TOM UHPOPMUPYET 3HAUOK B Ha3BaHMM BKIAAKN U Ha KHOMKe «MPUMEHNUTb».

O6 ycneLHOM COXPaHEHUN 1 MPUMEHEHUUN HACTPOEK MHADOPMUPYET 3HAYOK B HA3BaHWUW BKIAKM.

2. OTMeHa U3MeHeHuM

X OTMmeHa
OTMEHUTb N3MEHEHNA MOXHO, HaXXaB

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «[TpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «MPUMEHUTb», UBMEHEHHbIE HA CTPaHWLE NapamMeTpbl 6yayT 06HOBMNEHbI HA TEKYLLME
3HaYeHus, 3anncaHHbIe B NaMsAT yCTPOCTBa.
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4.3 bbICTpas HacTpolika ycTponcTea

Mpn NepBOM NOAKIYEHWUM NOC/IE 3arpy3Kn YCTPONCTBA NOABUTCA OKHO ObICTPOM HAcTpoikn. C ero noMoLbio

HacTpavBatoTCsl OCHOBHbIE NapamMeTpsbl, Takme Kak: MobunbHas ces3sb, Wi-Fi n goctyna K yCTpoicTay.

I TEX wB-15-W2

BhicTpaA HacTpoWka MOHUTOPHHT MoOunbHAaA CETh IPSec Radio VAP CeTeBbl& HACTPOMKK Cuctema - (BbIXOa)

EtICcTpan HacTpoika > SIM
Cratyc BrnioveHo
RSSI -83 OEM
Craryc coeguHEHNA MogknioyeHo

HacTpoika MoouNbHON O
CETU MO YMOMYaHUIO

SIM-kapTa SIM1 hd

PlIN-kog x

DWKCcMpoBaTh TTL O

Wi-Fi
BKNiOYEHO
SSID WB-15-W2
Peskum 0e3onacHocTi WRANWWPAZ v
Kntou WPA | sesesess ‘ @& |

MNowanyidcTa, BBEAUTE
De3onacHLId Naponk

HocTyn K yCTporcTBY
Mapons | seeeeess @&

NOATBEEHAEHHE | =sessees =
napona

+ SIM — 6n0oK HaCTPOWNKM MOBW/IbHOW CETY;
+ Cmamyc — COCTOfiHMe mMogema ;
* RSSI — ypoBeHb nNpvHMMaemMoro curHana, abwm ;
+ Cmamyc coeduHeHuUs — cTaTyc COeAHEHNS;

* Hacmpolka Mo6u/ibHOU cemu no yMo/siYaHuUto — nNpu yctaHoBneHHoMm donare SIM-kapta n PIN-kopg,

Oy4yT BbICTaB/IEHbI MO YMO/THAHWIO;
+ Wi-Fi — 6nok HacTpoliku nogkatodenHmsa Wi-Fi;
* BksiroyeHo — npuv yctaHoBneHHoM donare VAP BK/IHOYEH, MHAYe — BbIK/THOYEH ;
+ SSID — nms BUpTyasibHO 6ecnpoBOAHON CETH ;
* Pexxum 6e3onacHocmu — pexmmMm 6e30nacHOCT 0GHapPY>XXEeHHOW TOYKN [OCTYNa;

* Koy WPA — kntou/naponb, He06XoauMbIiA AN NOAKNIOYEHUS K BUPTYasIbHOW TOUKe AocTyna.

[nnHa knoya coctasnsieT oT 8 40 63 CUMBOSIOB ;
« [Jocmyn k ycmpolicmsy — 610K HaCTpOliK1 AOCTyna K yCTPOICTBY.

Mpw Bxoge yepe3 WEB-uHTepdpeiic, agmmHucTpatop (Naponb no ymonyaHuio: password) MMeeT NoJsiHbIii
[OCTYN K YCTPONCTBY: UTEHWE 1 3anNunCb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOSAHUSA YCTPOCTBA.
[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «MoareepxaeHve
napons» N HaXMUTE KHOMKY «IpUMEHUTbY 19 COXPaHEHUA HOBOIO Naposis.
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(X 3apgaliite HoBbI Naponb cetn Wi-Fi B none «Kntou WPA».
Mpn NepBOM NOAKIYEHNM 0653aTENBHO 3aMEHNUTE CTaHA4APTHbIA Naponb Ans A0CTyna K yCTPOMCTBY

Ha CBOWA.

4.4 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HUXe npeacTaB/eHbl 31eMEHTLI HaBuraummn web-nHtepdeiica.

Wi-Fi KnueHTsl
CTaTUcTHKa no Tpaghmky
CraHnpoBaHue aupa
AypHan cobblmui
CeTeBan MHopMauma

MHopmaLma o
paguonHTepdelice

MoGuneHad ceTk

WHpopMauusa ob ycTpoicTee >

© 000 "Mpednpusmue "3nmekc", 2017 — 2020

EILTEX wB-15-W2

MOHUTOPMHT MofunkHanA ceTh Radio VAP CeTeBble HACTPOIK! CHcTeMa r

M3nenue

AnnapaTtHan sepcua
3asoackoin MAC-anpec
CepuitHBIA HOMEP
Bepcua MO

Pe3sepeHasa sepcua N0
Bepcua 3arpy3umka
CHCTEMHOE BpeMa

BpemsA paboTbl

WB-15-W2
32
A8:F9:4B:3F:5F.CO

WP31000089

06:27:36 26.10.2020

0 aH, 00:39:38

Bepcus M0: (Bepcus WEB:

(BbIXOM)

OKHO No/b30BaTeNIbCKOTO HTepdielica pasaeseHo Ha NsATb 061acTeil:

1. BKIagku MEHI0 — 4715 rpynnUpPoBKNU NOAMEHIO Mo KaTeropusiM: MoHUTOPUHT, Mo6unbHasi ceTb, LAN,

Radio, VAP, Cuctema.

2. Bblbop A3blka MHTepdeiica 1 kHomnka (Bbixoa), NpeAHasHauYeHHas AN1a 3aBePLLEHUSI ceaHca paboTbl B
WEB-uHTepdelice nog AaHHbIM NO/ib30BaTeNIeM.

aprw

Bknafikv NoAMEHI0 — /11 yNPaB/EHNs NOMIEM HACTPOEK.
Mone HacTpoeK YCTPoCTBa — A1t TPOCMOTPA AAHHbIX 1 KOHGIMIypaLum.
NHhopmaumoHHoe nose, oTobpaxatollee Bepcuto MO, yCTaHOBMEHHYHO Ha YCTPOICTBE.
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4.5 MeH «MOHUTOPUHT»

B MeHI0 «MOHUTOPUHI» 0TOBpaXaeTcs TEKYLLEEe COCTOSIHUE CUCTEMBI.

4.5.1 NMopgmeHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAkAUEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 11 Toro, YToobl
06HOBUTb UHPOPMALIMIO HA CTPAHULE HEOBXOAMMO HaXKaTb Ha KHOMKY "O6GHOBUTL".

I TEX  WB-15-W2

MOHHTOPUHT MoOuneHaR ceTo Radio VAP CeTeBble HaCTPONKM Cuctema - (BbIx0A,

Wi-Fi KNWeHTkl » Link TX RX
Hma Link Link Quality RSSI, SNR, BW. BW, Bpemsn
CTATUCTUKA NO TPacHHKY N2 xocTa IP-appec MAC-anpec WHTepdeitic Capacity Quality Common pBm B TxRate RxRate MMy MMy paGoTel

1 RedmidX- 10248043 38:E6:0A916A2C wlan0-vaz a0 66 46 -37/-44 42733 MCS6  MCST 20 20 00:00:53

CikaHuposatne 3upa ) ”
Redmi 58.5 722

HypHan coBbITHiA

CeTeBan HHDopMaLKA

MHtpopmaLus o
paguouHTeppeiice

MoGHnEHAA CETh

WHdopmauus ob ycTpoiicTee

* Ne — HOMep NOAK/IOYEHHOIO YCTPOICTBA B CMMUCKE,;

* VIMsi xocma — ceTeBoe UMS YCTPONCTBa;

* IP-adpec - IP-agpec NoAK/IHYEHHOTO YCTPOICTBA;

* MAC-adpec — MAC-aapec NOAK/HYEHHOTO YCTPOICTBA;

* MIhmepdpelic — nHtepdelic B3anmogenctams WB-15-W2 ¢ nogxnto4eHHbIM YCTPOCTBOM;

* Link Capacity — napameTp, KOTOpbIli 0To6paxaeT aphekTUBHOCTb NCMNO/b30BaHNSI TOUKOW AOCTyna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcst UCX0OAS U3 KONMYECTBA NaKeTOB, NepefaHHbIX Ha KaXXaoi
MOAYNALMMN [0 K/IMEHTA U NOHMKAKLWMX KO3 ULMEHTOB. MakcuMasibHoe 3HadeHne- 100% (o3HauvaeT,
4TO BCE MakeTbl NepeaatoTcsa A0 KMEHTa Ha MakCUMasibHOM MOAYNSALMN 418 MakCMMa/lbHOTO Tuna nss,
noAZepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHue- 2% (B cnyyae, Korga nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans knveHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHMe napameTpa paccUnTbIBAETCS
3a nocnegHue 10 c.

* Link Quality — napameTp, KOTOPbIii OTO6PaXaeT COCTOSHUE /IMHKA A0 KNIMEHTA, paccumMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB MNakeToB, OTNPaBEHHbIX K/TIMEHTY. MakCcMMasibHOe 3HavyeHne —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbITKA), MUHUMasIbHOE 3HaYeHne — 0% (Hu
OfIMH NakeT A0 K/MeHTa He 6bl YCNeLIHO OTrnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c.

* Link Quality Common - napameTp, KOTOPbIi 0TO6paxXaeT COCTOSAHME NIMHKA A0 KIMEHTa, paccynTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KMEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOI NONbITKM), MUHUMa/IbHOE 3HaueHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccumTbiBaeTcs 3a Bce
BPEMS NOAKOUYEHUS KITMeHTa.

* RSSI - ypoBeHb NpMHMMaeMoro curHana, abm;

* SNR — oTHOwWeHNe curHan/wym, ab;

+ TxRate — kaHa/IbHasA CKOPOCTb nepegayun, MéuT/c;

* RxRate — kaHasibHasA cKOpOCTb nNpuema, Mout/c;

+ Tx BW - nonoca nponyckaHua Ha nepegade, MIy;

* Rx BW - nonoca nponyckaHus Ha npueme, MIy;
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* Bpems pabomsbi — Bpema coeanHeHmns ¢ Wi-Fi knveHTom.

4.5.2 lMopmeHto «CTaTncTrka no Tpadonky»

PykoBozacTBO no akcnyataunm WB-15-W2

B pasgene «CtatucTtuka no tpadymky» 0To6paxarorcs rpadoukm CKoOpocTu nepesaHHoro/nosly4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaK e CTaTUCTMKA O KOSIMYeCcTBe nepeaHHoro/nonyyeHHoro rpagvka ¢

MOMEHTa BK/MIOYEHUA TOYKM AO0CTYyna.

ELTEX WB-15-W2
MoHUTOpHHT MobunsHan cets Radio VAP CeTeEhe HACTPOREN Cuctema - (Bnbaog,
A WLAN Tx/fx mbps
Wi-Fi KnueHTs
Ro: 0 mbps (max: 35.4 mbps)
mbps @ T 0 mbps (max: 26 4 mbps
CTatucTHka no Tpadury » .
35
CratuposaHue sdwmpa 31 4
e, — 23
HypHan coBemui =
24 7
CeTesan WHibopMaLma E
HMrdopMaumn o " E
pagnmouHTEphefce =
MoSHnbHan ceth 1
=
HMrdropMaumn of yoTpoicTee & B
05 T T AT T T T T T T T  EEREREE R T T T
12031 12051 1m2en n21n n215 1m2zn nz2zn nazzs 1n2an N231 Ls
LAN Tx/Rx mbps
Rx: 0 mbps (max: 26 mbps
mbps @ Tx 0.1 mbps (max 34.4 mbps)
34 4
31 3
27 E
051
11 4
33
43
“_Illllllrlllllrlllrlvr||I||lYIlIIIIIIIIIIIIIIIrIYr||I||lYIlIIIlIrlYIlIrIIIrIYr||I||rY
112031 1:20:51 m2en 12131 2151 mzzn nzzHn 12251 123 123N 18

pacbmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepeaaHHOro/nosyvyeHHoro Tpaduka vyepes Ethernet untepgoeinc
TOYUKM JOCTyna 3a nocnegHue 3 MUHYTbI. padivk aBTOMaTUyeckn 06HOBNAETCA Kaxable 6 CekyHA,

Mpacbmk WLAN nokasbiBaeT CKOPOCTb NepegaHHOro/nosyvyeHHoro Tpagunka vyepes Radio nHtepdpeiic Toukn
JocTyna 3a nocnegHue 3 MUHyThI. [padrk aBToOMaTnyeckn 0GHOB/AETCA KaxKable 6 CEKyHA,.

MepenaHo v
WHTepdeic Bcero naketoB Bcero 6adr OTSpOWEHO NAKETOR Ownbkn
LAN 18734 12009098 0 0
WLAN 29 9122 151541 0
usho 9223 795618 0 0
wian0-va0 29 9122 151541 0
wilan0-val 0 0 0 0
wlan-vaz 0 0 0 0
wlan0-va3 0 0 0 0
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdelica;

* Bcez2o nakemos — KONNYeCTBO YCMNeLHO OTNpaB/eHHbIX NaKeToB;

* Bcezo 6alim — KOfiM4yecTBO YCNeLHO OTnpaB/IeHHbIX 6aliT;

+ Om6powWeHO nakemos — KOsIM4ecTBO NakeToB, OTOPOLLEHHBIX NPY OTNPaBKe;
* OWUbKU — KONNYEeCTBO OLLNOOK.

MpUHATO v
WHTepdelic Bcero nakeToe Beero 6anlT OTSpOLWEHO NakeToR OwneKn
LAN 276587 37072833 5683 0
WLAN 31 4980 0 0
usbo 13382 477330 2084 0
wlan0-va0 31 4380 0 0
wlan0-var 0 0 0 0
wlan0-va2 0 0 0 0
wlan0-va3 0 0 0 0

OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgelic — nmsa nHTepgelica;

* Bce2o nakemos — KONNYeCTBO YCMNELLIHO NMPUHATLIX MaKeToBs;

* Bcezo 6alim — KOniM4ecTBO YCneLHO NPUHATLIX 6aiT;

* OmO6pOoWeEHO rnakemos — KONIMYEeCTBO MNakeToB, OTOPOLLEHHbIX MPY NOyYEHUN;
* OwWubKU — KONNYeCTBO OLLNOOK.

4.5.3 TlogmeHto «CkaHMpoBaHue admpar

B nogmeHto «CkaHpoBaHme adhnpa» OCyLLECTBSETCA CKaHpPOBaHME OKpYXXatoLero paanoadmpa u
06HapyXeHne coceflHNX TOYEK AocTyna.

eELTEX wB-15-w2

MOHMTOPMHT  MoGMMEHAS CETh Radio VAP CETEBLIE HACTPOMKM Cuctema - (BbIXOM)
Wi-Fi KnueHTh! rocnenHee ckaHnpoeanie Beine 8 06:33:33 30.10.2020

CTaTUCTHKA MO TPAUKY

Kanan / RSSI,
SSID EeszonacHocTb MAC-agpec LUnpuHa ABEM
CkaHvpoBaHue adupa >
open_Local Open AB28:C1:DACFF1 11720 -46
Aypran coObITHR
Eltex-Local WPA_1X/WPAZ_1X  A8:28.C1:FC:D6:40 1720 -48
CeTesan WHDopMaLMA
ESRapi Open E8:F9:48:B0:2C:C0 11720 -48
MHpopmauma o
- . ESRAP1_of3 Open E8:F9:4B:B0:2C.C7 11720 -50
pagvouHTepdeiice
ESRAP1_of3_ENterprise_SDD WPA_1X/WPA2_1X E8:F9:4B:B0O:2C:C4 11/ 20 -50
MoBKnbHaA CeTb
ESRAP1_of3_sc Open E8:F9:4B:B0:2C:C5 11/ 20 -50
MHdopmauua ob ycTpoiicTee
ESRAP1_of3_ENterprise_SDD1 WPA_1X/WPA2_1X E8:F9:4B:B0:2C:C3 11/ 20 -50

Mocne HaxaTusi Ha KHonky «CkaHMpoBaTb» NpoLecc 6yAeT 3anyLeH. Mocne 3aBepLleHns CKaHMPOBaHUS
MOSIBUTCS CMMCOK 06HAPY)XXEHHbIX TOUEK AOCTyNa U MHDOPMALIMS O HUX:
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+ SSID - SSID o6Hapy>XeHHOW TOYKN [OCTyna;

* Pexum 6e3onacHocmu — pexvmMm 6e30nacHOCTV 0GHapPY>XEeHHOW TOYKN JOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM AOCTYna;

+ KaHas1 — pagnokaHaJl, Ha KOTOpoMm paboTaeT 06HapyXXeHHas Touka AOCTyna;

*+ LupuHa kaHasa — WMpUHa pagmokaHana , KOTopyo UCMob3yeT 0bHapyXXeHHasa Touka goctyna, Mru;
* RSSI - ypoBeHb, C KOTOPbLIM YCTPOMCTBO NPMHMMAET CUrHa/1 0GHapPYXXEHHOW TOYKM A0CTYnNa, ABMm.

© O6patuTe BHUMAHNE, BO BPEMS OCYLLECTBEHNS CKaHMPOBaHUs acupa pagvonHTepdelic ycTpoiicTea
OyAeT OTK/IOYUEH, YTO NPUBEAET K HEBO3MOXHOCTM Nepeayun gaHHbix Ao Wi-Fi KTMeHToB Ha MOMEHT
CKaHVMpOBaHWs1.

4.5.4 TMopgmeHto «XKypHan cobbITuii»

B gaHHOM pasgene MOXHO NPOCMOTPETL CMMCOK MHAPOPMALMOHHBIX COOBLLEHMIT B peasibHOM BPEMEHW,
cofepxawuii cnegytoLLyto NHopMaLmio:

I TEX  WB-15-W2

IMOHWTOPHHI MoDWNEHaA CETh Radio VAP CeTEBbIE HACTPOHKK Cuctema n - (BbIX0O)

Wi-Fi KnueHThl Z OGHOBHTB ﬁ CYUCTHTE

CTaTMCTHKA No TpaduKy
Oatawu

CKaHWpOoBaHWe 3dupa RS EETEEE CEEENETE

Oct 26 daemon.info  monitord[1160]  event: 'deauthenticated by AP mac: 38:E6:0A91:6A:2C ssid:

10:28:41 'RTL&186-default’ interface: wian0-vxd channel: O rssi: -100
location: 'viktorsh.ott.root' reason: 1 description: 'Unspecified

JKypHan coBbiTHi >

CETeBan MHDOopPMaLUaA
Oct26  daemon.nfo monitord[1160]  event: 'associated' mac: 38:E6:0A°91:6A:2C ssid: '333" interface:

MHpopMaLma o 10:28:41 wlan0-va2 channel: 6 rssi -28 location: 'viktorsh.ott.root' reason:
pagMonHTEpheice ]
MoBUNEHAaA CeTh Jan 1 daemon.info  networkd[1077] DHCP-client: Interface br0 obtained lease on 10.24.80.65.

03:00:24

MHopmaLma ob ycTpoAcTee

Jan 1 daemon.info  networkd[1077] Networkd started
03:00:24
Jan 1 daesmon.info  syslogd[1407]  started: BusyBox v1.21.1

03:00:23

+ [ama u spemMsi — BpeMs, Korga cobbiThe 6b110 creHepupoBaHo;
+ Tun — kaTeropus N ypoBeHb BaXXHOCTU CObbLITUS;

+ lNpoyecc — nmsa npouecca, CreHepnpoBaBLLEro COO6LLEHNE,;

+ CoobujeHue — onucaHne coobITUs.

YpoBeHb Tun BaXHOCTN COOGLLEHNIT OnucaHwue

: pesaunaii (emergency) B cucTewe TOISOUTa IpITIean ouUOLe

1 CurHasbl Tpesorv (alert) ?;SZﬁﬁmmo HeMeA/IeHHoe BMelaTe/IbCTBO B

2 Kputunueckue (critical) B cucTeme npousoLusia KpuTnyeckas owmneka.

3 Owwn6ouHble (error) B cucTteme npowusoLunia owmnéka.

4 Mpeaynpexaenust (warning) MpepynpexaeHune, HeaBapuitHoe coobLLEHNE.

S YBegomneHus (notice) YBelOM/IEHNE CHUCTEMbI, HeaBapuiiHoe Coo6LLEHNE.
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YpoBeHb Tun BaXXHOCTU COOGLLEHMIA OnucaHue

6 NHdopmaumoHHble (informational) VIHchopMaLMOHHbIe COOBLLIEHNST CUCTEMBI.
OTnagouHble coobLIEHNS NPeaoCTaBNAT
7 OTtnapouHble (debug) No/1b30BaTEN0 NHPOPMALIMIO [/151 KOPPEKTHOA
HaCTPOWKN CUCTEMBI.
[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XypHaU1e COObITUIA HEOOXOAUMO HaxKaTb Ha KHOMKY "O6HOBUTL".

Mpy He06XO0AUMOCTY BCE CTapble COOBOLLEHNS U3 XXYpPHaNa MOXHO YAa/IUTb, HaXaB Ha KHOMKY "O4ncTuTb".

4.5.5 TopameHto «CeTeBasd NHdpopmaymsi»

B nogmeHto «CeTeBas MHhopmaLusi» OCYLLECTB/IAETCS MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOCTBA.

L TEX wB-15-W2

MOHWMTOPHHT MoBUnbHaA CETh Radio VAP CeTEBLIE HACTPONKM Cuctema - (BbIXOM)
Wi-Fi KNWeHTBI CTaTYC WAN
CTaTUCTHKA NO TpaduKy WHTepdelic bro

. MpoTokon DHCP
CKaHMpOBaHWe 3dupa

IP-agpec  10.24.80.65
KypHan coBbiTuit
MpuHaTo 3.1 MGaIiT (3 245 984 GaiT)
Ceresas uHpopmalus > Mepepao 4.8 MOaiiT (5 023 530 GaiT)
MHdopmauma o Ethernet
pagMouHTEpeiice

COCTOAHWE nopTa Up
MoGWnbHanA ceTb
CKOpOCTh 100

WHdhopmaLma of yCTpoilcTee
opuaLu of ycTp [ynnekc Full

DHCP-cepeep <

N2  MAC-agpec IP-agpec WHTepeiic BpeMsA J0 UCTeYeHUA apeHakl

Cratyc WAN:

* MlHmepdpelic — nHTepdelic ycTponcTaa, ncnosblyemblin B kadectse WAN;

* [Mpomokos — npoTtokon nony4venus IP-agpeca Ha WAN-uHTepdelice 18 ceTeBoro B3anMoencTams co
BCTPOEHHbIM MOLEMOM;

* IP-adpec — IP-agpec WAN-nHTepdelica;

* [MpuHAmMo — Konm4yecTBo Tpaduka, npuHAaToro Ha WAN-uHTepdelic;

+ [MepedaHo — konn4ecTBo Tpadinka, nepegaHHoro ¢ WAN-uHTepgoeiica.

Ethernet:

« CocmosiHue nopma — TeKyLmii cTaTyc nopra;
+ CKopocmb — yCTaHOB/IEHHAsA CKOPOCTb Ha MopTy;,
+ Aynnekc — nCnonb3yeMblii pexum.

DHCP-cepBep:

+ MAC-adpec — MAC-agpec yCTpoCTBa, NosyumBLLErO aapec oT BcTpoeHHoro DHCP-cepBepa;
* IP-adpec — IP-agpec, BblAaHHbI BCTpoeHHbIM DHCP-cepBepom noax/toueHHOMY YCTPOKCTBY,
* MiHmepdpelic — nHTepeiic, c koToporo 6bin BblgaH IP-agpec;
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*+ Bpemsi 00 ucmeyeHusi apeHobl — BPEMS, N0 UCTEUYEHNM KOTOPOrO K/IMEHT BbILL/IET 3anNpoc Ha npoa/ieHne
apeH/bl BblAaHHOTO agpeca.

ARP:

ARP <
Ne IP-apgpec MAC-agpec
0 192.0.21 42:8E:2A:DB:83:6A
1 10.24.80.68 S0:3E:AADE1B.CE
2 10.24.80.1 EQ:D9:E3ESE140

MaplwpyTbl <
Ne WHTepthenc HasHaveHue Winwos Macka dnarn
0 bro 0.0.0.0 10.24.80.1 0.0.0.0 UG
1 bro 10.24.80.0 0.0.0.0 255.255.255.0 u
2 usho 192.0.0.0 0.0.0.0 255.255.0.0 U

B ARP-Tabnuue cogepxntcsa npopmanms o cootrsetctamm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCcTponcTBa;
+ MAC-adpec - MAC-aapec ycTpoiicTea.

MapLipyThbi:

* ViIHmepdpelic — s nHtepdelica ycTpoicTea;

* HasHayeHue — IP-afpec xocTa uiv NoAceTy Ha3HayeHus, 40 KOTOPbIX YCTaHOB/IEH MapLUpyT,

+ Lmo3 - IP-agpec Wwo3a, Yepes KOTOPbI OCyLecTBASeTCa AOCTYN aapecara;

* Macka — macka nogcetu,

* Qiac2u — onpefeneHHble XapakTepUCTUKMA AaHHoro mapuwpyTa. CywecTByHOT cnegyroLlme 3Ha4eHuns
donaros:

U — yka3bIBaeT, YTO MapLUpyT CO34aH 1 ABNSAETCA NPOXOAUMbIM.

H - yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3ny.

G — yKasblBaeT, YTO MApLLPYT Nposieraet Yepes BHeLLHWIA Wwo3. CeTeBo NHTEpPdEC CUCTEMbI
npefocTaBnseT MapLUpyTbl B CETU C NPSMbIM NOAK/OYEHNEM. Bce npoyune mapLupyTbl IpoxogaTt
yepes BHelUHMe Wo3bl. Piarom G oTMeyaroTcs Bce MapLUpyThl, KOOME MapLupyToOB B CETU C
NPSMbIM NOAK/IIOYEHUEM,

R - yka3bIBaeT, 4TO MapLUpyT, CKopee BCero, 6b11 co34aH AMHaMUYECKM MPOTOKO/IOM
MapLupyTM3auun, paboTaroLl MM Ha /IoKasibHOM cucTeMe, NoCpeacTBOM napameTpa reinstate;

D - ykasbIBaeT, UTO MapLUpPYT 6b11 406aBNEH B pe3ybraTe NnosyyeHns coooLeHus
nepeHanpaeneHust ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuleHns ICMP Redirect, mapLupyT BKIoYaeTcs B TabAMLy MapLLpyTM3aLun, YTobbl UCKTHYNTb
nepeHanpasneHne AN nocneayLwmx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary.

M — yka3bIBaeT, UTO MapLUpyT NOABEPrcA N3MEHEHUIO, BEPOSITHO, B pe3ysibtTaTte paboThbl
AVHaMUYeCKOro NpoToKoa MapLupyTmnsanmm Ha 10KasIbHON cuctemMe 1 NpUMeEHeHUs napamMerpa
mod.

A — yKa3bIBaeT Ha 6y(hepn30oBaHHbI MapLUPYT, KOTOPOMY COOTBETCTBYET 3anunchb B Tabnuue ARP.
C — yKa3bIBaeT, YTO MCTOYHUKOM MapLupyTa siBnseTca bydep mappyTmnsaumm agpa.

L — yka3bIBaeT, 4TO MYHKTOM Ha3Ha4YeHUs MapLupyTa SABNAETCA OANH U3 afpecoB AAaHHOro
KomMmnbloTepa. Takme «1oKaibHble MapLUpyThl» CYLLECTBYIOT TOMIbKO B Bydhepe mapLipyTm3aumm.

B — yka3blBaeT, YTO KOHEYHbIM MYHKTOM MapLupyTa SB/SETCH LWMPOKoBeLaTesibHbIi agpec. Takue
«LUMpoKoBeLaTe/ibHble MapLUpyTbi» CYLLECTBYHOT TO/IbKO B Oydhepe MapLupyTmu3auuun.
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+ | — ykasbIBa€eT, YTO MapLUPYT cBA3aH C KosbLeBbIM (loopback) nHTepeiicom ¢ Lenbio NHOM,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLnn.

« 1 - yKkasblBaeT, UTo geritarpammbl, Hanpae/isieMble MO 3TOMY agpecy, byayT oTBeprarbcs
CMCTEMOIA.

4.5.6 MopmeHto «MHopmaums o pagunonHtepderice»

B nogmeHto «MHopmauma o paguorHTepgeice» BbIBOAUTCA NHAIOPMALMA O TEKYLLMX HACTPOMKax
pagnovHTepderica n cocTossHUN nogktodeHHbIX Wi-Fi kneHToB.

LTEX WB-15-W2

MOHMTOPHHT MoGHNBHAA CETh Radio VAP CETEBLIE HACTPOHKM Cuctema - (BbIX0M)

Wi-Fi KnueHTsl Cratyc  BKMto4eH0

MAC-agpec ABF94B:3F5FCO
CTaTUCTHRA NO Tpadhuky

CKaHMpoBaHWe 3dupa

HypHan coBbiTHi

Perum
KaHan

[UnpuHa kaHana, My

IEEE 802.11b/g/n
6 (2437 ML)

20

CeTeBan MHopMauma

MHbopMauma o
pagMouHTEpdECE >

MoOuneHaa CeTe

WMHbopMauua of yCTpoicTee

PagnovHTepdelicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B [BYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/TIOYEHOY.
CraTtyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CtaTyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /11 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKU
poctyna (VAP). B cnyyae, ecnm Ha paanonHTepdeiice nmeeTcst Xxots 6bl ogHa aktuBHan VAP, Radio 6yaet
HaxoanTbLCA B cTatyce «BkNoyeHo», nHaye - «BbIK/1ioyeHo».

B 3aBucmmocTu oT ctaryca Radio Ana MOHUTOpPUHra A4OCTynHa cneayowas nHpopmayms:
«BbIK/HOYEHO:

+ Cmamyc — COCTOsiHVE paanonHTepdeiica;
* MAC-adpec — MAC-agpec pagvnounHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdeica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsiHVEe paanonHTepdeiica;

* MAC-adpec — MAC-agpec pagvnounHtepdeiica;

* Pexxum — pexum paboTbl pagvonHTepdeica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecnpoBOAHOr0 KaHasna, Ha KOTOPOM paboTaeT pagMonHTEPAIEiC;

* upuHa kaHas1a — LWWMpUHa Nos1oChbl YacToT KaHausia, Ha KOToOpoM paboTaeT pagumonHTepdeiic.
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B noameHo «MobunbHasi CETb» OCYLLECTBSIETCS NPOCMOTP TEKYLLETO COCTOSHUSI U NapaMeTpbl COeAMHEHNS C

MOOW/IbHON CETbIO.

elTeX

IMOHUTOPMHT

MoBuneHas ceTb

Wi-Fi KnueTel
CTaTUCTHKA NO TPadhuKy
CKaHMpoBaHHe adMpa
HypHan coBbiTHi
CeTeBas MHOpPMaLMA

WMHbopMaLma o
paguouHTepdeiice

MoBuneHaA ceTs »

WMHbopMauua of yCTpoicTee

Mmoaema
IMEI

Oneparop
IMSI
MCC
MNC

LAC

CID

BSIC
Band
KaHan
RSSI
RSRP
RSRQ
SINR
CTaTyC COEIMHEHUA

IP-agpec

WB-15-W2
VAP CeTeBble HACTPOHKK Cuctema
ObLmre
Craryc BNto4eH0
Peskum ceTu 4G
CTatyc PIN-koga Ready
MpoussoguTens
Mogene
Bepcua NpoLMBLH VOOZA

861712043422177

250023034405278
250

02

0x154C
0x083D910
266

LTE BAND 7
3048

-80 ABM
-110 gBM
-10 6
1316
Connected

100.88.234.46

PesepeupoBaHWe KaHana

CraTtyc

He HacTpoeHo

(BbIXOO)

* Cmamyc — cTaTyc coefVHeHus,
* Pexxum cemu — pexuM, B KOTOPOM MOAEM NOAK/IOYEH K MOOUNBLHO ceTw,
+ Cmamyc PIN-koda — cTaTtyc, KOTOpbIii NOKa3biBaeT, BEPHO /i1 ycTaHoB/eH PIN-kog B KOHGurypauum ans

ncnonbdyemoin SIM-kaptbl. CtaTyc Ready- PIN-kog, He TpebyeTcs, TMb0 yCTaHOB/IEH KOPPEKTHO; cTaTyc

Waiting- PIN-ko4, HEKOPPEKTHBI;

+ lNpoussodumersib — hrpma-NnpPon3BoANTE b BCTPOEHHOIO MOAeEMa,;

* Modesib — MOfENb BCTPOEHHOIO MOAEME;
* Bepcus npowusku modema — yctaHoBNneHHasa Bepcusa MO 19 BCTPOEHHOIo MoLeMa,;
* IMEI — vaeHTudmnkaTop Mo6UNLHOro 060pyaoBaHUS;
+ Onepamop — onepaTop MOBGW/IbHOWN CETU, K KOTOPOI NOAKIYEHO YCTPOICTBO;
+ IMSI - IMSI-kopg, akTBHOW SIM-KapTbl;
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MCC,MNC — ngeHTndmnkaTopbl NPUHaONEXHOCTN akTUBHOM SIM-KapTbl K onpeaenieHHoMy oneparopy
COTOBOW CBAA3Y;

LAC, CID, BSIC — naeHTudmkaTopbl reorpadMyeckoro painoHa, CoTbl U 6a30BOM CTaHUUM MOBU/ILHOW
CeTW, K KOTOPOI NOAK/HYEHO YCTPONCTBO;

Band - ncnonb3yemas nonoca 4acror;

KaHas — yacToTHbIl KaHaT;

RSSI — cpegHee 3HaYeHNe YpOBHSA MOLLHOCTM CUrHana ot 6a30BOi CTaHUWK;

RSRP — ypoBeHb NPUHUMAEMOrO CUrHana ot 6a30Boii cTaHumn (gns ctaHaapTa LTE);

RSRQ - ypoBeHb kauecTBa NPUHATbIX NUIOTHbIX curHanos (ansa ctaHgapta LTE);

SINR — OTHOLLEHME YPOBHS NOMNE3HOMO CUrHaNa K YpOBHIO LUyMa B Touke npuema (ans ctaHgapta LTE).

Pe3epBupoBaHue kaHana:

PeaemepOBaHme KaHana

Cratyc Pabotaet
AkTtusHas SIM-kapTa SiMA
MNepepaHo nakeToB 10
[pYHATO NakeTos 10
Bpema oTknuka 85¢
CpenHee OTKNOHEHWE 20¢c

MNoTepw 0%

Cmamyc — cTatyc paboTbl:

* He HacmpoeHo — napaMeTp BbIK/NHOYEH B KOH(pUrypaumm ycTpoicTBa,;

+ Pabomaem — pe3epBMpoOBaHMe KaHas1a BK/IIOYEHO;

* UIs3meHeHue akmusHoUl SIM-kapmbl — CBA3b Yepes Tekyllyto SIM-kapTy He ya0BneTBopseT
3a/aHHbIM B KOHMrypauuy napameTpam pesepBupoBaHns kaHasa, NpouCXoanT CMeHa akTUBHOM
SIM-kapTbl (B kKauecTBe akTuBHOI SIM-kapTbl B AaHHOM crlyyae 6yaeT ykasaHa Ta SIM-kapTa, Ha
KOTOPYH NPOUCXOAUT NEPEK/HOUEHNE);

AxkmusHasi SIM-kapma — Homep SIM-kapTbl, KOTOpas akTVBHA B AaHHbIi MOMEHT;

lNepedaHo nakemos — KONNYECTBO ping-request NakeToB, OTMNPaB/IEHHbIX HA YKa3aHHbIM B KOH(UrypaLmm
ping-server;

lpuHsIMo nakemos — KoNM4ecTBO ping-reply nakeTos, MPUHATLIX YCTPONCTBOM OT YKa3aHHOro B
KOHourypauum ping-server;

Bpemsi omk/iuka — cpefHee BpeMsi OTBETOB Ha ping-request, Mc;

CpedHee omk/IOHeHUe — OOMYyCTUMOE OTK/IOHEHVE OT BPEMEHWN OTK/INKA, MC;

[Momepu — NpoLeHT ping-request NakeTos, Ha KOTOPbIE He Bbl1 MoyYeH OTBET OT ping-server.
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4.5.8 TMogmeHto «MHdopMauus 06 ycTporcTee»

B nogmeHto «MHopmauma 06 ycTpoincTee» 0To6paXeHbl OCHOBHble Xapaktepuctuku WB-15-W2.

I TEX  wWB-15-W2

MOHMTOPMHT ~ MoOunbHas ceTe  Radio VAP CeTeBble HACTPORKM  CucTema U~  (BbIXOA

Wi-Fi KnueHThl Wagenue  WB-13-W2
AnnapaTHas sepcus 3.2
CTaTuCcTHKa No Tpaduky
3asofckoi MAC-agpec ABF9:4B:3F5F.CO
CraHWpoBaHue 3upa
CepuitHbIi HoMep WP31000089

JKypHan coGbiThit

Bepcua MO
CeTesas MHOpMaLUa PesepeHas sepcua M0
Bepcu v
MHbopMauma o pews sarpysna
paavouHTepdelice CucTeMHoe Bpems  06:27:36 26.10.2020
MoOuneHaa ceTh Bpema patoTw 0 gH, 00:39:38

WHdhopmauna ob ycTpoiicTee »

* MI30esiue — HauMeHoBaHNe MOAENN YCTPOICTBa;

« AnnapammHasi sBepcusi — BEpCus annapaTHoro obecneyeHms yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-agpec yCTPOWCTBa, yCTaHOB/EHHbI 3aBOA0OM-M3rOTOBUTENEM;
+ CepuliHbili HOMEP — CEPUNHbLIA HOMEP YCTPOINCTBA, YCTAHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM;
* Bepcusi MO — Bepcusi NpOrpaMmMHOro o6ecneyeHnst yCTpoicTBa,;

* PeszepsHas sepcus O — npepblaywian yctaHosieHHada sepcus MO,

* Bepcusi 3a2py3yuka — Bepcus NporpaMMHOro o6ecnevyeHns 3arpy3ymka ycTponcTaa;

+ CucmeMHoe BpeMsi — TeKyLMe BPEMS 1 AaTa, yCTaHOB/IEHHbIE B CUCTEME;

*+ Bpemsi pabomsbi — BpeMsi paboTbl C MOMEHTA NOC/eAHEro BKKUYEHUSI UK Nepesarpy3kn yCTpoiicTea.
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4.6 MeHo «MobunbHaga ceTb»

B meHo «MobunbHas ceTb» BbINO/HAETCS HacTpoiika nHTepdeiica 2G/3G/4G.

4.6.1 MoameHo «O6LLne»

I TEX  wB-15-W2

MoHUTOpMHT ~ MoOMnbHaA ceTb  Radio VAP CeTeBble HAacTpoikn  CucTema U~  (BbxOA)

Ofwme > Pexum mogema PPP v
PesepBUpoBaHWe KaHana PeuM CETH ABTOMaTU4ECKH v
SIM-kapTa SIMA1 v
APN Auto O
APN
Homep Habopa *go#

KMa nonb3oBatens

Mapons

PIN-Kog

DukcKHposate TTL O

* Pexxum modema — BbI6Op MeToAa NOAKOYEHNS:

+ USB - nogxntodeHne peannsyetcs ¢ nomoupto LTE-coegnHeHns mexay MogeMoM yCTponcTBa v
CepBepoM CO CTOPOHbLI oneparopa,;

+ PPP - peanusayms coeguHeHns ¢ nomoLlbio PPP-TyHHEN mexay npoLeccopoM yCTpoiicTea u
CepBepoM CO CTOPOHbLI oneparopa,;

* Pexum cemu — BbIOOp CTaHAapTa NOAK/IHYEHNSA YCTPOMCTBA K COTOBOIN CeTU. 3HaYeHreM no
YMO/IHaHMI0 SBASIETCSA aBTOMATMYECKMIA BbIGOp pexunma. Takke MOXHO BblbpaTb BapuaHTbl 2G, 3G, 4G,
2G-3G, 2G-4G, 3G-4G. Npwu BbIOOPE ABOIMHOrO BapraHTa npegnoyTeHe npy noagxknyeHnn yaet
oTAaBaTtbca 60/1ee COBPEMEHHOMY CTaHAAPTY (Hanpumep, Npu BbicTaBNeHHOM pexnme 3G-4G
NpUOPUTETHLIM ByAET NoakItyeHve B 4G);

+ SIM-kapma — BbI60Op akTUBHOW SIM-KapTbl 415 OCYLLECTB/IEHUS NOAK/THYEHUS K CETU MOBUNBHON CBA3N.
3HaueHneM no ymonyanuto siensietcs SIM1 (to ectb SIM-kapTa, koTopas pacnonoxeHa B SIM-cnote 1);

* APN Auto — aBToMmartunyeckoe onpegeneHme APN 015 NogkNtoyeHns B 3aBUCUMOCTY OT UCMNOb3YEMOro
oneparopa CoTOoBOV CBA3W. B cnyyae HE06X0AMMOCTM MOXHO yKasaTb cTatuyeckuii APN, cHAB
BblaeneHne ¢ APN Auto 1 Bnncas HyxHblii APN B nosiBuBLuemcs okHe APN,;

+ Habop Homepa — TpebyeTcs 3agaTb HOMep Habopa B COOTBETCTBUM C HACTPOIiKamMK Ballero oneparopa,
no ymonyaHuio — *994# (none AOCTYNHO TO/bKO B pexume PPP);

* WIMs1 nosib3o08amerisi, Naposib — AONOHUTENbHbIE NapaMeTpbl A5 NOAKHYEHNSA K CETU COTOBOW CBA3M,
yKasblBaTb Heob6s3aTe/bHO;

* PIN-k00 — PIN-kog ncnonb3dyemoli SIM-kapTbl. B cnyyae otcytcTBus PIN-koga nosie MOXHO OCTaBUTb
nycTbIM;

+ @ukcuposams TTL — ynpaBneHue 3HavyeHneM TTL on1a ncxogsawmx nakeTos.
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,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb

HaXKMUTE KHOMKY «[TpUMEHUTL». NS OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.

4.6.2 TMopgmeHo «Pe3epBrpoBaHue kaHana»

B nogmeHo «Pe3epBrpoBaHue KaHana» OCyLLeCTBASETCSA HACTPOIiKa Nepek/ItyeHns akTuBHol SIM-kapTbl B
cryyae, ecnv no TekyLel akTuBHON SIM-kapTe ka4ecTBO CBS3W He Y0BNETBOPSET 3a/aHHbIM NapameTpam.
MexaH13M NpoBepKM KavyecTBa kaHasia ocHoBaH Ha oTnpaske ICMP-coobLeHni KakoMy-nnMbo cepsepy U

aHasiM3a nosly4eHHo B pesynbrate CTaTUCTUKM.

L TEX

MOHWTOPUWHT MoOBWNEHAA CETh

O6lme

PesepeWpoBaHWe Kadana »

WB-15-W2

Radio VAP  CeTeBble HACTPOAKM  CucTema

BrntoyeHo

MepHoa oTNPaEBKK 240

-

(BbIXOO)

PykoBozacTBO no akcnyataunm WB-15-W2

ICMP-3anpocos, ©

TaimayT oxuaaHnA 1000
ICMP-OTBETOE, MC

KonuuecTeo ICMP- 10
3anpocoB
DSCP 56 v
Ping-cepsep 1

Ping-cepsep 2

Ping-cepsep 3

[JonycTUMeEIE NoTepH, % 25
[JonycTUMOe Bpema 1000
OTKNHKS, C
NonycTUMOE cpefHes 1000

OTENMOHEHWE, C

Bksito4eHo — Heo6xo4MMO YCTaHOBUTL hnar A/1a akTnBaunm yHKUUY pe3epBrpoBaHns KaHana,
Mepuod omnpasku ICMP-3anpocos, ¢ — Nepuog, ¢ KOTOpbIM YCTPOCTBO ByaeT nockiiate ICMP-3anpocsl
Ha 3aflaHHblii ping-server;

Talimaym oxudaHusi ICMP-omsemos, MC — BPeMS, B Te4eHNe KOTOPOro yCTPOMCTBO ByaeT xaartb OT
cepsepa ICMP-oTBeT. B cnyyae, ecniv OTBET OT cepBepa npuLlen no3gHee, Yem BbICTaB/IEHHbIV TanmMayT
OXungaHus, 6o He npuwlen BoBce, gaHHbIi ICMP-3anpoc cuMtaeTcs ocTaBLUMMCS 6€3 0TBETS,
Konuyecmso ICMP-3arnpocos — Konn4ecTBo oTnpassieHHbIX nogpsas ICMP-3anpocos npu Kaxaom
3anycke npoueaypbl (uepes Bpems nepuoga otnpasku ICMP-3anpocoB). MNpuHATHE peLleHns o
nepektoyeHnn SIM-kapTbl OCHOBbIBAETCA Ha MOJTYYEHHOW B pe3y bTare npoueaypbl CTaTUCTUKE,;

DSCP — npuoputeT otnpas/ieHHbIx ICMP-3anpocos;

Ping-cepsep 1, Ping-cepsep 2, Ping-cepsep 3 — cepBepa, A0 KOTOPbIX YCTPONCTBO oTnpasnset ICMP-
3anpocbl. CHayana ping 3anyckaeTcsi o ping-server 1, B c/lyvae ero HefjocTynHocTu (1M6o B cnyyae,
€C/I1 MoSTyYeHHasi CTaTUCTMKA He YA0BNETBOPSIET 33jaHHOMY KauecTBy) NPOMCXOAMUT 3anyck ping Ao
ping-server 2, 3aTeM aHas10rM4yHo A0 ping-server 3. B cniyvae, ecnv pesynstaTtbl HeY40BNETBOPUTESbHbIE
Ha BCeX CKOH(pMryprpoBaHHbIX cepBepax - Npon3onaeT nepeknoyeHne aktnsHon SIM-kapTtel. B criyyae,
ec/n pesynsrartbl 6y4yT yCneLwHbIMU XOTS 6bl HA OHOM M3 3aaHHbIX CEPBEPOB - NEePeK/0YeHEe He
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npousoiget. Ans paboTbl MexaHn3mMa 06a3aTesibHO 4,06aBUTb B KOHUIypauuio XoTs 6bl OAUH ping-
server.

+ fonycmumsie nomepu, MC — MakCUMasibHbI ONyCTUMbIA npoueHT ICMP-3anpocoB, Ha KOTopble He Obin
nonyyeH ICMP-oTBeT 3a Bpems TaiimayTa oxugaHusa ICMP-oTBeTa. B cnyyae npesblleHNs JaHHOro
3Ha4YeHMs NoTepb NPOM30MAET NepeksityeHre akTuBHON SIM-kapTbl , NM60 Nepexos K cneayowemy
ping-server;

* [lonycmumoe BpemMs OmK/1uka, MC — MakCuMasibHOe 3HaYeHe cpefHero BpemMeHn OTKNnKa Ans Bcex
otnpasneHHbIx ICMP-3anpocoB. B cnyyae npesbIleHNs 4aHHOIO 3HaYeHns NPon3onaeT nepekoyeHne
aKkTMBHOI SIM-kapTbl, NGO Nepexos K crieaytoLlemy ping-server;

+ [onycmumoe cpedHee OmK/IOHEeHUE, MC — MakCUMaslbHOE 3HaYeHne OTK/IOHEHWUSI OT CPeAHeEro BpeMeHM
OTK/IMKa. B cnyyae npeBbIleHNs JaHHOTO 3HaYeHUs NPOM30AAeT NepeksitoveHne akTuBHon SIM-kapTsbl,
nn6o nepexoq K cnegyoLemy ping-server.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

© O6patuTe BHUMAHVe, Nepek/oYeHre akTUBHOI SIM-kapTbl, IMG0 NEPEXof K creayioLemy ping-server,
OCYLLECTBNSIETCS B C/lyyae, KOraa XoTs 6bl O4UH U3 NOTYYEHHbIX NapaMeTPOB KayecTBa He
YA0BNETBOPSET 3a/iaHHbIM YCI0BUSM. B cnyyae , eC/iv NPOM30LLIIO NePEKIYEHNE Ha pe3epBHYHO SIM-
KapTy, faHHas KOHMrypaumsi aBToMaTU4YeCckn COXPaHUTCS Ha yCTPoiCTBe. To ecTb Npu nepesarpyske
yCTpOiicTBa akTMBHOI 6yaeT Ta SIM-kapTa, koTopasi 6bl1a akTUBHOV HENOCPEACTBEHHO [0
nepesarpysku.

4.7 MeHio «IPSec»

4.7.1 NMopgmeHto «MNapameTpbl IPSec»

@ MeHio «IPSec» He gocTynHO B pexume Mogema PPP.

LTEX  WB-15-W2

MOHMTOPUHT ~ MOBMNBHARA CeTb IPSec  Radio VAP CeTeBble HACTpoOikM  CucTema i~ (Bblxod)

MapameTpsl IPSec > IPsec Remote Gateway

IPsec Operational O

Status
XAUTH User user
XAUTH Password password

PaclunpeHHble HAacTPONKK ~

+ IPsec Remote Gateway — wnto3 and IPsec, 3agaetcs B dpopmaTte IP-agpeca nnm gOMEHHOr0 UMEHN ;

+ IPsec Operation Status — cocTosiHue KoHpurypupyemoro IPsec coegnHeHus;

« XAUTH User — nms nonb3oBaTens A pacliMpeHHon aBTopm3aumnmn, Heobxoanumo a1s paboTsl
mexaHusma mode config (ananasoH: 4-16 cMMBOOB) ;

« XAUTH Password — naposnb nosb3oBaTens Ans pacluMpeHHoR aBTopmsalmm, HeobxoanmMo Anst paboThbl
mexaHusma mode config ( gnanasoH: 8-48 cMMBO/IOB);
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PacLumpeHHble HacTPONKM <

IKE Proposal

IKE Authentication shal v
Algorithm

IKE DH Group 2 v

IKE Encryption aes v
Algorithm

IKE Policy

Use ISAKMP Mode up v
Config

IKE Lifetime, sic 86400
Use NAT-T
IPsec NAT Keepalive 10
IPsec Password password

Use XAUTH Password O

IKE Authentication Algorithm — BbI6Op anroputma xawmnpoBaHus IKE, npeaHasHa4veH ans npoBepku
LEeIOCTHOCTU aHHbIX;

IKE DH Group — BbI6op anroputma Audddomn-XennmaHa, MCnonb3yeTcs YToObl YCTAHOBUTL OBLLNIA cekpeT
B He3alLMLLEHHO ceTw,

IKE Encryption Algorithm — Bbi6op anropuTma wndposaHua gnsa 1 pasbl nogxnodeHuns IPsec;

Use ISAKMP Mode Config — akTUBMpyeM pexum aBTOMaTU4YeCKOro nonyyeHnst BUpTyasibHOro ajpeca,
yAaneHHon noacetn, agpecos ans nogHatua GRE TyHHenel ot ESR, K KOTopoMy nofdkntvaemcst no
IPSec.;

IKE Lifetime — Bpems u3Hu IKE (cpaza 1), gomkeH 6bITb naeHTUYEH No 06e cTopoHbl IKE/IPsec-
coeanHeHust ([manasoH: 180-86400 cekyHp);

Use NAT-T — Heobxoanmo BkNOUMUTL donar, ecnn TA4 HaxoauTcs 3a NAT,

IPsec NAT Keepalive — nepvoanyHoCTb oTnpaBku nakeToB keepalive npu pa6ote uepes NAT, 4To 6bl
NAT TpaHcnsAums coxpaHaiacb Ha BbILLECTOALWMX poyTepax Npy AJINTENIbHOW He akTUBHOCTU CO
CTOPOHbI KnneHTa. (AuanasoH: 0-300 cekyHa) ;

IPsec Password — naponb ansi IKE/ISPEC-coeanHeHus (amanasoH: 8-48 cumBonos) ;

Use XAUTH Password — ucnonb3oBaTb B KauecTBe secret-napons ipsec-naponb norvHa xauth;
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IPsec Proposal
IPsec Authentication shat v
Algorithm
IKE DH Group 2 v
IPsec Encryption aes v
Algorithm
IPsec Exchange Mode main v
IPsec My |dentifier address v
Iy Identifier type fgdn
IPsec Policy
IPsec DPD Delay 180
IPsec Chaild SA 3600
Lifetime
IPsec VPN
Force Establish Tunnel up v

IPsec Authentication Algorithm — BblGop anropMTMa XalwmpoBaHus IPsec, npeaHasHa4veH ans NpoBepKu
LEe/IOCTHOCTU AaHHbIX;

IKE DH Group — Bbl6op anroputma Anddun-XennmaHa, Mcnonb3yeTcs YTobbl YCTaHOBUTb 06OLLMIA CEKPET
B He3alUWLEHHO ceTy;

IPsec Encryption Algorithm — Bbi6op anropuTma wudpoBaHusa ansa 1 asbl nogknoveHuns IPsec;

IPsec Exchange Mode — pexum cornacoaHusi (main/aggressive);

IPsec My Identifier — onpegensieT Metoa naeHTugukaLmmn, KoTopblin 6yaeT NCnonb3oBaTbCA Npu
npoBepke NoA/IMHHOCTY Y3/10B;

My Identifier type — Tn nageHTudmkaTopa;

IPsec DPD Delay — nHTepBasn OTNpaBKun NakeToB 06HapyXXeHus paspbiBa coegmHeHus. Mpu oTcyTCTBUM C
NpPOTUBONONOXHOI cTOpOoHbI IPsec VPN oTBeToB Ha 5 naketoB noapsag, T4 coutetr VPN passanvBLummcs
1 npon3BenéT nepesanyck IPsec VPN co cBoeli cTopoHbI. (AuanasoH: 5-600 cekyHa);

IPsec Chaild SA Lifetime — Bpems xu3Hu IPsec VPN SA (thasa 2), o/KeH 6bITb OAMHAKOBLIM C 06eUnX
cTopoH TyHHens IKE/IPsec. [lomkeH 6bITb HUXe, yeM IKE Lifetime (AvanasoH: 180-86400 cekyHA);

Force Establish Tunnel — BKNO4YMTb, UTOObI yCTaHOBUTL coeanHeHune IPsec VPN HemeaneHHo. NHave,
VPN-coegmHeHune IPsec 6ygeT yctaHOBMNEHO MO 3anpocy.
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4.8 MeHo «Radio»

B meHto «Radio» npon3BoguTCca HacTpolika 6ecnpoBoAHOro UHTEpdenca.

4.8.1 MoameHto «Radio»

B noameHto «Radio» ocylllecTBNSAIOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

L TEX WwWB-15-W2

MOHWTOPHHT MoBHNbHAR CeTh Radio VAP CeTeBble HACTPOIHK! Cuctema -~ (BBIXO

Radio » O6wue

9]
o
w

BrntoueHo

Pexum IEEE 802.11b/g/n v
ABTOMATMYECKWIA BHITOD O
KaHana
Kanan 6 (2437 MI'y) v
LMpKHa Kasana, My, 20 v
MOLHOCTL CUrHana, 5 v
aBm

HononHuTenbHo v

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
+ |IEEE 802.11b;
+ IEEE 802.11g;
+ IEEE 802.11n;
+ |IEEE 802.11b/g;
+ IEEE 802.11b/g/n;

* ABmomamuyeckul 8bI60p KaHas1a - Npy YCTaHOB/IEHHOM doiare Touka 6yaeT aBToMaTnyecku
BblGMpaTbh HaVMeHee 3arpy>eHHblii pagnokaHan ans paéotbl Wi-Fi nutepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHasa.

* lupuHa kaHasa, MMy — wmnprHa NOM0CkI YacTOT KaHana, Ha KOTOPOM paboTaeT paanonHTepdenc
yCTpONCTBa, NpuHMMaeT 3HadeHus 20, 40;

+ OCHOBHOU KaHa/1 — OCHOBHOW KaHan paguovHTepdielica. HacTpolika AoCTynHa npu Bbibope WNPUHbI
kaHana B 40 MI'y - B 3TOM c/ly4yae cymmapHblii kaHan 40 MMy, o6pasyeTtcst M3 ABYX COCEAHMX YAaCTOTHbIX
kaHasos no 20 MI'y. Boibop 0CHOBHOIO kKaHas1a onpeaesnsaeTcs NooXeHeM OTHOCUTE/TbHO
[OMONTHNTE/ILHOTO:

* Upper — yactoTta OCHOBHOIO KaHasia Bbllle YacTOTbl AOMO/THUTE/TLHOTO;
* Lower — yacToTta OCHOBHOrO KaHasia H1xe 4acToTbl JONO/THUTENBLHOTO;

* KaHas1 — BbIOOp 4aCTOTHOro KaHasia nepefayn AaHHbIX;

* MowHocmb cueHasia, 0bM — perynvposka MOLLHOCTU curHana nepegatuvka Wi-Fi B gbMm. NpuHumaet
3HadeHue ot 5 0o 16 abwm.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapamMeTpoB paanovHTepdelica
yCTpOWCTBA.
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[JOononHWUTENBHO <

OBSS Coexistance

KOpOTKMIA 3aLYMTHBINA
MHTEpBan

STBC (]
3awmTa O
Mepuog oTnpaBkk 100

CnyweBHbIX COOBLLEHNH,
mMc

Mopor dparmeHTaLmMm 2346
Mopor RTS 2347
Arperauus

KopoTkas npeamyna

WeAnep 0
Broadcast/Multicast,
nak/c

ANaNTHBHAA AWarpamma O
HANPABNEHHOCTH

OBSS Coexistance — aBToMaTnyeckasi CMeHa LUMPUHbI KaHasa Npu 3arpy>eHHoM paanoadunpe;
Kopomkul 3awjumHbIli uHmMepsas — NoaaepXka yKOpoOUEHHOro 3allMTHOro nHTepeana. Touka goctyna
nepenaeT AaHHble, ncnonb3ys 400 He 3awmTHBbI HTepBas (BMecTo 800 HC) NPy OBLLEHNMN C KNNEHTaMM,
KOTOpble Takke NOAAEPXKMBAOT KOPOTKUIA 3aLLMTHbIN NHTepBaUT,

STBC - meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHWS, HanNpPaB/ieHHbIV HA NOBbILLEHNE
HaeXHOCTM nepegayn AaHHbiX. MNosne 4OCTYNHO, TO/IbKO eCNN BbIOPaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBNIEHHOM dh/iare yCTPOMCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT e MOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH,;

3awjuma — npv BKIKOYEHUN AaHHOW ONUMK K YCTPONCTBY CMOTYT NOAKIOYATLCS SINLWb KITUEHTbI ,
nogaepxvearowine ctaHgapt 802.11n;

Mepuod omnpasku c/yxebHbIx coobweHul, MC — nepuopg, Nnocblnkn Beacon-gpelimoB. dpelimbl
nepegaroTcs s 06HapyXeHnsa ToUKM AocTyna B adhupe, npuHumMaeTt 3HavyeHms 20—2000 mc, no
ymonyaHuio — 100 mc;

lMopoe ¢hpacmeHmayuu — nopor parmeHTauun peiima, B 6aitax. NpuHMMaeT 3HadeHns 256—2346,
no ymonyaHuwo — 2346;

lMopoe RTS — ykasbIBaeT UnNC/O0 GaiiT, Uepes KoTopoe nocblfiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHblLEHME AAHHOTO 3HAUYEHMSI MOXET YYULLNTL PaBboTy TOUYKM AOCTyna npu 60/1bWoM
KO/MyecTBe NOAKMNHUYEHHbIX KTIMEHTOB, O4HAKO 3TO YMEHbLUAET 06LLYH0 NPOMYCKHYH0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. MNpuHnmaeT 3HauveHnst 0-2347, no ymonyanuo — 2347,

Frame Aggregation — BknoueHne nogaepxkm AMPDU/AMSDU;

Kopomkasi npeambysia — ncnonb3oBaHue KOPOTKON npeamOy/ibl NakeTa,;

WMM - BkntoueHune noaaepxkn WMM (Wi-Fi Multimedia);

Lletinep Broadcast/Multicast, nak/c — npn ycTaHOB/IEHHOM ¢ofiare BbIMOIHAETCA OrpaHnyeHne nepegadv
LUMPOKOBELLLATENTbHOIO/MY/IbTUKACTOBOIO Tpadvka no 6eCnpoBOAHON CETU. YKaXMTe IMMUT AN
LUMPOKOBELLLATE/IbHOMO Tpadhvka B NOsIBMBLUEMCS OKHe (Nak/c).

AdanmusHasi npozpamma Harnpas/1eHHOCMuU — TEXHOMOMS (hOPMUPOBAaHNA HanpaBEHHOTO Jlyya 40
KnneHToB (ansi ctaHgapTa 802.11n).
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4.8.2 TopameHto «QoS»

B nogmeHto «QoS» ocyLecTBsieTcst HacTpolika doyHKUMIA obecneveHunst kadectsa obenyxumBaHus (Quality of

Service).

MOHMTOPUHT ~ MOBMNBHARA CeTb Radio VAP CeTeBble HaCTPOIK! Cuctema i~  (Bblxom)

LTEX  wB-15-W2

Radio HacTpoiikn QoS

QoS> WiFi MynsTMeama
(WM}

Brnio4uTe QOS

AP EDCA Parameters

Ovepegk AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) .

Data 2 (Best Effort)

(&%)
&)
<
=]
[
<
[=]

Data 1 (Buaeo)

Data 0 (Fonoc) 1

(&%)
<
=~
<
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* Brsmoyumb Q0S — npu yCcTaHOB/IEHHOM dhiare AOCTynHa HacTpolika PyHKUMIA o6ecneveHns kayectTsa
o6cnyxusaHua (Quality of Service);

+ AP EDCA parameters — Tabnmua HacTpoek napamMeTpoB TOUkM gocTyna (Tpaduk nepegaeTcsi OT TOUKM
[0CTYNa K KNUEeHTY):

+ Ouepedb — NpeaonpeaeneHHbIe ouepean Ana pasnyHoro poga Tpaduka:

+ Data 3 (P0oH) — HU3KOMPMOPUTETHAA OYepeab, BbICOKasi MPOMYCKHas COCOBGHOCTb;
« Data 2 (Best Effort) — cpegHenpuoputeTHasi ouepeapb, CPEHsS NPonyckHasi COCO6HOCTb U
3agepxka. B gaHHyto ouepefpb oTnpasnseTca 60MbWUNHCTBO TPAAULMOHHBIX IP-AaHHbIX;
« Data 1 (Budeo) — BbICOKONpUOPUTETHAS ouepeb, MUHUMa/IbHbIE 3a[1ePXKN. B AaHHOI
ouyepeamn aBTOMaTnyeckm obpabatbiBalOTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHM;
+ Data 0 (lo/s10c) — BbICOKONPUOPUTETHAS 04epesb, MUHUMa/IbHbIEe 3aepPXKU. B AaHHO
ouyepeamn aBTOMaTnyeckM o6pabatbiBalOTCA AaHHbIe, YYBCTBUTE/bHbIE K BDEMEHW, Takne Kak:
VolIP, notokosoe Buaeo.
AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsi oxuaaHus kaapos (hpeiimos)
[aHHbIX, M3MepsieTcs B cioTax, NpUHUMaeT 3HadeHus (1-255);
cwMin — Ha4YasibHOe 3HaYeHne BPeMeHN OXMAaHUA nepes NoBTOPHOWN OTNPaBKON kaapa, 3agaeTcs
B MWIMceKyHAax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXeT npeBbiwaTb 3HayeHne cwMax;
cwMax — MakcumasibHoe 3HayeHne BpeMeHu OXnaaHus nepes noBTOPHOM OTNPaBKol Kaapa,
3aZlaeTca B MuanmncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax A0/MKHO ObITb 60/bLUEe 3Ha4YeHMs cwMin;
TXOP Limit — napameTp UCNONb3yeTCH TOMIbKO AJ/18 AaHHbIX, NepefaBaemMbiX OT CTaHLMU KveHTa
[10 TOYKKM focTyna. Bo3aMoXHOCTb nepegayn — NHTepBasl BpEMEHU, B MUIIMCEKYHAAX, KOraa
knueHTckas WME-cTaHums numeeT npasa MHULMNPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM
cpefie K Touke J0CTyrna, MakCumMasibHoe 3HavyeHne 65535 munnuncekyHs,
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Station EDCA Parameters
Oyepeak AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) 7 15 o 1093 v 0
Data 2 (Best Effort) 3 15 1023 ~ 0
Data 1 (Buaeo) 2 - o 15 - 94
Data 0 (Monoc) 2 3 v 7 v 47

« Station EDCA parameters — Tabnuua HacTpoek NapaMeTpoB CTaHUMK KnneHTa (Tpaduk nepeaaeTcst ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve nonei Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.9 MeHo «VAP»

B pa3gene «VAP» BbINO/HAETCS HACTPOlika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

4.9.1 TogmeHto «CymMmmMapHO»

B nogmeHto «CyMMapHO» 0TO6paxkatoTcsi HacTPOVikm BCex BUPTYasibHbIX Touek goctyna Wi-Fi (VAP). MoxHO
NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyanbHOW TOUKM AocTyna B pasaenax VAPOQ..3.

=L TEX WB-15-W2

MOHUTOPHHT MoOHnbHaA CETh Radic ~ VAP  CeTeBble HACTPOMKM CcHctema - BLIXOA,

CYyMMApHO > VAP

VAPO Pexum TpaHcnupoBaThL Wzonauun
VAP  Bknw4eHo Ge30nacHoCcTH VLANID SsID SSID AGOHEHTOB

VAP1
VAPO WPA/WPAZ 0 WB-15-W2 ]

VAP2

VAP3 VAP1 WPAWPA2-Enterprise [ WEB-15-W2-1 ]
VAP2 BbIKMOYEHD 10 WB-15-W2-2 O

VAPE (O BuiknioyeHo WEB-15-W2-3

* VAPO..3 — nopsifKoBbIi HOMEpP BUPTYasIbHOWN TOUKM AOCTYNa;

* Bksto4eHo — npu yctaHoBneHHoM diiare VAP BK/IOUYEH, MHaYe — BbIK/THOYEH;

* Pexum 6e3onacHocmu — TN WNGPOBaHUA AaHHbIX, UICNOb3yeMblil Ha VAP;

* VLAN ID - Homep VLAN, c koToporo 6yzeT cHumatbca MeTka npu nepepade Tpadvka Wi-Fi kiveHTam,
NOAKNOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETETMPOBAaHHbII
Tpadmk oT KNMeHToB ByaeT HaBelumBaTbes meTka VLAN ID;

+ SSID — nms BupTyasnibHOW 6ecnpoBOAHON ceTy;

+ TpaHcnuposams SSID — npu ycTaHOBNEHHOM donare BK/lOYEHO BellaHne B acpup SSID, nHave —
BbIK/TIOYEHO;

* U3on1syus aboHeEHMOoB — NpW YyCTaHOBNEHHOM ch/iare BK/IlO4YEeHa U30/1ALMA KIMEHTOB Apyr OT Apyra B
npegenax ogHoro VAP.
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,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.9.2 MNMopgmeHo «VAP»

L TEX WB-15-W2

MOHWUTOPHHT MoBUneHaA ceTb Radio VAP CeTeBble HAaCTPOHKH CucteMa n - (BBIXOD)

CymMmapHo OBLWKe HacTPOKN
VAPO > BrMHYEHD
VAP WLAMN ID O
VAP2 SSID WB-15-W2
VAP3 Tpancnuposars SSID
M3onAumMa adoHeHTOB (]
MakcumaneHoe 0
KOMUYECTBO KNWEHTOR
Pexum Ge30nacHoCTH WPAMNWFPA2 v
Knwoy WPA — @&

ﬂOpTaJ’IbHaH ABTOpPN3aLUMA

BKNHYUTL O

OrpaHU4eHNsi CKOPOCTH v

O6ume HaCTPOIKK:

* Bks1o4eHOo — npu yCTaHOBNEHHOM ch/iare BMpTyasibHas ToUKa AOCTyna BKHYEHa, MHavye — BbIK/TIOYEHS,;

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumatbca MeTka npu nepepadve tpadvka Wi-Fi kiveHTam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — nms BUpTyasibHOW 6ecnpoBOAHO ceTy;

+ TpaHcnuposams SSID — npy ycTaHOBNEHHOM donare BK/HOYEHO BellaHne B paanoadmp SSID, uHave -
BbIK/IHOYEHO;

* U3onsyusa aboHeHMOoB8 — NpY YyCTaHOBNEHHOM doniare BKIK0YEeHa N30M1AUMA KIMEHTOB APYr OT Apyra B
npegenax ogHoro VAP;

* MakcumasibHoe Ko/lu4ecmso K/1UeHmMos — MakCUMaslbHO A0MYCTUMOE YMC/0 NOAKIHHYaAEMbIX K
BUPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexumM 6e30nacHOCTM JocTyna K 6ecnpoBOAHON CeTu:

* BbIK/IlOYEHO — He NCMO/b30BaTh WKU(POBaHUeE 1A nepefaymn AaHHbIX. Touka AOCTynHa ANns
MOAK/THOYEHMA NHOOOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPA2 — cnocobbl LundhpoBaHus, Npu Bbibope ogHOro n3 cnocobos byaet
[OCTyNHa cneayloLLas HacTponka:

* Koy WPA — kntou/naposb, He06XoauMbIiA AN NOAKNHOYEHUS K BAPTYasTbHOW TOUKe
foctyna. [lyivHa kntoya coctasiser oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexum LWingpoBaH1s KaHasa
6ecnpoBOAHOl CBA3N, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n5 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepsepa. Takxe Tpebyetca ykasaTb Koy ans RADIUS-cepsepa. MNpu BbiGOpe 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:
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+ [loMeH — [OMEH Mo/b30BaTess;
+ IP-adpec RADIUS cepsepa — agpec RADIUS cepsepa;
* Mopm RADIUS cepsepa — nopT RADIUS cepBepa, KOTOpbIi UCMOMb3yeTcs AN
ayTeHTMdukKaumm 1 aBTopmsaunm,
+ lMaposb RADIUS cepsepa — naponb ana RADIUS cepsepa, ncnonb3yemoro g/
ayTeHTMdmkKaumm 1 aBTopmsaunm,
* Vicnosnib308ameb akkayHmuHz yepe3 RADIUS — npu yctaHoBNeHHOM chrniare 6yayT
oTnpaBnATbLCA cooblieHnsa «Accounting» Ha RADIUS cepsep;
* Uicriosib308amb Opyaue HacmpoUiKu 0719 akKkayHmuH2a:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS cepsepa,
NCMNOJb3yeMOr0 A1 aKKayHTUHTa;
 lNaposb RADIUS cepsepa 07151 akkayHmuHz2a — naponb ana RADIUS cepsepa,
NCMNOJb3yeMOro A1 aKKayHTUHTa;
* Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTopbIi ByAeT ncnonb3oBaH ansa cbopa
akkayHTuHra Ha RADIUS cepsepe;
* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IHOUUTb NEPUOLNYECKY0 OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS cepBep. 3agatb nHTepBas OTrnpaBku
COOO6LLEHNI MOXHO B Nnone «/IHTepBas OTNPaBKN akKayHTUHa.

ﬂopTaanaﬂ aBTOPKW3aUnA

BKMH4YUTL

HazeaHWe BEUPTYanLHOTO default
noprana

Adpec ana http:/1192.168.0.1:8080/eltex_porta
nepeHanpasneHdna

MeTon aBTopU3aLnm Partal MAC Authentication v

I'IopTaanaﬂ aBTopusauui

Mpu pexumax 6e3onacHocT: BoikatoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusauuu.

* Bk/1to4umb — Npv yCTaHOBIEHHOM donare aBTopusauns nonb3oBaTteneli B cetu 6yaet Nnpon3BoanTbCS
nocpeacTBOM BUPTYaslIbHOrO nopTana;

* HasgaHue supmya/ibHO20 ropmasia — UMsi BUPTya/IbHOr0 NopTasia, Ha KOoTopblil 6yaeT nepeHanpas/ieH
nosb3oBaTeslb NPU NOAKAYEHUM K CETY;

« Adpec 0719 nepeHarpas/ieHus — agpec BHELUHEro BUPTyasibHOro nopTasna, Ha KoTopblii byaet
nepeHanpas/eH Nosib3oBaTe/lb NPU NOAK/IYEHNN K CETK.
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RADIUS
OomeH ott.root
IP-agpec RADIUS cepeepa 192.165.0.1
Mopt RADIUS cepeepa 1812
MNapone RADIUS cepeepa sareas @

MCMoNe30BaTE SKKAYHTHHT
yepes RADIUS

MCnone20BaTE Opyrie
HACTPOAKKY ANA AKKSYHTUHIA
IP-agpec RADIUS cepeepa 192.168.0.1
ANA AKKSYHTUHIA
MopT RADIUS cepeepa ana 1813
AKKAYHTUHIE
Mapone RADIUS cepeepa @
ANA AKKAYHTUHIE
MepUoauYeckan oTNPaBKa
AKKAYHTWUHIE

MHTEpEAN OTNPABKK 600
AaKKayHTHHIa

RADIUS

* [lomeH — foMeH nonb3oBaTens,

IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS cepsepa, Mcrnosb3yemoro ans
aKKayHTUHra;

Mopm RADIUS cepsepa 0151 akkayHmMuHaa — NnopT, KOTOPbIA 6yAeT NCNo/b30BaH 415 coopa akkayHTUHra
Ha RADIUS cepBepe;

Maposib RADIUS cepsepa 0151 akkayHmuHa2a — naponb ans RADIUS cepeepa, ucnosbsyemoro ans
aKKayHTUHTra;

lNepuoduveckas omnpaska akkayHmuHaa — BKIIIOUNTb NePUOANYECKYHO OTNPaBKy COOOLLEHWI
«Accounting» Ha RADIUS cepBep. 3agartb MHTepBas1 OTNPaBKky COOOLLEHNI MOXHO B nose «HTepBan
OTNpPaBKM akKayHTMHra,

Wcnonb3osameb akkayHmuHe 4epe3 RADIUS — npu ycTaHOB/IEHHOM (priare 6yayT OTnpas/iaTbCA
coobueHns «Accounting» Ha RADIUS cepsep.

'OrpaqueHm CKOpOCTU v
VAP Limit Down O o KOMTIC
WAP Limit Up dj o kOuTIC
STA Limit Down O o KGMTIC
STA Limit Up O o KGMTIC

OrpaHnyeHne CKOpPOCTU:

VAP Limit Down — orpaHnyeHune nponyckHOi CNOCO6HOCTM B Hanpas/eHNN OT TOUKM A0CTyna A0
KTMEHTOB (B CYMME), NOAK/THOUEHHbIX K aHHoMy VAP, K6ut/c;

VAP Limit Up — orpaHu4eHne nponyckHoit CnocoGHOCTY B HanpaBieHnn oT KNneHToB (B cymme),
NnoAKNHYEeHHbIX K AaHHoMy VAP, 1o Toukn goctyna, Kout/c;
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+ STA Limit Down — orpaHu4yeHne NponyckHOl CNOCOBHOCTM B HanpaB/ieHMM OT TOYKN AOCTyna Ao
K/TMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K gaHHOMY VAP, KonT/c;

+ STA Limit Up — orpaHuyeHne nponyckHoli CnocoO6GHOCTY B HanpaBieHUN OT KNNEHTOB (Kaxkaoro B
OTAENbHOCTM), NOAKNOYEHHbIX K gaHHOMYy VAP, oo Touku gocTyna, Kbut/c.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.10 MeHto «CeTeBble HACTPOMKM»

4.10.1 TMNopameHto «JlToKalbHasa CeTb»

I TEX  WB-15-W2

MOHWTOPHHT MofGuneHaa ceTb Radio VAP CeTeBble HACTPOHKM Cucrema - (BbIXOM)

NokansHan cetb > CeTeBble HacTPOAKK
Mpobpoc nopTos IP-anpec 192.168.1.1
HocTyn IMacka 255.255.255.0 b
Hactponkn DHCP-cepeepa
BKMHYMTL
Ha4anbHbiit IP-agpec 192.168.1.2
KoHewHbli IP-agpec 192.168.1.254

DNS 192.168.1.1

Bpema apeHib 600

Cratnyeckue NpyvBS3KW aipecoB

Ne MAC-agpec IP-agpec

CeTeBble HACTPOWKMK:

* IP-adpec - IP-agpec yctpoiictBa B LAN-noacety;
* Macka — macka LAN-noacetu yctpoiictea u DHCP-cepBepa, KOTOpbIli Bbl4aeT agpeca KnneHTtam,
nogkntoyeHHbIM K Wi-Fi nnu Ethernet.

Hactpoiikn DHCP-cepBepa:

Bksroyums — yctaHoBuTe donar Ans Toro, YTobbl KNneHTbl, nogxknoyeHHsble K Wi-Fi nnn Ethernet nHtepdeiicam,
Mornv nonyuntb IP-agpec. Ykaxute cnegyowme napametpbl ansa DHCP-cepeepa:

* HauasibHblIl IP-adpec, KoHeYHbIU IP-adpec — KOHGUryprpoBaHue nysna afpecos, KOTopble MOryT ObITb
BblAaHbl K/IMEHTaM;

+ DNS - agpec DNS-cepBepa, KOTOpbIli NepegaeTcs KNNEHTY B COOTBETCTBYIOLLENR onuun. 1N KOPPEKTHOW
paboTbl KNIMEHTOB B CETU MHTEPHET cneayeT B kadecTBe DNS-cepBepa ykasbiBaTtb IP-agpec ycTpolicTBa;

* Bpewmsi apeHObl — BPeMS, N0 UCTEYEHUN KOTOPOTO KIMEHT BbILWET 3anpoc Ha NpoA/ieHne apeHbl
BblAAHHOIO agpeca.
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,ﬂ.flﬂ BCTYyn/1€HNA B CUNYy HOBOM KOHq’.)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMEHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

© O6patnTe BHUMaHME, NyN aapecoB /15 BblAAUYM KIMEHTAM AO/MKEH HAXOAUTLCA B OAHOM NOACETU C
ycTporicteoM. DHCP-cepBep BblgaeT kiveHTam IP-agpeca B LAN-noacetu, n B gaHHom cnydae |P-
aZpec ycTpoiicTBa sIBNSAETCA LW/IO30M A5 NnepeHanpasieHuns 3anpocos kaneHtoB B WAN, To ecTb
BbIMOJTHAET (PYHKLMIO MackapagnHra.

Cratnyeckne NpuBA3KN afpecoB

HaxmuTe «[l06aBuTb» /19 fob6aBneHns cratmyecknx agpecos n nponuwmte MAC-agpec v IP-agpec knveHTa.
Mpwn noakntodeHnmn K Wi-Fi unun Ethernet nHtepdpeiicam ycTpoiicTBa, KNnMeHTy ¢ ykasaHHbIM MAC-aapecom
6yaeT BblgaH ykasaHHbIl IP-agpec.

MAC-anpec

IP-agpec

4.10.2 MopgmeHto «Mpobpoc NnopToB»

© nNopameHto «Mpo6poc NOPTOB» AOCTYNHO TONLKO B pexume mogema PPP.

B nogmeHto «Mpobpoc nopToB» NPOM3BOANTCS HACTPOKa Nnpobpoca NopToB..

ELTEX

IMOHMTOPHHT IMoGuneHan ceTb

JokansHaA ceTb
MpoBpoc nopToe »

ocTyn

WB-15-W2

Radio WAP CeTeBble HACTPOHKK

ObLwune
BrnrodexHo
IP-anpec HasHauyeHna WAN

Mpaewna

# AKTHEHO Um=a

1 RULE1

2 RULE2

RULE3

83.169.253.10

IP-appec

HazHa4yeHmAa LAN

192.168.1.2

192.168.1.3

192.168.1.4

Mopt
HasHA4eHWA
LAN

80

80

80

Mpotoken

TCP

TCP

TCP

n - (Bblx0od)

IP-agpec MCTOMHKMKA

n WAN
OpTEl HAZHAYEHUA WAN

&0 —| 80 83.165.253.10

8080 —| 8080 83.1659.253.10

81 —| 90 83.169.253.10

* Bk/1oueHO — npu ycTaHOBNEHHOM dhnare npo6poc NOPTOB BK/KOYEH, MHAYE — BbIK/THOYEH ;
* IP-adpec HazHayeHusi WAN — IP-agpec, Nosy4eHHbIli YCTPOCTBOM OT oneparopa.

UT06bI f,06aBUTL MPaBU/IO, HAXXMUTE KHOMKY «[106aBUTLY .
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Mpaeuna
IP-agpec Mopt IP-agpec MCTOMHHKA
# AKTMEHO Nms AR HasHaYeHWA Mpotokon MopTel HazHa4yeHna WAN Ap
HazHayeHusa LAN WAN
LAN

1 RULE1 192.168.1.2 80 TCP A 80 —| 80 §3.169.253.10

2 RULEZ2 192.168.1.3 80 TCP v 8080 — | 8080 83.169.253.10

3 RULE3 192.168.1.4 80 TCP v 81 — 90 83.169.253.10

* AKMUBHO — NPV YCTaHOB/IEHHOM do/1are npasu/io paboTaer,

* VIMs — nmsA npasung;

+ IP-adpec HasHadeHusi LAN — |IP-agpec XxocTa B /IOKa/IbHOM CETU, HA KOTOPbIN OCYLLLECTBASETCS
TpaHCIAuUA NakeTos, nonagatoLmx nog 4aHHoe npaswusio;

* Mopm Ha3Ha4yeHusi LAN —  3HauyeHuns TCP/UDP-nopta nonyyarens, Ha KOTopbIii 6yayT
TPaHC/IMPOBaTbLCA NaKeTbl B JIOK&/TbHYIO CETh;

+ lpomokos — BbIGOP NPOTOKOMA NakeTa, nonagatoulero nof gaHHoe npasuno: TCP, UDP, TCP/UDP;

* MMopmsbl HazHavyeHust WAN — 3HadyeHuna TCP/UDP-nopToB nony4yarens naketa BO BHELUHEW CeTu, nNpu
KOTOpbIX NakeT nonagaet nog AaHHoe npaswsio (AonyckaeTcsl ykasbiBaTb IM60 OAMH NOPT, NN60
AinanasoH NopToB yepes aeduc);

+ IP-adpec ucmoyHuka WAN — IP-agpec, NoslydeHHbIli YCTPOMNCTBOM OT oneparopa.

Mpasnno npobpoca NopToB paboTaeT crieayowmum o6pa3oM. Y naketa, npuxogsuwiero Ha agpec WAN-
NHTEepdeca ycTpoincTea No NpoToKosly  «[1pomoko/»  Ha NopT U3 gmanasoHa «lopmsl HasHadyeHusi WAN»
1 UMEeIoLLIero afipec UCToYHMKa  «IP-adpec ucmoyHuka nakemos WAN»  (ecnu 3To napameTp OCTaBUTb
nycTbIM — afjpec NCTOYHMKA He aHa/IM3NPYeTCs), OCYLLIECTBNAETCA NoAMeHa aapeca 1 nopTa HasHauYeHuit Ha
3Ha4YeHNsA COOTBETCTBEHHO U3 nonen «IP-adpec HasHavyeHusi nakemos LAN» 1 «[Topmbl HazHaqyeHusi LAN».

[Nsi BCTYN/IEHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

4.10.3 TogmeHto «flocTyn»

B nogmeHto «JocTyn» NpoM3BOANTCS HACTpoOliKa A0CTyna K yCTPOCTBY nocpeacTBOM web-nHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

I TEX  wB-15-W2

MOHWUTOPHHT MoOUNEHAA CETh Radio VAP CeTeBble HACTPOMKH Cuctema - (BbIX0A,

TokaneHas ceTh BHeLIHAS ceTb JlokanbHas ceTb
Mpobpoc NopToB WEB
Noctyn » WEB-HTTPS

Telnet O

a

SSH O

<]

NETCONF O

<]

SNMP O

a

MopTel gocTyna

HTTP-nopt 80

HTTPS-nopr 443
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© none «BHelwwHsas ceTb» OOCTYIMHO TO/LKO B pexume PPP.

+ [lns BKIKOYEHMA [OCTYNa K yCTPOCTBY Yepes web-uHtepcpeiic no npotokony HTTP, yctaHoBUTe dhnar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTP-nopT (no ymonuyaxuto 80).
[dunanasoH AonyCTUMbIX 3HAYEHWUI NOPTOB, MOMMUMO YCTAHOBIEHHOTO MO YyMon4yaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;

+ [lns BKIKOYEHMA [OCTyNa K yCTPOCTBY Yepes web-uHtepcpeiic no npotokony HTTPS, yctaHoBuTe donar
HanpoTne «WEB-HTTPS». B nosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTPS-nopt (no
yMonuyaHuio 443). jnanasoH JonyCcTUMbIX 3HaYEHWI MOPTOB, MOMVMMO YCTAHOB/IEHHOTO MO YMOMYaHUIo, C
1025 no 65535 BKAOUNTENBLHO;

© O6patuTte BHUMaHWE, NOPTbI 415 NPoTokonoB HTTP n HTTPS He A0MKHbI UMETb O4NHAKOBOE
3HayeHue.

+ [na BkNoveHUsa goctyna K yctpoiictey vepes Telnet yctaHoBuTe donar Hanpotus «Telnety,
+ [nAa BKNoYeHUsA aocTyna K ycTpoiictsy yepes SSH yctaHoBuTe (hnar HanpoTtus «SSH»;
« [Ona BknoveHusa goctyna K yctporictsy Yepe3 NETCONF yctaHosute donar Hanpotmue «NETCONF».

MporpammHoe obecneveHne WB-15-W2 no3sonsier npoBoANTb MOHUTOPUHT COCTOSAHMSA YCTPOCTBA U ero
AaTunKoB, ncnonb3ys npotokon SNMP. Ha Bknagke «<HacTpoiikn SNMP» BbINONMHAKTCA HACTPOWKM
napameTpoB SNMP-areHTa. YCTPOCTBO nogaepxmaaeT npotokosbl Bepcnii SNMPv1, SNMPv2c, SNMPv3.

[na nsmexneHusa Hactpoek SNMP yctaHosute donar Hanpots «<SNMP», npymeHuTe KoHdUrypauumio v
nepeligute B MeHto «HacTpoiikn SNMP».

Maponb Ha YTeHWe public

Maponk Ha 3anuch private

Afpec aAna npuéma
Tpanoe v1
Afpec aAna npuéma
Tpanoe v2
Afpec aAna npuéma
cooBLeHwi Inform

CHCTEMHOE UMA WB-15-W2
yCTpoiicTea
KOHTaKTHaR MHpOPMaLMA Contact
NpoW3BOAMTENA
IMecTononoxeHue Russia
yCTpoiicTea
Mapons 8 Tpanax trap

MopTel gocTyna

HTTP-nopr 80

HTTPS-nopt 443

* [Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LENPUHATBLIN: public);

« lMaposib Ha 3anuck — Naposb Ha 3anncb napameTpoB (06LLENPUHSATIN: private);

+ Adpec 0715 npuéma mpanos v1 — IP-agpec nnu AOMeHHOe nms npnemMHuka coobuieHnii SNMPv1-trap B
thopmare HOST \[COMMUNITY \[PORT\]\J;

« Adpec 0715 npuéma mpanos v2 — IP-agpec unm AoMeHHOe UMsi NpueMHuKa cooblueHnin SNMPv2-trap B
thopmare HOST \[COMMUNITY \[PORT\]\J;

+ Adpec 0515 npuéma coobweHul Inform — IP-aapec nnn goMeHHOe UMS NpMeMHmMkKa cooblieHuit Inform B
thopmare HOST \[COMMUNITY \[PORT\]\J;

+ CucmemHoe umsi ycmpolicmsa — NUMSl YCTPOWCTBa;
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« KoHmakmHasi uHghopmayusi npoussooume/isi — KOHTaKTHas MHpopMaLms NPOV3BOANTENS YCTPOICTBA;
+ MecmononoxeHue ycmpolicmga — UH(opMaLysi 0 MECTOMOJIOXEHWUMN YCTPOWCTBA;
* [Maposib 8 mpanax — Naposib, Coaepxatuiics B Tpanax (no ymonyaHuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHKA NOCPeaCTBOM
npotokosa SNMP:

+ Enterprise.2.1 — HacTpoiiku SNMP
*+ Enterprise.3.1 — HACTPOIKM CUCTEMHOIO XypHana

roe Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHtuncmkartop npegnpuatnsa INTEKC.
[nsa BCTynneHms B CUly HOBOI KOHGUIypauum 1 3aHECEHUS HACTPOEK B 3HEProHEe3aBMCMYH0 NamMsATb
HaKMUTE KHOMKY «[MpUMEHUTb». /11 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».

411 MeHw «Cuctema»

B MeHIo «Crnctema» BbINOTHATCS HACTPOIKM CUCTEMbI, BpEMEHHU, MPON3BOAUTCA CMEHa Napons u
06HOB/IEHME NPOrpaMMHOro obecnevyeHuns yCTpocTaa.

4.11.1 NopgmeHo «O6HOBMAEHME MO ycTpoicTBa»

MoameHto «O6HoBNEeHMe MO ycTpoiicTBar» NpeaHasHavyeHo Ansi 06HOBNEHUSA NPOrPamMMHOro
obecneyeHns ycTpoicTea.

LTEX  WB-15-W2

MOHHTOPMHT IMoOunLHaA CeTb Radio VAP CETEBbIE HACTPONKK Cucrema - (Bbixom)

OBHoBNEHKe MO yCTpoAcTEa > AKTWBHAR Bepcka MO

PesepeHan sepcua MO + Cpenarb aKTHBHO#
KoHgMrypauma

A penusHas eepcud MO docmynya no adpecy: hitpieltex-

vnloads/

Mepesarpyska
Mapons ®ain oGHoBneHua Mo BribepuTe haitn | ©aiin He BuiGpaH
AypHan

[arta u BpeMA

+ AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecrneyeHmns, ycTaHOBIEHHOIO Ha YCTPOCTBE,
paboTatoLlasi B 4aHHbI MOMEHT;
* PesepsHas sepcusi 10 — Bepcus NporpammMmHoro obecneyeHuns, ycTaHOB/IEHHOTO Ha YCTPOCTBE, Ha
KOTOPYHO MOXHO NnepeknounTbes 6e3 3arpysku taina Mo,
+ Cdeslamb akmusHoU — KHOMKa, N03BO/IAOLWLANA caenatb pe3epBHyo Bepcuto MO akTUBHOM, AN
3TOro NoTpebyeTtca nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM c/lyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMmMHOro obecnevyeHms

3arpysute chainn MO c cainta https://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbetotepe. Mocne
3TOro HaxXmuTe KHonky «O630p» B none Pads 06HoseHUs 1O n ykaxknte nyTb K pariny MO B

hopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxKaTb KHOMKY «3anycTntb 06HOB/EHME. [pouecc
06HOB/NEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHULIE), NOC/e Yero
YCTPOMNCTBO aBTOMaTUYECKM Nnepesarpy3nTcs.

© oOrkar NpoLnBKY A0 Bepcuun 1.3 n ctaplue HeaoCTyMneH B pexume PPP.
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€ He otknouaiite nuTaHue YCTpPOIiCTBAa, He BbINOMHAWTE ero nepesarpysky B npowecce
o6HoBneHusn MO.

4.11.2 NMopmeHo «KoHgurypaums»

B noameHto «KoHdurypaumsi» BbINOHAETCA COXPaHeHWe TeKYLLE KOHdMrypaumm B chaiin u 3arpyska
KOHCQUIypaLmm Ha yCTPOICTBO.

I TEX  WB-15-W2

MOHUTOPKHT MoBHNBHaRA ceTb Radio VAP CeTeBble HacTpoiikn cucteMa - (BBIXOA)

QO OHoBNEHRKWE MO :\-'CT[:IOHC_EQ Mony4YuTe apxX1e r* CKayaTk
KOHUIypaLmWi C
KoHcpurypauma » yCTpoicTsa
Mepesarpyska 3arpysuTe apxve | BeiGepuTe daiin | @ain He BuiGpan
KOHCDHUIYpaLMK Ha
Mapone YCTPOHCTBO

Hyphan
’ Cpoc Ha 3aBofckue ¥ Cbpoc

_ HACTPOKM
Nata u Bpema

[Nony4yeHne KkOHJMrypauum

YT0O6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBNeHME KOHdMIypaumm

[ns 3arpy3ky coXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe daina KoHUrypauum NCnonb3yeTcsa MyHKT
3azpy3umb apxus KoHghuaypayuu Ha ycmpolicmso. Ans 06HOBNEHMA KOHJUIypaumum yCTpoicTBa HaXMUTE
KHOMNKY «BblGepuTe chaiin», ykakute caiin (B hopmarte .tar.gz) n HOXMuUTE KHOMKY «3arpy3unTb chaiini».
3arpyxeHHas KoH(Urypauus npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

© O6patnTe BHMMaHME, BCe Napov B KOHUIypaL[mmn yCTpoiicTBa WUKPYIOTCS KOUOM, KOTOPbIi
3aBucuT oT MAC-aapeca ycTpoiicTea. [Mpu 3arpy3ke KoHUrypauum ¢ 0AHOro YCTPOICTBa Ha Apyrue
npeaBapuTeNIbHO HYXXHO C6pPOCUTL NapPosn, IM60 NOMEHSATL KX B chaiisie KoHUrypauum 4o 3arpy3ku
Ha ycTpoiicTBo (nons encrypted).

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

YTo6bI OCYLLECTBUTL COPOC BCEX HACTPOEK YCTPOMCTBA HA CTaHA4APTHbLIE 3aBOACKME YCTAHOBKM, HOKMUTE
KHOMKY «COpoc».
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4.11.3 MNMopgmeHio «MNepe3arpyska»

[ns nepesarpysku yCTPOWCTBa HaXXMUTE KHOMKY «lepe3arpy3skar.

»
PELTEX  WB-15-W2
MOHWTOpMHT ~ MoBunbHas ceTk  Radio VAP CeTeBble HacTpoiikn  CucTema U~  (BblXomd)
O6HoBNEHue MO ycTpoilcTBa Mepesarpyska < MNepesarpy3ka
ycTpoiicTea

KoHMUrypaLms

Mepeaarpyaka >

Maponk

JKypHan

Oarta 1 Bpems

4.11.4 TlogmeHto «aponb»

Mpu BXxofe yepe3 web-nHTepdeiic, agmmuHucTpatop (Naponb No ymonyaHuio: password) MeeT NosHbIii AocTyn
K YCTPOWCTBY: UTEHWE 1 3aMUCh /IH06bIX HACTPOEK, MOJHbIA MOHUTOPVHT COCTOSIHIS YCTPOICTBA.

[Nsi cMeHbl Napons BBeAKTE HOBbIN Naposib CHavasna B none «aponb», 3aTeM B nose «MoaTeepxaeHve
naposisi» N HAKMIUTE KHOMKY «MPUMEHUTb» [/ COXPaHeHWsi HOBOTO Naporis.

»
PLELTEX wB-15-W2
MOHWTOPHHT MoBHnbHanA ceTb Radio VAP CeTeBble HACTPOHKK Cuctema -~ (BbIXOM)
OBHoBneHue MO yCcTpoiAcTEa Mapons @
KoHtpHrypauma MoaTeEEpKAEHME @
napons
Mepesarpyska
HypHan
Nara u Bpems
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4.11.5 NMopmeHo «KypHan»

MoameHo «KypHas» npegHasHayeHo A1 HAaCTPOVKM BbIBOAA PAa3HOro poja OT/1af04HbIX CO0OLLEeHNI
CUCTEMbI B LIeNsAX 06HapyXeHus npuyunH npobnem B paboTe yCTponcTaa.

MoHMTOpHHT ~ MobwnbHas ceTe  Radio VAP CeTeBble HacTpoiiku  CucTema u~  (8blxom)
OBHoENeHWe MO ycTpoiicTea Pesknm Cepeep u paiin v
KoHdmrypaums Anpec Syslog-cepeepa syslog server
Mepesarpy3ka Mopr Syslog-cepeepa 514
Mapone Pasmep taiina, kB 1000
ypHan >
Nara u Bpema

* Pexum — pexum pabotbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — nHdopmaums XypHasia CoxpaHsieTcs B /IokasibHOM dhaiisie n gocTynHa B
WEB-uHTEepgoeiice ycTpoiicTBa Ha Bkiaake "MoHUTOPUHI/XKypHasn cobbIThid",
+ Cepsep u ¢halizl — HhopMauus XypHasa oTrnpas/iseTcsa Ha yaaneHHbli Syslog-cepsep u
COXpaHsieTcs B JIOKaibHOM chaiine.
Adpec Syslog-cepsepa — IP-agpec unun gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT Ans BXoAALMX coobuieHuit Syslog-cepsepa (no ymonuyaxuio 514,
AonycTUMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — makcumasbHbIi pasmep chaiina xypHana (gonyctumble 3HadeHust 1-1000 kB).
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4.11.6 MopgmeHio «[lata n Bpems»

B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMN
BpemeHn (NTP).

BpyuyHyto:
MOHUTOPUHT MoBunbHas ceTb Radio VAP CeTeBble HACTPOMKM Cuctema - (BbIXOA)
OBHoenexwe MO ycTpoicTea Pexum @® Bpy4yylo (O NTP cepeep

Oarta v BpemMd

07:15:06 26.10.2020

KoHMurypauma .
YCTpOWCTEA
Mepesarpyska Nara 26.10.2020
Maponb Bpema 7:14:55
KypHan © Tekywwee spema

YacoBoii NoAc Mockea, Poccua b

Narta u Bpema >

BHMNOYMTE NEPEXOD HA
NETHEE BPEMA

Mepexon Ha NeTHee (He eniBpaHo) (He anifipaHo) (He eniBpano) | B

BpemMA
Mepexon Ha 3uMHes (He ebifpaHo) (e 6a1GpaH0) (He 8biGparo) | B
Bpems
CBMI BPEMEHH (MUH.) 60

+ [ama u spemsi ycmpolicmsa — fata 1 BpeMs, oTobpaxkaeMble B JaHHbI MOMEHT;
+ [ama, spemsi — yCTaHOBUTE TEKYLLYIO AaTy Y BPEMS UM HAXXMUTE KHOMKY «TekyLlee BpeMs» A5
CMHXPOHM3aLMm C YCTPOWCTBOM,;
*+ Yacosol rnosic — no3BoNseT YCTAaHOBUTb YaCOBOM MOSC B COOTBETCTBMMN C 6/IVKANLLUM rOPOAOM B
Bawem pervoHe 13 3aaHHoOro Cnmncka;
* Bksioyums repexoo Ha siemHee spemMsi — NP YyCTaHOB/IEHHOM dofiare nepexog Ha neTHee/3vMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — [eHb, KOrAa BbINO/HATbL NEPEXOL, Ha IeTHee Bpems,
+ [Mepexod Ha 3uMHee BpeMsi — [AeHb, KOTAa BbINONHATL NEPEXo Ha 3MHee Bpems;
+ CoBue BpemMeHU (MUH.) — Nepuof BPEMEHM B MUHYTaX, HA KOTOPbIA BbINO/THAETCS CABUT BPEMEHMN.
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TP cepBep:
F
CITEX  WB-15-W2
MOHUTOPUHI MoBunbHas ceTb Radio VAP CeTeBble HaCTpOKK Cuctema -~ (BbIXOA)
QBHOBMEHKe MO yCTpoiicTea Pexum (O BpydyHylo @ NTP cepeep
e
KOHMrypaLma Oatau vael\.‘lﬂ 07:15:27 26 10.2020
YCTPOACTBa
Mepesarpyaka NTP cepeep pool.ntp.org -
Maponb Yacosoil noAc Mackea, Poccua v
Hypran BRMIOYNTL NEpexoa Ha
nNeTHee Bpema
£lata u Bpema > Mepexon Ha NeTHee (He eniGpaHo) (He esiGparo) (He esiBparo) B
BpeMA
Mepexon Ha 3uMHee (ve eniGparo) (He exifpaHo) (He enifipaqo) B
BpemMA
CLBWI BPEMEHHN (MWH.) 60

+ [ama u spemsi ycmpolicmsa — fata v Bpems, 0TobpaxaeMble B faHHbIA MOMEHT,;

* NTP cepsep — IP-agpec/aoMeHHOe UMSA cepBepa CUHXPOHU3aLNN BPEMEHN;

* Yacosol rnosic — no3BoNSET YCTAHOBUTb YaCOBO NOSC B COOTBETCTBMMN C 6/IVXKANLLMM rOPOAOM B
Balem pernoHe 13 3agaHHoro cnmcka.

,ﬂ.ﬂﬂ BCTYN/1€EHNA B CUNY HOBOWA KOHCDI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I'IpumeHumb». Iﬂ'.l'li;l OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmMeHanr.

5 Mpumep HacTponKn

1. MopgkntoumTe MK k LAN-nopTy uHxekTopa (Npu nuTaHum yctpoiictea ot Passive PoE 24 B), 160
Hanpsimyto B Ethernet-nopt yctpolicTea (B cnyyae nuTaHus yctpoiictea oT 610ka DC 9-36 B);

2. B appecHoii cTpoke 6pay3epa Beeaute IP-agpec yctpoiictea (no ymonyanuto 192.168.1.1). Ha MK
HY>XHO NGO BK/IOUNTbL NosyveHne agpeca no DHCP, nn6o BbicTaBUThL cTatnyeckuii IP 13 noacetu
192.168.1.0/24,

3. Mpwu ycnewwHoM NOAK/THYEHUN K YCTPONCTBY NOSIBATCS OKHO C 3aMpPOCOM J10TVMHA U Naposis. 3anoiHuTe
Nonsa 1 HaXXMUTE KHoNKy «BoiTtu» (Mo ymonyaHuio norvH: admin, naposnb: password ).

WB-15-W2

admin

Ecnuv 3To OKHO He NosBMMOC, y6eamTeck, uto MK HaxoauTcs B OfHON NOACETM C YCTPOACTBOM.

4. MNpun NepBoM NOAK/THOYEHU NOC/e 3arpy3ku YCTPOIACTBA NOSIBUTCS! OKHO GbICTPOI HACTPOIiKK. B 3ToM
OKHE HacCTpavBaloTCs OCHOBHbIE NapameTpbl MO6ubHOV cBsiaw, Wi-Fi n flocTyna K ycTpoiicTBy.

54



PykoBoacTBo no akcnayatauumn WB-15-W2

JELTEX  wB-15-W2

BricTpan HacTpoika MoHuTOpMHr MofunsHan ceTh IPSec Radio VAP

BbicTpas HacTpoka » SiM
Craryc BxnwoueHo
RSSI 77 obwm

Craryc coeguHeHns OTenoyeHo

Hactpo#ika MoBunsHo
CETH NO YMOMUAHMID

SIM-kapTa SiM1

PIN-gog

Duxcwpoeats TIL

Wi-Fi
Brnwuero
SSID WB-15-W2
Pexwm Ge3onacHoCcTH WRANPAZ
Kmios WPA ]

ApcTyn K ycTpoicTBy

Napons

MogTeepxosHe
napans

L.ETEBhIE HACTPDHEW LUCTEMAE - | Bhix0n

L]

5. Mpun nocnenytowein pa6ote ¢ WEB-mHTepdeincom nocne nogxntoUeHnst yCTponcTea K MOGUILHOM ceTu
(cnycTs 1-2 MUHYTbI NOCNe 3arpy3kn YCTPOICcTBa, Npy Hannumm SIM-kapTbl B criote anst SIM1), B MeHio
«MOHUTOPUH» — «MOBWIbHasA CeTb» NOABUTCA MHGDOPMaLUA O pexnMe NoAK/IIYEHNS K CETU, onepaTope
Mo6unbHol cetu, IMSI Tekyweii SIM-kapTbl U T.4. TakKe CTaTyCHbIN AMoA 3aropuTcs 3e/1eHbIM LIBETOM.
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HELTEX

MOHHMTOPHHI MoBHNbHaRA CETh

Wi-Fi KnHeHTbI
CratncTuka no Tpadmky
CrkaHupoBaHmne supa
KypHan cobbiTnia
CeTesa’ HHQOPMAUNA

VIHhOpMALWA O
paguonkTepdeice

MoGUnbHaA CeTb >

NHcopmaums o6 ycTpoicTee

wB-15-W2

Radio VAP CeTeBble HACTPOAKK Cucrema

Obwue
CTaTyc  BKMKOYEHO
PeskiM CETH 4G
Craryc PIN-xoga Ready
MpoussoauTENE NEQOWAY
Mogene N720

Bepcusa npowwmerM VOO09A
mofema

IMEI 861712043422177
Oneparop

IMSI 250023034405278

MCcC 250
MNC 02
LAC 0x154C

Cip 0x083D9210
BSIC 266
Band LTE BAND 7
Kanan 3048
RSSI -80 AbM
RSRP -110 AbMm
RSRQ -104B
SINR 1388
CTaTyc CoeiHHEeHHA Connected

IP-agpec 100.88.234.46
PESSPBMDOBHHMS KaHana

Cratyc He HacTpoeHo

(BbIX0A)

@ OGpatute BHUMaHWE, AN aBTOMATNYECKOTO NOAK/IOYEHNS K MOBUIbHOV ceTu ycTpoiicTBoMm, SIM-kapTa
[OMmKHa ObITb BCTaB/1€HA B YCTPOMCTBO Nepes TeM, Kak Ha HEero NogaeTcsa nuTaHue.

C 3TOro MOMeHTa YCTPOMCTBO MMEET AOCTYN K CeTU VIHTEPHET 1 MOXET NpefoCcTaBNAaTb YCAYrM KNneHTam.
[ns panbHenwen HacTpolikn nepeligmTe B MeHto «Radio».
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6. B MeHto «Radio» ycTaHOBUTE HYXHbI pexuM padoTsl Wi-Fi ceTu (npegnoututensHo b/g/n), wWnpuHy
KaHas1a, HoMep 4YacTOTHOIO KaHasia, MOLLHOCTb N3/TyYeHus.

JVELTEX  wB-15-W2

IMOHUTODHHT MoBDHNbHaA CETh Radio VAP CeTeBble HACTPOHKH CuHctema - (BbIxOd)

Radio » Ob6wmne

BKNHYEHD

2
o
w0

PesKmMm IEEE 802.11b/g/n v

ABTOMaTHYECKUA BoIGop
KaHana

LWnpuHa kanana, My 20 ~
MOLLHOCTE CHIHaNa, 16 v
abm

LONONHUTENBHO ~

[nsa HacTpolikn napameTpoB VAP nepeiignte B MeH0 «VAP».

,ﬂ,ﬂﬂ COXpPaHEeHNA N NPpUMEHEHNA HACTPOEK HAXKMNTE KHOMKY .

7. B meHto «VAP» nepelignte B 0AnH 13 4eTblpéx VAP, BKHOUMTE €ro, HacTpoliTe Heobxoammble s
NoAKNYEHUs1 KNMeHTOB napameTpbl (SSID, pexumM 6e30nacHOCTY, Koy 6e30MacHOCTH, OrpaHnyeHve
NOAKMOYEHHbIX K/TMEHTOB).

P, ELTEX  wB-15-W2

MOHUTOPKHT MoBunLHaA ceTb Radio VAP CeTeBble HacTPOHKH Cuctema - (BbIXOMD)
CymmapHo O6LUMe HaCTPOWKK
VAPO > BrMYeHD
VAP1 VLANID O
WAPZ SSID WB-15-W2
VAP3 TpaHcnupoeats SSID

WM3onAunA aboHeHToB O
MakcumaneHoe 0

KONWYECTBO KNHEHTOB

PexuM O830NacHoCTH BbIKMHOYEHD b

I'IopTaanasa aBTOpM3aLnA

BKMIOYHTE O

OrpaHU4eHUst CKOPOCTH ~

Mocne BbINO/THEHNSA HACTPOMKM K/IMEHTbI CMOTYT nogksitodaTbes K VAP 1 nonyyar focTyn B CeTb
VHTepHerT.

,ﬂ,]’lﬂ COXpPaHEeHNA N NpUMEHEHNA HACTPOEK HAXXMNTE KHOMKY
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8. [lna npenoTBpaLLeHNst HeCaHKLMOHUPOBAHHOTO A0CTYNa K YCTPOCTBY, NOC/E BbINO/IHEHUA HACTPOEK
nepeiante B MeHto «CructeMa» 1 BO BKaake «Maposib» U3MEHUTE 3HAYEHNE NaposIs MO YMOUYAHWIO.

“ILTEX  WB-15-W2

MOHHTOPHHT MoBHnbHanA ceTh Radio VAP CeTeBble HacTPOHKW Cuctema - (BBIXOA)
(OBHoBNeHue MO yCTpoACTEA Mapons @
KoHUrypayma MoaTEEpKOEHUE @

napona
Mepe3arpy3ka

% OT
Mapon > m onera
ypHan

Nata u BpeMA

[na coxpaHeHna U NpUMeHeHNA HaCTPOEK HAXXMUTE KHOMKY .
6 Pagap

Pexum «Pagap» npegHasHaueH ans coopa MAC-aapecoB Bcex Nosib30BaTeNbCKMX YCTPOCTB, NonajatoLwmx B
30HY AelicTBMSA ToUkM AocTyna. Bes nHdopmaums o MAC-aapecax 6yaet HanpasneHa B konnektop MAC-
afpecos.

Mpumep KoOHUrypaumnm
HacTtpoiika pagapa

WB-15-W2
WB-15-W2
WB-15-W2
WB-15-W2

root):/# configure

config):/# interface

config):/interface# wlanl

config):/interface/wlanl/wlan# radio

WB-15-W2(config):/interface/wlanl/wlan/radio# monitor
WB-15-W2(config):/interface/wlanl/wlan/radio/monitor# uplink-interface usb0:ipsec
WB-15-W2(config):/interface/wlanl/wlan/radio/monitor# url http://X. XXX (Fae http://X XXX - agpec
cepBepa, Kyaa dyayT nepecbinarbCsl COO6LIEHNSA C MOHUTOPA)
WB-15-W2(config):/interface/wlanl/wlan/radio/monitor# enabled true

AAAAAA
_ == =

HacTpolika ap-location gna onpegeneHus reorpadMuyeckoro NONOXKeHUs1 TOUKM Joctyna

WB-15-W2(config):/system
WB-15-W2(config):/system# ap-location location

OnucaHve napameTpoB

MapameTtp OnucaHune
enabled BK/TIOUNTb PEXUM MOHMTOpA.
mode * mac — pexuM Bblayn CN1CKOB Mak-aipecos;

+ tzsp — remote capture uepes npoTtokon TZSP.
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MapameTp

url

server-ip

channel-time

allow-broken-packets

capture-beacons

fixed-channel

uplink-interface

send-interval

max-macs

mac-sources

Mpumep kKoHdurypauum Papgapa

"monitor":{
"enabled":"false",
"mode":"mac",

"url":"http:\/\/172.16.0.16\/",
"server-ip":"172.16.0.16",
"packet-length":"252",
"channel-time":"1000",
"allow-broken-packets":"true",
"capture-beacons":"false",
"fixed-channel":"true",
"uplink-interface":"usb0:ipsec",
"send-interval":"1",
"max-macs":"1000",
"mac-sources":"7"

}

PykoBozacTBO no akcnyataunm WB-15-W2

OnucaHue

URL cepBepa ans Bbirpy3kn Mak-agpecos no HTTP. Ncnonb3yeTcsa TonbKo
ecivm mode = mac

IP-agpec cepBepa gn1a nepegadn TZSP-Tpadmka. cnonb3yeTcs TObKO
ecnu mode = tzsp

BpeMs CKaHUMpOoBaHus kaHana. MNpumensietcs ecnu fixed-channel = false
paspeLuaeT aHa/IM3 NakeToB, MPUHSATLIX C OLLUMOKaMK

BbIGOP pexuma npuema Tpadmka. /inbo npuHumaem beacons nnéo Bcé
oCTa/lbHOE

napameTp onpeaensiet, byAeT NN OCyLLEeCTBASATLCSA NEPEK/IOUEHNE N0
BCeM kaHanam (c yyetom limit-channels) nnn 6yaet cnywartb TONbKO
TEKYLLMIA CKOHCDUTYPUPOBaHHbIN KaHas

UMS UHTepdielica Yepes KOTopblii Mbl ByAeM 06LaTbCs C CepBEPHOI
yacTbto. MapameTp fo/mKeH ObITb BCeraa onpeaeneH

nepmoanyYHOCTb OTnpaBku Tabnmubl MAC-agpecoB Ha
cepsep. NprMeHseTcs ToNbko eciv mode = mac

MaKkcumasibHbIl pasmep Tabnuubl MAC-agpecoB. MpuUMeHSIETCA TOTbKO
eciv mode = mac

61TOBasi Macka A1 (PUNLTPALMN TUMOB NaKeTOB MO KOTOPLIM
thopmmpyeTcst Tabnuua Mak-aapecos. MprMeHsieTcs ToNbko ecnv mode =
mac:

« but 0 - Probe req.
But 1 - Assoc Req.
BuT 2 - ocTasibHble TUNbl Tpaduka (MPEMMYLLECTBEHHO - AaHHbIE).

T.e. ecniv mac-sources = 1, To Mbl 6y/IeM OTC/NIEXMBATb TO/LKO probe req,
€Cc/ mac-sources = 2 - TO/IbKO assocC req, ec/ivi mac-sources = 7 - To Bce
TPU TUNa NaKeToB
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7 GPS

B noameHto «GPS» BbIBOAMTCA MHDOpMaLMsi O TEKYLLEM MECTOMO/IOXKEHMMN YCTPOICTBA (B BMAE KOOpAMHAT
LWMpUHa, gonroTa). /18 NonyYyeHust 4aHHOW MHhopMaLmn HeOBXOANMO MOAK/UNTL K YCTPOWCTBY BHELLHIO

GPS-aHTeHHYy.

HacTpolika GPS n3 CLI

WB-15-W2(root):/# configure
WB-15-W2(config):/# geolocation

PykoBozacTBO no akcnyataunm WB-15-W2

WB-15-W2(config):/geolocation# workmode gps

lMpocMoTpeTb NosyyYeHHble AaHHbIe MOXHO C MOMOLLbI0 KOMaHAb!:

WB-15-W2 (config):/# monitoring location-info

8 Cnncok n3meHeHunmn

Bepcua pokymeHta  [lata BbiMycKa

Bepcus 1.3 30.09.2021
Bepcusa 1.2 16.06.2021
Bepcus 1.1 28.10.2020
Bepcua 1.0 28.02.2020

Bepcusa nporpaMmmHoro obecneyeHns 1.4.1

Copaep)xaHne N3MeHeHuM

CuHxpoHusaums ¢ sepcueii MO 1.4.1
CuHxpoHu3auus ¢ sepcuein MO 1.4.0
CuHxpoHusaums ¢ Bepcueli MO 1.3.0

MNepBas ny6nvkaums
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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