BupTyanbHblii CEPBUCHDbIA MapLUPyTU3aTOP ’
TexHnyeckoe onncaHue \6 L I e X
KomnnekcHble peweHua AnAa NnoCcTpoeHna ceteit

— BupTtyanbHoe ucnonHeHue
— MapuwpyTt1sauma gaHHbIX

— MHOronpoToKo/ibHas KommyTauua no metkam (MPLS) V E S R

— NocTpoeHue 3awmwieHHoro nepumetpa cetu (NAT, Firewall)

— MOHUTOPUHT U NpeaoTBpalyeHue ceTeBbix atak (IPS/IDS)’
X
LELTE

— ®unbTpauma ceTeBbiX AaHHbIX MO Pa3/IMYHbIM KPUTEPUAM,
BK/It04aA GUNbTPaLMIO NO NPUNONKEHUAM

— OpraHu13aums 3alULLEHHbIX CETEBbIX TYHHENEN mexay
duananamm KomnaHuii

—YpaneHHoe nogKaoYeHUe COTPYAHUKOB K odpucy

—YnpasneHue pacnpegeneHMem noaocbl NPONycKaHus
UHTepHeT-KaHana B odpuce nocpeacrsom QoS

— OpraHusauusa pe3epBHOro coeguHeHus

— TepmuHupoBaHue L2-nogKAIOYEHUIA KANEHTOB, OrpaHUYeHue
NoAaKIOYEHMIA Mo nonoce nponyckaHus, GyHKumm BRAS!

CepBMCHbIN mapLlipyTusaTop VESR npegHasHayeH 4aa UCnonb30BaHMA B KOPNOPATUBHBIX CETAX CBA3M A4/1A NOAK/oYeHMA He6obWKX U
cpegHUx odncoB KomnaHmi. OYHKLMOHANbHOCTb MEKCETEBOIO 3KPaHa U MapLUpyTU3aTopa No3BonseT obecneynTb 6e3onacHoOCTb Npu
Pa3INYHbIX BapUaHTax NoAKAoYeHUs yepes ceTb MHTepHeT. VESR nogaeprkuBaeT pacwmpeHHble GyHKLMU MapwpyTusaumnm, GyHKLUUK
opraHusaumm TeppUTopranbHO-pacnpeseneHHbix cetei n yHKLMM obecrnevyeHuns ceTeBoi 6e3onacHoCcTy.

®yHKUUOHANbHbIE BO3MOXKHOCTH

KommyTtauus OSPF (v3):

—[o 4094 VLAN (802.1Q) — 30Hbl pas3nnyHbIx TMNoB: Normal, Stub, Totally stub, NSSA,

— Voice-VLAN Totally NSS

—Q-in-Q (802.1ad) — PaboTa B pasnnyHbIX TMNax ceteii: Broadcast, NBMA, Point-

— MAC-based VLAN to-point, Point-to-multipoint, Point-to-multipoint non-

— Bridge-nomeH broadcast

— LAG/LACP (802.3ad) — Cymmapusauma n duabTpauma maplipyTHon MHdopmaLmm
— AyteHTUbMKauma

KommyTtauua no metkam (MPLS)

—Moaaeprkka npotokona LDP

—Mopaeprkka L2VPN VPWS

—Nopgpaepxka L2VPN VPLS Martini Mode, Kompella Mode
—Nopaeprkka L3VPN MP-BGP (Option A, B, C)
—L2VPN/L3VPN over GRE, DMVPN

— lMNpo3payHan nepegaya cnyebHbIX MPOTOKOMOB

- ECMP

—MNaccuBHbIN MHTepdeic

— Mnbkasa peguctpmbbloums ns/s npouecc OSPF maplipyTos
APYrvX NPOTOKO/0B

— BO3MOKHOCTb 3anycka 0 64 npoueccos 04HOBPEMEHHO

— MNogaeprkka npoTtokona BFD

— MexaHu3m Auto cost calculation

MapuwpyTt1saums — MNoaaep:KKa MapLpyTU3aLLMM HAa OCHOBE MOIUTUK

BGP:

— CemelicTBO agpecos: IPv4, IPv6, VPNv4, L2VPN, IPv4 label-
unicast, Flow-spec

— BO3MOKHOCTb TMBKOro yrnpaBaeHnsa MapLupyTHON
MHbopmaumen no atpubytam. Mogaep:kka mexaHU3MOB
Conditional Advertisement, Route Aggregation u Local-AS

— BbicoKas MacwtabnupyemocTb U TMOKOCTb HAaCTPOIMKM:
noaaep:kka peer-group, dynamic neighbor, as-range n Route-
reflector

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer Detection

— Graceful restart

IS-IS:

— PaboTa B pa3nnyHbIX TUNax ceTeii: Broadcast, Point-to-point

— YcraHoBKa coceactsa L1-/L2-ypoBHeit

— Metric style: narrow, wide, transition

— AyteHTUdMKauma

— ®unbTpaumna MapLUpyTHON MHPOPMaL MK

— [MbKan peanctpmbbloumsa ns/s npouecc IS-I1S mappyTtos
APYrMX NPpOTOKO/OB

— BO3MOXKHOCTb 3anycka 20 64 npoueccos 04HOBPEMEHHO

— MNoaaep:kKa MapLpyTU3aLLMM HA OCHOBE MOIUTUK

— AyTeHTUOUKaLMA RIP(ng):

— MbKan peanctpmbbloumsa ns/s npouecc BGP mapwpytos — Paborta B pexkumax (RIP only): Broadcast, Multicast, Unicast
LpYrvMx NpOTOKO/OB — Cymmapwusaumsa u dbunbTpaums mapLupyTHon nHdbopmaumm

— Bo3moKHOCTb 3anycka 0 64 npoLeccos 0HOBPEMEHHO — YnpasieHne MeTpUKOI MapLupyTa

— ECMP — AyteHTUdMKauma

— MNoaep:KKka MapLpyTU3aLmMm Ha OCHOBE NMOIUTUK — MaccuBHbIN UHTepdelic

— Mmbkas peguctpmbbloums 13/ npouecc RIP mapwpyTos
APYrnx NpoTOKON0B
— MNoaaepkKa MapLwpyTU3aLMM Ha OCHOBE MOUTUK

Habop ¢yHKumit cooTBeTcTBYET Bepcum MO 1.34.
! AKTUBMpYeTCA NNLIeH3Meil.
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KomnneKcHble pelerna gna nocTpoeHns cetei

®dyHKUMOHaNbHbIE BO3MOXHOCTU (NpogonyeHue)

Static: SLA
— MNopaepka npoTtokona BFD — SLA-responder gns Cisco-SLA-agent
— PeKypcuBHbIN MOUCK — Eltex SLA:
—YnpaBneHne MeTpUKon mapLupyTa — 3asepyKKa (0LHOCTOPOHHAA/ABYCTOPOHHASA)
— B0o3MOXKHOCTb BbibOpa BapnaHTa yBe4OMIEHUA OTNPABUTENIO — Jitter (npamoit/obpatHbIi)
npv 610KMpoBKe TpaduKa — MoTteps naketoB (Npsmasn/obpaTHan/nBYCTOPOHHASN)

Kauectso o6cnysmsanms (QoS) — ObHapyKeHne aybAnpyrOLWMXCA NaKeTos

— L2- u L3-npuoputnsaumsa Tpaduka (802.1p (CoS), DSCP, IP — O6HapyskeHue HapyleHMA nocnea0BaTeNbHOCTH
Precedence (ToS)) A0CTaBKM NakeTos (Mpsimoe/o6paTHoe/ ABYCTOPOHHEE)

— Uepapxmyecknin QoS PesepBupoBaHue u Knacrepusauma
—YnpasneHue oyepegamu: RED, GRED, SFQ, CBQ, WFQ, WRR —VRRP v2, v3

— MapKunpoBKa Ha BXxoZe 1 Bbixoae — Tracking Ha ocHoBaHuM VRRP- nnu SLA-TecTa
— YnpaBneHune nonocor nponyckaHus (policing, shaping) — YnpasneHune napameTtpamu VRRP

IPsec — YnpasneHue napametpamu PBR

— YnpaBneHne agMMHUCTPATUBHbBIM CTaTycom UHTepdelica

— AKTMBaLMA 1 feaKTMBaLMA CTaTUYECKOro MapLupyTa

— YnpasneHue atpubytom AS-PATH u preference B route-map

— DHCP failover ans pesepsupoBaHua 6asbl IP-agpecos,
BblgaHbix DCHP-cepsepom

— Firewall failover ana pesepsuposaHusa ceccuii Firewall n NAT

— MultiwAN

OmkKa3soycmoliyueslii Knacmep:

— Pexxunmbl «policy-based» n «route-based»

— Pexkumbl uHKancynsauuu: tunnel u transport

— Bugbl ayteHTUdMKaumun: pre-shared key, public key, xauth (ikevl
only), eap (ikev2)

— Noaaeprkka mobike (ikev2 only)

—MNopaeprkka HabopoB Kntouvelt ayTeHTUGUKauuu ike ikering

YpaneHHbi goctyn (Remote Access)
— BO3MOXKHOCTb yAaneHHOro 4oCTyna K KopnopaTUBHOM CeTU No

PPTP, L2TP over IPsec, OpenVPN, WireGuard — MpocToTa aAMMHNCTPMPOBAHNA 1 MHTErPaLMK:
— MoagaepskKa PPPOE-/PPTP-/L2TP-kuneHTa CMHXPOHM3aLMA KOHOUTypaLMii, BDEMEHW, BEPCUIA,
NNUEH3UN

— AyTeHTMdUKaLMA Nonb3oBaTesen

— lUndposaHHe coeamHeHHi — Pe3epBurpoBaHMe BCEX COEAMHEHUI B KnacTepe

— Pe3epBMpoBaHMe MapLIpyTU3aTOPOB (B TEKYLLEN Bepcum

besonacHocTb
noAaLepK1BaeTca pesepBupoBaHme no cxeme «1 + 1»)
— MopaeprKa CNMCKOB KOHTpoAs goctyna (ACL) Ha 6ase L2-/L3-/
LA-nonei Cepaucob

— DHCP-knueHT, cepsep
— DHCP Relay Option 82
— DNS resolver

— NTP

— TFTP-cepBep

— Zone-based Firewall B Byx pexkunmax: stateful u stateless.
NornpoBaHue cpabaTbiBaHMA MPaBU, CYETUMKM

— OUAbTPALMSA NO NPUNONKEHUAM

— 3awmra ot DoS-/DDoS-/Spoof-atak n ux normposaHune

— Cuctema obHapy»KeHUs 1 NpeaoTspatLeHns sTopskeruii (IPS/IDS)

W UX NOTMPOBaHuMe' BRAS'
— CUrHaTypHbIiA aHanu3 nocpeactsom IPS B ABYX pekmMmax: aHanus  — TepMuHaLmMa nonb3osaTenei
TPaH3UTHOTO M 3epKaNMPOBaHHOro Tpaduka' — Benble/depHble cnnckm URL

— KBoTMpoBaHMe No 06bEMY TpaduKa, N0 BPEMEHU CECCUU, NO
ceTeBbIM NPUNOKEHUAM

MOHUTOPUHT 1 ynpaBaeHue
— MNopaepkKa cTaHAapTHbIX U pacwmpeHHbix SNMP MIB, RMONv1

— Zabbix agent/proxy — HTTP/HTTPS Proxy
— AyTeHTUdMKauMA Nosb3oBaTeNei no aoKaabHoM base —HTTP/HTTPS Red'rfCt
cpeacTBamu NpoTokonos RADIUS, TACACS+, LDAP — AKKayHTUHT ceccuid no npotokosy Netflow

— B3aumopgeiicteume c cepsepamu AAA, PCRF

— YnpasneHue nonocoi nponyckaHua no opumcam u SSID,
ceccuam nonb3osatenen

— AyteHTdUKaums nonbsosatenein no MAC nau IP-agpecam

— 3awwmTa oT OWMBOK KOHOUTYPUPOBAHUS, aBTOMATUYECKOE
BOCCTAQHOBNEHWE KOHOUIYpaLmm

— UHTepdelicbl ynpasnenus CLI

— MNopgaepxKa Syslog

— MOHWTOP NCNONb30BaHMA CUCTEMHbIX PECYPCOB DMVPN
— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA, MHbOPMaLMK O —Moapeprkka npotokona NHRP
naKkeTax B KOHCO/N — DMVPN phase 1,2,3
— O6HoBneHwue MO, 3arpyska U BbIrpy3Ka KoHpurypaumm no TFTP, — Per-Tunnel QoS
SCP, FTP, SFTP, HTTP(S) —MNopaepkka IPsec
—MNoapepxka NTP TyHHenupoBaHue
— Netflow v5/v9/v10 (skcnopt ctatuctukm URL ans HTTP, host ana _ IPOGRE, EOGRE
HTTPS) —IPIP
— YnaneHHoe ynpasneHue, npotokosbl Telnet, SSH (IPv4/IPv6) — L2TPv3
—LLDP, LLDP MED — LT (inter VRF routing)
— JloKanbHOE ¥ yaaneHHoe CoxXxpaHeHne KoOHPUrypauuim
MapLipyTm3aTopa

Habop ¢yHKumit cooTBeTcTBYET Bepcuu MO 1.34.
T AKTUBMpPYETCA NULEH3MEN.

www.eltex-co.ru
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KomnneKcHble pelerna gna nocTpoeHns ceteit

MuHMMaNbHbIE CMCTEMHbIe Tpe6oBaHUA'

ApxuTekTypa x86-64, TakTOBaA YactoTa He meHee 1,8 Ty,
Mpoueccop Moaaep:kka Habopa NHcTpyKumii MMX, SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2
(nokoneHue npoueccopos Intel Nehalem nav AMD Barcelona CPU nau Bbiwe)

OnepaTuBHaA NamATb He meHee 3Tb

JncrkoBoe NpocTpaHCTBO He meHnee 375 Mb

VirtualBox Bepcun He Hue 6.0,

Xen B pexxume HVM Bepcumn He HuxKe 4.16,
Proxmox Bepcuu He Huxe 8.1.4,

QEMU 2 Bepcuu He HUXKe 2.6.2,

VMWare Workstation/ESXi Bepcuun He Huxe 6.7.0,
GNS 3 Bepcum He Huxke 2.2.5,

EVE-NG Bepcum He Huxke 6.2.0,

PNETLab Bepcum He Huxe 4.2.10

Mnepsusopsbl

dmynauma:
Intel E1000, Intel E1000E,
VMXNET2, VMXNET3

MapasupTyanmsaums:
VirtlO

PCI Pass-through:

Moaaepxusaemsble 1/0 Intel XL710 Ethernet Controller (2x40/1x40/4x10/2x20/2x10/1x10),

Intel X722 Ethernet Controller (2x10/4x10)
RTL8169 PCI Gigabit Ethernet Controller
RTL810xE PCI Express Fast Ethernet controller
RTL-8110SC/8169SC Gigabit Ethernet
RTL8111/8168/8411 PCl Express Gigabit Ethernet Controller
RTL-8100/8101L/8139 PCI Fast Ethernet Adapter

MpoussogutenbHocTb (04HO AAP0)

Mogenb Pesynbrat Mbit/s Pesynbrat PPS

Mopgenb npoueccopa

Intel(R) Xeon(R Sitver | PO 171,621 4 146,348 1846,154 289 898 341 440 335211
4208 CPU@ 2.10GHz ' y/\qyNETa 130,678 2 962.065 1456, 598 220744 243 906 264 670
e PCI 147,289 2 502,180 1360,824 248 810 206 043 246 887
E>-2620v4 @ 2.10GHz y)\ixNET3 82,682 1677,985 804,037 139 761 138173 146 370

Konunuyecrso CPU no ponam

] wseaow VESR (2.CPU) VESR (3 n 6onee CPU)

Ynpasasatowmit CPU’
BanaHcupytowwmin CPU’ 0 1 1

CepBucHbIN CPU" 0 1 2+

Habop ¢yHKumit cooTBeTcTBYET Bepcum MO 1.34.
"MpuseneHHble TpeboBaHMA NO3BONAIOT NPOM3BECTM YCTaHOBKY VESR M nepBUUHbIi 3anycK ¢ 6a30B0M HACTPOMKOM.

28, apo npoueccopa, Ha KOTOPOM paboTaeT onepaLMoHHas cucTema u obpabartsiBaeTcs Tpaduk controle-plane.
30tpenbHoe a4po, BblaeneHHoe A1 6aNnaHCUPOBKM TPAH3UTHbIX CECCUIA MeXay cepBucHbIMU CPU.
*fAapa, obpabarbiBatowme data-plane.

www.eltex-co.ru
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UHPopmauuma ana 3akasa

Onuma NPorpaMmmHbIi cepBUCHbIN MapLipyTusatop VESR FREE, 1 Mbit/s, 1024 RIB BGP,

VESR FREE 1000 RIB OSPF, 1000 RIB IS-IS, 1000 RIB RIP, 2 VPN

VESR BASIC Onuma NPorpaMmmHBbIi CepBMCHbIN MappyTusatop VESR BASIC, 100 Mbit/s, 512k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 6 VPN, 1 roz,

VESR BASIC+ OnumAa NPorpamMmmMHbIii cepBUCHbIM MapLipyTusatop VESR BASIC+, 500 Mbit/s, 512k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 12 VPN, 1 rog,
Onuwa NnporpammHbIit cCepBrCHbI mapLipyTusaTtop VESR STANDARD, 1 Gbit/s, 768k RIB BGP,

VESR STANDARD 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 24 VPN, 1 rog,
Onuma NPorpaMmmHbIi CePBUCHbIN MappyTmsaTtop VESR STANDARD+, 5 Gbit/s, 1024k RIB BGP,

+

VESR STANDARD 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

VESR ADVANCED Onuma NPorpammHbIil cepBUCHbI maplupyTusaTop VESR ADVANCED, 10 Gbit/s, 2048k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

VESR ADVANCED+ OnuwuA NporpaMmMHbIi CepBUCHbIN MapLlipyTusaTop VESR ADVANCED+, 25 Gbit/s, 4096k RIB BGP,

500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

Onuma NporpaMmmHbIi cepBUCHbIN MappyTusatop VESR PREMIUM, 50 Gbit/s, 5000k RIB BGP,

VESR PREMIUM 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 256 VPN, 1 rog,

Onuma NPorpammMHbIii cepBUCHbIM mapLipyTusatop VESR PREMIUM+, 100 Gbit/s, 5000k RIB BGP,

VESR PREMIUM+* 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 256 VPN, 1 rog,

Cpenatb 3aKas O komnaHuum Eltex

Npeanpuatue «3/ITEKC» — Beaywmii poccUNCKUn pa3paboTumk u

‘ ﬁ s NPOU3BOAMTENb KOMMYHMKaLMOHHOrO obopyaosaHusa ¢ 30-neTHel
== M N .
7 nctopuneit. KOMMNAEKCHOCTb peLueHUit U BO3MOMKHOCTb MX 6ecLuoBHOM
+7(383) 2741001 eltex@eltex-co.ru www.eltex-co.ru

WHTerpaLmm B MHGPACTPYKTYpy 3aKazumMKa — NPUOPUTETHOE HanpaB/ieHne
pPasBUTUA KOMMNAHUN.

www.eltex-co.ru

+7 (383) 274 48 48
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