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PykoBogacTBo no akcnayarauun WOP-2ac

1 BBeaeHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTYMasIbHbIX TEXHOMOTUIA, NO3BONSAOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCThL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAbUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteid LM/, conocTaBiMbIX MO CKOPOCTM C MPOBOAHBIMU
CETSIMU C BbICOKMMM KPUTEPUAMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

Yctpoiicteo WOP-2ac saiBnsetcs Toukoit goctyna Wi-Fi Enterprise-knacca. KOHCTpyKumusa ycTpoincTea umeet
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/IUT UCMO/Ib30BaTh TOUKY 0CTYyNa BHE NOMELLEeHWUI B pa3inyHbIX
KNnumMartumyeckux ycriosusax, npu Temnepatypax ot -40 go +65 °C.

B HacTosLWEeM pyKOBOACTBE MO 3KCN/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWE, NOPAA0K YCTaHOBKM, Mpasu/ia 6e30nacHoii akcniyaTaumm
YCTPOWCTBA U pekoMeHAaLmm no yctaHoBke 6ecnpoBogHol Toukn goctyna WOP-2ac.

1.2 YcnoBHble 0603HaYeHUs

© Mpumeyanns cogepxaT BaxkHyH MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTpOWCTBA.

€ Mpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPoiCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayarauun WOP-2ac

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBaresieil K BbICOKOCKOPOCTHO, 6e30MnacHOoiA
6ecnpoBoaHOI ceTn paspaboTaHa 6ecnpoBoHas Touka goctyna WOP-2ac (ganee «ycTpoicTBo»).

WOP-2ac o6ecneunBaeTt BbICOKOCKOPOCTHYIO 1 6e30nacHyto 6ecrnpoBOHYH0 CETb, KOTOpas coyeTaeT B cebe
MHOXECTBO BO3MOXHOCTEN U CEPBMCOB, HEO6XOAVMbIX A5 KOMOPTHOro AOCTyNa nosnb3oBaTenei B MecTax ¢
601bLINM CKOMIEHWEM MOAEN. YCTPOCTBO obecneunBaeT nogknoydeHne go 70 nonb3osareneii. WOP-2ac
NCMosb3yeTcs A5 opraHnsaunm 6ecnpoBOAHON CETU B Pa3/IMYHbIX KNMMATUYECKNX YC/TOBUAX — B LUIMPOKOM
AinanasoHe paboumx Temnepartyp 1 BbICOKOI BNaxHOCTU (Mapku, 3aBofbl, CTAANOHbI, T.A4.), & TaKKe ABSETCS
naeansHol NaTopMoii 418 OpraHM3aLmmn CBA3M B KOTTEMKHbIX NOCENKaxX U yaaneHHbIX HaceNeHHbIX
MyHKTaXx.

MTaHMe ToYkM J0CTyna OCYLEeCTBASAETCH Mo TexHonorum PoE+.

2.2 XapakTepuCTUKM YCTPONCTBa
ViHmepabelichbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45, onunoHasibHo);

+ 1 nopt 100/1000BASE-X (SFP npeacTtaBfeH B 0TAENbHOIN MoAMdMKaLMK, yTOUHSATE Npy 3akKase);

+ 4 pazbema N - Tuna (female) anst nogkntoyeHns BHeLHMX aHTeHH (Omni, cekTopHasi, naHenbHasa u T.4.);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

* Wi-Fi 51Ty IEEE 802.11a/n/ac.

DyHKYUU:
BosmoxHocmu WLAN:

* Moppepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* Arperauusi aaHHblx, Bkitovast A-MPDU (Tx /Rx) n A-MSDU (Rx);
+ [proputeTbl N NaHNPOBaHNe nakeToB Ha ocHose WMM,;

+ [nHamuueckuii BbiI6op yactoTbl (DFS);

* MNopaepxka ckpbiToro SSID;

+ 32 BupTYyasibHble TOYKM OOCTYNa,;

+ OO6Hapy)XeHne CTOPOHHMX TOYEK AOCTYNa;

+ MNopaepxka APSD;

* MNopaepxka WDS

+ MNopaepxxka MESH.

Cemesble (hyHKYUU:

+ ABTOMAaTMYeCKOe cor/iacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiiovyeHmnsa Mexay pexnmamm
MDI n MDI-X;

* MNopaepxxka VLAN;

* DHCP-knueHT;

* MNopaepxka LLDP;

* MNopaepxka ACL;

+ MNopaepxka IPv6;

* MNopaepxka GRE.



Paboma 8 pexume knacmepa:

PykoBogacTBo no akcnayarauun WOP-2ac

+ OpraHusaums knactepa eMKoCTbH 10 64 TOYEK AOCTYNa;

+ BanaHcupoBKa Harpy3ku Mexzay Toukamu JocTyna;

+ ABTOMaTMYecKasi CUHXpOHU3aLmMs KOHpUrypauuii Touek AoCTyna B KnacTepe;

+ Single Management IP — eauHbIil agpec Ana ynpasieHust TouKamm 4ocTyna B KnacTepe;

+ ABTOMAaTMYeCcKOe pacnpefesnieHne YacTOTHbIX KaHa/I0B MEXAY ToYKamu JOCTYNa;

+ ABTOMAaTMYECKOE pacnpefeneHre ypoBHs 13/lydaemoii MOLLHOCTU MeXay To4Kamu focTyna.

®yHkyuu QoS:

* MpuopuTeT N NNaHMpPoOBaHNE NaKkeToB HA OCHOBE Npodnnei;
+ OrpaHunyeHne NponyckKHOM cnocobHoCcTN Ansa Kaxaoro SSID;
* N3meHeHne napametpoB WMM an1a Kaxgoro pagno nHtepderica.

Ee3onacHocms:

+ E-mail nHdpopmupoBaHme 0 CUCTEMHbIX COBObITUSAX;
* LleHTpanunsoBaHHast aBTopm3aumsa Yyepe3 RADIUS-cepsep (802.1X WPA/WPA2 Enterprise);

+ Wndpposanme gaHHbix WPA/WPAZ2;
* Moppaepxka Captive Portal;

+ Moapnepxka Internet Protocol Security (IPsec);

* Mopgaepxka WIDS/WIPS.

2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnuua 1 — OCHOBHble TEXHUYECKME NapaMeTpbl YCTPOCcTBa

MapameTpbl WAN-uHTepdeiica
KonuuecTtBo nopToB

Pa3zbem

MapameTpbl 6ecnpoBoOAHOro NHTepdeiica
CraHpgapTbl

YacToTHbIn gnanas3oH, My,

Moaynauns

Pab6oune kaHasibl

CKopocTb nepegayn aaHHbIX, Méut/c

MakcumasibHas MOLLHOCTb nepeaatyvka

L-|yBCTBI/ITeI'I bHOCTb NpMeMHUKa

1 (2 Tonbko ana WOP-2ac SFP)

1 nopt Ethernet 10/100/1000BASE-T (RJ-45, onu1oHanbHO)
1 nopt Ethernet 100/1000BASE-X (SFP, onuuoHanbHO)
1 nopt 1000 PON (GPON, onuyuoHasibHO)

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'u, 5470-5850 MIy,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (24122472 MI'y)
802.11a/ac: 36-64 (5170~5330 ML)
100-144 (5490-5730 MI'y
149-165 (5735-5835 MI'y

6,9, 12, 18, 24, 36, 48, 54, MCS0-MCS15, MCS0-9 NSST1,
MCS0-9 NSS2

802.11n: 300 M6uTt/C

802.11ac: 867 Mout/c

24T1Tu: 18 pbm
5TTuy: 21 pbm

2.41Tu: go-98 obm
5T1Tu: go-94 pbm



PykoBogacTBo no akcnayarauun WOP-2ac

BesonacHocTb LeHTpasim3oBaHHasa aBTopmsauunsa yepes RADIUS-cepsep
(802.1X WPA/WPA?2 Enterprise);
64/128/152-6utHoe WEP-LundgposaHne gaHHbix, WPA/
WPA2;
nogaepxka Captive Portal;
e-mail-nHthopMupoBaHMe 0 CUCTEMHbBIX COBLITUSIX

BbIGOP MOZENN AHTEHH 3aBMCUT OT UCMO/b30BAHMS TOUKM
focTyna

Moppepxka 2x2 MIMO

YnpaBneHue

YpganeHHoe ynpasnieHme web-nHTepdelic, Telnet, SSH, SNMP, cuctema ynpasneHuns
(E)'\éIE(')BneHme MO nocpeactsom DHCP Autoprovisioning

OrpaHnyeHune goctyna no naponto, no IP-agpecy, ayteHTndukaumnsa yepes RADIUS-
cepBep

O6uwue napameTpbl

NAND 128 MB NAND Flash

RAM 256 Mb DDR3 RAM

MuTtaHne PoE+ 48 B/54 B (IEEE 802.3at-2009)

Knacc 3awmtsbl IP IP67

DneKTpoMarHuTHas COBMECTUMOCTb CE

MoTpebnsiemas MOLWHOCTb He 6onee 19,5 Bt

Pabounin gnanasoH TemnepaTyp o1 -40 po +65 °C

OTHOCUTENbHAasA BaXHOCTb Npu Temnepartype 25 °C oT 5 0o 90 %, 6e3 06pa3oBaHNSA KOHAEHCATa

Ma6aputhbl (LW x B x ) 200 x 227 x 48 Mm

Macca He 6onee 1 kr



PykoBogacTBo no akcnayarauun WOP-2ac

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WOP-2ac BbINoO/IHEHO B M/1aCTUKOBOMY Kopnyce. BHelwHuin Bug, naneneii yctpoiictea WOP-2ac
npvBeeH Ha pucyHke 1.

PucyHok 1 — BHewwHunii Bug WOP-2ac
Ha naHensx ycTpoiicTBa pacnosioxeHbl creayowme pasbembl U OpraHbl ynpaBneHus, Tabnuua 2.

Tabnmua 2 — OnucaHne NOpPTOB N OPraHoB yrpaBneHus

AnemeHT naHenun OnucaHue

1 4 pasbema /715 NOAKMOYEHNS] BHELLIHUX aHTEHH

2 Port 0 (PoE) nopt 10/100/1000BASE-T (RJ-45 c nopaepxkoii PoE+)

3 SFP onqut)aCKmﬁ pasbem SC/UPC (Tonbko ans WOP-2ac SFP) unun SC/APC (Tonbko ans WOP-2ac
GPON

4 F (PYHKLMOHA/IbHAs KHOMKa
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2.5 CaetoBas nHgukauus

PykoBogacTBo no akcnayarauun WOP-2ac

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

NHpgukatop CocTofiHMe nHgukaTopa
Wi-Fi 3€eNeHbll, TOPUT NOCTOSHHO

3e/1eHbll, Muraet

LAN ropuT 3eneHblii ceetoamog, (10, 100 M6uT/c)/
ropuT opaHxeBblit ceeTogmos (1000 Méut/c)

MUraeT 3e/eHblil cBeToaNoq,

Power 3e/1eHbIiA, TOPUT NOCTOSIHHO

CVHWIA, TOPUT NOCTOSAHHO

OpaHN(eBblﬁ, ropuTt NOCTOAHHO

KpaCHbIﬁ, roput NOCTOAHHO

CocTosiHue ycTpoiictBa
cetb Wi-Fi aktnBHa
npouecc nepefayn gaHHbIX No 6ecnpoBoAHOl CeTU

YCTaHOBJ/IEHO CoegMHEHME C NOAK/MHOYEHHbBIM
ceTeBbiM yCTpOVICTBOM

npoLiecc nakeTHon nepegayn gaHHbix no LAN-
nHTepgelicy

BK/IHOYEHO NUTaHKE YCTPOICTBa, HopMasibHas
paboTta

BK/1tOMEH MOAOrPEB YCTPONCTBA, HEOBXOANMO
[loXAaTbCa NporpeBa ycTpoiicTBa (MOXET 3aHSAThL 3a
25 MVWHYT B 3aBNCUMOCTM OT TemnepaTypbl
OKpyXatoLLeit cpefibl)

YCTPOIACTBO 3arpy»eHo, Ho He nonyueH IP-aapec no
DHCP

3arpyska ycTpoiicTea

11



PykoBogacTBo no akcnayarauun WOP-2ac

2.6 CTpyKTypHas cxema mnsgenuvs

Ha pucyHke 2 npuBegeHa cTpykTypHas cxema WOP-2ac.

Radio 5GHz Radio 2.4GHz

CPU

onunoHaneHoO

PHY —— SFP-port|

PoE-port

PucyHok 2 — CtpyktypHasa cxema WOP-2ac

+ 5-A1, 5-A2, 2.4-A1, 2.4-A2 — pa3zbeMbl 415 MOAKIOYEHNA aHTEHH;

* Radio 5 GHz, Radio 2.4 GHz — pagnounHTepdeiichl, BbINO/THAOLME NPUEM 1 Nepegady AaHHbIX B
6ecrnpoBogHbIX CETAX;

* CPU - KoHTponnep, OCyLLEeCTBAAOLWMIA ynpaB/ieHne yCTPONCTBOM, MOHUTOPVIHT;

* PHY — KOHTpONnep, OCyLeCTBNAWLWMI Nnepefady gaHHbIX MO NPOBOAHON CETY;

* PoE-port — pasbem Gigabit Ethernet ¢ TexHonorueli PoE, no3sonseT nogsoanTb K TOUKe gocTyna
anekTponuTaHue u obecneynBaeT CKOPOCTb AdocTyna ao 1 réeunt/c;

+ SFP-port — onTuyeckunii pasbem, obecneymBaeT CKOPOCTb AocTyna ao 1 rémr/c.

COpoc K 3aBOACKMM HacTpoiikam
[ns cépoca ycTpoiicTBa K 3aBOACKAM HACTPOiKam HEO6X0AMMO B 3arpy)XEHHOM COCTOSIHUM HaxaTb U
yaepxuBaTtb KHOMKY «F» B TedeHune 15 cekyHa,. MNpoun3oiiger aBTomatmyeckas nepesarpyska ycrpoicrsa. [MNpu

3aBOACKMX yCTaHOBKax 6yaet 3anyweH DHCP-knueHT. B cnyyae ecnu agpec He 6yget nonyyeH no DHCP, To y
ycTpoiicTBa 6yaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0; User Name/Password gnia goctyna

yepe3 Web-uHtepdoeiic: admin/password.

12



PykoBogacTBo no akcnayarauun WOP-2ac

2.7 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ BecnpoBogHada Touka goctyna WOP-2ac;

* KoMN/IeKT Kpenexa;

+ 1 kabenbHas yacTb ans RJ-45;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-aucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MamATka 0 gokymeHTauuy,;

+ MacnoprT.

13



PykoBogacTBo no akcnayarauun WOP-2ac

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NoAKNHYEHEM K YCTPONCTBY U3MEPUTE/bHbLIX MPMOOPOB 1 KOMMbIOTEPA, UX HEOBX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
N3MepUTeNbHbIX MPUOPOB He A0/HKHA npesbiwaTh 1B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-40°C wnn Bbiwe 60°C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.
2

PekomeHayemMoe ycTaHaB/IMBaeMoe MosioKeHue: KpenjeHne Ha Tpy60oCTOoNKY/CTONG UNn CTEHY.
Mepepn ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K NOCTaBLUNKY.
Mpun pasmeLLeHnn yCcTponcTea 418 obecneyeHns 30Hbl NoKpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTvkamMu yuntbiBaTe cneayolme npasuna:
a. YctaHaBnuBaiTe yCTPOICTBO B LEHTPE 6GECNPOBOAHON CETY;
b. MuHumusnpyiite uncno nperpag (CTeHbl, NOTONKK, Me6enb 1 apyroe) mexay WOP-2ac u apyrumm
6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaMU;
c. He yctaHaBnuBaliTe ycTpoiicTBO B6/1M3KM (NopadKa 2 M) 3NEKTPUYECKNX, PAAMO YCTPOICTB;
d. He pekomeHayeTcsi 1CNONb30BaThb pagnoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacTtote 2.4 'y, 5 'y, B pagnyce aelicteus 6ecnposogHoii cetn Wi-Fi;
e. MpenAatcTBusA B BUAE CTEK/ISAHHbIX/METaIINYECKUX KOHCTPYKLMI, KUPNUYHBLIX/OGETOHHbIX CTEH, a
Takke eMKOCTM C BOAOW 1 3epKasia MOryT 3HaumMTeNlbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
Mpun pasmeLLeHnN HECKO/TbKMX TOYEK, paaunyC COTbl LJO/DKEH NepecekaTbCs C CocefHel COTON Ha YpOBHe
-65 +-70 gbm. lonyckaeTcs ymMeHbLUEeHWEe YPOBHA CUrHana ao -75 gbm Ha rpaHuuax coT, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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PykoBogacTBo no akcnayarauun WOP-2ac

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Tabnuua 4 — 3HaueHuna 3atyxaHus

Martepuan N3meHeHNe ypoBHA curHana, gb
2.4I1Ty 5Ty,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crexno -0,5 1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/T/IMYECKOIN CETKOM -14,8 -13,2
LLinako610K -7 -11
MeTan. pewetka (auelika 13*6Mm, METaUT 2MM) -21 -13

3.4 BbIb0Op KaHa10B COCEACTBYIOLNX TOYEK

Bo n3bexaHne MexXKaHas/lbHOIA I/IHTequ)epeHLl'I/II/I MexXxagy coceacTBYHOLWMMN TOYKaM OA0CTYyMNMa peEKOMEHOYETCA

YCTaHOBUTb HEMNepeKpbiBaoWMNeCA KaHaslbl.

KaHans!

2.402 My |<7 22 MI'L.L;)( 2.483 1Ty

PucyHok 3 — O6Liasa gnarpaMmma nepekpbiTUsa 4YacTOTHbIX KaHanoB B 2.4 Ty,

MprMep cxeMbl pacnpeaeneHns KaHa0B Mexay cocegHMM Toukamu B gnanasoHe 2.4 'y, npy wmpuHe

kaHana B 20 MI'y npmBeaeH Ha pucyHke 4.

PucyHok 4 — Cxema pacnpefeneHnsi KaHasioB Mex/y COCeHUMM Toukamiy AoCcTyna B AnanasoHe 2.4 [Ty npu

lWwnpuHe kaHana B 20 MIy,

15



PykoBOACTBO No akcnyatauyum WOP-2ac

AHa/I0TMYHO PeKOMEeHyeTCs COXpaHSATh AaHHbIVi MeEXaHU3M pacrnpeaesneHvsi KaHasioB Npy PacrosIoKeHUN
TOUEK MEXAY 3TaXaMmM, PUCYHOK 5.

- &> &
&

“
P LY,

PucyHok 5 — Cxema pacnpegeneHvsi KaHanoB Mexay COCeAHNMMU ToUKami A0CTYNa, PacnoNOXEHHbIMU MeXay
aTaxamu

Mpn ncnonb3oBaHUK WMPKHBI KaHana 40 MMy, B ananasoHe 2.4 ['Tu, HeT HenepeKpbIBaKLLIMXCA KaHasoB. B
Takux criyqasix CTOUT BblGMpaTb MakCMaslbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
EEEChmel# S I®nzss SSESCSI8Y8SI 28BS
S AR A A A A A AR A A A A A A A A A A A AT ATAAAA
GV VAN VAN VAN N A VA A VA VA T A" O

80 MHz J \/ \ ' \/ \/ : \ |

| I

‘.

160 MHz [

Examplesof [ ) A
non-contiguous
VHT80+80 MHz L\ [

setup
RS

PucyHok 6 — KaHasnbl, ncnonb3yemsle B gnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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3.5

PykoBogacTBo no akcnayarauun WOP-2ac

YcTaHOBKa yCTpoiicTBa

YCTPOWCTBO KpPenuTcs Ha Tpy6OoCTONKY/CTONG UK CTEHY C COB/I0AEHNEM UHCTPYKLMM NO TEXHMKE
6e30nacHOCTN N pekoMeHaauunin, NPUBEAEHHbIX BbILLE.

B KOMMIEKT NOCTaBKM YCTPOMCTBA BXOAUT HEOOXOAMMbI KOMMNEKT Kpenexa yCTponcTea Ha TPy6OoCTONKy/
CTONG U CTEHY.

Mop
]

2
3
4

A/10K YCTAHOBKM YCTpOiicTBa:

KpenneHne KpOHLITEHOB K YCTPOMCTBY;

KpenneHue ycTpoicTea Ha TPy6OCTOINKY/CTONG UNKN CTEHY;
MopgxntoveHne kabenen K pasbeMam yCTPONCTBa;
YcTaHoBKa aHTEHH.

(%)

Mpn MOHTaXKe YCTPOICTBA Ha pa3beMbl aHTEHH 06513aTe/IbHO A0/MKHbI ObITb YCTAHOB/EHbI
Mblne3almnTHble (repMeTHYHbIE) KOINAaYKK, KOTOPbIE BXOAAT B KOMM/IEKT NOCTaBKW YCTPOWCTBA.
CHMMAaTb KOMMayKN HY>XXHO HEMOCPEACTBEHHO Nepes, NOAK/IIOUYEHNEM K aHTEHHBIM pasbeMam.

3.5.1 Mopsgok KpenseHnsa ycTpoicTBa Ha TPy6OoCTOlKy/CcTONG

1. CobepuTe KpOHLUTENH AN KpenneHns Ha TPyOOoCTONKY:

PucyHOK 7 — KpOHLWTENH AN1s1 KPENIEHUs Ha TPY6HOCTOKY

a) CoeMHNTE KPOHLUTEWH, KOTOPLIN ByAeT KpeNUTLCA Ha TPYBOCTONKY, C KPOHLUTEHOM, KOTOpPbI ByaeT
KPENUTLCS K YCTPOMCTBY, Kak NoKa3aHO Ha pUCYHKe 7.

b) CoBmMecTuTe ABa OTBEPCTUS AN1S1 BUHTOB Ha 060MX KpOHLUTEHax. C NOMOLLbIO OTBEPTKU NPUKpPeNnUTe
KPOHLUTEVHbI APYT K APYTY.

17



PykoBogacTBo no akcnayarauun WOP-2ac

2. 3akpenute KpOHLUTEVH Ha TPy6OoCTOlKe:

0

PucyHok 8 — KpenneHve KpoHLuTeliHa Ha TPy60CTOKy

a) Mpy NoMoLLY XOMYTOB 3aKpPenuTe KPOHLLTEH Ha TPy6OCTOliKY, PUCYHOK 8.

R

PucyHok 9 — KpensieHme BUHTOB K YCTPOCTBY

b) B BepXxHMe KpenexHble 0TBepcTusi Ha kopnyce WOP-2ac yctaHoBuTe LWaii6bl 1 BUHTbI DIN7985 M6.
BVHTbI HE HY)XXHO 3aKpyuMBaTb [0 KOHLLA, OCTaBbTe 3a30p MUHUMYM 3 MM, PUCYHOK 9.
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PykoBogacTBo no akcnayarauun WOP-2ac

3) 3akpenuTe ycTpoiCcTBO Ha TPYBOCTONKE:

YN

B(2:1)

Yo

F

A@:1)

>

0

PucyHok 10 — KpenneHue ycTpoiicTBa Ha Tpy60cCToiike

a) YcTaHoBMTE YCTPOIACTBO HA HE3aKPyUYEHHbIE BEPXHNE BUHTbI KPOHLUTEWHA, KOTOPbI NpUKpenseH K
Tpy6ocToiike, pucyHok 10.

b) B HXHME OTBEPCTUS KPENEHNS YCTAaHOBUTE BUHTbI, pUcyHoK 10.

C) C NnomoLLbt0 OTBEPTKM 3aTAHUTE BEPXHUE N HUXKHUE BUHTI.
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PykoBogacTBo no akcnayarauun WOP-2ac

3.5.2 TMopsfok KpenseHns yCTpoicTBa Ha CTeHy
1) YcTaHOBUTE KPOHLUTEH (BXOAWT B KOMMEKT NOCTABKW) A/151 KPEMNJIEHUS HA CTEHE:

PrcyHok 11 — KpenneHne KpoHwTeHa

a) PacnonoxeHne KpoHLLUTeliHA Ha YCTPOCTBE NOoKa3aHo Ha pucyHke 11.

b) CoBMecTuTeE YeTbIpe OTBEPCTUSA /1S BUHTOB Ha KPOHLUTEHE C TakKMMM XXe OTBEPCTUSIMU Ha
ycTpoiicTee. C NOMOLLbI0 OTBEPTKM NPUKPENUTE KPOHLUITEH BUHTAMU K YCTPOWCTBY.

2) YcTaHoBWTE LWYpPYNbl HA CTEHE Ha paccTosiHin 100 MM Apyr OT Apyra, Kak nokasaHo Ha pucyHke 12.

=

&3‘6 @ng
&

PucyHok 12 — KpenneHue ycTpoincTea Ha CTEHe

100 Mm
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PykoBogacTBo no akcnayarauun WOP-2ac

3) 3akpenuTte yCTPOICTBO Ha cTeHe. MabapuTbl YCTPOACTBA NOC/IE YCTAHOBKN OTHOCUTE/IbHO KPEMeXHbIX
OTBEPCTUIA NpeacTaBeHbl Ha puUcyHke 13.

200 mm

L] ||

79 MM

100 Mm
259 Mm

79 MM

L] | |

PucyHok 13 — Fa6apuThbl yCTPONCTBA OTHOCUTENILHO KPENEXHbIX OTBEPCTUI
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3.5.3 MopkntoyeHne ceTeBoro kabens

PykoBogacTBo no akcnayarauun WOP-2ac

naacTunkoBas oTBETHaA YacCTb.

repMeTM4yHOCTU YCTPOICTBA.

@ B annaparHbix Bepcuax 1v0, 1v1 1 1v2 MCNONL3YHOTCA METANNNYECKUI Pa3bem N MeTaInyeckas
OTBETHas yacTb. B annapartHbIx Bepcusix 1v3 1 Bbllle NCMONb3YHTCH NNACTUKOBbIA pa3bém 1

Vicnonb3oBaTb NNacTUKOBYH OTBETHYIO YaCTb C METAJ/IJTUYECKNM Pa3beEMOM N METaUIJTNYECKYHO
OTBETHYIO YaCTb C M/1aCTUKOBLIM pa3beEMOM Henb3sa!l 3To MoxeT npMBECTU K HapyLLUEHNIO

,ﬂ.ﬂﬂ 3allThbl OT KOPPO31K B KOMIMJIEKT NMOCTaBKA yCTpOﬁCTBa BXOAUT OTBETHaA YaCTb repMeTn4yHOro pasbemMa

RJ-45.

A e P

86
Wk

PucyHok 14 — NepmMeTnyHbIin pasbem RJ-45 Ha
YCTPOWCTBE U OTBETHAA YacTb B pa3obpaHHOM BuAe
AN annapatHbix Bepcuid 1v0, 1vl n 1v2

- {
- .

PucyHok 16 — OTBeTHas YacTb MeTa/IIMYECKOTO
repMeTMYHOro pasbema

2.4-A2 X
oX - ia
4 poe, | e

PucyHok 15 — MepMeTnyHbIin pasbem RJ-45 Ha
YCTPOWCTBE N OTBETHAA YacTb B pa3obpaHHOM Buae
AN annapaTHbiX Bepcuin 1v3 v Bbiwe

| %

[HEREE]

PucyHok 17 — OTBeTHas YacTb N1acTUKOBOIro
repMeTMYHOro pasbema

€ YcraHoBKy OTBETHOI YacTu pasbema Ha kabenb crnefyeT NPOBOAUTL [0 0GKMMKM Kabens.
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PykoBoacTBO no akcnnyatauum WOP-2ac

MowaroBas ycTaHOBKA:

1. BcTaBbTe Kabesib B KOPNyC Yepe3 BHELLHIOW (hMKCMPYHIOLLYHO raliky, Kak nokasaHo Ha pucyHkax 18 n 19.
[ns dmkcaumm kopnyca Ha kabese 3aTsiHUTE BHELLHION (OUKCUPYIOLLLYHO raiiky.

‘/‘t

—_—

“

PucyHok 19 — KpenneHune nnacTukoBOi OTBETHO
yacTu Ha kabene

PucyHok 18 — KpenneHue MeTaninyeckoi OTBETHOIA
yacTu Ha kabene

2. BbInonHuTe 06XNMKY Kabens npu NnomMoLLU CTaHAapTHOro KoHHekTopa RJ-45.

Mpy coeavHEHUN UCNONb3YETCS CXema, NPeACcTaB/IeHHast HAa PUCYHKE HUXKeE.

* 6eno-opaHxeBblil;

p
* OpaHXeBblil;
* 6e10-3eNéHbli;
* CUHMIA;
* BeNno-CUHUA;
* 3€M1EHblif;
* 6eN0-KOPUYHEBDIA;
g

* KOPWYHEBbINA.

—

PucyHok 20 — Pazbem RJ-45
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PykoBogacTBo no akcnayarauun WOP-2ac

3. Mocne 06XnMKM ocnabbTe BHELLHIOK OMKCUPYIOLLYIO raliky, 1 BCTaBbTe A0 yrnopa KOHHEKTOp B nas3
OTBETHOI YacTu pasbeMa. [1py 3TOM «A3bI4OK» KOHHEKTOPA AO/MKEH ObITb NpUXKaT. 3aTAHUTE BHELLHIOK
dhvkcmpytoLLyto raliky A8 HafexHon mkcaumy pasbema n repMeTuYHOCTH.

PucyHok 21 — Bug 3akpensieHHoi Ha kabene
METa/1/IM4ECKON OTBETHOM YacTu PucyHok 22 — Bua, 3akpenneHHol Ha kabene
N1aCTUKOBOW OTBETHOM YacTu

4. BCcTaBbTe OTBETHYIO YacTb B pasbeM M XOPOLLIO 3aTsaHUTE ra|7||<y KpenneHua. OT 3TOro 3aBUCUT
HaOeXXHOCTb KOHTaKTa 1 repMeTUYHOCTb pasbemMa.

PucyHok 23 — Bug, nogkntoyeHHOro kabens K PucyHok 24 — Bug nogknro4eHHOro kabens K
ceTeBOMY MHTepdelicy ycTpoincTea ceTeBOMY NHTepdhelicy ycTponcTea

3.5.4 VIHCTPYKUMSI MO FepMeTu3aLym aHTEHHbIX Pa3beMoB

@ repmetuzaumio Heo6xoAMMO NPOBOAUTE C 06enX CTOPOH Kabessi.

1. Mepepa noaxoueHEM Kabens K pasbemMy OCMOTPUTE ONETKy Kabensi Ha Hamure NoBpexXaeHui, a
TaKkke NpoBepbLTe Ha/IMUME YNNIOTHATENTbHOTO KO/bLA B raiike pasbema, pacrnosioXeHne NokasaHo Ha
pucyHke 25 (a, 6).
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PykoBOACTBO No akcnyatauyum WOP-2ac

PucyHok 25a PucyHok 256

2. MopaxnounTe Kabenb K pasbeMy YCTPOCTBA (aHTEHHBI) 1 3aTSIHWUTE raiiky, Kak NokasaHo Ha pUcyHke 26
(a, 6).

PucyHok 26a PucyHok 266

3. OTpexbTe Pe3MHOBYH rePMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN A/IMHBI: HA repMETU3aLMI0 O4HOM0
pasbema SMA (pucyHok 26a) Tpebyetcsa 0,15 M rnaponsonupyoLLeit neHTsl, 4158 pasbema N-type
(pycyHok 266) TpebyeTcsi 0,3 M rMapon3onmpytoLLeli NeHTbI, Kak NokasaHo Ha pucyHke 27 (a,06).

PucyHok 27a PucyHok 276

4. YpanuTte ¢ pe3vHOBOIA NEHTbI 3aLLUTHBI C/OM, Kak NoKa3aHo Ha pUCYHKe 28.
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PykoBOACTBO No akcnyatauyum WOP-2ac

5. HauHnTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTeibHO OTCTYNMB OT 0OXMMHOI YacTy Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTLI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, NpoABurasicb B CTOPOHY Kopnyca yCTponcTBa.
BuTkn yknagbiBatb Apyr Ha Apyra C Hax/1eCcToMm, CKIaZKkn Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 29 (a, 6).

o

PucyHok 29a PucyHok 296

6. [LOCTUIHYB Kopnyca yCcTpoiicTBa (aHTEHHbI) KpaeM NeHTbI, caenalite 060poT BOKPYr pasbema,
MaKCMMaJsIbHO NPWXMMas Kpal /IeHTbI K KOpnycy, ganee NpoAo/HKNTE HAMOTKY NIeHTbI NO4 APYTUM YoM,
yAansasack ot kopnyca. [Mpy HamaTtbiBaHUM HEO6X0AMMO PacTArMBaTh SIEHTY U MJIOTHO NPMXMMATb ee K
paHee HaMOTaHHbIM BUTKaM. Ha KOHUMKe NeHTbl PacTsXKY YMEHbLUWUTb W NI0THO NPYKaTb ero K BUTKam,
pacnosioeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 30 (a, 6).

v

PucyHok 30a PucyHok 306

7. OTpe3xbTe MNBX neHTy (M30/1eHTY) COOTBETCTBYHOLLEN A/IMHBI: HA TEpMETU3AaLMI0 OHOT0 pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-type Tpebyetca 0,6 M n3oneHTbl. MI3oneHTa Tpebyetcs ans
3alnTbl PE3VHOBOM /IEHTbI OT YNbTPAgNONETOBLIX y4yeii. 3on1eHTa nokasaHa Ha pucyHke 31.

PucyHok 31
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PykoBOACTBO No akcnyatauyum WOP-2ac

8. HauHnuTe 06MOTKY C onneTkn kabens, npegsaputenibHo OTCTYNMB OT NepPBOro BUTKA PE3UHOBOW SIEHTbI
Ha 5-10mMM. 3admKcmpyiiTe KOHUMK M30NEHTBLI HA ONIeTKe kabens nog yrnom 15..25 rpagycoBs K ocu
kabens, u, cnerka pactarvsas /IeHTy, Ha4HUTe obMaTbiBaTh Kabesib 1 pasbeM, NPoABUTasiCb B CTOPOHY
Kopnyca ycTpoicTBa. BUTkn Heo6xoaAMMo yknaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNaaku Ha BUTKax He
ponyckatotcs. O6MoTKa Kabensa nokasaHa Ha pucyHke 32.

PucyHok 32

9. flocTurHyB Kopnyca Kpaem /eHTbl, caenaite 060p0T BOKPYr pa3bemMa, MakCMMasibHO NpKUMas Kpa
N30NEHTbI K KOPMNYyCY YCTPOWCTBA, fasiee NPOLO/KUTE HAMOTKY SIeHTbI NOA APYTUM YIIOM, YAANSASACh OT
kopnyca. lMpu HamaTbiBaHUN M/I0THO HakKaAblBaviTe BUTKM NIEHTbI, HE AOoNycKasa Ckiagok. Ha nocnegHux
BUTKaXx M30/1eHTbI HEOOXOAMMO YMEHbLUNTL PACTSXKKY 40 HYNS U NOCAeAHUIA BUTOK Y/IOXUTL 6e3
pacTsarMBaHus, kak nokasaHo Ha pucyHke 33 (a, 6).

PucyHok 33a PucyHok 336

10. MpoBepbTe 3arepMeTU3NPOBaHHbIN Pa3bem Ha OTCYTCTBME BUAVMBIX YYaCTKOB PE3NHOBOI NIEHTBI.
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PykoBogacTBo no akcnayarauun WOP-2ac

4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HY)XXHO NOAKOUYNTLCA K YCTPOMCTBY No nHTepdiericy LAN uepes web-6pay3sep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiicTsa: 192.168.1.10, macka noacet: 255.255.255.0
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTCcsl CTpaHuLa ¢ 3anpocoM UMEHN

nonb3oBartena n napons.
SHELTEX

User Name
Password

| Logon |

3. Beeaute nms nonb3osartesnia B cTpoke «User Name» 1 naposb B cTpoke «Password».

o 3aBopackue yctaHoBku: User Name — admin, Password — password.

4. HaxmuTe KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavasibHasi cTpaHmua web-nHtepdeiica
yCTpOWCTBa.
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PykoBogcTBO no skcnyataumm WOP-2ac

4.2 OcCHOBHble an1eMeHTbl web-nHTepdeica

Ha pucyHke npegcTaB/ieHbl 31eMEHTbI HaBurauum web-uHtepdeiica.

Eltex Outdoor Wireless Access Point ‘

© 2013-2017 Eitex Ltd Powered By Eltex Lbd

OKHO NO/b30BaTENIbCKOTO HTEpderica MOXHO YC/TOBHO pas3aennTb Ha 3 YacTu:

1. Pasgenbl MEeHIO HaCTPOeK YCTPONCTBa.
2. OCHOBHOE OKHO HacTpOEK BblIGpaHHOrO pasaena.
3. CnpaBo4Has nHopmauus no BelopaHHOMY pasgeny MeHHo.
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PykoBogacTBo no akcnayarauun WOP-2ac

4.3 MeHto «Basic Settings»

B meHio «Basic Settings» oTo6paxaeTcsi oCHOBHast MH(hopmaums 06 yCTPONCTBe, CETEBbIE HACTPOMKM, Bepcust
NporpaMMHOro obecnevyeHuns, cucTeMHasa nHdopmMauus. BeinosiHAeTCA cMeHa naposis U yCTaHOBKa CKOPOCTH
nopta Console.

b Review Description of this Access Point ...

These fialds show information spacific to this access point.

[P Address: 192.168.15.106

MAC Address: AB:F9:4B:ET :ED:40

Firmware Version: {Texywaa sepcua N0}

Uptime: 0 days, Z hours, 3 minutes

CPU Usage: 25.40%

Mamory Usage 106MB/Z49MBE [42%:)
Rsfrash |

B Device Information

Product Idenufier:  WLAN-EAP
Hardware WVersion: 1w2

Serial Mumber WPOD0D0D217
Device Mame: Eltax-APR
Dwevice Description: WOP-Zac

Review Description of this Access Point — B faHHOM pasgene npuBoagnTca nHopMaLmsa 0 CeTEBbIX
HacTpolikax ycTpoiicTea u sepcum MO.

+ IP Address — IP-agpec ycTpoiicTBa;

* MAC Address — MAC-agpec ycTponcTBa;

+ Firmware Version — Bepcusi NporpaMmMHOro obecneyeHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpeaHuii NpOLEHT 3arpy3ku npoueccopa 3a nocnegHme 10 cekyHa,
+ Memory Usage — NpoLeHT 1CMnosib30BaHns (ON3NYeCcKoin MaMsaTn yCTponcTaa.

Device Information — ocHoBHasi MHpopmauumsi 06 yCTpoIiCTBeE.

* Product Identifier — naeHTUdMKaTOp YCTPOCTBA;

+ Hardware Version — Bepcus annapaTtHOro obecneyeHus;
« Serial Number — cepuiiHblii HOMep YCTPONCTBA;

+ Device Name — cncteMHoe MMs YCTPOICTBa;

+ Device Description — onucaHue ycTpoicTBa.
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PykoBogacTBo no akcnayarauun WOP-2ac

b Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 .

B System Settings ...
Systam MName WOP-2ac
System Contact 2dmin@examplz.com

Syseem Lacation Default

Click "Update” to save the new settings.

Updats |

Provide Network Settings — B JaHHOM pasaesne BbINOSHAETCA CMeHa napons ansi goctyna k web/CLI-
KOHJoUIypaTopy yCTpoiicTBa.

+ New Password — HOBbIli Naposb;
+ Confirm new password — NOATBEPXAEHNE HOBOrO Naposisi.

Serial Settings — HacTpoiikn nHTepdeiica Console.

* Baud Rate — ckopoCTb nepegayn AaHHbIxX No uHTepdeiicy Console, 6ut/c. Mo ymonyaHuio napameTp
paseH 115200. MoxeT npuHumath 3HaveHus: 9600; 19200; 38400; 57600; 115200.

System Settings — B pa3gesie MOXHO U3MEHUTb CUCTEMHbIE HACTPOIKN YCTPONCTBA.

+ System Name — cMcTeMHOEe UMS YCTPONCTBA;
+ System Contact — KOHTaKkTHaa MHpopmauma AN CBs3M ¢ agMUHUCTPATOPOM,;
+ System Location — nHgopmauusi No pasmeLLeHno yCTPoncTaa.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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PykoBogacTBo no akcnayarauun WOP-2ac

4.4 MeHo «Status»

B MeHI0 «Status» oTpaxaeTcsi Tekylee COCTOSIH/E CUCTEMbI, MPUBOAMTCS UH(DOPMALLMA O COCTOSHUN
NHTEPENCOB YCTPOMCTBA, PErMCTPUPYEMbIX HA YCTPOUCTBE COOLITUSAX, NOAKTHOYEHHBIX KITMEHTAX,
PaZMOOKPYXXEHNMN 1 PaAMOCTaTUCTUKE YCTPONCTBA.

4.4.1 MopmeHto «Interfaces»

B noameHto «Interfaces» npegcrasneHa nHopmaumsa 0 TEKYLLEM COCTOSIHUM NPOBOAHbIX NHTEPENCOB U
HacTpolikax 6ecnpoBOAHON CETU.

[ns 6bICTPOro nepexofa B MEHKO HACTPOEK NPOBOAHOroO nHtepdeica «Wired Settings» nnn 6ecnpoBogHOro
nHtepdoeica «Wireless Settings» Haxmute Ha ccbinky «Edit» B cooTBETCTBYHOLLEM pa3gene.

View settings for network interfaces

Click "Refresh” button to refresh the page.
Refrash

Wired Settings
Internal Interface

(Edit )

MAC Address AB:F9:4B:B7:ED:60
WLAN ID 1
1P Addreszz 192.168.15.60

Subnet Mask

1PvE Address

1PvE Address Status

1PvE Autoconfigured Global Addresses
1Pv& Link Local Address

233.255.255.0

IPvE-DNS-1

IPve-DNS-2 H

DNS-1 172.16.0.250
DM5-2 172.16.0.100
Default Gateway 192,168.15.1
Showi interfaces table

Wireless Settings [ Edit )

Radioc One

Status On

MAC Addrass AB:F9:4B:B7:ED:60
Mode IEEE 802.11a/nfac

Channe

Operational bandwidth, MHz
Transmit Power Output, dBm
Show interfaces table

Radio Two

Status

MAC Address

Moda

Channe

Operational bandwidth, MHz
Transmit Power Output, dBm
Show interfaces table

36 (5180 MHz)
&0
19,00

an
AB:F3:4B:B7:ED: 70
IEEE 802.11b/g/n

1 (2412 MHz)

20

16.25

Wired Settings — npuBoauTcsa nHgopmaums o TekyLem CoOCTOSHUM NPOBOAHONO MHTepdeca:

* MAC Address — MAC-aapec Ethernet-nHtepdeliica ycTpoiicTBa;

* VLAN ID — Homep VLAN ans ynpaBneHusi ycTpoicTBOM,;

+ IP Address — IP-agpec ynpaBneHus yCTpONCTBa;

+ Subnet Mask — macka IPv4-ceTn ynpaBneHus;

+ IPv6 Address — IPv6-aapec ynpaBneHus yCTPOMCTBa;

* IPv6 Autoconfigured Global Addresses — cnMcok CKOHhMrypnpoBaHHbIX aBTomatuyeckn IPvé-agpecos;
* IPv6 Link Local Address — aBTOMaTM4Ye€CKN CKOHIUIYPUPOBaHHbI NoKanbHbIA IPv6-aapec;

+ IPv6-DNS-T — agpec nepsoro DNS-cepsepa B IPv6-ceTy;

+ IPv6-DNS-2 — agpec BToporo DNS-cepsepa B IPv6-ceTy;

* DNS-T — agpec nepsoro DNS-cepsepa B IPv4-ceTy;
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+ DNS-2 — appec sToporo DNS-cepsepa B IPv4-cety;
+ Default Gateway — wnto3 no ymonyanuto B IPv4-ceTy;

PykoBogacTBo no akcnayarauun WOP-2ac

Wireless Settings — npBoanTCca MHhopMaLmMsi 0 TEKYLLEM COCTOSIHUM 6eCNPOBOAHbIX MHTEPXECOB:

* Radio One Status — cocTosiHMne paboTbl NEepPBOro paanonHTepdelica;
* Radio Two Status — cocTosiHMe paboTbl BTOPOro pagnonHtTepdeiica,;
* MAC Address — MAC-agpec pagnonHTepdelica;
* Mode — pexum paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

+ Channel - Homep 6ecnpoOBOAHOIO KaHana, Ha KOTOPOM paboTaeT paanouHTepdelic;

+ Operational bandwidth — WwmpuHa Nonockl YacToT KaHasla, Ha KOTOpoM paboTaeT paguonHTepdeiic, My,
+ Transmit Power Output — hakTnyeckasa nsniydyaemas MOWHOCTb Nepegartymka, Abm.

Radio One
Status

MAC Address
Mode
Channel

Interface
wlan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:wvap3
wlanl:vap4
wlan0:vap5
wland:vapé
wlan0:vap7
wlan0:vapd
wlan0:vap2
wlanl:vapl0
wlan0:vap11
wland:vapl2
wlan0:wvapl3
wlan0:vapld
wlan0:vapl5
wlanOwds0
wlanOwds1
wlanOwds2

wlanOwds3

Radio Two
Status

MAC Address
Maode

Wireless Settings

Operational Bandwidth, MHz
Transmit Power Output, dBm
Hide interfaces table

Status MAC Address

up
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down

down

Show interfaces table

EB:28:C1:C1:27:60
EB:28:C1:C1:27:61
EB:28:C1:C1:27:62
EB:28:C1:C1:27:63
EG:28:C1:C1:27:64
EB:28:C1:C1:27:65
EG:28:C1:C1:27:66
EB:28:C1:C1:27:67
EB:28:C1:C1:27:68
EB:28:C1:C1:27:69
EB:28:C1:C1:27:6A
EB:28:C1:C1:27:6B
EB:28:C1:C1:27:6C
EB:28:C1:C1:27:6D
EB:28:C1:C1:27:6E
EB:28:C1:C1:27:6F

{_Edit }

On
E8:28:C1:C1:27:60
IEEE 802.11a/n/ac
157 (5785 MHz)
80

19.25

VLAN ID Name (SSID)

1505
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Eltex VAP

irtual Access Point 1
‘irtual Access Point 2
irtual Access Point 3
‘irtual Access Point 4
‘irtual Access Point 5
‘irtual Access Point 6
‘irtual Access Point 7
‘irtual Access Point &
‘irtual Access Point 9
‘irtual Access Point 10
‘irtual Access Point 11
‘irtual Access Point 12
irtual Access Point 13
‘irtual Access Point 14
‘irtual Access Point 15

Off
EB:28:C1:C1:27:70
IEEE 802.11b/a/n

Mpu HaxaTum Ha ccbinky «Show interfaces table» B pasgenax «Wired Settings» n «Wireless Settings»
CTaHOBMWTCA AOCTYMHON Tabnmua MHTepdIEnCcoB, coaepxallas cneayroLLlyro nHpopmaumtio:

* Interface — Ha3BaHWe UHTepdpelica TOUKM JOCTYN3;

« Status — cTaTyc uHTepgoeiica;

MAC Address — MAC-agpec nHTepdeiica;

* VLAN ID - ngenTtudpmkatop VLAN, ncnonb3yemsiii Ha nHTepderice;
+ Name (SSID) — umsa 6ecnpoBoaHoli ceTu.

[N Toro, UTo6bI CKPbITh TabNULy HaxkmuTe Ha ccbifiky «Hide interfaces table».

[nst 0GHOBNEHMS MHPOPMALIMK Ha CTPaHNLE HaXXMKUTe KHOMKY «Refreshy.
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PykoBogacTBo no akcnayarauun WOP-2ac

4.4.2 TMopgmeHto «Events»

B nogmeHto «<Events» MOXHO MPOCMOTPETb CNNCOK COOLITWIA, NPONCXOLALLMX C YCTPONCTBOM, & Takxe
HaCTpoOuTb NepeHanpaseHne cobbITUn Ha CTOPOoHHNIA SYSLOG-cepBep.

View events generated by this access point

Options Relay Options
Persistence Enabled '® Disabled| |RE!3Y Log Enabled */ Disabled
N Rel Host | {XXX.XXK.XXX.XXX}" SO BOOH BRI T O DD D M0 DO L
Severity v elay Hos Hostname max 253 Characters)
Depth 512 |[(Range:1-512) | |Relay Port |514 (Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings. Click "Update” to save the new settings.
Update Update

Events

Click "Refresh™ button to refresh the page.
Refresh
Time Settings (NTP) Type Service Description
Apr 20 2021 0B:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250
Apr 20 2021 0B:28:00 debug hestapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)
Apr 20 2021 0B:28:00 info hostapd[21316] STA f2:2b:5a:02:68:5e associated with BSSID eB:28:c1:c1:27:60
Apr 20 2021 0B:28:00 info  heostapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID eB8:28:c1:c1:27:60 SSID Eltex VAP
Apr 20 2021 0B:27:20 info  dman[1233] The AP startup configuration was updated successfully.
Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.

Clear All

Options — B pa3aene BbINO/HAETCS HACTPOIiKa NapaMeTpPOoB XypHasia COOGLLEHNIA: yPOBEHb BAXKHOCTM U
KO/IMYECTBO COOOLLEHWIA, COXpPaHSEMbIX B SHEPrOHE3ABMCUMON NaMATU YCTPOICTBA.

* Persistence — BbI6op cnoco6a coxpaHeHUst UHPOPMAaLMOHHbIX COOBLLIEHWIA:
+ Enabled — npu yctaHoBKe AaHHOro hriara cobbITMA XypHasia 6yayT COXpaHATLCS B
3HEeproHe3aBMCMMON NamATy;
+ Disabled — npn yctaHoBKe AaHHOro thnara cobbITsa ByayT COXpaHATLCA B 3HEPro3aBUCUMON
namaTn. CoobLLEeHNs B SHEPro3aBMCMMO NamaTy 6yayT yaasieHbl Npu nepesarpyske cMcTeMmsl.
+ Severity — ypoBeHb BaXXHOCTW COOOLLEHNS, KOTOPOE HY)XHO COXPaHUTb B SHEProHe3aBNCUMOl NaMATH.
OnncaHmne CyLLecTBYOLWNX YPOBHEN BaXXHOCTV NPUBEAEHO B TabnuLe HUXe.

Ta6nuua 5 — OnucaHne KaTeropuii Ba&XKHOCTU COBbITHIA

YpoBe Tun BaXXHOCTU COOGLLEHNIA OnucaHue

Hb

0 UpesBblualiHble (emergency) B cucteme npomsoLuna kputnyeckas ownbka, cuctema MoxeT
paboTaTb HeNnpaBW/IbHO.

1 CurHanbl Tpesoru (alert) Heobxogmmo HeMef 1IeHHOe BMeLLaTe/lbCTBO B CUCTEMY.

2 KpuTtnueckue (critical) B cucteme npomsoLuna Kputuyeckas oLmoka.

3 Owwn6ouHbIe (error) B cucteme npousoluna owmnéka.

4 MpeaynpexaeHus (warning) MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHNeE.

5 YBegomneHus (notice) YBeAoM/IeHNE CUCTEMbI, HeaBapuinHoe CoobLLEHME.

6 NHgpopmaumoHHble (informational) VHghopmMaunoHHbIe cOOBLLEHNSA CUCTEMBI.

7 OTtnapgouHble (debug) OTnagoyHble coobLeHNA NPefoCcTaBNsaoT NoNb30BaTeNto

MHbOpMaLio /151 KOPPEKTHOW HACTPOWKM CUCTEMBI.

+ Depth — makcuMasibHOE KONMYECTBO COOOLLIEHWIA, KOTOPOE MOXET ObITb COXPaAHEHO B 3HEPro3aBMCUMON
namaTu. Mpu NpeBbILWEHNN 4aHHOTO Nopora NPoONCXoAnT Nepesanncb COOBLLEHNS], KOTOPOE XPaHUTCS B
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cucTeMeE A0/blUe BCEX, HOBbIM. MapameTp npuHMMaeT 3HaYeHnst B guanaloHe ot 1 go 512. Mo
yMonyaHuio — 512.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Relay Options — B faHHOM pa3gesie BbINOMHAKTCS HACTPOWKM OTNPaBKN MHDOPMALMOHHBIX COOBLLEHWIA
yCTPOIiCTBa Ha CTOPOHHWUIF cepBep.

* Relay Log — BKNOYE€HNE/BbIK/THOUYEHME OTNPAaBKN MH(POPMAaLMOHHbIX COOBLLIEHNI YCTPONCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEHS;
+ Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpasBkKa OTK/IoHeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbIli nepeHanpasisaoTcsa coobueHnsa. MoxXeT 6bITb 3aaaH IPv4-
agpec, IPvb-agpec van goMeHHoe NMA yaasieHHOro CepBepa;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBNsATCS CO06LLEHUS. MTPUHUMAET 3HAUYEHMUS
B AgnanasoHe oT 1 go 65535. Mo ymonyaHuio — 514.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

Events — B JaHHOM pa3aesie MOXHO MPOCMOTPETb CNCOK MH(DOPMAaLMOHHbLIX COOBLLEHUI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNeAYHOLLYI0 MHCDOPMALMIO:

+ Time Setting (NTP) — BpeMsi, Koraa co6bITe 6bl/10 CreHEPUPOBAHO;
+ Type — ypOBeHb BaXXHOCTU COObITUSA, Tabnumua 5;

+ Service — UM npouecca, creHepupoBaBLLEro COO6LLEHNE;

+ Description — onncaHue cobbITuS.

[lna o6HOBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kKHoMKy «Refresh».

[ns ypaneHusa Bcex coobLeHuii HaxxmuTe kHomky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa
BKJ/THOYEHWSA TOYKU AOCTyna.

Click "Refresh™ button to refresh the page.
Refresh
LAN Tx/Rx
L

2300kbps-

2070kbps

1840kbps-

1610kbps-

1380kbps-

1150kbps+

920kbps-

630kbps

460kbps-

230kbps-

0kbpS+—F—F—T—— ———F————T—T—T—T—T—T— T
9:00 8:00 7:00 6:00 5:00 4:00 3:00 2:00 1:00 0:00
WLAN Tx/Rx
[

2500kbps-
2250kbps
2000kbps-
1750kbps-
1500kbps-
1250kbps-
1000kbps

750kbps

500kbps-

250kbps- \

Okbps — 7777771
9:00 8:00 7:00 6:00 5:00 4:00 3:00 2:00 1:00 0:00

OnucaHue rpadgumkoB "Transmit/Receive":

Mpadhmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepefaHHOro/nonyyeHHoro Tpadvka yepes Ethernet-unrepcpeiic
TOYkM gocTyna 3a nocnegHue 10 MuHyT. Mpadmk aBTomaTmyeckn o6HoBseTcs kaxaple 30 cekyHA.

Mpadomk WLAN Tx/Rx — nokasbiBaeT CKOPOCTb NepefaHHOro/nosyyeHHoro tpaginka yepes pagnonHtepdeicol
TOYkM gocTyna 3a nocnegHue 10 MuHyT. Mpadmk aBTomaTmyeckn o6HoBnseTcs kaxaple 30 CekyHA.
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Transmit

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAN 344198 55688199 0 0 V]
isatap0 0 0 0 0 0
wlanQ:vapd 0 0 0 0 0
wlanl:vapl 821518 34259196 0 0 0
wlan0:vap2 267212 29245013 0] 0 u]
wlanD:vap3 60086 8876470 0 0 0]
wlanQ:vapd 0 0 0 0 0
wlanl:vaps 912965 278556503 0O 0 0
wlanD:vaps 0 0 0 0 0
wlan0:vap? 0 0 0 0 0
wlanQ:vapg 0 0 0 0 0
wlanD:vap® 0 0 0 0 0
wlan0:vapld 0 0 0 0 0
wlan0:vapll 0 0 0 0 0
wlanD:vaplZ 0 0 0 0 0
wlanD:vapl3 0 0 0 0 0
wlanD:vapld 0 0 0 0 0
wlan0:vapl5 0 0 0 0 0
wlanl:vapld 0 0 0 0 0
wlanl:vapl 196157 24831353 0 0 0]
wlanl:vap2 220171 38905459 0] 0 u]
wlanl:vap3 50371 3291922 0 0 a
wlanl:vapd 0O 0 0 0 0

OnucaHue Tabnuupl «Transmity:

* Interface — nms nHTepdelica;

+ Total packets — KONMYECTBO YCMNELIHO OTNPaB/IEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELIHO OTNPaBNEHHbIX 6aiT;

+ Total drop packets — KOIM4eCTBO NAKeTOB, OTOPOLLEHHBIX NPU OTNPABKE;
+ Total drop bytes — konnuecTBO 6aliT, OTOPOLLEHHbLIX NPY OTMPAaBKE;

* Errors — Konn4ecTBO OLLNOOK.
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Receive

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAN 1582810 412950884 0O 0 0
1satapld 0 0 0 0 0
wlanD:vapd 0 0 0 0 0
wlanD:vapl 420 1062593 0] 0 0
wlanD:vap2z 12 1092 0 0 0
wlan0:vap3 0 0 0 0 0
wlanO:vapd4 0 0 0 0 0
wlan0:vaps 91066 12027947 0] 0 0
wlanD:vaps 0 0 0 0 0
wlan0:vap? 0 0 0 0 0
wlanQ:vapg 0 0 0 0 0
wlan0:vaps 0 0 0 0 0
wlan0:vapld 0 0 0 0 0
wlan0:vapll 0 0 0 0 0
wlanD:vapl2 0 0 0 0 0
wlanD:vapl3 0 0 0 0 0
wlanD:vapld 0 0 0 0 0
wlanD:vapls 0 0 0 0 0
wlanl:vapd 0 0 0 0 0
wlanl:vapl 215 25160 0] 0 0
wlanl:vapZ 0 0 0 0 0
wlanl:vap3 0 0 0 0 0
wlanl:vapd4 0 0 0 0 0

OnucaHne Tabnuubl «Receivex:

* Interface — nms nHTepdelica;

+ Total packets — KONNMYECTBO YCNELLHO NPUHATBLIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELUHO NPUHATLIX 6AT;

+ Total drop packets — KONM4eCTBO NAKETOB, OTOPOLLEHHbIX MPU NOMYUYEHUN;
+ Total drop bytes — konuyecTBO 6aliT, OTOPOLUEHHbIX NPY NOAYYEHUN;

+ Errors — KOIM4ecTBO OLLUNGOK.

[Nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.
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4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHto «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paéore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” butten to refresh the page.
Refrach

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlan0:wvapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vape
wlan0:vap?
wlan0:vap3
wlan0:vapd
wlan0:vap10
wlan0:vap1l
wlan0:vapl2
wlan0:vap13
wlan0:vapi4
wlan0:vapl5s
wlanl:vap0
wlanlivapl 149602 a a a 115795
wlani:vap?
wlanl:vap3
wlanl:vapd
wlani:wvaps
wlanl:vap6
wlanl:vap7?
wlanl:vaps
wlanl:vap9
wlanl:vapl0
wlani:vapil
wlanl:vap12
wlanl:vapl3
wlanl:vapid

wlanl:vapl5s

Onucanne Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms nHTepdelica.

* Mcast-Data-Frames — konuyecTBo multicast-kaapoB, NOly4YeHHbIX TOUKOI A0CTYNa;
* Mcast-Data-Fwd — konnuecTBo multicast-kaapoB, NPUHATLIX KMEHTaMu;

* Mcast-Data-Flooded — konnuecTBo multicast-kaapoB, oTnpaBfieHHbIX Ha BCe NOpPTb;
* Mcast-Data-Sentup — Konn4ecTBO oTnpaBneHHbIX multicast-kaapos;

+ Mcast-Data-Dropped — KonuuecTBO OTO6pOLLEHHbIX multicast-kaapos.
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IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0
wlanl:vapl
wlan0:vap2
wlanl:vap3
wlan0:vapd
wlanl:vaps
wlan0:vap6
wlan0:vap7?
wlan0:vapg
wlanl:vap9
wlan0:vapl0
wlan0:vapll
wlan0:vap12
wlan0:vapl3
wlan0:vapld
wlan0:vapls

wlanl:vap0

)
=)
o
o

wlanl:vapl 143697
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vap6
wlanl:vap?
wlanl:vapg
wlanl:vap9
wlanl:vapl0
wlanl:vapil
wlanl:vapl2
wlanl:vapl3
wlanl:vapld

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanune Tabnuubl «IGMP Statictics»:

Interface — nms nHTepdeica;

Igmp-Frames — konnyecTtBo IGMP-kaapoB, NoNy4YeHHbIX TOYKOM A0CTYNa;
Igmp-Frames-Fwd — konuyectBo IGMP-kaapoB, NPUHATBIX KNNEHTaMK;
Igmp-Frames-Sentup — konnyectBo IGMP-kagpoB, OTnpaB/ieHHbIX Ha BCe NOPTbI;
Mfdb-Cache-Hits — KonM4ecTBO NakeToB, OTNPaB/EHHbIX HA N3BECTHbI multicast-aapec;

Mfdb-Cache-Misses — konn4yecTBO NakeToB, OTNPaB/IEHHbIX HA HEN3BECTHbI multicast-aapec.

OnucaHue Tabnuupl «Multicast-Group»:

Interface — nms nHTepdeiica;

Multicast-Group — IP-agpec multicast-rpynnbi;

Stations — MAC-aapec knveHTa multicast-rpynnbi;

Packets — konn4ecTBO NPUHATLIX NAKETOB KIMeHTOB multicast-rpynnsi.
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4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refrash” button to rafresh the pags.
Refrash

Total Number of Associated Clisnts 7

SS5ID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized

Eltsx-Local (wlanlvapl) 2,168.40.202 android-6b261ba77ddbleac 00:00:04 -70 22 dB -32 dBm 100% Mot supported Mot supported Yes

Eltax-Local (wlandvapl) i 192,168,40.221 iPhane 00:00:25 -72 20 4dB -32 dBm 100% Mot supported Not supported Yes

Eltex-Loca

192,168.40.80 -64 28 dB -92 dBm 100% Mot supported Mot supported Yes

Eltex-Local [w 152.168.40.153 RedmiMoted-Redmi -52 40 dB -32 dBm 100% Mot supported Mot supported Yes
Eltax-Local (v 152,168.40.67 Blackka-iPad -43 45 dB -92 dBm 100% Mot supported Not supported Yes
Eltax-Local {w 192,168.40.82 android-f83b3403e7582a0c 00:06:37 -5& 3&dB -92 dBm 100% Mot supported Mot supported Yes
Eltax-Local [w 00:00:10 -50 42 dB -32 dBm 100% Mot supported Not supported Yes

+ SSID - nmsa 6ecnpoBOAHOIO MHTeperica n MMa BUPTYaUTbHOM TOYKM JOCTyNa Ha nHTepdelice, K KOTOpO
NOAK/TOYEH KNMeHT. Hanpumep, 3anucb wlanOvap2 o3HadvaerT, 4To K/IMeHT cBs3aH ¢ Radio 1 BupTyanbHoii
Toukoi goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kmeHT cBsidaH ¢ VAPO Ha Radio 2;

+ Station — MAC-agpec KNuneHTa,;

* IP Address — IP-agpec KnneHTa;

* Hostname — ceTeBOe UMSA YCTPONCTBA;

* Uptime — Npofo/mKUTENBHOCTL CECCUN KITNEHTE,

* RSSI — ypoBeHb NpuvHMMaemMoro curHana, Abwm;

* SNR - ypoBeHb OTHOLLEHUS curHan/wym, ab;

* Noise — ypoBeHb LWyma, abm;

* Link Quality — napameTp, KOTOPbIN 0TOGPaXKaeT COCTOSAHNE NINHKA [0 KNIMEHTa, pacCUUTaHHbIA Ha
OCHOBaHMM KO/IMYeCcTBa PETPAHCMUTOB NaKeTOB, OTMNPaB/IEHHbIX KIMEHTY. MakCcMMasibHoe 3HavYeHne —
100% (Bce nepefaHHble NakeTbl OTNPABUNCE C NePBOV NOMNbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTnpaB/ieH);

* Rate Quality — napameTp, KOTOPbI 0TOGpPaXKaeT COCTOSIHNE JINHKA [0 K/IMEeHTa, pacCUMTaHHbIA Ha
OCHOBaHMM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPABNEHHbIX K/IMEHTY, 4718 MOAYNALMK, KOTopas
NCNOMb3YETCs B laHHblii MOMEHT. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl HA
AAHHOV Moy NsiLUM OTNPaBUIUCH C NEePBOIA NOMbITKN), MUHMasIbHOE 3HadYeHue- 0% (HY OAMH nakeT Ha
[laHHO MOAYNAUMKN [0 KNIMEHTA He Gbln YyCNEeLHO OTNPaB/eH);

* Link Capacity — napameTp, KOTOpbIi oTOBpaxaeT a(pheKTMBHOCTb UCMNO/b30BaHNS TOUKOW AOCTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMMN [0 K/TMEHTA M NOHNXKAIOLLMX KO3hMLUMEHTOB. MakcumaribHoe 3HaueHne- 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMeHTa Ha MakCMasibHOM MOAYNALMN 019 MakCMMa/lbHOTo Tuna nss,
noAAepPXKMBAEMOro KNneHTom). MuHuMasibHoe 3HaueHne — 2% (B criyyae, Korga naketbl nepefatorcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). Ina KNMEeHTOB, NOAK/THUYEHHbIX 63
ucnosnb3zoBaHma AMPDU, napameTp He nogaepXxusaeTcs;

+ Status Authorized — ctatyc aBTopmsaLmu.

Mpun Haxkatum Ha MAC-agpec KfimeHTa packpbliBaeTcs nogpobHas nHopmMalmsa o ero paborte u ctatucTmka
nepegaHHoOro/nonyyeHHoro Tpadouka no JaHHOMY K/IMeHTy.
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View list of currently associated client stations
Click "Refresh” button to refresh the page.
Refresh
Total Number of Associated Clients 7
SSID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wlanOvaptl) | 20:62:25:93:09.8d | 192.168.40.202 android-6b261ba77ddbleac 00:00:04 -70 22 dB -32 dBm 100% Mot supported Mot supported Yes
. » . AMAC: 20:63:25:%2:b%:8d Connection time: 00:00:04 5 _
Eltex-Local (wlanlvapl) Ao 3 Banduwidth: 20MHz <t supported Yes
Eltex-Local (wlanOvapl) g5SI1Dn Eltex-Local PS Mode: an ot supported Yes
_ . Jmode: 302.11n Auth Maode: WRAZ
Eltex-Local (wlandvapl) RSSh: 70 Encryption: AES-CCMP ot supported Yes
Eltex-Local [wlanOvapl) 3 /LAN: 148 Listen Interval: 8 Yot supported Yes
[T actuzl rate: a Ax actual rate: a
Eltex-Local [wlanOvapl) & Yot supported Yes
. . ~e/Rx Packets: 236/50
Eltex-Local (wlanivap2) 2t /Fex Drop Packats: a/0 Yot supported Yes
[Tx/Rx Bytes: 33588/3343
[Tx/Fx Dirop Bytes: /0
[Tx/Rx Rate: 72.2/1 Mbps
Ts/Foe Statistics:
MCS Rx Pkis Tx Pkis Tx Succ Pkis Tx Retries Tx Period Retries
e pmmmmme e .
imbps a ] a a . 8%
Zmbps a ] a a . 8%
Smbps5 8 ] 8 a @, 8%
Embps 384 151 158 a e.e%
mbps 21 ] a a @, 8%
1imbps a8 a a8 a 8.8%
12mbps 1 a a8 a 8.8%
18mbps a a ] a 8,88
2ambps a8 a ] a.a 8,88
&mbps a8 a ] a.a% 8,88 hd

+ MAC - MAC-agpec KneHTa;

+ AID — yHMKaNbHbIA naeHTUAINKATOP NOAKOUEHNS,

+ SSID — nms ceTn, K KOTOPOW NOAK/OYEH KTNEHT;

* Mode - ctaHgapT IEEE 802.11, B KOTOpOM paboTaeT K/IMEHT;

* RSSI - ypoBeHb curHasna ot KnneHTa, Abwm;

+ VLAN — Homep VLAN BUpTYyasibHOWN TOUKM AOCTYNa,;

+ Tx actual rate — TekyLLas CKOPOCTb Nepegayn AaHHbIX B CTOPOHY K/IMEHTa, B KOUT/C;

+ Tx/Rx Packets — KONn4ecTBO NepeAaHHbIX U NPUHATLIX NaKETOB OT KNINEHT],

* Tx/Rx Drop Packets — KonM4yecTBO OTOPOLLUEHHbIX NAKETOB B ABYX HanpaB/ieHusix (Ha nepegady u npvem
COOTBETCTBEHHO);

* Tx/Rx Bytes — KOnM4ecTBO NepeAaHHo 1 NPUHATON MHGOpPMaLuK oT KnneHTa (B 6alitax);

* Tx/Rx Drop Bytes — KONM4yecTBO OTOPOLLEHHOWN MH(OPMaLMK B ABYX HanpaB/eHusix (Ha nepeaady u
npuem CoOTBETCTBEHHO, B 6aliTax);

* Tx/Rx Rate — kaHa/IbHasa CKOPOCTb B ABYX Hanpas/ieHusx, B Mout/c;

+ Connection time — NPOAO/HKUTENTIbHOCTb CECCcuu;

* Bandwidth — wmpuHa nonockl, B KOTOPOI paboTaeT KnneHT, MIy;

* PS Mode - pexum "cHa": off — KNMeHT akTUBEH, ON — KINEHT HAXOAMUTCS B «CMSILLEM» PEXMME;

« Auth Mode — Tun 6e3onacHoOCTY;

* Encryption — Tvn wvdpoBaHus;

+ Listen Interval — konuyecTtBo beacon frame cnycTs KOTOpbIe KNNEHT AO/HKEH MPOBEPUTL HaNIMUme ans
Hero Tpadvka Tpaddpmka(B cnyyae cHa);

* Rx actual rate — Tekywjasi CKOPOCTb Nepefayn gaHHbIX B CTOPOHY TOUKM AOCTYNa, B KOUT/C;

OnucaHune Tabnuupl «Tx/Rx Statistics»:

* MCS - mogynauyus;

* Rx Pkts — KONMYeCTBO NPUHATBLIX OT K/IMEHTA MNAKETOB Ha KaxKAou Mogynsaumm;

+ Tx Pkts — KOnM4ecTBO nepefaHHbIX KIMEHTY NakeToB Ha KaXKaon MOAynaunm;

+ Tx Succ Pkts — KONM4ecTBO YCNeLHO NepefaHHbIX KNMEHTY NakeTos.;

* Tx Retries — npoLeHT Ay6NMpPOBaHHbIX MaKeToB B CTOPOHY K/INEHTa;

* Tx Period Retries — NpoLEHT NOBTOPHO OTNPAaB/IEHHbIX NAaKeToB 3a nocneaHuii nepuog, (10 cekyHa).

[nsi 06HOBNEHMS UHDOPMALIM HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.
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4.4.6 MopameHto «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeaaHHbIX U NOTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh™ button to refresh the page.
Refresh

Status
Network Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address S5ID

Statistics
Network Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsi 6ecnpoBoAHOro nHTepdenca n nmMs BUPTyasibHOM TOUYKM A0CTyna Ha uHTepdeiice, K
KOTOPOW noaxn4eH KnneHT. Hanpumep, 3annck wlanOvap2 o3HavaeT, YTo KIMEHT cBs3aH ¢ Radio 1

BMUPTyasibHOM Toukon aocTtyna VAP2; 3anuck wlan1 o3Hauyaer, uTto knimeHT cBsidaH ¢ VAPOQ Ha Radio 2;

+ Station — MAC-agpec KnMeHTa;
« TS Identifier — TSPEC naeHTudmkaTop notoka Tpadmka. MoxeTt npuHumartb 3HadeHve ot 0 oo 7;
+ Access Category — kateropusi goctyna (Voice nnu Video);
« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);
* User Priority — npyuopuTeT nonb3oBaress;
* Medium Time — cpeaHee BpeMs, KOTOpOe NOTOK Tpadimka 3aHMMaeT cpealy nepeaayu;
+ Excess Usage Events — KoNnn4ecTBO BpEMEHMU, KOTAa K/IMEHT NPEBbLICU CPeaHUIA CPOK nepegayv;
+ VAP - HOMep BMPTYasibHON TOUKM A0CTYNa;
* MAC Address — MAC-agpec ToYkM OOCTyna;
+ SSID - nmsa 6ecnpoBOAHON CETY;
+ From Station — nHpopmaums 0 Tpadiuke, KOTOPbI NepeaaeTcsl 0T 6eCnPOBOAHONO K/IMEHTA K TOYKE
[0CTyng,;
+ To Station — nHchopmauus o Tpacuke, KOTOpbIA NepegaeTcs OT TOUKM AOCTYNa K K/TMEHTY:
+ Packets — kKonn4ecTBO NepeAaHHbIX NaKeToB;
* Bytes — konn4ecTBO nepefaHHbIX 6anT.

[na 06HOBNEHUSt MHhOpPMaLMKN Ha CTPaHWLE HaXXKMUTe KHOMKY «Refreshy.
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4.47 NMopmeHo «Rogue AP Detection»

B nogmeHto «Rogue AP Detection» oTo6paxaetcs nHdpopmaums 060 Bcex 6eCnpoBOAHbIX TOUKaxX A0OCTYyna,
KOTOpbIe YCTPOCTBO AETEKTUPYET BOKPYT Cebs.

View Rogue AP Detection

Click "Refresh” button to refresh the page.
Refresh

AP Detection for Radio 1 *) Enabled Disabled
AP Detection for Radio 2 *) Enabled Disabled

Click "Update™ to save the new settings.
Update

Detected Rogue AP List
Click "Delete Old" to delete old entries from Detected Rogue AP List
Delete Old
Dangerous AP List
Channel

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [BandWidth]

Channel Blocks Signal Beacons Last Beacon Rates
Grant eB:28:cl:da:ch:B8 wlan0 100 AP Virtual Access Point 7 Off off 5 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021 6,9,12,18 24 356,48,54

Grant | e8:28:cl:da:ch:B2 wianl 100 AP  2ac-portal off  Off 2.4 1[20] 1-3 all 38 Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,36,48,54

[lna 06HOBNEHNS HChOpPMALMKN Ha CTPaHULE HaxkMuTe KHOMKy «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BkNtoUeHNE AETEKTUPOBAHUSA CTOPOHHUX TOYEK
poctyna B dpoHe ans Radio1 n Radio 2.

[ns BCTyNnneHust B Cuy HOBOW KOHUIypauum 1 3aHeCEeHNs1 HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
Haxkmute KHonky «Update».

Detected Rogue AP List — B pa3gene npuBoanTcs MHpopmMaLmsi 060 Bcex 6eCcnpoBOHbIX TOUKaxX A0CTYNa,
KOTOpbIE YCTPONCTBO AETEKTMPYET BOKPYT CEOS.

KHonka «Delete Old» ncnonb3yetcs ana yganeHus 3anuceii 0 HeakTUBHBIX YCTPOCTBAaX B PaViOOKPYXEHNUN.

+ Action — ecnv To4Ka fOCTyna HaXoAMUTCA B CUCKE OGHAPYXEHHbIX, TO HaXXaTne KHOoMnku «Grant»
nepeHeceT ee B CMUCOK A0BEPEHHbIX Todek gocTyna «Known AP List».
+ MAC - MAC-agpec To4kn 0ocCTyna,;
* Radio — pagnonHTepdelic, KOTOpbIM Gblna 06HapyXXeHa CTOPOHHSA ToYKa A0CTyna;
* Beacon Int. — nHTepBan nocbinkn Beacon-nakera TOUKOWN AOCTYNa;
+ Type — Tun 06HapyXeHHOro YCTPONCTBa:
+ AP — Touka gocTyna;
« Ad hoc — peueHTpanM3oBaHHOE K/IMEHTCKOe YCTPONCTBO;
+ SSID — nma 6ecnpoBOaHON ceTu;
* Privacy — ctaTyc pa6oTbl pexuma 6e30nacHOCT TOUKN focTyna:
* On — pexum 6e30MacHOCTI BbIK/THOYEH,;
« Off — pexxum 6e30NacHOCTU BK/THOYEH;
+ WPA - cocTtosiHne wndpposarmns WPA: Off — BbikntoueHo, On — BKNHOYEHO;
* Band — 4aCTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y wunm 5 IMu;
+ Channel [BandWidth] — ncnonb3yemblii YaCTOTHBbIN KaHas1 U LUMPUHA NOJIOCHI;
+ Channel Blocks — onana3oH kaHasoB, KOTOpPble 3aHMMaeT TouKa [0CTyna;
+ Signal — ypoBeHb curHasna, npuHMMaeMblii OT TOUKM focTyna, ABM. MNpun HaBegeHM ykasaTens Ha
rpadomyeckoe n3obpaxeHne curHana AeMOHCTPUPYHOTCS YAC/IEHHbIE NOKa3aTeIn 3TOr0 CUrHang;
* Beacons — o6uiee uncno Beacon-nakeTos, NPUHATLIX OT TOYKM AOCTyNa C MOMEHTa ee 06HapyXeHWS;
+ Last Beacon — garta v Bpemsi npvema nocrniegHero Beacon-nakeTta oT TOYKM AOCTYNa,;
* Rates — CnMCOK KaHa/lbHbIX CKOPOCTEN, NOAAEPXKNBAEMbIX AAHHO TOYKOI AocTyna.
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Known AP List

Channel

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [BandWidth]

Channel Blocks Signal Beacons Last Beacon Rates

Delete eB:28:cl:da:ch:86 wiland 100 AP Zac-portal Off 5 44 [20] 44 l||| 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
Save

Import Known AP List from a file

& Replace Merge
0630p... $ann He BoiBpan Import

Known AP List — B Tabnumue npMBognTCA CNUCOK AOBEPEHHbIX TOUEK AOCTyna.

UTo6bl yAaNUTb TOUKY AOCTYNa 13 AAHHOIO CN1cKa HaXMUTe Ha KHonky «Deletex, nocne yganeHusi us cnucka
«Known AP List» Touka nonafiet B CNMCOK 06HAPYXEHHbIX TOUEK A0CTyna.

Save Known AP List to a file — B gaHHOM pa3gene BbiNosiHAETCA coxpaHeHne cnucka «<Known AP List» B dpaiin.
[na coxpaHeHua HaXXMUTE KHOMKY «Save».

Import Known AP List from a file — B gaHHoM pa3sgene BbinoniHAeTca 3arpy3ka cnvucka «<Known AP List» 13
dhaina.

* Replace — npu nmnopTe cnmcka AOBEPEHHbIX TOUEK AOCTYNa MMNOPTUPYEMbI CMIUCOK NOTHOCTHHO
3aMEeHUT TeKyLUIA CNUCOK AOBEPEHHbIX TOUEK AOCTYNa;

+ Merge — npy UMMNopTe Crn1cka A0BEPEHHbIX TOYEK AOCTYNa AOBEPEHHbIE TOUKM AOCTYyNa U3
MMNOPTMPYEMOTO crncka 6yayT ao6aBneHbl K To4Kam A0CTyna, HaXoAAWMMCS B UMNOPTUPYEMOM CNICKe
B [j@HHbIi MOMEHT BPEMEHW.

Onsi 3arpysku chaiina HaxxmmuTe KHomkKy «O630p», yKaknTe (paiis, KoTopblii HY)XXHO 3arpy3nTb Y HXKMUTE KHOTKY
«lmport».
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4.4.8 TMopmeHto «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaetcsa nHcpopmarmsa o Tspec ceccusax Ha
pagnoviHTepdelicax.

View TSPEC Status and Statistics

Click "Refresh” button te refresh the page.

_Refresh |

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 (] 0 0

wlan0 Background down 0 ] 0 0

wlan0 Voice down 1) 0 0 0

wlani Video down 0 0 1] 0

wlan1 Best Effort down 0 1] 0 0

wlan1 Background down 0 (1] 0 0

wlan1 Voice down 0 1] 0 0

wlanl Video down 0 0 0 0

VAP Status

wlan0:vapd Best Effort down 1] o ] v]
Background down i o 0 o]
Voice daown Li] o 0 0
Video down o o 0 o]

wlanO:vapl Best Effort down ] ] 0 0
Background down 1] o 0 o]
Voice daown o i} o 0
Video dawn 1) i} 0 0

wlan0:vap2 Best Effort down 1] 0 0 0
Background down 0 (] 0 0
Voice down 1] 1] 0 0
Video down 1) 0 0 0

wlanO:vap3 Best Effort down 1] 1] 0 0
Background down 0 0 0 0
Voice down 0 (1] 1] 0

Onucanune Tabnuy, «AP Status» n «VAP Status»:

* Interface — nms uHTepdeiica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

+ Status — cocTosiHMe ceccuw,

+ Active TS — KONIMYECTBO TEKYLLUX aKTUBHbIX MOTOKOB TpadouKa;

« TS Clients — KOnM4eCTBO K/IMEHTOB;

* Medium Time Admitted — cpeHee Bpems, KOTOpOe NOTOK Tpadiuka 3aHMMaEeT cpeay nepegayu;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOS NOMOCbI B JaHHOWN KaTeropuun.
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Radio
wlan0
wlan0
wlan0
wlan0
wlani
wlanl
wlani

wlani

Transmit

wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vapt
wlan0:vap?
wlan0:vap8
wlan0:vapd
wlan0:vapld 0
wlanO:vapll 0
wlan0:vapl2 0
wlanO:vapl3 0
wlanO:vapld 0
wlan0:vapl5 0

wlanl:vapd 0

Access Category Total Packets Total Bytes

Best Effort 0 o

Background ] o

Voice o i}

Video L] o

Best Effort o i}

Background o o

Voice o i}

Video o o

Interface Total Voice Packets Total Voice Bytes Total Yideo Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes

[} o i} [} 1] i} 0 o

0 [/} i} [/} 1] i} 0 0

0 L] i} L] 1] i} 0 o

0 L] 0 L] 1] 1] 0 0

0 [/} i} [/} 1] i} 0 o

0 o o o o o (1] o

i} o i} [/} 1] i} 0 o

0 o o o o o 0 o

i} o i} [/} 1] i} 0 o

0 o i} [/} 1] i} 0 v]
[/} i} [/} 1] i} 0 v]
o i} [/} 1] i} 0 v]
o o o o o o o
[/} i} [/} 1] i} 0 o
o o o o o o o
[/} i} [/} 1] i} 0 o
a o a o o 0 o
[/} i} [/} 1] i} 0 o

wlanl:vapl 0O

Onucanne Tabnuy, «Transmit»:

Radio — nms pagmounHTepdeiica;

Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets — obLiee KoIM4eCcTBO NakeToB AaHHOW KaTeropumn AoCcTyna, OTNPaB/IEeHHbIX
pagnonHTepdencowm;

Total Bytes — 06LLUee KOmM4yecTBo 6aiiT aHHON KaTeropmm foCTyna, OTNPaB/iEHHbIX pagnonHTepdeicom;
Interface — HOMep BUPTYasIbHOM TOYKN AOCTYNa;

Total Voice Packets — obuiee KonmyecTBO nakeToB kateropumn Voice, oTnpaBneHHbIX ¢ gaHHon VAP;
Total Voice Bytes — o6Liee KonnmyecTBo 6aiiT kateropum Voice, 0TnpaB/ieHHbIX ¢ gaHHoin VAP;

Total Video Packets — ob6Lliee Kkonn4yecTBo naketoB kaTeropuun Video, oTnpaBneHHbIX ¢ gaHHoW VAP;
Total Video Bytes — obuwiee konmyecTBo 6anTt kateropun Video, otTnpaBneHHbIX ¢ gaHHon VAP;

Total Best Effort Packets — obLlee KonM4ecTBO NakeToB kateropun Best Effort, oTnpaBneHHbIX ¢ gaHHOM
VAP,

Total Best Effort Bytes — obLyee konnuecTtBo 6aiiT kateropum Best Effort, oTnpaBneHHbIx ¢ gaHHoin VAP;
Total Background Packets — ob6liiee KonM4ecTBO NakeToB kaTeropun Background, oTnpaBneHHbIX ¢
naHHon VAP;

Total Background Bytes — obLyee konnyecTBo 6aiiT kateropum Background, oTnpaBneHHbIX ¢ faHHO
VAP.
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Receive
Radio

wlan0
wland
wlan0
wilan0
wlanl
wlani
wlanl

wilani

wlan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4d
wlan0:vap5
wlan0:vapt
wlan0:vap?
wlan0:vap8
wlan0:vap9 0
wlan0:vapl0 0
wlan0:vapll 0O
wlan0:vapl2 0
wlan0:vapl3 0
wlan0:vapld 0
wlan0:vapls 0
wlanl:vapld 0

wlanl:vapl 0

A Ci ¥ Total
Best Effort
Background
Voice

Video

Best Effort
Background

Voice

2 o o o @ o o o

Video

Interface Total Voice Packets Total Voice Bytes

o 2 o0 2 o e o 2 o

2 o o o @ 0 0 & & 2@ 2 0 a o o o o o

Total Bytes

o o 2 o o o o o

Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
[/} 0 i} 1] o

o 0 2 0 @ 0 0 o 0 0 0 0000000
2 o @ 0 @ o 0 2 0 @ 2 o a o a o o
o 0 0 0 8 o 60 0 0 o000 00000
0 0 2 0 2@ 20 0 0 0 0 0 0 00 Q00
0 0 0 0 2 00 D 0 02 0 00000
[=J = B = T = T = T Y T o Y = Y = T = Y = B = T = T = S = R = |

OnucaHune Tabnuy, «Receive»:

Radio — nvs pagmounHTepdeiica;
Access Category — kateropus goctyna (Voice, Video, Best Effort, Background);
Total Packets — obLiee KO/IM4eCcTBO NakeToB AAHHOW KaTeropum A0CTyna, MPUHATLIX

paavouHTepdeincom;

Total Bytes — o6Luee KO/M4yecTBO 6aiT aHHON KaTeropuv AOCTyna, NPUHATLIX paavonHTepencom;
Interface — HoOMep BUPTyasibHOI TOYKM [OCTYNa;;

Total Voice Packets — o6Lee Ko/iM4ecTBO NakeToB kateropuu Voice, NPUHATBLIX Ha faHHon VAP,
Total Voice Bytes — o6Luee KonmyecTso 6aiT kareropuu Voice, NpUHATLIX Ha AaHHOW VAP;

Total Video Packets — obLee konnyecTBo nakeTos kareropuu Video, NpuHATLIX Ha gaHHoN VAP;
Total Video Bytes — obwee konuyecTBo 6ant kareropuu Video, NpuHATbIX Ha AaHHOW VAP,

Total Best Effort Packets — obLiee konnyecTBo nakeToB kateropuv Best Effort, npyHATbIX Ha gaHHOR

VAP;

Total Best Effort Bytes —
Total Background Packets — o6LLee Konm4yecTBo nakeTos Kateropun Background, NpUHATBLIX HA flaHHOM

VAP;
Total Background Bytes

obLee konnyecTBo 6aiiT kateropumn Best Effort, npuHaTbix Ha gaHHoi VAP;

- obLee konnyecTBo 6ainT kateropmmn Background, npuHaTbIx Ha AaHHoOW VAP.

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepegaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.

Refrezh
TSPEC Statistics Summary for Voice ACM
Total Woice TS Accepted 0
Total Woice TS Rejected 0

TSPEC Statistics Summary for Video ACM

Total Video TS Accepted 0
Total Video TS Rejecte 0
TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted 0
Total Best Effort TS Rejected 0
TSPEC Statistics Summary for Background ACM

C
Total Background TS Accepted 0

Total Background TS Rejected 0

* TSPEC Statistics Summary for Voice ACM — obLiee konmuecTBo NpuHsTbIX (Accepted) 1 OTKNOHEHHbIX
(Rejected) notokoB Tpadovka kateropum Voice;

* TSPEC Statistics Summary for Video ACM — o6Liee konn4yecTBo NpuHATLIX (Accepted) 1 OTK/TOHEHHbIX
(Rejected) notokos Tpadhmka kateropum Video;

+ TSPEC Statistics Summary for Best Effort ACM - o6Luee KonnyecTBo NpuHATbLIX (Accepted) n
OTK/I0HeHHbIX (Rejected) noTokoB Tpadimka kateropun Best Effort;

+ TSPEC Statistics Summary for Background ACM — o6Lee KonmyecTBo NpuHATLIX (Accepted) 1
OTK/1I0HeHHbIX (Rejected) noTokoB Tpadhmka kateropumn Background.

[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radio Statistics
Click "Refresh” button to refresh the page.

Refresh

Radio ® Radio 1 Radio 2

WLAM Packets Received: 2081 WLAN Bytes Received: 335727
WLAM Paclkets Transmitted: 10205 WLAN Bytes Transmitted: 3385531
WLAM Packets Receive Dropped: 0 WLAN Bytes Receive Dropped: 0
WLAM Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped: 0
Fragments Received: 0 Fragments Transmitted: 0
Multicast Frames Received: 23 Multicast Frames Transmitted: 6133
Duplicate Frame Count: 13135 Failed Transmit Count: 313
Transmit Retry Count: 1066 Multiple Retry Count: 591
RTS Success Count: 1557 RTS Failure Count: avaz
ACHK Failure Count: 4521 FCS Error Count: 31037
Transmitted Frame Count: 3055 WEF Undecryptable Count: 0

BbicTaBute onar y HaumeHoBaHusi paguonHtepdeiica Radio 1 nnv Radio 2, no kotopomy Heo6xoaMmMo
BbIBECTU NOAPOOHYI0 NHGOPMALMIO:

WLAN Packets Received — obuiee KOMYeCcTBO NAaKeTOB NO/YYEHHbIX TOUKOI A0CTYyNa Yepe3 AaHHbIl
pagnonHTepgelic;

WLAN Bytes Received — ob6lLLiee Konn4ecTBo 6aiiT No/y4YeHHbIX TOYKOM AOCTyNa Yepes AaHHbIN
pagnonHTepdgelic;

WLAN Packets Transmitted — o6Liee KonM4ecTBO NakeToB nepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbll
pagnonHTepdgelic;

WLAN Bytes Transmitted — obuiee KOM4ecTBO 6aiT nepeaaHHbIX TOUKOW A0CTyna Yepes AaHHbli
pagnonHTepdgelic;

WLAN Packets Receive Dropped — Konn4yecTBo NakeToB, NOIyYEHHbIX TOUKOW A0CTyna Yepes AaHHbll
paanovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

WLAN Bytes Receive Dropped — KONnM4ecTBO 6aiT, NoNyyYeHHbIX TOUKOM A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

WLAN Packets Transmit Dropped — KONM4eCTBO NaKeTOB, NepefaHHbIX TOUKO A0CTYyNa Yepe3 AaHHbIi
pagnovHTepdelic, KoTopble 6bi/IM OTOPOLLEHbI;

WLAN Bytes Transmit Dropped — Konn4yecTBO 6aiiT, nepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/Iv OTOPOLLEHbI;

Fragments Received — KOIM4YECTBO NOSyYEHHbIX (hparMeHTOB NaKeToB;

Fragments Transmitted — KonM4ecTBO NepefaHHbIX hparMeHTOB NAKeTOB;

Multicast Frames Received — KONMYeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — KonM4ecTBO NepefaHHbIX KaApOB My/bTUKACT;

Duplicate Frame Count — konn4ecTBO Ay6MpYyHOLLMX Kafpos;

Failed Transmit Count — KONMY4ECTBO HE NepefaHHbIX NaKeTOB 13-3a OLLUNOKMY;

Transmit Retry Count — KONM4eCTBO NMOBTOPHO OTNPAaB/IEHHbIX NaKeTOB;

Multiple Retry Count — koNnM4eCTBO NakeToB NepeoTnpaBAseMbIX HECKO/IbKO pas;

RTS Success Count — KONMYECTBO NAKETOB NOATBEPXAEHNA O TOTOBHOCTU NpUHUMaTh Tpadgmk(CTS);
RTS Failure Count — KONiM4ecTBO NAKETOB Ha KOTOPbIE HE MPULL/IN NOATBEPXAEHMS O TOTOBHOCTY Ha
npnem(CTS);
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ACK Failure Count — KONIM4ECTBO NAKETOB Ha KOTOPbIE HE MPULLAN MOATBEPXKAEHMSA O YCNELLUHOM
npueme(ACK);

* FCS Error Count — Konn4ecTBO KaapOB He NMpoLueALnx NpoBEPKY KOHTPOIbHON CyMMbI;

+ Transmitted Frame Count — KO/IM4ECTBO YCMEeLHO NepeaaHHbIX Kaapos;

« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanocb pacwmdgposatb (WEP).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHUSIX, CreHePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.

HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click "Refresh™ button to refresh the page.

Refresh

Ernail Alert Status : up
Number of Email Sent : 249
Number of Email Failed 1

Time Since Last Email Sent @ Tue Apr 20 10:53:42 2021

+ Email Alert Status — cTaTyc pab0Tbl ONOBELLEHMS N0 3/1EKTPOHHO NoYTe 0 paboTe ycTpolicTBa:
+ Up - onoBeLyeHne BK/THOYEHO;
+ Down - onoBeLLeH1e BbIK/THOUEHO.
Number of Email Sent — obLiee KonM4ecTBO COOBLLEHNIA, OTNPaBNEHHbIX HA AAaHHbIi MOMEHT;
Number of Email Failed — obLee Konn4ecTBo COOBLLEHNIA, KOTOPblE ObIIM NOTEPSIHbI, HA AAHHbI
MOMEHT;

« Time Since Last Email Sent — pata n Bpemsl OTnpaBkun NOCAeAHEro CoobLLEHMS.

[nsi 06HOBNEHMS UHPOPMALN HA CTPAHNLE HaXXMUTE KHOMKY «Refreshy.
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modify Ethernet (Wired) settings

Hosthame WOP-2ac (Range : 1 - 63 characters)

Internal Interface Settings

MAC Address A8:F9:4B:B7:ED:60

Management VLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAN ®' Enabled Disabled

Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type DHCP \d

Static IP Address 192 |.|168 .1 . [10
Subnet Mask 255 . 1255 . 1255 .10

Default Gateway 192 . |168 .1 . |254

DNS Nameservers ® Dynamic Manual

Click "Update™ to save the new settings.
Update

+ Hostname — ceTeBoe ums ycTpoincTea. MoxeT cogepxatb 0T 1 40 63 CMMBO/IOB 1 COCTOATb U3:
NaTUHCKMX 3arnaBHbIX 1 CTPOYHBIX BYKB, LMdp, 3HaKa aedumc «-» (06paTuTe BHUMaHMWE, 4To Aedmc He
MOXET 6bITb NOCNEAHNM CMBOSIOM B CETEBOM MIMEHM YCTPOiicTBa!);

* MAC Address — MAC-agpec Ethernet-nHtepdelica ycTpoiicTBa;

+ Management VLAN ID — naeHtudpmkatop VLAN, ncnonb3yemsblii Ans Aoctyna K ycTpoinctsy. MNpuHumaet
3HadeHnsa ot 1 go 4094. Mo ymonyanuio — 1,

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B koTopoM gobasnsietca VLAN-Ter ans
BXOAALLEr0 HETEMMPOBAHHOIO Tpaduka u cHUMaeTcs yctaHoBneHHbIi VLAN-Ter ¢ ncxogsawero:

+ Enabled — BknounTb access-pexum LAN-NopToB;

* Disabled — BbikntounTb access-pexxum LAN-NopToB;

« Untagged VLAN ID — ngenTtudpmkatop VLAN, KOTOpbIil 6yAeT Ha3Ha4YeH HETErMPOBaHHOMY TpaduKy,
NoCTynawLemMy Ha YCTPONCTBO, U CHAT C UcxogsaLLero Tpaduka. NpuHumaeT 3HadeHus ot 1 go 4094. Mo
ymMo/si4aHuo — 1;

+ Connection Type — BbI6Op cnocoba ycTaHOBKM IP-agpeca Ha ynpasnstolem nHtepderice, no KOTOpomy
byneT ocyuecTBnaTbea nogkntodeHne WAN-uHTepdelica ycTpolicTea K CETU NpefocTaBneHns yenyr
nposangepa:

+ DHCP - pexxum paboThl, Npy KoTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, LW/03 no
YMOJIHaHMIo 1 Apyrve napameTpbl, Heoo6xoanmble 418 paboTbl B ceTun, 6yayT nosyyeHsl or DHCP-
cepBepa aBToMaTn4ecky;

+ Static IP — pexum paboThbl, pn KoTopom IP-agpec n Bce Heobxoaumble ceTeBble NapaMmeTpbl Ha
WAN-uHTepdheiic HazHavaroTcsa ctatuyecku. Mpu Boibope Tuna «Static IP» ans pegaktnposaHus
CTaHyT AOCTYMHbI Cneyrolme napameTpbl:

« Static IP Address — IP-agpec ycTpolicTBa B CETU NpoBaigepa;
+ Subnet Mask — macka BHelLUHel noaceTy;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6
Management IPv6
IPvE Connection Type DHCPvE v
IPvE Admin Mode Enabled '® Disabled
IPv6 Auto Config Admin Mode Enabled ® Disablad
Static IPv6 Address i (300000000000 X000 X000 000 X000
Static IPv6 Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPvE Autoconfigured Global Addresses
IPv6 Link Local Address

Default IPvE Gateway o (2000 20000 20000 X000 X000 X000 00K XXXX )
IPvE DNS Nameservers ® Dynamic Manual
(3000000000000 30000 00000000000 XXX )

{XXXX!XXXX! RN SR RO RO N }E){)()()

Click "Update™ to save the new settings.
Update

« IPv6 Connection Type — BbI6Op MCNob30BaHUsi cTaTuueckoro IPv6-aapeca ycTpoiicta (Static IPv6) unu
AnHamuyeckoro (DHCPv6);
+ IPv6 Admin Mode — gocTyn K yCTpOICTBY No npotokony IPv6:
« Enable — pocTyn paspelleH;
+ Disable — pocTyn 3anpeLuieH,;
* IPv6 Auto Config Admin Mode — pexum aBToKoHurypupoBaHus IPvée-aapeca:
« Enable — ncnonb3syetcs;
+ Disable — He ncnonb3yeTcs.

Mpwn yctaHoBke Tuna «Static IPv6» B napametpe« IPv6 Connection Type» ona penakTmpoBaHus CTaHOBATCA
AOCTYNHbIMW CneaytoLme napameTpsbl:

« Static IPv6 Address — ctatuyeckuii IPvb-agpec yctpoiicTBa. Touka AocTyna MOXeT UMEeTb CTaTuyeckuii
IPv6-agpec, naxe ecnuv agpeca yxe Obln HACTPOeHbl aBTomaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedkc ctatudeckoro IPv6-aapeca. MpuHumaet 3HaveHme ot 0 Ao
128. Mo ymonuaHuio — 0;
« Static IPv6 Address Status — npocmoTp paboyero cratyca ctaTuiyeckn cKkoHdmrypmpoBaHHoro IPvé-
agpeca, NpMHUMAET 3HAYEHNS:
+ Operational — TeKyLMiA AeACTBYOLLNIA;
+ Tentative — pe3epBHblIil.
* IPv6 Autoconfigured global Addresses — cnucok aencTsytouimx IPvé-aapecoB Ha yCTPONCTBE;
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* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBNeHHbI Ha LAN-nHTepdeiice. [laHHbln agpec
He KOHJIUIyprpyeTca 1 Ha3HaYaeTca aBToMaTUyeCcKy;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;
+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka gaHHOro oyHKLMOHaNa Nno3BosieT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU
IPv6-xocTtamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enzbled ® Disabled

ISATAP Capable Host isatap (000000000000 / Hostname max 253 characters, Default: isatap)
ISATAP Query Interval 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interval 120 sec. (Range: 120-3600, Default: 120)

&
ISATAP IPwE Link Local Address
ISATAP IPvE Global Address

Click "Update”™ to save the new settings.

Update

ISATAP Status — pexum paboTbl npoTokona ISATAP:
+ Enabled - pa3pelueHa pabota no npotokony ISATAP;
+ Disabled - 3anpelleHa pa6oTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec nnn DNS-ums mapupytmnsatopa ISATAP. 3HaueHre No yMONYaHuo —
isatap;
+ ISATAP Query Interval — nutepBan Bpemenun mexay DNS-3anpocamu. MprHumaeT 3HaveHne ot 120 go
3600 cekyHa. Mo ymonuaHuio — 120 cekyH,
+ ISATAP Solicitation Interval — nHTepBan BpeMeHn mexay Coo6LeHNs MM onpoca MapLupyTmM3aropa
ISATAP. MpuHumaet 3Ha4veHns ot 120 go 3600 cekyHA. INo ymonyanuio — 120 cekyHp;
« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-afpec yCTpoOCTBa;
« ISATAP IPv6 Global Address — rnobanbHbliit IPv6-agpec ycTpoiicTBa.

[na BCTyNneHns B cUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCHMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».
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4.5.4 TMopmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbINoNHATCA HACTpoOlikn 6ecnposogHoii Wi-Fi ceTn. YCTpoicTBo umeet 2
He3aBNCMMbIX (PU3NYECKMX paanonHTepdelica, KaxXabli U3 KOTOPbIX paboTaeT B CBOEM peXUME 1 Anana3oHe.
Radio 1 pa6otaet B gnanasoHe 5 'y, Radio 2 B gnanasoHe 2.4 .

B npefcTaBneHHOM pasfene MeH NpUBOANTCS pasfe/ibHasi HAacTpolika A5 KaxXAoro pagvonHTepgerica.

Modify wireless settings
Country Russia hd

Transmit Power Control On v
TSPEC Violation Interval 300 {Sec, Range: 0 - 900, 0 Disables)

Global Isolation v

Radio Interface * on Off

MAC Address E0:D9:E3:7B:70:00
Mode IEEE 802.11a/n/ac ¥
Channel Auto hd
Airtime Fairness * on Off
FBWA on & off
Extended Channels on % Off
Radio Interface 2 * on Off

MAC Address E0:D9:E3:7B:70:10
Mode IEEE 802.11b/g/n hd
Channel Auto hd
Airtime Fairness * on Off

Click "Update™ to save the new settings.

Update

+ Country — Ha3BaHWe CTpaHbl, B KOTOPOI paboTaeT Touka AoCcTyna. B 3aBUCMMOCTM OT yKasaHHOTo
3HaYeHUs ByayT NPUMEHEHbI OrPaHMYEHMs K NOM0CE YacTOT 1 MOLLHOCTM NepeaaTyrka, KoTopble
LEVCTBYIOT B JaHHOV cTpaHe. OT YCTaHOB/IEHHOM CTPaHbl 3aBUCUT CMUCOK JOCTYMHbIX YAaCTOTHbIX
KaHaJ10B, UTO B/IMSIET HA aBTOMAaTUYeCKUi BbIGOP KaHana B pexume Channel = Auto. Ecnm kmeHTckoe
060pyao0BaHMe NMLEH3MPOBAHO A/19 UCMOb30BaHUS B APYTOM PErioHe, BO3MOXHO, YCTaHOBUTb CBSI3b C
TOYKOI AOCTyNa B TaKOM C/ly4yae He yaacTcs.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6G/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

« Transmit Power Control — HacTpoiiKa pexuma orpaHuyeHns napametpa Transmit Power Limit:

+ On — makcumanbHoe 3HayeHne SVNM orpaHuymMBaeTca B COOTBETCTBUN C 3aKOHOA4ATE/IbCTBOM
P® 1 He npeBbiwaeT 100 MBT (16 ABM 13nyyaemoii nepeaaTynkom MOLWHOCTY A5 AvanasoHa
2.4TTu, 19 gBM nsnyyaemoii nepeaaT4NKom MoLWHOCTM — Ansa 5 Iru).

+ Off — makcumanbHoe 3HadveHne UM orpaHnymnBaeTcs OU3NYECKMMUN XapakTepucTnkamm
nepegaruvka [ns scex yctpoincts WOP-2ac, makcumasnbHoe 3HadeHne VM gna gnanasoHa 2.4
Mu — 18 gbm, ana gnanasoHa 5 Iy, — 21 gbm.

« TSPEC Violation Interval — nHTepBan BpeMeHN B CEKYHAAX, 3@ KOTOPbIA TOYKa AOCTYyNna A0/MKHA
COO06LMTL Yepes XypHan cobbiTuii uin nocpegctsom SNMP-trap 0 npycoeguHEHHbIX KNMEeHTax,
KOTOpble He NoAdepXuBatoT 0b6s3aTesibHble npoueaypb! gonycka. NpuHumaeT 3HadeHre ot 0 go 900
cekyHn. Mo ymonuaHuio — 300 cekyHg,

+ Global Isolation — npn ycTaHOBNEHHOM gonare BKAOUYEHA U30M1ALMA Tpadvka Mexay KIMeHTaMu pasHblix
VAP 1 pasHbIX pagnonHTepdeincos;

* Radio Interface — cocTosiHMe pagnounHTepdelica:

+ On — Npu yCTaHOB/IEHHOM chnare pagnMovHTepdIEeCc akTUBEH;
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+ Off — npn ycTaHOBNEHHOM (hriare paavonHTepdenc BbIK/HOUEH.

* MAC Address — MAC-agpec pagnonHTepdeiica;

* Mode — BbiGOp pexnma paboTbl 6ecnpoBogHOro nHTepdelica cornacHo ctaHgaptam IEEE 802.11;

+ Channel - Homep KaHana gnsa paboTbl 6ecnpoBoAHON ceTu. MNpu BbIGope 3HaYeHns «auto»
aBTOMaTU4ecKkn onpeaenseTcs KaHaa ¢ MeHbLUMM YPOBHEM MOMEX;

+ Airtime Fairness — pyHKUMs 3OUPHON pagmMofoCTyMHOCTH:

+ On — nNpu ycTaHOB/IEHHOM ¢hnare (pyHKUMA akTuBHaA. DUpHOE BPpEMSA paBHOMEPHO
pacnpegensertca Mexay nonb3osarensamu;
+ Off — oyHKUMA BbIK/OYEHA.

* FBWA — nponpueTtapHas TeXHO/10ru1sl, N03BO/IA0WANA BbloMpaTtb ANs npyemMa v nepefayn AaHHbIX
LEHTpaU/IbHYI0 4YacToTy, a He YCTaHOB/EHHbI kaHau no ctaHaapTam IEEE 802.11. Mo ctaHgaptam IEEE
802.11 management 1 data Tpadmk MOXeT 1CNONb30BaTb Pa3Hyo LEHTPasIbHY0 YacToTy (aKTyaslbHO
TONBbKO NPU MCMOIb30BaHUM WNPUHBLI KaHana 40/80 MIw).

+ On — TEXHONOTUA BKHOYEHS;
+ Off — TexHonorus BbIKNOYEHA.
+ Extended Channels — npu BKNOYEHWUN OAHHOTO NapamMeTpa, CTaHOBATCA AOCTYMNHbI 415 BbiI6opa 4acToThl

c warom B 10 MI'y, ecnu B HaCTpoiikax paanovHTepdheiica BbiICTaBIEHO 3HAYEHME WMPVHbLI KaHana
(Channel Bandwidth) 20 MTI'w;

* On — BKJ/THOYEHO;
 Off — BbIK/QYEHO.

[ns BCTynneHus B cuy HOBOW KOHMUIypauun 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoii Wi-Fi cetn ans kaxgoro
pagnovHTepdelica.

Modify radio settings
Radio

Status @ on O off

Mode |IEEE 802.11a/n/ac v

Channel [Auto ~]

Channel Update Period

Limit Channels
Channel|{ 36 | 40 |44 | 48 |52 |56 | 60 |64 |132|136(140|144|149(153|157(161| Al

Use Oogo|oo|o|ojo|O

Channel Bandwidth

Primary Channe

Transmit Power Limit (dBm, Range: 10 - 18]
Transmit Chain Al AZ

Advanced Settings

TSPEC Settings

Click "Update” to save the new settings.
| Update |

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nitepdpelica. Radio 1 pabotaet B gnanasoHe 5 'y, Radio 2
paboTtaeT B gnanasoHe 2.4 I'Ty;

+ Status — coctosiHue koHdurypupyemoro Wi-Fi nitepdpelica:
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+ On - npu yctaHosnieHHoM chnare Wi-Fi nHTepdpelic BkoyeH;
+ Off — npn yctaHoBneHHoM chnare Wi-Fi nHTepcpeiic Bbik/oueH;

* Mode - BbI6Op pexrma paboTbl 6ecnpoBOAHOr0 MHTepdeiica cornacHo ctaHgaptam IEEE 802.11:
+ [Ans Radio 1, pa6oTatowem B gnanasoHe 5 M

+ |EEE 802.77a — 4acTOTHbI gnanasoH 5 'y, MakcuMasibHas CKopocTb nepegayn 54 Mout/c;

* IEEE 802.171a/n/ac — 4acTOTHbIn AgnanasoH 5 Ny, MakcumasibHasi ckopocTb nepegayn 1300
MéuT/c;

« IEEE 802.11n/ac — 4acTOTHbIN gnana3oH 5 'y, MakcMManbHas ckopocTb nepegayun 1300
M6uT/c. BO3MOXHO NOAKNIOYEHME KIMEHTOB TOMBKO C NOAAEPXKKON cTaHaapTa IEEE
802.11n/ac;

+ [Ona Radio 2, paboTtatouwem B agnanasoHe 2.4 I'u;

*+ |EEE 802.11b/g — 4acTOTHbIN AnanasoH 2.4 I'Tu, MakcumasibHas CKopocTb nepegayun 54
MéuT/c;

+ |EEE 802.11b/g/n — 4acTOTHbIN Anana3oH 2.4 T, MakcMasibHas ckopocTb nepegayn 450
MéuT/c;

* 2.4 Ghz IEEE 802.11n — 4acTOTHbIA Anana3oH 2.4 Ty, MakcMMasibHas CKOpoCTb nepesayu
450 M6uT/C. BO3MOXHO NOAK/IOYEHNE K/TMEHTOB TO/IbKO C Noaaepxkoli ctaHaapTta IEEE
802.11n;

+ Channel - BbIboOp pagnokaHana gnsa pabotbl Wi-Fi nHtepdpeiica. Mpu Boibope 3HaveHns «Auto»
aBTOMAaTMYECKMN ONpeaensieTcs 1 BbICTaBNSAETCS HaMeHee 3allyM/IEHHbI KaHas (C yYETOM 3aaHHOTO
pervioHa), Ha KOTOPOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;

+ Channel Update Period — nepnog BpeMeHH, Yepes KoTopblii 6yAeT NponcXoanTb aBToBbIGOP
ONTUM&JIbHOTO KaHana;

+ Limit Channels — cnncok kaHas10B, 3 KOTOPbIX TOYKa AOCTYNa MOXET BblopaTb ONTUMaUIbHbIA AN
paboTbl KaHaUu1 B pexnme «Autoy;

+ Channel Bandwidth — wmpunHa nonockl NponyckaHus;

* Primary Channel — napameTp MOXET 6bITb U3MEHEH TOMLKO Npw WnpuHe kaHana (Channel Bandwidth)
pasHoli 40 MI'y,. Kanan 40 MI', MOXHO cuMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyart B 4acTOTHOM o6nactu. 911 ABa KaHasia no 20 MI'y, Ha3biBalOT NEPBUYHLIM U BTOPUYHBIM
kaHanamu. NMepBUYHbIA KaHas ncnonb3yetcs kaeHTammn ctaHgapTa IEEE 802.11n, koTopble
NoA4ePXMBAOT TOMbKO MOJI0CY nponyckaHua kaHasia 20 MIy;

* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My
+ Lower — nepBMYHbIM KaHa/10M ByaeT HMxHWUIA KaHan 20 MITy, B nonoce 40 MIu.

+ Transmit Power Limit — perynupoBska MOLLHOCTK curHana nepegatuvika Wi-Fi B gbm.

* [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpUHUMAaET 3HaYeHue:

* B AnanasoHe 2.4 'y (Radio 2) — ot 8 go 16, no ymonuyaxuto — 16;

+ B AgnanasoHe 5y (Radio 1) — ot 1 go 19, no ymonuyaxuto — 19.

* [pwu oTkItO4eHHOM pexxume Transmit Power Control napameTp NpYHUMAET 3HaYeHUS:

* B AnanasoHe 2.4 'y (Radio 2) — ot 8 go 18, no ymonuyaxuto — 18;

+ B AgnanasoHe 5y (Radio 1) — ot 1 go 21, no ymonuyaxuto — 21.

« Transmit Chain — donarv akTMBHOCTM aHTEHH. Npu yCTaHOB/IEHHOM (h/iare COOTBETCTBYHOLLLAS
aHTEeHHa BKJ/TOYeHa.

© KnueHtckme Wi-Fi ycTpoiicTBa MOTYT He NogAepX1BaTb HEKOTOPbIE YACTOTHbIE KaHasbl. Ecnn HeT
MHopMaLMK O KaHanax, NoaaepXKuBaemMbIxX KIiMeHTaMy, pekoMeHayeTcsa HasHadyaTb YacToTHbIe
kaHanb! 1-11 ana gnanasoHa 2.4 'y n 36-48 gna ananasoHa 5 Iy,

o Mpwn ycTaHOBKe YacTOTHOro kaHana u3 DFS-gnanasoHa 52-144 skntoyeHne nHtepdeiica Wi-Fi
MPOVCXOAUT Yepe3 1 MUHYTY.
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DBSS Comxisiance L

OFS Suppart L= L

Mulsicom.ain Requisiary Mode Enatie

Short Guard merval Supporied Mo w

STEC Mode BaRa W

Proteciian Aapn

Bancon imeresl 100 |{Msec, Rangs: 20 2000)

OBSS Coexistence — peXvm aBTOMaTMYECKOM CMEHbI LUMPYHbI KaHana ¢ 40 MI'y, Ha 20 MI'y, npwu
3arpy>XeHHOM pagunoadmpe:

+ On — Npu yCTaHOB/IEHHOM dh/1are PeXxunm BK/OYEH;

+ Off — npy ycTaHOBNEHHOM (priare pexxvM BbIK/HOYEH;
DFS Support — mexaHn3M gUHaMMYeCcKOro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPOICTB
CKaHVMpoBaTb paanMoadmnp n nsberaTb UCNOIb30BaHUS KaHa/10B, COBNAZAoLLMX C KaHaslaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 ML AnanasoHe. MNone 4OCTYNHO A8 pefakTMpoBaHus
TONbKO B HacTpolikax Radio 1, pa6oTatowiem B gnanasoHe 4actoT 5 Ty, MapameTp MOXeT NpuHUMaTb
3HaYeHUs:

+ On — Npu yCTaHOB/IEHHOM dhlare NoA4ePXKKa MEXaHN3Ma BK/IOUEH];

*+ Off — npn ycTaHOBNEHHOM (hriare nogaep)Xka MexaHu3ma BbIK/THYeHa,;
Multidomain Regulatory Mode — pexum nepegayn ycTpoincTBOM MHGOPMALUN O BbiICTaB/IEHHOM
pernoHe B cnyxebHbIX coobLeHnsx Beacon frame:

* Enable — pexum BKNHOYEH;

* Disable — pexvM BbIK/OYEH,;
Short Guard Interval Supported — nogaepxka yKOPOYEHHOTO 3alUTHOIO MHTEpBasia. YMEHbLUEHNE
3aLUMTHOro MHTepBasia yBesimumMBaeT NPoMyCKHY CNOCOBHOCTL. [one 4OCTYNHO A4/19 pefakTMpoBaHus,
NP YC/I0BUM, YTO BblOpaHHbIA pexnm paboTbl paanonHTepdenca BkoyaeT B cebs ctaHaapT IEEE
802.11n. MapamMeTp MOXET NPUHMUMATb 3HAYEHUS:

+ Yes - Touka goctyna nepegaeT AaHHble, ncnonb3ys 400 HC 3alMTHBIA MHTepBa NPy 06LLEHUN C

KNMeHTaMu, KOTopble Takke NOAAEPXKMBAIOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ No - Touka goctyna nepegaet gaHHble, ncnonb3ys 800 HC 3aLUTHbIV UHTEepBaN;
STBC Mode — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHWS, HaNpPaBEHHbIN Ha
NOBbILIEHNE HAAEXHOCTU Nepefayun faHHbIX. [1one gocTynHo AN1A pegakTMpoBaHus, Npy YCI0BUK, YTO
BblGpaHHbIi pexxnm paboTbl pagnonHTepdelica BkNtovaeT B cebst ctaHgapT IEEE 802.11n. MNapameTp
MOXET NPUHMMaTb 3HAYEHUS:

+ Yes - Touka gocTyna nepegaeT OAuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;

+ No — Touka gocTyna He nepefaet OAUH M TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH;
Protection — pexum paboTbl NpeoTBpaLLEHNA MEXCTAHUMOHHON UHTephepeHLmn:

+ Auto — pexum BK/IOYEH;

+ Off — pexxvm BbIK/OYEH,;
Beacon Interval — nepnog NocbIsIkK1n MasiukoBbIX hpeimoB. Pperimbl nepeaatoTcsa Ans 06HapyXeHus
TOUKM gocTyna B achmpe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuo — 100 mc;
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DTIM Peiad [= [ (range: 1.2

Fragmenssan Thoeshaid |?| (Riange: 2562340, Even Numbers)
ATS Threshaid |?| [Range: 0-07337)

Mapdmum Stafions |?| [Rangs: 0-200)

VLAN List |—| A Aemave Ssisctsd

[Fange: 14094, 30 wian-ids ma)

Fixed Mullicasi Raie Sapn b=

Frame-bursi Suppaori Ol % | [Boosis Downsiream Throughoud]

DTIM Period — nHTepBas BpeMeHW nepes OTNPaBKoi curHana 6ecnpoBogHOMY KMEHTY, Haxo4saLwWwemycs
B CMALLEM pexnme, AN COOOLEHNS 0 TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. [NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

Fragmentation Threshold — nopor coparmeHTaumm dperima B 6aintax. MapameTp NPMHUMAET 3HAYEHUS OT
256 o1 2346. No ymonyaHuio — 2346;

RTS Threshold - yka3blBaeT unicno 6aiiT, yepes KOTOpoe NnocbliiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CMNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp npuHuUmaeT 3HavyeHus ot 0 go 2347. Mo ymonyanuio — 2347,

Maximum Stations — MakCMasibHO AONYCTUMOE YMC/I0 NOAKNIYAEMbIX K pagMonHTepdIency KIMEeHTOB.
MapameTp npuHmMmMmaeTt 3HavyeHus ot 0 go 200, rae 0 — orpaHuyeHne BbIKNOYEHO. Mo ymonyaHuio — 0;
VLAN List — cnucok VLAN, paspeLueHHbIX /15 nepegayn B agomp (MCnonb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, eCnv B CTOPOHY K/TMEHTCKOIO
YCTpPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKonbko. HacTpoiika akTyanibHa Ans pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B crniucke — 20;

Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOWM CKOPOCTM Nepefayn My/sTUKaAcTOBOro Tpadmka. Mpu
Bbl6Ope 3HayeHusa «Auto» BbIGOP CKOPOCTU BbINOSTHAETCHA aBTOMaTUYeCKY;

Frame-burst Support — pexm, No3BONALLMIA YBENNUYATL MPONYCKHY CMOCOB6HOCTL A/1S1 HUCXOASLLETO
MOTOKa;

DHCP Replication an »
ARP Suppression an W
DHCP Snooping Mode

VHT NS52 MCS50-MCS9 (58.5 - 780 Mbps)
VHT NS52 MCS0-MCS8 (58.5 - 702 Mbps)
VHT NS52 MCS0-MCS7 (58.5 - 585 Mbps)
VHT NS51 MCS0-MCS9 (29.3 - 390 Mbps)
VHT N551 MCS0-MCS8 (29.3 - 351 Mbps)
VHT NS51 MCS0-MCS7 (29.3 - 292.5 Mbps)

MCS Rate Set

Legacy Rate Sets

Rate (Mbps) saas[3s|24(18[12] 8 [ &
Supported
Basic OaQ ] [l

- ) . Rate Limit 50

|_| Broadecast/Multicast Rate Limiting )

Rate Limit Burst| 75

VHT Features [}
TSPEC Settings

« DHCP Replication — pennukaumsa DHCP-nakeToB B CTOPOHY KNMEHTa npu «on» — unicast, npu «off» —
broadcast;
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+ ARP Suppression — mexaHn3M KoHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpaBneHune noaMTukon o6paboTkm onuun 82:
* Ignore — Ha To4YKe [OCTyNa OTK/IYeHa 06paboTka onuun 82. 3HaYeHre No YMOMYaHWIO;
* Remove - Touka gocTyna yaanset 3HadyeHue onuum 82;
* Replace - Touka gocTyna noAcTaBnseT Uan 3aMeHseT 3HaveHre onuumn 82. MNpu ycTaHOBKe
[aHHOTO 3HaYeHUsA CTaHOBATCA AOCTYMHbLIMU [/19 PEeAaKTUPOBaHUA CneyroLne napameTpbl:
* DHCP Option 82 CID Format:
+ String — Touka goctyna meHset cogepxumoe Circuit-ID Ha 3HavyeHue, koTopoe
HacTpamBaeTca Bpy4Hyto B none «DHCP Option 82 CID String»;
+ APMAC-SSID - Touka goctyna meHsieT cogepxumoe Circuit-ID Ha 3anuck Buga <MAC-
agpec Toukn goctyna>;<ums SSID, K KOTOPOMY MOAK/TOYEH KNIMEHT>. 3HaYeHne No
YMOTYaHUIO;
+ SSID - Touka goctyna meHset cogepxmmoe Circuit-ID Ha nma SSID, k KoTopomy
MOAK/THOUEH K/INEHT.
* DHCP Option 82 CID String — 3Ha4yeHune oT 1 40 52 cMMBO/I0B, KOTOpPOe ByAeT nepegaBarbecs
B Circuit-ID B cnyvae, ecnm B napametpe «DHCP Option 82 CID Format» yka3aHo «String».
JlonyckatoTca TONbKO NaTUHCKME BYKBbI U LINIPBbI, 3HAKK «.», «-», «_»,

© Ecrus napametpe «<DHCP Option 82 CID Format» ycTaHOBNEHO 3HauYeHue «String» n
npwu atom none «DHCP Option 82 CID String» octasiocb nNycTbiM, TO TOYKa JoCTyna
o6ynet meHATb cogepxmmoe Circuit-ID Ha 3HavyeHne no ymonyaHuto: «kAPMAC-SSID».

* DHCP Option 82 RID Format:

+ String — TOYKa gocTtyna MeHseT cogepxnmoe Remote-ID Ha 3HaueHune, KoTopoe
HacTpauBaeTcs Bpy4Hyto B nosne «DHCP Option 82 RID String»,

+ ClientMAC - Touka gocTyna MeHsieT cogepxmnmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOro YCTPOMCTBA. 3HAaYEHME N0 YMONYaHUIO;

+ APMAC - Touka gocTtyna MeHsieT cogepxmmoe Remote-ID Ha cBoit MAC-aapec;

+ APdomain — Touka goctyna MeHsieT cogepxmumoe Remote-ID Ha nmsi nocnegHero no
[epeBy [OMeHa, ykaszaHHOro B napametpe AP-Location, nponnucaHHOro B HacTpokax
YCTPOWNCTBa;

+ DHCP Option 82 RID String — 3Ha4yeHune oT 1 0o 63 CMMBOIOB, KOTOPOE ByAeT nepeaaBaTbCs
B Remote-ID B cnyyae, ecnn B napametpe «DHCP Option 82 RID Format» ykazaHo
«String». jonyckarTcs TONbKO JTAaTUHCKME BYKBbI U LUMPbI, 3HAKN «.», «-», «_».

© Ecnv B napameTpe «<DHCP Option 82 RID Format» ycTaHOB/IEHO 3HaueHue «String» 1
npu atom nosie «kDHCP Option 82 RID String» ocTasiocb NycTbIM, TO TOYKa A0CTyna
6yaeT MeHATb cogepxmmoe Remote-ID Ha 3HaueHne no ymonyanmto: «ClientMAC».

* DHCP Option 82 MAC Format — napameTp onpegenset popmar Mak-agpecos, KOTopble
nepepatorcs B CID 1 RID. MoXeT npuHMMaTh 3Ha4YeHUS:
+ default - MAC-agpec nepegaetcsi B 06bIMHOM hopmMarTe, TakoM Xe, Kak B onuumu
"Client-Ethernet-Address" DHCP-naketa. B atom cnydyae MAC-agpec, kak npasusio,
NMEET HXHWUIA pernctp 6yKB, a B Ka4ecTBe pasgenutens BbicTynaet ":", Hanpumep
"aa:bb:cc:dd:ee:ff". B nakeTte oH 6yaet nepegasatbcs B ASCll-kogmpoBke. 3HaueHmne
N0 YMONYaHWIo;
* radius — MAC-agpec nepegaetcsa B RADIUS-chbopmarte. B aTom cnyyae Bce 6yKBbl
nepeBOAsATCA B BEPXHUIA PerncTp, B kKayecTse pasgenntens Boictynaet "-'. Mpumep:
"AA-BB-CC-DD-EE-FF". B nakeTte oH 6yaeT nepegasatbcs B ASCIlI-kogmposke.
* MCS Rate Set — BbI6Op nogfepXxuBaemblx kaHa/IbHbIX CKOPOCTe 6ecnpoBOAHON Nepefayn faHHbIX,
onpegensembix cneyndprkaymamm ctaHgaptos IEEE 802.11n/ac;
+ Legacy Rate Sets — nogaepxvBaemMble 1 TpaHCNPYEMble TOYKON A0CTyna Habopbl KaHasTbHbIX

cKopocTei;
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Broadcast/Multicast Rate Limit — npu ycTaHOB/IEHHOM ch/1are BbIMOIHAETCA OrpaHuyeHve nepegayv
LUMPOKOBeLLATEeNTbHOI0/My/IbTUKACTOBOIO Tpadmka no 6ecnpoBogHoli cetu. MNpu yctaHoBKe donara ans
pefakTUpPOBaHUA CTAHOBATCA AOCTYMHbLIMU CriefytoLue noss:

* Rate Limit — nopor ckopocTu nepegayn gaHHbix, nak/c. Mo ymonyanuto — 50 nak/c.;

* Rate Limit Burst — MakcMMasibHOE 3HaYeHue BCr/siecka Tpadvka, nak/c. Mo ymonyaHuo — 75 nak/

C.

VHT Features — dpyHKUMS BK/IOUYEHUS/BbIKIOYeHNUs nogaepxkm VHT ckopocTteit. PyHkuma VHT Bkaovaet
nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.

TSPEC Settings =
TSPEC Mode Off
TSPEC Voice ACM Mode Off v
TSPEC Voice ACM Limit | 20 | (Percent, Range: 0 - 90)
TSPEC Fbt Voice ACM Limit |o | (Percent, Range: 0 - 90)
TSPEC Video ACM Mode Off v
TSPEC Video ACM Limit 15 | (Percent, Range: 0 - 90)
TSPEC Fbt Video ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BE ACM Mode Off v
TSPEC BE ACM Limit |o | (Percent, Range: 0 - 90)
TSPEC BK ACM Mode Off v
TSPEC BK ACM Limit o | (Percent, Range: 0 - 90)
TSPEC AP Inactivity Timeout | 30 | ({Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout |3CI |(Sec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode Off »
Click "Update™ to save the new settings.
Update

[na nepexoga k HacTpoiike napametposB TSPEC, HaxXMuUTe KHOMKY C N306pakeHnem CMMBO/1a «+» HanpoTuB
«TSPEC Settings»:

TSPEC Mode - 8b160p pexxuma pabomsl TSPEC. Mo ymonyaHuto — off (Bbik/toueH). MoXeT npuHMMaTh
3HaYeHus:

+ On — To4yka focTyna obpabarbiBaeT Tspec-3anpockl OT K/IMEHTOB. ICnonb3yiiTe 3Ty HACTPOIAKY,
ec/I1 TouKa focTyna obpabatbiBaeT Tpadrk oT QOS-COBMECTUMbIX YCTPOMUCTB, TaKMUX Kak
ceptudmumpoBaHHble TenedoHbl Wi-Fi;

+ Off — TouKa gocTyna UrHopmpyeT Tspec-3anpockl OT KNIMEHTOB. VICNONb3yiiTe 3Ty HACTPOliKy, ecnmv
Bbl HE XOTUTE NCNosb30BaThb Tspec A1 Q0S-COBMECTUMbIX YCTPOUCTB.

TSPEC Voice ACM Mode - pernameHTUpyeT 06s13aTesbHbIli KOHTPOsb Aonycka (ACM) ans kateropumu
ronocosoro Tpaguka (Voice). Mo ymonuyaHuto — off. MoXxeT npuHMMaTh 3HaYeHus:

* On — KIMEeHTy TpebyeTcsa OTNPaBuTb 3arnpoc K TOUKe A0CTyna nepes oTnpaskoin Unm nosyvyeHnem
NnoToKa ronocoBsoro Tpaduka Voice;

+ Off — KNMEHT MOXET OTNPaBAATL U NONyYaTb r0/10COBOI Tpaduk Voice, He Tpebys 4onycKkaeMoi
Tspec; Touka gocTtyna urHopupyert 3anpocel Voice Tspec OT K/IMEHTOB.

TSPEC Voice ACM Limit — onpegensieT npegen oobema Voice Tpaduka. MNapameTp npuHUMaeT
3HadveHns ot 0 4o 90%. Mo ymonyauuio — 20%;

TSPEC FBT Voice ACM Limit — onpegensieT BepxHuii npegen obbema Voice Tpadmka an1si KIMEHTOB B
POYMUHre Ha faHHOM TouYKe AO0CTyna C NOMOLLbIO 6bICTporo nepexoga BSS. MapameTp npuHumaet
3HayeHus ot 0 go 90%. Mo ymonyanuio — 0%;
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+ TSPEC Video ACM Mode — pernaMeHTUpyeT 06s3aTe/bHbIii KOHTPOsb gonycka (ACM) ans kateropum
Video-Tpadhmka. Mo ymonuyaHuto — off. MoxeT npuHMMaTh 3Ha4YeHNS:

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTnpasBKov Un NonyyeHnem
notoka Video-Tpaduka;
« Off — KNNEHT MOXET OTNpaBnATbL U nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpaduka. NMapametp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuo — 15%;

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuin npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUHIe Ha 3TOI Touke A0CTyna ¢ NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHns ot 0 go 90%. Mo ymonyaHuio — 0%;

« TSPEC BE ACM Mode — pernaMmeHTUpyeT 06513aTe/bHblli KOHTPO/b Aonycka Ans kareropun Best Effort
Tpadmka. Mo ymonuyaHuio — off. MoXeT npvHNUMaTh 3HaYEHUS:

+ On — KIMEeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AocTyna nepes oTnpasBKov Uin nonyyeHnem
notoka Tpadmka kateropum Best Effort;

+ Off — KNNEHT MOXET OTNPaBNATbL U NoNyyaTb Tpaduk kateropun Best Effort, 6e3 HeobxoaMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gna
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTporo nepexoga BSS. Mapametp
npuHumaeT 3HaveHusa ot 0 o 90%. Mo ymonyaxumio — 0%,

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/IbHbIii KOHTPOb A0MyCKa ANs KaTeropum
Background-tpacuka. Mo ymonyanuio — off. MoXeT npuHMMaTh 3Ha4YEHS:

+ On — KMeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadmka kateropum Background;

« Off — KNMMEHT MOXET OTNPaBNATL U NosyyaTb Tpadmk kateropum Background 6e3 Heo6xoanMocCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTpOro nepexoga BSS. Mapametp
npuHumaeT 3HaveHus ot 0 o 90%. Mo ymonyaxumio — 0%,

* TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro, ByAyT yAANATLCA HEAKTUBHbIE K/IMEHTDI
c Toukn goctyna (nposepsietca notok downlink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c. Mo
ymonuyaHuio — 30 cekyHz,;

+ TSPEC Station Inactivity Timeout — BpeMs, N0 UCTEUYEHNIO KOTOPOro, byayT yaAanATbCs HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcst noTok uplink). MapameTp npuHMmaeT 3HadveHns ot 0 go 120 c.
Mo ymonuanuio — 30 cekyHz,

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4TOo6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatomx B AKM.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbinoAHAETCS HAcTpoiika naaHMpoBLuKa paboTel Tovek gocTyna. C NoMOLLbo
HacCTpOeK JaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro pagnonHtepderica nm
BMPTYasibHOM TOYKM AOCTYMNa.

Scheduler Configuration

Global Scheduler Mode: ®) Enable Disable

Scheduler Operational Status
Status: up

Reason:| IsActive

Scheduler Profile | |(Rangerl-32
chars)

Rule Configuration
Select Profile test W Remove

Set Schedule Daily
& Weekday
Weekend
On | Sunday hd
Start Time | 08 % | :| 00 ¥ End Time | 20 ¥ |: | 00 ¥

Add Rule
Profile Name  Rule ID Day of the Week Start Time End Time

test--?--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — Bk/ito4eHVe/BbIK/THOYEHWE NIAHUPOBLLMKA:
+ Enable — npu yctaHOBNEHHOM doiare NaaHNpPOBLLMK BK/HOYEH,;
* Disable — npn yctaHOBNeHHOM donare njiaHNpPOBLUUK BbIK/THOUEH.

Scheduler Operational Status — B pasgene npmBoanTcs MHhopMaums 0 COCTOAHUM PaboTbl NIAHNPOBLLMKA:

- Status — cTaTtyc paboTbl N1aHnpoBLuKa. MNapameTp npuHUMaeT 3HadeHust Up (BkntoueH) unm Down
(BbikntoueH). Mo ymonuaxuio — Down;
* Reason - gononHuTenbHas MHhopmaums 0 COCTOAHUM paboTbl NIaHUPOBLLMKA:
* IsActive — B paboyeM COCTOAHUY,
+ ConfigDown — NNaHNPOBLUMK BbIK/THOYEH, OTCYTCTBYHOT 106a/IbHble HACTPOIKY;
+ TimeNotSet — NnNaHMPOBLLMK BbIK/IHOYEH, HA YCTPOMNCTBE HE YCTAHOB/IEHO CUCTEMHOE BPEMS;
* ManagedMode — NnaHWpOBLLVK BbIK/THOYEH, YCTPONCTBO HAXOAUTCA B PEXNME ynpaBneHus.
+ Scheduler Profile — imsa co3gaBaemoro npoganns nnaHMpoBLMKa. MoxeT cogepxaTtb oT 1 go 32
CMMBOJI10B.

[ns po6asneHns npocunsa B cuctemy ykaxute nms B none «Scheduler Profile» n Haxmute kHonky «Add».
Rule Configuration — B pa3zgene BbINONHSETCS HACTPOIKa NnapaMeTpoB NPOUASA NIaHNPOBLUMKA:

+ Select Profile — nmsa co3gaHHOro paHee Nnpogns, 418 KOTOPOro 6yaeT BbINOHATLCA HACTPOiKa
napameTpos;
+ Set Schedule — peHb Hegenv paboTbl NNAHNPOBLLMKA. MapamMeTp MOXET NPUHUMAaTb 3HaYeHue:
* Daily — exxeHeBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIxOAHbIE AHMK;
+ On — onpepfeneHHblid AeHb Heenu, BbiIbop OCYyLLEeCTB/IAETCA U3 BbiNagatoLllero cnucka. Moxet
npuHMMaTh 3HavyeHune: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday.
+ Start Time — BpeMs BKIOYeHUsA pagnonHtepderica nnn VAP. 3agaetcs B BUAE YaCbl:MUHYTbI;
+ End Time — BpeMs Bblk/oUeHus pagnovnHTepderica nnm VAP. 3agaetcs B BUAE YaCbl:MUHYTbI.
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[N coxpaHeHus HOBOTO Npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsa yaaneHusi npaeuna BbIGEPUTE NPaBUIO B CMIUCKE N HAXXMUTE KHOMKY «Remove Rule».

[nA n3MeHeHns HacTpoeK npaswa BbibeprTe NpaBnio 1 HaxmuTe kHonky «Modify Rule».
[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINO/IHAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnn pagnonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status
1 ' up

2 b up

Radio | 1 w

VAP Scheduler Profile Operational Status
] test w up

1 e down
2 W down
3 w down
4 ~ down
3 b down
6 v down
7 b4 up

] ~ down
9 b down
10 ~ down
11 w down
12 w down
13 w down
14 v down

15 W down

Click "Update" to save the new settings.
Update

B cton6ue «Scheduler Profile» HanpotnB Homepa Radio nnn VAP, K KOTOpOMY HEOGX0AMMO NPUMEHNUTb
CO3/laHHOEe paHee NPaBW/Io M/IaHMPOBLLMKAE, yCTaHOBUTE MMS NPOCNISA M/IaHMPOBLLMKA.

3HauveHus B ctonbue «Operational Status» HOCAT MHDOPMALMOHHBLIV XapakTep 1 yKasbiBatoT Ha CTaTtyc, B
KoTopom Haxogutcs VAP nnn pagnonHTepdeinc Toukm gocTtyna: up — BK/IoYeH, down — BbIK/IHOYEH.

[na BCTynneHns B cuy HOBOW KOHUIypaLum 1 3aHeCEHNsi HACTPOEK B SHEProHe3aBNCMMYH0 NamMsiTb
Haxkmute KHomnky «Update».
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4.5.8 MopgmeHo «VAP»

B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb
CKOHGMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings

RADIUS Domain:
RADIUS IP Address Type: @ 1pyv4 O IPvG
RADIUS IP Address: 192.168.1.1
RADIUS IP Address-1:
RADIUS 1P Address-2:
RADIUS IP Address-3:
RADIUS Key:  [weeweees
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enable RADIUS Accounting

Radio [1v]
VAP Enabled VLAN ID SSID Broadcast SSID Station Isclation Band Steer B802.11k DSCP Priority VLAN Trunk General Mode General VLAN ID Maximum Stations VLAN Priority Security MAC Auth Type
0 [Etex var m] =] & =] | €
WPA Versions: [ wpa-TKIP WPA2-AES
[ Enable Pre-authentication
MFP Mot Required (O capable
[ Use Global RADIUS Server Settings
RADIUS Domain:
RADIUS IP Address Type: @ 1pva O 1Pve
RADIUS IP Address:

e
B
T —

- =
RADIUS Key-1: 1
RADIUS Key-2: |
RADIUS Key-3: |

[CJ Enable RADIUS Accounting

Active Server: RADIUS IP Address ¥

Broadcast Key Refresh Rate |0 (Range:0-86400)

Session Key Refresh Rate |0 (Range:30-85400, 0 Disables)

1 O 1 Virtual Access Point 1 i 0 4

Global RADIUS Server Settings — B pasgene BbINO/HAKTCA r106asibHble HACTPOkK aBTopmnsaumm no RADIUS-
MpPOTOKONY:

* RADIUS Domain — nomeH nonb3oBaTens;

* RADIUS IP Address Type — Bbi6op npotokona IPv4 unu IPv6 ana goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHOCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl dyayT OTNPaBNATLCA Ha pe3epBHble cepBepa ykasaHHble B nonsax RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. Mpu HeAOCTYNHOCTN OCHOBHOIO
RADIUS-cepBepa 3anpockl 6yayT OTNpaBisaTbCA Ha pe3epBHbIE;

* RADIUS Key - naponb gn1a asTopm3saumm Ha ocHoBHoMm RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 — naponv ansa astopusaunn Ha pesepsBHbix RADIUS-cepsepax;

* Enable RADIUS Accounting — npu ycTaHOBNEHHOM dhnare 6yayT OTNpaBAsATbCA coobLieHnsa «Accounting»
Ha RADIUS-cepsep.

HacTpolika BUpTya/ibHbIX TOUEK gocTyna:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOTOpoMm Heobxoaumo HacTpouTb VAP. Radio 1 — HacTpoiika VAP
B AnanasoHe 5 Ty, Radio 2 — HacTpoiika VAP B gnanasoHe 2.4 T,

* VAP — nopsifiKoBbIi HOMeP BUPTYaslbHOWN TOUKM AOCTyna Ha paguouHTepdeiice;

+ Enabled — npv ycTaHOBNEHHOM (hriare BUPTyasibHasA TOUYKa AOCTyna BK/HOYEHA, MHAYe — BbIK/IYeHa:

* VLAN ID - Homep VLAN, c KoToporo 6yaet cHumarbca metka npu nepegade tpaduka Wi-Fi knneHTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID - vmsi 6ecnpoBOAHOI CETH;

* Broadcast SSID — npu ycTaHOBNEHHOM chriare BK/KOYEHO BelaHune B agoup nmenHn SSID, nHave —
BbIK/1HOYEHO;
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Station Isolation — npn ycTaHOBNEHHOM ¢hnare BKKOUYEHa N301ALNS Tpadinka Mexay KavMeHTamum B
npegenax ogHoin VAP;
Band Steer — npv ycTaHOBNEHHOM (priare akTUBHO NPUOPUTETHOE NOAK/IYEHNe KnneHTa Kk 5 'y, cetu.
[na pa6oTbl (hyHKUMOHaNa Heobxogumo cosgatb VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavouHTepdpeiice n akTMBMpoBaTb Ha HUX NapameTp «Band Steer,
802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI K/IMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MNPV UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanm3npoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbest npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN Trunk — npu ycTaHOB/IEHHOM (hiare 6ecnpoBOAHOMY K/IMEHTY NepefaeTcsa TermpoBaHHbIi Tpaduk;
General Mode — npu ycTaHOB/IEHHOM (hnare paspellaercs nepegadya 6ecnpoBogHOMY KITMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TENMPOBaHHbLIM (AOCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTka, fanee Tpaduk atoro VLAN 6yaet
nepefaH KnneHTy 6e3 Tera. Mpu npoxoxaeHun Tpacumka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIM
Tpadomk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
Maximum Stations — MakCcMMaJsibHO JOMYCTUMOE YMC/I0 KNIMEHTOB, noaknovaemsix K SSID. MapameTp
npuHuMaet 3HaveHunsa ot 0 go 200, rae 0 — orpaHnyeHue BbikOYeHO. Mo ymonyaHuio — 0,
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHaYaTbCA Ha NakeTbl, NpuxoasLine ot
KNMeHTa NnoAk/IdeHHoro K gaHHomy VAP, n nepefasaemMble fanee B NPOBOAHYIO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTh WWU(POBaHUE A1A Nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexrmMa AOCTYMNHbI
cnepyroLme HacTponKu:

WPRA Versions: WPA-TKIP |1"| WPAZ-AES

e | |

Broadcast Key Refresh Rate |-:| | (Range:0-B6400)
MFP ¥ ot Required Capable Required

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;

+ Key — WPA-kmtou. IniMHa koya coctas/isiet oT 8 40 63 CMMBOJOB.

* Broadcast Key Refresh Rate — nHTepBas1 06HOB/IEHMS LUMPOKOBELLATE/IBHOMO K/IHoua.
MpuHumaeT 3HaveHns ot 0 go 86400. Mo ymonyaxuio — 0.

* MFP — HacTpolika pexunma 3awmTbl KITMEHTCKNX (hpeiiMoB:

* Not Required — He nCcnoMb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3almTy NPy HIMYUY BO3MOXHOCTW,

* Required — ncnonb30Barh 3almMTy 06513aTe/IbHO, BCe K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCXA5.
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WPA Versions: WPATKIP 1% wpaz-aes

Enable Pre-authentication

MFP v Mot Reguired Capable

Use Global RADIUS Server Settings
RADIUS Domain: | |

RADIUS IP Address Type: (®) 1pyg IPVE
RADIUS IP Address: [192.168.1.1
RADIUS IP Address-1: |

RADIUS IP Address-2: |

RADIUS Key:

|

|
]
RADIUS IP Address-3: | |
RADIUS Key-1: | |
RADIUS Key-2: | |
RADIUS Key-3: | |

Enable RADIUS Accounting
Active Server: RADIUS IP Address W

Broadcast Key Refresh Rate |0 | {Range:0-86400)

Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

« WPA Enterprise — pexum WndpoBaHns kaHana 6ecnpoBoHO CBS3W, NPV KOTOPOM K/TMEHT

aBTOPU3yeTCA Ha LeHTpanusoBaHHOM RADIUS-cepBepe. 1151 HACTPOWKM AaHHOTo pexunma 6e30nacHoCcTu

TpebyeTcs ykazaTb napameTpbl RADIUS-cepBepa (Bo3MOXHO mncnonb3oBaHue 1o 4 RADIUS-cepeepoB
O[IHOBPEMEHHO, HO C YKa3aHMeM OfIHOrO aKTUBHOIO Ha AaHHbIli MOMEHT). Takke TpebyeTcs ykasaTb
[IOMEH, BepCuM NPOTOKO/IOB pexuma 6e3onacHoctn v kaum ana kaxgoro RADIUS-cepsepa. MNpu

BblIGOpe faHHOro pexvmMa byaeT A0CTyNnHa crefyoLwas HacTpoika:
+ WPA Versions - Bepcus wndposanunsa: WPA-TKIP, WPA2-AES;
+ Enable Pre-authentication — npu yctaHOB/1eHHOM dofiare Ucnonb3yeTcs npoueaypa

npenBapuTenbHOV NPOBEPKU NOAJ/IMHHOCTU AN 6eCNPOBOAHbIX KneHToB WPA2.
MpenBapuTenbHasa ayTeHTUrKauusa no3sosiseT MOOUIbHOMY K/TMEHTY ayTEHTU(IULMPOBATLCH Ha
[APYroii, pacnonoXeHHoW No6AN30CTM ToUKe AOCTyNa, 0OCTaBasiChb "NpuBA3aHHbIM" K CBOE
nepBMYHOI TOUKe AocTyna. B aTom cnyyae cokpaliaeTcst BpeMs, B TeYeHne KOTOPOro CBA3b A/
KNIMEHTA, BbINO/THAIOLLEr0 POYMUHT, HEe AOCTYMHA NPy OXuaaHun nposepku nognvHHoctn RADIUS B
npoecce nepeagpecauuny;

MFP — HacTpoiika pexnmMa 3awmnTbl KIIMEHTCKMX (DPeriMOB:

* Not Required — He nCcNoMb30BaThb 3aLMUTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMUYUY BO3MOXKHOCTMW.

Use Global RADIUS Server Settings — npu yctaHoBke onara 6yayT UCNO/Ib30BaTbCA HACTPONKM
Global RADIUS Server Settings, ykazaHHble B BEpXHER YacTu cTpaHuLbl. YTOObI NCNONb30BaThb
otaenbHblii RADIUS-cepep ans VAP, cHumute donaxok v seegute IP-agpec, napons RADIUS-
cepBepa 1 Apyrve faHHble B cnegyroLimne nons:

* RADIUS Domain — foMeH nonb3osarens;

* RADIUS IP Address Type — Bbibop npoTokona IPv4 nnun IPv6 ans goctyna Ha cepsep
RADIUS;

* RADIUS IP Address — aapec ocHoBHoro RADIUS-cepBepa. Mpn HeAOCTYNHOCTN OCHOBHOTO
RADIUS-cepBepa, 3anpockl 6yayT oTNpaBnisaTbCA Ha pe3epBHblE cepBepa yKasaHHbIe B
nonax RADIUS IP Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. Mpn HeQOCTYNHOCTH
ocHoBHoro RADIUS-cepBepa 3anpockl 6yayT oTNpaBsaTbCA HAa Pe3epPBHbIE;

* RADIUS Key — naponb Ans astopusauuy Ha ocHoBHoM RADIUS-cepsepe;

* RADIUS Key-1, 2, 3 — naponu ansa astopusaunm Ha pesepBHbix RADIUS-cepsepax;

« Enable RADIUS Accounting — npu yCTaHOB/EHHOM dh/iare 6yayT OTNPaBAsTLCSA COOOLLEHUS
«Accounting» Ha RADIUS-cepBep.

+ Active Server — BblbepuTe, K kakomy 13 YeTblpex RADIUS-cepBepoB gomkeH obpatutecs VAP ana
ayTeHTUdmKaumm 6ecrnpoBOAHbIX KIIMEHTOB.
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* Broadcast Key Refresh Rate — nHTepBas1 06HOB/EHMS LUMPOKOBELLATENLHOTO (FPYNNoBOro) koua
ANnsa knneHToB gaHHoro VAP. MapameTp npuHumaet 3HadveHuns ot 0 go 86400 cekyHa. Mo
ymondaHuto — 0. 3HadyeHune 0 ykasbiBaeT Ha TO, YTO LUMPOKOBeLLaTe IbHbIV KoY He 06HOBNSETCS.
LLinpokoBeLLaTenbHbIl KNtoy He 06HoBNAETCs, korga Ha VAP BkntoueH Fast Transition (IEEE
802.11r).

+ Session Key Refresh Rate — nHTepBan 0GHOBIEHNSI CECCUOHHBIX K/THOUEN A1 KaKAOro KAMeHTa
AaHHoro VAP. MapameTtp npuHnumaet 3HaveHns ot 30 go 86400 cekyHp,. Mo ymonyanuio — 0.
3HaueHve 0 yKka3blBaeT Ha TO, YTO CECCUMOHHbIN K104 He OBHOBISIETCS.

* MAC Auth Type — pexvum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaLmo KnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauunio knueHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBatb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.9 MopmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika pyHKLMK oTKAodeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUTHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcs ANna onTuMu3aLum
6eCLUOBHOCT/ POYMUHIa Ha CETH.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1} Check signal timeout (Sec, Range: 1 - 300)
0 Ld -73 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
G -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
12 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HACTpanBaemoro pagmonHTepgeinca;

+ VAP - HOMep BUPTYasibHOM TOUKM A0CTYNa,;

+ Minimal signal Enabled — npun yctaHoBneHHoM chnare BknoveHa yHkuma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbM, HKe KOTOPOro NPONCXOANT OTK/IHOYEHME K/TMEHTCKOTO
o6opyaoBaHus. NMpruHMMaeT 3HavyeHme oT -100 go -1;

+ Check signal timeout, s — nepnog BpeMeHU, N0 NCTeYEeHN KOTOPOro NPUHMMAaETCA pelleHne 06
OTK/THOYEHUM KNTMEHTCKOro obopyaosaHus. MNMpuHnumaet 3HaveHns oT 1 go 300 cekyHA. Mo ymonyaHuio —
10 cekyHA.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaxkmuTe KHonky «Update».
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4.5.10 NMopameHto «Fast Bss Transition»

B nogmeHio «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Modify Fast Bss Transition settings

Fast Bss Transition Parameters
Radic (1Y
WAP |FTVAPO ¥

Fast Transition Mode Off ¥

FT over DS Off ¥

Mobility Domain 0 (0 - 65535)

R0 Key Holder (1 - 48 characters)

R1 ey Holder (a0 a0 1 30 13009001 900 )

Reassociztion Deadline (1000 (1000 - 4294557295)
Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition:

* Radio — Bbl6op pagnonHTepdelica, Ha KOTopom 6yaeT HacTpoeH FBT;

* VAP — HOMep BUPTYa/IbHOM TOUKM A0CTYNa, Ha KOTopoi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTMBaums yHKLUMM GbICTPOI Nepefaym 6a3oBoro Habopa cnyx6 ans
YCKOpEeHWs npouecca ayTeHTMdrKauum Ha Touke Joctyna:

* On — OyHKUMS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

* FT over DS - Bk/ItO4YeHNe MexaHn3Ma obMeHa mexay 6a30BbiMU CTaHLUMAMN Yepes NMPOBOAHYHO CETb.
KnneHT npu Heo6XxoAMMOCTI COBEPLUNTbL POYMUHT OTNPaB/seT Ha TeKyLLyto Touky goctyna FT Action
Request Frame ¢ Heo6XxoAMMbIMU aBTOPU3ALMOHHBLIMW AaHHbIMU. Tekylliaa Touka AocTyna
NHKaNcynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha LeNeByt TOUKY A0CTyna Yepes NpOBOAHYHO CETb.
LleneBas Touka focTyna noATBepXaaeT BO3MOXHOCTb ObICTPON ayTeHTUMKALMN UHKANCYMPOBaHHbIM
coobLeHnem TekyLleit Touke goctyna FT Action Response Frame. TekyLias Touka AocTyna nepecbliaeTt
3T0 coobLeHre KrMeHTy. [ocne oKoHYaHusA npolecca KNMEeHT OTCbIIaeT Ha LeieByto TOUKY AocTyna
3anpoc Reassociation. MNpu oTkntoveHHon doyHkuun FT over DS pabotaeT FT over AIR, B TakoM cnyyae
aBTOpM3auusa KIMeHTa Ha LieneBoii Touke JocTyna NpoucxoauT C UCNOMb30BaHNEM CTaHAAPTHbIX
hpeiimoB ayTeHTUMKaLnK:

* On — OyHKUMS BK/IOYEHS,
« Off — doyHKUMA BbIK/IOYEHA.

* Mobility Domain — HOMep rpynnbl, B paMmkax KOTOpoii MOXeT ObiTb COBEPLUEH POYMUHT. MpuHUMaeT
3HadeHns ot 0 go 65535. Mo ymonyaHuio — 0;

* RO Key Holder — kntou PMK-R0. MoxeT cogepxatb 0T 1 g0 48 cuMB0NOB. [LONONHUTENBbHO UCNOMb3yeTCs
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobuieHun Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline — makcumasnibHOE paspeLleHHoe BpeMsi OxXunaaHns 3anpoca "Reassociation” ot
ctaHumn. MpuHnumaet 3HadveHusa ot 1000 go 4294967295 mc. Mo ymonyaHuio — 1000 mc.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeceHnss HaCTPOeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Moc/e ykasaHusi OCHOBHbIX NapaMeTpoB HEOBXOAMMO HAaCTPOUTbL B3aMMOeNCcTBNE C Toukamu AOCTyna, Mexay
KOTOpPbIMWU BYAET OCYLECTBNATLCA POYMUHT, 3a4aB MAC-aapeca ToYeK AoCTyna U K/oun.
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NASID RRB Key R1 Key Holder RREB Key
{1 - 48 characters) {16 characters) MAC Address (MAC Address) (16 characters)

Add Add

MAC Address

Remote RO Key Holder Data Remote R1 Key Holder Data

Remave Remaove

Click "Update” to save the new settings. Click "Update™ to save the new settings.
Update Update

* MAC Address — MAC-azpec TO4KM 40CTYyNa, y4acTByIoLLel B POYMUHTE;

* NAS ID - npgeHtudpmkatop NAS, npyHumaeT 3HaveHue, ykazaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* RRB Key - kntou ans wmgposaHma RRM-coobLeHuii gsimHol 16 cMMBO/IOB.

[na po6asneHns 3anncu B Tabnmuy HaxXmmuTe KHonky «Add».
[nsa yaanexnns 3anucm n3 Tabnvubl BblAenmTe CTPOKY Y HXXMUTE KHOMKY «Remove».

[ns BCTynneHus B culy HOBOW KOHUIypauum 1 3aHeceHnss HaCTPOeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.11 TMoameHto «Passpoint»

Passpoint — 310 doyHKLMA, NO3BONAIOLAS NO/b30BaTeNNAM 6ecLIOBHO nepexoanTb ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxnBaet crieayrowme TUnbl ayTeHTUUKaymm:

+ EAP-TLS (nageHTudmKauma Ha ocHoBe cepTudinkara),

+ EAP-SIM (naeHTudpmKaumsa Ha ocHoBe AaHHbIXx GSM SIM-kapTbl),

+ EAP-AKA (ngeHTudukaumsi Ha ocHose gaHHbix UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBaTesnsi U Naposs, ceptudoukar ans cepeepa).

Modify Passpoint settings

Radio |1 »

VAP | PRVAPD

Passpoint Parameters :

802.11u Status Off

Internet Access Off v

ASRA Off w

Network Access Type Private Network W
Interworking HESSID 00:23:45:67:89:ab (3000000 00NN )
P2P IE Status Off w

P2P Cross Status Off

IP Address Type Availability Information

IPvd Mot Available v

IPv6 Not Available v

Bblbepute pagnonHTepdeiic n BUpTyanbHYyH TOYKY AOCTYNa, Ha KOTOpPOW byaeT pabotaTb Passpoint n
3anonHuTe nons Huxe (Mo Heo6GxoAMMOCTH).

* Radio — pagnounHTepdeiic, Ha KOTOPOM HEOBXOAUMO aKTUBUPOBATL PYHKLMIO Passpoint;
+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha koTopoii He06X0AMMO aKTUBMPOBaTb (hyHKLMIO Passpoint.
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MexceTeBble napameTpbl 802.11u (Passpoint parameters):

+ 802.7117u Status — BKNIOUNTL/BbIKMOUNTE OYHKLMIO Passpoint;

* Internet Access — BK/TOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,

+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTh [ONOMHUTENbHBIN LIar aBTopr3auum
npv NonyyYeHun AoCTyna;

* Network Access Type — TN B3aMMOAEINCTBUSA C CETbIO AOCTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — YacTHasi CETb C FOCTEBbIM AOCTYMNOM;

Chargable Public Network — Tapucmympyemasn nyonmyHas CeTb;

Free Public Network — 6ecnnatHas nybnuyHas cetb;

Emergency Services Only Network — ceTb ANnsi aBapuiiHbIX CNyX6 1 cnyx6 ckopoli noMoLy;
Personal Device Network — nuyHas ceTb YCTPOICTBa;

Test or Experimental — TecToBas CeTb;

Wildcard — B3anmogeiicTBue yepes Bayyepbl (wildcard-ceptudmkar);

* Interworking HESSID — MAC-agpec, eavHblil AN BCex ToYek AoCTyna OgHONM ceTu;

NHdopmauus o Tune goctyna (IP Address Type Availability Information):

*+ IPv4 — HacTpolika gocTyna ucnonb3ys npotokon IPv4;
+ IPv6 — HacTpolika gocTyna ucnonb3ys npotokon IPve6;

Network Authentication Type List
Auth Type Redirect URL

Not Configured v | (URL)

Not Configured ~ | (URL}

Not Configured v | £ : |(URL}
Not Configured v | £ |(URL}
Venue Group Unspecified W

Venue Type Unspecified v
Venue Name List
Venue Name Language Code

Not Configured
ENG v

Not Configured

ENG w

Tunbl ayteHTucpmnkauum B cetn (Network Authentication Type List):

+ Auth Type — BblbepuTe B Nosie TUN ayTEHTUUKALMN:

Not Configured — Tvn ayTeHTMdMKALMM HE YCTAHOB/IEH;

Acceptance of Term and Conditions — ayTeHTUhMKaLus C NPUHATUEM NO/b30BaTENIbCKOro
cornalleHus;

Online Enrollment — peructpauus oHnalix;

HTTP/HTTPS Redirection — nepeaapecauusa no HTTP/HTTPS;

DNS Redirection — nepeagpecaumnsi no DNS.

* Redirect URL — none ans BBoga URL-aapeca, Ha KOoTopblii 6yAeT BbiNo/HeHa nepeagpecauus. JocTynHa
npu TMnax ayteHTudmnkaumm: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection;

NHopmauusa o mecte yctaHoBku (Venue Details):

* Venue Group — kaTteropus mecra ycTaHOBKW, onpegeneHHasa ctaHgaptom IEEE 802.11u:

Unspecified — He BbIGpaHo;

Assembly — mecTa 60/bLLIOrO CKOMMNEHUA Ntofeit (CTaanoHbIl, TeaTpbl, PECTOPaHbI, BOK3abl,
asponopThbl ¥ T.1.).

Business — 6aHKu, 0h1Cbl, HAY4HbIE LEHTPbI U T.M.

Educational — y4ye6Hble LEHTPbI;

Factory and Industrial — NpoOMbILLNIEHHbIE 34aHNS;
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* Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — koMMepyeckne (TOpProBble) opraHM3auuy;
* Residential — Xunble KOMMN/EKCbI;
+ Storage — xpaHunuwa/cknagsbl,
+ Utility and Miscellaneous — KOMMyHaJlbHbI€ C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3smelyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKM)
* Reserved — yacTHble TeppUTOPUN.
+ Venue Type — TN MeCTonoNoXeHus. JOCTyrnHble BapuaHTbl 3aBUCAT OT BbIGPaHHO BbILLEe KaTeropum
pacnonoXeHus.

Cnucok mecTonosioxeHuii Touek goctyna (Venue Name List):

+ Venue Name - HaMeHOBaHWsi MecTa yCTaHOBKM TOUKU AOCTYNa;
+ Language Code — fA3blK.

Roaming Consortium List

OUI Name Is Beacon

| Not Configured | No w

| Not Configured | No w

3GPP Cellular Network Information List

Country Code Network Code

| Not Configured | | Mot Configured ‘

| Not Configured | | Mot Configured ‘

| Not Configured | | Mot Configured ‘

[ Mot Configured | | Not Configured |

| Not Configured | |Not Configured ‘

| Not Configured | | Mot Configured ‘
Domain List

1 ‘ Not Configured | 2 | Mot Configured |
3 ‘ Not Configured | 4 | Mot Configured |

Cnucok opraHusauuii (Roaming Consortium List):

+ OUI Name — yHuKanbHbIii naeHTudmnkatop opranmsauum (OUI);
+ Is Beacon — no6aButb OUI B beacon (yes), He go6asnatb OUI B beacon (No).

Nucpopmaumsa o 3GPP ceTax cotoBoii cBa3u (3GPP Cellular Network Information List):

+ Country Code — kopf, CTpaHbl;
* Network Code — kop ceTu.

Cnucok pomeHoB (Domain List):

Bnuwunte goMeHbl B CBOGOAHbIE MONS.

Realm List:
Realm Mame Encoding EAP and Auth Information
Mot Configured RFC4282 ¥ | [Not Configured Modify Reset
Mot Configured RFC4282 ¥ | [Not Configured Modify Reset
Mot Configured RFC4282 ¥ | |Not Configured Modify || Reset
Mot Configured RFC4282 ¥ | |Not Configured Modify || Reset
Mot Configured RFC4282 ¥ | |Not Configured Modify || Reset
Mot Configured RFC4282 ¥ | [Not Configured Modify Reset

Cnucok o6nacrteii (Realm list):

* Realm Name — Ha3BaHue obnacTty;
* Encoding - kognpoBka (RFC4282, UTF8);

73



PykoBogacTBo no akcnayarauun WOP-2ac

+ EAP and Auth Information — nHdopmaumsi 0 NpoTOKoE U ayTEHTUGIMKALNY;
* Modify — HacTpouTb TUM 1 NapameTpbl ayTeHTUUKaLuy;
* Reset — cOPOCUTb HACTPOWKN.

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Passpoint Status Disabled ¥
Passpoint Capability Relegse 1 ¥
DGAF Disabled Status Dizabled ¥
AMNQP 4 frame Disabled ¥
Gas Come Back Delay 0

Proxy ARP Status Disabled ¥

Operating Class Indicator

Operating Class 81

Ancnymous NAI Mot Configured
L2 Traffic Inspection Enabled ¥
CMPv4 Echo Enabled ¥

Operator Friendly Mame List

Operator Name Language Code

Not Configured ENG ¥

Mot Configured ENG ¥
QoS Map ID or

NAI Home Realm Query List

Home Realm Encoding
Mot Configured RFC4282 ¥
Mot Configured RFC4282 ¥

HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations):

Passpoint Status — BkntounTb (enable) / oTkntounTs (disable) dyHkumio Passpoint;
Passpoint Capability — onpegenvtb nogaepXxmBaeT NN yCTPONCTBO yHKUMIO Passpoint;
DGAF Disabled Status — BkntounTb (enable) / BbikntounTs (disable) nepeagpecaumto HUCXoaALMX
rpynnoBbIX afApeCcHbIX kKaapoB (41s MynbTMkacTa). Korga Touka foctyna nepegaet Kagpbl, cogepxatime
anemMeHT nHaukaumm HS2.0, B kotopom 3HaveHne DGAF Disable yctaHoBeHo pasHbiM disable,
MOGU/IbHOE YCTPOICTBO A0/HKHO OTOPOCUTL BCE NMPUHATLIE KOHUKACT IP-NakeTbl, KOTopble 6bln
pacLumMdgpoBaHbl C MOMOLLbIO K/to4a rpynnbi;
ANQP 4 frame — BkntounTh (enable) / BbikntounTh (disable) o6meH 4 GAS-thpeiimamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;
Proxy ARP Status — aktuBupoBarth (enable) / peaktusuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

*+ Operating Class 81 — paboTta B gnanasoHe 2.4 ['Tu;

* Operating Class 115 — pa6ota B gnanasoHe 51Ty,

* Operating Class 81&115 — ogHOBpeMeHHasi paboTta B gnanasoHax 2.4 n 5Ty,
Anonymous NAI — yctaHoBUTb aHOHUMHBIN ID goctyna k cetn (NAI — Network Access ldentifier);
L2 Traffic Inspection — BkntounTh (enable) / BbikntoumnTh (disable) koHTponb u donnbrpayuto L2-Tpadmka
(mocTynHO ANnsA Touek AOCTYNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 hunsTpaumm
Tpaduka);
ICMPv4 Echo — doyHkumns dounstpaumm ana ICMPv4 Echo 3anpocos.

Onepartopbl, KOTOPbLIM [OCTYNHO NogKntoueHne Passpoint Ha gaHHoI Touke gocTtyna (Operator Friendly
Name List):

Operator Name — umsa oneparopa;
Language Code — A3bIK;
QoS Map ID — npeHntudpmkartop QoS Map.
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Cnucok gomawHux oénacreii (NAl Home Realm Query List):

* Home Realm — gomaluHsis o6nacTb;
* Encoding - kognposka (RFC4282 nnun UTFS8).

Connection Capability List :

Protocol Port Status

Select v Select d Select bl
Select ¥ ¥ Selec ¥
Select hd ¥ Selec ¥
Select v Select v Select v

CnucokK Bo3MOXHbIX nogkntoueHuii (Connection Capability List):

* Protocol — npoToKO/1, N0 KOTOPOMY BO3MOXHO MOAK/THOUEHNE:
+ ICMP (0x1) — ICMP npoTokon;
+ TCP (0x6) — TCP npoTokon;
« UDP (0x11) — UDP npotokon;
+ ESP (0x32) - npotokon ESP.
* Port — nopT, Mo KOTOPOMY BO3MOXHO MOAK/OUYEHWE;
+ Status — cTaTyc NoAKIoUYEHs:
* Closed - nogkntoyeHne No AaHHbIM NapaMeTpam 3aKpbITo;
+ Open — NOAK/OYEHME MO AAHHLIM NapaMeTpam LOCTYMHO;
* Unknown — cTaTyc NoAK/Ito4eHNsi HEU3BECTEH.

0SU Provider List:
0SU SSID : 0SU
05U Friendly Name 05U Desc 05U Language Code OSU Server URI 05U NAI 05U Method 05U lcon
#1 SP Red Test Onlyleng Free service for te https://osu-serve SOAP-XML ¥ | (7
1-1 Select
1-2 Select
1-3 Select
#32 Mot Configured Mot Configured OMA-DM ¥ | (0
2-1 Select
2-2 Select
2-3 Select
#3 Mot Configured Mot Configured OMA-DM ¥ | (0
3-1 Select
3-2 Select
3-3 Select

Cnucok npoBaiifepoB, KOTOPbIM AOCTYNHA OHNaliH-perucTpayms (OSU Provider List):

+ OSU SSID — naeHTndmkatop cetn Ans oHNamH-perncTpauuu;
* OSU Friendly Name — umsl "HTEpPHET NpoBaligepa;

+ OSU Desc — onvcaHue cepBepa OHMaiiH-pernctpaumu;

+ OSU Language Code — ko i3blka OHNaliH-perncrpaumm;

+ OSU Server URI — URL cepBepa oHNaiH-pernctpaumm;

+ OSU NAI - ID goctyna K cetv Ans OHNaliH-perncrpaunu;

+ OSU Method — meTona oHnaliH-perncrpauuy;

« OSU Icon — norotun nposaiigepa.

WAN Metrics Information :

Link Status Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load

¥ |: ¥|: ¥ | = = = =

Lmd

75



PykoBogacTBo no akcnayarauun WOP-2ac

MHopmauus o metpuke WAN (WAN Metrics Information):

* Link Status — cOCTOsIHUE COEANHEHNS:
* Link up — coeguHeHVe aKTUBHO;
* Link Down — coenHeHNe HeaKkTUBHO;
* Link Test — coeguHeHne paboTaeT B TECTOBOM pPeXNME.
« Symmetric Link — coegyHeHne cuMmmeTpuyHo (Symetric Link) nim He cummetpuuHo (Not Symmetric
Link);
+ At Capacity — nponyckHasi CnoCOBGHOCTb;
* Down Link speed — cCKOPOCTb HUCXOAALLErO NOTOKa,
* Up Link speed — CKOpOCTb BOCXOASALLErO NOTOK3,
* Down Link Load — Harpy3ka Ha HUCXOAALLMI NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASALLWI NOTOK;
+ Lmd - pnmTensHocTb n3MepeHus Harpysku (Load Measurement Duration).

[na BCTynneHns B culy HOBOW KOHMIypaLum 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHornky «Update».
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4.5.12 MopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsAeTca HacTpolika nepeHanpasneHns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radio |1 ¥

VAP Enabled WMF-Enable
o 7 v

1

2

10
11
12
13
14

15

Click "Update” to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica;

+ VAP - HOMep BUPTYasIbHOW TOUKM AOCTYNa;

+ Enabled — npu yctaHoBNEeHHOM chnare BUpTyasibHasA Touka focTyna 6yaeT akTMBHa, MHavye — He aKTUBHa,;

+ WMF-Enable — npu ycTaHOB/IeHHOM dhnare 6yAeT akTuBHa (pyHKLMA nepeHanpaBneHns multicast-
NakeToB Ha BUPTYasIbHOIN TOUKE AO0CTYNa, MHavye — He aKTMBHaA.

[Nsi BCTYN/IEHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaxkmuTe KHonky «Update».
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MeXAy Toukamm AocTyna no 6ecrnpoBOAHON ceTu.

€ WDS He MoxeT 6bITb HaCTpOEH, ec/in Ha Touke HacTpoeH WGB nnu BkOYEeH pexnm knacrepa.

€ /s koppekTHOIi pa6oTbl WDS Heo6X0AMMO, YTO6bI Ha Toukax JocTyna 6blia ycTaHoBIeHa
O4MHaKoBasi Bepcusi NPOrpaMmMHOro obecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

| Refresh |

Tunneling |off W

Spanning Tree Made Enzbled '® Disabled
Interface wianOwds0 Interface wlanlwds4
Radio [1~] Radio 1 ~]
Local Address EB:28:C1:C1:27:60 Local Address E8:28:C1:C1:27:60
Remote Address | | - Remote Address | | -
Connection Status m Connection Status
Encryption | Mone (Plain-text) v | Encryption | None (Plain-text) w |
Interface wianOwds1 Interface wianOwdsS
Radio (1] Radio [1v]
Local Address EB:28:C1:C1:27:60 Local Address E8:28:C1:C1:27:60
Remote Address | | - Remote Address | | -
Connection Status Connection Status
Encryption | Mone (Plain-text) v | Encryption | None (Plain-text) w |
Interface wianQwds2 Interface wianOwdst
Radio |.L_V| Radio |1_V|
Local Address Local Address
Remote Address | | - Remote Address | | -
Connection Status _ Connection Status
Encryption | Mone (Plain-text) w | Encryption | None (Plain-text) w |
Interface wlanOwds3 Interface wlanOwds?
Radio |l_v| Radio |1_v|
Local Address Local Address
Remote Address | | - Remote Address | | -

Connection Status Connection Status | down

Encryption

=
o
=
w
£
o
=
o
m
g
<

Encryption | MNone (Plain-text) w |

Click "Update" to save the new settings.
| Update |

+ Tunneling — onumst 4OCTYyNHa TONbKO Npu ucnonb3osaHum GRE:
+ Off — GRE He ucnonbayetcs, onuns Tunneling BbIKNHOYEHa;
« Master — Touka nogkntoyaeTcs B ceTb yepes Ethernet-nHtepdelic;
+ Slave — Touka nogkntoyaeTca K Master no pagmonHTepdeiicy;

78



PykoBogacTBo no akcnayarauun WOP-2ac

+ Spanning Tree Mode — pexum paboTbl npoTtokona STP a9 npefoTBpaLleHns netesb B CETU:

+ Enabled — npwv yctaHoBneHHOM hriare npotokon STP paspelueH 415 NCNoNb30BaHNS.
PekomeHayeTcsa BKNHOUNTL Npu ncnonb3osaHum WDS;
* Disable — npu yctaHoBneHHoMm dhnare npotokon STP 3anpelueH

* Radio - BbI6Op pagnovHTepdelica. Radio 1 — WDS 6yaet noctpoeH B gnanasoHe 5 'y, Radio 2 — WDS
6yaeT NoCcTpoeH B gnanasoHe 2.4 I,

+ Local Address — npocmoTp MAC-agpeca TekyLiero pagnonHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica Toukn AOCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas paboTta. MAC-agpec pagnonHtepderica MOXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces;

+ Connection Status — cTaTyc COefiMHeHus;

+ Signal — ypoBeHb CUrHasia, C KOTOpbIM TekyLliaa Tovka A0CTyna BUAMT BCTPEUHYIO TOYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LwndpoBaHns:

+ None — He ucnonb3oBaTh WMGpPOBAHNUE,
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTPonKu:
+ SSID — vima Wi-Fi cetu;
+ Key — WPA-kntou. InvHa knoya coctas/iseTt oT 8 40 63 CUMBO/OB.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

[ns 06HOBNEHMA MHDOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoitka 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoakIYaTbes K JaHHO Touke AocTyna.

Global pelicy

* Block all stations in list

Allow only stations in list

Access List v

Radic |1 ¥

VAP SS5ID

0 Eltex-Loca

1 |000111_TestLength
2 |BRAS-Guest

3 |Eltex-Guest

4 |test 80211r_5g

5 |1.11.4_s02111r

6 |1.11.4 s0211ir 26
7 Virtual Access Point 7
8 Wirtual Access Point 8
ritual Access Point 9
10 |yirtual Access Point 10
11 |yirtual Access Point 11
12 lyirtual Access Point 12
13 |yirtual Access Point 13
14 lyirtual Access Point 14
153 |yirtual Access Point 15

Click "Update™ to zave the new settings.
Update

Configure MAC Authentication of client stations

ACL

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

default ¥

Policy Mode
Global ¥

Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥
Global ¥

Global ¥

* Global policy — Bbl6op cnucka thunstpaunn MAC-agpecoB npu ayTeHTUdMKaumnm,
+ Allow only stations in list — npyn yctaHoBNeHHOM chnare 6yaet hopmmpoBaTtbCsa 6esblil CNNCOK

MAC-agpecos;

* Block all stations in list — npn yctaHoBneHHOM dhnare 6yaet (oOpPMUPOBATLCS YEPHbIA CANCOK

MAC-agpecos.

Access List Create W

MNew acl name

(1 - 32 characters)

Click "Update™ to save the new settings.

Update

+ Access List — BbI6Op cyulecTByOLWMX cnuckoB MAC-aapecoB nnu co3gaHme HOBOro Cnmncka:

+ Create — co3gaHune HOBOrO Crnucka:

+ New acl name — BBeanTe nmsa HoBoro cnucka MAC-agpecoB 1 HaxxmuTe KHonky «Update»

ONa ero cosgaHus.
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Access List Test_List v

Delete Access List

Stations List E8:28:C1:DA:CB:80
E&:28:F1:DA:CB:80
AB:28:C1:DA:CB:B0

Remowve

| || Add

+ default — ctaHgapTHbI nycToli cnncok MAC-agpecoB. MNpu BbIGOpe AaHHOro cnucka nnmn ntoboro
[ApYroro paHee co3gaHHOro 6yayT AOCTYMHbI ANS pefakTUpoBaHNUs Nons:
+ Delete Access List — npu ycTaHoBKe hbnara u nocsegyrolieM Hakatum Ha kHonky «Update»,
BblGpaHHbIii Access List 6yaet yaaneH. Cnucok default yganuTb Henb3s;
+ Stations List — cnucok MAC-apecoB K/IMEHTOB, KOTOPbLIM paspeLleH/3anpeLeH 4ocTynn.

[ns po6asneHna MAC-agpeca B cnucok donnstpaumm, B napametpe «Access List» BbibepuTe HyXHbIli CNMCOK
n Beeante MAC-agpec, KOTOpbI HYXXHO A06aBUTb. Janee Haxmute kHonky «Add». MAC-agpec nosisButcs B
pasgene «Station List».

Onsa ynanenna MAC-agpeca 13 cnvcka B pasgerne «Station List» Bbi6epuTe 3anncb U HAXXMUTE Ha KHOMKY
«Remove».

* Radio — BbI6Op paamo nHTepdeiica ToUkM AOCTYNa;
+ VAP - HOMep BUPTYa/IbHOW TOYKM OOCTYNa;
+ SSID — umsa BUPTYas1bHOW TOYKM AOCTYNa;
ACL - Bbl6op cnncka MAC-agpecoB AN NpuBs3KN ero K BbibpaHHomy SSID;
* Policy Mode — HacTpoiika 6enbix/4epHbix cnuckoB MAC-agpecos:
* Global — ans Tekyuiero SSID Bbl6paHHbIi cnncok MAC-agpecos 6yaeT COOTBETCTBOBaTb
rno6asibHoMy pnary;
+ Allow — ans Tekywiero SSID BbiGpaHHbIii CNCOK ByaeT SBNATbLCA 6enbiM (YCTpoiicTBam M3 cnvcka
paspeLleH goctyn);
* Block — pns Tekyuiero SSID BbIGpaHHbIii CNUCOK ByAeT ABNATbLCS YepPHbIM (YCTPOCTBaM 13 cnncka
3anpeLyeH gocTyn).

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaxkMuTe KHonky «Update».

4.5.15 TMopgmeHto «Load Balancing»

B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYEHUsI BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K
TOYKe AOCTyna B 3aBUCUMOCTY OT YTUAM3ALMN KaHana.

Modify load balancing settings

Load Balancing Enabled ® Disablad
Utilization for No New Assocations 0 (Percent, 0 disables)

Click "Update™ to save the new settings.
Update

+ Load Balancing — 6anaHcupoBKa Harpy3ku:
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* Enabled — 6anaHcMpoBKa Harpy3ku BKHOUYEHS,
* Disabled — 6anaHcMpoBKa Harpy3km BbIK/lOYEHA.
« Utilization for No New Associations — ypoBeHb yTUAu“3aumm Noaockl MPOMycKaHUst TOUKU fOCTyna, Npu
NPEBbILLIEHNN KOTOPOI NPOMCXOAUT 3anpeT Ha NOAK/IOYEHNE HOBbIX KNIMEHTOB, 3agaeTcs B %. Mo
ymonuaHuio — 0.

[ns BCTynneHus B cuy HOBOW KOHOMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.16 MopgmeHto «Authentication»

B nogmeHto «Authentication» npon3BoanTcs HACTpoOika TOUKM AOCTyNa B peXume KneHTa no npoTokony
802.1X onsa npoxoxaeHns npoueaypbl ayTeHTUmKauumn Ha BblllecTosAweM 060pyL0BaHUN.

Modify 802.1X Supplicant Authentication settings

Click "Refrash™ button to refresh the page.
Refrash

Supplicant Configuration ...

802.1X Supplicant Enzbled ® Disabled

EAP Method DS ¥

Username (Range: 1 - 64 characters)
Password (Range: 1 - 64 characters)

Click "Update™ to save the new settings.
Update

Certificate File Status ...
Certificate File Present no

Ceartificate Expiration Date | Not Present

Certificate File Upload ...

Browse to the location where your certificate file is stored and click the "Upload” button.

To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.
Upload Method @ g11p TFTP

Filename BriffepuTe thadn | @aAn He Beibpax

Upload

Supplicant Configuration — B pa3aene BbINOMHAETCS HACTPOKKA NapamMeTpPoB ayTEHTUMKALN:

+ 802.1X Supplicant — BKNOYNTL/BbIK/IOYMTL PA60OTY TOUKM JOCTYNA B PEXUME K/IMEHTA NO NPOTOKOY
802.1X:

« Enabled — BKNHOUNTD;
» Disabled — BbIKNOUUTb;

+ EAP Method — anropuT™ LNPOBaHUS NPV ayTeHTUMKALIMK NoMb30BaTe 1. BO3MOXHbIE 3HAUYEHUSI:
MDS5, PEAP, TLS;

+ Username — nms nonb3osarens. NMapameTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB;
+ Password — naponb. MapameTp MOXeT cogepxatb oT 1 A0 64 CUMBO/OB.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkMuTe KHonky «Update».
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Certificate File Status — B pasgene mMoxHo npocmMoTpeTb nHdopMauuto o coctosiHum HTTP SSL cepTtudimkara:

« Certificate File Present — yka3blBaeT, npucyTcTBYeT v paiin ceptudmkata HTTP SSL. Bo3aMoXHble
3Ha4yeHus: yes, no. Mo ymonyaHuo ceptudpmkat oTcyTCTByET — NO.

« Certificate Expiration Date — faTa, yka3sblBatoLas Ha TO, KOraa UCTeYeT CPoK AeicTBus daiina
ceptudomkata HTTP SSL. Ecnn ceptudomkaT oTcyTCTBYET oTO6paxaeTcs coobueHne — «Not Present».

Certificate File Upload — B pa3sgene BbinonHsaetcs 3arpyska ¢aiina HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL cepTudnkara:
* HTTP - 3arpyska ceptudpmkara yepes HTTP. Mpu BbiGope aToro cnocoba HaxXMmTe KHOMKY
«BbibepuTe thaiiny», ykaxute aiin, KoTopblii HY>XXHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy>XHO 3anosiHUTb
cnegytwoiime nons:
*+ Filename — nms haiina ceptucpmkara;
+ Server IP — IP-agpec cepsepa.

[ns BCTynneHus B cuy HOBOW KOHMUIypauun 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

4.5.17 NMopmeHo «Management ACL»

B noameHio «kManagement ACL» BbINOMHSAETCS HACTPOIKa CMMCKOB A0CTYyMNa ynpasneHus yCTPOICTBOM Yepes
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Made Enabled ™ pDisabled

IP Address 1 [ O O )
IF Address Z [ L BN )
[ O L )

s 3
IF Address 4 o R L I )

(5]

(st terera e et et ey |

(3 R LR | B RO L B | BRI 1 )
[ 3033 R0 I OO R § OO0 0 | IO 1 3000
[ 3annt R0 IO L B0 BRI L BN | BN 1 )

I:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX)

wowmomomoom
m o WMo

|:XXXX:XXXX:XXXX:XXXXlXXXXlXXXX:XXXX:XXXX:'

Click "Update” to save the new settings.
Update

+ Management ACL Mode — ncnonb3oBaHune CNUCKOB A0CTyNa K ynpas/ieHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBneHHOM chnare oyHKLMOHaN BK/IOYEH;
+ Disabled — npu yctaHoBneHHOM chnare OyHKLMOHaN OTK/THOYEH;
« IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEOT AOCTYN K yNpaBfieHN0 YCTPONCTBOM;
* IPv6 Address 1...5 — cnucok xocToB IPv6, KoTopble MMEKT AOCTYN K yNpaBneHno YyCTPOCTBOM.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSITh
HaxkMuTe KHonky «Update».
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4.5.18 MopgmeHto «OTT Settings»

B noameHto «OTT Settings» BbinonHsieTcst HacTpoiika napametpoB OTT(Over the Top) ans noctpoexus IPsec,
nn6o GRE-TyHHenel BHyTpu IPSec coemHeHNs OT TOYKM JOCTyna.

OTT Settings
Service Activator URL | | (https M=o oo oo ook / Domain name=:<Port=)
IPsec Remote Gateway | 172.16.01 | (00 xxx xxx xxx [ Domain name)

IPsec Operational Status

XAUTH User | user | (Range: 4-16 chars)
XAUTH Password | password | (Range: 8-48 chars)
Advanced Settings

+ Service Activator URL — appec cepBuc-akT1BaTopa, 3aaaetcs B goopmate https://<xXX.XXX.XXX.XXX /
Domain name>:<Port>;

+ IPsec Remote Gateway — w03 ans IPsec, 3anaetca B oopmare IP-agpeca uim 4OMEHHOro UMeHW;

+ IPsec Operation Status — yctaHoBuTe donaxok A/1s1 BKAYEHNA KOHUrypmpyemoro IPsec coegmMHeHns,

« XAUTH User — nmsi nonb3oBatens As1s pacliMpeHHon aBTopm3almm, He06XoaAMMOo A/1s paboThl
mexaHn3ama mode config. MapameTp AomxeH cogepxatb oT 4 A0 16 CMMBO/OB;

« XAUTH Password — naposnb nosnb3oBaTens AN pacliMpeHHol aBTopusaumm, Heo6xoammo ans paboTbl
mexaHn3ama mode config. MapameTp gomkeH coaepXxartb oT 8 10 48 CMMBO/OB.

UT06bI NepeiiTv K paclUMpeHHOMY CMMCKY NapamMeTpoB, HAXXMUTE KHOMKY C N306paXXeHNeM CMMBOAA «+»
HanpoTuB «Advanced Settings»:

advanced Settings =
IKE Proposal
IKE Authentication Algorithm mds
IKE DH Group 1w
IKE Encryption slgorithm EC
IKE Policy
5
Use ISAKMP Mode Config on [ ] off
IKE Lifetimea ‘ B&400 ‘ (Sec, Range: 1B80-B&400)
Use NAT-T |
IFsac MAT Keepallve ‘ 180 ‘ (Sec, Range: 1-300)
IPsac Password password ‘ (Range: 8-48 chars)
IKE Gateway
IPsac Local Address | 192.158.2.10 | {0 . 20000 )
IPsac Remobe Network ‘ 1592.168.3.0 (BRI
IPsac Remobe Mask ‘ 255.255.255.0 0300 L D00

IKE Proposal:

* IKE Authentication Algorithm — BbiGop anropuTMa xawwmnpoBaHus IKE, npegHasHayeH ansi NpoBepku
LEe/IOCTHOCTU [@HHbIX.

* IKE DH Group — Bbl6op anroputma Anddm-XennmaHa, UCnosb3yeTcsa YTo6bl yCTaHOBUTbL OOLLINIA CEKPET
B He3alLMLLEHHOM CeTH.

* IKE Encryption Algorithm — BbiGop anroputma WwmndpoBaHus ansa 1 dassl nogknoyeHns IPsec.

IKE Policy:

+ Use ISAKMP Mode Config — akTuBMpyeM pexmnm aBToMaTMyYecKoro noslyyeHns BUpTyasibHOro agpeca,
yAanéHHoin noaceTn, agpecos ans nogHsaTua GRE-TyHHenen ot ESR, K KoTopoMy nogkstoyaemMcst no
IPSec.
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* IKE Lifetime — Bpems xu3Hu IKE (cpaza 1), fomkeH 6bITb MAEHTUYEH N0 06e cTopoHbl IKE/IPsec-
coefuHeHus. MapameTp npuHumaet 3HaveHuns ot 180 no 86400 cekyHg. No ymonuyaHuio — 86400
CEKYHA,.

* Use NAT-T - Heob6xo4MMO BKMOUUTL donar, ecnv Touka goctyna Haxoantces 3a NAT.

* IPsec NAT Keepalive - nepnogn4HoCTb OTnpaBku naketoB keepalive npu pa6ote yepe3 NAT, 4To6bI
NAT-TpaHCnAuMa coxpaHanach Ha BbILLECTOALMX poyTepax Npu A/IMTENbHON He aKTUBHOCTH CO
CTOPOHbI KNueHTa. MapameTtp npuHumaet 3HadyeHns ot 0 go 300 cekyHA,. Mo ymonuaHuio — 180 cekyHA,

* IPsec Password - naponb ans IKE/ISPEC-coegnHeHus. MapameTp A0/MKEH cogepxaTb oT 8 oo 48
CVIMBOJ10B.

+ Use XAUTH Password — npu yctaHoBneHHom donare ans IKE/ISPEC-coegmHeHnst 6yaet ncnosb3oBaTbCs
3aaHHbIli paHee XAUTH Password. Ecnv conar He ycTaHOBNEH ByaeT MCno/b30BaTbCs Naposib,
yKasaHHbIii B none IPsec Password. Mone goctynHo ecnu Use ISAKMP Mode Config BKNtOYEH.

IKE Gateway — paszen v Bce ero napameTpbl AOCTYMNHbI 4719 peAakTpoBaHus Npu ycioBun, 4To napameTp Use
ISAKMP Mode Config HaxoguTtcsa B cocTostHUn off:

* IPsec Local Address — aapec KnvMeHTa, KOTOpbIA NCnosb3yeT B kadecTBe |IKE nokasibHyo CeTb C MacKow
nogceTn 255.255.255.255 (/32).

*+ IPsec Remote Network — yaaneHnHas IKE nogceTsb.

*+ IPsec Remote Mask — macka yaaneHHoi nogcetu IKE.

IPsec Proposal

IPsac Authentication Algorithm mds

IPsac DH Group 0

IPsec Encryption Algorithm aes W

IPsec Policy

IPsac DPD Delay | 180 | (Sec, Range: 5-600)
IPsac Child 5A Ufetime | 3600 | (Sec, Range: 180-B&400)
IPsec VPN

Force Establish Tunnel d
GRE Over IPsec

Use GRE Mode . an OFF

GRE Ower IPsec Mgmt | 192.168.3.2 | {308 0L X NN

GRE Owver IPsec Data | 192.158.3.3 | {0 L 0L )

GRE MTU Offset | 148 | (Range: 0-220)

GRE Ping Counter | a | (Range: 3-50)

Click "Update” to save the new sethings.

Update

IPsec Proposal :

* IPsec Authentication Algorithm — BbIGOp anropuTma xawmpoBaHus IPsec, npegHasHayeH Ansi NPoOBEpPKU
LEe/IOCTHOCTU AaHHBbIX.

* IPsec DH Group — BbI6op anroputma Anddm-XennmaHa, Mcnonb3yercs 4Tobbl yCTaHOBUTb 06LLMI
CeKpeT B He3all1LLEHHO ceTu.

* IPsec Encryption Algorithm — BbIGop anroputma wmdposaHusa ans 1 dasbl nogkaoveHns IPsec.

IPsec Policy:

* IPsec DPD Delay — vHTepBaJs1 OTNpaBKu NakeToB 0OHapyXeHus paspbiBa coeanHeHus. [Npy oTcyTCTBUM C
NPOTUBONOMOXHON CTOPOHbI IPsec VPN oTBeTOB Ha 5 nakeToB noapsg, Touka goctyna coutet VPN
passasimBLUMMCS 1 Npou3BeneTt nepesanyck IPsec VPN co cBoei CTopoHbl. MapameTp npuHuMaeT
3HadeHna ot 5 go 600 cekyHa. Mo ymonuaHuio — 180 cekyHa,

+ IPsec Chaild SA Lifetime — Bpemsi xu3Hu IPsec VPN SA (chasa 2), o/mkeH 6bITb 0O4UHAKOBbLIM C 06ENX
cTopoH TyHHens IKE/IPsec. JonxeH 6bITb Hke, yeMm IKE Lifetime. MapameTp npyHUMaeT 3HavyeHns oT
180 o 86400 cekyHa. Mo ymonuaHuo — 3600 cekyHA,
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IPsec VPN:

* Force Establish Tunnel — BkIUNTb, 4TOObLI ycTaHOBUTL coeanHeHmne IPsec VPN HemeaneHHo. VHaue,
VPN-coegmHeHune IPsec 6ygeT yctaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode - BkntounTb nam otkniountb GRE yepes IPsec . Bo BK/1lOUEHHOM COCTOSAHUM A5
pefakTMpoBaHUA AOCTYMHbI NapameTpbl:

* GRE Over IPsec Mgmt — IP-agpec GRE gns TyHHens ynpasneHus .

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus faHHbIMU .

* GRE MTU Offset — onpegensieT ymeHbluenne MTU gna GRE-TyHHeneli. GRE-TyHHensim 6yaeT
HasHayeHo MTU ucxoas n3 pacyeta 1500 — GRE MTU Offset. MapameTp NPUHUMAET 3HAYEHMSA OT
0 po 220.

* GRE Ping Counter — 4T06bI MPOBEPUTDL, YUTO TYHHENb GRE Bce elle xuB, oTnpasnsetcs ping Ha GRE
IP-management kaxaple 10 cekyHA. DTO 3HaYeHNe onpeensier, CKOMbKO NakeToB NMUHra MOXeT
6bITb NOTEPSAHO, 0 TOrO, Kak ToUKa A0CTyna nepesanycTtut coeguHeHune IPsec.

MapameTp npMHMMaeT 3HadeHus ot 3 go 60.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

4.5.19 MopgmeHto «<Mesh»*

B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M MeXay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTu.

QO - MogMeHIo fOCTYIMHO, eCIN Ha ToYKe AocTyna yctaHosseHo MO ¢ nogaepxkoin Mesh
(WOP-2ac-1.14.0.X-MESH.tar.gz n 6onee no3aHue Bepcumn).

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off ™ |
Spanning Tree Mode On v
Tunneling Off w

Mesh Interface Settings

Radio 1w

Interface wlanOmesh

Status Up b

Mesh 1D ‘Mesh ‘
Mesh Encryption Off

Mesh Root Oon ™

Mesh Root Address ‘ AB:F9:4B:B5:52:9 ‘

Mesh Interface Address ‘ AB:F9:4B:B5:52:9 ‘
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Mesh General Settings -

Autopeer Status — cTaTyc aBTOKOH(OUIYpMpoBaHNs Todek goctyna. [lo/mkeH ObiTb OTK/IIOYEH Ha
npoBoaHoii Touke (Root) 1 BKtoYeH Ha 6eCNPOBOAHbIX.
Spanning Tree Mode — pexum pa6oTbl npotokona STP gna npegoTepalleHns netenb B CETH;
Tunneling - onuusa JOCTyNHa TONbKO Npu ncnonb3oBaHun GRE:

+ Off — GRE He ucnonb3ayeTtcs, onuusa Tunneling Bbiko4eHa;

* Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;

+ Slave — Touka nogxnoyaeTcs K Master-Touke no pagnovHTepgeicy.

Mesh Interface Settings — B faHHOM pasfesne BbINOHAETCA HACTPOlika NapameTpoB UHTepdeca ans
opraHm3auun Mesh. Pasgen gocTtyneH To/1bko Ha Root-Touke, T.e. Npu HaxoxaeHun napameTtpa Autopeer
Status B 3HauYeHun off.

Radio — BbIGOp pagnounHTepdeica ania opraHusaunm Mesh;

Ha Toukax Tna WOP-2ac Mesh noggaepxaH Tonibko Ha Radio 1 (5 Mw).

Interface — uHTepdeiic, ncnonblyemsblii s opraHmsaumm Mesh;

Status — cocTosiHne koHdpurypmpyemoro Mesh-uHTtepdeiica;

Mesh ID — uma Mesh-ceTtu;

Mesh Encryption — ucnonb3oBaHue Mesh-ceTu ¢ wncpoBaHnem (on — BKIHOUATb, Off — BbIKIOUNTD);
Mesh Root — Ha3HauUTb TOUKY AOCTyna KOHTposiiepom B Mesh cetu (fonxHa 6bITb ToUKol BBOAA/
NPOBOAHON);

Root Address — MAC-agpec nHTepdpeiica Touku AOCTyNa, ABNSOWERCA KOHTPO/IIEPOM (3anO/HSETCS
aBTOMAaTUNYECKM);

Mesh Interface Address — MAC-agpec Mesh-nHTepdieiica KOHUIyprpyemoii TOUKM gocTyna.

Mesh Mac Authentication

Peer's list

ad:f9:4b:b5:52:8f ad:f9:4b:bB:3a:1f
ad:f9:4b:b5:4d:af

ad:f9:4b:bd:cd:2f

a8:f9:4b:b5:52:9f

a8:f9:4b:bR:26:1F

e@:d%:e3:73:06:ef

ad:f9:4b:b7:8b:cf

ad:f9:4b:bd:cd:3f

| Delete From Access List || Delete From Block List Access Block
|ﬂ I ‘ Access Block

Click "Update™ to save the new settings.

Update

Mesh Mac Authentication — B pa3gene BbinonHAeTcs fob6asneHve/ynaneHve yyactHnkos Mesh-cetn.

+ Allowed — Toukam goctyna gobasneHHbIM B cnncok «Allowed» paspeweH goctyn B Mesh-cetb:

+ Delete From Access List — yaanutb BblaeneHHbli MAC-agpec 13 cnucka paspeLueHHbIX;
Blocked — Toukam gocTtyna gobasneHHbIM B cnucok «Blocked» 3anpewieH goctyn B Mesh-cethb:
+ Delete From Block List — ynanuTb BblgeneHHblin MAC-agpec 13 cnucka 3anpeLleHHbIX.

+ Access Request — cnncok Tovek AocTyna npyucnasnx 3anpoc Ha nogkntoyeHne B Mesh-cetb:

+ Access — fj06aBneHne ToUkM AoCcTyna B «6efblii» CIMCOK (A0CTYN pa3peLleH);
* Block — no6aBneHue ToUkM AOCTyNa B «4ePHbI» CNUCOK (A0CTYN 3anpeLyeH).
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[nsa Toro, uTobbl 4O6aBUTL TOUKY AocTyna B cnucok Allowed/ Blocked spy4Hyto, Heobxodumo ssecmu MAC-
adpec moyku 8 nosie «<Add mac» u Haxxamb COOMBECMBYIOWYH KHOIKY:

+ Access — fjob6aBneHve TOUKN AOCTyna B «6eiblii» CNCOK
* Block — po6aBneHve TO4KN AOCTYNa B «4EePHbIA» CIUCOK.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.5.20 MopmeHto «Mesh Monitoring»*

B nogmeHto « Mesh Monitoring» oTobpaxaeTcsa craTtucTmka u coctosiHue coevHeHuii B Mesh-cetn.

© * MopameHIo OCTYNHO, ECNM Ha TOYKe A0CTyna ycTaHoeneHo MO ¢ nogaepxkoit Mesh (Hanpumep,
WOP-2ac-1.14.0.X-MESH.tar.gz n 6onee no3aHue Bepcun).

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update || Auto Update |

MAC Address Link State Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:fi4bb¥.cc:8f ESTAB  -46 01:19:58 268274 75360 83085 (31.0%) 6723 (B.9%) 1 Kbitsisec 0 Kbits/sec
aB:f9:4b:bl:5hdf  ESTAB  -48 0L:19:59 634302 161236 85244 (13.4%) 12904 (B.0%) 0 Kbits/sec 0 Kbits/sec
ab:f94b:b4:53:7f  ESTAB  -44 14:13:42 622430 151387 B24595 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | uUpdate Graph || Auto Update |

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
ab:f9:4b:16:efbf WEP-12acrev.C(ROOT) 192.16B.56.116 1.14.0.B8-mesh_test-741%06c-MESH 0
aB:f9:4b:b0:5fdf WEP-12ac 152.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4b:b4:53:7f WEP-12ac 152.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
ad:fa:4b:b7.cc:8f : 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes — B pa3aene otobpaxaetcs Tabnmua co CTaTUCTUKOM COeMHEHNIA C cOCeHNUMM
TOYKamu gocTyna.

+ Stats Update — npn HaxaTun Ha KHOMKY NPOun30iiaeT 06HOBNEHME CTATUCTUKM B TaGNULE,;
+ Auto Update — aBTOMaTu4yeckoe 06HOBEHME TabnuLbl (aHHbIe 0GHOBNSIOTCS Pa3 B CEKyHAY);

* MAC Address — MAC-aapec Mesh-nHTepdheiica coceaHelt TOUKM A0CTYNa,;

* Link State — cocTosiHMe coequHEHNS;

* RSSI — ypoBeHb cuUrHasna oT cocefHen TOUKN AOCTYyNa;

+ Uptime — Nnpoao/mKUTENbHOCTb COEANHEHNS C TOUKON AOCTYNa;

+ Tx Total — KONNMYECTBO YCMNELLIHO OTNPaB/IEHHbIX NAKETOB;

* Rx Total — koNnM4ecTBO yCNeLLIHO NPUHATLIX NAKeTOoB;

* Tx Retry Count — KONn4eCcTBO MOBTOPHO OTNpPaB/IEHHbIX NaKeTOB;

* Rx Retried Count — KONNMYeCTBO NPUHATbLIX NAKETOB, OTNPAB/IEHHbIX NOBTOPHO;

+ Tx Actual Rate — Tekyllasi CKOpOCTb Nepefayn AaHHbIX, B KOUT/C;

* Rx Actual Rate — TeKyLlasi CKOPOCTb NprYeMa [aHHbIX, B KOUT/C.
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Mesh Network — B pasaene otobpaxaetcsl Tabnuua ¢ nHcopmauyeli 06 ydactHukax Mesh-cetu.

o OTo6paxaeTcst TO/IbKO Ha YCTPOICTBE, ABNAOLWMMCS KOHTponepom Mesh-cetu (Root AP).

+ Update Graph — npy Haxxatum Ha KHOMKY Npou3oiaeT 06HOBNEHME UHGopMaLmmn B Tabnuue n rpage;
* Auto update — aBTOMaTuyeckoe o6HOBEHME Tabnmubl 1 rpada (gaHHble 06HOBASOTCS Kaxable 10
CeKyHz);
* MAC Address — MAC-agpec Mesh-nHTtepceiica y4acTHUKa ceTu;
+ Device Name — cncteMHoe UMs YCTPOICTBa;
IP Address - IP-agpec yCcTponcTBa;
« Firmware Version — Bepcusi NporpaMmMHoOro obecneyeHus;
Last Update — Bpems nocnegHei CUHXPOHM3aLUMn C YCTPONCTBOM.

B pasgene MoOHMTOpPUHIa pacnonaraeTcs rpad ¢ NoCTPoeHHo cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnuubl 1
rpagpa MOXHO NMPOU3BECTU aHaIM3 CETU. DTO NO3BO/IUT OLEHWTb NPABWU/ILHOCTL PACTONIOXKEHUSI TOYEK A0CTyna
Mo TEPPUTOPUM MOKPLITUS N YKAXET Ha NPOGIEMHbIE MECTa, a Take NMOMOXET NMPOU3BOANTbL MOHUTOPUHT CETK
B PEeXMMEe peasibHOro BPEMEHM.

Link status:
SIEN

ESTAR

WEP-12ac:1ev.C(ROCT)

-46

-15

-46

=13

WEP-12ac
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4.6 MeHto «Services»

B mMeHIo «Services» BbINOMHAETCA HACTPOIiKa BCTPOEHHbIX CNYX6 TOYKM gocTyna.

4.6.1 lMopmeHto «Bonjour»

B nogmeHio «Bonjour» BbINOMHSAETCA HACTPOIika ycyrm Bonjour, koTopas No3BosisieT 6eCnpoBOAHbIM TOUKaM
A0CTYyNa v 1x cepBucam 06HapyXuBaTb Apyr Apyra BHYTPU JIOKasIbHON CeTu, UCNosb3ys 3anvcy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enabled ' Disablad

Click "Update™ to save the new settings.
Update

Bonjour Status — coctosiHue ycnyru Bonjour:

« Enabled — npu ycTaHOBNEHHOM dhnare ycnyra akTuBHa;
+ Disabled — npu ycTaHOBNEHHOM chfiare ycnyra BbIK/TO4EHA.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaxkmuTe KHonky «Update».

4.6.2 MopmeHto «Web Server»

B nogmeHto «Web Server» BbINO/IHAOTCS HACTPOWKM AOCTYNa K TOUYKE A0CTyna Yyepe3 web-mHtepgeiic.

Configure Web Server Settings

HTTFS Server Status * Enzbled Dizabled

HTTF Server Status * Enzbled Dizabled

HTTF Fort 30 (Range: 1025-65535, Default: 30)
HTTFS Port 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timeout (mMinutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to save the new settings.
Update

* HTTPS Server Status — coctosiHue cepeepa HTTPS:
+ Enabled — npu yctaHOBNeHHOM dhnare noAkntdeHne Kk web-nHtepdelicy yctpoiictsa 6yaet no
3auymiieHHomy npotokony HTTP (HTTPS);
* Disabled — npu yctaHoBNeHHOM dhnare nogknoyeHne K web-nHrepdelicy yctpoictea He
AOCTYMHO no npotokony HTTPS;
* HTTP Server Status — cocTosHune cepBepa HTTP, aTOT napamMeTp He 3aBUCUT OT COCTOSIHUSA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHoBNeHHOM dhnare nogkndeHne Kk web-nHtepdelicy yctpoiictea byaet
paspelueHo no npotokony HTTP;
* Disabled — npu yctaHoBNeHHOM dhnare nogakntoyeHne Kk web-nHrepdelicy yctpoictea He
AOCTYNHO no npotokony HTTP;
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* HTTP Port — Homep nopTa gnsg nepegadun HTTP-Tpachmka. MapameTp npuHumaet 3HadeHns ot 1025 go
65535. Mo ymonuaHuio — 80;

* HTTPS Port — Homep nopTa ansa nepegaydn HTTPS-Tpaduka. MapameTp npuHMMaeT 3HavyeHus ot 1025
[0 65535. To ymonyaHuio — 443;

* Maximum Sessions — konnyectBo web-ceccuii, Bktouass HTTP n HTTPs, koTopble MOryT 6bITb
OAHOBPEMEHHO 3anyLleHHbl. MapameTp npuHUMaeT 3HadeHms ot 1 go 10 ceccuid. Mo ymonyaxuio — 5;

+ Session Timeout (minutes) — nepvog, BPEMEHM, N0 UCTEYEHNN KOTOPOTO CMCTEMA aBTOMATUYECKM
BbINOJIHUT BbIXOZ U3 Web-uHTepdieiica, ecnmn nosb3oBaTteflb He 6bi akTMBEH. MapameTp npuHUMaeT
3HayeHus ot 1 o 1440 muHyT. Mo ymonyaHuuio — 60 MUHYT.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTP S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Izssuer Commaon Name: CN=192.168.1.10

Generate HTTP SSL Certificate — B gaHHOM pa3gene npy Haxatum Ha kHonky «Update» BbinonHseTcs
reHepauusa HoBoro HTTP SSL ceptuchmkata gns 6esonacHoro gocryna k web-cepsepy. [JaHHoe gelicteue
HY>XHO BbINO/IHWUTbL NpK nony4veHun IP-agpeca, 4Tobbl MMs cepTudpmkata cosnagasno c IP-agpecom ycTpoiicTaa.
Mpw co3gaHnm HOBOTO cepTudukarta byaeT 3anyuleH web-cepsep 6e3onacHoCTU. 3allmLLeHHoe coegnHeHne
He ByaeT (PyHKUMOHMPOBATb, NOKa HOBbI cepTudmkar He ByaeT npYMeHeH B 6paysepe.

HTTP SSL Certificate File Status — B saHHOM pasaene npusogutcst uHcopmaums o HTTP SSL cepTtudmkare:

« Certificate File Present — yka3blBa€eT, npucyTcTByeT nn ceptucukar SSL HTTP;
« Certificate Expiration Date — pata, 40 KOTOpOW cepTucukar AenCTBUTENEH,;
+ Certificate Issuer Common Name — nms ceptudmkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTP S5L Certificate as a backup file to yvour PC.
To =ave the Certificate to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method * HTTPR TFTE

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” buttan.
To upload from a TFTF server, click the TFTP radio button and enter the TFTF server information.

Upload Method ® HTTP TFTP
HTTF S5L Certificate File BuiGepuTe thaiin | ®aln He eoibpaH

Upload
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To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbINoOMHAETCA coxpaHeHne Tekywero HTTP SSL
cepTudukata, KOTOpbIA B Aa/ibHELLEM MOXET ObITb MCMOML30BaH kak backup-chaiin:

Download Method — meToa coxpaHeHma HTTP SSL ceptudmkara:
« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
+ TFTP - ceptuchukaTt 6yaet coxpaHeH Ha TFTP-cepBepe, npu ykazaHum 3TOro crnocoba HyHO
3anosiHUTbL cneyroLme nons:
« HTTP SSL Certificate File — nms dpaiina ceptudukaTta, 3aaeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTbCA ANS
3arpysku goan.

Haxmute Ha kHonky «Download» gns coxpaHeHus canna HTTP SSL cepTtudmnkarta.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3zaene BbINONHAETCA 3arpy3ka daiina
HTTP SSL Certificate:

Upload Method — meTop 3arpy3ku thaitna HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykasaHuu aToro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbI HYXXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - yepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3anosiHUTb cregytoLmne nons:
« HTTP SSL Certificate File — nms dpaiina ceptudukaTta, 3a4aeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTbCA AN
3arpysku goann.

HaxmunTte Ha kHonKy «Upload» ania 3arpysku ¢paiina Ha yCcTpOoicTBO.

4.6.3 MNopgmMeH «SSH»
B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa AOCTyna K yCTPONCTBY MO NpoTokony SSH.

SSH - 6e3onacHbIil NPOTOKO/ YAa/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH
LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

SSH Configuration

SSH Status @) Enabled () Disabled

SSH Port (Range: 1025-65535, Default: 22)
Tip: Turn off port validation to make use of 1-65535 port range

Click "Update™ to save the new settings.
| Update |

SSH Status — cocTosiHue gocTyna K yCTPOUCTBY No NpoTokosy SSH:

+ Enabled — npun yctaHoBNeHHOM dhriare fOCTYnN paspeLleH;
+ Disabled — npu yctaHOB/EHHOM dhnare AOCTYN 3anpeLyeH.

SSH Port — HoOMep nopTa AocTyna K yCTpoicTBy no npotokony SSH. nana3oH 3HauveHuid 1025-65535, nopT no
yMoOlyaHmto: 22.

[na BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHeCEHNsi HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsiTb
Haxkmute KHomnky «Update».
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4.6.4 TMopmeHto «Telnet»

B nogmeHto «Telnet» BbINONHAETCA HACcTpoOlika fOCTyna K yCTPOUCTBY No npoTokony Telnet.
Telnet — npoTokon, NnpegHasHauyeHHbI AN opraHv3aummn ynpasneHns no cetu. No3BonseT yganeHHo

NOAK/MOUMTLCS K LMY C KOMMNbOTEPA A/151 HACTPOWKM U yNpaBeHUs.

Telnet Configuration
Telnet Status @ Enabled O Disabled

Telnet Port {(Range: 1025-65535, Default: 23)

Tip: Turn off port validation to make use of 1-65535 port range

Click "Update™ to save the new settings.
| Update |

Telnet Status — cocTosiHMe oOCTyna K yCTPOMCTBY No npotokony Telnet:

+ Enabled — npun yctaHoBNeHHOM dhnare fOCTYnN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhnare AOCTYnN 3anpeLyeH.

Telnet Port — HOMep nopTa AocTyna K yCTPoncTBY no npotokony Telnet. Auana3oH 3HadyeHunii 1025-65535, nopt

no ymosnyaHuio: 23.
[na BCTynneHns B cuy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHornky «Update».

4.6.5 TopgmeHto «QoS»
«QoS»

93



PykoBogacTBo no akcnayarauun WOP-2ac

Modify QoS queue parameters
Radio 1 r

EDCA Template Custom v
Queue AIFS cwMin cwMax Max. Burst
Data O ¥ | = = -
(Woice) ! 3 : L5
Data 1 = v - v

AP EDCA parameters (Video) 1 : 15 3.0
Data 2 v c v
(Best Effort) 3 15 0
Diata 3 = - f= =
(Background) 15 1023 o

Wi-Fi Multimedia (WMM) ® Enabled Dizabled
Queue AIFS cwMin cwMax TXOP Limit
Data 0 ¥ | = = a7
(Woice) 2 3 : :
Data 1 7 v 5 v 4

Station EDCA parameters (Video) 2 : 15 g
Data 2 - = -
(Best Effort) 3 15 o
Data 3 = = v =
(Background) 15 1023 o

Mo Acknowledgement on * off

APSD ® on Off

Click "Update” to save the new settings.

Update

Radio — pagnouHTepdeiic, ans Kotoporo 6yayT BbINO/HATLCA HACTPOLKM NapameTpoB QoS;

+ EDCA Template — wabnoH ¢ npegonpeneneHHbimn napametpamu EDCA:

Default — HaCTPOIKM MO YMOMYAHWIO;
Optimized for Voice — onTuManbHble HACTPOIKK A/1A Nepeaaym ronoca;
Custom — nonb3oBaTesibCkMe HaCTPONKY;

* AP EDCA Parameters — Tabnmua HaCTpOeK napameTpoB TOUKM focTyna (Tpaduk nepeaaeTcst oT TOUKM
[0CTYyNa K KNMEHTY):

Queue — npeponpefeneHHble oyepean AN pasIMYHoro poga Tpaduka:

Data 0 (Voice) — BbICOKONPUOPUTETHAA OYepeab, MUHUMaUIbHbIE 3a4ePXKN. B faHHON ouepeam
aBToMaTnyeckn obpabaTbiBatoTCA AaHHbIe, YyBCTBUTE/bHbIE K BpeMeHU, Takune kak: VolP,
NMOTOKOBOE BUAEO;

Data 1 (Video) — BbiCOKONpUoOpUTETHAsSI ouepesb, MUHUMa/TbHbIE 3a[iepXkn. B AaHHOI ouepeam
aBToMaTnyeckn obpabaTbiBatoTCA BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

Data 2 (best effort) — cpegHenpuopuTeETHasi o4epeab, CPELHSIA NPONYCKHAst COCOBHOCTL 1
3aZepxka. B gaHHylo ouepefpb oTrnpaBnseTca 60/bWMHCTBO TPaAULMOHHbIX |P-gaHHbIX;

Data 3 (Background) — H/3KONPUOPUTETHAA OYepeb, BbiCOKasi NPOMyCckHasi CNOCOBHOCTb.

AIFS (Arbitration Inter-Frame Spacing) — onpeaensieT Bpemsi oxugaHus kagpos (ppeiimoB)
[laHHbIX, U3MepseTCs B cnoTax, NpuHUMaeT 3HaveHus (1-15);

cwMin — Ha4Ya/lbHOEe 3HaYeHne BPeMEeHN OXMAaHa nepes NoBTOPHOW OTNPaBKON kaapa, 3agaeTcs
B MUNceKyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HavyeHne cwMin
He MOXET npesblwaTb 3HavyeHne cwMax;

cwMax — MakcumasibHOe 3HaYeHne BpeMEHW OXMUAaHus nepes NnoBTOPHONM OTNPaBKol Kaapa,
3afaeTcs B MUINUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax [o/MKHO BbITb 60/bLLE 3HaYeHUs cwMin;

Max. Burst — napameTp UCnosb3yeTcs TONbKO A5 AaHHbIX, NepefaBaemMblX OT TOUKM AOCTyna [0
CTaHuuMK KMeHTa. MakcumasibHas AJ/iMHa nakerta, paspeLleHHas Ans ovepeneil B 6ecnpoBogHO
ceTu, NpUHNUMaeT 3HadveHus 0-999;
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* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl coyHkumm WiFi Multimedia, koTopasi no3sonsiet
ONTMMU3NPOBaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpeje:
+ Enable — tpyHKUMA BKNIOYEHS;
* Disable — (hyHKUMA BbIK/TOYEHS,
« Station EDCA Parameters — Tabnvua HaCTPOEK NapameTpoB CTaHuuM KinmeHTa (Tpadvk nepegaerca ot
CTaHUMW KNIMeHTa A0 TOUKM AOCTYNa):
+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;
+ TXOP Limit — napameTp UCNo/b3yeTcs TONbKO A4/19 AaHHbIX, NepeaBaembiX OT CTaHUUK KNneHTa
[10 TOYKKM gocTyna. Bo3aMoXHOCTb nepegayn — MHTepBasl BpEMEHU, B MUIIMCEKYHAAX, KOrAa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,
+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHuVe knacca 06CcyXnBaHus,
* APSD - npwu yctaHoBneHHoMm donare «On» 6yAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOpbI ABISETCA METOAOM YynpaBneHus nutaHus. JaHHbli pexumM pekomeHayetcs, ecnv ans VolP-
TenedOHOB AOCTYN K CETV NPefoCTaB/IAeTCA Yepes ToUKy 4OCTyna.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.6.6 lMoagmeHto «<Email Alert»

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe
(Email).

Email Alert Configuration

Email Alert Global Configuration

Admin Mode : | up b

From Address : |a|:l@mai|.ru |{Range: 1 - 255 characters)

Log Duration H |3Cl |minutes {Range: 30 - 1440, Default: 30)
Urgent Message Severity : | Alert 4

MNon Urgent Sewverity : | Warning W

Email Alert Mail Server Configuration

Mail Server Address smtp.mail.ru |{xxx.xxx.xxx.xxx.-"Hostname max 255
Characters)
Mail Server Security : | TLSvl W
Mail Server Port : |a65 | (Range: 0 - 65535, Default:25)
Username : |a|:l@mai|.ru |{Range: 1 - 64 characters)
Password H | sessssssnssneRIne |{Range: 1 - 64 characters)
Email Alert Message Configuration
To Address 1 H |admin@mai|.ru |{Range: 0 - 255 characters)
To Address 2 H | |{Range: 0 - 255 characters)
To Address 3 H | |{Range: 0 - 255 characters)
Ernail Subject : | Log message from AP (Range: 1 - 255
characters)
Update Test Mail

B pasgene «Email Alert Global Configuration» 3agatTcs rno6asbHble HACTPOVKKN NSt PYHKLUN OTMPaBKU
Email-coobuwieHnii.

+ Admin Mode — cocTosiHne oyHKLMKn oTnpasku Email-coobLeHnii Ha Touke goctyna:
* Up — doyHKUVMS BK/THOYEHS,
* Down — (PyHKLMA OTK/IOYEHE;
* From Address — no4ytoBbIii agpec oTnpasuTens. 3agaeTcsa cTpoka 4o 255 cMMBONOB.;
* Log Duration — nHTepBasibl BpEMEHUN OTNPaBKN HEKPUTUYHBIX COOOLLEHWIA. MNapameTp NnpuHuMmaeT
3HaveHus ot 30 go 1440. Mo ymonyaHuio — 30;
+ Urgent Message Severity — ypoBeHb BaXXHOCTN COOBLLEHWIA, KOTOPbIE ByAyT OTNpaB/eHbl HEMEAIEHHO;
* Non Urgent Severity — ypoBeHb BaXXHOCTW COOOLLEHWIA, KOTOpbIEe ByAyT onpasB/ieHbl B MHTepBasiax «Log
Duration».

B pasgene «Email Alert Mail Server Configuration» BbInonHAETCA HAaCcTpolika NapamMeTPOB NOYTOBOrO cepBepa
N KNneHTa.

* Mail Server Address — agpec Nno4TOBOro cepBepa, 3agaetcsa cTpoka Bmga XXX XXX XXX.XXX;

* Mail Server Security — npoToKon ayTeHTUpmKaumm Ha no4ToBoM cepeepe: Open, TLSv1. Mo ymonyaHuio
— Open;

* Mail Server Port — HOmep nopTa No4YTOBOro cepsepa. MNapameTp npuHMMaeT 3HadeHns ot 0 go 65535. Mo
ymonyaHuo — 25;

+ Username — “Ms NOYTOBOIO K/IMEHTA, 3a4aeTcs CTpoka A0 64 CUMBOJIOB;

+ Password — naponb NOYTOBOrO K/IMEHTa, 3afaeTcs CTpoka 40 64 CMMBOJIOB.
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+ To Address 1 — agpec nepBoro nosay4varens CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varenst CoobLweHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa COo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

4.6.7 MNMopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

PykoBogacTBo no akcnayarauun WOP-2ac

B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOiKa NnapaMeTpoB aBapuUnHOro
COOO6LLEHNS:

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

LLDP Configuration

LLDF Mode  ® Enabled Dizabled

POE Priority | Unknown ¥

Click "Update” to save the new =ettings.
Update

Tx Interval (30 (Range: 5 - 32768 =ec, Default: 30 =ec)

* LLDP Mode — cocTtosiHne paboTbl npoTtokona LLDP:

* Enabled — npu yctaHoBneHHom chnare LLDP akTuBeH;

* Disabled — npu yctaHoBneHHom chnare LLDP BbIkOYEH;

« TX Interval — nHTepBan nocbinikn LLDP-coobuieHnin. MapameTp NnpMHMMaeT 3HavyeHus ot 5 go 32768
cekyHg. Mo ymonuanumto — 30 cekyHp,

* POE Priority — npmuopuTeT, nepecbinaemblii B none «Extended Power Information».

[Nsi BCTYN/IeHUsI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMSTh
HaxkmuTe KHonky «Update».
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4.6.8 MogmeHo «SNMP»

PykoBogacTBo no akcnayarauun WOP-2ac

B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

SNMP @ Enabled O Disabled

SMMP versions to use

Read-only Community Name (for Permitted SNMP Get Operations)

Port number the SNMP agent will listen to

Allow SNMP set requests

Read-write Community Name (for Permitted SNMP Set Operations)

Restrict the source of SNMP requests to only the designated hosts or subnets

Hostname, Address, or Subnet of Metwork Management System

IPv6 Hostname, Address, or Subnet of Network Management System

(Default: All)

|(Range: 1 - 256 characters)

[1861

|(Range: 1025 - 65535, Default: 151)

® Enabled O Disabled

|(Range: 1 - 256 characters)

O Enabled @ pisabled

(0o k. xxx/Hostname max 255 Characters)

(330030 000 00K OO 00K 000 D000 o0s/ Hostname max 255 Characters)

Trap Destinations

Enabled Host Type SNMP version

Community Name
(Range: 1 - 256 characters)

Hostname or IP or IPv6 Address
{30003 3000, K00 3000 JI00N 2 00 2 30000 S H000 100K 3000¢ 10000 000 Hostname max 255 Characters)

[1Pv4 v] [snmpv2 v ] [public | [172.16.0.22

+ SNMP - Bk/ito4eHMe/BbIK/I0YEHWE YripaBieHns ycTpoincteomM no SNMP:
* Enabled — npu yctaHoBneHHom chnare SNMP akTuBeH;
* Disabled — npu yctaHoBneHHom donare SNMP BbIk/HOY€EH.
* SNMP versions to use — ucnonbzyemas sepcusd SNMP:
+ All - ncnonb3oBaHue Bepcuin SNMPv1, SNMPv2, SNMPv3;
+ SNMPv2 - ncnonb3oBaHune sepcuii SNMPv1, SNMPv2;
* SNMPv3 - ncnonb3oBaHune sepcun SNMPv3.

* Read-only community name — naponb gns read-only 3anpocos, 3agaeTtcs cTpoka oT 1 o 256 cMMBO/OB;

* Port number the SNMP agent will listen to — Homep nopta npuema/otnpaBku SNMP-coo6LeHWiA.
MapameTp npuHUMaeT 3HadyeHns ot 1025 go 65535. INo ymonyanumio — 161;

+ Allow SNMP set requests — pa3peLlunTb/3anpeTuTb KOHUrypuposaHme yctpoiictea no SNMP:

* Enabled - pa3pelunTb KOHUryprpoBaHue yctpoiictea no SNMP:
* Read-write community name — naposnb ans read-write 3anpocos, 3a4aeTcs cTpoka ot 1 4o
256 cMMBOSIOB;
+ Disabled — 3anpeTuTb kOHUryprpoBaHue yctpoiictea no SNMP;

* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP
3anpockl TO/IbKO € yKa3aHHbIX aapecos, 3agaetcs IP-agpec B Buge XXX XXX XXX. XXX nnun nma xocra.
Ecnu BkIOYEHO, HEOBX0AMMO 3aMno/THUTL NapamMeTpbl:

« Hostname, Address, or Subnet of Network Management System — ums, agpec nnv nogcetb IPv4, 3
KOTOpoi pa3pelueHo npuHnmate SNMP-3anpochi;

+ IPv6 hostname, address, or subnet of Network Management System — nms, agpec Uin noaceTb
IPv6, 13 koTopoit paspeLleHo npuHumMaTb SNMP-3anpocsi.

Trap Destinations — HacTpoiika oTnpaBku SNMP-TpanoB Ha yaaneHHbIli cepBep:

« Enabled — BkntoueHne oTnNpaBkn Tpanos;

* Host Type — ykaxuTe, ABNAETCA /1N BK/IOYEHHbIN y3en y3nom IPv4 nnn yznom IPv6.

+ SNMP version — Bbl6op Bepcumn npotokona SNMP;

+ Community Name — BBeauTe nMsa co06LeCTBa, 3a4aeTca cTpoka oT 1 4o 256 cMMBONOB;

« Hostname or IP or IPv6 Address — Beeante DNS-ums nnu IP-agpec cepsepa, Ha KOTopbIli Touka gocTyna
6yneTt otnpaenaTe SNMP-Tpansl.
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B nogpasnene « Debug Settings» BbiNonHseTCA HACTpoiika OTNPABKM OTNAA04UHbIX COOBLLEHNIA.

Debug Settings
Debugging cutput tokens (Range: 0 - 256 characters, empry string for 'no debug’, 'ALL, or "traps,zend' - any tokens without spaces)
Dump sent and recsived SNMP packets Enablad @ Dizabled
Logs to Don't log b
Logs to specified files fvarflog/snmpd.log (Range: 1 - 256 characters, Defaule: /var/log/snmpd.log)
Logs priority level Emergency ¥ | [for Standart output, Standart error and File legs output)
Logs priority range From | Emergency ¥ | to | Emergency ¥ | (only for Syslog sutput)
Transport « UDP UDPs I TCP TCP&
Click "Update™ to save the new ssttings.
Update

« Debugging Output Tokens — naeHTncmkaTop rpynnbl 0TAaA04HbIX COOBLLEHNIA

« Dump Sent and eceived SNMP Packets — BbIBO, B /10T COAEPXUMOr0 NPUHUMAEMbIX 1 NepefaBaeMbIxX

SNMP-coo6LeHwii;
+ Logs to - ykasaHne mecTa BbiBOAA S0ra:
« Don't Log — He BbIBOAWTb NOT;
« Standart Error, Standart Output — BbIBOA B KOHCO/b;
+ File - BbIBOA B haiin;
+ Syslog — Syslog-BbiBOS;
+ Logs to Specified Files — ykazaHue thalina ans sbiBoga nora;

* Logs Priority Level — BbIGOP YPOBHS BbIBOAVMbIX /IOTOB, YKa3bIBAETCS NPY BbIBOAE /10ra B KOHCO/b MW

chanin;
* Logs Priority Range — ykasaHue avanasoHa ypoBHeli noroB A Syslog-BbiBoAa;
+ Transport — TpaHCMOPTHbIV NPOTOKO/, MCNoNb3yeMblit ans nepegadn SNMP-coo6LLEeHWIA.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaxkMuTe KHonky «Update».

4.6.9 MoameHto «Time Settings (NTP)»

B noameHto «Time Settings (NTP)» BbINO/IHSAETCS HACTPOIiKa /TOKa/IbHOTO BPEMEHU YCTPOICTBA.

Modify how the access point discovers the time

System Time (24 HR) Maon Jul 3 2023 12:50:05 RFT
Set System Time ® Using Metwork Time Protocol (NTF)
) Manually
NTP Server IPvAIPyE Address/Name | 1721601 | (3000000003000 ¥000 00X KO0 Y0000 000 I 0008

{Hostname max 253 Characters)

| 120300 300 30003000 KON 0000 K000 0000 K000 0000000

MNTP Alternative Server IPv4/IPvE Address/Name | [Hostname max 253 Characters)

{3000 200000 MK O DO T XN B 0K

NTP Alternative Server 2 IPv4/IPv6 Address/Name | [ et Characters)

NTFP Update Interval | 3600 | (Range: 1 - 86400 sec, Default: 3600)

Time Zone | Russian Fed. Zone & (Novosibirsk; Krasnoyarsk) o |

Adjust Time for Daylight Savings

Click “Update” to sawe the new setfings.
| Update |
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+ System Time (24 HR) — Tekylee CUCTEMHOE BPEMS;
+ Set System Time — BbI6Op criocoba yCTaHOBKN BPEMEHM:

+ Using Network Time Protocol (NTP) — aBTomMaTnyeckast ycTaHoBKa ¢ nomoubto NTP-npoTtokona.
* Manually — py4Hasi ycTaHOBKa BPEMEHMW.

ABTOMaTUYecKas yctaHoBka ¢ nomolbto NTP-npoTtokona (BbibpaHo Using Network Time Protocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec nnun nms xocta NTP-cepsepa.
Ecnun He ykazatb cepBep — OyeT UCMo/b30BaTbCa UMs cepBepa nostydyeHHoro B onumn DHCP;

« NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name - ykaxuTte IPv4-agpeca, IPv6-agpeca nnnm numMmeHa xoctos AononHuTenbHbix NTP-cepsepos.
Ecnun He ykazatb cepBep — OyeT UCMNo/b30BaTbCa UMs cepBepa nostydyeHHoro B onumn DHCP;

+ NTP Update Interval — napameTp ynpas/ieHnsi NnepmogoM CUHXPOHU3aLNN.

PyyHas ycTtaHoBKa BpeMeHu (BbiGpaHo Manually):

+ System Date — ycTaHOBKa garthl;
+ System Time (24 HR) - ycTaHOBKa BpeEMEHM cUCTEMbI B 24-yacoBoM chopmare;

+ Time Zone — BpeMeHHas 30Ha, N0 yMO/I4aHuto yctaHoB/eHo — Russia(Moscow);
* Adjust Time for Daylight Savings — npu ycTaHOB/IEHHOM chiare BbINOIHAETCA aBTOMAaTUYECKNIA Nepexos
Ha netHee BpeMs (DST). Mpu BbicTaBNEHHOM hnare, 6yayT AOCTYMHbI CeaytoLime Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOAA HA 3UMHEE BPEMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoa Ha JIETHEE BPEMS;
« DST Offset (minutes) — ycTaHOBWTb pasHULl BO BPEMEHU (B MUHYTaX).

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».

47 MeHto «SNMPv3»

B meHo «SNMPv3» BbinonHseTcs HacTpoiika SNMP npotokona 3 Bepcun.

4.7.1 TMopgmeHto «SNMPv3 Views»

B nogmeHto «SNMPv3 Views» chopmupyeTtca onucaHne gepesa nnun nogaepesa OID, a Takke BKNKOYEHME NN
NCKNYeHne nogaepesa n3 ob3opa.

SNMPv3 Views Configuration.

View Name Type ol Mask
(1 - 32 characters) e (max 256 characters) (max 47 characters)

included A Add
SNMPw3 VIEWS [yiew-all----included----.1----
view-none----excluded----.1----

Click "Update™ to save the new settings.
Update

+ View Name — nmsa gepea unu noggepesa MIB, 3agaetcs cTpoka Ao 32 CMMBOJIOB;
* Type — BKNKOUYUTb UMM UCKIOUYMTL noaaepeso MIB ns o63opa:

* included — BKkntOUUTB;

« excluded — ucknounTs;
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* OID - ctpoka OID, onuckiBaroLas nogaepeso, BK/IOYaEMOe UV UCK/ToYaeMoe 13 0630pa, 3aJaeTca
CTpoKa Ao 256 cMMBOSOB;

+ Mask — macka, 3afilaeTcs B hopmate XX.XX.XX....(.) pas3mepom He 6onee 47 CUMBOJI0B, UCMOSb3YETCS A1s
dhopmmnpoBaHnsa HeobxoanMoro nogaepesa B pamkax ykasaHHoro OID;

* SNMPv3 Views — CNNCOK CyLLECTBYIOLLMX NpaBu/l.

[ns po6asneHns npasuna HaxxMmTe KHonky «Add».
[nsa ypanexnns npasuna B none «<SNMPv3Views» BbibepuTe 3anmMcb U HOKMUTE KHOMKY «Remove».

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.7.2 NoameHo «SNMPv3 Groups»

B nogmeHtio «SNMPv3 Groups» BbINOMHAETCA (hopMrMpoBaHme rpynn ¢ pas/imyHbiMy YPOBHSMY 6€30MacHOCTMH,
NPUMEeHeHHbIMY K NpasBuiam 0630pa ilepeBbeB 1 NoAAEPEBLEB.

SNMPv3 Groups Configuration.

Hame

. . i _ -
(1 - 32 characters) Security Level Write Views Read Views
noAuthentication-noPrivacy ¥ || view-all ¥ || view-all ¥ || Add

SNMPv3 GROUPS [RQ--authPriv--view-none--view-all
RW--authPriv--view-all--view-all

Click "Update” to save the new settings.
Update

* Name - vms rpynnbl, 3agaeTca CTpoka A0 32 CUMBOJIOB;
+ Security Level — ypoBeHb 6e30nacHOCTM A1 rpynmbl:

* noAuthentication-noPrivacy — He ucnosnb3yeTcs ayTeHTuukaumsa 1 wngpoBaHme OaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUGMKaLNS, HO HE NCMONb3YeTCs WndpoBaHne
AaHHbIX. MNpn otnpaske SNMP-coobuweHnii ansa ayteHTudmkaymmn ncnonbdyetcs MDS katod n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTudmkaumsa n wngposaHne gaHHbix. MNpun oTnpaske
SNMP-coob6LeHnnii ana ayteHTudmnkauumn ncnonsdyerca MDS kitou/naposb, 415 wugpoBaHns
AaHHbIX ncnonb3yetcsa DES kioy/naporss;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4OCTYNHOro 418 3anuncu:

* view-all - rpynna MoxeT co3gasatb, U3MEHATb U yaansaTe 6assl MIB;

* view-none — rpynne He pa3peLleHo co34aBarb, U3IMeHATb U yaanate 6assl MIB;
* Read Views — Bbl6op fAepeBa/nogaepesa OID, 4OCTYNHOTO A/19 YTEHUS:

* view-all - rpynne pa3peLueH NpocMoTp 1 YTeHne Bcex MIB cpaiinos;

* view-none — rpynne He pa3speLueH NpocMoTp 1 yteHne MIB haiinos;
* SNMPv3 GROUPS — cnucok CyLecTBYIOLLMX Tpynmn.

[ns po6asneHns rpynnbl HOXXMUTE KHOMKY «Add».
Ansa yonanenns rpynnel B none «<SNMPv3 GROUPS» Bbi6epuTe 3anucb U HXXMUTE KHOMKY «Remove».

[na BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».
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B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx

C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.
Hame N Authentication Key . Encryption Key
(1 - 32 characters) Group Authentication type (8 - 32 charactersg) Encryption Type (& - 32 characters)
RO ¥ || MDS v CES v Add

SNMPv3 USERS

Click "Update” to save the new settings.
Update

Name — nmsa nonb3oBaresis, 3agaeTcsa cTpoka Ao 32 CMMBOJIOB;
Group — rpynna, cozgaHHada B nogMeHo «SNMPv3 Groups»;
Authentication type — Tun ayteHTudmnkaumm ans ncnonb3osaHmsa SNMP-3anpocos:
* MD5 - tpe6oBaTb NpoBepky noanvHHocTn no aroputmy MDS5S ana SNMPv3-3anpocos
nosb30Bartess;
* None — npu nepegaun SNMPv3-3anpocoB OT faHHOro nosb3oBartesis He TpebyeTca
ayTeHTUdomkauus;
Authentication Key — ko4 ayTeHTUhmKaumm, 3aaetca cTpoka ot 8 o 32 cumBosoB. Vicnonb3yeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — Tvn wndpoBaHus:
* DES - ncnonb3osartb anroputm wndposaHmsa DES ans SNMPv3-3anpocos nosnbs3oBarens,
* None — npu nepegaumn SNMPv3-3anpocoB OT AaHHOro nosib3oBartesis lwndposaHme He TpebyeTcs;
Encryption Key — kmoJ lwingpposaHuns, 3ag4aeTca CTpoka oT 8 Ao 32 CMMBO/OB. VICMNo/b3yeTcs, eCnv B
none «Encryption Type» Bbi6partb 3Ha4eHne «DES».

[na po6asneHns nonb3oBaTesnis HKMUTE KHOMKY «Add».

[na ypanexnua nonb3osartesnia B none «<SNMPv3 USERS» BbibepuTe 3anmcb 1 HaXXMUTE KHOMKY «Remove».

[lna BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb

HaxxmuTe KHornky «Update».
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B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi

IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPvdiIPvE Address (oo . X Port (1 - 65535) Users
00K X w0 K )

¥ || Add
SNMPw3 TARGETS

Remove

Click "Update” to zave the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnwn IPv6, Ha KOoTopbIin 6yayT oTnpasneHbl Tpanbi;
* Port — nopt UDP, Ha KOTOpbIin ByayT oTnpas/ieHbl Tpanol. MapaMeTp NpuHUMaeT 3HavyeHns ot 1 4o

65535;
+ Users — “Msi No/b30BarTessi, KOTopoMy 6yayT OTNpPaB/EeHbI TPanbI.

[ns no6aBneHVs Npasuna oTNPaBKM TPANOB HaXXMUTE KHOMKY «Add».

[na yaaneHns npaesuna otnpasky Tpanos B none «SNMPv3 TARGETS» Bbibepute 3anmicb 1 HOXXMUTE KHOIMKY

«Removen».

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsTh

HaxkMuTe KHonky «Update».
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4.8 MeHo «Maintenance»

MeHto «Maintenance» npegHa3Ha4yeHo 4151 06LLero yrnpasneHus yCTPOMCTBOM: BbIrpy3ka, 3arpy3ka, ycTaHoBKa
KOHpurypaumm no ymonyaHuto, o6HoeneHune MO, nepesarpy3ska yCTPONCTBa, a Takke 418 onepauunin oTnaaku:
CHUY(hrHra Tpadinka, NPOXoAsALLEro Yepes TOUKY AOCTyNa U BbIrpy3ka AnarHoCTMYeCcKor nHdopmaumm no
YCTPOWCTBY.

4.8.1 MopameHto «Configuration»

B noameHto «Configuration» npon3soanTca 3arpy3ka 1 Bbirpy3ka KOHUrypawmm ycTpoiicTBa, a Takke copoc
YCTPOIACTBA K KOHCUTypaLmi N0 YMO/YaHKI0 1 Nepesarpy3ka ycTpoicTaa.

Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset” to load the factory defaults in place of the current configuration for this AR

| Reset | Save access settings

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC,
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method @ HTTP ) TFTP

| Downlaad |

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method @® H1re O TETP

Configuration File | BriSepute dain |Oal71}1 HE BRIDDEH

| Restore |

To Restore the Factory Default Configuration — c6poc ycTpolicTsa Kk 3aBOACKMM HacTpoOiKam.

UTo6bI cAenaTh C6POC BCEX HACTPOEK YCTPOIMCTBA HA CTaHAAPTHbIE 3aBO/CKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». MNocne cépoca ycTPOCTBO aBTOMATUYECKM Nepe3arpysutcs. Becb npouecc 3aiiMeT HEeCKO/bKO
MUHYT.

Ecnn aktnBunpoBaH thnar Save access settings, To 6yayT coxpaHeHbl Te napameTpbl KOHUrypauum, KotTopble
OTBEYaloT 3a A0CTYN K yCTpoiicTBy (HacTpoiika IP-agpeca, HacTpoiiku goctyna no Telnet/SSH/SNMP/Netconf/
Web). Mocne c6poca ycTpoincTBO aBTOMATUUYECKN Nepe3arpyxeHo He Gyaer.

€ C6poc k 3aBoACKMM HacTpolikaM NPUBEAET K yaasieHnio Bcell KOHUrypaLmm ycTpoiicTea, B TOM uincne
u IP-agpeca Ans AocTyna K ycTpoicTsy. Mocre BbINoNMHEeHUs AaHHOI onepawuy BO3MOXHA NoTeps
CBSI311 C YCTPOWCTBOM.

To Save the Current Configuration to a Backup File — Bbirpy3ka Tekywieii koHgourypauum B backup chaiin ¢
nocneayrowmm ckaumsaHmem goainna Ha yaasieHHblii cepeep. Bbirpyska gpainna kKoHgurypaumm ¢ ycTpoiicTaa
MOXET OCYLLLeCTBNATLCA NocpeAcTBOM npotokonos: HTTP n TFTP.

+ Bbirpyska uepe3 HTTP. Yctanosute conar «Download Method» B 3HaueHve «HTTP». HaxxmuTe KHOMKY
«Download», B guanoroBom okHe Bbibepute nNyTb 419 coxpaHeHus haina Ha MK;

+ Bbirpyska uepe3 TFTP. YcraHosute tpnar «<Download Method» B 3HaueHune «TFTP». B none
«Configuration File» ykaxxnTe ums dpaiina, B KOTopom ByaeT coxpaHeHa KoHurypauus ycTpoincrea. Nms
hanina ob6a3arenbHO AOMKHO cogepxaTtb pacwmpeHune .xml. B none «Server IP» ykaxuTte IP-agpec TFTP-
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cepsepa, Ha KoTopom byaeT coxpaHeH backup-thaiin. Haxxmute kHonky «Download» ans Havana
BbIFPY3Ku haina.

To Restore the Configuration from a Previously Saved File — 3arpy3ka paHee coxpaHeHHoro cpaiina

KOHGoUrypaumm Ha TouKy AocTyna. 3arpy3ka KoHurypaumm Ha yCTpPOCTBO MOXET OCYLLLECTBNATLCSA
nocpenctsom npotokonos: HTTP n TFTP.

€ npwu 3arpyske backup-thaiina koHUrypaLmmn B yCTpONCTBe NPOU30AAET NPpUMEHEHVe BCex
napameTpoB 13 haiina, Bkntoyass Management VLAN u IP. B cnyyae, ecnv 6yaet 3arpyxeH dain
KOHpurypaumm Apyroro yCTpoincTsa, To BCIeACTBME NpuMeHeHus vyxoro IP nnn Management VLAN
MOXEeT NponacTb CBA3b C YCTPONCTBOM.

+ 3arpyska uyepe3 HTTP. YctaHoBuTe cpnar «Upload Method» B 3HaueHne HTTP. HaxmuTte «Bbibepute
chanin» 1 B AnanoroBom OKHe BbiGepuTe nyTb K coOXpaHeHHoMmy doainy backup Ha MK. HaxxmuTe KHOMNKyY
«Restore» ans Hayana 3arpy3ku ana KoHdurypauum B ycTponicTBO.

+ 3arpyska uepes TFTP. YctaHosuTte donar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKakuTe nms dpaina, Kotopblii OyaeT 3arpyXeH Ha yCTpoincTeo. Nms chalina 06s13aTenbHO A0/HKHO
cogepxaTtb pacwmpenue .xml. B none «Server IP» ykaxuTe IP-agpec TFTP-cepBepa, Ha KOTOPOM
coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Hauyana 3arpy3ku goaina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

Tao Save the Startup Configuration to a Backup File or to Mirrar file

Startup Configuration
Source File Name: Backup Configuration
Mirror Configuration
Destination File Name: Startup Configuration
Backup Configuration

Click "Update” to save the new =settings.

Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file — Bbirpy3ka tekyuiei koHurypaumm B

backup-ghaiin B aHeproHesaBnCcMMyIo NaMsiTh YCTPOICTBA U 3arpy3ka COXpaHEHHO KOHMrypaumm 3
9HeproHe3aBMCKMOI NaMSATH YCTPOICTBA.

+ Source File Name — ums chaiina uctouHmka koHgurypauum (Startup nnm Backup).
+ Destination File Name — umsa cpaiina, B KOTOpbIii 6yAeT 3anncaHa BblbpaHHas KoHUrypaums.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

Rebooting the Access Point — nporpammHas nepesarpyska ycTpoicTaa.

[nsi nepesarpy3ku yCTPoNCcTBa HAXXMITE Ha KHOMKY «Reboot».
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4.8.2 MopmeHto «Upgrade»
B noameHio «Upgrade» BbINO/HAETCS 06HOB/IEHME U CMeHa nporpammHoro o6ecneuexus (MO) ycTpoiicTea.

B chmaunueckoii namaTy ycTporicTBa 0O4HOBPEMEHHO CoAepXunTes ABa obpasa MO. Ecniv oguH 13 o6pasos
YCTPOWCTBA BbiLIes U3 CTPOS, TO 3arpy3ka 6yAeT BbiNosIHEHa ¢ Apyroro obpasa MO. Og4HOBPEMEHHO B
YCTPOMCTBE MOXET ObITb aKTUBEH TO/ILKO OAMH 06pas.

Manage firmware

Model Eltex WOP-2ac
Firmware \Version

Primary Ima Texywana sepcua MO

.
ge
.
ge

Secondary Ima Bepoua NO pesepexoro ofpa3ia
Switch
Upload Method ® HTTP TFTP

MNew Firmware Image BriGepute badn | ®ain He BoibpaH

Upgrade

+ Model — mogenb ycTpolicTBa;
« Firmware Version — Bepcus MO ycTpoiicTsa:
* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sBepcus MNo);
+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNonb3yeTcs B aHHbIi MOMEHT);
+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/HEHNN AAHHOI onepaLmm
aKTMBHbIA 06pa3 nepengeT B pe3epBHOE COCTOSHME, @ pe3epBHbIi — B aKTUBHOE. YCTPONCTBO
aBTOMaTn4ecKkn nepesarpy3nTcs U yCTaHOBUT B KAYeCTBe akTUBHOro pesepsHoe [MO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyXxaeTcsa Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbLIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLmLo
«Secondary Image». ABTOMarnyecku NpoMCXo4unT nepesarpyska yCTpoincTea 1 Touka AOCTyna 3arpyXxaercs ¢
MO, KOTOpoe COOTBETCTBYET 3arpy>xeHHoMy o6pasy.

3arpyska paiina NO Ha yCcTPOCTBO MOXET npounsBognTbes yepe3 HTTP nnun TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HauyeHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANaNOroBoM OkKHe BblbepuTe nyThb K doainy MO Ha MK. HaxmuTte kHonky «Upgrade» gna Havana
3arpysku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepes TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxxuTe ums hainna Mo, koTopbli ByAeT 3arpyeH B yCTPOCTBO. NMA thaitna 0683aTeNbHO AO/TKHO
cofepxatb paclumpeHme .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin NMO. HaxmuTe kHonky «Upgrade» ana Havana 3arpysku caiina.

© B npouecce 06HoBNeHMs MO ycTpoiicTBa He OTK/IoUaliTe NUTaHNe YCTPOICTBa, a Takke He
06HOBNSANTE N HE MeHSITe TeKyLLyt web-cTpaHuuy ¢ nporpecc-6apom 0OHOB/IEHNUS.
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4.8.3 TMopgmeHto «Packet Capture»

B nogmeHio «Packet Capture» peaninzoBaHa BO3MOXHOCTb (DOPMMPOBAHUSA 1 BbIFPY3KWN Aamna Tpadmka ¢
O[HOro 13 NHTepdeicoB yCcTpolicTBa B hain ¢ dpopmatoM .pcap. Noce Bbibopa napaMeTpoB 3anncu gamna
Tpaduka, cTapTa 3anvcy, OCTaHOBKW 3anncy 1 BbIrpy3ku aina, famn MOXHO npoaHasim3npoBaTb
creynanbHbIMK Nporpammamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refrash” button to refresh the paga.
Refrash

Packet Capture Status ...
Current Capture Status Mot started

Packet Capture Time 00:00:00
Packet Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons )

Promiscuous Capture )

Client Filtzr Enable <

Client Filtar MAC Address WLAN cliznt MAC
10:2A:B3:C5:D4:ER address filtering applies

anly to radio interfaces.

Click "Update" to save the new sattings.
Updat=

[lns 06HOBNEHNUSt MHChOPMALIMKN Ha CTPaHWLE HaXXKMUTe KHOMKY «Refresh».

Packet Capture Status — B pasgene BbINnosHAETCA NPOCMOTP MHopMauumn o ctatyce 3anucu gamna Tpadguka
1 BO3MOXHOCTb OCTaHOBKW npoLiecca.

« Current Capture Status — TekyLLMi1 cTaTyc 3anucu gamna Tpadmka (3anuck 3anylieHa/ocTaHoBNEHA);
+ Packet Capture Time — Bpems 3anncu gamna Tpagiunka,;
+ Packet Capture File Size — pa3amep 3annucaHHoro gamna tpaguka.

[na octaHOBKM 3anucu gamna Tpadomka Haxxmmute KHonky «Stop Capture».
Packet Capture Configuration — B pasaene BbINOMHAETCA HACTPOWKa NapamMeTpoB 3anvcy gamna Tpaduka:

+ Capture Beacons — ecnu yctaHoBneH chnar B nonoxeHue «Enabled» — 3anuceiBath B gamn Beacon-
nakeTbl, eC/in YCTaHOB/EH donar B nonoxeHune «Disabled» — He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anucbiBath B gamn Bce
npvHMMaeMble paanovHTepdelicom nakeTbl, BK/IKOYas NakeTbl, He NpegHa3Ha4YeHHble ANA AAHHON TOUKM
[ocTyna;

* Client Filter Enable — ecnu yctaHoBneH chnar B gamn 6yayT 3anncbiBaTbCsl TOSIbKO T€ NaKeTbl, KOTOPblE
NPUXOAAT OT ONpeAeneHHOoro nonb3osatens. Mpu BKAKYEHUN AaHHOW DYHKUUN HEOBXOANUMO 3an0THUTb
cnepytollee none:

* Client Filter MAC Address — MAC-agpec knneHTa, Tpadmk KOTOPOro A0/HKEH OT(PMALTPOBbLIBATLCA
B Aamn.

[ns BCTynneHus B culy HOBOW KOHUIypauun 1 3aHeceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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Packet File Capture ...
Capture Interface radiol T
Capture Duration 3600 Saconds (range 10 to 2600)

Max Capture File Size 4024 KB (range &4 to 4036)

Click "Update” to save the new sattings.
Updats

Start File Capture

Remote Packet Capture ...

Remote Capture Port |2002 (Range:1025-65530, Default: 2002)

Click "Update” to save the new sattings.
Updats

Start Remote Capture

Packet Capture File Download ...

¥ Use TETP to Download the Capture File

TFTF Server Filaname apcapture.pcap

Server IP 0.0.0.0

Download

Packet File Capture — B pa3gene BbINOMHAETCA HACTPOIiKa NapaMeTpoB 3annucu gamna Tpaduka:

* Capture Interface — nms nHTepdeliica ycTpoiicTBa, C KOTOPOro 6yAeT NPOM3BOANTLCA 3anvcb gamMna
Tpadcuka (eth0 — GE1, wlanOvap1 — BupTyasibHas ceTb 1 Ha 6ecnpoBogHoM nHTepdielice 0);

+ Capture Duration — pnnTenbHOCTb 3anucu gamna. NapameTtp npuHumMaet 3HavyeHna ot 10 go 3600
cekyHa. o ymonyanuio — 60 cekyHp;

+ Max Capture File Size — makcMManbHbIli pa3mep gamna. MNapameTp npMHMMaeT 3HavyeHus ot 64 go 4096
KB. Mo ymonuaHuio — 1024 KB;

[ns BCTyNnneHust B cuy HOBOI KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B 3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHonky «Update».

[nsa Hayana 3anucu gamna Tpadmka B dpaiin ¢ yCTaHOB/IEHHbIMW NapamMeTpaMy HaxXMuUTe Ha KHonKy «Start File
Capturen».

Remote Packet Capture — B pa3zaene BbINONHAETCA yaaneHHas 3anicb gamna Tpadmka:

YctpoicTteo noaaepxusaet npotokon RPCAP, no3sonsitowmii npom3soanTb 3anmcb gamna Tpadmka c
NHTepelica yCTpPoNCTBa Ha yAa/IEHHON MallMHE B PEXUME OHAAlH.

* Remote Capture Port — HOMep NopTa, KOTOPbI CAYXAUT AN NOAKNHYEHUS YAa/IeHHOW MalUVHbI.
MapameTp npuHUMaeT 3HadvyeHus ot 1025 go 65530. Mo ymonyanuio — 2002.

[ns BCTyNneHust B Cuy HOBOI KOHUIypauum 1 3aHeCEeHNst HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHonky «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTpOICTBE HaXXMUTE Ha KHoNKy «Start Remote Capture».

Mocne ctapta RPCAP-cepBepa Ha yCTpOICTBE, HEO6XOAMMO Ha yAaNeHHON MallnuHe NOAKNHYNTLCS K TOUKE
foctyna. [ns yaaneHHoro noaknwyeHus ncnonb3osaTb RPCAP-npoTokon, ykasath IP-agpec yctpoiicTea u
nopT, yCTaHOB/EHHbI B nosnie Remote Capture Port. Hanpumep, 3T0 MOXHO BbINO/IHNUTbL C MOMOLL|bIO
nporpammbl Wireshark. 3atem, Heo6xo0AMMO NOYYUTb CINCOK MHTepPdencoB Ana cHUAMHra oT yCTPOICTBa,
BblGpaTbh OAMH U3 HUX U 3anyCTUTb CHATWE AaMna C yAa/IeHHOro uHTepdeiica.

Packet Capture File Download - B pasaene BbiNnonHsAeTCA BbIrpy3ka 3anncaHHoro aiina ¢ gamnom tpaduka.
Bbirpyska gamna Moxet nponssogutbest Yepe3 HTTP nnu TFTP-npoTokorn:

* Bbiepy3ska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» nonxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BbiGepuTe NyTb 4151 cOXpaHeHus gamna Ha [MK;

* Bbiepy3ska 4epe3 TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6biTb yCTaHOBNEH. B
none «TFTP Server Filename» ykaxute ums caiina, B KOTOpoM 6yaeT coxpaHeH aamn Tpaduka Ha TFTP-
cepsepe. Vimsa dhainna ob6a3atenibHO AO/MKHO coAepXaTb paclumpeHne .pcap. B none «Server IP» ykaxunte
IP-agpec TFTP-cepBepa, Ha KOTOpPbIA 6yaeT oTnpaBneH gamn Tpadmka. HaxmuTe kHonky «Download»
ANS Havasa BbIrpy3kun gamna.
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4.8.4 TMopmeHto «Support Information»

B noameHto «Support Information» BbinonHseTCA BbIrpy3ka TekyLen nHgopmaymm oo
yCTpoiicTBe (KONM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwus) B BUAe TEKCTOBOTO chaiina. JaHHas
NHJOOPMaLM MOXET NCMONb30BaTbCA A1 aHa/IM3a COCTOSAHNUS YCTPOWCTBA, ANarHOCTUKK, BbISIBNEHUSA NPO6nem.

Support Information

To download the diagnostic information for support, click "Download™ button.
Download

Download - Bbirpy3ka TekctoBoro tpaiina B RTF-cpopmare u3 yctpoiictea no npotokony HTTP Ha komnbioTep.
Mocne HaxaTnsi AaHHOWN KHOMKM NOSABMSAETCA AMa/ioroBOe OKHO, B KOTOPOM TpebyeTcs yKasarb MyTb Ha
NOKasIbHOM KOMMblOTEpe A5 CoXpaHeHus daina.

4.9 MeHio «Cluster»

B meHto «Cluster» onucbiBaeTcs paboTa 1 HacTpoiiKa YyCTPOWCTB B peXnMe Kractepa. Pexum knactepa
MO3BOJISIET HACTpamBaTb B CETU BCETO OAHY TOUKY AocTyna (MacTep), oCTaslbHble TOUKM, NPU BK/TOYEHUN B CETb,
6yayT HaxoauTb B CETU MacTepa 1 KONMpoBaTb C HEFO KOHMMrypauuio. B nocnegyowem npy BHECEHUN
N3MEHEHWI B KOHPUTypaLMO OAHOIN 13 TOYEK AOCTyna 3TN N3MEHEHMS NPUMEHSETCS A5l BCEX TOYEK,
HaxoasLWwmxcs B Knactepe.

© Pexum paboTbl B knacTepe BKOYEH HA YCTPONCTBE MO YMOMYaHWIO.

Qs KnacTtep MOXHO 06beAMHUTL TOIbKO TOYKM U3 OAHON rpynnbi:
1rpynna WEP-12ac WOP-12ac

2 rpynna WEP-2ac WEP-2ac Smart WOP-2ac WOP-2ac SFP WOP-2ac GPON

© YcTpoiicTBo MoXeT paboTaTh B knacTepe TonbLKo ecnun oTkoueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).

© /55 pa6oThl B knactepe Management Ethernet-uHtepdeiic Bcex Touek fOMKEH HAXOAUTLCA BHYTPU
OfHOW ceTn.
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4.9.1 MopmeHto «Access Points»

B noameHto «Access Points» BbINO/THSAETCS BK/IOUEHME/BLIK/TIOUEHNE pexmMa KnacTepa, MOHUTOPUHT
COCTOSIHWS pEXMMa U cocTaBa ToUeK J0CTyna B kKnacTepe, KOH(MrypupoBaHme 6a30BbiX NapaMeTpoB
Knacrepa.

Manage access points in the cluster

Access Points...
Clustered

Clustering: | On hd 2
Access
Paoints

Location MAC Address IP Address Cluster-Priority Cluster-Controller
floor_2 EB:28:C1:C1:27:60 185 255 yes
floor_1 AB:F9:4B:B7:8B:C0O 192.168.0.58 0 no

[=:]

Click "Refresh" button to refresh the page.
Refresh

B nepBom 6/10Ke HACTPOIKN BbINOMHAETCHA NPOCMOTP COCTOSIHMS pabOoThbl KNnacTepa 1 3anyck/ocTaHOBKa
paboTbl YCTPOICTBA B JAHHOM pPEXNME.

* Clustering — pexum paboTbl KnacTtepa:
+ Off — knacTep BbIK/OYEH,;
* On — KnacTep BKJ/IOYEH;
« SoftWLC - knacTep BbIK/HOUYEH, pexuM ans padotbl ¢ SoftWLC.

B Tabnvue npuBoanTCS CNMCOK TOUEK AOCTYNA, HAXOAALWMXCA B OAHOM KnacTepe. Vicxoas us nipopmauuu,
npeacTaBNeHHON B Tabnm1LE, MOXHO y3HaThb:

+ Location — onvucaHme rn3nYecKoro MecTomnosIoKeH1a TOUKM AoCcTyna. 3anosiHAETCS Ha KaK[0i Touke
Aoctyna agmuHucTpatopom B pasaene «Clustering Optionsy,

+ MAC Address — MAC-agpec TO4kM A0CTYNa, HaxoAsLencsa B Knactepe;

+ IP Address — IP-agpec Toukn AOCTyna, HaxoAsLLelics B KnacTepe;

* Cluster-Priority — npuopuTeT TOYKM AOCTyna B knacrtepe. Touka AoCTyna ¢ MakCUMasibHbIM 3HAYEHNEM
[laHHOro napameTtpa ctaHoBUTCA Master-Toukoit. MNapameTp ycTaHaB/IMBaETCA Ha KaxX oM ToUke AocTyna
agMuHucTpaTtopoM B pasaene «Clustering Options». Ecnu napameTp He yctaHoBneH, Master-Toukoli B
KnacTtepe CTaHOBUTCS TOYKa AOCTyna ¢ HanMeHbLlnM 3HadeHnem MAC-agpeca;

* Cluster-Controller — napameTp, yKka3blBatoLLMii Kakasi To4ka AOCTyna SABMSETCs B JaHHOM Knactepe
Master-Toukoii. MapameTp MOXET NMPUHUMATbL 3HAYEHUS: Yyes — Touka sBnseTcsa Master-Toukoi; no —
TouKa He siBnseTca Master-Toukoin.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
Haxkmute KHonky «Update».

[na 06HOBNEHNS HhOPMaLMKN HA CTPaHULE HaxkKMUTe KHOMKyY «Refreshy.
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Clustering Options...

Enter the location of this AP

Location: | floor_2 |

Enter the name of the cluster for this AP to join.

Cluster Name: |training |
Clustering IP Version: 1PvEe ™ IPva
Cluster-Priority: |255 | (Range: 0-255, Default: 0)

Click "Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 0.0.0.0 [

Click "Update” to save the new settings.

Update

Clustering Options — B pas/erne BbINOMHAETCS HAaCTpolika 6a30BbIX NapamMeTpoB KacTepa.

MapameTpbl pasgena AoCTYNHbI 4151 peAakTUPOBaHKSA NPK YC/T0BMK, UTO K/lacTep Ha TOYKE BbIK/THOYEH,
T.e. napameTtp «Clustering» npuHumaet 3HavyeHue Off.

Location — onnucaHue (hr3nMyecKoro pacnoioXeHmsa To4kM goctyna. Micnonb3yeTcsa ona oTo6paxkeHus B
Tabmuax MOHUTOPUHIa A/19 yA06CTBa aHaIM3a 1 yrpas/ieHNs CeTbio;

Cluster Name — nms knactepa. Touka goctyna 6ygeTt nogknoyarbcs TOIbKO K TOMY KfiacTepy, UMs
KOTOPOro nponucaHo B AaHHOM napameTpe. Mo ymonyaxuio — default;

Clustering IP Version — ncnonb3yemasi Bepcus npotokona IP ans obmeHa ynpasnsioLel nHgopmaumeni
MexXzay ycTpoicTBaMm Knacrepa,

Cluster-Priority — npnopuTeT TOYKM B Knactepe. MapameTp npuHumaeT 3HadveHus ot 0 go 255. Mo
ymondanuto — 0. NoaaepxxmsaeTca ToMbKo ans IPv4-ceteil. Mactepom B KnacTtepe siBNSETCA Ta TOUKa, Y
KOTOPOW NpUopuTET Knactepa Bbiwe. Ecnv napameTp He ycTaHoB/eH, Master-Toukoli B knactepe
CTaHOBMTCA TOYKA AOCTyna c HaMMeHbLlUMM 3HavyeHnem MAC-agpeca.

[na BCTynneHns B culy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsiTb
HaxxmuTe KHonky «Update».

Single IP Management — B pa3fesnie BbINONHAETCA yCTaHOBKa [OMNO/HUTENBHOTO ajpeca Mactepa B kiactepe.

B npouecce akcnnyatauum Master-Touka kiactepa MOXeET MEHSITbCS, YTO 0BYC/TOBMIEHO Pa3/IMYHbIMM
cuTyaumsimmn, Hanprmep, Master-Touka BblLLIa U3 CTPOSI MU B CETb Obisia fo6aBneHa HoBas Touka AoCTyna
6051ee BbICOKMM NPUOpPUTETOM MNn MeHblinM MAC-aagpecom. ns Toro, 4To6bl MMEeTb BO3MOXHOCTb
noakntoyeHns Kk Master-Touke He3aBMCUMO OT TOTO, Kakasi UMEHHO TOYKa SIBNSIETCA Ha AaHHbIA MOMEHT
MacTepom, Heobxoaumo HaszHaunTb «Cluster Management Address».

B cnyuae yctaHoBneHus coegmHenns no «Cluster Management Address», nosib3oBartesib rapaHTUpOBaHHO
NOAK/IYAETCA MMEHHO K TOMY YCTPOICTBY, KOTOPOE AB/ISETCSH MacTepoM B KnacTtepe. B cnyyae cMeHbl
mMacTepa B knactepe, «Cluster Management Address» Takke nepexoamt Ha HOBYIO TOUKY AOCTyna.

Cluster Management Address — yHukanbHblIii IPv4-aapec, no kotopomy 6yaet aoctynHa Master-touka
knactepa. JaHHbIil agpec fO/MKEH HaXoAMTbCA B NOACETU KnacTepa v He coBnagarb ¢ IP-agpecom
APYIUX YCTPOWCTB, HAXOAALWMNXCS B CETU.
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Mpu ycTaHOBKe JaHHOTO NapaMeTpa Ha OfHOI ToUKe KfacTepa, BCe OCTaslbHble TOUKU, COCTOSILIME B K/lacTepe,
y3HalT 0 JAHHOI HACTPOIiKe aBTOMAaTUYECKN.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Secure Join Clustering...

Secure Mode: Enabled '®' Disabled
Pass Phrase: | sssssses | (8 - B3 characters)
Reauthentication Timeout: | 300 | (Sec, Range: 300 - 86400)

Click "Update™ to save the new settings.

Update

Secure Join Clustering — B pa3aene BbINo/HAETCA HACTPoIiKa 6€30NacHOCTM CoeAUHEHNS KnacTepa.

© nMapameTpbl pasaena 4OCTYNHbI AN1A PeAaKTUPOBAHWUS NPU YCMOBUW, UTO KNacTep Ha TOUKe BbIK/OUEH,
T.e. napameTtp «Clustering» npuHumaet 3HavyeHue Off.
HacTpoiiku nogaepxusatotcst Tonbko ans IPv4-cetei.

+ Secure Mode — Bk/to4eHVe/oTkIOYEHNEe 6e30nacHOCTM knactepa. Ecnm Enabled, To B knactep moryT
BCTaTb TO/IbKO T€ TOUKU A0CTYNa, y KOTOPbIX COBNagaeT naposib, yka3aHHbll B none «Pass Phrasey;

* Pass Phrase — naponb 6e3onacHocTu knactepa. [Maposnb Ao/mKeH cogepxaTb oT 8 40 63 CMMBO/IOB.
JonycTumble CMMBO/IbI: MPONUCHbIE U CTPOYHbIE BYKBbI, LMAIPbI 1 CneuuasibHbie CUMBOSIbI, TAKUE Kak @
n#;

* Reauthentication Timeout — nepnog BpeMeHN Yepes KOTOpbIin 6yAeT NPOMCX0ANTb NOBTOPHasA
ayteHTudgukaumsa. MapameTtp npuHuMaeT 3HavyeHus ot 300 go 86400 cekyHg. Mo ymonyanuio — 300
CeKyHJ.

[na BCTynneHns B culy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsATb
HaxxmuTe KHonky «Update».
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4.9.2 TlogMeHo «Sessions»

B nogmMeHto «Sessions» BbINOMHAETCA MPOCMOTP NapaMeTPOB CECCUI KIMEHTOB, NOAKIOYEHHbIX K TOUKaM
[0CTyna, HaxogAwmmea B knactepe. Kaxapblii knneHT onpegensetca MAC-agpecom v TOYKON [ocTyna, K
KOTOPOW OCYLLLECTB/IAETCS ero Tekyllee nogktoveHume.

B Tabnuue MoXeT 6bITb YKazaHo MakcuMym 20 KNMEeHTOB. NPOCMOTPETbL BCEX KNTMEHTOB, NOAKHOYEHHbIX K
[aHHOI ToYKe AoCcTyna MOXHO B MeHto «Status» — «Client Associations».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the celumn names.

Display | Al hd Go

AP Location User MAC Rate (Mbps) Signal Rx Total Tx Total Error Rate
floor_1 F2:2B:5A:02:68:5E 156 27 500 454 u]
floor_1 14:36:C6:15:484:11 65 22 18 38 0

You may restrict the number of columns displayed by selecting a field other than “all™ in the choice box
above. By seleting a specific field, the table will show only "User*, "AP Location™, "User MAC" and the
selected field for each session. Click the "Go™ button to apply the new selection.

© BLI MOXeTe orpaHNuUTL KONMUECTBO OTOGPaXaeMbIx CTONGLOB B TabnMLEe MOHUTOPUHTA, BbIGEPUTE B
none «Display» napameTp, oTnnyHbIli OT «All», 1 HaXXMUTE Ha KHOMKY «GOo».
Mpwv BbIGOPE ONpeAeneHHoro napameTpa B Tabnuue Ans Kaxaoro kameHTa 6yayT otobpaxarbes
cTon6upl: «<AP Location», «User MAC», n cton6eu, ¢ BbIopaHHbIM NapaMeTpoM.

+ AP Location — onucaHne hrM3nyeckoro MecTornosioXeHNs: TOUKM A0CTyna;

+ User MAC — MAC-agpec 6ecnpoBOAHOr0 yCTPOMCTBA K/INEHTE,;

* Rate — CKOpPOCTb NepeAayn AaHHbIX Mexay TOUKON A0CTyna u onpeaeneHHbIM kimeHTom, Mbps;
+ Signal - ypoBeHb curHasna, NpUHMMaeMblii OT TOUYKM AOCTYN3,;

* Rx Total — o6Liee KONM4yecTBo NakeToBs, NO/TyYEHHbIX K/IMEHTOM B TEYEHME AAHHOW ceccuy;

+ Tx Total — obLiee KONMYECTBO NAKETOB, NepefaHHbIX OT KIMEHTA B TEUEHNE AaHHO ceccuu;

* Error Rate — npoueHT nepeoTnpaBs/IEHHbIX NaKeToB.

4.9.3 TMopgmeHto «Radio Resource Management»

MogmeHio «Radio Resource Management» npegHasHauyeHo A1 ynpaB/ieHUsi aBTOMaTUYECKUM BbIGOPOM
KaHa/10B ToYeK focTyna.

B pexume knactepa kaxaas Touka A0oCTyna ycTaHaB/IMBAET HOMEpa KaHasloB, Ha KOTOPbIX paboTatoT
6nmM3nexatiye ToOYKM JOCTyna B 3TOM Xe K/lacTepe, a Takke Npou3BOAMT CNEKTPasIbHbIN aHann3
3alyM/IEHHOCTY (hOHA CTOPOHHUMM TOYKaMK A0CTyna. Yepes ycTaHOB/IEHHbIE MHTEPBa/TbI BPEMEHMW TOUKM
[0CTyna Npov3BoAAT NepecyeT 06LLEel CNeKTPaslbHOM CTPYKTYPbI CPeAb! U BbIGMPAIOT KaHas1 Takum 06pasomMm,
4TOObI OH 6bl/1 HAMMEHEE 3allyM/IEHHbIM, & TOYKM AOCTYyna, 061acTy NOKPLITUA KOTOPbLIX NepecekatoTcs,
HaxXoAUINCh Ha pasHbIX KaHanax.
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Automatically manage radio resource assignments

Channel Planner ...

Stop automatically re-assigning channels

Current Channel Assignments 2 m
Access

IP Address Radio Band Channel Status Locked Paoints
192.168.0.135 E8:28:C1:C1:27:70 B/G/N 1 up
192.168.0.135 EB:28:C1:C1:27:60 A/N/AC 40 up
192.168.0.58 A8:F9:4B:B7:8B:D0 B/G/N 11 up
192.168.0.58 AS:F9:4B:B7:8B:C0 A/N/AC 36 up
Refresh Apply

Ana Toro, 4TOOLI 3anyCTuTb Npouecc CnekTpasibHOro aHasin3a cpenbl n Bbl60pa ONnTMMaU1bHOTO KaHas1a Ans

KaoKJ0M TOYKM [OCTYNa B K/lacTepe HaXMUTe Ha KHOMKy «Starty». 118 0CTaHOBKM NpoLecca HOKMUTE Ha KHOMKY
«Stop».

B Ta6nuue «Current Channel Assignments» nprBoAMTCS TEKYLLMIA CNMCOK TOYEK OCTyNa B KNacTepe v unx
napameTpbl:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;
* Radio — MAC-agpec pagnovHTepdelica To4ku AoCcTyna B Knactepe;

* Band - Habop CTaHapTOB, NOAAEPXMBAEMbIX PaAMOMHTEPdENCOM TOUKM AOCTYNa B KnacTepe Ha
NAHHbIA MOMEHT;

+ Channel - yacTOTHbI KaHan B KNacTepe;
- Status — cocTosiHMe paboTbl pagnonHTepdelica ToUkM JoCTyna B KNacTepe;
+ Locked — 6nokupoBKa CMeHbI KaHasna. Mpu ycTaHoBIeHHOM dofiare, B MOMEHT BbiGOpa ONTUMasibHOro

KaHasia BCeMy ToYKamu [0CTyNa, faHHbIi pagmonHTepdeinc 6yaeT Cnob30BaTh NPEXHUIA KaHas npu
nto60oM 1cxofie BbiGopa ONTYMasIbHOTO KaHasa.

HaxmunTe kHoMKy «Apply» A8 NpUMeHeHUs N3MeHEHUIA.

HaxmunTe kHonky «Refresh» ans o6HoBneHms gaHHbIx B Tabnumue «Current Channel Assignments».

Proposed Channel Assignments ( 16 seconds ago )

IP Address Radio Proposed Channel
192.168.0.135 EB:28:C1:C1:27:70 1
192.168.0.58 A8:F9:4B:B7:86:D0 11
192.168.0.135 E8:28:C1:C1:27:60 40
192.168.0.568 AR:F9:4B:B7:8B:CO 36

Advanced

Change channels if interference is reduced by at least 5% v
Refresh when access point is added to the cluster | Enable ¥
Determine if there is better set of channel settings every | 10 Minutes
Click "Update™ to save the new settings.

Update

B Ta6nuue « Proposed Channel Assignments » np1BoanTCcs MHpopMaLMa 0 BO3MOXHbIX 3HAYEHMSIX KaHana,

Ha KOTOpbI NepeiaeT pagnonHTepdgieiic ToUKM 4OCTyna B c/iyyae 3anycka nepecyera onTMMasibHOCTH
BblGOpa kaHana:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;
* Radio — MAC-agpec pagnovHTepdelica To4ku AocTyna B KnacTepe;
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* Proposed Channel — Homep KaHasa, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn gocTyna B ciyvae
3anycka nepecyeta onTMMasibHOCTU BbibOpa kaHana.

Advanced - B pa3gesne BbINO/HAKTCS PacLUMPEHHbIE HACTPOKM:

« Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWNN YPOBHS
Wwyma Ans NpUHATUA peLLeHns Nepexoia Ha Apyron kaHasl. Ecnv npy aHanmse cpefpl Touka AocTyna
06HapyXMBaET, YUTO NPU NEPEXoAe Ha APYroi KaHas YPOBEHb LUyMa CHU3UTCS Ha BEIMUMHY, 60/bLLUYHO,
4yeM yKaszaHo B JaHHOM napameTpe, TO BbIoop OyAeT cAenaH B Nofb3y Nepexofa Ha Apyroi KaHar.
[vana3oH HacTpOViKn BeMYUHbIL: OT 5% 80 75%;

* Refresh when access point is added to the claster — npon3BoanTb NepecyeT o6LLeli cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHasia A5 Touek JoCTyna, eC/in K Knactepy
npucoeuHAETCS HOoBasi Touka AOCTyna;

 Determine if there is better set of channel settings every — nHTepBan BpeMEHW, Yepe3 KOTOPbIi
MPOVCXOANT NepecyeT 06LLEN CNEeKTPa/IbHOWN CTPYKTYPbI CPeAbl U BbIGOP ONTUMasIbHOIO KaHana a1s
ToYek AocTyna.

[ns BCTynneHus B cuy HOBOM KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».

Transmit Power Control ...

Start automatically re-assigning tx power
RSSI Threshold 2.4 GHz |-65  |(Range: -100..-30)
RSSI Threshold 5 GHz |70 |(Range: -100..-30)
Interval lo | (Range: 1800...86400 or 0)
Advanced
Minimal Tx Power (10 |(Range: 6...30)
Active Scan Mode 4
Debug Mode

Update
Maonitoring E |
TPC statistics is not available because tpc-planner is not up

B pasgene «Transmit Power Control» Toukn f0CTyna, cOCTosLWME B OAHOM KacTepe, Yepes yCTaHOB/IEHHbIE
NHTEepBas1bl BPEMEHW MPOU3BOAAT CNEKTPasIbHbIN aHan3 achmpa n Npon3BOAAT nepepacyeT MOLLHOCTEN
BbICTaB/IEHHbIX HA TOUKax AOCTYyna B k/lacTepe TakMm 06pa3om, UTOObI OKa3biBaTb Kak MOXHO MeHbLUEe
BNNAHNA Apyr Ha gpyra. o ymonyaHuio onTuMmnsanmsa npoBoguTCca NpU U3MeHeHMM cocTasa KacTtepa.

[ns 3anycka npouecca aBTONOACTPONKN MOLLLHOCTY AN151 K&KAO0M TOUKU AOCTYyNa B K/lacTepe HaxXMuTe Ha
KHOMKy «Start». [115 0CTaHOBKM MpoLiecca HaXXMNTE Ha KHOMKY «Stop».

* RSSI Threshold 2.4 GHz — nopor ypoBHsi RSSI B gnanasoHe 2.4 'y, MapameTp NpUHUMaET 3HaYeHns oT
-100 po -30. Mo ymonyaHuio -65;

* RSSI Threshold 5 GHz - nopor yposHsi RSSI B gnana3oHe 5 'y, MapameTp npuHumaeT 3HaveHus ot -100
0o -30. Mo ymonuaHuio -70;
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* Interval — nHTepBa BpeMeHN Mexay uukiamu ontummnsauun. MapameTtp npuHuMaet 3HadeHus ot 1800
A0 86400 cekyHa. Mo ymonyaHuio 0, 4TO 03HaYaeT, YTo ONTUMMU3ALUA MOLHOCTK nNpoBoanTcsa 1 pas,
3areMm TOJIbKO MNP U3MEHEHMWN COCTaBa KacTepa;

Advanced - B pa3gesne BbINO/HAKTCS PacLUMPEHHbIE HACTPOKMU:

* Minimal Tx Power — MMHMas1bHbI BbIXOAHONM YPOBEHb MOLLHOCTY TOYKK AocTyna. MNapameTtp
npuHUMaeT 3HaveHus ot 6 go 30. Mo ymonyanuio 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM dh/iare NCNosib3yeTCs akTUBHbIN PEXMM CKaHUPOBaHMS, Npu
BbIK/IHOYEHHOM — MACCUBHbI;

+ Debug Mode — npu ycTaHOB/IEHHOM (hniare BK/loHaeTCs oTnpaBka 0TN1aA0uHbIX COOOLLEHWI B KOHCO/Tb
TOYeK gocTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

B okHe «Monitoring», nocsie OKOHYaHUsi ONTUMM3ALIMN aBTOMOACTPOWKN MOLLIHOCTM, MOXHO Habnoaatb
pe3ynbTaTbl CKaHPOBaHMS BCEX TOYEK A0CTyna B KNacTepe, ypoBeHb B/VSHMS TOUEK APYT Ha Apyra, a Tak Xe
N3MEHEHHYI0 BbIXOAHYI0 MOLLLHOCTb TOYEK A0CTyna.

4.9.4 TMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
KnacTepe, u 6ecnpoBOAHbIX CETEN, AETEKTMPYEMbIX 3TUMM YCTpOCTBamMU. [lJaHHasa Tabnuua 4EMOHCTPUPYET,

Kakme 6ecnpoBOfHbIE CETU AETEKTUPYET KaXAas ToUKa AOCTyna U Kakoi ypoBEHb CUrHaIa OHa OT HKX
NPYHUMAET.

Ha ocHoBaHMM faHHOW TabnuLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb BIUSIHUE
NMOMEX Ha Kaxayr TOUKy A0CTyna. 3TO NO3BO/INT OLEHUTbL NPaBWU/IbHOCTb PACNONOXEHNSI TOUEK AOCTYyna no
TEPPUTOPMM NOKPBITUS U YKAXKET Ha NPO6/IEMHbIE MECTA, B KOTOPbIX YPOBEHb NOMEX MOXET NOMELLATb
KaueCTBEHHOMY NpPeaoCTaBEHNIO YCNYT.

View neighboring access points

Wireless Neighborhood... e
Clustered |

The Wireless Neighborhood table shows all access peints within range of any AP in the cluster. Cluster members who are also

"neighbors” are shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and

numbers to the right of each AP in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by | 2

the cluster member whose IP address is at the top of the column, Access
Points

Display Meighboring APs: In cluster Mot in cluster *) Both

Cluster

192.168.0.58 192.168.0.135
AB:F9:4B:B7:8B:D0 E8:28:C1:C1:27:60
Neighbors (16) ( floor_1) (floor_2)

Eltex VAP

WGEB

Nikitenko_5 o

MTSRouter_5GHz_029579

i-289

i-287

i-10-print

i-10-ent

RT-WiFi-ed4c

test test So vand =]

B BepxHeli cTpoke Tabnmubl 0ToGpakeHa NHopMaLLMs No KaxXAoMy paguonHTepdeiicy Touek AoCcTyna,
HaxoasLWymxcs B knacTtepe. B kpaliHem nesom cton6ue «Neighbors» pacnonoxeHa nHgopmauus no
6ecnpoBOAHbIM CETSIM, KOTOPbIE BUAHbLI YCTPOCTBAM B KnacTepe.

YpoBeHb CurHasia oT Kaxkoi 6ecnpoBOfHOI CETU yKa3aH B NPaBOM BEPXHEM Y1y suelikn Tabnuupbl.
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Ta6numua chopMupoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxaroTcsi 6ecnpoBofHbIe CeTH, 06pa3oBaHHbIe
caMuM K/lacTepoMm, fasiee UayT MMeHa CTOPOHHUX CETeil.

MapameTp «Display Neighboring APs» HacTpanBaeT oTob6paxeHne nHpopmaumm B Tabnuue:

* In cluster — npn yctaHoBNeHHOM hnare B Tabnvue 6yaet oTobpaxarbcs nHopmauus TOMbKO 0 Tex
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaxX AOCTYNa, HaXoAALLMXCA B KNacTepe;

* Not in cluster — npn yctaHoBNeHHOM chriare B Tabnvue 6yaet oTobpaxarbcs nHopmMauust TONIbKO O TeX
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaX AO0CTYNa, He HaXOASAWMXCS B KnacTtepe

* Both — npu yctaHoBneHHOM chnare B Tabnvue 6yaet oTobpaxaTbCca MHopMaLnsa 0 BCEX CETSIX.

4.9.5 MopgmeHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINO/IHUTL OGHOB/IEHME NPOrpaMMHOro obecneyeHmns Ha
BCEX YCTPOWCTBaX, BXOAALLMX B KnacTep.

Mpun o6HOBMEHUN MO yCTPOICTB KNacTepa gainn NpoLLNBKN ByAET 3arpy>XeH Ha Kaxgoe YCTPOMCTBO 1
yCTaHOB/EH Ha no3uuumto «Primary Image». ABTOMaTU4YeCKN BbINO/THAETCS Nepesarpyska yCTponcTB ¢
3arpyskoii MO, koTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha ycTpoicTeax knactepa MO
6yaeT COXpaHeHO 1 NepemMelleHo Ha no3uuumto «Secondary Image» (pesepBHas Bepcus M10).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar

135 EB:28:C1:C1:27:60 [Terywan sepcua NO) Mone

2 192.168.0.58 AB:F9:4B:B7:8B:C0 [Terywan sepcua NO) Downloaded

Upload Method: * HTTP TFTP
Mew Firmware Image: 063op... ©aiin He BniBpaH.

Overall Upgrade Status: In progress

grad Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

+ Members — NOpsAKOBbIA HOMEP TOYKMN AO0CTYNa, HAXoAsLEeRcs B KnacTepe;

+ IP Address — IP-agpec Touku focTyna, Haxoosiwelicsl B Knacmepe;

+ MAC Address — MAC-adpec mo4ku oocmyna, Haxoosiwelcsi 8 K/1acmepe;

+ Device — TN TOYKM [OCTYNa;

* Firmware Version — Tekywas sepcus NO ToUkn JOCTyNna;

+ Firmware-transfer-status — ctaryc npouecca 06HOBEHUS NPOrpamMmMHOro obecneyeHmns Ha Touke
[oCTyna;

+ Firmware-transfer-progress-bar — ctatyc npouecca 3arpy3ku gaina nporpammHoro obecneyeHms Ha
TOYKy AocCTyna.

O6HoBneHue MO ycTpouncTB. 3arpy3ka haiina MO Ha yCTPOCTBO MOXET NPON3BOANTLCS NOCPEACTBOM
HTTP vnn TFTP npoTokonos.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKPbIBLLUEMCS AMa/IOrOBOM OKHe BblbepuTe nyTb K dhalinty MO Ha IMK. B kpaliHem neBom cTonbue tabnmubl
yCTaHOoBUTE onar HanpPoTMB TOYEK AOCTYNa, Ha KOTOPbIX HE06X0AMMO OOGHOBUTL NPOrpaMMHOe obecneyeHune.
Haxxmute kHonky «Start-Upgrade» ons Havana 3arpysku cainna Ha ycTpolicTsa.

3arpys3ka uepes TFTP. YctaHoBuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
ykaxxute ums gaina Mo, kotopblii 6yaeT 3arpy>XeH Ha yCTponcTBo. Mims dparina 06s13atenibHO AO/MKHO
coaepxatb paclumpeHme .tar. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpaHeH
dhaiin MO. B kpaiHem nneBoM cTonbue Tabnuubl yctaHoBUTE hnar HanpoTUB TOYEK AOCTYNa, HA KOTOPbIX
HeobxoAMMo 06HOBUTL NporpaMMHoe obecneveHne. Haxmute kHonky «Start-Upgrade» gns Havyana 3arpy3ku

charna.
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HaxmuTte Ha KHOMKy «Stop» 411 NpepbiBaHnsA Npouecca 06GHOBNEHNS YCTPOCTBA.

B none «Overall Upgrade Status» oTobpaxaeTcs 0606LLEeHHbIV CTaTyc npouecca 06HOB/IEHUS MPOrPamMMHOro
obecneyeHns Ha Toukax goctyna.

)

B npouecce 06HoBNeHMA MO yCTPOWCTB He OTKoYaliTe NMTaHMe YCTPOICTB, a Takke He 06HOBNANKTE
N He MeHANTe TekyLLyl web-CTpaHuLy ¢ nporpecc-6apom 06HOBNEHNS.

4.10

MeHto «Captive Portal»

B meHto «Captive portal» BbiNnonHAETCS HACTPOika NnopTana, Ha KOTOPbIii NepeHanpaB/IsTCS KNEHTbI A1s
NPOXOXAEHNSI aBTOPU3aLMMN NPY NOAKNOUYEHNN K CETU VIHTEPHET.

Takvm 06pa3oM MOXHo, Hanpumep, nepeeecTn Wi-Fi ceTb B OTKPbITbIV peXuMm, CHSIB LUMpoBaHne, Ho
orpaHuuMB JOCTYN K CETEBbIM pecypcaM. [MoAKNoUeHNE K CETEBLIM pecypcam ByAeT peann3oBaHo yepes web-
aBTOpPU3aLMIO.

4.10.1 NMopmeHto «Global Configuration»

B noameHto «Global Configuration» BbinonHsieTcst HACTpoiiKa 06LWMX NapaMeTpoB nopTasia i MOHUTOPUHT
TEKYLLLero KofiImyecTBa Co3aHHbIX 0OGbEKTOB.

Global Configuration Settings

Captive Portal Mode Enabled ® Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 0

Click "Update™ to save the new settings.
Update

Captive Portal Mode — cocTosiHme paboTbl nopTana:

+ Enabled — npu yctaHOBNEHHOM hiiare nopTas UCMNob3yeTcs;

+ Disabled — npun yctaHOBNEHHOM hiiare nopTasl He UCMO/b3YyeTCs.
Authentication Timeout — nepnog BpeMeHN B CEKyHAAX, B TEHEHME KOTOPOro KNIMEHT MOXET BBECTU
aBTOPU3aLMOHHbIE AaHHble Ha CTpaHuue nopTana aasa nonyyeHus goctyna Kk cetn. Ecnm nHtepsan
npesblLLeH, He06XoANMMO 0O6HOBUTL CTPaHWULY SIM60 NOBTOPHO NOAKIUYNTLCA K CETU. MNapameTp
npuHmumaet 3HadeHnsa ot 60 go 600 cekyHA. Mo ymonyanumio — 300 cekyHp;
Roaming Service URL — agpec cepsuca APB ansa nogaepxkun poymuHra B pexume hotspot. 3apgaetcs B
dopmare: "ws://host:port/path”;
Roaming No Action Timeout — BpeMs, 4epe3 KOTOpoe To4ka AoCTyna yaasuT ycTapeBLlune/HeakTUBHbIe
3anvcu o KnmeHTax B poymuHre. Napametp npuHmumaet 3HadeHns ot 0 o 86400 MUHYT. o ymMo14aHuio
— 720 MUHyT;
Instance Count — ko/lu4ecmaso 3K3eMNISPoB NopTasia, HACTPOEHHbIX HA TOYKe AOCTyna.

[Nsi BCTYN/IeHUSI B CU/TYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaxkMuTe KHonky «Update».
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4.10.2 MopmeHto «Instance Configuration»

B noameHio «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBaKTCA NapaMeTpbl NOPTa/IoB.

Instance Configuration Settings

Captive Portal Instancez | Create ¥

Captive Portal Instance Parameters

Instance Name (1 - 32 characters)

Click "Update™ to save the new settings.
Update

[ns co3pgaHusa HoBoro nopTtana B none «Captive Portal Instances» Heo6xoanmo BbiGpaThb NyHKT «Create» 1 B
none «Instance Name» ykasartb MMS HOBOIO noptasnia. Mimsi noptana MoXeT cogepxatb oT 1 Ao 32 cMMBOOB.
[nsa co3pgaHma noptana Haxarb KHonky «Update».

[nsa nepexoaa Kk paboTte ¢ nopTasioMm Heobxoanumo BbiGpaTh ero umsi B nosne «Captive Portal Instances»:

Instance Configuration Settings

Captive Portal Instances | wlanObssvapl ¥

Captive Portal Instance Parameters

Instance ID: 2

Admin Mode Enabled '® Disabled
Verification Cportal ¥
Wirtual Portal Name

Global Radius on Off
Radius Accounting on Off
Raduis Domain

Radius IP Network pvd ¥

Radius 1P

Radius Backup IP 1

Radius Backup IP 2

Radius Backup IP 3

Radius Key

Radius Backup Key 1

Radius Backup Key 2

Radius Backup Key 3

External URL (0 - 256 characters)
Away Time 720 (0 - 1440 min, 60 = Default)

Session Timeout 0 (0 - 1440 min, 0 = Default)

Max Bandwidth Upstream 0 (0 - 1331200 Kbps, 0 = Default)

Max Bandwidth Downstream 0 (0 - 1331200 Kbps, 0 = Default)

Delete Instance

Click "Update" to save the new settings.
Update

* Instance ID — Homep nopTana;
« Admin Mode - pexum paboTbl nopTana:
« Enable — BkoueH;
+ Disabled — BbIKNOYEH.
+ Verification —meToa NpoBepKy NOAIMHHOCTY NONb30BaTEeNS:
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+ Cportal — meTog, Npy KOTOPOM NPOBEPKY NOAJ/IMHHOCTU Nonb3oBartens Ha Radius-cepsepe
BbinonHsieT Captive Portal;
* RADIUS - ans aBTOpU3auuy nonb3oBaresb A4O/MKEH 6bITb NponucaH Ha Radius-cepsepe;
« Virtual Portal Name — nms BupTyasibHOro noptana;
*+ Global Radius — rno6anbHble HacTpoiikn asTopm3auun no RADIUS-npoTokony:
+ Off — BbIK/TIOYEH,;
+ On — BKNtOYEH. BbI6op AaHHOro BapriaHTa OTKPbIBAET BO3MOXHOCTb pefaKTMpPOBaHUs CriedyoLmx
nonei:
* Radius Accounting — Npv BK/IOYEHHOM PyHKUMM ByayT OTNPaBAATLCA COOOLLEeHNS
«Accounting» Ha RADIUS-cepBep:
* On — BK/IOYEH;
+ Off — BbIK/IIOYEH.
* Raduis Domain — gomMeH nonb3oBarens;
* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;
* Radius IP — agpec ocHoBHoro RADIUS-cepBsepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepsepa, 3anpockl 6yayT oTnpasnsaTbCcA Ha pe3epBHble RADIUS-cepsepa;
* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepBepa;
* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;
* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpas/ieH NoNb30BaTesb Npu
noakatyeHmm K hotspot cety;

+ Away Time — BpeMs, B TeYeHNe KOTOPOro AelCTBUTENIbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
TOYKe JocTyna nocsie ero guccoumaumun. Ecim B TedeHme 3T0ro BpeMeHU K/IMEHT He npoingeT
ayTeHT1MKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHumaeTt 3HaveHus ot 0 go 1440
MUHYT. o ymonyaHuio — 60 MUHyT,

+ Session Timeout — TalimayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIli NPOMEXyTOK BpeMeHN. MNapameTp npuHmMMaet 3HaveHmns ot 0 go 1440 muHyT. Mo
ymonyaHuio 0 — TalimayT He NpYMeHseTCs;

+ Max Bandwidth Upstream — makcmasibHasi CKOpOCTb nepegayn Tpadmka ot aboHeHTa. Mapamertp
npuvHMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuaxuio 0 — 6e3 orpaHnyeHus;

* Max Bandwidth Downstream — makcMMasibHasi CKOPOCTb nepeaayun Tpadmka Kk aboHeHTy. MNapameTp
npvHuMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuyaxuio 0 — 6e3 orpaHnyeHuns;

+ Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAauTb HEBO3MOXHO.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.10.3 MopgmeHto «VAP Configuration»

B nogmeHto «VAP Configuration» BbinosiHsieTcs npussizka noptana k BuptyasibHbiM Wi-Fi cetam VAP.

VAP Configuration Settings

Radio | 1w

VAP Instance Name
0 wlanObssvapl

1 wlanObssvapl W
2 wlanObssvap2 W
3 wlanObssvap3 W
4 wlanObssvap4
5 wlanObssvaps
6 wlanObssvapt v
7 wlanObssvap? v
8 wlanObssvap8 W
9 wlanObssvapd
10 | wlanObssvapld “
11 | wlanObssvapll v
12 | wlanObssvapl2 v
13 | wlanObssvapl3 v
14 | wlanObssvapl4 v

15 | wlanObssvapl5 v

Click "Update” to save the new settings.
Update

* Radio — Homep Wi-Fi nHTepdeiica, ans KOTOPOro Npovu3BOANTCS HACTPOKa.
B Tabnuue onsa kaxaor BUpTyasibHON CETU Ha3HavyaeTcsa nopTasl no ero UMeHMu.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

4.10.4 MopmeHto «Authenticated Clients»

B nogmeHto «Authenticated Clients» oTob6paxaeTcs CnMcoK KAMEHTOB, KOTOPbIE YCMELLHO MPOLUAN
ayTeHTudmKaumo Ha noprane.

Authenticated Client List

Click "Refresh” button to refresh the page.
Refrash

Total Number of Authenticated Clients 2

MAC Address 1P Address User Name Protocal Mode Werify Mode VAR ID Radio ID Captive Portal ID Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Byte:
70:70:0d:33:c3:20 79232566602 http cportlad 2 1 3 ] 88375 = o o o ]
74:df:bf:ea:56:45 79139152546 http cportlad 1 2 ig o o o o o o

[N 06HOBNEHMSA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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Total Number of Authenticated Clients — konM4ecTBO yCMELIHO aBTOPU30BaHHbIX KNIMEHTOB Ha AaHHbIl
MOMEHT BPEMEHN;

MAC Address — MAC-agpec KMeHTa;

IP Address - IP-agpec knveHTa;

User Name — ums nonb3oBarens, C KOTOPbIM K/IMEHT NPOLEN ayTeHTUMKaLMIO Ha nopTane;
Protocol Mode — npoTtokon, ucnonb3yemsiii gns coeguHeHns HTTP / HTTPS;

Verify Mode — meToq, aBTopusauun Ha nopTasne;

VAP ID — Homep BMPTyanbHOI ceTw;

Radio ID — Homep paanonHTepgeiica;

Captive Portal ID — Homep nopTtana, ¢ KOTOPbIM acCOLUNPOBAH K/IUEHT;

Session Timeout — ocTaBLUeeCcs BPeMS XN3HU Ceccuw,

Away Timeout — ocTaBLUeecs BPpeMS XU3HW 3anncy ayTeHTUUKALMN KINEHT];

Rx Packets — KOnM4eCcTBO NPUHATLIX NAKETOB OT K/INEHTA;

Tx Packets — kONM4ecTBO NepefaHHbIX KNIMEHTY NaKeToB;

Rx Bytes — Konn4ecTBO NosyYeHHbIx 6aiT UAP oT nonb3oBatens;

Tx Bytes — KonunyecTBO nepegaHHbix 6aiit UAP nonb3oBaresnem.

4.10.5 NMoameHto «Failed Authentication Clients»

B nogmeHio «Failed Authentication Clients» npvBefeH CnNMCOK K/IMEHTOB C OLUMOKOM aBTOpM3aL MM Ha nopTase.

Failed Authentication Client List

Click "Refresh” butten to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address Uszer Name Verify Mode VAP ID Radic ID Captive Portal ID Failure Time

[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

411

MAC Address — MAC-agpec KIneHTa;

IP Address — IP-agpec KNneHTa;

User Name — nmsa nosb3oBaTtesis, C KOTOPbIM K/IMEHT NMPOLWEN ayTEHTU(INKALMIO HA nopTane;
Verify Mode — meToq, aBTOpU3aLun Ha nopTasne;

VAP ID - HOMep BUPTyasibHOW ceTy;

Radio ID — Homep paanonHTepdeiica;

Captive Portal ID — Homep nopTtana, ¢ KOTOPbIM acCOLUNPOBAH K/IUEHT;

Failure Time — Bpems, Korga npounsoLuna owmnoka.

MeHto «Client QoS»

MeHto «Client QoS» npegHasHauyeHo AN 601ee TOHKOM HacTponkn QoS KNMeHTCKuX NoTokoB Tpaduka. Client
QoS no3BOSET HACTPOMTL MPUOPUTM3ALMIO OTAE/bHbLIX MOTOKOB TpagmKa, OrpaHNYnTb LWNPUHY NOOCHI AN1S
KaXX[0ro K/imeHTa.

4.11.1 NMopgmeHto «VAP QoS Parameters»

MoameHto «VAP QoS Parameters» no3BonsieT rnobasbHO BKIHOUYMTL MCMNOMb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee c)opMMpPOBaHHbIE NpaBuIa NPUOPUTAIALLN
Tpadmka.
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Configure Client QoS VAP Settings

Client QoS Global Admin Mode Enabled '*' Disabled

VAP QoS Default Parameters

Radio |1 W

VAP |(VARPD W

Client QoS Mode */ Enabled Disabled

Bandwidth Limit Down |0 [ (0 - 866700 Kbps)
Bandwidth LimitUp |0 [ (0 - 866700 Kbps)
DiffServ Policy Down v

DiffServ Policy Up hd

VAP Limit Down |o [ (0 - 866700 Kbps)
VAP Limit Up lo [ (0 - 866700 Kbps)

Click "Update™ to save the new settings.

Update

* Client QoS Global Admin Mode — ncnonb3oaHue Client QoS Ha Bceli Touke AocTyna rnobasibHo:
« Enable — BKMOUYUTS;
+ Disabled — BbIKIOUNTD;

* Radio — BbIGOp pagnonHTepderica, Ha KOTOpom ByaeT npon3BoanTbCA HacTpolika Client QoS;

+ VAP — BbIGOp BUPTYyasIbHOW TOYKM AOCTYNa, HAa KOTOPOW ByaeT npon3BoanTbes HacTpolika Client QoS;

+ Client QoS Mode — ncnonb3oBaHue Client QoS Ha BbibpaHHoI VAP:

« Enable — BKMOUYUTS;
+ Disabled — BbIKIOUNTD;

* Bandwidth Limit Down — orpaHuyeHue W1puHbI NOSI0CHI MPOMNYCKaHUSA OT TOUKM AOCTyna K KakaoMy
KNMeHTy, Kbut/c. MapameTp npuHumaeT 3HavyeHus ot 0 go 866700 k6ut/c. Ecnu HasHaveH O, To
orpaHuyeHvie Nosiockl NPonyckaHns He NpumeHsieTcs. Jllob6oe HeHyleBoe 3HavYeHne oKpyrnseTca 4o
BE/IMYMHbI, KpaTHOI 64 K6UT/C;

+ Bandwidth Limit Up — orpaHu4eHvne LMpUHbI NOSI0ChI MPOMYCKaHUS OT KaXKA0ro KAMeHTa [0 TOUKU
Joctyna, Kbut/c. NMapameTp npuHumaeT 3HavyeHns ot 0 go 866700 k6ut/c. Ecnu HasHaveH 0O, To
orpaHuyeHvie Nosiockl NPonyckaHns He NpumeHsieTcs. Jlloboe HeHy/leBoe 3HavYeHne oKpyrnseTcs 4o
BE/IMYVMHbI, KpaTHOI 64 K6UT/C;

« DiffServ Policy Down — ums npodpuns Policy, KOTopbIil AO/MKEH ObITb MPUMEHEH K TpadvKy,
nepefaBaeMoMy B HanpasfieHUM OT TOUYKM JOCTYNa K K/INEHTY;,

« DiffServ Policy Up — umsi npocpuns Policy, KOTOpbI AO/MKEH ObITb MPUMEHEH K TpadhvKy, nepesaBaeMomy
B Hanpas/IeHUM OT K/IMEHTA K TOYKe 4OoCTyna.

+ VAP Limit Down — orpaHM4eHu1e LIMPWHBI NOSIOCHI MPOMNYCKaHUS OT TOYKM JOCTYyna K KNneHTam (B cymme),
MOAK/THOYEHHbIM K AaHHoMY VAP, k6ut/c. MapameTp npuHumMaet 3HaveHus ot 0 go 866700 k6ut/c. Ecnin
HasHauyeH 0, TO orpaHuyeHne He nNpumeHsieTcs. J1lo6oe HeHy1leBOe 3HaYeHne OKpPYI/IAeTCa A0 Be/IMYMHBI,
KpaTHoW 64 K6uT/C;

+ VAP Limit Up — orpaHv/yeHne LMPVHbI MOSI0ChI MPONYCKaHWs OT KIMEHTOB (B CYMME) A0 TOUKM A0CTYNa,
6uT/C. MapameTp npuHUMaeT 3Ha4veHuns ot 0 go 866700 K6UT/c. Ecnun HasHadeH 0, TO orpaHuyeHne He
npumeHsieTcs. Jllo6oe HeHyneBoe 3HaYeHne OKPYT/ISeTca 40 BE/IMYMHbI, KpaTHON 64 KbuT/C.

[ns BCTynneHus B culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTPOeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/IHAETCS HACTPoiKa knaccudrkaumm Tpaduka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTel NakeToB ONnpeesieHHOro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT knacc 6yaeT UCnosb30BaH 419 onepawuvin npuopuTnsanumn pasnnyHbixX
NOTOKOB, 06beANHEHHbIX MO 06LEMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Clasz Map Name (1 - 31 characters)

Match Layer 3 Protocol IPyd ¥

Add Class Map

Class Map Configuration — B pasgesnie BbINosHSAETCA co3gaHne npodhnsisa knaccugukaumm Tpaduka.

+ Class Map Name — nmsa npoduns;

* Match Layer 3 Protocol — npoTokors, no koTopomy 6yaeT npoucxoauntb knaccudpukaums (IPv4 nnu IPv6).
B 3aBMCMMOCTM OT BbiGOpa NpoOTOKONA ByAET NPEeANOXKEH pa3NNYHbIA Habop Nonel, No KOTopbIM ByaeT
BbINOHATLCA Knaccudurkayma Tpaduka.

[na co3gaHust HoBOro knacca Tpadmka ykaxkute B none «Class Map Name» umsi knacca n HaxkMuTe KHOMKY
«Add Class Map».

Match Criteria Configuration

Clasz Map Name Skype - ipvd r

Match Every

Protocol Select From List | ip A Match to value (0 - 255)

Source IP Address (¥.¥.X.¥) Source IP Mask (M%)

Destination IF Address (¥.x.. %) Destination IF Mask ()

Source Port Select From List v Match to Port (0 - 65535)

Destination Port Select From List v Match to Port |2440 (0 - 65535)

EtherType Select From List v Match to Value {0800 - FFFF)

Class Of Service (0-7)

Source MAC Address Source MAC Mask (3000 3 S 3 20 0K
Destination MAC Address Destination MAC Mask [ 30 1 00 00 00 30 )
WVLAN ID (0 - 4095)

Service Type

IF DSCP Select From List T Match to Value (0 - 83)
IF Precedence (0-7
IF TOS Bits {00 - FF) IP TOS Mask (00 - FF)

Delete Class Map

Click "Update™ to save the new settings.

Update
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Match Criteria Configuration — B pa3gesne BbInosHsIeTCA HACTpOKa KputepreB A/15 knacca Tpadvika.

Class Map Name — BbI6op Knacca Tpadmka, 4158 KOTOporo 6yaeT NpomMcxoanTb KOHUIypupoBaHmne
NPU3HaKOB NPUHAAIEXHOCTU K Knaccy;

Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMUCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Noneit Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HayeHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBnTens NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMOoCTb 6MTOB B IP-agpece, Ha OCHOBaHUM KOTOPbIX
KnaccuunumpyeTca naker,

Source IPv6 Prefix Len — pnnHa npedounkca IPv6-agpeca otnpaButens;

Destination IP Address — 3HaueHwue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmocTb 61uToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccuuumpyeTca Naker,

Destination IPv6 Prefix Len — pnnHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HaueHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yemMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBatoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens Nakera;

Destination MAC Address — 3HauyeHne MAC-agpeca nosnyyartenst nakeTa;

VLAN ID — 3HauyeHue nonga VLAN B nakete;

IP DSCP - 3HaveHne nonsg DSCP B IP-3aronoBke nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

IPv6 Flow Label — 3HaueHune nons Flow Label.

[ns ynaneHus knacca yctaHosute dpnar Hanpotus «Delete Class Map» 1 Haxxmute kHorky «Update».

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHa3HavyeHo 471 HACTPONKM LWMPKHBI MONOCHI NPONYCKaHUa s
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A1si NPUHATHSA peLLeHnst 0 Npomnycke
[laHHOro Tpaduka nam o ero 6510KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na kKoToporo nocnefoBatesibHO Ha3HavatoTCs paHee
co3gaHHble kKnaccudgmkaropbl Tpadmka «Class Map». N kaxgoro knaccugukaropa ykasbliBatoTcsa onepauuu,
KOTOpble Heob6x04MMO NPOU3BECTM C AAaHHbLIM TUMNOM Tpadvka.
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Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Folicy Map Mame {1 - 31 characters)

Add Policy Map

Policy Class Definition
Policy Map Name ChattyDrop T

Class Map Name netbios-ns-tcp ¥

Paolice Simple Committed Rate (1 - 1000000 kbps) Committed Burst

-

1 - 204800000 bytes)
Send

Drop

Mark Class Of Service (0-7)

Mark IF Dscp Select From List T

Mark IP Precedence (0-7)

Disasscciate Class Map

nethios-ns-tcp, netbios-ns-
Member Classes udp, nethios-dgm-tcp, netbios-
dgm-udp, mDNS, SS5DP, vrrp &

Delete Policy Map

Click "Update” to save the new settings.
Update

Policy Map Configuration — B pazgene BbINonHseTCA co3gaHne HoBoro npodguns Policy Map.
* Policy Map Name — nwvsi npoguns Policy Map.

[nsa no6aBneHnst HOBOro Nnpodunsa BeeanTe umsa npodunsa B none «Police Map Name» 1 HaOXMUTE Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pasgene BbinonHAETCA HACTpolika KnaccugukaTtopos Tpaduka.

+ Policy Map Name — nvsi npogounns «Policy Map», B koTopom 6yaeT npon3BoAUTLCA AasibHelwasn
HacTpolika onepauuii Ansa knaccudmkatopos Tpaduka;
+ Class Map Name - knaccudmkatop Tpaduka, paHee co3faHHblli B nogmeHto «Class Map».

Onepaumu, KOTopble He06X0AMMO NPOU3BECTU C AaHHbLIM TUMOM TpaduKa:

Police Simple — ynpouleHHasi HacTpoiika, NPy KOTOPOIi 3aAal0TCs ABa NapamMmeTpa:
« Committed Rate — rapaHTMpOBaHHas CKOPOCTb Nnepegayn Ans AaHHOro Buaa Tpadounka;
« Committed Burst — orpaHnyeHne ckaykoB Tpadimka.
+ Send - npw ycTaHOBNEHHOM chnare BCe NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpaduka 6yayT nepesaHsi,
ecnu kputepum Class Map BbINOMHSOTCS;
+ Drop — npu ycTaHOB/IEHHOM (b/1are Bce NakeTbl COOTBETCTBYIOLLErO NoToKa Tpadumka 6yayT oTOpOoLUEHbI,
ecnu kputepum Class Map BbINOMHSOTCS;
+ Mark Class Of Service — npu ycTaHOBNEeHHOM doniare Bce NakeTbl COOTBETCTBYHOLLEr0 NOToKa Tpadmka
6yayT MapKnpoBaTbCs 3afaHHbIM 3HavyeHnem CoS. MNMapameTp npuHMMaeT 3HadveHme ot 0 go 7;
* Mark IP Dscp — npv ycTaHOBNeHHOM donare Bce nakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadmka 6yayT
MapKMpoBaTtbCsl 3aaHHbiM 3HadeHnem IP-DSCP. 3HaueHne MOXHO BblibpaTb U3 CAMCKa UMK YKasaTb;
« Mark IP Precedence — npv ycTaHOBNeHHOM donare Bce NakeTbl COOTBETCTBYHOLLErO NOTOKa Tpadmka
6yayT MapKnpoBaTbCs 3a/aHHbIM 3HadYeHneM IP Precedence. MapameTp npvHuMaeT 3HavyeHue ot 0 ao 7;
+ Disassociate Class Map — yctaHoBuTe donar n HaxxmuTe KHonky «Update», 4Tobbl yaanuTb NpuBS3KY
AaHHoro Class Map u Policy Map;
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* Member Classes — cnucok Bcex Class Map, koTopble cBsidaHbl ¢ BbibpaHHoii Policy Map. Ecnv knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;

+ Delete Policy Map — yctaHoBuTe chnar 1 HaxxmuTe KHonky «Update», utobbl yaanutb Policy Map,
ykasaHHyto B Policy Map Name.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.4 MopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NpoCMOTPETL TEKyLLY KoHdMrypaumo QoS, AelicTBytoLLyto Ans
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOTO K ToUkKe A0oCTyna.

QOS Configuration Status for associated clients
Station | a8:f3:4b:bz2:02:36 ¥

Global QoS Mode down
Client QoS Made Disahled
Bandwidth Limit Up lu]
Bandwidth Limit Dewn 0

ACL Type Up Mones
ACL Mame Up
ACL Type Dewn Mone

ACL Mame Down
DiffServ Palicy Up

DiffServ Paolicy Down

+ Station — BbIGOP K/IMEHTa, NOAKHOYEHHOIO K TOUKE [OCTYNa;
+ Global QoS Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke gocTyna rnobasibHo:
* Up — BK/IOYEHO;
* Down — BbIK/1HOYEHO.
+ Client QoS Mode - ncnonb3osaHue Client QoS Ha BbiGpaHHo VAP:
* Enable — BKHOYEHO;
* Disabled — BbIK/OYEHO.
+ Bandwidth Limit Up — orpaHuyeHne LMpuHbI NOMI0Chl Tpadhmka OT KaxXaoro KMeHTa A0 TOUYKM A0CTyna,

ounTt/c;

* Bandwidth Limit Down — orpaHMyeHne WPWHbI NOM10CkI TpadmKa OT TOYKN AOCTyNa K KaXX40MY K/IMEHTY,
ounTt/c;

« ACL Type Up — Tvn Tpadmka OT K/IMeHTa K TOUKe A0CTyna, A5 KOTOporo 6yayT NpuMeHATbLCS npasuia
ACL;

+ ACL Name Up — nms npodouns ACL, KOTOpPbI fo/MKEH ObITb MPUMEHEH K TpaduKy, naywemy oT KnneHTta
K TOYKe [OCTyna;

+ ACL Type Down — Tun Tpadimka OT TOYKM JOCTyna K KNIMeHTY, 419 KOTOPOro 6yayT NpUMEHATLCA npasuia
ACL;

+ ACL Name Down — nwvs npocpuns ACL, KoTopblIii A0/MKEH ObiTb NPUMEHEH K TpadunKy, NAYLLEMY OT TOUKM
[OCTYNa K KNNEeHTY;

« DiffServ Policy Up — umsi npochuns Policy, kKOTopbIii LO/MKEH ObITb NPUMEHEH K Tpadhvky, ayLiemy ot
KNMeHTa K Touke [OCTyna;

« DiffServ Policy Down — ums npocpuns Policy, KOTopbIii AO/MKEH 6bITb MPUMEHEH K TpadivKy, nayLiemy ot
TOYKWM OCTyNa K K/IEHTY.
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4.12 MeHto «Workgroup Bridge»

4.12.1 Mopgmerto «Workgroup bridge»

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B peXxnme 6ecrnpoBOgHOro
K/IMeHTa C UCMNOo/b30BaHMEM OHOI0 U3 6eCNpPOBOAHbLIX MHTEPAIEiCoB.

€ WGB He MOXeT 6bITb HACTPOEH, €C/IN Ha Touke HacTpoeH WDS v1iu BK/IIOUEH PeXxuM Knactepa.

@ [ns koppekTHoit pa6oTbl WGB Heo6x0a1Mo, YTO6bI Ha Toukax JocTyna 6blia ycTaHoBMeHa
oAVHaKoBasi BEpcus NporpaMMHOro obecneyeHus.

Modify AP Workgroup Bridge Settings

Workgroup Bridge Mode ) up @ pown
Radio

WGEE ARP-Timeout 5 (1 - 1440 min, Default: 5)

Upstream Interface

VLAM ID 1

S5ID Upstream SSID -

Roam Threshold -75 (-39 - -1) dBm
Secunty

Connection Status |Di5connected |

Downstream Interface

Status Up Down
WLAN ID 1
551D Downstream SSID

Broadcast S5ID
Security
MAC Auth Type

Click "Update” to save the new settings. Click "Refresh™ button to refresh the page.
| Update | | refresh |

+ Workg roup Bridge Mode — BktoYeHME/BbIK/TIOYEHNE peXUMa KNIMEHTA Ha nHTepdelice:
* Up — QoyHKUMOHAUT BK/HOYEH,;
* Down — (pyHKLMOHaT BbIK/THOYEH.
* Radio - BbI6G0Op 6€CnpoBOAHOI0 UHTEpPhenca, Ha KOTOPOM BK/IHOYAETCA pPeXxum kiveHTa. Radio 1
paboTtaeT B guanasoHe 5 'y, Radio 2 paboTtaeT B gnanasoHe 2.4 I'Tu;
+ WGB ARP-Timeout — BpemMs xu3Hu 3anncu B ARP-Tabnuue B pexume WGB. MNMapameTtp npuHumaet
3HayeHune ot 1 go 1440 MyHyT. M0 YyMOMYaHUIO — 5 MUHYT.

Upstream Interface — HacTpoiika nHTepdeiica, KOTopbiin byaeT ABNATLCA 6eCnpPOBOAHBIM KIMEHTOM U
NOAK/IYATLCA K CTOPOHHE TOUKe A0CTYNa;

* VLAN ID - Homep VLAN, ncrnonb3yemblii Ha TOUKe J0CTyna;

+ SSID — nMs TOYKM [OCTYNa, K KOTOPOW NPOUCXOAMNT MNOAK/TIOYEHUE,;

* Roam Threshold — MMHUMaNbHbLIA YPOBEHb CUTHas1a OT TOUKM AOCTYNa, NPy KOTOPOM NPOUCXOAUT
NOAK/OYEHMNE K TOUKE;
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+ Security — pexvum 6e30n1acHOCTW, HACTPOEHHbIN Ha VAP Toukn gocTyna, K KOTOpoi nponucxogut
NOAK/OYEHME:

None - He ncnonb3oBath WKhpoBaHue A4 nepegadn gaHHblx. Touka OTKpbITa 4nsa goctyna
JTI0O0ro K/INEeHT];

WPA Personal — peXum nogkayeHns K ToUke AoCTyna ¢ MCMNoNb30BaHMEM MexaHn3ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. INpwu BbIGope AaHHOTO pexuMa 4715 peakTMpoBaHua
6yayT AOCTYMHbI CneayrLme HacTPONKu:

v| &

WPA-TKIP ¥ wWPA2-AES
MFP Not Required v

Security WPA Personal

WPA Versions:

Key: | |

WPA Versions — Bepcusi ncnonb3yemoro npotokona 6esonacHocty (WPA-TKIP nunn WPA2-AES);
MFP — HacTpolika pexunma 3alinTbl KAMEHTCKUX (PPENMOB:

* Not Required — He ncnonb3oBaThb 3aLMTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMK;

* Required — ncnonb30BaTh 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb

CCX5;

Key — knto4y/naposnb, He06X0AMMBIN A1 aBTOpPMU3aLMm Ha TOUKe A0CTyna.
WPA Enterprise — pexum NOAK/IOYEHNSA K TOUKE AOCTYMa C UCMOoMb30BaHWEM aBTopu3aunm u
ayTeHTMdmkaumm Ha BblwecTtoswem RADIUS-cepBepe. Mpu BbiboOpe AaHHOIo pexuma ans
pefakTupoBaHusa 6yayT AOCTYMNHbI CleayoLwme HaCTPONKM:

Security WPA Enterprise v =

WPA Versions:
MFP

EAP Method
Username

Password

WPA-TKIP |¥ wpAZ-AES
Not Required v

* peap tis

WPA Versions — Bepcusa ncnonb3yemoro npotokona 6esonacHoctn: WPA-TKIP, WPA2-AES;
MFP — HacTpoiika pexuma 3alnTbl KMEHTCKMX (OPenMOoB:

* Not Required — He NCMO/b30BaTL 3aLLUTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMK;

* Required — ncnonb30Bath 3awmTy 06513aTe/IbHO, BCE KNIMEHTbI AO/MKHbI Nnogaepxunsarb CCX5;
EAP Method — BbIGOp NpoTOKONA ayTeHTUdMKaLmmn (peap unu tls);
Username — nms nosnb3oBaTens, Ucnosb3yemoe npu astopusauumn Ha RADIUS-cepBepe;
Password — naponb nonb3oBaTtesns, UCnosib3yemsblii npn asToprlauun Ha RADIUS-cepBepe;
Connection Status — cTatyc NOAK/OYEHUA K TOUKEe AOCTyna.

Downstream Interface — HacTpoiika MHTepdoeiica, BbICTyNatoLLErO B KAYECTBE TOUKM AOCTYyna.

Status — Bk/toueHne/BbIkNtoueHne downstream-uHTepdeiica:

* Up - vHTepdpelic BKOYEH;

+ Down — NHTEPEIAC BbIK/IOUEH.

VLAN ID - Homep VLAN, B KOTOpOM 6yA€eT nepefaBaTtbCs CETEBOW TpadvK ANsi AaHHOW TOUKN AOCTYNa;

SSID - nmsi 6ecnpoBOAHOI ceTw;

Broadcast SSID — BKIOUMTL/BbIK/IOYMTL BellaHne 6ecnpoBOAHON CETU:

+ On — BellaHne BK/IHOYEHO;
+ Off — BewaHue BbIK/THOYEHO.

Security — pexum 6e30nacHOCTM co3gaBaeMoli 6ecnpoBOAHON CETU:
+ None — He ncnonb3oBaTthb WKUpoBaHne 411 nepefadn faHHbIX. Touka OTKpbITa 4N goctyna

NI06Oro KNINEHTE;
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* WPA Personal — pexum NoaxItoYeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MexaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOTo pexnma K pefakTvpoBaHuIo AOCTYIMHbI
cnegytouime nyHKTbI:

Security WPA Personal v | (&)

WPA Versions: WPA-TKIP (¥ wrpaz-aAEs
Key: | |

Broadcast Key Refresh Rate |0 | {Range:0-86400)

MFP ¥ Not Required Capable Required

MAC Auth Type Disabled v

« WPA Versions — Bepcusi ucnosibayemoro npotokona 6esonacHoctv (WPA-TKIP unn WPA2-AES);
Ecnun BbibpaH WPA-TKIP, To Ans HacTpoiiku 6yayT AOCTYMHbI NONS:

+ Key — k/104/naposib, Heo6XoaNMbIA A1 aBTopM3auun Ha Tovke JOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeH/ 06HOBIEHMS TPYNMNOBOro Ktova. MapameTtp
npuHumaet 3HaveHunsa ot 0 go 86400.

Ecnun BbibpaH WPA2-AES, TO Ans HacCTpoMkn 6yayT AOCTYMHbI NONS:

+ Key — k/1t04/naposib, HeobXoanMbIA A1 aBTopM3auun Ha Tovke JOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeH/ 06HOBIEHMS TPYNMNOBOro K/tova. MapameTtp
npuHumaet 3HaveHunsa ot 0 go 86400.
* MFP — HacTpoiika pexumMa 3aluTbl KIIMEHTCKMUX hpeliMoB:
* Not Required — He ncnonb3oBaThb 3aLMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMUYUU BO3MOXHOCTMK;
* Required — ncnonb30Bath 3almTy 06513aTe/IbHO, BCE K/TMEHTbI AO/MKHbI NOAAEPXNBATb
CCXS5.

MAC Auth Type — pexum ayTeHTUdmKaumm nonb3osarenei ¢ yuetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBaTb ayTeHTUMKaLmMo nonb3oBaTeneii no MAC-agpecy;

* RADIUS - ncnonb3oBatb ayTeHTUdmnkauuio nonb3osarteneii no MAC-agpecy ¢ nomollbo RADIUS-
cepsepa,;

+ Local — ncnonb3oBatb ayTeHTUdMKauuo nosb3osareneii no MAC-agpecy ¢ NOMOLLH STIOKa/TbHOTo
crnucka agpecos, ChopMMPOBaHHOIO Ha faHHOW ToYke focTyna.

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaxkMuTe KHonky «Update».

[nsi 06HOBNEHMS UHPOPMALIN HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.
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4.12.2 NMopmento «Workgroup Bridge Transmit/Receive»

B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY
Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

View transmit and receive statistics for this access point
Click "Refresh” button to refresh the page.

Refresh
Interface Status VLAN ID Name (SSID)
wlanOupstrmn Associated to AP a8:M:4b:b7:8b:c0 1 Test_AP
wlanOdwstrm up 1 Test_Clients
Transmit
Interface Total packets Total bytes
wlanQupstrm 275 323893
wlanOdwstrm 0 0
Receive
Interface Total packets Total bytes
wlanQupstrm 351 36370
wlan0Ddwstrm 0 0

[na 06HOBNEHUSt MHChOPMALIMKN Ha CTPaHWLE HaXXKMUTe KHOMKY «Refreshy.

* Interface — nms nHTepdelica;

+ Status — ctaryc paboTbl nHTEpdheiica;

* VLAN ID - Homep VLAN, HasHa4yeHHOro Ha nHTepdieiic;

« Name (SSID) — nmsi 6ecnpoBO/IHOI CETM, CKOHPUTYPUPOBAHHON AN MHTepdelica.

B pa3gene «Transmit» BbINOMHAETCA NPOCMOTP CTAaTUCTUKMX MO NepeaaHHOMY Tpaduky.
B pa3pgene «Receive» BbINOMHAETCS NPOCMOTP CTATUCTUKMN MO NPUHATOMY Tpaduky.

* Interface — nms nHTepdelica;
+ Total packets — o6lLee KoNM4YecTBO NepeaaHHbIX/NPUHATbLIX NAKETOB;
+ Total bytes — obuiee KONNYECTBO NepPeAaHHbIX/MPUHATLIX GaiT.

YT06bI NepeiiTn K paclUMpPeHHOMY CNCKY NapaMeTpPoB, HKMUTE KHOMKY C N306paXeHNnem cumMBona «+»
HanpoTtuB «Advanced settings»: B gaHHOM pa3gene BbINo/HAETCA HacTpolika o06wmx Mesh napametpos.B
NoAMEHI0 HacTpamBatoTcst DyHKLMN 06ecneyeHunst kauectBa obecnyxmsanus (Quality of Service). Hactpolika
napameTpoB QoS BbINOMHAETCA AN Kaxaoro pagnovHtepderica. QoS ucnonblyercs ansa obecnevyeHns
MUHUMasbHBIX 3a/lepXeK B nepeAaye AaHHbIX Takmx CEPBUCOB, kak nepegada ronoca no IP (VolP), Buaeo B
pexvme peasibHOro BpeMeHU 1 Apyrmx CEPBUCOB, YYBCTBUTE/bHbIX KO BpEMEHN nepesayn faHHbIX.
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

B AaHHOM pasferne onucaHbl pasnnyHble crnocobbl NOAKMOUEHUS K MHTepdieiicy komaHaHol cTpoku (CLI) Toukm
[OCTyna, a Takke OCHOBHbIE KOMaHAbl YpaB/ieHus yCTpoiicTBom nocpenctasom CLI.

[nsi NofKoUYeHMs K ToUke JoCTyna UCnosib3yeTcs ABa cnocoba:

+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 MopgkntoueHne no npotokony Telnet

MoaknoueHne no npotokony Telnet sBnsieTcs 60ee yHMBepcasibHbIM N0 CPaBHEHWUIO C NOAK/IHOYEHNEM Yepes
COM-nopt. HepocTatok Takoro nNoAk/A4YeHus, no cpaBHeHUIo ¢ nogknoveHvem yepes COM-nopT, 3aknovaeTcs
B OTCYTCTBUM COOBLLEHUIA MHULMaM3aLmm ToUukn goctyna. NogktoveHne K CLI MOXHO BbINO/THUTL Kak
HenocpeLCcTBEHHO B MeCTe YCTaHOBKM YCTPOWUCTBa, Tak U C yAasleHHoro paboyero mecta yepes IP-ceTb.

[Nns NnoakNoYeHns K TOYKe A0CTyna NepcoHaslbHbIA KOMMNbIOTEP A0/HKEH UMETb CETEBYIO KapTy.
[lononHutensHo noTpebyeTcsi ceTeBoit kabenb (Patching Cord RJ-45) Heo6xoaMMOit AnnHbI (HE BXOAWT B
KOMMJIEKT NOCTaBKM YCTPOICTBA).

[na nogknioveHus no Telnet MoXHO ncnonb3oBaTh Takue nporpammsl, kak PUTTY, HyperTerminal, SecureCRT.

LWar 1. Moakntounte ceTeBoli kabenb oT PoE-nopTa nHxekTopa k Ethernet-nopty Toukn goctyna (ans WOP-2ac
at1o nopt GE (PoE)), a ceTeBoii kabenb oT Data-nopra nHXekTopa — k CETeBOI kapTe KOMMbloTepa.

LWar 2. 3anyctute, Hanpumep, nporpammy PuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 10 B kauecTBe
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosiuaHumoo yctaHosneH — 192.168.1.10;
* Mopr, no ymonuaxuio — 23;
« Tun coeanHeHmns — Telnet.

HaxmuTte KHOMKy «COeauHNUTLCS».

Hactpoiikn PuTTY @
Pasnens:
=p Cgch OcHoBHEIE HACTpOIKK ceaHca PuTTY
- HKyprian VYiKa¥uTe aOpec, K KOTOPOMY XOTUTE Mo AKMIOYMTECA
i KoMMeHTapWIA
T Wran xocTa wmw IP-aopec) Mopt
—|- TepruHan
.. Knaewarypa 192.162.10.10| 23
- YBEIOMNEHUA Twn coegMHEHA:
- DcoBeHHocTH @ Telnet S5H Raw Rlogin Sernial Cygterm

=I- OwHo
- BHELWHWA BKMa
- PoH

+- MoseneHue -
- Komposka Default Settings 3arpysuTs
- BelgeneHme Coxpanns (d)

- LIseToBan cxema

- [MNEpCCEINKK Yoanute

e BHEUK
= CoemnHeHWE Hoean nanka
- [aHHee
- MNpaowkecu
- Telnet
- Rlogin
+]- S5H
Serial

YI'IDEBHEHHE CEgHCaMM

; 3aKpLIBATE OKHO MDK BBXDAE:
*Cygterm Boerpa Huor na @ Tonbko BpyYHyHD

O MNporpamme [ CoemHWTECA l | B HoBoM okHE | | CrmeHa |

PucyHok 34 — Telnet-nogkntoueHune B nporpamme PuTTY
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LWar 3. Mpounsseagute Bxog B CLI ycTpoiicTsa.
[JaHHble 41 BXOAA NO YMOTYAHWIO:

+ User name: admin
+ Password: password

Mocne ycnewHon aBTopm3anun Ha aKkpaHe 6yaeT otobpaxaTtbes (MM moyku docmyna)#, Hanpumep, WOP-
2ac# nnn Eltex WLAN AP# — 3TO O3Ha4aeT, YTO BK/IHOYEH PEXMM KOHPUIyprpoBaHMsi HACTPOEK TOUKK
gocTtyna.

5.2 TMopgkntoyeHne no npokony Secure Shell

MopaxntoueHne no npotokony Secure Shell (SSH) cxoxe No yHKLMOHANBHOCTY C NOAKIOUEHMEM MO NMPOTOKONY
Telnet. B otnnune ot Telnet, Secure Shell wndpyert Becb Tpaduk, BKoYas naponu. Takum ob6pa3om
o6ecneunBaeTcst BOSMOXHOCTb 6€30MacHOro yaasieHHOro NoAKIYeHNs No Ny6/nyHbIM IP-ceTam.

[na nogknioveHus K y3ny AocTyna nepcoHasibHbI KOMMNbIOTEP AO/HKEH UMETb CETEBYHO KapTy. Ha komnbioTepe
[0/MKHa ObITb ycTaHoBeHa nporpamma SSH-knneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JlononHutensHo notpebyeTcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli AvHbl (He BXOAUT B
KOMM/IEKT NOCTABKUN YCTPOICTBA).

LWar 1. Moakntounte ceTeBoli kabenb oT PoE-nopta nHxekTopa k Ethernet-nopty Toukn goctyna (ans WOP-2ac
at1o nopT GE (PoE)), a ceTeBoii kabenb oT Data-nopta nHXekTopa — Kk CETEBOI kapTe KOMMboTepa.

LWar 2. 3anycTtute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 11 B KadecTse
npumepa ykasaH 192.168.10.10.

+ IP-agpec To4kM gocTyna, No ymon4aHuio yctaHosneH — 192.168.1.10;
+ TlopT, N0 ymonyaHuio — 22;
* Tun coeagnHeHnsa — SSH.

HaxmmTe KHOMKy «CoeaNHNUTLCA».

Hactpoiiku PuTTY @
Pasnens:
= C,Bch OcHoBHElE HBCTROMKK ceanca PuTTY
HKyprzn YkaxkTe agpec, K KOTopoMy X0TUTE NOgKMOUMTECA
i KomMmeHTapwid
T Aran xocTa famm IP-appec) Mopt
—|- TepraHan
.. KnasvaTypa 192.168.10.10) 22
- YBEOOMNEHWA Twn CoBmMHEHWA:
- DeoBeHHocTH Telnet @) S5H Raw Rlogin Serial Cygterm

—I- OwHo
- BHEWwWHWA Brg
- PoH

+- MNoBensHWe ’
- Kommposa Default Settings JarpyanTe
- Bripeneqwe Conparnts (d)

- LpeToBan cxema

- [MNepcceInkm Yoanum

- 3HEYIKM
—I- CoegHeHue Hoean nanka
- [aHHEIE
- [poken
- Telnet
. Rlogin
+- 55H

yI'IDEBJ'IBHVIE CEeaHCamMK

2aKpLIEATE CKHO NMPW BEMOLE:
Bcerpa Hucor pa @ Tonewo BpyuHYO

O MNparpamme [ CoemHMTECA l | B HoBOM OKHE | | Omaera

PucyHok 35 — 3anyck SSH-knveHTa
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LWar 3. NpounsseauTte Bxog B CLI Toukn goctyna.
[aHHble ansa BxoAa no yMoI4aHuio:

* login: admin

+ password: password

Mocne ycnewHon aBTopm3anun Ha akpaHe byaeT otobpaxatbes (MMs moyku docmyna)#, Hanpumep, WOP-
2ac# nnn Eltex WLAN AP# — 3TO O3Ha4aeT, YTO BK/IHOUYEH PEXMM KOHpUIyprpoBaHMUsi HACTPOEK TOUKK
gocTtyna.
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5.3 Hauano pa6otbl B CLI Toukn goctyna

CLI saBnsieTcs gononHutenbHbIM K web-koHdmrypatopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmBaroTcs obwme npasuna pabotsl B CLI.

KoHdpurypauus Toukn focTtyna npeactaBnieHa HabopoMm kiaccoB (MPoAo/mHKeHNe KOMaH/bl) 1 06EKTOB
(Hayano KoMaHgbl).

KoHCOMb TOUYKM AocTtyna npegocTtaB/ideT AOCTYN K UCMNO/Ib30BaHUKO TakKnx OOBEKTOB:

. get
. set
+ add
* remove

@ nNpu vcnonbsosaHu Komang set, add 1 remove n3MeHsieTCs TekyLas KOHUrypauys TouKM 4ocTyna, a
He 3arpy3oyHas. [1ns coxpaHeHusi TekyLLein KOH(UrypaLmmn B 3arpy304HYH0 HY)XXHO MCNO/b30BaTb
KOMaHay save-running.

5.3.1 Mpasuna nNosb30BaHNSA KOMaHAHOW CTPOKOA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdIeic noaaepxmBaet OYHKLMI0 aBTOMaTUYECKOro
[IONO/THEHNA KOMaHA, dTa PyHKLUNSI aKTMBM3UPYETCS NPW HEMOSTHO HABPaHHOW KOMaHAE U HaXaTun KNaBuLwn
<Tab>.

Apyras doyHKUMS, NoMoratoLLas nosib30BaTbCsi KOMaHAHOW CTPOKO — KOHTEKCTHasi noAckaska. Ha nro6om
aTane BBOAA KOMaH/bl MOXHO MOy4nTb NOACKA3Ky O CMeAyoLmMX 3/ieMeHTax KoMaHabl nyTeM ABONHOro
HaxxaTusi knaeuwm <Tab>.

[ns yno6cTBa UCNo/1b30BaHNs KOMaHAHOM CTPOKM peasin3oBaHa Nnoaepxka ropsumnx knasui. Cnmncok
ropsiunx KnaBuvLL NPeAcTaB/eH B Tabnuue 6.

Tabnuua 6 — OnucaHne ropsynx Knaesuw kKoMaHgHon ctpokm CLI

CoueTaHue KiaBuLL DelictBue B CLI

CTRL+a MepemelleHne Kypcopa B Ha4asio CTPOKK
CTRL+e MepemelLeHne Kypcopa B KOHeL, CTPOKU
CTRL+b MepemelleHue Kypcopa BleBO

CTRL+f MepemelleHne Kypcopa Bnpaso

CTRL+c [pepbiBaeT BbINO/IHEHNE KOMaHAbI
CTRL+h Ynansiet oamH cumeosn cnesa (backspace)
CTRL+w Ypanaet c/noBo cneBa OT Kypcopa
CTRL+k Ypaansert Bce nocse Kypcopa

CTRL+u Ypanset Bce nepep Kypcopom

CTRL+p lNoka3bliBaeT npeaplayLLyo KoMmaHay
CTRL+n [MokasbiBaeT cnepyloLyo KoMaHay

CTRL+d Bbixog 13 CLI (exit)
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5.3.2 YcnoBHble 0603Ha4YeHNss MHTepdencos
B naHHOM paszene onucaHo MMeHOBaHne UHTePdENCcoB, NCNOoIb3yeMoe NPu KOHUIYPUPOBaHM YCTPONCTBA.

[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus
60nee noapobHo nHpopmMaLmn 060 Bcex MHTepdeiicax ncnonb3yiite komaHay get interface all. B tabnvue 7
npuBeAEeHO onvcaHne nHTepdencos.

Tabnuua 7 — O603HavYeHus nHTepelicos
UHTtepdpeiic  OnucaHune
brtrunk Bridge — Trunk

brtrunk-user  Bridge — Trunk

eth0 Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless — Virtual Access Point 0

wlan1 Wireless — Virtual Access Point 0 — Radio 2

wlanOvapX Wireless — Virtual Access Point X
wlan1vapX Wireless — Virtual Access Point X — Radio 2
wlanObssvapX Virtual Access Point X

wlan1bssvapX Virtual Access Point X — Radio 2

wlanOwdsX  Wireless Distribution System — Link X

5.3.3 CoxpaHeHne n3mMeHeHui B KoHdurypaumum
B cucteme cyuwiectByeT HECKO/IbKO 3K3eMMISIPOB KOHpUrypaumii:

— 3asodckasi KoHebucypayusi. KoHhurypaumsa BkIto4aeT HaCTPOKKM MO YMOIYaHuio. BepHyTbCA K 3aBOACKOM
KOHdpurypaumm MoXxHo komaHgoi factory-reset nnv npyu nomoum pyHKUMOHaNBHOW KHOMKK «F» Ha kopnyce
ycTpoiicTea. Ansa Toukn goctyna WOP-2ac ans 31oro yaepxmsamte KHOMNKy «F» , noka He Ha4yHeT muraTb
nHankatop «Powery;

— 3agpy304yHasi KOHu2ypayus. B 3arpy304HOI KOHUIypauum XpaHsaTcs HaCTPOWKKM, KOTopble 6yayT
CNoMb30BaHbl NPV ceaytoLlen 3arpyske Touku aocTyna (Hanpyumep, nocne nepesarpyskiu). 15 coxpaHeHus
N3MeHEHMWIA, BbINO/THEHHbIX B CLI, B 3arpy304Hyto KOHMrypauu Heo6xoamMmo BbINOSIHUTL KOMaHdy save-
running unu set config startup running — Tekyuiasa koHUrypaumsa 6yaeT CKonMpoBaHa B 3arpy304Hy!to;

- Tekywasi koH¢hu2ypayusi. KoHdurypauma To4kM gocTyna, KoTopasi NpUMMeHeHa Ha AaHHblii MOMEeHT. Mpu
ncnosb3oBaHnM KomaHz get, set, add, remove npovcxoanuT NPOCMOTP M U3MEHEHWE 3HAYEHMIA TONbKO TeKyLel
KOHdUrypaumm. Ecnmn faHHble U3MEeHeHUst He COXPaHeHbI, TO Noc/ie nepesarpysku TOUKU A0oCTyna oHu 6yayT
noTepsiHbl.
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5.4 OnwucaHune komaHpg CLI

5.4.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTprBaTh YCTaHOB/IEHHbIE 3HAUEHWS MONEi B Kaccax. Knaccol pasaensiorcs
Ha knaccbl 6e3 nmeHun (unnamed-class) n ¢ nmeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHWE> |detail
get named-class [<MOAKNACC> |all| [<BHAUYEHWE > ... | ums | detail]]

Mpumep

1. Mprmep ncnonb3oBaHUs KOMaHabl «get» B knacce 6e3 MeHV ¢ 04HUM HabopPOM 3HAYEHWIA:
get log

Touka [foCcTyna MeET ToNbKO OAMH Habop napameTpoB Ans log-chaiinos, AaHHas KOMaHaa BbIBOAUT
MHhopMaLmio o napameTpax log-chaiinos.

2. Mpumep ncnonb3oBaHWA KOMaHapl «get» B knacce 6e3 UMEHN C MHOXECTBOM 3HAYEHUIA:
get log-entry

B chaiine xpaHutcsa nocnegoBatenibHOCTb /1I0r0B 6€3 pa3bneHns Ha daii/ibl, KoMaHAa BbIBOAWUT BCHO
nocnenoBaTesibHOCTb AaHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mpumep ncnonb3oBaHNUs KOMaH4pbl «get» B Knacce ¢ UMeHeM C MHOXECTBOM 3HAUYEHMWIA:
get bss wlanlbssvap3

CyuiecTtByeT Habop 3HaueHwu knacca bss, KoTopble HabupatoTcs B aHHON komaHAe. [laHHaa komaHaa
BbIBOANT MHpopMaumio o Habope 6a30BbIX YCyr, HadbiBaemMoM Wlan1bssvap3.

4. MpyMep UCNonb30BaHNA KOMaHbl «get» B knacce ¢ UMEHeM /151 MOSTyYeHUs BCEX 3HAYEHMWIA:

get interface all mac
get interface all
get radio all detail
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5.4.2 KomaHpga set
KomaHga set yctaHaBnuBaeT 3Ha4eHUA Nosiei B kaccax.

CuHTakcuc

set unnamed-class [<[MOAKMNACC> <3HAUEHWE> ...] <SBHAUEHNE> ...
set named-class <[TOAK/MTACC> | all |[<NMOAKNACC> <3HAUYEHWNE> ...] <SHAYEHVE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdeiica 1 yctaHOBKM cTaTtuyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.4.3 KomaHgb! add

KomaHga add no6aBnsieT HoBbIi NOAKIacc UKW rpynny NOAKIACCOB, CoAepXallmx onpeaeseHHbli Habop
3HAYeHWiA, AN yNpoLLeHUst KOHdUrypawumm o6opyaoBaHus.

CuHTaKkcuc

add unique-named-class <[MOAK/NACC> [<BHAUEHUE> ...]
add group-named-class <[MTOAKNACC> [<3HAYEHNE> ...]
add anonymous-named-class <[MOAK/TACC> [<BHAUEHUE> ...]

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTY Ha Radio-nHTepdelice:

add basic-rate wlan1 rate *1*

5.4.4 KomaHpa remove
KomaHga remove yaansieT co3gaHHble NoAKIacchl.

CuHTakcuc

add unnamed-class [<BHAUEHUE> ...]
add named-class <MMOAK/NACC> | all [<BHAYEHWE> ...]

Mpumep

Mpumep yaaneHns HacTPOK 6a30BOI KaHa/IbHOW CKOpoCTK Ha Radio-uHTepdeiice:

remove basic-rate wlanl rate *1*
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5.4.5 [ononHuTtenbHble KOMaH/Ibl
NHTepcheiic komaHAHON CTPOKM TOUYKM AOCTYNa Takke BK/KYaeT cneayrolme koMaHabl, Tabnuua 8.

Tabnuua 8 — 1onoNHUTENbHbIE KOMaHbI

KomaHpga OnucaHue

config 3arpyska/BbIrpyska KoHgurypaumm To4km goctyna

copy 3arpyska/BbIrpyska/coxpaHeHune KoHguMrypauum ToUku goctyna
delete YnaneHwve chainnos koHgMrypaumm

dot1x-cert Boirpyska DOT1X-cepTuchmkata nogKno4eHns K Touke focTyna
factory-reset C6poc ycTpoiicTBa K 3aBOACKOW KOHMrypauum n nepesarpyska
factory-reset-partial C6poc ycTpoiicTBa K 3aBOACKOW KOHMrypaLum ¢ cCoxpaHeHnem napamMeTpoB AocTyna
firmware-switch CwmeHa o6pasa NO: Tekyweli Bepcum MO Ha ansTepHATUBHYO
firmware-upgrade OGHOBMEHNe NPOLUNBKN

packet-capture dopmMmrpoBaHue 1 BbIrpy3ka gamna Tpadmka ¢ nHTepgeiica
reboot Mepesarpyska TOUkM focTyna

save-running CoxpaHeHue TekyLeli KoHhurypauum B 3arpy304Hyto

show OTob6paxeHne cnuncka alinos KoHurypaumm

wgbridge-cert Bobirpyska WGB-cepTudmkaTa nogknoveHns K Touke focTyna
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5.5 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npyMep HacTpoiky Toukn goctyna WOP-2ac ¢ ncnonb3oBaHnem nHtepderica
KOMaHAHOW CTPOKMN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.5.1 HacTtpoiika ceTeBbIx NnapaMeTpoB

HaCTpOVIKa CTaTn4eCKux ceteBbiX napameTpoB TOYKU OOCTYyMNAa

WOP-2ac# set management dhcp-status down (down - BbIKNHOUNTL MONYyYEHNE CETEBLIX NapameTpoB Mo
DHCP, ncnosb3oBaTb CETEBbIE MapaMeTpbl HACTPOEHHbIE CTATUYECKM. up - BK/IIOUUTL NOSTyYEHME CETEBbIX
napameTpoB no DHCP)

WOP-2ac# set management static-ip 192.168.1.15 (rae 192.168.1.15 - cTaTu4eckuin IP-agpec ycTpoincTsea)
WOP-2ac# set management static-mask 255.255.255.0 (rae 255.255.255.0 - Macka nofacetm)
WOP-2ac# set static-ip-route gateway 192.168.1.1 (rae 192.168.1.1 - IP-agpec wwto3a no yMmosi4aHuto)

HacTtpoiika VLAN gnsa ynpaB/eHUA TOUKOW gocTtyna

WOP-2ac# set management vlan-id 1510 (rae 1510 - Homep VLAN Ans ynpaBneHunsi TO4KO AocTyna)

HacTpoiika cTaTuueckux ip-agpecoB DNS

WOP-2ac# set host dns-via-dhcp down (down - ncnosnb3osats DNS-cepBepa yCTaHOB/IEHHbIE CTaTUYECKN.
up - ncnonb3oBatb DNS-cepBepa, nosy4yeHHble no DHCP)

WOP-2ac# set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepBepa 1)
WOP-2ac# set host static-dns-2 192.168.1.253 (rge 192.168.1.253 - IP-agpec DNS-cepsepa 2)
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5.5.2 HacTtpolika 6ecnpoBogHbIX NHTepdeicoB

Ha paguonHTepdelicax no ymonyaHuio CMNosib3yeTcs aBToMmaTuyecknii BbiIbop paboyvero kaHana, o/1s 1oro
4TOObl YCTAHOBUTb KaHas1 BPYUHYHO UM CMEHUTb MOLLHOCTb, UCNO/b3YiNTe Cneayolime KOMaHapl:

HacTpoiika pagrokaHana, LUWMpUHbI NOI0Cbl U MOLHOCTU paguouHTepdeiica

Hactpoiika ana Radio 1 (5 'Tu):

WOP-2ac# set radio wlan0 status up (up - BKNtoueHne pagnonHtepderica Radio 1, down - BK/IHOUEHNE
pagnonHTepdeica Radio 1)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yCTaHOBKa pexunma paboTbl pagnonHtepdeiica Radio 1.
[nsa Radio 1 4OCTYNHbI crieaytoLme pexnmbl paboTbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)
WOP-2ac# set radio wlan0 channel-policy static (static - Bbik/1loueHNE (PYHKUMOHANa aBTOMATUUYECKOIO
Bbl6bopa kaHas1a. best - BK/1lo4YeHNe aBTOMaTMYECKOro Bbibopa paboyero KkaHana)

WOP-2ac# set radio wlan0 static-channel 36 (36 - HOmep cTaTMyeckoro kaHasna, Ha KoTopom 6yaet
pa6oTarb To4Yka AocTyna)

WOP-2ac# set radio wlan0 n-bandwidth 80 (80 - LuMpuHa kaHana. [Anda Radio 1 4OCTYNHbI cnegyouime
3HAYEHNS LUMPKWHBI KaHana: 20 - 20 MITu, 40 - 40 MI'y, 80 - 80 MIMw)

WOP-2ac# set radio wlan0 tx-power-dbm 19 (19 - 3Ha4eHne MOLHOCTY NepeaaTynka ana uHTepdeinca
Radio 1. [locTynHble 3Ha4YeHus Ans Radio 1: o1 1 go 19 obm)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 status up (up - BKNtoueHne pagnonHtepderica Radio 2, down - BK/IlOUEHNE
pagnonHTepdeica Radio 2)

WOP-2ac# set radio wlanl mode bg-n (bg-n - ycTaHOBKa pexunma paboTbl pagnonHTepdeiica Radio 2. A1
Radio 2 OCTynHbI cnegyowme pexumsl paboTol: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4 GHz
802.11n)

WOP-2ac# set radio wlanl channel-policy static (static - Bbik/1loueHNE (PYHKUMOHANa aBTOMATUUYECKOIO
Bbl6bopa kaHas1a. best - BK/1lo4YeHMe aBTOMaTMYECKOro Bbibopa paboyero kaHana)

WOP-2ac# set radio wlan1 static-channel 6 (6 - HOMep cTaTUYeCKOro kaHana, Ha KOTOpom ByaeT paboTaTb
TO4YKa gocTyna)

WOP-2ac# set radio wlanl n-bandwidth 20 (20 - wuimpuHa kaHana. [Anda Radio 2 4OCTYNHbLI cnegyouime
3HaAYEeHNS LUMPKUHBbI KaHana: 20 - 20 MITu, 40 - 40 M)

WOP-2ac# set radio wlanl tx-power-dbm 16 (16 - 3Ha4eHne MOLHOCTY NepeaaTynka ana uHTepdgeica
Radio 2. [locTynHble 3Ha4YeHns Ans Radio 2: oT 8 0o 16 Abm)
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© Cnucku BOCTYNHBIX KaHANOB

na Radio1 (5T J19 BblOoOpa AOCTYIMHbI CieAYIoUINe KaHaJIbl:
Ecnn "fbwa-mode" = off n "extended-channels" = off:_
« npu "n-bandwidth" = 20 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.

* npu "n-bandwidth" = 40 MI'u;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnm "n-primary-channel" = upper: 40, 48, 56, 64, 136, 144, 153, 161.

« npu "n-bandwidth" = 80 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

Ecnn "fbwa-mode" = off n "extended-channels"= on:
« npu "n-bandwidth" = 20 Ml'u; 36, 38, 40, 42, 44, 46, 48, 52, 54, 56, 58, 60, 62, 64, 132, 134, 136,
138, 140, 142, 144,149, 151, 153, 155, 157, 159, 161, 163, 165.
* npu "n-bandwidth" = 40 MI'u;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnm "n-primary-channel" = upper: 40, 48, 56, 64, 136, 144, 153, 161.
« npu "n-bandwidth" = 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

Ecnu "fbwa-mode" = on n "extended-channels" = off:

* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'w), 40 (5200 Mru), 44 (5220 MI'u), 48 (5240 Mrw), 52
(5260 Mr'w), 56 (5280 MrL), 60 (5300 MI'u), 64 (5320 MI'u), 132 (5660 MI'w), 136 (5680 MI'L),
140 (5700 Mru), 144 (5720 MI'u), 149 (5745 Mru), 153 (5765 Mry), 157 (5785 Mrru), 161 (5805
Mrw), 165 (5825 MI'w).

* npu "n-bandwidth" = 40 MI'y; 36 (5190 MI'u), 44 (5230 Mry), 52 (5270 MI'u), 60 (5310 MI'y), 132
(5670 Ml'u), 140 (5710 Mru), 149 (5755 Mru), 157 (5795 Mrw).

* npu "n-bandwidth" = 80 MI'y; 36 (5210 MI'y), 52 (5290 Mry), 132 (5690 Mrw), 149 (5775 MI'w).

Ecnu "fbwa-mode" = on u "extended-channels" = on:

* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'u), 38 (5190 Mrw), 40 (5200 MI'u), 42 (5210 ML), 44
(5220 Mru), 46 (5230 Mrw), 48 (5240 Mru), 52 (5260 MI'u), 54 (5270 Mrw), 56 (5280 Mry), 58
(5290 Mru), 60 (5300 Mrw), 62 (5310 MI'y), 64 (5320 MI'u), 132 (5660 MI'u), 134 (5670 Mrw),
136 (5680 Mr'w), 138 (5690 MI'u), 140 (5700 Mr'u), 142 (5710 Mrw), 144 (5720 MI'u), 149 (5745
Mry), 151 (5755 MI'u), 153 (5765 Mru), 155 (5775 Mrru), 157 (5785 MI'u), 159 (5795 Mrru), 161
(5805 Mrlu), 163 (5815 Mr'u), 165 (5825 MI'w).

* npu "n-bandwidth" = 40 MI'y; 36 (5190 MI'u), 44 (5230 Mry), 52 (5270 MI'u), 60 (5310 MI'y), 132
(5670 Ml'u), 140 (5710 Mru), 149 (5755 Mru), 157 (5795 Mrw).

* npu "n-bandwidth" = 80 MI'y; 36 (5210 MI'w), 52 (5290 Mry), 132 (5690 Mrw), 149 (5775 MIw).

na Radio 2 (2.4 1T J19 BblOooOpa AOCTYIMHbI C/eAVIollne KaHa/bl:
* Npwv wupuHe kaHana20Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv wupuHe kaHana 40 MIru;
+ ecnm "n-primary-channel" = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu "n-primary-channel" = upper: 5,6,7,8,9,10, 11,12, 13.
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5.5.2.1 [fononHumersbHblie HACMpOoUKu 6ecrpoBoOHbIX UHMephelicos

MN3meHeHue pexxuma paboTbl paguouHtepdeiica

Hactpoiika ana Radio 1 (5 'Tu):

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yCTaHOBKa pexunma paboTbl pagnonHtepderica Radio 1.
[nsa Radio 1 4OCTYNHbI crieaytoLme pexnmbl paboTbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlanl mode bg-n (bg-n - ycTaHOBKa pexunma paboTbl pagnonHTepdeiica Radio 2. 415
Radio 2 OCTynHbI cnegyowme pexumsl paboTbl: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4 GHz
802.11n)

BknroueHue FBWA

Hactpoiika ans Radio 1 (5 'Tu):

WOP-2ac# set radio wlan0 fbwa-mode on (napameTp npuHMMaeT 3Ha4yeHus: on, off)

BkntoueHue Extended Channels

Hactpoiika ans Radio 1 (5 'Tu):

WOP-2ac# set radio wlan0 extended-channels on (napameTtp npuHUMaeT 3HayeHus: on, off)

HaCTpOﬁKa OorpaHN4eHHoro crmmcka KaHasioB

Hactpoliika ansa Radio 1 (5 'Twu):

WOP-2ac# set radio wlan0 limit-channels '36 40 44 48' (36 40 44 48 - HOMepa kaHas10B, KOTopble 6yayT
Ncnosib3oBaTbCA NPy aBToBbIGOPE paboyero kaHana Ha ToUuke focTyna)

HacTpoiika ansa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlanl limit-channels '1 6 11' (1 6 11- HOMepa KaHa10B, KOTOpble 6yayT
Ncnosib3oBaTbCA NPy aBTOBbIGOPE paboyero kaHana Ha ToUuke focTyna)

N3meHeHUe OCHOBHOrO KaHana

HacTpoliika ansa Radio 1 (5 'Twu):

WOP-2ac# set radio wlan0 n-primary-channel upper (napameTp MOXeT NPUHUMATb 3HAYEHUS: upper,
lower)

HacTpoiika ansa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlanl n-primary-channel upper (napameTp MOXeT NPMHMMATb 3HAYEHWS: upper,
lower)
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N3meHeHune cnucka VLAN

Hactpoiika ans Radio 1 (5 Tu):

WOP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumMasibHoe BO3MOXHOe
Konn4yectBo VLAN B cnncke: 20)

HacTpoiika ans Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 vlan-list '10;4033' (10 1 4033 - HoMepa VLAN. MakcmMasibHoe BO3MOXHOEe
Konn4yectBo VLAN B cnncke: 20)

BknroyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

Hactpoiika ansa Radio 1 (5 'Tu):

WOP-2ac# set radio wlan0 short-guard-interval-supported yes (napameTp MOXeT NpUHUMaTh 3Ha4YEHUS:
yes, no)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1l short-guard-interval-supported yes (napameTp MOXeT NpUHUMaTh 3Ha4YEHUS:
yes, no)

BkntoueHune STBC

Hactpoliika ansa Radio 1 (5 'Twu):

WOP-2ac# set radio wlan0 stbc-mode auto (napameTp MOXET NPUHUMAaTbL 3Ha4eHus: auto, on, off. Mo
yMO/14aHuto: auto)

HacTpoiika ansa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlanl stbc-mode auto (napameTp MOXET NPUHUMAaTbL 3Ha4eHus: auto, on, off. Mo
yMO/14aHuto: auto)

BknioueHne mexaHunsma DFS

HacTpoiika ans Radio 1 (5 'Tu):

WOP-2ac# set radio wlan0 dot11h on (napameTp MOXET NpUHUMATb 3Ha4eHUs: on, off. [0 ymMoYaHuto: on)

BknroueHue pexnva ABTOMATUYECKOIA CMEHbI LIMPUHBbI KaHa1a

HacTtpoiika ansa Radio 1 (5 'Tu):

WOP-2ac# set radio wlan0 coex-mode on (napameTp MOXET NPUHMMaTb 3Ha4YeHus: on, off. [10 ymon4yaHuio:
on)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlanl coex-mode on (napameTp MOXET NPUHMMaTb 3Ha4YeHus: on, off. [10 ymon4yaHuio:
on)
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OrpaHquHwe KonnyectBa KJiIneHToB, Oo4HOBPEMEeHHO NOoAK/TI0HEeHHbIX K paAI/IOI/IHTepCi)EI‘I‘Icy

Hactpoiika ans Radio 1 (5 Tu):

WOP-2ac# set radio wlan0 max-stations 150 (150 - orpaH/yeHue no KonmM4ecTBy KMEHTOB. MNapameTp
MOXET NPUHMMATb 3Ha4YeHus: oT 0 A0 200, rae 0 - orpaHNUYeHne BbIK/KYEHO. Mo yMonyaHuio: 0)

HacTpoiika ans Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 max-stations 150 (150 - orpaH/yeHune no KoNnM4ecTBy KINEHTOB. NapameTp
MOXET NPUHMMATb 3Ha4YeHus: oT 0 f0 200, rae 0 - orpaHUYeHne BbIK/KYEHO. Mo yMonvaHuio: 0)
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HacTtpoiika nonutuku o6pa6oTku DHCP Option 82

© /11 ogHOBpEMeHHOIH HACTPOIKN NOMTUKM 06pa6oTKM 82 onLummn DHCP Ha Bcex
paavounHTepdeicax Toukn goctyna nocne cnosa radio BeeguTte all. Ecnv Heobxoanmo
NPOU3BECTU HACTPOIIKY A1 KaXKA0ro paanonHTepdeica B oTaensHoCTH, BMecTo all BBeante nms
paanovHTepdelica: wlan0 - Radio 5 'y, wlanl - Radio 2.4 T,

WOP-2ac# set radio all dhcp-snooping replace (replace - Touka focTyna noAcTaBnseT Ui 3aMeHsaeT
3HayeHue onuun 82. NapameTp MOXET NPUHUMATL 3HAaYEHWS: ignore - 06paboTka onuun 82 OTK/IIOYEHA;
remove - TOUKa AOCTyna yoasseT 3HavyeHue onuum 82. Mo ymonyaHuio: ignore)

Ecnu Ha pagnonHTepdelice HaCTpoeHa NnonnTuka o6paboTkm onumn 82 replace, To A1
KOH(pMIypupoBaHusl CTaHOBATCA AOCTYMHbI CNeayowme napameTpbl:

WOP-2ac# set radio all dhcp-option-82-CID-format string (string - MeHATb cogepxxumoe CID Ha 3HaYeHwue,
yka3aHHoe B dhcp-option-82-string. [apameTp MOXeT NpuHMMaTh 3Ha4yeHns: APMAC-SSID - MEHATb
copepxxmmoe CID Ha <MAC-agpec Touku goctyna>;<numsa SSID>. SSID - MmeHATL cogepxmumoe CID Ha nm4
SSID, K KOTOPOMY NOAK/THOYEH KANEHT. INo ymonyaHuto: APMAC-SSID)

WOP-2ac# set radio all dhcp-option-82-string longstring (longstring - 3HaueHue OT 1 40 52 CMMBO/IOB,
KoTopoe 6yzeT nepegasatbcs B CID. [lonyckalTcs TOMbKO TaTUHCKME BYKBbI U LUAIPbI, 3HAKU «.», «-», «_»,
«#», «S», «%». [lonycTUMble Nsncxonaepbl B goopmare wildcard npueaeHsl B Tabnuue 9. Ecnv 3HaueHne
napameTpa dhcp-option-82-string He 3aaH0, Touka 6yaeT MeHATb CID Ha 3HaYeHue No ymonvaHuio: <MAC-
afipec To4YKM gocTtyna>;<umsa SSID>)

WOP-2ac# set radio all dhcp-option-82-RID-format string2 (string2 - MmeHATbL cogepxxmmoe RID Ha
3HauyeHue, ykazaHHoe B dhcp-option-82-string2. MapameTp MoxeT npuHumaTh 3HadeHus: ClientMAC -
MEeHATb cogepxumoe RID Ha MAC-agpec KIIMEHTCKOro yCTpoicTBa; APMAC - MeHSITb cogepxunmoe RID Ha
MAC-agpec Touku goctyna; APdomain - MeHATb cogepxxumoe RID Ha UMs NocnegHero no Aepesy AOMeHa
13 napametpa "AP location". Mo ymonyaHuto: ClientMAC)

WOP-2ac# set radio all dhcp-option-82-string2 longstring (longstring - 3HaueHue o1 1 10 63 CUMBOJIOB,
KoTopoe 6yzeT nepegasaTbcs B RID. [JonyckalTcs TOMbKO STaTUHCKME BYKBbI U LUMIPbI, 3HAKU «.», «-», «_»,
«$», «%». lonycTuMble nnaiicxonaepbl B hopmare wildcard npuBeaeHsl B Tabnuue 9. Ecnun 3HaveHne
napameTpa dhcp-option-82-string2 He 3a7aH0, TOuka 6yaeT MeHATb RID Ha 3Ha4YeHne No ymonyaHuo: MAC-
aZipec KNIMEHTCKOro YCTPOIiCcTBa)

WOP-2ac# set radio all dhcp-option-82-MAC-format radius (radius - MAC-agpec nepegaetcs B RADIUS-
doopmare; default - MAC-aapec nepegaetcsi B 06bIYHOM popmaTe, TakoM Xe, Kak B onuun "Client-Ethernet-
Address" DHCP-nakeTa)

© B cnyuae Ucnonb3oBaHWA CMMBONA «%» B longstring TpeGyeTcsa 3KpaHNpPOBaHNE CYMBO/IA 3HAKOM
«\», NMM60 3KpaHnpoBaHue longstring 3Hakamu «'» ¢ 060Mx CTOPOH: set radio all dhcp-option-82-
string Sap-mac$-\%ssid\%, /160 set radio all dhcp-option-82-string 'Sap-macS$-%ssid%'.

2ac
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Tabnuua 9 — Hactpolika wabnoHa nogonuuini DHCP Option 82

Mopgonuuns

CID

RID

MapamveTp
%ap-mac%
%ssid%
%ap-hostname%
%vlan-id%
%interface%
$ap-mac$
Svlan-id$
%ap-mac%
%ssid%
%ap-location%
%client-mac%
Sap-mac$

Sclient-mac$

OnucaHue

MAC-azpec Toukn goctyna B popmare ASCII
SSID B hopmarte ASCII

Hostname Toukn goctyna B popmate ASCII
VLAN ID B dpopmate ASCII

Vimvsa nHtepdpeiica B goopmate ASCII
MAC-agpec Toukn goctyna B hex

VLAN ID B hex

MAC-azpec Toukn goctyna B dpopmarte ASCII
SSID B dhopmarte ASCII

JomeH Toukn pgoctyna B chopmate ASCII
MAC-aapec knueHTa B oopmate ASCII
MAC-agpec Touku goctyna B hex

MAC-agpec knveHTa B hex
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HacTpoiika paguokaHana, LUWMPUHbI NOMOChI U MOLLHOCTU paguouHTepdeiica

Hactpoiika ans Radio 1 (5 Tu):

WOP-2ac# set radio wlan0 status up (up - BKtoUeHne pagmonHTepdeica Radio 1, down - BKIOYEHNE
pagnovHTepdelica Radio 1)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagnovHTepdelica Radio 1.
[na Radio 1 fOCTyNHbI cneayoLme pexumbl padoTsl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)
WOP-2ac# set radio wlan0 channel-policy static (static - Bbik/1l0ueHne (pyHKLMOHaNa aBTOMaTU4YecKoro
Bbl6opa kaHana. best - Bk/1loueHMe aBTomMmaTnyeckoro Bbibopa paboyero kaHana)

WOP-2ac# set radio wlan0 static-channel 36 (36 - HOMep cTaTM4eCKOro KaHana, Ha KoTopom Byaet
paboTtaTb Touka AocTyna)

WOP-2ac# set radio wlan0 n-bandwidth 80 (80 - LuMpuHa kaHana. [Anda Radio 1 4OCTYNHbI cnegytoLme
3HaYEeHNS LUMPUHBI KaHana: 20 - 20 MI'u, 40 - 40 My, 80 - 80 MIMw)

WOP-2ac# set radio wlan0 tx-power-dbm 19 (19 - 3Ha4eHVe MOLLHOCTU NepegaTymka s nHrepderica
Radio 1. locTynHble 3Ha4YeHns and Radio 1: oT 1 ao 21 aobm)

Hactpoliika ans Radio 2 (2.4 'Tu):

WOP-2ac# set radio wlan1 status up (up - BKtoUeHne pagmonHTepdeica Radio 2, down - BKIOYEHNE
pagnovHTepdelica Radio 2)

WOP-2ac# set radio wlanl mode bg-n (bg-n - ycTaHOBKa pexuma paboTtbl pagnonHtepgerica Radio 2. Ans
Radio 2 focTynHbI cneytoume pexvmbl pabotsl: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4 GHz
802.11n)

WOP-2ac# set radio wlanl channel-policy static (static - Bbik/1l0ueHEe (pyHKLMOHaNa aBTOMaTU4YeCcKoro
Bbl6opa kaHana. best - Bk/lloueHMe aBTomMmaTnyeckoro Bbibopa paboyero kaHana)

WOP-2ac# set radio wlan1 static-channel 6 (6 - HOMep cTaTM4YeCcKoOro KaHasna, Ha KOTopom byaeT paboTaTb
TOYKa JocTyna)

WOP-2ac# set radio wlanl n-bandwidth 20 (20 - lumpuHa kaHana. [Anda Radio 2 4OCTYNHbI cnegytoLme
3HaYeHNs LUMPUHBLI KaHana: 20 - 20 MI'w, 40 - 40 MTu)

WOP-2ac# set radio wlan1 tx-power-dbm 16 (16 - 3Ha4eHVe MOLLHOCTIN NepegaTymka oia nHrepderca
Radio 2. locTynHble 3Ha4YeHns ansd Radio 2: oT 5 go 18 Abm)
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5.5.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.5.3.1 Hacmpolika VAP 6e3 wughposaHusi

CospgaHue VAP 6e3 wncposaHusa

HacTpoliika VAPO Ha Radio 1 (5 'Tu):

WOP-2ac# set bss wlanObssvapO0 status up (up - Bk/itoueHme VAPO, down - BblktoueHne VAPO)
WOP-2ac# set interface wlanO ssid Test_open_vap0 (Test_open_vap0 - Ha3BaHve 6ecrnpoBOAHOI ceTu)
WOP-2ac# set interface wlan0 security plain-text (plain-text - pexxum wndgpoBaHus - 6e3 naposns)

HacTpoliika VAP1 Ha Radio 1 (5 'Tu):

WOP-2ac# set bss wlanObssvap1l status up (up - Bk/itoueHme VAPO, down - BblktoueHne VAPO)
WOP-2ac# set interface wlanOvap1 ssid Test_open_vap1l (Test_open_vap1l - HazBaHne 6ecnpoBOAHON
cetn)

WOP-2ac# set interface wlanOvap1 security plain-text (plain-text - pexxum LwndppoBaHus - 6e3 Naposns)

HacTpovika VAPO Ha Radio 2 (2.4 'Tu):

WOP-2ac# set bss wlanlbssvapO0 status up (up - Bk/itoueHme VAPO, down - BblktoueHne VAPO)
WOP-2ac# set interface wlanl ssid Test_open_vap0 (Test_open_vapO0 - Ha3BaHve 6ecrnpoBOAHOI ceTu)
WOP-2ac# set interface wlan1 security plain-text (plain-text - pexxum wndgpoBaHus - 6e3 naposns)

HacTpovika VAP1 Ha Radio 2 (2.4 'Tu):

WOP-2ac# set bss wlanlbssvap1l status up (up - Bk/itoueHme VAPO, down - BblktoueHne VAPO)
WOP-2ac# set interface wlanlvapl ssid Test_open_vap1l (Test_open_vap1l - HazBaHne 6ecnpoBoAHON
cetn)

WOP-2ac# set interface wlanlvapl security plain-text (plain-text - pexxum LwndppoBaHus - 6e3 Naposns)
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5.5.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

HacTtpoiika VAPO Ha Radio 1 (5 'TL):

WOP-2ac# set bss wlanObssvapO0 status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)

WOP-2ac# set interface wlan0 ssid Test_personal_vapO0 (Test_personal_vap0 - Ha3BaHne 6eCnpoBOAHO
cetn)

WOP-2ac# set interface wlan0 security wpa-personal (wpa-personal - peXxum LungpoBaHms)

WOP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - napo/ib 47151 NOAKNHOUYEHNS K
6ecnpoBogHoi ceTu. JomkeH cogepXatb OT 8 40 64 CUMBO/IOB)

Hactpoiika VAP1 Ha Radio 1 (5 'TL):

WOP-2ac# set bss wlanObssvap1l status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)

WOP-2ac# set interface wlanOvap1 ssid Test_personal_vapl (Test_personal_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WOP-2ac# set interface wlanOvap1 security wpa-personal (wpa-personal - pexxum LundpoBaHust)
WOP-2ac# set interface wlanOvapl wpa-personal-key 12345678 (123456789 - naposb A/151 NOAK/THYEHNS K
6ecnpoBogHoi ceTu. JomkeH cogepatb OT 8 40 64 CUMBO/IOB)

HacTtpoiika VAPO Ha Radio 2 (2.4 I'TL):

WOP-2ac# set bss wlanlbssvapO0 status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)

WOP-2ac# set interface wlanl ssid Test_personal_vapO0 (Test_personal_vap0 - Ha3BaHne 6eCcnpoBOAHO
cetn)

WOP-2ac# set interface wlanl security wpa-personal (wpa-personal - pexum wngpoBaHus )

WOP-2ac# set interface wlanl wpa-personal-key 12345678 (123456789 - napo/b 47151 NOAKNHOYEHNS K
6ecnpoBogHoi ceTu. JomkeH cogepatb OT 8 40 64 CUMBO/IOB)

HacTtpoiika VAP1 Ha Radio 2 (2.4 'TL):

WOP-2ac# set bss wlanlbssvap1l status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)

WOP-2ac# set interface wlanlvapl ssid Test_personal_vapl (Test_personal_vapl - Ha3BaHue
6ecrnpoBoAHON ceTn)

WOP-2ac# set interface wlanlvapl security wpa-personal (wpa-personal - pexxum LUndpoBaHus )
WOP-2ac# set interface wlanlvapl wpa-personal-key 12345678 (123456789 - napo/b A/151 NOAK/THYEHNS K
6ecnpoBogHoi ceTu. JomkeH cogepXatb OT 8 40 64 CUMBO/IOB)
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5.5.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

CospgaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise

HacTtpoiika VAPO Ha Radio 1 (5 'TL):

WOP-2ac# set bss wlanObssvapO0 status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlan0 ssid Test_enterprise_vapO0 (Test_enterprise_vapO0 - Ha3BaHue
6ecrnpoBoAHOIN ceTn)

WOP-2ac# set interface wlan0 security wpa-enterprise (wpa-enterprise - pexum LWndpoBaHns)
WOP-2ac# set bss wlan0ObssvapO0 global-radius on (on - ncrnonb3oBaHue rnobasibHbIX HacTpPoek RADIUS-
cepsepa. MNapameTp MOXET NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAP1 Ha Radio 1 (5 'TL):

WOP-2ac# set bss wlanObssvap1l status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlanOvap1 ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WOP-2ac# set interface wlanOvap1 security wpa-enterprise (wpa-enterprise - peXum LINpoBaHMs)
WOP-2ac# set bss wlanObssvap1 global-radius on (on - ncnonb3oBaHue rnobasibHbIX HacTpPoek RADIUS-
cepBepa. MNapameTp MOXeT NpUHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

HacTtpoiika VAPO Ha Radio 2 (2.4 'TL):

WOP-2ac# set bss wlanlbssvapO0 status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlanl ssid Test_enterprise_vapO0 (Test_enterprise_vapO0 - Ha3BaHue
6ecnpoBoAHO ceTn)

WOP-2ac# set interface wlanl security wpa-enterprise (wpa-enterprise- pexum LwnpoBaHus )
WOP-2ac# set bss wlanlbssvapO0 global-radius on (on - ncnonb3oBaHue rnobasibHbIX HacTpoek RADIUS-
cepBepa. NapameTp MOXET NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAP1 Ha Radio 2 (2.4 'TL):

WOP-2ac# set bss wlanlbssvap1l status up (up - Bk/itoueHme VAPO, down - BbiktoueHne VAPO)
WOP-2ac# set interface wlanlvapl ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecrnpoBoAHON ceTn)

WOP-2ac# set interface wlanlvapl security wpa-enterprise (wpa-enterprise - pexum wngpoBaHus )
WOP-2ac# set bss wlanlbssvap1l global-radius on (on - ncrnonb3oBaHue rnobasibHbIX HacTpoek RADIUS-
cepBepa. MNapameTp MOXeT NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)
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5.5.3.3.1 Hacrtpoiika napametpoB Global RADIUS

HacTtpolika napameTpoB Global RADIUS

WOP-2ac# set bss wlanObssvapO0 global-radius on (on - ncnonb3osaHune rnob6asbHbIX HacTpoek RADIUS-
cepBepa Ha VAPO Radiol. MapameTp MOXET NpuHUMaTh 3Ha4eHus: on, off. Mo ymosiyaHuto — on)

WOP-2ac# set global-radius-server radius-domain enterprise.service.root (enterprise.service.root - 1omMeH
nosib3oBartens)

WOP-2ac# set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec oCHOBHOro RADIUS-
cepsepa)

WOP-2ac# set global-radius-server radius-key eltex (eltex - k104 A1 NOAKAOYEHUA K OCHOBHOMY RADIUS-
cepsepy)

WOP-2ac# set global-radius-server radius-port 1812 (1812 - nopTt RADIUS-cepBepa, KOTOPbIA NCNO/b3YeTCA
Ans ayTeHTUdmnkaumm n astopmnsauun. Mo ymonyaHuio - 1812)

WOP-2act set global-radius-server radius-accounting-port 1813 (1813 - nopt RADIUS-cepBepa, KOTOpbIi
NCNONb3yeTcsa AJ/19 yyeTa akKayHTUHra nosib3osartesieil. Mo ymonyaHuio - 1813)

WOP-2act# set global-radius-server radius-acct-periodic on(on - Bk/1l04eHVE NEPUOANYECKON OTNPaBKM
coob6LLeHnii «Accounting» Ha RADIUS-cepsep. No ymonyaHuio - off)

WOP-2act# set global-radius-server radius-acct-period 60 (60 - nHTEpBas1 NEPUOLNYECKOIA OTMNPABKA
coobueHuii «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WOP-2ac# set global-radius-server radius-accounting on (on - BK/lt04EHME OTNPaBKN COOOLLEHNIA
"Accounting" Ha RADIUS-cepsep. o ymonyaHuio - off)

HaCTpOﬁKa oraenbHoro RADIUS-cepBepa ANA aKKayHTUHIa:

WOP-2ac# set global-radius-server radius-separate-auth-acct on (on - ucnosib3oBaH1e oT4eNbLHOIO
RADIUS-cepBepa A1 akkayHTUHra. NMapamMeTp MOXeT npvHMMaTh 3HavyeHus: on, off. Mo ymonyaHuio - off)
WOP-2ac# set global-radius-server radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-cepBepa
O aKKayHTUHra)

WOP-2ac# set global-radius-server radius-acct-key secret (secret - k104 nogknoveHus K RADIUS-cepsepy
O aKKayHTUHra)

HacTpolika pe3epBHbix RADIUS-cepBepoB:

WOP-2ac# set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-aapec
pe3epBHoro RADIUS-cepBepa-1)

WOP-2ac# set global-radius-server radius-backupone-key eltex1 (eltex1 - k/1t04 4/ NOAK/THOUEHNS K
pe3epBHOMY RADIUS-cepsepy-1)

WOP-2ac# set global-radius-server radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - IP-agpec
pe3epBHoro RADIUS-cepBepa-1 4nsa akkayHTUHra)

WOP-2ac# set global-radius-server radius-backupone-acct-key secretl (secretl - k/1t04 NOAKNHOUEHUS K
pesepBHOMY RADIUS-cepBepy-1 415 aKKayHTUHIa)

WOP-2ac# set global-radius-server radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - IP-azpec
pe3epBHoro RADIUS-cepBepa-2)

WOP-2ac# set global-radius-server radius-backuptwo-key eltex2 (eltex2 - k/1t04 /19 NOOKHOUEHNS K
pe3epBHOMY RADIUS-cepBepy-2)

WOP-2ac# set global-radius-server radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - |IP-agpec
pe3epBHoro RADIUS-cepBepa-2 AN akkayHTUHra)

WOP-2ac# set global-radius-server radius-backuptwo-acct-key secret2 (secret2 - k104 NOAKNOUEHMNSA K
pe3epBHOMY RADIUS-cepBepy-2 A/15 aKKayHTUHIa)
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WOP-2ac# set global-radius-server radius-backupthree-ip 192.168.1.103 (192.168.1.103 - |IP-agpec
pe3epsBHOro RADIUS-cepBepa-3)

WOP-2ac# set global-radius-server radius-backupthree-key eltex3 (eltex3 - k/1t04 /19 NOAKTHOUEHNS K
pe3epsHOMY RADIUS-cepsepy-3)

WOP-2ac# set global-radius-server radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - IP-azpec
pe3epBHOro RADIUS-cepBepa-3 419 akkayHTUHra)

WOP-2ac# set global-radius-server radius-backupthree-acct-key secret3 (secret3 - k/1t04 NOAK/THOUEHNS K
pe3epBHOMY RADIUS-cepBepy-3 A/151 akKkayHTUHIa)

5.5.3.3.2 Hactpoiika napametpoB RADIUS-cepsepa anst koHkpeTHoro VAP

[N npumepa paccMoTpyM HacTpoiiky napametpoB RADIUS-cepeepa anst VAPO Radio1 (5 'Tw).

HacTtpoiika napameTpos RADIUS-cepBepa ans VAPO Ha Radiol

WOP-2ac# set bss wlan0ObssvapO0 global-radius on (on - ncrnosnb3oBaHue rnob6asibHbIX HacTpoek RADIUS-
cepsepa Ha VAPO Radiol. NMapameTp MOXeT NpUHUMaThb 3HadyeHus: on, off. Mo ymonyaHuio - on)
WOP-2ac# set bss wlanObssvap0 radius-domain enterprise.service.root (enterprise.service.root - loMeH
nonb3oBarens)

WOP-2ac# set bss wlanObssvapO0 radius-ip 192.168.1.100 (192.168.1.100 - |IP-agpec ocHoBHOro RADIUS-
cepsepa)

WOP-2ac# set bss wlanObssvapO0 radius-key eltex (eltex - k/1t04 /15 noAKOYEHNSA K OCHOBHOMY RADIUS-
cepsepy)

WOP-2ac# set bss wlanObssvapO0 radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIi MCMNONb3yeTcs
ONnA ayTeHTurkaummn n astopmsaumu. Mo ymonyaHumio - 1812)

WOP-2ac# set bss wlanObssvapO0 radius-current primary (primary - ncnosnb3oBaHne oCHOBHOro RADIUS-
cepBepa. MNapameTp MOXET NpUHUMaThL 3HauyeHus: primary, backuptwo, backupone, backupthree. o
YMO/THaHMIo - primary)

WOP-2ac# set bss wlanObssvapO0 radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTopbii
NCNONb3yeTca A1 yyeTa akkayHTUHra nosib3osateneil. Mo ymonyaHuto - 1813)

WOP-2ac# set bss wlanObssvapO0 radius-acct-periodic on (on - BK/1l0O4YeHME NEPMOANYECKOI OTMPAaBKM
coo6LLeHnl «Accounting» Ha RADIUS-cepBep. 10 ymMmon4aHuto - on)

WOP-2ac# set bss wlanObssvapO0 radius-acct-period 60 (60 - HTepBa NEPUOANYECKON OTNPaBKM
coob6LLeHnii «Accounting» Ha RADIUS-cepsep. Mo ymonyaxuio - 30)

WOP-2ac# set bss wlanObssvapO0 radius-accounting on (on - BK/lto4EHME OTNPaBKMN COOOLLEHWNI
"Accounting" Ha RADIUS-cepsep. No ymonuyaHuio - off)

HaCTpOVIKa orgenbHoro RADIUS-cepBepa ANA akKayHTUHra:

WOP-2ac# set bss wlanObssvapO0 radius-separate-auth-acct on (on - ncnonb3oBaHue otaensHoro RADIUS-
cepBepa A/15 akkayHTuHra. NapameTtp MoXeT NpuH1Marb 3HadeHus: on, off. [No ymonuaHuto - off)
WOP-2ac# set bss wlanObssvapO0 radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-cepBepa
ONA aKKayHTUHra)

WOP-2ac# set bss wlanObssvapO0 radius-acct-key secret (secret - k/1to4 nogxntoueHnst K RADIUS-cepBepy
ONA aKKayHTUHra)

153



PykoBogacTBo no akcnayarauun WOP-2ac

HacTpolika pe3epBHbix RADIUS-cepBepoB:

WOP-2ac# set bss wlanObssvapO0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-apec pe3epBHOro
RADIUS-cepBepa-1)

WOP-2ac# set bss wlanObssvapO0 radius-backupone-key eltex1 (eltex1 - k/1t04 /19 NOAKNHOUEHNS K
pesepsHOMY RADIUS-cepsepy-1)

WOP-2ac# set bss wlanObssvapO0 radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - |IP-agpec
pe3epsBHOro RADIUS-cepBepa-1 AN akkayHTUHra)

WOP-2ac# set bss wlanObssvapO0 radius-backupone-acct-key secretl (secretl - K/1104 NOAK/OUEHNSA K
pe3epBHOMY RADIUS-cepBepy-1 A/15 akkayHTUHIa)

WOP-2ac# set bss wlanObssvap0 radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - IP-agpec pe3epBHOro
RADIUS-cepBepa-2)

WOP-2ac# set bss wlanObssvapO0 radius-backuptwo-key eltex2 (eltex2 - knto4 4na NOAKNHOYEHUS K
pe3epsHOMY RADIUS-cepBepy-2)

WOP-2ac# set bss wlanObssvapO0 radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - IP-aapec
pe3epBHOro RADIUS-cepBepa-2 A1 akkayHTUHra)

WOP-2ac# set bss wlanObssvapO0 radius-backuptwo-acct-key secret2 (secret2 - kKNto4 NOAK/IOHEHNS K
pe3epBHOMY RADIUS-cepBepy-2 A/151 aKKayHTUHIa)

WOP-2ac# set bss wlanObssvapO0 radius-backupthree-ip 192.168.1.103 (192.168.1.103 - IP-azpec
pe3epBHOro RADIUS-cepBepa-3)

WOP-2ac# set bss wlanObssvapO0 radius-backupthree-key eltex3 (eltex3 - k/1t04 /19 NOAKNHOUEHNS K
pe3epsHOMY RADIUS-cepsepy-3)

WOP-2ac# set bss wlanObssvapO0 radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - |IP-agpec
pe3epBHOro RADIUS-cepBepa-3 418 akkayHTUHra)

WOP-2ac# set bss wlanObssvapO0 radius-backupthree-acct-key secret3 (radius-key eltex - kntou
NOAK/IYEHMA K pe3epBHOMY RADIUS-cepBepy-3 A1 akKayHTUHra)

5.5.3.4 Hacmpolika VAP ¢ nopmasibHol asmopu3ayuel
[ns Toro, 4To6bI HacTpouTb VAP € nopTanbHON aBTopmnsaumneli, Heo6xoaMmo:

1. Cosgatb VAP 6e3 wndpoaHus (kak aTo caenatb noapo6bHo onucaHo B 6/1oke Hactpoiika VAP 6e3
WwrcpoBaHuA).

2. HacTtpouTb noptasl Ha Touke gocTyna.

3. HazHauuTb nopTas Ha HaCTPOEHHbIN paHee VAP.
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5.5.3.4.1 HacrTpolika noptana

[ns Hactpoiikm Captive Portal Ha VAPO Ha Radio 1 He06Xx04MMO BHOCUTb M3MEHEHWSA B paHee CO3aHHbIi
WwabnoH noptana — cp-instance wlanObssvap0. Ecnin TpebyeTcsa HacTpouTb nopTaUl, Hanpumep, 4na VAP12 Ha
Radio 2, To pegakTMpoBartb Heo6XxoAnmo WabnoH noptana nog umeHem — wlan1bssvap12.

B npumepe paccmoTpum HacTpoiiky noptana ans VAPO Ha Radio 1.

Mpumep HacTpoiiku noptana wlanObssvap0

WOP-2ac# set captive-portal mode up (up - BkntoueHue Captive Portal. [apameTp MOXET NpUHUMAaTb
3HayeHus: down, up. Mo ymonyaHuio - down)

WOP-2ac# set cp-instance wlanObssvap0 global-radius off (off - BbIk/1l0ueHME UCMO/Ib30BaHNS HACTPOEK
Global RADIUS ansa gaHHoro noptana. Mapametp MoxeT npuHuMmarth 3HadeHus: off, on. o ymonuanuio -
off)

WOP-2ac# set cp-instance wlanObssvapO radius-ip 192.168.1.100 (192.168.1.100 - IP-apec OCHOBHOIO
RADIUS-cepBepa)

WOP-2ac# set cp-instance wlanObssvap0 radius-key eltex (eltex - kK/1t04 ANA NOAK/IOYEHUS K

ocHoBHOMY RADIUS-cepBsepy)

WOP-2ac# set cp-instance wlanObssvap0 radius-domain portal.service.root (enterprise.service.root -
[OMeH nosib3oBaTens)

WOP-2ac# set cp-instance wlanObssvapO0 radius-accounting on (on - BK/1l04eHME OTNPaBKM COOOLLEHNUI
"Accounting" Ha RADIUS-cepBep. NapaMeTp MOXET NpuHUMaThb 3HavyeHus: off, on. Mo ymosiyaHuto — on)
WOP-2ac# set cp-instance wlanObssvapO0 radius-acct-periodic on (on - BK/tO4YEHNE NEPUOLNYECKOIA
oTnpaBky cO06LLEHNI «Accounting» Ha RADIUS-cepsep. MNapameTp MOXeT npuHumathb 3HadeHus: off, on. o
YMOJT4aHNIO - on)

WOP-2act set cp-instance wlanObssvap0 radius-acct-period 60 (60 - HTEpBa/1 NEPUOANYECKON OTNPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WOP-2ac# set cp-instance wlanObssvap0 external up (up - Bk/1lo4eHUE NepeHanpas/ieHns Nonb3oBaTens
Ha BHELUHWI BUPTYaUsibHbI nopTas. NapamMeTp MOXeT NpUHUMATh 3HaveHus: up, down. 10 ymMonyaHuio -
up)

WOP-2ac# set cp-instance wlanObssvap0 external-url http://192.168.1.100:8080/eltex_portal/ (URL
BMPTYaUIbHOIo nopTasia, Ha KoTopblii ByaeT nepeHanpas/ieH NoNb30BaTelb NPU NOAKMHYEHUN K
6ecnpoBogHOl ceTn)

WOP-2ac# set cp-instance wlanObssvap0 admin-mode up (up - BK/ltloueH1e paboTbl BUPTYasIbHOIO
noprtasna. NMapameTp MOXET NPUHMMATbL 3Ha4YeHUs: up, down. o ymonyaHuio - down)

5.5.3.4.2 TMpusaska noptasnia k VAP

Mo ymon4yaHuio noptasn ¢ MMeHeM KOHKpeTHoro VAP npuesasaH Kk gaHHoMy VAP, HO MOXHO npuBsa3aTb nopran K
Heckonbknum VAP. Hke npeactaBneH npumep npuessku noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WOP-2ac# set cp-vap vap3 with radio wlan1 cp-instance-name wlanObssvapO0 (npvBsa3ka noprasna c
nMmeHeM wlanObssvap0 K VAP3 Ha Radio 2)

Takxe MOXHO NpuBsi3aTb NOPTasT OAHOBPEMEHHO K ABYM OHOMMEHHbIM VAP, pacnonoXeHHbIM Ha BCeX
pagnovHTepdelicax Touku gocTyna.

WOP-2ac# set cp-vap vap1l cp-instance-name wlanObssvap0 (0gHOBpemMeHHasi NpMBs3ka noprana c
nMmeHeM wlanObssvap0 k VAP1 Ha Radio 1 n VAP1 Ha Radio 2)
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5.5.3.5 fononHumernsHbie Hacmpoliku VAP

Ha3HaueHue VLAN ID Ha VAP

WOP-2ac# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, Ha3Ha4€eHHbIn Ha VAPO Radiol)

WOP-2ac# set vap vapO0 vlan-id 15 (15 - Homep VLAN, HazHauyeHHbI 0gHOBpeMeHHO Ha VAPO Radiol u Ha
VAPO Radio 2)

OrpaHuuyeHne KOMMYecTBa K/IMeHTOB, OHOBPEMEHHO NOAK/IOUYEHHbIX K VAP

WOP-2ac# set bss wlanObssvap0 max-stations 150 (150 - orpaHuyeHune no Kosm4ecTBy
KNMEeHTOoB. MNapameTp MOXET NPUHUMAaThL 3HaYeHus: oT 0 40 200, rae 0 - orpaHnYeHne BbIKoYeHo. Mo
ymMosiyaHuio - 0)

BkntroueHue Minimal Signal u Roaming Signal

WOP-2ac# set bss wlanObssvap0 min-signal-enable on (on - BkntoueHve hyHkUMOHana minimal signal. 415
BbIKNtoYeHus Beeaute - off. Mo ymonyaxuio: off)

WOP-2ac# set bss wlanObssvap0 min-signal -75 (-75 - NOporoBoe 3HauyeHue RSSI, py AOCTUXEHUM
KOTOPOro, To4Ka Aoctyna byaeT oTk/vaTb kaveHTa ot VAP. MapaMeTp npMHMMaeT 3HavyeHus oT -100 Ao -1
ABMm)

WOP-2ac# set bss wlanObssvap0 check-signal-timeout 10 (10 - nepvof BpeMeHn B CEKyHAaX, M0 UCTEUYEHUN
KOTOPOro NpMHMMAaEeTCs peLleHne 06 OTK/IIYEHNN KITMEHTCKOro 060pyA0BaHNs OT BUPTyasibHOM ceTu. Mo
ymonyaHuio: 10)

WOP-2ac# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporosoe 3HauyeHune RSSI, npu
OOCTVKEHMM KOTOPOTO, NPOUCXOAUT NEPEKNOYEHNE KTMEHTCKOrO 060pyA0BaHUSA Ha APYryo TOUKY
goctyna. NapameTp NpuHUMAaEeT 3Ha4YeHus oT -100 go -1 Abm)

MapameTp roaming-signal-limit go/mkeH 6bITb HWXKe, YeM min-signal: ecnn min-signal = -75 abwm, TO
roaming-signal-limit fo/keH 6bITb paseH, Hanpumep, -70 4bm)

BkntoueHue VLAN Trunk Ha VAP

WOP-2ac# set bss wlanObssvap0 tagged-sta-mode on (on - Bk/toveHue VLAN Trunk Ha VAPO Radio 1. AnA
OTK/0YeHuA BeeanTe - off)

[ns Toro, 4To6bI TErMPOBaHHbIN Tpaduk NnepegaBasiCs B CTOPOHY K/IMeHTa He06X0AUMO Ha
pagnovHTepdelice 0603Ha4UnTL HoMepa VLAN, KOTopblie MOryT NPOXOAUTb Yepes paanonHTepdeiic.
Homepa VLAN HyXHO yka3aTtb B napametpe vlan-list.

Mpumep HacTpoiiky vlan-list Ha Radio 1:

WOP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumasibHoe BO3MOXHOe
KonnyecTsBo VLAN B crimcke: 20)
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BkntoueHune General VLAN Ha VAP

WOP-2ac# set bss wlanObssvap0 general-vlan-mode on (on - Bk/toueHune General VLAN Ha VAPO Radio 1. Ans
OTKNoYeHnsa BeeauTe - off)
WOP-2ac# set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)

BkitoueHne CKpbIToro SSID

WOP-2ac# set bss wlanObssvapO0 ignore-broadcast-ssid on (on - BKntoueHue ckpbiToro SSID Ha VAPO Radio 1.
Ons otknoveHnsa eeeanTe - off)

BknroueHune Band Steer

WOP-2ac# set vap vap0 with radio wlan0 band-steer-mode up (up - Bk/toueHue Band Steer Ha VAPO Radiol.
[nsa oTknoyeHns seeante - down)

WOP-2ac# set vap vap0 band-steer-mode up (up - Bk/lto4eHune Band Steer ogHoBpeMeHHO Ha VAPO Radiol un
Ha VAPO Radio 2. insa oTkNto4eHns eeegute - down)

BK/loUeHMe U3onsaLun KIMeHToB Ha VAP

WOP-2ac# set bss wlanObssvapO0 station-isolation on (on - BktoueHne 130naUMM KIMEHTOB Ha VAPO Radio 1.
[nsa oTknioveHns seeanTe - off)

HacTpovika VLAN Priority Ha VAP

WOP-2ac# set vap vap0 with radio wlan0 vlan-prio 6 (6 - nproputeT DSCP, KOTOpbIl 6ByaeT npuceanBaTbCs
Tpaduky, Noslyd4eHHOMY OT K/MEeHTa, NoAkYeHHoro k VAPO Radio 1. o ymonyaHuio: 0)

WOP-2ac# set vap vapO0 vlan-prio 6 (6 - npuoputeT DSCP, KOTOpbI 6yAeT npmucBanBaTbCsl Tpadimky,
Nnosly4eHHOMY OT K/IMeHTa, nogxtoveHHoro K VAPO Radio 1 nnu kK VAPO Radio 2. Mo ymonyaHuio: 0)

HacTpolika DSCP Priority Ha VAP

WOP-2ac# set bss wlanObssvap0 dscp-prio 0 (0 - aHa/IM3 npuopuTeTa 13 nonsa CoS (NPoToko 802.1p)
TernposaHHbIX nNakeToB Ha VAP0 Radiol. ing aHanu3a npuoputeta n3 nons DSCP 3aronoska IP-naketa
BBeauTe - 1)

HacTtpoiika TaiiMayTa HeakTUBHOCTU STA Ha VAP

WOP-2ac# set bss wlan0Obssvap0 sch-timeout 30 (30 - nepnog, BpeMeHn B cekyHaax, no ucTeveHum
KOTOPOro NpUHNUMaeTcs pelleHne 06 OTK/IKUYEHUUN KNTMEHTCKOro 06opyaoBaHns ot VAP. 0 - He
ncnosnb3oBaTh TamayT Ha VAP. o ymonyaHuio - 0)
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5.5.4 Hactpolika Cluster

HacTpoliika Cluster

WOP-2ac# set cluster cluster-name test (test - M5 knactepa. Mo ymonyaxuio: default)

WOP-2ac# set cluster location floor-2 (floor-2 - om3myeckoe MecTononoXxeHne ToUukn goctyna. Mo
YyMO/14aHuIo: not set - He 3aZaH0)

WOP-2ac# set cluster priority 255 (255 - NpMoOpuUTET TOUKM AOCTYyNa B kKnactepe. Eciv npuopuTeT y Bcex
TOYeK B KflacTepe OAMHAaKOBbIN, TO Master-Touka BblOMpaeTcsi No nNpu3Haky MeHbLiero MAC-agpeca.
MapameTp NpUHUMAET 3Ha4YeHns: oT 0 Ao 255. Mo ymonyaHuio: 0)

WOP-2ac# set cluster clustered 1 (1 - Bk/toueHme pexuma Cluster. MapameTp NpMHMMAET 3HAYEHUS: 0 —
Cluster BblkNtoveH; softwlc - Cluster BbIK/IHOUEH, PEXUM AN padoTbl ¢ SoftWLC; 1 - Cluster Bk/itoueH. Mo
yMon4aHuio: 1)

HacTtpoiika Single IP Management

WOP-2act# set cluster cluster-ipaddr 192.168.1.222 (192.168.1.222 - IP-agpec, N0 KOTOpoMy 6yaeT
JocTynHa Master-Touka knactepa. Mo ymonyaHuio: 0.0.0.0)

HacTpoiika napameTpoB 6e3onacHocTu Cluster

WOP-2ac# set cluster cluster secure-mode 1 (1 - BK/1loUeHNe 6e30NacHOCTU KnacTepa - B K/iactep cMoryT
[06aBUTLCS TOMBKO T€ TOYKM A0CTYNa, y KOTOpbIX COBNagaeT Nnaposib yKka3aHHbI B napameTpe pass-
phrase. [1nA Bbik/I0YeHUA BeeguTe - 0. M0 ymMmonyaHuio: 0)

WOP-2ac# set cluster pass-phrase 12345678 (12345678 - naposib 6e30MnacHoCcTU Knactepa. [ o/mkeH
cofepxartb OT 8 40 63 CMMBOJIOB)

OGHoBMEeHNe nporpaMmmMmHoOro o6ecnevyeHNs TOUYEK, BXoAALWKUX B KnacTtep

WOP-2ac# set cluster-firmware-upgrade upgrade-method selective (selective - pexum, npu kotopom 6yaet
06HOBNATLCA NPOrpamMmHoe obecrneyeHre TO/IbKO BbIOpaHHOM ToUkM gocTyna. Eciim Heob6xoammo
00OHOBUTL BCE TOYKM A0CTYNa B Knactepe seegnuTte - all)

WOP-2ac# set cluster-firmware-upgrade upgrade-members 192.168.0.58 (192.168.0.58 - IP-agpec TOUKu,
BXOASLLEN B KNnacTep, KOTOPY Heo6xoaumo 06HOBUTL. Ecnin 6b1n BbibpaH upgrade-method = all, IP-agpec
TOYeK yKasblBaTb HE HY)XXHO)

WOP-2ac# set cluster-firmware-upgrade upgrade-url tftp://<IP-agpec TFTP-cepBepa>/<Umsa caina
MO>.tar.gz (nyTb Ao chaiina MO ToukM fOCTyna, KOTOPbIA NeXnT Ha TFTP-cepBepe. MNpumep: set cluster-
firmware-upgrade upgrade-url tftp://192.168.1.7/WOP-2ac-1.22.X.X.tar.gz)

WOP-2ac# set cluster-firmware-upgrade upgrade start (start - 3anyck npouecca 06HOBEHNA
NPOrpaMMHOro obecnevyeHns Ha BblbpaHHbIX TOUKax AocTyna. /19 0CTaHOBKM npoLecca 06HOBNEHUS
BBeauTe - stop)
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5.5.5 Hactpoiika WDS
Mpumep HacTpolikn WDS Ha Radio 1 (5 I'Tw).

Mepepn HenocpeacTBEHHOM HacTpolikoit WDS Ha Toukax AocTyna Heobxoammo: BbikNoumTb Cluster, HacTponTb
pagunovHTepdelic n VAP.

MpepBapuTenbHas HacCTpPoOMKa

WOP-2ac# set cluster clustered 0 (0 - Bbik/10O4EHUE pexuma Cluster)

WOP-2ac# set bss wlanObssvapO0 status up (up - Bk/itoueHme VAPO Ha Radiol)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagnonHTepdeiica,
NnocpeACcTBOM KOTOPOro YCTPOMCTBO OyAET NOAKIYATLCA K TOUKE AOCTYNa B peXxume KnneHTta. Pexmm
paboTbl JO/MKEH COBNagaTb C PeXMMOM paboTbl Ha TOUKe AOCTyna)

WOP-2ac# set radio wlan0 channel-policy static (static - BbIk/1l0uEeHNE PYHKLNMOHANA aBTOMATUYECKOro
Bbl6Opa kaHana)

WOP-2ac# set radio wlan0 static-channel 144 (144 - HOMep CTaTUYECKOro KaHasa, Ha KOTOpPOM paboTaeT
TOYKa [OCTYna, K KOTOPOoi ByAeT NoAkIyaTbCa JaHHOE YCTPOMCTBO B PEXUME KIIMEHTA)

WOP-2ac# set radio wlan0 n-bandwidth 20 (20 - LuMpuHa KaHasa, Ha KOTOPOM paboTaeT Touka A0CTyna, K
KOTOpoW 6yaeT noaknoyaTbCsl AaHHOE YCTPOMCTBO B PEXUME KITMEHTA)

WOP-2ac# set interface wlan0 ssid WDS (WDS - Ha3BaHMe 6ecrnpoBoAHOIi ceTn Ha VAPO Radio 1)
WOP-2ac# set interface wlan0 security wpa-personal (wpa-personal - peXxum LungpoBaHms)

WOP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - napo/ib 6e€CnpoBOAHON CETU.
[omkeH cogepxarb OT 8 10 64 CMMBOJI0B)

Bcero Ha Touke MoXHO HacTpouTb 8 WDS-coeanHeHunin. WDS-mHTepdelicbl Ha TOUKE UMEHYHOTCS C/eAy WM
o6paszom: wlanOwdsX, rae X —uncno ot 0 go 7.

Hwke npeactaBneHbl npyMep HacTpoiikn WDS 6e3 wudpoBaHusi n ¢ TMNom WndpoBaHust wpa-personal Ha
nHtepdeice wlanOwds0.

HacTtpoiika WDS 6e3 wuncpoBaHua

WOP-2ac# set interface wlanOwdsO0 radio wlan0 (wlan0 - BbI6G0Op UHTEpdDelica yCTPONCTBa, KOTOPbIV ByaeT
ncnosnb3oBaTbCa A/15 noctpoeHns WDS. MapameTp npuHumaeT 3HadeHuns: wlan0 (Radio 1 - 5TTy), wlanl
(Radio2-2.41Twu))

WOP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:CO (A8:F9:4B:B7:8B:C0 - MAC-agpec
pagnovHTepderica Toukn AoCTyna, C KOTOPOW NpeaycMaTpuBaeTcs COBMecTHas pabota. MAC-agpec
paavouHTepdpeiica ykasaH B BbIBOAE KOMaHbI get interface wlanX, rae X - Homep 6ecnpoBOAHOro
nHTepdpeiica: 0 - Radio 1 (5Ty); 1 - Radio 2 (2.4 'Tw))

WOP-2ac# set interface wlanOwdsO0 status up (up -BkntoueHne WDS Ha Touke goctyna. Ans BbIK/IOYEeHUA
BBeauTe - down)
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HacTtpovika WDS ¢ wpa-personal

WOP-2ac# set interface wlanOwdsO0 radio wlan0 (wlan0 - BbIGOp UHTEpADEica yCTPONCTBA, KOTOPLIV ByaeT
ncnosib3oBaTbCs A1 noctpoeHms WDS. MapameTp npuHumaeT 3HadeHuns: wlan0 (Radio 1 - 5TTy), wlanl
(Radio2-2.41Twu))

WOP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:CO (A8:F9:4B:B7:8B:C0 - MAC-aapec
pagnovHTepderica Toukn JOCTyna, C KOTOPOW NpegycMarpuBaeTca coBMecTHas pabota. MAC-agpec
paavouHTepdpeiica ykasaH B BbIBOAE KOMaHfbl get interface wlanX, rae X - Homep 6ecnpoBOAHOro
nHTepdpeica: 0 - Radio 1 (51Ty); 1 - Radio 2 (2.4 'Tw))

WOP-2ac# set interface wlanOwds0 wds-ssid WDS (WDS - 1vs SSID Ansi NoCTpoeHus wudpposaHHoro WDS)
WOP-2ac# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexxum
LWdIpOBaHNSA)

WOP-2ac# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 — WPA-k/1104. [I/IMHA K/To4a
COCTaB/ISIET OT 8 [10 63 CUMBOJ10B)

WOP-2ac# set interface wlanOwdsO0 status up (up -BkntoueHne WDS Ha Touke goctyna. Ans BbIK/I0YeHUs
BBeauTe - down)
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5.5.6 Hactpoiika WGB
MpuMep HacTpoiikn WGB Ha Radio 1 (5 'Tw).

Mepepn HenocpeacTBeHHOM HacTpoiikoit WGB Ha Touke AocTyna Heo6Xxo4uMO: BbIK/THOUNTL Ha TOUKe focTyna
Cluster, HacTpouTb pagnonHTepdelic Toukn n VAP.

MpepBapuTenbHas HacCTpPoOMKa

WOP-2ac# set cluster clustered 0 (0 - Bbik/10O4EHUE pexuma Cluster)

WOP-2ac# set bss wlanObssvapO0 status up (up - Bk/itoueHme VAPO Ha Radiol)

WOP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagnonHTepdeiica,
NnocpeACcTBOM KOTOPOro YCTPOMCTBO OyAET NOAKIYATLCA K TOUKE AOCTYNa B peXxume KnneHTta. Pexmm
paboTbl JO/MKEH COBNagaTb C PeXMMOM paboTbl Ha TOUKe AOCTyna)

WOP-2ac# set radio wlan0 channel-policy static (static - BbIk/1l0uEeHNE PYHKLNMOHANA aBTOMATUYECKOro
Bbl6Opa kaHana)

WOP-2ac# set radio wlan0 static-channel 144 (144 - HOMep CTaTUYECKOro KaHasa, Ha KOTOpPOM paboTaeT
TOYKa [OCTYna, K KOTOPOoi ByAeT NoAkIyaTbCa JaHHOE YCTPOMCTBO B PEXUME KIIMEHTA)

WOP-2ac# set radio wlan0 n-bandwidth 20 (20 - LuMpuHa KaHasa, Ha KOTOPOM paboTaeT Touka A0CTyna, K
KOTOpoW 6yaeT noaknoyaTbCsl AaHHOE YCTPOMCTBO B PEXUME KITMEHTA)

WOP-2ac# set interface wlan0 ssid WGB (WGB - Ha3BaHue 6ecnpoBoaHOl ceTn Ha VAPO Radio 1)
WOP-2ac# set interface wlan0 security wpa-personal (wpa-personal - peXxum LungpoBaHms)

WOP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - napo/ib 6e€CnpoBOAHON CETU.
[omkeH cogepxarb OT 8 10 64 CMMBOJI0B)

Mocne npoBeAeHUs NpeaBapuTeNbHON HACTPOIKM HEOBXOANMO HACTpPoUTb NapameTpsbl "Upstream Interface” —
NHTepdheinc ANs NOAKIYEHMS K TOUKE AOCTYNa B peXxvmMe KaveHTa. Huke paccMoTpeHbl npumepsbl
HacTpolikun "Upstream Interface" WGB ¢ paznnuHbiMn Tunamm wmgpoBaHus.

5.5.6.1 Hacmpolika Upstream Interface

HacTtpoiika WGB 6e3 wncpoBaHus

WOP-2ac# set wgbridge radio wlan0 (wlan0 - BbI6GOp MHTepelica yCTpoicTBa, KOTOpbIin byaeT
NCNosb30BaTbCs AN15 NOAKIYEHNS K TOUKe gocTyna. MapameTp npuHumMaeT 3HavyeHus: wlan0 (Radio1-5
IMu), wlanl (Radio2 -2.41Tw))

WOP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - Msa 6ecnpoBOAHON CeTU, K KOTOPOI HEOBX0AUMO
NOAK/THUYNTLCA YCTPONCTBOM B PEXMME K/TUEHTA)

WOP-2ac# set wgbridge wgbridge-mode up (up -BktoueHune pexvma WGB Ha Touke goctyna. Ana
BbIK/IIOYEHNS BBEAMTE — down)

WOP-2ac# set wg-bridge-upstrm security plain-text (plain-text - pexum wudposaHus. NMapametp
NpUHMMaeT 3HadyeHus: wpa-personal, wpa-enterprise, plain-text)

WOP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MVHMMa/1bHbIV YPOBEHb CUTHaU1A OT TOUKU
[ocTyna, Npu KOTOPOM NPOUCXOAUT NOAK/HOYEHME K TOUKE)

WOP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, nucnosnb3yemslin Ha Touke goctyna. Mo
yMO4aHuio: 1)
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HacTtpoiika WGB ¢ wpa-personal

WOP-2ac# set wgbridge radio wlan0 (wlan0 - BbI6G0p nHTEpelica yCTpoicTBa, KOTOpbI 6yaeT
NCnosib30BaTbCA OJ/15 NOLK/THYEHNS K ToUke gocTyna. Mapametp npuHumaeT 3HadeHns: wlan0 (Radio 1 -5
IMu), wlanl (Radio2 -2.41Tw))

WOP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - Msa 6ecnpoBOAHON CeTU, K KOTOPOI HEOBX0AMMO
NOAK/THUNTLCA YCTPONCTBOM B PEXMME K/TUEHTA)

WOP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHue pexvma WGB Ha Touke goctyna. Ans
BbIK/Tl0OYEHUA BBeauTe — down)

WOP-2ac# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - napo/ib, HEOOX0A4MMbIN /1A
aBTOpM3aLmn Ha ToUKe aocTyna.. [lo/mkeH cogepxarb OT 8 10 64 CUMBOJI10B)

WOP-2ac# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexum winposaHus. MapameTtp
NPUHUMAaET 3HaYeHUs: wpa-personal, wpa-enterprise, plain-text)

WOP-2act# set wg-bridge-upstrm roam-threshold -85 (-85 - MVHUMaJ1bHbI/ YPOBEHb CUTHA/1A OT TOYKU
[0CTyna, Npy KOTOPOM NPOUCXOANT MOAK/IOHEHUE K TOUKE)

WOP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblil Ha Touke goctyna. Mo
yMOJTYaHMo: 1)

HacTpoiika WGB ¢ wpa-enterprise

WOP-2ac# set wgbridge radio wlan0 (wlan0 - BbI60p nHTepelica ycTpolicTBa, KOTOpbIi 6yaeT
NCnosib3oBaTbCA AJ/15 NOAK/TYEHNS K ToUke gocTyna. MapameTp npuHumaet 3HadeHns: wlan0 (Radio 1 -5
IMu), wlanl (Radio2 -2.41Tw))

WOP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - msa 6ecnpoBoAHON CETU, K KOTOPOI HEOBX0ANMO
NOAK/THUNTLCSA YCTPONCTBOM B PEXMME K/INEHTA)

WOP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHue pexvma WGB Ha Touke goctyna. Ans
BbIK/IlOYEHUA BBeAuMTe — down)

WOP-2ac# set wg-bridge-upstrm security wpa-enterprise (wWpa-enterprise - pexxum LLUMGPOBaHNUS.
MapameTp NpuHMMAaEeT 3HaYeHNs: wpa-personal, wpa-enterprise, plain-text)

WOP-2ac# set wg-bridge-upstrm eap-user client (client - nma nonb3oBartesis, UCNosIbL3yemMoe npu
asTopu3auuu Ha RADIUS-cepsepe)

WOP-2ac# set wg-bridge-upstrm eap-password clientspassword (clientspassword - naponb nosb3oBarens,
ncnonb3yemblii Npy agTopu3auum Ha RADIUS-cepBepe)

WOP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MMH/Ma/IbHbI YPOBEHb CUrHAA OT TOYKM
[0CTyna, Npy KOTOPOM NPOUCXOANT MOAK/IOYEHUE K TOUKE)

WOP-2ac# set wg-bridge-upstrm eap-method peap (peap - BbI6oOp nNpoToKona ayteHTUdmnkauuu. NMapamertp
NMPYHUMAET 3HaYeHus: peap, tls)

WOP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblilt Ha Touke goctyna. Mo
yMO/THaHuto: 1)

Mpy HEO6XOAMMOCTI MOXHO MPOM3BECTM HACTPOIIKY MHTepdielica "Downstream Interface", BbicTynatowero B
KayecTBe TOUKM AoCTyna A/1s NOAKIYEHNSA KIMEHTCKUX YCTPOMCTB.

162



PykoBogacTBo no akcnayarauun WOP-2ac

5.5.6.2 Hacmpolka Downstream Interface

HacTtpoiika "Downstream Interface" ¢ wpa-personal

WOP-2ac# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - nma 6ecnpoBogHOI ceTu, K KOTOPOIA
Heo6Xx04MMO NOAKIUYNTLCA YCTPOMNCTBOM B peXUME KIMEHTA)

WOP-2ac# set wg-bridge-dwstrm wpa-personal-key 12345678(12345678- naposib A/151 NOAK/THOUYEHNS K
6ecnpoBoAHO ceTn)

WOP-2ac# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexxum windposaHus. Ans
co3pgaHus SSID 6e3 pexunma wndpposaHnsa BeeanTe - plain-text. NMapameTp NpuHUMaeT 3Ha4YeHUs: wpa-
personal, plain-text)

WOP-2ac# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - BbikntoueHne pexuma ckpbiToro SSID. Ans
BK/TIOYEHMA pexnma BBeauTe - on)

WOP-2ac# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B KOTOPOM OyAeT nepeaaBaTbCsA CETEBOIA
TpadmK ANs AaHHOW TOYKM AaocTyna. o ymonyaHuio: 1)

WOP-2ac# set wg-bridge-dwstrm status up (up - BkntoueHne Downstream Interface. 719 BbIK/HOYEHUS
BBeauTe - down)

5.5.6.3 Hacmpotika WGB-ARP-Timeout

HacTtpoiika WGB-ARP-Timeout

WOP-2ac# set wgbridge wgb-arp-timeout 5 (5 - Bpems Xu3Hu 3anncu B ARP-tabnuue pexmva WGB.
MapameTp npMHMMAaEeT 3HavyeHue OT 1 40 1440 MUHYT. [10 yMOTYaHUIO — 5 MUHYT)
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5.5.7 Hacrtpolika Radar

Radar o6ecneunBaet c6op MAC-aapecoB Bcex Nosib3oBaTe/IbCKMX YCTPONCTB, Nonajatowmx B 30Hy AeCTBUA
TOYKKM JOCTyna, paboTatoLlein B pexmme Radar.

Mpwn BKIOYEHUN pexxnma active Touka JocTyna He MOXeT npefoctasnaTe yenyry Wi-Fi. B gaHHOM pexume
TOYKa [0CTyna BeCb pecypc BpeMeH! 3aHMaeT CKaHMPOBaHUEM Ha BCEX AOCTYMNHbIX KaHasiax.

Mpwn BKIOUEHUN pexxnma passive cepsuc Wi-Fi goctyneH. B faHHOM pexunme CKkaHMpoBaHue Nponucxoant
TO/IbKO Ha pabouunx kaHanax, Kotopble HacTpoeHbl Ha Radio1/2, nepekoueHns Ha Apyrue kaHasbl He
NMPOUCXOANT.

HacTpolika Radar

WOP-2ac# set radar radar-service up (up - ctatyc pexuma Radar. o ymonyaHuio - down)

WOP-2ac# set radar radar-service-url http://<host>:<port>/ (http://<host>:<port>/ - URL Konnektopa
cbopa MAC-agpecoB. MOXeT ObITb 3a4aH Yepe3 NPoTokos MQTT - mqtt://<host>:<port>/)

WOP-2ac# set radar mqtt-username username (username - UM nosib3oBartens. Mo ymonyaHuo -
username)

WOP-2ac# set radar mqtt-password password (password - naposib. 1o ymonyaHuio - password)

WOP-2ac# set radar mqtt-topic eltex-radar (eltex-radar - kaHan oTApaBKN U NOYYEHNSA COOOLLEHWA
mMexay yctponcteamu. Mo ymonyaHuto - eltex-radar)

WOP-2ac# set radar radar-mode passive (passive - pexxum naccusHoro c6opa MAC-agpecos. o
yMon4aHuto - active)

WOP-2ac# set radar scan-interface wlan_2g (wlan_2g - nepeueHb MHTEPENCOB, HA KOTOPbIX 3anyLleH
pexum Radar. MNapameTp npuHumaet 3HaveHus: wlan_2g/wlan_5g/all. Mo ymonyaHuto - all)

WOP-2ac# set radar send-interval 1 (1 - HTepBas1 OTNPaBKN AaHHbIX Ha KoNnekTop. MapameTp npuHMMaeT
3HayeHue ot 1 40 3600. [10 ymonyaHuto - 5)

WOP-2ac# set radar list-size 255 (255 - pa3mep 6ydepa ansa HakonneHus 3anuceri o MAC-agpecax
KNMeHTOoB. MNapameTp NpuHUMaeT 3HayeHue oT 255 A0 65535. 10 ymonyaHuio - 1000)

WOP-2ac# set radar mgmt-probe on (on - nony4yeHve nHgopmaunmn oT NakeToB probe request. Mo
YMOJIYAHUIO — on)

WOP-2ac# set radar mgmt-assoc off (off - nonyyeHne nHpopmaymm oT nakeTos assoc/disassoc, auth/deauth.
Mo ymonuaxuio - off)

WOP-2ac# set radar data off (off - nonyueHne nHdopmaumm 13 NonbL30BaTeNbCKOro Tpadmka B acmpe. Mo
ymonuyaxuio - off)

WOP-2ac# set radar scan-channel-timeout 100 (100 - Bpems Ha CKaHMpOBaHWE OAHOro KaHana. MNapameTp
NpvHMMaeT 3HavyeHne oT 100 40 60000. 1o ymonyaHuto - 200)

WOP-2ac# set radar scan-channel-2g 1 (1 - kaHan 419 CKaHMPOBaHUA B AnanasoHe 2.4 'u, ecnn 0, TO
CKaHUPYHTCSH BCe JOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WOP-2ac# set radar scan-channel-5g 36 (36 - KaHaN A/15 CKaHMPOBaHWsA B AnManasoHe 5Ty, ecnn 0, To
CKaHUPYHTCS BCe JOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WOP-2ac# set radar scan-channel-list-2g "1 2 3" ("1 2 3" - cnNUCOK KaHa/10B A/1 CKAHNUPOBaHWs B
AvnanasoHe 2.4 Ty, MapameTp npMHUMaeT 3HavyeHue ot 1 4o 13. 115 paboTbl cnucka Heo6xo4MMo, YTOObI
napameTp scan-channel-2g 66111 paBeH 0)

WOP-2ac# set radar scan-channel-list-5g ''36 40 44" ("'36 40 44" - CNCOK KaHa/10B 4J/151 CKaHMPOBaHUA B
AvanasoHe 5 Ty, MapameTp npMHUMaeT 3HavyeHue oT 36 A0 165. 115 paboTbl cnucka Heo6xo4MMO, YTOObI
napameTp scan-channel-5g 6b1/1 paBeH 0)

WOP-2ac# set radar scan-min-signal -65 (-65 - MMHUMaJ/1bHbI NOPOr YPOBHS RSSI. Mo ymonyaHuto - 0)
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5.5.8 CucTtemHble HaCTPOWKM

5.5.8.1 O6HosneHue MO ycmpolicmsa

€ He oTknouaiitTe nUTaHue YCTpOIiCTBa 1 He BbINOMHSANTE Nnepe3arpy3Ky yCTPocTBa B npouecce
o6HoBeHusa MNo!

[na o6HoBneHns MO no npotokony TFTP 3arpy3ute Ha TFTP-cepsep thaiin npoLmBku
WOP-2ac-1.22.X.X.tar.gz v BbINOMHUTE KOMaHAY:

O6GHoBneHue MO Touku goctyna no tftp

WOP-2ac# firmware-upgrade tftp://<IP-agpec tftp-cepBepa>/<Ha3zBaHue daitna MO> (npumep: firmware-
upgrade tftp://192.168.1.100/ WOP-2ac-1.22.X.X.tar.gz

[nsa o6HoBneHns MO no npotokony HTTP 3arpysute Ha HTTP-cepBep dhaiin NpoLImnBKN
WOP-2ac-1.22.X.X.tar.gz v BbINOMIHATE KOMaHAbI:

O6HoBneHue MO Touku goctyna no tftp

WOP-2ac# set firmware-upgrade upgrade-url http://<IP-agpec http-cepBepa>:[nopt]/<Ha3BaHue haiina
MO> (npumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/WOP-2ac-1.22.X.X.tar.gz)
WOP-2ac# set firmware-upgrade start yes (komaHga Ans Hadana o6HosneHus Mo)

MNepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WOP-2ac# firmware-switch

5.5.8.2 YnpasneHue koHpuzypayuel ycmpolicmsa

C6poc KoHdmrypauum yctpoiictea B aetponTHoe cOCTosiHNE

WOP-2ac# factory-reset

Ckayatb KOH(hUrypaumoHHbIii chaiin yctpoiictBa Ha tftp-cepBep

WOP-2ac# config download tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue daiina>.xml (npumep: config
download tftp://192.168.1.100/WOP-2ac.xml)

3arpy3utb KOH(pUrypaynoHHbIii haiin Ha yCTpoiicTBO c tftp-cepBepa

WOP-2ac# config upload tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue daiina>.xml (npumep: config upload
tftp://192.168.1.100/WOP-2ac.xml)
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5.5.8.3 lepesazpyska ycmpolicmsa

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-2act reboot

5.5.8.4 Hacmpolika pexuma aymeHmughukayuu

HacTpoiika ayTeHTucukayum yepes RADIUS

WOP-2ac# set authentication radius-auth-status on (on - Bk/lloueHne ayteHTupmnkaummn yepes RADIUS.
MapameTp NpUHUMAET 3Ha4veHus: on, off. 1o ymonyaHuio: off)

WOP-2ac# set authentication radius-auth-address <IP-agpec RADIUS-cepBepa> (npumep: set
authentication radius-auth-address 192.168.1.1)

WOP-2ac# set authentication radius-auth-port <nopt RADIUS-cepBepa> (npumep: set authentication
radius-auth-port 1234. o ymonyaHuio: 1812)

WOP-2ac# set authentication radius-auth-password <ksitou gns RADIUS-cepBepa> (npumep: set
authentication radius-auth-password secret. Mo ymonuaHuto: password)

o AyTeHTUMLMPOBATL MOXHO TO/LKO NOJIb30BAaTE/IA C UMEHEM, 384aHHbIM B get system username
(no ymonuanuio: admin).
B cnyuae, ecnn RADIUS-cepBep OKaXXeTCsl HeAOCTYNEH, ayTeHTUMKaLUMA NPOAAET NO /IOKa/IbHOM
YUETHOI 3anuncu.

5.5.8.5 Hacmpolika 0ambi U BpEMEHU

KomaHAbl ANs HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-2ac# set ntp status up (up - BK/I0UEHNE CUHXPOHM3aL MK BpeMeHn ¢ NTP-cepBepoM. MNapameTp
NPUHUMaET 3HaYeHus: down, up. 10 yMOYaHUIO: up)

WOP-2ac# set ntp server 192.168.1.100 (192.168.1.100 - IP-agpec ocHOBHOro NTP-cepBepa)

WOP-2ac# set ntp alternative-server ntpl.stratum2.ru (ntpl.stratum2.ru - JOMEHHOE UMsi pe3epPBHOIo
NTP-cepBepa-1)

WOP-2ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - IP-agpec pe3epBHoro NTP-cepeepa-2)
WOP-2ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - |P-agpec pe3epBHoro NTP-cepBepa-2)
WOP-2ac# set ntp interval 3600 (3600 - 3HaueH/e NapaMeTpa ynpaBfeHns NepuogomMm CUHXPOHU3aL MM B
cekyHpaax. NapamMeTp NpUHUMaET 3Ha4eHus: 1-86400. o ymon4aHuio: 3600)

WOP-2ac# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone 6
(Novosibirsk; Krasnoyarsk) - ycTaHOBKa TaliM-30Hbl. 10 ymonyaHuio: 'Russia (Moscow)')
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5.5.8.6 Hacmpotika omnpasku SNMP-mparos

HacTtpoiika otnpaBku SNMP-TpanoB

WOP-2ac# set snmp source-status up (up - BK/itoueHne npuHATUSA SNMP-3anpocoB TO/IbKO C yKa3aHHbIX B
napamMeTpe snmp source afpecos. MapameTp npuHMMaeT 3HadeHus: down, up. Mo ymonyaHuio: down)
WOP-2ac# set snmp source 192.168.1.100 (192.168.1.100 - IP-aapec XocTa, OT KOTOPOro paspeLleHo
npuHMMaTb SNMP-3anpochl)

WOP-2ac# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snmpV2
(HacTpolika oTrnpaskn SNMP-TpanoB Bepcun snmpV2, Ha XOCT ipv4 C ip-agpecom 192.168.1.100, 4/15
rpynno! public)

5.5.9 Hacrtpoiika cepsuca APB

KomaHabl Ans HacTpoiiku cepBuca APB

WOP-2ac# set captive-portal mode up (up - akTMBMpOBaThb NOAKNIOHEHNE K cepBucy APB. MapameTp
NPUHMMAaET 3HavyeHuns: up, down. 10 ymMo/4aHuIo: up)

WOP-2ac# set captive-portal roaming-service-url ws://[<Agpec cepBuca APB>:8090/apb/broadcast
(npumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)

WOP-2ac# get captive-portal apb-operation-status (komaHza ans BbiBoga ctaTtyca cepsuca APB:
connected, not_connected niv not_running)
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5.5.10 MOHUTOPUHT

5.5.10.1 Wi-Fi knueHmsi

WOP-2ac# get association detail

Property

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-gos-enabled
bw-Timit-up
bw-T1imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels
using-802.11r

wlanOvapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165

No

PykoBogacTBo no akcnayarauun WOP-2ac
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using-802.11k

mode

aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

No
802.11ac
1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)
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5.5.10.2 WHpopmayusi 06 ycmpolicmse

WOP-2ac# get system detail

Property Value

username admin

model Eltex WOP-2ac

version 1.22.X.X

altversion 1.22.X.X

build-year 2021

build-date 2021.03.18 13:42 +07
loader-version 1.22.X.X

platform bcm947452acnrm

uptime 0 days, 0 hours, 5 minutes
system-time Tue Apr 27 2021 06:02:52 MST
time-zone Russia (Moscow)

enable-dst off

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode on

full-isolation on

tunneling-over-wds off

force-allow-eth off

power-source

nmode-supported Y

forty-mhz-supported-g Y

forty-mhz-supported-a Y

eighty-mhz-supported-a Y

base-mac

e8:28:cl:cl:27:60

base-mac-status on
serial-number WP12034181
country-code-is-configurable on

system—-name
system-contact

admineexample.com

system-location Default
band-plan

lastboot success
wpa-personal-key-min-complexity-support off
wpa-personal-key-min-character-class 3
wpa-personal-key-min-length 8
wpa-personal-key-max-length 63
wpa-personal-key-different-from-current no
password-min-complexity-support off
password-min-character-class 3
password-min-length 8
password-max-length 64
password-aging-support off
password-aging-time 180
password-different-from-current yes
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5.5.10.3 Cemesas uHhopmayusi

WOP-2ac# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 N
static-ipv6-mask

ipv6e

ipve-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down

ipv6-autoconfig-status down
static-ipv6 N
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WOP-2ac# get ip-route

Property Value

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254
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WOP-2ac# get ntp detail

Property Value

status up

server 100.110.1.253
alternative-server 100.110.0.22
alternative-server2 O.ru.pool.ntp.org
dhcp_server 100.110.1.252

dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs 0
interval 3600
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5.5.10.4 bBbecnposooHbie uHmepgelcsl

WOP-2ac# get radio wlan0 detail

Property Value
status up
description IEEE 802.11a
static-mac

channel-policy best
channel-update 1440
mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 56
tx-power-dbm 19
tx-power-dbm-max 19
tx-power-dbm-min 1
tx-power-output 0.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression on
ap-detection on
limit-channels 36 40 44 48 52 56 60 64
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 8
num-stations 0
wds-status down
fixed-multicast-rate auto
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fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode on
vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu up
olpc-cal-period 300
olpc-channel yes

WOP-2ac# get radio wlan1 detail

Property Value
status up
description IEEE 802.11g
static-mac

channel-policy best
channel-update 1440
mode bg-n
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 6
channel 11
tx-power-dbm 16
tx-power-dbm-max 16
tx-power-dbm-min 5
tx-power-output 15.25
tx-chain 3
beacon-interval 100
rts-threshold 1025
fragmentation-threshold 1024
arp-suppression on
ap-detection on
limit-channels 1611
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
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short-guard-interval-supported
stbc-mode

ldpc-mode
dhcp-snooping-mode
dhcp-option-82-string
coex-mode

vlan-Tlist

wme

wme-noack

wme-apsd
rate-limit-enable
rate-limit
rate-limit-burst
stp-block-enable
wlan-util

num-stations

wds-status
fixed-multicast-rate
fixed-tx-modulation
max-stations

dtim-period
reinit-period
scheduler-profile-name
operational-mode
scheduler-operational-mode
vht-mode

vht-features

rsdb-mode

frame-burst
spectrum-analyser-start
spectrum-analyser-status
spectrum-analyser-results
rrm-block-tpc
rrm-block-dca

ampdu

amsdu

olpc-cal-period
olpc-channel

no
auto
auto
ignore

on

on
off
on
off
50
75
on
88

down
auto
auto
200

up

off
off

Not ready
Not ready

up
down
300
no

PykoBogacTBo no akcnayarauun WOP-2ac
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5.5.10.5 WDS

WOP-2ac# get interface wlanOwds0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

[ol ool ol oMol oloMololoMolololMoloMoMoMoMoMNO]

ssid

bss

security

wep-key-ascii no
wep-key-length 104
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wep-default-key
wep-key-mapping-length
vlan-interface

vlan-id

radio wlan®

remote-mac A8:F9:4B:B7:8B:C0O
remote-rssi -16

wep-key

operational-status up
wds-link-uptime 00:00:46

wds-ssid wDS
wds-security-policy wpa-personal
wds-wpa-psk-key 12345678
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5.5.10.6 WGB

WOP-2ac# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WOP-2ac# get wg-bridge-upstrm detail

Property Value

ssid AP-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bssid

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WOP-2ac# get wg-bridge-dwstrm detail

Property Value

ssid Client-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wep-key-mapping-length

status up
ignore-broadcast-ssid of f
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open-system-authentication
shared-key-authentication
wpa-cipher-tkip
wpa-cipher-ccmp
wpa-allowed

wpa2-allowed
broadcast-key-refresh-rate
vlan-id

rx-bytes

rx-packets

rx-errors

tx-bytes

tx-packets

tx-errors

iface

mfp

on
off
on
on
on
on

6522
40

8439

34

(0]
wlan@dwstrm
mfp-not-reqd

PykoBogacTBo no akcnayarauun WOP-2ac
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5.5.10.7 Cluster

WOP-2ac# get cluster detail

Property Value
clustered 1
location floor-2
cluster-name test
ipversion ipv4
member-count 2
clustering-allowed true
compat WOP-2ac
operational-mode 1
cluster-ipaddr 192.168.0.222
priority 255
reauth-timeout 300
secure-mode 1
pass-set 1
secure-mode-status Enabled
trace-debug 0

WOP-2ac# get cluster-member detail

Property Value

mac A8:F9:4B:B7:8B:C0O
ip 192.168.0.58
compat WOP-2ac

location floor-1

uptime 120

is-dominant true

priority 0
firmware-version 1.22.X.X

cluster-controller no

Property Value

mac E8:28:C1:C1:27:60
ip 192.168.0.135
compat WOP-2ac

location floor-2

uptime 124

is-dominant false

priority 255
firmware-version 1.22.X.X

cluster-controller yes

WOP-2ac# get cluster-fw-member detail

Property Value
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upgrade

upgrade-url tftp://192.168.1.7/WOP-2ac-1.22.X.X.tar.gz
upgrade-method selective

upgrade-status Completed

upgrade-members 192.168.0.58

WOP-2ac# get cluster-fw-member

ip mac fw-download-status

192.168.0.58 A8:F9:4B:B7:8B:CO Success
192.168.0.135 E8:28:C1:C1:27:60 None

5.5.10.8 XKypHas cobbimul

WOP-2ac# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4
priority dinfo
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.5.10.9 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WOP-2ac# get detected-ap

privacy

channel

PykoBogacTBo no akcnayarauun WOP-2ac

signal

On
off
off
off
On
off

i-0TT-ent-06
i-0TT-06-portal
i-200

(Non Broadcasting)
RT-WiFi-5278
GPB_Free

-61
-61
-45
-56
-61
-53
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5.5.10.10 CnekmpoaHasiuszamop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
CnekTpoaHanM3aTop CKaHupyeT KaHaslbl yka3aHHble B napametpe limit-channels B HacTpoiikax
paavouHTepdeica. Pe3ynsrar BbIBOAUTCA B MPOLLEHTAX.

© nMocne 3anycka ckaHMpoBaHUs 415 NONYYEHNS Pe3yNbTaTOB HEOBXOAMMO MOJOXAATL HECKOSbKO
MUHYT. Ha Bpemsl CKaHMpOoBaHMSA y MNOAK/IUYEHHbIX KNIMEHTOB OyAeT HabnwaaTbCa NpepbiBaHNe
paboTbl CEPBUCOB.

WOP-2ac# set radio all spectrum-analyser-start yes (3anyck cnektpoaHannsartopa Ha Bcex
paavouHTepdeicax ogHOBpeMeHHO. [1ns 3anycka cnekrpoaHannsaropa Ha KOHKPETHOM
pagnovHTepdelice BmecTo all BBeanTe HasBaHue nHtepdgerica: wlan0 - Radiol, wlanl - Radio 2)

WOP-2ac# get radio all spectrum-analyser-results (BbiIBOZ pe3y/ibTata paboThbl CeKTpoaHasiM3aTopa)

Property Value
name wlan®
spectrum-analyser-results

36: 52 | KXXKKKKKKKKK

40: 52 | KXXKKKKKKKKK

44: 15 | Hkxk

48: 13 | **xx

52: 9 | *x

56: 4 | *

60: 5 | *x

64: 10 | **xx*

Optimal 20MHz channel: 56
Optimal 40MHz channel: 521
Optimal 80MHz channel: 56/80

Property Value
name wlanl
spectrum-analyser-results
1: 92 | khkkkkhkkhkhkhkkhkkhkkkkkkx
6: 84 | khkkkkhkkkkhkkhkkhkkkkx
11: 88 | ke ok K ok ok ok ok ok ok ok ok ok ok ok ok ok k ok

Optimal 20MHz channel: 11
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6 MpunoxeHne. CNNCOK OCHOBHbIX K/TACCOB W NO/K/IAcCOB KOMaH/

Knacc Mopgknac
C

debug level

OTtnagoyH

blie

KOMaHAp!
timestam
p
klevel

system password

HacTpoiik

N CUCTEMDI
model
version
platform
encrypte
d_
password
uptime

DYHKLUNA
ble
KOMaHAbl
YpoBeHb get, set
0TNafo4HoM
WHpopmaumm
[Job6aBuTb MeTky  get, set

BPEMEHM K
0TNafo4HoM
NHpopmauum

YpoBeHb
0TNafo4HoN
MHgopMaunn
aapa

get, set

Maponb pgoctyna k set
NnoJ/ib30BaTe/bCKO

My web-

uHTepdpeiicy n CLI

Mopgenb get
yCTpoicTBa
Bepcusa MO get
AnnaparHas get
nnargopma

3almdpoBaHHbIi  get, set
naposb

Bpems paboTbl get
CUCTEMBI C

MOMEHTa

3arpysku

Bo3mMoXH CwuHTakcuc

get debug

level

set debug

level <value>

get debug

timestamp

set debug
timestamp

<value>

get debug
klevel

set debug

klevel <value>

set system
password

<value>

get system

model

get system

version

get system
platform

get system
encrypted-

password

set system
encrypted-
password

<value>

get system

uptime

Mpumepbl

WOP-2ac# get debug level

0

WOP-2ac# get debug timestamp

WOP-2ac# set debug klevel 1

WOP-2ac# get debug klevel

1

WOP-2ac# set system

WOP-2ac# get system

Eltex WOP-2ac

WOP-2ac# get system

1.14.0.89

WOP-2ac# get system

bcm953012er

WOP-2ac# set system

password password

model

version

platform

encrypted-password

"$1$66G6G6G6$Dh39pxWqjp3nBRrBPBL701"

WOP-2ac#

WOP-2ac# get system

encrypted-

password$1$G6G6G6G6$Dh39pxWqjp3nBRrBPBL

701

WOP-2ac# get system

uptime

6 days, 17 hours, 25 minutes
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Knacc Mopgknac
c

system-

time

time-

Zone

enable-

dst

summer-—

time

dst-

start

dst-end

dst-
offset

reboot

PyHKUUA

Tekyllee Bpems
CUCTEMBI

YacoBoli nosic

Bkntountb
nepexopj Ha
neTHee Bpems

Bpewms nepexoga
Ha fieTHee BpeMs

Bpemsa nepexoga
Ha 3VMHee Bpems

Mepe3arpy3nTb
TOYKY JocTyna

BO3MOXH
ble
KOMaHAbl

get

get, set

get, set

get, set

get, set

get, set

get, set

set

CuHTaKkcuc

get system

system-time

get system

time-zone

set system
time-zone

<value>

get system
enable-dst

set system
enable-dst

<value>

get system

summer-time

set system
summer-time

<value>

get system
dst-start

set system
dst-start

<value>

get system
dst-end

set system
dst-end

<value>

get system
dst-offset

set system
dst-offset

<value>

set system

reboot

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get system system-time

Thu May 31 2018 06:59:46 MST

WOP-2ac# set system time-zone "Russia

(Moscow)"
WOP-2ac# get system time-zone
Russia (Moscow)

WOP-2ac#

WOP-2ac# set system enable-dst on
WOP-2ac# get system enable-dst

on

WOP-2ac# set system summer-time
enabled

WOP-2ac# get system summer-time

enabled

WOP-2ac# set system dst-start
"March.Second.Sunday/02:00"

WOP-2ac# get system dst-start

March.Second.Sunday/02:00

WOP-2ac# set system dst-start
"November.First.Sunday/02:00"

WOP-2ac# get system dst-end

November.First.Sunday/02:00

WOP-2ac# set system dst-offset 60
WOP-2ac# get system dst-offset

60

WOP-2ac# set system reboot
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Knacc Mopgknac

Cc

country

country-

mode

full-
isolatio

n

nmode-
supporte
d

forty-
mhz-
supporte
d

base-mac

serial-

number

PyHKUUA

CrtpaHa

Bo3MOXHble

3HauyeHus: on, off.

MonHas
n3onaums.
Bo3MOXHble

3HaYeHust: on —
OYHKLMA aKTUBHA,
off — cpyHkUMs

HeaKTMBHa.

Moppepxka

ctaHgapta IEEE

802.11n.
Bo3moXHble
3HaueHusa: Y —

nogaepxnsaet, N

— He

noaepXx1Baer.

Mopaepxka
nosocsl
nponyckaHus

LUMpUHOIA 40 MI'y,

B5ITyY
AvanasoHe.

CepWuiiHblilt Homep

nsgenus

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get

get

get, set

get, set

CuHTaKkcuc

get system

country

set system
country

<value>
get system
country-mode

set system
country-mode

<value>

get system

full-isolation

set system

full-isolation

<value>

get system
nmode-

supported

get system
forty-mhz-
supported

get system

base-mac

set system
base-mac

<value>

get system

base-mac

set system
base-mac

<value>
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Mpumepsbl

WOP-2ac# set system

WOP-2ac# get system
RU

WOP-2ac# set system

WOP-2ac# get system
off

WOP-2ac# set system

WOP-2ac# get system
off

WOP-2ac# get system
Y

WOP-2ac# set system
"a8:f9:4b:b0:21:60"

WOP-2ac# get system
a8:f9:4b:b0:21:60

WOP-2ac# set system
WP01000167

WOP-2ac# get system
WP01000167

country RU

country

country-mode off

country-mode

full-isolation off

full-isolation

nmode-supported

base-mac

base-mac

serial-number

serial-number
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Knacc Mopgknac

Cc

country-
code-is-
configur
able

system-

name

system-

contact

system-

location

host id

HacTpoiik
n xocta
dns-1

dns-2

domain

PyHKUUA

HacTpoiika koga
CTpaHsl.
Bo3moxHbIe
3HaueHwus: on —
OYHKUMA aKTVBHA,
off — chyHKuMA
HeakTMBHa.

Nma cnctemsl

KoHTaKThl
CUCTEMBbI

MecTononoxeHue
CUCTEMBbI

ID xocTa

IP-apgpec DNS-
cepeepa (1)

IP-agpec DNS-
cepeepa (2)

Vima gomeHa

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get, set

get

get

get

CuHTaKkcuc

get system
country-code-
is-
configurable
set system
country-code-
is-—
configurable

<value>

get system

system—-name

set system
system—name

<value>

get system

system-contact

set system
system-contact

<value>

get system
system-

location

set system
system-
location

<value>

get host id

set host 1id

<value>

get host dns-1

get host dns-2

get host

domain

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set system country-code-is-

configurable on

WOP-2ac# get system country-code-is-

configurable

on

WOP-2ac# set system system—name

"WOP-2ac"

WOP-2ac# get system system-name

WOP-2ac

WOP-2ac# get system system-location

Default

WOP-2ac#

WOP-2ac#
WOP-2ac

WOP-2ac#
172.16.0.

WOP-2ac#
172.16.0.

WOP-2ac#

eltex. loc

set

get

get
250

get
100

get

host

host

host

host

host

id "wWOP-2ac"

id

dns-1

dns-2

domain
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Knacc

config

HacTpoiik
n

KoHQoUryp
auum

Mopgknac
c

static-
dns-1

static-
dns-2

static-

domain

dns-via-
dhcp

startup

version

backup-
file-

format

PyHKUUA

DNS-cepsep (1),
KOTOpbIA 6yaeT
MCMOMb30BaH,
€cnu agpec He
nony4yeH no DHCP

DNS-cepsep (2),
KOTOpbIN 6yaeT
NCMNO/b30BaH,
€cnu agpec He
nony4yeH no DHCP

Vima gomeHa,
ncnonbL3yemoro,
ecnm He
Nnosly4eHo UMs
fomeHa no DHCP

Monyyatb
napametpbl DNS-
cepsepa no
DHCP.
Bo3MoxHbIe
3HayveHus: up -
nosy4yarb no
DHCP, down -
ncnonb3oBatb
cTtatnyeckme
napametpbl.

HacTpolika Bo
BpeMms 3arpysku

Bepcusa dhaiina
KOHurypauum

dopmar daiina
KOHdurypaumm.
Bo3MOXHble
3HaueHus: plain -
He3alnppoBaHH
bllA, encrypted —
3aWngIPOBaHHbIA.

BO3MOXH

ble

KOMaHAbl

get, set

get, set

get, set

get, set

set

get

get, set

CuHTaKkcuc

get host

static-dns-1

set host
static-dns-1

<value>

get host

static-dns-2

set host
static-dns-2

<value>

get host

static-domain

set host
static-domain

<value>

get host dns-

via-dhcp

set host dns-

via-dhcp

<value>

set config
startup

<value>

get config

version

get config
backup-file-

format

set config

backup-file-

format <value>
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Mpumepsbl

WOP-2ac# get host static-dns-1

WOP-2ac# get host static-dns-1

WOP-2ac# set host static-domain
"example.com"
WOP-2ac# get host static-domain

example.com

WOP-2ac# set host dns-via-dhcp up
WOP-2ac# get host dns-via-dhcp
up

WOP-2ac# get config version
1.02

WOP-2ac# set config backup-file-format
plain

WOP-2ac# get config backup-file-format
plain
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Knacc Moaknac ®yHKUUA
c
interfac type Tvn ceTesoro
UHTepdheiica
e
HacTtpolik
N CeTeBOro
nHTepei
ca
status  CocToAHME
uHTepdeliica

descript Onucanue

- nHTepdeiica

aon

ip IP-agpec
UHTepdpeiica

BO3MOXH

ble

KOMaHAbl

add, get

add, get,
set

get, set

add, get

CuHTaKkcuc

add 1interface
<interface_nam
e> type

<value>

get interface
<interface_nam

e> type

add 1interface
<interface_nam
e> status

<value>

get interface
<interface_nam

e> status

set 1interface
<interface_nam
e> status

<value>

get interface
<interface_nam

e> description

set 1interface
<interface_nam
e> description

<value>

add 1interface
<interface_nam

e> ip <value>

get interface
<interface_nam

e> 1ip

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# add 1interface wlanlvapl type

service-set

WOP-2ac# get 1interface wlanlvapl type

service-set

WOP-2ac# add interface wlanlvapl

status up

WOP-2ac# set 1interface wlanlvapl

status up

WOP-2ac# get 1interface wlanlvapl

status

up

WOP-2ac# get 1interface wlanlvapl
description "Wireless - Virtual Access
Point 1 - Radio 2"

WOP-2ac# get 1interface wlanlvapl
description

Wireless - Virtual Access Point 1 -
Radio 2

WOP-2ac# get 1interface wlanlvapl 1ip
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Knacc

Mopgknac
c

mask

static-

ip

static-

mask

rx-bytes

rX—

packets

PyHKUUA

Macka ceTtu

Cratnyeckuii IP-
afpec,
NCMO/b3YEMbINA,
korga DHCP-
cepBep He
aKTMBeH

Macka ceTn,
ncrnosnb3yemas,
korga DHCP-
cepsep He
aKTUBEH

KonnyectBo
NosTyYeHHbIX
6aliToB

KonnyectBo
Nosy4eHHbIX
nakeToB

BO3MOXH
ble
KOMaHAbl

add, get,
set

add, get,
set

add, get,
set

get

get

CuHTaKkcuc

add 1interface
<interface_nam
e> mask

<value>

get interface
<interface_nam

e> mask

set 1interface
<interface_nam
e> mask

<value>

add 1interface
<interface_nam

e> static-ip

get interface
<interface_nam

e> static-ip

set interface
<interface_nam
e> static-1ip

<value>

add 1interface
<interface_nam

e> static-mask

get interface
<interface_nam

e> static-mask

set interface
<interface_nam
e> static-mask

<value>

get interface
<interface_nam

e> rx-bytes

get interface
<interface_nam

e> rx-packets
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Mpumepsbl

WOP-2ac# get 1interface wlanlvapl mask

WOP-2ac# get 1interface wlanlvapl

static-1ip

WOP-2ac# get 1interface wlanlvapl

static-mask

WOP-2ac# get interface wlanlvapl rx-
bytes
0

WOP-2ac# get interface wlanlvapl rx-
packets
0
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Knacc Mopgknac

Cc

rX—

errors

rx-drop

rx-fifo

rx-frame

rx-
compress
ed

rXx-
multicas
t

tx-bytes

tT™>x-
packets

tx-

errors

tx-fifo

tx-colls

PyHKUUA

KonnuectBo
NosTyYeHHbIX
NakeToB C
oLmbKamm

Konnuyectso
MONyYeHHbIX
nakeToB, KOTOpble
6b1/11 OTOPOLLEHBI

KonnyectBo
NakeTos,
nosly4eHHoe npu
nepenosiHeHnn

6ydhepa

KonunuyecTtBo
NnakeTos,
NOJTIyYEHHbIX C
OLWKnGKOW Kagpa

KonnyectBo
NoNyYEeHHbIX
cXaTbIX MNakeToB

KonnyecTtBo
NONyYeHHbIX
naketoB multicast

KonnyectBo
OTnpaB/IEHHbIX
GalT

KonnyectBo
OTnpaB/EHHbIX
nakeToB

KonnyectBo
OTNpaB/IEHHbIX
NakeToB C
oLmbKamm

KonnyectBo
NakeTos,
OTNpaBNeHHbIX
npu
nepenoiHeHnn
6ydhepa

KonnuectBo
OTNpPaB/IEHHbIX
MakeToB C
KONN3USMN

BO3MOXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

get

get

get

CuHTaKkcuc

get interface
<interface_nam

e> rx—errors

get interface
<interface_nam

e> rx-drop

get interface
<interface_nam

e> rx-fifo

get interface
<interface_nam

e> rx-frame

get interface
<interface_nam
e> rx-

compressed

get interface
<interface_nam
e> rx-

multicast

get interface
<interface_nam

e> tx-bytes

get interface
<interface_nam

e> tx-packets

get interface
<interface_nam

e> tx-errors

get interface
<interface_nam

e> tx-fifo

get interface
<interface_nam

e> tx-colls

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get interface wlanlvapl rx-

errors
0

WOP-2ac# get
fifo
0

WOP-2ac# get
frame

0

WOP-2ac# get
compressed

0

WOP-2ac# get
multicast
0

WOP-2ac# get
bytes

0

WOP-2ac# get
packets

0

WOP-2ac# get
errors

0

WOP-2ac#
fifo
(0]

get

WOP-2ac# get

colls

interface

interface

interface

interface

interface

interface

interface

interface

interface

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

rxX—

rxX-—

rxX-—

rxX-=

t>x-

tx-

t>x-

tx-

tx-
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Knacc

Mopgknac
c

tx-

carrier

tx-
compress
ed

tx-drop-
bytes

rx-drop-

bytes

tx-drop-
packets

rx-drop-

packets

stp

PyHKUUA

KonnuectBo
OTNpaBNeHHbIX
NnakeToB C
oLmbKamm
HecyLe

KonnyectBo
OTNpPaB/IEHHbIX
cXaTbIX NakeToB

Konunyectso
OTOPOLLEHHBbIX TX-
6ant

Konunyectso
OTOPOLLEHHbIX RX-
6aiT

Konunyectso
OTOPOLUEHHBIX Tx-
nakeToB

Konunyectso
OTOPOLLEHHbIX RX-
nakeToB

Spanning Tree
Protocol

BO3MOXH
ble
KOMaHAbl

get

get

get

get

get

get

add, get,
set

CuHTaKkcuc

get interface
<interface_nam

e> tx-carrier

get interface
<interface_nam
e> tx-

compressed

get interface
<interface_nam
e> tx-drop-

bytes

get interface
<interface_nam
e> rx-drop-

bytes

get interface
<interface_nam
e> tx-drop-

packets

get interface
<interface_nam
e> rx-drop-

packets

add 1interface
<interface_nam

e> stp <value>

get interface
<interface_nam

e> stp

set interface
<interface_nam

e> stp <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get

carrier

WOP-2ac# get

compressed

WOP-2ac# get
drop-bytes

WOP-2ac# get
drop-bytes

WOP-2ac# get
drop-packets

WOP-2ac# get
drop-packets

interface

interface

interface

interface

interface

interface

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

t>x-

tx-

tx-

rxX-

tx-

rxX-
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Knacc

Moaknac ®yHKUUA

Cc

fd

hello

3anepxka
OTMnpaBKu

WHTepsan hello

BO3MOXH
ble
KOMaHAbl

add, get,
set

add, get,
set

priority [1pvopuTeT MocTa add, get,

set

CuHTaKkcuc

add 1interface
<interface_nam

e> fd <value>

get interface
<interface_nam
e> fd

set 1interface
<interface_nam

e> fd <value>

add 1interface
<interface_nam
e> hello

<value>

get interface
<interface_nam
e> hello

set 1interface
<interface_nam
e> hello

<value>

add interface
<interface_nam
e> priority

<value>

get interface
<interface_nam

e> priority

set interface
<interface_nam
e> priority

<value>

Mpumepsbl

PykoBogacTBo no akcnayarauun WOP-2ac
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Knacc

Mopgknac
c

port-
isolatio

n

ssid

bss

PyHKUUA

M3onauma
6ecnpoBOAHbIX
nopToB Apyr oT

apyra

Nma cetun

BSS, k koTopomy
NPUHAAEXNT
uHTepdeiic

BO3MOXH
ble
KOMaHAbl

add, get,
set

add, get,
set

add, get,
set

CuHTaKkcuc

add dinterface
<interface_nam
e> port-
isolation

<value>

get interface
<interface_nam
e> port-

isolation

set 1interface
<interface_nam
e> port-
isolation

<value>

add 1interface
<interface_nam
e> ssid

<value>

get interface
<interface_nam

e> ssid

set 1interface
<interface_nam
e> ssid

<value>

add interface
<interface_nam

e> bss <value>

get interface
<interface_nam

e> bss

set 1interface
<interface_nam

e> bss <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get 1interface wlan@vapl ssid

___wepl2_15-105

WOP-2ac# get 1interface wlanlvapl bss

wlanlbssvapl

194



Knacc

Moaknac ®yHKUUA
c

security P&XuMm

6e3onacHocTy
wpa- MepcoHasbHbIi

knoy WPA
personal (coBmecTHoe
~key “cnosb3oBaHue)

wep-key- Popmar WEP-
~ Knoya: ascii nnu
ascii hex

BO3MOXH
ble
KOMaHAbl

add, get,
set

add, set

add, get,
set

CuHTaKkcuc

add 1interface
<interface_nam
e> security

<value>

get interface
<interface_nam

e> security

set 1interface
<interface_nam
e> security

<value>

add interface
<interface_nam
e> wpa-
personal-key

<value>

get interface
<interface_nam
e> wpa-

personal-key

set interface
<interface_nam
e> wpa-
personal-key

<value>

add interface
<interface_nam
e> wep-key-

ascii <value>

get interface
<interface_nam
e> wep-key-

ascii

set 1interface
<interface_nam
e> wep-key-

ascii <value>

Mpumepsbl

WOP-2ac#

security

PykoBogacTBo no akcnayarauun WOP-2ac

get interface wlanlvapl

plain-text

WOP-2ac#
key-ascii

no

get interface wlanlvapl wep-
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Knacc Mopaknac ®PyHKUMA B0O3MOXH
c ble
KOMaHAbl
wep-key- dmHa WEP- add, get,
Knova set
length
wep- WEP-knt0y, add, get,

UCMosb3yeMblii set
default- nnq nepegaun

key

wep- WEP-kstou (1) add, set
key-1

CuHTaKkcuc

add 1interface
<interface_nam
e> wep-key-

length <value>

get interface
<interface_nam
e> wep-key-

length

set 1interface
<interface_nam
e> wep-key-

length <value>

add interface
<interface_nam
e> wep-key-

length <value>

get interface
<interface_nam
e> wep-key-
length

set 1interface
<interface_nam
e> wep-key-

length <value>

add 1interface
<interface_nam
e> wep-key-1

<value>

get interface
<interface_nam

e> wep-key-1

set 1interface
<interface_nam
e> wep-key-1

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get 1interface wlanlvapl wep-

key-length
104

WOP-2ac# get 1interface wlanlvapl wep-
default-key
1
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Knacc Mopgknac
c

wep-—
key-2

wep-

key-3

wep-

key-4

wep-key-—

mapping-
length

PyHKUUA Bo3MOXH
ble
KOMaHAbl

WEP-knitou (2) add, get,
set

WEP-knitou (3) add, get,
set

WEP-kntou (4) add, get,
set

get

CuHTaKkcuc

add 1interface
<interface_nam
e> wep-key-2

<value>

get interface
<interface_nam

e> wep-key-2

set 1interface
<interface_nam
e> wep-key-2

<value>

add 1interface
<interface_nam
e> wep-key-3

<value>

get interface
<interface_nam

e> wep-key-3

set 1interface
<interface_nam
e> wep-key-3

<value>

add 1interface
<interface_nam
e> wep-key-4

<value>

get interface
<interface_nam

e> wep-key-4

set 1interface
<interface_nam
e> wep-key-4

<value>

get interface
<interface_nam
e> wep-key-

mapping-length

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get 1interface wlanlvapl wep-

key-mapping-length
400
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Knacc

Mopgknac
c

multicas
t_
received
-frame-

count

vlan-id

radio

remote-

mac

PyHKUUA

KonunyecTtso
NOMYYEHHbIX
kagpoB multicast

ID, ncnonb3yemsbilii
B Terax

PagnounHTepdeiic
onsa WDS

MAC-agpec
KOHEUHOW TOUKMN
coeguHeHns WDS

BO3MOXH
ble
KOMaHAbl

get

add, get

add, get,
set

add, get,
set

CuHTaKkcuc

get interface
<interface_nam
e> multicast-

received-

frame-count

add 1interface
<interface_nam
e> vlan-id

<value>

get interface
<interface_nam

e> vlan-id

add 1interface
<interface_nam
e> radio

<value>

get interface
<interface_nam

e> radio

set 1interface
<interface_nam
e> radio

<value>

add interface
<interface_nam
e> remote-mac

<value>

get interface
<interface_nam

e> remote-mac

set interface
<interface_nam
e> remote-mac

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get 1interface wlanlvapl

multicast-received-frame-count

WOP-2ac# get 1interface wlanlvapl vlan-

id

WOP-2ac# get 1interface wlanlvapl radio

WOP-2ac# get 1interface wlanlvapl

remote-mac
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl

wep-key WEP-kntou ans add, get,
coeanHeHna WDS  set

wds-ssid SSID WDS- add, get,
coeguHeHus set

- Monutnka add, get,
6e30nacHoCTH set

security ana WDS-
—policy COEAVHEHs

CuHTaKkcuc

add 1interface
<interface_nam
e> wep-key

<value>

get interface
<interface_nam

e> wep-key

set 1interface
<interface_nam
e> wep-key

<value>

add 1interface
<interface_nam
e> wds-ssid

<value>

get interface
<interface_nam

e> wds-ssid

set 1interface
<interface_nam
e> wds-ssid

<value>

add interface
<interface_nam
e> wds-—
security-

policy <value>

get interface
<interface_nam
e> wds-
security-

policy

set 1interface
<interface_nam
e> wds-—
security-

policy <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get 1interface wlanlvapl wep-
key

WOP-2ac# get 1interface wlanlvapl wds-

ssid

WOP-2ac# get 1interface wlanlvapl wds-

security-policy
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Knacc

Moaknac ®yHKUUA
c

wds-wpa- WPA PSK-kntoy
ona WDS

psk-key  coegnHeHus

NHTepdeiic
ynpaeneHus

interfac

e

CraTtuyeckuit IP-
. ajpec

ip uHTepdeliica
ynpas/feHns

static-

Crartnueckas
Macka
uHTepdeliica
ynpasneHus

static-

mask

ip IP-agpec
UHTepdeiica
ynpasneHus

Macka IP-agpeca
uHTepdeiica
ynpas/ieHns

mask

MAC-agpec
uHTepdeiica
ynpasneHus

mac

BkntoueH nu
DHCP Ha

nHTepdelice
ynpasneHus

dhcp-

status

BO3MOXH
ble
KOMaHAbl

add, get,
set

get

get, set

get, set

get

get

get

get

CuHTaKkcuc

add interface
<interface_nam
e> wds-wpa-
psk-key

<value>

get interface
<interface_nam
e> wds-wpa-

psk-key

set interface
<interface_nam
e> wds-wpa-
psk-key

<value>

get management

interface

get management

static-1ip

set management
static-1ip

<value>

get management

static-mask

set management
static-mask

<value>

get management

ip

get management

mask

get management

mac

get management

dhcp-status

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get interface wlanlvapl wds-

wpa-psk-key

WOP-2ac# get management
brtrunk

WOP-2ac# set management
"192.168.1.10"

WOP-2ac# get management

192.168.1.10

WOP-2ac# set management
'255.255.255.0"

WOP-2ac# get management
255.255.255.0

WOP-2ac# get management
192.168.15.105

WOP-2ac# get management
255.255.255.0

WOP-2ac# get management
A8:F9:4B:B0:21:60

WOP-2ac# get management
up

interface

static-1ip

static-1ip

static-mask

static-mask

ip

mask

mac

dhcp-status
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Knacc

vap

HacTpoiik
a
BUPTYasIbH
bIX TOYEK
Joctyna

Mopgknac
c

radio

status

vlan-id

global-

radius

descript

ion

gqos-mode

def-

bwmax-up

PyHKUUA

PagnonHTepdeiic

BUPTYas1bHOIA
TOYKM gocTyna

Cratyc

VLAN ID

Vcnonb3oBaHue
rnobasibHbIX

HacTpoek RADIUS

OnucaHve
BUPTYyaJIbHOW
TOYKM focTyna

Pexnm

afIMUHUCTPUPOBA

Hus QoS

MakcumasibHas
nponyckHasi
CNOCOBHOCTL B
HanpasneHun
upstream no
YMONYaHUIO

(0-4294967295)

BO3MOXH
ble
KOMaHAbl

get, set

get, set

add, get,
set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get vap <vap>

radio

set vap <vap>

radio <value>

get vap <vap>

status

set vap <vap>

status <value>

add vap <vap>
vlan-id

<value>

get vap <vap>

vlan-id

set vap <vap>
vlan-id

<value>

get vap <vap>
global rad-ius

set vap <vap>
global radius

<value>

get vap <vap>

description

set vap <vap>
description

<value>

get vap <vap>

qos—-mode

set vap <vap>
qos—-mode

<value>

get vap <vap>

def-bwmax-up

set vap <vap>
def-bwmax-up

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get vap vapl radio

radio

WOP-2ac# get vap vapl status

status

WOP-2ac# get vap vapl vlan-id
vlan-id

WOP-2ac# get vap vapl description
description
Virtual Access Point 1

Virtual Access Point 1 - Radio 2

WOP-2ac# get vap vapl qos-mode
qos—-mode

up

up

WOP-2ac# get vap vapl def-bwmax-up

def-bwmax-up
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Knacc

Mopgknac
c

def-
bwmax-

down

def-
acltype-
up

def-
acltype-

down

def-acl-
up

def-acl-

down

def-
policy-
up

PyHKUUA

MakcumasibHas
nponyckHas
CMOCOOHOCTL B
Hanpae/1eHnm
downstream no
YMO/THaHUIO
(0-4294967295)

Tun ACL gns
ncxoasawmx
COeINHEHWNIA No
YMO/TYaHWIO

(none/ipv4,
Currently

/mac

Unsus)ported:ipv6

Tun ACL gns
BXOOALLNX
COeINHEHWIA No
YMOYaHWI0
(none/ipv4,
Currently

Unsungorted:ipv6

/mac

ACL ans
nNcxoaaLmx
coeuHeHNn nNo
YMO/THaHUIO

ACL ans
BXOAALLNX
COeguHeEHNn No
YMOJ/THaHWIO

Default
Policy Up

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get vap <vap>

def-bwmax-down

set vap <vap>
def-bwmax-down

<value>

get vap <vap>
def-acltype-up

set vap <vap>
def-acltype-up

<value>

get vap <vap>
def-acltype-

down

set vap <vap>
def-acltype-

down <value>

get vap <vap>
def-acl-up

set vap <vap>
def-acl-up

<value>

get vap <vap>

def-acl-down

set vap <vap>
def-acl-down

<value>

get vap <vap>

def-policy-up

set vap <vap>
def-policy-up

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get vap vapl def-bwmax-down

def-bwmax-down

WOP-2ac# get vap vapl def-acltype-up
def-acltype-up
none

none
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Knacc Mopgknac
(o
def-
policy-
down

global- radius-

radius- accounti

server ng

Fno6anbH

ble

HaCTPOWKN

RADUIS

cepsepa
radius-
ip
radius-
ip-
network
radius-
key

PyHKUUA

Default
Policy Down

AkTnBauus
RADIUS
Accounting

BO3MOXH
ble
KOMaHAbl

get, set

get, set

IP-agpec RADIUS- get, set

cepeepa

IP-cetb RADIUS-

cepsepa

Koy

NOAKNHOYEHUA K
RADIUS-cepBepy

get, set

set

CuHTaKkcuc

get vap <vap>
def-policy-

down

set vap <vap>
def-policy-

down <value>

get global-
radius-server
radius-

accounting

set global-
radius-server
radius-
accounting

<value>

get global-
radius-server

radius-ip

set global-
radius-server
radius-ip

<value>

get global-
radius-server
radius-ip-

network

set global-
radius-server
radius—-ip-
network

<value>

get global-
radius-server

radius-key

set global-
radius-server
radius-key

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set global-radius-server

radius—accounting off

WOP-2ac# get global-radius-server
radius—accounting
of f

WOP-2ac# set global-radius-server

radius-ip "192.168.1.1"

WOP-2ac# get global-radius-server
radius-ip
192.168.1.1

WOP-2ac# set global-radius-server

radius-ip-network -ipv4

WOP-2ac# get global-radius-server
radius-ip-network

ipv4
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PyHKUUA

OnuMoHabHbIi
naeHTurkaTop
NAS gnsa RADIUS
KnueHta

descript OnucaHue

Knacc Mopgknac
c
radius-
nas-—
identifi
er
ion

dotll status

Mopaepxk

a

cTaHfgapTo

B IEEE

802.11

radio status

HacTpoiik

"

paguonHT

epdelicos

Craryc

Craryc

descript OnucaHue

ion

mac

MAC-agpec

pagnounHTepdeic

a (HayasbHbIiA)

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get

get

CuHTaKkcuc

get global-
radius-server
radius-nas-

identifier

set global-
radius-server
radius-nas-
identifier

<value>

get global-
radius-server

description

set global-
radius-server
description

<value>

get dotll

status

set dotll

status <value>

get radio
<radio_interfa
ce_name>

status

set radio
<radio_interfa
ce_name>

status <value>

get radio
<radio_interfa
ce_name>

description

get radio
<radio_1interfa

ce_name> mac

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set global-radius-server

description "Global radius server

settings"

WOP-2ac# get global-radius-server

description

Global radius server settings

WOP-2ac# set dotll status up

WOP-2ac# get dotll status
up

WOP-2ac# set radio wlan® status up

WOP-2ac# get radio wlan® status

up

WOP-2ac# get radio wlan@ description

IEEE 802.11g

WOP-2ac# get radio wlanl mac
A8:F9:4B:B0:21:70
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl
static- CTarnyeckuii get
MAC-agpec
mac paanonHTepdeiic

a (HaYasbHbIN)

MakcumasibHoe get
Konuuectso BSS/
MAC-agpecos

max-bss

channel- [Monutuka Beibopa get, set

- KaHana
policy

Pexunm
6ecnpoBOAHOr0
UHTepdheiica

mode get, set

Mopaepxka
craHgaprta IEEE
802.11h

dotllh get, set

CuHTaKkcuc

get radio
<radio_interfa
ce_name>

static-mac

get radio
<radio_interfa
ce_name> max-

bss

get radio
<radio_interfa
ce_name>

channel-policy

set radio
<radio_interfa
ce_name>
channel-policy

<value>

get radio
<radio_interfa

ce_name> mode

set radio
<radio_interfa
ce_name> mode

<value>

get radio
<radio_interfa
ce_name>

dotllh

set radio
<radio_interfa
ce_name>

dotllh <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get radio wlan® static-mac

WOP-2ac# set radio wlan® max-bss 16

WOP-2ac# get radio wlan® max-bss
16

WOP-2ac# set radio wlan® channel-

policy best

WOP-2ac# get radio wlan® channel-
policy
best

WOP-2ac# set radio wlanl mode "a-n-ac"

WOP-2ac# get radio wlanl mode

a-n-ac

WOP-2ac# set radio wlan® dotllh off

WOP-2ac# get radio wlan® dotllh
off
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Knacc Mopgknac

Cc

dotlld

block-

time

quiet-

duration

quiet-

period

PyHKUUA Bo3MOXH
ble
KOMaHAbl

Mopnepxka get, set

craHpaprta IEEE

802.11d

Bpewms, B TeyeHne get, set

KOTOPOro kaHan
oynet
3a6/10KMpoBaH
nocne
06HapyXeHus
radar om

JnntenbHocTb
quiet-nHTepBania B
TU

get, set

Beacon-nHtepBan get, set
mMexay

perynspHbiMu

quiet-

WHTepBasIaMu

CuHTaKkcuc

get radio
<radio_interfa
ce_name>

dotlld

set radio
<radio_interfa
ce_name>

dotlld <value>

get radio
<radio_1interfa
ce_name>

block-time

set radio
<radio_interfa
ce_name>
block-time

<value>

get radio
<radio_interfa
ce_name>

quiet-duration

set radio
<radio_interfa
ce_name>
quiet-duration

<value>

get radio
<radio_interfa
ce_name>

quiet-period

set radio
<radio_interfa
ce_name>
quiet-period

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlan® dotlld off

WOP-2ac# get radio wlan® dotlld
off

WOP-2ac# set radio wlanl block-time 31

WOP-2ac# get radio wlanl block-time
31

WOP-2ac# set radio wlan® quiet-

duration 0

WOP-2ac# get radio wlan® quiet-
duration
0

WOP-2ac# set
0

radio wlanl quiet-period

WOP-2ac# get radio wlanl quiet-period
(0]
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Knacc

Mopgknac
c

t™x-
mitigati

on

static-

channel

channel

tx-
power-—
dbm

tx-
power-—

dbm-max

tx-
power-—

output

PyHKUUA

CHuxaTb
MOLLHOCTb
nepegauv ans
cTaHumi
(Transmit Power
mitigation for
stations)

KaHau, KoTopblit
oynet
1cnonb3oBaTbes
npu cTaTnyeckoi
NosIMTUKE
kaHanos (channel

policy)

Vicnonb3yemblit
KaHan

MoLuHoCTb
nepegauu

MakcumasnbHas
MOLLIHOCTb
nepegauu

MocnepHsas
yCTaHOB/IEHHAs!
MOLLIHOCTb

(Last est. power
from
wl_curpower)

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get

get, set

get

get

CuHTaKkcuc

get radio
<radio_interfa
ce_name> tx-

mitigation

set radio
<radio_interfa
ce_name> tx-
mitigation

<value>

get radio
<radio_interfa
ce_name>
static-channel
set radio
<radio_1interfa
ce_name>
static-channel

<value>

get radio
<radio_1interfa
ce_name>

channel

get radio
<radio_interfa
ce_name> tx-

power-dbm

set radio
<radio_interfa
ce_name> tx-
power-dbm

<value>

get radio
<radio_interfa
ce_name> tx-

power-dbm-max

get radio
<radio_interfa
ce_name> tx-—

power-output

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlan® tx-mitigation
3

WOP-2ac# get radio wlan® tx-mitigation
3

WOP-2ac# set radio wlan® static-

channel 1

WOP-2ac# get radio wlan0® static-
channel

1

WOP-2ac# get radio wlan@ channel

11

WOP-2ac# set radio wlan® tx-power-dbm
5

WOP-2ac# get radio wlan® tx-power-dbm
5

WOP-2ac# get radio wlan@ tx-power-dbm-
max

19

WOP-2ac# get radio wlan® tx-power-
output
5.00
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl
tpc IEEE 802.11Th TPC get, set
atf Airtime Fairness  get, set
ampdu_at ampdu_atf_us get, set

f_us

ampdu_at a@mpdu_atf_min_u get, set
s

f_min_us

CuHTaKkcuc

get radio
<radio_interfa

ce_name> tpc

set radio
<radio_interfa
ce_name> tpc

<value>

get radio
<radio_interfa

ce_name> atf

set radio
<radio_interfa
ce_name> atf

<value>

get radio
<radio_interfa
ce_name>

ampdu_atf_us

set radio
<radio_1interfa
ce_name>
ampdu_atf_us

<value>

get radio
<radio_interfa
ce_name>
ampdu_atf_min_

us

set radio
<radio_interfa
ce_name>
ampdu_atf_min_

us <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlan® tpc off

WOP-2ac# get radio wlan® tpc
off

WOP-2ac# set radio wlanl atf on

WOP-2ac# get radio wlanl atf

on

WOP-2ac# set radio wlanl ampdu_atf_us
4000

WOP-2ac# get radio wlanl ampdu_atf_us
4000

WOP-2ac# set radio wlanl
ampdu_atf_min_us 1000

WOP-2ac# get radio wlanl
ampdu_atf_min_us

1000
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl

tx-chain KoHdUrypayus get, set

aHTEHHb!

antenna Yicnonb3oBaTb get, set
aHTEHHY

tx-rx- Craryc npuemau get, set

nepegauv Ha
status paanouHTepdeiic
e

beacon- Beacon-uHTepsan get, set

interval

CuHTaKkcuc

get radio
<radio_interfa
ce_name> tx-

chain

set radio
<radio_interfa
ce_name> tx-

chain <value>

get radio
<radio_1interfa
ce_name>

antenna

set radio
<radio_interfa
ce_name>
antenna

<value>

get radio
<radio_interfa
ce_name> tx-

rx-status

set radio
<radio_interfa
ce_name> tx-
rx-status

<value>

get radio
<radio_interfa
ce_name>
beacon-

interval

set radio
<radio_1interfa
ce_name>
beacon-
interval

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlanl tx-chain 7

WOP-2ac# get radio wlanl tx-chain
7

WOP-2ac# set radio wlan® tx-rx-status
up
WOP-2ac# get radio wlan® tx-rx-status
up

WOP-2ac# set radio wlan®@ beacon-

interval 100

WOP-2ac# get radio wlan® beacon-
interval

100
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Knacc Mopgknac

Cc

rts-
threshol
d

fragment
ation-—
threshol
d

load-
balance-
no-
associat
ion-—
utilizat

ion

BO3MOXH
ble
KOMaHAbl

PyHKUUA

MWHUMasbHbIN
pasmep nakerta,
npv KOTOPOM
6ynet
MCMosib30BaH
Request-To-Send

get, set

MWHUMasbHBIN
pasmep nakeTta,
npu KOTOPOM
oynet
ncnonb3oBaHa
oparmeHTauus

get, set

Utilization
required to
prevent new
associations

get, set

CuHTaKkcuc

get radio
<radio_interfa
ce_name> rts-
threshold

set radio
<radio_interfa
ce_name> rts-—
threshold

<value>

get radio
<radio_interfa
ce_name>
fragmentation-
threshold

set radio
<radio_interfa
ce_name>
fragmentation-
threshold

<value>

get radio
<radio_interfa
ce_name> load-
balance-no-
association-

utilization

set radio
<radio_interfa
ce_name> load-
balance-no-
association-
utilization

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlan® rts-threshold

2347

WOP-2ac# get radio wlan® rts-threshold

2347

WOP-2ac# set radio wlan®
fragmentation-threshold 2346

WOP-2ac# get radio wlan0®
fragmentation-threshold
2346

WOP-2ac# set radio wlan® load-balance-

no-association-utilization 0

WOP-2ac# get radio wlan® load-balance-

no-association-utilization

0
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Knacc Mopgknac

Cc

ap-
detectio

n

sentry-

mode

dedicate
d_
spectrum

-mode

channel-

hopping

PyHKUUA

BkntoueHue
JeTeKkTopa Tovek
joctyna

BkntoyeHune
pexuma sentry

BkntoueHue
pexunma
Dedicated
Spectrum

MepekntoyeHne
KaHas10B

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interfa on
ce_name> ap-

detection
on

set radio
<radio_interfa
ce_name> ap-—
detection

<value>

get radio

<radio_interfa off

ce_name>

sentry-mode

set radio
<radio_1interfa
ce_name>
sentry-mode

<value>

get radio
<radio_1interfa
ce_name>
dedicated-

spectrum-mode

set radio
<radio_interfa
ce_name>
dedicated-
spectrum-mode

<value>

get radio
<radio_interfa
ce_name>

channel-

hopping

hopping

on
set radio
<radio_interfa
ce_name>
channel-
hopping
<value>

Mpumepsbl

PykoBogacTBo no akcnayarauun WOP-2ac

WOP-2ac# set radio wlan@ ap-detection

WOP-2ac# get radio wlan@ ap-detection

WOP-2ac# set radio wlan@ sentry-mode

WOP-2ac# get radio wlan® sentry-mode
off

WOP-2ac# set radio wlan® channel-

hopping on

WOP-2ac# get radio wlan® channel-
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Knacc Mopgknac

Cc

passive-
scan-

mode

scan-—
leave-

time

scan-

duration

Timit-
channel-
selectio

n

PyHKUUA

CkaHuposaHue B
0AHoi nonoce
unm B 0beunx
nosiocax B
pexume sentry

VHTepBasibl
Mexay
CKaHMpoBaHUAMU

[OnvtensHocTb
CKaHMpoBaHus
pagno4acToT B
KaHauie, B MC

OrpaHuyeHune
kaHanoB 802.11a

BO3MOXH

ble

KOMaHAbl

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interfa
ce_name>
passive-scan-

mode

set radio
<radio_1interfa
ce_name>
passive-scan-

mode <value>

get radio
<radio_interfa
ce_name> scan-

leave-time

set radio
<radio_interfa
ce_name> scan-
leave-time

<value>

get radio
<radio_interfa
ce_name> scan-

duration

set radio
<radio_interfa
ce_name> scan-
duration

<value>

get radio
<radio_interfa
ce_name>
limit-channel-

selection

set radio
<radio_interfa
ce_name>
limit-channel-
selection

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get radio wlan@ passive-scan-

mode

WOP-2ac# get radio wlan@ scan-leave-

time

WOP-2ac# get radio wlan® scan-duration

WOP-2ac# get radio wlan® limit-

channel-selection
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Knacc Mopgknac

Cc

data-

snooping

A=
bandwidt
h

A=
primary-

channel

protectii

on

PyHKUUA

AKTMBMpOBaTL
shooping

MponyckHas
CMNOCOBHOCTb

kaHanoB 802.11n

(20/40)

PacnonoxeHune
OCHOBHOIO
kaHana 802.11n
(lower/upper)

Pexum 3awutol
nna 802.11gwm
802.11n (auto/
off)

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interfa
ce_name> data-

snooping

set radio
<radio_interfa
ce_name> data-
snooping

<value>

get radio
<radio_interfa
ce_name> n-
bandwidth

set radio
<radio_1interfa
ce_name> n-
bandwidth

<value>

get radio
<radio_1interfa
ce_name> n-
primary-

channel

set radio
<radio_interfa
ce_name> n-
primary-
channel

<value>

get radio
<radio_interfa
ce_name>

protection

set radio
<radio_interfa
ce_name>
protection

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlan® data-snooping
off

WOP-2ac# get radio wlan® data-snooping
off

WOP-2ac# set radio wlan® n-bandwidth
20

WOP-2ac# get radio wlan® n-bandwidth
20

WOP-2ac# set radio wlan® n-primary-

channel lower

WOP-2ac# get radio wlan® n-primary-
channel

lower

WOP-2ac# set radio wlan®@ protection

auto

WOP-2ac# get radio wlan® protection

auto
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl

frequenc Vicnonb3yemas get
yacToTa B MI'y,

y
I Brmounte WME  get, set
iE= Ill3r\|l<mquTbWME get, set
o]
noack Acknowledgemen
t"

wme-apsd Brounte WME  get, set
APSD

rate- Bknountb get, set
— orpaHuueHue
limit-  ckopocTu
enable  broadcast/
multicast
Tpadmka

CuHTaKkcuc

get radio
<radio_interfa
ce_name>

frequency

get radio
<radio_interfa

ce_name> wme

set radio
<radio_interfa
ce_name> wme

<value>

get radio
<radio_1interfa
ce_name> wme-—

noack

set radio
<radio_interfa
ce_name> wme-

noack <value>

get radio
<radio_1interfa
ce_name> wme-

apsd

set radio
<radio_interfa
ce_name> wme-

apsd <value>

get radio
<radio_interfa
ce_name> rate-

limit-enable

set radio
<radio_interfa
ce_name> rate-
limit-enable

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get radio wlan® frequency
2462

WOP-2ac# set radio wlan® wme on

WOP-2ac# get radio wlan® wme

on

WOP-2ac# set radio wlan® wme-noack off

WOP-2ac# get radio wlan® wme-noack
off

WOP-2ac# set radio wlan®@ wme-apsd on

WOP-2ac# get radio wlan® wme-apsd

on

WOP-2ac# set radio wlan® rate-limit-
enable off

WOP-2ac# get radio wlan® rate-limit-
enable
off
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl
rate- OrpaHnyeHune get, set
— CKOPOCTU
Limit broadcast/
multicast-
Tpadmka Sl'laKeTOB
B CEeKyHay
FEE 3HaueHve burst  get, set
— ans broadcast/
limit-  multicast-
Bl Tpadumka SnaKeTu
B CEKyHAY
stp- bnokuposath Bce get, set
STP-nakeTbl Ha
block-  pagnounTepdeiic
enable €
wlan- Wcnonb3oBaHne  get
6ecnpoBoAHOiA
util LAN

CuHTaKkcuc

get radio
<radio_interfa
ce_name> rate-
limit

set radio
<radio_interfa
ce_name> rate-

Timit <value>

get radio
<radio_1interfa
ce_name> rate-

limit-burst

set radio
<radio_interfa
ce_name> rate-
limit-burst

<value>

get radio
<radio_interfa
ce_name> stp-
block-enable

set radio
<radio_interfa
ce_name> stp-
block-enable

<value>

get radio
<radio_interfa
ce_name> wlan-

util

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlan® rate-limit 50

WOP-2ac# get radio wlan® rate-limit
50

WOP-2ac# set radio wlan® rate-limit-

burst 75

WOP-2ac# get radio wlan® rate-limit-
burst

75

WOP-2ac# set radio wlan® stp-block-

enable on

WOP-2ac# get radio wlan® stp-block-
enable

on

WOP-2ac# get radio wlan® wlan-util
74
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Knacc Mopgknac

Cc

fixed-
multicas

t-rate

fixed-
tx-
modulati

on

antenna-
diversit

y

PyHKUUA

dukcnposaHHas
CKOPOCTb AN
Multicast-
Tpadmka ans
nosocsl

duKcmpoBaHHas
MoAaynsAuma ons
nosocsl

Pa3sHeceHne
AHTEHH

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interfa
ce_name>
fixed-

multicast-rate

set radio
<radio_1interfa
ce_name>
fixed-
multicast-rate

<value>

get radio
<radio_interfa
ce_name>
fixed-tx-

modulation

set radio
<radio_interfa
ce_name>
fixed-tx-
modulation

<value>

get radio
<radio_interfa
ce_name>
antenna-

diversity

set radio
<radio_interfa
ce_name>
antenna-
diversity

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set radio wlan® fixed-

multicast-rate auto

WOP-2ac# get radio wlan0® fixed-
multicast-rate

auto

WOP-2ac# set radio wlan® fixed-tx-

modulation auto

WOP-2ac# get radio wlan@ fixed-tx-
modulation

auto
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl
antenna- Homep . get, set
. 1cnonb3yemoi
selectio auTEHHBI
n
bss status  CTamyc add, get,
set
BasoBas
30Ha
06CyXM1B
aHus
(BSS)
descript OnucaHue get, set
ion
eek® PagvouHTepdeiic add, get,

JaHHoro BSS set

PykoBogacTBo no akcnayarauun WOP-2ac

CuHTakcuc Mpumepsl

get radio
<radio_interfa
ce_name>
antenna-

selection

set radio
<radio_1interfa
ce_name>
antenna-
selection

<value>

add bss

<bss_1id>

WOP-2ac# set bss wlan®bssvapl status

up

status <value>
WOP-2ac# get bss wlanObssvapl status

get bss
<bss_id>

up
status

set bss
<bss_id>

status <value>

get bss WOP-2ac# set bss wlanObssvapl

<bss_id> description Virtual Access Point 1

description
P WOP-2ac# get bss wlan®bssvapl

set bss description
<bss_id> Virtual Access Point 1

description

<value>
add bss WOP-2ac# set bss wlan@bssvapl radio
<bss_1id> radio wlan0®
<value>

WOP-2ac# get bss wlan®bssvapl radio
get bss wlano

<bss_1id> radio

set bss
<bss_id> radio

<value>
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Knacc

Moaknac ®yHKUUA
c

beacon- VHTepdeiic BSS,
n NCNOJb3yeMblii
interfac ans beacon

e

mac MAC-agpec
dtim- Nutepsan DTIM
period

e MakcumanbHoe

. 4yncno cTaHuuii
stations

BO3MOXH
ble
KOMaHAbl

add, get,
set

add, get

add, get,
set

add, get,
set

CuHTakcuc Mpumepsl

add bss WOP-2ac# set bss wlanObssvapl beacon-

<bss_id> interface wlan@vapl

beacon-

WOP-2ac# get bss wlanObssvapl beacon-

interface )
interface

<value>

wlanOvapl

get bss
<bss_1id>
beacon-

interface

set bss
<bss_id>
beacon-
interface

<value>

add bss WOP-2ac# get bss wlan@bssvapl mac

<bss_id> mac

A8:F9:4B:B0:21:61

<value>

get bss

<bss_id> mac

add bss
<bss_1id> dtim-

period <value>

get bss
<bss_id> dtim-

period

set bss
<bss_1id> dtim-

period <value>

add bss
<bss_id> max-
stations

<value>

get bss
<bss_id> max-

stations

set bss
<bss_id> max-
stations

<value>

PykoBogacTBo no akcnayarauun WOP-2ac
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PykoBogacTBo no akcnayarauun WOP-2ac

Knacc Mopaknac ®PyHKUMA Bo3mMoxH CuHTakcuc Mpumepbl
C ble
KOMaHAbl
ignore- HeoTnpasnATe  add, get, add bss WOP-2ac# set bss wlan@bssvapl ignore-
SSID B beaconun  set - -
broadcas yryopuposatb <bss_id> max- broadcast-ssid off
t-ssid npo6Hble stations .
3anpockl WOP-2ac# get bss wlanObssvapl ignore-
<value> .
broadcast-ssid
get bss off
<bss_id> max-
stations
set bss

<bss_1id> max-
stations

<value>

station- V130nsaums add, get, add bss WOP-2ac# set bss wlanGbssvapl station-
. . CTaHuun set . . .
isolatio <bss_1id> max- isolation off
n stations .
WOP-2ac# get bss wlanObssvapl station-
<value> . .
isolation
get bss off
<bss_1id> max-

stations

set bss
<bss_1id> max-
stations

<value>

tagged- BKm0UNTL/ add, get, add bss WOP-2ac# set bss wlanObssvapl tagged-
BbIKNHOUYNTb set .
sta-mode terpposaHne <bss_id> sta-mode off

Tpaduka oT/k STA t d-sta-
agged-sta WOP-2ac# get bss wlan®Gbssvapl tagged-
mode <value>
sta-mode
get bss of f
<bss_1id>
tagged-sta-

mode

set bss
<bss_1id>
tagged-sta-

mode <value>
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Knacc Mopgknac
c

mac-acl-

mode

mac-acl-

name

mac-acl-

auth-
type

PyHKUUA Bo3MOXH
ble
KOMaHAbl

Cnucok MAC- add, get,

agpecos set

Wmsa cnncka MAC- add, get,

agpecos set

Tun add, get,
ayTeHTUpmkaumm  set
MAC-agpecos

CuHTaKkcuc

add bss
<bss_1id>
acl-mode

<value>

get bss
<bss_id>

acl-mode

set bss
<bss_1id>
acl-mode

<value>

add bss
<bss_1id>
acl-name

<value>

get bss
<bss_1id>

acl-name

set bss
<bss_1id>
acl-name

<value>

add bss

<bss_id>

acl-auth-

<value>

get bss

<bss_1id>

acl-auth-

set bss

<bss_id>

acl-auth-

<value>

mac-—

mac-

mac-

mac-—

mac-

mac-

mac-

type

mac-—

type

mac-

type

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set bss wlanObssvapl mac-acl-

mode deny-Tlist

WOP-2ac# get bss wlanObssvapl mac-acl-
mode

deny-list

WOP-2ac# set bss wlan®bssvapl mac-acl-

name default

WOP-2ac# get bss wlanObssvapl mac-acl-
name
default

WOP-2ac# set bss wlanObssvapl mac-acl-

auth-type disable

WOP-2ac# get bss wlan®bssvapl mac-acl-
auth-type
disable
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Knacc

Mopgknac
c

radius-

accounti

ng

radius-

ip

radius-
ip-
network

PyHKUUA

ABTOpu3auns Ha
RADIUS-cepBepe

BO3MOXH
ble
KOMaHAbl

add, get,
set

IP-agpec RADIUS- add, get,

cepeepa

IP-ceTb RADIUS-
cepsepa

set

add, get,
set

CuHTaKkcuc

add bss
<bss_1id>
radius-
accounting

<value>

get bss
<bss_1id>
radius-

accounting

set bss
<bss_id>
radius-
accounting

<value>

add bss
<bss_id>
radius-ip

<value>

get bss
<bss_1id>

radius-ip

set bss
<bss_1id>
radius-ip

<value>

add bss
<bss_1id>
radius-ip-
network

<value>

get bss
<bss_1id>
radius-ip-

network

set bss
<bss_id>
radius—-ip-
network

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set bss wlanObssvapl radius-

accounting on

WOP-2ac# get bss wlanObssvapl radius-
accounting

on

WOP-2ac# set bss wlan®bssvapl radius-

ip "192.168.42.220"

WOP-2ac# get bss wlan®Gbssvapl radius-
ip

192.168.42.220

WOP-2ac# set bss wlan@bssvapl radius-

ip-network ipv4

WOP-2ac# get bss wlanObssvapl radius-—
ip-network

ipvé
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Knacc Mopgknac
c

radius-

key

radius-

port

radius-
accountii

ng-port

PyHKUUA Bo3MOXH
ble
KOMaHAbl

Kntou anga ceasm ¢ add, set
RADIUS-

cepBepom
MopT Ana add, get,
ayTeHTUpnkaunn  set

Ha cepBepe

RADIUS

Mopt ans add, get,

aKKayHTUHra Ha set
RADIUS-cepsepe

CuHTaKkcuc

add bss
<bss_1id>
radius-key

<value>

get bss
<bss_id>

radius—-key

set bss
<bss_1id>
radius-key

<value>

add bss
<bss_1id>
radius-port

<value>

get bss
<bss_1id>

radius-port

set bss
<bss_1id>
radius-port

<value>

add bss
<bss_id>
radius-
accounting-

port <value>

get bss
<bss_id>
radius-
accounting-

port

set bss
<bss_id>
radius-
accounting-

port <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set bss wlan®bssvapl radius-

port 1812port

WOP-2ac# get bss wlanObssvapl radius-
port
1812port

WOP-2ac# set bss wlan@bssvapl radius-
accounting-port 1813

WOP-2ac# get bss wlan®bssvapl radius-
accounting-port

1813
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Knacc

Mopaknac ®PyHKUMA B0O3MOXH
c ble
KOMaHAbl

Viem= [Jo6aBnTb add, get,
ANHamunueckme set

tagged-  VLAN Ha

interfac VHTEpdeiic

e

open- PaspeLueHa nin add, get,
ayTeHTudmKaumsa  set

system-  Qpen System

authenti

cation

PykoBogacTBo no akcnayarauun WOP-2ac

CuHTakcuc Mpumepsl

add bss

<bss_1id> vlan-

WOP-2ac# set bss wlanObssvapl vlan-
tagged-interface brtrunk
t d-
agge WOP-2ac# get bss wlan@bssvapl vlan-
interface .

tagged-interface
<value>

brtrunk
get bss
<bss_1id> vlan-
tagged-

interface

set bss
<bss_id> vlan-
tagged-
interface

<value>

add bss WOP-2ac# set bss wlanObssvapl open-

<bss_id> open- system-authentication on
system-
s WOP-2ac# get bss wlanObssvapl open-

authentication . .
system-authentication

<value> on
get bss

<bss_id> open-
system-

authentication

set bss
<bss_id> open-
system-
authentication

<value>
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Knacc Mopaknac ®PyHKUMA BO3MOXH
c ble
KOMaHAbl
shared- PaspelieHa add, get,
ayTeHTudmKauma  set
key- Shared key
authenti
cation
wpa- Mcnonb3osaHve  add, get,
- TKIP kak meToga  set
cipher-  niugposanus
tkip WPA
wpa- WMcnonb3osaHve  add, get,
- CCMP kak meToga set
cipher-  nimgposarus
ccmp WPA

CuHTaKkcuc

add bss
<bss_1id>
shared-key-
authentication

<value>

get bss
<bss_1id>
shared-key-

authentication

set bss
<bss_id> open-
system-
authentication

<value>

add bss
<bss_id> wpa-
cipher-tkip

<value>

get bss
<bss_id> wpa-

cipher-tkip

set bss
<bss_id> wpa-
cipher-tkip

<value>

add bss
<bss_id> wpa-
cipher-ccmp

<value>

get bss
<bss_id> wpa-

cipher-ccmp

set bss
<bss_id> wpa-
cipher-ccmp

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set bss wlanObssvapl shared-
key-authentication off

WOP-2ac# get bss wlanObssvapl shared-
key-authentication
off

WOP-2ac# set bss wlan®bssvapl wpa-
cipher-tkip on

WOP-2ac# get bss wlanObssvapl wpa-
cipher-tkip

on

WOP-2ac# set bss wlan®bssvapl wpa-

cipher-ccmp on

WOP-2ac# get bss wlan@bssvapl wpa-
cipher-ccmp

on
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Knacc Mopgknac
c

wpa-

allowed

wpa2-

allowed

rsn-
preauthe
nticatio

n

PyHKUUA Bo3MOXH
ble
KOMaHAbl

Paspewnts WPA add, get,
set

Paspewnts WPA2 add, get,
set

Paspewntb add, get,
npeaBapuTesibHy  set

o]

ayTeHTudurKaumo

RSN

PykoBogacTBo no akcnayarauun WOP-2ac

CuHTaKcuc Mpumepbl

add bss WOP-2ac# set bss wlanObssvapl wpa-
<bss_id> wpa- allowed on

L Lo WOP-2ac# get bss wlan@bssvapl wpa-
<vatue> allowed

get bss on

<bss_id> wpa-

allowed

set bss

<bss_id> wpa-

allowed

<value>

add bss WOP-2ac# set bss wlanObssvapl wpa2-
<bss_id> wpa2- allowed on

L loed WOP-2ac# get bss wlanObssvapl wpa2-
<vatue> allowed

get bss on

<bss_id> wpa2-

allowed

set bss

<bss_id> wpa2-

allowed

<value>

add bss WOP-2ac# set bss wlan®bssvapl rsn-
<bss_id> rsn- preauthentication off

preauthenticat

WOP-2ac# get bss wlanObssvapl rsn-

ion <value>

get bss

<bss_1id>

preauthentication
off

rsn-

preauthenticat

ion
set bss

<bss_1id>

rsn-

preauthenticat

ion <value>
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Knacc

Mopgknac
c

broadcas
t-key-
refresh-

rate

check-
signal-

timeout

wlan-

util

PyHKUUA

KomaHga
ycTaHaBnmeaeT

VHTepBa, yepes

KOTOpbIi
nponucxoauTt
CMeHa naponei
goctynay
nosb3oBarene
(broadcasting

key)

Timeout check
min signal (sec)

Mcnonb3oBaHue
6ecnpoBoAHOIA
LAN

BO3MOXH
ble
KOMaHAbl

add, get,
set

add, get,
set

add, get,
set

CuHTaKkcuc

add bss
<bss_1id> rsn-
preauthenticat

ion <value>

get bss

<bss_1id> rsn-

preauthenticat

ion
set bss

<bss_1id> rsn-

preauthenticat

ion <value>

add bss
<bss_id>
check-signal-
timeout

<value>

get bss
<bss_id>
check-signal-

timeout

set bss
<bss_1id>
check-signal-
timeout

<value>

add bss

<bss_1id> wlan-

util <value>

get bss

<bss_id> wlan-

util

set bss

<bss_id> wlan-

util <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set bss wlanObssvapl

broadcast-key-refresh-rate 0

WOP-2ac# get bss wlanObssvapl
broadcast-key-refresh-rate
0

WOP-2ac# set bss wlan®bssvapl check-

signal-timeout 10

WOP-2ac# get bss wlan@bssvapl check-
signal-timeout
10
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Knacc

bridge-port BBeguTe komaHay "get bridge-port" n nonyumte Bce AOCTYNHbIE ANsi NPOCMOTPA XapaKTepUCTUKN

MopTt
mMocTa

Mopgknac
c

fixed-
multicas

t-rate

PyHKUUA

dukcnposaHHas
CKOPOCTb MOJIOChI
ana Multicast-
Tpaduka

BO3MOXH
ble
KOMaHAbl

add, get,
set

CuHTaKkcuc

add bss
<bss_1id>
fixed-

multicast-rate

<value>

get bss
<bss_1id>
fixed-

multicast-rate

set bss
<bss_id>
fixed-

multicast-rate

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

MHTequeVlca MOCTa nnmn I/ICI'IOI'II::3yI7IT8 KOMaHAbl, NpeacTaB/IEHHbIE HUXE.

interfac VIHTEpdheiic

e

MOCTa

add, get

add bridge-

port <all]
brtrunk>
interface

<value>

get bridge-

port <all]
brtrunk>

interface

WOP-2ac# get bridge-port brtrunk

interface
interface
etho
wlanOwds0
wlanGwds1l
wlanOwds2
wlanGwds3
wlanOwds4
wlanOwds5
wlanGwds6
wlanOwds7
wlano
wlanOvapl
wlan@vap2
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PykoBogacTBo no akcnayarauun WOP-2ac

Knacc Mopaknac ®PyHKUMA Bo3mMoxH CuHTakcuc Mpumepbl
c ble
KOMaHAbl
path- CtonmocTb add, get, add bridge-
UHTepdheiica set
cost port <all|

brtrunk> path-

cost <value>

get bridge-
port <all]
brtrunk> path-

cost

set bridge-
port <all]
brtrunk> path-

cost <value>

priority [lpvopuTeT nopta add, get, add bridge-
set port <all|
brtrunk>
priority

<value>

get bridge-
port <all]
brtrunk>

priority

set bridge-
port <all]
brtrunk>
priority

<value>

stp- CocTosHune get get bridge- WOP-2ac# get bridge-port brtrunk stp-
CBA3YIOLLEro
state fepesa port <all| state
brtrunk> stp- stp-state
state = -——————-———-

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding

forwarding
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Knacc
C

mac-acl mac

OnemMeHTbI
Tabnuupl
MAC-

afpecoB

tx—-queue

Moaknac ®yHKUUA

PaspewnTtb/
3anpetutb MAC-

azipec

Mepepaya [AOCTYMNHbIE ANs

napametp NPOCMOTPa XapaKkTepuCTUKN nHTepdeica

BO3MOXH
ble
KOMaHAbl

add, get,
set

BBeaute komaHay "get tx-queue
<interface_namelall>" n nonyunte Bce

0B MOCTa WM UCMOMb3YyTe KOMaHApbl,
ouyepegeii NPEACTaB/IEHHbIE HUXE.

queue

aifs

Vima ouepean

AQanTuBHbIN
MeXKaapOoBbIi
UHTepBan

get

get, set

CuHTaKkcuc

add mac-acl

<value>
get mac-acl

set mac-acl

<value>

get tx—-queue
<interface_nam
elall>

get tx—-queue
<interface_nam

e|all> queue

get tx—queue
<interface_nam

e|all> aifs

set tx—-queue
<interface_nam
elall> aifs

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get tx-queue all

name queue aifs cwmin cwmax burst

WOP-2ac# get tx-queue all queue

name queue
wlan® data®
wlan® datal
wlan® data2
wlan® data3
wlanl data®
wlanl datal
wlanl data2
wlanl data3

WOP-2ac# get tx-queue wlan@ aifs

aifs

371.5
7 15 3.0
15 63 0
15 1023 O
371.5
7 15 3.0
15 63 0
15 1023 ©
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Knacc

wme-

queue

Mepepava
napametp
0B

ouepepei
cTaHumam

Mopgknac
c

cwmin

cwmax

burst

PyHKUUA

MuHnmMmanbHoe
3HayeHne
KOHKYpPEHTHOro
OKHa

MakcumanbHoe
3Ha4YeHne
KOHKYpPEHTHOro
OKHa

MakcumasibHas
OJ/IMHa odepegu

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

BeeanTe KkomaHay "get wme-queue
<interface_namelall>" n nonyunte Bce

[OCTYMHblE ANs NpocMoTpa

XapaKTepUCTUKN NHTepdieiica mocTa um

MCﬂOﬂb3yﬁTeKOMaHAbLﬂpeACTaBHEHHHe

HXe.

CuHTaKkcuc

get tx—-queue
<interface_nam

e|all> cwmin

set tx—-queue
<interface_nam
e|all> cwmin

<value>

get tx—-queue
<interface_nam

e|all> cwmax

set tx—-queue
<interface_nam
e|all> cwmax

<value>

get tx—-queue
<interface_nam

e|all> burst

set tx—-queue
<interface_nam
e|all> burst

<value>

get wme-queue
<interface_nam
elall>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get tx-queue wlan®@ cwmin

cwmin

15

15

WOP-2ac# get tx-queue wlan@ cwmax

cwmax

1023

WOP-2ac# get tx-queue wlan@ burst

burst

WOP-2ac# get wme-queue all

name queue aifs cwmin cwmax txop-limit

wlan® vo 2 3 7 47
wlan® vi 2 7 15 94
wlan® be 3 15 1023 0
wlan® bk 7 15 1023 0
wlanl vo 2 3 7 47
wlanl vi 2 7 15 94
wlanl be 3 15 1023 0
wlanl bk 7 15 1023 0
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Knacc Moaknac ®yHKUUA

Cc

queue

aifs

cwmin

cwmax

burst

Vima ouepean

AdanTVBHbIi
MeXKaapoBblii
WHTEpBa

MuHnmansHoe
3Ha4yeHne
KOHKYpPEHTHOro
OKHa

MakcumanbHoe
3HayeHune
KOHKYPEHTHOrO
OKHa

MakcumasibHas
OJiMHa oyepegu

BO3MOXH
ble
KOMaHAbl

get

get, set

get, set

get, set

get, set

CuHTaKkcuc

get wme-queue
<interface_nam

e|all> queue

get wme-queue
<interface_nam

elall> aifs

get wme-queue
<interface_nam
e|lall> aifs

<value>

get wme-queue
<interface_nam

e|all> cwmin

get wme-queue
<interface_nam
e|all> cwmin

<value>

get wme-queue
<interface_nam

e|all> cwmax

get wme-queue
<interface_nam
e|all> cwmax

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get wme-queue all queue

name queue
wlan® vo
wlan0 vi
wlan® be
wlan® bk
wlanl vo
wlanl vi
wlanl be
wlanl bk

WOP-2ac# get wme-queue wlan@ aifs

aifs

WOP-2ac# get wme-queue wlan® cwmin

cwmin

15
15

WOP-2ac# get wme-queue wlan® cwmax

cwmax

1023
1023
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Knacc

static-

ip-route

Static IP
route entry

ip-route

IP route
entry

log

HacTtpoliik
a
norupoBaH
nsi

Mopgknac
c

txop-
limit

destinat

ion

mask

gateway

table

destinat

ion

mask

gateway

table

depth

persiste

nce

PyHKUUA

OrpaHunyeHne
BO3MOXHOCTU
nepegaiu

Mpedwumkc IP-

ajipeca
Ha3Ha4yeHnsd

Macka nogcetu

IP-appec
MapLupyTa

Howmep B Tabnvue

MapLUpyTU3aLmu

Mpedumkc IP-

ajipeca
Ha3Ha4YeHnA

Macka noacetu

IP-agpec
MapLupyTa

Howmep B Tabnuue

MapLipyT13aumm

Konnyectso

3aHMC6ﬁ,KOTOpOG

MOXET ObITb
BHECEHO B
XypHan

CoxpaHsaTb
XYpHan B

3HeproHesaBnCcmMm

Y10 NamsiTh

BO3MOXH
ble
KOMaHAbl

get, set

get

get

get

get

get

get

get

get

get, set

get, set

CuHTaKkcuc

get wme-queue
<interface_nam
e|all> txop-
Timit

set wme—-queue
<interface_nam
e|all> txop-

Timit <value>

get static-ip-
route

destination

get static-ip-

route mask

get static-ip-

route gateway

get static-ip-

route table

get ip-route

destination

get ip-route

mask

get ip-route

gateway

get ip-route
table

get log depth

set log depth

<value>

get log

persistence

set log
persistence

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get wme-queue wlan@ txop-
Limit
txop-limit

WOP-2ac# get static-ip-route
destination

0.0.0.0

WOP-2ac# get static-ip-route mask
0.0.0.0

WOP-2ac# get static-ip-route gateway
192.168.1.254

WOP-2ac# get static-ip-route table
254

WOP-2ac# get destination

0.0.0.0

ip-route

WOP-2ac# get 1ip-route mask

0.0.0.0

WOP-2ac# get
192.168.15.1

ip-route gateway

WOP-2ac# get table

254

ip-route
WOP-2ac# set log depth 512

WOP-2ac# get
512

log depth
WOP-2ac# set log persistence no

WOP-2ac# get log persistence

no
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Knacc Moaknac ®yHKUUA
c
severity YCTaHOBUTb
YpPOBEHb
BaXKHOCTU
COXPaHEeHHOIA
3anucu
remove  YOaIUTb BCe
3anucu B
XypHane
relay-  AKTMBMPOBAaTbH
nepegavy
enabled  cucremHoro
xypHana (syslog)
relay-  XOCT, HA KOTOpbIiA
oynet
host nepegasarbcs
CUCTEMHBII
XypHan
relay-  [1OPT, HA KOTOPbIiA
oynet
port nepenaBaTbCs
CUCTEMHbII
XypHan
log- number  HoOMep 3anucu
entry
3anuco B
XypHane

priority [puopuTet
3anmcu

BO3MOXH
ble
KOMaHAbl

get, set

set

get, set

get, set

get, set

get

get

CuHTaKkcuc

get log

severity

set log
severity

<value>

set log remove

get log relay-
enabled

set log relay-
enabled

<value>

get log relay-
host

set log relay-

host <value>
get log relay-
port

set log relay-

port <value>

get log-entry

number

get log-entry
priority

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set log severity 7

WOP-2ac# get log severity
7

WOP-2ac# set log relay-enabled 0

WOP-2ac# get log
(0]

relay-enabled

WOP-2ac# set log relay-port 514

WOP-2ac# get log relay-port
514

WOP-2ac# get log-entry number

number

WOP-2ac# get log-entry priority
priority

err

info

info

err

err

info
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Knacc Moaknac ®yHKUUA
c
time Bpewms 3anuvcu
daemon  daemon

message CoOOLleHVe

associat dinterfac VIHTEpPdeiic

CTaHuMn cBA3aH C

ion e (Interface station

Ces3a is associated
BA3aHHbI with)

e cTaHumm

station MAC-agpec
cTaHumm

authenti [PoOVigeHa v
ayTeHTudmkayms

cated

associat Associated

ed

o= MonyueHo ot
cTaHumu (nakeTbl)

packets

Bo3moxH CuHTaKkcuc
ble

KOMaHAbl

get get log-entry
time

get get log-entry
daemon

get get log-entry
message

get get
association
interface

get get
association
station

get get
association
authenticated

get get
association
associated

get get

association

rx-packets

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get log-entry time
time

Oct 11 2018 00:00:19

Oct 11 2018 00:00:18

Oct 11 2018 00:00:16

Oct 11 2018 00:00:12

WOP-2ac# get log-entry daemon
daemon

dnsd[28523]

dman[1239]

dman[1239]

dnsd[28410]

dnsd[18233]

WOP-2ac# get log-entry message
Property Value

message accepting UDP packets on

0.0.0.0:4553
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Knacc Mopgknac

Cc

tx-
packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-

rssi

tx-drop-
bytes

rx-drop-

bytes

tx-drop-
packets

rx-drop-

packets

PyHKUUA

MepegaHo

cTaHumu (nakeTbl)

MonyyeHo ot
cTaHuuu (6aiiT)

MepegaHo
cTaHuuu (6aiiT)

CkopocTb
nepegaiu

CkopocTb npuema

Listen-uHtepBan

MonyyeHHbIl B

nocnegHem kagpe

RSSI

Konunyectso
OTOPOLLEHHbIX
6anT npn
nepegaiu
CcTaHuum

KonnuectBo
OTOPOLLEHHbIX

6aiiT Nnpu npreme

OT CTaHUun

KonnuectBo
OTOPOLLEHHbIX
nakeToB npwu
nepegaun
cTaHumm

Konunyectso
OTOPOLLEHHbIX
nakeToB Mnpu
npveme ot
cTaHumm

BO3MOXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

get

get

get

CuHTaKkcuc

get
association

tx-packets

get
association

rx-bytes

get
association

tx-bytes

get
association

tx-rate

get
association

rx-rate

get
association
listen-

interval

get
association

last-rssi

get
association

tx-drop-bytes

get
association

rx-drop-bytes

get
association
tx-drop-
packets

get
association
rx-drop-

packets

Mpumepsbl
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Knacc Mopaknac ®PyHKUMA Bo3mMoxH CuHTakcuc Mpumepbl
C ble
KOMaHAbl
basic- rate CkopocTb 0.5 add, get, add basic-rate WOP-2ac# get basic-rate all rate
MBps remove ; -
rate <1nterface_1d| name rate
OCHOBHble all> rate  |====————===
CKOpoCTU <value> wlanl 24
pagnonHT
i wlanl 12
epdeiicos get basic-rate
. . wlanl 6
<interface_id|
wlan® 11
all> rate
wlan0® 5.
remove basic- | 1ane 2
rate wlan® 1

supporte rate

CkopocTb 0.5 add, get,

<interface_id|
all> rate

<value>

add supported-

WOP-2ac# get supported-rate wlan® rate

MBps remove
d-rate rate rate
Mopaepxu <interface_id| ----
BaemMble all> rate 54
CKOpOCTYU
value
PaANOUNHT <value> 48
eppeiicos 36
pe get supported-
24
rate
18
<interface_id|
12
all> rate
11
remove 9
supported-rate g
<interface_id| 5 5
all> rate 2
<value> 1
detected mac MAC-agpec get get detected-
-ap ap mac
O6Hapyxe

Hue Toyek radio
poctyna

Wcnonb3yemblii  get
pagnounHTepdeic

get detected-

ap radio

beacon- Beacon-uHtepsan get get detected-
B KNNO-

interval MUKpPOCEeKyHAax ap beacon-
(kus) (1.024 mc) interval

capabili BO3MOXHOCTH get et detected-

P IEEE 802.11 &
ty ap capability
type Tun (AP, Ad hoc,  get get detected-

or Other)

ap type

236



Knacc

Mopgknac
c

privacy

ssid

wpa

phy-type

band

channel

rate

signal

erp

beacons

last-

beacon

supporte

d-rates

security

hi-rate

noise

nmode

PyHKUUA

WEP or WPA
enabled

Nwma cetun

Be3onacHocTb
nocpeacTsoMm
WPA

OnpegeneHve
PHY pexuma

Nonoca yactoTt

KaHan

CkopocTb

MoLlHOCTb
curHana

ERP

KonnuectBo
NOJTyYEHHbIX
beacon

Bpewmsa npruema
nocnegHero
beacon

Cnuncok
noALepXnBaembix
ckopocTeli

Be3onacHocTb

MakcumasibHO
BO3MOXHas
nogaepxvnsaemMas
CKOpOCTb

YpoBeHb Wwyma

Mopaepxka
802.11n

BO3MOXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get

CuHTaKkcuc

get detected-

ap privacy

get detected-

ap ssid

get detected-

ap wpa

get detected-
ap phy-type

get detected-
ap band

get detected-

ap channel

get detected-

ap rate

get detected-

ap signal

get detected-
ap erp

get detected-

ap beacons

get detected-

ap last-beacon

get detected-
ap supported-

rates

get detected-

ap security
get detected-
ap hi-rate
get detected-

ap noise

get detected-

ap nmode

Mpumepsbl
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237



Knacc

portal

HacTpoiik
"

Captive
portal

snmpv1l

Joctyn no
SNMPv1 n
SNMPv2

NPOTOKO/Y

snmp-
view

SNMP MIB
view

Mopgknac
c

wired

wds

rssi

status

welcome-

screen

welcome-
screen-—

text

status

type

PyHKUUA

Touka goctyna
noaknoyeHa K
NnpoBOAHOWN CETU

Touka pgoctyna —
yacTb wds-ceTn

RSSI Toukun
gocTyna

AOMWHUCTPATUBH
bl cTaTycC

OTobpaxaerca nm
3KpaH Ans rocTei

TeKCT, KOTOpbIi
6ynet
oTobpaxarbcs B
OKHe NpuBeTCTBUA

AOMWHUCTPATUBH
bl cTaTyC

Twun noaaepesa
OID (included nnu
excluded)

BO3MOXH
ble
KOMaHAbl

get

get

get

get, set

get, set

get, set

get, set

add, get,
set

CuHTaKkcuc

get detected-

ap wired

get detected-

ap wds

get detected-

ap rssi

get portal

status

get portal

welcome-screen

set portal
welcome-screen

<value>

get portal
welcome-

screen-text

set portal
welcome-
screen—-text

<value>

get snmpvl

status

set snmpvl

status <value>

add snmp-view
<view-all|
view-none|all>

type <value>

get snmp-view
<view-all|
view-none|all>

type

set snmp-view
<view-all|
view-none|all>

type <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get snmp-view all type
name type
view-all included

view-none excluded
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Knacc
C
oid
mask
snmp- secur-
group level
Mpynna
nonb3oBar
eneli
SNMP

Moaknac ®yHKUUA

Mopnepeso OID
(cTpoka)

Macka OID -

BO3MOXH
ble
KOMaHAbl

add, get,
set

add, get,

CMNCOK OKTETOB B  set

hex-cpopmare,
pasfeneHHbIxX
3Hakom "'

OcTaBbTe NnycTyto

CTPOKY, ecnu
MacKa He HyXxHa.

YpoBeHb
6e3onacHoCcTn
(noAuthNoPriv,
authNoPriv nnmn
authPriv)

add, get,
set

CuHTaKkcuc

add snmp-view
<view-all|
view-none|all>

oid <value>

get snmp-view
<view-all|
view-none|all>
oid

set snmp-view
<view-all|
view-none|all>

oid <value>

add snmp-view
<view-all|
view-none|all>

mask <value>

get snmp-view
<view-all|
view-none|all>

mask

set snmp-view
<view-all|
view-none|all>

mask <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get snmp-view all oid
name type
view-all included

view-none excluded

WOP-2ac# get snmp-view all mask
name mask
view-all

view-none

add snmp-group WOP-2ac# set snmp-group RO secur-Tlevel

<RO|RW|all>
secur-level

<value>

get snmp-group
<RO|RW|all>

secur-Tlevel

set snmp-group
<RO|RW|all>
secur-Tlevel

<value>

authPriv

WOP-2ac# get snmp-group RO secur-Tlevel

authPriv
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Knacc
(o
write-
view
read-
view
snmp-— group
user
SNMPv3
nonb3o0Bart
enu
auth-
type

Moaknac ®yHKUUA

SNMP nwmsa gns

BO3MOXH

ble

KOMaHAbl

add, get,

joctyna K 3anucu  set

SNMP umsa gns

add, get,

JOocCTyna K uTeHunio set

(view name for
read access)

Nmsa SNMP-
rpynnbl

MpoTokon
ayTeHTudmKaLmm
(‘'md5' nnm 'none’)

add, get,
set

add, get,
set

CuHTaKkcuc

add snmp-group
<RO|RW|all>
write-view

<value>

get snmp-group
<RO|RW|all>

write-view

set snmp-group
<RO|RW|all>
write-view

<value>

add snmp-group
<RO|RW|all>
read-view

<value>

get snmp-group
<RO|RW|all>

read-view

set snmp-group
<RO|RW|all>
read-view

<value>

add snmp-user

group <value>

get snmp-user

group

set snmp-user

group <value>

add snmp-user
auth-type

<value>

get snmp-user

auth-type

set snmp-user
auth-type

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set snmp-group RO write-view

view-none

WOP-2ac# get snmp-group RO write-view

view-none

WOP-2ac# set snmp-group RO read-view

view-all

WOP-2ac# get snmp-group RO read-view

view-all
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Knacc

snmp-

target

SNMPv3-
TapreTbl
ans
MosyYeHus

SNMP
traps

Moaknac ®yHKUUA

Cc

auth-

pass

priv-

type

priv-

pass

host

BO3MOXH
ble
KOMaHAbl

Maponb gns add, get,
ayTeHTUdmkaumm  set

YCTaHOBUTL TUMN
LwndpoBaHus
(des’' -
MCMNo/1b30BaThb TUN
LWwndpoBaHus
DES, 'none' — He
MCMNoJ/Ib30BaThb
LIndpoBaHme)

add, get,
set

Kntou
LwndpoBaHus

add, get,
set

IP-agpec, Ha
KOTOpbI 6yayT
OTMpaB/iEHbI
Tpansl

add, get,
set

CuHTaKkcuc

add snmp-user
auth-pass

<value>

get snmp-user

auth-pass

set snmp-user
auth-pass

<value>

add snmp-user
priv-type

<value>

get snmp-user

priv-type

set snmp-user
priv-type

<value>

add snmp-user
priv-pass

<value>

get snmp-user

priv-pass

set snmp-user
priv-pass

<value>

add snmp-
target host

<value>

get snmp-
target host

set snmp-
target host

<value>

Mpumepsbl
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Knacc

serial

Mocnepos
aTenbHbIN
[OCTyn K
CLlI

telnet

Joctyn k
CLl

no
NpoTOKONYy
Telnet

ftp-

server

FTP-
cepsep

Mopgknac
c

port

user-—

name

status

baud-

rate

status

status

PyHKUUA Bo3MOXH
ble
KOMaHAbl

Howmep nopTta, Ha add, get,
KOTOpbI 6yayT set

0TNpaBNATLCSA
SNMP-Tparnsl

Nms add, get,
nosb3oBarens set
SNMPv3

Craryc get, set
CkopocTb get, set

nepegaqn AaHHbIX
(Serial baudrate)

Craryc get, set

Craryc get, set

CuHTaKkcuc

add snmp-
target port

<value>

get snmp-
target port

set snmp-
target port

<value>

add snmp-
target user-

name <value>

get snmp-
target user-

name

set snmp-
target user-

name <value>

get serial

status

set serial

status <value>

get serial

baud-rate

set serial
baud-rate

<value>
get telnet
status

set telnet

status <value>

get ftp-server

status

set ftp-server

status <value>

Mpumepsbl

WOP-2ac#

WOP-2ac#
up

WOP-2ac#

WOP-2ac#
115200

WOP-2ac#

WOP-2ac#
up

WOP-2ac#

WOP-2ac#

down

PykoBogacTBo no akcnayarauun WOP-2ac

set

get

set

get

set

get

set

get

serial

serial

serial

serial

telnet

telnet

status up

status

baud-rate 115200

baud-rate

status up

status

ftp-server status down

ftp-server status
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Knacc Mopgknac
C
firmware upgrade-
-upgrade url
O6HoBeH
ne No
TOYKU
gocTyna
no HTTP
progress
validate
start
untagged-  \1an-id
vlan
HacTtpolik
a
HEeTernpos
aHHbIX
VLAN
status
managed- mode
ap
Ynpasnse
Mas
TOUKa
jocTyna
ap-state

PyHKUUA

http://<server
IP>[:<server
port>]/filename

OTobpaxeHune
cTaTyca npotecca
o6HoBneHus MO

YcTtaHoBuTe 'yes'
ans
noaTBEPXAEHMNS
hainna

YcTtaHoBuTe 'yes'
ANa Hayana
06HOoBNEHMA MO

VLAN ID gna
UCMOJ/Ib30BaHUA

HeTernpoBaHHbIX
VLAN

Craryc

Pexunm

Craryc Toukn
Joctyna

BO3MOXH
ble
KOMaHAbl

get, set

get

set

set

get, set

get, set

get, set

get

CuHTaKkcuc

get firmware-
upgrade
upgrade-url

set firmware-
upgrade
upgrade-url

<value>

get firmware-
upgrade

progress

set firmware-
upgrade

validate

set firmware-

upgrade start

get untagged-

vlan vlan-id

set untagged-
vlan vlan-id

<value>

get untagged-

vlan status

set untagged-
vlan status

<value>
get managed-ap
mode

set managed-ap

mode <value>

get managed-ap

ap-state

Mpumepsbl

PykoBogacTBo no akcnayarauun WOP-2ac

WOP-2ac# get firmware-upgrade upgrade-

url

WOP-2ac# get firmware-upgrade progress

WOP-2ac#

WOP-2ac#
1

WOP-2ac#

WOP-2ac#
up

WOP-2ac#

WOP-2ac#

down

WOP-2ac#

WOP-2ac#

down

set

get

set

get

set

get

set

get

untagged-vlan

untagged-vlan

untagged-vlan

untagged-vlan

managed-ap

managed-ap

managed-ap

managed-ap

vlan-id 1

vlan-id

status up

status

mode down

mode

ap-state down

ap-state
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Knacc Mopgknac

Cc

switch-
address-

1

switch-
address-
2

switch-
address-

g

switch-
address-
4

pass-—

phrase

dhcp-
switch-
address-

1

PyHKUUA

IP-agpec
KommyTatopa 1

IP-appec
KomMmyTaropa 2

IP-agpec
KoMmmyTaropa 3

IP-appec
KommyTaTtopa 4

Maponb
KommyTaTopa

IP-appec
KOMMyTaTopa
DHCP 1

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

set

get

CuHTaKkcuc

Mpumepsbl
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get managed-ap WOP-2ac# get managed-ap switch-

switch-

address-1

set managed-ap
switch-
address-1

<value>

get managed-ap
switch-

address-2

set managed-ap
switch-
address-2

<value>

get managed-ap
switch-

address-3

set managed-ap
switch-
address-3

<value>

get managed-ap
switch-

address-4

set managed-ap
switch-
address-4

<value>

set managed-ap
pass-phrase

<value>

address-1

get managed-ap WOP-2ac# get managed-ap dhcp-switch-

dhcp-switch-

address-1

address-1

104.116.116.112.58.47.47.49.57.50.46.4
9.54.56.46.49.54.46.49.54.48.58.57.53.5

353

244



Knacc

Mopgknac
c

dhcp-
switch-
address-

2

dhcp-
switch-
address-
3

dhcp-
switch-
address-

4

managed-
mode-

watchdog

dhcp-ip-
base-

port

cfg-ip-
base-

port

ip-base-

port

PyHKUUA

IP-agpec
KoMMyTarTopa
DHCP 2

IP-appec
KomMyTaTopa
DHCP 3

IP-appec
KomMmyTaTopa
DHCP 4

Bpewms, yepes
KoTopoe
CTOPOXEBOVA
Talimep
(watchdog)
nepesarpysut
cuctemy npu
HEeobxoaANMOCTH
EB MUHYTaX)
0-1440)

DHCP Base IP
nopt

Hactpoutb Base
IP nopr (1-65000)

Base IP nopt

BO3MOXH
ble
KOMaHAbl

get

get

get

get, set

get, set

get, set

get, set

CuHTaKkcuc

get managed-ap
dhcp-switch-

address-2

get managed-ap
dhcp-switch-

address-3

get managed-ap
dhcp-switch-

address-4

get managed-ap
managed-mode-

watchdog

set managed-ap
managed-mode-
watchdog

<value>

get managed-ap
dhcp-ip-base-
port

set managed-ap
dhcp-ip-base-

port <value>

get managed-ap
cfg-ip-base-
port

set managed-ap
cfg-ip-base-

port <value>

get managed-ap
ip-base-port
set managed-ap
ip-base-port

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get
address-2
2

WOP-2ac# get

address-3

WOP-2ac# get

address-4

WOP-2ac# set
watchdog 0

WOP-2ac# get
watchdog
0

WOP-2ac# get
port

WOP-2ac# set
port 57775

WOP-2ac# get
port
57775

WOP-2ac# set
25459

WOP-2ac# get
25459

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

dhcp-switch-

dhcp-switch-

dhcp-switch-

managed-mode-

managed-mode-

dhcp-ip-base-

cfg-ip-base-

cfg-ip-base-

ip—-base-port

ip—-base-port
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Knacc Mopgknac

Cc

ip-tnl-
udp-port

ip-udp-
port

ip-ssl-

port

ip-
capwap-

src-port

ip-
capwap-—

dst-port

dotlx- status
supplican

t

802.1X

cynnsinkaH
T

PyHKUUA

Tunnel UDP IP
nopt

UDP IP nopt

Secure SSL IP
nopt

CAPWAP Src IP

nopt

CAPWAP Dst IP

nopt

Craryc

BO3MOXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get managed-ap
ip-tnl-udp-
port

set managed-ap
ip-tnl-udp-

port <value>

get managed-ap

ip-udp-port

set managed-ap
ip-udp-port

<value>

get managed-ap

ip-ssl-port

set managed-ap
ip-ssl-port

<value>

get managed-ap
ip-capwap-src-—

port

set managed-ap
ip-capwap-src-—

port <value>

get managed-ap
ip-capwap-dst-
port

set managed-ap
ip-capwap-dst-

port <value>

get dotlx-
supplicant

status

set dotlx-
supplicant

status <value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set
port 25459

WOP-2ac# get
port
25459

WOP-2ac# set
25460

WOP-2ac# get
25460

WOP-2ac# set
25461

WOP-2ac# get
25461

WOP-2ac# set
port 25462

WOP-2ac# get
port
25462

WOP-2ac# set
port 25463

WOP-2ac# get
port
25463

WOP-2ac# set

down

WOP-2ac# get

down

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

ip-tnl-udp-

ip-tnl-udp-

ip-udp-port

ip-udp-port

ip-ssl-port

ip-ssl-port

ip-capwap-src-—

ip-capwap-src-

ip-capwap-dst-

ip-capwap-dst-

dotlx-supplicant status

dotlx-supplicant status
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Knacc

mgmt-acl

Cnucok
afpecos,
paspeLueH
HbIX Ans
ynpasneH
usa

Mopgknac
c

user

password

mode

mgmt-
address-

1

mgmt—
address-
2

mgmt-
address-
3

mgmt-
address-
4

PyHKUUA

802.1X
nosib30BaTe/b-
cynnauKaHT

802.1X naposb
nonb3oBarens

Pexunm

IP-agpec
ynpasneHus 1

IP-appec
ynpas/ieHns 2

IP-agpec
ynpasseHus 3

IP-agpec
ynpas/ieHuns 4

BO3MOXH
ble
KOMaHAbl

get, set

set

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get dotlx-
supplicant

user

set dotlx-
supplicant

user <value>

set dotlx-
supplicant
password

<value>

get mgmt-acl

mode

set mgmt-acl

mode <value>

get mgmt-acl

mgmt-address-1

set mgmt-acl

mgmt-address-1

<value>

get mgmt-acl

mgmt-address-2

set mgmt-acl

mgmt-address-2

<value>

get mgmt-acl

mgmt-address-3

set mgmt-acl

mgmt-address-3

<value>

get mgmt-acl

mgmt-address-4

set mgmt-acl

mgmt-address-4

<value>

Mpumepsbl

PykoBogacTBo no akcnayarauun WOP-2ac

WOP-2ac# get dotlx-supplicant user

WOP-2ac#

WOP-2ac#

down

WOP-2ac#

WOP-2ac#

WOP-2ac#

WOP-2ac#

set

get

get

get

get

get

mgmt-acl

mgmt-acl

mgmt-acl

mgmt-acl

mgmt-acl

mgmt-acl

mode down

mode

mgmt-address-1

mgmt-address-2

mgmt-address-3

mgmt-address-4
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Knacc Mopaknac ®PyHKUMA Bo3mMoxH CuHTakcuc Mpumepbl
Cc ble
KOMaHAbl
mgmt- IP-apgpec get, set get mgmt-acl WOP-2ac# get mgmt-acl mgmt-address-5
ynpasneHunsa 5
address- mgmt-address-5
5
set mgmt-acl
mgmt-address-5
<value>
cluster  clustere AKTMBMpOBaTb/ get, set get cluster WOP-2ac# get cluster clustered
OTKAOUNTb
HaCTpOVIK d pe)Kl/IM KnaCTepa clustered softwlc
" NSl JaHHOro y3na
set cluster
Knactepa WOP-2ac# set cluster clustered 0
clustered
<value>
location Pacnonoxenue get, set get cluster WOP-2ac# set cluster location Moscow
Knacrtepa 1 .
ocation o
WOP-2ac# get cluster location
set cluster Moscow
location
<value>
cluster- VIMA Knactepa get, set get cluster WOP-2ac# set cluster cluster-name root
ans
S NPNCOEANHEHUA K e LR i WOP-2ac# get cluster cluster-name
Hemy
set cluster —
cluster-name
<value>
ipversio Bblbepute add, get, add cluster WOP-2ac# set cluster +ipversion ipv4
Bepcuio IP set - -
n - ipversion
npotokona: IPv4 P WOP-2ac# get cluster dipversion
unu IPv6 <value>
get cluster ipv4
ipversion
set cluster
ipversion
<value>
member-  {WCNO ycTporcTB get get cluster WOP-2ac# get cluster member-count
B K/lacTepe
count member-count 5
clusteri PaspeLueH i get get cluster WOP-2ac# get cluster clustering-
PeXnm Knacrtepa .
ng- ,U'ﬂﬂ AaHHoro y3na clusteri ng- allowed
allowed allowed P—
compat  Mogenb get get cluster WOP-2ac# get cluster compat
YCTPOICTBA,
BXOASALLENO B compat WOP-2ac
Knacrtep

248



Knacc Mopgknac

Cc

operatio

nal-mode

cluster-

ipaddr

priority

reauth-

timeout

secure-

mode

pass-set

secure-
mode-

status

PyHKUUA

Pexunm paboThl

IP-agpec
YCTPOWNCTBAa,
ynpaBnsoLLero
Knactepom

Mpuoputet

WHTepBan
BpeMeHu 0
NMOBTOPHO
ayTeHTudmkaumm

Pexnm
6e3onacHoro
06beanHeHus

3HaveHve
napametpa 1,
ecnu naposb

CKOH(PUrypupoBaH

CocTosHMe
paboTbl
6e3onacHoro
pexnma

BO3MOXH
ble
KOMaHAbl

get

get, set

get, set

get, set

get, set

get

get

CuHTaKkcuc

get cluster
operational-

mode

get cluster

cluster-ipaddr

set cluster
cluster-ipaddr

<value>

get cluster

priority

set cluster
priority

<value>

get cluster

reauth-timeout

set cluster
reauth-timeout

<value>

get cluster
secure-mode
set cluster
secure-mode

<value>

get cluster

pass-set

get cluster
secure-mode-—

status

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get

1

WOP-2ac# set
192.168.1.1

WOP-2ac# get

192.168.1.1

WOP-2ac# set

WOP-2ac# get

1

WOP-2ac#
300

set

WOP-2ac# get

300

WOP-2ac# set

WOP-2ac# get

1

WOP-2ac# get

WOP-2ac# get

status

Disabled

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

operational-mode

cluster-ipaddr

cluster-ipaddr

priority 1

priority

reauth-timeout

reauth-timeout

secure-mode 1

secure-mode

pass-set

secure-mode-
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Knacc

cluster-

member

CocTosiHu
e
YCTPOIiCTB
knacrepa

Moaknac ®yHKUUA

Cc

mac

MAC-agpec

YCTPOWNCTBA,

BXOASALLEro B
knacrep

Bo3aMoXH CuHTaKcuc
ble
KOMaHAbl

get get cluster-

member mac

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get cluster-member mac
EQ:D9:E3:50:06:C0O

A8:F9:4B:B5:FB: A0
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Knacc

Mopgknac
c

ip

compat

location

uptime

is-

dominant

priority

firmware

-version

cluster-
controll

er

PyHKUUA

IP-agpec
YCTPOWNCTBAa,
BXOASALLEro B
knacrep

Mogenb
YCTPOWNCTBAa,
BXOZSLLETO B
knacrep

PacnonoxeHve
yCTpoicTBa

Bpems c momeHTa

BK/OUEHNS
ycTpoiicTBa

JomMmnHnpytoulee

YCTPOWNCTBO

MproputeT

Bepcua Mo

KoHTponnep
Knactepa

BO3MOXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

CuHTaKkcuc

get cluster-

member ip

get cluster-

member compat

get cluster-
member

location

get cluster-

member uptime

get cluster-
member -is-

dominant

get cluster-
member

priority

get cluster-
member
firmware-

version

get cluster-
member
cluster-

controller

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get cluster-member
100.110.0.200

100.110.0.249

WOP-2ac# get cluster-member
WOP-2ac

WOP-2ac

WOP-2ac# get cluster-member
Moscow

Moscow

WOP-2ac# get cluster-member
2923

1260

WOP-2ac# get cluster-member

dominant
true

false

WOP-2ac# get cluster-member
0

0

WOP-2ac# get cluster-member

version
1.21.0.244

1.20.0.163

WOP-2ac# get cluster-member

controller
no

yes

ip

compat

location

uptime

is-

priority

firmware-

cluster-
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Knacc

cluster-

fw-member

Craryc
3arpysku
Mo Ha
YCTPOICTB
0B
knacrepe

cluster-
firmware-
upgrade

HacTpoiik

"
Knacrepa

Mopgknac
c

ip

mac

fw-
download

-status

upgrade

upgrade-

url

upgrade-
method

DYHKLMA

IP-agpec
YCTPONCTBA,
BXOASALLEro B
Knactep

MAC-agpec

YCTPOICTBA,

BXO/ALLEro B
knacrep

CocTosiHMe
3arpysku MO

(Start/stop)
HauaTb/
OCTaHOBUTb

NpoLEecc 3arpysku

3anonHuTb url B
dhopmare tftp://
<ip>/

<image_name>

all/
selective/<
>, MeTog
06HOBMEHUSA

BO3MOXH
ble
KOMaHAbl

get

get

get

get, set

get, set

get, set

CuHTaKkcuc

get cluster-

fw-member -ip

get cluster-

fw-member mac

get cluster-
fw-member fw-
download-

status

get cluster-
firmware-
upgrade
upgrade

set cluster-
firmware-
upgrade
upgrade

<value>

get cluster-
firmware-
upgrade
upgrade-url

set cluster-
firmware-
upgrade
upgrade-url

<value>

get cluster-
firmware-
upgrade
upgrade-method

set cluster-
firmware-
upgrade
upgrade-method

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# set cluster-firmware-upgrade

upgrade Start

WOP-2ac# get cluster-firmware-upgrade

upgrade

WOP-2ac# set cluster-firmware-upgrade
upgrade-url tftp://192.168.1.2/
Wop-2ac_1.21.244.tar.gz

WOP-2ac# get cluster-firmware-upgrade

upgrade-url

tftp://192.168.1.2/
Wop-2ac_1.21.0.244.tar.gz

WOP-2ac# set cluster-firmware-upgrade

upgrade-method all

WOP-2ac# get cluster-firmware-upgrade

upgrade-method

all
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz

Knacc

Mopgknac
c

upgrade-

status

upgrade-

members

PyHKUUA

Tekywmii ctartyc
06HOBIEHNIA

Cnucok IP-
agpecos
YCTPOWCTB B
Knactepe,
pasfeneHHbIx
3andaTon

BO3MOXH

ble

KOMaHAbl

get

get, set

CuHTaKkcuc

get cluster-
firmware-
upgrade
upgrade-status

get cluster-
firmware-
upgrade
upgrade-

members

set cluster-
firmware-
upgrade
upgrade-
members

<value>

PykoBogacTBo no akcnayarauun WOP-2ac

Mpumepsbl

WOP-2ac# get cluster-firmware-upgrade

upgrade-status

Not Initialized

WOP-2ac# set cluster-firmware-upgrade

upgrade-members 192.168.1.1,192.168.1.3

WOP-2ac# get cluster-firmware-upgrade

upgrade-members

192.168.1.1,192.168.1.3
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7 CNNCOK n3MeHeHnnm

Bepcusa gokymeHTa

Bepcusa 1

Bepcunsa 1

Bepcunsa 1

Bepcusa 1

Bepcusa 1

Bepcus 1

Bepcunsa 1

Bepcusa 1.

Bepcusa 1.

Bepcunsa 1

Bepcus 1

Bepcus 1.

.20

19

18

a7

a7

.16
15

14
13

a2

11

10

Jarta Bbinycka

27.02.2026

21.06.2024

08.09.2023

21.04.2023

09.09.2022

03.06.2022
22.04.2022

03.12.2021
30.09.2021
07.12.2020

09.04.2020
24.02.2020

PykoBogacTBo no akcnayarauun WOP-2ac

CopepxaHue UsMeHeHui

CwuHxpoHusaums ¢ sepcueii MO 1.25.7
KoppekTrpoBka:

+ 5.5.2.1 JononHuTeNnbHbIe HACTPOIKM 6eCcnpoBOAHBIX
nHTepdeiicos

CuHxpoHusauus ¢ Bepcuein MO 1.25.0
KoppekTtuposka:
+ 4.5.8 NogmeHto «<VAP»

* 4.6.3 NogmeHto «SSH»

+ 4.6.4 NogmeHto «Telnet»

* 4.6.8 NogmeHo «<SNMP»

+ 4.8.1 NogmeHto «Configuration»

+ 5.4.5 lononHnTenbHble KOMaHab!

+ 5.5.3 Hactpoiika BupTyanbHbix Touek goctyna Wi-Fi
(VAP)

CuHxpoHu3auums ¢ sepcueii MO 1.24.0
KoppekTupoBka:

*+ 4.6.9 MoameHio «Time Settings (NTP)»
[ob6aBneHo:

+ 5.5.7 Hactpolika Radar

CwuHxpoHusaums ¢ sepcueii MO 1.23.0
KoppekTupoBka:
+ 5.5.3 HacTpolika BupTyasibHbIx Touek gocTtyna Wi-Fi
(VAP)
+ 5.5.7 CucTeMHble HacTpOiku
CwuHxpoHusaums ¢ Bepcueii MO 1.22.4
[obaBneHo:
+ 5.5.6.3 HacTtpoiika WGB-ARP-Timeout
KoppekTnpoBka:
+ 4.12 MeHto «Workgroup Bridge»

CuHxpoHusauus ¢ Bepcuein MO 1.22.2

CuHxpoHu3auus ¢ sepcuein MO 1.22.1
KoppekTupoBka:
+ 4.5.5 NogmeHo «Radio»
+ 5.5.2.1 lononHUTesNbHbIE HACTPOIKM 6eCnpPOoBOAHbIX
nHTEpdeincos
+ 5.5.8 Hactpoiika cepsuca APB
CuiHxpoHusauus c Bepcumein 1.21.1
CwuHxpoHu3saums ¢ sepcueid 1.21.0

CuHxpoHusauus ¢ Bepcuein 1.20.0
Jlo6aBneHbl pasgens:
+ TNoakntoueHne ceTeBoro kabens

CuriHxpoHusauus ¢ Bepcrein 1.19.3

CuHxpoHu3auus ¢ sepcuein 1.19.0
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Bepcua JOKyMeHTa

Bepcusa 1.9
Bepcusa 1.8
Bepcua 1.7
Bepcusa 1.6
Bepcua 1.5

Bepcna 1.4

Bepcuns 1.3
Bepcusa 1.2
Bepcunsa 1.1

Bepcusa 1.0

Aata Bbinycka

01.10.2019
05.06.2019
12.02.2019
30.11.2018
10.08.2018
08.05.2018

27.12.2017
30.10.2017
02.02.2017
11.01.2017

Bepcusa nporpammHoro obecneyenuns 1.25.7

PykoBogacTBo no akcnayarauun WOP-2ac

CopepxaHue nameHeHuii

CuHXpOoHM3auus ¢ sepcuein 1.18.1
CwuHxpoHu3aums ¢ Bepcueid 1.17.0
CuvHxpoHusauus ¢ Bepcuein 1.16.0
CwuHxpoHu3saums ¢ sepcueid 1.15.0
CuHxpoHusauus ¢ Bepcuein 1.14.0

CuHXpoHu3aums ¢ Bepcueit MO 1.12.2
KoppekTnpoBka:
+ XapakTepucTuka ycTpoicTea

CuHXpoHu3auus ¢ sepcuein 1.11.4
CwuHxpoHusaums ¢ sepcueli 1.11.2
CuHxpoHu3auus ¢ sepcuein 1.9.0

MepBas nybnukayms.
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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