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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-30L n WEP-30L-Z — ycTaHOBKa BHYTPW 34aHUi1 B Ka4ecTBe TOYeK AoCTyna K
pas/IMyHbIM pecypcam ¢ co3gaHnem 6ecLLIOBHOM 6eCrnpoBOAHON CETU U3 HECKONbKNX NOEHTUYHBLIX TOYEK
poctyna («PoyMUHI»), ecniv TeppUTOpUS NOKPbITUSE AOCTATOYHO BE/IMKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

@ nNpeaynpexaenns MHOPMUPYIOT NONL30BATENS O CUTYaLMAX, KOTOPbIE MOTYT HAHECT Bpej
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHbl 6ecnpoBoHble Toukn goctyna WEP-30L n WEP-30L-Z (ganee — ycTpoiicTBO, Touka A0CTyna uim

T).

OCHOBHbIM Ha3Ha4YeHNeM YCTPONCTB AB/SAETCA co3faHe 6ecnpoBOAHON CeTU nepefayn AaHHbIX L2-ypoBHA Ha
CTbIKe ¢ npoBoaHoii ceTbto. WEP-30L n WEP-30L-Z nogxntoyaroTcs K NpOBOAHONM CETU Yyepes
10/100/1000/2500M Ethernet-nHtepdieiic 1 ¢ NOMOLLbIO pagnonHTepdecoB co3aoT 6ecnpoBOAHOM
BbICOKOCKOPOCTHOW A0CTYN 418 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpoicTBa cogepxart 2 paguonHtepderica ansa opraHnsaumm AyxX nsnyecknx 6ecnpoBoiHbIX CETEN.

WEP-30L-Z nmeet BcTpoeHHsbIli loT Hub, coBmecTumeblili ¢ Z-Wave ycTpoiictBamu npoussogcTtsa Eltex, ans
B3aMMOAENCTBUSA C AaTuvkaMu 1 YCTPOCTBamMmn akocuctemol 10T 1 ynpasneHns nmm yepes nnarcopmy Eltex
Smart Cloud (Eltex SC).

WEP-30L n WEP-30L-Z noaaepxvBatoT COBpeMEHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BONSET
nepefasarb Hanbosiee BaxHbIn Tpauk B 60/1ee NPUOPUTETHBIX O4epeasix N0 CPaBHEHWUIO C OObIYHbLIM.
Mpuoputnsauma obecneunsaeTtcsl creayowmmm TexHonoruamm QoS: CoS (cneumanbHble MeTku B none VLAN-
naketa) n ToS (meTku B nose IP-naketa). Moaaepxka qyHKUMOHaNa WwenuHra Tpadguka Ha kaxaom VAP
NO3BOISAET B NOJSIHOW Mepe ynpas/ifaTb AOCTYNOM, KA4ECTBOM CEPBUCOB M OrpaHUYEHUAMN Kak A/151 BCeX
abOHEHTOB, TaK 1 A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B OhuChl (rOCyiapCTBEHHbIE YUPEXAEHUS, KOH(PEPEHL-3au1bl,
nabopaTtopuu, FOCTUHNLbI 1 Ap.). BO3MOXHOCTb CO3/jaHMsi BUPTYasTIbHbIX TOYEK AOCTYNa C pas/IMyHbIMU TNaMm
LWwndopoBaHus no3sosnsiet ycraHasnmsatbe WEP-30L n WEP-30L-Z B opraHusauusix, rae Tpebyercs
pasrpaHuyeHune npas AocTyna Mexay 06blYHbIMW NOb30BaTENSAMU U BblAE/IEHHbIMU FpynnamMu
nonb3oBaTenei.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;

* WIi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

* VIHTepdeiic Z-Wave — paguouHTtepdelic ans ynpaeneHusi akocuctemoli loT (Tonbko gns WEP-30L-2).

PyHKYyuUu:
BosmoxHocmu WLAN:

+ nopgaepxka ctaHaaptoB IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsarop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD.
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Cemesble (hyHKyuU:

* aBTOMaTM4ecKoe CorsiacoBaHne CKOPOCTU, AYNSIEKCHOTO PeXrUMa 1 NepeksIioveHns Mexay pexmumamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogpepxka GRE;

* nepegaya aboOHEHTCKOro Tpadmka BHE TyHHenen;

+ nogpepxka ACL,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nognepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* NPUYOPUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4yeHue NpPonyckHO cnocobHoCTM Ans kaxaoln VAP;

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHune napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyagosaHna WEP-30L/WEP-30L-Z.

_-r/_-h\/__h\'u

Cepoep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHaIbHaA cxema ucrnosnb3osaHusa WEP-30L/WEP-30L-Z
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45
10/100/1000/2500 M6uT/c, aBTOONpPEAENEHME

BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MI')
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mry
- 149-165 (5735-5835 My

2.4T1Tuy, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 Méut/c

2.4T1Tuy: 120
5muy: 120

2.41Tu: 20 abm
51Tu: 20 pbm

2.4TTu: ~3 obu
50Tu: ~3 gbun

2.4TTu: Bo-95 obm
51Tu: go-95 gbm

LieHTpasiM3oBaHHaa aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndpposaHve faHHbIXx WPA/WPA2/WPA3/OWE

nopnepxka Captive Portal

PagnounTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

loT Hub (Tonbko ana WEP-30L-Z)

YacTtoTa curHana Z-Wave mogyns

869 Mry



PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 128 MB SPI-NAND Flash

RAM 256 Mb DDR3 RAM

MutaHne PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnsemast MOLLHOCTb He 6onee 12,95 Bt

Pabounin gnanasoH Temneparyp oT+5 00 +40 °C

OTHOCKTEeNbHAasA BNaXHOCTb Npu 0o 80 %

Temneparype 25 °C

Ma6aputsbl (QuameTp x BbICOTA) 230 x 56 MM
Macca 0,5 kr
Cpok cnyx6bl He meHee 15 net

10
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2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.
MonoxeHue nNpu nsmepeHUm

AZIMUTH (X2) ELEVATION (YZ)

s

AnanasoH 2.4 Ty,
L 3 i
105 z 73 105 Y 5
120 60 120 0
135 45 135 45
130 30 150 30
165 15 165 15
10 )s
180
o5 g0 -5 -0 5 [0 ¥
195 195
210 210
25 25
240 240
255
AnanasoH 5Ty,
1z Y
105 s 105 5
120 60 120 &
135 45 135 45
150 30 150 30
165 15 165 15
X
> 180

o250 45 -0 5 fo

11
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporictea WEP-30L 1 WEP-30L-Z BbINosiHEHbI B N1aCTUKOBOM KOpnyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA B OCHOBHOI NaHENN yCTPOCTBA NPUBEAEH HA PUCYHKE 2.

25GE (Pof) =

"G % 244sé- I
FO 560 /
“lL

|
A

2 3 4

PucyHok 2 — BHeluHuin BuA, ocHoBHon naHenn WEP-30L n WEP-30L-Z

Ha ocHoBHoW naHenu yctpoiictes WEP-30L n WEP-30L-Z pacnonoxeHbl cieayoume CBETOBbIE UHAMKATOPSI,
pas3beMbl 1 OpraHbl ynpaeneHus (tabnuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoOB YNpaB/eHus

AneMeHT naHenu OnucaHue

1 LAN CseToBasi MHAMKaUMsi cocTosHuA nopTa 2.5GE (PoE)

2 2.5GE (PoE) Mopt 2.5GE ans nogkntoyeHus Ethernet-kabens u nogaun nutaHmua PoE+
3 F KHonka cbpoca K 3aBOACKMM HacTpoikam

4  Wi-Fi MHAavKaTopbl akTMBHOCTM COOTBETCTBYOLWMX Moaynein Wi-Fi

12
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHelwHWin BUA, BepxHeli naHeny ycTponcTea npuBefeH Ha puUcyHke 3.

1

PucyHok 3 — BHewHwuin Bug, BepxHei naHenin WEP-30L n WEP-30L-Z

Ta6nuua 3 — OnucaHve MHAVKATOPOB BEPXHEN naHenu

AneMeHT naHenun OnucaHue

1 Power WHaykaTop cTatyca paboTbl ycTpoiicTea

13
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2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

Nupunkarop CocTosiHMe nHamkaropa CocTosiHMe ycTpoucTBa
Wi-Fi 3eneHblii, ropuT NOCTOSHHO Cetb Wi-Fi akTuBHa
3eneHblit, muraet lNpouecc nepegayn faHHbIX NO

6ecnpoBoHoIi CeTU

LAN lopwuT 3eneHblii ceeTogmog (10, 100 M6uT/c), roput YCTaHOB/MEHO COEMHEHNE C
opaHxeBblin ceeToamog (1000, 2500 M6éuT/c) NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM
3eneHsblii, muraet Mpouecc nakeTHOI nepeaayn AaHHbIX No

LAN-uHTepdoeiicy

Power 3eneHsbll, FopuUT NOCTOAHHO BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

OpaH)XeBblii, FTOPUT NOCTOSIHHO YCTPOICTBO 3arpyXeHo, HO He Noy4YeH
IP-appec no DHCP

KpacHbliA, rOpUT NOCTOSIHHO 3arpyska ycTpoiicTea

2.7 C6poc K 3aBOACKMM HacTpoiikam

[ns cépoca K 3aBOACKMM HACTPOKaM Heo6x04MMO B 3arpy>XeHHOM COCTOSIHUM YCTPOIMCTBA HaXaTb U
yaepxusartb KHOMKY «F» B TedyeHne 10-15 cekyHz, noka nHamkarop «Power» He HauHeT muratb. [Mpousoinget
aBTOoMaruyeckas nepesarpyska yctpoictaa. Mpu 3aBofckux yctaHoBkax dyaet 3anyuieH DHCP-knveHT. B
cny4ae, ecnu agpec He 6yaet nonyyveH no DHCP, To y ycTpolictBa 6yaeT 3aBogckoin IP-agpec — 192.168.1.10,
mMacka nogcetn — 255.255.255.0, nmsa nonb3osBatens/naponb Ansa foctyna yepes web-nHtepdpelic: admin/
password.

2.8 KomnnekT nocTaBKu
B komMnekT nocTtaBku BXOOAT:

+ obopyposBaHue paguogoctyna WEP-30L/WEP-30L-Z;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

14
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

PekomeHayemoe ycTaHaBMBaeMOoe NosIoXeHVe: TOpU30OHTasIbHOE, Ha NOTOJIKE.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
Takke neperopoakun n3 6pyca 60sbLIOr0 AnameTpa, EMKOCTU C BOAOW 1 3epkasia MoryT
3HaYMTEeNbHO yMeHbWNTb paguyc gerictensa Wi-Fi cetn. He pekomeHayeTcs pasmelleHme co
BHYTPEHHEWN CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacrnpocTpaHeHve curHasa n ero 3atyxaHve npu npoxoxaeHun yepes peLleTky kapkaca
dhanbLunoTosika. o 3Toi Xe NnpuynHe He pekoMeHAYeTCs YCTaHOBKa 3a AepeBAHHbIM MOTO/IKOM
n B yrnyoneHusax.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl JO/MKEH NepecekaTbCs C COCeHel CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ncnosib3osaHve VolP, N0TOKOBOro BUAeOBeLLaHNsS U APYroro YyBCTBUTETbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

15
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIR pagnyc oxeara yBepeHHoro npunema todek goctyna WEP-30L n WEP-30L-Z
NpyY MOHTaXe Ha NOTOJIKE B TUNOBbLIX OPUCHLIX NnoMeLeHnax: 2.4 Iy, — 40-50 m, 5Ty — 20-30 m. MNpnu
NO/THOM OTCYTCTBUM NPensaTcTBuin pagunyc oxeata: 2.4 'y — o 100 m, 5Ty, — o 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 4 — O6was guarpaMmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T

16



Mpumep cxeMbl pacnpeaeneHns KAHa/I0B MexXy CoceHMI ToYKaMu B Ananasoxe 2.4 Ty npy wiprHe

kaHana B 20 MI'y, npuBefeH Ha pucyHke 5.

PykoBOZACTBO No akcnyatauum WEP-30L, WEP-30L-Z

PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 My,

AHa10rMYHO PEKOMEHOYETCA COXPAHATb AaHHbIVI MexXaHn3M pacnpegesnieHna KaHas10B Npu pacnos1oxXeHnn

TOUEK MeXAy aTaxamu (PUCYHOK 6).

= S =
D,

A

P VLY,

PucyHok 6 — CxemMa pacnpefeneHs KaHaoB Mexay COCeAHMMM TOUKaMU AOCTyna, PacrosIOKEHHbIMU MeXay

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyyasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
EEEChamel# (SSSSNsSy SIBNSRIBNBLI 2B56S
] I I

ATaKamun

A A A A A A A AR A A A A A A A A A A A A A A A
somiz V.V VN LV VOV VY L V)
80 MHz / \/ \ ' \ \ \ \

160 MHz

Examples of [
non-contiguous

VHTB0+80 MHz L
setup

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,

[ i
[
[

SR

TR,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MnacTHKoBLIA KPOHLLTEAH

WEP-30L

PucyHok 8 — KpenneHune KpoHLUTeliHa Ha CTeHe

a. Mpymep pacnonoxeHns NIacTUKOBOrO KPOHLUTEHA nokasaH Ha pUCyHke 8.

6. Mpwn yCcTaHOBKE KPOHLUTEHA HY>XHO NPONYyCTUTb MPOBOAA B COOTBETCTBYHOLLME Na3bl HA
KPOHLUTENHE, PUCYHOK 8.

B. COBMeCTUTE OTBEPCTMS [/1 BUHTOB Ha KPOHLUTEHE C TaKUMU XXe OTBEPCTUSIMU HA MOBEPXHOCTMU.
C NoMOoLLbi0 OTBEPTKM NPUKPENUTE KPOHLITENH BUHTAMU K MOBEPXHOCTU.

2. YcTaHOBUTE YCTPOICTBO.

a. MoakniounTe Kabenu K COOTBETCTBYIOLLMM pasbemam ycTpoiicTea. OnvcaHve pa3beMoB
npvBeAeHo B pasaene KOHCTPYKTUBHOE VCNONHEHNE.

6. CoBMeCTUTE YCTPOMCTBO C KPOHLUTENHOM M 3adIUKCUMPYIATE NOMOXEHWE, NOTSHYB €r0 BHU3.
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

4.2 YcTaHOBKa yCTpPOWCTBa Ha (dasibLUNOTONOK

@ He pexomengyeTcs pasMellieHne ¢ BHYTPeHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTannyeckuii
KapKac Bbl3blBaeT MHOr0/ly4eBOE PacnpOCTPaHEeHME CUTHasIa 1 ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNnyecknii KPOHLITENH; 2 — naHeslb APMCTPOHT; 3 — NIACTUKOBbIA KPOHLITENH; 4 — BUHTbI; 5 —
YCTPOWCTBO.

PucyHok 9 — MoHTax ycTpoicTea Ha hasibLUNOTO0K
1. 3akpenute MeTa/I/IMYECKNi 1 NNACTUKOBbLIV KPOHLITENHbI Ha NoTosKe (pPUCyHOK 9):

a. CoeiHNTE NNAacTMKOBbI/ KPOHLUTENH (3) Ha (asbLUNOTOMNKE C META/I/IMYECKUM KPOHLUTEHOM (1) B
cnegyoLemM nopsake: MeTasi/IMyecknii KPOHLUTENH -> naHeslb APMCTPOHT -> M/1aCTUKOBBIT
KPOHLUTENH.

6. B naHenu ApMCTPOHT NMPOPEXbLTE 0TBEPCTUE Pa3MepoM C OTBEPCTME META/I/IMYECKOTO
KpPOHLUTEWHA. Yepe3 AaHHOe 0TBEPCTUE 3aBOAATCA NPOBOAA.

B. CoBmMecCTuTE OTBEPCTUA Ha METaJIJTTUYECKOM KpOHLIJTeI\/IIHe, naHenn APMCTPOHT U NJ1IaCTUKOBOM
KpOHLIJTeI\/JIHe. Janee coBmecTuUTe 0TBEPCTUA A1 BUHTOB Ha N/1acTUKOBOM KpOHUJTeVIHe C TakKnmm xe
OTBEPCTUAMUN Ha METAJIJTNHECKOM KpOHLIJTEﬁHG. C nomoLupbo OTBEPTKMN COEANHUTE KpOHLIJTEI7IHbI
BUHTaMW.

2. YcTaHoBUTE YCTPOICTBO:

a. MoakntounTe Kabenm K COOTBETCTBYIOLMM pa3bemam ycTpolicTBa. OnncaHme pasbLemMoB
npvBefeHo B pasaene KoHCTPYKTYBHOE VCTO/THEHVE,

6. CoBMeCT/TE YCTPOWCTBO C NIACTMKOBbLIM KPOHLUTEHOM 1 3adhMKCMpYIATe NOMOXKEHNE,
noBopayvBasi yCTPOCTBO MO YacOBOl CTPESIKE.

4.3 TlopsAAoK CHATUA YCTPOMCTBA C KPOHLWITENHA
[na cHATMA YCTPOMCTBA C KPOHLLTENHA:

1. MNoTsHUTE YCTPOIACTBO BBEPX (PUCYHOK 8).
2. CHuUMUTE YCTPOICTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTt: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpwu ycnewHoM o6HapyXXeHnn yCTPoCcTBa B OKHe Bpay3epa 0Tob6pa3nTcs cTpaHuua ¢ 3anpocoM MMeHN
nonb3oBatens u napons. B kayectse npumepa B 4aHHOM PyKOBOACTBE npusefeH web-nHtepdelic
ycTporictea WEP-30L. EanHcTBeHHOE oTanyme web-untepgeincos WEP-30L n WEP-30L-Z 3akntouaeTcs B
Hannunmn Bknaakn Z-Wave, kotopas nmeetcs Tonbko y WEP-30L-Z. OnncaHvne gaHHo BKiagku byaet
npusegeHo B pasgene MeHio «Z-Wave».

WEP-30L

3. BBeguTe ums nonb3oBaresnis B CTPOKe «BBeAUTe NOrMH» 1 Naposib B CTPOKe «BBeAUTE Naposib».

© 3asogckue ycTaHOBKM: N0TMH — admin, naposb — password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPVHIA COCTOSIHUSA YCTPOICTBA.

ELTEX

Moru1TopHHT Radio VAP

Wi-Fi knuenHTel

WDS

CratvcTika no Tpadmky
CraHupoBaHue achupa
HypHan cobeITii
Cetesan nHdopmauma

Whdhopmauya o
pagnouHTEpdeicax

WHcpopuauma of yctpoiictee >

WEP-30L

WDS CeTeBbie HacTpoik1

Wanenve

AnnapaTHas BepcHA
3asoacxoii MAC-agpec
CepuiiHeIi Homep
Bepcua MO

PesepsHan sepcua MO
BepcuA sarpyadnia
CuecTemHoe spema
Bpews pabote

Sarpyaka LMY
Wecronsayemas namate

£ OBHoeHTL

BrewHve cepeucsl Cucrema

WEP-30L
12
68:13:E2:35:CT:10

WP52000401

13.05.2024 07:03:28
19 gu, 17:41:43

4%

_-ac_;) 177 M6aiir | 241 Maitr
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

5. Mpun HEOBXOAMMOCTN MOXHO NEePEKTUNTL A3bIK 0TO6paKeHnsa nHopmauun. Ans yctpoincts WEP-30L
n WEP-30L-Z JOCTyMHbI pycckas v aHriminckas sepcun web-nHtepdeiica.

MotutopuHr Radio VAP 'WDS CeTeebie HacTpOii BHewHue cepeucsl Cucrema (BoDog)

Wi-Fi knuenTs Wapenue WEP-30L
A a5 ;
WoS AnnapaTHar BepcuA 2
3aeogcroi MAC-agpec 6813 E2:35:C7:10
CramicTuka no Tpadwky
CepuitHeid Homep WP52000401

CraHuposanue ampa Bepeun 110

YypHan cofsmii PezspeHan sepoun MO
Bepcua zarpyzumxa
CeTeean uHopMaLns P Y

CuctemHoe Bpema 17.05.2024 08:03:34
Whchoprauws o
paanouHTepdeiicax Bpemn pabotel 4 gn. 00:18:52

Sarpyaxa LMY o
WHdbopuauwma o yeTpoicTee » arpysia L 4%
Mcnonesysian namMaTe 439 116 MGatr / 241 MaiiT

& ObHoBMTL

5.2 lMpuMeHeHne KoHurypauum n oTMeHa U3MeHeHui

1. MpUMeHeHNe KOHUrypawumm

Mpy HAXXaTUN KHOMKM 3anyckaeTcsi npoLecc coxpaHeHust koHdurypauum Bo flash-
namsTb YCTPOICTBA U NPMMEHEHNEe HOBbIX HAacTPoeK. Bce HacTpPOIKM BCTynarT B cuy 6e3
nepesarpysku ycTpoiicTaa.

B web-nHtepdeiice WEP-30L n WEP-30L-Z peanu3oBaHa Bu3yanbHas UHANKALMS TEKYLLLETo COCTOAHMSA
npouecca npuMeHeHnst HacTpoek (Tabnuua 6).

Ta6nuua 6 — BusyanbHas VHAMKALMS TEKYLLLETO COCTOSIHUSA NpoLiecca NPYMEHEHMs1 HacTPoeK

BHewHWii BUA OnucaHue CoCTOSAHUSA

lNocne HaxkaTna Ha KHOMKY «an/IMeHI/ITb» nponcxognT npouecc nNnpuMeHeHNA n

3anvcy HacTpoek B NamMsiThb ycTpoiicTea. O6 aTOM MHhopMMpPYET 3HaduoK Lol B
Ha3BaHUM BKMAKN U Ha KHOMKE «MPUMEHUTb.

OG6 yCneLHOM COXPaHEHNUN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAYOK

B HasBaHMWN BKNaaKu.

2. OTMeHa U3MEeHEHNIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «[TpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[pUMEHNTbL» N3MEHEHHbIE Ha CTpaHULEe NnapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anMcaHHble B NaMsATU yCTpoiicTBa. Nocne Haxatus Ha KHOMKY «[puMeHNTbL» BO3BPAT K NpeablayLim
HacTpoiikam 6yaeT HEBO3MOXEH.

. . X OTmeta
KHomnka oTMeHbl U3MEHEHU UMEET cneayroLIni Bua;
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

elTeX
—r
MoHuTOpHHT Radio VAP
Wi-Fi knueHTe!
WDS

CraticTuka no Tpacuky
Cranuposanie supa
HKypran cobermiii
Ceresan uHopmaLya

Whdhopmauna o
pagvouHTEpdelicax

Whdbopmauma of yeTpolictee >

8 000 Tipednpuamue “3nmexc”, 2023

WEP-30L-Z
Wagenve

AnnapatHas sepcuA
3asopncxoit MAC-agpec
CepuitHbIi HoMep
Bepecua M0

Peaepenan sepcua M0
BepcuA sarpyauuka
CucTemHoe EpemA
Bpews pabotel

3arpyaka LINY
Micnonsayeman namaTs

2 OBHOBHTE.

Tpoiiku BHalwHMe cepeic Cuctema LTS

WEP-30L-Z
2
8813 E2350510

WP52000625

13.05.2024 07-11:42
Tan 171154

5%

@ 194 MBaitr / 241 MGaiit

Bepcur 10 (Bepcus WEB.

OKHO No/b30BaTeNbCKOTO UHTepdielica pasaeneHo Ha NsATb 061acTeil:

1.

oW

Bknagkm MeHo — ans rpynnupoBKn NOAMEHIO No kaTeropusim: MoHuTopuHr, Radio, VAP, WDS, Z-Wave
(Tonbko y WEP-30L-Z), CeTeBble HacTpoiiku, BHewHue cepBuUchbl, Cuctema.
Bbi6op s3blka MHTepdpelica 1 KHonka «(BbIxoa)», NpeAHasHauYeHHas A1 3aBepLLEHUsI ceaHca paboTbl B
web-nHTepdelice nog gaHHLIM NONb30BaTENEM.

Bknafakv nogmeHo — 415 ynpas/ieHns NosieM HacTpoek.

Mone HacTpoek yCTpoincTBa — A1 NPOCMOTPaA AaHHbIX 1 KOHUrypawumu.

NHdpopmaLmoHHoe none, oTo6paxatoliee Bepcuto MO, yCTaHOBMNEHHYIO Ha YCTPOICTBE.
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

LTEX  WEP-30L

MOHWTOPHHT  Radio VAP WDS  CeTeBbie HacTpokn  BHEWHME cepsucel  CucTeMa -~ BLIXOA;

Wi-Fi KnHeHTs! > £ OOHOBHTE.

WDS

Ne WmAxocta IP-agpec  MAC-aapec MHTeppelic  Link Capacity Link Quality Link Quality Common RSSI, ABM SNR,AaE  TxRate RxRate TXBW,Mru RXBW, MMy  Bpema pa6oTkl

CTaTHCTHKZ o TRachHKy v 1 Xiaomi-12T 10.24.8045 76:2:31:98:05.ba wiani-vad 30 66 7 -50 7 VHT NSS2-MCS2 39 VHT NSS1-MCS2 195 20 20 04:51:05

CraHuposaniie ampa .
MepeaHo / NPHHATO BCero, CaiT 2058 102 / 824 031 MepeAaro ¢ owMOKamM, NakeToR 0

YKypran coBeiTuit TepeaaHo / NPHHATO BCEro, NaKeToB 6 565/ 11 243 MOBTOpLI Nepefayy 3a nocnegHuil nepuop, naketoe 1
Ceresan nhcpopuauna MepeqaHo / NPUHATO farkslx, GaiT 1916 777/ 532 653 OBLjee YHCRIO MOBTOPOB Nepejadl, NakeToe 2 393
MepenaHo / NPUHATO JaHHLIX, NakeToB 6 558 /2 380 CKOpOCTs Nepenauy f Apuena, Koutic 00
VHOpMaLKA o
panounTepdeiicax Moaynaums Mepenako nakeTos TIPMHATO NakeTos

OFDMé 9 8996 80%

ViHOpMaLR 06 YCTpoitcTae

NS$1-MCS0 0 779

NSs1-MCS1 447

0

0

7
NS$1-MCS2 234 4% 54
NSS1-MCS3 0 0
NSS1-MCS4 19 0
NSS1-MCS5 61 1
NS$1-MCS6 58 1
NSS1-MCS7 36 1
NS$2-MCS0 1222 19% 526
NSS2-MCS1 1523 23% 231
NS$2-MCS2 1676 26% 26
NSS2-MCS3 923 14%
NSs$2-MCS4 303

NSS2-MCS5 22 0%

BRI

NS$2-MCS9 32 0%

* Ne — HOMep NOAK/TIFHYEHHOrO YCTPONCTBA B CMNCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec nogKNtYEHHOro YCTPONCTBA;

* MAC-adpec — MAC-agpec NoaK/It04YEHHOro YCTPOICTBA,;

* ViIHmepdpelic — nutepdhelic B3ammogenctena WEP-30L ¢ nogknto4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TObpaxaeT 3PEeKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kaokaoin
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hmLUmeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAunn AN MakCUMa/ibHOro Tuna nss,
noAzepXX1MBaemMoro kKfimeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHg,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZIMH NakKeT A0 KNMeHTa He 6blN yCneLIHo oTrnpaBsieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOpPbI/i 0TO6paXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaBeH). 3HaueHe napaMeTpa paccunTbiBaeTcsl 3a Bce
BPEMSs NOAK/TOHYEHUS KNTNEHTE,;

* RSSI — ypoBeHb NpUHUMAEMOro curHana, gbm;
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PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBoga 60/1ee pa3BepHYTOW MHGYOPMaLMK Mo ONpeaeeHHOMY KIMEHTY BbIGEPUTE €ro B CMIUCKE.

Mofpo6HOe onuncaHve BKKYAET B cebsl criefytoLime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKMOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHto «WDS»

B nogmeHto « WDS» BbiBOAUTCA MHpOpMaLUA 0 COCTOSAHUM noakodeHHbIX no WDS Touek goctyna WEP-30L.

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

(TEX

MOHUTOPHHr ~ Radio VAP

Wi-Fi KnHeHTBI

WDS >

CTatucTika no Tpadpuky
CraHupoBaHue apupa
3KypHan coBbITHi
CeTesan uHpOPMALUA

VIHDOpMALKA 0
pannonHTEpEiicax

VIHOPMALMA 06 YCTPoiicTBe

WDS  CeTesble HACTPOMKH

WEP-30L

i O6HoBMTL

Ne  MMm xocTa  IP-aapec

BHELIHNE CEPBHCEI

MAC-aapec

Cuctema

WHTepcpeiic  Link Gapacity

Link Quality ~ Link Quality Common  RSSL.AEM SNR.AB TxRate  RxRate

~ 1 WEP-30L 10248081 e828cldach05 wlant

Tepenano / NPUHATO BCero, GaiT
MNepeaano / NPUHATO BCErO, NAKETOB
Mepenano / NpHHATO AaHHbIX, GarT

Mepenano / NPUHATO NaKHbIX, NaKkeTos

90 (not changed) 100

53934 606 /4 938 701
158 090/ 21 493
48384 767/ 2 366 142

150 161/ 13 564

Mogynauns
Dsss2
OFDMé
OFDM24
OFDM36
OFDM48

OFDM54

Mepenaro nakeTos
2

7929

5

14

2311

146710

99

s v 2 2 9 g

63/-61  19/19

MepeaHe ¢ OLMGKaMH, NakeTos
MoBTOPLI NEPEAAYYM 33 NOCNEAHHI NEPHOA, NAKETOR
OBluee $HCRo MOBTOPOS Nepenatn, nakeTos
CropocTs nepenayn / npiena, KOuT/c
MpHATO NakeTos
0 0%
7936 37%

OFDM 54 VHTNSS2-MCS6 117 20 20

o

o

2881

3/0

TXBW, MMy RXBW, MMy Bpems pa6oTel

11:03:15

NSS1-MCS4
NSS1-MCS7
NS52-MC S0
NS§52-MCS1
NSS2-MCS2

0

[

o

0

15 0%

0

0

1

1

NSS$2-MCS3 [}
4

o o o o o o o
S 8 8|8 8 8 8
o
=]

NSS52-MCS4

Ne — HOMep MOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YyCTPONCTBa;

IP-adpec — IP-afpec NoaKt0HEHHOro YCTPOICTBE,;

MAC-adpec — MAC-agpec nok/1t04eHHOro yCTpOnCTBa;

Vinmepgpelic — nHteppeiic B3anmogeiictena WEP-30L ¢ nogxntoYeHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIi 0TO6paxaeT 3P(EKTUBHOCTb NCMONb30BaHNA TOYKOWN JOoCTyna
MOAYyNALMKN Ha nepegady. PaccumTbiBaeTcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOZAY/NSILUMKN [0 KMEHTA, N MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NoALEPXMBAEMOrO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbI/i 0TOGPaxXaeT COCTOAHME INHKA A0 K/IMEHTA, pacCyMTaHHbIA Ha
OCHOBaHMW KO/INYECTBa PETPAHCMUTOB MaKeTOB, OTMNPAaB/IEHHbIX K/IMEHTY. MakCMasibHOE 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPABUIUCH C NEPBOWA NOMbITKN), MUHMasIbHOE 3HadYeHne — 0% (Hu
OAVH NMakeT A0 K/IMeHTa He 6bl/1 yCMeLHo OTnpas/ieH). 3HaYeHre napamMeTpa paccumTbiBaeTcs 3a
nocnegHve 10 cekyHz,

Link Quality Common — napameTp, KOTOpbIii 0TOGpaXaeT COCTOSIHUE SINHKA A0 K/IMEeHTa, pacCUMTaHHbI
Ha OCHOBaHWM KONNYeCTBa PETPAHCMUTOB NaKeTOoB, OTNPAaB/IEHHbIX KNEHTY. MakcumansHoe 3HayeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUIUCH C NEPBOIA NMOMbITKM), MUHUMasIbHOE 3HadeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHO OTNpaB/ieH). 3HaYeHre napameTpa paccunTbiBaeTcs 3a Bce
BpeMs MOAK/TIIOYEHUS KNNEHT],

RSS! — ypoBeHb NpyHMMaeMoro curHana, abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHa/IbHas CKOpPOCTb nepegayun, Méut/c;

RxRate — kaHanbHasa CKOpOCTb Npuema, Mout/c;

TX BW — nonoca nponyckaHus Ha nepegadve, My,

RX BW — nonoca nponyckaHus Ha npueme, MIu;

Bpewmsi pabombl — BPeMS COEANHEHNS.
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[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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5.4.3 ToameHto «CTatnUcTuKa no Tpaduky»

B nogmeHio «CTaTucTUKa No TpacdhmKy» oTo6paxaroTcs rpadimkm CKOpPOCTW NepeaaHHoro/noy4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢

MOMEHTa BK/TIOYEHUA TOYKM AO0CTYyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku

06HOBNSAETCA Kaxapble 6 CEeKyH.

c(TEX

MOHWTOPUHT  Radio VAP

Wi-Fi KTMeHTSI

wDs

CTaTUCTHKA MO TPadHKy >
Cranvposatne adupa
HypHan coBbiTuit
Ceresan uHpOpMALR

ViHepopmaLy o
pagvouHTEppeiicax

VHopuaya o6 yeTpoiicTee

WEP-30L

NDS  CeTeBble HACTpOIKM  BHellHue Cepeucsl  Cuctema
WLAND Tx/Rx bps
Ru 0 bps (max: 0 bps)
® Tx 0 bps (max 0bps)
bps
[
0
0
0
0
0
0
0
0
0
0
0
0
0
0

L e e e e LA e E — T T T T T T T 7T T
727 11739 1751 1101803 1101815 1191827 111839 111851 111903 1S5 191927 111939 1111951 112003 112015 112027 ts
WLANT TORX bps

Rt 0 bps (max: 0 bps)
® Tx 0bps (max. 0 bps)

727 1017:30 MA751 119803 1018115 1191827 114230 101851 111903 191815 11:10:27 111930 1111951 11:20:03 1120145 112027 s
LAN Tx/Rx Kbps

Rox: 15.7 kbps (max: 33.8 kbps;
@ Tx 165 kbps (max 17.3 kbps)

oO—F——7—7—T 777 T T T T T+ T T T T T T T T T T T T T T T T
HAB03 14845 114827 101839 104851 H1903 1945 101927 111939 111851 112003 1120415 112027 112039 112051 112103 ts

MNepeparo v

TpUHATO v
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

MepenaHo v
WnTepdeiic Bcero naketos Bcero 6aiiT OTBPOLIEHO NAKETOB Owuskn
LAN 4822 5618468 0 0
WLANOQ 0 0 0 0
WLAN1 0 0 0 o
eth0.200 3223 3776891 0 o]
wlan0-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wilanQ-va2 0 0 0 0
wilanQ-va3 0 0 0 0
wilanQ-vad 0 0 0 0
wlan0-va5 0 0 0 o]
wlan0-vaé 0 0 0 o]
wlan1-va0 0 0 0 o]
wlan1-val 0 0 0 0
wilan1-va2 0 0 0 0
wilan1-va3 0 0 0 0
wlani-vad 0 0 0 0
wlan1-vas 0 0 0 0
wlan1-vaé 0 0 0 o]
OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca;

* Bceao nakemos — KOJIMYEeCTBO YCMeLHO NPUHATLIX NakeTos;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aiT;

* OmO6pOoWeEHO rnakemos — KOJIMYEeCTBO NakeToB, OTOPOLLEHHbIX MPY NOyYEeHUY;

* OwWubKuU — KO/IMYECTBO OLLMOOK.

[ Mpuhato v
WnTepdeiic Bcero nakeTos Beero BaiiT OTEpOLWEHD NakeToR Qwnsku
LAN 33547 3650608 0 0
WLANO o] 1] 0 0
WLAN1 o ] o 0
€th0.200 13243 1337547 o 0
wian0-va0 0 0 0 0
wian0-vail 0 0 0 0
wilan0-vaz 0 0 0 0
wilan0-va3 o] 1] 0 0
wilan0-vad o] 1] 0 0
wian0-vas 0 0 o 0
wian0-va6 0 0 o 0
wian1-va0 0 0 0 0
wiani-vail 0 0 0 0
wilani-va2 o] 1] 0 0
wilani-va3 o] 1] 0 0
wian1-va4 0 0 o 0
wilan1-vas 0 0 o 0
\_wiani-vab 0 0 0 0

28



5.4.4 TogmeHwo «CkaHMpoBaHue adompar

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v

o6HapyXeHne coceiHUX ToUek AocTyna.

MOHWUTOPKHT Radio VAP WDS CeTeBble HaCTPORKKH
Wi-Fi KnMeHThl
WDS
24rTy 51Ty
CTaTMCTHES N0 TpadMKy
OwanasoH 551D
CraHupoBaHue adupa »
241y
ypHan cobbiTuin
24r1Ty
CeTesan MHpopMaLmna
241y
WHdopmama o
Pop L{ 240y
panHouHTepdeRcax
240y
MHdopmauma o0 ycTpoiAcTee
2401y
24r1Ty
241y
240y
240y
2401y
241y
241y
240y

BHELLHWE CEPBUCHI Cuctema

Pexum
6230NACHOCTH

Open
Open
Open
Open
Open
Open
Open
Open
WPA2
WPA2
WPAZ
Open
Open

WPAS_1X

MocnenHee ckanupoeaHue Owino 13.05.2024 08:06:30

MAC-agpec

68.13.E2:0F:94.E5
6813 E2:0F:94:E3
6813 E2:0F:94:E4
68:13:E2:0F:94:E6
6813 E2:0F94:E7
6813 E2:0F:94:E2
EB:28:C1:F7:80:75
E8:28:C1.F7:80:74
68:13:E2:35:EB:N
6813 E2:0E:8A1
6813 E2:0E:8A13
68:13.E2:1B:6B:43
68:13:E2:1B:6B:44

658:13:E2:03:1A:61

Kanan /
LnpuHa

6/20
6/20
6/20
6/20
6/20
6/20
1/20
1/20
1/20
6/20
6/20
6/20
6/20

6/20

n - (BbIX0M,

RSS5I1, gEm

-28

-29

-29

-30

-30

[nsi 3anycka npoLiecca CKaHMpPoBaHWs aghupa HaXMMTe Ha KHOMKy «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSIBUTCS CNMCOK 06HaPYXEHHbIX B paanoadmpe Touek AocTyna u MHpopMaums 0 HUX:

+ lNocsiedHee CKaHuposaHue 6b1/10... — garta n Bpemsd nocsiegHero CKaHMpoBaHus,;

+ [uana3oH — yka3biBaeTcs gmanasoH 2.4 'y nnn 5 'y, B KOTOPOM 6bls1a 06HapyXXeHa Touka A0CTyna;
« SSID — SSID o6HapyXeHHOI TOYKM A0CTYyNa;

* Pexxum 6e3onacHocmu — pexunM 6e30nacHOCTV 06HAPYXXEHHOI TOUKM 10CTYNa;

* MAC-adpec — MAC-agpec o6Hapy>XeHHOI TOUKM A0CTYyna,;
* Kanasi/lLlupuHa — pagnokaHasl, Ha KOTOpoM paboTaeT 06Hapy)XeHHast Touka JOCTyna;
* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaT 0BHAPYXXEHHOM TOUKM AOCTYyna, ABM.

© Bo Bpems ocylecTBAEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IIOUEH, UTO

npvBeAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BpEMSI CKaHUPOBaHNS.
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5.4.5 MoameHto «KypHan cobbITU»

B noameHo «)XKypHan co6bITUii» MOXHO NMPOCMOTPETL CMUCOK MHDOPMALMOHHBIX COOBLLEHWI B peasibHOM

BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

el TEX

IMOHWTOPUHT Radio VAP

Wi-Fi KNKeHTHI

WD

w

CTaTMCTHKA NO TpachuKy
CKanupoBaH1e ahupa
JKypHan cobbITui >
CeTeBas MHpOpMaLma

MHdopmauma o
paguouHTEpteiicax

WMHthopmauwna of ycTpoiicTee

WEP-30L

WDS

CeTeBble HACTPOMKM

= OGHOBHTBL

[aTa v BpeMsA

May 13
08:06:30

May 13
08:06:30

May 13
08:06:04

May 13
08:06:04

May 13
07:49:15

@ O4MCTHTE

Tvn

daemon.info

daemon.info

daemon.info

daemon.info

authpriv.info

BHELIHWE CEpBUCHI

Mpouece

scanwlan[1712]

scanwlan[1712]

scanwlan[1712]

scanwlan[1712]

weblogin[1268]

Cuctema - (BBIXOZ)

CoobleHne

scan on interface 'wian' finished

scan on interface 'wian0' finished

start scan on interface 'wlant'

start scan on interface 'wlan0'

pam_unix(weblogin:session): session opened for user admin

Jama u spemsi — nara n Bpems, Korga cobbiTve 6b1/10 CreHeprpoBaHo;
Tun — KaTeropus 1 ypoBeHb BaXKHOCTU COObLITUS;
lpoyecc — vms npouecca, CreHepupoBaBLLEro CO0OLLEHNE;
CoobweHue — onncaHue cobbITus.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU COObITUIA

YpoBeHb

0

UpesBblyaiiHble (emergency)

Tun BAXXHOCTU COOGLLEHUNIA

CurHanbl Tpesoru (alert)

Kputnueckue (critical)

Oww6ouHble (error)

MpegynpexaeHns (warning)

YBegomneHus (notice)

MHdopmaumoHHble (informational)

OTtnagouHble (debug)

OonucaHue

B cucteme npouv3solusnia Kputmuueckas owmneka,
cucTema MOXeT paboTaTb HenpaBu/ibHO

Heo6xoaMmMo HeMea/ieHHOe BMELLaTe/IbCTBO B
cucrtemy

B cucTeme npousoLusia Kputuyeckas olmnbka
B cucteme npousoLuna owmbka

MpenynpexaeHve, HeaBapuintHOe coobLLeHne

YBefomMieHne CUCTeMBbI, HeaBapMﬁHoe coobueHune

NHgopMaLMoHHbIe COOBLLEHNS CUCTEMBI

OTnafouHble COObLLEHMS NPeOCTaB/IAT
nonb30oBaTesto MHpopMaL o 4715 KOPPEKTHO
HaCTPOWKM CUCTEMbI

[n15 nonyyeHns HOBbIX COOOLLEHUIA B XXypHasie COObITUI HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbL».

Mpy HEOGXOANMOCTI BCE CTapble COOBLLEHUS U3 XXYPHaIa MOXHO YAauTb, HaXKaB Ha KHOMKY «OUMCTUTb».
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/IAETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

eLTeX

MeHuTopHHT Radio VAP

Wi-Fi knnenTel

WDS

CratncTika no Tpadmxy
Cranvposanue scupa
HypHan cobsmii
Cetezan uHbopmauya »

Whchopmaumr o
paguonHTepdeiicax

Mudbopmauma of ycTpolicTse
!

WEP-30L
WDS CeTeekle HACTPOKM BHewHne cepancel Cucrema
Craryc WAN
WhTepoeiic brd
Mpotoken DHCP
|P-agpec 10.24.80.41
MpunaTo 932 1 Kbair (954 480 Baiit)
Mepepako 968.2 Kbait (991 436 Baiit)
Ethernet
CocToAHue nopta Up
CropocTe 1000
Hynnexc Full
ARP v
Na IP-agpec MAC-anpec
0 10.24.80.1 E0:DIE3-E8E1:40
1 10.24.80.45 D&:5E:D3:60:AD:F2
MapwpyTsl v
Ne Wutepdeic Hazna4exune LWnwoz Macka
0 br0 0.0.0.0 10.24.801 0.0.00
1 br0 10.24.80.0 0.0.0.0 255.255.255.0

Dnaru

uG

BbX04)

Craryc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/1 — NPOTOKO/, UCNob3yeMblid ansa aoctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [IpuHSIMO — KONUYecTBO NPUHATLIX HA WAN 6aiT;

*+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue rnopma — coctosiHue Ethernet-nopta;
+ CKkopocmb — CKOPOCTb NoAkntoyeHus no nopty Ethernet;
* [ynnekc — pexvm nepegayv faHHbIX:
* Full — nonHbIi gynnekc;
* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;

+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MlHmepdpelic — nms bridge-nHtepgeiica;

* HasHaueHue — |P-agpec xocTa uiv noAceTy HasHaueHwsl, 40 KOTOPbIX YCTaHOB/IEH MapLUpyT,;

* LLmo3 — IP-afgpec LW03a, Yepes KOTOpPbI OCYLLECTB/IIETCA BbIXOA Ha afpecara;

* Macka — Macka nogceTu;
* @nazu — onpefeneHHble XxapakTepUCTUKN 4aHHOro MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3auum, paboTaroLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefywmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB

WEP-30L.

PagnovHTepgelicbl TOUKM AOCTYNa MOryT HAXOAUTLCA B ABYX COCTOAHMAX: «BKIOYEHO» N «BbIKIOYEHO.
CTaTyc Kaxgoro 13 pagmonHteptencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaTyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /I Ha AaHHOM paguovHTepdelice BK/IOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguonHTepdeiice nmeetcs xoTs 6bl ogHa akTueHasi VAP, Radio 6yaet

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

=LTEX

MoHUTOPHHT Radio VAP

Wi-Fi knuexTsl

WDS

Cram achiey

CramicTuka no Tpaduky

Cranvposarue 3dupa

HypHan cobsmai
Caran

Cetesan nHopmaLua

Whchoprmauma o
paguouHTepdeiicax >

HepopmaumA ob yeTpoiictae
A ¥

WEP-30L

Radio 24Ty
Cramyc
MAC-agpec
Pexgam
Radio 51Ty
Cramyc
MAC-agpec

Pexgama

WDS CeTesble HACTPOKM BHelwHWe capemcel Cuctema

BuikniousHo
68:13:E2:35:C7:10

IEEE 802.11b/g/nfax

BuikniousHo
6813E2:35CT18

IEEE &02.11a/n/acfax

HaxoguTbCA B cTatyce «BknoyeHo», tHaye — «BbIKNUYEeHO».

B 3aBucMMOCTM OT cTaTyca Radio ansi MOHMTOpPUHIA AOCTyNHA CneaytoLas MHOPMaLMS:

«BbIKNOYEHOY:

« Cmamyc — cOoCTOsiHVEe paanonHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
« Pexxum — pexxum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNOYeHoy:

« Cmamyc — cOoCTOsiHVEe paguonHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;
* KaHasn — HoMep 6ecnpoBOAHOrO KaHana, Ha KOTOPOM paboTaeT paanonHTepdec;

* LlupuHa kaHasa — WMpUHA NoJI0Ckl YaCTOT KaHasa, Ha KOTOPOM paboTaeT paavonHTepdEiC.
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5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «<MIHpopmauusa 06 ycTpoicTBe» 0TOOpaxeHbl OCHOBHbIe xapaktepuctukn WEP-30L.

ELTEX  WEP-30L

MoHUTOpHHT Radio VAP WDS CeTeBLie HACTPOKY BHellHWe cepeuchl Cuctema -~ (ebixom)

Wi-Fi knveHTe! Wznenue WEP-30L
WDS AnnapatHan Bepcna w2

3aeogckoi MAC-anpec 68:13:E2:35:CT:10
CramacTika no Tpadmey

CepuiHeli Homep WP52000401
Cranuposanue athmpa Bepeus N0
HWypHan coBermuit Pezepexan eepeua MO

Bepcna sarpyaquka
Cetesan wHchopmaLyua pei 3arpy

CucTemHoe Bpema 14.05.2024 04:57:20
Whdpopmauma o
pagnonHTepdeicax Bpema paboTe: 0 an, 21:12°37

MrchopuaLpa ob yeTpolicTee » Sarpyara LY 3%

Mecnonkayeman namMATe 459 113 MBait / 241 MoaiT

& OBHoBMTL

* MI30es1ue — HaMeHOBaHNe MOAENN YCTPONCTBa,

+ AnnapammHdasi Bepcusi — BepCcus annaparHoro obecneyeHns yCcTpoicTsa;

« 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMep — CEPUiAHbIA HOMEP YCTPONCTBA, YCTAaHOB/NEHHbIV 3aBOAOM-U3rOTOBUTENEM;

* Bepcusi 1O — Bepcus nporpaMmmMHOro obecneyeHns yCTponcTea;

* PesepsHas sepcus 10 — npefblgywias yctaHosneHHas sepcus MNo;

* Bepcusi 3a2py3yuka — BepCcusi NporpamMmmHoOro obecneyeHuns 3arpysyvka ycTponcTaa;

+ CucmeMHoe BpeMs — TeKyLlue BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — Bpems paboTbl C MOMEHTA MOC/IeAHEr0 BKOYEHMS WX Nepe3arpyskn yCTPOCTBa;

+ 3aepyska LIy — cpegHuii NpOLEHT 3arpy3ku npoueccopa 3a nocnegHue 5 cekyHs;

* Ucrnonb3yemasi namsimb — NPOLEHT NCMONb30BaHNA ONepaTUBHON NamMATH YCTPOUCTBA.
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5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

=LTEX  WEP-30L

MosuTopuHT Radio VAP WDS CeTeBsle HaCTpOIikM BrewwHne cepemcel Cucrema - (ec0g)

Radio 2.4 Ty > ObLme
Radio 5 My Pestam IEEE 802.11b/g/n/ax v

[JononHuTensHo AsTomatideckni esibop
KaHana

O'paHMUH_:\ CNUCOK KaHanoe

UupuHa kanana, My 20 v

MoluHocTe curiana, abm 16 v

* Pexxum — pexum paboTbl MHTepdelica cornacHo cnegyrowmm ctaHaapram:

IEEE 802.11ax

IEEE 802.11n/ax

IEEE 802.11b/g

IEEE 802.11b/g/n

IEEE 802.11b/g/n/ax

+ Asmomamuuyeckuli 8bI60p KaHasa — Npu yCTaHOBIEHHOM donare Touka byaeT aBToMaTnyecku
BblGMpaTb HAaMMeHee 3arpyXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCH AO0CTYN A1 YCTaHOBKM CTaTU4ecKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegayun faHHblXx;

+ O2paHuyums CrucoK KaHasio8 — Npu yCTaHOBIEHHOM chiare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTesieM CrMCOK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTaHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounini KaHan u3 BCeEX AOCTYNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 2.4 I'u; 1-13;

+ WupuHa kaHana, MMy — wmnpmnHa nNoaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa A0CTyna,
npuHmMmaet 3HaveHnsa 20 n 40 MIru;

+ OCHOBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/TbKO MPY MPOMYCKHOW CNOCOBHOCTN CTaTU4eCKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MIMu MOXHO cuMTatb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHMyaT B HaCTOTHON o6nacTu. 3TK ABa kaHana
20 My, Ha3bIBaKOT NEPBUYHBLIM U BTOPUYHBIM KaHasiaMmu. MepBUYHbIA KaHast UCNOoJb3YeTCs KIIMeHTamu,
KOTOpble NoAAePXNBAIOT TOMIbKO NOJIOCY NponyckaHusa kaHana 20 Mry;

+ Upper — nepBu4yHbIM KaHasloM OyaeT BepxHuin kaHan 20 My, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M ByaeT HMKHWUIA KaHan 20 MMy B nonoce 40 My,

* MowHocmsb cueHasia, 0bm — perynupoBka MOLWHOCTM curHana nepegaryunka Wi-Fi B gbm. MpnHnumaet

3Ha4eHune ot 0 go 16 abm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LononHUTENLHO v

0OBSS Coexistence
KauansHas CKopocTk Nepenaqm Auto v
KOpOTKWA 33LUWMTHBIA MHTEPBEaN
STBC O
NepHon oTNPasKkK CyKeOHbIX COOBILEHHA, MC 100
Mopor (parMeHTaluu 2346
Mopor RTS 2347
Arperauumsa
KopoTkaa npeamdyna
LLeiinep Broadcast/Multicast. naw'c O
WIi-Fi Multimedia (WHM)
Peskum padotel DHCP Snooping gnore v

BKmiounTe Q0S (]

+ OBSS Coexistence — pexum aBTOMaTU4YeCKOro YMEHbLUEHMWS LUMPWHbI KaHana npuv 3arpy>XeHHOM
paanoadgupe. MNpy ycTaHOBNEHHOM hriare pexuM BK/OYEH;

* KaHasibHasi ckopocmb nepedaqu — (OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensiemas cneymgukaumamm ctaHgaptos IEEE 802.11;

+ Kopomkul 3awyumHbIl uHmMepsas — NoAAEPXKKa YKOPOUEHHOro 3alMTHOrO MHTepBasia. Touka gocTyna
nepefaeT AaHHble, UICNOosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTaMu, KOTopble Takke NOAAEPXKMBAOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTOo4 NPOCTPaHCTBEHHO-BPEMEHHOMO G/I04HOIO KOAMPOBAHUS, HanpPaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbixX. MNpu ycTaHOBNEHHOM dhnare yCTPOMNCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO HE NepefaeT OAMH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;
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lMepuod omnpasku c/y»xebHbiX coobweHUl — Nnepuog nocbinku Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHnsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpOKoBELWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukm o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNsS
Ana Bolbopa:
* ignore — obpaboTka onuuun 82 oTK/I0YeHa. 3HaYeHNe Mo YMO/TYaHWIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusi napameTpa Ha uMs SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napameTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (®on) 5 15 . 1003 v 0

Data 2 (Best Effort)

&)
o
-
=2}
@
-
o

Data 1 (Bugeo) 1 - B

Data 0 (Tenoc) 4 3 v 7 v 47

Station EDCA Parameters
Ouepege AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

w
o
“
o
=]
o
“
=]

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2

w
-
~
-
IS
a1

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs OT TOUKM
A0CTYyNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 48 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKas NPOMyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHenpropuTeTHas o4epe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZepxka. B faHHyt0 ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHMMasbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3aepPXKN. B faHHO
oyepeam aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpema oxugaHusi Kaapos (dpeliMoB)
OaHHbIX, U3MepAEeTCcs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cWMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXunaaHus nepes NoBTOPHOW OTNpaBKoW Kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHue BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/mMKHO 6bITb 60/1bLIE 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUK K/IMeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayun — nHTepsas BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMs MeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcMmasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB CTaHLUMM KnneHTa (Tpadmk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku aocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

el TEX WEP-30L

MoHUTOpHHT Radio VAP WDS CeTeBble HaCTPOWKN BHellHwe cepeucs! Cuctema - BbIX0[)

Radio 2.4 My OBme
Radio 51Ty > Penam |EEE 802.11a/n/ac/ax b

[ononHUTENEHO ABTOMaTHYECKMIA BEIGOp
KaHana

O'paHIr‘NH_s CNUCOK KaHanoe

Wupura kaxana, My 20 v

MolHocTe cirHana. abm 19 v

* Pexum — pexuMm paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |[EEE 802.11ax
+ IEEE 802.11a/n/ac
+ |IEEE 802.11a/n/ac/ax

* ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HaMeEHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTaTUYeCKoro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepefayvn faHHbIXx;

+ O2paHuyumse CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHUYeHHbI Nob30BaTeNEM CMNCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4YKa gocTyna 6yaet BbiompaTtb pabounii KaHan 13 BceX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHasnbl gnanasoHa 5 N'uy: 36-64, 132—-144, 149-165;

* llupuHa kaHasna, My — WwnpmnHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UmMaeT 3HadveHus 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYECKN
3a/laHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nacTu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHal UCNOMb3YeTCs KNNeHTaMu, KOTOpble NOAAEPXKMBAIOT TOSbKO
nosaocy nponyckaHusa kaHana 20 My,

« Upper — nepBnYHbIM KaHanoMm ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHaI0M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 Mru,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnmaet

3HadeHne ot 0 oo 19 abwm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOAM/IOCH HUKAKMX HACTPOEK, N0 YMon4yaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LJononHnTenesHo v

OBSS Coexistence

KaHaneHas CKopocTh Nepeaaqu Auto hd

MNoanepxka DFS BrNO4EHD v
KOpOTKMIA 33WWMTHBIA WHTEpPBAN
STBC OJ
Mepwom, oTNpaskK cnyxedHbix COODIWEHMA, MC 100

Mopor dparmeHTaLmMu 2346

Mopor RTS 2347
Arperauua
Kopotkaa npeamdyna
Llleiinep Broadcast/Multicast, naw'c O
Wi-Fi Multimedia (WMM)

Pexum padoTsl DHCP Snooping gnore v

BKMIOYHTE QOS O

+ OBSS Coexistence — pexum aBTOMaTtM4eCKoro yMeHbLUEeHUS WNPUHBLI KaHana Npu 3arpyXeHHOM
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dh/1are pexxnm BK/IHOYEH;

* KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaA CKOPOCTb 6eCnpoBOAHON nepefayn AaHHbIX,
onpegensiemas cneyndgukaumamm ctaHgaptos IEEE 802.11;

+ Noddoepxxka DFS — mexaHn3m AMHaMNU4YeCKOro Bblibopa YacToTbl. TpebYeT OT 6eCnpOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNS KaHa10B, COBNaatoLmx ¢ KaHasiamu, Ha KOTOpbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MexaHn3M Bblk/itodeH. DFS-kaHasibl He JOCTYNHbI 415 BbIO6OPa;
* BK/1l04EHO — MeXaHU3M BK/IHOYEH;
* [MpuHyoume/ibHO — MexaH13M BblktoveH. DFS-kaHanbl 4OCTYNHbI /19 BblGopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNpu ycTaHOBNEHHOM dhiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4WH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiXx coobweHUl — Nnepuog Nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256—2346, no
yMoO4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NUMAUT
AN LULMPOKOBELLATENBHOTO Tpadgvka B NOsSIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukmi o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu Bbibope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KoTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napamMeTpa He 3afaHo, Touka dyaet
n3meHsTb RID Ha 3HayeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6Op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
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* Brksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIiKM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 -

Data 0 (Tonoc) 1

Station EDCA Parameters

Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) 3 15 v 1023 v o

Data 1 (Buaeo) 2 7

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepesaeTcs oT TOUKM
[0CTYyNa K KNMeHTy):

+ Ouepedb — nNpeponpeseneHHble ovepean 418 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbicOKasi NPOMyCckHasi CNOCO6HOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeHenpropuTeTHas ouepe/b, CPeaHsa NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyto ovepeb oTrnpasniseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS oYepefb, MUHMMasIbHbIE 3a4epXKn. B AaHHO
ouepean aBTomaTMyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

+ Data 0 (lF'os0c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomMmaTMyecky obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolP, notokoBoe Buaeo (nproputetsbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepseTcs B cnoTtax, NpUHUMaeT 3HavyeHns 1-255.

* cwMin — Hayas/IbHOE 3HaYeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaercsa B MAIINCEKYHAAX, NpuHUMaeT 3HadveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3agaercsa B MAWIINCEKYHAAX, NpuHUMaeT 3Havernna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/mKHO ObITb 60/bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMo/sb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUK K/IMeHTa
[10 TOYKM gocTyna. Bo3MOXHOCTb nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMs MeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K ToUke 4oCTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnuua HacTpoeKk napamMeTpoB CTaHUMM KnneHTa (Tpadmk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.5.3 MoameHto «onoNHUTENBHO»

B nogmeH1o «[LoNnosIHUTENIbHO» OCYLLIECTB/IAETCA HAaCTPOWKa AOMONHUTEbHbIX NapaMeTpoB
paavonHTepencos ycTpocTea.

eLTeX

MoHUTOpWHT Radio VAP

Radio 2.4 [Ty,

Radio 5Ty,

WEP-30L

WDS CeTeBble HACTPOIKKM

LONONHUTENEHD

Crpana

HonenHurensHo >

nobankHan W3cnALMA

-

BHeluHWe cepeuckl

Poccua

w

Cucrema

[J PaaGnoxuposare

(Bbixoa)

+ [NpyumeHuTs x OTmesa

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOii paboTaeT Touka gocTyna. [Ans Bbibopa CTpaHbl HY)XHO
BbICTaBUTL chnar «Pa36rokMpoBaTb». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HaYeHWs1 GyayT NPYMEHEHbI
OrpaHNuYeHNs K NOM0Ce YacToT M MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMUCOK JOCTYMHbIX YAaCTOTHbIX KAHa/I0B, YTO B/IMSIET HA
aBTOMaTUYecKuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHe
JMLEH3MPOBAHO A5 UCNO/b30BaHUs B 1PYrOM PervoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOI AOCTyna
B TAKOM C/ly4yae He yjacTcs.

€@ Hactpoiika nokanbHbIX (PErMoHaNbHBIX) OrpaHnyeHNii, BKlouas paboTy Ha paspeLLeHHbIX
YACTOTHbIX KaHa/Iax 1 BbIXOAHOM MOLLHOCTU, AB/IIETCS OTBETCTBEHHOCTHI0 MHCTAN/IATOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6G/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

« [106anbHasi u3o/1sIyusi — NPV YCTAHOB/IEHHOM dolare BK/TUAETCA M30MALMS TpadmKa Mexay
KnneHTamu pasHbix VAP 1 pasHbIx paanovHTepdeiicos.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcs HacTpolikn Bcex VAP Ha pagnonHTepdeiicax Radio 2.4 'y, 1 Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

L TEX  WEP-30L

Mowutopnar  Radio VAP /DS~ CeTeEbie HACTPOMKM  BHEIUMWE CEPBMCH  CMCTEMa - (bixon)

Cymmapro > 24My 5y

24TTy Peam
Pexum TpaHcnupoBaTL Band VLAN General HsonaAuma
5y VAP  BknwueHo §e3onacHOCTH VLAN ID SsID SSID Steer Trunk Mode General VLAN ID  aGoHenToB

VAPD [ Buinioueno WERSTL BOEE

VAR [ Binriueno WEP-30L_2 4GHz.

VAP2 [ Brimioueno WEP-30L_2 4GHz-2

VAPZ O Blinrsero WEP-30L_2.4GHz-"

b

TMokasaTs BCE

* VAPO-VAP6 — nopsifikoBbIi HOMeP BUPTYa/IbHOWN TOYUKM AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTYyaUibHas TouKa AOCTyNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* Pexum 6e3onacHocmu — TN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/IbHOW TOUKe A0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHuMaTbes MeTka npu nepegadve tpaduka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKHOYEHO BelaHue B adonp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl PYyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagvonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢hiare aboHEeHTY nepefaeTcs TermpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM (hflare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadgvka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka u Tpadmk atoro VLAN nporiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (piare BK/THOUYeHa U30/14LuMa Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.6.2 lMoameHto «VAP»
(TEX  WEP-30L

MoHHTOpHHT Radio VAP WDS CeTesnhie HacTponkK EBHELUHWE CepBEMCHI CucTema - (Bbixoa)

CynmmapHo VAPD VAP WAPZ VAP3 WVAP4 \APS VAPG
24TTuy> OBLME HACTPORKM

5y BrniodeHo

VLAN ID
S5ID WEP-30L_2.4GHz

TpaHcnvpoeaTs SSI0
Pestm Band Steer
WLAM Trunk
General Mode
MzonAums aSoneHToE
Nopaepsra 302,11k
Pennukaumra Mulficast

MpwopuTeT DSCP w

Pezxaim Minimal Signal

MakchmanbHoE KOMMYECTED 1]
KIMEHTOE

Pestan Ge30MacHOCTH BrikntoseHo v
Manaepsxa 802 11r

Pessaam OWE Transition none v

O6uime HaCTPOIKK:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTyaUibHasA ToukKa AOCTyna BK/IOYEHA, NHaYe — BbIK/THYEHE;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB 6yaeT HaBelwumBaTbes MeTka VLAN ID (npu otkntoueHHoMm pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu ycTaHOBMEHHOM chriare BKAKOYEHO BellaHune B adimp SSID, nHave —
BbIK/IHOYEHO;

+ Pexum Band Steer — npu ycTaHOBEHHOM ¢hiare akTMBHO MPUOPUTETHOE NOAK/MIOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl YYHKUUN HYXXHO co3faTb VAP ¢ ognHakoBbiM SSID Ha KaxaoMm pagnonHTepdelice un
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npu ycTtaHoBNeHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM chnare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKNtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaeT cHuMaTbcsl MeTka, 1 Tpadmk atoro VLAN npoiget Ha
KnveHTa 6e3 Tera. [pu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IKOYEHA N301AuuMa Tpadouka Mexay KnneHtamu
B npegenax oaHoii VAP;

*+ lMooddepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHaapToB 802.11k/v Ha BUpTyasibHOW TOUKe AOCTYNa;

« Pennukayusi Multicast — npu yctaHoBneHHom cpnare Multicast-Tpadpvik B CTOPOHY K/IMEHTOB 6yaeT
npeobpa3oBbiBaTbCA B Unicast 40 Kax4oro kveHTa, Npu OTK/II0YEHHOM — NPOX0oAuTh 6e3
mMoAaundprKaLmii;
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* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nosns DSCP 3arosnoeka IP-naketa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy yctaHOBNeHHOM hniare doyHKUUSA OTKIo4eHns knnenTtckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOoAunT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe ypoBsHs cueHasa rpu poymuHae — ypoBeHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasia». ecnu «MuHUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/1104EHO — He UCNO/b30BaTh LWMIpOoBaHMe 415 nepegayn AaHHbIX. Todka AOCTynHa ANs
NOAKN0YEHMA NOOro KNneHTa. 1A cetell OTKPbITOro TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMPoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbliX N0 He3alNLLEHHOW CeTU.

Mpwn 3TOM OT No/b30BaTENEN HE TPEOYETCA KaKNX-TO AOMNOMHUTENbHbIX AEACTBUIA 1 BBOAA Napons
ANs nogkntoyeHns K cetu. Mpu Bbibope faHHOro pexnma oTobpaxaeTcs HepegakTupyemoe

none «Pexum OWE Transition'», yka3blBatoLLiee MHTEPEIC C OTKPbITLIM TUMOM LIMGIPOBAHNS, C
KOTOPbIM HaCTpOEeHa CBA3HOCTb B TEKYLLWI MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXuBawLnmMm ayteHTudmkaumio OWE. Mpu nonbITKE NOAKAOYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexxunm OWE transition», knneHT, nogaepxusatowimii OWE, nogkniountcs K uinddpoBaHHOM
CETU, HACTPOEHHOI Ha YKadaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKpbITOM CeTn 6e3 WnpoBaHus.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundpposaHus, Npun Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X0AMMbIA 418 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kKaHa1a 6eCcnpoBOAHON CBA3U, MPU KOTOPOM K/TUEHT
aBTOPU3YyeTCA Ha LeHTpannzoBaHHoOM RADIUS-cepsepe. [1/19 HACTPOVKN fAaHHOTo pexnma
6e3onacHocTn TpebyeTtcsa ykasatb napameTpbl RADIUS-cepsepa. Takxe TpebyeTca ykasarb KoY
ona RADIUS-cepsepa. Mpu BeiGope onpeaeneHHoro pexuma 6esonacHoctv 6yayT AOCTYMHbI
cneaywoume HacTPOMKK:
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Pexa BezonachocTi WPAZAWPA3-Enterprise v
MFP OnuuoHansHo -
PMKSA kswuposaiie
Mopnepska 802.11r
Bpyunyio
FT-over-DS O
Kniow moBunerore goctyna RO root
Kntow moBuneHoro Aoctyna R1

WnentudpuraTtop mobuneHoro 0
AomeHa

Betpeunsin MAC-agpec

MAC- YnaneHHbIA Knwod YnaneHHbIA KoY RRB RRB
Ne appec mobuneHoro noctyna RO mobuneHoro aoctyna R1 knioy RO knioy R1
+ [loBagnTe CeepHyTs

« MFP — 3awuta management-kagpos (gocTynHo npu pexumme 6esonacHoct WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/o4eHo — 3aWwmTa management-kaZpoB OTK/IHOYEH3;

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnun KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/iro4eHO — 3almTa BK/IOYEHa, KNIMEHTbI, He nogaepxusatowe MFP, nogkounTbCS He MOryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKA AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOICTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemMeHu. BkoueHre gaHHoN yHKLUMM coKpallaeT Bpems
POYMUHIa Npv BO3BpaLLeHUN KimeHTa Ha Touky B pexmume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3zonacHocTtu Enterprise;

+ 802.17r — chyHKUMOHAN OBbICTPOro POyMUHra, paboTaeT TObKO C KIIMeHTaMK, KOTOpbIe NoAAEPXKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumamu 6e3onacHocTu
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npv ycTaHOBIEHHOM (piare nosiB/ISIETCA BO3MOXHOCTb PYyYHOW HACTPOIKM
napameTpoB POYMUHIa;
* FT-over-DS — BktoueHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKabHbI KoY Ana gaHHon VAP, Hanpyvep, cepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusiIbHO20 OOMeHa — HOMEp PyMbl, B paMkax KOTOPOI MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkK gocTyna. MakcMmasibHoe
KonnyectBo — 256;
* YOasieHHbIU K104 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN K104, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblli kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aT€/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CUMBOSOB;
* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagath ¢ «RRB kntod RO», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA,. AnvHa knova — 16 CMMBO/OB.
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RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

Mapons RADIUS cepeepa anA akkayHTHHra

®

I'Iepno,:l,nuecr{aﬂ OTNpaera arkayHTUHRa

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCH ANA ayTeEHTU(UKALNN 1
asTopusauuu;
* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe Yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3o8ams opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT UCNoMb30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepsepe;
* [Mepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «/HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

CrpaHWHEHHA CHOPOCTH

BrmcusuTe

VAP Limit Down 0 KOUTIC
AP Limit Up 0 KOWTIC
STA Limit Down 0 KOUTIC
STA Limit Up 0 KBWTIC

* Br/1o4umb — aKTMBUPOBAaTh NOJIe HaCTpoek;

+ VAP Limit Down — orpaHu4eHue nNponyckKHom CnocoBHOCTM B HanpaBeHUN OT TOUKM AocTyna Ao
KMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, 0o Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHMyeHne NponyckHOM CnoCO6HOCTX B HaNpaB/ieHMU OT TOUKK AoCcTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKNOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (Kaxaoro B
0TAENbHOCTM), NOAKNOYEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, K6ut/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTpons goctyna no MAC

BEnio4eHo

Monutuka 3anpetntb v

Cnucok MAC-agpecos

&)
@
I
a
B
m
@
oo
[
Q
©w
9]
x

+ TIPUMEHHTL ® OTMeHa

* Bk/1o4eHO — Npu yCcTaHOBMEHHOM hriare 6yaeT pabotarb BblbpaHHasA NonTka AoCTyna,;
* lMosnumuka — nonuTuKa Joctyna. Bo3moXxHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogknitovarbes knmeHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM [OCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kimeHTam, MAC-
ajZipeca KOTOpbIX COAepXarcs B Cnucke. BceM octasibHbIM AOCTYN OGyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH A4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[na Toro yto6bl 4O06aBUTL aApec B CMUCOK, HAXKMUTE KHOMKY . 1 B nosiBusLLemMcA none seegute MAC-
agpec. Ytobbl yaanuTb agpec U3 crnmcka, HaxXmMuTe KHOrMKY [E] B COOTBETCTBYIOLL|EI CTPOKE.

Ecnu BO3HUKNA HEOBXOAUMOCTb 106aBUTb B CNCOK MAC-aapec KNneHTa, KOTOPbI B AaHHbIi MOMEHT

NOAK/HOUYEH K 6a30BOI CTAHLIMK, HOXKMIUTE B KOHLIE CTPOKM KHOMKY [:] 1 BbIGEPUTE HYXHbIA aApec U3 Cnucka,
OH aBTOMAaTMuYeCcKu A06GaBUTCS B MOe.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. [19 TOro 4tobbl yBUAETH NOJHbIN CMIMCOK B Cy4vae,
€Ccnn oH coaepxunTt 6onee 10 agpecoB, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 E0:D9:E3:TA:BE:CO - x

Mokasatb BCE

[ns BCTyNneHuss B Culy HOBOW KOHMUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.7 MeHw «<WDS»

B meHto «WDS» BbINOMHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WEP-30L.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

5.7.1 MoameHto «WDS»

= TEX  WEP-30L

MOHATOpUHT Radic VAP WDS CeTeebie HACTPOKM BHelwHWe cepeucsl Cuctema - (ecpcon)

WDS > 24Ty 5Ty
BrritousHo O
Pexnm GeaonacHocy Brikniouel v

MAC-agpec 68:13:E2:35:CT:10
paguouHTEpteica

WHtepdencel WDS

WuTepdpeiic Betpeunsiid MAC-anpec Kananshas ckopocTe nepepaym

wlan0-wds0 Auto v
wlanl-wds1 Auto hd
wlanl-wds2 Auto i

wlan0-wds3 Auto o

Bo Bknagkax «2.4 I'u» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0AMMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/1l04EHO — NPWU YCTAHOB/IEHHOM dhnare pexumM 6ecnpoBOAHOI0 MOCTa BK/IHOUEH, MHAYe — BbIK/THOYEH;

* Pexxum 6e3onacHocmu — pexumM 6e30nacHoCTV AocTyna K 6ecnpoBOHON ceTw:
* BbIK/Il04UMb — HE UCMNO/b30BaTh LUNGPOBAHUE A5t Nepefayn faHHbIX;

+ WPA2 — cnocob wundpoBaHus, npy Bbibope KOTOPOro 6yaet AOCTyNHa cneayroLlast HacTponka:
* Koy WPA — knio4/naponb, HE06X0AMMbI AN151 NOAKYEHMS K BCTPEYHOW TOUKe AocTyna.

[nvHa knoya coctasnseT oT 8 o 63 CMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdgieinca gaHHOro ycTponcTea;

* MlHmepgpetic — BbI6OP 1 BKNtoUeHne WDS-uHTepdieiica, Ha KOTOpoM GyAeT NOCTPOEH 6eCnpoBOAHONA

MOCT;

* BcmpeuHbil MAC-adpec — MAC-agpec paavonHTepdeica BCTPEUYHOro YyCTPOMCTBA, 40 KOTOPOro
HacTpansaeTcsa 6ecnpoBOAHON MOCT;

* KaHasibHasi ckopocmb nepedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,

onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. Ans kaxaoro nHtepdpeica Bbibrpaetcs

VHAMBUAYASTBHO.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.8 MeHio «Z-Wave»

5.8.1 MNMoameHto «Z-Wave»

© Tonbko ans yerpoiictea WEP-30L-Z.

clTeEX WEP-30L-Z

MOHHTOPHHT Radio VAP WDS Z-Wave CeTeBble HACTPOIKHU BHeLUHWE CEPBUCH CHcTema - (BBIXOM)

Z-Wave > BEMHO4UTL

AZpec NnatmopmMbl smart.eltex-co.ru
ynpasneH1a

MopT nnatpopmMb 8072
ynpaenexua

BelonacHoe CoEAUMHEHHE

Cpoc KoHdurypaumi % Copoc
wmogyna Z-Wave

* Bk/1o4umb — Npu BbiCTaB/IEHHOM dhiare oyHKLMA BK/IOYeHa. Mo yMOYaHuio PYHKLUMSA BbIKHOYEHa;

+ Adpec nnamghopMbl yrpassieHusi — none Beoga agpeca cepsepa «Eltex Smart Control (Eltex SC)».
3HauyeHve nNo ymon4yaHuto: smart.eltex-co.ry;

« [Mopm nnamagopmel yrnpaesseHus — none Beoga nopta Ansa cBa3n ¢ Nnatgopmoin YMHoro aoma «Eltex
Smart Control». Mpu BbiktOYeHHOM dhnare «be3onacHoe coeanHeHne» AoMmKeH 6bITb ykazaH nopt 8070.
3Ha4veHune no ymosiyanuto: nopt 8072;

+ be3onacHoe coeduHeHuUe — Mpu BbICTaBEHHOM dofiare UCnosib3yeTcst NPOTOKO/ WwndpoBaHusa SSL. Mo
YMO/THaHMIO (OYHKUNS BKIOYEHS,

« Cbpoc KoHghuaypayuu modyns Z-Wave — nepesanyck Z-Wave Hub v ynaneHue Bcex nogxno4eHHbIX Mo
npotokony Z-Wave ycTpoIiCTB.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.
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5.9 MeHo «CeTeBble HACTPOWNKN»

5.9.1 MoameHo «CnucTemMHas KoHduUrypaums»

ELTEX  WEP-30L

MonuTopUHT Radio VAP WDS CeteBble HacTpoiikn BHeLLHWE cepBMcE Cuctema - (Bbixog

CHCTEMHAR KOHDUrypaLmA > MmA xocTa WEP-30L

Qoctyn leorpadmuectuii JoMeH root

VLAN ynpaeneHua Terminating v
VLAN ID

Mpotokon DHCP hd
Mepeuuren DNS
Bropuurer DNS

* MIMsi Xxocma — ceTeBoe UMS YCTPONCTBa, 3afaeTcs cTpoka 1—63 CMMBO/IOB: /TAaTUHCKME 3arnaBHble U
CTPOUYHbIe BYKBbI, LMPPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBO/IOM B UMEHW);

+ [eocpachudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl yrnpasneHus EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

« Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCSt Ha Touke aocTyna (B 3Tom
c/lyyae y K/IMeHTOB, NMOAK/THYEHHbIX Yepes3 paavonHTepdienc, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke pgoctyna WDS paHHbIn pexxum VLAN ynpasneHusa He AOCTyNeH Ans
BblGOpa);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTcTBYtOLLEN HAacTpoiike VAP).

« VLAN ID — ngentudonkarop VLAN, ncnonb3syemsbiii Ana goctyna K yCTPONCTBY, NPUHUMAET 3HAYEHUS
1-4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY 6yAET OCyLLEeCTBAATLCA nogkntodeHune no Ethernet-
NHTEepdecy yCTPOINCTBa K CeTV NpefocTaB/ieHns yCcyr nposangepa:

+ DHCP — pexum pab6oTsbl, npu KoTopom IP-agpec, macka noacetu, aapec DNS-cepsepa, w3 no
YMOJIHaHMIO U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-aapec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEpdec HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuuyeckuli IP — IP-agpec WAN-nHTepdeiica ycTpoiicTBa B CeTU npoBaiiaepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Ll/103 — afpec, Ha KOTopbI OTNpaBseTca NakeT, ec/v ANS Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.
+ lNepsu4dHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTM4Yeckn no npotokony DHCP, 3agaiiTe nx Bpy4yHylo.

[Nsi BCTYN/IEHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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5.9.2 TMoameHto «JocTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

ELTEX WEP-30L

MoHUTOpUHT Radio VAP WDS CeTeBble HACTpoiikM BHeLIHWE CepBMCEl Cuctema ru - (Eb¢on)

CncTemHan kondmrypauma WEE m®m
Hoctyn> HTTP-nopr 30
WEB-HTTPS

HTTPS-nopt 443
Telnet

SSH

[ I <

NETCONF

SNMP

<]

Mapons Ha uTeHWe public
Mapone Ha 2anuce private

Agpec AnA npuéma Tpanos
vi
Agpec Ana npuéma Tpanos
v2

Agpec ons npuéma
cooflwenuit Inform

CuctemHos uma WEP-30L
YCTpOACTEa
KoHTaxTHaA uHhoprauma Contact
MPOMZE0ANTENA
MecTononoxexue Russia

YCTPOACTEE

Mapons e Tpanax frap

MporpammHoe o6ecneveHne WEP-30L no3BosieT U3MeHATb KOHUrypaumo yCTpoicTBa, NPOBOAUTb
MOHUTOPWHI COCTOSIHUS TOYKM AOCTYNa 1 e€ AaT4MKOB, a Takxke yrnpas/ifaTb YCTPONCTBOM, UCMO/b3YS NMPOTOKO/
SNMP.
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[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm fOMeHHoe Nms npuemMHuka coobuueHmnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHune OID WEP-30L goctynHo no cneaytouleii ceoinke: Onvcadmne OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.10 MeHto «BHelUHNe cepBUCHI»

5.10.1 TMogmeHto «[MopTasibHasd aBTopmu3ayms»

MoameHto «MopTanbHas aBTopusayus» NpeaHasHaueHo A/1s BKIOUEHUS U HACTPOiiku cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=L TEX  WEP-30L

MoHUTOpMHT Radio VAP WDS CeTeBble HACTPOIKM BHellHWe cepauncel Cucrema - (Bbixom)

lMopTankHan agTopuzaLma > BrnioumTh

Anpec cepeica APB ws:1/192.168.1.1:8090/apb/broadc:

* Bksmo4umb — Npu ycTaHOBNEHHOM chriare Touka Oyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
yKkasaH B none «Agpec cepsuca APB», o9 obecneyeHns NnopTasibHOro PpOyMuHra KJIMeHToB;

+ Adpec cepsuca APB — appec cepBuca APB ons nogaepXxkun poymuHra B pexmme noptasibHoM
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[Nsi BCTYN/IeHUsI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HAXKMUTE KHOMKY «OTMEHa».
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5.10.2 TMoameHo «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo 415 BKIKOYEHUSA U HACTPOkM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcs Ans onTuMmsanmm pagvopecypcos (Radio Resource Management) u
aBTOMAaTUYECKOIN HaCTPOIiKN 6ecloBHOro poymuHra 802.11 k/r.

ELTEX  WEP-30L

MoHUTOpMHT Radio VAP WDS CeTeBkle HACTPOIKK BHelLHWe cepauncel Cucrema - (Bbix0q

lNopTansHas aeTopM3aLmA BrumoumTe

Apnpec cepeuca AirTuns ws://192.168.1.1:809%/apbirrm

AirTune »

* Bk/siro4ums — Npu yCcTaHOB/IEHHOM doiare Touka byaet nogkatodarbes k cepsucy AirTune, agpec
KOTOpOro ykasaH B none «Agpec cepsuca AirTune», s obecneyeHns yHkumin Radio Resource
Management n/wnun poymudra 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.11 MeHto «Cucrtema»

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.11.1 MoameHo «O6HOBNEHNE MO ycTpoicTBar

MoameHto «O6HOBNeHUe MO ycTpoiicTBa» NpefHa3HauYeHo /151 06HOB/IEHNSI MTPOTPaMMHOI0 06ecneveHus

yCTpOWCTBa.

WEP-30L

WDS Ceres

elTeX

MOHUTOPKHT Radio VAP ble HACTPOMKKA

O6uoenenwe N0 ycTpoiicTea » Aktnenan sepcus M0

Peaepenan eepcua M0
Kondmrypauma P P
Mepezarpyaka
®ain obHoeneHuA MO

Maponk

Hypuan

Hata n epema

BHellHWe cepencel

Cucrema - (Bbxog,

AxmyansHas sepcus 10 docmynna no adpecy: hitp:#eltex-co ru/support/downloads/

Buibepute daiin | Gaiin He ewibpan

« AkmusHasi sepcusi [10 — Bepcusi NPorpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOIACTBE,

pa6oTaloLas B faHHbIi MOMEHT;

« PesepsHasi sepcusi 10 — Bepcusi NPOrpaMMHOro 06ecneyeHus], yCTaHOBMIEHHOTO Ha YCTPOIACTBE, Ha
KOTOPYIO MOXHO NepekniounTbes 6e3 3arpyskiu daiina Mno.
« Cdenamb akmusHoUli — KHOMKa, NO3BONAIOLLAA ceNaTh pe3epBHyto Bepcuto MO akTUBHOIA, ANns
3TOro NoTpebyeTcsi nepesarpy3ka ycTpoiicTBa. AKTMBHasi Bepcus MO B 3TOM c/lyyae cTaHeT

pe3epBHOIA.

O6HoBNeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte chaiin MO c calita http.//eltex-co.ru/support/downloads/, Bbiopas WEP-30L B cnncke yCTpONCTB n
COXpaHuUTe ero Ha komnbtoTepe. MNocsie 3Toro HaXXMMTE KHOMKY «BbibepuTe dhaiin» B none dadlsn 06HoBAeHUS
0 n ykaxunTe nyTb K chaiiny MO B hopmare .tar.gz.

[lnsa 3anycka npouecca 06HOBEHNST HEO6XOAVMO HaXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM crtatyce 6yAeT ykasaHo Ha CTpaHuLie), Noc/e Yero

YCTPOIACTBO aBTOMATMUYECKM Nepesarpy3nTcs.

@ He oTkntouaiite NUTaHNe yCTPOICTBA U He BbINOMHANTE ero nepesarpy3ky B NpoLecce 06HOBEHUS

no.
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5.11.2 NopgmeHto «KoHhurypaymns»

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

ELTEX  WEP-30L
MonuTOpIHT Radio VAP WDSs CeTeBkle HacTpoikM BHelHWE cepeMcsl Cuctema ru -~ (Bbixom)
OGHoenenne MO yctpoiicTea MonyunTs apxie r* Crauate
KOHDMIypaLmm ¢
Korcpurypauus » ycTpolicTea
MNepezarpyska 3arpyauTe apxue Bribepute diaiin | ©aiin He ewibpaH
KOHEMrypaLun Ha
Mapons YCTpOiCTED
ypHan
FHnE Cpoc Ha saBonckie CoxpaHnTs NapameTpel 4ocTyna
HacTpolikm
DNara u Bpema
[lonyyeHve koHUryparmu

UTo6bl COXpaHWUTb TEKYLLYI KOHUIypaLMo YCTPONCTBA Ha JTOKa/IbHbIV KOMMNbIOTEP, HAXKMUTE KHOMKY

«CKayaTb».

O6HoBAEHME KOHJIMIYpaLIMn

[N 3arpy3kn COXpPaHEeHHOTo Ha /I0Ka/IbHOM KOMIboTepe goaiinia KoHUrypawum Ucnosib3yeTcs NyHKT
«3azpy3ums apxus KoOHhu2ypayuu Ha ycmpolicmso». Ans 06HOBNEHNS KOHGUIypaLmK YCTPOCTBA HAXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHasi KOHUrypaums NnpuMeHsieTcsl aBToMaTUYecki 6e3 nepesarpysku yCTpoiicTea.

C6poc yCTpoiicTBa Ha 3aBOACKME HACTPOIiKK

UT0o6bI cenatb cOpOC BCeX HACTPOEK YCTPONCTBA Ha CTaHA4AaPTHbIE 3aBOACKNE YCTAHOBKM, HOKMUTE KHOMKY
«Cobpoc». Ecnn aktnBmposaH gonar «CoxpaHuTb napamMeTpbl 4OCTynar, To 6y4yT COXpaHeHbl Te napameTpbl
KOHGpMIypaLmm, KoTopble 0TBEYAlOT 3a A0CTYN K YCTPOoicTBY (HacTpoiika IP-agpeca, HACTPOKK gocTyna no

Telnet/SSH/SNMP/NETCONF/Web).

5.11.3 MoameHto «Mepesarpy3ka»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKUTE Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea

3aHMMaeT NPUMEPHO T MUHYTY.

LELTEX  WeP-30L

MoHuTOpMHT Radio VAP WDSs CeTeEkle HACTPOIKM

O6Hoenexne MO yetpoiicTea Mepesarpys«a ycTporicTea
Kondwmrypauwa
MNepezarpyaka >

Mapone

HypHan

DNara u epema

BHelUHWe cepamcsl Cucrema ru = (BEixon)

& Mepezarpyska
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5.11.4 TogmeHto «Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTe KHOMKY «IMpUMeHUTb» 19 COXpaHeHUA HOBOIO Naposis.

WELTEX  WEP-30L

MoHuTopuHr Radio VAP WDS CeTeBble HACTPORKA BHelwHWe cepeucel Cuctema - (EbXOA)

C]

OtHoenenue MO yeTpoiicTea Mapone

Kondmrypauua MoaTeepxaeHre napona

C]

Mepezarpyaka
Mapone »
HypHan

DNara v BpemA

5.11.5 TMoameHto «KypHas»

MoameHto «XKypHan» npefHasHa4eHo A1 HACTPOIKN BbIBOAA PAa3HOro poaa OTNaf0uHbIX COOBLLEHWI
CUCTEMbI B LIENISAX 06HAPYXEHNA NpUUKH Npo6iem B paboTe yCTpoiicTBa.

WELTEX  WEP-30L

MoHUTOPHUHT Radio VAP WDs CeTegble HacTpOAKK BrewHWe cepancel Cuctema - (Bblxog)

OBHoenenue MO yeTpoiicTaa Pesint Cepeep 1 daiin ¥
Kondwrypaupa Anpec Syslog-cepeepa syslog.server
Mepezarpy3ka MopT Syslog-cepeepa 514
Napone Pazamep charina, kb 1000

JHypHan »

Data v epema

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU halin — HhopMaLUs XypHasia COXpaHAeTcs B /IOKa/IbHOM oaiinie n AoCTynHa B
web-nHTepdelice yctpoiictea Ha BKnagke «MoruTopuHr/XKypHas cobbITnii,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnseTcs Ha yaaneHHblin Syslog-cepeep n
COXpaHseTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT ANsi BXoAAWMX cooblieHunin Syslog-cepeepa (no ymonuaxuio — 514,
[loNyCTUMble 3HaYeHust 1-65535);
« Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.11.6 MogmeHto «[ata n Bpems»

B nogMeHto «ata u Bpems» MOXHO HAaCTPOUTb BPEMSI BPYUHYIO U/IN C MOMOLLbH NPOTOKO/1A CUHXPOHM3ALMM
BpemeHn (NTP).

5.11.6.1 BpyuHyro

eLTeXx WEP-30L

MoruTopuHr Radio VAP WDS CeTeBkle HACTPOMKM BrewHwe cepeucsl Cucrema - (EBIOO)

O6Hoenenne MO yerpolicTea Pexm @ Bpyunyw () NTP cepeep

[NaTa v Bpens ycTpoiicTEa 13.05.2024

Kondmrypauna
aanypad 10:30:35

# PelasTHposaTs

A "
MNepesarpyara Yacosoit noAc Mockea, Poccur v

Mapone
BxntounTe nepexos Ha
i neTHEe BpemMA
Hypnan )
Mepexog Ha neTHe: BpeMA (e exibparo) (e enibparo) (ne euibpanc) (B —
Dara u epema >
Mepexon Ha 3UMHee BpemA (e exibparo) (He ewibpario) (ne euibpana) | B

Cpoevr BpemMeHn (MHH.) 60

+ [Jama u spemsi ycmpolicmsa — aata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnv TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby.
+ [ama, spemsi — 3afiainTe TeKyLLY0 AaTy U BPEMS U HaXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GAMKaiLLMM ropogom B
BalLeM pervoHe 13 3aflaHHOro Crmcka;
* Bk/iro4umb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Mepexod Ha lemHee BpeMsi — AeHb U BpeMs, Korga O6yaeT BbINOMHATLCA Nepexos, Ha eTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — feHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemMeHuU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I‘IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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5.11.6.2 NTP-cepsep

ELTEX  WEP-30L

MoRUTOpMHT Radio VAP WDS CeTeBkle HAcTpoikA BHeLIHWE CepEMcsl Cuctema - (eerxom)
O6Hoenenue MO ycTpoiicTea Pesnm O Bpyunyo @ NTP cepeep
Kordcburypawys [Nata W BpemA ycTpoiicTea 13.05.2024 10:31:15
MNepesarpyaka NTP cepacp pocL.nip.crg il
Yacosoii noAc Mockea, Poccur v

Mapone

BrniounTs Nepexos Ha

Hypran
: neTHee BpeMA
[ara n epema > Mepexop Ha neTHee BpemA (He exibparo) (ne exibpato) (ne euibparc) |8 - |:
Mepexon Ha 3vMMHee EPEMA (He exibparo) (He exibparo) (ve ewifparo) |8 - |-
Cheur BpemaHy (MuH.) 60

+ [lama u spemsi ycmpolicmsa — fata U BPeMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[oMeHHOe NMSA cepBepa CUHXPOHMU3aUMn BpeMeHn. Bo3aMOXHO 3aartb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacosol rnosic — nNo3BOMIAET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAVKAALLMM FOPOAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/rouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3a,aHHbIV NEPUOL BPEMEHN:
+ [Nepexod Ha 1emHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINOHATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga OyaeT BbINO/HATLCS NEPEXOL, Ha 3MHee
BpewmS;
« COBuU2 BpeMeHU (MUH.) — Nepuop BpeMeHn B MUHYTaXx, Ha KOTOPbI BbINOMHAETCS CABUM BPEMEHW.
MoxeT npuHumarthb 3HavyeHme ot 0 go 720 MuH.

[N BCTYNNeHWs1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[IpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmMeHa».
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteBo WEP-30L/WEP-30L-Z HacTpoeHo Ha nony4yeHue agpeca no DHCP. Ecnu aToro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asogckoii IP-agpec yctpoiictBa WEP-30L: 192.168.1.10, macka noacett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aipec ycTpoiicTea>, Aanee BBECTV Naposib

telnet <IP-agpec ycTpoiicTBa>, BBECTM /IOTVH 1 Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WEP-30L)
WEP-30L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WEP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Neol)
WEP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — I[P-agpec dns-cepsepa No2)
WEP-30L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvma paboTsl ¢ DHCP Ha Static-
IP)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L(config):/route# add default (rae default — HassaHne mapLupyTa)

WEP-30L(config):/route# default

WEP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv uiv y3/fa HasHaqyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WEP-30L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetv HazHauyeHus, o158 AedonTHoro
mMapLpyTta — 0.0.0.0)

WEP-30L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lwno3a)
WEP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ e~~~
—_— = o = ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasat MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/common# mtu X (rge X — pasmvep MTU B 6aiiTax. Bo3MOXHble 3Ha4eHns: 1-
2490. o ymonyaHuto: 1500)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

6.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbIO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbIX HACTPOEK No DHCP:
WEP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogcetu, Z.Z.Z.Z — Lu/03)

AocTtyn uepes VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK nNo DHCP:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbIE 3HAUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Li1t03)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YyCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A5 AOCTYyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HAYEHUsI: 1-4094; X.X.X.X — cTatuueckuii IP-agpec; Y.Y.Y.Y — macka nogacetu; Z.Z.Z.Z — Lto3)

3aBepLueHne N coxpaHeHne HacTpoeK

WEP-30L(root):/# save (coxpaHeHVe HacTpoekK)
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6.2.2 HacTpolika yaasEéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-30L(root):/# configure

WEP-30L(config):/# ssh

WEP-30L(config):/ssh# enable true (ynpasneHue yganéHHbiM JOCTYNom no SSH. 1N OTKNI0YeHUs BBeAuTe
false. 1o ymon4yaHuto: true)

WEP-30L(config):/ssh# port X (rae X — nopt SSH-cepsepa. o ymonyaHuio: 22)

WEP-30L(config):/ssh# session-limit X (rge X — makcumanbHoe Konmyectso SSH-ceccuid. o ymonyaHuto: 5)
WEP-30L(config):/ssh# save (coxpaHeHve HacTpoek)

HacTtpoiika Telnet

WEP-30L(root):/# configure

WEP-30L(config):/# telnet

WEP-30L(config):/telnet# enable true (ynpasneHune yganéHHbiM OCTYnoM no Telnet. 415 OTKAOYEHNS
BeeauTe false. 1o ymonyaHuto: false)

WEP-30L(config):/telnet# port X (rae X — nopt. o ymonvaHumio: 23)

WEP-30L(config):/telnet# session-limit X (r1e X — makcumvansHoe konmyecTso Telnet-ceccuit. 1o
YMOJ/14aHUI0: 5)

WEP-30L(config):/telnet# save (coxpaHeHne HacTpoek)

6.2.3 HacTpoiika ceTeBbix napameTpos IPv6

@ o ymonuanunio 4ocTyn K YCTPOICTBY MO NPOTOKony IPV6 Ha Touke 0CTyna OTK/TOUEH.

BK/loueHue goctyna K yCTpoiicTBy o npoTokony IPv6

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
DHCP)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/104eHVIE 40CTYNa K YCTPOUCTBY MO
npoTokony IPv6. Ansa oTkntoueHns seegue false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHVe HacTpOeK)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commoni# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyyeHne ceteBbIx napameTpos IPv6 no

—~ o~~~ —~ —
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HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont# ipv6

WEP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXX XXX XXX XXX XXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WEP-30L)
WEP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke cratnyeckoro IPv6-
agpeca. lNMpnHnmMaeT 3HadveHne o1 0 Ao 128. 1o ymon4aHuio: 64)
WEP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (y«a3biBaeTcs |Pv6-
npedorkc, Hanpumep, 3211:0:0:1234::/64)

WEP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Nel ¢ npedimkcom)
WEP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa No2 ¢ npedikcom)
WEP-30L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHVIE NCMONL30BaHNSA CTATUYECKNX
ceTeBbIX IPv6 napameTpoB. [/15 noslydeHus ceTeBbix napaMeTpoB IPve no DHCP BeeauTe dhep)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/10ueHVIe 10CTYNa K YCTPOUCTBY MO
npotokony IPv6. s Bbiko4eHUs BeeaunTe false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)

—_ ===
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPA3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnuHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_open' (13vieHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum LwndposaHmns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-30L_owe' (13vieHeHne nmenn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wndposaHns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposis 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
_ ===
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6.3.3 HacTtpoliika VAP c wndposaHvem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlanl-va0 (HacTpolika ckpbIToro VAP ¢ wndpposaHem OWE. K Hemy 6yayT

HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_owe' (13veHeHve nveHn SSID)

WEP-30L(config):/interface/wlanl-va0/vap# hidden true (ckpbiTh VAP)

WEP-30L(config):/interface/wlanl-va0/vap# ap-security

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wnposanns OWE —

LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI

Wi-Fi 6)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlani-val (ykazaHue

OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C

Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0CTYNa)

WEP-30L(config):/interface/wlanl-va0/common#exit

WEP-30L(config):/interface/wlan1-va0# exit
(
(
(
(

—_ ===

WEP-30L(config):/interface# wlanl-val (HacTporika VAP 6e3 lunigpoBaHuns)
WEP-30L(config):/interface/wlanl-val# vap
WEP-30L(config):/interface/wlanl-val/vap# ssid 'SSID_WEP-30L_open' (n3vieHeHve nmveHn SSID)
WEP-30L(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HACTPOEK pexunma 6e30nacHoCTH
Ha VAP)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# mode off (pexxum LwndposaHmns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlani-va0 (ykazaHune VAP ¢
pexnmom wndgpoBaHus OWE, K KOTOPOMY HEABHO ByAyT NOAK/IYEHbI KNneHTbl Wi-Fi 6, oCTa/lbHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# exit
WEP-30L(config):/interface/wlanl-val/vap# exit
WEP-30L(config):/interface/wlanl-val# common
WEP-30L(config):/interface/wlanl-val/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)

( )

( )

—_— -

WEP-30L(config):/interface/wlanl-val/common# exit
WEP-30L(config):/interface/wlanl-val# save (coxpaHeHvie HACTPOeK)
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6.3.4 HacTtpoiika VAP ¢ pexnmom 6e3onacHocTn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_Wpa2' (n3meHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LngpposaHmns — WPA/
WPA2)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib, He0OXoANMbIN
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.5 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_enterprise' (n3veHeHve nveHn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security # mode WPA_WPA2_1X (pexwvm wudposaHns — WPA/
WPA2-Enterprise)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rje root — fJ0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepsepa, KOoTopbIii
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposns a715 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.6 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-30L' (n3meHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bxiounts MAC-asTOpM3aLNIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — f0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHne BUPTYaIbLHOM TOYKM [0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

~ N~ N~~~ o~~~ —
—_— -

—_ e~~~

—_ ===
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6.3.7 HacTtpolika VAP ¢ BHelUHel nopTasibHOW aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlanl-va0/vapt# ssid 'Portal_WEP-30L' (13veHeHne nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# captive-portal
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (sx/1t0ueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOro
nopTasia B COOTBETCTBMM C Tabnuuen 9)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
(
(

~ N~~~ e~~~ o~ —
—_— =

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopusanunn)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposnes a715 RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-30L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepesgasars MAC-agpec
KnMeHTa B kayecTBe naposis B RADIUS 3anpocax. Mo ymonyaHutio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmat MAC-
aZipeca KnneHTa, KoTopblin 6yaeTt domurypmpoBaTb B RADIUS 3anpocax. PyHKLUMOHaN paboTaeT TONbKO Mpu
ycnosum use-macaddr-as-password = true. 10 YMOMYAHMID: XXXXXXXXXXXX)
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

—_ ===

© /15 nonyyenns nHdopmauun 06 anroputTMe B3aUMOAENCTBIA C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>

<NAS_IP>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnu B system. Ecnv He 3afaH HY OuH
13 3TUX napameTpos, To B kayecTBe NAS ID B RADIUS- n HTTP(S)-
nakeTax 6ygeT ncnonb3osarbca MAC-agpec T/

[lOMEHHOE MMSI, KOTOPOE NOKa3bIBAETCS KMEHTY Npu
nepeHanpaeneHnu

MAC-agpec T
MAC-agpec knueHTta
SSID

URL, KOTOpbIi1 U3Ha4Ya/IbHO 3anpalunBast KIMEHT

IP-agpec T4
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6.3.8 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WEP-30L(config):/interface/wlanl-va0/vap# radius (HacTporika ocHoBHOro RADIUS-cepsepa)
WEP-30L(config):/interface/wlanl-va0/vap/radius# backup (HacTtpoiika gononHutensHoro RADIUS-cepsepa)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutensHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec fOMN0O/HUTENIbHOTO
RADIUS-cepBepa B KOHurypauuu)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret — naposb
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — |IP-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (ra1e X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (1/e secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (re order — npuoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—_ e~~~ —~

6.3.9 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WEP-30L(config):/interface/wlanl-va0/vap# band-steer-mode true (BKk/it0ueHVe pexnma Band Steer. [1/15
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# vlan-trunk true (Bx/toueHvie VLAN Trunk Ha VAP. [ns
oTK/Io4YeHns Beeaute false)

BkntoueHue General VLAN Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/1toueHne General VLAN Ha SSID. [ns
oTK/o4eHns Beeaunte false)
WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-id X (r1e X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-30L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHasi13 npuoputeta 13 nossa CoS (Class of
Service) TErMpOBaHHbIX NaKeToB. 3Ha4YeHVe No yMon4aHuto: true. B aTom criyyae aHanmsmpyercs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/110unTL 3aLLMTY management-
kaapoB (opeiimoB). required — TpebyeTcsa nogaepxka MFP OT KfiMeHTa, KNMeHTbl 6e3 MFP He cMmoryT
noakaunTbes. capable — coBmMecTMMo ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounTtbes. Ans
oTKNtoveHns seeanTe off)

BknioyeHue ncnosnb3oBaHua TLS npun aBTopusaumu

WEP-30L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1cronb3oBars TLS npu asTopusaumn. 115
OTK/Io4YeHus BBeauTe false)

BknioueHue cKkpbiToro SSID

WEP-30L(config):/interface/wlanl-va0/vap# hidden true (Bx/itoueHne ckpbiToro SSID. 15 OTK/IYeHnA
BBeauTe false)

BK/lOU€HME U30NALUN KNTMEHTOB Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/1t0ueHve n3ongummn Tpadrka mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonuyecTsa K/iMeHToB Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcumanbHO [0MyCTUMOe YMC0
NOAKNOYAEMbIX K BUPTYasIbHOW CETU K/TMEHTOB)
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Bk/loueHWe penivkauun MynbTukactoBoro Tpadgmka Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t04eHVe pennnkaumm
MYNbTUKacToBOro Tpadnka Ha VAP. [1nsa oTkaoueHus seegute false)

BknroueHue Minimal Signal u Roaming Signal

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/110ueHVEe NCNO/IL30BAHNSA
doyHKumMoHana Minimal Signal. 18 oTkntoveHus Beegute false)
WEP-30L(config):/interface/wlanl-va0/vap# min-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTXXEHMN KOTOPOro Touka OyAeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-timeout X (re X — nepuopg BpemeHu B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETN)

WEP-30L(config):/interface/wlanl-va0/vap# roaming-signal X (r1e X — noporosoe 3HaueHve RSSI, npn
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepekItodeHne KITIMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

BkitoueHve nepegaym aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WEP-30L(config):/interface/wlanl-va0/vap# local-switching true (Bx/i10ueHne nepegaym aboHEHTCKOrO
Tpadomka BHe GRE-TyHHens. s oTknoveHust BeeanTe false. 10 yMO/IYaHUIO BbIK/THOUYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcumasnibHas cKopocTsb B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KOuT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — MakcumasibHas CKOpoCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHve welinepa. MoxeT
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/toueHve wernepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (r4e X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-30L(config):/interface/wlanl-va0O/vap# shaper-bcast-rx

WEP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# value X (rge X — makcumasibHasi CKOpOCThb B
KOUT/C N nakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bi/itoueHmne weinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WEP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# value X (rge X — makcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/1toueHne wennepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — makcumasibHasi CKOpoCTh B
KOUT/C NI NakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/itoueHmne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcymasnibHas CKopocTh B
KOUT/C NI NakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/toueHune wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-30L(config):/interface/wlan1-va0/vap# acl

WEP-30L(config):/interface/wlan1-va0/vap/acl# mac

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXOOCXXOEXKXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-30L(config):/interface/wlanl-va0/vap/acl# policy allow (Bbi60p nonmtvkn. Bo3MoxHbIE 3HAYEHNA:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-30L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t04eHne KoHTpoOns goctyna rno MAC. [ns
oTK/Io4YeHns Beeaute false)

WEP-30L(config):/interface/wlanl-va0/vap/acl# exit

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpoek)

HacTpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHsaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHOW ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMAM 6e30NacHOCTY peasin3oBaTb 3alUTy OT MNOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnegyrowme pexmmMbl paboThbl:

on-connect — peXum 6710KMpyeT BCe NOMbITKMA NOAKIIOYEHNS YCTPOWCTB Yepes Wi-Fi, B cnydae ecniv MAC-
aZpec yxe n3yyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/l04aeT nogkIH4YeHHoro knueHTta no Wi-Fi, B criydae ecnu ero MAC-agpec crta
n3y4yeH Ha Ethernet-nopTy TOUkM AOCTyNna (PeXMM NOMOraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
pOyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNEe HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/Il0HaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

Q Mpwu BbicTaBneHUn pexumos full u on-connect poyMUHT Wi-Fi KNMMEHTOB MOXET yXyALUNTbCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNagatoT Ha OCTaslbHble TOUKM JOCTYNa CeTu U
ero MAC n3yvyaercs Ha BCcex ToUkax AOCTyna CeTu, Mo3ToMy Mpu POyMUHIE KIIMEeHTa, B Clyvae ecsn
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenogk/toyeHne MOXeT NPOUCXOANTb
LNINTENbHOE BpeMS.

WEP-30L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-30L(config):/interface/wlanl-va0/vap/fdb-filtering# enabled true (sx/1t0ueHne dyHkUnoHana. s
oTkNtoveHns seeaute false. 3HaueHne No ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/fdb-filtering# mode full (8ci60p pexvima paboTel. 3HaveHre no
ymosn4vaHuio: by-eth-event)

WEP-30L(config):/interface/wlan1-va0/vap/fdb-filtering# exit

WEP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)
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HacTtpoliika 802.11r
[aHHbIin BUA poyMyHra AOCTYNEH TOMbKO ANS TEX KNIMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO O3HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvmom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOCTyna Hy)XHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA1(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) u 1. 4.

Hwxe npeactasneH npumep HacTpoikm 802.11r Ha aByX Toukax goctyna: TA1 v TA2.

HacTtpoiika 802.11r Ha TA1

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHvika/IbHbLINA KHOY /15 JAHHOW
VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBnagars Ha
BCTpeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
NHTepdelica BCTPEUHOIN ToUkn goctyna — T/A2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKaIbHbIN
KN4 BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-agpec BcTpeyHon VAP Ha T/.22)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C rl-kh-key
BCTpeyuHon TA2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnagarthb ¢ r0-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeyuHon TA2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVEe pabOTLI TOUKM AOCTYNa Nno
NpPoTOKO/y 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHBIN K1Y /15
AaHHoro VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (fomeH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka IbHbIN
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe pabOTLI TOUKM AOCTYNa no
npoTokosny 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (rze
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (rze
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rze 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/toueHve paboThbl TOUKN
[0CTyna no NnpoTokosy 802.11Kk)

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHue HacTpoek)

84



PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (BktoueHve paboThbl TOUKN
[ocTyna no npotokosy 802.11k/v)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeH/ne HacTpoek)

6.4 Hactpolika AirTune

HacTpolika AirTune

WEP-30L(config):/# airtune

WEP-30L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-30L(config):/airtune# dca true (BKNtoUeHne (PyHKLUMOHANA ANHAMUYECKOTO pacnpenesieHnsa KaHasloB.
Ans oTkntoueHnst sBeguTe false)

WEP-30L(config):/airtune# tpc true (Bk/1l04EHVE (DYHKLMOHA/IA aBTOMATUYECKOTO YrnpaB/ieHUsi MOLHOCTbHO.
Ans oTkntoueHns sBeguTe false)

WEP-30L(config):/airtune# load-balance-80211v true (Bx/it0ueHne pyHKLMOHaNA BanaHCcpPoOBKY KITMEHTOB.
Ans oTkntoueHns sBeguTe false)

WEP-30L(config):/airtune# enabled true (Bk/1t0ueHne B3anmogencTemsa ¢ cepeucom AirTune. [ns
oTKNoueHns seeguTe false)

WEP-30L(config):/airtune# save (CoxpaHeHne HacTpoek)

[nsa aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEOOX0AMMO BKIHOUNTb
doyHKumoHan 802.11r, 4N 3TOro BbINOAHUTE Crieayowme HacTPOKN:

HacTtpoiika 802.11r yepes AirTune

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/10ueHVe pabOTLI TOUKM AOCTYNa Mo
NpPOTOKO/y 802.11r)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0uEHVIE NOALEPKKY
npoTokona 802.11k/v Ha BUPTyasibHOI TOUYKe A0CTyna)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onucaHa B AOKYMeHTaLmn KoHTponnepa SoftWLC.

6.5 Hactpoliku Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# wlan

WEP-30L(config):/interface/wlan0/wlan# radio

WEP-30L(config):/interface/wlan0/wlan/radio# channel X (rae X — Homep cTaTnyeckoro kaHasna, Ha KOTOPOM
OyneT paboTarb ToUKa)

WEP-30L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/t0ueHne asToBLIOOPa KaHana. [ns
BK/IOYEHMS BBeAUTE true)

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/10ueHVIE MCNONB30BAHMA
OrpaHMYeHHOro cnmncka kaHasos. [N BKNOYEHUS BBeanTe true)
WEP-30L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wmpnHa kaHana. lNapameTp MoxeT
npuHUMaTb 3HadyeHue: ansa Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-30L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MOLLHOCTY B ABM. [apaveTp
MOXET NPUHUMAaTL 3HayYeHune: a8 Radio 1: 0-16 Abm; o9 Radio 2: 0-19 aAbm)
WEP-30L(config):/interface/wlan0/wlan/radio# tx-power-min X (r1e X — MUHVMa/IbHBIA YPOBEHBL MOLLIHOCTY B
ABM. MapameTp MoXeT npuHUMaTh 3HadeHue: ansa Radio 1: 0-16 gbm; ansa Radio 2: 0-19 gbm)
WEP-30L(config):/interface/wlan0/wlan/radio# tx-power-max X (r1e X — Maxkc/MasibHbIA YPOBEHL MOLLHOCTY
B AbM. NapamMeTp MOXeT NpUHUMaThb 3HadeHune: os1a Radio 1: 0-16 Abm; o9 Radio 2: 0-19 gbm)
WEP-30L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NPUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

6.5.1 [JononHutenbHble HacTpoiikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/110ueHne 1CNOIL30BaHNA
OorpaHNYeHHOro crnMcka kaHanoB B paboTe aBToBbIOOpa kaHa/10B. [ANnda oTkoyeHnsa seeuTte false)
WEP-30L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdeinc)

N3meHeHne OCHOBHOIoO KaHasna

WEP-30L(config):/interface/wlan0/wlan/radio# control-sideband lower (napavietp MoxeT npuHYMaTh
3HauyeHue: lower, upper. 1o ymonuaHuto: ans Radio 1: lower; as1s Radio 2: upper)

BknroyeHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBaJ1a

WEP-30L(config):/interface/wlan0/wlan/radio# sgi true (Bk/104eHVe NCNOL30BAHNSA YKOPOYEHHOIO
3alMTHOrO NHTepBasia 4s1s nepefaqn gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkoveHus Beeaute false)

BknroueHue STBC

WEP-30L(config):/interface/wlan0/wlan/radio# stbhc true (Bk/1l0ueHVe MeTO4a NPOCTPAHCTBEHHO-BPEMEHHOIO
6104HOro KoanpoBaHus (STBC), HaNnpaBNEHHOIO Ha NOBbILLEHVE HAAEXHOCTY nepeaayn gaHHbIX. 45
oTKNtoveHus seeaute false)
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BknioueHue arperauumn

WEP-30L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/1touerHne arperauym Ha Radio —
nogaep>xkn AMPDU/AMSDU. ina oTkntodeHns seeauTte false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WEP-30L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/110ueHVe NCNONB30BAHNSA KOPOTKOM
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BknroueHue Wi-Fi Multimedia (WMM)

WEP-30L(config):/interface/wlan0/wlan/radio# wmm true (Bx/1t0ueHvie nogaepxki WMM (Wi-Fi Multimedia)
[na otknoveHus seegute false)

HacTpoiika mexaHuama DFS

HacTpoiika npon3BoanTca To/1bKO Ha Radio 5 Tl (wlanl)

WEP-30L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum pabotsl mexadusma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IHOUYEH, DFS-KaHanbl AOCTYMNHbI A5 BbIOOpa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3m BbIkNtOYeH, DFS-kaHas bl HeAOCTYMHbI A5 BbiGopa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-30L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l04ueHVIE peXMMAa aBTOMATUYECKON CMEHbI
LUMPWHBI KaHana ¢ 40 MMy, Ha 20 MIMu, npy 3arpy>eHHoM paanoadoupe. st oTknoueHnst Beeante false)

BkntoueHue wevinepa Broadcast/Multicast

WEP-30L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rie X — orpaHvueHve nepegayn
LLIMPOKOBELLLATENIbHOIO/MY/ILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBHOIO Tpadinka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-30L(config):/interface/wlan0/wlan/radio# qos

WEP-30L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/10ueHVIE NCMONB30BAHUA PYHKLN,
obecneunBaroLLMx Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). nst oTkntoueHns seeauTe false)
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS TO4kM AOCTYra,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napametpos QoS A/
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rge X — Bpems oxuaaHnsa kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hayas/ibHOe 3Ha4YeHne BpemMeHn
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLaTb 3Ha4YeHne cwMax)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasibHoe 3HavyeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasn BpeMeHn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS cTaHL N KIneHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)
WEP-30L(config):/interface/wlan0/wlan/radio/qost# save (coxpaHeHve HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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6.6 Hactporika DHCP onuwun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0 (HacTpolika 6yaeTt nponssoanTbecs A5 Radio 2.4 I'Tu. Ecnn Heobxoaumo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-30L(config):/interface/wlan0# common

WEP-30L(config):/interface/wlan0/common# dhcp-snooping
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLI60p paboTh!
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLme napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (i€ custom
— 3amMeHa cogepxxumoro CID Ha 3HavyeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<numsa SSID>. SSID — 3ameHa cogepxxunmoro CID Ha nmsa SSID, K KOTOpoMY NOAK/THOYEH
KNueHT. Mo ymonyaHuno: APMAC-SSID)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepkumoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMEeHTCKOoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r21e
longstring — 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepegasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (e
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymonyaHuo: MAC-agpec KTIMEHTCKOro YCTPONCTBA)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenntensi oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaet 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTYyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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6.7 HacTtpolika pennukauum DHCP

© Hactpoiika akTBMpyeT thyHKLMOHaN npeobpasosanuna broadcast DHCP-0TBeTOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/AET NOBbICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoOM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeacTasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlanl

WEP-30L(config):/interface/wlan1# common

WEP-30L(config):/interface/wlanl/common# dhcp-snooping
WEP-30L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bi/1l0ueHVE
pennukaumm DHCP. o yMO/4aHUIO BbIK/IOYEHO: false)
WEP-30L(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHvie HacTpoek)

6.8 Hactpolika pennukayun ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO AN KaX/A0ro paguonHTepdelica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# common

WEP-30L(config):/interface/wlan0/common# arp-suppression
WEP-30L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHne arp-suppression. o
yMO4aHuo BbIK/THOYeHO: false)

WEP-30L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yripassieHune
pennvkaumen ARP. Ecnn napamMeTp BK/KOYEH true, TO MPOMCXOAMT oTOpachkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBartbcs
LUMPOKOBeLLaTesibHO. Mo yMO/4aH1Io BK/IKOYEHO: true. PaboTaeT TOIbKO C BK/IIOYEHHbIM arp-suppression)
WEP-30L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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6.9 Hactpoiika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-30L(root):/# configure
WEP-30L(config):/# interface
WEP-30L(config):/interface# wlan1-wds0 (BLI60p /iHka WDS. BO3MOXHbIe 3HaueHns 18 Radio 2.4 T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WEP-30L(config):/interface/wlan1-wds0# wds
WEP-30L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHTepderica
BCTPEYHOIN TOUKM AOCTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IN BBECTU HA BCTPEYHOWN TOUKE AOCTYyNna KoMaHay
monitoring radio-interface)
WEP-30L(config):/interface/wlan1-wds0/wds# exit
WEP-30L(config):/interface/wlan1-wds0# common
WEP-30L(config):/interface/wlan1l-wds0/common# enabled true (Bk/toueHve nuHka WDS. [1n8 OTK/AKYeHUA
BeeguTe false)
WEP-30L(config):/interface/wlan1l-wds0/commont# exit
WEP-30L(config):/interface/wlan1-wds0# exit
WEP-30L(config):/interface# wlanl (npu HacTpoiike WDS Ha Radio 2.4 [T, BBeanTe wlan0)
( )
( )

S~ T~ T~

WEP-30L(config):/interface/wlan1# wlan

WEP-30L(config):/interface/wlan1/wlan# wds

WEP-30L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (Bbi60op pexvma 6e3onacHocTy WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WEP-30L(config):/interface/wlanl/wlan/wds# key-wpa password123 («k/1t04/1aposib, He0OX0ANMBIN A/15
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-30L(config):/interface/wlanl/wlan/wds# enabled true (Bk/itoueHne WDS. [1n8 OTKIHOUEHUA BBEAUTE
false)

WEP-30L(config):/interface/wlan1/wlan/wds# save (CoxpaHeHne HacTpoek)

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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6.10 HacTtpolika Z-Wave

© Tonsko ans yctpoiictea WEP-30L-Z.

HacTtpoiika Z-Wave

WEP-30L-Z(root):/# configure

WEP-30L-Z(config):/# z-wave

WEP-30L-Z(config):/z-wavei enabled true (rge true — Bk/It0ueHe yHKUMOHaa Z-Wave Hub. 3HaueHne no
ymo/4aHuto: false)

WEP-30L-Z(config):/z-wave# platform-address smart.eltex-co.ru (rze smart.eltex-co.ru — agpec nnarcopmebl
«Eltex Smart Control». 3HaueHne No ymonyaHuto: smart.eltex-co.ru)

WEP-30L-Z(config):/z-wave# platform-port 8072 (rge 8072 — nopT A/19 cBA3KM ¢ niaropmoin «Eltex Smart
Control». Mpwn BblkNtOYEHHOM hriare «be3onacHoe coeguHeHre» fomKeH ObITb ykasaH nopt 8070.
3Ha4yeHne No ymosiyaHuto: 8072)

WEP-30L-Z(config):/z-wavei secure true (rge true — Bk/t04eHe 6€30MacHOro pexuma. /15 oTK/Il4YeHns
BBeauTe false)

WEP-30L-Z(config):/z-wave# syslog true (rae true — BKto4YeHUe NormposaHns. 19 OTK/I04YeHUA BBeAUTe
false)

WEP-30L-Z(config):/z-wave# manage-config zway-reconfigure (npviveHeHve HacTpoek a5 Z-Wave Hub)
WEP-30L-Z(config):/z-wave# save (cOxpaHeHne HacTpoek)

C6poc Z-Wave Hub

WEP-30L-Z(root):/# manage-config zway-reset (cOpoc koHpurypaumm Z-Wave Hub v yaanexve
NOAK/THOYEHHbIX YCTPONCTB)
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6.11 CuctemHble HaCTPOWKM

6.11.1 OG6HoBneHue MO ycTpoicTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-30L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue cpaitna MO> (nprvep:
firmware upload tftp 192.168.1.15 WEP-30L-2.7.1_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-30L(root):/# firmware upload http <URL agnsa ckaumBaHus cpaina NO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-30L-2.7.1_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-30L(root):/# firmware switch

6.11.2 YnpaBneHue KOHGUrypaumei ycTpoiicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-30L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-30L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-30L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-30L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-30L(root):/# manage-config apply (npruveHeHre KoHUrypaLmy Ha TOUKy A0CTyna)
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6.11.3 MNepe3arpy3ka ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-30L(root):/# reboot

6.11.4 HacTpolika pexuma ayTeHTMdnkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password <HOBbIi1 Naponb ANA yyeTHoi 3anucu admin> (071 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WEP-30L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# user

WEP-30L(config):/authentication/user# add userX (rge userX — M HOBOI YYeTHOW 3anucu. 18 yaaneHns
ncnonb3ynte komaHay del)

WEP-30L(config):/authentication/user# userX

WEP-30L(config):/authentication/user/userX# login userX (rge userX — 1Ms HOBOW YYETHO 3armncu)
WEP-30L(config):/authentication/user/userX# password <Maponb Ansa yyeTHoI 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-30L(config):/authentication/user/userX# role admin (no/sib30BaTeNto BbIAAKTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-30L(config):/authentication/user/userX# save (CoxpaHeHVe HacTpoek)

[nsa ayteHTudonkaumm yepes RADIUS-cepBep He06Xx0AMMO HACTPOUTb NapaMeTpbl AOCTyna K Hemy.
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HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-30L
WEP-30L

root):/# configure

config):/# authentication

WEP-30L(config):/authentication# radius

WEP-30L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-cepBepa)
WEP-30L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepsepa, KOTOPbLIA NCMNO/b3YEeTCA
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-30L(config):/authentication/radius# auth-password secret (/e secret — ko4 ans RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-30L(config):/authentication/radius# exit

WEP-30L(config):/authentication# radius-auth true (Bx/1t0ueHVe pexxnma ayTeHTudnkaumm yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-30L(config):/authentication# save (coxpaHeHve HacTpoek)

—_ e~~~

o Mpun ayTeHTMdunkaumm yepes RADIUS-cepBep HE06X0AMMO 065a3aTe/lbHO CO34aTh /IOKa/IbHYIO YYETHYHO
3anuce, Kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuyae ecnn RADIUS-cepBep okaxXeTca HeAOoCTYNeH, ayTEHTUdINKaLMS NPOAAET NO SIOKasIbHOW
YUYETHOM 3anuncu.

6.11.5 HacTtpolika gatbl 1 BpEMEHU

KoMaHAbl ANA HACTPOIKM CUHXPOHU3aL MU BPEMEHU € cepBepoM NTP

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/toueHVe pexurma paboTel ¢ NTP)

config):/date-time# ntp

WEP-30L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBKa NTP-cepsepa)
WEP-30L(config):/date-time/ntp# alt-servers (ycTaHoBKa A0M0SHUTENLHBLIX NTP-cepBepos)
WEP-30L(config):/date-time/ntp/alt-servers# add <LlomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosfaHne pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
KonunyecTBo: 8. N yaaneHnst ucnosnbayrite komaHay del)

WEP-30L(config):/date-time/ntp/alt-servers# exit

WEP-30L(config):/date-time/ntp#exit

WEP-30L(config):/date-time# common

WEP-30L(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemMeHHO
30Hbl)

WEP-30L(config):/date-time/common# save (coxpaHeHne HacTpoek)

—_ e~ e~~~
_ ===
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6.11.6 [ononHuTesibHble HACTPOWKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/systemi global-station-isolation true (Bx/it0ueHne r106a71bHO n30NALMN Tpadmnka
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WEP-30Lconfig):/system# save (coxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# hostname WEP-30L_room2 (re WEP-30L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET coaepXaTb OT 1 A0 63 CUMBOJIOB: /TATMHCKME 3ar/iaBHble U CTPOYHbIE OYKBbI, LUAIPbI,
3HaK gednc «-» (aedpmnc He MOXET ObITb NOC/eAHNUM CUMBO/IOM B MeHM). Mo ymonyaHunio: WEP-30L)
WEP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# ap-location ap.test.root (i ap.test.root — fomMeH y3na gepesa yCTPONCTB
cucTeMbl ynpasiieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-30L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue Radius NAS-ID

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# nas-id Lenina_1.Novovsibirsk.root (r7e Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec TA)
WEP-30L(config):/system# save (CoxpaHeHVe HacTpoek)
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HacTtpoiika LLDP

WEP-30L(root):/# configure

WEP-30L(config):/# Wldp

WEP-30L(config):/lldp# enabled true (Bk/toueHve pyHkLumoHana LLDP. nsa oTkntoveHns seeguTe false. Mo
YMO/14aHuIo: true)

WEP-30L(config):/lldp# tx-interval X (rae X — nameHeHve nepuoga otnpasku LLDP-cO06LLEHWA.
Bo3moXHble 3Ha4YeHus: 1-86400. Mo ymonyaHumto: 30)

WEP-30L(config):/lldp# system-name WEP-30L_reserv (r7e WEP-30L_reserv — HOBOe 1ms ycTporicTea. o
ymoyaHmo: WEP-30L)

WEP-30L(config):/lldp# save (coxpaHeHne HacTpoek)

N3meHeHue napond

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password newpassword (1€ newpassword — HOBbIA Naposb A5
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WEP-30L(config):/authentication# save (coxpaHeHve HacTpoek)

6.12 HacTpolika napameTpoB NOpTasibHOM aBTOpM3aLmm

HacTpolika napaMeTpoB nopTasnbHOIi aBTOpU3aLun

WEP-30L(root):/# configure

WEP-30L(config):/# captive-portal

WEP-30L(config):/captive-portal# ap-ip-alias <[loMeHHO€e UMSA> ([O0MEeHHOe NMS, Ha KOTopoe ByaeT
coBepLuaTbCs NnepeHanpasieHne KAMeHToB. o ymonyaHuto: redirect.loc)
WEP-30L(config):/captive-portal# tinyproxy-https true (Bx/1t0ueHVe nepeHanpaseHns KINeHToB Mo
npoTtokony HTTPS. [ins nepeHanpasneHuns no npotokony HTTP BeeauTe false. o ymonuyaHuto: false)
WEP-30L(config):/captive-portal# save (CoxpaHeHVie HacTpoekK)

© DNS-3anpoc JoMeHHOro UMeHH, ykasaHHoro B ap-ip-alias, 6yaeT nepexaaueH ToUKoii gocTyna. Ha atot
3anpoc 6yAeT OTNpaB/ieEH OTBET, U B OTBETE OyAeT IP-aapec ToUkM gocTyna.
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HacTtpoiika umeH napaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBToOpM3aLun

WEP-30L
WEP-30L

root):/# configure

config):/# captive-portal

WEP-30L(config):/captive-portal# web-redirector

WEP-30L(config):/captive-portal/web-redirector# param-names
WEP-30L(config):/captive-portal/web-redirector/param-namest# redirect_url original_url (HacTpoiika nveHu
napameTpa, CoAepXaLlero MCXoAHbIn URL, 3anpoLUeHHbI KAMeHTOM. KNneHT ByaeT nepeagpecoBaH Ha
AaHHbIA URL B crlyvae ycneLuHo aBTopusanmn)
WEP-30L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napametpa, cogepxawiero URL, Kyaa 6yaeT nepeagpecoBaH K/IMEHT B C/lyvae OLLIMOKM aBTopm3aLmmn)
WEP-30L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoAePXKaLLEero NI0rMH 415 KMeHTa)
WEP-30L(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CogepXaLlero naposb ANs KNnNeHTa)
WEP-30L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHne HacTpoek)

—_ e~~~

o HacTpoiika Hy>Ha, ecnvm nveHa napameTtpos B oTBeTe http ¢ kogom 302 otnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN focTyna.

6.12.1 ¥YnpaBrieHne nopTasibHbIM CEPTUNKATOM

3arpyska ceptucpukara ansa peaupexta no HTTPS no tftp

WEP-30L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue caiitna>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkara ans pegupekta no HTTPS no http

WEP-30L(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHusa caiina NoO>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-30L(root):/# manage-certificates portal erase
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6.13 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WEP-30L
WEP-30L

root):/# configure

config):/# captive-portal

WEP-30L(config):/captive-portal# apbd

WEP-30L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-30L(config):/captive-portal/apbd# enabled true (BxioueHve cepsrca APB. [In15 OTK/IIO4EeHNs BBEAUTE
false)

WEP-30L(config):captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_ e~~~

6.14 Hactpoliika DAS-cepBepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamu
Joctyna.

KomaHpbl anAa HacTpoiiku DAS-cepBepa

WEP-30L(root):/# configure

WEP-30L(config):/# das-server

WEP-30L(config):/das-serveri# enabled true (Bk/ioueHne DAS-cepsepa. [1ns oTknwoyenns seegunte false)
WEP-30L(config):/das-server# auth-password secret (r7e secret — naposis 19 DAS-cepBepa, UCnosb3yercs
npu wndppoBaHmm RADIUS-3anpocoB)

WEP-30L(config):/das-serveri# save (COxpaHeHne HacTpoek)

6.15 YnpasneHue nHgukaumnen

KomMaHAabl AN ynpaBfieHUA UHAMKaumei

WEP-30L(root):/# configure

WEP-30L(config):/# led-manager

WEP-30L(config):/leg-manager# enable-led only-wlan (napaverp, oTBevarowmnii 3a BKIKYEHNE/OTKIIOHEHNE
nHavkatopa Power. MOXeT NpUHUMaTh 3Ha4YeHus: only-wlan — nHamkaTop Power BbIK/IHOYEH, MHAMKATOPDI
wlan pa6otatoT; all — Bce nHaukartopbl paboTatoT. 3HavYeHre no ymonyaHuto: all)
WEP-30L(config):/leg-manager# save (CoxpaHeH/e HacTpPOeK)
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6.16 HacTpoiika MeHeaxepa NacCUBHOrO CKAHMPOBAHUS PAAVOOKPYXEHUS

[ns ocylecTBneHnsa NOCTOSAHHOTO CKaHMPOBaHMA Ha TOYKe 4OCTYNa, He06X0AMMO HACTPOUTbL MEHeXep
naccrBHOro ckaHuposaHusa "scand”.

KomaHpb! AnAa HacTpoiiku scand

WEP-30L(root):/# configure

WEP-30L(config):/# scand

WEP-30L(config):/scand# neighbor-scan

WEP-30L(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bk/110ueHve NOCTOAHHOIO
CKkaHupoBaHusA. 18 oTknoveHus seegute false)

WEP-30L(config):/scand/neighbor-scan# save (coxpaHeHve HacTpoek)
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6.17 MOHUTOPUHT

6.17.1 Wi-Fi knneHTbl

WEP-30L(root):/# monitoring associated-clients

index
interface
state
hw-addr
rfid

wid

band
ssid
ip-addr
username
domain

dhcp-request-status

authorized

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi
max-rssi-1
max-rssi-2
max-rssii

snr-1

snr-2

snr

noise-1
noise-2

noise

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

mfp
wireless-mode

perftest-capable

link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

(0]

wlanl-va®

ASSOC SLEEP AUTH_SUCCESS
0a:03:42:63:73:f5
1

(0]

5
WEP-30L_5GHz-test
192.168.1.15

user
enterprise.service.root
obtained

true

false

true

903

2

1887

13063

-30

-37

-37

=27

-37

=27

29

29

29

-59

-66

-59

HE NSS2 MCS9 SGI 229.4
HE NSS2 MCS3 LGI 58.5
20M

20M

20M

00:01:04

false

ax

false

97

96

1736

1014

70075

2625

89

6020

90
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multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:

TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

ofdmé
ofdm24
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs8

Multicast groups:

MAC

33:33:ff:1e:66:bb
33:33:00:00:00:fb
01:00:5€:00:00:fb

XXX
XXX
XXX

PykoBoacTBo no akcnnyartauum WEP-30L, WEP-30L-Z

1

yes

yes

yes
broadcast
0

Transmitted Received

174133 | 136050
99 |
211056771 | 113905486
174126 | 2857
211055846 | 1689787

| 133193

|

112052138

CE

CE

CE
0 | 0%

|

|

324
1

44
1205
134442

0%
99%

.30.102.187
.0.0.251
.0.0.251
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6.17.2 WDS

WEP-30L(root):/# monitoring wds-entries

index | ©

hw-addr | 68:13:€2:35:d6:48
interface | wlanl

rfid | -1

wid | -1

band | 5

state | WIFI_WDS WIFI_WDS_RX_BEACON
ip-addr | 192.168.1.15
dhcp-request-status | not requested
authorized | false
captive-portal-vap | false

enterprise-vap | false

rx-retry-count | ©

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 134

rssi-1 | -42

rssi-2 | -26

rssi | -26

snr-1 | 33

snr-2 | 33

snr | 33

noise-1 | -9

noise-2 | 7

noise | 7

tx-rate | HE NSS2 MCS9 SGI 229.4
rx-rate | HE NSS1 MCS4 SGI 51.6
rx-bw | 26M

rx-bw-all | 26M

tx-bw | 26M

uptime | 00:06:08

mfp | false

wireless-mode | ax

perftest-capable | false

link-quality | 97

link-quality-common | 97

actual-tx-rate | 2

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 14

actual-rx-pps | ©

shaped-rx-pps | ©

link-capacity | 1 (not changed)
multicast-groups-count | ©

twt-support | none

name | ©

Rate Transmitted Received
Total Packets: 5006 3412
TX success: 100
Total Bytes: 327521 778532
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Data
Data
Mgmt
Mgmt

Packets:
Bytes:
Packets:
Bytes:

Dropped Packets:
Dropped Bytes:

Lost

Packets:

nssl-
nssl-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-

Multicast groups:

mcso0
mcs4
mcso0
mcsl
mcs2
mcs3
mcs4
mcs5
mcs6
mcs7
mcs8
mcs9
mcs10
mcsll

none

4964
322095
42
5426

0

0

0

Transmitted

278
2128
1967
141
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5

998
3407
777534
0

0

Received

ool ool ol oMoMoMoMoMON IO RG]
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6.17.3 WNHopmaumsa 06 ycTpoincTee

WEP-30L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-30L

2.7.1 build X
2.7.1 build X
2.7.1 build X

73

28

79

108

2.0

1.33

false

Eltex

Access Point
WEP-30L

WEP-30L
E8:28:C1l:xx XX XX
E8:28:C1l:xx XX XX
WP3C000555

1v3

false

false

firmware update
false
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6.17.4 ViHpopmaLmsa o cepTudankarax

WEP-30L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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6.17.5 CeteBas UHpopmaums

WEP-30L(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | cc:9d:a2:xx:xx:xx
rx-bytes | 456875
rx-packets | 5835
tx-bytes | 24328
tx-packets | 241
IPv4 information:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-30L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-30L(root):/# monitoring route

Destination Gateway
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Interface

0.0.0.0
192.168.1.0

192.168.1.1
0.0.0.0

WEP-30L(root):/# monitoring lldp

6.17.6 becnpoBogHble NHTEpPhENCHI

255.255.255.0

Port ID

Flags
UG bro
u bro

System Name

Capabilities TTL

WEP-30L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2

channel

frequency
bandwidth
utilization

mode

thermal

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2

channel

frequency
bandwidth
utilization

mode

thermal

wlan®

0

on

2.4 GHz
68:13:E2: XX XX XX
16 dBm
AP mode
vap

-64 dBm
-64 dBm
11

2462 MHz
20 MHz
T7%
b/g/n/ax
43

wlanl

1

on

5 GHz
68:13:E2: XX XX XX
19 dBm

AP mode
vap

-87 dBm
-87 dBm
40

5200 MHz
20 MHz
35%
a/n/ac/ax
40
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6.17.7 XXypHan cobbITnii

WEP-30L(root):/# monitoring events

Jan 23 00:00:07 WEP-30L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-30L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-30L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-30L daemon.info networkd[987]: DHCP-client: Interface br0O obtained
lease on 192.168.1.15.

Jan 23 07:17:14 WEP-30L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WEP-30L_2.4GHz' int0

6.17.8 CkaHunpoBaHue acupa

€ Bo Bpems ocylecTBNEHUS aKTUBHOTMO CKaHUPOBaHNA achnpa paguonHTepdeiic ycTpoiicTea 6yget
OTK/I0UEH, UTO NPUBEET K HEBO3MOXHOCTY nepeaaqn AaHHbIx 1o Wi-Fi KnmeHToB Bo Bpems
CKaHMPOBaHWSI.

AKTUBHOE CKaHUpoBaHue 3achupa

'WEP-30L{root):/# monitoring scan-wifi

S5ID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP wpa/wpa2-1x 68:13:E2:1D:8A:33 11 -45 20
Ap wpa2-1x 68:13:E2:26:A3:31 [ -46 20
Ap wpa2 68:13:E2:1D:8A:31 11 -47 20
AP wpaz2 68:13:E2:35:(3:91 6 -48 20
AP wpa2/wpa3-1x  68:13:E2:C3:92:D1 ] -49 20
AP off 68:13:E2:35:E9:D2 1 -50 20
AP off EC:B1:E@:@C:988:31 11 -51 20
Ap off E2:28:(1:DA:(9:B1 1 -53 20
AP wpa2-1x EC:B1:EB:21:44:81 6 -53 20
AP wpa2/wpa3-1x  68:13:E2:20:A3:0A 44 -38 20
AP off EC:B1:E@:@A:3E:99 48 -38 20
AP wpa2 68:13:E2:83:1A:72 36 -39 20
Ap wpa/wpa2 68:13:E2:20:A2:DB 48 -48 20
AP off 68:13:E2:83:14A:71 El -41 20
AP wpa2-1x EC:B1:EG:0B:82:11 44 -41 20
Ap wpa/wpa2-1x 68:13:E2:20:A2:D00 48 -41 20
AP wpa2 68:13:E2:0F:49:EB 48 -42 80
Ap off EC:B1:E@:0B:82:18 44 -42 20
AP wpaz2 E@:D9:E3:73:86:E0 44 -43 80
AP off CC:9D:A2:C2:96:D8 40 -50 20

110



PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

MaccrBHOE cKkaHMpoBaHue ahupa
MpeaBapuTeNbHO HEOBXOAMMO BK/OUUTL MEHEDKED NACCUBHOTO CKAHMPOBAaHWS PAMO0KPYXEHNSI.

WEP-30L(root):/# monitoring neighbor-ap

551D Privacy BSSID Channel RSSI, dBm Bandwidth, MHz Last seen time
e EC:B1:E@:8B:82:01 1 -39 20 2025.01.10 87:58:54
1 EC:Bl:E@:28:A0:52 1 -65 2e 2025.01.10 87:58:54
1 BA:B@:24:F@:1C:98 2 -61 20 2025.01.10 88:@1:35
1 68:13:E2:13:9C:99 3 -t8 2e 2025.01.10 87:51:35
1 E2:D9:E3:98:36:BD 3 -62 20 2025.01.10 88:@1:56
] E2:D9:E3:9F:31:0A 4 -53 20 2025.01.10 87:56:46
1 EC:B1:E@:16:3A:8B 4 -63 4@ 2025.01.10 87:47:26
1 68:13:E2:28:B1:0D 5 -65 48 2025.01.10 87:47:47
2] EC:B1:E@:16:61:7F 5 -64 20 2025.61.10 87:47:47
1 68:13:E2:02:EA:20 6 -34 20 2025.01.10 87:52:37
1 68:13:E2:35:21:71 6 -G8 20 2025.61.10 87:57:27
1 E4:5A:D4:DE:56:2E 8 -65 28 2825.81.10 87:53:18
1 68:13:E2:28:DD:61 9 -56 4@ 2025.@1.10 87:59:1@
1 EC:B1:E@:16:3A:88 ¢ -60 48 2825.081.10 87:58:18
1 68:13:E2:03:4D:A0 11 -te 2e 2025.01.10 87:59:51
1 EC:B1:E@:21:78:80 11 -46 28 2825.81.10 87:59:51
] E8:28:C1:FC:D6:40 13 -34 2e 2025.01.10 98:08:54
1 EC:B1:E@:89:9D:F4 13 -63 a0 2025.01.10 87:55:23
] EC:Bl:E@:8C:88:323 36 -48 2e 2025.01.10 87:59:58
e EC:B1:E@:08C:88:3A 36 -48 20 2025.01.10 87:59:58
1 EC:Bl:E@:16:2A:8A 36 -63 ge 2025.01.10 87:59:58
1 68:13:E2:0F:49:EQ L -42 20 2025.01.10 88:008:11
] E8:28:C1:DA:CA:2C ag -E6 2e 2025.01.10 88:e8:11
1 E8:28:C1:ED:47:60 a@ -57 20 2025.01.10 83:e8:11
] 0@:E@:4C:86:70:01 a4 -54 ge 2025.01.10 88:88:32
1 68:13:E2:0D:DE: 29 a4 -59 20 2025.01.10 83:88:32
1 68:13:E2:13:A6:9E a4 -49 se 2025.01.10 88:88:32
1 68:13:E2:20:A3:0A 44 -38 20 2025.61.10 88:88:32

6.17.9 CnekTpoaHanunsarop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGoPMaLMIO O 3arpy>XeHHOCTV KaHas10B B AvanasoHax 2.4 u 5 My,
Pe3ynsTaT BbIBOAMTCS B NMPOLEHTAX.

@ Bo Bpems paboThl CekTpoaHaM3aTopa NPOUCXOAUT OTK/IOUYEHUE BCEX KTMEHTOB OT TOUKM JOCTYNa.
KnueHTbl NoaxouaTcsl CHOBa TO/IbKO TOrAa, KOra CrekTpoaHa/IM3aTop 3akoHUYMT CBO paboTy.
Bpemsi aHann3a Bcex paAviokaHasioB [BYX AVANa30HOB COCTAB/SET NPUMEPHO 5 MUHYT.

© CnekrpoaHanusaTop pa6oTaeT TOMbKO Ha TeX KaHasax, KoTopble ykasaHbl B napameTtpe limit-channels
B HacTpoiikax pagnovnHTepdgeiicos. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasibl ‘1 6
11', a Ha wlan1 yka3aHbl kaHasbl '36 40 44 48', T0 aHanM3 cnekTpa 6yaeT NPon3BeAEeH TONbKO A/
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[ns Toro uTo6bI ObIST NPOM3BEAEH aHA/IM3 BCEX KAHaUI0B Anana3oHa, Ha KOTOPoM paboTtaeT
paavouHTepdeiic, nsmeHnTe 3HaveHne napametpa use-limit-channels B HacTpoiikax kaxaoro
pagunovHTepdeliica Ha false. Mocne nonyyeHnss pesynstTatoB paboThl CNEKTpoaHaIn3aTopa BepHUTe
3HayeHune use-limit-channels o6paTHO K MCXOQHOMY 3HaYEHMIO true.
C 6onee noapobHoli MHhopMaumeli o HacTpolike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «HacTtpoliku Radio».
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WEP-30L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3] 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%

6.18 TMonyyeHne oTnaf04HON MHpopMaLUn

KomaHpa ana c6opa otnagouHoi uHpopmauum

WEP-30L(root):/# get-troubleshooting-file

Mocne BbINONHEHUS KOMaHAbI 6yaeT co3gaH apxuB troubleshooting.tar.gz, cogepxalnii 0TNaf04HbIe faHHble
N CBELEHNSA O COCTOSIHUM YCTPONCTBA.
Monyuntb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO No npotokony TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol nHgopmaumm

WEP-30L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |x*x**x*xxxkkkkkkxkkkkkkkxkkkkkxxxx*| 62755 0:00:00 ETA
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WEP-30L(root):/# traceroute <recTUpyemblii XOCT>

Mpumep ncnonb3oBaHUA

WEP-30L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

7.2 Ytnnuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-30L(config):/# tcpdump --help

7.2.1 3axsart Tpachmka c /11060ro akTMBHOro nHTepderica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-30L(root):/# tcpdump -i eth0
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7.2.2 CHudpep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# radioX (o115 agnanazoHa 2.4 [Ty, — radio0, 115 5 T, — radiol)
WEP-30L(config):/interface/radioX# common

WEP-30L(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WEP-30L(root):/# tcpdump -i radiol

7.2.3 HacTpolika yaaneHHoi 3annucu gamna Tpadumka

B pasgene remote-capture BbINO/HAETCA yAa/IEHHAA 3anucb gamna Tpaduka.
YcTpoiicTBo nogaepxuaet npotokon RPCAP, no3sonsiowmii Npom3BoanTb 3annck gamna Tpadmka ¢
NHTepelica ycTponcTBa Ha yAasIeHHON MallMHe B PeXUMe OHAalH.

© /115 ynanéHHoro 3axsata NakeToB C paanonHTEPdEicoB HE0BX0AMMO NOAHATL UHTepdelic! radiol 1/
nnv radio1 13 npeaplayLero nyHkTa.

KomaHgb! AN HACTPOIiKM remote-capture

WEP-30L(root):/# configure

WEP-30L(config):/# remote-capture

WEP-30L(config):/remote-capture# enabled true (true — BkntoveHne. [ins otknoveHns seegute false)
WEP-30L(config):/remote-capture# disable-authentication true (onuua no3sonser oTkNOUNTEL TpeboBaHne
ayTeHTudukaumm npu gobasneHnn yaaneHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTumKaLlmsa 3anpalluvBaeTcs)

WEP-30L(config):/remote-capture# port 2002 (2002 — HOMep NMopTa, KOTOPbIN CAYXAT AN NOLKHOYEHNS
ya/IeHHOI MalUVHbl. MapameTp NPUHUMAET 3HadYeHus oT 1025 Ao 65530. Mo ymonyaHumio: 2002)
WEP-30L(config):/remote-capture# save (COxpaHeHne HacTpoek)

[nsa ypanénHoro nogknoveHus ncnonb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa u nopt. Ans
3TOro, HanNpMMep, MOXHO 1cnosb3oBaTb Nnporpammy Wireshark. 3atem HeE06X0AMMO NONYUNTbL CINCOK
NHTepdencoB ansa CHUAUHra oT YCTPOICTBA, BbIOPATb OAMH U3 HUX 1 3anyCTUTb CHATME gamna C
yAaneHHoro nHTepdelica.
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7.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLas CTOPOHA Ha3bIBAETCH KIMEHTOM, NPUHMMALOLLLAS — CEPBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WEP-30L(root):/# iperf --help

Mpumep 3anycka notoka Tpadomka ¢ T Ha cepBep:

HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WEP-30L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-aapec cepsepa)

7.4 HacTtpolika pexvuma Radar

®YHKUMOHaN NpeAHasHaveH ans cbopa MHopmaLmmn 0 KIIMEHTCKMX YCTPOMCTBAX B 30HE AeCTBUS TOUKM
JocTyna u nepefayn faHHbIX Ha CepBeEP-KOMIEKTOP.

7.4.1 HacTpoiika pagapa ¢ oTnpaBKol AaHHbIX No npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WEP-30L(root):/# configure

WEP-30L(config):/#radar

WEP-30L(config):/radar# enabled true (BkntoueHne yHkumoHana radar. Ans otknoyeHuns seeguTe false)
WEP-30L(config):/radar# url http://host:port/service (ykasbiBaeTca URL-cChI/ika Ha cepBuc, KOTOPLIA ByaeT
npuHMMaThb AaHHble OT TOYKM gocTyna B JSON-thopmare. Nepenayvya Bo3moxkHa no HTTP/HTTPS)
WEP-30L(config):/radar# scan-interface all (rze all — nHTEepderic, Ha kKoTopom ByaeT paboTaTtk
CKaHupoBaHue. BoaMoxHble 3HaveHus: wlan0 — uHTepdeiic 2.4 INu, wlanl — nHtepdoeinic 5 'L, all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, No ymonyanutio: all)

WEP-30L(config):/radar# send-interval X (rge X — nHTepBaU1 OTNpaBky AaHHbIX Ha KOI/1IEKTOP. BO3MOXHbIe
3HayeHus:: 1-3600. o yMoNn4aHuio: 5 cekyHp)

WEP-30L(config):/radar# mac-source "probe data" (rze probe data — BbIOOp THNa faHHbIX, cObpaemMbIx B
adupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonyaHuto: all)

WEP-30L(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bble/IeHHOe Ha CKaHUpOoBaHue O4HOro
KaHana. BoamoxHble 3HauyeHus: 100-60000. Mo ymonyaHuio: 200 Mc)

WEP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (rae 1,6, 11 — kaHaJlbl /19 CKaHUPOBaHusA B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHblE KaHasbl)

WEP-30L(config):/radar# scan-limit-channels-5g 36 40 44 48" (1 /e 36, 40, 44, 48 — kaHa/lbl [J15
CKaHMpoBaHuA B gnanasoHe 5 T, MNycToe 3HayeHne — CKaHUPYKTCA BCe AOCTYMHbIE KaHaslbl)
WEP-30L(config):/radar# save (coxpaHeHne HacTpoek)
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7.4.2 HacTtpoiika pafgapa c 0TnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-30L(root):/# configure

WEP-30L(config):/#radar

WEP-30L(config):/radar# url mqtt://host:port/service (ykasbiBaeTcs URL-cChI/ika Ha cepBuC, KOTOPLIA OyaeT
NnpUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-30L(config):/radar# mqtt-username eltex (rze eltex — vvs nonb3osarens. Heobxoaumo an1s
aBTopM3aLn Ha cepsrce-KOIEKTopE)

WEP-30L(config):/radar# mqtt-password password (/e password — naposib. Heobxognm 515 aBTopusaLum
Ha cepBuce-KoJIJIEKTOpE)

WEP-30L(config):/radar# mqtt-topic input_mgqtt_topic (yka3biBaetcs URL-ugeHTU(MNKaTop CyLHOCTEN B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-30L(config):/radar# scan-mode passive (1/e passive — pexxum paboTtsl pagapa. BoamoxHble

3HayeHwus:: active — Touka 4OCTYyrNa TO/IbKO CKaHUPYeT adnp 1 He NpefocTaBnseT cepsBuc

KNMeHTaM; passive — TO4Ka AOCTyna npefocTaB/isieT CePBUC KIMEHTaM, 3Mp He CKaHupyeT, nepesaeT
[aHHble Mo NOAK/IYEHHbIM KNneHTaMm. o ymonyaHuto: active)

WEP-30L(config):/radar# scan-interface all (rze all — nHTepderic, Ha koTopom ByaeT paboTaTk
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — uHTepdeinc 2.4 IN'u, wlanl — nHtepdoeiic 5 'y, all —
OAHOBPEMEHHO0 2.4 Ty 1 5Ty, Mo ymonyaHutio: all)

WEP-30L(radar# send-interval X (rae X — nHtepBasi OTNpaBKX AaHHbIX Ha KO/I/1EKTOP. BO3MOXHbIE
3HayeHus:: 1-3600. o yMoNn4aHuio: 5 CekyHA)

WEP-30L(config):/radar# mac-source "probe data" (rze probe data — BbIOOp TvNa faHHbIX, cObpaemMbIx B
adoupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — TO/IbKO

data, all — Bce Tunbl naketos. Mo ymonuaxuio: all)

WEP-30L(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bble/IeHHOE Ha CKaHMpOoBaHue O4HOro
KaHasa. BoaMoxHble 3HavyeHust: 100-60000. o ymonyaHuio: 200 Mc)

WEP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (rae 1, 6, 11 — kaHa/lbl /19 CKaHUPOBaHuA B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHble KaHasbl)

WEP-30L(config):/radar# scan-limit-channels-5g "36 40 44 48" (1 /e 36, 40, 44, 48 — kaHa/lbl [J15
CKaHupoBaHuA B AnanasoHe 5 . MNMycToe 3Ha4YeHne — CKaHUPYTCS BCE AOCTYMHbIE KaHaslbl)
WEP-30L(config):/radar# scan-min-signal -80 (rze -80 — nopor ypoBHs curHana. Ecnm Touka goctyna BuanT
KNIMEeHTa C YPOBHEM HMXEe YKa3aHHOro, To MAC-aZipec K/imeHTa He nepefaeTcs Ha KO/IIEKTOP, U KITUEHT He
cunTaeTcs obHapyXXeHHbIM. Mo yMon4aHuio: 0, PyHKLMOHaN OTK/THOYEH)

WEP-30L(config):/radar# enabled true (BkntoueHne cyHkumoHana radar. Ans otknoyeHuns seeguTe false)
WEP-30L(config):/radar# save (coxpaHeHne HacTpoek)
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Bepcusa gokymeHTa Jarta
BbIMyCKa

Bepcusa 1.6 06.2025

Bepcusa 1.5 11.2024

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z

CopepXaHue N3MEeHEeHW

CuHxpoHusauus ¢ Bepcumein MO 2.7.1
[o6aBneHo:

6.2.2 HacTpoiika yaanéHHOro ynpaenieHus
6.8 HacTtpoiika pennvkaummn ARP

6.14 Hactpoiika DAS-cepBepa

6.15 YnpaBneHve nHavkaumeii

6.16 HacTpoiika MeHemxepa NacCMBHOIO CKaHMpoBaHWs
paanooKpyXeHus

i3meHeHo:

6.3.6 HacTpoiika VAP c nopTtasibHoli aBTOpr3auueii

6.3.7 HacTpoiika VAP c BHeluHeli nopTasibHOW aBTopu3aLmei
6.3.8 HacTpoiika gononHutensHoro RADIUS-cepeepa Ha VAP
6.17 MOHUTOPWHT

6.17.8 CkaHupoBaHue achumpa

CuHxpoHusauus ¢ Bepcumein M0 2.6.2

[o6asneHo:

6.7 HacTpoiika pennvkauun DHCP

6.14 YnpaBneHue nHamkaumeri

6.16 MNonyyeHne 0TNafo4HON NHhopMaumm

7.4 HacTtpoiika pexuma Radar

7.4.1 HacTpoiika pagapa ¢ oTnpaBKoii gaHHbIX No npotokosy HTTP
7.4.2 HacTpoiika pagapa ¢ 0TnpaBKoi AaHHbIX No npotokony MQTT

M3meHeHo:

5.6.2 NMogmeHto «VAP»

6.3.9 JononHnTenbHble HacTpoikn VAP

6.4 HacTpoiika AirTune

6.13 HacTpoiika yaaneHHol 3annucu gamna Tpadmka
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Bepcus gokymeHTa Aara CopaepxaHne nsmeHeHui
BbIMycCKa
Bepcusa 1.4 06.2024 CwuHxpoHusaums ¢ Bepcueii MO 2.5.2
[ob6asneHo:

5.4.2 NogmeHto «WDS»

5.7 MeHio «WDS»

5.7.1 NMogmeHo «WDS»

5.8 MeHio «Z-Wave»

5.8.1 NoameHto «Z-Wave»

6.3.7 HacTpoiika VAP c BHeluHeli nopTasibHOW aBTopu3aLmei
6.6 HacTtpoiika WDS

6.7 HacTtpoiika Z-Wave

6.9 HacTpoiika napaMeTpoB NopTaslbHON aBTOpU3aLnm
6.9.1 Ynpas/ieHne noptasibHbIM cepTutmkaTom

6.11 HacTpoiika cHudhgoepa

6.12.2 WDS

7 BcnomoratenbHble YyTUAnThbI

7.1 YTunura traceroute

7.2 Ytnnuta tepdump

7.2.1 3axBaT Tpadmka c 1l060ro akTMBHOIO UHTEpdeiica
7.2.2 CHudpchep achupa

7.3 Ytnnurta iperf

M3meHeHo:

2.2 XapakTepucTuK1 yCcTpoiicTBa

2.4 lnarpaMMbl HanpaBfeHHOCTU

6.3.8 [lononHnTenbHblE HACTpPOokn VAP
6.4 HacTpoiikn Radio

6.8.5 HacTpoiika gatbl 1 BpemMeHn
6.12.4 NIHhbopmauums o cepTudprkaTax
6.12.6 becnpoBogHble NHTEPAIENCHI
6.12.9 CnekTpoaHanusarop

118



Bepcus gokymeHTa

Bepcusa 1.3

Bepcua 1.2

Aara
BbiMyckKa

01.2024

12.2023

PykoBogacTBo no akcnyarauun WEP-30L, WEP-30L-Z
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5.7 MeHto «Z-Wave»

5.7.1 MogmeHto «Z-Wave»

6.6 HacTpoiika Z-Wave

Mi3meHeHo:
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2.2 XapakTepuCTMKN yCTpoicTBa

2.3 TexHnyeckne napameTpbl yCTpoicTBa

CuHxpoHu3auus ¢ sepcueit MO 2.3.0

[ob6aBneHo:

6.3.2 Hactpoiika VAP c wudgposaHnem OWE
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M3meHeHo:
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2.3 TexHMYecKMe napameTpbl yCTpoicTBa

5.4.7 MoameHto «NHdopmaunusa 06 ycTponcTee»

5.5.1 NogmeHto «Radio 2.4 Muy»

5.6.2 MogmeHto «VAP»

6.3 HacTpoiika BupTyasibHbIx Touek goctyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 wndgpoBaHus
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6.3.5 HacTpoiika VAP c Enterprise-aBTopusaumneii
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[ob6asneHo:

5.8.2 NMogmeHio «AirTune»
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6.3.5 [lononHnTenbHble HAacTpoikn VAP
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MepBas ny6nvkauus
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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https://eltex-co.ru/support/downloads/
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