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PykoBogacTBo no akcnayatauum WOP-30LI

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBSI3M Mas1oro paguyca o ceteii LM/, conocTaBiMbIX MO CKOPOCTM C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-30LI ssnsietca Toukoi goctyna Wi-Fi. KOHCTpyKuus yCTpocTBa UMEET repMeTUYUHbI KOpryc,
KOTOPbIA NO3BO/IIET UCMO/Ib30BaTh TOUKY 0CTYNa BHE NOMELLEHWUI B pa3INUHbIX KNIMMATUYECKNX YCNOBUAX
npu Temneparypax ot -45 no +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauum WOP-30LI

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

WOP-30LI — 370 npombiLLIEHHAs Touka AocTyna HoBoro nokonexnmst Wi-Fi 6 (IEEE 802.11ax) (nanee —
YCTPOIACTBO, TOUKa AocTyna, T/), o6ecneumsatoLlasi BbICOKOCKOPOCTHYO M 6e3onacHyto 6ecnpoBoiHyH0 CETb.
Bnarogaps BCTpOEHHbIM nopTam

2 x 1GE n 2 x SFP (1G) WOP-30LI no3BosnisieT noakntoyaTb Apyrue yCTpoicTBa U COEANHSITb HECKO/IbKO TOUYEK
[locTyna B OHY CeTb KackazioM.

WOP-30LI nogaepxuBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BOSET NepefasaTb
Hanbonee BaxHblli Tpadnk B 6051ee NpUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBbIM. [propuTU3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmmu QoS: CoS (cneunansHble meTku B none VLAN-naketa) n ToS
(meTku B none IP-naketa). Mogaepxka welinvHra Tpacguka Ha kaxaom VAP no3BonsieT B NosHOW Mepe
ynpas/iATh AOCTYMNOM, KA4ECTBOM CEPBUCOB U OrpaHNYEHUAMN Kak A/151 BCeX aBOHEHTOB, Tak U AJ/19 KaXA0ro B
4acTHOCTMW.

MpouyHbIA repmeTuyHbI kopnyc WOP-30LI co cTteneHbio 3awmuTel IP67 ngeansHo nogxoaut AN yCTaHOBKM
YCTPOICTBA Ha 3KCTPEMa/IbHbIX MPOMbILL/IEHHbIX 0OGBLEKTAX U OTKPbIThIX TEPPUTOPUSIX (3aBOAbI, KApbepbl,
MPOW3BOACTBEHHbIE 3[,aHUSI, KPYMHbIE MPOMbILL/IEHHbIE KOMMNIEKCHI, CKNaapbl U T. n.)

2.2 XapaKTepuCTUKM YCTPONCTBa
Nnmepagbelicbi:

+ 2 nopta 10/100/1000BASE-T (RJ-45), u3 kotopbIx 1 NopT ¢ nogaepxkoii POE+

+ 1 nopt 100/1000BASE-X (SFP)

+ 1 nopt T000BASE-X (SFP)

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax

+ 4 pazbema N-Tvna (female) ans nogkntoueHns BHelHX aHTeHH (Omni, cekTopHasi, naHenbHasa u T. 4.)

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMAaTM4ecKoe COorslacoBaHne CKOPOCTU, AYNIEKCHOTO PEXMMA U NEPEKITIYEHNS MEXAY pexXmmamn
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;

* nepegadva aboOHEHTCKOro Tpaduka BHe TyHHenNew;
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* nopaepxka ACL;

+ noggepxka NTP;

* nopaepxka Syslog;
* noggepxka IPv6,

* nognepxka LLDP.

®dyHkyuu QoS:

* NpUOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

*+ OorpaHn4yeHune NPonyckHol cnocobHoCcTn ans Kaxaon VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3meHeHune napametpos WMM.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wndpposarHne WPA/WPA2/WPA3/OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPOICTBO.

Ha pucyHkax 1, 2 n 3 npuBefeHbl cxembl NnpumMmeHeHns obopygosaHuns WOP-30LI.

z

0 O

MaaHwer MK/HoyT6yk

I

Q /r:

CmaprdoH Wi- F| Kamepa

Wi-Fi 2.4 Iy, //Kﬁsrm

(t ® )))

POE/ETH1 t1ouka pocTyna
WOP-30L

PucyHok 1 — Ncnonb3osaHuve Toukn goctyna WOP-30LI ¢ PoE-noptom
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PucyHok 2 — Ncnonb3osaHue Toukn goctyna WOP-30LI ¢ DC-nutaHnem n SFP-noptamu
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PucyHok 3 — Ncnonb3osaHune Touku goctyna WOP-30LI ¢ DC-nutaHnem n WDS
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl uHTepcpeiicoB Ethernet
KonnyectBo nopToB

Pa3bem

CkopocTb nepegaun

Moanepxka cTaHaapToB

MapameTtpbl uHTepcpeiicos SFP
Konnyectso noptos

Pasbem

CkopocTb nepegaun

Moaaepka cTaHgapToB

2
RJ-45
10/100/1000 M6uT/c, aBTOONpPEAENEHMNE

BASE-T

2
SFP
100/1000 M6ut/c Ha SFP1 n 1000 M6ut/c Ha SFP2

BASE-X

MNapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTbl
YacToTHbI gnanasoH

Moaynsauus

Pa6oune kaHasbl

CKopoCTb Nepefaun AaHHbIX

MakcrMMasibHOe KONIMYecTBO OHOBPEMEHHbIX
ceccuin

MakcumasibHas MOLLHOCTb nepeaatymka

L-|yBCTBI/ITel'I bHOCTb NPUEMHUKa

Be3onacHocTb

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'u, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mrug
- 149-165 (5735-5835 My

2.4TTu, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 M6ut/c

2.4TTy: po-93 gbm
51Tu: go -94 pbm

LieHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA/
WPA2/WPAS3 Enterprise)

wmncpposanne WPA/WPA2/WPA3/OWE

noaaepxka Captive Portal

BbI60p MOAENM aHTEHH 3aBUCUT OT UCMNO/b30BaHNA TOUKM AOCTYNa

PapuounHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

10



YnpaBneHue
YpaneHHoe ynpaeneHue
OrpaHnyeHve goctyna
O6LwWwwue napameTpbl
Flash-namaTtb

RAM
MntaHne

MoTpebnsiemMas MOLWHOCTb
CreneHb 3awWnThbl
Pabounin gnana3oH TemnepaTyp

OTHOCUTENIbHaA BNAXXHOCTL Npy TeMnepartype
25°C

Mra6aputhbl (L x B x )

Macca

CpokK cnyx6bl

2.4 KOHCTPYKTMBHOE WCMO/HEeHne

PykoBogacTBo no akcnayatauum WOP-30LI

web-nHTepdelic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

128 Mb SPI-NAND Flash
256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
DC 12-56 B

He 6onee 17,5 BT
P67

oT-45 po +65 °C
00 95 %, 6e3 ob6pasoBaHNs KOHAeHcaTa

308 x 253 x 91 MM
308 x 367 x 91 MM (C repmMOBBOAOM)

3,2 kr

He meHee 15 net

Yctporicteo WOP-30LI BbINOIHEHO B MN/1aCTUKOBOM KOPMYCE NPOMBILL/IEHHOTO UCMNOMHEHNUS. BHeWHWA Bug,
ycTporictea WOP-30LI npmBeaeH Ha pucyHke 4.

m amdam

PucyHok 4 — BHewHwuii Bug WOP-30LI

11
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PucyHok 5 — BHeLHWIA BUg, BEpXHe
naHenn WOP-30LI

il i
,H@ig‘i’;‘, (o) ] Lo |
WE omm g P

PucyHok 7 — BHelHWiA BUA, 3aQHel naHenm

PrCyHOK 6 — BHeLUHWUIA BUA, HMXHEN WOP-30LI
naHenn WOP-30LI

Ha naHensix ycTpoiicTBa pacnosiox)eHbl CrieflyoLmue pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnuncaHve NOpPTOB N OPraHoOB yrpas/ieHns

Ne

1,3

2,4

10

11

12

dnemMeHT Ha
ycTpoiicTBe

A1, A3

A2, A4

DC
PoE/ETH1
ETH2
SFP1
SFP2

F

@

OnucaHwne
pasbeMbl nHTepdgeiica Radio 1 Ans NOAKIYEHNST BHELUHMX aHTEHH AnanasoHa 2.4
My

pa3beMbl nHTepdeiica Radio 2 ans noakIueHNss BHELHWUX aHTEHH AnanasoHa 5
Iy,

pasbem MoAK/UEHNS MMTaHUSA
nopt 10/100/1000 BASE-T (pasbem RJ-45 ¢ nogaepxkoii PoE+)
nopt 10/100/1000 BASE-T (pazbem RJ-45)

nopt 100/1000BASE-X (onTuyeckuii pasbem SC/UPC)

nopt 1000BASE-X (onTnueckuii pasbem SC/UPC)

(pyHKLI.I/IOHaJ'IbHaFI KHOIMKa, 3aKpblTa repMeTnyHbIM BUHTOM
3asemsieHne yCTpOVICTBa

MEeMOpPaHHbIV BEHTUASILMOHHbINA KianaH

12
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2.5 C6poc K 3aBOACKMM HacTpoiikam

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepxmBaTtb KHOMNKY «F» Ha npoTshkeHun 10—15 cekyHpg,. MNpounsoiigeT aBTomarmyeckas nepesarpyska
ycTpoicTBa. MNpu 3aBoAcKnx ycTaHoBKax byaet 3anyweH DHCP-knuneHT. B cnyyae, ecnv agpec He 6yaet
nony4veH no DHCP, To y ycTpolicTBa 6yaeT 3aBogckoii IP-agpec — 192.168.1.10, macka nogcetn —
255.255.255.0, nms nonb3oBarens/napons Ans focrtyna yepes web-uHrepdpeiic: admin/password.

2.6 KomMnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ 06opyaoBaHune pagunogoctyna WOP-30LI;

* repMoBBO/pb|;

+ KabenbHasa YyacTb 419 pasbema nuTaHus;

* KOMIMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnyataumm Ha CD-gucke (onuuoHasnbHo);
* cepTMdmnKar COOTBETCTBUS;

* MamsTKa 0 AOKYMeHTaLmu;

* racnopr.

13
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

11.

He BckpbiBaliTe KOpryc YCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX A1
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHMsA No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTpOMCTBA Ha BbICOTHBIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOANTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEeHEeHWIo BCroMoraTesibHoe
obopyzoBaHue.

He Bkntovaite nutaHve 6e3 NoAKMOYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

2.

PekomeHayemMoe nosioXeHne yCTponcTea 4151 YCTaHOBKM — KpensieHne Ha TPy6OoCTOonKy/CToNn6 unm
CTeHy.
Mepepn yCTaHOBKOW Y BK/IKOYEHNEM YCTPONCTBA HEOOXOAMMO MPOBEPUTL €r0 Ha HaUIMyYne BUAUMbIX
MeXaHU4YecKnx noBpexaeHnin. B cnyyae o6HapyXeHusi NOBPeXAeHnin crnenyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMI aKT 1 06paTUTLCA K MOCTaBLLMKY.
Mpun pasmeLLeHnn yCcTponcTea 418 obecneyeHns 30Hbl NoKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTvkamMu yuntbiBanTe cnegyolme npasunia:
+ YcTaHaBnuBaiTe YCTPOMCTBO B LIEHTPEe 6eCnpoBOAHON CETU.
* MUHUMK3UPYIATE uncio nperpag (CTeHbI, NOTONKK, Mebenb n ap.) mexay WOP-30LI n gpyrimvm
6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaAMM.
* He ycTaHaBnvBaiiTe yCcTpoiicTBO B6NM3U (Nopsigka 2 M) a/1eKTPUYECKUX U PaanoyCcTpOIACTB.
* He pekomeHayeTca ucnonb3oBaTb pagmotesiedoHbl U gpyroe obopyaosaHve, paboTatoLLee Ha
yacTtote 2.4 'y nnn 5 I'ru, B pagunyce aenctensa 6ecnposogHoii cetn Wi-Fi.
* MNpensaTcTBus B BUAE CTEK/IAHHbLIX/METaI/INYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuTe/IbHO YMeHbLUNTb pagunyc gerictena Wi-Fi ceTtn.
Mpun pasmeLLeHNN HECKO/TbKMX TOYEK paanyc COTbl AO/HKEH NepecekaTbCsa C COCeAHeN COTOM Ha ypoBHE
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -7/5 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U APYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOPE KONMUYECTBA HEOOXOAMMbIX TOUEK AOCTYNa cneayeT npesBapuTeisHO MPOM3BECTY OLLEHKY
Tpebyemoii 30Hbl 0XBaTa, yunTbiBast [JH aHTeHH B rOPU30HTa/IbHOW U BEPTUKA/IbHOW NOCKOCTSIX.

[nsa 6onee TOYHOI OLEHKN HEOGXOAMMO NPOU3BECTM paanonccneoBaHne TeppuTopun. JanbHOCTL OxBaTa
YBEPEHHOTO NMprema TOUKM A0CTyna 3aBUCUT OT YCTAHOB/IEHHbIX @aHTEHH 1 HAIMUKA NPenaTCTBuiA. B Tabnuue 3
npuBeAeHb! NPUGAN3NTENbHBIE 3HAYEHNS 3aTyXaHUS.

Tabnuua 3 — 3HayeHus 3artyxaHus

Martepunan N3meHeHUe ypOBHA curHana, ab
2410Ty, 51Ty

OprcTekno -0,3 -0,9
Kuprnny -4,5 -14,6
Creksio -0,5 -1,7
fmncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLITykaTypka c METa/I/IN4YECKON CETKOM -14,8 -13,2
LLinako6s1ok -7 -11
MeTannuueckas pelueTka (sueiika 13 x 6 MM, MeTan1 2 MM) -21 -13

3.4 Bbl6b0Op KaHa10B COCEACTBYIOLNX TOYEK

Bo n3bexaHne MexKkaHas/lbHOiA I/IHTequ)epeHLl'I/II/I MexXxagy coceaAcTBYHOLWMMN TOYKaMi OA0CTYyMNMa peEKOMEHOYETCA
YCTaHOBUTb HEMNepeKpbiBaoWMNeCA KaHaslbl.

KaHansi

2,402 Ty |<7 22 My, 4% 2,483 My,

PucyHok 8 — O6uian amarpaMmma nepekpbITMa YacTOTHbIX KaHanos B 2.4 Ty,
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Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y nprBefeH Ha puUcyHke 9.

PucyHok 9 — Cxema pacnpefeneHus kaHasioB Mexay CocelHUMU TouKkamun ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/IYETCS COXPaHSThb AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
Touek mexay ataxamu (pucyHok 10).

NEEPSSVG L
%ﬂﬁ
EDapE

P Y,

PucyHok 10 — Cxema pacnpefeneHusi KaHasioB MeXay COCeAHUMM Toukamu A0CTyna, pacnooXeHHbIMM
MeXay aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MH:z MHz MHz Radar MHz MHz MHz
IEEEChannel # | S I FHBS D) ISESESccEEeR =TT 12222
| I I
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A ARATRAAAAAA
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PucyHok 11 — KaHauibl, ncnosnb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 My,
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3.5 PekomeHgyemble SFP-moaynn

Mpun ncnonb3oBaHuKn Ha ycTporictee SFP-nopToB XenatenbHO BbIGUpaTb pekoMeHA0BaHHble moaenu SFP-
mMopynen ns Tabnuupl 4.

Tabnunua 4 — PekomeHpyemble SFP-moaynu

HanmeHoBaHune CKopocCTb XapakTepucTuku TemnepaTypHbIA TUN

FH-SB35121DS20/ ]
FH-SB5312IDS20 1G 1.25G SFP SC 1310/1550nm 20km Industrial

FH-S3112IDL20 1G 1.25G SFP LC 1310nm 20km Industrial
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4 YcTaHOBKa ycTpolicTBa

Ons Toukmn goctyna WOP-30LI npeaycMoTpeHbl ABa BapraHTa MOHTaXa: ycTaHOBKa YCTpOiCTBa Ha
TPy6OCTOlKY 1 yCTaHOBKA YCTPOICTBA Ha CTEHY.

4.1 TloAroToBKa K MOHTaXy
1. 3BneknTe 13 ynakoBKM YCTPOMCTBO, KPOHLUTENH, NakeT C KPeNneXoMm, XOMYTbl, FepMOBBO/bI.

2. Ans KpenneHns yCcTponcTBa Ha CTeHY UM TPYOGOCTONKY YyCTaHOBUTE KPOHLUTENH Ha paguartop,
pacnofioXeHHbI Ha 3a4Hel cTeHKe. Kpenko 3aTaHUTe BUHTbI U 0683aTeflbHO UCNO/b3yinTe Wainbbl 13
KOMM/IeKTa NOCTaBKW.

PucyHok 12 — KpennieHue KpoHLWTeiHa K YCTPOACTBY

3.B c/iydae ncnosib3oBaHua Omni-aHTeHH yCTaHOBUTE UX, NpeaBapuTesibHO CHAB 3ar/1yLlkKn C pa3beMoOB.

PucyHok 13 — YctaHoBka Omni-aHTeHH

18
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4. MNepep, yCTaHOBKOW YCTPOICTBA HA CTEHY U/ TPY6GOCTOKY He 3abyabTe NOAK/IUNTL KNeMMy 3a3eM/IeHus,
1CMOsb3yst BUHT Ha 3afiHeli CTEHKe YCTpolicTBa.

PucyHok 14 — 3a3emneHune ycTpoiicTea

€© 3asemnenne MOXeT 6bITb OCYLLECTBIEHO Yepes pasbeM NuTaHus DC, cM. pasgen «[loakouenme
pa3zbema nutaHmsa DC».

4.2 YcTaHOBKa yCTpOWCTBa Ha TpybOCTOINKy/CTONG

@ nNpu MmoHTaxe ycTpoiicTBa Ha pasbeMbl aHTEHH 06A3aTeNbHO JOMKHbI 6biTb YCTAHOBEHbI AHTEHHI
WK NbiNe3alnTHble (repMeTUYHbIE) KOMMAaYKK, KOTOpble BXOAST B KOMM/EKT MOCTABKW YCTPOACTBA.
CHMMaTb KONMavky HY)XHO HENOCPEACTBEHHO Nepes, NOAKIIOUYEHNEM K aHTEHHBLIM pa3beMam.

1. Ans oykcaumm ycTpoiicTBa Ha TPy6OCTOiKe MCMOMb3yiiTe XOMYTbl M3 KOMM/IEKTA MOCTABKM.

Cob6ntogaliTe MHCTPYKLMI NO TEXHUKE 6e30MacHOCTM U pekoMeHaaumm, NprBeAeHHbIe B pasaenax
«HCTPYKLMI NO TEXHMKE 6e30nacHOCTM» U «PekoMeHAaLMN MO YCTaHOBKE.

PucyHok 15 — KpenneHue ycTpoicTea K Tpyb0oCcTolike
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

4.3 YcTaHOBKa yCTPOWCTBA Ha CTEHY

€ Mpu MoHTaxe ycTpoiicTBa Ha pa3beMbl aHTEHH 06513aTebHO AOMKHbI GbiTb YCTAHOBMEHbI AHTEHHDI
UK NblnesawyTHble (repMeTUYHBIE) KONMaYKK, KOTOpble BXOAAT B KOMIM/IEKT MOCTaBKM YCTPOCTBA.
CHUMaTb KONMnayky Hy>XHO HenocpeACcTBEHHO nNepes, NoAK/IYEHNEM K aHTEHHBIM pa3beMam.

1. Vicnonb3yitTe acKn3 Ha pucyHke 16 osia pasMeTky OTBEPCTUIA KPEN/IEHUS Ha CTEHE.

60

g
e’

130

\S‘

PrcyHOK 16 — 3ckn3 ons pasmeTky OTBEpPCTUi
2. YcTaHOBWTE YCTPOMCTBO HA CTEHY C NOMOLLbIO aHKepHbIX 60/1TOB M6 unn arobenei.

Cobnioaiite HCTPYKLUMK MO TEXHMKe 6€30MacHOCTM U pEKOMEHAALMN, MPUBeAeHHbIe B pasaenax
«/IHCTPYKLMK NO TEXHKKe 6e30MacHOCTU» U «PeKoMeHAaLMN No YCTaHOBKEY.

PucyHok 17 — KpenneHue ycTpoiicTBa Ha cTeHe
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PykoBO/ACTBO No akcnyaTauum WOP-30LI
5 ﬂop,Kmoqume yCTpOMCTBa

5.1 MuTtaHne ycTponcTtea

1. MogkntounTe Ethernet-kabens, naywmii ot WOP-30LI (nopt PoE/ETH1), k POE-nopTy nHXekTopa uam nopty
kommyTaTopa (IEEE 802.3at-2009). MoakntoueHne Ethernet-ka6ensi k WOP-30LI onucaHo B pasgene
«lMoakntoyeHne ceTeBoro kabens».

2. Ecnu Bbl ucnonb3yete POE-MHXeKTOp, NoAKIouMTe ero K posetke 220 B ¢ NOMOLLbIO CETEBOIO LLHYpPa.

3. Mpu NUTaHUM YyCTPOMCTBA NOCTOSIHHBIM HanpshkeHneMm nepengute B pasgen «lofkyeHne pasbemva
nutaHua DC».

@ He Bkniouaiite NUTaHMe 6€3 NOAKMOUYEHHBIX aHTEHH.

5.2 TMoakntoveHne ceTeBoro kabens

1. B KOMMMEKT NOCTaBKWN YCTPOICTBa BXOAUT repmoBBog, Ans Ethernet-noptoB. CkpyTuTte raiiky ¢ repmoBBoAa,
BbIHbTE YN/IOTHUTENbHYIO BTY/IKY U3 Nameneli kopnyca.

, |
‘ /9

PucyHok 18 — lepmMoBBO/j, B pa3o6paHHOM BUe

2. MNpopaeHbTe Kabenb ¢ pasbemom RJ-45 B 0TBEpPCTUE raiky repmoBBoja.

A\

'\\A““'
\ \

PucyHok 19 — YcTaHoBKa raiikv repMoBBoja Ha kabene
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PyKoBO/CTBO Mo aKcnyatawym WOP-30LI

3. YcTaHOBUTE pa3pesHyto Pe3MHOBYIO BTY/IKY Ha KaGesb Mexay pasbeMoM U YCTaHOB/IEHHOI paHee raikoii.

e S
I aa—
_‘é,‘"
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PucyHok 20 — YcTaHOBKa pe3nHOBOM BTY/IKM Ha kabene

4. MponycTuTe Kabenb ¢ pazbemMoM Yepes Koprnyc repMoBBoaA.

5 W
-
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PykoBogacTso no akcnnyatauum WOP-30LI

PucyHok 21 — YcTaHOBKa Kopnyca repMoBBoa Ha Kabene

5. YcTaHoBMTE YNIOTHUTENbHYIO BTY/IKY B laMenn kopnyca kabenbHOro BBoga.

e
\.

P1CYHOK 22 — YCTaHOBKa pe3nHOBOW BTY/IKM B KOpPMYyC repMoBBOAa

6. HakpyTuTe raliky Ha Kopryc repmoBBoAa Ha napy o60poToB (He 3aTsruealite raliky, NpoBog, A0/MKEH
CBOGO/IHO CKOJIb3WUTb BHYTPW YN/IOTHUTENbHON BTY/IKN).

PucyHok 23 — KpenneHue repMoBBoAa Ha kabene
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

7. BcTtaBbTe pasbeM RJ-45 B OTBETHYIO YaCTb Ha KOpryce yCTPOoCTBa.

PucyHok 24 — MNMopakntodeHne Ethernet-kabens

8. BKpyTUTE repMOBBO/, B OTBETHYIO YacTb Ha Kopryce YCTpOiCTBa 1 3aTSHUTE.

9. 3aTAHUTE raiiky repmMoBBO/ia [10 NIOTHOTO 06/IEeraHNs kKabens YynaoTHUTENBHO BTY/KOIA.

[ €@ HekoppekTHas ycTaHOBKa repMOBBO/A MOXET NPUBECTM K HAPYLLEHUIO FepMETUYHOCTI YCTPOiiCTBa. ’

[ @ Bo nsbexaHue BbIxoga yCTPOICTBA U3 CTPOS PEKOMEHYETCA UCNOMb30BaTb FPO303aLLMTY. ]
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

5.3 lMoagkntoyeHne onTUYeCKoro kabesns
1. YctaHoBuTe SFP-Moaynb B ONTUYECKMIA NOPT.

2. ina ycTaHOBKM ONTUYECKOro kabens CMOHTUpPYTe repmoBBog A1t SFP-nopToB No pucyHky 25.

' 3'

)

MADHHDDERD
CTON-AWHMR

PucyHok 25 — YcTaHOoBKa ONTn4eckoro kabens
3. CHMMUTE 3aLMTHYHO KPbILKY (1) 1 OTKPYTUTE 320KMMHYIO raiiky ¢ TOpLOB repmoBBoga (2).
4. BblTawute paspesHoii caslbHUK 1 NpofeHbTe kabesb Yepes 3akKMMHYHO raliky u repMoBBof, (3).
5. CHUMKMTe 3alMTHYIO 3arnyLwky ¢ diaHua Ha kopnyce yctpolicTea (4).
6. BcTaBbTe onTuuyeckuii kabens B pasbem SFP-mopyns (5).
7. BcTaBbTe repMOBBO/, B OTKPbIThIN (hiaHel, Ha YCTPOICTBE 1 NPOBEPHUTE Ha nos-o6opoTa Ao dunkcaumn (6).
8. YcTaHOBUTE pa3pesHoli ca/lbHUK Ha Kabenb U BCTaBbTe ero BHYTPb repMoBsoaa (7).

9. MNNOTHO 3aTAHUTE 3aXKMMHY!HO raiiky (8).
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PykoBogacTso no akcnnyatauum WOP-30LI

PUCYHOK 26 — YCTaHOB/IEHHbIVi repMOBBO/, HA YCTPOCTBE

€ HexoppekTHas ycTaHOBKa repMOBBO/A MOXET MPUBECTM K HapYLLIEHWIO FePMETUYHOCTY YCTPOICTBA.

5.4 TlogkntoyeHue pasbema nutaHms DC

1. PacnasiiTe oTBETHYIO YacTb pasbema nutaHms DC.

CX-N N

PucyHok 27 — OTBeTHas yacTb repMeTUyYHOro pasbema nutaHusa DC

2. Pacnaiika pasbema nuTaHus Ha Kopnyce yCTpOICTBa yka3aHa Ha pucyHke 28.

'a )

L J/

PucyHok 28 — Pacnaiika pasbema nutaHma DC Ha kopnyce ycTpoiicTBa
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PykoBogacTso no akcnnyatauum WOP-30LI

3. OTKpyTUTE 3arnyLlKy, BCTaBbTe kKabesb NUTaHuA 1 3aTaHUTe (PUKCUPYIOLLYIO raliky. YCTaHOBKa pacnasHHOro
kabesnia nokasaHa Ha pucyHke 29.

PucyHok 29 — lMNopgkntoveHne nutaHms DC

€ HexoppekTHas ycTaHOBKa OTBETHOI YacTu pasbeMa nuTaHus DC MOXeT NpUBECTU K HapyLLEHWIO
repMeTMYHOCTM YCTPOIACTBA.

5.5 TllogkniyeHne aHTeHH

MoaKknNounTe aHTEHHBbI K YCTPOIACTBY, Cnefysl MHCTPYKUMSIM U3 pasaena «/IHCTPYKLYs No repMeTr3aLim
AHTEHHbIX PA3bEMOB»:

* Mpu ncnonb3oBaHuy OMni-aHTEHH: NPUCOeANHUTE aHTEHHbI K N-pasbemam ycTpolicTBa. PekomeHayeTcst
BbINOMHATL HA aTane «[10AroToBKa K MOHTaXY».

+ Mpu NCNONb30BaHUM NaHENbHBIX/CEKTOPHbIX aHTEHH: NPUCOEAMHUTE aHTEHHbI K N-pasbemam
YCTPOIACTBA C NMOMOLLbIO KabenbHbIX CO0POK. OTPEryNIMpyinTe NofoXeHne aHTeHHbI Tak, 4To6bI
abOHEHTCKME YCTPOICTBA NONaAa/IN B 30HY NOKPbLITUS YCTAHOBNIEHHOV aHTEHHbI.
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

5.6 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXaeHNi, a Takke
MpoBepLTE HaMuMe YNI0THUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 30 (a,
6).

PucyHok 30a PucyHok 306

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWTE raiiky, Kak nokasaHo Ha pucyHke 31 (a,
6).

PucyHok 31a PucyHok 316

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 32a) TpebyeTcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
326) TpebyeTcs 0,3 M rMapon30IMPYHOLLEN NIEHTbI, Kak NokasaHo Ha pucyHke 32 (a, 6).

PucyHok 326

PucyHok 32a
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CNOW, Kak NoKa3aHo Ha pucyHke 33.

N

PucyHok 33

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YyacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
Kabesnis nokasaHa Ha pucyHke 34 (a, 6).

PucyHok 34a PucyHok 346

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 35 (a, 6).

v

P.I/IcyHOK 35a PucyHok 356
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PykoBO/ACTBO No akcnyaTauum WOP-30LI

7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3MHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI3oneHTa nokasaHa Ha pucyHke 36.

PucyHok 36

8. HauHuTe 06MOTKY C Oon/ieTkn kabens, npeaBaputesibHO OTCTYNMB OT NEPBOrO BUTKA PE3NHOBOM SIEHTbI Ha 5—
10 mMm. 3adnkcnpyiiTe KOHYMK N30/1EHTBI Ha onneTke kabensa nog yrnom 15-25 rpagycos K ocu kabens, u,
cnerka pactsarmsas NieHTy, HauHMTe obmatbiBaTb kabesnb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopryca
yCcTpoicTBa. BUTkM HE06X0AMMO yKnaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagKkM Ha BUTKaxX He
ponyckatotca. ObmoTka kabesia nokasaHa Ha pucyHke 37.

PucyHok 37

9. locTUrHyB KOpnyca Kpaem feHTbl, caenalite 060poT BOKPYr pa3bemMa, MakCMMasibHO NpuKumas Kpa
N30NEHTbI K KOPMNYyCy YCTPOWCTBA, fanee NPOAO/HKMTE HAMOTKY NIeHTbl NO4 APYTUM YI/1I0M, YOANssach OT
kopnyca. Mpn HamaTbIBaHUK M/I0THO HakKablBaiTe BUTKW NIEHTLI, HEe Aornyckas cknafok. Ha nocnegHnx
BUTKaxX U30/1EHTbI PACTSHKKY HEOOXOAMMO YMEHbLUUTb 0 HYNS U NOCNeHWUIA BUTOK Y/IOXUTbL 6e3 pacTarnBaHus,
Kak nokasaHo Ha pucyHke 38 (a, 6).

PucyHok 38a PucyHok 386

10. MpoBepbTe 3arepMeTU3NPOBaHHbI pa3beM Ha OTCYTCTBME BUAMMbIX YHACTKOB PE3MHOBOM NIEHTBI.
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PykoBogacTso no akcnnyatauum WOP-30LI

6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noacety: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHuM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-30LI

admin

3. BBegute ums nonb3oBarensi B CTpoke «BBeauTe OrMH» 1 naposb B CTPOKe «BBeanTe naposb».

© 3asogckue ycTaHOBKM: NOTMH — admin, Naposb — password.

4. HaxmunTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

,ELTEX  woP-30LI

MoHUTOPKHT Radio VAP WDS CeTeEkle HAacTpolikM BHelHne cepencel Cuctema - BLIX0[]
Wi-Fi knnenTsl Wapenue WOP-30LI
AnnapatHan BepcuA vl
WDS P P

3aeoncron MAC-agpec EC:B1:E0:0C:07:70
CratucTika no Tpadmky
! CepuiiHeli Homep WP56000026

CranupoBanue atvpa Bepcua M0
Hypran cobuman Pezeperan sepeunA M0

CeTesan WHDOPMALIMA Bepcun sarpyaunka
CucTenHoe Bpams 31.05.2024 05:33:53
Whchoprauyms o
paguouHTepdelicax Bpemn pabors 6w, 17:21:28

3arpyaka L{ITY 5
Wrcbopmaums of ycTpoicTee » arpyara L 1%

Mcnonszyeman namATs 439 106 MGaitt / 241 MBaitr

[+]

OBHOBMTE
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PykoBogacTBo no akcnayatauum WOP-30LI

5. Mpy HeoBXOANMOCTN MOXHO NMEPEeKNoUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-30LI gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

clTeX wo

MoHUTOPKHT Radio VAP WDS

Wi-Fi knneHTsl

WDS

CratucTuka no Tpadmky
Cranvposanue agmpa
HypHan cobemai
CeTesan wHchopmaLma

Whchoprauyms o
paguouHTepdelicax

Wucbopmaums of ycTpoicTae »

.
[+

P-30LlI

CeTeBble HACTPOIKM

Wapenue

AnnapaTHan Bepcua
3aeoncron MAC-agpec
CepuiiHeli Homep
Bepcua MO

PezepeHan eepouA MO
Bepcus aarpyaunka
CucTemHoe apema
Bpemna pabote
Jarpyaxa LMY

Wenon b3yeMan namaTe

OBHOBMTE

BHelHWe cepencel Cuctema

WOPR-30LI
vl
EC:B1:E0:0C:07:70

WP56000026

31.05.2024 05:33:53
6n, 17:21:28
1%

439 106 Malir / 241 MBaiit

a

6.2 TMprMeHeHne KoHUrypauum n oTMeHa N3MeHeHuit

1. TlpMMeHeHne KOHurypaumum

Mpy HaXXaTUn KHOMKMN 3anyckaeTtcs npouecc coxpaHeHus koHgurypauum Bo flash-
namsTb YCTPOICTBA U NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliki BCTynatoT B cusy 6e3

nepesarpysku yCTpoincTBa.

B web-nHTepdelice Touku gocTyna peasimsoBaHa BU3yasibHas MHAMKALUS TEKYLLLEro COCTOSIHMS npolecca

npYMeHeHust HacTpoek (Tabnuua 5).

Ta6l'IVILI,a 5-— B|/|3yaanaﬂ MHONKaUunAa TeKylero COCTosaHunaA npouecca npuMeHeHna HaCTpoek

BHewHun BUA, OnucaHne COCTOAHMUA

Mocne HaxaTusa Ha KHONKy «[MpuMeHNTL» NPOUCXOANT NPOLLECC NPUMEHEHNA 1

3anucy HacTpPoeK B NamsiTb ycTpolicTea. O6 aTOM UHpopMUpYeET 3HaUoK Eid B
Ha3BaHUV BK/IAAKM 1 HA KHOMKE «[pPUMEHNTb.

06
+ [pumeHUTL

2. OTMeHa U3MeHeHWM

B Ha3BaHMN BKNaaKu.

X OTmesa

KHoMKa OTMeHbI U3MEeHeHUIA UMeeT crieayoLwnii Bua;

CreLwHoOM coxXpaHeHnn n npuMeHeHnn HaCTpoek VIHCbOpMI/IpyET 3Ha4o0K

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHNTb>. Mpu HaxkaTum Ha
KHOMKY «[PUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,
3anucaHHble B NamsiTy ycTpoicTea. Mocne Haxatusi Ha KHOMKY «MpMMeHWTb» BO3BpaT K NpeablayLimm

HacTpoiikam 6yaeT HEBO3MOXEH.
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcnayatauum WOP-30LI

ELTEX  woP-30LI
MoHuTopyHT Radio VAP WDSs CeTeBwie HACTPOMKNA
Wi-Fi knmneHTsl M3penue
WDS AnnapaTtHan eepcuA

3aeonckoi MAC-agpec
CratvcTika no Tpadmey o
CepHitHLIi Homep

CraHvposaH1e sgvpa

Bepcwa MO

HypHan cobLmiit Pazepesan eepoua M0

Bepcur sarpyaumea
CeTesan MHOpMaLWA peuR 3arpy
CUCTEMHOE EPEMA

Whdhopmauma o

paguonHTepdelicax Bpema paGoTs

WMhhopmauwma ob yetpoiicTee » 3arpysea LMY

Wenon bayeMan NaMATE

2 0BHoBMTL

8 000 Vpednpusmus “Snmexc”, 2024

BrewHwe cepeMcsl

Cucrema

WOP-30LI
vl
EC:B1:E0-0C:07:70

WP56000026

31.05.2024 05:36:20
6 an, 17:23:54
3%

439 106 MbBaiit / 241 Mbait

Bepeour 10

{Bepcur WEB:

OKHO Nonb30oBaTe/IbCKOro MHTepdieica pa3neneHo Ha NATb obnacTel:

1.

arw

Bknaakm MeHo — ans rpynnupoBKM NoAMEHK no kateropusim: MoHuTopuHr, Radio, VAP, WDS,

CeTteBble HacTpoOiiku, BHewHue cepBucol, Cuctema.

BbIGOp A3blka UHTepdieiica 1 KHomka «(BbIXoa)», NpeAHasHaYeHHasn 415 3aBepLUEHNs ceaHca paboThl B

web-uHTepdelice noa AaHHLIM NO/Ib30BATENEM.
Bknafkv NoIMEHIO — A1 YNPAB/IEHUS NOMEM HACTPOEK.

Mone HacTpoeK YCTPoicTBa — [/ NPOCMOTPA [JaHHbIX U KOHJUIypaLum.
NHdpopmaLmoHHoe none, oTobpaxatoliee Bepcuto MO, yCTaHOBNEHHYO Ha YCTPOIACTBE.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MownTopurr  Radio VA WDS  CeTesble HaCTPORKM  BHeLUHWe Cepewcbl  CHCTeMa v (sbxon

VHpopmaLus o6 ycTpolicTee

(TEX woP-30LI

Wi-Fi KnueHTs! > i OOHOBHTL

wDs
Ne Wmaxocta IP-agpec  MAC-ampec Vutepdpeiic  Link Capacity Link Quality Link Quality Common RSSIL ABM  SNR, 4B TxRate RxRate TXBW,MMu RXBW, My Bpewsa paGotel

Crammethsa no Tpacury v 1 Xiaomi-12T 10.24.80.45 76:2:31:98:05:ba wianivad 30 66 77 90 7 VHT NSS2-MCS2 3¢ VHT NSS1-MCS2 195 20 20 04:51:05

CranvpoBatiie supa .
Mepeaaro / MpwHzTo BCero, Gaiir 2 058 102/ 824 031 Mepenaro ¢ ownkBkamn, nakeros 0

IKypHan coGbiTHil MepeaaHo / NPUHATO BCErO, NAKeTos 6565/ 11243 TMoBTOpbI Nepeaay4M 3a NOCNENHNi NEPHOM, NaKETOB 1
CeTesan WH@OpMALHA Mepenaro / NPHHATO AakHbIX, GaitT 1916 777 / 532 653 OBliiee YUCNO NOBTOPOB NEPEAAUN, NakeTos 2 393
TepeAaHo / NPUHATO AAHHBIX, NakeTos 6 558 /2 360 CKOPOCTL Nepenayi / npuema, Koutic  0/0
VHpopMaLua o
panMonHTEppeiicax Moaynsiuna Mepeaano nakeTos MpUHATO nakeTos

OFDM§ 9 8996 80%
NSS1-MCS0 0 779
NSS1-MCS1 447

NSS1-MCS2 234

0
o
7
4
NSS1-MCS3 0 0%
NSS1-MCS4 13 o
NSS1-MCS5 61 1
NSS$1-MCS6 58 1
NSS1-MCS7 36 1
NSS2-MCS0 1222 19% 526
NSS2-MCS1 1523 2% 231
NSS2-MCS2 1676 26% 26
NSS2-MCS3 923 14%
NSS$2-MCS4 303

NSS2-MCS5 22 0%

SRR

NSS$2-MCS8 32 0%

Ne — HOMep NOAK/TIOYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YCTPOICTBa,;

IP-adpec — IP-afpec NoaKt0HEHHOro YCTPOICTBE;

MAC-adpec — MAC-agpec NoakK/1H4EeHHOro YCTPOCTBa,

Viumepgpelic — nHtepdpeiic B3anmogeiictema WOP-30LI ¢ nogxntoyeHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIil 0TO6paxaeT aPEKTUBHOCTb UCMONb30BaHMA TOUKOWN JocTyna
MOAyNAaLMKN Ha nepegady. PaccumTbiBaeTcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOZAY/NSILUMKN [0 KMEHTA, N NMOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO TuMna nss,
NoALEPXMBAEMOTO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepeaatoTcs Ha
mMoaynsiummn nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbI OTOGPaxXaeT COCTOSAHME JINHKA [0 KNIMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHOoe 3HaYeHve —
100% (BCe nepepaHHble NakeTbl OTNPABUINCH C NEPBOI NOMNbLITKM), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OZMH NakeT A0 KMEHTA He Obl YCNELIHO OTNpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napaMeTp, KOTOPbIi 0TOGpaXkaeT COCTOSIHNE SINHKA A0 K/IMEHTa, pacCUMTaHHbI
Ha OCHOBaHWW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMPAaB/IEHHbIX KMEHTY. MakcMasibHOoe 3HavYeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBO NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OZMH NakeT A0 KMEHTA He Obl YCNELIHO OTNpaB/ieH). 3Ha4YeHVe NapaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

RSSI — ypoBeHb NpvHMMaeMoro curHana, Abw;
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PykoBogacTBo no akcnayatauum WOP-30LI

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBofaA 60/1€€ pa3BepHyToil MHGopMaL MK Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crimcke.
Moapo6Hoe onucaHue BKIKOYAET B cebs cneaytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIH0YEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepeaaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.4.2 TlogmeHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHOPMALUUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-30LI.

L TEX  woP-30LI

MoHHTOpHHT Radio VAP WDS CeTeEnle HACTPOHEM BHelwHwe cepench Cuctema - (Bbixoad)

Wi-Fi RNHeHThI

W Musxoora  IP-agmpec MAC.agpec Wwrepdeibs  Link Capacity Link Quality Link Quality Common  RSSLA5m  SHR. 6 TiRate  RxRate TEEW. MMy RXEW. MMy Bpeus pabore
WDS >
1 WOP-30LI 10248081 ed2dcigachdd wiani

CramicTvea no Tpadmrey

(CraHmpoBaHke 3tupa

SHypHan cobemin
MagyARgHR Mepeasies nazeton MgksATS NAKETOR
. D332
CeTegan HHDopMaLmA
OFDME

QFDM2:
MHchopiiaLmn o a

pagMoHHTEDefCaX b

oFOMs
Wrdhopmauma of yeTpolicTee i
HS51-MCSS
NSS1-MCST
NS 52-MCS0
HNS52-MCS1
HS52-MCSE2

HISIMCS

H35I-MCS4

* Ne — HOMep NOAKMHOHYEHHOTO YCTPOCTBA B CMUCKE;

* VIMsi xocma — CeTeBOe MMs YCTPOICTBa,;

* IP-adpec — IP-agpec noakIto4EHHOro YCTPONCTBA;

+ MAC-adpec — MAC-agpec noakio4YeHHOro yCTPOCTBa;

* Vlhmepdpelic — nHtepgoeic B3anmogenctansg WOP-30LI ¢ noaxnto4eHHbIM YCTPOCTBOM;

* Link Capacity — napameTp, KOTOpbI/i 0To6paxaeT adh(PeKTUBHOCTb NCNO/b30BaHNSA TOYKOIN AoCTyna
MOoAynauMn Ha nepegady. PaccumTbiBaeTcst UICX0AS U3 KONMYECTBA NaKeTOB, NepefaHHbIX Ha KaXXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALUMN 01 MakCMMa/ibHOTO Tuna nss,
noAZepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ noaaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHve 10 cekyHp,

* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXaeT COCTOAHME NNMHKA A0 KIMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaBeHHbIX K/TIMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 K/MEeHTa He 6blN YCNeLIHO OTrnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpPbI/i 0TO6paXKaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HayeHve
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCL C NEPBOIA NONbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAK/THOYEHUS KNTNEHTE,;

* RSSI/ — ypoBeHb NpyHMMaemoro curHana, abw;

+ SNR — oTHOLWEeHne curHan/wym, ab;

+ TxRate — KaHa/nIbHaa CKOPOCTb Nepegayu, Mout/c;

* RxRate — kaHanbHasa cKopocTb npuema, MéuT/c;

+ TX BW — nonoca nponyckaHusa Ha nepegadye, MI'y;

* RX BW — nonoca nponyckaHusa Ha npueme, MIy;

* Bpemsi pabombl — BpeMs COeUHEHNS.
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PykoBogacTBo no akcnayatauum WOP-30LI

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.

37



PykoBogacTBo no akcnayatauum WOP-30LI

6.4.3 TlNogmeHto «CTatucTnka no Tpadomky»

B pa3pgene «Ctatuctuka no Tpadomky» oTobpaxarotcs rpadivkn CKOpoCTN nepefaHHoro/nosly4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c
MOMEHTAa BK/THOYEHUSA TOUKN AOCTYMa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM A0CTyna 3a nocnegHne 3 MUHyTbl. Fpadvk aBTOMaTnyeckm 06HOBNSETCA Kakable 6 CEKYHA.

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNAETCA Kaxable 6 CEKYH/,.

ELTEX  wop-3oLI

Moruropws Radio VAP DS Cereswe nacTpoiin  Brewnwe cepence

SFP2 TwRx bps. SFP1 Tw/Rx bps,

R 0 bes (mas. 0bps) R Dbps (max 0 bps)
N @ T 0 bps (max: 0bps) . @ Tic 0bps (max 0 bps)
wDs ps ps

CramveTiea no Toadisy

CraHWpoBaHHE akHpa

VIHDOPUaLHR 0B yeTRofiCTES

145014 145026 145030 145050 145102 145114 145126 145138 145150 145202 145214 145226 145230 145250 145302 145314 ts 45014 145026 145038 145050 145102 145114 145126 145138 145150 145202 145214 145226 145238 145250 145302 145314 ts
WLANO TRx bps WLANT TxRx bps.

R 0 bpe (max 0bpe) R Dbps (max 0 bpe)
® T 0 bge (max: 0bps) @ T 0bps (max 0 bps)

145014 145026 145030 145050 145102 145144 145126 145138 145150 145202 14521 145026 145230 145250 145302 145314 ts
ETHI TuRx kbps ETH2 ToRx bps
R 5.1 4ps (max 17 kope) R 0 bpe (max 0bpe)
@ Tic 27.2 kigs (max 27.9 kbps) ® T 0 bps (max: 0bps)
Kops. bps
]

5044 145026 145038 145050 145102 145114 145126 145130 145T50 145202 145214 145226 145238 145250 145302 14531 ts

%
1
2
2
9
7
5
1

3
1
9
5
5
4
2
0

145056 145108 145120 145132 145144 14STS6 145200 145220 145202 145244 145256 145308 145320 145302 4SI4 145366 ts 145056 145100 145120 145132 145148 145156 145200 145220 145232 145244 145256 145300 145320 145132 145344 145356 s

MepegaHo v

MpuHAT v
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBogacTBo no akcnayatauum WOP-30LI

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

MNepegaHo v
HH'repq:eﬁc Bcero nakeToB Bcero 6alT DTEpOI.IJEHO NakeToB OWMNE KK
LAN 4001 4570083 0 0
WLANOD 0 0 0 0
WLAN1 0 0 0 0
bondQ 0 0 0 0
br-eth 9 378 0 0
eth1 0 0 0 0
pond 0 0 0 0

OnucaHune Tabnnupl «[TPUHSIMO»:

* ViIHmepdpelic — nms nHtepeiica;

* Bce2o nakemos — KO/IMYeCTBO YCMeLwHO NPUHATLIX NakeToB.;

+ Bceeo 6alim — KOnM4YecTBO YCMNELHO NPUHATbLIX 6aiiT;

+ OM6pPOWEHO rnakemos — KOSIM4YeCTBO NakeToB, OTOPOLLEHHbIX NMPY NOyYEHUY;

* OwubKU — KONNYECTBO OLLIMOOK.
MpuHaTO ~
HH'repcpeﬁc Bcero nakeToB Bcero 6alT DTEpOLIJEHO nakeToB OWHUBKN
LAN 1020884 178030138 8401 0
WLANO 0 0 1] 0
WLAN1 0 0 0 0
bond0 0 0 0 0
br-eth 806942 92978595 1] 0
eth1 0 0 0 0
pono 0 0 0 0
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6.4.4 TlogmeHto «CkaHmpoBaHue admnpa»

PykoBogacTBo no akcnayatauum WOP-30LI

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

MOHWTOpHHT

el TeX WOP-30LI

Radio VAP

Wi-Fi ENnerTel

WDS

CTaTMCTHEZ No Tpadmky
CraHMpoEaHWe scdmpa >
SHypHan cobemui
CeTegan WHIDOPMALMA

MHdhopMaLka o
paguouHTEpdeRcax

HMubopmaumn of yeTpolcTES

wWDSs CeTeEnle HaCTPOHEY

BHEWHWE CEpBAC Cu

CTEMa

Mocnearee ckaHwpoEaHke Soino 31.05.2024 07-34:43

240y 5y

Ouanazon S50
24Ty
241y
240y
24Ty
240y
24Ty
241y
24Ty

241y

Pesm DesonacHocTH
Open
WPA2
WeAZ
Open
WRAZ
Open
WPA2
Open

WRAZ_1X

MAC-agpec

6813 E2:35:CE:81

CCODAZC2E2S0
CCOD-AZF1:21:51

6813 E2:C1:BE:00

65:13E2:C1:B8:01

6813 E21F-AC:40

631 3XE21F-AC:41

6813 E2:0F94.E5

6813 E2:02:4D:81

Hanan | Wnpuaa

1

20

1

20

120

@
51
B

@
]
N

@
5
B

@
5
5

G20

RS55l, gbm
-59
-66
-69
70

70

|EbX0)

[ns 3anycka npoLiecca CKaHMPOBaHWs aghupa HaXMMTE Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHns

npoLecca Ha CTpaHuLLe NOSIBUTCS CMMCOK 06HaPYXEHHbIX B paavoadmpe Touek AocTyna U MHpopMaLms 0 HUX:

[NocnedHee ckaHupoBaHue 6bi1/10... — fata U BpeMsi NOCNeAHEro CKaHNPOBaHNS;
Juanas3oH — yka3biBaeTcs AvanasoH 2.4 'y, nnn 5 'y, B KOTOPOM 6bls1a 06Hapy)XeHa Touka AoCTyna;
SSID — SSID o6Hapy»XeHHOIh TOYKM A0CTYNa;
Pexxum 6e3onacHocmu — pexmm 6e30nacHOCTN 06HaPYXXEHHOM TOUKN AOCTYNa;
MAC-adpec — MAC-aapec 06HapyXeHHOW TOYKM A0CTYNa;
KaHas/lLlupuHa — pagnoKaHasl, Ha KOTOpoM paboTaeT obHapyXeHHasa Tovka A0CTyna;
RSSI — ypoBeHb, C KOTOpPbIM YCTPOIACTBO NPMHUMAET CUrHa 06HAPYXXEHHON TOYKM A0oCTyna, ABM.

Bo BpeMsi OCYLLECTB/IEHUS CKAHNPOBaHUS adipa paavonHTepdeiic ycTpoiicTea 6yAeT OTK/OUEH, YTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.
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6.4.5 MoameHo «KypHasn cobbIThii»

PykoBogacTBo no akcnayatauum WOP-30LI

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

wELTEX

MoHUTOpUHD Radio VAP

Wi-Fi knuexTel

WDS

CramwcTura no Tpadmky
CraHvposanue 3dmpa
HypHan coBbITi »
Cetesan uHdopmauma

Muchoprmauma o
paguonHTepdeiicax

OpRaLIM G ycTpoii g
Wudbopmauma ob YCTROWCTES

WOP-30LI

WDS CeTeBble HacT

2 OBHoBMTL
HNaram
BpemA

May 31
05:33:51
May 31
05:32:57
May 31
05:32:54
May 31
05:32:54
May 31
05:12:14

May 31
04:12:14

poiiim BHewHwe cepemcsl

& OQumcTuTs
Tun Mpouecc
authpriv.info weblogin[20375]
auth warn weblogin[20293]
authpriv.notice  weblogin[20298]

authpriv.notice

daemon.info

daemon.info

weblogin[20293]

networkd[624]

networkd[624]

Cucrema ru -

Cooblwenune

pam_unix(weblogin:session): session opened for user admin

pam_authenticate call failad: User not known to the underlying

authentication module (10)

pam_unix(weblogin:auth): authentication failure

pam_unix(weblogin:auth): check pass; user unknown

DHCP-client: Interface brQ renew lease on 10.24.80.164.

DHCP-client: Interface br renew lease on 10.24.80.164.

Jama u spemsi — nata n Bpems, Korga cobbiTvie 6b1s10 CreHeppoBaHo;
Tun — KaTeropvs n ypoBeHb BaXXHOCTU COObLITUS;
lMpoyecc — nms npouecca, CreHepupoBaBLLEro COO6LLEHNE;
CoobujeHue — onmcaHue coobITuS.

Tabnuua 6 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb

0

UpesBbluaiiHble (emergency)

CurHans! Tpesoru (alert)

Kputunueckue (critical)

OwnbouHble (error)

Mpeaynpexaenus (warning)

YBegpomneHus (notice)

Tun BaOXHOCTN COOGLLEHNIA

NHdopmaumoHHble (informational)

OTnagouHble (debug)

OnuncaHue

B cucteme npousoLuna Kputnyeckas OLINGKa,
cuctema MOXet pa60TaTb HenpaBWU/libHO

Heo6xoayMo Hemea/IeHHOe BMeLlaTesIbCTBO B
cuctemy

B cucTteme npouzolusia Kputuyeckas owmnéka
B cucTeme npowusoLuia owmnéka

MpeaynpexaeHne, HeaBapuitHoe coobLLEHVE

YBefomeHne CUCTeMbI, HeaBapMVIHOG coobLeHne

NHhopMaLMOHHbIE COOBLLEHMSI CUCTEMBI

OTnafiouHble coo6LeHNs NpeaocTaBIsAoT
No/b30BaTe o MHOPMALIMIO A1 KOPPEKTHOA
HaCTPOIKM CUCTEMbI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHas1e COObITUIN HEOOXOAMMO HaXxaTb Ha KHOMKY «OBHOBUTbY.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXYypHa/Ia MOXHO YAa/IUTh, HAXKaB Ha KHOMKY «OUNCTUTbY.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.4.6 TlNogmeHto «CeTeBas nHopmaunsa»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

WOP-30LI

HELTEX
Monutoputr  Radio VAP
Wi-Fi knneHTsl

WDS

CratmcTika no Tpaduky

CKaHuposaHHe a¢upa
Hypran cobuiTrit

CeTesan MHdOPMaLUA

Hrgopmalms 06 ycTporicTee

CeTeBbie HacTPOHKH BHeLuHve cepauc Crcrema

Cratyc WAN
WHTepoenc
Mpotokon
IP-agpec
Ethernet
ETH1
CocToRHuUe nopTa
SFP

SFP1
SFP-module Status

CocronHue nopra

TX Fault

Los

CropocTa

Mpunaro

Mepeanaro
Temnepatypa
Hanpaxetue

Tok

MouHoCTs uanyueHus

MolyHocTe Ha npuéme

bro
DHCP

100.126.0.211

Down

On

Up

0

0

1000

330.7 K6aiT (338 614 GanT)
1.5 M6air (1 521 210 bawT)
40.296 °C

3.3440 B

20.175 MA

-5.500530 nbm

-5.412111 gbm

ETH2

CocToRHHe nopTa

SFP2
SFP-module Status

CocTonAHHe nopta
TX Fault

LOs

CropocTb
MpuxaTo

Mepeaaro

Down

On

Down

0

1

1000

10.7 K6ait (10 921 Gaiit)

703.0 Kbawr (719 894 Gaiit)

Cratyc WAN:

* MIhmepdpelic — nms bridge-nHtepdeliica;
*+ [Mpomoko/s1 — NPOTOKON, UCNOo/b3yeMbIin ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

Ethernet:

+ CocmosiHue nopma — coctosiime Ethernet-nopta;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;
« Adynnekc — pexum nepefayn gaHHbIX:
* Full — nonHbIi aynnekxc;
+ Half — nonyaynnekc;
+ [puHsIMO — KONNYECTBO NPUHATLIX Ha nopty ETH1/ETH2 6aliiT;
+ lNepedaHo — KONNMYECTBO NepeaaHHbIX ¢ Ha nopta ETH1/ETH2 6aiir.

SEP:

* SFP-module Status — oTo6paxaeT Hanmune/otcytcTBme SFP-moayns;
+ CocmosiHue rnopma — COCTOsiHMe paboTbl ONTUYECKOro UHTepdenca;
+ Tx Fault — nHaMKaums HeMcnpPaBHOCTM NepeaaTyrka;
+ LOS — noteps curHana;
+ CKOpoCcmb — CKOPOCTb Nepefayn AaHHbIX;

+ [puHsIMO — KONNYECTBO NPUHATLIX Ha nopTy SFP1/SFP2 6aliT;

+ [NepedaHo — KONNYECTBO NepeaaHHbIX Ha nopT SFP1/SFP2 6aiT;

+ Temnepamypa — Tekylwlaa temneparypa SFP-moayns;

* HanpsixeHue — HanpshxeHne nutaHua SFP-moayns;

+ TOK — TOK cMeLleHns nasepa SFP-moayns;

* MowHocmb u3/1y4eHusi — MOLLHOCTb Ha BbIXO4e nepefaryvka,;

* MowHocmb Ha rnpuemMe — MOLLHOCTb Ha BXOAe NpuemMHuKa.
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PykoBogacTBo no akcnayatauum WOP-30LI

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

Mumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns goaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W AB/ISAETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K ornpeaeneHHoMY Y37y,

G — ykasbIBaeT, YTO MapLIpyT Nposieraet Yepes BHELWHWI W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IIOYEHEM. Bce npoyvie MapLupyTbl NPOXOAAT vyepes
BHeLUHWe wto3bl. dnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH AMHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NIOKasTbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeEH B pe3ysibTare noyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NNOKasIbHOM cCUCTEME U NPUMEeHeHMs napameTpa mod;

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuvue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fABnseTcsa 6ydep mapLupyTusaunm aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SB/IseTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TO/MIbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTe/ibHble MapLLPyTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHTepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble N0 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.

43



6.4.7 TMoameHto «VHopMaLmsa o pagnovHTepdencax»

PykoBogacTBo no akcnayatauum WOP-30LI

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WOP-30LI.
ELTEX WOP-30LI
MoHUTOpHT Radio VAP WD3 CeTeBkle HACTPOWKK BHewwHWe cepeucsl Cucrema - (BbIxOA)
Wi-Fi knnenTs! Radio 2.4 Ty
WDs Cratyc BriknioueHo
— ) A MAC-agpec EC:B1:E0-0C:07:70
CratucTuea no Tpadmey
Pesaam IEEE 802.11b/g/n/ax
CraHvposanue adwpa
Radio 5Ty
HypHan cobsmn
Cratyc BriknioueHo
CeTegan WHbopMaLna
PopuEy MAC-ampec  EC:B1-E00C07.78
WHdpopiauus o Pesuam IEEE 802.11a/n/ac/ax
paauouHTepdeiicax »
WMHbopmauma ob ycTpoiicTee

PaanounHTepdeiicbl TOUKU AOCTyNa MOryT HaXOAUTLCA B ABYX COCTOSIHUSAX: «BKOYEHO» 1 «BbIK/THOUEHOY.

Craryc Kaxaoro n3 pagmovHTepdeincoB oTpaxaercs B 04HOMMEHHOM napamMeTtpe «CTaTyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /M Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
pnoctyna (VAP). B cnyyae, ecnv Ha paavovHTepdeiice umeetcsi XoTsi 6bl ogHa aktuBHas VAP, Radio 6yaet

HaxoAuTbCs B cTatyce «BknoueHo», tHaye — «BbIKNOUYEeHO».
B 3aBucmMmMocTu oT cTatyca Radio ans MOHUTOpUHra A0CTyNHa cneayollan nHhopmMaums:
«BbIKNIOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;
+ MAC-adpec — MAC-aapec pagnouHTepdeiica;
+ Pexxum — pexum paboTtbl paanonHtepdelica cornacHo ctaHgaptam IEEE 802.11.

«BK1HOYEHO:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-aapec pagnouHTepdeiica;

+ Pexum — pexum paboTbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;
+ KaHas — Homep 6ecnpoBOAHOrO KaHana, Ha KOTopoM paboTaeT paanonHTepdeiic;

+ WupuHa kaHana, MMy — wmpmnHa Noaockbl 4acToT KaHasa, Ha KOTOPOM paboTaeT paanonHTepdelic.
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6.4.8 MogmeHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukm WOP-30LI.

CILTEX  wWOP-30LI

Jamoackold MAC-agpec EC:B1:EQ:0C:07:70
CrammcTuka no Tpadpy

CepwiHeii HoMep WP56000026
Cranvposanue achupa
vpos shup Bepcua MO
HypHan cofsmii Pezeperan sepcua M0

Bepcun sarpyaunka
Ceresan wHdopMaLnA PR SaTpy

CHCTEMHOE BpEMSA 31.05.2024 05:58:47
WHdpbopmauma o
paavouHTepdelicax Bpewma pabotw 6 an, 17:46:21

WHdopumauwma ob yorpoiicTee » 3arpyaxa LMY 1

Mcnonezyeman naMAaTs 439 106 Meaiit / 241 MeaiT

2 ObHoBUTL

MoHuTopHHT Radio VAP WDSs CeTeBble HACTPOAKKM BHewHwe cepencsl Cucrema - (ebmoan)
Wi-Fi knmeHTs! WMznenue WOPR-30LI
WDS AnnapaTHan eepcuA v1
WDS

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ Annapammdasi Bepcusi — BepCcus annaparHoro o6ecneyeHnst yCTpoicTBa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTeENem;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEpP YCTPOICTBA, YCTAHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi 1O — Bepcus nporpammMHOro obecnevyeHns yCTponcTBa;

* PesepsHas sepcus O — npeabiayLuias yctaHoBieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe spemMst — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska LI[1Y — cpefHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHue 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOCTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

ELTEX  woP-30LI

MoHHTOpKHT Radio VAP WDS CeTesbie HACTPOIkM BHeLUHKE CepEMCE] Cucrema - (Bbixod)

Radio 2.4 Ty > O6wme
Radio 5 Ty Pexm IEEE 802.11b/ginfax v

JonenuurtensHo ABTOMAaTHUECKMA BRIDOP
KaHana

OFPHHHLMTI: CNMCOK KaHanoe

11 (2432 — 2472 ML) X

Wupwna kanana, My 40 v
OcHoeHoi kaHan Lower v

MowwHocTe curHana, abm 16 v

[lononHWTENEHO v

m * O_‘.‘eHa

Pexxum — pexxum paboTbl MHTepheica cornacHo cneayowmm ctTaHgapTam:
IEEE 802.11ax;
IEEE 802.11n/ax;
IEEE 802.11b/g;
IEEE 802.11b/g/n;
IEEE 802.11b/g/n/ax.
Asmomamuyeckuli 8bI160p KaHa/1a — NPU YCTaHOB/IEHHOM dp/1are Touka OyaeT aBTomMmaTuyecku
BblOVMpaTh HaMMeHee 3arpyXeHHblin paguokaHan gnsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTaTUYECKOro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrnucoK KaHas108 — Mpu yCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHNYeHHbI Nob30BaTeNIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaeTt BbloupaTtb pabounii KaHan U3 BCeX JOCTYMHbIX KaHaI0B JaHHOro
AmanasoHa yYacToT. KaHasnbl gnanasoHa 2.4 'y: 1-13;
WupuHa kaHana, My — wnprHa Nosiockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Tovka A0CTyna,
npuHuMaeT 3HadeHns 20 n 40 Mly;
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPOMNYCKHON CNOCOBHOCTY CTaTUYECKM
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYyX KaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YacTOTHOM o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHasl MCNOMb3YeTCH KNMeHTamMu, KOTopble NOAAEPXKMBAIOT TO/bKO
nosaocy nponyckaHnsa kaHana 20 Mru;

+ Upper — nepBunYHbIM KaHasioM ByaeT BepxHuii kaHan 20 MMy, B nonoce 40 MIy;

+ Lower — nepBuMYHbLIM KaHas10M ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,
MowHocmb cuzgHasia, 0bM — perynuposka MOLHOCTK curHana nepegaryuka Wi-Fi 8 gbm. MpuHnmaet
3HayeHune ot 0 o 16 abm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

OONONHUTENLHO ~

0BSS Coexistence

KaHansHan cROpOCTs Nepenaqdu Auto v
KOpoTEWA 33LMTHEIA MHTEPEAN
STBC O

Mepwog oTnpaskk cnysefHbIx 100
cooBleHHA, MC

Mopor doparmexTaumm 2348
Mopor RTS 2347
Arperaums

KopoTtkas npeamSyna

Weinep BroadcastMulticast, nak’ O
c

Wi-Fi Multimedia (WM}
Pesmm pabotel DHCP Snooping ignore o

BrnkunTe QoS [

+ [NpuMmeHnTL ¥ OTmeHa

+ OBSS Coexistence — pexum aBTOMaTn4yeCckoro yMmeHbLeHWs WWPUHbI KaHasa npu 3arpy>XeHHom
paanoadchmpe. MNMpn ycTaHOBNEHHOM (hlare pexmnm BKITHOYEH;

* KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaA CKOPOCTb 6eCnNpOBOAHON Nnepefayn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgaptos IEEE 802.11;

* Kopomkul 3awjumHbil uHmMepsasa — nogaepkka yKopoyeHHoro 3almnTHoro nHtepsasia. Touka goctyna
nepenaeT AaHHble, MCNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takke NoaLepX1BartT KOPOTKUIA 3allMTHBIA NHTepBaUT;

+ STBC — meTof NpoCTPaHCTBEHHO-BPEMEHHOIO G/1I04YHON0 KOAVMPOBAHWS, HAaNpPaB/eHHbI Ha NOBbILLIEHWE
HaAEeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO eC/iv BblIGpaHHbI pexum padoThbl
paanounHTepdeica BktodaeT B cebs 802.11n. MNpu yctaHoBNEHHOM chriare yCTPOMCTBO nepeaaeT oAuH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbIX coobweHUl, MC — Nepuog Nocbikn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkv DHCP onuumn 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa [0 52 CMMBOJIOB, KOTopas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec K/IMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAuTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka Ao 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD.EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (®on) 5 15 . 1003 v 0

Data 2 (Best Effort)

&)
o
-
=2}
@
-
o

Data 1 (Bugeo) 1 - B

Data 0 (Tenoc) 4 3 v 7 v 47

Station EDCA Parameters
Ouepege AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

w
o
“
o
=]
o
“
=]

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2

w
-
~
-
IS
a1

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs OT TOUKM
A0CTYyNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 48 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKas NPOMyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHenpropuTeTHas o4epe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZepxka. B faHHyt0 ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHMMasbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3aepPXKN. B faHHO
oyepeam aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpema oxugaHusi Kaapos (dpeliMoB)
OaHHbIX, U3MepAEeTCcs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cWMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXunaaHus nepes NoBTOPHOW OTNpaBKoW Kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHue BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/mMKHO 6bITb 60/1bLIE 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUK K/IMeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayun — nHTepsas BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMs MeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0cCTyna, MakcMmasibHOe 3HavyeHne 65535 MnnancekyHp,

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB CTaHLUMM KnneHTa (Tpadmk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku aocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.5.2 MoameHto «Radio 5 Mu»

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

ELTEX WOP-30LI
e =
MoHuTOpHHT Radio VAP NDS CeTessie HaCTPOWKK BHewHwe cepence Cucrema - (ebixog)
Radio 2.4 Iy, OGLLWE
Radio 5 'y, » Peskiam IEEE 302 11a/n/acfax hd
DononHuTentHe AsToMaTuyeckuid BoiSop kakana
OrpasisnTh CINCOK KaKanos
LWwpuHa kaHana, MMy 40 v
OCHOEHOR kaHan Upper v
MouwHocTs cHrHana, gbm 19 A
JONONHUTENLHO v

Pexxum — pexum paboTbl MHTepdpelica coracHo cTaHgapTam:

+ |[EEE 802.11ax;

+ |IEEE 802.11a/n/ac;

+ IEEE 802.11a/n/ac/ax.
Asmomamuyeckuli 8bI160p KaHa/1a — NpU YCTaHOB/IEHHOM p/iare Touka byzeT aBTomMmaTuyecku
BblOGMpaTb HaMMeHee 3arpyXeHHbli pagnokaHan ans pabdotbl Wi-Fi nntepdperica. Mpu cHsaTtom conare
OTKpbIBaAETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrnucoK KaHas108 — Mpu yCTaHOB/IEHHOM h/iare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHvyeHHbI Nosib3oBaTenieM CrMCcoK KaHas1oB /15 paboTbl B aBTOMarnyeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTaHOB/EH UM B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa gocTyna 6yaet BblbpaTb paboumnii KaHan 13 Bcex AOCTYMHbIX KaHa/10B JaHHOTo
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 5 I'u;: 36-64, 132-144, 149-165;
WupuHa kaHana, My — WwnprHa Nosiockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Tovka 40CTyna,
npuHumaet 3HadeHuna 20, 40 n 80 MI'y;
OCHOBHOU KaHa/1 — NapaMeTp MOXET ObITb M3MEHEH TOJIbKO NPW MPONYCKHOW CMOCOGHOCTU CTaTUYeCKu
3a/laHHOro KaHana, paBHoi 40 MI'y. KaHan 40 MIM, MOXHO cunTaTb COCTOSALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHnyaT B 4YacTOTHOW obnacTtu. 3Tn aBa KaHana 20 MI'L, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHau1aMu. MepBUYHbIA KaHa1 UCNOJb3YETCH KITIMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHuna kaHana 20 MIru;

+ Upper — nepBun4YHbIM KaHas1oM OyaeT BepxHuin kaHan 20 MI'y B nonoce 40 MIu;

+ Lower — nepBNYHbIM KaHa/10M ByAeT HMKHWUI KaHan 20 MMy B nonoce 40 M,
MowHocmb cueHasia, 0bm — perynuposka MoLHOCTU curHana nepegatymka Wi-Fi B gbm. MpuHnumaet
3HayeHue ot 0 go 19 gbm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

OononHUTENBHO v

QOBS5S Coexistence

KaHaneHan cEOpocTh Nepenaqu Auta L

Nogaepska DFS BrneueHo ~
KopoTEMA SalMTHEKW MHTEPEaN
STBC [
Mepwog oTNpaBkK cny#eSHBIX 100
cooBWEHUH, MC
MNopor dparMmedTagmu 2348
Mopor RTS 2347

Arperaums
KopoTkar npeamdyna

LWednep BroadcastMulticast, nak/ [
c

Wi-Fi Multimedia (WMM)
Pexum pabotel DHCP Snooping ignore b

Bxntosuts QoS [

+ [pUMEHHTE ® OTmena

* OBSS Coexistence — pexvm aBTOMaTM4YeCKOro YMeHbLUEHNS LUMPUHBI KaHaua npu 3arpy>XeHHoM
paanoadgupe. MNpy ycTaHOBNEHHOM hriare pexvM BK/OYEH;

* KaHasibHasi ckopocmb nepedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnNpOBOAHON Nepefayn AaHHbIX,
onpegensemas cneumdukaumsamm ctaHgapTos IEEE 802.11;
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lModdepxxka DFS — mexaHn3M AMHaMMYecKoro Bbibopa YactoTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNoIb30BaHNA KaHa10B, COBMaAatoLWwmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, gnanasoHe:
* BbIK/1l04EHO — MexaHn3M Bblk/toueH. DFS-kaHasibl He JOCTynHbI 4715 BbI6Opa;
* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [MpuHyoume/sibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4OCTYNHbI 4719 BbIGOPa;
Kopomkul 3awyumHbIli uHMepBsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO MHTepBasia. Touka gocTyna
nepeAaeT AaHHbIe, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke NoAAePXKMBaIOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHblX. MNosie JOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagunovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [ aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1y»xebHbiXx coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuo — 2347;
Aecpezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHuyeHne
nepefayv LWMpPOKOBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMUT
AN LUMPOKOBELLATENbHOTO Tpadvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkv DHCP onuuun 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4Ka 4OCTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBMASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
* custom — 3aMeHa 3Ha4yeHus napametpa CID Ha 3HavyeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHne no ymonyanumio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec K/IMeHTCKOro yCcTpoicTBa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;
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* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaer
n3MeHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUSA.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika oyHKLUNiA obecnevyeHunss kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecrneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Bugeo) 1 7 v

Data 0 (Tonoc) 1 3 v 7 v 47

Station EDCA Parameters

Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) 3 15 v 1023 v o

Data 1 (Buaeo) 2 7 .

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepeaaeTcs oT TOUKM
A0CTYyNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HM3KONPUOPUTETHASA OYepe/b, BbicOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeHenpropuTeTHas o4epe/b, CPeaHss NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyto ovepeb oTrnpasniseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS oYepefb, MUHMMasIbHbIE 3a4epXKn. B AaHHO
ouepean aBTomatnyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHble 3aePXKN. B faHHOl
ouepean aBTomaTMyecky obpabartbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolP, notokoBoe Buaeo (nproputetsbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepseTcs B cnotax, NpUHUMaEeT 3HavyeHns 1-255;

* cwMin — Hayas/lbHOE 3HaYeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3agaercsa B MUWIINCEKYHAAX, NpuHUMaeT 3HaveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afjaercsa B MUWIINCEKYHAAX, NpuHUMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HadyeHne cwMax fo/mKHO ObITb 60/1bLIe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUK K/IMeHTa
[10 TOYKM gocTyna. Bo3MOXHOCTb nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMs UMeeT npaBa MHMLMMpoBaTh nepeaady AaHHbIX No 6ecnpoBogHOM
cpene K Touke AocCTyna, MakcumasibHOe 3HavyeHne 65535 MnnancekyHp,
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« Station EDCA parameters — Tabnumua HacTpoOeK NnapamMeTpoB CTaHUMMW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BhILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.5.3 ToameHto «onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoicTBea.

ELTEX  WOP-30LI

MoRUTOpHT Radio VAP WDS CeTeBble HACTPOIiKN BrewHWe cepemcel Cucrema ru - (BBDXOM)

Radio 24Ty [lononH1MTenkHO

Radio 5 [Ty CrpaHa Poccus v | [ PasBnoknposats

MmobansHaA WzonALMA O

JononHuTensHo »

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 19 Bbibopa CTpaHbl HY)XXHO
BbICTaBUTbL (hriar «Pa3bnokMposaTb». B 3aBMCMMOCTY OT yKa3aHHOIO 3Ha4YeHus 6yayT NpUMeEHeHbI
OrpaHMyeHnst K MOsI0Ce YacToT U MOLLHOCTY Nepeaartynka, Kotopble AeCTBYHOT B aHHOW cTpaHe. OT
YCTaHOBNEHHO CTPaHbl 3aBUCUT CMNCOK AOCTYMNHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YeCcKuin BbIbop kaHana B pexmme Channel = Auto. Ecnv knneHTckoe o6opyaoBaHue
NNLEH3MPOBAHO AJ19 UCNO/b30BaHUA B APYrOM PernoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKON AOCTyna
B TAKOM C/lyyae He yaacTcs.

€@ Hactpoiika nokanbHbIx (PErMOHaNbHBIX) OrpaHUYeHNii, Bkltouas paboTy Ha paspeLLeHHbIX
YaCTOTHbIX KaHanax v BbIXOAHOW MOLLHOCTU, IBNSIETCA OTBETCTBEHHOCTbIO MHCTa/IISITOPOB.

© BuLIGop HeNpaBUILHOMO PErMOHA MOXET NPUBECTM K MPO6/1eMaM COBMECTUMOCTM C PasHbIMYA
K/TMEHTCKMMU YCTPOCTBaMM.

* [obasibHas u30/1s14usi — NPU YCTAHOB/IEHHOM dpniare BKOYAETCS 301U Tpadinka Mexay
KneHTamy pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(DI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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6.6 MeH «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

6.6.1 TMogmeHo «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

elLTeX WOP-30LI

MoHuTopHHT Radio VAP WDS CeTesule HacTPOrEM Brewnve cepeunce Cucrema u -~ BbX0d)

CymmapHo » 24TTy 5My
24Ty Pesnn

Pexmm Tpancnuposate  Band VLAN General Hzonaumna
50Ty VAP Brnrueno Gesonachocth  VLANID 53D S50 Steer Trunk  Mode General VLAN I aBonenTos

WAPQ Briknioqero \WOP-30L1 2.4GHz

WAPT [ Beiknicuerio \WOP-30L1_2.4GHz-1

WAPZ [ Beiknicuerio \WOP-30L1_2.4GHz-2

MAP3 [ BoiknicHeHo \WOP-30L1 2 4GHz-3

Mokasars Bee

+ VAPO-VAP6 — nopsiikoBbIii HOMEP BUPTyasibHOM TOUYKM AOCTYNa;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTyaUibHas Touka JOCTyna BK/IOYEHa, MHaye — BbIK/THYEHa;

* Pexum 6e3onacHocmu — TN WNPOBaHNS AaHHbIX, UCMOb3YyEMbI HAa BUPTYa/lbHOW TOYKe A0CTyna;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHoi VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKKOYEHO BelaHne B adinp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npun ycTaHOBEHHOM ¢hlare akTMBHO MPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
ceTun. Ans paboTbl hyHKLMM HY>XXHO co3aaTb VAP ¢ oanHakoBbiM SSID Ha kaxaom paanonHTepdeiice un
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npu ycTaHoBNeHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM ch/lare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadmka
COBMECTHO C TerMpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexxumve VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcsa meTka 1 Tpadmk atoro VLAN npoiiget Ha
KnvueHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelmBaTbea meTka General VLAN ID;

* U3on154yus abOHEHMOB — NP YCTaHOB/IEHHOM (p1are BK/IO4YeHa U30/15uuMa Tpadmka Mexany KnmeHTamu
B npegenax ogHoli VAP.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».
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(TEX

MoHuTOpHHT Radio VAP

CymmapHo
241Ty>

5y

WDSs CeTeBtle HACTPONKN

WOP-30LI

VAP0 | VAPT  VAPZ  VAP3

OBLwme HAaCTPORKK

BrnioueHo

VLAN ID

SSID
TpaHcnvposats SSID
Pestum Band Steer
VLAN Trunk

General Mode
WMzonAups aboHeHToR
Mopgepska 802 11kiv
Pennukaua Multicast
MpuopuTer

Pesxm Minimal Signal
MarkcumansHoe Konu4ecTeo
KIMEHTOR

Pexama BezonacHocTy
Mopaepska 802.11r

Pexona OWE Transition

BHewHwe cepeuncsl Cucrema

VAP VAPS

WOP-30LI_2 4GHz

-

O

DSCP

0O

0

BriknioueHo

none v

VARG

-

(Bbxoa)

O6LIMe HaCTPOKK:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/1are BUpPTyaUibHas Touka JOCTyna BK/IOYEHa, MHaye — BbIK/THYEHE;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaet cHumaTbcsa MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT KNnMeHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTyasibHON 6eCNPOBOAHON CETY;

+ TpaHcnuposams SSID — npu ycTaHOBMEHHOM chiiare BKAKYEHO BellaHne B admp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npun ycTaHOBNEHHOM ¢hiare akTMBHO MPUOPUTETHOE NOAK/HOYEHME KNneHTa K 5 Ty,
ceTun. na paboTbl PyHKUMN HYXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxaom pagmovHTepdeince n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npv yctaHoBNneHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM chnare paspeluaercs nepegadya HeTermpoBaHHoro Tpadvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcs meTka 1 Tpaduk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadvk dyaeT
HaBelwmBaTbca meTka General VLAN ID;

* U3on1syus aboHEHMOB — NPW YyCTaHOBNEHHOM chiare BK/IKO4YeHa N301auusa Tpadouka Mmexay KnneHtamm
B npeaenax ogHon VAP,

*+ lModdepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHaaptoB 802.11k/v Ha BUpTyasibHOW TOUKe A0CTYNa;

+ Pennukayusi Multicast — npu yctaHoBneHHom conare Multicast-Tpachmk B CTOPOHY KIMEHTOB ByaeT
npeo6pasoBbiBaTbCsA B Unicast 40 kax4oro kaveHTa, Npu OTK/Il0YEHHOM — NPOXoAuTh 6e3
mMoandmKaumii;
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* [Mpuopumem — BbIGOP crocoba npuopuTusaunn. Onpeaenser nose, Ha 0CHOBaHMN KOTOPOTo Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:
+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;
+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
naxkeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hnare dyHKUUSA OTKIo4eHns knneHnTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOoAunT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH 6bITh Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
NOAKN0YEHMA NOOro KNneHTa. 1A cetell OTKPbITOro TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMPoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[aHHbIX, NepeaaBaeMbixX MO He3alULLEHHOW ceTu. [pn 3TOM OT nofnb3oBaTtenei He TpebyeTcs
KaKnX-TO AONOHUTENbHbIX AENCTBUIA U BBOAA NAPO/IA 419 NOAK/IUEHMS K CETU.

Mpw BbIGOPE AAHHOTO pPexrMa 0TobpaxaeTca HepeaakTupyemoe none «Pexum OWE Transition'»,
yKasbiBawLee NHTepdenc ¢ OTKPbITbIM TUMOM LWIMGPOBAHUS, C KOTOPbIM HACTPOEHA CBA3HOCTb B
TEKYLL A MOMEHT;

T«Pexum OWE transition» o6ecneunBaet obpatHyto coBmecTuMocTb ¢ WiFi-knneHTampy,
HenoaaepXxueawLnmMmm ayteHTudmkaumo OWE. Mpu nonbITKE NOAKAOUYEHUS K OTKPLITOM CETH, rae
HacTpoeH "Pexum OWE transition”, knueHT, nogaepxunsatowmini OWE, noaknioumTcs K lwindpoBaHHOM
CETU, HACTPOEHHOI Ha YKaszaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsarowmnin OWE, nogknoumnTcs K
TekyLlel OTKpbITOM CeTn 6e3 LWnpoBaHus.

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindpposaHus, npyn Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X0AMMbIA 418 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kKaHa1a 6eCcnpoBOAHON CBA3U, MPU KOTOPOM K/TUEHT
aBTOPU3YyeTCA Ha LeHTpanusoBaHHOM RADIUS-cepsepe. /15 HACTPOWKM AaHHOTo pexmnma
6e3onacHocTn TpebyeTtcsa ykasatb napameTpbl RADIUS-cepBepa. Takxe TpebyeTca ykasarb KoY
ona RADIUS-cepsepa.

Mpwv BbIGOpE 0AHOT0 U3 cnoco6oB GyaeT AOCTyNHa creayoLwasi HacTPolika (CM. CKPUH HIXe).
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Pesxunm Besonacroctn WPA2WPA3-Enterprise v
MFP OnyyotansHo v
PMKSA kawmposaHie
Mopnepsea 802.11r
Bpyuryo [ /]
FT-over-DS u]
Kntou mobunewaro goctyna RO root
Kniou mobuneworo goctyna R1

Waermudinkatop mobunsHoro 0
AoMena

Berpeynein MAC-agpec

MAC- YnaneHHbIR KNio4 MOBHNBHOTO YaaneHHbIR KNy MobunsHoro RRB kniou RRB kniou
Ne agpec Aoctyna RO fpoctyna R1 RO R1

4 [lobasum, CeepHyTs

* MFP — 3awmTa management-kagpoB (A40CTyrnHO npu pexmme 6e3onacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbi6ope opyrnx pexrimos
6e3onacHocTn MFP nepesoautcsa B coctosiHue Omk/1ro4eHo, Npuy BbiIbope pexunma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoguTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/iro4eHo — 3almTa management-kagpoB OTK/HOYEHS,;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNnMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP mMoryT nogknountbes K gaHHoin VAP;

* Bks1oyeHO — 3aluMta BK/KOUEHa, KNMeHThl, He nogaepxunsarowyve MFP, nogkntounTtsca He moryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHWA NHPOPMALMKN O MOAK/THOUYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN SAHHON (DYHKLMM TOUKA AOCTYNa 3anoMuUHaeT K/IMeHTCKoe
YCTPOMCTBO Noc/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKe 3TOro BpemeHu. BknoueHre faHHoN yHKLUMK coKpallaeT BpeMs
POYMUHIa npv BO3BpaLLeHUN KiimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa ToNbKO
npu pexumax 6e3onacHocTtu Enterprise;

+ 802.11r — doyHKUMOH&/T BLICTPOrO POYMUHIA, paboTaeT TO/ILKO C K/IMEHTaMU, KOTOPbIE NOAAEPXMBAKOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TO/bKO Mexay VAP ¢ peXMMmom 6e30MacHOCTH
WPA2 1 Bblwwe:

*+ [Moddepxxka 802.11r — BKAOUNTb NOAAEPXKY cTaHgapTa 802.11r Ha BUPTYasibHOWN TOUKe AOCTYNa,;

* BpyyHyro — npu ycTaHOBIEHHOM (piare nosiB/ISETCA BO3MOXHOCTb PYYHOW HACTPOIKK
napameTpoB POYMUHTa;

* FT-over-DS — Bk/itoueHue pexvma «Over the DS»;

* Koy MobusibHo20 docmyna RO — yHUKabHbI KoY ans gaHHoin VAP, Hanpuwvep,
cepuiiHbIi Homep;

* Koy mobusbHo20 docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHbl
ifconfig);

* MloeHmucghukamop MobusIbHO20 OOMeHa — HOMEp TPynbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHumaet 3HadveHnsa ot 0 go 65535;

* BcmpeyHbili MAC-adpec:

* MAC-adpec — MAC-agpec VAP-nHTepderica BCTPEYHON TOUKM AOCTyna.
MakcrmasibHoe KosmyecTso — 256;

* Y0asnieHHbIl K/1to4 Mo6U/IbHO20 docmyrna RO — yHUKanbHbIV KoY, AO/MKEH coBnaaTb
¢ «Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoin T/,

*+ YoaneHHbIl ko4 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHon T/,

* RRB kto4 RO — cny4yaliHblin kntod. He gomkeH coBnagath ¢ «RRB kntoy R1», HO
o06513aTeNIbHO A0/MKeH coBnagaTth ¢ «RRB kntoy R1» BcTpeyHoit TA. AnunHa kaoda — 16
CVIMBO/10B;

* RRB ksito4 R1 — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kntou RO», HO
o06513aTenbHO Ao/MKeH coBnagath ¢ «RRB kntoy RO» BcTpeyHoit TA. AnunHa kaova — 16
CMMBOJI0B.
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RADIUS:
RADIUS
DowmeH root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa sewnn -

Mcnonb3oBath akkayHTHHN Yepes RADIUS

Mcnone30BaTe APYTHE HACTPOWHEW LNA
AKKAYHTHHIA

IP-agpec RADIUS cepeepa onA 192 165.0.1
BKEAYHTHHTA
Mopt RADIUS cepeepa 4NA aKKayHTHUHIE 1813
Mapone RADIUS cepeepa onAa senann -

dEEayHTHHIA

MNepuogW4eckan oTNPABKA AKKaYHTHHIE

WHTEepEan oTNPABKK AEKAYHTHHIA GO0

+ [lomeH — JOMeH nonb3oBarens,;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIA NCNOMb3YeTCsA A8 ayTEHTUAINKALMA 1
aBTopu3auuy;
+ laposb RADIUS-cepsepa — naposnb s RADIUS-cepBepa, UCnonb3yemoro 415 ayTeHTugukaumm um
aBTopu3auuy;
* Vicnosnib308amb akkayHmuHe yepe3 RADIUS — npu ycTaHOB/EeHHOM donare 6yayT oTnpasisaTbCcs
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Ucrnonb3o8ame Opyaue HacmpoUlKu 07151 akkayHMUH2a:
+ IP-adpec RADIUS-cepsepa 0511 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro g/is
aKKayHTUHr 3,
* lNaposnb RADIUS-cepsepa 0151 akkayHmuHa2a — naponb g1 RADIUS-cepBepa, ncnonb3yemoro asis
aKKayHTUHra,;
* Mopm RADIUS-cepsepa 0151 akkayHmuHaa — NopT, KOTOPbI 6yAEeT UCNOMb30BaH A/15 c60opa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBaU1 OTNPaBKX COOOLLEHWIT MOXHO B nosne «HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MopTankHasa aeTopKU3aUna

Brniounme
HazeaHwe eupTyansHoro nopTana default

Anpec AnA nepeHanpasneHuns http://192.168.0.1:8080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBartesniein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOMO NopTasna;

* HasgaHue supmyasibHO20 ropmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpaseH
nosb30BaTeslb NPU NOAKIYEHUM K CETH;

+ Adpec 0719 nepeHarpas/ieHusi — agpec BHELLHEro BUPTYasIbHOr0O nopTasia, Ha KoTopblii byaeT
nepeHanpasfeH Nosib3oBarteslb NPU NOAKIYEHNUN K CETU.

OrpaHnyeHnsa CKOPOCTU:

OrpaHuyeHna CKOpoCTH

BrniounTe

VAP Limit Down ] o KouT/C
VAP Limit Up 1| 0 kouT/C
STA Limit Down O o KouT/C
STA Limit Up 1| 0 komT/C

* Bk/ioyums — aKTMBUPOBATH MoJsie HACTPOEK;

+ VAP Limit Down — orpaHuyeHne NponyckHOM CnoCOBHOCTM B HaNpaB/IeHUN OT TOYKM AoCTyna Ao
KTMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAKMOYEHHbIX K gaHHon VAP, 0o Toukm goctyna, Kut/c;

+ STA Limit Down — orpaHuyeHune nponyckHOW CNOCOBHOCTM B Hanpas/eHU OT TOUKM AocTyna Ao
KTMEHTOB (KaXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHOK VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnocoGHOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHOI VAP, 1o Toukn goctyna, K6ut/c.

,ﬂ.ﬂﬂ BCTYMJ/ieHNa B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcnayatauum WOP-30LI

KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTpons goctyna no MAC

BEnio4eHo

Monutuka 3anpetntb v

Cnucok MAC-agpecos

&)
@
I
a
B
m
@
oo
[
Q
©w
9]
x

+ TIPUMEHHTL ® OTMeHa

* BK/1t04eHO — Npu yCTaHOBMEHHOM (hriare 6yaeT pabotarb BblopaHHas NoNnTKa A0CTyna,;
*+ lMosnumuka — nonuTuka Joctyna. Bo3moXHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLleHo nogknitovaTbes knveHTam, MAC-agpeca KoTopbIx
cofepxartcs B cnucke. Bcem ocTasibHbIM JOCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogknoyarbes TobKo TeM kimeHTam, MAC-
ajZipeca KOTopbIX cogepxarcs B cnucke. Bcem octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH A4oCcTyn K
AaHHoi VAP. MoxeT cogepxaTb A0 128 agpecos.

+

[nsa Toro 4To6bl 406aBUTL afpPec B CNCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLeMcs none seeante MAC-
agpec. Utobbl yaanuTb agpec U3 Crncka, HOKMUTE KHOMKY E] B COOTBETCTBYHOLLEN CTPOKE.

Ecnun Bo3HMKNA HEO6XOAMMOCTb A06aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

MOJK/HOUEH K 6a30BOI CTAHLIMK, HAXKMUTE B KOHLIE CTPOKM KHOMKY E] 1 BbIGEPUTE HYXHbIA apec U3 Cnmucka,
OH aBTOMAaTMYEeCKMN 106aBMTCS B MoJe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [18 TOro 4to6bl yBUAETb NOJHbIV CMCOK B CNy4vae,
ecnun oH cogepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCE».

10 E0:D9:E3:VAIBE:CO - *

MokasaTtb BCE

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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PykoBogacTBo no akcnayatauum WOP-30LI

6.7 MeHw «WDS»

B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoHbiXx MocToB mexay WOP-30LI.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

6.7.1 TogmeHto «WDS»
ZI TEX  WOP-30LI

MOoHUTOPHHT Radio VAP wDs CeTeEbIe HAaCTPOHEM BHelwHWe cepaucsl Cuctema -~ BbX0)

Brrruero
Pestm BesonacHocTH Bolknio:eHo A

MAC-agpec pagHouHTepdenca EC:B1:E0:0C:07:70
WHTEpeiRcs WDS

Wrrepdenc Berpeunsi MAC-agpec KaHanbHan ckopocTs nepeaayn

wlan0-wdsD Auto ~

wlan0-wds1 Auto v

wilan0-wds2 Auto -

wian0-wds3 Auto v

+ MPHMEHHTL x OTmeHa

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0AUMO
nocTpouTbL 6ecnpPoBOAHON MOCT.

* Bk/1o4eHO — Npu yCTaHOB/IEHHOM (bnare peXxnm 6eCl'IpOBOﬂ,HOFO MOCTa BK/TlO4HEH, UHa4Y€ — BbIK/TIOYEH,

* Pexxum 6e3onacHocmu — pPexumM 6e30nacHoCTV A0CTyna K 6ecrnpoBOHON ceTu:
* BbIK/IlOYUMb — He UCMO0/b30BaTh LNGPOBaHME A4S Nepeaayn JaHHbIX;

+ WPA2 — cnocob wundpoBaHus, npy Bbibope KOTOPOro 6yaeT AOCTyNHa cneayroLLast HacTponka:
+ Koy WPA — kntou/naposb, He06xoauMbIl 419 NOAKI0YEHUS K BCTPEYHOM ToUke AocTyna.

[nvHa knoya coctasnseT oT 8 o 63 CMMBO/IOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagnonHTepdgieinca gaHHOro yCTponcTea;

* MlHmepgpelic — Bbi6OP 1 BKNtoUeHne WDS-uHTepdpeiica, Ha KOTOpom GyaeT NOCTPOEH 6eCrnpoBOAHOA

MOCT;

+ BcmpeuHbil MAC-adpec — MAC-agpec paavonHTepgieica BCTPEUYHOro yCTPOMCTBA, A0 KOTOPOro
HacTpanBaeTcs 6ecnpoBOAHON MOCT;

+ KaHasibHasi ckopocmb repedaqu — (OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,

onpeaensiemas cneundukaumsamm ctaHgaptoB IEEE 802.11. ns kaxaoro nHTepdeiica Bbibrpaetcs

VHAVBUAYaSIbHO.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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PykoBogacTBo no akcnayatauum WOP-30LI

6.8 MeHto «CeTeBble HaCTPONKN»

6.8.1 MogmeHto «CucTtemMHas KoOHUrypauus»

L TEX  wWOP-30LI

MoHHTOpHHT Radio VAP WDs CeTeEhle HaCTPOHEX BrewHre cepewchl Cucrema - {Ebixog)

CHCTEMHER KOHGMIYDALMS > Vim xocTa WOP-30LI
Aoctyn leorpadmueckiit gomeH root
WLAN ynpasneHus Terminating w
WLAN ID
MpeTokon DHCP ~
MNepewdHEst DNS

Eropi-tni DNS

* VIMsi Xxocma — ceTeBoe UMS YCTPONCTBa, 3afaeTcs cTpoka 1—-63 CMMBO/IOB: /TaTUHCKME 3arnaBHble U
CTPOUHbIe BYKBbI, LMPPbI, 3HAK AednC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);
+ [eocpacpudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsbl yrnpasneHs EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;
* VLAN ynpas/neHus:.
* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

« Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCSt Ha Touke aocTyna (B 3Tom

cnyyae y K/IMEHTOB, NOAK/UYEHHBIX Yepes paanovHTepdeiic, HeT goctyna Ao agaHHoro VLAN);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic

(npu cooTBeTCTBYtOLLEN HacTpoiike VAP).

VLAN ID — npgentudpmukarop VLAN, ucnonb3ayemsiii Ana AocTyna K yCTPONCTBY, NPUHUMAET 3HaYeHns 1-

4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAET OCyLLEeCTBAATLCA nogknodeHune no Ethernet-
NHTEepdIecy yCTPOICTBa K CeTV NpefocTaB/IeHns yCyr nposangepa:

+ DHCP — pexum pab6oTbl, npu KoTopom IP-agpec, macka noacetu, aapec DNS-cepsepa, w3 no
YMOJIHaHMIO U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTu, byayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npn KoTopom IP-aapec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEpdec HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

+ Cmamuuyeckuli IP — IP-agpec WAN-nHTepdeiica ycTpoiicTBa B CeTu nposaiiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Ll/103 — afpec, Ha KOTopbI OTNpaBiseTca NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.

+ lNepsu4dHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTM4Yeckn no npotokony DHCP, 3agaiiTe nx Bpy4yHylo.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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6.8.2 MoameHto «[ocTyn»

PykoBogacTBo no akcnayatauum WOP-30LI

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no

65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI MMETb OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [insa BKIIOYEHMA JoCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

ELTEX

MoHHTOpHHT Radio VAP

CHCTEMHEAA KOHDUNYpaLmMa

Ooctyn »

WOP-30LI

WDS CeTesnble HACT)

POVEM

WEE

HTTR-nopt

WEB-HTTPS

HTTPS-nopt

Telnet

SSH

METCOMNF

SHMP

Maponk Ha 4TeHke

Mapons Ha 3anuce

Agpec Ans npwéma Tpanocs vl

Agpec AnA npuema Tpanoe v2

Anpec

ana npuéma

cooSweHWi Inform

CHCTEMHOE MIMR YCTRONCTER

KoHTaKkTHAaA MHGOpMaLMA
NpPOMIE0IMTENA

MecTonenosesue yeTpoRcTEa

Mapons & Tpanax

BHELHWE CEPEKCHI

&0

443

a

a

a

a

public

private

WOoP-30L

Contact

|Ebix0g )

MporpammHoe o6ecnedeHne WOP-30LI no3BoNSET M3MEHSTL KOH(UIypauuio yCTPONCTBa, MpOBOAUTL
MOHWUTOPUHI COCTOSAAHWS TOYKM AOCTyna 1 eé AaTyvKoB, a Takke ynpas/iaTb YCTPOWCTBOM, UCMNO/b3YSA MPOTOKON

SNMP.
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PykoBogacTBo no akcnayatauum WOP-30LI

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ Maposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KON AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-30LI goctynHo no cneaytouleii ceoinke: Onncadne OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.9 MeHio «BHellHne cepBUCbI»

6.9.1 TMogmeHto «MopTasibHasa aBTopusaums»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=L TEX  WOP-30LI

MoHHTOpHHT Radio VAP WDS CeTeBble HacTPONEK BHelwHwWe cepancbl Cuctema - (BbxOg)
MopTankHas aBTCPNMSaLMa BrntqmTE
Anpec cepeuca APB ws1192.168.1.1:3000/apvbroadcast

AirTune

* Bk/ouums — Npy yCTaHOBMEHHOM dhnare Touka 6yaet nogknoyarsca K cepsucy APB, agpec kotoporo
yKkasaH B none «Agpec cepsuca APB», osia obecneyeHns nopTasibHOro POyMuHra K/IMeHTOB;

+ Adpec cepsuca APB — apgpec cepsuca APB a9 nogaepXxkn poymuHra B pexmme noptasibHOM
aBTopusaumn. 3agaetcsa B popmare: «ws://<host>:<port>/apb/broadcast».

[N BCTYNNEeHMs1 B CUYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.9.2 TMogmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnonb3yeTtcs g/1a ontummnsauum paamo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKon HacTpoiku 6ecloBHoro poymurra 802.11 k/r.

ELTEX  woP-30LI

|EbX0g )

IMoHMTOpMHI Radio VAP WwoDs

CeTeBble HACTPOHEM

BHELHWE CEpancel Cucrema -~

MopTankHas asToprsaLmMa

BENHUTE

Agpec cepewca Airfune

ws 192 163.1.1:3098/apbirrm

AirTune »

* Bk/1o4umb — Npun yCcTaHOBNEHHOM (hriare Touka Oyaet nogknoyarbes K cepucy AirTune, agpec
KOTOpOro yka3aH B nosne «Agpec cepsuca AirTune», ana obecneyeHns dyHkumin Radio Resource
Management n/wnun poymunra 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetca B popmare: «ws://<host>:<port>/apb/
rrmp».

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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PykoBogacTBo no akcnayatauum WOP-30LI

6.10 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.10.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

ELTEX  WoOP-30LI

IMoHMTOpWHT Radio VAP WD5 CeTeEbie HACTPOREMW BHELUHWE CEPBHCH! Cuctema - (EbixOA)

OBHoeneHwe MO yeTpoiicTea » AyTWEHAA BepcuA M0

) PesspeHan Bepcua M0
Kondurypauma

Axmyanstan sepeus M0 docmynna mo adpecy: htio feltex-co ru'sup

Dain oSHoENEHKA MO Brifepure daiin | Dain He Endpan

Mepesarpy3ka

Maponb

HypHan

[aTa u BpeMA

« AkmusHas sepcusi 10 — Bepcusi NporpamMmmMHOro obecrneyveHus], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B aHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro o6ecneyeHns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE, Ha
KOTOPYI MOXHO Nepekniountbest 6e3 3arpy3ku gainna MNo;
« Coenamb akmusHOU — KHOMKA, MO3BONSAOLLIAA cAeNnaTh pe3epBHyt0 Bepcuto NO akTMBHON, ANs
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTuBHas Bepcud MO B 3TOM c/lyyae CTaHeT
pe3epBHOIA.

O6HOBAEHME NPOrpaMMHOIo o6ecneyeHmns

3arpysuTte chaiin MO c calita http.//eltex-co.ru/support/downloads/, BblbpaB n3 cnucka o6opynoBaHus
WOP-30LI, n coxpaHuTe ero Ha KomnbtoTepe. Mocne aToro HaXXM1UTE KHOMKY «BbibepuTte dhaiin» B none dadsn
06Hoss1eHusi [0 v ykaxxuTe nyTb K thainy MO B chopmarTe .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEHME». MNpouecc
06HOB/EHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Nocne Yero
YCTPOWCTBO aBTOMATUYECKN Nepesarpy3nTcs.

€ He oTkniouaiiTe NUTaHMe ycTpoOicTBA U He BbINOMHSTE ero nepesarpy3ky B NpoLecce 0GHOBIEHNS
no.
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6.10.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

WELTEX  WOP-30LI

MOHHTOPHHT Radio VAP WDs CeTesnle HACTPORER EHELHWE CEpEHCE] CHcTema - (Ebixom)

OGHoENeHKe MO yeTpoicTEa Tony-uTE apxUe r* Cradate
KOHEMYpaLMI ¢ YCTRORCTES

JarpysuTh apIe BriGepure diaiin | Tann ve Exidpan

KoHmrypauma »

MNepesarpysxa KOHEDMIYPAUMK Ha YCTPROMCTED
MNapons
5 - b CoxpannTe NapaMeTpel 4ocTyna
an COpoc Ha 3aB0gCKHE B Coxpan APaMETDEl LOCTY
HypHan P 04

EECTpOEIK“

Nata v epema

[NonyyeHne KoHUrypaumm

UT06bl COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBMNEHME KOHdIMIYpaLmn

[N 3arpy3ky COXpaHeHHOTo Ha JIOKa/IbHOM KOMIMbloTepe gpaiinia KoHUrypauuy Ucnosib3yeTcs NyHKT

«3aepy3umsb apxus KoOHghu2ypayuu Ha ycmpolicmgo». [1nsi 06HOBNEHNS KOH(UIypaLun YCTPOCTBA HAXKMUTE

KHOMKY «BblGepuTe thaiin», ykaxknute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb dhaiin».
3arpyxeHHast KOH(Urypaumusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTporicTsa.

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnBmpoBaH thnar «CoxpaHuTb NapameTpbl A0CTyNay, T 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.10.3 TMogmeHto «lMepesarpyska»

[ns nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpy3kax. [MpoLuecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

WELTEX  WOP-30LI

OBHoEnEHue MO yoTpolicTea Mepesarpyska yeTpONCTES 2 MNepesarpyska

Koxdmrypauyua
Mepesarpyska »
MNapons
Hypsan

Oara v epema

IMoHMTOpUMHTD Radio VAP WD5 CeTeBble HACTROMER BHelUHWe CepBkchl CHCTEME T {BbXOO)
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6.10.4 TMoameHto «Maponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTe KHOMKY «IMpUMeHUTb» 19 COXpaHeHUA HOBOIO Naposis.

WELTEX  woP-30LI

MoHMTOpKHHT Radio VAP WDS CeTesble HacTPOWEK BHelWwHWe cepanchbl Cucrema - (EbDNOg)
OBHoeneHwe MO yeTpoRcTEa Mapane &
KC-P-II»—IF:;'L"JL,P;‘ KC;I“E-SF]}FIIEHME napons =

Mepesarpysea
Mapans »

HypHan

Oara v epema

6.10.5 lMogmeHo «KypHas»

MoameHo «KypHas» npeaHasHayeHo A/1s1 HACTPOiiKK BbIBOAA Pa3HOro poaa OT/1a[l04HbIX CO0bLLIEHWTA
CUCTEMBbI B LIENSIX OBHAPYXXEeHUsI NPUYNH Npobem B paboTe yCTpoicTBa.

MoHMTOpKHHD Radio VAP WD5 CeTeBble HACTPOWEW BHelWHWe CepBMCE CHCTEME - (BbDNOO)
OGHoenetke MO yeTpolicTEa Pt Cepeep 1 dain b
KoHdwmrypauma Agdpec Syslog-cepeepa syslog.senver
Mepesarpyssa Mopt Syslog-cepeepa 214
MNapone Pasmep danna, k& 1000
AypHan »
Nara v Bpema

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIU ¢halin — HhopMaLUs XypHasia COXpaHSeTcsl B IOKa/IbHOM doaiinie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha Bknagke «MoHuTopuHr/XKypHas cobbITnin,
« Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnsieTcs Ha yaaneHHblin Syslog-cepeep n
COXpaHsieTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
+ Mopm Syslog-cepsepa — NopT ANst BXoAsAwmx coobueHmnii Syslog-cepeepa (no ymonuanuto 514,
AonycTuMble 3HaueHust 1-65535);
+ Pasmep ¢palina, Kb — MmakcuMasnbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

,ﬂ.flﬂ BCTYyN/e€HNA B CUNY HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

6.10.6.1 Bpyu4Hyro

ELTEX

MOHHTORHHT Radio VAP

DGHoENEHKe MO yoTpolcTEa
Kondwarypauma
Mepesarpysxa

Mapons

HypHan

Dara v spewms >

WOP-30LI

WDS CeTeshle HACTPOREM EHELHWE CepEnchl CHecTema

Pesnm
DNata W speMA yCTPOWCTE

YacoBoH noAc

BENKMHIMTE NEPSXAT HA NETHES
EpemA
Mepexag Ha NETHES EpemMa

MNepexon HA SHMHES EpeMA

Casur BpeMeHi (MuH. )

@ BpyuHyr () NTP cepeep

31.05.2024 06:35:21  # Penaxmnposss

Mockea, Poccua

(He enpana) (He suMpano)

(He exlipaHa) (He su8psH)

&0

- |EBIX0D)

(He suilfpsnol (Bl — I -

(He seifpsmal B — 0 —

+ [ama u spemsi ycmpoticmsa — naTta v BpeMsl Ha yCTPOICTBE B flaHHbIil MOMEHT. Ecnn TpebyeTtcsa

KOPPEKLMS, HOKMUTE KHOMKY «PefakTnpoBaTby;

+ [lama, spemsi — 3afjaiiTe TeKyLLyto AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v Bpemsi»

ANs ycTaHOBKM BpemeHn MK Ha yCcTpolicTBO;

+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOI MOSIC B COOTBETCTBUM C GNMXaiLLMM ropoaom B

BalleM pervoHe u3 3aaHHoro Crucka,;

* Br/1o4umb rnepexod Ha /iemHee speMsi — Nnpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 38, aHHbI NepuoL, BPEMEHN:

+ [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee

BpeMms;

* [Mepexod Ha 3umHee BpeMsi — [ileHb 1 BpeMmsi, Koraa 6yaeT BbINoMHATLCS Nepexoq Ha 3uMHee

Bpems;

« CoBue BpemeHu (MUH.) — nepuof, BpeMEHN B MUHYTAX, HA KOTOPbII BbINOMHAETCSA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHune oT 0 4o 720 MUH.

[na BCTynneHms B CUy HOBOWM KOHGUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpMeHnTb». N5l OTMEHbI MU3MEHEHUI HAXXMUTE KHOMKY «OTMeHay.
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6.10.6.2 NTP-cepsep
cELTEX  wopr-30LI

MoHMTOpHHT Radio Vap WwDs CeTeBble HACTPONEM BHElWHWE CEpBICE] Cucrema n- (EBIOA)

OBHoeneHke MO yoTpoRcTEa Pestum () Bpyunyrs @ MNTP cepeep

Komdburypaums Nata ¥ BpemA yCTPORCTES 31.05.2024 06:36:14

_ WNTP cepeep pool.ntp.org -
epesarpyssa
Hacosol noAc Mockea, Poccus b
Mapons
s BEMFMWTE NBpExoq Ha NeTHEE =
HypHan peExaA o
EpEMA
[ara v spems > Mepaxod ka neThes EpaMA (He seMipaHo) {He seBpanHo) (He seBpara) (B — |1 —
Mepexon Ha SHMHEE EPEMA (e enipano) (He sefpsH) (He sefpsqal B — 1 -
Casur BpeMeHn {MHH. ) &0

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOEe MMA cepBepa CMHXPOoHM3aunn BpeMeHn. Bo3MOXHO 3agartb agpec
nNn BbIGpaTh 13 CYLLECTBYHOLLErO CrNCKa;
+ Yacosol rosic — No3BONSET YCTAHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GAMKaiLLMM ropogom B
BalLeM pervoHe 13 3aflaHHOro Crmcka;
* Bk/iro4umb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Mepexod Ha /iemHee BpeMsi — AeHb U BpeMs, Korga O6yaeT BbINOMHATLCA Nepexos, Ha eTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — feHb N BpeMs, Korga OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpeMeHU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ,U,!'IFI OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OTMmeHa».
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7 YnpaBrieHne yCTPOMCTBOM C NOMOLLIbIO KOMaHAHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanmto yctpoiicteo WOP-30LI HacTpoeHo Ha nony4veHne agpeca no DHCP. Ecnn 3Toro He npou3oLuso,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WOP-30LI1: 192.168.1.10, Mmacka nogceTu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HaCTpOﬁKa CTaTUu4yeCKux ceTeBbiX NapaMeTpoB TOUKU AOoCTyna

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# bro

WOP-30LI(config):/interface/br0# common

WOP-30LI(config):/interface/br0/commont static-ip X.X.X.X (rge X. X.X.X — IP-agpec WOP-30LI)
WOP-30LI(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-30LI(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Neol)
WOP-30LI(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WOP-30LI(config):/interface/br0/common# protocol static-ip (13veHeHve pexuma paboTsl ¢ DHCP Ha Static-
IP)

WOP-30LI(config):/interface/br0/common# save (coxpaHeHVe HacTpoek)

AO6aBﬂeHMe cTarnvyeckoro MapiipyTra.

WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
(
(

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-30LI(config):/route# add default (r1e default — HassaHve mapLupyTa)

WOP-30LI(config):/routet# default

WOP-30LI(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv v y3fa HasHayeHus,
ona gedpontHoro mapupyta — 0.0.0.0)

WOP-30LI(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka ceTu HasHauyeHus, 019 e onTHoro
mMapLipyTa — 0.0.0.0)

WOP-30LI(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lnto3a)
WOP-30LI(config):/route/default# save (coxpaHeHve HacTpoek)

PSSR e e

HacTpoiika nony4yeHus ceteBbiX NapameTpoB no DHCP

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (cCoxpaHeHve HacTpoek)

—_— e~ — — —

© HauuHas c Bepcun MO 2.2.0 ecTb BO3MOXHOCTb 3aAaBaTb MTU uepes DHCP (option 26).
3HauyeHne MTU, nonyyeHHoe no DHCP, nmeet 60NbLUMIA NPUOPUTET, YEM NapamMeTp, 3afaHHblin B
KOHcpurypauumn.

€ Pasmep MTU ans bridge gomkeH 6bITb He 6oblUE, YeM HaUMeHbLLK pasmep MTU Ha HTepdbeiicax,
KOTOpble HaxoAATcst B 3ToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpelice

WOP-30LI
WOP-30LI

root):/# configure

config):/# interface

WOP-30LI(config):/interface# br0

WOP-30LI(config):/interface/br0# common

WOP-30LI(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aiiTax. BO3MOXHbIe 3Ha4YeHus: 1-
2490. No ymonyaHuto: 1500)

WOP-30LI(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

—_— o~ — —~

7.2.1 HacTpolika ceTeBbIX NapamMeTpoB C NOMOLLbI0 YTUANTLI set-management-vlan-mode
HeTerupoBaHHbIA gocTyn

MonyyeHne ceTeBbix HACTPOEK No DHCP:
WOP-30LI(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-30LI(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LL/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MosiyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LI(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNONb3YEMbIA 4151 A0CTyNa K YCTPOMUCTBY. BO3MOXHblE 3HAUEHUS: 1-4094)

Cratnyeckme HacTpOWKK:

WOP-30LI(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii 4515 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu103)

Aoctyn uepes VLAN ynpaBneHus B pexume Forwarding

[MoniyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LI(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHble 3HAUeHUS: 1-4094)

Cratnyeckme HacTpOiKK:

WOP-30LI(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii 415 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — Lu103)

3aBeplUeHMe U COXPaHEHME HaCTPoeK

WOP-30LI(root):/# save (COXpaHeHNe HACTPOEK)
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7.2.2 HacTtpoiika yganéHHoro ynpasieHus

Hactpoiika SSH

WOP-30LI(root):/# configure

WOP-30LI(config):/# ssh

WOP-30LI(config):/ssh# enable true (ynpasneHve ygaséHHbIM AOCTYNOM no SSH. InA OTKNIOYEeHUsA BBeAnTe
false. [lo ymonuaHuto: true)

WOP-30LI(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WOP-30LI(config):/sshi# session-limit X (rze X — makcumasibHOe konn4ecTBo SSH-ceccuit. Mo ymonyaHuio: 5)
WOP-30LI(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WOP-30LI(root):/# configure

WOP-30LI(config):/# telnet

WOP-30LI(config):/telnet# enable true (ynpasneHne yaanéHHbiM 4OCTYnoM Mo Telnet. 415 OTK/IHOYEHNUS
BBepure false. o ymonyaHuto: false)

WOP-30LI(config):/telnet# port X (rae X — nopt. o ymonyaHuio: 23)

WOP-30LI(config):/telneti# session-limit X (rge X — makcumansHoe konvyecTso Telnet-ceccuid. o
YMOJ/14aHMI0: 5)

WOP-30LI(config):/telnet# save (coxpaHeHVe HacTpoek)

7.2.3 HacTtpolika ceTeBbIX napameTpos IPv6

& Mo ymonuaHmio foCTyN K YCTPOICTBY N0 NPOTOKONY IPV6 Ha Touke AOCTyna OTK/OUEH.

BKnloueHue goctyna K ycTpoicTBy No nNpoTokosny IPv6e

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
DHCP)
WOP-30LI(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHVe JOCTYNa K YCTPOWUCTBY M0
npotokosny IPv6. Ans BbiknoveHns seegute false)

WOP-30LI(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyueHve cetesbix napameTpos IPv6 rno

—_— o~ — — —
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HacTpolika cTaTuiueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# br0

WOP-30LI(config):/interface/br0# common

WOP-30LI(config):/interface/br0/commont ipvé

WOP-30LI(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXKX XXX XXX XXXKXXXXXXXXXXXX — cTaTudecknii IPve-agpec ycTpoictea WOP-30LI)
WOP-30LI(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o ymMoi4aHuto: 64)
WOP-30LI(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3zuiBaercs [Pv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WOP-30LI(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXX:XXXXXXXX XXX XXX XXXXXXXX /Y — IPv6-aapec DNS-cepeepa Nel ¢ npechunkcom)
WOP-30LI(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX: XXXX:XXXX: XXXX:XXXX:XXXX/
Y (re XXXXXXXXXXXXXXXX XXX XXX XXXXXXXX Y — IPv6-aapec DNS-cepeepa Ne2 ¢ npechukcom)
WOP-30LI(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHNE NCMNO/L30BaHNSA CTATUYECKNX
ceTeBbIX IPv6-napameTpoB. 15 nonyvyeHnsi CeTeBbIX napameTpoB IPve no DHCP seeanTte dhcep)
WOP-30LI(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHVEe A0OCTYNa K YCTPOUCTBY M0
npotokony IPv6. 115 Bbiko4eHUs BBeanTe false)

WOP-30LI(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)
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7.3 HacTpolika BupTyasnbHbIx Todek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHocTu KomaHpa ans HacTpoiiky pexxuma 6e3o0nacHoOCTy
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPA3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnuHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spgaHue VAP 6e3 WnMd)poBaHUs C NePUOAUUYECKOi OTNPaBKOii akkayHTUHra Ha RADIUS-cepBep

WOP-30LI(root):/# configure
WOP-30LI(config):/# interface
WOP-30LI(config):/interface# wlan1-va0
WOP-30LI(config):/interface/wlanl-va0# vap
WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_open' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode off (pexuvm wnhposarms off — 6e3 naposns)
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-30LI(config):/interface/wlanl-va0/vap# radius
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bik/1t04eHNE OTNPaBKN COOOLLIEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs a715 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (B 1t04eHNE Nepnoanyeckoin
oTnpaBku coobueHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

PSR A R ST A

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_— e~ — —
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7.3.2 Hactpoiika VAP c wndposaHnem OWE

Co3spgaHue VAP ¢ wnudposaHnem OWE

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure
config):/# interface
config):/interface# wlanl-va0
config):/interface/wlanl-va0O# vap
WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_owe' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexxum wndgposaHns OWE —
LUMdopoBaHHOE coeanHeHne 6e3 BBoAa Naposis. B Takom pexunme cMOryT NOAKAKUUTLCA TONbKO KUEHTbI
Wi-Fi 6)
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-30LI(config):/interface/wlanl-va0/vap# radius
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bik/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 715 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1t04eHNE Nepnoanyeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

—_— o~ — — —
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WOP-30LI(config):/interface/wlan1l-va0/commont# enabled true (Bk/1l0ueHne BUPTYa/ILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— e~ — —
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7.3.3 Hactpoiika VAP c wudposaHnem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-va0 (HacTpoiika ckpbiToro VAP ¢ wungpposaHnem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WOP-30LI(config):/interface/wlanl-va0O# vap

WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_owe' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# hidden true (ckpbITh VAP)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexuvm wudposaHns OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlanl-val (ykazaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-va0/vap# exit

WOP-30LI(config):/interface/wlan1l-va0# common

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common#exit

WOP-30LI(config):/interface/wlanl-va0# exit

WOP-30LI(config):/interface# wlanl-val (HacTpoiika VAP 6e3 LunidposaHms)
WOP-30LI(config):/interface/wlanl-val# vap

WOP-30LI(config):/interface/wlanl-val/vap# ssid 'SSID_WOP-30LI_open' (13veHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HACTpoek pexrma 6e30MnacHoCcTu
Ha VAP)

WOP-30LI(config):/interface/wlanl-val/vap/ap-security# mode off (pexxum unchposaHms off — 6e3 naposin)
WOP-30LI(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlan1-va0 (ykazaHve VAP c
pexxumom wndposaHne OWE, K KOTOPOMY HEABHO ByAyT nofk/itodeHbl knveHTbl Wi-Fi 6, ocTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WOP-30LI(config):/interface/wlanl-val/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-val/vap# exit

WOP-30LI(config):/interface/wlanl-val# common

WOP-30LI(config):/interface/wlanl-val/common# enabled true (Bk/l04eHne BUPTYaILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlanl-val/common#exit

WOP-30LI(config):/interface/wlanl-val# save (coxpaHeHve HacTpoek)
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7.3.4 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal c neprmoamnueckoii oTNpaBKoii akkayHTUHra
Ha RADIUS-cepBep

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-va0

WOP-30LI(config):/interface/wlanl-va0# vap

WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_Wpa2' (n3veHeHne nmeHn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LungpposaHmns — WPA/
WPA2)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib,
HeoOXoANMbIA A5 NOAKUYEHUS K BUPTYaslbHOM TOUke AocTyna. [ivHa Koda Ao/mKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-va0/vap# radius

WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposns a715 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bi/1t04eHNE Nepnoamnyeckoin
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LI(config):/interface/wlanl-va0/vap# exit

WOP-30LI(config):/interface/wlan1l-va0# common

WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_— e~ — —
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7.3.5 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3zpgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise C NepuoguuecKoii oTnpaBKoii
akkayHTMHra Ha RADIUS-cepBep

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure
config):/# interface
config):/interface# wlan1-va0
config):/interface/wlanl-va0O# vap
WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LI_enterprise' (13vieHeHne nmenn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# ap-security
WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexxum wngposaHmns — WPA/
WPA2-Enterprise
WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
WOP-30LI(config
cepsepa)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOoTopbIii
NCosib3yeTca As1s ayTeHTudmkaumm n aBtopmsaumn. No ymonyaxmio: 1812)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-password secret (re secret — naposb a1s RADIUS-
cepBepa, UCNonb3yeMoro Ans ayTeHTudgmkalmm n asTopmsaimm)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bik/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposns a715 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (BK/1t04eHNE Nepnoanyeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

—_— e — — — —

interface/wlanl-va0/vap/ap-security# exit

interface/wlanl-va0/vap# radius

interface/wlanl-va0/vap/radius# domain root (1€ root — fOMeH Mnosib3oBarTess)
interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-

PSP A T P A R P
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WOP-30LI(config):/interface/wlan1l-va0/common# enabled true (Bk/1l04eHne BUPTYa/ILHOM TOYKM [0CTYNa)
WOP-30LI(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— e~ — —
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7.3.6 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmeit

KomaHgb! AN HACTPOIiKM NOpTanibHOI aBTOpPU3aLuMmu C OTNPaBKOI akkayHTUHra Ha RADIUS-cepBep

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure
config):/# interface
config):/interface# wlanl-va0
config):/interface/wlanl-va0O# vap
config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security
config):/interface/wlanl-va0/vap/ap-security# mode off (pexxviv wncposaHus off — 6e3 napons)/
config):/interface/wlanl-va0/vap/ap-security# exit
config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30LI' (13veHeHne nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazars URL BUpTYyasibHOro noprana)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykazaTtb nmsa noptana. Mo ymonyanuto: default)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bx/itounts MAC-aBTOpr3aL o
nopTasibHbIX Nosib3oBaTesieil Yyepes APB cepBuc (4OCTYNHO TOsbKO € SoftWLC 1.34.1 n Bbiwwe). [0
ymonyaHuio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LI(config):/interface/wlanl-va0/vap# radius
WOP-30LI(config):/interface/wlanl-va0/vap/radius# domain root (rze root — fomeH rnonb3osarens)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bik/1t04eHNE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X. X. X — |P-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposns a715 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-periodic true (B 1t04eHNE Nepnoanyeckoin
OTnpaBKK co06LLEHUI «Accounting» Ha RADIUS-cepBep. Mo ymonyanutio: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# exit
WOP-30LI(config):/interface/wlanl-va0/vap# exit
WOP-30LI(config):/interface/wlan1l-va0# common

)

)

—~ e~ —— — ===
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WOP-30LI(config):/interface/wlan1l-va0/commont# enabled true (Bk/il0ueHne BUPTYasILHOM TOYKM A0OCTYNa)
WOP-30LI(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_— e~ — —
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7.3.7 HacTtpoiika VAP c BHelLHel nopTasibHOM aBTopu3auueit

KomaHAb! AN HACTPOIiKM BHELLHEN NopTa/ibHOI aBTOpU3aLmum

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexvv wndgposanus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LI(config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30LI' (n3veHeHve nveHn SSID)
WOP-30LI(config):/interface/wlanl-va0/vap# captive-portal
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/1t0oueHne
noAAepXKN BHELLHEN nopTanbHOW aBTopu3auymu. Mo ymonyaHuto: portal)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>"(ykazarb URL BHELUHEIO BUPTYasIbHOIo
nopTasia B COOTBETCTBUM C TAbULIEN 8)
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WOP-30LI(config):/interface/wlanl-va0/vap/captive-portal# exit
(
(
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WOP-30LI(config):/interface/wlanl-va0/vap# radius

WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsanunn)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# auth-password secret (re secret — napone a1s RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsauunn)

WOP-30LI(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepesasars MAC-agpec
KfiveHTa B kayecTBe naposis B RADIUS 3anpocax. Mo ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (hopmatr MAC-
aZipeca KnneHTa, KoTopblil 6yaeT dourypmpoBaTb B RADIUS 3anpocax. PyHKUMOHaN paboTaeT TONbKO Mpu
ycnosun use-macaddr-as-password = true. [10 YMOMYAHMD: XXXXXXXXXXXX)
WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

© /15 nonyyenns nHdopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHe NopTasibHOM aBTopu3aunm

MapameTp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>

<NAS_IP>

OnucaHue

NAS ID, 3agaHHbIii Ha VAP nnn B system. Ecnu He 3agaH HM OOuH
13 aTux napameTpos, To B kayecTtse NAS ID B RADIUS- n HTTP%S)-
naketax 6ygeT ncnons3osarbca MAC-agpec T/

[lOMEHHOE MMSI, KOTOPOE MOKa3blBAETCS KNEHTY Npu
nepeHanpaeeHnu

MAC-appec TJ
MAC-agpec knueHTta
SSID

URL, KoTOpbIii U3Ha4ya/ibHO 3anpatunBas KNMEeHT

IP-agpec T
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7.3.8 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-va0

WOP-30LI(config):/interface/wlanl-va0# vap

WOP-30LI(config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepsepa)
WOP-30LI(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gonosiHnTensHoro RADIUS-cepeepa)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutesbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec A0N0NHUTENIbHOIO
RADIUS-cepBepa B KOHurypauuu)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — IP-
agpec RADIUS-cepBepa)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rae X.X.X.X — IP-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret —
naposnb Ans RADIUS-cepBepa, NCMNOosb3yeMoro A5 akkayHTUHra)
WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — npuoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-30LI(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

DA P P

7.3.9 [ononHutencHble HacTpoikn VAP

Ha3HaueHune VLAN-ID Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

BknroueHue pexuma Band Steer

WOP-30LI(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/it0oueHne pexvva Band Steer. [1715
oTK/o4eHns Beeaute false)
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BkntoueHue VLAN trunk Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# vlan-trunk true (Bk/toueHne VLAN Trunk Ha VAP. /15
oTK/o4YeHns BeeaunTe false)

BkntoueHue General VLAN Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# general-vlan-mode true (siitoueHne General VLAN Ha SSID. [1/715
oTkKNtoveHus seeaute false)
WOP-30LI(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi60op cnocob6a npuopuTusaymum

WOP-30LI(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHa/113 nproputeta 13 noss CoS (Class
of Service) TerMpoBaHHbIX NAKETOB. 3HAYEHME NO YMOUYaHUIo: true. B aTOM criyvae aHanmampyetcs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)

BknroueHue pexuma MFP (802.11W)

WOP-30LI(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/10unTL 3aLLMTY management-
Kaapos (thpeiimoB). required — TpebyeTca nogaepxka MFP OT K/iMeHTa, KNneHTbl 6e3 MFP He cMmoryT
noakounThCA. capable — coBMecTMMO ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkounTbes. Ans
oTKNtoYeHus seeanTe off)

BkoueHue Ucnosib3oBaHus TLS npu aBTopusauum

WOP-30LI(config):/interface/wlanl-va0/vap/radiust tls-enable true (ncrnonb3oBaTs TLS npy asTopU3aLnn.
[na otknoueHus seeaute false)

BKNoYeHUue CKpbITOro SSID

WOP-30LI(config):/interface/wlanl-va0/vap# hidden true (Bk/toueHvie ckpbIToro SSID. /15 OTKHYEeHs
BeeauTe false)

Bk/lo4eHMe U30NALUN KNTMEHTOB Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# station-isolation true (Bk/toUeHVIe N30/1ALMK TpadnKa Mexay
KnneHTamu B npegenax ogHol VAP. Ansa oTknoueHns seegue false)
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OrpaHuuyeHne KonmyecTBa KJiMeHToB Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# sta-limit X (rge X — makcumvasibHO A0MyCTUMOE YNC/I0
NOAKNOYAEMbIX K BUPTYa/IbHOW CETU K/TMEHTOB)

Bk/loueHue peninkauun MybTUKacToBoro Tpacgmka Ha VAP

WOP-30LI(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bk/1t0ueHne pernvkaummn
MynbTUKacToBOro Tpadpuka Ha VAP. [ina oTkioyeHns seegute false)

BknroueHue Minimal Signal U Roaming Signal

WOP-30LI(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/10HEHVE CMONL30BAHNSA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus seeute false)
WOP-30LI(config):/interface/wlanl-va0/vap# min-signal X (re X — noporosoe 3HaueHve RSSI, npu
[OCTXXEHMN KOTOPOro Touka OyAeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WOP-30LI(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — neprios, BpemeHu B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETN)

WOP-30LI(config):/interface/wlanl-va0/vap# roaming-signal X (rge X — noporosoe 3Ha4eHve RSSI, npu
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepektoYeHNe KITMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
foctyna. NapameTp MOXET NpUHMMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLle, YyeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpPoekK)

BknioueHue nepepayum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WOP-30LI(config):/interface/wlanl-va0/vap# local-switching true (Bk/1toueHve nepesayv aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. s oTkntoueHust BeeanTe false. [10 yMOMYaHWIO: BbIK/THOUEHO)
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HacTtpoiika orpaHM4eHnUsi CKOPpOCTH

HacTpoiika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAe/IbHOCTU), MOAK/IOYEHHbIX K
[aHHoIA VAP, 1O TOUYKW AocTyna:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rze X — makcymasibHas CKOpoCcTb B
KOUT/C N nakeTbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-rxi# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTtpoiika wWeiinepa B HanpaB/AeHUN OT TOYKU AO0CTYNa A0 KINEHTOB (K Oro B OTAe/1IbHOCTU
NOAKNIOYEHHbIX K AaHHOIA VAP:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — makcumvasibHas CKOpocThb B
KOUT/C N nakeTbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1t0ueHve welinepa. MoxeT
npuHUMaThb 3HadeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/IHOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-sta-txi# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacrTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CYMMeE), NOAK/IOMEHHbIX K AaHHOI VAP, oo
TOYKM gocTtyna:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rze X — makcymasibHas cKopocTb B
KOUT/C N nakeTbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve wernepa. Moxet
npuHUMarThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWelinepa B HanpaB/AeHUN OT TOYKU AO0CTyNa A0 KINEHTOB (B cyMMe), NOAKTYEHHbIX K
[aHHoA VAP:

WOP-30LI(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — MakcumasibHast CKOpoCTh B
KOUT/C N nakeTbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)
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HacTpoiika orpaHuyeHuns LMPOKOBELLATENIbHOIO Tpaduka

HacTpoiika weiinepa B HanpaBaeHUW OT K/IMEHTA A0 TOYKU AoCcTyna:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rge X — mMakcumMasibHast CKOpoCTh B
KOUT/C N nakeTbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bk/toueHuve wernepa. Moxet
npuHumaTth 3HavyeHue: kbps — K6UT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

Hactpoiika weiinepa B HanpaBAeHUU OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rge X — MakcumasibHasi CKOpoCTb B
KOUT/C NI nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/itoueHne weinepa. Moxet
npuHumath 3HadeHue: kbps — kK6UT/c, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTpolika orpaHu4yeHUst MHOroagpecHoro Tpadmka

Hactpoiika weiinepa B HanpaB/E€HUW OT K/IMEHTA A0 TOYKU AOoCcTyna:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — MakcrmasibHas CKOpoCTb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/itoueHve wennepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/€HUN OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30LI(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rge X — makcrvmasibHas CKOpoCTb B
KOUT/C N nakeThbl/c)

WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bk/itoueHne weinepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30LI(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpolika KOHTpona goctyna no MAC

WOP-30LI(config):/interface/wlanl-va0/vap# acl

WOP-30LI(config):/interface/wlanl-va0/vap/acl# mac

WOP-30LI(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX — MAC-
ajZipec ycTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLLnTb/3anpeTuTb AOCTYyN. ANa yaaneHust agpeca us
crnucka ncnonb3yinte komaHay del)

WOP-30LI(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-30LI(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p nonmTrkn. Bo3MOXHbIE 3HAYEHUS:
allow — paspeluarb NOAKYEHNE TOBKO TEM KiMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTCsi B CMUCKE;
deny — 3anpeulatb NOAKIOHEHNE KNIMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTcsi B CMCKe. 3HaYeHne no
yMO/14aHuto: deny)

WOP-30LI(config):/interface/wlanl-va0/vap/acl# enable true (Bk/itoueHne kKoHTpons goctyna no MAC. [ns
oTK/o4YeHns BeeaunTe false)

WOP-30LI(config):/interface/wlanl-va0/vap/acl# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTpoek)

HacTpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb30oBaTesnieil, nogmMmeHsaWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyyae ecnun Heo6xogumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKHOYEHNIA
nonb3oBartesnen gybnupyrowmx MAC-agpec NpoBoAHOro ycTpoicTea (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoi fdb-filtering, koTopas MeeT cnegyrowme pexmmMbl paboTbl:

on-connect — peXum 610KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciyvae ecniv MAC-
agpec yxe n3yyeH Ha Ethernet-nopTy TOYkM [OCTYNa;

by-eth-event — pexum oTk/I04aET NOAKIHYEHHOTO KnveHTa no Wi-Fi, B crniyyae ecnu ero MAC-agpec ctasi
n3y4yeH Ha Ethernet-nopTy TOUKM AoCTyna (PeXMM NOMOraeT oumLaTb CTapyto 3anncb O K/IMEHTE Mpu
pOyMUHre);

full — pexxum coBmelLaeT B cebe Bce npeplayLimne, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nonb3osatens no Wi-Fi, a Takxe OTk/Il04aeT paHee NoAK/H0YEHHOTO B C/lyvae coBnageHus ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

o Mpw BbicTaBneHun pexnmos full v on-connect poyMuHr Wi-Fi KTMEHTOB MOXET yXyALNTLCA. Tak B
xofe paboTbl Bce broadcast-nakeTbl OT K/IMEHTa NoNajatoT Ha OCTallbHble TOUYKM AOCTYyna CeTU 1
ero MAC nsyyaetcsa Ha BCexX Toukax AOCTyna CeTu, No3aToMy Npu POYMUHIE KIMeHTa, B cnyyae ecnuv
ero MAC-agpec HaxoguTca B crnimcke Ha Ethernet-nopTty, nepenok/ioyeHe MOXEeT MPOUCXOANTL
AnnTesibHoe Bpems.

WOP-30LI(config):/interface/wlanl-va0/vap# fdb-filtering
WOP-30LI(config):/interface/wlanl-va0/vap/fdb-filtering# enabled true (BxntoueHne hyHkumonana. [Ans
oTkoyveHns Beegute false. 3HayeHve no ymonyaHuto: false)
WOP-30LI(config):/interface/wlanl-va0/vap/fdb-filtering# mode full (ci60p pexnma paboTkl. 3HayveHve no
yMo/14aHuio: by-eth-event)

WOP-30LI(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WOP-30LI(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexagy VAP ¢ pexxumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumeit no HacTpoiike VAP ¢ pexvmom 6e3onacHoctn WPA2-Personal n gpyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.
HacTtpoiika 802.11r Ha TA1

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# ri-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyika/IbHbLIN KNHOY /15
[aHHOI VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (f0veH fo/mkeH coBrnazgaTk Ha
BCTpe4HbIX VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH/Ka/IbHbIA
KN4y BCTpeyHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCcTpeuHoi VAP Ha T[2)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaarth C r1-kh-key
BCTpeuHon TA2)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA2)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/10ueHVIe pabOTLI TOUKM AOCTYNa Mo
NpPoTOKO/y 802.11r)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpolika 802.11r Ha T2

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/ILHbLIN KHOY /15
AaHHoro VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (f0veH fo/mkeH coBnazaTk Ha
BCTPEYHbIX VAP)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTeppelica BCTPEYHO Toukn goctyna — T/A1)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHuKaIbHbLIN
KN4y BCTpeyHoi VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeuHon TA1)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/10ueHVIe pabOTLI TOUKM AOCTYNa Mo
npoTokosny 802.11r)

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpolika 802.11k

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/1e
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/1e
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r/e 36 —
KaHaJsl, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThl TOUKM
[0CTyna no NnpoTokosny 802.11Kk)

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKM
[ocTyna no npotokosy 802.11k/v)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)

7.4 Hactpolika AirTune

HacTtpoiika AirTune

WOP-30LI(config):/# airtune

WOP-30LI(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (re 192.168.1.20 — IP-
aZipec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WOP-30LI(config):/airtune# dca true (Bk/toueHMe pyHKLMOHaNa AUHAMNYECKOrO pacrnpenesnieHs KaHasios.
[na otknoueHus seeaute false)

WOP-30LI(config):/airtune# tpc true (BktoUEeHNE DyHKUMOHAIA aBTOMATU4eCcKoro

ynpaBfieHnst MOWHOCTbL0. 15 oTkNoveHns seeanTe false)

WOP-30LI(config):/airtunet# load-balance-80211v true (Bk/i04eHVe yHKLUVOHaNa BanaHCnpoBKY KITMEHTOB.
[na otknoueHus seeaute false)

WOP-30LI(config):/airtune# enabled true (Bk/t0ueHve B3anmoaencTens ¢ cepsmucom AirTune. /15
oTK/o4YeHns BeeauTe false)

WOP-30LI(config):/airtune# save (coxpaHeHve HacTpoek)

[ns aBTomartunyeckoi HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke J4OCTyna HeEO6X0AMMO BK/THOUUTb
dyHkuymoHan 802.11r, 4N5 3TOr0 BbINOMHUTE CrieAyoLmMe HaCTPOMKN:

HacTtpoiika 802.11r yepe3s AirTune

WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bi/it0ueHVe paboTkl TOUKM AOCTYNA MO
NPOTOKO/y 802.11r)
WOP-30LI(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v yepes AirTune

WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/il0ueHe NOALEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WOP-30LI(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumn koHTponnepa SoftWLC.

7.5 HacTtpoiiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin BbiIbop paboyero kaHana. a1 1oro 4toobsbl
YCTaHOBUTb KaHa1 BPYYHYH N CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paauouHTepdgeiica

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0

WOP-30LI(config):/interface/wlan0# wlan

WOP-30LI(config):/interface/wlan0/wlan# radio

WOP-30LI(config):/interface/wlan0/wlan/radio# channel X (rze X — HOMep cTaTtnyeckoro kaHasia, Ha KOTOPOM
6yaeT pabotarb TOUKa)

WOP-30LI(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1104eHne aBTOBLIOOPa KaHana. s
BK/IOYEHMA BBeaAUTE true)

WOP-30LI(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHVE CMNONL30BAHNSA
OrpaHNYeHHOro cnmcka KaHanos. [15 BKNH4YeHns1 BBeAUTeE true)
WOP-30LI(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnpuHa kaHana. NapamveTp Moxet
npuHMmaTth 3HaveHue: o Radio 1: 20, 40; Radio 2: 20, 40, 80)

WOP-30LI(config):/interface/wlan0/wlan/radio# tx-power X (rz1e X — ypoBeHb MOLHOCTN B ABM. [NapameTtp
MOXET NpuHUMaTh 3HadveHue: ans Radio 1: 0-16 obm; as1s Radio 2: 0-19 aobm)
WOP-30LI(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MYHUMa/IbHbIA YPOBEHL MOLLHOCTY
B AbM. NapameTp MOXET NpUHUMaTh 3HadeHune: ansa Radio 1: 0-16 abm; ansa Radio 2: 0-19 abm)
WOP-30LI(config):/interface/wlan0/wlan/radio# tx-power-max X (re X — MakcumasibHbI YPOBEHb
MOLLIHOCTM B ABM. lMapaMeTp MOXET NpuHMMaTb 3HaveHue: and Radio 1: 0-16 gbm; ansa Radio 2: 0-19 abm)
WOP-30LI(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

===
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NPUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

7.5.1 [ononHuTtenbHbie HacTpoiikn Radio

HacTpoiika orpaHM4eHHOro CNUcKa KaHasl0B

WOP-30LI(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/i10ueHne ncnonsb3oBaHns
OrpaHNYeHHOro cnMcka KaHa0B B paboTe aBTOBbIOOpaA KaHas10B. 115 BbikNtoueHus: BBeanTe false)
WOP-30LI(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasbl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanmBaeMblii pagnonHTepdelic)

N3mMeHeHUe OCHOBHOrO KaHana

WOP-30LI(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MOXeT npuHUMaThL
3HaueHue: lower, upper. Mo ymonyaHuto: 4nd Radio 1: lower; ons Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWmMTHOro UHTepBana

WOP-30LI(config):/interface/wlan0/wlan/radio# sgi true (Bxk/1H04EHVIE NCMONL30BAHNA YKOPOYEHHOTO
3allMTHOrO NHTepBasia 4s1s nepenavm aaHHbIX — 400 HC, BMecTo 800 He. [1ns oTkoveHust BBeaute false)

BkntoueHune STBC

WOP-30LI(config):/interface/wlan0/wlan/radio# stbc true (Bx/t0ueHne meTofa NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOr0 KoanpoBaHus (STBC), HanpaBNEHHOIO Ha MOBbILWEHNE HAAEXHOCTN Nepeaaym
AaHHbIX. s oTkntoveHns seBeaute false)
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BknioueHue arperauumn

WOP-30LI(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1to4eHne arperauuy Ha Radio —
nognepxxkn AMPDU/AMSDU. [ina oTkioyeHnsa seeguTe false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WOP-30LI(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1H04EHVIE UCMONL30BAHNSA KOPOTKOA
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-30LI(config):/interface/wlan0/wlan/radio# wmm true (Bk/itoueHne nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-30LI(config):/interface/wlanl/wlan/radio# dfs X (rge X — pexxum paboTsl MexaHn3ma DFS. MoxeT
npuHUMaThb 3HadeHns: forced — MexaHn3M BbIK/IHOUYEH, DFS-KaHasbl AOCTYMHbI A5 BbIOOPa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3M BbIKNO4YEH, DFS-KaHa bl HEAOCTYMHbI AN Bbi6opa)

BknroyeHue pexuma aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaNa

WOP-30LI(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1t0HEHVE pPEXMMA aBTOMATNYECKON
CMEHbI LLUMPUHbI KaHana ¢ 40 My Ha 20 Ml npu 3arpyXeHHoM paauoadompe. s oTKNHYeHUs BBeAUTe
false)

BkntoueHue wevinepa Broadcast/Multicast

WOP-30LI(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpaHnyenve nepegaun
LLIMPOKOBELLLATENIbHOIO/MY/ILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBHOIO Tpadinka B nak/c)
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BkitoueHue QoS U U3SMeHeHne napameTpos

WOP-30LI(config):/interface/wlan0/wlan/radio# qos

WOP-30LI(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04EHVE UCMONL30BAHNSA (DYHKLNN,
obecneunBaroLLMx Ka4yecTBO 0b6cnyxusaHus (Quality of Service). Ans oTknoyeHns seeauTe false)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpoB QoS TOUK/ A0CTyna,
Tpauk nepenaeTcs OT TOYKN AOCTYyNa K KNIMEHTY)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napameTpos QoS a/15
HU3KOMPUOPUTETHON ouepeamn C BbICOKOM MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢sl, cs2)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (r1e X — Bpems oxugaHmsa kagpos
(dbpeitmoB) AaHHbIX, U3Mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hava/ibHOE 3HaYeHne BpemMeHn
OXugaHus nepes NOBTOPHOWN OTNPAaBKON Kaapa, 3afaeTcs B MuancekyHaax. lNpuHumaet 3HadeHms: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlaTb 3HavyeHne cwMax)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (r4e X — MakcumasibHOe 3HavyeHne
BPEMEHM OXUaaHns nepes NoBTOPHOW OTNPaBKON Kaapa, 3afaeTcs B MuancekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax [0/DKHO ObITb 60/1bLLE 3HAYEHNA cwMin)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpeMeHun B
MUISIMCEKYHAAX, Koraa knveHTckasd WME-cTaHuma MMeeT npasa UHULMMPOBATb nepejady AaHHbIX No
6ecnpoBoAHON cpefe K ToUke AocTyna. MakcumasibHOe 3HaYeHne 65535 MUIINCEKYHA)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# exit
WOP-30LI(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-30LI(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpolika napameTpoB QoS cTaHuuu
KnneHTa: Tpadouk nepegaeTcsa oT CTaHUMKU KNnMeHTa 40 TOUYKM J0CTyna)
WOP-30LI(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToanka HacTpoiiki edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 ovepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepeau bk.
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7.6 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0 (HacTpolika 6yaet nponssoguTbes Ansd Radio 2.4 'Tu. Ecnn Heo6xognumo
HacTpouTb 82 onuuto Ha Radio 5 'y, — BBeguTe wlanl)

WOP-30LI(config):/interface/wlan0# common

WOP-30LI(config):/interface/wlan0/common# dhcp-snooping
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL160p paboTsl
DHCP snooping B pexume 3ameHbl Uin NoacTaBneHns onuun 82)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHKS
CTaAHOBATCA AOCTYMHbI CAeAyoLMe napaMmeTpbl:

HacTpoiika napameTpoB onuum 82

WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa coaepxnmoro CID Ha 3HaveHne, ykasaHHoe B napamveTtpe dhcp-option-82-custom-
CID. MNapaMeTp MOXET NpUHUMaThb 3Ha4eHus: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-aapec
TOUKM AocTyna>-<ums SSID>. SSID — 3amMeHa cogepXxmmMmoro CID Ha ums SSID, K KOTOPOMY MOAK/THYEH
KNuneHT. Mo ymonyaHuto: APMAC-SSID)

WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (e
custom — 3aMeHa coaePXMoro RID Ha 3HaveHne, ykazaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXET NprHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXunmoro RID Ha MAC-aapec
KNIMEHTCKOro ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-aapec Touku aocTtyna. APdomain —
3ameHa coaepXmnmoro RID Ha IOMEH, B KOTOPOM HaxoauTcs Touka aoctyna. Mo ymonyanuio: ClientMAC)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rae
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbea B CID. Ecnv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3a1aHO, TOUKa 6yAeT M3MeHATb CID Ha 3HAYEHWE No
ymMo/i4aHuto: <MAC-agpec ToUYk1 AoCcTyna>-<nms SSID>)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJ/I0B, KOTOPOe byaeT nepegasaTtbca B RID. ECv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByAeT N3MEHATL RID Ha 3HAYeHue no
ymMo/i4aHuo: MAC-aapec KNIMEHTCKOTO YCTPOCTBA)
WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pa3aenntesns
BbICTYyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3fenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-30LI(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHe HacTpoek)
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7.7 Hactpoiika pennvkaunn DHCP

© Hactpoiika akTBMpyeT thyHKLMOHaN npeobpasosanuna broadcast DHCP-0TBeTOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlanl

WOP-30LI(config):/interface/wlan1# common

WOP-30LI(config):/interface/wlanl/common# dhcp-snooping
WOP-30LI(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bi/1t0ueHne
pennukaumm DHCP. o yMOn4aHUIO BbIK/IOYEHO, false)
WOP-30LI(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

7.8 Hactpolika pennvkauun ARP

© Hacrpoiika arp-suppression NPon3BOAUTCA OTAENLHO ANA KaXAO0ro pagvonHTepdeiica. B gaHHOM
pasgene NpMBOASTCA NPUMEpPbI HACTPOWKK arp-suppression ans Radio 2.4 'y, — wlan0.

Mocne BKAOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyarens.

HacTpoliika pennukayum ARP

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan0

WOP-30LI(config):/interface/wlan0# common

WOP-30LI(config):/interface/wlan0/common# arp-suppression
WOP-30LI(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/t0ueHue arp-suppression. [0
YMOJ/I4aHM1IO BbIKHOYEHO: false)

WOP-30LI(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasneHve
pennukaumeii ARP. Ecnv napamMeTp BK/IHOYEH true, TO MPOMCXOANT OTOPAChIBAHNE MAKETOB C HENM3BECTHbLIM
IP-agpecom Ha3Ha4vyeHus. Ecnn napameTp BbiK/OUeH false, TO makeTbl 6yayT nepegaBaTbCs
LLIVPOKOBELLLATE/bHO. 10 YMOMYaHMIO BK/THOUYEHO: true. PAG0OTAET TOMBKO C BK/IKOYEHHBIM arp-suppression)
WOP-30LI(config):/interface/wlan0/common/arp-suppression# save (COxpaHeHne HacTpoek)
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7.9 Hactpoika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# wlan1-wds0 (BbI60p sinHKa WDS. BO3MOXHbIe 3Ha4veHus A1 Radio 2.4 [T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-30LI(config):/interface/wlan1-wdsO# wds

WOP-30LI(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepdeiica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU Ha BCTPEYHOI TOYKE A0CTyna KoMaHay
monitoring radio-interface)

WOP-30LI(config):/interface/wlan1-wds0/wds# exit

WOP-30LI(config):/interface/wlan1-wdsO# common

WOP-30LI(config):/interface/wlan1-wds0/common# enabled true (Bk/1toueHne nuHka WDS. 15 OTKH0YeHNs

BeeauTe false)

WOP-30LI(config):/interface/wlan1-wds0/common# exit
WOP-30LI(config):/interface/wlan1-wds0# exit

WOP-30LI(config):/interface# wlanl (npv HacTpoiike WDS Ha Radio 2.4 [T, BBeanTe wlan0)
WOP-30LI(config):/interface/wlanl# wlan

WOP-30LI(config):/interface/wlanl/wlan# wds

WOP-30LI(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLi160p pexvima b6esonacHocTy WPA2.
Bo3MoXHble 3HaueHus: WPA2, off — 6e3 naposisi)

WOP-30LI(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t104/Naposib, He0OXoANMbIA A5
NOAK/OYEHMS K BCTPEUHOM ToUke AocTyna. J/iMHa K/ioda Ao/MKHAa COCTaBNATb OT 8 A0 63 CMMBO/IOB)
WOP-30LI(config):/interface/wlanl/wlan/wds# enabled true (Bk/1t0ueHne WDS. [119 OTK/IHHEHNSA BBEAUTE
false)

WOP-30LI(config):/interface/wlanl/wlan/wds# save (coxpaHeHve HacTpoek)

HaCTpOVIKa BCTpeLIHOﬁ TOYKM pgocTtyna BbINOJ/IHAETCA aHa/TOTNYHO.
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7.10 CucTeMHble HaCTPOWKU

7.10.1 O6HoBneHue MO ycTpoiicTBa

O6HoBneHue MO Touku goctyna no tftp

WOP-30LI(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpavina MNO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-30LI-2.7.1_build_X.tar.gz)
WOP-30LI(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-30LI(root):/# firmware upload http <URL ansa ckaumBaHusa cpavina MO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WOP-30LI-2.7.1_build_X.tar.gz)
WOP-30LI(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYO Bepcuto MO Touku gocTyna

WOP-30LI(root):/# firmware switch

7.10.2 YnpaBneHue KoHdUrypaumeii ycTponcrea

C6poc KOHhurypaumm ycTpoiicTea B Aecpo/ITHOEe COCTOsiHME 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-30LI(root):/# manage-config reset-to-default
C6poc koHurypauyum yctpoiictBa B Aetho/nTHOe COCTOSHUE C COXpPaHeHUeM napameTpoB goctyna

WOP-30LI(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hpUrypaLMoHHbIii chaiin ycTpoiicTea Ha TFTP-cepBep

WOP-30LI(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-30LI(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-30LI(root):/# manage-config apply (nprimeHeHne KoHhurypaumm Ha To4Ky A0CTyna)
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7.10.3 MMepe3arpy3ka ycTpoincrea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-30LI(root):/# reboot

7.10.4 HacTtpoliika pexuma ayTeHTuumkaumm

YCTPOICTBO MMEET 3aBO/ICKYH0 YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHY YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH/,

N3meHeHue napons AnsA yyeTHoM 3anucu admin

WOP-30LI(root):/# configure

WOP-30LI(config):/# authentication

WOP-30LI(config):/authentication# admin-password <HoBbIii naponb ANA yyeTHoI 3anucy admin> (0T 1
[10 64 CMBO/0B, BK/tOYasA NaTtuHCKne BykBbl U LMAIPbI)

WOP-30LI(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 419 NOKaIbHOM ayTEHTUGIMKALMNY, a TakkKe
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTenaM AoMKHA GbITh HA3HAYEHA OfHA U3 BYX POneii:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN JOCTYN K KOHUTypUpOBaHUIO U
MOHUTOPWHIY 6a30BOi CTaHuuK;
viewer — nonb3oBaTesib C Takol Posnbto ByAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY 6a30BOW CTaHLMK.

JoGaBneHne HOBbIX NOJ/Ib30OBaTesNEei

WOP-30LI(root):/# configure

WOP-30LI(config):/# authentication

WOP-30LI(config):/authentication# user

WOP-30LI(config):/authentication/user# add userX (rae userX — ¥Msi HOBOM YHYeTHOW 3anvcu. s yaaneHns
ncnonb3ynte komaHay del)

WOP-30LI(config):/authentication/user# userX

WOP-30LI(config):/authentication/user/userX# login userX (rze userX — ¥Msi HOBOM YHETHOI 3anvcu)
WOP-30LI(config):/authentication/user/userX# password <[Maponb ANA yyeTHOI 3anucu userX> (01 1 70 64
CVYMBOJ10B, BK/1lo4as natuHckmne 6ykBbl U LMUdopbI)

WOP-30LI(config):/authentication/user/userX# role admin (nosiL30BaTE/N0 BbIAAKTCA Npasa Ha
KOH(purypuposaHme. Bo3MOXHOe 3HaYeHne viewer — yUETHOWM 3annucu 6yaeT A0CTYNeH TObKO
MOHUTOPWHT)

WOP-30LI(config):/authentication/user/userX# save (coxpaHeHne HacTpoek)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-30LI
WOP-30LI

root):/# configure

config):/# authentication

WOP-30LI(config):/authentication# radius

WOP-30LI(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-30LI(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMM 1 asTopusaumun. Mo ymonyaHuto: 1812)
WOP-30LI(config):/authentication/radius# auth-password secret (r7e secret — ko4 /19 RADIUS-cepBepa,
MCNOJb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-30LI(config):/authentication/radius# exit

WOP-30LI(config):/authentication# radius-auth true (Bk/1t04eHVIE pexuma ayTeHTUdMKaLy Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTe false)

WOP-30LI(config):/authentication# save (coxpaHeHne HacTpoek)

—_— o~ — —~

o Mpun ayTeHTMdunkaumm yepes RADIUS-cepBep He06X0AMMO 06a3aTe/lbHO CO34aTh NIOKa/IbHYIO YHETHYHO
3anuce, kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKa3aHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuyae ecnn RADIUS-cepBep okaxXeTca HeAOoCTYNeH, ayTEHTUdINKaLMS NPOAAET NO SIOKasIbHOW
YUYETHOM 3anuncu.

7.10.5 HacTtpolika fgatbl 1 BpeMeHu

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-30LI
WOP-30LI
WOP-30LI
WOP-30LI

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/itoueHve pexvima paboTsl ¢ NTP)

config):/date-time# ntp

WOP-30LI(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTtaHoBKa NTP-cepsepa)
WOP-30LI(config):/date-time/ntp# alt-servers (ycTaHOBKa AONONHUTENBHLIX NTP-cepBepos)
WOP-30LI(config):/date-time/ntp/alt-servers# add <AomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdrypauumn> (cosgaHme pasaena KoHdurypauum aononHutensHoro NTP-cepBepa. MakcnmanbHoe
Konn4yecTBo: 8. [1115 yaaneHnsa ncnonb3yinte komaHay del)

WOP-30LI(config):/date-time/ntp/alt-servers# exit

WOP-30LI(config):/date-time/ntp#exit

WOP-30LI(config):/date-time# common

WOP-30LI(config):/date-time/commont# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka BpemMeHHO
30Hbl)

WOP-30LI(config):/date-time/commont# save (COoxpaHeHne HacTpoek)

—_— e~ — — —
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7.10.6 [ononHuTesibHble HACTPOWKN CUCTEMBI

BknoueHue rno6anbHoii nsonauum

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# global-station-isolation true (Bx/1t0ueHve r106an16HON N30ALMN TPpaguka
MeXAay KimeHTamm pasHbix VAP 1 pasHbIX pagnonHtTepdgeincos. ns oTknoveHns seeguTe false)
WOP-30LI(config):/system# save (coxpaHeHVe HacTpoek)

N3meHeHUe UMeHN yCTpoiicTBa

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# hostname WOP-30LI_room2 (rge WOP-30LI_room2 — HOBOe 1ms yCTPOUCTBA.
MapameTp MOXET cofepxaTb OT 1 10 63 CUMBOJIOB: TATUHCKME 3ar/iaBHble N CTPOUHbIEe OYKBbI, LIMMpbI,
3HaK gednc «-» (educ He MOXET ObITb MOCNEeAHUM CUMBOMIOM B UMeHN). Mo ymonyaHuo: WOP-30LI)
WOP-30LI(config):/system# save (coxpaHeHVe HacTpoek)

N3meHeHue reorpacpuqecxoro AOMeHa

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# ap-location ap.test.root (rje ap.test.root — foMeH y3na fepesa yCTPoONCTB
cUCTeMbI yripaBneHus EMS, B KOTOPOM pacnonaraeTcst Touka goctyna. o ymonyaHuio: root)
WOP-30LI(config):/system# save (coxpaHeHVie HacTpoek)

MN3meHeHune Radius NAS-ID

WOP-30LI(root):/# configure

WOP-30LI(config):/# system

WOP-30LI(config):/system# nas-id Lenina_1.Novovsibirsk.root (rje Lenina_1.Novovsibirsk.root —
noeHTudmkarop gaHHon TA. MNapameTp npeaHasHayveH ansa ngeHtudukaumm yctpomcraea Ha RADIUS-
cepsepe, B cnyvae ecnm RADIUS oxngaet 3HayeHue, oTinyHoe ot MAC-agpeca. o ymonyaHuo: MAC-

appec T/)
WOP-30LI(config):/system# save (coxpaHeHVe HacTpoek)
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HacTpoliika LLDP

WOP-30LI(root):/# configure

WOP-30LI(config):/# lldp

WOP-30LI(config):/lldp# enabled true (Bk/toueHve dyHkUMOHana LLDP. Ans BbikoyeHns BBeguTe false. Mo
YMO/I4aHuIo: true)

WOP-30LI(config):/lldp# tx-interval X (rge X — n3meHeHune nepuoga otnpasku LLDP-cO06LLEeHWIA.
Bo3MOXHble 3HauYeHus: 1-86400. o ymonyaHuto: 30)

WOP-30LI(config):/lldp# system-name WOP-30LI_reserv (e WOP-30LI_reserv — HOBOe nms ycTporicTea. o
ymMo4aHumo: WOP-30LI)

WOP-30LI(config):/lldp# save (coxpaHeHne HacTpoek)

N3meHeHue napond

WOP-30LI(root):/# configure

WOP-30LI(config):/# authentication

WOP-30LI(config):/authentication# admin-password newpassword (re newpassword — HOBbIV Naposib 15
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WOP-30LI(config):/authentication# save (coxpaHeHve HacTpoek)

7.11 HacTtpolika napaMmeTpoB NopTasibHO aBTopM3aLmm

HacTpolika napaMeTpoB nopTa/ibHOIi aBTOpU3aLumn

WOP-30LI(root):/# configure

WOP-30LI(config):/# captive-portal

WOP-30LI(config):/captive-portal# ap-ip-alias <[JoMeHHOe NMA> ([OMEHHOE VM, Ha KOTopoe ByaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuio: redirect.loc)
WOP-30LI(config):/captive-portal# tinyproxy-https true (BkioueHve nepeHanpasienns KIMeHToB no
npotokony HTTPS. nA nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)
WOP-30LI(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHoOro B ap-ip-alias, Gy4eT nepexsayeH TOUKOI AocTyna. Ha atoT
3anpoc 6yaeT oTnpaseH OTBET, U B OTBeTe byaeT IP-agpec Toukm goctyna.
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HacTpolika uMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CepBepoM aBTopusauum

WOP-30LI
WOP-30LI

root):/# configure

config):/# captive-portal

WOP-30LI(config):/captive-portal# web-redirector

WOP-30LI(config):/captive-portal/web-redirector# param-names
WOP-30LI(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpolika nveHn
napameTpa, coaepXxaLlero UCXogHbI URL, 3anpoLUeHHbI KNMeHTOM. KneHT 6yaeT nepeagpecoBaH Ha
[AaHHbIA URL B cnyvae ycnewHow aBTopumsannn)
WOP-30LI(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napameTpa, cogepxatlero URL, kyaa byaeT nepeazpecoBaH K/IMEHT B C/lydae oLnbkn agTopmusaLmm)
WOP-30LI(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoAepXaLlero /IorMH 415 KAUeHTa)
WOP-30LI(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoAepXaLlero naposib 418 KINeHTa)
WOP-30LI(config):/captive-portal/web-redirector/param-names# save (COxpaHeHne HacTpoek)

—_— o~ — —~

o HacTpoiika Hy>KHa, ecnvm nveHa napameTtpos B oTBeTe http ¢ kogom 302 otnyatoTcs oT A4ePONTHBIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN focTyna.

7.11.1 ¥YnpaBneHue nopTasibHbIM CepTURUNKATOM

3arpyska ceptudmkara gna pegupekra no HTTPS no tftp

WOP-30LI(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dhaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudmkara gns pegupekrta no HTTPS no http

WOP-30LI(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHua daiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-30LI(root):/# manage-certificates portal erase
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7.12 HacTtpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-30LI
WOP-30LI

root):/# configure

config):/# captive-portal

WOP-30LI(config):/captive-portal# apbd

WOP-30LI(config):/captive-portal/apbd# roam_service_url <Aapec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-30LI(config):/captive-portal/apbd# enabled true (Bx/1t0ueHve ceperca APB. [1n5 OTKH0YEHNs BBEAUTE
false)

WOP-30LI(config):captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_— e~ — —

7.13 HacTtpoiika DAS-cepsepa

dyHkumMoHan DAS-cepBepa obecneymBaeT 06paboTKy 3anpocoB AUHamMMyeckoi asTopmsaumm RADIUS Toukamum
goctyna.

KomaHgb! Ansa HacTpoiiku DAS-cepBepa

WOP-30LI(root):/# configure

WOP-30LI(config):/# das-server

WOP-30LI(config):/das-server# enabled true (Bk/itoueHve DAS-cepsepa. [ns oTknoyvenns seegunTe false)
WOP-30LI(config):/das-server# auth-password secret (1€ secret — naposis /15 DAS-cepeepa, NCnosb3yercs
npuv wndposaHum RADIUS-3anpocos)

WOP-30LI(config):/das-server# save (CoxpaHeHVe HACTPOeK)

7.14 HacTpoiika MeHeakepa NacCUBHOIO CKAHMPOBAHMUS PAANOOKPYXEHNS

[lna ocywecTBNeHns NOCTOSHHOIO CKaHNPOBaHUS HA TOUKe A0CTyNa, He06X0AMMO HACTPOUTbL MEHeIXEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHgb! AN HacTpoiiku scand

WOP-30LI(root):/# configure

WOP-30LI(config):/# scand

WOP-30LI(config):/scand# neighbor-scan

WOP-30LI(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bx/104eHVIE NOCTOAHHOIO
CKaHupoBaHwus. s oTknoveHust BeeanTe false)

WOP-30LI(config):/scand/neighbor-scan# save (coxpaHeHne HacTpoek)
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7.15 MOHUTOPUHT

7.15.1 Wi-Fi knnentnbl

WOP-30LI(root):/# monitoring associated-clients

index
interface
state
hw-addr
rfid

wid

band
ssid
ip-addr
username
domain

dhcp-request-status

authorized

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi
max-rssi-1
max-rssi-2
max-rss-i

snr—-1

snr-2

snr

noise-1
noise-2

noise

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

mfp
wireless-mode

perftest-capable

link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

0
wlanl-va0

ASSOC SLEEP AUTH_SUCCESS

0a:03:42:63:73:f5
1

0

5
WOP-30LI_5GHz-test
192.168.1.15

user

enterprise.service.root

obtained
true
false
true
903

2
1887
13063
-30
-37
-37
=27
-37
=27
29

29

29
-59
-66
-59

HE NSS2 MCS9 SGI 229.4
HE NSS2 MCS3 LGI 58.5

20M
20M
20M
00:01:04
false
ax
false
97

96
1736
1014
70075
2625
89
6020
90
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multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:

TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

ofdmé
ofdm24
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs8

Multicast groups:

MAC

33:33:ff:1e:66:bb
33:33:00:00:00:fb
01:00:5€:00:00:fb

XXX
XXX
XXX

1

yes

yes

yes
broadcast
0

Transmitted Received

174133 | 136050
99 |
211056771 | 113905486
174126 | 2857
211055846 | 1689787

| 133193

|

112052138

CE

CE

CE
0 | 0%

|

|

324
1

44
1205
134442

0%
99%

.30.102.187
.0.0.251
.0.0.251
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7.15.2 WDS

WOP-30LI(root):/# monitoring wds-entries

index 0

hw-addr 68:13:€2:35:19:50

interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ip-addr 192.168.1.15

dhcp-request-status

not requested

|
|
|
|
|
|
|
|
|
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 134
rssi-1 | -42
rssi-2 | -26
rssi | -26
snr-1 | 33
snr-2 | 33
snr | 33
noise-1 | -9
noise-2 | 7
noise | 7
tx-rate | HE NSS2 MCS9 SGI 229.4
rx-rate | HE NSS1 MCS4 SGI 51.6
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 26M
uptime | 00:06:08
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 97
link-quality-common | 97
actual-tx-rate | 2
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 14
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 1 (not changed)
multicast-groups-count | ©
twt-support | none
name | ©
Rate Transmitted Received
Total Packets: 5006 3412
TX success: 100
Total Bytes: 327521 778532
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Data Packets: 4964 5

Data Bytes: 322095 998

Mgmt Packets: 42 3407

Mgmt Bytes: 5426 777534

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

cckl 59 | 1% 0 | 0%
ofdmé 0 | 0% 4 | 80%
nssl-mcsoO 45 | 0% 0 | 0%
nssl-mcs4 0 | 0% 1 | 20%
nss2-mcso 52 | 1% 0 | 0%
nss2-mcsl 49 | 0% 0 | 0%
nss2-mcs2 41 | 0% 0 | 0%
nss2-mcs3 43 | 0% 0 | 0%
nss2-mcs4 41 | 0% 0 | 0%
nss2-mcs5 36 | 0% 0 | 0%
nss2-mcs6 51 | 1% 0 | 0%
nss2-mcs7 33 | 0% 0 | 0%
nss2-mcs8 278 | 5% 0 | 0%
nss2-mcs9 2128 | 42% 0 | 0%
nss2-mcslo 1967 |  39% 0 | 0%
nss2-mcsll 141 | 2% 0 | 0%

Multicast groups: none
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7.15.3 WHdopmauus 06 ycTpoiictee

WOP-30LI(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

12:50:37 27.09.2023
00:04:25

WOP-30LI

2.7.1 build X
2.7.1 build X
2.1.0 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WOP-30LI

WOP-30LI
68:13:E2 XX XX XX
68:13:E2 XX XX XX
WP52000345

1v2

false

false

firmware update
false
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WOP-30LI(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:€2:xX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true
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issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: F801C0OA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/0O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.%/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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7.15.5 CeteBas nHopmaums

WOP-30LI(root):/# monitoring wan-status

Common +information:

interface | bro

mac | cc:9d:a2:e9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 dinformation:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ced9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-30LI(root):/# monitoring ethernet-ports

ETH1:
name: ETH1
link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 1060999
rx-packets: 12042
tx-bytes: 615591
tx-packets: 491

ETH2:
name: ETH2
link: up
speed: 100

duplex: enabled
rx-bytes: 13478
rx-packets: 293
tx-bytes: 1009092
tx-packets: 10815

SFP1:
name: SFP1
link: up
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speed: 1000
duplex: enabled
rx-bytes: 0
rx-packets: 0
tx-bytes: 1069686
tx-packets: 11085

SFP2:
name: SFP2
link: up

speed: 1000
duplex: enabled
rx-bytes: 0
rx-packets: 0
tx-bytes: 1069686
tx-packets: 11085

WOP-30LI(root):/# monitoring sfp

SFP1:
name: SFP1
status: exist
link: down
tx-fault: 0
los: 1
type: SFP
vendor: FANG HANG
model: FH-SB5312IDS20
revision: AO
connector: SC
speed: 1000
i2c-data: yes
volt: 3.3228 V
temperature: 32.218
current: 24.138 mA
ptx: -5.956795
prx: 0.000000

SFP2:
name: SFP2
status: exist
link: down
tx-fault: 0
los: 1
type: SFP
vendor: FANG HANG
model: FH-SB3512IDS20
revision: AO
connector: SC
speed: 1000
i2c-data: yes
volt: 3.2844 V
temperature: 34.542
current: 21.108 mA
ptx: -5.340226
prx: 0.000000
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WOP-30LI(root):/# monitoring arp

# ip mac
(0] 192.168.1.1 02:00:48 XX XX XX
1 192.168.1.151 2c:fdral:ixx:xx:xx

WOP-30LI(root):/# monitoring route

PykoBogacTBo no akcnayatauum WOP-30LI

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WOP-30LI(root):/# monitoring lldp

0.0.0.0
255.255.255.0

Flags Interface
UG bro
u bro

System Name

Capabilities TTL
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7.15.6 bBbecnpoBofHble MHTEpdeiChI

WOP-30LI(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | 68:13:E2:xx:xXtXX
tx-power | 16 dBm
connection status | AP mode
operation mode | vap
noise-1 | -64 dBm
noise-2 | -64 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 77%

mode | b/g/n/ax
thermal | 43

name | wlanl
rfid | 1

status | on

band | 5 GHz
hwaddr | 68:13:E2:xx:xX:XX
tx-power | 19 dBm
connection status | AP mode
operation mode | vap
noise-1 | -87 dBm
noise-2 | -87 dBm
channel | 40
frequency | 5200 MHz
bandwidth | 20 MHz
utilization | 35%

mode | a/n/ac/ax
thermal | 40
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Jan 23 00:00

Jan 23 00:00:

7.15.7 >KypHan cobbITuii

:07 WOP-30LI

09 WOP-30LI

successfully.

Jan

Jan

Jan 23 07:17:

1 03:00:

1 03:01:
lease on 192.

14 WOP-30LI

17 WOP-30LI
168.1.15.

14 WOP-30LI

E4:0E:EE:BD:AE:6B ssid:

7.15.8 CkaHupoBaHue atpupa

daemon

daemon

daemon

daemon

daemon.info monitord[1055]: event:
'"WOP-30LI_2.4GHz'

WOP-30LI(root):/# monitoring events

.info

.info

.info

.info
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syslogd[925]: started: BusyBox v1.21.1

configd[955]: The AP startup configuration was loaded

networkd[987]: Networkd started

networkd[987]: DHCP-client: Interface br0® obtained

'associated' mac:

into

€ Bo Bpems ocyLLECTBNEHUS aKTUBHOMO CKaHUPOBaHWA achupa paguonHTepdelic yctpoiicTea 6yget

OTKJ/THOHEH, UTO NpMBEAET K HEBO3MOXHOCTW nepegadyn AaHHbIX A0 Wi-Fi knneHToB BO BpemM4d
CKaHnpoBaHUA.

‘WOP-30LI{root):/# monitoring scai

| Mo

n-wifi

de |Security|MAC

AKTMBHOE CKaHMpoBaHue achupa

98

|off |A8:F2:4B:B@:2C:
|off |E@:D9:E3:8A:38:
|off |E@G:D2:E3:4B:FB:
|off |E@:D9:E3:98:12:
|wpa |E@:D2:E3:98:1F:
|off |E@:D9:E3:8A:38:
|wpa |E@:D2:E3:49:79:
|off |E@:D9:E3:49:70:
| owe |E@:D9:E3:49:79:
|off |cC:9D:A2:C7:DO:
|wpa |cc:9D:A2:C7:DO:
|off |cC:9D:A2:C7:DO:
|off |E8:28:C1:DA:C8:
|wpa |E@:D9:E3:78:94:
|off |A8:F2:4B:B@:48:
| wpa |E@:28:C1:DA:C8:
|off |E8:28:C1:DA:(C8:
|off |E8:28:C1:8@:FC:AL
|off |E8:28:C1:DA:C8:96
|off |A8:F2:4B:B@:@5:54

|Channel|RSSI, dBm|Bandwidth, MHz
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MaccrBHOE cKkaHMpoBaHue ahupa

I‘Ipe,qBapl/lTeano HeO6XO,C|,|/IMO BKNKYUTb MEHEPKEP MAaCCUBHOIO CKaHNPOBaHUA paanOOKPYXXEHUA.

WOP-30LI{root):/# meonitoring neighbor-ap

551D Privacy BSSID Channel RSSI, dBm Bandwidth, MHz Last seen time
e EC:Bl:E@:0B:82:81 1 -39 20 2925.01.16 87:58:54
1 EC:B1:E@:28:A9:53 1 -65 20 2825.01.18 87:58:54
1 B4:B8:24:F@:1C:0B 2 -61 20 2925.@1.16 e8:e1:3%
1 68:13:E2:13:9C:99 3 -58 20 2@25.@1.18 @87:51:35
1 E2:D9:E3:98:36:BD 3 -62 20 2925.81.16 @8:1:56
] E2:D9:E3:9F:51:8A 4 -53 20 2825.81.18 @87:56:46
1 EC:B1:E@:16:3A:8B 1 -63 48 2825.81.18 a7:47:26
1 68:13:E2:28:B1:0D 5 -65 48 2825.@1.16 @7:47:47
] EC:B1:E@:16:61:7F 5 -64 20 2@25.81.18 @87:47:47
1 68:13:E2:02:EA:20 6 -34 20 2925.81.16 @7:52:37
1 68:13:E2:35:21:71 6 -58 20 2@25.@1.18 a7:57:27
1 E4:5A:D4:DE:56:2E 8 -65 20 2925.81.108 @7:53:18
1 68:13:E2:28:DD:61 9 -5 40 2925.01.16 @7:59:18
1 EC:B1:E@:16:3A:8B 9 -60 48 2825.01.18 @87:59:18
1 68:13:E2:03:4D:A0 11 -50 20 2925.81.16 87:59:51
1 EC:B1:E@:21:7B:80@ 11 -46 20 2@25.@1.18 @87:59:51
a E8:28:C1:FC:D6:40 13 -34 20 2925.81.10 08:98:54
1 EC:Bl:E@:89:9D:F4 13 -63 40 2925.@1.18 87:55:23
] EC:B1:E@:08C:88:39 36 -48 20 2825.01.18 @87:59:58
2] EC:Bl:E@:8C:88:3A 36 -48 20 2825.81.16 @7:59:58
1 EC:B1:E@:16:3A:8A 36 -63 ae 2825.81.18 @7:59:58
1 68:13:E2:0F:49:E9 4@ -42 20 2925.81.10 @8:98:11
e E8:28:C1:DA:CA:2C 48 -5 20 2925.@1.16 es8:ee:11
1 E8:28:C1:ED:47:60 18 -57 20 2825.81.16 @8:@6:11
2] 9@:£0:4C:86:70:01 a4 -4 2e 2825.@1.16 8:08:32
1 68:13:E2:0D:DE:29 a4 -5 20 2825.@1.16 @88:@8:32
1 68:13:E2:13:A0:9E a4 -48 80 2925.81.16 08:08:32
1

68:13:E2:20:A3:0A

B~
B
|
w
o
[
@

2025.@1.18 22:98:32

7.15.9 CnektpoaHanusartop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGoPMaLMIo O 3arpy>XeHHOCTV KaHas10B B AvanasoHax 2.4 u 5 Iy,
Pe3ynsTaT BbIBOAMTCS B NMPOLEHTAX.

€@ Bo Bpems pa6oTbl cnekTpoaHanMsaTopa NPONCXOAUT OTK/TIOUEHNE BCEX KIMEHTOB OT TOUYKM JOocTyna.
KnueHTbl NoaxouaTcsl CHOBa TO/IbKO TOrAa, KOra CNekTpoaHa/IM3aTop 3akoHUYMT CBO paboTy.
Bpemsi aHann3a BCcex paAviokaHasioB [ABYX AVMANa30HOB COCTaB/SIET NPUMEPHO 5 MUHYT.

© CnekrpoaHanusaTop pa6oTaeT TOMbKO Ha Tex kaHasax, KoTopble ykasaHbl B napameTtpe limit-channels
B HacTpoiikax pagnmovnHTepdeiicos. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasibl ‘1 6
11', a Ha wlan1 yka3aHbl kaHasbl '36 40 44 48', T0 aHanM3 cnekTpa 6yaeT NPoOn3BeAEH TONbKO A1
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[ns Toro uTo6bI ObIST NPOM3BEAEH aHA/IM3 BCEX KaHaUI0B Anana3oHa, Ha KOTOPoM paboTaeT
paavouHTepdeiic, usmeHnTe 3HaveHne napametpa use-limit-channels B HacTpoiikax kaxaoro
paguovHTepdelica Ha false. Mocne nonyyeHnss pesynsratoB paboThl CNeKTpoaHaIn3aTopa BepHUTe
3HayeHue use-limit-channels o6paTHO K UCXxOQHOMY 3HaYEHMIO true.
C 6onee noapobHoli MHpopMaumeli o HacTpolike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCSA
B pasgene «HacTtpoliku Radio».
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WOP-30LI(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3| 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132] 0%
136] 0%
140| 0%
144 1%
149| 30%
153] 1%
157 3%
161] 2%
165 1%
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PykoBogacTBo no akcnayatauum WOP-30LI

7.16 Tony4yeHne oTnagovHON NHopMaLnn

KomaHpa ana c6opa otnagoyHon nHcopmaumm

WOP-30LI(root):/# get-troubleshooting-file

Mocne BbINOMHEHNST KOMaHAb! ByAeT co3aaH apxums troubleshooting.tar.gz, cogepxalymii 0T1af0uHbIe faHHbIe
N CBEAEHUSA O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHga ans nonyveHus oTnafouHoii nHpopmauymm

WOP-30LI(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |**xkxkxkxkxkxkxkxkxkxkxkxkxkkxkx% | 62755 0:00:00 ETA
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PykoBogacTBo no akcnayatauum WOP-30LI

8 BcrnomoraTesnbHble YTUANTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTu3aTopbl) NPOXoAWT NakeT, CKOMIbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WOP-30LI(root):/# traceroute <TeCTUpyeMblii XOCT>

Mpumep ncnonb3oBaHuA

WOP-30LI(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

8.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NAaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WOP-30LI(config):/# tcpdump --help

8.2.1 3axsar Tpachuka c No60ro aKTMBHOIo NHTepgielica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-30LI(root):/# tcpdump -i eth0
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PykoBogacTBo no akcnayatauum WOP-30LI

8.2.2 CHudppep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHabl

WOP-30LI(root):/# configure

WOP-30LI(config):/# interface

WOP-30LI(config):/interface# radioX (1715 AnanasoHa 2.4 [Ty, — radio0, 115 5 [T, — radiol)
WOP-30LI(config):/interface/radioX# common

WOP-30LI(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WOP-30LI(root):/# tcpdump -i radiol

8.2.3 HacTpoiika yganeHHoi 3anucy gamna Tpacdmka

B paspgene remote-capture BbINONHAETCA YAa/IeHHasa 3anvcb fgamna Tpaduka.
YcTpolicTBo nogaepxusaet npotokon RPCAP, no3sonstowmii npom3soamnTb 3annck gamna Tpadmka ¢
nHTepdeica ycTponcTea Ha yaanieHHON MallnHe B peXnme OHNawH.

© /1515 ypanéHHoro 3axeara NakeToB ¢ pagvonHTepdeiicoB HE0GXOANMO NOAHATL MHTepdelick! radiol 1/
nnu radio1 13 npeabigyLLero nyHkTa.

KomaHgb! ANA HacTPOIiku remote-capture

WOP-30LI(root):/# configure

WOP-30LI(config):/# remote-capture

WOP-30LI(config):/remote-capture# enabled true (true — Bk/IoUeHue. 18 oTkoveHns seeguTe false)
WOP-30LI(config):/remote-capture# disable-authentication true (onuys no3songeT oTkIHOUUTL TpeboBaHKEe
ayTeHTUdmKaumm npu gobasneHnn yaaneHHoro nHtepdgerica Ha ygasieHHom xocTe. Mo ymonyaHuio: false
— ayTeHTurKaLmsa 3anpalivBaeTcs)

WOP-30LI(config):/remote-capture# port 2002 (2002 — HOMep NoOpTa, KOTOPbINA CAYXUT ANA NOAKNHOYEHNS
yAa/IEHHOIN MalUVHbL. MNapameTp NPUHUMAET 3HadYeHus oT 1025 o 65530. Mo ymonyaHuio: 2002)
WOP-30LI(config):/remote-capture# save (COXpaHeH1e HaCTpPoek)

[na ynanéHHoro noakntodeHnsa ncnonb3oears RPCAP-npoTokon, yka3aTk IP-agpec ycTpoiictea 1 nopt. Ans
3TOro, HanpyUMep, MOXHO 1cnonb3oBaTb nporpammy Wireshark. 3atem He06xo0AMMO NOAYUYUTL CINCOK
NHTEpdencos AN CHUMUHra OT YCTPOMCTBA, BbIOPATb OAMH U3 HUX 1 3anyCTUTb CHATME gamna c
yAaneHHoro nHrepdelica.
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8.3 Ytunuraiperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLas CTOPOHA Ha3bIBAETCH KIMEHTOM, NPUHMMALOLLLAS — CEPBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WOP-30LI(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTpoliika cepBepa Ha npuém Tpacumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-30LI(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

8.4 HacTtpolika pexuma Radar

®YHKUMOHa/ NpeAHa3HadyeH ans c6opa MHGopMaLUK O KTMEHTCKUX YCTPOICTBAX B 30HE ACTBUS TOUKM
[lOCTyna v nepefaymn AaHHbIX Ha CepPBEpP-KONIEKTOp.

8.4.1 HacTpoiika pagapa C OTnpaBKOli faHHbIX N0 npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WOP-30LI(root):/# configure

WOP-30LI(config):/#radar

WOP-30LI(config):/radar# enabled true (Bk/toueHne pyHkumoHana radar. Ansa otknoveHns seeguTe false)
WOP-30LI(config):/radar# url http://host:port/service (ykasbiBaeTca URL-CcCbI/Ika Ha cepBuc, KOTOPLI byaeT
npuHMMaThb AaHHble OT TOYKM gocTyna B JSON-thopmare. Nepenayvya Bo3moxkHa no HTTP/HTTPS)
WOP-30LI(config):/radar# scan-interface all (e all — nHTepdeiic, Ha koTopom ByaeT paboTarts
CKaHupoBaHue. BoaMoxHble 3HaveHus: wlan0 — uHTepdeiic 2.4 INu, wlanl — nHtepdoeinic 5 'L, all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, No ymonyanutio: all)

WOP-30LI(config):/radar# send-interval X (rae X — nuHTepBas oTnpaBkn AaHHbIX HA KO/IIEKTOP. BO3MOXHbIe
3HayeHus:: 1-3600. o yMoNn4aHuio: 5 cekyHp)

WOP-30LI(config):/radar# mac-source "probe data" (rze probe data — BbIGOp Tvna faHHbIX, COOMpaemMbIx B
adupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonyaHuto: all)

WOP-30LI(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IeHHOE Ha CKaHMpoBaHne 04HOro
KaHana. BoamoxHble 3HauyeHus: 100-60000. Mo ymonyaHuio: 200 Mc)

WOP-30LI(config):/radar# scan-limit-channels-2g "1 6 11" (e 1, 6, 11 — kaHa/ibl [J/19 CKAHUPOBaHUS B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHblE KaHasbl)

WOP-30LI(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — kaHa/lbl [/15
CKaHMpoBaHuA B gnanasoHe 5 T, MNycToe 3HayeHne — CKaHUPYKTCA BCe AOCTYMHbIE KaHaslbl)
WOP-30LI(config):/radar# save (coxpaHeHne HacTpoek)
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8.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHpbl Ansa HacTpoiiku cpyHKunoHana Radar (MQTT)

WOP-30LI(root):/# configure

WOP-30LI(config):/# radar

WOP-30LI(config):/radar# url mqtt://host:port/service (ykazbiBaetca URL-cCblsika Ha cepBuc, KOTOPLIN
6yaeT NnpuHMMaTh AaHHbIe OT TOYKM AOCTyna no npoTokony MQTT. Mpumep: mqatt://rtls.eltex.nsk.ru:1883/)
WOP-30LI(config):/radar# mqtt-username eltex (rze eltex — vvs nosL3oBarens. Heobxoanvo ans
aBTOpU3aLMM Ha cepBuCe-KONIEKTOPE)

WOP-30LI(config):/radar# mqtt-password password (r/e password — naposib. Heobxoanm a1 asTopusanmnm
Ha cepBuCce-KONNeKTOpe)

WOP-30LI(config):/radar# mqtt-topic input_mqtt_topic (ykassiBaercs URL-naeHTudukarop cyLHocTel B
obmeHe mexay T/, 1 KonsiektopoM no MQTT-NpoToKoy)

WOP-30LI(config):/radar# scan-mode passive (r/e passive — pexum paboTsl pagapa. BosmoxHbie
3HaueHus:: active — Touka AOCTyNa TO/IbKO CKaHUPYeT adinp 1 He NpeaocTaBNsAeT CepBuc

KNneHTam; passive — TOUKa A0CTyna npeAocTaB/sieT CEPBUC KNNEHTaM, 3Mp He CKaHMpyeT, nepeaaeT
[aHHble N0 NOAKAYEHHbIM KNneHTam. o ymonyaHuto: active)

WOP-30LI(config):/radar# scan-interface all (e all — nHTepdeiic, Ha koTopom byaeT paboTarb
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — uHTepdeiic 2.4 INu, wlanl — nHtepdoeiic 5 'y, all —
OAHOBPEMEHHO 2.4 Ty, n 5. Mo ymonyaHuto: all)

WOP-30LI(config):/radar# send-interval X (rae X — uHTepBas oTnpasku AaHHbIX HA KO/IIEKTOP. BO3MOXHbIEe
3HaueHust: 1-3600. Mo yMon4aHuio: 5 ceKyHAa)

WOP-30LI(config):/radar# mac-source "probe data" (rze probe data — BeIOOp Tvna faHHbIX, COOMpPaemMbIx B
agupe. Bo3aMoxHble 3HaYeHus: probe — TO/bKO probe request, assoc — TO/IbKO Assoc, data — TONbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuto: all)

WOP-30LI(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IeHHOe Ha CKaHMpoBaHne 04HOro
KaHana. BoamoxHble 3Hau4eHust: 100-60000. Mo ymonyaHumto: 200 Mc)

WOP-30LI(config):/radar# scan-limit-channels-2g "1 6 11" (rze 1,6, 11 — kaHaslbl /19 CKaHUPOBaHWA B
AvanasoHe 2.4 [Ty, MycToe 3HaYeHne — CKaHMPYHTCA BCe AOCTYMHbIE KaHasbl)

WOP-30LI(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — kaHa bl [/15
CKaHMpoBaHuS B agnanasoHe 5 . MNycToe 3HaYeHne — CKaHUPYTCS BCe AOCTYMNHbIE KaHasbl)
WOP-30LI(config):/radar# scan-min-signal -80 (rze -80 — nopor ypoBHs curHasia. Ecniv Touka goctyna BuanT
KNMeHTa C YPOBHEM HMXE YKasaHHOro, To MAC-agpec KiMeHTa He nepefaeTcs Ha KONMEKTop, U KITMEHT He
cunTaeTcs o6HapyXXeHHbIM. Mo yMonyaHuio: 0, hyHKLMOHAN OTK/THOYEH)

WOP-30LI(config):/radar# enabled true (Bk/itoueHne pyHkmoHana radar. Ansa otknoveHns seegute false)
WOP-30LI(config):/radar# save (coxpaHeHne HacTpoek)
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9 CnncokK M3MeHeHUI

Bepcusa gokymeHTa Jarta Bbinycka

Bepcus 1.2 06.2025
Bepcusa 1.1 02.2025
Bepcua 1.0 07.2024

Bepcusa nporpammHoro obecneyexmns 2.7.1

PykoBogacTBo no akcnayatauum WOP-30LI

CopepxaHme usmeHeHuii

CuHxpoHusauus ¢ sepcuein MO 2.7.1
[Jo6asneHo:

7.2.2 HacTpoiika yganéHHoro ynpas/eHuns
7.8 HacTtpolika pennukaunm ARP

7.13 HacTtpoiika DAS-cepBepa

7.14 HacTtpoiika meHemkepa nacCBHOIO CKaHMpPOBaHWsA
pafanooKpyXeHns

Vi3meHeHo:

7.3.6 HacTpoiika VAP ¢ nopTanbHoOl aBTopu3auuneit

7.3.7 HacTpoiika VAP ¢ BHellHeli nopTasibHOl aBTOpr3auueii
7.3.8 Hactpoiika gononHutensHoro RADIUS-cepBepa Ha VAP
7.15 MOHUTOPWHT

7.15.8 CkaHupoBaHue acupa

CuHxpoHnzauus ¢ Bepcueli MO 2.6.1

[ob6aBneHo:

7.3.8 HacTpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

7.4 Hactpoiika AirTune

7.7 Hactpolika pennvkaumm DHCP

7.13.10 Mony4yeHne 0TNaA0UYHON NHGOPMALMN

8.4 HacTpoiika pexuma Radar

8.4.1 HacTpoiika pagapa ¢ 0TnpaBKoi AaHHbIX Mo npoTtokony HTTP
8.4.2 HacTpoliika pagapa c oTnpaBKoli gaHHbIX No npotokony MQTT

M3meHeHo:

2.3 TexHun4eckne napameTpbl ycTpolicTBa

6.4.3 NogmeHto «CTaTucTnka no Tpacumky»

6.4.6 NogmeHto «CeTeBas MHGopmauus»

6.6.2 MogmeHo «VAP»

6.13 HacTpoiika yganeHHo 3anucu gamna Tpaguka
7.3.9 JononHuTenbHble HacTpoliku VAP

7.11.5 CeteBas uHcopmauus

MepBasa nybnvkaums
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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