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PykoBoacTso no akcnnyarauum WOP-30LS

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-30LS siBnsietca Toukoi goctyna Wi-Fi. KOHCTpykums ycTpoicTBa npegycmarpusaet
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTso no akcnnyarauum WOP-30LS

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspa6oTaHa 6ecrnpoBogHasi Touka goctyna WOP-30LS (ganee — ycTpoiicTBo, Touka goctyna, T/A).

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbiKke ¢ npoBogHol ceTbio. WOP-30LS nogxntouaeTtcs K npoogHol cetn yepes 10/100/1000/2500M
Ethernet-uHtepdieiic n ¢ nomoLbio CBOMX paanonHTepdencos co3gaeT 6ecnpoBoAHON BbICOKOCKOPOCTHOA
[OCTYN ANsA yCTPOWUCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

Bnarogaps nognepxke ctaHgapta IEEE 802.11ax Touka goctyna WOP-30LS obecrneumBaeT CKOPOCTb
nepefaun AaHHbix 574 Meut/c (2.4 I'ru) + 1201 Méut/c (5 I'Tu). Micnonb3oBaHne CEeKTOPHO aHTEHHbI
NO3BOJIAET YMEHbLUNTL 30HY NOKPLITUA ToUkM gocTtyrna WOP-30LS, cokpaliasa KoimyecTBo NoTeHUnasbHbIX
K/INEHTOB Ha TOYKY U TEM CaMblM YBeNM4MBas nponyckHyr CroCOOHOCTb Ha K/IMEHTa.

WOP-30LS siBnsieTca He3aMeHUMbIM peLleHnemM 415 opraHm3aunmn 6ecnpoBOAHON CeTU Ha TeppuTopun, rae
TpebyeTcsi 06ecneunTb NOKPLITUE BbICOKOW N/IOTHOCTU (CTAAMOHbI, NApKX U T. A.), & TAKKE B NOMELLEHUSAX C
MHOXXECTBOM NepeoTPaKeHNIi OT METa/I/IMYECKUX KOHCTPYKLUIA (MPOM3BOACTBEHHbIE N/IOLLAAKN, CKAaACKUe
KOMMIEeKCbl U T. N.).

2.2 XapakTepuCTUKM YCTPONCTBa
Numepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptoB IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHMe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CMnekTpoaHanmsarop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;

* nepegadva aboOHEHTCKOro Tpaduka BHe TyHHenNen;

* nogaepxka ACL;
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* nogaepxka NTP;

* nogaepxka Syslog;

* noggnepxka IPvo;

* nognepxka LLDP.
®dyHkyuu QoS:

* NPUYOpUTET 1 NNaHMPOBaHNE NAKETOB HA OCHOBe Npodunel;

* OrpaHu4eHne NpPonyckHON cNocobHOCTM ANns kaxaoln VAP;

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepes RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumMmeHeHnsa o6opygosaHna WOP-30LS.

HHuTepHeT

L, et

? oneparopa r -—

Cepeep
DHCP, RADIUS

PucyHok 1 — ®@yHKUMOHaNbHaa cxema ncnosnb3osaHmsd WOP-30LS
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet
KonnuyecTtBo noptoB

DneKTpuYeckunii pasbem

CkopocTb nepegayn

MNopfaepxka ctaH4apToB

MapameTpbl 6ecnpoBOAgHOrO uHTEpdhelica
CraHpapTsl

YacToTHbI gnanasoH

Mogaynsuua

Pa6ouve kaHasbl'

CKOpOCTb Nnepefaqn AaHHbIX?

MakcnmasnibHOe KOMnm4ecTBo
OHOBPEMEHHbIX CECCUIA

MakcuMasibHasi MOLLHOCTb nepegarymka’

UyBCTBUTENBHOCTb NPUEMHIKA

Be3onacHocTb

RJ-45
10/100/1000/2500 M6uT/c, aBTOONpPEAENEHNE

BASE-T

802.11a/b/g/n/ac/ax

2400-2483.5 MI'y;
5150-5350 MT'u, 5470-5850 MI'y,

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 ML)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MI'w)
- 100-144 (5490-5730 MT'
- 149-165 (5735-5835 My

2.4TTy, 802.11ax: 574 Méut/c
51Tu, 802.11ax: 1201 M6ut/c

2.4TTu; po-94 nbm
5TTu: go-94 bm

LieHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/
WPA2/WPA3 Enterprise)

wuncpposanne WPA/WPA2/WPA3/OWE

nogaepxka Captive Portal

PaguounHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

MNMapameTpbl aHTEHHbI

KoathpuuueHT ycuneHus



INnHeiinaa nonspusaums
KCB

WupuHa OH (H)
WupuHa 4H (V)
YnpaBneHue
YpaneHHoe ynpasneHue
OrpaHunyeHne goctyna
O6wue napameTpbl
Flash-namaTb

RAM

Mutanue

MoTpebnsiemast MOLWHOCTb

CreneHb 3aWuThbl

Pabounin gnanasoH Temneparyp

OTHOCUTE IbHas BMaXXHOCTb npun

Temneparype 25 °C
ra6aputhbl (LU x B x I)
Macca

Cpok cry6bl

PykoBoacTso no akcnnyarauum WOP-30LS

web-uHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naponto, ayTeHTudukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash

256 MBb DDR3 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 12,95 Bt

IP65

oT-45 po +65 °C

[0 95%, 6e3 06pasoBaHNs KOHAEHcaTa

250 x 250 x 97 MM (c kKabenbHLIM BBOLOM)
1,1 kr

He meHee 15 net

T KonnyecTBo KaHa/I0B 1 3HAYEHNE MAKCUMAasTbHOM BbIXOHO MOLLHOCTY GYAET M3MEHSITLCS B COOTBETCTBUM C
npasuiami paavodacToTHOTO PerysiMpoBaHs B Balleil CTpaHe.

2 MakcumanbHasi CKopocTb GeCPOBO/HON Nepegaun AaHHbIX OnpeAeneHa cneLmnkaumsMm CTaHAapToB
IEEE 802.11. PeanbHas nponyckHas cnocobHOCTb ByAeT ApYroi. YC/oBus, B KOTOPbIX paboTaeTt ceTb, hakTopbl
OKpyXXaroLLiein cpefbl, Bk/1o4yas 06beM ceTeBoro tpadvka, CTpouTe IbHble MaTepuasibl U KOHCTPYKLUK, a Takxe
CNyXebHble faHHble CEeTU MOTYT CHU3UTb peasibHy0 MPOMYyCKHYH CNOCOBHOCTb. PaKkTOpbl OKpYXaroLLein cpebl
MOTYT TaKkxe B/IMATb Ha pagnyc AelCTBUS CeTu.



2.4 [narpamMmbl Hanpas/eHHOCTU

PykoBOACTBO No akcnyatauum WOP-30LS

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npn nsmepeHnn

AZIMUTH (XY)

AvanasoH 2.4 Ty,
JBY
105 75
120 60
135 45
150 30
165 15
X
& 0
- B0 25 20 15 -10 -5 0
195 345
210 330
25 315
240 300
255 270 285
AuvanasoH 51Ty
L J
103 Y el
120 60
135 45
150 30
165 15
X
& 0
- 025 20 -5 -0 5 0
193 343
210 330
25 315
240 300

ELEVATION (YZ)

o,
100 Y 50
110 0
20 6
130 30
140 40
150 30
160 20
170 )
180 S
b0 =23 -2 15 -0 -5 0 ¥
190 350
200 340
210 330
20 320
230 310
240 300
250 200
260 0 280
[ 3%
103 i
120 6
135 I
150 30
165 15
130 >
$0 =25 20 -5 -0 -5 0 T
103 35
210 330
25 315
240 300

255

2 2
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WOP-30LS BbINo/IHEHO B N1aCTMKOBOM Kopnyce. BHelwHuii Bug, nepegHein naHenn WOP-30LS
npuBeaeH Ha PUCYHKe 2.

PucyHok 2 — BHeluHuiA Bua nepegHein naHenn WOP-30LS

BHewHwuin Bug, 3agHein naHenn yctporictea WOP-30LS npeacTasnieH Ha pucyHke 3.

® ® ) 9

E ol
® ®
) a
B a
1 . ,—3 e a
[_
) 9 ]
2— W
P - - )

PucyHok 3 — BHewHuin BUA 3agHein naHenn WOP-30LS

Ta6nuua 2 — OnucaHne 3N1eMEHTOB 3aiHei naHenu

AnemeHT naHenu OnucaHue

1 @ Knemma nons 3asemseHns ycTponcTea

2 F KHonka c6poca K 3aBOfiCKMM HacTpoiikam «F» (3aKpbiTa repMeTUUHbIM BUHTOM)
3 PoE/ETH MopT 10/100/1000/2500 BASE-T (pastem RJ-45) ¢ noaaepxkoii PoE

4 MeMGpaHHbIi BEHTUIALMOHHBIN KnanaH

11



2.6 CpetoBas nHgukauus

PykoBoacTso no akcnnyarauum WOP-30LS

CocTOsiHMe yCTpOoiicTBa 0TOOpaXKaeTcs Npy NOMOLLY UHAMKATOPOB, PACMOMOXEHHbIX B HUKHER YacTu
ycTpolictea (pUcyHoK 4). MepeyeHb COCTOSHUIA MHAMKATOPOB NpvBeAeH B Tabnuue 3.

PucyHok 4 — BHewHnin Bug WOP-30LS cHuzy

Tabnmua 3 — OnucaHne NHANKaTopoB

NHpunkartop

Power — nHgnkarop

[ nuTaHWs n ctaryca
( ) paboTbl ycTpoicTBa

LAN — nHaukarop

nopta Ethernet-
ﬁ nHTepdeiica
— Wi-Fi2.4TTy,
- — MHAVWKaTop crtatyca
2 4G paboTbl 6ECNPOBOAHOIA
: ceTu B AnanasoHe 2.4
My
N Wi-Fi 5
= My, — nHgukarop
' cratyca pa6oThbl
5G 6ecnpoBOHO ceTn B

AnanasoHe 51Ty

CocTtosiHne MHAONKaTOopa
ropuT NOCTOAHHO
MUraeTt

4yacTo MUraeT B TeueHne
3 cekyHpg, panee roput
NMOCTOSIHHO

rOpUT NOCTOSIHHO

mMuraet

ropuTt NOCTOAHHO

ropnTt NOCTOAHHO

OnucaHue

nuTaHve NOAKIHYEHO, HOpMasibHasn paboTa
YCTPOICTBO He nony4ynsio agpec no DHCP

nepesarpyska/copoc Kk 3aBOACKMM HacTpolikam

kaHan mexay Ethernet-uHtepdpeiicom WOP-30LS n
NOAK/YEHHBIM YCTPOACTBOM aKTUBEH

NpoLecC NaKeTHON Nepegayn daHHbIX MexXay
Ethernet-uHtepdpeiicom WOP-30LS u
NOAK/IHYEHHBIM YCTPOIACTBOM

ceTb Wi-Fi B gnanasoHe 2.4 Ty, akTMBHa

ceTb Wi-Fi B gnanasoHe 5 T, akTUBHa

12
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2.7 C6poc K 3aBOACKMM HacTpoiikam

[nsa copoca K 3aBOACKMM HACTpoiKam HeO0BX04MMO B 3arpy>XEHHOM COCTOSAHUW YCTPOWCTBA OTKPYTUTb
repMeTNYHbI BUHT (PUCYHOK 3, Tabnuua 2), HaxaTb 1 yaepXuBaTb KHOMKY «F» Ha npoTsbkeHnn 10—-15 cekyHp,
noka nHgukaropbl Wi-Fi 2.4 n 5 'y, He HayHyT Muratb. MNponsoiigeT aBTomaTnyeckas nepesarpyska
ycTpoiicTBa. MNpu 3aBoACcKNX ycTaHoBKax 6yaet 3anyweH DHCP-knneHT. B cnyyae, ecnu agpec He 6yaet
nony4yeH no DHCP, To y ycTpoiicTBa 6yaet 3aBoackoi IP-agpec — 192.168.1.10, macka nogcetu —
255.255.255.0, uma nonb3oBarens/naposnbs Ans focTtyna yepes web-uHtepdpeiic: admin/password. Mocne
BbINO/IHEHMA COpOCa K 3aBOACKMM HACTpoiKkaMm, 3aKpyTUTe repMeTUYHbIA BUHT.

€@ OrtcyTcTBME rEPMETUYHOTO BUHTA NPUBEAET K HAPYLLIEHI0 repMETUUHOCTM YCTPOICTBA.

2.8 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ obopyposaHue paguogoctyna WOP-30LS;

* KOMMNEKT Kpenexa;

* PYKOBOACTBO Mo 3Kkcnayatauuy Ha CD-aucke (onumnoHasibHo);
*+ cepTtucukaT CoOTBETCTBUS;

* namsaTka 0 fJOKyMeHTauuu;

* nacnopr.

13
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHOM
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/UTb. Pa3HOCTb NOTEHLMAIOB MeXay KoprycaMu 060pyaoBaHus 1
n3mMepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCA B LLe/IOCTHOCTU Kabenei n nx HagexXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpoicTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewurasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEHEeHWIo BCroMoraTesibHoe
obopyzoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

4.

PekomeHayemMoe NosioXeHne ycTponcTea 4151 YCTaHOBKM — KpernsieHne Ha TPy6OoCTONKY/CTery.
Mepepn yCTaHOBKOW Y BK/IKOYEHNEM YCTPONCTBA HEOOXOAMMO MPOBEPUTL €ro0 Ha HaUIMyne BUAUMbIX
MexXaHU4YecKnx noBpexaeHnin. B cnyyae o6HapyXeHusi NOBPeXAeHnin crnenyeTt npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06paTUTLCA K MOCTaBLLMKY.

Mpun pasmeLLeHnn yCcTponcTea 418 obecneyeHns 30Hbl NoKpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTvkaMu yunTbiBanTe cnegyolme npasunia:

* YcTaHaBnmMBanTe yCTPOMCTBO TakuM 06pa3oMm, 4ToObl B CEKTOP AEeNCTBUS aHTEHHbI Nonajasiv Bce
abOHEHTCKMe YyCTPONCTBa, KOTOPbIe N/IaHUPYeTCA NOAKIUYNTL K AaHHON TOUKe JocTyna.

* MuUHMMU3UPYiiTE uncio nperpag (CTeHbl, NOToskK, Mebenb 1 ap.) mexay WOP-30LS n gpyrumu
6ecnpoBoAHbIMY CETEBLIMU YCTPOMCTBaAMM.

* He ycTaHaBnvBaiiTe yCcTpoiicTBO B6NM3N (Nopsigka 2 M) a/1eKTPUYECKUX U PaanoyCcTpOIACTB.

* He pekomeHayeTca ucnonb3oBaTb pagmotesieddoHbl U gpyroe obopyaosaHve, paboTatoLlee Ha
yactote 2.4 'y nnn 5 I'ru, B pagunyce genctensa 6ecnposogHoii cetn Wi-Fi.

* MNpensaTcTBus B BUAE CTEK/IAHHbLIX/METaUIINYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
TaKke neperopogkm n3 6pyca 60nbLLOI0 AnameTpa, EMKOCTM C BOAOW U 3epkasia MoryT
3HauMTeNbHO yMeHbWNTb paanyc aectensa Wi-Fi cetn. He pekomeHayeTcs pa3melleHne co
BHYTPEHHEN CTOPOHbI (PasIbLUNOTO/IKA, TaK Kak MeTaUI/IMYECKNIN KapKac Bbi3blBAeT MHOTO/ly4eBoe
pacnpocTpaHeHne curHasia v ero 3aTyxaHue npv NPoOXoXAeHnn Yyepes peLueTky kapkaca
hanbinoTosnka. Mo aTon xe NnpuyunHe He peKOMeHAYeTCA yCTaHOBKa 3a AepeBAHHbLIM NOTONIKOM Y
B Yrny6neHusix.

Mpun pasmeLLeHNN HECKO/TbKMX TOYEK [OCTyrna pALOM PpeKOMeHAYeTCA pasHOCUTb X Mo BepTukanu/
rOPM30HTa/IM MMHUMYM Ha 2 MeTpa.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpu BbIGOPE KOMYECTBaA HEOOXOAMMbBIX TOYEK AOCTYNa 418 NOKPbITUA NOMELLEHUS cneayeT npeaBaputesibHO
NpPOM3BECTU OLEHKY TpebyeMoli 30Hbl 0XBaTa, yunTbiBas [H B ropy3oHTasIbHON 1 BEPTUKa/TbHOWM NSI0CKOCTAX.
[nsa 6onee TOYHOW OLLEHKN HEOBXOAUMMO NPOU3BECTU paanouncciefoBaHne noMmeweHus. NpubnnsntensHas
[aNbHOCTb OXBaTa yBepeHHoro npuema toukm goctyna WOP-30LS: 2.4 'y, — 40-50 m, STy —20-30 m. MNpwn
NO/THOM OTCYTCTBUM NPENATCTBUIA fanbHOCTb oxBaTa: 2.4 'y — go 100 m, 5Ty, — o 60 m. B Tabnuue 4
npvBeaeHbl NPUGN3NTENbHbIE 3HAYEHUS 3aTyXaHUS.

Tabnuua 4 — 3HayeHus 3artyxaHus

Matepuan N3mveHeHNe ypOBHA curHana, gb
24101Ty 5Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
dbaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11

MeTannuueckas pelueTka (sueiika 13 x 6 MM, METa/TN 2 MM) -21 -13
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3.4 BbI6Op KaHa/I0B COCE/CTBYOLLMX TOUEK

Bo nsbexaHve MexkaHasibHOM MHTepdepeHLmn Mexay CoCeCTBYOLLMMM TOYKaMM AOCTyNna peKkoMeHayeTcs
yCTaHOBUTb HENepeKpbIBaOLLMECS KaHasIbl.

Kanane!

2.402 My |17 22 Mm*’{ 2.483 My

PucyHok 4 — O6Las guarpamma nepekpbITs YacTOTHbIX KaHanos B 2.4 T,

Mpumep cxeMbl pacnpeaeneHnsa KaHasioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npvBeAeH Ha pUCYHKe 5.

) ® ® ) 8 )

PucyHok 5 — Cxema pacnpefesnieHvsi KaHasioB Mexay cocefiHMMM TouKamMu AocTyna B guanasoHe 2.4 'y npu
LWVpuHe kaHauia B 20 MI'y,

AHa/TOTMYHO PEKOMEHAYETCS COXPaHSThb AaHHbI MeEXaHU3M pacnpefeneHunst KaHasl0B NPy PacnonoXeHUN
TOUeK Mexay aTaxamu. Mpumep cxembl NPUBEAEH HA PUCYHKE 6.

1 sTam

2 3Tam

PucyHok 6 — Cxema pacnpefiefieH/sl KaHa/I0B MeXAy COCeAHUMYN TOUKaMU AOCTYNa, PacrofIOKEHHbIMU MeXy
aTaxamu

Mpwu ncnonb3oBaHUK WKMPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [T, HET HenepekpbiBalLWmXca KaHaos. B
Takux criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835

MHz MHz MHz Radar MHz MHz MHz
1 | ]

EEEChemnel# (S22 gz SSECCSIVBEII 2BEE
A A A A A AR A A A A A A A A A A A A AR
o F VAT AP PV P
80 MHz [ \ Vo \ V [ 17
160 Mz [ A . i

Examples of [T A
non-contiguous
VHT80+80 MHz L S
setup H
TR RS

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 ' npu wupuHe kaHana 20, 40, 80 My,
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PykosogcTso no akcnyataumm WOP-30LS

4 YcTaHOBKa yCTpoucTBa

[nsa Toukn goctyna WOP-30LS npeaycMoTpeHbI ABa BapnaHTa MOHTaXa: yCTaHOBKa yCTPONCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 TloAroToBKa K MOHTaXy

1. 3BnekuTe 13 ynakoBKM YCTPONCTBO, NOABMKHYH YacCTb KPOHLUTEWHA, HEMOABWXHYH YacTb
KPOHLUTEHA, NaKeT C KPeneXxoM, XOMyTbl.

2. Ha 3a[HI00 CTEHKY YCTPOICTBa YyCTaHOBUTE NOABMXXHYIO YacTb KPOHLUTEHA. B 3aBUCMMOCTY OT
BapuaHTa MOHTaXa, NoABUXHASA YacTb KPOHLLTENHA ycTaHaBIMBAETCA Pyykoli BBEpX (BepTuKas/ibHas
yCTaHOBKa) 160 BNpaBo/BNEBO (TOPU30HTa/IbHAS YCTaHOBKA). 3aKpenuTe KPOHLLTENH BUHTAMM 13
KOMMekTa.

PrcyHok 8 — KpenneHue nogswxHOW YacTu KPOHLUTEHA K YCTPOUCTBY

3. B HENOABWXHOM YacTu KPOHLUTEHa BKPYTUTE BUHTbI HA HECKO/IbKO 060POTOB B pe3b60Bble OTBEPCTUS,
KaK nokasaHo Ha pucyHke 9.

PucyHOK 9 — YcTaHOBKa BYHTOB B HEMO/ABKHYIO YaCTb KPOHLITEHA
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PykoBOACTBO No akcnyatauum WOP-30LS

4.2 YcTaHOBKa HENOABWXHOW YaCTW KPOHLUTEHA Ha TPyOOCTOINKY/CTONO

YcTaHOBMTE HEMOABWXHYH YacTb KPOHLUTEHA Ha TPYGOCTOlKY, Kak nokasaHo Ha pucyHkax 10 (a) n 10 (6), n
3aKkpenuTe ee XomyTamu, MAYLLMMW B KOMMNIEKTE C YCTPOMCTBOM. MNepes oOKoHYaTe /IbHOM 3aTSXXKOW XOMYTOB,
oTperynupyite Heo6xoA4MMbIR yron yCTaHOBKM yCTpolicTBa. Cobntogalite MHCTPYKLUMM NO TEXHUKE
6e30MacHOCTV U peKOMeHAALMW, MPUBEAEHHbIE B pasaenax «/IHCTPYKLMM MO TEXHVKE 6e30MacHOCT» 1
«PekomeHgaumm no ycTaHoBKe.

PucyHok 10 (a) — BepTukasibHasi ycTaHOBKa PucyHok 10 (6) — Fopu3oHTasIbHas ycTaHOBKa

4.3 YcTaHOBKa HEMOABWXHOI YaCTW KPOHLUTEHA Ha CTEeHyY

1. BblibepuTe MecTo A5 pa3meLLeHNs TOUKM A0CTyna B COOTBETCTBUM C PEKOMEHAALMUAMMN U3 pa3esioB
PYKOBOACTBA «/IHCTPYKLMM 10 TEXHUKE 6E30MAaCHOCTI» U «PEKOMEHAALIMN N0 YCTaHOBKEY. MprnoxmuTe
HENOABWXHYIO YaCTb KPOHLLTEWHA K CTEHE M OTMETLTE PACMNONOXKEHVE OTBEPCTUIA A5 BUHTOB.

2. MpocBepnuTe OTBEPCTUS 1 3aKPENUTE HEMOABWXHYH YaCTb KPOHLUTEHA HA CTEHEe NPX NOMOLLM
aHKepHbIX 60/1TOB M6 M60 camMope30B, Haresnei, LWypyrnoB AnaMeTpom Ao 6 MM (pucyHkn 11 (a) n 11(6)).

PucyHok 11 (a) — BepTukasibHasi ycTaHoBKa PucyHok 11 (6) — Nopu3oHTanbHas ycTaHoBKa
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PykoBOACTBO No akcnyatauum WOP-30LS

4.4 YcTaHOBKa YCTpOICTBA Ha KPOHLUTEIH

1. YcTaHOBMTE YCTPOCTBO Ha 3a(hMKCMPOBAaHHbIN KPOHLUTENH. MNpW yCTaHOBKE HEAOKPYYEHHbIE paHee
BUHTbI AO/DKHbI MONACTb B Na3bl NOABWXHON YacTy KPOHLUTEHA.

N

.&\
N

— Y

3 B —

(/

PucyHok 12 — YCTaHOBKa YCTPOICTBA Ha 3ad)KCMPOBAHHbI KPOHLLTEH

2. YCcTaHOBUTE PerynivMpoBOYHble BUHTbI (PUCYHOK 12) 1, BbiCTaBMB TpebyeMbIii yron HakfoHa ycTpoiicTea
(pycyHok 13), 3aTsiHUTE UX (pUCyHOK 14). Yron HaknoHa nameHsietcsi ot -70 go 70 rpaaycos.

© Otperynupyiite nonoxexe ycTpoiicTsa Tak, 4To6bl aGOHEHTCKUE YCTPOICTBA Nonajan B 30Hy
MOKPbITASA TOYKM AOCTyNa.

>

®

@

PucyHok 13 — Perynuposka HaknoHa PucyHok 14 — dukcauns BUHTOB

yCTpoicTBa

3. llanee 3aTAHUTE OCEBbLIE BUHTbI, BOLLEALLNE B Na3bl NOBOPOTHOTO KPOHLWTEHA (PUCYHOK 14).
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5 MopgknoveHne ycTponcTea

1. CHUMUTE KabesbHbIii BBOA, BLIKPYTUB €70 13 Kopryca yCTPOoiicTBa.

PucyHok 15 — CHsiTMe kabenbHOro Beoia

2. 13BneknTe 13 KabenbHOro BBOAA 3arnyLlKy, CKpYTUTE Taiiky, BbIHbTE YINIOTHUTENbHYH BTY/IKY U3
namMeneii kopnyca.

PucyHok 16 — KabesnbHblii BBOA B pa3o6paHHOM Buae

3. MNpoaeHbTe kKabenb ¢ pasbeMoM RJ-45 B oTBEpCTME raiikn KabesbHOro BBOAA.

PucyHok 17 — YcTaHOBKa raiiku kabesbHOro BBoga Ha kabene
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4. YcTaHOBUTE pa3pe3Hyo Pe3NHOBYIO BTY/IKY Ha Kabenb MexXay pa3beMOM 1 YCTaHOB/IEHHOWN paHee
raikom.

PucyHok 18 — YcTaHOBKa pe3nHOBOIA BTy KM Ha kabene

5. MponycTuTe Kabesnb C pa3beMoM Yepes Kopnyc KabenbHoro BBoaa.

PucyHok 19 — YcTaHoBKka Kopnyca kabenbHoro BBoga Ha kaberne
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PykosogcTso no akcnyataumm WOP-30LS

6. YCTaHOBWTE YNIOTHUTENBHYHO BTY/IKY B /TaMe/In Kopryca KabesibHoro BBoga.

PucyHok 20 — YcTaHOBKa pe3nHOBO BTY/IKM B KOPNYC KabesibHOro BBoga

7. HakpyTuTe raiiky Ha kopnyc ka6enbHoro BBoga Ha napy 060poToB (He 3aTsruBaiite raiiky, NpoBog
[LO/MKEH CBOBOAHO CKOMIb3UTb BHYTPU YNIOTHUTESIbHON BTY/IKN).

PucyHok 21 — KpenneHue kabenbHOro BBoga Ha kabene

8. BcTaBbTe pasbeM RJ-45 B OTBETHYIO YaCTb Ha Kopryce yCTPoCTBa.

PucyHok 22 — MopgxntoueHne Ethernet-kabens k POE-nopty
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PykoBOACTBO No akcnyatauum WOP-30LS

9. BKkpyTuTe KabenbHblil BBOA B pe3bby Koprnyca. 3aTsaHuUTe C yMEepPEHHbIM YCUnnem ans obecneyeHms
cXaTusa ynaoTHUTENBHOTO KosbLa Ha dhnaHue kabenbHoro BBoja.

PucyHok 23 — YcTaHoBKa kabenbHOro BBOAA B KOpMyc yCTpoiicTBa

10. 3aTaHUTE raiiky kabenbHOro BBOAA A0 MI0THOro o6/1eraHnsi kKabens ynioTHUTENTbHOIN BTY/IKOIA.

PucyHok 24 — 3aTaruBaHue raiiku kabesibHOro BBoga

€ HexoppekTHas ycTaHOBKa Ka6enbHOro BBOAA MOXET NPUBECTM K HAPYLLEHUIO FePMETUYHOCTY
yCTpOWcTBa.
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PykoBOACTBO No akcnyatauum WOP-30LS

11. BbINnonHUTE 3a3eM/IeHMe YCTPOoCTBa Yepes cneuuasbHyo Knemmy.

N

PucyHok 25 — 3a3emneHune ycTpoiicTea

12. Nopgkntounte Ethernet-kabens, naywmin ot WOP-30LS, k POE-nopTy uHxekTopa nav nopry
kommyTaTopa (IEEE 802.3af-2003).

13. Ecnu Bbl ucnosnb3yeTte POE-MHXeKTop, NoaxknoumTe ero K posetke 220 B ¢ NOMOLLbHO CETEBOTO LUHYPA.

€ Bo usbexaHme BbIxoaa YCTPOIICTBA 13 CTPOS PeKOMEH/LyeTCs UCMO/Mb30BaThb rPO303aLLyTY.
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PykosogcTso no akcnyataumm WOP-30LS

6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-30LS

3. BBeauTe ums nonb3oBarens B CTPOKe «BBeAuTe NorvH» 1 Naposb B CTPOKE «BBeaUTe Naposib».

© 3asogckue ycTaHoOBKM: NOrMH — admin, Naposnb — password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHIO MOHWUTOPUHIA COCTOSIHUSI yCTpOCTBA.

PELTEX  WOP-30LS

MoHUTOpHHT Radio VAP WwDs CeTeBkle HAcTPOAKM BHeluHWE cepeuMcEl Cuctema - (Bexon)
Wi-Fi knnenTsl Wanenue WOP-30LS
WDS AnnapaTHan BepcuA vl

Jasogcxoi MAC-agpec 68:13:E2:35:1F:00
CrammcTika no Tpadwiky
CepriAHeii HoMep WPAF000026

CraHwpoeanue achmpa Bepcua M0
R
MypHan coBeui Pesepenan sepcus MO

Bepeun zarpyaunka
CeTesan MHDOpMaLMA PeAA sarpy

CucTeMHoe BpemA 17.05.2024 05:47:.04
Whdpoprauma o
paguouHTepdeiicax BpemA paboTsl 0 pn, 23:22:06
WHdpopmauys o yetpoiicTee » Sarpyaxa UMY 4%
Menonsayeman namaTs 449 108 M&aitT / 241 MEaiiv
2 ObHoeHTE
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PykoBoacTso no akcnnyarauum WOP-30LS

5. MNpy HeOBXOANMOCTN MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmauun. Ana WOP-30LS
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

WELTEX  WwWOP-30LS

MoruTopuHT Radio VAP WwDs CeTeBkie HACTPORKK BHeluHWe cepemcsl Cuctema (eexon)

Wi-Fi knuenTs Wapenue WOP-30LS

DS AnnapaTHan Bepcus v

3asogcron MAC-agpec 68:13:E2:35:1F:00

CramcTuka no Tpadpuky
! CepuiHbii Homep WP4F000026

Cranmposarue ampa Bepcua M0

HypHan cobumai Pezepenan sepcun 10
Certesan uHDopMaLINg Bepoun sarpyaua
CHCTEMHOE BpEMA 16.05.2024 06:36:15
Whdbopmaums o
pagmouHTEpdelicax Bpema paboTy 0 gn, 00:11:16
Wrcboprauma ob yeTpoficTee » 3arpyzea LY 1%
Mcnonezyeman namaTs 439 106 MbaitT / 241 MbaiT
£ O6HOBHTS

6.2 TMprMeHeHne KoHUrypaLmm n oTMeHa N3MeHeHUin

1. TMpUMeHeHNe KOHUrypaLmm

Mpu HaXkaTUm KHOMKM 3anyckaeTcs npouecc coxpaHeHust koHdurypauum Bo flash-
namsiTb YCTPOICTBA 1 NPUMEHEHNE HOBbIX HACTPOEK. Bce HacTpolikv BCTynatoT B cuny 6e3
nepesarpysku ycTpoiicTaa.

B web-uHTepdpeiice Toukn AocTyna peannsoBaHa BusyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUSA npoLiecca
npuMeHeHust HacTpoek (Tabnuua 5).

Ta6nuua 5 — BusyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHMs! HacTPoeK

BHewHWii BUA OnucaHue COCTOSAHUSA

lNocne HaxkaTna Ha KHOMNKY «|-|pI/IMeHI/ITb» nponcxognT npouecc NnpuMeHeHNA n

3anncy HacTpoek B NamMsiThb ycTpoiicTea. O6 aTOM MHpopMMpPYET 3HadUoK Lol B
Ha3BaHUW BKMAKN U Ha KHOMKE «MPUMEHUTb.

OG6 yCrneLwHOM COXPaHEHNN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAYOK

B HasBaHMWN BKNaaKu.

2. OTMeHa U3MeHEHWIA

. . X OTMeHa
KHOMKa 0TMeHbI M3MEHEHWIT UMEET CNefyoLLniA BUA;

© OTmeHa n3MeHeHui NPOM3BOANTCS TOMBKO [0 HAXATUA Ha KHOMKY «[pUMeHUTL». MpU HaXKaTUK Ha
KHOMKY «[pUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLe napameTpbl 6yayT 06HOB/EHbI HA TEKYLLME 3HAYEeHNS,
3anvcaHHble B NaMsATU yCTpoicTBa. ocne Haxatusa Ha KHOMKY «MpuMeHnTb» BO3BPAT K NpeablayLumum
HacTpoikam 6yaeT HEBO3MOXEH.
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

PykoBoacTso no akcnnyarauum WOP-30LS

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

cTEX
=(TE
MoHUTOPUHT Radio VAP
Wi-Fi knueHTel
WDS

CratucTiea no Tpadmey
CraHnpoeaHue atvpa
HypHan cobeman
CeTesan MHbopMaLma

WHdhopmaums o
paguouHTepdeiicax

Whbopmatma ob yeTpolicTee »

© 000 Tpednpusmue "3nmexc”, 2023

WOP-30LS

Wzpenne

AnnapatHan Bepcus
Jaeoaockon MAC-agpec
CepuiiHeIi HoMep
Bepcua MO

Pezepexan sepcuna N0
Bepcur zarpyaumka
CucTemHoe BpeMa
Bpema pabiots
3arpyaxa UMY

Wcnon b3yemMan NamMAT:

& OBHoeuTE

BHelHWe cepeucsl Cuctema - (EbIX0A4)

WOP-30LS
1v0
68:13:E2:35:1F:00

WP4F000026

16.05.2024 06:36:15
0 gu, 00:11:16

1%

4 3-:9 106 Mbaitt / 241 Mbari

Bepecun 110 (Bepeur WEB:

OKHO No/b30BaTeNIbCKOTO UHTepdielica pasaesieHo Ha NsATb 06/1acTeld:

1.

aprw

Bknagkn MeHo — ans rpynnupoBKn NOAMEHIO No kaTeropusim: MoHuTopuHr, Radio, VAP, WDS,

CeTeBble HacTpoWiku, BHelwHue cepBuckl, Cuctema.
Bbi6op sA3blka MHTepdpelica 1 KHomnka «(BbIxoa)», NpegHasHauYeHHas A1 3aBePLUEHUSI ceaHca paboTbl B
web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagkv nogMeHto — 4119 ynpasaeHnst No/ieM HacTpoex.

Mone HacTpoek ycTpoincTBa — A4/ NPOCMOTPa AaHHbIX 1 KOHUrypaumu.
NHdopmauvoHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

LTEX woP-30LS

MOHWTOPHHT  Radio VAP WDS  CeTeBbie HacTpoMkn  BHEWHME cepsucel  CucTeMa -~ BLIXOA;

Wi-Fi KnHeHTs! > £ OOHOBHTE:

WDS

Ne WmAxocta IP-agpec  MAC-aapec MHTeppelic  Link Capacity Link Quality Link Quality Common RSSI, ABM SNR,AaE  TxRate RxRate TXBW,Mru RXBW, MMy  Bpema pa6oTkl

CTaTHCTHKZ o TRachHKy v 1 Xiaomi-12T 10.24.8045 76:2:31:98:05.ba wianl-vad 30 66 7 -50 7 VHT NSS2-MCS2 39 VHT NSS1-MCS2 195 20 20 04:51:05

CraHuposaniie ampa .
MepeaHo / NPHHATO BCero, CaiT 2058 102 / 824 031 MepeAaro ¢ owMOKamM, NakeToR 0

YKypran coBeiTuit TepeaaHo / NPHHATO BCEro, NaKeToB 6 565/ 11 243 MOBTOpLI Nepefayy 3a nocnegHuil nepuop, naketoe 1
Ceresan nhcpopuauna MepeqaHo / NPUHATO farkslx, GaiT 1916 777/ 532 653 OBLjee YHCRIO MOBTOPOB Nepejadl, NakeToe 2 393
MepenaHo / NPUHATO JaHHLIX, NakeToB 6 558 /2 380 CKOpOCTs Nepenauy f Apuena, Koutic 00
VHOpMaLKA o
panounTepdeiicax Moaynaums Mepenako nakeTos TIPMHATO NakeTos

OFDMé 9 8996 80%

ViHOpMaLR 06 YCTpoitcTae

NS$1-MCS0 0 779

NSs1-MCS1 447

0

0

7
NS$1-MCS2 234 4% 54
NSS1-MCS3 0 0
NSS1-MCS4 19 0
NSS1-MCS5 61 1
NS$1-MCS6 58 1
NSS1-MCS7 36 1
NS$2-MCS0 1222 19% 526
NSS2-MCS1 1523 23% 231
NS$2-MCS2 1676 26% 26
NSS2-MCS3 923 14%
NSs$2-MCS4 303

NSS2-MCS5 22 0%

BRI

NS$2-MCS9 32 0%

* Ne — HOMep NOAK/TIFHYEHHOrO YCTPONCTBA B CMNCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec noAgk/oYeHHOro YCTPONCTBa;

* MAC-adpec — MAC-agpec NoaK/It04YEHHOro YCTPOICTBA,;

* ViHmepdpelic — nutepdheiic B3ammoaencteng WOP-30LS ¢ noak/toueHHbIM YCTPOCTBOM,;

* Link Capacity — napameTp, KOTOpPbIli 0TObpaxaeT 3PEeKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kaokaoin
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hmLUmeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAunn AN MakCUMa/ibHOro Tuna nss,
noAzepXX1MBaemMoro kKfimeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHg,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZIMH NakKeT A0 KNMeHTa He 6blN yCneLIHo oTrnpaBsieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHve 10 cekyHp;

* Link Quality Common — napameTp, KOTOpPbI/i 0TO6paXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaBeH). 3HaueHe napaMeTpa paccunTbiBaeTcsl 3a Bce
BPEMSs NOAK/TOHYEHUS KNTNEHTE,;

* RSSI — ypoBeHb NpUHUMAEMOro curHana, gbm;
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SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBofaA 60/1€€ pa3BepHyToil MHGopMaL MK Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crimcke.
Moapo6Hoe onucaHue BKIKOYAET B cebs cneaytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIH0YEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepeaaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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6.4.2 TlogmeHto «WDS»

PykoBoacTso no akcnnyarauum WOP-30LS

B nogmeHto «WDS» BbiBOAUTCA MHPOPMALUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-30LS.

OFDM6

OFDM24
OFDM36
OFDM48
OFDM54

7929
5
114
331

146710

NEEEE

MoHuUTOpMHI Radio VAP WDS CeTeBble HacTPOKK BHeuH1e cepauch Cuctema u IX0f]
Wos > Ne WmAxocta IP-agpec  MAC-agpec WHTepepedc  Link Capacity Link Quality Link Quality Common  RSSL,AEM SNR,A5 TxRate  RxRate TXBW, MMy RXBW, My Bpemd pacorhl
CTaTMCTHKA No Tpaduky v o1 WOP-30LS  10.24.80.81 e828:cl:dach05 wlani 90 (not changed) 100 99 63/-61 19/19 OFDM 54 VHT NSS2-MCS6 117 20 20 11:03:15
CKaHUpOBaHMe 3upa Mepenaro / NpUHATO BCEro, GaitT 53 934 606 / 4 938 701 Mepenano ¢ owmbKkamm, nakeros 0
IKypHan coosTHit Mepeaaxo / MpuHaTo BCero, nakeros 158 090 /21 493 MOBTOps! Nepefady 3a NOCNEQHUT Nepuos, naketos 0
Mepenaro / NpUHATO AaHKbix, GaidT 48 384 767 /2 366 142 OBliee WMCrO NOBTOPOB Nepenayn, naketos 2 681
Ceresan uHdopMaLma
MepeaHo / NPUHATO fankuix, nakeTos 150 161/ 13 564 CKopocTs nepeaun / npuewa, Koutic 370
VHhopmauis o
panMonHTEpdelicax Moaynauua MepeaaHo nakeTos TPHHATO NaKeToR
DSss2 2 0 0%
MHhOPMALKA OB YCTPOACTBS

7936 37%

NSS1-MCS4
NSS1-MCST
NSS2-MCS0
NSS2-MCS1
NSS2-MCS2

NSS2-MCS3

B
222z 2 2383 838388

o o o o o o o
22 22
~
=

NSS2-MCS4

Neo — HOMep NOAKIYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS yCTPONCTBa;

IP-adpec — IP-apgpec NoAKNHOYEHHOTO YCTPOICTBA,

MAC-adpec — MAC-agpec nNoaKnt4YeHHOro YCTPOICTBa,;

VHmepabelic — nHtepdpelic BzanmopaeiictBua WOP-30LS ¢ nogknto4eHHbIM YCTPOIACTBOM;

Link Capacity — napameTp, KOTOpblii 0To6paxaeT athheKTUBHOCTb MCMOMb30BaHMs TOUKOW AocTyna
MOoAynauMn Ha nepegady. PaccumTbiBaeTcst UICX0AS U3 KONNMYECTBA NAKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHToB. MakcumasibHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 418 MakCMMa/ibHOTO Tuna nss,
noAZepXX1MBaemMoro KmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHve 10 cekyHp,

Link Quality — napameTp, KOTOPbIi OTOOPaXaEeT COCTOSAHME JINHKA A0 KNNEHTA, pacCymTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PETPaHCMUTOB NakeToB, OTNPaBeHHbIX K/TIMEHTY. MakcMMasibHOe 3HavYeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOi NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 KAMEeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOSAHME NIMHKA A0 KIMEHTA, pacCynUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HayeHve
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMNbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/THOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHMMaeMoro curHana, Abwm;

SNR — oTHowWeHue curHan/wym, ab;

TxRate — kaHanbHasa CKOPOCTb nepegayu, Mout/c;

RxRate — kaHasIbHasA CKOpPOCTb npuema, MéuT/c;

TX BW — nonoca nponyckaHus Ha nepegade, MI'y;

RX BW — nonoca nponyckaHus Ha npueme, MIy;

Bpemsi pabombl — BpeMs COeANHEHUSA.

30



PykoBoacTso no akcnnyarauum WOP-30LS

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4.3 MoameHto «CTatUCTNKa No Tpaguky»

B nogmeHto «CtaTucTuka no Tpadpuky» 0TobpaxaroTcs rpaukyi CKopocTu nepesaHHoro/noy4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c
MOMEHTAa BK/THOYEHUSA TOUKN AOCTYMa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM A0CTyna 3a nocnegHne 3 MUHyTbl. Fpadvk aBTOMaTnyeckm 06HOBNSETCA Kakable 6 CEKYHA.

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNAETCA Kaxable 6 CEKYH/,.

ELTEX  wopr-30LS

MoHnTopMHT Radio VAP WDS CeTeseie HacTpoRKW BrewH®e cepencs Cuctema - B0

[— WLAND Te/Rx bpa
Wi-Fi knnerThl

Rt 0 bps (mat: 0 bps)

@ T 0 bps (mas: 0 bps)

WoS
CTaTHCTHEE No TPabMEY >

CrasupoeaHue sgupa

CeTesan MHhopsMaLma

MudopmaumA o
paguouHTEpdeRcas

5
[
0
0
0
0
0
0
JHypHan cobemii o3
0
o
0
0
0
0
0
0
&

WHdopmaumn of yoTpodcTE: — L s E e e LA S T — T T

16:5053 165105 165117 165129 165141 165151 165205 155217 16:5229 165241 165X53 16SLOS 18517 165120 1655141 165353 t8
WLAN1 Ta/Rx kbas

Foc .5 kbps (max 125 k

dbpe
& T 7.7 kbos (max 2005 kbps)

T T T LA S S B e e S L — T T T T T
S053 165105 165147 165128 165141 165153 165205 165217 165229 165241 1G55I 165X05 185317 165320 165341 165353 ts

LAM T/Rx kbos

P 3.2 kbps (maxc 23.6 kops
@ T 246 kbps (max 38.4 kbps

LA S S S
165053 165105 165117 165129

T LA S B e p S

T T L — T T
165141 16:51:53 165205 165217 165229 165241 165253 16:5%05 165317

T T T
16:5329 165341 165353 L8
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PykoBoacTso no akcnnyarauum WOP-30LS

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepenaHo ~
WHTepdenc Beero naketos Bcero Gant OTOpoweHo NakeTos Owwnbrn
LAMN 6363 3559276 0 0
WLAMD 0 0 0 0
WLAN1 4215 1376473 0 0
wlan0-val 0 0 0 0
wlanD-val 0 0 0 0
wlanD-va2 0 0 0 0
wlanD-val 0 0 0 0
wilan0-vad 0 0 0 0
wlanD-vas 0 0 0 0

OnucaHune Tabnuupl «[IpUHAMO»:

* MiHmepdgelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aiT,;

+ Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;
* OWubKuU — KOJIMYECTBO OLLMOOK.

MpUHATO ~
WuTepdenc Bcero naketos Beero Gaat OTDpoweHo NakeToE Owwnbrm
LAN 316067 39969142 0 0
WLAND il ] 0 0
WLAN1 61508 5975329 0 0
wlan0-val il ] 0 0
wianl-val 0 0 0 0
wlan0-va2 0 0 0 0
wlanl-va3 0 0 0 0
wlanl-va4 0 0 0 0
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4.4 TlogmeHto «CkaHnpoBaHue achrpar

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

cELTEX  WOP-30LS
MoHUTOpKHT Radio VAP WDS CeTeebie HACTPOMEM BHewHwe cepencsl Cuctema - (Bbixon)
Wi-Fi knMeHTs! MocnegHese craHuposanne Geino 16.05.2024 09:08:54
WDS
240y 5y
CratvcTuka no Tpadwky Pesm Kasan | RSS!,
NuanazoH SSID De3onacHoOCTH MAC-agpec LnpuHa nbm

Craqvposanue adwpa >
24y WPA2 E4:5A:D4:F6:CD:BA 120 -60

JHypHan cobeimuii
24Ty Open 68:13E2:0F:C2:A1 120 53

CeTesan uHopmauma
24Ty Open CC:9D:A2:FF:B2:01 11720 -GB
Vichopuavys o 24Ty Open CCOD-A2FF:B202 11720 66

paanouHTepdelicax
_ ) 241y Open E8:28:C1:F7:80:73 1720 -67

Mudbopmauma ob ycTpoiicTee
24Ty WPAZ_1XIWPAS 11X B8:1XE2:20:A2:A4 120 -1
24Ty WPA3 B3 13:E2:20:A2:43 120 -1
24Ty WPAZ_1X 63 13E2:20:A2:A2 120 -2
24y WPA2 GE:13:E2:20:A2:41 120 -72

[nsi 3anycka npoLiecca CKaHMPOBaHWsl HAXXMUTE Ha KHomKy «CKaHMpoBaTb». Mocre 3aBeplLUeHus npoLiecca Ha
CTpaHuLE NOSIBUTCS CMMCOK 06HAPYXXEHHbIX B paano3adipe ToYeK A0CTyna 1 MHGOPMALUS O HUX:

* locsiedHee ckaHUposaHue 6blI/10... — AaTa u Bpems Noc/egHero CKaHMpoBaHus,

+ [uana3oH — yka3biBaeTcs AvanasoH 2.4 'y nnn 5 'y, B KOTOPOM 6bls1a 06HapyXXeHa Touka A0CTyna;
+ SSID — SSID o6HapyXeHHOI TOYKM A0CTYNa;

* Pexum 6e3onacHocmu — pexunmM 6e30nacHOCTV 06HapYXXeHHOM TOUKN AOCTYNa;

* MAC-adpec — MAC-agpec o6Hapy>XeHHOI TOUKM A0CTYNa,;

* Kanasi/lLlupuHa — pagnokaHasl, Ha KOTOpom paboTaeT 06Hapy)XeHHas Touka JOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaT 0GHAPYXXEHHOM TOUKM AOCTYyna, ABM.

© Bo Bpems ocylecTBAEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IOUEH, UTO
NpvBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BPEMSI CKaHUPOBaHNSI.
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6.4.5 MoameHo «KypHasn cobbIThii»

PykoBoacTso no akcnnyarauum WOP-30LS

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

Wi-Fi knnenTel

WDS

CratvcTuea no Tpadwiky
CraHuposaHue sthupa
HypHan cobemai »
CeTesan wHpopMaLMa

Muchoprauma o
paguouHTepdeiicax

WMhdpopmauma ob yerpoiicTes

WOP-30LS

WDS

CeTeBble HACTPOIIKK

£ OBHOEHTL
Harta m
BpeMa

May 16
09:08:54

IMay 16
09:08:54

May 16
09:08:29

IMay 16
09:08:29

IMay 16
08:19:57

& OumcTHTs

Tun

daemon.info

daemaon.info

daemon.info

daemaon.info

daemaon.info

BHewHne CEpEUCE

Mpouecc

scanwlan[4804]

scanwlan[4804]

scanwlan[4804]

scanwlan[4804]

networkd[606]

Cucrema r = (2Rix0q)

Coobuwenune

scan on interface ‘wian1' finished

scan on interface ‘wilan0' finished

start scan on interface ‘wian?1’

start scan on interface 'wlan('

DHCP-client: Interface brl renew lease on 10.24.80.132.

Jama u Bpemsi — nata 1 Bpems, Koraa cobbiTue 6b110 CreHepupoBaHo;
Tun — KaTeropus 1 ypoBeHb BaXXHOCTW COObLITUS,
lMpoyecc — nmsa nNpouecca, CreHepupoBaBLLEro CO0OLLEHNE;
CoobuweHue — onncaHue cobbITus.

Tabnmua 6 — OnucaHne KaTeropuin BaXkHOCTU cobbITulA

YpoBeHb

0

Tun BaXXHOCTU COOGLLEeHW

UpesBblyaliHble (emergency)

CwrHansl Tpesoru (alert)

KpuTnueckue (critical)

Owwn6ouHbIe (error)

MpeaynpexaeHns (warning)

YsepomneHnus (notice)

NHdhopmaumoHHsle (informational)

OTtnagouHble (debug)

OonucaHue

B cucteme npou3zolusia Kputmyeckas owmneka,
cucTema MOXeT paboTaTb HenpaBu/ibHO

Heo6xoayMo HeMeaieHHoe BMellaTelbCTBO B
cuctemy

B cucteme npousoLuna Kputmuyeckas ownoKa

B cucteme npomsoLusia ownbka

MpeaynpexaeHne, HeaBapuiiHoe coobLieHne

YBeoM/IEHNE CMCTEMbI, HeaBapuinHoe CoobLLEeHnE

NHdpopMaLoHHbIe COOBLLEHUSI CUCTEMBI

OTnagouHble coobLIEeHUs NPeoCTaBAT
No/ib30BaTeNto MHPOPMAaLMIO A5 KOPPEKTHOIA
HaCTPOIKN CUCTEMBI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTb».
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6.4.6 TlNogmeHto «CeTeBas nHopmaunsa»

PykoBoacTso no akcnnyarauum WOP-30LS

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

P
= WOP-30LS
MorMTopuHT Radio VAP WDs CeTeBble HacTPOHEW BHELHWE: CEepBMChl Cucrema
\Wi-Fi knnenThl Craryc WAN
WDs WHTepdeic br
CramicTika no Tpadgwiry poToRen DHCP
IP-aapec 10.24.30.132
Cratwvposanue sbupa
MprHsTS 5.0 MBa#T (5 250 224 Baiit)
HlypHan cobbmin - -
: Mepegaro 2.2 MBa#T (2 356 962 DanT)
CeTeRan HHDOPMALMA » Ethemet
HrhopmMalma o CocToRHME NopTa Up
pagnonHTEpdecax
CrROpOCTh 1000
Wrdbopmala o6 yeTpoicTes Mynnesc Ful
ARP ~
Ne IP-agpec MAC-agpec
0 10.24.80.62 33:2C:4AT1:DC:DI
1 10.24.30.1 E0:D9-E3:ESE1:40
IapLupyTh v
Nz WuTepdheiic HasHaueHe LLinHxs Macka
0 bri 0.0.0.0 1024.801 0.0.0.0
1 bri 10.24.30.0 0.0.0.0 255255.255.0

- |EbiX0g )

Dnaru

UG

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

*+ Mpomokos1 — NPOTOKON, UCNOosb3yeMblin ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEW CETY;

* [IpuHsIMO — KONUYeCTBO NPUHATLIX Ha WAN 6aiT;

+ [MepedaHo — KonmyecTBO nepegaHHbix ¢ WAN 6aiT.

Ethernet:

 CocmosiHue nopma — coctosiHue Ethernet-nopta;
+ CKopocmb — CKOPOCTb NMOAK/HoUeHUst o nopTy Ethernet;

« dynnekc — pexvum nepegayn faHHbIX:
* Full — nonHbIi gynnekxc;
+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaums o coorsetcteun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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PykoBoacTso no akcnnyarauum WOP-30LS

MapLipyThbl:

Wumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT Clieaytole 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/SETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie mapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NoKasIbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NTOKasIbHOM CUCTEME M NPUMEeHeHMs napameTpa mod;

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4WH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLLpPyTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbLeBbiM (loopback) nHtepdpeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHUE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.4.7 TMoameHto «VHopMaLmsa o pagnovHTepdencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WOP-30LS.

elTeX  wor-30Ls

MoHUTOPHHT Radio VAP WDS CeTeBble HACTPOIKK BHewwHWe cepeuchl Cuctema ru - (BbIXOD)
Wi-Fi knmeHTe! Radio 2.4 Ty
WDS Cratyc Belknrouero

P . T MAC-agpec 68:13:E2:35.1F:00
CravcTika no Tpadmsy

Pexum IEEE 802.11bfg/nfax
Cranwposanue acupa

Radio 5Ty
HypHan cobsmi
Cratyc Bewnrouero
CeTesan mHopmaLma -
MAC-agpec 68:13:E2:35:1F:08
Wnchopualwa o Pestan IEEE 802 11a/n/ac/ax

paguorHTepdelicax »

D ALy B ycTpoi e
WMudboprauma 00 YCTpOWCTES

PaanounHTepdenchbl TOUKM 4OCTYNa MOryT HaX0AUTLCS B ABYX COCTOSAHUAX: «BK/IHOUEHO» N «BbIKNHOYEHO.
CraTtyc Kaxaoro 13 pagmonHtepgencoB oTpaxkaeTcs B O4AHOUMEHHOM napameTpe «CTtaTyc».

Cratyc Radio 3aBUCUT OT TOrO, €CTb /1N HA JaHHOM pagnonHTepdelice BKNHOYEHHbIE BUPTYasibHbIE TOYKK
poctyna (VAP). B cnyyae, ecnv Ha paavovHTepdeiice umeetcst XoTsi 6bl ogHa aktuBHas VAP, Radio 6yaet
HaxXoAMTbCA B cTaTyce «BKIOUYEHO», MHaYe — «BbIKNHOYEHOY.

B 3aBucmmocTu oT cTatyca Radio Ans MOHUTOpPUHra 4OCTynHa cneayouias nHpopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHUe pagunovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAHOYEHO»:

+ Cmamyc — cOCTOsiHUe pagunovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHana, Ha KOTOpOM paboTaeT paavonHTepdec;

* upuHa kaHana, MMy — wrpuHa Nonockl 4acToT KaHasia, Ha KOTOpoM paboTaeT paguonHTepdeiic.
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6.4.8 MogmeHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpaeHbl OCHOBHbIE XapakTtepnuctnkm WOP-30LS.

wELTEX

MoHUTOPUHT Radio VAP

Wi-Fi knueHTel

WDS

CramvcTika no Tpadmiy
CraHvposanue 3cupa
Hypran cobeimi
CeTegan nH(opmauma

Whdpoprauus o
paguonHTepdeiicax

WMrucbopuauma ob yoTpoicTee >

WDS

WOP-30LS

CeTeBkle HACTPONKM

Mapenwe

AnnapaTHasA BepckA
3aeopcron MAC-agpec
CepuiiHeIi Homep
Bepcua MO

Pezepenan eepcua MO
Bepcua sarpyaunka
CucTemHoe BpemMA
Bpema paboTsl

3arpyaka LMY
Menonezyeman namMaTe

£ 0BHORUTL

BHeWHWE CEpBMCE] Cuctema -

(BbIXOm)

WOP-30LS
v
68:13:E2:35:1F:00

WP4F000026

16.05.2024 10:10:40
0 gn, 03:45:41

1%

449 108 Méairr / 241 MGaiir

* M130esiue — HaMMeHoBaHMe MOLEeNN YCTPOCTBa;
« AnnapammHasi Bepcusi — BEpPCUsl annaparHoro o6ecneyeHmns yCTpoicTea;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/EHHbIN 3aBOA0M-

N3roTtoeBuTesniem,

+ CepuliHbili HOMEP — CEepUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi MO — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbiayLuias yctaHoBieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpomncTsa;

+ CucmeMHoe speMs — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTBa;
+ 3aepy3ska Li[1Y — cpefHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHuve 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLLEHT UCNONb30BaHMA onepaTyBHON NaMsaTh YCTPOCTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

ELTEX  WOP-30LS

MoHUTOpUHT Radio VAP WDS CeTeBbie HaCTpOiikW BrewHue cepeucsl Cuctema - BbIX0/1)

Radio 2.4 Ty > OBLwne
Radio 5 MMy, Pessim IEEE &02.11b/g/n/ax ~

[ononHuTens+Ho AsToMaTHYECKWA BuIDop
kadana

O'paHMun—; CNHCOK

KaHanoe

11 (2432 — 2472 MI'u) %

LWipuHa kanana, My 40 ~
OcHosHOMA kaHan Lower hd

MowHocTe curiana, aBm 8 v

,[lOI'IOI'IHMTEJ'\ bHO ~

* Pexxum — pexum paboTbl nHTepderica cornacHo cneayrowmm ctaHaapram:

IEEE 802.11ax;

IEEE 802.11n/ax;

IEEE 802.11b/g;

IEEE 802.11b/g/n;

IEEE 802.11b/g/n/ax.

+ ABmomamuuyeckull 8bI60p KaHasia — Npy yCTaHOB/IEHHOM donare Touka 6yaeT aBToMaTnyecku
BblOMpaTb HAaMMeHee 3arpyXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCA A0CTYN A1 YCTAHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegayun faHHbIXx;

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCTaHOBNEHHOM chiiare Touka focTtyna 6yaeT UCnosib30BaThb
OrpaHWyYeHHbIN Nosib30BaTeIeM CUCOK KaHas10B /15 paboTbl B aBTOMATtU4yeckoM pexume Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNMCOK KAHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounii KaHan u3 BCeX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 'u; 1-13;

+ WupuHa kaHana, MMy — wmnpmnHa Nosaocbl YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHmMmaet 3HaveHnsa 20 n 40 Mlru;

+ OCHOBHOU KaHa/1 — NnapameTp MOXET ObITb M3MEHEH TO/TbKO MPY MNPOMYCKHOW CNOCOBHOCTN CTaTU4eCKn
3a/1laHHOro KaHasna, pasHoin 40 MI'y,. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
M U, KOTOpble rpaHMyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa CNOJb3YEeTCH KITIMeHTaMu, KOTOpble MNOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 Mrru;

« Upper — nepBun4YHbIM KaHasloMm OyaeT BepxHuin kaHan 20 MIMy, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M OyaeT HKHWUIA KaHan 20 MMy B nonoce 40 My,
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* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHne ot 0 go 11 abm.

B cnyuae, ecnv B cnucke «OrpaHnymTb CNUCOK KaHau10B» yYKa3aH HeoCTYNHbIN A5 Bbibopa KaHasl, OH
OyAeT oTMeyeH cepbiM LBETOM. [118 TOro Yto6bl HOBasA KOHpUrypaumsa 6bi1a NpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnymTb CNMCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHauI0B», HE NOAXOAST Nog, onpeaeneHvne «OCHOBHO kaHas» = Lower.

B pasgene «[JoNo/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/HUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

JononHUTENEHD v

0BS5S Coexistence

KaHaneHaA ckopocTh Auto v
nepegaqm

KOpoTEMA 3AWKMTHEIA MHTepEEN
STEC

Mepwon oTNPABKM CRYHeOHbIX 100
COOSIYEHMI, MC

Mopor dparMeHTaLHun 2346
Mopor RTS 2347
Arperaywa

KopoTkas npeambyna

LUeiinep BroadcastMulticast
nakic

Wi-Fi Multimedia (WIMM)

Pexum pabotel DHCP ignore w
Snooping

Beniounte QoS

OBSS Coexistence — pexnm aBToOMaTn4eCKoro yMeHbLUIEHUS WNPWHbI KaHana Npu 3arpy>XeHHOM
paanoachmpe. MNMpn ycTaHOBIEHHOM (plare pexmnm BKITHOYEH;

KaHasibHasi ckopocmb nepedadqu — (OUKCUPOBaHHasi CKOPOCTb 6eCrnpoBOAHON Nepefaymn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgaptos IEEE 802.11;

Kopomkul 3awyumHbIli uHmMepsas1 — NoAAEPXKKA YKOPOUEHHOro 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHbIe, MCNOosb3ys 3aluUTHbIA nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTamMu, KOTopble Takke NoaaepXnBatT KOPOTKMIA 3alMTHbLIA NHTepBaUT,

STBC — meToq, NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBAaHMS, HanpaB/1eHHbI HAa NOBbILLEHNE
HaAEeXHOCTU nepefayun AaHHbIX. MNone [OCTYNHO, TONbKO eCc/iv BblIGpaHHbI pexum padoThbl
paanounHTepdieiica BktodaeT B cebs 802.11n. MNpu yctaHoBNEHHOM chiiare yCTPOMCTBO nepeaaeT oAuH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbIX coobweHUl, MC — Nepuog Nocbikn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkv DHCP onuumn 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa [0 52 CMMBOJIOB, KOTopas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec K/IMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAuTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka Ao 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD.EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
QOuepenb AIFS cwMin cwMax TXOP Limit
Data 3 (o} 7 5 v 1023 v 0
Data 2 (Best Effort) 3 15 . & . 0
Data 1 (Bugeo) 1 - " 15 " 94
Data 0 (Monoc) 1 3 W 7 W 47
Station EDCA Parameters
Ouepenb AIFS cwiMin cwMax TXOP Limit
Data 3 (o) 7 15 v 1023 [
Data 2 (Best Effort) 3 15 - 1023 w 0
Data 1 (Bugeo) 2 7 " 15 " 94
Data 0 (Fonoc) 2 3 w 7 ~ 47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepefaeTcs oT TOUKM
A0CTYyNa K KNMeHTy):

+ Oyepedb — npefonpeaeneHHble ovepean AN pasIMyHOro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKas NPOMyckHasi CNOoCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENPMOPUTETHAs OYepPeb, CPeAHSA NPOMNyCcKHas COCOBHOCTb U
3a4epxkKa. B gaHHyo ovepefb oTnpasiseTcs 60/bWNHCTBO TPAAULUMOHHBIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS 04epeb, MUHMMasIbHbIE 3aepPXXKn. B AaHHO
ouyepeamn aBTOMaTnyeckn obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npuoputeTbl 802.1p: cs4, cs5);

« Data 0 (l'os10c) — BbICOKONPUOPUTETHAA ouepeb, MUHUMa/IbHble 3afePXKN. B faHHOl
oyepeam aBTOMaTnYeckn obpabatbiBalOTCA AaHHbIe, YYBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpema oxugaHusi kKagpos (ppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, npuHUMaeT 3HadeHmsa 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BPpEMEHM OXMUAaHUSA nepes NOBTOPHON OTNPaBKol Kaapa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMin He MOXET npeBbIWwaTb 3Ha4YeHne cwMax;

+ cwMax — MakCcMMaslbHOe 3HaYeHne BpeMeHN OXnaaHua nepes NoBTOPHOWN OTNPaBKO kaapa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHve cwMax J0/MKHO ObITb 60/1bLLEe 3HaYeHNUs cwMin;

+ TXOP Limit — napameTp MCNO/b3yeTCA TONbKO ANS AaHHbIX, NepefaBaeMbIX OT CTaHLMN KIMeHTa
[0 TOYKKM gocTyna. Bo3MOXHOCTb Nepegayn — UHTepBa BpEMEHW, B MU/ISIMCEKYHAAX, Korga
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegavy AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcuMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB CTaHUMK KnneHTa (Tpadmk nepeaaertcs ot
CTaHUMW KNMeHTa Ao Touku aocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.5.2 MoameHto «Radio 5 Mu»

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

ELTEX  WOP-30LS

MoruTopuHr Radio VAP WDS CeTeBbie HAaCTpoiku BHewHWe cepemcsl Cucrema - (ewnxon

Radio 24Ty Ofwme
Radio 5Ty > Pessauna |EEE 802.11a/nfac/ax b

HononHuTensHo AsToMaTuueckui Beibop
KaHana

O'panuu—: CNHUCOK
KaHanoe

36 (5170 — 5210 M) %
44 (5210 — 5250 M) X

LmpwHa kanana, MMy 40 v
OcxosHoii kaHan Upper ~

MouwpocTe eurdana, Abu 8 ~

[OoNONHUTENEHO v

* Pexxum — pexunm paboTbl MHTepderica cornacHo crtaHgapram:
+ |[EEE 802.11ax;
+ |IEEE 802.11a/n/ac;
+ IEEE 802.11a/n/ac/ax.

* ABmomamuyeckul B8bI60p KaHasia — NpyY yCTaHOBNIEHHOM ch/iare Touka 6yaeT aBToMaTtuyeckm
BblGMpaTb HaMMeHee 3arpyXXeHHblli pagnokaHan ans pabotbl Wi-Fi nntepdpelica. Mpu cHatom conare
OTKpbIBaAETCA A0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbI6Op KaHana nepegayvn faHHblXx;

+ O2paHuyumse CrucoK KaHasio8 — Npu yCTaHOBNEHHOM chiare Touka focTyna 6yaeT UCMnosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTesieM CNMCOK KaHas10B /15 paboTbl B aBTOMarnyeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYmTb CNUCOK KAaHaU10B» HE YCTaHOB/EH UM B CMIUCKE OTCYTCTBYIOT
KaHas1bl, TO ToYKa gocTyna 6yaet BblbvpaTb paboumnii KaHan 13 Bcex AOCTYMHbIX KAHa/10B JaHHOTo
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 5 I'u; 36-64, 132-144, 149-165,

* llupuHa kaHasa, MMy — WwnpunHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHumaet 3HadeHunsa 20, 40 n 80 MI'y;

* OCHOBHOU KaHa/1 — napamMeTp MOXeT ObITb U3MEHEH TO/IbKO NPW NPOMYCKHOM CMNOCOOHOCTM CTaTUYeCKn
3a/laHHOro KaHana, paBHoi 40 MI'y. KaHan 40 MIM, MOXHO cunTaTb COCTOSALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHnyaT B 4YacTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHau1aMu. MepBUYHbIA KaHa1 UCNOJb3YETCH KITIMeHTaMu, KOTopble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHuna kaHana 20 MIru;

+ Upper — nepBun4YHbIM KaHas1oM OyaeT BepxHuin kaHan 20 MI'y B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHa/10M ByAeT HMKHWUI KaHan 20 MMy B nonoce 40 M,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. MNpuHnmaet

3HayeHne ot 0 go 11 gbm.
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© B cnyuae, ecnun B cnicke «OrpaHNUmMTBL CMIMCOK KAHAMOB» YkasaH HeOCTYMHbIN /15 BbIGOPA KaHaul, OH
OyAeT oTMeyeH cepbiM LBETOM. [11A TOro Yto6bl HOBast KOHpUrypaumsa 6oi1a NpUMeHeHa Ha To4ke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JOonNonHUTENEHO v

OBSS Coexistence

KananeHas crkopocTs Auto ~
nepesaqm

Mogaepsxa DFS BrnYeHD v
KOpOTKMIA 3AWMTHLIA KHTEPBAN
STEC

Mepwuog oTnpasku cnyxedHox 0o
cooSLYEHII, MC

MNopor dparmeHTaym1 2346
Mopor ATS 2347
Arperayua

KopoTkas npeamGyna

Wedinep BroadcasiMullicast,
naklc

Wi-Fi Multimedia (WMM)

Pexsnm paGotol DHCP ignore v
Snooping

Brnounte Qo3

+ OBSS Coexistence — pexnm aBTOMaTnyeCckoro ymeHbLeHWs WWPWHbI KaHasa npu 3arpy>XeHHom
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dh/1are pexxmm BK/IHOYEH;

* KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaa CKOPOCTb 6eCnpoBOAHON nepefayn gaHHbIX,
onpegensiemas crneundmkaunsammn ctaHgaptos IEEE 802.11;

+ lNodoepxxka DFS — mexaHn3m AMHaMNU4eCKOro Bblibopa 4YacToThbl. TpebyeT OT 6eCnpOoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberarb UCMNOIb30BaHNS KaHa10B, COBNaatoLlmx ¢ KaHasiaMmu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/1l04EHO — MexaHn3M Bblk/itodeH. DFS-kaHasibl He 4OCTYNHbI 415 BbIOOpa;
* BK/1l04EeHO — MeXaHU3M BK/IHOYEH;
* [IpuHyoume/sibHO — MexaH13M BblktoveH. DFS-kaHanbl 4OCTYNHbI /19 Bbl6opa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkm DHCP onuuun 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne No YMOHaHNIo;
* remove — To4YKa AOCTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
* custom — 3aMeHa 3Ha4yeHus napametpa CID Ha 3HayeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KoTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeab AIFS cwMin cwiMax TXOP Limit
Data 3 (@ox) 7 5 v 1023 v 0
Data 2 (Best Effort) 3 15 - 63 . 0
Data 1 (Bugeo) 1 7 - 15 . g4
Data 0 (Fonec) 1 3 w 7 v 47
Station EDCA Parameters
Ouepegb AIFS cwMin cwiMax TXOP Limit
Data 3 (Por) 7 15 W 1023 « 0
Data 2 (Best Effort) 3 15 w 1023 v 0
Data 1 (Bugeo) 2 7 “ 15 " g4
Data 0 (Fonoc) 2 3 “ 7 " 47

+ AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepefaeTcs oT TOUKM
A0CTYNa K KNMEeHTY):

+ Oyepedb — npefonpefeneHHble ovepean AN pasMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENpMOpPUTETHAs OYepe/b, CPeAHsA NPOMyckHas CroCO6HOCTb U
3a4epxka. B gaHHy0 ovepeb O0TnpaBiseTcs 60/bUNHCTBO TPAANLUMOHHBIX IP-aaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHUMasIbHbIE 3aAePXKW. B AaHHO
ouyepeamn aBTOMaTnyeckn obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3afePXKn. B faHHOl
ouyepeamn aBTOMaTnYeckn o6pabatbiBalOTCA AaHHbIe, YyBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npuoputetsl 802.1p: cs6, cs7);

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpema oxugaHusi Kagpos (dppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, npuHUMaeT 3HadeHmsa 1-255;

* cwMin — HayaNbHOE 3HaYeHVe BPEMEHM OXMUAAHUA nepes, NOBTOPHON OTNPaBKol Kaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHre cwMin He MOXET npeBbIWwaTb 3Ha4YeHne cwMax;

+ cwMax — MaKkCMMasibHOe 3HaYeHne BpeMEHN OXMAaHUa nepes NoOBTOPHOWN OTNPaBKO kagpa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHe cwMax J0/MKHO ObITb 60/1bLIEe 3HAaYeHNUs cwMin;

+ TXOP Limit — napameTp MCNosb3yeTCA TONLKO ANS AaHHbIX, NepefaBaeMbIX OT CTaHLMN KIMeHTa
[0 TOYKKM gocTyna. Bo3MOXHOCTb Nnepegayn — UHTepBas BPEMEHW, B MUIJIMCEKYHAAX, Korga
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCNpoBOAHON
cpefe K Touke A0CTyna, MakcuMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napamMmeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaertcs ot
CTaHUMW KNMeHTa Ao Touku aocTtyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

ELTEX  WOP-30LS

MoHUTOpUHT Radio VAP WDSs CeTeBbie HACTPOIKK BrelwHWe cepemcsl Cucrema - (Bbx0n)
Radio 2.4 Ty JononHUTenNsHo
Radio 5Ty CrpaHa Pocecua v [ Pastnokmposams

InobaneHan MzoNALMA O

+ Cmpa+a — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bblbopa CTpaHbl HY)XXHO
BbICTaBUTbL (priar «Pa3bnokMposaTtb». B 3aBMCMMOCTY OT yKa3aHHOIO 3HavYeHus 6yayT NpUMeEHeHb!
OrpaHMyeHnst K NosI0Ce YacToT U MOLLHOCTY NepeAartynka, Kotopble AeCTBYHOT B aHHOW cTpaHe. OT
YCTaHOB/IEHHOV CTPaHbl 3aBUCUT CNNCOK AOCTYMHbIX YACTOTHbIX KAHa/10B, YTO B/IMSIET Ha
aBTOMaTU4ecKuin BbiIbop kaHana B pexnme Channel = Auto. Ecnv knneHTckoe o6opygoBaHue
NNLEH3MPOBAHO 4J19 UCNO/Ib30BaHUA B APYrOM PerroHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKON AOCTyna
B TAKOM C/lyyae He yaacTcs.

LononHUTENLHD »

€ Hactpoiika nokanbHbIX (PErMoHaNbHBIX) OrpaHUYeHNii, BKItouas paboTy Ha paspeLLeHHbIX YacTOTHbIX
KaHa/iax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCS OTBETCTBEHHOCTHH MHCTa/NISATOPOB.

© BLI6GOp HeNpPaBMILHOTO PErOHa MOXET NPUBECTM K NPo6/IeMaM COBMECTUMOCTM C PasHbIMU
KTMEHTCKMMU YCTPOCTBAMM.

+ [nobasibHas u30/1s14usi — NPU YCTAHOB/IEHHOM dpniare BKOYAETCS U30/1LMS Tpadinka Mexay
KneHTamy pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

Ansa BCTYNJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHEe3aBNCMYHKO NMaMATb
HaXXMNUTE KHOIMKY «rlpI/IMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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6.6 MeH «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

6.6.1 TMogmeHo «CymmapHO»

B pasgene «CymmapHo» oTobpaxatoTcs HacTpoiikn Bcex VAP Ha paanonHTepdeiicax Radio 2.4 'y n Radio 5

Mu. MOXHO NOCMOTPETb HACTPOMKN KaxKA0i BUPTYyasibHON ToUkn B pasaenax VAPO-VAPG6.

-l TEX  woP-30LS
MonuTopnHr Radio VAP NDS CETeERIE HACTPOMKA BHewHue cepence Cucrema u X0,
CymmapHo » 24y 5My
240y Pexum TpaHcRMpoBaTh Pexum VLAN General HzonAumA
VAP  BrnwuyeHo OesonacHoOCTH VLAN ID $5ID S5ID Band Steer Trunk Mode General VLANID  aBoHeHTOB
50y .
VAPD [ BoiknioueHo WOP-30LS_2.4GHz
AP1 O Beinioseno WOP-30LS_2 4GHz-1
vAP2 D Beirnoueno WOP-30LS_2 4GHz-2
vaPs L Beirnioueno WOP-30LS_2 4GHz-3
MokazaTe BCE

VAPO-VAP6 — NopsAKOBbI HOMEP BUPTYasIbHOM TOUKN A0CTYNa;

Bk/1royeHO — npy yCTaHOBIEHHOM cp/iare BUPTyasibHasa TOYKa AOCTYyna BKNHYEHA, MHaYe — BbIK/IIOYEHa,
Pexxum 6e3ornacHocmu — Tun WNGPOBaHUA AaHHbIX, UCNO/b3YEMbIl HA BUPTYasibHOM TOUKe A0CTYNa;
VLAN ID — Homep VLAN, ¢ koToporo 6yzeT cHuMaTbeca MeTka npu nepegade tpaduka Wi-Fi knveHTam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nms BUpTyabHON 6ecnpoBOAHON ceTy;

TpaHcuposames SSID — npu ycTaHOBNEHHOM ¢h/iare BKKOYEHO BelaHune B adoup SSID, nHave —
BbIK/1HOYEHO;

Pexxum Band Steer — npu ycTaHOB/IEHHOM ¢h/iare akTMBHO MPUOPUTETHOE NOAKNIOYEHNE KneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeince un
aKkTMBMpoBaTb Ha HUX napametp «Pexum Band Steer»;

VLAN Trunk — npwv ycTaHOB/IeHHOM chnare aboHeHTY nepefaeTcs TermpoBaHHbI Tpaduk;

General Mode — npu ycTaHOB/IEHHOM dh/1are paspellaeTcsa nepegada HeTermpoBaHHoOro Tpadvka
COBMECTHO C TErMpoBaHHbIM (AOCTYMHO npw Bk/ItoueHHoM pexume VLAN Trunk);

General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHumatbcs MeTka 1 Tpadvk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrika B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelumBaTbest meTka General VLAN ID;

W3onayusi aboHeHmMos8 — Npy yCTaHOBNEHHOM chiare BKAKYEHa N30M18uusa Tpadinka Mexay KnneHtamm
B npegenax ogHoii VAP.

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmMmn N 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh

HaXXMUTE KHOMKY «[pUMeHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.6.2 TogmeHto «VAP»
ELTEX  woP-30LS

MOHHTORMHT Radio VAP WDS CeTeEbie HACTPOMEN BHelwHKe cepEMCH Cucrema - (Bbxog)

CymmapHo VAPO | VAP1  VAPZ  VAP3  VAP4  VAPS  VAPG
24TTuy> OOLWKWE HACTPOWKK
5Ty BrnioHeHo
VLAN ID O
S5ID WOP-30L5_2 4GHz
TpaHcnuposate SSI0
Perum Band Steer O
WVLAM Trunk O
General Mode
H3onsuma afoHeHTos O
Moggepkka 802 11kiv (B
Pennukaums Mulicast O
MpropuTET DSCP w
Pesxun Minimal Signal

IMHUMANEREIR YpoSEHE -100
cHrHana, gbm

Mopor ypoEHA CMrHana npu -100
POYMUHIE, AEM
HMuTepean Minimal Signal, ¢ 10
MakcuManehoe KoNW4ECTED 0
KMHEHTOS

Pestym GezonacHocTh BriknioueHo ~

Pextim OWE Transilion nong v

O6u1me HaCTPOIKU:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM doyiare BUpPTyaUibHas Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHa;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKMOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKAKOYEHO BelaHne B admp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM ¢hlare akTMBHO MPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
ceTun. Ans paboTbl hyHKLMM HYXXHO co3aaTb VAP ¢ oanHakoBbiM SSID Ha kaxaom paanonHTepdeiice n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npu yctaHoBNeHHOM chniare aboHeHTy nepefaeTcs TermpoBaHHbIl Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM chnlare paspellaercs nepegada HeTermpoBaHHoro Tpadmka
COBMECTHO C TermpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcsa meTka 1 Tpadmnk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on15yus aboOHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IIOYEHa N301aumMa Tpadouka Mexay KnneHtamu
B npegenax oaHoii VAP;

*+ lModdepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHaapToB 802.11k/v Ha BUpTyasibHOW TOUKe A0CTYnNa;

* Pennukayusi Multicast — npu yctaHoBneHHom chnare Multicast-Tpachmk B CTOPOHY KMEeHTOB ByaeT
npeobpasoBbiBaTbCA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAnTbL 6e3 Mogudmkaumis;
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* [Mpuopumem — BbIGOP crocoba npuopuTusaunn. Onpeaenser nose, Ha 0CHOBaHMN KOTOPOTo Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:
+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;
+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
naxkeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hnare dyHKUUSA OTKIo4eHns knneHnTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOoAunT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasia». ecnu «MuHUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
NOAKN0YEHMA NOOro KNneHTa. 1A cetell OTKPbITOro TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMPoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[aHHbIX, NepeaaBaeMbixX MO He3alULLEHHOW ceTu. [pn 3TOM OT nofnb3oBaTtenei He TpebyeTcs
KaKnX-TO AONOHUTENbHbIX AENCTBUIA U BBOAA NAPO/IA 419 NOAK/IUEHMS K CETU.

Mpw BbIGOPE AAHHOTO PexrMa 0TobpaxaeTca HepeaakTupyemoe none «Pexum OWE Trnasition'»,
yKasbiBawLee NHTepdenc ¢ OTKPbITbIM TUMOM LWIMGPOBAHUS, C KOTOPbIM HACTPOEHA CBA3HOCTb B
TEKYLL A MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXuBawLnmMm ayteHTudmkaumio OWE. Mpu nonbITKE NOAKAOYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexxunm OWE transition», knneHT, nogaepxusatowimii OWE, nogkniountcs K uinddpoBaHHOM
CETU, HACTPOEHHOI Ha YKadaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKpbITOM CeTn 6e3 WnpoBaHus.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindppoBaHus, npyn Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naposib, HE0OX04MMbINA 418 NOAK/IYEHNSA K BUPTYasibHOWM TOUke AocTyna.
[nvHa knoya coctaenser ot 8 o 63 cMMBOOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-Enterprise —
pexum LWndpoBaHUA KaHana 6ecnpoBOAHON CBA3M, MPY KOTOPOM K/IMEHT aBTOPU3YETCA Ha
ueHTpanmsoBaHHoMm RADIUS-cepsepe. [Ins HACTPOIKM AaHHOTO pexuma 6e3onacHocTn Tpebyetcs
ykasaTb napameTtpbl RADIUS-cepBepa. Takke TpebyeTtcs ykasartb ko 519 RADIUS-cepsepa.
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Mpu BbIGOpE OnpeAesnieHHOro pexuva 6e3onacHoCcT 6yayT AOCTYNHbI C/IeAyoLMe HAaCTPOK:

Pesin BezonacHocT \WPA2-Enterprise v
MFP OminkoueHo hd
PMKSA k3wmposanine
Mopnepswa 802.11r
Bpyunyio
FT-over-DS 0
Kniow moBunenore poctyna RO root
Know mobuneqore poctyna R1
Wnentucbukatop mobunsHoro 0
JAoMeHa
Betpeunbin MAC-anpec
MAC- YaaneHHbId Knwod YnaneHHbIA KN4 RRB RRB
Ne appec mobuneHoro noctyna RO mobuneHoro aoctyna R1 kntod RO knw4 R1
<+ [lobaeuTts CaepHyTs

* MFP — 3awmTa management-kagpoB (A40CTynHO npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexvmos
6e3onacHocTn MFP nepesoautcsa B coctosiHue Omk/1ro4eHo, Npuy BbiIbope pexnma 6e3onacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTtcs B COCTOSIHUE BK/IHOYEHO):

+ Omk/o4eHo — 3awmTa management-kaZ|poB OTK/THOYEH3;

+ OnyuoHa/ibHO — 3aluuTa paboTaeT, ecnu KNueHT nogaepxvsaet MFP. KnueHTbl 6e3 nognepxku
MFP mMoryT nogknountbes K gaHHoin VAP;

* Bk/oueHO — 3awmTa BKIKYEHA, KNMEeHTbI, He nogaepxmsatowime MFP, nogkniouuTLCA He MOTyT.

* PMKSA kawuposaHue — hiar ynpas/isieT BK/IIYEHNEM KILLVMPOBaHMA NHPOPMALMKN O NMOAK/THYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOYKA AOCTYNa 3anoMuUHaeT K/IMeHTCKoe
YCTPOMCTBO Noc/e aBTopu3aumm Ha 12 yacos 1 He TpebyeT NOBTOPHON ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NoAK/IYEHNN B TEYEeHKe 3TOro BpemeHu. BknoyeHre faHHoN yHKLMK coKpaLlaeT BpeMms
pPOYMUHIa npv BO3BpalLLeHUn KiimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

* 802.17r — chyHKUMOHAN BbLICTPOro POYMUHra, paboTaeT TONbKO C KIMeHTamu, KoTopble NogaepXusaroT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXeH ToNbko Mexay VAP ¢ pexumomM 6e30nacHOCTH
WPA2 1 Bblwe:

* [Moddeprxka 802.11r — BKNIOUNTb Nogaepxky ctaHgapta 802.11r Ha BUPTyasibHOW TOUKe AOCTYNa;
* BpyyHyro — npu ycTaHOB/IEHHOM (piare nosiB/ISeTCA BO3MOXHOCTb PYyYHOW HACTPOIKU
napameTpoB POYMUHIa;
* FT-over-DS — Bk/itoueHue pexuma «Over the DS»;
* Ksod MobusibHo20 docmyrna RO — yHVKasbHbIV KN4 Ans gaHHoin VAP, Hanpymep, CepuitHbIi
HoMmep;
* Koy mobusbHo2o docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHbl
ifconfig);
* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMeEp TPynMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnumaet 3HadeHnsa ot 0 go 65535;
* BcmpeyHbili MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepelica BCTpeUYHOW ToUkn goctyna. MakcmumasibHoe
KonmyecTso — 256,
* Y0asieHHbIl K/1to4 MO6U/IbHO20 docmyrna RO — yHUKabHbIV K104, fO/MKEH coBnagaTb C
«Knou mobunsHoro goctyna RO» Ha VAP BcTpeuHon T/,
*+ Y0asnieHHbIl ko4 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHon T/,
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH cosnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou R1» BcTpeuHon TA. AnvHa knova — 16 CMMBOSOB;
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* RRB ko4 R1 — cnyyaliHblii kntod. He gomkeH cosnagathb ¢ «RRB kitod RO», HO 06513aTe/1bHO
fonmxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knova — 16 CMMBO/OB.

RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

Mapons RADIUS cepeepa anA akkayHTHHra

®

I'Iepno,:l,nuecr{aﬂ OTNpaera arkayHTUHRa

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa,;
* lNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi UCMNOMb3yeTcs A5 ayTEHTMdMKALMN 1
asTopusauuu;
* Maposib RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, Mcnonb3yemoro ana ayteHtudmkaymm m
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe 4yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepsep;
* Vlcnosnb3oB8amb opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepsepa, ncnonb3yemoro assi
aKKayHTUHra,;
* [Maposb RADIUS-cepsepa 0151 akkayHmuHz2a — naposnbs ana RADIUS-cepBepa, ncnonb3yemoro asisi
aKKayHTUHra,;
« lNopm RADIUS-cepsepa 07151 akkayHmuHaa — nopT, KOTopbIi 6yAeT ncnosb3oBaH A5 cbopa akkayHTuHra
Ha RADIUS-cepsepe;
* [Nepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHna CKOPOCTU:

OrpaH4eHMA CROPOCTH

BrmouuTh

WAP Limit Down 0 koWt
WAP Limit Up 0 KGuTC
STA Limit Down 0 koWt
STA Limit Up 0 KEKTIC

* Br/1o4umb — aKTMBUPOBATH MOJIE HACTPOEK,;

+ VAP Limit Down — orpaHu4eHvne nponyckHoi cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/IMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, KonT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/ieH! OT TOYKM JocTyna Ao
KNMEHTOB (KaXA0ro B OTAENbHOCTM), NOAK/UYEHHbIX K AaHHoi VAP, Kout/c;

« STA Limit Up — orpaHuyeHune nponyckHoli Coco6GHOCTU B HarnpaB/ieHMN OT KNNEHTOB (Kaxkaoro B
OTAENbHOCTM), NOAK/OYEHHbIX K AaHHol VAP, o Toukn goctyna, Kbut/c.
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KoHTtponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTponk goctyna no MAC

Binio4eHo

MonuTrKa 3anpeTHTbL A

Cnuvcok MAC-agpecoE

[S]
@
@
o
h4
[s:)
@
@
]
L9}
w
9]
x

+ [pUMEHHTD X OTmena

* Bk/1o4eHO — npu ycTaHOBIEHHOM (hriare 6yaeT pabotaTtb BblbpaHHas NoAnTKa 4oCcTyna;
* [Monumuka — nonnTrka goctyna. Bo3amoxHble 3Ha4YeHus:
+ 3anpemums — K gaHHoi VAP GyaeT 3anpelleHo nogknyarbes knmeHtam, MAC-agpeca KOTopbIX
cofepxartcs B crnucke. Bcem ocTtasibHbIM JOCTYN 6yAeT paspeLlen;
+ Paspewums — K gaHHoin VAP 6yaeTt paspeLlleHo NnogknvaTbes ToNbKo TeM knaneHtam, MAC-
aZipeca KoTopbIX cogepXarcs B cnucke. BceM octasibHbIM 4OCTYN O6yAeT 3anpeLleH.
* Cnucok MAC-adpecos — cnucok MAC-agpecoB KNIMEHTOB, KOTOPbIM pa3peLUeH uan 3anpeweH 4ocTyn K
naHHon VAP. MoxeT cogepxaTb A0 128 aapecos.

[ns Toro yto6bl 406ABUTL afpec B CNUCOK, HAXXMUTE KHOMKY n 1 B nosieuBLueMcsi none seeante MAC-
aapec. Ytobbl yaanuTb afipec U3 Cnmucka, HaXKM1UTe KHOMKY E] B COOTBETCTBYIOLLIEI CTPOKE.
Ecnun Bo3HUKIa He06X0AMMOCTb A06aBUTb B cnMcok MAC-afpec KIMEeHTa, KOTOPbIA B AaHHbIA MOMEHT

NOAK/MOYEH K 6a30BOI CTAHLMKN, HAXKMWUTE B KOHLLE CTPOKW KHOMKY [:] 1 BblGEpUTE HYXHbIA afpec U3 CNncka,
OH aBTOMaTMYeCKN [06aBMTCA B NoJe.

Mo ymonyaHuto B cnncke otobpaxaetcsa Ao 10 agpecos. [18 TOro 4tobbl yBUAETbL NOJHbIV CAMCOK B CNy4vae,
€C/In OH coaepxuT 6onee 10 aapecos, HAXXMUTE KHOMKY «[MokasaTb BCE».

10 E0:D9:E3:VTABE:CO - *

MokasaTtb BCE

[N BCTYNNeHWs1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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6.7 MeHw «WDS»

B meHo «WDS» BbINoNHAETCA HacTpoiika 6ecnpoBofHbix MocToB mexay WOP-30LS.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

6.7.1 TogmeHto «WDS»

™
ELTEX  WwoP-30LS
MOHHTOPHHT Radio VAP wWDS5S CeTesbIE HACTPOREN BHELWHKHE CepEXCH CucTema n -
WDS » 24Ty 51Ty

BrnioueHo O

PexmmM GesonacHoCTH BbIkNHYeHn v

MAC-anpec paavomHTEpdERca 68:13:E2:35:1F:00
WHTepdencsl WDS

WHTephenc Berpeuneld MAC-agpec KaHansHaA cKkopocTe Nepegadn

wlan0-wds0 Auto v
wilan0-wds1 Auto A
wilan0-wds2 Auto v

wlan0-wds3 Auto v

(BEIXOa)

Bo Bknagkax «2.4 I'Tu» 1 «5 I'u» BblbnpaeTca pagnonHtTepdeiic ycTponcTea, Ha KOTOPOM HEOBXOAMMO
NocTpoOUTb 6GeCnPOBOAHON MOCT.

* Bk/1o4eHO — npu yCTaHOB/IEHHOM cpnare pPeXxnm 68CﬂpOBOﬂ,HOFO MOCTa BK/1l0O4EH, Ha4Y€ — BbIK/TIOYEH,

* Pexxum 6e3onacHocmu — PexuM 6e30nacHOCTV A0CTyna K 6ecnpoBOgHON ceTu:
* BbIK/MOYUMB — He CMNO0/b30BaTh LINGPOBaHME AN Nepeaayn JaHHbIX;

+ WPA2 — cnocob6 wmndpoBaHus, Npu BbI6ope KOTOPOro 6yaeT AOCTyMNHa cneaytollasi HacTpolika:

* Knrou WPA — kniou/naposb, Heo6XoAMbIii 415 NOAKMIOUEHUS K BCTPEUHOI ToUKe A0CTyna.

[nvHa knoya coctasnsieT oT 8 o 63 cMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdieinca gaHHOro yCTponcTsa;

* ViIHmepdpelic — Bbi6Op 1 BKNoUeHe WDS-uHTepdeliica, Ha KOTopoM 6yAeT NOCTPoeH 6ecnpoBoOaAHOM

MOCT;

+ BecmpeuHbili MAC-adpec — MAC-agpec pagnonHtepdelica BCTPEUYHOro YCTPOMCTBA, 40 KOTOPOro
HacTpanBaeTcs 6ecnpoBOAHON MOCT;

+ KaHasibHasi ckopocmb nepedaqu — (OUKCUPOBaHHas CKOPOCTb 6eCNPOBOAHON Nepefayn AaHHbIX,

onpegensiemas crneundmkaumsamn ctaHgaptos IEEE 802.11. s Kaxaoro nHtepgeica Bblbupaetcs

VHAMBUAYaSbHO.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBoacTso no akcnnyarauum WOP-30LS

6.8 MeHto «CeTeBble HaCTPONKN»

6.8.1 MogmeHto «CucTtemMHas KoOHUrypauus»

“LTEX  WOP-30LS

MoHUTOpIHT Radio VAP WDS CeTeBbie HACTPORKKM BHelwHWe cepeuckl Cuctema - (ebxoa)

CucTemHan KoHpMIypaLma » Wmm xocTa WOP-30LS
Doctyn leorpachuueckui root
AoMeH
VLAN ynpaenetua Terminating v
VLAN ID
MpoTokon DHCP w

MeperuHwi DNS

Bropuureii DNS

Vmsi xocma — ceTeBoe MMs YCTPOWCTBa, 3aZaeTcs cTpoka 1-63 cMMBOIOB: NaTUHCKNE 3arfiaBHble 1
CTPOUHble BYKBbI, LMPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBO/SIOM B UMEHM);
leoepacpuyeckuli 0OOMeH — [JOMEH y3/1a fiepesa YCTPOUCTB cucTeMbl ynpassieHns EMS, B KoTopom
pacnonaraeTcs Touka JOCTyna;

VLAN ynipagneHus.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

« Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCSt Ha Touke aocTyna (B 3Tom
cnyyae y K/IMEHTOB, NOAK/UYEHHBIX Yepes paanovHTepdeiic, HeT goctyna Ao agaHHoro VLAN);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

VLAN ID — npgentudpmukarop VLAN, ncnonb3ayemslii Ana AocTyna K yCTPONCTBY, NPUHUMAET 3HaYeHns 1-
4094;

lpomokon — BbIGOP NPOTOKO/A, MO KOTOPOMY ByAeT OCyLeCcTBNATLCA NoakveHne no Ethernet-
NHTEepdIecy yCTPOICTBa K CeTV NpefocTas/ieHns yCcyr nposangepa:

+ DHCP — pexum pab6oTbl, npu KoTopom IP-agpec, macka noacetu, aapec DNS-cepsepa, w3 no
YMOJIHaHMIO U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npn KoTopom IP-aapec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» ANs pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuuyeckuli IP — IP-agpec WAN-nHTepdoeiica ycTpoiicTBa B CeTu nposaiiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Ll/103 — afpec, Ha KOTopbI OTNpaBiseTcs NakeT, ec/v ANs Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.

+ lNepsu4dHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTca aBTOMaTMyeckn no npotokony DHCP, 3agaiTe nx Bpy4yHylo.

[Nsi BCTYN/IEHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.8.2 MoameHto «[ocTyn»

PykoBoacTso no akcnnyarauum WOP-30LS

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no

65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI MMETb OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [insa BKIIOYEHMA JoCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

M

eLTex

OHHTOPKHI Radio VAP

CucTeMHan koHburypauus

OocTyn »

WOP-30LS

CeTeBbie HACTPOREN BHEWHKWE CEpENCh CucT

WEB

HTTP-nopt 80

WEB-HTTPS

HTTES-napr 443

Telnet

SSH

METCOMF

SHMP

Maponb Ha YTeHKe public

Maponke Ha 3anKck private

Anpec gns npréma Tpanos vi

Anpec gns npréma Tpanos V2

Aapec gn\s npnéma coobweHna

Infarm

CUCTEMHOE MMA YCTPORCTEA WOP-30LS

KoHTakTHaa uHdopmauma Contact

NpoM3B0AWTENA

MecTonenoserne yeTpoicTaa Russia

Mapene & Tpanax frap

eMa - (sbixog)

MporpammHoe o6ecneveHne WOP-30LS no3BonsieT n3MeHsaTb KOH(Urypauuio yCTponCcTBa, NPOBOAUTL
MOHUTOPWHI COCTOSIHUS TOYKM AOCTYNa 1 e€ AaTUMKOB, a Takke yrnpas/ifaTbh YCTPOWCTBOM, UCMO/b3YS NMPOTOKO/

SNMP.
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PykoBoacTso no akcnnyarauum WOP-30LS

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ Maposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KON AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-30LS gocTynHo no cneaytowein cebinke: Onvcanve 01D Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.9 MeHio «BHellHne cepBUCbI»

6.9.1 TMogmeHto «MopTasibHasa aBTopusaums»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

ELTEX  woP-30LS

MOHHTOPHHT Radio VAP wWDSs CETEERIE HACTROWEN BHEWHWE CEpENCE CucTemMa - (BRIxog)

MopTansHas aETopUIauUmMa > BrnounTh

Agpec cepenca APE wsM92.168.1.1:8090/apb/broadcast

* Bk/irouums — Npy yCTaHOBMEHHOM donare Touka byaet noaknodaTbes K cepsucy APB, agpec kotoporo
yKasaH B none «Aapec cepsuca APB», ana obecneyeHns nopTasibHOro POyMUHra K/IMeHTOB;

+ Adpec cepsuca APB — aapec cepsuca APB ans noaaepXxkm poymuHra B peXxmme noptasibHoli
aBTopu3aumn. 3apaercs B oopmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.9.2 TMogmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnosnb3yeTtcs g/1a onTummnsauum pagmopecypcos (Radio Resource Management) u
aBTOMaTn4ecKon HacTpoiku 6ecloBHoro poymurra 802.11 k/r.

ELTEX  woP-30LS

MoOHHTOPKWHT Radio VAP WDS CEeTeEnie HACTPOWEN BHelwHue cepBrch: Cucrema - (BBIXOg)

MopTanbHas asTopHsaLMa BrmouMTE

Anpesc cepedca AirTune ws:M92 . 168.1.1:309%/apb/rrm

* Bksmoyumb — Npu yCcTaHOBNEHHOM hriare Touka dyaet nogknoyarscs K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns doyHkumin Radio Resource
Management n/wnmn poymudra 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmpy.

AirTune >

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHa».

60



6.10 MeHto «Cuctema»

PykoBoacTso no akcnnyarauum WOP-30LS

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.10.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHto «O6HOBNeHue MO ycTpoiicTBa» NpeaHasHaYeHo A5 06HOB/IEHUS NPOrPaMMHOro o6ecneyeHns

yCTpOWCTBa.

cLTEX

MoHHTOpHHT Radio VAP

OGHoENEHME MO YCTROHCTEE *
Kondmrypaums

Mepesarpyska

Maponb

HypHan

Oata v epema

WOP-30LS

CeTeEbie HACTPOHEN BHEWHWE CRpENCE: Cuctema - (BbIxOm)

AxTHEHEA BepcuA NO 2.5.0 build 322

Peseperan sepcwa NO 2.5.0 build 252

Axmyansnas sepcus 10 docmynna mo adpecy: hit

®ain ofHeEneHKA MO BriSepuTe Gain | Pain ve ewdpan

+ AkmusHasi sepcusi 10 — Bepcusi NporpamMmmMHOro obecrneyvyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro obecneyeHns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE, Ha
KOTOPYI MOXHO Nepekniountbest 6e3 3arpy3ku gaina MNo;
+ Coennamb akmusHoU — KHOMKa, NO3BONSAOLLLASA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTMBHas Bepcua MO B 3TOM c/iyyae CTaHeT

pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo o6ecneyeHmns

3arpysuTte chaiin MO c canta http.//eltex-co.ru/support/downloads/ v coxpaHuTe ero Ha kKomnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMNKY «BblGepuTe dann» B none dain obHosneHust MNO n ykaxuTe nyTb K dhaiiny MO B

dopmare .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEHME. MNpouecc
06HOB/EHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), mocne Yero
YCTPONCTBO aBTOMATUYECKM Nepesarpy3nTcs.

€ He oTkntouaiiTe NUTaHMe ycTpolicTBa 1 He BbINOMHSTE ero nepesarpy3ky B NpoLecce 0GHOBIEHNS

Mno.
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PykoBoacTso no akcnnyarauum WOP-30LS

6.10.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

ELTEX  woP-30LS

OGHoBMewne MO yerpoicTea Mony4nTs apxMe KOHHIyPaLMK ¢ P* Cradats
yCTpoHcTEa
KoHgmrypauma »

2arpysWTh ApXHE KOHGMIYPALMK BEriGepuTe hain | Dain He emdpad

Mepesarpyaka Ha yCTponcTED

Mapone

CEPoc Ha SABCACKNE HACTRORKY CoxpaHuTe NapaMeTpsl 40CTYNa

AypHan

Oata v Bpema

MoHMTOpKHHT Radio WAP WDS CEeTEELIE HACTPOWEN BHewHWe cepEnc: Cuctema - (EbXOT)

MNonyyeHne koHdbUrypaumm

UTO6bI COXPaHUTb TEKYLLYIO KOH(IUIYypaLuio YCTPONCTBA Ha /IOKasIbHbI KOMMNbIOTEP, HAXXMUTE KHOMKY
«CKavaTb».

O6HoBAEHME KOHJIMIYpaLIMn

[lnsa 3arpy3ky COXpaHEHHOro Ha 10KasIbHOM KoMMbioTepe dhaiina KoHdurypawmm ncnosib3yeTcs MyHKT

«3agpy3ums apxus KoHguaypayuu Ha ycmpolicmso». Ansi 06HOBNEHMSI KOHUTYpaLn YCTPOMCTBA HAXMUTE

KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHasi KOHUrypaums NpuMeHsIeTcsl aBToMaTUYecki 6e3 nepesarpysku yCTpoiicTea.

C6poc yCTpoiicTBa Ha 3aBOACKME HACTPOIiKK

UT0o6bI cenatb cOpOC BCeX HACTPOEK YCTPOMCTBA Ha CTaHA4AaPTHbIE 3aBOACKNE YCTAHOBKM, HOOKMUTE KHOMKY
«Cobpoc». Ecnn aktnBmposaH onar «CoxpaHuTb napamMeTpbl 4OCTynar, To 6y4yT COXpaHeHbl Te napameTpbl
KOHGpMIypaLmm, KoTopble 0TBEYAlT 3a A0CTYN K YCTPOoicTBY (HacTpoiika IP-agpeca, HACTPOKK gocTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.10.3 MogmeHto «Mepesarpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKUTE Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHMMaeT NPUMEPHO T MUHYTY.

ELTEX  woP-30LS

MoHHTOpKHHT Radio VAP WDS CeTeEbie HACTPOWKK BHELWHWE CEPENCH Cucrema - (BEbIXOA)

Obnoenenue MO yeTpokcTEa Mepesarpysea yeTpoRcTea £ MNepesarpysxa
Kondwmrypaums
Mepesarpyska »
Mapone
Aypran

Hara v Bpems
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PykoBoacTso no akcnnyarauum WOP-30LS

6.10.4 TMoameHto «Maponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

ELTEX wop-30LS

MoHMTOpKHHT Radio VAP wWDS CETEELIE HACTPOWERN BHewWHWE cepEnCH Cucrema - (BBixOg)

C]

OBnoenexue MO yerpoicTea MNapane

®

KoHurypawma MogTeepxgenue napana
Mepesarpyska
Mapone »

AypHan

Oara v epems

6.10.5 MogmeHto «KypHasn»

MoameHto «XKypHan» npegHasHauyeHo A5 HaCTPOVikM BbIBOJA PAa3HOr0 poAa OT/1afi0UHbIX COO6LLEHUI
CUCTEMbI B LIE/ISIX 06HAPYXEHNS NpUYKH Nnpo6iem B paboTe yCcTpoiicTBa.

ELTEX  woP-30LS

MoHHTOPKMHT Radio VAP WDS CeTEeERE HACTPOWEN BHEWHWE CEpEMCES Cuctema n - (EBIXOR)

OBHoEneHHe MO yeTpoiicTEa Pesom Cepeep u daiin A
KoHdmrypaums Anpec Syslog-cepeepa syslog. server
MNepesarpyara Maopt Syslog-cepeepa 214

Maponb Pasmep thaina, kb 1000

AypHan »

Oara v epema

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU hali/l — HhopMaLUs XypHasia COXpaHAeTcs B JIOKa/IbHOM oaitnie n AoCTynHa B
web-nHTepdelice yctpoiictea Ha BKknagke «MoruTopuHr/XKypHas cobbITnii,
+ Cepsep u ¢halin — nHopmauus XypHana oTnpasnseTca Ha yaasneHHblin Syslog-cepsep v
COXpaHseTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepsepa;
« Mopm Syslog-cepsepa — nopT ANs BXoAswmx cooblieHmnii Syslog-cepsepa (no ymonuanuio 514,
[loNyCTUMble 3HaYeHust 1-65535);
« Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.10.6 TMogmeHto «[aTta n Bpems»

PykoBoacTso no akcnnyarauum WOP-30LS

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

6.10.6.1 Bpyu4Hyro

eLTex

MoHHTOpKMHT Radio

VAP

OGHoENSHKWE MO yeTpoicTEa
Kondurypauus
Mepesarpyaka

Mapone

Aypran

[ata v Bpema »

wWDS CeTeBbie HACTPOWKX

WOP-30LS

Pexum
Data u BpeMA yeTpoHcTea

Yacosod noAc

BrniunTe nepexoj Ha neTHee
EpeMA

Mepexog Ha NeTHes EpaMA

Mepexon Ha 3HMHEE BPEMA

COBMI EPEMEHM (MIH. )

BrewHwe CEPEMCH

Cucrema

® Bpyusyrr O WTP cepeep
16.05.2024 10:50:54 | # Pensxvipoeate

Mockea, Pocoun A
(He enifpaHa)

(He ss0paHo) {He enibpanqa)

(re enibpana) (He 6&/0paH0) {ne suifpaqa)

&0

(Bbx0g)

+ [ama u spemsi ycmpolicmsa — Aarta v BpeMs Ha YCTPOCTBE B AaHHbI MOMeHT. Ecnn TpebyeTca

KOppeKUus, HaXMUTE KHOMKY «PefakTmpoBaTby,

+ [ama, spemsi — 3afiaiiTe TEKyLLYIO AaTy U BPEMS U HAXXMUTE KHOMKY «Tekyllas gata u Bpems»

[Ns ycTaHOBKM BpemeHu MK Ha yCcTpoIiCcTBO;

* Yacosol rnosic — nNo3BoNSET YCTaHOBUTb YaCcOBO NOAC B COOTBETCTBUM C 6vKaiLLmMM ropogom B

BaLleM pervioHe n3 3a4aHHOro Crnucka,;

* Bk/rouums nepexod Ha siemHee speMsi — Mpu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
Bpems OyaeT BbINO/THATLCA aBTOMATUYECKU B 3a4aHHbIli Nepuo BpeMeEHU:

* [Nepexod Ha /ilemHee BpeMs — AeHb 1 BpeMs, Koraa OyeT BbINO/HATLCA Nepexos Ha SieTHee

BpewmS;

* [Mepexod Ha 3umHee BpeMsi — [ileHb 1 BpeMsi, Koraa 6yaeT BbINOMHATLCS Nepexoq Ha 3uMHee

BpewmS;

« COBU2 BpeMeHU (MUH.) — Nepuof, BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUM BPEMEHW.
MoxeT npuHumathb 3HavyeHue oT 0 go 720 MuH.

[lna BCTynneHns B cUly HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMNKY «[TpuMeHUMb». NS OTMEHbl U3MEHEHU HaXXMUTE KHOMNKY «OmmeHar.
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6.10.6.2 NTP-cepsep

ELTEX  WoP-30LS

MOHHTOPHHT Radio VAP WDS CETEELIE HACTROWEN BHEWHWE CEpEMCES Cuctema n - {BBI0a)

OFHoENEHME MO yeTpoikcTEa Pesim ) Bpyunyee ® NTP cepeep

[aTa 1 Epema yCTpOMCTER 16.05.2024 10:51:41

KoHdurypauua
MTP cepeep poolntporg -
Mepesarpyska
_ Yacoeon noAc Mockea, Poccus ~
apone
Kypan BEMI4MTE NEPEXO] Ha NETHEE
Hypra
EpeMA
DNata u Bpema » Mepexod Ha NeTHee EpeMa (He exifpaHo) (He se/0paHO) (He exnibpaso) | B
Mepexod Ha 3MMHEE EPEMA (e sxifipaqa) (He sebpano) (He enibpana) |B
COBMr EpeMEHH (MIAH. ) 60

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[oMeHHOe MMA cepBepa CMHXPOoHM3aunn BpemMeHn. Bo3MoXHO 3aarts agpec
WNn BblOpaTh M3 CYLLLECTBYIOLErO CMNUCKa;
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAVKAALLMM rOPOAOM B
BalLeM pernoHe U3 3aaHHOro Crnmcka;
* Brsmoyums rnepexod Ha /iemHee speMsi — Mpu YCTaHOB/IEHHOM dp/iare nepexop, Ha nieTHee/3nmMHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NEPUOL BPEMEHN:
+ [Nepexod Ha nemHee BpeMs — OeHb U BpeMs, Korga 6yaeT BbINOMHATLCA Nepexo, Ha fieTHee
Bpems;
+ [Nepexod Ha 3uMHee BpeMs — [AeHb N BPeMS, Korga OyaeT BbIMO/THATLCA Nepexos Ha 3umMHee
Bpems;
« COBuU2 BpeMeHU (MUH.) — Nepuo, BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCSA CABUI BPEMEHW.
MoxeT npuHumartb 3HavyeHme oT 0 4o 720 MuH.

[N BCTYNNEeHWs1 B CUYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHWIA HAXXMUTE KHOMKY «OmmeHa».
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7 YnpaBrieHne yCTPOMCTBOM C NOMOLLIbIO KOMaHAHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiictBo WOP-30LS HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnm atoro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WOP-30LS: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HaCTpOﬁKa CTaTUu4yeCKux ceTeBbiX NapaMeTpoB TOUKU AOoCTyna

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# bro

WOP-30LS(config):/interface/br0# common

WOP-30LS(config):/interface/br0/commont# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-30LS)
WOP-30LS(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka noacetn)
WOP-30LS(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WOP-30LS(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WOP-30LS(config):/interface/br0/common# protocol static-ip (n3veHeHre pexnma paboTtsl ¢ DHCP Ha Static-
IP)

WOP-30LS(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

A06aBﬂeHMe cTarnvyeckoro MapiipyTra.

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS(config):/route# add default (rae default — HazsaHve maplipyTa)

WOP-30LS(config):/route# default

WOP-30LS(config):/route/default# destination X.X.X.X (rae X.X.X.X — [P-agpec cetv uiv y3/a HasHavyeHus,
ona gedpontHoro mapupyta — 0.0.0.0)

WOP-30LS(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka cetn HasHavyeHns, /15
aedpontHoro mapupyta — 0.0.0.0)

WOP-30LS(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-azgpec wwo3a)
WOP-30LS(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont# exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—~ o~~~ —~ —
—_— N

HacTpoiika nony4yeHus ceteBbiX NapameTpoB no DHCP

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common
config):/interface/br0/commont protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~ —
_ = —

© HauuHas c Bepcun MO 2.2.0 ecTb BO3MOXHOCTb 3aAaBaTb MTU uepes DHCP (option 26).
3HauyeHne MTU, nonyyeHHoe no DHCP, nmeet 60NbLUMIA NPUOPUTET, YEM NapamMeTp, 3afaHHblin B
KOHcpurypauumn.

€ Pasmep MTU ans bridge gomkeH 6bITb He 6oblUE, YeM HaUMeHbLLKIA pasmep MTU Ha uHTepdbeiicax,
KOTOpble HaxoAATcst B 3ToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpelice

WOP-30LS(root):/# configure

WOP-30LSL(config):/# interface

WOP-30LS(config):/interface# bro

WOP-30LS(config):/interface/br0# common

WOP-30LS(config):/interface/br0/common# mtu X (rge X — pasvep MTU B 6ainTax. Bo3MoOxHble 3Ha4YeHns: 1-
2490. No ymonyaHuto: 1500)

WOP-30LS(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

7.2.1 HacTpolika ceTeBbIX NapamMeTpoB C NOMOLLbI0 YTUANTLI set-management-vlan-mode
HeTerupoBaHHbIA gocTyn

MonyyeHne ceTeBbix HACTPOEK No DHCP:
WOP-30LS(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-30LS(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LL/03)

AocTtyn yepes VLAN ynpaBneHus B pexume Terminating

[MosiyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LS(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNONb3YEMbIA 4151 A0CTyNa K YCTPOMUCTBY. BO3MOXHblE 3HAUEHUS: 1-4094)

Cratnyeckme HacTpOWKK:

WOP-30LS(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii 4515 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu103)

Aoctyn uepes VLAN ynpaBneHus B pexume Forwarding

[MoniyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30LS(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHble 3HAUeHUS: 1-4094)

Cratnyeckme HacTpOiKK:

WOP-30LS(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii 415 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — Lu103)

3aBeplUeHMe U COXPaHEHME HaCTPoeK

WOP-30LS(root):/# save (coxpaHeHne HacTpPOoeK)
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7.2.2 HacTtpoiika yganéHHoro ynpasieHus

Hactpoiika SSH

WOP-30LS(root):/# configure

WOP-30LS(config):/# ssh

WOP-30LS(config):/ssh# enable true (ynpasneHve ygasiéHHbIM AOCTYNOM Mo SSH. A OTKNH0YeHUS
BeBeauTe false. [10 ymo4aHuio: true)

WOP-30LS(config):/sshi# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuto: 22)

WOP-30LS(config):/sshi session-limit X (rae X — makcumasibHoe konn4yecTBo SSH-ceccuin. Mo ymonyaHuio:
5)

WOP-30LS(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WOP-30LS(root):/# configure

WOP-30LS(config):/# telnet

WOP-30LS(config):/telnet# enable true (ynpasneHue yganéHHbiM 4oCTynom no Telnet. NS OTKNIOYEHNS
Beegure false. o ymonyaHuto: false)

WOP-30LS(config):/telnet# port X (rae X — nopt. o ymonvaHumio: 23)

WOP-30LS(config):/telnet# session-limit X (rge X — makcumansHoe konuyecTso Telnet-ceccuid. o
YMOJ/14aHMI0: 5)

WOP-30LS(config):/telnet# save (coxpaHeHVe HaCTpPOeK)

7.2.3 HacTtpolika ceTeBbIx napamMmeTpoB IPv6

& Mo ymonuaHmio foCTyN K YCTPOICTBY N0 NPOTOKONY IPV6 Ha Touke AOCTyna OTK/OUEH.

BKnloueHue goctyna K ycTpoicTBy No nNpoTokosny IPv6e

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
DHCP)
WOP-30LS(config):/interface/br0/common/ipv6# enabled true (BKk/1t04eHne JOCTyNa K YyCTPOMCTBY M0
npotokosny IPv6. Ans BbiknoveHns seegute false)

WOP-30LS(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 rno

—_ e~~~ —~ —
_ = —
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HacTpolika cTaTuiueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# bro

WOP-30LS(config):/interface/br0# common

WOP-30LS(config):/interface/br0/commont# ipv6

WOP-30LS(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rze
XXXXXXXX XXX XXXX XXX XXXX XXX X XXXX — cTaTruyeckuin IPve-agpec ycTpoictea WOP-30LS)
WOP-30LS(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npecpuke cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o ymMoi4aHuto: 64)
WOP-30LS(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKazbiBaeTcs |Pv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WOP-30LS(config):/interface/br0/common/ipvé6# dns-server-1

XOOOCEXOOOKE XXX XXXEXXXX XXX EXXXXTY (rae XXXX:XXXXXXXX XXX XXXXXXXX XXX XXXX /Y — [Pv6-
agapec DNS-cepBepa Nel ¢ npedonkcom)

WOP-30LS(config):/interface/br0/common/ipv6# dns-server-2

XOOOCEXOOOKE XXX XXXEXXXX XXX EXXXXTY (rae XXXX:XXXX XXX XXX XXXXXXXX XXX XXXX /Y — [Pv6-
agapec DNS-cepBepa Ne2 ¢ npedonkcom)

WOP-30LS(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHne 1CNoIL30BaHNs
cTaTnyecknx cetesblx IPv6 NapameTpoB. A5 noslyvyeHns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WOP-30LS(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne J0OCTyNa K YCTPOMCTBY M0
npotokony IPv6. 115 Bbiko4eHUs BBeaunTe false)

WOP-30LS(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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7.3 HacTpolika BupTyasnbHbIx Todek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPA3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnuHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spgaHue VAP 6e3 WnMd)poBaHUs C NePUOAUUYECKOi OTNPaBKOii akkayHTUHra Ha RADIUS-cepBep

WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure
config):/# interface
config):/interface# wlan1-va0

WOP-30LS(config):/interface/wlanl-va0# vap

WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_open' (13veHeHve nveHn SSID)
WOP-30LS

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode off (pexvmv wndgposanus off — 6e3 napons)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHne OTNpasky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb a1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHVIE NEpUOANYECKON
OTnpaBKK co06LLEeHUI «Accounting» Ha RADIUS-cepBep. Mo ymonyanutio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas1 OTNPasKky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# exit

WOP-30LS(config):/interface/wlanl-va0# common

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

)
)
)
config):/interface/wlanl-va0/vap# ap-security
)
)
)

o~~~ o~~~ o~~~ —~
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7.3.2 Hactpoiika VAP c wndposaHnem OWE

Co3spgaHue VAP ¢ wnudposaHnem OWE

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_owe' (13veHeHne nveHn SSID)
WOP-30LS(config):/interface/wlanl-va0O/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexum wvdposaHns OWE —
LUMdopoBaHHOE coeanHeHne 6e3 BBoAa Naposis. B Takom pexunme cMOryT NOAKAKUUTLCA TONbKO KUEHTbI
Wi-Fi 6)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHVe OTNpaBky COOBLLEHNIN
«Accounting» Ha RADIUS-cepsep. Mo ymonyanuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb a1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHVIE NEpUOANYECKON
OTnpaBKy cO06LLEeHNIA «Accounting» Ha RADIUS-cepsep. Mo ymonyaxuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNPasky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# exit

WOP-30LS(config):/interface/wlanl-va0# common

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~ —
_ N —
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7.3.3 Hactpoiika VAP c wudposaHnem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WOP-30LS(root):/# configure
WOP-30LS(config):/# interface
WOP-30LS(config):/interface# wlanl-va0 (HacTpoiika ckpbiToro VAP ¢ wmndposaHnem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)
WOP-30LSL(config):/interface/wlanl-va0O# vap
WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_owe' (13VveHeHne nveHn SSID)
WOP-30LS(config):/interface/wlanl-va0/vap# hidden true (CkpbiTh VAP)
WOP-30LS(config):/interface/wlanl-va0O/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexxum wndgposaHmns OWE —
LUMdpoBaHHOE coearHeHne 6e3 BBoAa Napons. B Takom pexmnme cMOryT NOAKAUUTLCSA TONbKO KTUEHTbI
Wi-Fi 6)
WOP-30LS(config):/interface/wlanl-va0O/vap/ap-security# owe-transition-interface wlanl-val (ykasaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
TekyLwmm VAP c wndpposaHnem OWE, a npoune knneHTol 6yayT paboTarb € OTKPbIThbIM VAP)
WOP-30LS(config):/interface/wlanl-va0O/vap/ap-security# exit
WOP-30LS(config):/interface/wlanl-va0/vap# exit
WOP-30LS(config):/interface/wlanl-va0# common
WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/it0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlan1l-va0/commont exit
WOP-30LS(config):/interface/wlanl-va0# exit
WOP-30LS(config):/interface# wlanl-val (HacTpoiika VAP 6e3 wnposaHms)
WOP-30LS(config):/interface/wlanl-val# vap
WOP-30LS(config):/interface/wlanl-val/vap# ssid 'SSID_WOP-30LS_open' (13veHeHne nveHn SSID)
WOP-30LS(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HaCTpoek pexrmva 6e30MnacHoCTy
Ha VAP)
WOP-30LS(config):/interface/wlanl-val/vap/ap-security# mode off (pexuvm wncpposaHms off — 6e3 naposns)
WOP-30LS(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-va0 (ykasaxHve VAP
C pexumom wncpposaHme OWE, K KOTOPOMY HesIBHO ByayT noaktoUeHbl kimeHTbl Wi-Fi 6, ocTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WOP-30LS(config):/interface/wlanl-val/vap/ap-security# exit
WOP-30LS(config):/interface/wlanl-val/vap# exit
WOP-30LS(config):/interface/wlanl-val# common
WOP-30LS(config):/interface/wlanl-val/common# enabled true (Bk/it0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
( )
( )
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WOP-30LS(config):/interface/wlanl-val/commont exit
WOP-30LS(config):/interface/wlanl-val# save (CoxpaHeHne HacTpoek)
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7.3.4 HacTtpoiika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal c neprmoamueckoii oTNpaBKoii akkayHTUHra
Ha RADIUS-cepBep

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlanl-va0

WOP-30LS(config):/interface/wlanl-va0# vap

WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_Wpa2' (n3vieHeHne nmenn SSID)
WOP-30LS(config):/interface/wlanl-va0O/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexum wnposarHmns — WPA/
WPA2)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1104/naposis,
HeoOXoANMbIA A5 NOAKUYEHNSA K BUPTYaslIbHOM TOUke AocTyna. [iMHa Kda Ao/mkKHa CoCTaBNATb OT 8
[0 63 CUMBO/IOB)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHne OTNpasky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa, UCrnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb a1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t0H4eHVIE NEpUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPasKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# exit

WOP-30LS(config):/interface/wlanl-va0# common

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/l0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

_ N —
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7.3.5 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise C NeprMoguuecKoii oTnpaBKoii
akkayHTMHra Ha RADIUS-cepBep

WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WOP-30LS(config):/interface/wlanl-va0# vap

WOP-30LS(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30LS_enterprise' (13vieHeHne nveHn SSID)
)
)

—_ e~~~ —~ —

WOP-30LS(config):/interface/wlanl-va0/vap# ap-security
WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexxum wudposaHns — WPA/
WPA2-Enterprise)
WOP-30LS(config
WOP-30LS(config
WOP-30LS(config
WOP-30LS(config
cepsepa)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTOpbIi
NCnosib3yeTcs Asis ayTeHTudmkaumm n astopmsaumn. Mo ymonyaxmio: 1812)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — naposns a1 RADIUS-
cepBepa, UCNonb3yeMoro Ans ayTeHTudgmkalmm n asTopmsaimm)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHne OTNpasky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb a1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHVIE NEpuoaNYECKOin
oTnpaBku coobueHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas1 OTNPasKky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# exit

WOP-30LS(config):/interface/wlanl-va0# common

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/l0ueHne BUPTYasIbHOM TOYKN JOCTYNA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

interface/wlanl-va0O/vap/ap-security# exit

interface/wlanl-va0O/vap# radius

interface/wlanl-va0/vap/radius# domain root (re root — IOMeH Nosb3oBaTesis)
interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-

_ N —
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7.3.6 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmeit

KomaHgb! AN HACTPOIiKM NOpTanibHOI aBTOpPU3aLuMmu C OTNPaBKOI akkayHTUHra Ha RADIUS-cepBep

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxviv wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30LS' (n3veHeHne nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazars URL BUpTYyasibHOro noprana)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bxounts MAC-
aBTOpM3aLMio NOPTasibHbIX NOMb30BaTesnei Yepes APB cepBuC (A0CTYMNHO TO/bKO € SoftWLC 1.34.1 1 BbiLue).
Mo ymonuaHutio: false)

WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# enabled true

o~~~ o~~~ o~~~ o~~~
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WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# domain root (rze root — gomeH rnonb3osarens)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHne OTNpasky COOBLLEHNN

«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons ans RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHVIE NEpUOaNYECKO
OTnpaBKK cO06LLEHUI «Accounting» Ha RADIUS-cepBep. Mo ymonyanutio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# exit

WOP-30LS(config):/interface/wlanl-va0/vap# exit

WOP-30LS(config):/interface/wlanl-va0# common

WOP-30LS(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIE BUPTYa/IbHOM TOYKN [,OCTYMA)
WOP-30LS(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)
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7.3.7 HacTtpoiika VAP c BHelLHel nopTasibHOM aBTopu3auueit

KomaHAb! AN HACTPOIiKM BHELLHEN NopTa/ibHOI aBTOpU3aLmum

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxwvim wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30LS(config):/interface/wlanl-va0/vap# ssid '"Portal_WOP-30LS' (n3meHeHve nvmeHn SSID)
WOP-30LS(config):/interface/wlanl-va0/vap# captive-portal
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bk/itoueHne
noAAepXKN BHELLHEN nopTanbHOW aBTopu3auymu. Mo ymonyaHuto: portal)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (yka3aTb URL BHELLUHEIO BUPTYasIbHOro
nopTtasia B COOTBETCTBUM C Tabnuuen 8)
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# enabled true
(
(

o~~~ o~~~ o~~~ —~
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WOP-30LS(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-30LS(config):/interface/wlanl-va0/vap# radius

WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopmsanunn)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# auth-password secret (rge secret — napons an1s RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopmsanun)

WOP-30LS(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasats MAC-
aZlpec KnneHTa B kauecTBe naposns B RADIUS 3anpocax. o ymonyaHutio: false)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmat MAC-
aZipeca KnneHTa, KoTopblil 6yaeT dourypmpoBaTb B RADIUS 3anpocax. PyHKLUMOHaN paboTaeT TONbKO Mpu
ycnosun use-macaddr-as-password = true. 10 YMOYAHMID: XXXXXXXXXXXX)
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

_ N —

© /15 nonyyenns nHdopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHe NopTasibHOM aBTopu3aunm

MapameTtp

<NAS_ID>

<SWITCH_URL>
<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>

<NAS_IP>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnu B system. Ecnv He 3afiaH HU OAMH M3 3TUX NapameTpos, TO B
kayecTBe NAS ID B RADIUS- u HTTP(S)-nakeTtax 6yaeT ucnonb3oBatbca MAC-aapec T/,

JlOMeHHOe MMS$l, KOTOPOE NMOoKa3bIBAETCS KTMEHTY NpW NepeHanpas/ieHni
MAC-agpec T[4

MAC-agpec kineHTa

SSID

URL, KOTOpbIi M3Ha4Ya/IbHO 3anpaluvBasl KNMeHT

IP-agpec T4
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7.3.8 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-va0# vap

WOP-30LS(config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepsepa)
WOP-30LS(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gonosHnTesisHoro RADIUS-cepsepa)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec
aonosniHutenibHoro RADIUS-cepBepa B KOHpurypaumn)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — [P-
agpec RADIUS-cepBepa)

WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rge X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (r/e secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret —
naposnb Ans RADIUS-cepBepa, NCMNOosb3yeMoro A5 akkayHTUHra)
WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (re order — npuoputeT RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHdourypaumto )

WOP-30LS(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

—_— o~~~ —~ —~

7.3.9 [ononHutenbHble HacTpoikn VAP

Ha3HaueHune VLAN-ID Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

BknroueHue pexuma Band Steer

WOP-30LS(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/itoueHne pexrva Band Steer. [1/15
oTK/o4eHns Beeaute false)
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BkntoueHue VLAN trunk Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# vlan-trunk true (BktoueHve VLAN Trunk Ha VAP. 115
oTK/o4YeHns BeeaunTe false)

BkntoueHue General VLAN Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bi/itoueHne General VLAN Ha SSID. [115
oTK/o4eHns Beeaunte false)
WOP-30LS(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi60op cnocob6a npuopuTusaymum

WOP-30LS(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHann3 nprvoputeta ns nons CoS (Class
of Service) TErMpoBaHHbIX NAKETOB. 3HAYEHME N0 YMO/IYaHuto: true. B aTOM criyyae aHanm3mpyetcs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)

BknroueHue pexuma MFP (802.11W)

WOP-30LS(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1t0unTh 3aLMTy management-
Kaapos (thpeiimoB). required — TpebyeTca nogaepxka MFP OT K/iMeHTa, KNneHTbl 6e3 MFP He cMmoryT
noakounThCA. capable — coBMecTMMO ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkounTbes. Ans
oTKNoYeHns seeauTe off)

BkoueHue Ucnosib3oBaHus TLS npu aBTopusauum

WOP-30LS(config):/interface/wlanl-va0/vap/radius# tls-enable true (1criosib3oBath TLS npu asTopusanmu.
[na otknoueHus seeaute false)

BKNoYeHUue CKpbITOro SSID

WOP-30LS(config):/interface/wlanl-va0/vap# hidden true (Bk/1toueHve ckpbiToro SSID. 715 OTK/IUEHNS
BeeauTe false)

Bk/lo4eHMe U30NALUN KNTMEHTOB Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# station-isolation true (Bi/1t0ueHVe n301ALMY Tpadivka Mexay
KnneHTamu B npegenax ogHol VAP. Ansa oTknoueHns seegue false)

OrpaHuuyeHne KonuyecTsa K/iMeHToB Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — MakcumasibHO AOMYyCTUMOE YACTIO
NOAKNOYAEMbIX K BUPTYa/IbHOW CETU K/TMEHTOB)
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PykoBOACTBO No akcnyatauum WOP-30LS

BkloueHue penivkauun MyibTUKacToBoro Tpacgmka Ha VAP

WOP-30LS(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHne penvkaumn
MynbTUKacToBoro Tpaduka Ha VAP. [ina oTkaoyeHus seegute false)

BknroueHue Minimal Signal u Roaming Signal

WOP-30LS(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/1t04eHNE CMO/L30BAHNISA
doyHKumMoHana Minimal Signal. 18 oTkntoveHus Beegute false)
WOP-30LS(config):/interface/wlanl-va0/vap# min-signal X (re X — noporosoe 3HaueHve RSSI, npu
[OCTUXKEHMM KOTOPOro ToUka byaeT OTkK/touaTh KnneHTa ot VAP. [NapamMeTp MOXET NpUHUMaTh 3HaUYeHUs
0T -100 A0 -1)

WOP-30LS(config):/interface/wlanl-va0/vap# check-signal-timeout X (rae X — neprioz BpemeHn B cekyHaax,

MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETN)

WOP-30LS(config):/interface/wlanl-va0/vap# roaming-signal X (rge X — noporosoe 3Ha4deHne RSSI, npu
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepekItodeHne KITIMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WOP-30LS(config):/interface/wlanl-va0/vap# local-switching true (Bk/1t0ueHvie nepegayy aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. s oTkntoveHust BeeanTe false. [10 yMOIYaHUIO BbIK/THOYEHO)
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HacTtpoiika orpaHM4eHnUsi CKOPpOCTH

HacTpoiika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAe/IbHOCTU), MOAK/IOYEHHbIX K
[aHHoIA VAP, 1O TOUYKW AocTyna:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (r1e X — maxkcumasibHas ckopocTb B
KOUT/C N nakeTbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t0ueH e weiinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-rxi# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWeiinepa B HanpaB/AeHUN OT TOYKU AO0CTYNa A0 KINEHTOB (K Oro B OTAe/1IbHOCTU
NOAKNIOYEHHbIX K AaHHOIA VAP:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (r1e X — makc/masibHas CKopocTb B
KOUT/C N nakeTbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-sta-txi# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacrTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CYMMeE), NOAK/IOMEHHbIX K AaHHOI VAP, oo
TOYKM gocTtyna:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — MakcumasibHas CKOpocThb B
KOUT/C N nakeTbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMarThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-rxi# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWelinepa B HanpaB/AeHUN OT TOYKU AO0CTyNa A0 KINEHTOB (B cyMMe), NOAKTYEHHbIX K
[aHHoA VAP:

WOP-30LS(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — MakcumasibHas CKOpoCThb B
KOUT/C N nakeTbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)
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HacTpoiika orpaHuyeHuns LMPOKOBELLATENIbHOIO Tpaduka

HacTpoiika weiinepa B HanpaBaeHUW OT K/IMEHTA A0 TOYKU AoCcTyna:
WOP-30LS(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rge X — MakcumasibHas CKOpocTh B
KOUT/C N nakeTbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueHve Wwelinepa. MoxeT
npuHumaTth 3HadyeHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaBAeHUU OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30LS(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rge X — MakcumMasibHast CKOpOCThb B
KOUT/C NI nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve welinepa. MoxeT
npuHumaTth 3HadyeHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpolika orpaHu4yeHUst MHOroagpecHoro Tpadmka

Hactpoiika weiinepa B HanpaB/E€HUW OT K/IMEHTA A0 TOYKU AOoCcTyna:
WOP-30LS(config):/interface/wlan1l-va0/vap# shaper-mcast-rx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — MakcrumasibHast CKOpoCTh B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/toueHve werinepa. Moxet
npuHumaTth 3HavyeHue: kbps — K6UT/c, pps — NakeTbl/C, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/€HUN OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30LS(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rge X — makcumasibHasi CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bk/toueHve werinepa. Moxet
npuHumaTth 3HavyeHue: kbps — K6UT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-30LS(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTpolika KOHTpona goctyna no MAC

WOP-30LS(config):/interface/wlanl-va0/vap# acl

WOP-30LS(config):/interface/wlanl-va0/vap/acl# mac

WOP-30LS(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXXXXOEXXXKXX — MAC-
ajZipec ycTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLLnTb/3anpeTuTb AOCTYyN. ANa yaaneHust agpeca us
crnucka ncnonb3yinte komaHay del)

WOP-30LS(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-30LS(config):/interface/wlanl-va0/vap/acl# policy allow (BLI60p nonmTrkn. Bo3moxHbIE 3HaYEHNSA:
allow — paspeluarb NOAKYEHNE TOBKO TEM KiMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTCsi B CMUCKE;
deny — 3anpeulatb NOAKIOHEHNE KNIMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTcsi B CMCKe. 3HaYeHne no
yMO/14aHuto: deny)

WOP-30LS(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t0ueHve KOHTpONA focTyna no MAC. Ans
oTK/o4YeHns BeeaunTe false)

WOP-30LS(config):/interface/wlanl-va0/vap/acl# exit

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHsaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHOW ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMAM 6e30NacHOCTY peasin3oBaTb 3alUTy OT MNOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnegyrowme pexmmMbl paboThbl:

on-connect — pexunm 6/710KMpyeT BCe NOMbITKA NOAKIOYEHNST YCTPOCTB Yepes Wi-Fi, B ciydae ecsiv MAC-
aZpec yxe n3yyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/04aeT NoAkNKYEHHOro knmeHTa no Wi-Fi, B cniyyae ecnu ero MAC-agpec cTtasi
n3y4yeH Ha Ethernet-nopTy TOUkM AOCTyNna (PeXMM NOMOraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
pOyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNEe HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/Il0HaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

Q Mpwu BbicTaBneHUn pexumos full u on-connect poyMUHT Wi-Fi KNMMEHTOB MOXET yXyALUNTbCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNagatoT Ha OCTaslbHble TOUKM JOCTYNa CeTu U
ero MAC n3yvyaercs Ha BCcex ToUkax AOCTyna CeTu, Mo3ToMy Mpu POyMUHIE KIIMEeHTa, B Clyvae ecsn
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenogk/toyeHne MOXeT NPOUCXOANTb
LNINTENbHOE BpeMS.

WOP-30LS(config):/interface/wlanl-va0/vap# fdb-filtering
WOP-30LS(config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bx/itoueHne yHkyoHana. [Ans
oTkNtoveHns seeauTe false. 3HaueHne No ymonyaHuto: false)
WOP-30LS(config):/interface/wlanl-va0/vap/fdb-filtering #mode full (c160p pexuma paboTsl. 3HaveHne rno
ymosn4vaHuio: by-eth-event)

WOP-30LS(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WOP-30LS(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.
HacTtpoiika 802.11r Ha TA1

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa /IbHbIV KITHOY 15
[aHHOI VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (f0veH fo/mkeH coBrnagaTh Ha
BCTpe4HbIX VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa IbHbI
KN4y BCTpeyHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCcTpeuHoi VAP Ha T/[2)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaarh C rl-kh-key
BCTpeuHon TA2)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA2)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t04eHVIEe PabOTLI TOUKM AOCTYNA M0
NpoTOoKo/y 802.11r)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

86



PykosogcTso no akcnyataumm WOP-30LS

HacTpolika 802.11r Ha T2

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIV KITHOY 15
AaHHoro VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (f0veH fo/mkeH coBrnagaTs Ha
BCTPEYHbIX VAP)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTeppelica BCTPEYHO Toukn goctyna — T/A1)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHu1Ka/IbHbIA
KN4y BCTpeyHoi VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeuHon TA1)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t04eHVIEe PabOTLI TOUKM AOCTYNA M0
npoTokosny 802.11r)

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/1e
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/1e
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r/e 36 —
KaHaJsl, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHne paboTbl TOUKN
[0CTyna no NnpoTokosny 802.11Kk)

WOP-30LS(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHne paboThl TOUKN
[ocTyna no npotokosy 802.11k/v)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)

7.4 Hactpolika AirTune

HacTtpoiika AirTune

WOP-30LS(config):/# airtune

WOP-30LS(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rje 192.168.1.20 — |P-
aZipec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WOP-30LS(config):/airtunet# dca true (BKtO4YeHNe (PyHKLMOHANA ANHAMUYECKOTO pacnpeiesieHnsa KaHasloB.
[na otknoueHus seeaute false)

WOP-30LS(config):/airtunet tpc true (BktoUeHVE yHKLMOHaIa aBTOMAaTNYECKOro

ynpaBfieHnst MOWHOCTbL0. 15 oTkNoveHns seeanTe false)

WOP-30LS(config):/airtunet# load-balance-80211v true (Bk/1l0ueHVe PYHKLUMOHaNA BanaHCnpPOBKA KITMEHTOB.
[na otknoueHus seeaute false)

WOP-30LS(config):/airtune# enabled true (Bk/toueHne B3aumMogencTems ¢ cepsucom AirTune. s
oTK/o4YeHns BeeauTe false)

WOP-30LS(config):/airtune# save (coxpaHeHne HacTpoek)

[ns aBTomartunyeckoi HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke J4OCTyna HeEO6X0AMMO BK/THOUUTb
dyHkumnoHan 802.11r, 4n1a 3TOrO BbINOAHUTE CNEeAYOLME HACTPONKK:

HacTtpoiika 802.11r yepe3s AirTune

WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1toueHVie paboThbl TOUKM LOCTYNA M0
NPOTOKO/y 802.11r)
WOP-30LS(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v yepes AirTune

WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHME NOALEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WOP-30LS(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumn koHTponnepa SoftWLC.

7.5 HacTtpoiiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin BbiIbop paboyero kaHana. a1 1oro 4toobsbl
YCTaHOBUTb KaHa1 BPYYHYH N CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paauouHTepdgeiica

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0

WOP-30LS(config):/interface/wlan0# wlan

WOP-30LS(config):/interface/wlan0/wlan# radio

WOP-30LS(config):/interface/wlan0/wlan/radio# channel X (re X — HOMep cTatnyeckoro kaHasna, Ha
KOoTOopoM byaeT paboTtarb Touka)

WOP-30LS(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne aBTOBLIOOPa KaHana. [ns
BK/IOYEHMA BBeaAUTE true)

WOP-30LS(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHNE VCNO/IL30BAHNS
OrpaHNYeHHOro cnmcka KaHanos. [15 BKNH4YeHns1 BBeAUTeE true)
WOP-30LS(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wvprHa kaHana. NapaveTp moxer
npuHMmaTth 3HaveHue: o Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-30LS(config):/interface/wlan0/wlan/radio# tx-power X (r1e X — ypoBeHb MoOLHOCTL B ABM. MNapameTtp
MOXeT NpuHUMaTh 3HadveHue: ans Radio 1: 0-11 abm; an1s Radio 2: 0-11 agbm)
WOP-30LS(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MYHMMa/IbHbLIV YPOBEHL MOLLHOCTY
B AbM. NapameTp MOXET NpMHUMaTh 3HadeHue: ans Radio 1: 0-11 abm; ansa Radio 2: 0-11 abm)
WOP-30LS(config):/interface/wlan0/wlan/radio# tx-power-max X (re X — Makc/masibHbIA YPOBEHb
MOLLIHOCTM B ABM. lMapaMeTp MOXET NpuHMMaTb 3HaveHue: and Radio 1: 0-11 gbm; ansa Radio 2: 0-11 abm)
WOP-30LS(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI ClieAYyloLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NpUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

7.5.1 [ononHutenbHble HacTpoiikm Radio

HacTpoiika orpaHM4eHHOro CNUcKa KaHasoB

WOP-30LS(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/110ueHvie ncnons3osaHna
OrpaHNYeHHOro cnMcka KaHa0B B paboTe aBTOBbIOOpaA KaHas10B. 115 BbikNtoueHus1 BBeanTe false)
WOP-30LS(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanmBaeMblii pagnonHTepdelic)

N3mMeHeHUe OCHOBHOrO KaHaa

WOP-30LS(config):/interface/wlan0/wlan/radio# control-sideband lower (napavetp MOXeT npuHUMaThL
3HauyeHue: lower, upper. 10 ymonuaHuto: ansa Radio 1: lower; o151 Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WOP-30LS(config):/interface/wlan0/wlan/radio# sgi true (Bk/1H0HUEHVIE NCMONB30BAHNA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasIa ANs nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [1ns oTkntoueHus BBeauTe false)

BkntoueHune STBC

WOP-30LS(config):/interface/wlan0/wlan/radio# stbhc true (Bk/il0ueHne meToga NpoCcTPaHCTBEHHO-
BPEMEHHOro 6/104HOr0 KoaupoBaHus (STBC), HanpaBNEHHOrO Ha MOBbILWEHNE HAAEXHOCTN Nepeaaym
AaHHbIX. s oTkntoveHus seeaute false)
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BknioueHue arperauumn

WOP-30LS(config):/interface/wlan0/wlan/radio# aggregation true (Bx/itoueHne arperayun Ha Radio —
nognepxxkn AMPDU/AMSDU. [ina oTkioyeHnsa seeguTe false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WOP-30LS(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/104EHVIE NCMONL30BAHNA KOPOTKO
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-30LS(config):/interface/wlan0/wlan/radio# wmm true (Bk/1t0ueHve nogaepkky WMM (Wi-Fi Multimedia).
[na otknoveHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-30LS(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum pabotsl mexaHusma DFS. MoxeT
npuHUMaTh 3HadyeHns: forced — MexaHn3M BbIK/THOUYEH, DFS-KaHas bl AOCTYMHbI A5 BbIOOPa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BbIKOYEH, DFS-KaHa bl HEAOCTYMHbI A1 BbIGopa)

BknroyeHue pexuma aBTOMaTUYEeCKOW CMEHbI LWNPUHDbI KaHana

WOP-30LS(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/l0ueHVIe pexrma aBToMaTUnYeCcKom
CMEHbI LWMPUHbI KaHana ¢ 40 MMy Ha 20 MIMy npu 3arpyXeHHoM pagmoadmpe. N OTKNIYEeHNS BBEAUTE
false)

BknioueHue welinepa Broadcast/Multicast

WOP-30LS(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpannyenve nepegaqn
LLIMPOKOBELLLATENTbHOIO/MY/ILTUKACTOBOrO Tpadinka no 6ecnpoBOAHON CETH, yKa3blBAETCA NMUMUT A1
LLUMPOKOBeELLLATENBbHOIO Tpadumka B nak/c)
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BkitoueHue QoS U U3SMeHeHne napameTpos

WOP-30LS(config):/interface/wlan0/wlan/radio# qos

WOP-30LS(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04eHNE NCTNOML30BAHNS (DYHKLNIN,
obecneunBaroLLMx Ka4yecTBO 0b6cnyxusaHus (Quality of Service). Ans oTknoyeHns seeauTe false)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpoB QoS To4kM AoCcTyna,
Tpauk nepenaeTcs OT TOYKN AOCTYyNa K KNIMEHTY)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS ans
HU3KOMPUOPUTETHON ouepeamn C BbICOKOM MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢sl, cs2)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (r1e X — Bpems oxugaHms kagpos
(dbpeitmoB) AaHHbIX, U3Mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3HaYeHne
BPEMEHM OXUAaHNs nepe/ NOBTOPHOW OTNPAaBKOW Kaapa, 3aaeTcst B MUnancekyHaax. MpuHumaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HE MOXET MPEeBbILLAaTbL 3Ha4YeHne cwMax)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumasibHoe 3HavyeHmne
BPEMEHM OXUAaHNS nepe/ NOBTOPHOW OTNPAaBKOW Kaapa, 3afaeTcst B MunancekyHaax. MpuHumaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax [0/DKHO ObITb 60/1bLLE 3HAYEHNA cwMin)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# txop X (rae X — nHTepBas BpemMeHu B
MUNIUCEKYHAAX, Koraa KnveHTckas WME-CTaHUmsa MMEeeT npasa UHULMMPOBATbL Nepefady AaHHbIX No
6ecnpoBoAHON cpefie K ToUKe A0ocTyna. MakcumasibHoe 3HaYeHne 65535 MUINCEKYH)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# exit
WOP-30LS(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-30LS(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS cTaHLum
KnueHTa: Tpadiuk nepeaaeTcs oT CTaHUMN KNMeHTa A0 TOUYKM A0CTyna)
WOP-30LS(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHvie HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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7.6 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbes Ans Radio 2.4 Ty, Ecnu
HeobXxoAMMO HacTPOUTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WOP-30LS(config):/interface/wlan0# common

WOP-30LS(config):/interface/wlan0/common# dhcp-snooping
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL160p paboThl
DHCP snooping B pexume 3ameHbl Uin NoacTaBneHns onuun 82)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTkun onummn 82 replace, To 4N8 KOHUTYppPOBaHKS
CTaHOBATCA AOCTYMHbI CNeayoLne napameTpbi:

HacTtpoiika napameTpoB onuun 82

WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e
custom — 3aveHa cofepxrmoro CID Ha 3HaveHue, ykazaHHoe B napamvetpe dhcp-option-82-custom-
CID. [TapamMeTp MOXET NpuHUMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM gocTtyna>-<umsa SSID>. SSID — 3ameHa cogepxxumoro CID Ha umsa SSID, K KOTOPOMY NOAK/THYEH
KNMeHT. Mo ymonyaHuo: APMAC-SSID)

WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (e
custom — 3ameHa cofepxrmoro RID Ha 3HaveHue, ykazaHHoe B napamvetpe dhcp-option-82-custom-RID.
MapameTp MOXeT npuHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepxunmoro RID Ha MAC-azpec
KNMeHTCcKoro yctporictea. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Toukun gocTtyna. APdomain —
3amMeHa cogepXXnmoro RID Ha IOMEH, B KOTOPOM HaxoamMTcst Todka goctyna. Mo ymondanuto: ClientMAC)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (/¢
longstring — 3HauyeHve oT 1 4,0 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecv 3HavyeHue
napametpa dhcp-option-82-custom-CID He 3a4aH0, Touka 6yaeT n3MeHaTb CID Ha 3HaYeHue no
yMo/14aHuo: <MAC-agpec To4kn goctyna>-<nums SSID>)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (re
longstring — 3HaueHve oT 1 4,0 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbes B RID. Ecv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, ToUuka byaeT n3meHATs RID Ha 3HaveHve no
ymosyaHuo: MAC-agpec K/IMEHTCKOrO YCTPOWCTBA)
WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenutens okteTtoB MAC-agpeca, koTopsblii nepegaetcs B RID v CID. radius — B kayecTBe pasgenutesns
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasfenntesns BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-30LS(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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7.7 Hactpoiika pennvkaunn DHCP

© Hacrpoiika akTuBMpyeT hyHKLMOHaN Npeo6pasosaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTabU/ILHOCTL 06MeHa DHCP mexay k/iMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlanl

WOP-30LS(config):/interface/wlanl# common

WOP-30LS(config):/interface/wlanl/common# dhcp-snooping
WOP-30LS(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bi/itoueHne
pennukaumm DHCP. o yMOn4aHUIo BbIK/OUYEHO: false)
WOP-30LS(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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7.8 HacTpoiika pennukaumm ARP

© Hacrpoiika arp-suppression NPoOU3BOANTCA OTAENBHO AN KaXA0To pagnonHTepdeiica. B AaHHOM
pasgene NnpuMBOASATCA NPUMepPbI HACTPOWKKM arp-suppression gna Radio 2.4 'y, — wlan0.

Mocne BK/KOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyatens.

HacTpoliika pennukauyum ARP

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# wlan0

WOP-30LS(config):/interface/wlan0# common

WOP-30LS(config):/interface/wlan0/common# arp-suppression
WOP-30LS(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/itoueHne arp-suppression. o
YMOJ/14aHM1I0 BbIK/HOYEHO: false)

WOP-30LS(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yrnpasnexHve
pennvkaumen ARP. Ecnn napaMeTp BK/KOYEH true, TO MPOUCXOAMT oTbpackiBaHe NakeToB C HEM3BECTHbIM
IP-agpecom HaszHavyeHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBarbCcs
LUMpOKOBeLLaTesibHO. Mo yMO/4aH1Io BK/IKOYEHO: true. PaboTaeT TOMIbKO C BK/IHOYEHHBbIM arp-suppression)
WOP-30LS(config):/interface/wlan0/common/arp-suppression# save (COxpaHeHne HacTpoek)

7.9 Hactporika WDS

o Mpwn KoHGurypuposaHum WDS-coeanHeHna Heo6xoaMMo, YTOObI Ha YCTPOICTBax, KOTopble 6yayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi1 BbiopaH 04MHAKOBbIV KaHaul U lWnprHa
kaHana. bonee nogpo6Hy MHGOPMaUUIo 0 HAaCTPOiiKe pagnonHTepderica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasfesie Hactpoiku Radio.

Huxe npeactaeneHa HacTpoiika WDS-coeauHeHusi Ha nHtepgpeiice Radio 5 Ty (wlan1).
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HacTtpoiika WDS

WOP-30LS(root):/# configure
WOP-30LS(config):/# interface
WOP-30LS(config):/interface# wlan1l-wds0 (BbI60p /ivHKa WDS. BO3MOXHbIe 3HadeHus ans Radio 2.4 [T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 'Tu: wlanl-wds0 - wlan1-wds3)
WOP-30LS(config):/interface/wlan1-wdsO# wds
WOP-30LS(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-
NHTepelica BCTPEYHOM TOUKM A0CTYNa, KOTOPbIA MOXHO Y3HaTb, EC/I BBECTW HA BCTPEYHO TOYKE
[ocTyna komaHay monitoring radio-interface)
WOP-30LS(config):/interface/wlan1-wds0/wds# exit
WOP-30LS(config):/interface/wlan1-wds0# common
WOP-30LS(config):/interface/wlan1-wds0/common# enabled true (Bk/1toueHne nuHka WDS. 15 OTKIH0YeHNs
BeeanTe false)
WOP-30LS(config):/interface/wlan1-wds0/common# exit
WOP-30LS(config):/interface/wlan1-wds0# exit
WOP-30LS(config):/interface# wlanl (npu Hactporike WDS Ha Radio 2.4 [T, BBeguTe wlan0)
)
)

S~ T~ T~

WOP-30LS(config):/interface/wlan1# wlan

WOP-30LS(config):/interface/wlanl/wlan# wds

WOP-30LS(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BrI60p pexxkuma 6e3onacHocTn WPA2.
Bo3MoXHble 3HaueHus: WPA2, off — 6e3 naposisi)

WOP-30LS(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Naposib, HeOOXOANMbIV 15
NOAKNHYEHNST K BCTPEYHOM Touke AocTyna. [ivHa Kada Ao/mKHa COCTaBNATb OT 8 40 63 CMMBO/I0B)
WOP-30LS(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHne WDS. [119 OTK/IHOUEHNA BBEANUTE
false)

WOP-30LS(config):/interface/wlanl/wlan/wds# save (coxpaHeHve HacTpoek)

—_ e~ —~

HaCTpOVIKa BCTpeLIHOﬁ TOYKM pgocTtyna BbINOJ/IHAETCA aHa/TOTNYHO.
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7.10 CucTeMHble HaCTPOWKU

7.10.1 O6HoBneHue MO ycTpoiicTBa

O6HoBneHue MO Touku goctyna no tftp

WOP-30LS(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-30LS-2.7.1_build_X.tar.gz)
WOP-30LS(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-30LS(root):/# firmware upload http <URL ansa ckaumBaHusa pavina NMO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WOP-30LS-2.7.1_build_X.tar.gz)
WOP-30LS(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYO Bepcuto MO Touku gocTyna

WOP-30LS(root):/# firmware switch

7.10.2 YnpaBneHue KoHdUrypaumeii ycTponcrea

C6poc KOHhurypaumm ycTpoiicTea B Aecpo/ITHOEe COCTOsiHME 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-30LS(root):/# manage-config reset-to-default
Co6poc KoHthurypauum ycTpoiicTBa B Ae(pO/ITHOE COCTOSAHME C COXpPaHEHMEM nNapamMeTpoB focTyna

WOP-30LS(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hpUrypaLMoHHbIii chaiin ycTpoiicTea Ha TFTP-cepBep

WOP-30LS(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npumvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-30LS(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-30LS(root):/# manage-config apply (nprimeHeHne KoHurypaumm Ha To4Ky A0CTyna)
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7.10.3 MMepe3arpy3ka ycTpoincrea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-30LS(root):/# reboot

7.10.4 HacTtpoliika pexuma ayTeHTuumkaumm

YCTPOICTBO MMEET 3aBO/ICKYH0 YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHY YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH/,

N3meHeHue napons AnsA yyeTHoM 3anucu admin

WOP-30LS(root):/#configure

WOP-30LS(config):/# authentication

WOP-30LS(config):/authentication# admin-password <HoBbIii naponb ANA yueTHO 3anucy admin> (0T 1
[10 64 CMBO/0B, BK/tOYasA NaTtuHCKne BykBbl U LMAIPbI)

WOP-30LS(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 419 NOKaIbHOM ayTEHTUGIMKALMNY, a TakkKe
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTenaM AoMKHA GbITh HA3HAYEHA OfHA U3 BYX POneii:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN JOCTYN K KOHUTypUpOBaHUIO U
MOHUTOPWHIY 6a30BOi CTaHuuK;
viewer — nonb3oBaTesib C Takol Posnbto ByAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY 6a30BOW CTaHLMK.

JoGaBneHne HOBbIX NOJ/Ib30OBaTesNEei

WOP-30LS(root):/# configure

WOP-30LS(config):/# authentication

WOP-30LS(config):/authentication# user

WOP-30LS(config):/authentication/user# add userX (rze userX — Mg HOBOW Y4eTHOM 3anvcu. [Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-30LS(config):/authentication/user# userX

WOP-30LS(config):/authentication/user/userX# login userX (rze userX — 1Msi HOBOV YYETHOW 3anmcu)
WOP-30LS(config):/authentication/user/userX# password <Maponb Ana yyeTHOI 3anucu userX> (0T 1 710 64
CVYMBOJ10B, BK/1lo4as natuHckmne 6ykBbl U LMUdopbI)

WOP-30LS(config):/authentication/user/userX# role admin (nosiL30BaTe/I0 BbIAAKTCA Npasa Ha
KOH(purypuposaHme. Bo3MOXHOe 3HaYeHne viewer — yUETHOWM 3annucu 6yaeT A0CTYNeH TObKO
MOHUTOPWHT)

WOP-30LS(config):/authentication/user/userX# save (coxpaHeHne HacTpoek)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-30LS
WOP-30LS

root):/# configure

config):/# authentication

WOP-30LS(config):/authentication# radius

WOP-30LS(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — |IP-agpec RADIUS-cepBepa)
WOP-30LS(config):/authentication/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTOpbIi
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMM 1 asTopusaumun. Mo ymonyaHuto: 1812)
WOP-30LS(config):/authentication/radius# auth-password secret (r7e secret — ko4 19 RADIUS-cepsepa,
MCNOJb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-30LS(config):/authentication/radius# exit

WOP-30LS(config):/authentication# radius-auth true (Bk/1t04eHEe pexrmva ayTeHTUdnKaLnn Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTe false)

WOP-30LS(config):/authentication# save (coxpaHeHve HacTpoek)

—_— e~~~ —~

o Mpun ayTeHTMdunkaumm yepes RADIUS-cepBep He06X0AMMO 06a3aTe/lbHO CO34aTh NIOKa/IbHYIO YHETHYHO
3anuce, kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKa3aHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HefoCTyNeH, ayTeHTUrKaLma NnpoigeT no /I0KasibHOM
YUYETHOM 3anuncu.

7.10.5 HacTtpolika fgatbl 1 BpeMeHu

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-30LS
WOP-30LS
WOP-30LS
WOP-30LS

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHVe pexxuma paboTsl ¢ NTP)

config):/date-time# ntp

WOP-30LS(config):/date-time/ntp# server <IP-apgpec NTP-cepBepa> (yctaHoBka NTP-cepsepa)
WOP-30LS(config):/date-time/ntp# alt-servers (ycTaHoBKa fononHUTENBHLIX NTP-cepBepoB)
WOP-30LS(config):/date-time/ntp/alt-servers# add <A omeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHue pasaena koHdurypaumm gononHutensHoro NTP-cepepa. MakcumanbHoe
Konun4yecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)

WOP-30LS(config):/date-time/ntp/alt-servers# exit

WOP-30LS(config):/date-time/ntp# exit

WOP-30LS(config):/date-time# common

WOP-30LS(config):/date-time/commont# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHo
30Hbl)

WOP-30LS(config):/date-time/commont# save (CoxpaHeHne HacTpoek)

—_ e~~~ —~ —
_ = —
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7.10.6 [ononHuTesibHble HACTPOWKN CUCTEMBI

BknoueHue rno6anbHoii nsonauum

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/systemi# global-station-isolation true (Bx/1t0ueHVe 1106a16bHON N3071ALUN TPpadnKa
MeXAay KimeHTamm pasHbix VAP 1 pasHbIX pagnonHtTepdgeincos. ns oTknoveHns seeguTe false)
WOP-30LS(config):/system# save (coxpaHeHve HacTpoek)

N3meHeHUe UMeHN yCTpoiicTBa

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/system# hostname WOP-30LS_room2 (rge WOP-30LS_room2 — HOBOE MMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 0 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNMpbI,
3HaK geduc «-» (oedmc He MOXeT ObITb NOCNeAHNM CUMBOJIOM B UMeHM). Mo ymonyaHuo: WOP-30LS)
WOP-30LS(config):/system# save (CoxpaHeHve HacTpoek)

N3meHeHue reorpacpuqecxoro AOMeHa

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/system# ap-location ap.test.root (r/e ap.test.root — foMeH y3na fepesa yCTPOUCTB
cUCTeMbI yripaBneHus EMS, B KOTOPOM pacnonaraeTcst Touka goctyna. o ymonyaHuio: root)
WOP-30LS(config):/system# save (coxpaHeHve HacTpoek)

MN3meHeHune Radius NAS-ID

WOP-30LS(root):/# configure

WOP-30LS(config):/# system

WOP-30LS(config):/system# nas-id Lenina_1.Novovsibirsk.root (r7e Lenina_1.Novovsibirsk.root —
noeHTudmkarop gaHHon TA. MNapameTp npeaHasHayveH ansa ngeHtudukaumm yctpomcraea Ha RADIUS-
cepsepe, B cnyvae ecnm RADIUS oxngaet 3HayeHue, oTinyHoe ot MAC-agpeca. o ymonyaHuo: MAC-

agpec TA)
WOP-30LS(config):/system# save (coxpaHeHve HacTpoek)
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HacTpoliika LLDP

WOP-30LS(root):/# configure

WOP-30LS(config):/# lldp

WOP-30LS(config):/lldp# enabled true (Bk/toueHne yHkumoHana LLDP. Ans oTkntoveHns seeguTe false. Mo
YMO/I4aHuIo: true)

WOP-30LS(config):/lldp# tx-interval X (rae X — nameHeHue nepuoga otnpasku LLDP-CO06LLEHWA.
Bo3MOXHble 3HauYeHus: 1-86400. o ymonyaHuto: 30)

WOP-30LS(config):/lldp# system-name WOP-30LS_reserv (rge WOP-30LS_reserv — HOBOE MMS YCTPONCTBA.
Mo ymonyaHuto: WOP-30LS)

WOP-30LS(config):/lldp# save (coxpaHeHve HacTpoek)

N3meHeHue napond

WOP-30LS(root):/# configure

WOP-30LS(config):/# authentication

WOP-30LS(config):/authentication# admin-password newpassword (re newpassword — HOBbI Naposib A1
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WOP-30LS(config):/authentication# save (coxpaHeHve HacTpoek)

7.11 HacTtpolika napaMmeTpoB NopTasibHO aBTopM3aLmm

HacTpolika napaMeTpoB nopTa/ibHOIi aBTOpU3aLumn

WOP-30LS(root):/# configure

WOP-30LS(config):/# captive-portal

WOP-30LS(config):/captive-portal# ap-ip-alias <JoMeHHOe UMSA> ([0MEeHHOE 1M, Ha KOTopoe byaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuio: redirect.loc)
WOP-30LS(config):/captive-portal# tinyproxy-https true (BkitoueHne nepeHanpasneHns KIMeHToB Mo
npotokony HTTPS. nA nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)
WOP-30LS(config):/captive-portal# save (coxpaHeHve HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHoro B ap-ip-alias, Gy4eT nepexBayeH TOUKOI AocTyna. Ha atoT
3anpoc 6yaeT oTnpaseH OTBET, U B OTBeTe byaeT IP-agpec Toukm goctyna.
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HacTpolika uMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CepBepoM aBTopusauum

WOP-30LS
WOP-30LS

root):/# configure

config):/# captive-portal

WOP-30LS(config):/captive-portal# web-redirector

WOP-30LS(config):/captive-portal/web-redirector# param-names
WOP-30LS(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTporika nmeHn
napameTpa, coaepXxaLlero UCXogHbI URL, 3anpoLUeHHbI KNMeHTOM. KneHT 6yaeT nepeagpecoBaH Ha
[AaHHbIA URL B cnyvae ycnewHow aBTopumsannn)
WOP-30LS(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika vmeHu
napameTpa, cogepxatlero URL, kyaa byaeT nepeazpecoBaH K/IMEHT B C/lydae oLnbkn agTopmusaLmm)
WOP-30LS(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoAepXaLlero /IorMH 415 KAUeHTa)
WOP-30LS(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoAepXaLlero naposib 418 KINeHTa)
WOP-30LS(config):/captive-portal/web-redirector/param-names# save (coxpaHeHne HacTPOeK)

—_— e~~~

o HacTpoiika Hy>Ha, ecnvm nveHa napameTtpos B oTBeTe http ¢ kogom 302 otnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN focTyna.

7.11.1 YnpasneHve noptasibHbIM CEPTUUKATOM

3arpyska ceptudmkara gnsa pegupekra no HTTPS no tftp

WOP-30LS(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue
channa>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudmkara gns pegupekrta no HTTPS no http

WOP-30LS(root):/# manage-certificates portal upload http <URL gns ckaunBaHua daiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-30LS(root):/# manage-certificates portal erase
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7.12 HacTtpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-30LS(root):/# configure

WOP-30LS(config):/# captive-portal

WOP-30LS(config):/captive-portal# apbd

WOP-30LS(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-30LS(config):/captive-portal/apbd# enabled true (Bk/1t0ueHvie cepeuca APB. [119 OTK/IHOUEHNSA BBEANUTE
false)

WOP-30LS(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

7.13 HacTtpoiika DAS-cepsepa

dyHkumMoHan DAS-cepBepa obecneymBaeT 06paboTKy 3anpocoB AUHamMMyeckoi asTopmsaumm RADIUS Toukamum
goctyna.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-30LS(root):/# configure

WOP-30LS(config):/# das-server

WOP-30LS(config):/das-server# enabled true (Bx/t0ueHvie DAS-cepsepa. [ns otknoveHns seeante false)
WOP-30LS(config):/das-server# auth-password secret (e secret — naposbs /19 DAS-cepsepa, UCrnosib3yeTca
npuv wndposaHum RADIUS-3anpocos)

WOP-30LS(config):/das-serveri# save (coxpaHeHve HacTpoek)

7.14 HacTpoiika MeHeakepa NacCUBHOIO CKAHMPOBAHMUS PAANOOKPYXEHNS

[lna ocywecTBNeHns NOCTOSHHOIO CKaHNPOBaHUS HA TOUKe A0CTyNa, He06X0AMMO HACTPOUTbL MEHeIXEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHgb! AN HacTpoiiku scand

WOP-30LS(root):/# configure

WOP-30LS(config):/# scand

WOP-30LS(config):/scand# neighbor-scan

WOP-30LS(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bx/1H04eHVIE NOCTOAHHOIO
CKaHupoBaHwus. s oTknoveHust BeeanTe false)

WOP-30LS(config):/scand/neighbor-scan# save (CoxpaHeHne HacTpoek)
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7.15 MOHUTOPUHT

7.15.1 Wi-Fi knnentnbl

WOP-30LS(root):/# monitoring associated-clients

index
interface
state
hw-addr
rfid

wid

band
ssid
ip-addr
username
domain

dhcp-request-status

authorized

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi
max-rssi-1
max-rssi-2
max-rss-i

snr—-1

snr-2

snr

noise-1
noise-2

noise

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

mfp
wireless-mode

perftest-capable

link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

0
wlanl-va0

ASSOC SLEEP AUTH_SUCCESS

0a:03:42:63:73:f5
1

0

5
WOP-30LS_5GHz-test
192.168.1.15

user

enterprise.service.root

obtained
true
false
true
903

2
1887
13063
-30
-37
-37
=27
-37
=27
29

29

29
-59
-66
-59

HE NSS2 MCS9 SGI 229.4
HE NSS2 MCS3 LGI 58.5

20M
20M
20M
00:01:04
false
ax
false
97

96
1736
1014
70075
2625
89
6020

PykoBoacTso no akcnnyarauum WOP-30LS
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link-capacity | 90

multicast-groups-count | 1

using-802.11r | yes

using-802.11k | yes

using-802.11v | yes

twt-support | broadcast

name | ©

Counter Transmitted Received

Total Packets: | 174133 | 136050 |
TX success: | 99 | |
Total Bytes: | 211056771 | 113905486 |
Data Packets: | 174126 | 2857 |
Data Bytes: | 211055846 | 1689787 |
Mgmt Packets: | 7 | 133193 |
Mgmt Bytes: | 353 | 112652138 |
Rate Transmitted Received

ofdmé | 26 | 0% 33 | 0%
ofdm24 | © | 0% 324 | 0%
nss2-mcs4 | © | 0% 1| 0%
nss2-mcs5 | © | 0% 44 | 0%
nss2-mcsé6 | © | 0% 1205 | 0%
nss2-mcs8 | 174107 | 99% 134442 | 98%

Multicast groups:

MAC IP
33:33:ff:1e:66:bb XXX.30.102.187
33:33:00:00:00:fb XXX.0.0.251
01:00:5€:00:00:fb XXX.0.0.251
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7.15.2 WDS

WOP-30LS(root):/# monitoring wds-entries

index 0

hw-addr 68:13:€2:35:1F:00

interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ip-addr 192.168.1.15

dhcp-request-status

not requested

|
|
|
|
|
|
|
|
|
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 134
rssi-1 | -42
rssi-2 | -26
rssi | -26
snr-1 | 33
snr-2 | 33
snr | 33
noise-1 | -9
noise-2 | 7
noise | 7
tx-rate | HE NSS2 MCS9 SGI 229.4
rx-rate | HE NSS1 MCS4 SGI 51.6
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 26M
uptime | 00:06:08
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 97
link-quality-common | 97
actual-tx-rate | 2
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 14
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 1 (not changed)
multicast-groups-count | ©
twt-support | none
name | ©
Rate Transmitted Received
Total Packets: 5006 3412
TX success: 100
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Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nssl-mcsoO
nssl-mcs4
nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

Multicast groups: none

327521
4964
322095
42
5426

0

0

0

Transmitted

278
2128
1967
141

778532
5

998
3407
777534
0

0

Received

ool ool ol oMoMoMoMoMON IO RG]
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7.15.3 WHdopmauus 06 ycTpoiictee

WOP-30LS(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

12:50:37 27.09.2023
00:04:25

WOP-30LS

2.7.1 build X
2.7.1 build X
2.1.0 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WOP-30LS

WOP-30LS
68:13:E2 XX XX XX
68:13:E2 XX XX XX
WP52000345

1v2

false

false

firmware update
false
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7.15.4 WNHopmaums o ceptudmkarax

WOP-30LS(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:€2:xX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBoacTso no akcnnyarauum WOP-30LS

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: F801C0OA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/0O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.%/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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7.15.5 CeTteBasi UHcpopMaLms

WOP-30LS(root):/# monitoring wan-status

Common +information:

interface | bro
mac | cc:9d:a2:e9:14:70
rx-bytes | 456875
rx-packets | 5835
tx-bytes | 24328
tx-packets | 241
IPv4 dinformation:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-30LS(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-30LS(root):/# monitoring arp

# ip mac
(0] 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WOP-30LS(root):/# monitoring route

PykoBoacTso no akcnnyarauum WOP-30LS

Interface
bro
bro
Capabilities TTL
120

Destination Gateway Mask Flags

0.0.0.0 192.168.1.1 0.0.0.0 UG

192.168.1.0 0.0.0.0 255.255.255.0 u
WOP-30LS(root):/# monitoring ldp

Port Device ID Port ID System Name

etho e0:d9:e3 XX XX XX gil/0/16

7.15.6 becnpoBoHble UHTEPENCHI

WOP-30LS(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2

channel

frequency
bandwidth
utilization

mode

thermal

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2

channel

frequency
bandwidth
utilization

mode

thermal

wlano

(0]

on

2.4 GHz
68:13:E2:XX XX XX
16 dBm
AP mode
vap

-64 dBm
-64 dBm
11

2462 MHz
20 MHz
T7%
b/g/n/ax
43

wlanl

1

on

5 GHz
68:13:E2:XX XX XX
19 dBm

AP mode
vap

-87 dBm
-87 dBm
40

5200 MHz
20 MHz
35%
a/n/ac/ax
40
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7.15.7 >KypHan cobbITuii

WOP-30LS(root):/# monitoring events

Jan 23 00:00:07 WOP-30LS daemon

Jan 23 00:00:09 WOP-30LS daemon
successfully.

Jan 1 03:00:14 WOP-30LS daemon

Jan 1 03:01:17 WOP-30LS daemon

lease on 192.168.1.15.

.info

.info

.info

.info

PykoBoacTso no akcnnyarauum WOP-30LS

syslogd[925]: started: BusyBox v1.21.1

configd[955]: The AP startup configuration was loaded

networkd[987]: Networkd started

networkd[987]: DHCP-client: Interface br0® obtained

Jan 23 07:17:14 WOP-30LS daemon.info monitord[1055]: event: 'associated' mac:

E4:0E:EE:BD:AE:6B ssid:

7.15.8 CkaHupoBaHue atpupa

'"WOP-30LS_2.4GHz' 1int0

© Bo Bpems ocyLLeCcTBAEHUS CKaHUPOBaHUS athnpa PaAvouHTepAelic ycTpolicTBa GyAeT OTK/IIOUEH, YTO
npuBEAET K HEBO3MOXHOCTY Nepeaaun AaHHbIX Ao Wi-Fi KTMEHTOB BO BpeMsi CKaHMpPOBaHUSI.

AKTMBHOE CKaHMpoBaHue achupa

WOP-30L5(root):/# monitoring scan-wifi

SSID |Mode |Security|MAC
----------------------- R
|ap |off |Ag:F9O:4B:BB:2C:
|ap |off |E®:D9:E3:8A:38:
|ap  |off |E@:D9:E3:4B:FB:
|ap |off |E®:D9:E3:98:12:
|lap |wpa |E@:D9:E3:98:1F:
|ap |off |E®:D9:E3:8A:38:
|lap |wpa |E@:D9:E3:49:79:
|ap |off |E®:D9:E3:49:79:
|AP  |owe |E@:D9:E3:49:79:
|ap |off |cc:9D:A2:C7:D9:
|aP |wpa |CC:9D:A2:C7:D9:
|ap |off |CC:9D:A2:C7:D9:
|ap |off |E2:28:C1:DA:CE:
|aP |wpa |E@:D9:E3:708:94:
|ap |off |AZ:F9:4B:BB:48:
|aP |wpa |ES:28:C1:DA:CS:
|ap |off |E2:28:C1:DA:CS:
|ap |off |ES:28:C1:@8:FC:AL
|ap |off |ES:28:C1:DA:CS:
|ap |off |AZ:FO:4B:BB:0@5:

98

96
54

|Channel|RSSI, dBm|Bandwidth, MHz
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MaccrBHOE cKkaHMpoBaHue ahupa
MpeaBapuTeNbHO HEOBXOAMMO BK/OUUTL MEHEDKED NACCUBHOTO CKAHMPOBAaHWS PAMO0KPYXEHNSI.

WOP-30LS(root):/# monitoring neighbor-ap

551D Privacy BSSID Channel RSSI, dBm Bandwidth, MHz Last seen time
2] EC:B1:E@:8B:82:081 1 -39 28 2825.81.18 @7:58:54
1 EC:B1:E@:28:A9:53 1 -65 2e 2025.81.18 a7:58:54
1 B4:B8:24:F@:1C:08B 2 -61 20 2025.@1.18 88:81:35
1 68:13:E2:13:9C:99 3 -58 2e 2025.81.18 @7:51:35
1 E2:D9:E3:98:26:BD 3 -62 20 2025.@1.18 88:81:56
8 E2:D9:E3:9F:51:8A 4 -G53 20 2825.81.18 @7:56:46
1 EC:Bl:E@:16:23A:88B 4 -63 48 2025.81.16 87:47:26
1 68:13:E2:28:B1:0D 5 -65 40 2@25.81.18 @7:47:47
] EC:Bl:E@:16:61:7F 5 -64 20 2025.81.16 @7:47:47
1 68:13:E2:02:EA:20 6 -34 28 2@25.@1.18 @7:52:37
1 68:13:E2:35:21:71 6 -58 20 2025.81.16 @7:57:27
1 E4:5A:D4:DE:56:2E 8 -65 28 2@25.@1.18 @7:53:138
1 68:13:E2:28:DD:61 9 -56 48 2e25.81.16@ a7:59:1@
1 EC:Bl:E@:16:2A:8B 9 -68 480 2025.01.16 87:59:1e
1 68:13:E2:03:4D:A0 11 -58 20 2825.81.18 @7:59:51
1 EC:Bl:E@:21:7B:080 11 -46 20 2025.81.16 87:59:51
8 E8:28:C1:FC:D6:40 13 -34 20 2825.81.168 @3:88:54
1 EC:Bl:E@:89:9D:F4 13 -63 48 2025.81.16 87:55:23
] EC:B1:E@:08C:88:39 36 -48 28 2@25.81.18 @7:59:58
] EC:Bl:E@:08C:088:3A 36 -48 20 2025.81.16 @7:59:50
1 EC:B1:E@:16:3A:8A 36 -63 e 2825.81.18 @7:59:58
1 68:13:E2:0F:49:E% 4@ -42 2e 2025.81.10 a8:08:11
2] E3:28:C1:DA:CA:2C 4@ -56 28 2@25.81.18 @3:@8:11
1 E8:28:C1:ED:47:60 4@ -57 2e 2025.81.10 a8:08:11
e ©@:E£0:4C:86:70:01 44 -t4 20 2025.01.10 283:08:32
1 68:13:E2:0D:DE: 29 a4 -59 20 2825.81.16 @8:08:32
1 68:13:E2:13:A0:0E a4 -49 20 2025.@1.16 23:08:32
1 68:13:E2:20:A3:0A a4 -38 28 2@25.81.18 @3:06:32

7.15.9 CnektpoaHanusatop

CnekTpoaHanusartop npefoctasnaeTr MHopMauUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
PesynkTaT BbIBOAUTCA B NPOLIEHTAX.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPONCXOAUT OTK/TIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnuneHTbl NoaxouaTcsi CHOBa TO/IbKO TOrAQ, KOrda CnekTpoaHa/IM3aTop 3akoHUYMT CBOK paboTy.
Bpemsi aHann3a BCeX paAviokaHasI0B [BYX AMANa3oHOB COCTaB/SIET MPUMEPHO 5 MUHYT.

© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovHTepdericos. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasbl "1 6
11', a Ha wlan1 yka3aHbl kaHauibl '36 40 44 48', T0 aHanIM3 cnekTpa 6yaeT NponsBeAeH TONbKO A1
kaHanos 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6bl 6611 NPOM3BEAEH aHAIN3 BCEX KAHA/I0B AManas3oHa, Ha KOToOpoM paboTaeT
pagnovHTepdelic, nameHuTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxgoro
paguouHTepdelica Ha false. Mocne nonyyeHnss pesynsratoB paboThl CNeKTpoaHann3aTopa BepHuTe
3Ha4yeHue use-limit-channels o6paTtHO K nCxogHOMY 3HaYeHuto true.
C 6onee noapobHoI MHhopMaumeli o HacTpolike pagnonHtepderica yepe3 CLI MOXXHO 03HAaKOMUTLCA
B pasgene «Hactpoliku Radio».
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WOP-30LS(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3| 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132] 0%
136] 0%
140| 0%
144 1%
149| 30%
153] 1%
157 3%
161] 2%
165 1%
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7.16 Tony4yeHne oTnagovHON NHopMaLnn

KomaHpa ana c6opa otnagoyHon nHcopmaumm

WOP-30LS(root):/# get-troubleshooting-file

Mocne BbINOMHEHNST KOMaHAb! ByAeT co3aaH apxums troubleshooting.tar.gz, cogepxalymii 0T1af0uHbIe faHHbIe
N CBEAEHUSA O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHga ans nonyveHus oTnafouHoii nHpopmauymm

WOP-30LS(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |**xkxkxkxkxkxkxkxkxkxkxkxkxkkxkx% | 62755 0:00:00 ETA
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8 BcrnomoraTesnbHble YTUANTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WOP-30LS(root):/# traceroute <TeCTUpyeMblii XOCT>

Mpumep ncnonb3oBaHuA

WOP-30LS(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

8.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NAaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WOP-30LS(config):/# tcpdump --help

8.2.1 3axsar Tpachuka c No60ro aKTMBHOIo NHTepgielica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-30LS(root):/# tcpdump -i eth0

8.2.2 CHudpchep admpa

© Ha T/ gonxen 6bITb BKOYEH Mto6oii VAP B TOM AnanasoHe, 0TKyga cobrpaeMcs 3axBaTbiBarhb
Tpaguk.

Heob6xoaumo BKNOUNTL cneunasibHbli MHTePenc, KOTopbI ynaBiMBaeT BCe NakeTbl U3 achupa, Ha paboyem
KaHase T/A.
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KomaHabl

WOP-30LS(root):/# configure

WOP-30LS(config):/# interface

WOP-30LS(config):/interface# radioX (1715 AvanazoHa 2.4 [Ty, — radio0, 115 5 [T, — radiol)
WOP-30LS(config):/interface/radioX# common
WOP-30LS(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WOP-30LS(root):/# tcpdump -i radiol

8.2.3 HacTpoiika yganeHHoi 3anmucy gamna Tpadmka
B pa3gene remote-capture BbINOMHAETCA yAasieHHasa 3anvcb gamna Tpadmka.

YcTtpoiicteo nogaepxusaet npotokon RPCAP, no3Bonsitowmnin nponM3BoAanTb 3annchb gamna Tpaduka ¢
NHTEepdieica yCcTPoncTBa Ha yAa/IeHHOM MallnHe B PeXNMe OHAaliH.

© /15 ynanéHHoro 3axeara nakeToB ¢ pavonHTepdeiicoB He0GX0AMMO NOAHATL MHTepdelickl radio0 1/
nnu radio1 13 npeabigyLLero nyHkTa.

KomMaHpabl Ans HacTpoiikvi remote-capture

WOP-30LS(root):/# configure

WOP-30LS(config):/# remote-capture

WOP-30LS(config):/remote-capture# enabled true (true — BritoueHne. Ansa otknoveHns seeante false)
WOP-30LS(config):/remote-capture# disable-authentication true (oruys no3songer oTkIYNTL TpeboBaHne
ayTeHTUdmKaumm npu gobasneHnn yaaneHHoro nHtepgerica Ha ygasieHHom xocTe. Mo ymondaHuio: false
— ayTeHTUrKaLmsa 3anpawimBaeTcs)

WOP-30LS(config):/remote-capture# port 2002 (2002 — HOMep NOPTa, KOTOPbIV CAYXUT OJ19 NOAK/THYEHNSA
yAa/IEHHOWN MalUVHbL. MNapameTp NpUHUMAET 3HadeHus oT 1025 o 65530. Mo ymonyaHuio: 2002)
WOP-30LS(config):/remote-capture# save (coxpaHeHne HacTPoek)

[na yaanéHHoro nogkntodeHnsa ncnonb3oears RPCAP-npoTokon, yka3aTk IP-agpec ycTpoiictBa 1 nopt. Ans
3TOro, HanpUMep, MOXHO 1cNonb3oBaTb nporpammy Wireshark. 3atem He06Xxo0AMMO NOAYUYUTL CAUCOK
NHTepencos A1s1 CHUpMHra OT YCTPOICTBA, BbIGpaTb OAUH U3 HUX W 3anNyCTUTb CHATME Aamna C
yAaneHHoro nHrepdelica.
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8.3 Ytunuraiperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLas CTOPOHA Ha3bIBAETCH KIMEHTOM, NPUHMMALOLLLAS — CEPBEPOM.

Monyuntb NoAackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WOP-30LS(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTpoliika cepBepa Ha npuém Tpacumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-30LS(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

8.4 HacTtpolika pexuma Radar

®YHKUMOHa/ NpeAHa3HadyeH ans c6opa MHGopMaLUK O KTMEHTCKUX YCTPOICTBAX B 30HE ACTBUS TOUKM
[lOCTyna v nepefaymn AaHHbIX Ha CepPBEpP-KONIEKTOp.

8.4.1 HacTpoiika pagapa C OTnpaBKOli faHHbIX N0 npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WOP-30LS(root):/# configure

WOP-30LS(config):/#radar

WOP-30LS(config):/radar# enabled true (Bk/toueHve pyHkLumoHana radar. Ansa otknoveHns seegute false)
WOP-30LS(config):/radari# url http://host:port/service (ykasbiBaeTcs URL-CCbI/IKa Ha CepBuC, KOTOPbIN
6yaeT NnpuHMMaTh AaHHbIe OT Touku goctyna B JSON-chopmare. NMepenadva Bo3moxkHa no HTTP/HTTPS)
WOP-30LS(config):/radar# scan-interface all (e all — nHTepdeiic, Ha koTopom byaet paboTarb
CKaHupoBaHue. BoaMoxHble 3HaveHus: wlan0 — uHTepdeiic 2.4 INu, wlanl — nHtepdoeinic 5 'L, all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, No ymonyanutio: all)

WOP-30LS(config):/radar# send-interval X (rae X — nHTepBas OTnNpaBKkn AaHHbIX HA KO/I1IEKTOP. BO3MOXHble
3HayeHus:: 1-3600. o yMoNn4aHuio: 5 cekyHp)

WOP-30LS(config):/radar# mac-source "probe data" (rze probe data — BbIGOp TUNa AaHHbIX, COBMpaembIx B
adupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonyaHuto: all)

WOP-30LS(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bble/IEHHOE Ha CKaHMpoBaHne 04HOro
KaHana. BoamoxHble 3HauyeHus: 100-60000. Mo ymonyaHuio: 200 Mc)

WOP-30LS(config):/radar# scan-limit-channels-2g "1 6 11" (11e 1,6, 11 — kaHa/ibl [/151 CKAHNPOBaHUS B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHblE KaHasbl)

WOP-30LS(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — KaHa bl 4715
CKaHMpoBaHuA B gnanasoHe 5 T, MNycToe 3HayeHne — CKaHUPYKTCA BCe AOCTYMHbIE KaHaslbl)
WOP-30LS(config):/radar# save (coxpaHeHne HacTpoek)
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8.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHpbl Ansa HacTpoiiku cpyHKunoHana Radar (MQTT)

WOP-30LS(root):/# configure

WOP-30LS(config):/# radar

WOP-30LS(config):/radar# url http://host:port/service (ykasbiBaetca URL-cCbI/ika Ha cepBuc, KOTOPLIN
6yaeT NnpuHMMaTh AaHHbIe OT TOYKM AOCTyna no npoTokony MQTT. Mpumep: mqatt://rtls.eltex.nsk.ru:1883/)
WOP-30LS(config):/radar# mqtt-username eltex (rze eltex — nma nons3osarens. Heobxoanmo ana
aBTOpU3aLMM Ha cepBuCe-KONIEKTOPE)

WOP-30LS(config):/radar# mqtt-password password (rze password — naposib. Heobxoaum ans
aBTOpPU3aLIMM Ha cepBuCe-KONIEKTOPE)

WOP-30LS(config):/radar# mqtt-topic input_mqtt_topic (ykassisaercsa URL-naeHTUnKaTop cyLHoCTen B
obmeHe mexay T/, 1 KonsiektopoM no MQTT-NpoToKoy)

WOP-30LS(config):/radar# scan-mode passive (re passive — pexum paboTsl pagapa. BosmoxHble
3HaueHus:: active — Touka AOCTyNa TO/IbKO CKaHUPYeT adinp 1 He NpeaocTaBNsAeT CepBuc

KNneHTam; passive — TOUKa A0CTyna npeAocTaB/sieT CEPBUC KNNEHTaM, 3Mp He CKaHMpyeT, nepeaaeT
[aHHble N0 NOAKAYEHHbIM KNneHTam. o ymonyaHuto: active)

WOP-30LS(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom ByaeT paboTarb
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — uHTepdeiic 2.4 IN'u, wlanl — nHtepdoeiic 5 'y, all —
OAHOBPEMEHHO 2.4 Ty, n 5. Mo ymonyaHuto: all)

WOP-30LS(config):/radar# send-interval X (rae X — uHTEepBas OTnNpaBku AaHHbIX HA KO/IIEKTOP. BO3MOXHble
3HaueHust: 1-3600. Mo yMon4aHuio: 5 ceKyHAa)

WOP-30LS(config):/radar# mac-source "probe data" (e probe data — BbIGOp T1Na AaHHbIX, COBMpaembIx B
agupe. Bo3aMoxHble 3HaYeHus: probe — TO/bKO probe request, assoc — TO/IbKO Assoc, data — TONbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuto: all)

WOP-30LS(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IEeHHOE Ha CKaHMpoBaHNe OHOro
KaHana. BoamoxHble 3Hau4eHust: 100-60000. Mo ymonyaHumto: 200 Mc)

WOP-30LS(config):/radar# scan-limit-channels-2g "1 6 11" (e 1,6, 11 — kaHaJsibl [/15 CKAHNPOBaHUS B
AvanasoHe 2.4 [Ty, MycToe 3HaYeHne — CKaHMPYHTCA BCe AOCTYMHbIE KaHasbl)

WOP-30LS(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — KaHasbl A5
CKaHMpoBaHuS B agnanasoHe 5 . MNycToe 3HaYeHne — CKaHUPYTCS BCe AOCTYMNHbIE KaHasbl)
WOP-30LS(config):/radar# scan-min-signal -80 (rze -80 — nopor ypoBHs curHasia. Eciiv Touka goctyna
BUANT K/IMEHTA C YPOBHEM HWXKE yKaszaHHOro, To MAC-aapec KAMeHTa He nepeaaeTcs Ha KONekTop, 1
KNMEHT HE cunTaeTcsl 0GHapYXeHHbIM. 1o ymonyaHuio: 0, oyHKLUMOHA OTKHOYEH)
WOP-30LS(config):/radar# enabled true (Bk/toueHve yHkumoHana radar. Ansa otknoveHus seeaute false)
WOP-30LS(config):/radar# save (coxpaHeHne HacTpoek)
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