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HELTEX

Bepcua M0O: 1.10.12

Bepcusa gokymeHTa [JaTa Bbinycka CoaepraHue UsmeHeHU M
Bepcua 1.22 30.05.2025 N3meHeHo:
—  paclwmMpeHo KOMYEeCcTBO CMMBOIOB AA ycnosui rule set go 128.
[ob6asneHo:

—  moauduKaumsa Homepa CAPN B RURI uepes «PaclumpeHHble HAaCTPOMKM
npoTtokona SIP»;

—  moaudukauma nona name metogos From/To yepes «PaclumpeHHble
HacTpoMKn NpoTokona SIP»;

—  moanduKauma 3aroNoBKoB B onpeseneHHbIX SIP coobuieHusax;

—  aBTOpM3aLMA YYETHbIX 3annceit ¢ nomoLpto radius;

—  OrpaHWYeHus KoMYecTBa ceccuii no Homepy A/B ansa BxoasLuei cBasy;

—  BO3MOXHOCTb MapLIpyTU3aLMM BbI30BOB MO NPON3BO/IbHbIM
3aro/ioBKam;

—  onuua «3ameHnTb CAPN B To Ha 3HayeHMe 13 3aroNoBKay;

—  pacWwuMpeHo KO/IMYeCcTBO CMMBOJIOB B PaCLUMPEHHbIX HACTPOMKax
npotokona SIP no 1024,

— onuus «DSCP ana Signaling».

Bepcna 1.21 21.03.2025 N3meHeHo:
—  obHoBsseHa Bepcua snmp (ToibKo ana SBC2000/3000);
—  cobbITUA cUCTEM 3aLLMTbI MepeHeceHbl B XKypHan 6esonacHocTy;
—  0bHoBneHbl 6ubanMoTekn OpenSSL n OpenSSH ana 3akpbITUA
yA3BmMmocTei (Tonbko ana SBC2000/3000);
—  YBE/IMYEHO KOJIMYECTBO 3aMmnceil B MOHUTOPUHIE aKTUBHBIX CECCUM 10
400.
[obasneHo:
—  $WAbTPALMA MOHUTOPUHIA AKTUBHbIX CECCU;
—  onuua «OtktounThb offroad npu nonydermm ICE»;
—  popaboTaHa 3aLMTa OT HEBEPHO COCTaB/IEHHbIX 3aNpPOCOB;
—  MCMpaB/ieHa yTeyka namatn c aboHeHTOB 6e3 perucrpauumn npu
BbI30BaXx;
—  KypHan 6e3onacHocTy.

Bepcua 1.20 30.08.2024 N3meHeHo:
—  yBenuyeHo KoamyecTso SIP Destination B SBC Trunk;
—  YBE/MYEHO MAKCMMasIbHOEe KOMYeCTBO No/ib3oBaTenen web-
mHTepdeica go 50.
[obasneHo:
— onuua «MoBegeHne Npu NepeHanpaBAeHUN».

Bepcms 1.19 15.04.2024 [obasneHo:

—  nopgepxka STUN;

—  BO3MOHOCTb Bblbopa lan 1 wan /IMHKa Npy UCNONb30BaHWUK pe3epBa;

—  BO3MOHOCTb 3KPaHMPOBAHMA CeLl,. CUMBOJIOB B PaCLLUMPEHHbIX
HacTpoWKax;

—  c6pOC MOHUTOPUHIA AKTUBHbIX CECCUN.

Bepcus 1.18 29.12.2023 JobasneHo:
—  pabota nopta OOB Ha SBC-3000;
— onuua «Hopmanusauma fax sdp no rfc 3108»

Bepcua 1.17 31.08.2023 N3meHeHo:
—  WCKJ/I0YEeHa BO3MOXHOCTb OYMCTKM aBapuii Ha Begomom (slave)
YCTPOWCTBE B CXEMe C Ppe3epBOM.
[obasneHo:
— onuua «MybanyHbii IP-agpecy;
—  aBapwua u SNMP-tpan HegoctynHoctu SIP destination no OPTIONS;
— onuua «MapLupyTvM3auma no agpecy 13 3aronoBka To».

Bepcus 1.16 26.05.2023 [obasneHo:

— onuua «PaspewmnTb acMMMETPUYHbIE AuHammM4Yeckme payload type B
sdp»;

— onuua «Bcerga nepeaasatb 3anpocbl REGISTER»;

—  0b6HoBneHbl 6a3bl GeolP.

Bepcusa 1.15 17.01.2023 [obasneHo:
— onuua «Mcnonb3zosatb SIP-gomeH B RURI»;
— onuua «MepepaBatb HenoaaepKkmMaemblli event 6€3 U3MmeHeHUn ».
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Bepcua 1.14 12.01.2022 [obasneHo:

—  Taillmep Ha MOHUTOPUHT aKTUBHbIX CECCUIA;

—  OrpaHuyeHne KoanyecTsa oTobpaKaemblx BbISOBOB B MOHUTOPUHTE
AKTUBHbIX CECCUI.

Bepcua 1.13 15.09.2021 O6HoBNEHa AOKYMEHTALMA.

Bepcua 1.12 30.03.2021 N3meHeHo:
—  npekKpaleHa nogaeprkka pesepsa Ha SBC-1000.
[obasneHo:
—  paborta B pexxnume obneryéHHoro pesepsa no cxeme 1+1 ansa
SBC-3000;
— onuma «Mcnonb3osatb DIGEST User-name 8 3anpocax aBTopusaupumn».

Bepcna 1.11 12.11.2020 N3meHeHo:
—  nepeynopAafoYvYeHo AepeBO MEHI Mo GYHKLMOHANbHOMY NPU3HaKY;
—  JIMMMTbI 3aLLMTHOTO TalimayTa AN Bbi3oBoB 6e3 media.
[obasneHo:
—  onuuA aBTomaTtuyeckoro oteseta Ha OPTIONS;
—  onuua $opMUPOBaHMA SIOrOB NO 3anpocy;
—  noaaepkKa orpaHmndyenna CPS Ha SIP-Destination;
— onuua «MepeaaBaTb cumeon '#' 6e3 KOAMPOBAHMUAY;
— onuua «lNepepasatb AomeH 13 3aronoskos FROM u TO»;
—  onuuA «He oTnpasnATb 3ab6/I0KMPOBaHHbIE aApeca B YEPHbIA CINCOKY;
—  BO3MOXHOCTb 3agaBaTb 6onblie SIP-TpaHcnopTos, SIP-Destination, SIP-
Users, SBC Trunk, Rules B KoHOUrypauum (Npyv HaANYMM INLEH3UN);
—  aBapwvA 0 NpeBbIEHNM MAKCUMAIbHOTO KOIMYECTBA OAHOBPEMEHHbIX
3anpocos INVITE, SUBSCRIBE, OTHER;
—  noaaep»Ka nepegaum 3aronoskos RPI n PAI gna SIP-Users.

Bepcua 1.10 10.07.2020 [obasneHo:

—  onucaHue HoBoro ycTpomnctea SBC-3000.
Bepcua 1.9 23.04.2020 CuHxpoHuM3auma c sepcueli MO 1.9.4.
Bepcus 1.8 04.10.2019 [obasneHo:

—  popaboTaH MexaHW3M COrnacoBaHuna meamu ana aboHeHToB 3a NAT;

—  obHosneHbl 6a3bl GeolP;

—  pabota guHamuuyeckoro 6paHamayspa c telnet;

—  WUrHOpMpOBaHMWE NOpPTa NO-YMONYAHUIO A/1A YCTPOMCTB, KOTOpble
PEerucTpUpPYIOT KOHTAKT 6e3 yKa3aHWA NopTa, HO COBEPLLAOT BbI30B C
yKasaHuem ero.

Bepcua 1.7 29.10.2018 Ob6HoBNEHA [OKYMEHTALMA.

Bepcua 1.6 08.09.2017 MN3meHeHo:

— nepeumeHoBaH pasgen "fail2ban" B "anHamunuyecknin bpaHgmaysp”;

— nepeumeHoBaH pasaen "npoduau firewall" B "cTraTnueckmin
6paHamayap";

—  pasgeneHbl npaBuaa 610KMPOBOK B AMHAMUYECKOM BpaHamayape ana
Pa3/INYHbIX CEPBUCOB;

—  nepeuMmeHoBaH pasgen "MTR" B "TRACEROUTE".
[obasneHo:

—  manunynunpoBaHue SIP 3aronoskamu;

—  ynpasneHue CYETYMKAMM CTAaTUCTUK BbISOBOB;

—  ONuuA KOHTPOANA UCTOYHUKa RTP;

— noageprkka 3000 ogHOoBpeMeHHbIX Bbi3oBOB Ha SBC2000;

—  obHapy:keHue ataku RTP flood;

—  Ha3HayeHue ceTeBbIX MapLPYTOB Ha MHTepdeic VPN-KAneHTa;
—  cbop cTatmcTukm BbI3oBOB No SNMVIP.

Bepcua 1.5 08.06.2017 N3meHeHo:

—  6a308bIt SNMP OID nameHéH Ha 1.3.6.1.4.1.35265.1.49.
[obasneHo:

—  3awwmTa ot DoS-atak — ICMP flood, port scan, SIP flood;
—  HosBblI TMN nNpasuna firewall — GeolP;

—  Hosbl TN nNpasuna firewall — String;

—  BO3MOXHOCTb PpunbTpaumm no User-Agent;

—  OrpaHuYeHuWe nNo BpemMeHu B npasuiax rule set;

—  KOHOurypuposaHue SBC yepes CLI;
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rpynnosas ounctka npasu fail2ban;

yncno VLAN-untepdericos Ha SBC-2000 ysenmnueHo o 500 (npu
HaNNYUU NMLEH3UN);

YCTaHOBKA MUHMMANbHOTO BpemeHu pernctpaumm Ha SIP Users;

onuUsA UTHOPMPOBAHMA NOPTA-UCTOYHUKA NPU BXOAALMX BbI3OBAX Yepes
SIP Destination;

aKTyanbHble ans Tekyweit sepcum MO SNMP MIB-daitabl MOXKHO
CKayaTb NPSMO C YCTPOICTBA;

CYETYMKM CTAaTUCTUKM NO BbI30BaM;

pacliMpeHo Koan4yecTso oTobparkaemolt nHbopmaumm o
3aperMcTprpoBaHHbIX abOHEHTaXx.

Bepcna 1.4

27.02.2017

[obasneHo:

paborta B pexxume obneryéHHoro pesepsa no cxeme 1+1.

Bepcua 1.3

20.06.2016

M3meHeHo:

pasHeceHbl TPAHKOBbIE M aBOHEHTCKME HanpaBaeHus;

TPaHKW MOTYT 06beAMHATb Pa3IMYHbIe HanpaBieHUA AN Lenein
pesepBUpoBaHMA/6anaHCMPOBKM HArpysKK;
pacwmpeH dyHKumoHan fail2ban.

[obasneHo:

MOHUTOPUHT aKTUBHbIX CECCVII‘;I;

aganTtauum ana ZTE Softswitch 1 MTA M-200;

06paboTka nepeagpecaunit B SIP-oteetax 302;

HoBble 6onee rMbKMe NpaBmIa KOMMYTaLMK BbI3OBOB;
BO3MOXHOCTb 334aBaTb 60/blue SIP-TpaHCNOPTOB 1 HanNpaBAEHU B
KOHOUrypaumm;

onuuoHupoBaHue dopmarta 3arosoBKos SIP.

Bepcua 1.2

21.01.2016

[obasneHo:

aBapuA O 3aM0JIHEHUW BHELLHWUX HaKoNUTenew;
pasnnyHble peXrmMmbl co3aanus ¢aiinos CDR;
Mcnosib3oBaHue gupektTopuin ana dannos CDR;
eAMuHbIN gnanasoH RTP-nopTos.

Bepcua 1.1

12.08.2015

[obasneHo:

3aWMTHBIN TalimayT a1a oT60A BbI30OBOB 6€3 NPOK/IOYEHHbIX Meauna-
NOTOKOB;

MOHUTOPUHT KONIM4EeCTBa BbI3OBOB (Ha rpa¢V|Ke MaKCumasibHoe,
TeKyLwee U MUHUMa/ZibHoe 3HaHeHVIF|);

BblbOp ceTeBOro MHTepdeiica, A4/19 KOTOPOro BblAENAETCA Meauna pecypc;
pesepsupoBaHue SIP-HanpasneHus;

6anaHCcMpoBKa Harpysku;

KOHTPO/Ib SOCTYNHOCTU B3anmogelicTeytowero SIP-cepsepa;
pernctpauma no SIP-TpaHky;

YKypHas 3a6710KMPOBAHHbIX aApeCcoB.

Bepcma 1.0

11.11.14

MepBas nybavKauwms.

lNoepaHuyHble KOHMposnepsl cecculi SBC




HELTEX

UENEBAA AYANTOPUA

[aHHOe pyKoBOACTBO MO 3KCMjyaTauMu npefHasHa4YeHo A/ TEXHUYECKOro NepcoHasna, BbIMOAHAIOLWLEro
HaCTPOMKY M MOHUTOPUHT YCTPOMCTBA NocpeacTBOM web-KoHpUrypaTopa, a Takke npoueaypbl Mo YCTAHOBKe U
obcnyuBaHuio yctpoiictea. KBanmduKkaumsa TexHMYeCKoro nepcoHana npeanosaraeT 3HaHWE OCHOB PaboThl
cTtekoB npoTokosios TCP/IP, UDP/IP n npuHumnos noctpoeHus Ethernet-ceteit.
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HELTEX

1 BBEAEHUE

MorpaHunuHbIi KoHTponnep ceccuit SBC (Session Border Controller) npeaHasHadeH ana pelieHus 3aaad
conpsyKeHma pasHopogHbix VolP-ceTeir, obecneumBas COBMECTHYLO pPaboTy TEPMWMHANOB C pPasNYHbIMU
NPOTOKO/MIAaMWN CUFHaNM3aunmn n Habopamm ncnosiblyembix KogekoB. Kpome Toro, 3a cyeT GyHKLMOHANbLHOCTH
Firewall, NAT 1 npoKcMpoBaHUA CUTHANIbHOTO U MmeanaTpadmKa OH 3aMLIAET KOPMOPATUBHYIO CETb OT aTakK 1
CKpbIBAeT ee BHYTPEHHI CTPYKTypy. SBC Bceraa ycraHaBAMBAETCA Ha [PaHULE KOPMOPaTUBHOM WK
onepatopckoit VolP-ceT n BbiNOAHAET Te QYHKLWUKU, KOTOpble HeuenecoobpasHo BO3saraTb Ha YCTPOWMCTBA
onepartopa (Hanpumep, rM6KKIK KommyTaTop Softswitch).

OcHogHble ¢pyHKyuu SBC

—  3allMTa CeTU U APYrux YCTPOICTB OT BHELLHMX aTakK (Hanpumep, DoS-aTak);

—  BbINOAHAET GYHKUUN MeXkKceTeBOro aKkpaHa Firewall;

— MO3BOJIAET CKPbITb TOMOJIOTMIO CETU OMNepaTopa;

—  NO3BOJIAET COracoBaTb Pa3IMYHbIe NPOTOKObI CUTHANN3ALMIA U KOLEKW;

— Mo3BoJsiAeT NpeaocTasuTb ycayrn QoS 1 NpruoprTU3aLLMio MOTOKOB;

— No3BOJIAET B3aMMOZENCTBOBATb C YCTPOMCTBaMM, noakaodeHHbimn 4yepe3s NAT (Network Address
Translation);

— cbop CTAaTUCTUKM BbI30BOB, 06CNyXKeHHbIX Yepe3 SBC.
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2 ONUCAHUE U3OENUNA

2.1 Ha3HaueHwue

Eltex SBC — KOMMOHEHT nporpammHo-annapatHoro Komnjekca ECSS-10, ydyacTBylowmii B npouecce
obcny)KMBaHMA Bbl30Ba B KayecTBe MOrPaHUYHOro KOHTpossepa ceccun. YctpolictBo obecnedymBaet
HOPMaNM3aUMIo peannsaunii CUrHabHOIO MPOTOKOJa, YCTaHOBJIEHHbIM SLA ypoBeHb KayecTBa, 3alMTy CETU
ornepaTopa OT HECAaHKLUMOHMPOBAHHOIO A0CTYNa M Pa3/INYHbIX aTak, COop CTaTUCTUKN.

OcHoBHble xapakmepucmuKu SBC:
— KOJINYeCcTBO OAHOBPEMEHHbIX CECCUIA:
— ana SBC-3000: 2000;
— ana SBC-2000: 2000;
— ana SBC-1000: 500;
KONMYEeCTBO 3aperncTpMpoBaHHbIX abOHEHTOB:
— ana SBC-3000: 16000;
— ana SBC-2000: 16000;
— ana SBC-1000: 4000;
KOJINYECTBO BbI30BOB B CeKyHAY (CPS):
— ana SBC-3000: 100;
— ana SBC-2000: 100;
— ana SBC-1000: 30;
— KosmnyectBo Ethernet-nopTos:
— ana SBC-3000:
— 2 noprta 10/100/1000BASE-T (RJ-45)/ 1000BASE-X (SFP);
— 2 noprta 10/100/1000BASE-T (RJ-45);
— ana SBC-2000:
— 2 noprta 10/100/1000BASE-T (RJ-45)/ 1000BASE-X (SFP);
— 2 noprta 10/100/1000BASE-T (RJ-45);
— ana SBC-1000:
— 3 nmopta 10/100/1000BASE-T (RJ-45);
— 2 mopra 1000BASE-X (SFP);
— noafeprkKa ctatuyeckoro agpeca n DHCP;
— npoTokoAbl IP-tenepoHun SIP, SIP-T, SIP-I;
— noagep*ka NTP;
— nopgepka DNS;
— nopaeprkka SNMP;
— orpaHuyeHume nonocbl 1 QOS;
— ToS u CoS ana RTP u curnanmusaummn’;
— VLAN gna RTP, curHannsaummn v ynpasieHus;
— aBapuIHOE IOFMPOBaHMUE;
— nopaepka RADIUS;
— 3anucb GUNANHTOBOMN MHbOPMaUNW;
— annapaTHoe pe3epBMpOBaHMe No cxeme obaeryéHHoro pesepsa 1+12:
— BpemA NepeKkNtoYeHna Ha pe3epB NPM OTKAOYEHMN BHELLHErO IMHKA OCHOBHOIO YCTPOMUCTBA —
2—4 ceKkyHApbl;
— BpemA NepeKkNtoYeHnsa Ha pe3eps Npm NOSHOM OTKAOMEHWM OCHOBHOFO yCTpoiicTBa — 4—5 cekyHp;
— o6HoBneHue MO: yepes web-nntepodelic, CLI (Telnet, SSH, KoHconb (RS-232));
— KOHOMUIrypupoBaHUe 1 HacTpoliKa (B TOM Yucie yaaneHHo):
— Web-uHtepdeiic;
CLI ! (Telnet, koHconb (RS-232));
— yAaneHHbIN MOHUTOPUHT:

1 B rekywei sepcmm MO He noaaepxunsaercs.
2 DyHKUMOHaAN He noaaepaH ana SBC-1000.
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— Web-uHtepdoelic;
— CL;
— SNMP.

dyHKumoHan SIP/SIP-T/SIP-I:

— SIP L5 NAT/Topology hiding;

— SIP dialogue transparency;

— SIP transit of unrecognized headers;
— B2BUA as defined in RFC 3261;

— RFC 2833 (Telephone Event);

— RFC 3264 (Offer/Answer);

— RFC 3204 (MIME Support);

— RFC 4028 (Session Timers);

— RFC 3326 (Reason Field);

— RFC 3262 (PRACK);

— RFC 3372 (SIP-T);

— B2BUA peering;

— B2BUA access;

— RFC 1889 (RTP);

— RFC 4566 (SDP);

— RFC3261;

— RFC3581;

— SIP OPTIONS Keep-Alive (SIP Busy Out);
— NAT support (comedia mode).

Nepepava ¢akKca:

- T.38;
- G.711.
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2.2 Tunosble cxembl npumeHeHuA

B faHHOM pyKOBOACTBE NpeanaraeTca HEeCKO/IbKO CXeM NOCTPOEHUA CeTU C Mcnoab3oBaHmem SBC.

2.2.1 Mexonepamopckoe e3aumodeiicmeue

PSTN

Private Network 2

Public Public
Network Network

Softswitch

Private Network 1 Private Network 3

PucyHoKk 1 — Cxema npumeHeHua «MexonepaTopckoe B3aMMoaencTame»

2.2.2 B3aumodeiicmsue mexcdy onepamopom U KOprnopamueHbIM KAUeHMoMm

&
PSTN /
Session

Softswitch Border Public
4 Controller

WiF

SIP client oeg)

AD Eltex G

Private Network

Network

DATA CENTER

PucyHoK 2 — Cxema npumeHeHus «OnepaTop — KOPNopaTUBHbINA KANEHT»
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2.2.3 B3aumooelicmeue mexcdy onepamopom U YaCMHbIM Nosnb3osamesnem

Internet

PucyHok 3 — Cxema npumeHeHus «OnepaTop — YacTHbIN KANEHT»

23 OcCHOBHbIe TeXHU4YeCcKue napameTpbl

OCHOBHble TeXHUYEeCKMe napameTpbl npuBeaeHbl B Ta61w|u,a 1.

Tabnanuya 1 — OCHOBHbIE TEXHMYECKME NapaMeTpbl

MpoTtokonbl VolP

MNopaepxmBaemble NPOTOKObI

SIP-T/SIP-I
SIP
T.38

MoaAaep:kuBaemble KOAEKU

AyamnoKkogeku

G.711 a-law (B TekcTte G711A)
G.711 p-law (B Tekcte G.711U)
G.729

G.729 (A/B)

G.723.1 (6.3 Kbps, 5.3 Kbps)
G.722

G.726 (32 Kbps)

G.728

Buaeokoaekm

H.263
H.263-1998
H.264

MapameTpbl aneKTpuyecKkoro nHtepdeiica Ethernet

Konunuectso uHtepdeiicos

SBC-1000 SBC-2000 SBC-3000

3 4 4

DNEeKTPUYECKUI pasbem

RJ-45

CKopocCTb nepegaun

asToonpeaenexme, 10/100/1000 M6éuT/c, aynnekc

MoafeprKKa CTaHAapToB

10/100/1000BASE-T

14 lNoepaHuyHble KOHMposnepsl cecculi SBC




HELTEX

MapameTpbl onTuyeckoro nHrepdeica Ethernet

Konnyectso nHrepdeicos

2 combo-nopta

OnTuyeckuit pasbem

Mini-Gbic (SFP):

1) pynneKkcHble, ABYXBONOKOHHblE C ANWMHOM BOAHbI 1310 HMm
(Single-Mode), 1000BASE-LX (KoHHekTOp LC), manbHocTb — A0
10 Km, HanpsXeHne nutaHua — 3,3 B

2) pynneKkcHble, OAHOBOJNIOKOHHblE C A/ MHaMW BOJIH Ha
npuem/nepegauvy 1310/1550 Hm, 1000BASE-LX (KoHHekTop SC),
BanbHOCTb — A0 10 Km, HanpaxeHue nutaHua — 3,3 B

CKopocCTb nepesayuun

1000 M6wuTt/c, aynnekc

MNoppep»Ka CTaH4apTOB

1000BASE-X

MapameTpbl KOHCONU

MocnepoBaTenbHbIi nopT RS-232

CKopoCTb Nepesayun AaHHbIX

115200 6uTt/cek

DNEeKTpUYECKMEe NapameTpbl CUTHAIOB

no pekomeHgaumm MC3I-T V.28

Mpoumne nHTepdeicobl

USB

1 — pna SBC-1000/2000; 2 — s SBC-3000

SATA 2

O6wwme napameTpbi
Pabounin ananasoH TemnepaTyp o1 0 go +40 °C
OTHOCUTENbHAA BIAXKHOCTb no 80 %

BapuaHTbl NnuTaHmA

- OAUH UCTOYHUK NMUTAHUA NOCTOAHHOIO NN NepeMeHHOro TOKa;
- ABa UCTOYHWUKa NNUTAHUA MOCTOAHHOIO UK NepemMeHHOro ToKa.

NCTOYHMKM NnTaHKUA

CeTb nepemeHHoro | CeTb NOCTOAHHOIO TOKA
TOKa

HanpAaxeHne NnuUTaHuA

100-2408B,47-63 Ty | 36-728B

0O603HayeHne UM

PM160-220/12 PM100-48/12

MowHocTb UM 160 Bt 100 Bt
MoTpebnaemas MOLHOCTb He 6onee 50 BT
labapuTbl (LU x B x T) SBC-1000 SBC-2000 SBC-3000

430 x 45 x 260 mm 430%x45x 340 mm | 430 x 45 x 340 mm

KOHCTpyKTMB

19" KOHCTpYKTUB, TUNOpasmep 1U

Macca HeTTO

YctpoictBo B nosHou | SBC-1000 SBC-2000 SBC-3000
KOMMNAeKTaumu 3,2 Kr 5,3 Kr 5,3 kr

B 0,5 Kkr

BeHTnaHenb 0,1 kr

SATA-HakonuTenb! 0,1 kr

CpOK cnybbl

He meHee 15 net

! Tonbko pna SBC-2000 1 SBC-3000.
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24 KOHCTPYKTUBHOE UCNONHEHue
2.41 SBC-1000

MorpaHnyHbIA KOoHTposnep ceccuit SBC-1000 BbINOSHEH B METAN/IMYECKOM KOPMyce C BO3MOMKHOCTbIO
ycTaHoBKM B 19" KapKac Tunopasmepom 1U.

BHewHW BuA, nepeaHen naHenm ycTpomncTea npmeeaeH Ha PucyHok 4.

AELTEX
SMG1016M

UsB
e
g g g
3 & 5
10/100/1000 SFP L I
. o i Aeale oo aoaob o PP e s -

PucyHok 4 — BHelwHUI BuA nepegHeit naHean SBC-1000 (Ha 6a3e SMG-1016M)

Ha nepeaHeit naHenn ycTpoOMCTBa Pacro/oMKeHbl Pasbembl, CBETOBbIE MHAMKATOPbI M OpraHbl yrpasieHua
(Tabanua 2).

Tabanua 2 — OnucaHve pasbemoB, MHAMKATOPOB W OPraHOB YNpaBAeHWs NepeaHei naHenu

Ne dnemeHT nepegHen naHenn OnucaHue

1 UsB USB-nopT Ana NOAKNKOYEHNA BHELWHEr0 HakonuTena

2 F DyYHKLMOHANbHAA KHOMKA

3 Console ;(;:)c;;;:n;i nopt RS-232 pagnAa  NOKanbHOro  ynpasneHua

4 10/100/1000 O0..2 3 pasbema RJ-45 untepodeiicos Ethernet 10/100/1000 BASE-T

5 SFPO, SFP 1 2 waceu El,nﬂ onTtuyecknx SFP-moayneit 1000BASE-X Gigabit uplink
nHTepdeica ans Bbixoaa B IP-ceTb

6 El Line 0..7, E1 Line 8..15 2 pasbema CENC-36M ana nogxntodeHmns notokos E11

7 SATA-0, SATA-1 WnankaTopbl paboTbl MHTepdeiicos SATA?

8 Infol, Info2 NHankaTopbl paboTbl onTuyecknx nHtepdelicos SFP

9 Alarm NHAanKaTop aBapumm ycTponcTea

10 Status NHankaTop paboTbl ycTpoWcTBa

L [ns ycrpoiictea B KoHdUrypauumn SBC-1000 He ncnonb3ayetcs.
2 B aHHOI BEPCUM He MCMO/b3yeTCA.
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BHewHW BUA, 3a4HEN NaHeNN YCTPONCTBA NPUBELAEH HA PUCYHKE HUKeE.

OpPaO~OD
O - - ® | 280X ® ® O
18980
== = SFOROKDRD ®
= = | OE0S0E00
eSS =A]
- ® 250520 L ©
1 1 2 3
PucyHOK 5 — BHewHuUi B1A 3agHeit naHenn SBC-1000 (Ha 6a3e SMG-1016M)
B Tabamue HUKe npuBeaeH nepedyeHb Pa3bemoB, PacroioXKeHHbIX Ha 3aZHel naHe/n YyCTPOMCTBa.
Tabanya 3 — OnucaHne pasbeMOB 3a4HEN NaHean KOMMYTAaTopPa
Ne | dnemeHT 3agHel naHenun OnucaHue
1 Pa3sbvem nutaHusa Pa3svem ANAa NOAKNIOHEHUNA K UCTOYHUKY INEeKTPONUTaHNA
2 CbemHble BEHTUNIATOPbI CbemMHble BEHTUNAUMOHHbIE MOA4Y/IN C BO3MOXXHOCTbIO FOpﬂ‘-IEVI 3aMeHbI
3 | Knemma 3asemnenna = Knemma ansa 3a3eMieHns ycTpoicTea

2.4.2 SBC-2000

MorpaHnyHbIN KoHTponnep ceccnit SBC-2000 BbINOSIHEH B METa/I/IMYECKOM KOpnyce C BO3MOMHOCTbIO
ycTaHoBKM B 19" Kapkac Tunopasmepom 1U.

BHewWwHKI BUA nepeaHel naHenu ycTpoicTBa NpuBeaeH Ha PUCYHOK 6.
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PucyHoKk 6 — BHewHU Bug nepegHeit naHenm SBC-2000 (Ha 6a3e SMG-2016)

Ha nepegHeli NnaHeAu yCTPOCTBa Pacno/ioKeHbl CneaylolmMe pasbembl, CBETOBbIE MHAMKATOPbI U OpraHbl
ynpasneHus, Tabauua 4.

Tabanua 4 — OnucaHue pasbemoB, MHAMKATOPOB W OPraHoOB YNpaB/AeHWUa NepeaHei naHenu

Ne dnemeHT nepegHen naHenun OnucaHue

1 Pazvembi SATA-OucKoe Pasbembl gna yctaHosBkn SATA-aucKkos

2 F DyHKLMOHaNbHAA KHOMKa

3 Console KOHCONbHbIV NOPT AN1A I0KaNbHOrO YNpaBaeHUA YCTPOUCTBOM

4 USB USB-nopT AN NOAKNHOYEHNA BHELIHEro HakonuTena

5 0.1 2 pasbema RJ-45 Ethernet 10/100/1000BASE-T Gigabit uplink ans sBbixoaa B
Y IP-ceTb

6 2,3 2 waccu ana yctaHoeku SFP moaynein 1000BASE-X uplink nntepoeiica gns

BbIxoaa B IP-ceTb
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2 pasbema RJ-45 10/100/1000BASE-T Gigabit uplink nutepdeiica ans
BbIxoaa B IP-ceTb
7 E1l Line 0..15 16 pasbemos RJ-48 ana noaknoueHuns notokos E1?
8 Sync.0, Sync.1 2 pasbema RJ-45 ana NoAKNHOUYEHMA UCTOYHMKOB BHELLIHEN CUHXPOHU3aLmn?
UHauKaTopbl
Alarm MHAavKaTop aBapumm ycTponcTea
Status MHauKaTop paboTbl ycTpoicTBa
Sync.1 MHamkaTop paboTbl MHTepdelica BHeLWH el CMHXpoHu3auum Sync. 11
Sync.0 MHamkaTop paboTbl MHTepdelica BHeLWH el CMHXpoHu3auum Sync.2*
9
Power NHOMKaTOP NUTaHWUA YCTPOICTBA
RPS NHAMKaTOp AOMNONHUTENBHOIO NUTAaHMA YCTPONCTBA
FAN NHAanKaTop paboTbl BEHTUNATOPOB
UsB NHankaTop pabotbl USB

BHewWHWI BUA 3agHen naHenn ycTponcTea npmueeseH Ha PUCYHOK 7.

~220 VAC
50 Hz

max 1A =

PucyHoK 7 — BHewHU BUg 3agHel naHenn SBC-2000 (Ha 6a3e SMG-2016)
B Tabanue HUXe NpuBeaeH NnepevyeHb Ppa3bemoB, PachoIOKEHHbIX Ha 3a4Hel NaHenu yCcTpomncTea.

Tabanua 5 — OnucaHne pasbemoB 3a4Hel naHen KomMmyTaTopa

Ne dnemeHT 3agHel naHenun OnucaHue

1 Moaynn nutaHua Moaynn ¢ pa3beMom ANA NOAKAIOYEHUA K UCTOYHUKY 3NEKTPONUTaHMA
2 MaHenn BeHTUNATOPOB CbeMHbIE BEHTU/IALUMOHHbIE MOAYAMN C BO3MOXKHOCTbIO rOpAYE 3aMeHbl
3 Kiemma 3azemaeHus @ Knemma gna 3asemneHns ycTponcTea

! Nlna ycrpoitctsa B koHdUrypaumum SBC-2000 He ncnonb3ayeTcs.
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2.4.3 SBC-3000

MorpaHnyHbIA KoHTpoanep ceccuin SBC-3000 BbINOMHEH B METAN/IMYECKOM KOPMyce C BO3MOMKHOCTbIO
ycTaHoBKM B 19" Kapkac Tunopasmepom 1U.

BHewHW BuA, nepeaHen NaHen yCTPOMCTBA NPUBEAEH HA PUCYHKE HUKE.
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r
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PucyHoK 8 — BHelwHUl BMA nepegHent naHenn SBC-3000 (Ha 6a3e SMG-3016)

Ha nepegHei naHes M ycTPOMCTBa PacnosioKeHbl cleaytoLme pasbemMbl, CBETOBbIE MHANKATOPbI U OpraHbl
ynpasneHua, Tabanua 6.

Tabanuya 6 — OnucaHne pasbeEMOB, MHANMKATOPOB M OPraHoOB yNpaBAeHUA NepeaHen NaHem

Ne dnemeHT nepegHen naHenn OnucaHue
1 Pa3zvembl SATA-Ouckos Pasbembl ¢ canaszkamu anda yctaHoBKkM SATA-ANCKOB
2 Console KOHCObHbIN NOPT A4/1A IOKANIbHOTO YNPaB/ieHUs YCTPOUCTBOM
3 008 BblgeneHHbIn nopt Ethernet ana KoHPUrypmpoBaHua ycTporictaa. MopT He
MMeeT BO3MOXKHOCTM KOMMYTALUKU C NpoYmmu noptamm SBC
4 F DyYHKLMOHANbHAA KHOMKA
5 UsB USB-nopTbl 419 NOAKAOYEHUA BHELWHUX HaKonNuTeen
5 12 2 pasbema RJ-45 Ethernet 10/100/1000BASE-T Gigabit uplink ans sbixoaa B
’ IP-ceTb
2 waccu gna yctaHoeku SFP moaynein 1000BASE-X uplink nHtepdeitca gns
6 34 BbIxoJa B IP-ceTb
! 2 pazbema RJ-45 10/100/1000BASE-T Gigabit uplink nHtepdeiica ans sbixoaa
B IP-ceTb
7 El Line 0..15 16 pasbemos RJ-48 ana nogknoveHnsa notokos E1?
2 pasbema RJ-45 gns nogKNoYeHMA UCTOYHMKOB BHELLHEN
.1, .2 .
8 Sync.1, Sync cuHxpoHusaummnError! Bookmark not defined.
UHpuKkaTopbl
Alarm MNHauKaTop aBapuu yCcTpoMCTBa
Status NHauKaTop paboTbl ycTpoicTea
svnc.1 MHankaTop paboTbl MHTepdelica BHELWHEW CUHXpPOHU3aumuwn Sync.2Error!
yne. Bookmark not defined.
MHankaTop paboTbl MHTepdelica BHELWHEW CUHXpOHU3aumuwn Sync.lError!
Sync.0 )
Bookmark not defined.
3 Power NHAMKaTOp NUTaHMA yCTpoMCTBa
RPS NHAMKaTOp AOMNONHUTENBHOIO NUTaHMA YCTPONCTBA
Alarm MHaMKaTop aBapum yCcTpoCTBa
FAN NHanKaTop paboTbl BEHTUNATOPOB
UsB NHauKkaTop paboTbl USB

! [ns ycTpolicTea B KoHoUrypaumm SBC-3000 He ucnonb3yeTca.
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BHewHW BUA 3a4HEN NaHenn yCTPONCTBa NnpuseseH Ha PucyHok 9.

PucyHoK 9 — BHelwHUIA BUA 3aaHeit naHenu SBC-3000 (Ha 6a3e SMG-3016)

B Tabamue HUKe npuBeaeH nepeyeHb Pa3bemoB, PacrooXKeHHbIX Ha 3aZHel naHen YyCTPOMCTBa.

Tabnvua 7 — OnuncaHue pasbemoB 3aHel NaHen KOMMYTaTopa

No dnemeHT 3agHeN naHenun

OnucaHue

@

1 Moaynn nutaHua Moaynn c pasbemMom A/1A NOAKNOYEHUA K UCTOYHUKY 3N1eKTPOoNuTaHmA
2 MaHenn BeHTUNATOPOB CbeMHble BEHTUIALMOHHbIE MOAYAN C BO3MOMXKHOCTbIO ropsAveit 3ameHbl
3 Knemma 3azemnenHma

Knemma gns 3asemneHuns ycTpoincTea
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2.5 CsetoBasa MHAUKaUUA

Tekyllee coCcTosHME YCTPOMCTBA OTOBparkaeTca Npu MOMOLLM MHANKATOPOB, PACMONOMKEHHbIX HA NepeaHe

naHenun.

2.5.1 Ceemosasn uHoukayusa ycmpoiicmea e paboyem cocmoaHuu

2.5.1.1 SBC-1000

CseToBas MHAMKAUMA YCTPOMCTBA B paboyem coCcTosiHUM npueeaeHa B Tabanua 8.

Tabnmua 8 — CeBeToBas MHAMKALMA COCTOSHUA YCTPOMCTBA B paboyem coCcToaHUN

UHpukatop CoctofaHUe MHAMKaTOpA CocTofiHMe yCTpoiicTBa
Infol He roput oTcyTCcTBYeT IMHK SFPO
ropuT 3eN1eHbiM CBETOM NMHK SFPO B paboTe
Info2 He ropuTt OTCyTCTBYEeT IMHK SFP1
rOpuT 3e/1eHbIM CBETOM NMHK SFP1 B paboTe
rOpUT KPAacHbIM CBETOM 3arpysKa ycTpoiicTea
MMUraeT KpacHbIM CBETOM KpUTUYECKasa aBapus Ha yCTPOICTBe
Alarm rOpPUT KPAaCHbIM CBETOM HEeKPUTMYECKas aBapuma Ha yCTponcTee
rOPWUT XeNTblM CBETOM HeT aBapuii, eCTb HEKPUTUYECKME 3aMeYvaHus
roOpwT 3eN1eHbiM CBETOM HOpMasibHanA paboTa
Status roOpwT 3eN1eHbiM CBETOM HOpMasibHanA paboTa
He roput HeT NUTaHWUA YCTPOICTBa

2.5.1.2 SBC-2000

CBeToBan MHAMKALMA YCTPOWCTBA B paboyem cocToAHMM NpuBeaeHa B Tabamue 9.

Tabanua 9 — CBeToBasA MHAMKALMSA YCTPOWCTBA B paboyem COCTOSHUM

UHpukatop CocroAaHUe MHAMKaTOpA CocTofiHMe yCTpoiicTBa
MWTaeT KPacHbIM CBETOM KpUTMYECKas aBapusa Ha yCcTpoicTae
Alarm rOpuUT KPacHbIM CBETOM HEeKpUTUYECKAA aBapuA Ha YCTPOUCTBE
rOpUT XKeNTbIM CBETOM HeT aBapui, eCTb HEKPUTUYECKME 3aMeYaHnA
ropuT 3e/1eHbIM CBETOM HopmanbHasa paboTa
ropuT 3e/1eHbIM CBETOM HopmanbHasa paboTa
YcTpolicTBo HaxoguTca B pexknme SLAVE (nogpobHee o
Status Mwuraet nonepemeHHO OpaHXeBbIM P A P (noap
paboTte pesepsa B MpunoxkeHmun B. ObecneyeHne GyHKLMMU
M 3eN1eHbIM
pe3sepBupoBaHus SBC)
He roput HeT NUTaHWA YCTPOMCTBA
Sync.0, Sync.1 ropuT 3e/IEHbIM LLBETOM CUHXPOHM3aUMA OT BHELIHEro MCTOYHMKA
He ropuT BHELHWNIN UCTOYHUK CUHXPOHU3ALMMN HE NOAKNIOYEH
p ropuT 3e/IEHbIM LLBETOM nuTaHue oT 6710Ka NuUTaHus #1
ower
ropuT OpPaH>KEBbIM LIBETOM 610K NUTaHWA #1 ycTaHOBAEH, MUTAHWE Ha HEFO He NoAaeTcA
ropuT 3e/1EHbIM LLBETOM 610K NUTaHWA #2 yCTaHOBMEH, HA HEro NOAAeTCA NUTaHKe
RPS rOpUT KPaCcHbIM LLBETOM 610K NUTaHUA #2 yCTaHOBNEH, NUTaHME Ha HEro He nogaeTca
He roput 610K NUTaHWA #2 He yCTaHOB/EH
BCE MOAY/IN CbeMHbIX BEHTUNATOPOB YCTAHOB/EHbI, BCE
ropuT 3e/1EHBIM LLBETOM
BEHTUNATOPLI B paboTe
BCE MOAY/IM CbEMHbIX BEHTUNATOPOB YCTAHOB/EHDI
FAN rOpUT OPAHKEBbIM LBETOM AY poBy !
NPUCYTCTBYHOT Hepaboume BEHTUAATOPDI
OZMH AN 06a MOAYNA CbeMHbIX BEHTUNATOPOB He
rOpUT KPACHbIM LIBETOM
YCTaHOBAEHDI
USB ropuT 3e/1EHLIM LBETOM USB-flash yctaHoBneHa
He roput USB-flash He ycTaHOBNEeHa
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2.5.1.3 SBC-3000

CseToBasA MHAMKAUMA YCTPOMUCTBA B paboyem cocTosHuM npuseaeHa B Tabanua 10.

Tabanya 10 — CeeToBadA MHAMKALMA YCTPOMCTBA B paboyem coCTOAHUM

UHpgukatop CoctofaHUe MHAMKaTOpA CocTofAiHMe YCTpOoiicTBa
MwuraeT KpacHbIM CBETOM KpuTnuyeckasa aBapua Ha ycTponcree
Alarm [OpUT KPaCHbIM CBETOM HeKkpuTnyeckan aBapusa Ha yCTponcTee
[opwuT »KenTbim cBEeTOM HeT aBapuii, ecTb HEKPUTUYECKME 3aMeYaHNsA
lopwT 3eneHbIM CBETOM HopmanbHas pabota
lopwT 3eneHbIm CBETOM HopmanbHas pabota
YcTpolicTBo HaxoguTca B pexknme SLAVE (nogpobHee o
MwuraeT nonepemeHHO
Status paboTe pesepsa B MNpunorkeHmun B. ObecneveHne GyHKLMMU
OpaHXKeBbIM U 3e/1eHbIM
pesepBupoBaHus SBC)
He roput HeT nuTaHua ycTpoicrea
[opwuT 3eneHbim LLBETOM CUHXPOHM3AUMA OT BHELLIHEro MCTOYHUKA
Sync.1, Sync.2 P = P — 4
He roput BHeLWHNN NCTOYHUK CUHXPOHU3aUNN HE NOAKNHOYEH
Power [opwuT 3eneHbim LLBETOM MutaHne ot baoka nuTaHua #1
Wi
[opuUT OpaHXKeBbIM LLBETOM bnok nutaHua #1 yctaHOBAEH, NUTAHME Ha Hero He nogaeTcA
[OpUT 3eNeHbIM LIBETOM Bnok nutaHua #2 yctaHOB/NIEH, HA HEro NOAAETCA NMUTAHNe
RPS [OpUT KpacHbIM LBETOM BnoK nutaHuA #2 ycTaHOBAEH, MMTAHUE Ha HEro He NoAaeTcA
He roput BnoK nutaHuA #2 He ycTaHOBEH
Bce moaynu cbemHbIX BEHTUNATOPOB YCTaHOB/IEHbI, BCE
[opwuT 3eneHbim LLBETOM
BEHTMAATOPbLI B paboTe
Bce moaynu cbemHbIX BEHTUNATOPOB YCTaHOB/EHbI
FAN [opuUT OpaHXKeBbIM LLBETOM AY posy ’
NPUCYTCTBYHOT Hepaboume BEHTUAATOPDI
OauH nan oba moaynA CbeMHbIX BEHTUAATOPOB He
[opuUT KpacHbIM LLBETOM
YCTaHOB/IEHbI
USB FopwT 3eneHbIM LLBETOM USB-flash yctaHoBneHa
He roput USB-flash He ycTaHOBNeHa
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2.5.2 Ceemoeas uHOukayusa uHmepgeiicos Ethernet 1000/100

CoctoaHne uHTepdelicoB Ethernet oTobparkaetca CBETOAMOAHLIMM WMHAMKATOPAMW, BCTPOEHHbIMU B
pa3bem 1000/100, n npmeeaeHo B Tabaunue HUKe.

Tabavua 11 — CeetoBas UHAMKauma uHtepdeiicos Ethernet 1000/100

NHgukatop/CocroaHue
CocTosHMe yCTPOMUCTBA Xentbit uHAUKaTOpP 3eneHblit UHQUKaATOP
1000/100 1000/100
MopT paboTtaeT B pexkume 1000BASE-T, HeT nepeaayun AaHHbIX rOpUT NOCTOAHHO rOpUT NOCTOAHHO
MopT paboTaeT B pexkume 1000BASE-T, ecTb nepesaya AaHHbIX ropuT NOCTOAHHO muraet
MopT pabotaet B pexknme 10/100BASE-TX, HeT nepeaaumn AaHHbIX He ropuT rOpUT NOCTOAHHO
MopT pabotaet B pexknme 10/100BASE-TX, ecTb nepegava AaHHbIX He roput muraet

2.5.3 Ceemoseasn uHOUKaYus Npu 3azpy3Ke U cbpoce K 3a800CKUM Hacmpolikam

2.5.3.1 SBC-1000

CBeToBasn MHAMKAUMA NPV 3arpy3ske u cbpoce K 3aBOACKMM HaCcTpoiKam npuseaeHa B Tabanua 12.

Tabanua 12 — CeeToBan MHAMKALMA NpK 3arpysKe U cOpoce K 3aBOACKMM HacTpOKam

UHpauKkauyua

Infol

Infol

Alarm

Status

MopaaoK c6poca K HacTPOiKam NO YMONYaHUIO

(ycTpoiicTBO BKNIOUEHO)

1 enTbin

enTbin

KenTbin

YKenTbin

HaaTb 1 yaep»nBaTb KHOMKY «F» B TeueHne 1 cekyHabl A0
nosBNEHUA SAaHHOW KOMOMHALMK, 3aTEM OTNYCTUTb KHOMKY.
Yepes 3 ceKyHbl HAYHETCA Nepesarpyska yCTponcTBea.

2 3e/1eHbln

KpacHbI

KenTbin

KpacHbI

Hayano cbpoca HacTpoek K 3aBOACKMM. [aHHas
KOMBWHALMA CBETOAMOLOB 3aropuTCA B Hayase 3arpysku
yCTpOIiCTBa.

3 enTbin

KenTbin

KenTbin

YKenTbin

Ha LAHHOM aTane npoucxoguT npoBepKa
paboTocnocobHOCTU  CBETOAMOAO0B, KEATbIM  AOJIXKHbI
3aropeTbcA Bce cBeToamoabl, BKaovaa SATA-0 n SATA-1.

4 He roput

He roput

3eeHbln

3e/1eHbli

Ha pgaHHOM 3Tane npoucxoguT 3arpyska onepalyoHHOW
CUCTEMbI YCTPOMCTBA. 1A M3MEHEHWNA CETEBbIX MAPaMeTpoB
M BO3BpaTa KOHOUrypauuum YyCTPOMCTBA K 3aBOACKMM
HacTpoMKam rnocne MOABAEHUS KOMOWHaALMKM HaxKaTb WU
YAEPKMBATb KHOMKY «F» B TeyeHue 40-45 cek (Bo Bpems
YOEPKUBAHUA  KHOMKW  KPAaTKOBPEMEHHO  3aropuTcA
KOMbMHauma 2, He obpawasa Ha Hee BHUMaHWUSA,
NpoAo/KanTe yaepKMBaTb A0 NoABAEHUA KOMBUHaUWUK 4).

5 enTbi

enTbin

KenTbin

KenTbin

Mpu NosBAEHUN KOMBUHAUMKN OTAYCTUTb KHOMKY «F».
Yepes HeKOTOpoe BPemMs B KOHCONb 6yAeT BbiBeAEHO
cooblieHue:

<<<BOOTING IN  SAFE-MODE.RESTORING DEFAULT
PARAMETERS>>>

C6poc K 3aBOACKMM HaCTPOIMKam 3aBepLIeH.

/ He pekomeHayeTca yaepKuBaTb HaXKaToi KHonKy «F» Bo Bpema cbpoca ycTpoiicTBa — 3TO NnpuBeger K
NoJIHOW OCTaHOBKe YCTpoiicTBa. Bo3o6HOBNeHMe paboTbl 6yaeT BO3MOXKHO TONbKO nocne cbpoca no

NMUTAHUIO.

®

Bo3MoKeH c6pocC K 3aBOACKMM HACTPOMKam Ha BKNOYaeMOM yCTpoiAcTBe.
B 3TOM c/lyyae NyHKT 1 Heo6xo4MMO NPoNyCTUTD.
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2.5.3.2 SBC-2000

CseToBasA MHAMKAUMA NPU 3arpyske 1 cbpoce K 3aBOACKMM HacTpoiKam npueeaeHa B Tabaunua 13.

Tabanuya 13 — CeeToBasA MHAMKaLMA NpW 3arpyske 1 cbpoce K 3aBOACKMM HACTPOMKaM

No Y UTE Mopaaok cépoca K HacTpoiiKam No YMONYaHUIO
- (ycTpoiicTBO BKNIOUEHO)

Alarm Status Sync.1 Sync.2

HakaTb 1 yaepKnBaTb KHOMKY «F» B TeyeHne 1 cekyHAbl A0
noAasneHuUA JaHHOM KombuHaumn. Yepes 3 ceKyHAbl
HayHeTCA nepe3arpyska yCTPOMCTBa.

Hauano cbpoca HacTpoek K 3aBoAckum. [JaHHaA
KOMBMHaALMA CBETOAMOAOB 3aropuTCA B Hayane 3arpysku
yCTpOIiCTBa.

Ha paHHOM 3Tane npoucxogmT 3arpy3ka onepalyoHHOW
CMCTeMbl  ycTpoWctBa. [AnA  M3MeHeHuMA  ceTeBbIX
napameTpoB M BO3BpaTa KOHOUrypauum ycTpoucTBa K
33aBOACKMM HaCTpOMKam nocsie MNoABAEHUA KOMBWHaLMu
Ha*KaTb M yAeprKnBaTb KHOMKY «F» B TeueHne 40—45 cek.
Mpv nosBAEHUN KOMBUHALMKM OTNYCTUTL KHOMKY «F».
Yepe3 HeKoTOopoe BpemsA B KOHCONb bOyaeT BbiBeAeHO
coobuieHue:

<<<BOOTING IN SAFE-MODE.RESTORING  DEFAULT
PARAMETERS>>>

Cbpoc K 3aBOACKMM HACTPOMKAM 3aBEpPLLEH.

1 KenTbin KenTbl YKenTbln KenTbln

2 KEeNTbIn KpacHbI XKenToln KeNToln

5 KeNTbIN KenTbin - -

CocroaHuem guopos POWER, RPS, FAN, USB npu cbpoce moKHO npeHebpeub.
V Bo3moxkeH cbpoc K 3aBOACKMM HACTpoOiiKam Ha BK/lO4AaeMOM YCTpOIiCTBe.
B aTom cnyyae nyHKT 1 Heo6xo4uMmo NponycTUTb.

2.5.3.3 SBC-3000

CeeToBas MHAMKaums npu cbpoce K 3aBoACKMM HacTponkam SBC-3000 aHanornyHa SBC-2000 (cm. pasaen
Bbile).

2.5.4 Ceemosasn uHOUKayus asapuli

B Tabanua 14 npusepeHo nogpobHoOe onncaHue aBapuin, oTobpaxkaemMblix B COCTOAHUM MHAMKATOPa Alarm.
/ UHguKauua coxpaHeHna CDR-¢aiinos

B cnyyae ecnu FTP-cepBep HepoctyneH, CDR-3anucu COXPaHAIOTCA B OMNEpaTUBHOM NamATU
ycTpoiicTBa, Ha XpaHeHue CDR-¢aiinos BbigeneHo 30 MB. Mpu 3anonHeHnU NamMATU B onpegeneHHbIX
rpaHuuax byaet HANLMPOBATLCA aBapus.

Tabnunuya 14 — UHAMKauma aBapuii

CocTtosHue YpoBeHb aBapuu OnucaHue aBapuun
MHguKaTtopa Alarm
MMUraeT KpacHbIM KpUTUYECKas OwmnbKa KoHbUTypaunm
CBETOM (critical) Moteps sip-moayna

ABapwus rpynnbl amHuii OKC-7 (npu ycTaHoBaeHHoM dnare MHOUKayus
asapuu B MmeHo «Mapuwpymusayus/Mpynnel auHuti OKC»)

ABapusa NOToKa (Npu ycTaHoBneHHOM dnare MHOukayua Alarm B meHto
«lMomoku E1/®usuyeckue napamempsi»)

FTP-cepBep HegocCTyneH, onepaTMBHaa NaMATb ANA XPaHEeHUA
CDR-daitnos 3anonHeHa ceblwe 50 % (15 — 30 MB)

Peseps — BeAOMbI He MOAKAOYEH
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rOpUT KPaCHbIM CBETOM | He KpUTU4YecKan Asapus mHKa OKC-7 (npu yctaHoBneHHom dnare MHAUKayus asapuu B
(errors) meHto « Mapwpymu3sayus/lpynnel auHul OKC»)

Motepsa VolP-cybmoaynsa (MSP)

ABapus CMHXPOHU3aLMK (paboTa B pexxkmme free-run)

FTP-cepsep HefoCTyNeH, onepaTMBHaA NamATb ANA XPaHEHNA
CDR-daitnos 3anonHeHa o 50 % (5 — 15 MB)

PesepB — BeAOMbIV HE NOAKAIOYEH MO O4HOMY U3 INHKOB

FOPUT KeNTbIM CBETOM | MpeaynpexaeHus YpaneHHas aBapusa NOTOKa

(warning) CUHXpPOHM3AUMNA OT MeHee NPUOPUTETHONO UCTOUYHUKA
(bonee NpMOPUTETHLIN HEAOCTYMEH)

FTP-cepBep HegocTyneH, onepaTtMBHaa NamMATb ANA XPaHEHUA
CDR-¢ainos 3anonHeHa o 5 MB

Pe3epB — Ha BegoOMOM ycTaHOBAEHA Apyraa sepcua MO

26 Wcnonb3oBaHue PyHKLMOHANBbHOMU KHONKKU «F»

®yHKLUMOHaNbHAA KHOMKa «F» ncnonb3yeTtca AN nepesarpysku ycTPOMCTBa, BOCCTAHOB/EHMSA 3aBOACKOM
KOHOUrypaumm, a TakKe 419 BOCCTaHOBAEHWA Napons.

Mopsaok cbpoca K 3aBOACKMM HaCTPOMKamM Ha BK/IOYEHHOM yCTpoicTBe npuBesdeH B Tabauua 13 u
Tabnnuya 14 B pasgene 2.5.3.

Mocne BOCCTaHOB/MEHMS 3aBOACKON KOHOUTypaLumM K YCTPOMCTBY MOXKHO ByaeT obpatutbes no IP-agpecy
192.168.1.2 (macKa 255.255.255.0):

— yepes Telnet/SSH nnbo console: nornH admin, naponb rootpasswd;
—  yepes web-nHTepdeic: nornH admin, naponb rootpasswd;

[anee MOMHO COXPaHMTb 33aBOACKYID KOHOUIypauuto, BOCCTAaHOBUTb Napo/ib WAM MepesarpysuTb
YCTPOICTBO.

2.7 CoxpaHeHue 3aBOACKON KOHPUrypauum
[nsa coxpaHeHWA 3aBOACKOM KOHOUrypaumm:

— npousBeguTe COPOC YCTPOMCTBA K 3aBOACKMM HacTpomKkam (pasgen 2.5.3);

— noakatoumnteck Yyepes telnet imbo console, ncnonbsya nornH admin, naponb rootpasswd;
— BBeauTe KomaHay sh (ycTpoicTso BbingeT 13 pexkmma CLI B pexkum SHELL);

— BBEAMUTE KOMAHAY save;

— nepesarpysuTe yCTPOMCTBO KOMaHA0N reboot.

YCTPOMCTBO 3arpy3nTcaA C 3aBOACKOMN KOHOUTypaLmen.

KKK IAKRAKAKRA AR AR A AR A AR A AR A AR A A AR AR A A AR AR AR A A Xk kK

* Welcome to SBC-1000 *

KKK AKRA AR A AR AR A AR A AR A AR A A AR AR A AR A AR A ARk A A ARk Kk kK

smg login: admin
Password: rootpasswd

KKK A KRA AR A AR AR A AR A AR A AR A A AR AR A A AR AR A AR A Ak Ak kK

* Welcome to SBC-1000 *

R S b e b b I db b S Sb IR I Sb I S Sh Sb b S b b S db e S b S db b db db b Sb b S Sb b I 4

Welcome! It is Wed Mar 11 08:45:20 NOVT 2015
SBC> sh
/home/admin # save
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2.8

2.8.1

tar: removing leading '/' from member names
*kkkkkkkk*k

Ak kkkkhkkk kK

***Saved successful
New image 1

Restored successful
/home/admin # reboot

BoccraHoBneHuMe naponAa
BoccmaHoeneHue napons CLI
[na BocctaHoBAEHMA Napona:
— npowusseauTe cbpoC yCTPOICTBA K 3aBOACKMM HacTpolikam (pasaen 2.5.3);
— noakatountech Yyepes Telnet, SSH nnbo Console;
— BBeauTe KomaHay sh (ycTponcTBo BbINAET U3 pexkuma cli B pexkum shell);
— BBEAUTE KOMaHAy restore (BOCCTaHOBUTCA TEKYLWAA KOHOUIypauus);
— BBeguTe KoMaHay passwd (ycTpolcTBO NoTpebyeT BBECTV HOBbLIV MapoJ/ib U €r0 MOATBEPKAEHME);

— BBeAMUTE KOMaHAy save;
— nepesarpysuTe yCTPOMCTBO KOMaHA0N reboot.

YCTPOMCTBO 3arpysnTCsa € TEKYLLEW KOHPUTYypaLmelt  HOBbIM Napoiem.

B cnyyae nepesarpysku 6e3 BbIMOAHEHUS KaKUX-IMBO AEACTBUIA, Ha YCTPOMCTBE BOCCTAHOBUTCA TEKyLLas

KOHdUrypaumsa 6e3 BOCCTAHOBNEHMA Mapons. YCTPOUCTBO 3arpysuTCs C TeKywel KoHourypauuen u crapbim
naponem.

AKKAKAKKAAKRAA KA A KA A KA AN A A A A A A AR A AR A AR A A XA AR A A KA KK

* Welcome to SBC-1000 *

AKKAKKAAKRA AR A A KA A KA A A A A A A A A AR A AR A AR A A XA AR A A KA KK

smg login: admin
Password: rootpasswd

AKKAKAKAKRKAA KR A A KA A A A AN A AN A A A A A A A AR AR A AR A AR A A KA K

* Welcome to SBC-1000 *

AKKAKAKAKAKAA KA A KA A A A AN A AN A A A AR A A A A AR A A A AR AR KA K

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

/home/admin # passwd admin
Changing password for admin

New password: 1lg2w3edr5téy

Retype password: 1lg2w3edr5téy
Password for admin changed by root
/home/admin # save

tar: removing leading '/' from member names
*kkhkkkkkhkkkk*k

* Kk kkkkk Kk kK

***Saved successful
New image O
Restored successful

# reboot
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2.8.2

.-

BoccmaHoeneHue napona WEB
[na BocctaHoBNEHMA napona:

— npousseauTe cbpoc yCTPOMCTBA K 3aBOACKMM HacTponKkam (pasaen 2.5.3);
— noakntountech Yyepes Telnet, SSH nnbo Console;

— BBeauTe KomaHay sh (ycTponcTBo BbiiAeT us pexxuma cli B pexkum shell);
— BBeAWUTe KOMaHAy restore (BOCCTAaHOBUTCA TEKYLLAA KOHPUrypaLmsa);

— nogknoumntecb K web-nuHTtepdeiicy ycrporictea no agpecy 192.168.1.2;

— 3anaute B pa3aen "MNonb3oBatenu: YnpasneHume";

— CMeHuTe NapoJsib ANs nosib3oBatens admin;

— B KOHCO/IM BBeAUTE KOMaHAy save;

— nepesarpysuTe yCTPOMCTBO KOMaHA0M reboot.

CoxpaHaTtb KoHpurypaumio s WEB npu BOCCTaHOBIEHUM NAPOJIA HE PEKOMEHAYETCA, T. K. 93TO MOXeT
NpuBeCTU K notepe COXpaHEHHO KOoHPurypauum ycrpoiictea. Ucnonb3yiite KomaHay save u3
pexkuma shell.

YCTPOMCTBO 3arpysnTCa € TEKYLLEN KOHPUTYypaLmelt U HOBbIM Naposiem.

B cnyyae nepesarpysku 6e3 BbINMOAHEHUS KaKUX-IMBO AEACTBUIA, Ha YCTPOMCTBE BOCCTAHOBUTCA TEKyLLas

KOHdUrypaumsa 6e3 BOCCTaHOBNEHMA Mapons. YCTPOUCTBO 3arpysuTCs C TeKywel KoHburypauuen uM crapbim
naponem.

2.9

KAKAKKAA KA AR A A KA A KA A I A R A A A A AR A AR A AR A AR A AR AR KA KK

* Welcome to SBC-1000 *

KK AKAKAKRAA KA A KA A A AR A A A A AR A AR A AR A AR A A XA AR A A KA KK

smg login: admin
Password: rootpasswd

KKK KRKAA KRR AR A A IR A A A A AN A A A AR A AR A AR A AR A AR A A KA A KA K

* Welcome to SBC-1000 *

KK AKAKAKAKAA KA A KA A A A A A A AN A A A A A A A AR A I A AR A AR A A KA K

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

Ha aTom 3aTane npoussogmMTca cMeHa napons ns WEB.

/home/admin # save

tar: removing leading '/' from member names
*kkhkkkkkkkk*k

*kkkkkKk Kk kK kK

***Saved successful
New image O
Restored successful

# reboot

KomnaeKT nocraBku
B 6a30Bblii KOMMNIEKT NOCTaBKM ycTpoiicTta SBC BXxoaAaT:

—  TMorpaHunyHbIN KOHTPOANEep ceccuin SBC;
—  KomnnekT KpenneHusa B 19" cTolky;
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—  MamATKa 0 AOKYMEHTALMK;

—  [eknapauma cooTBETCTBUSA;

—  PyKoBoacTBO Mo 3Kcnyataumu Ha CD-aucke (onumoHanbHo);
—  Nacnopr.

Mpun HaAMYKMK B 3aKase TaKKe MoryT 6blTb MOCTaBAEHbI:

—  Mini-Gbic (SFP).
2.10 MHCTpyKUuMM no TexHuKe 6e3onacHoOCTU

2.10.1 O6uwue ykazaHusa

Mpu paboTe c obopynoBaHnem HeobxogmMmo cobatogeHune TpeboBaHMin «lMpaBun TeEXHUKM 6e30NacHOCTH
Npw 3KCNyaTauumn 31eKTPOYCTaHOBOK NOTpebuTeneiny.

3anpewaetca pabotatb ¢ 0bopyaoBaHuem anuam, He AaonylieHHbIM K paboTe B COOTBETCTBMMU C
o Tpe6oBaHMAMMU TEXHMKM 6€30NaCHOCTU B YCTAHOBJIEHHOM NOpAAKe.

aKCI'II'IyaTaLI,VIFl YCTpOVICTBa AO0/XKHa Npon3BoAnUTbCA UHKEHEPHO-TEXHUYECKMM NEPCOHANIOM, npowewnm
cneunanbHyO NOAroToBRY.

MoAKAOYaTb K YCTPOWMCTBY TO/ILKO rO4HOE K NPUMEHEHUIO BCMIOMOraTe/ibHoe 060pyAoBaHue.
Yctpoiicteo SBC npefHa3HaYeHo A1 KPYr/IOCYTOYHOM 3KCMIyaTaLmm Npu caeayoLmx yCAoBUAX:

— TemnepaTypa oKpy:Katowel cpeapbl ot 0 go +40 °C;
— OTHOCUTeNbHanA BAaXKHOCTb Bo3ayxa A0 80 % npu TemnepaType 25 °C;
— atmocdepHoe aasneHue ot 6,0x10*4 go 10,7x10*4 MNa (ot 450 o 800 mm pT.CT.).

He noasepraTtb YCTpOﬁCTBO BO3AEﬁCTBMD MexXaHn4YeCKkunx yaoapos un KOﬂeﬁaHMVI, a TaKXe AbiMa, Nbln,
BO4bl, XMMNYECKUX PeareHToB.

Bo nsberkaHne neperpesa KOMMNOHEHTOB YCTPOMCTBA M HapyLLUeHUa ero paboTbl 3anpeLLaeTcs 3aKpbiBaTb
BEHTUNAUMOHHbIE OTBEPCTUA MOCTOPOHHMMW MNpeamMeTaMn W pasmelatb npeameTbl Ha MOBEPXHOCTU
obopypnoBaHus.

2.10.2 TpebosaHusa anekmpobesonacHocmu

I'Iepe,u, NoAKNHOYEHNEM yCTpOﬁCTBa K UCTOYHUKY NMUTAHUA H606X0,CI,MMO npegsapuUTesibHO 3a3eM/inTb
Kopnyc 060py,£l,OBaHVIFI, MCNonb3yAa KaAemMmmy 3a3em/sieHUA. KDEI'IJ'IEHME 3a3emsialouero nposoaga K Kanemme
3a3em/zieHnAa A0/1KHO 6bITb HageXHo 3a¢MKCMpOBaHO. BennunHa conpotusneHna mexay KNEeMMOW 3allnUTHOro
3a3eMIeHNA U 3eMIAHOM LUMHOM He AO0/1XKHa NpeBbIwaTb 0,1 Om.

Mepes NOAKNOYEHMEM K YCTPOMUCTBY W3MEPUTE/NbHbIX NPMBOPOB M KOMMbloTEpa, MX Heobxogumo
npeaBapuUTeNbHO 3a3eMANTb. PasHOCTb MOTEHLMANOB MeXAy Koprnycamu obopyaoBaHUA U U3MEPUTE/bHbIX
npubopoB He A0MKHA NpeBbiwaTth 1 B,

MNepen BKAKOYEHMEM yCTpOﬁCTBa y6EAMTbCH B LLEe/I0OCTHOCTH Kabenei n ux HageXHOM KpenneHunn K
pa3bemam.

Mpu yCTaHOBKe UM CHATUM KOXYXa HeO6XOLI,MMO y6ep,MTbCFI, YTO a/1EKTPONNTaHUNE YCTpOVICTBa OTK/IKOYEeHO.
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2.10.3 Mepobi 6e3onacHocmu npu HAaAUYUU CMamMu4YecKo20 37eKkmpuyecmed

Bo wu3berkaHMe MOJIOMOK 3NEKTPOCTAaTUYECKOrO XapaKTepa HacToATe/IbHO pPEeKOMeHAyeTcs HazeTb
cneumanbHbli noac, obyeb MAM BpacneT Ans NpenoTBpalleHns HaKOMNJAEHUs CTaTUUYECKOro 3neKkTpuyectsa (B
cnydyae 6pacneta ybeamtbca, YTO OH MNAIOTHO MPUMbBIKAET K KOXKE) M 3a3eMAUTb LIHYP nepea Hayanom paboTsl C
obopynoBaHuem.

2.10.4 TpebosaHusA K 3neKMponumMaHuro

2.10.4.1 TpebosaHusa K sudy UCMOYHUKA 3/1eKMpPOonumMaHus

ONeKTponuTaHMe [O/MKHO OCYLLECTBAATLCA OT MWCTOYHMKA MOCTOAHHOrO TOKa C  333eMJIEHHbIM
NONIOXKUTENbHbIM MOTEHUMANOM C HanpsxeHuem 48 B, nnbo OT WUCTOYHMKA AMCTAHULMOHHOTO MNUTAHMA
NOCTOAHHOrO TOKa HanpaxeHuem ago 220 B.

2.10.4.2 TpebosaHusa K 00nycmumbIM U3MeHeHUAM HanpAaXceHUa UCMOYHUKA NUMAHUsA NocCmMosaHH020 MOKd

N3meHeHMA HanpAXeHNA UCTOYHMKA NUTaHUA ¢ HanpaxXeHnem 48 B pgonyckatotca B npegenax ot 40,5 go
57 B.

B CQiyd4ae CHUMXKEHUA HanpAaxXeHUA UCTOYHUKA 3SIEKTPONUTAaHUA HUXKEe O0NYyCTUMbIX npenenos n npu
nocnegywoulem BOCCTAHOBNEHUU  HAMpPAXKEHUA  XapPaKTeEPUCTUKKM  CpeactBa  CBA3M  BOCCTaHAB/IMBAKOTCA
dBTOMATUYECKMN.

2.10.4.3 TpebosaHusa K donycmumbiM MOMeXamM UCMOYHUKA 31eKmponumaHus NocCMosHHO020 MOKad

O6opynoBaHUEe A0MKHO HOPManbHO GYHKUMOHMPOBATH MPU NMOMEXaX MCTOYHWKA 3/1EKTPOMNUTAHUSA, He
npesblWaoLWMX NpuBeaeHHbIX B Tabamua 15.

Ta6nv1u,a 15 — Tpe6OBaHMﬂ K 40NYyCTUMbIM nNomMexam UCTOYHUKA INNEKTPONUTAHMUA NOCTOAHHOIO TOKa

Bua nomexu 3HaueHue
Jonyctmimoe OTKNIOHEHWE HaNpAXKeHNA OT HOMUHANbHOTO 3HaYeHus, %:
AnnTtenbHocTbio 50 mc -20
ANNTENBbHOCTBIO 5 MC 40
Mynbcaunm HaNPAXKEHUA rAaPMOHUYECKUX COCTaBAAOLWMNX, MBadd
B Amnana3oHe go 300 Iy, 50
B Amnana3soHe Bbiwe 300 Ny go 150 Kly, 7

2.10.4.4 TpeboeaHus K nomexam, co30aeaemoiMm 060pydoeaHuem 8 yenu UCMOYHUKA 3AeKmponumaHus

Hanps»eHuna nomex, co3gaBaemblx 060pyA0BaHMEM B LLENM UCTOYHMKA SNEKTPOMUTAHUA, HE AO/KHbI
npeBbIWaTb 3HaYeHUM, NnpuBeaEHHbIX B Tabanua 16.

Tabnnmua 16 — TpeboBaHUA K nomexam, co3gaBaembiMm o06opyaoBaHMEM B LEMU MCTOYHMKA
3NeKTPONUTaHMA
Bug nomexm 3HaueHue
CymmapHble nomexu B ananasoHe ot 25 'y go 150 'y, mBadd 50
CenektuBHble nomexu B agnanasoHe ot 300 Ny ao 150 Ky, 7
B3BelweHHoe (NncodomeTpryeckoe) 3HaYeHme nomex, mBncod 2
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2.10.4.5 TpebosaHusa K UCMOYHUKY NUMAHUA NepemMeHH020 MoKad
I‘Iapameprl UCTOYHUKa NMUTaAHUA NepemMeHHOro ToKa:

— MaKkcnmanbHO gonycTumoe HanpsikeHne — He 6onee 220 B.

—  WCTOYHMK NUTaHMA NepPeMeHHOro TOKa OCHALWAeTCs YCTPOMCTBOM 3aLlMUTHOIO oTKAo4YeHus (Y30).

— [MpoyHoCTb M30AAUMM LEener WUCTOYHWMKA NUTaHWA MNepeMeHHOro TOKa OTHOCUTE/IbHO Kopnyca
BblepXMBaeT (B HOpMabHbIX yci0BUAX) He meHee 1000 B nuk.

2.11 YcTtaHoBKa SBC

Mepen yCTaHOBKOWM M BKIKOYEHNEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTHL YCTPOMCTBO Ha HaIMUYME BUAUMbIX
MEXaHWYECKUX MOBPEXKAEHMI. B ciyyae HanMuma MNOBPEeXKOeHUN cneayeT NPeKpaTUTb YCTaHOBKY YCTPOWCTBA,
COCTaBWTb COOTBETCTBYIOLLMI aKT M 06PATUTLCA K NOCTABLUMKY.

Ecnn ycTponCcTBO HaxoAuoCb AJMTENbHOE BPemMa MpPUM HU3KOW TemnepaTtype, nepen Hadanom paboTol
cnefyet BblAEprKaTb €ro B TEYEHME ABYX YACOB NPW KOMHATHOM TemnepaType. MNocne anmvtenbHoro npebbiBaHmA
YCTPOWCTBA B YC/IOBUSX MOBbILLEHHOW BAAXKHOCTM Nepes BKAOYEHMEM BblAEPHKATb B HOPMasIbHbIX YCA0BUAX He
meHee 12 yacos.

CMOHTUPOBaATb YCTPOMCTBO. YCTPOMCTBO MOMKET ObiTb 3aKpenneHo Ha 19" Hecywmx cToMKax NpyM NOMOLLM
KOMIN/IEKTa KpenerKa, M0 yCTaHOBNEHO Ha FOPU30HTaIbHOM NepdOopMpPOBaHHON NOJIKe.

Mocne ycTaHOBKM ycTpoMncTBa TpebyeTca 3a3eMNTb ero Kopnyc. 3To Heob6XoANMMO BbINONHUTL NPeXAe, YHem
K yCTpOMCTBY OyAeT NogKNtoYeHa NUTaloWan ceTb. 3a3emaeHne BbINOAHATb M30IMPOBAHHBIM MHOFOXUAbHbBIM
nposogom. NpaBuna 3as3emneHna yCTPOMUCTBA U CeYeHMe 3a3eMAIOLLEr0 NPOBOAA AO/XKHbI COOTBETCTBOBATb
TpeboBaHMAM Y. Knemma 3a3emieHmMa Haxo4MTCA B MPaBOM HUXKHEM Yray 3agHel naHenn, PUCYHOK 5, PUCyHOK
7 v PucyHOK 9.

2.11.1 lopsadoK eKnoveHuUs

1. NoAKNUYNTL ONTUYECKUIA U 3neKkTpuyeckuit Ethernet-kabenn K COOTBETCTBYHOLWMM pasbemam
YCTPOWKCTBA.

2. MoAKNUUTb K YCTPOMCTBY Kabenb NMTaHUA. [1na NOAKAOUYEHMA K CETU NOCTOAHHOMO TOKA MCMO/1b30BaTb
NPOBOJ CeYeHUeM He MeHee 1 Mm?,

3. Ecnv npegnonaraeTca NOAKNIOYEHME KOMMNbIOTEPA K KOHCO/IbHOMY NopTy SBC, cOeANHUTL KOHCO/bHbIN
nopt SBC ¢ COM-nopTtom MK, npu atom MK gonxkeH 6biTb BbIKAKOYEH M 3a3eM/IeH B 04HOM Touke ¢ SBC.

4. Y6eamuTbCA B LENOCTHOCTM Kabenel U X HafeXXHOM KpPenieHUn K pasbemam.

5. BKAOYMTb NUTaHMe yCTpoiCTBa M ybeauTbca B OTCYTCTBMM aBapuii MO COCTOAHUIO MHAMKATOPOB Ha
nepeaHen naHenu.
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2.11.2 KpennaeHue KpoHwmeliHo8

B KOMNIEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTEMHbI A4 YCTAHOBKW B CTOMKY M BUHTbI ANA KpenaeHuma
KPOHLUTEMHOB K KOPMYyCY YCTPOMNCTBA.

PucyHok 11 — KpenneHue KpoHwTelHoB gns SBC-3000

[NA yCTaHOBKM KPOHLUITENHOB:

1. CoBmecTUTe YeTbipe OTBEPCTUA AN BUHTOB HA KPOHLUTEMHE C TaKMMM Ke OTBEPCTUAMM HA BOKOBOM
naHesnu ycrpomncrtsa, PucyHok 10 n PucyHok 11.
2. C NOMOLLbIO OTBEPTKM NPUKPENUTE KPOHLUTENH BUHTAMM K KOpNycy.

MoBTopUTE AencTBuUA 1, 2 ANa BTOPOro KPOHLITENHaA.
2.11.3 YcmaHoska ycmpoliicmea e cmoliiKy
[nA yCTaHOBKW yCTPOMCTBA B CTOMKY:

1. MpurNoxKnUTe YCTPOICTBO K BEPTUKAIbHBIM HaNpPaBAS oMM CTONKMU.

2. CoBMeCTUTE OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM Ha HAMPaBAAOWMX CTOWKKU. WcnonbayiiTe
OTBEPCTMA B HanNpaBAAOWMX Ha OAHOM ypPOBHE C 06enx CTOPOH CTOMKMK, ANA TOro Y4Tobbl YCTPOMCTBO
pacnosiarasaocb rOPU3OHTA/IbHO.

3. C nomMoLLblo OTBEPTKM NPUKPENUTE YCTPOMCTBO K CTOMKE BUHTAMMU.

4. Ons AeMOHTaXa YCTPOMCTBA OTCOEANHUTb NOAKAOYEHHbIE Kabenn 1 BUHTbI KPpeneHUs KPOHLUITENHOB
K CTOMKeE. BbIHYTb YCTPOMCTBO U3 CTOMKW.
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PucyHok 13 — YcTaHoBKa ycTpoiicTBa B cToiKy SBC-3000

2.11.4 YcmaHosKka modyneii numaHus

yCTpOﬁCTBO MOXeT pa60TaTb C ogHUM nnn OBymMmAa mMoaynamMmum nnTaHuA. YcTaHOBKa BTOpPOro moaynAa
NMUTaHWUA HeO6XOAMMa B Cny4ae UcnoJib3oBaHMA yCTpOﬁCTBa B ycnosusax, TDE6YPOLLI,VIX NOBbILLEHHOM HaAeXHOCTU.

MecTa gns yCTaHOBKM MoAy/1el NUTAHUA C 3NEKTPUYECKOM TOUYKM 3peHuA paBHOLEHHbI. C TOUKMU 3peHun
NCMNO/Ib30BaHMNA YCTPOWCTBA, MOAY/Ab MUTAHUA, HaXogALWMIACA BAMKE K Kpalo, CYMTAETCA OCHOBHbIM, BAMXKE K
LUEeHTPY — pe3epBHbIM. Mogyan NUTaHUA MOTYT YCTaHAB/AMBATLCA M U3BNEKATbCA 6e3 BbIKAOYEHUA YCTPOMCTBa.
MpW yCTaHOBKE MAW U3BAEYEHWUU AOMOJHUTENBHOTO MOAYAA MUTAHUA YCTPOWCTBO MpogonKaeT paboty 6es
nepesanycka.

B yctpoiictee SBC ycTaHOBNEHO 2 NpeaoxpaHuTens 610KoB NuTaHMA HomuHanom 3,15 A. CamocToaTenbHas
3ameHa npeaoxpaHuTesnell HEBO3MOXKHA M OCYLLECTBAAETCA TONbKO KBAaMPUUMPOBAHHBIMK Cneumaanctamm B
CEPBMCHOM LLEHTPE 3aBOAA-M3roToBUTENA. YCTaHOBKA MOAY/1el NMTaHMA NOKa3aHa Ha PUCYHKe HUKe.
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PucyHoK 14 — YcTtaHOBKa Moaynein nuTaHua
2.11.5 BcKpobimue Kopnyca

MpenBapuTeIbHO CnesyeT OTKAKUYUTL MUTaHWE YCTPOWCTBA, OTCOEANHUTL BCe Kabenun 1, ecam Tpebyetcs,
OEeMOHTUPOBATb YCTPOICTBO M3 CTOMKM (MoapobHee B pasaene 2.11.3 YcTaHOBKA yCTPOICTBa B CTOMKY).

PucyHok 15 — MNopAaaokK BcKkpbiTUA Kopnyca SBC-1000 (Ha 6aze SMG-1016M)
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PucyHok 17 — MopAagoK BCKpbITUA Kopnyca Ha SBC-3000 (Ha 6a3e SMG-3016)
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1. C nomoLLbto OTBEPTKMN OTCOEAMHUTL KPOHLUTENHbI OT KOpMNyca YyCTPOMUCTBA.

2. Tonbko ana SBC-1000 HeobxoaMMO OTKPYTUTb OUKCUMpPYHOLWME BWUHTbI MepedHen naHesn, 3aTem
NnoTAHYTb eé Ha ceba A0 oTaeneHus oT BepxHen M 6oKoBbIX NaHenel (PucyHok 15).

3. OTKpYTUTb BMHTbI BEPXHEM NaHEeNN YCTPOICTBA.

4. CHATb BEPXHIOIO NaHe b (KPbILWKY) YCTPOCTBA, MOTAHYB ee HaBepxX.

Mpu cbopKe YyCTPOICTBA B KOPMYC BbIMOIHUTb BblllenepeuncieHHble AeicTBMA B 06paTHOM nopaakKe.
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PucyHok 18 — Tunbl BUHTOB ans cb6opku SBC (Ha 6ase SMG)
Ha PucyHok 18 npeacTtaBieHbl TUMbl BUHTOB, MCNOJIb3yeMble A0 cOOpKKM yCTpocTBa B Kopnyc:

KpensieHune KPOHLWITEMHOB A5 YCTAaHOBKW B CTOWMKY.

KpenneHune KopnycHbIx AeTanen.

KpenneHue nnaT, BEHTUAALMOHHBIX 6/10KOB, 3arNyLleK, HanpasBAsaoLWMX.
BWHT KpenneHus BEHTUAATOPOB.

BUHT 3a3emsieHus.

uhwN e

" Mpu c60pKe ycTpoiicTBa 3anpeLLaeTca MCNOAb30BaTb HEHAAEKALLMI TUN BUHTOB A1A YKa3aHHbIX
onepauuii. UsmeHeHUe TMNA BUHTA MOKET NPUBECTU K BbIXOAY YCTPOMCTBA U3 CTPOA.

S

PucyHok 19 — Cbopka B Kopnyc

Mpu c6opkKe ycTpoiictBa SBC B mecTo, yKa3aHHOE Ha PUCYHKe Bbiwwe, TpebyeTca yCTaHOBUTb BUHT,
3a/10}KEeHHDIN NPU Npon3BoAcTBE. U3MeHeHMe TUNa BUHTA MOXKeT NPUBECTHU K BbIXO4Y YCTPOMCTBA
U3 cTpos.

-
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2.11.6 YcmaHosKka 6a10K08 8eHMuAAyuu

KoHCTpyKUMA yCTpOMCTBa NpeaycMmaTpmBaeT BO3MOXKHOCTb 3aMeHbl 6/I0KOB BEHTUIALMKN 6€3 OTKAHYEHUA
nuTaHuA.

PucyHoK 22 — Bnok BeHTunsaummn B SBC-3000 Ha 6a3e SMG-3016. KpenneHue B Kopnyc

Ons ynaneHus 610Ka HeobxoanMmo:

1. C nomoLLbtO OTBEPTKMN OTCOEAMHUTL BUHTbI KpenaeHusa 610Ka BEHTUAALMM Ha 3a4HeN naHenu.
2. OCTOpOKHO NOTAHYTb 610K Ha ceba A0 U3BeUYeHMA M3 Kopnyca.
3. OTcoeaMHUTbL KOHTaKTbl 6/10Ka OT pasbema B yCTpoicTee, PucyHok 23.
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PucyHoK 23 — Pasbem aaa nogKkntodeHuns seHtunstopa B SBC-1000 Ha 6a3e SMG-1016M

[na yctaHoBKM 610Ka HeObXx0AMMO:

1. CoeaMHUTb KOHTaKTbl 6/10Ka € pa3bemMoMm B YCTPOMCTBE.
2. BcTaBuTb 610K B KOpPNYC yCTPOICTBA.
3. 3akpenuTb BUHTAMW 610K BEHTUAALMW Ha 33HEN NaHeu.

2.11.7 YcmaHoeka SSD-Hakonumeneii 0na SBC-1000

PucyHoK 25 — MoHTaxK SSD-Hakonutensa
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MpoBepuTb HaIMUYMe NUTAHUS CETU Ha YCTPOMCTBE.

B cnyyae HannumA HaNpsXKeHUs — OTK/OUYMTb NMUTaHUeE.

Ecnn Tpebyetcs, AeMOHTUPOBAaTb YCTPOMCTBO M3 CTOMKK (NoapobHee B pasaene 2.11.3).

BckpbITb Kopnyc ycTpoictea (noapobHee B pasaene

2.11.5).

5. Ecnv Ha nnate ycCTpPOMCTBa OTCYTCTBYET KPEMEeMKHbIN
wTbipb (PucyHok 24), HeobxoAMMO WCMO/b30BaTh
CbEeMHYHO CTOMKY:

1. npukpenutb  CTOMKY-dMKcaTop K  SSD-
HaKonuTeno;

2. CHATb BEPXHWWN 3aLUTHBLIA CNOM C KieesBoOW
NOBEPXHOCTUN CTOMKU-DUKCATOPA;

6. YCTaHOBWUTb HaKoNuTeNb B CBOOOAHYIO MO3ULMUIO —

BCEro AOCTYNHO 2 no3uumu (PUcyHok 24), u, ecnm Ha

niate MNPUCYTCTBYET KPENe)KHbI LWTbipb, 3aKpenuTb

BMHTOM, KaK MOKa3aHo Ha PucyHok 25.

P wnNPe

Mpu yaaneHnn SSD-HaKonuTens BbINOJHUTL BbllenepeymncieHHble 4eicTBMA B 0bpaTHOM nopsaaKe.

2.11.8 YcmaHoeka SATA-duckoe daa SBC-2000 u SBC-3000

Mpw 3aKase ¢ yCTpoMCTBOM MOTyT ObITb AOMNOJHUTENbHO NocTaBaeHbl SATA-guckn. CNoT ons NoaKNHYEHUS
OVCKOB paccymTaH Ha HakonuTenu popm-dpaktopa 2,5" TonwmHomn 4o 12,5 mm".

Mpu moHTaxe SATA-AMCKOB HEObX0ANMO:

1. M3Bneyb HanpaBAAoLWME CanasKkmM U3 Kopnyca ycTpoincTea (PUCyHOK 6, snemeHT 1), 414 3TOro HaXKaTb Ha
KHOMKY CMpaBa A0 OTXOXAEHWA PYYKM BbITaNKMBATENA, 3aTEM NOTAHYTb PYYKY Ha cebs Ao n3BneveHun
Cafla3okK m3 Kopnyca.

2. M3Bneyb KOMNIEKT KpenexKa, PacnoNoXKeHHbI NoA py4YKoW BblTanKkneaTtens, PUCyHOK 26.

3aKpenuTb AUCK B I0TKE HANPaBAAIOLWMX CaNa3ok, PUCYHOK 27.

4. BcTaBWUTb Casla3kM € ycTaHOBAEHHbIM SATA-AMCKOM 0BPATHO B pasbem M NPUKATb PYYKY BbITaKMBaTENA
[0 XapaKTepHOro LWeyKa.

w

Mpu yaaneHmmn SATA-AMCKA BbINOMHUTD BblENepeYncieHHble AeicTBMA B 06paTHOM Nopsaake.

YcTaHoBKa 1 yaaneHve SATA-AUCKOB MOTYT 6bITb NPOM3BEAEHbI NPU BKAKOYEHHOM NUTAHUKU YCTPOMCTBA.

Komnnexr YCTaHOBKM

PucyHoK 26 — PacnonoxeHne KoMnaekTa KpeneXHbIX 3/1eMeHTOB NPU NOCTaBKe
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PucyHoK 28 — MoHTax SATA-AUCKa B KOpPMYyC YCTPOMCTBA

2.11.9 3ameHa 6amapeliku Yacoe peasnbHO20 8pemeHU

B RTC — 3/1eKTpOHHOI cxeme, nNpeaHasHa4yeHHOW AR aBTOHOMHOIO Y4YéTa XPOHOMETPUYECKUX AaHHbIX
(Tekywee Bpems, gaTta, AeHb HegeNn U Ap.) Ha NaaTe YCTPOMCTBA YCTAHOBAEH 3/IeMEHT NUTaHuA (baTapelika),
UMELWNI cnesytolme XapaKTepUCTUKK:

Tun 6aTapewu nMTneBasn

Tunopasmep CR2032 (Bo3morkHa ycTaHoBKa CR2024)
HanparkeHue 3B

EmKocTb 225 mA

Onametp 20 mm

TonwmHa 3,2 mm

CpoK cnyxbbl He meHee 5 net

Ycnosua xpaHeHuA o1 -20 no +35 °C
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barapes RTC

barapess RTC

PucyHok 31 — MNonoxeHune 6atapen RTC ana SBC-3000 (Ha 6a3ze SMG-3016)
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B cnyyae ecnm cpoK paboTbl 6aTapenkn UCTeK, A1a KOPPEKTHOM U becnepeboliHolt paboTbl 06opyaoBaHuMA
HeobxoAMMO 3aMeHUTb ee Ha HOBYIO, BbIMO/IHUB ceaylole AeNCTBUA:

MpoBepuTb HAaIMUME NUTAHUA CETU Ha YCTPOICTBE.

B CQlydae Hanan4uma HanpaXeHna — OTKAKYUTb NUTaHKe.

Ecnn TpebyeTtcs, AeMOHTUPOBATb YCTPOMCTBO M3 CTOMKKU (noapobHee B pa3gene 2.11.3).

BcKpbITb Kopnyc ycTpoiictea (noapobHee B pasaene 2.11.5).

MN3Bneub oTpaboTasluyto baTtapeinky (PucyHok 29, PucyHoK 30 1 PucyHOK 31) U B aHaNOMMYHOMK NO3ULUM
YCTaHOBMWTb HOBYIO.

vk wnN e

Mpu cbope ycTPOMCTBa B KOPMNYC BbIMOJHUTL BbillenepeYyncieHHble AeUCTBUA B 06paTHOM nopsakKe.

’ ' Mpwn otknoueHHo cuHxpoHusauum NTP nocne 3ameHbl 6atapeitku RTC Heobxopmmo 3aHOBO
2 YCTaHOBUTb CUCTEMHYIO AATy U BpeMs Ha YCTPOoMCTBe.

’ Ucnonb3oBaHHble 6aTapeku nognexar cneymuanbHON YTUAN3ALMUN.

°
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3  OBLWME PEKOMEHOALMU NPUN PABOTE C YCTPOMCTBOM

CamMbIm NpOCTbIM cnocobom KOHPUTIYPUPOBAHUA U MOHUTOPMHIA YCTPOMCTBA ABAAeTCA web-KoHpurypartop,
NoaTOMYy AN1A 3TUX LieNieit peKOMEHAYEeTCA MCNOb30BaThb Ero.

Bo nsberkaHme HeCaHKUMOHMPOBAHHOIO AOCTYNA K YCTPOMUCTBY PEKOMEHAYEM CMEHWUTb MNAPO/b HA A0CTYN
yepes Telnet, SSH 1 KoHconb (N0 ymonyaHuio nonb3osatenb admin, naponb rootpasswd), a Takke CMeHUTb
naposib 418 aAMUHUCTPATOPA Ha A0CTyn Yepes web-KoHbUrypaTop. YcTaHOBKa Napona ana goctyna yepes Telnet
M KOHCOJIb OnuMcaHa B pasgene 4.2. PeKomeHAyeTcA 3anucaTb U COXPaHUTb YCTAHOB/IEHHbIE NAPOIN B HALEKHOM
MecTe, HeaOCTYNHOM A1 3/I0YMbILW/IEHHUKOB. TaKXe HaCTOATe/IbHO PEKOMEHAyeM He OTKpbIBaTb AOCTYM K
ycTpounctey yepes Telnet, SSH n WEB 13 ny6aun4Hol cetu.

B noKanbHOW ceTu gnsa AocTyna K web-koHbuUrypaTopy ay4lle MCNosib3oBaTh COeAMHEHWE NO NPOTOKONY
HTTPS Bmecto HTTP (HacTpoiika onucaHa B pasgene Hactpoiika SSL/TLS). Ana aoctyna K CLI ayywe ncnonb3osaTb
npotokon SSH emecTo Telnet. Bbibop NpoTOKO0B 40CTYNa OCYLLECTBASETCA B HACTPOMKax ceTeBoro HTepdelica
(onucaHue B pasgene 4.1.4.3). TakkKe peKomeHAyeTca BblAennTb Ha SBC oTaenbHbIN UHTepdec ana ynpaBieHus
B BblaeneHHom VLAN. [InAa orpaHuMyeHuna Aoctyna K agMuHUCTpUpoBaHuio SBC ¢ OTAeNbHbIX Y3/10B MOXKHO
MCNONb30BaTb TaKKe 6esblii CNUCOK aApecoB, C KOTOPbIX MOXET OCYLLEeCTBAATLCA ynpasaeHue (nogpobHee B
pasgene 4.1.8.6).

Bo wusbexkaHue noTepu [aHHbIX HACTPOWMKM YCTPOWCTBA, Hanpumep, nocie cbpoca K 33aBOACKMM
YCTaHOBKaM, PEKOMEHAYEM COXPAHATb PE3EPBHYHO KOMUIO KOHOUIypaLMM Ha KOMMbIOTEPE KaxKabli pas nocne
BHECEHWA B HEE CYLLECTBEHHbIX UBMEHEHUIA,

B ceTu cneayet ncnonb3oBaThb AoBepeHHble U 3awnéHHble DNS n NTP-cepsepbl. *KenatenbHO pasmectuTb
060pyA0BaHNE 3a CETEBBIM 3KPAHOM, Ha KOTOPOM HacTpoeH ingress filtering.

3.1 Ob6ecneyeHue 6e3o0nacHOCTM BbI3OBOB

SBC imeeT HeCKO/IbKO MexaHU3MOB, O6€CI'IeLIMBaIOLLI,MX 6e30MacHOCTb BbI3OBOB:

— BcTtpoeHHbin firewall, KoTopbin obecneunBaeT cnegyowme pyHkuum (nogpobHee B pasgene 4.1.8.5
Cratuuyeckumii bpaHgmayap):

o dunbTpauma no IP-agpecam, NopTam M NPOTOKONAM;
o dunbTpauma nosb3osaTenel no reorpadpuyeckomy npusHaky (GeolP);
o dUbTPaUMA NO CTPOKAM, COAEPKALLMMCA B COOBLLEHUAX.

— OrpaHunyeHmMn BbI3OBOB B NpaBunax Rule Set (nogpobHee B pasaene 4.1.3.5):

e [leiictBue "reject" — no3BoNAeT 3aNPETUTb NPOXOXKAEHME BbI3OBOB MO YCAOBUAM, NOMNaAatoLLIMM
noA, npasuno. Hanpumep, MOXHO WCMONb30BaTb MNPaBWUAO ANA 3anpeTa MNPOXoXAeHuA
MeXAyHapoaHbIX BbI30BOB "MMs 13 3aronoska To" ¢ mackol umenun "AM\+*[78]10.+";

e [leictBue "sendto..." c ucnonb3oBaHMem GpUAbTPOB. Hanpumep, MOMKHO YCTaHOBUTb OrpaHUYeHne
BbI3OBOB TO/bKO Mo Poccum, ucnonb3ya npasuno "Mma u3 3aronoska To" B BUAE MacCKM
"A7[3489].{9}S";

e OrpaHuyeHWe MO BpemMeHU AeUCTBMA npasBuna. Takmm o6pa3som, MOMKHO OrpaHMUYUTL Bpems
AEeWUCTBUA YCNYTM CBA3U MW 3aNpeToB CBA3U, KOMBUHUPYA OrpaHUYeHne No BpemeHn AeiNCcTBua n
npasuna "reject" n "send to...".
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3awmTa ot DoS-atak (noapobHee B pasaene 4.1.8.7):

3awuTa ot ICMP-dpaypa. B astom pekume SBC He byaeT oTKAMKATbCA Ha 3anpocbl ICMP type 8 u
type 13;

O6Hapy»xeHune port scan. SBC b6yaet aHanuM3MpoBaTb MNOMNbITKM A0CTyNa M Npu 0HBHapyXKeHUu
CKAHMpPOBaHMA NOPTOB 3a6/10KMPYET HapyLWIMTENS;

CnMCOK 3anpeLLéHHbIX KAMEHTCKUX npunoxeHun. SBC byaet 6a0kmposaTb SIP-3anpocbl no
obHapyxeHuto B User-Agent 3agaHHbIX WabNOHOB, KOTOpPble COOTBETCTBYIOT MONyAspHbIM SIP-
CKaHepam u yTUAnTam 411 COBepLUEHUA PA3/IMYHbIX aTakK;

3awmta ot SIP-pnyna. SBC aHanu3MpyeT aKTUBHOCTb KaK CETEBbIX XOCTOB, TaK W OTAE/IbHbIX
abOHEeHTOB Ha NpeaMeT AeNCTBMIN, paccmaTpmuBaeMblX Kak Gaya nam nonbITKK nogdopa naposien.
Takke SBC HauymHaeT 3ameHATb oTBeTbl 404 Ha 403 pgnA 3aTpyLHEHWA CKaHUMPOBaAHMA
pacrnpegeneHma HOMepos.
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4 KOH®UTYPUPOBAHUE YCTPOMCTBA

K ycTpoiicTBY MOXKHO MOAKAOYUTBCA YeTbipbMs criocobamu: yepes web-KoHbUrypaTop, ¢ NOMOLLbIO
npotokona Telnet, SSH nubo Kabenem uyepes pasbem RS-232 (npu goctyne uyepes RS-232, SSH nnbo Telnet
MCNoNb3yeTcs KoMaHgHan KoHconb CLI).

DOnsa coxpaHeHUss U3MEHEeHHOW KOHUrypauumn B 3HEProHe3aBUCMMYIO NamATb MUCNOJb3yiiTe
meHo «CepBuc/CoxpaHutb KoHdurypaumio so Flash» B web-koHdurypatope nmbo KomaHay
copy running to startup save B KomaHAHOI KOHconu CLI.

4.1 Hacrtpoiika SBC uepe3 web-koHduryparop

[nsa Toro ytobbl NpoM3BecTn KOHGUIYPUPOBAHME YCTPOMUCTBA, HEOOXOAMMO NMOAKMOUMTLCA K HEMY Yepes
web-6pay3ep (Nporpammy-npocMOTPLUMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep, Google, Firefox, Internet
Explorer u 1. o. BBectu B cTpoke 6paysepa IP-agpec yctpoicTtsa:

3aBopackoi IP-agpec ycrpoiictea SBC 192.168.1.2, macka cetn 255.255.255.0.

Mocne BBoaa IP-agpeca yCTpOMCTBO 3aNpoCUT MMA NMOb30BATENS U NapO/ib. TaKKe 34ecb MOXKHO BbI6paThb
A3bIK, KOTOPbIV ByAEeT Ucnosb3oBaTbCA B UHTepdelice.

Session Border Controller

WA nons308arena
Naponk
Aselk MHTEPDENCE | Pycckni ¥

Boimi

Mpu nepsom 3anycke UMaA nonb3osartena: admin, naponb: rootpasswd.

Mocne nonyyeHms goctyna K web-KoHOUrypaTopy OTKpoeTcs MeHIo « MHopmayus o cucmeme.

Session Border Controller Kok op © ABapWil HeT.
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Ha pucyHKe HUKe npeacTaB/ieHbl 3/1eMeHTbl HaBuraunm web-koHdurypartopa.

Compasem Eegro e 82 FLASH

ynpaeneHnn

o M armeiseta

VO et 399 e m e b

VT B S [ o b

DepeBo CurHanuaauun AsTopuiaauus
HaBurauun ynpasnieHun aBapuil

HAabik

Signaling & Media Gateway K umepd)eﬁca

Q

1) Doam 93 YmterPann ey @ W | |
55 Nposepxa mymepaLnm No nosepy Monex:
an(:;wn-—n«na-
B OM TIONCH HACON PO Walnowy |

wpwnn RO no i

DPewaces AAIRA W0 MM

W V| vncho cipoe # TaBhmue = —— LT pe————

Kuonkn Mone
ynpasnexun HACIPAcK

PucyHoK 32 — 3nemeHTbl HaBuraumm web-koHdurypartopa

OKHO No/1Ib30BaTENbCKOIO MHTepd)eﬁca pa3geneHo Ha HECKO/IbKO obnacreit:

Hepeso Hasuaayuu — CAYXUT ANA ynpaBieHWa Mojem HacTpoek. B aepese Hasuraumu
nepapxmyeckm otobpakeHbl pasgesnibl YyNpaBaeHUA M MeHI0, Haxodawmecs B
HUX.

Mone Hacmpoek — basupyetca Ha Bblbope nonb3oBatens. [lpeaHasHayeHo A8 MPOCMOTPA

HaACTPOEK YCTPOICTBA M BBOAA KOHOUIYPALMOHHbIX AaHHbIX.

MaHens ynpasneHua — MaHenb ANs ynpaBaeHMA Nosiem HacTpoek n coctossHmem MO ycTponcTea.
MeHto ynpasneHus — BblNaAatolmMe MeHI0 NaHe M yrnpaBAeHUA Noem HacTpoeK U coctoaHmnem MO
YyCTpOWMCTBa.
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CuzHanuzayusa asapuli — CAYXUT ANA oTobpakeHUs TEKyLLEN NPUOPUTETHOM aBapuK, TaKKe ABNAETCA
CCbINIKOM Ana paboTbl C }KYPHANOM aBapPUIMHbIX CODbITUNA.

Asmopu3zayua — CcCblIKa ana paboTbl ¢ Mmaponamu AOCTyNa K YCTPOWCTBY 4Yepe3 web-
KoHUrypaTop.

A3bik uHMepdgelica — KHOMKM 4N nepekntoveHnn a3bika uHTepdelica.

WKoHKu ynpaeneHua — 3/1eMeHTbl ynpaBieHna ana paboTbl ¢ 06beKTaMm NoA HacTpoekK, Ay6anpyroT

MeH0 « OBBEKTbI» Ha NaHe W ynpaBaeHus:

dh
— fobasumb 06veKkm;

»_ Pedakmuposame 06veKkm;

x
P — Yoanume obvekm;
— [Mocmompems 06vekm.
KHonku ynpaeneHus — 3/1leMeHTbl ynpaB/eHusa Ans paboTbl C NOSeM HaCTPOEK.

Bo n3berxkaHme HeCaHKLMOHMPOBaHHOIO AOCTYMa Npu AasbHelwwel paboTe ¢ yCTPOMCTBOM peKomeHayeTcs
M3MeHUTb Nnaponb (pasgen 4.1.8.1).

Vv KHonka ¥ («Mopckaska») pagom c 3n1eMeHTOM peakTUpOBaHUA NO3BOASET NONYYUTb NOACHEHNA
no gaHHOMYy nNapameTpy.
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4.1.1 CucmemHbie napamempeol

B paHHOM pasgene NpovM3BOAMTCA HACTPOMKA CUCTEMHbLIX MapamMeTpoB W OrpaHuMyeHuMin obpaboTku

3anpocos.

CHCTEMHbIE NapaMeTph!

Mwma yerpoiictea | (SBC1000

MyTs K ANCKY ANA XpaHEeHUs Tpaccuposok | | default

YCTPOCTEO ANR a8apuiHOro Noruposanuna | | Het

PaloTa seHTMNATOPOS

(<IN <

3arpy®eHHoCTs npoueccopa

Wcnons3osaxue onepaTusHoM NaMATY

4]

3anonHeHne BHeLHWX HakonuTenen

4]

ABapuy pe3epsupyloLero yCTpoincTea

<]

OTCyTCTBME CBA3N C BEAOMBIM

Orpaxunyenne odpadotkm 3anpocos INVITE

Orpaxuuenve odpaboTky 3anpocos SUBSCRIBE | [

Orpaxuuenne oOpaboTku ocTansHbix 3anpocos | ||
3anpocs! INVITE, e/3 cex | [15 v |
3anpocsl SUBSCRIBE, ea/3 cex | | 15 v |

OcransHsie 3anpocsl, e/3 cek || 15 v

3aLUMTH.IA TailMayT ANA OTGORA Bbi30808 Gea media, mux @ | (30

Hacrpoiiku SIP

BKNOUMTS CTaTUCTHKY SIP Bni30E08 | [

Mepenasats cumeon # Gea xoguposaHna | [

Coxpakuts || OTmenuTs

ABTOMAaTH4ECKOE KOH(DMIYPUPOBaHWE
BrnioumnTe asToodHoBNEHMe | [ ]
MCTOYHIMK 7
Mpotokon . v

AyTeHTUDMUKaUNA
mA .
Mapone
Cepsep - update local

OGHOBNATE KOHDUIYPALMIO

VMg baitna koHurypausu | a8.f9.4b.88.70.a6.cfg

Mepvoa o5HoBNeHKA Kokdurypaum, muH @ | 30

OBHoBNAT: NO

Wma chaiina sepcuin NO | SBC1000.manifest

Mepwos oGHosneHuA NO, mun @ | 30

Coxpaunts ||  OTmesums
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CucmemHble napamempbsi

Wmsa ycmpolicmea — HaMmMeHOBaHMe YCTPOWMCTBA, BbIBOAMMOE B 3arosioBke web-kKoHdurypatopa (He
ncnonb3yeTtcs B gaHHoW Bepcun NO);

Mymb K OUCKy 015 XpAHEHUSs MPACCUPOBOK — BO3MOXKHOCTb COXPAaHEHMA OT/ag04HON MHbOpMaL MK
(TpaccupoBok) B onepatuBHoit namatu (RAM), nMbo Ha ycTaHOBNEHHOM HaKonuTesne:

— default — otnago4yHas MHGOPMaLMA COXPAHAETCS B ONEepPaTUBHYIO NaMATb;

— /mnt/sdX — nyTb K JIOKa/IbHOMY HaKOMUTENIO, HAaCTPOMKa OTOBpa)KaeTca Npu yCTaHOBIEHHOM
HakonuTene. Mpu BblIbOpe HakoNUTeNs Ha Hem byaeT co3gaH KaTasor logs, B KoTopom byayT
XPaHUTbCA danibl TPACCUPOBOK;

Yempolicmeo 078 asapuliHo2o s02uposaHuUss — BblOOP HaKoMUTeNs AN 3anuUcu  KPUTUYECKUX
aBAPUIMHbIX COODOLLEHWNIN B SHEPrOHE3aBUCUMMYIO NaMATb. [laHHaa onums HeobxogMma Npu BbIACHEHUK
NPUYMH Nepesanycka UM BbIXoAa U3 cTpoa obopyaoBaHusA:

— /mnt/sdX — BbIBOP NYTU K JIOKa/IbHOMY Hakonutento. Mpu BKAKOYEHUU OAHHOW ONuUMKU Ha

HakonuTene co3gaetca dain alarm.txt, B KOTOpbI 3aHOCUTCA MHOPMaLMA 06 aBapumAXx.

lMpumep ¢aiina alarm.txt

. 24/09/13 20:03:22. Software started.

. 24/09/13 20:03:22. state ALARM. Sync from local source, but sync source table not empty
. 24/09/13 20:03:22. state OK. PowerModule#1. Unit ok! or absent

. 24/09/13 20:03:31. state OK. MSP-module lost: 1

. 24/09/13 20:03:34. state OK. MSP-module lost: 2

. 24/09/13 20:03:38. state OK. MSP-module lost: 3

. 24/09/13 20:03:42. state OK. MSP-module lost: 4

Uk, WNEREO

OnucaHne dopmata dainna:

0,1, 2... — NopaAKOBbI HOMepP CObbITUS;

24/09/13 — paTta BO3HUMKHOBEHMUA COBbLITUSA;

20:03:22 — Bpems BO3SHUKHOBEHUS COObITUS;

ALARM/OK — TekKyuiee coctosaHue cobbitna (OK — asapua HopmanusosaHa, ALARM — aBapusa

aKTUBHaA).

Tabnnuya 17 — Mprmepbl BbIBOAUMBIX COObLEHMI 06 aBapuaAxX

ABapuitHoe coobweHune

PacwudpoBka

KoHourypauus He npoYnTaHa

Owwunbka panna KoHoUrypaumm

BbicoKan 3arpyska npoteccopa

ABapus BbICOKOW 3arpy3Ku npoueccopa

Port Scan Detector BblKkaAtOYEH

NHbopmaLmoHHOoe cooblieHMe 0 BbIKAOYEHHOW 3almTe oT
Port Scan B KoHbUrypauuu

3anyck MO V.1.X.X.X

MporpammHoe obecneyeHune 3anyweHo

Ha Begomom ycTpolicTBe ycTaHOBAEHa Apyras
sepcua NO

YcTpoiicTBa B pesepBe MMEIOT pasHble Bepcun MO

OTCYTCTByeT noAKNKO4YEHUE C BE€AOMbIM

OTCyTCTBYET NOAKNOYEHME C pe3epPBHbIM YCTPOUCTBOM Anb0
NOAHOCTbIO, IM60 Ha 0OAHOM M3 NIMHKOB. BO BTOpOM c/yyae B
napametpax byaeT ykasaHo, Ha KaKOM IMHKe NoTepsHa CBA3b

CMeHa coCToAHUA B rpynne pesepsa

Mpour3oLWwio nepecornacoBaHne yCTPOICTB B pe3epse

Ol'lepaTMBHaFI NaMATb 3aKaH4YMNBAETCA

OnepaTtnBHaA NaMATb 3aKaHUYMBaETCA. BO3MOKHbI 3 ypOBHA
aBapuu — npeaynpexaeHue (octanocb meHee 25%
cBoboAHOM NamsTh), aBapua (meHee 10%), KpUTHMYecKan
aBapua (meHee 5%)

He yaanocb otnpasutb CDR-¢amnbl no FTP

Mpobnema otnpasku daina CDR Ha FTP-cepsep

3anyck N0 ycTpolicTBa

3anyck N0 ycTponcTea
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—  Ycmpolicmeo 05 nozuposaHus xcypHana 6ezonacHocmu — BblIOOP HaKonUTens Aas 3anmMcu cobbITUi
KypHana 6€30nacHOCTM B 3HEPro3aBUCUMMYO NAMATL:
— /mnt/sdX — BblbOp NYTM K NOKa/sbHOMY Hakonutento. Mpu BKAOYEHUM AaHHOW OMUUKU Ha
Hakonutene cosgaetca ¢dain security.txt, B KOTOpbIA 3aHOCUTCA MHPOpPMaLMA O cobbiTUAX
YKYpPHana 6e3onacHoCTu.

TMpumep ¢haiina security.txt

0002. 12/03/25 13:10:44. [105] SBC_UNSAFE_UA_DETECTED. src 192.168.6.13:5070 dst 192.168.6.14:5060
FROM '23000@192.168.6.14:5070' TO '10000@192.168.6.14:5060' desc 'unsafe user agent: sipv'

0003. 12/03/25 13:10:44. [107] DYNAMIC-FIREWALL.Address '192.168.6.13" is blocked after 1 hits
for 600 sec. with cause: 'SIP: Forbidden - Blocked by SBC : unsafe user agent: sipv'

OnwucaHne dopmata dpanna:

0000, 0001, 0002... — nopsAKOBbLIA HOMEP cobbITUS;

12/03/25 — paTta BO3HUKHOBEHUA cObbITUSA;

13:10:44 — Bpems BO3HUKHOBEHWSA COObITUSA;

[102, 103, 104...] — Kog cobbiTna ¢ nocneaytowen pacwmdpoBKom.

Kopa cobbitua Twun cobbiTna

102 ALARM_SBC_CALL_FORBIDDEN

103 ALARM_SBC_REG_FORBIDDEN

105 ALARM_SBC_UNSAFE_UA_DETECTED
109 ALARM_SBC_RTP_ATTACKED

107 ALARM_SSHGUARD

104 ALARM_SBC_SIP_ATTACKED

Pacwundposka TMnNa cobbiTns NnpueeaeHa B pasgene 4.1.2.6 KypHan 6esonacHocTH

UHAukayus asapuli

— Paboma seHmusaamopoe — NpwW yCTaHOBNEHHOM dnare B cucTeMy ynpasieHus byaeT BblaaBaTbCs
aBapua 0 HEMCMNPABHOCTM BEHTUNATOPOB;

—  3aepyxieHHOCMb npoyeccopad — NPWU yCTaHOBJAEHHOM dnare B cMCTeMy ynpasieHus byaeT BblAaBaTbCs
aBapuA 0 BbICOKOW 3arpysKe NnpoLeccopa;

—  UcnonvzosaHue onepamugHoli namamu — NpPW yCTaHOBAEHHOM ¢nare B cucTemy ynpasneHusa 6yaert
Bbl4ABaTbCA aBapuA O 3aKaH4YMBatoLWelca cBO6o4HOM oNepaTUBHON NaMATYH;

— 3anonHeHue 8HeWHUX HaKonumeseli — NpWU yCTaHOBNEHHOM ¢nare B cUCTemy ynpas/ieHua 6yaet
Bbl4ABaTbCA aBapua O 3aKaHYMBalOLWEMCA CBOBOAHOM [AMCKOBOM MPOCTPAHCTBE Ha BHELIHWUX
HaKonuTensx;

— Asapuu pesepsupytoujezo ycmpolicmea — npu yCTaHOBNEHHOM dnare B CUCTEMY ynpasaeHus byayT
BblaBaTbCA Bbllenepevync/iieHHble aBapumn C pe3ePBUPYIOLLENO YCTPOMCTBA;

—  Omcymcmeue c8:a3u € 8e00MbIM — NPW YCTAaHOBAEHHOM diare B cucTemy ynpasaeHusa 6yayT BblAaBaTbCs
aBapum 06 OTCYTCTBMM CBA3U C PE3EPBUPYIOLLMM YCTPOMCTBOM HA JIOKaZIbHOM U T106a/IbHOM JIMHKAX;

—  OepaHu4eHue obpabomku 3anpocos INVITE — npw ycTaHoBNeHHOM dare B cucTemy ynpasneHus byayT
Bbl4aBaTbCA aBapuM O MNPEBbILEHUN MAKCMMANbHO paspelleHHOro KoauyectBa OAHOBPEMEHHbIX
3anpocos INVITE, 3agaHHoe B pa3aene «OrpaHuyeHne o6paboTku 3anpocos SBCy;

—  OepaHu4eHue obpabomku 3anpocoe SUBSCRIBE — npu ycTaHOBAeHHOM diare B CMCTEMY yNpaB/eHus
6yayT Bbl4aBaTLCA aBAPUM O MPEBLILEHUM MAaKCMMa/bHO Pa3pPELLEHHOrO KOIMYECTBa OAHOBPEMEHHbIX
3anpocos SUBSCRIBE, 3agaHHoe B pa3gene «OrpaHnyeHne o6paboTKM 3anpocoB»;
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OzpaHuyeHUe 06pabomku ocmasbHbIX 3a1POCO8 — NPU YCTAHOBNEHHOM daiare B CUCTEMY yNpaBaeHUs
OyayT BblAaBaTbCA aBapMM O MPEBbLILWLEHUN MAaKCMMaA/IbHO Pa3peLleHHOro KoIMYecTBa 04HOBPEMEHHbIX
3anpocos, otanyHbIx oT INVITE n SUBSCRIBE.

OzpaHuyeHue obpabomku 3anpocos SBC

3anpocel INVITE, ed/3 cek — Konnyectso 3anpocos INVITE, obpabaTbiBaeMbIX B TeUEHUE TPEX CEKYHA,
Ecnn 3a Tpu cekyHapbl NocTynuT 6osibliee KOAMYECTBO 3aMnpocoB, TO NMPEeBbICMBLUME MOPOr 3anpocbl He
oyayT ob6CcnyKeHbl;

3anpocbl SUBSCRIBE, ed/3 cek — Konmyectso 3anpocos SUBSCRIBE, o6pabaTbiBaembix B TeUeHME TPeEX
CekyHa,. Ecnm 3a Tpu cekyHAbl NOCTynUT 60/bllee KOMYECTBO 3aNpocoB, TO MPEBbICUBLLME NOPOT 3aMpPOoCh!
He 6yayT obcayKeHbl;

OcmanbHele 3anpocsl, ed/3 cek — KONMYecTBO 3anpocos, oTaMuyHbiXx oT INVITE u SUBSCRIBE,
obpabaTbiBaeMbiXx B TeYeHMe Tpex ceKyHh. Ecnm 3a Tpu cekyHAbl NocTynuT 60/bliee KOANYecTBO
3anpocoB., TO NPEBbLICUBLLME NOPOT 3aNpochl He byayT obcnyKeHbl;

3awumnelli matimaym 011 omboAa ebi30808 6e3 media, MUH — WHTEPBaN BPEMEHU, MO UCTEYEHUU
KOTOPOTO BbI30B, YCTAHOB/IEHHbIN MEXKAY YCTPONCTBaMM, BYAET OTK/IOHEH B C/lyYae, eC/iu MeXay HUMM
no pa3roBOpHOMY KaHany He nepegatotca RTP-nakeTbl.

Hacmpoliku SIP

BKkaoyume cmamucmuKy SIP ebi30808 — BK/IOYaeT BeAEeHMEe CTAaTUCTMKM Bbi3oBOB. CTaTUCTMKa
oTobparkaeTcs B pasgene MmoHuTopuHra "Cratuctuka SIP";

lMepedasame cumeon '#' 6e3 kKoduposaHua — Npu BKAOYEHHOM onuun SBC B ncxogallee naevyo CMMBOAN
'H' oTnpaBaaeT Kak '#', Npy BbIKJOYEHHOW ONLMK OTNPaBAAET Kak '%23'".

Asmomamuyeckoe KOHGu2ypuposaHue

SBC MoOKeT aBTOMaTW4YeCKM MnosyydyaTb KoHourypaumto u dannbl ¢ Bepcusmu MO ¢ cepsepa
aBTOKOHOUIYpUpPOBaHUSA (Oanee — «cepBep») € 3a4aHHbIM NepUoaoM.

Mocne ckaunBaHma KoHoUrypaumm, SBC byaeT 0XKuaaTb 3aBePLUEHMA BCEX aKTUBHbIX BbI30OBOB, NOC/E
Yyero NPUMEHUT HOBYIO KOoHUrypaumio. J/Inbo KoHoUrypaums npumeHuTca Bmecte ¢ HosbiM MO nepes,
nepesarpyskon.

®daiin c onncannem sepcunin NO copepuT B cebe nHdopmaunto 06 umetowemcea Ha cepsepe NO —
BEPCUU N MMeHa dalinoB. Tam »Ke MOXKHO 3a4aTb paspelwéHHoe ana obHoBnaeHus Bpemsa. Popmat daiina
[O/KEH BbITb Cneayowmm:

<Homep eepcuu 10>;<ums ¢palina c M0>;<paspewéHHoe spems 06HOBAeHU S, Yac>
Homep sepcuu MO — 3a8aéTca NOAHOCTbIO 4,0 BEPCUM COOPKU;
Ums ¢palina c 1O AoNKHO MMETb paclimperue .bin;
Pa3spewéHHoe epems 06HO8neHUA Moxcem omcymcmeosams. B 3tom cnyvae SBC obHoBuTCA B
6nKalwee Bpems, Koraa He 6yaeT akTUBHbIX BbI30BOB. ECau ke yKasaH MHTepBan BpemeHu, To SBC
6yneT 06HOBAATLCA TONIbKO B 3343HHbIA UHTEPBA BPEMEHMU.

Npumep daiina onncaHua sepcumii NO:
1.8.0.99; smg2016_firmware_sbc_1.8.0.99.bin
1.8.0.100; smg2016_firmware_sbc_1.8.0.100.bin;9-13

BKao4UmMb a8Mo0b6HOB/EeHUE — BKNHOUYUTb aBTOMAaTUYecKoe 06HoBAeHME KoHPUrypaumm u No;
McmoyHuK — BbIBOP UCTOYHUKA MHPOPMALMK O CEpPBEpE:
e Static — vHdopmaLMA O cepBepe 3aHOCUTCA U coxXpaHaeTcA Ha SBC B COOTBETCTBYIOLLEM NOJIE;
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e  DHCP (uma uimepgpeiica) — nHdopmauma o cepsepe byaeT nonydyeHa Ha BbiIbpaHHOM UHTepdelice
no npoTtokoay DHCP un3 onumn 66, nHdopmauunsa o6 umerHn daiina sepcuii u dpainna KoHGUrypauum
6yaert nonyyeHa ns onuumn 67,
—  [IpomoKos — BbIBOP NPOTOKONA A5 COeAMHEHMSA C CEPBEPOM;
—  AymeHmucguKayus — UCNosib30BaTb ayTeHTUOMKaUMIoO ANa A0CTyna Ha cepsep (ana npoTtokosos FTP,
HTTP, HTTPS);
—  Wmsa — numa (noruH) ans goctyna Ha cepsep;
— [apoab — naponb Ana AocTyna Ha cepBep;
— Cepsep — IP-agpec nim [omeHHOe ums cepBepa. Mcnosibayetca npu BbiIbpaHHOM UCTOUYHMKe Static;
— Ob6Ho81aMb KOHGU2YpaAYUIO — pa3pellaeT 0bHOoBIeHME KOHGUTypaLuumn ¢ cepBepa;
—  Wmsa ¢alina koHpueypayuu — vwma danna KoHpurypaummn. msa aonxkHo 6biTb ¢ pacwmpeHnem .cfg n
UMETb AMHY He 6onee 64 CUMBONOB;
— llepuod o06HOBAEHUA KOHGpucypauuu, M — NEepPUOAUYHOCTb NPOBEPKU CeEpBEpa Ha Haauuume
KOHOMrypaumm;
—  O6Ho8samb 10 — paspelwaeT obHoBAeHMe N0 c cepsepa;
—  Wma ¢aiina sepculi N0 — vmsa dainna c sepcnamm MO. Uma ponxHo 6biTb € paclwimpeHnem .manifest u
UMeTb ANMHY He 6onee 64 cMMBONOB;
—  epuod obHosneHusA 10, M — NepUoaUYHOCTb NPOBEPKM cepBepa Ha Hannume Hosoro MO.

Bobizpy3ka koHgu2ypayuii

SBC MOEeT aBTOMaTUYECKM BbIrpyX»aTb KOHOUrypaumio Ha BHewHun FTP/TFTP-cepsep npu Kaaom eé
COXPaHEHUWN B SHEPrOHEe3aBMCUMYIO NAMATb.

—  BKaw4yumoe — BKAOYAET GYHKLMIO BbITPY3KM KOHPUrypauuu;

— [lpomokon — BbIGOP NPOTOKOA, MO KOTOPOMY DyAeT NPOM3BOAUTLCA BbIrpy3Ka. MNopaepunsaetca FTP
mwnn TFTP;

— Cepsep — IP-appec cepBepa, Ha KOTOPbIN ByAeT NPON3BOAMUTLCA BbIFPy3Ka;

— [Mopm — nopT cepBepa, Ha KOTOPbIN ByAET NPOU3BOAMUTLCA BbIrPY3Ka;

— [lymeo K ¢haliny — pUpeKTopuA Ha cepBepe, B KOTOPYHO ByAeT COXpaHATbLCA KOHbUrypauus;

—  Vma — vma gnsa ayTeHTMOUKaLMmM NpU UCNONb30BaHMKM NpoTokona FTP;

— [aposae — naponb Ana ayteHTMdmKaLnm Nnpm ncnosib3oBaHnu npotokona FTP.

4,1.2 MoHuUmopuHz
4.1.2.1 Tenemempus

B pasaene oTobparkaeTtca MHPOPMaLMA 0 NOKa3aHUAX AaTYUKOB CUCTEMbI TEIEMETPUM, YCTAHOBNAEHHbIX Ha
YCTPOMCTBE, a TaKKe nHopmMauma 06 yCTaHOBAEHHbIX 610Kax MUTaHUA U BEHTUAATOPAX NpoLeccopa.

MoHumopuHe —> Teanemempus
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TemnepamypHbie damyuKu

Tenemerpun

Temneparyprsie aarimmn

Ana SBC-1000:

—  JAdamuuk #0 — TemnepaTtypa nNpoLeccopa;
—  Jdamuyuk #1 — TemnepaTypa KOMmyTaTopa.
Ana SBC-2000:

— Temnepamypa CPU — TemnepaTypa npoueccopa.

bnoku numaHusa

—  baok numaruAa #0 — cocToAHne 6/10Ka NUTaHMA B HYJ1IEBOW NO3NLUWK;
—  Bnok numaHuAa #1 — cocTtoAHue 6/10Ka NUTaHMSA B NepBoW
nosuunm).

Bo3amorKHble cocTosHMA 6/10KOB NUTaHWA:

—  YcmaHosneH — 610K NUTaHUs YCTaHOB/NEH,

— He ycmaHoe8sneH — 610K NUTaHUA He YCTaHOBJIEH,

— Pabomaem — Ha 610K NUTaHUS noAaeTcA NUTaroee HanpAXXeHne;

— He pa6omaem — Ha 610K NUTaHUSA He noAaeTcAa nNnuTarLlee HanpAaxXeHue.

BeHmunamopel

—  BeHmunaamop #N — UHpopmaLma 0 COCTOAHUMN BeHTUAATOPa N M 0 ero CKOpPOCTU BPaLLLEHUA
(Hanpumep, 9600 rpm).

V" B yctpoiictee SBC-1000 ycTraHOBAEHO 2 BeHTUAATOPA, B SBC-2000 — 4 BeHTUNATOPA,
8 SBC-3000 — 4 BeHTUANATOpA.

HanpsaxceHue':

—  BHympeHHee HanpsaxceHue (+12B) — nHbopmauusa o COCTOAHMUM AaTuMKa HanpsaxKeHua 12B.

TeKywjue HanpaXeHus’:

! Tonbko ana SBC-1000.

2 Tonbko ana SBC-2000 n SBC-3000.
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4.1.2.2

— +12.0 B — nHdopmauma 0 COCTOAHUN AaTYMKa HanpaxeHus 12B;

—  +5.0 B — nHdopmauma 0 coCToAHMKN AaTiMKa HanpsaxKeHus 5B;

—  +3.3 B — nHdopmaLma 0 COCTOAHUN AaTiMKa HanpsaxkeHus 3.3B;

— +2.5 B — nHdpopmaLma 0 COCTOAHUMN JaTYMKA HanpaKeHus 2.5B;

— +1.8 B — nHdpopmaLma 0 COCTOAHUMN faTymKa HanpaxeHus 1.8B;

— +1.5 B — nHdpopmaLma 0 COCTOAHUMN JaTyMKa HanpaxeHus 1.5B;

— +1.2 B — nHdopmaLma 0 COCTOAHUMN JaTyMKa HanpaxeHus 1.2B;

— +1.0 B — nHdpopmaLma 0 COCTOAHUM JaTYMKA HanpsaxKeHua 1B;

—  CPU — nHpopmMaLma 0 COCTOAHUM HANPAKEHUA NMUTAHUA LLEHTPAIbHOTO NPOLLECCOopPa;

— CPU Vcore — nHpopmauma o COCTOAHUM HANPAKEHUS NMUTaHMA A4Pa LLEHTPaAbHOMO NPOLLEeCCcopa;
— Bbamapea RTC — nHdopmaums 0 COCTOAHMM HanpsXKeHMa 6aTapen 4acoB peasibHOro BpeMeHMU.

Tekywas 3a2py3Ka npoyeccopa:

— USR — npoueHT ncnonb3oBaHMA NPOLECCOPHOro BpemeHM noib30BaTeIbCKUMKN NPOrpammamu;

— SYS — npoueHT NCNo/Ib30BaHMA NPOLLECCOPHOIO BPpEMEHU NpoLeccamn Aapa;

— NIC — npoueHT WuCnoab30BaHUA MNPOLECCOPHOro BpemMeHu nporpaMmmamm C  U3MEHEeHHbIM
npUOpPUTETOM;

— IDLE — npoueHT He3a4enCcTBOBaHHbIX NPOLLECCOPHbIX PECYPCOB;

— /O — NpoLEHT NPOLECCOPHOro BpeMeHu, MoTPaYyeHHOro Ha onepaLmu BBoAa/BbiBOA3;

— IRQ — npoueHT NpoLEeccopHOro BpemMeHu, NoTpayeHHOoro Ha 06paboTKy annapaTHbIX NPepbIBaHNR;

— SIRQ — NpoLEeHT NpOLLEeCCOPHOro BPeMeHM, NOTPa4YeHHOro Ha o06paboTKy nporpammHbIX
npepbIBaHUN.

Ipadcpuk 3az2py3Kku npoyeccopa

B pasaene otobparkaeTcs MHPopmMauma o 3arpyske npoueccopa B peasbHOM BpemeHW (10 MUHYTHBbIN
WHTepBan). MpaduKM CTAaTUCTUKMN CTPOATCA HAa OCHOBAHWUM YCPEAHEHHbIX AaHHbIX 33 KaxKable 3 CeKyHAbl paboTbl
yCTPOWCTBa.

MoHumopuHz —> lpaghuk 3a2py3Ku npoyeccopa
O TOTAL ©Q

1000 930 900 B30 800 730 700 630 600 530 500 430 400 330 300 230 200 130 100 030 000

Hasurauua mexay Fpad)MKaMVI MOHUTOPWUHIa No OTAE/IbHbIM MapamMeTpam OCyLeCTBNAETCA C MOMOLLbIO

KHOMOK
OKpackKy.

" . [lna obnerdyeHna BU3yanbHOM MAEHTUPUKALMMN BCE TPAPUKN MMEIOT Pas/IYHYIO LBETOBYHO

—  TOTAL — obwunit NpoLueHT 3arpy3Kkn NpoLeccopa;

— 10 — npoueHT NPOLLEeCCOPHOro BpeMeHU, NoTPaYeHHOoro Ha onepawm1 BBoAa/BbiBoAa;

— IRQ — NpoUEHT NPOLLECCOPHOr0 BPpEMEHM, NOTPAYeHHOro Ha 06paboTKy annapaTHbIX
npepbiBaHN;

—  SIRQ — NpOLLEHT NPOLLECCOPHOro BPEMEHM, NOTPAYEHHOr0 Ha 06PaboTKY NPOrpaMMHbIX
npepbiBaHN;

— USR — npoueHT ncnosb3oBaHMA NPOLLECCOPHOro BpeMeHU N0/1b30BaTeIbCKUMU NPOrpaMmmamu;

— SYS — npoueHT ncnonb3oBaHUA NPOLECCOPHOro BpeMeHU npoL.eccamu aapa;
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— NIC — npoueHT Ncnosib30BaHMA NPOLLECCOPHOro BpeMeHM Nporpammamm C U3SMeHEHHbIM
NPMOPUTETOM.
4.1.2.3 MoHumopuHe SFP-modyneii
B pasgene otobpaxkatoTca MHAMKALMA COCTOAHMA M NAapPaMeTPbl ONTUYECKON NHUMN.

MoHumopuHe —> Mo+HumopuHe SFP-modyneli

MoHuTopuHr SFP moaynen

SFP nopr 0 craryc Hanu4ue SFP moayna COCTORHHE CHIHana
M TaH i WrHan IHOBNEH
Teuneparypa, °C Hanprxenie, B Tok cuewesA TX, WA ucxonua:.asl:oqnocrb, onns-.a:l;oqm.
55.250 3.2936 12.184 0.2520 0.2152
SFP noprt 1 craryc Hanw4ne SFP mogyna COCTORHWE CHrHana
lMogyne He yCTaHOBNEH CUrHaN NOTepPAH
Temneparypa, °C HanpsxeHne, B Tok cuewenna TX, MA “cxmfs':m = onma:;ouﬂom :

MN/A MNiA N/A

— SFP nopm 0 cmamyc, SFP nopm 1 cmamyc — cOCTOAAHME ONTUYECKOro MoAyNA:
e Hanuyue SFP modyns — VHANKaALMA YCTAHOBKN Moy A (MoAyAb YCTaHOBAEH, MOAY/b He
YCTaHOB/EH);
e CocmosAHUe cu2Hana — VHAUKaLMA NoTepu CUrHana (curHan noTepsH, B pabore);
e Temnepamypa, °C — TemnepaTtypa ONTUYECKOro MoAy/A;
o HanpaxeHue, B — HanpaXXeHWe NUTaHUA oNTUYeCcKoro moayns, B;
o ToK cmeweHUA Tx, MA — TOK CMeLLLeHMA Npu Nepeaaye, MA;
o Mcxodauw,as MowHOCMbs, MBm — MOLLHOCTb CUTHaNa Ha nepegady, MBT.
o BxodAaw,as MowHocms, MBm — MOLLHOCTb CUTHaNa Ha Npueme, MBT.
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4.1.2.4 MoHumopuHe front-nopmos Kommymamopa

B pasgene otobparkaetca uMHbopmauna o PpU3MYECKOM COCTOSSHUM MOPTOB KOMMYTaATOpa — Ha/auMuue
JIMHKa, COrnacoBaHHas CKOPOCTb Ha MOPTY M pexum nepegaun. Ecnv nopt caBoeHbiit (MegHbIA MU ONTUYECKUIA
pa3bEMbl), TO pAAOM C HOMEPOM NopTa byaeT ykasaHa nomeTtka «(SFP)». OHa nponagaeT, eciv CABOEHHbIN NOPT
dKTUBEH N NOAKNHOYEH MeaHbIM Kabenem.

MoHumopuHe —> MoHumopuHe front-nopmos Kommymamopa

Port 0 Port1 Port 2 SFPO SFP1
CoCTORHWUE NUHKA DOWN up up DOWN DOWN
CropocTh N/A 1000M 1000M NiA NiA
Pexum nepegaqn MNIA full-duplex full-duplex NIA NIA
LACP rpynna - bond0 (UP) bond0 (UP)
Craryc nopta LACP - Backup Active
NpuxaTo BaiT 875955482 320 263649 0 0
(835.4 MIB) (0.0 MiB) (0.3 MiB)
OWKWDOHHBIX NAKETOB 0 0 0 0 0
oTOpOLLEHD NAKETOR 0 0 0 0 0
ofHoaApecHLX NAKeTOR 3488867 0 1669 0 0
IWMWPOKOBEWATENLHEY NAKETOR 1608922 5 1303 0 0
Nepepgano Gaitr 33413154 0 1872410 1018 1018
(31.9 MiB) (1.8 MiB) (0.0 MiB) (0.0 MiB)
OWNBO4HBIX NAKETOB 0 0 0 0 0
oTOpoLEeHo NakeToB 0 0 0 0 0
ofHoaApecHbLIX NaKeToB 240133 0 2420 0 0
IIMPOKOBELWATENBHBLIX NAKETOB 12 0 0 15 15

—  CocmosHUe AUHKG — COCTOAHME KabenbHOro NoAKAHYEHUA Ha NopTY (aKTMBHO/HEaKTUBHO);

—  CKopocmb — cornacoBaHHasa CKOPOCTb Ha NOPTY;

—  Pextum nepedayu — pexum, Ucnosibsyemolii ana nepeaavum aaHHoix (half-/full-duplex);

—  LACP epynna — 3pecb otobpaxaetca LACP-KaHas, B KOTOPbIM BXoAWUT NopT 1 ero ctatyc (UP/DOWN);

—  Cmamyc nopma LACP — pexunm, B KOTOPOM HaxoamTca nopt (active/backup);

—  MpuHAamo 6alm — HAKOMUTENbHbIN CYETYMK NPUHATLIX 6ANT, BKAHOYAA PA3NIMYHbBIE BUAbI MPUHATbLIX
naKkeToB;

—  [epedaHo 6alim — HAaKONUTENbHbIN CYETYMK NepenaHHbIX 6anNT, BKAOYaA pas/iMyHble BUAbl NepeaaHHbIX
MaKeToB.

4.1.2.5 CueHanusayusa ob asapusx. XypHan asapuliiHbix cobbimuli
Mpy BO3HWKHOBEHMM aBapuM MHPOpPMaLMA O Hel BbiIBOAUTCA B 3arosioBke web-koHdurypaTtopa. Ecam
aKTUBHbIX aBapuil HECKONIbKO, B 3aro/loBKe web-KoHdurypaTopa BblBOAMTCA Hanbonee KpUTUYHAA B TEKYLLMMA

MOMEHT aBapuA.

Mpu oTCyTCTBUKM aBapuit BbiBOAUTCA cooblieHne «Asapuli Hemy.

Session Border Controller KoHdwrypatop © ABapwi HeT.

Cepanc Momowss Buxoa

B meHto «)KypHan asapuliHbix cobbimuli» BbIBOAUTCA CNUCOK aBapUIHbIX COBbITUIM, PaHKUPOBAHHbIX NO
Aate n BpemeHU. TaKKe MPUCYTCTBYET KHOMKa «O4yucmumes», KOTOpasa yAanaeT U3 TEKyLLero »KypHana Bce
MHPOPMaALMOHHbIE COOBLLEHNA M HOPMA/IM30BAHHbIE aBapUM.
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MoHumopuHz —> XypHan asapuliHbix cobbimuli

Session Border Controller Kosdwrypatop © ABapwi HeT.

Momous Buxoa

XKypHan agapuitssix coSemm

OuscTuts

Ne Bpews

NapameTpoi Onucavne

Tabauya asapuli

—  O4ucmume — yOanvTb CyLLECTBYHOLLYHO TabanLy aBapunHbIX COObITUN;
—  Ne — nopagKoBbli HOMep aBapuu;

—  Bpemsa — Bpemsa Bo3HWKHOBeHWs aBapum B popmate Y4:MM:CC;

—  /[lama — pata BO3HMKHOBeHMsA aBapuu B dopmare 44/MM/IT;

—  Tun — Tvnbl aBapuit npueeaeHbl B Tabnmua 18.

Tabnnuya 18 — Tunbl aBapuii

Tun

PacwmdpoBka

KoHourypauus He npoYnTaHa

OwwunbKa yteHma dalina KoHPUrypaumm

MSP-module lost

MNoTtepa ceasm c mogynem MSP

CDR-FTP

Owwnbka nepeaaum CDR dainos Ha FTP cepsep. BoamoKHbI 3
YPOBHSA aBapuu — npeaynpexaeHve (HakonaeHo 5 MB aaHHbIX),
aBapwms (5—15 MB), KpuTuyeckas asapua (15-30 MB)

OﬂepaTMBHaﬂ NamMmATb
3adKaH4YMBaAETCA

OnepaTnBHan NamATb 3aKaHUYMBaeTCA. BO3MOXHbI 3 YPOBHS aBapum
— npeaynpexageHue (octanocb meHee 25% cBobogHoM namaTu),
aBapus (meHee 10%), KpuTuyeckas aBapua (meHee 5%)

PerMCTpa LumAa aboHeHTa ucTekna

Pe r’MCTpauma aboHeHTa ucTekna

Meperpyska nogcucremsl shc

OaHa ns noacucrem SBC neperpyrkeHa

3BOHOK 3anpeweH

|_|0CTyrIVII'I BbI30OB, O6Cﬂy)KVIBaHVIe KOTOPOro 3anpeweHo

PEI'MCTpaLI,VIﬂ aboHeHTa 3anpelweHa

MocTynun 3anpoc perucTpawmm, ob6cnyKnBaHMe KOToporo
3anpelLLeHo

3anyck MO V.1.X.X.X

MporpammHoe obecneyeHune 3anyweHo

Ha Begomom ycTporicTee
ycTaHoBneHa apyras sepcus MO

YcTpoicTBa B pesepBe UMeLoT pasHble Bepcumn MO

OTCYTCTByeT noAaKN4YeHNE C
Be4OMbIM

OTCyTCTBYET NOAKNOYEHME C pe3epBHbIM YCTPOUCTBOM AN60
NOAHOCTbIO, IM60 Ha 0OAHOM M3 NIMHKOB. BO BTOpOM c/lyyae B
napametpax byaeT yKka3aHo, Ha KaKOM IMHKe NOoTepsHa CBA3b

CMeHa cocToaHus B rpynne
pesepBsa

Mpou13oLwo nepecoraacoBaHne yCTPOICTB B pe3epBe

- CocmoAHue — CTaTycC aBapMVIHOFO COCTOAHUA:

e Kpumu4eckas aeapus, muzarouuli KpacHelli uHOukamop —
He3amMeAaMTeIbHOro BMeLIaTeIbCTBa 06CNYKMBaAIOLLErO NEPCOHANA, BAUAIOLLAA Ha paboTy

YCTPOMCTBA M OKa3aHUA YCAyr CBA3MN;

e asapus,

KpacHslli

UHaUKCImOp — HEeKpUTn4yecCkaa aBapuAa, TaKXKe

BMeLWaTeNNbCTBO NEPCOHANa;

e [pedynpexcoeHue, ¥eamsoil UHOUKAMOP — aBapwA, KOTOPaA He BAMAET Ha OKasaHue ycayr

CBA3M;

e UH(OPMAYUOHHOE

coobujeHue, cepbili UHOUKAMOP — He ABAAETCA

npeaHasHa4yeHo ANnA MH(I)OpMMpOBaHMﬂ O npousouwiealiem CO6bITMM;
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e OK, 3eneHbili UHOUKOMOpP — aBapuA YCTPAHEHa];
—  Mapamempsl — KoaoBoe ob603HavyeHune IoKkaamsaumm asapumn. ns asapum «OnepatmMBHasa NamaTb
3aKaH4YMBaETCA» UMEET CAeayoWMIA BUA,:
e [00:XX:YY], roe XX — Konnuectso cBoboaHoM namaTn, YY — obliee KONMYECTBO NamaATy;
—  OnucaHue — TEKCTOBOEe onncaHue npobaembl. Hanpumep, KO/IMYECTBO OCTaBLLENCA OnepaTUBHOM
namaTn, Homep aboHEeHTa, Yy KOTOPOro 3aKOHYMNACb PErNCTPaLIUA.

4.1.2.6 MypHan 6e3onacHocmu

B meHto «ypHan 6e30nacHOCTU» HAaXOAUTCA CMUCOK cooblieHnin cuctembl besonacHocTn SBC (pabota
AVHamMunyeckoro bpaHamayapa, 3amT ot DoS-aTtak), paH»KMPOBaHHbIX NO AaTe U BpemeHU. KHonKa
«O4ucmume» yaanaeT n3 TEKYLLEro *KypHana Bce MHGOPMALMOHHbIE COOBLLEHMS.

MorumopuHe —> XypHan 6e3onacHocmu

XypHan GezonacHocTi

Oumctuth crucok | OUMCTHTD

Ne Bpeus fata Tun Mapamerpet Onucanue
Ha 600+ cek. no NpiumkHe: "SIP:
2 11:13:46 12/03/25 ALARM_SSHGUARD Anpec '192.168.6.13' abnokuposa Forbidden - Blocked by SBC : unsafe
user agent: sipv’
src 192.168.6.13:5070 dst 192.168.6.14:5060 FROM
1 11:13:46 1203125 ALARM_SBC_UNSAFE_UA DETECTED '23000@192.168.6.14:5070' TO '10000(@ 192.168.6.14:5060° | unsafe user agent: sipv
desc ‘unsafe user agent: sipv’

. " Ha 600+ cex. no npnunte: "SSH: Too
0 11:07:24 12103125 ALARM_SSHGUARD Anpec "192.168.23.203' 3abnokuposan many requests from address'

Tabnauya coobuwjerulii #ypHana 6e3onacHocmu

—  0O4ucmume — OYUCTUTDb CYLLECTBYHOLLYH TabanLy coobLieHnn KypHana 6€30nacHOCTH;
—  No — nopsaKoBbIi HOMep coobLEeHUs;

—  Bpemsa — Bpems Bo3HUKHOBeHUS cooblieHunsa B dopmate Y4:MM:CC;

—  /[lama — paTa BO3HMKHOBEHMSA coobuieHna B popmate A0/ MM/IT;

—  Tun — Tvnbl coobLWeHni NnpuBeaeHbl B Tabanue HUXKe.

Tunbl coobuweHmnii ypHana 6esonacHocTu

Tun PacwudpoBka
ALARM_SBC_CALL_FORBIDDEN BbI30B 3anpeLyeH
ALARM_SBC_REG_FORBIDDEN Perncrpauua sanpeueHa
ALARM_SBC_UNSAFE_UA_DETECTED | O6Hapy:KeH 3anpelLeHHbI User-Agent
ALARM_SBC_RTP_ATTACKED O6Hapy:xeHa RTP aTaka
ALARM_SSHGUARD CpaboTtan AnHamuyecknin bpaHamayap
ALARM_SBC_SIP_ATTACKED O6Hapy:KeHa SIP aTaka

—  TNapamempsi — 6onee nogpobHoe onucaHune cobbiTMA. Hanpumep, ana cobbiTMa 6J10KMPOBKU
YKa3blBaeTCcA Kakoi MMeHHO aapec 3a610KMpoBaH;

—  OnucaHue — TEKCTOBOE onuMcaHue cobbiTua. Hanpumep, npu cpabaTbiBaHUM AUHAMUYECKOTO
6paHaMay3pa yKa3bliBaeTCA, Ha KaKoe KOAMYEeCTBO BPEMEHMW M MO KaKoW NpuynHe 3ab10KMpoBaH

aapec.

4.1.2.7 MoHumopuH2z uHmepdgeiicos

[aHHbIl pasgen npegHasHavyeH ANa MOHUTOPUHIA COCTOAHWUA CETEBbIX TErMPOBaHHbIX /HETErMPOBaAHHbIX /
VPN-UHTepdeNCcoB, a TaKKe NPOCMOTpa NOAKAOYEHHbIX K ycTpoincTtey VPN-nosb3oBaTenen.
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Mo+HumopuHe —> MoHumopuHez uHmepdgeiicoe

Cetesbie HHTERpgEeACHI

Nz Ethernet WA cetn VLAHN ID DHCP IP agpec Broadcast Macka cethn
1 eth0 1 - - 92.125.153.131 92.125.153.135 255,255 255248
2 eth0:1 18 - - 192.168.18.213 192.168.18.255 255265 255.
3 eth:2 110 - - 192.168.1.10 192.168.1.255 255.255.255.

VPNipptp naTepihencel
No PPP-nHTEphenc Hma cetn PPTPD IP Hma nonesoearenn IP agpec P-t-P Macka cetin
VPHN/PPTP/ILZTP none3osatenw

Nz PPP-uHTEphERC Hma nonesosaTens IP agpec P-i-P Macka ceTn

—  Ethernet — vima nHtepdeiica Ethernet;

—  WmA cemu — vmA, C KOTOPbIM aCCOLMMPOBAHbI 3aZ,aHHbIE CETEBbIE HACTPONKMY;

—  VLAN ID — vaeHTUdMKaTOp BUPTYasibHOM ceTu (o8 TerMpoBaHHOIo nHTepdeiica);

—  DHCP — cratyc ncnonb3oBaHua npotokoaa DHCP ana nonyyeHmnA ceTeBbIX HACTPOEK aBTOMATUYECKM
(Tpebyetcsa Hannumne DHCP-cepBepa B ceTV onepaTtopa);

— [P adpec, Broadcast, Macka cemu — ceTeBble HacTPOWKM MHTepdeiica (ecam He ncnonbayetca DHCP).

VPN/pptp uumepdpeiicoi

PPP-uHmepdgelic — nmsa nntepdeiica;

Umsa cemu — nma, € KOTOPbIM aCCOLMMPOBAHbI 3aJaHHbIE CETEBbIE HACTPOMKY;
PPTPD IP — |P-appec PPTP-cepsepa Ana noaKNOYEHUS;

Umsa nonesosamena — NaeHTUOUKATOP NONb30BATENS;

IP adpec, P-t-P, Macka cemu — ceTeBble HaCTPOMKU UHTepdelica.

VPN/PPTP/L2TP nonv3osamenu

PPP-uHmepdgelic — nmsa nHtepdeiica;
Ymsa nonvsosamesns — naeHTUOUKATOP NO/b30BATENS;
IP adpec, P-t-P, Macka cemu — ceTeBble HaCTPOMKU UHTepdelica.

4.1.2.8 Cnucok aboHeHMos

B oaHHOM noameHto oTobparkatoTcs 3aperucTpmpoBaHHble yepe3 SBC-2000 aboHEHTbI.

B none «Yucno cmpok 8 mabauye» NPoU3BOAUTCA HACTPOWMKa KOIMYECTBa 3anucen, BbIBOAMMbIX Ha
cTpaHuuy. UHGopMaLma 0 HoMepe TeKyLLei CTpaHULbl M 06LeM KONMYecTBe CTPaHUL, BbIBOAUTCA Nog, Tabanueit
C npaBoii CTOPOHbI. [na Hasurauum wucnonbsytotca crtpenkm 4 4 ¥ W pacnonoxenHble nog Tabauuen,

OANHAapPHaA CTpesika npounsBoAUT nepexond Ha OAHY CTpaHuuy Bnepep,/Hasap,, ABOVIHaH CTpeNNlKa — B
KOHELI,/HaHaI'IO MaccuBa 3anucen.

3anuMcK MoryT MMeTb pas/iyHble LiBETa B 3aBUCMMOCTMN OT COCTOAHUA abOHeHTa:
—  YépHbIA — 06bIYHbIN aBOHEHT, KOTOPbI HOPManbHO paboTaerT;
—  KpacHbl — aboHeHT 3a610KMPOBaH cMCTEMON 3aLwmTbl oT DoS;
—  OpaHXeBblit — aboHEHT bbln 3a6710KMpPOBaH, HO ceiyac pa3bOKMPOBaH BPYUHYIO, IM6O NO
ncTeyeHnn Taimepa 3awmTbl ot DoS.
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MoHumopuHe —> CnucoK aboHeHmMos

Haimm

Ne Wmn aboxenTa IP aboxenTa Arent KoHTakTe! lopex 3abnokmposax Heyaa4Hbix NnoNsIToK Apnpec peructparopa SIP User SIP Destination

5 v | 4ucno cTpok 8 Tabnuue Hd4dr N

YaanuTs Pazbnomposate ObHosuTs

—  [louck — npoBepKa Ha/M4Ma Homepa aboHEHTa B CMMCKe 3apPerncTpupoBaHHbIx SIP-aboHeHTOB;

—  No — nopsagKoBbli HOMep abOHEHTa;

—  WUmsa aboHeHma — nybAWYHbBIA HOMEP 3aPErncTPUPOBAHHOrO aboHeHTa, 3HaYeHWe, nepedaHHoe B
3aronoske To 3anpoca REGISTER;

—  IP aboHeHma — IP-agpec, ¢ KoToporo Ha SBC npuwén 3anpoc Ha pernctTpaumto aboHeHTa;

—  AeeHm — SIP-knneHT aboHeHTa, 3HaYeHWe, NepeaaHHoe B 3arosoBke User-Agent 3anpoca REGISTER;

—  KoHmaKkmbel — 4acTHble agpeca 3aperncTpupoBaHHOro aboHeHTa, 3HaYeHUs, NnepeaaHHble B 3aroN10BKax
Contact 3anpoca REGISTER;

— [lo0eH — Bpems, ocTaBlleecAs 4O OKOHYaHWUA OeNCcTBUA pernctpaumnun. na aboHeHTa, KOTOPbIA Obin
pa36/10KMpoBaH, oTobpa)kaeTca BpPems MPOLUEHWMA, Nocae KOToporo byayT cOpoleHbl CYETUMKMK
61OKMPOBOK 4151 3TOro abOHEHTa;

—  3abs0KuposaH — cocToAHUE BAOKUPOBKKN aboHeHTa. Eciv aboHeHT 3a610KMPOBaH, TO HA 3aNpocCkl OT
Hero byget otnpasneH oteeT 403 6e3 06paboTKM 3anpoca;

—  HeyOda4Hbix MONbIMOK — KOAMYECTBO MOMbITOK A0CTYMNa, KOTOpble coBepLlna aboHEHT nepes TeM, Kak
nonactb 8 6/10KMPOBKY;

—  Adpec pecucmpamopa — aapec 1 NopT yCTPOMCTBA, KOTOpoe ofobpuao peructpaumio aboHeHTa. Kak
npaBuno, 3To agpec n nopt Softswitch;

—  SIP User — Ha3BaHwue SIP User, yepes KOTOpbI 3aperucTpnpoBasca aboHeHT;

—  SIP Destination — Ha3BaHue SIP Destination, Kyga yweén v oTkyga 6bia1 0406 peH 3anpoc Ha perucTpaumio
aboHeHTa.

Mopa Tabnuuein meloTca cneayolme KHOMKU:

—  Ydaaume — nossonseT yaanutb aboHeHTa UK rpynny aboHeHTOB U3 6a3bl 3apermcTpUpPOBaHHbIX
aboHeHTOB. A yaaneHnna aboHeHTOB HEOBXOAMMO YCTaHOBUTb Gar HaNPOTUB HYXKHOWM CTPOKU U
HaKaTb KHOMKY «YAaaumeo»;

—  Pa36sa0Kuposams — NO3BOJISET BbIBECTU aBOHEHTA M3 COCTOAHUA BJIOKMPOBKY;

—  Ob6HoB8UMb — NO3BONAET OBHOBUTbL CMMUCOK 3aPErMCTPUPOBAHHbLIX aBOHEHTOB.

4.1.2.9 MoHumopuH2 aKMueHbIx cecculi

Bknapgka « MOHUTOPUHI»

B [],aHHOVI BK/1agKke OT06pa)KaI'OTCﬂ dKTUBHbIE CeECCMUN BbI3OBOB, YCTAHOBJ/IEHHbIE Yepe3 SBC. TakKe ecTb
BO3MOXHOCTb NMPOCMOTPETb NpOoXoXaeHne meamnanoTokoB U COO6LLI,€HMFI CUrHannsaumm no Kaxkaomy Bbi30BY.
3aBepUJéHHbIe BbI30Bbl XPaHATCA B MOHUTOPE B TEYEHNE O,D,HOVI MWUHYTbI.
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MoHumopuH2a —> MoHUMopuH2 akmusgHbIx cecculi > MoHumopuH2

MOHWTODMHI aKTUBHbIX CECCHit

Monutopunr skmoven | BBIKNIOUTS

dommTopunr Byaer s ex vepes 10 wiukyT nocne

OBnosnaTs asToMaTMHECKM Kan@bie 5 cexyna |

N Mane Ao A

Cocromens Abowewt b Mo

SOP(CrpuTs,

MOHumOpUH2 GKﬂiO"ieH/BblKﬂiO‘*IEH - TEKYU.LMP’I CTaTyC MOHUTOPWHTrA.

|_|pl/1 BK/IIOYEHNUUN MOHUTOPUHTA AKTUBHDbIX ceccui 3anycCKaeTcA TaﬁMep Ha 10 MWUHYT, NOABNAETCA
MHd)OpMaLI,MOHHoe coo6u.|,eHv1e. MNMocne ncreyeHma Taﬁmepa MOHUTOPUHT aBTOMATUYECKWN BbIK/TIOYUTCA.

Mpu BKAIOYEHUM MOHMUTOPUHIA Y)Ke YCTAaHOBMBLUMECA BbI30Bbl He o0TOo6pasATca, 6yayr
oTo6parKeHbl TO/IbKO HOBbIE BbI30OBbI.

B MOHUTOPUHTE OTO6pa)KaIOTCF| TONIbKO nepsBble 400 BbI30BOB, NONABLUKE B HErO.

. He pekomeHgyeTca MCNONb30BaTb MOHUTOPUHI aKTUBHbIX ceccuit Npu 60nblUOK Harpyske Ha
V ycTpoiicTtBo. MOHUTOPUHT HEO6XO04MMO UCNONb30BaTbh TONbKO ANA OTNAAKU.

— Oyucmums — KHOMKa MNO3BOJAET OYUCTUTb BCE aKTUBHbIE Ceccum, KOTOpblE 0To6pa>1<ar0Tc;| B
MOHUTOPUHTE aKTUBHDbIX ceccui.

B mMeHto pacnonoxeHbl g4se TabanLbl MOHUTOPUHTIA. B Tabanue cneBa oTobparkaeTca obwan MHbopmaLms
060 BCEX aKTMBHbIX CECCUAX.

B none «Yucno cmpok 8 mabauye» NPoU3BOAUTCA HACTPOWMKAa KOIMYECTBa 3anucen, BbIBOAMMbIX Ha
cTpaHuuy. MHbopmaLma o Homepe TeKyLlen CTpaHULbl 1 06LLLeM KoandecTse CTPaHWUL, BbIBOAUTCA Noa Tabanuein
C NpaBoii CTOPOHbI. 18 HaBUTaLMM UCNONbL3YIOTCA CTPE/IKU, PAaCnoioXKeHHble Nog Tabanuein, oanHapHasa CTpeska
Npoun3BOAUT Nepexoa Ha OAHY CTpaHuLy Bnepea/Hasas, ABOMHAA CTpesika — B KoHel,/Havano maccusa 3anucei.

UHbopmauma 06 akTUBHbIX ceccuax (Tabauuya cnesa)
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— O6HOo81aMb AB8MOMAMUYECKU KaxOble 5 cekyHO — npwu ycTaHOBAeHHOM dnare npoussoauTca
aBToMaTnyeckoe 06HOBAEHWNE CNUCKA BbI3OBOB B OKHE MOHUTOPA;
— Ob6HOBUMb — KHOMKa A8 Py4HOro 06HOBAEHMA CNUCKA BbI3OBOB B OKHE MOHUTOPA NPU HaXKaTuK Ha
KHOMKY;
— [osne — 3aronoBKM OCHOBHbIX Nonei (Hanpumep, From n To), KOTopble NepeaaloTca B XOe Bbi30Ba;
—  A6oHeHm A — 3HauyeHus nosien aas aboHeHTa A;
— CocmosAHue — TeKyliee COCTOAHMNE CECCUM:
e RUNNING — ceccus akTUBHA 1 0bpabaTbiBaeTca B AaHHbIA MOMEHT;
e FINISHED — o06paboTka ceccumn 3aBeplleHa (Takue ceccuu yepes HEKoTopoe Bpems
YOANATCA U3 MOHUTOPWHIA);
— AboHeHM b — 3Ha4yeHus nonewn ana aboHeHTa b.

B npasoit Tabanue npmeBoguTcs AeTanbHaa MHPopmauma no Bbi3osy. A eé oTobpaxkeHns HeobxogMmo
HaXKaTb JIeBOM KHOMKOM MbILIW Ha 3anucuK o6 nHTepecytowem Bbi30Be B /1IeBOM Tabauue.

UHdopmauma 06 akTuBHbIX ceccuax (Tabauua cnpasa)

—  O6HOBUMb 0emasnbHy0 UHGOPMAYUK O Ceccuu — MO HaXaTU Ha KHonky «0O6Hosumb»
0bHOBASIETCA TEKYLLLEE COCTOAHME CECCUU B MOHUTOPE;
—  [lone — 3aronoBKM OCHOBHbIX Nosei (Hanpumep, From 1 To), KOTopble NepeaaroTcsa B XO4e BbI30OBa;
—  Ab6oHeHm A — 3HauyeHus nosen ans aboHeHTa A;
— CocmoAHue — TeKyllee COCTOAHME CeCcCUu:
e RUNNING — ceccua akTMBHa U obpabaTbiBaeTcs B faHHbIN MOMEHT;
e FINISHED — o06paboTKa ceccum 3aBeplueHa (TakMe ceccum yepe3 HeKoTopoe Bpems
YLANATCA U3 MOHUTOPWUHTA);
—  Ab6oHeHmM b — 3Ha4yeHus nonen ana aboHenTa b.

Cnucok nonen:

— IP remote — |IP-agpec aboHeHTa, OTKyAa WK Kyaa Obln Hanpas/eH BbI3OB;

— IP local — noKanbHbIl IP-agpec, Kyaa npuwwén nam otTkyaa 6bin otnpasneH Bbi3os (IP local);
— Contact — 3HayeHuna nonein Contact;

—  CalllD — vaeHtndumkaTtop ananora ns nons Call-ID;

— Agent — HasBaHue SIP-knneHTa aboHeHTa M3 nona User-Agent;

— Transport — TPaHCMNOPTHbIN MPOTOKOA, UCMOIb3YEMBbI NPW Nepesave.

Bnok Call Flow B Tabanue otobparkaeT curHaamMsaumio Bbi3oBa Ha 0ba naeya c ykasaHnem obLero BpemeHu
Haya/fa BbI30Ba U BPEMEHW OTMNPABKM KaXKA0ro CoobLeHNA OTHOCUTENBHO Hayana.

Bnok RTP B Tabnmnue oTobparkaeT MHPOPMaLMIO 0 MeananoToKax Mexay aboHeHTamMu.

Bnok SDP B Tabnnue nokasbiBaeT, KaKUMK coobuieHnamu SDP obmeHannck cTopoHsbl BbizoBa. SDP local —
SDP, otnpasneHHbIi oT SBC K aboHeHTy; SDP remote — SDP, nony4yeHHbI oT aboHeHTa.

/ NMHPopmaumio B 610KaXx BO3MOXKHO CKpbITb/pa3BepHyTb, HaXKaB /1eBOM KHOMKOW MbIWIM Ha
COOTBETCTBYHOLUMIT NOA3aro/I0BOK.

Bknaaka «HacTtpoiiku»

B AaHHOVI BKNagKe eCTb BO3SMOXXHOCTb BK/ZIIOYUTb U HACTPOUTb NapaMeETPbl MOHUTOPUHTA aKTUBHbIX ceccuin.

lNoepaHuyHble KOHMponepsl cecculi SBC 61



HELTEX

MoHumopuH2z - MoHUmMopuH2 akmusHbIx cecculi > Hacmpoliiku

MOHWTOPWUHT AKTMBHBIX CECCHii
HacTpoitku

MoOHNTOPHHT

MDHHIOpMHI’ BKAKYEH
DUMETPALMA BKTHUEHA
Pesim dunetpauyn € | | Moo v

MNpvmMeHUTE

PUNLTPLI
Tun ApPrymeHTbI

HobaenTb

—  MoHUMOpUHe2 8KMAO4YeH — OMNLMUSA, BKAOYAOLLAA/BbIKNHOYAIOLWAA MOHUTOPUHT aKTUBHbIX CECCUIA;
—  Quabmpayus eKAO4YeHa — OMNuMA, BK/KOYAOLWAA/BbIKAOYaAOWAA GUABTPALMIO B MOHUTOPUHTE
aKTMBHbIX CECCUIA. AKTUBMPYETCA TONbKO MPU BKIOYEHHOM MOHUTOPUHTE;
—  Pexcum ¢punempayuu — BbI6OpP perknma GunbTpaumm:
— Hem — &wunbTpbl He aHaAM3MpYOTCA, BCe MOCTynalolMe BbI30Bbl OTObOparkatoTcA B
MOHMUTOPUWHTE aKTUBHbIX BbI3OBOB;
—  Jlloboli — BbI30B A06aBNAETCH B MOHUTOPUHT aKTUBHbIX CECCUIA, €CIN A/ Hero cpabaTbiBaer
XOTA 6bl 0AUH PUNBLTP U3 CNUCK];
—  Bce — BbI30B f06aBnsAeTCA B MOHUTOPUHT aKTUBHbIX CECCUIA, eCIM A1 Hero cpabaTbiBatoT Bce
GUNbTPLI U3 CUCKa.

Ona pabotbl pexxuma dpunbrpaumnm «Bce» Heobxogumo cobnaatb cneaylowme ycnoBus:
1. NapameTpbl He AOMKHbI Ay6/NMPOBaTbCA, T.e. €CIU yXKe 3afaH OWUALTP MO napameTpy
sbc_call_filter_stat_ip_addr_a_remote, To ewe pa3 3TtoT napameTtp 3aaTb Henb3A
2. Mapametpbl sbc_call_filter_stat_sip_dest_b u sbc_call_filter_stat_sip_users_b He moryT 6bITb
3aAaHbl 0A4HOBPEMEHHO (TaK }Ke anAa *_a napameTpos)
3. MapamerTpbl shc_call_filter_stat_sbc_trunk_b u sbc_call_filter_stat_sip_users_b He moryT 6biTb
3aAaHbl 0A4HOBPEMEHHO

V 4. Ecnun 3apaH napamerp sbc_call_filter_stat_sbc_trunk_b, To 3agatb napametp

/ sbc_call_filter_stat_sip_dest_b morKHo TonbKo c Temu sip dest KoTopble cogepkuT shc trunk

5. Ecam 3apaH napamertp shc_call_filter_stat_sip_dest_b, To napametp
sbc_call_filter_stat_sbc_trunk_b moxHo 3aaaTb TONbKO TOT, KOTOPbIi COAEPIKUT ITOT
sbc_call_filter_stat_sip_dest_b
6. Ecam 3apaH napamertp shc_call_filter_stat_sip_dest_a uau sbc_call_filter_stat_sip_users_a, 1o
3aaaTtb napameTtp sbc_call_filter_stat_sip_transport_a mo»XHO TONbKO TOT, KOTOPbIii
ucnonbayetca B sbc_call_filter_stat_sip_dest_a nan sbc_call_filter_stat_sip_users_a (Tak ke gna
* b napamertpos)

MOHUTOPUHIA, B TOM YUCNE, €C/IM OHU NPOXOAAT NO npasuaam ¢punbtpa. OTobpaxkaTbca 6yayT
TONbKO HOBbIE BbI30BbI.

Bbi3oBbl, HaxogAwMecA B MOHUTOPUHIe, MpPU BKAOYEHUU d)MananMM YAANAKTCA U3

B 610K « DMAbTPLI» BO3MOXKHO 406aBUTb 4,0 4 GUABTPOB CO CeAYHOWMMU TUNAMMU:

— sbc_call filter_stat_none — otcyTcTBue duabTpauuu. NMpu Bbibope AaHHOTO TNa pUNbTPa BCe
BbI30BbI MOMNAAAT B MOHUTOPWHT;
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sbc_call_filter_stat_ip_addr_a_remote — ¢unbTp no IP remote aboHeHTa A (cTonbeu, K ABOHEHT
A» 13 BKNagKun « MOHUTOPUHIY). B KauecTBe aprymeHTa nponucbiBaetcsa IP-aapec u macka B
COOTBETCTBYIOLLMNX NONAX;

sbc_call filter_stat_ip_addr_a_local — ¢unnbTp no IP local aboHeHTa A (cTonbel, « AGoOHeHT A» 13
BKNaAKM « MOHUTOPUHI»). B KauecTBe aprymeHTa nponucbiBaetcs IP-agpec n macka B
COOTBETCTBYHOLLMX NOAX;

sbc_call_filter_stat_ip_addr_b_remote — ¢unbTp no IP remote aboHeHTa b (cTonbel, «ABOHEHT
B» 13 BKNagKkn « MOHUTOPUHI»). B KauecTBe aprymeHTa nponucbiBaeTtcs IP-aapec u macka B
COOTBETCTBYHOLLMX NOJAX;

sbc_call_filter_stat_ip_addr_b_local — ¢unbTp no IP local aboHeHTa b (cTonbew, «ABOHEHT b» 13
BKNaAKKN « MOHUTOPUHI»). B KauecTBe aprymeHTa nponucbiBaetcs IP-agpec n macka B
COOTBETCTBYIOLLMX NOJIAX;

sbc_call_filter_stat_from_name_a — ¢$unnbTp No user-4actu 3aronoska From aboHeHTa A
(ctonbeu, «kABOHEHT A» 13 BKIAAKN «MOHUTOPUHI»). B KauecTBe aprymeHTa B none «Macka»
MPOMNMUCbIBAETCA PEryNspHOe BbipaxKeHue. CUHTAKCUC PerynapHbIX BbIParKeHWU aHaorMyeH
perynapHbIM BblpaxkeHmnam ycnosuit gns Rule Set (4.1.3.5 Rule set - CMHTaKcUC perynspHbIx
BbIPA*KEHUI 41 COCTaB/I@HMUA YC/IOBUI);

sbc_call_filter_stat_to_name_a — ¢$unbTP NO user-4yactu 3arosioBKa To aboHeHTa A (cTonbed,
«ABOHEHT A» U3 BKNaAKM « MOHUTOPUHI»). B KauecTBe aprymeHTa B nose «Macka»
NPONUCLIBAETCA PerynspHoe BblparkeHne. CUHTAKCUC PerynsipHbIX BbIpaxKEHWA aHaN0rMYeH
perynapHbIM BblpaxkeHnam ycnosuit gns Rule Set (4.1.3.5 Rule set = CMHTaKcUC perynspHbIx
BbIPA*KEHUI 417 COCTaB/I@HMA YC/IOBUI);

sbc_call_filter_stat_from_name_b — ¢unbTp No user-4actu 3aronoBka From aboHeHTa b
(cTonbew, «A6OHEHT B» 13 BKNagkn « MOHUTOPUHI»). B KauecTBe aprymeHTa B nosie « Macka»
NPONMCLIBAETCA PerynspHoe BblpaxkeHne. CUHTAKCUC PeryasipHbIX BbIpaXKeHW aHaN0rMYeH
perynapHbIM BblpaxkeHuam ycnosuit ans Rule Set (4.1.3.5 Rule set - CUHTaKcUC peryasapHbIxX
BbIPA*KEHUI AN1A COCTaB/I@HMA YC/IOBUI);

sbc_call_filter_stat_to_name_b — bunbTp No user-4yacTu 3arosioBKa To aboHeHTa b (cTonbel,
«ABOHEHT b» 13 BKNagkn « MOHUTOPUHI»). B KauecTBe aprymeHTa B nose «Macka»
NpPonucbiBaeTCcA perynapHoe BblpaxkeHne. CUHTAaKCUC peryaapHbIX BblpaXKeHU aHanornyeH
perynapHbIM BblpaxkeHnam ycnosuit ans Rule Set (4.1.3.5 Rule set = CUHTaKcUC perynspHbIxX
BbIPaXKeHUM ANs COCTAaBAEHUA YCNOBUIA);

sbc_call_filter_stat_contact_a - dunbTp no 3aronosky Contact aboHeHTa A (ctonbeu, «KAGOHEHT A»
13 BKNagKU «VIOHUTOPUHI»). B KauecTBe aprymeHTa B noje « Macka» NponucbiBaeTca peryaapHoe
BblparkeHne. CUHTAKCUC perynapHbIX BblparKeHWn aHaNorTMUYEH PeryisipHbIM BblPaskeHUAM
ycnosuii gns Rule Set (4.1.3.5 Rule set = CMHTaKcUC perynsapHbIX BblpaXKeHWU 418 COCTaBAEHUA
ycnosuit);

sbc_call_filter_stat _contact b — ¢unbTp no 3aronosky Contact aboHeHTa b (cTonbeu, «kAGOHEHT
B» 13 BKNagKn « MOHUTOPUHI»). B KauecTBe aprymeHTa B nose «Macka» nponucbiBaeTcs
perynsipHoe BblparkeHne. CUHTAKCUC PEryasapHbIX BbIPAXKEHUIM aHaNOrMYEH PEeryasipHbIM
BbipaxkeHuAM ycnosuit ans Rule Set (4.1.3.5 Rule set - CUHTaKcKC peryasapHbIX BblpaXKeHU gns
COCTaB/IEHWSA YCIOBUIA);
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sbc_call filter_stat _sip_transport_a — ¢éunbTp no SIP TpaHcnopT. B KayecTsBe aprymeHTa
BblbupaeTca SIP TpaHcnopT aboHeHTa A (cTonbeu, «ABOHEHT A» 13 BKNaAKN « MOHUTOPUHIY);

sbc_call filter_stat _sip_transport_b — ¢éunbTp no SIP TpaHcnopT. B KayecTsBe aprymeHTa
Bbl6upaetca SIP TpaHcnopT aboHeHTa b (cTtonbel, «kAGOHEHT B» 13 BKNaakn « MOHUTOPUHIY);

sbc_call filter _stat _sip_dest a — ¢unbTp no SIP Destination. B kKauecTse aprymeHTa BblibMpaeTcsa
SIP Destination oTkyaa npuiien Bbi30B (cTonbeu, K ABOHEHT A» M3 BKNaAKN « MOHUTOPUHTY);

sbc_call filter _stat _sip_dest b — ¢unbTp no SIP Destination. B kKauecTse aprymeHTa BblbMpaeTca
SIP Destination Kyaa 6yaeT cmMapLUpyTM3MpPOBaH Bbi30B (cTonbel, « ABOHEHT B» 13 BKNaaKku
«MOHUTOPWHI»);

sbc_call_filter_stat_sip_users_a — ¢unbTp no SIP Users. B KauecTBe aprymeHTa Bbibupaetca SIP
Users oTKyaa npuwen Bbi3oB (cTonbel, « AbOHeHT A» 13 BKNAAKN « MOHUTOPUHT»);

sbc_call_filter_stat_sip_users_b — ¢unbTp no SIP Users. B KauecTBe aprymeHTa Bbibupaetca SIP
Users KyZa byzeT cMapLipyTu3MpoBaH Bbi30B (cTonbel, « AGoHeHT B» 13 BKIaAKM
«MOHUTOPUHI);

sbc_call_filter_stat_sbc_trunk_b — ¢unbtp no SBC Trunk. B KayecTBe aprymeHTa Bbibnpaetca SBC
Trunk Kyaa 6yaeT cmappyTM3MpoBaH Bbi30B (cTonbel, «ABOHEHT B» U3 BKNaaKku « MOHUTOPUHT»).

64
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4.1.2.10 MoHumopuHe SIP

B AaHHOM MoAmeHto Ha rpadurKe oTobpaXKaeTcd MakCMMabHOE, TEKYLLEE M MUHMMAIbHOE KOJIMYECTBO
BbI30BOB, COBEPLUEHHbIX 33 Noc/iegHMe NATb MUHYT. FpadmK 0OHOBASETCA KaxKable TP CEKYHAbI.

MoHumopuHa —> MoHumopuHe SIP

MUHUMYM ® Tekylliee MaKCUMyM

4.1.2.11 Pe3epsuposaHue

MoHumopuHa —> MoHumopuHe SIP

Pe3epBuposaHue

Mogens Cepuitibii Homep  MAC-agpec  Coctoauwe [loctyn [encrene
SBC-2000 VI2A000409 A8 F9:4B:8A64:97 master |localigloba
$BC-2000 | VI2A000529 |A8:F9:4B:8BA6D:8B| slave |localiglobal/| Ortkpeite Beb || Caenarte macTepom

—  Modenb — moaenb yCTPonUCTBa,
—  CepuliHblli HOMep — CEPUAHDBIN HOMEP YCTPOMNCTBA;
—  MAC-adpec — MAC-agpec ycTpomncTBa;
— CocmosHue:
e master — yCTPOMCTBO ABNAETCA BEAYLUNM;
e slave — yCTpONCTBO ABAAETCA BEAOMbIM;
- Hocmyn:
e local — ycTpoiCTBO JOCTYNHO MO SIOKaNbHOMY JINHKY;
e global — ycTpoiicTBo gOCTYNHO Mo rno6anbHOMY NIMHKY;
—  OmKpbimb Beb6 — OTKpbITb Web-MHTepdeic BegoMOro ycTpomncraa.

Ona nonyyeHus [AOMOAHUTENBHOW WHPOPMALMM O PE3EPBUMPOBAHMMU PEKOMEHAYETCA K M3Y4YeHWIo
MPUNOXKEHME B. OBECNEYEHUE ®YHKLIMN PESEPBUPOBAHMA SBC.
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4.1.2.12 Cmamucmuka SIP

B aTom pasaene oTobparkaeTcsa CTaTUCTMKA NO Bbl30BaM, HakonaeHHaa SBC. Ecanm cTaTUCTUKA OTKALOYEHa,

TO BKAKOUYNTb €€ MOXKHO B pasgene 4.1.1 CuctemHble napameTtpbl. CneBa Haxo4UTCA CNMUCOK Bcex SIP TpaHcnopTos,
SIP Destination u SIP User, KoTopble ckoHUrypupoBaHbl Ha SBC. CnpaBa HaxoauTtca Tabauua, B KOTOpoW
OTODOpPaArKaOTCA CYETYMKM CTATUCTMKKU. [Ns NpOCMOTPA CTaTUCTUMKKU cnepyeT cnesBa BblbpaTb MHTEpecyroLmi
3/1eMeHT 1 Toraa B Tabanue cnpasa byaeTt otobparkeHa CTaTUCTUKA Mo Hemy. ObuLyto cTaTUCTUKY no Bceint SBC
MOXHO NMOCMOTPETb, BblIOpaB B CNMUCKE TPaHCMOPTOB 31emeHT "Cymma no Bcem TpaHcrnoptam". JTioboli cnmcok
3N1EMEHTOB MOYHO CBEPHYTb WU/IM PAa3BEPHYTb, KIMKHYB Ha CTPESIKY PAAOM C ero HasBaHMEM.

MoHumopuHa —> Cmamucmuka SIP

CrarmcTmxa SIP
SIP TpascnopTsi CratucTika
SIP Users Obwan ANMTeNLHOCTL Bul30808 00:41:37
Bxoasumx nneven 380HK08 245
Ne Nas NCxXogawmx nneven 380HK08 0 (05!
0 Users with RTP in VLAN 609 Nonyuexo coobueHni 3586 (9/s!
1 Users without VLAN Ornpasnexo coobuieHni 4754 (105s)
2 from_asterisk OrBeueHHbIE 3B0HIN, 3aBEPLIEHHbIE YCNEWHO 1166 (s
3 sipp clients OTBeUEHHBIE IBOHKM 3aBEPIEHHBIE HEYCNeWHO 0 (05s)
4 testdk uniq HenpasnnbHelit Habop Homepa (SIP-0TBeTs 404 410 484 485 604) 12 (15s)
Bui3oew Ha 3anaToro (SIP-oreetw 486.600) 5(0s
SIP Destinations Bui3osk: ¢ HeoTeeTOM (SIP-oTBeTel 408, 480, 487) 5 (Us]
3anperts! (SIP-0TeeTs 403, 603) 9(Us
Ne Wan MNpoune 3anpeThl (SIP-0TBETH 4XX) 7 (0
0 SSW Cucrenssiit cOoi ( SIP-0TBETHI SXX 3 (05
SMG Npoune ownbm (SIP-0T8eTHI 6xX) 1 (0
sipp_in
3 sipp_out_1
4 sipp_out_2
5 SMG_trunk
6 SMG VLAN Trunk
TAU trunk
8 SMG Trunk 5077
9 YATE
10 YATE trunk
11 repro proxy
12 YATE dumb
13 Asterisk

B Tabnuue cnpaBa oTobpaxkaeTca cnepyrowan MHGopmauma:

O6bwasa 0numenbHOCMb 86130808 — 0bLLEE BPEMSA BCEX BbI3OBOB, KOTOPbIE NPOLUIN Yepes BbIOPaHHbIN
3/1EeMEHT;

Bxodsauwux naeveli 380HKO8 — 0bLLEE N TEKYLLEE YNC/IO BXOLALMX BbI3OBOB;

Ucxodauwux naeveli 380HKO8 — obLLee U TEKYLLEE YNCNO UCXOLALMX BbI3OBOB;

Mony4yeHo coobuwjeHuli — cKONbKO coobueHni SIP npuLwao Ha anemeHT (Y4nTbIBaOTCA BCE COODLLEHNS
B [4MANI0rax, KaK 3amnpochbl, Tak U OTBETHI);

OmnpasneHo coobuweHuli — CKONbKO cooblueHui SIP oTnpasaeHo (y4uTbiBatOTCA BCE COODOLLEHMA B
Ananorax, Kak 3anpocbl, Tak U OTBETbI);

OmeeuyeHHble 380HKU, 3a8eplieHHble ycrewHo — 3BOHKK, KOTOPbIe NOC/1e pa3roBopa 6blv 3aBepLUeHbl
HOPMa/ibHbIM 06pasom;

OmaeeyveHHble 360HKU, 3a8epUieHHble HeyCrnewHO — 3BOHKMW, KOTOPbIE 3aBEPLUMINCD MPEXAEBPEMEHHO
C OWMBKOWM B X04€e PasroBopa;

HenpasunbHbili Habop Homepa (SIP-omeemobi 404,410,484,485,604) — 3BOHKM, Ha KoTopble 6bin
noJly4eH OTBET, CBUAETENbCTBYIOWMI O HEBEPHOM WJIM HECYLLECTBYHOLLEM HOMEPE;

Bbi308bI1 Ha 3aHAMo20 (SIP-omeemobi 486,600) — 3BOHKU C OTBETOM "3aHATO";

Bbi3oebl ¢ Heomeemom (SIP-omeemobir 408, 480, 487) — BbI30Bbl, KOTOpPble He 6blM OTBEYEHbI U
3aBepLUMIUCb MHULUMATOPOM BbI30Ba UK NO TalkMayTy;

3anpemeol (SIP-omeemeoi 403, 603) — BbI30B H6bl1 OTOUT C NPUUMHON "3anpeT Bbi3oBa";

Mpo4ue 3anpemesl (SIP-omeemobi 4xx) — Apyrve Bbi30Bbl C NOJYy4EeHHbIMW Ha HUX SIP-oTBeTamn 400—499,
He MonasLUWe B KAaTEropum Bbille;

CucmemHeili cboli (SIP-omeembl 5xx) — BbI30BbI C NONYYEHHbIMM Ha HUX SIP-oTBeTamu 500-599;
Mpo4ue owubku (SIP-omeemsbl 6xx) — Bbi30BbI C NONYYEHHbIMU Ha HUX SIP-oTBeTamu 600-699.
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4.1.3 KoHdepuzypayusa SBC

®yHKUMOHaNbHO SBC MOXKHO ONKMcaTb Kak Habop TYHHeNen mexay Pas/iMuHbIMM (2 MOMKET U BHYTPW OL4HOM)
noAceTAMM, KOTOpble NO3BOAAIOT NepesaBaTh Kak CUTHaIbHYIO, TaK U peyeByto (MKW MHOTo poaa) MHdopMauuio
Mexay nosb3osatensimu. TYHHeNb € KaxKA0M CTOPOHbI okaHumBaeTcAa SBC SIP-cepBepom, TOUKOM BbIXOAa HAPYKY
AnsA Kotoporo asnnertca SIP-tpaHcnopT. SBC ocyliecTBaseT KommyTauuio coobuieHnin mexkay SBC SIP-cepsepamu
B COOTBETCTBUM C YKa3aHHbIMU NpaBuiamMu. B obiem caydae B 04HON NoaceTM MOXKeT BbiTb CO34aHO HECKONbKO
SBC SIP-cepBepoB (Hanpumep, TYHHeNM 13 OA4HOW NOACETU B pa3Hble). PeyeBaa MHpopmMaLMa NPU 3TOM MOXKET
WATK KaK B TOW e MOACeTH, YTO U CUrHanbHanA (B KoTopon HaxoauTca SBC SIP-cepBep), Tak U B oTaenbHoOW. Ons
nepegauv peyesoi MHGOPMaLMK BblAENAETCA AMana3oH NOPTOB.

O6LWWKi1 anropuTM NPOXOXKAEHUA CUrHanusaumm yepes SBC

SIP TpaHcnopT SIP Destination 1 Rule set Rule _r SIP Destination 2 SIP TpaHcnopT
SIP TpaHcnopT Rule 1 Send to destination SIP TpaHcnopT
Remote address Rule 2 Remote address
Rule set
Rule N

PaccmoTpum npoxoxaeHue Bbi3oBa yepe3 SBC gna AByx OKOHeYHbIX y3108. Bxogawasa curHanmsauma
noctynaet Ha oAuH U3 uHTepdericos SBC. MNpon3BoanTCA MOUCK AOCTYMHOFO BXOAALLErO HAMpaBieHMUA Mo
TPaHCNOPTY, KOTOPbIM NpuBA3aH K uHTepdeicy u IP-agpecy nctouHMKa BbizoBa. [lanee, COrnacHO HaCTpPOliKe
HanpaBs/ieHMA, NPOBEPAETCA COOTBETCTBYIOLWMIA Habop npasua. Ecam curHanmsauma cooTBeTCTBYET XOTb OAHOMY
npasuay (Rule) ns Habopa (Rule Set), rae ykasaHo gelicteue «send to destination» nam «send to trunk», Bbi3oB
nepefaéTca Ha HanpasAeHWe, KOTOPOe YKa3aHOo B NpasuJe.

Noruka paboTbl AN NpaBuaa c/leayowan:
1. AHanunsuMpyeTca Npasuao B Habope NpaBuA — NPOBEPAETCA, UCTUHHDBI JIN YCI0BUSA B AaHHOM NpaBue;

2.1. B cnyuyae, ecnm Bce ycnoBWsi B NpaBU/ie WCTMHHbLI, BbI30B MapLUPyTM3MpPYyeTca Mo 3TOMy npasuay, T.e.
OTNPaBAAETCA Ha HanpaBieHWe, KOTOPOE YKasaHo B npasune: geicreue «send to destination» mam «send to
trunk»;

2.2.B Ccnyyae, ec/im XoTAa 6bl OoA4HO n3 YCﬂOBVIﬁ B NpaBuae N0XHO, CHUTAETCA, YTO AaHHOE NpPaBuUI0 HeE NOAXO4MT,
1 BbINONTHAETCA NYHKT 1 (I'IOCIIE,CI,VPOLLI,MG npasunaa aHAIN3NPYKOTCA A0 TeX NOpP, NOKa He Hal\/‘l,ﬂ,eTCﬂ noaxoaAuee
npasumno, nmMbo CNUCOK He 3aKOH‘-IMTCF|),'

3. Ecv HU oaHO M3 NpaBua Habopa He NPOLUIO NPOBEPKY NO YCAOBUAM, TO MalLpPyTM3auUUsa HeycrnewHa, Bbi30B
otbusaetca 403 oTBeTOM.

B HanpasneHun, Bbl6paHHOM KaK ncxogaulee, yka3biBaeTCA TPAHCNOPT, Yepe3 KOTOprVI cnenyetT oTnpaBuTb
CUrHanusaumio ganslie u remote address Y3N1a, Kyda CheayeT oTnpaBaATb CUTHaIN3aUuunto.

Bbiwe 6bino pPaccMOTPEHO MPOXOXKAEeHWe Bbl30Ba B OAHY CTOPOHY. [nA obecneyeHus npoxoxaeHnA
BbI30BOB B 06e CTOPOHbI cneayetr CMMMETPUYHO HACTPOUTb HanpaB/aeHUA, KOTOPblIE UCMNO/b3YHOTCA BMECTE —
C034aTb ANA HUX ABa Ha6opa npasuna, KOTopble 6y,EI,YT MCNosb30BaTbCA ANA HanpaB/1EHUA BbI3OBOB, N YKA3aTb
cooTBeTCTBYHOWMNE Ha60pbl B KaXX40M HanpaBaeHUn.
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MpoxoxaeHue curHanusaunm ana aboHeHTOB, KOTOpble pernucTpupytoTtca yepes SBC

SIP TpaHcnopT SIP Users Rule set Rule _r SIP Destination SIP TpaHcnopT
—I—) SIP TpaHcnopT Rule 1 Send to destination SIP TpaHcnopT

Rule set Rule 2 Remote address

Rule N

Korna aboHeHTbl perucTpupyroTcs Ha peructpatope 4depe3s SBC, npoxoxaeHue curHanamsauum
OCYLLEeCTBAAETCA aHANOTMYHO ONMMCAHHOMY BbILLE, 33 UCKAOYEHUEM TOrO, YTO BbI30BbI A0/IKHbI NPOXOAUTbL Yepes
HanpasneHuAa, HacTpamBaemble B pasgene «SIP Users». B sTom cnydae nNOUCK BXOAALWEro HanpaBaeHUA
NpPOM3BOAUTCA TOJIbKO MO MNpuMBA3aHHOMY K Hemy SIP-TpaHcnopty. Mcxopswmm B 3TOM cayyae 6yaer
HanpasaeHue, 33 KOTOPbIM HAaXOAUTCA PerncTpaTop.

SIP Destination » IMouck aboneHTa Ha SBC —l—) SIP Users _I—) SIP TpaHcnopT

SIP TpaHcnopT
—|:; SIP TpaHcnopT W3BECTHbLIE perucTpauuMn aboHEeHTOoB SIP TpaHcnmopT

Remote address

3ameTMM, YTO MpM BbI3OBax B CTOPOHY 3aperucTpupoBaHHoro aboHeHTa He TpebyeTcA NPMBA3bLIBATbL
Habopbl MpPaBWMA K HaMpaB/ieHWo, TAe YKasaH agpec peructpatopa. SBC 3anomMHWUT MCMNo/b30BaBLIMECH
HanpaBAeHWA 4NS NPOLWeNX Yepes Hero pernctTpaumin u byaer Ha STOM OCHOBAaHWKM HaNPaBAATbL NPULLIEALYHO
CO CTOPOHbI PerncTpaTopa CUrHaan3aLmio Ha aboHeHTa.

O6wWwuit anropuTm HacTpoiku SBC
1. Co3pgatb SIP-TpaHCNOPT B TEX NMOACETAX, MEXKAY KOTOPbIMU BYAEeT OCYLEeCTBAATLCA KOMMYTALLMA.

2. Cosgatb SIP-HanpaBieHWA 1 Noab30oBaTeiei, MPMBA3aB K HAM TpaHCNopTbl. Jaa HanpaBAeHUl yKasaTb
afpeca OKOHEeYHbIX y3/108.

3. CospgaTtb Ha60pb| npasua B COOTBETCTBUN C Kenaemom cxemom KOMMYTaLlM1 BbI3OBOB MeEXAY
OKOHEYHbIMW Yy31aMU.

4. anBﬂ3aTb Ha60pb| npaBuna K BXOAAWNM HanpaBieHNAM.

N5 nonyyeHus gononHUTeNbHOM MHGOpMaumMn pekomeHayeTca K usyderuto MPUNOKEHUE 6. MPUMEPBI
HACTPOWKM SBC.
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4.1.3.1 SIP mpaHcnopm

B gaHHOM noamMeHlo peaakTUPyeTca CMUCOK TPaHCMNOpPTa, KOTOPbIA OyAeT CAyXuTb TOYKamu BXoda B
TYHHenu. MoxeT 6bITb co34aH0 A0 256 TPaHCNOPTOB.

Ons co3maHua, peaakTUPOBaHMA UM yaaneHus WHTepdelcoB UCNonb3lyetTcd MeH «06bekmbl» -
«obasums 06vekm», « Ob6bekmeol» - « Pedakmuposame 06vekm» n « O6veKkmeoi» - «Yoanumes 06bekm», a TakKe
KHOMKMW:

-  «Jdobasumb»;
—  «Pedakmuposamey;
- «YOanumeo».

KoHndpueypayusa SBC —> SIP mpaHcnopm

L] an CHTe808 #uTEDS4R I CHmiNE Liise Nopr Camends maTepgeac 3am RTP

KoHgpuzypayusa SBC —> SIP mpaHcnopm
=> «Jobasumes» unu «PedaKkmuposame»

MapameTpbi TpaHcnopTa SIP transport 0
¥ma | | SipTransport00
—  Wma — npon3BonbHOE MMA ANA UAeHTUdUKALLMK,

yaobHoe gns onepaTtopa;
— Cemesoli uHmepgpelic 0ns cuesHaausauuu —
ceTeBoOW MHTepdenc ana npuéma curHanmsaumm;
—  Topm — nopT gaa npuéma cUrHannsaLmm;

Ceregoi nkTepdeiic Ana curHannaaumy | | [0] Netlface#001 (eth0 192.168.114.134 v

Nopt

o

060

Ceresoi nuTepdeic anA RTP | | [0] Netlface#001 (eth0 192.168.114.134 v

MNpumennTs OTMeHuT

— Cemesoli uHmepgelic 0na RTP — ceTeBOM
WHTepdeic, Ha KOTOPOM ByZEeT OCyLLEeCTBAATLCA Nepesaya MeLnanoTOKOoB.
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4.1.3.2 SIP Destination

B aTOM NnoAMEHIO pefaKkTUpPyeTca CNMCOK HanpaBaeHU ANA NPMEMA U OTNPABKM BbI30OBOB Ha KOHEYHble
y3nbl. MoxeT 6bITb Co34aHO0 A0 256 HanpasaeHMiA.

Ona co3maHua, peaakTUpOoBaHMA M yaaneHus WHTepdelncoB WUCNOAb3yeTcs MEHIo
«obasums 06vekm», « Ob6bekmeol» - « Pedakmuposame 06vekm» n « O6veKkmeoi» - «Yoanumes 06bekm», a TakKe
KHOMKMW:

- «obasumb»;
- «Pedakmuposame»;
- «Yoanume».

KoHndpuaypayusa SBC —> SIP Destination

«0Obvekmeol» -

SIP Destination

Ne Hun SIP R address T A Npo Rule set
0 SipDestination00 SipTransport00 UDP-only -
NobBasnte Pegakruposare Yaanute
KoHdpuaypayusa SBC —> SIP Destination
=> «Jobasums» unu «PedaKkmuposame»
lMapamempeol HanpaeneHusa
mAa — npousBosibHOE uMA AAA uaeHTUdUKaumm

(yaobHoe ana onepaTopa);

SIP mpaHcniopm TPaHCMNOPT, KoTopbi 6yaer
MCNonb3oBaTbCcA  ANA npuéma BbI30OBOB  Ha
HanpaB/ieHWe W OTNPaBKM BbI30BOB C HAMpPaB/IeHUs;

Remote address — appec yganéHHoOro ysna, KoTopbliit
CBA3aH C JaHHbIM HanpaBneHuem. Bbi3oBbl Ha
HanpasaeHue c IP-agpeca, OTAIMYHOTO OT YKa3aHHOTO B
3TOM none, 6yayT OTBEpPrHyTbl. BbI30BbI C HanpaBieHus
6yAyT OTNPaBAATLCA HA aAPEeC, YKa3aHHbIN B 3TOM NOE;

TpaHcopmHebll  npomokon BbIbOp npoToKona
TPAHCMOPTHOrO YPOBHA, UCNO/Ib3yeMOTo A1A Npuema m
nepeaayn coobuieHunii SIP:

—  TCP-prefer — npuem no UDP u TCP. OTnpaBsKa
no TCP. B cny4yae ecam He yaanocb yCTaHOBUTb
coeguHeHune no TCP, otnpasKa npon3BoguTcA
no UDP;

—  UDP-prefer — npuem no UDP u TCP.
OtnpaBsKa naketos 6osee 1300 6aiiT no TCP,
meHee 1300 6ant — no UDP;

— UDP-only — wucnonb3oBatb Tonbko UDP
NPOTOKON;

— TCP-only — wucnonb3oBaTb TONbKO TCP
NPOTOKON;

SIP destination 0

4] |UAS

SIP tpaxcnopr | | [0] SipTransportd0

Remote address |192. 168.23.253:5064

Tpancnoptrsii npotoron @ | [UDP-only

®opmar saranoskos SIP | | Full

Anantauma | N

MepenaBaTs KOHTAKT BE3 MIMEHEHMSA

MNepepaeate goMed W3 3aronoekos FROM n TO

Vicnons3oeate SIP-gome s RURI ) |

MepenasaTh NapaMeTpe!
HEWIBECTHOTD Anancra 8 NOTIFY &)

Mepenasarh NapaMeTpsl
HEW3IBECTHOMD Auancra & saronoske Replaces @)

MepenasaTs HEnoJ, event 6e3 W

MyGnussi IP-agpec '@

TaitmayT owuaarnn RTP-naketos, c @

TaimayT osmaaHns RTP-nakeTos nocne
nonyuerus Silence-Suppression (MHoxuTens) @)

TaiimayT oxnaaHnA RTP-NEKETOB B PEMMME
VOEpHaHKA ByI308a (sendonly, inactive) (MuosmTens) @

TaitmayT osmaanua RTCP-naketos, ¢ '@
Koxtpans IP:Port nctounnka RTP

3anpalwnsacmsif NEpUo] KOHTPONA CECCHMU
(Session Expires, RFC 4028), ¢ '@/

Meprog nposepky pabodere cepeepa, ©
(Mocne 3aBepleHnA npegsiaywed Tpanasumn OPTIONS) W)

Mepwon npoeepiky Hepabouero cepeepa, ©
(mocne 3aBeplEHAR NpeasIyWed TpaHsaxumn OPTIONS) @

WHovxaumnA asapun

o0e cPs @

Buogy

Wcxogawee makcumantHoe sHaqerne CPS W@

DSCP ans Signaling @/

®opmam 3a205108K08 SIP — onpeaenset, B KaKoM popmaTe nepenasaTb 3aronoBku SIP:
—  full — ncnonb3oBaTb 06bIYHBIN (AMHHbBIN) hOpPMAT 3aro/I0BKOB;
— compact — UCNob30BaTb KOPOTKMIA GOPMaT 3aroN0BKOB;

.

O|o|o| O

(]
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— Adanmauus — HacCTpoOMiKa npeaHa3HavyeHa gasa agantaummn Bsanumoaenctamna yepes SBC W030B pas/inYHbIX
npoussoauTenei c NPorpammHbiM KommyTaTopom ESCC-10:

— HUAWEI-Echolife — paHHas agantaums no3BoaseT NPUHATb curHan Flash ot wao3a metoaom re-
INVITE n nepenatb ero B CTOPOHY NporpammHoro Kommytatopa metogom SIP INFO;

— Iskratel SI3000 — npu ucnonb3oBaHUKM AaHHOM aganTaunm SBC He noameHseT nose contact B
3anpocax, nepegaBaemblix B CTOPOHY NPOrPaMMHOro KommyTaTtopa. [pu Bbi3oBe Ha aboHeHTa B Re-
quest-URI URI-parameters He aHanu3MpPYyHOTCA, aHA/NU3UPYIOTCA TONIbKO HOMep aboHeHTa U ero
aApec;

—  HUAWEI-SoftX3000 — npu ncnonb3oBaHUM faHHoM agantaunm SBC He nogmeHseT nose contact B
3anpocax, nepefasaembiX B CTOPOHY NPOrpamMmmHoro KommytaTtopa. B otsete 2000K Ha 3anpoc REG-
ISTER cumnTaetcs, uyto URI, cogepkawmin geponTHbii nopT 5060, paseH URI, He coaeprkaliemy ero;

— ZTE Softswitch — npu ucnonb3oBaHWKM gaHHOW agantaumm SBC He noameHsAeT nosne «contact» B
3anpocax, nepesaBaemMbix B CTOPOHY MPOrpaMMHOro KommytaTtopa. lMpu Bbi3oBe aboHeHTa B Re-
quest-URI URI-parameters He aHanM3MpyloTcA, aHa/IM3UPYIOTCA TONbKO HOmep aboHeHTa U ero
agpec. TakKe UTHOPUPYIOTCA HapyLIeHWA Noc/ief0BaTe/IbHOCTU origin version B SDP;

— Nortel — npu uWCNoNb3OBaHMM  AaHHOM  apanTauum  SBC  urHopupyeT  HapyllieHwua
nocnepoBaTeNbHOCTM origin version B SDP;

- MTA M-200 — npv ncnosnb3oBaHUM AaHHON aganTaumm SBC npu NOCTynaeHnn BXOAALWMX BbI3OBOB
He NpoBepAeT NopT, yKasaHHbIN B Request URI;

- ﬂepedaeamb KOHMakm 6e3 usmeHeHUs — npu ncnoab3oBaHU ,D,aHHOVI onuun SBC He nogmeHAeT none
contact B 3anpocax, nepefiaBaemblX Ha BTOPOeE MN1ey4o;

— [epedasams domeH u3 3a20s108Kk08 FROM u TO — npu Ucnosib3oBaHUKM gaHHoM onunn SBC B ncxoaswee
njae4yo NPOKMAbIBAET AOMEH, KOTOpbIM Npuwen B noaax FROM, TO. B cnyyae, ecam npuwen IP-agpec, SBC
noAMeHseT ero Ha ceol IP;

— MUcnonezoeams SIP-domeH 8 RURI — ecnn oanH u3 3anpocoB (REGISTER, INVITE, SUBSCRIBE, NOTIFY,
OPTIONS) 6bin cmapwpytnsnpoBaH B sip destination, Ha KoTopom ucnonb3yeTca AaHHas onuus, To B
Request-URI oTnpasneHHoro 3anpoca byaeTt nepefaBaTbCA YKAa3aHHbIA JOMEH;

— [epedasams napamempsl HeuzsecmHoz20 ouasnoza 8 NOTIFY — npu Ucnonb3oBaHMM AAaHHOW ONUUK, eciuv
Ha SBC npuxogut NOTIFY c mHpopmaLmel o gManorax, KoTopble el HeU3BECTHbI, TO 3Ta MHbopmauus byaet
nepepasatbca 6e3 UsMeHeHUM.

Hanpumep, Ha SBC npuxoaut NOTIFY c Event: dialog, B Tene koToporo ectb call-id, local-tag, remote-
tag. Ecnum guanor c Takmumm napameTtpamm ocywiectesnaetca yepes SBC, To npu nepecobinke atoro NOTIFY
Ha BTOpOe NJe4yo 3TM NapameTpbl 3aMeHATCA Ha AaHHble U3 BTOPOro nJjedva sToro auanora. Ecam
OManor c TakMMKW MapameTpamm He cywecteyeT Ha SBC, m onuma «lepepasatb napameTpbl
HeunssecTHoro ananora 8 NOTIFY» BKAtoveHa, TO AaHHble NapameTpbl NepesaayTca Ha BTOPOe Naeyo
6e3 nsmeHeHuin. B cnyyae ecan Amanor ¢ TaKMMKM nNapameTpamu He cyuiectsyeT Ha SBC, u onuua
«MNepepnasatb napameTpbl HenssecTHoro gmanora B NOTIFY» BbiKAtOoYeHa, TO AaHHble NapamMeTpbl He
nepeaagyTca Ha BTOpOe Nieyo;

— [epedasame napamempsl HeuzsecmHo2o duasoea 8 3a2os108Ke Replaces — npu UCNONb30BAaHUN AAHHOM
onuun, ecnn Ha SBC npuxoant INVITE c 3aronoBkom Replaces, B KoTopom ecTb MHGOpMaLMA O AManorax,
KOTOpble el HEM3BECTHbI, TO 3Ta MHOpMaLMaA byaeT nepenasaTbca 6e3 USMEHEHUN.

Hanpumep, Ha SBC npuxoaut INVITE c 3aronoskom Replaces c call-id, local-tag, remote-tag. Ecau
AManor c TakMmu Teramu ocyuiecranaetca yepes SBC, To npu nepecobinke atoro INVITE Ha BTOpoe naevo
9TW NapameTpbl 3aMEHATCA Ha AaHHble U3 BTOPOro nieya sToro Avanora. Ecam guanor ¢ Takmmu Teramm
He cywecTteyeT Ha SBC, u onuua «llepegaBatb MapameTpbl HEM3BECTHOrO AWasora B 3aronoBKe
Replaces» BKAtoYeHa, TO faHHble NapamMeTpbl NepeaaayTca Ha BTopoe naevyo 6e3 nameHeHuin. Ecam
AManor ¢ TakMmu Teramm He cylecrtayet Ha SBC, u onuua «lNepenasatb napameTpbl HEU3BECTHOIO
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Avanora B 3arosioBke Replaces» BblIknoUYeHa, TO AaHHble NapameTpbl He nepeaadyTca Ha BTopoe
naeyo;

— [lepedasame Henoddepxcusaemsili event 6e3 usmeHeHUlU — NpPU UCNONb30BAHMWN AAHHOM OMUWUMK, €C/IN Ha
SBC npuxoaunt NOTIFY c HenoaaepxXmBaembim 3Ha4eHMem Event, To oHo byaeT nepenaHo Ha BTOpPOE Nae4yo
6e3 nsmeHeHunit. Moaaepxmeaemble event: aastra-xml, dialog, hold, keep-alive, message-summary, pres-
ence, refer, talk, ua-profile;

— [ybnuyneili IP-adpec — 3ameHsieT IP B sdp u 3aronoBkax Contact m Via ana coobuieHunsa, Kotopoe
oTnpasaaeTca gaHHomy SIP-destination. Mpu ncnonb3oBaHMM AaHHOW ONUMKN UCXOAALWLMA MeananoToK byaeT
OTnpaB/ieH He Ha agpec B sdp, a Ha agpec, C KOTOPOro NPUHMMAETCS MeLManoTOK OT BCTPEYHOMN CTOPOHDI.
[aHHasa onuma ucnosnb3yetca B cxeme, rae mexay SBC M okoHeuyHbim ycTponcteom ctouT firewall. Ons
KOppPEeKTHOM paboTbl B 3TOM c/ly4ae Heobxoammo B napametpe «[ybanyHbin IP-agpec» yKasaTb BHELIHWUM
agpec firewall. Takxe Ha firewall gonxeH 6bITb HacTpoeH Nnpobpoc nopTos ans RTP u SIP-transport;

— Talmaym oxudaHus RTP-nakemos, ¢ — GYHKLMA KOHTPOA COCTOAHMA PA3rOBOPHOrO TPAKTA MO HA/MYUIO
RTP-TpadmKa OT B3aumogencTBytoLero ycTponcTea. [AnanasoH 4onycTMmblx 3HaveHui ot 10 ao 300 cekyHA,.
Mpu cHaToM dare KOHTPOAb RTP BbIK/AOYEH, MPW YCTAaHOBAEHHOM — BK/OYeH. KOHTPob ocyLecTBaseTcs
cnepyowmm ob6pa3om: ecnn B TeYeHWe JAHHOro TaMmayTa OT BCTPEYHOro YCTPOMCTBA He MOCTyMmaeT HuU
opHoro RTP-nakeTa u nocnegHuii NakeT He 6bl1 NaKeTOM NoAaB/AeHMA Nay3, TO BbI30B OTOMBaeTCH;

— Tatimaym oxudaHua RTP-nakemoes mnocne noay4eHuUs Silence-Suppression (MHoMumens) — TakmayT
oXuaaHus RTP-nakeToB Npu UCNOAb30BaHUK ONLMM NOLABAEHMA Nay3. AnanasoH 4oNyCTUMbIX 3HA4YEeHWUIA OT
1 8o 30. KoadpPpuumneHT aBnseTcA MHOXKUTENEM U ONpeaenseT, BO CKOIbKO pa3 3HauYeHWe AaHHOro TaliMayTa
bonble, yem « Talimaym oxcudaHus RTP-nakemos». KOHTPO/Ib OCYLLECTBAAETCA CeAyoWwmuMm 06 pa3om: ecam
B TeYyeHWe [aHHOro BPpeMEHM OT BCTPEYHOrO YCTPOWCTBA He NocTynaeT HM ogHoro RTP nakeTa u nocneaHui
nakeT 6bl/1 NaKeToM NoAaBNeHWs Nays, TO BbI30B OTOUBaeTCA;

— Talmaym oxudaHua RTP-nakemos 8 pexcume yoepHaHUs 8bi308a (MHOXUMENb) — TaUMayT OXWOAHUSA
RTP-nakeToB OT B3aMmoZeincTaytoLLero ¢ gaHHbiM SIP-cepepom SBC B pexkumax, Korga pasroBOpHbIN KaHan
paboTaeT ToNbKO Ha Nnepegady MMbo HeakTMBeH. JManasoH AonycTUMbIX 3HaveHui oT 1 go 30. KospodumumeHT
ABNAETCA MHOXMUTENEM M ONpeaenseT, BO CKOJMIbKO pa3 3HauyeHue [aHHOro Talmayta 6osblue, yem
«Talimaym oxcudaHua RTP-nakemog». KOHTPO/Ib OCYLLECTBASAETCA CAeAyoWwnM 06pa3om: eciim B Te4eHUe
[AHHOrO BPEMEHW OT BCTPEYHOrO YCTPOMCTBA HE MNOCTYNaeT HU ogHoro RTP-nakeTa v pa3roBOpHbI KaHan
paboTaeT To/IbKO Ha Nnepegayy IM60 HeaKTUBEH, TO BbI30B OTOMBAETCA;

—  Tatimaym oxcudarusa RTCP-nakemos, ¢ — GyHKLMA KOHTPOIA COCTOAHMA PA3roBOPHOIO TPaKTa, NPUHUMAeT
3HayeHnAa u3 gmanasoHa 10-300 c. Bpemsa, B TeyeHMe KOTOPOro oXmaatTca nakeTbl npoTtokona RTCP co
BCTPEYHOM CTOPOHBI. [pn OTCYTCTBMM NAKeTOB B 33ZaHHOM Mepuoae BPEMEHMU, B Cay4vae, ec/iv BCTPEYHOMU
CTOPOHOW paHee 6bln oTNpPaBaeH xoTa 6bl 0gMH RTCP-nakeT, yCTaHOBAEHHOE COeAMHEHNE Pa3pYyLLAETCSH;

— KoHmponbs IP:Port ucmoyHuka RTP — npu BKAOYeHMM onuuu, SBC cnegut, u4tobbl npoxoxaeHue
Me[ManoToKa OT BCTPEYHOM CTOPOHbI OCYLLLECTBAANOCL MMEHHO C Tex IP 1 nopTa, KoTopble yKasaHbl B SDP.
Megm1a-noToK, NpuLweaLWwnin He ¢ ykasaHHoro IP uam nopta, 6yget oTbpoLleH;

— 3anpawusaemsili nepuod KoHMposa ceccuu (Session Expires, RFC 4028), ¢ — npu ycTaHoBnAeHHOM dnare
noaaep*xueatotca Talimepsbl SIP-ceccuin (RFC 4028). ObHOBNEHME ceccMM NOAAEPKUBAETCA NYTEM Nepeaayun
3anpocos re-INVITE B TeyeHne ceccumn. [aHHbIA NapameTp onpeaenset nepuos BPeEMEHM B CEKyHAaAX, Mo
NCTEYEHNN KOTOPOro NPOM30oNAEeT NPUHYANTENBHOE 3aBEPLUEHME CECCUM, B C/Iy4ae, ECAN ceccus He byaet
BoBpema obHoBeHa (oT 90 go 64800 c, pekomeHayemoe 3HayeHne — 1800 c);

V KoHTtponb oxupgaHua RTP, RTCP-naKeToB, a TakXe ucnonb3osaHme RFC 4028 npegHa3sHayeHo ansa
TOro, 4tobbl UCKNIOUYUTL 3aBUCAHUE Pa3rOBOPHbIX CECCUii, YCTaHOB/IeHHbIX Yepe3 SBC, B cayuae
BO3HMKHOBEHMUA Npobem C NPOXoXKAeHMeM NaKeToB Ha CeTU onepatopa. Bce HeaKTUBHbIe ceccum

yepes COOTBETCTBYIOLWME TaliMayTbl 6y4yT 3aKpbITbI.

72 lNoepaHuyHble KOHMposnepsl cecculi SBC



HELTEX

Mepuod nposepKku paboyezo cepsepa, ¢ (nocne 3asepuweHusa npedsidyuweli mpaHzakyuu OPTIONS) —
MHTEpPBa/l BPEMEHU, Yepes3 KOoTOoPbIN KOHTPOJIbHbIM 3anpoc OPTIONS 6yaet otnpasneH Ha SIP-cepsep B
cnyyae, eciv Ha npeablaywmin 3anpoc OPTIONS 661710 Nosy4yeHo NoATBEPKAEHUE;

Mepuo0 nposepKu Hepabouyezo cepsepa, ¢ (nocne 3asepuieHUs npedsidyweli mpaHzakyuu OPTIONS) —
MHTEpPBa/l BPEMEHMU, Yepes3 KOTOPbIN KOHTPOJIbHbIM 3anpoc OPTIONS 6yaeT otnpasneH Ha SIP-cepBep B
cnayyae, eciv Ha npeabiaywmin 3anpoc OPTIONS He 6b1/10 Noly4eHO NOATBEPXKAEHUE;

Bxoosauwee makcumasbHoe 3HayeHue CPS — KONNMYecTBO BbI3OBOB B CEKYHAY, KOTOPOE MOXKET ObITb MPUHATO
Ha SIP Destination. [lnanasoH gonyctumbix 3HadeHuit ot 0 go 100, 0 — oTKAO4EeHWE onuuu;

Ucxoodawee makcumasnsHoe 3HayeHue CPS — KONMYECTBO BbI3OBOB B CEKYHAY, KOTOpPOEe MOXKeT 6biTb
oTtnpassieHo Ha SIP Destination. lnana3oH gonyctumbix 3HadeHuit ot 0 o 100, 0 — OTKAOYEHME ONUUN.

DSCP dns Signaling — tvn cepsuca (DSCP) ansa curHanbHoro TpaduKa (SIP);

3HayeHue DSCP gns Signaling AoMKHO BbITb OBLWMM 15 HANPaBAEHUI C OAMHAKOBbIM NapamMeTpPom
TpaHcnopTa (ceTeBol nHTepdelic + NopT Npuéma curHanunsaumnm). Hacrporiku DSCP ana RTP u SIP 6yayT
UrHopupoBsaTbca npu ncnonososaHum VLAN ana nepegaymn RTP 1 curHanmsauumn. ina npuoputmsaumm
TpaduKa B 4aHHOM cnyyae byayT ucnonbsosatbes Class of Service VLAN.

Bxodawaa ceasb

Bxopsillas CBA3b

Rule set ‘ Her v OrpaHW4eHWs kon-Ba cecckid no Homepy A/B

k!

OTBETUTL Ha OPTIONS &
Homep A: 40004, makc. 5, "403 Forbidden"ﬁ?"ﬁ?

KonsepTvposaTh RFC2833 Flash s SIP INFO | []

Rule set — npumeHWUTb NS BXOAALWLEM CUrHanM3aumm Habop nNpaBuA, CO3A4aHHbIM B MeHto «Rule set»
(noapobHee B pasaene 4.1.3.5 Rule set);

Omeemume Ha OPTIONS — npu ncnonb3oBaHUM AaHHoM onummn SBC camocTosTeIbHO OTBEYAET Ha 3anpoc
OPTIONS B cnyuae, ecnm Rule B Rule set, otBeyatowmii 3a otnpaBky OPTIONS, oTcyTcTByerT;

KoHsepmuposame RFC2833 Flash e SIP INFO — npeobpa3soBbiBaeT curHan Flash, npuHaTeii metogom RFC
2833, B 3anpoc INFO application/hook-flash npoTtokona SIP 1 nepeaaet ero BoO B3aUMoAeNCTBYIOLWMNI KaHan.

OzpaHuveHua Kosn-ea cecculi no Homepy A/B — pobasutb NpaBuao ANA OrpaHMYEHMA KoJ-Ba
0AHOBPEMEHHbIX BXOAALLMX BbI30OBOB A1 YKa3aHHbIX HOMepoB. HacTpoika noaBAseTcs nocae co3gaHus sip
destination.

cDO}T)Ml/‘IpOBaHl/‘Ie CMUCKa npasun orpaqueHMﬁ nponcxogaunT Npmv NOMOLN KHOMOK:
— =l — ((ﬂ.06aBMTb NpPaBunIO OrpaHNYEHUAR;
— % —_ «Pep,aKTMpOBaTb NpPaBunIO OrpaHNYEHUAR;
rr
— b | — «Yp,anMTb NpPaBuUIO OrpaHUYEHUAR.

HAobasume macky Homepa

[06aBUTE Macky HoMepa + X
Cropona: |Homep A v|
Macka Homepa 9 ‘ |
Makc. kon-8o ceccuii u) ‘1 |
SIP oteet : | 403 Forbidden v|
| 3anatb ‘ ‘ OTMEHWUTL
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— CmopoHa — BbIBOp HOMEPA, A1 KOTOPOro byaeT NPUMEHATLCA OorpaHuyeHue;

— Homep A — orpaHuYeHMe KONYECTBA O4HOBPEMEHHbBIX CECCUI BbICTAaBAAETCA NO HOMepy A
(vHMumaTOp BbI30BA). MOUCK HOMEpPA A NPOUCXOANT B CTPOrOM NOPsSAKE NpUopUTETA:
Remote-Party-ID - P-Asserted-ldentity - From.

Takum obpasom, ecnv 6bia HallaeH 3aronoBok Remote-Party-1D, To Homep 6yaeT npoBepATbCA
TONbKO B HEM, HOMEP B 3arosioBKe From B TaKOM C/ly4ae He yYnTbIBaeTCs.

— Homep B — orpaHuyeHu1e Kom4ecTsa 04HOBPEMEHHbIX CECCUI BbICTaBAAETCA Mo HOMepy B
(nonyyatenb BbI30Ba). NMonck Homepa B nponcxoanT B CTPOrom nopsaaxe npuopuTeTa:
Request-URI - To
Takum obpasom, ecnvm B 3arosioBke Request-URI ykasaH Homep, To 3aro/ioBoK To NpoBepATbCA He
oyaer.

— Macka Homepa — B KayecTBe aprymeHTa NponucbiBaeTca peryaapHoe BbiparkeHne. CMHTaKCUC peryaapHbIX
BblpaXKEeHWN aHaIorMYeH PerynspHbIM BbipakeHuam ycnosuid gns Rule Set (4.1.3.5 Rule set - CuHTakcmc
perynspHbIX Bblpa*KeHWUI ANA COCTaBNEHUA YCOBUN);

— Makc. Kon-80 cecculi — MmakcMmanbHoe aonycrmmoe Konm4yecrtso ogHOBPEMEHHDbIX CECCMﬁ,‘

— SIP omeem — SIP-Koa, BO3Bpalliaemblil NpU NpeBbIlleHUN IMMUTA O4HOBPEMEHHbIX ceccuit (no
ymonyaHuio 403 Forbidden). Bo3amoXHble BapuaHTbI:

— 486 Busy Here
— 403 Forbidden

— 503 Service Unavailable

V‘ Ha Ka)poe HanpaBneHne MOXHO p[06aBUTb HeOrpaHUYEHHOE KOAMYEeCTBO NpPaBuA  AnA
orpaHuyeHua. MakcMmanbHO BO3MOXHOE KOIMYECTBO TaKUX NpaBua Ha BClo cuctemy ana SBC-1000
— 768 npasun, ana SBC-2000 u SBC-3000 — 1500 npasun.

Ucxodawana ceaswb

WMcxopauas cBAsb

MoseaeHVe NpW NepeHanpasneHny ‘ 3aBepLUaTk BbI30B v|

3amennTh CAPN B To Ha 3HaueHue u3 3aronoska @ ‘ |

— [osedeHue npu nepeHanpasneHuu — Bbl6op pexxmnma paboTbl SBC npu nonydyeHnn otseta 302 cO CTOPOHBI
b:

—  3asepwams 861308 — npw nosyvyeHum oteetos 301/302/305 co cTtopoHbl b SBC 3aBepLUMT BbI3OB;

—  TpaH3umums omgem — npu nonyveHmm oteetos 301/302/305 co ctopoHbl b SBC nepeHanpasuT
ero Ha CTopoHy A, 3aronoBok Contact B 3Tom ciyyae nepegaetca 6e3 MameHeHU (MoKeT
NPUBECTU K Nepesaye BHYTPEHHMX afpecoB BO BHELLHIOW CETb);

— Obpabameisamb omeem — npu nonydeHnn otsetos 301/302/305, B KoTopbix byaeT yKasaH
Contact C, SBC nonblTaeTcA OTNpaBUTb BbI30B eMy, YBEAOMUB CTOPOHY A O NepeHanpasieHnmn
Bbi3oBa otBetom 181. Ecam B Contact copepxutca agpec camoro SBC, TO OH npo3payHo
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npobpocut coobueHne 302 Ha CTOPOHY A, yKasas B nosie Contact agpec ctopoHbl A.

Mpu akTMBaUUKM HACTPOMKKN ana obecneueHUs KOPPEKTHOCTM PaboTbl NnepeHanpaBneHui byayr
OTKNOYEHbI BCTPOeHHble npasuna firewall gna SIP transport, npusasaHHoro K SIP destination, Ha
KoTopom BKJ/touaeTca onuma! Ecam TpaHcnopT ucnonb3ayerca Ha gpyrux SIP destination, To ana
HUX BCTpoeHHble npaBuna Firewall Toxke 6yayT oTKAlOueHbl. PekomeHpyeTca BblAENATb
otaenbHbit SIP transport gna Tex SIP destination, ¢ KoTopbix pa3speweHa o06paboTKa
nepeHanpasneHuii, 1mbo, npu Heob6Xo4MMOCTU, OrPaHUUUTDL AOCTYN BPYUHyl0 (nogpobHee B
pasgene 4.1.8.5).

©

— 3ameHums CdPN 8 To Ha 3HaYeHuUe U3 3020/108KA — B C/ly4ae 3anosHeHus gaHHoro noaa CdPN B To
3aMeHAeTcA Ha NOACTPOKY BHYTPM «()» M3 yKa3aHHOro 3aronoBkKa.

dopmam 3anonHeHUA Nons
sip_header_name: regular_expression, rae:

— sip_header_name — vmsa 3aronoBka. TpebyeTca TOUHOE COBNageHNe C MICKOMbIM 3aro/I0BKOM,
NCMO/Ib30BaHMNE PEryispHbIX BbIPAaXKEHUIM HE AOMYCKAETCA, PErMCTPOHE3aBUCUMbIN NapameTp;

— regular_expression — NoACTPOKa, KOTOPAA ULLETCS B 3ar0/I0BKE, BO3SMOMKHO MUCMO/Ib30BaHUE PerynspHbIX
BblPa*KEHUN.

Mpumep 3anonHeHus nons «3ameHumo CdPN e To Ha 3Ha4YeHue U3 3a20/108KA»

X-SB-Callinfo:code=(.*)

B aaHHOM cnyyae B npuweawem SIP 3anpoce npom3BoAnUTCA NOMCK 3aronosBka X-SB-Callinfo. Ecnum 3aronosok X-
SB-Callinfo HaigeH, B HEM NpomncxoauT NoMcK noacTpokm code=(.*). Ecam cTpoka HaiaeHa, To CAPN B To byaet
3aMeHEeH Ha 4acTb NOACTPOKM, BblaeneHyto ckobkamu. Takum obpasom, ecam SIP 3anpoc byaet cogepkatb
3aronioBok X-SB-Callinfo:call-id=123456;code=123, To CdPN B To byaeT 3ameHeH Ha 3HayeHue 123.

Ecnm 3aronoBoK UaM noacTpoka He HalgeHsl B SIP 3anpoce, CAPN B To He ByaeT 3ameHeH.

Hacmpoliku SDP

Hacrtpowkn SDP

Hopamanusaums fax sdp no ric 3108

PaspewmnTs aCHMMETDUSHEIE MHANKSECKIE payload type

—  Hopmanuszayus fax sdp no rfc 3108 — npu BKAKYEHUN ONUMU NPU OTMPaABKE COOBLIEHUSA B AaHHOe
HanpaBneHue aTpnbyT gpmd byaeT Bbipe3aTbca us sdp

—  Paspewums acummempuyHele duHamu4yeckue payload type — ecnu onuma akTUBHA, TO B COODOLLEHMUM
2000K c SDP answer, oTnpasneHHble aTomy Destination, SBC He byaeT 3ameHaTb payload type Ha TOT, 4TO
6bin nonyyeH B offer. Ecan onuma HeakTMBHA (NoBeaeHMe No ymonyaHuwo) — payload type Ha nesom wm
npaBom naeye Bbi3oBa OyAeT OANHAKOBbLIM.

—  Omknoyumes offroad npu nonyyeHuu ICE — ecan Ha SBC npuxoguT 3anpoc, B sdp KOTOporo ectb
TpeboBaHMe wucnosb3oBaHMA ICE-TpaHcmopTa, TO MO yMOAYaHWUIO BKAloYaeTcA pexkum offroad (SBC
nponyckaeT Takoi sdp 6e3 nogmeHbl agpecoB M Mpoynx napameTpos). Ecan onuusa akTMBMpOBaHa, TO
pexum offroad oTKnouaeTca n megus cornacyetca yepes SBC.

AymeHnmudpukayusa SBC
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Aytentudpukaumn SBC
Norwm | | ‘

MNaponb ‘

—  Jlo2zuH — norvH gns ayteHTMdUKaLumMm Ha BbiecToAlem SIP-cepsepe;

— [apone — naponb Ana ayteHTMPUKaumMm Ha Bblwectosawem SIP-cepsepe. [aHHble ayTeHTUPUKaLMMK
MCMOJIb3YOTCA TONIbKO A1 aBTOpM3aL MK 3anpocos, popmumpyembix cammm SBC, Hanpumep, 3To MoryT bbiTb
3anpocsl re-INVITE, popmupyembie SBC npu ncnosnbsosaHnm ¢pyHKumm timer RFC 4028, ayteHTUdMKaLMA Ha
B3aMMOAENCTBYIOLEM CEepBEpPEe, perucTpauma Ha B3aumModencTeylolem cepsepe (Npu Tune pervcrpaumm
UAC), ayTeHTMdMKALMKM 3aNpPOCOB OT B3aMMOAENCTBYIOLLLEro cepeepa (npu Tune pernctpaumnmn UAS).

Peaucmpauyus SIP trunk

Peructpaums SIP trunk
Tun pernctpaumm | | HeT v
MNepwoa perncTpaumu. ©
Wus nons3oeatena/Homep

SIP-gomer

- Tun peasucmpayuu — oaHHaA HaCTDOVIKa 3a4a€T HanpaBaeHune perncrpaymnn:

— UAC — B paHHom cnydyae SBC no TpaHKy OyaeT perucTpMpoBaTbCA  Ha
B3aMMOAENCTBYIOWEM cepBepe pernctpauuu. Mpu 3Tom Npu OTCYTCTBMU perncrpaumm
HanpasneHue 6yaeT cYMTaTbCA HEAOCTYNHbIM, U B HEro He ByayT OTNPaBAATLCA BbI3OBbI
(Ho npMHUMaTbCA ByayT BCeraa);

— UAS — B paHHOM cnyyae B3aMMOAENCTBYIOLWEE MO TPaHKy YycTpoictBo 6Gyaper
peructpmpoBatbca Ha SBC npu ycnosuu, 4to OyAeT NOAYYeHO MOATBEPKAEHUE
pernctpaunm ot BbibpaHHoro no Rule set cepeepa. Takke SBC 6yaer ayTeHTMdMLMPOBATb
BCE 3anpocbl OT B3aMMOAENCTBYOLEro cepsepa. Hactpolika B none Remote Address npwm
3TOM He MPUMEHAETCA, UCMOb3YETCA afPecC, NOYYEHHbIM B KOHTAKTE NPU pPerncTpaumm;

Mpwu oTcyTcTBUM perucTpauum B to6om pexkume HanpasaeHue 6yaeT cCUMTATbCA HEAOCTYNHbIM, U
@ CHero He byayT oTnpaBAATbCA BbI30Bbl (HO NPUHMMATbLCA 6yAyT Bceraa).

—  [lepuod peaucmpayuu, ¢ — nepuog 06HOBNEHUA pPerucTpauMm Ha cepsepe (Mcnosb3yeTca Npu Tvne
pernctpauum UAC);

—  Uma nonvszoeamens/Homep — wnmsa/Homep, C KoTopbiM TpaHK SBC peructpupyerca Ha cepsepe
pernctpauum (npu Tmne pernctpaunm UAC);

—  SIP-OomeH — flOMeHHOEe MMSA, C KOTOPbIM TPaHK SBC pernctpupyeTtca Ha cepBepe pernctpauun (npu tune
peructpauun UAC), nnbo AomeHHOe MMSA, C KOTOPbIM BCTPEYHOE YCTPOMCTBO ayTeHTUdUUMpyeTca Ha SBC

yepes TpaHK (Npu Tune pernctpaumm UAS).

OZPGHU‘!EHUC qyucnaa OdHOBpEMEHHbIX ceccuii

OrpaHWyYeHHe YUCNa OQHOBPEMEHHbBIX CECCHM

®' Ses orpannyesua
Orparu4esne YMcna ogHOBPEMEHHbX CECCHi MONHOCTBIO 3aNPEeTUTL

Makcumym | 0 ceccun
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—  be3 02paHuU4YeHUs — KOJINYeCTBO CECCUIA He OrpaHMYEHO;
—  [MonHocmebio 3aripemums — NOAHbIN 3aMpPeT Ceccuit;
—  Makcumym N cecculi, 20e N — Konn4ecTBO OAHOBPEMEHHbIX CECCUM.

DyYHKLMOHAN OrpaHMYEHMA uMcia O4HOBPEMEHHbIX CECCUi paboTaeT TONIbKO ANA BXOAALLMX

. BbI30BOB, NOCTYNAKOLWMUX Ha AaHHbIN SIP-destination.
Onyuu
Onumn
He YYMTRIBATL NOPT-MCTONHMK NPKU BXOORLWMX Bbi30BaAX

— He yyumeligeame nopm-ucmoYHUK rpu 8x00Au,UX 8bI308aX — He MNPOBEPATb ANA BXOAAWMX Bbl30BOB
agpec nopTa, C KOTOporo Npuwén 3anpoc. Ecam onuma HeakTMBHA, TO 414 BXOAALUMX BbI3OBOB CTPOro
NpoBepAETCA, YTO BbI3OB NPULLEN C agpeca M NOPTA, YKAa3aHHbIX B HacTponKe remote address. Ecam onums
aKTMBHa, TO NoucK u Bbibop SIP Destination nponssoguTcs cHavana no tem destination, rae onuum Her,
3aTem byaet BblbMpPaTbCs OANH U3 TEX, FAe ONLMA aKTUBMPOBAHA, U TEX, KOTOPblE MPOXOAAT N0 NapameTpy
IP/hostname B HacTpolike remote address.

Mpumep:

Ha SBC ckoHdurypumpoaHo yeTbipe SIP Destination ¢ Takumu napameTrpamu remote address:
Nmsa remote address CocTosiHue onuum
Destl 192.0.2.1:5060 OTKNIOYeHa
Dest2 192.0.2.1:5061 OTKNtOYeHa
Dest3 192.0.2.1:5062 BK/tOYEHa

3anpocbl ¢ agpecoB 192.0.2.1:5060..192.0.2.1:5062 6yayr ob6paboTtaHbl B destination
Destl..Dest3 cooTBETCTBEHHO CBOMM afpecam, MOCKOJIbKY OHW TOYHO COBMAZAOT C TeM, YTO
HacTpoeHo B remote address.

3anpoc c adpeca 192.0.2.1:5090 nonadém e Dest3, NOCKObKY 3anpoc He Nooxo0um Hu oo 00Hy
Hacmpoliky remote address, Ho Ha Dest3 uzsHopupyemca rnopm. AHA/A02UYHO 8ce 3arnpocel C
nopmos, He 8xo0auux 8 5060..5062 nonadym makxce 8 Dest3.

He pekomeHpyetca co3pgaBatb HecKosbKo SIP Destination ¢ oauHakoBbimu IP-agpecamu un
AKTUBMPOBAHHbIMM HACTPOIKaMM UTHOPUPOBAHUA NOPTA, T. K. HeJlb3A NPeACKa3aTb, B KAKOM U3
Hux byaeT B utore obpaboTaH 3anpoc.

.-

Mapamempol STUN-cepsepa

NapameTpwl STUN-cepeepa

HMcnonssoeate STUN

IP 5TUM-cepespa |l'.'l.l:|.ﬂ.ﬂ |

MopT STUN-cepeepa |34T8 |

Mepwog 3anpocos |I5[] |

—  Ucnonezoeams STUN — npu ycTtaHoBNeHHOM dare ncnosnb3osatb STUN;
— IPSTUN-cepsepa — IP-apgpec STUN-cepBepa;
— Mopm STUN-cepsepa — nopT cepBepa ANa OTNpaBKM 3anpocos (no ymondyaHuto 3478);
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— [epuo0 3anpocos — nHTepBan mexay 3anpocamm (10-1800 cekyHa unm 0 — B 3TOM cay4yae 3anpoc byaer
OTNPaBAATLCA NPU OTNPaBKe Kaxa0ro cooblueHus. Mo ymonyaHuio 60 cekyHa).

Ecnn skntoveHo ucnonbsosaHne STUN-cepsepa, To nepen, oTnpaBKoW 3anpoca/oTsera no AaHHOMY Sip-
destination (3a ucknoueHnem oteeta 100 Trying) npomssoauTca nouck 6enoro IP 1 nopta. Ecan coxpaHeHHbIi
6enbiii IP He HalgeH, oTnpaBaseTcs 3anpoc Ha STUN-cepsep ¢ IP SIP-TpaHcnopTa, KOTOPbIA NPMBA3AH K AaHHOMY
sip-destination.

Ecnun otBeTa oT STUN-cepBepa HeT, TO AaHHbIN cepBep Ha 5 CEKyH, nomedaeTca Kak HegoCTynHbI, u SBC
ncnonbayert IP n3 onumm «MybamynHbin IP-agpec». Ecam onuns HeakTMBMpPOBaHa, To ucnosbsyetcs IP SBC.

Ecnv otBeT oT STUN-cepBepa npuLien, To nonydyeHHbil I[P noacrasnsetcs B 3aronoskax Contact unmn Record-
Route (B cnyyae akTMBMpoBaHHOW onuun «lepedaBaTb KOHTAKT 6e3 uMameHeHuii») n B 3arosioBke Via (ana
3anpocos). B sdp Tak:ke noacraBaseTca nonyyYeHHbl 6enbiii IP-agpec.

MNocne nonyyeHmna oteeta oT STUN OH coxpaHAETCA, M HOBble 3anNpOCbl HE OTNPABAAIOTCA, MOKa He ucTeyeT
TanMep, YKasaHHbIl B «lMeprog 3anpocos».

Pabota ¢ media-NOTOKOM aHaNOrM4yHa akKTUBMPOBAHHOW onuuu «ABoHeHTbl 3a NAT», T. e. MCXoAALWMiM
MeAnanoToK OTNpaBaneTca He Ha agpec B sdp, a Ha agpec, ¢ KOTOPOro NPMHUMAETCA MeANanoTOK OT BCTPEYHOM
CTOPOHbI.

PacwupeHHble Hacmpoliku npomokKosna SIP

B nosie HaxoZATCA pacluMpeHHble HAcTPOWKM npoTokona SIP. Mpu NOMOLLM [AHHBIX HACTPOEK MOXKHO
KOpPpPeKTMpoBaTb NosA coobleHnin SIP no 3agaHHbIM NpaBunam. PaclmpeHHble HacTpoWKM paboTator ans
ncxogawero Tpaduka c SIP-destination.

dopmam 3anoaHeHUsA Nons

[sipheader:MMA_3ArONNOBKA=onepauyus],[sipheader:...],...

PaclMpeHHLIe HACTPOHKK NpoTokona SIP

MpyMeHnTE CTMEHUTE

roe:
— Onepauyuu — disable, insert uan npasmnno mogndukaumu;
—  WMA_3AIr0/IOBKA — peructpoHe3aBMCMMBbIN NapameTp, Hanpumep, Accept = accept = ACCEPT.
B MHbIX NnapameTpax pernctp MMeeT 3Ha4YEHue.

ECTb BO3MOXHOCTb MOAUDUKALMMU NONEN B OTAENbHbIX SIP cooblieHus. B Takom ciyyae
KOpPEeKTUpOoBaTLCA ByayT ToNbKo Te SIP coobuieHna, KoTopble NnepedmcaeHbl B npasuaax mogudbukauum. K
ocTanbHbIM SIP cooblieHmam moamndukauma NPUMeHATbCA He byaerT.

dopmam 3anonHeHUA NonA 0118 moougukayuu omaoenovHbix SIP coobueHuii
[sipheader:in_modify,SIP_COOBLUEHUE 1, ..., SIP-COOBLUEHWNE N,UMA_3ATrO/I0BKA=onepayus]
lpe:

— Onepauyuu — NpPaBuIo MoaNPUKaALMUK,

— SIP_COOBLUIEHME 1, ..., SIP-COOBLUEHUE N — nepeuuncneHue SIP coobuieHuit, ana
KOTOpbIX TpebyeTca moguduKaums;

— WMA_3ATOJ/IOBKA — pernctpoHesaBMCMMbI NapamMeTp, Hanpumep, Accept = accept =
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ACCEPT.

Mpumep npasuna moougukayuu 013 omoenbHbix SIP coobweHuli
[sipheader:modify_in,invite,bye,200:user-agent=-(SBC)+(TEST)S]

B Takom cny4yae 3arosioBok User-agent 6yaet moandumumposatbea To/ibKo B coobuieHunsax INVITE, BYE n
200 OK. B ocTanbHbIX SIP coobuieHmnaxX OH N3MeHATbCA He ByaerT.

lMpasuna modugukayuu

MpaBuaa moanduKauum oNnUCbIBaOTCA CUMBOJITAMMU:
— S — ocmasums nocnedyrouiuli mexkcm;
— I —ydanums ocmaswulica mekcm;
—  +(ABB) — 00bagumb yKa3aHHbLIG meKcm;
—  -(ABB) — ydanume yKa3aHHbIl mekcm;
— \ — no3sossem skpaHuposams cumeosnsl «(», «)», «[», «]».

anMepr peannsautmm npasua onepautmn npmuBeneHbl B Ta6nmu,e HUXe.

Tabnnuya 19 — Mpumepbl peannsaumm npasua onepaymm

Onepauusna UcxoaHbli 3aronoBoK Mpasuno Pe3synbrar

He otnpasnate | Accept: application/SDP [sipheader:accept=disable]
3aro/IoBOK

MepepaTtb bes JononHuTenbHble [sipheader:[CMMCOK_COO | Ha BTOpom naeye NosBUTCA 3a4aHHbIN
NU3MeHEHMUM 3aro/I0BKM Ha Nepsom BLUEHWNA]: 3aro/I0BOK:

3aro/10BOK U3 nneve: [MACKA_3ATrOJIOBKA]=tra
nepBoro nnaeya nsit]

P-Asserted-ldentity:
username@domain

Subject: Test call

[sipheader:[MACKA_3AroO
NOBKA]=transit]

Subject: Test call
B coobuieHnuax INVITE n
200:
[sipheader:INVITE,200:Sub
ject=transit]

B ntobbix coobLEeHUAX:
[sipheader:Subject=transit

]

MNepepatb bes
U3MEHEHUM
rpynny
3aro/IOBKOB 13
nepsoro naeya

JononHutensHole
3aroz10BKMN Ha nepsom
nneye:

P-Asserted-ldentity:
sip:username@domain

P-Called-Party-ID:
sip:username@domain

Privacy: id

Subject: Test call

[sipheader:P-*=transit]

O6paTnTe BHUMaHUE, YTO
TaKoe NpaBuo:
[sipheader:*=transit]
paboTaTb He byaeT,
MOCKO/IbKY cumBon *
MOXET 3aMeHATb TO/IbKO
4acTb UMeHMU.

P-Asserted-ldentity:
sip:username@domain

Ha BTOpom nneye noABATCA 3a4aHHbIe

P-Called-Party-ID: sip:username@domain
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BcTtaButh
3arono0BOK

[sipheader:insert[CNMUCOK
_3ATO/IOBKOB:
Remotelp=+(TEKCT)]

Bo Bcex 3anpocax:
[sipheader:insert:Remotel
p=+(example.SBC)]
Tonbko B 3anpoce INVITE:
[sipheader:insert,INVITE:R
emotelp=+( example.SBC)]
TONbKO B yKa3aHHble
3anpocol (Hanpumep,
INVITE n ACK):
[sipheader:insert,INVITE,A
CK:Remotelp=+( example.
SBC)]

Remotelp:example.SBC

[Jo6aBuTb TEKCT
B Hayano

Accept: application/SDP

[sipheader:accept=+(appli
cation/ISUP,)S]

Accept: application/ISUP,application/SDP

[Job6aBuTb TEKCT
B KOHeL|,

Accept: application/SDP

[sipheader:accept=5+(,app
lication/ISUP)]

Accept: application/SDP,application/ISUP

Ypanutb TeKCT

Accept:
application/SDP,application
/ISUP

[sipheader:accept=-
(application/SDP,)$]

Accept: application/ISUP

CUMBOJIOB «(»,
«)», «[», «]»

Ypanuto, Accept: [sipheader:accept=- Accept: application/SDP
HauMHas C application/SDP,text/plain | (,text)!]
YKa3aHHOro
TEKCTa
3ameHuUTb TeKeT | Accept: [sipheader:accept=+(appli | Accept: application/ISUP
MOJIHOCTbIO application/SDP cation/ISUP)!]
3ameHuTb TeKcT | Accept: [sipheader:accept=- Accept: application/ISUP,text/plain
application/SDP,text/plain | (SDP)+(ISUP)S]
3ameHuTb Accept: [sipheader:accept=- Accept: application/ISUP
TEKCT, application/SDP,text/plain | (SDP)+(ISUP)!]
oTbpocus
[AaHHble B
KOHLe
Mpumep From: [sipheader:from=+(DISPLA | From: DISPLAY
KOMMNEKCHOM <sip:who@host>;tag=aBc Y )-(who)+(12345)- <sip:12345@host;user=phone>;tag=aBc;lin
moamduKaumnm (>)+(;user=phone>)$+(;line | e=abc
=abc)]
Mpumep User-Agent: [sipheader:user- User-Agent: TEST1(123)TEST2[456]
ucnonb3zosBaHusa | Eltex SBCv1.10.10 agent=+(TEST1\(123\)TEST | Eltex SBCv1.10.10
3KpaHUpPOBaHUA 2\[456\])$]

Mpumep

[sipheader:Accept=disable],[sipheader:user-agent=disable]
B aaHHOM npumepe Bce coobueHma SIP, oTnpasasemble yCTPOMCTBOM Yepes AaHHblin SIP-uHTepdeiic,

6yayT cneposatbh 6e3 nonei Accept u user-agent.

CnucokK obasatenbHbIX noneit coobweHuii SIP, KoTopble He MoryT 6bITb MoaUGULMpPOBaHbI: via, from,
e | to,call-id, cseq, contact, content-type, content-length.

Bo3moxkHa mogudukauma display-name B 3aronoskax From m To.
dopmar 3anucu

80 lNoepaHuyHble KOHMposnepsl cecculi SBC



HELTEX

Lna modugpuxkayuu display-name 8o From - [sipheader:from-name=onepayus]
Lna modugpukayuu display-name 8 To - [sipheader:to-name=onepayus]

Mpumepbl mogudmkaumm display-name B 3aronoske From.

Onepauua |UcxopHblii 3aroNoBoK Mpasuno Pesynbtar

Yaanutb From:«Alina»<sip:23000@192.168.23.216> | [sipheader:from-name=!] | From:<sip:23000@192.168.23.216>
TEKCT

3ameHuTb | From:«Alina»<sip:23000@192.168.23.216> | [sipheader:from-name=- |From:«Anna»<sip:23000@192.168.
TeKCT (1i)+(n)S] 23.216>

DOna 3aronoskos from, to, contact, RURI BO3moKHa moandMKaLMA TONbKO user 4acTu.

Mpumepbl MoanduKaumm Homepa Bo From/To/Contact/RURI

Onepauusa UcxoaHblN 3aronoBoK Mpasuno PesynbTar

Ypanutb From: [sipheader:from=-(30)$] From: <sip:200@192.168.23.216>

TEeKCT <sip:23000@192.168.23.216:5070>
To: [sipheader:to=-(10)$] To:
<sip:10000@192.168.23.216:5060> <sip:000@192.168.23.203:5060>
Contact: [sipheader:contact=-(30)$] | Contact:
<sip:23000@192.168.23.203:5070> <sip:200@192.168.23.216>
RURI: [sipheader:request-line- RURI: <sip:192.168.23.216:5070>
<SIP:23000@192.168.23.216:5070> user=!]

3ameHuTb From: [sipheader:from=- From:

TeKCT <sip:23000@192.168.23.216:5070> (30)+(55)$] <sip:25500@192.168.23.216>
To: [sipheader:to=-(10)+(55)S] | To:
<sip:10000@192.168.23.216:5060> <sip:55000@192.168.23.203:5060>
Contact: [sipheader:contact=- Contact:
<sip:23000@192.168.23.203:5070> (30)+(55)$] <sip:25500@192.168.23.216>
RURI: [sipheader:request-line- RURI:
<SIP:23000@192.168.23.216:5070> user=-(30)+(55)$] <SIP:25500@192.168.23.216:5070>
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4.1.3.3 SIP Users

B QaHHOM MeHIO HacTpauBaloTCA HanpasfieHuA AnA nNpuéma u maplipytmsauum Bbi3oBoB ana SIP-
no/nb3oBaTesiell, KoTopble byayT OTNPaB/ATb BbI30Bbl U pernctpauum yepes SBC. MoxKeT bbITb co34aHO A0 256
users.

Ona co3gaHusa, pedakTUpPoBaHUA W yaaneHua WHTepdelrcoB Ucnosib3lyeTcd MeHlo «Obvekmol» -
«obasums 06vekm», « Ob6bekmeol» - « Pedakmuposame 06vekm» n « O6veKkmeoi» - «Yoanumes 06bekm», a TakKe
KHOMKMWU:

- «Jdobasumb»;

— «Pedakmuposamey;

—  «Y0aaumoe».

Korndpuzypayusa SBC —> SIP Users
SIP Users
No VR SIP Tpamcnopr Npodsuns RADIUS T i n 133 NAT OO:H".?H":'H:E“:::E . SIP pomen | Rule set
1] SipUser00 SipTransport00 He erifpaH UDP-only - - -
HobaButs Pepaktnpoearte Ypanute

Kordpuaypayusa SBC —> SIP Users
=> «Jobasums» unu «PedaKmuposame»
Mapamempbl Nonb308aMeAbCKO20 HANPAsAeHus

SIP user 0

W | [SipUser00

- Uma — npoun3BoJ/IibHOE MMA ONA M,ﬂ,eHTMd)MKaLI,MM

sIp [[0] SipTransport00

=2

(ypobHoe gns onepaTopa);

TpancnoprHuii npotokon @) | [UDP-only

®opmar 3aronoskos SIP | [Full

—  SIP TpaHcnopm — TpPaHCNOPT, KOTopbln byaet —r

ncnonb3osBaTtbCA AnA anéN\a BbI3OBOB Ha
HanpasaeHwme n OoTnpaBKu Bbl30OBOB C

Mepegasats KOHTAKT 623 nameHeHuA | [

MNepegasars NapamMeTps!

HanpaBneHMﬂ‘ HEMsBECTHONO guancra B NOTIFY & U
’
MepegaBars NapaMeTpsl O
HEM3BECTHOTO gUanora s saronoske Replaces
- Tpchnopmelu rNnpomokKosa — Bbl60p NPOTOKONa MepenasaTs Heno event 6e3 wamenern @ | O
TPAHCNOPTHOIoO YpPOBHA, WCNOJ/b3yemoro Aana MyGnnurisii 1P-agpec @ | [
npuema u nepegayun coobweHni SIP: TaliuayT oxngarun RTP-naxeros, ¢ @ | O [0
- TCP-pI’Efer — n p mem no U D P n TC P TaimayT oxmgaHna RTP-nakeTos nocne 0
OTI_I pa BKa no TC P B Cﬂyq ae ecau He nomy4eHns Silence-Suppression (MeokuTens) @ x
’ TalimayT cenaaqua RTP-NakeTos B pexume 0
yp,aHOCb yCTaHOBVITb CoeAMHeHMe no TCP, VOEQWAHWA BbI30EA | inactive) (M ) @ *
oTnpasKa npoussoamntca no UDP; TaiimayT oxmaasus RTCP-naxeros, ¢ @) | (0
- UDP-prefer — npuem no UDP wn TCP. Korrpons IP:Port netounka RTP | [
OTtnpaBka nakeTtoB 6onee 1300 6aiT no 3aNpaLUHESEMGI NEPHO KOKTPOMR Caccil | () |
6 o UDP- (Session Expires, RFC 4028), c @)
TCP, meHee 1300 6antT — no ; p—
— UDP-only — wucnonb3oBatb Tonbko UDP PO -
n pOTO Kofl; Bpems XpaHeHWA coequHeduA Ha NAT, ¢ | O
— TCP-only — wucnonb3oBatb TOAbKO TCP He ncnonssosars noguery SOF mods
n pOTO KON: ana npodpoca KNBE sepes NAT
7

MUHUMANEHOE BpeMA perucTpaumm, c |12C|

Brerga nepenasats sanpockl REGISTER [

DSCP s Soraing @ [0 |

—  @opmam 3a20108K08 SIP — onpeaensaeT, B KAKOM
dopmaTte nepenasaTtb 3aronoBku SIP:
—  full — ncnonb3oBaTb 06bIYHBIN (ANNHHbBIN) hOpPMAT 3aro/I0BKOB;
— compact — Ucnonb30BaTb KOPOTKMI GOPMAT 3aroN0BKOB;
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Mpogpuns RADIUS — npodunb RADIUS pns ayteHTMOMKaAUMM M aBTOpM3aLMKM BXOASLMX Bbi30OBOB
(noapobHee B pasaene 4.1.9);

lMepedasamb KOHMaKm 6e3 usmeHeHUs — NMPW UCNO/Ib30BaHUKN gaHHOM onumn SBC He nogmeHseT nosne
contact B 3anpocax, nepefaBaemblX B CTOPOHY NPOrpamMmMHOro KOMMyTaTopa;

lMepedasams napamemps! HeuzgecmHoz20 oudsaoza 8 NOTIFY — npu MCNoAb30BaHUM AaHHOM onuuu,
ecnn Ha SBC npuxoant NOTIFY ¢ uHdopmaumen o Auanorax, KOTopble el HEeU3BEeCTHbl, TO 3Ta
nHpopmauma byaet nepenasaTbecs 6€3 USMEHEHUIN.

Hanpumep, Ha SBC npuxoaut NOTIFY ¢ Event: dialog, B Tene kotoporo ectb call-id, local-tag,
remote-tag. Ecnn gmnanor c Takmmm napameTpamm ocyuwiectenaetca yepes SBC, To npu nepecobinike
atoro NOTIFY Ha BTOpoe njeyo 3TM napameTpbl 3aMeHATCA Ha AaHHble U3 BTOPOro nJjeya 3Toro
avanora. Ecnav guanor ¢ TakMmu napameTpamu He cyuwiectsyeT Ha SBC, n onuma «lepegasatb
napameTtpbl HenssecTHoro guanora B8 NOTIFY» BKAlOYeHa, TO AaHHble MapameTpbl nepesasyTca Ha
BTOpoe nJsie4yo 6e3 n3ameHeHU. B cnyyae ecnm guanor ¢ TaKMMUM NapameTpamMm He CyLLecTBYeT Ha
SBC, n onuua «lMNepepasatb napameTpbl HemssecTHoro guanora B NOTIFY» BbiKAOYeHa, TO AaHHble
napameTpbl He NepesaayTca Ha BTOPOE Mnaeyo;

Mepedasames napamempesl Heu3gecmHo20 0uas102a 8 3a20s08Ke Replaces — Npu UCNOIb30BAHUM A@HHOW
onummn, ecnm Ha SBC npuxoaut INVITE c 3aronoskom Replaces, B KoTopom ecTb MHPOpMaLma 0 Auanorax,
KOTOpble el HEM3BECTHbI, TO 3Ta MHPopMaLma byaeT nepesaBaTbcs 6€3 MU3MEHeHUN.

Hanpumep, Ha SBC npuxoant INVITE c 3aronoskom Replaces c call-id, local-tag, remote-tag. Ecan
OManor c TaKMMKU Teramm ocyLLecTBAAeTcs Yyepes shc, To npu nepecoblsike atoro INVITE Ha BTopoe
nie4yo 3TV MapameTpbl 3aMEeHATCA Ha AaHHble U3 BTOPOro naeya atoro gunanora. Ecam gmanor ¢
TakMMM Teramu He cyllectsyeT Ha SBC, n onuma «MNepenasaTb NapameTpbl HEM3BECTHOIO ANANOra
B 3aronoBke Replaces» BkAlouyeHa, TO AaHHble NapaMeTpbl NepefanyTca Ha BTopoe naeyo bes
nsmeHeHun. Ecam gmanor ¢ TakMmmn Teramm He cyuwectsyeT Ha SBC, n onuusa «lepepasaTb
napameTpbl HEU3BECTHOIO AMasora B 3arosoBke Replaces» BbIK/AOYEHA, TO AaHHbIE MapaMeTpbl He
nepeaagyTca Ha BTOpOe MJeyo;

lMepedasame Henoddepxusaemsili event 6e3 usmeHeHUll — NpW UCNONb30BaHUM onummK, ecam Ha SBC
npuxoant NOTIFY c Henogaep:kmMBaembim 3HadyeHMem Event, To oHo bygeT nepegaHo Ha BTOpoe Maeyo
6e3 mameHeHuit. MNoppeprkmBaemble event: aastra-xml, dialog, hold, keep-alive, message-summary,
presence, refer, talk, ua-profile;

My6auyHeili IP-adpec — 3ameHseT IP B sdp 1 3aronosKax Contact u Via ana coobuwieHun, Kotopoe
oTnpasnnetca gaHHomy SIP-users. Mpun UCNONb30BAHUKN AAaHHOM ONLMU UCXOAALLMIA MeaManoToK byaer
OTNpaBJ/IeH He Ha aapec B sdp, a Ha agpec, C KOTOPOro NPUHMMAETCA MeANANOTOK OT BCTPEYHOW CTOPOHbI.
[aHHaa onuma ncnonbsyetca B cxeme, rae mexay SBC n okoHeuHbim ycTpoicteom ctouT firewall. ns
KOPPEKTHOM paboTbl B 3TOM Cy4ae Heobxoammo B napameTpe «Myb6andHbll IP-agpecy yKasaTb BHELWHWA
agpec firewall. Takxke Ha firewall gonxeH 6bITb HacTpoeH Npobpoc nopTtos ansa RTP u SIP-transport;

Talimaym oxcudaHua RTP-nakemos — GyHKUMA KOHTPOIA COCTOAHMA Pa3roBOPHOro TpakTa Mo Ha/Mumio
RTP-TpadMKa OT B3aumoaencTayloLlLero yctponctea. manasoH AonyCTUMbIX 3HavyeHuit ot 10 go 300
cekyHa. Mpu cHATom ¢dnare KOHTPonb RTP BbIKAOYEH, MPU YCTaHOBAEHHOM — BKAlOYeH. KOHTPO/b
OCYLLECTBAACTCA CAeAyolmMm 06pa3om: ecnu B Te4eHMe AaHHOro TalimayTa OT BCTPEUYHOro YCTPOCTBa He
noctynaet HM ogHoro RTP-nakeTa, n nocneaHuit nakeT He 6bla NakeTom NoAasieHUA nays, TO Bbi30OB
oTbuBaeTcs;

Talimaym omudaHus RTP-nakemoe nocne nosyveHus Silence-Suppression (MHoxumens) — TaimayT
0XXnaaHua RTP-nakeToB Npu MCNOAb30BaHWM ONUUK NOAABAEHNA Nay3. [Mana3oH A0NYCTUMbIX 3HaYEHU
oT 1 no 30. KoadpdUUMEHT ABNAETCA MHOMKUTENEM M ONPeaeNseT, BO CKOMbKO pa3 3HaYeHne AaHHOro

lNoepaHuyHble KOHMponepsl cecculi SBC 83



HELTEX

TalimayTa 6onblue, yem « Talimaym oxcudaHus RTP-nakemoe». KOHTPO/b OCYLLEeCTBAAETCA CaeayoLWwmm
obpasom: ecnn B Te4eHUEe AaHHOTO BPEMEHM OT BCTPEYHOro YCTPOMCTBA He MocTynaeT HuM ogHoro RTP
nakeTta u nocaeaHuin nakeTt 6bl1 NaKeTom NoaaB/eHUA nays, To BbI30B OTOMBAETCS;

—  Talimaym oxudaHua RTP-nakemos 8 pexcume yoepHaHuUs 8bi3080 (MHOX(UMesb) — TakMayT OXKUAAHUA
RTP-nakeToB OT B3aMMOZAENCTBYIOLLErO C AaHHbIM SIP-cepBepom SBC B perknmax, Koraa pasroBopHbIi
KaHan paboTaeT TONbKO Ha nepegadvy MO0 HeaKTMBeH. [lnana3oH A0NycTMMbIX 3HaveHuint oT 1 ao 30.
KoadpdnumneHT ABnseTca MHOXUTENEM WU ONpeaenseT, BO CKOJIbKO pas 3HayYeHWe AaHHOro TalimayTa
6onblie, yem « Talimaym oxcudaHus RTP-nakemos». KOHTPOAb OCyLLecTBAAETCA cneaytolmm obpasom:
€C/IN B TeYEHNEe JAHHOro BPEMEHM OT BCTPEYHOrO YCTPOMCTBA He mocTynaeT HM ogHoro RTP naketa, u
Pa3roBOPHbIM KaHaa paboTaeT To/IbKO Ha nepedadyy AMbo HeaKTMBEH, TO BbI30B OTOMBaeTcs;

—  Talimaym oxudaHua RTCP-nakemos, ¢ — ¢YHKUMA KOHTPOASA COCTOSIHUS Pa3rOBOPHOrO TPAKTa,
npUHMUMaeT 3HavyeHuAa u3 amanasoHa 10-300 c. BpemAa, B TeyeHMe KOTOPOro OXWMAAIOTCA NaKeTbl
npotokosia RTCP co BCTPEYHOW CTOPOHbI. MpK OTCYTCTBMM NAKETOB B 3a4aHHOM Nepuose BPeMeHu, B
C/nly4yae, ecn BCTPEYHOM CTOPOHOM paHee bbln oTnpasneH xoTa 6bl oguMH RTCP-nakeT, ycTaHOB/EHHOE
coeguHeHWe paspyllaeTcs;

—  KoHmpone IP:Port ucmo4yHuka RTP — npu BKAoYeHuM onumn, SBC cnegunt, 4yTobbl NPOXoXKaeHUe megma-
NOTOKa OT BCTPEYHOW CTOPOHbI OCYLLECTBAANOCH MMEHHO c Tex IP 1 nopTa, KoTopble yKasaHbl B SDP.
Mezana-noTok, NnpuLieaLwmii He ¢ yKasaHHoro IP nau nopta, 6yaet otbpolueH;

—  3anpawusaemvliii nepuod KoHMposs ceccuu (Session Expires, RFC 4028), ¢ — npu yctaHoBAeHHOM ¢nare
nogaepxueatotca Talimepbl SIP-ceccuin (RFC 4028). ObHOB/MEeHMEe ceccuM MNOALEPMKMBAETCA NyTem
nepeaaun 3anpocos re-INVITE B TeyeHne ceccun. [aHHbI NapameTp onpenenseT nepuos BPeMeHU B
CeKYHAOAXx, No UCTEYEHMM KOTOPOro NPoM3onaeT NPUHYAUTENbHOE 33aBEPLUEHME CecCUMM, B Clydae ecnu
ceccuna He byaeT BoBpems obHosneHa (oT 90 go 64800 c, pekomeHayemoe 3HaveHne — 1800 c);

V KoHtponb oxxupaHua RTP, RTCP-nakeToB, a TakXXe ucnonbsosaHne RFC 4028 npeaHasHayeHo Aansa
TOro, Yrobbl UCKNOUYUTL 3aBUCAHNE PaA3rOBOPHbLIX CeCCUii, YCTaHOB/IeHHbIX Yepe3 SBC, B cayyae
BO3HMKHOBEHMUA Npobiem C NPoXoXXAeHnem NaKeToB Ha ceTu oneparopa. Bce HeaKTUBHbIE ceccum

Yyepes cOOTBETCTBYlOLWME TaliMayTbl 6y4yT 3aKpbITbI.

—  SIP OomeH — AOMEHHOE MM#A, C KOTOPbIM TpaHK SBC perncrpmpyeTcs Ha cepBepe pernctpaunu (npu tune
pernctpauum UAC), nmbo gomeHHoe MMS, C KOTOpPbIM BCTPEYHOEe YCTPOMCTBO perncrtpupyetca Ha SBC
yepes TpaHK (npu TMne permuctpaumm UAS);

—  AboHeHmsbi 30 NAT — ycTaHoBUTb dAar, ecim HeobXxoAMMO NoaKAoHeHNEe aBOHEHTOB, HaX04ALWMXCA B
YyacTHoM ceTn (Haxogawmxca 3a NAT). TakKe AaHHaA HACTPOMKa MO3BOASET nepenasBaTb COOOLLEHUSA
npotokona SIP cMMMeTpUYHO (Ha MOPT, C KOTOPOro 6bla MPUHAT 3aMpoc) B CAyvae, €CiU KAMEHT B
MHULUMMPYIOLWEM 3anpoce He ncnonb3osan napametp RPORT;

—  Bpemsa xpaHeHua coeduHeHusa Ha NAT, ¢ — Bpems XpaHEeHMWA COOTBETCTBMA NOPTOB A/A CUFHA/bHOIO
TpaduKa, TaKKe orpaHMYMBaET NapamMeTp expires gna perucrtpaumm SIP-aboHeHTOB;

—  He ucnons3zosams noomeHy SDP mode 0nas npobpoca KINB yepez NAT — No yMONYaHWUIO, HauMHas C
Bepcum NO 1.9.2, SBC ansa obecneyeHUs KOPPEKTHOIO NPOKAOYEHNA MeAnnN B NPeAOTBETHOM COCTOSHUM
(KMB, ronocosbie coobuieHnn) ana knneHTos 3a NAT 6yaeT 3aaBnatb B SDP pexkum sendrecv, aaxke ecau
BCTPEYHan CTOpoHa cornacosasna sendonly nam recvonly. Onuma no3BonseT OTKAOUYUTb TAaKOE NOBeAeHME
1 aHoHcupoBsaTb B SDP To, UTO 3aABUNA BCTPEUHAnA CTOPOHaQ;

—  MuHumasnbHoe 8pemMs peaucmpauuu, ¢ — MWHUMaNbHOE BpemsA perucTpauuu, AonycTtumoe Aanas
aboHeHTa. MoKeT NpMHMMaTbL 3Ha4yeHus oT 60 ao 65535 cekyHa. ObpaTuTe BHMMaHWe, YTO 3HAYEHUA
meHee 120 ¢ MoryT NOBAUATL Ha MPOU3BOANTENbHOCTD;
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Bcez2da nepedasame 3anpocel REGISTER — no ymondaHuto SBC KawuMpyeT 3aperncrpmpoBaHHbIX
abOHEHTOB U NPW MOBTOPHbIX 3aMPOCaX, €CAN NPOLLIO MEHbLLE YETBEPTM BPEMEHMU pernctpaumm, bepér
MHbOPMALMIO U3 JIOKAZIBHOTO K3LLAa, BMECTO OTMNPaBKMU cO0bLLeHMA peructpatopy. Mpu BKAOYEHUN 3TOM
onuuun SBC Bceraa 6yaeTt nepecbliaTb 3aMpoCbl perucTpaTopy.

DSCP dns Signaling — tvn cepsuca (DSCP) ana curHanbHoro Tpaduka (SIP);

3HaueHne DSCP gna Signaling Ao/mKHO ObiTb 0OWMM A5 HanpasB/ieHUA C OANMHAKOBbIM MapameTpom
TpaHcnopTa (ceTeBoW MHTepdelic + NopT npuéma curHanmsaumm). Hactporikm DSCP ana RTP u SIP 6yayT
UrHopupoBaTbca npu ucnonb3osaHum VLAN ana nepepaum RTP 1 curHanmsauum. Ana npuoputusaumnm
TpaduKa B JaHHOM cny4dae byayT ncrnonb3oBaTbea Class of Service VLAN.
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OzpaHuyeHue yucaa o0Ho8peMeHHbIX cecculi

OrpaHW4eHne YACNA OOHOBPEMEHHBIX CECCH

® Bes OrpaHHYsHHA
OT 3APErWCTPHUPOBaHHBIX aboHeHTos | () MoNHOCTB 3aNPETHTS

) Mancuaym ICI ceccwil

®) Bes orpaHHuEHKA
OT HE3APErHCTPHUPOBAHHLIX aboHerTos | () MonHocTslo 3anpeTrTs

) Mancuaym lCI ceccwit

SIP oeer | [403 Forbidden v

— Om 3apea2ucmpupoBaHHbix abOHEHMO8 — OrpaHWYeHUEe 4YUCAa OAHOBPEMEHHbIX Ceccuin ans
3aperucTpmpoBaHHbIX abOHEHTOB:
— be3 oepaHuYeHUs — KONNYECTBO CECCUI He OrpaHNYEHO;
— [MonHocmesio 3anpemums — NOJHbIN 3aNpeT ceccui;
—  Makcumym N ceccull, rae N — KONMYecTBO 04HOBPEMEHHbBIX CECCUA;

—  Om He3sapeaucmpuposaHHbix AOOHEHMO8 — OrpaHUYEHWE Yucna OAHOBPEMEHHbIX Ceccui ans
He3aperncTpMpoBaHHbIX abOHEHTOB:
—  be3 0epaHu4eHUs — KONNYECTBO CECCUI He OrpaHNYeHo;
—  [MosHOCMbHIO0 3anpemumes — NONHbIN 3aNpeT ceccuis;
—  Makcumym N cecculi, rae N — KOAM4ecTBo 04HOBPEMEHHbIX CECCUM.

— SIP-omeem — SIP-Koa, BO3Bpal@emblit MpU MPEBbILEHUN AMMUTA OLHOBPEMEHHbIX ceccuir (no
ymonyaHuio 403 Forbidden). Bo3amoXHble BapuaHTbI:
— 486 Busy Here
— 403 Forbidden
— 503 Service Unavailable

BxodAawas cesAsb

BrogAwan ceAsb

Rule set | |[0] RuleSetD0 v| OrpaHU4EHHA KON-Ba CECCHA No Homepy AB

KokeepTupoeats RFC2833 Flash B SIP INFO | [

—  Rule set — npuMeHUTb ANA BXOAALLEN CUTHANM3aUMM Habop NpaBuA, CO34aHHbIN B MeHIo «Rule set»
(noapobHee B pasgene 4.1.3.5 Rule set);

—  KoHeepmuposamb RFC2833 Flash e SIP INFO — npeobpasoBbiBaeT curHan Flash, npuHAaTbiit meTogom
RFC2833, B 3anpoc INFO application/hook-flash npotokona SIP 1 nepeaaet ero 8o B3aMMoAeNCTBYIOLNIA
KaHan.

—  OepaHu4eHusA Kon-ea cecculi no Homepy A/B — n06aBuUTb NPaBUI0 OrPaHNYEHMA KOA-Ba OA4HOBPEMEHHbIX
BXO4ALLMX BbI30BOB /11 YKa3aHHbIX HOMepPOB. HacTpoiKka NosBAseTca nocae co3gaHua sip users.
dopmunpoBaHME  CNUCKA  NpaBuA  OFPAHUYEHWUA  MPOUCXOAMT  NpPWM  MOMOLWM  KHOMOK:

E — «[106aBUTb NPaBUIO OrpaHUYEHNAY;
w_ «PepakTnpoBaTb NPaBUIO OrpaHUYEeHNA»;

r
) — «Ypanut NPaBUIO OrpaHNUYEHUNAY;
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Aobasume macky Homepa

[o6aBUTL Macky HomMepa + %
CTopoHa ‘ Howmep A v|
Macka Homepa @ ‘ ‘
Maxc. kon-go ceccmii & ‘1 ‘
sip oreer : | 403 Forbidden v|
EE G

— CmopoHa — BbI6oOp HOMepa, 414 KOTOpOoro byaeT NPUMEHATLCA OrpaHUYeHme:

— Homep A — orpaHUYeHUE KOIMYECTBA O4HOBPEMEHHBIX CECCUI BbICTABAAETCS MO HOMepy A
(vHMumaTOp BbI30BA). MOUCK HOMEpPaA A NPOUCXOANT B CTPOrOM NOPAAKE NpUopUTeTa:
Remote-Party-ID - P-Asserted-ldentity - From.

Takum obpasom, ecnv 611 HallaeH 3aroioBok Remote-Party-ID, To Homep 6yaeTt npoBepsaTbCS
TOJ/IbKO B HEM, HOMEP B 3aro/ioBKe From B TaKOM C/lydae He y4MTbIBAETCA.

— Homep B — orpaHuyeHu1e Kom4yecTBa O4HOBPEMEHHbIX CECCUIM BbICTaBAAETCA No HOMepy B
(nonyyatenb BbI30Ba). MoncK HoOmepa B nporcxoauT B CTpOrom nopsaxe npuopuTeTa:
Request-URI = To
Takum obpasom, ecnm B 3arosioBke Request-URI ykasaH Homep, To 3aro/ioBoK To NpoBepATbCA He
oyaer.

— Macka Homepa — B KayecTBe aprymeHTa NponMncbiBaeTca peryaapHoe BbiparkeHne. CUHTaKCUC peryaapHbIxX
BbIPa*KEHUN aHANIOrMYEH PerynsipHbiM BblipaxeHuam ycnosuii gnsa Rule Set (4.1.3.5 Rule set - CuHTakcuc
perynapHbIX BblparkeHUN ANA COCTAaBNEHUA YCNOBUN);

— Makc. Kon-80 cecculi — MmakcMmanbHoe Aonycrmmoe Konm4yectso ogHOBPEMEHHDbIX CECCMﬁ,‘

— SIP omeem — SIP-K00, so3spauwaembili npu npesslieHuU AUMUma 00Ho8peMeHHbIX cecculi (no
ymon4yaHuto 403 Forbidden). BoamoxcHble sapuaHmei:
— 486 Busy Here
— 403 Forbidden
— 503 Service Unavailable

Ucxodawana ceaswb

Mcxogawan cenzt

MoBeneHMe NpW NepeHanpasneHti |3aBEpLIJaTb BbI30E b |

— [losedeHue npu nepeHanpasneHuu — Bbi6op pexmma paboTbl SBC npu nonydeHmun otseTta 302 CO CTOPOHDI
b:

—  3asepwams 8b1308 — Npu nonydeHmmn oteetos 301/302/305 co cTtopoHbl b SBC 3aBepLUMT BbI3OB;

—  TpaH3umums omgem — npu nony4eHmm oteetos 301/302/305 co ctopoHbl b SBC nepeHanpasuT
ero Ha CTopoHy A, 3arosioBok Contact B aTom cnyyae nepepaetca 6e3 MameHeHul (Moxket
NPUBECTU K Nepesaye BHYTPEHHMX afPeCcoB BO BHELLHIOW CETb);

— Obpabameisamb omeem — npu nonydeHun orsetos 301/302/305, B KOTopbIXx 6yaeT yKasaH
Contact C, SBC nonbiTaeTca OTNpaBUTb BbI3OB eMy, YBEAOMMUB CTOPOHY A O nepeHanpasBaeHUN
Bbi3oBa otBetom 181. Ecnm B Contact copepxutca agpec camoro SBC, To OH npo3payHo
npobpocut coobuieHme 302 Ha cTOPOHY A, yKasas B noJsie Contact agpec cTOpoHbI A.
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Hacmpoliku SDP

HacTpowuku SDP

Hopmanusauwa fax sdp no rfc 3108 w

Paspewmrs aCMMMETPUHHBIE AMHAMKeckne payload type

Hopmanuzayus fax sdp no rfc 3108 — npu BKAOYEHUM ONLUM NPU OTNPABKE COOOLEHUA B laHHOE
HanpasneHue aTpmbyT gpmd 6yaeT Bbipe3aTbes M3 sdp;

Paspewums acummempuyHele OuHamuyeckue payload type — ecnm onuua akTMBHA, TO B
coobuweHnn 2000K ¢ SDP answer, oTnpasneHHble 3ToMmy Destination, SBC He byaeT 3ameHATb
payload type Ha TOT, uTo 6b11 NONYYeH B offer. Eciv onuma HeakTUBHA (MoBeAeHWE NO YMONYaHMIO)
— payload type Ha neBom 1 NpaBom nsieye Bbi30Ba byAeT OAMHAKOBbIM.

Omekntouums offroad npu nonyyeruu ICE — ecnn Ha SBC npuxoanT 3anpoc, B sdp KOTOPOro ectb
TpeboBaHue ncnonb3osaHua ICE-TpaHcNopTa, TO NO YMONYaHMIO BKAoUYaeTca pexkum offroad (SBC
nponycKaeT Takoi sdp 6e3 nogMeHbl afpecoB 1 NPOYMX NapameTpoB). Eciu akTMBUMpOBaHa onums,
TO pexkum offroad oTkntovaeTca n meama cornacyetca yepes SBC.

MNMapamempeol STUN-cepsepa

MapameTpm STUN-cepeepa

Henonesoeats STUN | [

IP STUN-cepespa | [0.0.0.0 |

Mopt STUN-cepeepa |34'r'3 |

Mepwon 3anpocos |6[J |

Ucnionezoeame STUN — npwu yctaHoBneHHoM daare ncnonbsosatb STUN;
IP STUN-cepsepa — IP-appec STUN-cepBepa;
Mopm STUN-cepsepa — nopT cepBepa ANa OTNPaBKM 3anpocos (no ymondyaHuto 3478);

lMepuo0 3anpocos — nHTepBan mexay 3anpocamm (10-1800 cekyHA nam O — B 3TOM c/lyyae 3anpoc
6yLeT OTNPaBAATLCA NPW OTMPABKE KaXKA0ro coobweHua. Mo ymonyaHuto 60 cekyHa).

MNoapobHoe onucaHue paboTbl co STUN-cepBepom npuBeaeHo B pasgene ¢ Hactpoikamu SIP Destination,

cm pasgen4.1.3.2.

PacwupeHHbie Hacmpoliku npomokona SIP

PaboTaloT aHanormyHo Hactpoikam B SIP Destination, cmoTpuTe HacTpoliku npoTtokona SIP B pasgene
4.1.3.2.
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4.1.3.4 SBC Trunk

B faHHOM MOAMEHIO NPOM3BOAMTCA HACTPOMKaA TPAHKOB A8 Lenei pacnpefeneHua Harpysku wuam
pe3epBUpOBaHNA KaHanoB. MorKeT bbITb CO34aHO A0 256 TpaHKOB.

Ona co3paHuA, pefakTMpPOBaHUA U yaaneHusa 3anuceit ucnonibsyetca meHto «06vekmel» - «Jobasume
06bekm», «06vekmoi» - «Pedakmuposams 06bekm» n « O6veKkmol» - «Y0anums 06bekm», a TakyKe KHOMKU:
-  «Jdobasumb»;
—  «Pedakmuposamey;
—  «Ydaaumoe».

KoHgpuypayusa SBC —> SBC Trunk

SBC Trunk
Ne WuR SIP Destination BanaHcHpoBKa Harpy3kn TaimayT 6anaHCUpPOBKN HAarpy3kM, C
0 SbcTrunk00 - active-active 5
Lobasute Fepaxtupoeats Yaanute

KoHdpuaypayusa SBC —> SBC Trunk
=> «Jobasumes» unu «Pedakmuposamsob»

Mapamempsbl mparkos
p p p SBC Trunk 0
WmA | |SbeTrunk00
- Uma — npon3Bo/sibHOE MMA ONA VIAeHTMd)MKaLIMM clrun
BanaHcipaBKa Harpyakn | | active-active v
(ymobHoe gnsa onepaTopa);
— EaﬂchupOGKG H02py3Ku —  TUn pa3,ﬂ,eﬂeHMﬂ TaimayT GanaHcHpoBKN HATPY3KK, C | |5
Harpysku mexay SIP-cepsepamu: SIP Destinations
— Active-active — HarpysKa 6a/1aHCMpyeT BribepuTe destination v NobasnTs
¥+ 4
NIE)'K,CI'y SlP'CEDBepaMM B npOU'EHTHOM MpumernTs OTMeHNTE
cooTHowweHun 50/50;

Active-backup — BcAa Harpyska nepepaetca yepe3 nepsbiii SIP-cepBep. Mpu HeaocTynHOCTH
nepsoro SIP-cepBepa Harpyska 6yaeT HanpasaeHa Ha BTopoit SIP-cepBep;

Talimaym 6aa0HCUPOBKU HAO2PY3KU, C — BPEMSA, Yepes3 KOTOpoe Bbi30B ByaeT Hanpas/ieH Ha pe3epBHbIi
SIP-cepBep B c/iy4ae, ecam cepsep, Ha KOTOPbIW BbI3OB YKe Obln HanpaBAeH, OKa3anca HeLOoCTYMNeH.

B 6510Kke SIP Destinations BbibupatoTca HanpasaeHus gns go6aBneHuaA B TpaHK. TaKKe BO3MOMXKHO yAa/UTb

HanpasneHue 13 TpaHKa, HaXKaB MKOHKY % («Ydanume») B SIF Destinations

BbIGPAHHOV CTPOKEe. 3eneHble CTPe/NKM MOoj, CMMCKOM 1| e v
No3BONAIOT NepemMeLlaTb BblAeeHHble 3anucy B Tabauue, 20 ”'E):E;nal 4
HacTpauBas nopaaoK (npuoputer) CO3/,aHHbIX e

Hanpas/eHUN.
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4.1.3.5 Rule set

B naHHOM pa3aesnie HacTpamBakTCA NpaBuia KOMMYTaL MK Bbi3oBOB Yepe3 SBC. Bcero moxkeT 6bITb CO34aHO0
00 512 HabopoB npaBua, B KOTOPbIX MOTYT ObITb pacnpeaeneHbl 4o 1000 npasua. OrpaHUYEeHME Ha YACI0 NPaBU
obuee ana sBcero SBC, oanH Habop npaBun moxKeT cogepKaTtb 40 1000 npasun. Takum obpasom, Hanpumep, Ha
SBC mo¥HO co3aaTb oanH Habop npasua ¢ 1000 npasun, iMbo 512 HabopoBs ¢ ABYMA NPaBUAAMMU B KaXKAOM.

Ons co3paHua, peaakTMPOBaHMA M yaaneHuUa 3anuceit Ncnosiblyetca meHto «0b6vekmsl» - «/lobasume
06vbekm», «06vbekmbi» - «Pedakmuposams 06bekm» n « O6veKkmol» - «Y0anums 06bekm», a TakyKe KHOMKU:

-  «Jdobasumb»;
—  «Pedakmuposamey;
—  «Y0aaumoe».

Hacmpolika Habopoe npasun

— ma — npousBonbHOe UMA A uaeHTuduKaumm
(yaobHoe ana onepaTtopa).

Ka)KLI,bIVI H360p npaBu1 MOXET CcoaepaTb HECKOJIbKO
npaBua, KOTOPblIE ONpeaenAatoT, NPU KaKUX yYCI0BUAX U B KaKOe
HanpasaeHwme Tp66yeTCF| OTNPaB/IATL BbI3OBbI.

KoHgpuzypayusa SBC —> Rule set

Rule set
ha Wma
0 Rule=et0n
1 RuleSetd1
HobaBuTe Pepaktupoeats YoanuTe

KoHdpuaypayusa SBC —> Rule set —> «Pedakmuposameo»

Hacmpoliku npasun

Ana co3pgaHua, penakTMpoBaHMA U yaaneHnAa npasun

cnyxat KHonkm  «Jobasume», «Pedakmuposame» U
«Y0anume». 3eneHble CTPENKM PALOM C  KHOMKaMM
pefakTMPOBaHMA MNO3BOAIOT MepemMellaTb BblAeNeHHble

3anMcn B TaGleu,e, HaCTpanBaAa MNOPAOOK pPacnosioxKeHnA
CO34aHHbIX NpaBu.

Rule set

Rule set 16
Ymal2016_loop
Coxpanuts | | TMEHUTE
Rules
Ne Wima BesicTaue WHTepean epemenn padoTe!l
0 RouteRuie18|Send to destination "[23] 2016_out"|
DoBaeuTte PeaaxTupoBate Yasnute ‘ ’

KoHdpueypayusa SBC —> Rule set —> «Pedakmuposameo»

- WUmsa — npou3BoabHOE numa ana
naeHtuoumkaumm (yaobHoe ana onepartopa);

—  [felicmeue — pelictBMe, KOoTopoe Tpebyetcs
Npou3BecTM Hafg, CoobLEeHUAMKN, NonasLUMM
nopa, ycnosumsa npasuna:

—  Reject — coobueHune byanet
OTHpPOLLEHO;

— Send to destination — coobleHne
6yoetr oOTnpaBNeHO B  OAHO U3
HanpasaeHUN;

— Send to trunk — coobuweHune byaet

HanpaB/ieHO B OAWH M3 TPaHKOB;

—  SIP Destination/SBC Trunk — none gns sbibopa
Hanpas/ieHMA WAW TpaHKa, MOABAAETCA Npu
BblbOpe AeincTBMA, OTANYHOrO OT Reject;

Rule set

HacTpo#kn npasuna

WmA | |RouteRule00
OeficTeme | | Reject v
He nepegnasartk: diversion

HMHmepean Bpemenn padoTel Yy I-YY I

Ycnoswua

v
v
v
v

v

4
CoxpaHuTs OTMeHUTB

—  He nepedasame diversion — npu BKNHOYEHHOM

onuum none Diversion He ByaeT nepeaasaTbca B CTOPOHY BbibpaHHoro SIP Destination/SBC Trunk;
—  UHmMepsan spemeHu pabomsi — UHTEPBAN BPEMEHU, B TEYEHME KOTOPOTO Npasmio byaet paboTtatb. BHe
3TOr0 WHTepBasa NpaBwuao oTpabaTbiBaTbca He OyaeT. dopmaT HACTPOWMKM — [Mana3oH BPEMEHMU,

3anucaHHbIn Kak "Y4:MM-Y4:MM".
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Ycnosusn

B 610Ke «Ycnos8ua» NPoON3BOANTCA HACTPOWKA YCA0OBUIM ANS OnpeaeneHusa Toro, nonaaaet an coobllieHme
noa npaswuno. B nesom cTonbue HacTpamMBaeTcAa nepeyeHb MapameTpoB NPOBEPKW, B MPaBOM — 3HauyeHus
napameTpos. [1na cpabaTbiBaHUA NpaBUAa BCE YCA0BUA A0MKHbI ObITb UCTUHHBIMU. ECM y NpaBMaa HET yCNoBUN,
oHO byaeT cpabaTbiBaTh Bcerga.

MNapameTpbl NpoBEpPKU:

—  Bce — He npou3BOAMUTCS HUKAKUX A0MNOJIHUTE/IbHbIX NMPOBEPOK, CO0bLIEHMA 0bpabaTbiBalOTCA COrNacHoO
nonto «/lelicmsue»;

—  WmsA u3 3a20n108Kka From — npoBepAeTca MMA M3 3arofioBKa From, gonyckaeTcs NpoBepKa 4epes
perynsapHoe BblparkeHue;

—  JlomeH u3 3a020n108Ka From — npoBepaeTca AOMEH M3 3aronoBKa From, gonyckaeTca npoBepKa yepes
perynsapHoe BblparkeHue;

— URI u3 3az20n08ka From — nposepAaetca URI u3 3aronosBka From, gonyckaeTca npoBepKa 4yepe3s
perynsapHoe BblparkeHue;

—  UWmA u3 3a20108Kka To — NpoBEPAETCA MMA M3 3aroNoBKa To, AONYCKAETCA NPOBEPKA Yepes peryasapHoe
Bblpa*KeHue;

— [JomeH u3 3020s108Ka To — npoBepsAeTcA AOMEH M3 3arosioBKa To, AOMNyCKaeTcA NpoOBepKa 4epes
perynapHoe BblparkeHue;

—  URI u3 3az20n08ka To — nposepsaetca URI n3 3aronoska To, AoNyCKaeTca NpoBepKa vyepes peryasapHoe

Bblpa*KeHue;

—  WmaAa u3 Request-URI — nposepsaetca nma us Request-URI, gonyckaeTca npoBepKa yepes peryaspHoe
Bblpa*KeHue;

—  MomeH u3z Request-URI — nposepsaeTtca gomeH ns Request-URI, gonyckaeTtca nposepKa Yepes perynapHoe
Bblpa*KeHue;

—  Request-URI — nposepsaetca Request-URI, gonyckaeTca npoBepKa Yepes perynapHoe BblparkeHue;
—  IP ucmo4yHuka — nposepaeTca IP-agpec NCTOYHMKA, AONYCKAETCA YKa3aHMWe KaK oTaenbHoro IP, Tak u
noaceTtu 8 Hotauum CIDR: 192.0.2.0/24;
—  User-Agent — npoBepseTtca User-Agent, 4ONYCKaeTcA NPOBEpPKa Yepes peryaspHoe BblPaXKeHUE;
—  3Ha4eHue 30207108Ka — NPOBEPAETCA 3HAYEHME YKAa3aHHOIO 3aro/I0BKa.
dopmart 3anosHeHUnA nonsa
sip_header_name: regular_expression, rae:
— sip_header_name — ums 3aronoBka, No Kotopomy byaeT npoxoauTb NpoBepkKa. TpebyeTca
TOYHOE COBMaZEeHME C UCKOMbIM 3aro1I0BKOM. Mcno/ib3oBaHMeE peryispHbIX BbiparkeHU He
OOMNYCKAeTCs, PerMcTpoHe3aBUCUMbI NapameTp;
— regular_expression — noACTpOKa, KOTOpan ULLETCA B 3aro/I0BKe, A0MNYCKAETCA NPoBepKa
yepes perynapHoe BblpaxKeHue.
Mpumep ycnosua «3HauyeHUe 3aro/I0BKa»
X-SB-Callinfo: code=1234
B o4aHHOM cnyyae maplipyTM3auma Ha yKasaHHOe HanpaBaeHue byaeTt npoucxoguTs, ecnm B SIP
coobueHnn coaepkuntca saronosok X-SB-Callinfo 1 ectb noacTpoka code=1234.

BO3MOXXHO U3MeHUTb NOPAJOK ycnosmﬁ, Bbl6paB ycnosune KJIMKOM No noJito N nepemectuTb ero sbille nan
HUXKEe 3eNEHbIMMN CTpeNKaMM, KOTopble HaxoaATCA No4 CMMCKOM YC}'IOBMﬁ.

CuHmMakcuc pe2ynapHoix ebipayceHuli 048 cocmaeseHus ycaoeuli

1. PerynapHoe BbIpa)KeHWe ONWUCbIBAETCA KOmMbBMHauuen 6yKB naTMHCKoro andasuta, umbpamu u
cneuynanbHbIMU CUMBOIAMMU.

Mpumep: 12345@my\.domain — cTpoka, cogepkawaa «12345@my.domain». Cumson «.» (Touyka) B
AaHHOM 3anucuy ABAAETCA CneumanbHbIM 1 Obl 9KpPaHMpPOBaH, NogpobHee B NyHKTe 11.
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2. MocnepoBaTeibHOCTb CMMBOJIOB, 3aK/AOYEHHaA B KBagpaTHble CKOBKM, coOTBEeTCTBYET ntobomy M3
3aKNOYEHHbIX B CKOBKM CMMBOJIOB.

Mpumep: [01459] — cooTBeTCTBYET 0AHOM M3 uMdp 0, 1,4, 5 nnn 9.
3. B KBaApaTHbIX CKOBKax MorKeT 6bITb YKa3aH AMana3oH CMMBOJIOB Yepes Tupe.
Mpumep: [4-9] — cooTBETCTBYET OAHOMY U3 Yncen ot 4 ao 9.

Mpumep: [a-d4-97] — KombBUHALMA NpeabIAYLMX BapnaHTOB 3anucu. CooTBeTcTBYeT Ntoboii byKBe OT «a» 0
«d», ogHOMY M3 yncen ot 4 go 9 unm umcny 7.

4. CnmBon «» 0603HaYaeT Ha4yano CTPOKMU.
lpumep: N7383 — cTpoOKa, KOTOpaa HauMHaeTcA Ha 7383.
5. CumBos «S» 0603HAYaET KOHEL, CTPOKM.

Mpumep: 100$ — cTpoKa, KOTopas 3akaHumBaeTca Ha 100.

Mpumep: A0000S — cTpoKa, KOTOpaa TOYHO cooTBeTCcTBYeT «40000».
6. CMMBOA «.» (TOYKA) O3HAYaeT NtoHbON CUMBO.

Mpumep: N7383....... — CTPOKA, KOTOpan HaunmHaeTcAa Ha 7383 1 ganee COAEpPKUT CeEMb NI0ObIX CUMBOJIOB.
Mpn 3TOM CTPOKA MOXKeT BbITb ANMHHee. YTOObl TOYHO OrpaHMYUTL CTPOKY, B KOHLE cneayeT [06aBuThb
cumBon «S»: A7383.......5.

Mpumep: A.....5 — CTPOKa, KOTOPas COAEPMKMUT POBHO NATb Nt06bIX CUMBOJIOB.

Mpumep: ..... — CTPOKa, KOTOPAA COAEPKMUT Ntobble NATb CMMBOIOB. Bonee A/IMHHbIE CTPOKM TOXKE NonagatoT
croaa.

7. CumBoOA «*» 03HAYaeT NOBTOPEHME NPeAblAYLLErO CUMBO/A HOMb U Bonee pas.

Mpumep: 45* — cTPOKMK, KOTOPbIE coaepKaT nocneaoBaTenbHoCcTb: 4,45, 455 u T. 4.

8. CumBoO~n «+» O3HayaeT NOBTOpPEHUE Npegbliayulero cMmeosia oguH n 6onee pas.

lpumep: 45+ — CTPOKK, KOTOPbIE CcoAepKaT nocaenoBaTenbHoCcTb: 45,455 u 1. Aa.
Mpumep: A2.+ — CTPOKA, KOTOPAA HAYMHAETCA Ha ABa M NPOAOKAETCA OAHUM 1 Boslee KOANYECTBOM HODbIX
CMMBONOB.

9. B purypHbIXx CKOBKax MOMKET YKa3blBaTbCA TOUYHbIN AMana3oH NOBTOPEHMIA CUMBO/IOB:

— {k, m} — noBTOpEHME NpeablayLiero cumeona ot k 4o m pas;

— {k,} — noBTopeHue cumeona k pas u bonee;

— {,m} — noBTopeHuMe cumBona He bonee m pas;

— {n} — noBTOpEHMEe cMmBONA TOYHO n pa3. AHanoruyHo {n,n}.

Mpumep: 77{0,1}38329[0-5][0-9]{4}S — ntoban cTpoKa, B Hauase KOTOPOIN COAEPIKMTCA NN HE COAEPIKUTCA

cemMépKa, 3aTem nocsegoBaTtenbHOCTb 38329, 3aTem oAHa Aobas uudpa OT HyAA A0 NATU U cnegom
yeTbipe Nobble uMdpbI.

10. B Kpyrabix CKOBKax MOMHO rpynnmnpoBatb Bblpa*XeHUA. O6bIYHO NCNonb3yeTcA C CUMMBOJZIOM «|»
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(BepTMKanbHas yepTa), KOTOPbIM 03HavYaeT normyeckoe UU.

Mpumep: (A9000$ | *10000S8) — cTpoka cooTseTcTByeT 4ncay 9000 nan 10000.
Mpumep: N7]8)[0-9]1{10}$ — cTpoKa HauMHaeTCA C CeMEPKM MU BOCbMEPKM U 3aTem comepkuT 10 undp.

Mpumep: M4[0-4]|5[3-4]) — cTpoka HaumHaeTca Ha 40, 41, 42, 43, 44, 53 naum 54.

11. [ns cpaBHEHMA CO cneunanbHbiMU CUMBONAMM, UCMOIb3YEMbIMU B PETYIAPHOM BblpaXKeHUn, TpebyeTcs
3KpPaHMPOBaTb NX CMBOJIOM «\» (0BpaTHbIN creLw).

Mpumep: N\+7.* — cTpoKa, KOTOpas HauYMHaeTCca Ha +7.
4.1.3.6 [fuana3oH RTP nopmoes

B paHHOM pasgene KoHobuUrypupyetca auanasoH noptos UDP gna nepepaym ronocosbix RTP-nakeTos.
MoseT 6bITb 33gaH0 oT 1 g0 32000 nopToB.

KoHgpuzypayusa SBC —> luano3oH RTP nopmos

Mapamempeoi UDP-nopmos: IS

—  Ha4aneHelli nopm — Homep HayanbHoro UDP-nopra,
MCMo/Ib3yeMoro A/ nepeaayun pasroBopHoro Tpadumka (RTP) n
OaHHbIX No npoTtokony T.38;

—  [luana3oH nopmos — pAnanasoH (konuyectso) UDP-nopTos, | |Ananasonnopros & [[10000

MCMo/b3yeMbIX ANS nepeaayn pasroBopHoro Tpaduka (RTP) un

Napametpel UDP-nopToe ANA nepega4u RTP Tpaduka

HauaneHeit nopt € | |20000

OaHHbIX No npoTtokony T.38.

Bo usbexxkaHne KOHPAMKTOB, NMOpTbl, Ucnonblyemble pgna nepegaunm RTP n T.38, He A0NXKHDI
e nepeceKkaTbcA C NOPTaMM, UCMOJIb3yemMbiMU Nog curdHanusaumio SIP (no ymonuyaHuio nopt 5060).

4.1.3.7 Cmamucmuka SIP

B aTom pasaene HacTpamBaeTca OTO6paxKeHue M CocTaB rpynn CTaTUCTMK. Jllobasa rpynna moxeT 6biTb
CKpbITa U3 MeHto «MoHumopuHe - Cmamucmuxa SIP». B rpynnax ¢ 8 no 11 BKAOYMTENbHO MOTYT BbITb HACTPOEHbI
YyuYnTbIBaEMble B HUX Koabl oTBeToB SIP 1 oTobparkaemoe HanmeHOBaHWe CYETYMKOB.

Kordpueypayua SBC —> Cmamucmuka SIP

CratucTuka SIP

Mo HMma CKpLITE
Total calls duration

Incoming call-legs

Cutcoming call-legs

IMessage received

IMessage send

| k| e

Redirected calls 3xx

Answered calls with successfull final
Answerad calls with error final, usually only by timeout
404, 410, 484, 485, 604 wrong number
486, 600 busy

10 |403, 430, 487 no answer

11 (403, 603 prohibitions

12 |4xx except aforecited codes

13 | Gxx

14 |Gxx except aforecited codes

15 |Unanswered other calls

W~ >

=]

PegakTupoeate | | Mo ymonuyaxuo

[Na HacTpOMKM rpynnbl HAAO BbIAENUTb €€ B Tab/uLe U HaxKaTb KHOMKY «Pedakmuposame». Ona cbpoca
napameTpoB rpynnbl K CTaHAAPTHOMY COCTOSHMIO HaA0 BbIAENNTb M0 U HaKaTb KHOMKY «[10 yMOAYAHUIO».
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Mpy peaakTMpoBaHWUM OTKPOETCA C/ledylollee OKHO B 3aBUCMMOCTM OT TMNa rpynnbl: C peaakTMpoBaHNeM
TO/IbKO BUAMMOCTM U C MONHbIM peaaKTUPOBaHUEM.

Cratuctuka SIP

Tpynna cTaTUCTHEW 8 CratucTrka SIP

WMma| 404, 410, 484, 485, 604 wrong number
CHpEITh Tpynna cTatWcTHen 0

Cnucok KOOQOB OTBETOB -
Wma| Total calls duration

484,418,484, 485,504
CrpeiTs

Coxpavnts | | OTMeHUTE Coxpanuts | | OTMeRMTL

[na HacTpOMKKM AOCTYNHbI:

—  Uma — otobpaxkaemoe UMA rpynnbl CTaTUCTUK;

—  CKpblmb — Npw ycTaHoBAeHHOM diare rpynna He bygeT oTobpakaTbCsa B NPOCMOTPE CTAaTUCTUK;

—  Cnucok Ko0os omeemos — ctofa 3aHocaTcA SIP Koabl 0TBETOB AN1A y4éTa B BbIBpaHHOM rpynne CTaTUCTUK.
JonycKatoTca Kogbl B unciosom suge ot 400 go 699, pasgpenéHHble npobesiom, 3anATON, 3HAKOM
Tabynsaumm nam nepeHoCcom CTPOK.

4.1.3.8 CDR-3anucu
B gaHHOM pasaene NpoM3BOAMTCA HACTPOMKA NapaMeTpPoB A8 COXPaHEHUS AEeTannU3MpPOBaHHbIX 3anucei
O BbI30Bax.

CDR — peTann3npoBaHHbIE 3aMUCK O Bbl30BaX, MO3BOAAIOT COXPAHUTb MCTOPUIO O COBEPLUEHHbIX Yepes
wnto3 SBC Bbi3oBax.

CDR-3anmucu

CDR:

Hactpoikn coinawnn COR-danoce

Pexoau 0023HMA | | ¢ 38a8HHmiM nepuoaon ¥

w0 ¥

MpwwernTs Ormeruts
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Mapamempeoi coxpaHeHua CDR-3anuceli

—  Brmoyums coxpaHeHue CDR-3anuceli — npwu YyCTaHOBAEHHOM dnare ycTpouctso byaer
dopmuposatb CDR-3anucu.

Hacmpoliku co30aHusa CDR-gaiinos

—  Pexum co38aHus — BbIbop pexknma cosgaHus ¢ainos CDR:

e 3a0aHHbIM rnepuodom — CDR-daiin co3gaeTtca no UCTeYEHMM YKa3aHHOro nepnoaa ¢ MOMEHTA
3arpy3Ku yCTPOMCTBa;

e 00uH pa3 6 cymku — CDR-daiin co3gaerca oanH pas B CYyTKM B YKa3aHHOE Bpems;

e 00uH pa3 6 Yac — CDR-¢ain co3gaeTtca oauH pa3s B Yac B yKa3aHHOE Bpems;

—  lepuod coxpaHeHus: [AHu, Yacel, MuHymsi — nepuos dopmupoBaHua CDR-3anucein, B TeyeHue
AaHHoro nepmoga CDR-3anucK xpaHATCA B ONEpaTMBHON NamATH, NOC/E — COXPAHATCA HA JIOKaNbHbIM
UCTOYHUK XpPaHeHUA;

—  Jobasumes 3020/1080K — npu ycTaHoBAeHHOM dnare B Hayano CDR-¢painna 3anmcbiBaeTcs 3aroNoBOK
Buaa: SBC-1000. CDR. File started at 'YYYYMMDDhhmmss', rge 'YYYYMMDDhhmmss' — Bpema Havana
coxpaHeHwus 3anucei B paiin;

—  OmauyumenoHsili NPU3HAK — 33agaeT  OT/IMYUTE/IbHbIM  MPU3HAK, MO KOTOPOMY  MOXKHO
NMAEHTUOULMPOBATb YCTPOMCTBO, CO34aBLLUEE 3aMUCh.

Hacmpoiiku n10KanbHO20 XpaHeHus

— COoXpaHAMb HA /I0KA/AbHOM OuCKe — npu ycTaHoBneHHoM ¢nare CDR-3anucy COXpaHAOTCA Ha
NIOKa/IbHOM HaKonuTene;

—  Tlymb K 10KaaAbHOMY OUCKY — NyTb K JIOKA/IbHOMY Hakonutento. MNpu yKasaHUM NyTU K NOoKasbHOMY
AVCKY B MEHI0 0TObpasmuTca CNMCOK Nanok M ¢ainoB Ha AaHHOM AMcKe. [Ns 3arpysku OaHHbIX Ha
KOMNblOTEP HEOHXOAMMO YCTAaHOBUTL dhar HanNnpPoTUB TpebyeMbix 3anuceit U HaxaTb «3azpy3ums». Mpu
3TOM Manka ¢ 3anucamu byzeT nomelleHa B apxus, KOTOPbIM BO M3berKaHue NnepenosHeHus AWCKa
peKoMeHAyeTcA Nocne 3arpy3ku yaanutb. Ona yaaneHus yxKe HeaKTya/ibHbIX AaHHbIX Heobxogumo
YCTaHOBUTL $nar HaNnpPoTMB Tpebyemblix 3aMMCeN U HaXKaTb «Y0aaume»;

HacTpoiki NOKANLHOTO XpanexnA Manku 1 Gannel Ha NOKaNLHOM ANCKE
- - 20111205
v
anpexropui no aatam ¥ 20111208
Bpewn xpawess gawwsoc: Jrw ([0 W
yy.targz
Uacs||Q 7
Vom0 ¥ 3arpyauTs Yaammte

—  UcnonvzosaHue dupekmopuli — BbIGOP AMPEKTOPUI AN XPaHEHMA AaHHbIX CDR:

e Jdupekmopuu no damam — CDR-3anMCKM COXPAHAIOTCA B OTAENAbHbIX AUPEKTOPUAX, UMSA
OVPEKTOPUM COOTBETCTBYET gate co3gaHua ¢anna CDR, ¢opmat umeHu «cdrYYYYMMDD»,
Hanpumep, cdr20150818;

e FOuHaa Oupekmopus — Bce CDR-3anucy COXpaHAOTCA B eAuHbli KaTanor «cdr_all» Ha
BbIOpPaHHOM HaKonuTene;

—  Bpems xpaHeHusa O0aHHbIx: [Hu, Yacel, MuHymsl — nepuog xpaHeHus CDR-3anucei Ha fioKanbHOM

HakonuTtene Ancke.

V B onepatuBHOI1 NnamaTK ycTpoiicTBa BbigeneHo 30 MB gna xpaHeHua CDR-3anuceid.
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’ Ecnn 06bem nonydeHHbix CDR-3anuceit npesbicut nopor 30 MB 4,0 ucteyeHnsa nepuoga XpaHeHus,
= BCe AajbHeililumne 6UNNMHIOBble AaHHble, NOCTYNaKLWMe B 3TOM NPOMENKYTKe BpemeHu, byayt
yTepsHbl.
Hacmpoliku FTP cepsepa

—  CoxpaHamb Ha FTP — npu yctaHoBsieHHoM ¢pnare CDR-3anucu byayTt nepenasaTbcs Ha FTP cepsep;

— FTP cepsep — IP-agpec FTP cepBepa;

—  FTP nopm — TCP-nopt FTP cepsepa;

— [IMymes K ¢paliny — yKasbiBaeT NyTb K nNanke Ha FTP cepBepe, B KoTopyto 6yayT coxpaHaTbes CDR-3anucy;
— JloauH 0as FTP — vmaA nonb3oBaTens ana gocrtyna K FTP cepsepy;

— [aponb 0as FTP — naponb nosib3oBatena aas gocryna K FTP cepeepy.

Hacmpoliku pe3epseHozo FTP cepsepa

— CoxpaHame Ha FTP — npw yctaHoBneHHoM dare CDR-3anuncun byayt nepesaBaTbCca Ha pe3epBHbIn FTP
cepsep;

— TonbKo 8 criyyae Heydayu Ha 0CHOBHOM FTP — ecnv onuus 3agaHa, To coxpaHeHne CDR Ha pe3epBHbIi
FTP-cepBep 6yaeT Npon3BoAUTbLCA TOJIbKO NPU Heygaye 3anmMcK Ha ocHoBHoW FTP cepeep. B npoTMBHOM
cnyyae CDR 6yayT 3anMcbiBaTbCA OAHOBPEMEHHO HA OCHOBHOW M pe3epBHbI cepBepbl;

— FTP cepsep — |P-appec pesepBHoro FTP cepsepa;

—  FTP nopm — TCP-nopt pe3sepsHoro FTP cepsepa;

— [lymeo K ¢paliny — yKa3biBaeT NyTb K Nanke Ha pe3epBHom FTP cepBepe, B KOTOpyo ByayT coxpaHATbCA
CDR-3anucuy;

— JloeuH 0na FTP — nms nonb3oBaTtens gns Aoctyna K pesepsHomy FTP cepsepy;

— Taponb 0ns FTP — naponb Nosib3oBaTensa aaa Aocryna Kk pesepsHomy FTP cepsepy.

lMpoyue Hacmpoliku

— CoxpaHAmb HeycrieuiHble 8bI1308bI — MNpU  YCTaHOB/MEHHOM ¢nare 3anucbiBatb B CDR-daitnbl
HeycneluHble Bbi30Bbl (HE OKOHYMBLUMECA PA3roBOPOM);

—  CoxpaHamb nycmele ¢alinbl — Npu yCTaHOBAEHHOM ¢1are COXpaHATb He cogepkawume 3anuceli CDR-
dainbl.

4.1.3.8.1 ®dopmar CDR-3anucu

— 3aronoBoK, obwwuin pna  Bcero CDR-¢aina  (napametp nNpUCYTCTBYET, €CAM  YCTaHOBJEHa
COOTBETCTBYHOLLLAA HACTPOMKA);
—  OTAnuuTenbHbIM NPU3HaK (NapameTp NPUCYTCTBYET, €CIM YCTaHOB/IEHA COOTBETCTBYIOWAA HACTPOMKa)
(SIGNATURE);
— Bpems ycTtaHoBneHus coeanHeHuns B dopmate YYYY-MM-DD hh:mm:ss (DATATIME);
—  WHdopmauma o BbI3biBatOWEM abOHEHTE:
e HoMep Bbi3blBatolero aboHeHTa (KOD_A);
e HOMep TpaHKa BbI3blBatowero aboHeHTa (He peannsoBaHo B Tekywen sepcun) (N_TR_GR_A);
e KaTeropwus Bbi3blBatolLLero aboHeHTa (He peannsoBaHo B Tekylen sepcun) (CATEG_A);
e |P-agpec wnto3a BbI3biBatowero aboHeHTa (SRC_IP);
e cnucok IP-agpecoB u3 3aronoBkoB Record-Route npu ycTaHOBAEHUM COeAMHEHMA B
Hanpas/ieHMM OT Bbi3biBatollero aboHeHTa (SRC_R_ROUTE);
e cnucok IP-agpecos U3 3arosoBKoB Via Npu yCTaHOBAEHUN COEAMHEHUSA B HanpaB/ieHUU OT
Bbi3blBatoLLero aboHeHTa (SRC_VIA);
e |P-apgpec 13 3aronosKka Contact Bbi3biBatouiero aboHeHTa (SRC_CONTACT);
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—  WHbopmaums o BbibiBaeMom aboHeHTe:
e HoMep Bbi3biBaemoro aboHeHTa (KOD_B);
e HOMep TpaHKa BbI3blBaeMoro aboHeHTa (He peanM3oBaHo B Tekyllel Bepcuun) (N_TR_GR_B);
e |P-agpec wnto3a Bbi3biBaeMmoro aboHeHTa (DST_IP);
e |P-appec 13 3aronosKka Contact Bbi3biBaemoro aboHeHTa (DST_CONTACT).
— JAnuntensbHocTb BbI30Ba, ceKk (T_ECD);
—  MpwuunHa pasbeamHeHua cornacHo ITU-T Q.850 (CAUSE);
—  WHankaTop ycnewHoro Bbi30Ba (C 0TBETOM Bbi3biBaemoro aboHeHTa) (COMPLETEIND);
— CTOopoHa-uHuumaTop pasbeguHeHus (PLACE);
—  BHyTpeHHAA npuyMHa pasbeguHeHus (B Tekylel Bepcum cosnagaeT ¢ CAUSE) (TREATMENT);
—  WpenTtndpukatop sbizosa (CONN_ID);
— Homep aboHeHTa Npu nepeagpecaumu (He peanmsoBaHo B Tekyluel Bepcum) (REDIRECTED).

4.1.3.8.2 Mpumep CDR-daiina

Mpumep CDR-daina, cogeprkallero age 3anucu (BKIIOYEHO COXPAHEHWE 3aro/IoBKa M OTIMYUTENBLHOTO
Npu3HaKa):

<SBC>. CDR. File started at '20120726112449"

SIGNATURE; DATATIME; KOD_A;KOD B;N TR GR A;N TR GR B;T ECD;CAUSE; COMPLETEIND; CATE
G_A; PLACE; TREATMENT; CONN_ID;REDIRECTED; SRC IP;DST IP;SRC_R ROUTE;SRC VIA;SRC CONTAC
T;DST CONTACT;

label;2012-07-26
11:24:39;6502;6501;;;0;16;0;;A;16;zBRyfChAr9mfhIPRI.3xjnd4w2X.ui8ap;;192.168.23.170;
192.168.23.212;;;192.168.23.170;192.168.23.170;
label;2012-07-26 11:24:40;6502;6501;;;0;16;0;;A;16;1343-276680-166831-sip3-
sip3@ecss3;;192.168.23.212;192.168.23.170;;;192.168.23.170;192.168.23.170;

4.1.4 KoHdpuzypayusa uimepgpeiicos. Cemeesas nodcucmema
B maHHOM pasgene 3a4at0Tcs CceTeBble HAaCTPOMKM YCTPOMCTBa, TabimLa MapwpyTnsaumm IP-nakeTos.

DHCP — npoTtoKo, npeaHasHauyeHHbI 4108 aBTOMaTUYECKOro noslydeHus IP-agpeca n gpyrux napameTpos,
Heobxoanmbix ana paboTbl B cetu TCP/IP. Mo3BonseT WA3y aBTOMaTUYECKU MOAYYUTb BCe Heobxoammble
ceTeBble HacTpolku ot DHCP-cepBepa.

DNS — npoToKo/s, npeAHasHauyeHHbIA AN MoayYyeHus MHPopmauum o AomeHax. MMo3sonAeT W3y
nonyumTb IP-agpec B3aMMOLENCTBYIOWEro YCTPOMCTBA NO €ro CeTeBOMY MMeHM (xocTy). ITo moxkeT 6biTb
HeobxoaAMMO, Hanpumep, NPU YKasaHWM XOCTOB B MNJaHEe MapLllpyTM3aLuKn, M60 MCNONb30BaHMM B KayecTse
aapeca SIP-cepBepa ero CeTeBoro MUMeHu.

TELNET — npoTtoKos, npegHa3Ha4YeHHbI ANA opraHusaummn ynpasaeHusa no cetu. NossosseT yaaneHHo
NOAKNOUMUTBLCA K LW/O3Y C KOMMbOTEPA 419 HAaCTPOMKK U ynpasaeHua. Mpun ncnonbsoBaHum npotokona TELNET
OaHHble NepeaatoTcA Mo ceTy HeldPOBaHHbIMMU.

SSH — npoTokon, npefHa3Ha4YeHHbIN ANA OpraHM3auumM ynpaBaeHuA no cetu. lNpu mMcnonb3oBaHWUM
OAHHOrO npoToKona, B otamuume oT TELNET, Bca mHopmauma, BKAOYas Naposau, nepegaerca No ceTn B
3awmndpoBaHHOM BUAE.

VPN — TexHon0rus, nossonstowan obecneuntb 04HO MM HECKOIbKO CETEBbIX COeAMHEHUI (NOrMYecKyto
ceTb) NnoBepx Apyroi cetu (Hanpumep, MHTepHeT).

PPTP — TyHHeNbHbIA NPOTOKO/A TWMNA TOYKA-TOYKA, MO3BOJIAKOWMA KOMNbIOTEPY YCTaHaB/AMBATb
3alMIWEHHOE COeAMHEHME C CEepBepoM 3a CYET CO34aHMA CneumanbHOro TyHHena B CTaHAAPTHOW,
He3alwMmLweEHHoM ceTn. OgHa u3 pasHosmuaHocTtelt VPN.
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4.1.4.1 Tabauya mapwpymusayuu

B /aHHOM NOAMEHIO NONBL30BATENb MOXKET HAaCTPOUTbL CTaTUYECKME MAPLLPYTbl. Bcero moXHo HacTpouTb
[0 255 mapuwpyTos.

CmamuuecKkaa mMapuwpymu3ayus no3BosAeT MapLLIPyTM3MPOBaTb NaKeTbl K yKasaHHbIM IP-ceTam, ambo IP-
agpecam yepes 3agaHHble WwAko3bl. MNakeTbl, nepegasaemsblie Ha IP-agpeca, He npuHagaexawme IP-cetu wnato3a u
He nonagaroLime NoL CTaTMdeckne Npasuia MapLpyTnsaumm, 6yayT oTApPaBAeHbl Ha W03 N0 YMOAYAHMUIO.

Tabnanua MapwpytTMsaumm Aenntca Ha 2 4acTu, 3TO CKOHOUIYpPMPOBaHHbIE MapLIpPyTbl, KOTOpble
oTOb6paXKatoTcs B BepXHEeM YacTn Tabanubl, U MapLIpyTbl, CO34aHHbIE aBTOMATUYECKMU.

MapLupyTbl, CO34aHHbIE aBTOMATUYECKMU, HEBO3MOXKHO WU3MEHUTb, OHW CO3al0TCA aBTOMATMYECKU Npw
noaHATMK cetesbix 1 VPN/PPTP-untepdeiicos, n Heob6xoamMmbl A48 HOPMaabHOW paboTbl 3TUX MHTepPdENCOoB.

B TabimMLe NoKasaHbl MCNOJIb3yeMble HA MOMEHT 3aMpoca MapLpPyTbl («AKmueeH» B NOJE CTaTyC), @ TaKKe
Heucrnonblyemble («HeakmuseeH» B MNoje CTaTyC), €CIM MapLIpyTbl OblAM 3afaHbl BPYYHYHO OMEpPaTOpPOM.
Co3faHHble BPYYHYIO MApLUpPyTbl, B OT/IMYME OT CO3AAHHbLIX aBTOMATUYECKM, He YyAaNATCA CUCTEMOW Mpu
OTKNIOYEHWMM COOTBETCTBYIOLLEro WHTepdeica u  6OyayT 3aHOBO MNPUMEHEHbl MpU  BOCCTAHOB/IEHMM
paboTocnocobHOCTUN MHTepdeica.

Cemesas nodcucmema —> Tabauya mapwpymusayuu

Tabnuua mapwpyTusaummu

Ne  BxnwoyeH Craryc Hanpagnexue LWnso3 Wutepdenc Metpuka

©w
©

192.168.69.123 f_609_dhcp (eth0.609)

oNnN o o N

bbb bbb

Nl ololslwin

oo

MapwpyTsl, CO34aHHbIE ABTOMATHYECKH

2

S|
n
(]
©

olo|jlojo|lo

IR N

(=]

e

a AxTuseH 172.1.0.0

=1 =1b=RR =R =N E b= E =1 b =]
q

O o

)

AxTuBEH default

[Nobaeuts Pepaxtupoeats Yaanuts

[na co3aaHuA, peaakTMpoBaHMA U yaaneHua mapLupyTa UCNonb3yeTca meHio «06vbekmel» - «[obasumeb
06vekm», «06vbeKkmesl» - «Pedakmuposams 06vbekm» n « ObvbeKmobl» - «Y0anums 06bekm», a TakyKe KHOMKU:
—  «/Jobasumeb»;
— «Pedakmuposameby;
—  «Yoaaumob».

98 lNoepaHuyHble KOHMposnepsl cecculi SBC



HELTEX

Cemeeas nodcucmema —> Tabauya mapwipymusayuu —> «Jobasumeo»
[nsa nobasneHns HOBOro mapLupyTa HeobXoAMMO 3a4aTb CeAyoLmMe NapameTpsbl:

Tabnuua MapuwpyTH3aumm
MapuwpyT #8
BrnioumTe
HanpasneHmre
Macka 255255 255255
LLInso:
p-aapec unn
WHTepdeic | @ | vpn (ppp12 192.168.20.10)
MapwpyT ans VPN
etpuka |0
MNpumeruTs OTMEHNTE

— Brawoyume — nNpu  ycTaHOBAEHHOM dnare

MapLpyT AOCTYNeH A1A UCNO/Ib30BaHUS;

— HanpasneHue — IP-ceTb, IP-agpec nnm sHaueHue

default (ana 3aaaHKA WAKO3a €O YMOAYAHUION);

— Macka — 3agaeT Macky ceTu ans 3agaHHon IP-
cetn (ana  IP-agpeca  ucnonb3ynTe  Macky

255.255.255.255);

— U3 — 3apaeT IP-agpec wak3a gna mapLipyTa;
— WHmepghelic — BbIbOp ceTeBoro uHTEpdeinca

nepegaun (ecnn énar He ycTaHoBneH, To byget
BblOpaH Hanbonee nogxoaawmin nHTepdelic ncxoan
13 afpeca Wno3a);

—  Mapuwpym 0aa VPN — nHTepdeic nepesaum, CBA3aHHbIN ¢ y4ETHOM 3anncbio VPN-KaneHTa. MappyT u
aapec 6yayT aBTOMATUYECKM YCTaHOB/IEHbl Yepes3 CBA3AHHbIA C KAMEHTOM ceTeBOM MHTepdeic, Koraa

VPN-KAneHT nponssenéT NOAKAIOUEHME;
— MempuKa — meTpuKa mapLipyTa.

KHonKkun ((ﬂpUMEHUI’TIb» n «OmmeHUmMb», gNA COXpaHeHUA U c6p0ca napameTpoB COOTBETCTBEHHO.

4.1.4.2 Cemessle napamempeol

B AaHHOM nogmeHo Noab3oBaTe/lb MOXeET YKa3aTb MmAa YCTpOVICTBa, U3MEHUTb agpec CeTeBoro wnk3a,

agpec DNS-cepBepa 1 noptbl goctyna no SSH u Telnet.

—  WmAa xocma — ceTeBoe UMs YCTPOMCTBA; F—

— MWUcnone3osame w3 uHmepgelica — BblbOp
ceTeBOro WHTepdeica, W03 Kotoporo byger - vorr= SBC1000
CYMUTATbCA OCHOBHbIM HA YCTPOMCTBAX; | viorisoess i . [if 121 (eth0 192.168. ¥

— DNS ocHoeHoli — ocHoBHoWM DNS-cepBep; 152 168.1 123

— DNS pesepesHbili — pe3sepBHbiii DNS-cepsep; DNS pesepswuii 1192 168.0.123

— [Mopm docmyna no ssh — TCP-nopT gna poctyna K i s v i i 2D
YCTPOMCTBY Mo npoTokony SSH, no ymonuaHuo 22; | oo 2o a o tekiat[23

— [TMopm docmyna o Telnet — TCP-nopT gnsa goctyna K CoxpannTs o
YCTPOMCTBY No npoTokony Telnet, no ymonuaHuio 23.

4.1.4.3 Cemesobie uHmepgelicoi

Cemeeas nodcucmema —> Cemeeoie napamempbl

Ha ycTpoiicTBe ecTb BO3MOXKHOCTb CKOHUrypupoBaTb 1 0CHOBHOM ceTeBol MHTepdelic ethO n go 9-tu
OONONHUTENbHbLIX MHTepdelcoB, aTUMK UHTepdelicammn moryT b6biTb MHTepdelicbl VLAN u Alias ocHOBHOro

uHTepdelica eth0, nnbo Alias nHtepdeiica VLAN.

Alias — 3TO [OMNONHUTENbHbIN ceTeBOM WHTepdeiic, KOTopbli co3gaeTca Ha 6ase cywecTByloLero
OCHOBHOro MHTepdeiica ethO, nnbo Ha 6ase cyuwectsytowero VLAN-uHtepdeliica.

Ha SBC-3000 ecTb BO3MOMKHOCTb CKOHOUrypuMpoBaTb 2 OCHOBHbIX ceTeBbix WHTepdelica ethO u eth2.
NHTepdeiic eth2 nmeeT TN Management M UCNO/Ib3YeTCcA TONIbKO ANA yNpaBaeHua ycTponcteom Yepes nopT OOB.
NHTepdelic nogaepmBaeT paboTy Co CTaTUYECKUMM aApecom, C aapecom, noayvyeHHbim no DHCP, VLAN. Ha
YCTPOMCTBE MOMKET CYyLLEeCTBOBATb TONbKO OAMH MHTepdelc ¢ TMnom Management. Ha nHTepdeiic ¢ TMnom
Management Henb3A Ha3HaYMTb NPaBKUIA CTaTUYECKOro BpaHAMay3pa, OH HE MOKET BbiTb BbIOpPaH KaK ceTeBoM

uHTepdeiic B SIP-TpaHcnopTax, VPN/L2TP-cepBepax.
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Cemeean nodcucmema —> Cemesabie UHmepgelicol

Ceresbie nHrepdencsl

s cemn
eth0 SSW
eth0:1 alias1

eth0:2 alias2

DHCP C y Np firewall
WEB SSH SNMP Firewall Profile #8
WEB TELNET SSH SNMP He ebibpan
WEB TELNET He epifpan
WEB SNMP He ebifpan
TELNET SSH SNMP He ebifipan
WEB TELNET SSH He ebibpaH

117.90

192,168 16.199

nl=[ -7
=
%

345uu
5 eth0 40 119 192.168.119.90

Hobasute Peaaxtuposate Yaanute

Ona co3gaHusa, pedakTUpPoBaHUA W yaaneHua WHTepdercoB Ucnob3yeTcd MeHlo «Obvekmobl» -
«obasums 06vekm», « Ob6bekmeol» - « Pedakmuposame 06vekm» n « O6veKkmeoi» - «Yoanumes 06bekm», a TakKe
KHOMKMWU:

—  «Jdobasumb»;
—  «Pedakmuposamo»;
—  «YO0aaumoe».

Ons pobasneHma ceteBoro uHTepdelrica HeobxoAMMO HaxKaTb KHOMKYy «Jobasume» W 3aN0JHUTb
napameTpbl:

Cemeeas nodcucmema —> Cemeevbie uHmepgpelicol —> «[Jobasumeob »
(okHO npu evibope muna «Tagged»)

OcHogHble Hacmpoliku:

CeTteBbie MHTEpDERCHI

— WmAa cemu — nNpou3BONbHOE HauMeHOBaHWe (ans e
ypob6cTBa onepaTtopa), ¢ KoTopbiMm ByayT acCoUMMPOBaHbI Vi cemn
3aJaHHble CeTeBbIE HACTPOMKMU; Fochuns frewal | He B=iGpa

— [pogune firewall — otobpaxkeHne BbibpaHHOro npoduna | 2agec v
firewall ona gaHHoro nHTepodelica; VLAN 1D
— Tun — 1N nHTepdelica (gns nHTepdelica ethO Bceraa ACnON,53083T5 DHCP
untagged): P apec
— untagged — HeTernpoBaHHbI WHTepdelic (6e3 Macia cem
VLAN); Broadcast
— tagged — TermposaHHbIli nHTepdeiic (c VLAN); Wnos
— VPN/pptp client — KNUEHTCKUIA uHTepdelic ans Moy LUMN03 BBTOMATIEC
nogkntovyeHma VPN K yganéHHomy cepsepy no MomyuuTs DNS asToMameseciu
npoTtokony PPTP; Monyuims NTP asToMaTHeck

— VLAN ID — npeHtuduKaTop BUpTYyanbHou cetn (1-4095) Class of service | |0 v

Cepencul

(TonbKo gnsa nHTepdeicos c TMNom tagged);

—  MUcnonszosames DHCP — nony4nThH IP-agpec
AnHamuyeckn ot DHCP-cepsepa (TpebyeTca Hanuuume
DHCP-cepBepa B ceTu onepartopa);

— IP-a0pec — ceTeBOW agpec yCTPOMCTBa;

— MacKa cemu — macka ceTu gna ycTponcTBa;

¥npasnesune yepes Web

ynpasneHue no Telnet

MNpumesuTs OTmenuTe

— U3 — ceTeBOM W03 MO YMOAYAHUIO;
— [lMonydyume winw3 aemomamuyecku — nonyyeHue agpeca wnto3sa ot DHCP-cepsepa;

—  [onyyums DNS aemomamuyecku — nonyuntb IP-agpec DNS-cepsepa gnuHammyecku ot DHCP-cepBepa;
—  Tonyyums NTP aemomamuyecku — nonyuntb IP-agpec NTP-cepsepa anHamuueckn ot DHCP-cepBepa;
- Class of service — ycTaHOBKa MeTKM NpuopuTeTa TpaduKa B COOTBETCTBMU cO cTaHgapTom IEEE 802.1p.
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Cepeucbl — MeHI0 yrpaBieHMA pa3peLleHHbIX CEPBMCOB A AaHHOro uHTepdelica:

— YnpasneHue yepe3 Web — paspeluaeT 4OCTYN K KOHOUIypaTopy Yepes uHTepdeiic;

— YnpasneHue no Telnet — pa3speluaeT fOCTYN NO NPOTOKONY telnet yepes nHTepodeiic;

—  YnpaeneHue no SSH — pa3peluaer 4octyn no npotokoay SSH yepes nHtepdeiic;

—  Ucnonvzosams SNMP — pa3speliaeT Ucnosib3oBaHuA npotokona SNMP yepes nHtepoeliic.

V’ Nocne nsmeHeHms IP-agpeca uam macku cetn, 1Mb6o Npu oTKNIOUEHUM ynpaBaeHua yepes web-

KOHpUrypaTtop Ha ceteBOM UHTepdeice, BO u3bexkaHue noTepu [OCTyNa K YCTPOMCTBY

Heob6Xo4MMO NOATBEepAUTb AaHHble HACTPOIKKU, NOAKAIUUBLUUCL K web-KoHdurypatopy,

MHaye NO WCTeYeHUM [BYXMMHYTHOTO Talimepa npouM3onAeT OTKaT K npeablaylien
KOHuUrypauumm.

Front-ports’ — HacTpoiika BHewHux front-noptos

[aHHasa HacTpoiKa [OCTynHa TO/MbKO ANA TermpoBaHHbIX MHTepdeicoB VLAN (B napametpe «Tun»
yCTaHoB/IeHO 3HaveHune «Tagged»).

Front-ports
0 1 2 3

Default VLAN ID

MpuMeHnTL OTMEHNTL

— Default VLAN ID — npw noctynieHnn Ha nopT naketa 6e3 Tera VLAN ID 3TOT nakeT nomeyaerca Terom
VLAN ID Bbi6paHHOro ceteBoro nHtepdeiica, ecnm naket npuHAT ¢ Terom VLAN ID, To NPpUHATLIN Ter He
n3MeHnaeTcs;

— Egress mode — npasuna pabotbl ¢ Terom VLAN npu oTnpaBKe nakeTa c nopTa:

e tagget — oTnpaBnaTb naket c VLAN ID BbibpaHHOro ceTeBoro uHTepdelica;
e untagget — otnpasnATb naket 6e3 VLAN ID.

Cemeeasn nodcucmema —> Cemeevblie uHmepgpelicol —> «[Jobasumob»
(okHo npu evibope muna «VPN/ pptp client»)

Mpw BbIGOpE B None «Tun uHMepgelica» 3HaveHna VPN/ pptp Ceroame nepdeAcH
client cTaHyT fOCTYNHbI CNeLManbHble HACTPONKK: e
— WIMa cemu — HaMMeHOBaHWe ceTy; Mposuns freust | He suian

Tun | | VPN/pptp client M

Mpogpune firewall — oTobpaxkeHue BbibpaHHOro npoduns ~

firewall gna gaHHoro uHTepdelica; R

Tun — VPN/pptp client; e~

BKawo4yume — BKAoveHue VPN/PP- nntepdeliica;

PPTPD IP — |P-agpec PPTP-cepsepa;

— Wma nons3oeamens — wuma nonb3osatena (login), nog
KOTOPbIM YCTPOMCTBO NPUCOEANHAETCA K CETU;

— [Maposb — naponb ana VPN-coegmHeHUA.

Cepancel

Mpumenus Omuenwms

! Tonbko pna SBC-2000.
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Onyuu:

— UeHopuposams win03 MO YMOAYAGHUIO — WFHOPWMPOBATb HACTPOWMKY W/to3a B pasgene «Cemesoie
napamempsi»;
— Bkaoyume wugposaHue — eKknovaeT WwndposaHme.

Cepeucbl — MeHI0 yNpaBAeHUsA paspeLleHHbIX CePBUCOB ANA AaHHOIo UHTepdeiica:

YnpaeneHue yepe3 Web — paspelLaeT 4OCTyN K KOHOUrypaTopy Yepes uHtTepoeiic;
YnpaeneHue no Telnet — pa3peluaeT AOCTyN No NPoToKoy telnet yepes nHTepodelic;
YnpaeneHue no SSH — paspelwaeT 4ocTyn no npotokoay SSH uepes nntepodeic;
Ucnonb3zosams SNMP — paspeluaeTt Ucnosib3oBaHms npoTokosia SNMP yepes nHtepdeic.

4.1.4.4 Hacmpoiiku front-nopmoe 01 pe3epsuposaHus

! Pa3aen gocrtyneH ToabKo aaa SBC-2000/3000 npu Hannumm amueHsnn SMG-RESERVE.

HacTtpoiikn front-nopToe gnA pesepeMpoeanua SBC

Port 1 Port 2 Port 3 Port 4
Pexim LAN LAN ® LAN ® LAN
& wanN @ WaN WAN WAN
CoXpaHnTb OTMEeHUTb

HacTpolikv B flaHHOM paszesie MeHto npeAHasHayeHbl A1 BO3MOMKHOCTU MepeHasHauyuTb TUN NopToB
(nokanbHbI/rno6anbHbIN) NPY MCNONb30BaHUMN CXEMbI C PE3EPBOM.

—  Pexum — Bbl6Op pexxnuma paboTbl NOPTOB:
— LAN — peKum NoKasIbHOro IMHKA B CXEMe C pe3epBoMm;
—  WAN — pexum rnobanbHOro SIMHKa B CXEME C PE3EPBOM.

Mo ymonyaHuto Ha noptax Portl n Port2 ncnonbayetca pexknm LAN, Ha noptax Port3, Port4 — pexxum
WAN.

Mocne cmeHbl penma MOPTOB M HaKaTUKM KHOMKKM «CoxpaHUTb» TpebyeTca noaTBepAuTb HaCTPOMKM.
Henb3a ycTaHOBUTL Ha BCEX MOPTaX OAMHAKOBbIN pexkum (Tonbko LAN nnm tonbko WAN).

[na KoppeKTHoN paboTbl pesepBa CMeHa peXKMma NopToB Tpebyercs M Ha macTep, U Ha cieis
ycTpoicTBax. bosee nogpobHo cxema cbOpKM pesepBa C NepeHasHaYeHMEeM pexkMma MopToB NpuBeLeHa B
pasgene MPUIOXEHNE B. OBECNEYEHUE ®YHKUMWN PESEPBUPOBAHMA SBC.
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4.1.5 Cemesble cepsucsi

4.1.5.1 NTP

B 4aHHOM NOAMEHIO HAacTpamBaeTcA CayXKba CMHXPOHU3ALMMN BPEMEHMW.

NTP — npoToKon, npegHasHa4yeHHbIN A7 CUHXPOHU3ALUMU BHYTPEHHUX 4acoB ycTpoicTBa. MNo3sonser
CUMHXPOHMN3NPOBATb BPEMA U AATYy, UCMO/Ib3YEMYIO LUIKO30M, C UX 3TA/IOHHbIMU 3HAYEHUAMM.

Cemessble cepsucol —> NTP

NTP
Mapametpe NTP
Venone3aceats NTP

Cepeep BpeMeHn (NTP) | 172 16 01

*® Pyynon pexunm | GMT+6 v
Yaroeoii noAc ABTOMaTUMECKNA pexun | Asia ¥ | | Aden v
B aTomatidyeckom pexume padoTaeT gyHKUNA Nepexofa Ha NeTHee/anMHee Bpema
Mepuog cuHxposn3ayn NTP, muH 9 |30

CoxpanuTb OTMEHNTB

MNepeaanycTute NTP-knuexTa

- Ucnonezosamsb NTP — BKntountb NTP-KnmeHTa;

- Cepsep spemeHu (NTP) — cepBep BpemMeHMU, C KOTOPOro YCTPOMCTBO ByAeT CUHXPOHMU3MPOBATb AaTy U
Bpems;

— Yacosoli noAc — HacTPOWMKA 4acOBOro MOACA U OTKAOHEHWA TEKYLLEero BpeMeHW oTHocuTeNnbHo GMT
(Greenwich Mean Time):
—  PyyHol pextum — BbIOOP OTKNOHEHUA BpeMeHU OTHOCUTENbHO GMT;
—  Asmomamuyeckuli pexum — B [AHHOM peXMMe NpenocTaBieHa BO3MOXHOCTb Bblbopa
MEeCTOHAXOXKAEHUA YCTPOICTBA, OTKAOHEHMe oT GMT byaeT HaCTpOEHO aBTOMATUUYECKM, TaKKe B
AaHHOM pexmnme paboTaeT aBTOMATUYECKUI Nepexos Ha IeTHEE U 3UMHee BpemMs;

- Mepuod cuHxpoHuzayuu NTP, MUH — Nepuoz OTNPABKM 3aMPOCOB Ha CUHXPOHM3ALMIO BPEMEHM.

— 3anycmume nokaneHeili NTP cepsep — aKTMBMpoBaTb paboTy nokanbHoro NTP-cepBepa Aans
CUHXPOHU3aLMM BPEMEHW CTOPOHHMMM ycTpoictBammu oT SBC. Onums [0CTYynHA, NPy BKAOYEHWUU
«Ucnonbzosame NTP» (Tonbko ans SBC-1000/2000);

- Cemesoli uHmepgelic — BbIbOp ceTeBOro MHTepdelica, Ha KOTOPOM JioKasbHbIM NTP-cepBep byaet
OoTBeYaTb Ha 3anpochbl.

OnAa coxpaHeHMA U OTMEHbl M3MEHEHWI WUCMNOb3YHTCA KHOMKKM «CoxpaHume» n «OmmeHume». Ona
NPUHYAMTENBHOM CUHXPOHM3AUUN BPEMEHU OT cepBepa HeobXoAMMO HaxKaTb KHoMRy «[lepe3anycmumes NTP-
KaueHma» (npouncxogut nepesanyck NTP-kaneHTa).
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4.1.5.2 SNMP

SNMP — npoTOKOn npoCTOro ynpaBaeHua ceTbto. [103BONIAET YCTPOMCTBY B peasibHOM BpPeEMEHMU
nepegaBaTtb COOOLLEHMA O Npou3oLwealmnx aBapmax KoHTpoanpytowemy SNMP-meHeakepy. Takxke SNMP-areHT
YCTPOWCTBA NOAAEPKNUBAET MOHUTOPUHT COCTOAHUIM AATYMKOB LWO3a No 3anpocy oT SNMP-meHeaKepa.

PYHKUNM MOHUTOPUHIa No SNMP no3BonAOT 3aNpoCcuTb Y WAD3a Caeayowmne napameTpbl:

—  WMA WN33;

— TWUN YCTPOWCTBA;

— BepcuA NporpammHoro obecrneveHus;

— IP-agpec;

— CcTaTUCTMKa cybmopyneit IP;

— COCTOAIHME INHKCETOB;

— COCTOAHME KaHanos IP (CcTaTUCTMKa No TeKyL MM Bbi3oBam yepes IP).

B cTaTUCTMKe TeKyLIMX BbI30BOB Mo IP-KaHanam nepeaatoTca ciedytolime gaHHble:

HOMep KaHana;

— COCTOAHWE KaHana;

—  WNAeHTUPUKaTop BbI3OBA;

— MAC-agpec Bbi3blBatoLLEro abOHEeHTa;
— IP-agpec Bbi3blBatoLLErO aBOHEHTa;

— HOMep BbI3blBalOLWEro aboHEeHTa;

— MAC-agpec Bbi3blBaeMOro aboHeHTa;
— |P-agpec BbI3blIBAEMOro aboHeHTa;

— HOMEep BbI3bIBAEMOro aboHeHTa;

— NPOAO/MKUTENBHOCTb 3aHATUA KaHana.

4,1.5.2.1 MapameTtpbl SNMP

Cemeassble cepsucel —> SNMP

— Sys Name — cucteMHOe UmsA yCTPOMCTBa; E—
— Sys Contact — KOHTaKTHasa uHbopmauua o5 Name
[v) o=
npon3BoauTens yCTPonCTBa;
. o Sys Contact

— Sys Location — mecTo pacnonoXKeHusa yCTpomCTBa;
— ro Community — napo/ib Ha YTEeHMe NapameTpoB Sys Location

(obwenpuHaToii: public); ro Community | [public
— rw Community — naponb Ha 3anucb NapameTpos w Communty | private

(obwenpuHaTbIN: private).

MpUMEHNTE Cbpoc

4,1.5.2.2 MapameTtpbl SNMPv3

Cemeevule cepsucsl —> SNMP (Mapamempsl SNMPv3)

KoHdurypaums SNMPv3: MapaneTpe SNMPY3

RW user name
B cucteme MCNONb3yeTCA TOJIbKO OAUNH NOJ1b30BaTe/1b

i
SNMPv3: RW user password

| Yoanums Jlobaeuts

—  RW User name — nmsa nonb3oBaTtens;

—  RW User password — naposb (naposib 40MKeH coaepkaTb 6onee 8 cMMBOOB).

[na npumeHeHns KoHdurypaumm nonbsosatena SNMPv3 ncnonb3yeTtca KHonKa «Jobasume» (HaCTPOMKM
NPUMEHAOTCA CPasy nocse Haxkatua). lna yaaneHms 3anmMcu HaxKaTtb KHOMKY «Yoaaumeo».
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[na ycrporicts SBC-2000/3000 paclumnpeHbl HacTpoinkn SNMPv3.

NapameTpel SNMPv3

¥YpoBeHe BezonacHocTH | | authPriv v
RW user name | | user4444
auth protocol | | SHA-224 v
RW user password
priv protocol || AES-256-C v
priv password

Voanurb NobaeuTe

—  YposeHb 6e3onacHocmu — onuusa No3BosAeT BbibpaTb YpoBeHb 6€30MacHOCTU, NoaAepKaHbl
authNoPriv u authPriv;

— RW user name — vma nonb3oBaTens;

— auth protocol — BbIbOp anropnTma XaWwnpoBaHua, nogaepkaHbl MD5, SHA, SHA-512, SHA-384, SHA-
256, SHA-224;

—  RW user password — naposb gaa ayTeHTUdMKaumm (Naposib JoMKeH coepKaTtb 6onee 8 cumsonos);

—  priv protocol — Bblbop anroputma WwndposaHua, noaaepaHbl DES, AES, AES-128, AES-192, AES-192-C,
AES-256, AES-256-C;

—  priv password — naponb N5 WudpoBaHus.

4.1.5.2.3 Hacrtpoiika Tpanos (SNMP trap)

/ MNoppo6bHoe onucaHMe NapameTPOB MOHUTOPUHra u coobuweHuii Trap npusepgeHo B MIB-
daiinax, nocraBnfaembix Ha AUCKe BMeCTe C NporpaMmmHbiMm obecneyeHuem.

SNMP-areHT nocbinaet coobuieHne SNMPv2-trap npu BOSHUKHOBEHMM CeAYHOLNX COBbITUI:

—  OwwnbKa KoHdpurypauum (sbcAlarmConfigTrap);

— FTP-cepBep HegocTyneH, onepaTneHaa NamaATb aAna xpaHeHua CDR-¢alnos 3anonHeHa go 5 MB
(sbcAlarmCdrFtpTrap);

— FTP-cepBep HegocCTyneH, onepatuBHaA NamATb 414 XxpaHeHua CDR-¢dainnoB 3anosHeHa MeHee YeM Ha
50% (5—15 MB) (shcAlarmCdrFtpTrap);

— FTP-cepBep HepgoCTyneH, onepatuBHaA NaMATb ANA XxpaHeHuA CDR-¢dainnos 3anonHeHa cebiwe 50%
(sbcAlarmCdrFtpTrap);

— OnepaTuBHasA NamATb 3akaHuMBaeTca (sbcAlarmMemoryLimitTrap);

— OrtcyTcTBYEeT NUTaHKue Ha Bl (sbcAlarmPowerModuleStateTrap);

— [MpeBblWweHO AoNycTMMOe 3HadeHue Temnepatypbl CPU (sbcAlarmTemperatureTrap);

— OwnbkKa obHoBneHus MO (sbcUpdateFwFail);

— BbicoKas 3arpy3Ka npoueccopa (sbcAlarmProcOverloadTrap);
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— [Mpobnema B pabote BeHTUNATOpPa (sbcAlarmFansidleTrap);

— HepocTtatoyHo cBo60AHOrO MecTa Ha AMcKkoBom HakonuTtene (sbcAlarmDrivelimitTrap);

— AnHamunyecKkuii bpaHamayap 3aba10KkupoBaa HoBbl agpec (sbcFail2banBlockTrap);

— DEMO-nunueHsusa HeaktneHa (sbcDemolicenseTrap);

— PerucTtpaums aboHeHTa uctekna (sbcAlarmSbcRegistrationExpiredTrap);

— Bbi3os 3anpeuieH (sbcCallForbiddenTrap);

— PerucTtpaums aboHeHTa 3anpetleHa (sbcRegForbiddenTrap);

— Hert cBA3K C BEAOMbIM YCTPOMCTBOM Ha JIOKAIbHOM MU TN06asbHOM NINHKe
(sbcReserveSlavelinkChangedTrap);

— Ha Begomom ycTpoiicTee ycTaHoBAeHa Apyraa Bepcus MO (sbcReserveSlaveSoftVersionTrap);

— O6HapyxeHa SIP-aTaKa (sbcSipAttackedTrap);

— O6HapyXeHa RTP-ataka (sbcRtpAttacked);

— O6HapyKeH 3anpeLleHHbIn user-agent (sbcProhibitedUaDetected);

— Ha Begomom ycTpoicTee ycTaHOBAEH Apyroi Habop nuueHsnit (sbcReserveSlaveDifflicenseTrap);

— MpeBblWEHO MaKCMMa/IbHOE KOIMYECTBO 04HOBpPeMeHHbIX 3anpocos INVITE (sbclnviteLimitTrap);

— [lpeBbleHO MaKCMMasibHOe KOMYeCcTBO oa4HOBpemMeHHbIx 3anpocos SUBSCRIBE
(sbcSubscribeLimitTrap);

— MpeBblWEHO MaKCMMaJIbHOE KOIMYECTBO 04HOBpemMeHHbIX 3anpocoB OTHER (sbcOthersLimitTrap);

— HeBepHbIli NyTb K ANCKY AN XPaHEHUA TPACCUPOBOK, NyTb bbin cbpoweH (sbcDiskTracePathTrap);

— HeBepHbIli NyTb K ANCKY A4 aBapUIAHOIO IorMpoBaHus, NyTb 6bin copolweH (sbcDiskAlarmPathTrap);

— HeBepHbIli NyTb K ANCKY AN XpaHeHus cdr, nyTb 6bin copoleH (sbcDiskCdrPathTrap);

— SIP Destination HegocTyneH (sbcAlarmSipDestAccessTrap);

— WcnpasneHa owmnbKa KoHoUrypaumm (sbcOKConfigTrap);

— CBa3sb ¢ FTP-cepBepom BoccTaHoBAeHa (sbcOKCdrFtpTrap);

— Pacxopg onepatnBHoi namatu B Hopme (sbcOKMemoryLimitTrap);

— BN B pabote (sbcOKPowerModuleStateTrap);

— Temnepatypa CPU B Hopme (sbcOKTemperatureTrap);

— MO ycnewHo obHoBeHo (sbcUpdateFwOk);

— 3arpyska npoueccopa B Hopme (sbcOKProcOverloadTrap);

— 3anyck NO (sbcOKRebootTrap);

— BeHTtunsaTopsl B pabote (sbcOKFansldleTrap);

—  [AuckoBsbIt HakonuTenb nsBnedeH (sbcOKDrivelimitTrap);

— DEMO-nunueHsus aktneHa (sbcOKDemolicenseTrap);

— 3anyck SIP-TpaHcnoprTa (sbcOKSIPinterfaceTrap);

— BoccTtaHOBNEHO NOAKNOYEHME C BEAOMbIM Ha 1OKa/IbHOM U r106aIbHOM /IMHKeE
(sbcOKReserveSlavelinkChangedTrap);

— YcrpaHeHo pasnunume Bepcuii MO c Begombim (sbcOKReserveSlaveSoftVersionTrap);

— PortScanDetector BkntoueH (sbcOKPortScanDetectorTrap);

— YcTpaHeHo pa3nunume nnueHsmui c Begomblm (sbcOKReserveSlaveDiffLicenseTrap).

Cemeesle cepaucbl —> SNMP (Hacmpolika SNMP mpanos)

HacTtpoika SNMP Tpanos
Ne Tun Community IP agpec Mopr
0 trapsink private 192 16823183 162

NoBaBnTk Penaktupoeate Yoanute

Mepezanyctute SNMPd Crauars MIB-arine

—  lepezanycmums SNMPd — no Ha*KaTuto Ha KHOMKY ocyuwiecTeaseTca nepesanyck SNMP-kaneHTa;
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Cemeevle cepsucsl —> SNMP (Hacmpolika SNMP mpanoes)

MoryT 6bITb co3gaHbl Ao 16 Tpanos. [ns co3gaHus, peaakTUpoBaHUA U
yAa/NleHUA NapamMeTpoB TPANOB UCMONb3YHTCA KHOMKM:
- «dobasumeb»;
—  «Pedakmuposamey;
—  «Ydanumex.

—  Tun — tn SNMP-coobuweHua (TRAPv1, TRAPv2, INFORM);
—  Community — naponb, cogepalwmiica B Tpanax;

—  IP adpec — IP-agpec npMemMHu1Ka Tpanos;

—  lNopm — UDP-nopT NnpMemH1Ka Tpanos.

4.15.2.4 NonyyeHne MIB-daiinos

—> «fJobasume»

Tun
Community
|IP aapec

NopT

SHMP trap 1

trapsink El

0.0.00

162

ﬂpHMEHHTb| | OTmeHuTE

Ons Tekywel Bepcum MO MOMHO CKayaTb akTyanbHble MIB-¢dalinbl npAamo ¢ ycTpoicTBa, 4NA 3TOro

HeobxoAMMO HaxaTb KHOMKRY «Ckayame MIB-¢paiinei».
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4.1.5.3 VPN/PPTP cepsep

Cemesble cepsucbl —> VPN/PPTP cepeep

Mapamempoi VPN/PPTP cepsepa VPNipptp cepeep

—  BKaw4ume  —  3anyckaTb  cayxkby  npwm Mapauetpe! VPNIPPTP cepaepa
cTapTe/nepesarpyske; Benioums | @

— Adpec cepsepa — IP-agpec, KoTopbin bOyget Apec cepeepa | [192.168.18.106
C006LL|,eH B KayecTBe ajpecCa cepBepa BCem HayansHelil agpec knuenta | |192.168.20 1
nogknatovarowmmca PPTP-knneHTam; Koweuu agpec KnwenTa | [192.168.20.10

—  HauanbHsili adpec KaueHma, KoHeuHsili adpec

CeTepoil MHTEpdEc | | He ewibpan
KaueHma — rpaHuubl Anana3oHa |IP-agpecos,
HasHayaeMbix PPTP-kaneHTam; DNS cepaep 0.0.0.0

- Cemesoli uHmepgelic — BbIbOP MHTepdelica ans KOnMueCTen BOIMOKHEIX KIMEHTOR | |5
NOAKNHOYEeHUA K VPN/PPTP cepsepy, BKMKUMTE WHDHPOBAHNE AAHHBIX

—  DNS cepsep — appec DNS cepsepa, KoTopblit Cepaucal
6yp,eT COO6LL|,aTbCFI KNINEeHTam, YnpaeneHue uepea Web

— Konuyecmeo B803MOXMCHbIX KAUEHMO8 — 4YUCN0 ¥npaeneuue no Telnat
OLHOBPEMEHHbIX NOAKAOYEHUIM KNNEHTOB; Ynpasnesme no SSH

- Braovume wucgposaHue O0aHHbIX — Wenonsaceat SIIP
wudpoBaHMe nepeaaBaemMbiX AaHHbIX (4OMKHO Wenonkaosat RADIUS
TaK)Ke B6bITb BK/OYEHO Y K/IMEHTa). - F——

CepBUCbl YnpaeneHne cepeepon
FMIpptp CEQEER OCTAHOENEH
—  YnpasneHue uepes Web, YnpaeneHue rio Telnet, OBHoaMTE

YnpaeneHue no SSH — npu yctaHoBneHHOM dnare

COOTBETCTBYHOLLMIA CEPBUC YNpPaBAeHUA JOCTYNEH NO 3a4aHHOMY aapecy uHTepdelica;
Ucnonszoeams SNMP — paspeluaer ucnosibaosaHue npotokona SNMP yepes nHtepoeiic;
Ucnonszosams RADIUS — paspeluaeT ncnonb3oBaHue npotokona RADIUS yepes nHtepoeiic.

AnaynpasneHna PPTP-cepBepom NCNOAb3YIOTCA KHONKKU «3anycmume» n « OcmaHosumeo». [1pn oCTaHOBKe
HOBble COeAMHEHUA KIMEeHTOB He ByayT co34aBaTbCs, OA4HAKO Y¥Ke COo3haHHble ByayT NpPoao/KaTbh paboTtaTh.
O6HoBNeHME MHbOPMaLMKM O CTaTyce cepBepa MNPOUCXOAWUT MO HAXKATUIO KHOMKM «OBHOBUMbL» HAMNPOTUB
3aronoBKa.
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4.1.5.4 L2TP cepsep

Mapamempeoi L2TP cepsepa

Bkawo4yums  —  3anyckaTtb  CAyxby  npu
ctapte/nepesarpyske;
Adpec cepsepa — IP-agpec, KoTopbin b6yaer

coobuweH B KayecTBe ajpeca cepsBepa BCem
nogkatoyarowmmea L2TP-knneHTtam;

HauaneHesili adpec kaueHma, KoHeuHsili adpec
KaueHma — TrpaHuubl gmanasoHa |P-agpecos,
Ha3Hayaemblx PPTP KnneHTam;

Cemesoli unHmepgpelic — BbIbOp MHTEPdEca ans
nogkntoyeHua K L2TP cepsepy;

Mopm — HOoMep nopTa 418 NOAKIOYEHUS;

DNS cepsep — appec DNS-cepBepa, KOTOpbI
b6yaeT coobLaTbCA KNMeHTam;

He 6onee 00HO20 mMyHHens HA Xocm
orpaHuMyeHMe Koau4yectBa TyHHeNel A0 O4HOro
ONA XOCTa;

Ucnoneszosame length bit e 12tp nakemax —
MCNoNb30BaHWe 6UTa ANUHBI NPeACTaBNEHHOrO B
HarpysKke L2TP-nakeTos;

Ucnonszosams ckpbimelli AVP — ncnonb3oBaHue
CKpbITbiIX AVP (nogpobHee B RFC 2661).

Cepsucel

YnpasneHue yepe3 Web, YnpaeneHue no Telnet, YnpaeneHue no SSH — AOCTYNHOCTb COOTBETCTBYHOLLENO

cepBuca ynpaB/eHusa no 3agaHHoOMy afpecy;

Ucnonezosame SNMP, Ucnonsbzoseame RADIUS — dbnar gns BKNOYEHUA COOTBETCTBYIOLLErO KAMEHTA MO

3agaHHOMY agpecy.

O6HoBNEHME UHPOPMALMM O CTaTyce cepBepa NPOUCXOAMUT MO HaXKaTUIO KHOMKKN «O6HOBUMb» HANPOTUB

3arosioBkKa.

4.1.5.5 VPN/PPTP/L2TP none3oeamenu

B tabanue nokasbiBaetca cnucok VPN/PPTP/L2TP knuneHToB,

KOTOPbIM pa3pelweHo NnoAKN4YaTbCA K AaHHOMY CeEpPBEpPY.

Cemesoble cepsucel —> L2TP cepsep

L2TP Server

Mapametpsl L2TP cepeepa

BHNIUATE

Agpec cepeepa
HayankHelit agpec KnneHTa
KOHEUHEI A0pec KNMEHTa

CeTeroil uHTepdeiic | | He srifpan

Mopr | (1701

DMNS cepeep

He Gonee ofHOMD TYHHENA Ha XoCT
Menoneaceate length bit B 12tp naketax | [«

MEnonk30EaTe CKPBITEI AV

Cepeuckl

YnpaeneHue yepea Web
¥npaenenue no Telnet
¥YnpaeneHne no SSH
Menonsaoeats SNIMP

Kcnonsaoeate RADIUS

MpuMernTE OTMEHNTE

Craryc cepeepa

L2TP CepEep OCTAHOEMEH.

OBHoBNTE

Cemessble cepsucel —> L2TP cepsep

VPN/PPTP/L2TP nonk3oBarenu

He Wma nonezoeatenna IP-agpec

o 0 kolek 0.0.0.0
3a KAMEHTOM MOXKET BbITb 3aKpenaeH NOoCToAHHbIN IP-aapec
M3 HacTpoeHHoro guanasoHa (Adpec KaueHma). Ecnu HacTpoeHo [obasnte PepaxTiposars Yaanute
3HayeHne 0.0.0.0, TO Npu KaxK40M HOBOM NOAKAOYEHUWU KIUEHTY
6yaeT BblaaBaTbcs cBObOAHbLIN IP-agpec U3 AManasoHa.
Onsa pobaBneHUs nosib3oBaTena HeobXOAMMO 3aMnoONHUTb CNEAYIOLUME | VPHIPPTPILZTP nonssosareny
nons:
VPNIPPTPIL2TP nonk3ogarens 1
—  WmAa nonb3zosamens — WMA, C KOTOPbIM MoJb30BaTeNb byaer
MmA noneacearena | (VPN client 1
NOAKNOHATLCA K CEPBEPY;
—  aponb — naponb, C KOTOPbIM Nosb3oBaTenb byaeT noaknouaTbca K rlapone
CepBepy; Agpec knuenta | (0.0.0.0
—  Adpec KnueHma — apapec, KOTOpbli 6yAeT BblAaH KAMEHTY BHYTpWU
Ci /1 (4]
ToHHens. Ecam TpebyeTca BblAaBaTh agpec 4MHAaMUYECKM, HaZ0 OCTaBUTbL e T
none nycrtbim nau c agpecom 0.0.0.0.
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4.1.6 Kommymamop*
MeHto « Kommymamop» npefHasHa4YeHo ANA HaCTPOMKM MOPTOB KOMMYTATOPA.

4.1.6.1 Hacmpoliku LACP

B naHHOM pasaene npousBoantca HacTpolika rpynn LACP. MorkHo 3aaaTb Ao 5 rpynn aas SBC-1000.

Link Aggregation Control Protocol (LACP) — npoTokon Ans obbeAuHeHUA HEeCKOJIbKUX (U3UUYECKUX
KaHa/i0B B OAMH JIOTUYECKUIA.

Kommymamop —> Hacmpoiiku LACP

He Huta rpynine: Enable Mode Primary Updelay Miimon Lacp rate
o LACP trunk 0 - Actrve-backup None 100 100 slow

MpumeriTe NoBasute Pegaktuposats YaanuTs CoxpatmTs

Ons pepakTMpoBaHWUA, yAaneHus M nNpumeHeHus uameHeHun rpynnbl LACP Mcnosib3yloTcA KHOMKM:
«Pedakmuposame», «Ydanume» u «llpumeHume». Ona pobasneHua Hosol rpynnbl LACP HaxkmuTe KHOMKY
«/Jobasumes» 1 3aNONHUTE CleayloLme Nons:

Kommymamop —> Hacmpoiiku LACP —> «[Jobasumb»

—  Uma epynnel — nma rpynnel LACP; tacroodims LACP
— Enable — npu yctaHoBNeHHOM dnare paspeleHo WCNosb30BaTb
npoTtokon LACP; Newlace
LACP trunk 0

— Mode — pexum paboTbl npoTtokona LACP:

— active-backup — opuH wHTepdeinc paboTaeT B aKTUBHOM
peXume, OCTaNbHblE B OXKMaatowem. Ecam akTnBHbI MHTepdec
BbIXOAUT U3 OOCNYKMBaAHWA, yNpaBaeHWe nepeaeTca o4HOMY
n3 oxkmaarolmx. He TpebyeT noaaepKku AaHHOro GyHKLMOHANA
OT KOMMYTaTOPa; -

— balance-xor — nepepaya NAKeToB pacnpeaenfeTca mexay -
obbeanHeHHbIMN UHTepdeicamm no dopmyne: ((MAC-agpec
MCTOYHUKA) XOR (MAC-agpec nony4yatens)) % uucno
nHTepoelicos. OguMH WM TOT e WHTepdenc pabotaer cC
onpenenéHHbiM nosyyatenem. [aHHbIA peXuMm nossonset
cbanaHcMpoBaTb HArpy3Ky U NOBbLICUTb OTKA30YCTOMYMBOCTb;

— 802.3ad — pnHamuyeckoe obbeguHeHue nNopToB. B gaHHOM
peXMMe  MOMHO MOAYYUTb  3HAYUTENbHOE  YBEAUYEHMUE

OtmernTe | | Mo ymoranmio | | CoxpanuTe

MPOMYCKHOM CNOCOBHOCTN KaK BXOAALLEro, TaK U UCXOAALLENO
TpaduKa, wucrnonbsys Bce o0bObeauHeHHble WHTepdelicbl. TpebyeT NOAAEPKKM AAHHOTO
bYHKLMOHaNa oT KOMMYTaTOpPa, a B pAge CyvyaeB — AOMNOJHUTE/NbHYIO HaCTPOMKY KOMMYTATOpa;
—  Primary — HacTpoiika BeayLero nHTepdeinca;
— Updelay — nepuog cmeHbl UHTepdelica Npu HeA0CTYMHOCTM BeAyLLero nHtepdeiica;
—  Miimon — nepwnog, nposepku MIl, yacToTa B MUANCEKYHAAX;
— LACP rate — nHTepBan nepeaayum ynpasaatoWmx naketos npotokona LACPDU:
— fast — nHTepBan nepegayn 1 cekyHaa;
— slow — vHTepBan nepenaun 30 cekyHa;
— Combine interfaces in PortChannel — cnucok noptos, Ao6aBneHHbIX B rpynny LACP.

! MeHto A0CTYNHO TonbKo ana SBC-1000.
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4.1.6.2 Hacmpolika nopmoe Kommymamopa

KommyTaTtop MorKeT paboTaTb B YeTbIpex perKnmax:

be3 ucnonv3zoeaHua HacmpoeK VLAN — pnna ncnonb3oBaHMA pexuma Ha Bcex nopTtax ¢naru «Enable
VLAN» ponxHbl ObiTb HE YCTAHOB/EHbI, 3HaYyeHue «/EEE Mode» Ha Bcex nopTax AOMKHO ObITb
yctaHoBneHo B «Fallback», B3aMmogoCTynHOCTb MOPTOB ANs MepeAayn AaHHbiX Heobxoanmo
onpegenutb pnaramm «Output». Tabamua mapwpytmsaumnm «802.1g» B 3aknaake «802.1g» He A0MKHA
cofiepKaTb 3anucei.

Port based VLAN — pns ncnonb3oBaHUA pexuma 3HavyeHue «/EEE Mode» Ha Bcex nopTax A40MKHO ObIiTb
ycTaHoBneHo B «Fallback», B3aMmoaoCTynHOCTb MNOPTOB AAA nepedadyn AaHHbIX Heobxoaumo
onpeaenntb dnaramu «Output». Ana pabotbl ¢ VLAN Heobxoammo Mcnosib3oBaTb HACTPOMKK «Enable
VLAN», «Default VLAN ID», «Egress» u «Override». Tabnvua mapwpytmsaummn «802.1g» B 3aKnagKe
«802.1g» He [ONXKHA COAepPKaTb 3anmcel.

802.1q — pna VMCcNonb30BaHWUA perKMma 3HauveHue «lEEE Mode» Ha Bcex nopTax AOKHO ObiTb
ycTaHoBneHo B «Check» nubo «Secure». Ona pabotbl ¢ VLAN ncnonb3yoTca HacTpoiku — «Enable
VLAN», «Default VLAN ID», «Override». A Takxke MCNONb3YIOTCA NPaBMIa MapLLpyTU3aL MM, ONUCaAHHbIe
B Tabaunue mapwpytmsaunmn «802.1g» 3aknagku «802.1g».

802.1q + Port based VLAN. Pexum 802.1q MOXKeT MCMNO/Ib30BaTbCA coBMecCTHO ¢ Port based VLAN. B
3TOM cay4yae 3HayeHuwe «/EEE Mode» Ha Bcex nopTax AO/IKHO ObITb ycTaHOBAeHO B «Fallback»,
B3aMMOAOCTYNHOCTb MOPTOB A/1A Nepesaymn AaHHbIX Heobxoanmo onpeaennTb dnaramu « Output». Ons
paboTbl c VLAN Heobxoamnmo ncnonb3oBaTb HacTpoiku «Enable VLAN», « Default VLAN ID», «Egress» u
«Override». A TaKKe MCNONb3YIOTCA NPaBUIa MapLIPyTU3aLMM, ONMCaHHbIE B Tabanue mapLupyTusaumm
«802.1g» 3aknagku «802.1g».

Kommymamop —> Hacmpoiiku nopmoe Kommymamopa

HacTpo#ku NnopToB KOMMYTaTopa

GE nopt 0 GE nopr 1 GE nopr 2 CPU nopr SFP nopt 0 SFP nopr 1

Wcnonesosate VLAN

Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥

Fallback ¥ Fallback ¥ Fallback ¥ Fallback v

Fallback v

Fallback ¥

nopt 0
n

auto v auto v auto

MpuMernTs

Mo ymonuaxuio

CoxpaunTe

[0] LACP trunk 0 ¥
A8:F9:4B:81:79:F5

none v

! B 3aBOACKOW KOHGUrypaLuum nopTbl KOMMYTaTOpa HeA,0CTYMHbI MmeXay co60M.
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KommyTatop yctpoiictea SBC-1000 umeet 3 anekTpudecknx nopta Ethernet, 2 ontuyecknx n 1 nopt ana
B3aMMOAENCTBUA C MPOLLECCOPOM:

— GEnopm (0, 1, 2) — anekTpuyeckune Ethernet-nopTbl ycTPONCTBa;
— SFPniopm (0, 1) — onTuyeckune Ethernet-nopTbl ycTpoiicTBa;
— CPU nopm — BHYTPEHHWUI NOPT, MOAKAOYEHHbIN K LEeHTPa/IbHOMY MPOLLECCOpPY YCTPOMNCTBA.

/ Bce noptbl yCTPOMCTBA ABAAIOTCA camocTosTeNbHbimu, B SBC-1000 He mucnonb3ytotca combo-
nopTbl.

Hacmpoiiku kommymamopa

—  WUcnonvsosame VLAN — npwu ycTaHoBneHHOM dnare ncnonbsosaTb HacTpoiku Default VLAN ID, Override
n Egress Ha AaHHOM MOPTY, MHAYe He UCMO0/1b30BaTb;

— Default VLAN ID — npv nocTynieHnm Ha NopT HETErMPOBAHHOIO NaKeTa CYUTAETCSA, YTO OH MMEEeT JaHHbIN
VID, npu nocTynieHMn TerMpoBaHHOIO MakKeTa cYMTaeTca, YTo naket umeeT VID, KOTOPbIN yKasaH B ero
Tere VLAN;

— VID Override — npu yctaHoBneHHOM ¢dsiare cumTaeTca, 4YTo Nob6oK noctynuewuii naket umeet VID,
yKasaHHbIN B cTpoke default VLAN ID. CnpaBegMBO KaK A1a HETErMPOBaHHbIX, TaK U A8 TErMpPoBaHHbIX
NakeToB;

— Egress:

— unmodified — nakeTbl NepenaloTcs faHHbIM NOPTOM 6€3 M3MeHeHU (T. e. B TOM Xe BUAe, B
KaKoOM MOCTYNuaM Ha APYroi MopT KOMMyTaTopa);

— untagged — naKeTbl NepeaatoTca AaHHbIM NopTom Bcerga 6es tera VLAN;

— tagged — nakeTbl NepenatoTcsa AaHHbIM NopTom Bcerga ¢ Terom VLAN;

— double tag — nakeTbl NepepatoTcsa AaHHbIM NOPTOM C ABYMA Teramu VLAN — ecam npuHATbINA
naket 6bln TerMpoBaHHbIM U Cc ogHMm Terom VLAN — ecnvM NpUHATBIA NakeT 6bla He
TEerMpoBaHHbIM;

— |EEE mode — ycTaHaBAMBaeT pexumbl 6e3onacHocTy Npu 06paboTKe NPUHATLIX TErMPOBaHHbIX ppenmoB:

— fallback — dppenm npuHMMaeTCa Ha BXOAALWEM NOPTY HE3aBUCUMO OT Hanuums ero 802.1g-Tera
B Tabanue mapwpytmsaumm «802.1q»;

= Ecnn 802.1g-Ter He copeputca B Tabauue mapwpytusaumm «802.1g», To dpelm nepenaérca Ha
NCXOAALLMIA NOPT NPU YCAOBUM, YTO OH PA3PEeLLEH B CEKLMM «output» B HACTPOIMKaxX BXOAALLErO NOPTa;

= Ecaun 802.1g-Ter cogepxuTca B Tabanue mapwpytnsaumm «802.1q», To ppeirm nepenaétca Ha UCXoaALLUIA
NopT NPU YCIOBUM, YTO UCXOAALLMIA NOPT ABAseTcA YneHom VLAN B Tabnmue «802.1g» M paspeLléH B CEKLUM
«output» B HACTPOIKax BXOAALLEro NoOpTa;

—  check — dpeiim NpMHUMaeTCA Ha BxoaAalem nopTy, ecam ero 802.1q-Ter cogepKuTca B Tabaunye
mapwpyTtnsaumm «802.1g» (BxoAawmi nopt He o6a3aH 6biTb yneHom VLAN B Tabnuue
«802.1qg»);

= Opelim nepepaérca Ha UCXOLAWMM NOPT, eCAN UCXOAAWMN nopT asasetca yneHom VLAN B Tabauue
«802.1g» v paspeLwéH B cekumm «output» B HAaCTPOIMKax BXOAALLErO NopTa;

— secure — dpenm NpuMHMMAETCA Ha BxogAawem nopty, ecan ero 802.1g-Ter copepKuTca B
Tabnnue mapuwpytmsaumm «802.1g» u BXogAwmK nopT asnsetca yneHom VLAN B Tabauue
«802.1q»;

= Opelim nepepaérca Ha UCXOLAWMM NOPT, eCAN UCXOAAWMK nopT asasetca yneHom VLAN B Tabauue
«802.1g» n paspeLwéH B ceKLMn «output» B HACTPOMKax BXOAALLErO NOPTa;

—  Output — B3aMMOZOCTYNHOCTb NOPTOB A4N1A Nepesayun AaHHbIX. YCTaHABAMBAOTCA pa3pelueHma
OTNPaBKKW NAaKeTOB, MPUHATLIX AaHHbIM NOPTOM, B MOPTbl, OTMEYeHHble dpaarom;

—  LACP trunk — Bbi6op rpynnbl LACP, K KOTOPOM NPUHAANEKUT YKa3aHHbI NOPT KOMMYTaToOpPa;

—  Port MAC — cmeHa MAC-agpeca nopta. Onuua AocTynHa Aas peaakTMpoBaHUA nNpu Bbibope
rpynnbl LACP Ha nopty. MopTbl, BXogAawme B ogHy rpynny LACP, AoAXHbI MMEeTb pa3nnyHble
MAC-agpeca;

—  PesepsHbili mopm — BbIOOpP MNoOpTa, Ha KOTOpbIM OyaeT nepeknoyeH TpaduK B caydvae
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BOSHWMKHOBEHMA HeLTaTHOW CUTyauuu (Hanpumep, paspbie AuMHUKM). [daHHasA HacCTpoika
Heobxoguma gns obecneyeHums pesepsupoBaHus Dual Homing;

—  Bosspam Ha master-nopm — nNpu ycTaHOB/MeHHOM ¢nare 6yaeT ocywecTBleH nepexoq, Ha
OCHOBHOV MOPT NOC/Ie ero BOCCTaHOBNEHMUS;

V B Tekyweit Bepcumn MO nopaepxkmnsaerca Tonbko global dual homing.

—  Pexcum pabomei nopma — Bbibop pexxuma pabotbl nopta (auto, 10/100 Mbps Half, 10/100 Mbps Full, 1
Gbps). HacTpoiika pexrMma BO3MOXKHa TONIbKO AN aneKTpuyeckux Ethernet-noptos (GE nopm 0, GE nopm
1, GE nopm 2).

Echn B TeuyeHMe OAHOW MMHYTbI HACTPOMKM He NOATBEPXAEHbl Ha)KaTMem Ha KHOMKY
M «Modmeepdumeb», TO OHM BO3BPALLAIOTCA K NpeAblAyLLMM 3HAaYEeHUAM.

Ona npumeHeHWA HaCTpoeK HeobXo4MMO HaxKaTb KHOMKY «[lpumeHumes», ANA NOATBEPKAEHMUA
NPUMEHEHHbIX HAaCTPOEK — KHOMKY «lodmeepdume».

an NOMOLLN KHOMKU «[lo YMOAYQHUKO» MOXHO YCTAHOBUTb NMapamMeTpbl NO yMOJIHaHUIO (3Ha‘-IEHI/I‘r'I,
YCTaHaB/1MBaemMble NO YMOJIHaHUIO, NnpuBeaeHbl Ha PUCYHKE BbILUE).

[na coxpaHeHuAa HacTpoek B ¢alin KoHPurypauum 6e3 npumeHeHMA HeobXOAMMO HaxKaTb KHOMKY
«CoxpaHumo».

4.1.6.3 802.1q

B nogmeHto «802.1g» ycTaHaBAMBAIOTCA NPaBMIA MapLIPYTU3aLUM NAKETOB Npu paboTe KOMMyTaTopa B
pexxume 802.1q. Tabanua moxKeT cogeprkatb 4o 1024 3anuceit.

KommyTaTop wa3a mmeet 3 IIEKTPUYECKUX NOopTa Ethernet, ABa ONTUYECKUX U O4UH NOPT ANA
B3aMMOAeVICTBMﬂ c npoueccopom:

— GEnopm (0, 1, 2) — anekTpuyeckune Ethernet-nopTbl ycTPOMNCTBa;
— CPU nopm — BHYTPEHHWI NOPT, NOAK/IOYEHHbIN K LEHTPAIbHOMY NPOLECcCopy YCTPOMCTBA;

— SFPnopm (0, 1) — onTnyeckume Ethernet-noptbl ycTpoiicTea.

Kommymamop —> 802.1q

802.1q

vID GE nopt 0 GE nopt 1 GE nopt 2 CPU nopt SFP nopt 0 SFP nopt 1 Override MMpuoputer
unmodified ¥ || unmodified v unmodified v | unmodified v || unmodified ¥ unmodified v Ov
[obaeuts
VTU table
vID GE nopr 0 GE noprt 1 GE nopr 2 CPU nopr SFPnopr0  SFPnopr1 Override Npuopurer Yaanute

VTU table is empty

MpumennTe Ypanute CoxpaunTts

AobasnerHue 3anucu 6 mabauyy mapwipymusayuu nakemoe

— VID — B none HeobxogmMmo BBeCTU uaeHTudmMKaTop rpynnel VLAN, ans KoTopoi cosgaerca npasBuao
MapLpyTU3aLmm, U ANA KaXKL0ro NopTa Ha3Ha4YnUTb AeUCTBUA, BbINOJHAEMbIE UM NPU Nepeade NakeTa,
MMetoLLero yKkasaHHbin VID.

— unmodified — nakeTbl NepesatoTca 4aHHbIM NOPTOM 6€3 U3MEHEHMUI (T.€. B TOM e BUAE, B KAKOM
6bIN NPUHATDI);

— untagged — naKeTbl NepeaatoTca AaHHbIM NOpTom Bcerga 6es Tera VLAN;

— tagged — nakeTbl nepenatoTca AaHHbIM NOpTom Bcerga ¢ Terom VLAN;
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— not member — nakeTbl ¢ yKa3zaHHbIM VID He nepenaroTca AaHHbIM MOPTOM, T. €. MOPT He ABAAETCA
yneHom stor rpynnbl VLAN.

3aTem HeobXxoAMMO HaxaTb KHoMky «Zobasume». [Ana NPUMEHEHUA YCTAaHOBAEHHbIX HACTPOEK
HEeobX0AMMO HaXKaTb KHOMKY «[TpuMeHUMb», 3aTeM NOATBEPAUTL HAaCTPOMKM KHOMKOW «[lodmeepdumey.

Echn B TeueHMe OAHOW MMHYTbl HaCTPOMKM He NOATBEPXAEHbl Ha)aTUem Ha KHOMKY
we | «llodmeepdumb», TO OHM BO3BPALLAIOTCA K NpeablAyLUM 3HaYEeHUAM.

CoxpaHuTb HacTpolku Bo Flash-nmamaTtb ycTpoicTBa 6€3 NpUMMEHEHUA BO3MOMKHO C MOMOLLbIO KHOMKMU
«CoxpaHuUmb».

YdaneHue 3anucu u3 mabauysbl mapwpymusayuu nakemos

Ona yaaneHus 3anucen HeEOBXOAMMO YCTaHOBUTL GlarM HanpoTUB YAANAEMbIX CTPOK M HaXKaTb KHOMKY
«Yoanume ebioesieHHbIe».

4.1.6.4 QOS u KOHMPOb N0A0CHI NPONYCKAHUA

B pasgene «QoS u KOHMPOsb NOAOCHI NPONYCKAHUA» HaCTPanBaloTca GpyHKUMM obecrneyeHns KadyecTsa
obcnykueaHuma (Quality of Service).

Kommymamop —> QoS u KOHmMposb nosoce! nponycKaHusa

Q05 » KOHTPONEL NONOCH! NPONYCKAHMA
GE nopr 0 GE nopr 1 GE nopr 2 CPU nopr SFP nopt 0 SFP nopt 1
: v :‘ v D v j v : v : v
Toneko DSCP ¥ ||| Tonoko DSCP ¥ ||| Tonuko DSCP ¥ ||| Tonexko DSCP ¥ || Toneko DSCP ¥ ||| Toneko DSCP v
ov agv ov ov ov av
0
1 v v v 1 v 1 v v
2 27 2" 2Y 2" 2 27
3 1Y : v 3 v 3 v 7Y 4
4 4V 4v 4V 4V 4w av
5 5Y 5Y sY S 5Y 5Y
6 R g Y B Y e R [
7 7Y Ty 7Y 7Y 7Y 7Y
BIKNKOYEH ¥ || BoiKMIOYEH ¥ ||| BbIKMIOYEH ¥ ||| BoiKmONEH ¥ || BoIKMIONEH ¥ | BoiKmoueH v
v v
- v . . - -
MpuMEHUTD Mo ymonuarmo Coxpanutb

—  Mpuopumem VLAN (default) — npuoputet 802.1p, HazHayaeMblli HETErMPOBaAHHbIM NaKeTam, NPUHATbIM
AaHHbIM nopTtom. Ecnm nakeT yxke umeet npuoputet 802.1p nnbo IP diffserv npuoputeT, TO AaHHbIM
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napameTtp He ucnonb3yetcsa (default vlan priority He 6yaeT NPUMMEHATbCA K MaKeTam, COAEpPXKaLLMM

3aronoBok IP, B cnyvae mcnonb3oBaHma ogHoro us pexkmmos QoS: DSCP only, DSCP preferred, 802.1p

preferred, a TaK}Ke K y»Ke TEerMPOBaHHbIM MaKeTam;

Pexcum QoS — peXxmm ncnonb3oBaHma QoS:

—  TonbKo DSCP — pacnpeaenaTb NakeTbl N0 o4epeasm TO/IbKO Ha ocHoBaHUK npuopuTteTa IP diffsery;

—  TosnbKo 802.1p — pacnpenenatb NakeTbl N0 o4epesamM TOIbKO HAa OCHOBaHMKM npuoputeTa 802.1p;

— DSCP, 802.1p — pacnpenensaTb NakeTbl N0 o4yepeasm Ha ocHoBaHuM npuoputeTos IP diffserv n 802.1p,
NPV 3TOM NPU HAIMYMKN 060UX NPUOPUTETOB B NAKETe, pacnpeaeneHne no oyepesam OCyLLecTBAAETCs
Ha ocHoBaHuu IP diffserv;

— 802.1p, DSCP — pacnpenensaTb NakeTbl N0 o4yepeasm Ha ocHoBaHuM npuoputeTos IP diffserv n 802.1p,
NPV 3TOM NPU HAMYUKN 06O0UX NPUOPUTETOB B NAKETe, pacnpeaeneHne no oyepesam OCyLLecTBIAeTCs
Ha ocHoBaHuu 802.1p;

lepeHasHa4yumes npuopumemsl 802.1p — nepeHasHayeHne npuoputetos 802.1p ANA TerMpoBaHHbIX

naketos. Kaxgomy npuoputeTy, npuHATOMy B nakeTe VLAN, MOXXHO TakMm 06pasom HasHA4YMTb HOBOE

3HayeHue;

Pexcum ozpaHuUYeHUs 8X00AWUX MAKEMOB8 — PEXUM OrpaHuyeHus TpadmKa, NOCTYNaoWero Ha NopT:

—  BbIKM0oYeH — HET OrpaHUYeHUs;

—  Bce nakemsi — OrpaHNYMBaETCA Becb Tpaduk;

—  BroadMultFlood — orpaHuMumBaeTca MHoroagpecHblt (multicast), WwMpoKoBewaTenbHbi (broadcast)
M NaBUHHbIM ogHoaapecHblit (flooded unicast) Tpaduk;

—  BroadMult — orpaHunumBaeTca MHoroagpecHbiii (multicast) UM WwMpoKoBewaTenbHbin (broadcast)
TpaduK;

— Broad — orpaHu4mMBaeTcA TO/IbKO LWMpPOKoBeLlaTenbHbli (broadcast) Tpaduk;

OzpaHuveHue ckopocmu 0715 8x00AWUX nakemos 6 oyepedu 0 — OrpaHUYeHMe NoaoCbl NPOMYCKAHWUA

TpadmKa, NOCTyNaloLLero Ha NopT ANA HyneBon oyepeaum. [lonycTMmble 3HavyeHUs B npegenax ot 70 go

250000 Knnobwut B ceKyHAY;

OzpaHuveHue ckopocmu 0715 8X00AWUX NaKemos 8 oyepedu 1 — orpaHUYeHue NoaoCbl NPOMYCKAHWUA

TpadmKa, NocTynatoLLero Ha NopT Ana nepsoi odyepean. MNonocy NponyckaHMA MOXKHO MO0 yBEANUUTL B

ABa pasa (prev prio *2) oTHOCUTEIbHO HY/IEeBOM ovepeam, 1Mbo OCTaBUTb TaKoW e (same as prev prio);

OzpaHuveHue cKkopocmu 0715 8X00AWUX NaKemos 8 oyepedu 2 — OrpaHUYeHue NoA0Chbl NMPOMYCKAHWUA

TpadurKa, NocTynatoLLero Ha nNopT A8 BTOPOi ovepeam. MNonocy NponyckaHMAa MOXKHO IMBO yBENNUNTD B

ABa pasa (prev prio *2) oTHOCUTE/IbHO NepBOMN oyepean, MMHB0 OCTaBUTbL TaKOoM e (same as prev prio);

OzpaHuveHue cKkopocmu 0715 8X00AWUX nakemos 8 oyepedu 3 — OrpaHUYeHMe NOAOChbl NMPOMYCKAHWUA

TpadurKa, NOCTyNatoLLero Ha NopT ANA TpeTbel ovepean. Monocy NPonyckaHMA MOXKHO MO0 YBENYUTD B

ABa pasa (prev prio *2) oTHOCUTE/IbHO BTOPOW o4yepeamn, IMb60o oCTaBUTL TaKoM e (same as prev prio);

BKao4ume o2paHuYyeHue ucxo0AauUxX nakemos — npu yCcTaHOBAEHHOM dJiare paspelleHo orpaHuYeHune

NosI0Cbl NPONYCKAHWUA ANA UCXOAALLENO C NOPTa TPadMKa;

OzpaHu4veHue ckopocmu 0718 UCXOOAUWUX TaKemo8 — orpaHuyeHme Noaockl NPONycKaHMA A5 UCXOLALLETO

c nopTa TpadmKa. JonycTumble 3Ha4eHuA B npeaenax ot 70 o 250000 Knnobut B cekyHAay.

MpumeHUMb — NPUMEHUTL YCTaHOBIEHHbIE HAaCTPOMKMY;
Moomeepdums — NOATBEPAUTb U3MEHEHHbIE HACTPOMKK;

Echn B TeueHue OAHOﬁ MWUHYTbI HaCTPOﬁKM He noAarBepXAeHbl HaXXatuem Ha KHOMNKY
o «I'lodmeepdumb», TO OHM BO3BpPALLAIOTCA K Npeablaywmum 3Ha4eHUAM.

1o yMoAYQHUIO — YCTAHOBUTb HACTPOWMKM MO YMOAYAHUIO;
CoxpaHums — COXPaHWUTb HacTpolKku Bo Flash-namaATb ycTpoiicTBa 6e3 npumeHeHus.
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4.1.6.5 PacnpedeneHue npuopumemoe no o4yepeou

B pasaene «QoS u KOHMPOsb M0A0CbI NPOMYCKAHUA» HacTpamnBatoTca GyHKUMM obecneyeHns KadyecTsa
obcnykmBaHuma (Quality of Service).

Kommymamop —> PacnpedeneHue npuopumemos rno ovepedu

PacnpepgeneHne NPpUOPHTETOR NO OYepeam
Pacnpegenexue npuopuTetos 802.1p no ouepeasm
802.1p 0 1 2 3 4 5 6 7
Ouepegs | (1 || 0 (O |||1¥ |[2v|||2% |3¥ 3~
Pacnpeaenedme npropuTetos IP diffsery no ouepeasm
Diffserv Oyepeas Diffserv Ouepeab Diffserv Oyepenb Diffserv Oyepeab
0x00 0 0x40 1 0x80 2w 0xCO 1w
0x04 0 Oxdd 1 0x54 2 OxC4 ER
Dx08 0 0x43 1 0x88 2 oxCa I
0x0C 0 0x4C 1~ 0x8C 2w 0xCC 3
0x10 v 0x50 1 0x90 2v 0xDO0 3
Ox14 g 0x54 1 094 2w 0xD4 3w
0x18 0w 0x58 1 0x98 2 0xD8 3
ox1C o 0x5C 1 0xeC 2w 0xDC 3
0x20 0 0x60 1 OxAD 2 OxED 3
0x24 Qv 0x64 1 OxA4 2 0xE4 v
Dx23 o 0x68 1 OxAS 2 = 3
0x2C Qv 0x6C 1 0xAC 2 OxEC K
0x30 o 0x70 1 0xB0 2w 0xFO v
0x34 v 0x74 1 OxB4 2 IXF4 3~
0x38 0w 0x78 1 0xB8 2 v
0x3C (I 0x7C 1 0xBC 2 OxFC 3w
MpumennTs Mo ymonyaxuo CoxpanuTb

— Pacnpedenerue npuopumemos 802.1p no o4epedsam — NO3BONAET pacnpenennTb NAKeTbl MO ovepesam
B 32aBMCMMOCTU OT npuoputeTa 802.1p:
— 802.1p — 3Ha4veHune npuoputeta 802.1p;
— QOuepedb — HOMEpP UCXOAsLLEN oyepeau;
— PacnpedenerHue npuopumemos IP diffserv no oyepedam — noO3BONSET pacnpenennTb MNakeTbl Mo
oyepeasm B 3aBMCMMOCTM OT npuopuTeta IP diffserv:
— diffserv — 3HaueHue npuoputeTa IP diffserv;
— O4epedb — HOMEpP UCXOASALLEN ovepeam;

— [lpumeHuUMb — NPUMEHUTb YCTAaHOB/IEHHbIE HACTPOWKK;
— Modmeepoums — NOATBEPAUTb U3MEHEHHbIE HACTPOMKM;

'," Ecnn B TeueHMe OOHOW MWHYTbl HAaCTPOMKM He MNOATBEPXAEHbl HaXKaTUeM Ha KHOMKY
e
«Modmeepdumeb», TO OHU BO3BPALLAIOTCA K NpeablayL MM 3HaUYeHUAM.

— [0 yMOAYQHUKO — YCTaHOBWUTb HAaCTPOMKM NO YMONYAHMIO;
— CoxpaHUMb — COXpPaHWTb HACTPOMKK BO Flash-namaTb ycTpoiictea 6€3 npumeHeHus.
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4.1.7 Cemesble ymuaumeol

4.1.7.1 PING
YTUAUTA UCNOIb3YyeTcsa ANs NPOBEPKM coeaMHEHUA (HaNMUMA MapLupyTa) 40 YCTPOICTBA B CETU.

Cemesbie ymuaumel —> PING

PING
IP Probing
Ping
Mepuoauseckuit ping
3snycksTe NPK CTSPTE YCTDOWCTES
MNepwoz. w10
Konuuecreo noneok| 3
CoxpanuTs
Cocronnue
ROACIANECKAN DINg e e
3anycTute OcranoBuTs Vinopmaums
Cnucox IP-anpecoe
Her IP azpecoe & cniucke
DoSaeuts

IP Probing — vicnonb3yeTcs A1A O4HOKPATHOTO KOHTPO/IA COeANHEHMA 4,0 YCTPOMCTBA B CETMU.

Ons axo-Tecta (nocbina Ping-3anpoca) Heobxoaumo BBectu IP-agpec cinbo ceteBoe ums y3na B none «IP
probing» v HaxaTb KHOMKY «Ping». Pe3ynbTaT BbINOAHEHNA KOMaHAbl Oy4eT BbiBeAEH B HUMKHEN YaCTu CTPaHULbI.
B pe3ynbTaTe yKa3bIBAETCA KOJIMYECTBO NepedaHHbIX MAaKETOB, KONMYECTBO NOJTYY4EHHbIX HA HUX OTBETOB, MPOLLEHT
noTepb, a Tak»Ke Bpemsa npuema-nepesadm (MMHMMmanbHoe/cpegHee/MakcMManbHOE) B MUINIMCEKYHAAX.

IP Probing

192.168.27.7

5 packets transmitt
round-trip min;

Mepuoduyeckuli ping — vicnonb3yeTca AN NepPUOLNYECKOro KOHTPOAA COEANHEHUIN 40 YCTPOMICTB B CETH.

— 3anyckame npu cmapme ycmpolicmea — Npuy yCTaHOB/EHHOM dJ1are nocbiNaTb ping-3anpockl Ha agpeca,
YKa3aHHble B CUCKe XOCTOB byAeT akTMBMPOBATLCA Cpasy Noc/e 3anycka yCTPoMCTBa;
— epuod, MUH — NHTEPBaN MEXKAY 3aNpPocamm B MUHYTaX;

[ OTKkpoiThe <hosttestlog= X [
— Konuyecmeo nonbimoK — 4UCNO NOMbITOK OTNpPaBnTb ping— Bil cofupaeTeds oTKpeITe daiin
= hosttest.log
3an pOC. FENAWNICA TEKCTOBIN LOKYMEHT
M3 http:/f192. 168.18.189
Kak Firefox cneayet obpaboTtate sToT daiin?
CocmosHue - —
Cile) =0 == Bl Notepad? (no yMondaHuo) E

CoxpaHuTe dain

— Mepeszanycmume — 3anyck/nepesanyck Nepmoanyeckoro ping;

OcmaHosumes — NpUHYyaANTENDbHAA OCTAaHOBKa nNnepnogn4eckoro

ping;
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—  WHPpopmayua — NO HaKaTUIO [AaHHOW KHOMKM A48 NPOCMOTPa CTaHeT JocTyneH Jaor-¢aiin

'/tmp/log/hosttest.log' ¢ aaHHbIMK O NocneaHeN NOMbITKE NEPUOANYECKOrO ping-3anpoca.

Cnucok xocmoe — cnucok IP-agpecos, Ha KoTopble ByayT OTNPABAATLCA NepPUOAMYECKME ping-3anpocsl.

Ons pobaBneHna HOBOro ajpeca B CNUCOK HEOBXOAMMO yKasaTb €ro B Mnojie BBOZa W HaXaTb KHOMKY
«/Jobasumes». N yaaneHna — Ha)aTb KHOMKY «Y0asnume» HanpoTue Tpebyemoro aapeca.

4.1.7.2 TRACEROUTE

Ytunuta TRACEROUTE BbinosHAET QYyHKUMM TPACCUPOBKM MaplUpyTa M 3XO-TecToB (nepepaum ping-
3amnpocos) Ans OMArHOCTUKKM paboTbl ceTu. JaHHaa GyHKLMA MO3BO/AET OLEHUTb KAYecTBO COEAMHEHUS A0
nposepAemoro ysna.

Cemeesbie ymunumsi —> TRACEROUTE

TRACEROUTE

WmA xocTa mnm IP agpec ANA NDOBEPKM KAYeCTBA CORAMHEHNA

Wcnonb3oears onyun 0 U} TeNbHbIe bl

Yueno nepeaasaemsix NakeTos (N0 ymomyanmo 10
Pa3smep naketos AnA OTNDABKM

Crobpaxats |P-agpeca BMECTO MMEH XOCTOB

3anepwxa Mexay ICMP 3anpocamy (N0 yMOMLaHuo 1 cex)

AZlpec CETeBOro MHTepdenca 4nA eTnpasku ICMP 3anpocos

Mposeputh

B none «Mms xocma unu IP adpec 058 nposepku Kayecmea coeduHeHuUs» BeBoautca IP-agpec ceteBoro
YCTPOWMCTBA, A0 KOTOPOro OLEHWBAETCA KayecTBO coeAuHeHuA. [ns UCnoNb30BaHWA onuuit Heobxoaumo
YyCTaHOBUTb lar B COOTBETCTBYIOLLEN CTPOKE.

Onuuu:

— Yucno nepedasaembix nakemos — KONMYECTBO LUUKAoB nepegaym ICMP-3anpocos;

—  Pasmep nakemoes 05 omrpasku — pasmep ICMP-nakeTa B 6aitTax;

— Omobpaxams IP-adpeca emecmo umeH xocmoe — He ucnonbzoatb DNS. Otobpaxkatb IP-agpeca 6e3
NOMNbITOK NOJIy4EHUA UX CETEBBIX MMEH;

—  3adepxcka mexcdy ICMP 3anpocamu (o ymonyaHuro 1 cex) — MHTepBan onpoca;

—  Ucnonszosams mosasKo IPv4 — ncnonb3oBaTtb TOAbKO NPOTOKOA IPv4;

—  Ucnons3zosams mossKo IPv6 — ncnonb3oBaTtb TONbKO NPOTOKOA IPV6;

— Adpec cemesoeo uHmepdgelica 0na omnpasku ICMP 3anpocos — |P-agpec ceteBoro WHTepdeica, ¢

KoToporo byayT otnpasaeHbl ICMP 3anpochl.

Mocne BBoAa |P-agpeca ceTeBOro YCTPOWCTBA, A0 KOTOPOrO OLLEHMBAETCA KayecTBO COEAMHEHUA U
YCTaHOBKM ONUMIA HY}KHO HaXKaTb KHOMKY «[Tposepumob».

B pe3synbTaTe paboTbl yTUAMTbI BbIBOAMTCA TabanLa, coaep Kallan:

—  Homep y3na u ez2o IP-adpec (nubo cemesoe ums),

—  npoueHM nomepsHHbIX nakemos (Loss%),

—  Koau4Yecmeo omipasseHHbIX nakemos (Snt),

—  8pemsA Kpy208020 obpaweHusa nocaedHezo nakema (Last),
—  cpeOHee speMs Kpy208020 obpauieHus nakema (Avg),

—  slydwee 8pemMa Kpy208020 obpawieHus nakema (Best),

—  Xyouwee spems Kpy208020 obpaweHusa nakema (Wrst),
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—  CpeOHeKsadpPamMu4YHoe OMKsOHeHUe 3a0epxeK 0419 Kaxc0oeo y3aa (StDev).

HOST: shc Loss% Sm Last
1. 192.168.16.44/00% (10 (0.3

4.1.8 besonacHocmo

4.1.8.1 YnpaeneHue

B 3ToM noameH0 M3MEHSIOTCA MNaponau A0CTyna K
cpeacTBam KoHouUrypmposaHma SBC.

B pasgene «YcmaHosumb naposas admuHucmpamopa
seb-uHmepdhelica» ycTaHaBAMBAETCA NAPO/b ANA A0CTyNa K
web-uHTepdeiicy nonb3osatena admin.

’ Mo ymonuyanHuw pAna pocryna K web-
o uHTepdeiicy ucnonb3yerca NoruH admin
naponb rootpasswd.

Maponb Ana poctyna nonbsosatena admin
yepes web-uHTepdeiic moxKet He coBNaAaTb
C maponem AnA AOCTyna no NpPOTOKOsam
Telnet, SSH.

B pasgene «llonbzosamenu eeb-uHmepdgpelicar
CO343t0TCA NoMb30BaTeNN web-uHTepdelica n HasHavarTeA
nx nNpasa. Bcero moxeTt 6bITb co3gaHo Ao 50 nonb3oBaTenei.

Ons co3pgaHus nonb3oBaTensa cieayeTt HaxKaTb KHOMKY
«Jobasums». B nosBmBlIEMcA OKHe (crnpaBa) BblbpaTb MMSA
nosib3oBaTensi, Naposb A8 BXoAa M NOATBEPAUTb Maposb.
3aTem 3a4aTb NpaBa Nosib30BaTeNA M HaxKaTb «[TpumMeHUMbY.
Ons pefaktupoBaHMa Hago BbIOpaTb NOb30BaTENA U3 CMIUCKA
M HaxaTb KHOMKY  «Pedakmuposams».  YoaneHue
OCyLLECTBASIETCA BbIOOPOM NO/Ib30BaTENA W HAXKATUEM
KHOMKW «Y0aaumsb».

l HeBO3MOXHO yAanAUTb WMAU U3MEHUTb npaBa
. nonb3oBaTtena admin.

Avg Best Wrst Sthew
0.3 0.2 |03 |00

BesonacHocme —> YnpaeneHue

YnpaeneHune

BeeawTe napons:
MoaTeEpanTe Nnapons:

3apate

YCTEHOEBWTE Naponk 3AMUHWUCTPETOPE Eeb-uHTEpdeica:

Monesosatenn seb-nHTepdeiica:

BEEAWTE Naponk!
MoaTBepAWTE Napons:

3apate

1] LINE]
0 admin
NobaenTe Pepaktnpoeats YoanuTe
YCTEHOBWTE Naponk aAMWHUCTPaTopa AnA telnet u ssh: —

Ynpaenexwne

[MMA nonesoeatens]
[EEEAMTE Napont]

[noaTeEpAWTE Napons]

Mpasa NoNb30BaTENA:

Mepesanyck ycrpolictea/TO

¥npaeneHne SBC

¥npasneHwe HacTpolikamu IF, Switch 1 RADIUS
¥npaeneHwe KoHbury paurei

YnpaesneHue MO

MoHWTOpKHT

I pUMEHKTE OTMeHUTE

B pasgene «YcmaHosume naposas admuHucmpamopa 0ns telnet u ssh» ycTaHaBAMBaeTcA Naposb
nosnb3osatensa admin pna pocryna K CLI.
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4.1.8.2 Hacmpoiika SSL/TLS

Pasgen npeagHasHauveH 414 3arpy3ku wau cosdaHua camonognucaHHoro ceptuéukata SSL/TLS, KoTopbliit
no3BOAAET UCNO/b30BaTh LWNMPPOBAHHOE NOAKAOUYEHME K LWIO3Y U 3arpy3Ky/Bbirpy3Ky ¢hainnos KOHGUrypaumm no
npotokony HTTPS.

Be3zonacHocmb —> Hacmpolika SSL/TLS

Hactpouka SSUTLS

Hactpoiika SSLITLS

HTTP wnu HTTPS v |MooToxon esaumonelicTana ¢ webd-
= KOHArYPETOROM
CoxpaHutb
C P aTk HOEBIE

=

ﬁayxsasu»—: A %o chs»-u
.='e'v,m-

Topoa

Opraruasyns

Moapsazenesne

.‘fc HTSLTHEM e-msil

v.’\m ycTpoacTes (unu IP-aapec)

CreHepuposaTb

Sarpyaute PEM cepTudmxaT u knios
Cepmamkar Y || daiin He B6iGpaH OBsop 3arpysuTe

* Nocne san €OTUENCETS W Kmous, TReb

A nepess =e5-cepsapa

MepesanycTuTs Be5-CcEpEEp

— Tpomokon e83aumoldelicmeus ¢ web-KoOHu2ypamopom — pPeXMM NOoAKNIYEHUA K  web-
KoHduUrypartopy:
e HTTP unu HTTPS — paspelleHO Kak HewudpoBaHHoe noakatoveHne — no HTTP, Tak wu

wudposaHHoe — no HTTPS. Mpu atom noakntoueHmne no HTTPS BO3MOXKHO TONIbKO MPU Hanuumm
CreHepupoBaHHOro cepTudmKaTa;

e mosbKo HTTPS — paspelueHo ToAbKo WwWindpoBaHHOe nogkatodeHune no HTTPS. MogKkntoueHne no
HTTPS BO3MOKHO TO/IbKO NPW Ha/IMYNM CTEHEPUPOBAHHOIO cepTudUKaTa.

CaeHepuposamb Ho8ble cepmugpukamel
’ [aHHble napameTpbl HE06X0ANMMO BBOAUTDL NATUHCKUMM ByKBamu.
e

— /Jeyx3Ha4Hsbili KOO cmpaHbl — Kog, cTpaHsbl (ans Poccun — RU);

— PeauoH — Ha3BaHWe perMoHa, ob6aactu, Kpas, pecnybamkm u T. n.;
— [opod — Ha3BaHWe ropoaa;

— OpeaHu3ayus — Ha3BaHWe opraHM3aunu;

— [ModpasdeneHue — Ha3BaHWe NoapasneneHus UAn oTaena;

—  KoHmaxkmuHblili e-mail — agpec 31eKTPOHHOM NoYyThbl;

— Umsa ycmpolicmea (unu IP-adpec) — |P-agpec wnto3a.

3azpy3zume PEM cepmudgpukam u Karo4

Pasgen no3sosAeT 3arpysnTb 3apaHee CreHepMpPOBaHHbIM U NognucaHHbii PEM ceptuduKat n Koy, Ana
3arpysku ciegyet BblOpaThb B BbINagatowem MeHI0 TUN 3arpyrkaemoro ¢aiina. Haxkatb KHoMKy «0630p» 1 BbIbpaThb
Tpebyembiii daiin. Mocne yero HaxkaTb KHOMKY «3a2py3ume».

Mocne 3arpy3ku ceptTuduKaTta 1 Kntoua Heobxogumo byaet nepesanyctuTtb Be6-cepBep KHONKOIA
e «MNepe3anycTuTb Be6-cepBep».
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4.1.8.3 [JuHamuuecKulii 6paHOmaysp

OuHamunuecknit 6paHamayap — 3TO YTUAUTA, KOTOPaA OTC/IEXKUBAET NOMbITKM 0BpalleHns K PasIMUyHbIM
cepBucam. Mpu obHapyKeHUN NOCTOAHHO NOBTOPSIOLLMXCA HEYAAUYHbIX NOMNbITOK 06paLLEHNS C OAHOIO M TOrO XKe
IP-agpeca nau xocTa, AMHaMUYecknin bpaHamaysp 610KMpyeT ganbHellme nonbITKM ¢ 3Toro IP-agpeca/xocra.

B KauecTBe HeyAauyHbIX NOMbITOK MOTYT ObITb NAEHTUOULMPOBAHbI:

—  noabop ayTeHTUOUKALMOHHbIX AaHHbIX A1a web-uHTepdenca nam no npoTokoy SSH, To ecTb NoONbITKK
33T B UHTepdelic yrnpaBaeHUA C HEBEPHbIM JIOTMHOM U NAPOJIEM;

—  noabop ayTeHTUPUKALMOHHBIX AaHHbIX — npuem 3anpocoB REGISTER ¢ nssectHoro IP-agpeca, HO ¢
HEBEPHbIMWN ayTEHTUPUKALMOHHBbIMU AAHHbIMU;

— npuem 3anpocos (REGISTER, INIVITE, SUBSCRIBE, u apyrux) c HemssecTHoro |IP-aapeca;

— npuem HemsBecCTHbIX 3anpocos no SIP-nopTy;

— MonagaHue BbI30Ba B NPABUIO C NOJNTUKON reject.

BbezonacHocme —> fJuHamuyecKuli 6paHomaysp

OuHamuyeckun Gpanamaysp

MNapameTpsl sip WEB TELNET SSH OTHER

BrnioumTe
Bpews Gnokrpoekn. C 600 600 600 600 600
Bpews npowesia. ¢ 1800 1800 1800 1800 1800

Konu4ecTeo NONBTok 3 3 3 3 3 ‘

AocTyna

Konu4ecTeo BpemerHbix 4 4 4 4 4
Gnomposok

Mporpeccupyrowan Gnokupoexa

He ornpaenaTs sabnokmpoBariHsie

3Jpeca B YepHsI CNMCOK

MpUMEHHT: Mo ymonyasmo

(Bs:en“ cnweox. OGHOBNTL (Bq::m,.-. w,?o;) OGHOBMTL Cnncox OGHOBHTS
ro 3anuCed: K ro 3annced: .

! Craqats Cravars anpecos CKavaTs

(Beero sanucen: 0) —

[oGasuTe || Hawtv || YoanuTe [oGasuTk || Hawtw || Yaanums | -

IP-agpec unu IPimask IP-agpec wnu IP/mask Hawmv || Yaanute

(nocneagrme 30 sanncen) (nocnegrme 30 sanucen) IP-agpec wnu IP/mask

127.0.0.1 Her IP agpecos g cnucke (nocnearmne 30 sanucedn)
N Her IP agpecos B cnncke

YOoanuTe YaanuTe

yAanute

Mapamempobl uHamuveckoz2o 6paHdmayspa
—  BKawoyume — 3anyctutb 6paHamayap;

Cneaylowme napameTpbl MOTYT HaCcTPaMBaTbCA OTAE/NbHO A1A Pa3/IMYHbIX CepBUCOB. Bce 3TK NapameTpbl
MOTyT 6bITb cOpoLLIEHbI B NPeAyCTaHOB/IEHHbIE 3HaYeHUA KHonKol "Mo ymonyaHuio".

—  Bpems 670KUpPOBKU, C — BPEMA B CEKYHAAX, Ha MPOTAKEHNN KOTOPOro A0CTYN C NOA03PUTE/IbHOIO agpeca
6ynet 6,10KMpoBaH;

— Bpems npouweHus, c — BpPeMs, Yepes KOTOPOe aapec, C KOTOporo npuwen npobaemHslit 3anpoc, 6yaet
3abbIT, ecin HY pasy He 6bin 3a6/10KNMPOBaH;

—  Koauyecmeo nonsimok 0ocmyna — MaKCMMasibHOE YMCI0 HeyaayHblX MOMbITOK AO0CTyMna K cepBucy,
npexae 4em xocT 6yaeT 3a6/10KMPOBaH;

—  Koauyecmeo spemeHHbIx 6710KUPOBOK — KOANYECTBO B/IOKMPOBOK, MNOC/e KOTOPbIX NpobiemMHbIi agpec
6yAeT NPUHYANTENBHO 3aHECEH B YEPHbIW CMMCOK;

— lpoepeccupyrowas 670KUPOBKa — NpW YCTaHOBNEHHOM dare Kaxaaa odyepeaHan 610KMPOBKa agpeca
6yaeT BaBoe 6osblie npeablaywei, ana 610KMPoBKM agpeca byaeT UCNO/Ib30BaTbCA BABOE MEHbLUE
nonbITOK gocTyna. Hanpumep, B nepeblii pa3 agpec 6bi1 3a610KkMpoBaH Ha 30 cekyHA, nocsie 16 NonbIToK,
BO BTOPOM pa3 — Ha 60 cekyHA nocne 8 NonbITOK, B TPETUIA pa3 — Ha 120 cekyHA nocae 4 NonbITOK U Tak
Aanee;
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— He omnpasname 3a6/10KUpPOBAHHbIe adpeca 8 YepHblli crnucoK — npu yctaHoBieHHom ¢nare SBC He
oTnpasnfeT 3ab/0KMpPOBaHHbIE agpeca B YepHbli cnucok, onuua "Mpoepeccupyrowas b6aokuposka”
UrHopupyeTtcs.

Bbenbit cnucok (nocnegHue 30 3anuceit) — cnucok IP-aapecos, KoTopble He MOryT BbiTb 6/10KMPOBaHbI
AMHaMUYecKum bpaHamayspom. Bcero moskeT 6bITb co3gaHo Ao 4096 3anucen.

YepHbiit cnucok (nocneaHue 30 3anuceit) — CNMCOK 3anpeLLeHHbIX afpecoB, AOCTYN C KOTopbix byaer
Bceraa 3ab10KkMpoBaH. Bcero moxkeT 6b1Tb co3aaHo a0 8192 3anuncu ans SBC-1000 n 16384 3anuncu gns SBC-2000.

[nsa pobasneHus/novcka/yganeHuns agpeca B Cnucke HEOHX04MMO yKasaTb ero B Nnojie BBOAA M HaxKaTb
KHOMKY «/lo6asume»/«Halimu»/«Ydanume».

l YEpHbIit CNMCOK MmeeT npuopuTtet Hag 6enbim.
ezl

CnUCOoK 3ab6/10KMPOBaHHbLIX afpecoB — MepeyeHb afapecos, 3ab/OKMPOBAHHbLIX B Xode paboTbl
AnHamuyeckoro bpaHamayspa. Becero B cnmcke moxkeT 6b1Tb 8192 3anucun ana SBC-1000 n 16384 3anucu ana SBC-
2000.

B 3aronoBske cnnckos NPUCYTCTBYHOT AB€ KHOMKU ANA NX CKaYnBaHUA U obHoBNEHUSA:

- Ckayams — B web-uHTepdelice otobparxkaetcs Tonbko 30 nocneaHux 3anucelt B ¢daine. Haxkatme Ha
[.aHHYO0 KHOMKY NMO3BO/IAET CKayaTb MOJIHbIE CMUCKU HA KOMIMbIOTEP;
- O6Ho8UMb — 0BHOBUTL OTOBPArKAEMbII CIUCOK.

[na pobasneHusa/noncka agpeca B CNMCKe HEOBXOAMMO YKasaTb ero B Mojie BBOAa M Ha)KaTb KHOMKY
«/lobasumeo»/«Halimu», gna yaaneHva — HaxaTtb «Yo0asnume». [JOnycKkaeTca yKasaHue Kak otaenbHoro |P-
afpeca, Tak u noaceTtv B Hotaumm CIDR: 192.0.2.0/24. Mpwv yaaneHnn Nnoaceti byayT TakKe yaaneHbl O4MHOUYHbIEe
agpeca n noaceTn, Bxoasawme B 3Ty NOACETb.

Takxe ana YAaneHna agpecos MOXHO Bbl6paTb HEO6XO,£I,MMbIe agpeca C nomouwbo q)}'la)'KKOB Hanpotume "
Ha*aTb KHOMKY «ydanumb», KOTOpaA HaxoauTcAa noa CNNCKOM.

4.1.8.4 MypHan 3a6n0KuUposaHHbIX adpecos

[JaHHOoe noaMeHI0 npegHasHayeHo AN MPOCMOTPA KYPHaNa 3ab/0KMPOBAHHBLIX AMHAMMUYECKUM
b6paHaMayspom agpecoB. Takke B MNOAMEHIO BO3MOXKHO pPa3bIOKMPOBATb ONpefesnieHHble afpeca nyTem
yOaneHua nx 13 }KypHana. 'ypHan cogeput go 10000 3anuceli.

be3zonacHocmo —> MypHan 3a6710KUpPOBAHHbIX A0pPecos

KypHan 230noKHMPOBaHHLIX agpecoe

Mp 6

39:22 SSH: From predefined list

182.165.1.8 56.12.2017 16:38:22 \WEB: From predefined list
0y 4

Hucno cTpox = Tatnuue

{ P N Texywsa cTpe=uys 1 nz

OBHOBMTL | | OuMCTWTE XKypHEN

—  [ouck — B none yKasbiBaeTca GMALTP 419 NOMCKA afpecos;

— Halimu — BbI6OPKa aApecoB U3 XKypHana cornacHo GpunbTpy;

—  Cbpoc — o4nCTKa pUNbTpa;

—  06HO8UMb — 06HOBUTHL MHDOPMALMIO B XKypHae;

—  Oyucmume XypHAA — yAanUTb BCE 3aMMCK M3 XKypHana 3a610KMpPOBaHHbIX agpecos. Mpu aTom byaeT
npou13BeAeHa OYMCTKA XKypHana, Ho M3 6JI0KMPOBKM agpeca yaaneHbl He 6yayT, 3To HaANEKUT cAenaTtb B
MEHI0 HacTPOMKM AnMHammMYecKkoro bpaHamayapa.
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ypHan coaepnt Hbopmauuto:

IP-adpec — IP-agpec, KoTopblt Nonagan B 6/10KMPOBKY;
Jlama 6710Kupo8KU — pata u Bpemsa nonagaHus IP-agpeca B 6/JTOKMPOBKY;
MpuvuHa 6710KUPOBKU — NOACHEHWE, KAKMM CEPBMCOM M 33 YTO NponsBeseHa 610KNpoBKa.

B Tabnmue HuKe npuBeaeH CNNCOK coobleHni o 610KMPOBKE N MPUYNHBI UX BOSHUKHOBEHMUSA.

Tabnmua 20 — CoobuieHnsa 610KMPOBKHU

CoobuieHue B ypHane

MpuunHa BO3HUKHOBEHUA

CoobuweHue SIP

Request error: REGISTER failed :

LOCTUTHYT AMMKUT pernctpaunii

. . OTtBeT 403
Resource limit overflow OVHAMMYECKUX MoJib3oBaTenemn
Request error: REGISTER failed : 3anpoc perucTpaLmm HenmsBecTHOro Orser 403
Unknown user or registration domain |nonb3oBaTtens
Request error: REGISTER failed : Server|3anpoc pernctpauunm, B8 KOTOPOM 3aro10BKK Orser 403
doesn’t allow a third party registration |To 1 From pa3snunyHbl
Request error: REGISTER failed : .
. e HeBepHblit norMH/naponb OTtBeT 403
Authentication is wrong
Request error: REGISTER failed : MonbITKa geperncrpaummn Nosnb3osaTeiem OtseT 200
Wrong de-registration HEe3aperncTpMpoBaHHOIO KOHTAKTa
Request error: REGISTER failed : MonbITKa perncTpaunmn c agpeca, OTIMYHOrO
. OTtBeT 403
Request from disallowed IP OT paspeLleHHoro
. MonbITKa 3BOHKa OT NO/1b30BaTeNs, KOTOPbI N
Request error: INVITE failed : No P
. . N3BeCTeH, HO ero KOHTaKT He bbin OtBeT 403
registration before
3aperucTpupoBaH
. MonbITKa 3BOHKa OT NO/1b30BaTeNs, KOTOPbI N
Request error: INVITE failed : P
. . . M3BeCTeH, HO PerncTpauma ero KOHTakKTa OTtBeT 403
Registration is expired
ncTekna
Request error: INVITE failed : Bxo4ALWMN 3BOHOK AN perncTpauma He
q AALL b pau OtseTt 403

Authentication is wrong

NPOLUAN ayTEHTUDMKALMIO

Request error: INVITE failed :
Unknown original address

3BOHOK C HEM3BECTHOrO HanpasaeHUA

3BOHOK HanpasaseTcs Ha
mgapp, rae NpMHMMaeTcs
pelleHne o ero NPomnycKe nam
OTKIOHEHUU

Request error: INVITE failed : RURI not
for me

HeunssecTtHoe nma xocta nam agpec 8 RURI

OtBeT 404

Request error: BYE failed :
Call/Transaction Does Not Exist

He HaliaeH gmanor Ana NPUHATUA 3anpoca

OtBeT 481

SIP: INVITE rejected by the rule
id:name (%d:%s) : Forbidden —
Blocked by SB

3anpoc nonasn B NPaBMAO C NOAUTUKOW reject

SSH: Too many requests from address

HeyaauHble NONbITKX ayTeHTUOUKALMIA MO
SSH

WEB: Unknown user <%s> attempted
to access : password '%s'

HeypayHble NONbITKM ayTeHTUDUKaL MM
yepe3s WEB

ANY: Manually by cmd from other
module or administrator

Bnokuposka gobasneHa yepes CLI unm WEB
AAMUHUCTPATOPOM
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4.1.8.5 Cmamuyeckuli 6paHomaysp

Firewall wav cemeesoli 3KpaH — KOMMNAEKC MPOrpamMMHbIX CPEeACTB, OCYLLECTBAAKOWMX KOHTPO/b U
dunbTpaumio nepenaBaembiX Yepe3 Hero CeTeBblX MAKEeTOB B COOTBETCTBUM C 3aAaHHbIMM MpaBuaamm, 4To
HeobxoaMMO A5 3aWMTbl YCTPOMCTBA OT HECAaHKLUMOHUPOBAHHOrO A0CTyna. Ha yctponctee moxKeT bbiTb A0 32

npodwunen.

' MNpasuna 6paHamayapa He byayT paboTtaTb Ha orpaHMyYeHune gocrtyna no npotrokonam HTTP/HTTPS,
® SSH, Telnet, SNMP, FTP. 1nAa orpaHMuyeHUA 40CTyna No 3TUM NPOTOKO/1aM BOCNO/Ib3YIUTECb CMUCKOM
paspewéHHbiX IP-agpecoB (paspen 4.1.8.6) U HacTpoiKamu aKTUBaLUM CEPBUCOB Ha CETEBbIX

uHTepdeiicax (paspgen 4.1.4.3).

Npodunm firewall

Ona  co3gaHua,  pedakTUMpOoBaHMA UM yaaneHus
npoounenn firewall ucnonbsyetca meHto «Ob6veKkmol» -
«Jobasums 06vekm», «Ob6vekmol» - «Pedakmuposames
06bekm» n «0bbekmol» - «Yoanumes ob6beKkm», a TakKe
KHOMKM:

- «Jdobasumb»;
—  «Pedakmuposamey;
- «YOanumeb».

BezonacHocmb —> CmamuvecKkuli 6paHomaysp

CTaTH4eckui Gpanamayap

Ne Wma
0 Firewall Profile #0
OoBaeute PenakTypoeaTe YoanuTe

MporpammHoe obecneyeHne No3BoAseT HAcTpouTb npaswna firewall ona Bxoaawero, Mcxoaawero u
TpaH3UTHOro TpadmKa, a TaKKe ns onpeaeneHHbIX ceTeBbix MHTepdencos. Obuiee Konmnyectso npasua firewall

eanHo Ha Bce npoduam u coctasaset 1000 npasua.

be3zonacHocmb —> Cmamuyeckuii 6paHomayap —> «Jobasumob»

CTaTH4eCcKHid BpangMaysp

Mpodune firewall 2

MapameTpbl npoduna
VINg| Firewall Profile #2

vlan200(untag) (bond1.1)

CoxpaHiTe

CoxpaHute OTMEHHTR
Mpaewna gns ExoARWero Tpaduka
Ne Wma cratyc WCTOHHME Moprs! Haana4eHne MopTsl CogepKumoe MpoTokon DeicTene
MpaBuna Ans WcXoAAWero Tpaduka
Ne Hma Cratyc HCTo4HKMK Noprel Hazuna4yeHune NMopTel Cogepxamoe MpoTokon HeicTene
HoGaeuTs Pepaktupoeats Yaanute
WuTepdeic

Mpwv co3pgaHmun Npasuia HaCTPaMBAKOTCA CieayrolWwue napameTpbl:

—  WmAa — nma npasuna;

— MHUcnone3zoeams — onpepgenser, 6yAET M MCcnoab30BaTbCcA npasuno. Ecam ¢nar Heé YyCTaHOBJ/IEH, TO

npasunno 6y/:1,eT HEaAKTUBHO,

—  Tun mpaguka — Tvn TpaduKa, AN KOTOPOro Co34aeTcs NPaBuIo:

—  8x00Aujuli — npeaHasHayeHHbI gnsa SBC;
— ucxodAuuli — otnpasnsemblit SBC;
— Tun npasusaa — MOXKeT NPUHUMATb 3HaYEeHUA:

— O6bblyHoe — npaBuao c NpoBepKoi IP-agpecos 1 NOpToB.;
— GeolP — npaBuno c npoBepKoi aapeca no 6ase GeolP;
— String — npaBUaO C NPOBEPKOI BXOXKAEHUA CTPOKM B NaAKET;

124 lNoepaHuyHble KOHMposnepsl cecculi SBC




HELTEX

MeHto npaesuna firewall 6 3aeucumocmu om ebibopa muna npasuna

CTaTuyecknit GpaHamayap CTaTHYeckHil GpaHaMaysp
Npaeuno firewall Mpaeuno firewall
Wmr | Firewall rule D Wmz | [Firewall rule 0
Mcnons30ears Menons308ats
Tun Tpaduka | | BxogAwmi v Twn Tpaduuka | | BroaAwwii M
Tun npasuna | | OBuros v Twn npaeuna || String v

Conepnmoe
HeTouHne naketa | ) MoBoi

VicTounue nakeTa | ¥ Mool
IP agpec/macka | (0000
IP agpecimacka | (0.0.0.0
MopTsl cTodHKE | |0
MopTe! MCTOUHMEE | |0
Afpec HazHaYeHnA | ¥ MoBoi
Afpec Has3HaYeHNA | ¥ MoBol
|P agpec/macka | |0.0.0.0
IP agpec/macka | |0.0.0.0

MopTal HazHaveHnA | |0
MopTsl HazHaueHnA | |0

MpoTokon || JlkoGoi v Npotoken | [ Moo =
Tun cooBweuua (ICMP) | | any v Tin cooBwesna (ICMP) | [an v
Deitctane || Accept v Delictane | | Accept v
CoxpaHuTb OTMeHUTE CoxpaHuTs OTMeEHUTB
CTaTM4eckui GpaHamaysp
Mpaeuno firewall
WA | |Firewall rule 0
Mcnone308ats
Tun Tpachnka | | BxogAumit A
Tun npaeuna || GeolP v
Crpaxa | | Afghanistan (AF) v
MopTel MCTouHKMEE | |0
MopTel HasHauyeHuA | |0
Mpotokon | | MioBoi v
Tun cooBwenud (ICMP) | | any v
DeicTeve || Accept v
Coxpasute OTMeHHTB

YcmoyHuK nakema — onpegenseT CeTeBoi agpec UCTOYHMKA NaKeToB, b0 ANA BCex agpecos, Mbo gns
KOHKpeTHoro IP-aapeca unu cetu:

— moboli — ana Bcex agpecos (bnar ycTaHOBAEH);

— IP adpec/macka — AONnA KOHKpeTHoro IP-agpeca uau cetu. Mone akTMBHO NpW CHATOM dnare

«nobony. Ona cetm 06A3aTeNbHO YKasblBaeTcA Macka, Aaa IP-agpeca yKasaHMe MacKu
HeobA3aTeNbHO;
Mopmebl ucmoyHuka — TCP/UDP nopT vuau AmnanasoH nopToB (yKasbiBaeTcs 4yepes TUpe «-»)
WUCTOYHMKA NakeToB. [aHHbIM MapamMeTp MCNob3yeTcs TOAbKO Ans npotokonos TCP u UDP,
No3Tomy, YTOObl AaHHOE NoJe CTa/0 aKTUBHbIM, HEOBX0AMMO BbIGpPaTh B Nosie npotokon UDP, TCP,
nmbo TCP/UDP;

Adpec HA3HaA4YeHUA — onpeaenaet ceTeBoi agpec npueMHUKa NakeTos, nmbo AanAa Bcex aapecos, nmbo
ONA KOHKpeTHoro IP-agpeca nnam cetu:

moboli — pns Bcex agpecos (pnar yctaHoBNEH);

IP adpec/macka — pna KoHKpeTHoro IP-agpeca uan cetw. lMosie akTUBHO Mpu cHATOM daare
«nobon». Onsa cetn 06MA3aTenbHO YKas3blBAeTCA Macka, Ana IP-agpeca yKasaHWe Macku He
o0b6Aa3aTenbHo;

Mopmeo! HasHayeHus — TCP/UDP-nopT uan Amana3oH nopToB (yKasbiBaeTcA vyepes TUpe «-»)
npMeMHMKa NakeToB. [aHHbIN NapameTp MUCNOAb3YeTcA TObKO Ana npoTtokosnos TCP mu UDP,
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noaTomy, 4YTobbl AaHHOE Nojie CTaNo aKTUBHbIM, HeobxoaMmMo Bbib6paThb B nose npotokon UDP, TCP,
nmbo TCP/UDP;
—  [IpomoKosa — NpOTOKOA, A/1A KOTOPOro byaeT ncnosb3osaTtbea npasuao: UDP, TCP, ICMP, améo TCP/UDP;
— Tun coobujeHus (ICMP) — tun coobuieHunsa npotokona ICMP, ana KOToporo uMcnonb3yeTrca npasuso.
[aHHoe nosne akTMBHO, ecnu B none «[llpomokon» BblbpaH ICMP;
—  [felicmsue — pencraune, BbINOJHAEMOE AaHHbIM NMPABUJIOM:

— ACCEPT — nakeTbl, nonagatolime noj gaHHoe npasuao, byayT nponyLieHbl ceTeBbim 3KpaHom fire-
wall;

— DROP — nakertbl, nonagaatolme nog gaHHoe npasuao, byayt oTépolleHbl ceTeBbimM 3KkpaHom fire-
wall 6e3 Kakoro 1M60o NHPOpPMMPOBaAHMA CTOPOHbLI NepeaaBLIEN NAKET;

— REJECT — nakeTbl, nonagatmoume noj AaHHOe npasuio, byayT oTbpolueHbl ceTeBbiM aKpaHoMm fire-
wall, cTopoHe, nepegaslwelt naket, byaet otnpasaeH AnMb6o naket TCP RST ambo ICMP destination
unreachable;

— CmpaHa — BbIbOp CTPaHbI, K KOTOPOM NPUHAZNEXNUT agpec. Mone oTobparkaeTca TONbKO AaA NpaBuaa
Tnna "GeolP";

— Colepxumoe — CTPOKa, KOTOpas AOJ/KHa cofeprkatbca B nakeTe. CTpoKa Oyper ucKatbca Mo
copepXKMmMoMy naKkeTa c y4ETom pernctpa. Mose otobparkaetca ToAbKO Ans npasuaa Tuna "String".

Co3pgaHHOe npaBuMno nonafjeT B COOTBETCTBYWOLWMKA pasgen: «llpasuna 0nsa T
exoosawezo mpaguka», «llpasuna 004 ucxodauwezo mpaguka» nnbo «llpasuna 014 OcHoBHei HHTEpdeiic
MpPAaH3UMHoO20 mpad)UKa». eth0.20 localnet

ppp1 34500

Takxke B npocgpuse firewall BO3SMOXKHO yKasaTb ceTeBble MHTepdenchbl, 4178 KOTOPbIX
6yAyT NCNo/Ib30BATLCA NPaBMAa AAaHHOTO NpoduAs.

Kaxgbli ceTeBoii MHTepdenC MoXKeT 04HOBPEMEHHO UCNO/Ib30BATbCA TOIbKO B 0gHOM npodune
s firewall. Mpu nonbiTke Ha3HaYeHUA ceTeBOro uHTepdeiica B HOBbI NPoduab U3 cTaporo oH byaer
yAaneH.

Ana npumeHeHWs npaBun HEOBXO4MMO HayKaTb Ha KHOMKY «[TpumeHUMb», KOTOpas MOSBUTCA, eCv B
HacTpoiiKax firewall 66111 caenaHbl U3MeEHeHUs.
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4.1.8.6 Cnucok pa3peweHHbIx IP adpecos

B paHHOM pasgene KOHQUIypupyeTca CNUCOK paspelleHHbix IP-agpecoB, ¢ KOTOpbIX aAMUHUCTPATOP
MOXET MOAKNKYATbCA K YCTPOUCTBY 4Yepe3 web-koHdurypaTop, a Takxke no npotokonay Telnet m SSH. Mo
YMO/IMaHMIO pa3pelleHbl Bce agpeca. MoxkeT 6biTb yKasaHo Ao 255 agpecos.

Bbe3onacHocmb —> CnucokK paspeuieHHsbix IP adpecos

—  focmyn monbko 071 paspeweHHbix IP adpecoe — npwu
yCTaHOBNAeHHOM dnare A0CTyn K YCTPOMCTBY pa3pelleH TONbKO C
appecos u3 6enoro crnumcka. Benbii cnucox

[acTyn TonsKo AnA paspeweHHsx IP agpecoe

CNWCOK paspeleHHbix IP agpecos

Ona pobasneHua agpeca B Tabavuy «Criucok paspeuwieHHbiX CLEE e P aEEn
adpecos» HEOHBXOAMMO HaxKaTb KHOMNKY «Jobasumes» N B NOABMBLLEMCA 1| [192.168.17.189 &4
noJie yKkasatb Tpebyemoe 3HauyeHue. Mocne 3anoNHeHnn crincka cneayet 2 %
HakaTb KHOMKY «[IpumeHUMb». o

MpumeHuTe MogTeepauTs

X
YoanuTb agpeca M3 Cnucka BO3MOXKHO, HaXKaB MKOHKY 7
(«Y0anume») B BbIGPaHHO CTPOKe.

' Mpwu aKTMBaLMM [0CTYNa TONbKO ANA pa3pelueHHbiX IP-agpecos 6e3 3aHeceHna cobcTBeHHOro |IP-
e | apapeca B 6enblif CNMCOK AOCTYN K YCTPOICTBY ByAeT noTepsH.

4.1.8.7 3awjuma om DoS-amak

B 3TOM MeHI0 KOHPUIYpUpPYOTCA ONLMM 3aWnTbl oT DoS-aTak.

SBC He npeaHasHauyeHa AaA 3aWMTbl OT KpynHbix DDoS-atak. 3awmra ot DoS atak SBC pa6ortaer B
° npegenax MakCMMaabHO 3aaBseHHO CPS, yKazaHHOI B OCHOBHbIX XapaKTepucTMKax naatpopmol.

be3onacHocmos —> 3auwjuma om DOS-amak

3awmTa ot DoS-arak

3awmTa ot DoS-atak

Ne Hun

Jawwra or DoS-atak OTKNIOWTE @ BERKUMTS a scan

BrnounTe 3awmty ot ICMP dnyga 1 crack
flood
kill
sipcli

BrnounTe 00HapyKkeHwe Port Scan | () j
4
5 sipvicious
&
7
el
]

BHTIMMTE 3aNDELLEHHSIE KITWEHTCKME NDUNOKEHNA | (¥

BinounTs 3awmTy of RTP dnyaa | @ sipsak
sundayddr
War
Sivus
10 Gulp
11 sipv
12 smap

SIP pnyp

BrniounTe 3awMTy oT SIP dnyaa | #
KonuuecTeo nonsimok goctyna @ | |20

KonuuecTao BpemenHsix Gnowposok @ | |3
13 friendly-reqguest
BpemA Snokuposkn, ¢ '@ | 1200 14 WaxlPUserAgent
15 ‘VaxSIPUserAgent
BpeMA NPOLLEHAR UMM ANKTENLHOR Gnokuposkn, 4 '@ | (24 % siparmykniie
CoxpaHuTs OTMEHUTE 17 SIPBomber
18 Siprogue
14 friendly-scanner
20 sip-scan
2 Test Agent
22 friend
23 friendly-scanners

OobaeuTs Peaaktmposath Yaanute

Ha SBC peann3oBaHO NpOTUBOAENCTBME CeAYIOLMM aTaKam:

— ICMP flood — aTtaka mHoro4ucneHHbimn ICMP-3anpocamu;

— Port Scan — ckaHWpoOBaHMe NOPTOB;

—  SIP flood — ataku yepes SIP c uenbto nogbopa Napons nosb3osatens, Gays 3anpocaMm Ha 3anpeLLéHHoe
Hanpas/eHWe, 3aLLmMTa OT CKAHUPOBAHMA aKTyalbHbIX HOMEPOB;

—  RTP flood — dnya Ha nopTbl, UCNOAb3YEMbIE A5 Nepefadyn MegmaaHHbIX C LeNbto YXYALWEeHUs KavecTBa

ycayr;
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Gunempayua User-Agent — SBC coaep*UT 3anpeLéHHblii CMUMCOK CTaHAapTHbIX User-Agent pasnnyHbIx
YTUAWUT, KOTOPbIe MOTYT MCMONb30BaTbCA 41A OpraHmn3aumMmn atak no npotokony SIP. Mownck no User-Agent
He 3aBMUCUT OT perncrpa.

HacTpoika onuuii 3aLmThbl:

—  3awuma om DoS-amak — obLwan HacTPoKKa, akTUBMPYIOLLAA BCE NPOYME 3aLUNTDI;

—  Brmoyums 3auwyumy om ICMP ¢hnyda — nipw aktuaumm SBC He 6yaeT oTBeyaTtb Ha 3anpocbkl ICMP tnn 8
(echo) n ICMP Tun 13 (timestamp);

—  BKnwovume o6HapyxceHue Port Scan — B 3TOM peXXMMe NPoBepsaeTcs HaMumne CAMWLKOM YacTbiX 3anpocoB
K pasHbIM NOPTam C 0O4HOMO aapeca;

—  Brawyums 3anpeujeHHble KAUEHMCKUE MpunoxeHus — GUAbTPALMA  (s.u.s or pos.atak
SIP 3anpocos no User-Agent. MNpu akTMBaumum 3TOM OMuMM Cnpasa
NOABUTCA CMUCOK 3anpeLéHHblx User-Agent. B aTom cnncKe MOXKHO: KnuenTckoe npunoxenue 21

— [JlobasuTb HoOBbIi User-Agent KHomkoii  "[o6asutp". | |7 deyree M
MosBUTCA OKHO, rAe MOXHO BblbpaTb Mbo oguH U3
npeAycTaHOB/IEHHbIX BApPMaAHTOB, IM60 BBECTM CBOW, BbIOPaB [Nanee OTMeHuTs

B BblNagatoLLem cnucke "gpyroe";
—  M3meHuTb Ntobylo No3uumio B cnucke. a8 3TOro HaAo BblAENUTb NO3ULMIO U HaXKaTb KHOMKY
"PenaKtupoBaTb";
—  Ypanutb nobylo nosuumio B cnucke. [na 3TOro HaAo BblAEAUTb MO3ULMIO U HaXKaTb KHOMKY
"Ypanute".

—  BKawoyume 3auumy om RTP ¢hayda — akTMBUpPYeT obHapyKeHWe XOCTOB, OTNPaBAAIOWMX ro10COBOW
TpaduK Ha HeaKTUBHblE MeANanopTbl, IM60 Ha MeAManopTbl, KOTOPbIE y¥Ke UCNOob3yloTca ANnA obmeHa
ronocosoit MHpopmaumeir. XocT cymtaetca Gpayaepom, ecnm NpPousBOAUT NOCLIIKY HE OXMOaemoro
TpaduKa B TeueHue bonee Yem NATU CEKYHA,

SIP donyp,

—  Bkatouume 3auyumy om SIP ¢hayda — 3awumTta oT nogbopa naponei nonb3osaTenei un gpayga sanpocamum
Ha 3anpelweéHHoe HanpasaeHue. JaHHana onuus paboTaeT Tonbko ana SIP Users;

—  Konuyecmeo nonsimok docmyna — no NpPeBblWEHMM KAKOrO 4YMCaa MOMbITOK MoAb3oBaTenb byper
3ab610knpoBaH. MorKHO 3aaaTb oT 1 40 32 NONbITOK;

—  Konuyecmeo spemeHHbix b670KUPOBOK — KOAMYECTBO BPEMEHHbIX ON0KMPOBOK, KOTOpble OyayT
NPUMeHeHbl K nosb3oBaTento. Mo MpeBblWeHUN 3TOro AMMUTa ByayT NPUMEHATbCA AAUTENbHblEe
610KMpPOBKK. MOKHO 3a4aTb OT 1 A0 10 610KMPOBOK;

—  Bpems 6510KUpoBKU, C — Bpems BNOKMPOBKM aboHEHTa, MOXKHO 3a4aTb oT 600 g0 3600 cekyHA;

—  Bpems npoweHus unu 0aumensHol 670KUPOBKU, 4 — BPEMA SANTENbHON BNOKMPOBKU. ITO XKe Bpems
npoLweHna — Mo NPOLIECTBUN KOTOPOro, byaeT copoweH CYETYUMK NOMbITOK A0CTyna. MOXHO 3a4aTb OT
12 po 48 yacos.

4.1.8.8 Cxema pabomsl cemesoli 3aujumsi SBC

Ha SBC paboTaeT cneayroLwmii nopaaoK oTpaboTKM NpaBua 4MHAMUYECKOTO M CTaTUYecKoro bpaHamayspa,
CMUCKA 3anpeLLEHHbIX a4 pecoB 1 OFPaHMYEHNA AOCTYMNA C CETEBbIX MHTEPDENCOoB:

1. MpousBoanTca OTPaboTKa NpaBu AMHaMMYecKoro 6paHamayspa (pasgen 4.1.8.3). Ha atom 3tane
NPOUCXOANT COPOC 3aNPOCOB OT AAPECOB, HAXOAALLMXCA B YEPHOM CMIUCKE U CNINCKE BPEMEHHbIX 6/JIOKUPOBOK;

2. OTpabaTbiBatoTCA OrpaHMYeHmMa AOCTyNa, HacTpamMBaemble B pasgenax 4.1.4.3 Cetesble UHTepdelicol ->
Cepsucol n 4.1.8.6 Cnncok paspelwéHHbix IP-agpecos. MpuM HeakTMBHOM CNKMCKe paspeléHHbix IP-agpecos
dbopmupytoTCcA NpaBuKaa, paspeLlatoLime A0CTyN K yNpaB/ieHUIo Ha agpeca ceTeBblxX MHTepdelicos SBC, y KOTOpbIX
eCTb paspelleHne Ha goctyn B 610ke "Cepsucbl”. Mpn aKTMBHOM CNMCKe paspelléHHbix IP-agpecos npaBuaa
OONOHATCA KOHTpoaem IP-agpeca NCTOYHUKA — pa3peLleHO NOoAKAYEHWE TONbKO C afpecoB, YKa3aHHbIX B
CMUCKE;

3. OtpabatbiBatoTca npasBuaa 3awmtel SIP destination (pasgen 4.1.3.2). MpasBuna 3awmtbl ana SIP
destination popmupytotca aBTomatmyecku. Mo-ymonyaHuio nposepseTca, YTo AnAa npotokona UDP poctyn
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BO3MOXEH TO/IbKO C YKa3aHHOro yganéHHoro agpeca v nopta. Ans npotokona TCP (1 gns UDP npu Hannumm
onumn "He yuuTbiBaTb NOPT-UCTOUHMK MPU BXOAALIMX Bbi3oBax'") NpoBepseTca TO/bKO YAanéHHblM aapec. B
cnyyae, ecnu BbicTaBneHa onums "PaspelnTb nepeHanpasaeHme"”, yaanéHHbi aapec He KOHTPOAAMpPpYeTca — ANA
OrpaHUYeHma [OCTyNa cneayeT BOCNO/1b30BaTbCA CTaTUYECKMM BpaHaMayspom;

4. PaspeluaeTca NpoYmin 40CTyN K ceTeBbIM MHTepdelicam, Ha KOTopble HET MPMBA3KM NPABUA CTaTUYECKOTO
6paHamay3pa;

5. OTpabaTbiBatoTCsA NpaBuaa ctaTudeckoro bpaHamayapa (pasgen 4.1.8.5) Ha Tex ceTeBbIX MHTepdencax, K
KOTOPbIM NpaBuaa NpuBA3aHbI.

Echn otpabotano ogHO U3 NpaBuA CMUCKA, TO OCTaBLUMECA NMPABUIA K 3anNpocy NMPUMEHATbLCA He
M 6yayr.

4.1.8.9 O6ecneyeHue munoevix 3a0a4y cemesoii 3aujumeoi SBC

OrpaHuyeHue gocTyna K ynpasaeHuio no npotokonam WEB/Telnet/SSH/SNMP.

[Ons orpaHMyeHUs gocTyna K yrnpasBiAeHUIO cefyeT BOCMNO/b30BaTbCA HACTponKamu B pasgenax 4.1.4.3
CeTeBble WHTepdelicbl -> Cepsucbl M 4.1.8.6 Cnucok paspelwéHHbix IP-agpecoB. CHayana Ha ceTeBblX
nHTepdelicax, Kyaa HeobxogMmo paspewunTb AOCTYN, BbICTaBAAKOTCA GnarM NPOTOKO/OB, MO KOTOPbIM
HeobxoaMmo paspewmnTb AocTyn. Takmm obpasom OyaeT BbICTaBJAEHO OrpaHUYEeHWE MO aApecy HasHauvyeHwus.
Mocne 3Toro HacTpameBaeTcA CNUCOK paspeLléHHbIx IP aapecos, KOTOPbIN AONOAHUTEIbHO BbICTAaBUT OFrpaHUYeHMe
no agpecy UCTOYHWKA MO agpecam 13 CnCKa.

OrpaHunyeHne poctyna K uHTepdeiticam SIP onpepenéHHbiMM agpecamm MM reorpadpuyeckumu
NoKaumuamm.

MNo-ymonuanmto pns SIP destination npaBwna 3awmTbl co3gatoTcs aBTomaTMyeckn. OpHako, ecnm
BbICTaB/feHa onuua "PaspewunTb nepeHanpasieHue", TO NpaBuaa co3gaHbl He 6yayT. Takke He co3pgatoTcA
aBTomaTunyecku npasuna ana SIP trunk. Ana nx 3awmtbl TpebyeTca HaCTPOUTb CTaTUYECKMI BpaHamayap (pasgen
4.1.8.5). Ha npumepe HaCTpOMKKM JOCTYNa C TAaKUMM OFPaHUYEHUAMM:

— Paspewwutb goctyn ns Poccuy;
— PaspewwuTb goctyn c noacetn 34.192.128.128/28;
— OrpaHnyuTb JOCTYN C NPOYUX AL PECOB.

[na atoro cnepyet co3gatbh TPU NpaBMaa CTaTUYECcKoro 6paHamayapa B cieaytowem nopagKe:

1 Mpasuno gns BxogAuwero Tpadumka ¢ Tunom "GeolP" u ctpaHolt "Russian Federation (RU)". denctene —
Accept;

2 Mpasuno pana Bxogsawero Tpaduka c Tunom "Ob6bivHOe", IP-agpecom W MacKOW MCTOYHMKA
"34,92.128.128/255.255.255.240". felicteue — Accept;

3 MpaBuno ana exogdAulero Tpadpuka c Tunom "Ob6blvHOE", NCTOYHUK NakeTa "/lioboit". felictBue — Drop.

Mocne sToro BbIOpPaTh B CNMCKe MHTEPPENCOB HYKHble ceTeBble MHTEPdENCbI U COXPAaHUTb HACTPOIKMK.

MonHoe orpaHuyeHue goctyna K SBC c onpeaenéHHOro agpeca nam noaceTu.

Takoe orpaHUYeHnEe MOXKHO peasn3oBaTb, aKTUBMPOBAB AMHAMMUYECKUIA BpaHamayap (pa3gen 4.1.8.3) n
BHECTM afpec Wau NoaceTb B YEPHbIN cnMcok. O6paTUTe BHUMaHWE — eC/iM aAPeCcoB CIUWKOM MHOTO, TO iyyLue
NonTN OT 0bpaTHOro M co3haTb NpaBuia cTaTUYeckoro bpaHamayspa (pasgen 4.1.8.5) no npuHumMny "cHayana
paspewmnTb CoeaANHEHME A0BEPEHHbIM y3/1am, 3aTeM OTOPOCUMTb BCE" M HACTPOMKaMM OrpaHWYeHuns [ocTyna
yepes CNMcoK paspelléHHbIX IP-agpecos (pasaen 4.1.8.6).

ABTOomaTHuecKan 610KMpPOBKa HeyaauHbIX 3anNpocoB/aBTopusaumin

BbinosHAETCA AMHamuyYeckum 6paHamayspom (pasaen 4.1.8.3). CneayeT akTMBMPOBATb AMHAMUYECKUIA
6paHaMay3p M HACTPOUTL YCI0BMA cpabaTbiBaHMA. TaKKe peKOMeHAyeTcAa BHECTM B 6e/blil CNCOK Te agpeca U
NOACETU, K KOTOPbIM HE A0/IKHbI MPUMEHATLCA NPaBuIa aBTOMATUYECKON B/IOKUPOBKM.
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4.1.9 Hacmpoiika RADIUS

LWnto3 noaaeprkMBaeT ayTeHTUPUKALMIO PErncTpUPYIOWMXCA Yepe3 Hero aboHEeHTOB W aBTOPM3aLUIO
BbI30BOB ¢ nomouibto RADIUS-cepBepa. Mpu ncnonb3osaHmm RFC5090 napameTpbl ana digest-ayteHTMdUKaLnm
(8 coobweHnn ACCESS-CHALLENGE) wnto3 nonyyaetr oT RADIUS cepsepa u nepecbinaetr ux aboHeHTy. Mpwu
ncnonbsoBaHum RFC5090-no-challenge nmbo Draft Sterman wno3 camoctoATenbHO OTMpPaBAAeT abOHEeHTY
napameTpbl ans digest-ayTeHTUPUKaunmM, ganee 3T napameTpbl 1 digest response, Nosy4yeHHbIN OT aboHeHTa,
nepepgaet Ha RADIUS cepsep ans sepudumkaymm.

[na ncnonb3oBaHuA aBTopmsaumum ¢ nomolbto RADIUS-cepBepa HE0b6X0AMMO B HAaCTPOMKaxX HanpasieHun
ana SIP-nonb3osateneit (pasgen SIP Destination) ycraHosuTb HyHbIl npoduab RADIUS.

4.1.9.1 Cepsepol RADIUS
RADIUS —> Cepsepebli

CepBepbl

Cepeepul RADIUS-Authorization

IP-agpec MNopt Mapens

1192.168.1.123 1812 password
2/0.0.0.0 0
30.0.0.0 0
410.0.0.0 0
50.0.0.0 0
6 0.0.0.0 0
7 0.0.0.0 0
8/0.0.0.0 0

TaiimayT oT8eTa cepsepa (x100 mc) L]
UvCno nonkiToK oTrpasiv 3anpoca @
Bpews Hevcnonb3oBarna cepeepa npu cioe (cex) @)

CeTeB0ii MHTEPEIC ANA ABTOPK3ALMA NONL30BATENEN ‘eth{) (bondl1.1192.168.23.238 v ‘

ABTOpU3aLMA Nonb3oBaTeneil WEB n SSH O
4epes cepsepsl RADIUS-authorization

Pa3pelwarh foCTyn 8 cyyae oTkasa RADIUS-cepaepa ()

‘ MprMEHNTL H Cépoc |

YcTpoicTeo noanep:Kusaet go 8 cepsepos aBTopusauymu (Authorization).

—  Talimaym omeema cepsepa — BPEMsA, B TEHEHME KOTOPOro OXUAAeTCA OTBET CepBepa;

—  Yucno nonbimoK omnpasKku 3anpoca — KOANYECTBO MOBTOPOB 3anpoca K cepsepy. Mpu 6esycnelwHom
MCNO/Ib30BaHMM BCEX MOMbITOK CEPBEP CYUTAETCA HEAKTUBHbLIM, M 3aNpocC NepeHanpasB/iAeTca Ha ApYyron
cepBep, eC/IM OH yKasaH, MHauye — AeTeKTUpyeTca owmnbKa;

—  Bpema Heucnonb3osaHus cepsepa npu cboe — BpemsA, B TEYEHME KOTOPOro cepBep cyMuTaeTcA
HEeaKTMBHbIM (3anpocbl Ha HEro He OTNPaBAAtoTCA).

— Cemesoli uHmepgelic 01a asmopuszayuu nosszosamerneli — BblIbop ceTeBoro UHTepdelica, yepes
KOTOpbIV ByAeT NponsBoAnTbCA OTNpaBKa 3anpocos RADIUS;

—  Aemopusayus nonaszosameneli WEB u SSH yepes cepsepbl RADIUS-authorization — npu NonbITKe BX0Aa
nosb3osaTtena no web/SSH asTopusauma byaet nponcxoauTb Ha RADIUS-cepsepe. MNpeasapuTenbHO
cnefyeT 3aBECTM JIOKa/bHbIX NOJIb30BaTeN1ElM C HYXKHbIMWU MMEHAMM U HAaCTPOUTL MM MPaBa A0CTyna (cm.
MeHto «YnpasneHue» — Monb3oBatenn seb-nHTepdeica). RADIUS-aBTOpMsauma He paboTtaeT ana telnet
(13 coobparkeHnit 6esonacHocTu telnet pekomeHayeTca OTKAOYaTb NOCAE NePBOHAYAIbHOM HACTPOMKK
YCTPOICTBA);

—  Paspewams docmyn 6 cay4ae omkasza RADIUS-cepsepa — npw akTMBaLU MM ONLUMA U B C/ly4ae
HegocTynHocTn RADIUS-cepBepa aBTOpM3aLLMs BbINONHAETCS NO SIoKasbHbIM 6a3am. CheayeT
YUUTbIBaTb, YTO Ha3bl NONb30BaTeNel pasnndatotca ana web u cuctemsi (telnet/SSH/COM-nopT). Ecam
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onuuA OTK/OYeHa, To Npu HeaocTtynHocTn RADIUS-cepBepa aoctyn 6yaet BO3MOXKEH TOIbKO Yepes
COM-nopT anbo telnet (ecnm BKAOYEH).

4.1.9.2 Cnucok npocgpuneii
RADIUS —> Cnucok npodguneii

Cnucok npodunei

ha Hma
0 RADIUS_Profile0d

| [obaeute || Pepaktnpoeare || Yaanute

MoskeT bbITb co3gaHo Ao 32 npodunen. ns co3pgaHua, pegakTMpoBaHua 1 yaaneHuma npodpuneir RADIUS
ucnonblyetca meHwo «O0b6vekmol» - «/Jobasumes o0b6vekm», «Obvekmeoi» - «Pedakmuposams 06vbEKM» W
«06veKkmobI» - «Y0aaums 06beKm», a TakKe KHOMKMU:

-  «Jdobasumb»;
—  «Pedakmuposamo»;
- «Y0anumeo».
RADIUS —> Cnucok npodpuneii —> «[Jobasumeo »
Mpasuno RADIUS N Cnmcok npocs el
NMpasuno RADIUS 0
- Uma — vma npoduns; Wion | [RADIS_Profie00
Mapametpsi RADIUS-Authorization
MNapametpbl RADIUS- Authorization: OrPSHINERIT UCKOLALEN 7S | o1 o pansen
Mone User-name | [ SIP usemame =]
—  OepaHuyeHus ucxodaweli ceasu npu cboe cepsepa — npwu cboe DIGEST asropuaaura | [ Drafsterman (NetUp, FreeRadivs]  [<]
cepepa (HenonyyeHun oTBETA OT CepBepa) BO3MOXKHO NAs-PorType | [ADSLCAP Ll
YCTaHOB/IEHWE OFPaHNYEHUI Ha UCXOLALLYIO CBA3b: senice-Tipe || Authenticate Only
—  Hem oepaHu4yeHuli — paspelaTb BCe BbI30BbI; Framed-pratacal || SUP
—  8ce 3anpeuwjeHo — 3anpeLaTb BCE BbI30BbI; puonmre ] (- Gopoe gammess ] [ Omera ]

—  [Ione User-name — Bbl6op 3HayeHuna aTpmbyta User-Name B
COOTBETCTBYlOLEM NakeTe aBTopusaummn Access Request (RADIUS-Authorization):

—  SIP username — B KayecTse 3Ha4YeHMA NCMNO/Ib30BaTb aDOHEHTCKUI HOMEP Bbi3bIBatoLLLEN CTOPOHDI
(username u3 nons from);

— IP address — B KauyecTBe 3Ha4YeHMA UCNONb30BaTb IP-aapec Bbi3biBatOLLEN CTOPOHDI;

— SIP interface name — B KayecTBe 3HA4YeHUsA UCMNOJb30BaTb UMs SIP-cepBepa, yepes KoTopbii
oCylecTBAsAETCA BXoAALLee 3aHATUE;

—  WUcnonezoeame DIGEST User-name 6 3anpocax asmopu3ayuu — npu BKAOYEHUK onuun B none User-
Name B RADIUS 3anpoce 6yaet ucnonbsosBatbcs DIGEST User-name npu ycnosum Hannuus digest 3anucu
B Sip 3anpoce, B MUHOM C/y4yae — COrnacHo HacTpoike 'Mone User-name’;

—  DIGEST asmopu3sayua — Bblbop anropuTma aBTopu3auum aboHeHToB uyepe3 RADIUS-cepsep. Mpwu
AalfXKecT-aBTopM3auUnn Napoab nepesaeTca He B OTKPbITOM BUAE, KaK NPW MCMNob30BaHMM 6a3oBoi
ayTeHTUOMKauMK, 3 B BUAE XELLI-KOZA U HE MOMKET ObITb NepexBavyeH Npu CKaHMPOBAHUN TpaduKa:

—  RFC5090 — nonHoueHHaA peannsauma pekomeHgaumm RFC5090;

—  RFC5090-no-challenge — paboTta c cepBepom He nepegatowmm Access Challenge;

—  Draft-sterman (NetUp, FreeRadius) — paboTa no gpadty, Ha OCHOBaHMM KOTOPOro bbina HanucaHa
pekomeHaauus RFC5090);

—  NAS-Port-Type — tnn ¢pusundeckoro nopta NAS (cepBepa, rae ayTeHTUOUUMPYETCA NOb30BaTENb), NO
ymon4yaHuio Async;

—  Service-Type — T!n ycayru, no ymondaHuio He ncnosbsyetcs (Not Used);

—  Framed-protocol — npoToKOA, yKa3blBAeTCA NPU UCNOb30BAHMM MAKETHOFO A0CTYNa, NO YMOJYAHUIO He
ucnonbayetca (Not Used).
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4.1.10 TpaccuposKu
4.1.10.1 PCAP mpaccupoeku
B MeHI0 NpoM3BOANTCA HAaCTPOMKA NAapaMeTPOoB A/1A aHan3a ceTeBoro TpadumKa n npotokonos TDM-cetu.

Tpaccupoeku —> PCAP mpaccuposku

PCAP tpaccupoexu
Cso6oaro 59.73 MB nz 64.00 MB
v DIHNLI M NANKK B QUPEKTOPUM GNA TP P

Orpaiu ] | amesg 17.5k8 | 07.11.2018 18:26
@ b ‘gz::-'e_23181114_1-31&43_'\&:_-111:"\'&.'_ lzo . 1828 kS ' 14.11.20128 18:18
‘7375,1)7,91‘,,?,7‘ 7:?9559‘7_,{,}1»5‘ ﬂepeeanycwma h| ‘gzoc-'e_23121115_[75938_ﬁe:_':/c—ker_ lzo | <8 | 18.11.2012 07:50 ‘
3EepKANMPOBARHE NOPTOS b ‘gz::-'e_23131115_122532_%:_'1,::"@.'_ lzo | 1625 kB | 16.11.2018 12:25 V
CPU ] GE [ GE ] GE [ SFP | SFP . b| “gzx-'e_23121115_142719;we:_wo"-:er_ lzo . 2260 kE; ' 18.11.2018 14:27 V
NOPT NOPT NOPT MNOPT NOPT NOpT I : } ! !
| | 2|10 |4 ] | hosttestiog 4.1kB | 16.11.2018 1520 |
MopTE! NCTOUHWKK EXOAALMK NSKETOE . 1 | lastiog . 0B . 01.01.1970 08:00 ‘
MOPTEI MCTOUKUKN MCXOOALYAX NSKETOR ‘ ‘ j | netwarkd. 1. log -‘-833 kE; [ 18.11.2012 13:22 l
MopT Hs3=guesnA ANA EX0QALMX NAKETOS ] | networkd.2.log 4322 kB A 16.11.2018 14:15 l
TOPT HasHauEHNA ANA HCXOAALMX NSKETOR A , | [ ; [ ———— P | AT 01i444 1
MpumeHuTD | b | | OumcTuts | | CoxpaHuTd | == " | | ~ T
- - - | | networkd.4.leg | 156,28 kB | 16.11.2018 15:35 ‘

] | sntplog 8.1 k8 | 16.11.2018 15:31
] .ssh_ogj . C-E.C'.‘1‘.231v’:‘<1-337 :
j :ssh_ag:s ‘ 08| o7 112012 18.27 |
h| .sshc_icg ‘ 7018 ‘ 16.11.2012 14:19 :
] -sys'nonl.lc-g . 428k8 » 16.11.2012 14:27 :
h| -Lsu:hlo; ‘ 08 |07.11.2012 18:26 :

7 Cravato 7, Yaanumo |

TCP-dump — Hacmpoiiku a8 ymuaumei TCP-dump:
—  UWHmepgpelic — nHTepdenc aAna 3axearta ceTeBoro TpaduKa;
—  OepaHu4eHue 0auHbl nakemos (0 — Hem o2paHuYeHuli) — orpaHUYeHMe pasmepa 3aXBaTbiBAEMbIX
nakeTos, B 6aiTax;
- fobasums gpunemp — GUNLTP NAKETOB ANS yTUANTBI tcpdump.

CmpyKkmypa ebipaxceHulii-gpunompos

Kaxpgoe Bblpa*XeHune, 3agaroulee (I)MJ'Ipr, BK/1l0OYaeT oAnUH WU HECKO/ZIbKO NMPpUMNTUBOB, COCTOALLKUX U3
OAHOro wWAn HECKO/IbKUX MAEHTM(I)MKaTOpOB obbektTa MU npeawecrsyrowmnx emy KI'IaCCVI(I)MKaTOpOB.
M,[l,eHTMd)MKaTOpOM 06BbEKTA MOXKET CNIYXKUTb €ro uMma nam Homep.

Knaccugpukamopoi o6vekmoes

1. type — yKasbiBaeT TMn 06beKTa, 3a4aHHOro naeHTMdUKaTopom. B KayecTee TMNa
06bEKTOB MOIYT YKa3blBaTbCA 3HAYEHUA:
—host (xocT);
—net (ceTb);
—port (nopT).
Ecnun Tn o6beKTa He yKasaH, npeanonaraeTtca sHadeHue host.

2. dir — 3agaeT HanpaBaeHMe NO OTHOLWEHMIO K 06beKTY. [1nA 3Toro Knaccupukatopa
NoAAEPKMBAIOTCA 3HAYEHUA:
—src (0BbEKT ABNAETCA OTNpPaBUTENEM);
—dst (06beKT ABNseTCA nonyyaTenem);
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—src or dst (oTnpasuTeNb UM NoAy4YaTeNb);

—src and dst (oTnpaBuTenb 1 NosyyaTenb).
Ecnun knaccudukaTop dir He 3agaH, NnpeanonaraeTca 3Ha4yeHue src or dst.
[na perknma 3axsata ¢ QUKTUBHOIoO MHTepdelica any MoryT MCNO/1b30BaTbCA
KnaccudumkaTopsl inbound n outbound.

3. proto — 3a4aeT NPOTOKOJI, K KOTOPOMY A0JIKHbl OTHOCUTBCA MaKeTbl. ITOT
KNnaccupurKaTop MOXKET MPUHMMATb 3HAYEHUS:
ether, fddil, tr2, wlan3, ip, ip6, arp, rarp, decnet, tcp n udp.
Ecan npyumMnTMB He coaepuT KnaccudurkaTopa NpoToKoNa, NnpeanonaraeTcs, UYto
AaHHOMY GUNbTPY YAOBNETBOPAIOT BCE NPOTOKO/Ibl, COBMECTUMbIE C TUMOM 06 bEKTa.

Kpome 06beKkToB M KBa/MUKATOPOB NMPUMUTMBBLI MOTYT COAEpPXkKaTb apuPMeTUYecKUe BblparKeHUsa U
K/loYeBble CNoBa:
— gateway (wnto3);
— broadcast (unpoKkoBewaTenbHbIN);
— less (meHbLie);
— greater (6onblue).

CnoxHble d)Mﬂprbl MOryT cCogepXatb MHOXeCTBO NPUMMUTUBOB, CBA3AHHbBIX MeXay cobolt ¢
ncnonb3oBaHNEM JIOTMYECKUX ONnepaTopos and, or n not. Ana COKpaweHna 3aaaroumx d)VIfIprbI Bblpa)KEHI/IF/'I
MOXHO ONYyCKaTb NOEHTUYHbIE CMNUCKN KBaﬂMd)MKaTOpOB.

Mpumepbl GunbTPOB:

—  dst foo — oTbMpaeT NakeTbl, B KOTOPbIX Nofe agpeca noaydatens IPv4/v6 coaeput agpec xocta foo;

—  srcnet 128.3.0.0/16 — ot6umpaeT Bce nakeTbl Ipv4/v6, OTNpaBieHHbIE U3 YKa3aHHON ceTu;

—  ether broadcast — obecneunsaeT oTbop BCcex WMpPOKoBeLLaTebHbIX Kagpos Ethernet. Kntouesoe cnoso
ether mokeT 6bITb ONyLLEHO;

—  ip6 multicast — oTbupaet nakeTbl € rpynnoBbiMKn agpecamu IPv6.

Ona  nonyyeHua 6Gonee peTanbHOW MHOOpmMauuMM o uAbTpauMM NaKeToB obpalwaiTecb K
CNeunannsmMpoBaHHbIM pecypcam.

—  3anycmume — HayaTb c6Op AaHHbIX;
—  3asepwiumb — 3aKOHUYUTb COOP AaHHbIX;
—  [epe3zanycmums — nepesanyck cbopa AaHHbIX.

/ Mocne ocTaHOBKM 3aXBaTa NaKeTOB cnpaBa B cnucke $aiifioB NOABUTCA BO3MOXKHOCTb Bbl6paTbh ANA
CKaumBaHuA dump ¢ yKasaHHOro uHTepdeiica Ha I0KaNbHbI KOMMblOTep.
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3epkanupoeaHue nopmos’ — HacmpoliKu 3epKanupoeaHus mpaguKa:

3epKkannpoBaHMe NOPTOB MO3BOASET CKOMMPOBATb C MOPTOB KOMMYTATOpa LWAO3a MPUHATblIE U
nepeaHHble pperimbl U HaNPaBUTb UX Ha APYroi NopT.

3epKanMposaHue NopToB

CPU  GE GE GE | SFP  SFP
nopr Mopr MopT NopT MOpT  mopr
0 1 2 0 1

MopTEI MCTOYHKMKE BXOOALWE NAKETOR
MopTel MCTOMHWKE HCXOOALWME NAKETOE
MopT HazHayeHUA ONA BX0OAWLNE NAKETOR

MopT Ha3HaYeHUA ANA MCXOQAWLMK NAKeToR

MpUMEHITE Cumnctute Coxpanute

[lns NopTOB YCTPOMCTBa BO3MOXKHbI C/ieaytoLlme feicTBuaA:

—  [Mopmsi UCMOYHUKAG 8X00AUWUX NAKEMO8 — KOMUPOoBaTb Gpeimbl, NMPUHATbIE C AaHHOro rnopTta (nopT-
WUCTOYHUK);

—  Topmbi UCMOYHUKA UCXOOAUWUX NOKemMo8 — KONMpoBaTb Gppelimbl, NnepeaaHHble AaHHbIM NOpPTOM (NopT-
WUCTOYHMK);

—  Topm HasHa4yeHuA 0419 8X00AUWUX TAKeMo8 — NoPT-NPUEMHUK AN CKONUPOBAHHbIX GPerimoB, NPUHATbIX
BblIBPaHHbIMM NOPTAMU-UCTOUHNKAMMU;

—  Topm Ha3HauyeHUA 08 UCXOOAWUX MaKemos — MOPT-NPUEMHUK ANA CKONMMPOBaHHbIX $perimos,
nepeaaHHbIX BbI6paHHbIMW NOPTaMMU-UCTOYHUKAMU;

MpumeHUMb — NPUMEHUTL NAPAMETPbl HACTPONKKN 3EPKANNPOBAHUS;

Moomeepdums — NOATBEPAUTL NPUMEHEHHbIE NapaMeTPbl HAaCTPOMKM 3epKainpoBaHus;
O4yucmumes — cOPOCUTL HAaCTPOIKM 3ePKaIMPOBAHMS;

CoxpaHumMb — COXPaHWUTb NapaMeTpbl HACTPOMKM 3epKaIMPOBaHUA.

Eciu B TeyeHMe OA[HOMW MUHYTbI HACTPOMKM He TMOATBEPXKAEHbI HaXKaTMEM Ha KHOMKY
o «Modmeepdume», TO OHM BO3BPALLAIOTCA K NPeAblAyLWMM 3HaYeHUAM.

B 6/10Kke ®aitnbl U NANKK B AUPEKTOPUMN N8 TPACCUPOBOK AOCTYMNEH CMMCOK GainioB B COOTBETCTBYHOLLEN
AVPEKTOpUnN. [N COXpaHEHMs TPACCMPOBOK MOMKET MCMosib3oBaTbca SSD-aMcK MbO onepatmBHAsA NamAaTb
yCcTpoiicTea. B cayyae MCnoab3oBaHMA OnepaTMBHOM NamATM 3anNunCb OCYLLECTBAARTCA B aupekTopuio /tmp/log.

[N ckaumMBaHMA Ha NIOKaNbHbIN MK HEO6X0AMMO YCTaHOBUTb GparM HanpoTUB Tpebyemblix MMeH $aitios u
HaykaTb KHOMKY « Ckayame». Na yaaneHunsa yKasaHHbIX GaiioB U3 AMPEKTOPUM — KHOMKY «Yoaaume».

! Tonbko ana SBC-1000.
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4.1.10.2 SYSLOG

B meHto «SYSLOG» npon3BoamnTCA HaCTPOMKa NapaMeTpoB CUCTEMHOIO XypHana.

SYSLOG — npoToKoAa, npeaHasHayeHHbl Ans nepegadn coobueHMn O NpoucxXodAalmx B cUcTEME
cobbiTuax. lMporpammHoe obecnevyeHne w032 MNo3BosAeT GOPMMPOBATL KypHaibl AaHHbIX No paboTte
NPUIONKEHUIN CUCTEMBI, PpabOTe NPOTOKO/I0B CUTHA/IM3aLLMK, aBapUAM M nepeaaBatb Ux Ha SYSLOG cepsep.

' BbiCOKMe YPOBHM OT/IaAKM MOTYT NPUBECTU K 3agepiKKam B paboTe ycTpoiicTBa.
° HE PEKOMEHAYETCA 6e3 Heo6x0aMMOCTU MCNONb30BaTb CUCTEMHDIN KYpPHan.

CUCTEMHDBINA KyYpHan HeobxoauMMo MUCMNO/Ib30BaTb TOJIbKO B C/lydae BO3SHUKHOBEHUA npobnem B
pabote wa3a ANA BbIABAEHUA UX NpUYMNH. Ona Toro 4tobbl onpeaennTbca ¢ HeobxoaMMbIMU
YPOBHAMMU OTNafKu, peKomeHayem Bam o6patutbca B cepBUCHDbIM LeHTp 000 «lMpeanpuatue
«INTEKC».

TpaccMpoBKU — UCMONb3YETCs AN COXPAHEHMA siora paboTbl M B3aMMOAENCTBUA y3/10B YCTPOMCTBA, a
TaKKe 06MeHa CoobLLEHMAMM NO PA3/IMYHBIM NPOTOKOIAM.

B napameTpax TPacCMPOBOK HACTPaMBaEeTCA YPOBEHb TPACCMPOBOK MO COOLITUAM W MPOTOKONAM.
Bo3amorKHble ypoBHU: 0 — BbIKAOYEHO, 1-99 — BKAOYEHO. 1 — MUHUMAaANbHbIN, 99 — MaKcMMasbHbI YPOBEHDb

OTNaAKMu.

—  Dispatcher — nornposaHue paboTbl AucneTYepa NPOLLECCOB;

—  Manager — nornpoBaHue paboTbl MeHeaKepa COeaMHEHUN U perucTpaunin, ynpasneHusa RTP
TpaduKom;

—  Worker — noruposaHue pabotbl SIP-aganTepa.

SYSLOG

Bbl6o0 ucmopuu usmeHeHUs KOHguaypayuu — WUCnosb3yeTcs
AN COXPaHEeHWA UCTOPUM U3MEHEHWIA B HAaCTPOMKAX W/to3a.

— IP adpec cepsepa — appec cepsepa AN COXPAHEHUs
}KYpHasna BBeAEHHbIX KOMaHS;

— Topm cepsepa — nopT cepBepa AN COXPaHEHUs — Beiz0n weTopiH |
}KYpHasna BBeAEHHbIX KOMaHS;

SRR AT
§2.168.1.123

W c14
— .VposeHb demanu3aquu — YypOBeHb AeTannsauumm Pyt
23uvv | OTKNIOYHTE NOTU v
KYpPHana BBeAeHHbIX KOMaHA:
MpumeHnTs

—  OmKA4ume n02uU — He GOPMUPOBATDL KYPHAN
BBEAEHHbIX KOMaHA;

—  CmaHOapmHsbIli — B cooblieHUsX nepeaaeTca
Ha3BaHWe N3MEeHEeHHOro napameTpa;

—  [MonHsili — B coobeHMAX NepesaeTcs Ha3BaHUe

N3MeHeHHOro napameTpa 1 3Ha4YeHUs napameTpa opT cepespa
00 W noc/ne u3sMmeHeHus. e
KoHdpuzypayusa cucmemHO20 HCYpHAAa — HaCTPONKM —— e

KOH}UrypaLUMm CUCTEMHOTO KypHana gaa nepeaaym cobbiTui,
KacatoLmxca 40CTyna K yCTPOWCTBY.

B napameTpax syslog HacTpauBaetca IP-agpec syslog-cepsepa, UDP nopT, Ha KoTopsbin syslog-cepeep
NPUHUMAET COObLLEHMS.

—  Brawoyumes sedeHue /10208 — BKAOUNTb BEAEHUE KYPHaNa cobbITUiA;
— Omnpaename Ha cepsep — NpW ycTaHOBeHHOM daare 3anuch KypHana byaeT BecTuch Ha cepsepe, |P-
afipec KOTOPOro HacTPaMBaEeTCA HWMMKE, MHaye KypHan OyaeT COXPaHATbLCA B OMNEpaTUBHYH MNamATb
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(pasmep »KypHana orpaHuyeH 5 M6, Kpome TOro, 3anucu B XKypHane COXPaHAKTCA TOJIbKO [0
nepesarpysku yctpoiictea). CoxpaHeHMWe KypHasia B OMNepaTUBHYIO MNamMATb He peKkoMeHayeTca K
MCNO/Ib30BaHMUIO;

— P adpec cepsepa — appec cepepa A1A COXPaHEHMA KypPHaNa cCobbITUIA;

— [lopm cepsepa — NopT cepBepa A/1A COXPaHEHUA }KypHana CobbITUIA.

KHoMKn «3anycmume» n «OcmaHo8UMb» MNO3BONAKOT COOTBETCTBEHHO 3anyCKaTb W OCTAHaB/MBATb
nepeaavy XXypHasaa Ha cepsep.

4.1.11 Paboma c o6vekmamu u meHro «06eKmbi»

MomMnumo NpUMeHeHMA MKOHOK CO34aHuA, PefaKkTUPOBaHWA U yaaneHna [REISEAEEENEE TN TS
06beKTOB B COOTBETCTBYIOLMX BKAAAKaX, CYLLECTBYeT BO3MOMXHOCTb BbIMOHUTbL 1BEHTE 0B LEKT
[encTenA Ha yKasaHHOM OObeKTe C MOMOLLbIO COOTBETCTBYIOLMX MYHKTOB MEH!IO PenakTupoeate obbekt

«OBBEKTbI» WaanuTe oBeekT

4.1.12 CoxpaHeHue KoOHgu2ypayuu u meHro «Cepauc»

[na oTmeHbl Bcex U3MeHEHUI Heobxoaumo BbibpaTb meHto «Cepsuc» - T -
«OmmeHUMb 8ce USMeHeHUA». CoxpasiTe kosderypaums g0 FLASH
Ons 3anucu KoHoUrypaumm B 3HEProHesaBMCMMYIO MamATb YCTPOMCTBA epesanyc M0

Mepe3anyce yoTpOWRCTES

Heobxoanmo BbIbpaTb MeHto «Cepaucy - « COXpaHUMb KoHgu2ypauuro 8o FLASH».

=pe3anyck NTP-cnuesTa

CoxpasnTe Norm B Gann

[na nepesanycka MO ycTpolicTBa He06X04MMO BblIGpPaTh MeHto «Cepaucy -
«[lepesanyck [M10».

Ynpasneswe hadnasn xoHbMryoSUMe
YCTEHOEES DATE W EPEMEHN

ﬂ,/’lﬂ NONHOro nepe3sanycka YCTpOl\aCTBa HEO6XO,D,VIMO Bbl6paTb MEHIO
«Cepsuc» - «[lepe3zanyck ycmpolicmea».

DEHoznEH#S NMUEHIMe

[na npuHyAnTENbHOM NEPECUHXPOHM3ALUM BPEMEHM OT cCepBepa HeE0HbX0AMMO BbIbpaTb MeHto «Cepsucy -
«lepe3sanyck NTP-knueHma».

Ons opMmpoBaHMA M COXpPaHEHMA NOroB Ha ycTpolcTBe Heobxoaumo BblbpaTb MeHto "Cepsuc” -
"CoxpaHume noeu 6 ¢alin". Apx1B Cc NoraMm MOXKHO HauTh B pasgene PCAP TpaccMpoBKM — daiinibl U Nanku B
AVPEKTOPUN ANS TPACCUPOBOK.

Mpumep Ha3BaHWA apxmBa:
sbc_logs_current_calls_20201111 165508.tar.gz
[na npuHyanTenbHoro nepesanycka SSHD Heobxoamnmo BbibpaTh MeHto «Cepsucy» - «[epesanyck SSHD ».

[Nna cuntbiBaHUA/3anNnCKM OCHOBHOTO daiina KOHPUrypaumm ycTpoicTBa Hado BbIGpaTb MeHio « Cepsucy -
«YnpasneHue ¢palinamu KoHpuaypayuu».

[na cépoca KoOHPUrypaLmm ycTponctea Heobxoammo BblbpaTb MeHto « Cepsuc» - «YnpasneHue galinamu
KOHgU2ypayuu» N HaxaTb KHOMKY « Copocy. Mpu aTom ByayT cOpoLleHbl BCe HACTPOMKM 33 UCKIOYEHUEM CETEBbIX
napameTpos, CeTeBbIX MHTePdENCOB, CETEBLIX MapLIPyTOB, Npodunel n npasun firewall, cnmucka paspelléHHbIX
IP-agpecos u cepeepa BpemeHu (NTP). 1na nonHoro cbpoca K 3aBOACKMM HacTpolikam obpatuTtech K pasaeny 2.6
Ncnonb3oBaHMe PyHKLMOHANBHON KHOMKK «F».

[NA py4yHOI HaCTPOMKM TOKaNbHbIX AaTbl M BPEMEHU Ha YCTPOWUCTBE HEOBXOAMMO BblBpaTh MeHto «Cepaucy
- «YcmaHosKka dameli u epemeHu», noapobHee B NyHKTe 4.1.13 HacTpoika AaTbl U BpeMeHM.

Ons obHoBneHUs MO yepes web-nHTepdelic HeobxoamMmo BbibpaTb meHto «Cepauc» - « ObHosneHue M0,
noapobHee B nyHKTe 4.1.14 O6HoBAeHMe MO yepes web-nHTepdeiic.

Ona obHoBneHusa/gobasneHns AnuUeH3nMii HeobxoamMmo BbibpaTe MeHlo «Cepsuc» - «O6Ho8neHuUe

! Tonbko ana SBC-1000.
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AuyeH3uu», nogpobHee B nyHKTe 4.1.15 J/IMueH3un.
4.1.13 Hacmpoiika damel u BpemeHu

B cOOTBETCTBYIOLLMX NOAAX BO3MOXKHO 3343aTb CUCTEMHOE Bpemsa B popmate
44:MM un paty 8 popmate A4.mecau, ITTT.
KHOMKOW

Ana  coxpaHeHunsa BOCIMOJ/1b30BaTbCA

«lMpumeHUMbN.

HacTpoek  cneayet

Mo Ha*KaTuo Ha KHONKY « CUHXPOHU3UPO8AMb» NPOUCXOANT CUHXPOHU3ALMA
CUCTEMHOIO BPEMEHM YCTPOMCTBA C TEKYLLIMM BPEMEHEM Ha JIoKanbHoM MMK.
4.1.14 0O6HosneHue 10 yepe3 web-uHmepgbelic

Ona obHoBneHma [MO ycTpoicTBa HeobXO4MMO WCMNO/Ib30BAaTb MEHIO
«Cepsuc» - «ObHosneHue 10».

OTKpoeTca popma ans 3arpysku ¢ainos MO Ha ycTpoiicTBo:

—  O6HosneHue firmware — obHosaseT M0 ynpasasaioLwein nporpammbl U/ vmam
Aapo Linux.

HacTpolika AaTel M BpEMaH:

ep=na 18] | ;|58
fata |14 Mas [=] 2012
MpumeHuTe

CHHXPOHWIMPOEATE EPEMA C KOMMAEBKTEDOM!
[ CuHxpoHusposaTe ]
Obroanenie M0

OBrosnenne firmware

®aiin np:umz—:u:‘ | Os3op.-

Ons obHoBneHna MO Heobxogumo B none «@Palia npowusKu» NPU NOMOLLM KHOMKKM «O630p» yKasaTb
HasBaHWe ¢anna pns OOHOBAEHMA W Ha)KaTb KHOMKY «3aepy3umoe». [ocne 3aBeplueHMA onepauun —

nepesarpysuTb YCTPOMCTBO Yepes MeHIo «Cepsuc» - «lepesanyck ycmpolicmea».

4.1.15 JluyeH3zuu

[Ona obHoBNeHUA/no6aBneHNA NUUEH3UI HeobXxoaMMOo noay4uTb dain AnueH3uKu, obpaTMBLINCL B
Kommepyeckuit otaen 000 «Mpegnpuatne «3INTEKC» no agpecy eltex@eltex-co.ru manm no TtenedoHy
+7(383) 274-48-48, yKka3aB cepuinHbiit Homep U MAC-aapec yctpolictea (nogpobHee B pasgene 4.1.17).

[anee B meHto «Cepasuc» BblbpaTb NapameTp « O6HO8AeHUEe AUUEeH3UU».

Session Border Controller KoHduryparop © ABapHii HeT.

Cepsuc  Momows  BhiXon

OTHEHNTE ECE M3MEHEHNA
COXpaKATS KOHBUTYPaLM B0 FLASH

Pasgienbt

1) Cuorewme napaueroe

Mepe3anyck MO
Mepeaanyck ycrpoiictsa

Mepeaanyck NTP-knnexTa
Ynpaeneme Gainaim koHdurypaunn

1) Tenenerpnn
1) rpasu ssrpysial npoveccops

posok | | default v

) Morropusr SFR womynei VETaHOBKA AGTEI 1 BPEMEHN
[ Kyprian asapwiineix coSarriii OBHoEnEHue 1O BakmA || Her v
(0] Morurropusr unreptpeiicon e
o ObroRnenme
[} Crwcox abonenros mauensun
B3 Kondurypauna wrepdericos PacoTa BenTinATOpOE | ¥
[1) Tabruua mapupyTnaym
e —_—— 3aMDYKEHHOCTE NpOLECCOpa | @
(P | Sre oy e Vicnioneaoeaniie onepaTueoil nauaTH | ¥

C nomoLiblo KHOMKM
npoussoauTens, U 06HOBUTb, HaXkas « O6HOBUMbY.

[na o6HoBNeHUA dalina NMLEH3MM TpebyeTca NoATBEPKAEHME.

NopaveepanTe peiicTene va 192.168.18.99 x [

OBHOBUTE baEin MMUEHZMN?

OTHeHa

«Bolbepume ¢palin» yKasaTb nNyTb K dainy avueH3uu,

nonyyeHHomy oOT

Mocne 3aBeplieHUn onepauumn ByaeT NpeanoXKeHO MnepesarpysnTb YCTPOWCTBO AM60 3TO HeobXoAMMOo

caenatb Yepes meHto «Cepsuc» - «[lepezanyck ycmpolicmea».
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4.1.16 MeHto «lMomouyb»

MeHI0O npeaocTaBAseT CBeAeHWA O TeKyleh Bepcun

nporpaMmHoro

obecneyeHnsn, 3aBOACKME NapamMeTpbl 1 APYTyH CUCTEMHYIO MHPOPMaLMIO.

4.1.17 [lMpocmomp 3a800CKuUX napamempos U uHgpopmayuu o cucmeme

[na npocmoTtpa Heo6X0AMMO UCNONb30BaTb MeHI0 «Tomouiby
- «MIHghopmayuA o cucmeme».

3aBoackmMe napameTtpbl (CepuiiHbii Homep u MAC-aapec)
TaK)Ke YKasaHbl B WWAbAe (HakNeilKke) Ha HWXKHer yacTu Kopnyca
nsgenus.

MNoapobHas nHpopmauma o cucteme (3aBoackue napameTpsl,
Bepcua SIP-apanTepa, Tekywas pata U Bpems, Bpema B paborte,
ceTeBble HACTPOWMKKM, TemnepaTypa BHYTPM KOpMyca) AOCTYMHA Mo
HaXaTUIO Ha CCbIIRY «MHPopmMauus o cucmeme» Ha NaHenu
ynpasaeHus.

4.1.18 BbIx00 U3 KOHGhu2ypamopa

Momole  Bhixof

O nporpaMme
WMH@opMaumna o cucteme

Texkywee speMs
Bpema paboTal MO

Bpema paboTsl cuctemsl 07d 02hour 41min

Mporpammuoe obecneyenne:

Bepcua MO

JaBoAcKWe NapaMeTpbi:

Moaens
CepwiiHalil Homep
MAC anpec

NMuyenzun:
SBC
SBC-RESERVE

CeTeBbie HACTPOMKM:
IP-appec

LWnros

DNS ocHOBHO#M

DNS pezepeHsIi

Wednesday August 30 17:19:42 NOVT 2017
07d 02hour 40min

1.8.0.59

AB:F9:4B:88:70:A6

192.168.1.21
192.168.69.123
192.168.1.123
192.168.0.123

MpKn HaXaTUK Ha CCbIIKY «Bbix0d» Ha NaHenn oTobpasnuTca cneaytoLwee OKHO:

Session Border Controller

M normeosamens
Mapone
Asu nutepdenca Pyccost ¥

Eicsimm

[na B0O306HOBNEHUA J,0CTYyNa HEOHXOAMMO YKa3aTb YCTaHOB/IEHHbIE MMSA NOIb30BaTeNA M MAP0Jib U HaXKaTb
KHOMKY «Bx00». M0 HaXaTuio KHOMKK « OMMeHa» OCyLLECTBUTCA BbIXO M3 MPOrpaMmbl KOHPUIYPUPOBaHUA.
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4.2 Hacrtpoiika SBC uepes Telnet, SSH nan RS-232

Onsa Toro 4tobbl NPOM3BECTU KOHOUIYpPUPOBAHWE YCTPOMCTBA, HEOBXOAMMO MOAKAOYUTLCA K HEMY C
nomolibto npoTtokona Telnet, SSH, "inbo kKabenem yepes pasbem RS-232 (Npu AOCTyNe UCMONb3YETCA KOHCO/Ib).
Mpu 3aBOACKMX yCTaHOBKax agpec: 192.168.1.2, macka 255.255.255.0.

KoHdurypauma ycTpoincTea XpaHUTCA B TEKCTOBOM Buae B daiinax, Haxoaalmxca B KaTtanore /etc/config
(nna Bbixoga B linux Habepute KomaHay sh), KOTopble MOXHO PeAaKkTMPOBaATb C MOMOLLbIO BCTPOEHHOrO
TEKCTOBOro pefaKTopa joe (Takne uameHeHus BCTYNAT B CUY NoOC/ie Nepesarpysku ycTponcTea).

[na coxpaHeHua KoHOUIypauum B SHEProHEe3aBUCUMYIO NamATb YCTPOMCTBA HEOBXOAMMO BbIMOAHUTbL
KOomaHay save.

Mpu nepsom 3anycke uma nonb3osatensa: admin, napons: rootpasswd.

4.2.1 [lepevyeHb KomaHO CLI
KomaHga MapameTp 3HayeHune Jeincreue
? MoKasaTb NepeyeHb AOCTYMHbIX KOMaHA,
alarm global MoKa3aTb MHGOPMALIMIO O TEKYLLMX aBapmAX
alarm list clear OYNCTUTDL KYPHAN aBAPUMHBIX COBbITUI
alarm list show MoKasaTb *KypHan aBapUHbIX cOBbITUI C
YKasaHueM Tuna u ctaTyca aBapuu, BpemeHu
BO3HWKHOBEHWA 1 NAapaMeTPOB JIOKaM3aLLmm
config Mepexon, B pexXxum KOHGUTYpUpPOBaHUA
napamMeTpoB YCTPOICTBa
CPU load statistic MoKa3aTtb cTaTMCTUKY 3arpy3ku CPU 3a
NOCNEAHIO MUHYTY
date <DAY> 1-31 YCTaHOBUTb /IOKa/bHblE A4aTy U BPeMA Ha
ycTpoicree
<MONTH> 1-12
<YEAR> 2011-2037
<HOURS> 00-23
<MINS> 00-59
firmware update <FILE> muMs Qavina c IO 0O6HoBAEHWe NporpammHoro obecneyexns 6e3
tftp aBTOMATUYECKOW Nepesarpysku witosa
FILE — uma daitna cNO
<SERVERIP> IP-ampec B dpopmaTe
SERVERIP — IP-agpec TFTP-cepsepa
AAA.BBB.CCC.DDD AP peep
firmware update ftp | <FILE> muMs Qavina c IO 0O6HoBAEHWe NporpammHoro obecneyexns 6e3
aBTOMaTUYECKOW nepesarpysku Wwiosa
FILE — uma daitna c MO
<SERVERIP> IP-ampec B gopMaTe | SERVERIP — IP-agpec FTP-cepeepa
AAA.BBB.CCC.DDD
firmware update usb | <FILE> uMsa odaria c II0 O6HoBEeHMe NporpaMMHoro obecneyeHns 6e3
aBTOMaTUYECKOW nepesarpysku Wwiosa
FILE — uma daitna c N0
firmware <FILE> nms danna c IO O6HoBNIeHMe NporpamMMHOro obecneyeHns ¢
update_and_reboot aBTOMaTUUYeCKOMN nepesarpysKoi LWto3a
tftp
<SERVERIP> IP-ampec B dopmare | FILE —wuma daitna cMO
AAR.BBB.CCC.DDD SERVERIP — IP-aapec TFTP-cepsepa
firmware <FILE> nms danna c IO O6HoBIeHMe NporpaMMHOro obecneyeHns ¢
update_and_reboot aBTOMATUYECKOM Nepes3arpy3Kon Wwk3a
ftp <SERVERIP> IP-ampec B dopmaTe
AAA.BBB.CCC.DDD FILE — umA daitna c MO
SERVERIP — IP-agpec FTP-cepsepa
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firmware <FILE> nMa Qamna c II0 O6HoBNEHME NPOrPaMMHOro obecneyeHus ¢
update_and_reboot aBTOMaTUYeCKOW nepesarpyskoi Lato3a
usb
FILE — vims daitna c NO
get logs dopmmnpoBaHue 1 coxpaHeHWe N0roB Ha
ycTpoiicTee
history lMpocmoTp NcTopun 0 BBEAEHHbIX KOMaHAAX
license download <FILE> uMa Qansa JIMLEeH3UU 3arpysuTb Gpaiin AMLEH3NM C YKa3aHHOTO agpeca
<SERVERIP> IP-ampec cepBepa B
bopmaTe
AAA.BBB.CCC.DDD
license update OBHOBUTL INLLEH3UIO
license reset no/yes YaanuTb BCe YCTAHOB/IEHHbIE IMLLEH3UN
password CmeHa napons ana gocryna vepes CLI
quit 3aBepLmnTb AaHHyto ceccuto CLI
reboot <YES NO> yes/no Mepe3arpysuTb YCTPONCTBO
security list clear OuncTUTL KypHan besonacHoOCTU
security list show MokasaTb *KypHan 6esonacHoOcTU
sh MepeiTtnt u3 CLI B Linux Shell
show environment MpocmoTp nHGOpMaLLMK O COCTOAHNMU
annapaTtHoro obecneyeHns
show system info MpocmoTp HOPMaLUKM O NPOrPaMMHOM
obecneyeHnu
sntp retry OTtnpaska SNTP-3anpoca K cepsepy gna
CUHXPOHU3ALMN BPEMEHN
space hint <SPACE> yes/no BKAtoueHme n oTKAoYeHWE NOACKA3KM Npu
HakaTuu Knasuwu "npoben"
tcpdump <DEVICE> eth0/ethl/local 3axsatutb naketbl ¢ Ethernet-ycrpoiictea
<FILE> CTPOKa DEVICE — wuHTepdeiic Ana MOHUTOPUHTa;
<SNAPLEN> 0-65535 FILE — dain ana 3anmcu nakeTos;
SNAPLEN — yucno 6aitT, 3axsaTbiBaemoe 13
Kaxaoro naketa. (0 — naker 3axsaTbiBaeTcs
NoIHOCTbHO)
tftp get <REMOTE_FILE> CTpoka 3aKauatb ¢aiin no TFTP Ha SBC
<LOCAL FILE> cTpoka
<SERVERIP> IP-ampec B QopmaTe
AAA.BBB.CCC.DDD
tftp put <LOCAL FILE> CTpOKa 3anuTb ¢ann Ha TFTP. KomaHaa
npegHasHayeHa A/1A CKAYMBaAHUA TPACCMPOBOK,
<REMOTE_FILE> cTpoxa CHATbIX KOMaHZamMu tcpdump 1 pcmdump
<SERVERIP> IP-ampec B dopmaTe
AAA.BBB.CCC.DDD
4.2.2 CmeHa napons 0aa docmyna K ycmpolicmey

MOCKONbKY K W3y MOXHO YAaJeHHO MOAKAIUUTBCA Yepes Telnet, To BO u3bexaHue

HeCaHKUMOHNPOBAHHOIO A0CTYyNa peKomeHAyeTCcA CMEHUTb NAapPO0/1b AN1A NO/1b30BaTENA admin.

[na atoro Heob6xoaAnMO:
1) MoAKNYMTLCA K LWAHO3Y, aBTOPU30BaTLCA NO JI0TMHY/Napoto, BBECTM KOMaHAY password u
HaaTb Knasuwy <Enter>.
2) BBecTV HOBbIN NapPOIb:
New password:
3) MoBTOpPUTL BBEAEHHbIN NAPO/b:
Retype password:
Maponb nameHeH (Password for admin changed by root)
4) CoxpaHuTb KoHbUrypauumio Bo Flash: BBecTn KomaHAY save U HaxKaTb Knasuwy <Enter>.
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4.2.3

Pexcum npocmompa akmueHbiIx ceccuii

B 3TOM perkMme umeeTcs BO3SMOMKHOCTb MPOCMOTPETb AeTa/bHYI0 MHGOPMALMIO MO YCTaHOBAEHHbIM Yepes

4.2.3.1 Bknw4veHue/omknaroyeHue pexcuma

SBC coegmHeHUsaM, BKAOYAA CTaTUCTUKY RTP, nHpopmaumio 13 SDP 1 TpaccnpoBKy cMrHanmsaunm B Bbi3oBe.

KomaHpa

Jeincreune

statistics call sessions enable

BkatoueHune MOHUTOPUHIa aKTUBHbIX ceccuit

statistics call sessions disable

OTKAtOYeHMEe MOHUTOPUHIa aKTUBHbIX ceccuit

statistics reset call sessions

OumncTKa ceccuin B MOHUTOPUHTE aKTUBHbIX ceccuit

4.2.3.2 [lpocmomp akmueHbIx cecculi

Ona paboTbl C AaHHBIMM KOMaHAAMW HEOBXOO4MMO BKIOUMTb MOHWUTOPWUHI aKTUBHbLIX ceccuit (pasaen

4.2.3.1).
KomaHga MapameTp 3HayeHune Jeincreue

show call list MPOCMOTp CNMCKa aKTUBHbIX COEANHEHUI

show call info CALL ID 0-65520.0-5 MpocmoTp obLei nHpopmaummn o
Bbl6paHHOM Bbl30Be

show call info CALL ID 0-65520.0-5 MpocmoTp geTanbHoM MHGOPMaL MM No

detailed BblI6paHHOMY BbI30BY

show call info RTP | CALL ID 0-65520.0-5 Mpocmotp ctatuctnkm no RTP-npotokony 8
Bbl6paHHOM Bbl30Be

show call info SDP | CALL ID 0-65520.0-5 Mpocmotp nHdopmaumm SDP B BbiIBpaHHOM

Bbl30Be

4.2.4 [pocmomp akmueHbix peaucmpayuli

info

KomaHga MapameTp 3HayeHune Jencreue
show registration MpPOCMOTP aKTUBHbIX perncTpaumi n
list 6/10KMPOBOK
show registration SEARCH_LINE CTpoKka MOMCK MO aKTUBHbBIM PErUCTPALMNAM U

6710KMPOBKam

registration show
json

BbIBECTU BCE aKTUBHbIE PErMCTPaLUN B
dopmare json

registration show
info

<REG_INDEX>

meJjioe 4mciio

MokasaTtb NogpPobHYo MHPOPMaLMIO O
perucrpauum

4.2.5 YnpaeneHue peaucmpayuamu

KomaHngaa MapameTp 3HauveHue Leticteue
registration del <REG_INDEX> 0-4095/all Ypanutb perucTpaumio aboHeHTa
registration <REG_INDEX> 0-4095 Pas3bnokuposatb aboHeHTa
unblock

4.2.6 Paboma co cmamucmukoii SIP

4.2.6.1 BrknwoyeHue/omKaO4YeHUe pexcuma

KomaHpa

Oeticteune

statistics sip counters enable

BKAtoyeHMe CHETUMKOB CTAaTUCTMKK SIP

statistics sip counters disable

OTKAOYEHME CHETUMKOB CTAaTUCTUKM SIP
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4.2.6.2 [Ipocmomp cmamucmuku

KomaHpa MapameTp 3HayeHune OelictBune

show counters list MoKa3aTb CNMCOK CKOHGUTYPUPOBaHHbBIX SIP
transport TPaHCNOPTOB
show counters list MoKa3aTb CNNUCOK CKOHGUTYPUPOBAHHbBIX SIP
destination destination
show counters list [MoKasaTb CNNCOK CKOHGUTYPUPOBAHHBIX SIP
users users
show counters MoKa3aTb CYETUMKM CTAaTUCTUKK ans Bcelt SBC
total
show counters <TRANSPORT IDX> 0-255 MoKa3aTb CYETUMKN CTAaTUCTUKM gna SIP
transport TpaHcnopTa
show counters <DESTINATIONS IDX> | 0-255 Moka3aTb CHETUMKM CTATUCTUKM ans SIP
destinations destination
show counters <USERS_IDX> 0-255 MoKa3aTb CYETYMKKM cTaTUCTUKM ana SIP users
users

4.2.7 Pexcum KOHpu2ypuposaHus

4.2.7.1 Pexcum KoHgpu2ypuposaHus obuux napamempos ycmpoiicmea

[ns nepexoga K KOHUrypnpoBaHMIO/MOHUTOPUHIY NapaMeTpoB YCTPOMCTBa HEOBXOAMMO BbINOAHWUTD

KomaHay config.

SBC> config

Entering configuration mode.

SBC-[CONFIG]>

KomaHpa

MapameTp

3HayeHue

JelictBue

[MoKa3aTb nepeyeHb
[OCTYMHbIX KOMaHZ,

alarm show

MpocmoTp HacTpoek
oTobpaXkeHns aBapuit

alarm set cps

invite/other/subscribe

yes/no

M3meHeHune pexmma
oTObpaXkeHns aBapuu
orpaHuyeHna 06paboTkm
3anpocos
INVITE/OTHER/SUBSCRIBE

alarm set cpu

<set>

yes/no

N3meHeHne pexrma
oTobparkeHUs aBapum
BbICOKOM 3arpy3ku CPU

alarm set fans

<set>

yes/no

MN3meHeHue pexnma
0oTOBparKeHUs aBapum
BEHTUNATOPOB

alarm set ram

<set>

yes/no

N3meHeHue pexxnma
oTObparkeHus aBapum
3aHATocTn O3Y

alarm set rom

<set>

yes/no

N3meHeHne pexnma
oTObparKeHUs aBapum
3aHATocTM M3Y

alarm set reserve

<set>

yes/no

M3ameHeHWe pexkuma
oTObparKeHUs aBapuit
pesepsa

autoupdate

Mepexopn B pexxum
KOH$UTypupoBaHua
aBTOMATUYECKOro
o6HoBneHUA MO u

KOHOUrypaumm

copy
running to_ startup

3anucaTb TeKyLLyto
KOHOUrypaumtio B
3HeproHesaBUCUMYIO
NamaTb YCTPOMCTBA (B
CTapTOBYO KOHUIypaLmIo)
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copy
startup to running

BOCCTaHOBUTDL TEKYLLYIO
KOoHOUrypaLuumio u3
CTapToBOM

dos-protection

Bxog, B pexkvm
KOH$UTYpUpPOBaHUA 3aLLMUTDI
ot DoS

firewall dynamic

Mepexon B pexxum
KOH$UrypmpoBaHus
ANHaMUYECKoro
bpaHaMmayspa

firewall static

Mepexon B pexxum
KOH$UrypmnpoBaHUa
cTaTMyeckoro bpaHgmayapa

global set

Invite-per-3-sec/other-per-3-
sec/subscribe-per-3-sec
<INVITE/OTHER/SUBSCRIBE RESTRICT>

60-300

OrpaHuyeHne 06paboTku
3anpocos
INVITE/OTHER/SUBSCRIBE

global set media-
security-timeout

<SECURITY TIMEOUT>

1-10080

3aWnUTHBIN TalMmayT Ana
oT601A BbI30BOB 63 media,
MWH

global set not-
encode-hash

yes/no

BkatoueHue onuymm
nepepasatb cumson '#' 6es
KOAMPOBAHUA

history

MpocmoTtp ncrtopumn
BBEZ,eHHbIX KOMaHJ,

hostping

Mepexoa B pexkMm paboTbl C
YTUANTOM ping

log path

<apply>

<set>

<show>

local
/mnt/sd[abc] [1-
7]*

MPUMEHUTb HAaCTPOMKM MyTK
K XPaHEHWIO TPACCUPOBOK.
HacTpolika nyTu K XpaHeHuto
TPacCcMpPOBOK:

local — nokanbHoe
XpaHeHWe B OnepaTUBHOM
namsaTu;

/mnt/sd[abc][1-7]* — nyTb
[0 HakonuTtensa ans
XpaHeHMA TPAaCCUPOBOK.

MpPOCMOTpP HACTPOWKKM NYTU K
XpaHeHMo TPaCCUPOBOK

network

Mepexon B pexxum
KOHOUIYpMpPOBaHUA ceTeBbIX
napameTpos

ports start

START PORT

1024-65535

YcTaHOBKa Ha4yaibHOTo
nopta ana RTP

ports range

RANGE PORT

1-65535

YcTaHOBKa KosimyecTsa
noptos ana RTP

ports show

MpocmoTp HaCTPOMKM
noptos ana RTP

quit

3aBepLWwunTb AaHHYIO CeCcuio
CLI

radius

Mepexopn B pexxum
KoHoUrypvposaHusa RADIUS

reserve

MNepexon B pexxum
ynpaBaeHna pesepsom

route

MNepexopn B pexxum
KOH$UTypupoBaHua
CTaTUYECKMX MapLIPYTOB

rule set

MNepexopn B pexxum
KOHOUrypuposaHus rule set

security list path

<set>

off
/mnt/sd[a-e] [1-
T]*

HacTpoiika nyTu K XpaHeHuto
ypHana 6e3onacHocTu:

off — nokanbHoe xpaHeHue
B ONepaTMBHOMN NamATH;
/mnt/sd[a-e][1-7]* — nyTb
[0 HaKonuTens ana
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<show>

XpaHeHuA KypHana
6esonacHocTy.

MpPOCMOTP HACTPOMKM NYTU K
XpaHeHWo KypHana
6e3onacHocTn

switch

Mepexon B pexxum
KOH$UrypmpoBaHus
KoMmyTaTopa (TonbKo ana
SBC-2000 1 SBC-3000)

show running main
by step

MokasaTb TeKyLuyto
OCHOBHYIO KOHOUTYpaLMIO
no waram

show running main
whole

MokasaTb TeKyLuyto
OCHOBHYIO0 KOHOUTYpaLMIO
NOJIHOCTbIO

show running
network

[oKa3aTb TeKyLLyto
KOHOUIypaumio cetu

show running
radius_servers

[oKa3aTb TeKyLLyto
KoHourypaumio RADIUS-
cepsepos

show running snmp

[oKasaTb TeKyLLyto
KoH$urypaumuto SNMP

show startup main
by step

MoKa3saTb HayanbHyo
OCHOBHY0 KOHUrypaumto
no waram

show startup main
whole

MoKasaTb HayanbHyo
OCHOBHY0 KOHUrypaumto
NOSIHOCTbIO

show startup
network

MoKa3aTb HayanbHyo
KOHUrypaumio cetm

show startup
radius_servers

MoKa3aTb HayanbHyO
KoHurypaumto RADIUS-
cepBepoB

sip destination

Mepexon B pexxum
KOHuUrypmposaHusa SIP
destination

sip transport

Mepexon B pexxum
KOHurypmposaHusa SIP
transport

sip users

Mepexon B pexxum
KOHurypmposaHusa SIP
users

snmp Mepexopn B pexxum
KoHourypmposaHusa SNMP

switch Mepexopn B pexxum
KOH$UTyprpoBaHua
BHYTPEHHEro KomMmyTtaTopa

syslog Mepexopn B pexxum
KOH$UTyprpoBaHua
napameTpOB CUCTEMHOTO
XypHana

top Bo3Bpar Ha ypoBeHb Bbille

trunk Mepexopn B pexxum

KOHOWUIYPUPOBAHMA TPAHKOB

user agent

Mepexon B pexxum
pefaKTMPOBaHUA CINCKA
3anpeLwEHHbIX KIMEHCKNX
NPUAOXKEHUN

4.2.7.2 Pexum KoHghu2ypuposaHua asmomamuyecKko2o obHoeneHusa N0 u KoHgpuzypayuu

[lns nepexopa B pexXnm KOHGUryprpoBaHUA HEOBXOAMMO BbINONHUTL KOMaHay autoupdate.

SBC-[CONFIG]> autoupdate
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Entering auto-update mode.
SBC-[CONFIG]-[AUTO-UPDATE]>

KomaHpga MNapameTp 3HayeHune Jencreune
? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
exit Mepexoa 13 4aHHOro NOAMEHI0 KOHOUTYPUPOBAHUA Ha
YPOBEHD BblLLe
quit 3aBepLmnTb AaHHyo ceccuto CLI
set auth-name AUTH NAME CTpoka IOJIMHOM HE 3apaTb UMsA ayTeHTUdUKALUM
Bojiee 63 CMMBOJIOB
set auth-pass AUTH PASS CTpoka IOJIMHOM HE 3a4aTb NAponb ayTeHTUDUKALUK
Bojiee 63 CMMBOJIOB
set AUTH on/off BKAtoyeHMe ayTeHTUOUKaLUKN Ha cepBepe
authentication aBTOOOHOBNEHUA
set config- CFG_NAME CTpoka IJIMHOW He 3aaatb uma daitna KoHpurypaumm. Uma obasatensHo
name Cojiee 63 CUMBOJIOB [LONIHO MMeTb paclumperue .cfg
set enable EN on/off BKOUMTL DYHKLMIO aBTOOOHOBNEHMA

set manifest-
name

MANIFEST NAME

CTpokKa IOJMHOM He
foJjiee 63 CHMMBOJIOB

3apatb uma daiina sepcuin NO. Ums obasaTenbHo
[O/IKHO UMETb paclunpeHue .manifest

set protocol PROTO tftp YKa3aTb NPOTOKO/, KOTOPbIV ByaeT Mcnoib3oBaTbCA
ftp AN o6HoBNEeHUA
http
https

set source NET IFACE IDX 0-39 3apatb UHTepdeiic, c KoToporo byaeT nonyyeH agpec

cepsepa (DHCP option 66) U meHa daitnos
KoHourypaumm n sepcmii MO (DHCP option 57)

period
manifest

static Ecnu 3apats static, To MHbOpMaLms o cepsepe U
nmeHax ¢dainnos byaer B3aTa ns KoHdpurypaumm SBC

set static- ST SERVER CTpoka IOJIMHOM HEe 3apaTh agpec cepsepa aBTOO6HOBAEHUM
server Bojsiee 63 CHMMBOJIOB
set update- UCONF on/off BK/1tounTb aBTOOOHOBNEHME KOHPUTYpaUum
config
set update- UFIRM on/off BkntounTb aBToobHOBNEHME 1O
firmware
set updating- UPD CONFIG 1-263520 3apaTtb nepuos 0bHOBNEHUSA KOHPUTYPaLLMM B MUHYTaX
period config
set updating- UPD MANIFEST 1-263520 3apatb nepuod obHosneHus MO B MUHYTaxX

show auto-
update-config

Moka3aTb KOHbUIypaLMIo aBTOOBHOBNEHNA

show net-
interfaces

MokasaTb CNMCOK ceTeBbIX MHTEPHENCOB, HA KOTOPbIX
akTMBuposaH DHCP

4.2.7.3 Pexum KoHgpu2ypuposaHusa 3aujumsi om DoS

[na nepexofa B AaHHbIA PeXUM HEOBXOAMMO B peXkuMme KOHOUIypUpOBaHMA BbINOAHWUTb KOMaHAy

dos-protection.

SBC2000-[CONFIG]> dos-protection

Entering dos-protection mode.
SBC2000-[CONFIG]-[DOS-PROTECTION]>

KomaHpa

MapameTp

3HayeHue

LelictBune

MNokasatb nepeyeHb AOCTYMHbIX KOMaHA

exit Mepexoa U3 faHHOTO NOAMEHIO KOHOUTYPUPOBAHUA
Ha ypOBEHb BbllLe
quit 3aBepLmnTb AaHHYto ceccuto CLI
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set enable ENABLE true/false AKTUBMPOBATL 3aWwmnTy oT ICMP-bnyaa

ICMP flood

set enable ENABLE true/false AKTMBMPOBATH 3aLLUTY OT CKAHUPOBAHMA NOPTOB

PortScan

set enable ENABLE true/false Onuma ynpasnseT rnobanbHbIM BKAOYEHMEM

protection bYHKUMIA 3awmMTbl oT DOS

set enable ENABLE true/false AKTMBMPOBATL 3aWwmTy oT RTP-bnyaa

RTP flood

set enable ENABLE true/false AKTMBMpPOBaTbL 3awmTy oT SIP-payaa

SIP flood

set enable ENABLE true/false AkTMBUpOBATb PuabTpaumio no User-Agent

User Agent filter

set SIP flood BLOCKTIME 600-3600 YCTaHOBUTb BPeMsa KOPOTKOW BN0KMPOBKM aboHEHTa,

block time CEeKyHAbl

set SIP flood BLOCKS 1-10 YCTaHOBWUTb YNCN0 NOMNAZAHUIA B KOPOTKYHO

blocks 610KMPOBKY Nepes, NonagaHUem B AMTeNbHYH0

set SIP flood FORGETTIME 12-48 YCTaHOBUTb BpemaA ANNTENbHON 610KUPOBKM U

forget_time Bpems npoLieHnn aboHeHTa, NonasLWero B KOPOTKYHO
6710KMPOBKY, Yacbl

set SIP flood HITS 1-32 YCTaHOBUTb YMC/IO HapYLIEHWI nepes nonagaHuem 8
KOPOTKYIO 610KMPOBKY

show MoKas3aTb HACTPOMKM 3aWwnTbl OT DOS

4.2.7.4 Pexcum KoHgpu2ypuposaHus napamempos uHamu4ecKoz2o bpaHomayspa

[na nepexofa B AaHHbIA peXxUM HeobxoAMMO B pexkume KOHOUIypupOBaHUA BbIMOAHWUTL KOMaHAy
firewall dynamic.

SBC-[CONFIG]> firewall dynamic
Entering dynamic firewallmode.
SBC-[CONFIG]-[DYN-FIREWALL]>

KomaHga MapameTp 3HayeHune Jeincreue

? [MoKa3aTb nepeyeHb JAOCTYMHbIX KOMaHS,
blacklist add <BLACKIP> IP-ampec B dopmaTe [o6aBuTb aapec B CNUCOK BJ0KMPYyEMbIX

AAA.BBB.CCC.DDD unmn ajpecos

nonceTs B HoTaumm CIDR

AAA.BBB.CCC.DDD/FF
blacklist <BLACKIP> IP-ampec B dopmarte YaanuTtb agpec 13 cnmcka 610KMpyembix
remove by addr AAA.BBB.CCC.DDD wmniu agpecos

nonceTs B HoTaumm CIDR

AAA.BBB.CCC.DDD/FF
blacklist <POSITION> 0-65635 Ypanute agpec us cnmcka 610Kknpyembix
remove by pos 3/l pecoB Nno ero No3uLMKn B CNUCKe
blacklist show MoKa3aTb CNMCOK BI0KMpyEMbIX agpecos
all
blacklist show MoKa3aTb YMC/IO 3anNUCeN B CNMUCKE apecos,
count 610KMPYEMBIX AUHAMNYECKUM BpaHaMayIpom
blacklist show | <BLACKIP> IP-ampec B dopmarte HaliTh yKa3aHHbIN agpec B cnncke
address AAA.BBB.CCC.DDD unmu 6}10KVIpyeMbIX agpecos

noncers B HoTaumm CIDR

AAA.BBB.CCC.DDD/FF
blacklist show | <COUNT> 0-4095 lMoka3aTb yKasaHHOEe KOMYEeCTBO U3 Havyana
first crnucka 610KMpPYEMbIX apecos
blacklist show | <COUNT> 0-4095 loKa3aTb yKa3zaHHOe KOJIMYeCTBO C KOHLA
last cnucka 610KMpyembIx agpecos
blacklist show | <POSITION> 0-65635 lMoKa3aTb 3aNUCb B YKa3aHHOW NO3MLLMM CINCKA
position 6/10KMPYyeMbIX apecoB
blacklist <BLACKIP> nonceTrs B HoTaumm CIDR [06aB1Tb NOACETb B CMUCOK BA0KMpPYEeMbIX
subnet AAA.BBB.CCC.DDD/FF

afpecoB 1 yAannTb agpeca U NoACeTH,
Bxoaawme B o6aBnseMyto NoACETb

block history

MpocmoTp KypHana 3ab10KMPOBaAHHbIX

show all agapecos
block show MoKa3aTb YMC/IO 3anNuUCen B XKypHane
count 3a6/10KMPOBaHHbIX A pecoB
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block show <BLACKIP> IP-ampec B dopmate HaliTu yKa3aHHbIN agpec B }KypHane
address AAA.BBB.CCC.DDD wmnm 336ﬂ0KVIpOBaHHbIX afapecos
nonceTb B HoTaumum CIDR
AAA.BBB.CCC.DDD/FF
block show <COUNT> 0-4095 MoKa3aTb yKa3zaHHOe KONMYeCTBO U3 Havyana
first YKypHana 3ab10KMPOBaHHbIX a4 pecos
block show <COUNT> 0-4095 [MoKa3aTb yKa3aHHOe KOANYeCTBO C KOHL,A
last KYPHana 3ab6/I0KMPOBaHHbIX a4pecos
block show <POSITION> 0-65635 MoKa3aTb 3anMucb B YKa3aHHOM No3uLmm
position KYpPHana 3ab6/I0KMPOBaHHbIX a4pecos
blocklist <BLACKIP> IP-ampec B dopmare YpanuTb agpec U3 Cnncka aBTomaTnyeckm
remove by addr AAA.BBB.CCC.DDD wmnmn 6n0K|4pyeMb|x ajpecos
nonceTk B HoTaumum CIDR
AAA.BBB.CCC.DDD/FF
blocklist <POSITION> 0-65635 YpanuTb agpec u3 Cnncka aBToMaTUyecku
remove by pos 6/10KMPYeMbIX aLPECOB MO €ro NO3nLUK B
cnucke
blocklist show lMoka3aTb CNMCOK aBTOMaTUYECKM
all 6/10KMPYEMBbIX aApecos
blocklist show MoKa3aTb YMC/IO 3anucei B cnmcke
count ABTOMATUYECKM BIOKMPYEMBbIX aApecoB
blocklist show | <BLACKIP> IP-ampec B QopmaTe HaliTi yKa3aHHbIN agpec B cnncke
address AAA.BBB.CCC.DDD wmmnu aBTOMaTU4eCKM 610KMpPYeMbIX aipecoB
nonceTb B HoTaumm CIDR
AAA.BBB.CCC.DDD/FF
blocklist show | <COUNT> 0-4095 Moka3aTtb yKazaHHOE KO/IMYeCcTBO U3 HaYana
first CMWCKA aBTOMATUYECKM BIOKMpPYEMbIX afpecoB
blocklist show | <COUNT> 0-4095 loka3saTtb yKazaHHOE KOJIMYECTBO C KOHL,A
last CNUCKa aBTOMaTUYECKN BNOKMPYEMbIX aapecos
blocklist show | <POSITION> 0-65635 MoKa3aTb 3anNuCb B yKa3saHHOM NO3ULLMM CNUCKa
position aBTOMaTUUeCKM 61I0KMpPYeMbIX aApecoB
exit Mepexoa 13 A4aHHOTo NOAMEHHO
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle
history MpocmoTp UCTOPUM BBEAEHHbBIX KOMAHZ,
quit 3aBepLmnTb AaHHyo ceccuto CLI
set block time | <SERVICE> SIP/WEB/TELNET/SSH/OTHER | YcTaHOBWUTb ANA CEPBUCA BPEMA B CEKYHAAX, Ha
60-352800 NPOTAMKEHNN KOTOPOTO AOCTYM C
<BLCKTIME> nozo3puUTenbHOro agpeca byaet 610KMpoBaH
set enable <ENA> on/off BKJ/IIOYMTb/OTK/IIOUNTL AMHAMUYECKUIA
b6paHamaysp
set tries <SERVICE> SIP/WEB/TELNET/SSH/OTHER | YcTaHOBUTb MaKCMMa/bHOE HYACIO OLIMBOUYHbIX
1-10 MOMbITOK JOCTYNa K CEPBUCY, NPeXAe YemM XOCT
<TRIES> 6yaeT 3a610KMpOBaH
set <SERVICE> SIP/WEB/TELNET/SSH/OTHER | 3agaTb Bpemsa NpoLLEHNA ANA cepsmca
forgive time 60-352800
B <FORGIVETIME>
set increment <SERVICE> SIP/WEB/TELNET/SSH/OTHER | BKAuMTb NPOrpeccupyoLyto 610KMPOBKY

<INCREMENT FLG>

no/yes

AnAa cepsuca

set only block

<SERVICE>

<ONLY BLOCK FLG>

SIP/WEB/TELNET/SSH/OTHER
no/yes

BkatounTb onumio «He oTnpaBaatb
33a610KMPOBaHHbIE aApeca B YEPHbIN CIMCOK»
LA cepBuca

show MokasaTb HAaCTPOMKM AMHAMUYECKOrO
bpaHaMmayspa

whitelist add <WHITEIP> IP-ampec B dopmaTe [ob6asunTb IP-agpec B CN1COK agpecos,
AAA.BBB.CCC.DDD wmym 3anpeLLeHHbIX 419 aBTOMaTUHEeCKOo
nonceTe B HOTaumm CIDR 6/10KMPOBKU
AAA.BBB.CCC.DDD/FF

whitelist <WHITEIP> IP-ampec B dopmate Yaoanute IP-agpec 13 cnucka agpecos,

remove by addr AAA.BBB.CCC.DDD wmnm 3anpeLueHHbIX ana aBTOMaTU4ecKon
nonceTe B HOTaumm CIDR 6/10KMPOBKM
AAA.BBB.CCC.DDD/FF

whitelist <POSITION> 0-65635 Ypanutb IP-agpec 13 cnucka agpecos,

remove by pos 3anpeLeHHbIX A4/19 aBTOMaTUYECKOM

6!10KVIpOBKVI no ero no3numnn B CNUCKe
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whitelist show loKa3aTb CNNCOK aapecos, 3anpeLLeHHbIX Ana

all aBTOMaTUYeCKoM 610KMPOBKU

whitelist show MoKa3aTb YMC/IO 3anNUCeN B CNMCKe aApecos,

count 3anpeLEHHbIX 419 aBTOMaTUYeCKoMn
6710KMPOBKM

whitelist show | <WHITEIP> IP-ampec B dopmarte HaliTn yka3aHHbIN agpec B CNUCKe aapecos,

address AAA.BBB.CCC.DDD wnm 3anpeLLeHHbIX A/19 aBTOMaTUYECKOM

nogceTb B HoTauum CIDR 6710KMPOBKU
AAA.BBB.CCC.DDD/FF

whitelist show | <COUNT> 0-4095 Moka3aTtb yKazaHHOE KOIMYeCcTBO U3 Havana

first CMWCKa a4pecos, 3anpeLLeHHbIX Ans
aBTOMATUYECKOM 6NOKMPOBKU

whitelist show | <COUNT> 0-4095 MoKasaTb yKazaHHOEe KOJ/IMYECTBO C KOHL,A

last CMWCKa a4pecos, 3anpeLLeHHbIX Ans
aBTOMATUYECKOM BN0KMPOBKU

whitelist show | <POSITION> 0-65635 MoKa3aTb 3aMuCb B YKa3aHHOM NO3ULMUM CIMCKA

position a/lpecoB, 3anpeLLeHHbIX A8 aBTOMaTUYeCKO
6/I0KMPOBKM

whitelist <WHITEIP> nonceTb B HoTauuy CIDR [o6aBnTb NOACETb B CNUCOK agpecos,

subnet AAA.BBB.CCC.DDD/FF 3anpeLLeHHbIX A7 aBTOMATUYECKO
6/I0KMPOBKM, U YAANUTb aZipeca U NOACETH,
BXoAsLwue B ob6aBAsEMYIO NOACETb

4.2.7.5 Pexum KoHgpu2ypuposaHua napamempos cmamuyeckoz2o 6paHomayspa

Ons nepexoga B AaHHbIA peXMM HeobXxoguMmo B peume KOHPUrypupOBaHWUA BbIMOAHUTb KOMaHAYy
firewall static.

SBC-[CONFIG]> firewall static
Entering static firewall mode
SBC-[CONFIG]-[FIREWALL]>

<S IP>
<S MASK>
<R IP>

<R_MASK>

<PROTO>

<S_PORT START>
<S_PORT END>

<D_PORT START>

AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
any

tcp

udp

icmp

tcptudp

1-65535

1-65535

1-65535

KomaHga MapameTp 3HayeHune Jencreue
? lMoKa3aTb NepeyeHb AOCTYMHbIX KOMaHS,
add profile <PROF_NAME> paspeleHo Ho6asutb npoduns firewall
MCIIOJIb30BAThL OYKBHI,
umdpsel, cumMsos ' ',
MakCcuMyM 63 cuMBOJf
add rule default <direction> input [ob6asuTb npasuno firewall
output HanpaeneHue paboTbl npasuaa
<ENABLE> enable/disable Bk/to4eHMe/oTKItoYeHMe NpaBua
<RULE NAME> TekcT, Makc. 63
- CUMBOJIA Mma npasuna

IP-appec NcToyHnKa

Macka noaceTi UCTOYHMKA
IP-appec nonyyatens
Macka noacetn nonyyarens

Twun npoTokona

HauyanbHbIl nopT UCTOYHUKA
KoHeuHbIl nopT UCTOYHUKA

HauanbHbIit NOpT Nnony4yatens
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<D_PORT END>

<ICMP TYPE>

<ACTION>

<P IDX>

1-65535

none

any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

1-65535

KoHeuHbIli nopT nonyyatenn

Tun naketa ICMP

[JelictBne — pelicTeme, BbINOAHAEMOE AaHHbIM
npaBuIOM:

— ACCEPT — nakeTbl, nonagatowpme nog,
AaHHoe npaswo, byayT nponyLeHbl
ceTeBbIM 3KpaHom firewall;

— DROP — naKeTbl, nonagatowme nog AaHHoe
npasuio, byayt oTbpoLleHbl ceTeBbIM
3KpaHom firewall 6e3 Kakoro-nm6o
MHOOPMUPOBAHUA CTOPOHDI, NepeaasLulel
nakKer;

— REJECT — nakeTbl, nonagatowpme nog,
AaHHoe npasuo, byayT oTbpoLleHb
ceTeBbIM 3KpaHom firewall, ctopoHe,
nepesasLien naket, byaet otnpasneH nmbo
naket TCP RST, ambo ICMP destination
unreachable.

Homep npoouns firewall
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add rule geoip

<direction>

<ENABLE>

<RULE NAME>

<COUNTRY>

<PROTO>

<S PORT START>
<S_ PORT END>
<D PORT START>

<D_PORT END>

<ICMP TYPE>

input
output

enable/disable

TexcT, Makc. 63
CUMBOJIA

HaspaHme cTpaHbl

any
tcp

udp
icmp
tcptudp

1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

[ob6asutb GeolP-npasuno firewall
HanpaeneHwue paboTbl Npasuna

BK}'IIOLIEHME/OTKI'I}OLIEHME npasuna

Nma npasuna
CTpaHa, K KOTOPOI NPUHAANENKUT aapec

Tun npotokona

HayanbHbI NOPT UCTOYHMKA
KoHeuHbIl NoOpT MCTOYHMKA

HayanbHbI NopT nonyyatens
KoHeuHbIli nopT nonyyatena

Twun naketa ICMP
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accept, drop, reject
<ACTION>
[eictene — aelicTeue, BbINOSHAEMOE AaHHbIM
npasuIOM:

— ACCEPT — nakeTbl, nonagatowpme nog,
OaHHoe npasuo, byayT nponyLeHbl
ceTeBbIM 3KkpaHom firewall;

— DROP — nakeTbl, nonagatowme nog AaHHoe
npasuno, byayt otbpoLleHbl ceTeBbIM
sKkpaHom firewall 6e3 kakoro-nn6o
MHPOPMMPOBAHUA CTOPOHbI, NepeaasLuei
nakKer;

— REJECT — naKkeTbl, nonagatowme nos
OaHHoe npasuo, byayT oTOpOoLLEHbl
ceTeBbIiM 3KkpaHom firewall, ctopoHe,
nepeaasLien naket, byaet otnpasneH nMbo
naket TCP RST, anbo ICMP destination
unreachable.

1-65535
<P_IDX> Homep npoduns firewall
add rule string Job6asutb npasuno firewall — npoBepKa CTPOK.
<direction> input HanpaBneHue paboTbl Npasuia
output
<ENABLE> enable/disable BktoueHMe/oTKNoueHWe npasmia
<RULE_NAME> TexcT, Makc. 63 Nma npasuna
CVIMBOJIA
TeKcToBas CTPOKa, KOTopas A0/IKHa bbiTb B
<CONTENT> TekcT, Makc. 127
nakete
CVIMBOJIOB
<S IP> AAA.BBB.CCC.DDD IP-aapec uctoumka
<S MASK> AAA.BBB.CCC.DDD Macka noAceTV UCTOYHMKA
<R _IP> AAA.BBB.CCC.DDD IP-agpec nonyyartens
<R_MASK> AAA.BBB.CCC.DDD Macka nogceTtv nony4yarens
<PROTO> any Tun npoToKkona
tcp
udp
icmp
tcpt+udp
HavasnbHbI NOPT UCTOYHUKA
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<S_PORT_ START>
<S_PORT END>
<D_PORT START>

<D_PORT_ END>

<ICMP TYPE>

<ACTION>

1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

KoHeuHbI NOPT UCTOYHMKA
HauanbHblit NOpT Nnony4yatens
KoHeuHbIli nopT nonyyatenn

Tun naketa ICMP

[JelictBne — pelicTeme, BbINOAHAEMOE AaHHbIM
npaBuIOM:

— ACCEPT — nakeTbl, nonagatowpme nog,
AaHHoe npasuio, byayT nponyLeHbl
ceTeBbIM 3KpaHom firewall;

— DROP — naKkeTbl, nonagatowme nog AaHHoe
npasuao, byayt oTbpoLleHbl CETEBbIM
3KpaHom firewall 6e3 Kakoro-nm6o
MHOOPMUPOBAHUA CTOPOHDI, NepeasLLel
nakKer;

— REJECT — nakeTbl, nonagatowme nos
AaHHoe npasuo, byayT oTopoLIeHb
ceTeBbIM 3KpaHom firewall, ctopoHe,
nepegasLien naket, byaet otnpasneH nMbo
naket TCP RST, ambo ICMP destination
unreachable.
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Homep npoouns firewall

<P IDX> 1-65535
apply MpumeHUTb HacTpolikm firewall
config BosBpart B meHto Configuration
del profile <ID> 1-65535 Ypanutb npoduns firewall
del rule <ID> 1-65535 Ypanute npasuo firewall
exit Bbixog, 13 A@aHHOrO NOAMEHI0
KOHQUTYpUMPOBaHUA Ha YPOBEHD Bbllle
modify profile <ID> 1-65535 NHaekc npoduns firewall
<NAME> paspeleHo BBOA, HOBOrO MMEHU YCTPONCTBA
MCIIOJIE30BATL OYKBH,
unbper, cmuMmBoJ ' .
MaxkcumMyM 63 CHMBOJIOB
modify rule <Type> action MN3meHuTb yKazaHHoe npaswuo firewall (oguH
dport_end 13 NapamMeTpos)
dport start enable
icmp-type
name
prof id
protg
r ip r mask
s:ip s:mask
sport end
sport:start
traffic-type
<ID> 1-65535
<param> HoBoe 3HaueHue
COTJIACHO HAaHHOTO
Tuna napamMerpa
move down <ID> 1-65535 MNepemecTnTb NPaBMIO BHMU3 HA OA4HY MO3ULMIO
move up <ID> 1-65535 MepemecTuTb NPaBuIO BBEPX Ha OAHY
nosunumio
quit 3aBeplmnTb gaHHyto ceccuto CLI

set interface

<IFACE NAME>

<PROFILE ID>

VMmsa mHTepdeMca

HasHaunTb NnpaBuio Ha ceTeBon UHTepdenc

PROFILE ID =0 03HayaeT, YTo Nnpodu/b He
Mcnosb3yerca

show config

Moka3aTb KOHbUrypaLmio

show net-
interfaces

Moka3aTb NapameTpbl UHTEPDENCOB

show system

loKa3aTb cucTtemHble napameTpbl
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4.2.7.6 KoHguzypayusa u paboma c ymuaumolii PING

[na nepexofa B AaHHbIA peXum HeobxoAMMO B pexume KOHOUIYPUPOBAHUA BbIMOAHWUTL KOMaHAY
hostping.

SBC1000-[CONFIG]> hostping
Entering hostping mode.
SBC1000-[CONFIG]-[HOSTPING]>

KomaHga MapameTp 3HayeHue Jeincreune

? [MoKa3aTb nepeyeHb AOCTYMHbIX KOMaHS,

exit Mepexoa U3 JAHHOTO NOAMEHIO
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle

host add ADDR AAA.BBB.CCC.DDD [06aBUTb XOCT K CNUCKY NMUHIYEMbIX

host remove ADDR AAA.BBB.CCC.DDD YaanunTb XOCT U3 CNUCKa NUHTYEMBbIX

host show MoKa3aTb pe3y/ibTaTbl PaboTbl

set onboot ONBOOT yes/no CrapToBaTb NPOBEPKY NPW 3arpy3Ke CUCTEMDb!

set period PINGTIME 1-255 MeproanYHOCTb MMHIOBAHWA, MUHYTbI

set tries TRIES 1-7 Ko/amyecTBo 3anpocoB K KaXKA0My XOCTY

show OT06pasnTb HACTPOMNKK yTUANTLI PING

start 3anycTuTb NepUOANYECKUIA NUHT

stop OCTaHOBWUTbL NEPUOANYECKUIA NUHT

quit 3aBepLmnTb AaHHyo ceccuto CLI

4.2.7.7 Pexum KoOH(u2ypupoeaHus cemesbix napamempos

Ons nepexopa B AaHHbIA peXMM HeobXoguMmo B peume KOHPUIrypupOBaHWUA BbIMOAHUTb KOMaHAy
network.

SBC-[CONFIG]> network
Entering Network mode.
SBC-[CONFIG]-NETWORK>

KomaHga MapameTp 3HayeHune Oeincreue
? [MoKa3aTb nepeyeHb JAOCTYMHbIX KOMaHS,
add interface <LABEL> [paspeleHo MUCIOJIL30BaTh [o6aBuTb HOBbIN VPN/PPTP-KnneHT
pptpVPNclient OyKBEIl, LMOPBEI, CUMBOJIBI
R A LABEL — vims nHtepdeiica

MaxkcuMyM 255 CUMMBOJIOB

<IPADDR> IP-ampec B QopmaTe IPADDR — IP-agpec PPTP-cepsepa
IAAA.BBB.CCC.DDD

<USER> [pazpeleHo MUCIIOJIL30BaTh USER — umsa nonb3osatens
OyKBE[, LMOPBEI, CWUMBOJIBI
Y, tot, =, MakcumyM
63 cuMmBOJIa

[0a3peleHo MCIOJb30BaTh
<PASS> OyKBE, LUUOPE, CUMBOJIEL PASS — naponb
Y, o, "=, MakcumyM
63 cuMBOJIa

add interface dynamic/static [06aBnTb HOBBIN ceTeBoit MHTepdeiic
tagged
<LABEL> [PaspeleHo MCIOJIb30BaTh LABEL — uma nHTepodeiica
OyKBEI, LMOPBEI, CWUMBOJIBI
A\l A\l , Al . A\l , A\l A\l , A\l . A\l

. 14
MakCUMyM 255 CHMMBOJIOB

<VID> 1-4095 VID — VIANID
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IPADDR — IP-agpec PPTP-cepBepa

<IPADDR> IP-ampec B dopmarte
IAAA.BBB.CCC.DDD
NETMASK — ceTeBas macka
<NETMASK> ceTeBas Macka B dopmare
IAAA.BBB.CCC.DDD
add interface dynamic/static [o6aBuTb HOBbIM ceTeBOM UHTEpdENC
untagged
<LABEL> [Pa3pelmeHo MCIOJIb30BATh LABEL — uma uHTepdeiica
OYKBEI, LMOPBEI, CWUMBOJIEI
Uty oy, e, e,
MakCyMyM 255 CHMMBOJIOB
< IPADDR> IP-ampec B dopmare IPADDR — IP-agpec PPTP-cepBepa
IAAA.BBB.CCC.DDD
<NETMASK> ceTeBas Macka B dopmare NETMASK — cetesan
IAAA.BBB.CCC.DDD
config Bosspat B meHto Configuration
confirm MoaTtBepanTb UBMEHEHHbIE CETEBbIE HACTPOMKM
1 HacTpoliku VLAN 6e3 nepesarpysku Lwtosa.
Ecnv B Te4eHME MUHYTbI NPUMEHEHHbIE ceTeBble
HACTPOWMKM He NoATBEPKAEHDI, TO UX 3HAYEHUSA
BEPHYTCA K NepBOHaYaIbHbIM
exit Bbixoa 13 gaHHOro nogmeHto
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle
history MpocmoTp UCTOPUM BBEAEHHbBIX KOMAHA,
ntp Mepexog, B pexkum KoHourypmuposaHusa NTP
quit 3aBepLmnTb AaHHyto ceccuto CLI

remove interface |KNET IFACE IDX> 0-39 Y[anuTb yKasaHHbI nHTepdelic

rollback OTMEHWTb U3MEHEHMA

set interface COS KNET IFACE IDX> 0-39 Ha3Hauntb npmoputet 802.1p ons yKasaHHOTO

nHTepdeiica

<COS> 0-7

set interface <NET_IFACE_IDX> 0-39 Mony4aTb ceTeBble HACTPOMKM AUHAMUYECKM OT

dhcp DHCP-cepBepa 4,18 YKkazaHHOro uHTepdeiica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 Monyyatb IP-agpec DNS-cepBepa AMHAMMYECKU

dhcp_dns oT DHCP-cepBepa 4,1 yKkasaHHOro uHtepdeiica
<ON OFF> on/off

set interface <NET_IFACE_IDX> 0-39 He nonyyaTb HaCTPOMKM LL/O3a AMHAMUYECKU

dhcp_no_gw ot DHCP-cepBepa g5 yKa3zaHHOro uHTepdeiica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 3a4aTh W03 N0 YMOYAHUIO ANA UHTepdeiica

gateway

<IPADDR> IP-ampec B dopmaTe

IAAA.BBB.CCC.DDD

set interface <NET TFACE IDX> 0-39 Monyuatb HacTpoiikn NTP AMHamu4ecku ot
dhcp_ntp DHCP-cepBepa 4217 yKa3aHHOro uHTepdeiica
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 MrHopupoBaTb HACTPOWKY LWtO3a oA
gw_ignore YKa3aHHOro uHtepdeica
<ON_ OFF> on/off
set interface <NET IFACE IDX> 0-39 3apathb IP-agpec v ceTeByto Macky AnA

ipaddr

<IPADDR> IP-ampec B dopmaTe
IJAAA.BBB.CCC.DDD
<NETMASK> ceTeBas Macka B dopmare

JAAA.BBB.CCC.DDD

yKa3aHHoro nHtepdeiica

set interface <NET IFACE IDX> 0-39 3a4aTb UMA ANA AaHHOTO UHTepdeiica
network-label
<LABEL> undpe, CUMBOJEL ' ',
.Y, '=', ', MakcuMmyMm
255 cumMBOJIOB
set interface <NET IFACE IDX> 0-39 ABTOMATMYECKM 3aMnycKaTb MHTepdeic npu
run_at_startup ctapte (Tonbko ana VPN-unHtepdeiica)
<STARTUP> on/off
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set interface
serverip

<NET IFACE_ IDX>

<IPADDR>

0-39

IP-ampec B dopmarte
IAAA.BBB.CCC.DDD

3apatb IP-agpec PPTP-cepsepa

set interface <NET IFACE IDX> 0-39 PaspewnTts nepegayy naketos SNMP yepes
snmp nUHTepdeiic
<ON OFF> on/off
set interface ssh KNET IFACE IDX> 0-39 PaspelwnTb ssh ceccuto Yepes nHTepdelic
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 PaspelwnTs telnet ceccuio Yepes nHtepdelic
telnet
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 BKAOUUTL/OTKNOUNTD WM bpPOBaHME (TONbKO
use_mppe ans VPN-uHTepodeiica)
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 3apaTb MMA nonb3osatens (Tonbko ana VPN-

user name

<USER>

[PaspeleHo MCIOJIb30BaTh
OYKBEI, LMOPE, CMUMBOJILI
v v '-', MaxCuMmyMm

o ’
63 cuMBOIIAa

nHTepodeiica)

set interface
user pass

<NET IFACE IDX>

<PASS>

0-39

[PaspeleHo MUCIOJIb30BAaTh
OyKBEIl, LMOPBI, CUMBOJIBI
Yyttt =, MakcuMyM
63 cuMBOIa

3apatb naponb (Tonbko ana VPN-uHTepdeiica)

set interface VID |KNET IFACE IDX> 0-39 HasHauntb VID ansa nHtepdelica
<VID> 1-4095
set interface Web KNET IFACE IDX> 0-39 PaspewnTtb goctyn yepes web-nHrepoeiic
<ON OFF> on/off
set settings dns |<IPADDR> IP-anmpec B dopmate 3apatb IP-appec ocHoBHOro DNS-cepsepa
primary IAAA.BBB.CCC.DDD
set settings dns |<IPADDR> IP-anmpec B dpopmarte 3agatb IP-agpec pesepsHoro DNS-cepsepa

secondary

JAAA.BBB.CCC.DDD

set settings
gateway iface

<NET TFACE NAME>

Ums nHtepdelica, WwWno3 KoToporo byaet
OCHOBHbIM LUJ/IO30M MO YMOJYaHUIO

set settings <HOSTNAME> [PaspemeHo MCIOJIb30BAaTh 3a4aTb UMA XOCTa
hostname OyKBEI[, LMOPBEI, CUMBOJIEI
v '.', '-', MakCcumyMm
63 cuMBOJIa
set settings ssh [<KPORT> 1-65535 3apatb TCP-nopT A4N1s A0OCTYNa K YCTPOMCTBY No
npoTtoKkony SSH, no ymonvaHuio 22
set settings <PORT> 1-65535 3apatb TCP-nopT A4N1s A0CTYNa K YCTPOMCTBY No
telnet npotokony Telnet, no ymonyanuio 23
set settings Web [<KPORT> 1-65535 3apatb TCP-nopt ans web-KoHduUrypaTtopa, no
ymosyanuto 80
show interface <NET_TIFACE_IDX> 0-39 MoKasaTb HAaCTPOMKM yKa3aHHOTO CeTeBOro

by index

nHTepdeica

show interface
list

MoKa3aTb CMUCOK JOCTYMHbIX CETEBbIX
nHTepdeicos

show settings

MNoka3aTb ceTeBble napameTpbl

snmp

Mepexon B pekum KoHdurypuposaHus SNMP

ssh restart

MNepe3anyck npouecca SSH
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4.2.7.8 Pexcum KoHgpuaypupoeaHusa npomokosaa NTP

Ona nepexoga B AaHHbIA PEXUM HEOOXOAUMMO B pexmme KOHOUIYpPUPOBAHMA CETEBbIX NApPamMeTpoB

BbINO/IHUTb KOMaHAY ntp

SBC-[CONFIG]-NETWORK> ntp
Entering NTP mode.
SBC-[CONFIG]-[NETWORK]-NTP>

KomaHga MapameTp 3HauyeHue OelictBne
? [MoKa3aTb nepeyeHb AOCTYMHbIX KOMaHS,
apply no/yes MpUMeHUTb HacTpoliku NTP
config Bosspat B meHto Configuration
exit Bbixo4 U3 faHHOro NoAMEHtO
KOHOUIYPMPOBaHUA Ha YPOBEHb Bbllle
quit 3aBepLlumnTb gaHHyto ceccuto CLI
restart ntp no/yes MNepesanyctntb npouecc NTP
set ntp dhcp off/on MonyunTb HacTpovikm NTP no DHCP
period 10-1440 3a/aTb NEPUO, CUHXPOHU3ALMUM
server IP-ampec B Qopmarte
AAA.BBB.CCC.DDD 3anatb NTP-cepsep
Heage off/on He ucnonb3osatb/ucnonbsosars NTP
show config Mokasatb
timezone set GMT/GMT+1/GMT- 3a4aTb 4acoBOM NOAC OTHOCUTENIHO
1/GMT+2/GMT- BCEMMPHOTO KOOP/AMHALWMOHHOIO BPpeMeHH
2/GMT+3/GMT-
3/GMT+4/GMT-
4 /GMT+5/GMT-
5/GMT+6/GMT-
6/GMT+7/GMT-
7/GMT+8/GMT-
8/GMT+9/GMT-
9/GMT+10/GMT-
10/GMT+11/GMT-
11/GMT+12
Asia Bbi6bop roposia MecToHaxoXaeHuA B A3umn
Europe BbI6bop roposa mectoHaxoxaeHuA B EBpone
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4.2.7.9 Pexcum KoHgpuaypupoeaHusa npomokosaa SNMP

[na nepexosa B AaHHbIV pexXum HeobXoaANMO B pexxume KOHGUIrypnpoBaHMA BbINOJHUTL KOMaHAY snmp.

SBC-[CONFIG]-NETWORK> snmp
Entering SNMP mode.
SBC-[CONFIG]-SNMP>

KomaHga MapameTp 3HayeHue Jeincreune
? MoKasaTb nepeyeHb AOCTYMNHbIX KOMaHA,
add <TYPE> trapsink/ [ob6asuTb npasuio nepesayv SNMP-Tpanos:
trap2sink/
informsink TYPE — ™n SNMP-coo6uieHuns
<Ilp> 1P-anpec B QOPMAaTe | |p _ |p_aapec npuemHiKa Tpanos
AAA.BBB.CCC.DDD
<COMM> crpoka mo 31 COMM — naposnb, coaepKalumiica B Tpanax
CUMBOJIA
<PORT> 1-65535 PORT — UDP-nopT npvemHu1Ka Tpanos
config BosBpart B meHto Configuration
create user <LOGIN> crpoka mo 31 Co3pgaTb NoJsib3oBaTens ¢ yposHem 6esonacHocTu
authNoPriv CUMBOJIa authNoPriv
<HASH> <LOGIN> — noruH nosb3oBaTenam
g?;;:gi/ igi;SHA <HASH> — BbI6OP aNropuTMa XaLWnpPoBaHNa
- - <PASSWD> — naponb ana ayTeHTuduKaumm
256/SHA-224 PONL AR AyTeHTHPUKAL
<PASSWD> naposie or 8 mo 31
CUMBOJIA
create user <LOGIN> cTpoka mo 64 Co3pgaTb NoJsib3oBaTens ¢ yposHem 6esonacHocTu
authPriv CUMBOJIOB authPriv
<LOGIN> — noruH nosib3oBatenam
<HASH> MD5/SHA/SHA- <HASH> — BbIBOP aNropuTMa X3LWMpPOBaHUA
512/SHA-384/SHA- <PASSWD> — naponb ana ayTeHTuduKaLmm
256/SHA-224 <ENCRYPTIONS> — Bbl60p anroputma LwndposaHma
<PRIV PASSPHRASE> — naposb ansa
wndpoBaHua
napojsi oT 8 mo 255
<PASSWD> CHMBOJIOB
DES/AES/AES-
128/AES-192/AES-
c o 192-C/AES-256/AES-
<ENCRYPTION> 256-C
napoJi oT 8 mo 255
CVIMBOJIOB
<PRIV_PASSPHRASE>
exit BbIX0oZ, U3 @aHHOMO NOAMEHI0 KOHOUTYPUPOBAHUA Ha
YPOBEHb BbliLLe
history MPOCMOTP UCTOPUN BBEAEHHbIX KOMaHZ,
modify <IDX> 0-15 N3meHuTb Nnpasuno nepegaun SNMP-Tpanos
community (naponb, coaepKawmiica B Tpanax)
<COoMM> crpoka mo 31
CUMBOJIA
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modify ip <IDX> 0-15 MN3meHuTb Npasuno nepegaum SNMP-Tpanos
(agpec npyemHuKa Tpanos)
<IP> IP-ampec B dopmarte
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 MN3meHuTb Npasuno nepegaum SNMP-Tpanos
(nopT NnpuemHmKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 N3meHuTb Npasuno nepegaum SNMP-Tpanos
(Tvn SNMP-coobieruns)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBepLmnTb AaHHyto ceccuto CLI
remove <IDX> 0-15 Ypanutb npasuno nepegadm SNMP-Tpanos
restart snmpd Yes/no Mepesanyctntb SNMP-kaneHTa
ro <RO> CTpoka HOJIMHOM HO YCTaHOBUTb NApO0/Ib HA YTEHWE MapameTpoB
63 CUMBOJIOB
rw <RW> CrTpoka OJMHOU [0 YCTaHOBUTb NApO/ib HA YTEHUE U 3aNNCb NAapPaMeTpPOoB
63 CUMBOJIOB
show MokasaTtb KoHpUrypaumo SNMP
syscontact <SYSCONTACT> CTpoka IOJIMHOM »O YKa3aTb KOHTAKTHYO MHbOPMaL MO
63 CUMBOJIOB
syslocation <SYSLOC> CrTpoka IOJMHOU IO YKas3aTb MecTO pacno/ioxKeHMA YCTPOMUCTBA
63 CHUMBOJIOB
sysname <SYSNAME> CTpoka IJIMHOM NO YKasaTb Uma ycTpoicTsa
63 CHUMBOJIOB
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4.2.7.10 Pexcum KoHgpuaypupoeaHusa RADIUS

Ona nepexopa B AaHHbIA peXMM HeobXoguMmo B peume KOHPUrypupOBaHWMA BbINOAHUTL KOMaHAY

radius.

SBC-[CONFIG]> radius
Entering RADIUS mode.
SBC-[CONFIG]-RADIUS>

KomaHpa MapameTp

3HayeHue

Jeincreune

2

lNoKa3aTb nepeyeHb AOCTYNHbIX KOMaHA,

auth ipaddr <IP ADDR>

<SRV_IDX>

IP-ampec B QopmaTe
AAA.BBB.CCC.DDD

YcraHosuTb IP-agpec cepsepa asTopmusaumu
(Authorization).

IP_ADDR — IP-agpec

SRV_IDX — Homep cepBepa

auth local <AUTH_LOCAL>

no/yes

Paspelwatb foCTYyN 1OKaNIbHOMY aAMUHUCTPATOPY B
cnyyae otkasa RADIUS-cepsepa

auth port <PORT>

<SRV_IDX>

0-65535

YCcTaHOBUTL MOPT cepBepa aBTopusaLmm
(Authorization)

PORT — Homep nopTa

SRV_IDX — HOomep cepBepa

auth secret <SECRET>

<SRV_IDX>

CTpoka MakcumMym 31
CHMBOJI

YcTaHOBUTL Mapo/ib 4/1 cepeepa aBTopu3aLmm
(Authorization)

SECRET — naposb
SRV_IDX — Homep cepBepa

auth user <AUTH USER>

ABTOpU3auma nonb3osateneit web/ssh uepes
RADIUS

config

BosBpart B meHto Configuration

deadtime <DEADTIME>

Bpems Hencnosib3oBaHUA cepsepa npu cboe —
BPEMs, B TEUEHME KOTOPOro CepBep cHMTaeTcs
HEaKTUBHbIM

exit

BbIX0oZ, U3 laHHOTO NOAMEHI0 KOHOUTYPUPOBAHUA Ha
YPOBEHb BbliLLe

history

MPOCMOTP UCTOPUN BBEAEHHBIX KOMaHZ,

profile <PROFILE_INDEX>

Mepexos K KOHOUTYPUPOBAHUIO NaPaMETPOB
npoduns RADIUS

quit

3aBepLmnTb AaHHyto ceccuto CLI

retries <RETRIES>

YCTaHOBWUTb KOIMYECTBO MOMbITOK OTNPaBKK 3anpoca

show config

MoKka3saTb MHpopmaumto o KoHdpurypaumm RADIUS-
cepsepos

timeout <TIMEOUT>

YCTaHOBUTbL BPEMS, B TEYEHUE KOTOPOTO OXKUAAETCA
oTBeT cepsepa (x100mc)
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4.2.7.11 Pexcum KoHgpuaypupoeaHusa napamempos npoguna RADIUS

[ns nepexoga B AaHHbIM peXMM HE0HX0AMMO B perknme KoHpurypmposaHma RADIUS BbINOAHUTL KOMaHAY
profile <PROFILE INDEX>,rae <PROFILE INDEX> — Homep npoduna RADIUS.

SBC-[CONFIG]-RADIUS> profile 0
Entering RADIUS-Profile-mode.
SBC-[CONFIG]-RADIUS-PROFILE[O]>

ISDN _Async_v120/
ISDN Async v110/
Virtual/

PIAFS/

HDLC Channel/
X25/

X75/

G3 Fax/

SDSL/

ADSL CAP/
ADSL_DMT/

IDSL/

Ethernet/

xDSL/

Cable/

Wireless/
Wireless IEEE 802.1

KomaHga MapameTp 3HauyeHue OelictBune
? Moka3aTb nepeyYeHb JOCTYMNHbIX KOMaHZ,
auth <DIGESTAUTH> rfc5090/ Bblbop anropntma aBTopm3aLLmm
digestauth rfc5090-no-challenge/ aboHEHTOB C AMHaMMUYECKON
draft-sterman perucTpaupeil yepes RADIUS-cepeep. Mpw
hanpKecT-ayTeHTUPUKALMM Naposb
nepesaeTcs B BUAE XeL-KOAA U He MOXeT
6bITb NepexsayeH Npu CKaHUMPOBaHUK
Tpaduka
auth <FRAMED_PROTOCOL> none/PPP/ HasHauunTb NPOTOKO NpK UCMONB30BAHWUM
framedprotocol SLIP/ARAP/ naKkeTHOro A0CTyna A/14 3anpocos
Gandalf/Xylogics/ ayTeHTUdMKaLmm RADIUS
X75_Sync
none — NakeTHbIA AOCTYN He
NCMo/b3yeTca
auth nas port <PORT_TYPE> Async/ HasHauntb TMN dunsnyeckoro nopta NAS
type Sync/ (cepBepa, rae ayteHTUOUUMPYETCA
ISDN_Sync/ Noib30BaTeNb), N0 YMOMUaHMIO Async

auth restrict

<RESTRICT>

none/
restrict-all

YCTaHOBUTb OrpaHUYEHME HA UCXOAALLYHO
cBA3b Npu cboe cepBepa (HenonydeHUn
OTBETA OT cepBepa):

none — pa3peLaTtb BCe BbI30BbI;

restrict-all — 3anpeLaTb Bce BbI30BbI

auth service
type

<SERVICE TYPE>

none/

Login/

Framed/

Callback Login/
Callback Framed/
Outbound/
Administrative/

NAS Promt/
Authenticate Only/
Callback NAS Prompt/
Call Check/

Callback Administrative

YCTaHOBUTb TUM YCAYTU, MO YMOIHYAHUIO He
ncnonb3yertca (none)
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auth user name
originate

<USERNAME MODE>

sip username/
ip/
sip iface name

YcTaHoBUTb aTpnbyT User-Name B nakeTtax
Access—Request:

cgpn — B Ka4ecTBe 3Ha4yeHnA
MUCNO/1b30BaTb Tel'led)OHHblﬁ HOMep
Bbl3bIBaIOIJ.I,el7| CTOPOHbI;

ip_or_stream — B KayecTBe 3Ha4YeHuUA
Mcnonb3osatb IP-agpec Bbi3biBatoLWEN
CTOPOHbI UJIM HOMEP MOTOKa, N0 KOTOpOMY
OCyLLEeCcTBAAETCA BXOAALLEe COeANHEHNE;

trunk — B KauecTse 3HauyeHUA
MCNoONb30BaTbh UMA TPaHKa, Mo KOTOPOMY
OCYLLECTB/IAETCA BXOAALLEE COeAMHEHME

config

Bosspat B meHto Configuration

exit

Bbixo4 U3 faHHOro NOAMEHtO
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle

history

MPOCMOTP UCTOPUN BBEAEHHbIX KOMaHS,

name

<PRF_NAME>

Crpoka IOJMHOM HO 63

CMMBOJIOB

YCTaHOBUTbL HanMeHOBaHWe nNpoduna

quit

3aBepLmnTb AaHHyto ceccuto CLI

show

MokasaTtb KoHPUrypaumto npoduns
RADIUS

4.2.7.12 Pexcum pabomel c pe3epeom

[na nepexofa B AaHHbIA PeXUM HE0oHXOAMMO B pexkume KOHOUIYpUpPOBAHMA BbINOAHWUTL KOMaHAy

reserve.

SBC2000-[CONFIG]> reserve
Entering reserve mode.
SBC2000-[CONFIG]-[RESERVE]>

KomaHga MapameTp 3HayeHune Jeincreue

? Moka3aTb nepeyeHb JOCTYMHbIX KOMaHA,

config Bosspart B meHto Configuration

exit BbIxo4, U3 JaHHOTO NOAMEHIO

KOH(UTYPMPOBAHUA Ha YPOBEHD Bbllle

history MpOCMOTpP UCTOPUN BBEAEHHbBIX KOMaHJ,

set fports <fport 1> lan/wan Bbi6op pexxmma pabotbl noptos (lan/wan) npu
<fport_2> MCNOJIb30BaHUM CxeMbl ¢ pe3epsom SBC
<fport 3>
<fport 4>

set master

SERIAL NUMBER

Crpoxa m3 10 cuMBOJIOB

CaenaTb MacTepoM YCTPOMCTBO C YKasaHHbIM
CepuiiHbIM HOMEPOM

show Moka3aTb MHPOPMALIMIO O COCTOAHUM pe3epBa

quit 3aBeplwunTb gaHHyto ceccuto CLI

show MoKa3saTtb KoHbUrypaumto npoduns RADIUS
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4.2.7.13 Pexcum KOHgbu2ypupoeaHusa cmamu4ecKux mapuwpymoe

Onsa nepexopa B AaHHbIA peXMM HeobXoouMMO B peXume KOHPUrypupOBaAHWMA BbIMOAHWUTL KOMaHAY

route.

SBC-[CONFIG]> route
Entering route mode.
SBC-[CONFIG]-ROUTE>

cTpoka mo 255

KomaHga MapameTp 3HauyeHue OelictBune
? MoKa3aTb NepeyeHb JOCTYNHbIX KOMaHZ,
config BosBpart B meHto Configuration
exit BbIxoZ4, U3 JaHHOTO NOAMEHIO
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle
history MpocmoTp NCTopnn BBEAEHHbIX KOMaHJ,
quit 3asepLlmnTb gaHHyto ceccuto CLI
route default [006aBUTb CTaTUYECKUIA MapLLPYT:
add
<DESTINATION> IP-ampec B dopmare DESTINATION — IP-aapec mecta HazHayeHus
AAA.BBB.CCC.DDD
<MASK> Macka B Qopmare MASK — MacKa ceTu ans 3agaHHoro IP-aapeca
AAA.BBB.CCC.DDD
<GATEWAY> o3 B bopmaTe GATEWAY — IP-agpec wto3a
AAA.BBB.CCC.DDD
<METRIC> ueJjioe umcyo 6e3 3Haka METRIC — meTpuKa

IFACE NAME — ceTeBOW uHTepdeic

vpn-client
<VPN_ CLIENT>

uMsa VPN-kJjimeHTa

<IFACE NAME> CHMBOJIOB
disable/enable
<ENABLE> ENABLE — BK/NHOUMTb/OTKNOUUTL CETEBOM
mapLpyT
route del <IDX> 0-4095 YAanuTtb mapLupyT:

IDX — MHAEKC CeTeBoro mapLupyrta
route modify <IDX> 0-4095 N3meHUTb agpec HasHaveHUs
destination

<DESTINATION>
route modify <IDX> 0-4095 N3meHUTb ceTeBol MHTepdeiic
dev
<IFACE NAME> UMSA CEeTeBOTO
nHTepderica
route modify <IDX> 0-4095 BKAOUMTbL MU OTKAKOYUTL MapLIPYT
enable
<EN> enable/disable
route modify <IDX> 0-4095 MN3meHuTb wnio3
gateway
<GATEWAY> IP-ampec B dopmare
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 N3MeHUTb MeTpuKky
metric
<METRIC> 0-2147483647
route modify <IDX> 0-4095 MN3mMeHUTb macky cetn
netmask
<NETMASK> Macka B dopmarte
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 M3meHuTb VPN-KAneHTa

route VPN add

<DESTINATION>

IP-ampec B dopmarTe
AAA.BBB.CCC.DDD

[o6aBnTb MmapwpyTt Yepe3 VPN KnneHTa:

DESTINATION — IP-agpec mecTa HazHayeHuA
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<MASK>

<METRIC>

<VPN CLIENT>

<ENABLE>

Macka B dopmare
AAA.BBB.CCC.DDD

neJjioe umMcyio 6e3 3Haka

cTpoka mo 255
CUMBOJIOB

disable/enable

MASK — Macka ceTv a1 3agaHHoro IP-agpeca

METRIC — meTpuKa

VPN CLIENT — umaVPN-kneHTa

ENABLE — BKAHOUYMTL/OTK/OYUTH CETEBOM
MapLipyT

show config

MokasaTb MHPOpMaLMIO O KOHPUrypaLmm
mapLupyTa

show net-
interfaces

MoKasaTb CNMCOK ceTeBbIx MHTEpPdeicoB

show system

MoKa3aTb aKTUBHbIE MAPLLIPYTHI

show vpn-
clients

MokasaTtb cnncok VPN-kaneHToB

4.2.7.14 KoHgpuzypuposaHue crniucka Habopoe npasun rule set

[na nepexofa B AaHHbIN pPeXKMM HEObX04MMO B peKrMmMe KOHPUIYpPMpPOBaHUS BbIMOSHUTL KOMaH4y rule

set.

SBC1000-[CONFI

G]> rule set

Entering SBC rule set mode.

SBC1000-[CONFI

G]-RULE-SET>

KomaHpa

MapameTp

3HayeHue

DelictBune

)

MoKa3aTb NepeyeHb JOCTYMHbIX KOMaHZ,

add rule set

SBC_RULE SET NAME

CTpoka IOJIMHOM IO
63 CHMMBOJIOB

[Oo6aBuTb Habop nNpasun

set

edit rule set id PREFIX SIGN 1-65535 PenakTMpoBaTh Habop NpaBmA € yKasaHHbIM ID

edit rule set index | PREFIX SIGN 0-65534 PepaktnpoBaTb Habop NpaBMA C yKasaHHbIM
MHAEKCOM

exit BbIxo4, U3 JaHHOTO NOAMEHIO
KOH(UTYPMPOBAHUA HA YPOBEHD Bbllle

quit 3aBepLmnTb AaHHyto ceccuto CLI

remove by id rule SBC RULE SET ID 1-65535 Ypanute Habop npaeu ¢ ykasaHHbIm ID

show

OT0bpasnTb cNMCcoK Bcex HabopoBs npasu rule
set
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4.2.7.15 KoHgpuzypuposaHue Habopoe npasus rule set

Onsa nepexoga B AaHHbIM peXMM HEOHXOAMMO B perKMme KOHPUrypupoBaHMA cnncka Habopos npasun
rule set BbINOAHUTbL KOMaHay edit rule set id <ID>uamedit rule set index <INDEX>,

roe <ID> n <INDEX> — |ID unn nHgeKkc pegaktmpyemoro npasuna.

SBC1000-[CONFIG]-RULE-SET> edit rule setid 1
Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-ID[1>

SBC1000-[CONFIG]-RULE-SET> edit rule set index O
Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[0]>

KomaHga MapameTp 3HayeHune Jeincreue
? MoKasaTb NepeyeHb AOCTYMNHbIX KOMaHA,
add rule SBC_RULE_NAME CTpoka IJIMHOM [o6asuTb B HabOP NPaBUO C 3aJaHHbIM
no 63 UMeHem
CVMBOJIOB
edit rule SBC_RULE_ID 1-65535 PeakTMpoBaTb NPaBMIIO C yKasaHHbIM ID
exit BbIxo4 M3 J@aHHOrO NOAMEHHO
KOHOUIYPUPOBaHUA HA YPOBEHb BbILLE
quit 3aBepLmnTb AaHHyo ceccuto CLI
remove rule SBC RULE ID 1-65535 YpanuTb Npasuao ¢ ykasaHHbim ID
show info OT06pasnTb CNMCOK Bcex HabopoB NpasuA
rule set
swap rules <SBC RULE ID CURRENT> 1-65535 O6meHaTb mectamu npasmna CURRENT n
<SBC_RULE ID TARGET> 1-65535 TARGET
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4.2.7.16 KoHdpueypupoeaHue npasun rule set

[ns nepexoga B AaHHbIM peXXMM HEOBX0ANMMO B pexume KOHOUrypuposaHuA Habopos npasun rule set
BbINONHUTL KOMaHAay edit rule <ID>, rae <ID> — ID npasuna ana pefakTMpoBaHUA.

SBC1000-[CONFIG]-RULE-SET-INDEX[13]> edit rule 16
Entering SBC rule edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[13]-RULE-ID[16]>

KomaHga MapameTp 3HauyeHue OelictBune

? MoKasaTb NepeyeHb AOCTYMHbIX KOMaHA,

exit BbIXxoA, U3 faHHOTO NoAMEHD
KOH$UIypMpoBaHWA Ha YPOBEHb BbILLE

quit 3aseplmnTb gaHHyto ceccuto CLI

set action reject reject YCTaHOBWTbL TN NpaBMaa — 3anpeT BbI30Ba

set action send to | <DESTINATION ID> 1-65535 YCTaHOBWUTL TUMN NpaBuaa — OTNPaBUTL

destination BbI30B Ha SIP destination ¢ ykasaHHbIM ID

set action send to | <SBC_TRUNK ID> 1-65535 YCTaHOBWTbL TUM NpaBMaa — OTNPABUTH

trunk

BbI30B Ha SBC trunk ¢ ykasaHHbIm ID

set condition all <CONDITION> 1-5 YCTaHOBUTb YCI0BUE C HOMEPOM
CONDITION — Bce
set condition none | <CONDITION> 1-5 Ounctutb ycnosune ¢ Homepom CONDITION

set condition type

<CONDITION TYPE>

<CONDITION>

<CONDITION MASK>

from-address-
user-part/
from-address-
host-part/
from-address-URI/
to-address-user-
part/
to-address-host-
part/
to-address-URI/
request-URI-user-—
part/
request-URI-host-
part/
request-URI/
source-IP/
user—-agent
header-value

1-5

CTpoka IJMHOM IO
127 CcuMBOJIOB

YCcTaHOBUTbL yC0BUE onpeaenEHHOro Tmuna
from-address-user-part — nms u3
3aronioBka From

from-address-host-part — pomeH us
3aronioBka From

from-address-URI — URI n3 3aronoska
From

to-address-user-part — nma 13 3aro/ioBKa
To

to-address-host-part — pomeH n3
3arosioska To

to-address-URI — URI n3 3aronoska To
request-URI-user-part — nma n3 request-
URI

request-URI-host-part — pomeH u3 request-
URI

request-URI — URI u3 request-URI
source-IP — IP UCTOYHMKA

user-agent — 3HayeHwue 3aronoBka User-
Agent
header-value — ycnosue Trna «3HayeHne
3arosioBKa»

Homep npasuna

PerynapHoe BbipaxkeHue, ninbo IP-agpec

set drop diversion
header

<ON_OFF>

on/off

Mpu BKIKOYEHUM OMLMM 3aroNI0BOK
Diversion He byaeT nepesaBaTbca Ha
LeneBoe HanpasneHue

set name

<SBC_RULE_NAME>

CTpoka IJIMHOM IO
63 CHUMBOJIOB

Mma npasuna

set work time
interval

<WORK TIME INTERVAL>

HH:MM-HH:MM

Toe
HH = [00-23]
MM = [00-59]

YCTaHOBUTb UHTEPBA/ BpeMeHu paboTbl
npasunia

show info

lMoKa3aTb Bce HACTPOWKM NpaBuia

show sip
destination list

MoKkasaTtb gocTynHble SIP destination

show trunk list

MokasaTtb gocTynHble SBC trunk
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4.2.7.17 KoHgpuzcypupoeaHue cnucka SIP destination

[na nepexona B AaHHBIN peKUM HEOHXOAUMO B peMme KOHOUrypUpoBaHUA BbIMOAHUTL KOMaHAY sip

destination.

SBC1000-[CONFIG]> sip destination
Entering SBC SIP destination mode.
SBC1000-[CONFIG]-SIP-DESTINATION>

KomaHpa

MapameTp

3HayeHue

Jeincreue

?

MoKasaTb nepeyeHb AOCTYMHbIX KOMaHA,

add destination
with hostname

SIP DESTINATION NAME

SIP TRANSPORT ID

SIP_ REMOTE HOSTNAME

CTpoka HOJMHOM HO 63
CYMBOJIOB

1-65535

CTpoka IOJMHOM HO 63
CUMBOJIOB B QopmaTe:
hostname/
hostname:port

rge port = 1-65535

[o6asuTb HoBbIM SIP destination:
3apaTtb Uma

3apatb ID ncnonbsyemoro SIP
TpaHcnopTa

JomeH 1 NopT BCTPEYHOM CTOPOHDI.
Ecnv nopT He yKasaH, bygeT
1Mcnosib3osaH nopt 5060

add destination
with ip address

SIP DESTINATION NAME

SIP TRANSPORT ID

SIP REMOTE IP ADDR

Crpoka OJMHOM IO 63
CUMBOJIOB

1-65535

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
rge port = 1-65535

[o6asunTb HoBbIM SIP destination:
3apatb umA
3agatb ID ncnonbsyemoro SIP

TpaHcnopTa

IP-agpec v NopT BCTPEYHOM CTOPOHBI.
Ecav nopT He yKasaH, bygeT
1ncnosib3osaH nopt 5060

edit destination
id

PREFIX SIGN

0-65534

Pepaktnposatb destination c Bbibopom
no ID

edit destination | PREFIX SIGN 1-65535 Pepaktnposatb destination c Bbi6bopom

index N0 MHAEKCY

exit Bbixog, M3 AaHHOrO NOAMEHI0
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle

quit 3aBeplwunTb gaHHyto ceccuto CLI

remove SIP DESTINATION INDEX 0-254 Ypanutb destination no nHaekcy

destination

remove by id SIP DESTINATION ID 1-65535 Ypanuts destination no ID

destination

show info

MNMokasaTtb cnmcok Bcex destination

show sip
transport list

MokasaTtb cnnucok TPaHCNOPTOB

lNoepaHuyHble KOHMponepsl cecculi SBC

167




HELTEX

4.2.7.18 KoHdhuzypuposaHue SIP destination

Ona nepexofa B [AaHHbIA pPeEXUM HeobxogMmo B pexume KOHPUrypupoBaHuMa cnvckos SIP
destination BbiInOAHUTL KOMaHAY edit destination <ID> mam edit destination index

<INDEX>, raoe <ID> n <INDEX> — ID nan nngekc pegaktmpyemoro destination.

SBC1000-[CONFIG]-SIP-DESTINATION> edit destination id 12
Entering SBC SIP destination edit mode.
SBC1000-[CONFIG]-SIP-DESTINATION-ID[12]>

KomaHnga MapameTp 3HauyeHue OelictBune
? loKasaTb nepeyeHb
OOCTYMHbIX KOMaHZ,
exit Bbixo4 M3 faHHOro NnoaAmMeHto
KOHOUIYpMpOBaHUA Ha
YPOBEHb Bbille
quit 3aBepLmnTb AaHHYIO CECCUto
CLI
add number limit NUMBER SIDE A/B [o6aBnTb HOBOE NPaBMIO ANA
orpaHuYeHnA KoamyecTsa
NUMBER MASK Crpoka njamHOM nmo 127 O/IHOBPEMEHHbIX CECCHIA
CUMBOJIOB
CALL LIMIT
B 0-4094
SIP ANSWER CODE
B B 486/403/503
set adaptation ADAPTATION none/ YcTaHOBUTL aAanTaumio Ans
HUAWEI-EchoLife/ 5TOTO HanpasAeHs
Iskratel-SI3000/
HUAWEI-SoftX3000/
ZTE-Softswitch/
Nortel/
MTA-M-200
set auth login AUTH LOGIN CTrpoka IJMHOM IO 63 NlorvH ana ayteHTUGUKaumm
CMMBOJIOB
set auth password AUTH LOGIN Crpoka OaMHOM IO 63 Maponb gna ayTeHTUdUKaLMK
CYMBOJIOB
set auth remove OUnCTUTbL HACTPOMKM
ayTeHTudMKaumm
set CAPN To replace <CONDITION MASK> Crpoxa nmmHOM no 127 | 3aaaTb MMA 3aronoBKa u
CHMBOJIOB MaCKy NOACTPOKKU ANA
HacTponku «3ameHuTb CAPN B
To Ha 3HaYeHne 13 3arosI0BKa»
set command line CMDLINE Crpoka 3apaTtb npasuaa
pacLIMPEHHbIX HACTPOEK
npotokona SIP
set const fromto ON_OFF on/off YnpasneHue onuuei
domain «MepenaBaTb AOMEH U3
3aronoskos FROM n TO»
set convert flash ON_OFF on/off BKAOUMTL AN BbIKAKOUYUTL
KoHBepTaymto Flash ns
RFC2833 B SIP INFO
set cps in <MAX CPS IN> 0-100 Bxoasulee makcumanbHoe
3HayeHue CPS; 0 —
BbIK/lOYEHNE ONLUMK
set cps out <MAX CPS OUT> 0-100 Mcxoaslee makcumanbHoe
3HayeHue CPS; 0 —
BbIK/lOYEHNE OMLUMK
set DSCP DSCP_SIG 0-63 3apatb naeHTudmratTop DSCP
ona SIG TpaduKa
set ignore source port | ON OFF on/off BKktounTL UTHOPMpPOBaHME
nopTa MCTOYHUKA
set keep-alive server KEEP ALIVE TIMEOUT 0 1000 | 0-1000 Mepunopg, nposepku paboyero
cepBepa coobLieHnAMU
OPTIONS
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set keep-dead server

KEEP ALIVE TIMEOUT 5 1000

5-1000

Mepuoa NpoBepKM
Hepaboyero cepsepa
coobueHnamm OPTIONS

set name

SIP DESTINATION NAME

Crpoka OJiMHOM no 63
CUMBOJIOB

3apatb ums SIP destination

set number limit call NUMBER LIMIT ID 1-65535 YCTaHOBUTL IMMUT Ceccuit

limit [ANA NpaBMAa OrpaHUYeHKs
CALL_LIMIT 0-4094 KONNYECTBa Ceccuit

set number limit NUMBER _LIMIT ID 1-65535 YCTaHOBUTb HOMEP MM MaCKy

number mask

NUMBER MASK

CTtpoka njauHOM mo 127
CYIMBOJIOB

ANAa npasnna orpaHNU4YeHUA
KOMYecTBa ceccui

set number limit NUMBER _LIMIT ID 1-65535 YCTaHOBUTb CTOPOHY ANA

number side npasuaa orpaHUYeHna
NUMBER_SIDE A/B KO/MYecTBa ceccuit

set number limit sip NUMBER LIMIT ID 1-65535 YcraHosuTb SIP oTBeT anA

answer npaBsuia orpaHNYeHnn
SIP ANSWER CODE 486/403/503 KOMMYECTBa ceccuii

set redirection REDIRECT TYPE forbidden/transit/ 3a4aTb pexxum 06paboTku

process nepeagpecaumm

set remote address as
hotname

SIP_ REMOTE HOSTNAME

CTpoka HOJMHOM HO 63
CUMBOJIOB B QopmaTe:
hostname/
hostname:port

roe port = 1-65535

3afaTb agpec BCTPEYHOM
CTOPOHbI B BUAe AomeHa. Ecim
nopT He yKasaH, byaet
1ncnosb3osaH nopt 5060

set remote address as
ip

SIP REMOTE IP ADDRESS

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
roe

port = 1-65535

3afaTb agpec BCTPEYHOM
CTOpOHbI B BUAe IP-agpeca.
Ecav nopT He yKasaH, bygeT
1ncnosib3osaH nopt 5060

set restriction deny-
all

YCTaHOBUTb OrpaHnyeHne
BbI30BOB — BCE 3anpeLeHo

set restriction
maximum-sessions

MAXIMUM SESSIONS

1-65535

YCTaHOBUTb OrpaHnYeHne
BbI30BOB — MaKCMMa/ibHOe
4Yncno ceccum

set restriction no-
restriction

YCTaHOBUTb OrpaHnyeHne
BbI30BOB — 6€3 orpaHuyeHun

set route by hdr to

ON_OFF

on/off

BkAatoumTb onumio
«MapLwpyTrnsaums no agpecy
13 3aronoBka To». Onuusa
BK/IIOYAETCA HAa UCXOOALLEM
SIP-Destination. Bbi30BbI,
KOTOpbIe Monasaun B AaHHbIN
SIP Destination cornacHo
RuleSet, byayT
CMapLUIPYTU3NPOBAHbI HE Ha
remote-address, a Ha
ip/domain 3 3aronoeka To.
Mpv 3TOM B MCXOAALLEM
coobueHnn 3aronosok To
ocTaetcs 6e3 UsmeHeHul, B
RURI ucnonb3yetca sip_uri ns
3aronoska To. [1na 3anpocos,
oTanyHbIX OoT INVITE,
MapLpyT1sauma pabortaet no-
npexKHemy Ha
remote_address.

set rtcp timeout

TIMEOUT

10-300/0ff

YcTaHOBUTL TaliMmayT
oxunpanHua RTCP ot BcTpeyHom
CTOPOHBI.

off — oTKAOUMTb OXKMAaHUe
RTCP

set rtp-loss timeout

TIMEOUT

10-300/0ff

YcTaHOBUTL TalimayT
oXxunpanus RTP ot BcTpeyHom
CTOPOHBI.

off — oTKAOUMTb OXKMAaaHUe
RTP
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set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOKUTE/b

multiplier on hold oxungaHua RTP B pexkume on
hold

set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOXMUTEb

multiplier silence- oxunganua RTP B pexxume

suppression noAaBNAeHUA TULLINHbI

set rule set id RULE_SET ID 1-65535 HasHauuTtb rule set

set rule set none

Ypanuts rule set

set RURI domain

SIP RURI DOMAIN

Crpoka OimHOM mo 63
CMUMBOJIOB B dopmaTe:
hostname/
hostname:port

roe port = 1-65535

3apaThb Sip-A0MEH, KOTOpPbI
byaeT NoACTaBNATLCA B
Requiest-URI otnpasneHHoro
3anpoca

set sdp asymmetrical ON_OFF on/off BK/IOYMTb/BLIKNHOUNUTD OMLUMIO
payload-type «PaspewmnTb acMMMETPUYHbIE

AnHamunyeckme payload type»
set sdp ON_OFF on/off BK/IOYMTb/BLIKNHOUUTD OMLMIO

rfc3108 normalization

«Hopmanusauma fax sdp no rfc
3108»

set session-expires

SESSION EXPIRES OR OFF

90-64800/0ff

3anpawmBaembiii nepuos
KOHTponA ceccumn no RFC4028,
CEKYHAbI.

off — oTKAtoYaeT KOHTPOIb
ceccum

set sip header format

SIP_HEADER FORMAT

full/compact

YcTaHoBUTb dopmat
3aronoskos SIP:

full — nonHbI popmar
compact — COKpaLwéHHbIN
dopmar

set sip transport

SIP TRANSPORT ID

1-65535

Ha3HaunTtb SIP transport

set STUN ip

SIP STUN IP

AAA.BBB.CCC.DDD

Ha3Hauntb IP-agpec STUN-
cepsepa

set STUN period

SIP_STUN PERIOD

1-1800 mmm O

Ha3HaunTb nHTEPBaN MeXay
3anpocamu STUN

set STUN port SIP_STUN_ PORT 1-65535 HasHaunTb nopt STUN-
cepsepa

set STUN use ON_OFF on/off BK/IOYMTb/BLIKNHOUYUTD OMLUMIO
«Mcnonb3zosatb STUN»

set transit unknown in | ON_OFF on/off BK/IOYMTb/BLIKNHOUYUTL OMLUMIO

NOTIFY «lepepasaTb NnapameTpbl
HEeU3BEeCTHOro Auasnora B
NOTIFY»

set transit unknown in | ON_OFF on/off BK/IIOYMTb/BLIKNHOUYUTL OMLUMIO

Replaces «MepesasaTb NapameTpbl
HEeU3BEeCTHOro Auasora B
3aronoske Replaces»

set transport protocol | SIP TRANSPORT UDP-only/ Ha3HaunTb TPaHCMOPTHbIN

UDP-prefer/
TCP-prefer/

NPOTOKON
UDP-only — tonbko UDP;

TCP-only UDP-prefer — UDP/TCP ¢
npuoputetom UDP;
TCP-prefer — UDP/TCP ¢
npuoputetom TCP;
TCP-only — Tonbko TCP
set trunk expires EXPIRES 0-65535 Bpema nepeperucTpaumm npu
MCMNO/b30BaHWUM TPAHKOBOW
peructpauum
set trunk registration | REGISTRATION TYPE none/ Bbi6bop TMNaA TpaHKOBOWM
type uac/ peructpaumm:
uas

none — He UCNoONb30BaTb
TPaHKOBYIO PErncTpaLmio;
uac — perucTpupoBaThea Ha
BCTPEYHOM YCTPOMCTBE;
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uas — NPUHUMATbL
perucTpauumio oT BCTPEYHOTOo
yCTpoiicTBa

set trunk sip domain SIP_DOMAIN

Crpoka OJiMHOM no 63

SIP-f0MeH, UCnoib3yemblit

remote address

CVIMBOJIOB [ONA TPAHKOBOW perncrpaumm
set trunk USERNAME NUMBER CTpoka OJIMHOM mo 63 Mms nonb3osatens,
username/number B CHMBOJIOB ncnonb3yemoe npu

perucTpauum
set verify media ON OFF on/off BK/1OUMTb OMNUMIO KOHTPOAA IP

M nopTta UCTo4HuKa RTP

show info

MoKa3aTb HAaCTPOMKM

show rule set list

MokasaTtb cnucok
HaCTPOEHHbIX rule set

show sip transport
list

lMoka3aTb CNMCOK AOCTYMHbIX
SIP TpaHcnopToB

4.2.7.19 KoHgpuzcypuposaHue SIP mpaHcnopmoes

[Ons nepexofa B AaHHbIN pexXMm HEOBXOA4MMO B pexume KOHOUIypmupoBaHUsa cnnckos SIP TpaHcnopTos

BbIMNO/HUTb KOMaHAY sip transport.

SBC1000-[CONFIG]> sip transport
Entering SBC SIP transport mode.
SBC1000-[CONFIG]-SIP-TRANSPORT>

KomaHga MapameTp

3HayeHue

DelictBune

)

MoKa3aTb NepeyeHb AOCTYMNHbIX KOMaHZ,

add transport
SBC_SIP TRANSPORT NAME

CTpoka IJMHOM IO
63 CHUMBOJIOB

[Oo6aBunTb HOBbIM SIP TpaHcnopT:

3apatb umA

IFACE_ID 3agatb ID nHTepdeliica, ucnonbsyemoro
1-65535
ONA curHanu3saumm SIP
PORT
1-65535 3a4aTb NOPT CUTHANM3ALMK
RTP IFACE ID
1-65535 3apatb ID uHTepdeiica, ncnonbyemoro
ona RTP
exit Bbixog, 13 AaHHOrO NOAMEHI0
KOH$UTYPMPOBAHUA HA YPOBEHD Bbllle
quit 3aBeplwunTb gaHHyto ceccuto CLI
remove transport SBC _SIP TRANSPORT INDEX 0-254 Ypanutb destination no nHaekcy
remove by id SBC_SIP TRANSPORT ID 1-65535 Ypanutb destination no ID
transport
set by id name M3meHUTb Ha3BaHWe TpaHCcnopTa Nno ero
SBC_SIP TRANSPORT ID ID
SBC_SIP TRANSPORT NAME 1-65535 ID Tparcnopra

CTpoka IJIMHOM IO
63 CUMBOJIOB

HoBoe Ha3BaHue TPaHCNOopTa

set by id

netiface SBC_SIP TRANSPORT ID

N3meHUTb ceTeBol MHTepdeiic ans
curHanmsaumm SIP:

IFACE ID 1-65535 ID TpaHcnopTa
1-65535 ID ceteBoro nHTepodeiica
set by id port M3MeHUTb NopT CUrHanmsaumm:
SBC_SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
PORT 1-65535 MopT curHanmnsauum
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set by id rtp

N3meHUTb ceTeBol MHTepdeiic ans RTP

SBC_SIP TRANSPORT NAME

CTpoka IOJIMHOM »O
63 CMUMBOJIOB

SBC SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
RTP IFACE ID 1-65535 ID ceTeBoro uHTepodeiica
set name M3meHUTb Ha3BaHWe TpaHcnopTa no ero
SBC_SIP TRANSPORT INDEX ID:
NHAaeKc TpaHcnopTa
1-65535 ACKCTPAHCNOP

Hosoe Ha3BaHuWe TpaHcnopTa

set netiface

SBC_SIP TRANSPORT INDEX

N3meHUTb ceTeBoit MHTepdeiic ans
curHaamsaumm SIP:

1-65535 MHAaekc TpaHcnopTa
IFACE_ID
1-65535 ID ceteBoro nHTepdeica
set port MN3meHUTb NOpT CUrHann3aumm:
SBC SIP TRANSPORT INDEX 1-65535 MHaeKc TpaHcnopTa
PORT
1-65535 MopT curHanmsaumm
set rtp MN3meHUTb ceTeBoi MHTepdelic ana RTP:
SBC SIP TRANSPORT INDEX 1-65535 WHaeKc TpaHcnopTa
RTP_IFACE_ID ID ceTeBoro nHTepdeica
1-65535

show info

lMoKa3aTb CMUCOK BCEX TPAHCMOPTOB

show net-ifaces

MoKasaTb CNMCOK ceTeBbIX MHTEpPdelicoB
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4.2.7.20 KoHdhuzypuposaHue cnuckKa SIP users

[na nepexona B AaHHBIN peKUM HEOHXOAUMO B peMme KOHOUrypUpoBaHUA BbIMOAHUTL KOMaHAY sip

users.

SBC1000-[CONFIG]> sip users
Entering SBC SIP users mode.
SBC1000-[CONFIG]-SIP-USERS>

SIP USER NAME

CTpoka IOJMHOM HO 63
CYMBOJIOB

KomaHnga MapameTp 3HauyeHue OelictBune
? loKa3aTb nepeyeHb AOCTYNHbIX KOMaHS,
add user [o6aBuTb HOBbIN SIP users:

3agaTtb Uma

3apatb ID ncnonbsyemoro SIP

user

SIP TRANSPORT ID 1-65535
— — TpaHcnopTa

edit user id PREFIX SIGN 0-65534 Pepaktnposatb user ¢ Bbibopom no 1D

edit user index PREFIX SIGN 1-65535 Penaktnposatb user ¢ BbiIbopom no
MHAEKCY

exit BbIxo4 M3 faHHOro NoAMEHHO
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle

quit 3aBeplmnTb gaHHyto ceccuto CLI

remove user SIP USER INDEX 0-254 Ypanutb user no MHAEKCY

remove by id SIP USER ID 1-65535 Ypanutb user no ID

show info

[MokasaTtb CNMCOK BCex user

show sip
transport list

MoKasaTb CMMCOK TPAHCMOPTOB

4.2.7.21 KoHgpu2ypupoeaHue SIP users

Ons nepexoga B [AaHHbIA pPeXUM HeobxogMmo B pexume KOHPUrypupoBaHuUs cnvckoB SIP
destination BbinonHuTb KOMaHay edit user id <ID>uanedit user index <INDEX>,rae <ID>

M <INDEX> — ID unu nugeKkc pegaktmpyemoro user.

SBC1000-[CONFIG]-SIP-USERS> edit user id 1

Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-ID[1]>

SBC1000-[CONFIG]-SIP-USERS> edit user index O

Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-INDEX[0]>

KomaHga MapameTp

3HayeHue

Jencreune

MNokasaTtb nepeyeHb
AOCTYNMHbIX KOMaH/,

exit Bbixoa U3 AaHHOro
NoAMEH!0
KOHOUIYpMpOBaHUA Ha
YPOBEHbD BbIle

quit 3aBepLmnTb AaHHYIO

ceccuto CLI

add number limit NUMBER SIDE

NUMBER MASK

CALL LIMIT

SIP ANSWER CODE

A/B

CUMBOJIOB
0-4094

486/403/503

Crpoka njamHOM mo 127

[o6aBuTb HOBOE NpaBuIo
ANA orpaHuyeHus
Ko/nyecTsa
0AHOBPEMEHHbIX Ceccui
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set command line

CMDLINE

Crpoka

3apatb npasuaa
pacLIMPEHHbIX HACTPOEK
npotokona SIP

set convert flash

ON_OFF

on/off

BKHOUUTb UM BbIKIOUNUTD
KoHBepTaumio Flash 13
RFC2833 B SIP INFO

set DSCP

DSCP_SIG

0-63

3apatb naeHTUdPUKaTop
DSCP pna SIG Tpaduka

set name

SIP USER NAME

Crpoka OimHOM mo 63
CUMBOJIOB

3apatb uma SIP user

number mask

NUMBER MASK

Crpoka mymHOM mo 127
CHMBOJIOB

set nat keep-alive KEEP_ALIVE 0-65535 Bpemsa xpaHeHua
coeamHeHuns 3a NAT, cek

set nat subscribers ON_ OFF on/off BK/IlOYaET pexmm
"aboHeHTbl 3a NAT"

set number limit call | NUMBER LIMIT ID 1-65535 YCTaHOBUTb IMMUT Ceccuit

limit [ANA NPaBMIa orpaHuYeHns

CALL_LIMIT 0-4094 KONNYECTBA CeCCHit
set number limit NUMBER LIMIT ID 1-65535 YCTaHOBUTL HOMEP MAN

MAacKy 414 npaBua
OrpaHUYEHNA KOIMYeCcTBa
ceccum

set number limit NUMBER LIMIT ID 1-65535 YCTaHOBWUTb CTOPOHY ANA

number side npasuia orpaHNYeHna
NUMBER_SIDE A/B KONIMYECTBa ceccuil

set number limit sip NUMBER LIMIT ID 1-65535 YcranosuTb SIP oTBeT ana

answer npasuia orpaHUYeHns
SIP_ANSWER CODE 486/403/503 KOZIMYECTBa ceccuii

set radius profile id | RADIUS PROFILE ID 1-65535 Mpueasatb RADIUS-

npodunb

set radius profile
none

Otesizatb RADIUS-npodub

set redirection

REDIRECT TYPE

forbidden/transit/process

3apaThb pexxum obpaboTku

registered maximum-
sessions

nepeagpecaumm

set registration REG_INTERVAL 60-65535 3apatb A0ONyCTUMbIN

interval MHTepBan
nepeperucrpawuum ana
no/sib3oBaTesei, cexk

set restrictions non- YCTaHOBUTb OrpaHuYeHne

registered deny-all BbI30BOB A/1A
He3aperncTpMpoBaHHbIX
nosb3oBaresnen — BCE
3anpeLyeHo

set restrictions non- | MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHUYEHUE

registered maximum- BbI30BOB A4

sessions He3aperncTpmMpoBaHHbIX
nonb3oaTeseh —
MaKCMManbHoe YNCno
ceccuin

set restrictions non- YCTaHOBUTb OrpaHuyeHune

registered no- BbI30BOB A/1A

restriction He3aper1cTPUPOBaHHBIX
nonb3osaresnei — 6es
OorpaHuYeHns

set restrictions YCTaHOBUTb OrpaHuyeHne

registered deny-all BbI30BOB A/1A
3aperncTpupoBaHHbIX
nonb3oBaTesne — BCé
3anpeLyeHo

set restrictions MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHnyeHne

BbI30OBOB AN
3aperncTpupoBaHHbIX
nonb3osartenen —
MaKCMManbHOe YNCNO
ceccum
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set restrictions
registered no-
restriction

YCTaHOBUTb OrpaHuYeHne
BbI3OBOB ANA
3aperncTpupoBaHHbIX
nonb3osarenein — bes
orpaHuyeHuns

set rtcp timeout

TIMEOUT

10-300/0ff

YcTaHOBUTL TalimayT
oxunganua RTCP ot
BCTPEYHOM CTOPOHDI.
off — oTkAouNTL
oxunganue RTCP

set rtp-loss timeout

TIMEOUT

10-300/0ff

YcTaHOBUTL TalimayT
oxunganua RTP ot
BCTPEYHOM CTOPOHDI.
off — oTkAouNTL
oXunganue RTP

set rtp-loss
multiplier on hold

TIMEOUT MULTIPLIER

1-30

YCTaHOBUTb MHOXUTEb
oxnganua RTP B pexxknume
on hold

set rtp-loss
multiplier silence-
suppression

TIMEOUT MULTIPLIER

1-30

YCTaHOBUTb MHOXUTEb
oxnganua RTP B pexxknume
noAaBAEHNA TULLUHbI

set rule set id

RULE SET ID

1-65535

HasHauuTb rule set

set rule set none

Ypanuto rule set

set sdp asymmetrical
payload-type

ON_OFF

on/off

BKAHOUMTL/BLIKIOUYUTD
onuuto «Paspewntb
ACMMMETPUYHbIEe
AuHamumyeckume payload
type»

set sdp
rfc3108 normalization

ON_OFF

on/off

BKAHOUMTL/BLIK/IOUYUTD
onuuto «Hopmanusaumsa fax
sdp no rfc 3108»

set session-expires

SESSION EXPIRES OR OFF

90-64800/0ff

3anpawmBaembiii nepuos
KOHTPO/A ceccuu no
RFC4028, ceKyHAbl.

off — oTKAloYaeT KOHTPOIb
ceccum

set sip domain

SIP DOMAIN

CTrpoka IJMHOM IO 63
CUMBOJIOB

3apatb SIP-gomeH, ¢
KoTopbiMm byaet
npousBeAeHa permcTpaums

set sip header format

SIP HEADER FORMAT

full/compact

YcTaHoBuUTb popmar
3arosioBkoB SIP:

full — nonHbIN dopmar;
compact — CoKpaLwéHHbIN
dopmar

set sip transport

SIP_TRANSPORT 1D

1-65535

HasHauuTb SIP transport

set STUN ip

SIP_STUN IP

AAA.BBB.CCC.DDD

HasHauutb IP-agpec STUN-
cepsepa

set STUN period

SIP_STUN_ PERIOD

1-1800 wmmm O

HasHauntb nHTepsan
mexay 3anpocamu STUN

set STUN port SIP STUN_ PORT 1-65535 HasHaunTb nopt STUN-
cepsepa

set STUN use ON_OFF on/off BKAIOUUTB/BBIKAOUYUTD
onuuto «Mcnonb3oBaTb
STUN»

set transit unknown ON_OFF on/off BKAIOUUTB/ BBIKAOUYUTD

in NOTIFY onumio «Mepeaasatb
napameTpsl
Hen3BeCTHOro ananora s
NOTIFY»

set transit unknown ON_OFF on/off BK10UUTL/BbIKAOUNT

in Replaces

onuuto «lNepepasatb
napametpbl
Hen3BecTHOro avanora B
3aronoske Replaces»
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set transport
protocol

SIP TRANSPORT

UDP-only/
UDP-prefer/
TCP-prefer/
TCP-only

HasHaunTb TPaHCNOPTHbIN
NPOTOKOA:

UDP-only — Ttonbko UDP;
UDP-prefer — UDP/TCP c
npuoputetom UDP;
TCP-prefer — UDP/TCP ¢
npuoputetom TCP;
TCP-only — Tonbko TCP

set verify media
remote address

ON_OFF

on/off

BKkntounTb onuumio
KoHTpoAA IP 1 nopta
UCTOYHMKaA RTP

show info

MoKa3aTb HAaCTPOVKM

show radius profile
list

lMokasaTtb cnncok
HacTpoeHHbIX RADIUS-
npodunen

show rule set list

MokasaTtb cnncok
HaCTPOEHHbIX rule set

show sip transport
list

MoKasaTtb cnncok
[OCTynHbIX SIP-
TPaHCNOPTOB

4.2.7.22 Pexcum KoHgu2ypuposaHusa npomokosaa SNMP

[na nepexopa B AaHHbIA pexXMm HeobxoouMmo B 06LEeM perrMme KOHOUIYPUPOBaAHUA WM B pexume
KOHUIYPMPOBAHUSA CETU BbINOJHUTbL KOMaHAY snmp.

SBC-[CONFIG]> snmp
Entering SNMP mode.

SBC-[CONFIG]-[NETWORK]-SNMP>

SBC-[CONFIG]-NETWORK> snmp

Entering SNMP mode.
SBC-[CONFIG]-[NETWORK]-SNMP> exit

KomaHga MapameTp 3HayeHune Oeincreue
? Moka3aTb nepeyeHb JOCTYMHbIX KOMaHA,
add <TYPE> trapsink/ [Job6asutb npasunao nepegayun SNMP-Tpanos:
trap2sink/
informsink TYPE — tvin SNMP-coobuieHus
<IP> IP-ampec B dopmare | |IP — IP-agpec npuemHuKa Tpanos
AAA.BBB.CCC.DDD
<COMM> crpoka mo 31 COMM — naposb, coaeprKalmica B Tpanax
CHMBOJIa
<PORT> 1-65535 PORT — UDP-nopT npuemHuKa Tpanos
config Bosspat B meHto Configuration
create user <LOGIN> crpoka mo 31 Co3faTb NONb30BaTeNA (HA3HAYUTb JIOTWH M Napo/b
CUMBOJIa ana Aoc'ryna)
<PASSWD> napoyi or 8 mo 31
CHMBOJIa
exit BbIxog, U3 A@aHHOFO NOAMEHI0 KOHOUTYPUPOBAHUA Ha
YpOBEHD BbliLLe
history MpOCMOTpP UCTOPUN BBEAEHHBIX KOMaHA,
modify <IDX> 0-15 MN3meHnTb Npasuno nepegaum SNMP-Tpanos
community (naponb, coaepKawmiica B Tpanax)
<CoMM> cTpoka mo 31
CUMBOJIA
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modify ip <IDX> 0-15 MN3meHuTb Npasuno nepegaum SNMP-Tpanos
(agpec npyemHuKa Tpanos)
<IP> IP-ampec B dopmarte
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 MN3meHuTb Npasuno nepegaum SNMP-Tpanos
(nopT NnpuemHmKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 N3meHuTb Nnpasuno nepegaun SNMP-Tpanos
(Trin SNMP-coobweHus)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBsepLlmnTb gaHHyto ceccuto CLI
remove <IDX> 0-15 Ypanutb npasuno nepegaum SNMP-Tpanos
restart snmpd Yes/no Mepe3sanyctute SNMP-kaneHTa
ro <RO> CTpOKa IUIMHOM IO YCTaHOBWTL NApPO/b HA YTeHMEe NapameTpoB
63 CKMBOJIOB
rw <RW> CTpOKa IOJMHOM IO YCTaHOBUTb NApO0/b HA YTEHWE M 3aNNCb NAapPaMeTPOoB
63 CKMBOJIOB
show Moka3zaTtb KoHbUrypauuo SNMP
syscontact <SYSCONTACT> CTpOKa IJIMHOM IO YKa3aTb KOHTaKTHY MHbOpMaL MO
63 CHMMBOJIOB
syslocation <SYSLOC> CTpOKa IOJMHOM HO YKas3aTb MecTO pacno/ioxKeHMA YCTPOMUCTBA
63 CHMMBOJIOB
sysname <SYSNAME> CTpOKa IJMHOM IO YKa3aTb MMA YCTPOICTBA
63 CMMBOJIOB
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4.2.7.23 Pexcum KoHgpuypupoeaHus napamempos switch

Ona nepexofia B AaHHbIN pexnm! HeobxoAMMo B peskMme KOHOUrypupoBaHUA BbIMOAHWUTb KOMaHIy

switch.

SBC-[CONFIG]> switch
Entering switch control mode.
SBC-[CONFIG]-[SWITCH]>

KomaHga MapameTp 3HauyeHue OelictBune
? [MoKa3aTb nepeyeHb AOCTYMHbIX KOMaHS,
802.1q Mepexog, B pexkxum KoHdurypauumn 802.1q
apply mirroring no/yes MPUMEHUTb HAaCTPOMKMN 3epKaIMpPoBaHUA
settings
apply port no/yes MpYMEHUTb HAaCTPOMKM NOPTOB
settings
confirm MoaTBepAnTbL HAaCTPOMKM 3epKanupoBaHua. Ecam B
mirroring TeyeHne OHOM MUHYTbI HAaCTPOMKM He
settings NOATBEPKAEHBI, TO OHM BEPHYTCA K NpeablayLumsm
3HaYeHNAM
confirm port MoaTsepAnTb HAacTPOMKM NnopToB. Ecan B TeueHne
settings OHON MUHYTbI HACTPOMKM He NOATBEP)KAEHbI, TO
OHW BEPHYTCA K NPeablAyLMM 3HAYEHNAM
exit Bbixog, M3 A@HHOrO NOAMEHI0 KOHPUTYPUPOBaHUA Ha
YpPOBEHb BbliLLe
history MpocmoTp NCTopnn BBEAEHHbIX KOMaHJ,
LACP2 Mepexon, B peKMM KOHPUIyprpoBaHUA NapameTpoB
LACP
QoS control Mepexon, B pexXum KOHOUTYPUPOBaAHUA NapameTpoB
QoS
quit 3aBepwunTb AaHHyo ceccuto CLI
save mirroring CoxpaHWUTb HaCTPOMKKU 3epKannpoBaHus 6e3
npUMeHeHua
save vlan CoxpaHuTb HacTpoliku VLAN 6e3 npumeHeHus
set mirroring <PORT> GE_PORTO (0) / HacTpouTb 3epKasMpoBaHmMe NopToB.:
GE PORT1 (1) /
GE_PORTZ (2)/ PORT — Tun nopta
CPU(4) /
SEPO (6)/ NAME — Ha3HauyeHue nopra:
SFP1 (7) .
—  Src_in — nopT UCTOYHMKA BXOAALLMX NAKETOB
<NAME> src in/ — KOnMpoBaTb GperMbl, NPUHATbIE C JaHHOTO
src out/ nopta (NOPT-UCTOYHUK);
ds t:in/
dst_out — src_out — nopTbl UCTOYHUKA UCXOAALLMX
NaKkeToB — KONMPOBaTb hpelimbl,
nepefaHHble faHHbIM MOPTOM (NopT-
WUCTOYHMUK);
<ACT> on /O £f
— dst_in — nNopT Ha3Ha4YeHWA ANA BXOAALIMX
NakeToB — MOPT-NPUEMHUK ANA
CKOMUPOBAHHbIX GPENMOB, MPUHATLIX
Bbl6pPaHHbIMM MOPTAMU-UCTOYHUKAMMU;
— dst_out — NopT Ha3HaYeHUA ANA UCXOAALLMX
NakeToB — MOPT-NPUEMHUK ANA
CKOMUPOBaHHbIX GpeinmoB, nepefaHHbIX
Bbl6pPaHHbIMW MOPTAMU-UCTOYHUKAMU
set port backup | <ON_OFF> on/off BkntounTb pesepsmpoBsaHune Dual Homing

! Tonbko ana SBC-1000.
2 B paHHoM Bepcuun MO He noaaepKMBaeTca.
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<B_MASTER> GE_PORTO/GE_PORT1/ | B_MASTER — OCHOBHOI nopt
GE_PORT2/SFP0/SFP1
B SLAVE GE_PORTO/GE_PORT1/ | B_SLAVE — pe3sepBHblii nopT
GE_PORT2/SFP0/SFP1
PREEMPTION — BKAtOUMTb/BbIK/IOYUTL BO3BPAT Ha
OCHOBHOW NOPT NPU €ro BOCCTaHOBAEHUN
set port <PORT> GE_PORTO (0) / HasHauutb VLAN ID Ha gaHHbIV nopT
default vlan id GE PORT1 (1)/
GE PORT2 (2)/
CPU(4)/
SFPO (6) /
SFP1 (7)
<VLANID> 0-4095
set port egress | <PORT> GE_PORTO (0) / HacTpouTb pexnm OTNPaBKM NaKeToB Ha AaHHOM
GE_PORT1 (1) / nopTy
GE PORT2 (2)/
CPU(4)/
SFPO (6) /
SFP1 (7)
<EGRESS> unmodified/ EGRESS— pexvm oTnpaBKu NakeTos:
untagged/
tagged/ — unmodified — nakeTbl NepenanTca AaHHbIM
double-tag nopTtom 6e3 M3MeHeHWiA (T. e. B TOM e Buae, B
KaKOM MOCTYNWUN Ha ApYro nopT
KOoMMyTaTopa);
— untagged — nakeTbl NepeaatoTcA AaHHbIM
noptom Bceraa 6e3 tera VLAN;
— tagged — nakeTbl NepeaaoTca AaHHbIM
noptom Bcerga ¢ terom VLAN;
— Double tag — nakeTbl NnepegatoTcs AaHHbIM
noptom ¢ asymsa teramm VLAN — ecnum
NPUHATLINA NaKeT 6bl/1 TETMPOBAHHbBIM U C
oaHum Terom VLAN — eciv NnpuHATLIN NakeT
6bln He TerMpPOBaHHbIM.
set port ieee <PORT> GE PORTO (0) / YCTaHOBUTb PEXMM KOHTPOJIA MOYYEHHbIX
mode GE_PORT1 (1) / TerMpoBaHHbIX NAKEeTOB /1A A@HHOTO NopTa
GE PORT2(2)/
CPU (4) /
SFPO (6) /
SEP1(7)
<IEEE> fallback/ IEEE-peXu1m KOHTPONA NaKeToB:
check/
secure — Fallback — ecnv yepes NOPT NPUHAT NAKeT ¢
Terom VLAN, gnsa KoToporo ectb 3anuMcu B
Tabanue mapLupyTUM3aumm, yKasaHHble B
3anucK 3To TabauLbl, MHaYe ANA Hero
NPUMEHAIOTCA NPaBUIa MapLIpyTU3aLmK,
YKa3aHHble B «egress» u «outputy;
— Check — ecnu yepes nopt NpUHAT nakeT c VID,
[ON1A KOTOPOro ecTb 3anucb B Tabaunue
mapuwpytusaumm «802.1q», To OH Nnonagaet
nog, npaBMna MapLLpyTU3aLmmn, yKasaHHble B
[OaHHOW 3anucK 3Toi Tabanubl, gaxke ecam sToT
NopT He ABAAETCA YIEHOM rpynnbl ANA
paHHoro VID. NMpasuaa mappytmsaumu,
YKasaHHble B «egress» u «output» ana
[AHHOTO NopTa, He MPUMEHATCA;
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— Secure — ecnv Yepes NopT NpUHAT nakert c VID,
/18 KOTOPOro eCcTb 3anuch B Tabauue
mapwpytmsauum «802.1g», To OH Nonagaet
nog, npasmaa MapLlpyTU3aLUmm, ykasaHHble B
OaHHOW 3anucK 3Tol Tabanubl, MHade
oTbpacbiBaeTca. MpaBuna mapLipyTmsaumm,
YKa3aHHble B «egress» u «output», ana
[,AHHOro NopTa He NPUMEHAIOTCA

set port
LACP_trunk!

<PORT>

<LACP>

CPU/
GE PORTO0/
GE_PORT1/
GE PORT2/
SFP0O/
SFP1

0-4

HasHauntb TpaHk LACP ana ykasaHHOro nopra

set port MAC
GE_PORTO

<MACADDR>

MAC-ampec B
bopmaTe
XX XX XX XX 1 XX 1 XX

3agatb MAC-agpec gns nopta

set port output

<PORT>

<P DEST>

<ENABLE>

GE PORTO0/
GE_PORT1/
GE_PORT2/
CPU/
SFPO/
SFP1

GE PORTO0/
GE_PORT1/
GE PORT2/
CPU/
SFP0O/
SFP1

on/off

YcTaHOBKa A0NYCTUMbIX NOPTOB OTMNPABKN MNAKeTOB:
PORT — HacTpanBaemblii nopt

P_DEST — ponyctMmble NOPTbl OTNPaBKK

set port speed

<SPEED>

<PORT>

1000M

100M (full-duplex/
half-duplex)
10M(full-duplex/
half-duplex)

auto

GE_PORTO/GE_PORT1/
GE PORT2

YCTaHOBUTL PeXMM PaboTbl NnopTa

set port vlan
enabling

<PORT>

<ENABLE>

CpPU/
GE_PORTO/
GE_PORT1/
GE PORT2/
SFP0O/
SFP1
on/off

Brtountb/oTkMounTb VLAN Ha AaHHOM nopTy

set port vlan
override

<PORT>

<OVER>

cpU/
GE PORTO/
GE_PORT1/
GE PORT2/
SFP0O/
SFP1

on/off

YcrtaHosuTb pexkum nepeonpegenexdma VLAN ID gna
[AHHOTO NopTa Ha CTaHAAPTHbIN

show mirror
settings

lMoka3aTb NapameTpbl 3epKaMpPOBaHUA NOPTOB

show port
settings

Moka3aTb NapameTpbl HACTPOIMKM NOPTOB

4.2.7.23.1 Pexum KoHPUrypmpoBaHua napametpos 802.1q

1 B paHHoI Bepcum MO He noaaepumsaeTca.
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[ns nepexona B faHHbIN pexXxMm Heobxoanumo B pexxmme KOHPUrypmposaHus switch BbINOAHUTE KOMaHAy

802.1q.

SBC-[CONFIG]-[SWITCH]> 802.1q
Entering 802.1q_control mode.
SBC-[CONFIG]-[SWITCH]-[802.1q]>

KomaHga MapameTp 3HauyeHue OelictBune
? MokasaTb nepeyeHb JOCTYNHbIX KOMaHZ,
add VTU element <VID> 0-4095 [0o6aBuTb HOBbIM 3nemeHT B VTU Tabanuy:
VID — naentmounkatop VLAN
<PRIO> 0-7 PRIO — npuopuTeT 802.1p, HazHa4yaeMbli NakeTam
B aaHHoi VLAN, ecnv napameTp OVER aktuseH(on)
<OVER> on/off OVER — nepenucatb npuopwutet 802.1p ana
AaHHoM VLAN (aa/Her)
unmodified/ PORT — peicTBuA, BbINOAHAEMbIE AaHHbIM MTOPTOM
<GE_PORT0> untagged/ npu nepejaye nakeTa, UMeIOLLLEro yKasaHHbIi VID:
tagged/
not member — Unmodified — nakeTbl nepeaatotca AaHHbIM
noptom 6e3 smeHeHui;
s unmodified/
<GE_PORT untagged/ —  Untagged — nakeTbl nepesatoTcs 4aHHbIM
tagged/
not member noptom Bceraa 6e3 tera VLAN;
unmodified/ — Tagged — nakeTbl nepeAatoTca AaHHbIM
<GE_PORT2> untagged/ noptom Bcerga ¢ terom VLAN;
tagged/
not member — Not member — nakeTbl ¢ yka3aHHbIMm VID He
nepeAaroTca A4aHHbIM NOPTOM, T. €. NOPT He
<CPUS unmodified/ ABNAETCA YNEHOM 3TOi rpynnbl VLAN
untagged/
tagged/
not member
unmodified/
<SFPO> untagged/
tagged/
not member
unmodified/
<SFP1> untagged/
tagged/
not member
apply <YES NO> yes/no MpumeHUTbL HacTpoiikmn VTU
confirm MNoateepanTb HacTpoikn VTU. Ecnm B TeyeHne
O HOW MUHYTbI HACTPOWMKM He NOATBEPKAEHbI, TO
OHW BEPHYTCA K NpeablAyLym 3HaYeHNAM
exit Mepexos U3 faHHOTO NOAMEHI0 KOHOUTYPUPOBaHUA
Ha ypOBEHb Bble
QoS _control Mepexoa B peMm KoHdurypaumm QoS
quit 3aBeplunTb gaHHyto ceccuto CLI
remove VTU <NUMBER> 0-4095 Yoanute AaHHbIM anemeHT VTU Tabanubl
element
save CoxpaHuTb HacTpolikn VTU 6e3 npumeHeHun
set VTU override <NUMBER> 0-4095 Mepenucatb/He NnepenucbiBaTh NpuopuTeT 802.1p
ana aaHHon VLAN (aa/Her)
<OVER> on/off
set VTU priority <NUMBER> 0-4095 YcTaHoBuTb NpuoputeT 802.1p, Ha3zHaYaembll
naketam B gaHHon VLAN, ecsiv napameTp «set VTU
<PRIO> 0-7 override» akTuseH
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set VTU <NUMBER> 0-4095 HasHaunTb Aencrems, BbINONHAEMbIE AaHHbIM
settings_CPU NOPTOM NP Nepefade NakeTa, UMEIOLLLEro
<CPU> unmodified/ yKa3aHHbIi VID
untagged/
tagged/ -
— Unmodified — nakeTbl nepegatotca AaHHbIM
not member f o peA A
- noptom 6e3 smeHeHui;
— Untagged — nakeTbl nepeaaotca aHHbIM
noptom Bcerga 6e3 tera VLAN;
— Tagged — nakeTbl NepeaaroTca AaHHbIM
noptom Bcerga ¢ terom VLAN;
— Not member — nakeTbl € yKazaHHbIM VID He
nepeaaroTca AaHHbIM MOPTOM, T. €. NMOPT He
ABnAeTCA YneHom a1ou rpynnol VLAN
settings_GE_PORTO | <NUMBER> 0-4095 HasHaunTb AeicTBuA, BbINOHAEMbIE JaHHbIM
NopTOM MpPW Nepegaye NakeTa, MMeloLLEero
<CPU> unmodified/ yKa3aHHbIi VID:
untagged/
tagged/ o
— Unmodified — nakeTbl nepenatotca faHHbIM
not member f . pea A
- noptom 6e3 UsmeHeHui;
— Untagged — nakeTbl nepeatoTca AaHHbIM
noptom Bceraa 6e3 tera VLAN;
— Tagged — nakeTbl NepeAatoTca AaHHbIM
noptom Bcerga ¢ terom VLAN;
— Not member — nakeTbl ¢ yka3aHHbIM VID He
nepeaaroTca AaHHbIM MOPTOM, T. €. NMOPT He
ABNSAETCA YnieHom 3Ton rpynnbl VLAN
settings GE PORT1 | <NUMBER> 0-4095 .
- - Ha3HaunTb geincTBmA, BbINOHAEMblE AaHHbIM
<CPU> unmodified/ NopTOM MpU Nepegaye NakeTa, MMeLoLLEero
untagged/ yKasaHHbIi VID:
tagged/ .
not member — Unmodified — nakeTtbi Elepep,aroTc;l LAHHbIM
- noptom 6e3 smeHeHui;
— Untagged — nakeTbl nepeaatoTca AaHHbIM
nopTtom Bcerga 6es tera VLAN;
— Tagged — nakeTbl NepefaroTca AaHHbIM
noptom Bcerga ¢ tferom VLAN;
— Not member — nakeTbl ¢ yka3zaHHbIMm VID He
nepeaaroTca AaHHbIM MOPTOM, T. €. NMOPT He
ABAAeTCA YneHom atol rpynnel VLAN
settings GE PORT2 | <NUMBER> 0-4095 .
- HasHaunTb AeicTBMA, BbINOJHAEMblE AaHHbIM
<CPU> unmodified/ NopTOM MPW Nepegaye NakeTa, MMeLoLLEero
untagged/ yKasaHHbIi VID:
tagged/

not member

— Unmodified — nakeTbl nepeaatoTca AaHHbIM
noptom 6e3 smeHeHui;

— Untagged — nakeTbl nepefatoTca AaHHbIM
noptom Bceraa 6e3 Tera VLAN;

— Tagged — nakeTbl NepefaroTca AaHHbIM
noptom Bcerga c Terom VLAN;

— Not member — nakeTbl ¢ yKa3zaHHbIMm VID He
nepeaaroTca AaHHbIM MOPTOM, T. €. NOPT He
ABAAETCA YneHom 3Tol rpynnol VLAN

182

lNoepaHuyHble KOHMposnepsl cecculi SBC




HELTEX

settings SFPO <NUMBER> 0-4095 HasHaunTb Aencrems, BbINONHAEMbIE AaHHbIM
NopTOM MPU Nepegaye NakeTa, MMeloLLEero
<CPU> unmodified/ yKa3aHHb|l‘;| VID:
untagged/
tagged/ — Unmodified — nakeTbl nepegatotca 4aHHbIM
not member nopTtom 6e3 nsmeHeHui1;

— Untagged — nakeTbl nepeaaotca aHHbIM
noptom Bcerga 6e3 tera VLAN;

— Tagged — nakeTbl NepeaaroTca AaHHbIM
noptom Bcerga ¢ terom VLAN;

— Not member — nakeTbl € yKazaHHbIM VID He
nepeaaroTca AaHHbIM NOPTOM, T. €. MOPT He
ABAAETCA YeHOM 3Tol rpynnbl VLAN

settings_ SFP1 <NUMBER> 0-4095 HasHauuTb AeiCcTBMSA, BbINOHAEMbIE AAHHbIM
MopPTOM Mpu Nepejade nakeTa, UMeIoLLero
<CPU> unmodified/ yKa3aHHbIi VID:
untagged/
tagged/ — Unmodified — nakeTbl nepenatotca faHHbIM
not member nopTom 6e3 N3mMeHeHw;

— Untagged — nakeTbl NnepeaaroTca 4aHHbIM
noptom Bceraa 6e3 Tera VLAN;

— Tagged — nakeTbl NepefatoTca AaHHbIM
noptom Bcerga c terom VLAN;

— Not member — nakeTbl ¢ yka3aHHbIM VID He
nepeaaroTca AaHHbIM NOPTOM, T. €. NMOPT He
ABNseTca yneHom ston rpynnol VLAN

show list MoKka3aTb cnncok anemeHTos B VTU Tabauue

show one <NUMBER> 0-4095 MokasaTb MHbOPMaLMIO O AaHHOM 3nemeHTe VTU
Tabanupl

show table Mokasatb VTU Tabanuy

4.2.7.23.2 Pexxum KoHPUrypmuposaHua napamertpos QoS

Ons nepexofa B AaHHbIM peXMM HeobxooMmo B perknme KoHourypuposaHua switch mam 802.1q
BbINO/IHUTb KOMaHAyY QoS_control.

SBC-[CONFIG]-[SWITCH]> QoS_control
Entering QoS_control mode.
SBC-[CONFIG]-[SWITCH]-[QoS]>

KomaHga MapameTp 3HayeHune Oelictue
? [MoKa3aTb nepeyeHb AOCTYMHbIX KOMaHS,
802.1q BepHyTbCA B peXMM KOHGUTypupoBaHua
napametpos 802.1q
apply <YES NO> yes/no MprMeHNTbL HacTpolikn QoS
confirm MoaTeepanTb HacTpoikn QOS. Ecan B TeueHne

OAHOVI MWHYTbI HaCTpOVIKM He nogrsepxaeHbl,
TO OHU BEPHYTCA K Npegblayunm 3Ha4eHNAM.

exit Mepexos U3 JaHHOTO NOAMEHIO
KOH(UTYPMPOBaHUA Ha YPOBEHD Bbllle

quit 3aBeplmnTb gaHHyto ceccuto CLI

save CoxpaHuUTb HacTpolikn QoS 6e3 npumeHeHUA

set PacnpeaennTb nakeTbl Mo oyepeaam B

802.1p prio mapping 3aBMcuMMocTy oT npuoputeta 802.1p:
<PRIO> 0-7 PRIO — Homep npuoputeTta 802.1p;
<QUEUE> 0-3

QUEUE — Homep ovepeam
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set <PORT> GE_PORTO (0) / HasHauntb nproputeT 802.1p HETErMPOBAHHbLIM
default VLAN priority GE_PORT1 (1) / naKetam, NPUHATBIM JaHHbIM NopTom. Ecan
GE_PORTZ2 (2) / naKerT yxe umeet npuoputet 802.1p an6o IP
CPU(4)/ diffserv npuopuTeT, TO AaHHbIV NapameTp He
SFP0 (6) / ncnonbsyetcsa (default vian priority He 6yaeT
SFPL(T7) NPUMEHATLCA K NaKeTam, CoAepKaLLm
<DEFPRIO> 0-7 3aro/ioBoK IP, B cnyyae MCno/ib30BaHWUA OAHOTO
13 pexxkumoB QoS: DSCP only, DSCP preferred,
802.1p preferred, a TakXe K yKe TerMpoBaHHbIM
nakeTam)
set Pacnpegenuts NakeTbl No oYepessam B
diffserv_prio_mapping 3aBMCMMOCTM OT npuopuTera IP diffserv:
<NUMBER> *1 NUMBER — Homep npuopuTerta IP diffserv;
<QUEUE> 0-3 QUEUE — Homep o4epeam
set egress limit <PORT> GE_PORTO (0) / BK/IIOUMNTb/BBIKOUUTL OFPaHUYEHMA MOOCHI
GE_PORT1 (1) / NPONYCKaHWA ANA MCXOAALLEro C JaHHOro nopTa
GE_PORT2 (2) / TpaduKa
CPU(4)/
SFP0 (6) /
SEFP1 (7)
<EGRLIM> on/off
set egress_rate_limit | <PORT> GE_PORTO (0) / YCTaHOBUTbL OrpaHUYEeHUe NOJIOCkI MPOMYCKaHUSA
GE_PORT1 (1) / (k6UT/C) ANA McxoAALLErO C A@aHHOTO NopTa
GE_PORT2 (2) / TpadmKa
CPU(4) /
SFP0 (6) /
SEFP1 (7)
<EGRRATE>
0-250000
set <PORT> GE PORTO (0) /
ingress limit mode GE PORTL (1) / YCTaHOBUTb pPeKnm orpaHl/Neva TpadwKa,
GE PORT2 (2)/ NOCTYNatoLLLEro Ha AaHHbIN NopT
CPU(4) /
SFPO (6) /
SEFP1 (7) INGRMODE — peskum orpaHuyeHuns:
<INGRMODE> off/ —  off — HeT orpaHnyeHus;
all/
mult flood broad/ — all — orpaHnumnBaeTtca Becb Tpaduik;
mult broad/ — mult_flood_broad — orpaHnunsaetca
broad MHoroagpecHbliii (multicast),
LMpoKoBewatenbHbIi (broadcast) u
NaBUHHbIN oaHoaapecHbIl (flooded
unicast) Tpaduk;
— mult_broad — orpaHnumnBaercs
MHOroaApecHbIi U LUIMPOKOBELLATE/bHbIN
Tpaduk;
— broad — orpaHM4MBaeTCA TO/IbKO
LWMpPOKOBELLATENbHbIN TpadUK
set ingress rate <PORT> GE_PORTO (0) / YCTaHOBWTb OrpaHnYeHre NoA0ChI MPONYCKaHUA
prio_0/1/2/3 GE_PORT1 (1) / (k6KT/c) TpadmKa, NOCTYNAIOLLErO Ha AaHHbIN
GE_PORT2 (2) / nopT 4/1A Hy/1eBoit/nepBsoit/BTopoii/TpeTbeit
CPU (4) / ouepeau
SFPO (6) /
SEFP1 (7)
<INGPRIO> 0-250000
set QoS mode <PORT> GE_PORTO (0) / YCTaHOBUTb peXKMM UCnoab3oBaHna QoS
GE PORT1(1)/
GE_PORT2 (2) /
CPU (4) / QOSMODE — peum Ucnonb3oBaHuUA:
SFPO (6) /
SEFP1 (7)
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<QOSMODE> DSCP_only/ — DSCP only — pacnpeaenatb nakeTbl no
802.1p_only/ ouyepeanm TO/IbKO Ha OCHOBaHMM
DSCP_preferred/ npuoputerta IP diffserv;
802.1p preferred

— 802.1p only — pacnpepnenaTb NakeTbl No
ouyepeasam TO/bKO Ha OCHOBaHUK
npuoputeta 802.1p;

— DSCP preferred — pacnpefenaTtb NakeTbl
no o4yepessam Ha OCHOBaHUM
npuopuTtetos IP diffserv n 802.1p, npu
3TOM NpU HaM4MK 060MX NPUOPUTETOB B
nakeTe, pacnpegesieHue no oyepesam
OCyLLLeCTBAAECTCA HAa OCHOBaHuM |IP
diffserv;

— 802.1p preferred — pacnpepenstb
nakeTbl MO o4epeaAm Ha OCHOBAHUM
npuopuTtetos IP diffserv n 802.1p, npu
3TOM NpU HaM4MK 060MX NPUOPUTETOB B
nakeTe, pacnpegesieHue Nno oyepesam
oCyLLecTBAAeTCA Ha ocHoBaHUK 802.1p

set <PORT> GE_PORTO (0) / MNepeHasHaunTb npuoputetsbl 802.1p ana
remapping_priority GE_PORT1 (1) / TErMpoBaHHbIX NaKeToB:
GE_PORT2(2)/
CPU (4) / PORT — HacTpanBaemblii NopT;
SFPO (6) /
SFPL(7) NUM — TekyLiee 3HaYeHne NpuopuTeTa;
<NUM> 0-7
REMAP — HoBOe 3HayeHue
<REMAP> 0-7
show QOS <PORT> GE_PORTO (0) / MokasaTb napameTpbl KOHGUrypaLumn QoS Ana
GE PORT1 (1)/ [aHHOTO NopTa
GE PORT2(2)/
CPU (4) /SFPO (6) /
SEP1 (7)

show QOS diffserv

MoKa3aTb NapameTpbl pacnpeseneHna NaketTos
no o4yepesAam B 3aBUCMMOCTU OT Nnpuoputeta IP
diffserv

show QOS priomap

MoKkasaTb NapameTpbl pacnpeseneHns NakeTos
no o4yepesam B 3aBUCMMOCTM OT NpUopuTeTa
802.1p
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4.2.7.24 Pexcum KoHgpu2ypupoeaHusa napamempos syslog

Ona nepexopa B AaHHbIA peXMM HeobXoguMmo B peume KOHPUrypupOBaHWMA BbINOAHUTL KOMaHAY

syslog.

SBC-[CONFIG]> syslog
Entering syslog mode.
SBC-[CONFIG]-SYSLOG>

KomaHga MapameTp 3HayeHue Jeicreune
? MoKasaTb nepeyeHb AOCTYMHbIX KOMaHA,
authlog set Ip IP-ampec B QopmaTe | YCTaHOBUTb aApec cepsepa 41a OTnpaBKu
AAA.BBB.CCC.DDD coobuieHnit syslog, a Takske pexxmum paboTbl
PORT 1-65535 on/off — BKAIOUNTL/BBIKNOUUTL BEAEHWE NOTOB;
ONOFF off/on
local/remote — ecau BbiCcTaBAEeHO B remote, TO
OTNpPaBAATL IOTU Ha cepsep syslog
LOCREM local/remote
authlog show [Moka3saTb TeKyLume napameTpbl BEAEHWNA NOTOB
config BosBpart B meHto Configuration
dispatcher DISPATCHER 0-99 BKAtounTb BeAeHue TpaccupoBsok Dispatcher'a
exit Mepexos U3 LaHHOTO NOAMEHI0 KOHOUTYPUPOBAHUA
Ha YpOBEHb Bbllle
manager MANAGER 0-99 BK/IOUMTb BeAeHMe TpaccMpoBoKk Manager'a
quit 3aBepLmnTb AaHHyto ceccuto CLI
show MokasaTtb nHPopMmauuto o KoHoUrypaumm Syslog
start BK/tOuUMTL OTNPaBKY AaHHbIX Ha syslog-cepsep
stop BbIKNOUMTb OTNPABKY AAHHbIX Ha syslog-cepeep
userlog <IPADDR> IP-ampec B QopmaTe | BKAYMTb BbIBOA UCTOPUM BBEAEHHbIX KOMAHA,
AAA.BBB.CCC.DDD IPADDR — IP-aapec syslog-cepsepa
<PORT> 1-65535 PORT — noprt Syslog-cepsepa
<MODE> off/standart/full MODE — yposeHb feTann3aumm KypHana
BBEAEHHbIX KOMaHZ,:
off — He popmMpOoBaTb KypHaN BBEAEHHbIX
KOMaHA;
standart — B coobLeHUAX NepeaaeTcs HasBaHue
M3MEHEHHOIO NapameTpa;
full — B coobweHuAx nepeaaeTca Ha3BaHMe
M3MEHEHHOIOo NapameTpa M 3HaueHUs napameTpa
A0 ¥ nocie U3MeHeHuA
worker WORKER 0-99 BK/tounTb BegeHue TpaccupoBok Worker'a
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4.2.7.25 Pexcum KoHgpuaypupoeaHusa SBC Trunk

Onsa nepexopa B AaHHbIA peXMM HeobXoouMMO B peXume KOHPUrypupOBaAHWMA BbIMOAHWUTL KOMaHAY

trunk.

SBC1000-[CONFIG]> trunk
Entering SBC trunk mode.
SBC1000-[CONFIG]-TRUNK>

KomaHga MapameTp 3HauyeHue OelictBune

? MoKa3saTb NepeyeHb AOCTYMHbIX KOMaHZ,
add trunk [o6aBuTb HoBbIM SBC Trunk:

SBC_ TRUNK NAME CTpoka IOJIMHOM Mms TpaHKa

oo 63 CHMMBOJIOB
LOAD BALANCE MODE active-active/ Pexum 6anaHcnposku
B B active-backup

LOAD BALANCE TIMEOUT 5-65535 TarimayT 6anaHCMPOBKK, CEK

exit Mepexoa 13 4aHHOro NoAMEHI0
KOHQUTYpUPOBaHUSA Ha YPOBEHD Bbllle

quit 3aBepLUNTb JaHHYo ceccuto CLI
remove by id SBC_TRUNK_ID 1-65535 Ypanutb destination Ha 3agaHHOM
destination SBC_SIP_DESTINATION_POS 1-10 nosmumMmn U3 TpaHka no ID
remove by id SBC_TRUNK_ID 1-65535 Ypanute SBC trunk no ero ID
trunk
remove SBC_TRUNK INDEX 0-499 Ypanute destination Ha 3agaHHo
destination SBC_SIP DESTINATION POS 1-10 No3nLMKN U3 TPAHKa MO MHAEKCY
remove trunk SBC TRUNK ID 0-65534 Yaanutb SBC trunk no nHaekcy
set by id SBC_TRUNK_ID 1-65535 HasHaunTb destination Ha 3aaaHHON
destination SBCisIPiDESTINATIONiPOS 1-10 no3MumMKn TPaHKY Nno ID

SBC SIP DESTINATION ID 1-65535
set by id load | SBC TRUNK ID 1-65535 HasHaunTb no ID TpaHKa pexmm

balance mode

LOAD BALANCE MODE

active-active/
active-backup

6anaHCUpPOBKU

set by id load | SBC TRUNK ID 1-65535 HasHauuTb no ID TpaHKa TalimayT
balance 6anaHCUPOBKK, CeK

timeout LOAD BALANCE TIMEOUT 5-65535

set by id name | SBC_TRUNK ID 1-65535 HasHaunTb ums TpaHKy no ero ID

SBC_TRUNK_NAME

CTpoka IJIMHOM
o 63 CUMMBOJIOB

set SBC_TRUNK_INDEX 0-499 HasHaunTb destination Ha 3agaHHoOM
destination SBC SIP DESTINATION POS 1-10 No3MLUMM TPaHKY MO MHAEKCY

SBC SIP DESTINATION ID 1-65535
set load SBC TRUNK INDEX 0-65534 Ha3HaunTb No MHAEKCY TPAHKA PeXUM

balance mode

LOAD BALANCE MODE

active-active/
active-backup

H6anaHcMpoOBKM

set load SBC TRUNK INDEX 0-65534 Ha3HaunTb No MHAEKCY TPaHKa TanmayT
balance 6anaHCMPOBKM, Cek

timeout LOAD BALANCE TIMEOUT 5-65535

set name SBC TRUNK INDEX 0-65534 Ha3HaunTb MMA TPaHKY NO ero MHAEKCY

SBC_TRUNK_NAME

CTpoka IJIMHOM
IO 63 CHMBOJIOB

show info

MoKa3aTb HaCTPOWKM

show sip Moka3zaTtb cnMcoK goctynHbix SIP-
destination destination
list
swap by id SIP_TRUNK_ID 1-65535 MNomeHATb mecTamu destination'sl Ha
destination FIRSTisBcisIPiDESTINATIONiPOS 1-10 33/1aHHbIX NO3UUMAX B YKa3aHHOM trunk
SECOND SBC SIP DESTINATION POS | 1-10
swap SIP_TRUNK INDEX 0-499 MomeHaTb destination'sl Ha 3aAaHHbIX
destination FIRST SBC SIP DESTINATION POS 1-10 no3numaAx B ykasaHHom trunk
SECOND SBC SIP DESTINATION POS | 1-10
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4.2.7.26 KoHdgpuzypupoeaHue crnucKa 3anpeujéHHbIX KAueHmMCcKUX npusaoxeHuii

[na nepexona B AaHHbIN pexxUM He0BX0AUMMO B pemme KOHOUTYPUPOBaHUA BbINONIHUTL KOMaHAY user
agent.

SBC1000-[CONFIG]> user agent
Entering SBC user agent mode.
SBC1000-[CONFIG]-USER-AGENT>

KomaHpa

MapameTp

3HayeHue

Jeincreue

lNoKa3aTb nepeyeHb AOCTYNHbIX KOMaHA,

add

USER_AGENT

scan/

crack/

flood/

kill/

sipcli/
sipvicious/
sipsak/
sundayddr/

iwar/

SIVus/

Gulp/

sipv/

smap/
friendly-request/
VaxIPUserAgent/
VaxSIPUserAgent/
siparmyknife/
Test Agent/
SIPBomber/
Siprogue

[o6aBuTb 04MH U3 NpeaycTaHOBNEHHbIX User-Agent
B CMNCOK B/I0KMPYEMBIX

add other

USER AGENT NAME

CTpoka He IJIMHHEEe
31 cumMBOJIa

Lo6asuTb cBoto Macky User-Agent B cnncok

exit

Mepexos U3 LaHHOTO NOAMEHI0 KOHOUTYPUPOBAHUA
Ha YpOBEHb Bble

quit

3aBepLmnTb AaHHyto ceccuto CLI

user

remove by id

agent

USER_AGENT ID

1-65535

Ypanutb User-Agent n3 cnucka no ero ID

remove user
agent

USER_AGENT INDEX

0-65534

Ypanutb User-Agent 13 cnucka no ero MHAeKcy

show

MoKa3aTb CKOHGUTYPUPOBAHHLIN CMUCOK
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4.3

43.1

HacTpoiika KommyTtatopa SBC-2000/SBC-3000

HacTpolika npon3BoamMTCa U3 pexnma KoHOUryprMpoBaHUA KoMmyTaTopa.

SBC2000> config

Entering configuration mode.
SBC2000-[CONFIG]> switch
SBC2000-[CONFIG]-[SWITCH]>

Cmpykmypa Kommymamopa

Mpoueccop CRE

KommyTtatop
SBC-2000

SBC-2000

A

front-port 0 front-port 1 combo combo iMueBan naHenb
copper copper front-port 2 front-port 3
copper copper
combo combo
front-port 2 front-port 3
fiber fiber

KommyTtatop SBC-2000 nmeet uHtepdeicsl:

front-port — BHelwHWe ethernet-nopTbl KOMMYTaTOPa, KOTOPbLIE BbIBEAEHbI HA NNLEBYIO MAHENb.
MpuHnmaemsble 3Ha4YeHua: 0-3.

- noptbl 0.. 1 — megHble NOPTLI

- nopTbl 2 .. 3 — ONTUYECKME U MeLHble KOMOO-NOPTbI.

port-channel — rpynnbl arperaumm LAG front-port nHtepdeiicoe KommyTaTopa, MCNOb3YIOTCA B
cnyyae obbeguHeHMsa HeckonbKux front-port 8 LACP-rpynny.

MpuHMMmaemsble 3Ha4YeHua: 1-4.

host-port — BHYTpeHHMe NopTbl KommyTaTopa SBC-2000, npegHasHayeHHble AO1A CBS3M C
npoueccopom (CPU) SBC-2000.

MpuvHMMaemblie 3HaYeHua: 0—2.

host-channel — rpynna arperauuu LAG host-channel nHtep¢eicos kKommyTaTopa, AaHHan rpynna
BCEraa akTMBHa.
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MpuHumaemoe 3HaveHue: 1.

— Sm-port — BHYTpPeHHMe nopTbl KommyTatopa SBC-2000, npepHasHayeHHble ANnAa CBA3M C
cybmoaynamu SM-VP.

MpuHMMaembie 3Ha4YeHuA: 0-5.

Mpoueccop CREM

KommyTaTtop
SBC-3000

SBC-3000

&

front-port1 front-port2 combo combo AULEBan NaHenb
copper copper front-port 3 front-port 4
copper copper
combo combo
front-port 3 front-port 4
fiber fiber

KommyTtatop SBC-3000 nmeet uHtepdelicsl:

— front-port — BHelwHMe ethernet-nopTbl KOMMyTaTOPa, KOTOPblE BbIBEAEHbI HA IMLEBYHO NaHENb.
MpuHnMmaemsble 3HayYeHua: 1-4.

- noptol 1.. 2 —meaHble NOpPTbI;
- nopTbl 3 .. 4 — ONTUYECKMNE U MeAHble KOMBO-NOPTHI.

—  port-channel — rpynnol arperauumm LAG front-port nHTepdeicos KommyTaTopa, UCMNO/b3YIOTCA B
cnydae obbeanHeHUs HeckonbKux front-port 8 LACP-rpynny. NMpuHMMaemble 3HaYeHus: 1-4.

—  Cpu-port — BHYTPEHHMI NOPT KOMMyTaTopa Ana ynpasneHus SBC-3000. MpuHumaemble
3HayeHuA: 1.
— host-port — BHyTpeHHWE nNopTbl KommyTaTtopa SBC-3000, npeaHasHauyeHHble ANSA CBA3U C

npoueccopom (CPU) SBC-3000. MpuHMMaemble 3HaYeHus: 1-2.

— host-channel — rpynna arperauuu LAG host-channel uHTepdeicos KommyTaTopa, AaHHasA rpynna
BCerga akTueHa. [puHMMaemoe 3HadeHue: 1.

— Sm-port — BHYTpeHHMe nopTbl KommyTtaTtopa SBC-3000, npepHasHavyeHHble ANA CBA3M C
cybmoaynamu SM-VP. MpuHnumaemble 3HayeHus: 1-6.

Mpu paboTe c KOMMYTaTOPOM MUCNO/b3yeTcA 3HaYeHue unit number, pasHoe 1.
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4.3.2 KomaHOdbl ynpasneHus uimepgelicamu kommymamopa SBC-2000/SBC-3000
Ona SBC-3000 Heob6Xx0AMMO YyYNTbIBATb, YTO HYMepaLmMa NopToB H6blna M3MeHeHa, HadanbHbIl front-port = 1.

interface

[aHHasa KomaHaa No3BOJIAET NEPENTU B PEXMM KOHPUTYPUPOBaHUMA MHTepdeincoB KommyTaTopa SBC-
2000/SBC-3000.

CuHTaKcuc

interface <interface> <number>

MapameTpbl
<interface> — Tun nHTepodeiica:

— front-port — BHewHMe uHTepdelcbl KOMMYTATOPa;
— host-channel — rpynnbl arperaunu LAG host-channel nHtepdeiicos kommyTtatopa;
— port-channel — rpynnbl arperauunu LAG BHewWwHMX UHTepdelicoB KOMMYTaToOpa;

<number> — Homep nopTa:

— anafront-port:  <unit/port>, rae

= unit — Homep moayna SBC-2000, sceraa NnpuUHMUMAET 3HayYeHua 1;

*  port — Homep nopTa NpuHUMaeT 3HadeHus [0 .. 3] (nam 1.. 4 ana SBC-3000);
— ana host-channel: 1;
— anaport-channel: [1 .. 4].

MapameTp <number> MOXeT NpMHMMaTbL 3HauyeHue all gns HacTPOWKM cpasy BCex MOPTOB OA4HOro TUNa
nHTepdeicos.

shutdown

JaHHOM KoMaHAoM OTKAOYaeTca KOHOUIYpUpyeMmMblt MHTepdeic.
Mcnonb3oBaHWe oTpuLaTeNbHON GopMbl KOMaHAbI BKIOYAET KOHGUIYpUpPYEMBbI MHTepdeiC.
CuHTaKcUuc

[no] shutdown

MapameTpbl
KomaHpaa He coaepKuT aprymeHTOB.

Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]-[1if]> shutdown

KoHdurypupyembiit MHTEPDEC OTKIOUEH.
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bridging to

JaHHOM KOMaHAOM YyCTaHABMBAETCA pa3peLleHme Ha nepedadvy Tpadumka Mexay nHteppencamm.

Ncnonb3oBaHuMe oTpuLaTenbHon GopmMbl KOMaHAbl YCTaHAaBAMBAET 3anpeT Ha nepegady TpadurKa mexay
nHTepdericamm.

CuHTaKcuc

[no] bridging to <interface> <range>

MapameTpbl
<interface> — Tnn nHTepdeiica:

—  cpu-port;

— front-port — BHewHwne uplink-uHTepdeiichi;

— host-channel;

— host-port;

— port-channel — rpynnbl arperauuun LAG uplink-uHtepdelticos;
—  sm-port;

<range> — HoMep NopTa/NopPTOB, C KOTOPbIMU paspeLleH obmeH TpaduKa:

—  Ansa cpu-port: <1/0>, rae:
— ansa front-port: <unit/port>, rae:

* unit — Homep MmoayAns, NPUHMMAET 3HayeHue [1],

* port — Homep nopTa, NnpuHUMaeT 3HadeHus [0 .. 3];
— ana host-channel: [1];
— Aana host-port:

" unit — HoMmep MoayAns, NPUHMMAET 3HauyeHue [1],

* port — Homep nopTa, NpMHUMaET 3Ha4YeHus [0 .. 2];
— anaport-channel: [0 .. 4];
— Aanasm-port: [0.. 15].

* unit — HoMmep MmoayAns, NPUHMMAET 3HauyeHue [1],

* port — Homep nopTa, NpMHUMaeT 3HadyeHus [0 .. 5].

Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]-[if]> bridging to front-port all

flow-control

[aHHOW KOMaHAOW BKAOYAETCA/OTKNIOYAETCA MEXaHM3M YNpaBAeHMA NOTOKOM nepegaun aaHHbix (flow control)
Ha KOHUrypmpyemom uHTepdeice. MexaHmsm flow control nossonset KOMNeHCMPOBaTb PA3IMYMNA B CKOPOCTU
nepefatyMka M npuvemHuKa. Ecam obbem TpaduKa NPEBbICUT OnNpeaeneHHbI YpOoBeHb, NPUEMHUK byaert
nepeaasaTtb Kaapbl, MHGopmMmupylolMe NepesaTtiMk 0 HeobXoAMMOCTM yMmeHbleHua obbema TpaduKa, ansa
CHUMKEHMA 4mucna MNoTepsHHbIX NakeToB. [NA peanus3aumy AaHHOTO MexaHM3Ma Heobxogumo, 4Tobbl Ha
yAaneHHOM YCTPOMCTBE TaKKe NoaaepKuneanach ata GyHKUMA.

CuHTaKcuc

flow-control <act>
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MapameTpbl
<act> — Ha3Havaemoe gelcTBume:
— ONn — BK/IIOYUTD,
—  off — BbIKAOYUTD.
3HayeHue N0 YyMON4YaHUIO
off
Mpumep

‘ SBC2000-[CONFIG]-[SWITCH]-[if]> flow-control on

frame-types

KomaHpaa no3sosfeT Ha3HauuTb onpeaeneHHble NpaBuaa NnpMema NakeTos AnA uHTepdeiica:
—  NPUHUMATb TErMPOBaAHHbIE U HETEMMPOBAHHbIE NaKeTbl;
—  NPUHUMATb TO/bKO NakeTbl c Terom VLAN.

CuHTaKkcuc

frame-types <act>

MapameTpbl
<act> — HasHa4yaemoe AeincTBume:
— all — npyHMMmaTb TErMpoBaHHbIE N HETETMPOBaHHbIE MAKETbI;
— tagged — npuHMMaTbL TO/IbKO NakKeTbl c Terom VLAN.
3HayeHue No YMONYaHUIO
NPUHUMAIOTCA BCE NAKETbI (TErMPOBAHHbIE U HETErMPOBAHHbIE)

Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]-[if]> frame-types all

Ha KoHoUrypmpyembix nopTax paspeLlleH npMem HeTerMpoBaHHOro TpaduKa.

speed

[aHHOW KOMaHAOW yCTaHAB/IMBAETCA 3HAYEHNE CKOPOCTU ANA KOHOUTYpUpyemoro nHTepdeiica.

KomaHgolt yctaHaBanBatoTca cneaytolme pexknmbl: 10 Méut/c, 100M6ut/c, 1000 Méut/c. Mpwu ycraHosKke 10
M6uT/c, 100M6uT/Cc He0bX0AMMO YKa3aTb pexnm paboTbl NpuemonepeaaTymKka: AynaeKc, noayayniexc.

CuHTaKcuc

speed <rate> [<mode>]

MapameTpbl
<rate> — 3HayeHue ckopoctu: 10M; 100M; 1000 M6uT/c;
<mode> — pexum paboTbl NpuemonepenaTymKa:

— full-duplex — aynnekc;
— half-duplex — nonyaynnekc.
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Mpumep

‘ SBC2000- [CONFIG] - [SWITCH]-[if]> speed 10M full-duplex

YCcTaHOBAEH CKOPOCTHOW pexkum nHtepderica 10M6uT/c, ayniexc.

speed auto

JaHHOW KOMaHAOoM yCTaHaBANBAETCA 3HAYEHNE CKOPOCTU AN KOHOUTYpUPYyeMOro uHTepderica aBToOMaTUYECKH.
CuHTaKcuc

speed auto

MapameTpbl
KomaHaa He cofeprKUT aprymeHTOB.

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[if]> speed auto

CKOpOCTb AnAa nopTa 6YAET YCTaHaB/IMBATbCA aBTOMATUYECKU.

show interfaces configuration

JaHHOM KoMaHAOoM OCyLLEeCTBAAETCS NPOCMOTP KOHbUrypaumm nHtepdpencos kommyTtaTopa SBC-2000.
CuHTaKcUuc

show interfaces configuration <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdodeica:

— front-port — BHewHwne uplink-uHTepdeiichl;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHewHMx uplink-nHTepdeicos;
- sm-port;

<number> — Homep nopTa:

— all — Bce nopTbl BbIBpaHHOro MHTEpdEIiCa;
— pna front port: <unit/port>, rae:

*  unit — Homep MoayNA, NPUHUMAET 3HadyeHus [1],

*  port — HOMep NopTa, NPUHUMAET 3HadyeHus [0 .. 3];
— ana host-channel: [1];
— Aana host-port:

*  unit — HoMep MoayNA, NPUHUMAET 3HavyeHme [1],

*  port — HOMep NopTa, NPUHUMAaET 3HaveHus [0 .. 2];
— ana port-channel: [0 .. 4];
— Aanasm-port: [0.. 15].

*  unit — HoMep MoaynA, NPUHUMAET 3HavyeHme [1],

*  port — HOMep NopTa, NPUHUMAET 3HayeHus [0 .. 5].

194 lNoepaHuyHble KOHMposnepsl cecculi SBC



HELTEX

Mpumep
SBC2000- [CONFIG]-[SWITCH]> show interfaces configuration front-port all
Port Duplex Speed Neg Flow Admin
control State
front-port 1/0 Full 10 Mbps Enabled Off Up
front-port 1/1 Full 10 Mbps Disabled Off Up
front-port 1/2 Full 10 Mbps Enabled Off Up
front-port 1/3 Full 10 Mbps Enabled Off Up
SBC2000- [CONFIG]-[SWITCH]>

show interfaces status

[aHHaa KomaHAa No3BoAAET NPOCMOTPETb MHPOPMALLMIO O COCTOAHUN UHTepdelica, rpynnbl HTepdeiicos.

CuHTaKcuc

show interfaces status <interface> <number>

MapameTpbl
<interface> — Tnn nHTepodeica:

— front-port — BHewHwne uplink-uHTepdeiicsi;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHeLwwHUX uplink-uHTepdeincos;
- sm-port;

<number> — Homep nopTa:

— all — Bce nopTbl BbIOpaAHHOIO MHTEpPdENCa;
— pna front port: <unit/port>, rae:

*  unit — Homep MoAyNA, NPUHUMAET 3HadveHus [1],

* port — HOMep NopTa, NPUHUMAET 3HayeHus [0 .. 3];
—  ana host-channel: [1];
— Aana host-port:

*  unit — HoMep Moayns, NPUHUMAET 3HavyeHme [1],

*  port — HOMep NopTa, NPUHUMAET 3HadyeHus [0 .. 2];
— ana port-channel: [0 .. 4];
- Ansa sm-port:

*  unit — Homep MoaynsA, NPUHUMAET 3HadeHue [1],

*  port — HOMep NopTa, NPUHUMAET 3HayeHus [0 .. 5].

Mpumep
SBC2000-[CONFIG]-[SWITCH]> show interfaces status front-port all
Port Media Duplex Speed Neg Flow Link Back
control State

Pressure
front-port 1/0 N/A N/A N/A N/A N/A Down N/A
front-port 1/1 copper Full 10 Mbps Disabled Off Up Disabled
front-port 1/2 copper Full 100 Mbps Enabled Off Up Disabled
front-port 1/3 N/A N/A N/A N/A N/A Down N/A
SBC2000- [CONFIG]-[SWITCH]>
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show interfaces counters

JaHHaA KomaHza No3BoAAET NPOCMOTPETb CHETYMKM MHTepdelica v rpynnbl MHTepPEnCcos.

CUHTaKcuc

show interfaces counters <interface> <number>

MapameTpbl

<interface> — Tnn nHTepdeiica:

cpu-port;

front-port — BHewHwue uplink-uHTepdeico;

host-channel;

host-port;

port-channel — rpynnbl arperaumn LAG uplink-nHtepdeiicos;
sm-port;

<range> — HoMep NopTa/NopPTOB, C KOTOPbIMU paspeLleH obmeH TpaduKa:

Mpumep

Aans cpu-port: <1/0>, rae:
ansa front-port: <unit/port>, rae:
* unit — Homep MmoayAns, NPUHMMAET 3HayeHue [1],
* port — Homep, NopTa npMHUMaeT 3HayeHus [0 .. 3];
ana host-channel: [1];
ansa host-port:
* unit — Homep, moayns, NPUHMMAET 3HauYeHue [1],
*  port — Homep nopTa, NpMHUMaeT 3Ha4YeHus [0 .. 2];
ans port-channel: [0 .. 4].
ans sm-port:
" unit — HoMep MoayAns, NPUHMMAET 3HauyeHue [1],
* port — Homep nopTa, NpMHUMaeT 3HadyeHus [0 .. 5].

SBC2000-[CONFIG]-[SWITCH]> show interfaces counters front-port

MAC MIB counters receive

MAC MIB counters sent

all

Octets recv

65685375
210652881
0

Port UC recv MC recv BC recv
front-port 1/0 0 0 0
front-port 1/1 436940 6297 9289
front-port 1/2 1422764 6077 41999
front-port 1/3 0 0 0

Octets sent

96955149
17450454
0

Port UC sent MC sent BC sent
front-port 1/0 0 0 0
front-port 1/1 455819 6087 42006
front-port 1/2 148842 6280 9296
front-port 1/3 0 0 0
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4.3.3 KomaHObl HacmpoliKu 2pynn azpe2ayuu

channel-group

JaHHo KomaHaoi fobasnatotca uHTepdericel FRONT-PORT B rpynny arperauuu.

Ncnonb3oBaHue oTpuuatenbHon ¢opmbl KomaHabl (no) ypanser uHTepdeicsl FRONT-PORT u3 rpynnbl
arperauum.

CuHTaKcuc
channel-group <id> [force]
no channel-group
MapameTpbl

<id> — nopsaKoBbIN HOMEpP rPYNNbl arperaLmm, B KOTopyto byaeTt obasneH NOpPT, NPUHUMAET 3HaYEeHUA
[1..4];

— [force] — HeobsA3aTeNnbHbIM NapameTp, NPUHUMAET 3HAYEHUE;
— force — o3HavaeT HbITb COBMECTUMbIM C OCTa/IbHBIMW YNEHAMM TPYNMbI.

Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> channel-group 1

Bce noptbl uplink 06beguHeHb! B rpynnbl 1.

lacp mode

JaHHaa KomaHaa no3sonser Bbl6paTb PeXnM arperatimn KaHanoB:

— Passive — B 3TOM perKMme KOMMYTaTOp He MHWULMMPYET CO34aHue JIOTMYEeCKOro KaHana, Ho
paccmatpusaeT Bxoaalwme naketol LACP;

— Active — B 3TOM pexume Heobxoaumo chOpPMMPOBATb arperMpoBaHHYD JIMHUIO CBA3M U
MHULMNPOBATb COrNacoBaHme.

O6begmHeHMe NNMHKUI cBA3M GOpMUpPYETCA, eCn Apyran CTOpoHa paboTtaeT B perknumax LACP active nnum passive.

Ucnonb3osaHue OTpMLI,aTeﬂbHOl\;I d)OprI KOMaH4bl (no) YCTaHaB/IMBAET pPexXunm arperaymnn KaHaaos no
YMOYaHUIO.

CuHTaKcUuc
lacp mode <name>
no lacp mode
MapameTpbl
<name> — pexum:
— active;
—  passive.
3HauyeHue No YyMONYaHUIO
active

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[if]> lacp mode active

Ha HacTpanBaemblX MOPTax BKAKOYEH peXMM arperaumm KaHaaos «active».
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lacp port-priority

JaHHOl KoMaHAol ycTaHaB/AMBAETCA NMPUOPUTET ANA HacTpamMBaemoro nopta. MNpuopuTeT ycTaHaBAMBaeTcA B
AnanasoHe [1.. 65535]. MpuopuTeT co 3HadeHMem 1 cuntaeTca HaUBbICLLIUM.

Ncnonb3oBaHue oTpuLaTenbHon ¢opmbl KOMaHAbI (NO) ycTaHABAMBAET 3HAYEHME NPUOPUTETA MO YMONYAHMIO.
CuHTaKcuc

lacp port-priority <priority>

no lacp port-priority
MapameTpbl

<priority> — npuopuTeT AN AaHHOro NopTa NpUHMUMaeT 3HadveHua [0 .. 65535].
3HayeHue No YyMON4YaHUIO

ON1A BCeX NOPTOB YCTaHOBAEH npuoputeT 32768
KomaHgHbli1 pexxum

INTERFACE FRONT-PORT
Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> lacp port-priority 256

Ha HacTpanBaemblix nopTax yCTaHOBAEH NpUoOpUTET nopTa 256.

lacp rate

JaHHOM KoMaHAoM 3a4aeTCss MHTEPBa Nepeaayn ynpasBastowmx naketos npotokosaa LACPDU.

Ncnonb3oBaHue oTpuuaTesibHOM Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET WMHTEpPBan Mnepeayy ynpaBastowmx
naketos npotokosa LACPDU no ymon4yaHwutio.

CuHTaKcuc
lacp rate <rate>

no lacp rate

MapameTpbl
<rate> — MHTepBan nepegayu:
— fast — uHTepBan nepepaun 1 cekyHaa;
— slow — uHTepBan nepegaun 30 cekyHA.
3HaueHue N0 YyMON4YaHUIOo
1 cekyHaa (fast)
KomaHgaHbI! pexxum
INTERFACE FRONT-PORT
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp rate slow

YcTaHOBNEH MHTEepPBaA nepegaym ynpasaawowmx naketos LACPDU B 30 cekyHA.
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4.3.4 KomaHOdbl ynpasnaeHua uHmepgelicamu VLAN

pvid

[aHHOWN KomaHaoM ycTaHaBAMBaeTcA 3HadyeHne VID no ymon4aHuo A8 NakeTos, NPUHUMAEMBbIX MOPTOM.

Mpwn nocTynaeHun HeTermMpoBaHHOro Maketa WaM naketa co 3HavyeHunem VID B VLAN-Tere, paBHbim O, nakety
npuceamnsaeTca 3HavyeHune VID, pasHoe PVID.

CuHTakcuc
pvid <num>apameTpbl
<num> — naeHTndUKaunoHHbIiM Homep VLAN nopTa ycTaHaBaMBaeTca B AnanasoHe [1 .. 4094].
3HayeHue No ymon4yaHuio
PVID=1
KomaHgHbli1 pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

| SBC-2000- [CONFTG] - [SWITCH]-[if]> pvid 5

KoHourypmpyemomy nopTy HasHayeH PVID 5.
4.3.5 KomaHObl Hacmpoliiku STP/RSTP

spanning-tree enable

JaHHoM KomaHaoM GyHKums STP paspelueHa Ha KOHOUTrypupyemom nHtepdeliice.
Ncnonb3oBaHMe oTpuuaTenbHon dopmbl KoMaHabl (no) 3anpewaeT STP Ha uHTepdelice.
CuHTaKkcuc

[no] spanning-tree enable
MapameTpbl

KomaHgaa He cofiepsKuUT apryMeHToB.
KomaHgaHbIi pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[if]> spanning-tree enable

®yHKuma STP BKtoueHa ans scex front-port.
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spanning-tree pathcost

JaHHON KomaHaon pns KoHdUrypupyemoro WHTepdeica ycTaHaBAMBaEeTCA LEHHOCTb NyTM gnsa paboTobl
npoTtokona STP.

Ncnonb3oBaHuMe oTpuLaTenbHOM GopMbl KOMaHAbI (N0O) yCTaHaBAMBAET 3HaUYEeHME LLEeHHOCTU NYTU MO YMOAYaHMUIO.
Mo ymonyaHuio yctaHoBAeHO 3HaveHue 0.
CuHTaKcuc
spanning-tree pathcost <pathcost>
no spanning-tree pathcost
MapameTpbl

<pathcost> — LeHHOCTb NyTH, NpMHMMaEeT 3HaveHus [0..200000000].

3HayeHue No YyMON4YaHUIO
3HavyeHue ueHHocTn Nyt =0
KomaHgHblii pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> spanning-tree pathcost 1

YcTaHoBAEHA UeHHOCTb nyTh 1.

spanning-tree priority

[aHHOW KOMaHAOW ANa KOHOUTYPUpPYeMOoro nopTa yCcTaHaBAMBaeTCA NPUOPUTET A5 paboTbl npoTokona STP.

Ncnonb3oBaHWe oTpuuatenbHol Gopmbl KOMaHAbl (NO) ycTaHaBAMBAET NPUOPUTET ANA PaboTbl NpoTokona STP
no ymon4yaHuio. No ymonyaHuto yctTaHOBAEHO 3HaYeHne 128.

CuHTaKkcuc
spanning-tree priority <priority>
no spanning-tree priority
MapameTpbl
<priority> — npuopuTeT, NpMHMUMaET 3HayeHuMA KpaTHo 16 [0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240].
3HaueHue N0 YyMON4YaHUIOo
128
KomaHgaHbI! pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> spanning-tree priority 144

YctaHosneH npuoputeT 144,
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spanning-tree admin-edge

[aHHO KOMaHZOW YyCTaHaB/AMBAaETCA TUN coegMHEeHUs Kak edge-IMHK B CTOPOHY XocTa. B aTom cnyyae npwu
NogHATUN IMHKA Ha MHTepdeice aBTOMaTUYECKKN paspeLlaeTca nepesaya gaHHbIX.

Ncnonb3oBaHue oTpuLaTenbHON Gopmbl KOMaHZAbI (NO) BOCCTaHABAMBAET 3HAYEHUS MO YMOIHAHMIO.
CuHTaKcuc

[no] spanning-tree admin-edge
MapameTpbl

KomaHga He coaepKUT aprymeHToB.
3HayeHue No YyMON4YaHUIO

off
KomaHgHbli1 pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL
Mpumep

‘ SBC2000- [CONFIG] - [SWITCH]-[if]> spanning-tree admin-edge

[na KoHPUryprpyemoro nopTa BKAKOYEH TUN coeanHeHnn edge-IMHK.

spanning-tree admin-p2p

ﬂ,aHHOVI KOMaHAOVI YCTaHaB/MBAETCA TUN onpeageneHnAa coeanHeHnAa p2p.

Mcnonb3oBaHWe oTpuLaTenbHoN Gopmbl KOMaHAbI (NO) ycTaHABAMBAET TMN ONpese/ieHnn coeanHeHnsa p2p no
YMO/IYaHMIO.

CuHTaKcuc

spanning-tree admin-p2p <type>
no spanning-tree admin-p2p

MapameTpbl
<type>— T1n onpegeneHunsa coegmMHeHuA:

— auto — onpegeneHne NPONCXoamT Ha ocHoBaHuK BPDU;
— force-false — npuMHyaAUTENBHO YCTAHOBUTL IMHK KaK He pP2p;
— force-true — npUHYANTENBHO YCTAHOBUTb JIMHK KaK p2p.

3HaueHu1e No YMOYaHUIO
onpeaeneHne TMNa coegmHeHna p2p NPonCcXoauT Ha ocHoBaHMK BPDU
KomaHaHbIi pexkum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

‘ SBC2000- [CONFIG] - [SWITCH]-[if]> spanning-tree admin-p2p auto

[na KoHPUrypmpyemoro nopTta onpegeneHue TMna coegmHeHuUsa p2p NPoncxoamuT Ha ocHosaHuu BPDU.
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spanning-tree auto-edge

[JaHHON KOMaHAOW YyCTaHaB/AMBAEeTCA aBTOMATMYECKOe onpegeneHue 6pugxKa Ha KOHPUrypupyemom
nHTepdeice.

Mcnonb3oBaHWe oTpuuatenbHo ¢opMbl KOMaHAb! (NO) OTK/OYAEeT aBTOMaTUYECKOE onpegeneHne 6puaxxa Ha
KoHUrypmpyemom nHtepdeice.

Mo ymonyaHuto GyHKLMA «aBTOMaTUYECKOe onpegeneHune bpmnaka» BKAOYEHaA.
CuHTaKcuc
[no] spanning-tree auto-edge
MapameTpbl
KomaHga He cofepKUT aprymMmeHTOB.
KomaHgHbli1 pexxum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> spanning-tree auto-edge

dYHKUMA «aBTOMATUYECKOE OnpeaesneHmne bpuaska» BKAOYEHaA.
4.3.6 KomaHOobl Hacmpoiiku MAC-mab6nuybi

mac-address-table aging-time

[aHHOol KoMaHAol ycTaHaBAUBaeTcA BpemMa }u3Hu MAC-agpeca B Tabsvue rnobanbHo.

Mcnonb3oBaHue oTpuuaTenbHoi ¢opmbl KoMaHgbl (no) ycTaHaeivBaeT Bpems XusHu MAC-agpeca no
YMO/IYaHMIO.

CuHTaKcUuc
[no] mac-address-table aging time <aging time>
no mac-address-table aging time

MapameTpbl

<aging time> — Bpems Xu3Hu MAC-agpeca, npuHumaeT 3HauyeHus [10 .. 630] cekyHA.

3HaueHue N0 YyMON4YaHUIo
300 cekyHA,
KomaHgaHbI! pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mac-address-table aging-time 100
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show mac address-table count

[aHHaa KomaHaa No3BoIAET NPOCMOTPETb Koanyectso 3anuceit MAC-agpecos Ha Bcex front-port nHtepdeiicax,
port-channel uHtepdeiicax, slot-channel uHrepdeiicax.

CuHTaKemnc

show mac address-table count
MapameTpbl

KomaHga He coaepKUT aprymeHToB.
KomaHgHbIi1 pexxum

CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show mac address-table count
17 valid mac entries

show mac address-table include/exclude interface

[aHHas KomaHaa No3BosifAeT NPocMmoTpeTb Tabanuy MAC-aapecoB B COOTBETCTBUM C 3a4aHHbIM UHTepdeincom.
CuHTaKcuc

show mac address-table include/exclude interface <interface> <number>
MapameTpbl

<interface> — Tnn nHTepdodeica:

— front-port — BHewHwne uplink-uHTepdeiicsi;
— host-channel;
— port-channel — rpynnbl arperaumm LAG BHeLwwHMX uplink-uHTepdencos;

<number> — Homep nopTa:

all — Bce nopTbl BbIOpAHHOrO MHTEpdECa;
ansa front port: <unit/port>, rae:
*  unit — Homep MoAyNA, NPUHUMAET 3HadyeHus [1],
*  port — HOMep NopTa, NPUHUMAET 3HayeHus [0 .. 3];
—  ana host-channel: [1];
ans port-channel: [0 .. 4].

KomaHZaHbIi pexkum

CONFIG-SWITCH
4.3.7 KomaHObI 019 HACMPOLiKU 3epKanuposaHus Nnopmos

mirror <rx[tx> interface

[JaHHOM  KOMaHAOW  BK/AOYaeTca  onepauma  3epKa/MpoBaHMA Ha  MopTax  KommyTtatopa  Aad
BxoAdAllero/ucxoasuiero TpadpuKa.

3epKannpoBaHMe NOPTOB NO3BOAAET KONMPOBATh TPAadUK, MAYLWMIA OT OAHOrO NOPTa Ha APYroi, ANA BHELWHEro
aHanusa.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAb! (NO) BbIK/AOYAET Onepaumio 3epKaanmpoBaHus.
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CuHTaKcuc
[no] mirror <rx|tx> interface <port> <num>
MapameTpbl
<rx|tx> — T1n Tpaduka:
— X — BXOAALLNA;
- tx — ucxopawmis;
<port> — Tnn nHTepdodeiica:

— front-port — BHewHwue uplink-uHtepodeiicsi;
— host-channel — nHTepdelicol gnsa noagknoveHna nHTepdencHoix moaynen;

—  host-port;
— port-channel — nornyeckoe obbeanHeHne BHewWHUX uplink-nHTepdencos;
—  sm-port;
<num> — TMOPAAKOBbLIA HOMep MnopTa 3afaHHOW rpynnbl (MOXHO YKasaTb HECKOJIbKO MOpTOoB

nepevyncneHnem 4yepes «,» nmbo Anana3oH NopToB Yepe3 ((-)))Z

— «all» — Bce nopTbl gaHHOM rpynnbi;

<interface> — Tnn nHTepodeica:

— front-port — BHewHwne uplink-uHTepdeiicsi;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHeLwwHMX uplink-nHTepdencos;
- sm-port;

<number> — Homep nopTa:

— all — Bce nopTbl BbIOpAHHOIO MHTEpPdENCa;
— pna front port: <unit/port>, rae:
— unit — Homep Moayns, NPUHUMAET 3HadveHus [1],
—  port — HoMep nopTa, NPUHUMAET 3HayeHus [0 .. 3];
— ana host-channel: [1];
— Aana host-port:
—  unit — Homep Moayns, NPMHUMAET 3HadyeHue [1],
—  port — HoMep nopTa, NPUHUMAET 3HadeHus [0 .. 2];
— ana port-channel: [0 .. 4];
- Ana sm-port:
—  unit — Homep MoaynA, NPUHUMAET 3HaveHue [1],
— port — Homep nopTa, NPUHUMAET 3HadyeHus [0 .. 5].

KomaHgHbli1 pexxum
CONFIG-SWITCH
Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]> mirror rx interface front-port 1/3

Ona Bxogauero TpadmKa, noctynatowiero Ha uHTepdeiicol front-port 1/3, BKAoyeHa onepaums

«3epKannpoBaHMa NopToB». Tpadumk KonupyeTtca ¢ nopTos slot-port Ha NnopT-aHanAn3aTop, YyCTaHOBAEHHbIN
KOMaHAHOM «mirror rx analyzer».
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mirror <rx[tx> analyzer

JaHHaa KomaHaa no3BONSET YCTaHOBWUTb MOPT, Ha KOTOpbIA ByayT AybaMpoBaTbCs MaKeTbl ANA aHaAu3a,
BXoaALlero/mcxoasuiero TpaduKa c NOPTOB, YCTAHOBIEHHbIX KOMaHAO0M mirror rx port/ mirror tx port.

Mcnonb3oBaHne  oTpuuatenbHol  Gopmbl  KOMaHabl  (NO)  OTK/AOMaeT  aHaAM3  nepenaBaemoro
BXxoadALlero/mcxoaauiero tpapuKa.

CuHTaKcuc

[no] mirror <rx|tx> analyzer <interface> <port>

MapameTpbl
<rx|tx> — TMn TpaduKa:

— X — BXOZALLNIA;
- tx — ncxogawmis;

<interface> — Tun uHTepdelica. B KauyecTBe nopTa-aHaAM3aTOpa MOMYT WMCMO/Ib30BATLCA TOJIbKO
nHtepdelicol front-port, port-channel;

<port> — nopsaKoBbIi HoMep nopTa rpynnbl front-port B dopmate <unit/port>, rae:
— ansa front port: <unit/port>, rae:
" unit — Homep MmoaynA, NPUHUMAET 3HaYeHuA [1],
"  port — Homep nopTa, NPUHUMaET 3HadeHus [0 .. 3];
— anaport-channel: [0 .. 4].
KomaHgHblii pexxum

CONFIG-SWITCH
Mpumep

‘SBCZOOO—[CONFIG]—[SWITCH]> mirror rx analyzer front-port 1/2

[aHHble AnA BHewWwHero aHanusa 6yayt aybavposaTtbca Ha front-port 1/2 ¢ noprta/noptos, Ha
KOTOPOM/KOTOPbIX YCTaHOB/IEHA OMLMA «3EPKaIMPOBaHUE BXOAALLEro TpaduKa».

mirror add-tag

[daHHana KomaHga pobasnser meTky 802.1q K aHanuMsmMpyemomy TpaduKy. HacTpolika 3HauyeHua meTku (Tera)
BbIMONHAETCA KOMaHAHOM mirror <rx/tx> added-tag-config.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAb! (NO) yaanser Ter.

CuHTaKcuc
[no] mirror add-tag
MapameTpbl
KomaHaa He cofiepKuUT apryMeHTOB.
KomaHgaHbI! pexxum
CONFIG-SWITCH
Mpumep

SBC2000~-[CONFIG]-[SWITCH]> mirror add-tag
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mirror <rx|[tx> added-tag-config

[JaHHaa KomaHAa MNo3BO/AET YCTAaHOBWUTb 3HAYEHWE METKWU, KOTOPOe MOXKHO [00aBUTb K aHaAM3MpyemMomy
BXxogsliemy/mcxogaliemy Tpadpuky.

CuHTaKcKnc
mirror <rx|tx> added-tag-config vlan <vid> [user-prio <user-prio>]
MapameTpbl
<vid> — naeHTMdmKauMoHHbIn Homep VLAN, npuHUMaeT 3HavyeHua ot [1 .. 4094];
<user-prio> — npuoputet COS, npuHMUMaeT 3HadeHus ot [0 .. 7].
KomaHgHbli1 pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx added-tag-config vlan 77 user-prio 5

mirror <rx[tx> vlan

KomaHgoi 3agaetca VLAN ID, KoTopblii 6yaeT MCNonb30BaTbCA B ONepaLmmn 3epKanpoBaHUSA Npu nepegaye
BxogAwero/mcxogauwero tpaduka.

CuHTaKcuc
[no] mirror <rx|tx> vlan <vid>
MapameTpbl
<rx|tx> — TMn TpaduKa:
— X — BXOAALWMN;
- tx — ncxopawmin;
<vid> — naeHTMdmKauMoHHbIn Homep VLAN, npuHMmaeT 3HavyeHua [1..4094].
KomaHpgHblii pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx vlan 56

4.3.8 KomaHOwbI 0aa Hacmpoliku ¢pyHKyuu SELECTIVE Q-IN-Q

[na BbinonHeHMA obwux Hactpoek ¢yHKuMM Selective Q-in-Q npegHasHayeH KOMaHAHbIA peXUm
SELECTIVE Q-IN-Q COMMON. [ina ycTaHOBKM cnucKa npasun Selective Q-in-Q npegHasHauyeH KOMaHAHbIM peXum
SELECTIVE Q-IN-Q LIST.

®yHKuma SELECTIVE Q-IN-Q no3BonseT Ha 0CHOBE CKOHPUIYPUPOBAHHbIX NPaBua GMAbTPaALLMM NO HOMEPaM
BHyTpeHHUX VLAN (Customer VLAN) npoussoantb gobasneHue BHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakXe 3anpewaTtb NpoxoxaeHne Tpadpmka.

206 lNoepaHuyHble KOHMposnepsl cecculi SBC



HELTEX

add-tag

[aHHoM KomaHaoMn aobaBnseTcAa BHEWHAS MEeTKa Ha OCHOBAHUW BHYTPEHHEN.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (N0) yaanaeT ycTaHOBNEHHOe NPaBuIo.
CuHTaKcuc

[no] add-tag svlan <s-vlan> cvlan <c-vlan>

MapameTpbl
<s-vlan> — Homep BHeLWHEeN MeTKK1, NPUHMMaET 3HavyeHus [1..4095];

<c-vlan> — Homep/HOMepa BHYTpeHHeN MeTKU, NpUHUMaeT 3HadeHna 1-4094. Cnucok C-VLAN 3agaetca
yepes «,».

KomaHgHbli1 pexxum

SELECTIVE Q-IN-Q

overwrite-tag

JaHHoM KomaHaoM npounssoantca nogmeHa CVLAN B TpebyeMom HanpaBAeHUW.
Mcnonb3oBaHue oTpuLaTeNbHON Gopmbl KOMAHAbI (NO) yAaNAeT yCTaHOBIEHHOE NPaBUIo.
CuHTaKcUuc
[no] overwrite-tag new-vlan <new-vlan> old-vlan <old-vlan> <rule_direction>
MapameTpbl
<new-vlan> — HoBbI Homep VLAN, npuHnmaeT 3HaueHusa [1..4095];
<old-vlan> — Homep VLAN, KOTOpbI HY*KHO NOAMEHUTb, MPUHUMAET 3HadYeHus [1 .. 4094];
<rule_direction> — HanpaBneHwue TpaduKa:
— Ingress — Bxogawmi;
— Egress — ncxogawmi.
KomaHgHblii pexxum

SELECTIVE Q-IN-Q

remove

[aHHoM KoMaHAoM NponsBoANTCA yaaneHue npasuaa Selective Q-in-Q no 3agaHHoMy Homepy.
CuHTaKcUuc

remove <rule_index>

MapameTpbl
<rule_index> — Homep npaBuna, NpuHMMaeT 3HadveHus [0 .. 511].
KomaHgHblit pexxum

SELECTIVE Q-IN-Q
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clear

[aHHoW KomaHaoM yaansatoTca Bce npasuaa Selective Q-in-Q.
CUHTaKcuc

clear

MapameTtpbl
KomaHga He coaepKUT aprymeHToB.
KomaHgHbli1 pexxum

SELECTIVE Q-IN-Q

selective-qinqg enable

JaHHON KoMaHAoM Ha KoHOUrypupyemom nHTepdeiice kommytaTopa SBC-2000 BkatovaeTca PpyHKums Selective
Q-in-Q. Ucnonb3oBaHue oTpuuatenbHoli ¢opmbl KomaHabl (no) oTkAYaeT ¢yHKumio Selective Q-in-Q Ha
WHTepdeiice.

CuHTaKcuc

[no] selective-qging enable
MapameTpbl

KomaHaa He cofepKuT apryMmeHTOB.
KomaHgHblii pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL

selective-qing list

[JaHHOM KomaHaoW KoHourypupyemomy uHTepdency KommytaTtopa SBC-2000 HasHayaeTcAa CNMCOK MnpaBun
Selective Q-in-Q.

Mcnonb3oBaHwme oTpuuaTensHon Gopmbl KOMaHAbI (NO) yaanAeT NpuUBA3KY.
CuHTaKkcuc
selective-qing list <name>
no selective-qing list
MapameTpbl
<name> — uMs cnncka npasun Selective Q-in-Q.
KomaHgaHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

show interfaces selective-qing lists

aHHOM KOMaHAOoM OCyLEeCcTBASETCA MPOCMOTP MHbOpMaLMM O cocToaHuM ¢yHKumm “Selective Q-in-Q” Ha
Jil yLL p p pmal, YHKLL,
nHTepdeicax KommyTaTopa.

CuHTaKcuc

show interfaces selective-qing lists
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4.3.9 Hacmpolika npomokoaa DUAL HOMING

backup interface

[aHHON KOMaHAOM yKa3blBaeTcA pe3epBHbI MHTepdelic, Ha KoTopbI ByaeT NPOMCXoAMTb NepeK/toYeHmne npu
notepe CBA3W Ha OCHOBHOM. BK/toueHWe pe3epBMPOBaHMA BOSMOMXKHO TOMIbKO Ha Tex MHTepdeicax, Ha KOTOpbIX
otkntoveH npotokoa SPANNING TREE.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) yaanaeT HaCTPOMKY C MHTepdeiica.
CuHTaKcuc
[no] backup interface <INTERFACE> <INDEX> vlan <VLAN_ID_RANGE>
MapameTpbl
<INTERFACE> — T1n unHtepdelica:
— front-port — BHewHwWe nHTEpdelichl;
— port-channel — rpynnbl arperaunu LAG BHewHux uplink-uHTepdeicos;

<INDEX> — HOMmep noprTa:

— ansa front port: <unit/port>, rae:
* unit — Homep nnatbl SBC-2000, npuHUMaET 3Ha4YeHue [1];
"  port — HOomep nopTa, NpMHUMAaeT 3HadeHua [0 .. 3];

— anaport-channel: [1 .. 4];

<VLAN_ID_RANGE> — moxeT npvHMMaTb cneaytowme 3Ha4YeHmA:

— [1..4094] — onpepgeneHHbi naeHTUdMKaTop VLAN (gmanasoHa VLAN), ana Kotopoi Heobxoanumo
BK/IIOYUTb pe3epBUPOBAHME;
— Ignore — BKNOUYUTL pe3epBMpoBaHMe He3aBMCUMMO OT cyuwecTaytowmx VLAN Ha nopTy.

KomaHgHblii pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

lnobanbHoe pesepBupoBaHNe

SBC2000- [CONFIG]-[SWITCH]-[if]> no backup interface vlan ignore
SBC2000- [CONFIG]-[SWITCH]-[1if]> backup interface front-port 1/1 vlan ignore

PesepsupoBaHue B onpeaeneHHon VLAN

SBC2000-[CONFIG]-[SWITCH]-[if]> no backup interface vlan 10
SBC2000-[CONFIG]-[SWITCH]-[if]> backup interface port-channel 1 wvlan 10
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backup-interface mac-duplicate

[aHHON KOMaHAOM YKa3blBaeTCA KOIMYECTBO KOMMIN NAaKeTOB C oAHUM U Tem e MAC-agpecom, KoTopble byayT
OTNpaB/eHbl B aKTUBHbIW MHTEPPENC NPU NEPEKAIOYEHUN.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHabl (N0) BOCCTaHaBAMBAET 3HaYeHMe No ymondaHuio (1 naker).

CuHTaKcuc

[no] backup-interface mac-duplicate <COUNT>

MapameTpbl

<COUNT> — Ko/nM4ecTBO KOMWi1 NaKeToB, NpMHMUMaeT 3HavyeHue [1..4].

3HayeHue No YyMON4YaHUIO

1 naket

KomaHgHbli1 pexxum

CONFIG SWITCH

Mpumep

SBC2000- [CONFIG]-[SWITCH]> backup-interface mac-duplicate 4

backup-interface preemption

[aHHOW KOMaHAOW YKasblBaeTCs, YTO HeobXOAMMO OCYLEeCTBAATb Nepek/todeHre TpaduKa Ha OCHOBHOM
WHTepdeinc Npn BOCCTaHOBNEHWM CBA3U. ECIM HAaCTPOEHO BOCCTaHOBAEHME OCHOBHOTO MHTepdelica Npy akTUBHOM
pe3epBHOM, TO TOT4a NPU NOAHATUM IMHKA Ha OCHOBHOM MHTepdelice, TpaduK ByaeT nepekntoyeH Ha Hero.

Mcnonb3oBaHWe oTpuLaTenbHoN Gopmbl KOMaHAbI (NO) BOCCTaHABAMBAET HACTPOMKY MO YMOYAHMIO.

CuHTaKcuc

[no] backup-interface preemption

MapameTpbl

KomaHga He COAEPHKUT aprymMeHTOB.

3HayeHue no YMO/TYaHUIO

MNepeKkntoyeHne OTKAOYEHO.

KomaHZaHbIi pexkum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> backup-interface preemption
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show interfaces backup

[aHHas KomaHa NO3BOAAET NPOCMOTPETb HACTPOWMKM pe3epBMUpPOBaHUA MHTEePdENCOoB.

CUHTaKcuc

show interfaces backup

MapameTpbl

KomaHga He coaepKUT aprymeHToB.

KomaHgHbli pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> show interfaces backup
Backup Interface Options:
Preemption is disabled.
MAC recovery packets rate 400 pps.
Recovery packets repeats count 1.

Backup Interface Pairs

VID Master Interface Backup Interface State
30 front-port 1/0 front-port 2/0 Master Up/Backup Standby
150 front-port 1/0 front-port 2/0 Master Up/Backup Standby

4.3.10 Hacmpoiika npomokona LLDP

lidp enable

[aHHoM KomaHAaoM pa3peluaeTtca paboTa KoMmMyTaTopa no npoToKoay LLDP.

Mcnonb3oBaHue oTpuuaTenbHo GopmMbl KOMaHAbI (NO) 3anpellaeT KOMMYTaToOpy MCMO/b30BaHWE NPOTOKO/A
LLDP.

CuHTaKcuc

[no] lldp enable

MapameTpbl

KomaHgaa He cofiepKuUT apryMeHTOB.
KomaHgaHbI! pexxum

CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> 1lldp enable

lNoepaHuyHble KOHMponepsl cecculi SBC 211



HELTEX

lidp hold-multiplier

JaHHON KOMaHAOoM 33a43eTcA BEANYMHA BPEMEHU NS MPUHUMAIOLWETO YCTPOMCTBA, B TEHEHME KOTOPOIO HYKHO
yAepxuBaTb NpnuHuMaemMble naketbl LLDP nepes nx cbpocom.

[aHHas BenMyMHa nepegaeTca Ha NpuMHUMaemyto cTtopoHy B LLDP update nakeTax (naketax obHoBneHus),
ABNSAETCA KpaTHocTblo gns Takimepa LLDP (lldp timer). Takum o6pasom, Bpemsa XKu3HM LLDP naketos
paccumntbiBaeTca no ¢opmyne TTL = min(65535, LLDP-Timer * LLDP-HoldMultiplier).

Ncnonb3oBaHWe oTpuLaTenbHON Gopmbl KOMaHAb! (NO) yCTaHaBAMBaET 3HaYEHME MO YMOJTYAHUIO.
CuHTaKcuc

Ildp hold-multiplier <hold>

no Illdp hold-multiplier

MapameTpbl

<hold> — Bpems, npuHMmaeT 3HayeHue [2 .. 10] cekyHAbI.

3HayeHue No YMONYaHUIO

3Ha4yeHWe No YMOMYaHUIO — 4 CEeKYHAbI.
KomaHgHblii pexxum

CONFIG SWITCH
Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]> 1lldp hold-multiplier 5

lidp reinit

[aHHOl KOMaHAol YycTaHaB/NMBaeTCA MUHMMaNbHOE Bpemsa, KoTopoe LLDP-nopT 6yaeT oxuaaTb nepep,
NOBTOPHOM MHUUMANM3aumei LLDP.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHAp! (NO) yCcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcUuc

Ildp reinit <reinit>

no lldp reinit
MapameTpbl

<reinit> — Bpems, NnpMHMMaeT 3HauyeHue [1 .. 10] cekyHa.

3HaueHue No YyMON4YaHUIOo

3HayeHuMe No YMONYAHUIO — 2 CEKYHAbI.
KomaHgaHbI! pexxum

CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> 1lldp reinit 3
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lidp timer

[aHHON KoMaHAoM onpeaenaeTcs, Kak 4acTo YCTPOMCTBO byaeT oTnpaBasaTb 06HoBAeHNe nHbopmaumm LLDP.
Ncnonb3oBaHWe oTpuuaTesibHon GopmMbl KOMaHAbl (NO) yCTaHaBAMBAET 3HAYEHME MO YMOJIYAHUIO.
CuHTaKkcuc

Ildp timer <timer>

no lldp timer
MapameTpbl

<timer> — Bpems, NpUHUMaET 3Ha4YeHue [5..32768] cekyHa,.

3HayeHue No YyMON4YaHUIO

3HayeHune no ymondaHuo — 30 ceKyHAbl.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> 1lldp timer 60

lidp tx-delay

[JaHHO KOMaHOOM YCTaHAB/AMBAETCA 3aJep)KKa Mexay nocnefylolmmu nepegadamu  naketos LLDP,
WHULUMUPOBAHHLIMU M3MEHEHMSAMM 3HAYEHWNI UK CTaTyca B JIOKa/bHbIX 6a3ax gaHHbIx MIB LLDP.

PekomeHayeTcs, 4Tobbl aHHan 3a4epKKa bblna MmeHbLue, Yem 3HadyeHue 0.25* LLDP-Timer.

Ucnonb3osaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) YCTaHaB/IMBa€T 3HaA4Y€HUNE NO YMOTHAHUIO.

CuHTaKcUuc
lldp tx-delay <txdelay>
no lldp tx-delay

MapameTpbl

<txdelay> — Bpems, npuHMmaeT 3HayeHme [1..8192] cekyHA.

3HaueHue N0 YyMON4YaHUIo

3HayeHMe NO YMONYAHUIO — 2 CEKYHAbI.
KomaHgaHbI! pexxum

CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> 1lldp tx-delay 3
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lidp lldpdu

[aHHOW KoMaHAoM ycTaHaBAMBaETCA pexknum 0b6paboTkm naketos LLDP, korga npotokon LLDP BbikatoyeH.

Mcnonb3oBaHue oTpuuaTenbHon ¢opmMbl KOMaHAgpbl (N0) ycTaHaBAMBaeT 3HaYeHMe no ymondanuio (filtering).

CuHTaKcuc
Ildp lldpdu [mode]
no lldp lldpdu

MapameTpbl
[mode] — pexxum o6paboTku nakeTtos LLDP:

— filtering — ykasbiBaeT, uto LLDP-naketbl ¢unbTpytotca, ecnm npoTokon LLDP BbikatoveH Ha
KOMMYTaTOpE;

— flooding — ykasbiBaeT, yto LLDP-nakeTbl nepegatotcs, ecnm npoTokon LLDP BbIKAlOYeH Ha
KoMmmyTaTope.

KomaHpgHblii pexxum
CONFIG SWITCH
Mpumep

SBC2000- [CONFIG] - [SWITCH]> 11ldp lldpdu flooding

show lldp configuration

[aHHas KomaHaa no3BosAeT NpocMoTpeTb LLDP KoHdUrypaumio Bcex pusmyecknx MHTepdelicos ycTpoictea anbo
3a4aHHbIX UHTepdeiicoB.

CuHTaKcuc

show Ildp configuration [<interface>< number >]

MapameTpbl

OnuMoHanbHble NapaMeTpbl, EC/IN UX OMYCTUTb, TO HA AUcnael byaeT BbiBeAeHa MHPOopMauua No Bcem
nopTam.

[interface] — Tnn nHTepdeiica:

— front-port — BHewHue uplink-uHTEpdEChI;
— port-channel — rpynnbl arperaumm LAG BHelwHMX uplink-uHTepdeiicos;

[number] — Homep nopTa (MO*KHO YKa3aTb HECKOIbKO NOPTOB NEpeYncieHneM Yepes «,» 60 yKasaTb
AManasoH NopToB Yepes «-»):

— pana front port: <unit/port>, rae:
" unit — Homep moaynAa, NPUHUMAET 3HadeHua [1],
*  port — Homep nopTa NpUHMMaeT 3HadeHua [0 .. 3];
— ana port-channel: [0 .. 4].

3HauyeHue no YMO/TYaHUIO

Ha ancnneit 6yaet BbiBegeHa MHGOPMaLMA MO BCEM MOPTam.
KomaHZAHbIi pexxum

CONFIG SWITCH
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Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp configuration

LLDP configuration

Interface Status Timer (sec) Hold multiplier Reinit delay (sec) Tx delay (sec)
front-port 1/0 transmit-receive 30 4 2 2
front-port 1/1 transmit-receive 30 4 2 2
front-port 1/2 transmit-receive 30 4 2 2
front-port 1/3 transmit-receive 30 4 2 2

show lldp neighbor

[aHHasa KomaHZa Mno3BoASET NPOCMOTPETb MHOOPMaULMI0 O COCeAHMX YCTPOMCTBAX, Ha KOTOpbIX paboTtaeT

npotokon LLDP.
CuHTaKcuc
show lldp neighbor [<interface>< number >]

MapameTpbl

OnuunoHanbHble napameTpbl, €C UX ONyCTUTb, TO Ha I,CI,I/ICI'I.I'IEIk/'I 6y,EI,ET BblBEOEHA MHd)OpMaLI,VIFi no BCem

nopTam.
[interface] — Tnn nHTepdeiica:

— front-port — BHewHwne uplink-uHTepdeiicsi;

— port-channel — rpynnbl arperaumm LAG BHelwwHMx uplink-uHTepdeiicos;

[number] — Homep nopTa (MO*KHO YKa3aTb HECKO/IbKO NOPTOB NepeymncieHnem yepes «,» 1Mbo ykasaTtb

AManasoH NOpToB Yepes «-»):

— ansa front port: <unit/port>, rae:

" unit — Homep moayna, NPUHUMAET 3HadeHuA [1],

*  port — Homep nopTa, NpUHUMaeT 3HadeHuA [0 .. 3];
— ana port-channel: [0 .. 4].

3HayeHue No YMO4YaHUIO
Ha aucnnei 6yaet BbiBegeHa MHGOPMaLMs No BCEM NOPTaM.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp neighbor

LLDP neighbors

SBC2000- [CONFIG]-[SWITCH]>

Interface Device ID Port ID
front-port 1/1 02:00:2a:00:07:15 gls
front-port 1/2 02:00:04:88:7e: front-port 1/3

115/120
105/120
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show Ildp local

[aHHasa KomaHaa no3BosiAeT NpocmoTpeTb LLDP-MHbopmaLumio, KOTOPYO aHOHCUPYET AaHHbIM NOPT.
CuHTaKcuc

show lldp local [<interface>< number >]
MapameTpbl

OnumMoHanbHble NapameTpbl, ECAN UX ONYCTUTb, TO Ha AUcCnnein byaeT BbiBeaeHa MHPOPMaLMA MO BCeM
nopram.

[interface] — Tmun uHTepdeliica:

— front-port — BHewHwne uplink-uHTepdeiichi;
— port-channel — rpynnbl arperauuun LAG BHewHux uplink-nHtepdeiicos;

[number] — Homep nopTa (MOXHO yKa3aTb HECKO/IbKO MOPTOB NepevncaeHnem yepes «,» Mbo ykasatb
[ManasoH NOPTOB Yepes «-»):

— ansa front port: <unit/port>, rae:
" unit — Homep MmoaynA, NPUHUMAET 3HadyeHuA [1],
*  port — Homep nopTa NpUHUMaeT 3HadyeHua [0 .. 3];
— anaport-channel: [0 .. 4].

3HayeHue No YMONYaHUIO

Ha gucnnen 6yaeT BbiBegeHa MHbOPMaLMA MO BCEM MNOPTam.
KomaHgHbli pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1ldp local

LLDP local TLVs

Interface Device ID Port ID TTL

front-port 1/1 02:00:04:88:7c:0a front-port 1/1 120

front-port 1/2 02:00:04:88:7c:0a front-port 1/2 120
show lldp statistics

[aHHasa KomaHAa No3BOSET MPOCMOTPETb CTaTUCTURY LLDP ana nHtepoeiicos front-port, port-channel.

CuHTaKcuc

show lldp statistics [<interface>< number >]

MapameTpbl

OnumMoHanbHble NapaMeTpbl, ECAN UX ONYCTUTb, TO HA AMcnaen byaeT BbiBedeHa MHPOpMaLma No Bcem
nopTam.

[interface] — Tnn nHTepdeitca:

— front-port — BHelwHuMe uplink-uHTEepdEChHI;
— port-channel — rpynnbil arperaunmn LAG BHewHMx uplink-nHtepdeincos;
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[number] — Homep nopTa (MOXHO yKa3aTb HECKO/IbKO MOPTOB NepedymcaeHnem yepes «,» 1Mbo ykasatb
[ManasoH NOpPTOB Yepes «-»):

— pna front port: <unit/port>, rae:
= unit — Homep MmoAaynAa, NPUHMUMAET 3HadeHus [1],
=  port — Homep nopTa NpMHMUMAET 3HadveHus [0 .. 3];
— ana port-channel: [0 .. 4];
— ansaslot-channel: [0 .. 15].
3HayeHue No YyMON4YaHUIo
Ha aucnnei 6yaer BbiBegeHa MHGoOpPMaLMs NO BCEM NOPTaM.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp statistics

Tables Last Change Time: 0:0:4:28
Tables Inserts: 3
Tables Deletes: 1
Tables Dropped: 0
Tables Ageouts: 0

LLDP statistics

Interface Tx total Rx total Rx errors Rx discarded TLVs discarded TLVs unrecognized Agouts total

front-port 1/0 0 0 0 0 0 0 0

front-port 1/1 6134 6159 0 0 0 0 0

front-port 1/2 6141 6136 0 0 0 0 0

front-port 1/3 0 0 0 0 0 0 0
show lidp lldpdu

KomaHgaa cny»ut gns npocmoTpa cnocoba o6pabotku LLDPDU-nakeToB ana nHtepdencos, rae ¢yHKuma LLDP
OTK/l0YEeHa.

CuHTaKcuc
show lldp lldpdu
MapameTpbl
KomaHgaa He cofiepKuUT apryMeHToB.
KomaHgaHbI! pexxum
CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> show lldp lldpdu
Global: flooding
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4.3.11 Hacmpoiika QOS

gos default

[aHHOW KOMaHAOoM YKa3blBaeTca MnpuUOpUTETHas odepedb, B KoTopylo 6yayT noctynaTb naketbl 6es
npeaycTaHOBAEHHbIX Npasua. Ouepedp Co 3HaYeHnem 7 cuntaertca Hanbonee NPUOPUTETHOM.

CuHTaKcuc

gos default <queue>

MapameTpbl

<gueue> — HOMep NPMOPUTETHOM oUepeaun, NPUHMMaET 3HadveHus [0 .. 7].

3HayeHue No YyMON4YaHUIO

Mo ymonyaHuio ucnonbayerca ovepeasb O.

KomaHgHbli1 pexxum

CONFIG SWITCH

Mpumep

gos default 6

MNakeTsbl, AnA KOTOPbIX HE YCTaHOB/IEHDbI Apyrne npasuaia, NOCTynakoT B o4Hepenb C NPUOpPUTETOM 6.

qgos type

JaHHaa KomaHAaa no3sonser YCTaHOBWUTb NPaBuI0, NO KOTOpOMY 6y,£I,ET OCyLecTBIATbCA Bbl60p nonAa npuopuTeTa

ANA nNakeTa.

Ha ocHoBe yCTaHOBAEHHbIX MpaBWa B cucTemMe 6yaeT MPUHMMATLCA pelleHWe, Mo Kakomy meToay byaer
OCYLWEeCTBAATLCA NpUopuTM3auma Tpaduka (IEEE 802.1p/DSCP).

B cucteme pa3nnyaloT chegyrowme metoabl npnopuntesalmnmn Tpad)vma:

CuHTaKcuc

Bce npuopuTeTbl paBHOMPABHbI;

Bbibop nakeTos no ctaHaapTy IEEE 802.1p;

Bbib6op nakeToB TosbKO No IP ToS (Tnn obcnyKmneaHua) Ha 3 ypoBHe — nogaep:kKa Differentiated
Services Codepoint (DSCP);

Bsaumogeiictaue anb6o no 802.1p, nmb0o no DSCP/TOS.

gos type <type>

MapameTpbl

<type> — meTopg, nprMopuTusaumum TpadmKa:

0 — BCE NPUOPUTETbI PaBHOMPABHbI;

1 — BblIbop NakeToB TosibKO No 802.1p (none Priority B 802.1Q Tere);

2 — Bblbop nakeTos Tosibko no DSCP/TOS (none Differentiated Services 3aronoska IP-nakerta,
cTaplime 6 6uT);

3 — B3aumogeiictene anbo no 802.1p, nnbo no DSCP/TOS.

3HauyeHue no YMO/TYaHUIO

Mo ymon4aHuIo BCe NPUOPUTETLI PaBHOMNPABHbI.

KomaHZaHbIit pexkum

CONFIG SWITCH

Mpumep
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gos type 2 |

Mpuoputnsauma Tpadpuka byaer ocylecTsaAaTbLCA ToAbKo no DSCP/TOS.

gos map

JaHHOW KOMaHAOM 3a4al0TCA NapaMeTpbl 419 NPUOPUTETHOM odepeau:

— yKasblBaeTcAa 3HadyeHue nons Differentiated Services 3aronoBKa IP nakeTa, ctapwue 6 6urT,
— 3HauyeHue nonsa Priority B 802.1Q Tere.

Ha ocHoBe npaBu/, yCTaHOBAEHHbIX KOMaHAOW qos type, U 3aA4aHHbIX 3HaYeHMIN NPMOPUTETA OCYLLLECTBAACTCA
0oT60p NAaKeTOB B AaHHYO MPUOPUTETHYIO oYepedp.

Mcnonb3oBaHve oTpuuatencHoi Gopmbl KOMaHAbl (NO) NO3BOAAET yAa/WUTb 3anucb M3 Tabauubl HACTPOEK
oyepesen.

CuHTaKcuc

[no] gos map <type> <field values> to <queue>

MapameTpbl
<type> — meToA NpuopuTM3aLnm Tpaduka:

— 0 — nocraHaapTty 802.1p (Mcnonb3yeTca Ha 2 ypOBHE);
— 1 — nocrangapty DSCP/TOS (ucnonb3yetca Ha 3 ypoBHe);

<field values> — 3HauyeHMe noNA, NO KOTOPOMY OCYLLECTBAAETCA OTOOP MAKeToB YCTAaHaB/AMBAETCA B
3aBUCMMOCTM OT <napameTpa 1> (3HaueHuA nonel BBOAATCA Yepes 3anATyto, MO0 Kak AManas3oH Yepes
«-»):
— ecnn <type> =0, To ycTaHaBAMBaeTca 3HauyeHune nons Priority 8 802.1Q Tere: [0 .. 7];
— ecnn <type> = 1, To ycTaHaBAMBalTCcA 3HadyeHus nonei Differentiated Services 3aronosKa IP-
nakeTa, cTapwue 6 6ut. 3HayeHune BBogmuTcA B 10-4Hom popmarTe: [0 .. 63];

<gqueue> — HOMep NPUOPUTETHOIN oyepeam, NPUHUMAET 3HaueHun [0 .. 7].
KomaHgHblii pexxum

CONFIG SWITCH
Mpumep

‘qosmap077

LnAa 7-o npMopuTETHON oYepean yKa3aHo 3HadYeHne nona priority = 7 8 802.1Q Tere.

cntrset

[aHHOW KOMaHAOM OCYWecTBAAETCA NpMBA3Ka cOopLiMKA CTaTUCTUKKU odepedeilt K oyepeaam C 3adaHHbIMU
KpUTEPUAMM.

CuHTaKcuc

cntrset <PORT> <UNIT> <SET> <VLAN> <QUEUE> <DROP PRECEDENCE>

MapameTpbl
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< PORT > — t1n nopta 4na nogcyeta NpUHUMaeT 3HaYeHUA:

— all — Bce nopTbl;

cpu — CPU-nopr;

front-port — counting front-port;
— host-port;

sm-port;

< UNIT > — nopsakoBbIii HOMep nopTa:

—  ANA cpu: NPUHMMAET 3HayeHuA [1];
ana front port: <unit/port>, roe:
* unit — HoMep MoaynA, NPUHMMAET 3HaveHua [1];
* port — HomMep nopTa, NpMHUMaeT 3HadeHus [0 .. 3];
ans host-port: <unit/port>, rae:
" unit — Homep moaynA, NPUHUMAET 3HaveHuA [1];
* port — HomMep nopTa, NpMHUMaeT 3HadYeHus [0 .. 2];
Ansa sm-port: <unit/port>, rae:
" unit — Homep moaynA, NPUHMMaeT 3HadveHua [1];
"  port — Homep nopTa, NpUHUMAaET 3HadeHus [0 .. 5];
< SET > — Homep cHopLUMKa CTAaTUCTUKM, NPUHMMAET 3HadeHua [0 .. 1];
< VLAN > — ngeHTuduKaumoHHbii Homep VLAN, npuHMmaeT 3Havenusa [1 .. 4094] nan all;
— < QUEUE > — Homep ouepeaun, npuHMMmaeT 3HavyeHua [0 .. 7] nam all;
< DROP PRECEDENCE > — 3HauveHue drop precedence [0 .. 1] uam all.

KomaHgHblii pexxum
CONFIG - SWITCH
Mpumep

‘ cntrset sm-port 1/2 1 22 2 1

show cntrset

KomaHaa gns npocmoTpa MHpopmaLumm cbopLinKa odepeaen.
CuHTaKcuc

show cntrset <SET>

MapameTpbl
<SET> — Homep cyeTumka [0 .. 1].
KomaHgHbli pexxum

CONFIG - SWITCH
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show qos

JaHHaa KomaHpa npegHasHayeHa ANA NPOCMOTPA Ha3HayeHHbIX ovyepeaam npuoputeTos. 1o ymonyaHuto
npuoputeT ovepeam paseH 0. 3HauyeHMe NpuopuTeTa AN OYepesn yCTaHaBAMBaeTcA B guanasoHe [0 .. 7],
oyepesb CO 3HaYeHWeEM NpuopuTeTa 7 cumTaeTca Hambonee NPUOPUTETHON.

CuHTaKcuc

show qos

MapameTtpbl
KomaHga He coaepKUT aprymeHToB.
KomaHgHbli1 pexxum

CONFIG = SWITCH
4.3.12 KomaHObI pabomei ¢ KoHGu2ypayueii

Y kKommyTaTopa SBC-2000 ecTb 2 TMNa KOHOUTYpaLUu:

— running-config — KOHPUrypaumsa, KOTopasn B AaHHbII MOMEHT aKTUBHA HA YCTPOWCTBE;
— candidate-config — KoHdUrypauus, B KOTOpPYo BHECEHbI Kakne-1Mbo nsmeHeHus, running-config oHa
CTaHeT noc/sie ee NpUMeHeHusa KomaHgou apply.

MpocmoTp KoHPUrypaumm

show running-config

CuHTaKcuc

show running-config
MapameTpbl

KomaHga He coaepKUT aprymMeHTOB.
KomaHgHblii pexxum

CONFIG - SWITCH

show candidate-config

CuHTaKcuc

show candidate-config
MapameTpbl

KomaHaa He cofiepKuUT apryMeHToB.
KomaHgaHbI! pexxum

CONFIG = SWITCH
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4.3.13 KomaHObl npumeHeHus u noomeepxcdeHus KoHguzypayuu

Mocne BbINONHEHMA AEUCTBUMIA MO KOHOUIypupoBaHUO KommyTaTtopa SBC-2000 HeobxoguMmo NPUMEHUTb
KoHdurypaumio (apply), 4Tobbl OHa CTafa aKTUBHOWM Ha YCTPOKCTBE, U NOATBEPANTb NpumeHeHue (confirm) ans
3aLWMTbl OT TOrO, YTO BHECEHHbIE U3MEHEHWSA CTA/IM NPUYMHOIN NOTEPU A0CTyNa A0 ycTpoicTea. Ecan B TeyeHme 60
CeK. He Obl10 BbINOJIHEHO NOATBEPKAEHNE, TO KOHPUTYpPaLMA OTKaTbIBAETCA 40 NpeablayLen running-config.
KomaHOa npumeHeHUA KOHGu2ypayuu.
CuHTaKcuc

apply
MapameTpbl

KomaHaa He cofepKUT apryMeHTOB.
KomaHgHbli1 pexxum

CONFIG - SWITCH

KomaHda nodmeepicdeHus.
CuHTaKcUuc
confirm
MapameTpbl
KomaHza He cofep»KuUT apryMeHTOB.
KomaHpgHblii pexxum

CONFIG — SWITCH
4.3.14 [Ipo4ue KOMaHObI

config

KomaHgaa gns BosspaTa B meHto Configuration.
CuHTaKcUuc

config
MapameTpbl

KomaHpaa He coaepKuUT aprymeHTOB.
KomaHgHbli1 pexxum

CONFIG - SWITCH

exit

KomaHgaa Bbixoga U3 AaHHOro NoAMeHI0 KOHPUIYPUPOBAHUA Ha YPOBEHb BblLLE.
CuHTaKcmuc
exit
MapameTpbl
KomaHzaa He coaepKUT apryMeHToB.
KomaHgHblii pexxum

CONFIG = SWITCH
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history

KomaHza npocmoTpa UCTOpUM BBEAEHHbBIX KOMaHA,
CuHTaKkcuc

history
MapameTpbl

KomaHga He coaepKUT aprymeHToB.
KomaHgHbli1 pexxum

CONFIG - SWITCH
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NPUNOMEHUE A. PE3EPBHOE OBHOB/IEHUE BCTPOEHHOTO MO YCTPOMUCTBA

B cnyyae, Korga He ypaetca obHoBuTb MO yepes web-koHduUrypatop mam KoHconb (telnet, RS-232),
CyLLEeCTBYeT BO3MOXHOCTb pe3epBHOro obHosaeHus MO yepes RS-232.

[na Toro 4tobbl 06HOBUTL BCTpoeHHOe MO ycTpolicTBa, HEOOX0AMMbI CAeAyIoLMe NPOrPaMMbl:

— nporpamma TepmnHanos (Hanpumep, TERATERM);
— nporpamma TFTP-cepsepa.

MNMocnenoBaTenbHOCTb AEUCTBUM NPU OOHOBIEHUM YCTPOMNCTBA:
1. MopgKkntoumnTbea K nopty Ethernet yctpoiicTsa;
2. MopKknoumnTb cKpeleHHbIM Kabenem Console-nopT KomnbtoTepa K Console-nopTy ycTpoincTea;
3. 3anycTutb TEPMUHANBbHYIO NPOrpammy;

4. HacTtpoutb ckopocTb nepegaun 115200, popmaT gaHHbIX 8 6UT, 6e3 napuTteTa, 1 6UT CTONOBbLIN,
6e3 ynpaB/ieHMa NOTOKOM;

5. 3anyctuTtb Ha KomnbloTepe nporpammy TFTP-cepBepa U yKasaTb NyTb K nanke smg_files, B Helt
co3paTtb nanky smg2016, B KoTopyto nomecTtutb dannbl smg2016_kernel, smg2016_initrd daa SBC-2000
(smg1016M_kernel, smg1016M_initrd daa SBC-1000) (komnbtoTep, Ha KOoTopom 3anyuweH TFTP-server, u
YCTPOMCTBO A0/KHbI HAXOAUTLCA B O4HOM CeTH);

6. BKNOYMTb YCTPOWMCTBO M B OKHE TEPMWHaNbHOW NPOrpamMmbl OCTAHOBWUTb 3arpysky nyTem
BBEZEHUA KOMaHAbl “stop”:

[na SBC-2000:

U-Boot 2011.12 (Nov 18 2013 - 12:56:19) Marvell version: 2012 Q4.0pl7

Init Switch of the board

Switch. Initialization

Switch. Initialization Ok, Vendor Id: 00001lab
Switch. Phy 4: id 0141-0dcO

Switch. Phy 5: id 0141-0dcO

Switch. Phy 6: id 0141-0dcO

Switch. Phy 7: id 0141-0dcO

Switch. QSGMII 0: 0a800050 = 00000001. Sync not ok
Switch. QSGMII 3: 0a803050 = 00000003. Sync ok
Switch: cpu link 0: 0000acOf. Sync not ok
Switch: cpu link 1: 0000acOf. Sync not ok
Switch: cpu link 2: 0000acOf. Sync not ok
Switch: cpu link 3: 0000acOf. Sync not ok

Net: egigal [PRIME]

Warning: failed to set MAC address

, egigal, egiga2, egiga3

Type 'stop' to stop autoboot: 3

SMG2016>>
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AOna SBC-1000:
U-Boot 2009.06 (Feb 09 2010 - 20:57:21)

CPU: AMCC PowerPC 460GT Rev. A at 800 MHz (PLB=200, OPB=100, EBC=100 MHz)
Security/Kasumi support
Bootstrap Option B - Boot ROM Location EBC (16 bits)
32 kB I-Cache 32 kB D-Cache
Board: <SBC-1000>v2 board, AMCC PPC460GT Glacier based, 2*PCIe, Rev. FF
I2C: ready
DRAM: 512 MB
SDRAM test phase 1:
SDRAM test phase 2:
SDRAM test passed. Ok!
FLASH: 64 MB
NAND: 128 MiB
DTT: 1 FAILED INIT
Net: ppc_4xx ethO, ppc 4xx ethl

Type run flash nfs to mount root filesystem over NFS

Autobooting in 3 seconds, press 'stop' for stop
=>

7. Bectn set ipaddr <IP-agpec ycTpoiictBa> <ENTER>;
Mpumep: set ipaddr 192.168.2.2

8. BBecTn set netmask <ceTeBas macka ycTponctsa> <ENTER>;
Mpumep: set netmask 255.255.255.0

9. BBecTu set serverip <IP-agpec KomnboTepa, Ha KOTOPOM 3anyLLeH tftp cepsep> <ENTER>;
Mpumep: set serverip 192.168.2.5

10. [Ona SBC-1000 BBectvmii si <ENTER> gnda aktMBaumu ceTeBoro nHtepdeica:

=> mii si

Init switch 0: ..Ok!
Init switch 1: ..Ok!
Init phy 1: ..O0Ok!
Init phy 2: ..Ok!

=>

11. O6HoBWTb Aapo Linux komaHaoih run flash kern:

Ona SBC-2000:
SMG2016>> run flash kern

TETP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg2016/smg2016 kernel'.

Loading: ######H44H444444444 44444 FHHHHHHHHHEHEHEHHHHHHFHHHHSHHEHHSERESSH4HS
FHAF A

done

Copy to Flash... done
SMG2016>>
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AOna SBC-1000:
=> run flash kern
About preceeding transfer (eth0):
- Sent packet number 0
- Received packet number 0
- Handled packet number 0
ENET Speed is 1000 Mbps - FULL duplex connection (EMACO)
Using ppc_4xx eth0 device
TFTP from server 192.168.2.5; our IP address is 192.168.2.2
Filename ' smg/smgl016M kernel'.
Load address: 0x400000
Loading: #######4fH4##4##4#4##HHH#H#HHHHHHAHAHRARAREHFHFHEHEHSHSHSHRHREREREHEHE
idgdgdsdsdsdgsatataRARARARAEAEEEEEE
done
Bytes transferred = 1455525 (1635a5 hex)
Un-Protected 15 sectors

............... done

Erased 15 sectors

Copy to Flash... 9....8....7....6....5....4....3....2....1....done
=>

12. O6HoBWTbL daitnosyto cuctemy komangon run flash initrd:

Lna SBC-2000:
SMG2016>> run flash initrd

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg2016/smg2016 initrd'.

Loading: #######4#4H4#t#444HH4444HH444 44444t E4HHHHE4HHHEHAHHSAHAHSEHEHSEEHS
FHtfHA Attt A 4
FHefH A At At 4
FHtfHA Attt A 4
FHtfHA Attt A 4
FHtfdA Attt At A A A A 4
FHefaA A E At A A A 4
FHefaA A E At A A A 4
FHefaA A E At A A A 4
FHef a4 At A At A A 4
FHtfaA A E At A At 4

G o o
done
Eopy to Flash... done
SMG2016>>

Ona SBC-1000:

=> run flash initrd

Using ppc_4xx ethO device

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg/smgl016M initrd'.

Load address: 0x400000

Loading: ###########HHHHHHHHHHEHAHHHHHHHHAHHAHEHHHEHAHHHAHESHHESAHSSHSESHS
C R i i i i i
FHEHH AR A H AR A AR AR R
FHEHH AR A H AR A AR AR R
G o o i i
G o o i i
G o o i i
G o o i i
G i i i i
FHEH A E A A A A A A A
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FHARH A R S
FHAS A S

done

Bytes transferred = 25430113 (1840861 hex)

Erase Flash Sectors 56-183 in Bank # 2

Un-Protected 256 sectors

Erased 256 sectors

Copy to Flash... 9....8....7....6....5....4....3....2....1....done=>

13. 3anycTuTb YCTPOMCTBO KOMaHAON run bootcmd.
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NMPUNOMEHUE B. MTPUMEPbI HACTPOMKMW SBC
1. Hacrpoiika SBC gnsa SIP-aboHeHTOB
Cxema npumeHeHus

VLAN 100
192.168.20.120:5062

VLAN 100
192.168.20.115:5060

Softswitch

AN 50 VLAN 50
192.168.16.65:5060 192.168.16.113:5061

Anroputm paboTbl

ABOHEHTCKMI W3 oTnpaBaseT coobuweHne Ha IP-agpec 192.168.20.120 nopt 5062, SBC-2000
nepecbiaaet AaHHbl Tpaduk c IP-agpeca 192.168.16.113 nopt 5061 Ha agpec Softswitch 192.168.16.65 nopT
5060.

MNopAaaoK KoHourypmuposaHusa SBC

1. KoHdurypuposaHue uHTepdeicos (meHio KoHudurypauma wuHtepdeicos/Cetesble uHTepdeiichl,
paspen 4.1.4.3).

A. CosgaTb uHTepdeic B HanpasneHum Softswitch.

MapameTpbl MHTepdelica: 192.168.16.113.

CeTeBoif nHTepdeiic 1

WMA cetu

[16.113

Mpodmne firewall

He erifpad

Tan

| Untagged

Wcnonszoeats DHCP

|

IP agpec

[192.168.16.113

Macka cetu

|255.255.255.0

Broadcast

L3

MonyunTs DMS aBTOMATHYECKK

Monyunte NTP aeToOMaTHYECKH

Cepancnl
Ynpaenexue uepesz Web | []
Ynpaenexune no Telnet | []
Ynpaenenwe no SSH | []
Wenonszoeate SNMP | [
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B. Cospgatb UHTepdelic B HanpaBaeHMM abOHEHTCKOTO LWt03a.

MapameTpsbl nHTEpdeica: 192.168.20.120.

CeTeBoil MHTeptpeiic 2
MMA ceTn |20.120 |
Npodmne firewall | He eeiBpan
Tun | Untagged - |
Wcnonezoeats DHCP | [
IP agpec || 192.168.20.120 |
Macka ceTi || 255.255.255.0 |
Broadcast | |
LWimwoa | |
Monyunte DNS aeTOMATHYECKA
Monyunte NTP agTOMaTUueckn
Cepaucnl
Ynpaenexue uepez Web | []
Ynpaenexue no Telnet | []
Ynpaenenue no SSH | []
Wcnonezoeate SNMP | [

2. KoHourypmposaHme meava ana SIP (meHio Kondurypauua SBC/Omanason RTP noprtos, pasaen

4.1.3.6).

Heobxoammo 3agatb AnanasoHbl Mcnonblyembix ana RTP nopTos.

NapameTpsi UDP-noproe gns nepepauun RTP Tpadguka

HauankHwii nopt @ | 24000
Konuuectso nopros @) | 1000
MpHMEHNTD

3. KoHourypuposaHue SIP-TpaHcnopta (meHto Koudurypauma uHtepdeiicos/SIP TpaHcnopt, pasgen

4.1.3.1).

A. [Jo6aBuTb SIP-TpaHCnopT B HanpaBieHUM abOHEHTCKOro LWk3a.

MapameTpbl MHTEPdEliCa:

cemesoli uHmepgpelic — 20.120;
nopm 074 cuzHanusayuu — 5062;

meoua — 20.120.

MpUMEHUTE

SIP transport 0
s | [20.120_5062

WA cetw | | [1] 20.120 (bond1.100 192.168.20.120) =
Mopr | |5062

Cetesoi wHTepdeic gna RTP | | [1] 20.120 (bond1.100 192.168.20.120) =

OTMEHNTB
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B. [ob6asuTb SIP-TpaHCnopT B HanpaBaeHUn

Softswitch.
SIP transport 1
MapameTpbl UHTepdelica: Vil (16:113_5001
cemeeoli uHmepgpelic — 16.113; Wna cew | | [2]16.113 (bond1.50 192.168.16.113)
nopm 04 cueHanusayuu — 5061; Nopr | (5061

medua — 16.113.

Certesoil uHTepgeiic gna RTP | [2] 16.113 (bond1.50 192.168.16.113) =

MpuMernuTL OTMeHuTL
C. Tabnuua SIP-TpaHcnopTa 6y4aeT MMeTb cneayowmii Bua;
SIP TpancnopT
Ne | Hmn | Wma ceTh | MuTepdedic | mepr | Cetenoil wirepdeiic gns RTP
o 20.120_5062 20120 bond1.100 (192.168.20.120) 5062

20.120
bond1.100 (192.168.20.120)

1 16.113_5061 16.113 bond1.50 (192.168.16.113) 5061 16.113
bondl.50 (192.168.16.113)

Aobasntn PefaKkTHpoBaTh Yaanute

4. KoHowurypuposarue SIP-nonb3osarteneit (meHto Konpurypaums SBC/SIP Users, pasgen 4.1.3.3).
A. OobasuTtb SIP Users.

B none «SIP mpaHcnopm» BbIGpaTb TPAHCNOPT B HanpaBaeHUn aboHeHTa (20.120_50 62), ecnv aboHeHTbI
HaxopgATcs 3a NAT, yctaHoBUTb dnar «AboHeHmob! 30 NAT» 1 yKasaTb Bpems XpaHeHusa coegmHeHma Ha NAT.

Wi | | gateway

SIP rpamcnopT | | (0] 20.120 5062 -
TpaxcnopTHesl npotokon @ | | UDP-only -
®opmar zaronoeroa SIP | | full -
Mpo@uns RADIUS | | He subpan -

MepefaBaTs KoKTAKT Ge3 H3meHernA | [

TafuayT oxugasiun R TP-naketos, ¢ W

TafuayT ouagasir RTP-naketos nocne
MO HAA SIENCE-SUPPrESSion (M0mwTe ) w

TalmayT oxaanus RTP-NAKETOR B Pexsme
YAEpmAHAA Bai30aa (sendonly, inactive) (weomrrens) W

TaimayT oxmaanna RTCP-nareros, ¢ W

JANPAWMEAEMLIRA NEPHOM MOHTPORA CECTHM [
(Session Expires, RFC 4028),c W .

SIP gomen
AboHenTel 33 NAT | |
BPEMA KPAHEHNA COBGUHEHNA Ha NAT, ¢
(OIPAHIEHNE HCIA OAHOBPEMEHHLX CECCHA

® Bea orpanneHRA
O JAPETMCTPIPOBAHNLIX ABOHEHTOR MIONHOCTES) JANPETHTE

Q Macumym | 0 cecci

B3 ofpaHaseHns
O7 HesapervcTprposanmuie aBonenton | @ NomHocTen 3anpeTHTs

Q Maxkcumym cecci

Rule set || Her -

Onupm

KOMBERTHPOBATE RFC2833 Flash & SIP INFO

PaspewnTs NEPEHANPARNEHME
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B. Tabauua SIP-nonb3oBaTtenen byaet UMeTb cneayrowmii Bua;:

SIP Users

| | e | s —— [ war |
o gateway 20.120_5062 He Beibpan UDP-only

AobaanTe PeaaKTHpoBaTs YOANMTE

o LA SIP pomen | Rule set

5. KoHdpurypmnposaHue SIP HanpasneHuin (meHio Kondurypauma SBC/SIP Destination, pasgen 4.1.3.2).

A. [lob6asutb SIP Destination.

B none «SIP mpaHcnopm» BbibpaTb TPAHCNOPT B HanpasaeHun Softswitch (16.113 5061), 8 none «Remote

address» yka3atb IP-agpec Softswitch.

SIP destination 0
Wma | | softswitch
SIP Tpascnopt || [1]16.113 5061 -
Remiote address | | 192.168.16.65
TPEHCNOPTHLIA NPOTONON & || UDP-only -
Dopmar zaronoesos SIP | full -
AZANTALMA -
Mepeaasate koHTakt Des namerenmna | [
TafkmayT osmganma RTP-nakeTos. L2
TaiuayT cwdfaniA RTP-nakeTos nocne %
nomyweHHA Silence-Suppression (Muosurens) &
TarmayT oxmMgaHuA RTP-NakeT08 8 pexmme %
yAEpRaHHA Bxi308a (sendonly, inactive) (MHosmTens) €
TaitmayT oamgannA RTCP-naketos, ¢ o
JanpaneaeMeii NEpKo KOHTRONA CECCHM
(Session Expires, RFC 4028), ¢ ‘&
Meprog Nposepi pabowsio cepeepa, ¢ -
[NOCHE JABBPLIEHAA NPEALLIYLIER TPAHIAKIMH OPTIONS) &
Mepuog nposepin wepalbowsro cepeepa, © -
(nocne saepliedin NpeaLayLeR Tpansaniie OPTIONS) L2
AyTeHTHuKALWR SBC
Nomw
Maponk
PerucTpaywn SIP trunk
Tun pemcTpaumm || Het -
MNepnog pemcTpaupn. ¢
Wms nonsiceatensHowep
SIP-goueH
® Ees OFPAHHUEHHA
CrpaHuueHse WCNa 04H0BIeMEHHRIX CECCHi MOAHGCTLI JANPETUTE
Macuuym | 0 ceccui
Rule set || Her >
Onipm
KowpepTHpoBaTs RFC2833 Flash e SIP INFO | [
Paspewnts nepenanpasnenne | [
B. Tabnuua SIP-HanpaBneHui byaeT MmeTb cneayowmii BUa;:
SIP Destination
e | Wman | SIP TpaHCnopT Remote address | Apantaumn | npoTokon | Rule set
0 softswitch 16.113_S061 192.168.16.65 - UDP-only
LobGaswrs PefaxTuponats YoanuTs
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6. KoHdpurypmnposaHue Habopos npasun (meHio Kondurypauma SBC/Rule set, pasgen 4.1.3.5).

Co3pgaTtb Habop NpaBu/, yKasaTtb ero umsa, 4,o6asmTb NpaBuao B Habop. B none «elicmaue» BblbpaTtb «Send
to destination», B none «SIP Destination» yKkasaTb HanpaB/ieHMe, KOTopoe KoHUrypmposanocb gnsa Softswitch.
BbicTaBUTb ycnosue «Bce», COXpaHUTbL NpaBuio 1 Habop npasua.

Rule set

HacTpoikn npaeuna

WA | |RouteRule00

Refctene ||Send to destination '._

He nepegaeartt diversion

AHTEpEaN BRpEMEHK padoTsl YU MM-YY MM

Yenosua

v

v

v

v

v

2 e
| Coxpawnre | | Otmenuts

7. NMpuBsA3Ka NpaBuia K HanpaeaeHwUto gas aboHeHTOB.

A. 3alitn B pasagen «SIP Users», BbibpaTb paHee CO3faHHOE HanpasneHue u B nosne «Rule set»
Bbl6paTb CO34aHHbIN Habop npasuA.

SIP user 0

Vs | | gateway

SIP Tpasicnopr | [{0]20120_5062 A

Ruleset | Her v

TparcnoaTHeili npotocon ¥ | | UDP-only

®opmaT saranosxos SIP | [Full bud

Mpocuns RADIUS | | He Buibpan y

Mepaassams KoHTEKT Ge3 uamererna

TaimsyT ownasknA RTP-naxeTos, © L2 | 0

TadmayT onanassna RTP-naveros nocne
nonyuerua Silence-Suppression (mroxuTens) @

TaimayT oxuaanua RTP-nakeTor 8 paxame | 1o
yoepka-us Beisosa (sendonly, inactive) (MroiuTens) 9

TaitmayT oxusskmn RTCP-naxetoe, ¢ ¥ 0

Kositpone [P:Port uctousuks RTP

3anpswnesensn Nepuoa KOHTPONA Ceccuu
(Session Expires, RFC 4028),c &

SIP goves

ABoresTel 33 NAT |

BoemA xpareHiA coequHerns s NAT, ¢ | |0

He ucnonssocsaTs nogmesy SDP mode
ana npoSpoca KNS wepes NAT

i
MuHimankkce spema perucrosum, ¢ @ | 120

B. Tabnuua SIP-nonb3oBatenent byaet UMeTb cleayowmii BUa,:

Ne Wms sIP n, RADIUS 1iA 3a NAT R e SIP pomen Rule set
o Ha NAT, c
0 qateway 20.120_5062 He ebifpaH UDP-only - - to_softswitch
| Dobaeute | | PenakTmposaTh | [ ¥oanute

8. lna npuMeHeHMA HacTPoOeK COXpaHUTb KoHdurypaumio Bo Flash (meHio Cepsuc/CoxpaHuTb
KoHurypauuio Bo FLASH, pasgen 4.1.12).
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2. Hactpoiku SBC gna SIP-TpaHKoB

Cxema npumeHeHus

Softswitch

AN 50
192.168.16.65:5060

192.168.20.120:5067

VLAN 100
192.168.20.99:5060

TpaHKOBbIN W03

192.168.16.113:5065

!! SBC He aHanusupyert TMNbl TpadukKa (aboHeHTCKUIA unum sip trunk), ana pasHoro Tpaduka

Heo6X0AMMO MCNOJIb30BaTb Pa3Hbie MOPTbI.

NopAaaoK KoHourypmuposaHua SBC

1. KoHourypmpoBaHue nHTepdencos.

MNoapobHee B pasgene 1 Hactpoiika SBC ansa SIP-aboHeHTOB AaHHOro MNpunoxeHus.

2. KoHourypuposaHue megua gns SIP.

MNoapobHee B pasgene 1 Hactpoiika SBC ansa SIP-aboHeHTOB AaHHOro MNpunoxkeHus.

3. KoHourypuposaHue SIP-TpaHcnopTa (MeHio Kondurypauua SBC/SIP TpaHcnoprT, pasgen 4.1.3.1).

A. [Jo6aBuTb SIP-TpaHCNopT B HanpaB/AeHMM TPAHKOBOTO LWH3a.

MapameTpbl MHTEpdeiica:
cemesoli uHmepgpelic — 20.120;
nopm 04 cuzHanusayuu — 5067;
medua — 20.120.

B. dob6asuTb SIP-TpaHcnopT B HanpasneHun Softswitch.

MapameTpbl MHTEPdENCA:
cemesoli uHmepgpelic — 16.113;
nopm 074 cuzHanusayuu — 5065;
medua — 16.113.

SIP transport 0

WmA | |20.120_5067
Wmn cern | | [2] 20.120 (bond1.100 192.168.20.120)
Mopr | 5067

CeTeeoil nTepdpeic gna RTP | [2] 20.120 (bond1.100 192.168.20.120)

MpUMEHUT OTMEHHTD

SIP transport 1

vms | [16.113_5065
Wma ceTw | | [1]16.113 (bond1.50 192.168.16.113)

MNopt | |5065

CeTegoil wHTepdeiic gna RTP | | [1]16.113 (bond1.50 192.168.16.113)

MpuMeHHTL OTMEHNTL
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C. Tabauua SIP-TpaHcnopTa 6yaeT MMeTb Cieaytowmii BUA,:

SIP Tpaucnopt
Nl ) I Wmmcetn | WuTepdeiic | fopr | CeTesoil wHTepdedic gna RTP
[} 20.120_5067 20.120 bondl1.100 (192.168.20.120) 5067 20.120
bondl.100 (192.168.20.120)
1 16.113_5065 16.113 bondl. 50 (192.168.16.113) 5065 .
bondl.50 (192.168.16.113)
Aobaswutn PefaKTHpoBaTL YaanuTe

4. KoHowurypuposaHue SIP-HanpasieHuii (meHto KoHpurypauma SBC/SIP Destination, pasgen 4.1.3.2).

A. [ob6asuTtb SIP destination B HanpaBaeHUM TPAHKOBOTO LWJtO3a (none «Rule set» Ha AaHHOM 3Tane
3anosIHATb He TpebyeTcs).

W || tunk_gateway
SIP Tpasscnopt || (0] 20.120 S06T -

Remoie address || 192.168.20.99

TpascnopTHesi nporokon W | | UDP-anly =
@opMar 3aronoakos SIP || full -
Apantayms || - -

MepejAEATE KOHTEKT GE3 HIMEHEHHA

TaiimayT oxeganin RTP-navetos, ¢ '@
TaduayT caagained RTP-NaseTon noche
nomyuennA Silence-Suppression (moxmTens) W
TaimayT oxMgaHA RTP-nakeToR B pesmwe
YOARPRAHAA BbI308A (Sendonly, inactive) (MiomdTem) @
TaiMayT omdgandn RTCP-naseTon, ¢ W
3anpaliMEIEMLIA NEPHO EOHTPONA CECCHH | —

(Session Expires, RFC 4028), ¢ & |

Neprog nposapir pabousro copsepa, ¢

&0
(Nocne 3aBepuweHA NPeRLAYER TRaHIakgM OPTIONS) W

Mepuog npoeepe kepalbowero cepaepa, ©
(NOCHE 3aBepUeHHA NPEALLTYUER TpaKIaKgm OPTIONS) @
AYTEHT A MKALIAA SBC

Nk

0

Tlapsi

Pernctpaypn SIP trunk
Ton pemcTpaymn || Her -

Mepog perucTRaLMN, ©

HiMA nonL30EaTENAHOMED

SIP-gomer
® gey OTPaHMYEHNA
CHpAHHSEHIE WACNA OHOoBpeMeHHEx ceociil | ) Momocteo IANPETHTE
L Marcumym| 0 cecci
Rule set || Het -
st

KOHBERTHPOBATE RFC2833 Flash & SIP INFO | [

PazpewwnTs NepeHanpasneHue
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B. Aobasutb SIP destination B HanpasBneHun Softswitch (none «Rule set» Ha paHHOM 3Tane

3anosIHATb He TpebyeTcs).

[ sattswiten

SIP TpaKHchopT

[ 11116113 5085

Remote address

TpaHCNOPTHLIA NpOToMN L]
SOpMAT 3aronoexne SIP

[192.168.1665

| upP-onty

[ fun

ARANTALIR

[

MepegasaTs OHTANT (03 MIMEHEHIA

TafmayT omHgaHnA RTP-naxetos, ¢ W

TaimayT oxnfaHna RTP-naketos nocne

o

O

o

NOMyet A SHENCE-Supp i 1)

TafisayT ovongasmn RTP-NaxeTos B
BLI308A | . inactive) | )

®o

TafuayT oxuganuR RTCP-naetos, ¢ &

JaANPALMBIEMES DR[O KOHTPONA CRCTHN
(Session Expires, RFC 4028), ¢ '@

Mepwog nposepan pabouerns cepespa.
(NOCNe JABEHILEHUA NPeaLmLER Tpansapn OPTIONS) o

Mepia NPOsEp wepadowo cepepa. ¢
[NOCNE 3ABEPWEHKMA NPesyTALER TpanTanwM OPTIONS) &

KOHBEpTHPORATE RFC 2833 Fash 8 SIP INFO

Vius nons3oeaTenAHomep | |
@ Be3 orpanmmeniR
Onpas WCNA OFH0BD cecowit | ) NMankocruio 3anpetirs
' Mancusseyna | 0 COCCHA
Rule set | | Her -

Pajpeww s NEpeHanpasnesme

C. Tabnuua SIP-HanpaBneHnit Byaet UMeTb CleayroLni BUA:

20.120_5067 192.168.20.99

16.113_5065 192.168.16.65

J L ¥aan
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5. KoHdurypmnposaHue Habopos npasun (meHio Kondurypaumua SBC/Rule set, pasgen 4.1.3.5).

Co3gaTb gBa Habopa npasua. B nepsom B none «SIP Destination» ykasaTb HanpasBneHWe, KoTopoe
KOHOUrypumposanock ana Softswitch. Bo BTopom ykasaTb Hanpas/ieHMe Ha TPaHKOBbIM LLU03.

Rule set 0

Wns | to_softswitch

CoxpaHute || OTMeHuTH

Rules

Ne Wmna AeiicTBre
0 RouteRule00 Send to destination "[1] softswitch”
| LoGasnTe | | PepakTnposaTe Yoanute | * '
Rule set1
Mma |tuitrunkigataway |
| Coxpanute || OTMeHwTs
Rules
Ne mA AelicTene
0 RouteRule0l Send to destination "[0] trunk_gateway”
| [o6aeuTe | PenakTMpoBaTh Yoanute | * '

6. MpuBA3aTb NPABWUIO K HAaNPaBAEHUAM.

[na npuBA3KKM B HacTpoMKax HanpasneHua ana Softswitch B paspene «SIP Users» Bbi6bpaTe Habop npasun,
Y KOTOPOro B Npasue, B nose «SIP destination» ykasaHo HanpasieHMe Ha TPAHKOBbIW W03, COOTBETCTBEHHO B
HaCTPOWKax HanpaB/ieHWs A/AA TPaAHKOBOro LWJ03a BblbpaTb Apyroli Habop MpaBw/, HanpasAAlOWMA BCE Ha

Softswitch.

Tabnuua SIP-HanpaBneHui byaet MMeTb cneayowmin BUa,:

Ne Ums
trunk_gateway
softswitch

)

SIP TpancnopT
20.120_5067
16.113_5065

Remote address
192.168.20.99
192.168.16.65

[_Bosaswms ||

PefaxkTuposaTh

| [ ¥manure

TPaHCNOPTHLIA NPOTOKON
UDP-only
UDP-only

Rule set
to_softswitch
to_trunk_gateway

7. AnAa NpUMeHeHMs HacTPOEeK COXPaHUTb KoHdurypaumio Bo Flash
KoHdurypauuio Bo FLASH, pasgen 4.1.12).

(meHio Cepsuc/CoxpaHuTb
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NPUNOXKEHUE B. OGECNEYEHUE ®YHKLIUN PESEPBUPOBAHUA SBC

HauunHas c sepcum 1.7.0, Ha SBC peanunsoBaHa GyHKLMA pe3epBUpoBaHns. JaHHaa GyHKLMA aKTUBUPYeETCA
aBTOMATMYECKM YCTAaHOBKOW A0MNOAHUTENbHON AnueH3nmn SBC-RESERVE. MpuHumnn paboTbl 3aK104aeTCA B TOM,
YTO pesepBUupyloLlee YCTPOMUCTBO HaxoaUTCA B cnauem pexumme (SLAVE), He Hecs HUKaKNX GYHKLUMIA N He nmesn
csoero IP-agpeca B ceTn, NOCTOAHHO HabAoAaeT 3a OCHOBHbIM ycTpolicTBom (MASTER) 1, Kak Tonbko MASTER
BbIXoAUT U3 cTpos, SLAVE npuHnmaet Bce GpyHKLMM Ha cebs, NONHOCTbIO 3aMeHsA Bblleawwero us ctpos MASTER.
Ona nonHoro ayb6nvpoBaHua ¢GyHKUMM pe3epBupylollee YCTPOMCTBO MOCTOAHHO MOJIYy4aeT OT OCHOBHOFO
aKTya/ibHYIO KOHUrypauuto, 6asy gaHHbIX abOHEHTOB U Apyrue, Heobxoaumble ans pabotbl ¢paiabl. B ciydyae
cmeHbl ctapwuHctea MASTER-SLAVE Bce ycTaHOB/IEHHbIE BbI30Bbl Pa3pyLUAlOTCA, HOBble Bbl30Bbl HAaYMHaET
obpabaTbiBaTb YCTPOMCTBO, KOTOPOE CTaJI0 MAaCTEPOM.

Ona obecneyeHunit GyHKLMUII pe3epBMPOBAHMA UCNOb3YIOTCA TOIbKO OAHOTUMNHbIE yCTpoiicTBa SBC-
2000 nn60 SBC-3000.

PekomeHayemMblii NOpAAOK 06HOBNEHUA YCTPOCTB B pe3epBe:

1. O6HOBUTb YCTPOMNCTBO, KOTOpoe siBnseTca SLAVE.

2. Y6eantbea, yto peseps BCTan B paboty. MASTER BnauTt SLAVE Ha N0KaNIbHOM M TN06aIbHOM JIMHKaX.
3. Coenatb cmeHy ctapuwuHcTea. Ha MASTER paspen «PesepsuposaHue».

4. Y6epuTbCs, YTO CMEHA CTapLUMHCTBA NPOLLAA ycnewHo u HoBbii MASTER paboTaer.

5. O6HOBUTb HOBbIN SLAVE.

Mpu obHoBNeHUM pesepBa Ao Bepcum 1.10.11, 6ubnnotek OpenSSH un ycrpoiictea SLAVE poctyn
o yepe3s web-untepdeiic K ycrpoiictey nponagert, npu stom cBAsb MASTER-SLAVE coxpaHuTca.
PekomeHayeTcA 06HOBAATbL YCTPOMUCTBA NO C/egyioLemMy aaroputmy:

a. O6HOBUTb ycTpoiicTBO, KOTOpOoe ABasetca SLAVE.

b. Y6eautbca, uto peseps BcTan B pabory. MASTER Bugut SLAVE Ha noKanbHOM U rnob6anbHom
NnHKax (aoctyn K web-nntepgeiicy SLAVE nponager).

c. O6HoBuUTb MASTER (nocne Toro Kak MASTER yiiger B nepesanyck, aBTOMaTUUYECKM
NPOU30MAET CMEHA CTAPLUMHCTBA).

d. [oxpaTbcA 3arpy3Ku yCTPOCTBa, ybeauTbesa, YTo peseps BCTan B paboTty u noasuaca aoctyn
K web-unrepdeiicy SLAVE.

PaCCMOTpVIM CXeMbl NOAKNMHOYEHUNA!

SBC (master)

NSHY

N

hhzlg '..--..-..... SWITCH
..-.....-.

ey,
ey

— |ocal link
=+« global link

PucyHok 33 — Cxema pe3epBMpPOBaHUA C OAHUM KOMMYTaTOPOM
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SWITCH

SBC (master)

o)

= |ocal link
===« global link

PucyHok 34 — Cxema pe3epBMPOBAHMA ABYMA KOMMYTAaTOPaMU B CTEKe

Mpw pesepBupoBaHUN Ha yCTPOMNCTBe BblaendeTca 2 Tmna front-nopTa, 3To OKaNbHbIN U rNobanbHbIi. Ha
SBC-2000 nokasbHble noptbl — 370 0 U 1, rnobanbHble — 2 1 3. Ha SBC-3000 noKanbHble nopTel — 370 1 1 2,
rno6anbHble — 3 1 4. HaunHas c sepcmm 1.10.9 nosiBUNAcb BO3MOXKHOCTb HAaCTPOUTL Kakol us front-noptos byget
JIOKaNbHbIM, @ KakoW rnobanbHbiM. HacTpolikn nponssoaAatca B pasaene «CeteBas nogcuctema» = «Hactpomiku
front-nopToB gns pesepsupoBaHuma SBC».

Mpn coeANHEHMN YCTPOMCTB HEODXOAMMA CBA3b OAHOBPEMEHHO MO /IOKANIbHOMY U FN06ANBbHOMY NNHKY.
Cxema pe3epsupoBaHua paboTaeT no npoTtokoay IPv6, B npouecce paboTbl yCTPOMCTBAa OOMeEHMBaOTCA
KOHOMUIYPAUMOHHBIMW U APYTUMK, HEOBXOAMMbBIMUK ANA NOAAEPKAHUA aKTyaNbHOM UHbopMaumn dannamu. Ona
CBA3W MO /I0OKaNIbHOMY /IMHKY mcnosb3yetcs 4091 VLAN, no rnobansHomy 4092 VLAN. B cnyyae paspbiBa no
NIOKaNbHOMY JIMHKY yCTpoMCcTBa 06MeHMBatoTCcA pabounmn dannamm no rnobanbHomy NMHKY. Painbl, cBA3AHHbIE
¢ 6e3onacHOCTbIO (KAtoUM ssh, CMUCKM AMHAMMYecKoro BpaHamayspa U T. 4.), nepeaatoTca TONbKO Mo IOKAIbHOMY
JIMHKY, T. K. OH NOAKNIOYAETCA HANPAMYIO MeXAy YCTPOMCTBAaMWM M cuMTaeTcA He3onacHbiM. B cnydvae ecau
NOKANbHbIM JIMHK NOAKAOYAETCA He Hanpamyto mexay SBC, a yepes Kakoe-TO YyCTPOWMCTBO, TO Heobxoanmo
obecneunTb 6€30MacHOCTb APXUTEKTYPOI CETM.

Mpu paspbiBe CBA3K NO OAHOMY U3 IMHKOB YCTPOMCTBO MHULIMMPYET aBapuio.

Ecnun Tpebyetca nsameHUTb pexXum pabotbl front-nopToB ¢ 10KaNbHOrO Ha rnobanbHblii U HaoboporT, To
. HaCTPOMUKY Heob6xoAMMO MeHATb Ha 06oux ycTpoiicTBax (Beayweit (master) u Begomoii (slave) SBC).

Hanpumep, TpebyeTtca cobpaTb cxemy ¢ pe3epBOM Taknum 06pa3om, YTobbl N0KaNbHbIN IMHK Bbl Ha nopTax
2, 3 (gnsa SBC2000) nau 3, 4 (ans SBC3000), a rnobanbHbili Ha nopTtax 0, 1 (ana SBC2000) nam 1, 2 (ans SBC3000).

[na 3Toro Heob6XoANMMO NOAKAOYUTLCA K MePBOMY YCTPOMCTBY, NOMEHATL PeXXum paboTsl front-nopTos aAna
pesepBa, COXPaHWUTb KOHPUrypaumio. 3aTeM MOAKNIOUUTLCA KO BTOPOMY YCTPOMCTBY, TaKKe MOMEHATb PeXUM
paboTbl front-nopToB ANA pe3epBa M COXPaHUTb KOHOUrypaLmio.

Mocne 3TOro MOXHO cobMpaTb pe3epB MO MHCTPYKUMKM, KoTopasa npueefeHa Huxke («Mopagok
NoAKNIOYEHUSA U HAaCTPOMKM pe3epBa»).

MopAaAoK NOAKNIOUYEHUA U HACTPOIKK pe3epBa
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ByaeTt paccmoTpeH ciny4dait NoAKoYEeHUs K ABYM KoMmyTaTopam MES B cteke (PucyHok 35). McxoaHoe
cocToAHue: age ogHoTUNHble SBC ¢ MueHsnen pesepsa, gBa KommyTatopa MES B cTeke. HacTpolika cTeka Ha
KOMMYyTaTOpax NPomn3BOANTCA COrTaCHO AOKYMEHTaUMM Ha KOMMYTaTOPbI.

[ns Hayana cnegyeT HAacTPOUTb NPoxoxKaeHMe cnyebHbix VLAN Ha kKommyTaTopax. Ha nopTax, Kyga byayTt
noakatodeHbl global nnHkm SBC, cnepyeT paspewunTts npoxoxaeHue VLAN 4092. Mpu 3TOM NOPTbl AOJ/IKHbI
nponyckatb n npoyme VLAN, HacTpoeHHble Ha SBC. Take nopTbl, K KOTOpbIM byayT noakntodatbea SBC, cheayet
ob6beanHuTb B port-channel. UTorosas cxema Ha aTom 3Tane 6yaeT BbIrAAETb TaK:

port-channel 1", ]
- gi1/0/1 MES3124F
SBC ; 5 crek D 1
— gi1/0/2
port-channel 2.°" «,
= gi2/0/1 MES3124F
SBC : E crek ID 2
— gi2/0/2

PucyHok 35 — Cxema o6begmHeHma nopTtos B port-chanel

[Janee nponsBoauTcA nogxaoydeHne Begywen (master) SBC. Ha aTom sTane nogkatovatotca TonbKo global
NMHKK. Mocne aTtoro SBC 3anyckaetcs B paboTy v cTaHOBUTCA Beayllel (master). Cxema Ha 3Tom 3Tane byzer
BbIMNALETb TAK:

port-channel 1.-""". i1/0/1 MES3124F
— gi
SBC (master) | global links . 3 crexID
- gi1/0/2
port-channel 2." ",
i) gi2/0/1 MES3124F
SBC : : crek ID 2
" gi2/0/2

PucyHok 36 — Cxema nogknatoueHus seayuiei SBC (master)

Mocne atoro K Beayuwel (master) SBC local nMHKom noakntodaetcs segombliin (slave) SBC. Ha atom aTane
cnepyeT A0MKAATbCA, MOKA YCTPOMCTBA He 0BHapy»KaT ApYr Apyra U He BKAoYaTCA B paboTy Kak napa BeAOMblii-

Beaywwmi (cm. pasgen « MOHUTOPUHI» = «Pe3eps»). Cxema Ha 3TOM 3Tane byAeT BbIrNAaeTb Tak:

port-channel 1" *. ‘
— gi1/0/1 MES3124F
SBC (master) | globallinks 1 EEAS
— gi1/0/2
local link
port-channel 2."" ¢,
o . gi2/0/1 MES3124F
SBC (slave) P e D2
: gi2/0/2
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PucyHok 37 — Cxema nogknodeHus segomoro SBC (slave)

MNocne TOoro, Kak napa BeAoMbln-Beaywuii bbina obpasoBaHa, MOXKHO noakAuuTb global AMHKKM Ha
BEAO0MOE YCTPOMNCTBO:

port-channel 1-°"*. _
= gi1/0/1 MES3124F
SBC (master) global links crek ID 1
gi1/0/2
local link
port-channel 2.°" sa1oar
— gi2/0/1
SBC (slave) global links : x crex ID 2
; gi2/0/2

PucyHok 38 — Cxema nogkntoyeHus global links

CbopkKa pe3epBa Ha 3TOM 3aBepLUAeTCcs. B MOHUTOpUHre cieayeT ybeamTbca, uto obe SBC BUAAT Apyr Apyra
KaK Ha IOKa/IbHOM, TaK M Ha rnobasbHOM JIMHKe.

B cnyyae BO3HMKHOBEHMA MPOGJEM C YCTaHOB/NEHMEM OTHOLIEHUI BeayliMA-BEAOMbIA WM OTCYTCTBUA
BMAMMOCTM MO SIOKA/IbHOMY M IN106a/IbHOMY IMHKAM cnefyeT NPoBepUTb NPaBUAbHOCTb BbIMOJIHEHWUA BCEX 3TAMNOB
HACTPOMKW.

OnpepaeneHue CTapLUMHCTBA
Mpu onpeaeneHmn Kto ns ycrpoicts 6yaet MASTER mnm SLAVE ncnonb3yeTca cnenytowmii aaroputm:

— Ecnv npu BKAKOYEHUM YCTPOMCTBA SIOKA/IbHbIE IMHKM HE aKTUBHbI, TO yCTpolcTBa cTaHoBUTCA MASTER.

— Ecnv npu BKAOYEHUM YCTPOMCTBA rnobasibHble IMHKM He aKTUBHbI, TO YCTPONCTBO cTaHoBUTCA SLAVE.

— Ecnn B npouecce paboTbl K ycTpolcTBy, KoTopoe saBnseTtcA MASTER, nogkntouutb SLAVE, TO
CTapLUMHCTBO HE U3MEHUTCA.

— Ecnn B npouecce paboTbl K ycTpoKcTBy, KoTopoe sasnsetcAa MASTER, nogkntoumtb MASTER, TO
CTAPLIMHCTBO ONPeAEeNMTCA Ha OCHOBE CEPUMHOIO HOMEPA, Y KOFO CepUMHbIN Homep 6o/bLUe, TOT CTaHET
MASTER.

B/IOK cxembl onpegeneHna CTapwnHCTBa:

3anycK M HHMLMANH3aUMA

3anyck

Y MeHs ecTb

- FLOAT

~ Cocen Cocep, . ¥ ¥ WAN?
macTep? mactep? ObpaboTka ObpaboTka
NOAKMOYEHNS NoOKNYEHNs
LAN WAN

- MASTER

A macTep?

MASTER | | SLAVE
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O6paboTKa noaKNOYEHUA NO TN0OANBHOMY UAN IOKAaNbHOMY JIMHKY.

ObpaboTka
noaKnioYeHns
LAN

ObpaboTka
noaknioYeHns
WAN

[

| keeé—alive | 4

keep-alive

OnpeneneHune Cocen
CTE;] EL‘IHCTBa AocTynen
p WAN?

Hawnwu
cocena B
WAN?

no

Cocen
LOCTYNEH no
LAN?

Cocen

[OCTYNeH no
WAN?

A mactep?

Y MmeHA ecTb

WAN? FLOAT

-—p

- MASTER

A macTep?

:

CmeHa ponei

l———— +

Y MeHs ecTb
WAN?

Mpu nogKnoueHUN yCTPOMCTBA K yiKe paboTtalowemy, Heobxoammo oTkaounTtb Bce WAN SAMHKK Ha
noaKaAyaemom ycrpoiictee, nogkaountb LAN auHK K pabotarowemy (MASTER) SBC, gonxpatbca

cornacoBaHusa, nogknuntb WAN nuMHKK K SLAVE, MHaue BHOBb NOAK/OYaemoe YCTPOMCTBO MOKeT

onpegenutca Kak MASTER 1 nepegaTb CBOM HeaKTya/lbHble paboune ¢paitnbl.

Paboune dainbl nepepatoTcs cpasy nocnae nogkaodeHua K MASTER, Kaxabih pa3 nocne 3anucu
KoHOMrypaumm Ha flash, cnycta 10 cekyHA, nocne Kaxkaoro UsmeHeHna KOHPUrypaumm u nepmoamdeckm pas s 180

CEKYHA.

CnucokK nepenaBaembix pannos:

— ¢aiin 3anucaHom Bo flash KoHdpurypauymu;

— ¢aln TeKkyLLen 3anyLweHHoN KoHUrypaumm;

—  KAOYM gns co3ganHus ssh-TyHHenem;

— 6a3a faHblX 3apermcTpmMpoBaHHbIX abOHEHTOB;
— ¢alinbl nonb3osatenel linux;

— ¢dalinbl naponeit nonb3oBaTenei web-nHtepdeica n CLI;
— BCe CMWUCKM aapecoB AMHaMUYeCKoro bpaHamayapa;

—  K/o4M 1 cepTnduUKaTbl gaa npoTokona https.

B npouecce paboTbl N0Ab30BaTE/Ib MOXKET 3aiTM Ha web-uHTepdeiic SLAVE, Ana 3Toro Heo6xoANMMO 3alTh

B 3aKNaAKy « MOHUTOPUHI» = «Pe3epBMpOBaHNE» —> KOTKPbITb Beb», inbo no ccbinke:
http://192.168.0.100:8080/login, raoe smecto 192.168.0.100 seectu IP-agpec MASTER.
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[ COR-sanucu
B MotuTopusr

[] Tenemerpus

L) Mpachu sarpysku npoueccopa

(] Motwropusr SFP moayneit

j MoHuTOpiHr front-nopTos KoMMyTaTOpa

(] ypran asapuitkbix ¢oBiTHit
B-3 Tpaccuposrn

[] PcAP paccupoern

Session Border Controller Kondwurypatop

WHdopmauus o cucTeme

Tekywee speMs

Bpems paboTel cuctemsl

MpuUunHA nocneaHeil nepes

Bepcua NO

3aBofickue napameTpbi:
Moaens

Pesu3us

CepuitHeln HOMep

MAC aapec

JNinuyensnn:
SBC
SBC-RESERVE

Tuesday December 06 12:4
02d 20hour 25min S1sec
arpy3sku Mo KOMaHAE NoNb30BaTeNs

1.7.0.166

SMG-2016

Vi3
VI2A000529

AB:F9:4B:8A:6D:8B

ABapwi HeT.

1 GMT+6 2016
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NMPUNOXEHUE I. YNPABNEHUE U MOHUTOPWUHT MO NMPOTOKO/TY SNMP

SBC noageprkMBaeT MOHUTOPUHT U KOHPUIypUpoBaHuMe npu nomoum npotokona SNMP (Simple Network
Management Protocol).

PeannsosaHbl cnegytolime GyHKLMU MOHUTOPUHTA:

cbop obuien nHbopmaunm 06 yCTPoICTBE, MOKa3aHUAX AaTYMKOB, ycTaHoBAeHHOM MO;
cocTtosiHue SIP-uHTepodeincos;
cbop cratucTnkm SIP.

PeanvsoBaHbl cnegytowme GyHKLUKN yNpaBaeHus:

0b6HOBNEHME NPOrpaMMHOro obecneyeHuns yCTPOICTBA;
COXpaHeHMe TeKyLLelh KoHPUrypaumm;

nepesarpysKa ycTpoWncTBa;

ynpasneHue SIP-aboHeHTamu.

B Tabanuax c onncaHuem OID B KONOHKe “3anpocbl” 6yaeT NPUHAT cnegyowmin opmaT onucaHusA:

Get — 3HayeHMe ob6beKTa UM AepeBa MOXKHO NPoYNTaTh, oTNpasme GetRequest;

Set — 3HauyeHWe 06BEKTA MOMKHO YCTaHOBWUTbL, OTNpaBuB SetRequest (0bpaTute BHUMaHMe, Npu
yCTaHOBKe 3Ha4yeHus yepes SET kK OID cnegyet npusectu K suay “OID.0");

{} — vma obbekTa nnam OID;

N — B KOMaHAe MUCMOAb3YeTCs YNC/IOBOM NapameTp Tuna integer;

U — B KOMaHAe MUCMoab3yeTcs YNCI0BOM NapameTp Tuna unsigned integer;

S — B KOMaHZeE MCNo/b3yeTcsA CTPOKOBbIN NapameTp;

A — B KOomaHZe wucnonb3yetcs IP-agapec (obpatute BHMMAHWE, HEKOTOPble KOMAHAbI,
NPUHMMAIOLLME KaK aprymMeHT IP-agpec, MCnonb3yoT CTPOKOBLIM TUN AaHHbIX “s”).

Tabnnuya .1 — Mpumepbl KOMaHA,

OnucaHue 3anpoca KomaHpaa
Get {} snmpwalk -v2c -¢ public -m +ELTEX-SBC Sip_sbc activeCallCount
Get {}.x snmpwalk -v2c -¢ public -m +ELTEX-SBC Sip_sbc pmExist.1
snmpwalk -v2c -¢ public -m +ELTEX-SBC Sip_sbc pmExist.2
nT.A
Set {} N snmpset -v2c -¢ public -m +ELTEX-SBC Sip_sbc \
sbcSyslogHistoryPort.0i 514
Set {} 1 snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc sbcReboot.0i 1
Set {} Ulll snmpset -v2c -c public -m +ELTEX-SBC Sip_sbc \
getGroupUserByID.Ou 2
Set {} S snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcUpdateFw.0 s \
"smgl1016m_firmware_sbc_1.9.0.51.bin 192.0.2.2"
Set {} "NULL"111l |snmpset-v2c -c private -m +ELTEX-SBC Sip_sbc\
getUserByNumber.0 s "NULL"
Set {} Alll snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcSyslogTracesAddress.0 a 192.0.2.44
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Mpumepbl BbINOJIHEHUA 3aNPOCOB:

Hu)ke npuBeaéHHble 3anpocbl 3KBMBaAeHTHbI. Mpumep 3anpoca obbekTa sbcActiveCallsCount, KoTopblit
oTOob6parKaeT YMUC/Io TeKyLMX Bbi30BOB Ha SBC.

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbcActiveCallCount
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbc.42.1
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1
SNMPv2-SMI::enterprises.35265.1.49.42.1.0 = INTEGER: 22

Onwucatxue OID u3z MIB ELTEX-SMG

Tabnnuya .2 — 06wan MHpopmauma 1 4aTinKu

Uma OID 3anpocbl OnucaHue
sbc 1.3.6.1.4.1.35265.1.49 Get {} KopHeBoit 06bekT ana aepesa OID
sbcDevName 1.3.6.1.4.1.35265.1.49.1 Get {} Mmsa yctpoirctea
sbcDevType 1.3.6.1.4.1.35265.1.49.2 Get {} Tun ycTpoiicTea
(Bcerpa 49)
sbcFwVersion 1.3.6.1.4.1.35265.1.49.3 Get {} Bepcua MO
sbcUptime 1.3.6.1.4.1.35265.1.49.5 Get {} Bpems paboTbl MO
sbcUpdateFw 1.3.6.1.4.1.35265.1.49.25 Set {} O6HoBneHue MO. Ana storo cnegyet
cpenaTb 3anpoc Set ¢ napameTpamm
(pasaenutb npobenom):
- uma daiina NO 6e3 npobenos;
- agpec TFTP-cepBepa
sbcReboot 1.3.6.1.4.1.35265.1.49.27 Set {} Mepesarpyska o6opynosBaHuA
sbcSave 1.3.6.1.4.1.35265.1.49.29 Set {} CoxpaHeHune KoHduUrypaumm
sbcFreeSpace 1.3.6.1.4.1.35265.1.49.32 Get {} CBobogHOE MEeCTO Ha BCTPOEHHOM
dnsw-namaTu
sbcFreeRam 1.3.6.1.4.1.35265.1.49.33 Get {} Konnyectso csoboaHoM
onepaTMBHOM NaMATU
sbcMonitoring 1.3.6.1.4.1.35265.1.49.35 Get {} OTOob6paskeHe AaT4MKOB
TemnepaTypbl M CKOPOCTU BPaLLEHUA
BEHTU/IATOPOB, KOPHEBOW OBBEKT
sbcTemperaturel 1.3.6.1.4.1.35265.1.49.35.1 Get {} TemnepaTtypHbI AaTumnKk 1
sbcTemperature2 1.3.6.1.4.1.35265.1.49.35.2 Get {} TemnepaTypHbIi AaTYMK 2
sbcFan0 1.3.6.1.4.1.35265.1.49.35.3 Get {} [atumk obopoToB BeHTMAATOpaA 1
sbcFanl 1.3.6.1.4.1.35265.1.49.35.4 Get {} [aTtunk obopoToB BeHTUAATOPA 2
sbcFan2 1.3.6.1.4.1.35265.1.49.35.5 Get {} [aTtumk obopoToB BeHTMAATOPA 3
sbcFan3 1.3.6.1.4.1.35265.1.49.35.6 Get {} JaTtumk obopoToB BeHTUAATOPA 4
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Uma oID 3anpocbl OnucaHue
sbcPowerModuleTable | 1.3.6.1.4.1.35265.1.49.36 Get {} NHdbopmaLms o cocTosHMM 610KOB
NUTaHNA, KOPHEBOW 0BBHEKT.
[ns goyepHnx o6beKkTos
yKasbiBaeTca Homep bIM: 1 nan 2
sbcPowerModuleEntry |1.3.6.1.4.1.35265.1.49.36.1 Get {} cm. sbcPowerModuleTable
pmExist 1.3.6.1.4.1.35265.1.49.36.1.2.x Get {}.x YctaHoBaeH v BN
1 — ycraHoBAneH
2 — He yCTaHOB/EH
pmPower 1.3.6.1.4.1.35265.1.49.36.1.3.x Get {}.x MopgaéTca nm nuTaHue Ha BN
1 — nopaérca
2 — He nogaéTcsa
pmType 1.3.6.1.4.1.35265.1.49.36.1.4.x Get {}.x Tun yctaHosneHHoro bl
1 — PM48/12
2 — PM220/12
3 — PM220/12V
4 — PM150-220/12
sbcCpuloadTable 1.3.6.1.4.1.35265.1.49.37 Get {} 3arpyska CPU, KopHeBoW 06beKT.
MoKa3blBaeT MPOLLEHT 3arpy3sKu
npoueccopa no Tunam 3agad. s
A04YepHNX 06bEKTOB yKa3biBaeTcA
HOMep npoLeccopa:
sbc1016M — 1
sbc2016 — 1..4
sbcCpuloadEntry 1.3.6.1.4.1.35265.1.49.37.1 Get {} cMm. sbcCpuloadTable
cpuUsr 1.3.6.1.4.1.35265.1.49.37.1.2.x Get {}.x % CPU, npunoxeHua noab3oBaTtena
cpusSys 1.3.6.1.4.1.35265.1.49.37.1.3.x Get {}.x % CPU, npunoxeHua agpa
cpuNic 1.3.6.1.4.1.35265.1.49.37.1.4.x Get {}.x % CPU, npuno>KeHna ¢ n3MeHEHHbIM
npuopuTeTOM
cpuldle 1.3.6.1.4.1.35265.1.49.37.1.5.x Get {}.x % CPU, Haxo»aeHue B npocToe
cpulo 1.3.6.1.4.1.35265.1.49.37.1.6.x Get {}.x % CPU, onepauuv BBOAa-BbIBOAA
cpulrg 1.3.6.1.4.1.35265.1.49.37.1.7.x Get {}.x % CPU, obpaboTKa annapaTHbIx
npepbiBaHU
cpusSirq 1.3.6.1.4.1.35265.1.49.37.1.8.x Get {}.x % CPU, 06paboTka nporpammHbIx
npepbiBaHU
cpuUsage 1.3.6.1.4.1.35265.1.49.37.1.9.x Get {}.x % CPU, obLiee ncnonb3oBaHue
activeCallCount 1.3.6.1.4.1.35265.1.49.42.1 Get {} TeKyLLee YNCNO aKTUBHbIX BbI3OBOB
registrationCount 1.3.6.1.4.1.35265.1.49.42.2 Get {} TeKyLlee YMcno perncTpauui
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Tabnuua .3 — Hactpoitku syslog

Uma oID 3anpocbl OnucaHue
sbcSyslog 1.3.6.1.4.1.35265.1.49.34 Get {} Hactpoliku syslog, KopHeBol 06beKT
sbcSyslogHistory 1.3.6.1.4.1.35265.1.49.34.2 Get {} HacTpoiKK norMpoBaHUa UCTopuM
KomaHz B syslog, KopHeBol 06beKT
sbcSyslogHistoryAddress 1.3.6.1.4.1.35265.1.49.34.2.1 Get {} IP-agpec cepsepa syslog ana npuéma
Set {} S MCTOPUM KOMaHS
sbcSyslogHistoryPort 1.3.6.1.4.1.35265.1.49.34.2.2 Get {} MopT cepsepa syslog ana npnéma
Set {} N NCTOPUM KOMaHS,
sbcSyslogHistoryLVL 1.3.6.1.4.1.35265.1.49.34.2.3 Get {} YpoBeHb AeTanvsaummn 10ros
Set {} N 0 — OTK/IOYNUTb SIOrUPOBaAHWE;
1 — cTaHAapTHbLIN;
2 — MONHbIN
sbcSyslogHistoryRowStatus 1.3.6.1.4.1.35265.1.49.34.2.4 Get MPUMEHNTb U3MEHEHUS B
Set {} 1 NOTMPOBAHUM UCTOPUM KOMAHA,
sbcSyslogConfig 1.3.6.1.4.1.35265.1.49.34.3 Get {} HacTpoiKK cMCTEMHOTO KypHana
sbcSyslogConfiglogsEnabled |1.3.6.1.4.1.35265.1.49.34.3.1 Get {} BK/IIOYMTb BEAEHWNE 1OTOB
Set {} N 1 — BK/IOUUTB;
2 — BbIK/IOYUTD
sbcSyslogConfigSendToServer |1.3.6.1.4.1.35265.1.49.34.3.2 Get {} OTtnpasnsaTb cO0bLWEHNS Ha cepBep
Set {} N syslog
1 — BKIHOYUTD;
2 — BbIKNOYNTb
sbcSyslogConfigAddress 1.3.6.1.4.1.35265.1.49.34.3.3 Get {} IP-agpec cepsepa syslog
Set {} S
sbcSyslogConfigPort 1.3.6.1.4.1.35265.1.49.34.3.4 Get {} MopT cepsepa syslog
Set {} N
sbcSyslogConfigRowStatus 1.3.6.1.4.1.35265.1.49.34.3.5 Get {} MPUMEHNTb MU3MEHEHMA B HACTPOMKAx
Set {} 1

CUCTEMHOIO XYpPHana

MpocmoTp nHdopmMauUm 0 3aperucTPMPOBaHHbIX NOIb30BATENAX

B onucaHuuM KomaHabl BbizoBa yTuauT SNMP 6yayT npeactaBineHbl CAeAyloWMMKU CKpUNTamu gas
KPaTKOCTU U HarNAa4HOCTU U3NOKEHUS:

Ckpunt swalk, peanusytowmii YTeHne 3HaYeHUN:

#!/bin/bash

Jusr/bin/snmpwalk -v2c¢ -¢ public -m +ELTEX-SBC 192.0.2.1 "S@"

CKpunT sset, peannsyloLmii yCTaHOBKY 3HaYeHWI:

#!/bin/bash

Jusr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "S@"

[na npocmotpa TpebyeTca caenath caeaylolme Wwaru:

1) C6pocuTb cTaTyC NOUCKa;
2) 3apaTtb KpUTEpUUM NomUcKa (ONUMOHANbHO);
3) Otob6pasnTtb MHGOpMaLMIO.
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Mpumep noucka aboHeHTa NO HOmepy

sset sbcSubResetSearch.0i 1 # cbpocuTb NOUCK

sset getSbcSubBySubstring.0 s 40012 # 3a4aTb KpUTEPUI

swalk tableOfSbcSubscribers # oT0b6pasnTb pesynbTaThl
Pe3ynbrar:

ELTEX-SBC::subName.0 = STRING: 40012 @tau.domain:5060
ELTEX-SBC::subUserAgent.0 = STRING: TAU-72 build 2.13.1 sofia-sip/1.12.10
ELTEX-SBC::subUserAddr.0 = STRING: 192.0.2.32:5060
ELTEX-SBC::subContacts.0 = STRING: <sip:40012@192.0.2.32:5060>;expires=119
ELTEX-SBC::subRegAddr.0 = STRING: 192.0.1.22:5080

ELTEX-SBC::subSipUser.0 = STRING: Users with RTP in VLAN 609
ELTEX-SBC::subSipDest.0 = STRING: SMG

ELTEX-SBC::subBloked.0 = INTEGER: O

ELTEX-SBC::subRetries.0 = Gauge32: 0

ELTEX-SBC::subExpires.0 = Gauge32: 0

Tabanua .4 — MpocmoTp MHPOPMALMM O 3aPErnCcTPUPOBAHHbIX NOb30BaTENAX

Uma OID 3anpocbl OnucaHue
sbcSubSearchStatus 1.3.6.1.4.1.35265.1.49.44.1 Get {} CTaTyc noucKa no Kputeputo.
Without search — nowuck He
npou3BoAnTCS;

Search by substring — pexxum
nou1cKa No NoAcTpoKe

sbcSubResetSearch 1.3.6.1.4.1.35265.1.49.44.2 Set {} N Cbpoc nowvcka B coctosiHMe without
search. [1na cbpoca ycTaHOBUTb
ntoboe YncnoBoe 3HaYeHME.

sbcSubCount 1.3.6.1.4.1.35265.1.49.44.3 Get {} ObLee YNCN0 3apErnCcCTPUPOBAHHbIX
yepes SBC aboHeHTOB

getSbcSubBySubstring 1.3.6.1.4.1.35265.1.49.44.4 Get
Set

3a42ET NOACTPOKY ANA MOUCKA B
S CMUCKe perucTpaumii 1 nepesoauT
NMOWUCK B pexum "search by
substring"

—_~——
—— e

tableOfSbcSubscribers 1.3.6.1.4.1.35265.1.49.44.5 Get {} CNU1CKOK 3aperncTpmpoBaHHbIX
aboHeHTOB.

B pexume "without search"
BbIBOAMWT BCEX aBOHEHTOB.

B pexume "search by substring"
BbIBOAMT BCeX aBOHEHTOB, B
ONMCaHMM KOTOPbIX BCTpEYaeTcs
3aZlaHHasA NOACTPOKa

subName 1.3.6.1.4.1.35265.1.49.44.5.1.2 Get {} Mms (SIP URI) aboHeHTa

subUserAgent 1.3.6.1.4.1.35265.1.49.44.5.1.3 Get {} User-Agent
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Uma OoID 3anpocbl OnucaHue

subUserAddr 1.3.6.1.4.1.35265.1.49.44.5.1.4 Get {} IP-agpec 1 nopT, oTKyAa
perucTpupoBasnca aboHeHT

subContacts 1.3.6.1.4.1.35265.1.49.44.5.1.5 Get {} KoHTakTHbIN IP-agpec v nopT
aboHeHTa (M3 3aronoBKa Contact)

subRegAddr 1.3.6.1.4.1.35265.1.49.44.5.1.6 Get {} Anpec peructpaTtopa, ogobpesiuero
permcTpaumio

subSipUser 1.3.6.1.4.1.35265.1.49.44.5.1.7 Get {} HavmeHoBaHwue SIP Users, c
KOTOPOro 3aperncTpmpoBasncs
aboHeHT

subSipDest 1.3.6.1.4.1.35265.1.49.44.5.1.8 Get {} HanmeHosaHue SIP Destination, co
CTOPOHbI KOTOpOro 6bl1a ogobpeHa
perucTpauma

subBloked 1.3.6.1.4.1.35265.1.49.44.5.1.9 Get {} CraTyc 610KMpPOBKM aboHeHTa

subRetries 1.3.6.1.4.1.35265.1.49.44.5.1.10 Get {} KonnyecTso HeyaauHbIX NOMbITOK
gocTyna

subExpires 1.3.6.1.4.1.35265.1.49.44.5.1.11 Get {} Bpems, yepes KOTOpoe UCTEYET
permcTpaums

MpocmoTp ctatuctukum SIP

B onucaHun KomaHAbl BbizoBa yTuauT SNMP 6yayT npeacTaBieHbl CAeaylowumu CKPpUNTamu ans
KPaTKOCTU M HarNAaAHOCTU U3NOMKEHUS:

Ckpunt swalk, peanusytowmin yTeHMe 3HaYeHNN:
#1/bin/bash
Jusr/bin/snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 "S@"
CkpunT sset, peannsyloLmii yCTaHOBKY 3HaYeHWIA:
#!/bin/bash
Jusr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "S@"
CTaTUCTUKa CrpynnMpoBaHa B WeCTb rpynn no Tunam:
HakonutenbHble cyétumkm no SIP Users
MrHoBeHHble c4éTynkm no SIP Users
HakonutenbHble c4éTunkn no SIP Transport
MrHoBeHHble c4éT4nKu no SIP Transport
HakonutenbHble c4étumkm no SIP Destination

MrHoBeHHble c4éTymKM no SIP Destination

OID cuétumka dopmupyeTca cneayowmm obpasom:
1.3.6.1.4.1.35265.1.49.43.<TYPE>.1.<COUNTER>.<ID>, rae
TYPE — o4WH U3 LIECTM TUMOB CYETUMKA,

COUNTER — naeHTUdMKaTOp CHETUMKA;

ID — naeHTUOUKATOP 06BEKTA, HA KOTOPbIN YKa3bIBAET CHETUMK.
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Y3HaTb MAaeHTUPUKaTOp O0b6beKTa MOMXKHO M3 KoJIoHKM ID B CLI. [ns 3TOro, HaxoAscb B perume
penaktupoBaHua SIP destination, SIP users nau SIP transport Hago gaTb KomaHay show info. Bropoit cnocob —
3anpocuTb No SNMP cyétymk c COUNTER = 3 6e3 yKasaHus ID.

Mpumepsbl:

3anpoc uméH scex SIP Transport, 06paTtuTe BHMMaHWe Ha TO, YTO B OTBETE C/ieAyoLan undpa nocae UMeHm,
3anpouweHHoro OID — naeHTUdMKaTOp TPAaHCNOPTA, KOTOPbLIN MOXKHO Aasiee UCMO/b30BaThb B 3anpocax:

swalk 1.3.6.1.4.1.35265.1.49.43.3.1.3

ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:
ELTEX-SBC:

:countStatTransportName.4 = STRING:
:countStatTransportName.5 = STRING:
:countStatTransportName.6 = STRING:
:countStatTransportName.7 = STRING:
:countStatTransportName.8 = STRING:
:countStatTransportName.9 = STRING:
:countStatTransportName.10 = STRING:
:countStatTransportName.12 = STRING:
:countStatTransportName.13 = STRING:
:countStatTransportName.14 = STRING:
:countStatTransportName.15 = STRING:
:countStatTransportName.16 = STRING:
:countStatTransportName.18 = STRING:
:countStatTransportName.19 = STRING

3anpocbl NO CYHETYMKAM:

1.3.6.1.4.1.35265.1.49.43.3.1.9.20

1.21_5068_rtp_69.121
118.164_5068
user_0.21_5060_rtp_69_21
user_0.21_5062
trunk_1.21_5069
trunk_0.21_5069
0.21_5066
2.21_5060
2.21_5065

2.21:5069

1.21_5061
172.30.0.1:5062

test

:vlan609_dhcp

TYPE = 3 — HaKonuTenbHbI c4éTumk no SIP Transport;

COUNTER =9 — HeypayHble BbI30BbI, 3aBepLlIEHHbIe SIP Kogamun 4xx;

ID =20 — c4étumk no SIP Transport c naeHTnpmkatopom 20.

ELTEX-SBC::countStatTransportAnswSuccessCalls.20 = Gauge32: 21946

1.3.6.1.4.1.35265.1.49.43.5.1.408.14

TYPE = 3 — HakonuTenbHbIN c4€TYMK no SIP Destination;

COUNTER =408 — Heypa4yHble BbI30BbI, 3aBepLLEHHbIe SIP Kogom 408;

ID = 14 — cyéTtumK no SIP Destination c uaeHTUdMKaTopom 14.

ELTEX-SBC::countStatDestUnansw408.14 = Gauge32: 33
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Tabnuua .5 — MpocmoTp cTatnctTmkm SIP

raoe CODE — ofiHO M3 3HaYeHU:

400, 401, 402, 403, 404, 405, 406, 407,
408, 410, 413, 414, 415, 416, 420, 421,
422,423, 480, 481, 482, 483, 484, 485,
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606

1.3.6.1.4.1.35265.1.49.43.1.1.606

Uma oID 3anpocbl OnucaHue
sbcCallStatistics 1.3.6.1.4.1.35265.1.49.43 Get {} Tabnmua co Bcemm
CcYéTumkamm SIP
tableOfCallCountStatUsers 1.3.6.1.4.1.35265.1.49.43.1 Get {} Tabanua co Bcemm
HaKoNUTeNbHbIMM
cyétumkamm SIP Users
countStatUserIindex 1.3.6.1.4.1.35265.1.49.43.1.1.2 Get {} MHaekceb! SIP Users
countStatUserName 1.3.6.1.4.1.35265.1.49.43.1.1.3 Get {} HassaHua SIP Users
countStatUserElapsedTime 1.3.6.1.4.1.35265.1.49.43.1.1.4 Get {} Oblee BpeMs aKTUBHbIX
pa3rosopos
countStatUserincCalls 1.3.6.1.4.1.35265.1.49.43.1.1.5 Get {} Yumcno BxoaALMX BbI30BOB
countStatUserQutCallLegs 1.3.6.1.4.1.35265.1.49.43.1.1.6 Get {} Yncao ncxoaaumx BbI3oBoB
countStatUserMsgRcv 1.3.6.1.4.1.35265.1.49.43.1.1.7 Get {} Yucno sxoaawmx SIP-
coobuieHum
countStatUserMsgSend 1.3.6.1.4.1.35265.1.49.43.1.1.8 Get {} Yumcno ncxogawmx SIP-
coobuieHum
countStatUserAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.1.1.9 Get {} YnCNo yernewHo NpuHATBIX
BbI30BOB
countStatUserAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.1.1.10 |Get {} YnUCNO OTKAOHEHHbBIX
BbI30BOB
countStatUserUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.1.1.11 Get {} Yuncno HeoTBEYEHHbIX
BbI30BOB C
SIP-kogamm 4xx
countStatUserUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.1.1.12 Get {} Yuncno HeoTBEYEHHbIX
BbI30BOB C
SIP-kogamm 5xx
countStatUserUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.1.1.13 Get {} Yuncno HeoTBEYEHHbIX
BbI30BOB C
SIP-kogamm 6xx
countStatUserUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.1.1.14 |Get {} YnC0 HEOTBEYEHHbIX
BbI30BOB C
SIP-kogamu, He
nonaswumu B apyrue
CYETUMKM
countStatUserRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.1.1.300 |Get {} NHamBmayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO KOJam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.1.1.308 4YMCNo NepeaspecoBaHHbIX
BbI30BOB (3aBeplueHbl SIP-
KoZamu 3xx)
countStatUserUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.1.1.400 |Get {} NHanBMAayanbHble

CYETUYMKM NO Kogam —
4YMCNo NepeaspecoBaHHbIX
BbI30BOB (3aBeplueHbl SIP-
Kogamu 4xx-6xx)
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Uma oID 3anpocbl OnucaHue
tableOfCallPerSecStatUsers 1.3.6.1.4.1.35265.1.49.43.2 Get {} Tabnmua co Bcemm
MIHOBEHHbIMM CHETYMKAMM
SIP Users
perSecStatUserindex 1.3.6.1.4.1.35265.1.49.43.2.1.2 Get {} NHaekebl SIP Users
perSecStatUserName 1.3.6.1.4.1.35265.1.49.43.2.1.3 Get {} HassaHusa SIP Users
perSecStatUserElapsedTime 1.3.6.1.4.1.35265.1.49.43.2.1.4 Get {} Oblee BpemMs aKTUBHbIX
pa3rosopos
perSecStatUserIncCalls 1.3.6.1.4.1.35265.1.49.43.2.1.5 Get {} Yncno BXOAALLMX BbI3OBOB
perSecStatUserOutCallLegs 1.3.6.1.4.1.35265.1.49.43.2.1.6 Get {} Yncno nexoaalmx BbiI30BoB
perSecStatUserMsgRcv 1.3.6.1.4.1.35265.1.49.43.2.1.7 Get {} Yucno sxoaawmx SIP-
coobLeHni
perSecStatUserMsgSend 1.3.6.1.4.1.35265.1.49.43.2.1.8 Get {} Yucno nexoaawmx SIP-
coobLeHni
perSecStatUserAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.2.1.9 Get {} Yuncno ycnewHo npuHATbIX
BbI3OBOB
perSecStatUserAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.2.1.10 |Get {} YNCNO OTKNHOHEHHDBIX
BbI3OBOB
perSecStatUserUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.2.1.11 |Get {} Yncio HeoTBEYEHHbIX
BbI30BOB C SIP-kKogamu 4xx
perSecStatUserUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.2.1.12 |Get {} Yuncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 5xx
perSecStatUserUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.2.1.13 |Get {} Yuncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 6xx
perSecStatUserUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.2.1.14 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm, He
nonaswuMK B gpyrue
CYETYMKM
perSecStatUserRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.2.1.300 |Get {} NHamBmayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO KOJam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.2.1.308 4YMCNO NepeaspecoBaHHbIX
BbI30BOB (3aBeplueHbl SIP-
KoZamu 3xx)
perSecStatUserUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.2.1.400 |Get {} NHanBmAayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO KOJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.2.1.606 4YMCNo NepeaspecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBeplueHbl SIP-
422,423, 480, 481, 482, 483, 484, 485, KoZamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallCountStatTransport 1.3.6.1.4.1.35265.1.49.43.3 Get {} Tabaunua co Bcemm
HaKoMUTeNbHbIMMU
cyétumkamm SIP Transport
countStatTransportindex 1.3.6.1.4.1.35265.1.49.43.3.1.2 Get {} Mugekco! SIP Transport
countStatTransportName 1.3.6.1.4.1.35265.1.49.43.3.1.3 Get {} HassaHwuaA SIP Transport
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Uma oID 3anpocbl OnucaHue
countStatTransportElapsedTime 1.3.6.1.4.1.35265.1.49.43.3.1.4 Get {} ObLee BpeMsa aKTUBHbIX
pa3roBopos
countStatTransportincCalls 1.3.6.1.4.1.35265.1.49.43.3.1.5 Get {} Yncno BXxoAALLMX BbI3OBOB
countStatTransportOutCallLegs 1.3.6.1.4.1.35265.1.49.43.3.1.6 Get {} Yncno ncxoaawmx Bbi30BOB
countStatTransportMsgRcv 1.3.6.1.4.1.35265.1.49.43.3.1.7 Get {} Yucno sxoaawmx SIP-
coobleHnin
countStatTransportMsgSend 1.3.6.1.4.1.35265.1.49.43.3.1.8 Get {} Yucno nexoaawmx SIP-
coobleHuin
countStatTransportAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.3.1.9 Get {} Ynco ycnewHo NpuHATLIX
BbI30BOB
countStatTransportAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.3.1.10 |Get {} YMCNO OTKNOHEHHDIX
BbI30BOB
countStatTransportUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.3.1.11 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 4xx
countStatTransportUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.3.1.12 |Get {} Yncio HeoTBEYEHHbIX
BbI3OBOB C
SIP-kKogamm 5xx
countStatTransportUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.3.1.13 |Get {} YMcno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 6xx
countStatTransportUnanswOtherUndef | 1.3.6.1.4.1.35265.1.49.43.3.1.14 |Get {} YnC0 HEOTBEYEHHbIX
BbI3OBOB C
SIP-kogamm, He
nonasLWMMK B Apyrue
CYETYMKM
countStatTransportRedirectCalls<CODE> | 1.3.6.1.4.1.35265.1.49.43.3.1.300 |Get {} NHanBmayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO KOJam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.3.1.308 4YMCNo NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
Kogamm 3xx)
countStatTransportUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.3.1.400 |Get {} NHamBmayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO KOJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.3.1.606 4YMCNo NepeaspecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBeplueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, KoZamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallPerSecStatTransport 1.3.6.1.4.1.35265.1.49.43.4 Get {} Tabnnua co Bcemu
MFHOBEHHbIMW CYETYMKAMM
SIP Transport
perSecStatTransportindex 1.3.6.1.4.1.35265.1.49.43.4.1.2 Get {} Mugekcobl SIP Transport
perSecStatTransportName 1.3.6.1.4.1.35265.1.49.43.4.1.3 Get {} HassaHwua SIP Transport
perSecStatTransportElapsedTime 1.3.6.1.4.1.35265.1.49.43.4.1.4 Get {} Obuiee Bpems aKTUBHbIX
pa3rosopos
perSecStatTransportincCalls 1.3.6.1.4.1.35265.1.49.43.4.1.5 Get {} Yncno BXoAALLMX BbI3OBOB
perSecStatTransportOutCallLegs 1.3.6.1.4.1.35265.1.49.43.4.1.6 Get {} Yucno ncxoasaumx BbI3oBoB
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Uma oID 3anpocbl OnucaHue
perSecStatTransportMsgRcv 1.3.6.1.4.1.35265.1.49.43.4.1.7 Get {} Yucno sxogawmx SIP-
coobueHui
perSecStatTransportMsgSend 1.3.6.1.4.1.35265.1.49.43.4.1.8 Get {} Yucno nexopawmx SIP-
coobueHui
perSecStatTransportAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.4.1.9 Get {} Yuncno ycnewHo npuHATbIX
BbI3OBOB
perSecStatTransportAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.4.1.10 |Get {} YNCNO OTKNHOHEHHDBIX
BbI3OBOB
perSecStatTransportUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.4.1.11 |Get {} Yncno HeoTBEUEHHbIX
BbI3OBOB C
SIP-komamu 4xx
perSecStatTransportUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.4.1.12 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-komamu 5xx
perSecStatTransportUnanswOtherbxx 1.3.6.1.4.1.35265.1.49.43.4.1.13 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kKogamm 6xx
perSecStatTransportUnanswOtherUndef | 1.3.6.1.4.1.35265.1.49.43.4.1.14 |Get {} Yncio HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu, He
nonaswnMn B gpyrue
CYETYMKM
perSecStatTransportRedirectCalls<CODE>| 1.3.6.1.4.1.35265.1.49.43.4.1.300 |Get {} NHamBmAayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO KOZam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.4.1.308 4YMCNo NepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
Kogamm 3xx)
perSecStatTransportUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.4.1.400 |Get {} NHamBmayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO KOJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.4.1.606 4YMCNo NepeaspecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423, 480, 481, 482, 483, 484, 485, KoZamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallCountStatDest 1.3.6.1.4.1.35265.1.49.43.5 Get {} Tabanua co scemu
HaKoMUTeNbHbIMU
c4yétunkamm SIP Destination
countStatDestIndex 1.3.6.1.4.1.35265.1.49.43.5.1.2 Get {} MHpaekenbl SIP Destination
countStatDestName 1.3.6.1.4.1.35265.1.49.43.5.1.3 Get {} HassaHusa SIP Destination
countStatDestElapsedTime 1.3.6.1.4.1.35265.1.49.43.5.1.4 Get {} Obuiee BpeMs aKTUBHbIX
pa3rosopos
countStatDestIncCalls 1.3.6.1.4.1.35265.1.49.43.5.1.5 Get {} Yncno BXoAALMX BbI3OBOB
countStatDestOutCallLegs 1.3.6.1.4.1.35265.1.49.43.5.1.6 Get {} Yncno ncxogsawmx BbIsoBoB
countStatDestMsgRcv 1.3.6.1.4.1.35265.1.49.43.5.1.7 Get {} Yucno sxogAawmx SIP-
coobleHuin
countStatDestMsgSend 1.3.6.1.4.1.35265.1.49.43.5.1.8 Get {} Yucno nexogawmx SIP-

coobleHui
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Uma oID 3anpocbl OnucaHue
countStatDestAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.5.1.9 Get {} Yucno ycnewHo npuHATbIX
BbI3OBOB
countStatDestAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.5.1.10 |Get {} Yncno oTKAOHEHHbIX
BbI3OBOB
countStatDestUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.5.1.11 |Get {} Yncno HeoTBeYEHHbIX
BbI3OBOB C
SIP-komamu 4xx
countStatDestUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.5.1.12 |Get {} Yncno HeoTBEUEHHbIX
BbI3OBOB C
SIP-komamu 5xx
countStatDestUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.5.1.13 |Get {} YMcno HeoTBEYEHHbIX
BbI3OBOB C
SIP-komamu 6xx
countStatDestUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.5.1.14 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu, He
nonasLUMK B apyrue
CYETUMKM
countStatDestRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.5.1.300 |(Get {} NHanBuayanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO Kogam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.5.1.308 4YMC/I0 NepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
Kogamm 3xx)
countStatDestUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.5.1.400 |Get {} MHamsuayanbHble
rae CODE — o4HO M3 3HaYeHUN: CYETYMKM NO KOgam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.5.1.606 YMCNo NepeaspecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423, 480, 481, 482, 483, 484, 485, Kogamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallPerSecStatDest 1.3.6.1.4.1.35265.1.49.43.6 Get {} Tabimua co Bcemm
MIHOBEHHbIMM CHETYMKAMM
SIP Destination
perSecStatDestIndex 1.3.6.1.4.1.35265.1.49.43.6.1.2 Get {} MHgekcbl SIP Destination
perSecStatDestName 1.3.6.1.4.1.35265.1.49.43.6.1.3 Get {} HasBaHua SIP Destination
perSecStatDestElapsedTime 1.3.6.1.4.1.35265.1.49.43.6.1.4 Get {} Ob6uiee Bpems aKTMBHbIX
pa3roBopos
perSecStatDestIncCalls 1.3.6.1.4.1.35265.1.49.43.6.1.5 Get {} Yncno BXoaAaLMX BbI3OBOB
perSecStatDestOutCallLegs 1.3.6.1.4.1.35265.1.49.43.6.1.6 Get {} Yucno ncxoaauwmx BbIsoBoB
perSecStatDestMsgRcv 1.3.6.1.4.1.35265.1.49.43.6.1.7 Get {} Yucno sxogAawmx SIP-
cooblueHui
perSecStatDestMsgSend 1.3.6.1.4.1.35265.1.49.43.6.1.8 Get {} Yucno nexogawmx SIP-
cooblueHui
perSecStatDestAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.6.1.9 Get {} Yncno ycnewHo npuHATbLIX
BbI30BOB
perSecStatDestAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.6.1.10 |Get {} YnCNO OTKAOHEHHbBIX

Bbl30BOB
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Uma oID 3anpocbl OnucaHue
perSecStatDestUnanswOtherdxx 1.3.6.1.4.1.35265.1.49.43.6.1.11 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-komamu 4xx
perSecStatDestUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.6.1.12 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-komamu 5xx
perSecStatDestUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.6.1.13 |Get {} Yncno HeoTBEUEHHbIX
BbI3OBOB C
SIP-komamu 6xx
perSecStatDestUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.6.1.14 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamu, He
nonasLnMK B apyrue
CYETUMKM
perSecStatDestRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.6.1.300 |Get {} NHanBuayanbHble
rae CODE — o4HO M3 3HAYeHUI: CYETYMKM NO Kogam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.6.1.308 4YMC/I0 NepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
Kogamm 3xx)
perSecStatDestUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.6.1.400 |Get {} NHanBUAYanbHble
rae CODE — o4HO M3 3HaYeHUI: CYETYMKM NO Kogam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.6.1.606 4YMC/I0 NepeaspecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, KoZamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606

Tabnunuya .6 — MoHutopuHr SIP-Destination

Uma OID 3anpochbl OnucaHue

sbcSipDestMonitor 1.3.6.1.4.1.35265.1.49.45 Get {} NHbopmaums o goctynHoctm SIP
Destination

sipDestMonitorCount 1.3.6.1.4.1.35265.1.49.45.1 Get {} KonnyectBo HacTpoeHHbIx SIP
Destination

tableOfSbcSipDestMonitorEntry | 1.3.6.1.4.1.35265.1.49.45.2 Get {} Tabnmua HacTpoeHHbIX SIP
Destination

sipDestID 1.3.6.1.4.1.35265.1.49.45.2.1.2 |Get {} ID SIP Destination

sipDestName 1.3.6.1.4.1.35265.1.49.45.2.1.3 |Get {} Mma SIP Destination

sipDestUsed 1.3.6.1.4.1.35265.1.49.45.2.1.4 |Get {} Hanunuune SIP-tpaHcnopTa y SIP
Destination (0 — otcytcTByeT, 1 —
NnpUcyTCTBYET)

sipDestCheckAvailable 1.3.6.1.4.1.35265.1.49.45.2.1.5 |Get {} KoHTposb SIP Destination no SIP
OPTIONS (0 — BbIkAOYEH, 1 —
BK/IIOYEH)

sipDestAvailable 1.3.6.1.4.1.35265.1.49.45.2.1.6 |Get {} HoctynHocTb SIP Destination no SIP
OPTIONS (0 — HegocTyneH, 1 —
[0oCTyneH)
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Ycrapeswwue OID

Hekotopble OID 6b1an M3MeEHEHbI M B NOCNEAYIOWMX Penm3ax CTapble BETKM MOTYT ObiTb YA3NEHbl UK
3aMeHeHbl HOBbIMM Ha3HayeHMAM. PeKkomeHAayeTcA MepeHacTpPouTb CUCTEMblI MOHUTOPUHIA U CKPUMTbl Ha
ncnonb3osaHue Hosbix OID.

Tabnnuya .7 — Ycrapeswue OID

Uma oID 3anpocbl OnucaHue
sbcCpuload 1.3.6.1.4.1.35265.1.49.17 Get {} 3ameHéH Ha smgCpuloadTable
(1.3.6.1.4.1.35265.1.49.37)
sbcTopCpuUsr 1.3.6.1.4.1.35265.1.49.17.1.x Get {}.x 3ameHéH Ha cpuUsr
(1.3.6.1.4.1.35265.1.49.37.1.2.x)
sbcTopCpuSys 1.3.6.1.4.1.35265.1.49.17.2.x Get {}.x 3ameHEH Ha cpuSys
(1.3.6.1.4.1.35265.1.49.37.1.3.x)
sbcTopCpuNic 1.3.6.1.4.1.35265.1.49.17.3.x Get {}.x 3ameHéH Ha cpuNic
(1.3.6.1.4.1.35265.1.49.37.1.4.x)
sbcTopCpuldle 1.3.6.1.4.1.35265.1.49.17.4.x Get {}.x 3ameHéH Ha cpuldle
(1.3.6.1.4.1.35265.1.49.37.1.5.x)
sbcTopCpulo 1.3.6.1.4.1.35265.1.49.17.5.x Get {}.x 3ameHéH Ha cpulo
(1.3.6.1.4.1.35265.1.49.37.1.6.x)
sbcTopCpulrg 1.3.6.1.4.1.35265.1.49.17.6.x Get {}.x 3ameHéH Ha cpulrg
(1.3.6.1.4.1.35265.1.49.37.1.7.x)
sbcTopCpusSirg 1.3.6.1.4.1.35265.1.49.17.7.x Get {}.x 3ameHéH Ha cpusSirq
(1.3.6.1.4.1.35265.1.49.37.1.8.x)
sbcTopCpuUsage 1.3.6.1.4.1.35265.1.49.17.8.x Get {}.x 3ameHéH Ha cpuUsage

(1.3.6.1.4.1.35265.1.49.37.1.9.x)

Noaaepka OID MIB-2 (1.3.6.1.2.1)

SBC nogpeprkusaet cnegytowme etk MIB-2:

— system (1.3.6.1.2.1.1) — obwas nHdopmaumsa o CUCTEME;
— interfaces (1.3.6.1.2.1.2) — nHdopmayma o ceTeBblxX MHTepdencax;
— snmp(1.3.6.1.2.1.11) — nHdpopmauma o pabote SNMP.
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NMPUNOXEHUE A. OTPAHUYEHUE PECYPCOB SBC

NapameTtp SBC-3000 SBC-2000 SBC-1000 NpumeyaHue

lpynn LACP 4 4 5

3anuceit B Tabanue 802.1q NA NA 1024

CTaTMyecKknx mapLipyToB B Tabaunue 255 255 255

MapLpyTM3aumm (CBUTY)

CeTeBbIx HTEPENCOB 40 40 40 Jnsa SBC2000 u
SBC3000 Bo3MOXKHO
pacwupeHune oo
500 npu Hannumm
nnuensmn 500VNI

SIP-TpaHcnopToB 256 256 256 Ona SBC2000 w
SBC3000 Bo3MOKHO
pacwupeHune oo
500 npu Hanmumm
nnuensmn 500VNI

SIP Destination 256 256 256 Ona SBC2000 n
SBC3000 BO3MOKHO
pacwmpeHue oo
500 npu HanmMumm
nnuensmn 500VNI

SIP Users 256 256 256 Ona SBC2000 m
SBC3000 BO3MOXHO
pacwmpeHue oo
500 npu Hannuum
nnuensmn 500VNI

SBC Trunk 256 256 256 Ona SBC2000 u
SBC3000 BO3MOXHO
pacwmpeHue oo
500 npu Hannuum
nnuensun 500VNI

Rule set 1000 1000 512

Mpasun ana kaxgoro Rule set B 1500 1500 1000 HeT orpaHunyeHuna

OoTAEe/IbHOCTU Ha Kaxgpbln
npodunb, ectb
TONbKO 0bulee
orpaHuvyeHune

Mpasun Rule set ana ycrpoicTea 1500 1500 1000

MNopTtos ana RTP AnanasoH ana AnanasoH ana AManasoH ana

Ha4yanbHOro Ha4anbHOro nopra: HavyanbHOro
nopra: 10000-65535 nopra:

10000-65535

KO/1-BO NMOPTOB:

10000-65535

KO/1-BO NOPTOB: 1-32000 KO/1-BO NOPTOB:
1-32000 1-32000
SNMP trap 16 16 16
Apapecos KnneHtos ana VPN/PPTP 5 5 5 SBC BbiCTynaeT B

cepsepa

PO/IN KNNEHTA -
VPN/pptp client

Appecos KnneHtos ana L2TP cepsepa

SBC He moxeT
BbICTYNaTb Kak L2TP
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client, TonbKO KaK
cepsep

Monb3osartenei VPN/PPTP/L2TP 255 255 255
Monb3osatenent WEB-uHTedelica 10 10 10
(sknagka besonacHocTtb/

YnpasneHue)

3anuceit B 6eniom cnucke Fail2ban ND ND ND
3anucei B YepHoMm cnimcKe Fail2ban 16384 16384 8192
3anuceit B cnncke 3a610KMPOBAH-HbIX 16384 16384 8192
Fail2ban

3anucei B ypHane 3a610KnpoBaH- 10000 10000 10000
HbIX apecos

Mpodunen Firewall 32 32 32
Mpasun gna BeTOK 1000 1000 1000
BXOAALLEro/MCX0AALLErO/TPaH3UTHOrO

Tpadwuka, B npodune n Bcero ana

ycTpoiicTea

3anucei B cnucKe paspeLleHHbIX IP- 255 255 255
afpecoB ([OCTyN K ynpaBieHuto ¢

onpeaeneHHbIX aApecos)

Mpodunen RADIUS 32 32 32

NA — not applicable;
ND — not defined.
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TEXHUYECKAA NOAAEPKKA

Ona  nonyyeHWs  TEXHUYECKOW  KOHCynbTauMM NO  BOMPOCAM  3KCnayatauum  obopyposaHuA
000 «Mpegnpusatne «3JITEKC» Bbl MoxKeTe 06paTUTbcA B CEPBUCHbIN LEHTP KOMNAHWUW:

dopma obpaTtHoit cBA3K Ha calTe: http://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha oduumanbHOM caliTe KOMMNaHWUKU Bbl MOMKETE HAWTU TEXHUYECKYH AOKYMEHTAUMIO M NporpammHoe
obecneyenne pgnsa npoaykumum 00O «Mpeanpusatve «3IITEKC», obpatutbca K 6as3e 3HaHMN, OCTaBUTL
WMHTEPAKTUBHYIO 3a51BKY W/IM NMPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBUCHOrO LEHTpa.

OdurumanbHbI cant komnaHuu: http://eltex-co.ru/
ba3sa 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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