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Bepcua AOKYMeHTa

[arta Bbinycka

CoaeprkaHue U3MEHEeHMiA

Bepcusa 2.33 28.12.2021 M3meHeHusA B pasgenax:
-5.17 Voice VLAN
Bepcusa 2.32 10.11.2021 M3meHeHUA B pasaenax:
- 2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM
- 5.22 3epkanunposaHue (MOHUTOPUHT) NOPTOB
- 5.33.1 KoHdwurypuposarue ACL Ha 6ase IPv4
- 5.33.3 KoHdurypuposaHue ACL Ha 6aze MAC
- 5.35.1 Hactpoiika QoS
Bepcusa 2.31 26.07.2021 M3meHeHusA B pasgenax:
- 2.2.6 dyHKUMKM 0becneyeHna 6e3onacHOCTU
- 5.2 ba3oBble KOMaHAbI
- 5.5 KomaHapl ynpaB/ieHUs cuctemom
- 5.7 KomaHzabl Ana HAacTPOMKK NapameTpoB A1 3aaHuA naponei
- 5.10.2 Hactpotiika VLAN u pexxnmoB KoMmMyTaLmm MHTepdeincos
-5.16.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)
- 5.32 KoHowurypuposaHue DHCP-cepBepa
Bepcua 2.30 12.02.2021 M3meHeHUnA B pasaenax:
- 2.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKMN
- 5.5 KomaHapl ynpaBsieHus cuctemom
- 5.28.1 ®yHKUMKM obecneyeHmns 3aLLnTbl NOPTOB
-4.3.2.3 KoHduUrypmpoBaHMe CTaTUYECKUX CETEBbIX NapameTpoB ynpas-
neHus
Bepcus 2.29 28.08.2020 M3meHeHusA B pasgenax:
- 2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 2.5 KomnneKkr nocraskmu
- 4.3.3 HacTpolika napameTpoB cucTeMbl 6e3onacHoCTU
- 5.18.1 MNpasuna rpynnosoit agpecauum (multicast addressing)
- 5.28.1 ®yHKUMKM obecneyeHmns 3aLmTbl NOPTOB
- 5.34 KoHourypupoBaHue 3awmTtbl oT DoS-aTak
YpaneHo onucaHue yctpoiictea MES2124P DC
Bepcusa 2.28 05.06.2020 [ob6asneH pasgen:
- 5.21 Cepsuc watchdog
M3meHeHusA B pasgenax:
- 2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
-4.3.2.2 PaclumMpeHHas HacTpPOMKa YpoBHA 40CTyna
- 5.11 Selective Q-in-Q
-5.19.7.1 Telnet, SSH, HTTP u FTP
- 5.28.3 KoHTponb npotokona DHCP u onumn 82
- 5.33 KoHourypuposaHue ACL (CnUCKM KOHTpOAA AoCTyna)
Bepcusa 2.27 22.11.2019 M3meHeHUsA B pa3genax:
- 5.27.3 KoHtponb npotokona DHCP v onuun 82
Bepcusa 2.26 18.07.2019 M3meHeHusA B pasaenax:
- 2.2.2 ®yHKLMK npu paboTte c MAC-agpecamu
- 5.12 lWLTopm-KOHTPONb
- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
-5.19.7.2 KomaHAbl KOHOUTYPUPOBAHMA TEPMUHANA
-5.19.4 MpoToKkon ynpasneHus cetbio (SNMP)
- 5.27.3 KoHTponb npoTtokona DHCPu onumn 82
Bepcusa 2.25 26.12.2018 M3meHeHusA B pasgenax:
- 5.9 HacTpolika cucTeMHOro BpemeHHu
- 5.16.12 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
Bepcusa 2.24 28.06.2018 M3meHeHusA B pasgenax:
- 5.24.2 Onepauus UDP lJitter
- 5.27.3 KoHTponb npotokona DHCP u onuun 82
- 5.30 KoHourypuposaHue PPPoE Intermediate Agent
Bepcusa 2.23 29.05.2018 Job6asneH pasgen:
-4.3.2.2 PacwmpeHHasn HacTPoMKa ypoBHA A0CTyna
MN3meHeHus B pasgenax:
- 5.2 ba3osble KOMaHAb!
- 5.8.2 KomaHap! ans pabotbl ¢ pannamm
- 5.10 KoHowurypupoBaHue nHtepoeicos n VLAN
- 5.10.1 Hactpolika napametpos Ethernet-unrepdelicos Port- Channel n
Loopback-nHTepoeicos
- 5.14 HactpoWika IPv4-agpecaumm
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-5.15.1 Mpotokon IPv6

- 5.16.3 Hactpoiika npotokona GVRP

- 5.19 Telnet, SSH, HTTP n FTP

- 5.24 Onepauua UDP litter

- 5.31 KoHourypuposaHue DHCP-cepsepa

- 5.32.1 KoHourypumposaHue ACL Ha 6a3se IPv4
- 5.34 KayecTtBo obcnyxunsanHma — QOS

Bepcusa 2.22 18.09.2017 M3meHeHUA B pasgenax:

- 5.2 basoBble KOMaHAbI

- 5.5 KomaHzabl ynpasaeHua cuctemon

- 5.12 lWtopm-KOHTpONb

- 5.16.5.1 Hactpolika npoTtokona STP, RSTP
- 5.20 XypHan aBapuit, npotokon SYSLOG
- 5.34.1 Hactpoitka QoS

Bepcusa 2.21 26.12.2016 Job6asneHbl pasaensi:

- 5.10.3 ®yHKuMA Private vlan

- 5.29 ®yHKuymm Lightweight DHCPv6 Relay Agent (LDRA)

- 5.34 Cratnyeckana mappyTtmsauma

N3meHeHuA B pasgenax:

- 5.8.2 KomaHapl gns paboTbl ¢ paitnamu

- 5.10.1 HacTpoiika napameTpoBs Ethernet-untepdeiicos n nHtepdeicos
Port-Channel

- 5.13 M'pynnbl arperaumn KaHanos — Link Agregation Group (LAG)
- 5.16.5.1 Hactpolika npoTtokona STP, RSTP

- 5.16.12 HacTpoiika ¢yHKumuu Layer 2 Protocol Tunneling (L2PT)
- 5.18.2 dyHKuma nocpeaHuKa npotokona IGMP (IGMP Snooping)
- 5.18.1 Mpasuna rpynnosoi agpecaunn (multicast addressing)

- 5.27.3 KoHtposb npotokona DHCP v onuusa 82

- 5.28 ®yHKunn DHCP Relay nocpeaHuka

- 5.29 KoHourypuposaHue PPPoE Intermediate Agent

- 5.31 KoHdurypuposaHue ACL (cnncKu KOHTpOAs JoCTyna)

- 5.33.1 HacTpoitka QoS

Bepcusa 2.20 22.06.2016 M3meHeHuA B pasgenax:

- 5.5 KomaHZabl ynpasaeHus cuctemon

- 5.16.5 CemeiicTBo npoTtokonos STP (STP, RSTP, MSTP)
- 5.20 *ypHan aBapuii, npotokon SYSLOG

- 5.23.1 inarHoct1Ka meaHoro Kabens

- 5.27.3 KoHtposnb npotokona DHCP v onuusa 82

- 5.31.1 KoHdurypmposaHue ACL Ha b6ase IPv4

- 5.33 KayectBo obcnyxkunsaHmsa — QOS

Bepcua 2.19 01.02.2015 [o6asneHo onucaHue ¢yHKumMK Layer 2 Protocol Tunneling (L2PT)
N3meHeHwuA B pasgenax:

- 5.10 KoHdurypuposaHue nHtepdelicos

- 5.12 KOHTpO/b WMPOKOBELLATE/IbHOTO «LUITOPMa»

- 5.13 T'pynnbl arperauun KaHanos — Link Agregation Group (LAG)
- 5.18 'pynnoBsas agpecauma

- 5.19 ®yHKUMKM ynpaBneHns

- 5.19.4 NpoTokon ynpasneHua ceTbio (SNMP)

- 5.27.2 MpoBepKa NOANMHHOCTU K/AMEHTa Ha OCHOBe nopTa (CTaHaapT
802.1x)

- 5.27.3 KoHtponb npotokona DHCP u onuua 82

- 5.27.5 KoHTponb npoTtokona ARP (ARP Inspection)

- 5.27.6 Hactpoiika ¢yHKummn MAC Address Notification

- 5.31.1 KoHourypuposaHue ACL Ha 6ase IPv4

- 6.2 O6HOB/IEHME NpPOrpamMHOro obecneyeHus c cepsepa TFTP

Bepcusa 2.18 23.11.2015 [obasneHo onncaHne MES2124F
Bepcua 2.17 20.10.2015 M3meHeHUA B pasgenax:
- 5.23.1 inarHoct1Ka megHoro Kabens
Bepcusa 2.16 31.08.2015 [OobasneHo onucaHue ycTpoicte MES1124MB, MES1124M DC,

MES2124M DC

MN3meHeHus B pasgenax:

- 2.2.8 JononHuTenbHble GyHKLNN

- 2.3 OCHOBHbl€e TeXHMUYECKME XapaKTepPUCTUKM
- 2.4 KOHCTPYKTUBHOE UCMONHEHME

- 5.5 KomaHgabl ynpasaeHua cuctemon
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- 5.10 KoHourypupoBaHue nHTepdeicos

- 5.11 Selective Q-in-Q

- 5.12 KOHTPO/b WMPOKOBELLATENBHOIO KLLITOPMa»

- 5.13 I'pynnbl arperauunn kaHanos — Link Agregation Group (LAG)
- 5.16.6 HacTtpolika ¢pyHkumm flex-link

- 5.19.1 MexaHusm AAA

- 5.21 3epkanunposaHune (MOHUTOPUHT) NOPTOB

- 5.33.1 Hactpoliika QoS

[obaeneH pasgen:

- 5.24 |P Service Level Agreements (IP SLA)

Bepcusa 2.15

18.05.2015

[ob6asneHo onucaHue yctpoicte MES1124M, MES2124M.
[ob6asneHbl pasgensi:

- 2.4.3 BHeWHU BUA U ONMUCaHWNE NaHeNen YyCTPOoMCTB Cepumn
MES1124M, MES2124M

- 2.2.7 ®yHKLMM yNnpaBieHUA KOMMYTaTOPOM

- 2.8 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 5.29 KoHowurypuposaHue DHCP cepeepa

MN3meHeHus B pasgenax:

- 5.5 KomaHapl ynpaBneHus cuctemon

- 5.8.1 OnncaHne aprymeHTOB KOMaHA,

- 5.8.3 KomaHab! A4nA pe3epBMpPOBaHUA KOHOUIypaumm
-5.10.1 Mapametpbl Ethernet-uHtepdericos u uHTepoeicos Port-
Channel

- 5.10.2 Hactpoiika nHtepdeiica VLAN

- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
- 5.16.5 CemelicTBO NpoToKosioB STP

- 5.16.6 Hactpolika ¢yHKumum flex-link

-5.16.11 Hactpoiika npoTtokona CFM

-5.19.2 Npotokon RADIUS

- 5.19.4 MpoTokon ynpasneHus cetobio (SNMP)

- 5.26.2.2 PacwmpeHHasa npoBepKa NOAJIMHHOCTH

- 5.26.3 KoHTponb npotokona DHCP v onumna 82:

[nobanbHaa KomaHaa ana 3agaHua opmata remote id B onumm 82
- 5.27 ®yHkuun DHCP Relay nocpegHuka

Bepcusa 2.14

17.02.2015

[ob6asneHo onucaHue yctpoicts MES2124MB

[ob6asneH pasgen:

- 3.3 NoagkntoyeHne AKb Kk MES2124MB

M3meHeHusA B pasaenax:

- 5.10.2 Hactpolika nHtepoeiica VLAN

- 5.12 KoHTpOAb WMPOKOBELATENIbHOIO «LLITOPMa»

- 5.18.2 dyHKUMA nocpesHMKa npoTokona IGMP (IGMP Snooping)
-5.19.4 MpoToKkon ynpasneHus cetobio (SNMP)

-5.26.2.2 PacwmpeHHasa nposepKa Nog/AMHHOCTH

Bepcusa 2.13

14.01.2015

MN3meHeHuA B pasgenax:

- 5.8.3 KomaHzabl AnA pesepBMpoBaHUA KOHbUIypauum
[obaBneHbl pasgensbl:

- 5.15.3 Hactpolika ¢pyHKumm IPv6 ra guard

- 5.15.4 Hactpoliika ¢pyHKummn DHCPv6 guard

- 5.16.6 HacTtpolika ¢oyHKumm flex-link

Bepcusa 2.12

21.10.2014

MN3meHeHus B pasgenax:
- 5.10.2 HacTpolika uHtepoeiica VLAN
- 5.12 KOHTpOAb WMPOKOBELLATENBHOIO KILITOPMA»

Bepcusa 2.11

27.08.2014

N3meHeHwuA B pasgenax:
- 5.10 KoHourypuposaHue nHtepdeincos
- 5.16.6 NpoTokon EAPS
- 5.27 ®dyHKummn DHCP Relay nocpegHuKa

Bepcusa 2.10

28.07.2014

M3meHeHwus B pa3genax:
-5.19.7.1 Telnet, SSH, HTTP n FTP

Bepcua 2.9

12.05.2014

Job6asneHo onucaHue yctpoincts MES2124P, MES2208P

Bepcusa 2.8

06.05.2014

MN3meHeHus B pasgenax:
- 5.5 KomaHapl ynpaB/iieHUs CUCTEMOM
- 5.19.2 ®yHKuMA nocpeaHMKa npoTtokona IGMP (IGMP Snooping)

Bepcua 2.7

27.03.2014

MN3meHeHus B pasgenax:
5.24.1 [inarHocTrKa megHoro Kabens
5.25.6 KoHTponb npoTtokona DHCP v onuwna 82
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Bepcusa 2.6 09.01.2014 M3meHeHuA B pasaenax:

- 4.3 Pexkum paboTbl KOMMyTaTOpa

- 5.18.2 dyHKuMa nocpegHuKa npotokona IGMP (IGMP Snooping)

- 5.18.4 dyHKuMK orpaHmnyeHna multicast-tpadmka

Job6asneHbl pasaensi:

- 5.18.5 AyteHTudukauma IGMP yepes RADIUS

- NpunoxeHue A. Hactpolika asTopusaumm IGMP-3anpocos yepe3 RA-
DIUS

Bepcua 2.5 22.11.2013 M3meHeHUA B pasgenax:

- 5.9.1 NapameTtpsbl Ethernet-uHtepdeicos n nHtepoeicos Port-Channel
- 5.16.5 CemeiicTBo npoTokonos STP (STP, RSTP, MSTP)

- 5.16.6 NMpoTokon EAPS

- 5.19.2 MpoTokon Radius

JobasneHbl pasaensi:

- 5.3 dunbTpaums coobueHmit KOMaHAHOM CTPOKK

Bepcusa 2.4 15.08.2013 M3meHeHuA B pasgenax:

- 5.26.1 KoHdurypuposaHue ACL Ha 6ase IPv4
- 5.26.2 KoHdurypuposaHue ACL Ha 6ase IPv6
- 5.26.3 KoHdurypuposaHume ACL Ha 6a3e MAC

Bepcua 2.3 05.07.2013 Job6asneHbl pasgensi:

- 6.27 KoHdurypuposaHue 3awmTbl ot DoS-atak

MN3meHeHuA B pasgenax:

- MNpunoxenune A. [lpumepbl NPUMEHEHUA W  KOHPUrypUpOBaHMA
yCTpoMcTBa

Bepcwua 2.2 18.06.2013 Job6asneHbl pasgensi:

- 5.14.9 Hactpoiika npotokona OAM

- 5.14.10 HacTpolika npoTokosa CFM

N3meHeHwuA B pasgenax:

- 4.1 HacTtpolika TepMHUHana

- 5.9 KoHTpO/b WMPOKOBELATENBHOIO KLLITOPMa»
-5.17.1 MexaHun3am AAA

-5.17.7.1Telnet, SSH, HTTP u FTP

- 5.17.7.2 KomaHabl KOHPUTIYpUpOBaHUA TEPMUHANA

Bepcua 2.1 28.05.2013 [obasneHbl pasaensi:

- 5.6.3 KomaHzapbl gna pe3epBnpoBaHnA KOHOUrypaumm
- 5.15.7 HacTpoitka npotokona G.8032v2 (ERPS)
N3meHeHuA B pasgenax:

- 5.18.2 MpoTtokon RADIUS

- 5.18.3 NMpoTtokon TACACS+

- 5.18.4 NpoTokon ynpasneHua ceTbto (SNMP)

-5.21.2 iInarHoCTMKa ONTUYECKOro TpaHcuBepa

Bepcua 2.0 03.04.2013 [o6asneHo onucaHue yctpoictea MES1124

Bepcua 1.6 20.03.2013 [obasneHbl pasaensi:

- GyHKUMM orpaHudeHuns multicast-tpaduka

N3meHeHus B pasgenax:

- ®dyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)
- MexaHusm AAA

- Hactpoiika goctyna

- KoHTponb npotokona DHCP v onuua 82

- KoHdurypuposaHue PPPoE Intermediate Agent

Bepcua 1.5 06.03.2013 M3meHeHuA B pasaenax:

- 5.4 KomaHgbl ynpasieHua cuctemoi;

- 5.9 Selective Q-in-Q;

- 5.17.2 ®dyHKUMA nocpegHuKa npotokona IGMP (IGMP Snooping)
[obasneHo:

- MpunoxeHne b Tnosble cxeMbl NOCTPOEHMA ceTeit Ha 6ase NpoToKoa
EAPS

Bepcua 1.4 28.12.2012 M3meHeHuA B pasaenax:

- 5.4 KomaHgapb! ynpasneHuna cuctemoi: fobasaeHo onucaHne KoHdury-
pvpoBaHuA GYHKLMIA MOHUTOPUHTA 1 3awmTbl CPU;

-5.8.1. lo6aBneHo onucaHme KOHPUIypnpoBaHUA GYHKLNIN MOHUTO-
pUWHra HarpysKku Ha uHTepdericax.

- 5.8.2. lobaBneHo onuncaHue KoHpurypmposaHusa MAC-based vlan,
EtherType ana cxogAwmx NakeTos.
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-5.17.1. lobaBneHo onucaHue KoHUrypuposaHua nsyyeHma MAC-aa-
pecos 80 VLAN.

-5.18.4. lo6aBneHo onucaHMe KOHPUIypMpoBaHMA snmp trap coobuie-
HUWI Ha NopTax.

-5.20. flo6aBneHo onucaHne KOHGUTypUpPOoBaHUA YAANEHHOTO 3epKann-
poBaHuA.

- 5.23.3. [lobaBneHo onucaHue KoHdpurypuposaHua ¢opmarta DHCP on-
umn 82.

YpnaneH pasgen 5.28 PaboTa B pexknme maplipytusaTopa.

[o6asneH pasgen 5.23.6 “HacTtpoiika ¢oyHKumnm MAC Address Notifica-
tion”.

Bepcua 1.3 10.09.2012 N3meHeHus B pasgene 5.22 PyHKLMM AMArHOCTUKM GU3NYECKOTro
YPOBHSA

Bepcua 1.2 21.08.2012 [ob6aBneHo onncaHne KOHGUTYpUpPoBaHUA NpoTokona EAPS.

Bepcua 1.1 12.05.2012 [ob6aBneH pasgen:
- Hactpoiika PPPoE Intermediate Agent

Bepcua 1.0 21.12.2011 Mepsasa nybavkaums.

Bepcua nporpammHoro 1.1.48.14

obecneyeHus
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HELTEX

YCNOBHbIE OBO3HAYEHUA

0O603HaueHue OnucaHue

B KBaApaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTcA HeobAsaTe bHble

[] napameTpbl, HO UX BBOA, NPeAOCTaBAAET OnpeaesieHHble A40MNOJAHUTENbHbIE On-
LUmu.

0 B purypHbIx ckobKax B KOMaHAHOW CTPOKe yKa3blBaloTcA 0b6a3aTebHble Napa-
METpbl.

«,» [aHHble 3HaKN B ONUCAHUM KOMaHAbl UCNOJb3YHOTCA ANA YKAa3aHWUA gmanaso-

«=» HOB.

«|» [aHHbI 3HaK B ONMUCAHUM KOMaHAbl 0603HaYaeT «KUIn».

«/» [aHHbI 3HaK NpU YKa3aHMWU 3HAYEHUI NEepPeMEHHbIX pa3aenseT BO3MOXKHbIe
3HAYEeHMA U 3HAYEHUA NO YMOIYAHUIO.
Kypcmusom Calibri yka3sbiBatoTca nepemeHHble UM napameTpbl, KOTOpble Heob-

Kypcus Calibri yp y P P pel, P

XOAMMO 3aMEHWTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyxcupHelii Kypcue Mony*KMPHbIM KYPCUBOM BblAeNEHbI MPUMEYAHMA N NPeaynpeKaeHUs.

<MonyxcupHeoiii Kyp- MoNYKMPHBIM KYPCUBOM B YF/IOBbIX CKOOKAxX YKa3blBAOTCA HAa3BaHUA KAaBuLL
cue> Ha KnaBuaTtype.
Courier New MNonyxnpHbim Wpundtom Courier New 3anuncaHbl NprMepbl BBOAA KOMAHA.

WpundpTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3y/ibTaTbl BbINOJHEHUA
KOMaHA.

Courier New

MpumeyaHuna u npegynpexaeHus

MpumeuaHua cogepKaTt BaXKHYI0 UHGOPMaLUIO, COBETbl UM PeKOMEHAALMUK NO UCNO/b-
30BaHMIO U HaCTPoOiiKe YCTPOUCTBA.
MNpepynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOTyT HaHecTU
’ Bpepa, YCTPOICTBY MM YeNoBeKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoicTBa UK no-
Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue roabl Habnopaetca TeHAEHUMS K OCYLWECTBAEHMIO MAcCLITabHbIX MNPOEKTOB Mo
NOCTPOEHMUIO CETEN CBA3KM B COOTBETCTBMMU C KoHUenumneinn NGN. OgHoM M3 OCHOBHbIX 33434 Npu peanaunsauum
KPYMHbIX MY/NbTUCEPBUCHBIX CEeTel ABAAETCA CO34aHMe HaAeXHbIX W BbICOKOMPOU3BOAUTE/NbHbIX
TPaAHCMNOPTHbIX CeTel, KOTopble ABAAKTCA OMOPHbIMW B MHOFOC/IOMHOW apXUTEKType ceTel c/eayrolero
NOKOJIEHUA.

[Nna JOCTUXKEHUA BbICOKMX CKOPOCTEN LUMPOKO NPUMEHSIOTCA TEXHO/IOMKU nepeaayn MHbopmalmm
Gigabit Ethernet (GE). MNepegaya vHPoOpMaLMM Ha BbLICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, nogpasymeBaeT BblbOp TAaKOW TOMONOIMM CETM, KOTopas MO3BOASET FMOKO OCyLecTBAATb
pacnpeeneHue BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepun MES1000, MES2000 moryT MCNONb30BATbCA HA CETAX KPYMHbIX NPeanpuaTuii u
npeanpuATUIA Manoro u cpeaHero busHeca (SMB), B onepaTopckux ceTax. OHM 0becneymBatloT BbICOKYHO
NpPon3BOAUTENIbHOCTb, IMBKOCTb, 6€30MacHOCTb M MHOFOYPOBHEBOE KauyecTBO 06c/yKMBaHUA (QOS).

B HacTosALWEeM PYKOBOACTBE M3/0KEHbI Ha3HAaUYEHWE, TEXHUYECKME XaPaKTEPUCTUKM, PEKOMEHAALMU
MO Ha4yaNbHOM HACTPOMKE, CUHTAKCUC KOMAHZ A1 KOHOUIypUPOBAHWS, MOHUTOPUHIA M OBHOBNEHUSA
nporpammHoro obecnevyeHma KOMMyTaTopa.
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HauyeHue

YcTtpoiictBa cepuit MES1000 n MES2000 agnatoTca ynpaBaaeMbiMU CTEKMPYEMbIMU KOMMYTaTOpPamu,
BbINO/IHAOLWMMM CBOM KOMMYTaLMOHHbIE GYHKLMN HA KAHA/IbHOM M CETEBOM YPOBHAX mozaenun OSI.

CeteBble kKommyTaTopbl MES1024 nmetoT B cBoéMm cocTase 24 nopta Fast Ethernet ¢ anekTpuyeckumm
nHTepdericammn n 2 noprta Gigabit Ethernet, coBmelleHHble cO cnoTamu A ycTaHOBKKU SFP-TpaHcuBepos
(combo-nopTbi).

CeteBble KommyTaTopbl MES1124, MES1124M, MES1124MB mnmetoT B cBOEM cocTase 24 nopTta Fast
Ethernet c anekTpuyeckumn nHTepdelicamm n 4 nopta Gigabit Ethernet, coBmelLeHHble co cnoTamu ans
ycTaHoBKU SFP-TpaHcuBepoB (combo-noptbl). Ana  mogenn MES1124MB  umeeTcs BO3MOMKHOCTb
nogkntoueHus 12V AKB ana obecneyeHmn pe3epBHOro NUTaHus.

CeteBble KommyTaTopbl MES2124, MES2124M mnmetoT B cBoém cocTaBe 24 nopTa Gigabit Ethernet c
aNeKTpuYeckuMn nHTepdelicammu n 4 nopta Gigabit Ethernet, coBmeLLeHHble co cNOTamu AN ycTaHOBKK SFP-
TpaHcmBepoB (combo-nopThbl).

CeteBble KommyTaTopbl MES2124MB umetoT B cBoém coctaBe 24 nopta Gigabit Ethernet c
3NeKTpUYecKkUMM nHTepdelicamm 1 4 nopTa Gigabit Ethernet, coBmeLLeHHble cO cNOTamu AN ycTaHOBKK SFP-
TpaHcmnBepoB (combo-nopThbl). UmeeTcs BO3MOXKHOCTb NoakatoueHma 12V AKB ana obecneyeHumsa pesepBHOro
nUTaHUA.

CeteBble KommyTaTopbl MES2124P umeloT B cBoém coctaBe 24 nopta Gigabit Ethernet c
3NeKTPUYEeCKMMM UHTepdelicammn n noaaep:kkoit PoE+ n 4 noprta Gigabit Ethernet, coBmelieHHble co
cnoTamm gna ycTaHoBKM SFP-TpaHcmBepoB (combo-nopThl).

CeTeBble KommyTaTopbl MES2124F nmetoT B cBOem cocTase 24 cnota gna yctaHoBku SFP-TpaHcueepos
n 4 nopta Gigabit Ethernet, coBmelLLeHHble CO cI0TamMu AN1A yCTaHOBKM SFP-TpaHcuBepos (combo-noptsi).

CeteBble KommyTaTopbl MES2208P nmetoT B cBoéMm cocTase 4 aneKkTpuyecknx nopta Gigabit Ethernet

c nogaepkKkon PoE+, 4 nopta Gigabit Ethernet, coBmelyeHHble co cnoTamu 4na ycTaHOBKM SFP-TpaHcusepos
(combo-nopTbl), 2 onTuyeckunx nopta Gigabit Ethernet n 2 anekTpuyeckmx nopta Gigabit Ethernet.

B KOM6MHUPOBAHHBIX NOPTaX MOMKET 6bITb aKTUBHbLIM TONIbKO OAUH U3 UHTepdelicos. Mpu
V OAHOBPEMEeHHOM nogKaoueHun byaeT akTueeH nHTepdeinc c SFP-TpaHcueepom.

2.2 ®PyHKUMM yCTpOMCTBA

2.2.1 OcHoBHble PYHKLMUMU

B Tabamue 2.1 npuBeaeH CNUMCOK OCHOBHbIX GYHKLMA KOMMYTaTOPOB A0CTYNa.

Tabanua 2.1 — OcHoBHble GYHKLMN YCTPOMCTBA

BNIOKMPOBKa BO3HMKAET B C/IyYasaX Neperpyskn BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
3awuma om 6s0Ku- GUKOM OT HECKONIbKMX BbICOKOAKTUBHbIX MCTOYHUKOB. ITO MOKET NPUBECTU K Mo-
posKu ouyepedu (HOL) Tepe TpaduKa OT APYrMX UCTOYHUKOB C HU3KOM aKTUBHOCTbIO. [INs NpeAoTBpaLL,eHus
TaKMX CUTYyaLMiA UICNOb3YIOTCA METOAbl Pe3ePBUPOBAHUA PECYPCOB KOMMYTATOpPA.
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MeTog, 0bpaTHOro AaBNeHMA UCNO/b3YeTCa Ha NOAYAYNAEKCHbIX COeAMHEHUAX ANA

lModdepicka obpam- N
o a peryanpoBaHus NOTOKA AaHHbIX OT BCTPEYHOTr0 YCTPOMCTBA NyTeM CO34aHMA KONNU-
H H o o o
Zeok geneHu 3uii. MeTog, no3sonseT nsbexatb nepenonHeHns bydpepHoit NamaTn ycTporcTea u
(Back pressure) NnoTepu AaHHbIX.
ABTOMaTM4YeCKOE onpeaeneHne TMna Kabena — nepekpecTHblil Kabenb nau kabenb
NPAMOro NoAKAOYEHNA.
- MDI (Media-Dependent Interface — npamoit) — ctaHAapT Kabenen gna nogxto-
Moddepycka MDI/MDIX ( P pAmO#) Aap AR NOA

YeHMA OKOHEYHbIX YCTPOMCTB;
- MDIX (Media-Dependent Interface with Crossover — nepeKkpecTHblit) — cTaHZapT
Kabenen aAna NoAKNOYEHMA KOHLEHTPATOPOB M KOMMYTATOPOB.

lModoepxKa caepx0uH-
HbiX Kadpos (Jumbo
frames)

KommyTtaTtop cnocobeH noaaepxunsatb nepesady cBepPXA/JMHHbIX KagpoB, YTO No3-
BO/IAET NepefaBaTh AaHHbIe MEHbLWMM YAC/IOM NAKeTOB. ITO CHUXKaeT obbem cay-
»ebHol nHdopmauum, Bpema 06paboTkM 1 nepepbIBbI.

)/npaeneHue NMOMOKOM
(IEEE 802.3X)

YnpaB/iieHne NOTOKOM NO3BONAET COEANHATb HU3KOCKOPOCTHOE YCTPOWCTBO C BbICO-
KOCKOpPOCTHbIM. [1nA npeaoTBpalleHna nepenosHeHna 6ydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBnATb NakeT PAUSE, Tem cambim MHPOpMU-
pys BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM cAenaTth naysy npu nepe-
Jadve NakeTos.

Paboma 8 cmekKe
ycmpolicms

KommyTaTop nogaep»usaet 06'bEFI,VIHEHVIe HECKOJIbKMNX YCTPOVICTB B CTeK. B atom
C/ly4ae KOMMYTATOpPbl PaCCMaTPMBAKOTCA KakK eguHoe norm4yeckoe YCTpOl‘;ICTBO c 06-
wmmmn HaCTpOﬁKaMM. Bo3moXHbl ABe TONONOrMKU MOCTPOEHUA CTEeKa — KOJbLO U
uenoyka. Mpu aTom napameTpbl NOPTOB BCEX YCTpOl‘;iCTB, BK/IOYEHHbLIX B CTEK,
MOXXHO 3a4aTb C KOMMYTATOpa, pa60Tarou.|,ero B pexknume «macrtep». CteKnpoBaHue
yCTpOVICTB NO3BONAET CHU3UTb TPYAO0EMKOCTb YNpaB/a1eHUA CETbIO.

2.2.2 ®yHKuum npu pabore c MAC-agpecamm

B Tabanue 2.2 npmueeneHbl GyHKLUMM yCTPONCTB Npu paboTte ¢ MAC-agpecamu.

Tabnnua 2.2 — PyHKumMM paboTtbl ¢ MAC-agpecamm

Tabauuya MAC-adpecos

KommyTaTop cocTaBaseT B NamaTi Tabauuy, B KOTOPOI yCTaHaB/AMBAETCA COOTBET-
ctBme mexay MAC-agpecamu 1 nHtepdeincamm KommyTtaTopa.

Pexcum obyveHus

B oTcyTcTBME 0BYYeHMA, JaHHble, MOCTyNatoLme Ha Kakon-nmbo nopT, nepegatoTca
Ha BCe OCTa/ibHble NOPTbl KOMMYTaTopa. B pexxume obyyeHua KommyTaTop aHaAu-
3upyeT Kagpbl U, onpesenvs MAC-agpec oTnpaBuUTeNs, 3aHOCUT ero B TabamLy Kom-
MyTaLumu. BnocneacrTemnm, NocTynMBLIKIA Kaap, NpeAHasHauYeHHbI gas xocta, MAC-
afipec KOTOPOro yXKe ecTb B Tabsmue, nepesaeTcs TONbKO Yepes yKasaHHbIM NopT B
Tabnunue.

lModdepicka nepeda4u
Ha Heckonbko MAC-ao-

[aHHaa GyHKUMA NO3BO/MAET YCTaHaB/AMBATb COEAMHEHMA «OAUH KO MHOMMM» K
«MHOrMe Ko MHorMm». Takmum obpasom, Kagp, afpecoBaHHbIi MHOroaapecHomn

pecos rpynne, nepegaeTca Ha KaxAblil NOpT, BXOAALIMI B rpynny.
(MAC Multicast Support)
Asmomamu4yeckoe . N
6DEMSA XDAHEHUS Ecaun ot yctpouctea ¢ onpegeneHHbim MAC-agpecom 3a onpegeneHHbl nepuog,
p g BPEMEHM He MOCTYNatoT MaKeTbl, TO 3aNUCb B TabauLe MapwpyTusaumm ana AaH-
MAC'G Pecoe HOro apeca ycTapeBaeT v yaanseTtca. 3To N03BOAAET NOAAEPKMBATL TabAMLYy B aK-
(Automatic Aging for MAC TYa/IbHOM COCTORHMM.
Addresses)
Cmamuyeckue 3anucu | CeTeBON KOMMYTATOP NO3BO/SAET NONb30BATENIO ONPEAENNUTL CTaTUYECKME 3annUCh
MAC cooTtBeTcTBUII MAC-agpecoB MHTepdelicam, KOTopble COXPAHATCA B TabamLe KOm-
(Static MAC Entries) MyTaTUUN.

Ethernet-kommymamopsi MES1000, MES2000
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2.2.3 ®PyHKUMM BTOPOro ypoBHA ceTeBoit moaenu OSI

B Tabaunue 2.3 npusegeHbl GYHKUMU M 0COBEHHOCTU 8BMOpP020 yposHA (yposeHb 2 OS).

Tabnnua 2.3 — OnucaHme GyHKUKIA BTOPOro ypoBHA (ypoBeHb 2 OSI)

lModdepxcka VLAN

KommyTaTopbl noaaepxusatoT paboTy BupTyanbHbix ceteit VLAN.

®dyHryua IGMP

Peanunzauua npotokona IGMP no3ssonseTr Ha ocHoBe MHGOPMALUK, NOSYHEHHOM
npu aHanuse cogepxumoro IGMP-naKeToB, onpeaenntb, KakmMe yCTPOICTBa B CETU

Snooping YYaCTBYHOT B rpynnax MHOroaZpecHOM paccbliiku, U agpecoBaTtb TPadMK Ha COOTBET-
CTBYHOLLUME NOPTHI.
®yrryus MLD Snooping Peanunsauymua d)vaKLI,VIVI MLD Snooping no3sosnseT ycTponCTBY MUHMMMU3IMPOBATb
MHOroagpecHbi IPv6-Tpaduk.
®YHKUMA, NO3BONAIOLLAA NepeHanpPaBaATb MHOrOaAPECHbIM TpaduK U3 3a4aHHOM
®dyHKYuA VLAN (multicast VLAN) B nopT nonb3oBatens Ha ocHoBaHun IGMP-coobuieHni, 4to

Multicast-TV VLAN

N03BO/IAET YMEHbLUUTb HAarpysKy Ha uplink-nopT kommyTaTopa. YHKLMA NPUMEHS-
etcAa B peweHusx lll-play.

3awjuma om

«wmopma»
(Broadcast, multicast, un-
known unicast Storm Control)

«LTopm» — 370 pasmHorKeHMe broadcast-, multicast-, unknown unicast-nakeTos B
KaXKAoM y3/ae, KOTopoe NPMBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMCAa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GPYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
pOCTb Nepeaaym MHOroaApecHbIX U LIMPOKOBELLATENbHbIX KaApoB, NPUHATbLIX U ne-
peaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue nop-

moe
(Port Mirroring)

3epKkanuposaHue no3sonseT ayb6aMpoBaTb TpaduK HabatogaembIx NOPTOB, Nepe-
CblNan BXOAALME /UK UCXOAALME NAKETbl HA KOHTPOAMPYIOLWLMIA NOPT. Y NoNb30-
BaTeNA eCTb BO3MOMKHOCTb 3341aTb KOHTPO/IMPYIOLNIA U KOHTPOAUPYEMbIE NOPTbI U
BbIGpaTh TUM TpaduKa (BXOAALMI N/UAKN NCXOAALLMIA), KOTOPbIN BydeT nepeaaH Ha
KOHTPOJIMPYIOLWMIA NOpT.

U3onayua nopmos (Pro-
tected ports)

[daHHasa ¢yHKLMA No3BOAAET Ha3HauYMUTb NopTy ero uplink-nopT, Ha KoTopbIl 6es-
YC/I0BHO ByAeT nepeHanpasasaTbCa BeCb TpaduK, obecneunBas TeM caMbiM U30N5-
LMIO C ApYrMMK nopTamu (B Npegenax o4HOro KOMmyTaTopa).

Private VLAN Edge

[aHHaa GyHKLMA N03BONAET M30MPOBATL FPYNMy NOPTOB (B Npeaenax 04HOro Kom-
MyTaTopa), HaXOAAWMXCA B OGHOM LUMPOKOBELLATE/IbHOM AOMEHe mexKay coboi,
No3B0/IAA NPM 3TOM 06MeH TpadUKOM C APYrMMM NOPTAMM, HAXOAALLMMUCS B STOM
e WMPOoKOoBeLLaTe/IbHOM JOMEHE, HO He MPUHaA/IeKallymm K 3Toi rpynne.

Private VLAN

ObecneunBaeT U30NALMIO MEXKAY YCTPONCTBAMM, HAXOAALLMMMUCA B OAHOM LUMPO-
KoBelLaTe/IbHOM JOMeHe, B npeaenax Bcel L2-ceTu. PeannsoBaHbl pexumbl pa-
60Tbl nopTa: Promiscuous, Isolated (Isolated-nopTbl He moryT o6meHMBaTbLCS APYT C
apyrom) n Community (NopTbl MoryT o6mMeHMBaTbCA MeXay coboit 1 Promiscious-
nopTom).

loddepicka npomo-
kona STP

(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOW 3a4a4yelt KOTOPOro ABAA-
eTca npuseaeHue cetu Ethernet ¢ M36bITOYHBIMK COEAUHEHMAMM K OPEBOBULHON
TOMONOMMK, UCKAOYatoLWen neTan. KommyTaTopbl 06MeHUBaOTCA KOHOUTYPaLMOH-
HbIMW COOBLLEHNAMM, UCMONBL3YA Kagpbl cneunanbHoro popmata, U BbIBOPOUHO
BKHOYAIOT M OTKJ/IHOHAIOT NOPTbI YCTPOMNCTBA.

loddepicka npomo-

Kona RSTP (IEEE 802.1w
Rapid Spanning Tree proto-

Rapid (6bicTpbiii) STP (RSTP) — ABnseTcs ycoBeplueHCTBOBaHWEM npoTokona STP,
XapaKTepusyeTcs MeHbLIMM BpeMeHeM NPUBEeSEHUA CETU K APEBOBUAHON TONONO-
MK 1 MMeeT 60/1ee BbICOKYIO YCTOMYMBOCTD.

col)
Moddepxka pyHKYUO- | Layer 2 Protocol Tunneling (L2PT) no3sonsaeT nponyckaTb cy:kebHble nakeTsl (PDU)
Hana Layer 2 Protocol | L2-npoTokonoBs yepes ceTb NpoBaigepa, uTo obecneynsaer «Npo3payHyo» CBA3b
Tunneling (L2PT) KNNEHTCKUX CerMeHTOB CeTu.
EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneunBatoLinii
WCKNIOYEHME 3aUMKNMBAHUA TpaduKa B CETAX C KONbLEBOM TOMONOMMEN, a TaKkKe
lpomokon EAPS npegHasHavyeHHblM A1A 6bICTPOro BOCCTAHOBAEHMUA NPOXOXKAEHUA TpaduKa B cay-

Yyae aBapuM Ha OTAeNbHOM y4acTKe ceTn. EAPS obecneunBaet Bpema BOCCTaHOBEe-
HMA CyLL,eCcTBEHHO MeHblle, YeM NPOTOKOIbI Spanning tree.
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MpoToKoAN npeAHasHayeH ANA MOBbIWEHMA YCTOMYMBOCTM M HALEKHOCTU CeTu

lMpomokon ERPS (Ether- | nepepauun faHHbIX, UMEIOLLLEN KOMbLEBYIO TOMOOTMIO, 3@ CYET CHUKEHWA BPEMEHM

net Ring Protection BOCCTAaHOB/IEHUA CETU B C/lyvae aBapuu. Bpemsa BoccTaHOBNAEHUA He npeBbiwaeT 1

Switching) CEeKYHAbl, YTO CyLECTBEHHO MeHblle BPEMEHW MNEepecTporKM CceTu npu
MCMO/1b30BaHMM NPOTOKO0B cemeicTBa Spanning Tree.

Mpotokon peructpauumn GARP VLAN obecneumBaeT guHamuyeckoe pobasne-

lModdepxka GVRP Hue/ypaneHue rpynn VLAN Ha nopTax. Ecav BkatoueH npoTokon GVRP, kommyTaTop

(GARP VLAN) onpegensneT, a 3aTemM pacnpoCTPaHAET AaHHble 0 npuHagnexkHoctn K VLAN Ha Bce

nopTbl, ABAAKOLWMECA YaCTbHO aKTUBHOW TOMOJIOTUM.

Moddepxcka VLAN Ha

6a3e nopmos
(Port-Based VLAN)

Pacnpepenernue no rpynnam VLAN BbinonHAeTcA no BxoAawmm noptam. [aHHoe
peleHne No3B0oJIAeT UCNO0JIb30BaTb HA KaXKA0OM NOpTy TONbKo oaHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKpbITbIV CTaHAAPT, KOTOPbIA ONMUCbIBAET NpoLeaypy TermpoBaHUA
TpadmMKa gna nepegayun nHeopmaumm o npuHagnexHoctn kK VLAN. Mo3ssonseT uc-
No/sb30BaTb HecKoabKo rpynn VLAN Ha ogHOM nopTy.

Azpeaayusa KaHaAn08
(epynnel kaHanos LAG)

B ycTpoiicTBax NnoaaepkuBaerca GyHKLUMA CO34aHMNA rpynn KaHanoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorua ob6beanHeHun
HECKObKMX M3NYECKMX KaHANOB B OA4MH IOTMHECKUIA. ITO CNOCOBCTBYET He TO/IbKO
YBE/IMYEHUIO MPOMYCKHOW CMOCOBHOCTU MarncTpasibHbiX KaHa/loB KOMMYTaToOp—
KOMMYTaTOp WM KOMMYTaTOpP—CEPBEP, HO M MOBbIWEHUIO UX HAZLEXKHOCTU. Bos-
MOXHbl TPM TMNA 6aNaHCUPOBKM HArpy3KM MeXKay KaHanamu: Ha ocHoBaHMK MAC-
afpecoB, Ha OCHOBaHWK IP-aapecoB M Ha OCHOBaHWKM NOPTa HasHayeHuA. pynna
LAG CcOCTOWT M3 NOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTalowmx B AYNJIEKCHOM pe-
KUme.

JuHamuyeckue epynnoel
KaHan08 (npomokon
LACP)

Mpotokon LACP obecneuymBaeT aBTOMaTMYeCKOEe 06begMHEHME OTAE/bHbIX KaHa-
IOB MeXAay ABYMS YCTpoWCTBamMM (KOMMYTaTOP—KOMMYTaTop WM KOMMyTaTop—
cepBep) B eAMHbIN KaHan nepeaayn AaHHbIX.

B npoToKo/sie NOCTOSIHHO onpeaenaeTcs BO3MOXKHOCTb 06beANHEHNS KaHA/0B, U B
CNy4Yae 0TKasa coegMHEHMUA, BXOAALLEro B 00beaMHEHHbIN KaHa, ero TpaduK aBTo-
MaTU4YeCKN nepepacnpenennerca No HeoTKasaBLWKMM KOMMOHeHTaM ob6beanHeH-
HOro KaHana.

lModdepxka Auto Voice
VLAN

MpepoctaBnAeT BO3MOXKHOCTb MAEHTUPULMPOBATL r0ON0COBOM TPadMK HA OCHOBA-
Huu OUI (Organizationally Unique Identifier — nepsbie 24 6uta MAC-agpeca). Ecau
B MAC-Tabnnue KommyTaTtopa npucytcTeyet MAC-agpec ¢ OUl ronocoBsoro wito3a
nnn e IP-TenedoHa, To AaHHbIM NOPT aBTOMATMYecKM aobasnsetca B voice vlan
(naeHTMdMKauma no npotokony SIP nnu e no MAC-agpecy nonyyatens He noa-
JAeprkuBaerca)

Selective Q-in-Q

Mo3BonsAeT BbINONHATL AEUCTBUA C BHEWHUM uaeHTudukatopom VLAN SPVLAN
(Service Provider's VLAN) Ha ocHOBe CKOHGUIypUpPOBaHHbIX NPaBua GuabTpaLmm no
BHyTpeHHemy naeHTuduratopy VLAN (Customer VLAN). MpumeHeHue Selective Q-
in-Q nosBosAeT A06aBUTb AN U3MeHUTb MeTKy SPVLAN y nakeTa Ha oTAe/IbHOM
yyacTKe ceTu.

2.2.4 ®yHKUUM TpeTbero ypoBHA ceTeBoi mogenu OSI

B Tabnuue 2.4 npuBeneHbl GyHKUMU TpeTbero ypoBHs (yposeHb 3 OSI)

Tabnunua 2.4 — OnucaHme pyHKUMI TpeTbero ypoBHs (Layer 3)

Kﬂue”mbl BOOtP_UDH_CP YcTpoicTBO cnocobHO aBTOmatTMyecku nosydatb IP-agpec no npoTtoKkony
(Dynamic Host Configuration
BootP/DHCP.
Protocol)
ARP — npoTokon conocTtaBneHus IP-agpeca u ¢pmsmyeckoro agpeca ycrpolictea. Co-
lpomokon ARP P AP M Apeca yerp

(Address Resolution Protocol)

OTBETCTBUE YCTaHAB/INBAETCA HAa OCHOBE aHa/IM3a OTBETa OT y3/1a CETU, aapecC y3aa
3anpawnBaeTca B LULMPOKOBeLWaTe/IbHOM MNaKeTe.

Ethernet-kommymamopsi MES1000, MES2000
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2.2.5 ®yHKuun QoS

B Tabnnue 2.5 npMBeaeHbl OCHOBHbIe PYHKUMKM KayecTBa obcayKmuaHus (Quality of Service)

Tabnnua 2.5 — OcHoBHble GYHKLMM KauecTBa 0b6CnyKMBaHUA

lModdepxKa npuopu-
memHsbix o4yepedeli

YCTPOWCTBO NoAaAepKnBaeT NPUOPUTM3aLMIO UCXOZALLErO TpaduKa No ouyepeaam
Ha KaxX4om nopTy. PacnpeaeneHune NakeToB No o4Yepesam MOMKET NMPOU3BOAUTLCS
B pe3y/ibTaTe KaaccuduKaLmm NakeToB Mo Pas/iMyHbIM NOAAM B 3aro/I0BKax nake-
TOB.

cnyxusaHua 802.1p

Moddepxcka Knacca 0b-

CraHgapT 802.1p cneumduumpyeT MeTos yKasaHMUa NpuopuTeTa Kagpa v airoputm
MCMNO/Ib30BaHMA NPUOPUTETA B LLEIAX CBOEBPEMEHHOMN A0CTAaBKM YyBCTBUTENBLHOIO
K BPeMEeHHbIM 3a4eprKKam Tpadumka. CtaHgapTt 802.1p onpeaensaet BOCEMb YPOB-
Heli npuopuTeToB. KomMmyTaTopbl MOryT MCMOAb30BaTb 3HA4YeHWEe npuopuTeTa
802.1p onAa pacnpeneneHna Kagpos No NPUOPUTETHBIM ovepesAM.

2.2.6 ®PyHKUuM obecneyeHna 6e3onacHoOCTH

Tabnuua 2.6 — PyHKUMM obecneyeHma 6esonacHoOCTH

DHCP snooping

®yHKUMA KOMMYTaTOpa, NpeaHa3HaYeHHana 41A 3aLMTbl OT aTak C UCNOJ/Ib30BAHNEM
npotokona DHCP. O6ecneunBaeT punbrpaumnto DHCP-coobLLeHUiA, NOCTYNUBLLKX C
HeHageXHbIX NOPTOB, MyTEM MOCTPOEHUA U NOAAEPHKAHUA Basbl JaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping Bbino/iHAeT AeilcTBuA
6paHaMayspa MeXay HeEHaAeXKHbIMW NopTamu 1 cepsepamu DHCP.

Onuyusa 82 npomokKona

Onuwus, KoTopas nossonset npouHbopmuposatb DHCP-cepBep 0 Tom, C KaKoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi nopT npuLien 3anpoc.
Mo ymonyaHuto KommyTaTop, ucnosbsytowmii ¢yHkumto DHCP snooping, obHapy-

DHCP »KMBaeT 1 oTbpacbiBaeT ntoboit DHCP-3anpoc, cogeprKalimii onuuto 82, KOTopbili OH
Noay4mn Yyepes HeHaAExHbIl (untrusted) nopT.
UDP relay MNepeHanpasneHue wnpokoselLaTesibHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.

IP Source address guard

PyHKUMA KOMMYTaTOpa, KOTopaa orpaHuumneaeT IP-Tpaduk, PunbTpya ero Ha ocHo-
BaHWKM Tabanubl cooTBeTCTBUI 6a3bl AaHHbIX NpuBA3kn DHCP-DHCP snooping 1 cTa-
TUYECKM CKOHPUTYPUPOBaHHBbIX IP-aapecoB. PyHKLMA ncnonblyeTtca ana 60pbbbl ¢
nogmeHou IP-agpecos.

(Protection)

Dynamic ARP Inspection

dYHKUMA KOMMYTaTOPa, NpeaHasHavyeHHan 4/19 3aLMTbl OT aTak C MCMOJ/Ib30BaHMEM
npoTtokona ARP. CoobLuieHue, KOTOpoe NoCTynaeT ¢ HeHaAeKHOro NopTa, Noasep-
raeTca Nposepke — cooTBeTcTByeT N IP-agpec B Tene npuHatoro ARP-nakera IP-
aapecy oTnpasutens.

Ecnv agpeca He cOBNagaloT, TO KOMMYTaTOP OTOPAChIBAET NaKer.

Control List)

L2 —L13—-14 ACL (Access

Ha ocHoBe nHbopmaLmMK, coaepsKallleinca B 3aroloBKax yposHeit 2, 3 u 4, y agMmu-
HWCTPaTOpPa eCcTb BO3MOXKHOCTb HAaCTPOWUTL NPaBKUIa, COFNACHO KOTOPbIM NakeT by-
net obpaboTtaH, N1Mbo oTbpoLLEH.

Time-Based ACL

Mo3BoNsAeT CKOHOUIrypUpoBaTb BPeMEHHble PaMKWU, B TEYEHME KOTOPbIX AaHHbIM
ACL 6ypeT aencrtsoBaTb

Moddepicka 6a0Ku-
pPOBKU nopmos

OcHOBHasA ¢YHKUMA BJOKMPOBKM — NOBLICUTL 6E30MaCHOCTb CeTH, NPeaoCcTaBaAn
AOCTyN K NOPTY KOMMYyTaTopa TONbKO Ana ycTpoicts, umetowmx MAC-agpeca, 3a-
KpenneHHble 3a 3TUM NMOPTOM.

lMposepKa nodAuHHO-

cmu Ha ocHoee rnopma

MpoBepka noannHHocTu IEEE 802.1x npeacraBnset coboit MexaHM3m KOHTPoNA 4o-
CTyna K pecypcam 4yepes BHelHW cepsep. MNpolweawme nposepky NogaMHHOCTU

(802.1x) no/ib30BaTe/IM MOYHaloT JOCTYN K pecypcam BblIbpaHHON ceTu.
®yHKUMA No3BoNAET JONONHATL NakeTbl PPPoE Discovery nHdopmaumein, xapakre-
PPPOE IA pusytolel nHTepdeic goctyna. 3To He0bX0AMMO ANA UAEHTUPUKALUM NOIb30BaA-

TeNbCKOro MHTepdeica Ha cepBepe goctyna (BRAS, Broadband Remote Access
Server).
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2.2.7 ®DYHKUUM yNpaBAEHUA KOMMYTaTOPOM

Tabanuya 2.7 — OcHoBHble QYHKLMW yNpaBAEHUA KOMMYTAaTOPOB

3aepy3Ka u ebi2py3Ka
¢alina HacmpolKu

MapameTpbl YCTPOMCTB COXPAHAIOTCA B daiine HaCTPOMKM, KOTOPbIA COAEPIKUT AaH-
Hble KOHOUIypauuu Kak BCeill CUCTeMbl B LLEJIOM, TaK M ONpeaeseHHOro nopra
ycTpoWcTea.

lpomokon TFTP (Trivial
File Transfer Protocol)

Mpotokon TFTP ncnonb3yetcsa aas onepauumii 3annucu n yteHna eainos. MNpoTokon
OCHOBaH Ha TpaHcnopTHOM npoTtokose UDP.

YcTpoincTBa NoaaepK1BatoT 3arpy3Ky U nepesadvy no AaHHoOMy npoTokony ¢alinos
HacTpoWKun 1 06pa3oB nporpammHoro obecneyeHus.

lMpomokon SCP (Secure
Copy)

MpoToKkon SCP ncnonb3yeTca Ana onepaumii 3anmMcu U yteHua ¢annos. MpoTokon
OCHOBaH Ha ceTeBOM NpoToKosne SSH.

YCcTpoiicTBa NOALEPKMBALOT 3arpy3Ky U nepegady no AaHHOMY NpoTokoay dalinos
HaCTPOWMKKN 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsbili MOHUMO-
puH2 (RMON)

YpaneHHoblh moHUTOpUHT (RMON) — cpencTBo MOHUTOPUHIA KOMMNbIOTEPHBIX Ce-
Ten, pacwmnperne SNMP. CoBmecTUMble YCTPOMCTBA NO3BOAOT cObMpaTh AnarHo-
CTUYECKME JaHHble C MOMOLLbIO CTaHUMW yrnpasaeHusa cetbto. RMON — 310 cTaH-
papTHasa 6asa MIB, B KOTOpoi onpegeneHbl TEKyLWAa U Npeablaylas cTaTUCTUKa
ypoBHA MAC 1 061beKTbl ynpasieHus, NpefocTaBaAloWwmMe gaHHbIe B peasibHOM Bpe-
MEHM.

MpoTtokon SNMP ncnonb3yeTtcsa Ana MOHUTOPUHIA U YNpPaBAeHUA CeTEBbIM YCTPO-

lpomokon SNMP cTBOM. [1nA ynpaBneHuna A0CTYNOM K cUCTeMe onpeaenneTca CMCcoK 3anumceit coob-
LLLEeCTBA, KaAasA U3 KOTOPbIX COAEPNKUT NPUBMAErMM AOCTYMa.
YnpasneHue yctpoiicteamu nocpeactsom CLI ocylectsnsetca noKanbHO yepes no-
. cneposaTtenbHbld NopT RS-232, ambo yganeHHo vepes Telnet, SSH. UHTepdelic Ko-
Unmepdgpelic KomaHO- A P YA P pd

Holi cmpokKu (CLI)

MaHAHOM CTPOKKM KoHconu (CLI) sBnAeTcs NpOMbIWAEHHBIM CTaHAApTOM. UHTep-
npetatop CLI npeagocTaBnseT CIMCOK KOMaHA U KNHOYEBbIX C/I0B A1A NOMOLLM NOAb-
30BaTENIO M COKPALLEHWNI0 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKon, obecneumnsatowmii nepesady coobLEHNn 0 NPOUCXOAALMX B

Syslog o
cucteme cobbITUAX, a TaKXKe yBegoMNeHU 06 olmMbKax yaaneHHbIM cepsepam.
SNTP MpoTokon SNTP — NpOTOKON CMHXPOHM3aLMU BPEMEHU CeTW, rapaHTUpyeT Tou-
(Simple Network Time Pro- | HOCTb CMHXPOHM3aLWM BPEMEHM CETEBOTO YCTPOWCTBA C CEPBEPOM A0 MWJIUCE-
tocol) KYHAbI.
Traceroute Traceroute — cnyskebHasa GyHKUMA, NpeaHa3HAaYeHHana gna onpeaeneHnsa mapLpy-

TOB nepeaayun AaHHbIx B IP-ceTax.

YnpasneHue KOHMpPonu-
pyembim docmyrnom —
ypOo8HU ripusuneauli

ALOMUHUCTPATOP MOXKET ONpeseInTb YPOBHU NPUBUAETUIA f0CTYNa ANA NOAb30Ba-
Teslell YCTPOMCTBA M XapaKTePUCTUKM A8 KaxKAOro YPOBHA NpuBUAerMii (TONbKo
AN yTeHusa — 1 ypoBeHb, NOAHbIN JocTyn — 15 ypoBeHb), a TaKKe KOHTPOAUPO-
BaTb, KAKME KOMaHAb! AOCTYMHbI Ha KaXA0M M3 YPOBHEN npusuaeruii.

baoKuposka uHmep-
¢elica ynpasneHus

KommyTaTop crnocobeH ycTaHaB/iMBaTb 3anpeT AO0CTyna K Kaxaomy uHtepdeicy
ynpasnenus (SNMP, Telnet, SSH). 3anpeT MoKeT 6bITb YCTaHOB/IEH OTAENbHO ANA
Kaxkgoro Tuna goctyna: Telnet (CLI over Telnet Session); Secure Shell (CLI over SSH);
SNMP.

JloKaneHasa aymeHmu-

[N NoKanbHoW ayTeHTUOUKALMM NOALEPKMBAETCA XpPaHeHWe naposiei B 6ase AaH-

¢ukayus HbIX KOMMYyTaTOpa.
Gunempayus IP adpe- | Noctyn no SNMP paspeluaetca gns onpegeneHHbix IP-agpecos, ABAAIOWMXCA Yie-
cos 0149 SNMP Hamu SNMP-coobuiecTsa.

Knuexnm RADIUS

MpoTtokon RADIUS ucnonbsyetcs ana ayteHTMdUKaLMn, aBTopmsaumnm u yyeta. Cep-
Bep RADIUS ucnonbsyeT 6a3y AaHHbIX N0/ib30BaTeNei, KOTopas COAEPHKUT AaHHbIe
NPOBEPKU MOAAMHHOCTU ANA KaXaoro nonb3osatena. KommyraTopbl noanepxu-
BAOT KJIMEHTCKYH YacTb NnpoToKkona RADIUS.

TACACS+
(Terminal Access Control-
ler Access Control System)

YCTPOMCTBO NpeaocTaBAfseT MOALEPMKKY NMPOBEPKU MOAJANHHOCTU KAUEHTOB MNO-
cpeactsom npotokosa TACACS+. NMpotokon TACACS+ obecneynBaeT LLEHTPAIN3O-
BaHHYIO cucTemy 6e30MacHOCTU A8 NPOBEPKM MOb30BaTENEN, NONYYAOLWMNX A0-
CTYN K YCTPOMCTBY, @ TaK¥Ke LEHTPA/IM30BAHHYIO CUCTEMY YNPABAEHUA Npu cobto-
AeHnn coemectumocTtun ¢ RADIUS v apyrummn npoueccamm npoBepKn NOAJANHHOCTY.

Ethernet-kommymamopsi MES1000, MES2000
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dyHKUMA cepBepa SSH no3sosAeT KAnMeHTy SSH yCcTaHOBUTbL C YCTPOMCTBOM 3alUu-
Cepeep SSH YHKL, psep % Y ycTp w
LLLeHHOE CoeaUHEHUE ANA YNPaBAEHUA UM.
oddeprcka [JaHHas ¢yHKUMA NpeaocTaBaseT BO3MOXKHOCTb CO343aBaTb MaKPOKOMaHAb!, Npes-
cTaBnsAowme coboit HA6op KOMaHA, U NPUMEHATb UX ANA ONEepPaTUBHOIO yrpas/e-
MOKPOKOMAHO o
HWA YCTPOMCTBOM.

2.2.8 [AononHutenbHble GYHKLUMN

B TabsiMue HuXe npueeaeHbl AONOIHUTEIbHbIE PYHKLMM YCTPOMUCTBA.

Tabanuya 2.8 — JononHutenoHble GYHKLMM YCTPOMCTBA

BupmyanbeHsiii Kabeso-
HbIli mecmep (VCT)

KommyTaTopbl MMeIOT B CBOEM COCTaBe NporpaMMHbie M annapaTHble CpeacTsa,
NO3BO/IAIOLLME BbINOJHATL GYHKLMM TECTUPOBaHNA Kabena — VCT:

- onpegaeneHvie npobaem CBA3M NMpuW UCMO/Ib30BaHUM MeaHbIX Kabenei (06pbiB, 3a-
MbIKaHMe NPOBOAOB);

- OTYET MO pe3y/ibTaTaM TECTUPOBAHUS.

Juaz2HocmuKa onmuye-
CKO20 mpaHcusepa

YCTPOICTBO MO3BOMAET TECTMPOBATb ONTUYECKUIA TpaHcuBep. MNpu TecTMpoBaHUK
OTC/IEXXMUBAKOTCA TaKMe NapamMeTpbl, Kak TOK U HanpAXKeHue NUTaHuA, TemnepaTtypa
TpaHcMBeEpPa, MOLLHOCTb CUTHana Ha Npuéme u nepegade. [lnarHoctmka foCTynHa
TOMIbKO ANSA TpaHCUBEpPOB, nogaepxusatowmx ¢yHkumio Digital Diagnostics Moni-
toring (DDM).

Green Ethernet

[laHHbI MexaHN3M NO3BOAAET KOMMYTAaTOPY CHU3UTL 3HepronoTpebieHve 3a cyet
nepeBoAa HeaKTUBHbIX 3/IEKTPUYECKMX MNOPTOB B SKOHOMMYHbIN PEKUM.

IP SLA

TexHONorMa akTMBHOTO MOHUTOPWHTIA, UCMO/b3YOWAACA AN U3MEPEHMA NapameT-
poB ObICTPOAENCTBMA KOMMBIOTEPHbIX CETEN M KayecTBa nepegayu AaHHbIX. MNoa-
nepxusaemble onepaummn — ICMP Echo, UDP litter.

2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

OCHOBHble TEXHUYECKME NapaMeTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabavue 2.9

Tabnunua 2.9 — OCHOBHble TEXHUYECKME XapaKTEPUCTUKU

O6wme napameTpbl

24 x 10/100BASE-T (RJ-45)
MES1024 2 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbIM nopT RS-232 (DB-9)

24 x 10/100BASE-T (RJ-45)

MES1124 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHcobHbIM nopT RS-232 (DB-9)
MES1124M 24 x 10/100BASE-T (RJ-45)
MES1124MB 4 x Combo 10/100/1000BASE-T/1000BASE-X
. MES1124M rev.B 1 x KoHconbHbIM nopT RS-232 (RJ-45)
NHTepdeicsl
24 x 10/100/1000BASE-T (RJ-45)
MES2124 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHcobHbIM nopT RS-232 (DB-9)
MES2124M 24 x 10/100/1000BASE-T (RJ-45)
MES2124P 4 x Combo 10/100/1000BASE-T/1000BASE-X
MES2124MB 1 x KoHconbHbIV nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
MES2124P 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbIM nopT RS-232 (RJ-45)
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MES2208P

4 x 10/100/1000BASE-T (RJ-45) PoE/PoE+

4 x Combo 10/100/1000BASE-T/1000BASE-X
2 x 1000BASE-X

2 x 10/100/1000BASE-T

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2124F

24 x 100BASE-FX/1000BASE-X (SFP)
4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbIN nopT RS-232 (RJ-45)

CKopoCTb NepeAayn AaHHbIX

dneKTpuyeckme nHTepodericbl: 10/100/1000 M6éuT/c
OnTunyeckme nHTepdelicol: 1 Fémt/c

OnTuyeckme TpaHcMBeEpbI

SFP

AynnekcHblii/MonyaynaeKkcHbIin pessum

[LynneKcHbIN/NonyaynnekcHbli pexkum A5 3N1eKTPUYECKUX Nop-
TOB, AYN/EKCHbIN PEXKUM O/1A ONTUYECKUX MOPTOB

MES1024

8,8 [éut/c

MES1124
MES1124M
MES1124MB
MES1124M rev.B

12,8 F6ut/c

MponyckHaa

CnocobHOCTb MES2124

MES2124M
MES2124pP
MES2124MB
MES2124F

56 Iéut/c

MES2208P

24 T6ut/c

MES1124M
MES1124MB

NpoussoantensHocts | MES1124M rev.B

9 MPPS

Ha MaKkeTax AAMHOWN 64
baiital

MES2124M
MES2124MB
MES2124P
MES2124F

41 MPPS

O6bem bydepHo namaATK

1 M6ant

MES1124M
MES1124MB
MES1124M rev.B
MES2124M
MES2124MB
MES2124F

O6bem 03Y (DDR2)

128 Mb6awnt

MES2124P

256 Mb6anT

O6bem M3Y (SPI Flash)

16 M6ant

Tabanua MAC-agpecos

16384 3anucu (4actb MAC-agpecoB pesepBupyeTca A8 UCNoJb-
30BaHUA CUCTEMON).

Noppepxka VLAN

cornacHo 802.1Q go 4094 aktmsHbIx VLAN

Konnuectso rpynn L2 Multicast (IGMP

snooping) 1000
Konunyectso npasun SQinQ IEnggrreiS:::;:S
Konnyectso npasun ACL 248
Konnuectso ACL 230
Konnyectso npasun ACL B ogHom ACL 248
Konnyectso aksemnaapos MSTP 28

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHei;I nepeaayun
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Arperaumsa KaHanos (LAG)

16 rpynn, Ao 8 NOPTOB B KaxKAoM

Konnuectso DHCP pool

64

KauectBo 06cnykmBaHua QoS

Mpuoputnsaums Tpaduka, 4 ypoBHs
4 BbIXOAHbIX oYepean C PasHbIMW MPUOPUTETAMU ANA KaXKAO0ro
nopTa

Ceepxa/nHHble Kagapsbl (Jumbo frames)

MakcumanbHbIi pasmep naketos 10240 bait

CreknpoBaHue

[Jo 3-x ycTpovicts

CooTBeTCcTBME CTAaHAApPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOOMNpEeAeneHne CKopoctu

IEEE 802.3X KOHTPO/Ib NOTOKOB AAaHHbIX

IEEE 802.3ad o6beauHeHne KaHanos LACP

IEEE 802.1p npuopuTmn3auma Tpaduka

IEEE 802.1g BupTyanbHble noKanbHble cetn VLAN
IEEE 802.1v, IEEE 802.3ac

IEEE 802.1d cBasyiouiee aepeso STP

IEEE 802.1w 6bicTpoe cBasytouiee aepeBo RSTP

IEEE 802.1s mHoecTBO cBA3yoWMUX aepesbes MSTP
IEEE 802.1x ayTeHTMdMKaLMA Nonb3oBaTeNel

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2124P,
MES2208P)

YnpasneHue

NokanbHoe ynpasnexHue

Console

YaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, WEB

dusnyeckmne XxapakTepuCcTUKU U yCNoBuUA

OKpYy)KaloLen cpeabl

MES1024
MES1124
MES2124
MES2124F

CeTb nepemeHHoOro Toka 110-250 B, 50 I'y,

MES1124M
MES1124M rev.B
MES2124M

CeTb nepemeHHoro Toka 110-250 B, 50 'y, unm ceTb NOCTOAHHOIO
TOKa 36-72 B

MES2124P
NCTOYHMKM NnUTaHNA

CeTb nepemeHHOro Toka 170-265 B, 50 I'y,

MES2208P

CeTb NOCTOSAAHHOrO TOKa 45-57 B

MES1124MB
MES2124MB

CeTb nepemeHHoro Toka 110-250 B, 50 'y, 1 CBUMHLOBO-KUCNOT-
HbIN aKKyMynaTop

XapaKTepuCTUKM 3apAaaHOro YCTPOMCTBA:

- TOK 3apaga — 1,7 A;

- HanpsXeHue cpabaTbiBaHUA pacuLennTensa Harpyskun — 10—
10.5 B;

- MOPOroBOe HanpAKeHne NHAMKaLMM HU3Koro 3apaga — 11 B.

MES1024, MES1124
MES1124M
MES1124M rev.B
MES1124MB

He 6onee 25 BT

MoTpebnaemasn MES2124
MOLLHOCTb MES2124M

He 6onee 30 Bt

MES2124F

He 6onee 40 Bt

MES2124P

He 6onee 400 Bt

MES2208P

He 6onee 140 BT

MES2124MB

He 6onee 30 Bt
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MNoTtpebnseman MES1124MB He 6onee 45 BT
MOLLHOCTb 6e3 yyeTa
3apaga AKB MES2124MB He 6onee 50 BT
MES2124P 350 Bt
Biogxet PoE
MES2208P 120 Bt
MES1024, MES1124
MES1124M
MES1124MB
AnnapaTtHan MES2124, MES212M Her
noaaepxka Dying MES2124MB
Gasp MES2124F
MES2124P
MES2208P
MES1124M rev.B ectb
MES1024, MES1124
MES1124M
MES1124MB 2,15 kr
MES1124M rev.B
Macca MES2124
MES2124M 2,60 Kr
MES2124MB
MES2124F 2,85 Kr
MES2124P 3,15 kr

labapuTtHble
pasmepbl
(WxBxT)

MES1024, MES1124
MES2124

430 x 44 x 138 mm

MES1124M

MES1124MB 430 x 44 x 160 mm
MES1124M rev.B

MES2124M

MES2124MB 430 x 44 x 180 mm
MES2124P 430 x 44 x 203 mm
MES2208P 320 x 44 x 159 mm
MES2124F 430 x 44 x 206,5 mm

WHTepBan pabounx
Temneparyp

MES1024, MES1124
MES2124

oT-10 go +45°C

MES1124M rev.B

ot -15 go +55°C

MES2208P

oT1-20 go +65°C

MES1124M
MES1124MB
MES2124M
MES2124MB
MES2124P
MES2124F

ot -15 po +50°C

MHTepsan TemnepaTypbl XpaHeHUs

ot -40 po +70°C

OTHOCMTeNbHAA BNAXHOCTb MpPU 3KCMyaTa-

uunm (6es obpasoBaHMA KOHAEHcaTa)

He 6onee 80%

OTHOCMTENbHAA BAXKHOCTb npn XpaHeHUn

(6e3 obpaszoBaHNA KOHAeHcaTa)

o1 10% po 95%

CpoK cny»bbl

He meHee 15 net

V Tun 6n0Ka NUTaHUA onpegensetca npyu opopmaeHUn 3aKkasa.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pa3zfesie onucaHo KOHCTPYKTUBHOE MUCMOJIHEHME YCTPOMCTB. MpeacrtasneHbl M3o6paskeHns
nepeaHei, 3agHei 1 GOKOBLIX MaHeNel yCTPOMCTBa, ONMCaHbl Pa3beMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl yripaBieHus.

KoMmyTaTopbl BbINOAHEHbI B METAN/IMYECKOM KOPMyce C BO3MOXHOCTbIO YCTaHOBKM B 19” Kapkac
TMnopasmepa 1U.

’ B KOM6MHUPOBAHHbIX NOPTaX MOKeT 6biTb aKTUBHbIM TO/IbKO 0AUH U3 UHTepdeiicos. Mpu

OAHOBPEMEHHOM nogKaloueHun byaeT akTueeH nHTepdeinc c SFP-TpaHcusepom.

2.4.1 BHewHui BuA MU ONUCAHME nepegHei naHenun ycrpoucte cepum MES1024,
MES1124, MES2124

BHewHWMn BMA, nepegHein naHenu yctpolicts cepum MES1024, MES1124, MES2124 noKasaH Ha
pucyHkax 1-3.

Aelrex
 MES1024

Unit ID

Console
Master

11 | I 1 L
o Jo ||y e '
P b 2§ 23 =13 = | 23 41 L =133 A5 45 = £ S5 a5 = 42 o = = =
GO0 g a0 0 | | B gt O a8 0 | | B 0ot _au. _gat_x o AT
xorvce 10/100/1000 BASET o 1000 BASE X

1 2 3 4 5 6 7
JELTEX
[ MEs1124 —
Console —
1 2 3 4 5 6 7
PucyHok 2 — MES1124, nepedHAs naHesnb
AeLtex — 7
1 MES2124 oz = | T =
Console e . 0“0
laste: I
1 2 3 5 6

PucyHok 3 — MES2124, nepedHAs naHesno
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B Tabsmue 2.10 npuBeseH nepeyeHb PasbeMoB, CBETOAMOLHbIX MHANKATOPOB M OPraHoB
yNpaB/ieHWs, Pacno/IoKEHHbIX Ha NepegHelr NaHean KoMMyTaTopa.

Tabanuya 2.10 — OnncaHMe pa3sbeMOB, MHAMKATOPOB U OPraHOB YNpPaBAEHMA NepeaHel NaHenu

Ne dnemeHT nepeaHeit OnucaHue
naHenu
1 Console KoHco/ibHbIM NopT RS-232 ans NOKaNbHOro ynpaBieHMA YyCTPONCTBOM.
MES1024
24 10/100BASE-T (RJ-45).
2 | 1. 24 MEs1124 | 24moPTall/ (R1-45)
MES2124 | 24 nopta 10/100/1000BASE-T (RJ-45).
25,26 MES1024
3 Kom6o-nopTbi: noptbl 10/100/1000BASE-T (RJ-45) 1 c1OTbl 418 YCTAHOBKM
MES1124 | -
paHcmBepos 1000BASE-X (SFP).
25,26,27,28 MES2124
Unit ID (1-4) NHAMKaTopbl HOMEpPa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
4
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Master NHAaMKaTop pexnma paboTbl yCTPOMCTBA B CTEKE - BeAyLWMIA AKX BESOMbIN
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpysku ycTpoinctea u cbpoca K 3aBos-
CKMM HacTpoMKam:
5 F - NPU HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ceKyHA NpoucxoauT ne-
pe3arpyska ycTpoWucTBa;
- MPU HAXKaTUM Ha KHOMKY A/UTeNIbHOCTbIO 6bonee 10 cekyHA nponcxoauT
cbpocC HAacTpPOEeK YCTPOICTBA 4,0 3aBOACKON KOHPUTypauuu.
6 ~150-250VAC, 60/50Hz Paszbem gna NoAKNOYEHNA K UCTOYHUKY 31EKTPONUTAHMA NEPEMEHHOIO TOKa
7 = Bont ana 3asemneHus ycTponcrsa.

2.4.2 BHewHWi BUA U onucaHue naHeneun ycrpoicrea cepum MIES1124MB, MES2124MB

BHewHnn Bua, nepefgHeit naHenn ycTpoicts cepum MES1124MB, MES2124MB nokasaH Ha
pUCyHKax 4-5.

110.250 VAC 6/S0Ne ma 14

cuass
AN 1

JVELTEX MES1124MB

Tyoc mucdh == - - L=! - = - = - == - = - == - - =I=] - =] - l:l'-J —_—— 1.24- 30/3000085TX
| - e e
55 =60 B2 § e hd e b A Ll P L A L B e A ) 0 B
I
1 2 6 8 7 8
PucyHok 4 — MES1124MB, nepedHsasa naHesns
A, . s S . s . S . . o “ 25 ey 27 JWELTEX MES2124MB
P i i v i e
: . - 5
il i T

6

PucyHok 5 — MES2124MB, nepedHsas naHesno
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B Tabaunue 2.11 npuBeaeH nepeyeHb PasbemMoB, CBETOANOAHbIX MHONKATOPOB M OPraHOB
ynpaB/aeHNA, PacnosIoXKeHHbIX Ha NepeaHen naHenn KommyTtatopa cepun MES1124MB, MES2124MB.

Tabnnua 2.11 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB yNpaBAeHMA NepeaHei naHenun

Ne | dnemeHT nepeaHeit naHenm OnucaHue
110-250VAC, MES1124MB Pasbem 1A NOAKNIOYEHUNA K UCTOYHUKY 3NEKTPONUTAHUA MEepeMEHHOro
1 60/50Hz max 1A TOKa.
~110-250VAC
g MES2124MB
60/50Hz max 2A >
2 12VDC max 3A Knemmbl gna noaKNo4EeHNA akKyMynAaTopHol H6aTapen 12V.
Unit ID (1-4) NHAMKaTopbl HOMEpPaA YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
3 Master VIHp,uMKaTop pexunma paboTbl yCTPOWCTBa B CTEKe — BeAyLLMIA UK BeAO-
MbIM.
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
Battery MHAMKATOP COCTOAHMA aKKyMynaTopHoM BaTapeu.
4 Console KoHconbHbIN NopT RS-232 anA NOKanbHOro ynpaBaeHMA YCTPOUCTBOM.
dyHKLMOHaNbHAA KHOMKA 415 nepesarpyskun ycTpoiicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 E - NMPW HaXKaTUM Ha KHOMKY A/NTeNbHOCTbIO MeHee 10 ceKkyHA npoucxo-
AWT NepesarpysKka yCTpoICTBa;
- NPW HaXXaTUKW Ha KHOMKY AANTeNbHOCTblo 6bonee 10 cekyHA npoucxo-
ANT c6POC HACTPOEK YCTPOMCTBA A0 3aBOACKOWN KOHOUIypaLuu.
6 [1..24] MES1124MB | 24 nopTa 10/100/100BASE-T (RJ-45).
B MES2124MB | 24 nopta 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBan MHAMKALUMA COCTOAHUA ONTUYECKUX NHTepPdencos.
3 25 26.27 28 Kom6o-noptbl: noptbl 10/100/1000BASE-T (RJ-45) v cnotbl ans ycra-
e HOBKM TpaHcuBepoB 1000BASE-X Combo.

BHewHMN BMA 3a4HeN naHenu yctpoikctBa cepum MES1124MB, MES2124MB npuBegeH Ha

pUCyHKe 6.
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PucyHok 6 — MES1124MB, MES2124MB, 3a0HAA naHesnb

Ha 3agHei naHenn yctpolictea cepum MES1124MB, MES2124MB pacnonioXKeH 601T Ana 3a3emneHuns
YCTpOWCTBa, 0603HaUYeH CMMBOIOM = (1).
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2.4.3 BHelwWHWIt BUA M onucaHue naHenen yctpoucrts cepun MES1124M, MES2124M

BHewHunn Bua nepegHeit naHenn MES1124M ¢ pa3bemomM A4S NOAKAOYEHMA K WUCTOUYHMKY
3/IeKTPONUTaHMNA nepemeHHOoro Toka 110-250B npuseseH Ha pUCYHKE 7, K UCTOYHMKY MUTAHMUA NOCTOAHHOIO
TOKa 48B Ha pucyHke 8.

AELTEX MES1124M

1.24- 10/1008ASE-TX
25,28 - 10/100/1000BASE-T or 10DBASE-FX/10008ASE X

i [

7

JELTEX MES1124M

9 10 i1 12—
|||| Spoed 2528 . 10/100/1000BASE T or 10084SE P/ 100SBASE X
Q0=
QQw® 25 6 27 28

g b o el 1 s s i
QO

= =,

n 7] 2

2 ——T——

7 6 7

36-72VDE max 14
-+

PucyHok 8 — MES1124M DC, nepeOHsAsA naHess

BHewHWn BuAa nepeaHelt naHenn MES2124M c pa3bemomM A0S NOAKAOYEHMA K WUCTOUYHUKY
3/1eKTPONUTaHMA NnepemeHHoro Toka 110—-250B npuseaeH Ha pUCYHKe 9, K UICTOYHMKY NMUTAaHUA NOCTOAHHOIO
TOKa 48B Ha pucyHke 10.

JVELTEX MES2124M

1.24- 10/100/10008ASET
25,28 . 10/100/1000BASE.T or 1008ASE:FX/10008ASE X

') e i e m @
e BT B e
1 7
PucyHoKk 9 — MES2124M AC, nepedHsAs naHens
. . s 5 . . . 5 . . o N 21— JveLTex Mmes212am
= P i e il e il iy e i S T ¥t
Master 2 F 2 T

{ UEEes08s8S8e0 ) rrres

1 2 3 4 5 7 6 7

PucyHok 10 — MES1124M DC, nepedHsas naHeso
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B Tabaunue HUXKe NpuBeaeH NepeyeHb PasbeMOoB, CBETOANOLHbIX MHAMKATOPOB U OPraHoB
ynpaB/aeHWA, PacnosIoXKEHHbIX Ha NepeaHen NaHenn KommyTtaTopos cepun MES1124M, MES2124M.

Tabnnua 2.12 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB YNpaBAeHMA NepeaHei naHenun

Ne dnemeHT nepeaHeii OnucaHue
naHenu
110-250VAC, 60/50Hz Pasbem gna noaKntoveHUA K UCTOYHUKY 3/1IEKTPONUTAHMA NEPEMEHHOrO TOKa.
max 1A
1
36-72 VDC max 1A Pasbem An1A NOAKAOUYEHUA K UCTOYHMKY 3/1EKTPONUTAHUA MOCTOAHHONO TOKA
48B
Power MNHAMKaTOp NUTAHMA YCTPOICTBA
5 Status MHAMKATOP COCTOAHMA YCTPOMCTBA
Master NHAMKATOp pexnma paboTbl yCTPOMCTBA B CTEKE - BEAYLLMNA UM BEAOMbIN
Unit ID (1-4) MHAMKaTopbl HOMEpPa YCTPOMCTBA B CTEKe
3 Console KoHconbHbIN NopT RS-232 ans NOKANbHOTO yNpasaeHUa yCTPOMCTBOM
dDyHKLMOHaNbHAA KHOMKa ANA nepes3arpysku ycTpoictea U cbpoca K 3aBoa-
CKMM HaCTpOMKam:
4 F - NPU HaXKaTUM Ha KHOMKY ANTEeNbHOCTbIO MeHee 10 ceKyHA, npoucxoauT ne-
pe3arpysKa ycTpoIiCTBa;
- NPW HaXKaTuUM Ha KHOMKY AnuTenbHocTblo 6osee 10 cekyHA npouncxoauTt cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKOMN KOHOUTypauun.
s [1..24] MES1124M | 24 nopTa 10/100BASE-TX (RJ-45)
N MES2124M | 24 nopta 10/100/1000BASE-T (RJ-45)
6 Link/Speed CBeToBasA MHAMKALMA COCTOAHMUA ONTUYECKMX UHTEpPdENCOB
7 25 26,27 28 Komb60o-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45) u cnoTbl ANA YCTaHOBKU
e TpaHcueepos 1000Base-FX/1000BASE-X Combo

BHewWwHW BUA 3agHEN NaHeNn ycTponcTs cepum MES1124M, MES2124M npusegeH Ha pucyHKke 11.

© [¢] e]
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PucyHok 11 — MES1124M, MES2124M, 300HAA naHesb

Ha 3agHen naHenu yctponcts cepumn MES1124M, MES2124M pacnonoxeH 60T AnAa 3asemieHus
ycTpoiictea, 0603HaYeH CMMBOIOM = (1).

2.4.4 BHelwHUI BUA M ONUCaHUE NepeaHeNn NaHenu ycTpoiictea cepum MES2208P

BHelWwHM BUA, NnepegHel naHenn ycrpoincTea cepmumn MES2208P npuseaeH Ha pucyHke 12.

7
JvelTex 1 PR §ombo oy N 5 U,
EEEE P e '

Console 4Q O Power
3Q Q status
) (e ) ey
1O Ofaarm
[, ) Do o (b o) A cuam
7 8 9 10 , 12 | [ £\ s oevice ?
1 2 3 4 5 6 7 8 9

PucyHok 12 — MES2208P, nepedHAs naHesb
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B Tabanue 2.13 npmMBeaeH nepeyeHb pa3bemoBs, CBETOAMOAHbIX MHANKATOPOB U OPraHOB yNpaBaeHus,
pacnonoXKeHHbIX Ha NepeaHer naHean KommyTtaTopa cepum MES2208P.

Tabanuya 2.13 — OnncaHMe pa3sbeMOB, MHAMKATOPOB U OPraHOB YNpaBAEHMA NepeaHeit naHenun

[ dnemeHT nepegHei
N PeA OnucaHue
naHenu
1 Console KoHconbHbI nopT RS-232 ana NOKaNbHOrO ynpaB/ieHUA YyCTPOUCTBOM.
2 1,2,7,8 4 nopta 10/100/1000BASE-T (RJ-45 c nogaep»KKoii PoE+).
3 34910 Komb6o-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45) 1 cnoTbl ANA YCTaHOBKM
e TpaHcuepoB 1000BASE-X (Combo).
4 5,11 2 nopTta 1000BASE-X.
5 6,12 2 nopta 10/100/1000BASE-T.
Unit ID (1-4) NHAMKaTopbl HOMEpPa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
6 Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Master NHaukaTop pexkuma paboTbl yCTPOICTBA B CTEKe — BeAyLW M UK BEAOMbIN.
Alarm NHAWKaATOp NUTAHKUA YCTPOIMCTBA NO TexHonormm PoE.
PyHKLMOHabHAA KHOMKa A1A Nepe3arpysku ycTpoictea u cbpoca K 3aBoa-
CKMM HaCTpoMKam:
7 F - NPW HAXXaTUM HA KHOMKY A/IMTe/IbHOCTbIO MeHee 10 ceKyHA NponcxoauT ne-
pe3arpyska ycTpoWucTBa.
- NPV HaXKaTWUM Ha KHOMKY AAUTeNbHOCTbIO bonee 10 ceKyHA npoucxoamt
cbpoc HacTpoeK yCTPOMCTBA A0 3aBOACKOM KOHOUrypaumm.
8 36-72 VDC max 4A Pasbem gna NOAKNIOYEHUA K UCTOYHUKY 31€KTPOMUTaHMA MOCTOAHHOrO TOKa.
9 = BonT gna 3asemneHna ycTponcrea.

2.4.5 BHelwHUi1 BUA M onucaHUe NnaHenen yctpoiictea cepumn MES2124P

BHewWwHM BUA, NepegHer naHenn ycrpoincTea cepmmn MES2124P npuseaeH Ha pucyHke 13.

DETEX 1 2

12 —) 5y ]

3 4 5 6 7 8 9 10 11
s ) ) i 1 [l gﬂ] oo 0,

o ) R R R R

F
Alarm
e 24 10/100/1000 BASE T, 842 3at P+
6 [8 g oence 5.26.27.28 - 10/100/1000 BASE T or 1000 BASEX

22

2 3 4 5 6

PucyHok 13 — MES2124P, nepedHsAs rnaHesnb

B Tabaunue 2.14 npuseaeH nepeyeHb pasbeMoB, CBETOANOAHbIX MHAMKATOPOB U OPraHoB
yNpaB/ieHNs, Pacro/IoXKEeHHbIX Ha NepeaHelr NnaHenn KommyTaTopa cepumn MES2124P.

Tabnnuya 2.14 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB yNpaBAeHMA NepeaHei naHenun

Ne dnemeHT nepeaHeii
naHenm

OnucaHue

1 Console

KoHconbHbIN nopT RS-232 oA NOKanbHOro ynpasaeHMa YCTPOUCTBOM.

2 1-24

24 nopta 10/100/1000BASE-T (RJ-45 ¢ noaaepskkoi PoE+).
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3 2528 Kom60-nopTbl: noptbl 10/100/1000BASE-T (RJ-45) 1 cnoTbl A8 yCTaHOBKM
TpaHcuBepoB 1000BASE-X (Combo).
Unit ID (1-4) MNHAMKaTOpbl HOMEpPA YCTPOWCTBA B CTEKE.
Power NHAMKATOp NUTAHMA YCTPOMCTBA.
4
Status MNHAMKaTOp COCTOAHMA YCTPOICTBA.
Alarm MNHAMKATOP YPOBHSA aBapuu YCTPOMCTBA.
PyHKLMOHaNbHAA KHOMNKA A/1A Nepe3arpyskun ycTpoicTea u cbpoca K 3aBoa-
CKMM HACTpoOMKam:
5 . - NPW Ha)KaTUW HA KHOMKY A/IMTeNbHOCTbIO MeHee 10 ceKyHA NPonCXoauT ne-
pesarpysKa ycTpoiicTBa.
- NPW HaXKaTUK Ha KHOMKY AuTenbHocTblo 6onee 10 cekyHA, NnponcxoanT
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypaumu.
6 ~150-250VAC, 60/50Hz Pasbem gna noakntoveHUA K UCTOYHUKY 3/1IEKTPONUTAHMA NEPEMEHHOIO TOKa.
max 2A
BHewWwHMM BMA 3a4HEN NaHenn ycTponcTea cepum MES2124P npueeneH Ha pucyHke 14.

N—®

PucyHok 14 — MES2124P, 3a0HAA naHenb

Tabauua 2.15 — OnucaHne pasbemoB, MHAMKATOPOB W OPraHoOB ynpaBaeHWUsa 3a4Hen naHenun

Ne dnemeHT 3agHeun OnucaHue
naHenu
1 BeHTUNATOPbLI OXNaXAeHUA.
2 = BOAT AnA 3a3emieHna yCTPOMCTBa.

2.4.6 BHelwHWMi1 BUA, M onucaHUe NaHenen ycrpoiictea cepun MES2124F

0000000 B

PucyHok 15 — MES2124F, nepedHsasa naHess

B Tabnumue 2.16 npmMBeaeH nepeyeHb PasbemMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pacrnonoXeHHbIX Ha NepeaHen naHeAn KommyTaTopa cepumn MES2124F.
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Tabnnuya 2.16 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB yNpaBAeHMA NepeaHei naHenun

Ne dnemeHT nepepHei
PeA OnucaHue
naHenu
1 ~150-250VAC, 60/50Hz Pazbem gna NoAKNOYEHNA K UCTOYHUKY 3N1EKTPONUTAHMA NEPEMEHHOIO TOKa.
max 2A
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
Status MNHAMKATOp COCTOAHMA YCTPOMCTBA.
2
Master NHamKaTop pexkuma paboTbl yCTPOMCTBA B CTEKE — BeAYLMIA UIU BEAOMbIN.
Alarm NHAMKATOp YPOBHSA aBapuu YCTPOMUCTBA .
3 Console KoHconbHbI nopT RS-232 ana NOKaNbHOro ynpaB/ieHUA YyCTPOUCTBOM.
PyHKLMOHaNbHAA KHOMKA A1A Nepe3arpyskn ycTpoictea u cbpoca K 3aBoa-
CKMM HacTpoMKam:
4 F - NPU HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ceKyHA NpoucxoauT ne-
pesarpyska ycTpoicTBa.
- NPW HAXXaTUM HA KHOMKY AAnTebHOCTbIO 6onee 10 cekyHA nponcxoanT
cHbpoc HacTpoeK yCTPoWCTBa A0 3aBOACKOM KOHGUrypauuu.
5 1-24 24 cnoTa gnAa yctaHoBKM TpaHcmsepos 1000BASE-X.
6 5.8 Komb60o-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45) 1 cnoTbl AnA YCTaHOBKM
TpaHcueepos 1000BASE-X (Combo).

BHewHW BUA 3agHeN naHenn yctpoicrea cepmm MES2124F npuseneH Ha pucyHke 16.

PucyHok 16 — MES2124F, 3a0HAA naHesnb

OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB ynpaBaeHus 3agHei naHenm MES2124F npusegeHo
B Tabauue 2.16.

2.4.7 BoKoOBble NaHeNn YCTPOMUCTBA

PucyHok 18 — Jlesas bokoeas naHesns Ethernet-kommymamopa

Ethernet-kommymamopsi MES1000, MES2000
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Ha 60KOoBbIX MaHenax YCTpOD’ICTBa PacnoN0oXeHbl BEHTUNALMOHHbIE PELLETKU, KOTOPbIE CNYyXaT ANA
oTBoga Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHUMU NpegmeTamu. 3TO0 MOXKeT
npunuBecCTn K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa M BbI3BATb HapyweHUA B €ro paﬁoTe. PekomeHpgaumm no
YCTaHOBKe YCTpOﬁCTBa PacnonoXeHbl B pa3gene «YCTaHOBKA 1 NOAKNOYEHUE Y.

2.4.8 CeetoBas UHAUKaAUUA

CocTonHue uHTepdelicoB Ethernet nHaMumnpyetca ABymA CBETOAMOAHLIMW MHAMKATOpamu, SPEED
AHTapHoro useTa un LINK/ACT 3eneHoro useTa, pacnofoKeHHbIMM BO3/1e KaxA0ro MHTephencHoro pasbema.
PacnonoxeHne cBeToanoa0B NOKA3aHO Ha pucyHKax 19, 20.

LINK/ACT SPEED

PucyHok 19 — BHewHul sud pasvema RJ-45

o]
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B
sl | <@
1>

{HHHHHHHHEHL
. Uuuuuuuguy K

LINK/ACT  SPEED

PucyHok 20 — BHewHuli 8ud pasvema ¢ SFP-mpaHcusepamu

Tabnuua 2.17 — CeeToBaA MHAMKALMA COCTOAHUA SNEKTPUYECKUX U ONTUYECKUX MHTepdeicos Ethernet

CeeuyeHue uHOukamopa | CeeveHue UHOU- Cocmosnue unmepipeiica Ethernet
LINK/ACT kamopa SPEED

BbikntoueH BbikntoueH MopT BbIKNOYEH NN COEJUHEHNE HE YCTaHOB/IEHO

FopnT NOCTOAHHO BbikntoueH YcTaHoOB/IEHO coeanHeHue Ha ckopocTu 10 nam 100M6uT/c

fopuT NOCTOAHHO [opuT nocTtoAHHO YcTaHOB/IeHO coenHeHne Ha ckopocTi 1000M6uT/c

Mwuranue X MpeT nepefaya gaHHbIX

NHankatopbl Unit ID (1-4) cny»kaT ana o603HauyeHMa HoMepa YCTPOKCTBaA B CTeKe.
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CUCTEMHbIE MHAMKATOPbI, ONUCAHHbIE B TabAMLLE HUKE, CAYKAT 415 ONpesesieHNA CoOCTOAHNA paboTbl
Y3/10B KOMMYyTaTOpa.

Tabnuua 2.18 — CeeToBaaA MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HaseaHue uH- DyYHKYUA UHOUKQ- -
dukamopa mopa CocmosHue uHOuUKamopa CocmosHue ycmpolicmea
BbikntoueH MnTaHne BbIKNOYEHO
. MuTaHWe BKAOYEHO, HOP-
C 3eNeHbli, TOpUT NOCTOAHHO 6 M
Power OCTOAHNE UCTOYHU- manbHaa paboTta ycrponcrea
KOB NUTaHUA ABapua Kak MUHUMYM OHOTO
KpacHbint 13 BTOPMYHbIX UCTOYHWUKOB
NUTaHuA.
o HopmanbHana paboTa ycTpoun-
3eneHbln, ropuUT NOCTOAHHO
cTBa
OTKa3 ynpasaawoLwen niu
KpacHbIn, ropuT NOCTOAHHO KOMMYTUPYIOLLLEN YACTU
CocTtosiHue ycTpoi- ! <
Status crea yerp ycTpoiicTea
3arpyska yctpoiictsa. He
o o Ha3HayeH IP-agpec HK1 Ha
3enieHbli, KpacHbIN, MUraHue .
OZMH 13 UHTepdencos
. YCTPOMCTBO ABAAETCA «MacTe-
3eneHbln, ropuUT NOCTOAHHO
Mpur3HaK BeayLiero pom» cTeka
Master YyCTpOWCTBa Npu pa- YCTpOWMCTBO He ABNAETCA «Ma-
6oTe B cTeke BbikntoueH CTEpPOM» B CTEKE MU He 3a-
OaH pPeXMm CTEKMPOBaHUSA
. YcTpoicteo paboTaeT Hop-
3eneHbli, TopUT NOCTOAHHO
Alarm? NHAnKaTop ypoBHA ManbHO
aBapuu yCcTpomncTea OpaH:KeBbli, FOPUT NOCTOSHHO HecpouHas aBapusa
KpacHbIi, ropuUT NOCTOAHHO KpuTtuyeckas aBapusa
o AKB nogKkntoyeHa, nuTtaHue B
3eneHbli, TopUT NOCTOAHHO
HOpMme
3eneHblit, MUraHue AKB 3apsaxkaetca
NHaukaTop cocTos- OpaHKeBbIii, FOPHT NOCTORHHO OCHOBHOE NUTaHME OTKAO-
Batter HUS aKKYMYNATOPHOM ’ yeHo, AKB pa3paraeTtca
ymy. p
baTtapeu OpaH»KeBblil, MUraHue HusKnit yposeHb 3apaga AKb
KpacHbIi, ropuT NOCTOSAHHO AKB oTKNtoueHa
. Asapua PTb (pacuenutena
KpacHbln, muraHme P (pacy
TOKa baTtapem)

] B Tom cnyyae, Korga KommyTtaTop pabortaer B aBTOHOMHOM pexkume 6e3 cTeKMpoBaHms,
V nHauKaTtopbl Master v Unit ID BbIKNOYEHbDI.

! Micnonb3ayeTca TonbKo B ycTpoiicTBax cepum MES2208P, MES2124P
2 cnonb3ayeTca TONbKO B ycTpoiicTeax cepum MES1124MB, MES2124MB

Ethernet-kommymamopsi MES1000, MES2000
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2.5 KomnneKrt nocraBku

B 6a308BbIi KOMMIEKT NOCTAaBKU BXOAAT:

— Ethernet-kommyTaTop;

— LWHyp nuTtaHus EBpoBuaka-C13 1.8m (tonbko gns mogenen MES1124M AC, MES1124MB,
MES1124M rev.B AC, MES2124M AC, MES2124MB, MES2124F, MES2124P)

—  lWHyp nutanus MBC 2x1.5 2m (Tonbko ana moaenen MES1124M DC, MES1124M rev.B DC,
MES2124M DC)

— KomnnekT Kpenea B CTOMKY;
— MamATKa 0 AOKYMeHTauuu;
— CepTnduKaT COOTBETCTBUS;

— Macnopr.
Mo 3aKa3y NOKynaTensa B KOMMJIEKT NOCTaBKM ONLMOHANbHO MOTYT BbITb BK/HOYEHDI:

— PykosogcTBO No akcnayaTtaumm Ha CD-gucke;
— KOHCcOo/bHbIN Kabenb;

— SFP-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaesie onuncaHbl NpoLeaypbl YCTaHOBKU 060pyi0BaHNA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHWTENHOB

B KOMMN/IEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTENHbI ANA YCTAaHOBKM B CTOMKY M BUHTbI 414 Kpene-
HUA KPOHLUTEMHOB K KOpNycy ycTpoicTBa. [1nA yCTaHOBKM KPOHLUTEMHOB:

PucyHok 21 — KpenneHue kKpoHwmeliHO8

1. CoBmecTuTe TPW OTBEPCTMA 419 BUHTOB Ha KPOHLUTEMHE C TAKMMU e OTBEPCTUAMM Ha BOKo-
BOW NaHe/n yCTPOMCTBaA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAaMM K KOpMycy.

3. MMosTopuTte aelcteus 1, 2 Ans BTOPOro KPOHLUTENHa.

3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[nA yCTaHOBKM YCTPOICTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTMA KPOHLITEMHOB C OTBEPCTUAMM Ha HANpPaBAAIOWMX CTOMKM. Mcnonb-
3yiTe OTBEPCTMA B HANPaBAAOLWMX HAa OAHOM YPOBHE C 06emx CTOPOH CTOMKU, A5 TOTO YTOObI
YCTPOMCTBO pacno/iarafocb rOPU3oHTaNbHO.

3. CnomoLblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaAMM.
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/4
[ OO000000000060888000000000/

™

PucyHok 22 — YcmaHoska ycmpolicmea 8 cmolKy

Ha pucyHKke 23 npuBegeH npumep pasmeLLeHUs KOMMYTaTOpPOB B CTOMKe.

: ,
' 1
o MES1000/MES2000 N1 (o]
o KabenkHblin opraHaiiaep o
o|  MES1000/MES2000 N1 |0
o] KabenbHblii opraHaiaep o
o] - MES1000/MES2000 N1 o)
o KabenbHbIin opranaiaep ]
o 7 MES1000/MES2000 N1 o]
o KabenbHeblil opraHaiiaep o
o 7 MES1000/MES2000 N1 (o]
(] KabenkbHelll opraHaiiaep o]

PucyHok 23 — PasmeujeHue KoMmymamopoe 8 cmolike

MuHMManbHoe pacctoAHne mexay KOMMyTatopamu Nno BbiICOTE — HE MEHEE 1U.

an YCTaHOBKE KOMMYTATOpPOB B86113M I'IpM60pOB C NoBblWEeHHbIM TennoBblaeNneHNEM pacCTtoAHUE
HGO6XOAVIMO YBE/IUYUTD.
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3.3 MNoagknioueHune AKb k MES1124MB, MES2124MB

MoakntoyeHne AKB ocylecTBnaeTca meaHbIM NPOBOAOM ceyeHnem He meHee 0,5 mm2. Mpu nogkto-
yeHun AKBb Heobxoanmo cobatogatb NOAAPHOCTb.

B
\
|

PucyHok 24 — lNModknrovyeHue AKb K ycmpolicmesy

3.4 YcraHoBKa u ypaneHue SFP-tpaHcuBepos.

YcTaHOBKa ONTUYECKUX MOoAyY/ieil MOXeT NPOU3BOAUTLCA KaK NPU BbIKJIIOYEHHOM, TaK U Npu
BK/IDYEHHOM YCTpoiicTBe.

1. BcTaBbTe BepxHuit SFP-moaynb B CNOT OTKPbITOM YacTbio pa3bema BHU3, @ HUXKHNI SFP-mo-
OyNb OTKPLITOM YacTblO pa3bema BBEPX.

PucyHok 25 — YcmaHosKa SFP-mpaHcueepos

2. Hapasute Ha mMmoA4ynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwunTe xapaKTepruZ LLENYOK.

PucyHok 26 — YcmaHoeneHHbie SFP-mpaHcugepei
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[nsa ypaneHvs TpaHcueepa:

1.

2.

OTKpowTe 3aLLenKy Moayns.

PucyHok 27 — Omkpbeimue 3aujenku SFP-mpa+Hcusepos

M3Bneknute moaynb U3 cnoTa.

PucyHok 28 —U3eneyeHue SFP-mpaHcusepos

3.5 [MoakniouyeHue NUTalOLWEN ceTu

MopAAOK YCTaHOBKM YCTPOICTBA:

1.

CMOHTMpPOBaTb YCTPOMCTBO. B Clyyae yCTaHOBKM yCTpoicTBa B 19” KOHCTPYKTMB, HEO6XOAMMO
NPUKPENUTL K HEMY KPOHLUTEHbI, BXOAALLME B KOMNEKT ycTpolicTea (cm. n/n 3.1).
3a3eMAnTb Kopnyc yCTPOMCTBa. ITO HEOBXOAMMO BbIMOAHUTL NPEXKAE, YEM K YCTPOMCTBY by-
AeT NOoAK/oYeHa NUTalWan ceTb. 3a3emseHne HeobxoaMMOo BbIMOAHATL M30MPOBAHHbLIM
MHOTOMNbHbIM NPOBOAOM. YCTPOMCTBO 3a3EM/IEHUA U CeYeHWe 3a3eMAILEero NpoBoaa
[AONKHbI COOTBETCTBOBATL TpeboBaHuAMM MpaBMaam yCTPOMCTBA 31EKTPOYCTaHOBOK (MY3).

’_ nOAKﬂIO'-IEHVIe AONMKHO OCyLLecCTBNATbCA KBaﬂMCbVIU,VIpOBaHHbIM cneynaancTtom.
L

Ecam npepnonaraeTtca NOAKNIOYEHME KOMMbIOTEPA UM MHOTO 060PYA0BaHMA K KOHCONbHOMY
NOPTY KOMMYTaToOpa, 3TO 060PYA0BaHUE TaKXKe JOMKHO BbITb HAAEXKHO 3a3eMIEHO.
MoaxAtounTe K YCTPOMCTBY Kabenb nuTaHuA. B 3aBUCMMOCTM OT KOMMAEKTaLMM YCTPONCTBa,
NUTaHNe MOXKET OCYLLLECTBAATLCA OT CETM NePEeMEHHOro TOKa B0 OT CeTM NOCTOAHHOIO TOKa.
Mpu NOAKNIOYEHMM CETU NePEeMEHHOr0 TOKa CedyeT UCNOb30BaTh Kabenb, BXOAALLMUI B KOM-
NAEKT ycTpoiicTsa. Mpu NOAKAIOHEHUM K CETU NOCTOAHHOIO TOKA UCMO/b3YyITe NPOBOJ, ceye-
HMem He meHee 1 mm?,
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Bo u3berkaHne BO3HUKHOBEHUA KOPOTKOro 3ambiKaHuA Npu NogK/N1I04eHUN K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3sectu 3a4UCTKY nposoia Ha A/IUHY 9 mm.

S

" Llenb NnUTaHUA NOCTOAHHbIM TOKOM A0/13KHA coAepKaTb YCTpOFICTBO OTK/ZIIOYE€HUA NUTAHUA C
! ¢M3M‘-IECKMM pa3beguHeHnem coeagmnHeHuA (BbIK.HIO‘-IaTEIIb, pa3bem, KOHTAKTOpP, aBTOMATU-

YecKUil BbiKaKouYaTe b 1 T.0.).

5. BKAwuuTb NUTaHMe yCTpOﬁCTBa n y6e,ﬂ,MTbCﬂ B OTCYTCTBUMU aBapMﬁ Nno COCTOAHUIO MHOAUKATO-

pOB Ha nepeaHen naHenu.
6. Ybegutbca, YTO MHAMKATOP Power ropuT 3e/1eHbIM LBETOM, MHAMKaTOp Battery muraet 3ene-

HbiM uBeTOoM, ecnm AKB nogKkntoveHa, nnm roput KpacHbim usetom, ecnm AKB He nogknto-

yeHal.

! Mpumenumo ana MES1124MB n MES2124MB
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4 BK/HOYEHME YCTPOUCTBA, HAYA/IbHOE KOHOUTYPUPOBAHUE.

KoMmyTaTop OCHaL,eH KOHCO/IbHbIM MOPTOM, KOTOPbIN NpeaocTaBaseT AOCTyN K ANAarHOCTMKe, yrpas-
JIEHUIO M MOHUTOPUHTY YCTPOICTBA. B 3TOM paszesnie onmcaHbl BO3SMOXKHOCTM KOHCO/IbHOTO NOPTa YCTPOMCTBA
1 npoueaypbl HAYaIbHOTO KOHOUIYPUPOBAHUS.

4.1 Hacrpoiika TepmuHana

[Onsa cBA3KM C KOMMYTAaTOPOM 4Yepe3 KOHCONbHbIA MOPT HAa KOMMbIOTEpPe HeobXxoAMMO 3anycTUTb
nporpammy smynauum TepmuHana (HyperTerminal, TeraTerm, Minicom) u npoussecTn cneayowme
HACTPOMKM:

1. BbibpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbIM NOPT KOMMbIOTEPA.

2. YCTaHOBWTb CKOPOCTb Nepeaayun gaHHbix — 115200 6oa.

3. 3apatb dopmaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIS YETHOCTM.

4. OTKNOYMTb annapaTHOE U NPOrpaMMHOE ynpasB/ieHNe NOTOKOM AAHHbIX.

5. 3apaTb pexum amynaumm tepmmHana VT100 (MHorne TepmuHanbHble NPorpaMmbl UCNONb3YOT
OAHHbIN PeXnUM 3MyNALNM TEPMUHANA B KAYECTBE PEeXMMA NO YMOJTHaHUIO).

4.2 BKnYeHUe YyCTPOUCTBA

MoaroToBuTb 060pYAOBaHUE K paboTe B COOTBETCTBUM C TpeboBaHMAMM pa3gena 3.

YCTaHOBUTb COegMHEHME KOHCOIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatenbHOro
MHTepd>e17|ca KOMMNbIOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMPOrpaMmmMHoOe obecneueHue IMYyNAUNN TEPMUHANA.

BKAOUNTL KOMMYTaTOP. MpU KaXKaoM BKAKOYEHMM 3anycKaeTcA nNpoueaypa «TecTMPOBaHMA CUCTEMbI
npu BKAtoYeHUn» (POST), KoTopan No3BoaseT onpeaennTb paboTocnocobHOCTb YCTPOICTBA Nepes, 3arpy3Koi

OCHOBHOW NpOrpaMmmbi.

OTobparkeHure xo4a BbiNoHeHWA npoueaypbl POST Ha KommyTaTope:

Bootl Checksum Test. ..ottt eeeeeeneeeenns PASS
Boot2 ChecksUm Test. ...ttt inneeeeeeeeeennnns PASS
Flash Image Validation Test.............o.iioonn. PASS

BOOT Software Version 0.0.0.3 Built 23-Feb-2011 17:40:14

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : 02:11:12:13:14:27.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHAbl nocne 3aBepleHus npoueaypbl POST HauMHaeTcA aBTO3arpysKa NPOrpaMmmHoOro
obecneyeHns KommyTaTopa. [19 BbINOJHEHWA CheumanbHbIX NpoLeayp MCNo/b3yeTca CEPBUMCHOE MEHHO,
BOMTM B KOTOpPOE MOMKHO, MpepBaB 3arpy3Ky HarKaTuem Knasuwwu <Esc> unu <Enter> B TeyeHue 3TOro
BpemeHu. OnucaHMe BO3MOXKHOCTEM YMpaBAeHWUA YCTPOMCTBOM CpeAcTBaMM  CEPBUCHOMO  MEHIo
npeacTaBneHo B pasgene 6.

38 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

Mpumep AanbHelLWen 3arpy3Kun ycTponcTea.

Preparing to decompress...
100%

Decompressing SW from image-2
100%

OK
Running from RAM...

KA AR A A A AR A A A A A A AR AR A A A A AR AR A A A A A A AR A A A A A A AR A AR A A A A A A A A A A A Ak xA Ak ko kK

*** Running SW Ver. 1.0.18 Date 23-Nov-2011 Time 18:14:56 ***

KA AR A A A AR A A A A A A AR AR A A A A AR A KA IR A A A A AR A A A A A A AR AR AR A A A A A A A A A A A Ak A Ak kK

HW version is V0O
Base Mac address is: 02:11:12:13:14:27
Dram size is 128M bytes

Dram first block size is 98304K bytes

Dram first PTR is 0x1C00000
Dram second block size is 4096K bytes
Dram second PTR is 0x7C00000

Flash size is: 16M

23-Nov-2011 18:15:04 $CDB-I-LOADCONFIG: Loading running configuration.
23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading startup configuration.

The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.
Device configuration:

Slot 1 - Eltex MES-2124

Device 0: GT 98DX1035 (AlleyCat)

23-Nov-2011 18:15:16 $Entity-I-SEND-ENT-CONF-CHANGE-TRAP: entity configuration

change trap.
Tapi Version: v1.9.5
Core Version: v1.9.5

23-Nov-2011 18:15:29 SINIT-I-InitCompleted: Initialization task is completed

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of running configuration items

loaded: 12

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of startup configuration items

loaded: 12

console>

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/1
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/2
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/3
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/4
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/5
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/6
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/7
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/8
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/9
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/10
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/11
23-Nov-2011 18:15:44 SLINK-W-Down: fal/0/12
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/13
23-Nov-2011 18:15:44 S$SLINK-W-Down: fal/0/14
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/15
23-Nov-2011 18:15:45 $LINK-W-Down: fal/0/16

23-Nov-2011 18:16:31 $SYSLOG-N-LOGGING: Logging started.
23-Nov-2011 18:17:51 $INIT-I-Startup: Warm Startup

Mocne yCI'IELLIHOl71 3arpy3km KOMmMmyTaTtopa HEO6XOAVIMO BBECTU UMA NO/1b30BATENIA U NAPO/1b.
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/| YCTPOIACTBO  nOCTaBnAeTcA  NPousBOAMTENeM  C  MapameTpamu  KOHuUrypauuw,
YCTaHOB/IEHHbIMU B Ha4Ya/IbHOEe COCTOAHMe.

Mpu 3TOM MMA NONb30BATENA U NAPOJIb HE 3a4aHbl U He 3anpalMBaloTCA CUCTEMOIA.

Mocne perncrpaumMmM Ha YCTPOMCTBE B KOHCOAW MOSABUTCA CUCTEMHOE NpUrAalleHne WHTepdelica
KOMaHAgHoM cTpoku CLI:

console>
/' [Ona 6bicTporo Bbi30oBa CNPABKU 0 AOCTYNHbIX KOMaH4aX UCNO/b3yATe KOMOUHALMIO KNaBuULL
«SHIFT» u «?».

4.3 TopapoK KOHPUrypmpoBaHuUA

Mpexge Yyem NPUCTYNUTb K KOHOUIYPUPOBAHUIO, HEOOXOAMMO MMETb CNeayWY0 MUHUMANBbHYHO
nHbopmaumio:

—  Pexum paboTbl ycTpoiAcTBAa — aBTOHOMHbI U/IN B CTEKE;

IP-agpec, KOoTopblii ByAeT UCM01b30BaTbCA A4/1A AOCTYNa K YyNPaBieHNI0 KOMMYTaTOPOM;

MapLpyT No ymon4yaHuio;
— 3HayeHMe MacKku noaceTu.

B nepsyto odepegb U ecam 37O HEO6XOAMMO, AONKeH 6bITb HaCTpPOEH pPeXnMm CTeKnposaHuUA.
KommyTaTopbl OTFPYXKaAKTCA Npomn3BogutTeseM HaCTPOEHHbIMU 1A aBTOHOMHOTO peXnma pa6OTbI.

ECM KOMMYTaTOp ABAAETCA CAMOCTOATE/IbHBIM YCTPOMUCTBOM UM BEAYLLMM YCTPOMNCTBOM B CTEKE, TO
OOMKHO 6bITb BbINOSIHEHO €ro0 HA4YasAbHOE KOHGhu2ypuposdaHue, B XOAE€ KOTOPOro AO0/KHbl 6biTb
NoAroToBAEHbl MHTepdencbl ynpaBaeHWsA YCTPOUCTBOM M HacTPOeH HeobXxoaMMbI ypoBeHb 6e30MacHOCTHU.

CneayloWwmMm LWIArom KOHOUIypuMpoBaHUS MOXKeT OblTb AeTasfbHas Hacmpolika cucmemeol
6e3onacHocmu, BK/OYAOWAA HACTPOMKY npoueayp aBTOpPU3aLMM M ayTEHTUOUKALMK NpU yrnpaBaeHUn
YCTPOMNCTBOM.

/ Mocne BHeceHUA NO6bIX 3MEHEHMI1 B KOHGUIYpaumIo ycTpoiicTea Heo6Xxoanmo aenatb Co-
XpaHeHue KOHPUrypaumnm B SHEProHe3aBMCMMO NamMATU A0 nepesarpysku ycTpoicrea. Ans
COXpaHeHUs KOHPUrypaL M1 MCNOJIb3YUTE KOMAHAY:

console# write

4.3.1 Bbibop pexXMma CTeKMpoBaHUA

YCTpoicTBO MOXKET paboTaTb B ABYX PeXMMax — aBTOHOMHOM U peXKMMe CTEKUPOBaHUA. B pexrme
CTEKMPOBAHUA HECKO/IbKO KOMMYTaTOPOB MOTYT BbITb 06beANHEHbI B CTEK M GYHKLUMOHMPOBATL KaKk eanMHoe
yCTpoicTBo. MO yMONYAHMIO KOMMYTATOPbl PaboTaloT B peMme aBTOHOMHOTO YCTPOMCTBa. B cTek moryT
6bITb 06beAMHEHBI KOMMYTATOPbI TONILKO OAHOMMEHHbIX MOAENEN.
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Bblbop pexknma paboTbl KOMMYTATOPa AOCTYMNEH B MEHIO Hauya/IbHOro 3arpysymKa:

Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:

MyHKT [5] — ynpaBneHue cTekom.

Stack menu

1] Show unit stack id

2] Set unit stack id

3] Set unit working mode

4] Back

Enter your choice or press 'ESC' to exit:

B MeHI0 yrnpaBneHUsa CTEKOM LOCTYMHbI cAeaytowme NyHKTbI:

[1] — oTobparkeHune naeHTUdUKaTOpa YCTPOICTBA B CTEKE;
[2] — Ha3HaueHne naeHTUdUKaTOPa YCTPOICTBA;

[3] — BbIBOp pexknma paboTbl ([1] — aBTOHOMHbIM peXKUM, [2] — pekum CTeKMpOoBaHMA).

MoapobHee o paboTe yCTPOCTBA B peXMME CTEKA MOXKHO Y3HATb M3 NYHKTA 5.6.

4.3.2 HauyanbHoe KOHPUrypupoBaHue

HavyanbHoe KoHGUrypMpoBaHMe BbIMOJHAETCA Yepe3 KOHCO/bHbIM NOpT ycTpoicTBa. B pesynbrate
BbINONHEHUA HaAYaNbHOrO KOHQUIypMpoBaHWA MOrYT GbiTb HACTPOEHbl pasnuyHble cnocobbl gocTyna K
YyNpaBAeHNo — MOKET BbiTb MU3MEHEH PEXUM KOHCOJ/IbHOTO NOPTa WM paspeLleH yaaneHHbl gocTyn Yyepes
[OCTynHble MHTepdeicbl M NPOTOKO/Ibl YNPaBAEHUA.

MpuBeaeHHble fanee NPUMepPbl HAYaNbHOrO KOHGUIYPUPOBAHUA BKIKOYAIOT Ce4yoLWMe HACTPOMKM:

1.

b

<

Co3faHue y4eTHOM 3anncn agMUHUCTPaATOpa C MMeHemM «admin», Naponem «pass» U MaKcu-
MaJibHbIM ypoBHeM npuoputeta — 15.

KoHdurypuposaHue ctatnyeckoro IP-agpeca u agpeca wat3a ceTy aas ynpaBaeHMAa KoOMMmyTa-
TOPOM.

HacTpoiKka napameTpoB ynpasaeHusa no npotokony SNMP.

Hactpoika nonyyeHus IP-agpeca ot cepepa DHCP.

HacTpoika napameTtpoB npotokona SNMP.

MapameTpbl, Heob6xoaMMble AN KOHPUTYPUPOBAHUA, MOTYT 6bITb NOYUYeHbl Y aAMUHU-
cTpaTopa ceTum.

Mpu onnucaHum npoueayp KOHPUIYPUPOBaAHUA NPEANONAraeTCA, YTO KOMMYTATOP He 6bin
CKOHOUrypupoBaH paHee.
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4.3.2.1 Co30aHue yyemHoli 3anucu a@muHUcmpamopa

I [Ona obecnevyeHuna 3alMLLEHHOrO BX04a B CUCTEMY BCEM NPUBUAEIMPOBaHHbIM NONb30Ba-
TenAm A0/XHbI 6bITb HazHauYeHbl Napoau gocTyna.

Mma nonb3oBaTens v Naposib BBOAMTCA NPU BXOAE B CUCTEMY BO BPEMA CEAaHCOB aAMUHUCTPUPOBAHMA
ycTpoicTBa. 111 co34aHMA HOBOTO NOJIb30BaTeNA CUCTEMbI UM HACTPOWKK 1t060ro M3 NapameTpoB — UMEHU
NnoJib30BaTesA, NApo/is, YPOBHA NPUBUAETUIA, UCMOb3YIOTCA KOMAHAPbI:

console (config)# username name password password privilege {1-15}

V' YpoBeHb nNpuBuaeruii 1 paspeluaeTt AOCTyn K YCTPOMUCTBY, HO 3anpeLyaeT HacTpoiiky. Ypo-
BeHb NpuBuaernii 15 paspeLlaer Kak 4OCTYN, TaK U HACTPOMKY YCTPOMCTBA.

Mpumep KomaHa Ans 3aAaHua nonb3osatento «admin» napona «eltex» n cosgaHna nonb3osatens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console>enable

console#configure

console (config) #fusername admin password eltex

console (config) #fusername operator password pass privilege I
console (config) #fexit

console#

4.3.2.2 PacwupeHHas Hacmpolika ypoeHa docmyna

Ha ycTpoiicTBe cyw,ecTByeT BO3MOXKHOCTb pacnpesesieHns npas no/sib3osaTesnei B 3aBUCMMOCTM OT
YPOBHA MPUBUAETUIA, Ha KOTOPOM KaKablii M3 nonb3oBateneit 6bin co3gaH. KOHKpeTHOMY YpPOBHIO
npuBmMaerMii NnpuceansaeTca Habop KOMaHA, KOTopble CTAaHOBATCA MCNOJIHMMbIMKM ANA NO/Ab30BaTeNen ¢
YPOBHEM He HUMKe 3aZaHHOrO.

KommyTtaTop noapep:kuBaeT cuctemy HacnegoBaHuAa Habopa KomaHg OT 60nee HU3KUX
YPOBHeii npuBuneruii.

.‘

MpuBuaerun BbICTPaMBAIOTCA A/1A KOHKPETHO 3aAaHHOro y3na. Kaxkayo KomaHay Heobxo-
ANMO NPONUCbIBaTb ABHO, HE UCMONb3YA COKPaLLeHHble GopMbl.

.‘

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KoMaHAHOW CTPOKM pexkuma rn1obanibHOro KoHGUrypnposaHua:
console (config) #

Tabnnua 4.1 — KomaHAabl 418 HAaCTPOMKM paclIMpPEeHHOro AocTyna

Komanda 3HayeHue/3Ha4yeHue no eiicmeue
YMOAYAHUIO
privilege context level com- MpuceBaneaeT yKasaHHOMY YPOBHIO NpUBUAEruiA 3a-
mand OaHHYI0 KOMaHAy.
level: (1..15); - context — peXxum paboTbl KOMAHAHOMN CTPOKY;
/ypoBeHb npuBuaernii KomaHa, | - level — yposeHb npusuneruii, Ha kotopom byaer go-
pexunma EXEC — 1, CTyMHa HacTpanMBaemas KoMaHaa;
BCeX OCTaNbHbIX KOMaHa — 15 | - command —KomaHga.
no privilege context level com- YaanseT gocTyn K KOMaHZAe C YPOBHA, Ha KOTOPOM Ko-
mand MaHga 6bina paspelueHa.
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= [lpumep HACTPOIKM Habopa KoMaHg, ana nonb3oBaTens «admin» ¢ 4 ypoBHEM NpPUBMAETUI
1 Habopa KomaHz Ana nosb3oBartens «user» ¢ 10 yposHem npusuneruii

console#configure

console (config) #fusername admin password passl privilege 4
console (config) #fusername user password pass’Z privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (config) #privilege config-vlan 10 vlan

Tenepb A8 NOKaNbHbIX MO/b30BaTeNEN, Yell ypoBeHb NPUBUIEIMIA Bbille WAM paBeH 4, cTaHeT
AoctyneH BbiBog KomaHabl show running-config, Ho He Oyaer pgoctynHa HacTpoka vlan. [Ana
no/sb3oBaTe/iell, ypoBeHb NPUBUAETNIA KOTOPbIX cooTBeTcTByeT 10 u Bbile, OyAeT AOCTYNHa HacTPOMKa M
vlan, n BbiBog KomaHAbl show running-config.

4.3.2.3 KoHduz2ypuposaHue cmamuyecKux cemeebix napamempos ynpaeneHus

[lna BO3MOXKHOCTU yrpaBAeHNA KOMMYTaTOPOM M3 CETU HeOBX0AMMO Ha3Ha4uTb ycTpoicTay IP-aapec,
MacKy NoAceT U, B Cly4ae ynpasiaeHus U3 Apyroi cet, agpec Wwawosa.

IP-agpec MoXKHO HasHaunTb Atobomy nHTepdency — VLAN, dnsmnyeckomy nopty, rpynne noptos. IP-
afpec WAo3a A0/KEH NPUHALANENKATD K TOM Ke NOACeTH, YTOo M 0AMH 13 IP-uHTepdelicos ycTponcTaa.

V' Mo ymonyaHuio HasHauveH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

IP-agpec 192.168.1.239 cywiecTsyeT 40 TeX NOPT, NOKa Ha Nl06om uHTepdeiice ctaTUUECKU
unm no DHCP He co3gaH apyroi IP-agpec.

Mpu yaaneHuu Bcex IP-agpecoB KOMMyTaTopa A0CTYN K Hemy 6yaet ocywectenaTbea no IP-
agpecy 192.168.1.239/24.

B cnyyae ecnu IP-agpec HacTpausaeTca ana uHtepdeiica pusmnyecKoro nopta uam rpynnbl
nopToB, 3TOT UHTepdeiic yaanaerca us rpynnbl VLAN, KOTOpPOI OH NpUHaANEXKan.

K K K

o [pumep KomaHA HacTpoiKku IP-agpeca ana nHtepoeica VLAN 1.

MapameTpbl MHTEpPdElica:

IP-adpec, HazHayaemblli 0na uHmepegpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymonyaHuro — 192.168.16.1

console#configure

console (config) #interface vlan I

console (config-if) #ip address 192.168.16.144 /24
console (config-if) #fexit

console (config) #ip default-gateway 192.168.16.1
console (config) #exit

console#
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[nsa Toro utobbl yoeanTsca, UTo agpec 6bin HasHAYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid

4.3.2.4 Hacmpoiika napamempos npomokona SNMP daa docmyna K ycmpolicmey

MpoTtokon SNMP (Simple Network Management Protocol) npesoctasnseTt cpeacTsa A1a ynpasaeHus
CeTeBbIMM YCTPOMCTBAMU. YCTpPOMCTBa, noagepusatowme npotokon SNMP, cogeprkaT B coCcTaBe CBOEro
nporpammHoro obecnevyeHMAa Kog, BbINOJHAKOWMI PYHKUMIO areHTa ynpasneHuAa. AreHT SNMP
B3aMMoaencTByeT c HAbopom NapamMeTpoB YCTPOMUCTBA. ITU NapameTpbl onncaHbl B MHPopmaLmMoHHoN 6ase
ynpasneHusa (MIB, Management Information Base).

MpaBa goctyna K AreHTy SNMP ynpaBnsatotca nytem 3agaHuns umeHn SNMP coobuiectsa 1 ykazaHUeMmM
paspelleHHOoro TMna gocryna.

KommyTaTopbl 4ONYCKAlOT ynpaBaeHue ¢ nomoLbio npotokona SNMP, cogeprKaT BCTPOEHHOro areHTa
SNMP 1 noaaepunsatoT Bepcum npoTtokona vl/v2c/v3. AreHt SNMP nogaepskunsaet Habop CTaHAAPTHbIX U
pacWwnpeHHbIX nepemeHHbix MIB.

/ B uenax obecneueHus UHTErpaumum KOMmMyTaTopoB B CUCTEMbI MOHUTOPUHIaA U ynpasB/sieHUA
uwnn gna pa3p360TKVI TaKUX CUCTEM MOXKET 6bITb npeaocTaBneHo noaHoe onucaHue MIB.

C nomouwbto npotokona SNMP moryT 6biTb M3MeHeHbl Ntobble MNapameTpbl YCTpoMCTBA 3a
nckntoueHnem IP-agpeca ynpasneHusn, umeHn SNMP coobuiecTBa 1 YpoBHA NPUBUAETMIA NONb30BaTENEN.

V YcTpoiicTBa noctaBnAloTca 6e3 onpeaeneHHbiX HacTpoek SNMP coobuiecTs.

[Nna BO3MOMKHOCTU aAMWHUCTPMPOBAHUA YCTPOMCTBA NnocpeacTBOM npoTokosia SNMP Heobxogumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KomMyTaTopbl NOAAEPKMUBAIOT TPU TMNA COOBLLECTB:

— Read Only (ro) — onpeaenseT, 4To 4fieHbl COOBLWECTBA MMEIOT AO0CTYN TO/IbKO Ha YTeHue
(npocmoTp KOHPUrypaLMm), HO HE MOTYT MEHATb Kakue-nnbo napameTpsi;

— Read/Write (rw) — onpegenser, yTo 4sieHbl COO6LWLECTBA MMEIOT AOCTYM Ha uyTeHue W
M3MeHeHue NapameTpoB KOHGUrypaunm;

— Super (su) — onpeaenseTt, 4YTO u4neHbl coobLWECTBA MMEIT YPOBEHb MPUBUAETUN
aAMWHKUCTpaTopa.

Hanbonee pacnpocTpaHeHO MUCMO/Ib30BaHWE CTPOK coobuwiectBa public — ¢ [OCTYNOM TONbKO A/s
yTeHuna o6bekToB MIB (ro) u private — ¢ [OCTYNOM Ha YTeHMe U 3meHeHne 06bekToB MIB (rw). Ona KaxKaoro
coobuiecTsa MOXKHO 3aaaTb IP-agpec cTaHUMM ynpaBaeHUs.

Mpumep co3paHua coobliecTBa private ¢ JOCTYNOM Ha 4yTeHMe W 3anucb M IP-agpecom cTaHuum
ynpasneHna 192.168.16.44:

console>enable

console#configure

console (config) #snmp-server server

console (config) #snmp-server community private rw 192.168.16.44
console (config) #exit

console#
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[na npocMmoTpa co3aaHHbIX CTPOK coobluecTBa n HacTpoek SNMP ncnosib3yeTca KomaHAa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.3.3 HactpoiiKka napameTpoB cuctembl 6esonacHocTu

B sTom pasgene npueegeHa vHbOpMaumMa O HACTPOMKe AMHAMMYECKOro HasHayeHusa IP-agpeca u
HaCTPOWKe 3aLMLL,EHHOrO YNPaB/eHUs YCTPOMCTBOM Ha OCHOBaHUMN MEXaHW3MOB ayTeHTUGUKALMKN, aBTOPU-
3aumMm U ydyeTa.

— Authentication (ayTeHTUdMKaLMA) — COMOCTaBAEHME 3anpoca CyLLEeCTBYIOWEN YYETHOM
3anucu B cucteme 6€30MacHoCTU.

— Authorization (aBTopu13aLua, NPOBEPKA YPOBHA A0CTyNa) — CONoCTaBAeHMe YY4ETHOM 3anucu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpeaeiEHHbIX NOJTHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMemM pecypcos Nob30BaTeNIEM.

MpY MCNONb30BaHMM HACTPOEK YCTPOMCTBA MO YMOYAHWUIO MMA Nosib3oBaTena — admin, naponb —
admin. Naponb Ha3HayaeTca No/b3oBaTenem. B ciydae ecav naponb yTpadeH, MOMKHO MNepesarpysuTb
YCTPOMCTBO M Yepes3 KOHCO/bHbIM NOPT NpPepBaTh 3arpysKky, HaxKae Knasuwy <Esc> unu <Enter> B TeyeHue
nepBbiX ABYX CEKYHZA Moc/e NosAB/AeHUA cooblueHna aBTo3arpysku. OTKpoeTca meHto Startup, B KOTOPOM
HY»KHO 3anyCcTUTb NpoLeaypy BoccTaHoBaeHUa napona ([3] Password Recovery Procedure).

V Monb3osaTtenb no ymonuauuio (admin/admin) cywecteyeT 40 Tex nop, NOKa He co3AaH
noboi gpyroit nonb3osBaTenb C ypoBHeM nNpusunerui 15.

V Mpu ypaneHun Bcex cO3[aHHbIX NOb30oBaTenei ¢ 15 ypoBHem npusuaeruii 4octyn K
KommyTaTopy byaer ocylecTBaaTbCA Nog nosb3osaTtenem no ymondaHuio (admin/admin).

4.3.3.1 [onyuenue IP-adpeca om cepeepa DHCP
Ona nonyyeHna IP-agpeca moxKeT mcnonbsosaTtbcA npoTtokon DHCP, gna storo B cetm A0AXKeH

npucytcteoBaTb DHCP-cepBep. YcTpoicTso BbicTynaeT B ponn DHCP-knneHTa. IP-agpec ot cepsepa DHCP
MOXHO Mo/ly4aTb Yyepes ntoboi nHtepdeic — VLAN, dusmyeckmnin nopT, rpynny nopTos.
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V Mo ymonuaHuio DHCP-KAneHT BKAlOYEH Ha uHTepdeiice VLAN 1.

MonyyeHHbIN ¢ NoMolLLbto NpoToKkona DHCP agpec He coxpaHsAeTca B KOHGUIypaLLMm yCTPOICTBa.

Mpumep HacTPOMKKN NoyYeHns guHammyeckoro IP-agpeca ot DHCP-cepsepa Ha uHTepdelice VLAN 1:

console> enable

console#configure

console (config) #interface vlan I
console (config-if) #ip address dhcp
console (config-if) #fexit

console#

Ona Toro 4tobbl YoeanTbes, YTo agpec bbi HaszHavyeH uHTepdelicy, Ucnonb3ynTe KomaHay show ip
interface:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 DHCP disable No Valid

4.3.3.2 be3zonacHocmeb ynpaeneHusa U KOHguaypupoedaHue naposeli

[na obecneveHna 6€30MacHOCTU CUCTEMbI MCMONL3YETCA MEXAHU3M ayTeHTUOMKALMK, aBTOPU3aALMM
n yueta (AAA, Authentication, Authorization, Accounting), KoTopblit ynpaBaser npaBamMu AOCTyna
nosib3oBaTenen, yPOBHAMU NPUBUAETUIA U METOAAaMMU yrpasaeHna. MexaHnam AAA MOXKeT MCNO/b30BaTb
nmbo nokanbHyto, 1Mbo yaaneHHyto 6asy nonb3oBatene.

Ona obecneyeHna 6e30nNacHOCTM ynNpaBAEHUA MOMET MWCMOAb30BaThCcA WUPPOBaHME AAHHbIX
ynpas/ieHWA C MOMOLLbIO MPOTOKoANa SSH.

YCTPOWCTBO MOCTaBAAETCA C HEeHa3HayeHHbIM naponem focTyna. HasHayenue naponeit gocTyna
ABNAETCA OTBETCTBEHHOCTHIO agMUHUCTPATOPA.

B Tom cnyyae, eciv Naposib JOCTyNa K YCTPOMCTBY yTepsH, MOXKET bbiTb MCNO/Ib30BaHa NpoLeaypa
BOCCTaHOB/IEHMA NapoAs. 3Ta npoueaypa O4HOKPATHO paspellaeT AOCTYN K yNpaBieHuUIo ycTpoicTBom 6e3
Mapons C /IOKafibHOrO TepMuHana (KOHCOAbHOrO nopTa). BoccTaHoBAeHWMe Mapons MOXKeT 6biTb
MHULMMPOBAHO TO/IbKO Yepes KOHCO/bHbIM NOPT.

Maposn AoCTyNa K YCTPOMCTBY MOTYT 6bITh YCTAHOBAEHbI ANA CAeAyoWwmX MHTepdelicos gocTyna:

—  JloKanbHbIV TEpMMHAN (NOAKAOYEHME Yepe3 KOHCONbHbIM NopT);
—  Telnet;

— SSH;

— HTTP.

V Mpu co3aaHuKM Nob30oBaTeNss HA3HAYaeTCA YPOBeHb NpUBUAETrUiA 1, 4TO faeT BO3MOXKHOCTb
BblI6OPOYHOro NPOCMOTPA NapamMeTPOB YCTPOICTBA, HO He AaeT BO3MOXHOCTU YNpaBaATb
YCTPOMUCTBOM. BO3MOXKHOCTb KOHPUIYPMPOBAHUA UMEIOT NM0JIb30BaTE/IN C YPOBHEM
npusunernii 15.

/ B03MOKHO, HO He peKoOMeHAYeTCA He Ha3HayaTb Napo/ib N0/b30BaTeNAM C YPOBHEM
npusunernii 15.
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/' B Tom ciyyae, ec/iv NPUBUIETMPOBAHHOMY NOJ1Ib30BaTE/I0 HE HAa3HA4YeH Napob, TAaKoW
nonb3oBaTe/ib MOXeT noayuntb goctyn K Web unrepdeiicy ycrpoiictea c ntobbim naponem.

YcmaHoeka napons 019 KOHconu

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default Iline
console (config) #line console

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwdl

B oTBET Ha NpurnaweHMe BBECTM NApPO/b BO BPEMS PErncTpalmm B yCTPOWCTBE Yepes ceaHC KOHCONU
BBeguTe naponb — passwdl. Kpome Toro, BBOA Mapo/is MOMKET NoTpeboBaTbCA MpU Mepexose B
NPUBUAEIMPOBAHHDIN PEXUM C MOMOLLbIO KOMaHabl enable .

YcmaHoeka napons 0ns Telnet

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd2

B oTBeT Ha npurnaleHne BBECTU Napo/ib BO BPEMA PErMCTpaLUumM B ycTponcTee Yepes ceaHc Telnet
BBEAUTE NAPO/b — passwd2.

YcmaHoeka napons dna SSH

console (config) #aaa authentication login default Iline
console (config) #aaa authentication enable default Iline
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd3

B OTBeT Ha MpuraaweHve BBECTM Mapo/b BO BPems Pernctpaumm B yCTpoicTBe yepes ceaHc SSH
BBeAguUTE Naposb — passwd3.

YcmaHoeka napons 0na HTTP

[Ons KoHPUrypupoBaHMA Napons gocTyna no npotokony HTTP cneayeTt BBECTU KOMaHAbI:

console (config) #ip http authentication local
console (config) #username admin password passwd4 level 15

Mpu uHMumanmsaumm HTTP-ceccum cnepyeT ucnosib3oBaTb MMA Nosb3oBaTens admin n naposb
passwd4.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[N KOHOUIYPMPOBAHUA HACTPOEK KOMMYTATOPA UCMOMb3YETCA YETbIPE OCHOBHbIX peXXnma. B Kaxaom
peXume AOCTyrneH onpeaesieHHbI CMUCOK KoOMaHA. BBog cMmBONna «?» CAyXUT aaa npocmoTpa Habopa
KOMAaHZA, AOCTYMHbIX B KAaXKAOM U3 PEKMMOB.

[na nepexoga M3 OAHOrO peXMma B APYrold MCNOAb3YIOTCA cheuuanbHble KomaHAabl. lMepeyeHb
CYLLECTBYIOLLMX PEKMMOB N KOMaHA, BXOAa B PEXNM:

KomaHOHbili pexcum (EXEC), paHHbIN pexMm AOCTyneH cpasy nocnae yCnewHom 3arpy3kmM KommyTa-
TOpa M BBOAA UMEHM Nosib3oBaTens. MpuraaweHme CUCTEMbI B 3TOM PeXKMME COCTOUT U3 MMEHM YCTPOICTBA
(host name) n cumsona “>".

console>

Ecaiv ms ycTpoiicTBa He Ha3Ha4YeHO, TO BMECTO HEro MCMoJib3yeTcs coBo “console”.

MpueunezauposaHHbiii KoMmaHOHbIl pexcum (privileged EXEC), naHHbI peXnUm OOCTYNEH NpwU Bxoae
NPMBUNErMPOBAHHOIO NOJb30BaTens. Bxog B peum AoMKeH 6biTb 06A3aTeNbHO 3aWMWEH NapONeMm.
ToNbKO B NPUBMNETMPOBAHHOM PEXUME A0CTYMNHbI KOMaHAbl U3MEHEHMA CUCTEMHbIX MapaMeTpPoB KOMMYyTa-
Topa. B npuBmMnernpoBaHHOM peknme B CTPOKE NPUrNALLEHMA CUCTEMbI UCNOb3YETCA CUMBOA «#». [1nAa ne-
pexoaa u3 pexkuma EXEC B npMBMIErMPOBaHHbIN PEXKUM MOMKET ObITb MCMO/Ib30BaHa KOMaHAa enable.

console>enable
enter password:
console#

Pextum 2no6anbHo20 KoHgpu2ypuposaHua (global configuration), naHHbIA peXMm npegHasHayeH
ONR 3a4aHUA 06LLMX HACTPOEeK KommyTaTopa. KomaHabl pexxnuma rnobanbHol KoHoUrypaLmm A4OCTYMNHbI U3
noboro nogperknma KoHouUrypaumm. Bxoa B pexxmm ocyLLecTBAAeTCs KOMaHAaoM configure.

console#configure
console (config) #

Pexcum KoHgpu2ypupoeaHua uHmepdelica (interface configuration), naHHbIN pexxum npeagHasHa-
YyeH 419 KOHOUrypupoBaHua UHTepdelicos (NopT, rpynna noptos, MHTepdenc VLAN) KommyTaTopa. Bxog, B
PEXKUM OCYLLECTBAAETCA U3 PEKMMA r106a1bHOr0 KOHPUIYPUPOBAHMA, ANA KaXKA0ro MHTepdelica cBoel Ko-
MaHZoM (B Nnpumepe HUKe KoMaHAa AN BXOAa B peXXum KoHourypmuposaHus uHitepdeiica VLAN c VID=1).

console (config) #interface vlan 1
console (config-if) #

Pexcum KoHgpuaypuposaHua mepmuHand (line configuration), paHHbIN peXxum npegHasHayeH ans
KOH}UIrypupoBaHUs, CBA3aHHOIO ¢ paboTol TepmuHana. Bxog B peMm OCyLEeCcTBAAETCA U3 perrMma r1o-
6a/1bHOro KOHOUIYPUPOBAHUA.

console (config) #line {console | telnet | ssh}
console (config-line) #
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5.1 TMpaBuna paboTbl C KOMAHAHOM CTPOKOM

/' Mpu nepesarpysKe ycTpoiicTBa BCe HECOXPaHEHHble AaHHble 6yayT yTepsaHbl. A coxpaHe-
HUA NO6bIX BHECEHHbIX U3MEHEHMNI B HAaCTPOMKY KOMMYTaTopa UCNOAb3yeTca caeayowas
KOomaHpaa:

consolefwrite

/ Ona ycKopeHuA BBOga KOMaHA MOXHO BOCNOJ/1b30BaTbCcA GYyHKLMEN aBTOMATUUECKOrO 4,0-
NoONHEHUA, KOTOPAA aKTUBUPYETCA NPU HENONHO HabpaHHOW KOMaHAE U NPU HaXKaTUKM Kna-
BuwWM <Tab>.

5.2 basosble KOMaHADbI

KomaHOb1 pexcuma EXEC

3anpoc KoMaHgHOW CTPOKM B pexknme EXEC nmeet cneayowmin Bua;

console>

Tabnunua 5.1 — basoBble KOMaHAbl AOCTYMHbIE B pexXume EXEC

KomaHda

3HayeHue/
3Ha4yeHue no ymon-
YaHuro

Aelicmeue

enable [priv]

priv: (1..15)/15

MepekNtoUNTLCA B NPUBUNETMPOBAHHDBIN PEXKUM (€CM 3HaYe-
HMe He YKa3aHo — TO ypoBeHb npusuaernin 15).

login — 3aBepLUeHne TeKyLLLeN ceccumn U CMeHa Nonb3osaTens.
exit — 3aKpbITb aKTUBHYIO TEPMUHAJIbHYIO CECCUIO.
help 3anpoc cnpaBoyHor MHPopMaumm o paboTe nHTepdelica Ko-

MaHAHOW CTPOKMU

show history

MoKa3aTb UCTOPUIO KOMaHA, BBeAEHHbIX B TEKYLLLEN TepMU-
HaNbHOW ceccum.

show privilege

MokasaTb ypoBeHb NPMBUAETUIA TEKYLLErO NOJ/b30BaTeNSA.

show privilege configuration

MoKas3aTb CNMCOK KOMaHA, A4J/18 KOTOpbIX Bblna BbINOAHEHA
KOHdUrypaLma ypoBHA NPUBUNETUIA.

terminal history

no terminal history

-/ GYHKUMA BKAKOYEHA

BKAOUNTE QYHKLMIO COXPaHEHWUA UCTOPUM BBELAEHHbIX KOMAHA,
0019 TEKYLLEN TEPMUHANbHOM ceccum.

BbIK/0YNTb GYHKLMIO COXPAHEHWUA UCTOPUM BBEAEHHbIX KO-
MaHZ, 415 TEeKyLWwel TepMUHaNbHOM ceccum.

terminal history size {size}

no terminal history size

size: (10..216)/10

N3meHWTb pazmep Bydepa MCTOPUM BBEAEHHBIX KOMaHA AA
TeKyLen TepMUHaNbHOM ceccuu.

YCTaHOBUTb 3HaYeHMEe N0 YMOHYAHWUIO.

terminal datadump

no terminal datadump

-/ BbIBOA KOMaHS, pas-
[AenaeTca no cTpaHu-
Lam

OT06pa3unTb BbIBOA KOMaHA 63 pasaeneHuns Ha CTpaHuLbI
(pasaeneHuve BbIBOAA CNPaBKM MO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g, One line: <return>).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

show banner [motd | login |
exec]

OTtobparkaeT KoHdUrypaumio 6aHHepoB..
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KomaHObi pexcuma privileged EXEC

Tabnunua 5.2 — basoBble KOMaHAbl, AOCTYMHble B pexume privileged EXEC

Komanda 3HayeHue/ }
3Ha4YyeHue no ymos- Aelicmeue
YaHuw
disable [priv] BepHyTbcs B KOMaHAHbIN pexkum (EXEC) u3 npusunernposaH-
priv: (1..15)/1 HOro KomaHgHoro pexuma (privileged EXEC). (ecnv 3HaYeHue
He yKa3aHo — TO ypoBeHb npusuiernit 1).
configure[terminal] — MepeiTn B peKMm KOHPUIrypupoBaHus.
debug-mode MepeinTn B peKMm OTNaZKM (KoMaHAa AOCTYNHA TO/bKO ANA
- NPUBUIErMPOBaHHOrO M0/b30BaTeNA).
set system mode {acl-only | YCTaHOBUTb PEXUM HACTPONKKN PUabTpaLmu TpaduKa.
acl-sqing | acl-sging-udb} -acl-only — SQinQ oTkntoyeH; aobasneHa BO3MOXKHOCTb
Ha3HaunTb HecKobko ACL 04HOrO 1 TOro e Tuna Ha nopT;
- acl-sqing — peXxum no ymonyaHuio;
- acl-sging-udb — po6aBneHa Bo3MOXHOCTb ¢UAbTPaALUM MO
-/acl-sging TPUMHaALUATU MNONb30BaTENbCKUM oddceTam (B pexume no

YMONYaHWUI0O — NATb); Bce npasuna SQinQ gna Bxoaawero Tpa-
durKa UCNoab3yIOT B ABa pa3a b6osblue pecypcos.
Mpu cmeHe peXkuma HauyanbHaa KOHoUrypauusa byaer
. CcTepTa, Nocne 4Yero ycTpoictBo 6yaer nepesarpy-
JKEHO.

KomaHOb1, docmynHbie 80 8CeX PEXUMAX KOHGU2YpUPOB8AHUS

3anpoc KoOMaHAHOW CTPOKMU MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#

console (config) #

console (config-line) #

Tabnuua 5.3 — basoBble KOMaHAbl, [OCTYMHbIE BO BCEX PeXUMax KOHOUIYpUPOBaHUA

KomaHoa 3HaveHue Aelicmeue

exit . BbIiTM 13 Nt060ro pexnma KoOHGUryprupoBaHUA Ha YpOBEHb
Bbllle B Mepapxmm komaHg, CLI.

end _ BbIiTM 13 Nt06Oro pexxmma KOHPUrypupoBaHUA B KOMaHAHbIN
pexum (Privileged EXEC).

do _ BbINONHUTL KOMaHAY KOMaHAHOro yposHsa (EXEC) us ntoboro
pexuma KoHOUTypupoBaHusa.

help — BbIBOAMT CNpaBKy NO MCMONb3yeMbIM KOMaHAAM.

KomaHOb1, docmynHbie 8 21060/16HOM pexcume KoOHpU2ypuposaHUsa

3anpoc KoMaHAHOM CTPOKU MMeEeT caeayowmii BUa:

console#

console (config) #

Tabnnua 5.4 — basoBble KOMaHAbl AOCTYMHbIE B PEXUME KOHPUTYPUPOBAHUSA

KomaHoa

3HavyeHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTh TeKCT coobueHns motd (coobLeHns TekyLwero 4HsA), 1
BK/IOYMTb BbIBOA, Ha IKPaH.

- d — pasgenuTens;

- message-text — TeKCT coobLyeHus (B cTpoke 40 510 cumBo-
nos., obuiee 2000 cMmBosioB).
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3afaTb TeKCT coobLieHus exec (npumep: Nob3oBaTesb

banner exec d message- YCNEeLWHOo BOLWEN B CUCTEMY), U BKNHOUUTb BbIBOZ Ha 3KPaH.
text d — - d — pasgenutens;
no banner exec - message-text — TeKcT coobuieHuma (B cTpoke go 510 cumso-

nos., obuiee 2000 cnmBosioB).

3apatb TekcT coobueHus login (MHPopmaLmoHHoe coobLue-
HWe, KoTopoe oTobpakaeTca nepes BBOLOM MMEHU NO/b30Ba-
TenA M Napons), U BKAKOUYUTL BbIBOZ, Ha IKPaH.

- d — pasgenuTens;

- message-text — TeKcT coobueHnn (B cTpoke fo 510 cumso-
nos, obuiee 2000 cMmBosioB).

banner login d message-
text d —

no banner login

KomaHObl, docmyrnHble 8 pexcume KOHPU2ypuposaHUS mepMuHana

3anpoc KOMaHAHOW CTPOKM B PEXMME KOHPUTYPUPOBAHUA TEPMUHANA UMEET CeayoLWmMI BUA;

console (config-line) #

Tabnuua 5.5 — BasoBbie KOMaHAbI AOCTYMHbIE B PEXXMME KOHOUTYPUPOBAHMA TePMUHANA

3HayeHue/
KomaHoa 3Ha4eHue no ymonya- Aelicmesue
Huro
. BKMOUNTD GYHKLMIO COXPaHEHUSA UCTOPUM BBEAEHHbIX KO-

history

MaHA,.

-/ byHKUMA BKAtOYEHA
. BbIKNOUNTL GYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KO-

no history

MaHA,.
history size {size} ize: (0.216)/10 N3meHnTb pasmep bydepa MCTopun BBEAEHHbIX KOMAHA,

- - size: (O..

no history sie YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

BKOUYNTL BbIBOZA NMPUBETCTBEHHbIX COOBLLEHNI TUNa «motd»
motd-banner

(coobueHuna Tekywero aHA).

-/BKOYEH B o 6 "
bIK/OUMTb BbIBOA MHPOPMALMOHHBIX cOObLLEeHMI TUNa

no motd-banner A pmaty W

«motd».
login-banner / BK/OUUTL BbIBOA, MPUBETCTBEHHbIX CO0bLLEeHMI login.

-/ BKNtOYeH
no login-banner BbIKNHOUYNTL BbIBOZ NPUBETCTBEHHbIX COObLLEeHN login.
exec-banner / BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX COOBLLEHNI exec.
-/ BKAtOYeH -

no exec-banner BbIK/IOYMNTL BbIBOZ MPUBETCTBEHHbIX COOBLLEHMIA exec.

5.3 ®unbTpauua coobuieHnit KOMaHAHOMK CTPOKKU

dunbTpauma cooblieHMi NO3BOAAET YMEHbLLNTL 06bem 0TobparkaeMbixX AaHHbIX B OTBET Ha 3aMpoCh!
no/sib3osatena u 0bnerdyntb NOUCK Heobxoanumon nHbopmauuun. Ans dunbtpaumm nHdopmaumm Tpebyerca
006aBUTb B KOHEL, KOMaHAHOM CTPOKM cumBon “|” n ucnonb3oBaTb OAHY M3 OMNUUA GUABLTPALUWK,
nepeymncieHHbIX B Tabauue.

Tabnnua 5.6 — KomaHap! perkmma rnobasbHOro KoOHGUrypupoBaHma

Memod 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
begin pattern MoKa3bIBaeT CTPOKMU, MepBble CUMBOJIbI KOTOPbIX COOTBET-
cTBYIOT WabnoHy pattern.
include pattern - BbIBOAWT BCe CTPOKM, cogepiKalume WabnoH.
exclude pattern BblBOAMT BCE CTPOKM, He cogepsKalume WwabaoH.
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5.4 HacTpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BONAET CO34aBaTb YHUOUUMPOBaHHbIE HABOPbl KOMaHA — MaKpOCbl, KOTopble

MOXHO BNOCNEACTBUN MPUMEHATL B NPOLLECCE KOHPUrypauum.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHuma:

console (config) #

Tabnnua 5.7 — KomaHabl pexkmma rnobanbHOro KOHGUrypmposaHus

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

macro name [word]

no macro name word

word: (1..32) cumsonios

Co34aeT HOBbIM Habop KOMaHA, eciv Habop C TaKUM UMe-
HeM cyLLecTByeT —nepesanucbiBaeT ero. Habop KomaHg,
BBOAMUTCA NOCTPOYHO. 3aKOHYMTb MAaKPOC MOKHO C MOMO-
Wbt cMMBONa “@”. MakcumanbHasa AnrMHa makpoca — 510
CUMBO/IOB.

Ypanset yKasaHHbI Makpoc.

macro global apply word

word: (1..32) cumBonos

MprMeHAEeT yKasaHHbI MmaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description
word

no macro global description

word: (1..160) cumsonos

Co34a€eT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT CTPOKy-4eCcKpmnTop.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnnua 5.8 — KomaHabl pexkmma EXEC

KomaHoa

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbIM MaKpoc.

MNposepsaet yKa3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [ de-
scription [interface {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}] |
name macro-name]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
macro-name:
(1..32) cumBonos

OTobparkaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha
ycTpoicTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypauum nHtepdeica:

console (config-if)#

Tabnnua 5.9 — KomaHabl pexkmma KoHpurypauum nHtepdeiica

KomaHoa

Aelicmeue

macro apply word

word: (1..32) cumsonoB

MprMeHAEeT yKasaHHbI MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT yKasaHHbI1 MAaKpPOC Ha BaNUAHOCTb.

macro description word

no macro description

word: (1..160) cumonos

YcTaHaBAMBaET CTPOKY-AECKPUNTOP MaKpoca.

Ypanaer CTpoKy-4eckpunTop.
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5.5 KomaHabl ynpaBnaeHua cucremon

KomaHObl pexcuma EXEC

Tabanuya 5.10 — KomaHgbl ynpasaeHua cuctemoli B pexkume EXEC

KomaHda

3HayeHue/ 3HayeHue no
YMOMYAHUIO

Aeiicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumBonos;
size: (64..1518)/64 Baitt;
count: (0..65535)/4;
timeout: (50..65535) /2000
MC

KomaHza cnyxut ana nepegaym sanpocos (ICMP Echo-
Request) npoTtokona ICMP ykasaHHOMY y3/ly CETH, a TaK XKe 4Nd
KOHTpoAs noctynatowmx otseTtoB (ICMP Echo-Reply).

- A.B.C.D — IPv4-appec y3na cetu;

- host — [OMeHHOe UMA y311a CeTH;

- Size — pa3mep NaKkeTta g/aa OTNPaBKM, KOANYECTBO 6alT B Na-
KeTe;

- count — KOIMYECTBO MAKeTOB A/1A nepeayu;

- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBoNOB;
size: (68..1518)/68 baiiT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHaa cnyut ana nepegaum 3anpocos (ICMP Echo-
Request) npoTtokona ICMP ykasaHHOMY y3/y CETH, a TaK e, ANs
KOHTpos nocTynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — nomeHHoe Ums y3na cetu;

- Size — pa3mep NaKkeTa A/1a OTNPaBKM, KONNYECTBO 6alT B Na-
KeTe;

- count — KOIMYECTBO MAKeToB A/1A nepeaayu;

- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl tt/]

[count count] [timeout
timeout] [source ip_address ]
[tos tos]

host: (1..158) cumBoN0B;
size: (64..1518)/64 baur;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpegeneHne mapLupyTta TpaduKa A0 y31a HazHauyeHuA.

- A.B.C.D — IPv4-appec y3na cetu.

- host — pomeHHoe Ums y3na cetu;

- Size — pasmep NaKkeTa A/1a OTNPaBKM, KONNYeCTBO 6alT B Na-

KeTe;

- tt/ — MaKcMmanbHOe KOAMYEeCTBO YHaCTKOB B MapLUpyTe;

- count — KONWYECTBO MOMbITOK Nepesayn Naketa Ha KaxKaom

yyacTke;

- timeout — Bpems OXKMAaHWA OTBETA Ha 3anpoc;

- ip_address — |P-agpec nHtepderica KommyTaTopa, UCMNO/b3Y-

eMblii A4NA nepenaym NakeTos;

- tos — TUN cepBuca, NnepeaaBaemMblii B 3arooBKe NpoToKoa

IP.

OnucaHue oWwK60K NpU BbINOIHEHUN KOMaHA, U

V pe3ynbTaToB NpuBeAeHOo B Tabauuax 5.12, 5.13

traceroute ipv6
{A.B.C.D.E.F|host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source

host: (1..158) cumBonos;
size: (64..1518)/66bairT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpegeneHve mapLupyTa TpaduKa A0 y31a HazHavYeHuA.

- A.B.C.D.E.F — IPv6-agpec y3na cetu.

- host — pomeHHOe nMmA y3na ceTu;

- size — pa3mep nakeTa A1a OTNPABKM, KOMYecTBO 6alT B Na-
KeTe;

- tt/ — MaKcMManbHOe KO/IMYECTBO YHaCTKOB B MapLUpyTe;

- count — KOIMYeCTBO MOMbITOK NepeAayn NakeTa Ha KaxXaom
yyacTke;

- timeout — BpemsA OXKMAAHMA OTBETA Ha 3anpoc;

ip_address ] tos: (0..255)/0 - ip_address — |P-aapec nHTepdeiica KommyTaTopa, UCNONb3Y-
[tos tos] e emblil 4NA nepegayn nakeTos;
- tos — T\N cepBuCca, NepesaBaeMblii B 3aro0BKe NPOTOKOa
IP.
OnucaHue oWwKn60K NpU BbINOAHEHUU KOMAHA, U pe-
V 3y/NbTaToOB NpUBeAeHo B Tabamnuax 5.12, 5.13
OTKpbiTe TELNET-ceccun ansa ysna cetu.
- A.B.C.D - IPv4-agpec y3na cetu;
telnet - host — nomeHHoe Ums y3na cetu;

{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

- port — TCP-nopT, no KoTopomy paboTaeT cny:kba Telnet;

- keyword — kntouyeBoe CN0BO.
OnucaHue cneyumanbHbix KomaHpa Telnet u KaoueBbIx
cnoB npuseaeHo B Tabnaunuyax 5.14 , 5.15
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ssh {A.B.C.D | host} [port
port] [username username]
[cipher cipher]

host: (1..158) cumsonos;
port: (1..65535)/22;
username: (1..70) cumso-
nos

OTKpbITHE SSH-ceccum ansa ysna cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- host — [OMeHHOoe UMA y3n1a CeTH;

- port — TCP-nopT, no KoTopomy paboTaeT cnykba SSH;

- username — VMA NONb30BATENSA, NOA, KOTOPbIM HEO6X0AMMO
BbINOJIHUTb BXOS;

- cipher — BbIGOp MeToAa WndpoBaHua. NMoaaepKunsatoTca
cnepytowme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymonyaHuio npeanaratoTca Bce MeToAbl.

resume [connection]

connection:(1..4)/
nocneaHAsA ycTaHOB/IEHHas
ceccun

MNepekntoveHne Ha apyryto yctaHoBaeHHyto TELNET-ceccuto.
- connection — Homep ycTaHoBneHHon TELNET-ceccum.

show Cpu counters

MPOCMOTP CYETYMKOB NAKETOB LLEHTPANIbHOrO NpoL,eccopa.

show users

OTobpaxkeHre MHPOpPMaLUK O NONb30BATENAX, MCMONb3YIOLNX
pecypcbl yCTPOICTBa.

show sessions

OTobpaxkeHne nHbopmauunmn o6 oTkpbITbix TELNET-ceccmax K
YO3aNEHHbIM YCTPOMCTBAM.

show system
[unit unit_id]

unit_id: (1..4)/-

OTobpaxkeHne CUCTEMHOM MHPOPMALLMM KOMMYTATOPa.
- unit_id — Homep yCTpOWCTBa B CTEKE (419 KOMMyTaTopa, pa-
60TaloLLero B aBBTOHOMHOM PEXMME, MapaMeTp He UCMONb3Y-
etcs).
MapameTp unit Nnpun BbINOJIHEHUU KOMaHAbI AOCTYNEeH
. TO/IbKO B peXXMMe CTEKUPOBaHUA.

show version

OTobpakeHue TekyLlel BEPCMM CUCTEMHOTO MPOrPamMMHOro
obecneyeHus, paboTatoLLero Ha ycTpoicTee.

show system tcam utilization
[unit unit_id]

unit_id: (1..4)/-

OTobpaxkeHue 3arpy3ku pecypcos namaTv TCAM (KOHTEHTHO-
agpecyemasn namsaTb).
- unit_id — Homep yCTpOWCTBa B CTEKE (417 KOMMYyTATOpPa, pa-
6oTatoLLero B aBTOHOMHOM peXK1Me, NapameTp He UCNob3y-
ertcs).
MapameTp unit Nnpun BbINOJIHEHUW KOMaHAbI AOCTYNEH
e TOJIbKO B peXXUMe CTEKUPOBAHUA.

KomaHga «show sessions» oTobparkaeT Bce yaaneHHble cOegUHEeHUs TOIbKO U3 TeKylyei

e ceccum. [laHHaA KOMaHAa UCnonb3yeTca cnegyowmm obpasom:
1. BbINONAHUTL NOAKAOYEHUE K YAANEHHOMY YCTPOMUCTBY C KOMMYTaTopa C NMOMOLUbIO
TELNET nnm SSH;

2. BepHYTbCA B POAUTENBCKYIO ceccuto (Ha KommyTaTop). [nA 3Toro HaxkaTb KOMGUHaUMIO
Knasuw <Ctrl+Shift+6>, oTnycTutb M HaxkaTb <x> (uKc). Mpou3oiiger nepexon B B
POAUTENbCKYIO Cecculo;

3. BbINONAHUTb KOMaHAy «show sessions». B Ta6nuu,e AOJ/IXXHbl NMPUCYTCTBOBATb BCe
uncxogawme coeguHeHuA B TeKyu.I,Eﬁ ceccuu;

4. pns TOro YTo6bl BEPHYTHLCA K CECCUM YAANEHHOTO YCTPOMUCTBA, HEO6X0AMMO BbINONHUTD
KomaHay «resume N», rae N — HOmep coeauHeHUA U3 BbiBOAA KOMaHAbl «show

sessionsy.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;:

console#

Tabnnua 5.11 — KomaHpgbl ynpaBneHusa cuctemoit B pexkume privileged EXEC

KomaHda

3HayeHue/ 3HavyeHue no
YMOAYAHUIO

Aelicmeue

reload [unit unit_id]

unit_id: (1..4)

KomaHpaa cnyxut ana nepesanycka ycTpoucTaa.
- unit_id — Homep yCTpOICTBa B CTEKe.

reload in time

time: (mmm | hhh:mm)

YCTaHOBKa NPOMEXKYTKa BPEMEHU, Yepes KOTopbI NponsonaeT
OT/I0XKEHHanA nepesarpysKa ycTponcTBa.
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reload cancel

OTMeHa OT/NI0XKEeHHOM nepesarpysku.

show cpu utilization

OTo6parkeHne CTaTUCTUKMN MO YPOBHIO 3arpy3Ku pecypcos LieH-
TpasibHOro Npoueccopa.

show cpu input-rate

OTobpakeHune CTaTUCTUKM MO CKOPOCTU BXoAALmX dperimos, 06-
pabaTbiBaeMbiX NPOLLECCOPOM.

show cpu input-rate detailed

OTobparkeHne CTaTUCTMKM MO CKOPOCTU BXOAALLMX GpeirimoB, 06-
pabaTbiBaeMbIX MPOLLECCOPOM MO TUMY TpaduKa.

show cpu rate-limits

OTobparkeHne orpaHMYEHMI NO CKOPOCTU ANA BXOAAWMX Ppeli-
MoB, 06pabaTbiBaeMbIX NPOLLECCOPOM.

show tasks utilization

OTOb6parkeHne CTaTUCTUKM MO YPOBHIO 3arpy3KM PEcypcoB LieH-
TPanbHOro Npoueccopa ANA KaxAoro npouecca.

show tech-support [config |
memory]

OTobpaxeHne uHbopmauum 06 ycTpoiicTBe, Heobxoanmon
A9 HAYaNbHOM ANArHOCTUKM Npobiem.
BbiBOA, KOMaHAbI NpeacTaBnseT coboli KOMOUHaALMIO BbIBOAOB,
nepeyvncieHHbIX HUKe KOMaHA,:

- show clock

- show system

- show version

- show ip interface

- show ipv6 interface

- show stack

- show running-config

- show interfaces configuration

- show interfaces status

- show vlan

- show interfaces switchport

- show spanning-tree info

- show bridge multicast address-table
- show ip igmp snooping groups

- show ipv6 mld snooping groups

- show dotlx

- show dotlx users

- show interfaces counters

- show users

- show sessions

- show logging file

- show logging

- flash info

- show bootvar

- buffers info

- memory info

- proc info

- show cpu utilization

- components versions

clear cpu counters

O6HyneHme CYETYMKOB NAKETOB UEeHTPabHOro npoueccopa.

show system id
[unit unit_id]

unit_id: (1..4)/-

OTtobpaxeHve WHOOPMALUM  CUCTEMHOW  MAEHTUDUKALMUK
yCTpoiCTBa.
- unit_id — Homep ycTpoicTBa B CTeKe (419 KoMMyTaTopa, pabo-
TaloLLero B aBBTOHOMHOM PeXXMMe, NapameTp He UCNoAb3yeTcs).
Mapamertp unit_id npu BbINOJIHEHUM KOMAHAbI 40CTY-
H NeH TONIbKO B PeXXMme CTEKMPOBaAHUA.

show system defaults
[{management|ipv6|802.1x|
port|fdb | multicast| port-
mirroring | spanning-
tree|vlan|voice-vlan|net-
work-security| dos-attacks |
ip-addressing| qos-acl }]

OTo6parkeHne 3aBOACKMX HACTPOEK YCTPOICTBa.

show system mode

OTobpaxkeHne nHbopmaumm o napameTpax GuUAbTPaLMKM Tpa-
duka.

show system resources tcam

OTobparkeHne noapobHol nHpopmaLmm 06 CNoNb30BaHUM pe-
cypcos TCAM (Ternary Content Addressable Memory).

show system tcam utilization

OTob6paskeHne KpaTKoi MHbOPMaLLMM 06 UCMOb30BaHUM pecyp-
cos TCAM (Ternary Content Addressable Memory).
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- I'Ipmmep MCMOJIb30BaHMA KOMaHAbI traceroute:

console#traceroute eltex.com

Type Esc to abort.
Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %

Tabnnua 5.12 — OnuncaHMe pe3ybTaToOB BbINONHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAaAKOBbIN HOMEP MapLUPYTM3aTopa B NYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBO€ MMA 3TOrO MapLUpPyTM3aTopa.
192.168.1.101 IP-agpec aToro maplpyTtusatopa.

Bpems, 3a KoTopoe nakeT 6bln NepeaaH M BEPHYACA OT MapLUpyTU3aTopa. YKasbiBa-

0 msec 0 msec 0 msec .
€TCA ANA KaXKA0W MONbITKM Nepesaym nakeTa.

Mpu BbINONHEHUN KOMaHAbI traceroute MmoryT NPoOu3onT OLWNBKK, onnucaHne owmnboK NpMBeaeHo B
Tabnuue 5.13.

Tabnmua 5.13 — OwKrbKM Npu BbINOJHEHMM KOMaHAbI traceroute

Cumeon owubKu OnucaHue
* TamayT Nnpu NonbITKe Nepeaayum naketa
? HewnsBecTHbI TUN NaKeTa
A AZMUHUCTPATUBHO HepocTyneH. OBbIYHO NPOUCXOANT NPK BAOKMPOBAHUM UCXOAA-
wero TpadumKa no npasmnam B Tabamue goctyna ACL
F TpebyeTcs pparmeHTaums n yctaHoBka 6mtos DF
H Y3en cetTu HegOCTynNeH
N CeTb HegoOCTYMHA
P MpoTokon HegocTyneH
Q MNcTouyHWK noaasneH
R McTekno Bpems NOBTOPHOMN cbopKku dparmeHTa
S OwunbKa ncxoaalero mapLupyTa
U MopT HegocTyneH

MporpammHoe obecneuveHune Telnet-kaneHTa KOMMyTaTOpa NOAAEPKMBAET CneLmasbHble KOMaHAbI
— OYHKLMM KOHTPOANA TepMMHana. [lna BXxoAa B peXMM crneLmanbHbliX KOMaHA BO BPpeMs akTUBHOM Telnet-
ceccumn ncnosiblyertcs KombuHauma knasuuw Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CneyuanbHas KOMaHOa Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUA
AN C Mepeaatb no telnet npepbiBaHmne npouecca (IP)
AN K Mepepatb no telnet yganeHme cumsona (EC)
AN O Mepeaatb no telnet npekpatleHue sbisoga (AO)
ARt Mepeaatb no telnet coobuieHune «Are You There?» (AYT) Ana KOHTPOAA NogKAtoYe-
HUA
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ANy Mepepatb no telnet ctupaHue ctpokm (EL)

AN X Bo3BpaT B peXXMM KOMaHAHOM CTPOKM

TaKe BO3MOXKHO UCMONAb30BaHWE AONOJIHUTENbHbIX OFILI,Mﬁ npu OTKPbLITUN Telnet-ceccuu:

Tabnunua 5.15 — KntoyeBble cn0Ba, MCNONb3yemble Npu oTKpbITUK Telnet-ceccuu

Onyusa OnucaHue
/echo JloKanbHO BKAKOYAET GpyHKUMIO echo (NodaBneHue BbIBOAA HA KOHCO/b)
/quiet He ponycKaeT BbiBOA BCEX COOOLLEHMI NporpammHoro obecneveHuma Telnet

/source-interface OnpepenseT MHTEPHENC-UCTOYHUK

BkntouaeT 06paboTKy NOTOKA, KOTOPbIM pa3pellaeT HesawmuweHHoe TCP-coegmHe-
Hue 6e3 KoHTponA nocnesoBaTenbHocTel Telnet. MoToKoBOe coeanHeHMe He 0bpa-
6aTbiBaeT Telnet-onumn U MOXKET UCNONBL30BATLCA A8 NOAKAOYEHMA K NOPTaM, Ha
KOTOpbIX 3anyLleHbl Nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo gpyrue
NPOTOKO/bI, He ABAstowmecs Telnet-npoTokonamm.

/stream

KomaHObI docmynHbie 8 pexcume 2106a716H020 KOHGDU2YPUPOBAHUSA:

3anpoc KOMaHAHOW CTPOKM B pexunme rnobanbHoro KOHGUrypmMpoBaHMsa UMEET Cleayowmnin Bua;

console (config) #

Tabnnua 5.16 — KomaHabl ynpaBaeHUsA CUCTEMON B pexkume rnobanbHOro KOHGUrypMpoBaHUs

KomaHoa

3HayeHue/ 3HayeHue no

elicmeue
YMOAYAHUIO A

hostname name

no hostname

KomaHaa cnykuT gnsa 3afgaHuA ceTeBoro UMeHu yCTpoﬁcma.

name: (1..160) cumsonos/-

BepHyTb ceTeBoe MMA YCTPOMCTBA B 3HAYEHME MO YMONYAHMIO.

service PaspewunTb YyCTPOMCTBY NPOrPaMMHO M3MepPATb YPOBEHb 3a-
cpu-utilization rPy3KM PecypcoB LLeHTPaIbHOro Npoueccopa KoMmyTaTopa.
-/BKAtOYEHO
no service 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MepPATb YPOBEHb 3a-
cpu-utilization rPY3KM PecypcoB LLEeHTPAIbHOrO NPOLLeCccopa KOMMYTaTopa.
PaspelwunTb yCTPOMCTBY MPOrPamMmMHO M3MEPATb CKOPOCTb BXO-
service cpu-input-rate aawmx dperimos 06pabaTbiBaeMbIX LLEHTPASIbHbIM NPOL,Eecco-
pPOM KOMMyTaTopa.
-/BKNOYEHO

no service cpu-input-rate

3anpeTnTb YCTPOWCTBY NPOrPamMMHO U3MePATb CKOPOCTb BXO-
Aawmx peiimos ob6pabaTbiBaeMbiX LLeHTPabHbIM NpoLLecco-
pPOM KOMMYyTaTopa.

service cpu-rate-limits traf-
fic limit pps

traffic: (http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-inspec-
tion, stp-bpdu, other-bpdu,
dhcp-snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
dhcpv6-snooping vrrp,
other);
pps: (8..1024)

YcTaHoBKa Ha CPU orpaHUYeHnii CKOpoCTH BXOAALLMX dpeit-
MOB A1 onpeAesieHHOro Tuna TpaduKa.
- pps — MaKeToB B CEKyHAY.

service tasks-utilization

no service tasks-utilization

Pa3pewwmnTb yCTPOICTBY NPOrpaMMHO M3MEPATb YPOBEHD 3a-
rPY3KM pecypcoB LLeHTPasbHOro NpoLLeccopa KommyTaTopa
AN KayK4oro CMCTeMHOro npouecca.

-/BbIK/IIOYEHO —
3anpeTuTb YCTPOMCTBY NPOrPamMmMHO M3MEPATb YPOBEHb 3a-

rPY3KM pecypcoB LLeHTPaibHOro NpoLLeccopa KOMMyTaTopa
AN KayK4oro CMCTeMHOro npouecca.

reset-button {enable | dis-
able| reset-only}

-/BKAOYEHO HacTpoiika peakuuu KOMMyTaToOpa Ha HasKaTue KHomnku F.
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- enable — npu HaxaTUM Ha KHOMKY AANTENbHOCTbIO MeHee 10
C NPOMCXOAMT NepesarpysKa yCTPOMCTBa; MPMU HaxKaTUK Ha
KHOMKY gantenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
YCTPOWCTBA [0 3aBOACKOM KOHOUIypauuu;

- disable — He pearnpoBatb (OTKAOYEHA);

- reset-only — TonbKO Nepesarpyska.

5.6 YnpasneHue cTeKOM KOMMYTaTOpPOB

CTeK KOMMYTaTopoB GYHKLMOHUPYET KaK efiMHOe YCTPOMCTBO M MOMKET BK/IHOHaTh A0 3-X yCTPOMcTBY,
UMeELLMX Cneaytowme poau, onpeaensemble ux ngeHtupukatopamm (StackiD):

=  Master (StackID 1) — Beaywmii KOMMyTaTOp, OH YNPaBASET BCEMU YCTPOMNCTBAMM B CTEKE.

=  Backup (StacklD 2) — pesepBHbIli BeayuimMini KommyTaTop. ECin B cTeKe NpucyTcTBYeT U
KOPPEKTHO ¢YHKUMOHMpPYEeT ycTpoictBo co StacklD 1, To 3TOT KOMMyTaTop SBASAETCS
noaumMHeHHbIM. Mpu Bbixode M3 cTpoa master-kommyTtaTtopa backup 6epet Ha ceba posnb
BeAylwero yctpoictea. B npouecce paboTbl NPOUCXOAMUT CUHXPOHM3auLMA  startup
KoHduUrypaummn mexay master n backup.

=  Slave (StacklD 3) — noAYMHeEHHbIN KOMMYTaTOp. TaKo KOMMYTaToOp He MoXKeT paboTtaTtb B
OTCYTCTBUE BeAYLLErO YCTPOMNCTBA.

B perKMme CTEKMPOBaHWA KOMMYTATOPb! MCNOJIb3YIOT Napy NOPTOB AN CUHXPOHM3ALMM CTeKa. Bbibop
NOpPTOB 3aBMCUT OT MOZENIM KOMMYTaTOpa:

=  MES1024 ncnonbayet Gi0/1 n Gi0/2;

=  MES1124, MES1124M uncnonb3yet Gi0/3 n Gi0/4;

=  MES2124, MES2124P, MES2124M, MES2124MB ucnonb3ytot Gi0/27 u Gi0/28;
=  MES2208 - TBD.

MopTbl, 3aHATblE ANA CTEKMPOBAHWA, MCMONL3YIOTCA AR nepepaun cayxebHoit nHpopmauun u
TPaH3UTHOro TpaduKa Mexay KOMMyTaTopamu cTeka. opaeprKMBaloTcA ABe TOMOMOMMU COeAMHEeHUA
YCTPOMCTB B CTEKE — KOJIbLLeBaA M iMHeHan. PEKOMEHAYETCA MCNO/b30BaTh KO/bLEBYIO TONOMOTUIO ANA
NOBbILLEHMA OTKA30yCTOMUYMBOCTU CTEKA.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoOMaHAHOW CTPOKU MMeeT caeayolmii BUAa;

console#

Tabnunua 5.17 — BasoBble KOMaHAbI, AOCTyNHble B pexkume privileged EXEC

3HaveHue
KomaHoa / .
3Ha4eHue no Aelicmesue
YMOMYAHUIO
OnpeaenneT pexum paboTbl KOMMyTaTopa:
. - standalone — KommyTaTOp MoKeT paboTaTb Kak CamocToATeIbHOe
unit mode

-/standalone YCTPOKCTBO;
- stackable — kommyTaTop MoKeT paboTaTb B pexxume cTeka.
CMmeHa pexkuma NpoucxoauT noc/ie nepesarpyskn KoMmyTaTopa.

{standalone|stackable}

HasHavaeT Homep ycTpoiicTea «stack-id» nokanbHomy ycTpoictay (Ha
KOTOPOM BbIMO/IHEHA KOMaHAa). KomaHaa MoXeT 6bITb MCNO/b30BaHa B
stack-id: (1..3)/1 pexume «standalone» nnu B pexkume «stackable» Ha Begylem yctpoii-
ctBe. CMeHa Homepa yCcTpolicTBa NPOU30MAET Noc/ie Nepes3arpyski Kom-
myTaTopa.

unit renumber local after-
reset stack-id

1 B TekyuLel Bepcum nporpammHoro obecneyeHus.
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unit renumber current-id

current-id: (1..3) .
Ayuiem yCTPOMCTBE CTeka.

HasHauyaeT HOBbI HOMep YCTPOMCTBA «new-id» KoMMyTaTopy ¢ Home-
pom «current-id». KomaHaa mosKeT 6bITb MCNO/Ib30BaHA TONbKO Ha Be-

after-reset new-id new-id: (1..3) o -
CmeHa HomMepa YCTPOoWCTBa NPOMU30MAET Noc/ie nepesarpysKku aToro
yCTpOWCTBa.
OTobpaxkaeT nHbopmaLmio 06 YyCTPONCTBAX, BXOAALLMX B CTEK.
Mpu BBOZE KOMaHAbI 6€3 napameTpa oTobparkaeTca KpaTkaa uHbopma-
show unit [stack-id] stack-id: (1..3) LA 060 BCeEX YCTPOMCTBAX CTEKA.

H6paHHOM ycTpoicTBe.

Mpw ykasaHuu «stack-id» oTobparkaetca noapobHas MHPopmaums o Bbl-

= [lpymep NCNONb30BAHUA KOMaHAbl show unit:

console#show unit

Unit:

MAC address:
Master:

Product:

Uplink unit:
Status:

Active image:
Selected for next
Topology is Chain

1

1

aB8:f9:4b:81:61:40
Enabled.

MES-2124. Software:
0 Downlink unit: O.
master

imagel.

imagel.

1.1.16

boot:

Stack image auto synchronization is enabled

Unit Mode After Reset:

stacking

Unit Num After Reset: 1

Tabnnuya 5.18 — OnncaHMe pe3ybTaTOB BbINOJHEHMA KOMaHAbl «Sshow unit»

Mone OnucaHue
Unit: NpeHTndMKaTOp BbIOPAHHOIO YCTPOMCTBA
MAC address: MAC-agpec KommyTaTopa
Master: PaspeleHune cTaTb BeAYyLWMUM YCTPOMNCTBOM B CTEKE
Product: OnucaHne moaenn KOMMyTaTopa
Uplink unit: NpeHTndmKaTop KommyTaTopa, NOAKIOYEHHOTO K BEPXHEMY CTEK-NOPTY BbI6PaH-

HOro YCTPOWCTBa

Downlink unit:

NpeHTndUKaTop KOMMyTaTOpa, NOAKAOYEHHOTO K HUMKHEMY CTEK-NOPTY Bbi6paH-
HOro yCTPOMCTBA

Status:

TeKywan poib KOMMYTaTOpa B CTEKe

Active image:

AKTUBHbIN 06pa3 NO

Selected for next boot:

0O6pas N0, KoTopbIi ByaeT aKTUBHbLIM NOC/E Nepesarpysku

Topology is

TeKyLiaa TONo/0rMA CTeKa - chain (Lenoyka) unu ring (KoabLo)

Unit Mode After Reset:

Pexxum paboTbl KOMMyTaTopa nocae nepesarpysku — standalone/stacking

Unit Num After Reset:

NaeHTUPMKaTOP KOMMYTATOPa, KOTOPbIA NMPMMEHUTCA NoC/e NnepesarpysKku

.

‘ YcTpoiicTBa ¢ oguHaKoBbiMmu ngeHtTudukaropamm «Unit ID» He moryT paboTtaTb B ogHOM

CTeKe.

5.7 KomaHpgbl ANA HACTPOUKM NApPaMeTPOB ANA 3a4aHUA Nnaponen

l£|,<':\HHbIl\/‘i KOMMNJIEKC KOMaHA npegHa3sHayvyeH 0N1A 3a4aHNA MWHMMA/IbHOM CNI0XKHOCTH naposifa, a Takxe
AnAa 3agaHnAa BpemeHun ,D,GVICTBMH naponAa.
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KomaHObI 0ocmynHbie 8 pexcume 27106a716H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHOro KOHPUrypnpoBaHUA MMEET c/ieayoWmii BUA,:

console (config) #

Tabnnuya 5.19 — KomaHabl ynpaBaeHMA CUCTEMOI B perMme rnobanbHOro KOHPUrypmupoBaHms

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 aHeit

3afaeT Bpems KU3HKU naponei. Mo ncreyeHuto 3agaHHoro
CpoKa ByZeT NpeaNoXKeHO CMeHUTL Napob. 3HaveHue 0 roso-
PUT O TOM, YTO BPEMSA XKMU3HW Naposiei He 3a4aHo

BoccTaHaBnvBaeT 3HaveHue no YMON4YaHUIO

passwords complexity ena-
ble

no passwords complexity
enable

-/BbIKNOYEHO

Bk/ito4aeT orpaHnyeHue Ha Gopmat napons

BbIK/IlOYaET OrpaHnYeHne Ha Gopmat napons

passwords complexity min-
classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/ItOYaeT orpaHnyeHue, 3ajatoLiee MMHUMaNbHOE Kosiuye-
CTBO K/1aCCOB CMMBOJIOB (CTPOUHbIE BYKBbI, 3ar1aBHble ByKBbI,
undpbl, CUMBOJIbI)

BoccTaHaBnvBaeT 3HaYeHMe Mo YMONYaHU0

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

BK/lOYaET OrpaHnyeHne Ha MMHUMaAbHYO ANUMHY Napons.

BoccTaHaBnmBaeT 3HaYeHue no ymMmon4aHuto

passwords complexity no-
repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/touaeT orpaHuyeHune, 3a4atolee MakCMMabHOe Koauye-
CTBO NOCNeA0BaTeNbHO NOBTOPAIOLMXCA CUMBO/IOB B HOBOM
napone.

BoccTtaHaBanBaeT 3HaYeHMe No YMONYaHUIO

passwords complexity not-
current

3anpelLaeT Npu cMeHe Naposs UCMO/Ib30BaTb B KA4YeCTBe HO-
BOrO CTapbIit

no passwords complexity
not-username

-/BKOYEHO
no passwords complexity N
PaspeluaeT MCcnonb30BaTb CTapblii Napoib NPU CMeHe
not-current
passwords complexity not- 3anpeLyaeT MCNO/b30BaTh B Ka4ecTse Napo/is UMA NoNb30Ba-
username Tena
-/BKNIOYEHO

Paapeu.laeT MCNONb30BaTb B Ka4yeCTBe Napo/ia UMA No/ib30Ba-
TenAa

abnnua 5.20 — KomaHpgbl ynpasneHua cuctemoit B pexknme Privileged EXEC

KomaHda

Aeiicmeue

show passwords
configuration

OTobpaskaeT nHbopmaLmio 06 orpaHUUEHUAX Ha Napom
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5.8 Pabora c ¢painamm

5.8.1 OnucaHue aprymeHTOB KOMaHA,
Mpu ocywecTneHMM onepaunii Hag palinamm B Ka4ecTBe apryMeHTOB KOMaHZ, BbiCTynatoT agpeca URL
— onpeaenuTenn MecToHaxoXKaeHusa pecypca. OnucaHne KAkYeBbIX C/0B, UCMOJb3yeMbIX B Oonepauusx,

npueeaeHo B Tabauue 5.12.

Tabnunua 5.21 — CnMcoK KAoueBbIX C/10B U UX ONUCaHKE

Knarouesoe cnoeo OnucaHue

McxoaHbIVi agpec nav agpec Mmecta HasHayeHUs oA SHEProHe3aBUCUMOM NamATU. dHeproHe-
flash:// 33aBUCMMas NaMATb UCNOb3YeTCA NO ymonvaHuio, ecnv agpec URL onpeaeneH 6e3 npedukca
(npedukcamm asnstotesa: flash:, tftp:, scp:...).

running-config daiin TekyLLelt KoHoUrypaumm.
startup-config daiin nepeoHaYanbHOM KOHOUTYypaLuu.
image Ecnu ncxoaHbiii dpaiin — AaHHbI 06pa3 aKTUBHbIN.
& Ecnu yganeHHbit paliin — AaHHbI 06pa3 He aKTUBHbIN.
boot 3arpy3ouHblit dpain.
UcxopHbI agpec nnm agpec mecta HasHadeHua ana TFTP-cepsepa.
thtp:// CuHTakcuc: tftp://host/[directory/] filename.
P host — moxeT 6bITb IPv4-agpecom nam ceteBbiM UMeHeM yCTPOMCTBa, directory — KaTtanor,
filename — uma daina.
UcxogHbI agpec unm agpec mecta HasHayeHua ana SSH-cepsepa.
scp:// CuHTtakemc: scp://[username[:password]@]host/[directory/] filename
) username — Ums Nosib3osaTtens, password — naposab nonb3osatens, host — IPv4 agpec unm
ceTeBoOe UMs YCTPOMCTBa, directory — katanor, filename — nmsa ¢daina.
xmodem: McxoaHbivi agpec paina npy ncnonb3oBaHWM NPoTOKoAa X-modem no nocnesosaTesibHOMY

coeamMHEHMIO.

KoHdurypaLmMoHHbIi $haiin, MCnonb3yemblii Npy 3anycke yCcTponcTea.

unit:;//member/ startup- .
member — MoxeT 6bITb IP-aApecom nam ceTeBbiM MMEHeM YCTPOMCTBA B CTeKe.

config

®aiin cuctemHoro MO Ha ycTpoMCTBE UAKN Ha OLHOM U3 YCTPOWCTB cTeKa. [lna KonupoBaHua ¢

BEAyLLEero ycTpoMCTBa Ha BCe OCTasibHble MOAYNN MOXKHO B 3nemeHTe member UCNONb30BaTbh
*

«E»,

member — MoeT bbITb IP-afpecom uam ceTeBbiM MMEHEM YCTPOMCTBA B CTEKE.

unit://member/ image

3arpy3ouHbliii Gain Ha yCTPOWCTBE UM HA OQHOM U3 YCTPOMCTB cTeKa. [11a KONMpPoBaHWsA ¢ Be-
[YLLEro yCcTpoicTBa Ha BCE OCTa/lbHble MOAY/IM MOXHO B 31eMeHTe member UCMo/b30BaTb

unit://member/ boot »
(>N
member — moxet 6bITb IP-agpecom nnm ceTeBbiM MMEHeM YCTPOMCTBA B CTEKe.
null: MycToe mecTo HazHaYeHua ana Konui unmn Gannos. MoXKHO KONMPOBATb yAaleHHbIN dain K
' NycTomy yKasaTento, YTobbl onpeaenuTs ero pasmep.
logging daiin c uctopmeit KomaHa,
unit://member/ backup- Pe3sepBHbIi $pann KOHOUIypauum Ha yCTPOMUCTBE MM Ha OAHOM U3 YCTPOMCTB CTEKa.
config member — moxet 6bITb IP-agpecom nnm ceTeBbiM MMEHeM YCTPOMCTBA B CTEKe.

5.8.2 KomaHpapbl ana pabotbl ¢ paitnamu
KOMaHAbI ana p360TbI C d)aﬁnafvm AOCTYNHbI TOIbKO NpUBnNIErMpoBaHHOMY NOJ/1Ib30OBATE/IO.

3anpoc KomaHgHoM cTpoKku B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#
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Tabnnuya 5.22 — KomaHpgbl ana paboTsl ¢ patnamm B pexknme Privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

copy source-url destina-
tion-url [snmp]

copy source-url image

copy source-url/ boot

copy source-url running-
config

copy source-url startup-
config

copy running-config desti-
nation-url

copy startup-config desti-
nation-url

source-url:
(1..160) cumBonoB;

destination-url:
(1..160) cumBonos;

KonuposaHue dalina n3 mectTononoxeHma UCTOYHUKA B Me-
CTONO/IO¥KEHUE Ha3HaYeHUs.

- SNMp — MCMNoAb3yeTcsA TONIbKO KOrAa KonmpoBaHue ocy-
wecrsnAerca u3/s startup-config. Cneynduumpyet ncnonb3o-
BaHME UCXOAHOrO afipeca Uau aapeca MecTa HasHayeHun B
dopmate SNMP;

- source-url — mectononoxeHue Konnpyemoro ¢anna;

- destination-url — agpec mecTa HasHauyeHus, Kyga ¢ann by-
OET CKONMPOBaH.

KonupoBsaHue daiina cuctemuoro MO c cepBepa B IHEProHesa-
BMCMMYIO NaMATb.

KonuposaHue 3arpy304Horo ¢akina c cepsepa B SHeproHesa-
BUCMMYIO NaMATb.

KonupoBsaHue daiina KoHUrypaLmm c cepeepa B TEKYLLYHO
KOHOUrypaumto.

KonuposaHue dalina koHdUrypauum c cepeepa B NepBoHa-
YanbHyO KOHUrypaLmtio.

CoxpaHeHwue TeKyLLen KoHOUrypaunm Ha cepsepe.

CoxpaHeHwue nepBoHavYanbHOM KOHUrypaLmm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHue TeKyLLel KOHOUIypaunmn B NepBOHAYa bHY KOH-
durypauumio.

copy running-config file

CoxpaHeHwue TeKyLLei KoHOUIypauun B 3a4aHHbIN pe3epBHbIi
daiin KoHdUrypauum.
Moaaepkusaetca ABa daitna KoHOUrypaumu.

copy startup-config file

CoxpaHeHve nepBoHaYabHOM KOHOUIYpaL MK B 3aAaHHbI pe-
3epBHbIN dalin KoHOUTypauum.

copy running-config
backup-config

CoxpaHeHue TeKyLLel KoHOUIypauumn B pesepBHbIi Gpaiin KoH-
durypauum.

copy startup-config
backup-config

CoxpaHeHwue nepBoHavYanbHOW KOHUIrypaLmmn B pe3epBHbIN
dain KoHdUrypaumum.

dir

OTobparkaeT cnncoK ¢ainnos BO GA3W-NAMATH

more {flash.//<file> |
startup-config | running-
config | mirror-config |
<file>}

<file>: (1..160) cumsonos

OTobpaxkaeT cogepxumoe dainna.
- startup-config — oTobpakaeT coaepkmmoe daiina nepsoHa-
YanbHOM KoHbUTypauuu;
- running-config — oTobparkaeT cogeprkumoe daiia TekyLen
KOHOUrypaumu;
- flash:// — otobparkaeT dpainbl c USB flash-HakonuTeneit;
- mirror-config — oTobpakaeT cogepkumoe daina Tekywen
KOHdUrypaLmm ¢ 3epKana;
- file — nma danna.
daiinbl otobpaxkatorca B popmate ASCII, 3a ucknio-
H yeHuem image, KOTopble 0TO6paXKaloTCA B LLECTHA-
puatepuyHom ¢popmare.
*_prv ¢aitnbl He oTobpakaloTca.

delete url

Yaanenue daina c Grsw-namaTi ycTpomncTsa.
daiinbl *.prv, image-1 1 image-2 He MOryT 6bITb yAaNneHbI.

delete startup-config

YnaneHue ¢aiina nepsoHa4asbHON KOHUrypaLumm.

boot system
[unit unit] {image-1| im-
age-2}

unit: (1..4)

Onpegenset dpain cuctemHoro MO, KOoTopbli ByaeT 3arpyeH
npu 3anycke.

- unit — Homep yCTpOICTBa B CTeKe (AnA KommyTaTopa, pabo-
TaloLwero B aBBTOHOMHOM PeXMMe, NapameTp He UCMOoJb3y-
ercs).

boot system inactive-im-
age [unit unit | all]

3arpysKa c HeakTMBHoro ¢aiina cuctemHoro MO. MoBTOpHbIN
BBO/, KOMaHAbl AeNaeT aKTUBHbIM Terywmi daiin MO.
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show running-config

- OTobparkaeT cogeprumoe dalina TekyLelr KoHoUrypaumm.

show startup-config

OTobparkaeT cogepkMmoe dalina nepBoHayaibHON KOHPUry-
paumm.

show bootvar [unit unit]

MoKa3biBaeT akTUBHbIM daiin cuctemHoro MO, KoTopbii
YCTPOMCTBO 3arpyKaeT Npu 3anycke.
- Unit — Homep yCTpolicTBa B CTeKe (419 KommyTaTopa, paboTa-
fOLLLErO B aBTOHOMHOM PeXMme, NapameTp He UCMo/b3yeTcs).
Napamertp [unit unit] npn BbINONHEHNUM KOMaHADI
! BAOCTYNEH TO/IbKO B PeXXUMe CTEKUPOBAHUA

unit: (1..4)

write [memory | terminal]

CoxpaHeHue TekyLlel KoHoUrypauum B hbann nepsoHavaib-
HOM KOHUrypaLumm.

rename url new-url

MN3meHeHne umeHu daiina.
- url — Tekyuwee umsa danna;
- new-url — HoBoe umsa daiina.

url: (1..160)

CyI.IJ,ECTBVIOT HEeKOoTopblie HeagonycTtnmbie KOMGVIHaU,MM MecTonoNoXKeHUA N mecta Ha3Ha4e-
e HuA. Henb3A KonuposaTtb B C/ieAylowux cayvyasax:

€CNn UCXoAHbIN ¢daiin u ¢paiin Ha3HAYeHUs — OAMUH U TOT XKe ¢daiin;

Xxmodem He MmoKeT 6bITb agpecom HasHayeHuA. Mo X-modem ¢ agpeca uc-
TOYHMKA PaiN MOKET 6biTb CKONMMPOBaAH TOJIbKO B ¢daiin cuctemuoro NO, B
3arpy3ouHblii ¢paitn nam B null;

cepsep TFTP He moXKeT 6biTb agapPecom UCTOUHUKA U afpPecomMm Ha3HAYeHua
ONA 0AHOI KOMaHAbl KONUPOBaHUA;

*_prv ¢aiinbl He MOryT 6bITb CKONMUPOBaHbI MU NPOYUTAHDI;

KOonupoBaHue K/OT yCTPOMUCTB cTeKa, paboTalowmx B BE4OMOM PeX1me, BO3-
MOKHO TONbKO Ana ¢aitna cuctemHoro MO u ¢aiina HauaNnbHOro 3arpy3umnka.

Tabnunua 5.23 - OnucaHne NpU3HaKOB KONMPOBAHUA

lpusHak

OnucaHue

BocknuuaTtenbHbIi 3HaK 03HaYaeT, YTo NPOLLECC KONMPOBaHUA UAET ycnewHo. Kax-
[blil BOCKIMLLATENbHbIN 3HaK YKa3blBaeT Ha YCMELHYI0 nepeaady AeCATU NaKeToB
(512 6ariToB KaxkapIn).

TouKa 03Ha4aeT, YTo NpoLecc KONMPoBaHMUA NpepsBaH. HECKObKO TOYeK NoapAas,
O3Ha4aeT, YTO B npouecce KONMMpoBaHMA BO3HUKNa ownbKa.

[Mpumepbl UCNoAb308aHUA KOMAHO.

= Ypanutb ¢ann test s sHeproHe3aBUCUMOMN NaMATH:

console# delete flash:

test

Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: NoC/sie nogTBepAeHUA ¢a17|n 6yAET yYAaneH.

5.8.3 KomaHabl gna pesepBUpoBaHUA KOHPUrypaumum

B AaHHOM pasaenie onMcaHbl KOMaHAbl HACTPOMKKN pe3epBUMPOBaHUA KOHPUIypaL MK No Tanmepy Uam
NMpwW coXxpaHeHuu TekyLwen KoHourypaumm Ha flash-Hakonutens.
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KomaHObl 0ocmynHbie 8 pexcume 21060716H020 KOHGDU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHOro KOHPUrypnpoBaHUA MMEET c/ieayoWmii BUA,:

console (confiqg) #

Tabnnuya 5.24 — KomaHabl ynpaBaeHMA CUCTEMOI B pernme rnobanbHOro KOHPUrypmposaHuma

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

backup server server

no backup server

server: (1..22) cumBonos

YKa3saHue tftp-cepBepa, Ha KOTOpbIN byaeT NPON3BOAUTLCA
pe3epsupoBaHune KoHoUrypaumun. Ctpoka B dopmaTte
«tftp:// XXX XXX XXX XXX,
«scp://[[username][:[password]]@]host».

YpaaneHue cepsepa AN pe3epBUPOBAHMA.

backup history enable

no backup history enable

-/BbIKNOYEHO

BKAOUMTL COXpaHeHe UCTOPUM pe3epBHbIX KOMWWA.

OTK/IOYUTD COXPaHEHWE UCTOPUMN pe3epBHbBIX KOMWUNA.

backup path path

no backup path

path: (1..128) cumBosios

YKasaHue nyTv pacnosnoxeHus dpaina Ha cepsepe U npedukca
daina. Mpwu coxpaHeHun K npeduKkcy byaeT Ao6aBATbCA TEKY-
wasn aaTta v sBpems B dopmate rrrrmmagqyymmcc.

Yaanexue nytu 4ns pe3epBupoBaHu.

backup time-period timer

no backup time-period

timer: (1..35791394)
MWUH/720 MUH

YKasaHWe NpomesKyTKa BpemeHM, No UCTeYEHUM KOTOpPOoro by-
[EeT OCYLLecTBNATLCA aBTOMATUYECKOE Pe3epBUPOBaHMNE KOH-
durypauuu.

BoccTaHaBnvBaeT 3HaYeHMe MO YMOYAHUIO

backup auto

no backup auto

-/BbIKNOYEHO

BK/toueHMe aBTOMATUYECKOTO pe3epBupoBaHus KoHourypa-
umu.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

backup write-memory

no backup write-memory

-/BbIK/IIOYEHO

BK/toYEHWE pe3epBUPOBaHUA KOHOUTYPALMUM NPU COXPAHEHUN
nonb3osatesiem KoHduUrypauum Ha flash.

YCTaHOBKA 3HAYeHUA no YMONYaHUIO.

_|

abnunua 5.25 — KomaHgbl ynpasneHua cuctemolit B pexkume Privileged EXEC

KomaHda

Aelicmeue

show backup

OTobparkaeT MHGOPMaLMIO O HACTPOMKAX Pe3epPBUPOBAHUA KOHPUTYypaL K.

show backup history

OTO6paKaeT UCTOPUIO YCMELLIHO COXPAHEHHbIX Ha cepBep KOHOUIypaLii.

5.8.4 KomaHgbl AnA aBTOMaTUUECKOro 06HOBNEHUA U KOHOUIrypUpoBaHUA

lpoyecc asmomamuyeckoz20 obHoeneHun

KommyTaTop 3anyckaeT npoLecc aBTomaTuyeckoro obHosneHusa, 6asupytowmitica Ha DHCP (go
npoLecca aBTOMaTUYECKON KOHPUrypaLmm), eCnM OH BKAOYEH U UMSA TekcToBoro ¢aiina (DHCP-onuma 125),
cofeprKallero numa obpasa MO, 6bino npeaoctasneHo cepsepom DHCP.

Mpouecc aBTomaTM4eCcKoro 06HOBNEHWNS COCTOUT M3 cneayrouwmnx waros:

KommyTaTop 3arpyKaeT TEKCTOBbIN ¢ainn 1 unTaeT U3 Hero nma ¢ainna obpasa MNO Ha TFTP-cep-
KommyTaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
KommyTtaTop cpaBHMBaeT Bepcuto ¢aina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei

aKTMBHOro obpasa MO kommyTaTopa. ECAm OHKM OT/AIMYaKOTCA, KOMMYTaTOP 3arpyaeT 0bpas MO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa U Aenaet AaHHbliM 06pa3 aKTMB-

1.
Bepe;
2.
*utca sepcma MNO;
3.
HbIM;
4.

Ecnv 06pas MO bbin 3arpy:KeH, TO KOMMYTATOpP NepesarpyKaeTcs.
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Mpoyecc asmomamuyecKko20 KOHGpu2ypupoeaHus

KommyTaTop 3anycKkaeT MPOLECC aBTOMATUYECKOro KOHQUrypupoBaHus, 6asupytowmiicas Ha DHCP,
NP BbINOJHEHUN CeAYHOLWMX YCOBUIA:

1. ABTOMaTMYecKoe KOHOUTYpUpPOBaHME paspeLleHo B KOHUrypaLmu.

2. OtBer DHCP-cepsepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onums 66) u umsa danna
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

V NonyuyeHHbli paitn KoHpUrypauum gobasnserca K Tekywei (running) KoHdurypauuu.

Ecnm nonb3oBartesib BKAKOYUA aBTOMATUUYeCKoe coxpaHeHue (KomaHaa boot host auto-save),
To TeKywasa (running) KoHdurypauua 6yaeTr CKONMUpOBaAHA B MNepPBOHaYasIbHYIO
KoHdurypauumio (startup).

KommyTaTop AenaeT NomnbITKY 3arpy3nTb KOHOUIypaLmio, eCiv BbIMOAHAETCA O4HO U3 YC/IOBUIA:

1. KommyTatop MMeeT KOHPUrypaLmio Mo YMONYAHUIO;
2. [lo nepesarpysku KOmMmyTaTopa nosib3oBatenem bbiaa BBeAeHA KOMaHaa «boot host dhcp», Ko-
TOopaa popcupyeT NosyvyeHne KoHoUrypaumm npm sarpyskKe.

KomaHObI, docmyrniHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKK B pexume rnobasbHOro KOHGUIypMpoBaHUA UMEET Caeayowmii BUA;:

console (config) #

Tabnnua 5.26 — KomaHabl ynpaBaeHUsA CUCTEMON B pexkume rnobanbHOro KOHGUrypmMpoBaHUs

3HayeHue/ 3HayeHue no »
KomaHoa Aelicmeue
YyMOAYAHUIO
. BK/tOYeHWe aBTOMATMYECKOro KOHGUrypmposaHus 6asupyto-
boot host auto-config burypup Py
-/BKAOYEHO werocsa Ha DHCP.
no boot host auto-config YcTaHOBKa 3HAa4YeHMUA N0 YMONYAHUIO.
BK/ItOYEHWE aBTOMATUYECKOTO COXPAHEHUSA TEKYLLEN KOHUTy-
boot host auto-save P Vil bury
-/BbIKOYEHO pauuun B NnepBOHaYanbHYIO Nocse noayvyeHusn ee no TFTP.
no boot host auto-save YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
BK/tOYEHWEe aBTOMATMYECKOro KOHGUrypuposaHus 6asupyto-
boot host auto-update burypup Py
-/BKNIOYEHO werocAa Ha DHCP.
no boot host auto-update YCcTaHOBKaA 3HaY€HUs N0 YMOYaHUIO.
BK/AtOYEHWE NPUHYAUTENbHOM 3arpy3Kn KOHPUTypaLMu npu
boot host dhcp PUHYA Py purypan P
-/BbIKAOYEHO cnefylolem BKIOYEHUU KOMMYyTaTopa.
no boot host dhcp YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHoOM cTPpoKM B pexkmme privileged EXEC umeet cheaytowmii BuAa:

console#
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Tabnnua 5.27 — KomaHgbl ynpaBneHusa cuctemoit B pexknme privileged EXEC

3HayeHue/ 3Ha4yeHue no

elicmeue
YMOAYAHUIO A

KomaHda

show boot —

pUpOBaHUA.

MpPOCMOTP HACTPOEK aBTOMATUYECKOrO 06HOBAEHUA U KOHUry-

= [lpumep KOHPUrypauum ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. MmeHTudmxaTop NPOM3BOIOUTENIH,
35265 (Eltex)

option-data + 2.
unsigned integer 8, f#sub-option-code. Kopm nomonuwuy, BCerma paBeH 1

bi

host mes2124-test {

BCerma paBeH

unsigned integer 8, #data-len. [nmMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-—

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data
text #sub-option-data. Umsa TexcrToBOTO Oanna, comepxamero nMs
obpaza IIO

hardware ethernet a8:f9:4b:85:a2:00; # MAC-ampec KOMMyTaToOpa

filename "mes2124-test.cfg"; #1uMa KOHOMI'ypaLuM KOMMyTaTopa
option image-filename 35265 18 1 16 "mes2000-1144.ros"; #/MSI TEKCTOBOTO

banna, comepxamero mMsa obpaszsa II0
next-server 192.168.1.3; #IP-ampec TFTP-cepBepa
fixed-address 192.168.1.36; #IP-amgpec koMMyTaToOpa
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5.9 HacTpoiika cucTeMHOro BpemeHu

/ ABTOMaTMUYECKUI1 Nepexos Ha NeTHee BPeMsA OCYLL,eCTBNAETCA B COOTBETCTBMMU CO CTaHAap-
Tamu CLUA u EBponbl. B KoHuUrypauum moryt 6biTb 3agaHbl tobble AaTa u Bpema gaa ne-
pexoaa Ha nieTHee Bpems U ob6paTHo.

KomaHOwbl pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexkmme Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnnuya 5.28 — KomaHgbl HAaCTPOMKKN CUCTEMHOIO BpeMeHM B perkmume Privileged EXEC

KomaHoa 3HayeHue Aelicmesue
clock set hh:mm:ss day hh: (023) mm: (059) Py4Hasa ycTaHOBKa CUCTEMHOrO BpemeHu (KONIaHﬂ,a AOCTyNHa
month year ss: (059) day: (131) TONIbKO ANA NPUBUNErNPOBaAaHHOIO nOﬂb3OBaTeﬂﬂ).
clock set hh:mm:ss month month: (Jan..Dec); - hh — vacbl, MM — MUHYTbI, S — CEKYHAbI;
day year year: (2000 — 2037) - day — peHb; month — mecau,; year — rof.
show sntp configuration — Moka3biBaeT KoHGUrypaumio npotokona SNTP.
show sntp status — MokasbiBaeT ctaTyc npoTtokona SNTP.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayrowimin Bua;
console>

Tabnnuya 5.29 — KomaHabl HACTPOMKM CUCTEMHOTO BPeMeHM B pexknme « EXEC»

KomaHoa 3HaveHue HAeilicmeue

show clock {sntp | ntp} Moka3sbiBaeT cucTeMHoOe Bpema 1 aaTty

- sntp — c nomolpto npoTokona SNTP;

— - ntp — c nomoubio npoTtokona NTP.

[ononHuTenbHo oTobpakaeT NapameTpbl YacoBOro Nosca u
nepexoaa Ha fieTHee Bpems.

show clock detail

KomaHObI docmynHbie 8 pexcume 27106as16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOW CTPOKM B peKmnme r106anbHOro KOHGUrypupoBaHusa MMeET Caeayoumii BuA:
console (config) #

Tabanua 5.30 — CNUCOK KOMaHA A1 HAaCTPOMKKU CUCTEMHOTO BPEMEHM B pexkuMe rnobasbHOro KoHdurypu-
poBaHus

3HaveHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO

Mcnonb3oBaHMe BHELWHEro MCTOYHUKA 419 YCTaHOBKM CUCTEM-
HOro BpeMeHMu:
-/BHELHWNIA UCTOYHUK He - sntp — no npotokony SNTP;

ncnonb3yerca - ntp — no npoTtokony NTP.
3anpeLaeT UCNO/Ib30BaHME BHELLUHEro UCTOYHMKA AN yCTa-
HOBKW CUCTEMHOIO BPEMEHMW.

clock source {sntp | ntp}

no clock source
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clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona / HeT
OMMCaHUA 30HbI
hours-offset: (-12..+13)/0;
minutes-offset: (0..59)/0

YcTaHaBAMBaET 3HAYEHME YacoBOro nosca.

- zone — cnoBo, cGOPMUPOBAHHOE U3 NEepPBbIX BYKB CNOBOCO-

YyeTaHMA, KOTOPOE OHO 3aMeHAeT (onucaHme 30Hbl);

- hours-offset — yacoBoe cmelleHNe OTHOCUTENIbHO HYNEeBOTO
mepuamaHa UTC;

- minutes-offset — MUHYTHOE CMELLLEeHNE OTHOCUTE/IbHO Hye-
Boro mepuamaHa UTC.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

clock summer-time zone
date month date year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
recurring {usa|eu|

{week day month hh:mm
week day month hh:mm}}
[offset]

no clock summer-time

zone: (1..4) cumsona/ Het
ONMCaHUA 30HbI
week: (1..4, first, last);
day: (mon..sun);
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 mun;

Mo ymonyaHuio nepexon,
Ha IeTHee BpeMsA BblK/It0-
yeH

3apaeT Aaty v Bpems 411 aBTOMATUYeCKoro nepexoa Ha fet-
Hee Bpems 1 BO3BpaTa 06paTHO (417 onpeaeneHHoro roaa).
MepBbiM B KOMaHAE YKa3blBAETCA ONUCAHWE 30Hbl, BTOPbIM
BpEMA AN Nepexoaa Ha NeTHee BPeMA U TPETbUM BpemMa Ann
BO3BpaTa.

- zone — cnoBo, cGopMUPOBaAHHOE U3 NEPBbIX OYKB CNOBOCO-
YyeTaHMA, KOTOPOe OHO 3aMeHsAeT (oNucaHue 30Hbl);

- date — uucno;

- month — mecsu;

- year — rog;

- hh — yacbl, MM — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A06aBASEMbIX NPU NEpPEXOAe Ha
NleTHee Bpems.

3afaeT Aaty v Bpema A1 aBTOMATUUYECKOro nepexoaa Ha fneT-
Hee Bpema 1 BO3BpaTa 06paTHO B pexmnme exerogHo.

- zone — cnoBo, cGOPMUPOBAHHOE M3 NEPBbIX BYKB CNOBOCO-
YeTaHMsA, KOTOPOE OHO 3aMeHsIeT (ONMcaHMe 30Hbl);

- usa — yCTaHOBWTb NPaBWIa NePeXOa Ha IeTHee Bpems, 1c-
nonb3yemble B CLLA (nepexos, Bo BTOpoe BOCKpeCeHbe MapTa,
0bpaTHO B NepBoe BOCKpeceHbe HOAbPSA, B 2 Yaca yTpa no
MeCTHOMY BPEMEHH);

- eu — YCTaHOBWTb NPaBWIa Nepexoaa Ha NeTHee Bpems, Uc-
nosb3yemble EBpocoto3zom (nepexos B nocnegHee Bockpece-
Hbe MapTa, 06paTHO B NocneaHee BOCKpeceHbe oKTAbpA, B 1
Yac yTpa no MpuHBMYY);

- hh — Yyacbl, MM — MWUHYTbI;

- week — Hepensa mecaAua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonmyecTBO f06aBNAEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTKNlOYaeT aBTOMATUUECKUI Nepexos, Ha eTHEE BPems.

sntp
authentication-key number
md5 value

no sntp authentication-key
number

number: (1..4294967295);
value: (1..8) cumsonos/
BbIK/IOYEHO

YcTaHaBAMBaET K/oY NPOBEPKU NOAJIMHHOCTU ANA NPOTOKONA
SNTP.

- number — HOMEP K/to4a,

- value — 3HayeHWe Kntova.

Yaansaert KNy NpoBepKM NOAJANHHOCTU aas npoTokona SNTP.

sntp authenticate

no sntp authenticate

-/npoBepKa NOAJMHHOCTU
He TpebyeTca

TpebyeT npoBepKy NOANMHHOCTU A8 NoayveHusa nHbopma-
umm ot NTP-cepseposB.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

sntp
trusted-key key-number

no sntp trusted-key key-
number

key-number:
(1..4294967295)/
BbIK/IOYEHO

OcyuiecTBnfeT NPOBEPKY NOAINHHOCTU CUCTEMBI, OT KOTOPOM
CUHXPOHU3MpyeTca ¢ nomoLbio SNTP no 3agaHHOMY Katouy.
- key-number — Homep Kntova.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

sntp client poll timer sec-
onds

seconds: (60 .. 86400)/

YcraHaBauBaeT Bpemsa onpoca ana SNTP-knmeHTa.

R R 1024
no sntp client poll timer YcTaHaBAMBAET 3HAYEHME MO YMOJIYAHUIO.
sntp broadcast client ena-
blep PaspewaeT paboTy wupokosewaTenbHbix SNTP-KN1MeHTOB.
-/3anpelueHo

no sntp broadcast client
enable

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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sntp anycast client enable

no sntp anycast client ena-
ble

-/3anpelueHo

Paspewaet paboty SNTP-KAneHTam, noanepusatoLMm me-
TOA, PACCbINIKM NAKeTOB, NO3BOIAIOLWLMI NOCbINATb AAHHbIE
6aunkaliemy yCTpOMCTBY U3 rpynnbl Noay4yaTenein

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

sntp client enable

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id}

no sntp client enable

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..4);
group: (1..16);
vlan_id: (1..4094)

PaspewaeT paboty SNTP-KAneHTam, noanepusatoLmm me-
TOZ, PacCblIKM NaKeToB, NO3BO/AIOLLMIA NOCLINATL AaHHblEe
6aunKaliemy yCTPOMCTBY U3 rpynnbl MOAyYaTeNiel, a TakKe
WwrpoKoBelaTenbHbiM SNTP-KaneHTam 41 BbiI6paHHOro UH-
Tepdelica.

- nogpobHoe onucaHme NHTePHENCOB U30XKEHO B pasgene
«KoHopurypuposaHue nHtepdeiicosy.

{ gigabitethernet gi_port | /3anpewieno

fastethernet fa_port | YcTaHaBAMBaET 3HaYEHME N0 YMOIYAHMIO.

port-channel group|

vlan vian_id}

sntp unicast client enable PaspewaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client ena- -/3anpeLyeHo

ble YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.

sntp unicast client poll PaspeluaeT nocnefoBaTeIbHbIM ONPOC 3aaHHbIX 0gHOaApec-
-/3anpeleHo HbIXx SNTP-cepseposB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

sntp server

{ipv4_address | ipv6_ad-
dress |
{ipv6-link-local-address }
%{vlan {integer} | ch {inte-
ger} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server {ipv4_ad-
dress | ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer}
| isatap {integer} |
{physical-port-name} }|
hostname}

hostname: (1..158) cumso-
nos;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — lpv4-aapec y3na cetu;

- ipv6_address — Ipv6-appec y3na cetu;

- ipv6z-address — lpvbz-agpec y3na cetu gas ping.

dopmat agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHblii IPV6 agpec KaHana;
interface-name— nma ncxogallero HTepoerica 3agaetca B

cneayrowem popmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-

port-name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — Bkatoyaet onpoc;

- keyid — npeHTuduKaTOp KAtoYa.

YpaneHue cepsepa us cnucka NTP-cepsepos.

sntp port
port-number

no sntp port

port-number:
(1..65535)/123

Onpegenaet UDP-nopt SNTP-cepBepa.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeweHo

PaspeluaeT nosyyeHme TakMX AaHHbIX Kak 4acoBOM MOAC U NeT-
Hee Bpemsa ot DHCP-cepsepa.

3anpeLaeT NONYyYEHUA TaKMX AaHHbIX KaK 4acoBOM NOSAC U NeT-
Hee Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

3anpoc KOMaHAHOW CTPOKM B PEXMME KOHPUIYPUPOBaHUA MHTEpdEca MMEET cneayowmnin BUA;:

console (config-if)#

Ethernet-kommymamopsi MES1000, MES2000

69



HELTEX

Tabanua 5.31 — CNMCOK KOMaHA, AN HAaCTPOMKKN CUCTEMHOTO BPEMEHU B PekMMme KOHPUIypupoBaHUA UH-
Tepdeica

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

PaspewaeT paboTty SNTP-KAMEHTy, KOTOpbI NoanepKMBaeT
MEeTOZ, PacCblIKW MAKEeTOB, MO3BOIAOLLMIA NOCbINATL AaHHblE
sntp client enable YCTPOWCTBY BAMMKaMLWEMY U3 TpynMbl NoyyYaTeNen, a TakKe
-/3anpelueHo

wmpokosewatesbHOoMy SNTP-KAMEHTY Ha HacTpaMBaemMoM UH-
Tepodeiice (ethernet, port-channel, VLAN).

no sntp client enable YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

=  OTob6pasuTb cUCTEMHOE BPeMsa, AaTy U AaHHbIE MO YaCOBOW 30He:

console#show clock detail

15:29:08 NSK(UTC+7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is NOV
Offset is UTC+7

Summertime:

Acronym is NSK

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUHXPOHU3AUNN BpeMeHU 0T06pa>+<aeTc5-| C noMmouwbo AOMNO/THNTENBHO CMMBOJ1a
nepeg sHa4eHnem BpemeHu.

lpumep:

*15:29:08 NSK(UTC+7) Jun 17 2009

Mcnonb3ytoTca cneaytouime o6o3HaueHns:

— TouKa (.) 03HauaerT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHM3aLMK c cepsepom SNTP;
—  OTCYTCBME CMMBO/Ia O3HAYaeT, YTO BpeMA A0CTOBEPHO N CUHXPOHN3aLMA eCTb;
— 3Be3404Ka (*) o3HauyaeT, 4To Bpemsa HegoCTOBEPHO.

= 334aTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
consolef#clock set 13:32:00 7 Mar 2009
=  OT06pa3unTb cTaTyc npoToKosa SNTP:

consolef#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
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Broadcast:

Interface IP address Last Response

B npumepe Bbille CUCTEMHOE BPEMA CUHXPOHU3NPOBAHO OT cepBepa 192.168.16.1, nocnegHuii oteeT
nonyyeH B 05:47:01, HecoBnageHMe CUCTEMHOIO BPEMEHM C BpeMeHeM Ha cepsepe cocTtasmno 7,23 c.

5.10 KoHdurypuposaHue nHrepdeicos n VLAN

y

Y

¥

B 3aBMCMMOCTM OT TOTO B KAKOM peXkume pabotaeT KOMMYTaTOp — aBTOHOMHO W/IN B COCTaBe
CTeKa, UsmeHseTca Bug, sanucu gna uitepdeiica Ethernet. Npu asBToHOoMHOI4 paboTe 3anucb
ana untepdeiica umeert eung: 1/0/N, rae N — Homep uHTepdelica; npu paborte B coctase
cTeKa 3anucb gna uHtepdeiica umeer sug: K/0/N, rae K — Homep ycTpoicTea B cTeke, N —
Homep uHTepdeiica. Bbibop pexkuma paboTbl KOommyTaTopa onucaH B NyHKTe 4 MeHi0
Startup.

3HaueHune macku moxer 6bITb 3anucaHo ambo B popmate X.X.X.X, nn6o B popmare /N, rae
N — Ko/aMyecTBO eAMHUL, B BOUYHOM NpeaCcTaB/leHMMN MaCKM.

Cbpoc HacTpoeK uHTepdeiica Ha 3HAYEeHUA MO YMOJIYAHUIO BbINOJHAEGTCA caeaylolwei
KOMaHAoiA:
console (config) #default interface {fastethernet fa port |

gigabitethernet gi port | port-channel group | vlan vian id | tunnel
tunnel id | range {..} | loopback loopback id}

5.10.1 Hacrtpoiika napametpoB Ethernet-unrepdeiicos, Port-Channel un Loopback-

uHTepdencos

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepaetica (duanaszoHa uHmepagelicos)

console#configure

console (config) #interface { gigabitethernet gi port | fastethernet
fa port | port-channel group | loopback loopback id | range {..}}
console (config-if) #

[aHHbIN peXknM LOCTYMNEH U3 peXMma KOHOUIYPMPOBAHUA U NPeAHa3HAYeH 411 334aHNA NapaMmeTpoB
KOHdUrypaumm nHTepdeiica (Nnopta KOMMyTaTopa, rpynnbl NOPTOB, PaboTaloWmX B perkume pasgeneHus
Harpysku nnm loopback-uHtepdeiica), imbo gruanasoHa MHTepdencos.

Bbi6op uHmepdelica ocyecTBAAETCA NPU NOMOLLY KOMaHA,

ana MES1024

interface fastethernet fa_port — gns HacTpoiikn nHtepdeincos Fast Ethernet 1-24;
interface gigabitethernet gi_port — nna HacTponku nHTepdelicos Gigabit Ethernet 1-2;
interface port-channel group — ans HacTpPoMKKM rpynnbl KaHaNoB.;

interface loopback /oopback_id — pna HacTpoliku BUPTYyanbHbIX MHTepdelicos 1-64,

roe:

group — NoOpsAAKOBbIA HOMEP rPynMbl KAHAN0B NPUHUMAET 3HadYeHua (1..16);

fa_port — nopagkosbiit Homep uHTepdeiica Fast Ethernet 3apaetca 8 suae: 1..3/0/1..24;

gi_port — nopsaaxosbIn Homep uHTepdeiica Gigabit Ethernet 3apaetca 8 suae: 1..3/0/1..2;
loopback_id — nopsgkosbiii HoOmep BUpPTYanbHOro MHTepdenca loopback npuHMmaeT 3HauyeHus
(1..64).
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ana MES1124, MES1124M

interface fastethernet fa_port — gns HacTpoikn nHtepdeincos Fast Ethernet 1-24;

interface gigabitethernet gi_port — ana HacTpoiku uHTepdelicos Gigabit Ethernet 1-4;
interface port-channel group — ans HacTpoWKM rpynnbl KaHaNoB.;

interface loopback /oopback_id — pna HacTpoOMKKM HACTPONKM BUPTYanbHbIX UHTepdencos 1-64,

roe:

group — NopAAKOBbIN HOMEP rPYNMbl KAHA/I0B NPUHUMAET 3HaYeHus (1..16);

fa_port — nopagKoBsbIit Homep UHTepdelica Fast Ethernet 3apaetca 8 Buae: 1..3/0/1..24;

gi_port — nopsaaKosbIn Homep uHTepdeiica Gigabit Ethernet 3apaerca 8 suae: 1..3/0/1..4;
loopback_id — nopsgkosbiit Homep BUpTYyanbHOro MHTepdenca loopback npuHuMmaet 3HauyeHus
(1..64) .

ana MES2124, MES2124P, MES2124M

interface gigabitethernet gi_port — ana HacTpoiiku nHtepdelicos Gigabit Ethernet 1-28;
interface port-channel group — ans HacTpoliKK rpynnbl KaHaNoB.;
interface loopback /oopback_id — nna HacTpoOWKKM HACTPONKM BUPTYanbHbIX MHTepdeincos 1-64,

roe:

group — MopsAAKOBbIA HOMEP rPYNMbl KaHAN0B NPUHUMaET 3HadYeHua (1..16);

gi_port — nopaaKosbIn Homep uHTepdeiica Gigabit Ethernet 3apaetca 8 suge: 1..3/0/1..28;
loopback_id — nopsakosblii Homep BUpTyanbHoro uHTepdelica loopback npuHumaeT 3HaueHUs
(1..64).

ana MES2208P

interface gigabitethernet gi_port — pna HacTpoikun nHtepdelicos Gigabit Ethernet 1-12;
interface port-channel group — nna HacTponKKM rpynnbl KaHanoB
interface loopback /oopback_id — pnsa HacTpPOMKM HACTPOIMKN BUPTYanbHbIX MHTEpdeincos 1-64,

roe:

group — NopsAAKOBbIA HOMEP rPYNMbl KAHAN0B NPUHUMaeT 3HadyeHuA (1..16);

gi_port — nopaakosblt Homep uHTepdeica Gigabit Ethernet 3apaetca s suae: 1..3/0/1..12;
loopback_id — nopsakoBbii Homep BUpTyanbHoro uHTepdelica loopback npuHumaet 3HaueHus
(1..64).

3anucb nHtepdeiica

1..3/0/1..N

HOMEp YCTPOICTBA B CTEKE HOMep cnoTa Homep nHTepdelica

KomaHzbl, BBeAeHHble B perKMme KOHOUIypupoBaHuWa MHTepdelica, NPUMEHAIOTCA K BbIbBpaHHOMY

nHTepdelicy.

Huxe npueeaeHbl KOMaHAbl AN1A BXO4a B PeXUM HaCTpOVIKM AecAToro ethernet—mmepd)eﬁca nepsoro

YCTPOMCTBA B CTEKE M BXOAA B PEXMM HACTPOMKM rpynnbl KaHanos 1.

console#configure

console (config) finterface gigabitethernet 1/0/10
console (config-if) #

console#configure

console (config) #interface port-channel I

console (config-if) #
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Bbi6op duana3oHa uHmepdgeiico8 ocyLLecTBASETCA NPU MOMOLLM KOMaHA,:

interface range fastethernet portlist — gns HacTpoiikn ananasoHa fastethernet-unrepoeiicos;
interface range gigabitethernet portlist — pna HacTpoiiku gManasoHa gigabitethernet-uHtepdeiicos;
interface range port-channel grouplist — gns HacTpoiKM ananasoHa rpynn NopTos.

KomaHgapl, BBEAEHHbIE B JAHHOM PeXXMME, MPUMEHSAIOTCA K BbiIBpaHHOMY Anana3oHy uHTepdeiicos.

HuKe nprBeaeHbl KOMaHAbI 419 BXOAa B PEXKUM HAaCTPOMKKN AnanasoHa ethernet nHtepdeiicos c 1 no

console#configure
console (config) #interface range gigabitethernet 1/0/1-10
console (config-if)#

console#configure
console (config) #interface range fastethernet 1/0/1-10
console (config-if) #

console#configure
console (config) #interface range port-channel 1-16
console (config-if) #

10 1 gna BXoAa B peXXUM HAaCTPOMKKM BCEX FPYyNn NOPTOB.

Tabnunua 5.32 — KomaHabl pexxknuma KoHdurypuposaHua nuHtepdeliica Ethernet, Port-Channel u loopback-

nHTepodeiica
3Ha4yeHue/3HaveHue no ”
KomaHoa / Aelicmesue
yMon4aHuro
shutdown BbIK/OUNTL KOHUTYpUpyemblli MHTepdeiic (Ethernet, port-
-/BK/IIO4EH channel, loopback).

no shutdown

BKkAoUnNTL KOHOUTYPUpPYembI HTEpdeliC.

description descr

no description

descr: (1..64) cumsonos/
HeT onuncaHua

Lob6aeutb onucaHune uHtepodeiica (Ethernet, port-channel,
loopback).

YaanuTtb onucaHune nHtepdeiica.

speed mode

no speed

mode: (10, 100, 1000)

3apaTb CKOPOCTb Nepenayn aaHHbIx (Ethernet, port-channel).

YCTaHOBUTb 3HAYEHME NO YMOHAHUIO.

media-type {force-fiber |
force-copper | prefer-fi-
ber | prefer-copper}

no media-type

/prefer-fiber

- force-fiber — paspeleHa aKTMBHOCTb TONbKO ONTUYECKOM
YyacTM Kombo-nopTa;

- force-copper — paspelueHa akTMBHOCTb TO/IbKO MeAHOM Ya-
CTM KOMb0-nopTa;

- prefer-fiber — npenmyLLeCcTBO ONTUYECKOIO INHKA;

- prefer-copper — npenMmyLLECTBO MEeAHOTO IMHKA.

V Tonbko ana KOM60-I‘IOPTOB.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTb pexum gynnekca uHtepdeiica.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

negotiation [cap1 [cap2...

cap5]]

no negotiation

capl: (10f, 10h, 100f, 100h,
1000f);

cap2: (10f, 10h, 100f, 100h,
1000f);

cap3: (10f, 10h, 100f, 100h,
1000f)

BK/tOYaeT aBTOCOr/IaCOBaHME A1 CKOPOCTM U AynieKca Ha
HacTpamMBaemom MHTepdeice. MOKHO yKa3aTb onpeaeneH-
Hble COBMECTMMOCTM NapaMeTpa aBTOCOr/1acoBaHWsA, eC/n Na-
pameTpbl He 3a4aHbl, TO NOALEPIKMBAIOTCA BCE COBMECTUMO-
ctu (Ethernet, port-channel).

BbIK/IlOYaeT aBTOCOr/1IacoBaHMe AnA CKOPOCTM M AynjieKca Ha
HacTpanBaeMom uHTepdelice.

flowcontrol mode

no flowcontrol

mode: (on, off, auto)/off

3apaTh pexxum ynpasneHuna notokom flowcontrol (BkntounTb,
OTK/IIOUUTb UM AaBTOCOr/IACOBaHMe). ABTOCOr/1IacoBaHue
flowcontrol paboTaeT ToNbKO B Cyyae, €Cam peXknum aBToCco-
rnacoBaHuWA negotiation BKNIOYEH Ha HAaCTPaMBaEeMOM UHTep-
deiice (Ethernet, port-channel).

OTKAIOUUTD PeXnm ynpasaeHUA NOTOKOM.

mdix mode

mode: (on, auto)/auto

Mo3BoNAET UCMONb30BaHME «NepeKpeLLeHHoro» Kabens Ha
HacTpanBaemom uHTepoelice (Ethernet).
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no mdix

3anpeluaeT MCNO/Ib30BaHMeE «NepeKpeLLeHHOro» Kabena Ha
HacTpanBaemom uHTepdelice.

back-pressure

no back-pressure

-/BbIK/IIOYEHO

BkAtoyaeT GpyHKUMIO «0BpaTHOro AaBNeHUA» Ha HacTpausae-
MoMm uHTepdelice (Ethernet).

BbIK/Ilo4aeT PyHKLMIO «06paTHOro AaBaeHNA» Ha HacTpauBae-
MOM UHTepdeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWUTb NEpuoA, B TEUEHME KOTOPOro cobupaerca cratu-
CTWMKa O HarpysKe Ha uHTepdelice.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KOMaHAHOM CTPOKM B peXume KOHPUrypmpoBaHuma:

console (config) #

Tabnumua 5.33 — KomaHabl pexkmma oblmx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHoa 3HaveHue Aelicmeue
port jumbo-frame PaspelwaeT kKommyTtaTopy paboTaTtb ¢ dppeitmamu 6onbLioro
pasmepa.
3HaueHne maximum transmission unit (MTU) no
V ymonyaHuio 1500 6aitT.
HacTpoliika BcTynuT B culy TOIbKO Nocne nepesa-
-/3anpeueto V rpy3Km ycTpoiicTsa.
V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpeLaet KommyTaTopy paboTaTb ¢ dppelrimamm 60bLLIOTO
pasmepa.
errdisable recovery cause BK/IOUNTb aBTOMATUYECKYHO aKTUBaLMIO MHTepdelica nocne
{loopack-detection | €ro OTKNIOUYEHUA B CIeAYIOLLMX CyYanX:
port-security | - loopback-detection — obHapyxeHue netensb;
dotlx-src-address | - port-security — HapyweHune 6e3onacHOCTU Ana port security;
acl-deny | - dotlx-src-address —He npoxoxaeHue ayTeHTUdMKaumK, oc-
stp-bpdu-guard | stp-loop- HoBaHHOW Ha MAC-aapecax nonb3oBaTenen;
back-guard } - acl-deny —He cooTBeTcTBME CNncKam gocTyna (ACL);
- stp-bpdu-guard — akTmBauua 3awmtbl BPDU Guard (npuém
-/3anpeLyeHo HecaHKUMOHMpPoBaHHOro naketa BPDU yepes uHtepdeiic);

no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard | stp-loop-
back-guard}

- stp-loopback-guard — obHapyxeHue netenb.

YCTaHOBUTb 3HAYEeHME NO YMOHAHWUIO.

errdisable recovery inter-
val seconds

no errdisable recovery in-
terval

seconds: (30..86400)/300
CeKyHA,

YCTaHOBWUTb BPEMEHHOW MHTEPBAAN A/19 aBTOMATUYECKOTO Mo-
BTOPHOrO BKAtOUeHUs uHTepderica.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group | loop-
back loopback_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
loopback_id: (1..64)

C6poc HacTpoek uHTepdelica uam rpynnsl UHTEpdeircos Ha
3HaYeHUA, YCTaHOB/IEHHbIE N0 YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#
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Tabnunuya 5.34 — KomaHpgb! pexkuma EXEC

KomaHoa

3HayeHue

Aelicmesue

clear counters

C6pocC CTaTUCTUKM ANs BCeX MHTepdencoB.

clear counters

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Cbpoc cTatnuctnkm ans Ethernet-nopTa, rpynnsi NopTos.

set interface active
{ gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

AKTMBMPYET NOPT, BbIKAOYEHHbIN KomaHaon shutdown.

show interfaces configura-
tion [gigabitethernet gi_port
| fastethernet fa_port | port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokaszaTb KOHOUTypaLmto MHTepPDENCOB.

set interface active
port-channel group

group: (1..16)

AKTMBMPYET rpynny NopPTOB, BbIKNHOYEHHYHO KOMaHA0M
shutdown.

show interfaces status

MoKa3aTb cocToAHUE Bcex MHTepdEencoB.

show interfaces

{ gigabitethernet gi port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb CBOAHYO MHGOPMALMIO O COCTOAHMM, HACTPOIKE U
cTaTucTuke Ethernet-nopta, rpynnosl NopTos.

show interfaces status

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTtb coctoaHue Ethernet-nopTa, rpynnbl nopTos.

show interfaces advertise

MoKasaTb NapamMeTpbl aBTOCOIIaCcoOBaHWA, 06bAB/EHHbIE 415
BCEX UHTepdelcoB.

show interfaces advertise

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb NapameTpbl aBTOCOr1aCOBaHNA, 06bABNAEHHbIE ANA
Ethernet-nopTa, rpynnbl nopToB.

show interfaces description

MoKa3aTb onucaHua Bcex HTepdeiicos (Bkatouaa VLAN uHTep-
deiichbl).

show interfaces description
{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY 414 BCeX UHTepdeiicos.

show interfaces counters

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb cTaTUCTURY anA Ethernet-nopTa, rpynnesl NopToB.

show interfaces utilization

MoKa3aTb CTaTUCTMKY MO Harpyske AnA Bcex MHTepdeincos.

show interfaces utilization
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica,
rpynnbl NOPTOB.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

Moka3aTb HAaCTPOWKM A1 aBTOMATUYECKOMN NOBTOPHOM aKTUBa-
unn nHTepdeica.

show errdisable interfaces
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb NPUUYUHY OTKAOYEHUA UHTepdelica/uHTepdelicos u
COCTOSIHME aBTOMATUUECKOM aKTUBaLUN.
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[pumepbl 8bINOAHEHUA KOMAHO.

= [loKa3aTb COCTOSIHWE UHTEPDENCOB:

console# show interfaces status

Flow Link Up Time Back Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off Trunk
gil/0/2 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/3 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/4 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/5 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/6 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/7 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/8 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/9 1G-Copper - - - -- Down - - - Access
gil/0/10 1G-Copper - - - -- Down - - -- Access
gil/0/11 1G-Copper - - - -- Down - - -- Access
gil/0/12 1G-Copper - - - -- Down - - -- Access
gil/0/13 1G-Copper - - - -- Down - - -- Access
gil/0/14 1G-Copper - - - -- Down - - -- Access
gil/0/15 1G-Copper - - - -- Down - - -- Access
gil/0/16 1G-Copper - - - -- Down - - -- Access
gil/0/17 1G-Copper - - - -- Down - - -- Access
gil/0/18 1G-Copper - - - -- Down - - -- Access
gil/0/19 1G-Copper - - - -- Down - - -- Access
gil/0/20 1G-Copper - - - -- Down - - -- Access
gil/0/21 1G-Copper - - - -- Down - - -- Access
gil/0/22 1G-Copper - - - -- Down - - -- Access
gil/0/23 1G-Copper - - - -- Down - - - Access
gil/0/24 1G-Copper - - - -- Down - - - General
gil/0/25 1G-Combo-C - - - -- Down - - - Access
gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access
gil/0/27 1G-Combo-C - - - -- Down - - - Trunk
gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General

Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 -= -= -= -= Not Present Access
Po3 -= -= -= - Not Present Access
Po4 -= -= -= - Not Present Access
Po5 -= -= -= - Not Present Access
Pob6 -= -= -= - Not Present Access
Po7 -= -= -= - Not Present Access
Po8 - - - -- Not Present Access

=  BbiBectu UHdOpmauuio 06 nHTepdeiicax

console# show interfaces FastEthernetl/0/1

fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
Interface MTU is 1500
Full-duplex, 100Mbps, link type is auto, media type is 100M-Copper
Link is up for 0 days, 0 hours, 1 minutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half
Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
18 packets input, 2808 bytes received
9 broadcasts, 9 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
46 packets output, 2944 bytes sent
3 broadcasts, 43 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

o O O o
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" MNokasaTtb napameTpbl aBTO-COr/1aCoBaHUA:

console#show interfaces advertise

Port Type Neg Operational Link Advertisement
gio0/1 1G-Fiber Disabled -—
gi0/2 1G-Fiber Disabled --
gi0/3 1G-Fiber Disabled -—
gi0/4 1G-Fiber Disabled --
gi0/5 1G-Fiber Disabled -—
gi0/6 1G-Fiber Disabled --
gi0/7 1G-Fiber Disabled -—
gi0/8 1G-Fiber Disabled --
gi0/9 1G-Fiber Disabled -—
gi0/10 1G-Fiber Disabled --
gi0/11 1G-Combo-C Enabled -
gi0/12 1G-Combo-C Enabled --
gi0/13 1G-Fiber Disabled -—
gi0/14 1G-Fiber Disabled --
gi0/15 1G-Fiber Disabled -—
gi0/16 1G-Fiber Disabled --
gi0/17 1G-Fiber Disabled -—
gi0/18 1G-Fiber Disabled --
gi0/19 1G-Fiber Disabled -—
gi0/20 1G-Fiber Disabled --
gi0/21 1G-Fiber Disabled -—
gi0/22 1G-Fiber Disabled --
gi0/23 1G-Combo-C Enabled --
gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
Ch Type Neg Operational Link Advertisement
Pol -- Enabled -=
Po2 -= Enabled --
Po3 -- Enabled -=
Po4 -- Enabled -=
Po5 -- Enabled -=
Po6 -= Enabled --
Po7 -- Enabled -=
Po8 -= Enabled --

=  [loKa3aTb CTAaTUCTUKY NO MHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gi0/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gi0/16 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>
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" MokasaTtb CTaTUCTUKY NO rpynne KaHanos 1:

console#show interfaces counters port-channel 1

Pol

FCS Errors: 0

SQE Test Errors:

Late Collisions:

Alignment Errors:

InUcastPkts InMcastPkts InBcastPkts InOctets
T o o  s007
OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
e e s ez

0

Single Collision Frames: O
Multiple Collision Frames: O

Deferred Transmissions: 0

Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets:
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

0

Tabnuua 5.35 — OnuncaHne cyeTInKoB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATLIX 6aliToB
InUcastPkts Konnyectso NpPMHATBLIX 04HOAAPECHbIX NAKETOB
InMcastPkts Konnyectso NpmHATbLIX MHOFOaAPECHbIX NAaKeTOB
InBcastPkts Konnyectso NpMHATLIX LUMPOKOBELLATENbHbIX MAaKeTOB
OutOctets Konunuectso nepesaHHbix 6anTos
OutUcastPkts Konnuectso nepefaHHbIX OA4HOAAPECHbIX MAaKeTOB
OutMcastPkts Konunyectso nepesaHHbIX MHOrOaApPECHbIX MAaKeToB
OutBcastPkts Konnyectso nepesaHHbIX LUMPOKOBELLATE/bHbIX NAaKeToB

Alignment Errors

Konnyectso npuHATLIX GPernmMoB ¢ HapyLWeHHOM LeNOCTHOCTbIO (C KONNMYECTBOM
6aliT He COOTBETCTBYIOLWMM AJIMHE) U He NPOoLeLnX NPOBEPKY KOHTPO/IbHOM
cymmbl (FCS).

FCS Errors

Konnyectso NpuHATLIX GPeriMOoB C KOIMYECTBOM H6alT, COOTBETCTBYIOLLMM AJ/INHE,
HO He MpoLeaLmnX NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso ¢ppeiimoBs, BOBNEUYEHHDbIX B € 4UHUYHYIO KONIU3MIO, HO BMNOCAEACTBUM
nepeaaHHbIX YCneLHo.

Multiple Collision

Konnuyectso ¢peleOB, BOBJ/IEYEHHbIX b0/slee yem B OA4HY KON/1In3uko, HO Bnocnen-

Erames CTBMM NepesaHHbIX yCneLwHo.
Deferred Konunyectso ¢ppelimoB, A1 KOTOPbIX NepBan NOMbITKa nepeaayun oTN0XKeHa 13-3a 3a-
Transmissions HATOCTW cpeabl nepeaayn.

Late Collisions

Konnyectso cnyyaes, Korga Koaamsmna 3adMKCMpoBaHa nocsie Toro, Kak B KaHan
cBA3K yKe bblan nepenaHbl nepsble 64 6aiT (slotTime) naketa.

Excessive Collisions

Konunuectso ppeitmoB, KoTopble He Bblan NepeaaHbl U3-3a N36bITOYHOTO Konye-
CTBa KONIN3UNA.

Carrier Sense Errors

KonunyectBo cnyyaes, Korga COCTOAHUE KOHTPOAA HecyLen 6b10 noTepsaHo, aMbo
He YTBEpP»KAEeHO Npu NonbiTKke nepegayn dpenma.
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Oversize Packets Konunyectso NpuMHATLIX NaKETOB, Ppa3Mep KOTOPbIX NPEBbILLAET MaKCUMasbHbIW pas-
peLleHHbI pasmep ppeinma.

Internal MAC Rx Errors | Konnuectso ¢peimoB, KOTOpble HE BbINN NPUHATLI YCNELWHO U3-3a BHYTPEHHEMN
owmnbKKM npuema Ha yposHe MAC.

Symbol Errors Onsa nHtepdeitca, pabotatowero B pexkmme 100M6/c — KONMYECTBO Cayyaes, Koraa
MMeNCA HeAOMYCTUMbIV CUMBOA AaHHbIX, B TO BPEMS KaK NpaBu/bHasA HecyLan
6blna NnpeacTaBaeHa.

[na vHTepdelica, paboTatollero 8 noayaynnekcHom pexkume 1000M6/c — Konande-
CTBO C/ly4aeB, KOrAa cpeacTsa Npuema 3aHATbl B TeYEHWUE BPEMEHU, PABHOMY UK
6onbwemy yem pasmep cnota (slotTime), U B Te4eHME KOTOPOro MMENocChb XoTA Bbl
04HO cobbiTne, KoTopoe 3acTasaseT PHY BbigaBaTb OWMOKY Npuema gaHHbIX (Data
reception error) nav ownbky Hecywel (Carrier extend error) Ha GMIL.

[nsa nHtepdeitca, paboTatowero B NoJHOM gynaekcHom pexxume 1000M6/c — Ko-
JIMYeCTBO CNy4aeB, Koraa CpeacTBa NpMemMa 3aHATbl B TEHEHME BPEMEHU, PaBHOMY
nUAn 6onbliEMY YEM MUHUMANbHBIV pasmep dperma (minFrameSize), n B TedeHune
KOTOPOro MMenocb XxoTs 6bl 0AHO cobbITUE, KOTOPOE 3acTaBaseT PHY BblgaBaTh
owmnbKy npuema AaHHbIx (Data reception error) Ha GMII.

Received Pause Konnuectso npuHaTbIx ynpasaawwmx MAC-¢ppeinmos c Kogom onepaumm PAUSE.
Frames
Transmitted Pause Konnuectso nepegaHHbix ynpasastowmx MAC-dpelimos ¢ Kogom onepaumm PAUSE.
Frames

= [loKas3aTb HacTpolKy jumbo-frames B KommyTaTope:

consolef#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

5.10.2 HacTpoiika VLAN un peXxumoB KoMmmyTauumu uHTepdeiicos

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume KoHpurypmposaHmsa VLAN:
console#configure

console (config) #vlan database
console (config-vlan) #

[aHHbIN pexMm [JoCTyneH M3 pexuma rnobanbHoOro KOHOUIypupoBaHWA W nNpefHasHavyeH Ana
3a4aHuUA napameTpos KoHdurypaumm VLAN.

Tabnnua 5.36 — KomaHgbl pexkuma KoHpurypuposaHuma VLAN

3HayeHue/3HayeHue no o
KomaHoa / Aeilicmeue
YMOMYAHUIO
vlan vian_range Oo6asutb VLAN nam Heckonbko VLAN.
vlan_range: (2 .. 4094)
no vlan vlan_range Yaanutb VLAN nan Heckonbko VLAN.
map protocol protocol [en- protocol: MpuBA3aTb NPOTOKOA K rpynne NPoTOKO/10B, aCCOLMUPOBaAH-
caps] protocols-group (ip, ipx, ipv6, arp, HbIX BMmecTe.
group (0600-ffff (hex)}*);
no map protocol protocol encaps: (ethernet, rfc1042, | ypanute npusssky.
[encaps] licOther);
group: * - Homep npoTokoa (16 6uT).
(1.. 2147483647)
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map mac mac_address Mpueazatb MAC-agpec unu gmuanasoH MAC-agpecoB nNo macke
{ host | mask } macs-group K rpynne MAC-agpecos.
group mask: (9..48);
group: (1..2147483647)
no map mac mac_address YpanuTb NpuBA3KY.
{ host | mask }
map subnet ip_address MpusAasaTtb IP-agpec nnm ananasoH IP-agpecos No macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.
no map subnet ip_address group: (1..2147483647) YOanutb NpusAsKy.
mask

KomaHObI pexcuma KoHgu2ypuposaHusa UHmepaelica (duanasoHa uHmepagelicos) VLAN

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeica VLAN:

console#configure
console (config) #interface {vlan {vlan id} | range vlan {vlan list}}
console (config-if)#

[aHHbIV peXKMm A0CTYNEeH U3 pexxnma KOHPUrypmMpoBaHMA U NpeaHasHayYeH 4N 3a4aHMA NapameTpoB
KoHduUrypaummn nutepdeica VLAN, ainbo granasoHa nHtepdencos.

Bblbop MHTepdeica ocyLLecTBAAETCA NPM NOMOLLM KOMAHAbl interface vlan {vlan_id}.

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPU NMOMOLLM KOMaHabl interface range vlan
{vlan list}.

HuKe npmBeaeHbl KOMaHAbI ANA BXOAA B PEXUM HAcTpoiikn nHTepdenca VLAN 1 1 Bxoga B pexum
HacTpownku rpynnbl VLAN 1, 3, 7.

consolet#configure
console (config) #interface vlan 1
console (config-if) #

console#configure

console (config) #interface range vlan 1,3,7
console (config-if) #

Tabnuua 5.37 — KomaHapl pexkuma KoHpurypmposaHua nHtepoeica VLAN

Komanda 3HaveHue/3Ha4YeHue no Aelicmsue
yMOMYaHU0
name name name: (1..64) cumonos/ | NoBaputh umsa VLAN
MM COOTBETCTBYET HO-
no name mepy VLAN YCTaHOBUTb 3HAYEHWE MO YMONYAHMIO

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepdgelica 2pynnbl N1opmos

Bupa, 3anpoca KOMaHAHON CTPOKKN B pexkmume KOHPUrypmposaHua nHtepoeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console#configure

console (config) #interface {fastethernet fa port | gigabitethernet gi port |
port-channel group | range {..}}

console (config-if) #

[.aHHbIN peXXUM LOCTYMNEH U3 pPeXMMa KOHPUIYPUPOBAHUA U NPeAHa3HAYeH 414 3a4aHuUs NapameTpoB
KOHdUrypaumm nHtepderica (mopra KOMMYTaTOPa WK FPYNNbl NOPTOB, PAabOTalOWMX B PEXUME pasgeneHus
Harpysku), inbo granasoHa MHTepdencos.
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MopT MoKeT paboTaTb B YETbIPEX PEKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
—  trunk — nHTepdelic, NPUHNUMAIOLLMIA TONbKO TErMPOBaHHbIN TpaduK, 3a UckaodeHnem ogHoro VLAN,

KOTOPbIM MOXKeT bbiTb 0b6aBAEH C MOMOLLbIO KOMaHAbl switchport trunk native vlian;
— general — nHTepdelic c nonHoM noaaepkoi 802.19, NPUHNUMAET KaK TerMpoBaHHbIM, TaK U HeTern-

pOBaHHbIN TpaduK;

— customer — 802.1 Q-in-Q-unHtepodeiic.

Tabnnua 5.38 — KomaHgb! pexxnuma KoHduUrypupoBaHua nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

switchport mode mode

no switchport mode

mode: (access, trunk, gen-
eral, customer)/access

3agaTb perkmum paboTbl nopTta B VLAN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ansa nHtepdeiica goctyna.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nutepoeiica.

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LobasnaeT ykasaHHbIn VLAN B kayectBe Default VLAN gns
[AHHOTO UHTepdelica, BeCb HETErMpoBaHHbIM Tpaduk, NocTy-
naroLwmin Ha AaHHbIW NOPT, onpegenseTca B AaHHbIN VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[Oob6asutb cnuncok VLAN agns nHtepdeiica.

MopT byaeT nepeasaTb:

- tagged — TermpoBaHHble,

- untagged — HeTernpoBaHHble nakeTbl ans VLAN.

Yaanutb cnucok VLAN ana uHtepoeiica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1 -—ecnu yctaHosneH VLAN
Nno YMONYaHMI0, MHaYe

Hob6asutb ngeHtndukatop VLAN nopta (PVID) ans ocHoBHOro
WHTepodelica.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

4095
switchport general ingress- BbIKNHOUYNTL AR OCHOBHOTO MHTepdelrica GuabTpaLmio BXoSsA-
filtering disable LMX NAaKeTOB Ha OCHOBE MPUCBOEHHOro MM 3HavyeHusa VLAN ID.
no switchport general in- -/ BKNOUMTB 418 OCHOBHOIO UHTepdelica GunbTpauuto BXoasA-

gress-filtering disable

duNbTPaLma BKAOYEHA

LLMX NAKEeTOB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHua VLAN ID.

Ecau unbTpauma BKAKOYEHA, M NAKET HE BXOAMUT B rpynny
VLAN c npucsoeHHbIM nakety 3HadyeHnem VLAN ID, To nakeTt
oTbpacbiBaeTcA.

switchport general ac-
ceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general ac-
ceptable-frame-type

-/NPUHUMaTDL BCE TUMbI
dpeimos

MpUHMMaTL Ha OCHOBHOM MHTepdeiice ToNbKo dpelimbl onpe-
[AeNeHHOoro TMna:

- tagged-only — T0/1bKO TErMpPOBaHHbIE;

- untagged-only — T0/1IbKO He TerMpoBaHHbIe;

- all — Bce ppeimbl.

MpUHUMaTb Ha OCHOBHOM MHTepdeiice Bce TUNbI GperimoB.

switchport general map
protocols-group group
vlan vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOoBUTbL NpaBuao kKnaccudumraumm VLAN ana nHtepoeiica,
OCHOBaHHOE Ha NPUBA3Ke K MPOTOKOAY.

Y8anuTb NpaBuao KnaccuduKkaumu.

switchport general map
macs-group group
vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTb Npasuao knaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npuBAske K MAC-agpecy.

Y[anuTb NpaBuao KnaccubuKaumm.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1..2147483647)

YcTaHOBUTL NpaBuao knaccudumraumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npuBAa3Ke K IP-agpecy.

Y8anuTb NpaBuao Knaccudurkaumu.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff
(hex)/8100

3ameHuTsb EtherType B Ucxoaawmx ¢ AaHHOTO MHTepdelica na-
KeTax.

3ameHuTb EtherType ucxogalero c MHTepdeiica naketa Ha
3HayYeHne No YMOYaHMUIO.

switchport customer vian
vlan_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeica.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport customer mul-
ticast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspelwaeT npuHMMaTb MHOTroagpecHbIn TpaduK U3 yKasaH-
How VLAN (He aBnstoweica VLAN nonb30BaTeIbCKOro MHTEp-
delica) Ha HacTpauBaemom UHTepdelice, COBMECTHO C NO/b30-
BaTE/IAMM APYrMX NOSb30BaATENBCKUX MOPTOB, NPUHUMAIOLLMNX
MHOroagpecHsbiii Tpadumk U3 gaHHol VLAN.

3anpeLaeT NPUHNUMATb MHOFOaAPECHbIM TPAadUK Ha HacTpau-
BaeMoM UHTepodeiice.

switchport forbidden vian
add vian_list

no switchport forbidden
vlan add vian_list

vlan_list: (2..4094, all)/
sce VLAN paspelueHbl
nopry

3anpetuTb gobaBneHme ykasaHHbix VLAN nopry.

YCTaHOBUTb 3HAYeHMe no YMONYaHUIO.

switchport forbidden vilan
remove vian_list

no switchport forbidden
vlan remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspelueHsbl
nopty

PaspewunTb gobasneHume ykasaHHbIx VLAN nopTy.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

10 yMOANYaHUIO YIEHCTBO B
nedontHom VLAN paspe-
LweHo

3anpetutb gobasnenune gedontHoi VLAN noprty.

YCTaHOBUTb 3HAYEeHME NO YMOHAHMUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAnT MOPT B PEKUM U30AALMMU BHYTPU FPYNNbl MOPTOB.

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHMUIO.

switchport community
community

no switchport community

community: (1..30)

Lo6asnaeT NnopT B cO06WECTBO (rpynna U30AsALMU NOPTOB).
MopTbl BHYTPU co0bLLEeCTBa MOTYT 06MeHMBaTbCA TPAaPUKOM
TONbKO MexKAy cob0i, a TakxkKe C APYrMMU He3aLWMLLEHHbIMU
noptamu (Ha KOTOpbIX HET HacTPoWKKM «switchport protected-
port»).

- community — umsa coobuiecTsa.

BoccTaHaBnMBaeT 3HauYeHWe No yMmonYaHuto. B aTom cayvae 3a-
WWLLEHHBIV NOPT ABAAETCA U30/MPOBAHHBIM MOPTOM (He co-
CTOALLMM HU B OAHOM COOBLLECTBE), U OH MOXKET 0BMEHM-
BaTbCA TPAGUKOM TO/IbKO C HE3aLWMLLEHHBIMM NOPTaMK (Ha Ko-
TOPbIX HET HAacTpoWKM «switchport protected-port»).

switchport protected {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no switchport protected

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Mo ymonyaHuto ncnonbay-

eTcA MapLpyTM3auma no

6a3e AaHHbIX U3yYeHHbIX
MAC-agpecos (FDB)

MepeBoauT NopT B pexkum Private VLAN Edge. OTmeHseT
MapLpyTn3aumio no 6ase AaHHbIX M3y4eHHbIx MAC-aapecos
(FDB) 1 HanpaBnseT BeCb OAHOAAPECHbIN, MHOTOAAPECHbIN U
LWMpOKOoBeLLaTeNbHbIM Tpadumk Ha uplink-noprt.

OTK/IlO4aeT OTMEHY MapLLPYTM3aLmMm no 6ase AaHHbIX U3yYeH-
Hbix MAC-agpecos (FDB).

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pesepsa

3apesepsuposatb VLAN gna BHyTpeHHEro UCnonb30BaHUA Ha
uHTepdelice.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YcTaHOBUTL NOPT Kak Ternpytowmii 8 aedpontHom VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma 21060s16H020 KOHGU2YpUPOo8aHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexmnma rnobanbHOro KOHPUrypmpoBaHumsa:

console#configure
console (config) #

Tabnnua 5.39 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus
KomaHoa 3HayeHue Aelicmesue

vlan database - Bxog, B pexxum KoHourypmposaHus VLAN

default interface {vlan Cbpoc HacTpoeK uHTepodeinca VLAN nam ananasoHa UHTep-

vlan_id | range vlan delicoB VLAN Ha HacTPOMKM NO YMOIYAHUIO.

vlan_list} vlan_id: (1..4094); - vlan_id — naeHtudpukaumoHHbln Homep VLAN;

vlan_list: (1..4094) - vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3agaTb

nepeyncieHMem Yepes 3anaTyio UM YKasaTb HaYa/IbHOE U KO-
HeYyHoe 3HayeHus guanasoHa Yepes gedpuc "-".

[pumep UCnoa16308aHUA KOMAHObI:

console#configure
console (config) #vlan database
console (config-vlan) #

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 5.40 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show vlan - MokasaTtb MHbopmauuto no scem VLAN.
show inter.face description vlan_id: (1..4094) MokasaTtb onuncanune VLAN nHTepdeliica.
vlan vian_id
show vlan name name (1..32) cumsonos Mokaszatb uHpopmauuio no VLAN, nouck No MMeHu.
show vlan tag vian_id vlan_id: (1..4094) MokaszaTtb nHpopmauuto no VLAN, nouck no naeHtmdukaTopy.
. Mokasatb cnncok VLAN ana BHyTpeHHero ncnoab3oBaHmA
show vlan internal usage -
KOMMYTaTOPOM.
show default-vlan-mem-
bership gi_port: (1..3/0/1..28);
[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); Moka3saTb cocTas rpynnbl gedontHoi VLAN.
fastethernet fa_port | group: (1..16)

port-channel group ]

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 5.41 — KomaHapl

pexkuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb NOPTbI-UCTOYHUKN U NPUEMHUKM MHOFO3APECHOTO
Tpaduka B gaHHoM VLAN. MopTbI-MCTOYHUKM MOTYT Kak nepe-

AaBaTb, TaK M NPMHUMATb MHOFOAAPECHbIN TPadUK.

show vlan protocols-

Moka3aTb MHPOPMaALUIO O rpynnax NPOTOKONOB.
groups dopmay py P

show vlan macs-groups

Mokaszatb uHPopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb KOHPUIypaLMIo NOPTa, rPyNMbl NOPTOB.

show interfaces protected-
ports

[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb cocToAHWe NopToB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0MHEHUS KOMAHO

MNMoka3satb nHpopmaumio o Bcex VLAN:

console#show vlan

Vlan Name Tagged ports Untagged ports
Type Authorization
1 - —

fal/0/1-2,fal/0/4, Default Required

fal/0/6-24,g9i1/0/1-4,Pol-8

5 - fal/0/11-12,fal1/0/23
fal/0/5 permanent Required

6 - fal/0/11-12,fal/0/23
- permanent Required

Moka3aTb NOPTblI UCTOYHUKM U MPUEMHUKN MHOroagpecHoro Tpaduka 8 VLAN 4:

console#show vlan multicast-tv vlan 4

Source ports gil/0/4-5
Receiver ports: gil/0/1

Moka3aTb MHGOPMaLMIO O rpynnax NPOTOKOOB:

console#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

MoKas3aTb MHGOPMALMIO O rPyNNax NoAceTen:

console#show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2
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= [lokasaTb cnncok VLAN ana BHYTpEeHHEero Mcnosib30BaHMA KOMMYTAaTOPOM:

console#show vlan internal usage

Usage VLAN Reserved IP address

gil/0/1 30 Yes Inactive

= [lokasaTb KOHPUrypaumto nopTa GigabitEthernet 22:

consolef#show interfaces switchport gigabitethernet 1/0/22

Port : gil/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: all

Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egress rule Port Membership Type

1 1 Untagged System

Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacrpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT nNpou3BoauTb pasrpaHuyYeHne TpaduKa Ha BTOPOM

YpPOBHE moaenu Osl meXxay nopTaMmn KOMMYTaTopa, KOTOpPble HaXoa4ATCA B OAHOM LUMPOKOBeLW,aTeE/IbHOM A0-

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN-nopTos:

— promiscuous — 3TO MNOPT, KOTOPbIA cnocobeH OOMEHMBATLCA AAHHbIMU MeXKAY NtobbiMK
nHTepdelicamu, BkAtoYasn isolated 1 community noptel PVLAN;

— isolated — 3TO NOpPT, KOTOPbIN NOAHOCTLIO U30/IMPOBAH OT APYrMX MOPTOB BHYTPU OLHOO U
Toro ke PVLAN, HO He oT promiscuous noptoB. PVLAN 610KupytoT Becb Tpaduk, naywmin s
CTOpOHY isolated-nopToB, Kpome TpaduKa CO CTOPOHbI PromiscUOUS-NOPTOB; MAKETbl CO
CTOpPOHbI isolated-nopToB MoryT nepeaaBaTbCA TOBKO B CTOPOHY Promiscuous-nopTos;

— community — 3To rpynna NoOpToB, KOTOPblE MOTYT 06MEHMBATLCA AaHHbIMK MeXay cobolt 1
promiscuous-nopTamu, 3TM UHTepdelcbl OTAeNeHbl Ha BTOPOM ypoBHe mogenn OSI| oT Bcex
oCTasibHbIX community-uHTepdelicoB, a TakKe isolated-nopTos BHYTpM PVLAN.
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Mpouecc BbINOAHEHUA GYHKUUM OOMNOAHUTENbHOIO Pas3AefieHUs MOPTOB C MOMOLLBbI TEXHOO0MMU
Private VLAN npegctasneH Ha pucyHke 29.

Promiscuous ports

()

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
‘ A
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 29 — lMpumep pabomei mexHonozauu Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pPeMME KOHPUrypmposaHua nHtepdeica Ethernet, nuntepoeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}
console (config-if) #

Tabnunua 5.42 — KomaHgb! pexxuma KoHduUrypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3agaTtb perkmm paboTbl nopta B VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

switchport private-vlan
mapping primary_vlan
[add | remove second-
ary_vlan]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6asuTb (yAanuTb) ocCHOBHOM 1 BTopocTeneHHble VLAN Ha
promiscuous nHTepdelic.

Ha oauH promiscuous nHTepdeiic Henb3a f06aBUTL
w¥  6onblwe ogHoro primary vlan.

YaanuTb 0OCHOBHOM U BTOpocTeneHHble VLAN.

switchport private-vlan
host-association pri-
mary_vlan secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[Jo6aBuTb ocHoBHOM M BTOpocTeneHHble VLAN Ha host nHTep-
delic.
Ha oauH host uHTepdeiic Henb3a A06aBUTL 6onblue
opHoro secondary vlan.

YnanuTtb oCHOBHOM U BTopocTeneHHble VLAN.
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Tabnnuya 5.43 — KomaHpgbl pexxuma KoHdUrypuposaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

private-vlan {primary | iso-
lated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN v 3agatb TMN UHTepdeiica.

OTKNOUMTb MexaHmn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan (1..4094)

Oo6asuTb (yaanutb) npusAasKy BTopocteneHHoi VLAN K ocHoB-
HoM. HacTpoiKka npumeHuma Tonbko gns primary VLAN.

no private-vlan association

Ypanutb npuBasky sTopocteneHHoli VLAN K OCHOBHOM.

/“ MaKkcumanbHoe Konnyectso BTopocteneHHbix VLAN — 256.

MakcumanbHoe Konandectso community VLANS, KoTopblie moryT 6biTb accouumpo-

BaHbl ¢ 04HOM ocHoBHOM VLAN - 8.

[pumep Hacmpoliku uHmepgelticos Kommymamopa SW1 (puc. 31)

promiscuous-nopt — interface gigabitethernet 1/0/4
isolated-nopt — gigabitethernet 1/0/1
community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface gigabitethernet 1/0/5

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201
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name isolate
private-vlan isolated
exit

!

interface vlan 202

name community
private-vlan community
exit

5.11 Selective Q-in-Q

JaHHaa PyHKUMA NO3BONSET Ha OCHOBE CKOHOUIYPMPOBaHHbIX NpaBua GUAbLTPALMM NO HOMEpPam
BHyTpeHHMx VLAN (Customer VLAN) npounssoautb gobasneHune BHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewaTtb NpoxoxaeHue Tpadpuka.

[na ycTponcTea co34aeTca CNUCOK NPaBua, Ha OCHOBaHMM KOTOPOTro byaeT obpabaTtbiBaTbcA TpadpuK.

V B pexxume acl-only KomaHabl KOHUrypuposaHua npasun Selective Q-in-Q HepOCTyNHbI.
i Hanunuume xota 6bl ogHoro npasuna Selective Q-in-Q Ha nHTepdeiice 3anpeLyaer BKAOUEHUE
v PYHKLUMM norMposaHuA «WITOPMa» Ha ITOM UHTepdeiice.

KomaHObI pexcuma KoHpu2ypuposaHua uHmepgelica (OuanasoHa uHmepaeticos) Ethernet u Port-
Channel

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma KoOHPUrypupoBaHua nHTepdeiica KoHGUrypnpoBaHmsa:

consolet#configure

console (config) #interface { fastethernet fa port | gigabitethernet gi port
| port-channel group | range {..}}

console (config-if) #

Tabnunua 5.44 — KomaHgbl pexuma KoHPUrypuposaHua nHTepoeiica (ananasoHa nHtepdeiicos) Ethernet

KomaHda 3HayeHue Aelicmeue

Co3faeT NpaBu/Io, Ha OCHOBAHWW KOTOPOFO K BHELLHEN MeTKe
BXoAALLero nakeTa ingress_vlan_id 6yaeT pobaBnaTbcs BTO-
poii Ter vian_id.

Ecnu napametp ingress_vlan_id He 3apaH, To npasuio byaet
NPUMEHATLCA K BXOAALLMM NaKeTaM BHE 3aBUCMMOCTU OT X
npuHagnexxHoct K VLAN. Takoe NpaBmio mMosKeT BbITb UC-
No/ab30BaHO A7 06paboTKM NAaKeTOB, He MONaBLUUX NoA, AeW-
CTBME APYrUX NpaBu (NPaBmnaO «NO YMONYAHUIOR).

Co3paeT 3anpeluatoLlee NPaBmao0, Ha OCHOBAHWM KOTOPOTO
selective-qinq list ingress BXOAALLME NaKeTbl C BHELWHeN meTKoM ingress_vlan_id 6yayt
deny [ingress_vlan in- oTbpacbiBaTbea. Ecnn napameTp ingress_vlan_id He 3agaH, To
gress_vlan_id] npasuio byaer NpMBOAMTL K OTOPACbIBAHWUIO BXOAALLLErO Tpa-
drKa HE3aBMCUMMO OT BHelHen meTku VLAN.

Co3paeT NpaBmIo, Ha OCHOBAHMM KOTOPOTO BXOAALLME MAKeTbl
C BHeWHUM Terom ingress_vlan_id 6ypyT nepepasaTbca 6e3
ingress_vlan_id: (1..4094) | nameHeHuiA.

Ecnv napameTtp ingress_vlan_id He 3aaaH, To npu obpaboTke
TaKoro npasu/ia BXogAllme nakeTbl byayT nepesaBaTbca Hesa-
BMCMMO OT 3HAYEHUA BHELIHErO Tera.

selective-qinq list ingress vlan_id: (1..4094);
add_vlan vian_id [in- ingress_vlan_id: (1..4094)
gress_vlan ingress_vlan_id]

ingress_vlan_id: (1..4094)

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]
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selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3pgaeT NpaBuo, Ha OCHOBaHMM KOTOPOTO BHELLHAS METKa
BXOAfLLEro nakeTa ingress_vlan_id 6yaet 3amMeHATbCA Ha 3Ha-
YyeHue vian_id.

Ecnu napameTp ingress_vlan_id He yka3saH, To npasuno 6yget
NPUMEHATLCA K BXOAALLMM NakeTam, He MOMNasLUMM Nog Aei-
CTBME APYrUX NPaBum.

no selective-qing list in-
gress [ingress-vlan in-
gress_vlan_id]

ingress_vlan_id: (1-4094)

Ypanaet npaBuo ons yKasaHHoro ingress_vlan_id nna sxoas-
LUMX NAKETOB.

Komanpa 6e3 napametpa ingress_vlan_id yaanaeT npasuno,
NPUMEHSAEMOE K BXOAALLEMY TPadUKy N0 YMONYAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3pgaeT NpaBWIo, Ha OCHOBAHMUMW KOTOPOTO B NPUHATOM C
BHeLHen MeTKol ingress_vlan_id nakete 6yaeT BbINOAHATLCA
3aMeHa BHellHero Tera Ha Ter vlan_id. Mpasuno npumeHsaeTca
K UCXOZALLMM NaKeTaMm.

Ecnv napameTp ingress_vlan_id He yKka3aH, To npasuao byget

NPUMEHATLCA K UCXOAALLMM NaKeTaM He3aBUCUMMO OT 3Haue-
Hus ingress_vlan_id.

no selective-qging list
egress ingress-vlan in-
gress_vlan_id

Yaanset npasuno selective ging pna yKasaHHOTo

ingress_vlan_id: (1-4034) ingress_vlan_id pna ncxopawmx nakeTos.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.45 — KomaHapl pexkuma EXEC

KomaHda 3HayeHue Aelicmeue

show selective-ginqg [inter-
face gi_port: (1..3/0/1..28);
{gigabitethernet gi_port | fa_port: (1..3/0/1..24);
fastethernet fa_port | group: (1..16)

port-channel group}]

OtobparkaeT cnucok npasun selective qing Ana ykasaHHOro
nopra.

[pumepbl 8b1M0MAHEHUS KOMAHO

= Co3pgaTb NpaBwU/IoO, Ha OCHOBAHWW KOTOPOIO BHELLHASA METKa BXoaAawero naketa 11 byaer 3a-
MeHATbea Ha 10.

console#configure

console (config) #interface gigabitethernet 1/0/1

console (config-if) #selective-qing list ingress override vlan 10 ingress-
vlian 11

console (config-if) #end

= OT06pasnTb CNNCOK CO3aaHHbIX Npasua selective ging:

consolef#show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter
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5.12 Storm Control gna pasnunuHoro Tpadpuka (broadcast, multicast, unknown, unicast)

«LLUTopm» BO3HUKAET BCAeACTBME Ype3mepHOro Konnyectea broadcast-, multicast-, unknown unicast-
COO0bLLEHNI, OQHOBPEMEHHO NepeaaBaeMbiX MO CETU Yepe3 OAMH MOPT, YTO MPUBOAMUT K Neperpyske
PECYpCoB CETU U MOABNEHUIO 334epKeK. «LLTopm» MOMKET BO3HUKHYTb MPU HaZIMYMKU «3aKONbLOBAHHbIX»

cermeHTOoB B ceTu Ethernet.

KOMMYTaTOP n3mepAeT CKOpPOCTb MPUHMMAEMOIO LWHNPOKOBEWaTe/IbHOIro, MHOroagpecHoro wu
HEN3BECTHOIo oaHOaApecCHOro Tpad)MKa Ana noptoB C BKAKYEHHbIM KOHTPONIEM LWKWMPOKOBELWLATE/IBHOIO

«WwTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbilaeT 3a4aHHOE MAaKCUMa/IbHOE 3HA4YEHUE.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B peMME KOHPUrypmpoBaHua nHtepdeica Ethernet, nuntepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.46 — KomaHabl pexknma KoHPUrypmposaHus nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

storm-control multicast
enable

no storm-control multicast
enable

-/dyHKUMA BbIKNIOYEH]

BK/1IOYAET KOHTPOJ/Ib MHOTOAAPECHOro TpaduKa.

BbIK/1I0YAET KOHTPOJ/Ib MHOTOAAPECHOrO TPpaduKa.

storm-control multicast
level kbps rate

no port storm-control mul-
ticast level

rate: (1..1000000)/3500
Kéut/c

3a4aeT MaKCManbHY CKOPOCTb MHOMOaApPecHoro TpaduKa.

YcTaHaBAMBaeT 3HAYEHUE MO YMOIYAHUIO.

storm-control un-
known-unicast enable

no storm-control un-
known-unicast enable

-/dyHKLMA BbIKAOYEHA

BK/1I04AET KOHTPOJIb HEM3BECTHOrO OAHOAAPECHOro TpaduKa

BbIKNtOYaeT KOHTPOb HEM3BECTHOro O4HOAAPECHOIo Tpad)MKa.

storm-control un-
known-unicast level kbps
rate

no port storm-control un-
known-unicast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMManbHYI0 CKOPOCTb HEM3BECTHOro OAHOaApec-
Horo Tpaduka.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dYHKUMA BbIKNIOYEHA

Bkntouvaet KOHTPO/1b WWMPOKOBeLWaTe/1IbHOIo Tpad)MKa.

BbIKNtOYaeT KOHTPO/Ib LUMPOKOBELLLATENbHOIO Tpad)l/IKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/dyHKLMA BbIKAOYEHa

BkntoyaeT normposaHue «wtopmar. JlIormposaHue MHOroas-
PecHOro 1 oHoaApPecHOro TpaduKa He OCyLLEeCcTBAATCA.
BkAloueHue NOrvpoBaHMA «LWITOPMA» 3anpewaer
V KOHpuUrypmuposaHue npasun SQinQ Ha 3Tom UHTEp-
deiice.

Bbikntovaet NIOrnMpoBaHMe «WTopma».

storm-control broadcast
shutdown

no storm-control broadcast
shutdown

-/dYHKUMA BbIKNKOYEHA

OTKAtOYaeT UHTepdENC NPU 0BHAPYKEHUN KLUTOPMAY.
DYHKUMA BbIKAOYEHUA UHTepdeiica npu obHapy-
V JKeHMU «WTopMa» 3anpeLiaet KoHpurypmposaHme
npasua SQinQ Ha aTom uHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMaNbHYO CKOPOCTb A/1A LUMPOKOBELLATE/IbHOMO
TpadukKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 5.47 — KomaHabl pexkmuma EXEC

KomaHda 3HaueHue Aeiicmeue

show storm-control [giga-
bitethernet gi_port |
fastethernet fa_port]

MoKasbiBaeT KOHOUrypaumo GyHKLUU KOHTPOAA «LWITOpMa»

gi_port: (1..3/0/1..28); AN YKa3aHHoro nopra, 6o Bcex NopTos.

fa_port: (1..3/0/1..24)

’ Storm-control He orpaHnunsaetr DHCP, ARP, IGMP-Tpaduk Bo VLAN, B KOTOPbIX BK/IKOUYEH

DHCP Snooping, ARP Inspection, IGMP Snooping.
[ ]

[pumepbl 8b1M0AHEHUS KOMAHO

= BK/IHOYMTb KOHTPO/b LUIMPOKOBELLATE/IbHOIO, MHOrOaZIPECHOIO M HEU3BECTHOIO OAHOaApec-
Horo Tpadumka Ha 15 uHTtepdeice Ethernet. YcTaHOBUTbL MaKCMMasibHYO CKOPOCTb A/1A KOH-
Tpoanpyemoro Tpadpuka — 5000 K6/c:
console#configure
console (config) #interface gigabitethernet 1/0/15
console (config-if) #storm-control broadcast enable
console (config-if) #storm-control include-multicast

console (config-if) #storm-control include-multicast unknown-unicast con-
sole (config-if) #storm-control broadcast level kbps 5000

5.13 Ipynnbl arperauumn KaHanos — Link Agregation Group (LAG)

KommyTtaTopbl obecneumBatoT nogaepxKy 4o BocbMu uHTepdelicos Ethernet B ogHol rpynne nopTtos
LAG »n po wectHaguatv rpynn LAG Ha ycTpoiicTBe MAn cTeke ycTpoicTs. Kaxkaaa rpynna nopToB A0JXKHa
cocTtoATb M3 MHTepdenco Ethernet ¢ oanHaKoBOW CKOPOCTbO, paboTatowmx B AYNJEKCHOM peXxume.
ObbeanHeHWe nNOPTOB B  TPynny YyBe/AMYMBAET MPOMYCKHYD  CNOCOBHOCTb  KaHana  mexay
B3aMMOAENCTBYOWUMM YCTPONCTBAMM M MOBbILLAET OTKA30YyCTOMYMBOCTb. [pynna noptos ABAseTca ANA
KOMMyTaTopa O4HMUM IOTMYECKMM NOPTOM.

YcTpoicTBO NoaneprKMBaeT ABa pexuma paboTbl rpynnbl NOPTOB — CTaTUYECKan rpynna u rpynna,
ynpasasemas no npotokony LACP. Pabota no npotokosny LACP onvcaHa B COOTBETCTBYOLEM pasgene
OOKYMeHTa.

/' Ecan ana nntepdeiica npousseseHbl HACTPOUKM, TO ANA Ao6aBAeHUA ero B rpynny cneayer
BEPHYTb HAaCTPOMUKM MO YMOIHAHUIO.

[obaBneHne uHTepdeicoB B rpynny arperayuMum KaHasloB AOCTYNMHO TO/MbKO B pexume
KOHUrypupoBaHua nHtepdeica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHduUrypmposaHma uHtepdelica Ethernet:

console (config-if)#
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Tabnnua 5.48 — KomaHpgbl pexxnuma KoHOUrypupoBaHua nHtepdeica Ethernet

no channel-group

KomaHoa 3HayeHue Aelicmeue
channel-group group mode [o6aBuTb ethernet-uHtepdeiic B rpynny nopTos.
mode group: (1..16); - on — pobaBuTb NoOpT B KaHan 6e3 LACP;

mode: (on, auto)

- auto — go6aBuTb NOPT B KaHan ¢ LACP.

Ypanute Ethernet-untepdeltic ns rpynnbl nopTos.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBaHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:

console#configure
console (config) #

Tabnnua 5.49 — KomaHabl pexknuma rnobanbHoro KoHGUrypmpoBaHus

KomaHoa

3HayeHue

Aelicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip |

src-mac | src-ip}
[mpls-aware]

-/src-dst-mac

3apaeT mexaHM3m HanaHCMPOBKU HArpy3KuM AnA rpynnbl arpe-
rMPOBaHHbIX NOPTOB. [lOCTyNHbIE BapUaHTbI:

- src-dst-mac-ip — mexaHvM3M 6anaHCMPOBKM OCHOBbIBAETCA
Ha MAC-agpece n IP-agpece;

- src-dst-mac —mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKU OCHOBbIBA-
eTca Ha MAC-apgpece, IP-agpece 1 nopTe Ha3HayYeHus;

- dst-mac — mexaH13M 6aNaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece nony4yatens;

- dst-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha IP-aa-
pece nonyyartens;

- src-mac — mexaHu3m 6anaHcMpoBKKM OCHOBbIBaeTcA Ha MAC-
agpece OTNpaBuUTens;

- Src-ip — mexaHun3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-ag-
pece oTnpaBsuTens;

- mpls-aware — BKtoyeHue napcuira L3/L4-3aronoskos na-
KeToB ¢ MPLS-meTkaMu gna BCero ycTpoicTea. AKTyaibHO
TONbKO C pexkMmamu banaHcuposku no L3/L4-3arono0BKam na-
KeTa.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 5.50 — KomaHab! pexkuma EXEC

KomaHoa

3HaveHue

Aelicmeue

show interfaces chan-
nel-group [group]

group: (1..16)

Moka3sbiBaeT MHPOPMALLMIO NO rpynne KaHaios.

5.13.1 CratnyecKue rpynnbl arperaumm KaHanos

®yHKUuMel cTatnudeckmx rpynn LAG asnsetcs ob6beanHeHNe HECKOIbKNX GU3MUYECKUX KaHaN0B B OAMH,
YTO MO3BOASET YBE/MYUTL MPOMYCKHYI CMOCOBHOCTb KaHasna M MOBbLICUTb €ro OTKA30yCTOWYMBOCTb. [nA
CTAaTUYECKMX FPYNN NPUOPUTET UCNONb30BaHUS KaHa0B B 06beaMHEHHOM MyYKe He 3a4aeTcs.

/ DOna BkoueHna paboTbl UHTepdeiica B cocTaBe CTaTUHECKOM rpynnbl UCNO/b3YiiTe KOMaHAY
channel-group group mode on B pexxume KOHPUrypupoBaHUA COOTBETCTBYIOLLEIO MHTEp-

deiica.
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5.13.2 NpoToKon arperaunmn KaHanos LACP

dyHKuMel npoTokona Link Aggregation Control Protocol (LACP) aBnsieTcs obbeguHeHne HeCKOIbKUX
dU3NYECKMX KaHANoB B OAMH. ArpermpoBaHMe KaHanOB MCMNOMb3YeTcA ANA YBE/NYEHMA MPOMYCKHOM
CNOCOBHOCTM KaHana M MOBbIWEHUs ero oTKasoycTonumsocTu. LACP nossonseT nepepasaTb Tpaduk no
06beANHEHHBIM KaHanam B COOTBETCTBMM C 3a4aHHbIMU NMPUOPUTETAMU.

Vr Ona BknioueHua pabotbl HTepdeiica no npotokony LACP ucnonb3yiite KomaHay channel-
group group mode auto B pekMume KOHPpUrypmpoBaHUA COOTBETCTBYIOLLEro UHTepdeiica.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBaHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KOHPUrypmpoBaHuma:

console (config) #

Tabanuya 5.51 — KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HaveHue/3HayeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO
lacp system-priority value YcTaHaB/MBaeT NPUOPUTET CUCTEMDI.
P Sy P .y' value: (1..65535)/1 p1op
no |an system-prlorlty YcTaHaB/iMBaeT 3Ha4YeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKU B pPeXKUME KOHPUrypupoBaHua nHtepdeiica Ethernet:
console (config-if) #

Tabnnuya 5.52 — KomaHgb! pexknuma KoHOUrypuposaHua nHtepdeica Ethernet

3HayeHue/
KomanHda 3Ha4eHue no ymonya- Aelicmeue
Huo
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHDIV TaliMayT NPOTOKO/A

LACP:
- long — anvTenbHOe Bpems TalimayTa;
- short — manoe Bpema TanmayTa.

Mo ymonyaHumio ncnonb3y-
eTcA 3HaveHue long

no lacp timeout YcTaHaBAMBaET 3HaYEHME N0 YMOIYAHUIO.

lacp port-priority value YcTaHasnuBaeT npuopuTeT nHtepdeiica Ethernet.
—— value: (1..65535)/1

no lacp port-priority YCTaHaBAMBAET 3HaYEeHWE N0 YMOAYAHMUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 5.53 — KomaHgb! pexkuma EXEC

3HayeHue/
KomaHoa 3HaveHue no ymon4a- Aelicmeue
HU0

show lacp MokasbiBaeT MHGopmauuto o npoTtokose LACP gns nntep-
{ gigabitethernet gi_port| deiica Ethernet. Echn gononHuTeNbHbIE MAapaMETPbI He UC-
fastethernet fa_port } [pa- gi_port: (1..3/0/1..28); nonb3ytoTca, To byaeT nokasaHa Bca MHbopmaLms.
rameters | statistics | pro- fa_port: (1..3/0/1..24) - parameters — MoKasblBaeT NapaMeTpbl HACTPOMKK NPOTO-
tocol-state] Kona;

- statistics — noka3sbIBaeT CTaTUCTUKY paboTbl MPOTOKOA;

- protocol-state — nokasbiBaeT cocTosaHWe paboTbl NPOTOKONA.
show lacp port-channel MokasbiBaeT MHGopMauuto o npotokose LACP gns rpynnbl
[group] group: (1..16) -
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[Mpumepbl 8bINOAHEHUA KOMAHO

= Cos3pgaTb NepByto rpynny noptos, paboTatoLLyto no npoTtokony LACP v BK/ItoYatoLLyto ABa UH-
Tepdelica Ethernet — 3 1 4. CKkopocTb paboTbl rpynnsbl — 1000 M6uT/c. YcTaHOBUTbL NpPUO-
puTeT cnuctemol — 6, npmoputeTbl 12 n 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console#configure

console (config) #lacp system-priority 6
console (config) #interface port-channel 1
console (config-if) #speed 1000

console (config-if) fexit

console (config) #interface fastethernet1/0/3
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 12
console (config-if) #exit

console (config) #interface fastethernet1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) #exit

console (config) #

5.14 Hactpoiika IPv4-agpecauun

B AaHHOM pa3gene onucaHbl KOMaHAbI 418 HAaCTPOMKKM CTaTUYECKUX NapameTpos IP-agpecaunn, Takmx
Kak IP-agpec, macka nopaceTtu, W3 NO ymon4yaHuio. Hactpolika npotokosios DNS u ARP onucaHa B
COOTBETCTBYIOLWMX pa3genax AOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepagelica 2pynnsi nop-
mos, VLAN, uHmepgpetica Loopback

BuAa 3anpoca KOMaHOHOM CTPOKM B perknme KoHoUrypmuposaHus nHtepdeiica Ethernet, nntepdeiica
rpynnbl nopto., uHTepodericos VLAN:

console (config-if) #

Tabnunua 5.54 — KomaHgb! pexxuma KoHdUrypuposaHua nHtepdeica Ethernet

KomaHoa 3HayeHue Aelicmeue
ip address HasHaueHne ¢usmnyeckomy uHTepdeicy Ethernet IP-agpeca,
ip_address mask ! MacCKK1 noAceTy, ajpeca LWto3a N0 YMOAYAHUIO.
lgateway| prefix_length] prefix_length: (8 .. 30)
no ip address [ip_address ] Yaanenue IP-agpeca Ha dusmndeckom nHtepdeliice Ethernet.
ip address dhcp MonyyeHne IP-agpeca pns HacTpaMBaemoro MHTepdeica or
DHCP-cepsepa.
- V He ucnonb3syerca gna loopback-unrepdeiicos.
no ip address dhcp He nonyyatb ana HacTpamsaemoro mHTepdeiica IP-agpec ot

cepsepa DHCP.

KomaHObI pexcuma 21060s16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoHGUryprupoBaHus:

console (config) #
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Tabnnuya 5.55 — KomaHgbl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HavyeHue Aeiicmeue
ip default-gateway ip_ad- 3agaeT 4NA KOMMYTATOpPa W03 N0 YMOYAHUIO.
-/WN03 N0 YMONYaHMIO He
dress
- 3ajaH
no ip default-gateway Ypanaet Ana KOMMyTaTopa LWt03 Mo YMOIYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 5.56 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa 3HayeHue Aelicmesue

clear host dhcp {name | *} Ypanaer U3 namaATtu, nony4vyeHHble no npotokony DHCP, 3anucu
COOTBETCTBMIA UMEH UHTepdelicoB 1 ux IP-agpecos (KomaHga
[O0CTYMHA TONbKO ANA MPUBMAETMPOBAHHOIO NOb30BaTeNs).

* - yAanuTb BCe COOTBETCTBUA.

name: (1..158) cumsonos

renew dhcp {gigabitether- Otnpasnset 3anpoc K DHCP-cepeepy Ha 06HoBneHMe IP-aa-
net gi_port | fastethernet gi_port: (1..3/0/1..28); peca.

fa_port | port-channel fa_port: (1..3/0/1..24); - force-autoconfig — npu obHoBNeHUM IP-aapeca 3arpykaeTtcs
group | group: (1..16); KoHoUrypaums c TFTP-cepBepa.

vlan vian_id} [force-auto- vlan_id: (1..4094)

config]

KomaHOb1 pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU B pexxunme Exec:

console>

Tabnunua 5.57 — KomaHgb! pexkuma EXEC

KomaHoa 3HaveHue HAeilicmeue

show ip interface [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group|
vlan vian_id | loopback
loopback_id]

MoKasbiBaeT KOHdUrypaumio IP-agpecaummn ans yKasaHHOro

gi_port: (1..3/0/1..28); WHTepberica

fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

[pumepsbi 8biM0HEHUS KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyaHuo — 192.168.16.2:

console (config)# ip default-gateway 192.168.16.2
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5.15 Hacrpoiika IPve-agpecauumn

5.15.1 MpoTtokon IPv6

KommyTatopbl nogaep»kusatot paboTty no npotokony IPv6. MoaaepKa IPv6 aBasetca BaxKHbIM
AOCTOMHCTBOM, MOCKO/bKY NPOTOKon |IPv6 npusBaH, B nNepcnekTnee, NOAHOCTbIO 3aMEHUTb agpecaunto
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npotoKkon IPv6 nmeet pacwmpeHHoe agpecHoe nNpocTpaHcTeo 128
6uT. Agpec IPv6 npeactasnset coboit 8 6/10K0B, pasaenieHHbIX ABOETOYMEM, B KaXKA0M B0Ke coaeprKuntca
16 6uT agpeca, 3anUcaHHbIX B BUAE YEeTbIPex WecTHaALATEPUYHbIX YMCEeN.

JNlokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHauyatoTca nHTepdelicam, NosToOMy NpPu UCMO/b-
30BaHUK IPV6Z afpecoB B CMHTAKCUCE KOMaHA, UCMONb3YETCA cneayrolmii Gopmar:

<ipv6-link-local-address>%<interface-name>

rae:

interface-name — uma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|112|3|4|5]|6|7]|8]9

physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24}

V Ecnm 3HauyeHue rpynnbl UM HECKONIbKUX FPynn Noapaa B agpece npotokona IPvé pasHo
Hynto — 0000, To gaHHbIe rpynnbl MoryT 6biTb onyLieHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxKeT 6bITb cOKpaw,eH ao FE40::AD21:FE43.
CoKpalyeHuo He MoryT 6biTb NOABEpPrHyTbl 2 pa3aenieHHble HyaAeBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOA4HO3HAYHOCTM.

V' EUI-64 — 310 ngeHtudukarop, cosgaHHblii Ha 6ase MAC-agpeca uHtepdeiica, aBnaowminca
maaawumm 64 6utamm IPv6-agpeca. MAC-agpec pasbusaeTtca Ha ABe yacTu no 24 6wura,
MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma rnobanbHoro KOHGUrypnposaHua:
console (config) #

Tabnunua 5.58 — KomaHab! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
ipv6 default-gateway 3aaaeT 3HayeHMe NoKaNbHOro agpeca IPv6-wat3a no ymonya-
ibv6_address HUtO.

—_ [aHHaa KomaHAa 4OCTYMHa TO/IbKO B PeXKMMe KOMMyTaTopa
(set system mode switch policy-based vlan active).

no ipv6 default-gateway YaanaeT HacTpoWku IPv6-winto3a no ymonyaHuio
ipv6 host name ipv6_ad- Co3paeT CTaTUYEeCKYHo 3aMnUCb, CTaBALLYIO B COOTBETCTBUE ceTe-
dress 1 [ipv6_address 2... BOMY MMeHM ycTpoicTea IPvb-aapec.

name:

ipv6_address 4
PYo_ ] (1..158) cumsonos

YaanseT ctaTMyeckyto 3anncb cooTsetcTeua IPv6-agpeca u ce-

no ipv6 host name
TEBOr0 MMEHW YCTPOICTBa.
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ipv6 neighbor ipv6_ad-
dress {gigabitethernet
gi_port | fastethernet
fa_port | port-channel
group|

vlan vian_id} mac_address

no ipv6 neighbor

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

Co3spaet cTaTnyeckoe cootsetcTene mexay MAC-agpecom co-
cefHero ycTpolictea u ero IPv6-agpecom.

- ipv6_address — IPv6-aapec;

- mac_address — MAC-agpec.

Ypaanaet ctatuyeckoe cootsetcTene mexagy MAC-agpecom co-
cegHero ycTpoiicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
{0..2147483647}/100
bucketsize: {1..200}/10

3apgaet orpaHuyeHme ckopoctu gia ICMPV6 coobueHmii 06
olwmbKax.

YcTaHaBAMBaAET 3HaUYeHWe No YMONYaHUIO.

KomaHOwbI

pexcuma KoHguaypuposaHua uHmepgetlica (VLAN, Ethernet,

Loopback)

Bug, 3anpoca KOMaHAHOW CTPOKU PEXUMA KOHPUIYPUPOBaHUA MHTepdelica:

console (config-if) #

Tabnunua 5.59 — KomaHabl pexknma KoHpurypuposaHua nHtepdelica (Ethernet, VLAN, Port-channel, Loop-

back)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 enable
[no-autoconfig]

no ipvé enable

BkntouaeT nogaep:kky IPv6 Ha nHtepdelice.

OTkAtovaeT noaaepky IPv6 Ha nHtepdetice.

ipv6 address ipv6_address /
prefix_length [eui-64]
[anycast]

no ipv6 address
lipv6_address /pre-
fix_length] [eui-64]

prefix_length: (3..128)
(64 ecnm ucnonbsyetcs na-
pameTp eui-64)

3agaeT IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-ceTb, Ha3HauyeHHas uHTepodelicy (8 6.10-
KOB pa3fesieHHbIX ABOETOYMEM, B KaxKg0oM 610Ke 16 6UT, 3a-
MUCaHHbIX B BUAE YEeTbIpeX LWeCTHAALATEPUYHbIX Yncen);

- prefix_length — nnuHa npedukca IPv6 — gecatuyHoe ymcno
— KOJIMYeCcTBO CTapLunx 6UT agpeca cocTaBnaowmx npeduKc;

- eui-64 — naeHTMdMKaTOp, CO34aHHbIM Ha 6ase MAC-agpeca
nHTepodelica, 3anucbiBaeTca B 64 mnaglwmx buta IPv6 agpeca;
- anycast — yKasbIBaeT, 4TO 3afaHHbIV agpec anycast-agpec.

Ypanset IPv6-aapec ¢ untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

o ymonyaHuio asBTomaTu-
Yyeckaa KoHdUrypauma
BKNIOYEHA, agpeca He

Ha3HayeHbI.

BKkntouyeHne aBTomaTUyYecKon KoHourypauum IPv6-agpecos Ha
nHTepdelice. Agpeca HacTpamBatoTCsa B 3aBUCMMOCTM OT Npe-
dUKCoB, KOTOpbIE NOJIyYeHbl B coobLLeHUAX «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 address ipv6_address /
prefix_length link-local

no ipv6 address
[ipv6_address/pre-
fix_length

link-local]

Mo ymonuaHuio 3HaueHne
NIOKanbHOro agpeca:
FE80::EUI64

3azaeT noKanbHbIl IPv6-agpec uHTepderica. CTapwme 6uTbi
NoKanbHbIX IP-agpecos B IPv6 — FE8O::

YaanaeT noKanbHbl IPv6-agpec.

ipvé nd dad attempts at-
tempts-number

attempts-number:
(0..600)/1

3apaeT KonnyecTso coobleHuii-TpeboBaHmMi, NepeaaBaemblx
NHTepdercom B3auMoAeNCTBYHOLLEMY YCTPOWCTBY B C/ly4ae
ob6HapyKeHusa gybaunkaumm (Konnusum) IPve-agpeca.

ipv6 unreachables

no ipv6 unreachables

BkntoyeHune ICMPV6 coobuieHmnit 0 HegOCTUKMMOCTHM agpecaTa
npv nepesaye NAKeTOB Ha onpeaeneHHbln nHTepdeic.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld version version

no ipvé mid version

version: (1,2)/2

OnpegeneHune Bepcum npotokona MLD ansa nHtepdeiica.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld join-group
ipv6_multicast_address

3agaeT MLD-coobueHus gns onpegeneHHol rpynmnbl.
- ipv6_multicast_address — IPv6-agpec rpynnbl MHOroagpec-
HOW PacCcbIKM.
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no ipvée mid
group-address

join-group

OTMeHAeT 0TYETHOCTb M yaanaeT IP-agpec n3 rpynnbl MHOTO-
a[pECHOM PacCbINKK.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTpOKK pexunma PrivilegedEXEC:

console#

Tabnnuya 5.60 — KomaHab! pexkuma Privileged EXEC

KomaHoa 3HaveHue/3Ha4yeHue Aelicmeue
no ymoa4yaHuro
ipv6 set mtu gi_port: (1..3/0/1..28); 3apaet 3HadyeHne MTU ana IPV6 nakeTtos.

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

{ bytes | default}

fa_port: (1..3/0/1..24);
group: (1..16);
bytes: (1280 .. 65535)
/1500

show ipv6 neighbors

{static | dynamic}
[ipv6-address ipv6_address |
[mac-address mac_address ]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT MHPopmaumo o cocegHux IPv6 ycTpoicTeax, co-
AepKallyroca B Kalue.

- static — nokasbiBaeT cTaTUYecKkune 3anucu;

- dynamic — noKasblBaeT AMHAMUYECKME 3aMnNCK.

clear ipv6 neighbors

OunLL@eT KaLw, coaepKawmin MHGOPMaLMIO O COCeHUX YCTPOM-
cTBax, paboTatowwmx no npotokony IPv6. MHdopmaums o ctatm-
YeCKMX 3aMnncsax coxpaHaeTcsa.

KomaHOwb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

OnucaHue KomaHg, pexxmma EXEC npuseaeHo B Tabaumue 5.61.

Tabnnuya 5.61 — KomaHgb! pexkuma EXEC

KomaHoa

3HaueHue

Aelicmeue

show ipv6 interface [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id | loopback loop-
back_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

MoKa3biBaeT HACTPOWKM NpoToKoNa IPv6 ANs yKa3aHHOTO WH-
Tepdelica.

show ipv6 route

MoKa3sblBaeT Tabanuy IPv6-mapLipyTos.

show ipv6 icmp error-inter-
val

MokasbiBaeT HacTpolikn ICMPV6 coobuieHnii 06 ownbKax.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKasaTb AMHaMMUYeCcKue 3anucu B Tabanue mapLipyTMsaLmmn o coceaHmx IPv6 ycTpoiicTBax.

consolef#show ipv6é neighbors dynamic
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Interface IPv6 address HW address State

VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH

Bo3morKHbie cocToAHMA:

INCMP (Incomplete) — Mpoueaypa paspeLlleHns aapeca BbIMNONHAETCA Ha BXOAe. ITO 03HAYaeT, YTo
3anpoc o coceacTBe Obla OTNpaBAeH Ha FPYnNmnoBOi agpec, HO COOTBETCTBYOLEE MOATBEP)KAEHME O
coceAcTBe ele He 6bl10 NoyYeHo.

REACH (Reachable) — MNonoxuTtenbHoe NoATBEPKAEHME O TOM, YTO NyTb A0 COCEAHEro yCTpohCcTBa
dYHKUMOHMPYET BepHO, BbIJI0 NOJIlyYEHO B TeYeHMe nepmnoaa «4ocTuxMmoctn» (ReachableTime, mc). Moka
cocefiHee YCTPOMCTBO AOCTUMNMMO, M 0OMEH NakeTamn UAeT HOPMaJibHO, HUKAKMX cheuunasnbHbIX AeNCTBUi
He npeanpuHUMaeTcs.

STALE — MNonountesibHoE NOATBEPKAEHNE O TOM, YTO MYTb [0 COCEAHEr0 YCTPONCTBA GYHKLMOHMUPYET
BEepHO, 6bIN10 NONYYEHO B TeYeHMe BpemeHun 6onbluero, yem nepuoa « aoctusknumoctn» (ReachableTime, mc).
Moka coceaHee YyCTPOMCTBO AOCTUMKMMO, U OBMeEH NakeTamMu MAOET HOPMaibHO, HUKAKMUX CneumasnbHbIX
OEeNCTBUIN He npegnpuHUMaeTCA.

DELAY — TlonoXKutenbHoe nMOATBEPXKAEHME O TOM, YTO MyTb [0 COCeAHero YCTpoWCTBa
dYHKLMOHUPYET BEPHO, ObINO NOSYYEHO B TEYEHME BpPeMeHM 6OoNbLIero, Yem Nepuos «AOCTUMRMMOCTMY
(ReachableTime, mc) n noBTOpHbIN 3anpoc bbin NepedaH B TeUeHWe UHTepBasa BpeMeHU OTBeAeHHOro Ha
nonbITKy (DELAY_FIRST _PROBE_TIME, cek). Ecniv NnonoXutenbHblh OTBET HE NPUAET B TEYEHUE MHTEepBana
BPEMEHMW, oTBeAeHHOro Ha nonbITKy (DELAY_FIRST _PROBE_TIME, ceK), To cocTosiHMe NyTM A0 COCeAHEero
ycTponcTea nasmeHutca Ha PROBE.

PROBE — 3anpocbl O COCEACTBE MEepUOAMYECKM NEepPesaloTca C WHTEPBANIOM «pPEeTPaHCAALUNY
(RetransTimer, mc) 4o Tex nNop, NoKa He 6yAeT NoAy4YeHO NONOKUTEbHOE NOATBEPKAEHME.

5.15.2 TyHHenunpoBaHue npotokona IPv6 (ISATAP)

dyHKUMA TyHHenunpoBaHuA TpadumKa IPv6 Ha 6ase npotokona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) nosBonsieT ocywecTsnATb nepegavyy TpaduKka IPv6 yepes cetu ¢ agpecaumein |Pva.
Takum o0bpasom, y3nbl c agpecaumeit IPv6, noaaepxusatoLine TyHHennposaHue ISATAP, moryT coobuiaTtbes,
MHKancyanpya TpadumK B NaKeTbl C 3aronoBKom IPv4.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma rnob6anbHOro KOHPUrypmposaHumsa:
console (config) #

Tabnnua 5.62 — KomaHabl pexknuma rnobanbHoro KoHGUrypmMpoBaHus

Komanoa 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
interface tunnel number 1. Co3gaet uHTepdeinc TyHHeNMpPOBaHUA.
number: (1)/- 2. OcyLLLeCTBNAET BXOL, B PEXUM KOHOUTYPUPOBAHUA UHTEP-
delica TyHHeNMpoOBaHMA
tunnel isatap query-interval YcraHaBausaet nepmog mexay DNS 3anpocamu, otnpasnse-
seconds MbIMW 415 aBTOMATUYeCKOro onpeaenerus IP-agpeca
seconds: (10..3600)/10 cek | mapwpyTusatopa ISATAP.
no tunnel isatap query-inter- YcTaHaB/MBaET 3HAaYEHUE MO YMOHAHUIO.
val
tunnel isatap solicitation-in- YcTaHaBAMBAET Nepmos nepesayn 3anpocos, TpebyroLmx
terval seconds seconds: (10..3600)/10 cek | noaTBepxAaeHUA oT MmaplupyTnsatopa ISATAP (B cnydae oT-
CYTCTBMA aKTUBHOrO MapLUpyTU3aTopa).
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no tunnel isatap solicitation-
interval

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO

tunnel isatap robust- number: (1..20)/3

ness number

no tunnel isatap robustness

3apaet kKonmyectso DNS-query 3anpocoB 1 KOAN4YecTBo 3a-
npocos, nepegasaemMblx mapwpyTtmusaTtopy ISATAP B TeyeHne
BPEMEHMU }KM3HU YCTAHOB/IEHHOIO COEANHEHMUA.

MNepuoapl 3anpocos onpeaenaerca Gopmynamu:

- ana DNS: (Bpems *KU3HWM NPUHATOE B OTBETE OT cepBepa
DNS)/(number+1);

- ANA 3anpocoB K mapuwpyTtusaTopy ISATAP: (MMHMManbHoe
BpeMsA XM3HW NpuHAToe B oTeeTe oT ISATAP maplupytum3a-
Topa)/(number+1).

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pextuma myHHeaupo8aHus

BunAa 3anpoca KOMaHAHOM CTPOKM peknma TYHHeNMpPoBaHuUA:

console#configure

console (config) #interface tunnel 1

console (config-tunnel) #

Tabanua 5.63 — KomaHgbl pexxuma TYHHeMpoBaHMA

KomaHoa 3HaveHue

Aelicmeue

tunnel mode ipv6ip isatap

-/BbIK/IIOYEHO

no tunnel mode ipv6ip isa-
tap

BkntouaeT nogaepKKy TyHHeAnpoBaHuA npoTokona IPv6 ve-
pe3 IPv4 npu nomowy ISATAP.
Ona opgHoro u Toro Ke MWHTepdeiica (Hanpumep,
V Ethernet/VLAN) noagep»<ka IPv6-agpecauum u TyH-
He/IMPOBaHUA MOTYT COCyLLLeCcTBOBaTb BMecTe. Bbibop
ucnonb3osBaHua IPv6-agpecaummn uam TyHHeAUMpoOBa-
HuA ByaeT ocywecTsNeH Ha OCHOBaHUU MHGOpMaLmMn
06 IP-agpece HazHaueHuA.

BbIKk/tOYaeT NnoanepKKy TYHHeAMPOBaHMA NpoToKoa IPv6.

tunnel isatap router

router_name -/ AOMEHHbBIM UMEHEM fAB-

nAeTca cTpoka ‘isatap’

no tunnel isatap router

3a4aéT AoMeHHoe UmA Ana TyHHens IPv6. MNonb3osaTtenu ¢ aa-
pecaumeli IPv4 6yayT MMeTb BOSMOXHOCTb AOCTYMa K YCTPOM-
CTBY (YCTPOMCTBO TYHHENIMPOBAHUA) NPY BbINONHEHWUW CTaH-
AapTHoM npoueaypbl DNS.

YcTaHaBAMBaeT 3HAYeHMe Nno YMONYaHULO.

tunnel source
{auto |

ip-address ipv4_address } -/IP-aipec He HasHaueH

no tunnel source

KomaHza Ha3HauaeT NoKanbHbIi IP-agpec TyHHeNo, KOTopbIit
6yLeT UCNoNb30BaTbCA, B KaYecTBe agpeca UCTOUHMKA, NPU OT-
npaBKe NaKeToB.

- auto — IP-agpec byaeT aBTOMaTUYECKN HazHauYeH CUCTEMOIA.

YaanaeT noKanbHbIv IP-agpec TyHHens.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.64 — KomaHab! pexkuma EXEC

KomaHoa

Aelicmeue

show ipv6 tunnel

Moka3biBaeT UHOOPMALLMIO O HACTPOMKAX TYHHEeNA.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOUNTb MHTEpdENC TYHHENMPOBAHUA, Ha3HAYUTb JOMEHHOEe UMA TyHHens — MES2124,
YCTAHOBMTb /IOKaNbHbIN IP-agpec — 192.168.16.88.

console#configure
console (config) #interface tunnel 1

console (config-tunnel) #tunnel mode ipvé6ip isatap
console (config-tunnel) #tunnel isatap router MES2124
console (config-tunnel) #tunnel source ip-address 192.168.16.88

5.15.3 Hactpouka ¢pyHKuum IPv6 RA guard

®dyHKumA IPv6 RA guard npenocTaBnseT 3alWmTy OT aTaK, OCHOBAHHbIX Ha paccblike NoAAe/bHbIX Na-
KeToB Router Advertisement, paspeluas 06paboTKy coobLLEHUI TONBKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KoHGUryprupoBaHus:

console (config) #

Tabnuua 5.65 — KomaHabl pexknuma rnobanbHoro KoHGUrypmMpoBaHus

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 nd raguard
-/BbIKNIOYEHO

no ipv6 nd raguard

Pa3peluaeT KOMMyTaTOpPy KOHTPOANPOBaHWE PyHKUMK IPV6
RA guard.
BobikntoueHue dyHKuum IPv6 RA guard.

ipv6 nd raguard vlan

vian_id vlan_id: (1..4094)

PaspelaeT KoHTpoanposaHue GpyHKummM IPv6 RA guard B
npegenax ykasaHHon VLAN.
- vlan_id — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU peXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnnuya 5.66 — KomaHgbl pexxnma KoHPuUrypuposaHma nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ipv6 nd raguard device-role Bbibop pexkrma paboTbl nopTa.
{ host | router } Jhost - host — 6/10KkMpoBKa Bcex Bxoaawmx RA-coobLieHnit;

- router — ¢punbTpaums RA-coobLLEHNI B COOTBETCTBUM C
HaCTPOEHHbIMU NPaBUAAMMU.

ipv6 nd raguard match ac-

cess-list ac/ acl: (1..32) cumeona

BkntoueHune ACL gns punbTpaumnmn RA-coobLieHui B pexkume
router.
- acl — nma ACL.

ipv6 nd raguard match pre-

fix-list prefix-list

prefix-list: (1..32) cumsona

BkntoueHue prefix-list gnsa punsrpaunn RA-coobuueHuii B pe-
XuUme router.
- prefix-list — nms prefix-list.

ipv6 nd raguard trusted-
port

-/BCe NOpPTbI ABAAKOTCA UN-
trusted

[ob6aBnser nopT B CNUCOK JOBEPEHHDIX.
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5.15.4 Hacrpoitka ¢pyHKuumn DHCPv6 guard

DHCPv6 guard — ¢pyHKUMA, NO3BONAIOLLAA NPeAoTBpaLLaTh NosaBaeHue cTopoHHUXx DHCPv6-cepBepos B

CeTu, paspeLlas Ux UCnosib30BaHWE TOIbKO Ha AOBEPEHHbIX MHTepdencax.

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHuma:

console (config) #

Tabanua 5.67 — KomaHabl pexkmma rnobanbHoro KoHGUrypuposaHua

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHoa

Aeiicmeue

ipv6 dhcp guard
-/BbIKOYEHO

no ipv6 dhcp guard

PaspelwaeT KOMMyTaTOPy KOHTPOAMPOBaHME PYHKL MU
DHCPv6 guard.

BobikntoueHue dyHKkuumn DHCPV6 guard.

ipv6 dhcp guard vlan vian_id
vlan_id: (1..4094)

PaspewaeT KoHTpoanposaHue dpyHKkumm DHCPv6 guard B
npegenax ykasaHHon VLAN.
- vlan —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHOUIypmrpoBaHUA MHTepdelica:

console (config-if)#

Tabnuua 5.68 — KomaHapl

pexuma KoHpurypmposaHua nHtepoeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
ipv6 dhcp guard device- Bblibop pexknma paboTbl nopTa:
role { client | server } - client — coobuweHua TMna «advertise» n «relpy» orépacbisa-
-/client toTCs;

- server — coobueHua Tuna «advertise» n «reply» dpunbTpy-
tOTCA MO YCTAHOB/IEHHbIM NpPaBUaAM.

ipv6 dhcp guard match

. acl: (1..32) cumBona
server accsess-list ac/

BkntoueHune ACL gns punbrpaumnmn DHCPV6-coobLeHmit.
- acl — wmsa ACL.

ipv6 dhcp guard match re-

ix-list: (1..32
ply prefix-list prefix-list prefix-list: (1..32) camsona

BkntoueHwue prefix-list ans punvrpaumm DHCPV6-coobLLeHUN.
- prefix-list — uma prefix-list.

ipvé dhcp guard trusted-
port

no ipv6 dhcp guard
trusted-port

-/BCE NOPTHI ABAAKOTCA UN-
trusted

[ob6asnser NopT B CNNCOK A0BEPEHHDbIX. A 40BEPEHHbIX
MOPTOB paspelLeHbl BCE TUMbl COOBLLEHNIA.

Ypanaet nopT U3 CNUCKa JOBEPEHHbIX.

5.16 Hactpo#Ka npoToKkonos

5.16.1 HacTtpoitKka npotokosna DNS — cuctembl JOMEHHbIX UMEH

OcHoBHoW 3agaveli npoTokona DNS asnnercs onpegeneHue IP-agpeca y3na cetu (xocTta) no 3anpocy,
basa [AaHHbIX COOTBETCTBMI AOMEHHbIX WMMEH Y3/710B CETU W

cogepawemy ero AomeHHoe WUMA.

cooTBeTCTBYIOWMX UM IP-agpecos BegeTtcAa Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHoro KoHdUrypuposaHus:

console (config) #
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Tabnnuya 5.69 — KomaHpgbl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

Aelicmeue

ip domain lookup

Pa3spewaet ucnonb3osaHune npotokosaa DNS.

no ip domain lookup

3anpelaeT Mcnonb3oBaHWe npotokosaa DNS.

ip name-server
server_ipv_address_list

Onpegaenset IPv4/IPv6-agpeca aoctynHbix DNS-cepsepos. MoxHo onpegenuts IP-agpeca
AN19 BOCbMM cepBepoB. |IP-aapeca cepBepoB HEO6X0AMMO 3anucbiBaTb Yepes npoben.

no ip name-server
[server_ip_address1 ...
server_jp_address8]

Ypansaert IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.

ip domain name name

OnpegpenseT JOMEHHOe MMA N0 YMOIYaHUIO, KOTopoe ByaeT MCNoab30BaTbCA MPOrPamMMOld,
ANA [ONONHEHUA HENPABU/IbHbBIX LOMEHHbIX UMEH (JOMEHHbIX UMeH 6e3 Toukn). ns someH-
HbIX UMeH 6e3 TOYKM B KOHel, UMeHn byaeT 406aBNATbCA TOYKA M YKa3aHHOE B KOMaHAe A0-
MeHHoe uma. Uma gomkHo cogepatb 1 go 158 cumsonos.

no ip domain name

Yaansaer 4OMeHHOE UMS MO YMOJIHaHUIO.

ip host name ip_address1
[ip_address2 ... ip_ad-
dress4]

Onpepenset cTaTUYECKME COOTBETCTBMA UMEH Y3108 ceTu IP-agpecam, obaBaseT ycTaHoB-
NeHHOoe COOTBEeTCTBME B KaLW. MmAa moxKeT cogeprKaTb oT 1 Ao 158 cumsonos. MoKHO onpege-
nTb 8o yeTbipex IP-agpecos.

no ip host name

Ypanaet ctaTtMyeckne cOOTBETCTBMA MMEH Y3/10B ceTu IP-agpecam. Mima moxKeT coaeprKaTb OT
1 po 158 cumsonos.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKM B pexxkume EXEC:

console#

Tabnunua 5.70 — KomaHgb! pexkuma EXEC

KomaHoa

Aeiicmeue

clear host {name| *}

Ypansaer 3anvcb COOTBETCTBMA MMEHM y3na ceTu IP-aapecy Kawwa nbo Bce 3anucu (*). Uma
OOMKHO coaepaTtb oT 1 4o 158 cumBonOoB.

show hosts [name]

OTobparkaeT LOMEHHOE UMSA N0 YMONYaHMIO, cnMcok DNS-cepBepoB, cTaTUYECKUE U KILLMPO-
BaHHble COOTBETCTBMA MMEH Y3108 ceTu 1 IP-agpecos.

Mpu MCNONb30BaHWM B KOMAHAE MMEHM y3/1a CeTU, 0OTObparkaeTca COOTBETCTBYIOWMIN emy IP-
agpec. ma ponxHo copepxatb oT 1 o 158 cumsonos.

[Tpumepbl UCNoAb308aHUS KOMAHO

"  Wcnonb3osaTb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTtaHOBUTL A0-

MeHHOEe UMA NO YMOTHYaHUIO - mes:

consolef#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain-name eltex-sw-1

"  YCTaHOBUTb CTaTM4YeCKOe COOTBETCTBME: y3e/l CeTU C UMEHeM eltex.mes nmeet IP-agpec

192.168.16.39:

console#configure
console (config) #ip host eltex.mes 192.168.16.39
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5.16.2 Hactpoiika npotokona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus agpecosB) — MPOTOKOJ KaHa/lbHOro
YPOBHS, BbINOJIHAOWMI PyHKUMIO onpeaeneHma MAC-agpeca, Ha OCHOBaHUM coAeprKallerocs B 3anpoce IP-
agpeca.

KomaHOb! pexcuma 2106016H020 KOHU2YPUPOBAHUSA

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXxume rnobanbHOro KOHGUrypupoBaHuA:

console (config) #

Tabanuya 5.71 - KomaHgb! pexkuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
arp ip_address mac_ad- '
dress [gigabitethernet dopmat  ip_address [JobasnaeT cTaTUyeckyto 3anuch cootsetcTana IP u MAC-agpe-
gi_port | fastethernet A.B.C.D; coB B Tabanuy ARP oA yka3aHHOro B KOMaHAe uHTepdelica.
fa_port | port-channel dopmar mac_address : - ip_address — IP-appec
group | HH.H - mac_address — MAC-agpec
vlan vian_id] H:H:H:H:H:H
H-H-H-H-H-H;

no arp ip_address [giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group|

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

Ypanaet ctatnyeckyto 3anuce cootsetcteusa IP n MAC-agpecos
n3 Tabnanubl ARP gns yKazaHHOro B KomaHze nHtepdelica.

arp timeout seconds

no arp timeout

seconds: (1..40000000)/
60000 cek

HacTpavBaeT Bpems KU3HM AMHAMUYECKUX 3anucelt B Tab-
nuue ARP (cek).

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.72 — KomaHgb! pexxkuma privileged EXEC

KomaHoa

3HaveHue

Aelicmeue

clear arp-cache

Ypanset Bce AnHamunyeckne 3anuncu us ARP Tabaumubl. (Ko-
MaH/a A0CTyMNHa TONIbKO A8 NPUBUAETMPOBAHHOMO NO/b30Ba-
Tens).

show arp

[ip-address ip_address |
mac-address mac-addres |
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

ip-address: (A.B.C.D)
mac-address: (H.H.H naun
H:H:H:H:H:H nan
H-H-H-H-H-H);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Moka3sbliBaeT 3anucu ARP-Tabauubl: Bce 3anucu, Guabtp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec;

- gi_port — Homep nHTepdeiica Gigabit Ethernet;

- fa_port — Homep nHTepdeica Fast Ethernet;

- group — rpynna KaHanos.

show arp configuration

MoKasbliBaeT rnobanbHyto KoHdurypaumnio ARP u KoHourypa-
uunto ARP gns nHtepdelicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIK/IIOYEHO

OTKNKOYAET peXknm NPoKCcUpoBaHUa ARP-3anpocoB ANs KOM-
myTaTtopa.

Bkatoyaet pexxkum npokcmposaHua ARP-3anpocoB ana Kommy-
TaTopa.
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KomaHObI pexcuma KoHgpu2ypuposaHue UHmepagelica

Bua 3anpoca KomaHAHOM cTPOKKM B pexume interface configuration:
console (config-if) #

Tabnuua 5.73 — KomaHabl pexxkuma interface configuration

KomaHoa 3HaveHue Aeilicmeue

OTKAto4vaeT pexxmum npokcmposaHua ARP-3anpocoB Ha HacTpa-

ip proxy-arp
MBaemoM uUHTepoeiice.

-/BbIK/IIOYEHO
Bkatoyaet pexkum npokcmposaHua ARP-3anpocoB Ha HacTpau-

no ip proxy-ar o
P proxy-arp BaeMoM UHTepdodelice.

HacTpanBaeT BpemMa }KM3HM AMHAMMUYECKMX 3anuceit B Tab-
nuue ARP (cek) gns HacTpanBaemoro uHTepdelica.
YcTaHaBAWBaET 3HaYeHMe Mo YMOYaHMIo (yCTaHaBAMBaETCA
rnobanbHo).

arp timeout seconds

seconds: (1..40000000)
no arp timeout

[pumepbl UCI016308AHUA KOMAHO

= [106aBMTb cTaTU4YecKylo 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBUTb BPEMS }KU3HWU AMHAMMYECKUX 3anuceit B ARP-Tabanue — 12000
cekyHa;
console#configure
console (config) #arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2

console (config) #exit
consoleffarp timeout 12000

= [lokasaTtb cogeprkmumoe ARP Tabaunubl:

console#show arp

vlian 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 HacTtpowka npotokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumn. MNpoTokon nossonsieT
pacnpocTpaHntb no cetn umaeHtTuodukatopbl VLAN. OcHoBHOM ¢yHKumMel npoTokosa GVRP asnsetcs
0obHapyKeHne nHPopmaLmm 06 oTCyTCTBYIOWMX B Base AaHHbIX KommyTaTopa VLAN-ceTax npu noayveHun
coobueHnin GVRP. Nonyuns nHpopmaumio 06 otcytcreyowwmx VLAN, KommyTaTop gobasnseT ee B cBoto 6asy
OaHHbIX.

KomaHObI pexcuma 21060s16H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.74 — KomaHAb! pexxnuma rnobanbHOro KOHGUrypmposaHus

3HayeHue/3HayeHue no .
KomaHda Jeilicmeue
YMOAYAHUIO
gvrp enable BkntoyaeT ncnonbsosaHme npoTokosia GVRP kKommyTtaTtopom.
-/BbIK/IIOYEHO
no gvrp enable BblkntovaeT ncnonb3osaHne npotokona GVRP kommyTtatopom.
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KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexKMMe KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| fastethernet
fa port|port-channel group}

console (config-if) #

Tabanua 5.75 — KomaHzabl pexkuma KoHourypmuposaHus nHtepderica Ethernet, rpynnol uHtepdericos

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
gvrp enable BkntouaeT ncnonbsosaHme npotokona GVRP Ha HacTpaunsae-
MOM UHTepdeiice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonbsosaHue npotokona GVRP Ha HacTpauBae-
MOM UHTepodeiice.
garp timer {join | leave | timer value: YcTaHaBAMBaET 3HaYeHuA Taimepos NpoTokona GARP (onuca-
leaveall} timer_value (10..2147483640) mc/ HVI.e Talimepos npvBeaeHo B Tabnuue 5.77).
3HaueHus Mo yMonuaHmio: | - timer_value — 3HayeHue Talimepa ([,0/1XKHO BbITb KPaTHO
join: 200 mc; 10).
no garp timer leave: 600 Mc; YCTaHOBUTb 3HAaYEHUA MO YMONYAHUIO.
leaveall: 10000 mc
gvrp vlan-creation-forbid 3anpewaet AMHamMyecKkoe usmeHeHune unm cosganune VLAN
/1A HacTpanmBaemoro nHTepdeica.
- -/paspelueHo A P P
no gvrp vlan-creation-for- Paspeluaet guHammyeckoe nsmeHeHune nam cosgaHme VLAN
bid [O/1A HAacTpamMBaemoro nHtepdeiica.
vrp registration-forbid BbinonHsaeT cHATMe pernctpaumm ana scex VLAN n He gonyc-
gvrp reg Mo ymonyaHuio co3ganue n P paumm A Aony
KaeT co3aaHna nnam perncrpaumm Hosbix VLAN Ha AaHHOM UH-
peructpauma VLAN Ha nH- o
o Tepdelice.
- - - Tepodelice paspelleHa
no gvrp registration-forbid YcTaHaBAUBAET 3HAYEHMeE MO0 YMONYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHua VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHms VLAN:
console#configure

console (config) #interface vlan vian id
console (config-if)#

Tabnnua 5.76 — KomaHpgbl pexkuma KoHpurypuposaHuma VLAN

3HaveHue/3Ha4yeHue »
KomaHda / Aeilicmeue
no ymoa4aHuro
gvrp advertisement-forbid 3anpewaeT aHoHcuposaHue VLAN no npotokony GVRP.
no gvrp advertisement-forbid — OTmeHsAeT 3anpeT Ha aHoHcuposaHue VLAN no npoTokony
GVRP.
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Tabnuuya 5.77 — OnucaHue Tanmepos GARP

Tailimep GARP 3HayeHue

Join Timer Onpeaenset UHTepBaa Nepeaayn 3anpocoB Ha NpucoeanHexue B rpynny VLAN (ama-
nasoH 3Ha4yeHuni ot 10 ao 2147483640 MUNANCEKYHA, 3HAYEHUE MO YMOYAHUID —
200 MUNUCEKyHA).

Leave Timer Onpeaenser MHTepBas, KOTOPbIM UHTepdeic byaeT oxuaaTb nepen, BbIXO4OM W3
rpynnbl VLAN (avnanasoH 3HayeHuit ot 10 Ao 2147483640 MUNNNCEKYHA, 3HAYEHME NO
yMmon4yaHutio — 600 MUNIUCEKYHA).

71 3HayeHue Leave Talimepa A0/mKHO 6biTb 60sblie UM paBHO Tpem 3Haue-
HuAM Join Talimepa.

LeaveAll Timer OnpegnenseT MHTepBas, KOTOPbIM UHTepdeiic ByAeT oxuaaTb Nepes, oTNPaBKoM 3a-
npoca LeaveAll Ha nonHoe oTkAoyeHune oT rpynnbl VLAN (guana3oH 3HayeHui ot 10
00 2147483640 MUNANCEKYHA, 3HAYEHME NO YMON4aHNI0O — 10000 MUNANCEKYHA,).

V 3HauveHue LeaveAll Talimepa [0AKHO 6biTb HAMHOro 60sblue 3Ha4YeHUA
Leave Taiimepa.

3HaueHuna GARP TalimepoB A0/1KHO 6bITb 0AMHAKOBbIM ANA BCEX B3aUMOLENCTBYHOLLUX
yctpoicts. Ecnam 3HaueHua Taiimepos 6yayT OTIMUATLCA, TO KOMMYTATOP MOXKET HEKOp-
PeKTHOo paboTtatb no npotokony GVRP.

TUBHO onpeAeneHo NyTem yCTaHOBKU 3HayeHuUsa PVID Ha HeTerMpoBaHHOM NOpPTy.

MHTepdeiic, HacTpoeHHbII B pexxume nopta goctyna (Access port), He moxeT paboTtaTb
no npotoKony GVRP, NOCKO/NbKY OH Bcerga ABAAETCA YIeHOM TOJIbKO O4HOM rpynnbl
VLAN.

/ Bsaumo,qeﬁcmue HEeTermpoBaHHOrNo NOpPTa C TerMpoBaHHbIM MOXKeET 6bITb dAMUHUCTPAa-
L]

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.78 — KomaHgb! pexxkuma privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

clear gvrp statistics [giga- . OunLaeT HaKOMNAEHHYIO CTaTUCTUKY NpoTokona GVRP.

. . gi_port: (1..3/0/1..28);
bitethernet gi_port | ; ' (1.3/0/1. 24):
fastethernet fa_port | a_port: (1..3/0/1..24);

roup: (1..16).
port-channel group] group: ( )

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 5.79 — KomaHabl pexmma EXEC

KomaHoa 3HaveHue Aelicmsue
show gvrp configuration [gi- Moka3sbiBaeT KoHUrypauuio npotokona GVRP gna ykasaH-
. ; gi_port: (1..3/0/1..28); i 6 o
gab|tethernet gi_port I HOro MHTepd)emca, Moo Ansa scex MHTepd)eMCOB.
fastethernet fa_port | fa_port: (1..3/0/1..24);
group: (1..16).
port-channel group]
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show gvrp statistics [giga-
bitethernet gi_port |
fastethernet fa_port |

port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

MNMoKa3blBaeT HaKOMJEHHYI CTAaTUCTUKY No npoTokoay GVRP
AN19 YKa3aHHOro uHtepodelica, 1Mbo ana Bcex MHTepdeicos.

MoKa3blBaeT CTaTUCTUKY MO OWMbKam nNpu paboTe NpoTo-
Kona GVRP ana ykasaHHoro uHtepdeiica, imbo gna Bcex uH-
Tepdelicos.

5.16.4 MexaHu3sm obHapyxeHua netenb (loopback-detection)

[aHHbI MexaHM3M MO3BOAET YCTPOWCTBY OTCAEXMBATbL 3aKO/bLLOBaHHbIE NOPTLl. MeTna Ha nopty
ob6HapyKMBaeTcA NYTEM OTCbIIKM KOMMYTAaTOPOM ppeiima ¢ agpecom HasHaYeHUs, COBMNAAaoOWMM C OGHUM

n3 MAC-agpecoB ycTpoicTBa.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOro KOHGUIyprupoBaHua:

console (config) #

Tabanua 5.80 — KomaHzabl pexkmMma rnobanbHoro KoHGUrypuposaHusa

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIKNIOYEHO

Bkntovaet mexaHusm 06Hapy)KEHMH neTtesib ANA KOMMYyTaTopa.

BoccTaHaBnmBaeT 3HaYeHMe no YMOANYaHUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (1..60)/ 30 cekyHz,

YcTaHaBAunBaeT nHTepBan mexay loopback-pperimamu.
- seconds — WHTepBan BpemeHn mexxkay LBD dpperimamu.

BoccTtaHaBanBaeT 3HaYeHMe No YMONYAHUIO

loopback-detection mode
{src-mac-addr|base-mac-

addr | multicast-mac-addr}

-/src-mac-addr

YcTaHaBAMBAET peXKMM OOHapPYKeHUA NneTenb:

- src-mac-addr — onpegenset, yto MAC-agpec HasHayeHusa —
MAC-agpec untepdelica;

- base-mac-addr — onpegenser, uto MAC-agpec HasHayeHus
— MAC-aapec ycTpolicTsa.

- multicast-mac-addr — B KayecTBe afpeca HazHa4YeHuUA 1c-
Nonb3yeTcs rpynrnoBov agpec

loopback-detection
vlan-based

no loopback-detection
vlan-based

-/BbIKNIOYEHO

BkAtoyaeT pexknm obHapykeHus netam 8o VLAN. Mpu Hanu-
yum netnm Bo VLAN pgaHHasa VLAN byaet 3a610KMpoBaHa Ha
nopTy, Ha KOTOpom bblna obHapy:KeHa neTna.

OTK/OYaeT pexknum obHapyKeHus netam 8o VLAN.

loopback-detection vlan-
based recovery-time sec

no loopback-detection
vlan-based recovery-time

sec: (30..1000000)/BbiKAt0-
yeHo

3agaeT Bpemsa B CeKyHAaX, B TedeHue koToporo VLAN Ha nopTy
6yaeT HaxoANUTbCA B 3a6IOKMPOBAHHOM COCTOAHMUMN.

VLAN Ha nopty, B KOTOpOoM b6bls1a 06HapyKeHa neTns, He byaer
pa3bnoKMpoBaHa aBTOMATUYECKM.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepagelica (duanasoHa uHmepgelicos) Ethernet,

UHmepdgelica epynnel NopmMos

BuAa 3anpoca KOMaHAHOW CTPOKM B pPeXMME KOHPUrypmpoBaHua nHtepdeica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port|

fa port|port-channel group}
console (config-if)#

fastethernet
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Tabnnuya 5.81 — KomaHgbl pexxnuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnbl nHTepdeicos

3HayeHue/3HayeHue no .
KomaHoa Aeilicmeue
yMoA4YaHuro
loopback-detection enable BKntoyaeT mexaHn3m obHapyKeHua neTesb Ha NOPTy
no loopback-detection -/BbIKOYEHO
enable BoccTaHaB/IMBaAET 3HaUYeHMeE MO YMONYAHUIO

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 5.82 — KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue

OTobparkaeT cocToaHue mexaHnsma loopback-detection.
igabitethernet gi_port - gi_port — Homep nHTepdeiica Gigabit Ethernet;
[eig gi_port | fa_port: (1..3/0/1..24); gLp b urTepeiica Gig
fastethernet fa_port | - fa_port — Homep nHTepdeliica Fast Ethernet;
group: (1..16)
port-channel group] - group — rpynna KaHanos.

show loopback-detection gi_port: (1..3/0/1..28);

5.16.5 CemeiicTtBo npotoKonos STP (STP, RSTP, MSTP)

OcHoBHoOW 3aaayelt npotokona STP (Spanning Tree Protocol) siBnsetca npuseaeHne cetu Ethernet c
MHOKECTBEHHbIMM CBA3AMM K APEBOBUAHON TOMOJIOrMM, UCKAOYAIOWEN UMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHOUIYPaAUMOHHBIMK COOBLLEHMAMM, WUCMONb3YS Kaapbl crneuuanbHoro dopmara, u
BbIBOPOYHO BK/IOYAIOT M OTK/KOYAIOT Nepeaayy Ha nopTbl.

Rapid (bbicTpbiit) STP (RSTP) ABnseTca ycoBeplueHCTBOBaHMEM MpoTokosa STP, xapakTepusyeTtcs
MEeHbLUMM BpeMeHeM NPUBEAEHMUA CETU K APEBOBUAHON TONOAOMMM U MMeeT 6oee BbICOKYHO YCTOWYMBOCTD.

Mpotokon Multiple STP (MSTP) sBndetca Hambonee coBpeMeHHoOM peanusaumeinn STP,
nogaeprkmpatoweir mncnonbsosaHne VLAN. MSTP npegnonaraet KoHourypuposaHue Heobxoanmoro
KOJIMYECTBA 3K3EMMIAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBMcMMOCTM OT umncaa rpynn VLAN Ha
KomMmyTaTope. Kaxablit 3K3emMnaap MOXKeT cofeprkaTb Heckosibko rpynn VLAN. HegoctaTkom npoToKona
MSTP saBnaeTcs To, YTO Ha BCEX KOMMyTaTopax, B3aumogencTaytowmx no MSTP, fonkHbl 6bITb 04MHAKOBO
CKOHOUrypupoBsaHbl rpynnbl VLAN.

MexaHu3m Multiprocess STP npeaHasHa4yeH Ana co3AaHMA He3aBucumblx aepesbes STP/RSTP/MSTP
Ha nopTax yCcTponcTea. M3ameHeHUA COCTOAHUA OTAE/IbHOrO AepeBa He OKAa3bIBAlOT BAMAHUA Ha COCTOAHUE
ApYrnx AepeBbeBs, YTO NO3BOIAET NOBbICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NepecTpoeHns aepeBa B
cnyyae 0TKas3o0B. [1pn KoHPUrypmpoBaHUKU caeayeT UCKAOUYUTb BO3MOXHOCTb BOSHMKHOBEHUA KONewl, Mexay
nopTaMm-4sieHaMm pasHbIx AepesbeBs. 1A 06CNyKUBAHUA U30NIMPOBaAHHbIX AePEBLEB B CUCTEME CO34aETcA
OTAENbHbIN npouecc Ha Kaxagoe pgepeBo. C  MNpPoOLECCOM COMOCTABAAKOTCA MNOPTbl  YCTPOMCTBA,
npuMHagnexKawme gepesy.

V MaKcumanbHO A40NYCTUMOE KOIMYecTBo 3k3emnaapos MSTP ykasaHo B Tabauue
2.9.
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5.16.5.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexmnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabnnua 5.83 — KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

spanning-tree

no spanning-tree

PaspewaeT ncnonb3oBaHne KOMMYTAaTOPOM NPOTOKoAna STP.

3anpelaeTt UCnoab3oBaHMe KOMMYTAaTOPOM MPoToKoa STP.

spanning-tree mode {stp |
rstp | mstp}

no spanning-tree mode

-/RSTP

YcTaHaBAUBAET peXmMm paboTbl NpoToKosa STP:

- stp — |IEEE 802.1D Spanning Tree Protocol;

- rstp — |IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — |EEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBaeT UHTepBas BpeMeH#, 3ana‘~IVIBaeMblﬁ Ha npo-
caywunsaHue n nsydyeHue COCTOAHUM nepeg nepekntoyeHnem B
COCTOAHME Nepepayn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaAET MHTEPBA/ BPEMEHU MEXAY Nepesadamu WUpo-
KoBelaTeibHbIX coobuieHnit «Hello» K B3aumoaencTeyoLMM
KOMMYyTaTOpam.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree loopback-guard

no spanning-tree
loopback-guard

PaspelsaeT 3awuTy, BbiKAOYaoLWyo Atoboin MHTepdenc npu
npuveme naketos BPDU.

3anpeLaeT 3aWmTy, BbIKAOYAOLWYO NUHTEpdec npu npuéme
naketos BPDU.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa XU3HW cBasyloLwero gepesa STP.

YcTaHaBAMBaET 3HAYEHWe Nno YMONYaHULO.

spanning-tree priority priority

no spanning-tree priority

priority:
(0..61440)/32768

Hactpansaet npuoputeT cBasytowero aepesa STP.

V 3HaueHMe NpUopUTeTa A,O0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

-/long

YcTaHaBAuBaeT MeTog, onpeaeneHns LeHHOCTU NyTH.
- long — 3HayeHMe LeHHOoCTM B granasoHe 1..200000000;
- short — 3HayeHMe LeHHOCTU B AManasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree bpdu {filtering |
flooding | bridging}

no spanning-tree bpdu

-/flooding

Onpegensaer pexxum 06paboTkn naketos BPDU nHTepdelicom,
Ha KOTOPOM BbIKNOYEH NPOTOKOA STP.
- filtering — Ha uHTepdelice ¢ BbIKNOYEHHBIM NPOTOKONMOM STP
BPDU nakeTbl punbTpytoTcs;
- flooding — Ha MHTepdeiice ¢ BbIKNOYEHHbIM NPOTOKONAOM STP
HeTernpoBaHHble BPDU nakeTbl nepeaatoTca, TerMpoBaHHble —
dunbTpytoTCSH;
- bridging — Ha uHTepdelice ¢ BbIKNHOYEHHbIM NPOTOKOIOM STP
BPDU nakeTbl nepegatoTca.
[aHHasa komaHAa o6pabaTtbiBaeT TonbKo STP BPDU
’ n He ¢punbrpyet PVST BPDU ¢ DST MAC
01:00:0c:cc:cc:cd

YcTaHaBAWBaeT 3HaYeHne Mo YMONYAHUIO.

spanning-tree process pro-
cess_id

no spanning-tree process pro-
cess_id

process_id: (1..31)/0

KomaHaa cosgaet oTae/ibHbI NPOLECC M NEPEBOAUT KOMaHA-
HbI MHTEpOEWNC B pEXKUM ero KoHPUrypmpoBaHus.

Ypanaet yKasaHHbIl npouecc.
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Mpu 3agaHumn Takux napameTpos STP, Kak forward-time, hello-time, max-age Heo6xogumo,
yTo6bI BbINOIHANOCH C/leaylolee COOTHOLEHUE 3TUX NapamMeTpoB:
2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHpu2ypuposaHua uHmepgelica Ethernet, uHmepdghelica epynnsi _nop-
mos

Bug, 3anpoca KOMaHAHOM CTPOKK B pexknume KOHPUrypupoBaHus nHtepdeiica Ethernet, uHtepdeica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.84 — KomaHabl pexkuma KoHpurypmposaHus nHtepdeiica Ethernet, rpynnbi noptos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuio

Aelicmeue

spanning-tree disable

no spanning-tree disable

-/paspelueHo

3anpewaet paboTy npotokona STP Ha KOHGUTYpPUPYyEMOM WUH-
Tepdelice.

PaspewaeT paboTy npotokona STP Ha KOHPUTYpMpPyeMOMm UH-
Tepdelice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/
cMm. Tabanuy 5.85

YcTaHaBAMBAET LLEeHHOCTb NYTK Yepes BbibpaHHbIN MHTepdelic.

YcTaHaBAMBAET 3HaUYEHMe, onNpeaensieMoe Ha OCHOBaHUU CKO-
poCTU NopTa U MeToAa onpeseneHus LLeHHOCTU NyTu, Tabanua
5.85.

spanning-tree port-priority pri-
ority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAnBaeT npuopuTeT nHTEpdelica B CBA3yIOLWEM AepeBe
STP.

V 3HaueHMe NpUoOpUTETa J,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree portfast [auto]

no spanning-tree portfast

BK/lOYaET perkKMM, B KOTOPOM MNOPT MPU NOAHATUM Ha HEM
JIMHKa Cpasy CTaHOBUTCA B COCTOAIHME Nepesayn, He L0KMaa-
ACb UCTEYEHMA Talmepa.

- auto — f06aBNAET 3a4EPHKKY 3 CEKYHAbI Nepes, nepexosom
B COCTOAAHME nepesayn.

BbIKNtOYaeT peXxmm mMOMeHTanbHOro nepexoga B COCToOAHUE
nepenavyn no NOAHATUIO IMHKa.

spanning-tree guard root

no spanning-tree guard root

-/3au.|,v1Ta BbIK/1lO4YEHa

BK/IIOYaET 3aLUUTY KKOPHA» ANA BCEX CBA3YIOLLMX AepeBbeB
STP BbIObpaHHOro nopTa. JaHHas 3alimTa 3anpeLLaeT UHTep-
deicy H6bITb KOPHEBLIM NOPTOM KOMMYTaTOpPA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree bpduguard

no spanning-tree bpduguard

-/3aumTa BbIKAOYEHa

PaspelwaeT 3alwmTy, BbIKAOYalOLWLYO UHTEPdENC NpU NpUéme
naketos BPDU.

3anpeLaeT 3alWmTy, BbIK/IHOYAKOLWLYO MHTepdenc Npu npuéme
naketos BPDU.

spanning-tree link-type {point-
to-point | shared}

no spanning-tree link-type

-/onsa gynnexkcHoro
nopTa «TOYKa-TOYKa»,
AN NONYAYNNEKCHOro

— «Pa3BETB/IEHHbIN»

YcraHaBauBaeT npoTokon RSTP B nepepatoLee coctoaHme m
onpegenser TMN CBA3W A1 BbIOPAHHOrO NOPTa — KTOYKa-
TOYKa», «Pa3BETBAEHHbIN.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpegenseT pexknum 0b6paboTkm naketos BPDU nHTepdeincom,
Ha KOTOPOM BbIK/tOYEH NpoToKon STP.

- filtering — Ha nHTepdelice ¢ BbIK/OYEHHbIM MPOTOKO/IOM
STP BPDU nakeTbl punbTpytoTCcs;

- flooding — Ha nHTepdeiice c BbIKNHOYEHHbIM MPOTOKO/IOM
STP HeTernpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaH-
Hble — GUNbTPYIOTCA.

[aHHas KomaHza obpabatbiBaeT TonbKO STP bpdu 1 He dunb-
TpyeT PVST BPDU ¢ DST MAC 01:00:0c:cc:cc:cd

YcTaHaBAWBaeT 3HaYeHUe Mo YMONAYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpewgaet npuem BPDU c ¢pnarom TCN.

Paspewwaet npuem BPDU c ¢pnarom TCN.
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spanning-tree binding-process
process_id

no spanning-tree binding-pro-
cess

process_id: (1..31)/0

MpuBeA3bIBaET NOPT K yKasaHHOMY npoueccy. Mo ymonyaHuio
BCE MOPTbl YNPABAAIOTCA HY/1EBbIM NPOLLECCOM.

BoccTaHasnmBaeT NpMBA3KY NopTa N0 YMOAYAHUIO

Tabnnua 5.85 — LleHHOCTb NyTH, YCTAaHOB/IEHHAsA NO YMOIYaHuUIo (spanning-tree cost)

. Memod onpedeneHus yeHHocmu nymu
Unmepdpelic
Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19

KomaHObI pexcuma KoHgu2ypuposaHus depesd

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console (config-mstp-process) #

Tabanua 5.86 — KomaHgb! pexxkuma privileged EXEC

KomaHoa 3HaueHue

Aelicmeue

spanning-tree forward-time
seconds
seconds: (4..30)/15 cek

no spanning-tree forward-

YcTaHaBAMBaET AN KOHGUIYpPMPYEMOro nNpoLiecca MHTepBasn
BPEMEHMU, 3aTPaunBaeMblii Ha NPOCAYLINBAHME U U3yYeHMe CO-
CTOSAIHMI Nepeg, NepeKkNloYeHNEM B COCTOSHME KOMMYTALMU.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

seconds: (1..10)/2 cek

no spanning-tree hello-time

time
spanning-tree hello-time sec- YcTaHaBAMBAET MHTEPBa BPEMEHM MEXKAY Nepesadyamu Win-
onds pokoBeLlaTeNbHbIX cooblieHui «Hello» kK B3aumopaeiicTayto-

MM KOMMYTaToOpam.

YcTaHaBAMBaET 3HAYEHWe no YMONYaHULO.

spanning-tree max-age sec-
onds
no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpems KU3HM cBasytoLero aepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst in-
stance_id priority priority

instance_id: (1..4094);
priority:
(0..61440)/32768

no spanning-tree mst in-
stance_id priority

YcTaHaBAWBaET 3Ha4YeHMe NpUopuTeTa KOMMYTaTOpa B Bbl-
6paHHOM 3Kk3emnaape MST.

- instance_id — sk3emnnap MST;

- priority — npuoputeT KOMMyTaTopa.

Vb 3HaueHue NpMopuTeTa [0NMKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHune npuopuTeTa N0 yMmon4aHuUlto.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.87 — KomaHgb! pexxuma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

show spanning-tree [pro-
cess process_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

process_id: (1..31)/0;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

MoKa3sbiBaeT KoHdUrypaumio npotokosna STP gna BbibpaHHOro
npouecca
-process_id — Homep npouecca.

show spanning-tree [de-
tail] [active | blockedports]
[process process_id]

process_id: (1..31)/0

MokasbiBaeT NoApobHy0 MHOOPMALMIO O HACTPOIKe NpPOTO-
Kona STP, nHbopmauuio 06 akTUBHbLIX UM 3aBNOKMPOBAHHDBIX
noprax
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clear spanning-tree de-
tected-protocols [interface
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Mepe3anyckaeT npouecc MUrpaLmm NnpoTokona. 3aHOBO NPOUC-
XoauT nepecyér gepesa STP.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

OnucaHue KomaHA, pexknma EXEC npeacraBneHo B Tabaumue 5.88.

Tabanuya 5.88 — KomaHgbl pexkuma EXEC

KomaHoa

3HayeHue

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Moka3biBaeT pexxum obpaboTku naketoB BPDU Ha nHTepdeit-
cax.

5.16.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUryprupoBaHusa:

console (confiqg) #

Tabnunua 5.89 — KomaHabl pexnma rnobanbHOro KoHGUrypmpoBaHua

3HayeHue/3HayeHue no

KomaHoa Aelicmesue
YMOAYAHUIO
spanning-tree PaspeluaeTt ncnonb3oBaHne KOMMYTaTOPOM NMpoToKosa STP.
no spanning-tree - 3anpeLaeT UCNoib30BaHME KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXMm paboTbl NpoToKona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YCTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
spanning-tree pathcost YcTaHaBAMBaAET METO/ OnpeaeeHUs LEHHOCTU NyTH.
method {long | short} - long — 3HayeHue LeHHoCTU B aAnanasoHe 1..200000000;
-/long - short — 3HauyeHue UeHHOCTU B AMana3oHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst in-
stance_id priority priority

no spanning-tree mst in-
stance_id priority

instance_id: (1..4094);
priority: (0..61440)/32768

YcTaHaBAuBaeT NpUopUTET AN aHHOrO KOMMYyTaTopa nepes,
OCTaNIbHbIMM, UCMONb3YIOLWMMM 06WMiA 3k3emnaap MSTP.

V 3HaueHue NpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst max-
hops hop_count

no spanning-tree mst max-
hops

hop_count: (1..40)/20

YcTaHaBAnBaeT MaKCMMaNbHOE KOIMYECTBO TPAH3UTHbIX
y4YacTKoB g5 naketa BPDU, Heobxoaumsbix ana dopmuposa-
HUWA AepeBa U yaepKaHua nHbopmaLmm o ero ctpoeHun. Ecam
MakKeT y}Ke npoLen MakCMmMaabHOe KOJIMYECTBO TPAH3UTHbIX
Y4aCTKOB, TO Ha CeAytoLLeM y4acTKe OH OT6pacbiBaeTcs.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexxum KoHbUrypmupoBaHus npotokoaa MSTP.
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KomaHObI pexcuma KoHgpu2ypuposaHusa npomokosaa MSTP

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KOHPUrypmposaHma npotokona MSTP:

console#configure
console (config) #spanning-tree mst configuration
console (config-mst) #

Tabnumua 5.90 — KomaHapl

peXKMma KOHPUrypupoBaHUA npoTtokona MSTP

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vlan_range

instance_id: (1..4094);
vlan_range: (1..4094)

Co3paaeT COOTBETCTBME MENKAY IK3EeMNIAPOM NpoToKona MSTP
n rpynnamm VLAN.

- instance-id — naeHTUOMKATOpP 3K3emnaapa NPOTOKOAA
MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypansaet cOOTBETCTBME MEXKAY IK3eMNIAPOM NpoToKosia MSTP
n rpynnamm VLAN.

name string

no name

string: (1..32) cumBona

3agaeT uma KoHourypaumm MST.

Ypanaer uma KoHpurypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaeT Homep peBusnn KoHdurypauum MST.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

show {current | pending}

MoKasblBaeT TeKyLwyto (current), nanbo oxxugatowyto (pending)
KoHdurypauuio MST.

exit

Bbixoa 13 pexuma KoHdpurypaumm npotokona MSTP c coxpa-
HeHnem KoHburypauum.

abort

Bbixoa 13 perkuma KoHourypaumm npotokona MSTP 6e3 co-
XpaHeHusa KoHbUrypauuu.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynnsl Nopmos

BuAa 3anpoca KOMaHOHOM CTPOKM B perknume KoHbUrypuposaHus nHtepdeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.91 — KomaHabl pexknma KoHPUrypmposaHus nHtepoeiica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3HayeHue no
YMONYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

-/3awmTa BbIKNOYEHa

BKntoyaeT 3amTy «KOPHA» ANA BCEX CBA3YIOLWMX AEPEBLEB
STP BbI6paHHOro nopTa. [JaHHanA 3almTa 3anpeLLaeT UHTep-
delicy 6bITb KOPHEBBIM NOPTOM KOMMYTATOpPA.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree mst in-
stance-id
port-priority priority

no spanning-tree mst in-
stance-id port-priority

instance: (1..4094);

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT nHTepdeiica B aksemnaspe MSTP.

V 3HauyeHMe npuopuTeTa AOMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree mst in-
stance-id
cost cost

no spanning-tree mst in-
stance-id cost

instance: (1..4094);

cost: (1..200000000)

YcTaHaBAMBAET LLeHHOCTb NyTW Yepes BblbpaHHbIM nHTepodelic,
ONA onpefeneHHOoro aksemnasapa npotokona MSTP.

YcTaHaBAWBaeT 3HayeHne, onpesensiemoe Ha OCHOBAHUM CKO-
pOCTU NOpPTa ¥ MeToAa onpeseneHns LeHHOCTU NyTH, Tabavua
5.85.

spanning-tree port-priori-
typriority

priority: (0..240)/128

YcTaHaBAMBaEeT NpUOpPUTET UHTEPdElica B KOPHEBOM CBA3YHO-
wem gepese MSTP.

V 3HaueHue NpuopuTeTa A0/MKHO 6bITb KpaTHO 16.
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no spanning-tree port-pri-

ority YcTaHaBAMBAET 3HAYEHME MO YMONHAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnunuya 5.92 — KomaHgb! pexkuma EXEC

KomaHoa 3HaveHue Aeilicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group] [in-
stance instance-id] [process

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
instance: (1..4094);
process_id: (1..31)/0

MokKasbiBaeT KoHbUrypaumio npoTokoaa STP.

- instance-id — npeHTUdMKaTOP 3K3emnaapa NPOToKoMA
MSTP;

- process_id — Homep npouecca.

process_id]
show spanning-tree [de- Moka3biBaeT Nogpo6HYH NMHPOPMALMIO O HACTPOIKe NPOTO-
tail] [active | blockedports] Kona STP, nHpopmaumto 06 aKTUBHbIX AU 3a610KMPOBAHHbBIX
[instance instance-id] [pro- instance: (1..4094); noprax
cess process_id] process_id: (1..31)/0. - instance-id — vaeHTUOMKATOP 3K3emnispa NPOTOKoa
MSTP;
- detail — npocmoTp noapobHol MHPopMaLu.
show spanning-tree mst- MoKasbiBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHbIX IK3EeM-
configuration - nnapax MSTP
clear spanning-tree de-
tt?cted-protoc‘ols [giga- gi_port: (1..3/0/1..28); Mepe3anycKaeT NpoLecc MMrpauumn NPOToKoNa. 3aHOBO NpPo-
bitethernet gi_port | fa_port: (1..3/0/1..24); .
fastethernet fa_port | group: (1..16). MCXOAUT NPOCHET Aepesa STP.

port-channel group]

[pumepbl 8b1M0MAHEHUS KOMAHO

= BkAOUNTb NOAAEpPKKY NPOTOKoA STP, yCTaHOBUTb 3Ha4YeHME NpUOopUTETa CBA3YIOLLErO Ae-
peBa RSTP — 12288, nntepsan forward-time — 20 cekyHA, UHTEPBaAN BPpeMEHU mexay ne-
pefayamum LWMPOKoBeLLaTeNbHbIX coobuleHnit «Hello» — 5 cekyHA, Bpemsa M3HU CBA3YHO-
wero aepesa — 38 ceKyHa.

console (config) #spanning-tree

console (config) #spanning-tree mode rstp
console (config) #spanning-tree priority 12288
console (config) #spanning-tree forward-time 20
console (config) #spanning-tree hello-time 5
console (config) #spanning-tree max-age 38
console (config) #exit

= [lokasaTb KOHUrypaymto npoTokona STP:

consolef#show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: long

Loopback guard: Disabled
Root ID Priority 12288
Address a8:£9:4b:£f1:1d:00

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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Number of topology changes 3 last change occurred 00:00:10 ago
from gil/0/11
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
gil/0/1 enabled 128.49 2000000 Dsbl Dsbl No -
gil/0/2 enabled 128.50 2000000 Frw Desg No P2P (RSTP)
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

B MSTP nHdopmauua o nocnegHeii cmeHe TONOJIOrMU BbIBOAUTCA TONbKO C nomoLbio show
spanning-tree detail

y

5.16.6 Hactpouka ¢pyHkuum flex-link

Flex-link — ¢yHKUMA pesepBupoBaHUA, NpedHasHaYeHHas gna obecneyeHUs HaAeXKHOCTM KaHana
nepeaaum gaHHblx. B ceaske flex-link moryt HaxoauTtbes ethernet- u port-channel-untepdeiicbl. OanH u3
3TUX UHTepdENCcoB HAXoAUTCA B 3abJIOKMPOBAHHOM COCTOAHWMM U HauyMHAET NponyckaTb TpaduK TONbKO B
C/Nlyyae aBapuu Ha BTOPOM UHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica epynnsl nop-

BuAa 3anpoca KOMaHAHOW CTPOKM B pexMme KOHPUrypuposaHua nHtepdeica Ethernet, nHrepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.93 — KomaHgbl pexknuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnel noptos
3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

flex-link backup {
gigabitethernet gi _port |
fastethernet fa_port | port-
channel port-channel}

no flex-link backup {
gigabitethernet gi port |
fastethernet fa_port | port-
channel port-channel}
flex-link preemption mode
[forced | bandwidth| off]

Bkntouaert flex-link Ha nHTepdelice n HazHayaeT BbIBpaHHOMY
nHTepdericy ponb backup-untepderica B flex-link nape.

gi_port: (1..3/0/1..28)/-;
fa_port: (1..3/0/1..24)/-;
port_channel: (1..8)/-

BoikntoyaerT flex-link Ha MHTepdeiice u yaanaet KoHoUrypupy-
emblli uHTepderic us flex-link napeoi.

3apaet aeicreme Npy NOAHATUM MHTepdeica, y4acTBYIOLLEro
o flex-link:

- forced — ecnun nogHaBWMINCA MHTEpPENC HACTPOEH KaK
master, To OH CTaHEeT aKTUBHbIM UHTepdecom;

- bandwidth — npu nogHATUM MHTEpdElica aKTUBHbBIM CTaHeT
nHTepoelic c 6onbluer NPONycKHOM CNOCOBHOCTLIO;

- off — nogHaABWMIiCA HTepdelic ocTaHeTcs B 3a6/1I0KMPOBAH-
HOM COCTOAHWUM.

-/off

no flex-link preemption
mode

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

flex-link preemption delay
delay

no flex-link preemption de-
lay

delay: (1..300)/35

3apaer Bpems OT Nepexosa OTK/I0YEeHHOro NopTa B COCTOAHUE
«Up», N0 NPOLIECTBUIN KOTOPOTO BbINONHAETCA AeICTBUE, yCTa-
HoBneHHoe KomaHgol flex-link preemption mode.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKK pexunma privileged EXEC:
console#

Tabnuua 5.94 — KomaHabl pexkmuma EXEC

KomaHoa 3HayeHue Aelicmeue

show interfaces flex-link
[detailed] { gigabitethernet
gi_port | fastethernet
fa_port | port-channel
port-channel}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

port_channel: (1..8) MokasbiBaeT KoHoUrypaumio GyHkuum flex-link.

5.16.7 NMpotokon EAPS

Mpotokon EAPS (Ethernet Automatic Protection Switching) npeaHasHauyeH Aia nosbliWeHUA
YCTOMUYMBOCTU U HAZEKHOCTU CETU Nepesadn AaHHbIX, MMeloLLLEei KOIbLLEBYIO TOMO/IOMMIO, 33 CYET CHUMKEHUS
BPEMEHM BOCCTAHOBNEHMUA CETU B C/lydae aBapuu. Bpems BOCCTaHOB/EHWA He MpeBbilwaeT 1 cekyHapl, YTo
CYLLECTBEHHO MEHbLUEe BPEMEHU NePECTPOMKM CETU NMPU MCNOJIb30BAHMM MPOTOKOJ/IOB CEMENCTBa spanning
tree.

KomaHObI pexcuma 2106asa6H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUrypnpoBaHmsa:

console (confiqg) #

Tabnunua 5.95 — KomaHabl pexnma rnobanbHOro KoHGUrypmposaHua

Komanda 3HayeHue/3HayeHue no Neiicmeue
YyMOAYAHUIO
eaps Paspewwaet paboTy npotokona EAPS.
no eaps - 3anpewaet paboty npoTtokona EAPS.
eaps fail-timer seconds 3azaeT Bpems OTCYTCTBUS TECTOBbLIX MAKETOB, MO UCTEYEHUM
seconds: (1..10)/3 cek KoToporo byzet 3adrKcMpoBaHa aBapus KosbLa.
no eaps fail-timer YcTaHaBAMBAET 3HaYeHWe TaliMmepa No YMONYAHUIO.
eaps heIIo-time:r seconds seconds: (1..10)/1 cex Talimep NepmMoamMYHOCTU OTI'IPaBKM hello-nakeTos.
no eaps hello-timer YCcTaHaBAMBAET 3HaYeHWe Talimepa NO YMONYAHUIO.
eaps domain domain_id Co3paHue EAPS-pernoHa c ugeHtuoumkatopom domain_id v
domain_id: (0..63) nepexon, B peXXum KOHGUIrypupoBaHUA permoHa.
no eaps domain domain_id YaaneHue EAPS-pervoHa c ugeHtndukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIypupoBaHUa AOMeEHa:

console (config-eaps-domain) #

Tabnnua 5.96 — KomaHpgb! pexxnuma koHdurypuposaHma EAPS gomeHa

3HayeHue/3HavyeHue no o
KomaHoa / Aelicmesue
YMOAYAHUIO

control-vlan vian_id NaoeHTndumkaTop VLAN, ucnonbsyemoin ansa ynpasneHumsa EAPS.
Kpome Toro, cnegytowuii no nopaaky naeHtndmratop VLAN
NCMOb3YeTCA ANA YNPaBAeHNA BTOPUYHBIMU KONbLAMM.

vlan_id: (1..4093) YETCA AN1A yNp P 4

Ynpasnatowas VLAN EAPS He fonHa ncnonb3osatbca ana
nepegauv ntoboro nHoro Tpaduka.

no control-vlan OTtmeHa Ha3HayeHua VLAN
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ring ring_id

Co3paHue KonbLa ¢ uaeHTuduKaTopom ring_id v nepexon, s

{enable | disable}

ring_id: (0..15) peXnm KOHOUTYPMpPOBAHMA KOAbLA.
no ring ring_id YpaneHue KonbLa ¢ UAEHTUPUKATOPOM ring_id.
set ring ring_id ring_id: (0..15) PaspelweHune nnu 3anpet paboTbl KO/bLA C NAEHTUDUKATOPOM

ring_id.

KomaHObI pexcuma KoHgu2ypuposaHUa Koasya

Bua 3anpoca KOMaHAHOM CTPOKM B peXume KOHPUrypmpoBaHuma:

console (config-eaps-domain-ring) #

Tabnnuya 5.97 — KomaHgbl pexuma KoHpurypuposaHuma EAPS KonbLa

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

primary-port
{gigabitethernet gi port |
fastethernet fa_port |port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

BbI6Op NEPBUYHOIO MOPTa KOMMYTaTOPa, BK/HOYEHHOTO B
KOJIbLLO.

secondary-port {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

BbI6Op BTOPUYHOIO MOPTa KOMMYTaTOpPa, BK/IHOYEHHOTO B
KOJIbLLO.

role {master | transit}
level level-id

level-id: (0..1)

role {edge | sub-edge}

Bbl6Op PO/ KOMMYTaTOpa B KOHPUTYPUPYEMOM AOMEHE U
KosbLe.

Bo3moxHble ponu:

- master — yCTPOWCTBO ABNAETCA BEAYLUMM Y3/10M;

- transit — ycTpPOWCTBO ABNAETCA TPAH3UTHLIM Y3/10M;

- edge — CMeXKHbI y3en, NPUHAANEKALLUA OCHOBHOMY W BTO-
PUYHOMY KONbL,aM;

- sub-edge — BcnomoraTenbHbI CMEXHbIV y3en, NpuHagae-
)KaLLI,VIl';I OCHOBHOMY U BTOPUYHOMY KOJ1bLL@aM.

KomaHOobi pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 5.98 — KomaHgb! pexkuma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show eaps [domain do-
main-id [ring ring-id 1]

domain-id: (0..63);
ring-id: (0..15)

3anpoc MHpopmaL MM 0 COCTOAHUM AOMEHOB 1 Konel, EAPS.

5.16.8 Hactpoiika npotokona G.8032v2 (ERPS)

MpoTokon ERPS ( Ethernet Ring Protection Switching) npeaHa3HauyeH 414 NOBbIWEHWUA YCTOMUNBOCTU U
HaJEXKHOCTU CETU Mepefayn OaHHbIX, UMEIOLLEN KO/bLLEBYHO TOMOMOIMIO, 3@ CYET CHUXEHWUA BPEMEHMU
BpemAa BoccTaHOBNEHWA He npeBblwaeT 1 CceKkyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPEMEHMN NEPECTPOMKMN CETU NPU MUCNOJIb30BAHUM NPOTOKO/IOB CEMEICTBA Spanning

BOCCTaHOB/1IEHMA CETU B C/Ay4Yae aBapun.

tree.
KomaHObI pexcuma 2106016H020 KOHGU2YPUPOBAHUSA
Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnob6anbHOro KOHPUrypmposaHums:
console (config) #
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Tabnnuya 5.99 — KomaHpgbl pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmesue
YMOMYAHUIO
erps Paspewaet paboty npoTtokona ERPS.
no erps 3anpewaet paboTy npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3panue ERPS-konbua ¢ uaeHTudmratopom R-APS VLAN, no
KOTOopol byaeT nepeaaBaTbCa CNyKebHana MHPopmauma n ne-
pexos, B pexxmnm KoOHGUTypupoBaHMA Ko/bLa.

Ynanenune ERPS-konbua ¢ ngeHtudukatopom vian_id.

KomaHObI pexcuma KOHGU2ypupo8aHuUsa Koabua

Bug, 3anpoca KOMaHAHOMW CTPOKM B pPeXKUMeE KOHPUIYPUpPOBaHUA KobLa:

console (config-erps) #

Tabnunua 5.100 — KomaHapl pexknuma koHdurypmposaHua ERPS Konbua

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

protected vlan add
vlan_range

vlan_range: (2..4094, all)

[Oobasnsaet ananasoH VLAN B cnmncok 3awmuieHHbix VLAN.

protected vlan remove
vlan_range

vlan_range: (2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.

port {west | east} {giga-
bitethernet gi_port |
fastethernet fa_port |

fa_port: (1..3/0/1..24);
gi_port: (1..3/0/1..28);

Bblbop west(east) nopTa KOMMyTaTOpPa, BKAKOYEHHOTO B
KOJIbLLO.

port-channel group } group: (1..16).
no port {west | east} YaaneHue west(east) nopta KOMMyTaTopa, BKAOYEHHOIO B
- KO/bLLO.
rpl {west | east} {owner | Bbibop RPL nopTa KOMMyTaTOpa 1 €ro posiu:
neighbor} - west — RPL-nopTom 6yaeT HasHayeH west nopT;
- east — RPL-nopTom b6yaeT HasHayeH east nopT;
/no rpl - owner — KomMmyTaTop byaeT ABnATbCA Bnagenbuem RPL-
nopta;
- neighbor — KommyTaTop ByAeT ABNATLCA COCea0M BNa-
nenbua RPL-nopra.
no rpl Ypanernune RPL nopta KommyTaTopa.
level level HacTpolika yposHsa R-APS coobuieHuit. Heobxoanmo ans npo-
level: (0..7)/1 XOXAeHus coobuweHnin yepes CFM MEP.
no level YCTaHOBKA 3HAYEHUA MO YMOAYAHUIO.
ring enable BKkntoyeHne GyHKUMOHUPOBAHMA KObLa.

no ring enable

BbIKktoueHne GYHKLMOHUPOBAHWA KObLa.

version version

no version

version: (1..2)/2

Bbl6Op pexknma coBMECTUMOCTM C APYTMMUN BEPCUAMM NPOTO-
Kona G.8032.

YCTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

revertive

no revertive

-/revertive

Bbibop pexkmma paboTbl KosbLa.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

sub-ring vlan vian_id
[tc-propogation]

no sub-ring vlan

vlan_id: (1..4094)

YKasaHue noAKonbLa ANA aHHOTO Ko/bLa.
- tc-propogation — BKatouaeT pacnpocTtpaHeHue TC B noa-
KoJibLe.

YaaneHue nogKonbla.

timer guard value

no timer guard

value: (10..2000) mc, KpaT-
Hoe 10/500 mc

YcTaHoBKa Talimepa 610Kkupytowero yctapeswme R-APS coob-
WEeHnA.

YCTaHOBKa 3HaYeHWA N0 YMONYAHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc, KpaTt-
Hoe 100 c To4HOCTbI0 5
mc/0 mc

YcTaHOBKa TaliMepa 3a4epKK1 peakLuMm KoMMyTaTopa Ha u3-
MeHMBLLEeecA cocToAHMe. BMecTo peakummn Ha cobbiTve BKAO-
YaetcA Talimep, NO UCTEYEHUN KOTOPOro KOMMYTaTOp panop-
TYeT 0 CBOEM COCTOAHMU. [peHa3HayYeH ANA YMeHbLUeHUA
bnysa naketos npv GaanvHre NopTos.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.
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timer wtr value

value: (1..12) MuH/5 muH

no timer wtr

YcTaHOBKa Taimepa, KoTopbll 3anyckaetca Ha RPL Owner
KOMMyTaTope B revertive pexxume. cnonb3yetca Ana npeaor-
BPALLEHMA YaCTbIX 3aLUMUTHBIX MEPEKNIOYEHNIA U3-33 CUTHANOB O
HeMcnpaBHOCTAX.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alWUTHOIO NePEKIOYEHNA KObLa, NpU

no switch manual

-/no 3TOM B10KMPYETCA YKasaHHbIW NOpPT.

no switch forced OTtmeHa GopcrMpoBaHMA NepPeKNOYeHNA KobLa.

switch manual {west | east} Py4Hoe 6noKMpoBaHWe yKazaHHOro west(east) nopTa u pas-
-/no 6710KMpoBaHue east(west).

OTMeHa py4HOM 6JIOKMPOBKU.

abort

OTKaTUTb U3MEHEHWs, BHECEHHbIE C MOMEHTA BXOAa B PEXMM
KOHOUrypaumm KosbLa

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabanua 5.101 — KomaHapl pexxkuma EXEC

KomaHoa 3HayeHue

Aelicmeue

show erps [vlan vian_id] vian_id: (1..4094)

3anpoc nHpopmamm 06 obLLeEM COCTOAHNUM erps Uan CoCTOS-
HWUM YKa3aHHOro Ko/bLa.

5.16.9 HacTtpoitka npotoKona LLDP

OcHoBHoW ¢yHKuMelt npotokona Link Layer Discovery Protocol (LLDP) sBnsetcA obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTuKax. MHdbopmauma, cobpaHHas nocpeacTBOM
npoTokona LLDP, Hakan/iMBaeTcs B yCTPOWCTBAX M MOKeT 6bITb 3anpoLLeHa YNpaBAaioWwmm KOMMNbIOTEPOM NO
Ha OCHOBaHUKM cobpaHHOW WHOpPMaLUK,

npotokony SNMP. Takum o6pasom,

KOMMbOTEPE MOXKET 6bITb cmoaennpoBaHa Tonoaorna CeTu.

KommyTaTopbl gocTyna cepun MES noaaep:kvMsatoT nepegady Kak CTaHAAPTHbLIX NapameTpoBs, TaK U

ONMUMNOHANbHbIX, TAKMNX KaK:

— WM YCTPOWCTBA M €ro onucaHue;
—  MMA NopTa 1 ero onucaHue;

—  unHbopmauma o MAC/PHY;

- nT.A

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.102 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
lidp run / Paspeluaetr kKommyTaTOpy MCNOb30BaHME NpoToKoaa LLDP.
-/BKNIOYEHO
no lidp run 3anpelaeT KOMMyTaTOpy MCMNoJIb30BaHMe nNpoTokona LLDP.

lldp timer seconds
seconds: (5..32768)/30 cek

no lidp timer

Onpegenset, Kak 4acTo YCTPOMCTBO byaeT oTnpasaAaTb 06HOB-
neHue nHdopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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lidp hold-multiplier
number

no lidp hold-multiplier

number: (2..10)/4

3afaeT Be/IMUMHY BpEMEHU A8 MPUHUMALOLLETO YCTPOICTBa, B
TEYEHME KOTOPOro HYXKHO yAEePKMBATb NPUHMMAEMble NaKeTbI
LLDP nepep nx cbpocom.

[JaHHasa BeAnyMHa nepesaeTca Ha NPUHUMAEMYIO CTOPOHY B
LLDP update nakeTtax (nakeTax o6HOB/eHWA), ABNAETCA KpaT-
HOCTbto gna Taimepa LLDP (lldp timer). Takum o6pasom,
Bpems Xu3Hu LLDP nakeTos paccumtbiBaetcs no ¢opmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHMManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkmuaaTb ne-
pes NOBTOPHOW MHULUMann3aumen LLDP.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYAHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2 cek

YcTaHaBAMBAET 3a4EPXKKY Mexay nocaeayowmmmn nepeaa-
Yamu naketos LLDP, NHULMMPOBAHHBIMU U3MEHEHUAMM 3HA-
YeHUM UK cTaTyca B IOKANbHbIX 6a3ax AaHHbIx MIB LLDP.
PeKkomeHayeTca, 4To6bl AaHHAA 3a4eprKKa 6bina
V MeHbLue, yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

lidp lidpdu {filtering |
flooding}

no lidp lidpdu

-/filtering

OnpeaensaeT pexnm ob6paboTkun nakeTos LLDP, Koraa npoTo-
Kon LLDP BbIKAtOYEH Ha KOMMYyTaTOpe:

- filtering — yka3sbiBaeT, uto LLDP-nakeTbl puNbTPYLOTCA, €Cn
npoTokon LLDP BbiKNOYEH Ha KOMMYyTaTopeE;

- flooding — ykasbiBaeT, 4To LLDP-nakeTbl nepeaatoTca, ecnm
NpPOTOKOAN LLDP BbIKAOYEH HA KOMMYyTaTOpe.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

lldp med fast-start repeat-
count number

no lldp med fast-start re-
peat-count

number: (1..10)/3

YcTaHaBauBaeT yncno nostopeHuii PDU LLDP ana 6bicTporo
3anycka, onpegensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged | un-
tagged}] [up priority]
[dscp dscp_value]

no lldp med network-pol-
icy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4094);
priority: (0..7);
dscp_value: (0..63)

Onpegennaer npaBuao ana napamerpa network-policy (cete-
Bas MOJIMTUKA YCTPOICTBA). [laHHbIM NapameTp ABAseTcA on-
LMOHaNbHbIM ANA paclimpeHua npotokona LLDP MED.

- number — nNopsaAKoBbIM HoMmep npasuna network policy;

- application — rnasHaa GyHKUMSA, onpeneneHHas aAna AaH-
Horo npaswuaa network policy. Ucnonbayemble nmeHa: voice,
voice-signaling, guest-voice, guest-voice-signaling, softphone-
voice, video-conferencing, streaming-video, video-signaling.
-vlan_id — naeHtuounkatop VLAN ans AaHHOro NpaBuna;

- tagged/untagged — onpegenseT TerMpoBaHHOM NN HETErun-
poBaHHoW b6yaeT VLAN, ncnonbsyemas AaHHbIM MPaBUIOM.

- priority — npuopuTeT JaHHOTO Npasuaa (Mcnosb3yeTca Ha
BTOpOM ypoBHe moaenu OSl);

- dscp_value — 3HayeHune DSCP, ncnonbsyemoe AaHHbIM npa-
BUJIOM.

YpanseT co3gaHHoe NpaBuao Ans napameTpa network-policy.

lldp notifications interval
seconds

no lidp notifications inter-
val

seconds: (5..3600)/5

YcTaHaBAMBaET MaKCMMa/IbHYI0 CKOPOCTb Nepeaayum yeea0m-
nenunii LLDP.

- seconds — Nepuoa, BPpEMeHMU, B Te4eHNe KOTOPOro YCTPO-
CTBO MOXET OTNPaBuUTb He 6osee 04HOTO YyBEAOMIEHUSA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nntepoeiicos Ethernet:

console (config-if) #

Ethernet-kommymamopsi MES1000, MES2000

121



HELTEX

Tabnnuya 5.103 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

lldp transmit

no lidp transmit

lidp receive

no lidp receive

-/pa3peLleHo Ucnonb-
30BaHKe B 060mnx
HanpasaeHUAX.

Pa3speluaet nepegayvy naketos no npotokony LLDP Ha nHTep-
delice.

3anpelaeT nepegady NnakeTos no NpoTokony LLDP Ha nHTep-
delice.

PaspelaeT npvem naketos no npoTtokony LLDP Ha uHTepdelice.

3anpewaet npMem NakeTos nNo npotokoay LLDP Ha nHtepdelice.

lldp optional-tlvt/v_list

no lldp optional-tlv

tlv_list: (port-desc, sys-
name, sys-desc, sys-
cap, 802.3-mac-phy,
802.3-lag, 802.3-max-
frame-size)/ onuuo-
HanbHble TLV He BK/tO-
YeHbl B NaKeT

Onpegennert, Kakue onumoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/OUYEHbI YCTPOWCTBOM B nepegasaembiii LLDP-
naker.

B KOMaHAY MOKHO BK/IOYMTb OT OAHOTO A0 NATU ONUMOHA/b-
HbIx TLV: port-desc, sys-name, sys-desc, sys-cap, 802.3-mac-phy,
802.3-lag, 802.3-max-frame-size.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] |

ppvid {add | remove} ppvid |
vlan-name {add|remove}
vlan_id}

lidp optional-tlv 802.1 protocol
{add|remove} {stp | rstp |
mstp | pause | 802.1x | lacp |
gvrp}

no lidp optional-tlv 802.1 pvid

ppvid: (0-4094);
vlan_id: (1-4094)/ on-
LMoHanbHble TLV He

BK/IHOYEHbI

OnpeaennaeT, Kakue onumoHanbHble TLV-nons 6yayT BKAOUYEHbI
YCTPOMCTBOM B nepeaaBaemblt LLDP-nakerT:

- pvid — PVID nHTepodeiica;

- ppvid — po6asuTb/yaanuts PPVID;

- vlan-name — po6asutb/yaanutb Homep VLAN;

- protocol — f06aBUTb/y4annTb onpeaeneHHbIi MPOTOKO.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

lldp management-address
{ip_address | none | auto-
matic

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id] }

no lldp management-address

ip_address: (A.B.C.D);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1 .. 4094)/
ynpasnsatowmii agpec
onpeaenserca aBToma-
TUYECKH

Onpegzensnet ynpasaatowmin aapec, o6bABAEHHbIN Ha UHTEp-
delice.
- ip_address — 3apaeTca ctaTuyeckuii IP-agpec;
- none — yKasbIBaeT, YTO agpec He 06bABNEH;
- automatic — yKasblBaeT, YTO CUCTEeMA aBTOMATUYECKU BbIOU-
paeT ynpasaaowmin agpec u3 scex IP-agpecos KOMmyTaTopa;
- automatic {gigabitethernet|fastethernet | port-channel [vlan}
— YKa3bIBaeT, YTO CMCTEMA aBTOMATUYECKM BbIOMpPAET ynpasas-
oM aapec, U3 CKOHGUTYPUPOBAHHbBIX a4PECOB 3a4aHHOIO UH-
Tepdelica.
Ecnn untepoderic ethernet unm untepdeiic rpynnbl noptos npu-
Haganexat VLAN, To gaHHbi agpec VLAN He 6yaeT BKAOYEH B
CMUCOK BO3MOMKHbIX YNPaBAAIOLLMX aAPeCcoB.
B cnyyae Hannuma Heckonbkux IP-agpecos, cuctema

V Bbl6MpaeT HauanbHbI IP-agpec U3 AnanasoHa AUHa-
muyeckux IP-agpecos. Ecnu guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEMA BblGUpPaeT HayanbHbIN IP-aa-
pec U3 gMana3oHa BO3MOXHbIX cTaTuyeckux IP-agpe-
COB.

Ypanaet ynpasnsatowmin IP-agpec.

lidp notification {enable | disa-
ble}

no lidp notifications

-/oTnpaBKa yBegomne-
Hui LLDP 3anpeuyeHa.

PaspeluaeT/3anpeuiaer oTnpasKy yBeaoMneHni LLDP Ha nHTtep-
delice.

- enable — paspewaerT;

- disable — 3anpewaer.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp med enable[t/v_list]

no lidp med enable

tlv_list: (network-pol-
icy, location, poe-pse,
inventory)/
3anpelLLeHo Ucnonb3o-
BaHWe pacluMpeHuns
npotokona LLDP MED.

PaspewaeTt ncnonb3osaHune paclumpeHna npoTokona LLDP MED.
B KOMaHAy MOXHO BKOYMTL crieumnanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

lldp med network-policy
{add|remove} number

no lldp med network-policy
number

number: (1..32)

HasHayvaeT npasuno network-policy gaHHomy nHtepdeiicy.
- add — HasHavaeT nNpaswuIo;

- remove — yfanset npasuo;

- number — Homep npaBuAa.

Ypansaet npasuio network-policy ¢ aaHHoro nHtepdeiica.

lldp med network-policy voice
auto

-/BKAtOYEHO

BkntoyaeT nepegavy B coobuieHusax LLDP-MED napameTpos
voice-vlan
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no lidp med network-policy 3anpewaeT nepegayy napameTpos voice-vlan 8 LLDP-MED
voice auto

lidp med location coordinate: 16 6air; 3a43eT MecTonoIoKeHWe ycTponcTBa 4na npotokona LLDP
{coordinate coordinate| (3HaueHne napameTpa location npotokona LLDP MED).
civic-address civic-address-data civic address: (6..160) - coordinate — agpec B cucteme KOOpPAMHAT;

| ecs-elin ecs-elin-data} 6alT; - civic-address — agMWHUCTPATUBHbBIN aApec YCTPOMCTBa;

- ecs-elin — agpec B popmare, onpegeneHHom ANSI/TIA 1057.
no lidp med location ecs-elin: (10..25) 6aitT. | Yaanaer HacTPOMKM NapameTpa MecTtononoskeHua location.
lidp med notification topology- PaspelwaeT/3anpewaeT oTnpasKy yBegomaeHunin LLDP MED o6
change {enable | disable} N3MEHEHUU TOMONOTUN.

- enable — paspeluaeT oTNpaBKy yBEAOMAEHUN;

- - disable — 3anpeuaeT oTnpaBKy yBeAOMIEHUN.
no lildp med notifications to- YcTaHaBAMBaeT 3HaYeHMeE MO YMONYAHMUIO.
pology-change

/ LLDP-nakeTbl, NpUHATbIE Yepes rpynny arperauum KaHanoB, 3aNnOMUHAIOTCA UHAUBUAYANTBHO
nopTamu rpynnbl, NPUHABLIMMMU coobweHunA. LLDP otnpaBaseT pas3siMyHbie coobuieHnsa Ha
KaKAablii NOPT rpynnbl.

/’ Pabota npoTtokona LLDP He 3aBUCUT OT cocTosHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPaBAAIOTCA U NPUHMMAIOTCA Ha 3a610KUPOBaHHbIX NpoToKoaom STP noprax.

Ecam nopt KoHTpoaupyetcs no 802.1X, To LLDP paboTtaeTt c nopTom TONbKO B Cyvae, ecnm
OH aBTOPU30BaH.

KomaHObI pexcuma privileged EXEC

Bce KomaHAbl AOCTYMNHbI 419 NPUBUNETMPOBAHHOIO NOAb30BaTeNA. Bua 3anpoca KOMaHAHON CTPOKM
pexkuma privileged EXEC:

console#

Tabnnuya 5.104 — KomaHabl pexxkuma privileged EXEC
3HavyeHue/3HayeHue
no ymoa4YaHuro

clear lidp table Ounwaet Tabnuuy agpecos 06HapyKEHHbIX COCeAHUX

- YCTPOMCTB M HAYMHAET HOBbIN LKA 06MeHa nakeTamu no npo-
TOKoAy LLDP MED.

MokasbiBaeT LLDP koHbUrypauum Bcex pusmyeckux nHtepdei-
COB YCTPOICTBA, IM60 3afaHHbIX UHTEPdECOB.

KomaHoa HAelicmeue

show lidp configuration [gi-
gabitethernet gi_port |
fastethernet fa_port]

show lldp med configuration

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKa3sbiBaeT KOHOUIypauUm paclumpeHmnsa npoTokona LLDP -

[gigabitethernet gi_port | MED ans Bcex pusnYecKUx uHTepdencos, MM60 3a4aHHbIX UH-

fastethernet fa_port] Tepoericos.

show Illdp local {giga- . MokasbiBaeT LLDP-nHpopmaLunio, KOTOpYH aHOHCUPYET AaH-
P {ei gi_port: (1..3/0/1..28); | wpiit nopr.

fa_port: (1..3/0/1..24).

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

bitethernet gi_port |
fastethernet fa_port}

show lldp local tivs-overload- MokasbiBaeT cTaTyc nepe3arpy3kun TLVs LLDP.
ing gi_port: (1..3/0/1..28);
[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

show IIdp neighbors [glga- Moka3biBaeT I/IH(bOpMaLI,IMO O coceaHuUx YCTpOVICTBaX, Ha KOTO-

gi_port: (1..3/0/1..28); pbix paboTaet npotokon LLDP.

bitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

show Ildp statistics [giga- . . . MoKa3sbiBaeT cTaTUCTUKY LLDP.
bitethernet gi_port | gi_port: (1..3/0/1..28);

fastethernet fa_port] fa_port: (1..3/0/1..24).
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[Mpumepbl 8bINOAHEHUA KOMAHO

= YcTaHoBUTb gna nopta gi 1/0/1 cneaytowme tlv-nons: port-description, sytem-name, system-
description. [ns gaHHoro uHTepdelica Aob6aBuTb ynpasaawowmin agpec 192.168.17.55
console#configure
console (config) # interface gigabitethernet 1/0/1

console (config-if) #11dp optional-tlv port-desc sys-name sys-desc
console (config-if) #11dp management-address 192.168.17.55

= [locmoTpeTb KoHPUrypaumto lldp:

consolef#show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/0/1 Rx and Tx PD, SN, SD 192.168.17.55 Disabled
gil/0/2 Rx and Tx sC None Disabled
gil/0/3 Rx and Tx sSC None Disabled
gil/0/4 Rx and Tx sC None Disabled
gil/0/5 Rx and Tx sC None Disabled
gil/0/6 Rx and Tx sC None Disabled
gil/0/7 Rx and Tx sC None Disabled
gil/0/8 Rx and Tx sC None Disabled
gil/0/9 Rx and Tx sC None Disabled
gil/0/10 Rx and Tx sC None Disabled
gil/0/11 Rx and Tx sC None Disabled
gil/0/12 Rx and Tx sC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

Tabanuya 5.105 — OnucaHuMe pe3ynbLTaToB

lMone OnucaHue

Timer OnpeaensieT, Kak 4acTo yCTPoicTBO wneT LLDP-o6HOBNEHMA.

OnpegensieT BeanumHy spemenn (TTL, Time-To-Live) ana npMHMmatoLwero ycTpom-
Hold multiplier CTBa, B TEYEHNE KOTOPOTO HYXKHO YAEepKnBaTb NpuHMMaeMble nakeTbl LLDP nepep,
ux copocom: TTL = Timer * Hold multiplier.

Onpegenset MMHMMabHOE BPEMSA, B TEYEHME KOTOPOro nopT byaeT oxKuaaTb ne-

Reinit delay pea nocbinkol cneagytoutero LLDP-coobweHums.

Tx delay OnpegendaeT 3a4epXKKy mexay I'IOCﬂe,CI,}/POLLI,MMVI nepegavyamu LLDP-¢ppeitmos, NHK-
LUMMPOBAHHbIX U3MEHEHUAMM 3HaYEeHUIN InMbo cTaTyca.

Port Homep nopra.

State Pexkum paboTbl nopTa gns npotokona LLDP.

TLV-onuum, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopra;

SN — CuctemHoe nms;

SD — OnucaHue cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.
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* [loKasaTb MHGOPMALMIO O COCEAHMX YCTPOMCTBAX

console#show 1lldp neighbors

System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities TTL
gil/o/1 aB8:£9:4b:84:02:c0 gil/0/9 ts-7800-2 0 117
gil/o/2 a8:£9:4b:81:61:40 gil/0/14 ts-7800-1 B 94
gil/0/3 a8:£9:4b:91:66:66 gil/0/15 ts-7900-2 B 113
gil/0/4 a8:f9:4b:81:71:48 gil/0/16 ts-7900-1 B 94

console# show 1ldp neighbors gigabitethernet 1/0/1

Device ID: a8:£9:4b:84:02:c0

Port ID: gil/0/9

Capabilities: Other

System Name: ts-7800-2

System description: MES-3124 28-port 1G/10G Stackable Managed Switch
Port description: gigabitethernetl/0/9

Time To Live: 92

802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:

Tabnunuya 5.106 — OnucaHuMe pe3ynbLTaToB

lMone OnucaHue
Port Homep nopTa.
Device ID Umsa nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTndMKaTOp NopTa cocemHero ycTpomncTaa.

System name

CuCcTeMHOE MMSA YCTPOMCTBA.

Capabilities

[aHHoe none onucbiBaeT TMN yCTPoOCTBa:

B — Mocr (Bridge);

R — MapuwpyTtunsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T—-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictso (Host);

r — NosTopuTtens (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnucaHWe coceiHero ycTpoicTaa.

Port description

OnucaHWe nopTa coceHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation
support

OnpegendeT, NnogAepK1MBaeTca M aBTOMaTUYECKOe onpeaeneHne pexnuma nopra.

Auto-negotiation status

Onpegenset, BKAOYEHA /M NOAAEPKKA aBTOMATUYECKOrO ONpeaesieHns pexmnma

nopra.

Auto-negotiation
Advertised Capabilities

OnpeaenseT pexunmbl, noaaepxusaemble GyHKLMEN aBTOMATUYECKOTO onpeaene-

HMA NopTa.

Operational MAU type

Pabouunii MAU-TUN ycTpoWcTBa.
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5.16.10 Hactpoitka npotokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUUM ypOBHSA KaHana
nepefayv faHHbIX NpeacTaBaAT coboi NPOTOKO MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoTokone ana
nepenayn MHGOPMaLUN O COCTOAHUM KaHana MeXKay HernocpescTBEHHO MOAKAOYEHHBIMWU YCTPOMCTBAMM
Ethernet wucnonb3yoTca 610KM  gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoMcTBa [OO0/MKHbI
nogaeprkmeatb ctaHgapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelicos Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHUrypuposaHua nHtepdelicos Ethernet:

console (config-if) #

Tabnnua 5.107 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

no ethernet oam

-/BbIK/IIOYEHO

Bkntountb nogaepxky Ethernet OAM Ha nopty.

OtkaounTb Ethernet OAM Ha KOH$Uryprupyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-moni-
tor frame threshold

count: (1..65535)/1

YcTaHaBAMBaeT NOPOT KOIMYECTBA OWMOOK 3a yKasaHHbIM ne-
pvop (nepuog yctaHaBnmBaeTca KomaHaon ethernet oam
link-monitor frame window).

BocctaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-moni-
tor frame window

window: (10..600)/100
MC

YcTaHaBAMBaEeT BpeMeHHOM NMPOMENKYTOK A/1A noacyeTa Koau-
YyecTBa OLNBOK.

BoccTaHaBnvBaeT 3HauYeHMe Mo YMOIYAHMUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-moni-
tor frame-period threshold

count: (1..65535)/1

YcTaHaBAuBaeT nopor ana cobbitua «frame-period» (nepuog,
yCcTaHaBaAmBaeTca KomaHaown ethernet oam link-monitor
frame-period window).

BoccTaHaBnmBaeT 3HaveHuMe no YMOANYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-moni-
tor frame-period window

window:
(1..65535)/10000

YcTaHaBAMBaeT BpeMeHHOM NPOMEKYTOK Ana cobbITuA
«frame-period» (B pperimax).

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-moni-
tor frame-seconds threshold

count: (1..900)/1

YcTaHaBAuBaeT nopor ana cobbitua «frame-period» (nepuog,
yCTaHaBAMBaeTca KomaHaon ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-seconds window win-
dow

window: (100..9000)/100

YcTaHaBAWBaET BPeMEHHOM NMPOMEKYTOK ANs cobbITnA
«frame-period».

no ethernet oam link-moni- me BoccTaHaBMBaeT 3HaYEHME MO YMOYAHUIO.
tor frame-seconds window
ethernet oam mode [ac- YcTaHaBAMBAET peXmnm paboTbl NpoTokosia OAM:
tive| passive] - active — KOMMyTaToOp NOCTOAHHO oTnpasasetr OAMPDU;
-/active - passive — KOMMyTaToOp HaunHaeT oTnpasaaTb OAMPDU
TONbKO Npu Hannunm OAMPDU co BCTPEYHOM CTOPOHbI.
no ethernet oam mode BoccTtaHaBaMBaeT 3HaYeHMeE Mo YMOAYAHUIO.
ethernet-oam remote-failure BkntoyaeT nopaepkKy n 06paboTky cobbiThin «remote-
failure».
-/BKAIOYEHO

no ethernet oam remote-
failure

BoccTaHaBnMBaeT 3HaveHMe No YMOJIYaHWIO.

ethernet oam remote-loop-

BrtouaeT noasepiKKy dyHKLMM 3aBopoTa TpaduKa.

back supported
-/BbIKNOYEHO
no ethernet oam remote- BoccTtaHaBAnBaeT 3HaYeHMe NO YMOAYAHUIO.
loopback supported
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ethernet oam uni-directional
detection

no ethernet oam uni-direc-
tional detection

-/BbIKIOYEHO

BkatoyaeT PpyHKLMIO 0BHAPYKEHUA OAHOHANPABAEHHBIX CBA-
3eit Ha 6a3e npoTokona Ethernet OAM.

BoccTaHaBnvMBaeT 3HaveHMe No YMOYaHUIO.

ethernet oam uni-directional
detection action <log| error-
disable>

no ethernet oam uni-direc-
tional detection action

-/log

OnpegenseT peakuMio KOMMYTaTopa Ha OAHOHANPaB/IEHHYIO
CBA3b:

- log — otnpaska SNMP trap v 3anuchb B KypHan;

- error-disable — nepeBog nopta B coctosiHMe «error-disable»,
3anucob B KypHan u otnpaska SNMP trap.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHMIO.

ethernet oam uni-directional
detection agressive

no ethernet oam uni-direc-
tional detection agressive

-/BbIKNOYEHO

BKAtOYaeT arpeccuBHbIN peXMM onpeaeseHnsa o4HOHanpas-
neHHol cea3un. Ecam oT cocepHero ycTpoicTBa nepecrtatoT npu-
xoanTb Ethernet OAM-co0b6LLeHMA — IMHK NOMeYaeTca Kak oa-
HOHaNpPaB/IEHHbIN.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YcTaHaBAMBAET BPEMEHHOM UHTEPBAN 418 onpeseneHuns Tuna
CBA3M Ha NOpPTY.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWUIO.

KomaHObl pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.108 — KomaHapl pexxkunma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

clear ethernet oam statistics
[interface

{ gigabitethernet gi_port |
fastethernet fa_port} ]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

Ounwaet cTatcTMKy Ethernet OAM pna yKazaHHOIo UHTep-
deica.

show ethernet oam discov-
ery [interface { gigabitether-
net gi_port | fastethernet
fa_port}]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobpakaeT cocTtosHue npoTtokona Ethernet OAM ansa yKa-
3aHHOrO UHTepdelica.

show ethernet oam statistics
[interface gigabitethernet
gi_port | fastethernet

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTO6parkaeT CTaTUCTMKY 06MEHa NPOTOKO/IbHbIMU COO6LLEHM-
AMW AN YKA3aHHOTo MHTepdeiica.

gigabitethernet gi_port |
fastethernet fa_port}]

fa_port: (1..3/0/1..24).

fa_port}]
show ethernet oam status OTobpaxkaeT HacTpoiku Ethernet OAM ans yKasaHHOro MH-
[interface gi_port: (1..3/0/1..24); Tepdeiica.

show ethernet oam uni-di-
rectional detection [interface
gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTo6parkaeT cocTosHMe MexaHW3ma onpeaeneHns of4HOHa-
npaBAeHHbIX CBA3EM ANA YKasaHHOro uHTepdeiica.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT106pa3unTb COCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3
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gigabitethernet 1/0/3
Local client
Administrative configurations:
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
Operational status:
Port status: operational
Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision: 3

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval:

not supported

Mtu size: 1500
console#

5.16.11 HacTpoiika npotokona CFM

Ethernet CFM (Connectivity Fault Management), |IEEE 802.1 ag — npeaoctaBnsier GyHKUUMU
HabNlo4eHNA, MOMCKA W YCTpaHeHWA HeucnpaBHocTel B ceTax Ethernet, nosBosAsa KoHTpoAMpoBaTb
coefiMHeHWe, M30/MpoBaTb NPOBAEMHbIE YYaCTKU CETU U MAEHTUPUUMPOBATL K/AMEHTOB, K KOTOPbIM
NPUMEHANNCH OFPAHNYEHUA B CETU.

MpoToKoN onepupyeT cneayoWwmMmn NOHATUAMMU:

— Maintenance Domain (MD) — y4acTOK ceTu, NpuHaZNesKalwMi M yrnpaBasembli OOHUM
onepaTopom;

— Maintenance Association (MA) — cOBOKYNHOCTb KOHeYHbIX Toyek (MEP), Kaxkaasa M3 KOTOopbIX
MMeeT OAMHaKOoBbIM uaeHTUdPuMKkaTtop MAID (Maintenance Association Identifier),
onpeaensowmii TUN cepsBuca;

— Maintenance association End Point (MEP) — KoHe4Has TOUYKa cepBu1ca, PacnosIoKeHHas Ha ero
rpaHuue;

— Maintenance domain Intermediate Point (MIP) — npomeyTouHas ToYKa AOMeHa.

KomaHObI pexcuma 21060s6H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.109 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus
3HayeHue/3HayeHue no
YyMOMYaHUO

KomaHoa Aelicmeue

ethernet cfm domain name
[level level]

CosaaHue (unu cmeHa yposHa) CFM gomeHa (MD) ¢ umeHem
«name» 1 Nepexos B peXnm KOHOUTypMpoBaHMA AOMeHa.

- level — yposeHb CFM gomeHa.

Ypnanenune CFM gomeHa (MD) c umeHem «name».

name: (1..32) cumBonos
level: (0..7)/0

no ethernet cfm domain
name
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KomaHObI pexcuma KoHgu2ypuposaHuUa OomMmeHa

Bua, 3anpoca KoOMaHAHOW CTPOKM B PeXMME KOHPUTYPUPOBaHUA AOMEHa:

console (config-cfm-md) #

Tabnuua 5.110 — KomaHgb! pexknma KoHourypuposaHus CFM gomeHa (MD)

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeilicmeue

id { dns dns | name name |
id mac mac_address num-
ber | id null }

no id

name: (1..43) cumB0NOB;

dns: (1..43) cumBonos;
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-H-

H-H);
number: (0-65535)/
id name cooTseTcTBYET
UMEHWN flOMEHa

YKasaHue naeHtuoukatopa CFM gomeHa (MD). UmeHem go-
MeHa MOKeT bblITb:

- dns — dns-ums;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 uucnoson naeHtTuobu-
KaTop AOMEHa;

- null — NULL naeHTndmkaTop.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

service port
{vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{vlan-id vian_id |
name name |

number number

no service vlan vian_id

vlan_id: (1..4094);
name: (1..45) cumBonos;
number: (0..65535)

Cospanne CFM-cepsuca (MA) 6e3 npmesasku K VLAN 1 nepe-
X0, B PEXXUM KOHPUIYpUpPOBaHUA cepBuca.

Ypanenune CFM-cepsuca (MA).

CospaHune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Home-
pom «vlan» n nepexos, B peXxum KOHPUrypmMpoBaHUa cepBuca.
MmeHem cepBuca MoKeT BbITb:

-vlan_id — Homep VLAN;

- name — TeKCTOBaA CTPOKa;

- number — 4YNCNOBOI MAEHTUDUKATOP.

Ynanenune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Home-
pom «vlan_id».

mip auto-create
mep-only]

[lower-

no mip auto-create

-/BbIK/OYEHO

Bk/toYeHWe aBTOMATMYECKOro CO34aHMNA NPOMEXKYTOUHbIX TO-
yek cepsuca (MIP). MpomeKyTouHble ToUuKkM cepsuca (MIP) co-
3[al0TCA Ha BCex NopTax, Ha KoTopblx nponucaH VLAN cep-
BUCa.

Heobs3aTenbHblii NnapameTp «lower-mep-only» uckniovaer n3
CNKUCKa NOPTbI, HA KOTOPbIX Y¥Ke CO3AaHa KOHeYHan To4Ka cep-
BUCa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHuUs cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypupoBaHUa AOoMeHa:

console (config-cfm-ma) #

Tabnuua 5.111 — KomaHabl pexknuma KoHdurypmposaHus CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAelicmeue

continuty-check interval

interval

interval: (1, 10, 100, 600)

YcTaHoBKa MHTepBana oTnpasku Continuty Check coobuweHuit.

no continuty-check interval cexyna/1 cekyHaa YCTaHOBKA 3HaY€HUs N0 YMOYaHUIO
direction down YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM ToUYKK cepsuca (MEP)
B HUCXOAALLee.
no direction down - YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM ToUYKK cepsuca (MEP)
B BOCXOfALlEe.
mep id [o6asneHne KoHeuHoM Touku cepeuca (MEP) c naeHTudpmka-
V TOPOM «id» K JaHHOMY CepBucy.
. [aHHO KOMaHAOW OCYLLLECTBAAETCA TONbKO NPK-
id: (1..8191)
BA3ka MEP K cepsucy. MEP co3paeTca B pexxume
KOHQUrypupoBaHua uHtepdeiica.
no mep id YaaneHue KoHeuyHon Touku cepsuca (MEP).
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mip auto-create
[ { lower-mep-only | none }]

-/MCNoNb3yeTCA PeUM,
CKOHOUIYPUPOBaHHbIN
AN JOMEHa, B KOTOPOM
HaXo4MTCA Cepaunc

no mip auto-create

BK/lOYEHWE aBTOMATMYECKOro CO34aHMNA NPOMENKYTOYHbIX TO-
yek cepsuca (MIP). MpomekyTouHble ToukM cepBuca (MIP) co-
3[aK0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cep-
Buca. HeobssaTesbHble NapameTpbl:

- lower-mep-only — ncka4aeT U3 cnMcka NOpTbl, Ha KOTOPbIX
yKe co3faHa KoHeyHan Toyka cepsuca (MEP);

- none — He Co3aBaTb aBTOMATUYECKN NPOMENKYTOUHbIE
TO4YKM cepsuca (MIP).

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B perknume KoHoUrypuposaHus nHtepdeiica Ethernet, nnrtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnumua 5.112 — KomaHabl pexxuma KoHdpurypmposaHus uHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ethernet cfm mep mep_id
domain domain_name ser-
vice {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-id
vlan_id | name name |
number number }

mep_id: (1..8191);
domain-name: (0..32)
CMMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cMMBONOB;
number: (0..65535)

CosaaHue Ha nHTepdeice KOHeYHOM ToukK cepsuca (MEP) ¢
naeHTudmKaTopom mep_id s yKazaHHOro cepBuca B YKasaH-
HOM [JOMEHE N NEPEXOL, B PEXUM KOHPUrypuposaHus MEP.

YaaneHne KOHEYHOW TOUKM cepBuca ¢ MHTepdeiica.

KomaHObI pexcuma KOHguU2ypupos8aHUs KOHEYHOU moYKu cepsuca

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexknume KOHPUIrypupoBaHMA JOMEHa:

console (config-if-cfm-mep) #

Tabnuua 5.113 — KomaHap! pexkuma KoHdurypuposaHua CFM KoHeuHol Toukn (MEP)

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
active BK/tOYeHWe KoHeYHoM TouKku cepeuca (MEP).
- -/BbIKNOYEHa
no active YCcTaHOBKa 3HaY€HUA N0 YMOYAHUIO.

continuty-check enable

no continuty-check enable

-/BbIKNOYEHa

BkntoueHue otnpaskm Continuty Check coobuieHunin.

YCTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

COs cos

no cos

cos: (0..7)/7

YcTaHoBKa 3HaueHus npuopuTteta CoS, ¢ KoTopbim ByayT oT-
npasnatbea Continuty Check coobuwieHus.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKa3aHue nHTepBasia 3aZepXKn, N0 UCTEYEHUN KOTOPOro 6y—
AET reHepnpoBaTbCA aBapuA.

YCTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKasaHue NPoMeKyTKa BpeMeHU, N0 UCTEYEHUU KOTOPOTo
npousonger cbpoc aBapuu.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

alarm notification { all | er-
ror-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

-/mac-remote-erro r-xcon

BK/l0OYEHWE YyBEAOMIEHWUI ANA onpeaeieHHbIX TUNoB cobbi-
TUIA.

Tunbl COBLITUIA:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, De-
fError, DefXcon;

- error-xcon — TonbKo cobbitua DefError u DefXcon;

- remote-error-xcon — T0/1bKo cobbiTua DefRemote, DefError
n DefXcon;
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no alarm notification

- mac-remote-error-xcon — T10/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — TonbKo cobbiTue DefXcon;

- none — yBeAOM/IEHWNA OTK/IHOYEHbI.

YCTaHOBKa 3HaY€HUA N0 YMOAYAHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 5.114 — KomaHgabl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OTobparkaeT MHGopmauuto 06 yKazaHHOM goMeHe Uam 06o
BCEX.

show ethernet cfm errors

OTobparkaeT nHbopmaumio 06 owmnbkax Continuity Check npo-
TOKOAa.

show ethernet cfm mainte-
nance-points { local | re-
mote }

OTobpakaeT UHGOPMALMIO O JIOKANbHbIX MW YAANEHHBIX KO-
HeyHbIX To4YKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBONOB;
mac-address: (H.H.H nau
H:H:H:H:H:H nan
H-H-H-H-H-H);
number: (0..65535)

OTobparkaeT HGOPMaALMIO O NPOMENKYTOUHbIX TOYKAX CEPBUCA
(MIP) ans yKasaHHOro 4OMEHa UK AN BCEX.

show ethernet cfm statis-
tics

OtobparkaeT CFM-CTaTUCTUKY ANs BCEX OMEHOB.

show ethernet cfm statis-
tics domain domain-name
service { vlan-id vian_id |
name name | number
number }

domain-name: (0..32)
CMMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBoNOB;
number: (0..65535)

OTobparkaeT CFM-CTaTUCTUKY 1A YKa3aHHOTO JOMeHa.

show ethernet cfm statis-
tics mpid id

id: (1..8191)

OTtobparkaeT CFM-CTaTUCTUKY A/ YKa3aHHON KOHEYHOM TOYKM
cepsuca (MEP).

5.16.12

Hacrpoitka ¢pyHKuumu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT NnponyckaTtb cAyXebHble NakeTbl pa3ndHbIX L2-
npoTokonos (PDU) yepes ceTb NpoBaiAepa, YTO NO3BOIAET «NPO3PAYHO» CBA3ATb KAMEHTCKME CErMEHTbI
ceTu.

L2PT wuHkancynupyeT PDU Ha rpaHM4YHOM KomMmyTaTope, nepefaer MX Ha APYron rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIN OXKMAAET CneLmanbHble MHKaNCyMpoBaHHbIE Kaapbl, @ 3aTEM AeKancyanpyeT ux, 4to
No3BO/IAET NO/Nb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTtatopbl MES1000, MES2000 npenocTaBasioT BO3MOMKHOCTb MHKAMCy/IMPOBaTh C/y»KebHble
naketbl npotokonos STP, LACP, LLDP, IS-IS, PVST.

lMpumep

Ecnu BrAountb L2PT gns npotokona STP, To kommyTtatopsbl A, B, C n D 6yayT o6beamHeHbl B 04HO
cBA3yloLLee AepeBo, HECMOTPA Ha TO, YTO KOMMyTaTop A He coefMHEH HanpAaMyto ¢ KommyTaTopamu B, C u
D. UHdopmaLma 06 MSMeHEHMM TONONOMMM CETU MOXKET ObITb NepeaaHa CKBO3b CeTb NpoBanaepa.
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Switch 1 Service Provides’s

PucyHok 30 — lMpumep
Anzopumm pabomeol pyHKYUOHana:

UnKkancynayusa

1. Bce L2 PDU nepexsaTbiBatotca Ha CPU;

2. Nopcuctema L2PT onpegenseT L2 npoToKoA, KOTOPOMY COOTBETCTBYET NpuHATLIN PDU, u npose-
pseT, BKAOYEHA /I Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoitka I2protocol-tunnel ana pan-
Horo L2 npoToKkona.

Ecnn HacTpoiika BKAtOYEHa, TO:

= B0 Bce nopTbl VLAN, Ha KOTOPbIX BK/IKOYEHO TYHHENMPOBaHWe, oTnpasasetca PDU-ppelim;
= Bo Bce nopTbl VLAN, Ha KOTOPbIX BbIKAOYEHO TYHHEIMpPOBaHWe, OTNPaBAAETCA MHKancyan-

poBaHHbI PDU-dpeim (ucxoaHbiii dpeim ¢ Destination MAC-aapecom, M3MEHEHHbIM Ha
TYHHE/NbHbIN);

Ecnn HacTpoWKa BbIKAOYEHa, TO:
=  PDU-¢peitm nepepaetca B 06paboTUnK COOTBETCTBYIOLLENO NPOTOKOA.
Aekancynayua
1. PeanusosaH nepexsaT Ha CPU Ethernet-ppennmos ¢ Destination MAC-agpecom, 3agaHHbIM Npu
nomoum KomaHabl [2protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsaT BKAOYAETCA TO/IbKO TO-

roa, Korga xota 6bl Ha 04HOM MOPTY BK/AKOYEHA HAacTpomKa I2protocol-tunnel (HesaBucrmo ot npo-
TOKoNa).
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2. Mpu nepexsaTe nakeTta c Destination MAC agpecom XX-XX-XX-XX-XX-XX OH CHa4yaaa nonagaet B NoA-
cuctemy L2PT, KoTopaa onpeaenaeT L2 npoTokon ana aaHHoro PDU no ero 3aronoBKy u npose-
pAET, BK/IOYEHA /IM HA MOPTY, C KOTOPOro MNPWHAT MHKancynMpoBaHHbIA PDU, HacTpolika
I2protocol-tunnel ana aaHHoro L2-npoTokona.

Ecnn HacTpolika BKAOYEHa, TO:

" nopT, c KoToporo 6bin NOAyYeH MHKANCYMPOBaHHbIN PDU-dpeim, 6aokupyetca c npuumHom 12pt-
guard.

Ecnu HacTpoiKa BbIKAtOYEHa, TO:
= B0 Bce noptbl VLAN, Ha KOTOpPbIX BK/AOYEHO TYHHENMPOBAHME, OTNPABAAETCA AEKaNCy/IMPOBaH-
Hbit PDU-dpenm;

= Bo Bce NopTbl VLAN, Ha KOTOPbIX BbIKJHOYEHO TYHHENNPOBAHME, OTNPABAAETCA MHKAMNCYANPOBAH-
HbIt PDU-dpeinm.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnunua 5.115 — KomaHapl pexknuma rnobanbHOro KOHPUrypupoBaHus
3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOAYAHUIO
I12protocol-tunnel address mac_address: 3apatb MAC-agpec HasHayeHus Ans TyHHenupyembix dpein-
[mac_address] (01:00:ee:ee:00:00, MOB.
no I2protocol-tunnel ad- 01:00:0c:cd:cd:dO, YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
dress 01:00:0c:cd:cd:d1,

01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

/ Ha rpaHnyHOM nHTepdelice gomKeH 6bITb OTKAIOUEH NpoToKon STP (spanning-tree disable)
lpaHMYHbIM MHTepdeiic fonKeH BbiTb HACTPOEH B peXKMme access unu customer

Bupa, 3anpoca KOMaHAHON CTPOKK B pexkmme KoHPUrypmposaHua nHtepoeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#
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Tabnnuya 5.116 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 |
isis-12 | eth-fc | pvst}

no I12protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
eth-fc | pvst}

-/BbIKNOYEHO

Bk/toyeHWe pexkmuma MHKancynaumMmM nakeTos 414 NPOTOKOI0B
STP, LACP, LLDP, IS-IS, PVST.

BblKntoueHMe pexxnma MHKaMNCynaumMn nakeTos Aaa NpoTOKO-
nos STP, LACP, LLDP, IS-IS, PVST.

12protocol-tunnel cos cos

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIX PDU-dpelimos.

cos: (0..7)/5
no I2protocol-tunnel cos YcraHoBKa CoS B 3HaYEHWE MO YMONYAHUIO.
12protocol-tunnel HacTpoiika noporoBoro 3Ha4yeHUs CKOPOCTU BXogAwwmx PDU-
drop-threshold {stp | bpeiimoB (B NakeTax B CEKyHAY), NOAYYEHHbIX U NOANENKALLNX
lacp | lidp | isis-I1 | WHKancynaumun. Mpu npesbllwennn nopora PDU otbpacbiBa-
isis-12 | eth-fc | pvst} treshold: toTcA.

threshold

no I2protocol-tunnel
drop-threshold {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}

(1..4096)/BbIKNtO4EHO

OTKNOYaeT peXMm KOHTponAa CcKopoctu Bxogawmx PDU-
dperimos.

12protocol-tunnel shut-
down-threshold {stp | lacp
| lidp | isis-11 | isis-12 |
eth-fc | pvst} threshold

no I12protocol-tunnel shut-
down-threshold {stp | lacp
| lidp | isis-I1 | isis-12 |
eth-fc | pvst}

treshold:
(1..4096)/BbIKNIO4EHO

HacTpolika noporoBoro 3Ha4yeHuWa CKOPOCTU BxoAsawmx PDU-
dpelimoB (B MaKeTax B CEKYHAY), MONYYEHHbIX U NOANEKALLMX
WHKancynaumn. Npu npesbllieHnn nopora nopT byaeT nepese-
AeH B coctosiHue Errdisable (oTkntoyeH).

OTKNKOYaeT peXum KOHTPOsA CKopocTu Bxogawmx PDU-
dpeiimos.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 5.117 — KomaHgb! pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show I2protocol-tunnel [gi-
gabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT MHPopmaumio L2PT ans yKkaszaHHOro nuHtepdelica
Unn ana Bcex NHTepdeiicos, Ha KOTOpPbIX BKAOYeH L2PT, ecaun
NHTepdelc He yKasaH.

clear I2protocol-tunnel sta-
tistics [gigabitethernet
gi_port | fastethernet
fa_port | port-channel
group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OuncTKa cTaTUCTMKKM L2PT ans ykasaHHoro uHTepdeica vam
ON1A Bcex MHTepdeicos, Ha KOTopbIX BKAtoYeH L2PT, ecamn uH-
Tepdelic He yKasaH.

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YCTaHOBMUTb TyHHesnbHbI MAC-agpec B 3HayeHue 01:00:0c:cd:cd:d0, BKAOUUTL OTNPaBKY
SNMP traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-treshold u

shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel
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= BKAOUUTb pexxum TyHHennpoBaHusa STP Ha nHTepdeice, ycTaHOBUTb 3HaYeHne CoS nakeTos
BPDU paBHbIm 4, BKAOYNTb KOHTPO/Ib CKOPOCTK BXOAALLMX NnakeTos BPDU.

console (confiqg) # interface FastEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

~— e

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

fal/0/1 4 stp 100 40 650 0 450

[Mpumepsbi coobweHuli o cpabameisaHUU mpu22epa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
fal/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for in-
terface fal/0/1

5.17

Voice VLAN

Voice VLAN wucnonb3yetca ana BblgeneHua VolP-obopyaoBaHus B otaenbHyto VLAN. Onsa VolP-

dpelimoB MoryT 6bITb HazHauYeHbl Q0S-aTpubyThl ANA NpUopUTU3aUMKM TpadurKa. Knaccudurkaumsa dpelimos,
oTHocAalmxca K dpelimam VolP-obopyaosaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier —
nepeble 24 6uta MAC-agpeca) otnpasuTena. HasHaueHue Voice VLAN pgns nopta npoucxoaut
aBTOMaTMYECKM — Korga Ha nopT noctynaet ¢peim c OUl m3 T1abnuubl Voice VLAN. Korma nopt
onpeaensertcs, Kak npuHagnexxawmii k Voice VLAN — aaHHbI nopT aobasnsetcsa Bo VLAN Kak tagged. Voice
VLAN npymeHum A cnepyrouwmx cxem:

— VolP-obopygoBaHMe HacTpamBaeTcs, YToObl paccbliaTb TerMpoBaHHble NakeTbl ¢ Voice VLAN
ID, HaCcTpPOEHHbIM HA KOMMYTaTOpE;

— VolP-ob6opygoBaHue paccbiiaeT HeTermpoBaHHble DHCP-3anpocsl. B oteeTe or DHCP-cepBepa
npucytcteyeT onuma 132, cogep:kawasa VLAN ID, koTopbiii VOIP-ycTpoACTBO aBTOMaTUYECKU
Ha3HayvaeT cebe B KayecTBe VLAN ana mapkuposku VolP-Tpaduka (Voice VLAN ID);

— VolP-o6opygosaHue nonyyaet Voice VLAN ID B lldp-med coobuieHusx.

Cnucok OUl npoussoauteneit VolP-o60pyaoBaHuMA, AOMUHUPYIOLMX Ha PbIHKE.

Ooul dupma-npoussoautenp
00:E0:BB 3COM

00:03:6B Cisco

00:E0:75 Veritel

00:D0O:1E Pingtel

00:01:E3 Siemens
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00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

%

Voice VLAN moKeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk n general.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobasbHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnuya 5.118 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmposaHus

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-
timeout

timeout: (1..43200)/1440

YcTaHaBAMBaeT TalmayT A8 NopTa, NpUHaANeKallero K
Voice VLAN. Ecnm ¢ nopTa B Te4eHMe 3a4aHHOTO BpeEMEHU He
6b1n10 dpeiimos ¢ OUI VolP-o6opyaosaHus, To Voice VLAN
yAansercs ¢ JaHHOro nopra.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0..7)/6

YcTaHaBAMBaeT BbIXOAHYHO odepeab ana Tpaduka B Voice
VLAN B cooTBeTcTBMM € HacTpoeHHbIm gna Voice VLAN CoS
6e3 cmeHbl CoS.

- remark — BKAtoYaeT nepeHasHayeHne CoS Ha yKa3aHHbIM
ana Tpadmka B Voice VLAN.

BoccTaHaBnAuBaeT 3HaYeHMeE Mo YMONYAHUIO.

voice vlan id vian_id
no voice vlan id

vlan_Id: (2..4094)

YcraHasavBaeT naeHtudumkatop vlan_id ana Voice VLAN

Yaansaet ugentnedukatop vian_id ana Voice VLAN
Dns ypanenua naeHtudukaropa vlan_id tpebyerca
npeaBapUTeNnbHO OTKAKOUUTL GYHKLMIO voice vian
Ha BCeX noprax.

voice vlan oui-table

{add oui|remove oui} [de-
script]

no voice vlan oui-table

descript: (1..32) cumBonos

MNo3sonseT pegakTMposatb Tabanyy OUL.
- descript — onucaHwue oui;
- oui — nepsble 3 bavita MAC-agpeca.

Ypanser Bce nonb3oBaTenbckue nameHeHma OUI-Tabanybl.

voice vlan state {oui-ena-
bled | disabled}
no voice vlan state

-/BbIK/AOYEHO

BKAtounTb/OTKNOUMTb Voice VLAN

BepHyTb 3HaYeHNe No yMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa UuHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexMme KOHPUrypmuposaHua nHtepdeica Ethernet, nnrtepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.119 — KomaHabl pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

voice vlan enable

no voice vlan enable

-/BbIK/IIOYEHO

Bkatouaet Voice VLAN ana nopra.

Otkntouaet Voice VLAN ana nopra.

voice vlan cos mode
{src|all}

no voice vlan cos mode

BKkntoyaeT mapKMpoBKy TpadurKa ana scex dppeimos, mbo
TONIbKO A/19 UCTOYHMKA.

BoccTaHaBnvBaeT 3HayeHuMe no YMONYaHUIO.
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voice vlan secure

no voice vlan secure

-/BbIK/IIOYEHO

BkntoyaeT 6esonacHbiv pexkum ana VLAN. KomaHga npumeHs-
€TCA TO/IbKO K NopTam, KoTopble bbiin gobasneHs! K Voice
VLAN aBTOMaTUYECKMN.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 5.120 — KomaHapl pexknma KoHourypmposaHua EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show voice vlan type oui
[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTobpaxkaet coctonHue Voice VLAN.

5.18 Ipynnosas agpecauua

5.18.1 MpaBuna rpynnosoii agpecauymmn (multicast addressing)

[aHHbI Knacc KomaHg, npeaHasHadeH ANA 3aJaHuWA MNpasuA TPynnosBoi agpecauum B CeTUM Ha
KaHa/IbHOM U ceTeBOM ypoBHAX mogenm OSl.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

Bunpg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypmposaHus nHtepoerica VLAN:

console (config-if) #

Tabnuua 5.121 — KomaHabl pexnma KoHdUrypmuposaHusa nntepderica VLAN

3HayeHue/3HayeHue no

no bridge multicast mode

KomaHoa onucaHue
yMOAYaAHUIO
bridge multicast mode 3aZaeT peXXuMm rpynnoBon nepesaym AaHHbIX.
{mac-group | ipva-group |
ipv4-src-group} - mac-group — MHOroagpecHas nepefaya, OCHOBAHHAA Ha
VLAN n MAC-agpecax;
- ipv4-group — MHoroagpecHas nepegada c Tunom epuabtpa-
-/mac-group UMK, ocHoBaHHbIM Ha VLAN 1 agpece npuemHuKa B popmate

IPv4;
- ip-src-group — mMHoroazpecHasa nepegaya ¢ TMnom euabTpa-
LMK, ocHoBaHHbIM Ha VLAN 1 agpece otnpasutens B popmate
IPv4.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast address
{mac_muliticast_address |
ib_muliticast_address}
[[add | remove]

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

[obasnaeT rpynnosoi agpec B Tabmuy rpynnoson agpecaumm
M cTaTyeckn aobasnaeT unun yaanaet uHTepdeincobl U3 rpynno.
- mac_muliticast_address — rpynnosoit MAC-agpec;
-ip_muliticast_address — |P-afpec MHOroaZpecHOM Paccbl/iku;
- add — pobaBnAeT cTaTMYecKylo MOAMUCKY K rpynnoBomy
MAC-agpecy gnanasoH Ethernet-nopTtos nau rpynn noptos.

- remove — yAanfeT CTaTUYECKYIO NOAMMUCKY.

MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPes «—» U «,»
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no bridge multicast ad-
dress
{mac_muliticast_address|
ip_muliticast_address}

YaanseT rpynnosoi agpec us tTabaunupl.

bridge multicast forbidden
address
{mac_muliticast_address |
ib_muliticast_address}
{add | remove} { giga-
bitethernet gi_port |
fastethernet fa_port

| port-channel group}

no bridge multicast forbid-
den address
{mac_muliticast_address |
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpelyaeT NogK/IoyeHMe HacTpamBaemoro noprta/nopros K
rpynne, 3aaHHOM rpynmnoBbIM apecoMm.

- mac_muliticast_address — rpynnosoii MAC-agpec;

- ip_muliticast_address — |P-agpec MHOroagpecHolu pac-
CbINKK;

- add — nobaeneHve NopTa/NOPTOB B CMMCOK 3aNPELLEHHbIX;

- remove — yaasieHue nopTta/nopTos U3 CNMCKa 3anpeLLeHHbIX.
MepeuncneHne nHTepdencoB OCyLLECTBAAETCA YEPES «—» U &, ».

Ypansaet 3anpeLiatoliee Npasuo Aa rpynnoBoro agpeca.

bridge multicast for-
ward-all

{add | remove} {giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast for-
ward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nepefada BCeX MHOroag-
pecHbIX NakeTos 3anpe-
weHa

PaspeluaeT nepesayy BCEX MHOrOaZPECHbIX MAKETOB Ha NOpPTYy.
- add — pob6asnser nopTbl/06beANHEHHbBIE NOPTbI B CMUCOK
NopToB, AN KOTOPbIX pa3pelleHa nepesaya Bcex rpynmnosbix
NaKeToB;

- remove — y6upaert rpynny noptos/o6begnHEHHbIX NOPTOB U3
paspeLaoLLero npasuna.

MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPEe3 «—» U «,»

BocctaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast forbidden
forward-all

{add | remove} {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast forbid-
den forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nopTam He 3anpeLLeHo au-
HaMWn4eCKu npuncoegu-
HATBCA K MHOTOAZApEecHOM
rpynne

3anpelLaeT NopTy AMHAMUYECKM A06aBNATbCA K MHOroagpec-
HOW rpynne.

- add — pob6aBnseT NopTbl/06bEAMHEHHBIX MOPTbI B CMMUCOK
nopToB, AN KOTOPbIX 3anpelleHa nepegaya BCex rpynnosbixX
nakeTos;

- remove — ybupaet rpynny noptos/o6beanHEHHbIX MOPTOB U3
3anpeLLatoLLero npasuna.

MepeuncneHne NHTephecoB OCyLLECTBAAETCA YEpes «—» U «,»

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ip-address
ib_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ip-ad-
dress ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Peructpupyet IP-agpec B Tabauue rpynnoBoi agpecauuu, u
cTaTnyeckun nobasnaet/yganaer MHTepdencobl U3 rpynnoi.

- ip_muliticast_address — rpynnosoti IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbi;

MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPes «—» U «,»

YaansaeT rpynnosoi IP-agpec us Tabauubl.

bridge multicast forbidden
ip-address ip_mulit-
icast_address {add | re-
move} {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no bridge multicast forbid-
den ip-address ip_mulit-
icast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpeLyaeTt NopTy AMHAMUYECKM A06aBAATLCA K MHOroagpec-

HOWM rpynne.

- ip_muliticast_address — rpynnosoii IP-agpec;

- add — nob6asneHve NopTa/NOPTOB K CMIMCKY 3anpeLeHHbIX;

- remove — yaasneHue nopTa/NopToB 13 CNMCKa 3anpeLLeHHbIX.

Mepeuncnenve MHTEPdENCOB OCYLLLECTBAAETCA YEPes «—» U «,»
Mpexge 4Yem onpepenuTb 3anpelleHHble NopThl,

V rpynnbl MHOroaAPEeCcHOM PacCbiKU A0MKHbI BbITb 3a-
perucTpupoBaHbl.

BoccTaHaBnvBaeT 3HaueHMe No YMOJTHAHWUIO.

bridge multicast source
ip_address group ip_mulit-
icast_address

[[add | remove] {giga-
bitethernet gi_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBAnBaeT cooTBeTCTBME Mmexay IP-agpecom nonb3osa-
Tens u rpynnoBbiM aApecom B Tabvue rpynnoBoi agpecaumm
n ctaTudecku gobasnset/yaanset uHtepdeinco! U3 rpynnbl.

- ip_address — ucxogHbiv IP-agpec;

- ip_muliticast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yfanuTb NopTbl U3 rpynnbl UcxogHoro IP-agpeca.
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fastethernet fa_port |
port-channel group}]

no bridge multicast source
ip_address group ip_mulit-
icast_address

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ip_muliticast_address
{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

YcTaHaBAvuBaeT 3anpeT Ha pobasneHve/yaaneHue CcooTBeT-
cTema mexay IP-agpecom nonb3oBaTtena v rpynnosbim agpe-
com B Tabsvue rpynnoBoi agpecaumu AnA onpeaeseHHOro
nopra.

- ip_address — ncxogHbiv IP-agpec;

- ip_muliticast_address — rpynnoso# IP-agpec;

- add — 3anpeT Ha gobasneHune nopTa B rpynny ucxogHoro IP-
agpeca;

group: (1..16). - remove — 3anpeT Ha yAa/ieHne nopTta U3 rpynnbl UCXOA4HOTO
IP-agpeca.
no bridge multicast forbid- BoccTaHaBnauBaeT 3Ha4YeHMe NO YMOAYAHWIO.
den source ip_address
group ip_muliticast_ad-
dress
bridge multicast ipvé mode 3afaeT pexxMm rpynnoBoi nepegayun gaHHbix anqa IPv6-naketos
{mac-group | ip-group | MHOroaZpecHOM PacCbI/iKu.
ip-src-group} - mac-group — MHOroagpecHaa nepegaya, OCHOBaHHaA Ha
VLAN n MAC-agpecax;
- ip-group — mMHoroagpecHas nepegaya c TMnom GpuabTpaumu,
-/mac-group 0oCHOoBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv6;

no bridge multicast ipv6
mode

- ip-src-group — mHoroazpecHas nepegaya ¢ TMnom opunbTpa-
LMK, ocHoBaHHbIM Ha VLAN v agpece otnpasuTens B popmate
IPv6.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

bridge multicast ipv6 ip-ad-
dress ipv6_muliticast_ad-
dress

[[add | remove] {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6 ip-
address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

PerucTpupyert rpynnosoi IPv6-aapec B Tabauue rpynnosoi aa-
pecaumu u ctatuyecku pobasnsert/ypanser uHtepdeicobl u3
rpynnbi.

- ip_muliticast_address — rpynnoso# IP-agpec;

- add — gobasnseT nopThl K rpynne;

- remove — yanseT nopTbl U3 rpynnbi;

MepeuncneHme nHTepdEcoB OCYLLECTBASETCS YEPES K—» U «,»

Yaansaet rpynnosoi IP-agpec us tabanupl.

bridge multicast ipv6 for-
bidden ip-address
ibv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

3anpelyaeT NogKaoyeHMe HacTpauMBaemoro noprta/nopros K
rpynnosomy IPv6-agpecy.

- ip_muliticast_address — rpynnosoii IP-agpec;

- add — nob6asneHve NopTa/NOPTOB B CMMUCOK 3aMpPeLLeHHbIX;

- remove — yaasneHue nopTa/NopToB 13 CNMCKa 3anpeLLeHHbIX.
MepeuncneHne nHTepHENCcoB OCYLLECTBAAETCA YEPes «—» U «,»

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6
source ipv6_address group
ipbv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTtaHaBAuBaeT cooTBeTcTBME Mexay IPv6-aapecom nonb3oBa-
TeNA M rpynnoBbIM agpecom B Tabauue rpynnosoi agpecaumm
M cTaTnyeckun aobasnset/yaanaer uHTepdeincol U3 rpynnsoi.

- ipv6_address — ucxoaHbivi IP-appec;

- ip_muliticast_address — rpynnosoi IP-agpec;

-add — no6aBuTb NOPTHLI B rpynny ncxogHoro IP-agpeca;

- remove — yaanuTb NOpTbl U3 rpynnbl UcxoaHoro IP-agpeca.

Ethernet-kommymamopsi MES1000, MES2000

139



HELTEX

no bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address

BoccTaHaBnvBaeT 3HaveHMe No YMOJTYaHMIO.

bridge multicast ipv6 for-
bidden source ipv6_ad-
dress group ipv6_mulit-
icast_address

{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden source ipv6_ad-
dress group ipv6_mulit-
icast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBAMBaeT 3anpeT Ha fobasneHue/yaaneHue cooTeeT-
cTBmA mexay IPvb-agpecom nonb3oBaTens U rpynnosbim agpe-
com B Tabauue rpynnoBoi agapecaumu Ans onpeseneHHoro
nopra.

- ip_address — ncxogHbivi IPv6-aapec;

- ip_muliticast_address — rpynnosoit IPv6-agpec;

- add — 3anper Ha gobasneHne nopTa B rpynny UCXOLHOro
IPv6-agpeca;

- remove — 3anpeT Ha yAa/seHne nopTa U3 rpynmnbl UCXOAHOFO
IPv6-agpeca.

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

bridge multicast unregis-
tered {forwarding | filter-
ing}

no bridge multicast unreg-
istered

-/forwarding

YcTaHaBAMBaET NPaBU/IO Nepeaayn NAKeToB C He3aperncTpmpo-
BAHHbIX FPYNMOBbIX 3 PECOB.

- forwarding — nepegaBatb HesaperncTpUpPoBaHHbIE MHOr0aA-
pecHble nakeTbl;

- filtering — ¢dunbTpOBaTH HE3aPErNCTPUPOBAHHbIE MHOTOAA-
pecHble NakeTbl.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHMepgelica 2pynnbl N1opmos

Bua 3anpoca KOMaHAHOW CTPOKM B PeXKMME KOHPUryprupoBaHua nHTepdeica Ethernet, nuntepodeiica

rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port |

port-channel group}
console (config-if) #

fastethernet fa port |

Tabnnua 5.122 — KomaHapl pexknuma KoHduUrypupoBaHua nHTepdeica Ethernet, rpynnbl HTepoeicos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

bridge multicast unregis-
tered {forwarding | filter-
ing}

no bridge multicast unreg-
istered

-/forwarding

YcTaHaBAWBaeT NPaBM/IOo Nepeaayn NakeTos C He3aperncTpmpo-
BaHHbIX rPynroBbiX afApecoB.

- forwarding — nepefiaBaTb He3aperncTpMpPoBaHHbIe MHOT0aA-
pecHble NaKeTbl;

- filtering — dunbTPOBaTL He3aperncTpUpoBaHHble MHOTOAA-
pecHble NaKeTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoro KoHOUrypnpoBaHmsa:

console (config) #
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Tabnnuya 5.123 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filter-
ing

-/BbIK/IIOYEHO

BK/itoYaeT puUAbTPALLMIO FPYyNNoOBbIX a4Pecos.

OTKAtOYaeT GUAbTPALMIO TPYNMNOBbIX a4PECOB.

mac address-table ag-
ing-time seconds

no mac address-table ag-
ing-time

seconds: (10..86400)/300
CeKyHA,

3agaeT Bpems xpaHeHua MAC-agpeca B Tabsvue rnobanbHo.
Bpemsa xpaHeHua MAC-agpeca, HaunHaa ¢ 600 cekyHA, MOXeT
6bITb 334aHO TONbKO C MHTepBanom B 300 cekyHa. (900, 1200,
1500 u 1.4).

Mpw manbix 3HaYeHuUAX aging-time (o 600 cekyHa) AonycTmma
NoOrpeLHoCTb, COM3MEPMMAs C ero 3Ha4yeHnem. C ygenmyeHmem
3Ha4yeHuA aging-time NnorpewHoCcTb HUBENPYETCA.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table ag-
ing-time seconds vlan
vlan_id

seconds: (10..86400)/300
CeKyHa;
vlan_id: (1..4094)

3agaeT Bpems xpaHeHua MAC-agpeca B Tabnuvue ana VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/ Bknto-
yeHo

Bkatountb nsyvyeHne MAC-agpecos B gaHHOM VLAN

OTkntounTb M3ydeHne MAC-agpecos B gaHHomM VLAN

mac address-table static
mac_address vlan vian_id
interface

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group} [per-
manent | delete-on-reset |
delete-on-timeout | se-
cure]

no mac address-table static
[mac_address ] vlan vian_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

[obasnaeT ucxogHblh MAC-agpec B Tabavuy rpynnosow aa-
pecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbI MAC-agpec MOXHO yAanuTb TO/IbKO C
NOMOLLbI0O KOMaHAbl no mac address;

- delete-on-reset — gaHHbIN agpec yaanuTca nocie nepesa-
rPY3KMW YCTPOICTBA;

- delete-on-timeout — gaHHbIN agpec yaanutcs no Tanm-ayty;
- secure — AaHHbIW agpec yAaauTCca TONIbKO C MOMOLLbIO KO-
MaHAbl no mac address U nocne Bo3BpaLLeHMA NopTa B pe-
KUM 0byyeHus (no port security).

Yaanaetr MAC-agpec 13 Tabauubl rpynnoBoi agpecauuu.

bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2
ethtype |

lic sap | lic-snap pid ] {dis-
card | bridge}

no bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2
ethtype |

lic sap | lic-snap pid ]

ethtype: (0x0600 - OXFFFF);
sap: (0 - OXFFFF);
pid: (O - OXFFFFFFFFFF)

OnpegenseT feicTBME A/19 NAaKeTOB MHOIOapeCHOM pac-
CbI/IKM C 3ape3epBUPOBaHHOrO aapeca.

- mac_muliticast_address — rpynnosoit MAC-aapec;

- ethtype — Tun naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — naketbl nepegatotca B pexkume bridge.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

mac address-table
lookup-length length

length: (1..8)/3

3agaHuve anunHbl xewa B Tabauue MAC-agpecos.

mac address-table notifica-
tion flapping

no mac address-table noti-
fication flapping

-/BKAtOYEHO

Bktountb dyHKUMIO 06HapykeHua dnannuHra MAC-agpecos.
dnannuHr o6HapYKMBAETCA, eC/U BbIMOJHAETCA CedytoLiee
ycnosue: guHammyeckasn 3anuce B MAC-Tabnuue meHaeT nopT
yeTblpe pasa, NPU 3TOM MeXAY KaK40N CMEHOM NPOXoAUT He
60nee 2 cekyHA, (TOYHOCTb M3MEPEHUA - OfiHA CEKYHAA).

BbIKN0UNTb GYHKLMIO 0BHapyKeHus daannuHra MAC-aape-
COB.
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mac address-table learning Mo3BonAET yCTPaHUTb NOCNEACTBUA PACCUHXPOHMU3ALMK anna-
relearn-cached paTHO M nporpammHoi MAC-TabnuL, nyTem paspeLueHus ne-
peobyyaTb MAC-agpeca B annapaTHoM Tabaunue npy Hannuum
afpeca B NporpammHoli Tabauue. MoxKeT NpUBOAUTDL K NOBbI-
LeHuo Harpy3kun Ha CPU.

-/BbIKNOYEHO

no mac address-table YcTaHaBAMBaeT 3Ha4YeHMe NO YMONYAHUIO.
learning relearn-cached

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:
console#

Tabanuya 5.124 — KomaHapl pexuma Privileged EXEC

KomaHoa 3HaveHue OnucaHue

Ypanaet cratnyeckue/aMHamuyeckme 3anncu us Tabaumupbl
rpynnoBow agpecaumu.

clear mac address-table
{dynamic| secure} [inter-

face {gigabitethernet gi_port:. (1--3/0/1--28){ - dynamic — yganeHue AMHaMUUeCKUX 3anuceil;
; fa_port: (1..3/0/1..24); - secure — yaaneHue CTaTUYeCKUX 3anucen.
gi_port |
group: (1..16).

fastethernet fa_port |
port-channel group} ]

KomaHOb! pexcuma EXEC

Bunpg 3anpoca KoOMaHAHOM CTPOKK perxnma EXEC:
console>

Tabnuua 5.125 — KomaHabl pexnma EXEC

KomaHoa 3HaveHue OnucaHue

MokasbiBaeT Tabavuy MAC-agpecoB ANA YKa3aHHOTO UHTEp-
delica, nmbo Bcex MHTepdencos.

- dynamic — npocmoTp TO/IbKO AMHAMUYECKUX 3anncei;

- static — npocMoTp TONIbKO CTaTUYECKMX 3anunceit;

- secure — NPOCMOTP TO/IbKO He30nacHbIX 3anucei;

- vlan_id — naeHTMdUKauMoHHbIN Homep VLAN;

show mac address-table
[dynamic | static| secure]
[vlan vian_id]

[interface
{gigabitethernet gi_port |
fastethernet fa_port |

port-channel group] [ad- gi_port: (1..3/0/1..28); - mac-address — MAC-agpec.
dress mac_address ] fa_port: (1..3/0/1..24);

group: (1..16); -
show mac address-table vlan_id: (1..4094) Moka3sbiBaeT KoAnyecTso 3anuceit B Tabamue MAC-agpecos
count - ONA yKa3aHHOro uHTepderica, 1mbo ana sBcex MHTepdericos.
[vlan vian_id |
interface

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group} 11

MoKasbiBaeT TabauLy rpynnoBbIX agpecoB 4NN YKa3aHHOTO UH-
Tepodeiica, 1Mbo Bcex nHTepdericos VLAN (KomaHaa gocTynHa
TONbKO A4/1A NPUBUIErMPOBAHHOMO No/b30BaTens).

show bridge multicast ad-
dress-table

[vlan vian_id]

[address {
mac_muliticast_address |
ipv4_muliticast_address |
ibv6_muliticast_address}]
[format {ip | mac}] [source
{ipv4_address |ipv6_mulit-
icast_address}]

) - ip — noka3sbiBaTb No IP-agpecam;
vlan_id: (1..4094) - mac — nokasbiBatb no MAC-agpecam;
-vlan_id — naeHTMdMKaLuMoHHbIN Homep VLAN.

Moka3biBaeT TabauLy CTaTUYECKMX rPYNNOBbIX aApecos Ans

show bridge multicast ad- .
vlan_id: (1..4094) yKasaHHoro uHtepdeiica, ninbo scex nHTepdeicos VLAN.

dress-table static
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[vlan vlan_id]

[address
mac_muliticast_address |
ipv4_muliticast_address |
ipv6_muliticast_address]
[source ipv4_address |
ipv6_muliticast_address]
[all | mac | ip]

-vlan_id — naeHTMdMKaLMOoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;
- ipv4_multicast_address — rpynnosow IPv4-aapec;
- ipv6_multicast_address — rpynnosou IPv6-aapec;
- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKa.

show bridge multicast fil-
tering vian_id

vlan_id: (1..4094)

MokasbiBaeT KOHOUrypaumio GuUabTpa rpynnoBbIX a4pPecoB ANA

yKasaHHoro VLAN.

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;
- ipv4_multicast_address — rpynnosow IPv4-aapec;
- ipv6_multicast_address — rpynnosou IPv6-aapec;
- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHol Tabanubl;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKA.

show bridge multicast un-
registered [gigabitethernet
gi_port |

fastethernet fa_port | port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Moka3biBaeT KOHGUrypaumio GuUabTpa ANA HeE3aperncTpmpo-
BaHHbIX FPYMNMNoBbIX afpecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MOoKa3bIBaET PeXMM rpynnoBo agpecaumm ANs yKazaHHOro
nHTepdelica, inbo Bcex nHTepdelicos VLAN.

show bridge multicast re-
served-addresses

Oto6parkaeT NpaBma, yCTaHOB/IEHHbIE A4/ FPYNMNOBbIX
3ape3epBMpPOBaHHbIX a4PEecosB.

show mac address-table
mode

MpocmoTp TekylLuel ounHbl Xxelwa B Tabanue MAC-agpecos.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOUYNTb GUABTPALLUIO FPYMNMOBLIX a4PecoB KOMMYTAaTOPOM. 3a4aTb Bpemsa xpaHeHnA MAC-
agpeca 450 cekyHpA, paspewwnTb nepesayvy Hes3aperMcTpupoBaHHbIE MHOTOAAPECHbIX NaKe-
TOB Ha 11 nopTy KommyTaTopa.

consolet#configure

console (config) #bridge aging-time 450

console (config) #bridge multicast filtering

console (config) #finterface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address
1 224-239.13012.2.3
19 224-239.130(12.2.8
19 224-239.130(2.2.8

Vlan IP/MAC Address Ports
1 224-239.130(2.2.3 2/8
19 224-239.13012.2.8 2/8

type Ports
dynamic 1/1, 2/2
static 1/1-8
dynamic 1/9-11

Forbidden ports for multicast addresses:
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5.18.2 dyHKUMA nocpegHUKa npoToKona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping mMcnonb3yeTca B ceTAX rpynnoBoi paccbinkv. OcHoBHOWM 3aaadveit IGMP
Snooping aBnaeTcAa NpefocTaBAeHMe MHOroa4pecHoOro TpaduKa ToNbKO ANA TeX MOPTOB, KOTOPbIE 3aNPOCUAN

ero.
V' IGMP Snooping MmoXeT UCNo/1b30BaTbCA TONbKO B cTaTudecKoit rpynne VLAN. MNoaaepuBa-
loTCA Bepcum npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
’ Yro6bl IGMP Snooping 6bin aKTUBHbIM, GyHKLUMA rpynnosoi dunbTpaumnm “bridge multicast
e filtering” ponKHa 6bITb BKAlOUEHa (cm. pa3aen «lpasuna rpynnosoi agpecauumn»).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAK/AOYEHbI MHOTOaAPECHbIE MapLLIPYTM3aTOPbl, OCHOBAHO Ha

cneayrowmx cobbiTuax:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;
— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MakKeTbl NPOTOKONA MHOroagpecHoin mapwpytmsaummn Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;
— naketbl npoTokona MRDISC npunHATbI Ha NoOpTY;
— nakeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnnua 5.126 — KomaHgbl pexunma rnobanbHoro KoHGUrypnuposaHua

KomaHda

3HaveHue

Aelicmeue

ip igmp snooping

no ip igmp snooping

-/BbIK/OYEHO

PaspewwaeT ucnonbsosaHue PpyHkumm IGMP Snooping KommyTa-
TOpOM.

3anpewaeT ncnonb3osBaHme ¢yHKUUKM IGMP Snooping Kommy-
TaTOPOM.

ip igmp snooping vlan
vlan_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

PaspewaeTt ncnosnb3osaHue dpyHKLMM IGMP Snooping KommyTa-
TOPOM AN AaHHOTro uHTepdelica VLAN.

3anpewaet ucnonb3osaHme GpyHkuMmM IGMP Snooping Kommy-
TaTOpOM AN AaHHoro uHtepdeica VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no ip igmp snooping

vlan vian_id

static ip_address [interface
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

Peructpupyert rpynnosoit IP-agpec B Tabavue rpynnosow agpe-
caumu, U cTaTUYecku gobasnseTt nHTepdeicol U3 rpynnbl ANs
TekyLeit VLAN.

- ip_address — rpynnosoit IP-agpec;

MepeuncneHne nHTepHEcoB OCYLLECTBAACTCA YEpes «—» U «,»

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

vlan_id: (1..4094)/
paspeLseHo

Paspewwaet ana gaHHol rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHWe NOPTOB, K KOTOPbIM MOAK/AOYEHbI MHOFOaJpecHble
MapLpyTU3aTopbl.

3anpewaet gns gaHHou rpynnbl VLAN aBTomaTtuyeckoe pacno-
3HaBaHWe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOrOaJpecHble
MapLpyTU3aTopbl.

ip igmp snooping
vlan vian_id

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);

OnpenenseT NopT, K KOTOPOMY MOAK/OYEH MapLLpyTU3aTOp
MHOroaZpecHoM PaccbiIkM Ans 3agaHHoin VLAN.
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mrouter interface { giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip igmp snooping vlian
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

fa_port: (1..3/0/1..24);
group: (1..16)

YKasbIBaeT, YTo K NOPTy HE NOAKNOYEH MApPLUPYTU3aTOP MHO-
roaZpecHom Paccbl/iku.

ip igmp snooping vian
vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface

{ gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

YcTaHaBAMBaAET 3anpeT Ha onpejesneHve NopTa (CTaTUyeckw,
AVHAMMYECKM) KaK MopTa, K KOTOPOMY NOAKAOUYEH MapLLPYTH-
3aTOP MHOTOAAPECHOM PACCHINKK.

CHMMaeT 3anpeT Ha onpegeneHve NopTa Kak nopra, K KOTo-
POMY MOAK/IIOYEH MapLLPYTM3aTOP MHOTOAAPECHOMN PACChIIKU.

ip igmp snooping vlan
vlan_id replace source-ip
ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BKkntoyaeT 3ameHy IP-agpeca WMCTOYHMKA Ha yKasaHHbIA IP-
agpec Bo Bcex naketax IGMP report 8 3agaHHol VLAN.

OTKkntoyaeT 3ameHy IP-agpeca nctoyHuka B naketax IGMP re-
port B 3agaHHon VLAN.

ip igmp snooping map cpe
vlan cpe_vian_id mul-
ticast-tv vlan mc_vian_id

no ip igmp snooping map
cpe vlan cpe_vlan_id

cpe_vlan_id: (1..4094);
mc_vlan_id: (1..4094)

[Oob6asnaetr cootBetctBMe mexay VLAN nonb3osaTtens
cpe_vlan_id n VLAN multicast-BewaHusa mc_vlan_id.
Ecnm IGMP coobLieHne npuxoauT Ha NopT ¢ Terom cpe_vian_id
U cyliecTeyeT cooTseTcTBue cpe_vlan_id / mc_vian_id, To IGMP
coobuieHmne byaeT peTpaHcamposaHo 8 mc_vlan_id.

OTtmeHseT pexkum Multicast-TV VLAN gns ykasaHHoro VLAN.

ip igmp snooping
vlan vian_id querier

no ip igmp snooping
vlan vian_id querier

vlan_id: (1..4094)

Bk/toYaeT noafep KKy Bblgaum 3anpocoB igmp-query KOMmyTa-
Topom B faHHoM VLAN.
Mo ymonyaHuto nepesaya 3anpocoB OTKIHOYEHa.

BocctaHasnuBaeT HaCTpOﬁKM Nno yMON4aHUIo.

ip igmp snooping
vlan vian_id querier ver-
sion {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

vlan_id: (1..4094)

YcraHasnusaeT Bepcuto IGMP-npoToKona, Ha OCHOBaHWKN KOTO-
poii 6yayT dopmuposaTbca IGMP-query 3anpocbl.
Mo ymonuyaHuto ncnonblyetca npotokon IGMPv3.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip igmp snooping vian
vlan_id querier address
ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpepensaet ucxogHblin IP-agpec, KoTopbin 6yaeT ncnonb3o-
BaTbcA IGMP querier-om. Querier — ycTpoMcTBO, KOTOPOE OT-
npasnset IGMP-3anpocsl.

YcTaHaBAMBaeT 3HaYeHne No ymonyaHuio. [1o ymonyaHuio ecam
IP-agpec HacTpoeH ana VLAN, oH ucnonb3syetca B KayecTse af-
peca nctodHuka IGMP Snooping Querier.

ip igmp snooping vian
vlan_id immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave
[host-based]

vlan_id:
(1..4094)/BbIKNtO4EHO

Bkntoumtb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wer VLAN. O3HayaeT, 4To NopT A0/KeH bbiTb HemeasleHHO
yaaneH u3 rpynnbl IGMP nocne nonyyeHuna coobuweHuns IGMP
leave.

Mpwn pobasneHun onumm host-based — mexaHusm fast-leave
cpabaTblBaeT TO/IbKO B TOM C/lyyae, KOrga Bce Nosib3oBaTenu,
NOAK/OYEHHbIE K AaHHOMY NOPTY OTNMCANMCh OT rpynnbl (cyeT-
YMK Nonb3oBaTenen BefeTca Ha ocHoBaHWU src-MAC-agpecos B
3arosnoskax IGMP-report’os).

OTkntoumTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.
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ip igmp snooping vlan
vlan_id immediate-leave
host-based

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNtOYEHO

Bkntoumtb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wer VLAN. O3HayaeT, 4yTo NopT AO0/KeH bbiTb Hemea/leHHO
yaaneH u3 rpynnbl IGMP nocne nosnyyeHuna coobuieHuns IGMP
leave, ecnun 6o/1ble HET KIMEHTOB, KOTOPbIM HEOOXOAMMA fAaH-
HadA rpynna.

OTkntoumTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan
vlan_id proxy-report [ver-
sion version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version : (1..3)

BKntoyaeT pexum, npu KOTOPOM KOMMYTaTop OTnpaBafeT
report Ha query 3anpocbl CTaTUYECKUX FPYNN, HACTPOEHHbIX Ha
HeM. Mpu aTomy coobuieHuns IGMP-report/leave Ha 3TK rpynnbl
UTHOPUPYIOTCA.

- version — duKcmpyeT Bepcuio report/leave cooblieHnit, oT-
npaBiAemMbIX proxy-report'epom.

Mo ymonyaHuio Bce IGMP-coobuieHuMa, co34aHHble pProxy-
report'epom — IGMPv3, a oTBeTbl Ha query coobuieHua byayT
B TOM Bepcuun, B KOTOpoU bbin npucnaH IGMP-query.

BocctaHasnuBaeT HaCTpOlZKVI Nno yMON4YaHUIo.

ip igmp snooping vlan
vlan_id cos cos

no ip igmp snooping vian
vlan_id cos

cos: (0-7)

YcTaHaBAMBaEeT 3HayeHue
802.1p.

napameTpa noss npuopuTeTa

BoccTaHaBaMBaeT HaCTPOWKM MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypuposaHua VLAN:

console (config-if) #

Tabnunua 5.127 — KomaHgbl pexknma KoHoburypuposaHua nHtepderica VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaAET 3HaYeHMe pobacTtHocTn ansa IGMP.
Ecnu Ha KaHane HabntopaeTca NoTepsa AaHHbIX, 3HAaYeHWe po-
6aCTHOCTU JOIKHO ObITb YBEANYEHO.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

onds

ip igmp query-interval sec-

no ip igmp query-interval

seconds: (30..18000)/125 ¢

YcTtaHaBauBsaet TaﬁmayT, No KOTOpOMY CUCTEMA OTMNpaBaAeT
OCHOBHbl€ 3anpOoCbl BCeM Y4aCTHUKaM rpynnbl MHOroaapec-
HOW nepegayun AnAa NnpoBepKU NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemA O0TBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHue ne-
pemeHHow robustness

YcTaHaBAMBaEeT KOJIMYECTBO 3aMnpoCcoB, NOC/ie PacCblIKM KOTO-
PbIX, KOMMYTAaTOp OonpeaenAaeT, YTo Ha AaHHOM NOPTY HET XKe-
Nalowmx y4actsosaTtb B MHOFO&,CI,peCHOﬁ PaccblKe.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip igmp last-member-

query-interval milliseconds

no ip igmp last-member-
query-interval

milliseconds:
(100..25500)/1000 mc

YcraHaBAuBaet MHTEepBan 3anpoca Ana nocnegHero yy4acrt-
HUKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepagetica (QuanaszoHa uHmepaelticos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoOHOUIypupoBaHMAa nHTepdeica:

console (config-if)#
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Tabnnuya 5.128 — KomaHapl pexxnuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB 13 KAMEHTCKOM
VLAN B Multicast VLAN 1 mynbTUKacTOBOro TpaduKa B KANEHT-
ckyto VLAN gns nntepdelica B pexxmme «access».

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB 13 KAUEHT-
ckoi VLAN B Multicast VLAN 1 mynbTUKacToBoro TpadmKa B
KnneHTckyto VLAN ansa uHTepdeica B pexknume «access».

vlan_id: (1..4094)

switchport trunk mul-
ticast-tv vlan vian_id
[tagged ]

no switchport trunk mul-
ticast-tv vlan

Bkntoyaet nepeHanpasneHue IGMP-3anpocos 13 VLAN, yyacT-
HUKOM KOTOpbIX ABAseTcA nopT, B Multicast VLAN ans uHtep-
deiica B pexkume «trunk».

MynbTUKAcTOBbIN TpadUK NepenaeTca Ha NOPT HETErMpPOBaH-
HbIM MY TETMPOBAHHbBIM B 3aBUCMMOCTM OT NapameTpa
«tagged».

MapameTp «tagged» yKa3blBAET Ha TO, YTO MY/IbTUKACTOBbIM
TpaduK JONKEH OTNPABNATLCA B MOPT Me2UpO8AHHbIM.

vlan_id: (1..4094)

BbIk/toyaeT nepeHanpasneHune IGMP-3anpocos Multicast Vlan
M MY/NIbTUKACTOBOrO TpaduKa B NOPT.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

BkntouaeT nepeHanpasneHne IGMP-3anpocos 13 VLAN, yyacT-
HUKOM KOTOpbIX ABAsAeTcA nopT, B Multicast VLAN ans uHtep-
delica B pexxume «general». MynbTMKacToBbIl TpaduK nepe-
[aeTcA Ha NOPT HETErMpPOBaHHbBIM MW TErMPOBaHHbLIM B 3aBU-
vlan_id: (1..4094) CMMOCTM OT Napametpa «tagged».

MapameTp «tagged» yKa3blBAeT Ha TO, YTO MY/IbTUKACTOBbIM
TpaduK AONKEH OTNPABNATLCA B MOPT Me2upo8aHHbIM.
BbikntoyaeT nepeHanpasneHune IGMP-3anpocos Multicast Vlan
M MY/NIbTUKACTOBOrO TpaduKa B NOPT.

KomaHOowbl pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bunpg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnuua 5.129 — KomaHabl pexkunma EXEC

KomaHoa

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

MokasbiBaeT HGopmaLmio 06 U3yYeHHbIX MHOr0aZPECHbIX MapLIPYTU3aTOPax B yKasaHHOM
rpynne VLAN.

show ip igmp snooping in-
terface vian_id

MokasbiBaeT nHdopmaumio IGMP-snooping gna aaHHoro nHtepdeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_muliticast_address]
[ip-address ip_address ]

Moka3sbiBaeT HbOPMaLMIO 06 M3yYeHHbIX MHOFOAAPECHbIX FPYMNax, y4acTBYIOWMX B rpynno-
BOM paccblfKe.

show ip igmp snooping
multicast-tv [vlan vian_id]

MokasbiBaeT IP-agpeca, accoummnpoBaHHble ¢ VLAN ana Teneselanma.

show ip igmp snooping cpe
vlans [vlan vian_id]

MokasbiBaeT Tabauuy cooTBeTcTBMIA Mexay VLAN o6opyaoBaHUA, yCTaHOBAEHHOTO Y NO/b30-
Batensa, u VLAN ana TeneseLwaHuna.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BkAwuutb dyHKLUMIO IGMP snooping Ha KommyTtaTope. [Ana VLAN 6 pa3spewmnTb aBToMaTnye-
CKOe pacno3HaBaHWe NOPTOB, K KOTOPbIM NOAK/IOYEHbI MHOTOaApPeCHbIe MapLLPyTU3aTopPbI.
YcTaHoBUTb MHTepBan mexay |IGMP-3anpocamu — 100 ceK. YBennumTb 3HayeHne pobacTHo-
CT1 o 4. YCTaHOBUTb MaKCMMaibHOE Bpemsa oTBeTa Ha 3anpoc — 15 cek.

console#configure

console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config) #interface vlan 6

console (config-if) #ip igmp snooping query-interval 100

console (config-if) #ip igmp robustness 4

console (config-if) #ip igmp query-max-response-time 15

5.18.3 MLD snooping — NPOTOKO/1 KOHTPO/IA MHOToaApecHoro Tpaduka B IPv6

MLD snooping — MexaHM3M MHOIoaApecHOM pPacCblIkM  COODOLLEHUN, MNO3BOSAIOLLNIMA
MWHMMMU3NPOBATbL MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKM perKnma rnobanbHOro KOHPUrypmpoBaHus:

console (config) #

Tabnunua 5.130 — KomaHabl rnobanbHOro pexnma KoHGUrypupoBaHus

KomaHoa 3HaveHue Aelicmeue

ipv6 mid snooping BkntouaeTt MLD snooipng.

[vlan vian_id] vlan_id:

no ipvé m"f snooping (1..4094)/Bbikniodeno Otknouaet MLD snooping.

[vlan vian_id]

ipv6 mid snooping vlan Peructpupyert rpynnosoi IPv6-agpec B Tabaunue rpynnoson
vlan_id static ipv6_address afpecauunn n ctatuueckun gobasnset/yaanset uHtepdeicol ns
[interface { gigabitethernet rpynnol Ana Tekywei VLAN.

gi_port | - ipv6_address — rpynnoso# IPv6-aapec;

fastethernet fa_port | vlan_id: (1..4094); MepeuncneHme nHTepdencoB OCyLLECTBASETCS YEPE3 K—» U
port-channel group}] gi_port: (1..3/0/1..28); «0.

no ipv6 mld snooping vlan fa_port: (1..3/0/1..24); Ypaanset rpynnosoit IP-agpec u3 Tabauupl.

vian_id static ipv6_address group: (1..16)

[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

ipvé mld snooping vlan [obasnaeT npasuno, 3anpeLLatoee peructpuposatb MLD-
vlan_id forbidden mrouter mrouter NopTbl U3 CNM1cKa.

interface
{gigabitethernet gi_port|
fastethernet fa_port | vlan_id: (1..4094);
port-channel group} gi_port: (1..3/0/1..28);
no ipv6 mid snooping vlan fa_port: (1..3/0/1..24); Yaanset npaswsio, 3anpeLiatolee pernctpuposats MLD-
vlan_id forbidden mrouter group: (1..16) mrouter NopTbl U3 CMMCKa.

interface
{gigabitethernet gi_port|
fastethernet fa_port |
port-channel group}
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ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

-/BKAOYEHO

M3yuyaTb NopTbl, NOAKNOYEHHbIE K mrouter'y no MLD-query-
nakeTam.

He n3yyaTtb nopTbl, NoAKAOYEHHbIE K mrouter'y no MLD-
query-nakeTam.

ipvé mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

[ob6aBnser cnucok mrouter-nopTos.

Ypanaet mrouter-noptbl.

Ipvé mid snooping vlan
vlan_id immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNtO4EHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha Teky-
wen VLAN.

OTkAtoumTb Npouecc MLD Snooping Immediate-Leave Ha Teky-
wen VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypupoBaHusa:

console (config-if) #

Tabnunua 5.131 — KomaHgb! pexknma KoHoburypuposaHua nHtepderica VLAN

3HayeHue/3HayeHue no

no pv6 mid last-member-
query-count

KomaHoa HAeilicmeue
YMOAYAHUIO
ipv6 mld join-group Co3paeT cTaTUYeckyto rpynny MHoroagpecHoi |IPvb-paccbinku.
ibv6_multicast_address - ipv6_multicast_address — rpynnosoii agpec IPv6.
no ipv6 mld join-group Ypanaer ctaTMyeckyto rpynny MHoroagpecHol IPve-pac-
ipv6_multicast_address CbI/IKMN.

YcTaHaBausaeT Koanyectso MLD-3anpocos., nocne paccbli/iku
ipvé mid last-member- KoTopbix MES1024/MES1124/MES2124 onpegensert, 4To Ha
query-count count LAHHOM MOPTY HET YKeNalLWmx y4acTBOBaTb B MHOTOaApeCcHoOM

count: (1..7)

IPv6-paccblinike.

BoccTaHaBnvBaeT 3HaveHMe No YMOTHaHUIO.

ipvé mid last-member-
query-interval interval

no ipvé mid last-member-
query-interval

interval: (100..25500)/1000
MUANNCEKYHA,

3a4aeT MaKCMMasbHYI0 3a4epXKKy OTBETa Noc/ieAHero YaeHa
rpynmnbl, KOTOPas UCNOb3YeTcA A9 BbIYMCNEHUA KOAA MaKCH-
ManbHOM 3asepKku oTeeTa (Max Response Code).

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé mld query-interval
value

no ipv6 mid query-interval

value: (30..18000)/125 ce-
KyHA,

3agaeT MHTepBan PaccblIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld query-max-re-
sponse-time value

no ipv6 mid query-max-re-
sponse-time

value: (5..20)/10 cerkyHg,

3apaer MaKCUMaNbHYIO 3a4€epP*KKYy OTBETA, KOTOpPaA UCNONb3y-

eTca anA BblYMCNEHUN KoAaa MaKCMManbHoOM 3a4epKKKN OTBETa.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé mid robustness value

no ipvé mid robustness

value: (1..7)

YcTaHaBAMBaEeT 3HaueHue KoapduLmMeHTa 0TKa3oyCToMUnBO-
ctu. Ecam Ha kKaHane Habaogaetca noteps AaHHbIX, KO3bou-
LIMEHT OTKA30YCTOMYMBOCTU A0/KEH BbITb YBENNYEH.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,

UHmepgelica epynnsi nopmos, uHmepagpetica VLAN

BuAa 3anpoca KOMAHAHOM CTPOKM B pexMme KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica

rpynnbl NOpToB U MHTepdeica VLAN:

console (config-

if)#

Tabnnua 5.132 — KomaHgapl pexxuma kKoHurypuposaHua nHtepdeinca Ethernet, rpynnel nHTepdeicos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

OnucaHue

ipvé mid join-group
ipv6_address

no ipv6 mid join-group
ipbv6_address

[aet yKkasaHue paccbinate MLD-report coobuieHna Ha npuco-
efMHeHue K ipv6_address rpynnbl ¢ 4aHHOrO NopTa.
- ipv6_address — rpynnosow agpec IPv6.

Ypanaet ykasaHue paccolnate MLD-report coobuweHus Ha npu-
coefiMHeHwWe K ipv6_address rpynnbl ¢ 4aHHOTO NopTa.

ipvé mid version version

version: (1..2)/2

_|

no ipvé mid version

YcTaHaBAMBaEeT BEPCUIO MPOTOKOA, AENCTBYIOLLYIO HA JaHHOM
nHTepodelice.

BocctaHaBanBaeT 3HaYeHMeE NO YMONYAHWUIO.

abanua 5.133 — KomaHg,

bl pexxmuma EXEC

KomaHoa

3HayeHue

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [ad-
dress ipv6_multicast_ad-
dress] [source ipv6_ ad-
dress]

vlan_id: (1..4094)

OTobparkaeT MHGOPMALMIO O 3apPerncTPMpPOBaHHbIX Fpynnax B
COOTBETCTBMM C 334aHHbIMM B KOMaHAe napameTpamu ¢ub-
Tpauuu.

- ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_source_address — IPv6-aapec.

show ipv6 mid snooping in-
terface vian_id

vlan_id: (1..4094)

OTobparkaeT MHbopmaLmio o KoHdurypaumm MLD-snooping
ons paHHow VLAN.

show ipv6 mid snooping

mrouter [interface vian_id]

vlan_id: (1..4094)

OTobpaxkaeT HGOpMaLMto 0 mrouter-nopTax.

5.18.4 ®yHKuUuMM orpaHuyeHna multicast-tpadpuka

®YHKUMKM orpaHmnyeHuns multicast-TpaduKa ucnonbsyotca Ana yaAobHOM HACTPOMKKM orpaHuYeHus

NPOCMOTpPA ONpeaeNeHHbIX FPynn MHOroaAapecHoOn PaccblUIKu.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KoHGUrypnuposaHusa:

console (confiqg)

#

Tabnnua 5.134 — KomaHapl pexxnma rnobanbHoro KoHpurypmposaHuma

KomaHOoa

3HayeHue

Aelicmeue

multicast snooping profile
name

no multicast snooping pro-
file name

name: (1..32) cumBonos

Mepexopn, B pexxum KoHOUrypuposaHua multicast-npoduns.

YaanuTb yKasaHHbIi multicast-npopunb.
Multicast-npodpunb moxkeT 6biTb yAaneH TONbKO No-
H cne Toro, Kak 6yaert oTBA3aH OT BCeX NOPTOB KOMMY-
TaTtopa.

1

50
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KomaHObI pexcuma KoHgpu2ypuposaHusa multicast-npoguna

BuA 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOuUrypmuposaHua multicast-npodpuns:

console (config-mc-profile) #

Tabnnuya 5.135 — KomaHapl pexxuma koHdurypmuposaHuma multicast-npopuns

KomaHoa

3HayeHue

Hlelicmesue

match ip low_ip [high_ip]

no match ip low_ip [high_ip]

3azaeT cooTBETCTBME NPOGUAA YKa3aHHOMY AManasoHy IPv4
multicast-agpecos.

- low_ip — BannpgHbIi multicast-agpec;

- high_ip — BanuaHbii multicast-agpec.

Ypanaer cooTBeTCcTBUE NPOPUAA YKa3zaHHOMY Ananas3oHy IPv4
multicast-agpecos.

match ipve
low_ipv6 [high_ipv6]

no match ipv6
low_ipv6 [high_ipv6]

3agaeT cooTBeTCTBME NPOGUAA yKazaHHOMY AuanasoHy IPve
multicast-agpecos.

- low_ipv6 — BanuaHbii IPv6 multicast-agpec;

- high_ipv6 — BanugHsbiit IPv6 multicast-agpec.

YpanaeT cooTBeTcTBME NPOPUNA YKazaHHOMY AManasoHy IPve
multicast-agpecos.

permit

no permit

-/BbIK/IIOYEHO

B cnyyae HecooTBETCTBMA OAHOMY M3 33aHHbIX AMaNa3oHoB,
IGMP-report 6yayT nponyckaTbca.

B cnyyae HECOOTBETCTBMA OAHOMY M3 334aHHbIX 4ManNa3oHoB,
IGMP-report 6yayT oTbpacbiBaTbcA.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU PeXMMA KOHPUIYpUpOoBaHUA MHTepdelica:

console (config-if) #

Tabnunua 5.136 — KomaHabl pexxnma kKoHdUrypmpoBaHus nHtepderica Ethernet, rpynnol uHtepdericos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

HAeilicmeue

multicast snooping max-
groups number

no multicast snooping
max-groups

number: (1..1000)/-

OrpaHuyMBaeT KOJIMYECTBO OAHOBPEMEHHO NpocMmaTpusae-
MbIx multicast-rpynn gans nopra.

CHumaet orpaHu4yeHne Ha Koim4yeCcTBo 0AHOBPEMEHHO MpPo-
CMaTpuBaemMblx rpynn ana nopta.

multicast snooping add
name

multicast snooping remove
{name | all }

name: (1..32) cumBonos

MpuBA3bIBaeT yKazaHHbIN multicast-npoduab K nopry.

Ypanset cootBetcTBMe multicast-npoduns c noptom.

KomaHOb! pexcuma EXEC

Bce KomaHAapl AOCTYNHbI TONbKO AN1A NPUBUIETMPOBAaHHOTO NOJ1Ib30BATE/IA.

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnnua 5.137 — KomaHapl pexkuma EXEC

KomaHoa Aelicmeue

show multicast snooping | OTobparkaeT MHPOPMaLMIO 41 BCEX MOPTOB O TEKYLLLEM KOIMYECTBE 3aPErUCTPUPOBAHHbIX
groups count rpynn, a TakXe MakcMManbHoe BO3MOXKHOE KOIMYeCcTBO.

show multicast snooping | OTobpakaeT MHPopMaLmio O CKOHUTYPUpPOBaHHbIX multicast-npodunsx.

profile [name]

5.18.5 RADIUS asTopusauua 3anpocos IGMP

[aHHbIA MexaHU3M Mo3BOJIAET NPOU3BOAMTbL aBTOPM3aLIMIO 3aNpPOoCoB NpoTokona IGMP ¢ nomoulbio
RADIUS-cepBepa. Ona obecnevyeHUs HaAEKHOCTU W pacnpefeneHUs Harpysku MOXKET WCMOo/ib30BaTbCA
Heckonbko RADIUS-cepBepoB. Bbibop cepBepa Aans OTNpaBKM O4YEpesHOro 3anpoca asBTopusaumm
NPoOUCXoauT Cny4daliHbiMm obpasom. Ecnum cepBep He OTBETUA, OH MOMEYAETCS KaK BpeMeHHO Hepabouunit, 1
nepectaeT y4yacTBOBaTb B MexaHM3Me OMpoca Ha onpeaeneHHbl Mnepuod, a 3anpoc OTCblaeTcA Ha
cneaylowmm cepsep.

MonyyeHHble aBTOPU3ALMOHHbIE AaHHbIE XPAHATCA B K3LW-NAMATU KOMMYTATOpPa B TeYEeHMe 3a4aHHOro

nepuoga BpemeHW. ITO NO3BOASAET YCKOPUTb MNOBTOPHYO 06paboTKy |IGMP-3anpocos. [MapameTpbl
aBTOPM3aLMM BKAKOYALOT B cebs:

=  MAC-agpec KIMeHTCKOro yCTPOMNCTBa;
=  WpeHTuduKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

= PeweHune o goctyne — deny/permit.

Mpumep HacTpoinkm RADIUS-cepBepa npueeaeH B pa3aene «Hactpolikm asTopmusaumnm IGMP-3anpocos
yepes Radius» B npunoxeHnu A.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoro KoHGUrypnuposaHusa:

console (config) #

Tabnnua 5.138 — KomaHapl pexxnma rnobanbHoro KoHpurypmposaHuma

KomaHOoa 3HayeHue/3Ha4yeHue .
Jetcmeue
no ymona4vaHuro
ip igmp snooping authorization YcTaHaBAMBaeT BPeMA XKU3HM B Kawwe. Ecan 3HayeHne paBHO
cache-timeout timeout HY/Il0 — OTCYET BPEMEHM KU3HU OTKNIOYEH (3anuncb He yaans-

timeout: (0..10000) mmH/0 | €Tca co BpemeHem).

no ip igmp snooping authoriza-

. . YcTaHOBKa 3HaY€HMsA N0 YMOJIYaHUIO.
tion cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanaszoHa uHmepaelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU PeXMMA KOHPUIYpUpoBaHUa nHTepdelica:

console (config-if)#
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Tabnnuya 5.139 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

multicast snooping authorization
radius [required]

no multicast snooping authorization

-/BbIKIOYEHO

Bkntouaet aBTopusauymio Yyepes RADIUS-cepBep. Ecnm ykasaH
napamertp required, To B cnyyae HegocTynHocTy Bcex RADIUS-
cepsepoB IGMP-3anpocbl UTHOPUPYHOTCA.

B npotusHom cnyyae IGMP-3anpoc byaet obpaboTtaH gaxe
npu OTCYTCTBMM OTBETA CepBepa.

OTKAloYEeHMe aBTOpU3aLLUN.

multicast snooping authorization
forwarding-first

no multicast snooping authorization
forwarding-first

-/BbIKIOYEHO

BKkntoyaeT npeasapuTenbHyo 06paboTky IGMP-3anpocos Ha
nopty ao oteeta RADIUS-cepsepa. o nony4yeHuun oteeTta oT
cepBepa B C/ly4ae NoJI0XKUTE/IbHOIO OTBETA NOANUCKA OCTa-

eTcs, B C/ly4ae oTpuLLaTe/IbHOIo — yaanserca.

BocctaHaBnvBaeT 3HaveHue no YMONYaHULO.

KomaHObl pexcuma EXEC

Bce KOmaHAb! AOCTYNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 5.140 — KomaHapl pexkuma EXEC

KomaHoa

3HayeHue

Aelicmeue

show ip igmp snooping authoriza-
tion-cache

[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTobparkaeT cogeprKMmoe Kalwa asTopmsaummn IGMP.

Ecnun B KoMaHAe yKasaH nHtepdelic — To oTobparkatoTca
TO/IbKO Te rpynmnbl, KOTOPblE 3aPerncTPMpPOBaHbl Ha YKa3aH-
HOM MHTepodeiice.

clear ip igmp snooping authoriza-
tion-cache

[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OuunLaeT KL aBTOpU3aLLUM.

Ecnn B KOmaHAe yKasaH nHTepdeinc — oumLLaoTca 3anmcu
Kew Ana yKasaHHoro nHtepdeica.

Ecnm nHTepdeiic He yKaszaH — KL 04MLLAeTCA NOAHOCTbIO.

5.19 ®yHKuuM ynpasneHus

5.19.1 MexaHnsm AAA

Ana obecneyeHnss 6e3o0nacHOCTU cUCTEMbI

aBTOpPM3aLMA, yUeT).

ucnonbsyetca MmexaHnsm AAA (ayTeHTMdMKauus,

— Authentication (ayTeHTUdUKaLMA) — conocTaB/ieHWe 3anpoca CyLLecTBylowein y4éTHol 3a-
nucu B cucteme 6€30MacHoCTM.

— Authorization (aBTopu3aLums, NPOBEPKa YPOBHSA AOCTyMNa) — conocTasjaeHue y4ETHOM 3anncu
B cucTeme (npowesliein ayTeHTUOUKALMIO) U onpesesiEHHbIX MOJTHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebieHremM pecypcoB No/b30BaTe/IeM.

Ons wudpoBaHUA AaHHbIX UCNONb3YeTcA MexaHU3m SSH.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasbHOro KoHGUryprupoBaHus:

console (config) #

Ethernet-kommymamopsi MES1000, MES2000
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Tabnnua 5.141 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

aaa authentication login
{default | list-name}
method1 [method?2...]

-/ocylecTsanerca npo-
BEpPKa No JIoKanbHoM Hase
AaHHbIX
(aaa authentication login
default local)

list-name: (1..12) cumso-

YcTaHaBAnBaeT cnocob ayTeHTUOUKALMM ANA BXOAA B CU-
cTemy.

- default — ncnonb3oBatb ANA ayTeHTUDMKALMM ONUCAHHbIE
HUXKe MeToAbl;

- list-name — “msA cnUcKa ayTeHTUUKALMOHHbIX METOA0B, aK-
TUBM3UPYIOLLLErocs, KOrAa No/ib30BaTeslb BXOAMUT B CUCTEMY.
OnuncaHune metogos (methodl [method2...]):

- enable — ncnonb3oBaTb NAapoab ANA ayTeHTUdUKaLMK;

- line — ncnonb3oBaTb Naposb TEpMUHANA A5 ayTEHTUPUKA-
unn;

- local — ncnonb3oBaTb I0KaNbHYO 633y MMeH Nonb3oBaTe-
nei pna ayteHTUuduKaumm;

- none — He MUCNo/1b30BaTb ayTeHTUPUKALMIO;

- radius — ncnonb3osaTb cnucok RADIUS cepsepoB a1 ayTeH-
TMdUKaumm;

- tacacs — ncnonb3osatb cnucok TACACS cepsepoB ANA ayTeH-
TMdUnKaLmu.

nos V Ecnu metop ayTeHTUUKaALMKM He onpeaeneH, To
AOCTYN K KOHCONM BCerga ycnelHblii 6e3 ayTeH-
TUPUKALMOHHDBIX NPOBEPOK.
V Co3paHMe CNUCKA OCYLLLeCTBAAETCA KOMaHA0M:
aaa authentication login list-name method1
[method2...].
Ucnonb3oBaHMe CNUCKa:
aaa authentication login list-name
no aaa authentication login YCTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO.
{default | list-name}
aaa authentication mode YcTaHaBAMBaET aifOPUTM ONPOCa MeTOA0B ayTeHTUGUKaLUW.
{chain | break} - chain — nocne Heyaa4YHOM NONbITKM ayTeHTUGUKaLUM NO
_Jchain nepBoMy METOAY B CIMCKe CnedyeT NonbiTKa ayTeHTUdMKaLmm

no cneaytolemy MeToay B LLeNoYKe;
- break — nocne HeypayHoW ayTeHTUPMKaALMKM NO NEPBOMY
MeTOAY NpoLecc ayTeHTUdUKALMM OCTaHABINBAETCA.

aaa authentication enable
{default | list-name}
method1 [method?2...]

no aaa authentication ena-
ble {default | list-name}

-/ocylecTBaseTca npo-
BepKa naposa (aaa authen-
tication enable default en-

able)

list-name: (1..12) cumso-
nos

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMU NPU NOBbILEHUN
YPOBHSA NPUBUIETNI A/1A BXOAA B CUCTEMY.

- default — ncnonb3oBatb ANA ayTeHTUPUKALMM ONUCAHHbIE
HUXKe MeToAbl;

- list-name — nmsa cnucka ayTeHTUGUKALMOHHbIX METOAOB aK-
TUBU3UPYIOLWMIACA, KOTAa NOb30BaTe b BXOAUT B CUCTEMY.
OnucaHune metoaos (methodl [method2...]):

- enable — ucnonb3oBaTh NAPO/b ANA ayTEHTUDUKALNMK;

- line — ncnonb3oBaTb Naposib TEpMUHANG ANA AayTEHTUDUKA-
umnu;

- none — He NCNo/ab30BaTb ayTeEHTUDUKALMIO;

- radius — ncnonb3oBaTtb cnncok RADIUS cepeepoB a1 ayTeH-
TUdUKaumm;

- tacacs — ncnonb3osatb cnncok TACACS cepsepoB AnA ayTeH-
TUdUKaumu.

V Ecnun pnsa KoHcoNM Naponb He onpegeneH, To A0CTyn
K KOHCOAM Bceraa ycnewHbid (aaa authentication
enable default enable none).

Co3paHMe CMUCKA OCYLLLeCTBAAETCA KOMaHAOM
V aaa authentication enable list-name methodl
[method2...]. Ucnonb3oBaHKe cnucka: aaa authenti-
cation enable list-name
V Bce 3anpocbl, nepeaaBaemble K Radius u TACACS cep-
Bepam, BKAIOYAlOT MMA nonb3osatens "$SenabxS.",
rpe X — ypoBeHb NpUBUAETUNA.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.
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enable password [level
level] password [encrypted]

YcTaHaBAMBaeT Napoib ANA KOHTPOAA U3MEHEHUA NpuBUe-
rMin AocTyna nosib3oBaTenei.
- level — ypoBeHb npusunernii;

level: (1..15); - password — naponb;
password: (1..159) cumpo- | - encrypted — 3aaaTb 3aWMPpPOBaHHBbIV Napoab (Hanpumep,
NoB napo/b B 3awWndpoBaHHOM BUAE, CKONMPOBAHHbIV C APYroro
YCTPOICTBA).
no enable password YpanaeT naposib A1A COOTBETCTBYIOLLETO YPOBHA NPUBUAETUN.
[level level]
username name { nopass- [JobaBnaeT nosb3oBaTenA B IOKasbHYIO 6a3y AaHHbIX.
word | - level — ypoBeHb NpuBUNETUIA;
password password | level: (1..15); - password — naponb;
password encrypted en- password: (1..159) cumso- - hame — MMA NoJib30BaTe A,
crypted_password } NnoB; - encrypted — 3aaaTb 3aWwWMdpoBaHHbIM Napoab (Hanpumep,

[priveliged level]

no username name

name: (1..20) cumBonos

naposib B 3alWMdPOBaHHOM BUAE, CKONMPOBAHHbIN C APYyroro
yCTpoWcTBa).

Ypanaer nonb3oBaTens U3 10KabHOM 6a3bl AaHHbIX

aaa accounting login
start-stop group radius

no aaa accounting login
start-stop group radius

-/BeaeHue yyeTa 3anpe-
LweHo

PaspelwaeT BefeHWe yyeTa (aKKayHTa) ANs CECCUM ynpaBieHus.
BepeHue yyerta paspelueHo TONbKO ANA Nnosb3oBaTe-

V Neii, BoweALWMNX B CUCTEMY O UMEHU M NAPOIO, ANA
nonb3oBaTesiei, BOoLeALWUX NO NapPoal0 TepMUHANa,
BeZeHue yyeTa 3anpeLyeHo.

V BeaeHue yyeta akTMBUPYETCA U NpPEKpaLLAeTCca, KO-
raa nonb3oBaTeNlb BXOAUT M OTK/AIOYaeTcA OT CU-
CTeMbl, YTO COOTBETCTBYET 3HaUeHUAM start u stop B
coobuweHuax nporokona RADIUS (napametpbi, co-
Aepxawmeca B coobuweHuax npotokona RADIUS,
npusegeHbl B Tabnuue 5.142).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

aaa accounting dot1x
start-stop group radius

-/BeaeHune yyeTa 3anpe-

PaspelwaeT BegeHuMe yyeTa (aKKkayHTa) gna ceccmin 802.1x.

V BepeHue yyeTa aKTMBUPYETCA U MPeKpaLlaeTca, Ko-
rga nosnb3oBaTeNlb BXOAUT U OTK/OYAETCA OT Cu-
CcTeMbl, YTO COOTBETCTBYeT 3HaueHnAam start u stop B
coobuweHunax npotokona RADIUS (napametpbl, co-
pepxawmeca B coobweHuax npotokona RADIUS
npuBepeHbl B Tabauuye 5.143).

eHo X .
t / B pexume multiple sessions cooblieHuns stat/stop
NoCbINAOTCA A1 KAXKA,0r0 NONb30BaTeNs, B pexxume
multiple hosts — Tonbko ana nonbsosatens, npo-
weaLwero ayreHTUGUKaumio (cm. pasgen no 802.1x).
no aaa accounting dotlx YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
start-stop group radius
ip http authentication aaa OnpegenseT meTtog, ayTeHTUudUKaumm npu goctyne K HTTP-
login-authentication cepsepy. [Npun ycTaHOBKe CNMCKa MeTOA,0B, AONO/HUTENbHbIN
method_list method list: meTog, byaAeT NPUMEHATLCA, TOIbKO KOraa no OCHOBHOMY Me-
- ToAy ayTeHTUGUKaLMKM BO3BpaLleHa olmnbKa.
(local, none, tacacs, ra- Ay ay bukay paL N
. - local — no umeHwu 13 noKanbHOM 6asbl AAHHbIX;
dius)/local
- none — He MUCnosb3yeTcs;
- tacacs — ncnonb3oBaHMe cnnckos Beex cepaepoB TACACS+;
- radius — ncnonb3osaHue cnuckos Bcex RADIUS-cepsepos.
no ip http authentication YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.
aaa login-authentication
ip ftp authentication aaa OnpegenseT meTtog, ayTeHTUdMKaLMm Npu goctyne K FTP-
login-authentication cepsepy. [pun ycTaHOBKe CNMCKa MeTOA,0B, AONONHUTENbHbIN
method1_list meTog, byaeT NpMMeHATbCA, TONIbKO KOrga No OCHOBHOMY Me-
. Toay ayTeHTUdMKALMM BO3BPALLEHA OLIMOKA.
method1_list: o .
- local — no MmeHn 13 noKanbHoOM 6asbl AaHHbIX;
(local, none, tacacs, ra-
. - none — He UCNob3yeTcs;
dius)/local

no ip ftp authentication
aaa login-authentication

- tacacs — ncnosnb3oBaHMe cnnckos Beex cepeepoB TACACS+;
- radius — ncnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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aaa accounting commands
stop-only default tacacs

no aaa accounting com-
mands stop-only default
tacacs

-/BefeHue yyeTa 3anpe-

LEHO

PaspeluaeT BeAeHMe yyeTa (aKKayHTa) a1 BBeAeHHbIX B CLI
KOMaHA,

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

[na Toro uTo6bl KAMEHT NOAYYNA AOCTYN K YCTPOMCTBY, AaXKe eCn BCe MeToAbl ayTeHTUHU-
e KaLuu BepHy/IM OINBKY, UCNO/b3yiiTe 3HAaUEHWe NoC/egHero MeToga B KOMaHae — none.

Tabnnua 5.142 — AtpubyTbl coobLLEHN BegeHUA ydeTa npoTokona RADIUS gns ceccuii ynpasaeHus

Hanuyue am-

Hanuyue am-

Ampubym pubyma e co- | pubyma e co- Onucanue
obweHuu obweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTudMKaLma nonb3osBaTens.
IP-appec KommyTaTOpa, KOTOPbIN UCNONb3YeTCA
NAS-IP-Address (4 Ectb Ectb N .
) ana ceccuin ¢ Radius-cepsepom.
Class (25) Ectb Ecto Mpoun3BonbHOE 3HAYEHME, BKAOUYEHHOE BO BCE
coobLLeHMA yyeTa ceccui.
Called-Station-ID (30) Ecro Ecro IP-appec KommyTaToOpa, UCMOb3yeMbl ANA
ceccuin ynpasneHums.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
Acct-Authentic (45) Ects Ects YKa3blBaeT MeTo4, N0 KOTOPOMY K/IUEHT A0N-
¥eH ObITb ayTeHTUOULMPOBAH.
. . MoKa3bIBaeT, KaK A0Aro No/b30BaTeNb Obin
Acct-Session-Time (46 Het EcTb
(46) NOAK/NIOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuynHa 3aKpbITUA ceccuu.

Tabnnua 5.143 — ATpubyTbl co0bLIEHNI BeaeHUA yyeTa npoTokona RADIUS ans ceccuii 802.1x

Ampubym Haauyue am- | Haau4yue am- OnucaHue
pubyma e co- | pubyma e co-
obweHuu obweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
IP-afpec KommyTaTOpa, KOTOPbIM UCNONb3YeTCA
NAS-IP-Address (4) Ectb Ectb AP < v . P P Y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKAYUACA
NAS-Port (5) EcTb EcTb P y P P A
nosib30BaTeNb.
Mpon3BoNbHOE 3HAYEHME, BKAOYEHHOE BO BCE
Class (25) Ectb Ectb P N
coobueHunA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY K/JMEHT [0N-
Acct-Authentic (45) EcTb EcTb A poMy A
YK€H ObITb ayTEHTUOULMPOBAH.
MoKa3bIBaeT, KaK A0Nro No/b30BaTeNb 6bin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpunymnHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb EcTb Moka3sbiBaeT TMN NOpTa KAMUEHTa.
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KomaHObI pexuma KOHgU2ypupos8aHus mepmuHana

Bua, 3anpoca KoOMaHAHOW CTPOKM B PEXMME KOHOUTYPUPOBaHUA TEPMUHANA:

console (config-line) #

Tabnnuya 5.144 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

login authentication {de-
fault | list-name}

no login authentication

list-name: (1..12) cumso-
nos

3apaeT meTo ayTeHTUOUKALMU NPU BXOAE ANA KOHCONM,
telnet, ssh.

- default — ncnonb3oBaTh CINCOK MO YMONYAHMIOY, CO34aH-
HbIi KOMaHAOoW aaa authentication login default

- list-name — Ncnonb30BaTb CNUCOK, CO3AAHHbIN KOMaHA0M
aaa authentication login list-name.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

enable authentication {de-
fault | list-name}

no enable authentication

list-name: (1..12) cumso-
nos

3apaeT meTog, ayTeHTUdMKaLMM NONb30BaTENA MPU NOBbILLE-
HUW YPOBHA NPUBMAETUI ANA KOHcou, telnet, ssh.

- default — Mcnonb3oBaTbh CNMCOK «MNO YMONYAHWUIO», CO3AaH-
HbIi KOMaHAOoW aaa authentication login default

- list-name — 1cnosb30BaTb CMUCOK, CO34aHHbIN KOMaHAOoM
aaa authentication login list-name.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

password password [en-
crypted]

password: (1..159) cumso-
nos

3agaeT naponb ANA TepmMuHana.

- encrypted — 3a4aTb 3aWMPPOBaHHbIN Naposb (Hanpumep,
napo/b B 3aWMdpPoBaHHOM BUAE, CKONMPOBAHHbIN C 4PYroro
YCTPOWCTBA).

no password

Yaanset naponb 414 TepMUHana.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 5.145 — KomaHgb! pexxuma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue no HAelicmeue
YMOMYAHUIO
show authentication meth- . MokasbliBaeT MHbOPMaLMIO 06 ayTEHTUOUKALMOHHBIX METOAAX
ods Ha KoMmyTaTope.
show users accounts MoKa3bIBaET SIOKaNbHYIO 633y A@aHHbIX MOb30BaTENEN U UX NPU-
- BUNETUN.
clear line line line: (0..8) 3aKpblBaeT ceccuto yaaneHHoro ynpasaeHus.

- line — Homep ceccum yaaneHHoro ynpasaeHus.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAb! gaHHOrO pa3gena OoCTynHbl TONIbKO ANA NPUBUNETMPOBAHHDBIX nosib3oBaTesnem.

Tabnunua 5.146 — KomaHapl pexknma EXEC

KomaHoa

Aeiicmeue

show accounting

Moka3biBaeT UHOOPMALLMIO O HACTPOEHHbIX METOAAX BeAeHWs yyeTa (aKKayHTa).
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5.19.2 Npotokon RADIUS

MpoTtokon RADIUS wucnonb3yetca gna ayteHTUdMKaumm, astopusaumm m ydeta. Cepsep RADIUS
ncnonbayet 6a3y AaHHbIX NO/b30BaTENEN, KOTOPAs COAEPHKMUT SAaHHbIE NPOBEPKU NOANMHHOCTU ANA KAXKA0ro
nosnb3oBatens. TakMm obpasom, mcrnosb3oBaHWe npoTokona RADIUS obecneumBaeT AOMNOJAHUTENbHYIO
3alLNUTY NpKU JOCTYNe K pecypcam CeTn, a TaKKe Npu AOoCTyne K cCamomMy KOMMyTaTopy.

KomaHOb! pexcuma 2106016H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoOHGUrypupoBaHusa:

console (config) #

Tabnnua 5.147 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmposaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

[JobasnaeT ykasaHHbIN cepBep B CMUCOK UCNob3yembix RA-

DIUS cepsepos.

- ip_address — IPv4- unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep nopTa Ana nepeaayn ayTeHTUPUKaUMoH-

HbIX AAHHbIX;

- r — .
radius-server host hostname: a‘cct_po t — HOMep nopTa 419 nepeaayun faHHbIX yyeTa;

. - timeout — WHTepBan OXKMAaHMA OTBETA OT cepBepa;
{ip_address| (1..158) cumBonos; . .

- retries — KONMYeCTBO NONbITOK Noncka RADIUS-cepsepa;
hostname} auth_port: - time — Bpems B MMHYTax, B TE4EHME KOTOPOro HeAOCTYMHble
[auth-port auth_port] (0..65535)/1812; ’

cepsepa He byayT onpawusaTbca RADIUS-KAneHTOM KoMMyTa-
[acct-port acct-port] acct_port:

[timeout timeout] [retrans-
mit retries] [deadtime
time]

[key secret_key]
[encrypted key en-
crypted_key]

[source source_ip_address]
[priority priority]

[usage type]

no radius-server host
{ip_address|hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
secret_key:
(0..128) cumsonos;
encrypted key:
(0..128) cumBonos;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

TOpa;

- secret_key — Koy gna ayTeHTUOUKALMM U LWndpoBaHUA
Bcero obmeHa gaHHbimu RADIUS;

- encrypted key — Kkntou ana ayTeHTUGUKaUumn 1 wndposaHma
Bcero obmeHa gaHHbimu RADIUS;

- source_ip_address — IPv4- unu IPv6-agpec, ncnosb3yembiii 8
KayecTBe agpeca UCTOYHUKA, NepesaBaemoro B cOObLEeHNAX
npotokona RADIUS;

- priority — npuopwuTeT ncnonb3osaHus RADIUS-cepsepa (4em
HWXXe 3HaYeHUne, TemM NpPUOPUTETHEE cepBep);

- type — ™Mn ucnonb3osaHua RADIUS-cepsepa (login, dotl.x,
igmp-auth, all).

B cnyyae oTcyTCTBMA B KOMaHAe NapameTpos timeout, retries,
time, secret_key, source_ip_address ans gaHHoro RADIUS-
cepBepa UCMOIb3YIOTCA 3HAYEHWSA, HACTPOEHHbIE C MOMOLLbIO
COOTBETCTBYIOLWMX [N106a/1bHbIX KOMaHA,

YanaeT yKasaHHbIN cepBep U3 CNUCKa UCNOb3yeMblX
RADIUS-cepseposB.

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
K04 He 3afaH

YcTaHaBAMBAET K/tOY, UCMO/b3YEeMbli1 MO YMONYAHWUIO, AN1A
ayTeHTUdMKaLUmM 1 WndposaHUa Bcero obmeHa faHHbIMM
RADIUS mexay ycTpoicTBom M oKpyxeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcraHaBAuBsaet WUHTEpBan OXXMAaHMA OTBETA OT cepBepa, Uc-
I'IOI'Ib3yeMbIVI No YMO/THaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

OnpegenaeT KOIMYECTBO NOMbITOK, UCMOJIb3yeMOe MO YMOYa-
Huto, nomncka RADIUS-cepsepa 13 cnucka cepsepos. lMNpu oT-
Ka3e OCyLLeCcTBAAETCA MOUCK CIeAYHOLLEro MO NPUOPUTETY cep-
Bepa M3 cnucka.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO
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Mo3BonaeT onTummsnposatb Bpema onpoca RADIUS-cepse-
poB, KOra HEKOTOpble cepBepa HefOCTYNHbI. YCTaHaBIMBaeT
BpEeMA B MUHYTaXx, UCMOJIb3yeMOE N0 YMOYaHUIO, B TEYEHME
deadtime: (0..2000)/0 MuH. | KOTOPOro HeAOCTyMHble cepBepa He ByayT onpalineaTbca
RADIUS-KnneHTOM KOMMYyTaTOpAa.

radius-server deadtime
deadtime

no radius-server deadtime

. YcTaHaBAMBaET 3HaYEHME N0 YMOIYAHMIO.
deadtime

3apaeT onpeaeneHHbil IPv4-aapec, ncnonbsyembivi No ymon-
YaHMIO B KaYecTBe agpeca UCTOYHWUKaA NepesaBaemoro B coob-
weHuAax npotokona RADIUS.

radius-server source-ip
ip_address

Ypnansaet onpegeneHHbin IPv4-agpec, ucnoib3yembiii No ymos-
YaHWIO B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B coob-
weHuax npotokona RADIUS. YctaHasnusaet IPv4-agpec uH-
Tepdelica KommyTaTopa B KaYecTBe aApeca UCTOYHUKA /1A UC-
no/ib30BaHMA B CO0bLEeHNsax npoTokosia RADIUS.

no radius-server source-ip
[ip_address ]

3agaeT onpegeneHHbi IPv6-aapec, Mcnonb3ayemblii No ymon-
YaHWIO B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B coob-
weHuAax npotokona RADIUS.

Ypanaet onpegeneHHbin IPv6-agpec, Mcnosib3yembiii No ymo-
YaHWIO B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B coob-
weHuax npotokona RADIUS. YctaHasnusaet IPv6-agpec uH-
Tepderica KomMmyTaTopa B KayecTBe afipeca MCTOYHUKA ANA UC-
no/ib30BaHMA B cO0bLeHnsx npoTokoaa RADIUS.

radius-server source-ipvé
ip_address

no radius-server source-
ipv6 [ip_address ]

radius-server attributes LOobasneHune atpnbyTa 32 (NAS-1D) B naketbl Radius-request.
nas-id include-in-access- - nas-id — popmart onumu;

req format nas-id nas-id (1..32)/aTpnbyt 32 | - makpoc %h noacrasnaet hostname-kommyrartopa.

no radius-server attributes OTCYTCTBYET B 3anpocax

nas-id include-in-access- Bo3BpallaeT 3HaueHMe No YMOHaHMIO.

req format

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPoKK B pexume Privileged EXEC:

console#

Tabnunua 5.148 — KomaHgb! pexknma Privileged EXEC

KomaHoa Aeiicmeue

Otobparkaet napameTpbl HacTpoiku RADIUS cepsepos (KomaHaa focTynHa TOAbKO ANA Npu-
BU/IETMPOBAHHBIX MNO/Ib30BaTENEN).

show radius statistics OTobparkaeT cTaTUCTUKY NpoTokona Radius.

show radius-servers

[pumepbl UCI016308AHUS KOMAHO

= YCTaHOBWUTb rnobanbHble 3HaYEHUs A5 NapPaMeTPOB: MHTEPBAN OXKUAAHUA OTBETA OT cep-
Bepa — 5 CeKkyHA, KO/M4ecTBo nonbiTOK noucka RADIUS cepsepa — 5, Bpems, B TeueHue
KOTOPOro HeAOCTYMHble cepBepa He byayT onpawmneaTbca RADIUS KAMeHTOM KommyTaTopa
— 10 MMHYT, CEKPETHbIN KNtoy — secret. [JobaBuTb B cnmucok RADIUS cepsep, pacnosioxKeH-
HbI Ha y3ne ceTu ¢ IP agpecom 192.168.16.3, nopT cepBepa ana ayTeHTMPUKaunum — 1645,
KOJINYeCTBO NONbITOK AOCTyNa K cepsepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2
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= [lokasaTb napameTpbl HacTpolikn RADIUS cepsepos

console# show radius-servers

start
IP address Port port Tim Ret- Dead- source IP Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all

Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP : 0.0.0.0
Source IPv6

5.19.3 NMpotokon TACACS+

Mpotokon TACACS+ obecneuymBaeT LEHTPa/IM30BAHHYIO cucTeMy 6e30MacHOCTU ANA MPOBEPKMU
Nno/sib3oBaTe/iel, NoJiy4atolmx AOCTYN K YCTPOMCTBY, NpX 3TOM noaaepxusas coBmectumoctb ¢ RADIUS un
ApYrMmu npoleccamu nposepku nognmHHoctn. TACACS+ npeaoctasnneT caeaylolimne ciy»Kobi:

— Authentication (nposepka noanmMHHoctn). ObecneymBaeTcs BO BPeMs BX0Za B CUCTEMY MO MMEHaM
no/b3oBaTesiei U onpeaeneHHbIM Nob30BaTENAMM NAPOAM.

— Authorization (aBTopu3sauua). ObecneumBaeTcs BO Bpems BXoAa B cuctemy. lMocne 3aBeplueHns ce-
aHca NPOBEPKU NOA/IMHHOCTM 3aMyCKAeTCa ceaHC aBTOpPM3aummn C UCNONb30BaHMEM NPOBEPEHHOro
MMEHW No/b30BaTeNA, TaKKe CepBEPOM NPOBEPAIOTCA NPUBUAETUM NONb30BaTENA.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoOHGUryprupoBaHusa:

console (confiqg) #

Tabnunua 5.149 — KomaHapl pexknuma rnobanbHoro KoHpurypmposaHums

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuro
tacacs-server host [obaBnaeT yKasaHHbIN cepBep B CMUCOK UCMOIb3yeMblX
{ip_address [hostname} TACACS cepBepos.
[single-connection] - ip_address — |P appec TACACS-cepBepa;
[port port] - hostname — ceteBoe uma TACACS-cepBepa;
[timeout timeout] - single connection — B KaxKAbli MOMEHT BPEMEHU UMETb

[key secret_key] hostname: (1..158) He 60o/blle 0AHOro coeaAnHeHUA Ana obMmeHa AaHHbIMU C
[encrypted key encrypted_key] CUMBONOE: TACACS-cepBepom;
[source source_ip_address] port: (0 65535’)/49' - port — Homep nopTa A4 obmeHa AaHHbimuM ¢ TACACS-cep-
riority priorit ort: {0.. ; ;
[priority priority] timeout: (1..30) cek; Be.pOM
) - timeout — WHTepPBan OXMAAHWUA OTBETA OT CEPBEPA;
retries: (1..10);
. - secret_key — KAto4 oNA ayTeHTUOUKALMMU U LNPOBaHUA
time: (0..2000) muH;
Bcero obmeHa aaHHbimu TACACS;
key: (0..128) cumsonos; - encrypted_key — kntou B lWWMPOBAHHOM BUAE A5 ayTeH-
encrypted_key: (0..128) ypied_key p A€ ANA ay
TMdUKaLMM U WnppoBaHMa Bcero obmeHa AaHHbIMU
CUMBOOB;
rority: (0..65535)/0 | TACACS:

P ¥ S - source_ip_address — |P-agpec, UCno/ib3yemblii B KauecTse
afipeca UCTOYHWKA, NepesaBaeMoro B COO6LEeHNAX NPoTo-
Kona TACACS;

- priority — npmnopuTteT ncnonb3osaHna TACACS-cepsepa
(4yem HUKe 3HauYeHMe, Tem NpUopUTETHEE CEpBep).
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no tacacs-server host
{ip_address | hostname}

B cnyyae oTcyTCcTBMA B KOMaHAe NapamMeTpos «timeouty,
«retries», «time», «secret_key», «source_ip-addr» ana aaH-
Horo RADIUS-cepBepa MCNONb3YHOTCA 3HAYEeHUA, HACTPOEeH-
Hbl€ C NOMOLLbIO COOTBETCTBYHOLLMX FN106aNbHbIX KOMAHA,

YpanaeT yKasaHHbI cepBep M3 CNMCKA UCNONb3YeMbIX
TACACS-cepBepoB.

tacacs-server key [key]

no tacacs-server key

key: (0..128) cumsonos/
nycras CTpoKa

YcTaHaBAMBAET K/HOY, UCMOJIb3YEeMbI MO YMOYaHUIO, ANA
ayTeHTUdUKaLMM U WndpoBaHUA Bcero obmeHa AaHHbIMK
TACACS mexay ycTpoincTsom u okpykeHnem TACACS.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cex.

YcTaHaB/MBaET MHTEPBA OXUAAHWUA OTBETA OT CEPBEPA, UC-
MO/Ib3YEMbII MO YMOYAHMIO.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3apaer IP-agpec KOMMyTaTOpPa, UCNONb3YEMBIN MO YMONYa-
HUIO gns obmeHa coobuweHnamm ¢ TACACS-cepBepom

YcTaHaBAMBaeT ucnosb3osaHue IP-agpeca nHtepoeiica Kom-
myTaTopa gns obmeHa coobuweHnamm ¢ TACACS-cepsepom.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnuya 5.150 — KomaHapl pexkuma EXEC

KomaHoa 3HayeHue Aelicmesue

show tacacs
[ip_address] -

OTobparkaeT HAaCTPOMKY M CTaTUCTUKY Ans cepsepa TACACS+.
- ip-address — IP-appec TACACS+ cepsepa, iMbo nmsa cep-
Bepa.

OTtobparkaeT cTatUcTUKy npotokona TACACS+.

show tacacs statistics —

[pumepbl UCI016308AHUA KOMAHO

= [1o6aBuTb B cnncok cepeepoB TACACS-cepBep, pacnosioxKeHHbI Ha y3ne ceTu ¢ IP-agpecom
192.168.16.34, TalimayT OXKMAAHUA OTBETA OT cepBepa — 4 CeKyHAbl, CEKPETHbIN KoY AN
obMeHa fAaHHbIMKM C cepBepom — secret, IP-aapec KommyTaTopa, UCMONb3yeMbI ana 0b-
MeHa ¢ 3Tum cepsepom — 192.168.16.38, npuoputet cepsepa — 8.

console# configure
console (config) # tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.19.4 NpoTtoKon ynpasneHua cetoto (SNMP)

SNMP — TexHosnorus, npvsBaHHaa obecneynTb ynpaB/ieHWE W KOHTPOJIb HAJA YCTPOWCTBAMMU U
NPUNOXKEHUAMM B CETU CBA3M NyTém obmeHa ynpasasowen WHPopmMaumeinn mexay areHTamm,
PacnoNOXKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, U MeHeAKepamu, HaXOLALWMMMUCA HA CTAHLMAX YNpPaBAeHuUs.
SNMP onpegnensieT ceTb Kak COBOKYMHOCTb CETEBbIX YMPABAAIOLWMX CTAHLMIA U 3/1eMEHTOB CeTU (rnaBHble
MaLUMHBI, LWO3bl M MapLpyTU3aTopbl, TEPMUHANbHbIE CEPBEPbI), KOTOPbIE COBMECTHO obecneuynBaioT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAIOWMMM CTAaHUUAMM U CETEBLIMU areHTamm.

Kommytatop MES1024/MES1124/MES2124 no3sonAeT HacTpouTb paboty npotokona SNMP ans
YOANEHHOFO MOHUTOPMHIA U yNpaBAeHUA YCTPOMCTBOM. YCTPOMCTBO NOAAEP)KMBAET MPOTOKO/bI BEPCUIA
SNMPv1, SNMPv2, SNMPv3.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHuma:

console (config) #

Tabanua 5.151 — KomaHgbl pexuma rnobanbHOro KOHGUrypmpoBaHus

3Ha4yeHue/3HayeHue o

ibv6_address| ipv6z_ad-
dress])

[mask | prefix_length]
[use-acl ip-acl-name]
snmp-server community-
group community group-
name [ipv4_address|
ibv6_address| ipv6z_ad-
dress] [mask |
prefix_length]

no snmp-server commu-
nity community [ipv4_ad-
dress|

ibv6_address| ipv6z_ad-
dress])

(1..20) cumBonos;

viewname:
(1..30) cumBonos;

groupname:
(1..30) cumBonos;

mask o ymonyaHuro:
255.255.255.255;

prefix_length
Mo YMOAYaHUIO:
32;
ip-acl-name:
(1..32) cumBonos
dopmar:
IPv4: A.B.C.D
IPv6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

KomaHoa Aelicmeue
ymon4yaHuro
system iftypes {default | N3meHseT oTobparkeHune Tunos nHtepdeiicos LAG m vlan, xpa-
iana-new} HALWmMXca B nose ifType Tabauupi ifTable.
Mpw BBOAE "system iftypes iana-new":
— 3HayveHue noas ifType gns Port-Channel'os B Tab-
nuue ifTable oTobpaskaeTca Kak ieee8023adlag;
— 3HaveHwue nons ifType ana Vlan'os B Tabnuue ifTable
_/default OT"o6pa>+<afeTc;| KaK I2vIan".
Mpu BBoAe "system iftypes default":
— 3HaveHue noas ifType gns Port-Channel'os B Tab-
nuue ifTable otobparkaetca Kak ethernetCsmacd;
— 3HaveHue nons ifType ana Vlan'os B Tabnuue ifTable
oTobpaxaeTca Kak propVirtual.
[nAa BCTyNAeHUA B CUY M3MEHEHWUI Nocae BBOAA KOMAHAbI
TpebyeTcA coxpaHeHe KOHOUTypauumn n nepesarpyska.
snmp-server server BkntounTtb noggepkky npotokona SNMP.
-/BKAtoYeHa
no snmp-server server OTKntovaeT noaaepxKy npotokona SNMP.
snmp-server community YcTaHaBAMBaET 3HaYeHMe CTPOKM coobLecTa s obmeHa
community [view OaHHbIMK No NnpoTokony SNMP.
viewname)] [ro|rw|su] - community — cTpoKa coobuiectsa (naposb) Ans AocTyna no
[ipv4_address| ) npotokony SNMP;
community:

- r0 — A0CTYN TO/IbKO A/1A YTEHUS;
- rW — [0CTYN ANA YTEHUA U 3anucy;

- Su — A0CTyn aAMUHUCTPATOPa;

- viewname — onpegenaeT ums gaa npasmna 0603peHuns
SNMP, KoTopoe f01KHO bbITb NpeaBapuUTe/IbHO ONpeaeeHo
C NOMOLLbIO KOMaHZbI snmp-server view. OnpeaenseT 06b-
eKTbl, 4OCTYMHble coobLiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec
YCTPOWCTBA;

- mask — macka agpeca IPv4, KoTopas onpegenser, Kakue
6MTbl afpeca MCTOYHMKA NaKeTa CPaBHUBALOTCA C 334aHHbIM
IP-appecom;

- prefix_length — yncno 6UT, KOTopble COCTaBAAT NpedUKc
IPv4-appeca;

- ip-acl-name — uma cywectsytowero ACL-cnNucKa;

- groupname — onpeaenaeT UMsA rpynnbl, KOTOPOE AOKHO
6bITb NPeaBapUTENBHO ONPeseNeHo C NMOMOLLBbI0 KOMaHAbI
snmp-server group. Onpegensnet 06bEKTbI, AOCTYNHbIE CO06-
LLLecTBY.

Yaanaer napameTpbl 415 CTPOKK coobluecTsa.

snmp-server view view-
name OID {included|ex-
cluded}

view-name:
(1..30) cumsonos

Cospaet unn pefaktTupyet npasuio obospenuna ana SNMP —
paspeLuatoLee NpaBuIo, IMHO orpaHMYMBalOLLEe CEPBEPY-
obospesaTento goctyn K OID.

OID-ugeHTMdMKaTOp 06bEKTA MIB, NpeacTaBneHHbIl B BUAE
aepesa ASN.1 (ctpoka Buaa 1.3.6.2.4, MOKeT BK/toYaTh B cebs
3ape3epBMpPOBaHHbIe CN0Ba, Hanpumep: system, dod). C nomo-
b0 CMMBOIA ¥ MOXHO 0603HAYUTL CEMECTBO Noaaepe-
BbeB: 1.3.%.2);

- include — OID Bk/toyeHa B NpaBuao a4na 0603peBaHus;

- exclude — OID ucKkntoyeHa U3 npasuaa ans obospesaHuUA.
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no snmp-server view
viewname [OID]

Ypanset npasunao obo3peHus gns SNMP.

snmp-server group group-
name {v1|v2|v3 {no-
auth|auth| priv} [notify
notifyview]}

[read readview] [write
writeview]

no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

groupname:
(1..30) cumsonos;

notifyview:
(1..30) cumBonos;

readview:
(1..30) cumBonos;

writeview:
(1..30) cumBonos

Cozgaet SNMP-rpynny uav Tabanuy cootsetctamii SNMP-
nosb3oBaTenei 1 npasua ob6o3peHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogenb 6e3onacHocTy;

- noauth,auth,priv — tun ayteHTndurKaumm, ncnonbsyemoii
npoTtokonom SNMP v3 (noauth — 6e3 ayTeHTUdMKaLMK, auth
— ayTeHTUdUKauma 6es wndpoBaHusa, priv — ayTeHTUPUKaA-
umA c wndpoBaHmem);

- notifyview — vma npasuna 0603peHns, KOTopomy paspe-
WweHo onpeaenatb coobweHma SNMP-areHta — inform wu trap;
- readview — ums npasuaa 0603peHns, KOTOPOMY paspeLleHo
TONIbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaTopa;

- writeview — nms npasuia 0603peHuns, KOTopomy paspe-
LEeHO BBOAMTb AaHHble U KOHGUTYPUPOBATL COAEPHKUMOE
SNMP-areHTa KOMmyTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user
username groupname
{v1 | v2c | remote host
v3| v3

[encrypted]

[auth {md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumBonos;
groupname:
(1..30) cumBonos;
engineid-string:
(5..32) cumBon0B;
password:
(1..32) cumBona;
md5:
16 wnn 32 6aur;
sha:
20 nnu 36 6auT;
dopmat
IPv4: A.B.C.D
IPv6: X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospgaet SNMPv3-nonb3osartens.

- username — UMA NOJIb30BaTeNS;

- groupname — WMs rpynnbl;

- engineid-string — naeHTudunKaTop yaaneHHoro SNMP-
YCTPOMCTBA, KOTOPOMY MO/1b30BATE/Ib NMPUHALNIENKUT;

- auth-password — naponb ana ayTeHTUMUKaLMM U reHepauun
K/toYa;

- md5 — knatou md5;

- sha — Kkatou sha;

- host — IP-agpec/ nmsa xocra.

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter-
name oid {included | ex-
cluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonoB

Co3pgaeT unm pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe
nossonset puabTpoBaTb inform u trap-coobuieHuns, nepesasa-
emble SNMP-cepsepy.

- oid — npgeHTudmMKaTop ob6bekTa MIB, NpeacTaBAEHHbIN B
Buae aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKET BK/IOYATb B
cebs 3ape3epBUpoOBaHHbIE C10BA, Hanpumep: system, dod. C
NOMOLLbIO CUMBO/IA * MOXHO 0603HaYUTL CEMECTBO noase-
pesbes: 1.3.*.2);

- include — OID Bk/toYeHa B NpaBuao GUAbTPaLMUUK;

- exclude — OID vcKntoyeHa 13 npasuna puabTpauum.

Yaansaet npasuno SNMP-ounbtpa.

snmp-server host
{ipv4_address | ipv6_ad-
dress | hostname}
[traps|informs] [version
{1 | 2c | 3 [auth | noauth
| privl}] community [udp-
port port] [filter filter-
name] [timeout seconds]
[retries retries]

hostname:
(1..158) cumsonos;

community:
(1..20) cumBonosB;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;
retries: (0..255)/3

OnpepaenseT HaCTPOWKM ANA nepenaym cooblueHuii yseaom-
nenus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobLiectsa gna nepegaym coobuye-
HWI yBEAOMNEHUSA;

- version — onpezaenat Tun coobuweHnit trap — trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKasblBaeT NOA/MHHOCTbL NakeTa 6e3 wndposaHus;
- noauto — He yKasblBaeT NOA/IMHHOCTb NaKeTa;

- priv — yKa3blBaeT NOA/MHHOCTb NAKeTa C WnbpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuoa 0XnaaHuA NOATBEPKAEHUI Nepes no-
BTOpPHOW nepeaayeit coobleHnii inform;

- retries — KONMYECTBO MOMbITOK Nepeaayn coobLLeHni
inform, npu OTCYTCTBMM UX NOATBEPHKAEHUA.
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no snmp-server host
{ipv4_address |ipv6_ad-
dress | hostname}
[traps|informs]

Yaanser HacTpoMKu AN nepesayn cooblueHunin ysegomneHms
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server v3-host
{ipv4_address |ipv6_ad-
dress | hostname}
username

[traps | informs] {no-
auth|auth| priv} [udp-
port port] [filter filter-
name] [timeout seconds]
[retries retries)

no snmp-server v3-host
{ipv4_address |ipv6_ad-
dress | hostname}
username [traps|informs]

hostname:
(1..158) cumsonos;

username:
(1..24) cumBonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;
retries: (0..255)/3

OnpegaenseT HaCTPOWMKK Ans nepesaym cooblueHuii yseaom-
nexusa inform u trap SNMPv3-cepsepy.

- noauth, auth, priv — Tun aytreHTUdUKaLMm, ucnonbyembiii
npotokonom SNMPv3 (noauth — 6e3 ayteHTMdUMKaumm, auth
— ayTeHTUdUKauma 6es wndpoBaHusa, priv — ayTeHTUPUKaA-
umsa ¢ wndposBaHuem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuopa, OXXNAaHUA NOATBEPKAEHUIN Nepes, no-
BTOPHOW Nepegaveit coobulieHunit inform;

- retries — KONMYECTBO MNOMbITOK Nepeaayn coobLieHni
inform, npu OTCYTCTBMM UX NOATBEPKAEHUA.

YpanaeT HacTPOWKKM ANA nepesaym coobLlueHnin yBegomneHuna
inform n trap SNMPv3-cepsepy.

snmp-server enginelD lo-
cal {engineid-string | de-
fault}

no snmp-server enginelD
local

engineid_string: (5..32)
C“MBO/IOB

Co3paet naeHTndmKaTop nokanbHoro SNMP ycTpoiictea —
enginelD.

- default — npu ncnonb3oBaHUKM AaHHOM HAcTpPoOliKK enginelD
byaeT aBTomaTUYeCKM co3aaH, Ha ocHoBe MAC-agpeca
yCTpoOWcTBa.

Ypansaet ngeHtuoukatop nokanbHoro SNMP ycTpoictea —
enginelD

snmp-server enginelD re-
mote

{ipv4_address |
ipv6_address}
engineid-string

engineid_string: (5..32)

Co3paet naeHTndukaTop yaaneHHoro SNMP ycTpoictsa —
enginelD.

traps

CMMBOOB

no snmp-server enginelD Ypansaet ugeHtnoukatop yaaneHHoro SNMP ycTpoictea —
remote enginelD.

{ipv4_address |

ipv6_address}

snmp-server enable traps BkntouaeT nogaepxky SNMP trap coobuieHui.

no snmp-server enable -/BKAIOYEHO OTkntoyaeT noaaepKky SNMP trap coobueHuit.

snmp-server enable traps
errdisable

no snmp-server enable
traps errdisable

-/BbIK/IIOYEHO

BkntouaeT oTnpasky SNMP trap-coobuieHnin npu nepesose
noprta B coctonHue Errdisable.

Bbikntouaet otnpasky SNMP trap-coobuieHunii npy nepesoae
nopta B coctosHue Errdisable.

snmp-server enable traps
erps

BkntoyaeT otnpasKy SNMP trap coobuieHmnit npu nsmeHeHum
coctoaHusa ERPS-konbua.

no snmp-server enable
traps link-status

-/BKAtOYEHO —
no snmp-server enable OTkAtoyaeT otnpasky SNMP trap coobLieHuin npu M3meHeHnn
traps erps coctoaHuna ERPS-konbLa.
snmp-server enable traps BkntouaeT otnpasKy SNMP trap coobuweHnin npyu nsmeHeHun
flex-link cocTtosaHuA napsl flex-link nHTepdeicos.

-/BKNIOYEHO -
no snmp-server enable OTkntoyaeT otnpasky SNMP trap coobLieHuin npu M3meHeHUn
traps flex-link coctosiHua napsl flex-link nHTepdeiicos.
snmp-server enable traps BkntouaeT otnpasKy SNMP trap coobuweHnin npyu usmeHeHnn
link-status COCTOSIHWA MopTa.

-/BKNIOYEHO

OTkAtoyaeT otnpasky SNMP trap coobLieHuin npu M3meHeHnn
COCTOAHMA NopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

-/BbIKOYEHO

BkntoyaeT otnpasKy SNMP trap coobueHnit npu nsmeHeHUn B
Tabaunue nsyyeHHolx MAC-agpecos.

OTkntoyaeT otnpasky SNMP trap coobueHuit npu usmeHeHUn
B Tabanue nsyyeHHbix MAC-agpecos.
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snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification
flapping

-/BKAOYEHO

BkntouaeT otnpasky SNMP trap coobuieHnit npy obHapyxe-
HUK pnannuHra MAC-agpecos.

OTkntoyaeT otTnpaBky SNMP trap coobuieHnit npu obHapyxe-
HUM pnannuHra MAC-agpecos.

snmp-server enable traps
12protocol-tunnel

no snmp-server enable
traps I2protocol-tunnel

-/BbIKNOYEHO

BkntouaeT otnpaBky SNMP trap coobuieHnit npu cpabaTbiBa-
Huu drop-treshold u shutdown-treshold 8 L2PT.

OTkntoyaeT otnpasky SNMP trap coobuieHnit B L2PT.

snmp-server enable traps
storm-control

no snmp-server enable
traps storm-control

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap coobuieHmnit npu obHapy:e-
HUU «LITOPMA».

BbikntoyaeT otnpasky SNMP trap coobLuieHuii npyn obHapy»Ke-
HUM «LITOPMaA».

snmp-server trap authen-
tication

no snmp-server trap au-
thentication

PaspeluaeT nepesasaTb coobLieHMa trap cepBepy He npolea-
wemy ayTeHTUdUKaLMIO.

3anpeuaeT nepeaasaTb coobLieHMA trap cepBepy He npoLues-
wemy ayTeHTUdMKaumIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

Onpegenset KOHTaKTHY MHGOPMaLMIO YCTPOWCTBA.

YaanaeT KOHTaKTHY MHGOPMALLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset MHGOPMALLMIO O MECTOMO/OKEHUN YCTPOMCTBA.

YpansaeT uHGoOpMaLMIo O MECTOMNONOKEHUMN YCTPOMCTBA.

snmp-server set variable-
name namel valuel
[name2 value2 ... ]

variable-name, name,
value gonHbl 3a4aBaTbCs
B COOTBETCTBMM CO CNeuu-
duKaumen

Mo3BoNAET yCTaHOBUTbL 3HAYEHUS NepeMeHHbIX B 6a3e AaHHbIX
MIB KommyTaTopa.

- variable-name — nma nepeMeHHOMN;

- name, value — napbl COOTBETCTBUI UM — 3HaYeHUe.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (QuanaszoHa uHmepaeticos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU B pexkume KoHPUrypuposaHus nHtepodelica Ethernet:

console (config-if) #

Tabnnua 5.152 — KomaHgbl pexkuma KoHpuUrypuposaHua nHTepdeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

snmp trap link-status BkntoyaeT otnpasKy SNMP trap-coobLieHunit npu U3sMeHeHun co-

CTOAHWA HacTpanBaemoro nopTa.
- -/BKAOYEHO -

no snmp trap link-status Bbikntouyaet otnpaBky SNMP trap-coobuieHunii npu USMeHeHUM co-
CTOAHUA HacTpansBaemoro rnopTa.

bandwidth rate N3meHseT 3HaueHue noneii ifSpeed m ifHighSpeed ana otobpake-
HWA peasbHOM NPONYCKHOM CNOCOBHOCTM KaHana B CMCTEME MO-

rate: HUTOPMHIA. He BAMAET Ha CKOPOCTb Nepepaun nHTepoeica. Uc-

(1 —4294967295)/BbIKNIO4EHO

NnoNb3yeTca B C/lydae, Koraa peasibHaAa CKOPOCTb nepeaavn AaH-
HbIX B KaHa/ie OorpaHn4mnBaeTca 4O0NONHUTE/IbHbIM oﬁopyp,OBa—
HUem.

no bandwidth

OTkAtoyaeT usameHeHue noneit ifSpeed u ifHighSpeed.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perknuma Privileged EXEC:

console#
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Tabnnuya 5.153 — KomaHapl pexuma Privileged EXEC

KomaHoa Aelicmeue
show snmp MokasbisaeT ctatyc SNMP-coegmHeHUN.
show snmp enginelD MokasbiBaeT naeHTMdUKaTop NokanbHoro SNMP-ycTpoiictBa — enginelD.

show snmp views
P MokasbiBaeT npasuia 0603peHna SNMP.

[viewname]

show snmp groups Moka3sbiBaetr SNMP-rpynnbi.
[groupname]

show snmp filters [filter- MokasbiBaeT SNMP-buAbTPbI.
name]

show snmp users

MokasbiBaeT SNMP-nonb3oBatenei.
[username]

[pumepbl 8b1M0AHEHUS KOMAHO

= YCTaHOBWTb 3HaYEeHWUA ANa NapameTpos contact, location. YcTaHOBUTbL AOCTYN HA YTeHWe gnA
CTPOKM coobuyecta public. YcTaHOBMTb A0CTyN Ha YTeHue U 3anncb SNMP-cepBepy ¢ agpe-
com 192.168.16.3 B coobuiecTBe private.

console#configure

console (config) #snmp-server enable

console (config) #snmp-server contact support@eltex.nsk.ru
console (config) #snmp-server location Objedineniya-street, 9
console (config) #snmp-server community public ro

console (config) #snmp-server community private rw 192.168.16.3

5.19.5 MpoToKon yaaneHHOro moHuTopuHra cetu (RMON)

MpoTokon moHuTopuHra cetm (RMON) sBnsetca pacwumpeHvem npotokona SNMP, nossonss
npeaocTaBuTb H60/1ee WMPOKNE BO3MOXKHOCTU KOHTpons ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoi MHPopmaumm — paHHble cobupaemble RMON B nepsyto ouvepesnb
XapaKTepusylT Tpaduk mexay ysnamu cetn. WHPopmauma, cobpaHHas areHTom, nepenaeTrca B
NPUIOXKEHWNE YNPaBAEHNA CETbIO.

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUSA

Bua 3anpoca KoOMaHAHOW CTPOKM pexkuma rnobanibHoro KoHGUrypnposaHua:
console (config) #

Tabnunua 5.154 — KomaHapl pexknuma rnobanbHOro KOHPUrypmposaHus

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
rmon event index type HactpaunBaet cobbiTuaA, UCNoNb3yemble B cUCTEME YAaNeHHOro
[community text] [descrip- MOHWUTOPUHTA.
tion text] - index — nHaeKc cobbiTuA;
[owner name] - type — TMN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMUCTBOM MO
index: (1..65535); 3TOMY CObbITHIO:
none — He reHepMpoBaTb YBeAOMIEHUS,
community text: log — reHepupoBaTh 3anuch B TabauLe,
(0..127) cumeonos; trap — otcbinate SNMP trap,
description text: log-trap — reHepupoBaTb 3anucb B Tabsaumue n otcbinatb SNMP
(0..127) cumsonos; trap;
- community — cTpoKa coobuiectea SNMP ans nepecbinku
owner name: CTPoOKa trap;
- description — onucaHue cobbiTus;
- name — “ma cosgatens cobbiTua.
no rmon event index Ypansaet cobbiTve, UCnonb3yemoe B cucTeMe yaaeHHOro mo-
HUTOPWUHrA.
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direction]
[owner name]

no rmon alarm index

index: (1..65535);

mib_object_id: KoppekT-
Hbi OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

revent: (0..65535);

fevent: (0..65535);
owner name: CTPOKa;

type: (absolute, delta)/ab-
solute;

startup: (rising, falling, ris-
ing-falling)/rising-falling

HacTpaunBaet ycnosus Bblaayuv aBapuiHbIX CUFHANOB.

- index — MHZEKC aBapuIMHOTo cobbITUA;

- mib_object_id — vaeHTUPUKATOP NepemeHHON YacTn 06b-
eKkra OID;

- interval — nHTepBan, B Te4eHMe KOTOPOro AaHHble 0Tbupa-
HOTCA M CPAaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLLEN FpaHK-
uamm;

- rthreshold — Bocxoaslas rpaHULa;

- fthreshold — HucxopAWana rpaHMLa;

- revent — nHAeKc cobbITUA, KOTOPOE NCNOb3yeTcA Npu nepe-
CeYeHUN BoCXoaALLEel rpaHnLLbl;

- fevent — nHpeKc cobbiTuA, KOTOPOE UCNOb3YEeTCA NPuU nepe-
CeYEeHUN HUCXOAALLEN FPaHuLbl;

- type — meTog, 0TOopa YKa3aHHbIX NepeMeHHbIX U noacyeTta
3HaYeHWA ANA CPaBHEHMA C rpaHnLAMK:

MeTog absolute — abcontoTHoOe 3HaYeHMe BbIOpaHHON nepe-
MEHHOW byZeT CpaBHEHO C rpaHMLEeNn Ha KOHLLE Ucciegyemoro
WHTEpPBana;

Mertog delta — 3HauyeHMe BbIBpaHHOM NepemeHHONn Npu no-
cnefHem otbope ByAeT BbIMTEHO M3 TEKYLLETO 3HAYEHUA U
pa3HuLa 6yaeT cpaBHEHa C rpaHULaMM (pasHULLA MeXAay 3Ha-
YEHUAMM NEPEMEHHON B KOHLLE U B HaYaie KOHTPOIbHOTO UH-
TepBana);

- startup — MHCTPYKUMA ANs reHepaummn cobbiTUiA Ha NepBom
KOHTPO/IbHOM MHTepBane. OnpeaenseT Npasuia reHepaLmm
aBApPUIHBIX COBbITUI o1 NEPBOro KOHTPOJIbHOTO MHTEPBana
nyTem cpaBHeHUA 0TobpaHHOW NepeMeHHOM ¢ 04HOW, MMb0o
obenmu rpaHuLamu:

- rising — reHep1poBaTb eANHNYHOE aBapuinHoe cobbiTue no
BOCXOAALLEN rpaHuLEe, eCN 3HaYeHMe 0TOBpaHHO NepemeH-
HOW Ha NepBOM KOHTPO/IbHOM UHTepBase bonblue 60 paBHO
3TOl rpaHuLe;

- falling — reHepupoBaTtb egMHMYHOE aBapuiiHOe cobbiThe No
HUCXOOALLEN IPaHULLE, eC/IM 3HaYeHNe OTOOPaHHON NepemeH-
HOM Ha NepBOM KOHTPOJIbHOM UHTEpPBaJie MeHbLLe 160
paBHO 3TOM rpaHuLe;

- rising-falling — reHepupoBaTtb eaMHMYHOE aBapuiiHoe cobbl-
TUE MO BOCXOAALLEN U/UNN HUCXOAALLEN FPaHMLLE, eCIN 3HaYe-
Hue oTobpaHHO NepemMeHHOM Ha NePBOM KOHTPO/IbHOM UH-
Tepsase 60blue NMB6O PaBHO BOCXOAALLEN rpaHULLe, U/Man
MeHblUe MB0 PaBHO HUCXOAALLEN FpaHuULE;

- owner — UMs C034aTesiA aBapuIiHOro cobbITuA.

Ypansaer ycnosue BblAaun aBapuinHbIX COBbITUN.

rmon table-size {history en-
tries | log entries}

no rmon table-size
{history | log}

history: (20..32767)/270
log: (20..32767)/100

3azaeT MakcMmanbHbI pasmep RMON-Tabanu,.
- history — maKkcMmanbHOe Ko/IM4yecTBo CTPOK B Tabsimue ncro-
puu;
- log — MaKkcMmanbHOe KONMYECTBO CTPOK B TabuvLe 3anucei.
3HayeHue BCTYNUT B CUJIY TOZIbKO Noce nepesa-
- rpy3Ku yCTPOMCTBA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexMmMe KOHPUrypmposaHua nHtepdeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 5.155 — KomaHapl pexknuma KoHdurypupoBaHua nHtepdenca Ethernet, rpynnbl nHTepoeicos

KomaHoa 3HayeHue

Aelicmeue

rmon collection stats index
[owner name | buckets
bucket_num]

[interval interval]

index: (1..65535);
name:
KOPPEKTHas CTPOKa;
bucket_num: (1..50)/50;
interval:
(1..3600)/1800 cex

no rmon collection stats in-
dex

BkAtoyaeT GopmmpoBaHME UCTOPUM MO Fpynnam CTaTUCTUKK
ona 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPWUHTa.

- index — vHaeKc Tpebyemow rpynnbl CTaTUCTUKK;

- name — Bnagenew, rpynnbl CTAaTUCTUKK;

- bucket_num — 3Ha4eHue, accoLMMpPyEMOE C KOIMYECTBOM
Aveek ana cbopa UCTOPUM MO rpynne CTaTUCTUKK;

- interval — nepvog onpoca ana GopmnpoBaHNA UCTOPUN.

BblKk/l04aeT GopMMpoBaHMEe CTOPUM MO FPynnam CTaTUCTUKK
Aana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabanua 5.156 — KomaHapl pexkuma EXEC

KomaHoa 3HaueHue

Aeiicmeue

show rmon statistics

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

show rmon collection stats
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasblBaeT CTaTUCTUKY MHTepdeiica Ethernet, anbo rpynnbi
NopTOB, UCMONb3yeMYIO ANA YAANEHHOTO MOHUTOPUHTA.

OTobparkaeT MHOpMaLMIO MO 3anpaliMBaeMbiM rpynnam cra-
TUCTUKMN.

show rmon history index
{throughput | errors | other}
[period period] index: (1..65535);
period:
(1..2147483647) cek

MokasbiBaeT nctoputo Ethernet cratuctmkn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cyeTUMKM NPOU3BOANUTENBHOCTU
(nponyckHoW cnocobHoCTK);

- errors — MoKasblBaeT CYETYNKM OLIMOOK;

- other — noKasbIBaeT cCYETYNKM OOPBLIBOB U KONU3UIA;

- period — NoKasblBaeT UCTOPUIO 33 3aNPOLLEHHbIV NepUos,
BpPEeMeHMU.

show rmon alarm-table —

MoKasbiBaeT CBOAHYIO Tabanuy aBapuinHbIX COBbITUI.

show rmon alarm number number: (1..65535)

Moka3sblBaeT KOHGUIypaLMIO HACTPOMKMN aBapUMHBIX COBLITUIA.
- number — MHAEKC aBapUMHOro cobbITUA.

show rmon events

MoKasbiBaeT TabauLy cobbITUiA yAaNEHHOTO MOHUTOPUHTA
RMON.

show rmon log [event]
number: (0..65535)

MNokasbiBaeT T36}1VILI,y 3anucen YAANEHHOINo MOHUTOPUHIa
RMON.
- event — UHAEKC cobbITuA.

[pumepsi 8biM0AHEHUS KOMAHO

= [lokasaTb cTaTucTUKy 10 uHTepdeitca Ethernet nepeoro ycTpolicTea B cTeke:

consolef#show rmon statistics gigabitethernet 1/0/10

Port gil/0/10

Dropped: 0

Octets: 3876
Broadcast: 0

CRC Align Errors: 0
Undersize Pkts: 0

Packets: 57
Multicast: 57
Collisions: O
Oversize Pkts: O

168 Ethernet-kommymamopsi MES1000, MES2000




HELTEX

Fragments: O Jabbers: 0

64 Octets: O 65 to 127 Octets: 57
128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: O 1024 to max Octets: O

Tabnunuya 5.157 — OnucaHuMe pe3ynbTaTos

Mapamemp OnucaHue
Dropped Konnuyectso 3aeTEKTUPOBAHHbIX COBbITUI, KOrAaa NakeTbl 6bIM OTOPOLIEHBI.
Octets Konnuectso 6aiT gaHHbIX (BKAOUYan 6aliTbl NIOXMX NAKETOB), NPUHATLIX U3 CETU (KC-
Knto4yas GperimoBble BUTbI, HO BKOYaA 6UTbl KOHTPOJIbHOW CYMMbl).
Packets Ko/iMyecTBo NpMHATLIX MAKeTOB (BKAOYAA NJOXME, LUMPOKOBELaTeIbHbIe U MHOTO-
afpecHble NakeTbl).
Ko/IMyecTBO NpMHATLIX WMPOKOBELLLATE/IbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE Na-
Broadcast
KeTbl).
Multicast KonnyecTso NPUHATLIX MHOTOA4PECHbIX MAKETOB (TOIbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

KonnyecTso NpUHATLIX NAaKeToB A/IMHON OT 64 A0 1518 63T BKAOYNTENIBHO, UMEID-
LWMX HEBEPHYIO KOHTPO/IbHYIO CYMMY /IMBO C LLeNbiM YncaomM 6aliT (owmnbKM npo-
BEPKWN KOHTPOAbHOM cymmbl — FCS), nMb0o ¢ Heuenbim Ynciom 6aiT (owmbKM Bbl-
paBHMBaHUA — Alignment).

Collisions

OueHKa KoanyecTsa KONAN3nii Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

Ko/iMyecTBO NpMHATLIX MAaKeTOB AJ/IMHON MeHblue 64 6aiT (McKAtoYaa ppelimoBble
6UTbI, HO BKNHOYASA BUTbI KOHTPOIbHOW CYMMbI), HO B OCTa/IbHOM NPaBuIbHO chop-
MWPOBaHHbIX.

Oversize Pkts

KonnyecTso NpUHATLIX NaKeToB AAnHOM 6onblie 1518 6aiT (Mckntodan dperimoBble
6UTbI, HO BKNtOYAA BUTbI KOHTPOIbHOW CYMMbI), HO B OCTa/IbHOM NpPaBuIbHO chop-
MMPOBAHHbIX.

Fragments

Konnyectso NpUHATLIX NAaKeTOB A/IMHON MeHblle 64 6aiT (McKtoYasa dpernmoBble
6UTbI, HO BKNHOYAA BUTbI KOHTPOILHOW CYMMDbI), UMEIOLLMX HEBEPHYH KOHTPObHYIO
cymmy 60 C LeNbIM YUCAOM HANT (OLWMBKM NPOBEPKN KOHTPONBHOM CYyMMbl —
FCS), nnbo c HeuenbiMm yncnom 6anT (owmnbkmM BoipaBHMBaHUA — Alignment).

Jabbers

Ko/iMyecTBo NpMHATLIX MaKeToB ANMHON 6onblue 1518 6aiT (McKkNtovan dpeirnmoBble
6UTbl, HO BK/ItOYas BUTbI KOHTPO/IbHOW CYMMbI), UMEIOLUX HEBEPHYIO KOHTPObHYHO
CymMMy M60 C LesibiM YNCoM 6aiT (OWMOKN NPOBEPKN KOHTPOJIbHOM CyMMbl —
FCS), nnbo c HeuenbiMm yncnom 6anT (owmnbKM BbipaBHMBaHMA — Alignment).

64 Octet

Ko/imyecTBo NpMHATLIX MAKeTOB (BKAOYAA NJOXMe NaKeTbl) AnnMHONM 64 6aitTa (mc-
Kntouvan GpperimoBble 6UTbI, HO BKAOYAA 6GUTbl KOHTPO/IbHOW CYMMbl).

65 to 127 Octets

KonnyecTBo NpUHATLIX NAaKeTOB (BK/tOYan NaoXue NakeTbl) gJnHoM ot 65 go 127
6anT BKAOUNTENIBHO (MCKNtOYasA dpeirmoBble 6UTbI, HO BKItOYAA BUTbl KOHTPOJIbHOM
CYMMbl).

128 to 255 Octets

Konnuyectso NpUHATLIX NaKeToB (BKAKOYan Naoxue nakeTbl) 4anHol ot 128 ao 255
6aiT BKAOUNTENBHO (MCKtoYasa dpeimoBble 6UTbI, HO BKIOUYaA 6UTbl KOHTPOIbHOM
CYMMBbl).

256 to 511 Octets

KonnuyecTso NpUHATLIX NAaKeTOB (BKAtoYan Naoxue nakeTbl) ganHon ot 256 o 511
6aiT BKAOUNTENbHO (UCKAtOYasa dpeimoBble BUTbI, HO BKIOYaA 6UTbl KOHTPOIbHOM
CYMMbl).

512 to 1023 Octets

Konnuyectso NpUHATLIX NaKeToB (BKAOYan Naoxue nakeTbl) AanHol ot 512 ao 1023
6anT BKNOUNTENBHO (MCKNtOYasA dpeirmoBble BUTbI, HO BKItOYAA BUTbl KOHTPOJIbHOM
CYMMbl).
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1024 to 1518 Octets

Konnuyectso NpUHATLIX NaKeToB (BKAoUYaa Naoxue nakeTbl) aanHon ot 1024 ao 1518
62T BKAOUUTENBHO (MCKtOYan dpelimoBble BUTbI, HO BKKOYasA BUTbI KOHTPObHOM
CYyMMbl).

= [lokasaTb MHPOPMaALMIO MO rPYyNnam CTaTUCTUKKM gns nopTa 8:

consolef#show rmon collection stats gigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabanuya 5.158 — OnucaHuMe pe3ynbLTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Interface Ethernet-uHtepdeiic, Ha KoTopom 3anyLueH onpoc.
Interval NHTepBan B CEKyHAAX MeXxay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYEeCTBO OTCHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

Pa3peweHHoe (OCTaBLIJEECﬂ) KONn4eCTBO OTCHETOB, KOTOPOE MOXET 6bITb coxpa-
HEeHO.

Owner

Bnageneu, AaHHOM 3anucu.

= [loKasaTb CYETYMKM MNPONYCKHON CNOCOBHOCTM ANA rPynnbl CTaTUCTMKK 1:

consolef#show rmon history 1 throughput

Sample set: 1

Interface: gil/0/1
Requested samples: 50

Maximum table size: 100

Owner: MES
Interval: 1800
Granted samples: 50

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnuya 5.159 — OnucaHuMe pe3ynbLTaToB
MNapamemp OnucaHue
Time [aTta v Bpema co3gaHma 3anucu.
Octets Konnuyectso 6aiT gaHHbIX (BKAOYan 6ainTbl NI0OXMX NAaKETOB) NPUHATLIX U3 CeTU (MCKAoYasn
dpelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOLHOW CyMMBbI).
Packets Ko/imyecTBo NpMHATLIX MAKeTOB (BKAKOYAA NJOXMe NaKeTbl) B TeueHne nepmoga ¢opmmpo-
BaHMA 3anNuncun.
Broadcast KonnyecTBo NpUHATLIX XOPOLLMX NaKEeTOB B TeYeHMeE nepmoaa ¢opmMnpoBaHma 3anmncm
HanpaB/ieHHbIX Ha LUMPOKOBELLATEe/IbHbIE agpeca.
Multicast Ko/iMyecTBO NPMHATLIX XOPOLLMX NAKETOB B TedeHMe neproaa GopMMUPOBaHUA 3aMmcCK
HanpasAeHHbIX HA MHOToaZpecHble agpeca.
OueHKa cpeaHelt NponycKHOM cnocobHOCTM GU3NYECKOro YPOBHA Ha AaHHOM UHTepdelice
Utilization B TeYeHue nepmoaa dopmmpoBaHma 3anucK. NponyckHaa cnocobHOCTb OLeHNBAETCA BEU-
YMHOW A0 TbICAYHOMN MPOLLEHTA.
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Ko/imyecTBo NpuHATLIX B TeYeHne nepmoaa GopmM1MpoBaHMA 3aMMCK NAKETOB ANNHON OT 64
[0 1518 6aiT BKNOUNTENBHO, MMEIOLLMX HEBEPHYIO KOHTPOJIbHYO CYMMY IGO0 C LeNibiM

CRC Align . o
yncnom 6anT (OWMBKM NPOBEPKM KOHTPOIbHOM cymMbl — FCS), 1MbO C HeLenbiM YUCIOM
6ainT (oWmMbKK BbipaBHMBaHUA — Alignment).
collisi OueHKa KoIMYecTBa KoNN3uii Ha gaHHOM Ethernet-cermeHTe B TeueHune nepuoaa popmu-
ollisions

pOBaHMA 3anucu.

Undersize Pkts

KonnuecTBo NpuHATLIX B Te4eHUe neprmoga GpopmmpoBaHMA 3anncy NakeToB AJAMHOM
MeHbLe 64 6aiT (Mckntoyas dperimoBble BUTBI, HO BKAKOYas BUTbI KOHTPOILHOW CYMMbI),
HO B OCTa/IbHOM MPaBU/IbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonunyecTso NpuHATLIX B Te4eHne nepmosa GopmMupoBaHma 3anmncu NaketTos 4ANHOM
6onble 1518 6anT (Mckaoyan dperimoBble 6UTbI, HO BKAOYAsA BUTbI KOHTPO/IbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Fragments

Ko/iMyecTBo NpMHATLIX B TeYeHne neprmoga GpopmupoBaHMA 3anncy NakeTos AANHOM
MeHblle 64 6alT (McKNtoYan GpermoBble BUTbI, HO BKIOYan BUTbI KOHTPOJIbHOM CYMMbI),
MMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMBO C LesbiM Yncnom 6ainT (ownbku npo-
BEPKM KOHTPOJIbHOW cymMbl — FCS), ninbo ¢ HeuenbiMm ynciom 6anT (oWwWmnbKM BbipaBHUBA-
Hus — Alignment).

Jabbers

Ko/iMyecTBo NpMHATLIX B TeYeHne neprmoga GpopmrpoBaHMA 3anncy NakeTos AANHOM
6o0sblwe 1518 6aiT (McKNtoYana dpelimoBbie 6UTbI, HO BKAOYAA BUTbI KOHTPObHOWM
CYMMbI), UMEIOLLUX HEBEPHYHO KOHTPOJIbHYHO CYMMY 6O C LLe/IbIM YuCIoM BalT (owmnbKm
NPOBEPKMU KOHTPOIbHOM cymMbl — FCS), 1Mbo ¢ HeuenbiMm yucnom 6anT (oWnBKKM Bbipas-
HuBaHuA — Alignment).

Dropped

KonnuecTBo 3a4€TEKTUPOBAHHbIX COBLITUI, KOraa NakeTbl HbLIN OTOPOLLEHbI B TEYEHME Ne-
puoaa bopmupoBaHusa 3anucu.

- HOKa3aTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpeBOFMZ

console#show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunuya 5.160 — OnucaHuMe pe3ynbLTaToB

MNapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLNIA 3aMnCh.
(0]]») OID KOHTPO/IMPYEMOI NEepeMeHHOMN.

Owner Monb3oBaTenb, CO34aBLUNM 3aMKUCh.

console#show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Interval: 30
Sample Type:
Startup Alarm:
Rising Threshold:

delta
rising

8700000

Falling Threshold: 78
Rising Event: 1
Falling Event: 1
Owner: CLI
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Tabnnuya 5.161 — OnucaHuMe pe3ynbLTaToB

apamemp

OnucaHue

OID

OID KOHTPO/IMpYEMOI NEPEMEHHOMN.

Last Sample Value

3HayeHve NepemMeHHOM Ha NocNeHeM KOHTPOIbHOM UHTepBane. Ecam metog otbopa ne-
pemeHHbIx absolute — To 3T0 abconoTHOE 3HaYeHe nepemeHHoM, ecnu delta — 1o pas-
HULA MeXK Ay 3HAaYEHUAMM NePeMEHHOM B KOHLLE U B Haya/le KOHTPOIbHOTO MHTepBana.

Interval

MHTepBan B CEKYHAAX, B TEYEHME KOTOPOTro AaHHble OTBMPAIOTCA M CPAaBHMBAIOTCA C BEPX-
Hel U HUXKHEN rpaHnLamu.

Sample Type

MeTog oTbopa yKasaHHbIX NepemMeHHbIX M NOACHETa 3HAYEHUA ANA CPABHEHMSA C rPaHu-
uamu. Metog absolute — abcontoTHoe 3HayeHUe BbiIbpaHHOM NepeMeHHoOM byaeT cpas-
HEHO C rpaHuLEel Ha KOHLE nccieayemoro uHTepsana. Metog, delta — 3HaueHwue BbIbpaH-
HOli NepemeHHOM Npw nociegHem oTbope ByAeT BbIYTEHO U3 TEKYLLLEro 3HAUYEHUs, U pas-
HWUUa ByaeT cpaBHEeHa € rpaHMUaMM (pasHULA MeXAay 3HaYEHUAMM NepeMeHHOM B KOHLE U
B Haya/ie KOHTPO/IbHOrO MHTEPBana).

Startup Alarm

MHCTpYKUMA ANnA reHepaLlmm cobbiTUM HA NEPBOM KOHTPONbLHOM MHTepBane. Onpeaenser
npasuia reHepaLmMm aBapunHbIX COOLITUI AN NEePBOro KOHTPOJIbHOTO UHTEPBaaa NyTem
CpaBHEHWst OTOBPAHHOMN NepeMeHHOM ¢ 04HOWN, IM60 0benmm rpaHULLAMMN.

rising — reHep1poBaTb eAMHUYHOE aBapuUitHOE COBbITME NO BOCXOAALLEN rPaHULE, eC/N
3HaYeHWe 0TObpPaHHOM NepeMeHHOM Ha NePBOM KOHTPO/IbHOM MHTepBasie 6osbwem nMbo
paBHOM 3TOM rpaHuLLe.

falling — reHepupoBaTb eANHUYHOE aBapUiiHOE CODbLITUE MO HUCXOAALLEN rPaHULE, ecn
3HayeHWe oTobpaHHON NepeMeHHOM Ha NEPBOM KOHTPOJIbHOM UHTEPBasie MeHblle b0
paBHO 3TOW rpaHuLe.

rising-falling — reHep1poBaTb egMHMYHOE aBapuitHoe cobbiTve MO BOCXOAALLEN M/ nau
HUCXOAALLEN TPaHNLE, EC/TM 3HAaYEHME OTODPaHHOW NepeMeHHON Ha MePBOM KOHTPO/Ib-
HOM MHTepBaje 6onblie NMM60 paBHO BOCXOAALLEN rpaHuLe, U/Uan meHblie 6o paBHO
HUCXOAALLEN TpaHULe.

Rising Threshold

3HavyeHue BocxoAsLlelt rpaHnLbl. Koraa 3HavyeHne otobpaHHOW nepemeHHOoM Ha npeablay-
LLLeM KOHTPO/IbHOM MHTepBane 6bl10 MeHblle AaHHOM rPaHuLibl, @ Ha TEKYLLLEM KOHTPO/Ib-
HOM MHTepBane 6oablem MM6o PpaBHOM 3HaYEHWIO rPaHNLLbI, TOTAa eANHWUYHOE COBbITHE
reHepupyercs.

Falling Threshold

3HauyeHue HUCxodalLel rpaHuLbl. Korga 3HaveHne oTobpaHHOM NnepemeHHOoM Ha npeablay-
LLLeM KOHTPO/IbHOM MHTepBane 6b110 6onblie AaHHOW rPaHuLbl, @ Ha TEKYLLEM KOHTPOb-
HOM MHTEpBasie MeHblle 1M60 paBHO 3HAYEHUIO rPaHuLLbl, TOr4a eauHUYHoe cobbiThe re-
HepupyeTca.

Rising Event MHAeKC cobbITUA MCNOb3YHOLLErocs, KOra BOCXOAALLAA TpaHMLa NepeceyeHa.
Falling Event MHAeKc cobbITUA MCNO/b3YHOLLErocs, KOr4a HUCXOAALWAA rpaHMLa nepeceyeHa.
Owner Monb3oBatesb, CO34aBLUMIA 3aMNUCh.

= [lokasaTtb Tabsamuy cobblTnin yaaneHHoro MoHuTopmuHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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Tabanuya 5.162 — OnucaHuMe pe3ynbLTaTos

Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOWMIA COObITUE.

Description KommeHTapuit, onucbiBaloLWmin cobbiTue.
Tun yBeLOMIEHNA, FEHEPUPYEMOTO YCTPONCTBOM MO 3TOMY CODbITUIO:
none — He reHepMpoBaTb YBEAOM/IEHUA,

Type - log — reHepupoBaTb 3anuch B Tabauue,
- trap — otcbinate SNMP trap,
- log-trap — reHepupoBaTb 3anucb B Tabanue u otcoblnate SNMP trap.

Community Ctpoka coobuiectea SNMP ana nepecbinku trap.

Owner Monb3oBaTtenb, cO34aBLLINIA COBbITHE.

Last time sent Bpemsa 1 gata reHepupoBaHuA nocnegHero cobbitna. Ecnn He 6bl10 creHeprMpoBaHo cobbl-
TWI, TO 3TO 3HaYeHUe byaeT PaBHO HyAHO.

= [lokasaTb Tabauuy 3anMceit yaganeHHoro moHuTopuHra RMON

consolef#show rmon log

Maximum table size: 100
Event Description Time
1 Errors Nov 10 2009 18:48:33

Tabanuya 5.163 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLNIA 3aMNnCh.
Description KommeHTapuit, onvcbiBaowWmin cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnuckum poctyna ACL gns ynpasneHUsA yCcTpoicTBOM

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BOAAET paspewnTb AM60 OorpaHMuYMTb AO0CTYN K
yMpaB/AeHNIO YCTPOMCTBOM Yepes onpeaesnieHHble nHTepdeicol. Jaa 3ToW Lean co3aaroTca CAMCKM 4ocTyna

(Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHOUrypnpoBaHmsa:

console (config) #

Tabnunua 5.164 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmupoBaHus

KomaHoa 3HaveHue Aeilicmeue

Co3paeT CNUCOK A0CTyna 4/1A ynpasneHus. Bxoa 8
dUrypmpoBaHma cnmcka 4OCTyna 415 yrnpasieHus.

management access-list

name: (1..32) cumBona
name

pPexXnm KOH-
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no management access-list
name

YpanseT cnucok focTyna ANs ynpasaeHus.

management access-class
{console-only | name}

no management access-
class

name: (1..32) cumBona

Joctyna.

C KOHCOAN.

OrpaHuyMBaeT ynpasieHme yCTPOUCTBOM Mo onpeaeneHHOMY
CnUCKy goctyna (access list). AKTUBMpPYET yKa3aHHbIM CMMUCOK

- console-only — ynpaBssieHune ycTpoMCcTBOM AOCTYMHO TOJ/IbKO

OTMeHsEeT OrpaHUYeHWe Ha yNpaBieHUe YCTPOCTBOM No
onpeaeneHHOMy CnUcKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypuposaHUsa crnucka docmyna 044 ynpasaeHus

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexnume KOHPUIyprupoBaHMA CIMCKa JOCTYNa 18 YNpPaBAeHNUs:

console (config) #management access-list eltex manag

console (config-macl) #

Tabnuua 5.165 — KomaHap! pexknuma KoHGUIyprpoBaHUA CriMcKa AoCTyna A4 ynpasBiaeHus

KomaHda

3HayeHue

Aelicmesue

permit

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vlan_id] [service service]

permit ip-source {ipv4_address | ipv6_address
| prefix_length}

[mask {mask | prefix_length}] [gigabitethernet
gi_port |

fastethernet fa_port |

port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3apaeT pa3speluatoliee ycnosue Ana ynpas-
NAOLLEero cnMcKa gocTyna.

B napameTpax ycnoBus MOXKeT ObITb yKa3aH
MHTepdenc M NPOTOKOA A0CTYNa K YCTPOM-
cTBYy.

deny

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

deny ip-source {ipv4_address | ipv6_address /
prefix_length}

[mask {mask | prefix_length}]
[gigabitethernet gi_port |

fastethernet fa_port |

port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3afaerT 3anpeLlaioLiee yc0BUE A5 Yrpas-
NAKOLLEro Cnu1cka focTyna.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 5.166 — KomaHapl pexuma Privileged EXEC

KomaHda

Aelicmeue

show management access-list [name]

[oKa3blBaeT cnuckn A0CTyna ana ynpasneHuA.

show management access-class

Moka3sbiBaeT MHPOPMaLMIO 06 aKTUBHbIX CMIUCKAX AOCTYNa AAA YNPABAEHUA.
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5.19.7 Hactpoiika aoctyna

5.19.7.1 Telnet, SSH, HTTP u FTP
[aHHble KomaHAbl npeAHasHadeHbl A1 HACTPOMKM CepBepoB AO0CTyna AAAa  ynpasieHus

KommyTaTtopom. Nogaepxka cepsepos TELNET n SSH kommyTaTopom no3sonsaeT yaaseHHO NOAKAIYATbCA K
HEeMY A1 MOHUTOPUHIA U KOHPUTYPUPOBAHMS.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOo8aHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHuma:

console (config) #

Tabnnuya 5.167 — KomaHapl pexxkuma rnobanbHOro KOHPUrypmposaHus
3HayeHue/3HayeHue o

KomaHda

YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

-/BKAOYEHO

PaspelwaeT yaaneHHoe KOHPUTryprupoBaHMe yCTPOMCTBA Yepes
Telnet.

3anpeLaeT yaaneHHoe KOHPUrypmMpoBaHme yCTponCTBa Yepes
Telnet.

ip ssh server

no ip ssh server

-/BbIK/IIOYEHO

PaspeluaeT yaaneHHoe KOHGUryprMpoBaHue yCTPoCTBa Yepes

SSH.

V Mo Tex nop, NOKa Kntou AN WnudpoBaHUA He creHe-
pupoBaH, SSH-cepBep 6yaeT HaxoauUTbCA B pe3eps.e.
Mocne reHepauum Kntoua (Mcnonb3yemble KOMaHAbI
crypto key generate rsa u crypto key generate dsa)
cepBep nepeiiger B paboyee coctonaHue.

3anpelaeT yaaneHHoe KoHGUrypuposaHue yCTpoCTBa Yepes
SSH.

ip ssh port
port-number

no ip ssh port

port-number:
(1..65535)/22

TCP-nopT, ucnosbsyemsiii SSH-cepsepom.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

-/vcnonb3oBaHune ny6any-

HOrO KNKo4Ya 3anpeweHo

PaspeluaeT ucnonb3oBaHMe Ny6AMYHOrO KAkoUa 418 BXOAALLMX
SSH-ceccui.

3anpeLaeT MCNoab3oBaHUe NyBANYHOTO KAoYa ANA BXOAALMX
SSH-ceccui.

ip ssh password-auth

no ip ssh password-auth

-/BbIK/IOYEHO

Bk/itoueHne pexknuma ayTeHTUdMKaLMm no Napoto.

OTKAOYEeHME pPexnma ayTeHTUOMUKaLMK No Napoio.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
none)/paspeLleHbl Bce

aNropuUTMbl, KpOMe none

3aZaeT CNMUCOK paspeLleHHbIX aAropUTMOB WKNdPOBaHUA A4S
cepsepa.

BoccTaHaBiMBaeT CNUCOK paspeLleHHbIX aJiropuTMoB umd)po—
BaHUA MO YMOTHAHUIO.

ip ssh kex methods

no ip ssh kex

methods: (dh-group-ex-
change-shal,
dh-groupl-shal)/
paspelueHbl Bce MeToabl

3afaerT CNMCOoK paspelleHHbIX MeTO40B 06MeHa KntoYamm ans
cepsepa.

BoccTaHaBnmBaeT cnmMcok Pa3peleHHbIX aAropnuTMmoB obmeHa
KAKYaMM No YMOTHaHUIO.

crypto key pubkey-chain
ssh

-/Kntou He co3paH

Bxog, B pexkMm KoHOUrypaumm nybaMyHoro Katoua.

crypto key generate dsa

leHepupyeT napy Kntoyelt DSA — yacTHbIM 1 Ny6AMYHBIN ans
SSH-cepBuca.

Ecnu xota 6bl 0AMH U3 Napbl KAKOUeit y3Ke co34aH, TO
V cucTema NPeAoKUT nepe3anmcaTtb KA.

crypto key generate rsa

leHepupyeT napy Kntoyel RSA — yacTHbIW M Ny6AUYHBIN gns

SSH-cepBuca.

V Ecnu xota 6bl 0AMH U3 Napbl KAKOUeit y3Ke co34aH, TO
cucTema NpPeasIoKUT nepesanucaTtb KoY.

ip ftp server

no ip ftp server

-/FTP-cepBep BKAtOYEH

Bkntouaet FTP-cepsep.

OTkntovaet FTP-cepsep.
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ip http port port

no ip http port

port: (1..65535)/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHULO.

ip http secure-port port

no ip http secure-port

port: (1..65535)/443

3apaet nopt HTTPS-cepBepa.

BoccTaHaBnvMBaeT 3HavYeHMe No YMOYAHUIO.

ip http secure-server

no ip http secure-server

-/HTTPS-cepBep BblKAHOUYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http server

no ip http server

-/HTTP-cepBep BK/OYEH

Bkntouaet HTTP-cepsep.

V OTKAIOYEH B peXxunme cteka.

Bbikntouaet HTTP-cepsep.

ip http timeout-policy sec-
onds

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TalimayT HTTP-ceccum.

BocctaHaBnmBaeT 3HaveHue no YMONYaHULO.

Ip https certificate

number: (1, 2)/1

Onpepenset akTUBHbIW HTTPS-cepTudmKart.
- number — Homep HTTPS-cepTudmkaTa.

crypto certificate number
generate

number: (1, 2)

leHepupyeT SSL-cepTnduKar.
- number — Homep HTTPS-cepTudmKaTa.

MUmnopTtupyet SSL-cepTudmKaT, Ha3HAYEHHbIN LLEHTPOM CepPTU-
duKaumu.
- number — Homep HTTPS-cepTudmKaTa.

crypto certificate number
import

v

KomaHObI pexcuma KoHgu2ypuposaHua nybau4HO20 Ka4a

number: (1, 2)

Kntoum, creHepupoBaHHble KOmaHAamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA NoJsb30BaTens ¢aitne KoHoUrypauuu.

Bua, 3anpoca KOMaHAHOW CTPOKM B peXXMME KOHOUTYPUPOoBaHMA NyBANYHOTO KAatoya:
console#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.168 — KomaHap! pexxknma KoHGUryprpoBaHua ny6anyYHOro Katoua

KomaHoa 3HavyeHue Aelicmeue

Bxof, B peXxnm co3gaHua MHAMBKUAYaNbHOTo Ny6aMYHOro
KNtoua.

- rsa — co3aaTb RSA-Kntou;

- dsa — co3gatb DSA-KAtou.

user-key username {rsa|dsa}

username: (1..48)
CUMBOIOB

Ypanaet I'Iy6}'IW-IHbIl71 KNKOY ana onpeneneHHoro nosb3oBa-
Tena.

no user-key username

Bua 3anpoca KOMaHAHOVI CTPOKU B pexnume co3gaHuna nHOnBuUAyasibHOIo ﬂy6]’|VI‘-IHOI'0 K/1to4a:

console#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #

Tabnnuya 5.169 — KomaHapl pexxnuma co3gaHns MHANBMAYaAbHOro ny6anYHOro Katoua

KomaHoa Aelicmeue

key-string Co3paet ny6AnUHbIN KNKoY A48 onpeAeneHHOro noib3osaTtesns.

key-string row key-string Co3paet ny6anuHbIi KNKoY A48 onpeaeneHHoro noab3osartens. BBoa katoua ocyuecteasercs
NOCTPOYHO.
- key-string — 4acTb K/toYa.

[inA Toro 4To6bI CUCTEMA NOHANA, YTO K/IOY BBEAEH MOJIHOCTbIO, Heo6xoAMMO BBe-

cTn KomaHpay key-string row 6e3 cumBonos.
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KomaHOb! pexcuma EXEC

KomaHabl gaHHOro pa3aena AOCTynHbl TONbKO ANA NpUuBUNErMpoBaHHbIX nonb3oBaTesien.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.170 — KomaHabl pexkuma EXEC

KomaHoa 3HaueHue

Aeiicmeue

show ip ssh

MNokasbiBaeT KoHoUrypauuto SSH-cepBepa, a TaKKe akKTUBHbIEe
Bxoaawme SSH-ceccum.

username: (1..48) cumBo-
nos.

show crypto key pubkey-
chain ssh [username
username] [fingerprint {bub-
ble-babble | hex}] Mo ymon4aHuio oTneyaTok
K/l0Ya B LWeCTHaguaTepuy-

Hom dopmarTe.

MokasbiBaeT Ny6anyHble SSH-KAoUKM, COXpaHEeHHbIe Ha KOMMY-
TaTope.

- username — UM YOANEHHOTO KAMEHTa;
- bubble-babble — oTneuaTok kntoua B Koge Bubble Babble;
- hex — oTneyaTtok Knto4a B WecTHaguaTepuyHoOM Koae.

show crypto key mypubkey
[rsa | dsa]

MokasbiBaeT Nyb6nyHble KAo4M SSH-kommyTaTopa.

show crypto certificate my-
certificate [1]2]

OTobparkaet SSL-ceptudmKaTtbl ana HTTPS-cesepa.

show ip http

OTobparkaeT coctosHme HTTP-cepBepa.

show ip https

Otobparkaet coctoaHune HTTPS-cepsepa.

[pumepbl 8b1M0MHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTo
Co3spgatb RSA-KkntoY ans nonb3oBaTtensa

consolet#configure
console (config) #ip ssh server
console (config) #ip ssh pubkey-auth

pe. PaspewnTb UCNONb30BaHUE NYBAUYHBIX KAKOYEN.
eltex:

console (config) #crypto key pubkey-chain ssh

console (config-pubkey-chain) #user-key eltex rsa

console (config-pubkey-key) #tkey-string AAAAB3NzaClyc2EAAAADAQABAAA-
BAQCVTNRwWPW1AL4kpqIw9GBRoNZQZxjHKCGKL6rM1Q+ZNXfZS~
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRE-
PSwoQUVV35LgJJk67I0U/zfw0l11gkTwml75QROgHUTS6KWGN2QWXgh3ub8gDjTSamuSn/WA051D

X2IEx-

QWu081licglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE
7Di71+w3fNiOA6W9044t6+AINEICBCCAAYCcFo6zMzaTlwef—
WwX6f+Rmt5nhhgdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01DnwCAC8Qh

Fingerprint:

a4:16:46:23:5a:8d:1d:05:37:59:eb:44:13:b9:33:e9

5.19.7.2 KomaHObI KOHbu2ypupoeaHua mepmuHana

KomaHabl KOHOUIypMpoBaHMA TepMWHana CAy»KaT A1 HACTPOMKM NapameTpoB /IOKa/NbHOM U

YAaNneHHOM KOHCOoN.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnupoBaHmsa:

console (config) #
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Tabnnuya 5.171 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa Aelicmeue

line {console|telnet|ssh} Bx0g4, B peKMM COOTBETCTBYHOLLEIO TEPMUHANA (/I0KaNbHAsA KOHCO/b, YAaneHHan KOHCOMb —
Telnet unun ypaneHHas 3awmweHHas KoHconb — SSH).

KomaHObI pexuma KOHgU2ypupos8aHus mepmuHana

Bua 3anpoca KOMaHAHOW CTPOKM B peXXume KOHPUIrypnpoBaHMa TepMUHaNa
console#configure

console (config) #line {console|telnet|ssh}
console (config-line) #

Tabnnua 5.172 — KomaHap! pexkruma KoHOUTIyprpoBaHUa TepMMHana

KomawHoa 3HayeHue/3HayeHue o Aelicmeue
YMOMYAHUIO
speed bps YcTaHaB/MBaET CKOPOCTb AOCTYNa MO JIOKa/IbHOM KOHCOM (KO-
bps: (2400, 9600, 19200, | \auaa gocTyNHa TONLKO B PEKIME KOHGUIYPUPOBaHNA N0~
38407'57600' KaNbHOM KOHCOAM).
115200)/115200 60p4,
no speed YcTaHaBAMBAET 3HAYEHNE N0 YMOAYAHMUIO.
autobaud Bk/ilo4aeT aBTOMaTUYecKoe onpeaesieHmne CKopocTu A4ocTyna
MO IOKa/IbHOM KOHCONM (KOMaHAa AOCTYMNHA TO/IbKO B peXume
-/BbIK/IIOYEHO KOHOUIYPMPOBaHUSA JI0KANIbHOM KOHCO/IN).
no autobaud BbIK/lOYaeT aBTOMaTUYeCKoe onpeaeseHne CKopocTM A0CTyna
MO JI0Ka/IbHOM KOHCO/N.
exec-timeout minutes [sec- 3afaeT MHTepBas, B Te4EHNE KOTOPOrO CUCTEMA OXKMaaeT
onds] minutes: (0..65535) muH; | BBoga nosb3oBaTens. EC/v B TeYEHWE AaHHOTO MHTEpPBaNa
seconds: (0..59) cex/ MO/b30BaTE/Nb HAYErO He BBOAMNT, TO KOHCOb OTK/IOYAETCA.
10 MuHyT
no exec-timeout YcTaHaBAMBaEeT 3HaYeHMe No YMOAYAHUIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 5.173 — KomaHapl pexkuma EXEC

KomaHoa Aelicmeue

show line [con-

MoKa3sbliBaeT NapameTpbl TepMUHaNa.
sole|telnet|ssh] P P P

5.20 XypHan aBapui, npotokon SYSLOG

CuctemHsble KYpPHa/sibl NO3BONAKOT BECTU UCTOPUIO C06bITVIl7I, npounsoweauwnx Ha yCTpOVICTBe, a TaKXe
KOHTPO/IMPOBATb npousoweauiune cobbiTnA B peanbHOM BpeMEHMU. B KYPHan 3aHOCATCA cobbITMA cemm
TUNOB: l-I|I)e3BbI“Ial7IHI:-Ie, CUrHanbl TpeBOrn, KpUtnyeCkne n He Kputudeckume OLLIM6KM, npegynpexageHua,
yBeaomneHums, VIH(I)OpMaLI,VIOHHbIe M oTnagoyHble.
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KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHo KoHPUrypaumu:

console (confiqg) #

Tabnnuya 5.174 — KomaHapl pexxnuma rnobanbHom KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

logging on

no logging on

- /perncrpaums BrAOYEHa

BKAtoYaeT pernctpaumio oTaagouHbIX cooblieHnid n cooblue-
HUI 06 owmnbKax.

BbIK/HOYAET perncTpaLmio OTAaA0uHbIX COOBLLEHNI U coobLue-

HUI 06 owmnbKax.

V Mpu BbIKNIOYEHHOI perucTpauumn oTaagouHble coob-
weHMa u coobuwenuns o6 owmbkax 6yayt nepepa-
BaTbCA HAa KOHCOb.

logging host {ip_ad-
dress[host}

[port port] [severity level]
[facility facility] [descrip-
tion text]

no logging host {ip_ad-
dress[host}

host (1..158) cumBonOB;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);

facility: (localO..local7)/ lo-
cal7;

text: (1..64) cumBona

BKAtouaeT nepesavy aBapmMnHbIX U OTIAL04YHbIX COOBLEHNI Ha
yaAaneHHbin SYSLOG-cepsep.

- ip_address — IPv4- unu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe umsa SYSLOG-cepBepa;

- port — HOMep nopTa 4NA nepesayn coobLLeHUt No nNpoTo-
kony SYSLOG;

- level — ypoBeHb BaXXHOCTU COOBLWEHNI, NepeaaBaemblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepefaBaemas B COOOLEHUSAX;

- text — onuncaHune SYSLOG-cepBepa.

Ypanaer BblbpaHHbI cepBep M3 CNWCKA WMCNO/b3yemblxX
SYSLOG-cepBepos.

logging console level

no logging console

level (cm. Taba. 5.175)/ in-
formational

Bk/itoyaeT nepegayy aBapuintHbIX UAM OTNAL0UHBIX COOBLLEHMI
BbI6GPAHHOTO YPOBHA BaXKHOCTU Ha KOHCO/b.

BbIKNtoYaeT nepesady aBapuinHbIX WUAM OTNAaA0YHbIX coobLye-
HUWI Ha KOHCO/Ib.

logging buffered [sever-
ity-level]

no logging buffered

level (cm. Taba. 5.175)/ in-
formational

BKntouaeT nepenayvy aBapunHbIX MAW OTNAL0YHbIX COOBLWEHNI
BbIOPAHHOIO YPOBHA Ba*XHOCTU BO BHYTPEHHUI bydep.

Bbik/ntoyaeT nepesady aBapuiiHbIX MAM OTAAAO04YHbIX coobLue-
HWI BO BHYTpPeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..400)/200

M3MeHAeT KONNYeCTBO COOBLLEHMNI, 3aNOMMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHue pasmepa bydepa npume-
HWTCA Noc/e nepesarpyskun ycTpoicTea.

YcTaHaBAUBaeT 3Ha4YeHue no YMONYaHUIO.

logging file level

no logging file

level (cm. Tabn.
5.175)/errors

Bk/itoyaeT nepesayy aBapunHbIX UM OTNAL0UHBIX COOBLLEHW
BbIOPaHHOIO YPOBHSA Ba*KHOCTM B palin KypHana.

BbIK/lOYaeT nepesayy aBapuiHbIX UM OTNALOYHbIX COObLLe-
HUI B Galin KypHana.

aaa logging login

3aHOCUTb B 3KypHasibl COBbLITUA ayTeHTUdUKALMK, aBTOPMU3ALLIMN
n yyeta (AAA).

-/BKAOYEHO
. . He 3aHOCUTb B XKypHanbl CObbITUA ayTeHTUOMKALMM, aBTOPU3a-
no aaa logging login
unn 1 yyeta (AAA).

logging events span- BKNIIOYAET perucTpauuio M3MeHeHUa cTaTyca MHTepdelicos B
ning-tree STP.
port-state-change

-/BKAOYEHO

no logging events span-
ning-tree
port-state-change

OTKNIOYaeT perucTpaLmio n3MeHeHus cTatyca uHTepdelicos B
STP.

logging events span-
ning-tree topol-
ogy-change

logging events span-
ning-tree topol-
ogy-change

-/BbIK/IIOYEHO

BK/touaeT pernctpaumio MsmeHeHui tonoaormum B STP.

OTKNIOYaET PerucTpaLmio U3MeHeHu Tononorum 8 STP.
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BKtouaeT pernctpaumio cobbitnin GanaoBoi cuctemsl.

- COpY — perucTpaumsa coobLeHni, CBA3aHHbIX C onepaumsamm
KONMpoBaHuUa Gpaiinos;

-/perncTpaums BKIOYEHa - delete-rename — perucTpaums coobueHnit, CBA3AHHbIX C
yoaneHnem ¢aiinos n nepeMmeHoBaHMEM ONepaLuii.

file-system logging {copy
| delete-rename}

no file-system logging BbIKNtoYaeT perucrpaumio cobbiTuii GpainnoBol cuctembl.
{copy | delete-rename}
management logging Bk/itoYaeT perncrpaumio cobbITUii 4oCTyna ynpasaeHus.
deny
- -/perncTpaums BKaYEHa -

no management logging BbIKk/tOYaEeT perncrpaunio cobbITMii 4ocTyna ynpasneHua.
deny
logging aggregation on Bk/itoyaeT KOHTPO/Ib arperaumu syslog-coobLeHui.
no logging aggregation on OTKAtoYaeT arperaumio syslog-coobLueHunin.
logging aggregation ag- YcTaHaBAMBaeT BpeMA XpPaHEeHUA CrpynnupoBaHHbIx syslog-co-
ing-time sec obLeHuni.

gHime : sec: (15..3600) w
no logging aggregation YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
aging-time

PaspeliaeT BegeHue yyeTa (akKayHTa) Ana BBeAeHHbIX B CLI Ko-

logging cli-commands Mo ymonuaruio senenme | 1o

y4yeTa 3anpeLeHo

no logging cli-commands YcTaHaBAMBAET 3HAaYEHUE MO YMOMYAHMIO.

logging service cpu-rate- traffic: (http, telnet, ssh, BK/lOYaEeT KOHTPO/Ib OrpaHUYEHMNA CKOPOCTM BXOAALLUX dpeit-
limits traffic snmp, ip, link-local, MOB A1 onpefeneHHoro Tuna Tpaduka.
arp-switch-mode, arp-in- | Otkntouyaet norvposaHue.

spection, stp-bpdu, other-
bpdu, dhcp-snooping,
dhcpv6-snooping,
igmp-snooping, mld-snoop-
ing, sflow, log-deny-aces,
vrrp)/-
logging service watchdog BkntoyaeT normposaHue cobbitnin oT watchdog.

no logging service cpu-
rate-limits traffic

no logging service -/BKNIOYEHO OTKAtOYaeT fornposaHune cobbiTuit oT watchdog.
watchdog

Kaxkpoe coobliieHre MMeeT CBOM YPOBEHb BaXHOCTH, B Tabanue 5.171 npuseaeHbl TUNbl coobLeHMiA
B nopAaKe ybbiBaHNA NX BaXKHOCTU.

Tabnuua 5.175 — Tunbl Ba*KHOCTU COOBLLLEHWUI

Tun saxcHocmu coo6- OnucaHue
weHuli
YpesebiyaliHbie B cucteme npousoluna Kputuyeckas owmnbka, cuctema moxeT pabotaTtb Henpa-
(emergencies) BU/IbHO.

CueHasel mpesoau
Heobxo4MmMo HemMeaNeHHOe BMeLATeIbCTBO B CUCTEMY.

(alerts)
Kpumuueckue (critical) | B cucteme npounsoLlia KpUTMYECKan olnbKa.
OwuboyHsle (errors) B cucteme npousowina owmnbKa.
Mpedynpexoenus MpeaynpexaeHve, HeaBapuHoe cooblueHne
(Warnings) p fuiy p pi 7 p LL'. .
YeedomsneHus o

S YBegomieHme cMcTembl, HeaBapuiiHoe coobuieHume.

(notifications)
UHpopmayuoHHble

. op .u MHbOpMaLMOHHbIE COOBLLEHNA CUCTEMDI.
(informational)

OmnadouyHeble OTnafouHble coobLWeHNs, NPeaoCcTaBAAOT NOb30BaTENO MHPOPMALUIO ANSA KOp-
(debugging) PEKTHOM HAaCTPOMKU CUCTEMDI.
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KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 5.176 — KomaHgaa pexxknma Privileged EXEC gnsa npocmoTpa daina xypHana

KomaHoa Aelicmeue

clear logging Ypansaet Bce coobuieHns U3 BHyTpeHHero bydepa.

clear logging file Ypanset Bce coobueHunsa us daiina xKypHana.

show logging file OTobparkaeT COCTOSIHME KypHa/ia, aBapuiiHble U OTNaf04HblE COODOLEHNS, 3aNNCaHHbIE B
daine KypHana.

show logging OTobparkaeT COCTOAHNE KypHana, aBapuiMHble U 0TNAL04HbIEe COOBLLEHMA, 3aNUCaHHbIE BO
BHYTpeHHeM bydepe.

show syslog-servers OTobparkaeT HaCTPOMKKN ANA yaanéHHbIX syslog-cepeepos.

[pumepbl UC016308AHUA KOMAHO

- Bkatouuntb perncrpauyuio OWKNBOYHbIX COO6LLI,€HM1\;1 Ha KOHCON:
console#configure

console (config) #logging on
console (config) #logging console errors

= OynuctuTb Painn KypHana:
consolef#clear logging file

Clear Logging File [y/nly
5.21 Cepsuc watchdog

,ﬂ,aHHblﬁ CepBUC NO3BOJIAET NONy4aTb MHd)OpMaLI,MPO O 3aBNCAaHUN CUCTEMHDbIX NpOoL,EeCcCOB KOMMY-
TaTopa VI/MI'IM dBTOMATUYECKUN Nepe3arpyxatb yCTpOﬁCTBO B TaKUX CUTyalUUnAx.

KomaHObI pexcuma 210b6aab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnuya 5.177 — KomaHapl pexxknuma rnobanbHom KoHbUrypaumm

3HayeHue/3Ha4yeHue no .
KomaHoa / Aeilicmeue
YMOAYAHUIO

service watchdog BkntoyaeT cepsuc watchdog.

" -/BbIKNOYEHO
no service watchdog Bbikntouaet cepsuc watchdog.
service watchdog hw-timer BK/toyaeT annapaTHbIi pexxum paboTsl cepsurca. B aaHHOM
pexkmme cepeuc watchdog pearvpyert ToNbKO Ha NOAHOE 3aBK-
caHue agpa OC KommyTaTopa U NepesarpyKaeT yCTPoncTBso.

Ucnonb3oBaHue AaHHOrO pexKuma paboTbl He peKo-
-/BKniodero V meHAyeTca 6e3 npeaBapUTENbHON KOHCYbTaLUM C
TEXHUYECKOI NOAAEPIKKON.
no service watchdog hw- BbIK/IlOYaEeT annapaTHbIi pexum paboTbl cepauca.

timer
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service watchdog sw-timer BK/toYaeT NporpaMmHbIi pexkMm paboTbl cepsuca.
{reload | logging-only } - reload — B cnyyae obHapyKeHUsa 3aBUCaHUA Kakoro-1m6o
CUCTEMHOrO NpoLecca KOMMyTaTopa nepesarpyaeT ycTpown-
CTBO C KPaTKUM BbIBOAOM MHOPMALIMM O 3aBUCLLEM NPO-
uecce.
Ucnonb3oBaHue napametpa reload He pekomeHay-

V ertca 6e3 npeaBapUTeIbHOU KOHCYIbTaLMK € TEXHU-
-/reload YeCcKoW NoAAepPKKOM.
- logging-only — B cniyuae o6HapyKeHWs 3aBUCaHNA KaKoro-
NMBO CUCTEMHOTO NPOLLECCa KOMMYTAaTOPa COXPaHAET B IHep-
roHe3aBMCHMMYIO MaMATb CBEAEHMA O 3aBUCLLEM NpoLecce.
KommyTaTop He nepesarpyaerca.

no service watchdog sw- OTKANOYaeT NporpaMmHbIi pexxmum cepsuca watchdog.
timer {reload | logging-
only}

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeET BUA,:

console#

Tabnnua 5.178 — KomaHgb! pexkuma privileged EXEC

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
110 yMoA4aHuo

show watchdog — OTobparkaeT cocTosaHMe cepBuca watchdog.

5.22 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKannpoBaHMWA MNOPTOB MpeAHasHayeHa ANA KOHTPO/A ceTeBoro TpaduKa nyTem
NepecbINKN KOMWUA BXOAALWMX WU/UAN UCXOAALLMX NAKETOB C OAHOMO MAU HECKONbKMX KOHTPOAMPYEMbIX
NOPTOB Ha OAMH KOHTPOMPYIOLWMIA NOPT.

Mpwu 3epKkanuposaHun 6onee ogHOro pusnueckoro nHTepdeiica BoO3IMOXHbI notepu TpaduKa.
OTcyTcTBME nNOTepb rapaHTUPYeTCA TOJIbKO MPU  3epKanMpoBaHMM OAHOro ¢u3nuecKoro

o uHtepdeiica.

K KOHTpo/MpytoLeMy NopTy NPUMEHSAIOTCA Cleaytolmne orpaHuYeHns:

— TopT He MoxKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
— MNopT He moKeT BbITb YIeHOM rpynnbl NOPTOB;

— IP-uHTepdenc fonKeH OTCYTCTBOBATL AJ/1A 3TOrO NOPTa;

— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpO/AMpYyeMbIM NOPTaM NPUMEHAIOTCA Ceaytolme orpaHnUYeHus:

— MopT He MOKeT BbITb KOHTPOIMPYIOLLMM Y KOHTPOJIMPYEMbBIM NOPTOM O4HOBPEMEHHO;

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobasbHoi KoHUrypaumm:

console (config) #
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Tabnnuya 5.179 — KomaHabl pexxknuma rnobanbHom KoHbUrypaumm
3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
3agaet pexkum paboTbl nopTa
port monitor mode {moni- - monitor-only — ¢pelimbl, nocTynatowme Ha NopT, oTbpachl-

-/monitor-only

tor-only | network} BatoTCA;

- network — nosBonset Bectn o6meH AaHHbIMU.

port monitor remote vlan
vlan_id [tx]|rx] vlan_id: (1..4094)
no port monitor remote
vlan [tx]|rx]

Onpegenenve VLAN ana yganeHHOro MOHUTOPUHTA.

YpaneHune VLAN gna yaaneHHoOro MOHUTOPUHrA.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHdUrypuposaHua nHtepdeliica Ethernet:

console (config-if) #

[aHHble KOMaHAbl HeNb3A BbIMOHATbL B peXXume KOHPUrypMpoBaHUA guanasoHa UHTep-
e deiicos Ethernet.

Tabnunua 5.180 — KomaHabl, AOCTYNHbIE B peXXMMe KOHOUTypupoBaHua nHTepodeiica Ethernet

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
ymMon4yaHuio
port monitor {gigabitether- BKkntoyaeT GyHKLUMIO MOHUTOPUHIA HA HAaCTPaUBAEMOM UHTep-
net gi_port | deiice. [laHHbIV UHTEpdENC ByAeT KOHTPONPYIOLLMM NOPTOM
fastethernet fa_port} [AN1A YKa3aHHOrO B KOMaHAe KOHTPO/IMpyeMoro nopTa.
[rx|tx] - gi_port/fa_port — KOHTPO/IMPYEMbIi1 NOPT;
- X — KOMMPOBaTb MAKEeTbl, NPUHATbIE KOHTPOIMPYEMbIM MOP-
TOoM;
gi_port: (1..3/0/1..28); - tX — KonupoBaTb NakeTbl, NepegaHHble KOHTPOAUPYEMbIM
fa_port: (1..3/0/1..24). nopTom;

Mpu OTCYTCTBUM NapameTpa rx/tx c KOHTPONMPYEMOro nopTa
KOMUPYHTCA BCE MaKeTbI.

no port monitor {giga- BbIkNtoyaeT GpyHKLMIO MOHUTOPUHIA Ha HAaCTPaMBAEMOM WH-

bitethernet gi_port | Tepoerice. laHHbI nHTepdeiic bonblie He ByaeT KOHTPOU-

fastethernet fa_port} PYIOLLMM NMOPTOM AJ/151 YKA3aHHOTO B KOMaHAe KOHTponpye-
MOro nopTa.

port monitor vlan vian_id BKkntoyaeT GyHKLMIO MOHUTOPUHIA HA HAaCTPanUBaAEMOM UHTep-

delice. [LaHHbI HTepdelic ByaeT KOHTPONNPYIOWMM MOPTOM
01 yKasaHHoi VLAN.

) MopT MOHMTOPUHIA HE AO/IXKEH NPUHAANEKATb K
HacTpauBaemoi VLAN.

MoHuTopuHr VLAN moxKeT 6biTb BK/IIOYEH ULLb B
V TOM c/lyyae, ec/iv B CUCTeMe HaCTPOeHO He 6onee
0ZHOro KOHTPOJ/IMPYIOLLLETrOo NopTa.

vlan_id: (1..4094)

/1 Ecv KOHTPO/IMPYIOWMIi NOPT HACTPOEH paHee, TO
TONbKO 3TOT NOPT MOXKET 6bITb MCNONb30BaH ANA MO-

HutopuHra VLAN.
no port monitor vlan Ypanaet ykaszaHHyto VLAN U3 MOHUTOPUHra.
vlan_id
port monitor remote BKtoYaeT GyHKUMIO YAaNeHHOr0O MOHUTOPUHIA HA HacTpauBa-
eMoM uHTepdelice.
no port monitor remote B BbIKntoYaeT GYHKLMIO yAaNEHHOrO MOHUTOPUHIA Ha HacTpau-

BaeMoM UHTepdodelice.
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KomaHOb! pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxume EXEC nmeet cneaytowmin Bua;

console>

Tabnumua 5.181 — KomaHabl, 4ocTynHble B pexxume EXEC

KomaHOoa Aelicmeue

show ports monitor BbIBOAWUT MHPOPMALMIO NO KOHTPOJIMPYIOWMM U KOHTPO/IMPYEMbIM NOPTaM.

[pumepbl 8b1M0MHEHUS KOMAHO

= YcraHosuTb 13 Ethernet-untepdelic KoHTponmpyowmm ana 18 nHrepdeiica Ethernet. Becb
Tpaduk c 18 nHtepodeiica nepenasartb Ha 13.

console#configure

console (config) #interface gigabitethernet 1,/0/13
console (config-if) #port monitor gigabitethernet 1/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOAUPYIOWMM M KOHTPOIMPYEMbIM NOPTaM.

console#show ports monitor

Source Port Destination Port Type Status

gil/0/18 gil/0/13 RX, TX notReady

5.23 ®dyHKuyma sFlow

sFlow — TexHon0OrMs, N03BOIAKOWAA CIeAWUTb 32 TPAPUKOM B MAKETHbIX CETAX Nepesayn 4aHHbIX NyTem
YyacTMyHOW BbIGOPKM TpadurKa AN Nocaeayolein MHKancyaaumm B cneumnanbHble cooblueHus, nepeaaBae-
Mble Ha cepBep cbopa CTaTUCTUKMN.

KomaHObI pexcuma 210banbHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 5.182 — KomaHgb! pexuma rnobanbHon KoHbuUrypaumm

3HayeHue/3Ha4yeHue no "
KomaHoa / Aeilicmeue
YMOAMYAHUIO
id: (1..8); 3apaet agpec cepsepa cbopa cratucTukm sflow.
o port: (1..65535)/ 6343; - id — Homep sflow-cepBepa;
sflow receiver id {IPv4| byte: nonoxutensHoe ue- | - IPv4, IPv6, IPv6z — IP-agpec;
IPv6|IPvéz|url} [Port port] noe uncno /1400; - url — pomeHHOe UMA XocCTa;
[max-datagram-size byte] dopmar - port — HoMep NnopTa;
IPv4: A.B.C.D - byte — MaKcMmanbHOE KOMYeCcTBO BalT, KOTOpOe MOXKeT
IPV6: X:X:X:X::X 6bITb OTNPABNEHO B OAMH NaKeT AaHHbIX.
no sflow receiver id IPv6z: X:X:X:X::X%<ID> Ypansert agpec cepsepa cbopa cTaTUCTUKM sflow
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypmposaHus nHtepoelica Ethernet:

console#configure
console (config) #interface {gigabitethernet gi port| fastethernet fa port}
console (config-if)#

Tabnunuya 5.183 — KomaHapl pexknuma KoHdurypupoBaHua nHtepdeica Ethernet
3HayeHue/3HayeHue no

KomaHoa Aeilicmeue
YMOAYAHUIO
sflow flow-sampling[max- 3azaeT cpeaHIoo CKOPOCTh BbIOOPKM NakeToB. MToroeas cKo-
header-size bytes]rate id pocTb BbIGOPKM cumTaeTcs Kak 1/rate*current_spped

(current_speed — Tekyluan cpegHAa CKOPOCTb).

- rate — cpefHAn CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — MaKcMManbHoOe KoM4ecTBo 6aiiT, KoTopoe byaet
CKOMMPOBaHO M3 06pasLia Nakera.

bytes:(20..256)/128;
rate: (0, 1024..107374823)
id: (0..8)

no sflow flow-sampling OTK/IlOYaeT cYEeTYMKM BbIBOPKKU HA NOPTY.

sflow counters-sampling OnpegenaeTr MakCMMasbHbIN MHTEPBaN MeXAY yCrnewHbIMU
secid BbIBOPKaMK NaKeToB.
- Sec — MaKCMManbHbIN MHTEPBaN Mexay Bblbopkamu, ce-
sec: (0, 15 .. 86400); KYHZAbl. 3HauyeHue «0» OTKoYaeT BbIOOpPKY;

id: (0..8) - id — Homep sflow-cepsepa (3asaeTca komaHaol sflow
receiver B rno6anbHOM pexrme KoHdUrypaumm).

no sflow counters-sam- OTKAIOYaeT CHETUYMKM BbIBOPKM Ha NOpPTy.
pling

KomaHOwbl pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC umeeT cneaytowmin Bua;

console>

Tabnunua 5.184 — KomaHapl, 4OCTynNHble B perxknme EXEC

3HaveHue/3HayeHue no .
KomaHoa / HAelicmeue
YMOMYAHUIO

show sflow configuration BbiBOAMT HacTpoliku sflow.
[gigabitethernet gi_port |
fastethernet fa_port]
clear sflow statistics [giga-
bitethernet gi_port |
fastethernet fa_port]
show sflow statistics [giga- OTobparkaeT cTatUcTUKy sFlow.
bitethernet gi_port |
fastethernet fa_port]

Ounwaet ctatucTuky sFlow. Ecam nHtepdeiic He ykasaH, Ko-

i t: (1..3/0/1..28);
gi_port: (1..3/0/ ); MaH/Aa O4MLLaeT BCe CHETUMKM CTaTUCTMKM SFlow.

fa_port: (1..3/0/1..24)

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 gnsa cbopa cratuctukm sflow. Ana ethernet-
nHtepoeiicos gil/0/1—gil/0/24 ycTaHOBMTb CPpeaHIO CKOPOCTb BbiIGOPKM NakeTos — 10240
KBUT/C M MaKCMMabHbIN MHTEPBAN MeXAyY YCnelHbIMM Bbibopkamu naketos — 240 c.

consolef#configure

console (config) #sflow receiver 1 10.0.80.1

console (config) #interface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1
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5.24 ®yHKUUKN ANArHOCTUKUN PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOpPbI AOCTYNa COAEPXKAT annapaTHble U NPOrpPaMMHble CPeACTBa AN ANArHOCTUKM
N ynpasneHuna Gpusnyeckummn nHtepdericamm u NMHUAMM CBA3U. B nepeyeHb TecTUpyembix NapameTpoB
BXOAAT cneaytolime:

[N aNeKTpUYecknux NHTepdelicos:

— A/IMHa Kabens;

— pacctoAaHne oo mecCta HencnpaBHOCTN — O6prBa NN 3aMblKaHUA.

[na onTyeckux nHTepdencos:

— nNapameTpbl NTNTaHNA — HanpAXeHune U TOK,
— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,

— ONTn4eCKaAa MOWHOCTb Ha npuneme.

5.24.1 OmarHocTuKa megHoro Kabens

V’- OueHKa AAuMHbl Kabensa npu ucnonb3oBaHUM KOMaHAbl 'show cable-diagnostics
cable-length' BbINOJHAETCA NO Be/IMUMHE 3aTyXaHUA curdHana. PyHKuma green-ethernet,
noaaep)XMBaemas KOMMYTaTOPOM, YMEeHbLUAeT ypPOBEHb NepesaBaemMoro CUMrHana npwm
OTCYTCTBUM AKTMBHOCTU Ha JIMHUM U MOITOMY KOPPEKTHOE M3MepeHUe AJMHbI Kabens
CTAaHOBMUTCA HEBO3MOXXHbIM Ha YCTPOCTBE, MPUHUMAlOLEM 0c/1abneHHbIU curHan. B ceasu ¢
3TMM Heo6X0A4MMO Ha Bpems U3MepeHuUit AInHbI Kabens oTkaouaTb pexxum green-ethernet

Ha yAa/leHHOM YCTPOUCTBE.

Mo ymonuaHuio pexkum green-ethernet BKkAloueH. [onycTMmas NOrpewHoOCTb U3MepeHuUa
onpeaensaerca pasbpocom napameTpoB JIMHUN U COCTABAAET 6M.

KomaHOb1 pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnuua 5.185 — KomaHabl ANarHOCTUKM MeaHOro Kabens

KomaHda 3HavyeHue Aelicmeue
test cable-diagnostics tdr BbINosHAET BUPTyasibHOE TeCTUPOBaHWE Kabens A1a yKa3aHHOro
{all | interface {giga- gi_port: (1..3/0/1..28); nHTepdeiica;
bitethernet gi_port | fa_port: (1..3/0/1..24). - all — gnAa Bcex uHTepdeiicos.
fastethernet fa_port}}
test cable-diagnostics BbINONHAET YCKOpPeHHOe BUPTyanbHOE TecTMpoBaHue Kabens c
tdr-fast {all |interface {gi- gi_port: (1..3/0/1..28); HW3KOM TOYHOCTbIO AR YKa3aHHOIo MHTepdeinca;
gabitethernet gi_port | fa_port: (1..3/0/1..24). - all — gnAa Bcex uHTepdeiicos.

fastethernet fa_port}}

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>
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Tabnuua 5.186 — KomaHabl ANArHOCTUKM MeaHOro Kabens

KomaHoa

3HavyeHue Aelicmeue

show cable-diagnostics
tdr [interface
gigabitethernet gi_port |
interface

fastethernet fa_port]

show cable-diagnostics
cable-length

[interface
gigabitethernet gi_port ]

gi_port: (1..3/0/1..28); OTO6paskaeT NPeAnoNOKUTENbHYIO A/IMHY Kabens, NoaKo-
fa_port: (1..3/0/1..24). YEHHOTO K yKa3aHHOMY MHTepdelicy (ecim Homep nopTa He 3a-

OTOb6parkaeT pesyabTaTbl NOCNEAHENO BUPTYabHOMO TECTUPO-
BaHWA Kabens gns ykasaHHoOro nHtepdelica (ecam Homep
ropTa He 3aaH, TO KOMaHAa BbIMOHAETCA AR BCEX NOPTOB).

[aH, TO KOMaHAA BbINOJIHAETCA A/ BCEX MOPTOB).
] WHTepdeiic gonkeH 6biTb aKTUBHbIM U paboTaTb B
V pexxume 100M6ut/c unn 1000M6ut/c. AuarHo-
CTUKa NoaJeprK1MBaeTca TONbKO Ha MHTepdepcax
GigabitEthernet.

/" MaKcumanbHaa gavHa Kabensa npu TecTMpoOBaHUM He A0NXKHA COCTaBAATb 6onee 120 mert-
. p

OB.

[pumepbl 8b1M0MHEHUS KOMAHO

= [lpoTecTMpoBaTb NOPT 24 NepPBOro YyCTPONCTBA B CTEKE:

consolef#test cable-diagnostics tdr interface gigabitethernet 1/0/24

Port Pair Result

gil/0/24 1-2 OK
3-6 OK
4-5 OK
7-8 OK

Huxe npueeaeHbl BO3MOXHble 3HaYeHUA pe3y/ibTaToB TecTa Nno napam:

— Test failed — ¢pum3myeckaa HemcnpaBHOCTb;
— OK — napa B nopagke;
— Open — paspblis;
— Short — KOHTaKTbl Napbl 3aMKHYTbI;

— Impedance-mismatch — pa3sHuua B conpotusaeHnn (CAnKom 6onbLIOe 3aTyXaHME B IMHUM);
— Short-with-pair — 3amblkaHVne mexay napamu;

— Not tested — TectTupoBaHuMe He NPOBOANNOCD.

" nOKa3apr83yanaTblﬂOCﬂEAHEFOTECTMpOBaHMHZ

consolef#show cable-diagnostics tdr

gil/0/1
gil/0/2
gil/o0/3
gil/0/4
gil/0/5
gil/0/6

gil/0/18
gil/0/19
gil/0/20
gil/0/21
gil/0/22
gi1/0/23
gil/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

Result

Not
Not
Not
Not
Not
Not

tested
tested
tested
tested
tested
tested

tested
tested
tested
tested
tested
tested
OK

Fiber
Fiber
Fiber
Fiber

Length [meters] Date

-— 24-Mar-2014 11:52:31
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5.24.2 lnarHOCTUKa ONTUYECKOro TpaHcuBepa

BuAa 3anpoca KOMaHAHOWN CTPOKM B peXume rnobasbHOro KOHGUrypmpoBaHUA:

console (config) #

Tabnunua 5.187 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue o

elicmeue
YMOAYAHUIO A

optical-transceiver
threshold notify-interval
interval

no optical-transceiver
threshold notify-interval

YCTaHOBKa MPOMEKYTKA BpEMEHMU 4,0 NOBTOPHOI reHepaumm
interval: npeaynpexaeHus/asapum no npotokony syslog/snmp.

(30..3600)/600 cek
YcTaHOBKa 3HaYeHMsA no YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nHtepoeiica Ethernet:

console#configure
console (config) #interface {fastethernet fa port| gigabitethernet gi port}
console (config-if) #

Tabnumua 5.188 — KomaHabl pexxuma KoHpurypmposaHus uHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

optical-transceiver thresh-
old action { parameter | all
}{ none | syslog | snmp-
trap }

HasHavyaemoe geiicTeme (He BbINONHATb AEUCTBUIA, reHepaLma
syslog-coobueHunsa, reHepauma snmp-Tpana), KOTopoe A0KHO
6bITb BbINMOAHEHO NPU NPEBbILEHUN YKa3aHHbIX NOPOroB AN

. 3aaHHOro NnapameTpa:
parameter: (current, input- A P P

power, output-power, tem-
perature, voltage) - input-power — MOLLHOCTb BXOAALLETO CUTHANaA;

- current — cuna ToKa;

- output-power — MOLLHOCTb UCXOAALLETO CUTHANg;
- temperature — Temnepatypa;
- voltage — HanpsxeHwe.

optical-transceiver thresh-
old values parameter high-
alarm high-warning low-
warning low-alarm

optical-transceiver thresh-
old values parameter

YKa3zaHue 3Ha4YeHU Noporos, NP NPEBbILLIEHNM KOTOPbIX by-
[AeT NPOUCX0AUTb reHepauma syslog/snmp-trap cooblieHms
[O/1A YKa3aHHOTo napameTpa:

- current — cuna ToKa;

- input-power — MOLLHOCTb BXOAALLErO CUTHaNa;

- output-power — MOLLHOCTb UCXOAALLErO CUTHANA;

- temperature — TemnepaTypa;

- voltage — HanpsxeHwue;

- high-warning, low-warning — BePXHUI U HUXKHWUI Npeaenbl
parameter; (current, input— ana d)opMMpOBaHMﬂ npeaynpexgarowmx COOGU.I,EHMVI,‘

power, output-power, tem- | - high-alarm, low-alarm — BepxHWUiA U HUKHWI Npeaenbl ais
perature, voltage) bopmnpoBaHNA aBapUHbIX COOBLLEHNIA.

[lonycTumblil AManasoH 3Ha4YeHWUi Ana NapameTpoB:

- current: 0...131000MKA
- input-power: -40000...8200 mdBm
- output-power: -40000...8200 mdBm
-temperature: -127...127 °c
-voltage: 0...6550 000 mkB
Moporosble 3HAaYEHMA 3343a0TCA B YKa3aHHbIX e AMHULAX.

YpaneHune 3agaHHbIX noporos 414 YKasaHHOro napametpa.
3HayeHusa no YMON4YaHUIO HE YCTaHOB/1EHbI.

188

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeet chepytowmii Bua;

console>

Tabnuua 5.189 — KomaHaa AnarHOCTMKM ONTUYECKOro TpaHCcMBepa

KomaHoa 3HavyeHue Aelicmeue

show fiber-ports optical-

. . . OTOb6parkaeT pesynbTaTbl ANArHOCTUKM OMTUYECKOrO TPaHCK-
transceiver [interface {gi-

. . gi_port: (1..3/0/1..28); Bepa.
gabitethernet gi_port | fa_port: (1..3/0/1..24) - detailed — nogpobHaa AnarHocTnka, eeprom-napameTpbl
fastethernet fa_port}] _port: {L.. - ap A , eep p p
TpaHcusepa.

[detailed]

[pumep 8b1M10AHEHUS KOMAHObI

consolef#show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]
gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S$SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

Tabnnuya 5.190 — MapameTpbl AMArHOCTUKM ONTUYECKOTO TPaHCMBEPA

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage Hanpsa)keHune nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepeaaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

Mpu noapobHON AmarHocTMKe ans napametpoB Temp, Voltage, Current, Power n3amepeHHble
3Ha4YeHUA BbIBOAATCA Ha ancnnei. Mpu 06bIMHOM AMArHOCTUKE N3MEPEHHbIE 3HAYEeHMA A8 3TUX NaPaMeTpPoB

CPaBHUBAIOTCA C AONYCTUMbIMMW, U Ha AMUCNAEN BbIBOAUTCA pe3ynbTaTt cpaBHeHua (W, E, OK).
3HauyeHuUs pe3ybTaToB ANATHOCTUKU W CPAaBHEHMA NapaMeTposB:

N/A — HepocTynHo,
N/S — He noaaepskusaeTcs,
W — npeaynpexzaeHue,
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E — ownbKa,
OK — 3HauyeHue B nopasakKe.

5.25 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus 06 ypoBHe obcnynBaHus B IP-ceTax) — TEXHOOMMA aKTUBHOIO MOHUTOPUHTA,
MCNONb3YIOWAACA AN U3MEPEHMA NapameTpoB ObICTPOAENCTBMA KOMMNbIOTEPHbIX CETeM WM KayecTsa
nepegayn A[aHHbIX. AKTUBHbIN MOHWUTOPWMHI NPeACTaBnseT Ccobon MNPOAOCIKUTENbHYIO LIMKAUYECKYIO
reHepaumio Tpaduka, cbop MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEAEHME CTAaTUCTUKM.

MN3mepeHne NnapameTpoB CETU MOXKET OCYLLECTBAATLCA NPWU NOMOLLM Pa3/IMYHbIX TUMOB onepauuii IP
SLA. Tunbl onepauunii pasnnyatoTcs NPOTOKOIaMU FeHepMpyemMoro TpaduKa, a TakKe MeTogamn NpoBeaeHus
N3MepeHuit U U3MepAemMbIMU NapameTpamu. TUMbl NOALEPKMBAEMbIX HA AaHHbI MOMEHT onepauuit IP SLA:

— ICMP Echo;
— UDP lJitter.

[na ncnonbzosaHua onepauuii IP SLA Heo6x0AMMO BbINOAHUTL Ceaylolmne AencTBuA:
— Co3paaThb ONepaLmio HY>KHOTO TMNa U CKOHOUIypnpoBaTh eé.

- 3aI'IyCTMTb UMKNNn4YeCcKoe BbINMO/IHEHNE Oonepaunn U NO3BOJ/IUTb el BbIMONHATLCA B TeYeHue
HEKOTOPOro BpemeHu.

— [pocmoTpeTb CTaTUCTUKY, COBPAHHYIO 33 BPEMSA KU3HW onepaLun.

— Tpu HeobXoAMMOCTM NPEKPATUTb LIUKANYECKOE BbINOSHEHME OnepaLyun.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHo KoHPUrypauum:

console (config) #

Tabnunua 5.191 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHoa 3HaveHue Aelicmeue
ip sla operation index index: (1..20) MepeinTn B KOHTEKCT KOHOUIYPUPOBAHUS ONepaLmu.
no ip sla operation index e Ypanutb cywectsytowyto onepauumto IP SLA.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnnua 5.192 — KomaHapl pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
set ip sla start index index: (1..20) 3anycTuTb LMKAWYECKOE BbIMOJHEHWE OMNepaLuy.
set ip sla stop index o OCTaHOBWTb LIMK/IMYECKOE BbINOJNHEHWE OMNepaLum.
show ip sla statistics index index: (1..20) OT106pa3unTb CTaTUCTMKY AN1A onepauuu IP SLA.
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CtaTucTMKa onepaumii IP SLA umeeT obwmii ana Bcex TUMOB onepauuii 3aroN0BoOK:

IP SLA Statistics for Index 8

Operational state of entry: Active
Type of operation: udp-jitter

roe
— IP SLA Statistics for Index — Homep onepauunu, Aas KOTOPON 0TOOParKaeTcsa CTaTUCTUKA;

— Operational state of entry — cTaTyc BbINOJIHEHMA ONepaunm:

= Active — onepauma akTMBHA M B A@HHbIN MOMEHT HaxoAMTCA B NpoLecce LUKANYECKOrO Bbl-
NOJIHEHUS;
= |nactive — onepauuaA He akTUBHA, HAXOAMUTCA B PEXMME OXKUAAHUA U AOCTYNHA AN KOHPUTY-
pUpPOBaHMA.
— Type of operation — tnn onepauuun IP SLA. TMNpuMHUMaAET OAHO 3HayYeHWe W3 CrKncKa
noaaepmMBaembix onepaumin.

Mpu nepesoge onepauuum B cocToAHue «Active» cTaTucTMKa onepaumn oumwaetca. CTaTUCTMKA
HaKan/aMBaeTCs 3a TO Bpems, NoKa onepauus Haxo4uTca B 3TOM COCTOSHMM. CTaTUCTMKa coxpaHAeTca nocne
NPeKpaLeHna LUMKANYECKOro BbINOJIHEHUA onepauun 1 nepexoaa B coctosHue «Inactive» go Tex nop, noka
onepauus cHoBa He byaeT nepeBefeHa B aKTUBHOE COCTOSHME.

Bonee noapobHaa WHbOpMaUMa O codepKaHUW CTAaTUCTMKU nNpeacTaBAeHa B pasgenax,
onucbIBalOLWMX TUNbI onepauunit IP SLA.

5.25.1 Onepauusa ICMP Echo

Mpu Kaxkaom BbinosHeHUW onepauumn ICMP Echo yctpolictBo otnpasnset ICMP Echo request-cooblue-
HWe Ha agpec Ha3HaAYeHMA, OXKUAAET NoAyYeHUn coobenuns ICMP Echo reply v usmepseT Bpems ABYCTOPOH-
Hero npoxoxaeHus ICMP-nakeTta. Onepauuma ICMP Echo Tak:ke npegocTtaBafaet MHGOPMaLNIO O MUHUMaANb-
HOM, CpefiHEM M MAKCMMasIbHOM BPEMEHHbIX 3HAaYEHUAX N KONMYECTBE M3MEPEHWNI, 3aBEepPLUMBLUMXCA He-
YAA4YHO MO TOM UAN MHOM NPUYMHE.

KomaHObI pexcuma co3daHus onepayuli IP SLA

Bunpa 3anpoca KOMaHAHOM CTPOKU B penume cosgaHua onepaumnit IP SLA:
console (config-ip-sla)#

Tabnunua 5.193 — KomaHapl pexknuma cosgaHuns onepaumit IP SLA

KomaHoa 3HayeHue Aelicmeue

Co3gatb onepauuto ICMP Echo.
- target-address — |Pv4-agpec, Ha KOTopbIi byayT oTnpas-

icmp-echo target-address source-interface:

. nateea ICMP Echo request coobueHus;
[source-address source- gi_port: (1..3/0/1..28); - source-address — |Pv4-aapec, noAcTaBAAOWMNIACA B 3aro-
address] [source-interface fa_port: (1..3/0/1..24) APEC, NIOA =

nosok ICMP-nakeTa, onuMOoHaAbHbIM NapameTp;
- source-interface — NoOpT, C KOTOPOro OCYLLECTBAAETCS OT-
npaBKa NaKeToB, OMNUMOHaNAbHbIN NapameTp.

source-interface]

NapameTpbl target-address, source-address v source-interface moryT 6biTb onpeaeneHbl
TO/IbKO NPU CO3AaHUM ONepaLnmn U He[O0CTYNHbI ANA AaNbHelero pesakTMpoBaHuA.
Dns 3apaHua gpyrux napameTpoB HEO6X0AMMO yAaAUTb CYLLECTBYIOLLYIO Onepauuio U
€O3AaTb HOBYIO.

©
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KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPurypmposaHma onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #

Tabnnuya 5.194 — KomaHapl pexxuma KkoHPurypuposaHuma onepauum ICMP Echo

3HayeHue/3HayeHue no

KomaHoa Aeilicmeue
YMOAYAHUIO

YcTaHOBUTb YacToTy BbinoaHeHua ICMP Echo-onepauuit B cekyHAaax.

frequency sec o
sec: (1..128)/60 cek - sec — 4yactoTa BbinosHeHusa ICMP Echo-onepauuii B cEKyHOAX.

no frequency YCTaHOBWTb 3Ha4YeHWe YacToTbl MO YMONYAHMIO.

YcTaHOBUTL TaimayT onepaumm ICMP Echo B muaancekyHaax.
timeout msec msec: (1..3600000)/1000 - msec — 4acToTa BbInosHeHua ICMP Echo-onepauuii B

mc MWAINCEKYHAAX.

no timeout YCTaHOBWTb 3HaYeHMe TalMayTa N0 YMONYAHWUIO.

request-data-size bytes

YcTaHOBUTL KOM4yecTBO 6aiT, nepegasaembix B ICMP-nakete B
KayecTBe AaHHbIX (payload).

bytes: (1..1432)/56 6aiir - bytes — KonnyecTBo 6anT.

no request-data-size YCTaHOBWTb 3Ha4YeHWe KonnyecTsa 6aiT No yMonYaHuIo.

YcTaHOBUTL 3HayeHue 6Gailita Type of Service, nepepatoweroca B
3arosioBke IP-naketa B none Differentiated Services Field.

tos byte byte: (1..255)/0 - byte — 3HauyeHue banta Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWUTL 3HaYeHwue bavita Type of Service no ymonyaHutio.
tag strin 3a/aTb TEKCTOBLIN Ter AN1A onepauuu.
g g string: (1..63) cumBosioB A - =l E
no tag Y6paTh TEKCTOBbIN Ter.

Ona HopmanbHoro sbinonHeHus onepauumn ICMP Echo pekomeHayeTcAa ycTaHaBAMBaTh 3Ha-
YeHue 4acToTbl BbINOJIHEHUA onepauun 60abIMM, YeM 3Ha4YeHUe TalimayTa onepawuu.

Mpumep BbIBOAA CTaTUCTUKKM ana onepaumm ICMP Echo:

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe:
— Latest operation return code — Kop, 3aBepLUeHNA NOCAeAHel BbINOJHEHHON onepaLuu:

= OK — ycnewHoe 3aBepLieHne npeablayLiel onepauum;
=  Fagiled — HeyaayHoe 3aBeplUEHMEe NocieHel NONbITKU USMEPEHNA.

— Latest latency value — 3HayeHue NocnegHeEro ycrnewHo M3MEPEHHOro nepuoaa BPeMeHMU
npoxoxgeHuna ICMP-nakeTa.

—  Number of operations — KonnM4ecTBo NPoBeAEHHbIX 3aMyCKOB onepauun.
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— Latency Min/Avg/Max — MUHUMaNbHOE, CpeAHee U MaKCMMajibHOe 3HAuYeHUs BPeMeHMU
NPOXOXAEHWA NaKkeTa, NOACYUTAHHbIE 338 BPEeMA XMU3HU onepaumu.

—  Number of successes — KONMYECTBO YCNELIHO 3aKOHYEHHbIX onepauuii.
— Number of failures — Konn4yecTBoO Hey4a4HO 3aKOHYEHHbIX onepayuin.

— Failed operations — CYETYMKM, OTOGpaXKalOWME KOAMYECTBO M3MEPUTE/IbHLIX Onepauui,
3aKOHUMBLUMXCA C COOTBETCTBYIOLLMM KOLOM OLUMOKM.

5.25.2 Onepauyusa UDP litter

Kaxpgaa onepaumsa UDP lJitter nHMummpyeT oTnpaBKy MNocaefoBaTeNbHOCTU M3 HecKosbkux UDP-
naketos. llocnenoBaTenbHOCTb XapaKTEPU3YETCA TAKMMM MapameTpamMu, KaK KOJMYEeCTBO MAKETOB B
NnocnefoBaTe/IbHOCTU WU BPEMEHHOM MPOMEXKYTOK MexKay oTnpasaeHMAMU. OCHOBHOM UM3mepsaeMon
XapaKTEPUCTUKON ABNAETCA AXKUTTEP — U3SMEHEHUE MEXKNAKETHOIo BpeMeHHOoro nHTepsana. Onepauns UDP
Jitter TakKe no3BonAeT UIMepATb ABYCTOPOHHEE WU OAHOCTOPOHHEE BPEeMA MPOXOXKAEHUA MAKETOB OT
OTNpaBUTENA K NoyYaTento n obpaTtHo.

' Onepauua UDP litter TpebyeT nogaep>KKu Ha yaanéHHom yctpoicree ¢pyHKUMOHana IP SLA
° M He COBMECTMMa C YCTPOoiCTBaMM APYrMX NPoU3BoaUTENeil.

' Ona namepeHua spemeHun npoxoxxaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoguma Tou-
. HaA CUHXPOHMU3ALUA YAaCOB HA OTNPABAIOLWEM U NPUHMMAIOLLLEM YCTPOICTBAX.

Mepepn co3gaHnem onepaumm UDP Jitter HeobxoanMo BbINOAHUTL HacTpoliky UDP-noptos gns IP SLA
Responder Ha yganéHHOM yCTPOICTBE, C KOTOPbIM NPoUCXoamuT obmeH naketamu. 3toT UDP-nopt cneayet
YyKa3aTb npu co3gaHum onepaummn UDP Jitter B KauecTBe nopTa HazHavyeHUA.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxunma rnobanbHon KoHOUrypaLumm:

console (config) #

Tabnnuya 5.195 — KomaHapl pexkuma rnobanbHom KoHbUrypaumm

KomaHoa 3HaveHue Aelicmeue

Bkntountb IP SLA Resonder v yCTaHOBWUTb MPOCAYLIMBAEMbIiA
nopt Ana onepauyum UDP litter.
port: (1..65535) - port — Homep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

. OtkAtounTs IP SLA Responder.
udp_jitter

KomaHObI pexcuma co30aHusa onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume co3gaHus onepaumi [P SLA:

console (config-ip-sla) #
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Tabnnua 5.196 — KomaHapl pexxnuma cosgaHus one

paunii IP SLA

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

udp-jitter target-address
target-port [source-address
source-address] [source-
port source-port] [num-

target-port: (1..65535);
source-port:
(1..65535)/61040;
num-packets: (1-1000)/10

Co3spatb onepauumio UDP litter.

- target-address — |IPv4-agpec, Ha KoTopbiit 6yayT
otnpasnAaTbca UDP-nakeTsl;

- target-port — UDP-nopT Ha3HayeHWs, AOMKEH cOBNagaTtb C
UDP-nopTom, HaCTpOEHHbIM Ha pecnoHaepe;

- source-address — |Pv4-agpec, noAcTaBaswowWMiAca B

3aronoBoK UDP-nakeTa;

ackets num-packets .
P P ] - num-packets — konnyecteo UDP-NaKeToB B KaxKaou

[interval interval]

NaKeToB;
interval: (1-60000)/20 mc

nocnenoBate/sibHOCTU,
- interval — BpemMeHHOM MNPOMEXYTOK MeXay nakeTamu B
nocnenoBatesibHOCTU.
’ MapameTpbl KomaHAabl «udp-jitter» moryT 6biITb ONpeaeneHbl TOILKO NpU CO34aHUM onepa-
N LUK M He[OCTYMHbI ANA AalbHEULLEro peaakTupoBaHua. na 3aaaHuA Apyrux napameTpos

Heo6Xo0ANMMO yAaNuUTb CYLLECTBYIOLLYIO ONepaLuio U co34aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu UDP Jitter

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHPuUrypuposaHma onepaumm UDP Jitter:
console (config-ip-sla-udp-jitter) #

Tabnuua 5.197 — KomaHabl pexmuma KoHpurypmposaHus onepaummn UDP Jitter

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

YCcTaHOBWUTL 4acToTy BbiMoAHeHMA onepaumn UDP lJitter B

CeKyHAaax.

- Sec — 4yacToTa BbinoaHeHus onepaumn UDP Jitter B cekyHaax.

YCTaHOBWTb 3HAa4YE€HWE YacTOTbl MO YMONYAHMIO.

YcTaHoBWUTL TalimayT onepaumm UDP Jitter B mMuanncekyHaax.

msec: (1..3600000)/1000 - msecs — u4acToTa BbinosHeHuAa onepauun UDP litter B
mc MW/IUCEKYHAX.

YCTaHOBWTb 3HaYeHMe TaliMayTa N0 YMONYAHWUIO.

YcTaHOBUTL KonunyecTso 6aiiT, nepepasaembix B UDP-nakeTe B

KayecTBe gaHHbIx (payload).

- bytes — KonnyecTso baWiT.

YCTaHOBWUTb 3HaYeHWe KonnyecTsa 6aiT No yMoAYaHuIo.

YcTaHOBUTL 3HayYeHKne balita Type of Service, nepepatolLerocs

B 3arosioBke |IP-nakeTa B none Differentiated Services Field.

f
requency sec sec: (1..128)/60 cex

no frequency

timeout msec

no timeout

t-data-size byt
request-cata-size bytes bytes: (20..1432)/30 Gavit

no request-data-size

tos byte byte: (1..255)/0 - byte — 3HaueHue 6alite Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTL 3HaYeHwue baiita Type of Service No ymonyaHuio.
. 3 " .
tag string . ap,a'wb TEKCTOBbIN T?I’ AN onepauum
string: (1..63) cumBonos - String — TEKCTOBbIV Ter.
no tag Y6paTb TEKCTOBLIN Ter.
' Ona HopmanbHOro BbinosAHeHuA onepaumuu UDP lJitter pekomeHpyeTtca ycraHasB/AMBaTb
e BpeMeHHble MapameTpbl oOnepauMu, UCXO4A U3 C/AeAyloWero  COOTHOLIEHMUA:

frequency > (interval * (num-packets — 1)) + timeout

Mpumep BbIBOAA CTAaTUCTMKM anAa onepaummn UDP Jitter:

IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code: OK
Latest latency value: 7 ms
Latest lost packets count: O
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Latency two-way values:
Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples: 0
Number of DS Latency samples: O
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms
Jitter values:
Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive Jjitter Num/Sum: 272/706 ms
Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative jitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive Jjitter Num/Sum: 96/241 ms
Destination to Source negative Jjitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative jitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

CTaTUCTUKA O4HOCTOPOHHErO MPOXOXKAEHMA NAaKeTOB MOXKeT 6bITb MyCTa U3-3a OTCYTCTBUA

e ‘ CUHXPOHU3aLUUUN BpeMEeHU Ha yc1poﬁc13ax U BO3SHUKHOBEHUNA HEKOPPEKTHbIX 3HauyeHuil.

roe:

Latest operation return code — Kop, 3aBepLlUeHMA Nocae[Hen BbINOJHEHHON onepaymm:

=  OK — ycnewHee 3aBeplieHMe NpeablayLien onepaunu;

®  Failed — Heyfga4yHoe 3aBepLUEeHWE Noc/eHEN NOMNbITKU U3MEPEHUS.
— Latest latency value — 3HayeHuWe nocnefAHelN YCNEWHO W3MepPeHHOW ABYCTOPOHHEN
3a4EPXKKMU.

— Latest lost packets count — 3HauyeHMe cHETYMKA NOTEPb B Npeaenax o4HoN Npobbl.

— Latency two-way values — cTaTUCTMKA n3mepeHna ABYCTOPOHHEro BpeMeHU NPoXoxXaeHnA
NaKeToBs.

— Latency one-way values — cTaTUCTUKA U3MEPEHUA OAHOCTOPOHHErO BPEMEHW MPOXOXKAEHMA
nakeToB:
= SD — oT oTnpaBuUTens K nonydartento (source-to-destination);
= DS — oT nosyyatens K oTnpasutento (destination-to-source).
— Jitter values — cTaTUCTUKa M3MepeHUsa O4HOCTOPOHHErO AKUTTepa. OTAENbHO YYMTbIBAOTCA
NO/IOXKUTENbHbIE U OTPULATENIbHbIE 3HAYEHUA AKUTTEPA B KAXKA0M U3 HAaNpaBAEHUN.
— Out Of Sequence — KONMYECTBO NaKETOB, BEPHYBLUMXCA BHE o4Yepeau.
— Number of successes — KONNYECTBO YCNELIHO 3aKOHYEHHbIX ONepaLuii.

— Number of failures — Konn4yecTBo HeyAa4YHO 3aKOHYEHHbIX onepayumin.

— Failed operations — CYETYMKK, OTOGpaXKalOWME KOJMYECTBO M3MEPMUTE/IbHBIX OnepaLumi,
3aKOHUMBLUMXCA HEYAAa4YHO C COOTBETCTBYHOLLMM KOZLOM OLUMOKM.
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5.26 Hactpoiika Green Ethernet

Green Ethernet — TEXHO10TNA, NO3BONAKOWAA CHU3UTb aHepron0Tpe6neHme yCTpOﬁCTBa 3a cyeT
OTKNIIOYEHUA NMUTAHUA ONA HEAKTUBHbIX 3N1EKTPUYHECKUX NMOPTOB U U3IMEHEHUA YPOBHA NepenaBaemoro
CUrHana B 3aBUCUMOCTU OT AJINHbI Kabens.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBaHUS

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe 1106anbHOro KoHGUrypupoBaHus:

console (confiqg) #

Tabnunua 5.198 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmupoBaHus

KomaHda 3HaveHue Aelicmeue
green-ethernet energy-detect Bk/toyaeT sHeprocbeperatowmii peskum ANs HeaKTUBHbIX NOp-
TOB
-/BKAIOYEH -
no green-ethernet OTK/tOYaeT aHeprocbeperaoWwmii pexxmm ana HeakTUBHbIX
energy-detect noptos
green-ethernet short-reach BktoyaeT sHeprocbeperatowmin pexxum a4 NopTos, K KOTO-

PbIM NOAKNIOYAKOTCA YCTPOWCTBA C ANMHOM Kabens nogkatove-
HMA MeHbLLE NOPOroBOro 3HayYeHus, yCTaHaBANBAEMOTO C MO-

-/BKtodeH MoLLblo KomaHabl green-ethernet short-reach threshold

no green-ethernet short-reach OTKAtoYaeT sHeprocbeperaowmii pexxum Ha OCHOBaHUK
O/MHbI Kabens

green-ethernet short-reach value: (0..70 meT- YcTaHaBAMBAET NOPOroBoe 3Ha4YeHUe Ans sHeprocbeperato-
threshold value pos)/40 wero pexxuma short-reach.

no green-ethernet short-reach Bo3BpaluaeT HaCTPOIKM NO YMOHaHUIO

threshold

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepagelica

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPUrypmposaHua nHtepoeliica Ethernet:

console (config-if) #

Tabanua 5.199 — KomaHapl pexxuma KoHdurypuposaHua nHtepoeica Ethernet

KomaHda 3HayeHue Aelicmeue
green-ethernet energy-detect BktouaeT sHeprocbeperatowmin pexxum ana nitepdeica.
no green-ethernet energy-de- -/BKNIOYEH OTKAtOYaeT sHeprocbeperatoLLmin pexxnum ana nHtepdeica.
tect
green-ethernet short-reach BkntoyaeT sHeprocbeperatowmii pexxMum Ha OCHOBaHUU AJIUHbI
Kabens.
-/BKAtOYEH —
no green-ethernet short-reach OTKAtoYaeT sHeprocbeperaowmii pexxum Ha OCHOBaAHUK
ONMHbI Kabens.
green-ethernet short-reach force MepMaHeHTHO BKNtOYAEeT aHeprocbeperatoLmii pexxum ans
nopra.
-/BblKNIOYEH —
no green-ethernet short-reach MepmaHeHTHO BK/toHYaeT sHeprocbeperatolwmii peskum ans
force nopra.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#
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Tabnnuya 5.200 — KomaHapl pexkuma Privileged EXEC

KomaHoa 3HayeHue

Aelicmesue

show green-ethernet [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTobpaxkaeT cTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

CHpacbIBaeT CHETUMK U3MEPUTE/A MOLLHOCTMU.

[pumepbl 8b1M0MAHEHUA KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console#show green-ethernet

Energy-Detect mode: Enabled
Short-Reach mode: Enabled
Power Consumption: 91% (12.14W out of maximum 13.33W)
Cumulative Energy Saved: 1 [Watt*Hour]
Short-Reach cable length threshold: 10m
Port Energy-Detect Short-Reach
Admin Oper Reason Admin Force Oper Reason
gil/0/1 on off LU on off on
gil/0/2 on off LU on off on
gil/0/3 on off LU on off on
gil/0/4 on off LU on off on
gil/0/5 on off LU on off on
gil/0/6 on off LU on off on
gil/0/7 on off LU on off on
gil/0/8 on off LU on off on
gil/0/9 on off LU on off on
gil/0/10 on off LU on off on
gil/0/11 on off LU on off on
gil/0/12 on off LU on off on
gil/0/13 on on on off off LD
gil/0/14 on off LU on off off LL
gil/0/15 on off LU on off off LL
gil/0/16 on off LU on off off LL
gil/0/17 on off LU on off off LL
gil/0/18 on off LU on off off LL
gil/0/19 on off LU on off off LL
gil/0/20 on off LU on off off LL
gil/0/21 on off LU on off off LL
gil/0/22 on off LU on off off LL
gil/0/23 on off LU on off off LL
gil/0/24 on off LU on off off LL
gil/0/25 on off LT on off off LT
gil/0/26 on off LT on off off LT
gil/0/27 on off LT on off off LT
gil/0/28 on off LT on off off LT

VCT Cable
Length (m)

B O D DD D O

60
60
59
60
59
59
61
60
59
60
11
12
11
11

LU — nHTepdeic HaxoaumTca B coctoAaHMm UP.
LD — nHTepdeiic HaxoauTca B coctosiHun DOWN.

LL — anvHa kabens, NOAKNOYEHHOTO K MHTepdelcy NpeBbIaeT NOPOoroBoe 3HaveHue.

LT — nHTepdeic apnseTca onTUYECKUM.

Ethernet-kommymamopsi MES1000, MES2000

197




HELTEX

5.27 dnektponutaHue no anHuam Ethernet (PoE)

Mogaenn KommytaTopos ¢ cyddmkcom ‘P’ B 0603HaYEHUM NOAAEPKMBAIOT 3/IEKTPONUTAHNE YCTPOICTB
no nnHum Ethernet B cootseTcTBMM ¢ pekomeHaaumamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+). Konnuyectso
nopToB, NoaaepKuBatowmx POE n MakcumanbHas cyMmapHaa MOLLHOCTb 3/1eKTPONUTAHUA BapbUpyoTCsa AN
pa3sHbix mogenei. NogpobHble cBeAEeHUA NO Ka*KAON MoAenM KoOMMyTaTopa MOXKHO HailTW B nogpasaene
2.3.

KomaHOb! pexcuma 2106016H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoOHGUIypupoBaHusa:

console (config) #

Tabnnuya 5.201 — KomaHap! pexxnuma rnobanbHOro KOHPUrypmposaHus

3HayeHue/ 3Ha4yeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
power inline limit-mode Bbi6bop pexknuma orpaHMyYeHnA MOLLHOCTU 3N1EeKTPONUTAHUA.
{port | class} - port — orpaHuyeHune ycTaHaBNMBAETCA Ha OCHOBAaHUM agmu-
-/class HUCTPATMBHbIX NapameTpoB NopTa;

- class — orpaHuyeHue ycTaHaBAMBAGTCA HAa OCHOBAaHWUM Knacca
MOAKIOYEHHOrO YCTPOMCTBA.

YcTaHaBAMBaET Nopor NoTpebIAeMoit MOLLHOCTH, NMPU KOTOPOM
bopmupyeTtca nHPopmaLmoHHoe coobLieHne (snmp trap) o
npesbllleHnn nopora.

power inline us-
age-threshold percent
percent: (1..99)/95

no power inline us-

BoccTaHaB/MBaET 3Ha4YeHMe Nopora no yMo4aHuio.
age-threshold p y

Pa3pelweHune popmupoBaHne MHGOPMALLMOHHbIX COOBLLEHNI
ana noacuctemsl PoE.

power inline traps enable

no power inline traps ena- — Bo3BpallaeT HaCTPOMKM K NapameTpam No YMOAYaHUIo
ble Mo ymonyaHuto oTnpaBka MHGOPMALMOHHBIX COOBLLLEHWI 3a-
npeteHa.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHOUrypmposaHma nHtepoelica Ethernet:

console#configure
console (config) #interface {fastethernet fa port| gigabitethernet gi port}
console (config-if)#

Tabnnua 5.202 — KomaHapl pexxuma KoHdurypupoBaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

KomaHza ycTaHaBnvBaeT pexkum paboTbl CUCTEMBI 31EKTPOMK-
TaHWA Ha nHTepdelice.

- auto — paspewaeT paboTy npoToKona o6HapyXKeHus
PoE-ycTpoiicTB Ha MHTepdeice 1 BKAOYAET NoAauy 31eKTponu-
TaHWA Ha UHTepdelic;

- never — 3anpelwaet paboTy nNpoTOKONa OBHApyXKeHUus
PoE-ycTpoiicTB Ha uHTepdeiice n OTKAOYAET Nofayy 3/1eKTpo-
nUTaHKUA.

power inline {auto | never} -/auto

power inline powered-de-
vice pd_type

no power inline pow-
ered-device

pd_type:(1..24 cumBso-
noB)/He 3agaHo

[ob6aBnseT npomssosibHOe onucaHue PoE-ycTpolicTBa Ans no-
MOLLM B afMUHUCTPUPOBAHUN YCTPOMCTBA.

Ynansaet paHee 3agaHHoe onncaHue PoE -ycTpolicTea .
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power inline priority {criti-

cal | high | low} -/low

no power inline priority

3apaéT npnoputeT nHTepdelica POE npu ynpasBaeHnmn 31eKTpo-
nuTaHuem.

- critical — yctaHaBnMBaeT HanBbICLLMI MPUOPUTET N1EKTPOMMK-
TaHWA. DNeKTponMTaHue NOPTOB C TaKUM npuoputeTom byaer
npeKpawaTbca B NOCAEAHIO0 o4epesb Npu neperpysKe cu-
ctembl PoE;

- high — ycTaHaBiMBaeT BbICOKUI NPUOPUTET 3/1EKTPONUTAHMSA;
- low — ycTaHaBAMBaeT HU3KUIM NPUOPUTET INEKTPONUTAHUA.

BoccTaHaBnvBaeT NPpMOPUTET NO YMOIYAHUIO.

power inline limit power

power: (0..30000)/30000

- . mBT
no power inline limit

HasHauyaeT npegen MOLWHOCTU 3N1EKTPONUTaHUA AN Bbl6paH-
Horo nopra.

BoccTaHaBnuBaeT npefen MOLLHOCTM MO ymondaHuio ( no
YMOIYAHUIO YCTaHAB/IMBAETCA MaKCUMa lbHbIN Npeaen MOLHO-
CTW 3/1EKTPONMUTaHUA).

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanuya 5.203 — KomaHapl pexxuma Privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

show power inline [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTobparkaeT cCOCTOAHME INEKTPONUTAHUA BCex MHTepdencos,
NOAAEPKNBAOLMX NMUTaHME NO IMHUK POE, nnu ToNbKO Bbl-
bpaHHOro nHTepdelica.

show power inline con-
sumption [gigabitethernet
gi_port | fastethernet
fa_port]

OTob6parkaeT XxapaKTePUCTUKM NOTPEBNEHNA MOLLHOCTU BCEX
PoE-nHTepdelicoB ycTponcTBa UM TONbKO BbIOPAHHOTO UH-
Tepdelica.

show power inline version

OTobparkaeT Bepcuto NporpaMmMHOro obecneyeHms KOHTPOI-
nepa nogecucrtemsl PoE.

[pumepbl 8b1M0MAHEHUS KOMAHO

= [loKa3aTb COCTOAHWE 3/1IEKTPONUTAHUA BCEX MHTepdENCcoB YCTPONCTBa

consolef#show power inline

Port based power-limit mode
Unit Power Nominal Consumed
Power Power
1 On 300 Watts 50 Watts (17%)
2 off 1 Watts 0 Watts (0%)
3 Off 1 Watts 0 Watts (0%)
4 Off 1 Watts 0 Watts (0%)
Port Powered Device State
gil/0/1 IP Phone Model A Auto
gil/0/2 Wireless AP Model A Auto
gil/0/3 Auto

Usage Traps Temp (C)
Threshold
95 Disable 0
95 Disable 0
95 Disable 0
95 Disable 0
Status Priority Class
On High Class0
On Low Classl
Off Low N/A
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= [loKa3aTb COCTOAHME INEKTPONMUTAHNA BbiBpaHHOrO NHTEpdElica

consolef#show power inline gil/0/1

Port Powered Device State Status Priority Class

gil/0/1 IP Phone Model A Auto On High Class0

Time range:

Power limit (for port power-limit mode): 30W

Port Status: Port is on - valid capacitor/resistor detected
Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0

OnmcaHme0To6pamaeMHxnapameTpoaanmﬂponMTaHMﬂanBeaeHOBTa6nmue

Tabnuua 5.204 — MNapameTpbl CTaTyCca 3NEKTPONUTaHUS

Power Cratyc noacuctemsbl anekTponutaHma PoE.

Nominal Power HoMMHanbHaA MOLLHOCTb UCTOYHMKA NUTaHUA noacuctembl PoE.

Consumed Power N3mepeHHoe 3HaYeHWe NoTpebaaemMolt MOLLHOCTH.

Usage Threshold MoporoBoe 3HayeHMe NoTpebAAeMol MOWHOCTH, NPU KoTopom dopmupyeTca MHoOpMaLU-
OHHOe cooblueHune (snmp trap) o NpeBbiEHUN Nopora.

Traps OTobparkaeT paspeleHne GopmmpoBaHMe MHPOPMALMOHHbIX COOBLLEHNN.

Port O603HayeHne nHTepdelica KommyTaTopa.

Powered device OnucaHue PoE-ycTpolicTBa.

State AZLMMHUCTPATUBHOE COCTOSIHWE 3/IEKTPONUTAHUA NOopTa. BO3MOXKHbIe 3HaYeHna — auto u
never.

Priority MpuopuTeT ynpaBneHnsa snekTponMTaHMem nopTta. Bo3amoxkHble 3Ha4yeHua — critical, high,
low.

Status OnepaTUBHOE COCTOAHME 3/IEKTPOMNUTAHNA NOPTA. BO3MOXKHbIE 3HAYeHUA:

Off — nuTaHMe NopTa BbIKNHOYEHO aAMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAOYEHO, OXKNAAHME NOAKNOYEeHNA POE-yCTPOMNCTBa;

On — nuTaHWe NopTa BKAOYEHO U eCcTb NpucoeamMHeHHHoe POE-ycTpoiicTBo;

Fault — aBapus nuTaHus nopTa. POE-ycTPOMCTBO 3aNpoCcuiIo MOLLHOCTb BOAbLUYIO, YeM A0-
CTYNHO UM notpebaseman POE-yCTPOCTBOM MOLLHOCTb NPEeBbICUAA 3a4aHHbIN Npegen.

Classification Knaccudukauma noaKaoUyeHHOro ycTpoinctea B cooTeetcTeum ¢ IEEE 802.3af, IEEE 802.3at.
Overload Counter CyeTuynK KONNYecTBa C/yYaeB Neperpyskum no 3NeKTPOnNUTaHuIo.

Short Counter CyeTymK cnyyaeB KOPOTKOTO 3aMblKaHUA.

Denied Counter CyeTumK cnyyaeB OTKa3a B NoAaye 3N1EeKTPONUTaHUA.

Absent Counter CyeTunK cnyyaes NpeKpaLLeHUsa 31eKTPONUTAHUA U3-3a OTKAOYEHUA NUTAEMOro YCTPOMUCTBA.

Invalid  Signature | CyeTuymK oWMBOK KnaccudumKkaumm noaKntodeHHbIX POE-ycTpolicTs.
Counter

5.28 dyHKuuK obecneyeHns 6esonacHocTH

5.28.1 PyHKUMM 0becneyeHnA 3aWUTbI NOPTOB

C uenbto nosblweHUA 6€30MacHOCTM B KOMMYyTaTOpe CyLLEeCTBYET BO3MOMKHOCTb HACTPOUTb KaKoM-
nmMbo nopT TaK, YTobbl AOCTYN K KOMMYTATOpy 4epes 3TOT MOPT NPefoCTaBAAICA TONbKO 33aAaHHbIM
ycTpoicTBam. ®yHKLMA 3aLWMTbl NOPTOB OCHOBAHA Ha onpegeneHnmn MAC-agpecos, KOTOPbIM paspeLuaeTca
poctyn. MAC-agpeca moryT 6bITb HaCTPOEHbI BPYYHYHO MAW M3y4eHbl KOMMYTATOpom. ocne uayveHus
HeobxoAMMbIX afpecoB NOpT chneayeT 33a6/0KMPOBATb, 3alMTUB €ro OT MOCTYMN/IEHUSA MNaKeToB C
HensyyeHHbIMM MAC-agpecamun. Takum obpasom, Koraa 3ab10KMpOBaHHbIMA NOPT noayyaer naker, u MAC-
aJpec NCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, AKTUBU3UPYETCA MEXAHU3M 3aLLMTbl, B 3aBUCMMOCTU OT
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KOTOPOro MOryT 6biTb MPUHATLI Clegylowme Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, MoCcTynalowme Ha
3a6/10KMPOBAHHbIN NOPT, NepecblIatoTcA, 0T6packIBAOTCA, MO0 Ke NOPT, NPUHABLLMIA NAKeT, OTKAOYAETCA.
®yHKuMa 6e3onacHocTn Locked Port nosBonseT coxpaHUTb CMUCOK M3yyeHHbIx MAC-agpecoB B ¢aline
KOHdUrypaumm. Takum 06pa3om, 3TOT CMMCOK MOXKHO BOCCTAaHOBUTL MOC/Ie Nepe3arpysku yCTponcTea.

Cywecrsyet orpaHMyeHue Ha Konmyectso MAC-aapecos, KOTOpoe MOXeT U3y4UTb NOPT, UC-
nonb3ylowmii GyHKLMIO 3amTbl. Ana KommytaTtopa MES1024/MES1124/MES2124 370 orpa-
HUYeHue paBHo 128 appecam Ha noprT.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
uHmepdgelica 2pynmnsl MOPMos

Bua 3anpoca KOMaHAHOW CTPOKU B PeKMME KOHPUryprupoBaHua nHTepdeica Ethernet, nntepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.205 — KomaHapl pexknma KoHdurypupoBaHua nHtepdeinca Ethernet, rpynnbl HTepoeicos

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmesue

port security max num
num: (0...1024)/1

no port security max

3agaeT MakcumanbHoe KonmyectBo MAC-agpecos, KoTopoe
MOKEeT U3y4nTb NopT.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

port security routed se-
cure-address MAC

no port security routed se-
cure-address

dopmat MAC agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAMBaeT 3aWmLLeHHbIi MAC-agpec.

YpanaeT sawmieHHbln MAC-agpec.

port security

port security forward
[trap trap]

port security discard

[trap trap] trap: (1..1000000) cek

port security discard-shut-
down [trap trap]

port security trap trap

no port security

BktoyaeT GpyHKLUMIO 3aWnThl Ha UHTepdelice. Broknpyet dyHK-
LMIO U3yYeHMA HOBbIX aapecoB Ana nHtepoelica. MakeTbl € He-
nsyyeHHbiMn MAC-agpecammn UCTOYHMKA oTbpacbiBatoTcA. Ko-
MaHZa aHanornyHa KomaHge port security discard.

BktouaeT GpyHKLUMIO 3aWnThl Ha UHTepdelice. Broknpyet dyHK-
LMIO M3yYeHUs HOBbIX afpecoB ana uHtepdelica. MakeTobl € He-
nsyyeHHbiMn MAC-agpecamm UCTOYHUKA NepechINatoTCA.

BktoyaeT GpyHKLUMIO 3aWnThl Ha UHTepdelice. Broknpyet dyHK-
LMIO M3yYeHUs HOBbIX afpecoB a/a uHTepderica. MakeTbl ¢ He-
nsyyeHHbIMM MAC-agpecamm UCTOYHUKA OTHpacbIBatoTCA.

BKtoYaeT pyHKUMIO 3aLLMTbl HA MHTEpdelice. BbikatoyaeT nopT
npv NOCTYMNIEHNN NaKeToB C HensydeHHbIMM MAC-agpecamu.
MakeTbl Cc HeumsyyeHHbiIMM MAC-agpecamm  MUCTOYHMKA
oTbpacbiBatoTCA.

3afaeT YacToTy reHepupyembix coobLieHnid npotokona SNMP
NPy NOCTYNNIEHUN HECAHKLLMOHWPOBAHHbIX MAKETOB.

BbIkntouaeT GyHKLMIO 3aLLMTbI Ha UHTepdelice.

port security mode
[max-addresses | lock | se-
cure]

-/lock

no port security mode

3apaeT pexum orpaHuueHua umsydenma MAC-appecos ana
HacTpanBaemoro uHTepdeiica.

- max-addresses — yganser Tekylwue AMHAMUYECKU U3Yy4YeH-
Hble agpeca, CBA3aHHble C UHTepdelicom. PaspelueHo nsyyeHne
MaKCMManbHOro Konu4yecTsa afpecos Ha nopty. [loBTopHoe
n3yyeHune n cTapeHne paspelueHsbl.

- lock — coxpaHsaeT B KOHOUIypaunio TEKyLLME AUHAMUYECKN
M3yyeHHble agpeca, CBA3aHHble C MHTepderncom 1 3anpeLiaeT
obyyeHne HOBbIM agpecam U CTapeHUne yKe U3ydeHHbIX agpe-
cOB.

- secure — HacTpauBaeT CTaTUYecKoe OrpaHuyYeHne M3yyeHus
MAC-agpecos Ha nopTy.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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port security mode secure
{permanent | delete-on-re-
set}

no port security mode se-
cure

-/lock

- permanent — ypanaeTt TeKylme AMHAMMYECKU U3yyeHHble
afpeca, cBA3aHHble C MHTepdeiicom. PaspeleHo u3yyeHue
MaKCMMa/IbHOTO KO/JMYecTBa aApecos Ha nopTy. MosTopHoe
n3yyeHue U cTapeHme 3anpeuieHsl. MAC-agpeca He yaanaoTca
nocne nepesarpysku.

- delete-on-reset — yzanseT Tekywue AMHAMUYECKU U3yYeH-
Hble agpeca, cBA3aHHble C UHTepdencom. PaspelueHo nsydeHne
MaKCMMa/ibHOTO KO/JMYecTBa aApecoB Ha nopTy. MosTopHoe
u3yyeHue U cTapeHue 3anpeweHbl. MAC-agpeca yaansatoTca
nocne nepesarpysku.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.206 — KomaHapl pexknuma EXEC

KomaHda

3HayeHue

Aelicmeue

show ports security {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasbiBaeT HAaCTPOMKKN GYHKUMM Be3onacHOCTU Ha BblOpaH-
HOM MHTepodeice.

show ports security addresses
{gigabitethernet gi _port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MNokasbiBaet Tekyuwme AMHamu4eckme agpeca gna 3a6J'IOKMpO-
BaHHbIX NOPTOB.

set interface active
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

AKTUBU3UPYET UHTEPDENC, OTKNIOYEHHDbIN GYHKLMEN 3aLWmnTbI
nopta (KoOmaHZa AOCTyNHa TONbKO ANS NPUBUNETMPOBAHHOTO
nonb3osaTens).

[pumepbl 8b1M0MHEHUS KOMAHO

= BKAOYUTb YHKLUMIO 3aLWmTbl Ha 15 nHTepdeice Ethernet. YcTaHOBUTbL OrpaHUYeHme Ha U3y-
yeHue noptoB — 1 noprt. Mocne nsyyeHns MAC-agpeca 3a610KMPOBaTb GYHKLMIO U3YYEHUS
HOBbIX afpPecoB Aa UHTepdelica ¢ Lenbio oTbpocuTb NakeTbl ¢ HensydeHHbIMM MAC-aape-
CaMm UCTOYHMKA. CoxpaHuTb B $halin M3ydYeHHbI agpec.

console#configure

console (config) #interface gigabitethernet 1/0/15
console (config-if) #port security mode secure permanent
console (config-if) #port security max 1

console (config-if) #port security

= [loaKNUYNTb KAKEHTA K NopTy 1 usyunte MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock
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5.28.2 MNpoBepKa NOANMHHOCTU KIMEHTA Ha OCHOBe nopTa (craHgapT 802.1x)

5.28.2.1 basoesas nposepKa nodauHHocMu

AyTeHTUdUKaumMa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NpoBepKy NOAJANHHOCTM NOb30BaTeNEN
KOMMYTaTOpa 4Yepe3 BHEWHMA CcepBep Ha OCHOBE MOPTa, K KOTOPOMY MNOAKAIOYEH KAMEHT. TonbKo
ayTEHTUPULMPOBAHHbIE WU AaBTOPM30BAHHbLIE NONbL30BATENM CMOTYT NepenaBatb M MPUHUMATb LAHHbIE.
MpoBepKa NOAMHHOCTX NONb30BaTeNen NOPTOB BbiNoaHAeTcA cepepom RADIUS nocpeactsom npoToKoaa
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPO8aHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOro KOHPUrypmpoBaHus:

console (config) #

Tabnunua 5.207 — KomaHapl pexknuma rnobanbHOro KOHPUrypmupoBaHus
3HayeHue/
3HayeHue no ymonya-
Huto

KomaHoa Aelicmeue

dotlx system-auth-control BKkntoyaeT perkum ayTeHTUdmKaumm 802.1X Ha KommyTaTope.

no dotlx -/force-authorized BbikntoyaeT pexum ayTeHTudukaumm 802.1X Ha KommyTaTope.

system-auth-control

aaa authentication dot1x de-
fault {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3apaeT oAMH UK ABa MeToAa NPOBEPKM NOANNHHOCTU — aB-
Topu3aumm v yyeta (AAA), 4N8 UCNONb30BaHWA Ha UHTEPdEN-
cax IEEE 802.1X.
- none — He BbINOAHATb ayTeHTUdUKauuio;
- radius — ncnonb3osaTb cnMcok RADIUS-cepBepoB ans ayTeH-
TMdUKaLMKM nonb3oBaTens.
BTopoii meToa ayTeHTMdUKALUMN UCNOoNIb3yeTcA
V TO/MIbKO B C/ly4ae, ecAu No nepBomy ayTeHTuduKauma
6blna HeycneLwHoMn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKK B pexkume KoHOUrypmposaHma uHtepdelica Ethernet:

console (config-if)#

y

NpoTtokon EAP (Extensible Authentication Protocol) BbinonHAeT 3agaumn gna ayreHTUPUKa-
UMM yAANEHHOTO KMEHTA, NPU 3TOM onpeaenas MeXxaHU3m ayTeHTUPUKaLUK.

Tabnnuya 5.208 — KomaHgb! pexxuma KoHPUrypuposaHua nHtTepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

dotlx port-control

{auto | force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized
range_name: (1..32) cum-
Bo/a

HacTtpausaet ayteHTUdMKaumto 802.1X Ha nHTepdelice. Paspe-
LUIAeT PyYHOM KOHTPO/Ib 3@ COCTOAHMEM aBTOPM3ALMM MOPTA.

- auto — ncnonb3osBatb 802.1X ANA U3IMEHEHMA COCTOAHNA
KMEHTA MeXK Ay aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — Bbik/toyaeT ayTeHTUdMKaumio 802.1X Ha
nHTepoevice. MopT NepexoauT B aBTOPU30BAHHOE COCTOSHUE
6e3 ayTeHTUPMKaLuuu;

- force-unauthorized — nepesoauT NnopT B HEaBTOPM30BAHHOE
cocToAHMe. UrHopupytoTca Bce NONbITKM ayTeHTUdUKaumm
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no dotlx port-control

KAMEeHTa, KOMMYTaToOp He NPeAoCTaBAAET CEPBUC ayTEHTUDU-
Kaumm ana sToro nopTa;

- time — viHTepBan BpemeHuU. Ecnn aaHHbIN NnapameTp He
onpegeneH, To NOPT He aBTOPM30BaH.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

dotlx reauthentication

no dotlx reauthentication

-/nepuoanyeckme nosTop-
Hble NPOBEPKM NOAMHHO-
CTV BbIK/IHOYEHDI

BK/itoYaeT neprMogmyeckre NoBTOPHbIE MPOBEPKU NOAJ/IMHHO-
CTU (NepeayTeHTUdMKALMUIO) KIMEHTa.

BbIK/1lOYaET Nepmnoamyeckne NoBTOPHbIE MPOBEPKU NOAANHHO-
CTU (NepeayTeHTUOMKALMUIO) KIMEHTa.

dotlx timeout reauth-period
period

no dotlx timeout reauth-pe-
riod

period:
(300..4294967295)/
3600 cek

YcTaHaBMBaeT Nepuoa Mexay NoBTOPHbIMU NPOBEPKaMM
NoA/IMHHOCTK.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (0..65535)/60 cek

YcTaHaBAMBaeT Nepuos, B Te4eHWe KOTOPOro KOMMyTaTop
OCTaeTca B COCTOAHMM MOYAHMA NOCAe HeyAaYHOM NPOBEPKM
MOA/IMHHOCTH.

B TeyeHue nepmnoaa MoYaHMA KOMMYTaTop He MPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30 cek

YcTaHaBAMBaeT Nnepuos, B Te4eHWe KOTOPOro KOMMyTaTop
OXKMZaeT OTBET Ha 3anpoc Mbo ngeHTMdUKaLmMo No NpoTo-
kony EAP oT KnneHTa nepes NOBTOPHOM OTNPaBKOM 3anpoca.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx max-req count

no dotlx max-req

period: (1..10)/2

YcTaHaB/MBaeT MaKCMManbHOE YMCI0 NOMbITOK Nepeaaqn 3a-
NpocoB NpoToKoia EAP-KAMeHTy nepes HOBbIM 3aMyCKOM Npo-
Lecca NnpoBepKu NOAAMHHOCTK.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30 cek

YcTaHaBAMBaeT nepuos Mexay NoBTOPHbIMKU Nepegadyamm 3a-
npocos npoTtokona EAP-knneHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 cek

YcTaHaBAuBaeT nepunoa, B Te4yeHne KoToporo KOMMYTaTOp
OXMOaeT OTBeTa OT cepsepa ayTeHTVId)VIKaLI,VIVI.

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 5.209 — KomaHapl pexxuma Privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

dotlx re-authenticate [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

BpyuHylo ocyuiecTBnAeT NOBTOPHYIO NPOBEPKY NOAJIMHHOCTH
YyKa3aHHOro nopTa B KOMaHAe, 1Mbo Bcex NoOpPTOB, NOALEPHKM-
Batowwmx 802.1X.

show dot1x interface {giga-
bitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MokasbiBaeT coctoaHune 802.1X ana kommyTatopa nmbo ansa
yKa3aHHoro nHtepdeiica.

show dotlx users [username
username]

(1..160) cumsonos

MoKa3biBaeT aKTUBHbIX ayTEHTUULMPOBAHHDBIX MNO/Ib30BaTe-
nen 802.1X kommyTaTopa.

show dot1x statistics inter-
face

{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKasbiBaeT cTaTUCTMKY No 802.1X ANs BbIGPAHHOMO UHTEP-
delica.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAKOUYUTb pernm ayTeHTUdMKaumm 802.1X Ha kommyTaTope. Mcnonb3zoBate RADIUS-cepBep
AN NPOBEPKU MNOANMHHOCTU KIMEHTOB Ha MHTepdencax IEEE 802.1X. Ona 18 uHTepdelica
Ethernet ucnonb3oBatb pexkum ayTeHTUdPUKaumm 802.1x.

console#configure

console (config) #dotlx system-auth-control

console (config) #aaa authentication dotlx default radius
console (config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [loKkasaTb coctoaHme 802.1X ana KommyTaTopa.

console#show dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gi0/6 Force Authorized Authorized* Disabled 3600 n/a
gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized  Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gil/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>

= [lokasaTtb cocToaHuMe 802.1X ana 12 untepdeiica Ethernet.
consolef#show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
* Port is down or not present
Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:
Authentication Method: Remote

Termination Cause:

Authenticator State Machi
State:

Backend State Machine

Port re-initialize

ne
INITIALIZE
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State: INITIALIZE
Authentication success: O
Authentication fails: 0

Tabnmua 5.210 — OnncaHune pesynbTaToB BbINOJHEHMA KOMaHA,

apamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaLmOoHHbIV peXXnm nopTa: aBTOPU30BaAHHbIM, HEABTOPWU30BaAHHbIM, MO0 Bbl-
KAtoYeHHbIW (Authorized, Unauthorized, Down).

Reauth Control

KoHTposib NnepeayTeHTUdMKaLUM.

Reauth Period

I'Iepmo,u, mexXay NOBTOPHbIMUM NpoBepKamMu NO4/IMHHOCTU.

Mmna nosnb3oBaTensa npu ncnosbsosaHum 802.1X. Ecam nopT aBTopmM3oBaH, TO 0TO6-

Username pakaeTca MMA TeKyLero nosib3osarena. ECav nopT He aBTOPM30BaH, To oTobparKa-
€TCA MMA NOCNeAHEro yCnewHo aBTOPUM30BaHHONO N0/1b30BaTe A Ha NopTy.
. . Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OCTAETCA B COCTOSHUM MOIYaHUA Nocae
Quiet period proa, . P y P
HeyAa4yHOW NPOBepPKM NOANMHHOCTHU.
Tx period Mepuos, B TeYeHME KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc AM60 NAEHTU-
P duKaumio no npotokony EAP OT KnneHTa, nepes NoOBTOPHOM OTNPaBKOIA 3anpoca.
Max reg MakcrMManbHOe YMC/Io NOMbITOK Nepeaadn 3anpocos NpoTokosa EAP KaneHTy ne-

pes HOBbIM 3aMyCKOM NPOLLECCa MPOBEPKM NOAINHHOCTY.

Supplicant timeout

Mepvog mexxay NOBTOPHbLIMKM Nepeaadamm 3anpocos NpoTokona EAP KnneHTy.

Server timeout

Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OXMAAET OTBETA OT CepBepa ayTeHTUdK-
Kauuu.

Session Time

Bpems nogkoyYeHns Noib3oBaTens K yCTponcTay.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUdUKALMM YCTAHOBNEHHOM Ceccum.

Termination Cause

[MpuymHa 3aKpbITUA ceccuu.

State

TeKylee 3HaYeHNe aBTOMaTa COCTOSHWUI onpeaennTens NoaJAMHHOCTU U BbIXOAHOTO
aBTOMaTa COCTOSHUMN.

Authentication success

KonnyecTso nosiyyeHHbIX COOBLEHNI 06 ycnewHo ayTeHTMdMKauum oT cepsepa.

Authentication fails KoanyecTso nosy4yeHHbIX COODOLLEHUI O HeyCneLwHOoM ayTeHTUdUKaL MM OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaa nonb3osaTento.
Filter ID NaeHTudukaTop rpynnbl duabTpaumn.

= [lokasaTb cTaTUCTMKy no 802.1X ana uHtepodeiica Ethernet 13.

consolef#show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolReglIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLlengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38
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Tabnnuya 5.211 — OnucaHuMe pe3ynbTaToB BbIMNONHEHMA KOMaHA,

Mapamemp OnucaHue

KonnuecTBo KoppeKTHbIX NakeToB ntoboro Tuna npoTtokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), npuHATbIX A@HHbIM ONpeaennTenem noganH-

HOCTW.

Konnuyectso KOppeKTHbIX MakeToB toboro Tvna npotokona EAPOL, nepegaHHbIx
EapolFramesTx

LAHHbIM onpeaenntTenem nNogaMHHOCTU.

Konunyectso nakeTos Start npotokona EAPOL, NpMHATbLIX AaHHbIM onpeaennTtenem
EapolStartFramesRx P » 1P A peA

NoASIMHHOCTW.

Konnuectso naketos Logoff npotokona EAPOL, npuHATbIX AaHHbIM onpeaenuTe-
EapolLogoffFramesRx & P » NP A PeA

nem noaNNHHOCTU.

Konunuectso naketos Resp/ld npoTokona EAPOL, NpuHATLIX AaHHbIM OnpeaennTe-

EapolRespldFramesRx
NlemM NOAJIMHHOCTM.

Konunuectso naketos oteeToB (Kpome Resp/Id) npotokona EAPOL, npuHATLIX AaH-

EapolRespFramesRx
HbIM onpeaennTenem NoAANHHOCTU.
Konunyectso naketos Resp/Id npoTokona EAPOL, nepefaHHbIX JaHHbIM onpeaenm-
EapolReqldFramesTx P P » NEPEA A PEA
Tenem nogAMHHOCTU.
Konunyectso naketoB 3anpocoB (kpome Resp/ld) npotokona EAPOL, nepeaaHHbIxX
EapolReqFramesTx P (kp p/id) np » NepeA
[OaHHbIM onpeaennTenem NogAMHHOCTY.
. Konunyectso nakeTtos npoTokosia EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbLIX
InvalidEapolFramesRx

AaHHbIM onpeaenntenem noAIMHHOCTU.

Konunyectso nakeToB npoTokosa EAPOL ¢ HEKOPPEKTHOM ANAMHOM, NPUHATbLIX AaH-

EaplLengthErrorFramesRx
HbIM onpegenuTtenem NOAANHHOCTU.

Bepcua npotokona EAPOL, npuHATas B caMoOM noc/ieaHEeM Ha AaHHbIN MOMEHT na-

LastEapolFrameVersion
KeTe.

MAC-afpec UCTOYHUKA, NPUHATbLIA B CAMOM MocAeAHEM Ha AaHHbIA MOMEHT na-

LastEapolFrameSource
KeTe.

5.28.2.2 PacwupeHHasa nposepKa no0auHHocmu.

PacwmpeHHble HaCTpOﬁKM dotlx nossonawT nposoauTb NPOBEPKY NOA/IMHHOCTU ONA HECKO/NIbKUX
KIMEeHTOB, NOAK/MHOYEHHbIX K MOPTY. CyLLI,ECTBVET ABa BapunaHTa ayTeHTMd)MKaLI,MM:

1. lMpoBepKa NOAAMHHOCTM Ha OCHOBEe NopTa TpebyeT ayTeHTUDUKALMM TONIbKO OAHOIO KANEHTa,
yTo6bl 4OCTYN K CUCTEME UMENN BCE KAMNEHTbI (perkmum multiple hosts).

2. TpoBepKa NOAAMHHOCTU TPebyeT ayTeHTUPUKALUMM BCEX MOAKAOYEHHbIX K MOPTY KAMEHTOB
(pexkum multiple sessions).

Ecnv nopT B pexknme multiple hosts He npoxoAnT ayTeHTUOMKALMIO, TO BCEM NOAKAOUYEHHBIM XOCTaM
b6yaeT OTKasaHO B A0CTyne K pecypcam ceTW. TaKKe K pacClUMpPeHHbIM HAcTpoMKam OTHOCUTCA
aAMUHUCTPUpOBaHMe rocteBbix VLAN, K KOTOpbIM MMEKT AOCTYyN He npollealne ayTeHTUPUKALMIO
noNb3oBaTeNu.

V' Mopt pgoctyna (Access) He MoXKeT 6biTb YieHOM HeayTeHTUdUUMpoBaHHOI VLAN. Native
VLAN TpaHKoBoro nopta (Trunk) He moxeT 6biTb HeayTeHTUdULMpoBaHHbIM VLAN. Ho gnn
nopra B pexxume General PVID moeT 6b1Tb HeayTeHTUdULMpoBaHHbIM VLAN (B aTOM cnyyae

TO/IbKO TEerMPOBaHHbIe NaKeTbl MOTYT 6biTb NPUHATbI B HEABTOPU3OBAHHOM COCTOIHUM).
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KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUSA

BunAa 3anpoca KOMaHAHOWN CTPOKM B pexxume rnobasbHOro KOHGUrypmpoBaHUA:

console (config) #

Tabnnua 5.212 — KomaHapl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
ymon4yaHuro
dotlx bpdu {filtering | 3agaeT 06paboTky 3awmThl NnopToe 802.1x BPDU, Koraa 802.1x rno-
bridging} 6a71bHO BbIK/IOYEH.
- filtering — dunbTPOBaTH NaKkeTbl 802.1x BPDU;
- bridging — nepepasaTb nakeTbl 802.1x BPDU KaK 0b6bI4Hble Na-
Jfiltering KeTbl SaHHbIX.

no dotlx bpdu

V dyHKUMA paboTaeT TONbKO Koraa pexKum ayTeHTuduKa-
uumn 802.1x Ha KOMMyTaTOpe BbiKAlOYEH. [1nA BbiKAlOYe-
HUA ayTeHTUPUKauum 802.1x ucnonb3yertca KOMaHAa: ho
dotlx system-auth-control.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vian
timeout

timeout: (30 .. 180) /

YcTaHaBMBaET BPEMA 3a4EPHKKU MEXKAY BKIOUEHNEM PEKUMA
ayTeHTMduKaumm 802.1x (Mam BKAOYEHMEM NopTa) u gobaBneHvem
nopra B guest VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx traps mac-authen-
tication success

no dotlx traps mac-au-
thentication success

-/BbIK/IIOYEHO

Pa3pewwaeT oTnpaBKy trap-coobLeHnI, Koraa KAMEHT ycnewHo npo-
XOAMUT ayTeHTuUKaumio no MAC-aapecy, OCHOBaHHYIO Ha CTaH-
papte 802.1x.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

dotlx traps mac-authen-
tication failure

PaspeLluaeT oTNpaBKy trap-coobLEeHNI, KOrAa KAUEHT He NpoLuesn
ayTeHTUdUKaumio no MAC-agpecy, OCHOBaHHYIO Ha CTaHAapTe

-/BKAOYEHO 802.1x.
no dotlx traps mac-au- YcTaHaBAMBaeT 3HaYeHMe MO YMONYAHWIO.
thentication failure
dot1x radius-attributes YcTaHaBauBaeT 06paboTKy owmnbok ana atpnbytos RADIUS:
errors filter-id resource - accept — nosnb3oBaTenb NPUHAT, ecan duabTpaumsa no ID He mo-
{accept | reject} )eT 6bITb Npon3BeAeHa No NPUUYMHAM pacrnpeseneHuns pecypcos.
Ecnun dunbTpayma no ID He MoXKeT 6bITb Npon3BeseHa No ApYrum
. NPUYMHAM, NONb30BaTENb BYAET OTK/IOHEH;
“/reject - reject — Ecnm dunbTpaums no ID He moxkeT BbITb 3aZaHa, TO NOJb-
30BaTe/b 6yAeT OTKAOHEH.
no dotlx radius-attrib- YcTaHaBAMBaeT 3HaYeHWe MO YMOMYAHWIO.
utes errors filter-id re-
sources
dotlx radius-attributes YcTaHaBaunBaeT popmat HymepaLmm nopTos B aTpnbyte NAS-Port
nas-port format-type {de- npw ayteHTMdMKaumm no 802.1x:
fault | human} - deafult — 3HaYeHWe No ymonyaHuio, HyMmepaLna cooTBETCTBYET
/default BHYTpeHHUM iflndex'am;

no dotlx radius-attrib-
utes nas-port format-type

- human — Hymepaums nopTos HaumHaetca ¢ 1 (Kak Ha nepegHein
naHenu).

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa UuHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nHtepoeiica Ethernet:

console (config-if) #
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Tabnnua 5.213 — KomaHapl pexxuma KoHdUrypupoBaHua nHtepdeica Ethernet

3HayeHue/3Ha4yeHue no

no dotlx
single-host-violation

KomaHda Aeiicmeue
YMOAYAHUIO
dotlx host-mode Pa3speluaeT HasMume 0fHOro/HECKONbKNX KNMEHTOB HA aBTOPM30-
{multi-host | single-host BaHHOM nopTy 802.1X.
| multi-sessions} -/multi-host - multi-host — HECKO/IbKO K/IMEHTOB;
- single-host — oauH kKnneHT;
- multi-sessions — HECKOJIbKO ceccuit.
dotlx violation-mode 3agaeT AelicTBue, Kotopoe Heo6Xo0AMMO BbINOJHUTb, KOFAa YCTPOM-
{restrict | protect | shut- ctBo, MAC-agpec koToporo otim4yaetca ot MAC-agpeca KAneHTa,
down } OCYyLLEeCTBAAET NONbITKY JOCTYNa K MHTepdency.
- restrict — naketbl ¢ MAC-agpecom, oTamyHbiM oT MAC-agpeca
K/IMEHTA, NepecbINaloTcaA, NPU 3TOM afpec MCTOUYHUKA He U3yYaeTcs;
- protect — nakeTbl c MAC-agpecom, oTanyHbiMm oT MAC-agpeca
KNMEHTa, oTbpacbiBatoTCS;
-/protect - shutdown — nopT BbikntoYaeTca, naketol ¢ MAC-agpecom, oTIny-

Hbim oT MAC-aapeca KAneHTa, oTbpacbiBatoTcs;
YacToTa reHepupyembix coobuieHmii npotokona SNMP trap npu no-
CTYNNEHUN HECAHKLUMOHMPOBAHHbIX MAaKeTOB CcOCTaBnAeT 1 cekyHAy.

V KomaHpaa urHopupyetca B pexxume multiple hosts.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan ena-
ble

-/pocTyn 3anpeLLeH

Pa3speluaeT HeaBTOPM30BaHHbIM NO/b30BATENAM LAHHOIO UHTEP-
delica goctyn K roctesoit VLAN.
' Ha yctpoiictee fonKeH 6bITb HAacTpoeH XoTa 6bl 0AUH
- rocresoit VLAN (komaHga dotlx guest-vlan B HacTpoitkax
uHTepdeiica VLAN).

3anpeLyaeT HeaBTOPU30BaHHbIM NO/Ib30BATENAM AAHHOTO UHTEP-
delica goctyn K roctesoit VLAN.

dotlx mac-authentica-
tion {mac-only | mac-
and-802.1x}

no dotlx mac-
authentication

-/BblK/IlOYEHA

BKAtoyaeT ayTeHTUdMKaLMIO, OCHOBaHHY0 Ha MAC-agpecax nosb3o-
BaTenen.
- mac-only — BKAtoYaeT ayTeHTUMKALMIO, OCHOBAHHYIO TONIbKO Ha
MAC-agpecax, naketbl 802.1x UTHOpUpYLOTCA;
- mac-and-802.1x — BKAtOYaEeT ayTeHTUMKALMIO, OCHOBAHHYIO Ha
802.1x u MAC-agpecax.
' - Foctesasa VLAN gonxHa 6biTb BK/lOUEHA, KOr4a UCMOo/b-
. 3yetcAa ayreHTUdUMKauma no MAC-agpecy.
- He ponkHo 6bITb cTaTMUecKux npusasok MAC-agpeca.
- ®YHKUMA NOBTOPHOI ayTeHTUPUKAL MM [0MKHA BbiTb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUdUKALMIO, OCHOBAHHY Ha MAC-agpecax nosb-
3oBaTenen.

dotlx mac-authentica-
tion format username {
lowercase | uppercase } [
separator{-| :|.}]1[
groupsize{1]|2]|4}]

-/lowercase 6e3 pasaenu-
Tenen u AeneHns Ha
rpynnbl (alb2c3d4e5e6)

KomaHpa 3a8aét popmart ctpokm ¢ MAC appecom KneHTa, nepesa-
Baemoli B aTpnbyte User-Name.

-lowercase, uppercase - onpegenstoT peructp 6yKBeHHbIX CUMBO-
noB.;

- separator - 3a4,3éT pasfenuTesib MeXAay rpynnamu CMMBOJIOB;

- groupsize - KOAIMYECTBO CUMBOJIOB B KaxKAoM rpynne. 3agaHue na-
pameTpoB separator u groupsize He o6sa3aTenbHo (T.e., ecu Tpeby-
€TCA, MOXHO YKa3aTb TO/IbKO PerucTp), Ho ans Toro, Yytobsl MAC-aa-
pec oTobparkanca pasaenéHHbIM Ha rpynnbl, Heo6xoAMMO 3aaTb
06a 3Tnx napameTpa.

Mpumep KoHdUrypauuu:
dotlx mac-authentication format username uppercase separator :
groupsize 4

dopmar cTpoku B aTpubyTe:
A1B2:C3D4:E5F6

no dotlx mac-authenti-
cation format username

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO
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dotlx mac-authentica-
tion format password

CTtpoka password_string nepeaaétcs 8 RADIUS atpubyte User-Pass-
word. Mo ymonuyaxuio B atpnbyte nepegaétca MAC-aapec KAneHTa

no dotlx radius-attrib-
utes vlan

-/User-Name N .
{password_string} B popmarte, 3agaHHOM KomaHgon dotlx mac-authentication format
username. MakcMmanbHaa ANUHa nepesaBaeMol CTpokM — 128
CUMBOOB.
no dotlx mac-authenti- YcTaHaBAMBaeT 3HaYeHMe NO YMONYAHWUIO.
cation format password
dotlx radius-attributes BKIOUUTL NPOBEPKY NOAMHHOCTM, OCHOBAHHYI Ha ACL/ Ha3HauuTb
filter-id QOS-Policy.
- - -/BbIKAOYEH
no dot1x radius-attrib- YcTaHaBAMBaET 3HAaYEHME NO YMOIYAHUIO.
utes filter-id
dotlx radius-attributes BkntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B coo6-
vilan weHnax RADIUS-cepsepa.
-/BbIKNIOYEH

BbIkntoyaeT 06paboTky onuumn Tunnel-Private-Group-ID (81) B coob-
weHmax RADIUS-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHusa VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme KoHUrypnposaHua nHtepdeiica VLAN:

console (config-if) #

Tabnnua 5.214 — KomaHapl pexkuma KoHduUrypnpoBaHua nHtepdeica VLAN

KomaHoa

3HayeHue

Aelicmeue

dotlx auth-not-req

no dotlx auth-not-req

-/BoCTyn HeaBTOPU30BaH-
HbIM MONb30BaTENAM 3a-
npeLieH

Paspewaet goctyn K gaHHo# VLAN HeaBTOpPM30BaHHbIM NOJb-
30BaTeNAM.

3anpewaeT gocTyn K AaHHoM VLAN HeaBTOpM30BaHHbIM MOJb-
30BaTeNAM.

dotlx guest-vlan

no dotlx guest-vian

-/VLAN He onpefeneHa Kak
roctesas

Onpepenset roctesyto VLAN.

OTKpbIBaeT HEAaBTOPM30BAHHbIM M0JIb30BaTeNsIM UHTepdelica
poctyn K roctesort VLAN. Ecau rocteBas VLAN onpegeneHa un
pa3pelleHa, nopT byaeT aBTOMaTUYECKM NPUCOeAMHATLCA K
Hel, Kora He aBTOPU30BaH, M NOKMAATb, KOr4a NPoMAeT aBTo-
pusaumio. YTobbl MCNONb30BaATb AAHHbIN GYHKLMOHA, NOPT He
OO/IKEH ObITb CTaTUYECKUM YieHom rocteBon VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.215 — KomaHgpb! pexuma Privileged EXEC

KomaHoa

3HaueHue

Aeilicmeue

show dotlx advanced [gi-
gabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKa3blBaeT AOMNONHUTENbHbIE CBEAEHUA O HACTPOMKAX NPOTO-
Kona 802.1x (KomaHAa AOCTyNHa TONbKO AR NPUBUIETUPO-
BaHHOro Nonb3oBaTeNs).

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.216 — KomaHapl pexxkuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

show dot1x bpdu MokasbiBaeT 06paboTKy 3awuTbl noptos 802.1x BPDU koraa
802.1x rno6anbHO BbIKNHOYEH.

5.28.3 KoHTponb npotokona DHCP 1 onuun 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli MpPOTOKOA, MO3BOAAKOWMIA KANEHTY MO
3anpocy nony4atb IP-aapec n apyrve Tpebyemble napameTpbl, Heobxoammble ana pabotbl B ceTn TCP/IP.

MpoTokon DHCP moKeT UCnonb3oBaThCs 3/10yMblWAEHHUKAMW A5 COBEPLUEHUS aTaK Ha YCTPOMCTBO
KaK CO CTOPOHbI KNneHTa, 3actasnaa DHCP-cepsep BblgaTb BCe AOCTYMNHbIE aapeca, Tak U CO CTOPOHbI cepBepa
nyTem ero noameHbl. NporpammHoe obecneyeHne KOMMYTaTOPa NO3BONAET 06ecneUYnTb 3aLmUTy YCTPOMCTBA
OT aTaK C ncnosib3oBaHnem npotokona DHCP, gna yero npumeHseTca GyHKUMA KOHTPOAA NpoToKosia DHCP
— DHCP snooping.

YcTponcTBo cnocobHo oTcnexmBaTth noasaeHne DHCP-cepBepoB B ceTH, paspeLlas nx UCnosib3oBaHue
TOJIbKO Ha «40BEPEHHbIX» MHTEpPdEeNCcax, a TakKe KOHTPOANPOBATb AOCTYN KaneHToB K DHCP-cepsepam no
Tabauvue COOTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ncnonbsyertca ansa Toro, 4ytobbl NnponHpopmuposaTs DHCP-
cepsep o ToM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) 1 uepes Kakoit ero nopT 6b11 NoAyYeH 3anpoc.
MpumeHseTca 4nA yCTaHOBAEHUA COOTBETCTBMI IP-afpecoB M NOPTOB KOMMYTATOPa, a TaKKe 4NA 3aWunTbl OT
aTakK ¢ ucnosbsoBaHnem npotokona DHCP. Onuwna 82 npeactasnseT cobol 4ONONAHUTENBHYIO MHPOPMALMIO
(Mms ycTpolicTBa, HoMep nopTa), AobaBaseMyto KOMMYTAaTOPOM, KOTOPbIN paboTaeT B pexxmme DHCP Relay
areHta, B Buae DHCP-3anpoca, NpuMHATOrO OT KAueHTa. Ha ocHoBaHuu gaHHoi onumn, DHCP-cepsep
Bblaensaer IP-agpec (amanasoH IP-agpecoB) wu apyrve napameTpbl MNOPTY KommyTaTopa. [onyuus
HeobxoaMmble AaHHble oT cepBepa, DHCP Relay areHT BblgenseT IP-agpec KAMEHTY, a TaKXKe nepeaaer emy
Apyrne Heobxoanmble NapameTpbl.

Onuus dopmupyeTcs C yyeTom npuoputeta (B MOpALKE YMEHbLUEHWUA): HACTPOWKWM UHTepdeiica
Ethernet -> HacTpolikm uHTepderica VLAN -> HacTpoku pexmnma rnobanbHoro KOHGUrypupoBaHUs.

Tabnunua 5.217 — ®opmat nonei onumnm 82
Mone Mepedasaemasn uHgopmayusa

Mmsa xocTa ycTpoiicTsa.

< id/i id>:< >
Circuit ID CtpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan

MocnepHuit 6aiT — Homep NOpTa, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNpaBAsioLLee
dhcp-3anpoc.

Enterprise number — 0089c1
Remote agent ID

MAC-agpec ycTpoiicTsa.

’ . [Ana ucnonb3oBaHUA onumm 82 Ha YCTPOIACTBE A0/1KHA BbiTb BKAOYeHa pyHKLMA DHCP relay

e areHTa. Ana skatoueHna DHCP relay-areHTa ucnonb3ayetca KomaHga ip dhcp relay enable B
pexxume rnobanbHoro KoHeUrypuposaHua (cm. pasgen 5.29 dyHKuuu DHCP Relay-nocpea-
HUKa).

Dna KoppekTHoi pabotbl dyHKuumM DHCP Snooping Bce ncnonbsyembie DHCP-cepBepbl
BOKHbI 6bITb NOAKAOYEHDI K «40BepeHHbIM» NOpPTam KommyTatopa. [na gobaBneHusn
nopTa B CMUCOK «A0BEPEHHbIX» Ucnoab3lyeTca KomaHaa ip dhcp snooping trust B pexkume
KOHUrypupoBaHus uHtepdeiica. na obecneyeHns 6e30nacHOCTU BCe OCTa/ibHble NOPTbl
KOMMYTaTOpa A0/KHbI 6bITb «Hea0BepPeHHbIMU Y.

.‘
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHuma:

console (config) #

Tabanua 5.218 — KomaHap! pexxknuma rnobanbHOro KOHPUrypmposaHma

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKNOYEHO

BKntoyaeT KOHTpoIb NpoToKosia DHCP nytem BeaeHun Tab-
nnubl DHCP snooping 1 0TNPaBKKU KAMEHTCKUX LWMPOKOBELLLa-
TenbHbix DHCP-3anpocoB Ha «40BepeHHbIe» NOopThl.

BbIkntoyaeT KOHTpOANb NpoTokona DHCP.

ip dhcp snooping vian
vlan_id

no ip dhcp snooping vlan
vlan_id

vlan_id: (1..4094)/Bbiknto-
yeHo

BKAtoyaeT KOHTPO/b NpoToKosia DHCP B npegenax ykasaHHoM
VLAN.

BbikntoyaeT KOHTpPOsIb NpoToKosia DHCP B npeaenax ykasaH-
Holt VLAN.

ip dhcp snooping infor-
mation option allowed-
untrusted

no ip dhcp snooping in-
formation option al-
lowed-untrusted

-/npuem DHCP-naKkeToB C
onuuein 82 oT «KHeHaaeX-
HbIX» MOPTOB 3anpeLLeH

Paspewaet npuHumaTe DHCP-nakeTbl ¢ onumen 82 oT «HeHa-
OEXHbIX» MOPTOB.

3anpewaet npuHumate DHCP-nakeTbl ¢ onunelt 82 oT «HeHa-
OEXKHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping ver-
ify

-/BepuduKkauma BrAOYEHA

BkntoyaeT Bepudumkaumio MAC-agpeca kameHTa u MAC-aa-
peca UCTOYHMKA, npuHaToro B DHCP-nakeTe Ha «HeaoBepeH-
HbIX» NOPTaXx.

BobikntoyaeT Bepudumkaumnio MAC-agpeca knmeHTa 1 MAC-ag-
peca UCTOYHMKa, NnpuHAToro B DHCP-nakeTe Ha «Hef0BepeH-
HbIX» NOPTaXx.

ip dhcp snooping data- Pa3peluaeT Mcnonb3oBaHue pesepsBHoro ¢aina (6asbl) KOH-

base -/pe3epBHbIit paiin He uc- | Tpona npotokona DHCP.

no ip dhcp snooping data- nosab3yeTtca 3anpeLaeT cnonb3oBaHue pesepsHoro daina (6asbl) KOH-

base Tpons npotokoaa DHCP.

ip dhcp snooping data- 3apaeT YactoTy 06HOBNEHMA dalina (6a3bl) KOHTPOAA NPOTO-
base update-freq seconds seconds: Kona DHCP.

no ip dhcp snooping data-
base update-freq seconds

(600..86400)/1200

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

-/BbIK/IOYEHO

Mo3BonseTt ounctutb Tabnuuy DCHP snooping npu nage-
HWUU UHTepderica

3anpewaeTt o4unctky Tabnuubl DCHP snooping npu nage-
HWUU nHTepdelica

ip dhcp information op-
tion

no ip dhcp information
option

-/BbIK/IOYEHO

Pa3pewaeT ycTpoicTey fobasneHue onuum 82 npu pabote
npoTtokona DHCP.

3anpewaeT ycTpoicTy fAobasnexHue onuun 82 npu pabote
npoTokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32) cumso-
nos/-

YcTaHoBKa naeHTMounkaTopa access-node_id onuum 82.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32) cumso-
nos/-

YcTaHOBKa naeHtuounKatopa remote_id onuunm 82.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.

ip dhcp information op-
tion format-type option

format: (sp, sv, pv, spv, bin,
user-defined);

Hactpoiika popmata DHCP onuum 82.
dopmar:
- Sp — HOMep c/10Ta U NopTa;
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format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

delimiter: (.,;#)/npo6en

- sv — Homep cnoTta n VLAN;
- pv — Homep nopta u VLAN;
- Spv — Homep cnoTa, nopta u VLAN;
- bin — 6uHapHbIl popmar: VLAN, cnoT, nopt;
- user-defined — dopmat onpegensercs nonbzosatenem. Mpu
onpeaeneHnm UCNob3yoTcsa cneaytolme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HayeHue nons ifTable::ifType B wecTHagua-
TEPUYHOM BUAE);
%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;
%S: HOMep CNoTa;
%n: HOMep nopTa (Kak Ha NLLEeBO NaHenu);
%i: ifiIndex nopTa;
%V: naeHtTnduratop VLAN;
%c: mac-agpec KaneHta B popmate H-H-H-H-H-H;
%a: IP-appec cuctemol B dopmate A.B.C.D.

YCTaHOBKA 3HAY€HUA NO YMONIYAHUIO.

ip dhcp information op-
tion suboption-type
{tr101 | custom}

no ip dhcp information
option suboption-type

-/tr101

HacTpoiika popmata onumm 82.

- tr101 — yctaHaBAuBaeT ¢opmat onumm 82 COrnacHoO CUHTaK-
cucy, NpUHATOMY B pekomeHaaumax TR-101 B cooTBeTCTBUM C
dopmaTom, npmBeseHHbIM B Tabnmue 5.219;

- custom — ycTaHasavBaeT dopmaT onumm 82 B COOTBETCTBUM
¢ popmaTtom, npmueeaeHHbIM B Tabanue 5.220.

Bo3BpalyaeTt 3Ha4YeHne No yMmo/14aHUIo.

_|

abnunua 5.219 — ®dopmat nonen onumnmn 82 cornacHo pekomeHgaumam TR-101
Mone Mepedasaemas uHghopmayus
hostname ycTpolictea
Circuit ID cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepHuii 6aiT —HOMeEp NOPTa, K KOTOPOMY NMOAK/IIOYEHO YCTPOWMCTBO, OTMNpPaBasAtoWwee

dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1
MAC-agpec ycTpoiicTea

_|

abnunua 5.220 — dopmat noneit onuum 82 pexkunma custom

lMone

Mepedaesaemas uHghopmayus

Circuit ID

OnvHa (1 6anT)

Tun Circuit ID

OnvHa (1 6anT)

VLAN (2 6aitTa)

Homep mogynsa (1 6aiT)
Homep nopta (1 6aiiT)

Remote agent ID

Onvna (1 6anT)

Tun Remote ID (1 6aiiT)
Onvna (1 6anT)
MAC-agpec KommyTaTopa
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KomaHObI pexcuma KoHguaypuposaHusa uHmepdgelica (duanasoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

BuAa 3anpoca KOMAHAHOM CTPOKM B pexMme KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.221 — KomaHap! pexxuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnel nHtepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/OYEHO

BkntouaeT KoOHTpoab npoTokoaa DHCP B npegenax nHtep-
deiica.

BkntouaeT KOHTpoab npoTokoaa DHCP B npegenax nHtep-
deiica.

ip dhcp snooping trust

no ip dhcp snooping trust

-/nHTepdeiic He aBnaeTcA
[L0BEPEHHbBIM

Lob6aBnaeT nHTepdeic B CNUCOK «A0BEPEHHbIX» MPU UCNOb-
30BaHMKM KOHTponAa npotokona DHCP. DHCP-Tpaduk «pose-
peHHOro» nHTepdeiica cunmtTaeTca 6e30nacHbIM U HE KOHTPO-
nmpyeTcs.

Ypansaet untepdeic us cnucka « 40BEPEHHbIX» NPU UCNO/b30-
BaHWW KOHTpoOAA npoTokoaa DHCP.

ip dhcp snooping limit
rate rate

no ip dhcp snooping limit
rate

rate:
(1..2048) pps/BbikntoueHo

YcTaHaBAWBaET OrpaHNYeHne ana AaHHOro NopTa Ha Koanye-
cTBO NpnHMmaembix DHCP-nakeToB B CEKYHAY.

CHMMmaeT orpaHuyeHune Ha npuém DHCP-nakeToB ¢ AaHHOro
nopra.

ip dhcp information op-
tion [global]

no ip dhcp information
option

-/global

PaspewwaeT ycTpoinctey gobasneHue onumm 82 Ha uHTepdelice
npwv pabote npotokona DHCP.

- global — pob6aBneHue onunn 82 onpeaenseTca HacCTPOMKamm
Ha uHTepoderice VLAN.

3anpewaeT ycTpoicTBy gobasneHne onummn 82 Ans AaHHOTO
nHTepoerica npu paboTte npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

node_id: (1..32) cumBo-

YcTaHOBKa ngeHtuouKkatopa access-node_id onumu 82 Ha uH-
Tepoevice.

no ip dhcp information nos/- YcTaHOBKa 3HaY€HMA MO YMOJTYAHUIO.
option format-type ac-
cess-node-id
ip dhcp information op- YctaHasauBaeT cneunduyHblin Circuit-id Ha nHTepdeiice.
tion format-type circuit- o
L circuit_id:

id circuit_id

no ip dhcp information
option format-type cir-
cuit-id

(1..63) cumonos/-

YcTaHaBAMBaeT 3HaYeHUe No YMONYaHUIO.

ip dhcp information op-
tion format-type remote-
id remote_id

no ip dhcp information
option format-type re-
mote-id

remote_id:
(1..63) cumonos/-

YcTaHaeamBaeT cneumduyHbii Remote-id Ha nHTepdeiice.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuun 82 Ha nHtepdelice.
dopmar:

- Sp — HOMep c/10Ta U NopTa;

- sv — Homep cnota n VLAN;

- pv — Homep nopta n VLAN;

- Spv — Homep cs0Ta, nopTa u VLAN;

- bin — 6uHapHbIl popmart: VLAN, cnoT, nopr;

- user-defined — dopmat onpegensetca nonb3osartenem. MNpu
onpeseneHnn UCNoNb3yloTca caeaytoLime WabaoHbI:

%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oavHHOE UMmA nopTa, Hanpumep, gigabitethernet 1/0/1;
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no ip dhcp information
option format-type op-
tion

%t: Tn nopta (3HayeHue nons ifTable::ifType B wecTHaguate-
pUYHOM BUAE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (KaK Ha IMLEBOM NaHenw);

%i: ifindex nopTa;

%v: naeHtnduratop VLAN;

%c: mac-agpec KaneHta B popmate H-H-H-H-H-H;
%a: IP-agpec cuctemnl B popmate A.B.C.D.

YCcTaHOBKa 3HAY€HUA NO YMONIYAHUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTpoiika popmata onumm 82 Ha uHTepdelice.

- global — dopmat onuun onpegenaeTca HacTPOMKammM onumm
Ha uHTepdeiice VLAN;

- tr101 — ycraHasauBaeT ¢popmat onumm 82 COrnacHO CUHTaK-
cucy, NpUHATOMY B pekomeHgaumax TR-101 B cooTseTcTBUM C

dopmaTom, NpmBeaeHHbIM B Tabamue 5.219;

- custom — ycTaHasauBaeT GopmaT onumm 82 B COOTBETCTBUM
¢ popmatom, npmuseaeHHbIM B Tabamue 5.220.

Bo3BpawaeT 3Ha4yeHne No YyMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

BunAa 3anpoca KoOMaHAHOWN CTPOKM B pexxume KOHPUrypuposaHma nntepoeiica VLAN:

console (config-if) #

Tabnunua 5.222 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica VLAN

3HayeHue/3HayeHue o

no ip dhcp information
option

KomaHoa Aelicmeue
YMOAYAHUIO
ip dhcp information op- Pa3pewaeT ycTponcTey fobasneHve onuum 82 ana AaHHOTO
tion [global] VLAN npu paboTe npoTtokona DHCP.
- global — po6asneHne onuun 82 onpeaenserca rnobano-
-/global

HbIMU HaCTpOVIKaMM.

3anpewaeT ycTpoicTay AobasneHve onuun 82 gna AaHHOIO
VLAN npwu paboTe npoTtokosa DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32) cumso-
nos/-

YcTaHoBKa naeHTMdMKaTopa access-node_id onuun 82 gnn
aaHHoro VLAN.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32) cumso-
nos/-

YcTaHoOBKa naeHTMdMKaTopa remote_id onuun 82 ana aax-
Horo VLAN.

YcTaHOBKa 3Ha4YeHna no YMONYaHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

Hactpoiika ¢opmata DHCP onumm 82 ans gaHHoro VLAN.
dopmar:
- Sp — HOMep C/I0Ta 1 NOPTa;
- sV — Homep cnota u VLAN;
- pv — Homep nopta u VLAN;
- Spv — HOoMep cnoTa, nopta n VLAN;
- bin — 6uHapHbI popmar: VLAN, cnoT, noprt;
- user-defined — popmat onpegenserca nonbv3osatenem. Mpu
onpefeneHnn UCNob3yloTCs caeaytoLime WabnoHbI:
%h: hostname;
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no ip dhcp information
option format-type op-
tion

%p: KOPOTKOE UMA NnopTa, Hanpumep gil/0/1;

%P: pavHHOE MMmsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HaveHue nons ifTable::ifType B wecTHaaua-
TePUYHOM BUAE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mac-agpec cuctemol B popmate H-H-H-H-H-H-H;

%Uu: HOMep OHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha MLEeBOl NaHenun);

%i: ifiIndex nopTa;

%v: ngentnodukatop VLAN;

%cC: mac-agpec knneHTa B popmare H-H-H-H-H-H;

%a: IP-agpec cuctembl B popmate A.B.C.D.

YcTaHOBKA 3Ha4YeHuA no YMO4aHUIO

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTpolika popmata onumm 82 ana gaHHoro VLAN.

- global — dopmat onuun onpegensaetca rnobanbHbIMU
HacTpokamu;

- tr101 — yctaHaBAuBaeT ¢opmat onumm 82 COrnacHoO CUHTaK-
cucy, NPUHATOMY B pekomeHgaumax TR-101 B cooTBeTCcTBUM C
dopmaTom, NpmBeseHHbIM B Tabnmue 5.219;

- custom — yctaHasauBaeT ¢popmaT onuum 82 B COOTBETCTBUM
¢ popmatom, npueeaeHHbIM B Tabaumue 5.220.

Bo3BpalaeT 3HaueHMe No yMON4YaHMIo

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:

console#

Tabnunua 5.223 — KomaHgb! pexxuma Privileged EXEC

KomaHoa

3HayeHue

Aeiicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}
expiry {seconds|infinity}

no ip dhcp snooping bind-
ing mac_address
vlan_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16);
seconds: (10..4294967295)

[ob6asnseT B paiin (6asy) KoHTpons npotokona DHCP cooTsert-
cteue MAC-agpeca knueHTa, rpynne VLAN u IP-agpecy ana
yKasaHHoro nHTepdeica.

[aHHas 3anucb byaeT aercTBuTeIbHA B TeYEHME YKA3aHHOTO B
KOMaHZAe BPEeMEHU XU3HM 3aMnCK, eCIv KIMEHT He OTNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBNeHUe. Tailmep obHynAeTcA
B C/ly4ae NoJiyYeHunsn OT KAMEHTa 3anpoca Ha obHoBneHue (Ko-
MaHA4a AOCTYMHA TONIbKO ANA NPUBUAETMPOBAHHOIO NO/b30Ba-
Tena).

- seconds — BPems ¥KWU3HW 3anucu;

- infinity — Bpems }X13HW 3aMMcK He orpaHuYeHo.

Ypansaet us ¢aina (6asbl) KOHTpona npoTokona DHCP cooTseT-
ctBne MAC-agpeca kaneHTa u rpynnosl VLAN.

clear ip dhcp snooping
database [mac-address
mac_address ]

[vlan vlan_id] [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group]

dopmat mac_address :
H.H.H

H:H:H:H:H:H
H-H-H-H-H-H;

gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..16);

vlan_id (1..4094)

Ounwaet 3anucu B paine (6ase) KoHTpons npotokosa DHCP.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 5.224 — KomaHabl pexkmma EXEC

KomaHoa 3HauyeHue Aeiicmeue

show ip dhcp information MNokasbiBaeT MHopmaumto 06 ncnonb3oBaHUM onuum 82 nNpo-
option ToKona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

MNokasbiBaeT KOHGUrypaunio GYHKLUUN KOHTPOIA NPOTOKOAA

gi_port: (1..3/0/1..28); DHCP

fa_port: (1..3/0/1..24);
group: (1..16)

show ip dhcp snooping MoKa3blBaeT COOTBETCTBMA U3 paina (6a3bl) KOHTPOAA NPOTO-
binding kona DHCP.

[mac-address mac_ad-
dress ]

[ip-address ip_address ]
[vlan vian_id] [giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094).

[pumepbl 8b1M0AHEHUS KOMAHO

=  PaspewunTtb ucnonbzosaHne DHCP onuun 82 B 10 VLAN:

consolef#configure

console (config) #ip dhcp snooping

console (config) #ip dhcp snooping vlan 10

console (config) #ip dhcp information option
console (config) #interface gigabitethernet 1/0/24
console (config) #ip dhcp snooping trust

= [lokasaTb BCE COOTBETCTBUA U3 TabanLbl KOHTpONA NpoTokona DHCP:

consolef#show ip dhcp snooping binding

5.28.4 3awmTa IP-agpeca knmeHTa (IP Source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npegHasHadeHa ans dpunbTpaumnmn TpaduKa, NPUHATOro
C MHTepdeiica, Ha OCHOBaHUM Tabaunubl cooTBeTcTBUA DHCP snooping 1 cTaTuyeckux cooTseTcTanit IP Source
Guard. Takum obpasom, IP Source Guard no3sonneT 6opoTbca c noameHol IP-agpecos B nakeTax.

V' MocKonbKy GyHKLMA KOHTpoNA 3awuTbl IP-agpeca ucnonbsyet Tabauuy coorsercremii DHCP
snooping, UMeeT CMbIC/1 UCNONb30BaTb AAHHYIO (PYHKLUUIO, NpeaBapuUTesIbHO HACTPOUB U
BKatouns DHCP snooping.

V dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6x0a4MMO BKAIOUUTL rno6anbHO U ana
uHTepdeiica.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOro KoHOUrypmpoBaHmsa:

console (config) #

Ethernet-kommymamopsi MES1000, MES2000 217



HELTEX

Tabnnua 5.225 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue

Aeiicmeue

ip source-guard

no ip source-guard

-/BblK/IOYEHA

BkntouaeT dyHKUMIO 3awwmThl IP-aapeca KaMeHTa A1 Bcero
KOMMyTaTopa.

BbIK/tOYaeT GYHKLMIO 3awmThl IP-agpeca KAvMeHTa a1 BCero
KOomMmyTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

Co3paHue ctaTMyecKoi 3anucu B Tabaunue cooTBeTCTBUA
mexKay IP-agpecom KnveHTa, ero MAC-agpecom v rpynnoi
VLAN ans yKasaHHOro B KOmaHgae nHtepdelica.

no ip source-guard bind- YaaneHue cTaTMYeckoi 3anucu B Tabanue cooTBeTCTBUA.
ing mac_address vlan_id
ip source-guard tcam re-
tries-freq {seconds |

never}

3afaeT YacToTy obpallleHMA YCTPOMCTBA K BHYTPEHHUM pecyp-
CaM C LeNblo 3anmcy B MaMATb HEAKTUBHbIX 3alMLLEeHHbIX |P-
agpecos.

- never — 3anpeLlaeT 3anMcb B NaMATb HEAKTUBHbIX 3aLUu-
WeHHbIX IP-agpecos.

YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHWIO.

seconds: (10..600,
never)/60 cek

no ip source-guard tcam
retries-freq

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepgelica 2pynmnsl N1opmos

Bua 3anpoca KOMaHAHOW CTPOKM B pPeXKMME KOHPUryprupoBaHua nHTepdeica Ethernet, nntepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.226 — KomaHab! pexknma KoHoburypuposaHua nHtepdeliica Ethernet, rpynnel untepdelicos

KomaHoa 3HavyeHue Aelicmeue

Bk/itoyaeT dpyHKLMI0 3awumThl IP-agpeca KAMeHTa 4na HacTpau-
Baemoro nHtepodeiica.

ip source-guard

-/BbIKNIOYEHO
BbiKkouaeT GyHKLUMIO 3amThl IP-agpeca KAneHTa Ana HacTpa-

nBaemoro nHTepdeica.

no ip source-guard

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPoKK perkmma Privileged EXEC:

console#

Tabnunua 5.227 — KomaHapl pexuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

ip source-guard tcam lo- BpyuHyto 3anycKaeT npouecc obpalleHns yCTpoMCcTBa K BHYT-
cate PEHHUM pecypcam C Lie/ibto 3aMmcKu B NaMATb HEAaKTUBHbIX 3a-
wnweHHbIX IP-agpecos. KomaHaa AOCTYNHA TO/bKO ANA Npu-
BMIErMPOBAHHOTO NO/Ib30BaTENSA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnnua 5.228 — KomaHabl pexxknuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

KomaHgza oTobpaskaeT HacTpPOMKy GpyHKUMM 3awmuThl IP-agpeca
Ha 3aZ.aHHOM, TM60 Ha BCcex MHTepdencax yCTPoUCTBa.

show ip source-guard sta-
tus

[mac-address mac_address]
[ip-address ip_address]
[vlan vian_id] [gigabitether-
net gi_port |

fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

KomaHpaa oTtobpaskaet cTatyc GyHKLMM 3awmTsl IP-agpeca ana
yKa3aHHoro uHtepdelica, IP-agpeca, MAC-agpeca nauv rpynnbl
VLAN.

show ip source-guard inac-
tive

KomaHaa oTobpaskaeT He akTMBHble |IP-agpeca oTnpasuTens.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb HAcTPOMKY GyHKUMM 3awwmTbl IP-agpeca ana Bcex MHTepdencos:

consolef#show ip source-guard configuration

gil/0/1 Enabled
gil/0/22 Enabled
gil/0/23 Enabled

IP Source Guard is Enabled

= Bratountb dyHKUMIO 3awmThl IP-agpeca ana ¢punbtpaummn Tpadmka Ha OCHOBAHUKM TabaumLbl
cooTBeTcTBUIM DHCP snooping u ctatuyecknx cootsetcTBuii IP Source Guard. Co3gaTtb cTaTu-
YecKyto 3anucb B Tabauue cootseTcTBUA Ana nHTepdenca Ethernet 12 nepsoro ycTpoicTea B
cTeke: |IP-agpec knneHta — 192.168.16.14, ero MAC-agpec — 00:60:70:4A:AB:AF. UHTep-
delic B 3-i1 rpynne VLAN:

console#configure
console (config) #ip dhcp snooping

console (config) #ip source-guard
console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14 gi-
gabitethernet 1/0/12

5.28.5 KoHTponb npotokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npegHasHayeHa A4 3aWWTbl OT aTak C
ncnonb3oBaHuem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpaduka). KoHTposb
npotokona ARP ocyliecTBiseTca Ha OCHOBE CTaTUYecKkux cooTteeTcTBuin IP- 1 MAC-agpecos, 3agaHHbIX 1A

rpynnbl VLAN.

' MNopT, ckoHPUrypMupoBaHHbIN «HepzoBepeHHbIM» ana dyHKuMm ARP Inspection, gonkeH

. TaKXe bbITb «HegoBepeHHbIM» ana ¢pyHKuun DHCP snooping nam cootsercrene MAC-ag-
peca u IP-agpeca Ana 3TOro NopTa A0/KHO 6biTb CKOHPUrypUpPOBaHO CTaTUYECKU. MHaue
OaHHbIM NopT He 6yaeT oTBeyaTb Ha 3anpocbl ARP.

V DOnAa HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NpoBepKu cooTseTcTBuit IP- u MAC-agpecos.
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KomaHObI pexcuma 21060s16H020 KOHU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KoOHPUrypmposaHma:

console (config) #

Tabnnua 5.229 — KomaHapl pexxuma rnobanbHOro KOHPUrypmposaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip arp inspection

no ip arp inspection

-/BbIK/IOYEHO

BKAtoyaeT KOHTPoib NpoTokona ARP (dyHKumio ARP Inspec-
tion).

BbIKNtoYaeT KOHTpob NpoTokona ARP (dyHKumio ARP Inspec-
tion).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

PaspewaeT npoBepKy npotokona ARP, ocHOBaHHyto Ha 6ase
cooTsetcTBui DHCP snooping, B BbibpaHHOW rpynne VLAN.

3anpewaeT NpoBepKy npotokona ARP, ocHOBaHHylo Ha base
cootBeTcTBMiA DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MNpepocTtaBnseT cneymduyHble NPOBEPKN ANA KOHTPOAA NPO-
ToKona ARP.

MAC-agpec nctoyHmka: Ana ARP-3anpocoB 1 oTBETOB NpoBe-
psieTcs cootseTcTBne MAC-agpeca B 3aronoske Ethernet MAC-
a4pecy UCTOYHMKA B COA4EPXKMMOM nNpoToKona ARP.
MAC-agpec HasHaveHunAa: Jna ARP-oTBeTOB NpoBepAeTca CooT-
BeTcTBMe MAC-agpeca B 3aronioBke Ethernet MAC-agpecy
Ha3HayYeHWsA B COAEPXKMMOM nNpoTokoaa ARP.

IP-agpec: NposepsaeTca cogepkmmoe ARP-nakeTa Ha Hannuune
HeKoppeKTHbIX IP-agpecos.

3anpeuaeT cneunduryHble NPOBEPKU AN KOHTPOIA NMPOTO-
Kona ARP.

ip arp inspection list cre-
ate name

no ip arp inspection list
create name

name: (1..32) cumBona

1. CosgaHue cnmcKka cTatuyeckux ARP cooTBeTCTBUN.
2. Bxoga, B pexxum koHourypmposaHua ARP-cnnckos.

YpaneHue cnvcka ctatuydeckux ARP coOTBETCTBUN.

ip arp inspection list as-
sign
vlan_id name

no ip arp inspection list
assign vian_id

name: (1..32) cumBona
vlan_id: (1..4094)

HasHauaeT cnucok ctatuyeckmx ARP cooTBeTCTBUIA ANA YKa-
3aHHoOW VLAN.

OTMmeHsAEeT Ha3HaYeHMe CNUCKa cTaTndeckmx ARP cootseTcTBuit
AN ykasaHHoi VLAN.

ip arp inspection logging
interval {seconds | infi-
nite}

no ip arp inspection log-
ging interval

seconds: (0..86400, infi-
nite)/5 cek

3afaeT MMHUMaNbHbIA MHTEPBAN Mexay coobLLeHUAMM, Co-
Aepalmmn nHdopmaumio npotokona ARP, nepesasaembimu
B XKYpHan.

- 3HayeHue 0 yKasbIBaeT Ha To, YTo coobLieHna byayT reHepu-
poBaTbcA He3ameaUTeNbHO;

infinite — He reHepupoBaTb COOBLLEHNI B KypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHMepdaelica 2pynnbl N1opmos

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexkmme KoHPUrypmposaHusa uHtepoeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#
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Tabnnuya 5.230 — KomaHapl pexknuma KoHdurypupoBaHua nHtepdenca Ethernet, rpynnbl nHTepdeicos

KomaHoa

3Ha4yeHue no ymon4a-
HUKO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

-/nHTepdeiic He aBnseTcA
[OBepeHHbIM

JobasnaeT MHTepdEc B CNUCOK «LOBEPEHHbIX» NMPU UCMO/b-
30BaHUKN KOHTPOA NpoTokosia ARP. ARP-Tpaduk «aosepeH-
Horo» uHTepdeica cumtTaetca 6e30nNacHbIM U HE KOHTPOIUPY-
eTcs.

Ypansaer uHtepdeinc us cnnucka « 40BEPEHHbIX» NPU UCNO/b30-
BaHWU KOHTpOAA NnpoTokona ARP.

KomaHObI pexcuma KoHgu2ypuposaHusa ARP-criuckos

BuAa 3anpoca KoMaHAHOWN CTPOKM B pexxume KoHpurypuposaHma ARP-cnunckos:

console#configure
console (config) #ip arp inspection list create spisok
console (config-arp-list)#

Tabnnuya 5.231 — KomaHapl pexknuma KoHpurypuposaHma ARP-cnnckos

KomaHoa

Aelicmeue

ip ip_address
mac mac_address

[Oobasnsaet ctatnyeckoe cootsetcTaune IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypanaet ctatnyeckoe cootsetcteme IP- u MAC-agpecos.

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.232 — KomaHapl pexknuma EXEC

KomaHoa

3HauyeHue

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3bIBaeT KOHPUIypaumto GYHKLMM KOHTPOAA NPOTOKONA
ARP Inspection Ha Bbi6paHHOM UHTepdelice/Bcex MHTepdEeit-
cax.

show ip arp inspection
list

MoKa3sblBaeT CNUCKKN cTaTMYecKmx cooTeeTcTeumi IP- u MAC-aa-
pecoB (KOMaHAa AOCTyMNHA TONbKO AN NPUBUAETMPOBAHHOMO
nonb3osaTens).

show ip arp inspection
statistics  [gigabitether-
net gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

MoKa3bIBaeT CTaTUCTUKY 419 CAeAYHOWMX TUMNOB NaKeToB, KOTO-
pble 6bian 06paboTaHbl NpK nomoLm dyHKUMKM ARP:

- nepefaHHble naketbl (forwarded);

- noTepsHHble nakeTbl (Dropped);

- owmnbkn B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [gigabitether-
net gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

OuunwaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BK/OYUTb KOHTPOJIb NpoToKkona ARP 1 06aBKTb B CIMCOK Spisok cTaTU4YecKoe COOTBETCTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHauMTb cN1COK spisok cTatu-
yeckumx ARP-cooTBeTcTBUiA ana VLAN 11:

console#configure
console (config) #ip arp inspection list create spisok
console (config-ARP-list)#ip 192.168.16.98 mac 0060.70AB.CCCD

(
console (config-ARP-1list) #exit
(

console (config) #ip arp inspection list assign 11 spisok

= [loKasaTb CMMCKM CTaTUYECKnX cootBeTcTBui IP- 1 MAC-agpecos:

console#show ip arp inspection list

IP

192.168.16.98

List name: servers
Assigned to VLANs: 11

ARP

0060.70AB.CCCD

5.28.6 Hactpoitka ¢pyHKuumn MAC Address Notification

®dyHKuma MAC Address Notification nossonseT oTcnexkmMBaTb NOABAEHNE U UCHE3HOBEHWE aKTUBHOTO
obopynoBaHMA HaA CeTW, MyTeM COXpaHeHUA uctopum usydeHma MAC-agpecoB. [pu obHapyKeHUn
M3MeHeHU B cocTaBe M3ydyeHHbIx MAC-agpecoB KOMMYTATOp cOXpaHAeT WHpopmauuio B Tabauue u
nsseLaet 06 sTom ¢ nomoLLbto coobueHnin npotokona SNMP. yHKUMA UMeeT HacTpaMBaemble NAapaMeTpbl:
rnybuHa MCTopun 0 COBBLITUAX U MUHUMANbHLIA MHTEpPBan oTnpasku coobuweHuit. Cepenc MAC Address
Notification no ymonyaHuto OTKAOYEH U MOXKET ObiTb HAcTPOeH BbIGOPOYHO ANA OTAENbHbIX MOPTOB

KoMMyTaTopa.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoOHGUryprupoBaHusa:

console (config) #

Tabnuua 5.233 — KomaHap! pexxnma rnobanbHoro KoHGUrypnposaHua

KomaHda

3Ha4yeHue/ 3HayeHue
no yMmon4aHuwo

Aelicmeue

[no] mac address-table
notification change

-/BbIK/IOYEHO

KomaHaa npepHasHayeHa ana rnobanbHoro ynpasneHus oyHkumeinn MAC
notification. KomaHga paspelwaeT pernctpaumio cobbiTnit fobasneHnsa u
yaanenusa MAC-agpecos B/13 TabaunL, KOMMYyTaTopa U OTNPABKY yBegome-
HWA 0 cOBbITUAX.

OTpuuaTenbHas Gopma KomaHabl (C TpedrKCom No) BbIKAOYAET GYHKLMIO
rno6anbHO 1 OTMEHAET COOTBETCTBYIOLLME HACTPOMKMN Ha BCex HTepbeicax.
[na paboTbl GyHKUMU HEOBXO4MMO AONOSHUTE/IbHO Pa3pellaTh reHepaumio
yBeAOMIEHUIA Ha MHTepdeNcax (CM. HUuKe).

mac address-table noti-
fication change interval
value

value:
(0..4294967295)/1

MaKcuMManbHbI NPOMEXKYTOK BpeMeHU mexay oTnpaskamu SNMP-ysegom-
NeHui. Ecnun 3HaveHne nHTepBasa BpemMeHu paBHo 0, To reHepauus yse-
[OMNEHUI U coxpaHeHWe cobbITUiM B UCTOpUIo ByaeT ocyLLecTBAATLCA He-
MeAJ/IeHHO NOo Mepe BO3HUKHOBEHUA cObbITUI 06 M3MEHEHUN COCTOAHMA
Tabamupl MAC-agpecos. Ecam 3HaueHne nHTepBana BpemeHn 6onblue 0, TO
ycTpoicTBo byaeT HakaniMBaTb cObbITUA 06 M3MEHEHUWN COCTOAHMA Tab-
nnubl MAC-aapecos B TEYEHME 3TOFO BPEMEHM, @ 3aTEM OTNPABAATL yBe-
AomneHuna npotokona SNMP 1 coxpaHATb cobbITUA B UCTOPUMN.
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KomaHpa 3agaeT MakcMmaibHOE KOJIMYecTBo cobbITHN 06 U3MEHEHUU CO-

mac address-table noti- cToAHMA Tabamupl MAC-agpecoB, KOTOPOE coXpaHaeTcs B uctopun. Ecan
fication change history value: (0..500)/1 YCTaHOB/IEH pa3Mep UCTOPUM PaBHbIi 0, TO cObbITUA He coxpaHsatoTea. Mpu
value nepenonHeHuu bydepa nctopum HoBoe cobbITME NOMELLLAETC HAa MecTo ca-

MOro cTaporo.

KomaHpaa npeaHasHayeHa AN BKAKYEHUA UM OTKIOYEHUA OTMNPABKMU
SNMP-yBegomMieHnI 06 M3MeHEHUU coCToAHUA Tabamubl MAC-agpecos.

[no] snmp-server ena- [na oTKNOYEHMA UCNoNb3yeTcA oTpuLaTenibHaa Gopma KOMaHAbI.
ble traps mac-notifica- -/BbIK/OYEHO Ecnun oTnpaBKa yBegOMIEHWUI BKAKOYEHA, TO YCTPOMCTBO ByaeT nHbopmmnpo-
tion change BaTb O COObLITUAX coobLLeHUAMM NPoTOKoNa SNMP 1 coxpaHATb COOTBET-

cTBytowme cobbiTaA B uctopumn. Ecam otnpaska SNMP-yBeaoMAEHWI Bbl-
K/ItoYeHa, TO YCTPOMCTBO ByAeT TO/IbKO COXPaHATb COBLITUA B UCTOPUMN.

[no] snmp-server ena- BK/OUMTL/BLIKNOYMTL OTNPaBKY Tpanos o pnannuHre MAC-agpecos
ble traps mac-notifica- -/BKAtOYEHO (eltMnFlappingNotification).
tion flapping

KomaHObI pexcuma KoHgu2ypuposaHue uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console (config-if) #

Tabnunua 5.234 — KomaHapl pexkuma KoHduUrypupoBaHua nHtepoeica Ethernet

KomaHoa 3HayeHue/3Ha4veHue no Aelicmesue
YMOAYAHUIO

BK/tOUYEeHWEe reHepaLmmn yBeAOMIEHUI Ha KaXKA0M UHTep-
deiice 0 cobbITUAX N3MEHeHMA cocTosaHMA MAC-agpecos. OT-
OEeNbHO MOXHO pa3peLLmnTb reHepaL Mo yBeA0MAEHUN TONbKO
06 nsyyeHun MAC-aapecos M60 TONIbKO 06 UX yaaneHuu.

snmp trap mac-notification

change [added | removed] /BbIKNI0YEHO

KomaHOwbI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnuua 5.235 — KomaHab! pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show mac address-table OTobparkeHne BCEX yBEAOM/IEHUI 06 U3SMEHEHUM COCTOAHUSA
notification change history — MAC-agpecoB, COXpaHEeHHbIX B UCTOPUU. BO3mMOXKHa duabTpa-
[interfaces] uma cobbITMIA No nopTam, rpynnam noptos (LAG) n VLAN.

OTobpakeHune CTaTUCTMKM cepBuca: 0bLLee KOANYecTBo cobbl-
TUI 06 nsyyeHmm MAC-agpecos, obuiee Konn4ecTso cobbIThi
06 yaaneHnn MAC-agpecos, obLiee KOANMYECTBO OTNPAaBAEH-
HbIXx SNMP-coobuieHnit.

show mac address-table
notification change statis- —
tics

[pumepbl UCI016308AHUS KOMAHO

= [lpuMep NoKasbiBaeT. Kak HacTpouTb nepeaady coobueHnit SNMP MAC Notification Ha cep-
Bep ¢ agpecom 172.16.1.5. MNpn HacTpoiKe 3adaeTca obuee paspelweHme paboTbl cep-
BMCa, HAaCTPAMBAETCA MUHUMANbHbIA MHTEPBA OTNPABKMN COOBLLEHNI, 3a8aeTCA pasmep UC-
TOpUM COBbITUIA M HACTPAMBAETCA CEPBUC HA 3aZ,aHHOM MOPTY.

Console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change
console (config) #mac address-table notification change
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console (config) #mac address-table notification change interval 60
console (config) #fmac address-table notification change history 100
console (config) #interface gigabitethernet 0/7

console (config-if) #snmp trap mac-notification change

console (config-if) fexit

console (config) #

5.29 dyHKuuu DHCP Relay-nocpegHuka

3agaveit DHCP Relay-areHTa aBnsetca nepegada DHCP-nakeToB OT KAMEHTa K cepBepy U 0b6paTHo, B
cnyyae ecnm DHCP-cepsep HaxoauTtca B O4HOW CETWU, @ KAMEHT B apyron. Opyroi ¢yHKuUMel asnsetca
nobaBneHne gonoaHUTeNbHbIX onumii B DHCP-3anpockl KaneHTa (Hanpumep, onummn 82).

MpuHumn pabotbl DHCP Relay-areHTa Ha KOMmyTaTope:

KommyTatop npuHumaet oT KanmeHta DHCP-3anpocbkl, nepegaer 3TM 3anpocbl cepBepy OT MMEHMU
KAneHTa (ocTaBnsAa B 3anpoce onuum c TpebyembiMW KAMEHTOM NapameTpamu W, B 3aBUCMMOCTU OT
KoHduUrypaumm, nobasnss ceom onumn). NMonydyms oTBET OT cepBepa, KOMMYTaTOp NepeaaeT ero KANeHTy.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnuua 5.236 — KomaHab! pexknma rnobanbHOro KOHGUrypupoBaHus

no ip dhcp relay enable

KomaHoa 3HayeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
ip dhcp relay enable BkntoueHune ¢pyHKumit DHCP Relay-areHTa Ha KommyTaTope.
-/BbIKAOYEH

BobikntoueHue ¢yHKumi DHCP Relay-areHTa Ha KommyTaTtope.

ip dhcp relay address
ip_addr

no ip dhcp relay address
[ip_addr]

MoseT 6bITb 3a4aHO [0 8-
MU cepBepoB

3apaért IP-appec goctynHoro DHCP-cepsepa ana DHCP Relay-
areHTa.

Ypanset IP-agpec n3 cnucka DHCP-cepsepos ansa DHCP Relay-
areHTa.

ip dhcp relay broadcast en-
able

no ip dhcp relay broadcast
enable

-/BbIK/OYEHO

BKAtoYaeT pexkum LIMPOKOBeLLATe/IbHOW PacCbl/IKM OTBETOB
DHCP-cepsepa.

YcraHaBAuBaeT pexXum no ymonyaHuio

ip dhcp relay information
policy {keep | replace |
drop}

no ip dhcp relay infor-
mation policy

-/keep

Onpegaenset pexxnm obpaboTkm DHCP-nakeTos ¢ onuueit 82:
- keep — nponyckaeT nakeTbl 6€3 U3MEHeHu;

- replace — 3amewyaer cogeprkmmoe onuun 82;

- drop — oTbpacbiBaeT nakeTbl c onuuen 82.

YcraHaBnauBaeTt pexXum no ymonyaHuio.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

Hactpoiika ¢opmata DHCP onumm 82:
- Sp — HOMep C/10Ta M NOPTa;
- sv — Homep cnota n VLAN;
- pv — Homep nopta n VLAN;
- Spv — HOoMep cnoTa, nopta n VLAN;
- bin — 6uHapHbIl popmart: VLAN, cnort, nopt;
- user-defined — dpopmat onpepenserca nonbv3osatenem. Mpu
onpeaeneHnm UCNob3yTca cneaytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: pAvHHOE MMsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HavyeHune nona ifTable::ifType B wectHagua-
TEPUYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
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no ip dhcp relay infor-
mation option format-type
option

%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (KaK Ha ML,EeBOM NaHenn);
%i: ifiIndex nopTa;

%V: naeHtTnduratop VLAN.

YcTaHOBKaA 3Ha4YeHUA No YMO/I4aHUIO.

ip dhcp relay information
option suboption-type
{tr101 | custom}

no ip dhcp relay infor-
mation option suboption-
type

-/tr101

HacTpolika popmata onuum 82:

- tr101 — ycrtaHasavBaeT GopmaTt onumm 82 COrnacHoO CUHTaK-
cuCy, NPUHATOMY B pekomeHaaumsax TR-101 B cooTBeTCTBUM C
dopmaTom, NpmBeseHHbIM B Tabamue 5.219;

- custom — ycTaHasamBaeT dpopmaT onumm 82 B COOTBETCTBUM
¢ dopmaTtom, npueeseHHbIM B Tabanue 5.220.

Bo3BpalaeT 3HauyeHne No YMOIYaHMIO

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHUrypnposaHua nHTepdeiica VLAN:

console#configure
console (config) #interface vlan {vlan id}
console (config-if)#

Tabnunua 5.237 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

-/BbIKNIOYEHO

BkntoyeHune pyHKumii DHCP Relay areHTa Ha HacTpanBaemMom
MHTepodeiice.

Bbikntouerne dpyHkumii DHCP Relay areHTa Ha HacTpavBaemom
MHTepodeiice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 5.238 — KomaHapl pexknuma KoHdurypuposaHua nHtepoeiica Ethernet

3Ha4yeHue/3HayeHue no

KomaHoa Aeilicmeue
YMOAYAHUIO
ip dhcp relay information Onpegaenset pexxnm obpaboTkm DHCP-nakeTos ¢ onuuei 82.
policy {keep | replace | - keep — nponyckaeT nakeTbl 6e3 U3MeHeHUN;
drop | global} Jglobal - replace — 3ameulaeT coaepkumoe onuun 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onuuen 82.
3HauyeHMe Ha nopTax MmeeT 60/1ee BbICOKUI MPUOPUTET, Yem
rnobanbHas HacTpoiKa.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.239 — KomaHapl pexkuma EXEC

KomaHoa Aelicmeue

show ip dhcp relay OTobparkaeT KOHUTypaL Mo HacTpoeHHOo U dyHKUMM DHCP Relay areHTa gna KommyTaTopa u
OTAEeNbHO ANA NHTepdelicoB, a TaKKe CMUCOK JOCTYMHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUA KOMAHO

= [lokasaTtb cocTonaHue pyHKumMmn DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.30 dyHKuuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP gns npotokona IPv4 KomMyTaTOp MOMKET BbINOHATL GYHKLMM NocpeaHuKa (relay
agent) ana DHCPv6. [laHHbln dyHKUMOHan peannsosaH B Buge Lightweight DHCPv6 Relay Agent cornacHo
RFC6221.

B pamkax BbINOSAHEHMA GYHKLMM NOCPEAHNKA KOMMYTATOP BCTaBAAET B KNMeHTckMe DHCPv6-nakeTbl
onuuu 18 n 37. Jna BrAOYEHUS GYHKUMM TpebyeTcsa BbINONHUTL Caeaytowme npeasapuTeNbHble WarK no
HACTpPOMKe:

e  Braouuntb dyHKUMoHan DHCP snooping (ans IPv4) — rnobanbHo 1 Ha uenesom VLAN;

e  Bkaouutb pyHKUMoHan DHCPv6 guard — rnobanbHo u Ha uenesom VLAN;

e Ha «aoBepeHHbIX» MHTepdeincax kKommyTaTopa («trusted» no TepmuHonormm RFC3046) BbINOAHUTD
DHCPv4-HacTpoMKy «ip dhcp snooping trusty;

e Ha «aoBepeHHbIX» WHTepdencax KOMMYTaTopa BbIMOJIHUTb HACTPOMKY «ipvée dhcp guard
trusted-port»

KomaHObI pexcuma 21060sa6H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.240 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HavyeHue/3HayeHue Aelicmeue
10 yMOoA4aHuio

ipv6 dhcp-ldra enable BkatouaeT ¢pyHKumto Lightweight DHCPv6 Relay Agent (LDRA).

-/BbIK/IOYEHO

no ipv6 dhcp-Ildra enable OTkAtoYaeT pyHKumio LDRA.

ipv6 dhcp-Ildra information op- 3apaet naeHtTuoukatop remote-id (onumsa 37).
tion format-type remote-id

word word: (1..63) cumsonos

no ipv6 dhcp-ldra information Ypanset ugeHtuoukatop remote-id.

option format-type remote-id
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 5.241 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet

3HavyeHue/3Ha4yeHue no Aeilicmeue

YyMOMYAHUO

KomaHoa

ipv6 dhcp-ldra infor- 3apaet naeHTuounkaTop nopta (onuma 18).
mation option format-

type interface-id word

- - word: (1..63) cumBonos
no ipv6 dhcp-ldra infor- BoccTaHaBiMBaeT 3HaueHMe No YMOJTHaHMUIO.
mation option format-

type interface-id

ipv6 dhcp-Idra infor- 3apaet naeHtuoukaTop remote-id (onuma 37).
mation option format-

type remote-id word

- - word: (1..63) cumBonos
no ipv6 dhcp-ldra infor- BoccTaHaBiMBaeT 3HauYeHMe NO YMOJTHaHMUIO.
mation option format-

type remote-id

5.31 KoHndurypuposaHue PPPOE Intermediate Agent

®yHKuusa PPPoE |IA peannsoBaHa B COOTBETCTBUM C TpeboBaHUAMM AokymeHTa DSL Forum TR-101 u
npesHasHavyeHa 410 UCMOAb30BaHMA Ha KOMMYTATOpax, paboTatoLWwmx Ha ypoBHe AoCTyna.

®YHKUMA NO3BONAET AONOAHATL NakeTbl PPPOE Discovery nHdopmaumen, xapakTepmsyloLLein nHtep-
deiic gocTyna. 3To HeoHX0AMMO ANA AEHTUGMKALMM NONb30BaTENbCKOrO MHTepdeica Ha cepBepe A0CTyna
(BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom u obpaboTkoli naketoB PPPoE Active
Discovery ocylecteaseTcs rnobanbHO ANs BCEro YCTPOMCTBA U BbIBOPOUHO ANA KaxK4oro nHTepdeliica.

Peanunsaums pyHKummn PPPOE IA npepocTaBaseT A4OMNOHUTE/IbHblE BO3MOXHOCTM KOHTPOIS coobuye-
HMM NPOTOKONA NYyTEM Ha3HaUYeHUA AOBEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobaibHoro KOHGUIryprupoBaHus:

console (config) #

Tabnnuya 5.242 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa

YyMOMYaHUO

Aeilicmeue

[no] pppoe intermediate-
agent

-/BbIKOYEHO

PaspelweHne/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe intermediate-
agent format-type access-
node-id word

word: (1..32) cumso-
nos/naeHTMdUKaTop
YCTPOICTBA HE Ha3HayeH

YCTaHOBKa CTPOKM MAEHTUOUKALMM YCTPOIACTBA AOCTyNa.
OTpuuatensHas ¢opma KomaHabl (no) BoccTaHaBNMBaeT
HaCTPOWMKM MO YMONYAHMIO.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: (1..128) cumBso-
NoB/Ha3HayeHo cooblye-
Hue «PPPoE Discover
packet is too large to pro-
cess.»

YcTaHOBKa TEKCTA cooblueHna 06 owmnbKe npeBblleHna pasmepa
naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO uau PADS nake-
Tax. OTpuuatenbHas popma KOMaHAbl BOCCTAaHAB/MBAET 3HaYeHMe
napameTpa no yMo/4aHUIo.

NpumeyaHue: ecnun coobLieHne coaepKUT cMMmBobl Npobena, ero
HEeo6X0AMMO 3aKNOUYNTb B KaBbIYKU.
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[no] pppoe intermediate-
agent format-type option
{splsv]pv]|spvl|
user-defined} delimeter

[.,:#/]

-/yctaHoBneH Gopmar B Co-
oteetcTBumM ¢ TR-101:
slot / port : vlan;

HacTpoiika Habopa napameTpoB U Pa3genTens Mexay HUMK, Ko-
TOpble UCnonb3ytoTca Ana GopMmnpoBaHMA nogonumm circuit -id.
B KomaHge Ucnonb3ytoTcs cneaytolime ycaoBHble 0603HaueHun:
- sp — slot + port
-sv —slot + vlan
- pv — port + vlan
- spv — slot + port + vlan
- user-defined — ¢dopmart onpegenserca nonbsoBatenem. MNpwu
onpeaeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HauyeHue nons ifTable::ifType B WecTHaguaTe-
pU4HOM BUAE);
%m: MAC-agpec nopta B popmaTte H-H-H-H-H-H-H;
%M: MAC-agpec cuctembl B dopmate H-H-H-H-H-H-H;
%U: HOMep HHUTA;
%S: HOMep CNoTa;
%n: HoMep nopTa (Kak Ha INLEeBOW NaHenu);
%i: ifindex nopTa;
%v: naeHtndukatop VLAN;
%c: MAC-agpec aboHEHTCKOro yCTPOMCTBa;
%alvlan_id]: IP-appec nHtepdeica VLAN. Ecam vlan_id He yKa-
3aH, To noactasnsetca IP-agpec untepdeiica default vian. Ecam
IP-agpec He HaliaeH, noacTtasnaetca agpec 0.0.0.0.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoOHOUTIypnpoBaHua nHTepdeliica:

console (config-if) #

Tabnunua 5.243 — KomaHapl pexknuma KoHduUrypupoBaHua nHTepdeinca Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

PaspeweHne/3anpet pabotbl PPPoE Intermediate Agent Ha
nHTepodelice.

[no] pppoe intermediate-
agent format-type circuit-
id [word]

word: (1..63) cumBonos

HasHaueHune upeHtTnduKaTopa circuit-id, sobasnsemoro Kom-
MyTaTopom. MaeHTUPUKATOP, 3aiaHHbIN B KOMaHAE, NOJHO-
CTblO Nepeonpeaenser nAeHTUGUKATOP, BbIYUCNAEMBIN Ha OC-
HoBe rnobasnbHbIX NapameTpos access-node-id u
option/delimeter. OTpuuartenbHas popma KomaHAbl BOCCTa-
HaB/MBAEeT HaCTPOIKY Ha OCHOBE r106anbHbIX NapameTpoB
access-node-id v option/delimeter.

[no] pppoe intermediate-
agent format-type remote-
id [word]

word: (1..63) cumsonos/

B KayecTtBe remote-id uc-

nonb3yetca MAC-agpec
KOMMyTaTopa

HasHaueHune naeHtndukatTopa remote-id, gobasnaemoro Kom-
MyTaTopom. MaeHTUPMKATOP f0NKEH ObITb CKOHOUTYPUPOBaH
Ha Bcex MHTepdericax KommyTaTopa, rae pabortaet PPPOE IA.
OTpuuatensHas Gpopma KOMaHAbl BOCCTaHaBAMBAET HAaCTPOMKY
N0 YMONYaAHUIO.

[no] pppoe intermediate-
agent timeout [timeout]

timeout : (0..600)/600 cek

3aaHve BpeMeHM KU3HU KAneHTCKo ceccuu. Mpu BBoAe Na-
pameTpa timeout paBHbIM HyJ/O, TaliMayT HOBbIX ceccuit byaet
paBeH 6eCKOHEeYHOCTH.

OTpuuaTtensHas ¢opma KOMaHAbl BOCCTAaHABAMBAET HAaCTPOMKY
No YMONYaHWIO.

[no] pppoe intermediate-
agent trust

-/uHTepdeiic He aBnseTcA
[OBEpPEeHHbIM.

YnpasneHue pexxumom gosepua K nHtepdeiicy. KomaHga
fobasnaeT unun yaanaet uHTepoeiic us cnncka A0BEePEHHbIX.
WHTepdelichl, K KoTopbiM nogkntoveHbl PPPoE-cepsepbl,
HacTpaunBaloTCA KaK AoBepeHHble. MHTepdelichl, K KOTOpbIM
NOAK/IIOYEHbl N0/Ib30BaTEIN, HACTPANBAIOTCA KaK He0BEePeH-
Hble. OTpuuaTenbHaa Gopma KOMaHbl BOCCTaHAB/IMBAET 3Ha-
YeHue Mo YMONYaHMIO.
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[no] pppoe intermediate- PaspelueHne nnv 3anpet yaaneHus vendor-speciifc onumm us
agent vendor-tag strip naketos PADO, PADS, PADT nepef, oTNpaBKOi UX B CTOPOHY
nonb3osaTena. PyHKUMA yaaneHNAa MOXKeT 6bITb NCNOb30-
BaHa TO/IbKO Ha MHTepdelice, Ha KOTOpOM paspelleHa paboTa
PPPOE |A 1 KOTOpbIV ABAAETCA AOBEPEHHbIM UHTEpPdelicom.
O6bI4HO PYHKUMA yaaneHua HacTpanBaeTca Ha uHTepdeiice,
obpaleHHoM B cTopoHy PPPOE cepsepa.

OTpuuatenbHaa Gopma KOMaHAbl BbIKNIOYAET PEXUM yaane-
HMA.

-/pPeXuUM yaaneHus Bbl-
K/IHOYEH.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 5.244 — KomaHgapl pexkuma EXEC

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMoOAYaHuIo

show pppoe intermedi- OTobpaxkeHne HacTpoek PPPoOE Intermediate Agent. Ecnu B Ko-
ate-agent info [interface gi_port: (1..3/0/1..28); MaHAe ABHO He 33a4aH MHTepdelic, TO KoMaHAa BbINOHAETCA
{gigabitethernet gi_port | fa_port: (1..3/0/1..24); 011 Bcex nHTepdeiicos, rae paspeweHa pabota PPPoOE IA 1 Bcex
fastethernet fa_port | po: (1...8) [,0BepeHHbIX NOPTOB.
port-channel po}]
show pppoe intermedi- OTobpakeHne cTaTUCTUKM paboTbl PPPOE Intermediate Agent.
ate-agent statistics [inter- gi_port: (1..3/0/1..28); EcnM B KOMaHAge He 3a4aH ABHO MHTepdeic, TO KomaHaa Bbl-
face {gigabitethernet fa_port: (1..3/0/1..24); nosHAeTCcA ANA Bcex MHTepdeicoB ¢ paspeweHHbiMm PPPoE IA 1
gi_port | fastethernet po: (1...8) BCEX [OBEPEHHbIX MOPTOB.
fa_port | port-channel po}]
clear pppoe intermedi- OumncTKa cTaTUCTMKKM paboTbl PPPOE Intermediate Agent. Ecnv B
ate-agent statistics [inter- gi_port: (1..3/0/1..28); KOMaHze He 3aaH ABHO MHTepdeiic, TO KOMaHAa BbINOAHAETCA
face {gigabitethernet fa_port: (1..3/0/1..24); 0N Bcex nHTepdelicos ¢ paspeleHHbiMm PPPOE IA u Bcex aose-
gi_port | fastethernet po: (1...8) PEeHHbIX NOPTOB).
fa_port | port-channel po}]
show pppoe intermedi- OTobparkeHne BCex 3aperncTPUpPOBAHHbIX KIMEHTCKUX CECCUA.
ate-agent sessions [inter- gi_port: (1..3/0/1..28); Ecnv B KOMaHAe He 3a4aH ABHO MHTepdelic, To oTobparkatoTcs
face {gigabitethernet fa_port: (1..3/0/1..24); BCE CeCCMU C COPTUPOBKOWM NO UHTEpdelicam.
gi_port | fastethernet po: (1...8)
fa_port | port-channel po}]
clear pppoe intermedi- mac_address:(H.H.H nan YaaneHue KkaveHTtckol ceccun. Ecnm mac_address He 3apaH,
ate-agent sessions H:H:H:H:H:H wnn H-H-H-H- | yaanaioTtca Bce ceccuu.
[mac_address] H-H)

5.32 KoHdurypuposaHue DHCP-cepsepa

DHCP-cepBep oCyLLeCcTBAAET LLEHTPANNM30BaHHOE ynpaBieHne CeTeBbIMM aApecaMm U COOTBETCTBYHO-
WMMW KOHOUTYPALMOHHBIMU NapaMeTpammn, aBTOMaTUYECKM NPEeLOCTABAAA UX KNMeHTamM. ITO NO3BONSET U3-
6exKaTb Py4YHOM HAaCTPOMKMN YCTPOICTB CETU U YMEHbLUAET KOIMYECTBO OLUMOOK.

KomaHObI pexcuma 21060s6H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnua 5.245 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKNIOYEHA

BkntoueHune ¢yHKumnn DHCP-cepBepa Ha KommyTaTope.
V MNMepea BkntoueHnem DHCP-cepBepa npeaBapu-
TeNbHO A0/I3KHbI 6bITb OTKAOUEeHbl DHCP-KnneHTbl
B0 Bcex VLAN. B TOM Uncne BKAOYEHHbIM N0 YMOAYAHUIO
DHCP-knueHT B VLAN 1.

BbikntoueHue pyHKummM DHCP-cepBepa Ha KOMMYyTaToOpeE.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonoB

Bxoz, B peXXMm KOHOUIypMpoBaHMA CTaTUYECKUX afpecos
DHCP-cepsepa.

Ypnansaet koHourypaunio DHCP-kaMeHTa ¢ 3aaHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network
name

name: (1..32) cumBosioB

Bxog, B pexxum KoHourypmposaHusa DHCP-nyna agpecos
DHCP-cepsepa.
- name — nma DHCP-nyna agpecos.

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-ad-
dress low_address
[high_address]

YkasbiBaeT IP-aapeca, kotopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low_address — HavanbHbIN IP-agpec AMana3oHa;

- high_address — kKoHeuYHblIl IP-agpec ananasoHa.

YpaneHue IP-agpeca 13 CNUCKa UCKAOYEHUI ANA Ha3HaYeHun
ero DHCP-knuneHTam.

ip dhcp ping enable

no ip dhcp ping enable

-/BblK/IlOYEHA

BkntounTb nepegadvy ICMP-3anpocoB Ha HasHavaeMblli agpec
015 NpoBepKU, uTo IP-aapec aBnaetca cBO6OAHbIM, Npexae
4yem OH b6yaeT HasHavyeH DHCP-knveHTy.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

OnpepenaeT KonmyecTso otnpasasemblx ICMP-3anpocos.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300 .. 1000)/500 mc

Onpegenser TalimayT, B TeueHue KoToporo DHCP-cepBep 0u-
[aeT OTBET C afpeca, Ha KoTopblli oTnpasneH ICMP-3anpoc.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

KomaHObI pexcuma KoHgu2ypuposaHua cmamu4veckux adpecos DHCP-cepsepa

BunAa 3anpoca KoMaHAHOM CTPOKU B PeXKMME KOHPUTYpUPOBaHUA cTaTUYeckux agpecos DHCP-cepsepa:
console#configure

console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabnunua 5.246 — KomaHapl pexknuma KoHGUrypupoBaHus

KomaHoa 3HayeHue Aelicmeue

PyuHoe pesepsupoBaHue IP-agpecos gns DHCP-knmeHTa.

- ip_address — |P-agpec, KoTopblii byaeT conoctaBneH ¢ pusu-
YeCcKUM afpecom KAMEeHTa;

- mask/ prefix_length — macka noacet/ anvHa npedukca;

- id — dum3nyeckmnin agpec (MaeHTMOUKATOP) CEeTEBOM KapTbl;

- mac_address — MAC-agpec.

address ip_address

{mask | prefix_length} {cli-
ent-identifier id| hard-
ware-address —
mac_address}

no address Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name Onpegenaet uma DHCP-knneHTa.

name: (1..32) cumBonos

no client-name Ypansaet uma DHCP-knueHTa.
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KomaHObI pexcuma KoHgu2ypuposaHusa nyaa DHCP-cepsepa

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypuposaHma nyna DHCP-cepsepa:
console#configure

console (config) #ip dhcp pool network name
console (config-dhcp) #

Tabnunuya 5.247 — KomaHapl pexknuma KoHOUrypupoBaHus

3HayeHue/3HayeHue no

KomaHoa Aeilicmeue
yMoOAYaHuIo
address {network_number YcTaHaBAWBaeT HoMep NOACETU M MacKy NoAceTV A4A nyna aa-
| low low_address pecos DHCP-cepsepa.
high high_address} - network_number — IP-agpec Homepa noaceTy;
{mask | prefix_length} — - low_address — HayanbHbIN IP-agpec aAnanasoHa afpecos;

- high_address — kKoHeuYHbIl IP-agpec Anana3oHa aapecos.
- mask/ prefix_length — macka noacetn/ anvHa npedukca.

no address YaanaeT koHdurypaumto DHCP-nyna appecos.
lease {days [{hours} Bpems apeHabl IP-agpeca, KOTopblit HasHayeH oT DHCP.
[minutes]] | infinite} - infinite — Bpemsa apeHAbl He orpaHUYeHo;

- days — KONN4ecTBO AHEW;

/1 Aetb - hours — KOJIMYeCTBO 4acos;

- minutes — KOMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
ping enable Bkatountb nepeaady ICMP-3anpocos ana nposepku, 4to IP-aa-

pec siBnsetcs cBO60AHbIM, Npexae Yem oH ByaeT HasHaueH

-/BbIKNtO4EHO DHCP-kaneHTy.

no ping enable YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHguaypuposaHusa nyana DHCP-cepsepa u cmamu4yeckux adpecos DHCP-
cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabnunua 5.248 — KomaHzbl pexxnma KoHOUryprupoBaHua

3HayeHue/3Ha4yeHuUe .
KomaHoa / HAelicmeue
no ymon4aHuro

default-router ip_address_list OnpegenseT CNUCOK MapLIPyTM3aTOPOB MO YMOYAHUIO ANA

DHCP-knueHTa:

- ip_address_list — cnucok IP-agpecos MmapLupyTM3aToOpoOB.,

MOXKET CoAepKaTb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-agpec mapLpyTusaTopa A0/KeH 6bITb B TOM e

-/cnuUcoK mapLupyTusaTo-
poB He onpegeneH

. NoACeTH, YTO U KINEHT.

no default-router YcTaHaBAMBAET 3HAYEHME MO YMOTYAHUIO.

dns-server ip_address_list Onpegensaet cnnucok DNS-cepBepoB, AOCTYMNHbIX ANA KANEHTOB
DHCP:

-/cnucok DNS-cepsepos

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moxeT
He onpegaeneH

coaepaTb A0 8 3anucelt, pasgeneHHbIX npobenom.

no dns-server YcTaHaBAUBAET 3HAYEHME MO0 YMONYAHUIO.

domain-name domain domain: (1..32) OnpegenaeT gomeHHoe umsa ana DHCP-kaneHToB.

no domain-name CMMBO/10B YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
netbios-name-server Onpegensaet cnucok WINS-cepBepoB, OCTYNHbIX ANA KAWNEH-
ip_address_list ToB DHCP:

-/cnucok WINS-

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, Mo-
cepBepoB He onpeaeseH

KET cogepKaTb 4o 8 3anuceil, pasgeneHHbix npobenom.
no netbios-name-server YcTaHaBAMBAET 3HaYEHME MO YMOYaHMIO.
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netbios-node-type
{b-node | p-node | m-node |
h-node}

-/Tvn y3na NetBIOS He
onpegenex

no netbios-node-type

Onpegenset Tmn y3na NetBIOS Microsoft ana knmeHTos DHCP:
- b-node — wupokoseLLaTeNbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rm6puaHbIN.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHma DHCP-knmeHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOro A0/XKEH BbITb NONY-
YeH 3arpy3oyHbli dana.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

next-server-name name

name: (1..64) cumBonos

no next-server-name

Ucnonb3yetca ana ykasaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOro A0/IKEH ObITb NOMYYEH 3arpy304HbIin dain.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

bootfile filename

filename: (1..128) cum-

no bootfile

BOJ10B

YKasblBaeT ums ¢aitna, ncnosb3yemoro a1 HauyanbHoM 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

time-server ip_address_list

-/CNNCOK cepBepoB He
onpegeneH

no time-server

Onpeaensaer CNMCOK CepBEPOB BPEMEHM, AOCTYNHbIX AN KAU-
eHTos DHCP:

- ip_address_list — cnucok IP-aapecoB cepBepoB BpeMeHH,
MOXKET CoAepKaTb A0 8 3anunceit, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [descrip-
tion desc]

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CYMBOJIOB;
desc: (1..160)

no option code

CUMBO/IOB;

Hactpansaet onumn DHCP-cepsepa.

- code — Kog, onuuu DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHMue;

- integer — uenoe NONOKUTENbHOE YNCIIO;

- ascii_string — cTpoka B popmate ASCII;

- hex_string — cTpoKa B WecTHaALaTMpnyHom bopmare;
- ip_address_list — cnucok IP-appecos;

Ypanset onumn gna DHCP-cepBepa.

tftp-server ip_address_list

-/CNNCOK cepBepoB He

no tftp-server ip_address_list

onpegeneH

HacTtpoiika onumm 150 — agpeca TFTP-cepBepa:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIX npobenom.

Ypanaer HacTpolky onuum 150:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIX npobenom.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 5.249 — KomaHapl pexuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaaneHue 3anuceit ns Tabanubl cooTBeTcTBUA GU3NYECKUX aa-
pecoB u apecoB, BblgaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — |P-appec, Ha3HayeHHbIi DHCP-cepBepom;

* - yAanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepeepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, koTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knneHTOB.

show ip dhcp pool host
[lio_address | name]

name: (1..32) cumBosios

MpocmoTp KoHOUrypaumm ansa ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — |P-agpec KAneHTa;

- name — wmsa DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBosios

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepBepa:
- name — wmsa DHCP-nyna agpecos.
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show ip dhcp binding MpocmoTp IP-aapecos, KOTOpbIe CONOCTaBAEHbI C PUIUYECKUMM

[ip_address ] — afpecamu KAWEHTOB, a TaKXKe Bpems apeHabl, cnocob HasHaye-
HUA K cocToaHme IP-agpecos.

show ip dhcp server statis- _ MpocmoTp cTtatnctnkm DHCP-cepsepa.

tics

[pumepebl 8b1M0MAHEHUA KOMAHO

= Hactpoutb DHCP-nyn c umeHem test n ykasatb gna DHCP-KAnMeHTOB: uma gomeHa - test.ru, w3
no ymon4yaHuto - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#

console#configure

console (config) #ip dhcp pool network test

console (config-dhcp) #address 192.168.45.0 255.255.255.0
console (config-dhcp) #domain-name test.ru

console (config-dhcp) #dns-server 192.168.45.112

console (config-dhcp) #default-router 192.168.45.1

5.33 KoHdurypuposaHue ACL (cnuckn KOHTponsa aoctyna)

ACL (Access Control List — cnucoK KoHTpona aocTyna) — Tabauua, Kotopasa onpeaenser npasuna
duNbTPauMmM BXogaLLero Tpadguka Ha OCHOBaHUM NepegaBaembiX B NakeTax NnpoTokonos, TCP/UDP-nopTos,
IP-agpecos nan MAC-agpecos.

Ons peannsaumnmn dyHKLMM ACL KOMmyTaTop UCNoNb3yeT cucteMHble pecypcbl TCAM (Ternary Content
Addressable Memory). 3TOT pecypc ucnonb3yetca AAA peannsaumm u apyrux OyHKUMA YCTPOMCTBa,
Hanpumep, oyHKUMKM Selective Q-in-Q. MockonbKy pecypc TCAM aABnAeTcs oOrpaHUYEHHbIM, ANA
ONTUMM3ALUN €ro UCNONb30BAHMA B PA3/IMYHBIX YCNOBUAX NPEAyCMOTPEHO ABa peXuma. ITU perrumbl
Ha3BaHbl ACL-only n ACL & SQinQ.

B pexkume ACL-only Becb pecypc TCAM oTgaeTca Ana ncnosib3oBaHusa cepsncom ACL. 3To nossonser
No/Ib30BaTeN0 YCTPOMCTBA CO34aTb MaKCMMa/IbHOE KOJIMYECTBO MPaBWA ANA CMMCKOB KOHTPOAA AOCTyna.
Kpome TOro, B aTOM peXMme BO3MOXKHA rpynnupoBKa MAEHTUYHbIX NPaBWa, €CAU OHU NPUMEHAITCA ANA
BCEX MOPTOB KOMMYTaTOpa — 3TO AAET BO3MOXHOCTb CyLLEeCTBEHHO COKOHOMUTL pecypcbl TCAM.

Ons ynpasnenus npasuaamm ACL B pexkume ACL-only mcnonb3yeTca AONOAHUTENbHbIM NapameTp
npodunb (profile). Ona Kaxkaoro nopTa goctynHo 3 npoouns — 0, 1 n 2, K KOTOPbIM MOKHO NMPUBA3bIBATb
cnucku poctyna. Npu aHanuse TpaduK nocnenoBaTeIbHO NPOBEPAETCA HA COOTBETCTBME NPABWUIAM CMUCKOB
KOHTPOANA AOCTyna B NOpPAAKe, onpeaensembiMm Homepom npoduaa. CHayana npoBepstoTcA npaBuaa
npoduna 0, 3aTem npodmna 1 n B nocneaHwow0 odepeab — npoduna 2.

Ons Toro, utobbl cakoHOMWUTb pecypcbl TCAM obwume ans Bcex NoOpToB npasBuaa Tpebyetca
rpynnMpoBaTb B 04HOM U3 Npodunen.

OrpaHunyeHue pexuma ACL-only cocTouT B HEBO3MOXKHOCTU MCMO/b30BaTb GyHKUMKM Selctive Q-in-Q n
MAC-based VLAN.

Pexxum ACL & SQinQ npegycmatpuvBaeT OAHOBPEMEHHOE WCNonb3oBaHMe pecypca TCAM
HecKoNbKMMK cepucamm. PacnpeaneneHmne TCAM mexay cepsmMcamu NpoOMCXOAMUT aBTOMATUYECKM.

OueHuTb ncnonbzosaHne TCAM MOXKHO € NOMOLLbIO KOMaHAbI «show system resources tcam».

V ACL-cnucKku Ha 6ase IPv6-, IPv4- 1 MAC-agpecoB He A,0/13KHbl MMETb O4WHAKOBble Ha3Ba-
HuA.

IPv6- n IPv4-cnuckn moryTt pabotatb BMmecTe Ha ogHOM ¢pusndeckom uHtepdeice. Cnucok
V ACL Ha 6a3e MAC-agpecauum He MOKeT COBMELLATbCA €O cnucKamu ana IPv6. [iBa cnucKka
OAWHAKOBOro TMNa He moryT paboTtaTb BmecTe Ha UHTepdeiice.

KomaHabl Ans co3paHusa U pedakTUpoBaHuA cnuckoB ACL AOCTyMHbl B pexume rnobanbHoro
KOH}UrypupoBaHus.
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KomaHObI pexcuma 27106as16H020 KOHpU2YPUPOBAHUSA

KomaHaHan cTpoka B perunme rn106a/1bHOro KOHGUIypupoBaHMA UMEET BUA,:
console (config) #

Tabnnua 5.250 — KomaHapl Ana co3gaHua u KoHpurypuposaHma cnmckos ACL

KomaHoa 3HaueHue Aeiicmeue
ip access-list extended ac- Co3paaHue HOBOro paclumpeHHoro cnucka ACL ana agpecauum
cess_list IPv4 1 BXog, B pEXUM €ro KOHGUrypupoBaHus (ecam Cnmcok ¢

OaHHBIM UMEHEM eLlle He co34aH) B0 BXOZ B peXUM KOHOU-
rYPMpOBaHUA paHee CO34aHHOIO CIMUCKa.

no ip access-list extended Ypanerue cnucka ACL ana agpecaunm IPv4.

access_list

ipv6 access-list ac- Co3paHne HOBOro pacwmpeHHoro cnmucka ACL gna agpecaunm

cess_list IPV6 1 BXOA, B peXXUM ero KOHPUrypupoBaHus (ecam cnmcok ¢
access_list: (1..32) cum- OaHHbIM UMEHEM elle He Co34aH) NMbo BX04, B PEXUM KOHOU-

BOJa rypupoBaHuWA paHee CO34aHHOro CNMCKa.

no ipv6 access-list ac- YpaneHune cnucka ACL ana agpecaumm IPv6.

cess_list

mac access-list extended Co3pgaHue HoBoro crnvcka ACL Ha 6a3e MAC-agpecaumu 1 BXoA,

access_list B PEXKMUM ero KOHPUrypnupoBaHUa (eCaM CAUCOK C AaHHbIM

MMEHEM eLLle He co34aH) 60 BXOZ, B PeXKUM KOHOUTypUpo-
BaHWA paHee CO34aHHOro CrucKa.

no mac access-list ex- Ypnanenue cnucka ACL Ha 6a3ze MAC-aapecaumu.
tended access_list
time-range range_name Bxog B pexnm KoHoUrypmnposaHua time-range u onpegene-

HUE BPEMEHHbIX MHTEePBA1I0B ANA CNUCKA 40CTyna.

range_name: (1..32) cum- .
ge_ ( ) - range_name — nms npoduna HacTpoek time-range.

Bona — -
no time-range YpaneHue 3agaHHoOM KoHdUrypaumm time-range.

range_name

Ona Toro u4tob6bI aKTMBM3MPOBaTb cnucok ACL, HeobxoAMMO cCBA3aTb €ro C WHTepdelrcom.
NHTepdeiicom, MCNOob3YIOLLMM CNIMCOK, MOKeT BbiTb 60 MHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, Vian , epynnsi nopmos.

KomaHZHan CTpoKa B perkume KoHOUTypupoBaHua nHtepdeiica Ethernet, rpynnbl NOPTOB MMEET BUA,:

console (config-if)#

Tabnnuya 5.251 — KomaHaa HasHaveHua cnmcka ACL nuHtepdelicy.

KomaHoa 3HaueHue Aeilicmeue
service-acl input ac- B HacTpolikax onpeaenéHHoro ¢pusnyeckoro nHTepdeinca Ko-
cess_list [profile pro- MaH/a NPUBA3bIBAET YKa3aHHbIN CMUCOK K JaHHOMY UHTep-
file_id] deicy.
V Napamertp profile gocryneH TonbKo B pexxume
. acl-only.
access_list: (1..32) cum- V B pexxkume acl-only koHdpurypuposaHue ACL Ha
.80}.13; VLAN HepocCTynHO.
profile_id: (0..2) Npu oaHoBpemeHoit npusaske ACL K pusnyeckomy
V uHTepodeiicy u interface vlan npuopurer otgaérca
HAcTpoiiKe Ha Ppusnyeckom uHtepdodeiice.
no service-acl input YaaneHue cnvcKa ¢ nHtepdelica.
[profile profile_id]
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KomaHObi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bna;

console#

Tabnnuya 5.252 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHoa 3HavyeHue Aelicmeue
show access-lists [ac- MokasbiBaeT cnucku ACL, co3gaHHble Ha KOMMyTaTope.
cess_list] access_list: (1..32) cum-
show access-lists time- BO/IA MoKasbiBaeT cnmcku ACL, co3gaHHble Ha KOMMYTaTOpe, KOoTopble B
range-active [access_list] HacTosiLLee BpemMs ABAAKOTCA aKTUBHbIMM.
show interfaces access- MoKasbiBaeT cnmcku ACL HazHauyeHHble UHTepdeiicam.
lists [gigabitethernet gi_port: (1..3/0/1..28);
gi_port | fa_port: (1..3/0/1..24);
fastethernet fa_port | vlan_id: (1..4094);
port-channel group| group (1..8)

vlan vian_id]

clear access-lists counters . O6HYUTb BCe cyeTumKK cnuckos ACL, IMBO cHETYMKM ANS CUCKOB
L. . gi_port: (1..3/0/1..28); N
[gigabitethernet gi_port | ACL 3apaHHoOro nHtepdelica.
fa_port: (1..3/0/1..24);
fastethernet fa_port |

port-channel group] group (1..8)

show interfaces access- MoKa3blBaeT CYETYMKM CIMCKOB AOCTYNa.
lists counters gi_port: (1..3/0/1..28);

[gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group (1..8)

port-channel group]

KomaHOowbl pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#

Tabnnuya 5.253 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHoa 3HaueHue HAelicmeue
show time-range range_name: (1..32) Moka3sbiBaeT KOHGUIypaLUIo BpeMeHHOro MHTepBana.
range_name cumsona

5.33.1 KoHdurypuposaHue ACL Ha 6a3e IPv4

B pgaHHOM pasgene npuBeaeHbl 3HAYEHUA M OMUCAHMA OCHOBHbLIX MApPaMEeTPOB, UCMNOJIb3YEMBbIX B
CcoCTaBe KOMaHA HacTpomKu cnmckos ACL, ocHOBaHHbIX Ha aapecauun |Pv4.

Co3gaHue M BXO4 B pexum pepaktmposaHua cnmckoB ACL, OCHOBaHHbIX Ha agpecauun IPv4,
OCYyLLEeCTBNAETCA N0 KOMaHAe: ip access-list extended access-1ist. Hanpumep, ona cosgaHua
cnucka ACL noa Ha3BaHueM EltexAL He0b6x0AMMO BbINONHUTL C/IeAYIOLLIME KOMaHAbI:

console#

console#configure

console (config) #ip access-list extended EltexAL
console (config-ip-al) #

Tabnunua 5.254 — OcHOBHbIE NapaMeTpbl, UCNOb3yeMble B KOMaHAaX

Mapamemp 3Ha4yeHue Aelicmeue
permit [Oelicteue ‘paspelunts’ Cospaet paspewatouiee npasuao ¢punbTpaumm B cnmcke ACL.
deny [Oevicteue ‘3anpetuTs’ Co3paet 3anpewatowee npasuno ¢uabTpaumm B cnncke ACL.

Ethernet-kommymamopsi MES1000, MES2000 235



HELTEX

protocol

MpoTokon

Mone npeAHasHa4YeHO A41A yKa3aHWUA NPOTOKOA (MM BCEX MPOTOKO-
N0B), Ha OCHOBe KoToporo byaeT ocylecTBaseTca dpunbTpauma. Mpu
Bbl6Ope NPOTOKO1a BOSMOXKHbI CieflytoLye BapuaHTbl: arp, icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag,
idrp, rsvp, gre, esp, ah, ipvb:icmp, eigrp, ospf, ipinip, pim, 12tp, isis,
ipip, "Mb0 YncnoBoe 3HaYeHNe NPOTOKONA, B AnanasoHe (0-255).
[na cootBeTcTBUA Nt0OO6OMY NPOTOKONY UCMO/b3YeTCA 3HaYeHue ip.

source_mac

MAC-agpec UCTOYHUKA

Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mac_wildcard

Macka MAC-agpeca
NCTOYHMKA

Macka onpegenset 6utbl MAC-agpeca MCTOYHMKA NaKeTa, KoTopble
HEeobXoANMMO UrHOPUPOBATL. B 3HaUEeHUA UTHOpUpPYyeMbIX BUTOB
O0/1XKHbI BbITb 3anMcaHbl eauMHULbI. Hanpumep, NCNob3ysA MAcKy,
MOXHO onpeaennTb AnA npasuna unbTpaumm amanasoHa MAC-ag-
pecos. YTobbl o6aBUTL B NpaBuio puastpaumnmn sce MAC-agpec
HaumHarowmeca Ha 00:00:02:AA.xx.xx, HeO6X04MMO 3a4aTb 3HaYEHne
macku 0.0.0.0.FF.FF, To ecTb, corfiacHo AaHHOW macke, nocnegHue 16
61T MAC-agpeca byayT He BaXKHbl 414 aHaU3a.

destination_mac

MAC-agpec HasHa4yeHuA

Onpegenaet MAC-agpec HasHavYeHUA NakeTa.

destination_mac_wildcard

Macka MAC-agpeca
Ha3HayeHuA

butoBas macka, npumeHaemas K MAC-agpecy HasHavyeHuMA nakeTa.
Macka onpegenset 6utbl MAC-agpeca, KoTopble He0H6X0AMMO UTHO-
pupoBaTb. B 3HaYeHMA UTHOPUPYEeMbIX BUTOB A0/1XKHbI ObITb 3aMMCaHbI
eanHuUbl. Macka ncnonb3yeTtca aHalorM4yHO Macke source_mac-
wildcard.

source_ip

IP-agpec UCTOYHUKA

Onpepgensaet IP-agpec UCTOYHMKA NaKeTa.

source_ip_wildcard

Macka IP-agpeca
MCTOYHMKA

butoBas macka, npumeHaemas K IP-agpecy nctouyHmka naketa. Macka
onpegensaet 6utobl IP-agpeca, KOTopble HEOBXOANMMO UFHOPUPOBATL. B
3HAYeHMA UTHOPMPYEMbIX BUTOB A0/KHbI BbITb 3aNUCaHbl eAUHULbI.
Hanpumep, ncnonb3ysa macky, MOXXHO onpeaennTb ANA NpaBuaa
dunbTpaumm IP-cetb. YT06bI L06aBUTL B NpaBuao ¢punbTpauum IP-cetb
195.165.0.0, HeobxoanMmo 3aaaTb 3Ha4eHMe macku 0.0.255.255, To
€CTb COMMacHO AaHHOM macke nocnegHue 16 6ut IP-agpeca 6yayT wr-
HOPMpPOBATbLCA.

destination_ip

IP-appec HasHavyeHua

Onpegenser IP-agpec HasHayeHWA NakeTa.

destination_ip_wildcard

Macka IP-agpeca Ha3Ha-
yeHuna

ButoBaa Macka, npumeHsemas K IP-agpecy HazHayeHua naketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6X0AMMO UTHOPU-
poBaTb. B 3HaYeHMa UrHopmpyembix BUTOB 40MKHbI ObITb 3aMMcaHbI
eavHuUbl. MacKa Mcnosb3yeTca aHaNorMYyHO Macke
source_ip_wildcard.

Mpuoputet IP

vian NaeHtudumkatop Vian Onpepenset Vlan, gna kotoporo byaeT npMMeHATbCA NPaBUO.

dscp Mone DSCP B 3aronoske | Onpegenset 3HayeHne DSCP-nons diffserv. BoamoxHbie Koabl coob-
L3 weHuit nons dscp: (0 — 63).

precedence Onpeaenset npuoputeTt IP-TpaduKa: (0-7).

range_name

Nma npoduna koHobuUry-
pauuu time-range

Onpegenset KOHOUrypaL MO BPEMEHHbIX MHTEPBANOB.

icmp_type

Tun coobuweHuii npotokona ICMP, ncnonbsyemblit 418 GuabTpaumm
ICMP-nakeToB. Bo3moKHble TUMbl coobLeHnid nons icmp_type: echo-
reply, destination-unreachable, source-quench, redirect, alternate-
host-address, echo-request, router-advertisement, router-solicitation,
time-exceeded, parameter-problem, timestamp, timestamp-reply, in-
formation-request, information-reply, address-mask-request, address-
mask-reply, traceroute, datagram-conversion-error, mobile-host-redi-
rect, mobile-registration-request, mobile-registration-reply, domain-
name-request, domain-name-reply, skip, photuris, nm6o uncnosoe
3HayeHue TMna cooblyeHuns, B ananasoHe (0-255).

icmp_code

Kog, coobuieHna npoTo-
kona ICMP

Koga, coobuieHnit npotokona ICMP, ncnosbsyemolii ana dpuabtpaumnm
ICMP-nakeToB. Bo3moKHble Koabl coobLieHnit nons icmp_code: (0 —
255).

igmp_type

Tun coobuieHunn npoto-
kona IGMP

Tun coobuieHunin npotokona IGMP, ncnonbsyembiii gna GunbTpaumm
nakeTtos IGMP. Bo3MoOKHble TUMbl CO0bLLEeHNI noas igmp-type: host-
query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-
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v2, host-report-v3, nn6o uncnosoe 3HauyeHue Tuna cooblieHus, B Ama-
nasoHe (0-255).

destination_port

UDP/TCP-nopT Ha3Haue-
HUA

source_port

UDP/TCP-nopT nctou-
HUKa

Bo3moKHble 3HaueHunA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);

ana UDP-nopta biff (512), bootpc (68), bootps (67), discard (9), dnsix
(90), domain (53), echo (7 ), mobile-ip (434), nameserver (42), netbios-
dgm (138), netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520),
snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds (49),
talk (517), tftp (69), time (37), who (513), xdmcp (177).

Nnéo uncnosoe 3HaveHne (0-65535).

list_of flags

®naru npotokona TCP

Ecnun ana ycnoeua ounbTpaumm dnar 4oaKeH 6biTb YCTaHOBAEH, TO
nepes HUM CTaBMTCA 3HaK «+», €C/IN He A0/IXKeEH bbITb YCTaHOB/IEH, TO
«-». Bo3amoKHble BapuaHTbl ¢pnaros: +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn u -fin. Mpu UcNoab30BaHMM HECKONBbKUX dNa-
ros B yciioBun dpunbTpaumm, daarv ob6beguHATCA B OAHY CTPOKY 6e3
npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobuweHni

disable-port BbIK/IlOYaET NOPT, C KOTOPOTO Bbl/1 NPUHAT NaKeT, yA40BAeTBOPAOLWMIA
OTKAoYeHMe nopTa ycnosuam noboi U3 kKomaHg, 3anpeta deny, B cocTaBe KOTOPOiA, 6b110
onucaHo none.
log-input BkntoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLLEHWIA B CUCTEMHBbIN XKYp-

Ha/l Npn Noay4eHUn nakeTa, KOTOprVI COOTBETCTBYET 3anncu.

offset_list_name

HanmeHoBaHMe cnuncka
Wwabsi0HOB Nosib3oBaTeNA

3afaeT Mcnosib3oBaHMeE CNUCKA WabioHOB Nosb3oBaTens Aja pacno-
3HaBaHWA nakeToB. [na Kaxgoro cnvcka ACL morKeT b6bITb onpegeneH
CBOM CNUCOK WabsoHOB.

index

MHpaekc npasuna

MNHAOEeKC 3a4aeT NoNoXKeHWe NpaBuaa B CNUCKE U ero npuoputet. Yem
MeHblUEe UHAEKC, TEM NPUOPUTETHEE NpaBuao. [AnanasoH A0NYCTUMbIX
3HavyeHnn 1-2147483647.

< L

oaHoro u3 npasun IP ACL).

[na Bbibopa Bcero ananasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyercs na-
pameTp «any».

Ecnu naket nonagaet nog Kputepuit npasuna B ACL, To Hag HAM BbINONIHAETCA AeUcTBUE
aToro npasuna (permit/deny). JanbHeiwan npoBepKa He NPOM3BOAMUTCA.

Ecnu Ha nHtepdeiic HasHauveHb! IP 1 MAC ACL, To nepBoHa4asbHO NakeT 6yAeT npoBepeH Ha
cootBeTcTBUe npasunam ACL, notom MAC ACL (B cnyyae, ecm He nonaget nog, geicTeme HU

_ Ecnu nocne npoBepKu Ha cooteeTcTBue npasunam IP unu MAC ACL (koraa 1 ACL Ha3sHaueH
V Ha uHTepdeic) uam IP u MAC ACL (korga 2 ACL Ha3HaueHbl Ha UHTepdeiic) Nnaker He nonan
noa, AeicTBMe HU OAHOro U3 NPaBUJ, TO HaZ AaHHbIM NakeToM ByAeT NnpuMeHeHo aeiicTBue

«deny any any».

Tabnunua 5.255 — KomaHapl, ucnonb3yemble ans HacTpoikm ACL cnmcKkoBs Ha ocHoBe IP-agpecaumm

KomaHoa

Aeilicmeue

permit protocol

[offset-list offset_list_name]

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard} TOpOM.
[dscp dscp | precedence precedence]

[time-range range_name] [index index]

[obasnsnet paspeluatolyto 3anucs GpuabTpaLmm ans npotokona. Ma-
KeTbl, OTBEYAIOLLME YCNOBUAM 3anucu, byayT o6pabaTbiBaTbC KOMMYyTa-
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permit arp

{any/source-mac source-mac-wildcard }
{any/ destination mac destination mac wild-
card}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}

[vlan vian_id] [index index]

[JobasnsaeT paspeLlatowyto 3anuce puabtpaumm ana npotokona ARP. Ma-
KeTbl, OTBEYAtOLWME YCNOBUAM 3anucK, byayT 06pabaTtbiBaTbca KOMMYyTa-
TOpOM

permit ip

{any|source_mac source-mac-wildcard}

{any| destination_mac destination_mac_wild-
card}

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[OobasnaeT paspelatowyto 3anmncbk duUabTpaumm ans npotokona IP. Ma-
KeTbl, OTBEYAtOLWME YyCNoBUAM 3anucK, byayT 06pabaTtbiBaTbca KOMMYyTa-
TOpOM.

permit icmp

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

JobasnsaeT paspelwatowyto 3anucb GuabTpaumm ans npotokona ICMP.
lMaKeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT 06pabaTbiBaTbCa KOMMY-
TaTOPOM.

permit igmp

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
ligmp-type]

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[OobasnaeT paspeLlatowyto 3anncek duabTpaumm ans npotokona IGMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT 06pabaTtbiBaTbCa KOMMY-
TaToOpOM.

permit tcp

{any|source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

JobasnsaeT paspelatowyto 3annce duabTpaumm ans npotokona TCP. Na-
KeTbl, OTBEYAtOLWME YCNOBUAM 3anucK, byayT 06pabaTtbiBaTbca KOMMYyTa-
TOPOM.

permit udp

{any| source_ip source_ip_wildcard}

{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT paspeLaroLyto 3anmce GuabTpaLmm ana npotokona UDP.
MakeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT obpabaTbiBaTbCA KOMMY-
TaTOPOM.

deny protocol

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnseT 3anpewatoLLyto 3anmcb GUNbTPaLMmM gna NpoTokona. MNa-
KeTbl, OTBEYAtoLLME YCNOBUAM 3anucK, byayT 610KMpoBaTbCA KOMMYTa-
TopoMm. MNpun ncnonb3oBaHWUM KNOYEeBOro cioBa disable-port dusnyecknit
UHTepdec, NPUHABLLMI TaKoI NaKeT, byaeT BbikAtoYeH. Mpu ncnonb3o-
BaHWM KNtOYEBOro cn0Ba log-input 6yaeT oTnpasnaeHo coobuieHune B cu-
CTEMHbIV }KypHan.
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deny arp {any/source-mac source-mac-wild-
card '}

{any/ destination mac destination mac wild-
card }

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }
[{log-input} {disable-port}]

[vlan vian_id]

[JobasnsaeT 3anpewyatolyto 3anucb puabTpaumm ana npotokona ARP. MNa-
KeTbl, OTBEYAlOLME YCNOBUAM 3anucK, byayT 610KMpPoBaTbCA KOMMYTa-
Topom. Mpu ncnonb3oBaHWUK KNtoueBOro ciosa disable-port dpusnueckuin
MHTepdenc, NPUHABLINIM TaKoW NaKeT, byaeT BbikAoYeH. Mpu ncnonbso-
BaHWM KOYEBOTro €n0Ba log-input 6yaeT oTnpaBaeHo coobuieHune B cu-
CTEMHbIV KypHan

deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac destination_mac_wild-
card}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-in-
put] [index index] [offset-list offset_list_ name]
[vlan vian_id]

[OobasnsaeT 3anpewatoLlyto 3anucek GuabTpaumm ana npotokona IP. MNa-

KeTbl, OTBEYAIOLME YCNOBUAM 3anucK, byayT 610KMpPOBaTbCA KOMMYTa-

Topom. Mpu ncnonb3oBaHWUM KNtoueBoro ciosa disable-port dpusnueckuin
MHTepdenc, NPUHABLININ TaKoW NaKeT, byaeT BbikAoYeH. Mpu ncnonbso-
BaHWW KKOYEBOTO C/10Ba log-input 6yaeT oTnpaBaeHo coobuieHune B cu-

CTEMHbIM ¥KypHan.

deny icmp {any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnaeT 3anpewatoulyto 3anncsk puabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT 610KMPOBATLCA KOMMY-
TaTopom. Mpu Mcnonb3oBaHMM KAkOUYeBOTo cnoBa disable-port dpusnve-
CKUW MHTepdENC, NPUHABLUNIN TaKoM NaKeT, byAeT BbIK/IOYEH.

Mpw ncnonbsoBaHUM KatodeBoro ciosa log-input 6ypeTt oTnpaBneHo co-
obueHne B CUCTEMHBIN KypHai.

deny igmp {any|source_ip source_ip_wild-
card}

{any|destination_ip destination_ip_wildcard}
[igmp_typel

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnsaeT 3anpewatowyto 3anuce puabTpaumm ana npotokona IGMP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT 610KMPOBATLCA KOMMY-
TaTopom. Mpu Mcnonb3oBaHMM KAkoUYeBOTro cnoBa disable-port dpusnve-
CKUI nHTepdeiic, NPUHABLIWIA TaKol nakeT, byaeT BbikaoyeH. Mpu mc-
No/sb30BaHWUM KNtOYeBOro cioBa log-input 6ypeTt oTnpasnieHo coobue-
HUWE B CUCTEMHbIN KYpHa.

deny tcp {any| source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]

[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT 3anpewatoLLyto 3anucb GunbTpaLmm gna npotokona TCP. Ma-
KeTbl, OTBEYAtOLME YCNOBUAM 3anucK, byayT 610KMpPoBaTbCA KOMMYTa-
TopoM. Mpun ncnonb3oBaHWUM KNtoYeBOro cioBa disable-port dpusnyeckuin
MHTepdeic, NPUHABLLMI TaKo NaKeT, byaeT BbikAtoYeH. Mpu ncnonb3o-
BaHWM KNOYEBOTO cNoBa log-input byaet oTnpasieHo cooblieHme B Cu-
CTEMHbIV KypHan.

deny udp {any| source_ip source_ip_wildcard}
{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT 3anpewarowyro 3anncb GunbTpauum gns npotokosna UDP.
MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayT 610KMPOBaATLCA KOMMY-
TaTopom. Mpu Ncnob30BaHMM KAoYeBOro cnoea disable-port dpusnye-
CKUI nHTepdeiic, NPUHABLWNIA TaKoM NakeT, ByAeT BbIKNOYEH.

offset-list name { offset_base offset mask value}

Co34aéT cn1coK WabnoHoB NONb30BaTeNs C UMeHeM name. imsa moxkeT
BK/ItOYaTb OT 1 A0 32 cMMBONOB.
B 04HOM KOMaHAEe MOXEeT cofepaTbCA A0 NATU LWAabNOHOB, COCTOALLMX
13 CNefyroLmMx napameTpos:
offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUs:

L3 — Hayvano 3aronoskKa IPv4;

L4 — KoHeL, 3aronosKa IPv4;
offset — cmeleHne 6aliTa aHHbIX B Npegenax naketa. basosoe cmelue-
HWe NPMHUMMAETCA 33 HaYaNo OTcYeTa;
mask — mMacKka. B aHanu3e nakeTa NPUHUMALOT y4acTme TONbKO Te pas-
paabl 6aiTa, ANA KOTOPbLIX B COOTBETCTBYIOLMX Pa3pagax Macku 3agaHa
s
value — nckomoe 3HaueHue.
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no offset-list name YaanseT co3aaHHbIi paHee CrMCoK.

remove index index YpanseT co3gaHHy paHee 3anuch.

- index — vHAEKc npasuna.

5.33.2 KoHdurypuposaHue ACL Ha 6a3e IPv6

B OgaHHOM pa3sgene NpuBeAeHbl 3HAYEHMA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, MCMNOAb3YEMbIX B
COCTaBe KOMaHz, HacTponKKu cnnckoB ACL, oCHOBaHHbIX Ha aapecauum IPv6.

CosgaHue M BXO4 B pexum pepaktmposaHua cnmckos ACL, OCHOBaHHbIX Ha agpecauun IPve,
OCyLLeCTBAAETCA NO KOMAHAe: ipvé access-list access-1ist. Hanpumep, ana cosgaHuna cnucka ACL
noA HasaHnem MESipv6 Heo6xoaMMO BbINONHUTL Cheaylolme KOMaHabl:

console#

consolef#configure

console (config) #ipv6 access-list MESipv6
console (config-ipv6-al) #

Tabnunua 5.256 — OcHOBHbIE NapamMeTpPbl, UCMOb3YEMbIE B KOMaHAAX

MpoTtokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3pgaeT paspelatowee npasuno uabtpaumm B cnucke ACL.
deny [OeiicTBue 3anpeTuTb Co3gaeT 3anpelatollee npasmao puabTpaumm B cnucke ACL.
protocol Mone npeaHasHaYeHO ANs yKa3aHWA NPOTOKOA (MM BCex Npo-

TOKO/10B), Ha OCHOBE KOTOpOoro byaeT ocyuiecTenseTca GuabTpa-
uma. Mpu BbiGope NPOTOKO1a BO3MOKHbI C/leaytoLLMe BapuaHTbl:
icmp, tcp, udp, 1Mb0 UMcnoBoe 3HaYEHMe NPOTOKOIA — icmp
(58), tcp (6), udp (17).

[ns cooTBeTcTBUA Nt106OMY NPOTOKOJY UCMO/b3YETCA 3HaYEeHMe
ipv6.

source_prefix/
length

AZpec oTnpaBuTens u ero
ANVHA

Onpepenset IPve-aapec v annHy npedukca cetn (0-128) (konam-
4eCTBO CTapLIMX BUT aapeca) UCTOYHMKA NaKeTa.

destination_prefix/

Appec HasHayeHuA u ero

Onpepenset IPve-aapec v annHy npedurca cetn (0-128) (konam-

length ANMHa YecTBO CTapLUMX BUT agpeca) HasHauYeHMs NaKeTa.

dscp None DSCP & saronoske L3 Onpe,u,enﬂezT 3Ha4yeHne DSCP-nonsa diffserv. BoamoskHble Koabl
coobueHunit nons dscp: (0-63).

precedence Mpuoputert IP Onpegaensnet npuoputet IP-Tpaduka: (0-7).

range_name

Nma npoduna KoHoUrypa-
ummn time-range

Onpegaenset KOHOUrYPaALMIO BPEMEHHbBIX MHTEPBaNOB.

icmp_type

Tun coobuieHuns npoto-
kona ICMP

Ucnonbayetca ana ounotpauumn ICMP-nakeTos. Bo3moxHble
TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHUI Nonsa icmp-type: desti-
nation-unreachable (1), packet-too-big (2), time-exceeded (3),
parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done
(132), router-solicitation (133), router-advertisement (134), nd-
ns (135), nd-na (136).

icmp_code

Koga, coobuieHunin npoto-
kona ICMP

Ucnonbayetca ana ounbtpauun ICMP-naketoB. Bo3moKHble 3Ha-
YyeHua nona 0-255.

destination_port

UDP/TCP-nopT Ha3HauyeHusA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morKkHble 3HaueHuA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
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(513), xdmcp (177).
Nnbo uncnosoe 3HaveHue (0-65535).

list_of flags Ecaun ana ycnosua ¢unbTpaumm dnar 4oKeH 6biTb YCTaHOBAEH,
TO Nepes, HUM CTaBUTCA 3HaK «+», eCAN He J0/KeH BbITb ycTa-
HOBJEH, TO «-». BO3MOXKHble BapuaHTbl dnaros: +urg, +ack, +psh,
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u fin.

dnarn npotokona TCP

disable-port BbIKk/IlOYaeT NOPT, C KOTOPOTO BblA NPUHAT NAKeT, YA0BNETBOPAIO-
OTKAtoYeHWe nopTa Wuii ycnosusam ntoboi U3 KomaHg, 3anpeTa deny, B cocTaBe KOTO-
poi, 6bl10 onucaHo nose.

BKntoyaeT oTnpaBKy MHGOPMALMOHHbBIX COOBLLLEHUI B CUCTEMHBbIN
YPHa Npu NOly4EeHUN NakKeTa, KOTOPbI COOTBETCTBYET 3aMMCH.

log-inout .
og-inpu OTnpaBKa coobLuieHunit

3apaeT Mcnonb3oBaHWe cnucka WabnoHoB nosb3oBaTensa AnA
pacrno3HaBaHuA nakeToB. [na KaxKaoro cnmvcka ACL moxeT 6bITb
onpegenieH CBOM CNMCOK WaboHOB.

offset_list_name
ffset_list_ MmA cnncka BUToBbIX Mo-

nen

index VIHAEKE NDaBUNa NHAaeKe npaBuna B Tabanue, Yem MeHblle MHAEKC, TEM NPUOPU-
A P TeTHee npasuno 1-2147483647

/ Dns Bbi6opa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyercsa na-
pameTp «any».

/' Mocne Toro, Kak xoTa 6bl ogHa 3anucb gobasneHa B cnucok ACL, B cnucok gobasnatoTca 3a-
nucu:

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX Pa3peLlaloT NOUCK coceaHuUX IPV6 yCTPOMCTB C NOMOLLbIO NPOTOKONA
ICMPvV6, a nocnepHAA 03Ha4YaeT UTHOPMPOBAHUE BCEX MAKETOB, HE YA,0B/ETBOPAIOLLMX YC10-

suam ACL.

Tabnunua 5.257 — KomaHapl, Ucnonb3yemble ans HacTpoikm ACL-cnucKoB Ha ocHoBe IPv6-aapecauum

KomaHda Aelicmeue
permit protocol [lobaBnseT paspeluatoLLyto 3anuch GUALTPALLMM ANA MPOTOKONA. [aKeTbl,
{any|source_prefix/length} oTBevaloLLme ycnosuam 3anucu, byayt obpabatbiBaTbca KOMMYTaTOPOM.

{ any| destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

permit icmp [obasnsaeT paspelatowyto 3anuce puabtpaumm ana npotokona ICMP. Ma-
{any|source_prefix/length} KeTbl, OTBEYAlOLLME YCA0BUAM 3anmcK, byayT 06pabaTtbiBaTbCa KOMMYTa-
{ any| destination_prefix/length} TOPOM.

{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

permit tcp [ob6asnaeT paspeLatowyto 3anuce uabTpaumm ansa npotokona TCP. Ma-
{any|source_prefix/length} KeTbl, OTBEYAlOLLME YCNOBUAM 3anmcK, byayT 06pabaTbiBaTbca KOMMYyTa-
{any | source_port} TOpoMm.

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[match-all list_of flags]

[offset-list offset_list_name]

permit udp [ob6asnaeT paspeLlatowyto 3anucek GuabTpaumm ana npotokona UDP. Na-
{any|source_prefix/length} KeTbl, OTBeYatoLLMe ycnosuam sanunck, byayt obpabatbisaTbca KOMMYyTa-
{any | source_port} TOpoM.
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{ any|destination_prefix/length}
{any| destination_port}
[dscp dscp | precedence precedence]

[time-range range_name]
[offset-list offset_list_name]

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnseT 3anpewatoLLyto 3anucb GuabTpaumm gna NpoTokona. MakeTsbl,
OTBevaloLLMe yC/0BUAM 3anucK, byayT 6N0KMPOBaTbC KOMMYTAaTOPOM.
Mpun ncnonb3oBaHUK KAKOYEBOTO CN0Ba disable-port GUsnYecKuii UHTep-
delic, NPUHABLUNI TaKoW NaKeT, byaeT BbiKAtoYeH. [pn ncnonb3oBaHUK
KntoyeBoro cno.a log-input 6yaeTt oTnpaBAeHO COOBLWEHNE B CUCTEMHBII
JKYpHan.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnseT 3anpeLatoLLyto 3anucb puabTpaumm gna npotokona ICMP. Ma-
KeTbl, OTBEYAlOLLME YCI0BUAM 3anmcK, ByayT 610KMPOBaTbCA KOMMYTATO-
pom. Mpu ncnonb3oBaHUK KAOYEBOro cioBa disable-port du3nyeckmnin nH-
Tepdelic, NpPMHABLLMIA TaKoM NakeT, byaeT BbiKAtoveH. Mpyu ucnosib3osa-
HUU KNKOYEBOTO CNoBa log-input byaeT oTnpaBieHo cOObLLEHME B CUCTEM-
HbIM KYpHa.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6aBnaeT 3anpeLLatoLLyto 3anucb puabTpaunmn ana npotokona TCP. MNa-
KeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpPOBaTbCA KOMMYTATO-
pom. Mpu ncnonb3oBaHUK KAOYEBOro cioBa disable-port dusnyeckmnin nH-
Tepdelic, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoYeH. MMpy ncnonb3osa-
HUU KNKOYEBOTO cNoBa log-input byaet oTnpaBieHO cOObLLEHME B CUCTEM-
HbIW XKypHan.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnaeT 3anpeLLatoLyto 3anucb GuabTpaummn ana npotokona UDP. MNa-
KeTbl, OTBEYalOLLME YCAOBUAM 3anuncu, byayT 6J10KMpoBaTbC KOMMYTATO-
pom. Mpu ncnonb3oBaHUK KNtoueBoro cnosa disable-port dusnyecknii nH-
Tepdeiic, NPUHABLLMIA TaKOM NaKeT, byaeT BbiKAtOYEH. Mpu ncnonb3osa-
HUM KNKOYEBOTO cNoBa log-input byaet oTnpaBieHo cOObLLEeHME B CUCTEM-
HbIM KypHa.

offset-list name { offset_base offset mask

value} ...

Co34aéT cnncok WabnoHoB N0Nb30BaTENA C UMeHeM name. Umsa moskeT
BKAOYaTb OT 1 A0 32 CMMBOIOB.
B ofHOM KOMaHAe MOXKeT cofepKaTbCA A0 TPUHAALATU WabsoHOB, COCTO-
AWMX U3 CefyHoLWMX NAapaMeTPoB:
offset_base — 6a3oBoe cmelLeHne. BO3MOXKHbIe 3HaYeHUA:

L3 — Hayvano 3aronoska IPv4;

L4 — KoHeu, 3aronosKa IPv4;
offset — cmelleHre banTa gaHHbIX B Npeaenax nakeTta. basosoe cmeue-
HWe NPUHUMAETCSA 33 Ha4yaNo OTCYeTa;
mask — macka. B aHanM3e nakeTa NpMHMMAIOT y4acTue TONbKO Te paspsaabl
6aliTa, ANA KOTOPbIX B COOTBETCTBYHOLMX Pa3paLax Macku 3agaHa ‘1’;
value — ncKkomoe 3HayeHue.

no offset-list name

Ypanser co3gaHHbIi paHee CruCoK.

remove index index

YpanseT co3gaHHyo paHee 3anuch.
- index — nHaekc npasuna.
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5.33.3 KoHdurypuposaHue ACL Ha 6a3e MAC

B paHHOM pasgene npuseeHbl 3HAYEHMA M ONMCAHMA OCHOBHbIX NApPameTpoB, MCMO/b3yeMbIX B
cocTaBe KoMaHA HacTponkum cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue M BXO4 B pexum pegaktmpoBaHua cnmckos ACL, ocHoBaHHbIx Ha MAC-agpecauumm,
OCYLLECTBNAETCA NO KOMAHAE: mac access-list extended access-1ist. Hanpumep, gna cosgaHma cnmcka
ACL nog, HazBaHMem MESmac HeobxoAMMO BbINOHUTL CAEAYIOLIME KOMAHAbI:

console#

console#configure
console (config) #mac access-list extended MESmac
console (config-mac-al) #

Tabnnua 5.258 — OcHOBHble NapameTpbl, UCNOAb3yEMblE B KOMaHAAX.

Mapamemp 3HavyeHue Aelicmeue
permit [ewncteue paspewmnTb Co3paet paspewatouiee npasuao ¢punbtpaymm B cnmcke ACL.
deny [OeiicTBue 3anpeTuTb Coszpaet 3anpeuwatowee npasuno ¢uabtpaumm B cnncke ACL.
source Appec oTnpasutens Onpepgenaer MAC-agpec NCTOYHUKA NaKeTa.

source_wildcard

ButoBaa macka, npumeHs-
emasa K MAC-agpecy ucrou-
HMKa nakeTa

Macka onpegenset 6utol MAC-agpeca, KoTopble HeobxoaMMo ur-
HOPUPOBATb. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB AOJ/IXKHbI ObITb 3a-
nucaHbl eguMHULbl. Hanpumep, NCNoib3ya MacKy, MOXKHO onpeae-
NUTb gN8 npasuna opunbTpaunmn amanasoHa MAC-agpecos. YTobbl
n06asuTb B Nnpasnio ¢unbTpaummn sce MAC-agpeca, HauMHaoWm-
ecs Ha 00:00:02:AA.xx.xx, He0H6X0AMMO 3a4aTb 3HAYEHUE MACKMU
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHOW Macke, nocneaHune 16 6ur
MAC-agpeca 6yayT He BaXKHbl A1a aHanM3a.

destination

Appec HasHayeHuA

Onpepenaetr MAC-agpec Ha3zHauYeHUA nakera.

destination_wildcard

BuToBas macka, NpMMeHs-
emas K MAC-agpecy HasHa-
YeHHnA NnakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HE0H6X0AMMO UT-
HOpPMpPOBATb. B 3HAaUYEeHWUA UTHOPUPYEMbIX BUTOB A,0/KHbI ObITb 3a-
nucaHbl eauHMLbl. MacKka MCnosib3yeTca aHasIorTMyHO Macke
source_wildcard.

vlan_id [nanasoH 3HayeHui Moacetb VLAN ¢unbTpyembix NaKeTos.
(0..4095)
cos [OunanasoH 3HayeHui Knacc obcnyxkusanus (CoS) unbTpyembix NakeTos.
(0..7)

cos_wildcard

BuTOBas Macka, NpUMeHsA-
emas K Knaccy obcnyskusa-
HuAa (CoS) dbunbTpyembix
nakeTtos

Macka onpegenset 6uTbl CoS, KOTOpble HE0HX0AMMO UTHOPUPO-
BaTb. B 3HaUeHUA UrHOPMpPYyeMbIXx BUTOB LOMKHbI ObITb 3aNMUCaHbI
eanHUUbl. Hanpumep, 4Tobbl Mcnoib3osaTh B Npasuae GpuabTpa-
umnm CoS 6 n 7, Heobxoaumo B nosie CoS yKasaTb 3Ha4yeHue 6, 1Mbo
7, a B N0/se MacKu 3HayeHue 1 (7 B ABOMYHOM NpeaCTaBAeHUN —
111, 1-001, nonyyaeTca, 4To NocneaHui 6uT, byaet UrHopupo-
BaTbCA, To ecTb CoS moxeT 6biTb b0 110 (6), "nbo 111 (7)).

eth_type

[lmanasoH 3HayeHuit
(0.. OXFFFF)

Ethernet-Tun punbTPyemMbIx NaKeTOB B LWIECTHAALATEPUYHOM 3a-
nmcu.

disable-port

BbIK/IOYaET NOPT, C KOTOPOTO BblN NPUHAT NAKET, YA0BNETBOPAIO-
WM YCNOBUAM KOMaHAbI 3anpeTa deny.

log-input

OTnpaBKa coobueHni

BktouaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHDIN
KYPHan Npu nNonyyeHnr naketa, KOTopbIi COOTBETCTBYET 3anucy.

range_name

Mma npoduna koHourypa-
ummn time-range

OnpepenseTt KOHGUTypaLMIo BPEMEHHbIX MHTEPBaOoB.

offset_list_name

MNobaliToBoE cMelleHMe oT
K/IIOMEBOM TOYKM

3apaeT Ucnonb3oBaHWe CnMcKa WabnoHOB Nob30oBaTeNs AN1A pac-
no3HaBaHWA NakeTos. Ana Kaxagoro cnucka ACL moxkeT bbiTb onpe-
OeNeH CBOM CMUCOK LWabnoHoB.

index

MHaekc npasuna

MHaeKc npaBuia B Tabauue, 4em MeHbLUE MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-2147483647.

v

MeTp «any».

Ona sbibopa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3yerca napa-
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Ecnn nakeT nonagaeT nog Kputepuii npasuna 8 ACL, To Hag HUM BbINOJIHAETCA AeACTBUE 3TOro
npasuna (permit/deny). JanbHeiwan nposepKa He NPOM3BOAUTCA.

¥
Y
y

Ecnn Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBOoHayYanbHO NaKeT 6yAaeT NpBoepeH Ha
cooTtBeTcTBue npasuaam IP ACL, notom MAC ACL (B cny4yae, ecnm He nonaget noa AeiicTeue Hu
oaHoro u3 npasun IP ACL).

Ecan nocne nposepKu Ha cooTseTcTBue npasunam IP uam MAC ACL (korpga 1 ACL Ha3HayeH Ha
uHtepdeiic) nnm IP u MAC ACL (korpga 2 ACL HasHauyeHbl Ha uHTepdeinc) NakeT He nonan nog,
AeicTBUE HU 0AHOro U3 NPaBuA, TO Had AaHHbIM NaKeTom byaeT npumeHeHo aeicteue «deny

any any».

Tabnuua 5.259 — KomaHabl, UCnosb3

emble ana HacTponkm ACL-cnnckos Ha ocHoBe MAC-agpecaunn

KomaHoa

Aelicmeue

permit

{any|{source source_wildcard }
{any|destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name] [index index]
[offset-list offset_list_name]

[obasnser paspelatoLLyto 3anuce punbTpaumm. MakeTsl, oTBEYAIOWME YC/IO-
BUAM 3anuncK, 6yayTt 06pabaTbiBaTbCA KOMMYTAaTOPOM.

deny

{any|{source source_wildcard }

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[obasnseT 3anpeLyatoLyto 3anucb punbTpaumm. NMakeTsl, oTBEYAIOLLME YCO-
BMAM 3anucu, 6yayt 610KMpoBaTbca KOMMyTaTopom. Mpu Mcnonb3oBaHUM
Kntoyesoro cnoBa disable-port, dpusmueckunit nHTepdeiic, NPUHABLLMIA TaKon
naket, 6y4eT BbIK/IOYEH.

Mpu ncnonb3oBaHUK KatoyeBoro ciosa log-input 6yaeT oTnpasaeHo coobuue-
HWE B CUCTEMHBIN XKypHan.

offset-list name {offset_base offset mask
value} ...

Co34aéT cnNncoK WabnoHOB N0b30BaTENA C UMeHeM name. Uma moskeT
BKAOYaTb 0T 1 A0 32 CMMBOIOB.

B 0ZHOM KOMaHAEe MOXKET CoAepKaTbCA A0 TPUHALLATH WaboHOoB, coCcToA-
LLMX U3 CNEAYIOWLMX NapameTPOB:

offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUA:

L2 — Hayano cmelleHus ot Ethertype;

outer-tag — Havano cmeweHusa ot STAG;

inner-tag — Hayano cmeleHus ot CTAG;

src-mac — Havano cmeweHusa ¢ MAC-aapeca NCTOYHUKA;

dst-mac — Hauyano cmeweHma ¢ MAC-agpeca HasHayeHus;

offset.offset — cmeweHne baliTa AaHHbIX B Npeaenax naketa. basosoe cme-
LeHe NPUHMMAETCA 3a HaYano OTCYeTa;

mask — macKa. B aHanu3e nakeTa NPUHUMALIOT y4acTMe TONbKO Te paspaabl
6aiTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paax Macku 3agaHa ‘1’;
value — nckomoe 3HayeHue.

no offset-list name

Ypanaet CO3,CI.aHHbIVI paHee CNUCOK.

remove index index

Yaanaer co3gaHHylo paHee 3anucb.
- index — vHaeKc npasuna.

5.33.4 HacTpoiika BpeMeHHbIX MHTEPBaJIOB «time-range» ANA CNUCKOB A0CTynNa

B gaHHOM pasgene npuMBOAATCA KOMaHAbl HAaCTPOMKM BPEMEHHbIX MHTepBanoB Ana cnuckos ACL.
Co3flaHMe U BXOA, B PeXUM peflakTUpoBaHMA Npoduns KoHPUrypauum «time-range», ocyllectsafaeTcs no
KOMaHAe: time-range range_name. Hanpumep, gna co3gaHua npoduna BPemMeHHbIX MHTepBasioB Noj
Ha3BaHuem http-allowed Heobxo0ANMO BbINOIHUTL CeAyOLLIME KOMAHAbI:

console#

console#configure

console (config) #time-range http-allowed
console (config-time-range) #
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Tabnnua 5.260 — KomaHabl pexxnma

KOHQUIypupoBaHUA BPEMEHHbIX MHTEPBaIOB

Mapamemp

3HaveHue

Aelicmeue

absolute start hh:mm day month year

no absolute start

absolute end hh:mm day month year

no absolute end

hh:mm: (0..23):(0..5);
day: (1..31);
month: (Jan .. Dec);
year: (2000..2097)

YcTaHaBAMBaeT abCcontoTHbIE BPEMSA U AaTy, KOr4a CNMCcoK
[0CTyna BCTyNaeT B cUAy.

Ypanser orpaHuyeHme no BpemeHu

YcTaHaBAMBaeT abcoNtoTHbIE BPEMA M AaTy 3aBepLlueHns
AeNcTBMA cnucka gocTtyna.

Ypanaet orpaHuyeHue no spemeHun. Ecam sBpema n gata
3aBepLUeHNA JeiCTBMA CNMUCKa AOCTYNa He YCTaHOB/EHDI,
TO CMUCOK AocTyna byaeT AeicTBOBaTb HeonpeaeeHHbIN
CPOK.

periodic day _of the week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the_week1
[day_of the_week2...day_of the_week7]

periodic list hh:mm to hh:mm all

no periodic day_of the week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm
day_of the week1

[day_of the_week2...day_of the_week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,
Thursday, Friday, Satur-
day, Sunday);
hh:mm: (0..23):(0..5)

YcTaHaBAMBaET Bpema U AeHb Hegenn, Koraa Cnmcok Ao-
cTyna 6yZeT akTUBEH.

Ypanaet orpaHuU4eHue no BpemeHu.

5.34 KoHdurypuposaHue 3awutbl ot DoS-atak

,ﬂ,aHHblﬁ KN1aCC KOMaH4, NO3BONIAET 6I'IOKVIpOBaTb HEKOTOpble PAaCNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

KomaHZHan CTpoka B perkume rnobanbHOro KOHOUrypMpoBaHUA UMeeT BUA,:

console (config) #

Tabnnuya 5.261 — KomaHapl 4nA HaCTPOMKK 3awmTbl oT DoS-aTak

Mapamemp

3HavyeHue

Aelicmeue

security-suite deny mar-
tian-addresses {reserved |
add ip_address | remove
ip_address}

3anpeluaeT NpoxoxaeHve GpeinmoB ¢ HeLoNyCTUMbIMMU
(«mapcmaHckummn») IP-agpecamu nctodHmKa (loopback,
broadcast, multicast).

- ip_address — BannaHbii IP-agpec.

security-suite dos protect
{add | remove} {stachel-
draht | invasor-trojan |
back-orifice-trojan}

3anpeuaeT/paspeLluaeT NPOXoKAeHUE Onpeae/ieHHbIX TUMOB
TpaduKa, XapaKTEPHbIX ANA BPELOHOCHbIX MPOrpamm:

- stacheldraht — oTt6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOM-
HUKa 16660;

- invasor-trojan — otbpacbiBaeT TCP-naKeTbl C NOPTOM Ha3Ha-
yeHunAa 2140 n nopTom UCTOYHMKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHuA 31337 n NOPTOM UCTOYHUKA 1024,

security-suite enable

[global-rules-only]

-/BbIKNtO4eHO

BkatouaeT Knacc KomaHg, security-suite.
- global-rules-only — oTknto4aeT Knacc KomaHg, security-suite
Ha UHTepdericax.
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KomaHabl pexxuma KoHdurypmuposaHua nHtepdeinca Ethernet, rpynnbl noptos

KomaHaHana cTpoKa B pexkume KOHPUrypmposaHua nHtepdeliica Ethernet, rpynnel noptos nmeet Bua;

console (config-if) #

Tabnumua 5.262 — KomaHaa KoHOUTrypmupoBaHUa 3awwmtbl oT DoS-aTak gns nHtepdeiicos

KomaHoa 3HaveHue Aelicmeue
security-suite deny {frag- Co3gaet/ypanser npasuo, 3anpeLLatoLiee NPoXoxKAeHWe Tpa-
mented | icmp | syn} {add ®U1Ka, COOTBETCTBYIOLLEIO KPUTEPUAM:
| remove} {any | ip_ad- - fragmented — dparmeHTUpOBaHHbIE NaKeTbI;
dress} [mask]} - icmp — ICMP-TpaduK;

- Syn — syn-nakeTbl;
— - ip_address — BanngHbIn IP-agpec;

- mask — macka B popmare IP-agpeca nnm npedukca.
no security-suite deny BoccTtaHaB/MBaeT 3HaYeHMeE Mo YMOIHYAHUIO.
{fragmented | icmp | syn
{add | remove} {any|
ip_address} [mask]

security-suite dos syn-at- 3afaeT Nopor syn-3anpocoB Ha onpeaeneHHblit IP-agpec/ceTs,
tack rate {any | ip_address} npwv NpPeBbILLEHUM KOTOPOTOo AnLHKNE pperimbl ByayT oTbpachl-
[mask] BaTbCA.

- rate — CKOpPOCTb;

- ip_address — BanngHbin IP-agpec;

- mask — macka B popmare IP-agpeca nnu npedukca.
no security-suite dos BoccTaHaB/nMBaeT 3Ha4YeHWe N0 YMOYaHHIO.
syn-attack {any | ip_ad-
dress} [mask]

rate: (5..1000) nakeTos B
CeryHay

5.35 KauectBo 06cnyuBaHusa — QoS

Mo ymonyaHMIO Ha BCcex NOPTax KOMMYyTaTOpa WMCMNOMb3yeTcA OpraHuW3aumsa odepenm MNaKeTos Mo
meToay FIFO: nepsbiit npuwen — nepsbli ywén (First In — First Out). Bo Bpema MHTEHCUMBHOW Nepegayn
TpaduKa Npu MCNONb30BaHUM AAHHOTO METOAA MOTYT BO3HWKHYTb NPO6aembl, MOCKOJ/IbKY YCTPOMCTBOM
WUrHOPMPYIOTCA BCe MaKeTbl, He Bowegwmne B bydep oyepean FIFO, u, cOOTBETCTBEHHO, TepstoTCA
6e3B03BpaTHO. PewaeTt gaHHylo npobnemy meToa, OpraHM3yOLWWMIA odepeau Mo npuoputeTy TpaduKa.
MexaHuam QOS (Quality of service — KauecTBo 0bcnyKnBaHMA), peann3oBaHHbIA B KoMmyTaTope MES2124,
No3BO/IAET OPraHN30BaTb YeTbipe oYepean NPUOPUTETa MAKETOB B 3aBUCMMOCTM OT TUNA MepenaBaemblx
OaHHbIX.

06cny:KuBaHue ovepeaei

ANroputmbl 06CNyKMBaHUA ouyepeneit MO3BOMAIOT MPeAOoCTaBAATb PasHbIM ypoBeHb QOS-TpaduKy
pasHbIX Knaccos. Kakaasa odyepedb 3aHMMAETCA MakeTamu C onpedeneHHbiMm npuoputetom. Tpebyetcsa,
yTobbl BbICOKOMPUOPUTETHLIN TpaduK o06bpabaTbiBanca C MUHMMAAbHOW 3a4EpP’KKOM, HO NpW 3TOM He
3aHMMa BCIO MOJIOCY MPOMYyCKaHMA, M 4To6bl TpadUK KaxK4oro M3 ocTajbHbiX TMNOB obpabaTbiBanca B
COOTBETCTBUM C €ro NPUOPUTETOM. ITO Peannsyetca Npyu NOMOLLM MeXaHM3Ma «oTceyeHua xsocTa» (tail-
drop), UIcnonb3oBaHMA BUPTYasibHbIX NaKeTHbIX BydepoB U HaCTPOIMKM pasMepoB oyepeaen.

B KommyTaTope MMeeTCs HacCTpoiKa MO YMOAYaHUIO ANA PasMepoB oyepeseirt M NapameTpos
BMPTYasibHbIX NaKeTHbIX bydepos. Mpn HEOOXOANMMOCTM AAHHYIO HACTPOWMKY MOXHO M3MEHUTb MPU NMOMOLLM
mexaHu3ma «qos tail-drop profile».
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5.35.1 Hactpoitka QoS

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHPUrypmposaHma:
console (config) #

Tabnnuya 5.263 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
gos [basic | advanced PaspeluaeT KommyTaTopy Mcnonb3oBaTb QOS.
[ports-trusted | - basic — 6a308biit pexxkmum QoS;
ports-not-trusted]] - advanced — paclwmpeHHbI pexum KoHdurypmuposaHua QoS,
BKIOYAIOLLMI MOHBIN NepedeHb KOMaHZ HacTpolikm QoS;
- ports-trusted — B AaHHOM nogpexxnme nNakeTbl HAaNpaBAa-
tOTCA B BbIXOAHYIO O4epesib Ha OCHOBAHUM NOJEN B 3TUX NaKe-
Tax;
-/basic - ports-not-trusted — B LlaHHOM NoAapeKrMme BCe NaKeTbl
HanpaBAOTCA B HY/IEBYHO BbIXOAHYIO o4epesb NO yMon4a-
HWIO, ANA OTNPABKM B Apyrue odepeamn TpebyeTca Ha3HavaTb
Ha BXOAHOM UHTepdelic cTpaTernto kKnaccupmuraumm Tpadpuka
(policy-map).
no qos YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.
V HacTpoiiku QOS npu atom 6yayT yaaneHbl.
gos advanced-mode trust YCTaHOBWUTbL MeTOZ, J0BEPUA Ha MOPTax Npu paboTte B pexnme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypmposaHusa QoS n nogpexmme ports-
trusted.
- €0s — nopT gosepseT 3HaveHuto 802.1p User priority;
-/BbIK/lOYEHO - dscp — nopt nosepseT 3HayeHnto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepsaeT obomm yposHAM, ogHako DSCP
nmeet npuopuTteT Hag 802.1p.
no qos advanced-mode YcTaHaBAMBAET METO/, MO YMOYAHMIO.
trust
class-map class_map_name 1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.
[match-all | match-any] 2. BXOAUT B peXXnm pefaKTMPOBaHMA CNIMCKA KpUTEPUEB Kaac-
cuodukaummn Tpadumka.
- match-all — Bce KpuUTEpPUMN AAHHOTO CNUCKA AOMKHbI ObITb
BbIMNONHEHbI;
- match-any — oauH, nt060i KpuTepmin LaHHOTO CNMCKa A0N-
YKeH ObITb BbINO/IHEH.
class_map_name: (1..32) B cnucKke KpUTepues MoXeT 6bITb O4HO WK ABa
cumBonos/ V npasuna. Echm npasuna aga, u 06a oHM yKasbiBaloT
match-all Ha pasHble Tunbl ACL (IP, MAC), To Knaccudmkauma
6yaeT ocyLecTBAATLCA NO NePBOMY B CIUCKe Bep-
HOMY npaBsuny.
V [eicTByeT TONIbKO ANA pexuma gos advanced.
no class-map YaanaeT cnucok KpuTepues Knaccudmrkaumm Tpaduka.
class_map_name
qos tail-drop profile pro- CoszaaTtb npodunb qos tail-drop.
file_id - - profile_id: (1..4)/- -
no qos tail-drop profile Yaanute npodunb qos tail-drop.
profile_id
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policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name: (1..32)
CMMBOJI0B

1. Co3paert cTpaternto kKnaccudurkaumm Tpaduka.

2. BXOAUT B peXXnm pefaKTUpoBaHUA CTpaTernm Knaccuopmka-

umnm Tpaduka.

V B ogHOM HanpaBneHUU NnogAepKMBaETCA TONbKO
oAHa cTpaTerusa kKnaccupukaumm tpadpuka.
Mo ymonuanHuio policy-map ycraHasnusaetr DSCP=0
ana IP-naketos 1 CoS=0 AnAa TerMpoBaHHbIX NAKeTOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npasuio Knaccuoukaumm Tpaduka.

gos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess-burst-byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

no gos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumeona;

committed_rate_kbps:
(3..57982058);

committed_burst-byte:
(3000..19173960)

OnpegenneT wWabsoH HAaCTPOEK, KOTOPbIV NO3BONAET OrpaHu-
YWUTb NOJIOCY MPOMYCKAHMA KaHaNa v B TO e BPEMA rapaHTu-
poBaTb onpeaesieHHY0 CKOPOCTb Nepesayn AaHHbIX.

Mpu paboTe c NoN0COM NPONYCKAHMA UCMONb3YETCA aNropPUTM

MapKMPOBAHHOM «KOP3WHbI». 3aga4ei anroputTma aBnseTca

NPUHATUE peleHuns: nepeaaTb NakeT Uan otbpocuTs. Mapa-

MeTpamMm anropmuTma ABAAOTCA — CKOpOCTb noctynienus (CIR)

MapKepoB B «KOP3MHY» 1 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpeaHee 3HaYeHWE CKOPOCTU Tpa-

duKa, kKbuT/c. laHHasa CKOPOCTb rapaHTUPYeTCA Npu nepeaaye

MHbOpPMauum;

- excess-burst-byte — pasmep caeprkmBatoLLero nopora B 6ai-

Tax;

- drop — naket byaeT oTOPOLLEH, KOT4a KKOP3UHA» Nepenon-

HUTCA;

- policed-dscp-transmit — npu nepenoaHeHUM «KKOP3UHbI»

3HavyeHue DSCP byaet nepeonpeseneHo.

V Henb3s yaanutb WwWabnoH HAaCTPOEK, €C/IM OH UCNO/Ib-
3yeTca B cTpaterum policy map, nepeg yaaneHvem
caepyeT yaanuTb HasHayeHue WwabaoHa cTpaternum:
no police aggregate aggregate_policer_name

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaet wabnoH HaACTpOEeK peryamposaHMA CKOPOCTU KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..4);
cosl...cos8: (0..7);
3HayeHunAa CoS no ymonya-
HUIO oNs ovepesent:
CoS=1-o4epeap 1
CoS =2 —oyvepeap 1
CoS =0 —ouvepeap 2
CoS =3 —ouepeap 2
CoS =4 —ouepeap 3
CoS =5—ouepeap 3
CoS =6 —ouepeap 4
CoS =7 —ouvepeap 4

OnpegenseT 3Ha4yeHua CoS gns ovepesen ncxoasulero Tpa-
duKa.

YcTaHaBAMBaEeT 3HAYEHUA Mo YMOYaHUIO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weight4: (0..255)/1

MpucBanBaeT BeC UCXOAALLMM OYepeaAM, UCMO/b3yeMbli Me-
xaHnamom WRR (Weighted Round Robin — Becosoit mexa-
HWU3M pacnpeaeneHunn Harpysku).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

priority-queue out
num-of-queues num-
ber_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..4)

Mo ymon4aHuio, Bce ove-
pean obpabaTbiBatoTCs No

anropuTtmy «strict priority».

3a/aeT KONMYECTBO NPUOPUTETHBIX OYepeaent.
Ana npuoputetHoit ouepeam sec WRR byaeT urHopm-
posatbca. Ecam 3apgaetca otanyHoe ot «0» 3HavyeHune
N, To ctapwue N ouepepeit 6yayT npUOPUTETHLIMMU
(He 6yayT yuactBoBaTb B WRR).
Mpumep:
0: BCe oyepeam paBHONPaBHbI;
1: Tpu mnapwmx ouepeam yyacrsytotr B WRR, 4-a He yyacT-
ByeT;
2: ase mnaawmx oyepeam yyacresyiotr B WRR, 3-4 He yuacr-
BYIOT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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gos wrr-queue threshold
gigabitethernet queue_id
threshold-percentage

no qos wrr-queue thresh-
old gigabitethernet
queue_id

queue_id: (1..4);
threshold-percentage:
(0..100)/3HayeHune noporo-
BbIX HAaCTPOEK A/1a oTbpa-
CblBaHWUA U3BbITOYHOrO Tpa-
¢duKa paBHO 80%

YcTaHaBAWBaeT MOPOroBble 3HaYeHNs A1A OTOPACLIBAHUA U3-

6bIToYHOro TpadurKa ouepeau.

V 0O6bem TpaduKa B 3aBUCUMOCTU OT ero npuopuTeTa
CpaBHMBAETCA C COOTBETCTBYIOWMM noporom. Ecnm

nopor nNpesbILeH, NAKETbl C COOTBETCTBYIOLWMM NpU-

oputeTom cb6poca byayT ot6pacbiBaThCA B TeUEHUE

BCEro BpemeHM, NoKa Nopor npesbiLLeH.

JeiicTByeT TONbKO ANA pexxmma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA NOPOroB Mo YMOYaHUIO

gos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIK/NOYEHO

Bkntouaetr WRTD (Weighted Random Tail Drop — BecoBoli me-
V XaHM3M yAaneHus nakeToB U3 oyepesen).

U3meHeHUA BCTYNAT B CUMAYy MocCAe nepesarpysku
yCTpOMCTBa.

Mocne nepesarpy3ku KOMMyTaTOpa yAANAOTCA

V HaCTPOIiKM ouepeaei, B KOTOPbIX 6blN HACTPOUKKN
Y-sharing, a Tak:Ke Bce HacTpoiiku port-limit. Tak e
3anpeLuaroTca HacTpoiku Y-sharing u HacTpoiiku
port-limit.

Bbikntoyaet WRTD.

gos map enable
{cos-dscp | dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

Mcnonb3oBaTh 3a4aHHyo TabanLy nepemapkMpoBKM 414 fAoBe-
PeHHbIX MOPTOB KOMMYyTaTOpPa.

He ncnonb3osatb Tabanuy nepemapKkMpoBKu.

gos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63);
dscp-mark-down: (0..63)/
Tabanua NoBTOpPHOW Map-
KUPOBKM ABNAETCA NYCTOM,

TO ecTb 3Ha4YeHunAa DSCP gna
BCEX BXOAALMX NAaKeTOB
OCTaOTCA HEU3MEHHbIMWN

3anonHseT Tabanuy nepemapkuposku DSCP. [na Bxomawwmx
NakeToB C yKa3aHHbIMKU 3HayeHnaMM DSCP 3agaeT HoBOe 3Ha-
yeHune DSCP.

- dscp_list — onpepenset oo 8 3Ha4yeHu DSCP, 3HaueHun pas-
[EeNnATCA 3HaKom npobena.

- dscp-mark-down — onpegenseT HoBoe 3HayeHue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos map dscp-queue
dscp_list to queue_id

no gos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..4);
3Ha4yeHUA NO YMONYAHWUIO:
DSCP: 0-15, ouepeapb 1
DSCP: 16-23, ouepeap 2
DSCP: 24-39, ouepegap 3
DSCP: 40-47, ouepeap 4
DSCP: 48-63,
oyepeapb 3

YcTaHaBAMBaeT COOTBETCTBUE Mexay 3HaYeHuamm DSCP Bxoasa-
L MX NAKETOB U OYepeaaMm.

- dscp_list — onpepenser go 8 3HayeHuit DSCP, 3HayeHus
pasaenaTca 3Hakom npobena.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO

gos map dscp-dp dscp_list
todp

no gos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)/BCe nakeTbl
MMmetoT npuopuTeT cbpoca
dp=0

CraBuT B cooTBeTcTBMe 3HayeHuto DSCP npuoputeT otbpoca

(4em BbilWe YMCNOBOE 3HAYEHME NPUOPUTETA, TEM HUXKE BEPO-

ATHOCTb TOTO, YTO NakeT byaeT oTbpoLLEeH; B NepBylo ovepeb

oTbpacbiBaloTCA NakeTbl ¢ npuoputeTom cbpoca 0, 3atem 1, 3a-

Tem 2)

- dscp_list — onpepenseT Ao 8 3Ha4yeHw DSCP, 3HayeHus pas-
AenalTca 3Hakom npobena.

[eicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHuA no YMOANYaHULO.

gos map dscp-cos dscp_list
to cos

no gos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHseT Tabamuy nepemapkuposkm CoS B 3aBUCUMOCTH OT
3HaveHna DHCP nakerta.

BepHyTbCA K 3HAYEHUAM MO YMONYAHMUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHset Tabanuy nepemapkupoBKku CoS. 3ameHseT 3Have-
Hue CoS Ha DSCP.

BepHyTbCA K 3HAYEHUAM NO YMOSYAHMUIO.
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qos trust {cos | dscp}

no qos trust

-/cos

YcTaHaBAMBAET peXXMM L0BepuA KOMMyTaTopa B 6a3oBom pe-
»nme QoS (CoS mnnm DSCP).

- COS — YyCTaHaB/MBaeT KnaccudurKaLmio BXOALMX NAKETOB MO
3HayeHmAM CoS. [1na HeTermpoBaHHbIX NAKETOB MCMO/b3yeTcA
3HayeHune CoS No yMONYaHuUIo;

- dscp — ycTaHaBAMBAET KaaccudUKaLMIO BXOAALMX MAKETOB
no 3HavyeHunam DSCP.

V [elicTBYeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaET 3Ha4YeHUA No YMONYaHULO.

gos dscp-mutation

no qos dscp-mutation

Mo3BonseT NPUMeHUTb TabaunLy M3MeHeHU dscp K COBOKynN-
HocTu dscp-A0BepeHHbIX NOPTOB. Micnonb3oBaHue Tabaunupl
WM3MEHEHW NO3BONAET Nepe3anucaTb 3HavYeHus dscp B IP-na-
KeTax Ha HOBble 3HaYeHuA.

MpumeHUTb TabnLy nsmeHeHnit DSCP BO3MOXKHO
V TO/IbKO ANA BXOAALLETro TpadUKa A0BEPEeHHbIX Nop-
TOB.

71 [eiicteyeT ToNIbKO ANA pexkuma qos basic.

OTMEHSAET UCNO/Ib30BaHMe KapTbl USMEHEHU dscp.

gos map dscp-mutation
in_dscp to out_dscp

in-dscp: (0..63);
out-dscp: (0..63)/kapTa 13-
MEHEeHWI ABNAETCA NyCToM,
TO ecTb 3HayeHunA DSCP ana

BCEX BXOAALMX NAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHset Tabauuy nepemapkupoBku DSCP. [Ona Bxoaawmx
NaKeToB C YKa3aHHbIMM 3HaYeHuAmn DSCP 3agaeTt HoBble 3Ha-
yeHusa DSCP.

- in_dscp — onpepenset go 8 3HayeHnin DSCP, 3HaueHuA pas-
OenatoTcs 3HaKom npobena.

- out_dscp — onpepensaeT Ao 8 HOBbIX 3Ha4yeHul DSCP, 3Haue-
HUWSA pa3genarTcs 3Hakom npobena.

V [eiicTByeT TONbKO AN pexuma qos basic.

[in_dscp]

no qos map dscp-mutation

YcTaHaBAMBaeT 3HaYeHuA no YMOANYaHULO.

rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1..4094);
rate: (3..57982058) k6uT/c
burst: (3000..19173960)
6anT /128k6ant

YcTaHaBAMBAET OrpaHUYeHMe CKOPOCTU A8 BXOAALLEro Tpa-
duvKa ans 3agaHHol VLAN.

- vlan_id — Homep VLAN;

- rate — cpegHas ckopocTtb Tpaduka (CIR), K6uT/c;

- burst — pa3smep caepKuBatoLLEero nopora (orpaHnyYeHue cko-
pocTtu) B balTax.

CHMMaeT orpaHMYeHme CKOPOCTM BXoAALLEro Tpaduka.

KomaHObI pexcuma pedaKmupo8aHUsa CUCKA Kpumepues Kadccugukayuu mpaguka

Bua 3anpoca KOMaHAHOVI CTPOKU peXxunma penaktmpoBaHmnA CNUCKa KpUTEpPUEB KnaCCVId)VIKaLI,MM

Tpaduka:

console#configure
console (config) #class-map class map name[match-all |match-any]
console (config-cmap) #

Tabnnua 5.264 — KomaHapl pexxnuma pegakTMpoBaHma CMcKa KpuTepues Knaccudmkaumm tpadumka

KomaHoa

3HavyeHue

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32) cumBo-
nos

[obasnsaeT Kputepuii KnaccuouKkaumm Tpaduka. Onpegenser
npasuna ¢punbTpauum Tpadumka no cnmcky ACL gasa knaccuou-
Kauuu.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Ypanaer Kputepuii kKnaccudmkaumm Tpaduka.
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KomaHObI pexcuma pedakmuposaHua cmpameauu Kaaccugukauyuu mpaguxka

BunA 3anpoca KOMaHAHOM CTPOKM peXxnma peaakTMpoBaHMA cTpaTernmn knaccudumkaumm tpadmka:

console#configure
console (config) #policy-map policy map name
console (config-pmap) #

Tabnunua 5.265 — KomaHabl pexknuma pegakTMpoBaHua cTpaTernm knaccudumkaumm tpaduka

KomaHoa

3HayeHue

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name: (1..32)
CUMBO/IOB

Onpeaenset npasuao Knaccudukaumm Tpadumka u BXoauT B
peXxunm KoHOUryprpoBaHuaA npasmna Knaccudmrkaumm —
policy-map class.
- access-group — onpegenseT npasuna GuabTpaLmmn Tpaduka
no cnucky ACL ana knaccudurkaumm. Mpm cosgaHMm HOBOro
npasuaa KnaccuduKaumm onuMoHabHbIIM NapameTp access-
group obssaTeneH.
[ns Toro uto6bl MCNONBL30BaTb HACTPOIKYU CTpaTerumn
policy-map ana untepdeiica, ucnonb3yiite KOMaHAay
service-policy B pexxume KoHdurypauum uHtepodeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npaBuao KnaccupmKkaumm Tpaduka class-map us ctpa-
Ternu policy-map.

KomaHObI pexcuma KoHgpu2ypuposaHuUs npaeuaa Kaaccugpuxkayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma KOHPUTypupoBaHMA NpasBuIa KnaccuouKkaumm:

consolet#configure
console (config) #policy-map policy map name

console (config-pmap) #class class map name[access-group acl- name]
console (config-pmap-c) #

Tabnuua 5.266 — KomaHAp! pexknma KOHGUryprpoBaHUa NpaBuaa Knaccupmnkaumm

KomaHoa

3HauyeHue

Aelicmeue

trust
[cos | dscp | cos-dscp]

no trust

-/pexnm foBepua He ycTa-
HOB/MEH

OnpepenaeT pexxnum f0BepuaA K onpeaeseHHoOMY TUny Tpa-
¢duKa. JaHHOWM KOMaHAOM BbIbGMpaeTcA 3HaYeHue, KoTopoe
QoS 6yaeT ucnonb3oBaTtb B KayecTse BHyTpeHHero DSCP.

- €cos — B KayecTBe BHyTpeHHero DSCP ucnonb3yetca CoS;

- dscp — B KayecTBe BHyTpeHHero DSCP ncnonb3yetcs DSCP
BXOOALLMX MNAKETOB (3HaYeHMe No YMONYAHUIO);

- cos-dscp — B KauyecTBe BHyTpeHHero DSCP ncnonb3yetca
DSCP Bxoaauwmx naketos, ecam 370 IP-nakeTbl, nHaye CoS.

V JeicTByeT TONbKO ANA pexxuma gos advanced.

YcTaHaBAUBaeT 3Ha4YeHue no YMOYaHUIO.

set {dscp new_dscp |
queue queue_id | cos
new_cos | vlan vlan_id}

no set {dscp | cos | vlan}

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBMBaEeT HOBbIe 3HAYEHUA A1A NaKeTa.
KomaHpa set sBnseTcA B3aMMOUCKIIOHAIOLLEi € KO-
V MaHAoI1 trust anA oaHOM U TOM e cTpaTerum policy-
map.
Ctpaterum policy-map, ucnosb3sylowme KomaHapl set,
V trust namn umetownii knaccudpukaumio ACL, HasHaua-
I0TCA TO/IbKO AN1A UCXOAALMUX UHTepdeiicoB.

V [eiicTByeT TONIbKO ANA pexkuma gos advanced.

Ypanaet HOBble 3HaYeHUA ANA NakeTa.
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police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-
action {drop | policed-
dscp-transmit }]

no police

committed_rate:
(3..12582912) k6but/c

committed_burst:
(3000..19173960) 6aiiT

Mo3BoNsAET OrpaHNYUTb NONOCY NPOMNYCKAHUA KaHaNa U B TO XKe
BPEMA rapaHTUPOBaTb ONpeaesieHHY0 CKOPOCTb nepesayun
OaHHbIX.

Mpw paboTe c N0NOCOM NPONYCKAHWUA UCMONb3YETCA afTOPUTM
MapKMPOBaHHOW «KOP3WMHbI». 3ag3a4eit anroputma sBaseTca
NPUHATUE pelleHuns: nepesaTb NakeT uan otbpocuts. MNapa-
MEeTPamMu aNiropuTMa ABNAIOTCA — CKOpocTb noctynneHus (CIR)
MapKepoB B «KKOP3MHY» U 06BbEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpeaHee 3HaYeHWE CKOPOCTU Tpa-
duKa, K6UT/c. [laHHasA CKOPOCTb rapaHTMpyeTca Npu nepesaye
MHbopmaLmu;

- committed_burst_byte — pa3mep caepKusatoLLero nopora B
baiiTax;

- drop — nakeT byaeT oTOpOLLEH, KOrAa «Kop3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoaHeHUN KKOP3UHbIY,
3Ha4yeHue DSCP byaeTt nepeonpeneneHo.

V [elicTBYyeT TONbKO ANA pexxuma gos advanced.

OTKAtOYaeT peryimpoBaHmMe CKOPOCTU KaHana.

police agregate aggre-
gate_policer_name

no police agregate aggre-
gate_policer_name

aggregate_policer_name:
(1..32) cumBonos

HasHauaeT npasuay KnaccudmKkaumm TpadmKka WwabaoH
HaCTPOEK, KOTOPbIl MO3BO/AET OrPaHMUYUTL NOAOCY NPOMyCKa-
HMA KaHaia 1 B TO Ke BPpeMa rapaHTMpOBaTh ONpese/ieHHYo
CKOPOCTb Nepesayn AaHHbIX.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

YpanaeT wabnoH HacTpoeK pery/iMpoBaHMA CKOPOCTU KaHasa
13 npasuaa knaccudurkaumm Tpaduka.

KomaHObI pexcuma KoHgu2ypuposaHuUsa npogung qos tail-drop

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypuposaHua npoduns qos tail-drop:

console#configure
console (config) #qos tail-drop profile profile id
console (config-tdprofile) #

Tabnnua 5.267 — KomaHabl pexxnuma KoHourypmposaHua npoduna qos tail-drop

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

port-limit /imit

no port-limit

limit: (0..3854)/64

3apjatb pasmep NakeTHoro pasgenaemoro nyna ana nopra.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

queue queue_id [limit limit]
[without-sharing |
with-sharing]

no queue queue_id

queue_id: (1..8);
limit: (0..3854)/64

M3MeHWUTb Napamepbl o4epesm.

- queue_id — Homep ouepeau;

- limit — KoNM4ecTBO NaKeTOB B oYepeau;

- without-sharing — 3anpetuTb gocTyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obuemy nyny.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, 2pynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexknuma KoHdUrypuposaHua nHtepdeiica Ethernet, rpynnbl nopTos:

console (config-if)#
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Tabnnuya 5.268 — KomaHabl pexknuma KoHdurypupoBaHua nHtepdeica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue

Aelicmeue

service-policy input pol-
icy_map_name

no service-policy input

policy_map_name: (1..32)
CYMBOJI0B

HasHauaet uHtepdelicy ctpaternio kKnaccuduraumm Tpaduka.
B ogHOM HanpasneHuu uHTepdeiicom noaaepKusa-

\ / eTCcA TONIbKO O Ha cTpaTerna Knaccupukauum Tpa-
duKa.

V [DeWcTByeT TONIbKO ANA pexuma gos advanced.

Ypanser cTpaTeruto Knaccudpurkaumm Tpaduka c nHtepoeiica.

traffic-shape commit-
ted_rate [commit-
ted_burst)

no traffic-shape

committed_rate:
(36..1000000) k6UT/C

committed_burst:
(4096..16769020) 6aiT

YcTaHaB/IMBaeT orpaHMYeHne CKOPOCTU 418 UCXOAALLEro Tpa-
durKa yepes nHTEpPDENC.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, Kbut/c;

- committed_burst — pasmep caepskuBatoLero nopora (orpa-
HUYeHue CKopocTK) B HanTax.

CHMMaeT orpaHunyeHne CKOPOCTM UCXoAALLEero TpaduKa yepes
nHTepbeiic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) kbUT/C;

committed_burst:
(4096..16769020) 6aiiT;

YcTaHaB/MBaEeT orpaHMyeHue CKopocTv TpadurKa Yepes UHTep-
delic ana ucxogaueint oyepean.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KOUT/C;

- committed_burst — pa3mep caeprkuBatoLero nopora (orpa-
HUYEeHMe CKopOoCTK) B balTax.

CHMMAET orpaHMYeHne CKOpocTK TpadurKa Yepes MHTepoeic

no qos trust

queue_id queue_id: (0..8) ANA UcxodALLeli odepean.
gos trust BKtoyaeT 6a30BbIli MexaHW3M (OS ANA UHTepdelica.
-/BKNtOYEHO V [DeiicTByeT TONbKO ANA pexuma qos basic.

BbikntoyaeT 6a30BbI MexaHU3M qos A1a nHTepdeiica.

rate-limit rate [burst]

no rate-limit

rate: (3..1000000) k6ut/c
burst: (3000..19173960)
6anT /128K6anT

YcTaHaB/MBaeT orpaHMyeHue CKOPOCTH 414 BXOAALLEro Tpa-

duKa.

- rate — cKopoCTb TpaduKa, KbuT/c;

- burst — pa3mep caepkuBatoLLero nopora (orpaHuyeHme cKo-

pocTu) B 6aiTax.

V JlaHHaA KOMaHAa A,0CTYMHA TO/IbKO B peXXMMe KOH-
¢urypuposaHua untepdeiica Ethernet.

CHMMaEeT orpaHunyeHne CKOPOCTM BXoaALLero TpadumKa.

gos tail-drop profile pro-
file_id

no qos tail-drop profile

profile_id: (1..4)

Ucnonb3oBaTh 3a4aHHbIN Npodunb Ha nHTepdelice.

3HayeHWe No yMOoNYaHuio.

qos cos
default-cos

Nno qos cos

default-cos: (0..7)/0

YcraHaBauBaeT 3HayeHue CoS no ymonyaHuio gaa nopra (CoS,
NpUMeHsAeMbIi A1A BCEro HeTerMpoBaHHOTo TpadurKa, NPoxo-
aawero yepes nHTepdeiic)
JaHHaA KOMaHAA AOCTYNHA TONbKO B PEXKUME KOH-
¢urypuposaHus uutepdeiica Ethernet.

YcTaHaBAUBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU perKnma KOHPUIypupoBaHua nHTepdeinca Vlan:

console (config-if)#

Tabnunua 5.269 — KomaHapl pexknma KoHduUrypuposaHua nHtepdeica Vian

Nno qos cos egress

KomaHoa 3HayeHue Aeiicmeue
gOs COs egress cos YcTaHaBAvBaeT 3HaveHMe napameTtpa noaa npuoputeta 802.1p
cos: (0..7)/0 ONA NCXoAALLEero TerMpoBaHHOIo Tpaduka.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.
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KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 5.270 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show qos

MokasbiBaeT pexxkmm QOS HacTpoeHHbIM Ha ycTpoictee. B 6aszoBom pe-
YKMMe MOKa3bIBaeT «40BEPEHHbIN» pexkum (trust mode).

show class-map
[class_map_name]

class_map_name:
(1..32) cumsonos

MoKasblBaeT CNUCKKN KpuUTepUEB Knaccupukaumm tpadpuka.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBonos

Moka3sblBaeT npaBuaa knaccuoukaumm Tpaduka.

V [eiicTBYyeT TONbKO ANA pexxuma qos advanced.

show gos aggregate-
policer
[aggregate_policer_name]

aggregate_po-
licer_name: (1..32)
CMMBOJI0B

MoKa3bIiBaeT HAaCTPOWKM CpesHel CKOPOCTU, U OrpaHMYeHMsa NoAOCkI NPo-
nycKaHWa gaa Npasua Knaccudurkaumm Tpadumka.

V JeiicTByeT TONbKO ana pexxmma gos advanced.

show qos interface [buff-
ers | queueing | policers
| shapers | rate-limit] [gi-
gabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl 4na MHTepdeiica.

-vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Gigabit Ethernet;

- fa_port — Homep nHTepdelicos Fast Ethernet;

- group — HOMep rpynnbl NOPTOB;

- buffers — HacTpoVikun 6ydepa ana ovepeaeit nHTepdeiica;

- queueing — anropuTm o6paboTkm ouepeaent (WRR nnum EF), Bec ans WRR
ouepeaen, Knaccbl 06CNYKMBaHUA Ana ovepeseit u npuopuTeT ana EF;

- policers — cKkoHbUrypupoBaHHble cTpaTernn Knaccudukaumm Tpadumka
ana nHtepoeica;

- shapers — orpaHuuyeHmne ckopocTv aia ucxoasauero Tpaduka;

- rate-limit — orpaHnyeHmne ckopocTu ans Bxoasauero Tpaduka.

show gos map
[dscp-queue | dscp-dp |
policed-dscp | dscp-mu-
tation | dscp-cos]

MoKasbiBaeT MHPOPMALMIO O 3aMeHe Monel B NakeTax, UCMO/b3yemMbiX
Qos.

- dscp-queue — Tabauua cootsetcTtBua DSCP u ouepeneit;

- dscp-dp — Tabaunua cootsetcTBus metok DSCP u npuoputeTta cbpoca
(DP);

- policed-dscp — Tabnunua nepemapkmposku DSCP;

- dscp-mutation — Ta6amua nsmerneHma DSCP-to-DSCP;

- dscp-cos — Tabaumua cootseTcTBMA MmeTok DSCP 1 3HauyeHnn CoS.

show qos tail-drop

MNMpocmoTp napameTpos tail-drop.

show qos tail-drop [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MpocmoTp tail-drop nHGopmaumm No KOHKPETHOMY NOPTY (BCeEM NopTam)

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHGOPMaLUM NO KOHKPETHOMY YCTPOMCTBY B CTEKe
(AocTynHO TONLKO B pexxunme cTeKa).

[Tpumepbl 8b1NOAHEHUA KOMAHO.

= Bkatountb pexkum QoS advanced. PacnpeaenunTb TpaduK no oyepeaam, naketbl ¢ DSCP 12 B
nepsyto ovyepeapb, naketbl ¢ DSCP 16 Bo BTOpYyto. Bocbmaa oyepeab — npuoputetHada. Co-
34aTb cTpaTernto KnaccuduKkaumm Tpaduka no cnmcky ACL, paspeluatowemy nepeagady TCP-
naketos ¢ DSCP 12 n 16 1 orpaHU4YMBaloLLYO0 CKOPOCTb — cpeaHaa ckopocTb 1000 Kéut/c,
nopor orpaHnyeHma 200000 6aiT. Mcnonb3oBaTb AaHHYIO CTpaTernto Ha uHTepdeiicax Ether-
net 14 n 16.

console#

consolef#configure
console (config) #ip access-list extended tcp ena
console (config-ip-al) #permit tcp any any dscp 12
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console (config-ip-al) #permit tcp any any dscp 16
console (config-ip-al) #fexit

console (config) #qos advanced

console (config) #gos map dscp-queue 12 to I

console (config) #gos map dscp-queue 16 to 2

console (config) #priority-queue out num-of-queues I
console (config) #policy-map traffic

console (config-pmap) #class classl access-group tcp ena
console (config-pmap-c) #police 1000 200000 exceed-action drop
console (config-pmap-c) #exit

console (config-pmap) #fexit

console (config) #interface gigabitethernet 1/0/14
console (config-if) #service-policy input traffic
console (config-if) fexit

console (config) #interface gigabitethernet 1/0/16
console (config-if) #service-policy input traffic
console (config-if) #exit

console (config) #

5.35.2 Cratuctnka QoS

KomaHObI pexcuma 2106016H020 KOHGU2YPUPOBAHUA

Bup, 3anpoca KOMaHAHOMN CTPOKM peXknmma robanbHOro KOHGUrypupoBaHua:
console (config) #

Tabnunua 5.271 — KomaHapl pexknuma rnobanbHOro KOHPUrypmposaHus

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOYAHUIO
gos statistics aggregate-po- BkntoyaeT QOS-CTaTUCTMKY MO OrpaHUYEeHMIo NO0C NPONyCKa-
licer aggregate_po- . HUA.
licer name aggregate_policer_name:

(1..32) cumBon0B/BbIKAIO-

no qos statistics aggre- YeHo

OTkntovaer QOS-CTaTMCTMKy no orpaHM4eHno Noa0C nponyc-

gate-policer aggregate_po- KaHuA.

licer_name

qos statistics queues set set: (1..2); BkntoyaeT QOS -CTaTUCTMKY 1A BbIXOAHbIX ovepeaei.
{queue | all{dp | all} {giga- queue: (1..4); - set — onpegenaeT Habop CYETUNKOB;

bitethernet gi_port | dp: (high, low); - dp — onpeaenset npuopuTeT cbpoca.

fastethernet fa_port | all} gi_port: (1..3/0/1..24);

no qos statistics queues set fa_port: (1..3/0/1..24) OTKAtoYaeT QOS-CTaTUCTUKY ANA BbIXOAHbIX oYepeseit.

3HayeHune No yMOAYaHUIO:

Set 1: Bce npuopuTeTsl, BCE

oyepeam, BbICOKUI Npuo-
puTeT cbpoca.

Set 2: Bce npuopuTeTsl, BCE

ouepeam, HU3KUI Npuopw-
TeT cbpoca.

KomaHOb! pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexknuma KoHdUrypuposaHua nHtepdeiica Ethernet, rpynnbl nopTos:

console (config-if) #
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Tabnnua 5.272 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue

Aelicmeue

qos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumsonos;
class_map_name:
(1..32) cumBon0OB/BbIKAIO-
YeHo

BkntoyaeT c6op QOS-CTaTUCTUKM Ha nHTepdeiice.

- policy_map_name — cTpaTerna knaccupurkaumm tpaduka;

- class_map_name — cnncoK KpuTepues Knaccudukaumm Tpa-
duKa.

OTKkAtoyaeT cbop QOS-cTaTUCTUKM Ha UHTepdeiice.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.273 — KomaHgapl pexknuma EXEC

KomaHoa

Aelicmeue

clear qos statistics

Oumwaet ctatUcTUKY QOS.

show qos statistics

MokasbiBaeT ctaTncTnky QoS.

5.36 CratuuecKkaa mapupyTtmsauma

CraTmyeckaa maplupyTM3aums — BWA, MapLIpyTM3aLuMK, Mpyv KOTOPOM MapLUPYTbl YKa3blBaloTCA B
ABHOM BMUAE NPU KOHOUTYpauumn MmapLupyTnsatopa. Bca mapLipytmsauma npu sTom npomcxoant 6es yyactus
KaKMX-1MB0 NPOTOKON0B MapLUpPYTU3aLMM.

Ob6opyaoBaHue NoaaepKnBaeT:

— 128 IPv4 static routes;

— 10 IPv6 static routes.

MoaaepKnBaeTca TONbKO MapLUpPyTM3auma NakeTos, GOPMUPYEMBIX CAMUM KOMMYTaTopom (Tpaduka

c CPU).

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KoHOUrypmpoBaHmsa:

console (confiqg) #

Tabnunua 5.274 — KomaHapl pexknma rnobanbHoro KoHpurypmposaHums

KomaHda

3HayeHue

Aelicmeue

ip route prefix {mask |
prefix_length} gateway
[metric distance] [reject]

no ip route prefix {mask |
prefix_length} [gateway]

distance: (1..255)/1

Co3gaet cTaTMYeCKMi MapLIpyT.

- prefix — ceTb HazHayeHua (Hanpumep 172.16.0.0);

- mask — macka ceTu (B popmaTe LecATUYHOW CUCTEMbI UCUUCNEHUA);
- prefix_length — npedunKc Macku ceTn (KoMYecTBO eanHULL B MacKe
-0..32);

- gateway — W03 4NA 4OCTYNA K CETU Ha3HaYeHus;

- distance — Bec mapLipyTa;

- reject — 3anpeLLaeT MapLIPyTU3aLMIO K CETM HazHaYeHUa Yepes Bce
LUTHO3bI.

Ypanaer ctaTUueckuin mapLupyT.
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ipv6 route ipv6_prefix/len
gateway [metric dis-
tance]

no ipvé6 route ipv6_pre-
fix/len [gateway]

Co3pgaeT cTaTuyeckuit IPvbmapLupyT.
- ipv6_prefix/len — npeduKc cetm HasHadeHus;
- gateway — W03 AN JOCTYNA K CETU HAa3HaYyeHus;

distance: (1..65535)/1 - distance — sec mapLipyTa.

Ypanset ctatuyeckut IPv6-mappyT

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 5.275 — KomaHgapl pexknuma EXEC

KomaHoa

Aelicmeue

show ip route [con-
nected | static | address
ip_address [mask | pre-
fix_length]

MoKa3sblBaeT TabaMLy MapLLpyTM3aumMK, YA0BAETBOPAIOLLYIO 3a4aHHbIM KPpUTEPUAM.

— connected — NOAKNOYEHHDBIV MApLIPYT, TO €CTb MapPLLPYT, B3ATbIN C HENOCPEACTBEHHO
NOAK/OYEHHOTO N GYHKUMOHUPYIOLWErO MHTepdeiica;

— static — cTaTMUecKunit MapLIpyT, NPONUCAHHbIN B TabanLe MapLIpyTU3aL M.

show ipv6 route

MokasaTtb Tabanuy mapwpyTmsaumum IPv6.

[pumep 8bIM0AHEHUS KOMAHObI

= [loka3aTb TabAuLy MapLLpPYTU3aLUN:

consolef#show ip route

Maximum Parallel Paths: 2

(4 after reset)

Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabnunua 5.276 — OnucaHuMe pe3ynbTaTta BbINONHEHUSA KOMaHAbI
Mone OnucaHue
MoKa3blBaeT NPOUCXOKAEHME MapPLLPYTA:
c C - Connected (MapLupyT B3AT U3 HENOCPEACTBEHHO NOAKNOUYEHHOTO U GYHKLMOHU-
pytoLLero nHtepodeiica),
S — Static (cTaTMyecKuii mapLipyT, NPONMCaHHbIN B Tabanue mapLipyTmsaumm).
10.9.1.0/24 Aapec cetu
MepBoe 3Ha4YeHWe B CKOBKax — afMUHUCTPATMBHAA AUCTaHLMA (CTeneHb gosepua
[5/2] MapLIpyTU3aToOPY, YEM YMC/IO Bbllle, TEM MEHbLUE AOBEPUE K UCTOUHUKY), BTOPOE
3HauyeHWe — MeTPUKa MapLipyTa.
via 10.0.1.2 OnpegaenseT IP-agpec cnefyowero MapLwpyTnsaTopa, Yepes KoTopbli NpoxoauT
o MapLUpYyT A0 CeTH.
00:39:08 Onpeaensiet Bpema nocnegHero 06HOBAEHMA MapLlpyTa (4acbl, MMHYTbI, CEKYHAbI).
Vlan 1 OnpepenseT nHTepdelic, Yyepes KOToPbIN NPOXOAMUT MapLUPYT A0 CETH.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup ncnonb3yeTca A1A BbINOAHEHMA CNEeLNaNbHbIX Npoueayp: 06HOBAEHME NPOrPaMMHOro
obecneveHus, yganeHme coaepXumoro ¢asll-namsaTH, BOCCTaHOBAEHWE Maponsn, AMarHOCTUKa, 3agaHue
CKopocTu paboTbl TepmmMHana, paboTta c napameTpamm CTeKa YCTPOMCTBA.

[ns Bxoaa B meHto Startup HeobxoaMmo npepBaTh 3arpy3Ky HaxkaTMem Knasuwn <Esc> unu <Enter> 8
TeyeHue NepBbIX ABYX CEKYHA Moc/ne MosBAeHMsA coobLeHMA aBTO3arpy3kn (Mo OKOHYaHMM BbIMNOJAHEHWUSA
npoueaypbl POST).

Startup Menu

] Download Software

] Erase Flash File

] Password Recovery Procedure
] Set Terminal Baud-Rate

] Stack menu

] Back

o U W N

Enter your choice or press 'ESC' to exit:

[ns BbIXo4a N3 MEHIO 1 3arpy3KM YCTPOMCTBA HAaXXMUTE KNaBULy <6>, 1nbo <esc>.
’ Ecnu B TeueHue 15 ceKyHp, (3HaueHMe NO YMOIYaHUIO) He BbIGPaH HU OAUH U3 NYHKTOB
e MeHI0, TO 3arpy3Ka yCTpoICTBa NPOAOIKUTCA. Bpemsa oXXugaHua MmoXKHO yBeMUUTb C No-

MOLWbIO KOMaHA KOHCO/IN.

Tabnunua 6.1 — OnucaHne meHto Startup

Ne HaszeaHue OnucaHue

[nA 3arpysku nporpamMmHoro obecrnedyeHmns ncnonb3yerca npotokon X-Modem. Mpu Haxa-
TUM KNaBuwm <1> Ha KOHCONb ByAeT BbiBeAeHO cieaytolee coobuieHune:
Download Software

<1> O6HoBneHMe npo- Downloading code using XMODEM.
rpammHoro obecneye-
HUA Tenepb, KOrga ycTpoicTBO roToBo K npuemy ¢aiina, HeobxoAMMo nepesaTb ero npu no-
Mol npoTokona X-Modem. Mocne npvema daiina ycTpoicTBo nepesarpysnTca aBToMaTy-
YecKu.

[aHHasA npoueaypa ucnonb3yetca ANA yaaneHua KoHourypauuu yctpoiictea. [ns yaane-
HUA daiina HaxkaTb KNaBuLYy <2>, NOABUTCA NpeaynpexaeHue (NoATBepAUTE HaxKaTUEM
KNaBuLLM <y>):

Warning! About to erase a Flash file.
Are you sure (Y/N) ?y

BBecTv umaA daitna KoHoUrypaumm:
Erase Flash File
Write Flash file name (Up to 8 characters, Enter for none.): CDB

Write Flash file name (Up to 8 characters, Enter for none.): CDB
File CDB (if present) will be erased after system initialization.

<2> | YaaneHue COAEpPXKn-
moro $asw-namaTm

==== Press Enter To Continue ====/ina so3spara B meHio Startup HaxaTb Kna-
BULWY <enter>.
==== Press Enter To Continue ====
V DOna HoBoro ¢aiina KOHUrypaumm Mma JONMKHO 6bITb OTIMYHO OT UMEHU KOHOU-
rypaumm 3anmMcaHHoOM Ha AaHHbIA MOMEHT.
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[aHHana npoueaypa ucnonb3yetcs 417 BOCCTAHOB/IEHUA YTPAUYEHHOMO Napos, OHa No3Bo-
NAET NOAKNIOUUTLCA K YCTPOMCTBY 63 napons.

Password Recovery

<3> | Procedure BocctaHos-
NeHune napons

[Ina BOCCTAaHOBNEHMA NApONA HaxaTb KNaBuily <3>, Npu NocneayouLem NoAKYEHUN K
YCTPOWCTBY Naponb byaeT NpourHOPUPOBaH.

Current password will be ignored!
[ns Bo3BpaTta B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

Mpoueaypa MCNO/b3yeTca A/A YCTaHOBKM CKOPOCTM paboTbl TepMUHaNa (No ymondaHuio
. 115200 bop).

Set Terminal Baud- Al N

Rate [na 3agaHnA HOBOM CKOPOCTU paboTbl TEPMMUHANA HaXaTb KNaBuLy <5> 1 BBeANUTE 3HaYe-

<4> Hue:
3ajaHue cKopocTh pa-

Set new device Baud rate: 115200
60Tbl TEpMUHaANA

[na Bo3spaTta B MeHI0 Startup HaxaTb Knasuwy <enter>.
==== Press Enter To Continue ====

[nA yBennyeHUs KoAMYecTBa NopToB KOMMYTATOPA, CYLLECTBYET BOSMOXKHOCTb 06beauHe-
HUA YCTPOMCTB B CTEK. YCTPOMCTBO C naeHTUdMKaTopom 1 byaeT BeaylmMm, ocTasibHble —
BeaoMbiMK. KommyTaTopbl MES1024/MES1124/MES2124 moryT paboTaTb Kak aBTOHOMHO,
TaK M B COCTaBe CTeKa.

[na naeHtnduKaumm v ycTaHOBKM pexknma paboTbl YCTPOICTBA B CTEKE MCMOb3YETCA MEHIO

Stack menu cTeka (Stack menu).
PaboTa c napamet-
<5> pamu cTeKa yCTpoii- [lns BXo4a B MEHIO CTEKA HayKaTb KaaBuwwy <5>:
cTBa Stack menu
[1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnucaHue Stack menu ykasaHo B Tabnuue 4.3
<6> Back [1ns BbIXO4a M3 MEHIO M 3arpy3KM YCTPOMCTBA HAXKMMUTE KAaBuLy <6>, 1Mbo <esc>.

Bbixog 13 meHto

Tabnnuya 6.2 — OnucaHme meHto Stack menu, paboTta ¢ napameTpamu cTeKka yCTpoMCTBa

Ne HaszeaHue meHto OnucaHue
Show unit stack id [na npocmoTpa MaeHTUGUKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KAaBuLly <1>:
MPOCMOTP MAEHTUM- Current working mode is stacking.
<1> o Unit stack id set to 1.
KaTopa yCTPOWMCTBa B
cTeke
[nA HasHayeHUA aeHTUPMKATOPa YCTPOMCTBA B CTEKE HAKMUTE KNABULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHauyeHune naeHTH- roe
¢|4|-(aTopa YCTpOVICTBa 3HayeHue oT «1» Ao «8» — HOMEp yCTpOVICTBa B CTeKe,
B CTeKe 3HayeHue «0» — aBTOHOMHbIN peXxMM paboTbl KOMMyTaTopa.

[nna Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNasuwy <enter>.
==== Press Enter To Continue ====

[lna ycTaHOBKM pexxmma paboTbl YCTPOWCTBA HAXKMUTE KNaBuLLy <3>:
Enter unit working mode [1- standalone, 2- stacking]:1

Set unit working mode Unit working mode changed to standalone.

<3> | YcTaHOBKa pexuma pa-
60Tbl yCTPOMCTBA

roe
3HayeHMe 1 — aBTOHOMHbIN PEXNUM,
3HayeHue 2 — PeXUM CTEeKMPOBaHMUA.
[na Bo3BpaTa B MEHIO CTEKA HAXKMUTE KlaBuwy <enter>.
==== Press Enter To Continue ====

Back [lnA BbIXOAA U3 MEHIO HaXXMUTe KnasuLLy <4>

<4>
Bbixog 13 meHto
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6.2 O6HOoBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6bITb 3anyLieH U HACTPOEH Ha KOMNbIOTEPe, C KoToporo byaer 3arpy-
}KaTbcA nporpammHoe obecneuveHue. Cepeep A0MKEH MMeTb pa3pelleHue Ha YTeHue pain-
N10B HA4YaNbHOrO 3arpysunka u/mam cucremoro NO. KomnbloTtep ¢ 3anyuieHHbim TFTP-cep-
BEPOM A0/1XKeH 6biTb AOCTYNEeH ANA KOMMYTaTopa (MOXHO NPOKOHTPO/IMPOBATb, BbINOJI-
HUB Ha KommyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbloTepa).

.‘

O6HoBNEHMe NporpammMHOro o6ecneyeHnsa MOXeT OCYLLECTBATLCA TO/IbKO NPUBMAETNPO-
BaHHbIM NO/Ib30BaTeNEM.

.‘

6.2.1 O6HOBNEHME CUCTEMHOro NporpaMmmHoro obecneyeHus

3arpysKka ycTpoicTBa ocyuiectsaseTtca us ¢daina cuctemHoro nporpammHoro obecnevenus (MO),
KOTOPbIA XpaHUTcA BO ¢asw-namatn. MNpu obHoBAeHMU, HOBbIN daiin cuctemHoro MO coxpaHaeTca B
crneumanbHO BblaesieHHoM obnactu namaty. [pu 3arpyske YCTPOWCTBO 3anyCKaeT aKTMBHbIM dain
cuctemHoro MO. Bbibop akTUBHOIO ¢daiina 3a4aerTca KOMaHaoM:

boot system {image-1 | image-2 } [unit unit_id]

roe unit_id — Homep ycTpolicTBa B cTeke (4ns ycTponcTea, paboTalollero B aBTOHOMHOM peXkume,
HOMep YCTPOWCTBa He 3aaaeTcA), image-1, image-2 — daiin cuctemuoro MO.

Mpwu paboTe B cTeKe, €I HOMEp YCTPOMCTBA He 3aAaH, AaHHAA KOMaHAA NPUMEHSAeTCsA K
° BeAyLLemMy YyCTPOMUCTBY.

[na npocmoTpa TeKywen BepcuM CUCTEMHOro MNporpammHoro obecnedyeHus, paboTatollero Ha
ycTpoiicTee, BBeguTe KomaHay show version:

console#show version

SW version 1.1.44[e9%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03

Mpoueaypa ob6HoBneHMA MO:

KomaHaol copy ckonupoBaTb HOBbIM ¢aii nporpammHoro obecrneyeHuMa Ha YCTPOWCTBO B
BblAeNeHHyto ob61acTb namaTtu (image2). PopmaTt KomaHAabl:

copy tftp:// tftp_ip_address/[directory/]filename image
MpUMep BbINOAHEHUA KOMaHbI:

consolef#copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34

Loading filel from 192.168.16.34:
| L O O O IO O I

Copy took 00:01:11 [hh:mm:ss]
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V' 3HaK BOCK/IMLLAHUA YKa3biBaeT Ha TO, YTO UAeT npouecc KonMpoBaHua. Kaxablii BocKauULLa-
Te/IbHblA 3HAK COOTBETCTBYET ycnewHoi nepegayve 10 naketoB no 512 6aiit uHpopmauymm
KakAblii. TOuKa yKa3biBaeT Ha TO, YTO B NpoL,ecce KONMPOBaHMUA NPOU3OLLIEN TAUMAYT OXKU-
AaHuA naketoB oT TFTP-cepBepa. HeCKONbKO TOUYEK B CTPOKE MOXKET 03HayaTb, YTO BO3-
HUKANA oWwnbKa B NpoLiecce KONUPOBAHUA.

KomaHgoit boot Bbibepute akTUBHbIN dain cuctemHoro NO ana nocneaytowen sarpysKku:

console#boot system image-2

’ Ecnu He BblGpaH HOBbI 3arpyeHHbiA $paiin cuctemHoro MO aKTUBHbLIM, TO YCTPOMUCTBO Bbl-
. NOJIHUT 3arpy3Ky ¢ UICNONb30BaHNEM TEKYLLLEro aKTMBHOro obpasa.

Ybeautecb, YTO NPaBUAbHO BbiOpaH aKkTUBHbIN ¢ann cuctemHoro MO. [Ona npocmoTpa AaHHbIX O
BEPCUAX NPOrpaMMHOro obecrneyeHma 1N UX aKTUBHOCTM BBeAMTE KOMAHAY show bootvar:

console#show bootvar

Unit Image Filename Version Date Status

1 1 image-1 1.1.44[0b70e656] 24-Nov-2015 17:28:25 Active

1 2 image-2 1.1.44[1537¢c93f] 12-Nov-2015 15:45:10 Not active*

/' Cumeoniom «*» oTmeuaetca ¢aitn nporpammHoro obecneueHus, KOTopbii 6yaeTt ucnon-
HATbLCA NpPU NocaeayloLLel 3arpyskKe.

Mepesarpysnte KOMMYyTaTOpP KOMaHAOM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTBepanTe Nepesarpysky BBOLOM ‘y.

6.2.2 O6HOBnEeHMe 3arpy3o4yHOro ¢aiina ycTpomcraa (Ha4anbHOro 3arpy3yumnKa)

HauyanbHbIA 3arpy3ymnK 3amnyckaeTca cpasy Nocae BK/AOYEHMSA MUTaHMA ycTpoicTea. MocpeacTtBom
3arpysouHoro daina ocylecTBAAeTcA npoueaypa «TeCTUPOBAaHMA CUMCTEMbl MpU BKAOYeHun» (POST),
pacnakoBka M 3anyck ¢aina cuctemHoro MO. Mpu o6HOBAEHMM HOBbIM daiin HayanbHOMO 3arpysyuka
coxpaHsetca Ha flash Ha mecTe cTaporo.

[na npocmoTpa TeKywen Bepcuu 3arpysovHoro ¢aina, paboTalowero Ha ycTpowucTee, BBeguTe
KomaHay show version:

console#show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03
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Mpoueaypa ob6HoBAeHMA MO:

1. KomaHaoi copy CKOMMPOBATb HOBbIM 3arpy3o4Hblii paiin Ha ycTponcTBo. PopmaT KOMaHAabl:  copy

tftp://tftp_ip_address/[directory/]filename boot.

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
| L L L L L L I I A

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

V‘ 3HaK BOCK/IMLLAHUA YKa3bIBaeT Ha TO, YTO UAeT npouecc KonupoBaHuA. Kaxaplit Bockauua-
Te/NIbHbIA 3HAK COOTBETCTBYET ycnewHoii nepegayve 10 naketoB no 512 6aiit uHpopmauymm
KaxAblii. TOuKa yKasbiBaeT Ha TO, YTO B NpoLLecce KONMMPOBaHMUA NPOU3OLLIEN TAUMAYT OXKMU-
paHuAa naketoB oT TFTP-cepBepa. HecKoNbKO TOUEK B CTPOKE MOXKET 03Ha4yaTb, YTO BO3-
HUKANa ownbKa B npoLiecce KONUPOBAHUA.

2. Mepesarpysute KOMMYTaToOp KOMaHAOM reload.

consolefreload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM ‘y.
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NPUNOXEHWUE A. MPUMEPbI NPUMEHEHUA N KOHOUTYPUPOBAHUA YCTPOM-

CTBA

HacTpoiiKa npoToKo/a MHOXeCTBa cBA3yowWwmMx gepesbes (MSTP)

MpoTtokon MSTP no3BoasAeT CTPOUTb MHOMXECTBO CBA3YIOLWUX AepeBbeB ANA oTaenbHbix rpynn VLAN
Ha KOMMyTaTopax JIOKaNbHOM CeTH, YTO NO3BOAET BaNaHCMPOBATL HArpysKy. a8 NpoOCTOTbl PacCMOTPUM

CAyyan c Tpema KoMmyTaTopamm, 06beANHEHHbIMU B KOJIbLEBYIO TOMOIOTUIO.

Myctb vlan 10, 20, 30 o6beanHaoTCA B nepBom ak3emnaape MSTP, vlan 40, 50, 60 o6begmHaAOTCA BO
BTOpOM 3K3semnnsape. Heobxoaumo, utobbl Tpaduk VLAN-os 10, 20, 30 mexay nepBbiM U BTOPbIM
KOMMyTaToOpamuM nepegasasncsa Hanpamyto, a Tpaduk VLAN-os 40, 50, 60 nepeaaBanca TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 Ha3zHauYMM KOpPHEBbIM AN BHYTPeHHero ceasytowero gepesa (IST — Internal
Spanning Tree) B KoTopom nepegaetca cnyxebHas nHdopmauma. Kommyratopbl 06begMHAIOTCA B KOMbLO,
ncnosb3ysa noptbl g1 n g2. Huxe npmeeaeHa cxema, n3obpaxkaroLan 10rMyYeckyto ToMnoJIornio CeTu.

VLAN 10,20,30 HaaHaueHb! Ha axzemnap 1
VLAN 40,50,60 HazHavyeHb! Ha axsemMnnap 2

xommyTarop 1 KoMmmyrarop 3

JTOT NOPT NepechinaeT TpadMK
Ans akaemnnapa 1 u Gnokmpyer
Tpacuk Ana akzemnnapa 2

KOoMmyTarTop 2

PucyHok 31— Hacmpolika npomoKosa MHOX(ecmea ceAasyoujux depesbes

370T NOPT nepeckinaeT Tpacpmk
AnA akzemnnapa 2 u Gnokupyer
Tpadmk ana axkzemnnapa 1

Koraa oguH U3 KOMMYTaTOPOB BbIXOAUT U3 CTPosA, AMB0 0bpbiBaeTcA KaHan, MHOXECTBO AepPeBbEB
MSTP nepecTpanBaeTca, YTO NO3BOAAET MUHMMM3NPOBATb NOCNEACTBUA aBapun. HuxkKe npueeaeH npouecc
KoHdUrypaumm kommytaTopoB. s 6o1ee 6bICTpoit HACTPOMKKM co34aeTcA 06N KOHOUTYPALMOHHbIM Wab-
JIOH, KOTOpbIN 3arpyrKaetca Ha TFTP-cepBep M UCNONb3YeTCs BNOCAeACTBUM AJ1A HACTPOWKM BCEX KOMMYTATO-

poB.

1. CosgaHve wabnoHa v KOHPUrypauma NepBoro KOMmyTaTopa

console#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #fexit

console (config) #spanning-tree mode mstp

console (config) #interface range gigabitethernet 1/0/1-2
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console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) #fexit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox

console (config-mst) #instance 1 add vlan 10,20,30

console (config-mst) #instance 2 add vlan 40,50, 60

console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-
config destination URL flash://startup-config

01-0ct-2006 01:09:44 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

console (config) #do copy startup-config tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL
flash://startup-config destination URL tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed
successfully

|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

2. KoHowurypauma BTOporo KommyTaTopa

consolef#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N)[N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #fexit

console (config) #spanning-tree priority 0

console (config) #end
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3. KoHdurypaums TpeTbero Kommyratopa

console#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0ct-2006 02:17:14 %COPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) #exit

console (config) #spanning-tree mst 2 priority O
console (config) #end

Hacrtpoiika selective-qinqg

Job6asneHune SVLAN

[aHHbI npumep onucbiBaeT, Kak gobasnatb metky SVLAN 20 ko Bcem VLAN 3a UCKAtOYeHWEM
VLAN 27.

consolef#configure

console (config) #vlan database

console (config-vlan) #vlan 20,27

console (config-vlan) #exit

console (config) #finterface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 20,27

console (config-if) #selective-qing list ingress add vlan 27

console (config-if) #selective-ging list ingress permit ingress vlan 20

MoameHa CVLAN

B ceTAx nepesaym AaHHbIX OBOJIbHO YacTO BO3HMKAIOT 334a4M, CBAi3aHHble ¢ nogmeHoi VLAN (Hanpu-
Mep, A8 KOMMYTaTOpPOB YPOBHA AOCTyNa CyLLEeCTBYET TMNOBAA KOHOUIypaLma, HO NONb30BaTENbCKUIN Tpa-
duK, VoIP n Tpaduk ans ynpasneHus Tpebyetca nepenaBatb B pasHbix VLAN Ha pasniMyHbIX HanpaBaeHunaXx).
B aTom cnyyae 6b1s10 66l yA0H6HO BOCMNO/1b30BaTbCA PyHKUMen nogmeHbl CVLAN ana 3ameHbl TMNM3MPOBaH-
HbIX VLAN Ha VLAN gna Tpebyemoro HanpasaeHua. PaccmoTpum KOHOUIypaumo KOMMYTaTopa, B KOTOPOM
ocywecrtsnaerca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 n 202:

console#configure
console (config) #vlan database
console (config-vlan) #vlan 200-202

Ethernet-kommymamopsi MES1000, MES2000 265



HELTEX

console
console

config-vlan) fexit

config) #interface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 200-202

console (config-if) #selective-ging list ingress override vlan 200 in-
gress_vlan 100

console (config-if) #selective-ging list ingress override vlan 201 in-
gress_vlan 101

console (config-if) #selective-ging list ingress override vlan 202 in-
gress_vlan 102

— e~ o~ —~

Hacrpoitka Multicast-TV VLAN.

dyHrumMa «Multicast-TV VLAN» paeT BO3MOMKHOCTb MCMOAb30BaTb A5 nepegadym MHOroagpecHoro
Tpadumka ogHy VLAN B ceT onepaTopa M A0CTaBAATb 3TOT TpaduMK NoNb30BaATENAM [AaXKe B TOM C/ly4ae, ecu
OHW He sABnatoTca YneHamm ston VLAN. 3a cueT ¢pyHKumMM «Multicast-TV VLAN» MOKeT 6bITb COKpalleHa
Harpyska Ha ceTb OnepaTopa 3a CYeT OTCYTCTBUA Ay6/IMPOBaHUA MHOTOaZAPECHbIX AaHHbIX, Hanpumep, Npu
npegocrtasaeHumn ycnyrm IPTV.

Cxema npumeHeHMa yHKLMWM npeanonaraet, 4To NOPTbl Mosb3oBaTesen paboTaloT B pexume
«access» UaM «customer» n npuHagnexar K aobon VLAN 3a ncknoveHmem multicast-tv VLAN. Mosb3oBsa-
TeNN MMEIOT BO3MOKHOCTb TO/IbKO MOJIy4aTb MHOToaapecHbi Tpadumk u3 multicast-tv VLAN u He moryT ne-
penaBaTb AaHHble B 3ToM VLAN. Kpome Toro, B KoMmyTaTope A0AXeH BbiTb HAaCTPOEH NOPT-UCTOYHUK mul-
ticast-TpadumKka, KOTopbIM A0IKEH BbITb yYacTHMKOM multicast-tv VLAN.

V dyHKuma «Multicast-tv VLAN» paboTaet TonbkKo coBmecTHO ¢ IGMP Bepcwmii 1 n 2.

Mpumep HacTPoOIKM Ana nopTa B pexxume paboTbl access

1. BkAOUUTb GUNLTPALMIO MHOTOAAPECHBIX AaHHbIX.

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osatesneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasieHus
(VID 1200).

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HacTpouTb NopTbl NoAb3oBaTeNEN.

console (config) #interface range fal/0/1-24

console (config-if) #switchport mode access

console (config-if) #switchport access vlan 100

console (config-if) #switchport access multicast-tv wvlan 1000
console (config-if) #bridge multicast unregistered filtering
console (config-if) #exit

~— ~— ~— ~—

4. HactpouTb uplink-nopT, paspewmrs nepesadyy MHoroagpecHoro TpadurKa, TpadpurKka NnonbsosaTesen u
ynpaB/ieHve.

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) fexit
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5. HacTtpoutb igmp snooping rnobanbHo 1 Ha MHTepdelicax.

console (config) #ip igmp snooping

console (config) #ip igmp snooping wvlan 1000

console (config) #ip igmp snooping vlan 1000 querier
console (config) #ip igmp snooping wvlan 100

console (config) #ip igmp snooping vlan 101

console (config) #ip igmp snooping vlan 102

console (config) #ip igmp snooping vlan 103

console (config) #ip igmp snooping vlan 124
6. HactpouTb MHTEepdec ynpasaeHus.

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #exit

Mpumep HacTPOIKK ANA NOPTa B pexkume «customer»

[aHHbIN TUN NOAKNIOYEHUA MOMKET BbITb MCNONbL30BaH A1 TOr0, YTO6bI MOMEeYaTb NO/1b30BaTE/IbCKUE
IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbiMU BHELWHUMK meTKamu (SVLAN).

1. BkAounTb GMABTPALMIO MHOTOAAPECHbIX AAHHbIX.

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneii (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200).

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

3. HactpouTb nopT nonb3osartens.

console (config) #interface fal/0/1

console (config-if) #switchport mode customer

console (config-if) #switchport customer vlan 100

console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #exit

4. HactpouTb uplink-nopT, paspelwmns nepeaady mHoroagpecHoro Tpaduka, TpadmKa nosnb3osaTtenei u

console

ynpasfeHue.

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
(

config-if) #exit

5. HactpouTtb igmp snooping rno6anbHoO U Ha nHTepdeicax, [ob6aBUTb NpaBUaAa MapKMPOBKM NONb30-
BaTenbckmx IGMP-report’os.

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 100

console (config) #ip igmp snooping map cpe vlan 5 multicast-tv wvlan 1000
console (config) #ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HactpouTb MHTEepdenc ynpaBaeHus.

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) fexit

Hacrtpowka asropusaummn IGMP-3anpocos yepe3 RADIUS

B gaHHOM npumepe onucbiBaeTcA NPoLEcC HAacTPOMKKM aBTopu3aunn IGMP-3anpocos yepes Radius-
cepsep. IP-agpec kKommyTtaTopa — 10.113.113.2, IP-agpec Radius-cepsepa — 10.113.113.1, MAC-agpec Knu-
eHTa — 00:1B:21:4F:F8:1F, amana3oH pa3spelleHHbix Multicast-rpynn: 233.7.0.0/16, nopT KAueHTa —
FastEthernet 1/0/1

HacTtpoitku Radius-cepsepa (freeRadius)

1. Copepskunmoe daina ”/etc/freeradius/clients.conf”
client 10.113.113.0/24 {

secret = mestest
nastype = cisco
shortname = private

}
2. Cogepxumoe daina “/etc/freeradius/users”

001B214FF81F Cleartext—-Password := "001B214FF81F", NAS-PORT == 1, Framed-
IP-Address =~ "233.7.*.*", NAS-IP-Address == "10.113.113.2"

Hactpoiiku KommyTaTopa

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

( #bridge multicast filtering
(
(
(
(
(
(
(
(
console (config
(
(
(
(
(
(
(
(
(
(

#vlan database

#vlan 30

#exit

#ip igmp snooping

#ip igmp snooping vlan 30

#radius-server host 10.113.113.1 usage igmp-auth key mestest
#interface range fastethernet 1/0/1-10
#switchport access vlan 30

#bridge multicast unregistered filtering
#multicast snooping authorization radius
#exit

#interface gigabitethernet 1/0/4
#switchport mode trunk

#switchport trunk allowed vlan add 30
fexit

#interface vlan 1

#ip address 10.113.113.2 255.255.255.0
#no ip address dhcp

fexit

console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config
console (config

— o e e . e e . e e e e e e e e~
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NPUNOXEHUE B. TUMOBbLIE CXEMbl NOCTPOEHWA CETEM HA BA3E MPOTO-
KOJ1A EAPS

1. Tononorna Npocroe «KonbLuo»

[ SWITCH1 |

SWITCH2

B TOnonoruu cetm ToNbKO OAHO KOAbLO. B 3ToM ciyyae HeobxoaAMmo onpeaennTb A1A HEero TONbKO
EAPS domain.

2. Tonosorus oguMH AOMEH C HECKO/IbKMMM «KObLaMmn»

B Tononoruu cetn 3 Konbla (MOXKeT 6biTb 2 U 6onee) n 2 0bWMX y3na Mmexay HUMU. B aTom cnydyae
Heobxoanmo onpegenntb EAPS-domain 1 ycTaHOBWUTb OAHO KONbLO B Ka4ecTBe OCHOBHOrO, a Apyrue Kak
BTOPUYHbIE.
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3. Tononorua HECKONbKO AOMEHOB CO CMEMXKHbIMU «KOJIbLLaMn»

D
5

7

o

Sadlif SWITCH 2

B Tomosiormm cetn 2 Konbla (MoXKeT 6biTb 6osiee AByX) ¢ ogHMM obwUM y3nom. B atom cnydyae
Heobxoanmo onpegennTb EAPS-domain ans Kaxaoro Kosbua.
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NMPUNOXKEHUE B. ONMUCAHUE NPOLECCOB KOMMYTATOPA

Tabnmua — OnucaHWe NPoLEccoB KOMMyTaTopa

Uma OnucaHue npouecca
npo-
uecca
3SWF MNepenaya nakeToB MeXAay YPOBHEM 2 1 CETEBbIM YPOBHEM
3SWQ MporpammHas obpaboTtka ACL nepexBayeHHbIX NaKeTos
AAAT YnpasneHue n o6paboTka metogos AAA
AATT Cumynatop AAA ana nposepkn metoaos AAA
ARPG Peanunsauma npotokona ARP
B_RS YnpaBsieHMe nepe3arpy3Kkon yCTPOICTB B CTeKe
BOXM JononHuTtenbHble AEACTBUA B CTEKE (MONyYeHUe CBEAEHMUI O CTEKe, MHAMKALMA, 0bMeH co0b-
LLLEHMAMMK, CMeHa unit id)
BOXS O6paboTKka KOmaHA COCTOAHMA CTeKa: AobaBneHne mactepa/cneiBa, U3yyeHne TOMNoAOruu,
obHoBneHne Bepcumn MO cneliBa
BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe inter-
mediate agent
BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6asneHue, yganeHue 3anucei), 3epkanu-
poBaHue, KoHdurypmnposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP snooping, IP multicast,
OAM
BSNC ABTOMAT CMHXPOHMU3aLMMN MacTepa U CNeiBa B CTeke
BTPC KnuneHnt BOOTP
CDB KonnpoBaHune KOHOUIypaumMoHHbIX ¢painnos
CFM Peannsaumsa Ethernet CFM
CNLD 3arpysKka/Bbirpy3ska KoHoUrypaumm
COPY YnpasneHne KonuposaHMem pannos
D_LM Link Manager — NoTOK, KOTOpbI CNeANUT 33 COCTOSIHUE CTEK-TMHKOB
D-SP Stacking Protocol
DACT Diacnostic ACTive tests. [MoTOK, B KOTOpom BbinonHAtoTcAa VCT-TecTbl.
DDFG PaboTa c ¢aitnoBoi cuctemol
DHCP Cepsep u Relay Agent DHCP
DMNG Dinstant Manager — nonyyeHune uHdopmauum C yaaneHHbIx loHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa NO)
DNSC KnueHt DNS
DSND Data Set Delays Report
DSPT Dispatcher — 06paboTKa cobbITUIA OT yAaNeHHbIX OHUTOB 06 M3MEHEHUWN COCTOAHUA BEHTU-
NATOPOB, UCTOYHUKOB NUTAHMA, TepMoAaTunKkoB, SFP-TpaHcneepoB. MonyyeHne coobuieHuii
OT yAaNeHHbIX oHUTOB 06 Mx Bepcuu NO, cepuitHom Homepe, MD5 cymme MMO.
DSYN Stack application
DTSA Stack application
ESTC NornposaHue cobbiTuit 0 NpeBsbllieHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)
EVAU O6paboTKa cobbiTnin Address Update, HUKHWI ypoBeHb, Nepeaaya Bblille
EVLC O6paboTKa COOLITUIN O CMEHE COCTOAHWUSA NOPTa, HUKHUI YPOBEHDb, Nepeaaya Bbille
EVRX O6paboTKa cobbITMIN NpMéMa NaKeTa U3 KommyTtaTtopa B CPU, HUXKHUIA ypoBeHb, Nepegaya na-
KeTa Ha ypoBeHb 2
EVTX O6paboTKa cobbITUIN OKOHYAHUA OTNPaBKKU NakeTa n3 CPU B KOMMYTATOP, HUKHWNI YPOBEHb
exRX O6paboTKa BbIX04a NAKETOB C HUXKHEro YPOBHSA 2
FFTT YnpasneHue Tabanuen mapwpyTmsaumm U MapLipyTmM3auma NakeTos
FLNK ®yHKumMA FlexLink
FTPD Peanusauma npotokona FTP
FTPM YnpasneHue FTP-cepsepom (06paboTka KOHOMIrypaLumoHHbIx 3anpocos ns CLI/SNMP)
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GOAH Peanusaumns web-cepsepa GoAhead

GRN_ Peanusaumns Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETFO YPOBHSA

HDEB C60p cTaTUCTMKKM paboTbl 33434 CUCTEMDbI

HLTX Otnpaska naketos n3 CPU B KommyTaTop

HOST OcHoBHOM host-nNOTOK, X0N0CTOM X0A4,

HSCS Stack Config — HacTpoiika ¢yHKLUMIM CBUYA Ha YAANIEHHOM IOHUTE

HSES Stack Events — o6paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX OHUTOB Ha
macTtepe

ICMP Peanusaumna npotokona ICMP

IDLE BesaelictBue cuctemsl

IGMP Peanunsauma npotokosa IGMP (xocToBoit yactu)

IOD |0 Debug task

I0TG YnpasaeHne TepMmmHasaMn BBOAA-BbIBOAA

I0OTM YnpasaeHne TepMmmHanaMn BBO4A-BbIBOAA

IOUR YnpasaeHne TepMmmHasaMn BBOAA-BbIBOAA

IP6C CyéTunkm ipvd u ipve

IP6M MapuwpyTtrsaumsa ipv4 n ipve

IPAT YnpaBneHue 6a30i AaHHbIX ip-aapecos

IPG O6paboTKa nepexBayeHHbIXx GparMeHTUpPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agava ana ARP, RIP, OSPF

IPSL Peanunsaumnsa IP SLA

KEYM YnpasnieHne KAr4Yamm ayTeHTUPUKaLNK

L2HU MNepenaya nakeToB Ha ypoBeEHb 3

L2PS O6paboTKa cobbITUIN CMEHbI COCTOAHWA/HACTPOEK MHTepdENCcoB 1 Nnepeaada coobuieHnit 3a-
PErncTpMpPOBaHHbIM C/yKbam

L2SC NornposaHue storm-control

L2UT Ytunusauyus noptos (show interfaces utilization)

LACP Peanunsauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢yHKummn Loopback Detection

MACT O6paboTKa cobbiTna 06 okoHYaHUKM gencteus B FDB (ageing MAC-aapecos)

MLDP Link Layer Reliable Datagram Protocol, stack transport

MRDP Reliable Datagram Protocol, stack transport

MROR PesepBrpoBaHue KOHPUTypaunMoHHOro ¢panna B IHEProHe3aBUCMMOM NAMATU

MSCm MeHegKep ana paboTbl C TEPMUHANIBHBIMU CECCUAMMU

NSCT HacTpoiKa orpaHnyeHmA cKOpocT nepexsaTta NnakeTos Ha CPU, BegeHMne cTaTUCTUKM NO nepe-
XBa4YeHHbIM NaKkeTam

NTPL Mepunoamyeckas reHepauma curdana ana onpoca Tabamuy, MAC, VLAN, nopToB, My/1bTUKacTa,
MapLpyTU3aLMm, NPUOPUTU3ALNN

NTST [obaBneHne n yaaneHune lOHUTOB B CTeKe, COPoc Ha AedONT COCTOAHUS IOHUTA, HA CETEBOM
ypoBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTKa KomaHabl Ha BoccTaHoBneHMe OUI ana Voice VLAN

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUN CMEHbI COCTOAHWUS NOPTOB

PNGA Peanunsauma ping

POLI Policy Management

PTPT Precise Time Protocol

ROOT Poantenbckuini Tack ans Bcex 3agay

RPTS Routing protocol

SCPT ABTOOGHOB/IEHWNE M ABTOKOHPUTYPUPOBaHUNE

SEAU MonyuyeHune cobbiTnin Address Update, HUXKHWUI ypoBEHb
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SELC MonyyeHune cobbITUIN O CMEHE COCTOSIHUA NOPTA, HUXKHUIM YPOBEHb

SERX MonyyeHune cobbiTnit Npuéma nakeTa 3 KommytaTopa B CPU, HUXKHWUI ypoBEHb

SETX Mony4yeHune cobbiTMt OKOHYAHMA OTNPaBKKM NakeTa u3 CPU B KOMMYTATOP, HUXKHWUI YPOBEHb

SFMG sFlow Manager — o6paboTka cobbiTuit usmeHeHus IP agpeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanunsauna npotokona SNMP

SNPR 3asava, KoTopas pa3busaet 6onbline SNMP 3anpockl Ha 6onee menkue (Mpokcupyer)

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHne paboToli COKeTOB

SQIN HacTpoitka selective ging

SS2M Slave To Master — nepegaya coobLeHuin co cneliBa Ha macTtep

SSHP Cepsep ssh - HacTpoiKa, 06paboTka KomaHa, Tanmep

SSHU Cepsep ssh - npoTokon

SSLP Peannsaumna SSL

SSTC JNornposaHue cobbiTit 0 NpeBblleHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccnsa yepes VLAN

STSC CLI-ceccnsa yepes VLAN

STSD CLI-ceccnsa yepes VLAN

STSE CLI-ceccnsa yepes VLAN

STSF CLI-ceccnsa yepes VLAN

STSG CLI-ceccnsa yepes VLAN

STSH CLI-ceccnsa yepes VLAN

STSI CLI-ceccnsa yepes VLAN

SW2M O6paboTKa cobbiTnit Adress update ot FDB, 610KkMpoBKa nopTa Npu BO3HUKHOBEHUM OLIMBOK
Ha nopTy

SWTR Pa3pelweHune npoxorkaeHua TpadpduKa Yepes KackagHble MHTepPencobl

SYLG BbiBOA cO0bLLEHNMI B Syslog

TBI_ Tabnunua BpemeHHbIX NpomekyTkos ansa ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauma npotokona TFTP

TMNG YnpasneHue npuopmuteTtamn 3agay

TMON Monitor Task — oTcnexxnBaeTt cocToAHNE 3aK0NbLOBKKN Bydepos u, B cnydae obHapyKeHus,
nepesarpyKaet oHUT (apyroro cnocoba pelueHusa npobaembl HalaeHo He 6b110)

TNSL KnuneHr telnet

TNSR Cepsep telnet

TRCE Peanusaumns trace route

TRIG 3anyck gelicteuna B FDB (ageing MAC-aapecos)

TRMT YnpaB/ieHMe IoHUTaMU B CTEKE C NOAAEPKKON TPaH3aKLMI

TRNS File Transfer — konupoBaHue daitnoB mexKay oHUTamu cTeka (MO)

TUNT Peanunsauma TyHHenen: KoHoUrypmposaHue, 06paboTKka NakeTos

UDPR UDP relay

VRRP Peanusauma npotokona VRRP

WBSR YnpaBneHue n Taimepbl web-cepsepa

WDHI He ncnonb3yeTtca (paHblue 6bina cBaAsaHa ¢ watchdog Talimepom).

WDLO Cbpoc watchdog Tamepa. Mpu cpabaTbiBaHMM Taiimepa (3TO NPOUCXOAUT NPWU 3aBUCAHWUN)
KOMMYyTaTOp nepesarpyKaeTcs.

XMOD Peanunsauma npotokosia X-modem
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TEXHUYECKAA NOAAEPKKA

Ona  nonyyeHMA TEXHUMYECKOM KOHCY/AbTauMWM MO BOMpPOCaM 3KchayatauuMuM 060pynoBaHUsA
000 «Mpeanpusatne «3JITEKC» Bbl MoxkeTe 06patnTbcs B CepBUCHbIN LEHTP KOMNAHWUWK:

dopma obpaTtHOM cBA3K Ha calTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odumumnanbHoOM caiTe KomnaHuM Bbl MOXKeTe HaTU TEXHUYECKYIO AOKYMEHTaLMIO U NPOrpamMmmHoe
obecneyeHne ans npoaykumm OO0 «Mpeanpusatue «IJITEKC», obpaTntbcs K 6ase 3HAHWIA, OCTaBWUTb
WHTEPAKTUBHYIO 3asBKY WM MPOKOHCYNbTUPOBATLCA Y MHXKeHepoB CepBMCHOMO LEHTPa Ha TEXHUYECKOM

dopyme.

OduumanbHbI caT KomnaHuu: https://eltex-co.ru/

TexHunueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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