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PykoBoacTBO no akcnyatauun WEP-200L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-200L — ycTaHOBKa BHYTPW 34aHWil B Ka4eCcTBe TOYKM AOCTYyna K pas/iMyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTBO no akcnyatauun WEP-200L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnpoBogHas Touka goctyna WEP-200L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ nposogHol ceTbio. WEP-200L nogknitovaeTcs kK nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTpOIACTBO COAEPXKMUT ABa paanovHTepdeiica ans opraHMsauum aByx onsnyecknx 6ecnpoBOHbIX CETENA.

WEP-200L nogaepxvBaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBMCOB U NO3BO/ISET NepeaaBaTb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnueatb WEP-200L B opraHu3aumsx, rae TpebyeTcs pasrpaHuyeHne npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);

* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;

* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;
aBTOBbIOOP KaHana,;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD;

* nopaepxka pexumMa knneHta (STA).

Cemesbie (hyHKYUU:

+ aBTOMAaTMYeCcKOoe COor/lacoBaHME CKOPOCTU, AYMN/IEKCHOTO PEXMMA U NEPEKNIOUEHNST MEXIY PEXUMAMM
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;
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* nogpepxka GRE;

* BO3MOXHOCTb Nnepefaym aboHEeHTCKOro Tpaduka BHe TYHHene;
+ nogpepxka ACL,;

* nogaepxka NTP;

* nopaepxka Syslog;

* nognepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* NpPUYOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NpPonyckHOW cNoco6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHune NPoryckHOM CNOCOBGHOCTU A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoae Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus o6opygosaHna WEP-200L.

’ﬁﬁ APM /

% onepatopa e Wnio3

§

CepBep

DHCP, RADIUS

PucyHok 1 — ®yHKUMoHasbHas cxema ncnosb3osaHnsa WEP-200L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl MHTEpdelica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopoCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45
10/100/1000 M6uT/c, aBToONpeaeneHne

BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

802.11n: go 300 Méut/c
802.11ac: go 1733 Moéut/c

24T1Tuy: 127
5Mu: 127

2.41Tu: 18 abm
51Tu: 20 pbm

2.4TTu: ~3 obu
50Tu: ~3 gbun

2.4TTu: po-92 pbm
51Tu: go-92 pbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPAZ2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2

nopnepxka Captive Portal

Mopnepxka MIMO 2x2 nna 2.4 Ty, MIMO 4x4 nna STTy,
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YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 128 MB SPI-NAND Flash

RAM 256 Mb DDR3 RAM

MuTtaHwe PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnsemast MOLLHOCTb He 6onee 12,95 Bt

Pabounin gnanasoH Temneparyp oT+5 00 +40 °C

OTHOocuTeNbHasA BNaxHoOCTb npu 25 °C 0o 80 %

ra6apwuThl (quameTp x BbicOTa) 230 x 56 MM

Macca 0,46 kr

CpokK cnyx6bl He meHee 15 net

10
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2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.
MonoxeHue nNpu nsmepeHum

AZIMUTH (X2) ELEVATION (YZ)

®

{}GE (POE)

AvanasoH 2.4 I'Ty,

ahz Y

25 2
60
135 45 133 45
150 30 150 30

165 15 165 15
X z
3
>

3
0 =25 -0 -5 -0 -] o ¢ 025 =20 15 o 5 f 0
345 345
330 330
315
300 300
255 Py 25 e 285
Az Ny
105 7 105 75
120 60 120 0
135 15 135 15
150 30 150 30
165 15 165 15
X z
180 > 180 >
B i L BT R T A 025 20 -15 -0 o v
185 35 195
210 330 210
25 315 25
240 300 240
255 770 285 255 o 285
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-200L BbINO/IHEHO B N/1aCTUKOBOM Kopryce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWI BuA naHenu yctpoictea WEP-200L nprBefeH Ha pUCyHke 2.

= == 1 =
Z i Z W) 1 e 774
/

" GE (PoE) =
5T | 7 <)

FO 56

— .l

e Kl 1= R

T ——F——

2 3 4

PrcyHoK 2 — BHeluHWIA BUA, ocHOBHOW naHesin WEP-200L

Ha ocHoBHoli naHenun yctpoiictea WEP-200L pacnonoxeHb! cnegytouime CBETOBbIE UHANKATOPSI, Pa3beMbl U
opraHbl ynpaenenus (Tabnuua 2).

Tabnuua 2 — OnncaHve VHAMKATOPOoB, NOPTOB Y OPraHoB ynpas/ieHns

AnemMeHT naHenu OnucaHue

1 LAN CseToBasi MHAMKaUmMsi cocTosiHusA nopTa GE (PoE)
2  GE(PoE) Mopt GE ans noakntoueHusi nutaHms PoE

3 F KHonka cbpoca K 3aBOACKMM HacTpoikam

4 Wi-Fi

VHavkaTopbl akTMBHOCTM cooTBeTcTBYOLWMX Wi-Fi mogynei

12
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHewHunin Bug, BepxHeli naHenu yctpoinictea WEP-200L npvBefieH Ha pUcyHke 3.

1

PucyHok 3 — BHewwHWin BUA BepxHel naHenn WEP-200L

Ta6nuua 3 — OnucaHve MHAVKATOPOB BEPXHEN naHenu

AneMeHT naHenun OnucaHue

1 Power WHaykaTop cTatyca paboTbl ycTpoiicTea

13



2.6 CpetoBas nHgukauus

PykoBoacTBO no akcnyatauun WEP-200L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA
NHpukatop CocTosiHMe nHamkaropa

Wi-Fi 3e/1eHbIiA, FTOPUT NOCTOSAHHO

3e/1eHblii, Muraet

LAN ropuT 3eneHblit ceetoamog (10, 100 M6ut/c)/ roput
opaHxeBblin ceeToanos (1000 M6éut/c)
MUTaeT 3eMeHblii cBeToamnos,

Power 3e/1eHbI, FOPUT NOCTOSAHHO

OpaH)KEBbIﬁ, roput NOCTOAHHO

KpacH bIlA, ropuTt NOCTOAHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoucTBa

cetb Wi-Fi-akTnBHa

npoLecc nepeaadyn AaHHbIX Mo
6ecnpoBoHOI CeTu

YCTaHOB/IEHO COeAVHEHNE C
NOAK/MOYEHHbIM CETEBbIM YCTPOACTBOM

npoLecc NakeTHoO nepegayn gaHHbIX No
LAN-uHTepdoeiicy

BK/IIOYEHO NUTaHWe yCTPOICTBa,
HOopMaUsibHas paboTa

YCTPOICTBO 3arpy>eHo, HO He NosyYeH
IP-appec no DHCP

3arpyska ycTpoiicTa

[nsa c6poca yCcTpoiicTBa K 3aBOACKMM HAaCTpOiKaM HEOBX0AMMO B 3arpy)X€HHOM COCTOSIHAM YCTPOICTBa
HakaTb 1 yepXmnBaTb KHOMKY «F» Ha npoTsbkeHnn 10—-15 cekyHa, noka nHavkaTop Power He HAYHET MuraTb
OpaHXeBbIM LBETOM. MNpon30AAeT aBTOMaTMYECKAs Nepesarpy3ka ycTpoicTea.

Mpwn 3aBOACKMX yCcTaHOBKax byaeT 3anyweH DHCP-knueHT. B cniydae, ecnn agpec He 6yaet nonydveH no DHCP,
TO y ycTpoiicTBa byaeT agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, ums nonb3oBaTens/naposb

ANs goctyna yepes web-nHtepdeic: admin/password.

2.8 KomnnekT nocTaBKu
B komMnekT nocTtaBku BXOOAT:

+ obopynosaHue paguogoctyna WEP-200L;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO Mo 3kcnayatauum Ha CD-aucke (OnuuoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

14
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

YCTPOWCTBO pekoMeHAyeTCs yCTaHaB/IMBaTb HA NOTO/IKE B TOPU30OHTA/IbHOM MOJTOXKEHUMN.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

* [penAaTcTBUSA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, META/I/IMYECKNX KOHCTPYKLMIA, KWPMUYHBIX U
OGETOHHbIX CTEH, a TaKkke Nneperopoakn n3 6pyca 60/bLIOro gnameTpa, EMKOCT C BOAOIN U 3epKaJ
3HauMTEeNbHO yMeHbLato paguyc geinctems cetn Wi-Fi. He pekomeHayeTcs pasmelleHune ¢
BHYTPEHHEWN CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacnpocTpaHeHVe curHasna n 3atyxaHve npu npoxoxaeHun yepes peLleTKy kapkaca

a

thanbLlunotosnka. Mo 37O Xe NpUUMHE HE PEKOMEH/YETCS YCTaHOBKA 3a AePEBSAHHbIM NOTONIKOM 1

B Yrnyo6neHusx.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl JO/MKEH NepecekaTbCs C COCeHel CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ncnosib3osaHve VolP, N0TOKOBOro BUAeOBeLLaHNsS U APYroro YyBCTBUTETbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpubnusantenbHbIN paguyc oxeata yBepeHHoro npuema toukm goctyna WEP-200L npy MoHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 4 — O6was guarpaMmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T

16
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Mpumep cxeMbl pacnpegeneHnsa kaHasioB Mexay coceHMMM ToukaMu JoCTyna B AnanasoHe 2.4 'y npu
WwnpuHe kaHana B 20 MI'y, npnBefeH Ha pUCYHKe 5.

PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 My,

AHaJI0TMYHO PEKOMEHYETCA COXPaHSATh AaHHbIVi MexaHu3M pacrnpeesieHnsi KaHasioB Npy PacrosiIoKeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 6).

1 e A
+ ‘-r
<&
PucyHok 6 — Cxema pacnpefeneHms KaHasoB Mexay CoceHUMMN TOYKaMm A0CTyna, pacnonoXeHHbIMU MeXay
STaKaMin

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyvasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel # !B S I FTRBED cee-—EEmeme2 !l 122222
| I I

ZGMHZIHIU\IVV\/V'@ VVVVVVVVVVVY SV VY
somiz V.V VN LV VY
auMHz:J \/ \ ' \ \ \ !

=z
L— L—

160 Mz ([

Examples of [T [
non-contiguous
VHTB0+80 MHz 0\ [

setup
R T

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTe NNacTUKOBbI KPOHLLTENH (BXOAWT B KOMMIEKT NOCTaBKM) HA CTEHE:

MNacTUKOBLIA KPOHLITEAH

'WEP-200L

PucyHok 8 — KpenneHne KpoHLTeliHa Ha CTeHe

a. MpuMep pacnonoXeHns NIacTMKOBOIO KPOHLUTEHA NoKa3aH Ha pUcyHke 8.

6. Mpu yCcTaHOBKE KPOHLLTEHA HY)XHO NPOMyCTMTb NPOBOAA B COOTBETCTBYIOLLME Nasbl HA
KPOHLLTENHE, PUCYHOK 8.

B. COBMeCTUTEe OTBEpPCTMA 4J/19 BUHTOB Ha KpOHUJTef/'IHe C TakKnMu xe OTBepCTUAMUN Ha NMOBEPXHOCTW.
C NoMOLLbI0 OTBEPTKM NPUKpennTe KpOHUJTef/'IH BMHTaAMW K MOBEPXHOCTW.

2. YCTaHOBUTE YCTPOICTBO:

a. MoakniounTe Kabenm K COOTBETCTBYIOLLMM pa3bemam YCTPOCTBa, ONMcaHne pa3bemMoB NprBeaeHO
B pasgene KOHCTPYKTUBHOE UCTOMHEHNE.,

6. COBMECTUTE YCTPOICTBO C KPOHLITENHOM U 3aMKCUPYIATE NOSTOXEHWNE, NOTAHYB Ero BHI3.
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4.2 YcTaHOBKa yCTpPOWCTBa Ha (dasibLUNOTONOK

@ He pexomeHgyeTcs pasMmelLieHne CO BHYTPEHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTaninyeckuii
KapKac Bbl3blBaeT MHOr0/ly4eBOE PacnpOCTPaHEeHME CUTHasIa 1 ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNINNYECKNI KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — NNACTUKOBbIA KPOHLUTENH; 4 — BUHTbI.
PucyHOK 9 — MOHTaX yCTpoicTBa Ha (hasibLUnoTO/I0K
1. 3akpenuTe META/I/IMYECKWI Y NTACTUKOBbI KPOHLUTEWHbI Ha NOTOosKe (PUCYHOK 9):

a. CoeIHNTE NNAaCcTMKOBbI/ KPOHLLUTENH (3) Ha (hasibLunoToske ¢ MeTanimyeckum (1) B cnepytoLlem
nopsiike: META/I/TMYECKUI KPOHLUTEH -> NaHeb APMCTPOHT -> N1ACTUKOBbIV KPOHLLTEH.

6. B naHenn ApMCTPOHT NpopexbsTe 0TBEPCTVE Pa3MepoM C OTBEPCTUE META/I/TNYECKOrO
KpOHLUTeHa. Yepes fJaHHOe OTBEPCTME 3aBOASATCS NPOBOAA.

B. CoBmMecCTuTE 0oTBEpPCTNA Ha METaAJ/IJTTUHECKOM KpOHLIJTEVIHG, naHesmn ApMCTpOHF N NNaCcTnKkoBOM
KpOHLIJTel\/JIHe. [anee coBmecTtute oTBepCTunA Asid BAHTOB Ha MN/1aCTUKOBOM KpOHUJTeVIHe C TakKnMu e
OTBEPCTUAMU HA METAJIJTMHECKOM KpOHUJTeVIHe. C NOMOLLBI OTBEPTKN CoeqnHUTE KpOHLIJTGI7IHbI
BUHTaMW.

2. YCTaHOBUTE YCTPOICTBO:

a. Mopgxnounte kabenu K COOTBETCTBYHOLMM pasbeMam yCTDOVICTBa. OnncaHne pa3bLemMoB
npuBeAeHo B pasaene KOHCTPYKTUBHOE UCMOJTHEHNE.

6. CoBMeCTUTE YCTPOMCTBO C NIACTUKOBLIM KPOHLUTEHOM ¥ 3athuKCUpyiTe NonoxeHue,
noBopaynBas YCTPONCTBO MO YacoBOV CTPESIKe.

4.3 TlopsAAoK CHATUA YCTPOMCTBA C KPOHLWITENHA
[Na cHATMA yCTPOMCTBA C KPOHLLUTENHA:

1. ToTsSHWUTE YCTPOICTBO BBEPX (PUCYHOK 8).
2. CHuUMUTE YCTPOICTBO.
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PykoBoacTBO no akcnyatauun WEP-200L

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WEP-200L

3. BBeguTe umsa nonb3oBaresns B CTPOKe «BBeAUTE NOrMH» U NMaposib B CTPOKE «BBeAUTe Naposib».
© 3aBoackue ycTaHOBKY: 10TMH — admin, naposb — password.

4. HaxmunTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPVHIA COCTOSIHUSA YCTPOIACTBA.

Mowmopwir  Radio VAP WDS ~ STA  Ceressiewacrpoias  Brewrwe cepemcs  Crcrema - (ebxon)
Wi-Fi knuesTu! Wzperue
s Annaparuan sepenn 2
3asoncroit MAC-agpec
Crameriea nio Tpady
Cepuiineiiiomep  WP52000401
Cravwposarie cmpa Bepoun 10
YKypran coBermit Pesepenan sepona M0
Ceresan uHdpoprauya PR
Cucremwoe spewn  17.10.2025 12.47:08
VhdpopmaLi o
pazuomHTEpteNCaX Bpewn patorsi 17 aw, 00:56:52
Vidpopuanya o6 ycTpoiicTae > SapysaflY %
Vicnonsayeman nawats @ 135 MGairr / 241 MGaitr
& O6HoRMTL.

5. Mpn HEOBXO0AMMOCTU MOXHO MEPEK/IUNTL SA3blK 0TOOpaxeHns nHdopmauun. Ana WEP-200L gocTynHbl
pycckas 1 aHrnuinickas Bepcumn web-nHtepdeiica.

Mowmopuur  Redio VAP WDS  STA  Cereswiewacipoiin  Brelwue cepewcsl  CucTema - | (eexon)
Wi-Fi knnerTul Vanenve
wos Annapatsan seponn 12
3azoacroii MAC-apec
CramveTika o TpadHy
Cepuitisii Homep  WP52000401
Cravpozanue agupa Bepon M0
XypHan coBermii Peaepenan sepcin M0
Ceresan mipopuaLya Bepoapyasen
Cucremvoe spews  17.10.2025 12:47:08
Vichophaunn o
paguoukTepaiicax Bpeun pabors 17 an, 00:56:52
Viscpopuapin 06 ycTpoficTee > Seipya LY o
Menonsayeuas namars 553 135 MGaiT / 241 MGaiiT
2 ObHoewms
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PykoBoacTBO no akcnyatauun WEP-200L

5.2 TMpumeHeHne KoHdurypaumm n 0TMeHa U3MEHEHNIA

1. MprvmeHeHne KoHurypauun.

MpK HAXaTUN KHOMKM 3anyckaeTcsi NpoLecc coxpaHeHus KoHdurypaumu Bo flash-

namsTb YCTPONCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliku BCTynaroT B cuny 6e3
nepesarpyskun ycTpomncTsa.

B web-nHTepdeiice Touku AOCTyNa peanm3oBaHa BU3yasibHas MHAVKALMUS TEKYLLLEro COCTOSIHMS npoliecca
npYMeHeHns1 HacTpoek (Tabnuua 6).

Ta6n|/|u,a 6 — B|/|3yaana;| NHONKaUnA TeKYyLEero COCToAaHuUA npouecca npuMeHeHna HaCTpoek

BHeluHNi1 BUg, OnucaHue COCTOSAHUA

Mocne HaaTus Ha KHOMKY «[TPUMEHNUTB» MPOUCXOAUT MPOLLECC MPUMEHEHUS U

3anucu HacTpoek B NamMsiTb yCTpoiicTBa. O6 3TOM MHCDOPMUPYET 3HAYOK B
Ha3BaHUV BKNAAKW 1 Ha KHOMKe «[PUMEHNTbY.
O6 ycrnewHoM COXPaHeHUN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAUOK

B Ha3BaHWUW BK1agKW.

2. OTMeHa U3MeHeHUA.

© OtmeHa n3meHeHWii IPON3BOANTCA TONMBKO 40 HAKATUA Ha KHOMKY «MTPUMEHUTLY. Mpn HaXaTM Ha
KHOMKY «[pUMEHNTb» U3MEHEHHBIE HA CTPaHuULLEe NapameTpbl 6yAyT 0GHOB/EHbLI HA TEKYLLME 3HAYEHUS,

3anvcaHHble B NaMsATU yCTpoicTBa. locne Haxatusa Ha KHOMKY «MpuMeHUTb» BO3BPAT K NpeablayLumum
HacTpoikam 6yaeT HEBO3MOXEH.

o o . X OTmena
KHomMKa OTMeHbl U3MEHEeHUW MeeT crneayrownm sua;
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

MoHHTopUtr

Brewy

WiFi ket SRS
Annaparuangepcnn 12
3asoackoit MAC-aapec
Cepuituii Homep  WP52000401
Bepeus 110
Peasparias spon M0
Bepoin sarpyaiina

CucTemHoe BpeMA 17.10.2025 12:47:08

Bpews pabores 17 g, 00:56:52
e Sarpyaca LY o
VebopMaLyA 06 yeTpalicTae > HEEEh, “

Venoneayeman namsre 39 135 MGaiiT / 241 Maiir

:

© 000 "Mpednpusmue "Snmenc’, 2023 Bepcus 10: (Bepcus WEB:

OKHO NMOo/b30BaTeNIbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTeii:

1. Bknagku MeHio — Ans rpynnupoBKM nogMeHo no kateropusim: MoHutopuHr, Radio, VAP, WDS, STA,
CeTteBble HacTpoiiku, BHewHue cepBucsbl, Cucrema.

2. Bbl6op A3blka UHTEPEiica 1 KHomka «(BbIXxo)», NpeAHa3HaveHHas A5l 3aBepLUeHns ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NoMb30BaTENEM.

Bknagkv nogMeHIo — 418 ynpas/ieHnst NosieM HacTpOex.

Mone HacTpoek ycTpoincTBa — A4/ NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

WHdhopmaumoHHoe none, otobpaxatoLee Bepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

aprw
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5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MoHWTOpHHT  Radio VAP WDS STA  CeTeBble HacTpoikM  BHeLHWe cepBHcbl  CUcTeMa - (BbIXOA)

Wi-Fi KNHEHTBI > i OGHOBHTB

WD

%]

Link TX RX

A —— Ums Link Link  Quality RSSI, SNR, EW, BW, Bpewms
. Ne xocTa IP-agpec MAC-agpec WuTepdpeiic Capacity Quality Common gEM  oB TxRate RxRate Mry Mry paGote!
Clanmponatme squpa v wianivad 90 100 90 69 13 VHT  VHT 20 20  00:00:24
NSS1-  NSS1-
JKypHan cobiTHi MCS8  MCSS
867 78
CeTeBan WHPopMauua
MepenaHo / NPUHATO BCero, BalT 33 409 / 33 907 MepefaHo ¢ oLWKMBKaM1, NAKETOB 0
VHbopMaLWMA 0
pagnouHTEpdEricax MepenaHo / NPUHATO BCED, NAKETOB 1321448 MOBTOPEI NEPeaaYy 3a NOCNEqHMIA 0
nepuos, NakeTos
p . . MepenaHo / IPUHATO AaHHbIX. GaliT 0/ 21299
Wrgpopmanua of yeTpoiicTe ODlwee YnCNo NOSTOpOS Nepegaqn, 21
MepenaHo / NDUHATO AakHblx, NakeTos  0/193 nakeTos
CHOpOCTE Nepegayu / npuema, Kout/c 0/2
Mogynaumsa MepeaaHo NakeToE MPHHATO NaKeTOB
OFDM§ 7% 305 68%

NSS1-MCS6 0% 6 1%

NSS1-MCS6 0% 27 6%

o o o w

NS§1-MCS7 0% 7 2%
NSS1-MCS8 114 86% 103 23%

NSS1-MCS9 9 % 0 0%

* Ne — HOMep NOAK/IFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec noAgKNHYEHHOro YCTPONCTBA;

+ MAC-adpec — MAC-aapec noaK/IH4YEHHOro YCTPOICTBA,;

* ViIHmepdpelic — nutepdpelic B3ammogenctena WEP-200L ¢ noaxkno4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT 3PEKTUBHOCTb NCMONb30BaHNSA TOUKON AocTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 KTMEHTA, U NOHNXKAOLLMX KO3hmLUmMeHToB. MakcumarbHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tvna nss,
noAJepXX1MBaemMoro KfMeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 cekyHp,

* Link Quality — napameTp, KOTOpPbIi 0TOGPaXKaeT COCTOSAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TIMEHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O[IMH NakKeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

* Link Quality Common — napameTp, KOTOpbI/i 0TOGpPaXKaeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIA NONbITKM), MUHUMabHOE 3HadeHne — 0% (Hu
OINH MakeT A0 KNMeHTa He 6blN YCNeLIHo oTnpaB/eH). 3HaueHe napaMeTpa paccumTbiBaeTcsl 3a Bce
BPeMs NOAK/TIOHYEHUS KITNEHTE,;

* RSSI — ypoBeHb NpUHMMAEMOro curHana, gbm;
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SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[ns BbiBofaA 60/1€€ pa3BepHyToil MHGopMaL MK Mo onpeaesieHHOMY K/IMEeHTY BbiGepuTe ero B Crimcke.
Moapo6Hoe onucaHue BKIKOYAET B cebs cneaytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepeaaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHo «becnpoBoAHONM KaHas»

PykoBoacTBO no akcnyatauun WEP-200L

B noameHio «becnpoBoAHOI KaHan» oTo6paxaeTcs MHopMaL sl NOAKMOUEeHMs B pexume kineHTa (STA) K

TOYKe AaocTtyna.

MoHuTopuHr  Radio VAP

Wi-Fi KnWeHTbI
BecnposoaHON KaHan »

WD

L&)

CratucTika no Tpaduky
CraHuposaHmie 3(upa
JKypHan cobbITHii
CeTepan MHopMaLMA

MHcpopmaLma o
panuouHTepdeicax

WHopmaLma ob ycTpoicTae

WDS

STA

CeTeBble HACTPOWKM BHELWHWE CEPBHUCDI

= OGHOBHTB

Ne MAC-agpec

1

RSSI,

WHTepdeiic AEM

wilan1 -61

Mepefaxo / NPUHATO BCero, GaiT
MepeaaHo / NPUHATO BCEO, NAKETOR
Mepenaro / NPUHATO OaHHLIX, G3IT
epeaaHo / MPUHATO AAHHLLX, NAKETOR
Mogynauns

OFDM6&
NSS2-MCS6
NSS2-MCS7
NSS2-MCS8

NSS2-MCS9

687 /790

661/ 384

Cucrema

SNR,
a6

85955/ 244 034

66 710/ 106 568

TxRate

VHT NSS2-MCS8
173.3

TX BW,

RxRate Mry

VHT NSS2-MCS8 20
156

Mepenato ¢ oLMOKamMH, NaKeTos

TMoBTOPLI NEPENAYM 33 NOCMEAHWI NEPHO,

NakeToB

Ofee YMCno NOBTOPOB NepeNaYl, NakeTos

MepegaHo nakeTos

]

]
13
660
]

1%
0%
2%
96%

1%

MpHUHATO NaKkeToB

767 97%
1 0%
4 1%
17 2%
1] 0%

RX BW,
Mry

20

14

149

Bpemsa
pagoThl

00:01:18

(BBIXOM)

* Ne — HOMep NOAK/TYEHHOTO YCTPOICTBA B CMMNCKE;
* MAC-adpec — MAC-agpec noak/I4eHHOro YyCTPOCTBa;

* VMIHmepgbelic — nHTepdeiic B3aMMogeiCcTBMSI TOUKM AOCTYNa C NOAK/THYEHHbLIM YCTPOWCTBOM,;

* RSSI — ypoBeHb NpuHUMaeMoro curHana, obwm;
* SNR — oTHOwWeHWe curHan/wym, ab;
* TxRate — kaHa/lbHasa CKOPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npuema, Méut/c;

+ Tx BW — nonoca nponyckaHus Ha nepegade, MI'y;

* Rx BW — nonoca nponyckaHus Ha npueme, MIy;

* Bpemsi pabomsi — Bpemsa coegmHenunsa ¢ Wi-Fi knneHTom

o MoameHto «BecnpoBoAHON KaHas» CTaHeT JOCTYNHO MOC/e BKUYEHUS pexnma knveHTa (STA) Ha
Touke gocTyna. Mocne oTkIYeHNUs pexxuma knmeHTa (STA) Ha ycTpoiicTBe «BecnpoBoaHON kaHas »

OyfeT CKpbIT.
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5.4.3 TMoameHto «WDS»

B nogmeHto « WDS» BbiBOAUTCA MHpOPMALUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-200L.

MoHHTOPUHI Radio VAP WDS STA CeteBele HacTpoim BHelwHre cepaicel Cucrema T (esixom)

Wi-Fi knnenTel

Zé
el

WDS>

CramicTuka no Tpadky Wma Link Link Link Quality RSSI, SNR, BW, BW, Bpemn
B Ne xocta IP-agpec MAC-anpec Wirepdeiic Capacity ~ Quality ~Common nBw b TxRate RxRate MMy MMy paboru:
Cranposaniie 3pupa v wian0 100 81 9 52 17 MCS14  MCS13 20 20 00:04:28
n7 104
ypHan coburmii
- MepenaHo / npuHATC Beero, BaiT 228949/32 163 MepenaHo c owwbkamy, nakeToe 3
Ceresan uxcbopmauyma
Mepenano / npuiATo Bcero, nakeTos 2028/ 197 MoeTaps: nepeaaun 3a nocnegwii nepron, 28

Whdpopmarma o a h i 16205213 946 NaKeTos
- e lepeaako / NPUHATO AaHHeIX, GaiT !
PaanouHTEpEHCEX PeAs P ﬂ OBiuee uuCno NOBTOPOR NepanauM, nakeTos 863

Whdpopmanma o6 yerpoiictee T1epeAaKo [ IPHATTO Aaket, nakeTos 16 CropocTs nepeaun { npruema, KButic 410
Mogynauma MepegaHo nakeToR MpuHATO NakeToR
DSSS2 3 0% 0 0%
‘OFDM6 42 2% 38 19%
OFDM54 10 0%
MCs2 0%
MCS3
MCS5

MCS6

0%
0%

o e w o e
o
2

0%
MCST 0% 23 14%
MCS9 0% 15 8%
MCS10 0% 20 10%
MCS11

MCSs12

0
0
0
0
0
MCS8 5 0% 0 0%
0
8
0 0% 13 %
8 0% 23 12%
MCS13 n 1% 29 15%

MCS14 129 6% 10 5%

MCS15 1812 89% 5 3%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMNUCKE;

* VIMs1 xocma — ceTeBoe MMS YCTPOICTBa,;

*+ IP-adpec — IP-agpec NOAK/IOYEHHOTO YCTPOICTBY,

* MAC-adpec — MAC-agpec noak/1l04eHHOro YyCTPOMCTBa;

* MlHmepcpelic — nHtepgoeinc B3anmogenctansg WEP-200L ¢ nogkntoHeHHbIM YCTPOCTBOM;

* Link Capacity — napameTp, KOTOpbI/i 0TO6paxaeT adp(PeKkTUBHOCTb NCMO/b30BaHNSA TOYKOIN JocTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONIMYeCTBa NaKeToB, NepefaHHbIX Ha KaxXa0i
MOAY/NSAUMKN [0 KMEHTA, U NMOHMKaoLWMX KoaddmumeHToB. MakcMansHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 418 MakCMMa/lbHOToO Tuna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaIbHOE 3HaueHne — 2% (B cilyyae, Koraa naketbl NepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn,

* Link Quality — napameTp, KOTOpPbIi OTOOpaXaeT COCTOAHME /IMHKA A0 KIMEHTA, pacCUMTaHHbI Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/EHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCL C NEPBOI NOMbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 YCMeLHO OTnpaB/ieH). 3HaYeHne napamerpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCyYUTaHHbI
Ha OCHOBaHWMW KO/IMYeCTBa PETPAHCMUTOB NaKeToB, OTMNPAaB/IeHHbIX KMEHTY. MakcMasibHoe 3HavyeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMasIbHOE 3HadeHne — 0% (Hu
OAVH MakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/eH). 3HaueHre napameTpa paccunTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],

* RSSI — ypoBeHb NpyHMUMaEeMOoro curHana, aobm;

+ SNR — oTHOLLEeHne curHan/wym, ab;

+ TxRate — KaHanIbHasA CKOPOCTb Nepegayn, Mout/c;

* RxRate — kaHanbHasi CKOpPOCTb npuema, MouT/C;

+ TX BW — nonoca nponyckaHus Ha nepegade, MIy;
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PykoBoacTBO no akcnyatauun WEP-200L

RX BW — nonoca nponyckaHus Ha npueme, My,
Bpems pabombl — BpeMs COeANHEHUSA.

[Ons BbiBOAa 6onee pasBepHyTO MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Mofpo6HOe onucaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, Nnakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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PykoBoacTBO no akcnyatauun WEP-200L

5.4.4 ToameHo «CTaTnucTmKa rno Tpagouky»

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

Mowuropukr  Radio AP WDS  STA  CeTeswe wacTpoioe

[ pe— WLAND TxiRx kbos

Foc 0 k0P (Mes: 0.1 KDps)

@ T 4.5 kbps (max: 11.6 kbps)
kbps
e
- 108
CramucTaes no Tpachiecy > »
N 93
Crannposanne admpa as
HiypHan coBemit ae
az
a4
a6
e
Ehl
213
Hp Ly MCTEE 15
08

.................

WLANT THRX DO

Foc 0 bps imax: 0 bos)
® T 0bps [max 0bps)

2008 152020 162032 163044 162055 153000 163020 163032 163044 163056 163108 163130 183LIZ 163144 151155 161208 Ls
LAN Tx/Rx kbos

Fo 12,8 kbOS (max; 32 Kops)
® T 45 kbps (max: 142 kbos)

Mepenako ~

MpuHATe ~
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PykoBoacTBO no akcnyatauun WEP-200L

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepenaHo v
WHTepdenc Bcero nakeTos Bcero 6ait OTOpOLWeHO NakeToB Ownbku
LAN 3674 3645943 0 o]
WLANO 0 0 1048 0
WLAN1 1031 410275 2153 o]
wlan0-va0 0 0 1048 0
wlanO-val 0 0 0 0
wlan0-va2 0 0 0 o]
wlan0-va3 0 0 0 0
wlan0-wds0 0 0 0 0
wlan0-wds1 0 0 0 0
wlan0-wds2 0 0 0 0
wlan0-wds3 0 0 0 0
OnucaHue Tabnuupl «[TPUHAMO»:

* MiHmepdgelic — nmsa nHTepdeiica,

* Bceao nakemos — KOJIMYECTBO YCMELLUHO NMPUHATLIX NMakKeTos;

* Bcezo 6alim — KOM4eCcTBO YCMeLIHO NPUHATLIX 6aiT,;

* OMmO6pOWeEHO nakemos — KOJIMYECTBO MakKeToB, OTOPOLLEHHbIX NPV NOyYEHUY;

* OwWubKu — KO/IMYECTBO OLLMOOK.
MpuHATO
WHTepdeiic Bcero nakeToB Bcero Gant OT6pOLEHO NaKeTOR Ownbku
LAN 1179 1771394 o] 0
WLANO 0] 0 0 0
WLAN1 527 146015 0 0
wlan0-va0 0] 0 0 0
wlan0-va1 0] 0 0 0
wilan0-va2 ] 0 0 0
wilan0-va3 ] 0 0 0
wian0-wds0 ] 0 0 0
wilan0-wds1 ] 0 0 0
wilan0-wds2 0 0 Q 0
wilan0-wds3 0 0 Q 0
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PykoBoacTBO no akcnyatauun WEP-200L

5.4.5 TMoameHo «CkaHMpoBaHue adompar

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v
o6HapyXeHne coceiHUX ToUek AocTyna.

MoHuTopUHT Radio VAP WDs STA CeTeBsle HACTPOWHKA BHeluHKe cepancel Cuctema - (Bbixon)
Wi-Fi kmveHTs! LA ETTLEEL SN [ocneaHes cranmposanmne Bono 17.10.2025 12:58:46
WDS
241Ty 5Ty
CramcTuka no Tpadmky Posonna
Nuanazon SSID De20NacHoCTH MAC-apgpec Kanan / Liupuna RSSI1, nbm
CraHuposanue adupa »
24Ty Open 1120 7
HypHan cobeimvit
24Ty Open 620 -5
Cetesan uxopMaLmAa
241Ty WPANVPA2 9/20 -6
ashopuatpms 24y Open 1120 20
paguonHTepdelicax
241Ty WPA3 6/20 -22
Wudpopmanma o ycTpoicTee
241Ty Open 9i20 -22
2410y WPA2_1X 11/20 27
241y WPA3 13/40U -30
241y Open 11720 -31
24Ty Open 6/20 -34
241Ty WPA2 1720 -35

[lna 3anycka npouecca ckaH1poBaHus adnpa HaxXmMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns
npouecca Ha CTpaHuLe NOSIBUTCS CNIMCOK 0GHAPYXXEHHbIX B paano3adhmpe Touek A0CTyna U MHhopMaLmst 0 HUX:

* [locnedHee ckaHuposaHue 6bl1/10... — fata u Bpems Noc/ieHero CKaHMpoBaHus;

+ [Juana3oH — yKasbiBaeTcs agnanasoH 2.4 'y nnn 5 I'Tu, B KOTOPOM Obl/la 06Hapy)XeHa To4ka A0CTyna;
+ SSID — SSID o6HapyXeHHOW TOUKN A0CTYNa;

« Pexxum 6e3onacHocmu — Pexnm 6e30MacHOCT 0GHapYXEeHHOW TOUKM AOCTYNa;

+ MAC-adpec — MAC-aapec 06Hapy>XeHHOIH TOYKM A0CTYNa;

* Kanasi/lLlupuHa — paguokaHas, Ha KOTOpoM paboTaeT 06Hapy)XeHHasi Touka JoCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOIACTBO NPUHNUMAET CUrHaUu1 0BGHAPY>XEHHOW TOYKK A0CTYNna, ABM.

© Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/OUEH, YTO
npueeneT K HEBO3MOXHOCTM nepepadn gaHHblx Ao Wi-Fi KnneHToB BO BpeMsi CKAHMPOBaHWS.
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5.4.6 MoameHto «KypHan cobbITU»

PykoBoacTBO no akcnyatauun WEP-200L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

MoHuTopuHT

Hepopmauma ob yeTpolicTee
H y

Radio VAP

Wi-Fi knnerTe

WDS

CravcTika no Tpagwey

Cranupoeanie acupa

HypHan cobeimai »

CeTeean MHpopMaLmA

WHdbopmauma o
pagnonHTepdeicax

Mpouecc

monitord[706]

monitord[706]

monitord[706]

BHewnue cepencel  Cuctema n -~ (ebixos)

CoobDweHne

event: 'deauthenticated by STA' ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface:
wlan1-val channel: 44 resi-1: -48 rssi-2: -36 location: ‘root’ reason: 3 description: ‘Deauth at STA leave BSS'

event: ‘|P address was updated by DHCP packet ip: 10.30.110.195 mac: AE:63:96:BE:26:95 ssid: "WEP-
30L_5GHz' interface: wlan1-val channel: 44 rssi-1: -45 rssi-2: -39 location: 'root’ reason: 0

event: ‘authenticated’ mac: AE:63:96:BE:26:95 ssid: "WEP-30L_5GHz' interface: wlan1-val channel: 44 rasi-
1: -39 rssi-2: -39 location: ‘root” auth-method: 'Open’ captive-portal: "disabled’

scanwlan[23227] scan on interface ‘wlan1® finished

scanwlan[23227] scan on interface ‘wlan0 finished

WDSs STA CeTeBkle HACTPOWHKN
Fs Qo T N OuncTums
HNatau
EpEMA Tun
Oct 17 daemon.info
13:10:28
Qet 17 daemon info
13:01:25
Oct 17 daemon.info
13:01:24
Oct 17 daemon info
12:58:46
Qct 17 daemon.info
12:58:46

+ [Jama u BpemMsi — pata v Bpems, korga cobbiTe 6bI/10 CTeHepUMpOBaHo;
« Tun — KaTeropyisi 1 ypoBeHb BaXXHOCTW COGbITUS;
+ [Mpoyecc — Umsa npolecca, CreHepMpoBaBLLIEro COOGLLEHNE;

+ CoobujeHue — onucaHne coobITus.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb

0

UpesBblyaiiHble (emergency)

Tun BAXXHOCTN COOGLLEHWNIA

CurHans! Tpesoru (alert)

Kputnueckue (critical)

OwwubouHble (error)

MpeaynpexaeHus (warning)

YBepomneHnus (notice)

OnucaHue

B cucteme npoun3soLusia Kputmyeckas owmnoka,
cucTema MOXeT paboTaTb HeNnpaBUIbHO

Heob6xoAnMMo HeMealeHHOe BMeLIaTe/IbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas oimbka
B cucteme npousoLuna owmbka
MpeaynpexaeHue, HeaBapuiiHoe coobLLeHne

YBefoM/IeHME CUCTEMDI, HeaBapVIVIHOG coobLeHue

NHdhopmaLmoHHble (informational) VHgopMaLMOHHbIE COOBLLEHNS CUCTEMDI

OtnagouHble (debug)

OTnago4Hble COOBLLEHMS NPEAOCTaB/IAOT
nosib3oBaTesnto nHopMaL Mo 415l KOPPEKTHOIA
HaCTPOWKN CUCTEMBI

[Nsi NoNTyYeHnst HOBbIX COOBLLEHNIA B XXypHasle COBbITUI HEOBXOANMO HaXaTb HA KHOMKY «O6HOBUTL».

Mpun HeO6XOAMMOCTU BCE CTapble COOBLLEHUS 3 XXypHaIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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PykoBoacTBO no akcnyatauun WEP-200L

5.4.7 TMogmeHto «CeTeBas MHGopMaLns»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

MoHUTOpMHT Radio VAP WDS STA CeTeBtle HaCTpoiku Brelunme cepeuckl Cucrema
Wi-Fi knnenTel Craryc WAN
WDS WHTepdeiic br0

T : Mpotokon  DHCP
CramvcTuka no Tpadmry
IP-agpec
CraHnpoeanue atwpa
MpuHaATO 130.7 Kbasr (133 816 dair)

ypran coBeimii Mepegaro 1.6 MBaiit (1 674 031 Baiir)
Cereean wHopMauma » Ethemnet
Wrdbopmaa o CocTommre nopTa Up

paguonHTepdeiicax
CropocTe 1000

WMudbopmaupa ob yeTpoicTee
PHe s Aynnexc Full

ARP ~

No IP-appec MAC-appec

0

1

MapuipyTsl ~

No Wurepdeiic HaznaueHue Linwoz Macka
0 brQ 0.0.0.0 10.30.110.1 0.0.0.0

1 br0) 10.30.110.0 0000 2552552550

Onaru

uG

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpUHATLIX Ha WAN 6ailT;

*+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NoAkntoyeHns no nopty Ethernet;
+ [Jlynnekc — pexvm nepefayun gaHHbIX:

* Full — nonHbIi gynnekxc;

* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmauns o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MlHmepdpetic — nms bridge-nHtepgeiica;

* HasHayeHue — IP-agpec xocTa Uiy NogceT HazHaYeHus, 40 KOTOPbIX YCTAHOBIEH MapLUPYT;
* LWmo3 — IP-agpec Wno3a, Yepes KOTOpbI OCYLLECTBSETCH BbIXOA Ha agpecaTta;

* Macka — macka noacetu.

*+ s1a2u — onpepesieHHble XapakTepucTUkN AaHHOro MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3auum, paboTaroLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefywmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.8 MoameHto «MHGopmauusa o pagmonHTepgencax»

PykoBoacTBO no akcnyatauun WEP-200L

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WEP-200L.

MoHWTOpMHr  Radio VAP

WIi-Fi KNTWEeHTBI

WD

L]

CTaTUCTHKA MO TPaduKy
CKaHHpOBaHHe 3tuvpa
JKypHan coBeiTHi
CeTesan MHdopMauma

WHthopMaLma o
pannouHTepgeicax >

WMHdhopmawua of ycTpoictee

STA CeTeBble HaCTPOMKKM

Radio 2.4 'y

Craryc

MAC-anpec

Pesum

Kanan

LLInpuHa KaHana, My

Radio 5y

Cratyc

MAC-agpec

Pesxinm

Kanan

LLIWp1Ha KaHana, My

HELWHWE CEPBMChI Cncrema

Brnio4eHo

IEEE 802.11b/g/n
6 (2437 Mru)

20

Brnto4eHo

IEEE 802 11ain/ac
44 (5220 M)

20

(BRIXOA)

PafnonHTepdeinchbl TOUKM J0CTyNa MOTYT HAXOAUTLCS B iBYX COCTOSIHUAX: «BKIHOUEHO» 1 «BbIK/TOYEHOY.

CTaTyc Kaxaoro n3 pagmonHTepdencoB oTpaxaercs B O4HOMMEHHOM NapamMeTpe «CTaTyc».

Cratyc Radio 3aBMCUT OT TOro, CTb /1N HA JJaHHOM paanouHTepdelice BKHOUYEHHbIE BUPTYaslbHblE TOUKM

poctyna (VAP) nnn WDS. B cnyyae ecnim Ha pagnonHTepdelice nmeetcs XoTsi 6bl ogHa akTuBHast VAP, Radio

OyAeT HaxoanTbCs B cTatyce «BKHOYEHO», MHavye — «BbIK/IUeHO».

B 3aBucmmocTu o1 ctaryca Radio 4na MOHUTOpPUHIa A4OCTynHa cneayowas nHpopmayms:

«BbIKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdpelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdpelica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — HoMmep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeic;

* LupuHa kaHas1ia — WMpUHa NosioCbl YacToT KaHasa, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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PykoBoacTBO no akcnyatauun WEP-200L

5.4.9 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WEP-200L.

MoHUTOpHHT Radio VAP WDS STA CeTensle HACTPOKN Brewwtre cepBucs! Cuctema - (Bbixom)

Wi-Fi knuenTe! Wanenue
WDS AnnapaTHas BepcuA 1v2
3asopcroi MAC-agpec

CratmcTuka no Tpadmky L
CepuiiHeii Homep WP52000401

CraHmpoBanue acmpa Bepeua M0

Hypran cobbimuit Pezepenan sepcua MO
Cetesan nHdopmaupa BepoAT Py
CuctemHoe epema 17.10.2025 12:47:08
Whdhopmauma o
pagmomnHTepdericax Bpewma pabotel 17 an, 00:56:52

Wrdbopmanpa ob yerpoiicTee > Sarpysa Y %

Hcnonbayeman namats 56% } 135 M6aiit / 241 MGaiit

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ AnnapammHdasi Bepcusi — BepCUs annaparHoro o6ecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENeEMm;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTBa;

* PesepsHas sepcus O — npefbiayuias yctaHoBsieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe speMs — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska L[1Y — cpefHuin NpoLEeHT 3arpy3kun npoueccopa 3a nocnegHue 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOICTBA.
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5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

MoruTOpIHT Radio VAP WDS STA CeTesele HAaCTpoiEM BHewHne cepeucel Cuctema - (Bbx0g)

Radio 2.4 Twy> 0bwwe
Radio 5 My Pesim IEEE 802.11b/g/n v

NononHuTensHo AsTomaTiueckuit exibop
KaHana

OI'paHH‘-lHTb CMWCOK KaHanos
KNWeHTa

Lupw+a kanana, My 40 v
OcroeHoi kaHan Lower v

MowpHocTk curHana, Abm 16 v

[ononHUTENLHO v

* Pexxum — pexum paboTbl MHTepderica cornacHo criefyrowmmM cTaHaapTam:
+ |[EEE 802.11n;
+ |IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

+ Asmomamuyeckuli BbI60p kaHasia — Npu yCTaHOB/IEHHOM dhfiare Touka AocTyna 6yaeT aBToMaTuyecku
BblGMpaTh HaVMeHee 3arpy>KeHHblii pagnokaHan ans paéotsl Wi-Fi-uHtepdieiica. MNpu cHaTom donare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana;

* KaHas — BbIOOp KaHana nepefayun gaHHbIX;

+ OepaHuyums CrnucoK KaHasa08 — Npu yCTaHOB/IEHHOM chnare Toyka focTyna byaeTt ucnosb3oBaTb
OrpaHnYeHHbI Nosib3oBaresieM CNUCcoK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bblbopa
kaHana. Ecnn donar HanpoTtue «OrpaHnyYmTbL CNMCOK KaHaU10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO Touka focTtyna 6yaeT Bblouparb pabounii KaHasl U3 BCeX OOCTYMHbIX KaHa0B JaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 I'u; 1-13;

+ OepaHuyumsb CrnucoK KaHasio8 K/lueHma — [faHHbIA donar aHasiornyeH «OrpaHuynTb CMCOK KaHas10By,
0flHaKo paboTaeT TO/bKO B pexume knveHTa (STA). Mo ymonyaHuio goniar He YCTaHOB/EH;

* lupuHa kaHasna, MMy — WwnpunHa nNonockl HacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHumaet 3HaveHus 20 n 40 My,

* OCcHOBHOU KaHa/1 — napaMeTp MOXEeT 6bITb U3MEHEH TO/IbKO NPY NPOMNYCKHOM CMNOCOBHOCTM CTaTUYeCKn
3alaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanos no 20
MI L, KOTOpble rpaHnyaT B 4acTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBLIM U
BTOPUYHbIM KaHanamu. MNepBuYHbIA KaHasl UCNO/b3YeTCs KNMeHTamu, KOTopble NoAAEPXMBAKOT TObKO
nonocy nponyckaHnsa kaHana 20 My,

* Upper — nepBuYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy,;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu.

* MowHocmb cueHana, 0bm — perynnposka MoLLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HauyeHne ot 4 a0 16 gbm.
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© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnynTb CNMCOK KaHasI0B», HEe NOAXOAAT nof onpegeneHme «OCHOBHOM KaHasn» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

[ONORHUTENLHO v

KaHanbHanA CKOpPOCTb Nepefaqu Auto v
KopoTkMiA S3LMTHEIA MHTEPBan
STBC
Mepwog oTnpaskn cnyxebhbix coobwennn, mc 100
Mopor dopammexTaumn 2346
Mopor RTS 2347
Arperauma
KopoTran npeamByna

Weinep BroadcastMulticast, naic

Legacy Rate Sets Rate (Mbps) 54 43 36 24 18 12 1 ] [ 55 2 1

Supporied
Basic
Wi-Fi Multimedia (WIMM)
Pennukauwsa ARP
Pexum pabotel DHCP Snooping replace hd
Onums 82 dopmar GID APMAC-S5ID hd
Onums 82 dopmat RID ClientMAC v
®opmar MAC-agpeca AA'BB.CC.DD:EE:FF ~
Brnroumte QoS

+ OBSS Coexistence — pexnum aBTOMaTNYeCKoro yMmeHbLIEeHWs WWPWHBbI KaHasa npu 3arpy>XeHHom
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dhlare pexxnm BK/IHOYEH;

* KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHasa CKOPOCTb 6GeCnpoBOAHON nepeaayn gaHHbIX,
onpeaensiemas cneundukaunamm ctaHaapToB IEEE 802.11b/g/n;

* Kopomkul 3awjumHbIl uHmMepsasa — nogaepka yKopoueHHOoro 3almuTHoOro nHTepsasia. Touka goctyna
nepeaaeT AaHHble, UCNosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takxke NoALepXNBaKT KOPOTKMIA 3allMTHBIA NHTepBaUT,
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STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbix coO0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B achupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHuyeHmne
nepegayv LMpoKoBeLWaTe/IbHOro/MynbTUKACcTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCNMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkm DHCP onuuun 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4Ka A0CTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka focTyna NoACTaBASET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3aaHo, Touka
poctyna éyget nameHatb CID Ha 3HavyeHue no ymonyanumto — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxunmoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

*+ custom — n3meHaTb cogepxnmoe RID Ha 3HaueHmne, ykazaHHoe B napametpe «Onums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napameTpa He 3afaHo, TO To4ka
poctyna éyaet nsmeHsTb RID Ha 3HavyeHme no ymonyanuto — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;

38



PykoBoacTBO no akcnyatauun WEP-200L

* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (BoH) B 5w 1023 v 0

Data 2 (Best Effort)

Data 1 (Bugeo) 1 7

Data 0 (Tonoc) 1

Station EDCA Parameters

Ovepeas AIFS cwMin cwMax TXOP Limit

Data 3 (BoH) S 5w 1023 v 0

Data 2 (Best Effort) 3 15 - 1023 v 0

Data 1 (Buaeo) 2 7

Data 0 (Tornioc) 2

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNMEeHTYy):

+ Ouepedsb — npeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

« Data 3 (®PoH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMNYyCkHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENpMoOpUTETHAs OUYepe/lb, CPeAHsA NPOMnyckHas CroCO6HOCTb U
3agepxka. B gaHHyto ovepefb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aepPXKn. B AaHHO
ouepean aBTomaTnyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (lF'os0c) — BbICOKONPUOPUTETHASA oYepeib, MUHUMa/IbHbIE 3a[ePXKN. B faHHOl
ouepean aBTomaTMyecky obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolP, notokoBoe Buaeo (npvoputetsbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpems oxugaHusi Kaapos (dpeliMoB)
[AaHHbIX, U3MepseTcs B cnoTax, NPUHUMAaET 3HavyeHnss 1-255;

* cwMin — Hayas/IbHOE 3Ha4YeHne BpeMEeHN OXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXET NpeBbIWaThL 3Ha4eHne cwMax;

* cwMax — MakcMMasibHOe 3Ha4YeHne BpeMeHn OXngaHus nepes noBTOPHOWM OTNPaBKoi kaapa,
3afjaercsa B MUIINCEKYHAAX, NpUHUMaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax A0/MKHO ObITb 60/bLUe 3HaYeHMs cwMin;

+ TXOP Limit — napameTp Ucnosb3yeTcsa TONbKO ANA AaHHbIX, NepeaBaeMblX OT KAMEHTa A0 TOUKU
foctyna. BoaMoXHOCTb nepefayv — MHTepBasl BpeMeHU, B MWIJIMCEKYHAAX, KOrAa KiMeHTcKas
WME-cTaHuma umeeT npasa MHULUMPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHON cpeje K Touke
[0CTyna, MakCcMmasibHoe 3HadyeHne 65535 MunmcexkyHa,

« Station EDCA parameters — Tabnumua HacTpoOeK napaMeTpoB kKnveHTa (Tpaduk nepeaaeTcsi oT KneHTa
[10 TOUYkM gocTtyna). OnncaHune nonei Tabnuubl NPUBEAEHO BbiLLE.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MOHUTOPUHT Radio VAP WDS STA CeTeBble HACTPOMHKN BHELUHWE CEPBHCHI Cucrema - (BbIX00)

Radio 2.4 Ty Obuive

Radio 51Ty » Pexum IEEE 802.11a/n/ac v
LlononHuTenbHo ABTOMaTM4ECKMii BeIDOp Kanana

OrpaHWuuTL CNUCOK KaHanos

n 36 (5170 — 5210 MIu) %

LWupuHa kaHana, My 40 v
OCHOBHOI KaHan Upper v

MOLLHOCTE CHTHANE, ABM 19 v

[ononHUTENEHO v

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
+ IEEE 802.114;
+ IEEE 802.11a/n;
+ IEEE 802.11a/n/ac.

+ Asmomamuyeckuli BbI60p KaHasia — Npu yCTaHOB/IEHHOM dhfiare Touka AocTyna 6yaeT aBToMaTuyecku
BblOMpaTb HaVIMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nutepdpelica. Mpu cHAaTom thnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMU CTaTUYeCcKoro paboyero kaHana,

* KaHas — BblIGOp KaHasia nepefayun faHHbIX;

+ O2paHuyums CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka AocTyna 6yAeT UCrnosib30Barhb
OrpaHMYeHHbIN No/b30BaTeIeM CNMCOK KaHaoB A4/151 paboTbl B aBTOMAaTtM4yeckoM pexunme Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTbL CNMCOK KaHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa gocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KAHa/10B AaHHOro
AnanasoHa 4YacToT. KaHanbl agnanasoHa 5 'u; 36—64, 132-144, 149-165;

+ O2paHuyums CrucOK KaHas108 K/lueHma — faHHbIii donar aHanorndyeH «OrpaHnynTb CMCOK KaHau10By,
0flHaKO paboTaeT To/bKO B pexume knveHta (STA). Mo ymonyaHuto dpniar He yCTaHOB/EH;

* WWupuHa kaHasna, MMy — WwmnpunHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHumaeT 3HaveHus 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb U3MEHEH TOJIbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKu
3alaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MI L, KOTopble rpaHnyaT B 4aCcTOTHOW ob6nactu. 3Tn aBa kaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBLIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa CNOMb3YETCH KIIMeHTaMu, KOTOpble NOAAEPXMBAOT TO/TbKO
nosaiocy nponyckaHnsa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly,;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu,

* MowHocmb cueHasna, 0bm — perynnposka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HaveHue ot 8 no 19 obm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

JononHMTENBHO v

0BSS Coexistence
KaHanbHan CKopOCTb NEpefaqm Auto ~
Moaaepxxa DFS Brnwouero ~
KOpOTEMA 33LMTHEIA MHTEpEAN
STEC
Nepuog oTnpasky cnyxefHbix cooGeHnd, Mc 100
Mopor thparmenTaurmn 2348
MNopor RTS 2347
Arperauma
KopoTkas npeamByna

Wewrnep BroadcastMulticast, nak'c

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6

Supporied
Basic
Wi-Fi Multimedia (WMM)

Pennwnkauna ARP
Pesxmm pabotel DHCP Snooping replace ~
OnuwuAa 82 gopmar CID APMAC-SSID ~
OnuwA 82 gropmar RID ClientMAC ~
®opmar MAC-agpeca AABB.CC.DD:EE:FF ~

Brnrounte QoS

+ OBSS Coexistence — pexvuM aBTOMATUYECKOIO YMEHbLUEHUS LUMPUHBI KaHasa Npu 3arpy>XeHHOM
pagnoadgupe. MNpy ycTaHOBNEHHOM hriare peXxvM BK/OYEH;

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensiemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac;
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lModdepxxka DFS — mexaHn3M AMHaMMYecKoro Bbibopa YactoTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNoIb30BaHNA KaHa10B, COBMaAatoLWwmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, gnanasoHe:
* BbIK/1l04EHO — MexaHn3M Bblk/toueH. DFS-kaHasibl He JOCTynHbI 4715 BbI6Opa;
* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [MpuHyoume/sibHO — MexaHun3M BbiktoveH. DFS-kaHanbl 4OCTynHbI 419 BbiGopa.
Kopomkul 3awyumHbIli uHMepBsas1 — NOAAEPXKKA YKOPOYEHHOIO 3allMTHOIO MHTepBasia. Touka gocTyna
nepeAaeT AaHHbIe, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke NoAAePXKMBaIOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHblX. MNosie JOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagunovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [ aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1y»xebHbiXx coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuo — 2347;
Aecpezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHuyeHne
nepefayv LWMpPOKOBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMUT
AN LUMPOKOBELLATENbHOTO Tpadvka B NosIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukm o6pa6otkm DHCP onuun 82. loCTynHbIE 3HAYEeHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu Bbibope faHHOro
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUs:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3aaHo, Touka
poctyna 6yget nameHsats CID Ha 3HavyeHue no ymondanuto — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:
*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;
* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;
+ APdomain — n3meHsitb cogepxunmoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;
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* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3afaHo, TO To4ka
poctyna éyaet nsmeHsTb RID Ha 3HauyeHme no ymonyaHuto — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymMmosiHaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIiKM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort) 3 15 v 63 v o

Data 1 (Buneo) | B

Data 0 (Fonoc) 1 3w 7w 47

Station EDCA Parameters
Ouepens AIFS cwMin ewMax TXOP Limit

Data 3 (®oH)

Data 2 (Best Effort) 3 15w 1023 v 0

Data 1 (Buneo) ) B

Data 0 (Fonoc) 2 3 v 7 v 47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepefaeTcs oT TOUKM
A0CTyna K KNMeHTy):

+ Oyepedb — nNpefonpeaeneHHble ovepean AN pasIMyHOro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/b, BbiCOKas NPOMNyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OYePE/b, CPEeAHSA NPOMNyCcKHas COCOBHOCTb U
3a4epxka. B gaHHyo ovepefb oTnpasaiseTcs 60/bWUNHCTBO TPaAULUMOHHBIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHUMasIbHbIE 3aePXKW. B AaHHO
oyepeamn aBTOMaTnyeckn obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npnoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os0c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHble 3afePXKn. B faHHOl
ouyepeamn aBTOMaTNYeckn o6pabaTbiBalOTCA AaHHbIe, YYBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npuoputetbl 802.1p: cs6, cs7);

* AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpema oxugaHusi kKagpos (dppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, npuHUMaeT 3HadeHmsa 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpEMEHM OXMUAaHUSA nepes NOBTOPHON OTNPaBKol Kaapa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMin He MOXET npeBbIWwaTh 3Ha4YeHne cwMax;

+ cwMax — MakCMasibHOe 3HaYeHne BpeMEHN OXnAaHUa nepes NoOBTOPHOW OTNPaBKOW kagpa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHe cwMax J0/MKHO ObITb 60/1bLIEe 3HaYeHNUs cwMin;

+ TXOP Limit — napameTp UCNosb3yeTCA TONbKO ANS AaHHbIX, NepefaBaeMbIX OT KMeHTa A0 TOUKN
focTtyna. Bo3MOXHOCTb nepefayv — MHTepBasl BpEMEHU, B MUIINCEKYHAAX, KOTAa KNMEeHTCKas
WME-cTaHuuMA nMeeT npasa MHUMUMMpoBaTb nepeaady AaHHbIX N0 6ecnpoBOAHON cpefe K Touke
[0CTyMa, MakcumMasibHoe 3HavyeHne 65535 MunnancekyHa,

43



PykoBoacTBO no akcnyatauun WEP-200L

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB kKnveHTa (Tpaduk nepeaaeTcsi oT KneHTa
[10 TOUKM gocTyna). OnucaHue nonei TabnuLbl NPUBEAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.5.3 TMoameHto «onoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoicTBea.

MoHUTOpUHT Radio VAP WDS STA CeTeBkle HacTpolikm BHellHmMe cepBucel Cuctema r - (ebxon)

Radio 2.4 Ty [LOMONHUTENEHO
Radio 5 [Ty Crpana Poccun v [ Pasbnokupoeats

[lONONHUTENHO > [MoBansHasA nzonALMA O

+ [IpUMEHHTE ® OtmeHa

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeTt Touka goctyna. [nsa Bbloopa CTpaHbl HYXXHO
BbICTaBUTb (hriar «PasbnoknpoBaTby». B 3aBUCMMOCTI OT yKa3aHHOIO 3HaYeHus 6yayT NpYMEHEHbI
OrpaHUYeHns K No10Ce YacToT M MOLLHOCTU NepeaaTymnka, KoTopble AeCTBYIOT B faHHON cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YACTOTHbLIX KAHA/I0B, YTO BMUSIET HA
aBTOMaTUYeCKUin BbIGOP KaHana B pexnme Channel = Auto. Ecnv knueHTckoe o6opyaoBaHue
NMLEH3MPOBAaHO /151 UICNOMb30BaHNS B APYroM pernoHe, BO3MOXHO, YCTaHOBUTb CBA3b C TOUKON A0CTyna
B TAKOM C/lyyae He yaacTcs.

€@ Hactpoiika nokanbHbIx (PErMOHANbHBIX) OrpaHUYeHNii, BKouas paboTy Ha paspeLleHHbIX
YaCTOTHbIX KaHaNax 1 BbIXOAHON MOLLHOCTW, ABNSETCA OTBETCTBEHHOCTLIO MHCTA/IISITOPOB.

© BLI60p HenpaBMILHOTO PErMoHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMM YCTpOiCTBaMu.

* [7106a/1bHas u30/1514usi — Npu YCTaHOB/IEHHOM gof1are BK/toHaeTCs U30M1aums Tpadouka Mexay
KnneHtamm pasHbix VAP 1 pasHbix pagnonHTepdelicos.

[ns BCTynneHuss B C1ly HOBOW KOHMUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

@ nocne sknouenns pexuma knnenTa (STA) 6yaeT HeaocTynHa HacTpoiika VAP B Tom radio, B KOTOPOM
6bl/1 HACTPOEH peXuM kneHTa (STA).

5.6.1 TMoameHo «CymmapHOo»

B nogmeHto «CymmapHO» oTo6pakatoTcsi HacTpoiikm Bcex VAP Ha pagnonHTepdelicax Radio 2.4 'y, n Radio
5 I'Tu. MOXHO NOCMOTPETb HACTPOIKN KaXKA0W BUPTYasibHOM TOUkM focTyna B pasgenax VAPO-VAP6.

MoxuTopUHT Radio VAP WDS STA CeTeBkle HACTPOIKM BHeluHue cepeucEl Cuctema - (Bbixom)

CymmapHo » 24T1Ty 5y
241y VAP Bknioveno  Pemxum DezonacHocTH VLAN ID SsiD TpaHcnupoeatk SSID Pexum Band Steer Wzonaumna aboventoe

5My VAPO O BelknioueHo
VAPT (O Belkniouero
VAPZ O BelknioueHo
VAP (O BlknioueHo

lMNokazaTe Boe

+ VAPO-VAP6 — nopsiikoBbIii HOMEP BUPTyaslbHOM TOUYKM AOCTYNa;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dofiare BUpPTyaUibHas Touka AOCTyna BK/IOYEHA, MHayYe — BbIK/THOYEHE;

* Pexum 6e3onacHocmu — TN WNPoBaHNS AaHHbIX, UCMONb3YyEMbI HAa BUPTYa/lbHOW TOUYKe A0CTyna;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaet cHumaTbcsa MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKKOYEHO BelaHne B adonp SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM ¢hlare akTUBHO MPUOPUTETHOE NOAK/MIOYEHME KnneHTa K 5 Ty,
cetn. Ans paboTbl PYHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha KaxaoMm pagnonHTepderice n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

* M3on154yus abOHEHMOB — NP YCTaHOB/IEHHOM (piare BK/IHO4YeHa U30/14LuMa Tpadmka Mexany KnmeHTamu
B npegenax ogHoli VAP.

€ MMocne BKOUEHUS peXUMa KIMEHTa (STA) HacTtpolika VLAN ID 6yaeT HefoCTynHa.

[nsa BCTynneHns B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBUCUMYH0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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5.6.2 lMoameHto «VAP»

MOHMTOPHHT Radio VAP WDS STA CeTeebie HaCTPOHKM BHEWHKE CEPEMCE CHcrema - BbIXOA)

CymmapHo VAPO | VAP1  VAPZ  VAP3  VAP4  VAPS  VAPS
2.41Ty> Ofpe HAacTPOAKK
5My BrnioseHo

WLAN ID

SSID
Tpaxcnwposats SSID
Pexum Band Steer
WsonAums aGorenTos
MNopaepxxa 802.11kfv
Pennugayma Multicast
MpuopuTeT 802.1p ~
Peskum Minimal Signal
IMUHHM ANEHEIR YDOESHE CHIHANE, O5M -100
Mopor ypoBKA CHIHANA NPH POYMHHTE, AEM =100
Wrrepean Minimal Signal, ¢ 10
MaxcrmankHoe KONUUecTED KNTHEHTOB 0
Pestaim GesonacHocTH BuIKMiO4EHE ;o

Moppepkka 802 11r

O6ume HaCTPOIKU:

* BK/1l04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTYyaUibHas TouKa AOCTyNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbes MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKOYEHO BelaHne B adomp SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl hyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagvonHTepderice n
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

* U3on1syus aboHEHMOB — NPV YyCTaHOBNEHHOM ch/iare BK/IHOYEHA N30/1Auua Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* Moodepxka 802.11k/v — BKNOUNTb Noadepxky ctaHgapToB 802.11k/v Ha BUpTyasibHOW TOUKe AOCTYNa,;

* Pennukayusi Multicast — npu yctaHoBneHHom hnare Multicast Tpacuk B CTOPOHY k/iMeHTOB ByaeT
npeobpasoBbiBaTbCA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAnTb 6e3 Mogudmkaunii;

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepegarowmiica B pagnonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnpoBatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeTt aHanu3unpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv yctaHOBNeHHOM chnare pyHKUNS OTKNHYeHUs kaneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl (oyHKUMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOAnT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUSA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cuaHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHne K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp AO/MKEH 6bITb Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
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YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymuHae» [OMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHNN KOTOPOro NPYHUMAETCS peLleHne 06
OTKJ/THOUEHUM KNIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* MakcumasibHoe Ko/lu4ecmso K/IUeHMOos8 — MaKCMMasibHO A0MYyCTMMOE YMC0 NOAKNHYaeMbIX K
BMPTYas1bHOI CEeTU KNIMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — He UCMNO/b30BaTh WNpoBaHve 418 nepegadn AaHHbIxX. Touka JocTynHa ans
MOAK/TIOYEHMA NH0OOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTpoka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
Joctyna. [yivHa kntoya coctas/iseT ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3N, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.

Mpw BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT ByayT AOCTYMNHbI Cneayowme HacTPOKM:

Pexum BezonacHocTu WPA2 b

Kooy WPA &
MFP OTrnioveHo ~
Mopnepska 802 11r
Bpyunyio

FT-over-DS O
Kntou moBuneHoro goctyna RO root
Kntoy moBuneHoro goctyna R1
WaenmudmkaTop mMobuneHoro gomena 0

Betpeunsnit MAC-appec

MAC- YoaneHHbIA knod mobuneHoro YoaneHHbid KN4 MobDUNbHOro RRB knto4 RRB knro4
MNe appec poctyna RO noctyna R1 RO R1

+ [lofasum CeepHyTh
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+ MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA2-Enterprise,
npv Bblbope Apyrmux pexumos 6esonacHocTy MFP nepeBogmnTca B cocTossHue OmK/Io4eHo, nNpu Bblbope
pexunma 6e3onacHocT WPA2, WPA2-Enterprise, MFP nepeBoauTtcs B COCTOSIHUE BK/IHOYEHO):

* Omk/iro4eHo — 3aWwmTa management-kaZpoB OTK/IIOYEHS;

+ OnyuoHa/lbHO — 3almTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* BksioyeHO — 3amTa BKIKYEHa, K/IMEHTbI, He nogaepxusatowwme MFP, nogknountbca He MoryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKa AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOMCTBO NOc/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMM coKpallaeT Bpems
pPOyMUVHIra npv BO3BpaLLEeHUN KIMeHTa Ha TouKy goctyna B pexvume WPA Enterprise. HacTpolika
[OCTYyrMnHa TOMbKO Npu pexumax 6e3onacHocTtu Enterprise;

+ 802.17r — chyHKUMOHAN BbLICTPOro POyMUHra, paboTaeT TObKO C KNIMeHTaMK, KOTopble NogaepKuBatoT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

*+ [Moddeprkka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;

* BpyyHyro — npu ycTaHOBIEHHOM (hiare nosiB/ISIETCA BO3MOXHOCTb PYyYHOW HACTPOIKK
napaMeTpoB POYMUHTE,;

* FT-over-DS — BktoveHue pexnma «Over the DS»;

*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, Hanpyvep, CepuiiHbIi
HoMep;

* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAb!
ifconfig);

* MloeHmucghukamop MobusIbHO20 dOMeHa — HOMEp TPyMbl, B paMkax KOTOPOI MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;

* BcmpeuHbiti MAC-adpec:

* MAC-adpec — MAC-agpec VAP-uHTepdieiica BCTPEYHOIN TOUKM gocTyna. MakcumanbHoe
KonnyectBo — 256;

* Y0asieHHbIU K104 Mo6U/IbHO20 docmyrna RO — yHUKasbHBIN K104, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeuHol Touke [ocTyna;

* YOasieHHbIU K14 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BCTpeyHoi
TOYKe [OCTyna;

* RRB ko4 RO — cnyyaliHblli kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aT€/1bHO
AomkeH conagatb ¢ «RRB kntou R1» BCTpeyHon Toukn goctyna. AnunHa kaoda — 16
CVIMBO/10B;

* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH coenagath ¢ «RRB kntod RO», HO 06513aTe/1bHO
AomkeH conagatb ¢ «RRB kntou RO» BCTpeyHon Toukn gocTtyna. AnunHa kaoda — 16
CVIMBOJ10B.

@ nocne BrOYEHMS pexnma knveHTa (STA) HacTpoiika VLAN ID 6yaeT HefocTynHa.
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RADIUS:

RADIUS

[oweH enterprise.service root

IP-agpec RADIUS cepsepa 192.168.0.1

MopT RADIUS cepsepa 1812

Mapone RADIUS cepeepa awaas @

Mcnonk30BaTe AKKAYHTUHT Yepes RADIUS

Mcnonb308aTh APYIME HACTPORKK ANA AKKAYHTWUHIA

|IP-agpec RADIUS cepeepa AnA akkayHTUHrA 192.168.0.1

MopT RADIUS cepeepa ANA akkayHTUHA 1813

Mapone RADIUS cepeepa OnsA akkayHTUHMA senne @

MepyoaWyeckan OTNPABKA aKKaYHTUHME

VIHTEpBaN OTNPABKK aKKayHTUHIA 60

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa,;
+ lNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi UCNOMb3yeTcs A5 ayTEHTMdMKALMMN 1
asTopusauuu;
* Maposib RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, Mcnonb3yemoro ana ayteHtudmkaymm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe Yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepsep;
* Vlcnonb3oB8ams Opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepsepa, ncnonb3yemoro assi
aKKayHTUHra;
* [Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naposnbs ana RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra;
+ lNopm RADIUS-cepsepa 07151 akkayHmuHaa — nopT, KOTopbIi 6yAeT ncnosb3oBaH A5 cbopa akkayHTUHra
Ha RADIUS-cepsepe;
* [Mepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEePUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBaUT OTNPaBKM COOBLLIEHNIA MOXHO B Nosne «MHmepsar
omnpasku akKkayHmuHaan.
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[NopTanbHaa aBTOpU3aLINA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

MoHuTopuHr  Radic VAP WDS  STA  CeTeBhle HACTPOMKM  BHELHME CEpBHCHl  CUCTEMA

=
1

(Bbixon)

MopTankHaA asTopu3aLna > BrNtounTh

Agapec cepeuca APB ws:/192.168.1.1:8090/apb/broadcast

Airtune

* Bk/to4umb — Npv YCTAHOB/IEHHOM poniare aBTopu3auys nosb3oBartesieli B CeTh 6yaeT Npou3BOANTLCS
nocpeacTBOM BUPTYaslbHOMo NopTana;

* Ha3sgaHue BUpmMya/ibHO20 ropmasa — UMs BUPTyaslbHOro NopTasia, Ha KoTopblii ByeT nepeHanpasnieH
no/sib30BaTes b NPU NOAKMOUEHUN K CETY;

+ Adpec 0719 nepeHanpas/ieHuss — afpec BHELLHEro BUPTyasibHOTo NopTasna, Ha KoTopblii 6yaeTt
nepeHanpaeneH Nosb30BaTe b NPY NOAK/IHOUYEHUN K CETK.

OrpaHnyeHne CKOpPOCTU;

CrpaHWHEHHA CROPOCTH

BrmownTe

VAP Limit Down 0 KBWTIC
WAP Limit Up 0 KoWTIC
STA Limit Down 0 KBWTIC
STA Limit Up 0 KoWTIC

*+ lNokaszambs — aKTMBUPOBATL M0Jie HACTPOEK,;

* VAP Limit Down — orpaHu4eHvne nponyckHon cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/IMEHTOB (B CyMME), NOAK/THUEHHbIX K faHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNOCOBGHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/eHn OT TOUKM JocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/IbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6GHOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHBIX K AaHHOI VAP, 1o Toukn goctyna, K6ut/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTpons goctyna no MAC
BENHYEHO

MonuTuka 3anpetuTe v

Cnuncok MAC-agpecoe

1 AABB.CC.DD:EEFF - x

2 AABB:CC:DD:EEEE - x

* Bk/ioueHO — npu ycTaHOBNEHHOM donare 6yaet pabotaTb BblopaHHas NnoanTuka focTyna;
* lMosrumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHus:
+ 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogkovatbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM JOCTYN ByAeT paspeLlen;
+ Paspewums — K gaHHoli VAP 6yaeT paspeleHo nogknoyarbcs ToAbKo TeM kmeHTam, MAC-
aZipeca KOTOpbIX CoAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN GyAET 3anpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[lns Toro yTo6bl 406ABUTL afPEC B CNIUCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLEMCS none seeante MAC-
aapec. YTo6bl yaanuTb aapec 13 Crmcka, HOKMUTE KHOMKY B COOTBETCTBYHOLLEW CTPOKE.

Ecnu Bo3HUKNA HEO6X0AMMOCTb A06aBUTbL B cncok MAC-afpec KIMEHTa, KOTOPbI B AaHHbI MOMEHT

NOAKMKYEH K TOYKE A0CTYNa, HAXKMUTE B KOHLE CTPOKN KHOIMKY E] n BblﬁepI/ITe Hy)KHbII7| agpec n3 Cnncka, oH
aBToOMaTtn4yecku AO6aBMTCﬂ B rnone.

Mo ymonuaHuio B cnncke oTobpaxaercs Ao 10 agpecos. A1 Toro 4To6bl yBUAETh NOJHbIV CIUCOK B Cyvae,
€C/In OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «[oka3aTb BCE».

10 AABB.CC:DD:EE:AA d x

Mokasarb BCE

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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5.7 MeHw «<WDS»

B meHo «WDS» BbINOHAETCA HacTpoiika 6ecnpoBofHbIx MocToB Mmexay WEP-200L.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

€ Mocne BKOUEHUS peXUMA KIMEHTA (STA) 6ynet HepgocTynHa HacTpoiika WDS B ToM radio, B kKOTOpoMm
6bl1 HACTPOEH pexuM kneHTa (STA).

5.7.1 MoameHto «WDS»

MoruTopiHr Radio VAP WwDs STA CeTenele HacTpoiu Brewrue cepauce! Cucrema -~ (eeixog)

Brniouero
Peskun Be3onacHocTi WPA2 v
Kniow WPA ®

MAC-agpec pagon-Tepdeiica
WuTepdeiicl WDS

Wurepdpeiic Berpetbiii MAC-anpec KaHanbHas CKOPOCTb Nepenash
wlan0wdsd [ Auto v
wlan0wds1 () Auto v

wian0-wds2 [ Auto v

wian0-wds3 [0 Auto 82

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0ANMO
nocTpouTb 6ecnpPoBOAHON MOCT.

* BK/104EHO — Npy YCTaHOBIEHHOM (piare pexxvm 6ecnpoBOAHOM0 MOCTa BK/IHOYEH, MHAaYe — BbIK/IOYEH;
* Pexum 6e3ornacHocmu — pexum 6e3onacHoCTy g4ocTyna K 6ecnpoBogHOl ceTu:
* BbIk/1t04UMB — HE NCNONb30BaTh LWN(POBaHNE ANs nepefayn AaHHbIX;
+ WPA2 — cnoco6 wundpoBaHus, npy Bbibope KOTOpOoro 6yaet AOCTyNHa cneayroLlast HacTponka:
+ Koy WPA — knou/naposb, He06xoauMblli 419 NOAKIOYEHUS K BCTPEYHOM TOUKe AoCTyna.
[nvHa kntoya coctasnsieT oT 8 o 63 CMMBO/IOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdieinca gaHHOro yCTponcTea;
* MlHmepgpelic — Bbli6OP 1 BKNtoUeHne WDS-uHTepdpeiica, Ha KOTOpoM GyAeT NOCTPOEH 6eCcnpoBOAHONA
MOCT;
* BcmpeuyHbil MAC-adpec — MAC-agpec paavonHTepdieiica BCTPEUYHOro yCTPOWCTBA, 40 KOTOPOro
HacTpanBaeTcs 6ecnpoBOAHON MOCT;
* KaHasibHasi ckopocms repedaqu — (OUKCUPOBaHHas CKOPOCTb 6eCnNpOBOAHON Nepefayn AaHHbIX,
onpeaensiemas cneundukaumsamm ctaHgaptoB IEEE 802.11. Ans kaxaoro nHTepdeiica BbibnpaeTcs
NHAMBUAYANbHO.

[Nsi BCTYN/IeHUs1 B Wy HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.8 MeH «STA»

B meHi0 «STA» BbINOMHAETCS HAcTpolika pexumMa knneHta (STA).

5.8.1 TMoameHto «KKnmueHTt»

MOHUTOPHHT Radio VAP WwDS STA CeTeBble HacTponk1 BHeLUHWE CEpPBHChHI Cucrema - (BbIx0A)

KnuenT » BrntoyeHo
PagvouHTepeiic 24T1Ty v
SSID
Pexum Ge30nacHocTH WPA2 v

Mapons cimiEe @

[NoaknioyeHue:
* Bk/1104eHO — Npwv yCTaHOBNEHHOM hniare pexxum knneHTta (STA) BK/IHOYEH, MHaYe — BbIK/THOYEH;

*+ PaduouHmepgpelic — BbIGOp pagnonHTepdelica Ha KOTOPOM ByAeT HACTPoeH pexnma knveHTa (STA).

JOCTynHbI:
« 24T1Ty;
« 51Ty.
+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexumMm 6e30nacHOCTM JoCcTyna K 6ecnpoBOAHON CeTU:
* BbIK/IlO4EHO — HEe UCNO/b30BaTh LWNhpoBaHme 4718 nepefayv AaHHbIX.
+ WPA2 — cnocob wundpoBaHus, npy Bbibope KOTOPOoro 6yaet AOCTyNHa cneayroLlast HacTponka:

* [Maposib — KNo4/naposib, HE06X0ANMbIIA AN NOAK/IOUEHMS K BUPTYaslbHO TOUKe AOCTyna.

[nvHa Knoya cocTaBnseT oT 8 4o 63 CMMBO/IOB.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HaXXMUTE KHOMKY «OTMEHa».
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5.9 MeHo «CeTeBble HACTPOWNKN»

5.9.1

MoameHto «CuctemHas KoHdurypaums»

MoHuTOpMHT  Radio VAP WDS  STA  CeTeBble HACTPOIKM  BHeLHUE CepBuChl cuctema I~ (Bbixon)

CMCTEMHAA KOHDUIypaLMa > Hma xocTa
RNoctyn TMeorpadnyeckui JoMeH root
VLAN ynpaernexus Terminating v
VLAN ID
MpoTokon Static ~
CraTnecknii [P
CeTesan macka 255.255.255.0
Lnios
MepBuyHbIil DNS

BTOpWYHbIA DNS

Vimsi xocma — ceTeBoe MMs YCTPOWCTBa, 3afaeTcs cTpoka 1-63 cMMBOIOB: NaTUHCKNE 3arfiaBHble 1
CTPOUHble BYKBbI, LMPpbI, 3HAK AedInC «-» (Aednc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);
leoepacpuyeckuli 0OoOMeH — [JOMEH y3/1a fepeBa YCTPOUCTB cucTeMbl ynpassieHns EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

VLAN ynpagneHus.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCst Ha Touke aocTyna (B 3Tom
C/lydae y K/IMeHTOB, NMOAK/THYEHHbIX Yepes3 paavonHTepdieinc, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke pgoctyna WDS gaHHbIn pexxum VLAN ynpasneHusa He AoCcTyneH ans
BblGOpa);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTCTBYtOLLEN HacTpoiike VAP).

VLAN ID — npgentundpmnkarop VLAN, ncnonb3ayemslii Ana gocTyna K yCTPONCTBY, NPUHUMAET 3HaYeHnsa 1-
4094;

lpomokon — BbIGOP NPOTOKO/A, MO KOTOPOMY ByAeT OCyLeCcTBNATLCA NoAktveHne no Ethernet-
NHTEepdIecy yCTPONCTBa K CeTV NpefocTaB/IeHns yCyr npoaingepa:

+ DHCP — pexum pa6oTbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIO 1 Apyrve napameTpbl, Heoo6xoanMMble A5 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl HA WAN-
NHTEpdec HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

« Cmamuuyeckuli IP — IP-agpec WAN-nHTepdelica ycTpoiicTBa B CETU NpoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Ll/103 — afpec, Ha KOTopbI OTNpaBseTcsa NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTnsaumm.

MepsuyHbIl DNS, Bmopu4Hsili DNS — IP-agpeca DNS-cepepoB. Ecnu agpeca DNS-cepeepoB He
Ha3Ha4arTCa aBTOMaTMyeckn no npotokony DHCP, 3agaitTe nx Bpy4yHylo.

(%)

Mocne BKOUYEeHNs pexuma knnenTa (STA) 6yaeT HegocTynHa HacTpoiika VLAN ynpaBsnieHus
Terminating n Forwarding.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.9.2 TMoameHto «JocTyn»

PykoBoacTBO no akcnyatauun WEP-200L

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTESBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
+ [insa BKIOYEHNA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe chnar Hanpotms «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

Momsropwsr  Radio VAP

CucTemMHanA koHpurypaLma

[ectyn>

Ceressie HacTpoiin  Brewukiue cepauce!

WEB

HTTP-nopr | 80

WEBHTTPS m

HTTPS-nopr 443

Telnet [m]

SSH

NETCONF

SNMP

Mapons Ha uTerne public
Mapenk Ha sanucs private

Agpec AnA npuéma Tpanoe v1

Anpec AnA npuéma Tpanos v2

Agpec anA npuema coobuerwit

Inform

CucTeMHoe UMA yCTpoicTEa
KoxTakTHas uHgopmaua Contact
npousseuTena

Mecrononosenue ycrpoiictea Russia

Mapons & Tpanax frap

Cuctema u~  (eexom)

MporpammHoe o6ecneveHne WEP-200L no3sonseT n3MeHsATb KOHPUrypaLmio yCcTpoicTea, NpoBOANTb
MOHUTOPWHI COCTOSIHUS TOYKM AOCTYNa 1 e€ AaTuMKOB, a Takke yrnpas/ifaTbh YCTPONCTBOM, UCNO/b3YS NMPOTOKO/

SNMP.
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PykoBoacTBO no akcnyatauun WEP-200L

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm fOMeHHoe Nms npuemMHuka coobuueHmnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

* Maposib 8 mparnax — Naposb, Cogepxallumiica B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KON AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Moppo6Hoe onucaHne OID WEP-200L gocTtynHo no cneaytoulei cebinke: Onncanne OID na WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.10 MeHto «BHelUHNe cepBUCHI»

5.10.1 TMogmeHto «[MopTasibHasd aBTopmu3ayms»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

MOHWUTOPKMHT Radio VAP WDS STA CETEBbIE HACTPOMKH BHELIHWE CEPBMCHI Cuctema - (BbIXOM)

MopTansHad asTopu3aLya > BKITIOUUTD

Allpec cepeuca APB Wws://192.168.1.1:8090/apb/broadcast

AirTune

* Bksio4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogknioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHuns nopTasibHOro poyMuHra K/IMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymMmuHra B pexmme noptasibHoli
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBoacTBO no akcnyatauun WEP-200L

5.10.2 TMoameHo «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo 415 BKIKOYEHUSA U HACTPOkM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yertcs A58 onTuMm3anmm paamo-pecypcos (Radio Resource Management) u
aBTOMAaTUYECKOIN HaCTPOIiKN 6ecloBHOro poymuHra 802.11 k/r.

MOHMTOPUHT Radio VAP wDs STA  CeTesble HACTPOAKK BHELLHWE CEPBUCHI Cucrema -~ (BbIXOA)
MopTankHan aeTopu3auma BKMHO4YMTL
Alpec cepamca Airfune ws://192.168.1.1:8099/apb/rrm

AirTune »

* Bk/s1o4umb — Npu yCTaHOBEHHOM donare Touka AocTyna 6yaeT nogkntoyarbes K cepsucy AirTune,
agpec KOToporo ykasaH B nose «Agpec cepsuca AirTune», gna obecnedeHuns goyHkumin Radio Resource
Management n/wnun poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNsI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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PykoBoacTBO no akcnyatauun WEP-200L

5.11 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.11.1 MoameHo «O6HOBNEHNE MO ycTpoicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

MOHMTOPHHI Radio VAP WDS STA CeTeBbIE HACTPOMKK BHELHKWE CEPBMCHI Cuctema - (BbIXOM)
OBHoenexwe MO ycTpoiicTea » AkTHBHaA BepciA MO
Konurypauma

AxmyansHas eepcla M0 docmynHa no adpecy: http-/ffeltex-co. ru/supportidownloads/
Mepesarpyska
dain oGHoeneHunA NO BuiGop cpaiina | He BoiSpan HW oguMH dain
Mapons - B
HypHan

Nara u spemMA

OTnano4Han uedopmauma

« AKmusHasi sepcusi [10 — Bepcus NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ PesepsHas sepcus 1O — Bepcusa NPoOrpaMMHOro 06ecneyveHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekntiounTbesa 6e3 3arpysku taiina MNo;
+ Coesnnamb akmusHOU — KHOMKa, N03BONAOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOM, ANs
3TOro NoTpebyeTtcs nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHOA.

O6HoBNEeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte chaiin MO c canta http.//eltex-co.ru/support/downloads/, Bbiopas WEP-200L B crnvcke
060pyA0BaHNS, 1 COXpaHUTE ero Ha KomnbkoTepe. MNocsie 3Toro HaXXmMuTe KHOMKy «BbibepuTe thaiin» B none
®alin o6HosneHus MO n ykaxuTe nyTb K dhaiiny MO B hopmarte .tar.gz.

[ns 3anycka npouecca 06HOBEHNSI HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBMEHME. [pouecc
06HOBNEHMs 3aliMET HECKO/TbKO MUHYT (0 ero TekyleM crtatyce 6yAeT ykasaHo Ha CTpaHuLe), Noc/e Yero
YCTPONCTBO aBTOMATUYECKM Nepesarpy3nTcs.

€ He otkntouaiite NUTaHNe yCTPOICTBA U He BbINOMHANTE ero nepesarpy3ky B NpoLecce 06HOBAEHUS
Mno.
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5.11.2 MopgmeHto «KoHdurypaumus»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

MOHWUTOPHMHT Radio VAP wDS STA CeTeBble HACTPONKK BHELLHWE CEPBMUCHI Cuctema - (BbIXOA)

OfHoanetve MO ycTpoiicTsa MonyyuTs apxue * CkayaTb
KOHGUIYpaLmK ¢ YCTPOACTES
KoHgurypauma »
3arpy3uTh apxwe | Bribop daina |He BuIGpaH HH oauH ain
Mepesarpyska KOH(PMMYpaLM1 Ha yCTpoAcTBO

raponk

COPOC Ha 3aB0ACKNE COXpaHUTL NapameTpsl 4OCTyNa

RypHan N
HACTpPORAKK

[Nara u BpeMA

QOrnapoyHas uHgopMaLma

[NonyyeHne KoHduUrypaumm

UT06bl COXpaHUTb TEKYLLYIO KOH(IUTYpaLMIO YCTPOCTBA Ha TOKas/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBNEHME KOHdMIYpaLmn

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJ/lbHOM KOMMbloTepe dhainna KoHUrypauum Ncnonb3yeTcs NyHKT
«3azgpy3ums apxus KoHguaypayuu Ha ycmpolcmaso». Ansa 06HOBNEHUS KOH(IUTYpauum yCTPOMNCTBa HaXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(UrypaLumusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnempoBaH dhnar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web).
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PykoBoacTso no akcnayatauun WEP-200L

5.11.3 TMogmeHio «lMepesarpyska»

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea
3aHUMaEeT NPUMEPHO 1 MUHYTY.

MOHUTOPUHT Radio VAP WDS S CeTeBble HACTPONKK BHellH1e CepBUCh CucTtema - (BbIx0M)

O0HoBNEHWe MO ycTpoiicTea Mepesarpyska ycTpoiicTea

KoH@urypauma
Mepesarpyska »
Maponk
HypHan

Narta u Bpema

OTnafoyHas UHpopMayma

5.11.4 TlogmeHto «[Maponb»

Mpu BXxofe yepe3 web-nHTepdeiic agMmHmcTpaTop (Naposib No yMosyaHuto: password) MMeeT MosHbIA AoCTyn
K YCTPOWCTBY: UTEHWNE 1 3aMUCh /IH06bIX HACTPOEK, MOJHbIA MOHUTOPVHT COCTOSIHKS YCTPOICTBA.

[nsi cMeHbl Naposs BBeAWTE HOBbIN Naposib cCHavasna B none «laponb», 3aTeM B nose «MoaTBepxaeHve
naposisi» N HAKMIUTE KHOMKY «[IpUMEHUTb» [/ COXPaHeHWsl HOBOTO Naporisi.

MOHWUTOPHHT Radio VAP WDS STA CeTeBble HAaCTPOMKK BHELUHME CEPBHCHI Cncrema - (BbIx0a)
OOHoBrneHue MO ycTpoAcTea Mapone &
KoHurypauma MoaTeepXOEHAE Napona ®
Mepesarpyaka
Napons >
JKypHan

Nata v epemsa

OTnafoyHan MHpopMaLma
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PykoBoacTBO no akcnyatauun WEP-200L

5.11.5 MoameHo ©OKypHas»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuyunH npobnem B paboTe yCTponcTaa.

MOHWUTOPHHT Radio VAP WDS STA CeTeBble HACTPOMKK BHELLHWE CEPBMCHI Cucrema - (BbixOM)
OBHosneHne MO ycTpoiicTea Pexum Cepeep 1 daiin v
Kongurypauma Appec Syslog-cepeepa syslog.server
Mepesarpyska MopT Syslog-cepeepa 514
laponb Pasmep paina, kb 1000

KypHan »
[Nara W BpemMA
OTnagodHan HHgopMaLmMa

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU chali/l — HhopMaLMs XypHasia COXpaHaeTcs B /IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdelice yctporictBa Ha BKnagke «MoHNUTopuHI/XKypHan cobbITuiiy,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpasnseTca Ha yaasneHHblin Syslog-cepsep v
COXpaHsieTcs B /IOKasIbHOM dhaiine.
Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nmvs Syslog-cepsepa;
IMopm Syslog-cepsepa — NopT Ans BXxoAawmx cooblieHnin Syslog-cepeepa (no ymonuaxuto 514,
[loNyCTUMble 3HaYeHust 1-65535);
* Pasmep ¢halina, kb — MakcuMasbHbIii pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[ns BCTyNneHust B C1ly HOBOW KOHMUIypauuu 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBoacTBO no akcnyatauun WEP-200L

5.11.6 MogmeHto «[ata n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

5.11.6.1 BpyuHyro

MOHHTOPHHT Radio VAP WDS STA CeTeBble HacTPOHKK BHeLLHWE CEPBUCH Cuctema - (BbIXOA)
OfHoBneHue MO ycTpoicTea Pexum ® BpyuHylo (O NTP cepeep
KoHMHrypaLms [Data 1 BpemA ycTpoiicTea 20.10.2025 073516 | # Pepaxtposats
¥

Yacoson noac Mocksa, Poccus w
Mepesarpyska

BKMKOUYUTE NEPEXON HA NETHEE
BpEMS!

rMapons

JKypHan Mepexon Ha neTHee BpeMA (He ebiGpano) (He ebibpaHo) (He goifpaso) B — |1 —
DNara v Bpema > Mepexos Ha 3UMHee BpEMA (He sLifpano) (He ewifipaHo) (He goifpaso) B — |1 —
CrnapoyHan MHpopMaumna COBHI BpEMEHH (MHH.) 60

+ [lama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppEeKUns, HaxXMuTe KHOMKY «PefakTupoBaTb»:
+ [lama, spemsi — 3afiaiiTe TeKyLLyto AaTy U BPeEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v Bpemsi»
[ANs yCTaHOBKM BpemeHu MK Ha yCTponCTBOo;
+ Yacosol rnosic — no3BOMAET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUU C GvKaiLLMM rOpoLOM B
BalleM pervoHe 13 3aZlaHHoro crmcka.
* Br/1mo4umb rnepexod Ha /iemdee speMsi — Mpu yCTaHOB/IEHHOM do/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/IHATLCA aBTOMaTUYeCKN B 3a[jaHHbI NepuoL BpEMEHN:
* [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyaeT BbIMOSHATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemMeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HadeHune oT 0 o 720 MUH.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMeHNUTb». 151 OTMEHbI U3MEHEHWNI HAXXMUTE KHOMKY «OTMEHa».
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5.11.6.2 NTP-cepsep

MOHWUTOPMHI Radio VAP WDS STA CeTeBble HAacTPOHKK BHEeLUHWE CEepPBMCHI Cucrema - (BbiIxOM)
OBHoenexne MO ycTpoiicTea Pexum O BpydHylo @ NTP cepsep
KOHMHrypaums [ata u BpemA ycTpoACTEa 20.10.2025 07:37:19
¥
“Yacoson nNoAc Mockea, PoCcHA v
Mepesarpyska
NTP cepee ool.ntp.or -
Mapone peep P pora
ypHan BKNIOYMTL NEPEXo Ha NeTHee
BpeMA
Nlata u Bpems > MNepexoq Ha NeTHee spemA (He 8bIOpaHo) (He eniOpaHo) (He ebi0paHo) B - |1 -
OTnafoyHas MHpopMaUms MNepexon Ha 3MMHEE BpEMA (He abiOpato) (He ebiOpaHo) (He 6bi0paxo) B - 1| --

CABur BpEMeHH (MHH.) 60

Appeca gononHuTeneHelx NTP-cepeepoe

1 time.google.com x

2 time_cloudflare.com x

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aUMn BpeMeHn. Bo3aMOXHO 3aatb agpec
nNu BbIGpaTh N3 CYLLECTBYHOLLErO CrNCKa,
+ Yacosol rnosic — nNo3BONSET YCTaHOBUTb YaCcOBO NOAC B COOTBETCTBUM C 6vKaiLLumMM ropogom B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/ouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbI NepuoL BPEMEHN:
* [Nepexod Ha lemHee BpeMsi — AeHb U BpeMs, Korga 6yeT BbINOHATLCA NepPexos, Ha fleTHee
BpeMS;
* [Nepexod Ha 3uMHee BpeMsi — [ieHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
BpeMS;
+ CoBue spemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCSA CABUT BPEMEHW.
MoxeT npuHumathb 3HavyeHue oT 0 go 720 MuH.
+ Adpeca donosiHumesibHbIX NTP-cepsepos — B Criy4ae Korga OCHOBHOW CepBep CUHXPOHU3aLUMM BPEMEHN
HefoCTyNeH, yCTPOMCTBO ByaeT obpallarbCs K AONOMHUTE/bHLIM CepBepaM CUHXPOHU3aLNn
BpeMeHu. [1ndA Toro 4tobbl 406aBUTb afpec B CMUCOK, HOKMUTE KHOMKY «/J06aBUTb» U B NOABMBLUEMCS
none seeguTe |IP-agpec nnn JomeHHoe nmsa cepsepa. Ytobbl yganute agpec n3 crnuncka, B

COOTBETCTBYHOLLEN CTPOKE HAXKMUTE KHOMKY )

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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5.11.7 MoameHio «OTnagouHas nHgopmaunsa»

IMOHHTOPHHT Radio VAP WDS STA CETEBbIE HACTPOWKN BHELLHWE CEPBMCHI Cucrema - (Bbix0a)
OGHoEnNeHue MO ycTpoiicTea ®aiin oTnajo4HoR * Crauats
WHDOPMALMK

KoHdMrypauma

Mepesarpyska

Maponb

JHypHan

Nara v Bpema

OTnago4Han UHgopmaLa »

daiin 0T1a404HON UHhopMaLmm

UTo6bl nonyuntb apxms troubleshooting.tar.gz ¢ ycTpoincTBa Ha /I0Ka/lbHbIA KOMMbIOTEP, HAXXMUTE KHOMKY
«CKayartb».
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteBo WEP-200L HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnn aTtoro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-200L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# bro

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-200L)
WEP-200L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka noacetn)
WEP-200L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-200L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-200L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexnma pabotsl ¢ DHCP Ha Static-
IP)

WEP-200L(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-200L
WEP-200L
WEP-200L
WEP-200L

config):/interface/br0/commont# exit

config):/interface/bro# exit

config):/interface# exit

config):/# route

WEP-200L(config):/route# add default (rae default — HaszsaHve maplipyTta)

WEP-200L(config):/routet# default

WEP-200L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv v y3na HasHauyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WEP-200L(config):/route/default# netmask X.X.X.X (rze X.X.X.X — macka ceTv HazHa4yeHus, 4/19 MapLupyTa rno
ymo4aHumo — 0.0.0.0)

WEP-200L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |P-agpec wnt3a)
WEP-200L(config):/route/default# save (coxpaHeHve HacTpoek)

—_— e~~~ —~ —

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/commont protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

PN NN SN

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasat MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-200L
WEP-200L

root):/# configure

config):/# interface

WEP-200L(config):/interface# bro

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/common# mtu X (rge X — pasvep MTU B 6ainTax. BOo3MOxHble 3Ha4YeHuns: 1-
2490. No ymonyaHuto: 1500)

WEP-200L(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—_ e~ —~ —

6.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbIO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbIX HACTPOEK No DHCP:
WEP-200L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-200L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Mmacka nogcetwu, Z.Z.Z.Z — LU/03)

AocTtyn uepes VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK nNo DHCP:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbIE 3HAUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Li1t03)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YyCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A5 AOCTYyna K YyCTPOUCTBY,
BO3MOXHbIe 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — LJo3)

3aBepLueHne N coxpaHeHne HacTpoeK

WEP-200L(root):/# save (CoxpaHeHne HacTpoek)
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6.2.2 HacTpolika yaasEéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-200L(root):/# configure

WEP-200L(config):/# ssh

WEP-200L(config):/ssh# enable true (ynpaBneHve ygasiéHHbIM JOCTYNoM no SSH. 1A OTK/Ilo4YeHnsA BBeAnUTe
false. 1o ymon4yaHuto: true)

WEP-200L(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WEP-200L(config):/ssh# session-limit X (rae X — makcumasibHoe KonnyecTBo SSH-ceccuin. Mo ymonyaHuio: 5)
WEP-200L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-200L(root):/# configure

WEP-200L(config):/# telnet

WEP-200L(config):/telnet# enable true (ynpasneHue yganéHHbiM 4OCTynom no Telnet. AN OTKIOYEHNUS
BeeauTe false. 1o ymonyaHuto: false)

WEP-200L(config):/telnet# port X (rae X — nopt. o ymonyaHmio: 23)

WEP-200L(config):/telnet# session-limit X (rne X — makcumansHoe konmyecTso Telnet-ceccuid. 1o
YMOJ/14aHUI0: 5)

WEP-200L(config):/telnet# save (coxpaHeHVe HACTPOEK)

6.2.3 HacTpoiika ceTeBbix napameTpos IPv6

@ o ymonuanunio 4ocTyn K YCTPOICTBY MO NPOTOKony IPV6 Ha Touke 0CTyna OTK/TOUEH.

BK/loueHue goctyna K yCTpoiicTBy o npoTokony IPv6

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
DHCP)
WEP-200L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHNE AOCTYNA K YCTPOWCTBY MO
npoTokosny IPv6. [ns oTktodueHnsa seeanTe false)

WEP-200L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyyeHne ceTeBbix napameTpos IPv6 o

O e e e s
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HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/commont# ipvé

WEP-200L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rze
XXXXXXKXXXXKXXXXXXXK:XXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WEP-200L)
WEP-200L(config):/interface/br0/common/ipv6# address-prefix-length X (e X — npecpukc cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o ymoi4aHuto: 64)
WEP-200L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTcs IPv6-
npedorkc, Hanpumep 3211:0:0:1234::/64)

WEP-200L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX: XXXX:XXXX:XXXX/
Y (rge XXXX:XXXX:XXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPve-agpec DNS-cepBepa Nel ¢ npedynkcom)
WEP-200L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX: XXXX:XXXX: XXXX:XXXX:XXXX/
Y (rge XXXX:XXXX:XXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Ne2 ¢ npedinkcom)
WEP-200L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHNE 1CNOMIL30BaHNsS CTaTNYECKNX
ceTeBbIX IPv6 napameTpoB. [/15 noslydeHus ceTeBbix napaMeTpoB IPve no DHCP BeeauTe dhep)
WEP-200L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne J0OCTyNa K YCTPOMCTBY M0
npotokony IPv6. s otkntoveHnsa seeante false)

WEP-200L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-va0

WEP-200L(config):/interface/wlanl-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_open' (13veHeHne nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# ap-security
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexnm LwncpposaHms off — 6e3 naposis)
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHVEe OTNpaBky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (vHTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHe BUPTYasIbHOM TOYKN AOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

,\,\,\,\
_ == =
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6.3.2 HacTtpoiika VAP ¢ pexnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-va0

WEP-200L(config):/interface/wlanl-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_Wpa2' (n3meHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# ap-security
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxnm LuncpposaHms — WPA/
WPA2)

WEP-200L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1104/naposis,
HEeOoO6XoANMbIN A5 NOAKUYEHUS K BUPTYaslbHOM TOUKe AocTyna. [AMHa Kda Ao/mKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WEP-200L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVEe OTNpaBky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKONA
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasIbHOM TOYKNA AOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

,\,\,\,\
_ == =
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure
config):/# interface
config):/interface# wlan1-va0
config):/interface/wlanl-va0# vap
WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_enterprise' (n3vieHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# ap-security
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexvm wuchposaHns — WPA/
)
)
)
)
)

—_— e~~~ —~ —

WPA2-Enterprise
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# exit

interface/wlanl-va0O/vap# radius

interface/wlanl-va0/vap/radius# domain root (re root — IOMEH Nosb30BaTesis)

interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-

WEP-200L(config
WEP-200L(config
WEP-200L(config
cepsepa)
WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTOpbIi
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — naposns a1s RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHVEe OTNpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (BKk/1t04EHVE NEPUOANYECKONA
oTnpaBkM coobLeHnii «<Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasILHOM TOYKN AOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

e i
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxwviv wnchposarns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-200L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bx/it0unTE MAC-aBTOpPM3ALNIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# exit
WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — gomeH rnosnb3osaresns)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/il0ueHne OTNpaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb A5 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVe BUPTYasIbHOM TOYKN JOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (CoxpaHeHne HacTpoek)

AAAAAAAAAAAA
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6.3.5 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3auneni

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxwviv wnchposarns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-200L' (n3veHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# captive-portal
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/it0oueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOrO
nopTasia B COOTBETCTBMM C Tabnuuen 9)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Bx/toueHne hyHkMoHana captive-
portal)

WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# exit
WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — napons gn1s RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopm3anunn)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

AAAAAAAAAA
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JononHutenbHble KOMaHAbI A4N1A HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napavetp,
onpeaensiioLLnin Ha OCHOBaHWUN Yero 6yaeT PUNbLTPOBaTLCA TPAUK HEABTOPN30BAHHbIX K/TMEHTOB.
Bo3moxHble 3HadeHus: acl, white-list. 1o ymonuaHuto: white-list)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# ipv4-aclipv4_list (rae ipv4_list — nma cnvcka
npasws ipv4-acl)

WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# url-acl url_list (rge url_list — vmvs crnivcka npasus
url-acl)

WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bk/1toueHne punstpaynn
DNS-3anpocoB no npaswuiam preauth-acl. Mo ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rze XX-XX-
XX-XX-XX-XX — chopmat MAC-agpeca KnneHTa, KoTopblii 6yAeT NOACTaBMATLCA BMECTO <AP_MAC> B
3anpocax Ha BHeLHWA noptasl. Bo3amoXHble 3Ha4eHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-
XX-XX-XX — dpopmat MAC-agpeca ToYkM A0CTyna, KOTOpbIi OyaeT noAcTaBNATbCA BMecTo <NAS_ID> B
3anpocax Ha BHeLHWA noptasl. Bo3amoXHble 3Ha4eHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napamvetp,
OTBEYAOLLNIA 3a OTK/IOUEHNE KNIMEHTA Nocsie nosnyyveHuns Access-Reject. nsa oTknoveHus eeeaute false)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepesasats MAC-agpec
KnveHTa B kadyecTBe naposis B RADIUS 3anpocax. o ymonvaHutio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-XX-
XX — chopmat MAC-agpeca KAneHTa, KoTopbli 6yaeT douryprpoBatb B RADIUS 3anpocax. ®yHKLMOoHanN
paboTaeT TOMbKO Mpu YC10BMM use-macaddr-as-password = true. BO3MOXHble 3HaYeHNs: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOMYAHUHD: XXXXXXXXXXXX)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

© /15 nonyyenns nHcdopmauun 06 anroputTMe B3aUMOAENCTBIS C BHELLHUM MOPTASIOM CM. CXEMY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>

<AP_LOCATION>

OonucaHve

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH Hy
O4MH 13 3TUX NapameTpos, To B kavecTse NAS ID B RADIUS-
n HTTP(S)-naketax 6yaet ucnonb3oBatbcst MAC-aapec
TOukM gocTyna B cpopmaTe "nas-id-format”

[loMeHHOE 1MSI, KOTOPOE MOKa3bIBAETCS KNNEHTY Npu
nepeHanpaeieHnm

MAC-agpec Toukn goctyna

MAC-agpec kimneHTa

SSID

URL, KOTOpbIli M3Ha4Ya/IbHO 3anpaluvBan KNneHT
IP-agpec Touku goctyna

AP-location Toukn gocTtyna
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PykoBoacTso no akcnayatauun WEP-200L

6.3.6 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepeepa)
WEP-200L(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gonosiHuTesisHoro RADIUS-cepsepa)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONM4YeCcTBO: 1)

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — [P-agpec A0No/IHATENBHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rge X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (re secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret —
naposnb Ans RADIUS-cepBepa, NCMNOosb3yeMoro A5 akkayHTUHra)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnv npuopuTteT He 6biN yKaszaH sIBHO, TO CYMTAETCS UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHdourypaumto )

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

—_— e~~~ —~ —

6.3.7 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rge X,Y-Z — Homepa VLAN-ID, KOTopble MOXHO
Ha3HaunTb Ha VAP. BO3MOXHbIe 3Ha4yeHus: 1-4094. Ecnn HacTpoeH napametp vlan-group, To 6yaet
nUrHopupoBsatbcAa napametp vlan-id)
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BkntoyeHue pexuma Band Steer

WEP-200L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/1l0ueHne pexrmva Band Steer. [1/15
oTK/Io4YeHns Beeaute false)

BkntoueHue VLAN trunk Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# vlan-trunk true (BktoueHvie VLAN Trunk Ha VAP. 15
oTkKNtoveHus seeaute false)

BkntoueHue General VLAN Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/toueHve General VLAN Ha SSID. [1na
oTKNtoveHus seeaute false)
WEP-200L(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-200L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHann3 npuoputerta ns nonsa CoS (Class
of Service) TerMpoBaHHbIX NAKeToB. 3Ha4YeHWE Mo YMOoYaHuLo: true. B aToM cnyyae aHanmampyeTcs
npuopuTeT u3 nosia DSCP 3aronoska IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/110uNTL 3aLUMTY management-
Kagpos (GopelimoB). required — TpebyeTcs nogaepxka MFP OT KNneHTa, KNnMeHTbl 6e3 MFP He cMoryT
noAxKNI4YnNTLCS. capable — coBMecTMMO ¢ MFP, KneHTbl 6e3 nogaepxku MFP MoryT nogkitounteca. Ans
oTKo4YeHus BeeaunTe off)

BkoueHMe Ucnosib3oBaHus TLS npy aBTopusauum

WEP-200L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnosnb3osars TLS npy asTopr3saLnn.
[ns otknoyeHns seeaute false)

BknrouyeHue cKkpbiToro SSID

WEP-200L(config):/interface/wlanl-va0/vap# hidden true (Bk/1t0ueHVie ckpbITOro SSID. 1715 OTK/IHYEHNSA
BeeauTe false)

Bk/loueHue U30NsALUnN KNMEeHToB Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# station-isolation true (Bi/1t0ueHVIe N30/1ALMY TpadIMKa MeXay
KNueHTamu B npedenax ogHoi VAP. s oTkntoveHus seeanTe false)
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OrpaHuuyeHne KonmvecTBa K/iMeHToB Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# sta-limit X (rge X — makcvmasibHO J0MNyCTUMOE YNC/I0
NOAKN0YAEMbIX K BUPTYa/IbHON CETU K/TMEHTOB)

BknioyeHue 3awmTbl oT ARP Spoofing

WEP-200L(config):/interface/wlan0-va0/vap# arp-inspection true (Bk/1t04eHve NpoBepky Tpadmka Ha
nogmery IP-agpeca nctovHvka B ARP-naketax. s oTknodeHns seegute false. Mo ymonuaHnutio: false)

Bk/loueHne penimkauum MybTMKacToBOro Tpacgmka Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHne penvkauun
MYNbTUKacTOBOro Tpadinka Ha VAP. [1ns oTkaoueHus eeeaute false)

BkntoueHue Minimal Signal u Roaming Signal

WEP-200L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bx/1104eHNE NCNOMIL30BaHNSA
doyHKUMoHaa Minimal Signal. 19 oTkoueHnsa Beegute false)
WEP-200L(config):/interface/wlanl-va0/vap# min-signal X (rae X — noporosoe 3HaueHvie RSSI, npu
[AOCTXEHMMN KOTOPOro ToYKa AoCTyna 6yAeT oTkAYaTh kKaneHTa oT VAP. MNapamMeTp MOXET NPUHUMATb
3HayeHus oT-100 oo -1)

WEP-200L(config):/interface/wlanl-va0/vap# check-signal-timeout X (rge X — neprios BpemeHn B cekyHaax,
MO MCTEYEHUN KOTOPOro NPMHMMAETCS peLleHne 06 OTK/IHYEHNM KITMEHTCKOro 060pyaoBaHNs OT
BMPTYasIbHOM CeTu)

WEP-200L(config):/interface/wlanl-va0/vap# roaming-signal X (e X — noporosoe 3HaveHune RSSI, npu
AOCTVXXEHMN KOTOPOro NPOUCXOANT NEePEKIOYEHNE KITMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXET NpUHMMaTh 3Ha4YeHus oT -100 Ao -1. MapameTp roaming-signal 4O/MKEH ObITb
BblLle, Yem min-signal: ecnim min-signal = -75 gbM, To roaming-signal Ao/MKeH 6bITb paBeH, Hanpumep, -70
ABbwm)

WEP-200L(config):/interface/wlanl-va0/vap# save (COxpaHeHve HacTpoek)

BknoueHne nepegaum aBoHEHCKOro Tpad)uka BHe GRE-TyHHens

WEP-200L(config):/interface/wlanl-va0/vap# local-switching true (Bk/1t0ueHve nepegayy aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [n1a oTkntoveHus BeeaunTe false. [0 yMO4aHUIO BbIK/1HOYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rze X — makcymasibHas cKopocTb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bi/1t0ueHne weinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KOuT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rxi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — makc/masnibHas cKopocTb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1t04eHve weinepa. Moxet
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0O/vap/shaper-per-sta-txi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — MakcvmasibHast CKOpoCThb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rxi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — MakcvmasibHast CKOpoCcThb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve werinepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rze X — MakcrmasibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueHve welinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — makcymasibHas CKOpoCThb B
KOUT/C N nakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/itoueHve werinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoOxpaHeHVe HacTpPOek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — MakcrumMasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve wernepa. MoxeT
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rge X — mMakcumasibHasi CKOPoCTh B
KOUT/C NI NakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/1t0ueHve wernnepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-txi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-200L(config):/interface/wlanl-va0/vap# acl

WEP-200L(config):/interface/wlanl-va0/vap/acl# mac

WEP-200L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX XEXKXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-200L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-200L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p nonmTukn. Bo3mMoxHbIE 3HAYEHNS:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-200L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/ioueHve kKoHTpoNa gocTyna no MAC. Ana
oTK/Io4YeHns Beeaute false)

WEP-200L(config):/interface/wlanl-va0/vap/acl# exit

WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTpoiika 6510KMpPOBKM NOAK/IOHEHUSA NoNb3oBaTeneil, nogMmeHsaWwmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnn Heo6xoaumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOIO YCTpoKcTBa (w3, MK 1 npoyee), To HeO6X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnegyrowme pexmmMbl paboThbl:

on-connect — pexum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHNS YCTPOCTB Yepes Wi-Fi, B cnyyae ecnv MAC-
aZpec yxe n3yyeH Ha Ethernet-nopTty To4kun [OCTYnNa;

by-eth-event — pexvm OTKNHOYAET NOAKNHOYEHHOIO KNneHTa no Wi-Fi, B ciiydae ecsiv ero MAC-agpec ctasl
n3yyeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm noMoraeT ounwaTb CTapyto 3anucb O KIMEHTE Nnpu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNE HOBOMO
nosnb3oBaresnisa no Wi-Fi, a Takke OTK/Ii0HaEeT paHee NoAKI0YEeHHOro B c/iyyae coBnageHuns ero MAC-
agpeca c ycTpoiicTBom 3a Ethernet-uHtepcpeiicom.

Q Mpu BbicTaBneHnn pexxnmos full 1 on-connect poymMuHr Wi-Fi KMTMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/MEHTa nonagatoT Ha OCTaslbHbIE TOUKU A0CTYNa CeTU U
ero MAC nsyyaetcs Ha BCexX Toukax AOCTyna CeTu, No3aToMy Npu POYMUHTE KIMEeHTa, B cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/itoyeHne MOXeT NPOUCXOANTb
AnnTenibHoe Bpems.

WEP-200L(config):/interface/wlanl-va0/vap# fdb-filtering
WEP-200L(config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bx/itoueHne yHkuorana. [Ans
oTk/o4veHns Beegute false. 3HauyeHve no ymonyaxuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/fdb-filtering # mode full (Bb160p pexunma padboTsl. 3HaveHne rno
yMO/14aHuto: by-eth-event)

WEP-200L(config):/interface/wlanl-va0/vap/fdb-filtering # exit

WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyiKa/IbHbIV KITHOY 415
[aHHOI VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagarh Ha
BCTpeYHbIX VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0

WEP-200L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHbIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bi/it0ueHVe paboThl TOUKM AOCTYMNA MO
NPOTOKO/Yy 802.11r)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHbLIV KITHOY /15
AaHHoro VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka/IbHbIA
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVIe paboTLI TOUKM AOCTYNA M0
npoTokosny 802.11r)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r1e 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHE PabOThI TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYeTe peLLeHne O NepekIioYeHnn Ha APYryo TOUKY AOCTyna NPUHUMAaET KNIMeHTCKas CTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kaxxaasi Touka focTyna 1 no kakomy ctaHaapTy (IEEE 802.11n/ac/ax). lMocne Yero KNneHT aHanmsmpyeT adup
1 MPUHMMAET peLLeHre B 3aBMCMMOCTU OT YPOBHS CUTHaua, 3arpy>XXeHHOCTU KaHana, KOH(Urypauum BCTPeYHO
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHEe pabOThl TOUKM
[ocTyna no npotokosy 802.11k/v)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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6.4 Hactporika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-wdsO0 (Bb160p ninHKa WDS. Bo3amoxHble 3HaveHnsa and Radio 2.4 [Tw;:
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WEP-200L(config):/interface/wlanl-wds0# wds

WEP-200L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-unrepcpeiica
BCTPEUHOI TOUKN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOUKE A0CTyna KoMaHay
monitoring radio-interface)

WEP-200L(config):/interface/wlanl-wds0/wds# exit

WEP-200L(config):/interface/wlan1-wdsO# common

WEP-200L(config):/interface/wlanl-wdsO0/common# enabled true (Bk/toueHve nuHka WDS. 719 OTKHOUEHWSA

BeeauTe false)

WEP-200L(config):/interface/wlanl-wdsO/commont# exit
WEP-200L(config):/interface/wlan1-wdsO# exit

WEP-200L(config):/interface# wlanl (npu Hactpoiike WDS Ha Radio 2.4 ', BBeguTe wlan0)
WEP-200L(config):/interface/wlanl# wlan

WEP-200L(config):/interface/wlanl/wlan# wds

WEP-200L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI60p pexvma 6ezonacHocTn WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WEP-200L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Naposib, He0OXo0ANMbIN A5
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-200L(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHne WDS. [1/19 OTK/IHOUEHNS BBEAUTE
false)

WEP-200L(config):/interface/wlanl/wlan/wds# save (coxpaHeHvie HaCTpOekK)

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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6.5 HacTtpolika AirTune

HacTpolika AirTune

WEP-200L(config):/# airtune

WEP-200L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (r1e 192.168.1.20 — |P-
aZipec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WEP-200L(config):/airtune# dca true (Bk/1toueHMe pyHKLMOHaNA SUHAMUYECKOro pacnpeseneHns KaHasnos.
[ns otknoyeHns seeaute false)

WEP-200L(config):/airtune# tpc true (BkNOUEHNE hyHKLUMOHAIA aBTOMATUYEeCKOro

yrnpaB/ieHs MOLLHOCTLHO. /19 oTk/ItoueHns BeeauTe false)

WEP-200L(config):/airtune# load-balance-80211v true (Bk/1t04eHVIe DYHKLUMOHAA BaaHCUPOBKA KITMEHTOB.
[ns otknoyeHns seeaute false)

WEP-200L(config):/airtune# enabled true (Bk/l0ueHne B3anmogencTeus ¢ cepsucom AirTune. 15
oTK/Io4YeHns Beeaute false)

WEP-200L(config):/airtune# save (coxpaHeHne HacTpoek)

[ns aBTomartuyeckoi HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna HeEO6X0AMMO BK/IHOUUTb
doyHKumoHan 802.11r, ANs 3TOro BbINONHUTE CreayoLMe HaCTPOWKM:

HacTtpolika 802.11r uepes AirTune

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bx/1t0ueHVie paboTel TOUKM AOCTYNA MO
npoTokosy 802.11r)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

[na aBTomatnyeckoii HacTpoiikmn 802.11k/v yepes cepauc AirTune Ha TOUKe J4OoCTyna Heo6XoANMO BK/THOUUTb
dhyHkumoHan 802.11k/v Ha SSID, gn1a aTOro BbINONHUTE CReayoLme HaCTPOMKK:

HacTtpoiika 802.11k/v yepes AirTune

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1l04eHME NOALEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumu koHTponnepa SoftWLC.
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6.6 Hactpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0

WEP-200L(config):/interface/wlan0# wlan

WEP-200L(config):/interface/wlan0/wlan# radio

WEP-200L(config):/interface/wlan0/wlan/radio# channel X (rge X — HOmep cTatnyeckoro kaHasna, Ha
KOTOpOM ByaeT paboTaTb ToUka A0CTyna)

WEP-200L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne asToBLIOOPa KaHana. [ns
BK/IIOUYEHNA BBeAUTE true)

WEP-200L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHNE YCNO/IL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-200L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wvpuHa kaHana. NapaveTp Moxet
npuHUMaTh 3HadveHune: o Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-200L(config):/interface/wlan0/wlan/radio# tx-power X (e X — ypoBeHb MoLwHOCTK B ABM. [NapameTtp
MOXET NMpUHUMaTh 3HadeHue: ana Radio 1: 4-16 nbm; ona Radio 2: 8-19 nbm)
WEP-200L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MVHUMa/IbHBIA YPOBEHL MOLLHOCTY
B AbM. MapameTp MOXET nNpuHMUMaThb 3HadeHne: and Radio 1: 4-16 abwm; ansa Radio 2: 8-19 abm)
WEP-200L(config):/interface/wlan0/wlan/radio# tx-power-max X (rze X — mMakc/masibHbIA YPOBEHb
MOLLHOCTU B ABM. [MapamMeTp MOXeT npuHMMaTh 3HaveHue: a4 Radio 1: 4-16 abwm; and Radio 2: 8-19 abm)
WEP-200L(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

© Cnucku gocTynHbIX KaHaNoB

Ona Radio 2.4 Ty gnsa BbIGOpA AOCTYMHbI CeAYIOWMNE KaHAbI:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.
a

Ana Radio 5 Ty anAa BbiGOpa AOCTYNHbI cneaylolne KaHanbl:
* npwu wupuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu W1puHe kaHana 40 Mrru;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

0 MapameTpsbl tx-power-min 1 tx-power-max NPUMeHSIIOTCS TOMbKO B peXume paboTbl C CEPBUCOM
AirTune.
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6.6.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-200L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/1t0ueHve ncnons3oBaHnA
OorpaHMYeHHOro cnuncka kaHasio0B B paboTe aBTOBbIGOpa KaHanoB. 11 oTktoueHus BeeanTe false)
WEP-200L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (re 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdenc)

HacTpolika orpaHU4eHHOro cnucka KaHanoB B pexume (STA)

WEP-200L(config):/interface/wlan0/wlan/radio# use-limit-channels-client true (Bx/110ueHVe ncnonsL3oBaHNA
OrpaHNYEHHOro CNMcKa KaHaoB B pexnme knueHTa (STA). s oTknioueHnst BeeaunTe false. o
ymMos4aHuto: false)

WEP-200L(config):/interface/wlan0/wlan/radio# limit-channels-client '1 6 11' (e 1,6, 11 — kaHasbl
AnanasoHa, B KOTOPOM MOXET paboTaTb HaCTpanBaeMbIil pagnonHTepdenc B pexxume kameHTta (STA))

N3mMeHeHUe OCHOBHOIO KaHas1a

WEP-200L(config):/interface/wlan0/wlan/radio# control-sideband lower (napametp MOXeT npuHUMaTh
3Ha4veHue: lower, upper. 10 ymonuaHuto: ansa Radio 1: lower; o/1s Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WEP-200L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1H04EHVIE NCMONB30BAHMA YKOPOUYEHHOTO
3alUMTHOrO MHTepBasia Ans nepegayn gaHHbIX — 400 He, BMecTo 800 H. [1a oTktoueHms BeeauTe false)

BkntoueHune STBC

WEP-200L(config):/interface/wlan0/wlan/radio# stbhc true (Bk/1l0ueHe MeTofa NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOr0 KoAMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. [na oTkntoveHns seeaute false)

BknroueHue arperauumn

WEP-200L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1toueHne arperaunm Ha Radio —
nogaep>xxkn AMPDU/AMSDU. na oTkntodeHns seeauTe false)

BK/1lOUE€HME UCNO/Ib30BaHUA KOPOTKOIi NpeamMoy/ibl

WEP-200L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/104EHVIE UCMONB30BAHMA KOPOTKO
npeam6ysibl naketa. [Ana otkaoyeHnsa seeuTe false)
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BkntoueHue Wi-Fi Multimedia (WMM)

WEP-200L(config):/interface/wlan0/wlan/radio# wmm true (Bk/1t0ueHve nogaepxky WMM (Wi-Fi Multimedia)
[ns otknoyeHns seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 T (wlanl)

WEP-200L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum pabotsl mexaHusma DFS. MoxeT
npuHUMaThb 3HadyeHus: forced — MexaHn3M BbIK/IOUYEH, DFS-kaHasbl 4OCTYMNHbI AN BbIGopa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BbIktoYeH, DFS-kaHas bl He AOCTYNHbI /19 Bblbopa)

BknroyeHue pexuma aBTOMaTUUYECKOW CMEHbI LWWNPUHBbI KaHana

WEP-200L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1t0UeHNE pexMa aBTOMaTNYEeCKON
CMEHbI LUMPUHbI KaHana ¢ 40 MMy Ha 20 MMy npu 3arpyXeHHoM pagnoadmpe. [Ansa OTKNHYEeHNs BBeAUTE
false)

BknioueHue weinnepa Broadcast/Multicast

WEP-200L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (e X — orpaHvyenve nepegaqn
LLMPOKOBELLATE/TbHOIO/MY/ITUKACTOBOrO Tpadurka no 6ecnpoBOAHON CETU, yKa3bIBAETCSA IMMUT A5
LUMpOKOBeLLlaTesibHOro Tpadrka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-200L(config):/interface/wlan0/wlan/radio# qos

WEP-200L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04eHVE NCMNOBL30BaHNS (DYHKLNN,
obecneunBarLLMxX Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). ns oTkntoueHnsi BBeauTe false)
WEP-200L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpolika napameTpos QoS TOUKM [0CTyna,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS ans
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxugaHms kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3HaYeHne
BPEMEHM OXuaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHumaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHue cwMin He MOXET MpPeBbILAaTb 3Ha4YeHne cwMax)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — MakcumasibHOe 3HavyeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepBas BpemeHu B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-200L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS kveHTa: Tpadunk
nepegaeTcs OT KMeHTa A0 TOYKM A0CTyna)

WEP-200L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHve HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.

6.7 Hactpoiika DHCP onuumn 82

© Hactpoiika DHCP onuumn 82 nponssoauTcs OTAENLHO ANS KaX/40ro paanonHTepdeiica. B gaHHOM
pasgene NpMBoAsATCS NpPUMeEpPbI HAacTpoky onuun 82 ana Radio 2.4 'y, — wlan0.

Pexunmbl pabotel DHCP snooping:

+ ignore — 06paboTka onuun 82 oTk/I0HEHA. 3HAYEHME MO YMOHAHMIO;
* replace — Touka focTyna NoACTaBASET WX 3aMEHSAET 3HaYeHne onuun 82;
* remove — To4YKa A0CTyna yganser 3HadyeHme onuum 82.

N3meHeHue pexuma pa6oTbl DHCP onuum 82

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0 (HacTpoiika 6yaeT nponssBoanTbes A1 Radio 2.4 'y, Ecnu
HeobXxoauMMOo HacTpouTb 82 onuuto Ha Radio 5 'y, — BBeanTe wlanl)

WEP-200L(config):/interface/wlan0# common

WEP-200L(config):/interface/wlan0/common# dhcp-snooping
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL160p paboTel
DHCP snooping B peXume 3ameHbl Ui NoACTaBNEHNS OnNuun 82)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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Ecnu Ha paguonHTepdeiice HacTpoeHa nonutruka obpaboTtku onuumn 82 replace, To Ans KOHUrypupoBaHus
CTaHOBATCA AOCTYMHbI CNeyoLme napameTpsbl:

HacTpoiika napameTpoB onuum 82

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa coaepxmnmoro CID Ha 3HaveHune, ykazaHHoe B napamvetpe dhcp-option-82-custom-
CID. [MapaMeTp MOXET NpuUHMUMaTh 3Ha4eHus: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-aapec
TOUKM AocTyna>-<ums SSID>. SSID — 3ameHa cogepXmmMmoro CID Ha uMms SSID, K KOTOPOMY MOAK/THUYEH
KnueHT. Mo ymonyaHunio: APMAC-SSID)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (re
custom — 3aMeHa coaePKMMoro RID Ha 3HaveHne, ykazaHHoe B napamMeTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXnmoro RID Ha MAC-aapec
KNIMEHTCKOrO ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-agpec Touku aocTtyna. APdomain —
3aMeHa coaepX1mMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCS Touka gocTtyna. Mo ymonyanuto: ClientMAC)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rae
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecnv 3HaveHue
napametpa dhcp-option-82-custom-CID He 3a1aHO, TO TOUKa A0CTyna OyaeT n3MeHsiTb CID Ha 3HAaYeHue
no yMo/4aHui: <MAC-aipec TOYKM AocTyna>-<umsi SSID>)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbcA B RID. ECv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO TOUKa AOCTyna 6yAeT N3MeHATb RID Ha 3HAaYeHMe
no ymon4yaHuto: MAC-agpec KIMEHTCKOro YyCTPOICTBA)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bbi60p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pasaenntens
BbICTyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3aenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

6.8 Hactpolika pennukauymm DHCP

© Hacrpoiika akTBMpYeT (hyHKLMOHAN npeo6pasoBaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npwv nx nepegaye 6ecnpoBOAHOMY K/INEHTY.
370 NO3BONSIET NOBLICUTL CTAbWNLHOCTL 06MeHa DHCP mexy KMeHTOM 1 CEPBEPOM B pamMocpese.
HacTpolika rno6anbHasi, npumeHsieTcsl Ha Bce VAP paavonHTepdeiica.

Huxe npeacTaBneHa HacTpoiika pennvkauun DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika pennnkauun DHCP

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl

WEP-200L(config):/interface/wlanl# common

WEP-200L(config):/interface/wlanl/common# dhcp-snooping
WEP-200L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/itoueHne
pennvkaumy DHCP. To ymoniyaHuio BbIK/THOYEHO, false)
WEP-200L(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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6.9 HacTtpolika pennukaumm ARP

© Hacrpoiika arp-suppression NPonM3BOAUTCA OTAENLHO ANA KaX/A0r0 pagvouHTepdeiica. B gaHHOM
pasgene NnpuMBOASATCA NPUMepPbI HACTPOWKKM arp-suppression gna Radio 2.4 'y, — wlan0.

Mocne BK/KOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyatens.

HacTpoliika pennukauyum ARP

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0

WEP-200L(config):/interface/wlan0# common

WEP-200L(config):/interface/wlan0/common# arp-suppression
WEP-200L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHne arp-suppression. 10
YMOJ/I4aHMIO BbIKHOYEHO: false)

WEP-200L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpaeneHve
pennukaumeii ARP. Ecnv napamMeTp BK/IHOYEH true, TO MPOMCXOANT OTOPAChIBAHNE MAKETOB C HENM3BECTHbLIM
IP-agpecom Ha3Ha4vyeHus. Ecnn napameTp Bbik/oUeH false, TO nakeTbl 6yayT nepegaBaTbCs
LUMpOKoBeLLaTesibHO. M0 yMO4aHnio BK/IKOUYEHO: true. PAboTaeT TO/TbKO C BK/THOUEHHbIM arp-suppression)
WEP-200L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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6.10 HacTpoiika pexuma knveHTa (STA)

HacTpoliky pexnma knneHTta (STA) MOXHO ocyLlecTBsTh Ha wlan0 — paguounHTepdpeiic 2.4 Iy, uamn wlan1 —
pagnovHTepdelic 5 Iy,

HacTpolika pexuma knueHTta (STA) 6e3 wndposaHus

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0

WEP-200L(config):/interface/wlan0# wlan

WEP-200L(config):/interface/wlan0/wlan# mode sta (BbI60p pexviva paboTel yCTPOKCTBa)
WEP-200L(config):/interface/wlan0/wlan# sta

WEP-200L(config):/interface/wlan0/wlan/sta# ssid 'SSID_WEP-200L_open' (13meHeHve nveHn SSID)
WEP-200L(config):/interface/wlan0/wlan/sta# security-mode off (pexxviv wnchposaHns off — 6e3 napons)
WEP-200L(config):/interface/wlan0/wlan/sta# save (coxpaHeHne HacTpoek)

HacTpolika pexuma knueHTta (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexrmva paboTsbl yCTPoNCTBa)
config):/interface/wlan0/wlan# sta

WEP-200L(config):/interface/wlan0/wlan/sta# ssid 'SSID_WEP-200L_WPA2' (n3mMeHeHne nveHu SSID)
WEP-200L(config):/interface/wlan0/wlan/sta# security-mode WPA2 (pexuvm wungposaHma — WPA2)
WEP-200L(config):/interface/wlan0/wlan/sta# key-wpa password123 (rae password123 — k/104/naporis,
HEOoOXoANMbIA A5 MOAKUYEHUS K BUPTYaslbHOM TOUKe AocTyna. [iMHa Kida Ao/mKHa COCTaBNsATb OT 8
[0 63 CUMBOJIOB)

WEP-200L(config):/interface/wlan0/wlan/sta# save (coxpaHeHne HacTpoek)

AAAAAAAA
—_— = = ==
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6.11 CuctemHble HaCTPOWKM

6.11.1 OG6HoBneHue MO ycTpoicTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-200L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-200L-2.8.0_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-200L(root):/# firmware upload http <URL ans ckaumBaHus pavina MO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WEP-200L-2.8.0_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-200L(root):/# firmware switch

6.11.2 YnpaBneHue KOHGUrypaumei ycTpoiicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-200L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-200L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-200L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypaunoHHblili ¢paiin yctpoiictBa Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas koMmaHAa BbinonHaeTcAa Ha cepsepe/TK)
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3arpy3ntb KOH(hUrypauuoHHbIii aiin Ha ycTpoMcTBO ¢ TFTP-cepBepa

WEP-200L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina
KOHdurypayumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-200L(root):/# manage-config apply (MpryMeHeHe KoHurypawmm Ha ToUKy A0CTyna)

6.11.3 [llepesarpyska ycTpoiicTBa

KomaHga ans nepesarpysku ycTpoiicTea

WEP-200L(root):/# reboot

6.11.4 HacTtpoiika pexuma ayTeHTugmkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YoannTb AaHHY YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLbIO0 YKa3aHHbIX HKE KOMaH.

M3MeHeHue napons A4NnsA yuyeTHol 3anucu admin

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# admin-password <HOBbIi naponb ANa yyeTHoI 3anucu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4asA NNaTUHCKME BYKBbI U LNpbI)

WEP-200L(config):/authentication# save (coxpaHeHVie HacTpoek)

Bo3MOXHO co3AaTb AOMNO/THUTENbHbIX NoMb30BaTtesnel /19 NIOKa/IbHON ayTeHTUdMKauun, a Takke
ayTteHTugukaumm yepes RADIUS.

© HosbiM Nonb3oBaTeNAM AOMKHA GbITh HA3HAUEHA OfiHA U3 BYX PONeii:
admin — nonb3oBaresb C TakoW Ponbto ByAeT UMETb MOJHbIA AOCTYN K KOH(PUIypmMpoBaHuio 1
MOHUTOPWHIY TOYKM JOCTYNa,
viewer — nosib3oBaTte/b C Takoi posbio ByAeT MMETb AOCTYM TOMNbKO K MOHUTOPUHIY TOYKM AOCTynNa.

JoGaBneHne HOBbIX NONIb30BaTeNei

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# user

WEP-200L(config):/authentication/user# add userX (rze userX — 1Msi HOBOM Y4eTHOW 3anvcu. [Ans yaaneHms
ncnosnb3ynte komaHay del)

WEP-200L(config):/authentication/user# userX

WEP-200L(config):/authentication/user/userX# login userX (rze userX — 1Msi HOBOV YHETHOI 3anmcu)
WEP-200L(config):/authentication/user/userX# password <Maponb gna yueTHoi 3anucu userX> (0T 1 10 64
CVIMBOJ10B, BK/1t0HYas NaTtuHcKne BykBbl U LUGIPbI)

WEP-200L(config):/authentication/user/userX# role admin (nosib30BaTes0 BblgaTCA Npasa Ha
KOHGoUrypupoBaHue. Bo3aMoXHOe 3HauyeHne viewer — y4eTHOl 3anncu 6yaeTt 40CTYNeH ToNbKO
MOHWUTOPWHT)

WEP-200L(config):/authentication/user/userX# save (CoxpaHeHVe HacTpoek)
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Ansa ayteHTudmkauum yepes RADIUS-cepBep HEO6X04MMO HAaCTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WEP-200L
WEP-200L

root):/# configure

config):/# authentication

WEP-200L(config):/authentication# radius

WEP-200L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-200L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTOpbIiA
MCNOMb3YeTCA A18 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WEP-200L(config):/authentication/radius# auth-password secret (rge secret — kntou 19 RADIUS-cepBepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WEP-200L(config):/authentication/radius# exit

WEP-200L(config):/authentication# radius-auth true (Bk/toueHne pexvva ayteHTurkaum yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WEP-200L(config):/authentication# save (coxpaHeHvie HacTpoek)

e e e

o Mpu ayteHTUdmkaumm yepes RADIUS-cepBep He06x0AMMO 0653aTeNbHO Co34aThb JIOKa/IbHYHO YHETHYHO
3anucb, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyyae ecnn RADIUS-cepBep okaxXeTcsa HeAO0CTYNEH, ayTEHTUAINKALMSI NPOAAET NO SIOKasIbHOW
YYETHOI 3anuncu.

6.11.5 HacTtpolika gatbl 1 BpeMeHu

KoMaHAbl AN HACTPOIiKM CUXPOHU3aL MU BpeMeHu ¢ cepBepom NTP

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10UeHVEe pexmva paboTsl ¢ NTP)

config):/date-time# ntp

WEP-200L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepsepa)
WEP-200L(config):/date-time/ntp# alt-servers (ycTaHoBKa fonosHUTEbHBIX NTP-cepBepos)
WEP-200L(config):/date-time/ntp/alt-servers# add <fLlomeHHOe nms/IP-agpec NTP-cepBepa B
KOHdrypauumn> (cosgaHme pasgena KoHgurypaunum gononHutensHoro NTP-cepeepa. MakcumasibHoe
KonunyecTBo: 8. [1nsa yaaneHust ucnosbayiite komaHay del)

WEP-200L(config):/date-time/ntp/alt-servers# exit

WEP-200L(config):/date-time/ntp#exit

WEP-200L(config):/date-time# common

WEP-200L (config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemeHHo
30HbI)

WEP-200L(config):/date-time/common# save (coxpaHeHne HacTPOeK)

O e e e e
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6.11.6 [ononHuTesibHble HACTPOWKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# global-station-isolation true (Bx/1t0ueHVe 1106a16HON N30ALUN TPpadnKa
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WEP-200Lconfig):/system# save (coxpaHeHve HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L (config):/system# hostname WEP-200L_room2 (r1e WEP-200L_room2 — HOBOE 1M YCTPOUCTBA.
MapameTp MOXET cogepXartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lndpbl,
3HaK geduc «-» (aedmnc He MOXET ObITb NOC/IEeAHNM CUMBOJIOM B MMeHu). Mo ymonyaHuto: WEP-200L)
WEP-200L(config):/system# save (coxpaHeHve HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/systemi ap-location ap.test.root (i/1e ap.test.root — foMeH y3na gepesa yCTPOUCTB
cucTeMbl ynpasiieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-200L(config):/system# save (coxpaHeHVe HacTpoek)

N3meHeHue Radius NAS-ID

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rge Lenina_1.Novovsibirsk.root —
noeHTuduKaTop AaHHOW Toukn gocTyna. MapameTp npegHasHavyeH a1a naeHTudmkaumm ycTpocTea Ha
RADIUS-cepBepe, B criydae ecniv RADIUS oxngaeT 3HaveHne, oTinyHoe oT MAC-agpeca. Mo ymonyaHuio:
MAC-agpec TOYKM AocTyna)

WEP-200L(config):/system# save (CoxpaHeHve HacTpoek)
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HacTtpoiika LLDP

WEP-200L(root):/# configure

WEP-200L(config):/# lldp

WEP-200L(config):/lldp# enabled true (Bk/t0ueHve doyHKUMOHaa LLDP. Ana oTkntoveHuns seegute false. o
YMO/14aHuIo: true)

WEP-200L(config):/lldp# tx-interval X (rge X — n3meHeHune nepuoga otnpasku LLDP-coo6LLeHWIA.
Bo3moXHble 3Ha4YeHus: 1-86400. Mo ymonyaHumto: 30)

WEP-200L(config):/lldp# system-name WEP-200L_reserv (rae WEP-200L_reserv — HOBOe 1Ms ycTporicTea. o
ymMmoi4aHmo: WEP-200L)

WEP-200L(config):/lldp# save (coxpaHeHVe HacTpoek)

N3meHeHue napond

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# admin-password newpassword (re newpassword — HOBbIA Naposis 415
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WEP-200L(config):/authentication# save (coxpaHeHVe HacTpoek)

6.12 HacTpolika napameTpoB NOpTasibHOM aBTOpM3aLmm

HacTpolika napaMeTpoB nopTasnbHOIi aBTOpU3aLun

WEP-200L(root):/# configure

WEP-200L(config):/# captive-portal

WEP-200L(config):/captive-portal# ap-ip-alias < oMeHHOe UMSA> (JOMEHHOE 1MS, Ha KOTopoe byaeT
coBepLuaTbCs NnepeHanpasieHne KAMeHToB. o ymonyaHuto: redirect.loc)
WEP-200L(config):/captive-portal# tinyproxy-https true (Bk/1toueHVe nepeHanpaseHns KIVNEHTOB Mo
npoTtokony HTTPS. [ins nepeHanpasneHuns no npotokony HTTP BeeauTe false. o ymonuyaHuto: false)
WEP-200L(config):/captive-portal# save (coxpaHeHVe HacTpoek)

© DNS-3anpoc JoMeHHOro UMeHH, ykasaHHoro B ap-ip-alias, 6yaeT nepexaaueH ToUKoii gocTyna. Ha atot
3anpoc 6yAeT OTNpaB/ieEH OTBET, U B OTBETE OyAeT IP-aapec ToUkM gocTyna.
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HacTtpoiika umeH napaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBToOpM3aLun

WEP-200L
WEP-200L

root):/# configure

config):/# captive-portal

WEP-200L(config):/captive-portal# web-redirector

WEP-200L(config):/captive-portal/web-redirector# param-names
WEP-200L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTporika nmeHn
napameTpa, CoAepXaLlero MCXoAHbIn URL, 3anpoLUeHHbI KAMeHTOM. KNneHT ByaeT nepeagpecoBaH Ha
AaHHbIA URL B crlyvae ycneLuHo aBTopusanmn)
WEP-200L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napametpa, cogepxawiero URL, Kyaa 6yaeT nepeagpecoBaH K/IMEHT B C/lyvae OLLIMOKM aBTopm3aLmmn)
WEP-200L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoAePXKaLLEero NI0rMH 415 KMeHTa)
WEP-200L(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika MeHu
napameTpa, CogepXaLlero naposb ANs KNnNeHTa)
WEP-200L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHne HacTpoek)

—_— e~ —~ —

o HacTpoiika Hy>Ha, ecnvm nveHa napameTtpos B oTBeTe http ¢ kogom 302 otnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN focTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password Mo)HO 1CNo/Mb30BaTb TOMLKO
natuHuLy n6oro perncTpa, a Takke cumeosbl S\-_.1*'() anuHoii ot 0 Ao 255 cMMBO/IOB.

HacTtpoiika aganTMBHOroO pexxmmMma paéoTbl NOPTa/IbHOI aBTOpU3aLun

WEP-200L(root):/# configure

WEP-200L(config):/# captive-portal

WEP-200L(config):/captive-portal# web-redirector

WEP-200L(config):/captive-portal/web-redirector# captive-adaptive true (Bk/iloueHne afanTvBHOIO pexnma
paboTbl NOPTas/IbHOWN aBTOpM3aLmMn Ansa ycTporcTB i0S. Ans oTktodeHnsa seeauTe false. Mo ymonyaHuio:
false)

WEP-200L(config):/captive-portal/web-redirector# save (coxpaHeHVie HacTpoek)

© Mpu BkNKOUEHHOM ajaNTYBHOM pPeX1Me pPa6oTbl NPU CBOPAUYMBAHUM OKHA aBTOpU3ALMN Ha
ycTpoiictBax iOS pa3pbiBa COeAUHEHNS MPOUCXOANTb HE OyAET.

102



PykoBoacTso no akcnayatauun WEP-200L

HacTtpoiika npaBun ipv4-acl

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# acl

config):/acl# ipv4

config):/acl/ipv4# add ipv4_list (cozgaHve crnivcka ACL npaswmi)

config):/acl/ipva# ipv4_list

config):/acl/ipv4/ipv4_list# entry

WEP-200L(config):/acl/ipv4/ipv4_list/entry# add 0 (cozpaHvie ACL npaswuia)
WEP-200L(config):/acl/ipv4/ipv4_list/entry# 0

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# action permit (ykazaHne neincteus 475 npasusia. BosmoxHble
BapuaHTbl: permit — paspelnTb, deny — 3aNpeTUTb)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# protocol-mode any (HacTpoiika pexvmva paboTsl NPOTOKONA,
Nno KOTopoMy OyaeT oTpabartbiBaTb NPaBuio. BO3MOXHble 3HAYEHMS: any — /11060 NPOTOKO/, value —
KOHKPETHbIA NPOTOKON)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# protocol gre (BLI60P rnpoTokona. Bo3aMoxHbIe 3Ha4YeHns: gre,
icmp, igmp, tcp, udp)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-start X (rae X — Haya/lbHbIN NOPT UCTOYHMKA)
WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-end X (rae X — KOHEYHBIN NMOPT NCTOYHMKA.
cnonb3yeTca ToMbKO Ans src-port-mode range)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# src-mode host (HacTporika pexma husTpauum NCTOUHKKA.
Bo3MoxHble BapnaHTbl: any — 110601 UCTOYHMK, host — dounbTpauusa no agpecy xocra, network —
domneTpayms rno agpecy cetu)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa NCTOYHNUKA)
WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# src-mask X.X.X.X (rge X.X.X.X — macka nogcetu xocra
MCTOYHUKA)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# src-port-mode any (HacTpoiika pexuma padboTsl nopra
NCTOYHMKA. BO3MOXHbIE 3HAYeHUsI: any — /10601 pexnm, eq — paBHo, gt — 6osbLue, lt — MeHbLUe, neq — He
paBHO, range — Avanas3oH NopToB)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# dst-mode host (HacTporika pexnma hunsTpauun HasHavyeHns. B
03MOXHbI€ BapuaHTbl: any — 060 MCTOUHUK, host — domnbTpalms no agpecy xocta, network —
domnbTpayms rno agpecy cetu)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa HazHa4yeHuns)
WEP-200L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rae X.X.X.X — mMacka nogcetv xocra
Ha3Ha4YeHus)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# dst-port-mode any (HacTporika pexxuma paboTsl nopra
HasHavyeHus. Bo3MOXHble 3Ha4YeHUs: any —/1t0601 pexnm, eq — paBHo, gt — 6o/bLue, lt — MeHbLUe, neq —
He paBHO, range — AiMana3oH NopToB)

WEP-200L(config):/acl/ipv4/ipv4_Llist/entry/0# dst-port-start X (ra1e X — HavasibHbIA NOPT Ha3Ha4YeHs)
WEP-200L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (rge X — KOHEUHbIV MOPT HA3HAaYEeHNS.
Vicnonb3yetcsa Tonbko Ana dst-port-mode range)

WEP-200L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHne HacTpoek)

—_— = = = ==
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HacTpoiika npasun url-acl

WEP-200L(root):/# configure

WEP-200L(config):/# acl

WEP-200L(config):/acl# url

WEP-200L(config):/acl/url# add url_list (co3gaHve crnvcka ACL npaswmi)

WEP-200L(config):/acl/url# url_list

WEP-200L(config):/acl/url/url_list# action permit (ykazaHuve fgeincteus /18 cnucka. Bo3MoxHbIe BapnaHThbl:
permit — paspelnTs, deny — 3anpetnTsb)

WEP-200L(config):/acl/url/url_list# entry

WEP-200L(config):/acl/url/url_list/entry# add 0 (cozpaHve ACL npaswuia)
WEP-200L(config):/acl/url/url_list/entry# 0

WEP-200L(config):/acl/url/url_list/entry/0# domain <J,oMeHHOe uMsA> (ykazaHve [oMeHa UiV perynspHoro
BblpaXkeHus)

WEP-200L(config):/acl/url/url_list/entry/0# save (coxpaHeHve HacTpoek)

6.12.1 ¥YnpaB/fieHne nopTasibHbIM CEPTUCMKATOM

3arpyska cepTudukara gna pegupekra no HTTPS no tftp

WEP-200L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue caiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptucpmkarta ans pegupekta no HTTPS no http

WEP-200L(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHua daiina MO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTtupaHue cepTudukara

WEP-200L(root):/# manage-certificates portal erase

6.13 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcs 41 o6ecneyeHunsi NopTasibHOro poyMuHra KIMeHToB MeXay Toukamu 4oCcTyna,
NOAK/THOYEHHBIMUN K CEPBUCY.

KomaHgb! AnsA HacTpoiiku cepBuca APB

WEP-200L(root):/# configure

WEP-200L(config):/# captive-portal

WEP-200L(config):/captive-portal# apbd

WEP-200L(config):/captive-portal/apbd# roam_service_url <Aapec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-200L(config):/captive-portal/apbd# enabled true (Bk/1t0ueHvie cepeuca APB. 1N OTKIIO4EHNs BBEAUTE
false)

WEP-200L(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)
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6.14 HacTtpolika DAS-cepBepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamum
foctyna.

KomaHabl ans HacTpoiiku DAS-cepBepa

WEP-200L
WEP-200L

root):/# configure

config):/# das-server

WEP-200L(config):/das-server# enabled true (Bx/1t0ueHvie DAS-cepsepa. [Ans otknoveHns seeaute false)
WEP-200L(config):/das-server# port X (rae X — nopt DAS-cepsepa. 10 ymonyaHno: 3799)
WEP-200L(config):/das-server# auth-password secret (i€ secret — naposib /19 DAS-cepsepa, Ucrosib3yercs
npv wudgposaHny RADIUS-3anpocos)

WEP-200L(config):/das-server# save (coxpaHeHve HacTpoek)

—_ e~ —~ —

6.15 HacTtpoiika MmeHempxepa NacCUBHOIO CKaHMPOBAHWUSA PafMOOKPYXEHUA

[ns ocylecTBneHnsa NOCTOSHHOTO CKaHMPOBaHMA Ha TOUKe 4OCTYNa, He06X0AMMO HACTPOUTbL MEHeXepP
naccrBHOro ckaHuposaHus "scand”.

KomaHabl Ans HAacTpoiiku scand

WEP-200L(root):/# configure

WEP-200L(config):/# scand

WEP-200L(config):/scand# neighbor-scan

WEP-200L(config):/scand/neighbor-scan# neighbor-scan-enabled true (true — Br/tOueHne. 119 OTKIHOUEHNS
BeeguTe false)

WEP-200L(config):/scand/neighbor-scan# save (coxpaHeHne HacTpoek)
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6.16  MOHUTOPUHT

6.16.1 Wi-Fi knneHTbl

WEP-200L(root):/# monitoring associated-clients

index (0]

state ASSOC SLEEP AUTH_SUCCESS
hw-addr 68:13:E2: XX XX XX
interface wlanl-va0

rfid 1

wid (0]

band 5

ssid WEP-200L_5GHz
vlan-id 100

ip-addr 192.168.1.15
hostname client

username TOXXXXXXXXX
domain root

authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
portal-auth-time | 00:03:57
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:27
rx-retry-count | 227
tx-fails | ©
tx-period-retry | 71
tx-retry-count | 1801
rssi-1 | -43
rssi-2 | -51
rssi-3 | -48
rssi-4 | -56
rssi | -56
snr-1 | 36
snr-2 | 27
snr-3 | 35
snr-4 | 31
snr | 27
tx-rate | VHT NSS1-MCS8 SGI 86.7
rx-rate | VHT NSS1-MCS8 NO SGI 78
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
mfp | false
uptime | 00:04:27
multicast-groups-count | 1
wireless-mode | ac
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
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dhcp-request-status

dhcp-start-packet-type
dhcp-start-delay

dhcp-start-duration

dhcp-end-duration

link-capacity
link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé
ofdm24
nssl-mcsoO
nssl-mcs7
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

MAC

01:00:5E:00:00:FB

obtained
discover
571

4

1

90

95

94

481

88

88

59

36

42

1

Transmitted

100
15799559
15678
15391546
8

385

0

0

0

Transmitted

213
42

82
1465
13843

XXX.0.0.251

PykoBoacTso no akcnayatauun WEP-200L

Received
12372
13827531
11759
13506889
613
364
(0]
(0]

Received

10

602

4

0

1

2

19

180

31

11522
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6.16.2 BbecnpoBOAHON KaHaU

WEP-200L(root):/# monitoring wireless-peer

index

hw-addr
interface

band

state

ssid

ip-addr

rssi-1

rssi-2

snr-1

snr-2

tx-rate
rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
link-capacity

6.16.3 WDS

0
68:13:E2 XX XX XX
wlanl

5

ASSOC AUTH_SUCCESS
WEP-200L_5GHz
0.0.0.0

-50

-52

33

32

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS7 NO SGI 130
20M

20M

00:01:59

ac

94

95

5

12

90

Ansi MoHnTOopuHra WDS-coeivHeHWii ncnonb3yeTcs KoMaHaa:

PykoBoacTBO no akcnyatauun WEP-200L

monitoring wds-entries <mac-agpec BCTpeuHoli ToUKM A0CTyna 1> ... <mac-afjpec BCTPEUHOW TOUKU
poctyna N> filter <napameTp 1> ... <napameTp N>,

rae <mac-afpec BCTPEUHOI ToUKM AocTyna 1> ... <mac-afpec BCTPeUHOI ToUKK AocTyna N> — mac-agpeca
BCTPEUHbIX TOUYEK [JOCTYNa, C KOTOPbIMM NOCTPOEHLI WDS-MOCTbI. [1711 TOr0, UTO6b! BbIBECTU MHCpOPMALUIO
Mo BCeM BCTPEeUHbIM TOUKaM BBEAUTE BMECTO <mac-ajpeca BCTPEeUYHOi Touku goctyna> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOﬂ)yKa3HBaDTCﬂﬂapaMeprIMOHMTOpMHﬁLHeO6XOAMMbE

Ana BbiBOAA Mo O,D,HOVI NN HECKOJIbKUM BCTPEYHbIM TOYKaM A0CTyna,

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE /11 BbiBOAA MO
O/1HOW UM HECKOMBKUM BCTPEYHLIM TOUKaM [40oCTyna.

s BblBOZA CNMCKa TOYEK A0CTYNa, C KOTopbIMKU NOCTpoeHbl WDS-MOCTbI, HaXMUTE nocsie monitoring wds-

entries knasuwy Tab.

WEP-200L(root):/# monitoring wds-entries <Tab>

e8:28:c1:d1:43:15
e8:28:cl:da:cbh:80
all
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[na nonyyeHna cnncka napaMmeTpoB MOHUTOPUHIa nocse filter HaxxvuTe Knasuily Tab.

WEP-200L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MH(hopMaLMm No BCeM BCTPEUYHbIM TOUKaM AoCTyna

WEP-200L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index (0]

state WIFI_WDS

hw-addr e8:28:c1:d1:43:15
interface wlanl

rfid -1

wid -1

band 5

ssid

ip-addr 192.168.1.15
hostname WEP-200L

radius-mac-auth
portal-auth

not-required
not-required

|

|

|

|

|

|

|

|

|

|

|

|
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:02:51
rx-retry-count | 36
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 12
rssi-1 | -32
rssi-2 | -34
rssi-3 | -38
rssi-4 | -37
rssi | -38
snr-1 | 35
snr-2 | 34
snr-3 | 33
snr-4 | 33
snr | 33
wds-interface | wlanl-wds0@
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
mfp | false
uptime | 00:02:30
multicast-groups-count | ©
wireless-mode | ac
using-802.11r | no
using-802.11k | no
using-802.11v | no
eltex-firmware-version | 2.8.0 build x
eltex-board-type | WEP-200L
dhcp-request-status | not requested
perftest-capable | false
dhcp-start-packet-type | no
dhcp-start-delay | ©
dhcp-start-duration | ©
dhcp-end-duration | ©
link-capacity | 60
link-quality | 100
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link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

ofdmé

nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

©O 0o O 0 o

Transmitted

100
577458
1462
529722
15

952

0

0

0

Transmitted

131

1195

none
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Received
1578
968817
1563
918036
15
765
(0]
(0]

Received

19

4

4

4

9

4

5

31

179

1318
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BbiBog, MHhopMaLMn NO OA4HOW U HECKOSIbKUM BCTPEUYHbIM TOUKaM AOCTyna

WEP-200L(root):/# monitoring wds-entries €8:28:c1:da:ch:80 (eCTb BO3MOXHOCTb YKasaTb HECKO/TbKO MAC-
ajpecos, Harnpumep, monitoring wds-entries e8:28:c1:da:ch:80 8:28:¢1:d1:43:15)

index 1

state WIFI_WDS

hw-addr e8:28:cl:da:cb:80
interface wlanl

rfid -1

wid -1

band 5

ssid

ip-addr 192.168.1.20
hostname WEP-200L

radius-mac-auth
portal-auth

not-required
not-required

|

|

|

|

|

|

|

|

|

|

|

|
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:34
rx-retry-count | 2
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 4
rssi-1 | -32
rssi-2 | -34
rssi-3 | -38
rssi-4 | -38
rssi | -38
snr-1 | 37
snr-2 | 34
snr-3 | 35
snr-4 | 35
snr | 34
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS2 NO SGI 19.5
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
mfp | false
uptime | 00:03:52
multicast-groups-count | ©
wireless-mode | ac
using-802.11r | no
using-802.11k | no
using-802.11v | no
eltex-firmware-version | 2.8.0 build x
eltex-board-type | WEP-200L
perftest-capable | false
dhcp-request-status | not requested
dhcp-start-packet-type | no
dhcp-start-delay | ©
dhcp-start-duration | ©
dhcp-end-duration | ©
link-capacity | 60
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link-quality 100
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

name

P 0 0 0 o oo

Counter Transmitted Received
Total Packets: 316 69

TX success: 100

Total Bytes: 35549 14475
Data Packets: 262 16
Data Bytes: 22788 1879
Mgmt Packets: 54 53
Mgmt Bytes: 4377 12084
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received

ofdmé 55
ofdm54
nssl-mcsoO
nssl-mcsl
nssl-mcs2
nss2-mcso
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8 196

~NDh OO N0 00O 0o Dh

N
N

N

R
OO0 OO0 00O WhNUOO

Multicast groups: none
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dunbTpayus napameTpoB MOHUTOPUHTA

WEP-200L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate uptime (
BbIBOJ, OFPaHNYEHHOI0 KONMYEeCTBa NapamMeTpoB MOHUTOPMHIA NO ONpeaeneHHoM ToUke gocTtyna. EcTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZlpecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 192.168.1.15

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
uptime | 00:06:32

WEP-200L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface
(BbIBOA, OFPAHNYEHHOrO KOMMYECTBA NapamMeTpoB MOHUTOPMHIA NO BCEM TOUKaM A0CTyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -32

rssi-2 | -34
wireless-mode | ac

wds-interface | wlanl-wds®

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -32
rssi-2 | -34
wireless-mode | ac
|

wds-1interface wlanl-wdsl
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6.16.4 WNHhopmaumsa 06 ycTpoincTee

WEP-200L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-200L

2.8.0 build X
2.8.0 build X
2.8.0 build X

46

126

111

237

2.0

1.33

false

Eltex

Access Point
WEP-200L

WEP-200L
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

1v3

false

false

firmware update
false
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6.16.5 VIHpopmaLmsa o cepTudamkarax

WEP-200L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E201D050
subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true
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issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*x/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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6.16.6 CeteBas UHpopmaums

WEP-200L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-200L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-200L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-200L(root):/# monitoring route

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WEP-200L(root):/# monitoring lldp

0.0.0.0
255.255.255.0

Port ID

PykoBoacTBO no akcnyatauun WEP-200L

Flags Interface
UG bro
u bro
System Name Capabilities TTL
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6.16.7 BbecnpoBofHble MHTEpPEChI

WEP-200L(root):/# monitoring radio-interface

name | wlano
rfid | ©

status | on

band | 2.4 GHz
hwaddr | 68:13:E2:xX:XX:XX
tx-power | 16 dBm
connection status | AP mode
operation mode | vap
noise-1 | -100 dBm
noise-2 | -100 dBm
utilization | 50%
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
mode | b/g/n
thermal | 32

name | wlanl
rfid | 1

status | on

band | 5 GHz
hwaddr | 68:13:E2:xX:XX:XX
tx-power | 19 dBm
connection status | AP mode
operation mode | vap
noise-1 | -100 dBm
noise-2 | -160 dBm
noise-3 | -160 dBm
noise-4 | -160 dBm
utilization | 10%
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
mode | a/n/ac
thermal | 37

119



PykoBoacTso no akcnayatauun WEP-200L

6.16.8 >XypHan cobbITuii

WEP-200L(root):/# monitoring events

Jan 1 03:00:10 WEP-200L daemon.info syslogd[1018]: started: BusyBox v1.21.1

Jan 1 03:00:12 WEP-200L daemon.info configd[1031]: The AP startup configuration was loaded

successfully.

Jan 1 03:00:14 WEP-200L daemon.info networkd[1061]: Networkd started

Jan 1 03:01:17 WEP-200L daemon.info networkd[1061]: DHCP-client: Interface br0® obtained

lease on 192.168.1.15.

Oct 29 05:28:57 WEP-200L daemon.info configd[1031]: The AP running configuration was

updated successfully by admin

Oct 29 05:28:59 WEP-200L daemon.info configd[1031]: The AP startup configuration was
updated successfully by admin

Oct 29 05:30:25 WEP-200L daemon.info monitord[1190]: event: 'authenticated' mac:
6E:BB:0A:xx:xX:xX ssid: 'WEP-200L_5GHz' 1dinterface: wlanl-va® channel: 48 rssi-1: -39 rssi-2:
-40 rssi-3: -36 rssi-4: -47 location: 'root' auth-method: 'Open' captive-portal:

'disabled'

Oct 29 05:30:25 WEP-200L daemon.info monitord[1190]: event: 'IP address was updated by DHCP
packet' dip: 192.168.1.20 mac: 6E:BB:OA:xx:xx:xx ssid: 'WEP-200L_5GHz' 1interface: wlanl-va0
channel: 48 rssi-1: -38 rssi-2: -39 rssi-3: -36 rssi-4: -53 location: 'root' reason: 0
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6.16.9 CkaHupoBaHue admpa

€@ Bo Bpems ocylLECTBNEHNS aKTUBHOTO CKaHMPOBaHUs acupa paavouHTepdeiic ycTpoiicTea GyaeT
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems
CKaHVMpOoBaHWS.

AKTUBHOE CKaHUpoBaHue 3chupa

WEP-200L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP wpa/wpa2-1x 11 -45 28
AP wpa2-1x 6 -46 28
AP wpa2 11 -47 28
AP wpa2 6 -48 20
AP wpa2/wpa3-1x 6 -49 28
AP off 1 -58 20
AP off 11 -51 28
AP off 1 -53 28
AP wpa2-1x 6 -53 20
AP wpa2/wpa3-1x 44 -38 28
AP off 48 -38 20
AP wpa2 36 -39 28
AP wpa,/wpa2 48 -4a 28
AP off 36 -41 20
AP wpa2-1x 44 -41 20
AP wpa/wpa2-1x 48 -41 28
AP wpa2 40 -42 80
AP of f 24 -42 28
AP wpa2 44 -43 e
AP off 40 -58 20

MaccuBHoOe ckaHUpoBaHue ahupa

[MpeaBapuTensHO HEO6XO,£I,I/IMO BKHOUYNTb MeHEKEP NacCUBHOINO CKaHMPOBaHNA PaaNOOKPYXEHUA.

WEP-200L(roct):/# monitoring neighbor-ap

SSID Security Mode BSSID Channel RSSI, dBm Bandwidth, MHz Last seen time
Open 1 -38 20 2025.19.29
OMWE 1 -74 20 2825.18.29
WPA2 5 -73 28 2025.18.29
WPA/WPA2 6 -57 20 2825.18.29
WPA3 [ -58 28 2825.10.29
WPA3_1X ] -59 48 2025.19.29
WPAZ 9 -7@ 48 2825.18.29
WPA3 9 -63 48 2025.18.29
WPAZ 1X 11 -63 20 2825.18.29
Open 36 -67 28 2825.10.29
WPA2/WPAZ 36 -67 20 2025.19.29
WPA3 36 -52 88 2825.1@.29
Open 36 -54 48 2025.18.29
Open 49 -67 20 2825.18.29
WPA2/WPAZ 40 -68 28 2025.18.29
WPAZ 1X 44 -61 20 2025.19.29
WPAZ 48 -74 88 2825.10.29
Open 48 -74 80 2025.19.29
Open 52 -59 48 2825.18.29
WPA2 1X 56 -61 28 2025.18.29
WPAZ 1X 68 -39 80 2825.18.29
WPAZ_1X 608 -59 28 2825.10.29
WPA/WPAZ ) -59 80 2025.19.29
WPAZ 64 -62 48 2825.18.29
WPA2 1X 64 -64 28 2025.18.29
WPAZ 1X 132 -47 48 2825.18.29
WPAZ 132 -47 48 2825.10.29
WPAZ_1X 148 -72 48 2025.19.29
WPAZ 149 -45 20 2825.18.29
WPA2 1X 161 -64 28 2025.18.29
Open 165 -57 20 2825.18.29
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6.16.10 CnekTpoaHasmsaTop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KaHA/IOB Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paagnounHTepdeiice.
C 60nee noapo6HOIi MHGhOpMaLMEn 0 HACTPOiike paanonHTepdeica Yepes CLI MoXHO
03HaKOMUTbCA B pasgene «Hactpoikn Radio».

WEP-200L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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6.17 MMonyyeHune oTnago4Hom nHchopmaumm

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-200L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflo4HbIe JaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

WEP-200L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny SCP:

scp <Monb3oBarenb>@<IP-agpec Toukn gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (nprmep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[aHHas komaHga BbinosiHaeTca Ha cepsepe/TK)
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nNakeTa Ha KaxaoMm y3ne.

KomaHga 3anycka TpaccCupoBKu

WEP-200L(root):/# traceroute <TecTUpyeMblii XOCT>

Mpumep ncnonb3oBaHUA

WEP-200L(root):/# traceroute eltex-co.ru

7.2 Ytnnuta tcpdump
Ytnnuta tcpdump NO3BOJIAET 3aXBaTblBaTb MakeTbl HA yKa3aHHOM I/IHTGpd)GVICG.

MonyunTb NoAckasky no padoTe ¢ YTUAUTOM MOXHO KOMaHAoM:

WEP-200L(config):/# tcpdump --help

7.2.1 3axsar Tpachmka c aKTMBHOIO MHTepdenca

3axsat naketoB Ethernet-uHtepdelica.
WEP-200L(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdpeliica ¢ coxpaHeHnem B chaiin.

WEP-200L(root):/# tcpdump -i ethO0 -env -w tcpdump.pcap

7.2.2 CHudpep adhupa

© Ha Touke gocTyna fomkeH 6bITb BKIOYEH No6oii VAP B TOM AnanasoHe, 0TKya Heo6XoanMo
3axBaTbiBaTh TPAUK.

Heobxoanmo BKNKUYUTL crelmasbHblil UHTEPMEIC, KOTOPbIA yiaBnmMBaeT nakeTbl U3 ahupa, Ha paboyem
KaHane TouYku goctyna.
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KomaHAab!

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# radioX (21715 avanasoHa 2.4 [Ty, — radio0, 115 5 [T, — radiol)
WEP-200L(config):/interface/radioX# common

WEP-200L(config):/interface/radioX/common# enabled true

3axBat naketoB admpa Ha radio0-nHTepdeiice.
WEP-200L(root):/# tcpdump -i radio0
3axsaTt naketoB admpa Ha radio0-nHTepdpelice ¢ coxpaHeHnem B dhaiisn.

WEP-200L(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

7.2.3 HacTpoiika yaaneHHoi 3anicu gamna tpaduka

B pasgene remote-capture BbINOMHAETCA yAaNieHHada 3anvcb gamna Tpaduka.
Touka gocTyna nogaepxmsaet npotokon RPCAP, no3sonsoLwmii NponsBoanTb 3anMck gamna Tpadumka c
NHTepdieica ycTpoinCcTBa Ha yAa/IeHHOM MallnHe B peXmnme OHNalH.

© /15 ypanéuHoro 3axeara NakeToB ¢ pavonHTepdeiicoB He06GX0AMMO NOAHATL MHTepdelickl radiol 1/
nnu radiol 13 npeabigyLLero nyHKTa.

KomaHabl Ansi HACTPOIiKM remote-capture

WEP-200L(root):/# configure

WEP-200L(config):/# remote-capture

WEP-200L(config):/remote-capture# enabled true (true — Br/itoueHne. Ansa otkioveHns seeaute false)
WEP-200L(config):/remote-capture# disable-authentication true (oruys no3sonser oTkIYNTL TpeboBaHne
ayTeHTudmkaumm npu go6aBneHnn yaaneHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTUdMKauua 3anpatlvsaercs)

WEP-200L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbLIN CAYXUT /18 NOAK/THYEHNA
yAANIEHHON MallnHbl. BO3MOXHble 3HaYeHUs: 1025 - 65530. o ymonyaHuio: 2002)
WEP-200L(config):/remote-capture# save (CoxpaHeHne HacTpoek)

[na yaanéHHoro nogktoueHnsa Heobxoammo mcnosns3oBatb RPCAP-npoTokon, ykasath IP-agpec Touku
Aoctyna v nopt. [lna 310ro, Hanpumep, MOXHO ucnosb3oBatb nporpammy Wireshark. 3atem Heob6xogmMmo
NOMYYNTb CMMCOK MHTEPAIECOB AN CHUAIOUHIA OT TOUKM AOCTYNa, BbI6paTb OAMH U3 HUX U 3aNyCTUTb CHATUE
Aamna ¢ yaasieHHOro nitepdelica.

7.2.4 Bbirpy3ska thaiina gamna Tpadmka ¢ TO4KM 4OCTyna Ha cepBep

[laHHas kKomaHAa BbinonHseTcs Ha cepepe/TK.

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:tcpdump.pcap tcpdump.pcap (nprmep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)
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7.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLas CTOPOHA Ha3bIBAETCH KIMEHTOM, NPUHMMALOLLLAS — CEPBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WEP-200L(root):/# iperf --help

MpumMep 3anycka NoToka Tpagouka ¢ TOUKM A0CTyna Ha cepBeep:

HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WEP-200L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-afpec cepBepa)

7.4 HacTtpolika pexvuma Radar

®YHKUMOHaN NpeAHasHaveH ans cbopa MHopmaLmmn 0 KIIMEHTCKMX YCTPOMCTBAX B 30HE AeCTBUS TOUKM
JocTyna u nepefayn faHHbIX Ha CepBeEP-KOMIEKTOP.

7.4.1 HacTpoiika pagapa ¢ oTnpaBKol AaHHbIX No npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WEP-200L(root):/# configure

WEP-200L(config):/#radar

WEP-200L(config):/radar# enabled true (Bk/itoueHve yHkuoHana radar. Ans otknoveHns seeaute false)
WEP-200L(config):/radar# url http://host:port/service (ykasbiBaetca URL-cCbI/ka Ha cepBuc, KOTOPbIN ByaeT
npuHMMaThb AaHHble OT TOYKM gocTyna B JSON-thopmare. Nepenayvya Bo3moxkHa no HTTP/HTTPS)
WEP-200L(config):/radar# scan-interface all (e all — nHTepdeiic, Ha koTopom ByaeT paboTarb
CKaHupoBaHue. BoamoxHble 3HaveHus: wlan0 — nHtepdelic 2.4 I'u, wlanl — nHtepdpenc 5 'L, all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, No ymonyanutio: all)

WEP-200L(config):/radar# send-interval X (rae X — uHTepBas oTnpaBku faHHbIX HA KO/11EKTOP. BO3MOXHbIEe
3HayeHus:: 1-3600. o ymon4aHuio: 5 cekyHp)

WEP-200L(config):/radar# mac-source"probe data" (rze probe data — BbIOOp Tuna gaHHbIX, cObpaemMbIx B
adoupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/IbKO

data, all — Bce Tunbl nakeToB. Mo ymon4aHuto: all)

WEP-200L(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IeHHOEe Ha CKaHMpoBaHne OHOro
KaHana. BoamMoxHble 3HauyeHus: 100-60000. o ymonyaHuio: 200 Mc)

WEP-200L(config):/radar# scan-limit-channels-2g "1 6 11" (e 1,6, 11 — kaHa/ibl /19 CKAHNPOBaHUs B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHblE KaHasbl)

WEP-200L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — KaHa bl /15
CKaHMpoBaHuA B gnanasoHe 5 T, MNycToe 3HayeHne — CKaHUPYKTCA BCe AOCTYMHbIE KaHaslbl)
WEP-200L(config):/radar# save (coxpaHeHne HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-200L(root):/# configure

WEP-200L(config):/# radar

WEP-200L(config):/radar# url mqtt://host:port/service (ykazbiBaetca URL-cCbI/ika Ha cepBuc, KOTOPLIN
6yaeT NpuHMMaTh AaHHbIe OT TOYKU AOCTYna no NpoTokony MQTT. Mpumep: mqatt://rtls.eltex.nsk.ru:1883/)
WEP-200L(config):/radar# mqtt-username eltex (rze eltex — vvs nosb3oBarens. Heobxoanmo ans
aBTopM3aLn Ha cepsrce-KOIEKTopE)

WEP-200L(config):/radar# mqtt-password password (r7e password — naposib. Heobxoavm an1s asTopusasnm
Ha cepBuce-KoJIJIEKTOpE)

WEP-200L(config):/radar# mqtt-topic input_mqtt_topic (ykassiBaercs URL-naeHTUnKaTop cyLHoCcTen B
o6MeHe MexXAy TOUYKOW JocTyna v KoniekTopoM no MQTT-npoTokony)

WEP-200L(config):/radar# scan-mode passive (/e passive — pexum paboTsbl pagapa. Bo3aMoxHbIe 3Ha4eHns:
active — Touka foCTyna TO/IbKO CKaHUpyeT admp 1 He NpeaocTaB/IsieT CEPBUC KIMEeHTaMm; passive — ToUKa
[oCTyna npegocTas/iieT CepBUC KNIMEHTaM, 3Mp He CKaHUpYeT, nepefaeT faHHbIe MO NOAKNHYEHHbIM
KnveHTam. I'lo ymosiyaHuio: active)

WEP-200L(config):/radar# scan-interface all (e all — nHTepdeiic, Ha koTopom byaeT paboTarb
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — nHTepdeiic 2.4 I'u, wlanl — nHtepdoeiic 5 ', all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, Mo ymonyanutio: all)

WEP-200L(config):/radar# send-interval X (rae X — uHTepBas oTnpasBku faHHbIX HA KO/11EKTOP. BO3MOXHbIe
3HayeHus:: 1-3600. o ymon4aHuio: 5 cekyHp)

WEP-200L(config):/radar# mac-source"probe data" (rze probe data — BbIOOp Tuna fgaHHbIX, cObrpaemMbIx B
adoupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuio: all)

WEP-200L(config):/radar# scan-channel-timeout X (r1e X — Bpems, Bble/IeHHOEe Ha CKaHMpoBaHne 0HOro
KaHasa. BoaMoxHble 3HavyeHust: 100-60000. o ymonyaHuio: 200 Mc)

WEP-200L(config):/radar# scan-limit-channels-2g "1 6 11" (e 1,6, 11 — kaHa/lbl /15 CKAHNPOBaHUs B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHble KaHasbl)

WEP-200L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — KaHa/ bl [/15
CKaHupoBaHuA B AnanasoHe 5 . MNMycToe 3Ha4YeHne — CKaHUPYTCS BCE AOCTYMHbIE KaHaslbl)
WEP-200L(config):/radar# scan-min-signal X (rge X — nopor ypoBHs curHana. Ecnm Touka gocryna BuanT
KNIMEeHTa C YPOBHEM HMXEe YKa3aHHOro, To MAC-aZipec K/imeHTa He nepefaeTcs Ha KO/IIEKTOP, U KITUEHT He
cuntaeTcs obHapyXeHHbIM. Bo3MOXHbIe 3HauyeHus: -100-0. Mo ymonyaHuio: 0, oYHKLMOHaUT OTK/TIHOHEH)
WEP-200L(config):/radar# enabled true (Bk/itoueHve yHkuoHana radar. Ans otknoveHns seeaute false)
WEP-200L(config):/radar# save (coxpaHeHne HacTpoek)
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8 Cnncok nameHeHun
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Bepcusa goKymeHTa JiaTta Bbinycka CopepxaHue u3MeHeHui

Bepcusa 1.8

Bepcusa 1.7

10.2025

05.2025

CuHxpoHu3auus ¢ Bepcueii MO 2.8.0
[obaBneHo:

5.4.2 MogmeHio «becnpoBoOaHON kaHa »

5.8 MeHto «STA»

5.8.1 MNMoameHto «KnneHT»

5.11.7 NogmeHo «OTnagoyHas nHgopmaums»
6.14 Hactpoiika DAS-cepBepa

6.16.2 becnpoBOAHO KaHan

7.2.4 Bbirpyska cpaiina gamna Tpadmka ¢ TOUKM AoCTyna Ha
cepsep

Vi3meHeHo:

6.3.5 HacTpoiika VAP c BHellHel nopTasibHOl aBTOopM3auner
6.3.7 [lononHuTenbHble HacTpoiikn VAP

6.11.2 YnpaBneHune KoHdurypaumein yctpoiictea

6.12 HacTpoiika napaMeTpoB NOPTa/IbHON aBToOpU3aLmm

6.17 MNonyyeHne 0TNago4HoN NHhopmaumm

CuHxpoHu3auusa c sepcuei M0 2.7.0

[obaBneHo:

6.2.2 HacTpoiika yaanéHHoro ynpaeseHus

6.8 HacTpoiika pennvkaumm ARP

6.13 HacTpoiika MmeHemkepa naccnMBHOIO CKaHUPOBaHNST PaanOOKPYKEHNS

Vi3meHeHo:

6.3.4 HacTpoiika VAP c nopTasibHoi aBTOpMr3aumeri

6.3.5 HacTpoiika VAP c BHellHel nopTasibHOl aBTopu3aLuel
6.3.6 Hactpoiika gononHutensHoro RADIUS-cepeepa Ha VAP
6.14 MOHUTOPUHT

6.14.8 CkaHupoBaHve athupa
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Bepcua 1.6

Bepcua 1.5

12.2024

06.2024

PykoBoacTBO no akcnyatauun WEP-200L

CuHxpoHu3auus ¢ Bepcueii MO 2.6.2

[obaBneHo:

6.7 HacTpoiika pennvkauymm DHCP

6.13.10 MonyyeHue oT1aA404HON MHGOpMaLUn

7.4 Hactpoiika pexuma Radar

7.4.1 HacTpoiika pagapa ¢ 0TnpaBKoil AaHHbIX No npoTtokony HTTP
7.4.2 HacTpoliika pagapa ¢ 0TNpaBKoi AaHHbIX Mo npoTokony MQTT

3meHeHo:

5.6.2 NogmeHto «<VAP»

6.3.7 JononHuTenbHble HAacTpoikn VAP

6.4 HacTpoiika AirTune

6.12 HacTpoiika yaaneHHoli 3anncy gamna Tpacuka

CuHxpoHu3saums ¢ sepcuein MO 2.5.2

[o6aBneHo:

6.3.5 HacTpoiika VAP c BHeLlHel nopTasibHOl aBTOopr3auner
6.8 HacTpoiika napaMeTpoB NopTasibHON aBTOpU3aLNm
6.8.1 Ynpas/ieHne noptasibHbIM CEPTUUKATOM

7 BcnomoraresibHble YyTUAnThI

7.1 Ytnnurta traceroute

7.2 Ytnnnta tcpdump

7.2.1 3axBar Tpadmka c /1060ro akTMBHOIO MHTepdielica
7.2.2 CHudpbpep achmpa

7.3 Ytnnurta iperf

3meHeHo:

2.4 AnarpaMmMbl Hanpas/IEHHOCTY

6.3.6 JononHuTenbHble HacTpoikn VAP
6.4 Hactpoiikn Radio

6.7.5 HacTpoiika gatbl 1 BpeMeHU
6.11.4 NiHhopmaums o cepTudprkaTax
6.11.6 becnpoBogHble NHTEPAIENCHI
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Bepcua 1.4

Bepcusa 1.3

Bepcusa 1.2

Bepcua 1.1

Bepcusa 1.0

01.2024

09.2023

04.2023

03.2023

10.2022

PykoBoacTBO no akcnyatauun WEP-200L

CurHxpoHu3auus ¢ Bepcueii MO 2.3.2
[obaBneHo:
6.9.4 NiHhbopmaums o cepTudpmkaTax

Vi3meHeHo:

5.4.8 NMoameHto «MHhopmaumst 06 ycTpolicTee»

5.6.2 NogmeHto «<VAP»

6.3 HacTpoiika BupTyasibHbIx Touek goctyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 wudpoBaHus

6.3.2 Hactpoiika VAP c pexumom 6e3zonacHoctn WPA-Personal
6.3.3 Hactpoiika VAP c Enterprise-aBTopusaymei

6.3.4 HacTpoiika VAP c nopTasibHoi aBTOpm3aumeni
6.3.5 lononHuTenbHble HacTpoikn VAP

6.4 HacTtpoiikm Radio

6.4.1 JononHuTenbHble HacTpoikn Radio

6.6 Hactpoiika WDS

6.9.3 NHhopmauus 06 ycTpoiicTee

6.9.6 becnpoBogHble NHTEpPdEChI

CuiHxpoHu3auus ¢ Bepcueii MO 2.2.0
[obaBneHo:
5.9.2 NoameHto «AirTune»

3meHeHo:

5.4.4 NogmeHto «CkaHmpoBaHue adhupar
5.5.3 MoameHo «JonoAHUTENBHO»

5.6.2 MNMogmeHio «VAP»

6.2 HacTtpoiika ceTeBbIx NapameTpoB

6.3.5 [lononHnTenbHble HAacTpoikn VAP
6.7.6 [lononHUTE NbHbIE HACTPOMKN CUCTEMBI
6.9.1 Wi-Fi knneHTbl

6.9.4 CeTteBas nHdpopmauus

CuHxpoHu3auus ¢ Bepcueli MO 1.7.1
Vi3meHeHo:
6.7 CUCTEMHbIE HAaCTPOIiKK

CuHxpoHu3auus c sepcuein N0 1.6.2
[obaBneHo:

6.5 Hactpoiika DHCP onuun 82
VicnpasneHo:

5.5 MeHio «Radio»

5.6.2 NMoagmeHio «VAP»

CuHxpoHu3auus ¢ Bepcumeii MO 1.5.1
MepBas nybnmkaums
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PykoBoacTso no akcnayatauun WEP-200L

Bepcusa nporpammHoro obecneyexus 2.8.0
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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