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PykoBogacTBo no akcniyarauun WOP-3L-EX

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OCHOBHOE npegHasHavyeHne B3pbiBo3alymeHHolr Toukn goctyna WOP-3L-EX — o6ecneyeHve HafEXHoM
6ecnpoBOAHON CBA3M TaM, rAe OHa KPUTMYECKM Heobxoanma: Ha npeanpusaTusax HedpTerasoBom, XMMUYECKO,
ropHo406bIBatOLLEN N AHEPreTUYeCcKo oTpacnen.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcniyarauun WOP-3L-EX

2 OnucaHne n3genus

2.1 Ha3HaueHue

WOP-3L-EX — 3T0 npombliLi/ieHHast ToUKa AocTyna HoBoro nokonenus Wi-Fi 6 (IEEE 802.11ax),
o6ecneunBaroLlas 6esonacHyo 6ecnpoBOfHYH0 CeTb. TOUKa AOCTYNa BO B3PbIBOHEMPOHULAEMOA 060/104Ke
naeasibHO NOAXOAMUT ANS YCTAHOBKM Ha NPOV3BOACTBEHHBIX NPEeANpUATAAX XUMUYECKON,
HebTenepepabaTbiBaloOLLEN, ra30BON U APpYrMx oTpacsiein NPOMbILLNIEHHOCTM B 30HaX C NOTEHUMa/IbHO
B3pblBOONACHOW aTMmocgepoii. MapkmpoBska B3pbiBo3awmtbl 1Ex db IIC TS Gb no3Bonser npumMeHsATb
YCTPOMCTBO BO B3PbIBOONACHBIX 30HAaX NOMELLEHNIA Y HAPYXXHbIX YCTAHOBOK.

Bnarogaps nogaepxke ctaHaaptos IEEE 802.11n/ax Touka goctyna WOP-3L-EX o6ecneuvBaeT ckopocTb
nepegaun ganHbix 300 M6wut/c (2.4 u) + 1201 M6wuT/c (5 Mw).

VMcnonb3oBaHue TexHonornn MU-MIMO n BceHanpaseHHbIX 3aliULleHHbIX aHTEHH MO3BONAET caenartb
WOP-3L-EX yHMBepcasibHbIM peLLeHnem 419 opraHu3aumy KopnopaTuBHbIX CeTel BO B3PbIBOOMNACHbLIX cpeaax.

2.2 XapakTepuCTUKM YCTPONCTBa
Unmepagpelicbi:

+ 1 nopt Ethernet 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;
« Wi-Fi 2.4y IEEE 802.11b/g/n;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

MuTaHme ycTpoicTBa ocyulecTBnsieTcs uepes PoE-uHxekTop 24 B ot cetn 220 B.

€ YcTpoiicTBo BbIiAET U3 CTPOSA NPY NUTAHUM Yepe3 POE-UHXEKTOP C HANPSXXEHNEM OTIMYHBIM OT 24 B.

dyHKYyUU:
Bo3moxxHocmu WLAN:

+ noaaepxka ctaHgaptoB IEEE 802.11a/b/g/n/ac/ax;

* noaaepxka ctaHgapToB poymuHra IEEE 802.11r/k/v;

« arperauus AaHHblIx, Bkiodas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI N NNaHUpoBaHNe nakeToB Ha ocHose WMM,;

* AMHaMuueckuii BbiI6op yactoTkl (DFS);

* nognepxka ckpbitoro SSID;

* 14 BUpPTYyasibHbIX TOUEK A0CTYNa;

* 06HapyXeHne CTOPOHHUX TOYEK A0CTYnNa;

* CheKkTpoaHam3arop;

* nognepxka APSD.

Cemesble hyHKyuU:

* aBTOMaTtMyecKoe corsiacoBaHme CKOPOCTK, AYNSIEKCHOTO peXxumMa 1 NepeksiioveHns Mexay pexnmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nopnepxka GRE;

* nepegadya abOHEHTCKOro Tpadmka BHe TyHHenen;

* nognepxka ACL,

+ nogaepxka NTP;

* nopaepxka Syslog;

* nognepxka LLDP.
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®dyHkyuu QoS:

* NPYOpUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NPonyckHOW cNOoCO6HOCTM Ans kaxagoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wundposaHne gaHHbIx WPA/WPA2/WPA3/0WE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepes RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHnsa o6opygosaHna WOP-3L-EX.

APM

’ oneparopa
N

¥

N

Pak
E X " wixekTon 24 8

th :
MES

Pak
mweTop 24 B

Cepeep
DHCP, RADIUS

PucyHok 1 — ®dyHKUMOHaslbHas cxema mcnonb3oBaHnsd WOP-3L-EX



PykoBogacTBo no akcniyarauun WOP-3L-EX

2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Pa6oune kaHanb!'

CKOpOCTb Nnepefayn aaHHbIX?

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcuMmasibHasi MOLLHOCTb nepejarymka’

KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45
10/100/1000 M6uT/c, aBToONpeaeneHne

BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

2.4T1Tuy, 802.11n: 300 M6uT/C
51Ty, 802.11ax: 1201 Méut/c

2471Tu: 64
5MTu: 64

Iu: no -94 nbm
'y 8o -94 nbm

SN
s

LieHTpasiM3oBaHHaa aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndposaHne WPA/WPA2/WPA3/OWE

nopnepxka Captive Portal

aBTopu3auus yepes RADIUS-cepBep npu BXo4e Ha YCTPOCTBO

Mopaepxka MIMO 2x2 ana 2.4 'y, MU-MIMO 2x2 ansa 5Ty,

Moppepxka OFDMA gns 5Ty,



YnpaBneHune

YpaneHHoe ynpas/eHue
OrpaHnyeHve goctyna

OGLwume napamMeTpbl
Flash-namaTtb

RAM

MutaHne

MoTpebnsemast MOLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCUTENbHAas BNaXHOCTb Npu
Temneparype 25 °C

Mapk1poBKa B3pbIBO3aLLUTHI
CTteneHb 3anThl

Fa6aputsl (L x B x I)
Macca

Cpok cny6bl

PykoBogacTBo no akcniyarauun WOP-3L-EX

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash
128 Mb DDR2 RAM
Passive PoE 24 B

He 6onee 8,5 BT

oT-45 go +60 °C

0o 80 %

1Ex db lIC T5 Gb
IP66

235 x 503 x 164 Mm
10,2 kr

He meHee 15 net

T KonnuecTBo kaHaoB 1 3Ha4YEHNe MaKCYMasbHOM BbIXOAHOI MOLLHOCTU 6yAyT UBMEHSTLCA B COOTBETCTBUM C
npaBuiaMm pagnmoyacToTHOIO Pery/IMpoBaHns B Ballieil CTpaHe.

2 MakcumasibHast ckopocTb 6eCrpoBOAHOI Nepefayn JaHHbIX onpeaeneHa creLuthkaLysMi CTaH4apToB
IEEE 802.11. PeanbHasi nponyckHasi CnoCOGHOCTb OyAeT APYroii. YCrnoBus, B KOTOPbIX paboTaeT ceTb, hakTopbl
OKpyXXaroLLen cpefbl, BKo4as 06bem ceTeBoro tpadvika, CTpouTeNlbHble MaTepuasibl U KOHCTPYKLUK, a Takke
CNyXeb6Hble faHHble CETU MOTYT CHU3UTb peasibHy MPOMYCKHYH CNOCOBHOCTL. PaKkTOpbl OKpYXaroLLen cpeabl
MOTYT TaKkxe B/IMATb Ha paanyc AelCTBUS CETu.



PykoBogacTso no akcnayataunn WOP-3L-EX

2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Hmxe npeacTaB/eHbl gnarpaMMbl HanpaBeHHOCTU YCTpolicTBa.

Anarpammbl HanpaBneHHocTu WOP-3L-EX

MonoxeHue nNpn nsmepeHnun

AZIMUT (XY) ELEVATION (YZ)

AnanasoH 2.4 Ty,

AnanasoH 5Ty,

%0 300

10



PykoBogacTBo no akcniyarauun WOP-3L-EX

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WOP-3L-EX BbINOMHEHO BO B3PbIBOHENPOHMULLAEMO 060/104Ke C MapKUPOBKON B3pbIBO3aLLMTbI 1EX

db IIC T5 Gb.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwwHniA BuA naHenun yctpoinctesa WOP-3L-EX npuBegeH Ha pucyHke 2.

_— —

PucyHok 2 — BHewHwuiA Bug, ocHoBHo naHenn WOP-3L-EX
Ha ocHoBHoi1 naHenu yctpoiictea WOP-3L-EX pacnonoxeHbl cnegyowme pasbeMsl (Tabnmua 2).

Tabnmua 2 — OnvcaHne KOMNOHEHTOB Kopnyca

OnemMeHT naHenu OnucaHue

1 B3pbIBO3aLMLLEHHbIE aHTEHHbI AnanaloHa 2.4 n 51Ty,

2 KpbliLwka

3 BUWHT hrkcaumm KpbILLKn

4 KabenbHblil BBOA, A1 NOAKAYEHNsT nuTaHus Passive PoE

5 Knemma 3a3semneHust

11



PykoBogacTBo no akcniyarauun WOP-3L-EX

2.6 C6pocC K 3aBOACKMM HacTpoiikam

[nsa copoca ycTpoicTBa K 3aBOACKMM HACTpOikaM Heo6X0AMMO B 3arpy>€HHOM COCTOSIHMM YCTPOMCTBA
HaxkaTb 1 yepXunBaTb KHOMKY «<RST» Ha POE-MHXeKTope, NocTaBnsieMoM ¢ ycTpoiicTBom (okosio 10-15
cekyHa). Mpoun3oiiget aBTomMmaTnyeckas nepesarpyska ycTpoicTaa.

Mpun 3aBOACKUX ycTaHOBKax byaeT 3anyweH DHCP-knneHT. B cnydae ecnv agpec He 6yaet nony4veH no DHCP,
TO y ycTpoiicTBa 6yaeT agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, uma nonb3osarens/naposib
ANs goctyna yepes web-nHTtepdeiic: admin/password.

2.7 KomnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ O6opyanoBaHue paanogoctyna WOP-3L-EX;

* NHxekTop nutaHusa Passive PoE 24 B;

+ Kabenb nutaHus;

* Maty-kopg RJ-45, Se kaT., 1.5m;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (onyMoHasnbHo);
+ CepTudomkaT COOTBETCTBUS;

+ MamATka 0 goKyMeHTauuu;

* Macnopr.

12



PykoBogacTBo no akcniyarauun WOP-3L-EX

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

aprw

© N

10.

11.
12.

13.

14.

15.

16.

17.
18.

19.

3Kcnayataumsa yCTponcTea A0/MKHA NPON3BOANTLCA MHXEHEPHO-TEXHNYECKUM NEPCOHAIOM,
npoLleALIMM CreLuasibHy0 NOAr0TOBKY B COOTBETCTBMU C HALMOHAIbHBIMW 3aKOHaMK 1
COOTBETCTBYIOLLMMUN CTaHAapTaMu..

Heobxoanmo cobnoaarb TpeboBaHMsA No HANPSHKEHWUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
WNHCTPYKLUNN.

3anpeLLeHo MeHATb TEXHUYECKME XapakTepUCTUKM YCTPONCTBA.

3anpeLLeHo MeHATb KOMM/IEKTYHOLLME YCTPOliCcTBa 6e3 cornacoBaHns ¢ 3aBOA40M-U3roTOBUTENEM.
3anpeLleHo NpPon3BoAUTL MEXaHUYECKYHO A0PaGOTKy KOpMycoB (Hanpumep, paccBepnvBaHue) 1
BHOCUTb /I10OblE M3MEHEHUS B KOHCTPYKLMIO YCTPOCTBA.

. YCTpOIACTBO MOXET NCNO/Mb30BaTLCS, TO/ILKO EC/IN Y HEFO HET NOBPEXAEHWIA: TPELLMH, CKO/IOB Ha

Kopnyce, fiedeKTOB N1akoKPacO4HOro NOKPbLITUSA, C/1Ief0B KOPPO3uKN U T. [.

MapkrpoBKa B3pbIBO3aLLMTbl YCTPOWCTBA [0/MHKHA COOTBETCTBOBATL NapaMeTpaM B3pbIBOONACHOM 30HbI.
He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT CyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Bo BpemMs MOHTaXa yCTpOMCTBA Ha BbICOTHBIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

He ycTaHaBnimBaliTe yCTPOMUCTBO PALOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TeMNepaTypoi Huxe
-45 °C vnu Bblwe 60 °C.

3anpeLleHo BBOAUTL Kabesnb B KOpMNyC yCTpoiicTBa 6e3 kabesibHOro BBoAa.

3anpeLleHo nocnegoBaTe/lbHOE BK/IHOYEHME B 3a3eMJIAIOLLMNIA NPOBOAHMK HECKO/IbKMX 3a3eM/IieMblX
y3/10B.

MoakovaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEHEeHWIo BCroMoraTesibHoe
obopyzoBaHue.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTESbHBIX NMPUOOPOB 1 KOMIMbIOTEPA UX He06XoANMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTeNnbHbIX NPUO60POB He Ao/MKHA npeBbiwatb 1 B.

3anpeLleHo 3KCnyaTupoBaTb BO B3PbIBOOMNACHON 30HEe YCTPOMCTBA C OTKPbITbIMU KPbILLKAMU 1
He3ar/lyLleHHbIMY OTBEPCTUAMU A1 BBOAA Kabens U/nnv yCTaHOBKM 3/1eMEHTOB YrpaBs/ieHus.
3anpeLleHo 3KcnyaTupoBaTb YCTPONCTBO BO B3PbIBOONACHOM 30He 6€3 MOSIHOro KOMMEKTa KpenexHbIX
3/1EMEHTOB KPbILIKN K KOPMYCY.

MpucoeanHUTENbHAsA apmarypa, ycTaHOB/eHHasA Ha hukcaTop pe3bbbl, He NOANEXUT AEMOHTAaXY.
Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

3anpeLleHo yCTpaHATb HEMCNPABHOCTW NPY BK/THOYEHHOM 3/1EKTPONUTaHNN.

3.2 PekomeHgaumu rno ycTaHOBKe

1.

YCTPOICTBO PEKOMEH/IYyETCS yCTaHaBNBaTb Ha CTEHY/MOJ.

Mepepn yCTaHOBKOW U BK/OYEHWEM YCTPOIACTBA HEOBXOAMMO NPOBEPUTL €70 HA HANMYME BUANMBIX
MeXaHNYeCKX NMOBPEeXAeHNA. B cnyyae o6HapYXeHUst NOBPEXAEHWI cneayeT NpekpaTuTh YCTaHOBKY
YCTPOIACTBa, COCTABUTbL COOTBETCTBYIOLLMIA KT 1 06PaTUTLCA K NOCTABLLMKY.

Ecnu ycTpoicTBO ANMTeNbHOE BPEMS HAX04MMI0Ch NPY HU3KOW TemnepaType, nepes HadanoM paboThl
cnepyeT BblAepXaTb ero B TeUeHMe AByX 4acoB Npu KOMHATHOI Temnepatype. Mocne AnmTenbHoro
npe6bIBaHVs YCTPONCTBA B YC/OBUSIX NMOBbILLEHHOV BNAXHOCTU Nepe[ BK/UYEHVEM BbiAepXaTb B
HOPMaJIbHbIX YCMOBUSIX He MeHee 12 yacos.

Mocne TpaHCNopPTMPOBKM HEOBXOANMO Y6eaNUTbCS B HAZIEXKHOCTN KOHTAKTHbIX COEMHEHUIA, NPU
HEO0OXOMMOCTM elLe Pa3 NPUMOXUTb K 3aKMMaM COOTBETCTBYIOLLMIA MOMEHT 3aTSXKKU.

13



PykoBogacTBo no akcniyarauun WOP-3L-EX

5. Mocne BbINOMHEHNST paboT B KOpMyce YCTPOMCTBA, KOTOPbIi UMEET CUIMKOHOBYO CMa3Ky Ha donaHuax,
nepep, 3aKpbITUEM KPbILLIKN HEOBXOAMMO HAHECTW HOBbIV CNO CUNIMKOHOBOW CMa3KM Ha KOHTaKTHbIE
B3PbIBOHENPOHULLAEMbIE NOBEPXHOCTN KPbILKN 1 Kopryca.

6. MMpun pasmeLLeHnn yCcTponcTea A5 obecnedyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTMKkaMu yunTbiBaiTe creayoume npasumna:

YctaHaBnvBaliTe yCTPOMCTBO B LeHTpe 6ecnpoBOAHON CETU.

MuHUMK3MPYIiTE Yncno nperpag (CTeHbl, NOTONKK, MEGENb U ApP.) MeXAy TOUKOI focTyna un
ApyrMMy 6ecnpoBOAHbIMU CETEBLIMW YCTPOCTBAMM.

He ycTaHaBnmBaliTe ycTpolicTBo B6/1M3u (Nopsaka 2 M) 3NEKTPUYECKUX U PaANOYCTPOICTB.

He pekomeHAyeTca ncnonb3oBaTb paavotesiedoHbl U apyroe obopynosaHve, paboTatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce aeinctema 6ecnposogHoii cetn Wi-Fi.

MpensaTcTBus B BUAE CTEKISIHHbIX/METaIINMYECKUX KOHCTPYKLUMIA, KUPNNYHbIX/GETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLNTb paguyc aericteusa Wi-Fi ceTtn.
He pekomeHayeTcs pasmeLeHne ¢ BHYTPEHHEN CTOPOHbI (DasibLLNOTO/IKA, TaK Kak MeTasInyeckuin
Kapkac Bbl3bIBaeT MHOIo/lydeBO€e pacrnpocTpaHeHne curHasa n ero 3atyxaHme npu npoxoxaeHum
yepes peLleTKy Kapkaca (pasibLUnoTosika.

7. Tpun pa3meLLeHny HECKO/TbKUX TOYEK Pafmnyc COTbl [IO/HKEH NepecekaTbCA C COCeHel COTON Ha ypoBHe
0T -65 00 -70 gbm. [lonyckaeTca yMeHbLUeHWe YPOBHSA curHasia Ao -75 AbM Ha rpaHuuax cot, ecnv He
npegnonaraetca ucnosib3osaHve VolP, NOTOKOBOro BUAEOBELLAHMA U OPYTOro YyBCTBUTE/TbHOIO K
noTepsm Tpadvika B 6eCnpoBOAHON CETH.

14



PykoBogacTBo no akcniyarauun WOP-3L-EX

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpubnusanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WOP-3L-EX npy moHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannmueckas pelietka (sueiika 13x6 MM, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 3 — Obwas gnarpaMmmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T

15



PykoBOZACTBO No akcnayatauyum WOP-3L-EX

PucyHok 4 — Cxema pacnpefesnieHust KaHasioB MexXxay cocefiHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 MI'y,

AHaJI0TMYHO PEKOMEHYETCA COXPaHSATh AaHHbIi MexaHu3M pacrnpeaesieHnsi KaHasioB Npy PacrosioKEeHUN
TOUEK Mexay aTaxamu (PUCYHOK 5).

1 P 13
1 e A
+ ‘-r
<&
PucyHok 5 — Cxema pacnpefeneHms KaHanoB Mexay CoceqHNUMMN TOYKaMn A0CTyna, pacnonoXeHHbIMU MeXay
STaKaMin

Mpn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyqasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel # 1B S I FTHBS D ceemrmrEmmammmal 1IT2222
| I I

%

I AATATAATAAA
aomvuHz Y
80 MHz |/ \/

160 Mz [T

Examples of /IR A
non-contiguous
VHT80+80 MHz L) [

setup
R A

PucyHok 6 — KaHasibl, ucnonb3yemslie B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,

— T
=

— =

V V V
V \

b

MpuMep cxembl pacnpenesieHns KaHasioB Mexay CocefHMN ToukaMu B auanasoHe 2.4 [Ty npu wnprHe
kaHana B 20 MI'y, npnBefEeH Ha pUCyHke 4.
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PykoBogacTso no akcnayataunn WOP-3L-EX

4 YcTaHOBKa yCTpoucTBa

YCTPOIACTBO MOXET 6bITb YCTAHOB/IEHO Ha NJIOCKOV NOBEPXHOCTY (CTEHA, NOJT) NPU COBMHOAEHNN NHCTPYKLNIA
Mo TEXHVKE BE30MacHOCTY 1 PEKOMEHJaLVNA, NPUBEAEHHbIX BbILLE.

@ npu ycTaHoBKe Ha BepTUKa/IbHYIO NOBEPXHOCTL TPeGyeTCs yunThiBaTh Maccy ycTpoiictaa (10,2 kr).

YCTpOIZCTBO H606XO,£I,VIMO KpenuTb Ha 2 NNn 4 BHELLIHNE MOHTaXKHbIE TOUKN.

YCTPOIACTBO AO/MKHO PAaBHOMEPHO M NIOTHO Npu/ieraTb K NOBEPXHOCTM UCKOUNTENBHO B MECTaxX KpenexHbIX
TOYEK M A0/HKHO ObITb 3aKpenneHo 6e3 gedpopmalmm YacTei kopnyca.

Mpu pasmeLleHnmn YCTPOIACTBa Ha CTeHe/Nosy 3aKpPenuTb NpK NMOMOLLM aHKePHbIX 60TOB NGO CaMOpE30B,
Harenei, LWypynos A¥amMeTpom 4o 12 MM.

Mpu pasmeLLeHn YCTPOACTBA HA MOHTaXKHOI NacTMHe 3aKPenUThL ero Npv NOMOLLY 6ONTOBOTO COEAUHEHNS
M12.

I
]

aEn
SIS

ey e

267

:

PucyHok 7 — lNMpucoegnHuTeNnbHble pasMepsl

196
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PykoBOZACTBO No akcnayatauyum WOP-3L-EX

PucyHok 8 — KpensieHne ycTpoiicTBa npy NoMOLLM GOMITOBOMO COEAUHEHMS]

Mocne ycTaHOBKM YCTPOCTBA NOAK/IHOUMTL NPOBO/ 3a3EM/IEHUS K BHELLUHEMY 6ONTY 3a3eM/IEHNS YCTPOICTBA,
pacnosiokeHHOMy Ha Kopnyce.

PucyHok 9 — 3azemsieHune ycTpoiicTea
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PykoBOZACTBO No akcnayatauyum WOP-3L-EX

5 MopgknoveHne ycTponcTea

€ Ecnv ycTpoiicTeo paHee 6b110 NOAKIIOHEHO MO MUTAHMIO, HEOBXOANMO OTK/IIUUTL NUTaHNe ANs
AanNbHenWwmnx aencTBuiA.

5.1 TMopgknioveHme ceTeBoro kabens

1. CKpyTUTE raiiky ¢ kabenbHOro BBOAA W BbIHBTE YNIOTHUTENIbHYIO BTY/IKY.

s

PucyHok 10 — KabenbHblii BBOA, B pa3obpaHHOM BUAE

2. NpopaexbTe Ethernet-kabenb B oTBEpCTUE raiikm kabenbHOro BBOAa U B OTBEPCTUE PE3NHOBOW BTY/IKN.

PucyHok 11 — YcTaHOBKa raiku kabenbHOro BBoga U pe3vHOBOl BTY/IKM Ha Kabene

19



PykoBOZACTBO No akcnayatauyum WOP-3L-EX

3. OTKpYTMTE BMHT ChMKCALMMN KPbILLKM C MOMOLLIbIO LLIECTUrPaHHMKa Ha 2.5 MM. 3aTeM OTKpPOWTE KPbILLKY
YCTPOICTBa, NOBOPa4nBas ee NpoTMB YaCOBOW CTPESIKM.

PucyHok 12 — KpbillKa ycTpoiicTBa

4. NpoTsaHnTe Kabenb yepes KabenbHblii BBOA, COTMTACHO PUCYHKY 13.

PucyHok 13 — MpoTsxka kabens yepes kabesbHbI BBOA,

5. O60xMuTEe KOHHeKTOp RJ-45 Ha Kabene.

PucyHok 14 — Kabesib ¢ kKoHHekTopom RJ-45
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PykoBOZACTBO No akcnayatauyum WOP-3L-EX

6. MoakntounTe kabenb B Ethernet-pasbem ycTpoiicTsa.

PucyHok 15 — MogkntoueHne Ethernet-kabens

7. BcTaBbTe pe3nHOBYIO BTY/IKY BHYTPb Kabe/lbHOro BBOA.

&

- g .

PrcyHoK 16 — YcTaHOBKa pe3vHOBOW BTY/IKM

8. HakpyTtuTe raiiky Ha KabesibHblii BBOA, U 3aTAHUTE raeyHbIM/POXKOBbLIM K/THOUOM.

PucyHok 17 — YcTaHOBKa raliku ka6enbHoro BBoaa
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PykoBOZACTBO No akcnayatauyum WOP-3L-EX

0 HekoppekTHas ycTaHOBKa KabGenbHoro BBOAA MOXET NPMUBECTU K HAPYLLUEHNIO TEPMETUYHOCTN

ycTpoicTBa. Heo6xoaAnmMo 3aTArvBath raiiky raeyHbiM/POXKOBbLIM K/THOUOM 27 MM, UHa4e CTerneHb
3auunTbl IP66 He 6yaeT obecneyeHa.

9. 3aKpoiiTe KpbILLKY YCTPOICTBA, NOBOpPaYMBasi ee Mo YacoBoW CTpesike. 3aTeM 3aTSHUTE BUHT chukcaumm
KPBILLKM C MOMOLLbIO LIECTUTPAHHUKA Ha 2.5 MM.

& s AT
JHYTETE

- B ¥

PucyHok 18 — KpbllLKka ycTpoiicTBa

@ Bo usbexaHne BbIXxoAa YCTPOICTBA U3 CTPOS PeKOMeH/IyeTCs UCMO/Mb30BaTh rPO303aLLyTY.
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PykoBOZACTBO No akcnayatauyum WOP-3L-EX

5.2 TMuTtaHne ycTponcTea

1. Nogxntounte naywmin ot WOP-3L-EX Ethernet-kabenb k POE-nopTy nHxekTopa.

(]

e

2. Nogkntounte Ethernet-kabenb Bawein cetn kK LAN-nopty PoE-uHxekTopa.

NS

3. Mopgxnounte PoE-nHxekTop K po3eTke 220 B ¢ NOMOLLbIO CETEBOTO LWHYpa. Moce BKIYEHUA NUTaHus
ycTpoiictBo WOP-3L-EX 3arpy3uTcs B TEYEHNE MUHYThI.

.

4. MopaxnioumTeCh C NoMoLLbl0 6pay3epa K web-koHdurypatopy WOP-3L-EX, cneays MHCTpyKUusIM B
pasfaene Ynpas/ieHue YyCTPONCTBOM Yepes web-nHtepdeiic.
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6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl

PykoBogacTso no akcnayataunn WOP-3L-EX

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBartesiad 1 naposis.

WOP-3L-EX

3. BBeauTe ums nonb3oBarens B CTPOKe «BBeAuTe NorvH» 1 Naposb B CTPOKE «BBeauTe naposib».

© 3asogckue ycTaHOBKM: N0rMH — admin, naponb — password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHIO MOHUTOPUHIA COCTOSIHUSI yCTpOCTBA.

Wi-Fi ket
CratucTka no Tpadgmiky
CraHupoeaHue aupa
JypHan cobemaii
Cereean uHbopmauma

Whdpopmauma o
pagnouHTephelicax

WHdbopmauma of yeTpolicTee »

WELTEX  WOP-3L-EX

MOHUTOPHHT Radio VAP CeTeBrle HacTpoRKK

Wanenne

AnnapaTHas BepcvA
3aeopcroit MAC-agpec
CepuiiHEIi HoMep
Bepcua MO

Pesepexan eepcua M0
BepcuA arpyaunka
CucTemHoe Bpema
Bpema paboTel

3arpyara LMY
Wcnoneayeman namaTh

2 O6HOBMTL

Brelunme cepeuckl Cucrema

WOP-3L-EX
0
EC:B1:E0:2D:A0:E0

WP5D000022

30.07.2025 07:44:27
0 gw, 20:04:45

2%

@ 92 Maiit / 121 Méaiir

- (ebrxon)
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PykoBogacTBo no akcniyarauun WOP-3L-EX

5. TNpy HeoBXOANMOCTU MOXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdpopmaumn. Aia WOP-3L-EX
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

ELTEX

MORUTOPHHT Radio VAP

WOP-3L-EX

CeTeBble HAaCTPOMKN BHeluHMe cepBucel Cucrema - (ebon)

Wi-Fi ket
CratvcTika no Tpadmky
CraHupoeaHue avpa
HypHan cobemi
Cereran nHdopmauma

WHdbopmauma o
paguouHTEpdelicax

MHdbopmauma ob yerpolictee »

Wagenune

AnnapaTHaA BepcuA
3aeopcroit MAC-agpec
CepuiiHEIR HoMEp
Bepcua MO

Peaepexan eepcua N0
Bepowa zarpysunka
CucTemHoe BpemA
Bpema paboTsl

Sarpyaka LMY

WOP-3L-EX
0
EC:B1:E0:2D:A0:E0

WP5D000022

30.07.2025 07.44:27
0 Ak, 20:04:45

2%

Menonsayeman namaTs @ 92 M6GaiT / 121 Meaiir

& OGHOBMTL

6.2 TMprMeHeHne KoHUrypauum n oTMeHa N3MeHeHwit

1. TlpMMeHeHne KOHurypauum

Mpy HaXKaTUN KHOMKMN 3anyckaeTtcs npouecc coxpaHeHust KoHgurypauum Bo flash-
namMsaTb YCTPOICTBA U NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliki BCTynatoT B cusly 6e3
nepesarpysku yCTpoincTBa.

B web-nHTepdelice Touku AOCTyNa peanim3oBaHa BU3yasibHas MHAVKALMS TEKYLLLEro COCTOSIHMS npoliecca
npUMeHeHus1 HacTpoek (Tabnuua 6).

Tabnvua 6 — BusyasibHas MHAMKaLMSA TEKYLLEro COCTOSAHMA npouecca NpuMeHeHns HacTpoek
BHeLwuHwWii BUg, OnuncaHne cocToAHUA

Mocne HaxaTus Ha KHOMKY «MpUMEHNTL» NPOUCXOANT NPOLIECC NMPUMEHEHNS U

3anvcy HacTpoek B NamMsiTh ycTpolicTBa. O6 aTOM UHhopMMpyeT 3HaUoK Eid B
Ha3BaHUM BKIAAKN U Ha KHOMKE «MPUMEHUTb».

2. OTMeHa U3MeHeHuM

06 ycneLHOM COXpaHeHUN U NPUMEHEHUN HACTPOEK MH(DOPMUPYET 3HAUOK
d B Ha3BaHWUM BKIAAKN.

© OtmMeHa n3MeHeHNIi NPOM3BOANTCS TOMBKO [J0 HAXKATUSA Ha KHOMKY «[pUMeHNTb. MpK HaxkaTum Ha
KHOMKY «[PUMEHNTbL» N3MEHEHHbIE Ha CTPaHULIE NapaMeTpbl OyayT 06HOBMEHbI HA TEKYLLME 3HAUYEHUS,
3anMcaHHble B NaMsiTK yCTpoiicTBa. Nlocne HaxaTtus Ha KHOMKY «[TpuMeHWTb» BO3BPAT K NpeablayLm
HacTpolikam 6yaeT HEBO3MOXEH.

. . ® OTmena
KHOMKa oTMeHbl U3MEHEHUN UMeEET cnepywouinn Bna:
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

EILTEX  WOP-3L-EX

MoHHTOpHHT Radio VAP CeTeBsle HACTPOMKK BrelwHue cepeucel Cuctema -

(EBD0g)

Wi-Fi knuexTsl WMapenwe WOP-3L-EX

- AnnapaTtHaA BepcHA 1v0
CTaticTuka no Tpadgwey

Jaeogcroit MAC-agpec EC:B1:E0:2D:A0:EQ
CraHupoBaHue sthupa
CepuilHEIR HoMEp WP5D000022
HypHan cobeimui Bepcna M0
Certeean uHopmauua Pesepenan eepcua MO

BepcuA sarpysumka
Whchopmauma o PChA 3arpy

pagnouHTepgeiicax CucTemHoe EpemMA 30.07.2025 07:44:27

WHchopmawya o6 ycTpoicTee > Epema paboTl 0 an, 20:04:45

3arpyaxa LMY 2%
Menone3ayeman namATL \—-.39 92 MbaiT / 121 MoaiiT

£ ObHoeMT:

© 000 Mpednpuamue "3amexc”, 2025 Bepeur 10: (Bepecun WEB:

OKHO No/b30BaTeNbCKOTO UHTEpdIelica pasaeneHo Ha NATb 061acTeil:

1. Bknagku MeHio — Ans rpynnupoBKM nogMeHio no kateropusm: MoHutopuHr, Radio, VAP, CeTeBble
HacTpoliku, BHelwHue cepBucol, Cuctema.

2. Bbl6op A3blka MHTepdeiica 1 kHomnka «(BbIXoa)», NpeAHa3HaYeHHas Asi 3aBepLueHnst ceaHca paboTbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknaakv nogmeHo — 4715 ynpas/ieHns nosieM HacTpoek.

Mone HacTpoek yCTpoincTBa — 415 NPOCMOTPaA AaHHbIX 1 KOHUrypaumn.

NHhopmaumoHHoe none, otobpaxatoLee Bepcuto MO, yCTaHOBNEHHYIO Ha YCTPOWNCTBE.

o w
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

I TEX  WOP-3L-EX

MoruTopuHr Radio VAP CeTeBble HACTPOWKK Bhewwnue cepencel Cuctema - (ebxon)

Wi-Fi knueHTEl » £ OBHoBMTL
Cramvictuka no Tpagury
TX RX
Craruposasie styps Mmn Link Link Link Quality RSSI,  SNR, BW, BW, Bpemn
7 o Ne xocta  IP-agpec MAC-appec Wutepdedic Capacity  Quality Commeon nbm ab TxRate RxRate My Mry paboTe!

Hypran coGermwii v 1 8a:65:81:4Fe6bb wlanl-vall 89 60 77 63 27 VHTNSS1 VHTNSS1 20 20 00:42:56

MCS8 86.7 MCS9LGI
CeTesan nHdopmauma n/a

Whdhopmauma o

o MepenaHo / npuHATo Beero, GaiiT 40 960 721/ 4 056 418 Mepenao ¢ owwbkamm, NakeTos 86
pagMouHTepcheiicax

MepenaHo / NpUHATO BCEro, MakeToE 35433/16123 MoBTopsl Nepeaaqu 3a NocneaHWi nepuoa, 1
Wrcbopmaupa o ycTpolicTee NaKkeToB

MepenaHo / NpuHATe AaHHbX, GaliT 40 934 457 / 4 045 455
OBiee uMCNo NOBTOPOR NEPEAaUM, MaKeTos 4673

Mepegaxo / NPMHATO aHHEIX, NAKETOB 35311/16 020 Cropocts nepanac | npiema, KEurlc 53

Mogynaums MepepaHo nakeToB MpunsaTO NakeToB

OFDM6 0 0% 34 0%

NS51-MCS5 0 0% 4 0%

NSS51-MCS6 30 0% 5 0%

NSS1-MCS7 1881 5% 5 0%

NS51-MCS8 9015 26% 79 0%

NSS51-MCS9 24385 69% 15893 99%

* Ne — HOMep NOAKMHOYEHHOTO YCTPOMCTBA B CMUCKE;

* VIMsi xocma — ceTeBOe Ms YCTPONCTBa;

* IP-adpec — |P-agpec NoAK/HYEHHOTO YCTPOICTBA;

* MAC-adpec — MAC-agpec noak/o4eHHOro YyCTPOMCTBa;

* MlHmepdpetic — nHtepgoeinc Blanmogenctensg WOP-3L-EX ¢ noaknto4eHHbIM YCTPOIACTBOM;

* Link Capacity — napameTp, KOTOpbIi 0TO6paxaeT adp(PeKTUBHOCTb NCMNO/Ib30BaHNSA TOYKOIM AoCTyna
MOAyNAaLMn Ha nepegady. PaccumTbiBaeTcs MCX04S U3 KONNMYECTBA NaKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 019 MakCMMa/lbHOTO Tuna nss,
noafepXX1MBaemMoro KfMeHToM). MuHUManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMK KO/IMYeCcTBa PETPaHCMUTOB MNakeToB, OTNPaB/EHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 KMEeHTa He 6blN YCNeLIHO oTrnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUINCL C NEPBOIA NONbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCNeLHo oTnpaBsieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAK/TIOYEHUS KNNEHTE,;
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PykoBogacTBo no akcniyarauun WOP-3L-EX

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TIYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.

28



PykoBogacTBo no akcniyarauun WOP-3L-EX

6.4.2 TogmeHto «CTatucTnka no Tpadomky»

B nogmeHto «CtaTucTuka no Tpadpuky» 0TobpaxaroTcs rpaukyi CKopocTu nepesaHHoro/noy4eHHoro
Tpaduka 3a nocsegHve 3 MUHYTbI, & Takke CTaTUCTUKA O KONMYecTBe nepefaHHoro/nosly4eHHoro Tpagnka c
MOMEHTa BK/IIOYEHMUSA TOYKM JOCTyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacbmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdoeincbl TOUKM AOCTyNa 3a nocnegHue 3 MUHyThl. Fpaduk aBToMaTnyeckm
06HOBNAETCA Kaxable 6 CEKYH/,.

WLAND TeRs bos WLARY ToF ktgs
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@ T Obpe e 0 bpe) T 2058 s (e 306 6 s
v s
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0y s ] |
LE) 104 |
a () |
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WIS IETAN AR 140540 140952 HADM MADIG VLA EA04 IEI0S2 ML BEIIE ENZE WHAD IEHID W20 e MRS TEOTH AT 140540 1THR2 1A MADIS 6I0Z AT WEINZ 1410 MG AT D &R WIEE s
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R
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBogacTBo no akcniyarauun WOP-3L-EX

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

[NepenaHo ~
Wurepdpeic Bcero naketoe Bcero bant OrbpoweHo nakeToe Owmbru
LAN 28158 7031987 0 0
WLAND 0 0 383182 0
WLAN1 56540 45398330 0 0
eth2 0 0 0 0
eth3 0 0 0 0
ethd 0 0 0 0
wlan0-val 0 0 0 0
OnucaHune Tabnuupl «MpUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bceao nakemos — KONN4YecTBO yCnewHO NMPUHATLIX NakKeToB,

* Bcezo 6alim — KOIM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;

* OwWubKU — KO/IMYECTBO OLLINOOK.
MpuHATO ~
WuTtepdeiic Bcero nakeTtoe Bcero bait OTbpoleHo NakeTos Ownbru
LAN 582743 145432070 26 0
WLAND 17463 3124068 0 17
WLAN1 17262 4456375 0 0
eth2 0 0 0 0
eth3 0 0 0 0
ethd 0 0 0 0
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.4.3 TlogmeHto «CkaHnpoBaHue achrpar»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

)~
LELTEX  WOP-3L-EX
MOHUTOPUHT Radio VAP CeTeBele HACTPOWKK BHellHue cepeucel Cuctema - (ebxon)
Wi-Fi kmueHTs! % CkaHWpoBaTh MocneaHee cxaHuposaHie beino 31.07.2025 04:16:54
CrammcTika no Tpadmmky sy
241y 5y
COHNpORE A HPUpE) MuanazoH SsID Pexwnm BezonacHoctn  MAC-agpec Kanan / Inpuna RSSI, opbm
HypHan cobeimii 24y Open 6313 E2:C24ET1 1120 71
Cetesan wHopmaLma 24Ty Open EC:B1:E0:37:5A:00 6/20 77
Wrchopmaupa o 241y Open EC:B1:E0:2B:DD:01 1120 78
aguouHTepdeicax
e S 241y Open EC:B1:E0:2B:DD:35 1120 79
HichoptaatLpet of yCTpoicsss 24Ty Open EC:B1:E0:2B:0D:35 1120 80
241y Open EC:B1:E0:2B:DD:34 120 -80

[lna 3anycka npolecca cKkaH1poBaHus adinpa HaXMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns
npoLecca Ha CTpaHuLe NOSIBUTCS CNINCOK 0GHAPYXEHHbIX B paanoadmpe ToUuek A0CTyna U MHpopMaLust 0 HUX:

* [locsiedHee ckaHUposaHue bbli/10... — Aata U BpeMs NoCNeLHEro CKaHMpPOoBaHWUs;

+ [luana3oH — yKa3blBaeTcsa auanasoH 2.4 'y unm S Iy, B KOTOPOM 6blia 06HapyXeHa Toyka AOoCTyna;
+ SSID — SSID 06HapyXeHHOI TO4KM JOCTYNa,;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapyXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyna;

* KaHasi/lLlupuHa — pagmnokaHas, Ha KOTOPOM paboTaeT o6HapyXXeHHasa Touka 4OCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHUMAET CUTHaUT 0GHAPYXXEHHOM TOYKM A0CTyna, ABM.

© Bo Bpems ocyLLeCcTBNEHUS CKaHUPOBaHUS athupa PaAvouHTepdelic yCcTpolicTa GyAeT OTK/IOUEH, YTO
npuBeaeT K HEBO3MOXHOCTY Nnepeaayn aaHHbIX Ao Wi-Fi KTMeHTOB BO BpeMsi CKaHWPOBaHUSI.

31



6.4.4 MogmeHo «KypHas coObIThi»

PykoBogacTBo no akcniyarauun WOP-3L-EX

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

CITEX ~ WOP-3L-EX

MoHUTOpMHT Radio VAP CeTeBsie HacTpolikM BHeluHMe cepeurckl Cuctema

Wi-Fi knueHTel 2 O6HOBMTL & OuncTuTe

CratvcTiea no Tpadwiky
[ata wepema  Tun

Cranvposakite apupa Jul 30 authpriv.info
. 07:44:26
HypHan cobemii »
Jul 30 auth.wam
CeTepan uHhopmaLma 07:42-01
Whchopmaums o Jul 30 authpriv.notice
paguouHTepdelicax 07:41:59
WncbopmaLpa o6 yeTpolicTas Jul 30 authpriv.notice
07:41:59
Jul 30 daemon.info
07:40:13

Mpouecc

weblogin[16121]

weblogin[16098]

weblogin[16098]

weblogin[16098]

networkd[1163]

- (BbIXon)

Coobumenve

pam_unix{weblogin:session): session opened for user admin

pam_authenticate call failed: User not known to the underlying authentication module
(10)

pam_unix{weblogin:auth): authentication failure

pam_unix{weblogin-auth): check pass; user unknown

DHCP-client: Interface br0 renew lease on 10.24.80.184.

Jama u spemsi — Bpems, Koraa cobbiTrie 6bI/10 CreHepuMpoBaHo;
Tun — KaTeropvsi U ypoBeHb BAXXHOCTW COObITUS;
Mpoyecc — nMs NpoLiecca, CreHeprpPoBaBLLIETo COO6LLEHWE;

CoobuweHue — onncaHue cobbITus.

Ta6nuua 7 — OnucaHne Kateropuii BAXHOCTN COBbITUI

YpoBeHb Tun BaXKHOCTW COOBLLEHNIA

0 UpesBbluaiiHble (emergency)

1 CurHanbl Tpesoru (alert)

2 Kputnueckue (critical)

3 Own6ouHble (error)

4 MpeaynpexaeHus (warning)

5 YBepomneHus (notice)

6 MHdopmaumoHHble (informational)
7 OTtnapgouHble (debug)

OnuncaHue

B cucteme npousoLunia kputudeckas owméka,
cucteMa MoXeT paboTaTb HenpaBuIbHO

Heo6xoaMMo HeMea/leHHOe BMELLaTe/IbCTBO B
cuctemy

B cucteme npomsowna Kputnyeckas ownoka
B cucteme npousowisnia owmbka

MpenynpexaeHne, HeaBapuiitHoe coobLIEHNe

YBelOM/IEHNE CUCTEMbI, HeaBapuiiHoe coobLLeHne

HdhopMaLoHHbIe COOBLLEHUSI CUCTEMBI

OTnafouHble COOBLLEHMSA NPEAOCTaB/IAT
nonb30BaTesto MHopMaLMo 415 KOPPEKTHO
HACTPOWKN CUCTEMbI

[nsa nonyyeHnss HOBbIX COOBLLEHNIA B XXypHaU1e COObITUIA HEOOXOAUMO HaxKaTb Ha KHOMKY «OGHOBUTb».

Mpn HeO6XOAMMOCTM BCE CTapble COOOLLEHNS U3 XypHaIa MOXHO YAa/INTb, HAXXaB Ha KHOMKY «OUMCTUTbY.
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.4.5 TlNogmeHto «CeTeBas nHopmauns»

B noagmeHio «CeTeBass MH(popMaLms» OCYLLECTB/ISIETCA NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOICTBA.

ELTEX  WOP-3L-EX

MoHUTOpUHT Radio VAP CeTeBsie HACTPOHKM BHellHWe cepeEMcEl CucTtema
Wi-Fi knvenTal Cratyc WAN
CratucTuka no Tpadpmky MuTepdeiic br0

Cranwpoeanue 3dmpa Mpotokon pHCP
IP-agpec
KypHan cobbimvi
MpuksTo 88.5 Mbarit (92 838 046 Gai)

Ceresan nichopuauya > Mepemano 1.9 M6air (2 032 776 Bair)

WMhchopmalma
Fq:_ap aA 0 Ethernet
paguouHTepdencax

CocTosHue nopTa Up
WMubopmauma 0b ycTpoiicTee
CropocTs 1000

Oynnexc Full

ARP ~
Ne IP-appec MAC-agpec
0 E0:D9:E3:ESE1:40
1 D&:5E:D3:60-AD:F2
2 F4:F2:6D:02:FT:8A
3 60:E3:27:00:FC:D8
4 40:3F-8C:CC:7C:FF
MapuwpyTel v
No Wutepdreiic HazHauenue Lintoz Macka
0 brl 0.0.0.0 10.24.80.1 0.0.0.0
1 brl 10.24.80.0 0.0.0.0 2552552550

ru -

DOnarn

UG

(Ekixon)

Cratyc WAN:

* VIhmepgpelic — nms bridge-nHtepdeiica;

* [Ipomoko/1 — NPOTOKO/, NCNosb3yemblid ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

+ [puHsIMO — KONN4ecTBO NpUHATBLIX HAa WAN 6aiT;

+ lNepedaHo — KONMYeCTBO nepeaaHHbIXx ¢ WAN 6alir.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopoCcmb — CKOpPOCTb MoAK/IUYeHUs no nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:

* Full — nonHbIi aynnekc;

+ Half — nonyaynnekc.
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ARP:

PykoBogacTBo no akcniyarauun WOP-3L-EX

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

Mumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IIOYEHEM. Bce npoyvie MapLupyTbl NPOXOAAT vyepes
BHeLLHWe wto3bl. Pnarom G oTMevaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH AMHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLLyM Ha NOoKasIbHOI cucTeme, NocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeEH B pe3ysibTare noyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHTepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.4.6 ToameHto «/HhopMaLmsa o pagnovHTepdencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WOP-3L-EX.

"I TEX  WOP-3L-EX

MoruTopIHT Radio VAP CeTeBrle HaCTPOIkKM BrewHwne cepeics Cuctema n ~ (BbxOA)

Wi-Fi knuenHTl Radio 2.4 [Ty
CramvcTuka no Tpaduky Craryc Briroueto
. I MAC-agpec EC:B1:E0:2D:AD:EQ
CraHnpoBanue achvpa
Pesm IEEE 802.11b/gin
JRypHan cobbmil
Radio 5Ty
Cetesan wHibopmaLma
Craryc BrntoueHo
WhdpopmaLya o

panHoHHTepdeiicax > MAC-agpec EC:B1:E0:2D:AD:ES

Pesm IEEE 802 11ain/ac/ax
WMudbopmanwn of yeTpolicTee
KaHan 40 {5200 Mry)

LLpuna kaHana, My 20

PaavonHTepdenchbl TOUKM AOCTYyNa MOryT HaXOAUTLCS B ABYX COCTOAHUAX: «BK/IHOYEHO» N «BbIKHOYEHO.
Craryc Kaxaoro n3 pagvonHTepgencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /M Ha aHHOM paguovHTepdIelice BKIHOYEHHbIE BUPTYasIbHbIE TOYUKM
noctyna (VAP). B cnyyae, ecnv Ha paavovHTepdeiice umeetcsi XoTsi 6bl ogHa aktuBHas VAP, Radio 6yaet
HaxoAuTbCs B cTatyce «BknoyeHo», tHaye — «BbIKNOUYEeHO».

B 3aBucmMmMocTu oT cTatyca Radio ans MOHUTOpPUHra A0CTynHa cneayollan nHhopmMaums:
«BbIKNIOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;
+ MAC-adpec — MAC-aapec pagnounHTepdeiica;
+ Pexum — pexum paboTtbl paanonHtepdelica cornacHo ctaHgaptam IEEE 802.11.

«BK1HOYEHO:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-aapec pagnouHTepdeiica;

+ Pexum — pexum paboTtbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas — Homep 6ecnpoBOAHOrO KaHana, Ha KOTopoM paboTaeT paanonHTepdeiic;

« WupuHa kaHana, MMy — wmnpmnHa noaockbl 4acToT KaHasa, Ha KOTOPOM paboTaeT paanonHTepdelic.
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.4.7 MogmeHio «NHopmaums 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-3L-EX.

elTeX

WOP-3L-EX

MoHUTOpUHT

Radio VAP

Wi-Fi knnenTel
CrammcTuka no Tpadmey
CraHwpoeanue schupa
HypHan cobeimui
Cetesan wHpopmaLma

Whdboprauma o
paguonHTepeiicax

WMhdropmauma ob yetpoiictee »

CeTeBrle HACTPOMHKM

WManenune

AnnapatHan BepckA
3aeoacroi MAC-agpec
CepuifHEIR HoMep
Bepcua MO

Pesepenan sepcua 10
BepcuA zarpyaunka
CucTeMHoe BpemMa
Bpema paboTtsl

3arpyaka LMY

MCI'IOJ'II:SYE.‘MaH namAaTb

& O6HoBUTL

BHelHue CEPBWUCEI

Cuctema T

(Ebixon)

WOP-3L-EX
10
EC:B1:E0:2D:A0:ED

WPsD000022

30.07.2025 07:44:27
0 on, 20:04:45

2%

?5%) 92 MaiiT / 121 Mbaiit

Vi30enue — HaMmeHoBaHe MOAENN YCTPOIACTBA,;
AnnapamHasi sepcusi — BepCcusi annapaTHOro obecneyeHunst yCTponcTea;
3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdieiica yCTpOoCcTBa, yCTAHOBNEHHbI 3aBOA0M-

N3roTtoBuTesNIEM,

CepuliHbili HOMEpP — CEePUIHbIA HOMEpP YCTPOWNCTBA, YCTAaHOB/EHHbIV 3aBO40OM-U3roTOBUTENEM,;
Bepcusi O — Bepcusi nporpaMMHOro obecneyveHuns ycTpolicTea;

Pe3epsHas sepcus IO — npeablayuias ycrtaHossieHHas sepcus MO;

Bepcus 3a2py3yuka — Bepcusl NporpammMHoOro obecneyeHns 3arpy3ymnka yCcTpoucTea;

CucmeMHoe BpeMsi — TeKyLune BpemMs 1 arta, yCTaHOB/IEHHbIE B CUCTEME;

Bpewmsi pabombi — BpeMs pab0Tbl C MOMEHTA NOCNEAHEro BKOYEHMS UM Nepe3arpy3kn yCTpoicTBa;
3aepyska LMY — cpeaHwii NPOLEHT 3arpy3kn npoLeccopa 3a nocnegHne 5 CeKyHa;

Vicnonb3yemasi namsims — NPOLEHT NCNO/b30BaHNs OnepaTuBHON NamAaTy yCTPOCTBa.
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

MoHuTopUHr Radio VAP CeTessle HACTPOIKK BHeluHMe cepeurcel CucTema ru -~ (Bmixon)

“ILTEX  WOP-3L-EX

Radio 24 Ty>» Oblyme
Radio 5 My Pesxiam IEEE 202.11bigin A
[lononHuTensHo ApeTomaTuueckui Ebibop kaHana

OrpaHuunTs CNMCOoK KaHanos

UmpuHa kanana, MMy 40 hd
OcHoeHoll kaxan Lower v
MowHocTe curiana, abm 13 v

KananeHan ckopocTe nepefaqn Auto A

[ononHuTensHo v

Pexxum — pexvm paboTbl MHTepdelica cornacHo cneaywmm ctaHgapTam:

+ |IEEE 802.11n;

+ IEEE 802.11b/g;

+ |IEEE 802.11b/g/n.
Asmomamuyeckuli 8bI160p KaHa/1a — NpPU YCTaHOB/IEHHOM hniare Touka byzeT aBTomMmaTuyecku
BblOGMpaTb HaMMeHee 3arpyXXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCH A0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrnucoK KaHas108 — Mpu yCTaHOB/IEHHOM dh/1are Touka goctyna 6yaeT ncnosb3oBarb
OrpaHWyeHHbI Nosib3oBaTesieM CrMCcoK KaHas1oB /15 paboTbl B aBTOMarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHNYmTb CNUCOK KAHa/I0B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHas1bl, TO ToYKa gocTyna 6yaet BblbpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KaHa/10B JaHHOTro
AnanasoHa 4YacToT. KaHasbl gnanasoHa 2.4 'u; 1-13;
WupuHa kaHana, My — WwmprHa Nosockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Tovka A0CTyna,
npuHumaet 3HaveHnsa 20 n 40 Mlru;
OCHOBHOU KaHa/1 — NapaMeTp MOXET ObITb M3MEHEH TOJIbKO NPW MPONYCKHOW CMOCOGHOCTU CTaTUYeCcKu
3aflaHHOro KaHana, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHuyaT B 4YacTOTHOW obnacTtu. 3Tn aBa KaHana 20 MI'L, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa UCNOJb3YETCH KIIMeHTaMu, KOTopble MNOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 MIru;

+ Upper — nepBu4YHbIM KaHas1oM OyaeT BepxHuin kaHan 20 My, B nonoce 40 MIu;

+ Lower — nepBNYHbIM KaHas/10M ByAeT HMKHWUI KaHan 20 MMy B nonoce 40 My,
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* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HayeHue ot 11 go 16 gbwm;

* KaHasibHasi ckopocmb repedaqu — OUKCUpPOBaHHas CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgapTos IEEE 802.11.

© B cnyuae, ecnun B cncke «OrpaHNuMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHau, TO

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnynTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHasTbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKasaHbl
KaHasbl: 1,6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3meHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« ONS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne no

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb Napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHble AaHHble cogepxar
OLWNGKMN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOANT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNMCOK KaHaI0B» He NOAXOAST Nog, onpeaeneHne «OCHOBHO kaHas» = Lower.

B pasgene «[4oNo/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/HUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

OononHWUTENBHO v
0QBSS Coexistence
KopoTEWIA SaLWTHEIA WHTEpEaN
STBC

MNepwog oTnpaekk cyeSHbix 100
coobLyeHHiA, MC

Mepor doparmeHTalUMm 2346
Mopor RTS 2347
Arperaums

KopoTtkas npeam&yna

Wenanep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WMM)

Pexum padote DHCP ignore v
Snooping

BrntounTs CloS

* OBSS Coexistence — pexum aBTOMaTrn4yeCcKoro yMeHbLUEeHUS WNPUHbI KaHana Npu 3arpy>XeHHOM
paanoadmpe. MNMpu ycTaHOB/IEHHOM (h1are Pexxmnm BK/IOYEH;

* Kopomkul 3awjumHbil uHmMepsasa — nogaepkka yKopoyeHHOoro 3almnTHoro nHtepsasia. Touka goctyna
nepefaeT AaHHble, UICNOosb3ys 3alunTHbI nHTepBast B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTaMu, KOTopble Takxe NoaaepX1BatT KOPOTKMIA 3allUTHBIA NHTepBaUT;

+ STBC — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IeHHbIN Ha NOBbILLEHNE
HaAEeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO ec/iv BblIGpaHHbI pexum padoThbl
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pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBMEH, yCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiXx coobweHUl — nepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—2000 mc,
no ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0-2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hrare BbINOHAETCS OrpaHnyeHmne
nepegayv LMpPOKoBELaTe/IbHOro/MynNbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — Bbl6op nonutukn oépabéotkm DHCP onuumn 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne o yMOI4aHuio;
* remove — ToYKa [OCTyna yganset 3HadyeHve onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHUs OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HaueHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/IOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpokKa A0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyasuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTponcTaa.
3Ha4veHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku octyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

*+ custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HaveHMe napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bblbop pasgenuteneli oktetoB MAC-agpeca, KoTopblil nepefaercs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiHaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Brksmroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa

o6cnyxunsanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepene AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) N

Data 1 (Buaeo) 1 -

Data 0 (Fonoc)

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (DoH)

Data 2 (Best Effort) q

Data 1 (Buaeo) 2 5 B

Data 0 (Fonoc) 2

w
-
~
-

47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadvk nepefaeTcs oT TOUKM
A0CTYna K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefiHenpropuTeTHas oYepe/b, CPeaHss NPornyckHas Croco6HOCTb U
3aZepxka. B faHHylo ovepepb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'osoc) — BbICOKONPUOPUTETHANA ouepeb, MUHUMa/IbHblE 3aePXKN. B faHHOl
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMAaEeT 3HavyeHns 1-255;

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXngaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoi kaapa,
3a4aeTcs B MUIINCEKYHAax, NpuHMmMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKM JocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMst MMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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6.5.2 MoameHto «Radio 5 Mu»

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

=LTEX

Radio VAP

WOP-3L-EX

MoHUTOpMHT CeTeptie HacTpolkM BHelHue cepeuncsl Cucrema ru -

Radio 2.4 My 0bume

Radio 5Ty > Pexim IEEE 802.11a/nfac/ax v

[lononHuTensHo ApToMaTHueckui BeIGOp KaHana

(Bbx0n)

OrpaHWuMTE CMCOK KaHanos

/)
Wwpuna kanana, MMy 40 v
OcHoBHOW KaHan Upper v
MowHocTe curHana, abm 19 -
KakarsHas ckopocTs Nepenaum Auto v

[ononHuTensLHo v

Pexxum — pexxum paboTbl UHTeppeica cornacHo ctaHgapTam:

+ |EEE 802.11ax;

+ |EEE 802.11a/n/ac;

+ IEEE 802.11a/n/ac/ax.
Asmomamuyeckuli 8b160p KaHa/1a — NPW YCTaHOB/IEHHOM dp/1are Touka OyaeT aBTomMmaTuyecku
BblOMpaTb HaMeHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBaETCA AOCTYN A1 YCTaHOBKM CTaTUYeCKoro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrnucoK KaHas108 — Mpu yCTaHOB/IEHHOM dp/1are Touka goctyna 6yaeT ncnosb3oBarb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4YKa gocTyna 6yaet BblompaTtb pabounii KaHa 13 BceX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHasbl gnanasoHa 5 'y 36-64, 132—-144, 149-165;
WupuHa kaHana, My — WwnprHa Nosiockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Tovka A0CTyna,
npuH1UMaeT 3HaveHuns 20, 40 n 80 My,
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPOMYCKHON CNOCOBHOCTY CTaTUYECKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHasl MCNOMb3YeTCs KNNeHTamu, KOTopble NOAAEPXKMBAIOT TObKO
nosnocy nponyckaHnsa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHaoM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;

* Lower — nepBnYHbIM KaHa/I0M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,
MowHocmb cueHasia, 0bm — perynnposka MoLHOCTU curHana nepegatyvka Wi-Fi B gbm. MpuHnmaet
3HadeHne ot 11 go 19 gbwm;
KaHasibHasi ckopocms nepedadyu — hMKCMpoBaHHasA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11.
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© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NOAXOAAT nog onpegenexHme «OCHOBHOM kaHasn» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OONONHWTENBHO v
0BSS Coexistence
MNegoepxka DFS Exnroueno hd
KopoTEMA SalMTHEIA HHTEpEAN
STEC

Mepwreg oTnpasku cny#eSHbix 100
coofWeHni, Mc

Mopor hparMeHTaguK 2348
Mopor RTS 2347
Arperauma

KopoTkas npeamSyna

UWednep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WMM)

Pextum pabote DHCP ignore v
Snooping

Exntounts QoS

+ OBSS Coexistence — pexum aBTOMaTM4eCKOro YMeHbLUEHUS LWNPUHBI KaHana Npu 3arpyXXeHHOM
paanoadhmpe. MNMpn ycTaHOBEHHOM (lare pexmnm BKITHOYEH;

+ lNoddepxxka DFS — mexaHn3m AMHaMU4eCcKoro Bblibopa YacToThl. TPeBYeT OT 6eCNPOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNOb30BaHNS KaHa10B, COBNaAatoLmx ¢ kKaHasiaMmu, Ha KOTOPbIX
pa6oTatoT paanonoKaLnoHHble cuctemsl B 5 'L AnanasoHe:

* BbIK/1HO4EHO — MeXaHW3M Bbik/todeH. DFS-kaHasbl He AOCTYMHbI A5 BbI6OPa;
* BK/1lO4EHO — MeXaHU3M BK/IHOYEH;
* [puHyoumesnibHO — MexaHu3M Bbik/todeH. DFS-kaHasbl AOCTYNHbI ANS BblGopa.

* Kopomkul 3awjumHbil uHmepsasa — nogaepkka yKopoueHHoro 3almuTHoro nHtepsasia. Touka goctyna
nepeaaeT AaHHbIe, MICNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takke NoaaepXnBarT KOPOTKMIA 3allMTHBIA NHTepBaUT,
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+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6alitax. MpuHMaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4unC/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NUMAUT
ANS LUMPOKOBELLATENBHOTO Tpadgvka B NOsIBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHue nogaepxxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsl DHCP Snooping — Bbi6op nonutukn obpabdoTtkm DHCP onuumn 82. JloCcTynHble 3Ha4YeHuA
Ana Bolbopa:

* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No YMOYaHuIo;
* remove — To4Ka [0CTyna yganset 3HayeHue onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbIGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3Ha4veHunsa napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbIn RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bblb6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 N 15 v 9

Data 0 (Fooc) 1 3 v 7 N a7

Station EDCA Parameters

Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) 7 15 v 1023 v 0
Data 2 (Best Effort)

Data 1 (Buaeo) 2 ;

Data 0 (Tonoc) 2 3 v 7 v a7

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepefaeTcs oT TOUKU
A0CTyna K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/IMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHAA OYepesb, BbICOKas NPOMNyCckHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpaBisgeTca 60/bWNHCTBO TPAAULMOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS O4EPEb, MUHMMa/TbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn oobpabdartbiBaloTCA BUAEOAaHHbIE, YYBCTBUTESIbHbIE K BPEMEHN
(npuopuTeTsbl 802.1p: cs4, csb);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA oYepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn obpabdaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dpeliMos)
[AaHHbIX, N3MEPSAETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPeEMEHN OXnaaHus nepes NoBTOPHOM OTNpPaBKoW Kaapa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNPaBKOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAUYEHU cwMin;

* TXOP Limit — napameTp UCNosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KneHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepegadun — nHTepBasl BpeMeHu, B MUIINCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHue noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [na oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=LTEX

MoHUTOpHHT Radio VAP

Radio 2.4 [Ty
Radio 5 My

[HononuuTensHo »

WOP-3L-EX

CeTeBkle HacTpolik1 BHelHKWe cepBuck!
[ononHWTensbHo
CTpana

mobaneHar uaonALmA

O

Cuctema

Poccua

v |l Pasbnokmpoeats

+ Cmpa+a — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 19 Bbibopa CTpaHbl HY)XXHO
BbICTaBUTbL (hriar «Pa3bnokMposaTb». B 3aBMCMMOCTY OT yKa3aHHOIO 3Ha4YeHus 6yayT NpUMEHEHbI
OrpaHMyeHnst K MOSI0CE YacTOT U MOLLHOCTY Nepeaatynka, Kotopble AeCTBYHOT B JaHHOW cTpaHe. OT
YCTaHOB/IEHHON CTPaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YeCKuin BbIbop kaHana B pexmme Channel = Auto. Ecniv knneHTckoe o6opygoBaHue

NNUEH3NPOBaHO A1 UCNoJsib30BaHUA B APYromMm permoHe, BOSMOXHO, YCTaHOBUTb CBA3b C TOUKOI goctyna

B TAKOM C/ly4yae He yaacTcs.

HacTpoiika nokasibHbIX (PernoHasbHbIX) OrpaHNYeHwiA, BKItoHasi paboTy Ha paspeLleHHbIX YacTOTHbIX
KaHasiax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCS OTBETCTBEHHOCTHH) MHCTa/NIATOPOB.

Bbl60p HEMNpaBW/1IbHOIO pernoHa MOXeET NMPnBeCTU K npo6nemaM COBMECTUMOCTHU C Ppa3HbIMUA
KNMNEHTCKNMMN yCTpOVICTBaMM.

* [7106a/1bHasi u30/154ust — NP YCTaHOBIEHHOM ch/iare BKKOYaeTCs M3onsaums Tpaduvka mexay
KnueHTamum pasHbix VAP 1 pasHbIx paanonHTepdgeincos.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [1151 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.



6.6 MeH «VAP»

PykoBogacTBo no akcniyarauun WOP-3L-EX

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

6.6.1 TMogmeHo «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAP3.

MoHHTOpHHI Radio ~ VAP CeTeBtle HaCTpPOMkN
Cymmapso » 24Ty 5y
24y
5Ty VAP  Brmiovexo
VAPO
VAP
VAP2 O
VAP3 O
Mokazats Bce

Brewmue cepeucel

Pexmnm

BesonacHocTH

Biiknioueno

Beiknioueso

BeikmioueHo

BeikmioueHo

Cuctema

VLANID

SSID

WOP-3L-EX_2.4GHz

WOP-3L-EX_2 4GHz-1

WOP-3L-EX_2 4GHz-2

WOP-3L-EX_2.4GHz-3

Tpancnupoeatb
SSID

Pexmnm

Band VLAN  General Waonauyua
Steer Trunk  Mode General VLAN ID  abokenToB
O O [
O O [

+ VAPO-VAP6 — nopsiikoBbIii HOMEP BUPTyasibHOM TOUYKM AOCTYNa;
* BK/1l04eHO — Mpu YCTaHOB/IEHHOM doyiare BUpPTyaUibHas Touka JOCTyna BK/IOYEHa, MHaye — BbIK/THYEHa;
* Pexum 6e3onacHocmu — TN WNPoBaHNS AaHHbIX, UCMONb3YyEMbI HAa BUPTYa/lbHOW TOYKe A0CTyna;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHon VAP. MNpy npoxoxaeHnn Tpaginka B 06paTHy0 CTOPOHY Ha HETETMPOBAHHbIN
Tpaduk oT KNnMeHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKAKOYEHO BellaHne B adinp SSID, nHave —

BbIK/TIO4HEHO;

* Pexum Band Steer — npu ycTaHOBEHHOM ¢hlare akTMBHO MPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
ceTun. Ans paboTbl hyHKLMM HYXXHO co3aaTb VAP ¢ oanHakoBbiM SSID Ha kaxaom paanonHTepdeiice n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npu ycTaHoBNeHHOM chnare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM ch/lare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadmka
COBMECTHO C TerMpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexxumve VLAN Trunk);

« General VLAN ID — c ykazaHHoro VLAN ID 6yaet cHumaTbcs MmeTka 1 Tpadmnk atoro VLAN npoiiget Ha
KnvneHTa 6e3 Tera. [MNpu npoxoxaeHun Tpadvka B 06paTHy0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on15yus abOHEHMOB — NP YCTaHOB/IEHHOM (priare BK/IlO4YeHa U30M15uma Tpadmka Mexany KnmeHTamu

B npegenax ogHoli VAP.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».
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6.6.2 TogmeHto «VAP»

PykoBogacTBo no akcniyarauun WOP-3L-EX

LTEX  WOP-3L-EX

MOHMTOPHHT Radio VAP CeTeBbie HACTPOHKY BHELIHNE CEPEMCH Cucrema

CymmapHo VAPO VAP1 VAP2 VAP3 VAP4
24TTy> OGLUHE HACTPOREM
51y Brniowero

WVLAN 1D

SSID
Tpancnuposats SSID
Pesum Band Steer
VLAN Trunk

General Mode

General VLAN ID

MW3onauua aboreHTos

MNogaepxxra 802.11kiv

Pennukaumnn Multicast

MpuopuTer

Pexmm Minimal Signal

MuHHMaNEHEIR ypoBeHs cirHana, aBm
Mopor YpoBHA CHrHANE NPK POYMUHTE, BM
HuTepsan Minimal Signal, ¢
MaKCHMANEHOE KONMUECTED KITMEHTOR
Pexum SesonacHocTh

MFP

PMKSA k3wmpoEaHne

Mopaepxrka 802.11r

Bpyuryr

<]

<]

<]

a

<]

VAPS  VAPS

WOP-3L-EX_2.4GHz

DsCP

-100

-100

10

0

WPAZ/WPA3-Enferprise

Ony1oHansHo

O6uine HaCTPOKKHU:

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hriare BUPTyasibHast TOUKa A0CTyna BK/IKOYEHa, MHaYe — BbIK/TIOYEH3;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbesl MeTka npu nepegadve tpadguka Wi-Fi kinenTtam,
NOAK/TOYEHHbIM K AaHHOoN VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT KNnMeHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nmsa BUpTyanbHOI 6ecnpoBOLHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBNEHHOM ch/iare BKHOYEHO BellaHue B adoup SSID, nHave —

BbIK/TO4EHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM ¢oniare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
cetn. Ans paboTtbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagnonHTepdeiice n

aKTMBMpoBaTb Ha HUX napameTp «Pexunm Band Steer,

* VLAN Trunk — npv ycTaHOBNEHHOM chriare aboHeHTy nepegaeTcsa TermpoBaHHbIl Tpaduk;

+ General Mode — npu ycTaHOB/EHHOM ¢hflare paspeLlaeTcs nepegada HetermpoBaHHoro Tpadvka
COBMECTHO C TErMpOoBaHHbIM (A0CTYNHO Npu BKItoueHHOM pexume VLAN Trunk);

* General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHumatbes meTka 1 Tpadunk atoro VLAN npoiigert Ha
KnuneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacurka B 06paTHy0 CTOPOHY Ha HETErMpoBaHHbIN Tpaduk 6yaeT
HaBewwmBaTbca meTka General VLAN ID;

* U3on1534yuss aboHeHmMos — Npu yCTaHOB/IEHHOM dofiare BK/IIoYEHAa U30NAUMa Tpadvika Mexay KiveHTamm

B npegenax ogHon VAP;

* Moddeprkka 802.11k/v — BKNOUNTb NoaaepxKy ctaHgaptTos 802.11k/v Ha BUPTyasibHOI TOYKe AOCTYNa;
* Penukayusi Multicast — npu yctaHoBnieHHOM pnare Multicast Tpaduk B CTOPOHY KNMEHTOB byaeT
npeo6pasoBbiBaTbes B Unicast 4o kakA0ro KvMeHTa, Npy OTK/II0UYEHHOM MPOXoAnTb 6e3 moaudmrkaLmii
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* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv ycTaHOBNeHHOM chnare pyHKUNS OTKNHOYEHUSA kaneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUTHaNa B AbM, HKe KOTOPOro NpoucxoauT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe ypoBHS cueHasna rnpu poymuHae — ypoBeHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasia». ecnu «MuHUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog, BpeMeHu, N0 UCTEYEHUN KOTOPOro NPUHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/1104EHO — He UCNO/b30BaTh LWMIpOoBaHMe 415 nepegayn AaHHbIX. Todka AOCTynHa ANs
NOAKN0YEHMA NOOro KNneHTa. 1A cetell OTKPbITOro TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMPoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbliX N0 He3alNLLEHHOW CeTU.

Mpwn 3TOM OT No/b30BaTENEN HE TPEOYETCA KaKNX-TO AOMNOMHUTENbHbIX AEACTBUIA 1 BBOAA Napons
ANs nogkntoyeHns K cetu. Mpu Bbibope faHHOro pexnma oTobpaxaeTcs HepegakTupyemoe

none «Pexum OWE Transition'», yka3blBatoLLiee MHTEPEIC C OTKPbITLIM TUMOM LIMGIPOBAHNS, C
KOTOPbIM HaCTpOEeHa CBA3HOCTb B TEKYLLWI MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXuBawLnmMm ayteHTudmkaumio OWE. Mpu nonbITKE NOAKAOYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexxunm OWE transition», knneHT, nogaepxusatowimii OWE, nogkniountcs K uinddpoBaHHOM
CETU, HACTPOEHHOI Ha YKadaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsatowmnin OWE, nogknoumnTcs K
TekyLlel OTKpbITOM CeTn 6e3 WnpoBaHus.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundpposaHus, Npun Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X0AMMbIA 418 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kKaHa1a 6eCcnpoBOAHON CBA3U, MPU KOTOPOM K/TUEHT
aBTOPU3YyeTCA Ha LeHTpannzoBaHHoOM RADIUS-cepsepe. [1/19 HACTPOVKN fAaHHOTo pexnma
6e3onacHocTn TpebyeTtcsa ykasatb napameTpbl RADIUS-cepsepa. Takxe TpebyeTca ykasarb KoY
anst RADIUS-cepsepa (cm. Huxe). Mpu BbIGope 04HOT0 13 pexxMmoB 6€30MacHOCTM CTaHOBSITCS
[OCTYNHbIMUW CriefytoLLme HaCTPONKN:
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Pextum GesonacHocTr WPAZ'WPA3-Enterprise hd
MFP OnyMoHansHo v
PMKSA kslwMpoBating
Mogoepska 502 11r
Bpy4ryio
FT-over-DS
Knky moBunesore goctyna RO root
Knrow mobunenoro goctyna R1
HMoesTHdMEaTOp MODKUNEHOMD gOMEeHa 0

Borpeywnom MAC-anpec

YaaneHHbIA KNy mobunsHoro YoaneHHbIH KNy MoOMNbBHOTO
Nz MAC-apgpec foctyna RO noctyna R1 RRB kmwoy RD RRB kmou R1

1 @

« MFP — 3aumta management-kagpoB (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexxMmos
6e3onacHocT MFP nepeBoaunTcsi B cocTosiHne OmK/1I0HEHO, NPY Bblbope pexunma 6e30nacHocTr
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOsIHVE BK/IHOHYEHO):

* Omk/1o4eHo — 3amTa management-kaZpoB OTK/IIOYEH3,

+ OnyuoHa/ibHO — 3alMTa paboTaeT, ecnu KNueHT nogaepxmsaet MFP. KnueHTbl 6€3 nogaepxku

MFP moryT nogknountbes K gaHHoi VAP,

* Bk/1o4eHO — 3awmTa BKIKYEHa, KIIMEeHTbI, He nogaepxmsatowme MFP, nogknountbea He MoryT.
PMKSA KawuposaHue — donar ynpasnsieT BKIHUYEHNEM K3LLMPOBaHNA NHJIopMauyum 0 NOAKHEHNN
Enterprise-knueHTa. Mpun BKIOYEHUM AaHHOWN (DYHKUMKM TOYKa AO0CTyna 3anoMUHAET KIIMEHTCKOe
YCTPOWCTBO Nocne aBTopmusauumn Ha 12 yacoB 1 He TpebyeT NOBTOPHOWN ayTeHTudmkaummn Ha RADIUS-
cepsepe Npu NOAK/IYEHUN B TEYEHNE 3TOr0 BpeMeHu. BkritoueHre gaHHOW (OyHKUMM CoKpallaeT Bpems
poyMUMHIa Npu BO3BpaLLEHUN KNMeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika A0CTynHa TONbKO
npu pexunmax 6esonacHoctu Enterprise;
802.11r — dpyHKUMOHA BbICTPOro POYMUHIa, paboTaeT TO/bKO C K/IMeHTaMu, KOTOpble NoAaepXnsaroT
ctaHaapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TOMbKO Mexay VAP ¢ peXnMmom 6e30MacHOCTM
WPA2 u Bblwe:

+ lNoddepxka 802.71r — BKNOUNTb NOAAEPXKY CTaHAaapTa 802.11r Ha BUPTYasibHOM TOUKE A0CTyna,;

* Bpy4Hyro — Nnpun yCTaHOB/IEHHOM cp/1are nosiBNsSeTCA BO3MOXHOCTb PYUYHOW HACTPONKM

napameTpoB POYMUHIa,

+ FT-over-DS — BkntoveHue pexnma «Over the DS»;

* Knrou mobusibHo20 docmyrna RO — yHUKasbHbIA KN4 Ans gaHHoin VAP, Hanpumep, cepuiiHbIi

HoMmep;

* Kntoy mo6usibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETH B BbIBOAE KOMaHApbI

ifconfig);

* VloeHmuchukamop Mob6uU/IbHO20 OOMEHA — HOMEP TPYNMbl, B paMKax KOTOPOIi MOXET ObITb

COBepLUEH poyMUHT. MpuHumaeT 3HavyeHna ot 0 go 65535;

+ BcmpeuHbiti MAC-adpec:

+ MAC-adpec — MAC-aapec VAP-uHtepcelica BCTPEYHON TOUKM AOCTyna.
MakcmanbHoe KonmyecTtBo — 256;

* YOasieHHbIl K14 MobU/IbHO20 docmyrna RO — yHUKaslbHbIA KoY, A0/HKEH coBnaaaTb
¢ «Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHon T/,

* YOasieHHbIl K4 MobusibHo20 docmyna R1T — MAC-agpec VAP Ha BcTpeuHoii T/,
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* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB kntoy R1», HO
06513aTeNbHO Ao/MKeH coBnagaTth ¢ «RRB kntoy R1» BcTpeyHoit TA. AnuHa knoda — 16
CVIMBO/10B;

* RRB k/ito4 R1 — cnyyaliHblii kntoy. He gomkeH coBnagathb ¢ «RRB kntoy RO», HO
o06513aTenbHO Ao/mKeH coBnagaTth ¢ «RRB kntoy RO» BcTpeyHoit TA. AnuHa knova — 16

CMMBOJIOB.
RADIUS:
RADIUS
Oonser root
IP-aapec RADIUS cepeespa 192.168.0.1
Mopr RADIUS cepeepa 1812
Mapons RADIUS cepeepa resnas -

Mcnonb30sars aKKayHTHHT Yepes
RADIUS

Mcnonesoeare GpyTMe HacTpoikk 4ns
aKKayHTHHIE

IP-agpec RADIUS cepsepa anA 192.168.0.1
AKKAYHTHHIA
Mopr RADIUS cepeepa gna 1813
SKKAYHTHHIE
Mapons RADIUS cepeepa ana rennes -
AKKAYHTHHIA
MNepwoguyeckan oTNRaEKa

AKKBYHTHHIa

MHTEepEaN OTNPAEKK AKKEYHTHHIA GO0

+ [lJlomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS-cepsepa — anpec RADIUS-cepsepa;
« MNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi MCNO/Mb3yeTcs A/151 ayTEHTUAIMKALMMN W
asTopusauuu;
* Maposb RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, Mcnonb3yemoro ansa ayteHtudmkaymm u
asTopusauuu;
* Vlcnonb3o0B8amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/EHHOM dhnare 6yayT OTNpaBisiTbCs
cooblueHns «Accounting» Ha RADIUS-cepsep;
* Vlcnonb3o0B8amb Opyaue HacmpoUlku 0/11 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepsepa, ncnonb3yemoro assi
aKKayHTUHra,;
* [Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naposnb ana RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;
« lNopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTopbIi 6yAeT ncnosb3oBaH A/1s1 cbopa akkayHTuHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBasl OTNpaBkn COOOLLEHNI MOXHO B None «/iHmepsas
omnpasku akkayHmuHaan.
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PykoBogacTBo no akcniyarauun WOP-3L-EX

[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MopTankHas asTopU3aUna

BrnioumTe
HazeaHue BupTyansHoro noprana default

Anpec AnA NepeHanpagneHraA http://192.168.0.1:8080/eltex_portal/

* Bk/1to4umb — Npu ycTaHOBNEHHOM hriare aBTopm3aumns nosb3oBarteniein B CeTn 6yaeT Npon3BoAnNTbLCA
nocpeacTBOM BUPTYasIbHOrO nopTana;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo NopTasa, Ha KOTopbIii 6yAeT nepeHanpaseH
nosb30BaTeslb NPU NOAKIYEHNM K CETY;

+ Adpec 0719 nepeHarnpas/ieHusi — aapec BHELLHErO BUPTYasIbHOrO nopTasia, Ha KoTopblid 6yaeT
nepeHanpas/ieH Nosib30BaTe/lb NPU NOAK/IHYEHNN K CETK.

OrpaHnyeHns CKOpPOCTU:

CrpaHW4eHMA CKOPOCTK

BrmcuHTh

WAP Limit Down 0 KouTC
WAP Limit Up 0 kDKTC
STA Limit Down 0 koW
STA Limit Up 0 KOWTIC

*+ lNokaszambs — aKTMBUPOBATL M0Jie HACTPOEK;

« VAP Limit Down — orpaHuyeHne NponyckHO CNOoCOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao
KIMEHTOB (B CYMME), NOAK/THUEHHbIX K AaHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBGHOCTM B HANpaB/IeHUN OT K/IMEHTOB (B CyMME),
NOAKMIOYEHHbIX K gaHHon VAP, oo Toukn goctyna, Kéut/c;

+ STA Limit Down — orpaHuyeHune nponyckHoOW CNOCO6HOCTM B HanpaB/ieHUn OT TOYKM AocTyna Ao
KTMEHTOB (KaXA0ro B OTAE/NbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOUEHHbIX K AaHHOI VAP, 1o Toukn goctyna, Kout/c.
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PykoBogacTBo no akcniyarauun WOP-3L-EX

KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTponk gocTyna no MAC

Brnto4eHo

MonuTnka 3anpeTuTs v

cnucok MAC-agpecos

S
@
@
=4
=
[ss]
@
oo
]
o]
w
(o]
x

+ [pUMEHHUTL X OTmeHa

* Bk/ioueHO — npu ycTaHOBNEHHOM donare 6yaet pabotaTb BblopaHHas NnoanTuka focTyna;
* lMosrumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHus:
+ 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogkovatbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM JOCTYN ByAeT paspeLlen;
+ Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarscs TobKo TeM kimeHTam, MAC-
ajZijpeca KOTOpbIX CoAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN OGyAET 3arnpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1an 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+

[ns Toro Yto6bl A06ABUTL afPEC B CNUCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLeMcs none seeante MAC-
aapec. UTo6bl yaanuTb aapec 13 Crmcka, HAKMUTE KHOMKY B B COOTBETCTBYHOLLEW CTPOKE.

Ecnu Bo3HUKNA HEO6X0AMMOCTb A06aBUTbL B cnMcok MAC-afpec KIMEHTa, KOTOPbI B AaHHbIA MOMEHT

NOAKMHYEH K 6a30B0ii CTaHUUN, HaAXXKMNUTE B KOHLLE CTPOKN KHOIMKY n Bbl6epI/ITe Hy)KHbII7| agpec n3 Crnncka,
OH aBTOMaTtn4yeckmn ,D,O68.BVITCF| B none.

Mo ymonuaHuio B cnncke oTtobpaxaercs Ao 10 agpecos. [Ans Toro 4To6bl yBUAETb MOJHbIV CIUCOK B Cyvae,
€C/In OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 EO:D9:E3:TABECO - E

MokasaTb BCE

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.7 MeHto «CeTeBble HaCTPONKN»

6.7.1 MogmeHto «CncTtemMHas KOHUrypauus»

PykoBogacTBo no akcniyarauun WOP-3L-EX

LTEX WOP-3L-EX

MoHUTO N Radio VAP CeTeBtie HacTpoikK BrellHre cepencel CucTema

@

CucTenmHan koHdmrypaups » Vs xocTa WOP-3L-EX
Hoctyn leorpadmwyeckuid goMeH root
VLAN ynpaenequa Forwarding
VLAN ID
MpoTokon Static
Cramuecii IP 192.168.1.10
CeTenan Macka 255.255.255.0

Lneos
MepeuuHeit DNS

BropuyHeid DNS

* VIMsi xocma — ceTeBOe UMS YCTPOICTBA, 3ajaeTcs cTpoka 1—63 CMMBOJIOB: IATUHCKME 3ar/iaBHble U
CTPOUHbIe BYKBbI, LMPPBI, 3HAK AednC «-» (Aedrc He MOXET GbiTb NOC/IEAHUM CUMBO/IOM B UMEHM);
+ [eoepadhuueckuli oomeH — AOMEH y3/1a AepeBa YCTPOICTB cUCTeMbI yrnipaBneHus EMS, B KoTopom

pacnonaraeTcs Touka JoCTyna;
* VLAN ynpasneHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

« Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
CNyyae y K/IMEeHTOB, NOAK/IIOUYEHHbIX Yepes paanonHtTepdelic, HeT goctyna Ao aaHHoro VLAN;
« Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepefaeTtcs Takke B paanonHTepdeliic

(npu cooTBeTCTBYtOLLEN HacTpoiike VAP).

* VLAN ID — ngentudonkartop VLAN, ncnonb3yemsblii Ans goctyna K yCTPOncTBy, NPUHUMAET 3HAYeHus 1—

4094,

+ [pomokos — BbIGOP NPOTOKO/1A, N0 KOTOPOMY BYAET OCyLLEeCTBNSATLCA NoAknoyYeHne no Ethernet-

NMHTepeicy yCTPOICTBa K CETN NpeaocTaB/eHNs YCyr NpoBaiiaepa:

« DHCP — pexum pa6oTbl, npu KoTopom IP-aapec, macka noacetu, aapec DNS-cepsepa, w3 no
YMO/YaHuo 1 apyrue napameTpbl, He06xoanmble A5 paboTel B ceTw, 6yayT nonydeHsl ot DHCP-

cepBepa aBTOMaTUYECKM;

+ Static — pexum paboTbl, Npn KoTopom IP-aapec n Bce HeobxoanMble napameTpbl HA WAN-
NHTEpdec HazHavarTcAa ctatuyecku. Mpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT

[IOCTYMHbI CrieaytoLie napaMmeTpbl:

+ Cmamuuyeckuti IP — IP-anpec WAN-nHTepdeiica ycTpoiicTBa B CeTu nposalifepa;

« Cemesasi Macka — Macka BHeLLHel NoaceTy;

* LLmo3 — agpec, Ha KOTOpbI OTNPaB/ISIeTCs NakeT, eCNU A/18 HEro He HaAeH MapLupyT B

Tabnuue mMapLipyTmMsaLlmm.

+ lNepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCa aBTOMaTMYeckn no npotokony DHCP, 3agaiiTe nx Bpy4yHylo.

[nsa BCTynneHns B CUy HOBOWM KOHGUIypaumum 1 3aHeCEeHNss HaCTPOeK B AHEProHe3aBMUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI MUBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.7.2 MoameHto «[locTyn»

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[vana3oH JonyCTUMbIX 3HAYEHWI NMOPTOB, NOMUMO YCTaHOB/IEHHOIO N0 YMon4yaHuio, ¢ 1025 no 65535
BK/THOUUTESBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C
1025 no 65535 BKNHOUMTENBHO.

© noptbl ansa npotokonos HTTP u HTTPS He Ao/mkHbl UMETb OMHAKOBOE 3HAYEHME.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
+ [insa BKIOYEHNA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe chnar Hanpotms «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

=L TEX  WOP-3L-EX

MoHMTOpUHr Radio VAP CeTeBrle HACTPOIKKM Brewnme cepencel Cuctema ru ~ (BbIx0m)

CucTemHan KoHurypauma WEB
Hoctyn > HTTP-nopt a0
WEB-HTTPS
HTTPS-nopt 443
Telnet O
SSH
NETCONF
SNMP
Maponk Ha yTexne public
Mapone Ha 3anuce private
Agpec anA npuéma Tpanos vi
Agpec anA npuéma Tpanos v2
Anpec anA npréma coobLueHui
Inform
CMcTeMHOE MMA YCTpoiCTES WOP-3L-EX

KonTakTHanA uHdopmauma Contact
NpovzE0aMTENA

MecTononoxeHue ycTpoicTea Russia

Mapons e Tpanax trap

MporpammHoe o6ecneveHne WOP-3L-EX no3BonsieT n3MeHsATb KOHpUrypaLmio yCcTponicTea, NpoOBOAUTb
MOHUTOPWHI COCTOSIHUS 6a30BOI CTaHUMM 1 €€ AaTYMKOB, a Takke ynpas/inaTb YCTPOWCTBOM, UCMNO/b3YS
npotokosn SNMP.
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PykoBogacTBo no akcniyarauun WOP-3L-EX

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLIN: public);

Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma mpanos v2 — IP-agpec nnn goOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobwjeHuli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPOINCTBa;

KoHmakmmHas uHghopmayusi npou3sooumesisi — KOHTaKTHasi Hopmaums Npon3BoanTeNs yCTPOCTBa;
MecmonosnoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVWHI NapaMeTPOB TOYKN AOCTyNa N NOAKMHOYEHHbIX KIIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkM gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».

Mogpo6Hoe onucaHune OID WOP-3L-EX gocTynHo no cnegytowein cebinike: Onncanne OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.8 MeHIo «BHellHne cepBuUCbI»

6.8.1 TMogmeHto «MopTasnibHasa aBTopuaums»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke

aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=L TEX  WOP-3L-EX

MoHUTOPMHT Radio VAP CeTeBble HACTPOMKKN BHelHKWe cepBucEl Cuctema - (Bbxon)

MopTankHan asTopuzaLma > BrrioumTs

Anpec cepenca APB ws://192.168.1.1:8090/apb/broadcast

AirTune

* Bks1o4umb — Npu ycTaHOBNEHHOM (hriare Touka byaet nogkniyarbes K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», ans obecneyeHns nopTasibHOr0 POyMMUHra K/IMEHTOB.

+ Adpec cepsuca APB — apgpec cepsuca APB a9 nogaepXxkun poymuHra B pexmme noptasibHOM
asTopusauun. 3agaetcsa B popmare: «ws://<host>:<port>/apb/broadcast».

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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6.8.2 lMogmeHto «AirTune»

PykoBogacTBo no akcniyarauun WOP-3L-EX

MogmeHto «AirTune» NnpeaHasHa4YeHo 415 BKIKOYEHUSA U HACTPOkM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yertcs A58 onTuMm3anmm paamo-pecypcos (Radio Resource Management) u

aBTOMAaTUYECKOIN HaCTPOIiKN 6ecloBHOro poymuHra 802.11 k/r.

“ILTEX  WOP-3L-EX

AirTune >

MoHuTOpUHT Radio VAP CeTeBble HACTPOWKW BHewnue cepeuckl CucTema
NopTaneHan aeTopy3aLMA Brntounte
Appec cepeuca AirTune wsl/192.168.1.1:809%apb/rrm

- (Bbixom)

* Brsmo4umb — Npu yCcTaHOBNEHHOM hiare Touka dyaet nogknoyarbes K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns oyHkumin Radio Resource

Management n/wnm poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/

rrmn».

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHa».
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PykoBogacTBo no akcniyarauun WOP-3L-EX

6.9 MeHto «Cucrtemar

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.9.1 MogmeHto «O6HOBNEHKME 1O ycTpoincTBa»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

EILTEX  WOP-3L-EX

MoHUTOpUHT Radio VAP CeTeBsle HACTPOMEM BHellH1e cepeMcsl Cuctema I~ (EbXOT)

Ohoenexue MO ycTpoiicTea » AyTvenan eepous N0

. PesepeHan sepcua M0
Kondmrypauma P P BB EAL T
Arxmyansran eepcus 10 docmynHa no adpecy: http:dfeltex-co.ru/support/downloads/
Mepezarpyaka
aiin 0bHoenexua M0 BribepuTe dain | daiin He exibpan
Maponk

Aypran

Nara v epeMA

« AkmusHas sepcusi 10 — Bepcus NporpammMHOro obecrnevyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMmMHOro obecneyeHns, yCTaHOB/IEHHOIO Ha YCTPOWNCTBE, Ha
KOTOPYI0 MOXHO Nepekniountbes 6e3 3arpy3ku gainna MNo;
+ Coennamb akmusHoU — KHOMKa, NO3BONAOLLLAA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTca nepesarpyska yctponctea. AKTuBHas Bepcud MO B 3TOM c/iyyae CTaHeT
pe3epBHOIA.

O6HoBEHME NPOrpaMMHOI0 06ecneyeHmns

3arpysuTte chaiin MO c caiita http.//eltex-co.ru/support/downloads/, Bblopas WOP-3L-EX B cniucke
0060py1I0BaHMS, N COXPaHUTE ero Ha KomnbloTepe. Mocne aToro HaXXMUTe KHOMNKy «Bbibepute dhaiin» B none
®alin o6HosneHus MO n ykaxute nyTb K dhaiiny MO B hopmarte .tar.gz.

[na 3anycka npowuecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBEHMEe. Npouecc
06HOBNEHMs 3aliMET HECKO/TbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLIe), NOC/e Yero
YyCTPONCTBO aBTOMATUYECKM Nepesarpy3nTcs.

€ He oTkntouaiiTe NUTaHMe ycTpoOicTBA U He BbINOMHSTE ero nepesarpysky B NpoLecce 0GHOBIEHNS
no.
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6.9.2 TMoameHto «KoHdurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

EX

elTeX

MoHUTOpUHT Radio VAP

O6Hoenexue MO ycTpoiicTea
Kondwrypauma »
Mepesarpyaka

Maponk

HypHan

DNara n epemA

WOP-3L-EX

CeTeBkle HacTpoiikn BHelwH1e cepeucel Cuctema ru - (EbX0R)

MonyunTe apxXWE KOHMMIYPaLMK © * CrauaTb
yCTpoicTEa

3arpyaqTb apxue KoHMIypaLmm Beibepute dpaiin | Paiin He BoibpaH

Ha ycTpoicTED

CBpoc Ha 2aB0ACKME HACTPOIKM CoxpaHuTe napameTpsl AocTyna

MNonyyeHne KkoHUr

almnn

UTO6bI COXpaHUTb TEKYLLYH KOHGUIypaLUuio YCTPOCTBA Ha /I0KasIbHbI KOMMLIOTEP, HAXKMUTE KHOMKY

«CKayaTb».

O6HoBAeHME KOHGIMT

auumn

[ns 3arpy3ky COXpaHEHHOro Ha JIoKas/lbHOM KOMMbloTepe dhaina KoHUrypauum NCcnonb3yeTcs NyHKT
«3azpy3umsb apxus KoHguaypayuu Ha ycmpolcmaso». Ans 06HOBNEHNS KOH(IUIypauum yCTPONCTBa HXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npUMeHseTCa aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnBmpoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.9.3 TlogmeHto «lMepesarpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [pouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

elTeX

MoHUTOpUHT Radio VAP

(OtHoenexue [0 ycTpoiicTea
Kondmrypauma
Mepesarpyaka >

Maponk
JHypran

Nara v BpemA

WOP-3L-EX

CeTeBkle HACTPOMHEM BHewHue cepBuce! Cucrema ru - (ebx00)

Mepesarpyaka ycTpoiicTea & MNepezarpyzka
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6.9.4 TogmeHto «Maposib»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

CITEX  WOP-3L-EX

MoHUTOpUHT Radio VAP CeTeBele HaCTpPOMKM Brewnue cepencsl Cuctema - (BErom)

OGHoenexue MO ycTpoiicTea Maporns @&
Kondmrypaumn MogTeep#aesue napona @&
MNepesarpyaka
* OTMEHa
MNaponk »

HypHan

DNara n epemA

6.9.5 TlMoameHio «KypHan»

MoaMeHto «XKypHasi» npegHasHauyeHo /181 HAaCTPOKM BbIBOAA PA3HOro poja 0TN1aA0uHbIX COOBLLEHNI
CUCTEMbI B LIeNISIX 06HapYXeHWa NpuunH Npobsiem B paboTe ycTpolicTaa.

I TEX  WOP-3L-EX

MoHuTOpUHr Radio VAP CeTeBble HACTPOHKM BHelnue cepeucel Cucrtema ru - (e&ixon)

OGroenenue MO yeTpolictea Pexim Cepeep u dhaiin v

Koudmrypauua Anpec Syslog-cepeepa syslog.server
Mepesarpyaka Mopt Syslog-cepeepa 514
Mapors Pazwmep dhaiina, kb 1000
AypHan »

DNara u epema

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ghalin — HhopMaLUs XypHasia COXpaHaeTcsl B IOKa/ibHOM doaiinie 1 AocTynHa B
web-nHTepdelice yctpoiictBa Ha Bknagke «MoHNUTOpuHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBiseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsieTcs B /IOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnun gomeHHoe nms Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT Anst BXoAswmx cooblieHmnin Syslog-cepeepa (no ymonuanuto 514,
[onycTUMble 3HaueHust 1-65535);
 Pasmep ¢palina, kb — MmakcuMasnbHbIi pasmep goaiina xypHana (gonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».
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6.9.6 TNoameHto «[laTa 1 Bpems»

PykoBogacTBo no akcniyarauun WOP-3L-EX

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

6.9.6.1 Bpyu4Hyro

=TEX

Radio

MoHUTOpUHT VAP

(O6Hoenewwe MO ycTpoiicTea
Kondmrypavua
Mepezarpyaka

Mapone

AypHan

Iata u epems »

WOP-3L-EX

CeTeBsle HacTpolkM

Pestim
[laTa v BpEMA yCTPOACTEE

Yacosoit noAc

BixniounTe Nepexog Ha NeTHes
EpPEMA

Mepexog Ha NeTHee Bpema

Mepexon Ha 3WMHEE BPEMA

Creur BpemeHM (MUH.)

Brewrue cepercel

CucTtema -

(EbxOA)

@® Bpyunyw () NTP cepeep
30.07.202512:47:32 | # Penasxvposats

Moctea, PoccuA ~
(we esibpato)

(He exibparHo) (ne euibpano) B — || —

(we esifipaHo) (He exibparo) (He ewibparo) B - 1 -
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+ [Jama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnv TpebyeTcs
KOppeKUUs, HaXXMUTE KHOMKY «PefakTupoBaTb»:
« [lama, spemsi — 3afaiiTe TeKyLlyo AaTy U BPEMS UM HAXXMUTE KHOMKY «Tekyllas aata v Bpemsi»
ANs yCTaHOBKM BpemeHu MK Ha yCTpPoMCTBO.
* Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUMN C GAMKAALLMM rOpPOAOM B
BalleM pervoHe n3 3aaHHoro Cnmcka;
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dpfiare nepexop Ha fieTHee/3MHee
BpeMsi OyAeT BbINOSHATLCS aBTOMAaTUYECKN B 3a[,aHHbIV NepUOL BPEMEHN:
+ [Nepexod Ha nemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINOHATLCS Nepexos Ha fieTHee

Bpewms;

* [Mepexod Ha 3uMHee BpeMsi — [ileHb 1 BpeMsi, Koraa 6yaeT BbINOMHATLCS Nepexoq Ha 3uMHee

Bpewms;

« COBU2 BpeMeHU (MUH.) — Nepuof, BpeMeHM B MUHYTaX, HAa KOTOPbI BbINOMHAETCSA CABUM BPEMEHW.
MoxeT npuHumathb 3HadyeHume oT 0 4o 720 MuH.

Ansa BCTYMNJ/ieHNAa B CUny HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIroHEe3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpI/IMeHI/ITb». [Ona oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMmeHa».
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6.9.6.2 NTP-cepsep
“ITEX  WOP-3L-EX

MoruTopuHr Radio VAP CeTeBkle HacTpolikm BHeLUHWE cepaucsl Cucrema - (ebxon)

O6Hornenme MO yetpoiicTea Pestam ) Bpyunywo @ NTP cepeep
Kordmrypauus [laTa v BpemA ycTpoicTea 30.07.2025 12:48:32

NTP cepeep pool.ntp.org -
Mepezarpyaka

Yacosoii nosAc Mockea, Poccua -
Maponks

Brmsoumts nepexo Ha netHes

Hypuan
: EpenMA

[ata w epema > Nepexon Ha neTHee BpeMA (He exibpano) (He exibpaHo) (He enibpano) '8 — | —
Mepexon Ha sMMHEs BPEMA (He exibpa+o) (He exibpaHo) (He ewibpaHo) B - |1 —

CABWr BpeMEHH (MUH.) 60

« [ama u spemsi ycmpoticmsa — nata  BpeMs Ha YCTPOICTBE B AAaHHbIA MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe nMA cepBepa CUHXPOHU3aLUMn BpeMeHn. Bo3aMoXHO 3aaatb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GNMXaiLLMM ropoaom B
BalleM pervoHe u3 3alaHHoro Crucka,;
* Br/1o4umb rnepexod Ha /iemHee speMsi — Nnpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3uMHee
BpeMsi OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3ajaHHbIV NepuoL BpEMEHN:
+ [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPpeMs, Korga OyaeT BbIMOSHATLCS Nepexos Ha 3uMHee
Bpewms;
« CoBue BpemeHu (MUH.) — nepuog, BpeMEHN B MUHYTAX, HA KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHne oT 0 4o 720 MUH.

[na BCTynneHns B CUy HOBOWM KOHGUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpMeHnTb». N5l OTMEHbI MU3MEHEHWIA HAXXMUTE KHOMKY «OTMeHay.
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7 YnpaBrieHne yCTPOMCTBOM C NOMOLLIbIO KOMaHAHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiictBo WOP-3L-EX HacTpoeHo Ha nony4veHue agpeca no DHCP. Ecnn aToro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WOP-3L-EX: 192.168.1.10, macka nogceTu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interfacet# bro

WOP-3L-EX(config):/interface/brO# common

WOP-3L-EX(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — [P-agpec WOP-3L-EX)
WOP-3L-EX(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-3L-EX(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — IP-agpec dns-cepsepa Nol)
WOP-3L-EX(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-3L-EX(config):/interface/br0/common# protocol static-ip (3veHeHne pexvmva paboTsl ¢ DHCP Ha
Static-IP)

WOP-3L-EX(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WOP-3L-EX(config
WOP-3L-EX(config
WOP-3L-EX(config
WOP-3L-EX(config
(
(

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-3L-EX(config):/route# add default (rae default — HazBaHve mapipyTa)
WOP-3L-EX(config):/route# default

WOP-3L-EX(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHadyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-3L-EX(config):/route/default# netmask X.X.X.X (rae X.X.X.X — Macka cetn HazHa4yeHns, /15
MapLupyTa no ymosydaHuto — 0.0.0.0)

WOP-3L-EX(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |IP-agpec wo3a)
WOP-3L-EX(config):/route/default# save (coxpaHeHne HacTpoek)

PSSR A A

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni protocol dhcp
config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

PSS AGS AR AR AR AY
PR A P

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasath MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcsA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# bro

WOP-3L-EX(config):/interface/br0# common

WOP-3L-EX(config):/interface/br0/common# mtu X (ra1e X — pasvep MTU B 6aiitax. BO3MOXHbIE 3HAYEeHNs:
1-2490. No ymonyaHuio: 1500)

WOP-3L-EX(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

7.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbI0 YTUANTbI set-management-vlan-mode
HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WOP-3L-EX(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-3L-EX(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rge X.X.X.X — cTtatnyeckuu IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — L/03)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WOP-3L-EX(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WOP-3L-EX(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HauUeHus: 1-4094; X.X.X.X — cTatnyeckunin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — Lu+03)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-3L-EX(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rzae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WOP-3L-EX(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)
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3aBepLlueHne U coxpaHeHne HacTPOoeK

WOP-3L-EX(root):/# save (coxpaHeHne HacTpoekK)

7.2.2 HacTtpolika yganéHHoro ynpasieHus

HacTtpoiika SSH

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# ssh

WOP-3L-EX(config):/ssh# enable true (ynpaBneHue yganéHHbiM JOCTYNOM N0 SSH. [1nA OoTk/A0YeHUsA
Beeaute false. [10 ymonyaHuio: true)

WOP-3L-EX(config):/ssh# port X (rne X — nopt SSH-cepeepa. o ymonyaHuio: 22)

WOP-3L-EX(config):/ssh# session-limit X (rae X — MakcMmasibHoe KonnyecTBo SSH-ceccuid. Mo ymonyaHuio:
5)

WOP-3L-EX(config):/ssh# save (coxpaHeHne HacTpoek)

HacTpoliika Telnet

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# telnet

WOP-3L-EX(config):/telnet# enable true (ynpasneHve yganéHHbiM gocTtynom no Telnet. 1A OTKNHOYEHUSA
BeeauTe false. 1o ymonyaHuto: false)

WOP-3L-EX(config):/telnet# port X (rae X — nopt. Mo ymonyanumio: 23)

WOP-3L-EX(config):/telnet# session-limit X (r1e X — makcumansHoe konuyecTso Telnet-ceccuid. o
YMO/I4aHMI0: 5)

WOP-3L-EX(config):/telnet# save (coxpaHeHve HacTpoek)
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7.3 HacTpolika BupTyasnbHbIx Todek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPA3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnuHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# wlan1-va0

WOP-3L-EX(config):/interface/wlan1-vaO# vap

WOP-3L-EX(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-3L-EX_open' (13veHeHne nveHu SSID)
WOP-3L-EX(config):/interface/wlan1-va0/vap# ap-security
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# mode off (pexvmv wndposanus off — 6e3 napons)
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-3L-EX(config):/interface/wlan1-va0/vap# radius

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/i0ueHve OTripaBky cOOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-password secret (rge secret — naposnb a15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHNE NEpnoaNYecKoin
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radiust# exit

WOP-3L-EX(config):/interface/wlanl-va0/vap# exit

WOP-3L-EX(config):/interface/wlan1-va0# common

WOP-3L-EX(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOYKN AOCTYMA)
WOP-3L-EX(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)
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7.3.2 Hactpoiika VAP c wndposaHnem OWE

CospgaHue VAP c wuncpposaHuem OWE

WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-3L-EX(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-3L-EX_owe' (13veHeHne nveHu SSID)
WOP-3L-EX(config):/interface/wlan1-va0/vap# ap-security
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexum LnchposaHms OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-3L-EX(config):/interface/wlan1-va0/vap# radius

WOP-3L-EX(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHve OTripaBky cOOBLLEHN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-password secret (rge secret — naposs 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-periodic true (B 1t04eHNE NEpnoanYeckoin
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radiust# exit

WOP-3L-EX(config):/interface/wlanl-va0/vap# exit

WOP-3L-EX(config):/interface/wlan1-va0# common

WOP-3L-EX(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOYKN AOCTYMA)
WOP-3L-EX(config):/interface/wlanl-va0/common# save (coxpaHeHve HacTpoek)
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7.3.3 Hactpoiika VAP c wudposaHnem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# wlanl-va0 (HacTpoiika ckpbiToro VAP ¢ wudgposaHnem OWE. K Hemy ByayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WOP-3L-EX(config):/interface/wlan1-va0O# vap

WOP-3L-EX(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-3L-EX_owe' (13veHeHne nveHu SSID)
WOP-3L-EX(config):/interface/wlan1-va0/vap# hidden true (ckpbiTh VAP)
WOP-3L-EX(config):/interface/wlanl-va0/vap# ap-security
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexxum LuchposaHms OWE —
LUMdpoBaHHOE coearHeHne 6e3 BBoAa Napons. B Takom pexmnme cMOryT NOAKAUUTLCSA TONbKO KTUEHTbI
Wi-Fi 6)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# owe-transition-interface wlanl-val (ykazaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
TekyLwmm VAP c wndpposaHnem OWE, a npoune knneHTol 6yayT paboTarb € OTKPbIThbIM VAP)
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-3L-EX(config):/interface/wlanl-va0/vap# exit

WOP-3L-EX(config):/interface/wlan1-va0# common

WOP-3L-EX(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOYKN AOCTYMA)
WOP-3L-EX(config):/interface/wlan1-va0/common#exit

WOP-3L-EX(config):/interface/wlan1-vaO# exit

WOP-3L-EX(config):/interface# wlanl-val (HacTpoiika VAP 6e3 wngposaHus)
WOP-3L-EX(config):/interface/wlanl-val# vap

WOP-3L-EX(config):/interface/wlanl-val/vap# ssid 'SSID_WOP-3L-EX_open' (13veHeHne nveHu SSID)
WOP-3L-EX(config):/interface/wlanl-val/vap# ap-security (nepexop B 6510k HacTpoek pexrva 6e30nacHoCcTy
Ha VAP)

WOP-3L-EX(config):/interface/wlanl-val/vap/ap-security# mode off (pexumv wndposanus off — 6e3 napons)
WOP-3L-EX(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-vao0 (ykasaHve VAP
C pexnmom LwmndgposaHnsa OWE, K KOTOPOMY HESABHO OyAyT NoAKIoUeHbl KnueHTsl Wi-Fi 6, ocTa/lbHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WOP-3L-EX(config):/interface/wlanl-val/vap/ap-security# exit

WOP-3L-EX(config):/interface/wlanl-val/vap# exit

WOP-3L-EX(config):/interface/wlanl-val# common

WOP-3L-EX(config):/interface/wlanl-val/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOYKN AOCTYMA)
WOP-3L-EX(config):/interface/wlanl-val/common# exit

WOP-3L-EX(config):/interface/wlanl-val# save (coxpaHeHne HacTpoek)
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7.3.4 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# wlan1-va0

WOP-3L-EX(config):/interface/wlan1-va0O# vap

WOP-3L-EX(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-3L-EX_Wpa2' (n3vieHeHve nveHn SSID)
WOP-3L-EX(config):/interface/wlanl-va0/vap# ap-security
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexum wngposarus — WPA/
WPA2)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1104/naposis,
HEeoO6XoANMbIA A5 NOAKUYEHUS K BUPTYaslbHOM TOUke AocTyna. [AvHa Kda Ao/mkKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-3L-EX(config):/interface/wlan1-va0/vap# radius

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHve OTripaBky cOOBLLEHN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposis 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1t04eHNE NEepnoanYeckoin
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radiust# exit

WOP-3L-EX(config):/interface/wlanl-va0/vap# exit

WOP-3L-EX(config):/interface/wlan1-va0# common

WOP-3L-EX(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOWM TOYKN AOCTYMA)
WOP-3L-EX(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

===
= ==

71



PykoBogacTso no akcnayataunn WOP-3L-EX

7.3.5 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# interface

WOP-3L-EX(config):/interface# wlan1-va0

WOP-3L-EX(config):/interface/wlan1-va0O# vap

WOP-3L-EX(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-3L-EX _enterprise' (13veHeHne nveHn SSID)
WOP-3L-EX(config):/interface/wlan1-va0/vap# ap-security
WOP-3L-EX(config):/interface/wlan1-va0O/vap/ap-security# mode WPA_WPA2_1X (pexxum LU1hpoBaHnNs —
WPA/WPA2-Enterprise)

WOP-3L-EX(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap# radius

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# domain root (rze root — gomMeH nosbL30BaTesis)
WOP-3L-EX(config):/interface/wlan1-va0O/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTcs Ais ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WOP-3L-EX(config):/interface/wlanl-va0O/vap/radius# auth-password secret (r7e secret — naposs a4
RADIUS-cepBepa, Crnosib3yeMoro ans ayTeHTuumkaumm n agTopusawmm)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHve OTripaBky cOOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-3L-EX(config):/interface/wlan1-va0/vap/radius# acct-password secret (r7e secret — naposib 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0O/vap/radius# acct-periodic true (Bx/1t04eHNE NEprnoanYecKoin
oTnpaBkM coobLeHnii «<Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radiust# exit

WOP-3L-EX(config):/interface/wlan1-va0/vap# exit

WOP-3L-EX(config):/interface/wlan1-va0# common

WOP-3L-EX(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOYKN AOCTYMA)
WOP-3L-EX(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)
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7.3.6 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmeit

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# interface

WOP-3L-EX(config):/interface# wlan1-va0

WOP-3L-EX(config):/interface/wlan1-vaO# vap

WOP-3L-EX(config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
WOP-3L-EX(config):/interface/wlanl-va0/vap# ap-security
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# mode off (pexviv wndposanns off — 6e3 napons)
WOP-3L-EX(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-3L-EX(config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-3L-EX' (n3meHeHve nveHn SSID)
WOP-3L-EX(config):/interface/wlan1-va0/vap# captive-portal
( )
( )

===

WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-3L-EX(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bx/110unTE MAC-
aBTOpM3aLMio NOPTa/ibHbIX NONb30BaTesnei Yepes APB cepBuC (A0CTYNHO TO/bKO € SoftWLC 1.34.1 v Bbilue).
Mo ymonyaHwuto: false)

WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap# radius

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# domain root (rze root — gomMeH no/sbL30BaTesis)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHVe OTrIpaBky cCOOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-password secret (r7e secret — naposib 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-3L-EX(config):/interface/wlanl-va0O/vap/radius# acct-periodic true (Bx/1t04eHNE NepnoanYeckoin
OTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radiust# exit

WOP-3L-EX(config):/interface/wlanl-va0/vap# exit

WOP-3L-EX(config):/interface/wlan1-va0# common

WOP-3L-EX(config):/interface/wlan1-va0/common# enabled true (Bk/10ueHVIE BUPTYas/IbHON TOYKN 40CTYNA)
WOP-3L-EX(config):/interface/wlanl-va0/common# save (coxpaHeHVe HacTpoek)

===
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7.3.7 HacTtpoiika VAP c BHelLHel nopTasibHOM aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexviv wncpposanus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-3L-EX(config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-3L-EX' (n3meHeHve nveHn SSID)
WOP-3L-EX(config):/interface/wlan1-va0/vap# captive-portal
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal# verification-mode external-portal (Bx/ioueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WOP-3L-EX(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOro
nopTasia B COOTBETCTBMM C Tabnuuen 9)
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal# enabled true
(
(
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WOP-3L-EX(config):/interface/wlan1-va0/vap/captive-portal# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap# radius

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopu3anunn)

WOP-3L-EX(config):/interface/wlanl-va0O/vap/radius# auth-password secret (r7e secret — naposns a1
RADIUS-cepBepa, Ucnosb3yemoro A5 aBTopusawmm)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasars MAC-
afipec knneHTa B KadecTtBe naposns B RADIUS 3anpocax. o ymonyaHuio: false)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmat MAC-
aZipeca KnneHTa, KoTopblin 6yaeTt domurypmpoBaTb B RADIUS 3anpocax. PyHKLUMOHaN paboTaeT TONbKO Mpu
ycnosum use-macaddr-as-password = true. 10 YMOMYAHMID: XXXXXXXXXXXX)
WOP-3L-EX(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

== ==

© /15 nonyyenuns nHcopmauun 06 anroputTMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTtp

<NAS_ID>

<NAS_IP>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>

<ORIGINAL_URL>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3afaH HY OQUH
13 aTux napameTpos, To B kayecTtse NAS ID B RADIUS- n HTTP'%S)-
naketax éyaet ncnonb3osarbca MAC-aapec T/,

IP-agpec T[,

[IOMEHHOE MMSI, KOTOPOE MOKa3blBAETCS KIMEHTY Npu
nepeHanpaeeHnm

MAC-agpec Toukn goctyna
MAC-agpec kKnueHTta
SSID

URL, KOTOpbI M3HaYaIbHO 3anpalunBasl KIMeHT
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7.3.8 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
cepsepa)
WOP-3L-EX(config):/interface/wlan1-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHchurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KOMYECTBO: 4)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |P-azgpec
aonosniHutenibHoro RADIUS-cepBepa B KOHurypaumn)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X. X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-3L-EX(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-port X (rne X — nopt RADIUS-
cepBepa, KOTOPbI UCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmnsaumm. Mo ymonyaHumio: 1812)
WOP-3L-EX(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-password secret (rje secret —
naposb ans RADIUS-cepBepa, NCNo/b3yemMoro Ansi ayTeHTudukaumm n aBTopusawm)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X. X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-3L-EX(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMOMb3YeTCcs AN akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-3L-EX(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (rje secret —
naposb Ans RADIUS-cepBepa, NCMNosb3yeMoro Ansi akkayHTUHra)
WOP-3L-EX(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nprvoputet RADIUS-
cepBepa. Ecnn npnoputeT He GbiN yKasaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBAThL NOPAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHOBHOro RADIUS-cepeepa)
config):/interface/wlanl-va0/vap/radius# backup (HacTporika gonosnHuTensHoro RADIUS-

PGS AR A AR A A
= ==

7.3.9 [ononHutencHble HacTpoiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-3L-EX(config):/interface/wlanl-va0/vap# vlan-id X (rze X — Homep VLAN-ID Ha VAP)

BknioueHue pexxuma Band Steer

WOP-3L-EX(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/toueHve pexvma Band Steer. [1na
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WOP-3L-EX(config):/interface/wlanl-va0/vap# vlan-trunk true (Bik/toueHvie VLAN Trunk Ha VAP. /14
oTKNtoveHns seeaute false)

BknroueHune General VLAN Ha VAP

WOP-3L-EX(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID.
[ns otknoveHns Beeaunte false)
WOP-3L-EX(config):/interface/wlanl-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WOP-3L-EX(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasi13 nproputeta ns nosis CoS (Class
of Service) TermpoBaHHbIX NAKETOB. 3HAYEHME NO YMONYaHUIO: true. B aTOM cnyyae aHanmM3npyeTcs
npuopuTeT 13 nons DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WOP-3L-EX(config):/interface/wlanl-va0/vap# mfp required (Bk/1t0uNTH 3alLUMTy management-kazpoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT KIMEHTa, KMEeHTbl 6e3 MFP He cmoryT
noAxKNUnNThLCS. capable — coBMecTMO ¢ MFP, KMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounteed. Ans
oTK/o4YeHns BeeauTe off)

Bk/oueHue UCnosib3oBaHus TLS npu aBTopusauum

WOP-3L-EX(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crons3osats TLS npyu asTopr3annn.
[ns otknoveHns Beeaute false)

BKNoYeHUue CKpbITOro SSID

WOP-3L-EX(config):/interface/wlanl-va0/vap# hidden true (Bk/itoueHne ckpbiToro SSID. 115 OTK/IHOUYEHNUS
BeeauTe false)

BknioyeHue nsonaymm KnneHTos Ha VAP

WOP-3L-EX(config):/interface/wlan1-va0/vap# station-isolation true (Bk/1t0ueHVIe n30NALMK Tpadvka Mexay
KnneHTamu B npegenax ogHol VAP. ina otknoueHns seegue false)
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OrpaHuuyeHne KonmvecTBa K/iMeHToB Ha VAP

WOP-3L-EX(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — makcymanbHo fonycTumMoe Ymcio
NnoAKNHYaeMbIX K BAPTYasibHOW CETU K/INEHTOB)

Bk/loueHue peninkauun MybTUKacToBoro Tpacgmka Ha VAP

WOP-3L-EX(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHve pennvkaumm
MynbTUKacToBOro Tpadpuka Ha VAP. [ina oTkioyeHns seegute false)

BkntoueHue Minimal Signal u Roaming Signal

WOP-3L-EX(config):/interface/wlan1-va0/vap# check-signal-enable true (Bk/110ueHne nCnosbL30BaHNA
doyHKuMoHasa Minimal Signal. Ana oTknoveHnsa seeauTe false)
WOP-3L-EX(config):/interface/wlan1-va0/vap# min-signal X (rge X — noporosoe 3HavyeHue RSSI, npu
AOCTXXEHMN KOTOPOro Touka OyAeT oTK/ouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WOP-3L-EX(config):/interface/wlanl-va0/vap# check-signal-timeout X (e X — nepunoz BpemMeHn B cekyHaax,
MO MCTEYEHNN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIOYEHUN KITMEHTCKOro 060pyAoBaHNs OT
BUPTYaUsibHON CETN)

WOP-3L-EX(config):/interface/wlanl-va0/vap# roaming-signal X (rze X — noporosoe 3HaueHune RSSI, npu
AOCTXXEHMN KOTOPOro NPOUCXOANT NEePEeKOYEHNE KITMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
foctyna. NapameTp MOXET NpUHMMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal 4o/MKeH ObITb
BblLle, Yem min-signal: ecnim min-signal =-75 gbM, TO roaming-signal Jo/MKeH GbITb paBeH, Hanpumep, -70
ABM)

WOP-3L-EX(config):/interface/wlan1-va0/vap# save (CoxpaHeHne HacTpoek)

BkntoueHve nepegaum aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WOP-3L-EX(config):/interface/wlan1-va0/vap# local-switching true (Bx/10ueHVe nepegayun aboHeHTCKoro
Tpadomka BHe GRE-TyHHens. [ins oTknoyeHns seeguTe false. 10 yMOI4aHMIO BbIK/THOYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WOP-3L-EX(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (r1e X — maxkcumasibHas cKopocTb
B Kbut/c)

WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1toueHne wennepa. Moxet
npuHUMaThb 3HadveHue: kbps — KouT/c, pps — nakeTbl/c, off — BbIK/1H04EHO)
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-3L-EX(config):/interface/wlanl-va0O/vap# save (coxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WOP-3L-EX(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (r1e X — makcymasibHas ckopocTb
B Kbut/c)

WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1t0ueHne weinepa. Moxer
npuHUMarthb 3HadveHue: kbps — KouT/c, pps — naketbl/c, off — BbIK/1H04EHO)
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-3L-EX(config):/interface/wlanl-va0O/vap# save (coxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WOP-3L-EX(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas cKkopocTb
B Kbut/c)

WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHUMarthb 3Ha4veHue: kbps — KouT/c, pps — naketbl/c, off — BbIK/1H04EHO)
WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-per-vap-rxi# exit
WOP-3L-EX(config):/interface/wlanl-va0O/vap# save (coxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WOP-3L-EX(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rze X — makcumasibHas cCKopocTb
B Kbut/c)

WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHUMarthb 3HadveHue: kbps — KouT/c, pps — nakeTbl/c, off — BbIK/1H04YEHO)
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-per-vap-txi# exit
WOP-3L-EX(config):/interface/wlanl-va0O/vap# save (coxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-3L-EX(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rae X — makcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WOP-3L-EX(config):/interface/wlanl-va0/vap# save (coxpaHeHvie HacTpoekK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WOP-3L-EX(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — MakcumasibHaa CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bx/1t0ueHve welinepa. MoxeT
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-bcast-txi# exit
WOP-3L-EX(config):/interface/wlanl-va0/vap# save (coxpaHeHvie HacTpoekK)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-3L-EX(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — makcrumarnbHas CKopocTsb B
KOUT/C NI NakeThbl/c)

WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/t0ueHve wenepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-mcast-rx# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WOP-3L-EX(config):/interface/wlan1-va0/vap# shaper-mcast-tx

WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-mcast-tx# value X (rge X — MakcrumasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-3L-EX(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bx/1t0ueHve Wwerinepa. MoxeT
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-3L-EX(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTpoiika KoHTponsa goctyna no MAC

WOP-3L-EX(config):/interface/wlan1-va0/vap# acl

WOP-3L-EX(config):/interface/wlanl-va0/vap/acl# mac
WOP-3L-EX(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XX XXX XOEXHKXX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb A0CTYN. ANa yaaneHus agpeca us
cnucka ucnosnbayiite komaHay del)

WOP-3L-EX(config):/interface/wlanl-va0/vap/acl/mac# exit
WOP-3L-EX(config):/interface/wlanl-va0/vap/acl# policy allow (BbIGOp NonUTHKK. BO3MOXHbIE 3HAYEHNS:
allow — paspeLuaTb NOAKNOYEHNE TONBKO TEM KaneHTam, MAC-aapeca KOTOpbIX COAEePXaTCcs B CMMCKE;
deny — 3anpeuwiarb Nogk/4eHne knneHtTam, MAC-agpeca KOTOpbIX COAepXarcs B CNMCKe. 3HavyeHne no
yMO/14aHuio: deny)

WOP-3L-EX(config):/interface/wlanl-va0/vap/acl# enable true (Bk/t0ueHne KOHTpoONA goctyna no MAC. Ang
oTKNtoveHns seeaute false)

WOP-3L-EX(config):/interface/wlanl-va0/vap/acl# exit

WOP-3L-EX(config):/interface/wlanl-va0/vap# save (coxpaHeHvie HacTpoekK)

=

HacTpoiika 6510KMpPOBKM NOAK/IOHEHUSA NoNb3oBaTeneil, nogMmeHsawmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xoaumMo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHOYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOrO yCTpoKcTBa (w3, MK 1 npoyee), To HeO6X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnepyowme pexmmMbl paboThbl:

on-connect — pexum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHUS YCTPOUCTB Yepes Wi-Fi, B cnyvae ecnv MAC-
azpec yxe n3yyeH Ha Ethernet-nopTy To4ku [OCTYNa;

by-eth-event — pexum OTKNHOYaAET NOAKNHOYEHHOTO KnneHTta no Wi-Fl, B cnyyae ecnv ero MAC-agpec ctan
n3y4yeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm noMoraeT ounLaTb CTapyto 3anucb O K/IMEHTE Npu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, TO eCTb 6/10KMpyeT NoAKNHYEHNE HOBOTO
nosnb3oBaresnisa no Wi-Fi, a Takke OTK/Il0HaEeT paHee NoAKI0YEeHHOro B c/iyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

Q Mpu BbicTaBneHnn pexxumos full 1 on-connect poymMuHr Wi-Fi KMMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/VEeHTa nonagatoT Ha OCTaslbHbIe TOYKM AOCTYyna CeTu, 1
ero MAC nsyyaetcs Ha BCexX Toukax AOCTyna CeTu, No3ToMy Npu POYMUHTE KIMEeHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/itoyeHne MOXeT NPOUCXOANTb
AnnTesibHoe Bpems.

WOP-3L-EX(config):/interface/wlan1-va0/vap# fdb-filtering
WOP-3L-EX(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHve dyHKUOHaNa. A
oTko4veHns Beegute false. 3HaueHve no ymonyaHuto: false)
WOP-3L-EX(config):/interface/wlan1-va0/vap/fdb-filtering # mode full (BL100p pexrmva paboTsl. 3HavyeHne no
yMoO/14aHuto: by-eth-event)

WOP-3L-EX(config):/interface/wlan1-va0/vap/fdb-filtering # exit

WOP-3L-EX(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-3L-EX(config):/interface/wlan1-va0O/vap/ft-config# r0-key-holder-id 12345 (yHuKaIbHbIV KIHOY 15
[aHHOI VAP)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBnagarb Ha
BCTpeYHbIX VAP)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
nHTEepderica BCTPEeUYHOM Toukn goctyna — TA_2)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0UeHNEe paboThl TOUKM OCTYMA Mo
NPOTOKO/Yy 802.11r)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-anpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/Ka/IbHLIV KTHOY 15
AaHHoro VAP)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBnagarb Ha
BCTPEYHbIX VAP)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHKa IbHLIN
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHNEe paboThl TOUKM OCTYMA Mo
npoTokosny 802.11r)

WOP-3L-EX(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINPPOBaHHbIE). EC/IM Ha ToUKe AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To npu NoAKNUEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/1e
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rzae 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/1e
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-3L-EX(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKM
[ocTyna no npotokosy 802.11k)

WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-3L-EX(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/10UeHVE PabOThI TOUKY
[ocTyna no npotokosy 802.11k/v)
WOP-3L-EX(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpPOeK)

7.4 Hactpolika AirTune

HacTpolika AirTune

WOP-3L-EX(config):/# airtune

WOP-3L-EX(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — |P-
agpec cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WOP-3L-EX(config):/airtune# dca true (Bk/1l0uEHVE (DYHKLMOHAIA AMHAMUYECKOTO pacnpeaesneHuns
KaHanoB. 519 oTktoueHns Beeaute false)

WOP-3L-EX(config):/airtune# tpc true (Bk/1l0ueHne (PyHKLMOHaIa aBTOMAaTUHYECKOro

ynpaBneHns MOLLHOCTLHO. 19 oTktoueHns BeeauTe false)

WOP-3L-EX(config):/airtune# load-balance-80211v true (Bx/10ueHVIe (DYHKLOHAIA BaaHCUPOBKN
KnneHToB. [Ans oTkNtoueHns seegue false)

WOP-3L-EX(config):/airtune# enabled true (Bx/1t0ueHVe B3avmoaencTens ¢ cepsmucom AirTune. 114
oTKNoueHns seeguTe false)

WOP-3L-EX(config):/airtune# save (coxpaHeHve HacTpoek)

[nsa aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEOOX0AMMO BKIHOUNTb
doyHKumoHan 802.11r, 4N 3TOro BbINOAHUTE Crieayowme HacTPOKN:

HacTtpoiika 802.11r yepes AirTune

WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t04eHne paboThl TOUKK [OCTYMA M0
NpPOTOKO/y 802.11r)
WOP-3L-EX(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)

[ns aBTomartuyeckoii HacTpoiiku 802.11k/v yepes cepsuc AirTune Ha Touke A4OCTyna HeEO6X0AMMO BK/HOUUTL
dyHkumnoHan 802.11k/v Ha SSID, gn1a 3TOr0 BbINOHUTE CNEeAYHOLME HACTPONKK:
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HacTpoliika 802.11k/v uepes AirTune

WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHVe NOALEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOWN TOUKEe A0CTYNa)
WOP-3L-EX(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumm koHTponnepa SoftWwLC.

7.5 HacTtpoiiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin Bbibop paboyero kaHana. s 1oro 4toobsbl
YCTaHOBUTb KaHas1 BPYUHYH UM CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paaguouHTepdeiica

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# wlan0

WOP-3L-EX(config):/interface/wlan0# wlan

WOP-3L-EX(config):/interface/wlan0/wlan# radio

WOP-3L-EX(config):/interface/wlan0/wlan/radio# channel X (r1e X — HOMep cTarnyeckoro kaHana, Ha
KOTOpoM ByaeT paboTtarb To4uka)

WOP-3L-EX(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t0ueHVe aBTOBLIOOPA KaHasa. 11
BK/IOYEHMA BBEAUTE true)

WOP-3L-EX(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1l0uEHNE NCNONB30BAHUA
OrpaHMYeHHOro cnucka kaHasos. NS BKNOYEHUS BBeauTe true)
WOP-3L-EX(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wmnpuHa kanana. MNapametp moxet
npuHMMaThb 3HaveHue: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-3L-EX(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MOLLHOCTV B ABM. [NapameTp
MOXET NpUHUMaTh 3HayeHue: ans Radio 1: 11-16 Abm; ansa Radio 2: 11-19 aobm)
WOP-3L-EX(config):/interface/wlan0/wlan/radio# tx-power-min X (r1e X — MYHMMasIbHLI YPOBEHb
MOLLIHOCTM B ABM. lMapaMeTp MOXET NpuHMMaTb 3HaveHune: and Radio 1: 11-16 abm; as1s Radio 2: 11-19
ABM)

WOP-3L-EX(config):/interface/wlan0/wlan/radio# tx-power-max X (r1e X — MakcymasibHbIA YPOBEHb
MOLLIHOCTM B ABM. lMapaMeTp MOXET NpuHMMaTb 3HavyeHune: and Radio 1: 11-16 abm; an1s Radio 2: 11-19
ABM)

WOP-3L-EX(config):/interface/wlan0/wlan/radio# save (CoxpaHeHne HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NPUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

7.5.1 [ononHutenbHble HacTpoiikm Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WOP-3L-EX(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/10ueHVIEe NCNONB30BaHNA
OorpaHnYeHHOro crnMcka kaHaoB B paboTe aBToBbIOOpa KaHau10B. AN BbikNoveHnst BeeauTe false)
WOP-3L-EX(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasbl AvanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdeinc)

N3meHeHne OCHOBHOIoO KaHasna

WOP-3L-EX(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MOXeT npuHUMaTH
3HauyeHue: lower, upper. 1o ymonuaHuto: ans Radio 1: lower; as1s Radio 2: upper)

BknroyeHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBaJ1a

WOP-3L-EX(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EHVE MCMO/L30BAHNSA YKOPOYEHHOTO
3alMTHOrO NHTepBasia 4s1s nepefaqn gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkoveHus Beeaute false)

BknroueHue STBC

WOP-3L-EX(config):/interface/wlan0/wlan/radio# stbc true (Bk/t0UeHVe MeTOLa NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoanpoBaHus (STBC), HanpaBNeHHOro Ha MOBbILLEHNE HAAEXHOCTN nepeaaym
AaHHbIX. s oTknoveHns seeante false)
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BknioueHue arperauumn

WOP-3L-EX(config):/interface/wlan0/wlan/radio# aggregation true (Bk/t0ueHve arperaymmn Ha Radio —
nogaep>xkn AMPDU/AMSDU. ina oTkntodeHns seeauTte false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WOP-3L-EX(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1H04EeHVE LCMO/IL30BaHNISA
KOpPOTKOW npeambynbl naketa. Ansa otknoveHns seegute false)

BknroueHue Wi-Fi Multimedia (WMM)

WOP-3L-EX(config):/interface/wlan0/wlan/radio# wmm true (sxtoueHne nogaepxky WMM (Wi-Fi Multimedia).
[na otknoveHus seegute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTCca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-3L-EX(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTtsl MexaHnsma DFS. MoxeT
npuH1UMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHasbl 4OCTYMNHbI AN Bbl6opa; auto —
MexaHn3M Bk/toYeH; disabled — mexaHn3M BblktoYeH, DFS-KaHas bl He AOCTYNHbI AJ/19 BblI6opa)

BknroueHue pexuma aBTOMAaTUUYECKOW CMEHbI LWNPUHBbI KaHana

WOP-3L-EX(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0UeHNE pexrva aBToMaTnyeckon
CMeHbI LUMPWHBI KaHana ¢ 40 MMy, Ha 20 MI'L, npuv 3arpyXeHHom paauoadupe. na oTKNHYeHA BBeAUTE
false)

BknioueHue weiinepa Broadcast/Multicast

WOP-3L-EX(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (e X — orpaHnyeHne nepegayn
LLIMPOKOBELLATE/TbHOIO/MY/ITUKACTOBOrO Tpadrka No 6ecnpoBOAHON CETU, yKa3blBaETCSA IMMUT A5
LUMpOKOBeLlaTeNbHOro Tpadvka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WOP-3L-EX(config):/interface/wlan0/wlan/radio# qos

WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04eHNE NCNOL30BAHNSA (DYHKLNIA,
obecneunBaroLLMx Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). nst oTkntoueHns seeauTe false)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpoB QoS TOUKM A0CTyna,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki aifs X (rae X — Bpems oxungaHus kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauyasibHOe 3HaveHve
BPEMEHM OXuaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHumaet
3HauveHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMin HE MOXET MPEBbILLIATb 3HAYeHne cwMax)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — mMakcmvasibHoe 3HavyeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (r1e X — nHTepBasi BpemMeH B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# exit
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS cTaHuuy
KnueHTa: Tpadiuk nepefaeTca oT CTaHUMN KNMeHTa A0 TOYKM A0CTyna)
WOP-3L-EX(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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7.6 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoASATCA NpUMepbl HAacTpokm onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HayeHve onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# wlan0 (HacTpoiika 6yaeT nponsBogmTbea ansa Radio 2.4 'y, Ecnin
Heobxo4MMOo HacTpouThb 82 onuuio Ha Radio 5 'y, — BBeguTe wlanl)

WOP-3L-EX(config):/interface/wlan0# common

WOP-3L-EX(config):/interface/wlan0/common# dhcp-snooping
WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p paboThl
DHCP snooping B pexvme 3aMeHbl U1 NOACTaBNEHUS ONuun 82)
WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpOoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUTYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CriedytoLlime napameTpsbl:
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HacTtpoiika napameTpoB onuuu 82

WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (e
custom — 3aveHa cogepxrmoro CID Ha 3HaveHne, ykazaHHoe B napamvetpe dhcp-option-82-custom-CID. [
apameTp MOXeT npuHumMmaTb 3HayeHnsa: APMAC-SSID — 3ameHa cogepxxmmoro CID Ha <MAC-agpec TOUKK
foctyna>-<ums SSID>. SSID — 3ameHa cogepxmumoro CID Ha nms SSID, K KOTOPOMY MOAK/YEH KINEHT. 1o
ymon4yaHuo: APMAC-SSID)

WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3aveHa coaepxmoro RID Ha 3HaveHne, ykaszaHHoe B napamMeTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMEHTCKOoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku aocTtyna. APdomain —
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMTCA Touka goctyna. Mo ymonyanuto: ClientMAC)
WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HayeHve oT 1 40 52 CMMBOJ/10B, KOTOpOe ByaeT nepegasatbes B CID. Ecnv 3HaveHue
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsaTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kn goctyna>-<ums SSID>)
WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HayeHve oT 1 4,0 63 CMMBOJ/I0B, KOTOPOe ByaeT nepegasaTtbcA B RID. Ecv 3HaveHue
napaveTpa dhcp-option-82-custom-RID He 3a/1aH0, TOUKa ByAeT N3MeHATh RID Ha 3HaYeHue no
ymonyaHuo: MAC-agpec KIMEHTCKOro YCTPONCTBA)
WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (85160p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B KauecTBe pasaenntens
BbICTynaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3fenntenst BbiICTynaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-3L-EX(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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7.7 Hactpoiika pennvkaunn DHCP

© Hactpoiika akTBMpyeT thyHKLMOHaN npeobpasosanuna broadcast DHCP-0TBeTOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# wlanl

WOP-3L-EX(config):/interface/wlan1# common

WOP-3L-EX(config):/interface/wlanl/common# dhcp-snooping
WOP-3L-EX(config):/interface/wlan1l/common/dhcp-snooping# dhcp-replication-mode true (Bk/1toueHne
pennukaumm DHCP. o yMO/4aHUIO BbIK/HOYEHO, false)
WOP-3L-EX(config):/interface/wlan1l/common/dhcp-snooping# save (CoxpaHeHne HacTpOoek)

7.8 Hactpoiika pennvkaumm ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO A5 KaX/A0ro paguonHTepdeiica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOIiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# wlan0

WOP-3L-EX(config):/interface/wlan0# common

WOP-3L-EX(config):/interface/wlan0/common# arp-suppression
WOP-3L-EX(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHve arp-suppression.
Mo ymon4yaHuio BbIK/KOYEHO: false)

WOP-3L-EX(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasnenve
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpachkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, TO nakeTbl 6yayT nepegaBartbcs
LUMPOKOBeLLaTesibHO. Mo yMO/4YaH1Io BK/IKOYEHO: true. PaboTaeT TO/IbKO C BK/IIOYEHHbIM arp-suppression)
WOP-3L-EX(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHve HacTpoek)
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7.9 CuCTEMHble HACTPOWKK

7.9.1 OG6HoBneHue MO ycTpoiicTea

OGHoBneHue MO Touku goctyna no TFTP

WOP-3L-EX(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><HasBaHue chaiina NMNO> (npnvep:
firmware upload tftp 192.168.1.15 WOP-3L-EX-2.7.2_build_X.tar.gz)
WOP-3L-EX(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WOP-3L-EX(root):/# firmware upload http <URL gnsa ckaumBaHua daiina MO> (npuvep: firmware upload
http http://192.168.1.100:8080/files/WOP-3L-EX-2.7.2_build_X.tar.gz)
WOP-3L-EX(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-3L-EX(root):/# firmware switch

7.9.2 YnpaBneHue KoHurypaumen yctponctea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-3L-EX(root):/# manage-config reset-to-default

C6pocC KOHhUrypauum ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WOP-3L-EX(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-3L-EX(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WOP-3L-EX(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-3L-EX(root):/# manage-config apply (npumeHeHne KoHurypawym Ha ToUKy AoCTyna)
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7.9.3 Mepesarpyska ycTpoincTtea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-3L-EX(root):/# reboot

7.9.4 HacTpoiika pexuma ayTeHTudunkaLmm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# authentication

WOP-3L-EX(config):/authentication# admin-password <HoBbIV naponb Ana yyeTHoi 3anucu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WOP-3L-EX(config):/authentication# save (coxpaHeH/e HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# authentication

WOP-3L-EX(config):/authentication# user

WOP-3L-EX(config):/authentication/user# add userX (rze userX — vims HOBOW y4eTHOU 3anvcu. [Ans yaaneHus
ncnonb3ynte komaHay del)

WOP-3L-EX(config):/authentication/user# userX

WOP-3L-EX(config):/authentication/user/userX# login userX (rae userX — 1ms HOBOW YYeTHOM 3anucn)
WOP-3L-EX(config):/authentication/user/userX# password <[laponb Ana yyeTHoW 3anucu userX> (0T 1 10
64 CMBOJIOB, BK/1HO4asA NlaTHCKMEe ByKBbl U LnpbI)

WOP-3L-EX(config):/authentication/user/userX# role admin (nosib30BaTe/NO BbLIAAKTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WOP-3L-EX(config):/authentication/user/userX# save (CoxpaHeHne HacTpoek)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# authentication

WOP-3L-EX(config):/authentication# radius

WOP-3L-EX(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WOP-3L-EX(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3YeTCA A18 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WOP-3L-EX(config):/authentication/radius# auth-password secret (rze secret — ko4 4519 RADIUS-cepBepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WOP-3L-EX(config):/authentication/radius# exit

WOP-3L-EX(config):/authentication# radius-auth true (Bk/1toueHVe pexvma ayteHTudgukauun yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WOP-3L-EX(config):/authentication# save (coxpaHeHue HacTpoek)

_ ===

o Mpu ayteHTUdmkaumm yepes RADIUS-cepBep He06X0AMMO 0643aTeNbHO Co34aThb JIOKa/IbHYHO YHETHYHO
3anucb, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgMnKaLmsa npoiaeT no SI0KasibHOM
YYETHOI 3anuncu.

7.9.5 HacTtpoiika gatbl 1 BpeMeHu

KoMaHAbl AN HACTPOIiKM CUHXPOHU3aL MU BpeMeHu ¢ cepBepomM NTP

WOP-3L-EX
WOP-3L-EX
WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHne pexxumva paboTsl ¢ NTP)

config):/date-time# ntp

WOP-3L-EX(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WOP-3L-EX(config):/date-time/ntp# alt-servers (ycTaHOBKa A0MNONHUTENBHLIX NTP-cepBepos)
WOP-3L-EX(config):/date-time/ntp/alt-servers# add <lomeHHOe umsi/IP-agpec NTP-cepsepa B
KOHdrypauumn> (cosgaHme pasgena KoHgurypaunum gononHutensHoro NTP-cepeepa. MakcumasibHoe
KO/IMYecCTBO: 8. 19 yaanieHns ncnosb3yinte komaHay del)

WOP-3L-EX(config):/date-time/ntp/alt-serversi# exit

WOP-3L-EX(config):/date-time/ntp#exit

WOP-3L-EX(config):/date-time# common

WOP-3L-EX(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemMeHHO
30HbI)

WOP-3L-EX(config):/date-time/common# save (coxpaHeHVe HacTpoek)

PR AGS AR AR AR A
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7.9.6 [ononHuTenbHble HACTPONKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# system

WOP-3L-EX(config):/system# global-station-isolation true (Bx/10ueHVIe r106a1bHON N305LMK Tpadhrka
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WOP-3L-EX config):/system# save (coxpaHeHve HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# system

WOP-3L-EX(config):/system# hostname WOP-3L-EX _room2 (rge WOP-3L-EX_room2 — HOBOE UMS
yCcTpolicTBa. MNapameTp MOXET cogepXatb OT 1 40 63 CUMBOJIOB: IATUHCKNE 3ar/iaBHble U CTPOYHbIE
OYKBbI, LMhpbIl, 3HaK Aedinc «-» (AedInc He MOXET ObITb NOC/IEAHUM CMMBOJIOM B UMEHN). [0 yMoi4aHuio:
WOP-3L-EX)

WOP-3L-EX(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# system

WOP-3L-EX(config):/system# ap-location ap.test.root (/e ap.test.root — foMeH y3na gepesa yCTPOUCTB
cucTeMbl ynpasneHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WOP-3L-EX(config):/system# save (COxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# system

WOP-3L-EX(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
ngeHTndukarop gaHHol TA. MNapameTp npeaHasHayveH ansa naeHtTudmkaumm yctpoiictea Ha RADIUS-
cepsepe, B cnyyae, ecnv RADIUS oxunaaeTt 3HavyeHue, oTanyHoe ot MAC-agpeca. Mo ymonyaHumio: MAC-

appec T/)
WOP-3L-EX(config):/system# save (COxpaHeHne HacTpoek)
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HacTtpoiika LLDP

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# lldp

WOP-3L-EX(config):/lldp# enabled true (BkntoueHve doyHKumoHana LLDP. 18 oTkodeHus seeaute false.
Mo ymon4yaHuio: true)

WOP-3L-EX(config):/lldp# tx-interval X (rge X — nsmeHeHue nepuoga otnpasku LLDP-cO06LeHNIA.
Bo3moXHble 3Ha4YeHus: 1-86400. Mo ymonyaHumto: 30)

WOP-3L-EX(config):/lldp# system-name WOP-3L-EX_reserv (e WOP-3L-EX_reserv — HOBOE 1M YCTPOCTBA.
Mo ymonyaHuto: WOP-3L-EX)

WOP-3L-EX(config):/lldp# save (coxpaHeHVe HacTpoek)

7.10 HacTpolika napameTpoB NopTasibHO aBTopM3aLmm

HacTpolika napaMeTpoB NnopTanbHOIi aBTOpU3aLun

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# captive-portal

WOP-3L-EX(config):/captive-portal# ap-ip-alias <A, oMeHHOe MMA> (LOMEHHOE VMS, Ha KOToOpoe ByaeT
coBepLUaTbCcs nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuto: redirect.loc)
WOP-3L-EX(config):/captive-portal# tinyproxy-https true (Bk/1t0ueHvie nepeHanpasneHns KIMeHTOB Mo
npotokony HTTPS. s nepeHanpasneHns no npotokony HTTP BeeauTe false. Mo ymonyaHuto: false)
WOP-3L-EX(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOr0 MeHM, ykasaHHOro B ap-ip-alias, GyeT nepexsayeH TO4Kol A0CTyna. Ha aToT
3anpoc 6yaeT oTnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukun goctyna.

HacTpolika UMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CcepBepoM aBTopusauum

WOP-3L-EX
WOP-3L-EX

root):/# configure

config):/# captive-portal

WOP-3L-EX(config):/captive-portal# web-redirector

WOP-3L-EX(config):/captive-portal/web-redirector# param-names
WOP-3L-EX(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika
MMEHW NapameTpa, coaepalllero ncxoAHblii URL, 3anpoLUeHHbI KnneHToM. KnneHT byaet
nepeagpecoBaH Ha AaHHbIi URL B c/lydae ycneLiuHon aBTopusaLmm)
WOP-3L-EX(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxatlero URL, kyaa byaeT nepeagpecoBaH K/IMEeHT B C/lyyae oLInbKM aBTopusaLmm)
WOP-3L-EX(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoZlepXallero /I0rvH ANs KAneHTa)
WOP-3L-EX(config):/captive-portal/web-redirector/param-names# password pass (HacTporika nmeHn
napameTpa, CoZiepXallero naposb A8 KNNeHTa)
WOP-3L-EX(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHvie HacTpoek)

_ =A==

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpos B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCA TOYKOIN gocTyna.
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7.10.1 ¥YnpaBsneHue noptasibHbIM cepTutrkaTom

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WOP-3L-EX(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue
cpaitna> (npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WOP-3L-EX(root):/# manage-certificates portal upload http <URL gnsa ckaunsaHus cainna NMNO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WOP-3L-EX(root):/# manage-certificates portal erase

7.11 HacTpolika cepuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# captive-portal

WOP-3L-EX(config):/captive-portal# apbd

WOP-3L-EX(config):/captive-portal/apbd# roam_service_url <Appec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-3L-EX(config):/captive-portal/apbd# enabled true (Bx/1t0ueHve cepsuca APB. [119 OTK/IHOUEHNSA BBEAUTE
false)

WOP-3L-EX(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)
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7.12 MOHUTOPUHT

7.12.1 Wi-Fi knneHtnbl

[N BbIBOJla MOHUTOPUHIa NoAKMtoueHHbIX Wi-Fi KNMeHTOB 1cnonb3yeTcs KoMaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napameTtp N>,

rae <mac-agpec kKnmeHta 1> ... <mac-agpec kimeHTa N> — mac-agpeca K/IMEHTCKUX YCTPONCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. A Toro 4tobbl BbIBECTM MHpOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-ajpeca kimeHta> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOK)yKa3HBaDTCﬂﬂapaMeprIMOHMTOpMHELHGO6XOAMMbE
[0/151 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE /11 BbiBOAA MO
KITMEHTY/KNIMEHTaM.

[ns BbIBOAA CnvcKa NOAKMIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HaXXMUTE Nnocsie monitoring associated-
clients knasuwy Tab.

WOP-3L-EX(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WOP-3L-EX(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WOP-3L-EX(root):/# monitoring associated-clients (11711 monitoring associated-clients all)

index | ©

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 32:5b:60:62:e0:a4
interface | wlan6-vao

rfid | ©

wid | ©

band | 2.4

ssid | WOP-3L-EX_2.4GHz-test
ip-addr | 192.168.1.15

authorized | false

captive-portal-vap | true

enterprise-vap | false

mfp | false

rx-retry-count | 27

tx-fails | ©

tx-period-retry | 11

tx-retry-count | ©

rssi-1 | -40

rssi-2 | -40

rssi | -40

snr-1 | ©

snr-2 | ©

tx-rate | MCS6 NO SGI 58.5

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:00:13
multicast-groups-count | 4

wireless-mode | n

using-802.11r | no

using-802.11k | yes

using-802.11v | yes

perftest-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 100

actual-tx-rate | 17

actual-rx-rate | 13

shaped-rx-rate | 14

actual-tx-pps | 6

actual-rx-pps | 7

shaped-rx-pps | 7

name | ©
Counter Transmitted Received
Total Packets: 80 165
TX success: 100
Total Bytes: 25744 23656
Data Packets: 75 98
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Data Bytes: 23513 19343

Mgmt Packets: 5 67

Mgmt Bytes: 281 277

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

dsssi1 0 | 0% 7 | 3%
ofdme 6 | 6% 7 | 3%
ofdm24 0 | 0% 63 | 35%
mcs4 0 | 0% 4 | 2%
mcs6 2 | 2% 0 | 0%
mcs7 85 | 91% 96 | 54%

Multicast groups:

MAC IP
33:33:00:00:00:FB XXX.0.0.251
33:33:FF:1A:92:E3 XXX.26.146.227
33:33:FF:95:B9:3A XXX .149.185.58
01:00:5E:00:00:FB XXX.0.0.251
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WOP-3L-EX(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKO/TbKO
mac-aZlpecos, Harnpvvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

hw-addr | bc:2e:f6:cc:85:46
interface | wlanl-va0
rfid | 1

wid | ©

band | 5

state | ASSOC AUTH_SUCCESS
ssid | WOP-3L-EX_5GHz-test
ip-addr | 192.168.1.20
hostname | Test-phone
dhcp-request-status | obtained
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10

tx-fails | ©
tx-period-retry | 1
tx-retry-count |

rssi-1 | -36

rssi-2 | -29

rssi | -36

snr-1 | 33

snr-2 | 33

snr | 33

noise-1 | -69

noise-2 | -62

noise | -62

tx-rate | VHT NSS1 MCS7 SGI 72.2
rx-rate | VHT NSS1 MCS9 LGI n/a
rx—bw | 26M
rx-bw-all | 26M

tx—bw | 20M

uptime | 00:00:06

mfp | false
wireless-mode | ac
perftest-capable | false
link-quality | 98
link-quality-common | 98
actual-tx-rate | 21
actual-rx-rate | 17
shaped-rx-rate | 16
actual-tx-pps | 4
actual-rx-pps | 12
shaped-rx-pps | 12
link-capacity | 76
multicast-groups-count | 3
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
twt-support | none

name | 1
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Counter Transmitted Received
Total Packets: 154 225

TX success: 100

Total Bytes: 53851 57504

Data Packets: 149 221

Data Bytes: 53559 57372

Mgmt Packets: 5 4

Mgmt Bytes: 292 132

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

ofdme 0 | 0% 6 | 2%
nssl-mcs5 0 | 0% 4 | 1%
nssl-mcs6 2 | 1% 5 | 2%
nssl-mcs7 102 | 68% 5 | 2%
nssl-mcs8 45 |  30% 8 | 3%
nssl-mcs9 0 | 0% 193 | 87%

Multicast groups:

MAC IP
33:33:ff:1e:66:bb XXX.30.102.187
33:33:00:00:00:fb XXX.0.0.251
01:00:5€:00:00:fb XXX.0.0.251
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dunbTpayus napameTpoB MOHUTOPUHTA

WOP-3L-EX(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNY€HHOIO KO/IM4ecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY K/TMEHTY, eCTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZlpecoB)

hw-addr
ip-addr
tx-rate
rx-rate
uptime

32:5b:60:62:e0:a4
192.168.1.15

MCS4 NO SGI 39
MCS6 NO SGI 58.5
00:09:51

WOP-3L-EX(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapaMeTPOB MOHUTOPMHIA NO BCEM K/TMEHTaM)

hw-addr
rssi-1

rssi-2
wireless-mode
interface

hw-addr
rssi-1

rssi-2
wireless-mode
interface

32:5b:60:62:e0:24
-40

-31

n

wlanO-va0

bc:2e:f6:cc:85:46
-33

-31

ac

wlanl-va®
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7.12.2 WHdopmaums 06 ycTpoiicTee

WOP-3L-EX(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WOP-3L-EX

2.7.2 build X
2.7.2 build X
2.7.2 build X

73

28

79

108

2.0

1.33

false

Eltex

Access Point
WOP-3L-EX
WOP-3L-EX
E8:28:C1l:xx XX XX
E8:28:C1l:xx XX XX
WP3C000555

1v3

false

false

firmware update
false
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WOP-3L-EX(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E201D050
subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBogacTBo no akcniyarauun WOP-3L-EX

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*x/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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7.12.4 CeteBas nHpopmaums

WOP-3L-EX(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | e8:28:clixx:xx:xx
rx-bytes | 4864149
rx-packets | 13751
tx-bytes | 2462399
tx-packets | 20753
IPv4 information:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses |
dns-servers |

WOP-3L-EX(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-3L-EX(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WOP-3L-EX(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WOP-3L-EX(root):/# monitoring lldp

Port Device ID Port ID System Name

7.12.5 becnpoBoAHble UHTEPMENCHI

WOP-3L-EX(root):/# monitoring radio-interface

name | wlanoe
status | on

band | 2.4 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 34%
thermal | 24

mode | b/g/n
name | wlani
status | on

band | 5 GHz
hwaddr | E8:28:Cl:xx:xx:Xxx
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 23%
thermal | 25

mode | a/n/ac/ax

Capabilities

TTL
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7.12.6 >KypHan cobbITuii

WOP-3L-EX(root):/# monitoring events

Jan 23 00:00:07 WOP-3L-EX daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WOP-3L-EX daemon.info configd[955]: The AP startup configuration was
loaded successfully.

Jan 1 03:00:14 WOP-3L-EX daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WOP-3L-EX daemon.info networkd[987]: DHCP-client: Interface br0 obtained
lease on 192.168.1.15.

Jan 23 07:17:14 WOP-3L-EX daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WOP-3L-EX_2.4GHz' into®

7.12.7 CkaHupoBaHue acupa

€ Bo Bpems ocylecTBNEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/OUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WOP-3L-EX(root):/# monitoring scan wi-fi
551D Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP wpa/wpa2-1x 68:13:E2:1D:8A:33 11 -45 20
AP wpaz2-1x 68:13:E2:28:A3:31 [ -46 20
AP wpa2 68:13:E2:1D:8A:31 11 -47 28
AP wpa2 68:13:E2:35:03:91 [ -48 20
AP wpaz/wpa3-1x 68:13:E2:03:92:D1 [ -49 20
AP off 68:13:E2:35:E9:D2 1 -50 20
AP off EC:B1:E@:8C:88:31 11 -51 28
AP off E8:28:C1:DA:C9:B1 1 -53 20
AP wpa2-1x EC:B1:E@:21:44:01 [ -53 20
AP wpa2/upa3-1x 68:13:E2:28:A3:8A 44 -38 28
AP off EC:B1:E@:8A:3E:99 48 -38 20
AP wpa2 68:13:E2:93:1A:72 36 -39 20
AP wpa/wpa2 68:13:E2:28:A2:DB 48 -48 28
AP off 68:13:E2:832:1A:71 36 -41 20
AP wpaz2-1x EC:B1:E@:0B:82:11 44 -41 20
AP wpa/wpa2-1x 68:13:E2:28:A2:D9 48 -41 28
AP wpa2 68:13:E2:8F:49:EB 48 -42 20
AP off EC:Bl:E@:0B:82:18 44 -42 20
AP wpa2 E@:D9:E3:73:86:E0 44 -43 80
AP off CC:9D:A2:(2:96:D8 48 -58 20

7.12.8 CnekTpoaHanuiarop

CnekTpoaHanumaarop npenoctasnisieT MHhopMaLnio 0 3arpy>XeHHOCTU KaHas10B B AnanasoHax 2.4 n 51Ty,
Pe3ynstaT BbIBOAMTCA B NPOLEHTAaX.

€ Bo Bpems paboThbl CekTpoaHaIM3aTopa NPOUCXOANT OTK/IIOUYEHUE BCEX KIMEHTOB OT TOUKM JOCTYNa.
KnneHTbl NogknouaTcs CHoBa TOMbKO TOrAQ, KOrga CneKTpoaHa/M3aTop 3akOHYMT CBOK paboTy.
Bpemsi aHanunsa Bcex pagnokaHasioB AByX AMana3oHOB COCTABAAET MPUMEPHO 5 MUHYT.
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© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WOP-3L-EX(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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7.13 Tony4yeHne oTnagovHon NHopmMalnm

KomaHpga ana c6opa otnagouyHou nHcpopmaumm
WOP-3L-EX(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1alo4HbIe AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosly TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WOP-3L-EX(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xxkkxkkkxkkkxkkkxkkkxkkkxkkkxx*| 62755 0:00:00 ETA
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8 BcrnomoraTesnbHble YTUANTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WOP-3L-EX(root):/# traceroute <TeCTUpPyeMbIA XOCT>

Mpumep ncnonb3oBaHUA

WOP-3L-EX(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

8.2 YTtunuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WOP-3L-EX(config):/# tcpdump --help

8.2.1 3axsaTt Tpadimka c Nb0Oro akTMBHOIO NHTepelica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-3L-EX(root):/# tcpdump -i eth0
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8.2.2 CHudppep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# interface

WOP-3L-EX(config):/interface# radioX (1159 gnanasoHa 2.4 ', — radio0, 119 5 T, — radiol)
WOP-3L-EX(config):/interface/radioX# common
WOP-3L-EX(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WOP-3L-EX(root):/# tcpdump -i radiol

8.2.3 HacTtpoiika yaaneHHol 3anucu gamna Tpaduka

B pasgene remote-capture BbINO/HAETCA yAa/IEHHAA 3anucb gamna Tpaduka.
YcTpoiicTBo nogaepxuaet npotokon RPCAP, no3sonsiowmii Npom3BoanTb 3annck gamna Tpadmka ¢
NHTepelica ycTponcTBa Ha yAasIeHHON MallMHe B PeXUMe OHAalH.

© /115 ynanéHHoro 3axsata NakeToB C paanonHTEPdEicoB HE0BX0AMMO NOAHATL UHTepdelic! radiol 1/
nnv radio1 13 npeaplayLero nyHkTa.

KomaHgb! AN HACTPOIiKM remote-capture

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# remote-capture

WOP-3L-EX(config):/remote-capture# enabled true (true — BritoueHve. 19 oTkioveHns seegute false)
WOP-3L-EX(config):/remote-capture# disable-authentication true (onuys nozsonaer oTkILUNUTEL
TpeboBaHue ayTeHTUdMKauumn npu godasneHnn yaaneHHoro nHTepdeinca Ha yaaneHHom xocTe. Mo
yMosyaHuio: false — ayTeHTMmKauua 3anpaluvBaeTcs)

WOP-3L-EX(config):/remote-capture# port 2002 (2002 — HOMep nopTa, KOTOPbLIV CNYXUT AJ1A NOAK/THYEHNSA
yA/IEHHON MalluuHbI. MapaMeTp NpuHMMaeT 3HavyeHus oT 1025 Ao 65530. Mo ymonyaHuio: 2002)
WOP-3L-EX(config):/remote-capture# save (CoxpaHeHVie HacTpoek)

[nsa ypanénHoro nogknoveHus ncnonb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa u nopt. Ans
3TOro, HanNpMMep, MOXHO 1cnosb3oBaTb Nnporpammy Wireshark. 3atem HeE06X0AMMO NONYUNTbL CINCOK
NHTepdencoB ansa CHUAUHra oT YCTPOICTBA, BbIOPATb OAMH U3 HUX 1 3anyCTUTb CHATME gamna C
yAaneHHoro nHTepdelica.
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8.3 Ytunuraiperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaensiowas CTopoHa Ha3bIBAETCS K/IMEHTOM, MPUHUMAtOLLAst — CePBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WOP-3L-EX(root):/# iperf --help

Mpumep 3anycka notoka Tpadomka ¢ T Ha cepBep:

HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WOP-3L-EX(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)

8.4 HacTtpolika pexuma Radar

®YHKUMOHaN NpeAHasHaveH ans cbopa MHopmaLmmn 0 KIIMEHTCKMX YCTPOMCTBAX B 30HE AeCTBUS TOUKM
JocTyna u nepefayn faHHbIX Ha CepBeEP-KOMIEKTOP.

8.4.1 HacTpoiika pagapa c OTnpaBKoii AaHHbIX N0 npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/#radar

WOP-3L-EX(config):/radar# enabled true (Bk/1t0ueHve doyHKUVOHasaA radar. 19 oTkioveHns seeguTe false)
WOP-3L-EX(config):/radar# url http://host:port/service (yka3biBaeTcs URL-CChbIIKa Ha CepBuUc, KOTOPbIN
6yaeT NnpuHMMaTh AaHHbIe OT Touku goctyna B JSON-chopmare. NMepenadva Bo3moxkHa no HTTP/HTTPS)
WOP-3L-EX(config):/radar# scan-interface all (nHTepcheiic, Ha koTopom ByaeT paboTark CKaHMpoBaHME.
Bo3moXxHble 3HaYeHus: wlan0 — nHtepdeiic 2.4 I'u, wlanl — nHtepdoeic 5 I'u, all — oAHOBPEMEHHO
24TTyn5ITwy)

WOP-3L-EX(config):/radar# send-interval 1 (nHTepBas1 OTNPaBkM AaHHbIX HA KOI/IEKTOP. 3Ha4YeHue no
YMOJ/I4aHWIO: 5 CEKYHA)

WOP-3L-EX(config):/radar# mac-source "probe data" (Bb100p TunNa gaHHbIX cobrpaembix B adhupe.
Bo3MoXHble 3HaueHus: probe — To/bKO probe request, assoc — TO/bKO Assoc, data — TonbKo data, all — Bce
TUMbI NAKETOB)

WOP-3L-EX(config):/radar# scan-channel-timeout 1000 (Bpenvs, Bble/IeHHOe Ha CKaHpoBaHue 0f4HOro
KaHana. 3HauyeHue no ymonyaHuto: 200 Mc)

WOP-3L-EX(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas [/19 CKaH/POBaHUs B AnanasoHe 2.4
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe A0CTYMNHbIE KaHaslbl)

WOP-3L-EX(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaJ1 [1/151 CKaHMPOBaHUA B AvanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WOP-3L-EX(config):/radar# save (coxpaHeHVe HacTpoek)
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8.4.2 HacTtpoiika pagapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WOP-3L-EX(root):/# configure

WOP-3L-EX(config):/# radar

WOP-3L-EX(config):/radar# url mqtt://host:port/service (ykasbiBaeTcs URL-CChbIIKa Ha CepBuUC, KOTOPLIN
6yaeT NpuHMMaTh AaHHbIe OT TOYKU AOCTYna no NpoTokony MQTT. Mpumep: mqatt://rtls.eltex.nsk.ru:1883/)
WOP-3L-EX(config):/radar# mqtt-username eltex (Vs nosib30BaTesIsa: HEOOXOAMMO /15 aBTOpU3aLmm Ha
cepBuce-KosekTope)

WOP-3L-EX(config):/radar# mqtt-password Password (napo/ib: Heobxoanm A5 asTopusaLy Ha cepsrce-
KoniekTope)

WOP-3L-EX(config):/radar# mqtt-topic input_mqtt_topic (ykassizaetca URL-naeHTncrkarop cyuHocTen B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WOP-3L-EX(config):/radar# scan-mode passive (pexvmv paboTsl pagapa, rae active — touka J0CTyrna To/bKO
CKaHupyeT ahmp 1 He NpefocTaB/IeT CEPBUC KNIMEHTaM; passive — TOUKa JoCTyna npegocrasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WOP-3L-EX(config):/radar# scan-interface all (nHTepdheiic, Ha koTopom ByaeT paboTark CkaHnpoBaHuE.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHtepdoeic 5 INu, all — ogAHOBPEMEHHO
24TTyn5ITw)

WOP-3L-EX(config):/radar# send-interval 1 (nHTepBas1 OTNpaBKnN AaHHbIX HA KOI/1IEKTOP. 3HaYeHne Nno
YMOJ/IHaHWIO: 5 CEKYHA)

WOP-3L-EX(config):/radar# mac-source "probe data" (sb100p TUNa gaHHbIX, cobrpaembix B adhupe.
Bo3MoXHble 3HaueHus: probe — To/1bKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbI NAKETOB)

WOP-3L-EX(config):/radar# scan-channel-timeout 1000 (Bpenvs, BblAe/IeHHOe Ha CKaHpoBaHve 0fHOro
KaHana. 3Ha4yeHue no ymonyaHuto: 200 Mc)

WOP-3L-EX(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas /19 ckaHMpoBaHuA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WOP-3L-EX(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaJ1 [1/151 CKaHMPOBaHNA B AvanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WOP-3L-EX(config):/radar# scan-min-signal -80 (nopor ypoBHs curHasa. Ecniv Touka goctyna BuanT
KNIMEeHTa C YPOBHEM HMXe yKkasaHHOro, MAC-afpec K/iMeHTa He nepefaeTcs Ha KONNEeKTop, U KIUEHT He
cunTaeTcs obHapyXXeHHbIM. Mo yMon4aHuio: 0, PyHKLMOHaN OTK/HOYEH)

WOP-3L-EX(config):/radar# enabled true (Bk/1toueHve doyHKUMOHana radar. A1 oTkitodeHns seegute false)
WOP-3L-EX(config):/radar# save (coxpaHeHve HacTpoek)
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9 Cnucok n3MeHeHNi
Bepcusa gokymeHTa Aata Bbinycka CopgepXaHue U3MeHeHu
Bepcusa 1.0 10.2025 MepBas nybnvkaums

Bepcusa nporpaMmHoro obecneyeHuns 2.7.2
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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