CepB1C MOHUTOPUHIA U yNpaBAEHUA KOHPUrypaumamu «Eltex» ECCM

TexHUUyeckoe onucaHue .’_“ie LTGX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

- MOHMTOpMHI’ COCTOAHUA U UHBEHTAPHbIX AaHHbIX yCTpOﬁCTB

— Peructpaumsa u aHanus cobbiTmii Ha 06opyaoBaHumn, obHapyKeHue
npobnem B cetn

— YnpaBneHue KOHGUrypaumMsamm yCTponcTB

— LleHTpanusoBaHHoe ynpaBnaeHue obHoBneHuem MO

— BblaeneHue rpynn ycTpoMcTB C pa3rpaHu4eHMem npas A0CTyna

— HacTpoiika npas u poneii nonb3oBarteneii cuctembl

— ABTOpM3aumA nonb3osBaTenemn yepes sHewHuii LDAP-/MSAD-cepsep
— XypHanupoBaHue ayTeHTUOUKaALMIA U AeUCTBUIA NoNb3oBaTenei

— KapTbl ceTeit c aBTomaTuyeckum obHapyykeHuem cBaseii no LLDP

— Mpadunueckuit uutepdeiic Hactpoiku firewall Ha ESR u WLC

— dMynATOp TEPMUHANA YCTPOUCTB

- lpynnoBble onepauun KOHGUrypuposaHua o6opyaoBaHuA
C nopaepKou wabnoHos Jinja

— basoBas peanusauus Zero Touch Provisioning (ZTP)

— Mactep co3gaHus IP-pabpuk

— LleHTpanusoBaHHOe ynpaBaeHne U MOHUTOPUHT 6ecnpoBOAHOM ceTu
- MoaaepxKa nuueHsuposBaHua ¢ Online/Offline ELM

— Noppep:kKa paboTbl Ha poccuiicknx OC

— MoHutopuHr bLUNA-060pyaoBaHusa

— WUHTerpauus c Peeper

ECCM — cepBUC MOHUTOPMHIA M YNpPaBAeHUA KOHPUTYpaLUAMM.

YrpaBaeHue oCyLLEeCTBAAETCA C MOMOLLbIO MOHATHOrO Be6-MHTEpdenca, KOTopbIM NpeaoCcTaBAsET YaA0OHbIe UHCTPY-
MEHTbI 4151 HACTPOMKMN CUCTEMbI M CETEBOrO 060pyA0BaHUA NOA HYKAbI NONIb30BaTENS.

PaboTa c KoHdUrypaumamm ycTpoucTs

CornacHo npasunaam, onpeaenieHHbIMM nosb3osatenem, cuctema ECCM aBTomaTMUYeCKM ULLET B CETU NoaAepKMBae-
Mble YCTPOMCTBA M HAUMHAET KOHTPOIMPOBATb BCE MOC/AeAyOLLME USMEHEHUA KOHOUTYPaLUW.

Cuctema nNo3BO/AET NO/b30BATENO MEHATb KOHPUIypaLMi0O KOHKPETHbIX YCTPOMCTB Bpy4YHyto. Kaxkablii pa3 npu
N3MEHEeHUN KoHourypaumm yctponctea ECCM aononHAeT MHKpemeHTanbHyto 6a3y pesepBHbIX Konui. Jliobas
COXpaHeHHan Bepcua KOHPUrypaLumm MoXKeT ObITb CONOCTaB/IEHA C APYroi BbiIOpaHHOM Bepcue nam npuMmeHeHa Ha
YCTPOWCTBO NO KOMaHZE No/ib30BaTeNs.

[naynpaBneHuns ceTeBbIMM 3KpaHamm Ha ycTpoiicTBax ESR n WLC npeaycmoTpeH rpaduyecknin uHtepdeliic.

ABTOMaTU3aLMA KOHOUTYPUPOBAHUA CETU

Cuctema No3BONAET CBECTU K MUHUMYMY TPYA,03aTpaThbl 415 MePEeHaACTPOMKN YCTPOMCTB NPU 3aMeHE BbllLeaLwero ns
CTpos 060pyAOBaHMA HA aHANOIMYHOE, @ TaKXKe NPeAOoCTaBAAET MHCTPYMEHTbI ANA reHepauun KoHdurypaumi no
WabnoHaM 1 UX NPUMEHEHWS Ha rPynMbl yCTPOWCTB.

Paborta c O ycTpoicts

OAHMM U3 BaXKHEMLIMX aCNEeKTOB NOAAePKaHUA BbICOKOrO YpOBHA 6€30NacHOCTM CETU ABNAETCA CBOEBPEMEHHOE 06-
HoBneHue BcTpoeHHoro MO ceteBoro o6opyaoBaHua. ECCM nossonsaet o6HoBAATb [0 yCTpONCTB MHAMBUAYANBHO,
rpynnamu. O6HoBNEHME 3anyCKAeTCA BPYUHYHO.

YnpasneHue cobbiTuamm u npobnemamm

B ECCM peanunsoBaHbl cepBUCbl cbopa pasnYHbIX AaHHbIX O ceTeBOM 060pya0BaHMMK, pernctTpaummn cobbiTuin, aHa-
Nn3a, 0bHapyKeHMa npobaem 1 oTnpaBKM yBe4OM/IEHWNIM NONb30BATENSAM.
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CepB1UC MOHUTOPUHIA U yNpaBAeHUA KOHPUrypaumamu «Eltex» ECCM
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¢yH KUMOHaAbHble BO3MOXHOCTHU

— BbinonHeHWe onepauuii Ha OTAENbHbIX YCTPOMCTBAX: — Mpuem, punsrpayma n aHanms SNMP-Tpanos
nepesarpyska, obHosneHue MO, pegakTMpoBaHue YCTPOICTB
KoHdUrypaumnm — MpocmoTp AeTanbHOM MHPOPMALMKN O NPUHATDLIX
— [MoaroToBKa KOHPUrypauuii ans ycTponcTs Tpanax
— Wcnonb3oBaHue Jinja-wabaoHOB Npy NOAroTOBKE — MoHUTOpPUHT 1 06paboTka SNMP-TpanoB ycTpoiicTs
KOHbUrypaumum CTOPOHHUX BEHAOPOB
— Hactpovrika firewall Ha cepBuCHbIX MaplpyTu3atopax  — 3arpyska u npocmotp MIB-¢aitioB ycTponcTs
ESR n koHTponnepax 6ecnposogHoro goctyna WLC CTOPOHHUX BEHAOPOB
— YnpasneHue KoHdurypaumamm yctporicte MES — Mpuem, punbrpayma n aHanms Syslog-coobuieHui
¢ nomoubto 3anpocos SNMP SET ycTponcTs
— LWWabnoHnsnposaHHOe ynpasaeHue — Co3pgaHuve nonb3oBaTebCKUX Aawbopaos
KOHOUrypaumamm yctpoiicts MES — LWabnoHn3auma onmcaHma cobbITUiA B NpaBuiax
— [pynnoBoe peaakTUpoBaHMe KOHbUrypaLmim reHepaumm cobbiTui
YCTPOICTB — OTnpaBKa yBegoMAeHU o npobaemax u cobbiTnax
— OTcnexmBaHMe U3MEHEHUIM KOHPUTrypaLumm yepes email-/telegram-kaHanbl
Ha YCTPOMCTBAXx — BO3MOYXKHOCTb NEepecbIIKK cobbITUIM U Npobsiem BO
— MogKAYeHNe K YCTPOMCTBY C MOMOLLbIO 3MyATOpPA BHewWwHwow SIEM-cucrtemy
TepMuHana — Noppepkka paboTtbl Ha poccuinckmnx OC: Astra Linux
— Cepsuc ans xpaHeHus MO ana ycTponcTs 1.7.5, RedOS 7.3.5 n Anbt Cepsep 10.2.1

— MNNaHWPOBLYMK rpynnoBoro o6HoBAeHMA

— O6cnyKnMBaHME KOMMYTATOPOB, PaboTaloLWMX B CTEKE

— lpynnunpoBKa yCTPOMCTB M OrpaHnYeHne JocTyna
nosb3oBaTenemn

— PoneBaa mogenb npas 414 N0Nb30BaTENEN CUCTEMDI

— dyHKUMOHaAN 610KMpoBaHUA/pPa3bNoOKMPOBaHUA
yYeTHbIX 3anucen nosnb3osartenemn

— MbBKaA HacTpoiKa NOAUTUK AAMUHUCTPUPOBAHUA
naponem

— Wuterpauna c LDAP n Active Directory

— OTcnexumBaHue ayTeHTUOUKALMA NONb30BaTENEN

— OTcnexumBaHue 4eCTBUIA NONb30BaTENEN B CUCTEME

— MOHUTOPUHT U ynpaBaeHne NoAb30BaTENIbCKUMMU
ceccmamu

— OTcnexkmBaHMe COCTOAHMA YCTPOMCTB B peaibHOM
BpemMeHmn

— C6op, xpaHeHWe 1 aHaNNU3 UHBEHTAPHbIX AaHHbIX
N METPUK C YCTPOMNCTB

— Onpoc A0CTYyNHOCTU YCTPOMCTB

— ObHapykeHne npobaem B CETM HA OCHOBE aHaM3a
cobbITni

— Cbop, 06paboTKa 1 xpaHeHne wireless-cobbITui

— LleHTpanun3oBaHHOe ynpasaeHue wireless-
KoHdurypaumei yctporcts WLC

— MOHUTOPUHT U ynNpaBaeHne TO4KaMM A0CTyMa
n 6ecnpoBoOgHbIMU KANEHTaMM
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Cxema npumeHeHus
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MopaepxuBaemMble yCTPOUCTBA

L omes | ek ] me | swe [ Tau | wic | we |

MES1024 ESR-1x ME2001 SMG-2 TAU-16.1P WLC-15 WB-3P-PTP2
MES11xx ESR-15(R), ESR-15R FSTEC ME5000 SMG-4 TAU-24.1P WLC-30 WB-3P-PTP5
MES14xx ESR-15VF FSTEC MES5000M SMG-200 TAU-32M.IP WLC-3200 WB-3P-PTP6
MES21xx ESR-2x, ESR-2x FSTEC ME5100 SMG-500 TAU-36.1P WLC-3250
MES22xx ESR-30, ESR-30 FSTEC ME5100S SMG-1016M TAU-72.1P WLC-3350
MES23xx ESR-31, ESR-31 FSTEC ME5100 rev.X SMG-2016

MES2300-xx ESR-100, ESR-100 FSTEC ME5200 SMG-3016

MES2310-xxDP ESR-200, ESR-200 FSTEC

MES24xx ESR-1000, ESR-1000 FSTEC ME5200S

MES2410-xx ESR-1200, ESR-1200 FSTEC ME5210S

MES2420-48P ESR-15xx, ESR-15xx FSTEC

MES2420B-24D ESR-1700, ESR-1700 FSTEC

MES2420D-24DP ESR-3100
MES31xx ESR-3150
MES33xx ESR-3200, ESR-3200 FSTEC

MES3300-xx ESR-3200L, ESR-3200L FSTEC
MES3400-xx ESR-3250
MES35xx ESR-3300, ESR-3300 FSTEC
MES3500(1)-xx(F) ESR-3350
MES35001-8PSF VESR

MES3510(D)S-xx(F)
MES36xx
MES37xx
MES53xx

MES5300-xx
MES5305-48
MES5310-48
MES5320-24
MES53xxA
MES54xx
MES5400-xx
MES5410-48
MES5500-xx
MES7048

'SMG-2, SMG-4, SMG-200, SMG-500 — mosbKo MOHUMOopuHe; SMG-1016M, SMG-2016, SMG-3016 — 0q eepcuu 10 3.20.5.X u sblwe.

Caenatb 3aKa3s O komnaHuu Eltex

Mpegnpusatne «3NITEKC» — Beaywmii poccMUCKMiA paspaboTunk u npo-

‘ ﬁ s U3BOAMTENb KOMMYHUKALMOHHOIO 0bopyaoBaHua c bonee yem 30-neTHen
+7(383) 274 10 01 eltex@eltex-co.ru www.el‘t‘gx-co.ru uctopueit. KOMNAeKCHOCTb peLleHnin U BO3MOXKHOCTb MX 6eclioBHOM
+7 (383) 274 48 48 WUHTErpaumMm B MHOPACTPYKTYpy 3aKasuuMka — MNPUOPUTETHOE Hanpas-
/IeHVe pa3BUTUA KOMNAHWUMN.
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