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Ve t h

MESS5324

1R10/100/1000BASH (©OB
1R10/100/1000BASH (Management)
24P10GBASR (SFP+)/1000BAXKSFP)
APA0GBASISR4/LR4 (QSHP

1R o e m o “¢'EBehRG232 (RM5)

MES3324F

1P10/100/1000BASE QOB
20PL000BASE/100BASEX (SFP)

4P10GBASR (SFP+)/1000BASE(SFP)
4P10/100/1000BASH/1000BASK/100BASEX Combo
1R 0 e m o " 'Ee RS232(RUB)!

MES3324

1P10/100/1000BASE QOB

20P10/100/1000BASH

4PLOGBASR (SFP+)/1000BASHSFP)
4P10/100/1000BASH/1000BASK/100BASEX Combo
1R o e m o " 'Ee RS232(RUB)!

MES3316F

1P10/100/1000BASE QOB
12P1000BASE/100BASEX (SFP)

4PL0GBASR (SFP+)/1000BASHSFP)
4P10/100/1000BASH/1000BASK/100BASEX Combo
1R o e m o ~'Ee RS232(RUB)!

MES3308F

m BO/100/1000BASE QOB

n BOOOBASE/100BASEX (SFP)

n BOGBASR (SFP+)/1000BAKHESFP)

n [B0/100/1000BASE/1000BASEK/100BASEX Combo
1R 0 e m o 'Ee RS232(RUB)!

MES2324
MES2324B

24P10/100/1000BASH (RH:5)
4PLOGBASR (SFP+)/1000BASESFP)
1R 0 e m o T Ee RS232(RIMB)!

ME&324P
MES2324RACW

24P10/100/1000BASH (R#5) POE/PoE+
4PLOGBASR (SFP+)/1000BASHSFP)
1R 0 e m o ~'Ee RS232(RB)!

MES2324FB
MES2324F

20PL000BASE/100BASEX (SFP)

4P10GBASR (SFP+)/1000BASESFP)
4P10/100/1000BASHE/1000BASEK/100BASEX Combo
1R 0 e mo ~'Ee RS232(RMB)!

MES2348B
MES3348

48P10/100/1000BASH (RH5)
4P10GBASR (SFP+)/1000BASHSFP)
1R 0 e mo ~'Ee RS232(R:B)!

MES2348P

48P10/100/1000BASH (POEPOE+)
4PLOGBASR (SFP+)/1000BASE(SFP)
1R 0 e mo " Ee RS232(RMB)!
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DHELTEX

48P1000BASEK/100BASEX (SFP)
MES3348F 4PLOGBASR (SFP+)/1000BASHSFP)
1R o e m o ~'Ee RS232(RMB)!

10P10/100/1000BASH (RH#5)
MES2308 2P1000BASK (SFP)
1R o e m o T 'Ee RS232(RIB)!

8P10/100/1000BASH (POE/POE+)
2P10/100/1000BASH (RH#5)
2P100CBASEX (SFIp

1R 0 e m o ~'Ee RS232(RB)!

8P10/100/1000BASH (RH:5)
ME308R 2P10/100/1000BASH/1000BASK/100BASEX Combo
1R o e m o " 'Ee RS232(RUB)!

8P10/100/1000BASH (POE/POE+, R3)
MES358P 2P10/100/1000BASE/1000BASK/100BASEX Combo
1R o e m o ~'Ee RS232(RUB)!

8P10/100/1000BASH (R#5)
MES3508 2P10/100/1000BASHE/1000BASK/100BASEX Combo
1R o e m o ~'Ee RS232(RB)!

8P10/100/1000BASH (POE/POE+, R3)
MES351P 4P100BASEFX/1000BASK (SFP)
1R o e m o "T'EehRE232 (RA:5)

24P10/100/1000BASH (R#S5)
4P10/100/1000BASH/1000BASEK/100BASEX Combo
1R 0 e m o " 'Ee RS232(RB)!

1PUSR2.0

MES2308P

MES2328|

EIN

oc t . m et h m . MK MAOKDNN
MES5324 IR —_ < . < [P,
A t h : m e t h m . MK M

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324RCW |oc t ; me t h  W*.  tyuMmn
MES2348B w,_th_  m_ et h o m. MAKM
MES2348P
)| MES3348

ee -2 MES3348F
MES2324B
MES2324FB
MES2324F

MES2308R

MES3508P et . om_ 1e01000¢

MES3508 . Lomkm
H th t h )
MES3510P H,_th s om_ et b m MK M

MES2328|

MES2308P oct .o.om_ meftht gmm.
MES2308 w,_th o, m_ et h o m. MAKM

ohemhb E" ~
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HELTEX

~

h ocxm e

mcomo¥eomt

MES5324

MES3324
MES3324F
MES2324
MES2324P
MES2324RACW
MES2324B
MES2324FB
MES2324F

1281°%

Km

L

MES2348B
MES2348P
MES3348

MES3348F

MES3316F

MMH 17

MES2328|

561% mt

MES3308F

e 17,

Km

ME230&R
MES3B8P
MES3508

Hna 1

Km

MES2308
ME2308P
MES3510P

Km

MES5324

512,8 MPPS

MES3324
MES3324F

95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P
MES2324RACW

93,1 MPPS

MES2348B
MES2348P
MES3348

MES3348F

130,9 MPPS

MES2308R

14,7 MPPS

MES3508P
MES3508

14 MPPS

MES3510P

17,8 MPPS

MES2328|

41,6 MPPS

MES2308
MES2308P

17,7 MPPS

MES3316F

83 MPPS

MES3308F

71 MPPS

e . Ty

o " eomtohoee
<
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DHELTEX

MES5324 4: x

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324RCW
MES2324B
* A a MES2324FB 1,5 x
X heo MES2324F
¢ " a yt MES2308
' MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

MES2348B
MES2348P
MES3348

MES3348F

MES5324 417 x

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324RACW
MES2324B
MES2324FB
A _ @ {DDR3 MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328I
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HELTEX

MES5324 H TX

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324RCW
MES2324B

) _ | MES2324FB
. AE L d MES2324F
NAND) MES2348B PMH X
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324RCW
MES2324B
i MES2324FB
e~ al /i MES2324F

; MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|
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DHELTEX

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324P
MES2324RACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328|

820

I+

[ b

~

m

e

o

9A'H Pmyv_ € oo nx[ ! b

—

.0 X : ) m t .
L2 Multicast (IGMP
snooping)

(0]

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324RACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

2047

01 "y Mt g

m ol wt "~

t

m

Y
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HELTEX

MES5324 1982(ingressegress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348 3006 (ingressgress)
MES3348F
MES508P
MES3508
MES3510P

B - MES2324
SQinQ MES2324P
MES2324RCW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

958 (ingres#gress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

MES2324
MES2324P
MES2324RACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328|

958
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DHELTEX

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

o | MES2324
MES2324P
MES2324RACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328|

1024

[o] c h "~

P

r

256

—

.0
a ™ h

Unicast

m t
L <

"h x t o

MES5324

77441Pv4
1942 |Pv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
o | MES3510P

128641Pv4
3222 IPv6

[ MES2324
MES2324P
MES2324RACW
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

8161Pv4
210 IPv6

" h

t

Lt @nk AtOD & (!

YR OP &lEK & @t o *

c

c
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e

h
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HELTEX

.0 : m t o

a ™ h g h x3t o] : [
Multicast(IGMP

Proxy PIM)*

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348
MES508P
MES3508
MES3510P

3876 IPv4
1006 IPv6

MES2348B
MES2348P
MES2324P
MES2324RACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

412 IPv4
103 IPv6

.0 T VRRP "oh

“h x t

™t ol 255

L m a ™ T'Ee .

h™ a _ h.-.mBfqag

MES5324

64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324P
MES2324RACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

16( _ T OVYRE'Y

xao’y;‘e*’o

Lt dnkLt Oc¢

''YyAOl alkadz GAOK &

*mco""E'

X

ot

o
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DHELTEX

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348 2048
MES334B
MES508P
MES3508
MES3510P
;LB 0 I MES2324
" - ™% .| MES2324P
MES2324RRACW
MES2348B
MES2348P
MES2324B
MES2324FB 130
MES2324F
MES2308
MES2308R
MES2308P
MES2328I
;. mt oo “*htx”"\'Ee
h m o . 64
;. mt _o H ' a@SPFN|20
. OSPR oom “mt 64
;(B@anm(”mtﬁ 32
e, " CAG) ny ,hxgoelptdo " T o
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HELTEX

IEEE 802.3 10BAJEthernet

IEEE 802.3L00BASH Fast Ethernet
IEEE 802.3ab 1000BABEigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet
IEEE 802.3x Full Duplex, Flow Control
IEEE 802.3ad Link Aggregation (LACP)
IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

0 ot tm mt e s IEEE 802.1v
€ - - IEEE 802.3ac
IEEE 802.1dp&nning Tree Protocol (STP)
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication
IEEE 802.3af PoE, IEEE 802.3at PoE+ {'MIES2308P,
MES2324RVIES2324RACW MES2348P, MES3508P
MES510P)
: cCMyDp~n
~ch ™ ; ’“( e
o " TEeo x ¢ch~ 7 e Console
Tt T eeo x ¢ch~ 7= e SNMP, Telnet, SSHelw
- : m 2" h ™ 1t h m t o xm"*o» Y o hx 0" R m
MES5324
MES3324F m E ¢ b a  400@40% 50601 ¢ Y
MES3348 m_ tE comto 3RO o to ~Y
MES3348F U Toet c  tTe VY
MES3324 -0 e ,mto e ¢ t~e Y comto
MES3316F s - .m to e *o_rn‘t oc '*Yete'"oe'*o'y *c"\* c
MES3308F m no‘ao’eomt'E'o'oh’Y;<cn ~ a e
MES2328|
m E ¢ b a  410@50% 50601 ¢ Y
MES2324AC Jocxm _“’ tm "y 'H’-\ _t h oc t >
MES238 V e”chy e YI CoTmCS °oe MH
MES2308R S B ’
"m¢t o - e Cc
p S, MES2308RAC
t h ¢ -
MES2324P AC m E ¢ a e g264° % ¢épa_TeY wmTn
MES2324RACW m_ t'E ¢ h a eg20%0c¢ A _TcY mMAan
m _ tE ¢ h a 160e2d0° %0cB09 ¢~ Y
m t’Ecomtog&ﬁQQ'o to_"Y
"““ et c . t ™~ e X YY
MES2348P -0 . e . mt o ;& *om t o k'yte @cmmht)( a“ ’e‘*e o] ,
s -  mto ecofto Ye®e oY -, c
m no‘ao’eomt'E'o'oh’Y;<m ~ a e
MES3b8P m _ tE comtherao‘o_"\Oq_‘_eeom xe
MES3510P 45¢57¢ M ot TQ;  eeo ¢37¢ _ e, ., t 13
MES3508 m_ tE comto 'Yg@e o to " Y Hp
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DHELTEX

m t’E ¢ h a 410509 50601 ¢ Y
m“*ee_o“mo’“o‘ti.ﬁax’\Wtth M H
“"h"_t(h*mt . '”‘h'Y°eo'o x m t
-to T h oyt y
HZT AN MER324-B MER3485;
M ®c An MER324B.
e~ ch 'y et . Mma~*"h*mg¢e cr I0¢ Y
MES2324B 105° T .
MES2324FB coho o o eTchy e q71lf " oe
MES348 .. © c(ho»o"‘“ Ty coé_"ao(;‘
V MZp aa ®d® |17 a9{HoHNn. N
*mco"’E'oH“t’E s . X Ma!_Kozm’\f
a9{HoHNC. _T1°ca9 {aH 0°Aly.. HAN
A1 TMER3248" ccxm __ T tmy 'HT ot
comto'Yeeo'o e"ch'Y’C‘oer*nDY:z
MES2324F
MES2324 DC
t t ’ ¢ t -
MES2324P DC | < B fomboYRER fetoe T ¥ oc
MES2308 DC
MES2308 .
MES2308R AC: SPM3220/12,34 A, 6 m
MES2308P AC: SPM2A220/56, 36s, 52 m
MES2308P DC DC: SPM27@8/56,mmp S X p am
AC SPM35-220/12, 34s >a mc
MES2324 DCSPM8548/12> wvMnn s X n am OTH S0
MES2324B AC: SPM45220/12,mp s 2 ¢ am
MES2324F DC AC: SPM16@8/12,mpn s atm &
MES2324FB AC .
MES2348B AC: SPM12G220/12,o0T s X n am
MES2324P AC: SPi@80-220/56,Hp s X ¢ am
MES2324P DC DC: SPM38@8/56,H nn s X p am OTH S0

MES2348

AC SPM60220/12,40s ~ n am

DC SPM60-48/12,150s =¥ n 2

m O6TH €0

MES2348B DC DC:SPM10@8/12> wmMp.ga 3™ ATH S0
MES2348P AC: PM95@20/562 nn s X wmnag am

MES2328I

MES3308F

MES3316F AC PM65-220/12,30s ¥ 71PMi60220/12Z2 pn s X y
MES3324 DCPM10048/12> HnNnnNn S X n am OTH S0
MES3324F

MES3348

MES3348F ACPM160220/12 pn sz y am

MES5324 DCPM10048/12> HnAn $X n am OTH 0
MES3508 DC:DR7056z HnAn sX m am ony ¢0
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HELTEX

MES3508P , ,
. ) ¢ ¢
MES3510P DC: DRZ7056x o nn M am ony 0
MES5324 e T o07¢t
MES3324F e o™  np
MES2324 e T 5Tt
MES3308F e o 7 HT
MES3324 . s~ o
MES3316F P
MES2324F e o 7 oo
MES2324B e ¥ 50T t
MES2324FB e Yo Tg5¢t
MES3348 e o ™ no
. MES3348F .
h - t
SOt Yo ® 7 MES2348B ) 89",
a o eomt 'E
MES2348P e o 7 MC N ¢t
MES2308 . v~ .
MES2308R
MES3508 e o 7 M p
MES2308RC e o 7 HT p
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t a c h o’th{\@QZe otoh™ Y co - o Ty ot och B t 'E h
h x o} mco e 'Y ao c ho h * a a . o cC h =t ex O ¢ ™ a
to*h=™’goé& "~ cwhT® ¢ e POYT 0 a & xHESRM h
BootROM 1.20
Booting from SPI flash
General initialization - Version: 1.0.0
High speed PHY - Version: 2.1.5 (COM - PHY-V20)
Update Device ID PEX0784611AB
Update Device ID PEX1784611AB
Update Device ID PEX2784611AB
Update Device ID PEX3784611AB
Update Device ID PEX4784611AB
Update Device ID PEX5784611AB
Update Device ID PEX6784611AB
Update Device ID PEX7784611AB
Update Device ID PEX8784611AB
Update PEX Device ID 0x78460
High speed PHY - Ended Successfully
DDRS3 Training Sequence - Ver5.3.0
DDR3 Training Sequence - Number of DIMMs detected: 1
DDRS3 Training Sequence - Run with PBS.
DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U - Boot. Pres s ctrl+shift+6 to enable debug mode.
U Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1
Loading system/images/active -image ...
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
(_cxmt'Y’ﬁ‘ m'<"___xeh°'.<ec0‘qrichoc°xh. '[h{¢ e”"1*e’“<tm
m c : e Y 4 0&axtcdod “ep Y mec e"’"'Ee.o chogeg " xh n
otohochah)"’éo o h x - X <BsE>’ <Ente[>a t teo " o h a e (
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X 0o aaxt™t

o h ~ c oY tm Yy m m

>|cli

Console baud
detection process

User Name:
Detected speed: 115200

User Name:admin
Password:***** (admin)

- rate auto detection is enabled, press Enter twice to complete the

console#
7 ]y ¥ .mtho ) ‘00 ""o mmtcxhc*e m yo ToEa X et * 59 o a’
V L <Sift> <?>
4.3 ) h x o e a e O
1Y o ° - h x 0o :eo a teh@ mmT “xx -t hc 0732 “*Q; ht '
c h o h x t 'E_ xmt ko emt 5] X oh m e x &Y ¢c bk o p 7 <@ESE ’fh{q; e "~
<ENTER

U Boot 2011.12 (Feb 01 2016 -
Loading system/images/active

Autoboot in 2 seconds -

-image ...

14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1

press RETURN or Esc. to abort and enter prom.

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back

Enter your choice or press 'ESC' to exit:

—~290¢ X e c e t h m > > h x o - eo0 ¢} a e 0O
_xe_e Y c m~ e
Restore Factory Defaults ommt~ed otmg =~ e®mtho
Boot password "mtrex " "UVEK'E ¢ ~*ho TE e~ §522(NF

|magemenu h'Lt'E; woe*hTh ™ t (an 0 o
PasswordRecovery Procedure fhom t'E e~*mtho Txt et |
Back ho® o ™ t 'E ”"hx'_x
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no shutdowrg o et mt e o a a e O o e VLA[\K_xoha”’”" &vlafiH ¢ e t o t m¢t g)o
a ¢ lan databas€ X ™ _o h o m t ¢negotiation tspeed . 6 _°c et _mteoa e 0 _o
Leth . ™ " FOBS dearmatatidreSstabledynamié, b CEXEfE ¢ SR hx © " xmtho
(dreloack h  ~ EXEGZ | "a e e a gfostnameé m t hho 'm ta o™ ~ §'Ee o
_oe ., xh e, [0E_ T OTSIROgspanningtree¢, 0 a2 "o T T TUEpo o oe
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" o s 0 N &) 0 N 0 0
| L i L u w L I
= = = = s = = = = =
MES2308R + - - - - - - . . .
MES2308 - + - - - - - - - .
MES2324 - - + + + - + - - .
MES2324B - - + + + - + - - .
MES2324FB - - + + + - + - - .
MES2348B - - - - - + - - . .
MES2324F DC - - + + + - + - - -
MES2324P - - - - - - - + . +
MES2308P - - - - - . - - + .
MES2348P - - - - - - - + . +
TT 7T3le T th e o mt o MESXXMES3M T Y
LL LL LL © LL <
s | S | 8] ¢ | 23 | 8§
Sl 8 | 3 8|8 |8 | &
0 %) %) %) %) %) N
w w w w w w w
= = = = = = =
MES3324 + + + + - - -
MES3324F + + + + - - .
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MES3308F + + + + - - -
MES3316F + + + + - - -
MES3348 - - - - + + -
MES3348F - - - - + + -
ME$324 - - - - - - +
*mt h ot - h o * e Y oaaxt™®toho
=" chom oa™e " eo m¢th o a t m~ *x Q0" -
console (config )#
~ A32m m‘o a ~ e'.V.\ /\',Y e -~ m t h o m t -~
.o0oa™e I - e LI ) * <1\J(e‘ _l m t
c o X a o , < ® . ox <
stack configuration links Tet gt h o 0m STy nho "¢ ghtoe
{fol-4| te 1-4| gi9-12} 1 _oaaxt®toh® e anmtT'Fe o T P T
a” _m a”7 2Ee 0
stack configuration unitid “ e " ot eoa yhiith Rpt "o 'Feto a™x
unit id unit_id: (1..8 xmtho m t X oe " _onmd ry_gaa' e .ac oh
aut_o)/auto xmtho mt ~ cho "o * 't com™
no stack configuration "t TE e~mttho " @
stackconfiguration master _h e x Tt TUEEx@® teh®o em™t: oa "antm th
unit unit_id x" t mangh e eo * Qe toa
mt)__Jr(n’“ . _oa’e*( x YTt E e
. ot toroz e ™ _otohoa “.co"\e'Y
unit_id: (1.8)/t ch ex*® t ~'Eeo ¢ h e T h t m
no stackconfiguration ¢ hext’ oh a~mt h=~  mt=ceo"m A t
mager c h ~~atmt hoa *ox " t . *h *eq
e~ . "o Tupfimep
stack configuration fec ""mt hho 't F®rwardErrorCorrection(FEQ ~
{off|cl74} et h  m” g mt " @
o foff v/
stacknsf T t E e_ch h . eNEfo hh-"
. ot T o a ™ mt hmt )
T/ - _"70; . 8= - - = —
no stack nsf c t t E e _ch h. eNSH « hh "4
ot T o . a™mt hmt )
stack nsf timervalue value: STt tvE M aYro ot NSFe _ot
no stack nsf timer (60.600) c/120" "mt*eo t'E ‘e” . e co xao ™
stack unitunit_id unit_id: (1..8) Lot _ _oe xh ho ~e 0O
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.0a™~e " h > a ™ o x h ~* ¢ Oe t >
¢ ® “c¢chom?™ oa™e " eoe mtkb* g De " t &
consoldéunit)#
% T33g*0a”*e™ Y e”mtho ot " T 'Ee o o Oe t
e ™ - e~ - e
.o0a>e """~ Vo< i\}( i ] m t
c o X a o0 ’ < @ -
stack configuration role role: (master, backup, | - ~ . thp ~E caaxt=~toh= m t
{slave| master} slave)/1t master, 2t ) _ ) T
no stack configuratiorrole backup, 381 slave |"mt ~eo t E e~ ; e co xao ™
stack configuratiorlinks . T e” ., tE _em & ghoe .7 gy h7
{fol-4 | tel-4 | gi9-12} _o@aaxt”toh~  mt P
stackconfiguration unitid e ” . tVE eoa yfitidg mteh o mxth ~h x
unit_id unit_id: (1..8 Oe tx @ _a e~ eoa h™ xmtho m
auto)/auto c h T h x o _ocaaxt®toh” @
no stackconfiguration ~TT T t’E e”mtho mt "
| 3
' ] 7Y c¢ch a e e 'Y e *mt ho mtxm¢the mt 98 P
S . « « . o .
h a h
A A ° e tE m t a9{pPpoHm®@ax"t "eto h ~t E t oh
.. m ._H '-'-:2 |V|_~ D m t ) m t ) . h x ’O"' . 27O
console # config
console (config )# stack configuration unit -id 2 links fo 1-2
console (config )#
.0 a” é” privilegedEXEC
= chom oa™“e " eo mtho " Y a t m ™ " x 0O
console #
“F T34 ™ "~ "o . oa™e" S Tomtxce h ’ a 9 .
e ” e ~ e
oa™ e ™" v« * ‘LK i ] m t
co X a : < @ N <
show stack 1 to*h~ e bIEa~ g 1O ©o©F xmtho mt
show stack configuration  toT"h™e DIEad egmtQ _  hxhQ" m"~ ge
T Oe t o m t s~ t _’ t o
show stacKinks [details] _~m h eeo oto®h~ e xO" 8
T et h _m 20

9/
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A _h a h meco TE"esfdwstackinks:

console# show stack links

Topology is Chain

UnitId  Active Links Neighbor Links Operational Down/Standby
Link Speed  Links

1 fo1/0/1 fo2/0/2 40G fo1/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
" “m¢tho m t - m " ea ™ 0 ZUnig IPne a a o Xt h = % ot
- mt( ) (p
45 " mt ho & X eoaaxt ™t oh™
_xe_c** co e~ .~ T'Eeoax  oe .. xh ho e QO xmtho mt
- ox " ) “ Y e-f“mtﬁ"Q);n’”"t m ¥y och ® ~ e o o
e “mtho X T IPE * B mom @
- ""m¢thoc ™ h™ a t ho m mt arf. +’\’o;o‘”c “tme am h * ~ e
¥ 'oc*meomt e” omeo  a AothofizatiofAccounting 6! dzii K S
h c h o h x - xmt ho m t - m e mo gh ™
V e e Y T0OF . 9 e m ee . g “a e emc o T'E‘ex® mttmh’
“m oy ca~e” "y
console#  write
451 x~ "o 'Y e mt ho ~ oaaxt™®toh™
] Y e”’_?“él”:rxth’”t@*ommt“”‘ e<0'30'*a0 co'_ ’O;*t'E X m
com ™ "o "t @7 Ex mot ct o'ph te ~ oac 'EQYe h tc hhoa he*™a @™ 4nmfKa x 7~ m
Z""mtho - r].t h a e * T~
¢o Hh(aYe";’” 'Eeom e”’mthom X ao’eo och< ) *tE*
c o . O’<e* Y . xmthommt“x X <eeo b
X™® "o "M ityhe - "'o;* t m™ " x 0O Y
1. 77" 7e . c”ho ™Y Tagninc @M EX ko e £, T
2. .0 T e e o . 9 co TE"o ot - (0))
3. "*“mtho - m|p =7 th m “my oa “om co " m t T c o
4, o Tx ;PE°h m* ot m h h* 5|/t
5. ""mt ho ~ c*h’“aSNMIPo choto o "~
4511 =~ " ™ e c“ho 7y °Zéar‘mmco"\rEoo'°”’“te ~'Ye o .9 co TE"oO -
" 1]17Y oFf mec : e A2 " e eo ) 50 " ™ m m
- M*’“<'*ho“”eeoaxZ|c|§mo“’“t<"O
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"a 'Y co T'E"o ot %Y tmey'k o T'E 9o 7 m mt a x h
Xxmt ho m t e Y] ©% mo 07 "t o TE’oe *Mmtt h70y m m’t"Q*ao. ™ & e c¢c ™ h
co TE"o ~ ot ~YS ¢ ho TYY xX(hom o 'Ye 'Yoraff e - S mco TE° X

console#  configure

console(config)# username name password password privilege {1-15}

/! ~h o e 'E ¢ h - M h~ h T t Tomt x © 7O

V e 'E ¢ h - Mp h” h T t - Tomt xc
h a h oa™e” T oYy” t*zé’afmﬁnc "yh oz@f@«E m o e Y ¢ o TE
(operatomm ¢ " hgpasgya@ xho e a ch T MY

console#  configure

console(config)# username admin password eltex privilege 15

console(config)# username operator password pass privilege 1

console (config )# exit

console #

4512 “m ' h ee™ 'Y e~“mtho - x h o e’Y T omtxc ™

" xmt ho m t mx * m t X t o] a o eomt 'E h "mch ®
x h o e 'Y <c¢h - h e ” otohoa ~ " co T'E"o
c - c h m da"™¢e°” Zm’\ote(f'h':“oh a o x t c o e 'Yt 'Em 'Y
e ’ “~ % " eeo o @

' .0aax¢t™toh co "~ "~ h > - t m mt a x e*m ™ o

. X 0 e c h -
’ h - mt h ™ “Otm''y to TE o Ty o e
.‘ e o % 90 " a c hoec m Tt 'E 'Y eo I e mco TE
.0a™~e " h > a ~ "‘o*”"Eeo 0 o e X h h o e Y
¢ ® " c¢chom™ oa~e"eo mtho h ’ a ~ ~o * * T'Ee o
console (config )#
"% T3gg*. o0 a e " T 7Y “en™ m thh oe e o 0 “"omtxc”
.0a™"e """~ e ™ e |
1 * <AK~ 4 m t
co X a o : < @ o & o«
privilege contextlevel hm = 7t x_ " "eeoax X
command e ( -
levet (1..15); cex0 _ec&a"e x 0 o
KX h o e 'E ¢ H -contextt " a h =~ %ot _oa"e
_oa~e” n -levelt x h o~ e ’E c¢ch 7 %
EXEG 1, “omtxce™ e *mt h ~ - a ” 'y
.M. o omtT i _commandt _°a”e” " o
no privilegecontext level _°ca"els ST 7yt fTomtxc _ _oa*e -
command oa® e ¥ . 7* h™ ‘h e P
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A h ae *hmt h o e ™ *oh™ oa(é’dmiﬁrrn*ﬁ“'wlmo"‘e!E'@ ¢ h ~y
ca™e”™ " 7Y clus€HELIG hot e ¥ c h -
console#  configure
console(config)# username admin password passl privilege 4
console(config)# username user password pass2 privilege 10
console(config)# privilege exec 4 configure terminal
console(config)# privilege exec 4 show running - config
console(config)# privilege config 10 vlan database
console(config)# privilege config -vlan 10 vlan
c h 'E ° 7'y ©cO'E*"0 'Fet. 97 s x h o Bnot e t 7" omt
_ - _ o _ ogholvmurningconfige © e T x* ot 7 o mylanx Je B CGO”AmE hoo = t~ —
c h - otoh . 5 moot t mt X t viam Eshov,v("' t
running-config.
4513 "*mtho “  mt[prtt h: mm* p aw*m co " m t R T 0
] Y 0 "ao’ eomt x ¢ h ™ — e Y 0aaxt”'toh0|sp."’°h'rmzt
a ™ m X co " m t s m"x;" x ¢ h ™ R > Y m- a“oh’xe 00 e "M " e
"'O':“oax e f r[ me : - m 0 a x émmtxvao’“h'Xecc’QVEEAchhtmt h
e " ”IP{“( m Mquqbl\ncquMqJHoqu{'ah‘(m“ HQD OPHPPp PHPEPp ®AY ¢ ™ 7
co " m t S D JPo et o emo - xmtho m t -

K KK

* < v ¢ ® - © -

¢ om Tx o P <hm<fﬁ\*e mt h . tm "y Y et
cohto S Ht ot et h m x " 7Ty tmy

o 51/t e XmToh Tm* @ “ h x o) Lt

h x T~ |qu°h mo 9 oaaxt™toh~

<

IP—“‘°h<mX MqOHCDMcyCDMCDHOqOKHHCD

oa™e[pPr e mnho” Ty e t h m "~ +

[ * < —_ ® — * "< < @

“ h ™ a t h . et h m "~y

IP::'.“h mZem.em_m a

< ©

Tm_ " ‘3‘3[2552552550
P~ " h m 70O " cr0l19X16816.1 © O

<

S 1192.168.16.144 _m

console#  configure

console(config)# interface vlan 1

console(config -if)# ip address 192.168.16.144 /24
console(config -if)j#  exit

console(config)# ip default -gateway 192.168.16.1
console (config )# exit

console #

" omt x c

D A
X 8

mMomydpvPbH O mx C mtca T & T‘:O*:)oa:opet
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HELTEX

] T'Y to o cto . ox ¥ 7 t Em Yy ;to % h m F .7 e~ ‘e™ - e
console# show ip interface vlan 1
IP Address I/F I/F Status Type Directed Prec Redirect Status

admin/oper Broadcast

4514 _o Tx ;|PE°h m~ ot m h h~ 51/t

- < * < < < - <

] 7Y co "]p_";° he my a o’ t mco TETo “t 'Em 'Y ¢ hoto o 51/
m h DH@P”D_”“ “ h m ot DHCR o ’ e fw " x : “tE : h : T"‘ﬂf b b et ~ h : m m
coht ¥ h x ¢ ¢ x cohto b

T0O; . e VEANL. et _h  m

h a h e *"mtho S ¢ h °e"'e’“; eqpﬁ°h°rﬁD'MC|moh"x;hé Y
e ~ et<\nar]1; m

* @ <

console#  configure

console(config)# interface vian 1

console(config -if)#  ip address dhcp

console(config -iN#  exit

console #

] 7Y to ) ;to':“ . x ¥ ® t 'Em 'YS - to “*® ht m oa™ee” ™ e * - e

1 Je e < % << J— L

console# show ip interface vian 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/ope r Broadcast
10.10.10.3 /24 vlanl UP/UP DHCP disable No enable Valid
4515 "~“mtho - c ™ h ™ a t ho choto o T~ {bat Ty Tomt xoco ™

A

m¢t ho m t o mmoh 0 “he’e ett {bat co " " h ° vI/VHMvexk @ s h me t C

T < <

{bat co " h - t e~ % o h m t e" " hte . g c h a ee . g alL.
1Y ) ao’eomt *Xm@mthommh o c h Y SNMPe ooa” xoh®o taoco o
m o Tt 'E 9ot vy * . 0o " e x mthoo X" m® *t""mtt ~“cp*® .maat*mod?*
T rotroch ® ~y ot "omt x c to T'E o e ~ ot e T
T rwt o ch ® Yy ot “"omt x c e ™ ot e T mET
T sut o ch ° TY SNMP 6mt ecmth™toh™ P
"‘“**o"“‘ h“mchomth’“e(eo *mc ub‘ﬁdﬁ-'mﬁ"‘@w}xmda}oLom‘\CEi
;t< e . Y °|\7IIB°§<p_ri\7afe1 m “omt x c 0o a e ” ;t ) e o MLBCD *J'Q’Ye_‘_”’e ’* ‘(o '01
moo ¥ ™ mt -~ a|pr’"eho m" "mTt*"te 'R x ¢ h ™ —~ e A0
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DHELTEX

h a o~ ®o "y mooP?iVétemmt°6mtxcoa e ™ - qpr & h mo a nftt™ en (
x ch~ = e Y MPpHPMCcYy dPmc dnnY
console#  configure
console(config)# snmp- server  server
console(config)# snmp- server community private rw 192.168.16.44
console (config )# exit
console #
] 7Y c¢chomaoth™ mo ~ % *ee . g nSNMPomcmn’é“’(E*x"‘ mnt y” 0 a e M=
console#  show snmp
SNMP is enabled.
SNMP traps Source IP v4 interface:
SNMP informs Source IP v4 interface:
SNMP traps Source IP v6 interface:
SNMP informs Source IP v6 interface:
Community - String  Community - Access View name IP address  Mask
private read write Default 192.168.16.1
44
Community - String  Group name IP address Mask Version Type
Traps are enabled.
Authentication - failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:
452 "~ mt ho - c ”h ™ a t ho m mt a . * o c *meomt
] 7Y oF mec ©oe voF "o c “meomt m mt a . meco TCE
T toh " e YTho o "E(a ] T eye “»  off e QSH E " x tm 'y
- Authenticationo ™ x t e t Tmo ¢ ogm YY) T e " chom?™ m x * m t
m mt a * "o0Cc *meomt [0}
- Authorizationo ~ t oh R YS c¢cho gnmhocomth® & "¢ 7 o mxt x ¢ tvey
m mt a gc h o’ s Xt et “e¢ 00 och - g
- Accounting")x;l'm:'_ﬁ ’ e s c ot h e a h m x h mo c
h mco TE’o ~ e e ”mtho a "y mctoh™d’E moadmiine cCd™Yh o a vE T
admin® “ho TE e"'e‘“;" tm"Yy c¢co TE" o0 ot — a o 9 m’“x;"
x mtho m t 0 : h : m h e . ¢ o h &«Escs " <fEntef>¢ Et =~ B x
c h .9 7 X 9 m xraﬁoﬁo"mé“'Ycﬁo'thd?oétmwgmrtﬁpZe'o otohoa e
“cxmt tE cho ¢ " xhx o 2lPasgwortRecoveriProgedury. ¢ “h o TY 6 ®
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HELTEX

HOA'E'°~~t<A'EC° XaOA;me*VO (')|'IVQY7\)/K|'|VQY7\YI
~0*% o " h x 0 co T'Etdh ot ME*m xMhpoq)ne . a

’)
@ * @ e % < < T

. P . - <
oaaxt™®tohx * X t omx “ mt ~rYyt Em Y co”

-

h x " T e m mo % *ee . co T'E"o ot
V o . . <9 J E

Tadmin/admin).

] 7oy mec .oe Y ¢ h oe™ :"hDESE *m ‘motc *am enmpambt’ e oo - y© * ot
i oemo T'E gco”  TO; e ;b om h e . coht (T
T Telnet
T SSH

4521 " mt ~eo - c“ho ™Yy = 7TV oemo T

console(config)# aaa authentication login authorization default line
console(config)# aaa authentication enable default line

console(config)# line console

console(config -line)#  login authentication default

console(config -line)#  enable authentication default

console (config -line )# password console

¢ ot t e ™ c h 7 e m t c”ho TE o} h a 'y h
t 1T <énsok. T E

4522 ~mt~eo”ho TRnet

console(config)# aaa authentication login authorization default  line
console(config)# aaa authentication enable default line

console(config)# ip telnet  server

console(config)# line telnet

console(config -line)# login  authentication default

console(config -line)#  enable authentication default

console (config -line )# password telnet
¢ ot t e ” c h -~ e m t c”ho TE 0 h a "y h

Tt (nr telnét.e —E

- —

4.5.2.3Amt~eo -~ c*hof\,Y»a,\,Y{{l

console(config)# aaa authentication login authorization default  line
console(config)# aaa authentication enable default line

console(config)# ip ssh server

console(config)# line ssh

console(config -line)#  login authentication default

console(config -lin e)# enable authentication default

console (config -line )# password ssh

- < * ot <

¢ ot t e ” c h - e m t c “ho TE 0 h a 'y h
¢ ™ h or”s4h
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DHELTEX

453 "“mtho - e e h ~
] 7Y x T o Fmt - 'H mc Tx "t~ @ xnmtohoo* ‘mme * Wb ™ & o
oha®g Od@ "~ ch a h
console(config)# banner exec;
Role: Core switch
Location: Objedineniya 9, str.
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~ S q L, r ” ~ r N : s r ‘F"
5 - J J . €« EDL_ L ‘7] = g v <« L € [ |.-| L v
] Té&y*"mt hooaaxt™toh?" e mm o ¢ "E'Ex o tnh & a 0o a h ’ a
och ® — e e m G om'oa"’z_ﬂ‘r\ir]"“xe’"qj:hf)rﬁ‘aY@”t‘ﬁoh‘ "omtTal g o)
* > % o0 a h ’ a o [0))
] Y ¢ h 50 ° ” : o " eo o) h ’ a ~ ® X o) meco TE
mx * m t x O o) h > ao h ’ ao Yy ~ ® g0 7 *
.o0a>e " e . E)(EE""‘eae(') h ’ a omt¢t x c e mh ~ X com ™ X m
o ° ~ a e ccn"’\hEo ’“'Y b "'Y e c h - q) h ho ~e" b €0 c
m t a 'Ht o a h a momhé)s*tn@me) lﬁ‘aa ds(b q_t)mtho m t - 0
console >
h - h o “ e e _(p(ﬂ\megedE)@Eg: ”'eheh ’aa omt x ¢ e m h ~
xmec e o ”"'hx”_wo'oaaaxtetochoé‘Ehoh”’tqj‘”' 'Ye . m*mt<a
. ,a _  momto ot "hostramed = . xm g ¢ opm 0
console #
L. @7 TUEe o (ghbalconfighrdtion)s T " ee . h  a ch Te” e
e Y oF% " 49 e”*mthooa~ebaahttal~ ¢ 0o%~ T'Eeo o e X
c o " h ’ a "~ 0 € go " x h *he ' (n om X @bﬁﬁgur’e"ytm’y oa™“e "o
console # configure
console (config )#
_. e  xth ~he e [inéconfigdiration)Z ee. ~h * a che’e" g e”
X h “Seg m Yym*© & €4 ot o t ha e~ ™ @ ¢ go0 h™o’% "a™'pemox ™ mote
X h ™ @
console (config )# line {console | telnet | ssh}
console (config -line )#
51x "~ 0 oa™e"
.0 a™~e " . EXEC a ~
=" c¢chom oa™e " eo mt h o ? a 9. 9/ a t m
console >
e 1Y N SRl J"‘_mem"‘te<"‘ce EXECh ’ a
Ea— - - . e
.o0a™ e ™™ L] * i\J(‘ ] m t
c o X a o ; < @ L
enable[priv] - . h _~"0O; tEMWY _ ch T~ ho
priv: (1..15)/15 x _troenmho ¢ E ch -
login =~ h e C x ” e
exit =7 _h t'E "t ex O t a e * T Ee
help =" chom mch?™ 0 e o e oha®™ e
T _0a"e°e0_ m t o
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show history ,o_~" "t E mtoh Q _oa* e’ 3y
T t h a e ™ T'Ee o m mm )
show privilege T o_" "t 'E xho e ’E ch TE T "t
terminal history ¢_"T0; .t E xe e, 0 mogh~ e e Y
Tyt x " t h a e ™ T'Ee o
- - TK xe_¢, Y | = e — ~ -
terminal no history  t_7T0O;xe Ee, O mo gh~e e Y mtyqg
s t x t ha e~ T'Eeo m
terminal history sizesize »ca e tE hT ta h Tx o hT o mto
size (10..207)/10 vt x " t ha e” 7"'Feo ~m mm
terminal no history size "mtTeo tE e ;. ,.e _ co xao ™
terminal datadump . St v E e 0t eaTe T
EK-'”- — | §h ™ B — e . o" ™ mch™ Ty t
~ = —~ r t < < * < .—A - - A - - *<
I Yb“ mtho o Y a2aNBgorGTRLDGR SR Xreturn>).
terminal no datadump : "mt~eo t'E ‘e” ., e co xao ™
terminal prompt ¢_~"0;,tE co0o”t h»7" e ¢ h
oa*e"” ¢
- TK *Xe __e¢ "0; — — - - —
terminal no prompt Jt_70o;, t'E co "t _h . ¢ _h
_oca~e” @
show banner [login | exec] T Jto"h=> t _0oe xh®" e 0O ""e
0oa”e iprivilegedEXEC
= chom™*e " eo mtho & t m ™ “x 0O"
console #
“ = ’\37‘5 X ™ o ) Fofagmet x.ce - privilegedEXEC . a
e - e ™ - e
‘oa‘e"‘ LI * (;J( _I m t
co X a o 2 < e .o
. . . ¢ hex Em Y oa™e "e h ’ a
disable priv] priv: (1, 7,15)/1 c b — h " eeco o ca~e”eo
configureferminal T . h ot o o xah” ¢
debugmode L L R
set system mode {ae$qing "mt~eo t'E h ° ~a e”mtho
| acksqingrudb} -acksgingth ., @ co xao T:"e OT
aclksqging -acksqgingudbt | 7 0o, xa e E’ eo "ao e
c h ™ "‘{v}\%/’VT G odo6> eomt E
t h e T et X ho( ’”m:a(ott "X aa o 6'1—;(:" 'Yt_* B)
oa™e?-" S T omtxce 0o e o mh “5¢eh ’ a ™ 9
=~ chom ma he " e o a t o * e m™—™ " x Q" o)
console#
console(config)#
console(config - line)#
~ * T3gg ™~ 0 oa™e?" S h™ om taxscee x ho* ¢ m o)
S - - . .o
.0a™ e "™ L] * {\J( ] m t
co X a 0 < @ o<
exit ¢ . t ""O':“_an e o h xeh*™ ax™h o e H
T h " h 9 oa”™e /[LCD
end ¢ .t T @eo h xh™~ag*a"e " e
T T — N LN R
(privilegedEXEC).
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HELTEX

do < c o e t E o a e X o a e e o
T h > ao”e x h ™ ¢
he|p 1 < mmc h ™~ X co mco TE x a a
.0a™~e " h —¢ ™ & " 'Ee o 0o e x h ™ ¢
=" chom oa™“e " eo mt h o a t m ™ " x QO
console (config )#
Tov T30 ™t o JomteT e o K~ T o x h * ¢
S e ~ .
.oa*e "~ ;<K ,<’\l ] m t
c o X a o : < o ox <
banner exed Tt Et  _mt moo* " e vy SESO
messagetext d xme “eo .o T momt ax(
-dth” T Tt TET
t -messagetextt t , _mt moo T " e Y g 0m
m a o "o s o % " Hnan m a o 7
no banner exec STt t mt moo* " e vy S§ES§
banner logind R S = ,_mt moo " Y 23K
messagetextd otoho oto*h~>~ tm 'y ¢ h -
c”ho TYW0X ~0; t 'E . o ~" e
1 -dth -~ oot TET
-messagetextt t , _mt moo® " e Y g 0m
m a o "o 5y o * " HAanan m a o 7
no bannerlogin ST T tE ot _mt o moo® " e Y f 23
line sessioAimit max- Tttt oaT™ moa® T'geo o “ao 'Cilo
session ) T e ” m m m Y " h mt h h o
maxsession: (1..6)/6 V ;. hgome oh t @
no line sessiodimit Tmt e ot e” ; e co X
.0 a "™ e " agie xth *h @ e ~
=" chom oa™e " eo anet h o xth *h @ h e ™ T4 a t m
console (config -line )#
T 40kt o JomteaT e oeh  xth hg@ e~ T~
S . =
.0a™>e" ™"~ v« *;\Kﬂ_ ] m t
co X a o : < @ .ok <
history C_"0; VEmMoxph "¢, ®, Y mtoh
no history Tk *xe_¢, Y |¢._"0O; tE _xe__¢, O mogh=~e e
_oa”’e"" [0}
history sizesize . " a e t 'E h ™~ ~a h % x h ~ mto
.y - size:(10..207)/10 = S - < : —
no history size mt~eo tE "e”: e  co0o Xxao
exectimeout timeout timeout: (0.65539/10 |~~~ t Ext~ ta x "  t ha a~¢exe
no exectimeout a e xt “mt~eo tE e~ . e co xao
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52 T'Et hm*oe *Y e oa™ e " eo mtho

- ~'Et h * ¢ 'Y moo* " e co o Ty it X a e 'E’ t 'E o% A a
co TE"o g 1 A’“t’Y’E) m e 0% g0 ° ao Y e 6 HEa M & ¢ em g h a ™
°o* " UE _  ewe enmhom"gff¢  mco "Eex"tE ocg, ,
c(h( ;*m (ee 4% ) t i . €
T * g1t o a e ” h ™6 * a ™ Ee o 0 e x h ™~ ¢

= ~a. Ea—
to” e KT J m t

< co X a o : < @ L

beginpattern Tt ¢ h 0o mo c¢c~® e om
m t m .mt ho - e
: . W e .. . .
include pattern ¢. mtm mtho 3 mo " h .
excludepattern ¢ . mtm mtho 3y e ~mo®™ h’™ "
h e “c h~ — e o h" o om ™ e - .

5'3 < < - < * < C“L!. - * —_— © . ©

e t h m oa™ e " eo mo hao e onht EFoae tH e ™\ bt~ — e "
c ho o T Ee - -~ e ™ =T o

17Y toeobd oc ho ~t E o " oa™e" " Tdc h
m t X t 0 t h * X tm'yY com ™ e *oh "~ oca™e?" xo t*o " *ht*E ea
- -~ ¢ ,JToTdo bo ~t E o " oa™e " . o e C - Ty
e oha” g To %%y txE "m’ "at 'E “hagayy mhco TEd e Y

fronsole#  show system  >> flash:// directory/filename

" h e ¢ h ™ ~Yt E o ~© oa™e " - ~ a o’

PRt L. @
54 " mtho - a "~ h o oa~e?"

] ee ™Y X e c Y ¢c o o Ty m o " THgE"xbdOM . g hote
ao’ eo com ™ " mt c h a e Yt 'E choge mm o e x h =
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢

¢ - “*chom?™ oa~e” ew* “ntPe ® ‘o e’ a % h~ ¢

console (config )#
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macronameword [track
object[state activa-
tion_statéd]]

no macronameword

word: (1..32)
m a o —o
object: (1..64);
activation_state (any,
up, down)/any

| m Tfrackz “a®™™ eh ocm™ hj

.. Stateiupt © _m o~
“mmmmbo’ye}(_g,vm'y( 5
h . ~3n00°m<t o 'Ye m

TR et e m e @

<

~0* o a T a e

0 . .
t ho™ Ae t ™
2 .t T, @
h om

console (config -if )#

macroglobalapply word word: (1..32 Jha teE ” “_hom
m a o —o R
macroglobaltrace word word: (1..32 Jho  Lwg ” T _hom e~ 7
m _a o —o R
macro globaldesciption ] L0 T TmE h § c toh To * v T'Ee o
word V\r/nordél..lésoﬁ0
no macro globatesciption o S|t T T tmMB h 6 ctoh
.0a™>e”" h a "~ 9. 9/
¢ ® “chom?™ 0 a” e "EXBC mt h o a "~
console >
*""ggm*‘oa*e h(’*a" 9. 9/
oa™~e"™ "™ ¢ P o <AK
c o X a o , e <
macroapply word [patternl _ha teg ” . “_hom
valuel] [pattern2 value ) -patternt "~ "~ ¥ momto y" , 0
[pattern3 value3 Vrzord'a(l":ia,\o m a o 7" h a eeo 3
S - | -valuet ¢ _h xh "¢
macrotrace word _ho thE "~ * _hom e~ *
i to™hpRE *h~a “mtho e e
show parser macrgfbrief | gi_port: (1..8/0/1..48) | * LB < 2
desaiption [interface {giga- ; S|xmtho mt
. . . te_port: (1..8/0/1..24);
bitethernet gi_port| tengi- . ;
. fo_port: (1..8/0/1..4);
gabitethernette_port| for- .
S group: (1..48)
tygigabitethernetfo_port | )
word: (1..32
port-channelgroup}] | m a0 o
nameword}] A -
.0a™~e " h a ™ 0o e x h ™ ¢ h m ~
¢ ® ™ c¢chom™ oa~e " o m tx th o ¢ e ta "h m ~
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DHELTEX

“ % TqQ4g~. o0 a * e " hoe a*xh =~ ¢ e t h m *
oa~e"™" ¢ ’<e*<,_\K: ] m t
cC o X a o , < @ ooox <
macroapply word [patternl LML teET T Tee . oa” hom
value] [pattern2 value2 word: (1..32 -patternt © " 7 Toe 3 momto Yy , ©
[pattern3 value3 m_ a _ o 7o m a o™" Hhphx , ¢ h a eeo F
-valuet ¢ ; h L@ (_eoee"“l'*Y' x h ™ c.
macrotrace word word: (1..32 Jho thRg ™~ " "ee . ~a®™ hom e~ "
m a o o R
macrodesgaiption word word: (1..160 "mito*emtp s m_h ctoh a* hom-~
no macrodesgiption m_ a o 7o |~"~fmEBhd_ m_h ctoh
55 .o0oa>e " X ¢ h ~ — e Y m m t a o
oa~e” EXEC . 2 ~
¢ ® “chom?™ 0 a” e "EXBC mt h o h ’ a "~
console >
“ % Tg5g~.0a*e " x ¢ h ™ ~ e YEXECm t a o h ’ a
.0a™>e""™ "~ ¢ ,<e,—:<~K‘e ] m t
X a o : e < @ S
ping[ip] {A.B.C.D) hos§ voa”e ™™ mTx ot "7y ¢ h _Reduest)
[vrf vrf-nam€ [sizesizq choto o™ | /Jat x_"  "eeoax X
[count coun{ [timeout vrf-name (1..32 comtxec™ Q" o ot -Reply).. oL/ at 9
timeout] [source m a 0o 7" -vrf-nametr , @ 'Y | h tox™7TTReto  a v ohotohox
A.B.C.D[df] host (1.158) . @ _©° 7] -AB.CO IR4” " h m x; 7" m ot
size (64..1518)/64~ _;t | -hostt "0 a e e o a;’y x -7 oom ot
count (0..65535/4; -sizerh ™ *a h ¢~ t~ " 70y otch™
timeout: c Tt
(50..65535)/2008 ™ -countt _o —_; mt o ¢® to T 7Y
-timeoutt _ h a7y o’ " "e Y ot t~
_df-[ota(e*t’E h ~ a(_et‘C*OC”_
pingipv6 {A.B.C.D.EJF coa~e ™™ mexh TS Tyt ®ocoh oRequest)
hosf [sizesizg [count choto/@f"x L™ ""eeoax X v _me
counf [timeout timeouf] host (1..15§" , & o “jeomt xc ™ Q" o ot -Reply).. oL/ at 9
[sourceA.B.C.LE.K size (68..1519/68° _;t | -AB.CDEFIV6" ~h m x.- 7" m t
count (0..65535/4; -hostt "o a eeo a:'y x 7T om ot
timeout: -sizerh” *a h ¢~ t~ 7 70y otch”
(50..65535/2000a m  [c " _ ; t
-countt __°© ’\* ;. mt oo ¢ _ ;to Ty
-timeoutt _ h _a 7y o "re 7y ot ot~
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HELTEX

tracerouteip {A.B.C.D
hos# [vrf vrf-namg [size
sizq [ttl ttl] [count
counf [timeout timeout]
[sourceip_addres$

vrf-name (1..32
m a0 —~
host (1..158) . a _ o 7
size (64..1518)/64~ _;t
ttl: (1..255)/30;
count (1..10/3;
timeout: (1..60k o; ™

c h "t 'E a *“thh’*h x t ~ o x e ~
-vrf-namet , a 'Y | htx~* T'Eeo o Tvmt
SABC.D IPV4” T h  m o x ;T m ot

-hostt ~ © a e eo a 'y x -

-sizeth” ~a h ¢~ t= ° "~ otch-~
c * t T ‘ - "
-tt|'[_a(~(m a™ T'Ee o o™  mt o X
-countt 0~ :oomt 0 coc t o ¢ h

X ;"mt_ ) T ) ) -
-timeoutt _h _ay o’ " ~e 7y ot =t~
-IP addresg IP~ " h m etohaxtm?toh™ 3
X mec o TETXTY cm h °T(; X T - L to q

-~ ’ L4

e ) ccha e ".co
N .

) Cc m o}
Vh x TEt " te®o ch t"47AB " 9

traceroute ipvé
{A.B.C.D.EJFhost [size
sizq [ttl ttl] [count
counf [timeout timeouf]
[sourceip_addres$

host (1..15§m , a o 7

size (66..1518/66x ~ _ t
ttl: (1..255/30;
count (1..10/3;

timeout: (1.60k 0 ™

c h Sta’lE oh ‘th R~ o x o e ™
-ABCDEFIPG "h m x ~~" m t T
-hostt ~ © a e eo a 'y x -~ m t T
-sizet h » " a . h c - ) t ™ Ty
c "~ t T
-ttlra ™ _m
-countt _o & ; mt o
X = mt T

-timeoutt _ M a2y o’ " "e 7Y ot =t~
-IP_addresst IP~ © h

mo TEC X a
. ‘

— N <
coc .to c h
‘ <

® < < L 4

e o [¢} c h . co

c m
Vh Tx TUEt " to ch ~ #4778 e o

telnet {A.B.C.D) hos#
[port] [keywordIX &

JU_MEFERLNET  mOf TY x T om ot @
-ABCDO IPW4” " h m x 7" om ot T
-hostt "o a eeo Lay x o7 oom ot T

[port] [keyword1.]

hOStc)S.éSg;észé ’ -portt TCRoht 5 co _otohoax h “ %
port: {2 -keywordt __"0O; , o, mTo o
. Lc*m”e*< mC(C‘tﬁ'Ee-fO;d_Ona
V -2 m’“o‘”"'(oero**(4tgl"”‘kc
ssh{A.B.C.) host ot _FE. ¢m{ mnf TQy o x T t o

host6 MO®OMpy U !
port: (1..65535)/2;

ABCR IV T h m o ox 7 m ot T
_host-[*oa(eeo( oay x -
-portt TCR o ht 3 co
-keywordt _ T O; , _° | .

oo om~e _"0;.. -9 tm""’o’tke(
V 50,

unit]

resume[connectiof connection: L. Tty T hx o x QO x mdlpgtm o m M €04
(1.5)kc om ’“( " e | -connectionr € © a . h xmt ™ eo “m’?(meme* o ® il
Xm¢t ™ eo — e e
show usergaccounts] toThT g ohQf gco TET0 "t TYo ¥
T h mx hm . xmt ho m t )
clear lineline Y _h .t E g0 ¥Y"xQO m mm QO x "~
line: (0..5) (SSHTelne).

-linet e o a h m m m x " T eeo 0

show sessions to®htTe ohgQo% ot h.t.g m mm
T xmtho m t “a @

show system T ¢. mm mtx @e oha” ¢ 0
show system battery unit: (1..8)T to®h1tTe ohgQo ¢*~t ~h
[unit unit] P AT -unitt e o a _h xmtho mt ~ oomt
show system iqunit to®hm'E . eoa h xmYhh mC™1Q
unit] unit; (1..8y1 v 0o MAG " h. m

-unitt e o a h xmtho mt - m t
show systemunit unit . to®hMth Emtx ®@e e o0hao"a@x@®™toh"~

ysten ] unit: (1..8)/t - o . . =0 e

-unitt € o a h xmtmhto(_m(tq;

show system fangunit . to*h~ " tE oemomadvdgeQ . e t
4 $ unit: (1..8)k . . : s .

-unitt € o a h X m tmhto mtop”~
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show system power T to*ht E e ohm8ngt Q'ye mt o
supply . . N . e

show system sensors T to®htTE e o6hat ech™Otxhe_ g ~

show version to*ht 'ExxJ mmmtQ aeo o c¢ho
o% mc x;mteh ¢y mt

T 'E h* ar eyt em b "t Ty ¢
t h amh "h x §3y “ogm 7 5 et

show system router
resources

x
3 ~

showsystem tcam N
utilization unit: (1..8)/1 ~
[unit unit] -unitt e ©a _h xmtmhto —mt

h
(;m - .
to'i"hy“l' E &k 'mxhmo ¢ pacyt T ¢/
" h mx a®'y c”a'yt ’E)o

<

show tasks utilization to®hxhoe 'E hik mxhmo c.ethn

choe(m_mncnha"Xt“toh“ °’“'9_”‘"0'

show techsupport to®htE e ofiafxmtigo mt x O35y

[config | memory] e ™ .~ TEe o .~ ,eomt  cho® ™
< . o * oa™e "™ . c h “"mt "~ -

V_.o*o“ c(h(-*m"‘:ee.o e

show clock

show system

show version

show bootvar

show runningconfig

show ip interface

show ipv6 interface

show spanningree active

show stack

show stack configuration

show stack links details

show interfaces status

show interfaces counters

show interfaces utilization

show interfaces te1/0/xx

show fiberports opticattransceiver

show interfaces channefroup

show cpu utilization

show cpu inputrate detailed

show tasks utilization

show mac addressable count

show arp

show errdisable interfaces

show vlan

show ip igmp snooping groups

show ip igmp snooping mrouter

show ipv6 mld snooping groups

show ipv6 mld snooping mrouter

show logging file

show logging

show users

show sessions

show system router resource

show system tcam utilization

T
T

=4 -4 _—4a_8_98_0_-92_-08_-2_-29_-92_-29_-192._-29_-92_-2_-292._-20_-2_-2_-9_-29_-92_-29_-2_-9_-92_-29_-2_-29_-24_-9_-4_-2,

show storage devices T to*hte” e 'Y of A a~  m o
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') I ZaK2g aSaaizyan oto*nh~>~ t m
'..:_m(mm**(bJ*eierﬁc’Yo:tEa%?frﬁ’Ym"\(*x’O"'*a o~ h
1. ¢. c o e*t’E co‘_’o;( o _x"" e eoax
¢9[bo¢ . . {{IT
2.¢ hext 'Em Y ho- t T Em x O m mm O o6e ™ 0
_ /| NI b{ KAFTliUbchHhX oboxmo T Et ceHh
t ~'Em x O m m m OoT
3.9.c0 e tE _oave’x (aKz2g aSaarzyano © t
A m o ® e e Y t x m m m T
17y to o ;to*. hex t Em "y m mm s
a™e " x ZN’SZ’?ICNY@O"’ h mo ~ e e Y o "~
.oa™e iprivileqedEXEC
=~ chom _oa’“e"eomprim”ég@dEX_EQa*(h(m:‘(jx’o”'*m 3 -
console #
"7 T46pTioa e’ x ch ™ 7 e YpriviegedEXEC oA
e ™ - e h
.0a™~e "™~ 1o« * <AKA_ ] m t
c o X a o : < @ wox <
reload [unit unit_id] .o h 77 exmt t’E xmtho mt o
unit_id: (1..8)/t -unit idt e o a h xmt h o m t - m
reload in{minutes| minutes: (1..999) “mtetomoa o’ xht a e 'y - h B
hh:mm hh: (0..23), mm ot o ee* -y o h % hx - e m
(0..59) ) < -
reloadat hh:mm hh: (0..23), mm “mt~etom "N h ey “mth
(0..59) Toom T e ' - -
boot passwordpassword . S mt " eto’E ¢ € Mheofrol.
no boot password STt Tt Ee thootrom T E
reload cancel T ,ta _ dog 7o’ ee h "7 cxm
show cpu utilization Jto®ht E mtco mho e«Q % hx
t c e h ~ T'Ee o oo cho g mmoh™
showcpu inputrate . _to®ht 'E mtco mtohamt ~38hyo
o ¥ h™* ™t - a.g c¢chog mmobho
show cpu inputrate Jto®™ht 'E mtco mtohamt ~38hyy
detailed T o ¥ h %~ " a.g cho g mnfogh o
show cpu thresholds T to®hmhmeom~mtho ee .y CPOYhHO
show memory thresholds T to*hmceom= mtho ee .y RAMbN O
show sensor thresholds T to®hMeomoho o ~t°: Yo
show storage thresholds 1 to*hmMmeEomoho o "~ 70y h=~ " 7
show systenmode T to®h=®  tE oecOGhaagtlID” g -
A _h a h mco TE otraceréute:’Y _o0a "~ e’
console# traceroute ip eltex.com

Type Esc to abort.

2 eltexsrv
3 * % %

Tracing the route to eltex.com (148.21.11.69)

1 gateway.eltex (192.168.1.101) 0 msec O
(192.168.0.1) 0

form , 30 hops max, 18 byte packets

msec 0 msec

msec 0 msec 0 msec
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A47¢‘Lc*m‘“e*< h< x"\’Et*to“traQerOu:teo e e Y _oa”e
u0A< LC'm“e*<
1 o h vy* o R eoa(h a ™ h hxt* “toh" ; c x t
gateway.eltex (_(t(.'o( *a'Y ’Hto'o a"h’hxt* “ toh~
192.168.1.101 IP® " h m ‘Hto o a®h "hxt ~~*toh?"
¢h g 'y ~ otoho c "~ h &x "m ey 6t " &&h " hx
OmseCOmsecOmsec(tr;],Y¢A,Y_ ‘,?0; c oo % * c(h:"":; ¢
._.h, . c o "e e;ra‘*cerol[gaao*'ext cho* omte;*(o'o*"'q_"toz_ou:h*in:‘
"7 T48¢
% T48e” 0 Y _ . c¢h  .co Tacereute, oa~e”
é*ao-O,-\O * Lc*mme*<
* ‘ma‘xt ch* coc L c(h(""* c‘_(t‘q;
? .. mte . t ¢ c LtT o
A s*a*e*mth‘t‘”eo e 0mt><c<ecp L*.;eo c
’('o t h = L c o ch‘n*"“a . t v T c. "o
E Thfx tmy h= a et~ g Y xmt*eo =~ %
H ~ . Tom ot e<“omtxc<eq)
N .. UE e("omtxce‘cp
P uhoto_o"e(”omtxc(eq)
Q "mto'ca):;”"‘(qu
R "mt<_”‘o ”h(a'Y co“toheom m ¥ o h . h"a(
S L'*’:‘_”" . mgo Y* . o a™h "hxt” @
U uoht e(*omtxc(ecp
._.h o h *aaeo o'|":“e|Dert1_co<a;a<xeb*”:<ctco"h° . h > LTt mec ¢ 1 ~Ee
xe _ e, . _oetho ™7y t ha e”™ ™" ¢ |7 I hTelnet 2 m
,mm o omco TUETXx tm2Cyhskifaes. e~ e, Y _ 7" .
T 749 ¢ ¢, " T E® - Telnet a " e
JCo.e. " TUEE TN TToe T e
A p o.h ot FSEySG h* ch.  mo * e e Y
A u(h(*"t'E c o L]éfy‘élj“:gh‘h L te chog mm
M UM, T UE co (8fySa).x " . e m_a o~ 4
Mo _. M. " UE co (StySa@ey  _h- " e
- L.oh T T UE o Sy Boll TerePo™ Y geo, T Y 0@t hy
e Y
Aoy L.h Tt Emdo h & IEHt ho
Y ¢ o _hmot ; h(’*a__oa”"e"eom mtho
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0 ao’eo mco TEo0 e 0 Telpet-"e SSiE m fEe
T %0 O L e, MmeT00 TR XA Telhet, o{m{ Immt
c e Y c m = e
lecho .0 " T'Eeo T Ogchopto " %xe "ge QO _ ._ o077 e~
/password X c h ) - ) A’Y( t c ™ h OS’S}{E( h T'(Yh H@QO o e ™
Iquiet " "ocxm o~ t o~ m 9 moo® " gelnet. ¢ h o
Isourceinterface Jeh 7Tyt o metto sk @
¢ 'O;‘(t o’“h"‘“ot_x coto ™~ 3 o0 tmooh< m'eh(‘
* oetho ™7y com™ "o ot T'Ee om t ¢Sf)
/stream LTt xSeEySi ao’ 't mco TE’o cToth BTy 37 6
h o) Tex e . cho'h‘a_@o_:.bLoc'(')HldI“/’tq')*”“Y**:dO
_o T3 e Y. YO tom Y ¢ Sf VS U
luser Jeh " Ty, t ay co TUESSH T h o Thye” TY g0 * ”
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
=~ chom oa™e " eo ot *n "0 T 'Ee o h oae a t xmh™ & x Q"
console (config )#
%% Tplg* o0 a * e " x ¢ h ™ ~ e 'y Mo it TaEe o b e’ axh~ ¢
E— o =
oare R K ] m t
cC ox a o ;"e < @ L
hostnamename name:(1..160) ST Tt E m xtm t hoo m ta Y @
no hostname m_ a ofo K¢ hext 'E m t ) a 'y xmtho mt
service taskautilization _7oh JUE xmtho mt x cho h~a
h mx hmo ¢ eth™ T'Eeo o cho g m
. m m t e o o chog mm~ @
- — T/ _"T0; e+ : - < —
no service taskautilization ch t t'E xmtho mt ~x c¢ho h~a
m x hmo ¢ eth™ T'Eeo o cho g m
m m t aeo o chog mm~ @
servicecpu-utilization _" "ht gEmtho mt x cho h~aaeo
. h mx hmo c eth™ T'Eeo o cho g m
. — T _T0; &= = N -
no servicecpu-utilization ch t tE xmtho mt x cho h~a
h m x h mo c e t h ™ 7 'peaoa xot “cthooh & d»n
service cpdinput-rate JCoh 7 tE xmtho ma oh Y@ W mh o oa
90 7 'Y" 05 ¥ "0"%hh * ¥ * tt.h T 'Fe..pa ¢ e
- cho g mmohoa coaaxt™toh™ @
- - T/, O; . ¢ t—= : - — -
no service cptinput-rate ch t tE xmtho mda Kk 'ychomhdh
Oon.\,Y.l-waj]ZOivhmé‘mt. -~ a 3 Ge
choc(mmohoa _oaaxt”‘toh”’cp
service cpurate-limits traffic: (http, telnet, |~ mt " eteE [/t ! o th ~ehome y~Hoh® 1y
traffic pps ssh, snmpip, linklocal, [0 ¢h = T eeo t e” th™ o]
arp, arpinspection, -ppst ¢~ to . om xe x @
stprbpdu, routing, V _ . " 7. xe_ _t gCoR®Control Plane Protection)
iproptions,otherbpdu,
dhcp-snooping,
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DHELTEX

no service cptrate-limits igmprsnooping, Commt ~ eeE ; ppg 0 xao Ty o@h T
traffic mldrsnooping, sflow, |t h ™ " @
ace,ip-error, other,
vrrp, multicastrouting,
multicastrpf-fail, tcp-
syn);
pps: 8..2048
service passwordecovery Joh Tt E JommTTye T e hax ™
_ ¢ Jenabled Zmpa.sswor'd recovery proc~e¢u.|B n ,in m 0.1"0.”516{ Lexh
no service J h’(tEﬁommt eo’;<h’( c bhi"yo
passwordtecovery {password recovery procedung x © * T e h& ¢ o «
I?nk-flapp?nge_nable T /enabled f— 9 ! E, ° ? L - ° Aj
link-flapping disable t_—T0;, tE ¢ch
service mirror L0 T Tt E N
conflgu.ratlon ¢ Jenabled
no service . ¢ ~0- tE o ¢
mirrortconfiguration - ’ -
system router resources ip_entries: “mt Tetog htTd Thoe
[iprt S vy (ipNant@es| (8..8024)/5120;
ipvérentriesipv6_entrieg ipv6_entries:
ipm-entriesipm_entries| (32..8048)/1024;
ipmv6-entries ipm_entries:
ipmv6_entrie (8..8024)/512;
ipmv6_entries:
(32..8048)/512
cpu threshold indexndex index: TTTTtE coho Ty T T It
intervalrelation value (0..4294967295); | -indext ¢ h o~ o "Ee e’ _m coho
OFt | Linflep/igtéed k- £ interval: (5sec, 1min, | -intervalt , et h =7 ca hoe Yy 7 h
[severitylevd] [notify {ena- 5min); Chox o /t) C ‘Ht o t et h 7
ble | disable}] [recov- relation: (greaterthan, |. -2 T
SNEny23AFe 9Sy greateror-equal, -relatont ot e o e a7 T x ot
ble}] f Saanied y] e” ;. a3z e o%g0" ao Ty om
equal, equato, not- -valuetr "¢~ ; e ~ coho "~ T
equakto); - flap_intervalt ¢~ ; ;e 3 och "  TYO"
vaIue(O..lOO) eo_’“(e*'Ycohor" com mh ™~ *~t
ChOC<6tO _Severity[xho“<e'E“" e omt th"con
flap_interval -notifyt . _TO; "t kot _ TO;7 tooteh]
6nedmnnoOKkn|. ", , coho 7T
severity: (emerg, alert,| - recoverynotify t . _ —0; "t kot _T0O; " _t
crit, err, warning, _ommt “eo ™ e  coho " @
no cpu threshold indexn- notice, info, T T tE coho m “® * e e .a e °
dex debug)/alert
memory threshold index index: """ "t 'E coho T 7Y 0o A a” m oF
indexrelation value (0..4294967295); -indext ¢ ho = o ~Ee .~ e” m coho
[flapmnterval flap_intervall relation: (greaterthan, | -relationt ot e o~ e =~ a " x o A aoa
[severity leve] [notify greateror-equal, coho o .a e~ e a3y e o%go”
{enable| disable}] lessthan, lessor-  |¢ 0 h o~
ONBO2@SNEy 23 A equal equato, not- | -valuet " e~ ; c¢® ho -
disable}] equaktto); -flap_intervalt ~¢ ~ ; e ¥ och " TwYO"
vaIue(O..lOO) “ommt”‘eon"‘(e"Ycoho;" com ™
ChOC(EIO _se\/erity-l-xho»(e'E”~ eomt' th*con
flap_intervat -notifyt . _T0O; "  t kot _T0O;" t otechr”
obnoomManbGkp|Mh Tt Te o coho 7
severity: (emerg, alert,| -recoverynotifyt . _ "~ 0O; "  t ke t c FFOh T x o
crit, err,warning, ommt~eo "~ e, , co0oho ”
no memory threshold index notice, info, ~"" " t'E coho m "t tee.a e’
index debug)/alert
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HELTEX

equal, equato, not-

sensor thresholdan fan_num: (1..63); """t 'E coho Ty Tttt om0
fan_numunit-id unit_id unit_id: (1..8); -fannumtecoa h et  Trytoh~
indexindex relation value index: -unit jdtreca O t~ 5 e” _otohoa e~
[flapTinterval flap_interval (0..4294967295); -indext ¢ ho = o TEe . e” ~m coho
[severity level [notify relation: (greaterthan, | -relatont ot e o * e~~~ a " x m _ohomt
{enable| disable}] greateror-equal, .. &t TYytcoohh®o o ~.a e ” . e a gy
ONBO2GSNBENY23GA fSaandedyjmh~ "t . ~e 7y coho =
disable}] equal, equato, not- | -valuet "~ ; e . coho "
equaktto); -flap_intervalt ~¢ * ; e ¥ och ° TvYQ
value: (0..1000000000] . ©mm t “eo Tcem'y cobho FTor . e
o”:‘oho/atko,e’ -severityr xho e E “’eomt th=co
flap_interval: -notifyt _ _ —0O; "t kot _ TQO;" t otch~
(0..1000000000)/0 |mh = * "t .~ e coho
o “ohgat oe T |-recoverynotifyt _~0O;"  t ketcPDh™xob
severity: (emerg, alert,| . ©mm ¢t ~eo ™ e ~ coho
no sensor thresholdan crit, err, warning, """ t'E coho m "~ "~ee .afan_num
fan_numunit-id unit_id notice, info, e ™ ‘Oeunittid,
indexindex debug)/alert
sensor threshold sensor_num: (1.63); | " T "t 'E coho T Ty Tt vt a2
thermalrsensorsensor num unit_id: (1..8); -sensor_nunt € o a thhao™ =t o =T
unit-id unit_id indexindex index: -unitidtreca Qe t* ¥ e~ otohoa e~
relation valudflaprinterval (0..4294967295); -indext ¢ ho ~ o "' .~ e” ~m coho
flap_interval [severity relation: (greatefthan, | -relationt ot e o "~ e a7 x tcafo hot
leve] [notify {enable| | greateror-equal, e~ . e ay e 0% 507 ao 7T m
RAalotSYe «@NbB(J fSaami-ed y)]-valuet ¢~ ; e ; coho ~
{enable | disable}] equal, equato, not- | -flap_intervalt ~e¢ * ; e 3 och T TYO"
equakto); “ommt‘eo_"<e"ycoho;* com"(
value: ¢€1000000000.. | -severityt x h o =~ e 'E ~ ' eomt = th~™co
1000000000¥C; - notify T ~0O;" . ,tkot__T0O;"_ t otchr~
flap_interval: mh=**~t . ~e  coho ~
(0..1000000000)/@C; | -recoverynotifyt . _ —O; " (t ket c AFDh ™ x 0
severity: (emerg, alert,| , ©mm¢t ~eo ™ e = coho ~
no sensor threshold crit, err, warning, """ T t'E coho m """ *ee.a e°-
thermalrsensorsensor num notice, info, sensornume ~  Oeunittid,
unit-id unit_id indexindex debug)/alert
storage threshold index index: STt 'E coho STy of Aar o om_oF
indexinterval relation value (0..4294967295); -indext ¢ h o .o T"Ee . eT _m coho
[flapmnterval flap_intervall relation: (greaterthan, | -relationt ot e o~ e =~ a " x o A a” o
[severity level [notify greateror-equal, coho o .a et . e axs e o% o~
{enable| disable}] fSaamniad yljeoho -
ONB O2 @S (eBable/2 G A coho =

-valuet e " ; e

disable}] equako); -flap_ intervalt "¢~ ; e ¥ och ° TyQO"
value: (0..100) ,ommt~ eo T e Y coho - com ™
choC{;eto'-severity-[xho“(e’E“‘ eomt* th‘co“
interval: (0..100)/0 | -notifyt . _ —0O; " ,t kot _T10O;"  t otch~”
choe<;eto‘mh”"”t.“"e;*‘ coho"’
severity: (emerg, alert,| -recoverynotifyt . _ —O; "  t ko t c DL~ x b
crit, err, warning, ,ommt ™ eo T e coho ~
no storage threshold index notice, info, ST T tE coho m *T"ee.a e’
index debug)/alert;
resetbutton {enable | TYmthoE h "oag xQg *toh™ e~ e™’ ™t
disable | resetonly} -enabler ¢ he ™ > ~t eoce ™ _* 7 t T'Eeom
cho mgo™ t ™% hxxmtho mt ™ Teocch
1 /enable Tt ’“'Eeomt'E'Oc":hcn’:‘(m(oofwﬂtmm+ho

o o "m 0 o e

x h ™ ¢ T
- h o

-disablet e | h | L =
-resetonlyt t © "'E_o ¢ h -
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~ )

—~ ~ , ~ , ~
56 .0 a Ycénmar)o’E\L“ e*Yc h o
]~ ee R _ o c’“(_m _oa”e ch('e”’ e”‘;(e Y -
""Y"”*"‘e*’Y h(a(e* - wmtn*’Yc”’ho’“’Yq;
oa™e?-" h —¢ " T Ee o 0 e oxh”oge
=" c¢chom o ~ e T eo . ot *h *o ""*Ee o h_ﬁo’ae*( a t xmh""‘&C:*i*'@"' .
console (config )#
"7 Th2gT. o0 a " e x ch~ — e 7y Miofit TdFe o be’ axh~ ¢
et LR
;
passwordsagingage =" T"Eh ay * e @m7tho Tre’ "¢eeo o
R T x 7 t c h " "o e o m a e t 'E ¢ ™ h
age(0.369/180° ¢ . lioas .to  h a‘y e ctho~
nopasswordaging fommt ~ ete’E ; e . co X a o ’“"'e* O
passwordscomplexity ena- ¢ _TOpENh~e ; e e~ oha=~t ¢~
ble .
- T/ __70; — — — —
no passwordscomplexity ¢ ._TOEh*e ;. e e oha~t ¢
enable
passwords complexity ¢_ T OeEN"e . e 3 R ©
minrtlassesralue _ T mmo m _a_o To omtho e .
value (0..4)/3 e, h.x m a o7.Q
no passwords complexity Commt ~éeE ; e  co xao ~-"e Q
mintclasses
passwords complexity ¢ _T"Q9PEhNh"e ; e e a e a” TEe
minTiength value - value (0..64/8 _ ’ _ ’
no passwords complexity Commt ~ eeE ; e  co  xao T e 0
mintiength
passwords complexity ¢_TOE h~e , e % R o I a
nomepeatnumber mt o com™ "o "t T'Eeo c¢o tco”h gy
number: (0..16)/3 ho 7™
no password complexity fommt ~etefE ; e ~ co xao T;%e QO
normepeat
passwordscomplexity ="cth ¢HE ma e ¢ ho Y mco TE
notrcurrent ' © /enabled mi h . _ . _ ]
no passwords complexity . h t "Bmco E'o ~“~tE mt~h, c~h
notrecurrent
passwordscomplexity T~ cth t ffEco "CEo0 Yt E " omt
notrusername toTy
- T /enabled = - —— - —
no passwords complexity _ h t 'Bnco E'o "tE _ _" ;. mt
notrusername t Ty
password lockoutvalue "TmtTeo tE _o 7T ; omt o Tx " 9
ho ™y m 466 % "w h o ~o * TEe
value: (1..5)t co ~Eo ot (* ~Yo "= —
no password lockout "mt~eo t'E ‘e~ : e  co0o xao
passwords time block sec- cmtTeo tE M avy " 7o ho
onds seconds: (0..7200)/0 (¢ °© T'E"° "t TYO
no passwords time block "mt~eo t'E ‘e~ : e  co xao
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T 7B3e.oa”e xch ™ e YprviegedEXBC . M 72
e ™ “ee ~
.0a™>e" "~ 1o« . <A’K< ] m t
c o X a o : < @ . o<
show passwords configuration 1 to®htTe oha~¢g ©O oF o h~e - e
. ¥ o h o "t 'E co TE'o ot ~Yz
set usernameusernameactive T . heoa o 6" ctho "W
[ Y © *
c m * e “ h X a e to oa™e?-”
571 ¢, . , < S
h omx " mt — e 0o ¢ h ~ ¢ e~ ° - " a - m t
URL-[och( ; *t< . a<mtoeht9m e&(e‘*_Y ho(;rrJ{h.er rtpco<“hz C**m\FOOZ
c h eo B4 t 7 T ¢
4e° ¢ mo_ 0O, -0 Mo 0 0c mTe
N ""o' s} m c m ™ e
"m g0 " e . “"h m - TWYmHea  fm o td"ec € TaT Vet “mi @0
flash:// “e<h,°e<‘”,*'E"”€m‘X°{ﬁ”E‘Y yto  xao T:Maey Ogc hm ™ 7
ch ~ _m~ gch  flaghitipY = Ya OLYOX © drY
running-config T, T v o x o _ee o xhT e @
mirror-config soc¢ vy - ~—/" ot o x™  _oe xh~”g
startup-config -, T ¢ h _oe” ;" "Eeo _o0oe  xh¥ge O
activeimage v "t e .a o%h" “oa
inactive-image Tvoom e ~_t o e.a o%h"™ ‘oa
"mgo’e. TS T omooa o mt FTR Y he " h e Y T 7Y
.. i/ [LISername[ password]@ost/[dlrectoryl] filename
-usernamer , @ 'Y c¢o TETo Tt VYT
ftp:// -passwordt ¢ " ho T'E co T7ETo0 Tt Ty
-hostt IPv4~ = h m - m t ) a 'Y xmtho m t T
-directoryt __ "t 7, 7o
-filenametr & Y _.7”
"m g0 " e . “"h m - " h mm ah mth~ @~ e ™ : e
.. & t ":tftpi//hest [:port]/[directory/] filename.
-hostt IPv4~ °~ h m o~ aywmt h o pomot -
tftp// < . . * . <* < i < o o -
_port'[ c o h t e e : e Y
-directoryt __ "t 7, 7o
-filenametr & Y _.7”
"moo*e. ~ " h m - ~ " h nnnahmth""q;"‘e"; e
., &t "isop: //[urSername[ password]@]hos{tport]/[dlrectory/] filename
-usernamer , @ 'Y ¢ o TE o Y
)l -passwordr ¢ © h o TE COT'E‘O“‘t .Y
scp. -hostt IPv4~ °~ h m - m t 0 a 'y xmtho m t -
_port'[ c o h t e ™ ve - : e Y
-directoryt __ "t 7, 7o
-filenametr _ & Y _.7”
"mgo’e. ~ * h m - ~ " h rmahmth“"’qy""e*; e
., &t st //[USername[ password]@]hos{ port]/[dlrectoryl] filename
-usernamer , @ 'Y co TETo "t YT
fto:// -passwordt ¢ “ho TE co TE 0 ~t TVT
Stp. -hostt IPv4~ = h m - m t ) a 'y xmtho m t “ T
_port'[ c o h t e ™ ';e - : e Y
-directoryt _ "t 7, 7o |
-filenametr _ & Y _.7”
Iogging - ~ m mtoh oa~e” @
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DHELTEX

572 .0 a ~ e'.\l:-ﬁ-,Y h ~ L4 ot m ~ ~ a
oa™e?-" h ™6 ™ & " 'Ee o o e x h ~* ¢
PN P
=" c¢chom oa™ e " eo ’ﬁw‘ot":‘h"o"‘Eeo h oae a t xmh™ & x QO

console (config )#

"":"’\55“:*‘0&1”‘(5 Ty e ™ c“h ™ a ) oc h o
S .
oa™~e "~ "~ v« o ] m
cC O X a o ®
ip tftp sourceinterface
b tp fo_port: (1..9;

{fortygigabitethernet
fo_port| tengigabitether-
net te_port| gigabitether-
net gi_port| loopback
Ib_port| tunnel tn_port|
port-channel group |vlan
vlan_id}

no ip tftp source-interface

te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);
group (1..48);
vlan id: (1..4094)
L -_"0;.

P ettE D

. mto : TETAPWA.

ip sftp sourceinterface
{fortygigabitethernet
fo_port| tengigabitether-
net te_port| gigabitether-

fo_port: (1..4);
te_port: (1..24);
gi _port: (1..24);

: . ® tt’E h t Y s A
net gi_port| loopback :?022'- gi‘é)) AP EtUE .m . mto : sTAPY
Ib_port| tunnel tn_port| gﬁgupcl(l ”48)',
port-channel group |vlan G
vian_id} V't’;m_ld- (1;‘}894)
no ip sftp sourceinterface - e eo tE e co xao T
oa~e” . IbrivileqedEXEC

Trchom _oa~e®eo oprivilegedd - 9/ &t a “x 0"

console #
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~5gg. 0 a " e Y h 7 * ot . phivilegédEXEC @ | hooa
e ™ : e
.0 a™>e " "~ e c eo ] m t
X a o : ~ e
copysource url destination url coc MOE*™ T ° a mtoco o’ e Y
[exclude | includeencrypted | a mtWoc’o e e~ "e” . e YO
includemplaintext] -sourceurlta mtoco ~odcehx ao o -
-destinationurlt © © h m ea” ‘met™™, xe® "vyy " 7
m o c h o “e O
e“'x'o"‘f( oc ¢ | "omtxce . t o 7]
- — o e x h =~ @ Y
-excludetr , ¢ oha”™ ¢ 'YX h ot e~y 7
x0T t _T0o; e~ _oe CI -
-include-encryptedt . ¢ oha ™ ¢ 'YX ot
source url: * “oc*medbmt ot ~0: e~ o e
(1..160 - ho ™e-eoa "
m a o Tol . T ’ col <,
e -include-plaintextt ., ¢ oha™ ¢ 'YX h ot ;e
destination url: | * “oc*mebmt ot ~0: e~ o e
(1..160 e co ho ~eeoa B ()
- - m a o- o . = S
copy source url runningreonfig R Coc  ROETT™ _oe xh*g ~ m m h
o e x h~* ¢ (o))
copy runningconfig L00hTeE t  _x "xQ efem hxhtge O
destination url [exclude | include -excludet , m _T0O; , t E , _oc hx —a . g
SYONEBLWSR p AyoOfd _70;" 0% cCcpo Yy | t O
-include-encryptedt m ¢ oh " e 'Yt E " Qe " 93 ¢
! h o “ e e o0 a ® T
-includeplaintexttm o oh ~ e 'yt E " "ee . o
'Y e o a B
copy startupconfigdestination url 0 oh YceE h oe X QroT®'Ee @h™™ g h N
copyrunning-config startugtonfig T L0 oh Tt xx@go e ,®h "ceg b oe ™ " TR
copyrunning-configfile . ,00oh™e t'E t _x"x(Q "d&ee .xhMhg
LT e .. xh"e,  ®
COpyStartUp'Conﬁgﬁle . . 0 otl TCéE h . o e X @L"‘o"e\'E‘e’k ® h ~ <C~*~ ~“ e e
h : h e . ~ - o e x h ™ ¢ dl
boot configsource url oc MROE " Toe” o xh* g _ "m "™ h
t c h oe™ " T'Ee o | o e x h ™ ¢
dir [flash:path | dir_namqg T to®hmeg mo To x ~ "eeoa "t~
more {flashfile | startuprconfig | JtofhmeET h a0 T T
runningrconfig| mirrorrconfig | - startup-configtr c t ¢ “h~ >~ 't mo " h’> ao
activeimage | inactiverimage | c h oe” .” TEeo _oe xh¥g T
logging |file} -runningconfigt © t © * h = > " t mo "t h’x &0
_oe L, xh e, T
-flashtoto*h~ " t 7 " a™ytm xmtho
-mirror-configtr © t o ¥ h >~ 't mo® h’ ao
file: (1..160) |_oe , xh "¢ = m h 7T
m a o 7ol _gctiveimagetr © t o Th >t hm QO t |
L @
-inactiveimaget © t o  h * * ™ et 7 thm “ey "o
0 L h -~ R (D
_|ogging-[oto”:'h"‘ t mo © h a o
-flet, 2y [ _ 7" o
':’_”’ . oto*h™*" ™" Otm"y oh a
L
delete url T ST TtELT
delete startup-config T "T"TE _ T ¢ _h _oe” . " T'Feo  _oe
boot systemsource_url coc¢c MOE*™ "M m h h* e ~ t
T e ” a mt o h h e o o
boot systeminactive-image 1 Tt hx " t’Em e * 't —eo o o%h~
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show {startup-config| running- ip_addr: AB.CD| to® hme™ h' aoc h ~oe™ .~ T'Eeo
config} interface{ip ip_addr| all); O2 y ¥F A3 0_*x (funningconfig) ©e _  xh "~ ¢
gigabitethernetgi_port | gi_port: -interfacest _oe xh " ¢ Y et hppm
tengigabitethernette_port | (1..8/0/1..48) et h o omo -5m 9 et &t hmo
fortygigabitethernetfo_port| oob te_port: (port-channel), VLAN e t h  OQOB ® h {odpkack
| port-channelgroup| vian (1..8/0/1..24); et h 3 tmxoee T
vlan id | tunnel tunnel id | fo_port: .. x0", , ocgeg_ _ “omtxce ¢ h
loopbackloopbackid} ipv6 (1..8/0/1..4) _oe xh"ge Y
{router ospfprocessid} router group: (1.48); -ipv6routerospft _°o e XIMWEOBPFY o ¢ mmo
{ospfprocessid} [brief | detailed] vlan_id -router ospft __©° e , XIPMOBRFY 0 ¢ mmo @
(1..4094) -brieft _ - 0° _oe  xh" g~ ee’. g 7
tunnel_id: e”ch &SHhSSE —0O; ., . T
(1..16) -detailedtr _ - o " _oe xh= ¢ ~— mg |
loopback id: T ree .9
(1..64) <.‘.“o° _oet ~mto]|p- e oeh xrmh
process_id: J choc @©8PEomtxc e to "E_ o "
(1..65535)/1,all |~ _oe _ x_hufnieg-configh
showbootvar Lo _TTtTE e .7 m mt aeo o
T T hox ™ ot ch TTexm @
write [memory] o ghte t oxe"x Q@®hN ™ ¢, ~— ¢ h oe
T _oe x h ” ¢ (0]
boot licensesource_url T Ttroohx o St E e xmtho mt o "7
delete license Word] . ST motxEtho omt oo m xmt~eo
-wordt , @Y T _ 7" T e, e > _oto
renameurl new _url url, new_url Ta 'RY U T O
(1..160) —ultt o x o ay v 77T
m _a o 7ol .pewurltec o~ ay " T7 @
" €<h"'|'<|:‘[\'|79< ao’(t ¥ t '~ *h<’m'om<m*(mat0e;‘é'*e’“;<e*
- a “e " oc h o “ e Y D
h a h mco TE"o e Y oa™e"
A~"" " t st © "He h oe “ - m ao c * a "yt
console# delete flash:test
Delete flash:test? [ confirm ]
x TUEt ot c o e e o "yt oh *8® e y'Ycom T F x°* t x °
Q" mt X t 0 ao’eomt 'E chomaoth™ o e x h ™ ¢
9 h ’ a o e x h ™ ¢ Y
A vlan database
A interface { gigabitethernet gi_ port | tengigabitethernet te_port |
forty gigabitethernet fo_port | port -channel group |loopback
loopback _id |vlan vlan_id |ip ip_addr }
A interface range { gigabitethernet gi_ port | tengigabitethernet te_port
| forty gigabitethernet fo_port | port -channel group | vlan vlan_id }
~* "p7g~ oa”ehomaoth™ o e x h ~ ¢ t x 0 a
.0 a™>e"" "™ € "_ee*‘,iK‘ 1 m t
c o X a o ; < @ oox <
show T to*h~ t E Ry mtt hox 0o h a ™
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h

¢ e e 0 a h __cf"e} egfchﬂm‘ee"‘.ea(';(’ei! mthow . h(
o e x h ™ ¢ c o t o~ a h x - c h moeth “@c et it
.0a™~e " h —d 4 T Ee o o e *th"e**

“tehom _oaveeo  MotthtoT0Eeo h_oae a t xmhT & x 0"

console (config )#

"":"’\58“;“0&1”‘157 x ¢ h * ~ e Y Mo Mt TdEe o b e a x h ™
= ~ R =
oa™e ™™ L) N <AK‘ ] m t
cC o X a , © - <
backup serverserver port "_"tE myhe~h_ otoh . Fx7 't cho
port server (1..29 ., _oe o oxh™e O
m _a o To |-servert M ho “ha®t o O0F0LIYKK: q
port: (0..65535) o h 1 {scp// usernamepassword@@XXXXXXXXXXX
co xao’“tftp‘-[e _port-[coht e“‘e‘y(eﬁ'ym(h“(h*z
69,scpt 22) g0 " tYE M " g Y _oe xh* g O
no backup server CTTTE M Ry Mo h ho e YO
backup pathpath T_TUtEX ETmceo To e oy 77T e "
path: (1..128) ., " ® _h_ mogghTe e ch
m a o "o A2 S h a 'y oha™t
no backuppath ST Rt ST h o h o ho “e YO
backup history enable y ~0- e ¢_7"0;, tE mo ghrhe ‘e h e .mgtoMmc
no backup history enable T ' t_T0; t’E mo gh~e e mtoh
backup timeperiod timer " _"tEhoa o’ xht a e F co m t .o
timer: omx " mt Yyt Em oy * 0t ooa "~ t om0
(1..3579139%720» _ e|h " ¢, )
no backup timeperiod Commt " ete’E ; e co, xao ™ "e O
backupauto ¢ _TOFE toa~th . "mho hooe™e x h ~
K ~0: =25 : PP PSS
no backup auto - mt "~ etoE eco ®ao T:-%e O@
backup writememory S_T0,E b h _ofo “e&hZe , ch
TK ~0: co TE" o ~ot — a o ee ™ oxch “teg T'Ed®
no backup writememory "mtTet@E” ;e xao T:-"e O@
backup reachabilitycheck ¢_7"0; t'E otch” ~x cxmto o ¢
tftp — TFTP N h = 0 e” : e co xao T
— TK_~10; . ec e ; = -
no backup reachability St _T0; t 'E o tch X cxmto o c
check tftp TFTP _ h h ~ o
.oa”e rivilegedEXEC
"7 7Th9g”.oa”.e xch® T e Y m nmriyilegedEXEC. h T 2 LJ
e ™ e
oa™ e """~ 1o« * </_\KI ] m t
c o X a o , < o P
show backup to*ht1e oha~¢g O o e~ mtho = g
T _oe x h ~* ¢
show backup history to®htTHEtoh O xmec eo mo gh ~e
T _oe x h * ¢ )
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574 .o0oa™>e” Ty ot t oa ™t : me o ox ™ go e Y
hoge mm t oa t ., m_o o o7 eo ¢ Y
.0 aaxt ™t oh “ c xm ~ t c ho ¢ m m ~ t oa ™t coom o] o} o]
~0; e a 'y~ t’“”mméo5d043(oMHpL')z m o h >~ 0 a 'y o*~
c h “"omt ~ - 0 m h h o a 51/t ®
uhoe(mm ”““toa"‘t*,<m_o'o o'eo“ (e*’Ymomto*t . m
1. -0 aaxt ™ toh ~ h x >~ t t m¢t o - - m,htn" t
T
2. ‘oaaxtm”‘_t“o1*ﬂ”"<t c(h~ R ¥ o @pmu<”h"mzt Q o_*oht"o'h"o
Cootmy moy T
3. . aaxt™toh mh ~ e ~ t h m (@) “m T oh**h 3 -nt
~ t e o o] o*h ™~ ™ caaxt>toh>* ¢ |m™ oe m ot
TETP h h = a mt o e - t e o 0 o % h "~ ~ 0o aaxt
4. |m ™ o % h "~ * - - h x e S to oaaxt™toh c h
h o ¢ m m ~ t oad® e hmh 6 eo 'Y
.0 aaxt ™t oh ”'cxm_’“<t i‘h@‘GK{“mh :Zhﬁ'd*;bh"axé"g"’x;(“mm'Y_oe'”'o 51
c o e e m ™ “x Q" 7 xm To Y
- o e h g ht g’ e o "0 t oa ™ hwihm;e
- ot DHCP _h __h~ mpr"" hh m m ¢hCE¢th*ocde5IYtccl . . ay
_oe  xh~ece OY5IcHtOASCI oha~t
" .o x;<ee.<le“:'m>(“h‘_e** ”"hx”‘<tm'YN c<h“
- h e © om - h x o e x h ™ @ o aax t
oa™e" h —0 * 4 —'Ee o o e x h ™ ¢
=~ c¢chom oa™ e " eo ’r’n‘ot*h”o""Eeo h oae a t xmh™ & x Q" ®
console (config )#
T * Te0g. 0 a e " x ¢ h ™ ~ e 'y Mo Mt Tdge o b e’ x h ™ ¢
E—- o 3
.0 a™>e " "~ v« *<AK_ ] m t
co X a o : < @ o & o«
boot host auto-config ¢_"TO;E " _ toa~t .. om_x QO _oem’y.
K ~0- ee’ 51/t o
no boot hostauto-config T | S._TOt"E toa~sQoem  ®h FE Cx OXYO
e " 51/t o
boot host autoupdate ¢ _TO"E.toa*d ofieo Tye ¥~ mhy
—_ e " 51/t o
TK,_"0; . ¢ e — - T P -
no boot host autcupdate ¢._7Ot"g toa”to%tem d° e3 m
e "DHCP.
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.o0a"e iprivilegedEXEC
=" chom _oa"‘e"eowprimnég@dEx_Ega* ht m’“(:x'o"' R ) Y
console #
" T TeleT.oa e’ x ¢ch™ 7 e Y privilegedEXEC h a
R e ™ e N
oa™e" ™ "™ v« L ] m t
cC o X a o < @ e
show boot  homaodtph e*nfthoa™~t m o o o *
T _oe . x h = c, .
A h a h oe xh ™~ ¢ L{/ 51/t {SNBSNY
option image - filename code 125 ={
unsigned integer 32, #enterprise -number. RHJj dzZsdW dSC Olstste ftesdLotsHdlsj dzv)| oMmJGH
35265( Eltex )
unsigned integer 8, #data -len. [ dzd d@Omj A OdzdztsH yd  Oo dzO H dzd dzj sfiplstctsC
option -data +2.
unsigned integer 8, #sub -option -code. sBH foHBSfydd, oMjeHO ttOe jdz 1
unsigned integer 8, #sub -option -len. | dzd dzO fls teoptionf - data b
text #sub -option -data. RBW IsjSCMmMssatsets WO2d&ZO, MtsHjtyPhjicects d
sBtOL O 1 [
h
host mes2124 - test{
hardware ethernet a8:f9:4b:85:a2:00; #mac-OHt i CBBBEISOISKLO
filename "mesXXX - test.cfg"; #dd3v CsdWdekteOydd SCtcdBB3zIsPlsstcO
option image - filename 35265 18 1 16 "mesXXX -401.ros"; #ddv Isj CMlstse sSG &
WOo2dzO, MHjty Ohjets bW tBtLOL (
next - server 192.168.1.3; #IP-OHt JTRTP Mj tco j 6O
fixed - address 192.168.1.36; #HP-OHtej M SR3OSO
}
58 """ mt ho > m m t aeo 0 h a e
o xao",”’e 0o - t oa™ : m c h 90 e ™
v mt m o mt~e ™ t - . e° sa o x|t h“o ct.' @ ¢~ "_"0e<
h a'y ° 7wy ¢ h 70 ° " e~ — toe h a 'y
.o0a"e ibrivileqedEXEC
¢ hom _oa™e " eo R rgri‘y”ég@dﬁ)*(Egﬂa . h( t ’ I‘na"« T x 0" R 3 Y
console #
Y Te2g .0 a e © e ”mt ho a em mtbpivﬁ’eged@)(ECh
n e ™ e b
oa™e" ™ "™ v« e ) ] m t
cC o X a o . ® hd
clock sethh:mm:ss dg hh: (0..23; X ;e”’Y xmt®eo ® m mt aeo o0
month year mm: (0..59; to ~E_ o T 70y ch 7 ho ~eeo
clock sethh:mm:ss month ss (0..59; -hht ; " m"mmT a e x gst My _ xe °
day year day: (1..3D); -dayt © _ en®Bntht a ™ ;Yeart | °.”
month: (Jan..Deg
year. (2000.2037)
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DHELTEX

show sntp configuration vrf_name: (1..32) Lo _"mt-ge o xh™ e O choto o7
[Vl’f {Vrf_name| a||}] m a o —o ) -vrf_nameT oay ht x ™ T'Ee o - o " T mt
show sntpstatus[vrf o _"Ttm’E " t x m cmh oetgph ooe” ™" " ¢ SNTP 0 h
{vrf namg| all}] [ vr_name: (1..32) |\~ ’ - T
- m a o "o < o , Y .
- “|-vifnamer a2y _  htx Eeo  of m t
show ntp T Lo _ " TGt E t _ x "  momtoNYR o
show ntp status Lo _~ " t’E mt~txm choto oNTREoOmM
t m ot o)
show ntp associations Lo _* "tE e oha”g O o mNTR T"m
[detall] t m h h ~ a o"eoh™e o a X
show ntp statistics 1 Lo " Tt E mMtTt mt  x h*¥ot . ¢

.0 a™~e " . rEXEC*a"

= h om oa™ e " eo BEXEQR a t m i "xé'O"‘ Ty
console >
v * e3¢0 a“~e™mthm mt aeo o h 9.9/ n h > a Z
coaTe T T e k] oame
c o xao"\;‘
show clock o "“tMEmM¢t aeo h  a vy Tt x @
show clock detail T Joco Te 't TEe o6 Ebta®hanm. s mo o
c h 90 " " toe h a 'Y
.0 a~e " h —™¢ * & " 'Ee o 0o e x h ™ ¢
=~ c¢chom oa™ e " eo Mot *h “0 T 'Ee o h oae a t xmh™ & x O

“ % Te4g o0 a e Y e “mtho m mt(ae’c?o“o’“’“FEe‘ca e o0 e h
.o0a~e"” "™ ¢ ’<e~;\K~ ] m t
cC o X a o , < o - oox <
clock sourcesntp| ntp | "mco TIEEFe “emto ;e " Ty mommtoe
browser} hoa e o
. m’“x;"( e”"e*;ntpzz*KYm*tmbg’
Tk, ®. e*wf_\*v*x* t c o xao T-™e rﬁp_servepo"e
€. . meo E ' ot“:;"Ye‘ ‘"“_c'hon*1.~_’“:(et
no clock sourcdsntp | ntp TTeth tMEco TET0 Te o e e 0o
| browser} m mt aeo o _h _a e o
clock timezonezone "mito* e teE . e . *mo o 0o co ym~
hours offset[minutes zone (1.4 . a o 7| -zonetm "o o ¥y m oha ho "eeo L
minutes offsef] et oc*m‘;em"‘o_omo'(t‘e*'yz _otoho oeo
hours offset -hoursoffsett ; “"mo o ~ma " e = oteo
(12..+13/0; a h " me” gl
minutes offset: -minutesoffsett 2 e x teo ~ ma " e = o0t
(0..59)/0; a h " e g
no clock timezone "mto” e teE ; e < co xao T:-"e 0O
clock summettime zone zone(l.4dm a o |~ T~ tx  h avy * 7y * toa”t
date date month year et oc m™e| h avy | oo hmr o h™~tepo 6" 7
hh:mm date month year date: (1..31); _.h_ .a  _oa~edc m¥e& * . "o ehm 3
hh:mm{[offsef] month: (Jan..De) T TY ¢ hgo e tR ttheE aa’y h Ty y
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HELTEX

clock summettime zone
date month date year
hh:mm month date year
hh:mm{[offsef

year. (2000..2037);
hh: (0..23;
mm: (0..59;
week: (15);
day: (sun..sat);

—

-zonetm "o o 5> m

m o omo - t " e
-datet ;. m "o T
-montht a2 . m Ye T

-yeart . 0 " T

offset (1..1440/60 -hht ; " mmmx a2 e x;t
a e T - offsett o T mt "o v g €XYyt a 5 ¢ h
Lo ;ao";”‘"(te<_<.:h((a'y" ‘
clock summeitime zone c  h  go” e”fT T E~tx  h a’y "7y " toa-~t
recurring{usa| eu| {first | Jhey o h a2y o hTt® oFfh~teo  h
last| week day month -zonetm "o o 3y m oha ho "eeo
hh:mm({first | last| weel m™o omo . t~e Yy _otoho ceo
day month hh:mrh[offsef -usat xmt "eo ~t'E ch™ 7" ¢ h o go
meco TE X ea°.s< (’)c(h 90 ° o ) o
o*h*teo c h o om h m e
a mteoax“;h a e L')“ o
_éurxmt”eOH {'E<c*" - c h a0
mco"’E‘th;r;o'O'oa n(jé h Qc;*
::1 “ht~ ¥y ;c;ohm""{‘ e"oe om h m e“ E
c o 1h e DX ) o i B
-hht ; - n‘1mn';ﬁ’a X e X;t
-weekte 7 Y ;a omoye”
-dayt © e E e; "
-montht 2 . m;Ye
-offsett _ o —_ ; Tmf o Tay ax p ch c h
"(te(_<.:h<a'y
no clock summeitime S t_TOE toa~t . m_ ¢ h go
sntp authenticationkey number. "mt~e t7BQ; c¢ho h co®™ T eeom
numbermd5 value (1..4294967295); -numbert e ca h  TO;" T
encryptedsntp authentica- value (1..32) -valuetr "¢~ ; e . _ T0O;"
tiontkey numbermd5 value m a o 7o |.encryptedt """ " ¢"E; e T 0Q; " ho ~e
no sntp authenticationkey L0 xao Tmomis T g, cho o h co®™ T eeomt
number ¢cho  M_7
co”® T eeom
ot  TO0; e
sntp authenticate T/ho h_["ho®~cthg h_x co” " eeomt e
co”’“e@pm ot e ho
no sntp authenticate th “x tmi"mt~e teE ; e ~ co xao":-"e 0O
sntp sourceinterface {for- fo_port: (1..4); Jch TtEps et b .m mto - NTPIPV4 ~ 7
tygigabitethernetfo_port | te_port: (1..24); -vif namet . a 'Y _  htx® T'Eeo 0% T mt
tengigabitethernette_port gi_port: (1..24);
| gigabitEthernetgi_port | Ib_port: (1..64);
loopbacklb_port | tunnel tn_port: (1..16);
tn_port | port-channel group (1..48);
group| oob| vlanvlan id} vlan id: (1..4094)
[vrf {vrf_name| all}] vrf_name: (1..32)
no sntp sourceinterface m _ a o 7o |"mt™e ‘teE ; e co xao T;"e OO0
I -_"0,; . ¢

sntp sourceinterface-ipvé
{fortygigabitethernet
fo_port| tengigabitether-
nette_port| gigabitEther-
net gi_port| loopback
Ib_port| tunnel tn_port|
port-channelgroup| oob
| vlanvlan_id

no sntp sourceinterface-
ipv6

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

I, -_70; . ¢

¢ h "UEIPVG, € t h

s

m mto ; NTPIPV6.
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HELTEX
sntp sourceport udp_port "mto” e SREUDPo h t 7 TOWNTP™ _ to
udp_port: ~ h  mco TE"o0o0feo ! 5¢t21023¢
()Mcpcpcpporvch(*_“h*t<’\’Eeo e x> eo x"(’
xao’“;"e - m_o*o*(e X e ”mco’\'E‘x(tm
mco""E'x'( Loht pnnnﬂohytf)“ay(’ﬁym“\pf*a”(gy
mTx o7 e xe_e,o0e” ™ 1ISSNI RSGSOGA
no sntp sourceport " mto” e teE ; e co xao T."e (o))
sntp trusted-key key num- key _number. Jmx * metppo  h_ x co® T eeomt = m
ber (1..429496729% m eghoe ~ hx tmym coao*'EQ ({
_0 xao T~ _keynumberteca h  TQO;"
no sntp trustedkey cho ~h_ "|"mt"e teE ; e ~ co xao ":"e QOO
key number co” T eeom
ot "'O; . e
sntp broadcast client ena- TR INME Totx 7 ho o o "7t EUER .
ble {both | ipv4 | ipv6} R
no sntp broadcast client en- © o |"mtoT e teE ; e co xao T."e OO0
able
sntp anycast client enable _7 h INE T ot xo T pgggtomtat h 7 0O"
{both | ipv4 | ipv6} h*mm .= ~co™ oCay@h . """t 'E " "ee
T/ ™ ch g ™ v _xmako mt mKxcc . ¢o Tx ;~t
no sntp anycast client ena- “mto*e teg ; e co xao T-"e OO
ble
sntp client poll timersec- "mto¥ e thE a Yy oc iGNTR~ h" Tt~
onds ' seconds
no sntp clientpoll timer 0cnXydoedn "TmtoT e teE ; e  co xao ™-"e OO
sntp client enable{forty gi- _" U h thE T ot x. 7] p gggtoTat h " Q"
gabitethernetfo_port| h*mm. = ~coe™ oCaygh . —"t'E "~ "ee.
tengigabitethernette_port o xXmako mtoox _hxecoc c
ort -channelgroup| oob ho o Tt TEe et {a ¢t Y *
IF\)/IanvIan_ic}g P fo_porF: (1"4);. et h_‘ “ ,m- (D( - { )
te_port: (1.24); o "ho%*eo oc m™e et h m
group: (1..48) Zoe  xrhe X ¢ h Y o ‘" (r] . ; -
no sntp client enablgfor- vIaKn._uil(lc..ﬁ,ogz)m JomtT e teE ; e co xao T;%e 0O
tygigabitethernetfo_port| <
tengigabitethernette_port
| port -channelgroup| oob
| vlanvlan_id
sntp unicast client enable - h thEotx o”eo~ W meta {pPbhte
no sntp unicast client ena- T/ " ch g mto” e teE ; e  co xao T:"e OQ
ble
sntp unicast client poll O hte'm T "o "t TEe . ~ochom
T/ *ch  SNTP h  he @
no sntp unicast client poll "mto~ e teE ; e co xao T."e OO
sntp server{ipv4_address| TTtE T hSNTR M T
ipv6_address| -priorityt ¢ h o hm th t ~h ™ Yy ch —— xm ™o
ipv6_|ink_|0ca|_ad- mth”’txaon m*eohoe*"’e*'ynh<a
dres94vlan{integer} | ch m h hoa yex “ootdfo o ‘e” .. e
{integer} | isatap{integer} L -ipv4_addresst IPv4~ " h m x0T omo ot
| {physical port_name}} | Egsotrr:tghfg_"fsfgg -ipv6_addresst IPv6~ " h  m x . T om ot
hostnamé [poll] [priority m A e =g -ipv6z-addresst IPv6Z " h  m  x T 7Ty mJA Y 3
priority] [key keyid [vrf *keyia' - o h a*™"th (ipWG'_Iink_IocaI_addre%’nterjace_name
{vrf_name| all}] a 429496.729}6 @pv6_|ink_|oca|_address o _: T IBe6” h*”mne T
vr;" name: (1..32) mterfage_nama L@ /Yn go " ry® t oh ™ Tt otmo”
e o =s |™ 7.7 x Q% ha vian{integer} ch {integer) isatap
A - | {integer}| {physicalport_name}
-hostnamet *~ © a eeo a:'y x -7~ mo_t
_p0||'["_’_\0;"'<< i O<C h'om
-keyidt [ T et _Tjtoeh 7O
-vrf namet . 2y | htx~ TFEeo  o% T"mt
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HELTEX

no sntp server ST Ttmgh o h QNTEMmch m Ko @
{ipv4_address| ipv6_ad-
dress| ipv6_link_local ad-
dres$ofvlan {integer} | ch
{integer} | isatap{integer}
| { physical port_name}} |
hostnamé [vrf {vrf_name|
all}]
ntp {server | peer} Tt "7t ENTRf hh m h=> 7= 0o"eoh™e
{ipv4_address | ipv6_ad- -ipv4_addresst IP@~ " h  m  x .0 7Fom
i -i ~ T hx m™* -m t
dres_s|hostname} [version version: (1..4)/4 |pv6_addres§t IP\6 . et
version hostname: (1..158) -hosthametr ~ o a eeo  a;'y x mo_t
R -versionte ch ~° Tt E _  hpfp, O choto
no ntp {server | peer} T Sttt T, t’Em o h NTR h o o omp 7
{ipv4_address | ipv6_ad-
dress | hostnamé
clock dhcp timezone T h te'p Tx st 9 " Yee . g " 7
h a 'y omt hg5 | /ht™
- TK “ch — — — = =
no clock dhcp timezone TTceth e ETX R 9 ee .o _"_
_hay omt hE | /ht" ©
.0a™~e " h o e “ x he*t ¢ h m ~
=~ chom oa™ e " eo anet h o x he™t g h ’ @ "~ a t m ™ " x Q"
console (config -if )#
% T"e5g*.0a €'Y e *mtho m mt aeme 0 h he st ¢ @ mi
oa*e "~ e 1<e*<AK _I m t
c o X a : @ L
sntp client enable _" ch thE fot x. [ phEttxotoh . co”°"
a(to"‘ h‘mm.,c“o_*‘“o‘“iy:@l’n?._’“‘t’ s
. xmt h o mt X ’:“’“*’”' _ax : h x
T K ¢ h "h0_0“<""’SNTE'EE*o<aextx e ~ e “mt h
. et h (Bhernet, portchannel, VLAN)
no sntp client enable “mto¥ e teg ; e co xao T-"e OO
h a. h c o e e Y 0 a e *
A to*h~ t m mt aeo h a 'ys " "t ox T~ e e c o
console#  show clock detail
15:29:08 PDT(UTC - 7) Jun 17 2009
Time source is SNTP
Time zone:
Acronym is PST
Offset isUTC -8
Summertime:
Acronym is PDT
Recurring every year.
Begins at first Sunday of April at 2:00.
et"”txm choe<mm’“ m* ohoe* ”"G** “h<a<e“cm0*tao“*oh”"’
c h ® e ™ e a h a (0]
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DHELTEX

*15:29:.08 PDTUTG 7) Jun 17 2009

” —~ - - P ’ —~ 7 " " & . -~ ’
m<c o EXOthm XO* 0] 0] e ’<e*YY

- to,_ ODL o] e"V"‘tz ’to Hh<aY'omS|\p'|'|;:3 heo ¥

- 0 t mx trm*ta““*m)( e ~ ,”“ t ¥ ,to hh a 'y omtoﬁ ) h e o .

- L &) o‘eo”‘<tz ,to ~h<aYe<'omto heo @
A ="t E "~~a% m m th aey. 9 -*m® 9Y T a*htr~ HJ'II'Iq)

console# clock set 13:32:00 7 Mar 2009
A to*h~* * t'E mt~*txm c¢choto o " {be¢ct Y

v * J—

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum 13
Status 1up
Last Response :10:37:38.0 UTC Jun 22 2016
Offset :1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast
¢ c h a h . m m t aeo h almlom_oq)emihcna)m"ﬁoe
co Tx :10:87:3& e m o c ~ " e m m t aeo 0 h a PBO04gn. m h

A~ _ " ‘rtpiséBer:

console(config)#clock source ntp
console(config)#ntp serv er 10.10.10.1

A~ _ " ritptpéer:

console(config)#clock source ntp
console(config)#ntp peer 10.10.10.1

A~ _ " ‘shtps&velr uviicast | ° :a ”

console(config)#clock source sntp

console(config)#sntp client poll timer 60
console(config)#sntp unicast client ena ble
console(config)#sntp unicast client poll

console (config )#sntp server 10.10.10.1 poll
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HELTEX

—~

1 TNTR_ T, et ™ . . hm Yo e 7 ndn®d®Ho dPm " ocxmt a
console(config)# clock source ntp
console(config)#sntp server <IP-OH tc > foll
T, ey m h m NMNPR ®H Q ®m “_o e a ex he™g ym Y
chotoNP ™
console(config)# clock source ntp
console(config)# ntp server <IP-OH tg } fpoll
59 .oe xhh” e '¢e . g etypghge”™ "°©_  UAYS
.o0a™e " . h =0 * 4 T e o x h * ¢
¢ - ™ chom?™ oa™~e " eo mt ho h ’ a —o
console (config )#
~* Tgeg .0 a e " h —¢ * 4 ™ Ee o x h " ¢
.oa*e """ € ’<e*<AK: ] m t
c o X a o : < e L
time-rangetime_name . ©° 7 fime_f@nge g0 " h a _oe
time_name: (0..32) |, et h _ = 7o o
m _a o 7" |-time_namet , a cYh o Y ajifienrdnge’ |
no time-rangetime_name cT T MR eeo et ho T T
.0a~e” . h ’ a ~ o e x h ~ ¢ h a ee o) e t
console # configure
console(config)# time -range range_name
console (config -time -range )#
% ~e7g .0 a e " hoe a“xh~ @ eeo o t h o~ —~
.0a>e" ™"~ € ;<e*<ﬁK: ] m t
cC O X a o , < @ d <
absolute {end | startthh:mm hh: (0..23); Tttt R e " 7o 6, .0 _oe ¢
date month year mm: (0..59); ;Tmy a ext” e E a mYeg _ oF
no absolute {end | start} date: (1..3); ST T h R eeo et h " T
month: (jan..dec)
year: (20002097)
periodic listhh:mmto hh:mm ) ] "t E _h _a eeo et h "7
{all| weekday hh: (0..23); ~ "ol e .~ o
— mm: (0..59); P p -~
no periodic listhh:mmto L AaAaT B A , Lht B eeo et h P
gSS1TRIeY o
hh:mm{all | weekday
eriodic weekday hh:mnto T UE h a eeo et h -
P aay hh: (0..23); - . .
weekday hh:mm
— mm: (0..59); — = - —=
no periodicweekday hh:mm LA A B . t'E b a e o et h O]
gSS1TRIFEeY &
to weekday hh:mm
.0a”"e” hoe a~”xhe"tg h Ethareet _Port-Channel
¢ ° ™ c¢chom~™ oa~e " eo mt h o h ’ a o e
console (config -if )#
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DHELTEX

"% Te8g .0 a e hoe a~xh™t g h Ethemet_ Port-Channel
.o0oa~e "™ o ;<e*<,_\K: ] m t
cC o X a o , < @ e
operationtime time_name =" " “tihe¥angee ¢h " TYO" . _h _a _eeo
time_name: (0..32) |t ohoa et b m T x® tyg~go” t
m a o 7" |-timenamet , 2 Y ¢ho = Tf¥nesrghget h o
no operation time ~tr o MR eeo et ho " T
510.0 ¢ x he"te h'y mqd I b
510.1_~h ~a th . _¢{iKINY, 8dt-Channel. odpback et h ~  mo
.0 a~e " hoe a ” x he*t ¢ h m = o° ¢ ™ "o0oe"”™ e t h m
console# configure
console(config)# interface { gigabitethernet gi_ port | tengigabitethernet
te_ port | forty gigabitethernet fo port | oob]| port -channel group | range
{é} | loopback loopback _id }
console (config -if )#
]~ ee h ’ a "omt xce e x h ~clgh " ea™ " e ™ - e Y -t
o e x h ™ ¢ et h m "~ gc o h t~ oaaxt™toh?™ - h
e ” h x vy T To B “c oe ™ et h m o )
¢ .%oh e to mhx * mm~* Ty tm'y ch coao " oa™ e Y
1 T MES$324
‘”Aggm*oa’“e"‘ 3 o h ™ MES324h m "~ Y
.0a™>e" ™"~ - e~ e
interface fortygigabitethernetfo_port Ty mthgoG et hoo o mo
interface tengigabitethernette_port Ty mt hpoG et h _mo
interface gigabitethernetgi_port ey mthpG et h  mo
interface port-channelgroup Ty emtho hxcec _"e™ 7o
interface oob Ty emtho et h _m~ xch~
interface loopbacKoopbackid Ty emtho ., htx™ 7'Fe . g et
i groupt ¢ oh 'Y o h xecocd.” h o Mo - M n"e™® ggm t hgs K e Y
_"e” onvo[! DO
i fo_portt ¢ o h 'Y o .40G eeota hh -~ "m™ t m Y g/0/1.4; Y MDD
i te portt ¢ oh 'y" o .10G eeota hh °~ "m*™ Stmy % Y MODPYyKNKMAI
i giportt c oh Y o +1G- e o ah h" ™~ "m™™ tm Y801 .Y
i loopbackidt ¢ o h 4 ) . e 0 a h ht x ™ T'Ee o ) e tt *h* Tt m "
TLo@omthe T g0 o DMobppack et hitoc T TWEe g0 P

1 7 MES3324RVIES3324MES2324, MES2324BES2324RYIES2324P ACWIES2324RVIES2324FB

-~

% 770" .0 a

e ". % o he*t h

MES2324RCW MES2324F, MES2324FB

C . .MES3324F, MES3324, MES2324, MES2324B, MES2324P,

)

.0 a”™e - e ™ - e
interface tergigabitethernette port T ey mthgpog et h MmO
interface gigabitethernetgi_port Ty mthpG et h _mo
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interface port-channelgroup 'Y e mtho  ~ hxcc _"e”™ To
. T Ty e *mt ho et h m x ¢ h 1
interface oob e 'Y ¢ h mx tmt X t e e ” m o)
interface loopbacKoopbackid "y e*mtho o htx™ T'Ee . g et
I groupt ¢ o hyn o . hoxegocd.Th o Mo TMTHTET® 9@m t hgs T " e, Y

_TeT o0 o[! DO
i te_portt ¢ oh 'yY° o .10G eeota hh *~ "'m*™ Stm-y -7 ¥ MOOPYKNKMDJ
i gi_porttcoh YT _o .1G eoahh " "m™ tmYg0/1.24" Y

<

- < ®

T IoopbackidT coh 'y ) . hetoxa® R'Ee o m™ Y eot* h o T ¥ ot 0

- w0

S @gmtho " {0 T movpbatk et Mt x T MEE . gy

* v < ® -

1 7" MES2348B, MES3348, MES3348F

o he”t ~h " TKYER348B MES348 MER348-

.o0a™~e """~ re e v . e
interface tergigabitethernette_port Ty mthpoG et b mo
interface gigabitethernetgi_port Ty mtheg et b mo
interface port-channelgroup Ty ermtho o, hxee Te” o
interface loopbacKoopback id T 7Y e ”mt hhot x " T'Ee . g et h  mo

* <"

i groupt ¢ © h y* _o .mh xe@cao(*h "

_"e” Tonvo[! DO
i te_portt ¢ oh 'Y" o .10G eeota hh * = "'m*™ Stm-<y " ¥ MOOPYKAKMODJ
i giportteon Y o  1G eoan T tm Yg0/1.48 . Y

i loopbackidt ¢ o h 'Y _o . eoa h mt x3* T Fe'o o oex":h gt o

—_ - @ < 400 < 1< -

’\x Gg(n t h o _"‘ Z .0 "* ;L methgackhe*th(thx ““ ’:’Eeo.hon v P

<

L. _moT Tmhers gwm hge T e Y

17Y a9{oomcC

“t ~pptoatetton et “RESILEN -

- * < Iy =)

.o0a™~e """~ e e v . e
interface tergigabitethernette_port Ty mthpog et h Jmo
interface gigabitethernetgi_port ey mthpG et h _mo
interface port-channelgroup "7y e"mtho hxcec e~ "o
. 7Y e *mtho . et h . m "~ x ¢ h
interface oob e oy mximt x U e - "m 5 _oa
interface loopbacKoopbackid Y e "mitho ., htx ™ Tge et
i groupt ¢ oh 'Y o . hxec®cao *h” moo™ Tt miiefd® ggym t hgs K e Y

_"e” onvo[! DO
i te_portt ¢ o h 7y” -10G- eeota hh -~ "m™™ stm 'y - " ¥ MODOYyKNKMDJ
i gi_portt ¢ o h Y’ _ 21G. eobahh” "m*™ tm'Yg0/116 " . Y
T Ioopback_idtcoh'Y°_0 . e 0 a h htx=® T"'Eeo o et ho o om~
T, o@omtho 7 hit x = e . gy @22LI0 I O]

(o]
o

N
.
o
3
—-
o
1

;@
—-

<
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DHELTEX

1 7 MES308F
- ~73¢".0a e .%o h "~ e "t TMES308M ~
.0a™>e" "~ "~ [ e ~ : o
interface tengigabitethernette_port T ey mthpG et h  mo
interface gigabitethernetgi_port TRy mthpg et b L MO
interface port-channelgroup STy e"mtho hxcec _"e”™ 7o
. STy e"mtho et h _m= x ¢ h
interface oob e c'yh mx tmt L X t e e ™ _m ) _oa
interface loopbacKoopbackid Ty e*mtho ., htx™ 7'Ee . g et
i groupt ¢ o h Y* ) . h xecpcaaq *h " moo ’“;T”‘mﬁef'b oHm t hgs -
e

onvo[! DO

Y

i te_portt ¢ oh Y o .10G eeota hh °~~ "m™ Stmy - " Y MOPYyKNKMI
Togiporttcoh YT _o QG oeoah it mT otm Y.80/1.8, Y
I loopback_idt ¢ o h "y* o eoa h htx® "'Eeo o et h m “
T, @¢mtho " Z.o 7T ;o mt o-ethftx® M  .g)P22L0I O]
1 T MER328
’ "“':“"*74(5'“‘oa'“e""‘ *oh~ et TNHER328IM "~
.0a™~e"*” " " e "~ A
interface tergigabitethernette_port T ey mthpog et h 2 MO
interface gigabitethernetgi_port Ty mthpg et b mo
interface port-channelgroup Y emtho o hxcc _Te”™ 7o
. ”'\'Ye”'mthow_ et h Lom” x ¢ h
interface oob e*'Ych‘mxtmt_x t e . e~ .m0
interface loopbacKkoopbackid Ty emtho . htx~ TEe . g et
i groupt ¢ o h y* 0 h xecpcao *h moo ’“;’"‘mﬁefh ogm t his i ~ Y
_Te” Tonuwdé[!' DO
i giporttcoh 'y o .1G eoahh"~"m™™ tm"'yg0/1.28 " .Y
i loopbackidt ¢ o h vy* 0 . e 0 a h ht x™ T'Ee o om o e t**mhe 9 tm ”
TLo@emthe T g0 Modpback € L hftx T TWEE . g o @
17Y a9{Hony . a9{HoOonNnyt
* 7 T75gT.0a e " - T oh” MESB08MER30®P - -y
.0a™>e """~ - - e ~ - e
interface gigabitethernetgi_port Ty mthyg et b L MO
interface port-channelgroup Ty e"mtho ,hxece —~e” 7o
interface loopbacKkoopbackid Y e”mt ho o et hitx™ fMEe . 9
T groupt c oh ’Y° o] h xecpcaaq “h” moo” ’\;T"‘mﬁeﬂ) omm t th hy ~ Y
_"e” Tonvo[! DO
i ogiportteoh Y _o .1G eeoanhl T mmm otm Y8011 " Y
i loopbackidt ¢ o h " 0 . e 0 a h m t x3$* T Ee”o 0 oet ~-h oot o
- ©@mt ho ~ Z .0 t h >

*

; . Modppack ¢

*

h x

<

L= V)
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1 7 MES308R
v * ~76p*.0a e ” e.t¥ ohh * TIHER30R
oa* e ™" ro e~ . e
interface gigabitethernetgi_port "y mthyg et h o mo
interface port-channelgroup STy emtho hxcec _"e”™ 7o
interface loopbackoopback id "7y e*mtho o htx™ TEe . g et
i groupt ¢ o h 4 0 h xecpcaa *h*” moo ’“;'t“"mﬁef'b oHm t hgs S
_"e” onuol[! DO
i giporttrcoh 'y’ o .1G eoahh"~"m*™ tm’yg0/110 "~ .Y
i loopbackidt ¢ o h Y* o . e 0 a h mt xs* T FEe"o o 0oet *;”'ﬁ ot
TLo@gemthoe T g0 Modpback et hftx T TWEe .o d
1 7T MES508 MES508P
Y Ty7etoate” .. foh T MER508" MERS08 T Y
.0a™>e """~ o e " e
interface gigabitethernetgi_port ey mthyg et hoo o mo
interface port-channelgroup Ty e”mtho hxcec _"e™ 7o
interface loopbackoopbackid "y e*mtho o htx™ TEe . g et
i groupt ¢ o h Y* o h xecpcao *h” moo ’“;"t"mﬁ'“wef'b oHm t hgs e
_"e” onvo[! DO
i giporttcoh Yy o .1G eoahh"~"m™™ tmY0/1.10; . Y
I loopbackidt ¢ o h Y* o . e 0 a h mt xs* T fFe™d ‘o mte 0" m 19
TLo@gemthe T .o Modpback ¢t hftx T TWEE . g0 @
1 T MES51P
"*"?8«;"ﬂoa‘“e°. ~.+oh““ MES510 _m- "y
.0a™>e """~ o e e
interface gigabitethernetgi_port Ty mthpG et h , mo
interface port-channelgroup Ty emtho hxcec _"e™ 7o
interface loopbackoopbackid Ty emtho .. htx™ 7'Fe . g et
i groupt ¢ o h 4 ) h xecpcaa *h*” moo ’\;”‘”“mﬁeﬂ) ogm t hgs *c
_Te” Topnuo[! DO
i gi_portt ¢ o h Yo |G, eoahh JTmT ot mY/0/1..12; .Y
T Ioopbackidt coh "y ) e 0 a h htx™ T'Ee o ) et h
T, @omtho T .o 7 [odbppack e t hftox T TWMEE .o d
=" c ' 'E h m
1..8/0/1.N
e 0 a h xmt ho m t > m t

o

—_~



DHELTEX

.o0a*e” . 3 ® e e o0 e xh &tg & cmh™ a e YOt m Y
e t h mx @
" i c h ® e . oa™e " . Ty moyYitBHernet- e h h (éﬁrb("mt h
ME$324): h ) o xmtho m t - m t 50 ° ” h ’ a e ”
console#  configure
console(config)# interface ten gigabit ethernet  1/0 /10
console(config -if) #
console#  configure
console(config)# interface port -channel 1

console (config -if )#

¢ . % oh ® *c ™ "0 eom x "e tm th 'y mtom Y ¢ h co0oao
e e o de -

* * . * * _

i interfacerangefortygigabitethernetportlistt = @Y m t h%0 = ¢ ~ foreygigabitether-

net_* e t . h . m o .
i interface rangetengigabitethernetportlistt = ~eY" " m t ho = ¢ ~ teagiydbitether-
net_* e t . h . m o .
i interface range gigabitethernet portlist T = Teéy* m t h 3~ ¢ * gigabifethernet
et h - m o

Vi< ®

i interface range porichannelgrouplistt © “®Y m t h% = ¢ = " eccoch t o

© * * -

.0a~e " . ¥ ’ e e . T eeo a h ’ a S ¢ h a e YOt m "\

" ’ c h ) e . oa™e " . Ty 50 BRhérnet- eht 'h a en“om t tmo
106° MES3249.

-~y g0 7 ” h ’ ac oeh”tmt hqp m o) h x cc

* - < *

- - < *

console#  configure
console(config)# interface range ten gigabit ethernet 1/ 0/ 1- 10
console(config - if#

console# configure

console(config)# interface range port - channel 1-8
console(config - if#
T F 779gt o a e 1 ac”e  x he”t ¢ ho FEthemet Port-Channel
oa™ e ™" o © v« * AK: ] m t
c o X a o ; < @ - <
shutdown ¢._T0O; tE _oe  xh hx a._. e
TK_._ —0O; . 9 channel).
no shutdown ¢_""O;*t'E _oe .'vxh'hx(a.m *et
desciption descr descr:(1..64) Jo*~ t'E oc m~e e tchahnel), ., m ~
no desaiption mooa _okEo Lo , - B
p oc‘m"e N *tEoc*m e . *et(hk(mm [0
speedmode mode: (10, 100,1000 |~ " " "t E m_ohomt E ¢ h "7 . 7 ~e
no speed 10000 “mt*eo L tEX 'aeo”"“;;‘*eeﬁu'ocp )
duplexmode =Tt E h _ a “xc¢ T _m~* et h
mode:(full, half/full |m° ~° e e F co Tx"xec T _meo m
noduplex ‘mt""eon t'E e ™ e co xao""
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HELTEX

unidirectional sendonly ¢_T0; topmetfiteye . " xe*ch* 7
¢ch ~ao0oc¢c h *~¢. ~~a 3 ~ h > a
C(h("\m D (0]
TK, -_ 0; : .
V o T'E_ °MES3508 MES3508P
no unidirectional "mt~eo t'E ‘e™ . e co xao 7
negotiation [capl ¢_ T OFfgEtomo T"mo “e Ty m_o
[capt Xapb]] e *mth ™ i aoa et h m ®d o
m o a m t aomt c ™ h ™ a t h ™~ - t o
cap: (LOf, 10h, 100f, |, Ctee e s to cofc ho 5h ooy
100h, 1000f 10000f) port-channel). cae
no negotiation ¢ ._TOYE tomo ~*mo ~e "7y m_
e’"mth”‘*“‘(aoa *et(hk(mm(cp
negotiation bypass ¢._ TQtcmocxm _ cho G(*xh * _tom
c ™ hte h e ™ mt h eo mtohoe
— TK__"0; ¢ : o < - _ )
no negotiationbypass ¢ OcBpocxm_ chog " xh _tomo
e ~ “mth ;eo mtohoe e ot“
flowcontrol mode YTt tE h_* a xch®” T e 'Y coto
ot_"’O,”t’E - - t omo "‘mo“”e
mode: (on, off, ?tzé(‘)zyqu“@ 305”mf‘ AR 2 m
auto)/off “_ tomo T"mo e Y S32 AIu)\E)[
et b o om ocgaanm@SN;ySu LJ2 NJi
no flowcontrol L t_"0;, tE N a xceh~m —oe,Yc
backpressure C_"O;Be_c. O zo+h~teo o -~
K ~0- et hoo o om 09uKSNySuu¢
no backpressure T ’ ¢._TOBRe_c¢,L,0O foF*h~teo o "~ 7
*et<h m (0]
load-averageperiod "mt~eo tE ¢ _h o” 3y  tmt~ e m
0 e h x o e~ et h . m @
I h Ht o a et h =7 h7mo t
period: (5..300)/15 V Ta ey tmyoe - .
no load-average "mt~eo t'E "e*: e  co xao T
mediatype {forcefiber | ¢ .HF ttEc ekt~ . mt  ome
force-copper | prefer-fiber} forcefiberth ~ ~h 7 e~ ~ _t eomt g t
[auto-failover] _oafoht~ T
T /prefer-fiber -force-coppert h © *h '~ e m*™ 'R to T'E o a
_anoht~ T
-prefer-fibert ¢ h ax ™ mt o oct ;. m_ o
no mediatype "mt~eo tE ‘e~ : e  co xao T
mtu size “mt T e de ™ t Faximum transmission un{MTU)
V"mthom_‘ a¢! e h %ot~ |t
. " mt ho _" ch*a(e'Y<tm'Ycom
size: (128..1500)/1500 V xmtho mt " @
o t
) e ;o mtue, __TO;" _ t  _ om %y
e Ch  go” y” m Y Btifernet,~ ,_oo €ot hoo |
mxaapC$c')
no mtu “mt*eo t'E e e co xao T
snmp trap linkstatus ¢ _TOpB ch* _ x mohog*t " ofleNgl oLy t o ‘Ye
TK _""0; e*et(hk(mme.o"‘*e_o”q)
no snmp traplink-status Jt_TOB ¢ ht x mopog't " {eNJ L3p
hardware profile portmode L.h T a2 coo NX14E, - [ D
{1x40g | 4x10g} )y .oa™e "~ "omtxce™ to TE_o
T /1x40g [ T2NI@3AILo0AGSOKSNYSG xmth
V' "*mtho _* c¢h ac_eh’y "t"m ‘¥ xc'om
R xmtho m t )
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feccl74 ¢ _TOhrE " a ch 'yao _ohh ¢ o
eTmunT T aoa xuGA .m0 [
y .o0a™~e "™ "~ “omtxce™ to’“'E_o ®
TK. "0O: e V F2NIE@IAILOAGSOKSNYSG xmth
V' .0 a™*e "™ e(°omt~x.c:§e“’\'°e’:‘¢~m(p
fecoff t_TOvE ' _a c¢chyao  _ohh ¢
ip tcp adjustmssvalue e UE ; . Bthepnetx™ ~ aggp _h
Maximumsegmentsize
value: o~

(500..1460)/1460 - _

[] ""e° TETx . tm YiPaddressent et b

.
no ip tcp adjustmss "mt~eo tE e . e co xao T
oa™e?-" h ™6 ™ & " 'Ee o o e x h ~* ¢
¢ “chom~™ oa™e e 60~ M He o ‘0 & ’ 2 h ™ ¢
console (config )#
"7 Tgogt.oa~e” h > ar~ * " o Ethérmett PortChannele t _h ~ m~
Loa~e " "~ - © pe T K ] m
cC o X a o ’ < o . x <
port jumbo-frame “h t’'maaxt®toh x_"h"‘b"'“ o t*~ot "EE 'mo
h= - a h~* @
V' e ™ ;. maximum transmission unit (MTU) ¢ ©
x a0 T "1§000 _t O
" m¢tho - m¢t x c t c m K
TK' ¢ h Vv‘xmtho r;t_"‘a) ) '
V. Tem e YIEAYdzY (@VND)YEYA
e “ m t h port jumbo-frame 10240 ~ | t
no port jumbo-frame =~ cth togaaxt™tohx ~“h*a* o t* ot "FE 'mo
h= - a h~ @
errdisable recovery cause ¢c_Tof ttEart .o om_x QO ~_t "¢ 4
{all | loopack-detection | ot _T0; . em*"’(Y*_x 0" :9 mTx ;" Yo
port-security | dotlxsrc -loopbackdetectiont ¢ e “h x ¢t ¢ TET
address | acldeny | stp- - port-securityt € © h x * e * oc™*meomt
bpdu-guard | stp-loopback -dotlx-srcaddresst € _ ¢ h o go ™ % te et " g
guard | unidirectionaHlink omeo "ee"eosTh m~ g co TVE'o *t T
| storm-control | link- -ackdenytr ¢ moot ~ tmt mc m_ ~a
flapping | 12pt-guard | pvst -stp-bpduguardt © _t , _ " e, Y ot t g
| vpc | arp-inspection | e m~e g oe ho ~eeo o c¢c*  t~
dhcprate-limit} TKE™h " e - stp-loopbackguardt © *"eh x * e ¢ hco tto D0
link- -uddt © _t . _ " ¢, ¥WDLD" "t
flappingh =~ "~ h . ° | -stormcontrolt © ¥t~ ot g toha*p °
t h~ T
-link-flappingt | 7" ¢ ¢ e
-12pt-guardt ¢ h . _ e o o omt "™ 5038y
xe_e.; [wte
-pvstd © * cho t-o o ™~ t+{¢
-vpct © v choto o ™~ +t /
-arp-inspectiont © © " _oethoARpP/ cho't
- dhcprate-limittech . - " e o T DHOPt _
c - o t o e coh tx
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no errdisable recovery "mt~eo t'E "e” . e  coO xao ™
causef{all |
loopackdetection |
porttsecurity |
dotlxrsrcaddress |
acldeny | stptbpdurguard|
stprivopbackguard| udld |
storm-control |
linktilapping}
errdisablerecoveryinterval "mt~eo t'E _h a eeo et h ~
seconds seconds co toheo o TQ;. e Y et h
no errdisable recovery (30..86400k 0NN |"mMt “eo tE ‘e~ : e  co0o xao T
interval
default interface [range] . . | FhotmE e*mthto h ~ m~ T  hxc
{gigabitethernetgi_port | ?;—pg::j((llggﬁ“gi;{ "e” . e YZI xmtTeo T ee. co X
fastethernetfa_port | _pgro.up'"(l 4é') '
LJ2 NI 1t (fotipy ' S loopback_id: (1..64)
loopbackioopback_id
.0 a™~e "~ . EXEC a ~

¢ ® ™ c¢chom?~ oa~“e " EXEC mt ho h ’ a

console #
% Tglgtoa~e” EXEC  a ~

. e ™ : e b
o a™e c o ;a;AI.(~ 4<mmtﬁ*
clearcounters T L hotmE mt "ty mo xg et h o mo
iga- * h otm mt~t7e t h m =

clear counteroob | giga- gi_port: (L.8/0/1.48) |« ° T E SehLIN .
bitethernet gi_port | tengi : v

. te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| _Fz:]roijp'.(.l 485. ’
port-channelgroup| vlan S
vian_ ig vlan_id (1..4094)
set interface active{giga- i port: (1..8/0/1..48) s_t o  Tetofm t— hxcecx c.ohT@;g @@ e
bitethernet gi_port | tengi- g_p o " 7 | shutdown.

. te_port: (1..8/0/1.24);
gabitethernette_port| for- fo_port: (1..8/0/1..4).
tygigabitethernetfo_port| P rou (1 485. '
port-channelgroup} group: (L.

i iaa- o - ot m o " e x 1 e oha~

show interface<{giga gi_port: (1..8/0/1.48); | = & — E m. (0] c, O

bitethernet gi_port | tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

te_port: (1..8/0/1..24); . —
fo_port: (1..8/0/1..4);
group: (1..48)

show interfaces configura- o_"_ ®eE xh" e O et b mo

tion {oob | gigabitethernet
gi_port| tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port-
channelgroup| detailed}

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1.24);

fo_port: (1..8/0/1..4);
group: (1..48)

fo_port| port-channel
group| detailed}

group: (1..48)

show interfaces status 1 L°_" "t'E momtovye 0m g et
show interfaces statugoob Lo _ " " tE mherpetcoo ¥yt © hogcc . co ht
| gigabitethernetgi_port | gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
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show interfaces advertise o _~" "t E ¢”h”a th. ~ tomo 77
T et ) h .. Mmo (0]

show interfacesadvertise o_" Tt E €T hBmotHTmo ~e Yz o

{oob | gigabitethernet gi_port: (1..8/0/1..48) oht ™ 3§ hxecec . cohto @

gi_port | tengigabitether- te_port: (1..8/0/1.24);

nette_port| fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port| port- group: (1..48)

channelgroup| detailed}

show interfacesdesgiption T oc m~¥e Y m 9 et h

show interfacesdesaiption
{oob | gigabitethernet
gi_port | tengigabitether-
nette_port| fortygiga-
bitethernet fo_port| port-
channelgroup| detailed}

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1.24);

fo_port: (1..8/0/1..4);
group: (1..48)

oc mod t zg[ngN\yé[jco

show interfaces counters T 'E t*t mt x "7y m g
show interfaces counters ! t “ett mht = xm *" Ty

{oob | gigabitethernet gi_port: (1..8/0/1..48)

gi_port | tengigabitether- te_port: (1..8/0/1.24);

nette_port| fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port| port- group: (1..48)

channelgroup| vlan vlan id: (1..4094)

vlan_id| detailed}

show interfaces utilization T tot t _x c¢co e”™ hx

show interfaces utilization mt~t mt  x -ceot eh” ~h xm
{gigabitethernetgi_port | gi_port: (1..8/0/1..48)

tengigabitethernette_port te_port: (1..8/0/1.24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port| port-channel group: (1..48)

group}

show interfacesmtu {giga- MTUN Thyo e x h  m~

bitethernet gi_port | tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup| vlan
vlan_id| loopback loop-
back_ig

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
loopbackid: (1..64);
vlan_id: (1..4094)

show ports jumbaeframe T e " mINIYSHx _2dzveRxt "t
show errdisable recovery e*mtho " 7Y T toa
T coht [0}
show errdisable interfaces o _" "t g c¢ch . ex ot TQ; e Y
{gigabitethernetgi_port | gi_port: (1..8/0/1..48) |m o m t o"’yet o a ™ t ; ,m_o T _t "¢
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group
show hardware profile Jo_ " "t E h 7 AXL@E ohto - [ D
portmode T V"oa"e*" “omtxce™ to TE o B
h a h c o e e Y oa”~e?-”
A ) “ ™"t 'E momt o ‘Yye e t h m o Y
console# show interfaces status
Flow Link Uptime Back

Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure
Mode Port Mode
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gll/O/l 1G - Copper
Access
g|1/0/2 1G - Copper
Access
g|1/0/3 1G - Copper
Access
g|1/0/4 1G - Copper
Access
g|1/0/5 1G - Copper
Access
g|1/0/6 1G - Copper
Access
g|1/0/7 1G - Copper
Access
g|1/0/8 1G - Copper
Access
g|1/0/9 1G - Copper
- Access
g|1/0/10 1G - Copper
-- Access
g|1/0/11 1G - Copper
- Access
g|1/0/12 1G - Copper
- Access
g|1/0/13 1G - Copper
-- Access
g|1/0/14 1G - Copper
- Access
g|1/0/15 1G - Copper
- Access
g|1/0/16 1G - Copper
- Access
g|1/0/17 1G - Copper
- Access
g|1/0/18 1G - Copper
- Access
g|1/0/19 1G - Copper
- Access
g|1/0/20 1G - Copper
- Access
g|1/0/21 1G - Copper
- Access
g|1/0/22 1G - Copper
- Access
g|1/0/23 1G - Copper
- Access
g|1/0/24 1G - Copper
- Access
tel/O/l 10G - Fiber
Off  Trunk
te1/0/2 10G
Off  Trunk
te1/0/3 10G - Fiber
-- Access
tel/0/4 10G - Fiber
-- Access

- Fiber

Ch Type

Full

Full

10000 Disabled Off Up

10000 Disabled Off

Duplex Speed Neg

Up

-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
00,04:37:36
00,04:37:10
-~ Down
-- Down

Flow Link
control State
-- Not Present

-- Not Present

-- Not Present

-- Not Present

-- Not Present

-- Not Present

Disabled

Disabled
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Po7

Po8

Po9

Po10
Pol1l
Po12
Po13
Pol4
Po15
Po16

- - - - -- Not Present
- - - - - Not Present
- - - - -- Not Present
- - - - - Not Present
- - - - -- Not Present
- - - - -- Not Present
- - - - - Not Present
- - - - -- Not Present
- - - - -- Not Present
- - - - - Not Present

* *

- e Y mot *ot m t . ~* mm

< * * *

“m” o ‘Eer Qo ha~” g 0O o momt o "Ye
h

o

P J— %

console#  show interfaces TengigabitEthernet 1/0/ 1

tengigabitethernet1/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41
Descrip tion : ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for O days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

0 packets input, 0 bytes received

0 broadcasts, 0 multicasts

0 input errors, 0 FCS, 0 alignment

0 oversize, 0 internal MAC

0 pause frames received

0 packets output, 0 bytes sent

0 broadcasts, 0 multicasts

0 output errors, 0 collisions

0 excessive collisions, 0 late collisions
0 pause frames transmitted

0 symbol errors, 0 carrier, 0 SQE test error

Output queues: (queue #: packets passed/packets dropped)

1: 0/0
2:0/0
0/0
0/0
0/0
0/0
0/0
0/0

ONoTR®

A 0o

[

“¢c™h"Ea” tma ~” mo " e Y

console# show interfaces advertise

Port

Type Neg Preferred Operational Link Advertisement

te1/0/1
te1/0/2
te1/0/3
tel/0/4

fo1/0/3
fol1/0/4
gi1/0/1

Pol
Po2
Po8

10G - Fiber Disabled -- --
10G - Fiber Disabled -- --
10G - Fib er Disabled -- --
10G - Fiber Disabled -- --

40G - Fiber Disabled -- -
40G - Fiber Disabled - -
1G - Copper Enabled Slave --

-- Enabled Slave --
-- Enabled Slave --
-- Enabled Slave --
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Oob Type Neg Operational Link Advertisement
oob 1G - Copper Enabled 1000f, 100f, 100h, 10f, 10h
A 0 “m1 U {(E anot e t x h : m ™ a
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
te1/0/1 0 0 0 0
te1/0/2 0 0 0 0
eéééécécéecééeeeeéceéceeceéceeéceceeeeeeeeecécececeeeeeeeececeéd
tel1/0/5 0 0 0 0
te1/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
te1/0/8 0 0 0 0

eeeeeeeeceeeeceeeceeeeeceeceeceeeeeceeeceeeeeeceeeeeeceeeeeeeeeeeeeeceeeg

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
te1/0/1 0 0 0 0
te1/0/2 0 0 0 0
te1/0/3 0 0 0 0
te1/0/4 0 0 0 0
te1/0/5 0 0 0 0
te1/0/6 0 545 83 62186
tel1/0/7 0 1424 216 164048
te1/0/8 0 0 0 0
te1/0/9 0 0 0 0

eeeeeeeeceeeeceeeceeeeeceeceeceeeeeceeeceeeeeeceeceeeeeceeeeeeeeeeeeeeceeeg

ooB InUcastPkts InMcastPkts InBcastPkts InOctets
~ ob 0 13 o 10
0o0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
"""""" oob 3 616 0 3916
Auo_" ’“t'Emt‘“t*mtx X c o 'hxcc( _‘“e‘“"on MY
console#  show interfaces counters port - channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
"""""" Pol 11 o o 907
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
"""""" Pl 0 6 3 912 )

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0

Deferred Transmissions: 0

Late Collisions: 0

Excess ive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0

Internal MAC Rx Errors: 0

122

Ethernet_°o a a x t "nt ohMES238x MES33% MES35xXME%324



DHELTEX

Symbol Errors: 0
Received Pause Frames: 0
Transmitted Pause Frames: O

A o] ”‘e"mtEhjgmbo_ﬂgameS 0oaaxt™ toh

- J—

console# show ports jumbo - frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Coog2en e mmer gL 0.
: t c m = e
e 1 < L. L * * <
InOctets NI m t 0 coh e "yt . o9 * = ¢
InUcastPkts .07 - mt o c¢ch e'yt.g o%eo”"h me.g ¢~
InMcastPkts .0 T . mt oaecoh oe*Yth. me . g5 c~ to o
InBcastPkts o . mt o ch eyt .g  ho o "%t TEe 3
OutOctets .0~ - mt o ¢ oh " "ee .og F~ ot
OutUcastPkts .0~ -+ mt o ¢ h ""ee.g o%eo™"h me.g c~
OutMcastPkts .07 - mt o ¢ h " "~ee.pg aeo o~ "h me . g ¢
OutBcastPkts 0o - mt o ¢ _h ""ee.gg ' ho o "t TEe
Alignment Errors <o 7, mt o "cbhm eeyth.xg® eeo €., "omteomt F
e mo ot tmt x 0" a RO 0 e c ho ®
(FCS).
FCErrors .0y mt o chbd'yt oy . mmowma fermt x Q" a
e cho = =7 9 ¢ho h X oetho T'Eeo m x a
Single Collision .o . Mbhoy o T - ee.gng " e -ex O _09
Frames h " "ee . g xmec e o @
Multiple Collision o . MHhop T - ee.pg fo T - a 07 ecx
Frames c h "T"ee.g xmec e o @
Deferred Transmis- o~ ; _Mbhoy " Ty _otoh.g ¢ h "y coct .t*H
sions t omt m h ® c h A"' [0}
Late Collisions 0T . omt oom % %o "7 m hy "™e ™ com ™ t o
m Y x ® - c h T e c h cn -~
Excessive Collisions | .o —, ; M6 hoy otoh . e 777 ~T.ho?ee .o
o T P
CarrierSense Errors [0 — ; mt o m ™x .~ 5 o "% momto 'Ye
Xt h > * e o c h c o”c® hpy c h S
Oversize Packets .07 -+ mt o c¢ch e'yYt.gpg ¢~ _ to 'y h~* a h |
h ’ e e * hga h
Internal MAC Rx o Tmt 60dh 3 otoh . e .7 "ch ea tyh . eoen
Errors o 7 c h a® e® xho e al/ @
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Symbol Errors 17y et hh* %o tmrQ” o I Fhkm_oaT ymat 0o m 7|
.o a ~m 'y e T ocxmt a m a o T " ee o
* — c h " mot ™ ~ e ™
1Y e t hhv o tmQ" 0 co Tx Txc ™ g eoo @
: m t 0 m Tx b 0 o m h " mt - ckh —Ta”
foTE"_ ax ;o a hTa hoomTot” 63f230¢AYS03
o e o mo ¥ .t s otoho *mt ™ ~y ot t
receptionS NNE2 NI S o7 x e mx " O/ I NN §
] Y etlhh":"otm“'o"' o @ " x © 9 T"eme o a h kg a
o ™ m t 0 m Tx - s e oyt T~ m h ',‘ma - c fn
L, T BT Jax o aa € ATy YEY CNIWYS{aAA TS0
t o ho 0 a Tom 'E got 'y ¥ . o " eo mo ¥ .t 5
o’ ™ c¢ch a® "~ee.g 054G NBOSLIWGAZ2Y S
Received Pause o7, omt o ch eyt ..g¥ &Rk hft Toy(Qd"a go gl g
Frames
Transmitted Pause o7 .o omt o ¢ h ""ee.BHbhcm™ 6YQE gc gh7
Frames
5.102" " mt h o ~ hi[’!bao oaaxt”™ g e t h
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ ® ™ ¢ hom~ oa~e e 6o mTiHheo ‘0 & ’ R h ™ ¢
console (config )#
% * —~g3g~.0a*e " h ’ a * o * * T'Ee o o e x h * ¢
- A =
.0a™>e """~ 1o« * <AK~ ] m t
c o X a o : < @ “ o«
vlan database T . h ot __0¢en AMLANe | |
vlan prohibit-internal-usage -addt "o 7Yt E x_ " " Tee . +[!b
{add VLANIist remove e .9 "7 7Y _exth ee 0o mco TE"O
VLANIist except VLANIist -removetT X © 7 Tt 'E xV[7 b” eLe5. c . h
none} " ee . g T Ty e x th e e o mc o 7
VLANIist(2..4094) -exceptt "ot E _ ¢ _h ;. E "¢
e o] mco TE"o0 e Y m i['b
_" ; m t c *h ™ a th > T
-nonet° ; mt tE ¢ h ., ¢ E [ !'b L
h e e o mco TE"o " e YD
vlan mode {basi¢ tr101} ¢ T0O;,t''E _E doFe&omte Y e~
T /basic oum . h > a Odza 12 YSNJ mh~
VLAN
vlan statistics ingress {low | C_T0; tE mfoh mt -t AN _ Ty
high} -low T VLANI-2047
TK_ -_ 0; . ¢ -hight VLAN20484094
no vlan statisticsingress ¢._T0; t’EmToh mt~t mt -
{low | high}
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vlan tr101 map innewvlan & TE ; m_O a et h o m
c¢_vlan_idinterface {giga- +[!'b 06 O z 02YSNDLZ “&ygthtxyax
bitethernet gi_port| tengi- .oe Otpﬂt I )ftl.l h Htoa 7
gabitethernette_port| for- th~ 3%  "x* o m ,et o n .
tygigabitethernetfo_port| e mtho @
port-channelgroup} -cvlanjdt | 7 et _" ¢, ,o0oee . eo0a
-interfacegme¢ mo et h ,mo ¥ |
toh . g0’ ®o0 ach a e e T *eeo o
C—Vlan—(id (1/'"/"094);) e 0 a h o ) et f{ ‘ ¢} ‘ a o e o
gi_port: (1..8/0/1..48); Cw ; _— ST . . L o~
te_port: (1..8/0/1..24); | . Z R Oh L= m q)t SRR Ee e
fo_port: (1..8/0/1..4); iy hrro it rteeo e o *o g0~
group: (1..48) Lo ive  cistryevars Gnmnwm
no vlan tr101 map inner ST Tt E ch T To @
vlanc_vlan_idinterface{qgi-
gabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernet
fo_port| port -channel
group}
oa™e-" hoe “ x\WLANe
¢ ® ™ ¢ hom~ oa™e " eoe m t R\ ANcC h(’ a
console# configure
console(config)# vlan database
console (config -vlan )#
] ee . h(’ a omt’>?0t:*<”e’“'Eeoh<’oeat:”h< xeh”'”"'(.p”',<e B
*h‘a(tho VYLAN x h~ @
* % T 84t .oa~e” .a~hoce X\MLANG
oa™e"™ "™ ¢ ’<e*</_\K~ ] m t
co X a o ; < @ L
vlan VLANIisfname VLANIist(2..4094 Jo* " tE x[1!Db - e m_o TE o
VLAN_namg VLAN_name(1..32)
no vlanVLANIist m_oa o7 |~ t'E +[ 1D - e m_o TE o &
map protocolprotocol[en- protocol (ip, ipx,ipv6, | _h . . ‘F h“ott’'B o x7c & o t o “omTMmoo ¢ ho
capg protocols-group arp, (06001fff (hex)}*); |. a , mt
group encaps (ethernet,
no map protocolprotocol rfc1042, licOthey, STt TRt EYC X
[encap} ethernet group *)reoachoto (16 TJt
(1.2147483647,
map macmac_address Jh Y T TEh gmt/ "t "t ore” hg b a”m |
{host | mask macsgroup S hxece "/ mo @
group mask:(9..48
no map maanac_address ST T Ot E ch YT x @
{host | mask
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-~ r 2 -~ -~

.0 a e h o & a ™ x he*t g h m 0 c VO_ARN™ e
¢ ® ™ c¢chom?™ oa™“e " eoe mtk be™t g h VLANn"”a
console#  configure
console(config)# interface {vlan vlan_id | range vlan VLANIist }
console (config -if )#
]~ ee . hmt x a € o ok af ~cgh e ™ e ™ - e Y
o e x h * ¢ VLAN"t ¥ b B me™ "oe™ et h m [0
¢ .%oh e t h m omx " mt Y tmoy c¢oh c oao
interface vlan vilan _id
¢ ¥ o h ® “c ™ oe ™ e t h m o oarme "~ m t ~Y tmoy
interface range vian VLANIist
r ’ c h s e oa™e?" Ty 70 "\VLANM h * 9a
e ”mt ho m_*\/LA[r\n_r,lgs‘,c_c
console#  configure
console(config)# interface vian 1
console(config - iN#
console#  configure
console(config)# interface range vlan 1,3,7
console (config -if )#
% * —~ggg*.0a*e " ho e a”'xhe’”tgh m "~ +[ 1D
oa™e" ™" € Vo< * <AK i ] m t
cC O X a o , < @ d <
namename name (1..32) Jo ™™ tE a’Yy [ !'bo
no name m a oK@ Y |["mt™eo tE “e” . e co xao
mo ot tmt X )
VLAN
ip tcp adjustmss value Tt e ™ e tt B VLANM™ © aTCPAMaximumsegment
value: size
(500..460)/1460 ) "meo TUET X tmY|Paddresg et et
o t -
no ip tcp adjustmss "mt*eo tE e " e co xao
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.0a™~e " h o a “x he*t ¢ h m ~ 0" ~ Etherrielk eett hh mmc
h x cc c oh 0
¢ ® ™ c¢chom™ oa~e " eoe mt k be*t g h E;H’erme’ﬁ a et h m ~
h x c c cohto Y
console#  configure
console(config)# interface { fortygigabitethernet fo_port |
tengigabit ethernet te_ port | gigabitethernet gi_port | oob | port -channel
group | range { é}
console (config -if )#
]~ ee h ’ a STomt xoece e x h ~clgh 7 ea™ " e ™ - e Y -
o e x h ~ @ e t h m gc o h t~ oaaxt™toh™ - h >
“ h x 0y — Fo T "c¢c”* "oe” et h m o [0}
oht ao”’ t h~* ot~ t E -t .h 9 h a " 9Y
T accesgy et h mt e” otm t x cho t™ ehe . m e"VCAW o " eo
T trunk T e t h m S ¢ h e a™” 0" to TE o t h o e
e o \VRAN otoh . a0’ 't * .t 'E "o *sitcHporttrunknativee a o " E
vlan;
i generalt et h m m co Teogy ccoh ™ "e ha’” ot hoV/fim®dmMm S
e t h o ~ e e t h ™ T
i customert Qin-Q et h,  m
“~ % T8eg~. 0 a ~ e " hoe a " x he*t ¢ h Ethermef
oa™e" ™" e % AK ] m ot
cC O X a o ; < @ ooox <
switchport modemode mode: @ccess, trunk, | ~ " 7t 'E b a h~ %ot coht ™
general, -modeth * a h” "ot coht~ ]|
no switchport mode customej/access "mt~eo tE e ;e co xao T
switchport access vlan jo*~ tE x[!b 770 _et h  m~
vlan_id vlan_id (1..4094/1 | -vlan_idt _ " et _~e,0ee ., eoa
no switchportaccess/lan "mt~Teo UE e ;. e _ co xao T
switchport accessaccepta- Jh,e a”t’E e” e t” hhocm ° tT R
blerframe-type {untagged Eh e amt -untaggedonlyt t o T'E_o e 't ho ~ee.
only| all} T callt _.m . . @®°h
no switchport accessac- - - JhLe,a”tE " e t_"hoh ¢m L
ceptablerirame-type
switchport trunk allowed s toa~t oo om_ "o ® VANt TEY_ ™" e &
vlan all ny ~0- et h m* @
no switchport trunk al- A ' t_T0;, tE " _toa™t VLAND _o© c o ¥
lowed vlan all
switchport trunk allowed Jo*~ t'Emc mo_ x[lp T et
vlan addvlan_list -vlan_listt m ¢  "™WRANIDJ, "¢ ” "oe eoa ho
. ST thE o om T e a : h “ ¢ Yt
vlan_list (2..4094, a)l _oe ‘; e o e~ 1 e v e coe
switchport trunk alowed ST T, tEme mo [l b TTY et
vlan removevlan_list
switchport trunk native Jo* ~"te@a VPAN _ " ; mt 5 S8F| dzf
V|anv|an_id . *et(h:ﬁ“TmE”’e(t("hon’”ee . t h~
vianid: (1.4094)/1 |z . _ ¢ Coht S och QAANTY tm Y
-vlan idt B e t _ " e _oee . e o0 a h
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no switchport trunk native "mt~eo t'E ‘e~ . e  co xao .
vlan
switchport general allowed jo "t E([mich oy et ho o m~”

protocols-group group

vlan addvlan_list[tagged| -taggedtr c o ht Fx* t ¢ h T~ ~t E t
untagged] VLAN;
_untagged-[coht ":'X“(t C(h ""’“”IE
. TTY [ !'bo
vian_list (2.4094,a) | a1 jistr L  MBANIDI "¢ oe +[1b ao
c h : m e a : h . TYCYE X
t;e: ;:eo<( ‘é:‘ ;(e< 'Y<°*_"fc” ‘o e ™
switchport general allowed "t T, t’Eme mo [ lb TTY [ et
vlan removevlan_list
i i o ¥~ t ® et “ t oh
\s/:lé\;lrt]cfiwé)ort general pvid vIan/_\id: (1"4094/{T i e Em . q)‘ _ [ !'b
- m X m t e o|* < A
o xao —~- -vlan_idt et " e _oee . e o0 a h
no switchportgeneral pvid ’ "mtTeo tUE e~ ;e co xao T
switchport generalin- ¢._T0;,tE " 7TY omeo eo o et
gresdfiltering disable c”_,to ™ omeo ch m o eeo
no switchportgeneral in- - ~Eth "~ |1¢_"0;,t E " 7Y omeo eo o et h
gresdfiltering disable ~0: e c”_,to ™ omeo ch m o eeo
= fm~ T EthTe, Y __T0;.,¢e" %
c h m ¢} ee . a c t x e ™ ; e a
ot 3 h - m 'r. m Y b -
switchport general accepta- L h e a"tE @~  m ~Tthoc M'Eo T eeq
blerirame-type {tagged -taggedonlyt t © "'E_o t ~  ho "ee . T
only | untaggedonly | all} Tfh e a~t|-untaggedonlyt t o T'Eto e ho "ee T
t ¢ o h-alt . m, . ®"h
no switchport general ac- Jh e a”tE &« m  om ¢pt c . ~
ceptableframe-type
switchport general map "mt~eo t'E c¢ch™ V[AN T mmh
rotocols-group groupvian . omeo "eeo e~ ch Yo cho
\F/)Ian_id SrotpaTeEe V'an—é‘:cfjﬁog" -groupt , T et _“ ¢ oee. ~eoa b
-vlan idt °(et‘\*_"e*oee . eoa{h
no switchport general map (1. 214748364F  ~==—"F < - B
protocols-groupgroup
switchport general map "mt~eo t'E c¢ch~” V[AN Ty mwet h
macsgroupgroupvlan . omeo T"eeo e ™ Icthh  mYC @ al/
danid oo V'an—é?cfjl'o'.‘mgz’ “groupt . T et _" ¢ oee._  eoa n
: -vlan idt °(et‘\*_"e*oee . eoa{h
no switchport general map (1..214748364y ~tTT Tt E cht T T mm _"e
macsgroupgroup
switchport general map "mtTeo t'E ch® 0o  T"mm _
rotocols-group groupvian . omeo “eeo e "c hooht o "X
\F/)Ian_id grotipgroup vlan id: (:.L..4094) -groupr: © e t‘* _ e 0o e : coa h
group: (1" -vlan_idt | ® et - ¢ oee . e 0 a h
no switchport general map 2147483647) ~tTt T, tEch” 0 To T mm " e

switchport dotlq ethertype

T~ a _eTPID (EagrotocollD), 8021qVLAN , . “ o ¢~

ingressstagremove
ethertype

egress stagthertype . m 9o "TmMy™ egpoeto h o m” @
ethertype: (1. ffff) J| diecxmt & ctypes he SWtg i KSHK
(hexy8100 . ...h.AO)<-?_.c3;.<qh’ LA e
no switchport dotlq = a e etherfype ™ 90 ° Y"_ o m et h
ethertype egress stag e, e co xao T:"e 0O
switchport dot1q ethertype jo "~ TPIDEt " ™ @m  VIAN.o h o
ingress stagdd ethertype Jocxmt ea”.: e [TPPanR{jdK S "o > e ¢
ethertype: (1..ffff) Lot he o a0 e m s e Y 9(GKS
switchport dot1q ethertype (hex) ST TTPIDET 0t ©F Trmwem  VIAN.o ho
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switchport customer vian
vlan_id

switchport customer vian
vlan_idinner-vlanvlan_id

no switchportcustomer
vlan

vian_id (1..4094)/1

Ty

oee . e 0 a h

co TE o ot

jo* " tE x[1!b
-vlan_idt | T et "¢

Jo ®* ~ t E 50 7 YY" o a e t h o

P -

coh texx t h yerey &Ml T CYLANinergf kv 0
e e ynudwmljo 3 MPBAR hovcTe e
VLAN (S/LAN)
| ~7Y h ™~ %ot . 'Ht o oa~®@:. te
I 1 Y H . _o0a~®0;.
e o ®~ T'geo h ' a @Gty Y2
"mtTeo tE Te” . e c o x ao -

switchport customer mul-
ticast-tv vlanaddvlan_list

vlan_list: (2..4094, all)

“ " h tc'p e a”t 'E aeo o ™ “xh

+[ ! bYOEYOMTY! b co TE 0o _ "t TUEm
e *mth ™ ~ a o a e t h m > mo
" h x 9 co TEo ~ ot ~’Em 9 ¢ o h't

aeo o™ " h me -t VAN, T " ee

-vIan_iistT mc m/pAN |54 e " o

c h :om T B a " " c 'Yt x O - X -
_c;e:;:eo(<'é;;(e*'y°*_"fc"oe"_
switchport customer mul- Tvcth ¢PE e a*t E aeo o~ h me .
ticast-tv vlanremove e"mth™ 7T, ao0a et hoo o om
vlan_list
switchport forbidden vlan Ttech ot tE Tof~ T e o x_ " " "ee
i - i m c “c™ "oe a o
addvlan_list vian list: (2..4094, ; vla:?_llstlr m ,;%EAL\] IEa)J Sl 4 ~ic[ 'i(tbx o
hJ'Fhf.L')I'(“’:< _ée:;éo(('é;; e,<Y°*_"j'c"oe"
switchport forbidden vlan < _" oh t’E "o ¥ T eohtx_ " ~"ee
removevlan_list
switchport forbidden de- o xao ~..| Ten_t U E WefalltVLAN oeh t x o
faulttvlan o '

- - ) . em:t . (o] = ” . - ” —
no switchport forbidden VLAN = b mt*eo t'E "e* . e  co xao
default-vlan
switchport protected-port L. h metoht o ~'yag x th S hxece
no switchport pro- T Commt ~ eteE . e co xao T-"e O
tectedmport
switchport protected-port L.h o eaht x "~ ""eexQ h xcecx
isolate-group {group}
no switchport protected group (1.-8) "t T, tE coht x " " eeo h
port isolate-group {group}
switchport protected giga- gi_port: (1..8/0/1..48) | . h_mtoht  h Ca tdNReg el tx |
bitethernet gi_port| tengi- te_port: (1..8/0/1..24); |2 “h "hxt ~~~ ¢ 1©O co *~  ° r"Mhemog
gabitethernette_port| for- fo_port: (1..8/0/1..4); e*ch~ ~rwy t ~ m’E o7eo”%h me
tygigabitethernetfo_port| group: (1..48) ho o "=t ~—'Ee . cothht"¢@ e~

port-channelgroup}

¢} X ao T

no switchportprotected ,Meo TETX |t O Ea _ex a~h ‘hxt ~*g  co
a.h hXt’ :S(_:"Ah mo 6C5. 0 ®
P e e o
X ;( e e . 9
“ " h m o 0
switchport defaultvlan "mt*eo t'E coht "~ ot hx O"
tagged .
no switchport defaultvian "mt*eo tE e ™ e co xao 7

tagged

Ethernet_o a a x t “nt o hMES23xx, MES33xx, MES35xx, MES53

129



vlan_id

vlian_id (1..4099 t

e e.om t oi;[e! b ®

.o0a~e” . InrivilegedEXEC

‘,‘*° ™ chom~™ _oa"‘e’ppivﬁeged@)(E@o_ h > ar

console#
* T 7gre 0 a @ " ! priVilegedEXEC

oa™e ™™ ‘e‘,( ,<AK- ] m t
cC o X a o , ™ < @ - <
show vlan T R A = e oha~"¢ O co _m a
show vlan tagvlan_id vlan_id (1..4099 ,o0_" "t'E e oha® g O co +[!DbZ
show vlaninternal usage T Lo_ " Tt 'E mc mo [l b T TY _ex
_ o a t*tohoa @
show defaultvlanmmem- Lo _ " Tt E momt ™ ohxecec T 07
bership [gigabitether- gi_port: (L..8/0/1..48)
netgi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo orf (1"8/0/1“4)"
tygigabitethernetfo_port| _proﬁ (1 485. ’
port-channelgroup| de- group- (L.
tailed]
.0 a™~e "~ . EXEC a ~

¢ ® ™" c¢chom™ 0 a” e "EXBC t ho h ’ a "~

console #
"“~’\*88¢’“‘oa’“e"‘ h<’*a”' 9 9/

oa™ e """~ =e”1‘e*<K= ] m t
c o X a o ’“; " < @ o x <

show vlan multicasttv vlan o_" "t Em¢ohe c h aeo

aooh tx.t

{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group}

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

¢ ; - R EX _ c h e a “tE
show vlanprotocols-groups I T = e oha~g¢g 0O o hxcec™
show vlan macgyroups Lo _ T T UE e oha™ g @® omo hgpecc”
show interfaces switchport o T Tt E o e xh=~ g O coht~ 3

show interfaces pro-
tectedrports [gigabitether-
net gi_port| tengiga-
bitethernet te_port| for-
tygigabitethernetfo_port|
port-channelgroup| de-
tailed]

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

(o}

-

t 'JE momto

privatevianedgen o o *

"ye

" mt ®

cohto

Y
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DHELTEX

A _o_~ "t'E e oWHBNec O o0 _m o9

console# show vlan

Created by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, V - Voice VLAN

Vian Name Tagged Ports  UnTagged Ports  Created by

1 1 te1/0/1 - 24, D
fol/0/1 - 4,gi1/0/1,
Pol- 16

coooUuThwN
cocohwnN
nuunuunnom

0 T T tJEm¢e o hoe . ch a e aeo o " h me o

— J—

R * * < *

console# show vlan multicast - tv vlan 4

Source ports : te 0/1
Receiver ports: te 0/2, te 0/4, te 0/8

A o S S = e oha™ g O o h xcc ™ 9 choto o "o

- J— % . * + J— -

console# showvlan protocols - groups

Encapsulation  Protocol Group Id
0x800 ( IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd ( IP v6) Ethernet 3

A _o_" "t 'E _oe  TerGiyabiither@eto/le h t ~

— [—

console#  show interfaces switchport TengigabitEthernet 0/1

Added by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, T - Guest VLAN, V - Voice
VLAN

Port : te1/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egressrule  Added by
Untagged D

Tagged
Tagged

nwm

Tagged S
Tagged
Tagged
Tagged

CoOoUuT WNBE
oo wWNBE

nunn
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HELTEX

28 28 Tagged S
Forbidden VLANS:
Vian Name

Classification rules:

Protocol based VLANS:
Group ID Vlan ID

Mac based VLANS:
Group ID Vlan ID

5.10.3" * m t h oprivaté VLAN

9eo0 "o Y tNROIGS £[!'b O6t+[! by co _ oy t cho
x h o e ao " - h{|_ a > T X coht ™ a oaaxt®toh ay ot oh
" o0 a e (0]
.o oaaxt® toh® 5y ao’ t Lt E m o e x h h o “ e o0 t
- promiscuoust ¢ © h t ¥ otoh . mcomo * e o ¥ a e * t 'Em
et h o m~a 3 . 0OF;YYHymERi t aERDT
- isolatedt ¢ o h t ¥ otoh . co Teomt 'EQO "o 7 ho ~ e ot
. to o t+x[ I bx eo efOthVUAMWAé*@dZZ'QﬁélQ_‘_”E'E t h
s x " m t ochoohetxo  AIZh2*fh |o @5@ m o mt ok otho. TINR Y A
c ™ t . m o mt a« hoohet po AB2fcl hS§W “t o" Y'EE o mt o
promiscuoug °© h t o T
- communityt , h xcc ™ cohto 5 otoh . .aao ax t "ox® an oé o
LINPYA&OH2d8 > H et h — m. ot QOF e . e~
t  m_ 5 omt~ TRt gh 92 Ynyodzfdledtdo b T o @ogh ¢ 4
hogeg m .c o0 Te” ®c oY e xteh “TE& 0o To e 'Y cohto m coao "

- <

m
ENRAGFGS +[1b ch Bye~ ~e e~ v mxe
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DHELTEX

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

ey

O U D0

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

mx®83qg h a h h~ %ot t pgeo To t NAQOIF 4GS
¢*° “chom™ _oa”’e’e_os mt &k be”t e h FEthermef et h VAN ~
e t . h . m > h x ¢c c cohto Y
console#  configure
console(config)# interface { tengigabitethernet te_port | gigabitethernet
gi_port | port -channel group | range { é}| vlan vlan_id }
console (config -if )#
- "Bgm .0 a ™ @ °( 2 . ao*e X he “t c *h “Ej[hgrﬁ'ef
oa™e ™" ¢ P o <AK i ] m t
cC o X a o , < @ e <
switchport mode private ST t'E h _ a h*Fot . coht~
vlan {promiscuous| host} T
no switchport mode "mt~®eo t'E ‘e” . e  co0o xao .
switchport mode private """ t'E h _* a h~Fot . coht~
vlan trunk {promiscuous |
secondary} T
no switchport mode pri- “mt~*eo t'E "e” . e co xao T
vate-vlan trunk
switchport private-vlan Jo® " t'E omRomexcd) ee .promisclious
mapping [trunk] pri- et b Mmoo
mary_vlanadd second- T o “promiscuous ¢t _h om e  TE’
ary_vlan primary_vlan ﬂ fo TE’ prifaryovian.
switchport private-vlan (1..4094); St Tt E _tohomt qnjseusus ¢t £ L b
mapping [trunk] pri- secondary_vlan:
mary_vlanremove second- (1..4094)
ary_vlan
no switchport privatevlan "t T, t'E omeo ex(Q  _tohomt ¢
mapping
switchport private-vlan . lo * ~ primafE secondary@f | yiose =t h  m
hostassociationpri- primary_vlan " o hgse et h m" ooe" " TR0t NEE
mary_vlansecondary_vlan (1..4094) ﬂ o " e mgcondary vian
- - secondary_vlan: — = - -
no switchport privatevlian LtV ’E omeo exQ ~ tohomt ¢
o (1..4094)
host-association
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switchport private-vlan as- 1o * ~ primarE secondary vlah “trunk-secondary
sociation trunkpri- primary_vlan et h o om
mary_vlan secondary_vlan (1..4094) V T 07 esecéndddgy*t b . _m e TE
secondary_vlan: To TE’ gsecondary vian
no switchport privatevlian (1..4094) STt T t’E omeo ex 0O ,tohomt ¢
association trunk
switchport private-vlan lo® ™~  PVIRANPruhk et _h VLANm e mtx x Q"
trunk allowed vlan add PVLAN
vlan
- - vlan (1..4094 = — o
switchport private-vlan ( ) . PVEANTUnk et h VLAND e mtx x"Q"
trunk allowed vlan remove PVLAN
vlan
switchport private-vlan Jo® ™ t ELANP ae mht x x "O'PVI@QN_ _ "
trunk native vlanvlan DefaultVLAN “PWLANTunk e t _h m~ o
- - vian: (1..4094) / 1 = - - — - — =
no switchport privatevlan mt~eo tE "e”:. e  co xao
trunk native vlan
%% T~oQg*. 0 a *e " ho e a”’xhe”'t(;h m "~ +[ 1 Db
~ = e - h
.0 a e " ™ '« L ] m t
c o X a o0 < @ "o <
private-vlan {primary | ¢$_T0;,tE a_ 9o"e  a t NAe@l GhS ]
isolated | community}
no private-vlan St T b . a2 t NAGLIGS [ !'bo
private-vlan association Jo* " tVE @gx T ™ Tt othRgnetcohc | BY _ x
[add | remove] secondary_vlan omeo e o ~“mtho - ¢ h  aprimary¥LAN. t ©
no private-vlan association (1..4094) ST Tt E ctho hoyrt s lepence o e o
1 - m a™ T 'Ee o o T . mt § 256t o h omt c e e
\ “_m,_ a®TEeo  _o 7 o omt o Q2YYdzyAle =+[!
m o " eo omep g8 e o i[!b
h a h e "mtho 0 a axtt "htygch AHbL { m 5Fro h a h h =~

e o "o PrivateVLAN

1 promiscuous © ht tinterfacegigabitethernetl/0/4

1 isolateck © ht tgigabitethernetl/0/1
I communitye © httgigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1
switchport mode private -vlan host
descrip tion Isolate
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 201
exit
|
interface gigabitethernet 1/0/2
switchport m  ode private -vlan host
descrip tion Community - 1
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private -vl an host
descrip tion Community - 2
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 202

134

Ethernet_°o a a x t "nt ohMES238x MES33% MES35xXME%324




DHELTEX

exit
!
interface gigabitethernet 1/0/4

switchport mode private -vlan promiscuous

descrip tion to _Router

switchport forbidden default -vlan

switchport private -vlan mapping 10 0 add 201-202
exit

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 10 0,201 - 202
descrip tion trunk -swl-sw2
switchport forbidden default -vlan
exit
]
interface vian 10 0
name primary
private - vlan primary

private - vlan association add 201- 202
exit
!
interface vian 201
name isolate
private - vlan isolated
exit
!
interface vlan 202

name community

ae *hm t h o e t h c him® * ott ge o “PrivateVLANTrunk

1 trunk-isolatect © "t tgigabitethernet 1/0/1
1 trunk-communitys © bt tgigabitethernet 1/0/2, 1/0/3
1 trunk-promiscuous ° bt tinterface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private - vlan trunk secondary

descr iption Trunk - Isolated

switchport private - vlan trunk allowed vlan add 301

switchport private - vlan association trunk 100 201
exit

!
interface gigabitethernet 1/0/2

switchport mode private - vlan trunk secondary

description Trunk - Community

switchport priva te - vlan trunk allowed vlan add 301

switchport private - vlan association trunk 100 202
exit

!
interface gigabitethernet 1/0/3

switchport mode private - vlan trunk secondary

description Trunk - Community

switchport private - vlan trunk allowed vlan add 301

switchport private - vlan trunk native vlan 302

switchport private - vlan association trunk 100 202
exit

!
interface gigabitethernet 1/0/4

switchport mode private - vlan trunk promiscuous

description Trunk - Promiscuous

switchport private - vlan trunk allowed vlan add 301

switchport private - vlan mapping trunk 100 add 201 -202
exit

!
interface tengigabitethernet 1/0/1
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switchport mode trunk

switchport trunk allowed vian add 100,201 -202
description trunk - swl- sw2
switchport forbidden default -vlan

exit

interface vlan 100
name primary
private - vlan primary
private - vlan association add 201 - 202
exit
]
interface vlan 201

name isolate
private - vlan isolated
exit

|
interface vlan 202
name community
private - vlan community

51047 " m t h o - qpt _ h m "
IP- et hmo'm"‘chm*Y'e”";|P_”'e°h em* 0% o et h X mnt ch
gigabitethernet tengigabitethernet fortygigabitethernet oob, port-channe| ~vlan
¢ ® ™" c¢chom™ oa™e " eoe mtkb*teh |[Ph m™ a
console # configure
console (config )# interface ip A.B.C.D
console (config -ip )#
] ™ ee . h ’ a " omt xoce e x h *clgh ’°ea”"’“e”', e Ty
o e x h ™ e IP. et h m ~
“ T T9lg*.0oa~e " hoe a“x he*teh |p m~
oa™e"™ "™ ¢ P </_\K | ] m t
co X a o ; < @ L
directed-broadcast ¢ _T0O;B_e¢, © M _ _|IPdirectedbroadcast ~ _ !
. mt"e°"h*theo o ""’t(:’"Eb".'hE:”"_
T/, -_"0;.¢. T L : .¥h~ee . e
no directed-broadcast 7 octh t HE™ e m “TPYicecté@broadcast © _ .t ° |
helper-addressip_address ¢ _TOrfENM_ "Th 'mtite © "7t £TEe
e ™ och - ~ e e . ‘*h(mq;

-ip_addresg IP~ " h m e~ "e” . e YI e

ip_address:tAB.CD | "y e~ ch~ St Emoy ¢ - .

no helper-addressip_ad-

dress JU_TOoEN "7 mT e, O 7 ho £om

ip irdp 7 7h thEmm 7 2oxmmbo t o |RDP([CMP Router
T K_ " O; . e o| Discovery Protocal)

noipirdp Lt_’:"oﬁ;’E’mm."_x "’eoemon (0]

ip redirects C_"T0;,tE , ., h7 e O a”h 'ICMP
TK_ " 0; . e o| Redirect

no ip redirects .t __7T0; .t EICMP Retifect __ x
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h a h c o e e Y _oa -
A ¢_7T0;  t E directedbroaddast
console # configure
console(config)# interface PortChannel 1
console(config -if)# ip address 100.0.0.1/24
console(config -if)j  exit
console(config)# interface ip 100.0.0.1
console(config -ip )# directed - broadcast
5.11 Selective Gn-Q
]~ e e‘”‘x"g_@o* Y 0 ’e?"}o(me om oe
e x t h VeANCustomelLANe h o+ oo™ ¥ "
co " a CudtomeVVLAN t © _* "~ ¢ h cH’otjE)

I

~ .2

xm <t ho o]

m t

© -

17y

_h ™ SelectiveQ-in-Q. mc o TE”
¢c h~ ° 7Wy h

X

Cmem iy me

’Ot
. .SelectiveQ-in-Q, SecuritySuite DHCFSnooping ARPInspection, IP

x h chho® ™ e @ /[Ep hc*og o0 a h
JE_ ee ' eSPVLANServiceProvide@VLAN,
> T h & -

mo®xt ht o *hys %t

" cc ”TCAMEx.a a “hhoefl XxAh ma

Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate

per VLAN, PPPoE IA, VPC, L2PT, PIM Sndbgingh ® ~a TCAMW ¢ h = = e
xmt h o u('m:t.“;": 5@ & ™ “c*ox"a 0 ’“; ‘)é”*_on .2 * T 'Ee o ) SQ_"(Q_

c h ™ -~ 7 7Y o7 eo0 -eo 0 x mt hQe meo‘ech t('g
g*h:*_t homot ' ; o o
Im Xmthoo L, A - emt t om h  DHCPSnooping VLANACIL Security
Swte ARPInspectlon Ratelelt per VLAN PPPoHA, L2PT, PIM Snooping m ¢ o T 'E"
TCAM, M urite ~ mt ™ ¥ SélectiveQ-ih-Q, *PmrtACLIPSourceGuard Policy
BasedVLAN(MAC Subnet Protocol), VPC, m ¢ o T ETCANDtc h " 7 yaite op

_m*a’“"\Eeo< m x a a SQmQh’“ QAME$324L:1P60Gh~~
ST _m a” 7UEe o o mxaatspiag o TMESRxL 1FI36 h T
ST _m a® T'Ee o mx aa“SRa@ h T o TMERIxt 34560 0 7 . 7
oa~e” hoce a ™ x he"t ¢ h m "~ 0" " ¢ " 'Rherfiet PortChan- |
nel

¢ ™ chom?™ _oa‘“e°e0 omthoxf)e"‘tf@h’ a m ~

console# configure

console(config)# interface { gigabitethernet gi_ port |tengigabitethernet

te_port | fortygigabitethernet fo_port | oob | port -channel group | range

{ e}

console (config -if )#
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- ~Q2g .0 a * & ) ao*e x he*t ¢ h ( “mc*™ “e te *h )Ethéi’ﬁét
S R =
.0a™e"" "~ 1o« . <AK » ] m t
c o X a o ’ < @ s <
selectiveqing list ingress O tTEh ™ - To 3 e™ omeo g6t Yy" ax
add_vlanvlan_id[in- ¢~ __  tex Mme o jggreds vlan i@x °  t T o T~
gress_vlaringress_vlan_id vlan_id (1..4094 _toh ™ Yylan idb_ Tingress vian il ., x _ " T - |
ingress_vlan_id(1..4094) f[¢ h =~ 7o T x " t ch a e YU EMmX __
otoh .a e * - c h a e e °
xao T e 0on 0
selectiveqing list ingress L0 t"E¥c¢ch "7 Q"  ch™ "oy e~
deny [ingress_vlarin- . . 90 " Y" c - t m ingress Wan_id @
o ingress_vlan_id(1..409 i, - e i~
gressvlan id] 9 _vian_i( 4 x Tx tot " h " mingreSstvi@m itlvd Am T T |
*x Tox ot ot *h*m. *t Em 'Y m 50
selectiveqing list ingress L0 thET h Q"  ch™  To 3y e~
permit [ingress_vlann- .00 " Y c T _ .t m ingtess Wan_id @
gress_vlan_if ingress_vlan_i{1..4099 |* x " x t ¢ h T~ =t 'Em ‘Yingress vian_iela_

x " . T(xt*r;n('\t’ c h Uo7t EmM oty .
L, 2. e, .0
selectiveqing list ingress L0 tTEh” - To 3y e” omeo Te _0
override_vlanvlan_id[in- vlan_id (1..4099; ingress_vlan_id 2° ©~ 'Y" o ¢~ t* T x?©
gress_vlaringress_vlan_if ingress_vlan_id(1..4099 | vlan_idb |ingress vlan_iel , x _“teh ™t ETo
ch a e ’'yt Emy _o om _a “O°¢'Y'"'
no seletive-ging list in- ST TXET Teeo eh” 7o 3880
gress [ingress_vlamlan_id vlan_id (1..4094 c*__to & .oa”e "fingrésPf | yHh ¥ a"
ch=® 7o c o xao T-"e OO
i i i o "tTe¢Eh ~ —o e~ ome o ~ e 0
selectiveqing list egress vian_id(1.4094); | ¢ 'L ez e St =
override_vlanvlan_id[in- . . ingress_vlan_idm oo Y-, ,o ¢* __t x
. . ingress_vlan_id(1..4094) .
gress_vlaringress vlan id] vlan_id
no selective-qing list vian_id (1-4094  |* T TR mo _ ch” " 58fSOGADS
egress ingress_vlavlan_id
.0a™~e” h ’ a ™ o e VEKAN™ ¢ et h m =
¢ ® ¢ hom~ oa™e " eo mt h o VLAN’ a o e
console (config -if )#
“~ % 793¢~ 0oa*e’” h ’ a ™ o e LANY ~ ¢ et h m ~
.o0a>e """~ € '<e*<AK: ] m t
c o X a o : < @ L
ip management outetvlan 0T tE ¢ch o To " 7Y xch® T
outer_vlan_id Qinv th~ _7 e
. ¢ _ " ;.omt o 2dzi SNWYSEFYPYAR
outer_vlan_id: (34094) St[!bod 7Y heéwoto ch~
VIANG=[ ! by "o ™ e * .t E _ m
no ip management ST tmpt Yeeo  ch™ o To @
.0a™~e " EXEC a ~
¢ ® ™ c¢chom™ 0 a” e "EXBC mt h o h ’ a "~
console #
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DHELTEX

”*A*94¢“oa‘“e°. h > a~ 9.9/
oa™e" ™" - © ’<e*AK: ] m t
cC o X a o , ® s
showselectiveqing T to®hmeE mo ch~ T 38f SOGAYZ
showselectiveqing inter- to®hme¢g mo_ ch~ TSk SOGAKE
face{gigabitethernet gi_port: (1..8/0/1..48) |c o h t ~
gi_port| tengigabitether- te_port: (1..8/0/1..24);
net te_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port - group:(1..48)
channelgroup}
show ip management [vlan . to®hme¢g mo ch=> 7 "7y xch*
vian_id vlan_id: (14094) coao ‘ome th- o
h a h . . c o0 e e Y oa™e " O
A eo'°"t’E € Totheo ¢ § , eo t'eehyy oa t - DI x Yt o
e 'Yt 'gm 'y e~ M@

console#  configure

console(config)# interface ten gigabitethernet 1/0/1

console(config -if )# selective - qing list ingress override vlan 10

ingress -vlan 11

console(config -if )# end

A to*h~ - t 'E mec m o Se|gcﬂve'qi‘hq’fee.3 c h ™ -

v

console#  show selective - ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te 0/1 override_vlan 10 ingress_vlan 11

5.12 Storm Control ~hY" = 7t e & oproddcast, multicast, unknown

c o h

unicast)

{*tohan o e _~ 't m™ " mt progdcast, Mmulticast, inkndwn Unicast
moo* * e S eo ewm ar oe” a . g co m t : h : o ” e
m t co 'y T e o "~ h > ® (" tohanp ao’ t o " e
Ethernet

.0aaxt”toh | h 'y t m ohomt 'E ch e a ™ eao 00
e : mteo 0 o " eo” " b o eémo o TtT®M®:* ee .fa " OYtho T a
{ toha~np ot *h*m. ~ t c ~ t .3 m m ohomt 'E c
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.0a~e" hoe a ” x he*t ¢ h Ethefmét
‘,‘*° **“ c¢chom?™ _oa“e"i@i En'tm*r@’lg*h”EEHErﬁeE ae t h
cohto Y ' - T ) ©
console (config -if )#
'p&’“*95¢"‘oa”‘eA hoe a*xh*tgh — m-~ 9UK§Ny§(’J
.oa”e """ © '<e*<,\K~ ] m t
c o X a o0 ' ® - <
storm-control multicast ¢ _TO Petho "FE aeo o"%h meo o
[registered| unregistered] -registeredt ~“h mth ho ~“eeo oT
{levellevel| kbpskbpg -unregisteredt ¢ , " h ~~ mth ho "eeo o
[trap] [shutdown] -levelt © * At B~ _Cho g et~ g ot c ho
level (1..100), mte et; h  om~
kbps (1..10000009 | -kbpst o * A a th T " O
..‘h, o*e*hx’(e*‘ aed"'e"rfha“wpz[m
Lt F .t 'E shutdowhQ ;@ *T6. T, e ” " e
e 7 moo fudp).e
no storm-control multicast ¢._TO;RPetho " aeo o~ "h meo o
storm-control multicast ¢_T 0O /Betho™F aeo o”"h meo o
[registered | unregistered] -registeredt ~ ' h  mth ho ~eeo o T
{ppspp$ [trap] [shutdown] -unregisteredt ¢ , © " h  mth ho Teeo o
_pps'[_o’\*;<mt“0 c ™ <t0._ ) m o xg
pps:(125..19531250)uh 0 * e n x e aeo'c)‘-h(m‘eo'
* t 'E o t shiiddwnoe 9. *o*‘""e‘ -
o % " _etrap). O
no storm-control multicast ¢C._TO;Retho " aeo o~"h meo o
storm-control unicast{level ¢ _T"QO,RPetfo ~E mteo~bhtmeo o~
level| kbpskbpg [trap] -levelto* A,a th~ ~*  chog et~ g
[shutdown] mt et h o Mm7T
levetl (1..100) -kbpst o * A a2 th* " @
kbps (110000009 | .M, o e~ Rx’> ‘e mfeo~dhtmed g
t _h o ao’ ot §hutd0\/\E1)*o"T*o_moﬂ;’(“(ee"
c mE ’xhe‘t’ﬁap)moo*"'(e*m o)
no stormcontrol unicast ¢._ _TOyRPetho " o0%eo0o”"h meo o ot
storm-control unicast { pps C_TO RPetho ™E e L.Mmteo o 07
pps [trap] [shutdown] -ppst _° —_; mt o ¢™ to mo x4
h* o"“e"hx’(e*‘ e(ﬂ‘ﬂ( t eo o
pps: (125..19531250)| ¢\ m a0t dhutdov) o @ e
c mE ’xhe‘t’ﬁap)moo*"'(e*m o)
no storm-control unicast ¢ ._TO;Retho ~E o%eo”"h meo o t
storm-control broadcast ¢ _TOEoetho ~E ° ho o """t TEe
{levellevel| kbps kbps -levelto* A, a th~  ~  chog_ et” g
[trap] [shutdown] me, oo, et b o.M T
levet (1..100) -kbpst o ¥ A a th* _T o
kbps (1..1000000p | h ., ©oFe~hx’ e 7 ho o "t
ao’ t % .t Eshutdown) O "o T, e~
xnet ” mo gap)s
no storm-control broadcast ¢ ._TO;Retho TE ho o """t "TEe
storm-control broadcast ¢_ T O, R etME ° ho o "t TEeo o
{ppsppg [trap] [shutdown] -ppst _°o —_; mt o ¢~ to . m  xg
uhg*e‘hx’(e** *ho_o"(""t =
pps: (125..19531250) ' © ¢+ . ¢ g ghutdowR)O: . G o F . ~
’><he""mogra’:“[_)):"(exeu o
no storm-control broadcast ¢ ._TOyRetho TE _ho o "t TUEe
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DHELTEX

’

oa~e” h ’ a "~ 9. 9/
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
m&ﬁ*96mm‘oame'.\ h<>*a~ 99/
oa™e" ™"~ ¢ P <AK: ] m t
c o X a o ’ ® oo
show storm-control inter- Lo Tt xh T e O c, . _oe
face[gigabitethernet gi_port: (1..8/0/1..48) |x _~ " eebT8" 0o m g5 co o d
gi_port| tengigabitether- te_port: (1..8/0/1..24);
net te_port| fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port]
h a h c o e e Y oa~e”
A ¢ _ T0: t 'E ° oheot hoo T'E" *>t a"@’ge oo *0" h me o 0 o " ®8ao * 7 h n
e t . h ‘E(thgrﬁ'e'gJ “mt ™~ eo . t E m o homt 'E ""-["pynﬂﬂ e*t’h”Knﬁ’ﬁth
h o 0 "ot 35 e oo “oom chocxmedve o™  h7gye My ‘o mteo
o "eo®" b meo

< *

console # configure

console (config )#
console(config -
console(config -
console(config -

interface TengigabitEthernet

if)#  storm - control broadcast kbps
iff#  storm - control multicast level
ifi#  storm - control unicast level

0/3
5000 shutdown
30 trap
70 trap

5.131h x ¢c ¢ ~h T kinkAggreg§atiohGroup(LAG)

.0aaxt *tto mc O c 6 "7 h >* xh h“xegc ¢ LAG™ € 00 m t m o
t* % T9@gm t h s 1y C“Ce “'Y-o rlco oJ"1’'D0* Y h x cc ™ cohto "o T e ™
Ethernem o~ e o o m ohomt EQOS h~*% ot~ 0" 9 " xc T m e
X L ot chocxm ex QO mcomo eomt E " a "X }
ot_ oxmtom; omt 'E® 1h xcec cohto“ ’Y~ OY:iqu;;m'Y Y 0 a

“m¢tho m t o c o ® h - t ® “ ghm t>* ta *: tm™* *o°y . h xhcxcc®

@ - < * - < - < 3 * * 1 < —_— 7 T

h o0t (0O"™ 'Y co choto 0o X [!/t(D %ot~ c o choto o ~
o e x h ™ e b

|m ™ 7y et h m *e “cmhtoh o - s et.o " dY "o Fhx o
V T ox t hext 'E e*mtho c o xao T "e (0X0))

Jo ®* ™ T e et h m o h x ¢ ¢ x “ h 0% ¢ X h ™ eg™ -
et h o m* 9g{KSNYSOo
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.0 a e h a o e Ethernét ¢ e t h m
¢ ® ™" c¢chom™ oa~“~e " eoeximthhot hE;H’erme’fa
console (config -if )#
% Tg7g*.o0a~e " hoe a " x he"t ¢ h Ethermef
oa~e = - e ,<_ee*<,\;K<* J m t
co X a o : < @ LR
channetgroup groupmode Jo &~ .ethérngt, et o om o hxococx
mode group: (1..48) -ont o7 tE cohpACP e T 7
mode: (on, auto) -autor "o 7"t 'E collACP _h _ "Caclivg). ™
no channeigroup ~ 7" TBHerfiet. et _h _ _m . hxecec
.0a>e " h ’ a ”~ o e PartfCharmel e t h m *
¢ ® ™ c¢chom?~ oa™e " eoe mt ko™ ¢ h Po-C,"h’éinnel
console (config -if )#
% Tg9gg~.oa”e” hoe a~xh"tgh PortC@hdnnel
.o0a™e" "~ ¢ "_ee*‘,.iK‘, 1 m t
co X a o : < @ LR
lacp mintlinks min-links Tt tE a e a” TUEe o ;.M 7o Poft_
Channet ¢ h otohoa oe ¢ Yph 90 °
min-links: (1..8)/1 V ""mtho " 0o “ao’ e Port-CHarigel°
Y°  n_ LAeP
no lacp minlinks min-links ‘mt*eo t'E xXa0b T %e Qco
lacp maxbundle maxbun- STt E a® _ moa” TUEe o ;.M T Port” |
dle Channgb m t © T'Ee .Port:Charmel x " x t ¢ h
m o m t o jhgetive,
s_t e . coht . -7, hagpot m -’
maxbundle: (1..8)/8 V ch oh 't t™ gobh™ h~ eo e~
ch*oh*-[tc<ot"eoa<h_x coht”™
V\ “mtho 0~ .0 Tao’ e " Port-CHarigel ©
, . h_LAEPR
no lacp maxbundle “mt "~ eo tE "e” ., e co xao 7
.o0a™~e" h —0 * 4 —'Ee o o e x h * ¢
¢ 7 " c¢chom~™ oa”e " ew ¥ “nt'ge @ ‘o oe a% h ™ @
console # configure
console (config )#
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DHELTEX

m~A99m~‘0a~e hr\d'%:am\yEeo 0o e Xhm C
e ~ “ee ~
.0a>e"*™ "~ [ N (A-K< ] m t
c o X a o ;"" < o - ox <
port-channel loadbalance Trt®E 9ve  a e S em o ho . e ~
{srcdst-macip | .77y _hxecec. " h _ ho ~"ee .pg
a NO R adicust-ip [O -sredstmacipta _ o*e a ¥* T*em ho |
ANDnRadGnYF Oma L MAG = h mZ*h mgp T
RadnYLl-ip|se-m&d U -sredstmact a2 _ 9" e  "a YT T"em ho )
srcip} [mpls-aware] MAG " h m T
-sredstipta o~ e a T T"em ho .
~ " h m T
-sredst-macip-portt 2 | 9" e a T~ T em hd
ome o - tmy en™ "SIt £ o hotg [ t

T /srcdstmacip

e

-~

e

-~

e Y

L] *

-dst-mact 2 . a" e N a T e m X h o R -
“"h m co Tx ot ~YT
-dstipT 2 2" e a T 7" em "homloy ed
“ " h m co Tx "t -~y
-mplssawaret . _ ~O; e, _ 3FHlAah™m oe”o” o
c ~ to amt g'ta] { Ty m o X m t
to ~FE o m h ’ a™a 3f4-*"""ce Mo h o~
c‘_ t* P

no port-channel loadbal- co b ot e *mth o .4 Foe o oem

ance - - ° =

.o0a™>e" EXEC a ~

¢ 7 " chom?™ 0 a” e "EXBC mtho h ’ a ~

console >
’m%/\;l-oa_l_m‘oame'.\. h(’*a"' 99/

.o0a>e " ¢ ;<e*;\K~ ] m t
c o X a o , < . ox <
show interfaceschannet o _ "t oha”ge 1O coO h xcc "
group: (1..48) -
group[group|

5'13'16 t t * 1 < m * < t h xcc t h < t C* * e € 0 -

T x e c mt -~ tLAGY. MY 4 m YwxoctcpA T e e e m o TE
to c o o Ty X - t E ¢ hocxm ex O mMmcomo¥eomt
mt ™t : m 9 h xcc c h o h t t mco T E°o " e Y ~ e ™

1Y TIDYo"te . Y et h m ~ momt ~ mt ot

Y a e x OGKNB/WItIIANRdzZLIY YZRS  2ymhovogh ' tmt x|
t m -~ O
5132_hoto _o ™ ~ h " e e " "o [ 1/t
T xe __¢_ .. clLinkAggregationControl Protoco(LACB Y. Y. tm Y o A "
: m o) “e ™ To o~ e O s h h o “ e “ e
mcomo e omt e T c o '[el/'1_Y c oo ® T'Yy*t o xmhbo
o " A 7 e e e am o o™te ™ fl™mat & b e c h o h t t ™~ a (0
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HELTEX

7 1Y ~0:; e Y h ™ %ot . e t h m > co c h
Y channelgroup{group} Y 2 RS | dzli2 _oeh ~° xmho“ogt ~ tmt x QO
m* O
.o0a™~e" h —0 * 4 —'Ee o o e x h * ¢
¢ - "~ chom™ oa”e " ew ¥ “nt'He @ ‘o oe a%h~ g
console (config )#
m’:ﬂAloETm\oame? h/-\d%'amereo o e X ~ C
oa™~e " ™ o © ceC ‘,\K; ] m t
cC o X a o0 . < - <
lacp systerpriority value "mto ecthE oh t t m mt a. @
— value (1..65535/1 - — — — -
no lacp systenmpriority mt~ede™t Ee co xao T e 00
.0a™~e " hoe a ® x he*t g h Ethemmét
¢ ® ™ c¢chom™ oa~e " eoe mt k be*t g h Elﬁemle’fa
console (config -if )#
T 7 T10tC Lo a et hoe [ a’xhegh Ethermef
oa e~ "~ € b % (AK ] ] m t
cC o X a o ’ < . % <
lacp timeout {long | short} o xao —. -~ "mtoT e "tTR e mth®t e . 7 .a”x
- ! -longt © Tt TEeo ha 'y t ™~ a™xt/1
mco TE X PR Lo . .
-shortt 2 0 h a 'y t a x t
- e " ; long = — " s -
no lacp timeout mt~ e teE : e co xao T:%"e OO0
lacp portpriority value "mto* e cthE oh t t et h m*  9{
b POTtP .y. value:(1..65535/1 = o e - E— -
no lacp portpriority mt~ e teE ; e co xao e 00
lacp forceup Jh ex”™ 't T'Eeo T o frACRP EE €t m
T/ ~0: e[o t e‘]’égppdun’yot“ teo mtohoe )
no lacp forceup _ta teg ch ex?” ~'Ee o o fACP 7
.oa~er” EXEC, a ~
¢ ® " c¢chom™ 0 a” e "EXBC mtho h ’ a ~
console #
”*Alogt*‘oa*e" h > a~ 9. 9/
oa™ e ™" ¢ VB (AK: ] m t
cC o X a o , < o P
show lacp{gigabitethernet Lo ""t'B oha®g 'O o choto o7
gi_port| tengigabitether- 9UGKSNYySied Im~™ “oco Te t Tge
nette_port| fortygiga- gi_port: (1..8/0/1..48) to “x® t co_ "~ ""e”™ m7y e obh
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); | - parameterst ¢ o _ ~ ST, t c”h™a th
rameters | statistics | pro- fo_port: (1..8/0/1..4); choto; o™~
tocol-state] -statisticst ¢ o __"* .t mt Tt mt X h ~ *
- protocol-statet ¢ o __ "~ "t momto "Ye,
show lacp portchannel ) Lo ""t'E oha”g O o choto o7
[group] group: (1..48)
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DHELTEX

h a h c o e e Y 0 a e

AGO'T”‘t'Ec<h x O  hxcex cohto S h”%o0ot™”0O"x O co c h
Ethernett o nd _ohomtrmpapana ot . t gmxge "mt “eo 1 @G E ch
c h o h toot. M H MO ~ 7Y cohto o m mo ot Stmt

console#  configure

console( config)# lacp system - priority 6

console(config)# interface port - channel 1

console(config -if)#  speed 10000

console(config -if)j#  exit

console(config)# interface TengigabitEthernet 1/0/3

console(config -if)#  speed 10000

console(config -if)#  channel -group 1 mode auto

console(config -if)#  lacp port - priority 12

console(config -if)j  exit

console(config)# interface TengigabitEthernet 1/0/4

console(config -if)#  speed 10000

console(config -if)#  channel -group 1 mode auto

console(config -if)#  lacp port - priority 13

console(config -if)j  exit

5.13.3" " m t h o 9% o “Wulti-Switch Link Aggregation GroufMLAG)

N [' DX h t x ™ T'Ee . [!' D co = o TYOt o oA 7T eyt
X *;<e*Ym_oho.mt* . o mc - e Y ot "oxmto. - 0
OK|-y'y'Sfl’)q) h o"“.;eoa []D - h h o “ ene 0 a X met h o ™ ot
m x ; ) m +t / 'h<'*h0“ ee.< *e** e 70 Yt m Y e
c o o Ty ot m o ® e t 'E ° - : m 7 xmtho m t - o °

l' h e * m\pEo~ o " eoh™e o .9 oaaxt™~toh™59 Yo
- cho h~aaeo o o% mc - e YO

V VPCPorﬂKI-nyt _oetho’“ h x Ot m "y to"'E_o 0 aax
Y tonh [ @B2yRPo "Ex _t e"mtho  { NAYINBEO®
'V " TET Y | mocoo TUE switéhporfEorbiddendefault-viat T peéerlinks  t ~
H th= ¢ hyp@ o h o ™7 defapltan_ ™ untagged
.0a™~e” h ’ a ™ o ¥ " T 'Ee o _oe x h ~* ¢
t.‘*"‘ ™ chom™ _oa”'e"‘eom mt h o . h<’*a"' "‘o':“”"“’Eeom 0 ¢

console (config )#

~'E'/—\10¢Tm‘oa~e’.~. h/—\dé'uaa\tEeo the
- ~ R -
oa™e """ v« . ,\Km ] m t
c o X a o0 ' @ -
vpc domaindomain id L0 U"EPC 0o a e o
i o " eoa xmth o m t a o’
domain_id: (1..255) V o e ca e +t/d t"" g he
L.t E o~ e~ 0a.e pxt /
no vpc domaindomain_id ST TG oa gemtho mt * P
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HELTEX

vpc groupgroup_id O UEPG hxccex @ |TYh T fo Bseeo
Mo e F ot E meo” Y FikpX/c b T CQy ]
e . 9 xmtho mt’_"hy ceco a® oh™’ e+.t /mo
group_id: (1..63 , . xaa®heo~ - mthaxcaetg¢  ao
V _-m tE nyo®
no vpc groupgroup_id ST OMPG h x emxt ho mt " P
vpc C_""O;h’E(’*a +t/ ® "mc o TE X t m
1/ -_"T10,; e o|VPC.
no vpc ¢ . _ TOYE a *xt/ o
.0a~e " hoeé a ” x\/PC ¢
¢ ® ™ c¢chom?™ oa“e " om® m X\IPE ¢ h ’ a ™
console(config)# vpc domain  domain_id
console(config - vpcdomain)#
"% T10BT .0 a @ @ aoe X\IPC ¢
.0a™>e "~ "~ - © '<e*<,_\K: ] m t
c o X a o , < @ s <
peer linkgroup "t cetpert/ KIyySt ik, m ot LJ
- group: (1..48) —
no peer link "m _ " 'OPBrtChannel x o "WPC Y
peer detection ¢ _ 7 '0O;pEer detection protocal
Peerdetection T "~ 0o co e t a " 'RE e
Vo*<mc(, X Q" ¢_oe NPCH ®x qq
ny ~0: e ;”'o:_fh.pe’ér_“nk_uo'Htoax v ch
- ’ co "E"o ~ef AY{LISSNY oh ~e
..M ” -ddtastienNg
no peer detection ¢ . _ 7] 'O peer detection protocol.
peer detection interval T TRt ho tcTh mo o " peerdetectionpro-
msec tocol.
— msec: (2004000)/700 —
no peer detection interval ms "mto” e te’lE ; c® xao T-"e 0O
peer detection timeout Tt Tt E b7 "ap’Y o peerdetectionprotocol
msec msec:
(700.14000/3500ms
no peer detection timeout “mtore teE ; ceo xao T-"e O
peer detection ipaddr TTmot htpET h om ¢ oo Tx o Y PY TThYY me Yo tocf
dest_ipaddress t  TODR o f tTpéerdetectionprotocol
source_ipaddresgport
udp_por{ udp_port:
(1..65535)/50000
no peer detection ipaddr "mtoTe teE ; ceo xao T."e 0O
peer keepalive S_7TomEx "x 1SSLITfAGBS
T
no peer keepalive C._TOMEx T T x 18SLIfABS
peer keepalive timeoutsec TS UtE _h _aoyt o’t ™ ~e™y “cho
sec: (2..15)/5 peerlink.
no peer keepalive timeout "mtoT e teE ; ce® xao T.%e 0O
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“mto® e cthg oh t ot xmtho mt * @
role priority value value: (1255)/100 e . e a fxT t e” - e™ . eo t
no role priority "mtoT e teE ; ce® xao T."e 0O
system maeaddr mac ad- "mito”e MAE "h m m mt a . ypPEgoyh o t
dress T
no system maeaddr "mtoTe teE ; ceo xao T.%e 0O
system priorityvalue Smitor e cthp oh ot tomo mt - ayp@ d Aty.
value: (165535)/32767 | 1° — ¢ ~ .t E o7 e” o .~ e” o0
nosystem “mto"“e te’E c e xao’.‘,”e (e}
.0a*“e?”" hoe a ~ x\MPPC ¢
¢ ® ™ c¢chom™ oa~“e” o m”‘\VP‘Gg_I’(DUIEIh a ~
console(config)# vpc group  group - id
console(config - group)#
© 77 1087 ~oa 4t 1 adve X\IPC ¢
.o0a*e"~ "~ € ’<e*<,_\K: ] m t
co X a o : < e oow e
domaindomain_id o "mto” e WYPENE dzLJ ; T Seccaa ef£td
- — domain_id: (1..255) — -
no domaindomain_id "m__ TOVPGNRBR dzZL) - atxE [ O
vpc-port group Jo " "tpPBrt/ KIFyySf{fhxcet/
no vpcport group group: (1..48) "m _ T OPqrt-CHanne] VPG h x c ¢
.0a™*“e?”" EXEC a ~
¢ ® ™ c¢chom™ 0 a” e "EXBC mtho h ’ a ~
console #
"7 T108T ~oa T e ” hov . a” 9.9/
oa™e" ™" ¢ P <AK; ] m t
c o X a o , < @ - <
show vpc T _to®hte oha~ g O &h og =t/
show vpc groupd 1 to®hte oha~ g QO o t _x" a m
show vpc peeretection T _to®h m™memtomyex * ¥ LISSNJ RSGSO
show vpc role T to®h~e bMEa~¢g 'O o ho ™ xmth
show \pc statistics peer { _tofhmomt  ye m. VWPC, 6 _o ~m7]
keepalivg link| detection T
5147 " m t h ppy4” > h  m ¢
Y " " eeo0 a h ~ ® - oc m ™~ e oa~e?" IPTYh e !t tgch o ¥
“ P T oh m 3 a ™ m - co " m t h T 0" co x ao T+ ™e (0X0))
mo ot t mt x O 7 h~ ® " 59 "o X a et ™ ¢ )
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no ip address dhcp

.0 a™~e " h o ¢ a ™ x he*tg h Ethernék et h m = VLAN ¢
Loopback
¢ ® " c¢chom?™~ oa™e " ewme mt)hhle"‘tgh EIHBI’WGE aet h m
cohtoety hVIANW et h — m* [ 22139} 0] @
console (config -if )#
T T108T .0 a * e " hoe a “x he”t g h m =
oa™~e """~ € [ ,;\K: ] m t
cC o X a o0 , < - <
ip addressip_addres{mask et E " " eeoax [BZt™ hh m~ mx a-~
| prefix length} m ot (O]
) | Te ™, e a~m_ ao’ it S
prefix_length: (8..32) V a ~ t P d d 3z — *or o "oh
mt o ° e c . "o ;eoa ch
no ip address [P_addresls ST OI|E Sh mo et h o m
ip address dhcp Lo ’jxt;|FE'°h<m Ty e*"mth=~ ~ ao
m h h * o

©

V‘ “ mco “Eloopbdck ¥ tT Ty _m~ ¢

TTcht @co A'E('COh_l)‘terD_H’CP\m'Y co p-; |

“ " h m "~ . ¥ h~ee .a e t h mo a

ip unnumbered [vlan
vlan_id| loopback loop-
back_id

no ip unnumbered

“ h t "B e x h h x a o a x e t |ph

vlan_id: (1..4094); |~ ~ " MLAN Loopback © Con, o m”
loopback_id: (1..64)

r

.0a™~e " h —¢ * & " 'Ee o 0o e x h ™ ¢
¢ ™ c¢chom~ oa™e e 60~ M he o ‘0 & ’ 2 h ~ ¢
console (config )#
m%/\log_l_m‘oamef.\ h/\dfwaaa\rEeo o e Xh"C
— 5 - o =
.o0a>e """~ v« * <AK‘ ] m t
c o X a o , < @ R
i - i - =~ 1 - ocoaaxt™toh™ ~“ " h m T
ip default-gatewayip_ad (k' ~0O co ETY _ ; (@
dress —~ .
- xao e, 0 g——= = . = o Py——
no ip default-gateway " TeE e ;L e . h m (0]
ip helper-address {p_inter- ¢ _T"OrfEN_ ~“"h m~ ¢ O °  hUDRO __ T~
face] all} ip_address e och ° T ee. T h mo
[udp _port_list] -ip_interfacet 1P~ " h m et h  m~ 5 7
.c0 Te 'Y tm'Yy e*mtho T
—alltc o - o Ty ot P &8h * b E m . x m t
-ip_addresg IPF " h m e”~ *e~ . e Yy e~
. c h e ™ ch ™ Yyt Em Y c“'_ t .. p Te”
Tk, - _"0; c _h =7h m™ e OT
-udp_port_lisgmec mo cohto 15t @ °
t h ™~ X e ™ c h™ —~ e e . e ™ c h
co * h - tm 'y c h ~ " h m“ e [0)
o 7T s mt 0 cohto T ™MJ8h mo
noip helper—gddress[lp_ln- ta eER " h m*g 0O e~ P
terface| all}ip_address -
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DHELTEX

’

.oa”e” . IprivilegedEXEC
‘,‘*° ™ chom~™ _oa”‘e’eprp\/iLege@EXECo_* ) h a
console#
% 71187 0o a ~ & ” 1 priVilegedEXEC
-y o Tem e K T
. 0 a e c o ()(az)(’“-“‘ _l(mth
clear host {*| word} . ST TR Ta yt Tx o ee . cDHCP Mo tm |
WOI‘d.(l..lSSA mo ot tmte a ¢gpr "t mhb  mo
m.,a2.o 0~*-[x°""*t'E m mo ot tmt X0
tcf)’t".’Echomm_‘hE}.

renew dhcp{gigabitether-
net gi_port| tengiga-
bitethernet te_port| for-
tygigabitethernetfo_port|
vlanvlan_id| portrthan-
nel group| oob} [forcerau-
toconfig]

fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id (1..4099

gi_port: (1..8/0/1..48) | -force-autoconfigt ¢ h =~ ©
te_port: (1..8/0/1..24); | _o e

. XcITFTR MWW _ _ h

R

- |
e ol “he mx <

)

<
e

-~

“t

|R- *"eho m ™

mh

showip helper-address

h’ ~h"oh om * " “UDR

C o t o .

oa~e " . EXEC a ~

¢ ® ™ c¢chom™ _oa”'e"'eE)QEC mtho h ’ a

console >
¥ 711 .o a ~ e " EXEC a ~

oa™e" ™" ¢ ;<e*<AK; ] m t
co X a o : < e .oxe
showip interface [vrf {vrf- vrf-name: (1..32) Lo TR e L XN @ T e, . T Y X
name| all} | gigabitether- m _ a_ o 7" et h T m7* T mt Jhtx ™ TVifEe o
net gi_port| tengiga- gi_port: (1..8/0/1..48)
bitethernet te_port| for- te_port: (1..8/0/1..24);
tygigabitethernetfo_port| fo_port: (1..8/0/1..4);
port-channelgroup| loop- group: (1..48)
backloopback_id vlan loopback_i¥ o6 M X (
vlan_id| oob] vlan_id (1..4094
515" " m t h @GreenEthernet
Green Ethernett t . 9080 ~0o 'Yy co ° o 7YO"" Y me E
ot ’“’O; e Y ¢ t ™~ e Y T Y e - t e 9 H™ t h m
i m aomt ot ST e - ~ry

oa~e?" h =6 * & " 'Ee o o e x h ™ ¢

¢ - “*c¢chom™ oa™ e e 60 % miHhe o ‘0 & ’ 2 h

console (config )#
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< ® o % <

m~/-\112_[~‘0a~e’-‘ hAdéhm\yEeo 0o e Xhm C
.o0a~e" "~ ¢ b f ;\K » ] m t
c o X a o ’ < o - <
greenethernet energyde- ¢ _TOMe h om® h 0" _ h a
tect . cohto
TL_"0; . ¢ =~ P—
no greenethernet en- t_TOHe _h om h 0O _h
ergyrdetect cohto
greenethernet short ¢_T"OH . h om* h " QO" _ h a
reach co® TQO;"Otmy xmtho mt ~ .
s a e 'E’ c oho o o o e - e YS
A e . . L, 00 ;
.0 __o a ” egreenethernet shortreach threshold
no greenethernet Jt_Tom h om * h D omeh ~e
shortmeach _rL, 7Y
.0a™*“e?”" hoe a ” x he*t ¢ h m ~
¢ ® ™ c¢chom~ oa™ e " eo0e mt Kk be*t g h Elﬁem]e’fa
console (config -if )#
% 71187 .0 a ~ e " hoe a~xhe"t ¢ h FEthermef
.0a™>e "~ "~ € P <AK . ] m t
c o X a o , < ® - <
greenethernet energyle- ¢ _ O/ h  om® h ~o", _ h a
tect —~
"0 e , =
no greenethernet en- t__TXEHe ~h  om h 0O L
ergyrdetect
greenethernet short ¢ _TOH . h om* h 0" _ _ h a
reach - -ty
T/_70; . = o 7 P~
no greenethernet t_TOHe h om h 0O _h
shortmeach Ty
.0a”e” . IprivilegedEXEC
¢ " ~rchom® o0&~ e” qrivilegedEXEC |
console#
T T T1147 0o a” @ " L priVilegedEXEC
oa™ e ™™ € [ N (AK j ] m t

show greenethernet [giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
detailed]

_to ¥ hmiE"t
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

. mt _ethernetd NB Sy

greenethernet powerme-
ter reset

*ohm mt

JE U
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DHELTEX

a h . . C o0 e e Y o a™e

A to*h~ "t Egreehéthernet t _ x

console# show green - ethernet detailed

Energy - Detect mode: Disabled

Short - Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]

Short - Reach cable length threshold: 50m

Port Energy - Detect Short - Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason  Length

tel/0/1 on off on off off
tel/0/2 on off on off off
te1/0/3 on off on off off
te1/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5167 " mth ppyes *h  m~ ¢

< * *

5.16.1_h o t o |pg6 "

.0aaxt™toh . co " . h > " ’Ot||:@¢1q3*(lcl?(']F@:@o”_\c:‘h’b'yt<otﬂo’y"x“”’
mt o emt oa ¥y cofPg@ “CEh x ° c*heo X o o © hme t S cC 0o e
hotofp@n"qj“ 0 mh|p®|-|e_ceh 0|@)&n o t h~m ' h <e_eo*"f*f28 me o
t “a_<mto|l_|l_@0|_|(¢h (s“"'m<fm*y"""y_<";)_;mé""202* ‘°2"iee.<3 *noito1
ty ""c m~ee .o L T poot h 9o .mt e~ " g™t .hoo e o)
0 a a o X - e Y ~ 7 hc hmoetoo |[Fcc hamth™emth **h g : m
hu m~ e S ao ¥ m c : - t . h . C *O <a<““ h F1><<t"o Z* x<c h
(_t*:éomt'E(h"’:“otw.“ a(*h'h;(t:""‘tah"' coh."’<t"m'Y
~0 " TEe . |P\/~6¢GP’VGZD‘: _aoxat * t oh e” e - QOtmy et ho
co"'E'HD\/nGz;“tf*hﬂmo“ ) m o oet® m m _oa™e” . mco TUE x tmy

<ipv6-link-localaddress%<dnterfacename>

interfacenametr , 2 'Ye t h - m~

interfacename= vlan<integer> | ch<integer> physicalport-name>

integer= <decimahumber> | <integer><decimalumber>
decimainumber=0|1|2|3]|4|5|6]|7]8]9

physicalport-name =gigabitethernet(1..8/0/1..48) | tengigabitethernet(1..8/0/1..24) |for-
tygigabitethernet(1..8/0/1..4)
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HELTEX

tengigabitethernette_port

-ipv6_:31ddres;r IPvg™ © h; m

7 Im ™ e - e h x cc - e m o’“’E||:¢o h f x
V ex T® nnnns t o T~ e e h x ¢ ¢ a o x t ot
COnnYnnnnYnnnnYnnnnYnnnnYnnnnY!5uHmYC9no
eo_h "(e*'Oe( ab'xxt' ty 'Eh € o °© ((ee._; e“xo’

e e o e Y e o " eo "e”™ e omt (0))

2 EUIB4 T 'Ht © e t “tohys mo*h"~me ea ™ h %~
V “oomY ¢np oa " [RBE T h fmrrgan smooh v o tmoy
¥ty a T ox 6 tyo h m ay bemt et~ CCC9 o

.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ B ™ chom?™ oa™e” ew * “nMtPe ® ‘o oe a% h~ ¢
console (config )#
T S1BT -0 a e " . hTd* AT Eeo o e x h " ¢
.0a™~e """~ e ’<eﬁ*<~K_ ] m t
cC x a o , e* < ® - <
ipv6 defaultgateway TTtCEe ;e . To __"|N@Ee Q0" "coh
ipv6_address xao T;%"e OO
no ipv6 defaultgateway ST TREmMthiye’ O co xao T te
ipv6_address
ipv6 neighboripv6_address Lo tEt Yt . m o  moo t X "thm tm o a
{gigabitethernetgi_port| mom "e o xmpgr T Mtmdsa P o

| fortygigabitethernet -mac_address : s & " h. m
fo_port| port -channel .

_port| p : gi_port: (1..8/0/1..48)
group| vlan vlan_id

te_port: (1..8/0/1..24);

mac_address

- - fo_port: (1..8/0/1..4); — — —
no ipv6 neighbor group: (1..48) - TR t o, m_o mo ot X “thm tm o a
[ipvé_addresp vian_id (1..4004) ["° M. e 0 xmBNEY mimda e o
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vlan vlan_id
ipv6 icmp errorinterval milliseconds -t cE h~e . e~ m_omomi " & 7y
millisecondgbucketsizg (0..2147483647)/100 |° ', " _" 2 ®
no ipv6 icmp errorinterval bucketsize: (1..200)/10 |" m to~ e teE ; e ~ co xao T":-"e O

ipv6 route

lo *** tmE ~t _ a “mh_ Pyt

prefix prefix_length -prefixtm ¢ "Ere ™ ; e YT
{gateway} [metric] prefix: X:X:X:X::X - prefix_lengtht ¢ h . m a*m__m 0
[distancedistancg prefix_length: 0..128); |a " m 0T
metric: (1..65539/1; -gatewayt © O " 7Y Tomtxc® . om t
distance (1..255)/1 -distancetr © "2 e mth~t e ” 7y 7 mt~
no ipv6 route prefix R LUk~ S m "~ h|Py@, x t
I prefix_length[gateway]
ipv6 unicastrouting o/ ~0: e ¢ _TOfEhNh _e*chd”e€o®”h me . g ¢~
No ipv6 unicastrouting — ' t_TOEh e*cho®e€o®"h me . g c
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DELTEX
ipv6 distance {ospf {inter "mt~eo tE e” ;e " T aADT, M
as | intra-as} | static} .m_ o9 @a”h 'hxto —x "~ ""eeo o t
distance -ospfinter-ast x mt “eo  t BD €Y ;a_ e’ "o ¢
. a“h "hxto > ¢ h e'\@sp':o c o c h o't
dlstance_ - ospfintra-ast * mt~eo t BD Ry ; e
(1.255_)/stat|c:1, exth “oe~ ~Ee .o a~h  "hxt OO*SF‘EF
OSPF intras:30, Lstatict xm 0" e teE - A Y mt Tt o om
OSPF inteas:110 a~h "hxto
no ipv6 distance {ospf "mtTeo tUE e ; e co xao 7
{inter-as | intra-as} |
static}
ca~é” ! ade x he”t ¢ h (VLANEthernet Port-Channel
¢*"' ™" c¢chom™ oa"e’enaam *m'tx*rheo*t_c.‘**h*h“m’m*”‘av
console (config -if )#
ST f Tl1eT .ecate” . hoe arxheTtgh o mT o PaCBNS I Z £
.0a~e """~ ¢ '<e*<,_\K~ ] m t
c o X a o : <> LR
ipv6 enable ny ~0- e C_TO0OfrR "7 Wcxe” et h o om
no ipvé enable A ’ St ToR T MPPgxe” et ho o om
ipv6 addresdpv6_addreskpre- Tttty "h m e~ et ho o m
fix_length[eui-64] [anycast] - ipv6_addresst IPv6~ " hy me e ™ -e te eh
¥ 7o ho~ " T~ ee .y " o to . —ay
Y c m™ee . g ° : t . h 2
preficlengtt 0.128) | o6 jengtht * —. ¢ = ¢ nipveT._mmyt | e o
((O'_E4)(m’“‘ T 0o ™ : m t ’0 mt"h("*;"’ t,"’*
L L TS “tohy moAQ " b e
eur64) *et<h'\<;m’*z‘*‘7c'm.““lR)GIh*'Yh*r;l
-anycastt x __ "~ Lo ot x ,toe 2 T Reem
no ipv6 addresgipv6_ad- ST TImes "h omo omo et h o m~™ @
dress/prefix_length[eui-64]
ipv6 address autoconfig Y .| _TO,E. toa~xQoem QI h mo
L ° xao , g et h m @ s°h m ~ e*mth "~
"‘“toa""t ; ’ %o‘(zw <0t0h.( c o Tx - e*
o e xh = ¢ N ST oA Y AT A “ < T
— e e . LI ROSNIA&SYSYina
no ipv6 address autoconfig "mto” e teg ; e  co xao T."e 0O¢
ipv6 addresdpv6_address/pre- o xao .o ¢ I S =LY _: ~Ipge> T h om et h o m~™ (
fix_lengthlink-local ~ - ’“'E; o o _ " TUEH™ Toh  mIPvgT FES80:
no ipv6 addressipv6_ad- (EEBO::EU64) ' ST ot E TR T h om oo
dress/prefixlengthlink-local]
ipv6 nd dad attemptsat- TTTTEo T ; mt o tmod % e c
t h mo a ~ ao ” m t x 0O
tempts_number (0..600)/1 Sl | : m I S N . :hm ! ~5¢ﬁ9
no ipvé nd dad attempts ¢ hexe; e co xao T-"e OO
ipv6 unreachables ¢ _TO;[EMPv& oo ¥ "Yoe e “omt  —ao
T /enabled ch ¢ h *~. ~¢® ~to e™ och
no ipv6 unreachables “mtoT e teE ; e  co xao T-"e 0
ipv6 mld versiorversion ) ch "t Eh@ hoto o™ a[5 ~ 7Y
:oipv6 mld version version:(L. 2)/2 “m o Toe SE ; . ex,ao0 o7 e 0 :
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.oa” e ariVilegeéd EXEC
‘,‘*“chom”’ _oa”‘e°eomrivi1@gedE9(E_C' h *a"‘ LJ
console#
% T118C .0 a & ” 1 priVilegedEXEC
.o0a"™~e"” "™ =e~;<e*<,_\Kj ] m t
c o X a o ’ < @ -
showipv6 neighbors Lo "t oha” g O opgrRmmhdemy
{ipv6_addres$ giga- gi_port: (1..8/0/1..48) |~ . h> " "xOmyY  _H @
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port | group: (1..48)
port-channelgroup| vian vlan_id (1..4094)
vlan_id
clearipv6 neighbors mt t@g ¥ mo” hmto . e oha
T xmtho mt ~ g3 h~%o PFEOD, "me coh
0 mt "~ t L “c m'Yyg mo gh”
show ipv6 distance Lo _T T tE e e "Ta e mth
T ~ e .9 mto _o a™h "hxt™ @
.0a™~e " EXEC a ~
¢ ® " c¢chom™ _oa”’e"'Eg(EC mtho h a ~
console #
"“~";|_13-[’“\oa”'e° h a ™ 9. 9/
oa~e"™" Te ., e K~ ] mt o
co X a o ’“; -
showipvé6 interfacel[brief | L0 _Trte’Em t ho IPghco T 6 Yo o % " e
gigabitethernetgi_port| gi_port: (1..8/0/1..48) JERRL I )
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| loopback| vlan vlan_id: (1..4094)
vlan _id]
showipv6 route [summary o ""ttE F TIPvex ™ h "hx to @

| local |connected | static
| ospf| icmp | nd |
ipv6_addressipve_prefix|
interface {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group| loopback| vlan

vlan id}]

-

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)
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DHELTEX

517"~ m t h o

c hoto -

517.1°" " mt h o ~ c hortmo mot™™a .§ b°{0 a e e 9 a e
me o e o '*°”‘DNY’C‘ﬁYottm'Y06“q’pl’1°ﬁ m ™ e X — m t 9goom
o~ h > o~ " a x 0 " o0 a e eo a Y] X ™o T e e o) mo ot
oot tmt | DK m o a DN® thm "y he*™ 5 ¢
oa™e " . h —0 * 4 " 'Ee o 0o e x h * ¢
¢ 7 “*c¢chom~™ oa~e " ed* " MEHO® o-e h x g
console (config )#
~* 1@t .0 a * e ° h ™6 * a " 'Ee o 0 e x h " ¢
oa™~e "™ "~ ¢ a<e*AK~ ] m ot
cC o X a o ’ ® P
ip domain lookup . T h tRmco TE o e choto o™
: , T _70; o pr— - P
no ip domain lookup cth t Ec o E'o_~"e _ choto o
ip dns server . C_TOPETotm Bph{h" @
. T/l -_"0; ¢ — ~ -
noip dns server C._TJOVE Totm Bph{h" O
ip name-server _ch ® t |4/ 1Pv6” ® h . m- Ty ’m)(mht x che
{serverlipv4_addres$
serverlipv6_addres$
serverlipv6z_address
[server2_addredq...]
T = =
no ip name-server ST OIE " h mm Bhp { o h 7 mec m _~
{serverlipv4 addres$
serverlipv6_addres$
serverlipv6z_addresy
[server2_addregq...]
ip domainnamename _ch "t"@a eeo . a co xao T~
‘mco"\’E'o_"t'Em'Ycho h * aao b2
e c h~ ~Ee 9 " oa e e o) a e
nameo M®O®mMpy ol | |~ “oa ee . g a e Coto oo
"o ¥~ ~Yyt Em Y t o ;" ax e 0™ e e
no ip domain name "t~ fBa _eeo  a’'Y co xao T:"e
ip hostname address1 cch CTtmE Tt - om__ moxo'tTo tmmt
[F RRNB&&HG X | R “"h m~a yxmot™"e o tTEeeo moot
R T x e c Y "o “ T'Ee o ¢} 5b{q3 oo’
YEYSY OMODOMp~ = 1o - )
no ip hostname B 1.1 = S S B moot tmt
~ " h m*a @
oa™e " . EXEC a ~
¢ ® ¢ hom~ oa~e” EXEC mt ho h ’ a
console #
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CvF 7128r .o a e " EXEC a2~
.o0a~e" "~ o ;<e*<,_\K: ] m t
co X a o : < @ CEE
clear host fame| *} A . ST TCYEce omE moot o tmt P Yh omoxe
YIYSY OMOOM| ~ £ | m e e m 6F O ®
show hosts[nam¢ to*hToea eeo ~ ay co xaa ™"
m(h_(mhto”_tz;‘_mH_"‘po*"ee.‘ mo o t
YEYSY omodmyx "o P "th mo @
Hh’ *mco’\'E'o_“e*’ ) _oa“e”<
oto®h™ " tm 'y moo [pr " Kk mm px O
showip dns server _to®hmE"t xm h5pfh~ ~ mc mo
T m h L h o . (0]
showip dns server cache T _to®ht B o5phhf h* @
showip dns server cache query name: (1..158) | to "h tého e . . o" “"c m ¥
query_name quentype m a o 7o fot t. ww e~ quéfyename_ querytypd o m
query_type: (1..255, a,
ptr, aaaa)
showip dns server . Jto®h®*E"  ; mTo " choomo to
counters e~ " _ee . sit.. OF OKS
clearip dns server cache T L. mt tEm  HHT B P
clearip dns server . fex ~ tE m ¢ “chomo
counters ' o N
h a h mco TE"o e Y oa™e"
"mco TEDNQ T hE _h™ co " 7h m®a M@PHOMCYy PMc Pop ., MGpH D
co xao "T:fex. O
fonsole#  configure
console(config)# ip name-server 192.168.16.35 192.168.16.38
console(config)# ip domain name mes
"mtTeo tEMt~Tt . m_ o  moepltexmest ® Pt hY ™ " MPBHOMEY DM
fronsole#  configure
console(config)# ip host eltex.mes 192.168.16.39
5172 "mtho to¢ «®b | wt
ARP (Addres®esolutionProtocolt ¢ h o t o o ™ h = *~h T ceh oY o” oh™ mo~ e ~ Ee
x h o e Y .co0o Te YO MAG " & e® *oocmhe o ~7@ e Yoo © hp. ™ om
T h m* @
.0a™>e” . h7Td*FHU " Eeo o e x h * ¢
¢ 7 “*c¢chom~™ oa™ e e 60 % miHhe o ‘0 & ’ ah * ¢

% J— + @ — —-— @ x %

console (config )#
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DHELTEX

* % 127 .0 a ™~ e ° h ™¢ * a ™ 'Ee o o e x h ™~ ¢
oa™~e """~ ¢ ;<e*<,_\K: ] m t
c o X a o ’ < ® - %<
arp ip_addresshw_address Jo* "tmE ~t . m _x0 “clpm 'E oot
[gigabitethernetgi_port| _ohajs addrAB.C.D;|" " h mo  t”F T ex Lwt T TY x
tengigabitethernette_port _ o haHytaddress |, ¢t " . Mm@
| fortygigabitethernet H.H.H -ip_addresst IP* " h; m
fo_port| port -channel H:H:H:H:H:H -hw_addresss MAG " h. m
group| vlanvlan_id| oob] H-H-H-H-H-H;
no arpip_address gi_port: (1..8/0/1..48) |~ "~ fmg ~t . m_x O " *c|pm E M%h tm
[gigabitethernetgi_port| te_port: (1..8/0/1..24); t** ™ . 1wt 70 x " "eeo
tengigabitethernette_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48)
fo_port| port -channd vlan_id (1..4099
group| vlanvlan_id| oob]
arp timeout sec "~ mot ht IE_a Y e m ~ §*avc, m
sec (1..400;)000()/60000 L wt). om
no arp timeout "mto‘“e* TeE ;e c o, xao";"e' (o)
ip arp proxy disable LU0 E 2 cho m htcMemoy |w
. oaaxt®toh~” ¢
- - Tt __T0;,8 D —
no ip arp proxy disable ¢ _TOPE’ . a cho _m hvchemoay |°wT
_oaaxt‘toh"q)
oa”e iprivilegedEXEC
¢, 7 Tchom™  oa”e” priiegedEXRC . h &
console#
7 7122t .o a” @ ! priVilegedEXEC
oa™ e ™™ € ;<e*<AK; ] m t
c o X a o , < ® - <
clear arpcache STt T, eta o om_ 17 % (ogame 7
t "omtxce”™ to TE_o0 ° 7Y coh ; L.
show arp[ip-addressip_ad- _ohajj address | o _“"t"Ec mi T {Y e -m cfe MmMp ¥
dres3 [macaddress AB.C.D “CTh omx T TFEhh mxoT s TUEth co

mac addres$[giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
portrchannelgroup| oob]

(o}

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

HHH “THHHHHH

—~

h arjat_address m

-ip_addresg IPZ " h;,
-mac_address MAG" " h. m

H-H-HHHH;

group: (1..48)

show arp configuration

t :‘"_Y e t h mo'q;
oa~e?" hoe a ® x he*t g h m ~
¢ " ~~Tchom™  oa”e " dngerfacetohfiguration h o a
console (config -if )#
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% 7128t .o a e ™ 0 ade xh”’em‘“Ethemét hx cc et h m o s
VLAN
= ~ . . =
oa™ e """~ v« * AK‘ ] m t
c o X a o , ® hd <
|p proxy-arp < A'O,th' > a c ho m Hhbc HFemoy | aw’t
- e ”m¢t h ™ &t ab a m (0]
- 1/, _"0; . ¢ — P — —
noip proxy-arp LLTOME S 2 eho mo hoomemoy Lwt
e ”m¢t h ™ &t ab a m
ip localproxy-arp ¢_T"O0OfE et h o m xe _ ¢ oe"” 7
0 _oaaxt™ toh *x" _t*cohtom .:" t Boem
N e ™ g0 7 y" am 'y toa _:e tm R e "m 'H
LIV O;<eh"’:‘ot. " *eeo X e c e ™ coh
o* . s e .t |REdx@arp). wt 6
no ip locakproxy-arp t_TORe_c.0oe” " [20FLf tNBRE®
h a h . mco TE"o “ e Y oa~e?”"

jor > tE mt~t ARM™ X DIPEXN m EM®pHPMEY v ©omBR Y/ SY.n o)
xXm¢t ™ eo t 'E h a 'y ‘e ARFI”e*"}TM;Hnan Q) '_“Xua’mY

fonsole#  configure

console(config)# arp 192.168.16.32 00 - 00- Oc- 40- Of - bc ten gigabitethernet
1/0/2

fronsole (config) # arp timeout 12000
A o "~ "t E mo*.t(‘h*”‘ae.Y!Wt

(=] —_ * % <

fonsole#  show arp

VLAN Interface IP address HW address status
vian 1 te 0/12 192.168.25.1 02:00:2a:00:04:95 dynamic
5.17.3" " m t h o “ choto_ o™ Dzxwt

GARPVLAN Registration Protocol (GVRPX h o t oyIANT =~ mthhgto o™ co = o7

h mochomth™e t 'E cC o m t ® e t “ t o h . i[!b(D me o
% -~ s - & - " , & . Y '
o] e.hx (e*< *e‘oha c. . o] otm>.<tmt~xmo<t* YO“Ch?***EO x’:a
mo o ~ <GQ/RH2 ._.0 X DL *e loha C*VL(ANZO '_ooatarn(xttn'tto“hx Ob*':)“ Y(t
T "ee . g0
.0a™>e” . h7Td*FHU " Eeo o e x h * ¢
¢ ® **c¢chom™ oa~e” ew* “nt'Pe ® ‘o oe a % h~ ¢

console (config )#

* % 1247 .0 a ™~ e © h ¢ * a4 " 'Ee o 0 e x h * ¢
- - o =
oa™ e ™" v« ;\K ] m t
c o X a o ;" < o - <
gvrp enable ¢ TQO:®mco TE'o ~e cbhaartd 0
T/' Aro, e —Q’-\k — 'n“x( —_— —_—
no gvrp enable - ¢._TO;me¢cETE'0 _~e  chaantd O
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DHELTEX

gvrpstatic-vlan 0 Tx ;e eGVRR/LAN x T x t " toa”t .
.9 vlandatabase

no gvrp statievian T t_T0; tE Tob” sTce Tx gEPRY o
GVRP ©  @dtabage.

oa™ e " hoe a “x he*t ¢ h m ~ o’ “ ¢ * Etherdek eett hh mmnc
h x ¢ ¢ c ohto
¢ ® ™ chom?~ oa™~“e " ewme mt)hhle”‘tgh EIHemveE aet h m ~

console#  configure

console(config)# interface {gigabit ethernet gi_ port | tengigabitethernet
te_port | fortygigabitethernet fo_port | port -channel group }

console (config -if )#

7 71287 .oaTe” . hoe arvxthetcgh Fthermek | hxcc . et ho o mo
S 3
oa™ e """~ v« * <AK ] m t
cC o X a o ;"" ® . % <
gvrp enable ¢_T"Qg;mco T"E'o ~e  choto o 7"
et h m (0]
Tl - _70; e o o - - ==
no gvrp enable C._TO;mco E'o ~e choto o
e t h m (0]
gvrp vlancreation-forbid TToeth tEeta ;o om_o o Ca e e
e ”mt h” - a o [¢] e t h m = O
Th™ "h e e =
no gvrp i h(t E e a m o X a e e
vlanrcreationrforbid e*mth=® * a0 o et h om0
gvrpregistration-forbid L0 xao T.Tl¢ . co TR Y “he nttthyy  om g wH |
m o e m o e Y - h mth* @ e o
no gvrpregistration-forbid o U MIVLANET " mto” e teE ; e co xao T;%e OO
e t h n
h = - h e
oa~e?" h ’ a "~ o e VEAN™ ¢ et h m ~
* * * < < o
¢ ™ c¢chom~ oa™ e eo mt ho VLAN a o e x h =
console (config -if )#
T2t .eate” . on AT _ee  xhTe et ho o mT [0k
E—- . 3
ca~e " = o *(AK e m~ e
cC o X a o ;"' v *
gvrp advertisement-forbid T"cth Teoem ho ~e #[ 1 b co ch
no gvrp advertisemenfor- T ta ®EFEch t e” ~“eoem ho ~e
bid
oca”e " . IprivleqedEXEC
¢ ® ™ c¢chom™ 0oa™e *ppivﬂeged@XE@ 0 h ’ a ~

console#
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-, priVilegedEXEC

oa™ e ™" o © ’<e*<,_\K: ] m t
c o X a o , < @ d <
clear gvrp statistics mt et"Eoc T eex Q mt~t mt  x ¢
[gigabitethernetgi_port| gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group|
.0 a™~e-" EXEC a ~
¢ ® ** c¢chom™ 0 a ™ e "EXBC m¢t h o h ’ a *
console >
7 7128t coa @t 1 EXEC
oa™~e"™ ™ o ’<e*<AK: ] m t
c O X a o ’ ® L
show gvrp configuration Lo _"t-ge  xh~ e, O ¢ hoto o™~ D
[gigabitethernetgi_port| et h M3y T FTo T Ty mog e
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| detailed]
show gvrp statistics L0 _TTte’E _oc T eex O mtTt mt o x ¢
[gigabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ "~ eeo o et h .My T "o
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group)|
show gvrp errorstatistics Lo _""tmE "t amot o %X * ~a ch h*%o
[gigabitethernetgi_port| TTY x_ " T reeo o et h om~ oy 7
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group|
517.4: o~ e ~a o % e~ h x(lggEbacktetection)
]~ e e a 7" e X@mtheo "mb XY ©%t moTT 'Ego “"teR c oht b
o ¥ e ™h x> - tm 'y c xt a d‘t"rﬁram’é)mMAC:”c?zmamb'at@Imma‘ 0 a a x
SourceMAC " ho _o "7t  TEe .a  §c o xpestinatipAMAC OO 2~ " h mo a
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ "¢ h ¢m~™ oa™e " eo o i ¢ T 'Ee o h -0 ea x h* ¢

console (config )#
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DHELTEX

~12@r .0 a * e h ¢ * a " 'Ee o 0 e X I
oa™e" ™" - © pf <AK: ] m t
cC o X a o , < @ s <
loopbackdetection enable y ~0- e ¢_T0O2E o~e _ "a o%e~”hxTye o'¥ax_ tt
no loopbackdetection enable M ' fommt ~ ete’E . e c@ xao T."e
loopbackdetection interval "mto*e teE h 7T a L™ af22110 0]
seconds seconds(10.60k o n | -secondg , et h = 7™ h a . & "ha @ "x
no loopbackdetection interval fommt = eteE ; e =~ co xao T.%"e 0O
loopbackdetection mode Jeh Tt h e Te” e YR ox "o 7
{srcmacaddr | _T T
basemacaddr | -sourcemacaddrt . _ "~ ; ,mt " Th m~ e
multicastmac-addr | ,meco TUE" x I frhoym loemothot e " T
broadcastmacaddr] . . - basemacaddrt “o, omt “"h m~ e~
) T/broacollau'nY:s;"*h m ’_oaax(t”t’o(h"r )
addr - multicastmacaddrt _ T, mt Tty om”
mco TET X tm "y hxccono “ " h m
-broadcastmacaddrt _, _ "~ ; mt " h m~
mco TET X tm oy 7 ho_on .t ~'Ee
no loopbackdetection mode fommt ~ etepE ; e =~ co xao T.%"e 0O
loopbackdetection vlanbased ¢ _TOhPE . a oFe~hx' oe #Ylchd@ T
[vlan_lisi c t T o f[!b ""ee”y [l b Tx
_otohoa Lo o*e™h x>’ e ™ c t
-vlan listtmc¢  m™MPAN c¢o ° o TYO" o T
- o*e~hx’ e ¢ t  TEVLANITE_cOo"VLAN
vIan_Ilst.A, ao’eo *TCUE ¢ h - om~ e a -
(1..4094) — 0 e ™ . " TEe o _oe ;€0 e aed
|m ™ mec mo e ~"~e 3y o0%e™hx
.M VIAN
no loopbackdetection t  "OUE ode~hxt o  OYEAN
vlantbased o ’ <"
loopbackdetection vlanbased Tt cEh _a 'y ¥ ToyLANh o
recoverytime value ) -valuetr _h a Yy co mt - e _o0oto
vaIuKe. (301029890 e F 50 hx  tmoyo
no loopbackdetection - " |T"F 7o __ ho ~ee . [l b e FxoTox
gt I ymol & Stie NB ( “ toa™t - m @
.0a~e” ho ¢ a ”x he*t g h m ~ 67 "¢ EtherfjeE eett hh
h x c c cohto
¢ ™ chom oa™ e " eme mthike” ¢ h FEtherpet a et h
cohto Y
console# configure
console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port |port -channel group }
console (config -if )#
* % 7130F .0 a ¥ e ad'e x he”t ¢ h  Etherfief h x c ce .t h ,. en o h
VLAN
oa™~e "™ ¢ b o <AK: ] m t
co X a o ; < w® . o<
loopbackdetection enable o/ ~0. e ¢_T0OpE o" ¢ a o % e™hx e, Y ¢ .
no loopbackdetection enable - ' fommt ~ ete’E e co,  xao T:-"e 0O
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.0 a™e h ’ a ”~ 9. 9/
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a "~
console #
'**“J_gtr*‘oa*e" h = ar~ 9.9/
oa~e"™" ¢ ;<e*<’\K: ] m t
co X a o : < @ LR
show loopbackdetec- _to®hmoeEmt o ye a  o"-detection” f 2 2 LJQ
won E)gr't?""tz':‘etihzr_”et gi_port: (1..8/0/1..48)
g_p 919 te_port: (1..8/0/1..24);
bitethernet te_port | . !
S fo_port: (1..8/0/1..4);
fortygigabitethernet roup: (1..48)
fo_port| port-channel group: (2.
group| detailed]
5175, . a _ _mt _o choto o MSTRRVERHRBYSTR = w{ ¢t =
 meo eo -7 " ", . _Spaaning Tree Protoddl Y. ¢ TY & m 'Y ¢ hEtherneth e . 00m
aeo’ m t ee .a m Y o'Ya " h 0 T eo t oco "o S 1
o ¥ a e “ Ot my o e xh* ¢ oee .a " mMoo*mt eg Ya " 'EEo mco ©
“oho :eo ~0; "~ 0Ot ot ~0;* 0Ot ¢ h " -x e~ coht [0)
Rapidé":' .mt IST.PL(RQTQ ’Yn "’Y( tm Y xmo L h ’ . ® 8-”{_. 03“"'"he"'*_‘ta( h c h t(
a e 'E° a h a e a c h ® e Y m t “h xmto” eo 0 m ad CEo
Jhot o Mulfiple { ¢t 6a{¢to Y "0y tm’y e~ Fo~T  mo h a
co ™" h > "0t o TBELANDT a{ ¢t c h ?)ceo"”"@eh"'ot(f 50 " ao 0 o T
H_ " _,ac "0Yho om Yy x Q" o ° _h " GALI y#[AlyD eTNB (R a_xet "~ t
N 'H - ac 7T yh a o’ t m\OLANp h ” " Tto’P te” tm_ @ISTFY_hd o'y oft_mocYC ™t o
s to e ” m o) ocoaaxt*toh™ g “0*@o0.” * mtE x®" ej coo caf¢
h x c\VLAN
V - m a ™ T 'Ee o "®Txmtmaoo 'H ac —yh o .a{ ¢t
. 97 e Multiproces§ ¢t c¢h “e” "e” . e "7y mo T ®e vy e 7 o om.
coht™ 59 xmtho m t P " a e e 'Y momt o 'Ye Y ot © T 'Ee o 0 B
B h E S cto cmmto’“:\mtbmo'E.rmoth'E"t t 'E h a"?n’(?x;h”'mth
ot - o () 0 e X h h o “ e m X to’maj""(j;xt’E
cohtxa e™a h ~ e 9 7 h E ® J 7Y oFfm Tx> ~ e Y "o 7T
ot'< ‘Ee choe<mm e ~ _"”'o< '(h(}mtphg cnhoﬂ”‘é<2mmmaierﬁ’o'c’
® h X @
51751° " mtho " CcSTRREFPP_o ~~
.o0a™~e " h —¢ * 4 —'Ee o 0 e x h * ¢
¢ - ™~ chom?™ oa~e " ew* “nt'Pe ® ‘o oe a % h~ ¢
console (config )#
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DHELTEX

“ % T1327 -0 a e * h ~¢ *a "'Ee « h ™ goe
.0a™>e "™~ =e‘,( (K= _|( m t .
co X a I) ’“; - ’ )
spanningtree 0/ ~0- e olo M UBRcoTEO "e  _O0aaxtr”
nospanning‘tree L ' o< =~Ct|’|'('£ rTEco’\’E'o”"e” . _oaaxt"t
spanningtree mode {stp | "mto*eht '/E a h=*% ot . choto o7
rstp | mstp | pvst | rapid- -stpt IEEE 802.1D Spanning Tree Protocol;
pvst} -rstpt IEEE 802.1W Rapid Spanning Tree Protocol;
T /RSTP -mstpt |EEE 802.189ultiple Spanning Tree Protocol.
-pvstt PerVlan Spanning Tree Protocol.
- rapid-pvst T Rapid Pedlan Spanning Tree Protocol.
no spanningtree mode "mto” e teE ; e co0o xao T-"e
spanningtree forward-time "mto~e teg h "7 h a e 37 "t
seconds chom’“x'*“”‘e*< X X e m
seconds(4.30k mp ¢ b __T0O; e ,a  momto 'Ye
no spanningtree for- "mtoTe teE ; e  co xao T."e (Q
wardrtime
spanningtree hello-time sec- "mto~e teg h 7 h a e a7
! h o 0 R ¢ ~'Ee . moo* " e
onds seconds(1..10k H ™| " . T = mt o x g 3 o aax i~
no spanningtree hello-time "mto”e teE ; e  co xao T."e Q
spanningtree loopbackguard _TohtEt tx 3 . T0O;"0"x 0
. co Tx - e BPDUY, o o
- T/ "ch e = T ——— e
no spanningtree loop- < Tfcth tET ot x ¥ oxQ7T Ot O m
backmguard co ~x ; e BPDU,_ o ©
spanningtree loopguard de- C_7T0; .t E  xPdzZeNFO™[®ELP ht o
fault _ tht_—0O: e — ' '
no spanningtree loopguard t_"70;,tE xe_e, O [ 22L) Ddz
default
spanningtree maxagesec- "mto”e thpa vy * e om Y x Q"
onds seconds(6..40K H n
no spanningtree maxage "mto”e teE ; e  co xao T.%"e Q
spanningtree priority . . TTmot he g oh ot ot om YT x Q" o
prior_val prior_val: e ™ - e c h o h t t - "o T eo
= — (0..61440/32768 = e * — =
no spanningtree priority mto” e ‘telE ; e ¢ oO0 xao ;e (®
spanningtree pathcost " mto” e at B o och ~ T e Y ¢ e
method {long| short} -longt "¢ " ;e ¢,eeomt
T /long -shortt "¢~ ; e g eeomt 7
no spanningtree pathcost "mtoTe teE ; e  co xao T.%"e (Q
method
spanningtree bpdu filter- Jch TthgE’ a o h~% ot . ¢~
inglflooding} ‘et(h‘(wmoaz e ” _otohoa .
-fiteringtr e~ et h ~ m ~—m . 7(
1 /flooding STP B.PDU~ —. b, TR xOtm YT
-floodingtr e~ et b~ m m . T
{¢t e(t<"ho.c“:<ete..<c<_ht(5":" ot n
t , ho t7meeVEthx Otm Yo
no spanningtree bpdu "mto~ e teE ; e < co xao T."e (Q
spanningtree processd L0 TTOTUt™E TEe . cho g mmTe " e .
e t h m ohe ’ & h * @o
I (Ce‘x<tcmrho(.;_mﬂ';””e"ceh.(" ‘x:aé'.""
V cael vy A ;
id: (1..31)/0 spanningtree forward-time seconds
spanningtree hello-time seconds
spanningtree maxageseconds
spanningtree priority prior_val
no spanningtree processd ST IXYE " "T"ee . chog mm @
spanningtree tc-protection ¢ _TOpENTe ;. e ™ o7 oom
TCNTCBPDU ~ xmt”eo“"‘(ee.m et
STPRSTR ex — o o MEP  ac ~—'Yh~
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HELTEX

no spanningtree tc-protec- ¢._TOYEh~e :e& o omt o
tion TCMTCBPDU
spanningtree tc-protection “mto~”e teB h T e y*eo T - mt
interval seconds L oA X L. o lo*h~*~* 1t . TCMTGBRD
© 5802yRAY oMo -TCMI o — ,
no spanningtree tc-protec- mto~ e teE ; e co xao ~:"e QO
tion interval
spanningtree tc-protection “mto*eat”Em a* T'Eeo o T - mt
- T " e e et h -
threshold.count count: (1..255)/1 ATCMTE:BPE_)U, 2 — -
no spanningtree tc-protec- mto~ e teE ; e co xao ~:"e QO
tion threshold
| Jh 7 BTRe” h “a t hoo timeFheldimeNdaxl 3S e o ¥ go " a
e e e x 2*(Ferward-D¥efay- 1) >= MaxAge >= 2*(HelléTime + 1).
.0a~e” h o e a ”x he*t ¢ h Ethemék et h m ~ h x cc
f.7 TehomT _oateleoe minkTtgh Fftere, act ho
cohto Y
console (config -if )#
“ % 71387 .0 a * e " hoe a *x he*t ¢ h Ethermet h x cc cohto
.0a™~e "™~ ¢ a<e*<,_\K: ] m t
c o X a o , < ® o % <
spanningtree disable ST cth B"E*otx choto o ™" (¢t e”
et h m (0]
- - th™ h S —— P e == ~
no spanningtree disable _ h th’E "ot x choto o {¢ct e
et . h . m (0]
spanningtree costcost . "mto~e ¢ Reomt E tXee .e:t hh m oo
1 20088(?60 ccostt e eeonmiE cx' . @
. ma ¢ e —
no spanningtree cost ( t-+A1§2X mtoT e teg ;e ¥y och T Y ao
¥ Coht':tf)*a" och<° "(e[nﬁ(d)e’:“"élg@xm
spanningtree port-priority "mto¥ ecthg oh ot ot et h o m STP,
priority V et - e ch oh t t™ "o ™ e
priority: (0..240/128
no spanningtree portipri- “mtor e te’E ; e co xao T:"e OO
ority
spanningtree portfast ¢ _TOhE a sy _otohoa coht ch
[auto] mh ~ X mt™~eo tm 'y momt o ‘Ye
*mt<,<e*'Yt"a )
T /auto -autotr S0 T T Tyt " h’ _x o m
momto 'Ye o c(h(";*q)
no spanningtree portfast ¢._TOhE ' ,a aoa et~ "'Eeo o ¢ h
c‘h(*”;* co co " e "yt ’oZ"e_‘n
spanningtree guard {root | ¢_TO;E ", tx _oheryp TTY . m 9
loop | none} ; h~eeo o coht™ @
_root'["’ch(""'(t e t h m x ~ t
_oaaxt;‘toh"’
T/ mco TE"o | -loopT ., __ " O;" _t e~ *et(r‘Eel{;Qm;‘“
o * * T'Ee o c t TUEG_® M Tx et h . m e ™ 50 7
ot ™ .eoa ot 5Séf\f|y-|'l'jSR ch
et h m % To  hx tm YT
-nonet ot _ TQ;tm DdzZleNR~ et h ~ m
no spanningtree guard "mco TVE'o Tt E o ** T Eex O e *mt
spanningtree bpduguard T ohrE T tx 3y . T0;" 0"x 0 et
{enable | disable} ny ~0- ol - o, .t 5] @
no spanningtree - ' TTeth tUET tx 3y . T0O;" 0"x 0 e t
bpduguard ¢ __ to, t5) @
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DHELTEX

spanningtree macaddress "a eMAGEh m3 X m _otoh.a otch/]
{dotl1d | dotlad} BPDU
-dotldt o t ¢ h ™ TyQtm 'Yy BPDUNMAE  “ah~ Ot
T Jdotld 01-80-C2-00-00-00; _ )
-dotladt o t ¢ h ™ 7'YOtm 'Y BPDUMAE “ah” @
01-80-C2-00-00-08.
no spanningtree macad- "mtTeo tE "e” . e co xao T
dress
spanningtree link-type t/ Y x ¢ T |"mto” ecthR t o o T Ry Tt (O} momt o
{pointto-point | shared} cohg¢gZtos ~och TR T"c¢c m vy "7y - . Fh~eeo
to .. " nz - point-to-pointt t o ;4 o ..~
co"‘x"xc"‘-[( -sharedt h ~ L.t T ee )
no spanningtree link-type ¢h "t _ T |"mt~e teg ; e ~ co xao T "e 0O
spanningtree restrictedr T/l h BPDO TTocth ¢ M g 5] 0 —* oa ¢/ b
tcn 7" TCHN
no spanningtree re- h= h ;" e| =~ "h tep g 5)! o) ~ oa ¢/ b
stricted- tcn vlan_list: (1..4094)
spanningtree bpdu och “thgf’ a oFh=~% ot .ed~h tom
{filtering | flooding} _otohoa . TQ;_ e choto o™ [¢
-filteringt ¢ ~ et h  om m . TO;
.t 5! c vt ."“'Ethx'Otm'YT
! -floodingtre = et h ~ m m . TO;,
e‘t<'*h0“‘.uatz_‘t t°5(:h<7"ot"T'Yz
. ’\'Ethx’otm’Y(‘D
no spanningtree bpdu “mto” e teE ;e co xao T:"e OO0
spanningtree binding- JhoTreE x " ""eeoax cho g n
processid c o ht ch_ ey ™e .oax chog mmx
id: (1..31)/0 -idreoa h chogg mm~ @
no spanningtree Commt ~ehE Y _x coht® co xao ™
binding-process
- ’“;|_3¢-[’“' ,eeomt 'E ¢ xt CGoxmBa?d e’“(gpanﬁggm EOSY
et h m .(to° 0ch(° "(e*'Y ¢ ,eeomt
) c Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
/ 177y et Port-chamhep ™ ;© “'E®@ © 'Y mt o aomt 'E 00h<¢
V o o ’“* e _““ > _ o ’pQ_C" 'm( ’Txo; "N<Lm<mtt*o"°j"o o ) "‘( e
e o e*;*’“'Epo'”ly’Trlttm*'w@rﬁt'*Eo o T o, mt 0
0oa”e iprivilegedEXEC
C*"‘ ** c¢chom?™ _oa"”e"‘ppivqeged@xE@o_ h(’*a"’
console#
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-, priVilegedEXEC

e K

|

1 < * <

co Xx ao

show spanningtree [giga-

bitethernet gi_port | tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|

port-channelgroup]|

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4)
group: (1..48)

show spanningtree detalil L0 _"te@ T hoTex QO e oha™ghoto e
[active | blockedportg T {¢t £ e oha®geg O o ~ _ t —e.9
t "9
clear spanningree de- L. h t7 cexhwo ¢ mmooa o h o choto

i o “c th m - ht -
tegtedrprotocols[mterface gi_port: (1..8/0/1..48) 2 N s ht {¢t D
{gigabitethernetgi_port | : s
N te_port: (1..8/0/1.24);
tengigabitethernette_port . X
S fo_port: (1..8/0/1..4);
| fortygigabitethernet roup: (1..48)
fo_port| port-channel group: (2.
group}]
.0 a™~e " EXEC a ~
¢ ® ™ c¢chom?™ 0 a” e "EXBC mt h o ’ a "~
console#
7 T138r .oa " & 1 EXEC
.0a™~e """~ =e”( ,(K= i _me
co X a o ’“; “
show spanningtree bpdu Lo _""th'E’ a o Fh~Fot ¢~ to
[gigabitethernetgi_port | gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port| port-channel group: (1..48)
group| detailed]
5.1752" " mt h e hoto MSTP"
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ 7 " ¢chom™ oa™e” ew * “ntPe ® ‘o oe a%h~ ¢
console (config )#
~* T138C .0 a * e " h ¢ * a4 " Ee o x h * ¢
oa™e" ™"~ e ’<ek<AK: ] m t
cC o X a o , < @ hd <
spanningtree heon . _”'h*(t*”@COA'E'Ok"e _oaaxt™itg
nospanningtree T =~ CthE'Er mco TE"o . e o aax t ™ to
spanningtree mode {stp | "mto*eht E a h*%ot choto o™~
rstp | mstp | pvst | rapid- 1 IRSTP
pvst}
no spanningtree mode " mto” e ‘teE e co xao T "e 0O
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spanningtree pathcost "mto*ea o och T T e Y g _ece

method {long| short} -longt e " ; e g,eeomt 7T

T /long -shortt "¢~ ; e = g eeomt 7 "

no spanningtree pathcost "mto” e teE ; e co xao T:"e OO
method

spanningtree mstin- "mto¥ecthg oh 't t T 7Ty " ~eeo o |

stance id priority priority omt~™ T'Ee .a y mco TE'x Q" a o

-instance_idt ‘H__ ~ , @ MST;Yh
instance_id: (1..63); -priorityr c h X o h X t ) t _o aaxt~®toh~> o
priority: (0..61440/32768 V e . e ch oh t t~ =¢~—~

no spanningtree mstin- “mto”

stance id priority

e te'E - e c o X a o - e (
A . 0o

spanningtree mst "mto® eat”g m a” T'Ee o 0 ;o mt

maxthopshop_count Y em T t5) 3 e 0% g0 a.
x ° h >~ e Y e oha™ g o o

hf()'(’\;" r;u*ak"’\'Eeoj* o":,<m
hop_count (1..49/20 e~ m ~ " x O" a x ;”"mt_ oe ot?

_hop_coum-[a"_m*a""Eeo ; _o 7 ;. omt
X ;" mt o TTY e r ot .t5! @

no spanningtree mst "mto~ e teE ; e co xao T:"e 0O

maxihops

spanningtree mstin- ¢C_"TOpgh~e ; e e~ o7 TQOnt

stance id tc-protection . - BPDU © xmt ™ eo ~— ee . et h "7

no spanningtree mstin- instance_id: (163) ¢._TOYEh~e ;_ e emt o o*TPC

stance_idtc-protection BPDU

spanningtree tc-protec- "mt~ e teg h " 7T e N eo 7 . mt ”

tion mstinstance_idnter- o*h~*"t  TCBPDYU - 9

val seconds instance_id: (163);

no spanningtree tc-pro- 4802y RAY 6| "mto~e teE ; e  co xao ":"e QOO

tection mstinstance_idn-

terval

spanningtree tc-protec- “mto”eat™g m a® T'geo o T . nMC

tion mstinstance_id BPDU© " ~ee . et h ~ 7 h a

thresholdcount instance_id: (163);

no spanningtree tc-pro- count: (1..255)/1 "mtoTe teE ; e  co xao T:"e OO

tection mstinstance_id

threshold

spanningtree mst . ¢0o t h ‘oa@  xhh™¢g o o " g ¢t

configuration

oa™e "~ . hoe a “ xchh*o @ o MSTP®

™ c¢chom?™ oa™e " eoe mt kebh™ ¢ o MSTP ™"’ a

console#  configure
console (config)# spanning - tree mst configuration
console (config - mst)#

% 1387 .0 a e . ho & a “xhh ¢ o o ™~ a{ ¢t
= - = 3
oa™ e ™™ v« . ‘,\K ] ] m t
c o X a o , < ® - <
instanceinstance id vlan L0 tfEo ot tmt - a " x H ° ag
vlan_range ohxce™a +[ ! bo
instance id:(1..63); -instanceidt , © et _"toh 'H ° ac ™
vlan range (1..4099 | -vlanranget e ©a ~h  h x cc t[ ! b
no instanceinstance id ST MMRot  tmt - a T x 'H ° _a
vlanvlan_range Jhxcc™a [ 1 bo
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HELTEX

namestring Tt t"Eay _oe  xh" g a{¢to
string:(1..32m _ & _©o| -stringt , @ 'Y _ o e x h ™ ¢ a{¢to
no name STt TR Y _oe x h” ¢ a{¢co
revisionvalue v t®oa h h _oe x h ™ ¢
value:(0..65535/0 -valuereoa h h ., _o°e o xh”g
no revision "mto” e teE ;e co(valug.o —; " e O
show{current| pending . Lo _"ttt’E _ x “cyrrentdd T, T o ‘0% ¥ ‘@ehding
_oe L Xxh”" e, O af{cto
exit < t h ’ a ” o e X e c h
T m om 3;1* ~ e :3 a :e x h c *(D
abort ¢ .t h <a”_oe x h ™~ ¢ c h
t momolﬂwf”’e <e ”'Y oe x h ™ ¢ 'q;)*
.0a~e” h o e a ”x he*t ¢ h Ethemék et h m ~  hxecoe
¢*" “chom?™ _oa”‘e°imem En'th*hle"‘tghmEIHQrﬁeﬁ*ggt<h .
cohto Y
console (config -if )#
Tt T13er.eate” . hoe arxhetgh o omT 9GKSNYySGE |
oa™~e"™ ™ ¢ b g <AK i ] m t
co X a o : < @ I
spanningtree guard root ¢_TO;E ", tx L_oheyp 7Y . m 9
.*h~eeo o coht~ @ J~ee™ 1y -~ ™"
T/"’"'”t" “ohe<n.a'cohtoa ocoaaxt™toh™ @
no spanningtree guard “mtoT e te’lE ;e co xao T":r"e 0O
root
spanningtree mstin- C_TOy StUTHEExh g YT T T eHe 0 e cMSTE 7Y
stance_idguard root . - Fh~eeeot oh |*eme ™ vy -~ " t* g
instance_id: (1..63); |, et . h __mx * .t 'E _ohe ~.a cobh
[~ "t~ . _|-instanceidt , 7 et "toh 4 ° ac T'yh" ¢
no spanningtree mstin- “mtTeo tEXx'aeo” 7. "ee O@ o
stance_idguard root
spanningtree mstin- "“mto~ ecthE oh t t et h  m~
stance_idport-priority pri- -instanceidt , © et _ " toh 'H ac ™
ority instance id: (1.63): -pr|or|ty=recwh . oeh" et t(c(thh E mt A
priority: (0..240/128 V e
no spanningtree mstin- Tmto¥ e teE ;e co xao T;"e OO0
stance_idport-priority
spanningtree mstin- “mto” e ¢ RBeomt ’E Ccxt ;o h LT
stance_idcostcost och = "~ eeo o 'H - ac "cyh™ cho
instance id: (1.63); -instanceidt , © et " toh 'H ° ac TYhT ¢
cost:(1..20000000p | -costt ¢, e e omt 'E ¢ x P
no spanningtree mstin- "mto” e telE ; e > och " Tmy aébom
stance_idcost coht~ ~ a to"~" och matlP ® "I
spanningtree port-priority “mto” e cthg oh t t et —h LT
priority o a{c¢ct o
] T e ™ - e c h o h t t - "o T e
priority: (0..240/128 V e
no spanningtree portrpri- " mto¥ e teE ;e co xao T:"e 0O
ority
spanningtree restricted ke h BPPU ch t tBPD®h TTEATCN 2
tcn ~~ TCM - " h
no spanningtree re- : e .7 h t BPD@h  TETCN 2
stricted-tcn
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DHELTEX

oa~e " . IivileqgedEXEC
¢ " *chom~” _oa”e "privilegedBXE®@ © _ h ° a
console #
% Tl4@r o a " e " EXEC, &~
oa e "~ e e K] fo.mt.
c o x ao 7"

show spanningree [giga- . . s |0 "tBe  xh” e ©Q choto o ™" [
bitethernet gi_port| tengi- %—pg:f gggﬁgig -instance_idt . © _ e t | _Ttoh 'H - ac T
gabitethernette_port| for- fo_p orf (1“8/0/1“4)"
tygigabitethernetfo_port| P rdu (1 48.). '
port-channelgroup] [in- ins?ancg'id' (1 &)
stanceinstance_id =T
show spanningtree detail L0 _"TEo"ho¥exQ e oha®gg O o e
[active | blockedports][in- e oha~¢g 10O of ~ 't b -
stanceinstance_id . - -activetr ¢ homaoth e oha®g o ® -
instance id: (1.63) ~blockedportst ¢ h o ma o i h o ha* g o
coht™” o9T
-instance iadt | " et _ T toh H ac ™
show spanningtree T _o "Mt oha” g 0O o m_ oe x hh
mstreonfiguration MSTP
clear spanningree de- L., tT cexhpo ¢ mm a h* e ~ choto
tectediprotocolsinterface : cho mgo™ 't chom. . -t h - ¢
{gigabTifethernetgi port| gi_port: (1..8/0/1..48) ) ) ) ’ {
e = te_port: (1..8/0/1..24);
tengigabitethernette_port . !
S fo_port: (1..8/0/1..4);
| fortygigabitethernet roup: (1..48)
fo_port| port-channel group- {%..45
group}
h a h. ¢c o e e Y oa™~e"
A ¢ TOcot"E bhoxogSEE Txmt~eo t E e ™o ¢ hRSTPh t t
T 12288 e t forwardtimet Hn m _ _xe " 3§ et h "~ h a e a

A

A,Ee

- < <

s moof g m  xe | BffrRna Y

e

>

Tt oymm Y_x O ¢

o] Tt e E xchho et o' QTP ™~
console(config)# spanning - tree
console(config)# spanning -tree mode rstp
console(config)# spanning - tree priority 12288
console(config)# spanning - tree forward -time 20
console(config)# spanning -tree hello -time 5
console(config)# spanning -tree max -age 38
console(config)# exit
console# show spanning - tree
Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled
Root ID Priority 32768

Address a8:f9:4b:7b:e0:40

This switch is the root

Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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HELTEX

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, not ification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type

te1l/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
te1/0/6 enabled 1 286 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
te1/0/8 enabled 128.8 100 Dsbl Dshl No -
te1/0/9 enabled 128.9 100 Dsbhl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4  Dsbl Dsbl No -

51753 " mt ho =~ oc PUSTPRPVYSTP+

PVSP+ PerVLANSpanninglree ProtocolPlugt ©¢ "¢ = ° h ™ “eo  “Spanmirglfeg ¢ h o to

h=m " hYO"™ 'Y xeSTe 0¥~ MEoMAtE “"qFANPO _h a e e T " eeo
to o ™" co o VIRNto -7 " t"E "oota® T 'BTPPYSPAYC " aa anJTRha m
Rapido® - m t BVSTP®RPVSTRO Y. 'Y, tm 'Y xmo  h ' PRUSTBY0 5~ &~ a btho
Jtmy a e ET O a _h a e a ch*“(°(e ’Ym(t*_*h<“o~**eo
_omt Ed
l' ¢m o ¢ 0o "64 PVSIIRP\ST e m t e m 'Ht o a ex’*’(Y“°o:’Y*’|
- VLANL . _otoh .RVSPRPYSTO;d ® WLAN" _ _ —O; PVSFRPYST
moot oM PYSTRPVST emt " em ¢
l' uoht .y e " o toh . OVLA[\Ltcxh“*e -Cfm(AQP(\iSIRWSI""«’T
H a eeo * 7o hx Otm 'Yy co MOo yRPVSR ot xgo¢” ma oy
t’“t'E_o"*;<mt“o *mco’“’E'x<a.3 +[!b e~ ¢
e o e ™ o e ch<“.””<t coX ¢to c/prSTe”‘*;"‘

Lto e . fRPMSL® b e " o b yiBe viandULAMDSY 3

@

h ’“'01; ’eea)a/Rp\tSﬂ'_gaaxt’“toh_ a9{ o ¥ h ™%~

o} m 9 i[!bCD 0o 'Ht o a x m 7"x ™" 'Yg 3 o o

- - 1

. mt o gRPUSE{[¢® bx ch . " 0" a coxX m~ “x t

t_ bpdw{he " e” [ tmedp TETV Htm Yo _ o arjte- -
limits other-bpdu 1024".

Gy
[

o

l' |m ™ mnc h dHemec Tx *t " ¢ coe ™" o *RPVSTY mxt*~“he*mt
- "o ¥ t 'E e o . S ex’eo c ho : m t m ™ % x
Wt _T0; .t Ee{’tet.- g o&epabe” " ( yrieviardanyligtrh y 3
#~ T'Ee o a h ’ a _oe xh ho ™e YU
20 C_T0;, v E {¢b_oate " ofrekilnailighl . | "o 7"
h ’ a _oe X h h o e YU
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DHELTEX

0 a e h —d 4 " 'Ee o o e x h ¢
‘,‘*° ™ chom?™ oa™e 'e"‘co':"”'r'rf"ttEmcn_*“ xhh ~> ¢ a ~
console (config )#
*':"’\14_’4.;-[*‘0a"e° h ar~ "'“o':""’""Eeo o e oo xhme
oa™e """~ € ! <AK » ] m t
c o X a o ’ *® R
spanningtree vlanvlan_list vianlisty o6mMddn)S_T0; t E h~ 7 oPYSTP,RPVSTHPO _ 0o x =~ "
X a o ’“; ~ e X O . m VLAN
spanningtree vlanvlan_list ._0; = St TOWE fotx choto o™ t 4+ ¢t
VLAN.
spanningtree vlanvlan_list T TUEt hx ot - ¢ hoc xPYSIRPVST. o
bpdu {filtering | flooding} BPDU
]“ee ™y oa™e" " "~ ° m t
V (m’s:rpt_:'o;(e "*”c;m“_“"
) h  ° SPPRSTPMSTIm — 71
vian list: (L..4094)/ Ly RSTRRVST e T Y A
, TEth T e, Y g m ;{}_L‘AN;;te_;’\o@TE)e
-fiteringt . _ —0O; ,t 'E , TEth " ¢, OT
-floodingt ot _ —0O; , t E CTEth T e, OO
no spanningtree vian "mt~eo t'E "e” ., e  co xao ™
vlan_listbpdu
spanningtree vlanvlan_list "mt~e teg h "7 h a e ¥ 7 th
forward-time seconds chom™x * ~"e "X, e mo
. momto ye ¢ _h  VLAN. TTY O x
- a h . T ot™’ et.m tm ooo * t
vianlist (La00ay, | W gec T o<
d502yRAY o7 2* (i:owrwarcliTime- 1)>KM151x-Age>K2 *
(HelloTime + 1).
no spanningtree vian "mtoTe teEg ; e  co xao T."e OO
vlan_listforward-time
spanningtree vlanvlan_list “mte” e teeg h 7 h a e  a ©ox
-ti h o o ot ~'Ee . mo o * e
hello-time seconds vlan_list: (1..4094); - 2o " mt x g ; caaxt™to
- secondsp m @ dm N = - =
nospgnnlngtrgevlan Mt e tep . co xao~-"e O
vlan_listhello-time '
spanningtree vlanvlan_list “mtore thpaty * e m Y x Q" 0
max-ageseconds vlan_list: (1..4094); |x _~ =" YLAN o
no spanningtree vlan as02yRayY o4q. . .. tep - e co xao~: e OO
vlan_listmax-age - e '
spanningtree vlanvlan_list "Tmot he lE oh t t m Yy x Q" o 7
priority priority_value vlan_list: (1..4094); V I L R
priority_value: .%a nndgc
spanningtree vlanvlan_list (0..61440)/32768 "mto¥e teE ; e  co xao T"-"e OO
priority
spanningtree vlan ¢ _TOpENh"e ; e e” o T . o mt
vlan_listtc-protection TCMTCBPDU © xmt " eo 7 ee . STR, N
vlan_list: (1..4094); RSTR ex ™ o o M&R  ac —'Yh~
no spanningtree vian ¢._TOgh"e ;e&— . mt o oTh~
vlan_listtc-protection TCNTCBPDU
spanningtree vlan . “mt~ e teg h " 7 e ¥ eo n . mt o~
vIF;n_Iistgtjc-protection in- vian_list: (1..4094); 1o« p e _"ITCBPDY ¢/ b
asoOz2yRay o
terval seconds
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HELTEX

no spanningtree vlan "mtoTe teE ; e  co xao T-"e OO
vlan_listtc-protection in-
terval
spanningtree vian “mto”eat™g m a® "'geo o 7. omt
vlan_listtc-protection TCNTCBPDU © ~~ " " ee . et h =7
thresholdcount vlan_list: (1..4094);
no spanningtree vian count: (1..255)/1 "mto*e teE : e co xao T:%e OO
vlan_listtc-protection
threshold
.0a~e” h o e a ” x he*t ¢ h m ~ o° ~oc ‘E¢herriet et h
¢ - ™ c¢chom?™ oa™e " e mt h o h(’ a ™ o e
console (config -if )#
© T T14BT 0a " e ® h_oe a” xh~t¢h FEtherpef
.0a™~e"*” " ¢ "e*‘,.\K 1 m
c o X a o ’ ® e <
spanningtree vlanvlan_list T, TEthx t 7T ¢chocx PYSIRPVST_ o
bpdu {filtering | flooding} BPDUY ~ """ T"eeoa et h Mm@
| ]“ee ™y oa™~e"” "™ s m t
R N L A
h  ° SPPRSTPMSTIm — 71
’ t o T e e ™7
vian list: (L..4094)/ L. RSTRRVST e Y =
* TUEth T ¢, Y (m"\: . ;{}L’AN;:'teé"‘o@;TEe
-fiteringt _ _ " 0O; .t E . Eth " e OT
-floodingt et _ T0O; .t E . TEth T e, OO
no spanningtree vlan “mt® eo t'E ‘e . e  co Xxao ™
vlan_listbpdu
spanningtree vian "mto*e g eomt E ¢cxt - hTTry”
vlan_listcostcost X " " YLAN o
vlan_list: (1..4094); -costt ¢, eeomt 'E cxt @
no spanningtree vlan cost (1..200000000) |~ m to~ e teE ; e 3y och ° Ty ao
vlan_listcost coht~ ~a to®* och * 77y & Y
VLAN
spanningtree vlan Tvcth B"E¥otx choto o™ ¢t e~
vIan_Ilstd.lsabIe vian_list: (1..4094) N f tl . h - :Y‘ X _ ee .9 A+~[ ' b i
no spanningtree vlan - h th"E "ot x choto o {¢t e
vlan_listdisable et h "7y o x " cT"ee . g *[!b
spanningtree vlan " mto* e cth’E o h ett th _m~  _ohe
vlan_listport-priority pri- . T h . ¢t
ority:valﬂe priority p vIan__I|§t: (1..4094), Com T - e{- S e .F o ht imy
priority_value V o 46,
. (0..240)/128 - - —— -
no spanningtree vlan mto~¥ e teE ; e  co0  xao ;e (0]
vlan_listport-priority
spanningtree vlanvlan_list C_TOvE" tx _ohe’yp e” " "eeo
guard {root | loop | none} x 7 7T ¥LAN o
-roott ~ " ch i t et h m X ot
oaaxt"'t<oh"'<'|' ’ ‘ T
vlan_list: (1..4094); -loopt _, _"0O;~  t e~ et h  m 7
c(t(""Eq) ﬁ"“km Txe;t‘((hZ((mm e”égo**z*
ot T pe Degignateiq c h X ‘Ht o a c: (” htBJZ@U
cet ho o m *"O_th(tm'YT
-nonet °t _ TO; "Gudrd x® _ ¢, e~ et
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DHELTEX

no spanningtree vian Ut _TO/PGuard x ¢ _ ¢, e et h
vlan_listguard
spanningtree vlanvlan_list Trceth ¢hE a  t 5] O TV x, _o"yLAM /e b

restricted-tcn

no spanningtree vlan
vlan_listrestricted-tcn

“h ot BPDWE, T TCH Y x _ "VLAN e

5.17.6" " m t h o

©

-~

¢ (5,80322 ERPE "

<

. h o t oERP$EthernetRingProtectionSwitchinge h =~ e eTtY e T e Y xmto .
e""(’eomt* m(t* ’catlo"‘d 0 éEee.px’otoco 0 *’Oz o
ommt¢t ™ e o — e Y m t m’“x,”' - “ h m q;x@h*.aZ'Y;tcnmrme”‘”"e
(e’E’( “h<a<e* C(h(mthow X m(t* ch§panniﬁ1g¢ee.’“’E'o ”‘e**
oa™e" h —0 * 4 7 'Ee o o e x h * ¢

¢ 7 “*c¢chom~™ oa™~e” ew * “ntPe ‘o e’ a % h~ ¢

console (config )#

“ % 1487 -0 a v e © h ¢ * 2 " 'Ee o o e x h * ¢
oa“e"™ "~ o ’<e*<AK: ] m t
cC o X a o ’ ® e <
“ *h th"E * o t x choto o ™~
erps Nt T 1] F~ —° 9wt { @
no erps Cth”(h E” o t x c hoto _ 0 o9 wt { (0]
erpsvlanvlan_id .0 t"ERPS° 0fEe " et  -APSVIAN ocao
_otoho *x " t c _h Tt "t EmY m
vlan_id (1..4094) c ,h ogoff *oa  xh"T¢EE” @
-vlan_idt ¢ o a RAPS VLAN.
no emsvlanvlan_id "7 7 THRPS©o OfFe , " et ylandt o hoa
oa~e?" hoe a”x ho" " €Ee¢ "~

¢ ™ c¢chom~ oa™ e " eoe mtkb*“ ¢Eegc™® bh ’ a

console (config -erps)#
© 77 Tl4et oa e’ . hoe a”xPERPSe, TEc”

oa™e" ™" ¢ ;</_ei*~< ] m t
cC ox a o , e < @ b <
protected vlan addvlan_list Jo " "t"E "¢ "VLANe mc mo - . ee
. -vlan_listtme mo [ 1 b | Tc¥ Toe 4
vlan_list(2..4094, all) | hs m S e a - oh “e oyt x O
_oe ;eo 'e"(e*'Y°_"‘c“oe‘
protected vlan remove . ST TTE " ce ™ toe  x[ 1 b me m_~
vian_list vian_list(2..4094, &) | yjan jisttm e mo g1 oy x-S e
port {west| east}{giga- ¢ .HF "~ twéSt(eastg oht _oaaxt~toh* 3y |
bitethernet gi_port| tengi- gi_port:(1..8/0/1..48);
gabitethernette_port| for- te_port: (1..8/0/1..24);
tygigabitethernetfo_port| fo_port: (1..8/0/1..4)
port-channelgroup} group: (1..48)
no port {west| east} " " T\est(eastg o ht _oaaxt®toh™ 3 |
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HELTEX

rpl {west| east} {owner |
neighbor}

¢ . ™ht RPE o ht oaaxt™tEoh" o
-westt RPE o h toa 7 x t ceo*hteT . e
-eastt RPE ohtoa *x° eagtceo™h te” : e

T /no rpl -ownert _oaaxt~ toh *x" t oy £oyh E
_neighbor-[ oaaxt ™t oh Fox " t Y ""Yt
RPE o h t " @
no rpl ~ T TRPE o ht ocaaxt®toh® @
levellevel "Ymthxppoemo® " 4t {dw _0o* 90" a
| - (0.7Y1 cho go >~ e 'Y moo* " e . h :
evel: (0.. < L ee
©.7) -levelt x ho e 'E mopAPS™ e w
no level “mt v etdR v o c® x a0 T:"e (o))
ring enable 0/ ~0- e ¢_TO;BRe_c¢_oe hooTEe" O
no ringenable - | ¢ TO;Re_c¢ 0e _hooTEe” @
version version ¢ . hrt” ™ a mo a mt a omt m " h
. G.8032.
version: (1..2)/2 . , .
(1.2) -versiont .  hm 'Y choto o DdPy noH
no version "mt ~etdE "~ . ce® xao ~:"e QOO0
revertive T /revertive FerThE L2 P77t _° " Ec" ©
no revertive TmUTEtdR T c@ xao miTe 0@
sub-ring vlanvlan_id T_TtEoe T e EY " T eeo o °o TEe” o

vlan_id:(1.4094)

B J—

-vlan_idteca h +[ 1 bo

no subring vlanvian_id Tt TR T e T Ee
subrring vlanvlan id [tc- ¢ _TOptte’ET _x m et D osgmt
propogation] _o TfEgo ¢ h mofoo e Ee” @
no subring vlanvlan_id vian_id:(1.4094) C et oa e < m et D oot
o TEgo c h c h mtho e co”®
timer guardvalue . Tmot T eteE ay o h g h m o
9 valueY 6 Mn ® PH s R—APS” e T e ‘
. h ™ te N MI— — —~. - P
no timer guard - P mt~Teo tEo «mo e e OO
timer holdoff value "mtTeteg a h ™" h h " g,
, T a e e momt o ‘'Ye (0] ¢ a m t
valut:YontD(DMnf ~0:* tmy t* a hs co m ot .
d t - — 1 < @ < * < L
— eo. N e o h a h x t o m ho “ae “m‘oem™t:0 ‘ye ~
t o -eomt 'E'o * , < — ..": << . LA
’ X a e 'E e Y X c ce tcoo h tcoh
no timer holdoff “Tmit Tetdp ™ ; ceo® xao T-"e 0OOQ
timer wtr value ~mot ’“*etO'E L2, h ¥ otoh . . TTexm  ”
, _oaaxt toh n  NEMSNIFBSE X
value(1.120 . 2 KT ot h~ * e Y ostmto.g rm e
a.,® m e ™ o o e mc h ™ eomt Yo
no timer wtr T mot ’“*etc'E;" ;e xao "\"’e ek
switch forced {wes{ east} T ohm HCtUE xm -t teo o ¢ h
T /no Htoa * To hx tm'y x ~ " ""ee c
no switch forced ta wP@Phm ho ~e Yy c h  TQ; e
switch manual{west | Chx »ex Q =~ " "™xTo" '."hegest(BabtyEo h t
east} T /no h = =" 7o t 'BAsywest)
no switch manual Jte hoExQ 7o xho
abort t ot t 'E a e e Y> e m e e
T o e x h ™ ¢ o TEe” @
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DHELTEX

.0 a™~e " . EXEC a ~
¢ ® “c¢chom™ 0 a ™ e "EXBC m¢t h o h ’ a ~
console#
C 7Y Tl4BT Lo a v @t 1 BXEC
oa™ e """~ ¢ ;<e*<,_\K~ ] m t
co X a o : < @ S
show erps|vlan vlan id] . TTchormg ohgoE oF a momto 'Ye
vlan_id: (1..4094) | .1, e x * *ceo o o ~Ee~ d
517.7" " mt h o h o™ o |pDP"
 meo eo _x e ¢ Lipk Layer Discovery Profotol (LLDB Y., Y, tm 'Y o % a e
m t . a xmt h o m t “ a o] m o] a momt o 'Ye 9% h~ t
c hoto of‘e”’[_[’“5ct"‘ ~ tm’Yao’xnntﬁotnEt"coho e x ¢ h ™ A
choto 0o Tx {ob:“é]t’“(po'a*z ea™ ome o ~ e mo *h™eeo e oha™
a o’ t * t '/E mao ~ ho ~ e ™ t oco "o Y m t o)
‘oaaxt.tt)@h"‘h’Oc*wh“°_""_;_x mt e *hte Oooc”"eh*"“oae:'t"h'@e“.z)zt t
_T_Y
- a 'y xmthoomotm”‘;e
- a 'Yy cohaCo”m
- e oha™ ¢ pHYo’tiqpeK
.o0a™e " . h —0 * 4 " 'Ee o o e x h * ¢
¢ - " c¢chom?™ oa™e” ew * “ntPe ® ‘o e’ a%h~ ¢
console (config )#
T 1467 -0 a e " h —¢ * 4 = 'Ee o 0o e x h * ¢
oa™e """~ ¢ ’<e*</_\K~ ] m t
co X a o : < e L
||dprun A oh e:’"‘h*}_"E)aaxt"tohx *mco""E‘o_’”e
noIIdprun ""ct!wt(_’F_baaxt"tohx *mco’“E‘o_*e
lidp timer seconds ch CtyYE_ " _xmthmot omt o T x " t o
seconds(5..32769/30 N e oha-~ ¢ [[5t ®
no lldp timer "mto”e teE ; e  co xao T:-"e OO
lldp hold-multiplier number TttE, T, ,ex hoa e T TV choe
t : e _otoho o e x> eo cx*" ht
[[ 5t c h ® 79 m*homoa @
]“ee ™y - e ™ e A % @ mttno Ty oee
number:(2..10/4 updatec © _ t " o 6¢” _ tT g ofeo T e
t~ a h~ [ [ 5t o6%FRLIMF XS ND O-¢ |
c"'_ t o h"'mm; t . - 1T65‘5$?LQ_DP o]
Timer * LLDMHoldMultiplier)
no lldp holdmultiplier Tmt e Tt e” . e  CO xa
lidp reinit seconds e a” T'Eeo  h ac’yH t_ o¥txoTh ot o
seconds(1..10k H nMco toheo e |DP" T " ¢, . .
no lidp reinit “mto” e te’lE ;e co xao T-"e 0O
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HELTEX

— =~

number

lidp tx-delay seconds "mto*e t"E" h _ x a T x com™T *x
c"_(to“e['[est*ho“”ee.a' *'a<e
"’ mt ™~ txm?™> R ’\o_“’“'Ee.Q"""‘
seconds(1..8199K H V L._0%a e x tmyy 7t *h
£ . a(e'E'(z ;L@ e o
Timer.
no lldp tx-delay "mito” e teE . e co xao T:"e OO
lidp lldpdu {filtering | ch  TthE > a o *h ™ %ot _, 0 cc¥h”o ttoo__
flooding} LLDP - _"@®;". e_oaaxt~toh Y
-filteringt x _~ *~ . _ "LLDPY _; tto.  SEtm X
T /filtering choto o™ [[5t¢ ._T; . e e” o
_f|00ding-[ X _"’ R - ) tey™ _-L(t to . [C[(5ht( 0
choto o’\[[5t . _’\’O;<e e ™ _o
no lidp lldpdu "mito” e teE ; e c o x a0 T-"e 0O b
lldp med faststart Tmitere st B To co toh e ot 57 []
repeatrcount number och = vy ao o cMED  "mt o0a
noplldp med faststart number:(1..19/3 S~ m to ;" e <'19'E (; . ® ' o xao - e A 'Ot[D[
repeatrcount
lldp med networkpolicy ch Tte@t  To T Ty ot JRE AtOR” 4Ny
numberapplication[vlan co ™ t " xmtho mt "~ Gd |~ee .
vlan_id] [vlan-type {tagged oc g oe” T'Ee .a " 7Y h*m h e Y
| untagged] [up priority] number (1..32; -num_berT co h,\'f _0~”' coa h' chir n
[dscpvalug application (voice - applicationt | . © Y [ xe_e, Yz oc h .
voicesignaling , ©he b A: ysuwé 2Np - L2t A ?éﬁ¢ . -
guestvoice ’ -vlan_idt , ", e t__ "t Oﬁh f[ I'b Y e e
o -taggeduntaggedt ¢ ¢ h ° t777y tho “eeo
guestv0|ce5|gnallng, e ho ~eeao % ¢ i1 b3
_SOﬁphoneVOIC_e' -p;riorifyf ¢ h o h t tc h™~ e e:’h" ogm nyc e ""\”E
wdeoconfen_ancmg, tohoa xho e ao;*"'h{*LDT
st.reaml.ngwc.iec?, -valuetr "¢~ ; e 5{/tX  mco TElx
V|deQS|gnaI|ng, [m o X _* DSCRIOE x@¢ T.%te 0O
vlan__|o!:(0..4095; éXTZI étch_‘_DéﬁreJ.’E c~h~a’ttr§“ 1
priority: (0..7); ] " a e network-policy, © "ao eo t
value (0..63 V com me “Ytt 'y m o m o)
"( é)e" c_I%jéTe(e" )
no lidp med networkpolicy ST tmp C T Y eeo ¢ch~ o " -poley.c

lldp notifications interval "mto*eat*Em a® T'Eex Q m_ohomt E ¢
seconds LLDP.
seconds(5..3600/5 -secondg ¢ _h o" h a eofgohoto  xm
m ao’ ot otch~™ tE e * o0 . o
no lldp notifications “mitot e teE - e co xao~:-*e O
interval - e e ’ .
.0a™~e " h o a ® x he*t g h Etharmret
¢ ® ™ c¢chom™ oa~e " eoe mt k be*t ¢ ho Ethgpn’eta
console (config -if )#
C T T148T Lo a " e hoe —arxh~tgeh FEthermet
°oa”e ™" Tt KT 1 m t
X a o ' e ( < o -
lldp transmit _" "h t¢"!Eh T -x c¢” to co ¢
co X a o ’“; e et . h . .m )
no lldp transmit h = " h o=~ cth ¢ Eh "~ :x ¢~ _ _to co ch
mco TE"o Lo et h . m P
lldp receive e”e¢h~ 7 " h te'p a c*chdavoo_eox [[5
e t h m (0]
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no lidp receive TTocth ¢ M a c”_ to ceo™ c hoto
et h .m0
lldp optional-tlv tlv_list tvl_list: (port-desc, sys | . ¢ N ‘E: _ . oc ¢ cooeT YV He ¢ & LJ
name, syslesc, sysap, + | f dzéu Tx Tt . _"T0,; . = xmt h
802.3macphy, 802.3lag, | LLDP ~ _  t @
802.3maxframe-size ¢ _oa~"e”x ao’eo = TO; tE©
802. 3powerV|&md|)/ o |oc e, ,0e” TEe .0 ¢ %
x ao T." (0] TLV 802.3power-via-Y' R A “e Mt xtco TF
oc ¢ TE\Ee methommtﬁ"omco°*(h’_o
no lldp optionaktlv ,_A'O;”Ce';< t|"mto* e teE ; e ~ co xao T."e Q
lidp optional-tlv 802.1 _ch TiyE_ v oc ¢ cooe T Y Eex.” x
{pvid [enable| disabld | ._"T0; - xmtho mt oac™ ct ¥
ppvid {add| remove} -pvidt t £L5 et A om™ T
ppv_id | vlanmame{add | ppvid: (1-4094); -ppvidt "0 Tt Ekx T " T tE ttzxlL5
remove} vian id} vlan id: (2-4094); -vlan-namet ° ° T kxTET_ t 'E eoa h 4
lldp optional-tlv 802.1 Lo xao T™-~e|l-protocolt " o™t Ekx "~ A* t’'E och °
protocol {add| remove} oc ¢, 0oe ”TL\Ee,
{stp| rstp | mstp | pause | ._"T0;.¢ @
802.1x | lacp | gvrp}
no lidp optionaktlv 802.1 Tmoto” e te’E ;e co xao ™ "e 0O
pvid
lldp managementaddress ch “txgh~ ~0yo" T h my of
{ip_addresg none | et b om D
automatic [gigabitethernet -ip_addresg =~ " * _tm Yy mpr*"th m
gi_port| — . -nopet X _"~ ~ . _ "t ¥ ;to ~Th m e
tengigabitethernette_port . Aépca(;)dress. -automatict x _ "~ ~ . "t ¥ ;to m mt
igabi * h* t xch=™ TwvO" “ " h m
| fortygigabitethernet gi_port: (1..8/0/1..48) S . xeno Yor, .
fo_port| port-channel : v h mo eeo o et h
) te_port: (1..8/0/1..24); —~ PN A pay
group| vianvlan_id]} ) ' Jm et h .m SUKSNYysSu .
fo_port: (1..8/0/1..4); ch e~ k[ b to e s
grqup(l..48) . _"T0; - ) mec mo “oo‘a"o*’he<m§
vianid: (1..4099. - Vi T Y e el e
o} X a o e P 2 —~ .
e g t ar Foht  pré@nm om Tge
x e —AYorm o €™ e ™ a -|P_'1‘n°h om o d Im ™
0 o] h ” ’“'Y t * * @, —_— < -
< < < . m - h m > otmxtmt
- t oa™t ’ — < < - -
- 7 h”(t e ™ ;|p_"’""Ee<.mm o '*’“c
ao’e .g mt™pr " h mmo op
no lldp management ST TXYE T TWOT h Mmoo
address
lidp notification {enable | T h tWETEhe tEch”  x x T oa™
disable} co xao"\;’“e"o*et<h\<mm<cp
x T oaTLDP, _|-enablexh ™ ~h =" t T
“ch " e~ |-disabletr " ch "7 t @
no lldp notifications “mto” e teEg ; e co xao T-"e O
lldp med enabldtlv_list] tvl_list: (etwork-policy, | _~ "h t'mco "'E'o "e  h™m h
location, MED.
inventory)/” ~ ¢ h ¢ _oa”~e"x aobaoo_’it’“H'oF’)Qf“(E
*mco"’E‘o ‘mc(e*“T]_‘E_e.g

h ™~ m

LLDAMED

! hc heo ty

lldp med network-policy

o

e
*

ToE T 7o LyRSAGGRRNY T e e o a x

{add| remove}number -addtr e~ e~ ;* t ch™ o
number:(1-32) -removetr x © 7 Tyt ;ech ™ o
-numbert € o a ) h c h~ . —~ [0}
no lldp med networkpolicy L - -nggmm@éNJ[n " eeo
lldp med location =‘t“5E mtoco"o’(e’( thhommt
{coordinate coordinate| coordinate: 16 ~ ; t |6 e~ ; e ¢~ h~a th* §20F{GA
civicaddress civic_address_data -coordinatetr ©~ © h - m m mt a [

civic addressdata| ecs
elin ecs elin_data}

(6..160° ~ ; t
ecs_elin_data(10..25)
o t q)

-civic_address_data ™ " a e |
xmtho
- ecselin_datat
ANSI/TIA 1057.

® e

* . ©

mth ™t

m t T
“ " h m o Fa~t eZgoac
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no lldp med location ST TREmMtho ¢ h~a th=™ a n
{coordinate | civicaddress
| ecs-elin}
lldp med notification O h tZWETEhe tgch” o x x o "oa ™
topology-change {enable | ., a_ e e toco 7o D
disable} - . -enableth ~ ~h "7 t otch™  x x
T/ "ch e . - »
-disablet c h ) - t ot ch L X
no lldp med notifications “mto¥ e teE ; e co xao T:"e O
topology-change
7 - t[-5t X ch e 'Yt cohtsh "~ colxec¢xQtm'’y e *
V t ™~ a h x cc S c¢oh e 'Y ’oachmbﬁ‘ﬁy"“teﬂeoy"tp""[e[5
- " c oh t h x c ¢ [0))
/ "ot ™ c hoto o —~ [[5'[ e o m t ot m o m
V otch™ YOt m 'y ‘c*h® @0 a *h@t m*'y¢ ee.” 5 ccohhott*og ¢p
Jm = c o h t oetho ™ hx tm 'Yy co ynuHodom:- ¥ to
o e t oh 0 e O
.oa"e iprivileqedEXEC
¢ ® ™ c¢chom™ oa”'e"'ppivﬁeged@xE@o h ’ a ~
console#
7 71487 .0 a ” @ ! priVilegedEXEC
oa™~e"™ ™ € ’<e*<,_\K: ] m t
c o X a o : < @ S
clear lidptable [giga- mt o ttE T gx " h mog mome *he ' g
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) e"ed t')E ¢, _ " o0oTa e~ ¢~ "
gabitethernette_port| for- te_port: (1..8/0/1..24); | MED.
tygigabitethernetfo_port| fo_port: (1..8/0/1..4)
oob]
show lldp configuration[gi- L0 _""tL'EDP_o e xh ™ ¢, .m.o 9,
gabitethernetgi_port| gi_port: (1..8/0/1..48) |x m t h o3 mT o Tt Tee .9 et h
tengigabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob| detailed]
show lldp med configura- Lo "t e h ™o h = m h e g Qebh o
. . . . t nh mo”* .o .
tion [gigabitethernet gi_port: (1..8/0/1..48) |- " < ° SELL Mg mene 9
gi_port| tengigabitethernet : .
te_port| fortygigabitether- te_port: (1..8/0/1..24);
ne_tfo_portl oob| de- fo_port: (1..8/0/1..4)
tailed]
show lidp local L0 _"t|'EDP e oha” ¢ 0OX otohxQ ~
{gigabitethernetgi_port| gi_port: (1..8/0/1..48) [c o h t &
tengigabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob}
show lidp local Lo _TUtm’E "t xmo ¢ h T hx ¢ + 3
tlvsroverloading . ) .
[gigabitethernetgi_port| gl_port: (l"S/O/l'AS)_
L te_port: (1..8/0/1..24);
tengigabitethernette_port| fo. port: (1..8/0/1..4)
fortygigabitethernetfo_port —port {L.. v
| oob]
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show lldp neighbors L0 _ "™t oha” g O o mom "e g5 xm
[gigabitethernetgi_port| gi_port: (1..8/0/1..48) |h = ot~ 't choto o™ [[5t
tengigabitethernette_port | te_port: (1..8/0/1..24);

fortygigabitethernetfo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics _o _ "rtmE Tt omt X [[5t @
[gigabitethernetgi_port| gi_port: (1..8/0/1..48)

tengigabitethernette_port | te_port: (1..8/0/1..24);

fortygigabitethernetfo_port fo_port: (1..8/0/1..4)

| oob| detailed]

h a h . . c o e e Y oa~e’-”

A "mt ™ ed 7oy HET/O/10m X @ve, o, pyrt-desciption, system-name systemde-
saiption.4 ~7Y" e eoe to h "o "n"x ch E TYOM 1010.10.70.

<

console(config)# configure

console(config)# interface tengigabitethernet 1/0/10

console(config -if)#  lldp optional -tlv  port -descsys -name sys -desc
console(config -if#  lldp management - address 10.10.10.70

A omaothet E x| DPe. O

[

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier 14

Reinit delay: 4 Seconds

Tx delay: 2 Seconds
Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Chassis ID: mac - address
Port State Optional TLVs Address Noatifications
te1/0/7 Rx and Tx SN, SC None Disabled
te1/0/8 Rx and Tx SN, SC None Disabled
te1/0/9 Rx and Tx SN, SC None Disabled
te1/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
“ % T14@T7 ¢ v h “x TEt "t o
o c m = e
Timer ch "tyE_~o xMmho mt to p[EBE ~ "€y Y
e U TUVE T e x (TThTinteToLivg™ —Y ¢h e a” 0"
HoIdMuItipIier m t “ 3 t : e _otoho o e Xx ' eo x h >
o m ¥ hTorkE Tirmer* Hold Multiplier.
L c h “tafE e a ™ T 'Ee o e h a 'yoyt o h d Y c och th *~7
Reinit delay com .~ o mo mo@f " e [V 5t
c h Tt T h > x a ’ X com ™ " x Q"da 3y c eh
Tx delay h o “ee . 9 “a e e Ya e v - e ~ o m
Port "0 a ) h coh t ™
State ’ a h~%ot. coht~ =~ 7' choto o ™~ [[ 5t
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. h .o . “ opac.g . ¢c[{ +
¢o a o e e ~ : e YY
. pDTLc*m"e coht"™
Optional TLVs SNt . mt  aew a vy
SDt i c m ™ e o m m t a
SC[ o a o e omt m m t a
Address s ® h m X mtho m t ‘z_omdn € hY;)*‘ tm 'y
Notifications t_T h= ' 5" 7e"ch e x LLDPo a 7 e Y
o] A S = e oha™ g O o m o m e 79 Xxmtho m t "9
console # show lldp neighbors
Port Device ID Port ID System Name Capabilities
te 0/1 0060.704C.73FE 1 ts -7800- 2 B
te 0/2 0060.704C.73FD 1 ts -7800- 2 B
te 0/3 0060.704C.73FC 9 ts -7900-1 B, R
te 0/4 0060.704C.73FB 1 ts -7900- 2 w
console# show lldp neighbors ten gigabitethernet 1/0/20
Device ID: 02:10:11:12:13:00
Port ID: gio /23
Capabilities: B
System Name: sandbox2
System descrip tion :24 - port 10/100/1000 Ethernet Switch
Port descrip tion : Ethernet Interface
Time To Live: 112
802.3 MAC/PHY Config  uration/Status
Auto - negotiation support: Supported
Auto - negotiation status: Enabled
Auto - negotiation Advertised Capabilities: 1000BASE - T full duplex, 100BASE - TX full
duplex mode, 100BASE - TX half duplex mode, 10BASE - T full duplex mode, 10BASE - T half
duplex mode
Operational MAU type : Unknown
~ % T1B@T ¢ m ™ e h x TEt "t o
o c m ™ e
Port 0 a hcoht™
Device ID "a 'y ".‘“*ia!ry\ mo m *ee ) xmtho m t -
Port ID n s et " toh coht ™ mom(*e ) xmthomm
System name .. mt aeo a'Yxmthommtn*
Capabi"ties ]~ eeo c o o cC m . - t t c xmt h o m t -
Bt - o m(Bridge;
Rt :*h "hxt ~~toh gw2dziSND
Wt o ;_ " 7 o-Fi(WLAN Accéss Point)
Tt . 7. oe 4¢SSt SLIK2Yy SO
Dt DOCSKSm t h o mt o o5hy/ {L{ OF0tS RSOAOS
Ht .t o xmtho mt o 61 2aido
rt _o_toh t TE SwSLISI G§SND
Ot ¢ e = mt e AGhiKSND
Systemdesgaiption c m "~ e mo m e 0 xmtho mt
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Portdescription c m ™ e coht ™ m o m " e 0 xmt h o m t -
Management address |s " h m xch ™ 7 e 'Y xmtho mt o0a
Auto-negotiation ¢ch T 7Ty t 3y co”™7 h LT tmyyy & T toa”it
support
Auto-negotiation ¢ch °~ ~wy t 3y T0O;, e~ T co”T hr o ot
status coh t”
Auto-negotiation J¢ch T h7y ta .y co " h R xe_ e, ..
Advertised e 'Y coht”
Capabilities
Operational MAU T 4 altkmtho mt 7
type
5.17.8" " mt h o - c hoto o —” h! a
EthernetOAM(Operation, Administration, anéllaintenance, IEEE 802.3ah *x e _xh o e Yy _ " e
c h o " ™"ee . g ch “mt~ ~ YOt mo ¥ o c hoto o aoe
c h o e oha® ¢ 0 momt o "Ye “ e~ T a T X e
9GKSNYSi mco TVE x Otm 'y ¥ To " ex.mgt L d oot b T™o Rleg -
mt ™~ e ™ ™ ht L999 ynH®ol KO
.0a“e”® . hod@é a ” x he*t ¢ h Etharmeet
¢ ® ™ ¢ hom~ oa™e " eoe mt k be*t g h Ethern’eta
console (config -if )#
- F A;]_SE'['“ .0 a e " . lo( e . a "' X he "t @ hx E(thgrmef’
oa™e"™ "™ o ’<e*</_\K: ] m t
co X a o : < e L
ethernet oam tpt —O- J¢_"T0; tE co”" h” x 9UGKSNYySi
no ethernet oam — ‘ t_"0; .t E 9UKSNYySi4G hta e~ _
ethernet oam linkmonitor "mt”ectoppo o7 . mt ~ o’ To
frame thresholdcount 6¢c h o™ xmt~e™ Tgtherfief oam likmoniter ~
count: (1..65535/1 frame window).
no ethernet oam linkmoni- fommt " eefE ; e ~ co xao T-%"e OO
tor frame threshold
ethernet oam linkmonitor "mt~e thg a eeo choa *xto 77
frame window window window: (10..600/100 [° ~ "o &
no ethernet oam linkmoni- am fommt ~“eefE ; e ~ co xao T-%"e OO
tor frame window
ethernet oam linkmonitor "mto~ e ctofo MY T LT F RALIBHNAC2 R, 06"
frame-period threshold xmt™~e™ o a™ egtherpret oam linkmonitor frame-
count count: (1..65535)/1 | period window).
no ethernet oam linkmoni- fommt "Ee™ . e ~ co xaoT:."e OO
tor frame-period threshold
ethernet oam linkmonitor "mt™e thhg a eeo choa ’*xto . " 7
frame-period window win- ) ) LISNRA 2 R mdo &
dow window:
no ethernet oam linkmoni- (1..65535/10000 fommt ™ eteE ; e ~ co xao T:."e OO
tor frame-period window
ethernet oam linkmonitor " mto~ e ctopo Y T LT F RALIBHNAC2 R, 06”
frame-seconds threshold count (1..900/1 xmt™~e™ o a™ egtherpret oam linkmonitor frame-
count seconds window,. ™ . _x ¢ " " 9
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no ethernet oamlinktmoni- fommt ~etefE ; e = co xao ":%"e OO
tor frame-seconds thresh-
old
ethernet oam linkmonitor "mt~e thg a eeo choa ’*xto . ° 7
frgrge-seconds window window: LISNR2Rn®
window
no ethernet oam linkmoni- (100.9000y1002 ™ Commt ~etefE ; e ~ co xao ":%"e OO
tor frame-seconds window
ethernet oam mode {active "mto~eht E a h* %ot choto o™~
|passive} _active-[_oaaxt"toh comto 'Yeeo otc
T /active -passivetr _°aaxt”toh e® . e” 't otec
ch e T h!at5)] mo .m¢th
no ethernet oam mode fommt ~eée’E ; e =~ co xao™."e 0OO
ethernet-oam remotefail- ¢C_T0OrB T h_x o ¥ h ¥ o fF | xA fndz)
ure T/ —0; .- =
no ethernetoam re- - ' fommt ~ eefE ; e ~ co xaoT-"e OO
motetfailure
ethernet oam remotaioop- ¢ _TOrrRT,h o x _réntote-laopback
back supported pt ~O- e
no ethernet oam re- - ’ fommt ~ eeE ; e = co xao T:"e OO0
motetioopback supported
ethernet oam unidirec- C_TOtEe e, O oFe hx’ e Yy o eo
tional detection tpt —O- Fr  choto o™ 9{HKSNYSG h! ad
no ethernet oam unidirec- - ' fommt ~ eteE e co xao T:"e OOQ
tional detection
ethernet oam unidirec- ch "thge™ ¢ O _ocaaxt~®toh~ e~
tional detectionaction {log m_ Y EY
| errormisable} -logtotech~ —~ fbhbat {NIJ LI R
T /log -errordisabler ¢ _h _ _o" coht* RpaAmaP
"c*m'E“ xhe*"* otch"‘“_‘ {
no ethernet oamunirdirec- fommt ~ eefE . e ~ co xaoT:."e OO
tional detection action
ethernet oam unidirec- ¢_~"oj, thEmm e . ~h > a och 7
tional detection agressive o"eoe”ch~ T eeo m Y @ [mT
—_— c _h mt~ Qt ch go ’m*oto’E" "'g(T'L’p’KﬂgeN_\yg(j
Tht_"0; 9coa ;‘(tm’Y_"_o*eoe‘ch‘“"‘(e
no ethernet oam unidirec- fommt ~ eteE ; exao To"e 0OOQ
tional detection aggressive
ethernet oam unidirec- “mto¥ e thgE a eeo et h =7 "7y
tional detection discovery e” cohtx @
time time p a .
no ethernet oam unidirec- UAYSY op@ fommt ~ eteE e co xao T:"e OOQ
tional detection discovery
time
.oa~e” . rivilegedEXEC
¢m oa~e” STomt xc e T 7Y ch ¢ "7 - ® chhoo n*e e oo

h privilegedEXEC

console #

* e ok O -

_

ao
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"7 71527 .o a " ! pgriilegedEXEC
oa™ e "™ "™ ¢ ’<e,_: ~K ] m t
cC ox a o , e < @ ooox <

clear ethernet oam statis- ogmt o mtt’Et omot x  T9TUK SINYS U™ ehel ca,
tics [interface{giga- gi_port: (1..8/0/1..48);
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oam discov- ot o™ hm™mogmt o "Ye choto o™ 9{K
ery [interface {gigabitether- gi_port: (1..8/0/1..48); |, et .h _  m" &
net gi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oamstatis- to® hmi@E“t mt x o a e~ choto
tics [interface{giga- gi_port: (1..8/0/1..48); |© Y x _~ "~ eeo o et h L ¢
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oamstatus _to®h®"Emtho 9UKSNYySi h!
[interface {gigabitethernet gi_port: (1..8/0/1..48); |, et . h . m~
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port}]
show ethernet oamunimdi- _to®hmmomto ve a g~ e a ™ och
rectlon_al dt_atectlon [inter- gi_port: (1..8/0/1..48): o eoe™ch™ ee . g m Y . Y
face{gigabitethernet ) :
gi_port| tengigabitether- te_port: (1..8/0/1..24);

- . fo_port: (1..8/0/1..4)
nette_port| fortygiga-
bitethernet fo_port}]
ethernet oam remotdoop- STexmt t E cho gyfirm” T mm &k
back{start/stop} ethernet oamremotef 2 2 LJo | O e~ x _~
interface{ gigabitether- gi_port: (1..8/0/1..48);
net gi_port te_port: (1..8/0/1..24)
ltengigabitethernet te_port

a h c o e . e Y oa~e"
A to“h~  t'E momto Ye gigabiteteetnetl/0B: " 'Y coh ot "
console# show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection:  not supported
Link monitor:  supported

Remote loopback: supported
MIB retrieval:  not supported
Mtu size: 1500
Operational status:
Port status: operational
Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:f9:4b:0c:00:03
Vendor(oui): a8 f9 4b
Administrative configurations:
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PDU revision: 3
Mode: active
Unidirection:  not supported
Link monitor:  supported
Remote loopback: supported
MIB retrieval:  not supported
Mtu size: 1500

console#

5,179 " m t h « h o o CQFM{Connectivity Fault Management)

- J—

EthernetCFM(Connect|V|ty Fault Managemen}, IEEE802.1agc h . " omt "x e t e ™% 7Q

YS co m xm¢th*m eyﬁ{ QUK@NySugoma' oYY oetho
~ ho “t 'E cho® ™ ae . X omomot m t e t ¢ ho ot
Y m t (0
hoto o oc h h x t m ™ " x Q" a c o e 'Yt Ya Y
A Maintenance Domain (M) x ; *mto ~m t 5 chkca™" Ty T 0" e a oc
A Maintenance Association (MA)m o o xceomt 'E _oe e . g to .. ~ 5a9t o
o e~ o _._ "alell5 gal"AYdSylryO0S ! aaz2Oil_iA2ye LR Sy
m* T
A MaintenanceassociatiorEndPoint(MERT _°o e fe@™Yy* m h m~ 3 h*mco 7o’
e, e T
A Maintenance domain Intermediate Point (MiPf h o a ~° x t o ;"eo™a’y e ~
.0a™~e " h > a ~ o T Y T 'Ee o 0 o e X h h o e Y
¢ ° " c¢chom~™ oa™ e " eo mtho h ’ a "~ ~o ** T'Ee o 0 o0 e
console (config )#
“ ¥ T15BT .0 a ~“ e * h —d ¥ & ™ 'Ee o o e x h ~* ¢
.0a™>e" ™"~ - © '<e*<AK; ] m t
c o X a o , < @ hd <
ethernet cfm domainname L0 t"E T mamee)EFM oa e” gab5y
[level level] name:(1..32) {yltYyS8Sn _t_ cechh> a _—oe  xh ho
O . a_ o 7o -levelt xho e E [ Ca "oa e @
no ethernet cfm domain level: (0..7)/0 Tt T@EM oa e gablname, @ e @
name
.0a™~e " h > a ™ 0o e x h h o ~ e Y T ooa e
¢ ¢ hom~ oa™e " eo mtho " oa :eh a o e X h h

console (config -cfm-md#

* % 716547 0 a * e " . h ’ a ™ o@FM“oa(hMD»o()"e Y
e ™ - e =
.o0a~e”" "~ "o ‘,\Km ] m ot
c o X a o ' < @ " ox <
i nsdns| name nam ~ ET et * o ah e - ; T
d { dnsdns| name name name: (1.43) a o " . L. N /] Caasb5oo )
| macmac_addressaum- dns: (1.43) & o Hdao Lt EY
ber| null } T o -dnst dns, 2 YT
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mac_address :HHH | -namet t A, _mto ~ 'Yy mtho = T
TH:H:H:H:H:H TH- | -mac_address number MAG' ©h m ;. m To o
H-H-H-H-H °(et _“toh "o a e ™ T
number. (0-65535) -nullt b! [ Tooet _ T toh @
no id .° xao Tidfjame
moot o tmt x"mt~ed@ "~ 5 ceo xao ":"e OO0
" o0 a e ~
service port
{ vlarvid vlan_id| L0 UBFM b om bal g . ch Y
namenamel h . a _oe x h h o . e Y m h .
numbernumber}
no service port St CEEM N M Gal oo
service vlarvlan na;l:n(_lld;%..me?@ o]0 UTERM by gl O Y "de[el.h o m eo
{ vlarid vlan_id| nurﬁbe-r.' © é5535) Wt Lymg_tv_ h_ a _oe  xh ho ~
namename| m_ h_ ~m® ao’ 't T .t 'EY
number number -vlan_idteoca h [ 1 bT
-namert t _mto“"'ymtho_‘T
-numbert ; M To o **(et‘ . _ T toh @
no service vlarvlan_id ST TOEM  h o mehggly Teeo o 4|
Dt YyPYARNn ®
mip auto-create [lower ¢_TOfEtoa®tmo 'mTeéhoa *xto ;e
mep-only] m_h m* SgalLtou® Hhoa(’xto e .
i r t oa™t e " .m o9 coht® 5% e~ otoh 5 ¢
mo % e ot|" o ¥yt  TUEe . éploy'ae(rfh'mz_f’?oj;
mc m_ " ecohotgh 2 X mo " *e™
no mip auto-create Tmto” e te’E ;e co xao T-"e O®
oa™e?-" h ’ a "~ ame h mh h o ~ e Y
¢ ® ™ c¢chom™ oa~e"eo mtho " oa [ a o e
console (config -cfm-ma#
"7 T158T . Tert oo aT  _°CEM  hX TMAfTo 6T e Y
oa™e" ™" € . e/-: L ] m t
X a o ;T e . a <@ . <
continuity-checkin- “mt*etoR t  h * ™ Contirity Check o o R
terval interval interval: (1, 10, 100, 600} 0 ‘ -
_nocontmwty-check Im “mot o oetoR co xao ~:"e O
interval i i R '
direction down “mto* e et h” —~ e _oe peo t o
e om0yt
no direction down T "mto” e et™g h T e _oe ;eo0 to
Comgo Tyt
efdnotifyerps C_A*'OG'EChX" Xoaé‘oe*e"hx > a e
momto 'ye T PRPS "~ mo eventsprO‘ﬁagatlonllnk
1/ - _"T0; e o|failure/lrestore, e~ hx * e F m Yy e otmtho
c o a o "Chrinuity Check Protocol (CCM)
no efd notify erps Jt_T0O; ,tE otch™ x x Toa T e
mepid Jo T~ t gex Qeoxm h ~m* 5a9ty m
A rQ T "eeoax m h mx o
J]“eeo _0a"e°o omx " mt
id: (1..8191) V a9t _ m _h mx a9t mo 7
ho ~e 'Y et h M7 P
no mepid T TB e x @eo xxm h m "~ a9t v o
mip auto-create { feo Ax'a.o ;t‘e' ¢ _TOfEtoa®tmao "hteoa x to -e
lower-mep-only | mec o E" x n  h mc saltod W o a K to -e
none} m oe X h h o . - !
Ethernet o a a x t ™nt o thMES23xx, MES33xx, MES35xx, MES53 185



HELTEX

,

"oa e"™* 3y _|mo “ Otmcyo kU™ gy e _otoh . g ¢
e ™ g0 " tm 'y m| " o% 'yt ~Ee c ™ h™a h Y
i lowermeponlyt , m _ T0O; "  t e c
_otoh.o X mo - e~ _oe
i nonet € mo - ° ~ “t '~ t oa™t
to . ~ om h m” faltyd
no mip auto-create "mtTetdg” ; ceo xao T:"e OO
.0a™~e " h > a ™ 0o e x lEthdrnet ~ e Y e t h m ~
¢ ® ™ c¢chom?™ oa™ e " eo mt h o h Ethernet eote h
h x c ¢ cohto Y
console (config -if )#
“ % T15@T .0 a "~ e © h ’ a ™ 0o e x Btheriet ~ e Y e t h
O A =
.0a™>e""™ "~ v« * <AK » ] m t
c o X a o0 ’ < - ox <
ethernet cfm mepmep_id
domaindomain name Lo t"ggr et h . m  o0oe .eo0o  tgd
service {vlanid vlan_id| mep_id: (1..8191); Toet o mepidfhove x " " T"eeo o m
namename| number domainname: (0.32) |"°c&a e ¢ _h go?7 h ', a _oe
numbe# m a o 7o
no ethernet cfm mep vlan_id: (1..4094);
mep_id domaindo- name: (0.48) . a 9
main_nameservice {vlan number: (0..65535). |~ " 7 T_'B e x @eoxm h m m~ et h — m~ @
id vlan_id| name name|
number numbet
.0a~e " h > a ~ o e X h h o ~ e Y 0o e 1 e o t
¢ ® ¢ hom~ oa™e " eo mtho " oa eh > a o e
console (config -if -cfm-mep)#
“ % T15gr .o a ~ e " h ’ a oCFM_o© e x hit eolo:o(MEPe Y
O 5 =
.o0a>e """~ v« * <AK . ] m t
c o X a o0 , < - ox <
active 0/ ~0- e C_ T O Rex@eoxm h m” 539t 0d
no active - T |"mtreode”t Ew xao T:%"e 00
continuity-check enable C_T0; ., e . Corttiruity” KS Q1 moo® " e |
no continuity-check ena- T/ _ 0 L.y - GOR * - c@ xao —-"e o®
ble * - Te < * 1 *
COSCOS "mt"etG'E*;ceh o h t t /Q{Zm N
cos: (0..7)/7. otch~ CoMinityy KSO| moo ™ " e Y]
no cos ‘mt‘eIO'F_e‘;cen xao’“;‘e (o))
alarm delaydelay ) " _"tYEet h 7™ o ® % h’ ¥y co o mt
delay: (2500..10000) e h ho *t o Emy - ~n Y ®
amgKHpANN t—— =
no alarm delay P mt "~ etop ;.0 6® o xao ;e 00
alarm resetinterval . " _T"t¢Ehoa o’ xht a e 3 co mt - e
interval: (2500..10000) | . 7, o T m*hom ~ ~n ®
ank Mannn ar = — —_—
no alarm reset mt " et ;. c@ o xoao ;e 00
alarm notification { all | ¢_TOxE  Toay ey och " T ee . g
error-xcon | remote-er- L /macremote-eror- L emo L.
ror-xcon | macremote- xcon -allt . mm o © . pefRDI, DefMACStatus, DefRemote, DefErr]
error-xcon | xcon | none } DefXcon;
-error-xcont t © T fEo ¢ . DefEfvor DefXcon;
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-remote-error-xcont t © TfEo0 & . DefRamote, DefError
DefXcon;

- macremote-error-xcont t © ’\”Egﬁ" - befMXCStatus,
DefRemote, DefError DefXcon;

-xcont to TE_o mo* .t  585F.02YyT
-nonet X T oa T e Y ot TQ; e .0
no alarm notification "mtTetdg” ; ceo xao T:"e OO
oa”e” . ‘rivilegedEXEC
‘,‘*° ™ c¢chom?™ _oa”e’ppivqeged@XE@o_* h("a”'
console #
"7 71587 .o a” & ! priVilegedEXEC
.o0a"*e"~ "~ € '<e*<,_\K: ] m t
c o X a o ’ < @ oo
show ethernet cfmdo- VI YSY 6mMbddol to*h1e oha~¢g © of x =~ ~eeoa
main [nam¢g - tot ' : -
. -~ P 3 ’ & -~
show ethernet cfm errors . JtoeThTeE oha® e 0O ° ot T _" o
choto o™ ¢
sho_wethernetc_fm to*h1e oha~¢g ©O o ~o ~ "Fe.g
maintenancepoints{ lo- T oe 6.5 to <5 m h m*  6a9t
cal | remote } - ’ T <t
show ethernet cfm mpdb YIEYSY omoddn
[domain-id { dnsname| mac—addressHAH.l—[ - to*ht1e oha~¢g O o choa *xto
name | namenamg mac H:H:H:H:H:H " H-HH- | e A, T T -
dalLt o Y x e eo 0 o a e
mac-addressnumber| H-H-H; - ' ‘
null}] number:(0-65535)
s_how ethernet cfm statis- T to®h CHEM LTt mt x T,y om gt
tics . 1 . . — L
show ethernet cfm statis- domainname: (0..32)
tics domaindomainname m a0 7o
service {vlan-id vlan id | vlan id: (1..4094) JtoThICHMt Tt o mt o x T TY ox vt
namename| number name: (045m a o
number} number: (0..65535)
show ethernet cfm statis- . JtoThICHAt~Tt mt o x T Ty x "o
tics mpidid id: (1..8191) m_ h m” 6a9t 0

51710 " " m t h o x e™ @exlink

Flexink T xe _®& _ 'Y _h Mo che "%~ e~ . ee~ 'y "~ 70 o mc .
oh T T mee fopdy’ (¢ amo_ Yt e "Fofo Skhanks] ¥t SAEKSNY S 0 [I2N
et h m o e 590 ° tm "y e F o h o “ e eo a momt o 'Ye
* h e t ohoa e t h m b
oa™e " . h ? a ”~ 0 e X IEthérnefE ~ ee t’Yh e t mh™ hmx™c ¢

¢ ® “chom™ oa™k " toa mt b e x h h o ~ e Y e t h
h x ¢c c . cohto Y

console (config -if )#
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—15@T .0 a ™~ e h ’ a o e x h h o e Y e t h m
oa™e" ™"~ ‘e‘,( *<AK_ ] m t
c o X a o : - < @ oo
flex-link backup { ¢C_TOoifilext Ayl e et h .,“mh ~ e e oea”
tengigabitethernette_port et h Jmx chet” B g | @MdyLB CT‘th Ed
| gigabitethernetgi_port | te_port: (1..8/0/1..4);
port-channelport_channe) gi_port: (1..8/0/1..24),
no flexlink backup { port™hannel (148)/t ¢ ._TOfExf Ayl e~ et h .Fm"ee . x
tengigabitethernette_port et h HAY] cFthSED
| gigabitethernetgi_port |
port-channelport_channej
flex-link preemption mode Tt tTfE, _meh co e 'yt et h o
[forced | bandwidth| off] flex-link:
-forcedt , m —, co ey~ my et h
o e mt“e(t "_t . e .a et h m o
-bandwidtht ¢ h , co " e 7yt m™ ~ett h e .a
T /off et h m m Fo TE’ chocxm eo
_off-[co°e'Y“”wm’Y et h _m omt 7
momt o 'Ye L. (0]
no flexlink preemption f . hexe™; e co xao T:"e QOO0
mode
flex-link preemption delay Tt t"Eh ay ot ¢ h g0 "™ ot TQ; e
de|ay ZdZLJI’]Z co cho’(mt otoho 0
) xmt ~eo 7 e e ofexlink preemptlonomgde
delay:(1..300/35 delaytc h o _h_a e 5 om__xe-®-
no flexlink preemption f . hexe ‘E e co xao T:"e 0O
delay
Loa~a” @ a* |INKOGAtSASR 9.9/
¢ ® " c¢chom™ oa”'e"'ppivﬁeged@xE@o h ’ a ~
console #
C 7Y T168r .o a e’ EXEC ., a~
oa™e" ™" ‘e"< *<AK_ ] m t
co X a o DT < @ o<
show interfaces flexink
Eilfettarllleer?]]e{tttinggm . te_port: (1..8/0/1..4);
, _porti g gi_port:(1..8/0/1..24; | _ o "t B e xh~ ¢ ©O-inkxe _¢, k£ Ft8§
gabitethernetgi_port |
port mhannet (1..48)
port-channelport-chan-
nel}
51711 " " m t h o x e™ gayer 2 Protocol Tunneling (L2PT)
~ x e _"Yeayer2 ProtocolTunneling(l2PTjc © ~ _ oc”h"yg ctxm _~ t 'E m “oh ™ "*Te |Je .cg”
choto FmDa‘; m t 'E ¢ ho - B h*z;to co o Ty mt chho
[Ht¢ e “cmx T hx t t 5 t @ It zh t: e o a he"d‘eaa%;hatx.
ocoaaxt®toh ¥ ot oh o’ s t m c C’“""Ee e Y cm X
c o o Ty ot co TE"o ot ~'Ya - © h(h'b"eYtE "omat € ©Oh gy
.0 aaxtmt o pNMESOOO h omt o “ayQte em?1 me"m”ﬁxo’ ”"*te’E. c

c hoto o]

TACP, L{DPASS

- o< <

t
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h a h
|m ™ A’O; ct P t[o|_£_t¢¢f"z° Ty oaaxt™toh [ S /
m Y ox O" ® h 0: X oe mo aaoa tx ht "y teo~h tlo e m o ® e e e “ c h "y
(._ m x §Aer h a h h"‘*ot.)cp X" @ @ha*[erY¢08Ao'a eme t a o ¢
c h m*“ e ™ " 'E m t JE ¢ ho ~ ® h ~ ®
A
PDU
CeTtb
nposangepa
[ rou] | Switch 2
PDU
D B
C
m x BA4q h a h h %ot . X e I [ Ht ¢
s ™ o0h t a h * % ot X e ¢ oe™ ™" m ™ " x QO Y
e _~emx Tye, YY
1. Sm [ W t5! ¢ _h _ o ~t._ ~Otmy e” [t
2. o " m m|pPToac™h ® ’.E'Yottc[[_m)d‘tohoax moot pPpDYmtc hxo t |/ h

hy ts  T0O; . e T e” Ho DU XiEtho ot offfial WINPiR Ot
e

0 o.ch[oHolo"* '

ImE&”"mtho TO5S &Y

* - —. —

- .0 .m coht . t[ 1 bX e~ _otoh.oﬁ_’“'g;":";eho t x ee
- o om coht . [ ! bZ e "~ _otoh . g . T0;  eo
. _Temx TLoh ot:_5":e"dﬂ 6. M Qom°DeSt.inmation_|\/|AC1‘h°<hmoa S . a e ece
txee{"'Ee mL’)cp
Jm"‘* e*mthom_'” “._""O;<e‘ztoy
-PDU_””"‘Ch(h s tm "y o*h %ot mo o t t mt x 0" [

! “emx TyYe YY

1. T o "ee'"@P[E’[hermat_”‘f mo X1 "%Jh @&bae™ - ~e” ~ayceh. c o Tq
ao " oa"™ d2protocotl dzy Yy St FRRINGA & PHg 9o_"tO; "  tmyY to TE
o T~ got 'y ¥ . e” o”eoa cohtidz/ySTtO;Hee = ~e ™ mmt haoo
o " § @
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2. h c h 7 ~t r “ch mOta¥e "my mp HY0 D P € me“;""""” c
co " m m2PTza x o bcohh *7ry ’\.C'Yndtc{HB’““eéo’“’\éoo tcg‘: o",“o c hxo 1
h v t ’\’O; e ™ - e ~ cohtx I m ot oho )
|2protocoki dzy'y St ° T ¢ h"o¥teoe oo 0% [ 4
Jm ®*mtho - ’“'O; e Y toy
- coht ¥ m __ 0 txo ;h<oe' o e”’_."‘"c‘ mcxo"":‘_IT o‘zﬁh*e’“e) . h ¢ 5 It m ¢ om
guard
Jm ®*mt h o ’“’O;:e”‘
- o] m c o h 't i[!bz e ™ ot oh o) f“@:Yeo
B “cmx 7 ho. ™ &ua . t 5]
- o] m c o h e~ ic[il.(brz.o ’“'o; e o
e “cmx ~> ho. ™ &a t 5:
.0a™~e " h —™¢ & " 'Ee o 0o e x h ™ ¢
¢ - “c¢chom?™ oa™e” ew * “ntPe o ‘o oe a%h~ ¢
console (config )#
“ % 7167 .0 a " e ” h —6 7 'Re o e x h * ¢
.0a~e "~ "™ - © ! e*;\K: ] m t
co X a o : < @ . w e
I2protocol-tunnel address ) Tt ETQlL Meer e Y T TY txee @
{mac addres$ mac address:
= (01:00:eeee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:08 T e o T - . o xao —
no I2protocottunnel ad- 01:00-e6:ee:00:00 . E ;
dress
.o0a*e”" hoe a ” x he*t ¢ h m - guKSNyS[j
] o h e ce 0 a e t h m o T eéE\]|-.V‘UZEN$§
RAa&AlIOf Sud
¢ ® “¢chom?™ oa™~e " ewme mthlce”‘tgh EIHEI’ﬁEE aet h m
cohto Y
console (config -if )#
"% TleRT .oa T e " noe arxhet e h Ethernet
oa™ e """~ - © ’<e/_:<K_e ] m t
X a o ;*e (@) < @ -
fHLINE (@ @2 § Sififd - O L ¢_T"O0O;E h_€__rmacmx T'Yeg_ BPDU._  t 9
puf € IRAL3Dh &paih apda i T/ ~0: eo
pO RUR (U@ QLD FLI — '
dzR U RAURIA LI NI



DHELTEX

Y FHLINE (@ @& § SiiLJ
f 1 LS R ik Rpaih ap
LIO pG@G RUR (S GuLd

LI AR {1 RAuRIA pIF
BNMILI

“cmx T

YRPDU. ¢ ~

f v LINBRidR2YO2502 a0 2 |

V2 {HLiNEZOR( O

cos: (0..7)/5

R

'E

e ™ - e
1< * <

/ POU - 5 -

~ et CRS e o e

c o

—

X a o

f v LINBidR2YO28ft R NJ
GKNBaK2t R 9aidlL
AatAv O HA A AIBA
RGLI p QiIKNB aIKI2

y2 fHlLiNEigORR
GKNBaK2t R 9aidlL
AatAv O HA A AIT0A
RGLI p SGLI p LI

threshold:

(1.4096)/ - _ "0; .

t hcop h o be "
h o [ | S

o 3| ~

m

cm;A'YCT: [0} Hh: c
hm . = 0Otm Yo

2 |

£ <
-me o homt
) A .

30

x e " x |

’ @ etho 7y m

o>|
=

f v LINRild2YO/RS f

& Kdzii RizkaNB 8 K2 £ R
1 OL) p 1ifd REHAUG
Load p ORLI p R
LI 3i8MNBaKz2t R

y2 fHLiNgyigOR
4 Kdzil RizkaNB a K2 £ R
1 OL) p 1ifd REHAUG
Load p ORLI p R
LJ- 3 LY

threshold:

(1.4096)/- _ "0 |

e

q t

brivileqedEXEC

~

9 ’ ™ c¢c h om

console #

-

*

1687 .0 a &’ ! pgriVilegedEXEC

o a”™ e "ptivilegedPXE@ o _  h

oa™ e """~ c o ‘xa*o:‘-‘ i mt
show I2protocottunnel _to®hte ohal2RT OY.~ "“eeo b
[gigabitethernetgi_port| gi_port: (1..8/0/1..48); |, ~" T Yh . @t _h e ~mot oh .J3O[2 ¢ M
tengigabitethernette_port te_port: (1..8/0/1..24); |, et _h ,m.e x_ T " Te
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port| port-channel group: ( 148).
group|
e e o b ~ m

clear I2protocottunnel

Lo

MR T U EPT, XY

isti i i B t h e “mot o h . 30" m =
ngztrlfls[glgabltethernet gi_portf (1..8/0/1..48).; . }Y‘“{ 1 ] ( - e __ i ,_2 _32),21; ¢ X[,
s te_port: (1..8/0/1..24); -
tengigabitethernette_port fo. port(1..8/0/1..4)
| fortygigabitethernet A .
fo_port| port -channel group: (148)
group|
h a h c o e e Y a ™~ e "

ot h

console(config)#
console(config)#

|2prétoctottunnel { h e

I2protocol

*

™

<

- tunnel address
snmp- server enable traps

-~

~ ot

01:00:0c:cd:cd:d0
I2protocol - tunnel

A "mt~eoxee¢e EMBEGS." h 'm ™ : 0%2:00:0ccd:cd:d),__—0O¢ tt ESNMPtraps
' -drop-threshold, shutdownthreshold.
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A ¢ -0 ;h t’ 'E a t x e e ~ ho e Y x{m¢tt”’ eeo”™ CoE ~ he ™t :0 me .t 5 :
h = e . a n> ’“’O; t E oetho TE m o homt 50 7 y” 7 ¢
console( config)# interface gigabitEthernet 1/0/1

console( config -if )# spanning - tree disable
console( config -if )# switchport mode customer

console( config -if )# switchport customer vlan 100

console( config -if )# I2protocol - tunnel stp

console( config -if )# [2protocol - tunnel cos 4

console( config -if )# I2protocol -tunneldrop - threshold stp 40
console( config -if )# I2protocol - tunnel shutdown - threshold stp 100
console#  show |2protocol - tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop  Encaps Decaps Drop

Threshold Threshold Coun ter Counter Counter
gi 1/0/1 4 stp 100 40 650 0 450
h a h . moo ¥ * e ) mh~ %~ t ~ e t h h ~ Yy
12- Nov- 2015 14:32:35% - | - DROP: Tunnel drop th reshold 40 exceeded for interface
gi1l/o/1
12- Nov- 2015 14:32:35% - | - SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/ 1

5.18 VoiceVLAN

VoiceVLAN m ¢ o TET <yt m 1yt ) rPQé?”W ¢i‘32“~e* Y o ot T|p-TTEex O +[ !
ao xt Tert:EeeXtyp2f xt . “tT"ygch abh™*mm " @~ FheyYoteom Yy g
" hyoe T o hx ®o® ™ e hw -t mQOyganiZationalljuhiqueldentifiert ¢  h . wn Tt
MAG " h m~* 3 otch™ t TYP " Tefo mgo” +i2 X1MOSe g 1 he * Tcyo b
comtx_c’“‘"‘m(hth: L -t”*’_“‘*oetf “+ xS io[c!hb<"‘<’“’Y<tm'Asz " ch
_[e,.ee_m coht ¢°*~“A'Y<tm'Y“° [ !'b _7 _ GF33SRD
VoiceVLAN h a e a Y m"<*><'0"'* 2 Mmoo _aYy
- Voo *ohx "o ~ e e*mth~™ ~ tm Yy ;to’:“. h *mm . ™™t
i[!bz e "mthoaextdtelhf
- Voo *ohx "o ~ e h”‘hnm."“ée_t:’”ehlsqr?tq)c omt h t h ™o t

* - < © *

c h mx t mt X t oc & ‘W McooHaoé"i’E[’Qbonglbooa”xtmt;homm

e~ e~ . t m ¥ 4[] 1 b TY(VOICEVRANP _ ho _  th=~
ec *mOUp_ho . '“o 'Vp||no<*"6(hmx ’ 0'“0"ae“e’Y*21x 'O"‘* 9 e h .e_< Y
Oul - h ac*h o : o ” t
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Phiibs
00:0F:E2 Huawei3COM
00:09:6E Avaya
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-
V- +210S +[ 1D a o’ t * t 'E "~ t h o ~ e e ~ c o h
‘ ._.h* e 'evoice(VEA*Ne*”‘ mtohoe( o_oe<,eo'o o] o h
v co TE" o||qP_”'métho ’\* t _DHCP. -
oa™e”" h —0 * 4 —'Ee o o e x h * ¢
¢ 7 “*c¢chom~™ oa~e” ew ¥ “nt'He @ ‘o e’ a% h~ g
console (config )#
T 1647 .0 a * e " h —¢ * a4 —'Ee o o e x h ™~ ¢
R 5 =
.0a™>e" ™"~ v« * <AK‘ ] m t
c o X a o : < @ L
voice vlan agingimeout “mtoT e ttg a” xt T 7Y coht” 3 oyan,
timeout Im = m coht""”eaoyoe h a oe
. OUIVdPe o hx "o ~e Yy to @G2R08
timeout: (1..43200/1440 | .~ | ~ " .
novoicevlarag- Commt ~ ete'E : e c o xao’“;"e (o)
ingrimeout
voice vlan cogos[remark] “mto” e tJEo "ex QO o h 7 Vgicé VLAN t
mo ot tmt m  \RiteVLANCOSE ¢ ¢ .m a
CoS
cos:(0-7)/6 remarkt "0 er @ *hCpe® " x _* e
th~ — 22A08 +[!bo
no voice vlan cos fommt ~ eepE ; e =~ co xao T."e 0O
voicevlan idvlan_id "mtore tEet " toh +[ 1D Y
no voice vlan id ST TCE et "toh [ 1 p 7TV
vlan_id (1..4094 1T T e Y T et " toh
V ¢ch * ~h t TFEeo ot ~TQ; t
e ™ m a ¢coht™ g
voice vlan ouitable {add Lo~ _dhE T~ _t th*® ™ tgR h|! L
oui| removeoui} [wor A -ouitc N . o ¥ htm=~ g1/
|  [word] word: (1..32m , a _© LT o
-wordtr o ¢ m~™e 2 dzA ®
no voice vlan outable ~Tt TR co TEro Yt TUEmt Y T gl.d
voice vlan ouitable auto- Lo o T tE _TO;, tE " tOUR "t
learning t*" " ¢. e” omepp  ch eyt . g
0/ ~0- e V Jh, meco TBonrtseculity © mo e ™
- = e to"'E_o  maxaddress .
no voice vlan oui-table fommt~eo t'E "e” . e  CcO xa
auto-learning
voice vlan secure mac "mt~eo tE T CcMAGtT e "mo X :c eh
learning Tt _otoh .g mo c¢cOUWCt Tmeg. “e
T/ "o; e_oaaxt"'toh > VEANI h o “ e e
no voice vlan secure mac fommt~ eo t'E "e” . e ~ CcoO xa
learning
voice vlan state {ouena- ¢ __TOp tt_E ‘OVoice VEAN.
bled | disabled} 1/ -_"0; . ¢
no voice vlan state ¢ hext E "e~ . e ~ co xao T."e
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+

o @

LDat

t o IGMPSnooping - T _t

{y22LRAY3
T otmy

a o’ t

*

mco TE"o0

T NGMPVL, IGMP2, IGMPest

h m

,gxa_gf\Xchg

T UE®Y_ 4 b T

. O 'Et b doririge mul-

.0a™~e " h o e a ® x he*t g h Ethemé’t
¢ ® “c¢chom?™ 0oa™“e " ewme mthke“ g h EEHEI’ﬁEE aet h m
c ohto Y
console (config -if )#
" T16BT .o a "~ e ” hoe a~xhe"tgh Ethermef
oa™ e ™" o © pe ;\K: ] m t
co X a o : < @ CEE
voice vlan enable ] . ~0o e C_TO#R2 A0S £[lph T T coht ™
no voice vlan enable .= T t_ "o A0S x[!b T 7Y coht"
voice vlanauthentication o ooh 7t 'BJ/oiceVLCAN  _exo h ho "t E
bypass enable “xt et 802 e, O
V’ T x e ¢ ho e *™ o™Ff *“"hyt ° adotlx
TK__- 09 e host-mode singlehost, multi-session.
no voice vian =~ ch t t 'HoideYLAN exh ho ~t°E
authentication bypass - S « o p "
xt et - Ke, O ynHowm
enable :
voice vlan cos mode {sfc ¢_TQ@gENM_ _ho _x th~* o y* "oy
all} T /src Y mtte e
no voice vlan cos mode Commt ~ ete’E e co,  xao T."e 0O
.0a”e” . rivileqgedEXEC
¢ ® ™ ¢ hom~ oa™e °pFivi1egedE‘D(E(D 0 h ’ a "~
console #
T 7 T166T <0 a @ 1 prijileged EXEC
oa™e """~ e pf </_\K: ] m t
cC o X a o , < @ R
show voice vlan type oui Lo _ " "t E _oe  \oltéVIAN QUK ¥ & "¢
[dynamic] T -dynamict ¢ o _ " "t 'E _oe  \kieeVLAN O
coeTa, .M OUR TF T me,
5191hxcco =y = "h m~g¢g Y
5191 xe ¢ Y comh “e ~* choto o™ | pDat OLDat
_Xe_e*'Y LDat {y22LAY3 mco TETx tm . m _tYo
{)/QZLJA)/H Y Y tmy c¢h Tomt ™~ ~ e aeo o™ " h me o

- ticastfilteringé™ o — e .~ t“'_g“*'d;m gh= - "5192 h~ T ~hxcco
¢ . .multicastaddressing).
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DHELTEX

“mco e "™ * e cu)ch"‘to"“@; e ocaeodq .a”™ h m e a ™ h "hx
m —~ > X ,O - O m o L ot ’YO Y
T IGMR™ “ ¢ h om c h e 'Yt e ” cohtx T
[ ¢ ProtocelindeperidentMulticast(PIMPIMwH 0 ¢ h e "yt e” cohtx
[ choto_ o™ —aeo o "Distance Veetor MaltitasRotingtProtocolc |
oO5+awt o c¢h e 'Yt e~ cohtx T
T ¢~ t clacw!sq__{_q"‘(f‘h e 'Yt e cohtx T
i ¢ ™ _ ct ot o MudtiCast Open Shortest Path FiflfOSPF) h e eYt o h t x
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ - ™ chom?™ oa™ e ew* “nt'Fewh * g e’ a
console (config )#
T T16BT -0 a ™~ e " h ™¢ * a ™ 'Ee o o e x h ™~ ¢
.0a™>e "~ o "Ke_?‘,_\;; 1 m t
c o X a o , < @ b
ip igmp snooping ~h t'mco TE‘ o ~e xe ¢
co xao","‘e 'C—oaaxt‘tohoaq;
no ip igmp snooping . +_T0;,e"|="cth tEco TE- o e xe ¢
_oaaxt®™tohoa ¢
ip igmp snooping vlarvian id T h t'mco TET0  Toe Snovping ¢ | |,
vlan id: (1..4094 _oaaxt™tohoa TTY T Teeo o i
co x_ao’\.~e*'c_v|an_id-[’A<et*‘_‘C‘oee e o a
no ip igmp snooping vlan . +_"T0;,e"|*"cth tEco TE o0 "e xe ¢
vlan_id _oaaxt®tohoa " 70y "*eeo o
ip igmp snooping viarvlan id C_TVOgEN e”ch ™ 7 e IGMP Groum
group-specificquery suppress Specific Query ¢ o ht > ¢h Yy "ee
: t"f T e AL AIYL) ay22LAy3 3
— - vlan_id: (1.4094) — = = = Y Y =
no ip igmp snooping vlan Lt _TOE h e che” T IGRPGroupSpecific
vlan id Query, codh . 'y '“ee .mo T"heacc
ip igmp snooping groups
ip igmp snooping viavlan_id T*h _ mthhhocprtop m  t~*F a
staticip_multicast_address ,hxeco o 7 "mht "mt” g om Rt Th T
[interface {gigabitethernet . Shxece STy ot x v 0|
gi_port| tengigabitethernet -vlan_idt , ", et~ _" ¢ oee . eoa
te_port| fortygigabitethernet vian_id: (1.4094); -ip_multicast_address , h x ¢ ¢ g oh m
fo_port| port -channelgroup}] gi_port: (1..8/0/1..48) o.h o om™ e et h  mop o
te_port: (1..8/0/1..24); | L En ®
no ip igmp snooping vlan fo_port: (1..8/0/1..4); |~ "~ TR x ¢ c g oh m tTF 7 e
vlan_idstaticip_address group: (1..48)
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]
ip igmp snoopingvlanvian_id T h tTEYYY T Y eeo h xcc . £ 1
mrouter learn pimdvmrp h*"mco "e™ ~e cohto ¥ _ _0©
vIanid:(l..4094) aeo'o”’°h<me a ™ h “hxt Yt o
co_xaoﬁ;*e-vlan_idT*" et .,_~ e oee . eo0a
no ip igmp snoopinglan h= "~h .80 T"cth T EY "*"eeo hxcec . +[ !
vlan_idmrouter learn h*mco e~ ~e cohto 3 o
LIAYTROY NLJ aeo'o‘*h(me a™h "hxt vt o
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HELTEX

fortygigabitethernetfo_port |
port-channelgroup}

no ip igmp snooping vlan

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

ip igmp snooping vlavlan_id _¢h "te@ht oy _otohoax c¢of”
mrouter interface giga- aeo o™”"h meo  h*mm.~— 7 77
bitethernet gi_port| tengiga- -vlan_idt | 7 et _ " e oheex ] | P
bitethernet te_port| fortygi- .
gabitethernetfo_port| port- _vlan_.ld: (1.4094) X
channelgroup} gi_port: (1..8/0/1..48)
noini - I te_port: (1..8/0/1..24); = B — o h T« e o =
P 19mp shooping vian fo_port: (1..8/0/1..4); — R — . - —
vlan_idmrouter interface gi- group: (1..48) aeo o h meo h*"mm I ]
gabitethernetgi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}
ip igmp snooping viavlan_id "mto¥e tUEh t e™ och T T e
forbidden mrouter interface " e”a . m_yp _ " _ coht~ 3y
{gigabitethernetgi_port| a”h "hxt ~~toh aeo o~"h meo
tengigabitethernette_port | . -vlan idt | © et ~ _ " g oee . eoa
fortygigabitethernetfo_port| . vIan_.ld. (14094)
port-channelgrough gi_port: (1..8/0/1..48)
no ip igmp snooping vian te_port: (1..8/0/1..24); e 'Yt™E h t e” och " T e c
vlan_idforbidden mrouter in- fo_port (1_"2/04;'4); “otohoax co-° ~0; e arh hoxt
terface {gigabitethernet group: (1..48) h>mm .~ @
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}
ip igmp snooping vlavlan_id . ¢ _TOrfrR """ _h X ;-query ~ ¢ h
qpugriepr) ping - vlan_lcj: ‘(~1-24994);_ . _o_a*a Xt *t 0( hoa T e e ogm yi[ 1|
no ip igmp snooping vlan T/“O ¢ ’\”O' e~V _TOR T b x .77 squery ™ och
vlan_idquerier - b _oaaxt”tohoa =~ "~"eeo [ 1|
ip igmp snooping vlavlan_id ¢_TO;Ea IExXh m~* mto e |p
replace sourcep ip_address “"h m o m g ¢® t~\YLAN Da't
_V|anid-[k*(et*‘*_"e*oee;. e o a
- “ " hef otoh . ch¥ox " t ~
vian_id:(1..4099: .Q“B;CDSEQC'IE_ = - oo
ip_address: = e co xao~":*e 0O
A.B.C.D/0.0.0.0 V ;ro o ”Sé(iP?GMPreportC ho = o°
*x " Lt ’ i
no ip igmp snooping vian Jt_TOYE a |Ex"h m®  mct¥o et~ g
vlan_idreplace sourcep NB LJ2 NI v Treeo [l b
< ’“O;*t'EMA'G"'%rIsrm'To;ee"* x* o
ip igmp snooping vlavlan_id vlan_id: (1..4094); MAG " h m o m g5 ¢ _ t7gLAN
replace sourcemac mac_address: (H.HH™ | -vlan_idt , = et "¢ oee;. = eoa
mac_address H:H:H:H:H:H THHH | -mac address MAG" “ h,_m®toh . % x" ¢
H-H-H ¢ ™ __IGMPreport.
noip igmp snooping vlan T/ - _70; .| t_TOEa MAG "h mto e ~
vlan_idreplace sourcemac NS L2 NI T reeo [l b
ip igmp snooping viavlan_id T oh 7 UEMAQ T A mx mit|pe |
replaceinterfaceinterfaces . “"h m® mto -e  [GMPreport, ™ o ¢
{gi%abitethernetgi_portl _vlan_ld: (1..4094) comtxc™ Q" o _ 77 '”e‘g\ﬁEANmo _coh
tengigabitethernette_port | gi_port:(1..8/0/1..48); -vlan_jdt | 7 et . " ceo@eh +[!b

“ ¢ h t t 'BVAGE T e ne % m t|@r:eh

querier addressip_address

vian_id: (1.4094)

vlan_idreplaceinterface oh e mto e 0|GMF;];epoﬂz cc¥o m ttx*c §
interfaces Tt ree . tTThTWEANO

ip igmp snooping viavlan_id TmtoT e tRpm O LAt _° T"‘ > e” o
qugrlgrver5|on{2! 3} . /IGMPV3 TO t i h o . x " ox ot o dz$ N‘EA“ - tcEn?
no ip igmp snooping vian mto¥ e ‘te’E ; e €0 Xxao ;T e
vlan_idquerier version

ip igmp snooping vliavlan_id  ¢ch "t @ go "|pPr."h m 3y _otoh

mco TE"o
. E

_ Tt EmoY @ Dvadz® NS
otch™chomt. L Dat

otoho
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DHELTEX

no ip igmp snooping vlan “mto” e teEg ; e co xao T."e
vlan_idquerier address PP "h m e*mtho e 7Y +[I1 b3
‘*h(m” o mto e " LDat {y273
ip igmp snooping viavlan_id ¢ __ 7T 0O¢g hto'EIGMP Snooping Immediatecsave ~
immediatef S @S wK2 & t X VLAN, &~ ;;"tot Toht "o T e
dnterface {gigabitethernet e a " 7T eeo x*™" 7™ e °  hxcec
gi_port| tengigabitethernet moo® " e 'Y LDat fSI @So
te_port| fortygigabitethernet -hostbasedt 2 | o~ efastl@aven h ~ * ~ t .~
fo_port| port -channelgroup}] toa m~™x % 3y o "% m co 7
T “eeo0ax coh tx otc m™ ™ m'E o
co T'E" o ot - ® NG e ™ 0
V'ar}—id: (1..i0(€;4 L e " IGMPRrepof)? Spulrdiwm
Tl _ 00 8 - ch mco ~E- o ~e o
gi_port: (1..8/0/1..48); |, |nte;f?c;e;ast;faé F &8& mh ,.E+ - O A Ty
te_port: (1..8/0/1..24); et h m* 5 gch xm —~o 5
fo_port: (1..8/0/1..4); *Immed(iate[k él'j 68 e . ~0: e T A e
group: (1..48) VLAN). ‘ - b '
no ip igmp snooping vlan Jt_ T h @ (HGMPSnoopingmmediateLeave
vlan_idimmediate-leave [host- t_XVLAN "X _" " eeoa; me toah
based]dnterface
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port|
port-channelgroup}]
ip igmp snooping viavlan_id ¢_T0; .t E _x qepo. O CLUINPE&” e e
proxy-report [versionversior Jh . _"T0;.,e,, Hto  xe ¢
ch . . querﬂf@ét( t oott —m: ™at ‘B o
Ty mot vt ) m‘_"“Q e'thr’rr)e_gqni “NYDa
vlan id: (1..4094) mtTt o, omch g Hhoaa cTo@Qth Y@ .
version: (1..3) -versiont xmt e~ T 7 -t hm QO
c - t o [0} o xao T-"e () h m
ch*_"(T“'(a; e ™ _oaa>qlier”y_tc;r(1 c
no ip igmp snooping vian €. _TO;Proxyflgport, ©och = T eeoa
vlan_idproxy-report
ip igmpsnooping map cpe ¢_T"OpEcceet  ho ".e%c. hgo mop
untagged [interface Qn@ et h  mo . gdnik "~ " ee
{gigabitethernetgi_port| interfacer 2 “cc e T0O; o E'Yo "e'™ ee
tengigabitethernette_port| et h o m~g
fortygigabitethernetfo_port| . )
port-channelgroug] .vlan_.ld. (1..4094); .
multicast-tv vianvlan_id gi_port: (1..8/0/1..48);
— - te_port: (1..8/0/1..24); — = =
no ip igmp snooping map cpe ¢ ._"TOE cce et  ho -e e cmhgd T

untagged [interface fo—%?gu(pl(gloié)‘l) x ee. gt yRyy mo @
{gigabitethernetgi_port| interffacet @ “ ¢ ¢ _.e TQ; "t ot M'Eyxo "e ™ e ¢
tengigabitethernette_port| et h . m~ g
fortygigabitethernetfo_port|
port-channelgroup}]

multicasttv vianvlan_id

“ .

ip igmp snooping map cpe vian ¢ _ T QOgEccte ~ho ~eijdlGMP DD ¢
mvlan_id[interface TTY wvyAayyh o mo” e egldn icinteffacet
{gigabitethernetgi_port| a”cc e7Q;"ToNMEYo Te' ™ eeet. gh
tengigabitethernette_port|

fortygigabitethernetfo_port| m gt yPARY

port-channelgroup}] vlan_id: (1..4094);

multicasttv vlanvlan_id gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe te_port: (1..8/0/1..24); |¢ . _Tw®@aE cc e t hidIGNMR e . 3
vlammvlan_id[interface fo_port: (1..8/0/1..4); ""cechomo " TQHWQ et Mee .mo
{gigabitethernetgi_port| group: (1..48) interfacet @ ¢ c _.e TO; "t ot M'Eyxo Te ™ e ¢
tengigabitethernette_port| et ho o m~ g

fortygigabitethernetfo_port|
port-channelgroup}]
multicasttv vianvlan_id
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.0a™~e " h o e a ® x he*t g h VLAN”’
¢ ® ™ c¢chom?™ oa“e " " o m X\ ANE h ’ a ™
console (config -if )#
“ % 71687 -0 a v e © hoe a ™~ x he” ¢ h VAN~
oa™e" ™"~ o © p <AK: ] m t
cC o a , @ -
ip igmp robustnessount "mto* e teg ; e  xmto - omt
|m = e e ™ e“"'“"'o°"(tm’Y
count: (1..7)/2 xmt e o emeox f LTE eo @
no ip igmp robustness "mto” e teE ; e  co xao T."e O
ip igmp version {2/ 3 "mto~ e t Bm  Oc LDt _o 7" P
pg .p .{ ) T /IGMPV3 = Y p— -
no ip igmp version mto® e ‘e ; e €0 Xao e, 09
|p |gmp queryinterva|sec_ ~m to "“ e tt"Em a”xt y co _oto h o a x m
onds seconds(30..18000j125 |°e me o e . Teohomo.o m oA x T mot
m C(h 7"';* T’\'Ychon(h_ *o"’_
no ip igmp queryinterval " mto” e ‘te’E e co xao T-"e 0O
ip igmp querymaxie- ~ to” e at™g m a ™ T'Ee o _h a 'y ot
sponsatime seconds .
— seconds(5.H N U K M f— - - p— p
no ip igmp querymaxe- mto” e ‘telE ; e co xao ;Toe (OX
sponsetime
ipigmp|asmem_ “mto” e toET m t 0 hWEmamo 5 c|
bermueryrcount count . . . |_omaxt®toh och T Ty tg3Fg -to
count:(L.T Ok " & ™ 157~ e x cmt o o~ E a e o
— c . h _a mbustness ———————7— e —— —
no ip igmp lastmem- mto¥ e ‘telE ; e co xao ".-"e 0O¢
bermueryrcount
ip igmp lastmem- "mto~ e teg h ~ 7 “chom™ STy ¢
bermueryrinterval millisec- -
ongg ym milliseconds
. (100..25500)10002 m = - ; ~. - p
no ip igmp lastmem- mto¥ e ‘telE ; e co xao ;e (OX
bermueryrinterval
.0a™*“e”" hoe a ” x he*t ¢ h m ~ o° “ ¢ ” 'Esherdet e t h
¢ ® " c¢chom™ oa~“e " o m tx thedt ¢ h h 'm “ay
console (config -if )#
T Tleer . oa e . hoe arxtetgn Ethermef
.0a™e"" "~ ¢ '<e*<AK; ] m t
c o X a o : ¢ @ LI
switchport access mul- ¢_TOrgh _ e”ch™ T "echomppDagtm
ticast-tv vianvlan_id VLAN adz ViLANDF &G et h  m=~  h
] 7Y h ™ %ot " teeo xe ¢,
vian_id: (1.4094) .’ ipigmpsnooping . t o T'E_o _ Mualticast "
VLANE e o . VLAN ,etm__ o
no switchport accessnul- C._Ttf@  h erch” T TechompDagm |
ticast-tv vian VLAN adzf VIANDF&(G et h ~ m=  h
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DHELTEX

switchport trunk mul- ¢ _TOrE N e ™ ch IGMP ~“ec h o myg AN
ticastrtv vlanvlan_id X ;"mte otw® 3Y 3Yc ¢ m rI\/IultlcastVLAl\T -y
[tagged] et h h étrunkr] Multicastt h . _ ¢ _nh
e coh 't e ”hoﬁ"ee.a *’\*
. ot c"h‘ta dth“'h"ataerd( “'. - t e
vian_id: (1.4094) Multicast! a0e B o gf‘l e o tch = _<"'Yt
. MulticastVLAN
no switchport trunkmul- ¢ ._"TO¢E h e ™ ch IGMR ~ec h o mMalticast
ticast-tv vlan VLAND _oht - m_ —TQ;" tmy o hx
MulticastVLAN
switchport generalmul- ¢ _TOrfEN e " ch IGMP ~ec h o mi AN
ticastrtv vianvlan_id x ;"mte otw 3Y 3°Ye ¢ M tMulticastVLAN 7Y
[tagged] et _h h o m” &generah Multicastt " - _
c(h(*‘(the“ c o ht e t h o
. o m a omt & ed]g"h‘”’haf dt"h
vlan_id: (1.4094) X - - Méltlcasgg'm < Tt O%Q?e e
coht it ) hMqucast\ﬁLAl\P .
no switchport generalmul- ¢ . _TOYE N e ch IGMR “~ec h o maglticast
ticastrv vlan VLAND _oht ~ m —Q;" tm'y o hx
MulticastVLAN
oa™e" EXEC a ~
¢m< oa™e"” “omt x c e to T'E o = 7y c¢h ’“( h o
¢ ® “chom?™ 0 a™e "EXBEC mt h o h(’ a "~
console #
“*o17@r . oa et . h 0 a” 9.9/
.oa™e "~ ~ ¢ "e*‘,\K 1 m t
cC o X a o , < @ oo
showip igmp snooping . Lo _“"tB oha* g 'O oF  x . ee.g
mrouter [interface vlan id] vian_id: (1..4094) a”h “hxt T toh” g9 o x_ " " Teeo
showip igmp snoopin . o _ "t oha” e FOo/2A220ay 3 T Y 77
interfaFc)enga%_id P vian_id: (1..4094) e . h . (‘ IR (o} i /
showip igmp snooping Lo _""t'B oha* g QO oF x ;. _ee .9
groups|vlan vlan id] hxece” g3y x;”"mt x0O0" o _  hxe
[ipmulticastraddress vlan_id: (1..4094)
ip_multicast_addregs
[ipraddressiP_addres$
showip igmp snooping cpe . o_"TttE T 7T ex moot tmt a
vlans[\F;Iagnv‘lz)an_id]p o vian_id: (1..4094) xmt eo ~ eeo L0 X o TE o j‘ ¢
showip igmp snooping ¢. met h ;¢ E 7 tIGMR hactee™g
authorization-cache et h .M~ g Tofamxtto ’FEh o e
[interface {gigabitethernet gi_port:(1..8/0/1..48) et h .m0
gi_port| te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]
clearip igmp snooping ;mt ttE T ex "t GMPR hox c¥ce ee.” g |
authorization-cache et h .M~ 9 Tofamxttd TEHhd e~
[interface {gigabitethernet gi_port: (1..8/0/1..48) et h .m0
gi_port| te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]
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*

h a h c o e e Y 0 a e
¢ _T0; t 'E IGMPsnooping0” _ 0 aa x t "VEAND h@ "7 Yt otaE t ;. om
e ™ e cohto S otoh . a co " ""O; e aeo o™ °
a " IGMRT * ¢ h o m “ven b NP - tx’@t;'oe"o;?note nd ~"mt~*eo t
h a 'y ot t-["'Mpq"m ™ c¢c h om
console # configure
console (config )# ip igmp snooping
console (config -ify# ip igmp snooping vlan 6 mrouter learn pim - dvmrp
console (config)# interface vlan 6
console (config -if)#  ip igmp snooping query - interval 100
console (config -if)#  ip igmp robustness 4
console (config -if)j  ip igmp query - max-response -time 15
5192 _ h~ _ 7" hxcco o "addfessing” ¢ 6YdzZ GAOI &
]~ ee ~*m oa™e-” c h e e ™ e Y nt Tt e
“ e ™ & 'Ee om t 0 a x h o e 'Yog ao " - h{L®
.0a™*“e?”" hoe a ” x he*t ¢ h VLAN ~
¢ 7 " c¢chom~ oa™ e " eoe mthb"eh VAN a
console (config -if )#
% ™7 .o0a~e” . hoe a~*xh*tgh m*= +[!b
oa™e" ™" - © ’<e*AK: c m "~ e
cC O X a o , - * o<
bridge multicast mode T"tm® ° a hxcco o ¢ h "o
{macmgroup| ipv4-group| -macgroupt @2 € o o~ " h me~ 7y ¢ h "™ .~
ipv4-src-group} al7h m™ 9
_ipv4_gr0up'[aeo'0"ﬂh<me”'YC(h("""’
T /macgroup omeo ~ee.a e [ 1 b _ * hp4n
_ip_src_group‘[aeo'O'Ah‘me ’Yc(h("‘""
omeo “ee .a e ” [ !b "’h”{:\,m_{
no bridge multicast mode “mtore teg ; e co xao T-"e O
bridge multicast address jof Tt B xcco BT hogm/ o t"7 7 ex
{mac_multicast_address ©Th om”oe mt~ Tt .o om _et” &
ip_multicast_addregs[{add Jhxceece o D
| remove} {gigabitethernet -mac_multicast address , h x ¢ ¢ RIAG® ~ h; m
gi_port| . ) y | -ip_multicast_address IP~ "~ ha eno o~ " hTmm g 7
tengigabitethernette_port tge'—pg::j ggjgﬁgjg -addt "o 7" Ty, t mt~t -hmcx @Q o-afX
| fortygigabitethernet fo—p orf (1“8/0/1“49', " h mx ™ Ethggngg ®ofreto T hxcc
fo_port| port -channel P I’OLJ (1 485- ' | -removetr x T 7 My "ttt . om __ x Qhcxoctcco mo-a
group}] grop- - TTh mx @
LM mEte h  mo omxhmIEA
no bridge multicast address "ttt TR xcco BT h ogm /. L
{mac_multicast_addreds
ip_multicast_addres}
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bridge multicast forbidden
address
{mac_multicast_addregs
ip_multicast_addregs[{add
| remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}]

no bridge multicast forbid-
den addresgmac_mul-
ticast_address$ ip_mul-
ticast_addres$

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4;
group: (1..48)

=~ cth ¢ 6" ~0; e e “mt h "~ - a o
Choxccopgrah (MAG T h mx g )
-mac_multicast address , h x ¢ ¢ RIAGP ~ h; m
-ip_multicast_address IP* *~ haeno o~ " h "~ mrm g
-addt "o F 7 T e
-removetr X © "~ T e

h . m € te h m o

[ < T x x < <x <4< @ -

—~
© —

coht™ gcohto

coht™gcohto

o m Xt g T

X o _”'"ﬁ"(ym

bridge multicast forwardall
{add| remove}

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);

“ " h te’E h Trox m o) “ " h
—addt "o Ty ot* po"h tec gehet. . m ¢

aeo (o]

{glge_\bltef[hernetgl_portl fo_port: (1..8/0/1..4y ¢ S h 1.0 2 Y _odaoh Magmh "H h hixce
tengigabitethernette_port c " _ ;to

| fortygigabitethernet g:OUpIX(:L...jBL. .| -removet x ¥ h "t hxccx cohto ko
fo_port| port-channel N L © L

group} ae(o <o‘*'h u(h(;‘m”@(te”h“(wmo“ omx"'(_nmt’“’Z'
no bridge multicast ¢ = Yo L|fommt ~eteE ; e  co xao T:%"e O
forward-all — "

bridge multicast forbidden gi_port: (1..8/0/1..48) | =~ ¢th ¢ ogh t x " e ~a . m To
forward-all {add | remove} te_port: (1..8/0/1..24); |, h x c ¢ &

{gigabitethernetgi_port| fo_port: (1..8/0/1..4); | -addt "o * " _ 7Y, t coht cgohTtpA " emce

tengigabitethernette_port

group (1..48)

cohto 3 Ych_ec()d’gﬂn(.g”m;(o'hxcc

| fortygigabitethernet L0 xao T."jc ™  to
fo_port| port-channel coht™a e | -removet x © _h ™t ,hxecx cohto ko
group} - e"a*; m"ch("""O"‘(ro ch"“*""'q)

ch*mo - e H(h(;'m"(e”( *et(h .. mon *om@
nobridgemulticast aeo'o"*h ¢ommat“‘*ete’E L co xao";"ek 0O 9
forbidden forward-all h xcec (o)
bridge multicastip-address Tth 0 mtyprhb Mug T ¢ hxcco |

ip_multicast_addres§add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

mt ~t -m ]

E LA

Syt x TR Tyt
hxccrp_'”oh; m

- ip_multicast_add?ess ,

—addt T o cToy ot h xcec T
-removetr X © ¥ Ty t coh't h x cc
h . m € te h m o

[ P e Y -

no bridge multicastip- STT TR xccpr oh mTF T el
address

ip_multicast_address

bridge multicast forbidden ST cth e¢ogh t x - e~a . m __ To ]

ipraddress
ip_multicast_addres§add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

h xcec (0]

-ip_multicast_address , h x ¢ ¢ = oh; m
-addt "o T T e

—

-removetr X © " T _ e

co hmtc 'ch_oxh t'oy . h

c o hmtc® gnc o*h t ‘0™ ¢ h

Lo M e e o meo Y xS T
L . ;.2 och 7T UE
V h x cc . aeo o™ " h me o h ™ mn

h mt h h o e . @

Comrmt"'ete’E; exao’?;o"e (0)0)
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HELTEX

bridge multicast source
ip_addresggroup
ip_multicast_addres§add |
remove} {gigabitethernet

gi_port|

gi_port: (1..8/0/1..48)

tmt |p " hamodod xco TE"

-~

“mto” e mop t
hxcc®®hamoat

c h xcco 0
mt ™t -oom TS0t Ty ot

KX =™ Ty ot

-ip_address m 5o TIpCt h om T
-ip_multicast_address . h x ¢ ¢ |~ oh: m

tengigabitethernette_port te_port: (1..8/0/1..24); | -addt "¢ * ~* _  t 'E c o ht _IPT Thhx eme™x T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet X = © Tt 'E c o ht CIPE, thihx cme
fo_port| port-channel group: (1..48)

group}

no bridge multicast source Commt = eteE ; e ~ co xao T:"e OO
ip_addresgroup

ip_multicast_address

bridge multicast forbidden "moto¥ e tTR ot T ka7t

sourceip_addresgyroup
ip_multicast_addres§add |
remove} {gigabitethernet

a ,alFx,ah
tm'i'/-\

e
mo a c
c h xcec

(o)
* < 0
-ip_addresg . m go "|pr." h m T

gi_port| . . + | -ip_multicast_address , h x ¢ ¢ = oh; m
tengigabitethernette_port gl_port: (1"8/0/1"48), -addt "~ ch t e~ "o F~ T e pPo h t
o te_port: (1..8/0/1..24); | . - -
| fortygigabitethernet . ’ h om=~ T
fo_port: (1..8/0/1..4); - n o e~
fo_port| port-channel roup: (1..48) -removet ch t e X e co|pt
group} group- (L. © T h om” o
no bridge multicast Commt ~ ete’E ; e =~ co xao T:"e OO
forbidden source
ip_addresgyroup
ip_multicast_address
bridge multicastipvé mode R = a h xceco ¢ _IPvge™ " _; t o

{macgroup | ip-group |
ipTsragroup}

aeo o‘;h
-macgroupt 2 € 0 0
al7h m~ oT
o ™

/ _ip_group-[aeo ) “ h .me ™~y ¢ h s P
T /macgroup omeo ~ee.a e* [1bh ~ = hpyem
-ip-srcgroupt @ €0 o~ " h me ™ 7y ¢ h 7" .
ome o " ee .a e ” [ ! Db “ 7 h|PvB.
no bridge multicastipv6 "mto¥ e ‘teE ; e co xao ":%"e 00
mode
="’h tmé'ﬁ

bridge multicastipvé
ipraddress
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicastipv6
ipraddress
ipv6_multicast_address

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

mt hhohoc|PyeoE h m
“"h m~ ¢ b3 mt ot pom o T~
hxccec . o

-ipv6_multicast_address , h x ¢ ¢ g~ o h- m

—addt T o * ~ ~y ot coht h x cc b
-removetr X © ¥ 7Y t coh't h xcoc .
LMoy Mt o omo omx T omey - 7Y
AT DB xcc P oh m t** T .

bridge multicastipvé
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicastipvé
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

=™ cth ¢ 6" ~0; e

h x ca n|F\/@."_* hx d
-ipv6_multicast_address , M x ¢ ¢ (= oh. m

e " mtjgc'o h t“o a o

—addt "o f T e coflt hgecohtteh

-removet X © * T e ¢ o hmtc® wnc o*h t ‘0™ ¢ h
I L P I (¢
Commt ~ ete’E - e c o xao T "e (o)X
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bridge multicastipvé "mito¥ emo@t tmt |pgs T mdba co TF
sourceipv6_addresgroup hxceco .a ~*"h moa  t~% 7 ¢
ipv6_multicast_address mt st . om_ T Ty ot ogx T Ty ot
{add | remove} -ipv6_addresg . m g0 "|pF." h m T
{gigabitethernetgi_port| gi_port: (1..8/0/1..48) | -ipv6_multicast_address , h x ¢ ¢ = oh. m
tengigabitethernette_port te_port: (1..8/0/1..24); | -addt ~ © * ~ t 'E coht _IPT Thhx eme™x T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet X = * Tt 'E c o ht CIPE, thihx cme
fo_port| port-channel group: (1..48)
group}
no bridge multicastpvé Commt ~ ete’E e co xaoT-"e OO
sourceipv6_addresgroup
ipv6_multicast_address
bridge multicastipvé "mto~e tUEh t e* ToF* T e  yx°©
forbidden source a " lpeT " h moa co TE‘0 Tt Ty
ipv6_addresgroup t~* > ¢, ,hxcco o ~“"h m"~ g
ipv6_multicast_address -ipv6_addresg . m o0 "IPv6~_ " h m T
{add | remove} -ipv6_multicast_address , h x ¢ ¢ [pyg0 " h; m
{gigabitethernetgi_port| gi_port: (1..8/0/1..48) | -addt "~ ~c¢h t e~ "o *~ T e [PGht
tengigabitethernette_port te_port: (1..8/0/1..24); |~ " h  m™ T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet "~ ch t e x 7" 7T e coht
fo_port| port-channel group: (1..48) IPve" " h m~™ @
group}
no bridge multicastpvé Commt ~ ete’E e co xaoT."e OO
forbidden source
ipv6_addresgroup
ipv6_multicast_address
oa™e" h o e a ™ x he*tg h m ~ o° ¢ ”  Ptieerhet VLAN eh-,-[‘
h m > h x ¢ c c ohto
¢*° "~ chom~ _oa”’e°e_o§ rPEIx*he"'tﬁ*h“ElH?@r(me’f"\*/L%N*et <h .
h x ¢c c cohto Y
console#  configure
console(config)# interface {fortygigabitethernet fo_port |
tengigabitethernet te_port | gigabitethernet gi_port | port -channel group |
vian | range { é}
console (config -if )#
=% T172T .o a & @ aoc*e  x he"t ¢ h FEtherme{fVLAN h x ¢ e & h __mo
oa™ e """~ € ’<e*</_\K~ c m = e
cC o X a o , v * * o
bridge multicast "mto¥ecthg 7o ¢ h "™ . c™ ot
unregistered{forwarding | e ~*h ~ mth ho "ee .9 h xceco
filtering} -forwardingt ¢  h "7 "t E e ~ 7N m t
. aeo'o”‘°h<me,. c"'_(t
T /forwarding filteringt __ " Etho “t E e "~ m t
aeo'o‘*h(me_ c "t
no bridge multicast Tmito” e teE ; e co xao T;"e 0O
unregistered
oa™e-” h =0 * 4 " 'Ee o 0 e x h * ¢
¢ - “*chom?™ oa~e” ew* “nt'Pe ® o e’ a % h~ ¢
console (config )#
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T Tist e T hTeTRTEe 0 o o xhTe
.0a™~e " " ¢ 1o« *‘AK~ c m "~ e
c o X a o ’ v * x <
bridge multicast filtering ¢ _TO;E TEth*" ¢ O  hxgcco . g ~°
no bridge multicast TPt _T0O;.,e| t_TOJE TEth”" e, O ,hxgco .o ~
filtering
mac addresgable T T"Eh a 'Y gh™erTen yTgl [ t*F 7
agingtime secondgvlan T, T 7T ochylAN T eeo o
vlan_icd -vlanidt . T et _ " ¢ OMAN._  eo0a
. JAloaaXtmtth\AEQWhMEs@(X
V h a 'Y ohMAE “eh -y~ ao’eo
: :’c”"oe (otHMn "o nmm
d m x e = ™ Z( - Tt a c h
seconas. C e ”'_; e Y3 h 1Ty o aoanxn{
(10.210000@®)/300m MES324 h  a 'Y ohNAC ®h yw= ao
T LUTUE U AT T oe oo
T oa M I T xTeTtY oa ch e 3
e, e Yy _hvte onno
no mac addresgable "mito”e tefE ; e  co xao "-"e QO
agingtime {second} [vlan
vlan_id
macaddrgsstable learning vian id: (14094 ¢_T0; tE _ x";h emo  gVWLAN" eecoa
vlanvlan_id aljk a0 ~: e
no mac addresgable " ~0- e o |t _TO; tE _fXh _emo  WIANT e e oa

learning vlanvlan_id

mac addresgable static
mac_addresslanvlan id
interface {gigabitethernet

t o~ &~

Jo* ™t W g0 e .27
“Th o om™oge ®
-mac addresst - s & " h; m

s

cX

mac_multicast_address

gi_port| -vlanidt e © a VhAN;

tengigabitethernette_port . ) -permanentt © “ee . I "ght /m a0’ eo x "~

| fortygigabitethernet .vlan_.ld. (1"4094)’_ coao "'EQ _nobridgeaddress;

fo_port| port -channel gl_port: (1"8/0/1"48). -delete-on-resett © “ee . T h m x "~ 7 ot

group [permanent | te_port..(l..8/0/1..24?, c h_ o hx-c _ xmtho mt =T

deletetonmeset | fo_port _(1"8/0/1"4)’ - delete-on-timeoutt ©~ “ee . " T h m xZ2 % X

deleterontimeout | group: (1..48) -securet ~ “ee . " Th m xT~ 7T tmy f

secure] __ 0 a "~ eng bridgeaddress com~™—™ o ° h
h _’ _a o7 noporteseculity). o

no mac addresgable static ST ONRAG T h om e P h x ¢

[mac_addrespvlanvlan id

bridge multicast och TtTE mt " 70y ¢ to  a

reservedaddress m ™ h © h ho ~eeo o ~*°"h m-~

-mac_multicast address , h x ¢ ¢ RIAG® ~ h; m

{ethernet-v2 ethtype| lic -ethtypet t e« ™ _ Ethérnet v2;
sap| llc-snappid] {discard -sapt t  cc” _ LLICY
| bridge} ethtype: (Ox0600.0xFFFE) | -pidt t  cc™ _ LLICSnap;

sap (0.0xFFFE) -discardtm *hom ¢~ to T

pid: (0.OXFFFFFFFFFF) | -bridget ¢ _ t . ¢ h =~ Qtmy h
no bridge multicast “mtore teg ; e  co xao T-%"e OQ
reservedaddress
mac_multicast address
[ethernet-v2 ethtype| lic
sap| llc-snappid]
mac addresgable TtrtMEr ca h o T"mmt mogl [/ T oh
lookupriength length 2,  ,ho "e Yo *a e e Yy mtx

length: (1..8)/3 h mt~ht~ oaaxt~toh" ¢
no mac addressable "mtoTe teE ; e  co xao T-"e O
lookupriength B ,m¢t ~h moMmht ™~ oaaxt™toh"
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DHELTEX

oa”e privileqedEXEC
‘,‘*° ™ c¢chom?™ _oa”e’ppivﬁeged@XE@o_* h("a”'
console#
T T174T 02t @ ! priVilegedEXEC
oa™e """~ ‘e‘,( *<AK: c m "~ e
cC o X a o , - *
clear macaddresstable ~tr Mgt . om0 kT e a . om
{dynamic| secure} ) . . o hxecco o " h m* g
[interface {gigabitethernet gl_port: (1"8/0/1"48), -dynamict x © " T e " e~ a m_ 9
. te_port: (1..8/0/1..24); o~ - . .
gi_port| i ! - securet X e . o omt ™t ; _. 9
N fo_port: (1..8/0/1..4);
tengigabitethernette_port .
| fortygigabitethernet group: (1..48)
vlan_id (1..4094)
fo_port| port -channel
group| vilanvlan_id]
°oa~e” EXEC a "~
¢ ® " c¢chom™ 0 a~ e "EXBC mtho h ’ a ~
console >
v 7178t Lo a T et h o a” 9.9/
.0a™~e"*" _e~’<e*<,_\K: c m "~ e
c o X a o , - * <
show mac addressable L0 _THUE T ex"mhimo T TY x v te
[dynamic | static| secure] ~, Yo ~m o5 et h  mo
[vlanvlan id] [interface gi_port: (1..8/0/1..48) | -dynamict ¢ homao th to TF o e " a
{gigabitethernetgi_port| te_port: (1..8/0/1..24); | -statct ¢ homa ot h to T'E o omtTt
tengigabitethernette_port fo_port: (1..8/0/1..4); | -securer ¢ hmoa o t h t o ' o ~ oc“me
| fortygigabitethernet group: (1..48) -vlan_idt | © et ~ _ " g oee . ~eoa h
fo_port| port -channel vlan_id (1..4099 -macaddresst MAG " h m o
group}] [address
mac_addresks
show mac addressable Lo _"tB T mt o ¢ nmr " h mot ™~
count [vlanvlan id] : x " " "eeo o et h m* T fo 7
. = gi_port: (1..8/0/1..48) | -~ . - - : - g : h
[|:1te(r)f;at1|ce {oigabitethernet te_port: (1..8/0/1..24); vilan_idt | © et | _“e,0ee . eoa
gL_port| fo_port: (1..8/0/1..4);
tengigabitethernette_port .
| fortygigabitethernet group: (1..48)
vlan_id (1..4094)
fo_port| port -channel
groupl] _
show bridge multicast O TYE T T T ex hxceco 2 " 7h mo
addresstable [vlanvlan_id et h - m* T Fo m g et h
[address to TE_ o T 7Y coh “”‘( ’hon"’eeo
{mac_multicast_addregs -vlan_jdt , © et _ ", ,0ee . ~eoa h
ipv4_multicast_addresk -mac_multicast_address , h x ¢ ¢ MIAGS " h; m
ipv6_multicast_addregb vlan_id (1..4094 -ipv4_multicast_address , h x ¢ ¢ fyg0 " h; m
[format {ip | mac] [source -ipv6_multicast_address , h x ¢ ¢ fygo " h; m
{ipv4_source_addregds -ijptchomaoj|ph® he om™a T
ipv6_source_addre¥s -mact chomaothrTh ma T
-ipv4_source_address IPv4~ "~ h mt o e = "
-ipv6_source_address IPv6~ "~ h mt o ;e =~
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HELTEX

show bridge multicast Lo _" Lot v E T ex me ot oy m |
addresstable static [vlan x " "eeo o et h  m~ T To
vlan id] [address -vlan_idt | © et ~ _ "¢ ,o0ee . ~eoa h
{mac_multicast_addregs -mac_multicast_address , h x ¢ ¢ MIAGS " h; m
ipv4_multicast_addresp -ipv4_multicast_address , " x ¢ ¢ fpygo " h; m
ipv6_multicast_addregs vlan_id (1..4094 -ipv6_multicast_address , " x ¢ ¢ fyge " h; m
[source -ipv4_source_address IPv4~ "~ h mt o ;e "
ipv4_source addresq -ipv6_source_address IPv6~ "~ h mt o e "
ipv6_source address[all | -iptechomao|ph® e om™a T
mac | ip] _mac-[chomaoth_"f:hn(mi”sae'r
-altchomaoth c¢co Teo  t~% " . @
show bridge multicast Lo_ " _ve’E xh” e O TEth T hx
filtering vlan id vlan_id (1..4099 x " Teeo o +[ 1D
_V|an_id-[*°<et* _ " e oee . e o0 a h
show bridge multicast Lo _"ttope “e¢,O0 _, TEth~ 7T
1 h x cco h m o
unregistered gi_port: (1..8/0/1..48) -0 - @
[gigabitethernetgi_port| : )
S te_port: (1..8/0/1..24);
tengigabitethernette_port . !
T fo_port: (1..8/0/1..4);
| fortygigabitethernet roup: (1..48)
fo_port| port -channel group: (..
group|
show bridge multicast _o _Trthg o a hxcco o x ™7'h” eme™ ¢
mode [vlanvlan id] vlan_id (1..4099 et h o om~* T~ Fo o m g et h
-vlan_idt | 7 et ._" e, ,o0ee . eoa h
show bridge multicast . Jto®hthHEr Ty xmt~eo T ee .
reservedaddresses ""h _  h_ ho "ee.pg ""h mo @
h a h c o e e Y oa™e?"
A ¢ _ T0: t™EEt h "hex ¢c'@ o 23 “"h mo oaaxt®tohX%hgp m=™ = ~ t
npn m xe "™ S h™ *h ’ t 'E ¢ ha e"o™ -ox™ "eh m*eh. 9 cm*t h
coaaxt®toh™ o
console # configure
console(config) # mac address -table aging -time 450
console(conf ig)# bridge multicast filtering
console(config)# interface ten gigabit ethernet  1/0/11
console(config -if)#  bridge multicast unregistered forwarding

console# show bridge multicast address - table format ip

Vlan 1P /MAC Address type Ports

1 224 -239.130|2.2.3 dynamic te 0/1, te 0/2
19 224 -239.130|2.2.8 static te 0/1 -8
19 224 -239.130|2.2.8 dynamic te 0/9 - 11

Forbidden ports for multicast addresses:

Vlan IP /MAC Address Ports
1 224 -239.130|2.2.3 te 0/8
19 224 -239.130|2.2.8 te 0/8
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5.19.3 MLDsnoopingt ¢ hoto o™ —oetho ™7y aeo (qppE h meo
MLDsnoopingra O*e"a aeo'o‘"h<meom h ™ mm ’\* mo o ¥
eo'o"‘"h(me|pv6mEh:”’Yo*cD
.o0a™~e" h —0 * 4 —'Ee o o e oxh " og
¢ - “*chom™ oa~e” ew ¥ “nt'He @ o e a% h~ g
console (config )#
*':"’\17@-[*‘0a"e° ) "‘o*”‘:’Eeeo”*o'xhh(”"c**a*”‘
.0a>e" ™"~ ¢ v © <AK‘ ] m t
cC o X a o , ® hd <
ipv6 mld snooping [vlan ¢ __ 7O ;NED snoging.
vlan_id vlan_id: (1..4099
no ipv6é mld snooping [vlan T/ -_"0; ¢ _t_ T ONED snooping
vlan_id
ipvé mld snooping viavlan id T~ h ma h* bhRccpygo’h m ot ~F T
staticipv6_multicast_address “*h m®* g ~  mt~t - m_ "o~
[interface {gigabitethernet S hxocec Y t o x o x[Vbho
gi_port| tengigabitethernet -ipv6_multicast_address , h x ¢ ¢ pyg0 " h; m
te_port| fortygigabitethernet vlan_id: (1..4094); Loy meten o mo o omx Togt 7Y
fo_port| port-channelgroup}] gi_port: (1..8/0/1..48)
noipvé mid snooping vian te_port:(1..8/0/1..24); |~ © ~ TR x c cfpr oh m t~* T . P
vlan id static fo_port: (1..8/0/1..4);
ipv6_multicast_address group: (1..48)
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]
ipv6é mld snooping vlavlan_id jo® *te ~ ~ To 3y  ~ccohh t™*a Q" mec
forbidden mrouter interface h ., mthm oML Drrdater.
{gigabitethernetgi_port |
tengigabitethernette_port | . .
fortygigabitethernetfo_port | _vlan_ld. (1.4094;
gi_port: (1..8/0/1..48)
port-channelgroup} te_port: (1..8/0/1..24):
no ipvé mid snooping vian fo_poré: (1-...8/0/1....4)', ~f ot ftyp 0 To 3y tccohh t™raqQ*  mc m
vlan_id forbidden mrouter _group: (1..48) "(h . mt hm Yo MDrhrdter.
interface{gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port -channelgroup}
ipv6 mld snooping viawlan_id "CoxteB ht .3 oco”  midDdterx ¢ eMRDquery
mrouter learn pimmdvmrp . Sler__ . t7a
no ipv6 mld snooping vlan vla;n/_|d. (1,;',40094)’9 “x "t E coht .moutere © MPEDQuerye
vlan id mrouter learn T b cT _tTa
pimmdvmrp
ipv6 mld snooping viavlan id vian id: (1..4094; Jo® “tmE mo _ cYONRtdgl Sd®J
mrouter interface . - .
L . gi_port: (1..8/0/1..48)
{gigabitethernetgi_port | te_port: (1..8/0/1..24);
tengigabitethernette_port | f_p o / /" &
fortygigabitethernetfo_port | o_port (1_"8 071..4);
port-channelgroup} group: (1..48)
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HELTEX

no ipv6é mld snooping vlan ~ 7 7 Trifouters © h t 0]
vlan_id mrouter interface
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}
ipv6 mld snooping vian
vlan_id immediate-leave ¢ __ 70O hto ' MIDSnoopindmmediateLeave "t x
[interface {gigabitethernet VLAN
gi_port | -interffacet¢h  mco T'ETo0 Te " Teed
tengigabitethernette_port fastf S gS mh ~*~t . ~ t to TE_ o e
| fortygigabitethernet vian id: (1..4093; xm ™0 ¥y ;to chog mm [&] HS{§2
fo_port | port -channel gi_port: (1..8/0/1..48); | . _"0; . ¢ To ¥~ T'Ee o e ot x "
group}] te_port: (1..8/0/1..24);
no ipvé mid snooping vian fo_port: (1..8/0/1..4);
vlan_idimmediate-leave group: (1..48)
[interface {gigabitethernet 1/ -_"0; . ¢
gi_port | ot TC h d @MilDSnoopingmmediateLeave "t _ x 7
tengigabitethernette_port VLAN — x T Teeoa et hoo o m
| fortygigabitethernet
fo_port | port -channel
group}]
ipv6 mid snooping querie ¢C_TOorB " h_xo ;-guery.” ¢ h omo
no ipvé mid snooping T/ -_T0;.°¢ t_ToOBTT _h_x ;-guery.” ¢ h om
querier
.0a~e” ho ¢ a ”x he*t g h m ~ 07 ™" c ™ Eftherjek eett hh
h x cc cohto VIAN e t h . m ~
f.7 cTehoemt _oatefeoe mitnmteh Fffforet, 2ct b
cohto“ *V@;AN(h (mm"
console (config -if )#
’ ”‘*’“J_?@l-’f ‘oa’”ehi ;o ade . x hetg h (‘<m”mc”‘”‘*e:"h ).Ethermet_ e t _h 11
lmm"‘hxocmh t,*oe“t ) h lVJ_AmN*n’“
oa™e" ™" € ;<e*<ﬁK~ ] m t
co X a o ; < e .oxe
ipv6 mid Trt®Er _m o a” T'EeEx Q E€EmA’ e oo
lastmembermgueryrinterval intervat ,hxcge . otoh™ 7y mco TE"xo0fMmy ”
|nt§rval (100..25500/10002 ™ a™ _m. i‘ ' Ee o _ l\/faxR'espo_ns,é:gts!e~t L ‘
n0|pv6mld ¢0mm)t_'eteE e co, xao ; e O
lastrmembermguery-interval
|pv§ mid querymtgrval value value (30..18000K M H p t "Ee : . h’ R om & mm pITDH " © 10 T o ’CI
no ipv6 mld queryinterval Commt ~ eteE ; e =~ co  xao ;e (®
ipv6 mid v tEr _m a® T'Eex QO "7 _h’ _x ot
guerymmaxiesponsetime mcE X tmy " 7Ty at m Tat T e o d
value value (5..20/10m T ot ot
no ipvé mid ﬁ‘onfrreto”"et""E;(e co,  xao T:"e (0
querymmaxiesponsetime
ipv6 mld robustneswvalue "mto¥ e teg ; e o 'H e, _ e&t”7
|m e ™ “~ e A ¢ tm "y
value (1..7)/2 ot _’:’ "o xmt_°oow";“«e0 m7t .t E X -
no ipvé mld robustness fommt ~ ete’E ; e~ co xao T:"e
ipv6 mid versiornversion "mt*e t Bm Q choto o7 3 " m
version: (1..2)/2 et h om0
no ipvé mid version fommt ~ eteE e co, xao T."e Q
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DHELTEX

0a~e” EXEC & ~

¢ ® ™ c¢chom™ 0 a ™ e "EXBC mt h o h ’ a "~

console #
- % A;L78T~ .,oa™e" EXEC* a ™

oa™e ™™ e I <AK J ] m t
c o X a o ’ < - <

showipv6 mld snooping to¥hte oha~g¢g O O “"h _ mth
groups [vlanvlan id] [address moot o tmt m "7 "ee .a o
ipv6_multicast addres} vlan_id:(1..4099 TEth T e

[sourceipv6 _addres$

:ipv6_multicast_address' h x c c™ " ho|ppg;
-ipv6_addresg IPv6~ " h m  mto ;e

-~

showipv6 mld snooping
interfacevlan id

vlan_id (1..4099

to *HE e

o~

+[ 1 b

e eo
©

oha~ ¢ 0O o _oegyz2lAyd

showipv6 mld snooping
mrouter [interface vlan id]

vlan_id (1..4094

to®™ht1Te oha™ g

O <coo h YRBdzi S NI

5194 xe ¢ o  Imdltkcastt h &€ Y_ "~
_xe_e** multécast; h ¢ 'y~ _mco TVETx Otmy Y o x To
chomaoth?™ oc ® — e e o) h x cc aeo o™ " h me o h * m
oa™e?" h —0 * 4 " 'Ee o o e x h * ¢
¢ 7 “*c¢chom~™ oa™~e” ew * “ntPe ‘o e’ a % h~ ¢
console (config )#
~ % T17@r .o a ™~ e ° h ¢ * 4 = 'Ee o o e x h ™ ¢
oa™e" ™" € ’<e*<ﬁK~ ] m t
c o X a o , < - <
multicast snooping profile ., ht h “oa . *multicasge h o . TYD
profile_name
no multicast snooping profile_name (1..32 T Tt E x ™t rceheo.  “YE# GA Ol Al
profile profile_name m_ a o 7o Multicaste h o —'E ao’ 't 7 .t E X
com™ t o oz_"_*x’ t ot
_ocaaxt®”toh” @
oa~e" hoe a “ xphulticastc h o -~y
¢ ™ c¢chom~ oa~e " eocae m X Mdticgsie hho '@ @Y
console (config -mc profile )#
7 718@r .o a~e” ho e a~xmulticase h © -y
= - R =
.0a™~e"* "~ v« *;\KN ] m t
co X a o : < e LRI
matchip low_ip [high_ip] low_ ip:, = —, " e STt tMEoot tmt cho VP4 _ "~
multicas€ ~ h; m | multicast¢ " h mo @
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HELTEX

<

no matchip low_ip highlp:, = —, " e «|° "7 MR ot tmt cho YR T
[high_ip] multicas€ " h _m | multicast " h mo @
matchipv6 low_ipv6 low ipvé:;. © . "6 | T T MEo ot tmt o cho ~UYIPG "
[high_ipv6] multicast * h;. m | multicast ~h  mo &
no matchipvé low_ipv6 highlipvé:, = =, "e [~ "~ tTwR ot tmt cho ~YIPVG
[high_ipve] IPv6émulticast” ™ " | M multicas¢ " h _mo &
permit ¢ om Tx o e moot tmt Y o e
. IGMRNB L2 NIi “x " xt chocxm_~t 'Em
- T /no permit = = - -
no permit ¢ m x . e(moot‘.‘tmt‘_ Y o e
IGMPRreport™ x © x t o t ¥ h~m "t UEM YO
.0a~e” h o e a ” x he*t ¢ h m ~ o° “ ¢ ” 'EsherAet et h m o
¢*"' ™ c¢chom™ _oa"e°_eoaam*m' tx*rhed't_c‘**h“h“m’m*”‘av
console (config -if )#
T T18kT .0 a ™~ e " ho e a “x he*t ¢ h m ™ 6" “~c ™ oe ™ e t h
oa™e"™ "~ ¢ ’<e*<AK_ ] m t
cC o X a o ’ < . % <
multicast snooping _ h~e Fe — . mt o o"eo h a ee
maxigroupsnumber multicast, h x ¢ ¢ ety m "~
- P - number (1..1000)¥ — * : L= —
no multicast snooping JEYtOEh *e . e e _o T ; mt o
maxigroups choma™th - a g hh x ¢ cm *° Ty
multicast snoopingadd Jh T WE T v ee . cohydzf GRBI &G, ™
profile_name profile name (1..32
multicast snooping remove m_ a _oTo |~ Mmoot tmt cho Y@AMYADL Edzf
{profile_name| all} ¢ ho .. 0 et M mX
.oa*e?” EXEC . 2 ~
¢ ® " c¢chom™ 0 a” e "EXBC mtho h ’ a ~
console #
'“*"J_gET*\oa*e" h > a” 9. 9/
oa™“e "™ ™ € pe % AK,, ] m t
c o X a o , < ® - <
show multicast snooping to®htTe oha~¢g O 7Y .m_ 9 co
groups count T _o T o omt ""h _ mth ho ~ee
a”® m a ™ T 'Ee o .o "ao e o _ o™
show multicast snooping profile name: (1..3p to®htTeg oha~¢g O 0o m_oe x h
profile [profile_namg m a o 7o |cho Yo
5.195RADIUS _ toh =" ¢ 'YGMP ¢ homo
] " e e a 7" e a c o o Ty c ho o " IGMPE Tt ot®h" EQT ¢
RADIUS _ N h ¢ J7°Y of mc = e 7Yy e~ " ~eomt h*mch °
e(m_o“'E_m(hN"!5ﬂ_q«{q)¢+oh m h h* "7y otch™ o h
m Tx o ." e a o h>” "oa ¢ |m™ m h h e ot ty T3 co @ 0o &
x;”"mt o} Tt E a 7" e Ta oc hom?™ e o c h ® — e e c h
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DHELTEX

o “Tx : e e - t oh e 0 e ec.” a ""Yt"“ e e .0 aaght”™et"gthm~"y t I
h o ° ~ h a e (0) Tt o c o oA'Ytt XGMR ~ @ th o n TEh “gao ttho.h e
t o -~ C /\lo, -~ ,Ot m A ,Y
A MAG ~ h m - etm: o 0 xmtho m t -
A "7 et “ t o h coht ™ oaaxt®™toh?™
A P " h m : hxcec
A e ot derfy/permit.c
oa™e?-" h ’ a ™ o ¥ * T'Ee o 0 o e x h h o ~ e Y
¢ ® “chom?™ oa ™ e €00 ¥ M’Eehoo o ho e’ a “x h h o e YY
console (config )#
“ % 71887 .0 a ™~ e " h ™ * 4 "'Ee o o o e xh ho ™e Y
. 0 a e e ;< e,—: <~K e _I m ot
X a o : e < e .o
ip igmp snooping authoriza- " mto” e thE a 'y ., e . _H o
tion cachetimeout timeout ex @ tm ; t h a e ., e, o
timeout; (0..1000Qa ek x =~ 7Y tm 'Y mo h a_ e a (o
noi_p igmp sn_ooping authori- “mt o oetoR co xao ":"e O
zation cachetimeout . i * ’
oa™e " h > a ~ o e X h h o ~ e Y e Etherhet m o°
¢ - ™ c¢chom?~ oa™ e " eo mt h o h ’ a ”~ o e X h h o
console (config -if )#
“ % 1847 .0 a v e " h ’ a o e xh hp ~e Y e t h m ~
oa™ e "™~ e : e K 7 ] m t
c o X a o ’“;”"
YdzZ GAOF &G ay22LIA ¢ _TOrfgtoh "¢ O om hx gy 1™ Bn
NJ RN dgx NB R ¢~ h " arequiredz t o m~x ;" e "o
RADIUS h h o." ™ cLhppgmte. o h h x Ot m 7
Tht  TO; d ¢ chot*“eK;Mp.‘m”(?xhp"m<':“x’ t o
c h otmxtmt ot t ™ m h“
y2 YdzZ GAOlF &id ay2 LU _TOE toh DO ¢,
F dzi K2NRAT FGA2Y
Ydzf GAOFad ayz22La C_TO0fB . Th ot TECIGNIR O T o
T2 NY I TRRNE @ cohtx " RADIUS ht ~hhCopTx o e
ot m h h =~ m X ;‘ co To°’
omt ™ tm »yy o mh™ g% t® ¥ 7R ot moYy
Tht_"T0; .89 0co e t T'Ee o e "imignip Snoopirig X
immediate-leave
y2 YdzZ GAOFal ayz2 . L
I dzil K2 NR T | O AR A/ NEF (R fommt T eteE ;o e co. xao e
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.0a™>e”" h ’ - 9. 9/
¢m oa™e?" ® mt x c e to TE o Y ¢ h - h o
¢ ® “c¢chom?™ a "~ e "EXBC mt h o h ’ a "~
console #
’m&ﬁ;l-sﬁ_[m‘oamee h )*am 99/
.0a™>e" "~ =e ~ : e ] m t
show ip igmp snooping authori- t o hmo" a0  'H'[GMP _ tonh
zation-cache gi port: (1.8/0/1..24); | Im —~ ~_ _oa~e?” rto geo” et
[gigabitethernetgi_port| te_port: (1..8/0/1..4). |t o T'E_o°o t hxecec . ¥ _otonh
tengigabitethernet te_port] x " 7 Teeoa et h m @
clear ip igmp snooping authori- mt  t'HE Yt oh “Toe, O]
zation-cache gi port: (1.8/0/1..24); | I1m — ~ _oa~etf hgo*m=%QQtm"y
[gigabitethernetgi_port | te_port: (1..8/0/1..4). |_"H = 7Y x _ “eeo o et h
tengigabitethernet te_port ] Im = et T_MHe ; x"77 ‘t'mey
520:*h "h xt a‘eog oY " h meo 0 t h ™ ~
5.20.1_h ot o pM~
PIMT ch o t oa ee0™ o 0" & “ m & h x t 1Pe t T SYm o e e T
h x cco o a”h "“hxt e d t La o h x tm 'y e~ ’th
2NRSNJ DIGSgle tNRG20O2f0Y _a mto to o3 . tPpM
mco TE X Jt”":“a‘zy’k()-éa{j”h “h x t e "“@MN%o ¢ hho. & oh e 'Yy
a™h " hxt "rtoh Tax*y Tt o Ewa’fho o™ S ht hnfe o .0 0 ey tox t
c.t, E
RP (rendezvous poipt T t o ;h~e® e” _otoho  *x®xt h  m
aeo o~ " bome .o mo * %~ “t 'E a™h X t ot mto :e
BSR (bootsap router)t @ . 9~ e ~a m ¥ oh e ohg~ gohaohoyt~e ~
Ty “ "o aeo o " h meo h xcec otok~ %X h
aeo o™ " h me o a” h "|py4 t “ e e ™ -
.o0a™~e " . h —0 * 4 —'Ee o o e x h =
¢ 7 " ¢chom™ a”e” ew* “nmMt'Pe ® ‘o oe a%h~ ¢
console (config )#
~* 71867 .0 a * e ” o * * T 'Feeo o xhh "¢ -
oa*e" ™" ¢ Vo« * <AK: m t
cC o X a o , < ® <
ip multicast-routing pim g0 xao —. - ¢_7"0; tE aeo o~"h mex QO a™h "h
< e v LML, et .M
- - " - c . — B P p -
no ip multicast-routing pim 1. t_"T0;,tE a 0 h  mex(Q a~h
ipv6 multicastrouting pim Tfo xao "7 ¢ TOF "YKBreo o~"h mex QO a”~h "hx
xe ¢ ’Y_._tLa e ™ . m 9. e t h m = 9
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no ipv6é multicastrouting

chh

t ""O’;:‘nq/@eo'o”*h(mex'o a ™ h " h ¥

pim oto o™ tlLa®
ip mroute prefixpre- 0Tt E Mttt - om_o ch~* = o
fix_length a®“h "hxt "¢ O
fw_router_addressunnel i -prefixt IPF " h m m t e~ .Y
tunnel_id prefix: (A.B.C.D); -prefix lengtht 2 * m _ = ¢ h _mT e” te” .
prefixlength: -fw_router addresst 1P~ "~ h m a*h “hoxt %t
(A'B'C'D ln); h meo h-"mm . -
fw_router_ad- -tunnel_idt _ ° Let _"toh txee ~YQ
- - dress: (A.B.C.D); — = —— =
no ip mroute prefixpre- tunnel_id: (1..16) Y E MMEt .o om0 o ch ™ o
fix_length - a®“h "hxt "¢ O
fw_router_addressunnel
tunnel_id
ipv6 pim acceptregister list Jhoa e tE . TEth” e, O h _  PIMtTH
acc_list IPVv6.
acc_list: (0..32) -acclistrme meo o”Tbhme . M5 m a
m _a _o 7" coao MEQOe ™ "hteo o [ >
no ipv6 pim acceptegister Jt_T0o; .t E L Eth T e, OO

list

ip pim bsrcandidateip_ad-
dress[masH [priority prior-
ity_num

no ip pim bsrcandidate

~ “ o ox"mtt’g o fth t* eo”

. . BSRBootstraprouter).

mask: (8..32)/30; | -ip_addresg _ ~ —, TIPr." h__maax t toh”
priority_num: -maskr @ * mc & m. t
(0..192)/0 -priority numt ¢ h o h —t t
ot _ "o - ee.” h = a th

ipv6 pim bskcandidate
ipv6_addres$masy [prior-

~ “ o ox"mtt’g oo fh t* eo”

- ia/6_address .

-~

mask: (8..128)/126;

. . BSRBootstraprouter).
CTIPve " h__omaax ttoh”

ity priority_nunj priority_num: -maskt @ " me¢ &7 m; ot
(0..192)/0 - priority_ numt ¢ h o h —t -t
no ipv6 pim bsrcandidate St _ T, eeg” hma th
ip pim dm {rangemul- ¢_7"0;_ tE a”h 'hxt " ¢ 0O vt e
ticast_subne{ default} ax TEt _"mte .y hpMc _ h _  a
-multicast_subnet a2 e 0 0o " " h ‘me ™y co"m
-defaultt x _~ "t 'E ° _~ c (240 ¢ HHN®
T / .0a™e " x ao’eo mt e n
Vm o T'E o ® *c*'one"o:cp' )
no ip pim dm {rangemul- t_ 70" eeE.” h”a th
ticast_subne{ default}
ip pim rp-address @ " mtEt :Rehdezvo@Point(RPJ "~ o c o Te t
unicast_addresfmnul- ao’eo x_ " "t E aeo o~ h RPex O
ticast_subnelt - unicast_addm 1P~ © h; m
1 -multicast subnettr @ e o 0o~ " do e " UYEQD
no ip pim rpaddress ST T Ot E mRPtT - xmRETOY R _ Y T T ee
unicast_addresfmul- com t @
ticast_subnel
ipv6 pim rp-address @ " mt Et :Refdezvo@s Point (RP) " o c o Te it
ipv6_unicast_address ao’eo x_ " "t E aeo o~"h RPRex O
[ipv6_multicast_subnét -ipv6_unicast_addr IPv6” "~ h; m
T -ipv6_multicast_subnet @ e 0 o ~ T do M ~ UYE

no ipv6 pim rpaddress
ipv6_unicast_address
[ipv6_multicast_subnét

A s e~

c o m t q3

‘E m tR‘P*t"”; (xm’Eﬁ"“Q'lY'E( T T ee

ip pim rp-candidate
unicast_addresgroup-list

e TIrteE
-unicast_addrr IPZ " h; m

.7 T Refidezvou®oint(RP

acc_lis} [priority priority] acc_list: (0..32) -acclisttmec meo o®Tbhme . 5Mé ™ "m a
[interval sec} m a _ o ™" jcoao MEQe " hteo o | /[T
priority: (0..192)/192; | -priorityt ¢ h o h ~t ~teomt E _~e " 7"t
3803y (')MCDCD-SGCS[C(h'Oﬁ otch~ moo*"‘(e ]
no ip pim rpcandidate S t_T0; tE T"ee._ ~cT™h~a th @
unicast_address
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HELTEX

ipv6 pim rp-candidate @ Tt & T TRefdezvou®oint(RP
ipv6_unicast_address -ipv6_unicast_addr IPve " h; m
® 3 NP dacdnli} jpsotity acc_list: (0..32) -acclisttme meo o™ Tahme . 5Mé " "m a
priority] [interval sec$ m a o ™% |coao mEQe ™ hteo o | /[T
priority: (0..192)/192; | -priorityt ¢ h oh ~t teomt E _"e” "7t
secs: (1..16383)/0 | -secst ¢  h o otch~ ~~ moo® " e |
no ipv6 pim rpcandidate St _ 7O, eeg” hra th

ipv6_unicast_address
ip pim ssm {rangenul- " " "t'E aeo o0o~"h mexQ co’ m t

ticast_subne{ default} -ranget x _ " "t 'E aeo o™ " h mexQ co
-multicast_subnet a2 e 0 0o~ " h me™ 7y co " m
t -defaultt x _ " "t E " "000/8.°€ _ HOH
no ip pim ssm [range mul- St _TQO;"eeeg” hma th
ticast_subnet | default]
ipv6 pim ssm {range " " "t'E aeo o0o~"h mexQ co’ m t
ipv6_multicast_subndtde- . -ranget x _ " @a¥eto’Eo " h mex Q co"m -t
fault} -ipv6_multicast_subnet @ e © o~ " h me ™ 'y co "
-defaultt x _~ * "t 'E 7 3E:i#32 "oe ccC
no ipv6 pim ssm [range U _ 70O, eegm hma th
ipv6_multicast_subndtde- T
fault]
ipv6 pim rpembedded K ~0- e ¢_7T0;,t E hmm "~ h gendezyvous poiat (RE) °
no ipv6 pim rpembedded i | t_T0;.,tE h”m " h rerglezyous point (RP§ .
.0 a™~e "~ . h o e a ™ x he*t g h Ethemét
¢ ® " c¢chom™ oa~e"eo mtho Y
console (config -if )#
% T18BT .0 a ™~ e " . hoe a ®x he*t ¢ ho Ethernet VLAN h x ¢cc . cohto
oa™e"™ "™ € b ® <AK i ] m t
co X a o : < e L
ip (ipv6) pim i/ ~0o. e ¢ TOttBHa e~ et ho o m
noip (ipv6) pim T e ¢. TOttBHa e~ et h o m
ip (ipv6) pim bsrborder cpt O L, _hTt t’E @mol T oex iy et h
no ip pim bsrborder - " | t_TOEee cTh™a th
ip (ipv6) pim dr-priority pri- S_ttegh oh ot ot " By x t.thothd 5w
ority -priorityt ¢ h ~oh ~howxt 5k~ och =  TY¥Q
priority: _oaaxt‘tohoh“oxntt(”reo(atcp5‘v\paaxt‘“
(0.42949672941 e o . e a ho tx ™t e (h to a KEpw
no ip (ipv6) pim dr-priority . hexe™; e = co xao ™ "e 0O
ip ip (ipv6) pim hellorinter- S _TtE_h o" oHelfoh ™ __to o
val secs -sect¢ h o otcéa~ to KSff2
— - - secs (1..18000)30m . - —_—
no ip (ipv6) pim hellorinter- ( )3 C hexe™; e = co xao e 0o
val
ip (ipv6) pim jointprunerin- T_T Tt E et h " T oaatxt ™ teh o
terval interval . 22AY o o [Nz S YO
interval: (L..18000/ Cintervalt ¢ h o ° h a e o mom* " e
— - 60" — — S
n0|p(|pv6)p|m ¢(hex'E’E;(e*( c o X a o : ek'oq;.
jointprunerinterval
ip (ipv6) pim neighbortilter T TELN tgRE " WPIMm oo T Yy e
acc_list - -acclisttme Mdh mo 5y e” omeo
acn::_lls:. (0.(;32A)~ T EthT e Yo
no ip (ipv6) pim neigh- o U _TOEeec” h™a th o
borffilter
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ip pim passive f_OrEMM e’ ae” et hoo e
x "o ttc h * Tcyh 'Eem oao”*t "E e Y tLa ©
T /disable a™h "hxt Pt 8 im 6 h o _”" e _”‘_e
moo® " e 'Y LDat
no ip pim passive ¢ ._TOYEMmMmM. h e’ a
ip igmp statiegroup C_TOmMB Ct _ m hom Yz &K Glta dn
group_addess[source -groupaddresst IP~ © h mx c¢c .
source addi -sourceaddrt IPF " h m mto ;e 0~ h xc
i et h m "o 7 e * t g
T V . ; e
no ip igmp statiecgroup C._TOmB "t ;o mhom Yz @A OFad
group_addr[source
source addi
“ % 71887 .0 a "~ e © o ¢ a’”xthx”‘eeGRE’Y
oa“e" " ¢ b f <AK i ] m t
cC o X a o ’ ® e <
ip pim . ¢ TOttH a "~ et h m
LR TK, _0; , ef=—""— P B E—
noip pim ¢ . TOttR a ¢ et b om
ip pim bsrborder kot —O- h o httht E omwoo ¥ fyye om et h
no ip pim bsrborder - "t _T0; t’E TTee . ~cT™h™a th
ip pim dr-priority priority STt E ch oh thoax £ Thy . oh”
-priorityt ¢ h ~oh hox t 5™ och ° TYQ
priority: _oaaxtmtto*heohto xFywhoa e .0aaxt"”
(0.429496729¥1 e ” ;e a hmix*te htoa Bphy
no ip pim dr-priority C hexe™; e = co xao ™ "e 0O
ip ip pim hellorinterval secs S_ T Tt E ¢ _h hellge "o t ctho” @
secsO MPOmMy n-sectc h o otca~ to KSff?2
no ip pim hellorinterval f hext E "e”; e = co xao 7, "e
ip pim jointprunetinterval ~_Trt g et ho" Tyt e
interval . ) 22AY Mmoo [INHzy S YO
|ntervalégr.].1800()/ -intervalt ¢ h o " h a jein, prmén o< "t e
no ip pim joinTprunernter- f hext E "e” . e ~ co xao ™ "e
val
ip pim neighboriilter T TEtho "t PIMmge " Y'e YO
acc_list acc_list: (0..32) -acclisttme Md&h mo 5 e~ omeo .
m_a o ~" TELh T e, YO
no ip pim neighborfilter t_"0;,tE "Tee . ~cTh™a th o
ip pim passive ¢c_~"0Oo;,tE ¢"mm e . ~h ' a e~
x 7 t otch~ TmytoE® " ceh ¢ tal"at E
T /disable a ™ h h x t PIME 8 im0 h o - e e
moo* " e Y LDat
no ip pim passive ¢._"0O;,tE ¢”mm e . h a0
oa~e " . EXEC a ~
¢ ® ™ c¢chom™ 0 a” e "EXBC mt h o h ’ a "~
console#
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"% 71881 .0 a " e h a” 9.9/

e - . . 3

oa™e" ™" co’;(az)("\l-(‘ i _mt
showip (ipv6) pim rp map- Jto®hTEt e .  wtX m_ Y “ee
ping [RP_addy T e oha”g¢e¢ O
-RP_addr P~ " h  m

showip (ipv6) pim neigh- to®hte oha~ ¢ n@m "tYoad
bor [detail] [gigabitether- gi_port: (1..8/0/1..48)
net gi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| group: (1..48)
port-channelgroup vian vlan_id (1..4094).
vlan_id
showip (ipv6) pim inter- to*hte o " e, Dedoht | gm~ay

h a
face [gigabitethernet . . , | -stateont o to*h~>~ t m et h
gi_port| tengigabitether- gl_port: (1"8/0/1"48), -state-offtoto*h~> =~ t - m et h .
. te_port: (1..8/0/1..24);
net te_port| fortygiga- . |
. fo_port: (1..8/0/1..4);
bitethernet fo_port| port- :
channelgroup| vlan group: (1..48)
1elgroup vlan_id:(1..4094)
vlan_id|state-on |
A0 dSm2F7F86
showip (ipv6) pim group- . to®ht"E* ° gx ch vy~ aeo o~
map [group_addres$ -groupaddresst = "h m hxcc . @
show ip (ipv6) pim counters 1 _to®hme™ h am; tt:la o &
showip (ipv6) pim bsr elec- T to®hte oha~g¢g 10O o {wo
tion
showip (ipv6) pim bsr rp . to®hte ohatfg "©; ee . _~e’” 7
cache
showip (ipv6) pim bsr can- . toFhmeEmtoye ~ _~e” " ~to
didate-rp
clearip (ipv6) pim counters T JTextPRVR ; t @
h a h mco TE-o ~ e Y oa~e?-”
A x* "o 'Y e”mtho - tLa {d&@ G mt "th -t mT”'Feao Wwto GnMAM
choto_o’“a’“h’hxt G (0))
console#  configure
console(config)# ip multicast - routing
console(config)# ip pimrp -address 1.1.1.1
5202 xe ¢ Y tLa {y22LAy3
T xe ¢ Y tLa {y22LAYy3 _mco TUET xeo Ymo YR mM[bp o ymty 7 oa
PIMa * h " h x t "™t oh ™ a (0]
me o e o """"“; t £ h IVQELJAVE‘E’Y Taye bm oy* T h me o )
t 9 cohto 3 O _otoh.g " .7 co7x: e tlLa W2AYZXZ tlLa w!
.o0a™~e " h ’ a ™ o ¥ * T'Ee o 0 e x h * ¢
¢ ® ™ c¢chom™ _oa"e"eé"o"mf"hEeo_ ‘0 & ’ 2 h~ ¢
console (config )#
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DHELTEX

“ ¥ 71087 .0 a e " h —d ¥ & ™ 'Ee o o e x h ~* ¢
e ™ “ee ™~ e
.oa™*e" ™ [ * <,\1K< ] m t
cC o X a o , < @ s <
ip pim snooping _" h 'maogTE o Te xe ¢,
T/ ~0: oaaxt™®tohoa@®
no ip pim snooping T"c¢h t t'E mco TE0 "e xoe |
ip pim snoopingvian _7 h t'mco TETo " e PIMSnooping__ ¢,
vlan id _ocaaxt™tohoa " 7Y TVLANe © o e
. vilan_idt | 7 et " e, OWLAN- eoa h
— - vlan_id: (1..4094) — - —= -
no ip pim snooping vlan cth 't rEc o E" ox € e PIMSnooping
vlan id _ocaaxt”tohoa " 7Y T *eeo o e
.o0a™~e " . EXEC a ~
¢ ® ™ ¢ hom~ 0 a~ e "EXBC mt h o h ’ a ™
console #
©* T19gT Lo a e " h o, a” 9.9/
= - R =
.0a~e ™~ v« * AK‘ ] m t
c o a o : < @ . w e
show ip pim snooping 1 L0 _""t¢’E "x O e oha”~ g (O o e~mth
show ip pim snooping vlan . o_"TtmE "t mt x oetho ™Y aeo
) vlan_id: (1..4094 ST s r -
vian_id _d: ( ) ceo . Gtly
show ip pim snooping groups _o _“rtmE mo “oh X cho Tee
sh ip pim snoopingeighbors T Lo _TrtmE mo ~h mth ho ~ee
5203 _hoto o~ a{5t¢
._.h o t oo “oe h x ’. . e Y . m to e o _ o MSD%' o*"‘rn'cho<"h1'E"0Ym0t'fnna"Y;r1m”'.
*? o h a c. . o"“|\/|u|t|*cagt_1tb;e2_ X 'e.|:£||\/!_oa e_MaSDp:no( e e
o~ peo X m t e ~RP_~ <0n'10YaiPa<>e (0}
.0a™~e " h > a ”~ o ¥ % T'Ee o 0o e x h ™ ¢
¢ 7 “*c¢chom~™ oa™e e 6o *m i hEe o ‘0 & ’ B h ™~ ¢
console (config )#
T 10T .0 a ™~ e " h —¢ * a4 —'Ee o o e x h ™ ¢
e ™ “ee ~ e
oa~e ™ 1« * </\!K<* ] m t
c o X a o : < w® . o<
router msdp ¢ _ T OrBoto o™ cg{h5t h a 0

o e
T — P — p
no router msdp .m to _e*cth'F_a to o X a*{f's,'m <O' o
o e x h ™ ¢ (0]
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.0a™~e " h o é a*xh™ ¢ MSDP o t o o —~
¢ ® ™ c¢chom?™ oa™“e " eoe mt kebh™ ¢ o MSDHP ™"’ a
console (config - msdp)#
T % T108T .0 a * e " hoe a “xhh ¢ o MSDP "™
.o0a>e """~ € ;. °f <,_:K<~e ] m t
c o X a o ’ < @ -
connectsourceip_address " e~ rthEmLEY _otoh . o FxT ot
T/IPX " h m e . mgo Y* o c¢ch mo foa e o)
no connectsource "mt T etoR ~ ; exao TtoTe 0O
cachesaholdtime secs secsOMpnd®doc "~ mt T et &Y SA T c m  H
no cachesaholdtime "mt*eo t'E "e”, e co0o xao ™
holdtime secs "mtetoE t K2E RGAYS® Im ™t
. e *x " t ch pmoytd " ‘leééLIftAo@éﬂc
SeCSO 0 POMP N Unom ~“o0a m*h=m = tmoy
no holdtime “mt®ede ™t 'Fe co, xao T"-"e Q0
keepalivesecs “mot Y etopt h " T a Tx omol*
PaIve secs (1..60)/30" — = — —=
no keepalive t“eo tE ;oLee co xao
originator-ip ip_address e "EIPT, "th om o3 meco TUVETX a .
T/IPX " h m e .mogo T y" g moo*” e Yo {!
no originator-ip "mt*eo tE e~ &  co xao ™
peerip_address Jo* "t 'E _oe xhe egh O af{Btt  a
1 _oe x h = c. .
no peerip_address ST T OUE &{ 5t
.0a™~e " h o é a * xMISDR h ~
¢ ® ™" c¢chom™ oa™e " eoe mtRMSDR h * h ’ a
console (config - msdp)#
“ % 1047 .0 a v e " hoe a “ xXMSDR: h ~
.o0a™e "~ ¢ , °e. <riK<~e ] m t
cC o X a o , < @ -
connectsourceip_address Tt e | tWEmM Y otoh . o Fx T ot
T/PX " h m e g0 " Y" o chgMSpR _fioa e
no connectsource "mt ¥ etoR ~ ; exao CoTe 0O
descriptiontext C oA s . , Tt T "t E OMSDP " & "
pront GSEGY omMOPOM———— — ===
no description t'E oc m™e
meshgroup name - , jo* - t EMESHhh X ¢ ¢
group YEYSY 6MOdol e =
no meshgroup t’'E mom
safilter {in | out } SO T TUE eh T Smoo ¥ TEeN T ¢
sec_num{ permit | deny } -permitth ~ ~h " O" ch= . o T
[rp-addressip__addr_rp| ~denyt *~ch " 0O ch . o -
group-addressip_addr_gr ~secnumteoa h om g ch~ o
| source-address sec_num: i add Etoh - YRR © *°h mx
ip_addr_srd (0..4294967294) -1p_addrrpt €. o
-ip_addr grt ME ¢, Y co ;h omx b
-ip_addr_sra TME ¢, 'Y co =7 h Moultcast, m
t h o~ -
no safilter {in | out } STy, t o mo T Meex Qom e. O ch
sec_num
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DHELTEX

shutdown s " a e mt h * t tre’® m m M@@ro;hoaz e
T/, -_"0; e " "7YYy [ o _,oe xh"ge |
no shutdown “mt ¥ eo t E 'e"; e c o Xx ao 7
.0 a™~e " . EXEC a ~
¢ ® ** ¢ hom?™ 0 a ™ e "EXBC m¢t h o h ’ a ~
console #
’m%AlgﬁTm‘oame'.‘. h()*am 9.9/
.o0a™e "~ "~ ¢ ;<e*<,_\K: ] m t
c o X a , < @ -
show ip msdp peersip_addr] o0 _"tE oha” g O o e”"mtho ee .
m o - e e YS e “mtho _”0 c ho‘.
T moo® " e Ya choto o ™~ a{5t
-ip_addrt IPF " h m ¢ h~
show ip msdp sourcactive T Lo "mtmg " h a0 o H'T [
showip msdp summary T _o _rtmR aa”hex Q e ohafFPPO cho
clear ip msdp counters T JFextWmE ot
clear ip msdp peersip_add ] . L. h xomt meE ° e MSDPY m~ a
-ip_addrt IPZ " hc mh ~
5.20.4 x ¢ _ ¢GMPProxy
T x e c Y aeo ao™*h” hh xmte o " ™ ¢ LDat tN\BEé c h e €
x ¢ ho ” e eo a™h "hxt Y e aeo o™ " h me . 9 " " ee . g a
choto o™ | Datd¢o _ coao " EQO LDat tNBE®& xmtho mt = ;
aeo o " h meo h “omma.o™ e omt 'E cOt’ ~0:;"t EmY aeo o " h
" h " h xt T e Y omx " mt ~'Y tm Yy a ’Gph’nkl') e t e t hmo am
e > mto’Y"'d@Nmmk;)@p h(’)u'p{inlgaeteh m oaaxt™toh ® t
co Tx ™t T'E a ® o td “rAuhicastctiend) o h a h x t mo ¥ m't e e m
IGMPD - etqo\wn“nk oma*a~x t * t o h . mt xc ~ t ”'; m t m h
o h ™%~ t | - t mo o {GMRet Yy mcthhoot an to "3 ¢ o ° ~0; e e 9 Ht
/ .0 T : m t o co " " h > - a . g h x ¢ c ae }GMP ~
Y Proxx _~ "~eo 9 t~% ™ ¢
A LDat tNRE@ co”" h> _gtth”o mayydR2syfAY]
V Lo Te e Y M T TIGMPPrexy., e ¢,
-IGMPProxye ., ¢o* " h> = tmY elAG hxcc™ g = h
a o’ t ¥ .t E och 7 ~ e to ~E o o ° e et h
-c h mco T'E" o \/§ ec h o t|GMPMT " et h m> 9 e
o Fh ™ T ™t .t o"TOE Moy "~ cekctude(*,GOt inclutie(*,G).
¢ o VLAN otoh . omx " mt |[GMNShnooping © o e T

ot ""o; e

<

IGMPProxy —QinQt h = ™Y
Ty _ohh teo h ™ %ot _x e _ ¢ 4GMPPioxy, eIGMP® :

< —

Snooping SVLAN CVLAN ~ t~ * |Pe™mtm= e~E *~ece . g
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.0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ - ™ chom?™ oa™e” ew* “ntPe ® ‘o oe a% h~ ¢
console (config )#
T % T10@T .0 a * e " h ™6 * A "Eeo xhege
.o0a™>e "~ "~ o © b ‘AK ] m t
c o X a o ’ ® - <
ip multicastrouting T hthEfotx a*h Thxt % ae
AJYLIMLINR E& Tko xao T:"de” m_oe xh ho ~ee 2 et h
no ip multicastrouting xe e, Y _ -_|""cth m"E*otx a~h hxt e, ae
AIYLINLINR E& m_oe xh ho "ee .g et ho
ip mroute prefixpre- L0 TT"tEmMt®t - m_o ch® o
fix_lengthfw_router_ad- - . a”h "hxt "¢ O
dresstunnel tunnel_id prefix: (A'B'C'D)’ P& | _prefixt IRF "h . m m _t e~ e~ e vy
fix-length: (A.B.C.D ", _prefix lengtht @ = m = ¢ h m* e e
/n); fw_router_ad- JPre - ~ 9 - -
dress:l (g..B.C.DG);tun- -fw_router addresst IP " h . m a~h “h "t
ne—l'(l"l) h me o h:*mm . —
-tunnel_idt , © , et "toh txee TVO
no ip mroute prefixpre- ftTT T tEmMEe~t .m0 o ch™ o To
fix_lengthfw_router_ad- a”h "hxt "¢ @
dresstunnel tunnel_id
.0 a™~e "~ . h o ¢ a ™ x he*t g h Eth@rrq)etVLAhI e t h m = h x ¢ ¢
¢ " c¢chom~ oa™ e " eo mtho Ethernet VEAN ® et h h
h x cc cohto Y
console (config -if )#
“ % T108r .0 a ™~ e " ho e a *x he*t ¢ ho gﬂw@wé[ﬁ]ZCW coht
oa™~e"™ "™ ¢ ;<e*</_\K: ] m t
cC o X a o , < o . % <
ip igmp-proxy {gigabitethernet | gi_port: (1..8/0/1..48) oe ~xh hx a. et h Y.
gi_port| tengigabitethernet te_port: (1..8/0/1..24); e . >  mto ’y® — m t ¢ .oa~e” " e~
te_port| fortygigabitethernet fo_port: (1..8/0/1..4); et h LMz x ;"mt xQ" _ _ a”h
fo_port| port -channel groug group: (1..48);
vlanvlan_id vlan_id: (1.4094)
ip igmp statiegroup group- ¢_7T0;,tE mt "t multicasg h x cc T cadm
addresgsourcesourceaddr] -group-addresst IP* © h mx ¢ c
-sourceaddrt IPF " h m  mto ;e " hxc
T V Tt eh om0 "o T e|GMPProx{§E
no ip igmp statiegroup group- ¢._7T0;,tE mt” tmulficage_h x c c " c hom
addresgsourcesourceaddr]
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DHELTEX

oa~e” hoe a ® x he*t g h VLAN ~
¢ ® ™ c¢chom?™ oa“e " " o m X\ ANE h ’ a ™
console (config -if )#
T % T10Q@T .0 a *e " . hoe a *x he*t ¢ ho \[LAN
oa™e """~ o © Vo< *<AK: ] m t
c o X a o : < e L
ip igmp-proxy dscpdscp Tmte e te'E ;e -L5t{ P tTo Yo
choto o ™" LDat ¥ _otoho *x °
dscp: (0..63)/0 e et VLAN _m
no ip igmpproxy dscp "mtTecde”t e  co xao T:"e 0O
ip igmp-proxy coscos “mto~ e teE ; 802,p. Lt T Y ¢~ to
_otoho  Fx" ot _mco TVETo "t Em Y
cos: (0..7)/0 VLAN
noipigmpproxycos “TmtTeo tE e " e co X ao "
oa~e” EXEC . 2 ~
¢ s ™ ¢ hom~ 0 a~ e "EXBC mt h o h ’ a "~
console #
'"“'“";ng-[’“\oa”'e” h > ar” 9.9/
.0a~e "~ "™ e ’<e*<ﬁK: ] m t
co X a o ; < e - <
showipmroute HhomaommmmiEo'o"*h<me o) h x cc
[ip_multicast_address o hxece c¢co ~"h mx hxcec . - c
[ip_addresy [summary] aeo o™""h me.g "Tee .o
1 -ip_multicast_address IP~ = h fmx cc .
-ip_addresg IP~ " h mt o e "
_Summary'[_h"t_o( mo’(h””e' _"'
aeo'o”’*h<meom t"":“’“.*e< a ™ h "hx
show ip igmpproxy interface vian_id: (1..4094); | o _ "~ e top aCog mt IGMRIUNR E& ch a e
[vlan vlan_id| gigabitethernet gi_port: (1..8/0/1..48); et h m™a
gi_port| tengigabitethernet te_port: (1..8/0/1..24);
te_port| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channelgroup] group: (1..48)
h a .c o Te oea "y "
console # show ip igmp - proxy interface
* - the switch is the Querier on the interface
IP Forwarding is enabled
IP  Multicast Routing is enabled
IGMP Proxy is enabled
Global Downstream interfaces protection is enabled
SSM Access List Name: -
Interface Type Interface Protection CoS DSCP
vlan5 upstream - -
vlan30 downstream default - -
Ethernet o a a x t ™nt o thMES23xx, MES33xx, MES35xx, MES53 221



HELTEX

T x e > X ¢ h ™ — e ’
5217 x e _c . . L Toe LY
5.21.1: 27 ¢ AAAa
] 7Y oFf mec : e Y * 0 C *meomt mAAA LG~ & emeco TF &
L toh e, Y x,;, t 0@
- Authentication6™ x t et ~gmo &oem Yy " e “*chom™ mx " mt x
m mt a * "0 Cc ™*meomt 0)
- Authorizationo . t oh R ’ (o YS ¢ ho ﬁ-[(nho_c 0 mx th o e(\p co m xt ;x”ct e P
m m t a oc ho s ~ox ot et “ e (O)0) och ® -
- Accountingg ; _ttmy e - coth e a h mxhmo c o
] Y 7 h o e Y “® e 3")eSSH T o T E " X tm "y
~ Kl —~ &~ o~ -~
.0 a e h o] a Ee o o e oL X h c. .
¢*° “¢chom™ _oa”'e""e"\m:"'nf“t]:_rem_’_* e’ axh g
console (config )#
""~’\20@.[~‘0a~e’-‘ h > a ™ ,—\O'Efm/—\,Eeo ) the
e e e
oa~e ™ ™ T . . K | m ot
X a o ’“, ~ e K < @ . ox<
aaa authentication login "mtoremce@mo® Y xt et o e o °
{authorization| default | -authorizationt h = ~h ~ ~~ ~t cho g0’ " e
list_namg method_list oc mTee.a Te”a T a to
-defaultt , mc o T"E"o0 "t 'E T T " xt et
e ’ a to” T
-list nametr , 2 'Yy m¢ m _~ "xt et "
vt h x O" om Yy 0 s c o 7
¢ om™e methodk lishe . o
-enabler mco TEro "t E ¢ ~ho TE " TY
-linet mco TE" o0 "t 'E ¢ *ho TE t h a
) -localt  , meco TE'0 ~t'E To ~ T'Eex O *
list_name: (1..12) S~y Mx ot et e T
m a o "o T ‘ A= -l -
* - - _none'[e( *mco EO“ t 'E Xt( t*‘
method_list: (enable,_ |In?, -radiust _ mc o "E'o "RADEJSM ch m oh o _ SN
local, none, tacacsadius); [~ , ; o ¢ - e T
T fo x ao -~ « S e T e
' -tacacst , m ¢ o E o t’E mc mo ¢t/
omx ” m t ~y ot * - - -
‘ - < x t et c (0]
co ~o v ~Eeo K « c e P B
. — - |m X a to x to et
?e_aaa_o V Tomt xc oemo T m -
authentication login - oo
authorizationdefault loca) o T e me m * omx " m
V aaaauthentication login list_namemethod list.
"mco TE" o e m c m_"'Y
aaa authentication logirlist-name
'ﬁ ¢ o * C e c ot "o
. ° t 'E e 0% 50 ° a a a
X - - ao 0 a t o™ ™ X
no aaa authentication "Tmto” e tepE ; e ¢ xao "r"e OO
login {default |
list_ namé
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aaa authentication ena- "mto~emcPmo® *xt et "~ ¢
ble authorization{default ch 7~ 77y 907" om mt
| list_namg method_list -authorizationt P © *h "~ ® 't ¢ ho go”’ e
oc m™*ee .a e > a t T va T
-defaultt , mco TE"0 "t E T 7Y "xt et
e > a to” . T
-list namer ., @2 Y mc m "~ " x t et "
- t  hx O om 'Yy o = c¢co 7
e, m~e  metholis)e . 0
-enabler , mco TE'o "t E ¢c”ho TE " TV
i -linet mco TE"o "t 'E ¢ ™*ho TE t h a
list_name: (1..’1\2) Jocalt mco "E'o "t E "o ~"Eex(Q *
m,a.° °. STy T ox ot e t e T
method_list: (enable, Ilrle, - nonert © ‘mco ~E o fiE "xt et
local, none, tacacs,iadlys) -radiust _ mc o TE’o “RADEJSN ch moho 5
T fco X a o . . -
' X t e t c T
omx " m t Yt < et T L -
< .- -tacacst M c o ‘E° o t 'Eomch moho ¢17/71
c o o ~ ‘Ee o] . * - - < xe < — .
- - . x et c,, @
ccaaa O ' [m Z toc ~xit et -
authen_tlca_tlonenable V “omit x c moedm® ~xm e b
authorizationdefault _ . ) i
enablg 0 T e m ¢ m - omx " m
V aaaauthentication login list-namemethod_list.
"mco TE o0 ~ e m c m_"y
aaaauthentication login listhame
'g o - e c ot h "o
- ° t 'E e o % 90 ° a a e a
X ¥ - a o o a t o™~ Xt ¢
no aaa authentication "mto” e ‘teE e co xao T:"e QOO
enable authorization{de-
fault | list_namé
enablepasswordpass- "mito*ectmo TE " T _oetho Ty  a
word [encrypted [level "omtxc® co TVEo Yt T @
level -levelt x ho e c¢ch 7 T
level: (1..15)/1; -passwordt ¢ © h o TET
password: (0..159) -encryptedt ~ * T "t E ., ho Tee . ¢
m a o/admin c‘ho’“’E“ Tt ho "eeoa “**(z
X mtho m t 0D
no enable password "TmtTeoTheEExao0 T, "e QO
[level level
usernamename{nopass- Jo*"tep TETo "t Ty . To " TUEe x
word | password pass- YIEYSY O6mMbODPH-levelt xho —e’E c¢ch 7 T
word | password en- password: (1..64) -passwordt ¢ “ h o TET
crypted encrypted_pass- m a o To T l-namet , a 'Y co TE‘o ~t TNT
word} [priveligedleve] encrypted_password: - encrypted passwordt ", ho "ee . c”"ho
6m®ddcny m ge " ho~E 77 ho "eeoa " 3
level: (1..15) xmtho mt (o
no usernamename ST TR TETo |t TY ~o " T'Ee o
aaa accounting login T Ch t'ET e x ot Y (T Txet ™
startrstop group{radius| y o h 7 eo to TE o Ty co
tacacs+} V "9 _ m mt ax cod Iy eo

c*ho QO t h a e ™ ™ 3

o) c o

- e o ¢ ‘ '

T fco X a o ’“;‘e ‘

- e x - t ] ) < ® e x - t o~ - t h x t

o ) ) ) V D c*o("’E'o( ot "‘_'E*“g*ot° n(n
n"l t . x . ; t o m O“O t "< t msta;I'XSt(Op“' ’
moo® " e 'Yy RADWUSE ~ & Ta th
T her o omy o omoo T "RADIUSYD
ch, .. tER 7209,
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HELTEX

no aaa accounting login Ttceth t ET e ox .t T g% " xet”
start-stop a~e” @
aaa accounting dot1x T hrET e x ;o tT 0T __Txet”
startrstop group radius ¢, e o x ot v hx ot
V co BFE "™t ~E g0 ° t m ot a
' cto “mo oot o tm ot §tart: Stop:‘ e o oj_*e N
e"YQ choR;A|Q%c’\’"h”‘a(th.z m o
.my mt){g*c"‘h(cetRA|3_|U$’“h"_(*(e
T fo xao0 T e | S AZOI),(
- < . < € * < X L t
¢ h _’ Mdltiple sessiong © © ¥ " _start/ $¥0p
Vcom ~" 0Ot m "y -~y "”0'0 c d
Multiple hostst t © "'E_o " 7Y ¢ o TE" o
0 “xt et "¢ O oma o
no aaa accounting dotlx "mtoTe teE ; e  co xao T-"e OO
start-stop group radius
ip http authentication Jch “taE to® Txt et _ " HTTP ¢
aaa logirauthentication m_h _hx o _h xmt“eo me m |
[loginrauthorization] a to” Fx" 't c¢ch a teo'yt 'EmiYcT0™0 63
[http | https] method list eo eoax a to"x “xt et " g
. -method listt @, t o™ ~xt et "e Y
method_list: (local, none, | | 010 ¢ o a o ~ ~Ee o AT e il
tacacs, radius) nonet e mco TETx  tmoyT
tacacst , mco T'Eo "e  mc TACARCE o m
radiust , mco T"E o “e  RADIJS mh o ho m
no ip http authentication "mto¥e teE ; e  co xao T-"e OO

aaa loginrauthentication

“mto* e *t7E oh t a ochom?™

-chaintcom ™ e x T seo0 coc .t
0 a x a t o " x mc mt em T % x " g
aaaauthentication mode T /chain m~™ "xQ" ax a to®x g co .
{chain | break} -breakt ¢ o me™ x " seo0 T xt et "
t o " x cho g mm “ox ot et sx t* ge t
e Y co m™ " x (QO" ax a to®x 7
(o] ao’ eomt “ox ot e t e c
aaagccountlnlg com- ¢ ~O- E " e " - toeehoe
mands stoponly grou cox ao T, " e e T T Tt
ponly group T?/ ! *| o “Tacacs.
tacacs+ LT X
no aaa accounting com- . _"0;,e0|"mto~e teE ; e  co xao T:%e QO
mands stoponly group
" dat ¢C_7T0; .. . ImetimWplate; N, h _x 7Y
aaa accounting update tko xao~:=la_ "xt T h & e o
no aaa accounting up- .05 0. TO; e Itetira-Uptate_; . ", ~ M X
date c hoa Pox ot h a e (0]
aaa accounting update o e  choa xt "~ - h a e F
periodic minutes minutes: (1..300)/ . ° " UUEM Y Imtetim-Update "~
no aaa accounting up- la.  ex t "~ "mt~eo t'E ‘e~ : e  co xao T
date periodic
“mto” emcpPmo * - t oh G o~
list_name: (1..15) -defaultth =" _t  ho =t 'E mefautF o_o mo
horizati m a o methodTlist: |co xao T:"e O mtE m mt a T
aaa authorization com- o T . o ) - " ’ CLS
ds {default (tacacs, local); - list namet , a 'y mc¢ m a to o .
{_nans{eaul T fco Xxao T"-™e la o o h .o t h x ao o co T"E o0 ot
ist_namé grou . iy ‘ P < PAGR e A
th del}% P m ¢  ndefault, -tacacst 2  t O > co " o YO" ., . TAGACS
method_lis - t oh e m h h o s - t oh " e T
omx " mt ~"Y| -localt a to” 5 ch otohoa - t o h
tm Yo
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DHELTEX

Commt”‘eo’ t’E'e"';(e . c o X a o
-defaultt m *hom mc m default_  ae "e; ae
no aaa authorization xao ~y"e OT
commands {default | - list namet x ©° 7, T o0t TEm__  mc
list_namég list name
y ¢ ,mo _ mdefaplte e ao’ t T .t E
V‘ m mt  a
s t ~ho "t 'E mc mo  a to"o
aaa authorization com- a”e” @
mands {default | list_name: (1..15) -defaulttm ° Tt 'E Tt e . adefautt, mo
list_namé m a o To Tl -listhametm®  T"t E " _t e .a moot
T /default t.EM_,, Mmc mo O
no aaa authorization fommt~eo tE e ;. € co xao
commands
' _I Y'[O'O ,tO' _*<et c o X’* omtxxct(et
' *e hex ™ 0 ¥ X ¥ mco TE X t e ™ - Te
-., . * o x< ® * * — * © < ) *
none.
- *zotr’sth*mxoto “g*'ue*'Yx,<t‘ choto_o - WI5|_:{
“th *xt*th ~xt
st h Tox ot . . c m ™ e
* moo ¥ ” ¢ mo o ¥ * ¢ - * o<
Start Stop
UserName (1) Imt E Imt E "tT,et . "e, Y co TE 0 "t
NASIP-Add 4 ImtE ImtE I~ ° h . m _0oaaatdhmacho” ™ E" x t
ress (4) m mm ADIUS Ww__ Nhoa o
¢ ¢ h o 0o TEe o e o e > .
Class (25) Im E Jm E Cex oyt m mm ®
. MAG ~ h m NASh t Mco TE x a
m t mt 7 < * < ©
CalledStationID (30) ] E 1 E RADIUS n  hoa o
CallingStationID (31) Imt E Imt 'E MAG “h m co TE 0 "t TVYO
FramedIP-Address (8) Imt E Imt E PP "h m c¢co TE'0 Tt TV
AcctSessiofiD (44) Imt E Imt 'E te 7 TUEe - et . _~toh
. - ¢ ~ _‘ . - t a to® I co _oto
AcctAuthentic (45) Im E Im E “ Tt e c ho e o
. X R ’ ¢ o - . ~ ty " "o T o co
AcctSessioATime (46) Jm E S m o omt a o
AcctTerminateCause ey ImtoE W . e * h .t 'y m mm ®
(49) - ’ -
“F To0pT st h Foxot moo® " e T e Y x - t™ choto
. “ th S *t “ th Tox ot
sth Tox ot . . . . c m ™ e
m o o ° ¢ mo o ° q - * <
Start Stop
UserName (1) Imt E Imt 'E "tT,et . Te, Y co TE o "t
NASIP-Address (4 ImtE IntE e om o _enamtohe o TR
ress (4) m_mm ADIUS W_ _hoa o
- ¢ o h t _oaaxt’“toh*z e"co_’B'E-,
NASPort (5) Im E Im E o 1t ~E
i , L ho ”o’“'Eeo‘._"“@f eeo > o
Class (25) Imt 'E Imt E ey x s e T m ®
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HELTEX

CalledStationtID (30) Jmt Imt 'E [P "h m ocaaxt®toh” @
CallingStationD (31) Jmt Imt'E P "h m co TET0  “t TV
AcctSessiorD (44) Imt Imt E ~e " TUEe . T et " toh
. -~ - . t a to® ¥ co oto
AcctAuthentic (45) ImtE Imt E “~ 3t et c P o e o -

. . 0 - - t 3 - o T o c o
AcctSessioATime (46) Tt Imt E “ . B e a <_<D_
AcctTerminateCause Tt Imt E Jhy e _h.t oy mo omm D
(49)

NasPort-Type (61) ImtE Imt E Lo _- Tt t ¢ coht~ 7
EltexDataFilter Tt Imt E S, mo e Ty mo T ht T
m o AC‘]_()t - ’2\Q3).e’
EltexDataFilterName Tt Imt 'E "a ACl  Im T e . Tt reo 3ot
(RADIUSACI.
¥ 72087 . TO; . . - ACR To
0O, L0, m To ¢ om~e
o c idc"hﬁoto_o )
Jocxmt a . et e YY
=" TIRV4 icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6
prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipig
pim, 12tp, isis;
-7 TIRVG: icmpve, tcpve, udpve.
mac_src sz"h mto e~
mac_dst s Them-e” . e Y
ip_src P " h mto ;e  ~
ip_dst L
ipv6_src IPv6g” " h  m mto e
ipv6_dst IPvg " h m e™ ~e™ . e Y
dscp “e” ; DCSP.° 7Y 0nddco
ip_precedence Jh o ptht T on0ddTO
tcp_flags TCR, —7
vlan Lohy" o .VYLAN Ooa _h
icmp_type _c moo® " e |CMREh o tmoc 00”TE" x a . .
ICMP ~ _ to . 6n®DHpPPOL
icmp_code Lo ”° moo* " e |CMfEh o tmoc 00TTE" x _a . _ B
ICMR ~ _ to . 6n®DPHpPpPO
igmp_type " ¢ cholGMP_ o "
udp_port_src UDE o h t o e~ &
udp_port_dst UDR o ht e te” - e YO
tcp_port_src TCRoht mto ;e _~ @
tcp_port_dst ,Loht e” te” - e 20

udp_src_start

"-"“"Eeo( UDRE ® h t &

UODRE“och t'oo e ™ mt

«

udp_src_end

\oe<-eo‘ UD‘:FI:O;h(te‘<*' UQFr"och’*t'oo”e ’mto

udp_dst_start " " TEeo UDRTOhte - D ehNtoe e~
e YD
udp_dst_end coe eo  UDRTo;h te” - DR xht'oe ~e " e
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DHELTEX

mco"'E'Ou”'*f;*< "‘*eeo'o m‘mejiﬁgé%coﬂ*ja@*" wt 5L, E
th ¥ x(EltexDataC A f ( S(BiexDataFittarb | YS0O ~ 7Y _ (Bltdy.h ™ opHcCp

J— + -

tcp_src_start Tt TUEe o pe ¢ ht® - fCR"och™too e ™ mto

tcp_src_end .oe :eo “pcroch ter 7 FCRToch®t oo e * mt o

tcp_dst_start Tt TEe o peoht®t - fCp~och®too e e ™ ‘e

tcp_dst_end .oe -eo “pcroch ter 7 FCRToch¥t oo e e * e
EltexDataC A f ( S NDataFiltor-Namg&e m o * .  -ISFRRMWNAO ~th “xt . 3 ch
Ty °*e"a m 0 o "o ¥ - e ¢ m!(/h[n<eh”‘”‘ dc o h }
’ “ th

v <
3
(9]
3
o

T+

_h a et mt h oVendorSpecific™ t h ¥ xEltexDataFilter EltexDataFilterName = — 'Y
Freeradius.

¢ ™ _Jpath/to/freeradius/dictionary” © * ~ ; t 'E

-

VENDOR Eltex 35265
BEGIN- VENDOR Eltex

ATTRIBUTE Eltex - Data - Filter 82  string
ATTRIBUTE Eltex - Data - Filter - Name 83  string
END VENDOR Eltex
" T o ha™t ™ oc m Lt@l]h!)(/[tﬂ'“_fnﬁ\(;?!x/qm ao ho * h ~
- m "o "o T e . LUt E "¢ o om™~ e . : h : c hot*
OLISNYAG .~ RSye&u0s ALWLNBOSRSYOSsS LINRI
omt ™ T'Ee . ¢c”h™a th. "Te o om o " Otmy cho
' T o ha™t ™ oc m al / !/[ o h a h x tm 'y m— 7
- "o T e . Lt E ™o m=™e . : h : c hot® - mt h
RSy&uvz ALWLINBOSRSYyOS® _om~™ "¢ m  o% 'y’
Y c. o m* Ot m 'y @ & oc o h oy"“lgeq)
" “m_ " f"‘HY(n]_‘t "Ye o omo. Y tmy - h ZKr]*<
vadRl
' Hhoto_o’“ao e o x_"' ”’tE_*_“ : m’“o“oa .
-
h a- h
user3 Cleartext - Password := "hello"

Eltex - Data - Filter = "ip permit 1 prot=tcp ip_src=10.0.0.3/0.0.0.255
ip_dst=10.0.0.0/255.0.0.0 tcp_port_src=80 tcp_port_dst=443",

Eltex - Data - Filter - Name = "Filter - MIX1"
.0 a™~e " . hoe a ” xth *h @ e ¥ T~
¢ - ** c¢chom?™ oa™ e " eoe mt ktb “h @ e “h™"’'Yy a

console (config -line )#
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Tor* Top4rT .0 a v e " ho e a“xth *hg@ e~ T'Ee 5 m mm
=% - o =
oa~ e ™"~ (I . <AK . ] m t
c o X a o ’ < - o
login authentication{de- T, te Xt et _" e, c h telnetp
fault | list_namég ssh
list 1.1 -defaultt , mco "'E'0 "t 'E mc mo  [c
|s;nar2e( 2, mo * " "ee aaa authenticationlogin default.
o -~ | -list namet ., mc¢co T'E‘o “t 'E mc mo  Z3a
authentication login list_name
no login authentication "mto~ e tef : e  co xao T-"e Q0
enable authentication{de- Tt tvXt et " g chco TE o
fault | list_namg x ho ey ch® 7y ™ o telngt Ssh. =
. -defaultt , mco T'E'o "t 'E mc¢c mo ¢
Ilstr;narze (1(;'19 o mo " "ee aaa authenticationlogin default.
- = | -listnametr  , mco T'E'0o "t 'E mc mo Zaal
authentication login list_name
no enable authentication "mto~ e tef : e  co xao T-"e Q0
commands authorization ¢« TO; t’E *_toh " g O _oa~er-
no commands authoriza- 1/, _"0;.,e° t~"QO; tE " _toh "¢ O _oa~e-
tion
passwordpassworden- TTtT®E ho TE T Yt _ha e~ 7" ¢
crypted] ) -encryptedt ~~ " "t E " " ho "ee .
password: (0159 ¢~ ho ~E Cw ho ~eceaoa :
m a o o - , oo - -
* - - Xxmt ho m t R 0D
no password "t fTEho TE T 7Y t _ha e” 7" @
.0a”e” . IpivilegedEXEC
¢ ® " c¢chom™ oa"™e °pFivi1egedE‘D(E(D 0 h ’ a ~
console#
7 72087 .0 a” @ ! priVilegedEXEC
.0a™>e """~ € P <AK . ] m t
c o X a o , < o -
show authenticationmeth- Lo _"™t'B oha®g O oF ~xt et
ods t _oaaxt®toh
show authorization . Lo _"t'B oha” g O mo 7 " ee 9
methods “ toh <~ g Toatet g & " -
showusers accounts Lo _"tTE _ " TEex O T ' x T Tee 5 ¢
T c h L. "( . ()
.o0a~e” . EXEC, a~
Y ® " c¢chom™ 0 a ™ e "EXBC mtho h ’ a ~
console >
¢m oa™e?-” T eeo 0 h ~ N — STomtxce t o TE
228 Ethernet_° a a x t “nt ot MES23x MES33x, MES35xXME$324



DHELTEX

- 08T . 0 a "~ e h(’*a* 9.9/
- . =
.o0a™>e "~ "~ v < *<AK~ ] m t
cC o X a o , < ® - <
showaccounting o "t oha~"g O o e*mtho ee
T X t ™ 0" “xet” o

5212 _hoto o~ wl5L!{

uhoto_o"\ W!SL:{ *mco’“’E'x(tm'Y*’“'y "‘xt(et*l* -
mco’\’E‘x(t oo x T ee . g cof"E'o“*t<’“<wz_otoh”"Ymo
o "VETo " to "‘hy”ﬁ)*' m g @E o " e *R(AD|U®*0<tmoc_<0 M I "vEe x 0
°omtxc< h<mth”‘a mo ot s - t - ’< c h "'omtxc<
oa™e?-" h ™6 ™ 5 " 'Ee o oce xh” g
¢ 7 “*c¢chom~™ oa‘e°?6\o+mf\hEeo cod °  mh~og
console (config )#
*F To0BT .0 a e " . h’:‘o’*”a""Eeo o e x h ™~ ¢
oa~e" ™" € ’<ea<,_\K‘ ] m t
c o X a o , < @ L
radiusserver host pdn T R Jo*"txE~ ""ee . ~m _h __h  mc .mo
dress| ipv6-addresg host- m _ h __ho @
name [authmport -ip_addresst IPgn  JPBT T h 0m gyl B EC T
auth_porf [acctiport -hostnamerm .t o @ "Yh wIhS" T {
acct_por{ [timeout hostname: (1..158) | -auth_portt e ©a ~h ~coh t = = 77y c h 7~
timeouf] [retransmit re- m a o To |""ee.oT
tries] [deadtime time] [key auth_port: -acct portr e oa h coht™~ 7 7y ¢ h 7"
secret_key/[priority prior- (0..65535)/1812; -timeoutt , ¢t h 7 o’ " "e Y ot =t
ity] [usagetype] [track-id acct_port: -retriest _° T, ; . mt o ¢ RADIUSe _h ¢ oh "mT|
track_id (0..65535)/1813; -tmet _h _a’y _ a ext” gy  t . e
encryptedradius-server GaYy8&adziy (m.,h_,h™ e FTx®xt ac¢h~étoat Em
host {ipv4raddresy ipv6- retries: (1..15); _oaaxt”toh~T
addresg hostnamég iAYS o6nodH-secretkex _~0; " TY Txt et "¢,
[authtport auth_porf secret_key: (0..128) |[¢ “a e~ " ~"ee .a  wl 5L {T
[acctiport acct_pori m _a o To |-prioityreh oh ot ot meco "WETR TRV
[timeout timeouf] [retrans- priority: (0..65535)/0; [¢ , ~ [~ ;'.,ee X t a ¢h ~oh t te
mit retrieg [deadtime time] type: (login, dotk, -typet t ¢ mco TUETom “re W "wl 5L
[key secret_key/[priority igmp-auth, coa, dotlx | -trackidtr e oca ~h oc ~h ™ ¢ RABIUS ht g hh
priority] [usagetype] eapol,dotlxmac, -encryptedt ~ T "t E _7T0;  ho "eeoa |
all)/all ¢ om Tx ;7 o tmx tmt o imeout rétries e "
track_id: (1..8) time, secret key —°Y T " eeomoh wlh5 ! {mco
e . e Y e”"mtho ee . m @®o ao g
no radiusserver host St fxgr v eke . h om < mc m_* mco
{ipv4raddresq ipv6-address m_ h _ho o
| hostnamé
radius-server attributes o * = = tth Effamedip-addresy ¢ ¢ S 8. access
framed-ip-addressinclude- request ~ _ .t
in-accesgeq ’~ e~ . e “th Fxt” ~"co Te
H dhcpsnooping, “arpd o . m_ 7 dhcp .
1/ -_"0; . ¢ shoopingg. =~ "t a3 m e om
LT Tane
no radiusserver attributes "mt~eo t'E 'e”: e  co xao T
framed-ip-address include
in-accesseq
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HELTEX

radius-serverattributes
nasid includein-accesseq

Jo* "t~B h NASIH¢ ¢ ¢S 6rH (AccessRequest “ !

(_*aﬂo"‘. bg::.[(bz “mth(;"ot<m_'y(

[format word] ___ word: (3.32)/%h |- YOI Y €7 . ..* .. %Y 9°
no radius-server attributes mto” e te'E ; e  co  Xxao ;Te (0]
nasid includeiin-accesseq
[format]
encrypted] radius-server “mtoe tTEO; I mco TVETx a co X
oo ey (0.128) |- "o e e e vy
m".a\_mo Or-ka< X xmthommt“oa o h x e
Xacoxm’twe,\;ﬂn?l -encryptedt ~ " "~ C@; "~  ho ~eeoa |
no radius-server key "mtoTe teE ; e  co xao T-"e 0@
radius-servertimeout "mito”e teg h "7 o’ T Te Y ot ot
timeout GAYS2dziy g, meco TE'x a. co xao ™. "e 0O
no radius-servertimeout "mtoTe teE ; e  co xao T-"e 0O¢
radius-serverretransmit re- Jeh Tt T, mt oo cmc” tmgylhp [ Ih{"
tries m c m - nz(tzr_ngbd“_’E‘x(ao uhc*o oxta 07
retries: (1..15)/3 omx * mt Ty tmy co m_m™T T x Q"
m c X m _" [0)
no radius-server retransmit “mtore teg ; e co xao T-%"e O
radiusserverdeadtime et a  ho "t'E hmaty odlomy”
deadtime e otoh . e m" ohmt xhcve d "mt e
deadtime: (0..2000)/0 |2 , ¢ x t " 93X  mco TE’'x a0  coOo Xxao
a e e “omtxce . m h h ™ e Fx tox ot
’ _;‘*(etoa _éaa;t:;oh"(p(
no radiusserver deadtime “mto*e teg ; e co xao T-"e OO
radius-serverhost ST t"get h . m jpM T hommtotdgho o
sourcainterface {giga- o mco TETo0 "X &MY, e O o _ ", mt
bitethernet gi_port| tengi- vian_id: (1..4094); |¢ .h " _~ a0 o moo® " e 'Yy c
gabitethernette_port| for- gi_port: (1..8/0/1..48)
tygigabitethernetfo_port| te_port: (1..8/0/1..24);
port-channelgroup| loop- fo_port: (1..8/0/1..4);
backloopback_id vian 22111 01 YA
vlan id group: (1..48)
no radiusserver host A I - S _m xmtho mt @
sourcainterface
radius-serverhost Tt c"Ee t _h _m 4Pyt A b__amtto h"oy o ¥
sourcainterface-ipv6é {giga- ,Mmco TE'®OO0 "t amyY; e O _ _ " ; mt
bitethernet gi_port| tengi- vlan_id: (1..4094); |¢ . h " _~ a0 o moo® " e Yy c
gabitethernette_port| for- gi_port: (1..8/0/1..48)
tygigabitethernetfo_port| te_port: (1..8/0/1..24);
port-channelgroup| loop- fo_port: (1..8/0/1..4);
backloopback_id vlan f22LF 01 YA
vlan id group: (1..48)
no radius-serverhost STT TRt h o omo o xmtho mt Y op
sourcainterface-ipv6
radius-server tracktrack_id L0 Tt E 0c h” e O ¢ h o7 o om
[interval interval] [max-re- RADIUS h _h "™ o
tries retried [timeout -track idtr e caob h ™
timeout] [username - . -intervalt , et h ~ 7 otech= =~ moo "
usernamé [passwordpass- intgr?/gl('_(l(li (3100?35 -retriest _°o ~_ ; mt o coc .to RADIUS
word] retries: (1.10)/3: | =i "
. AT ! -t et h Ty t . e ot
timeout: (1..300)/60; timeoutt . oS T e e e e T
m h h e X RAD|U§C’_\h' . [ 't o at 'Em

username: (1..128)

m a _ ofradus
tracker;

password: (1..128)

—
m*ano/-[on

< - <
oaaxt™toh?™
,

-usernamer @ Y ¢o TETo Tt TUYFZ  mco
¢ _h o® - m_ 5 moo® " e Yy
’ I h o h - ® oRADIUSC eho m th ~ c ho
- comh “mot o apccestReduést_© Tx e

. t KceessAccept ~— AccessReject
c.e __ ™7 ommt ycme ohm t ' RADIUS
h~ e o% go "deadtine e " m t ho

> 31
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DHELTEX

no radiusserver track
track_id
radius server accounting "mt~eo t JE cosht the . gm IRADIUS |
port port mo_hoh
. ort: (1-65535 S S
no radius server account- port: ( ) ta t'@co TET0 @ht 1'5TY R, tm
ing-port "te o om @
radiusserver authentca- "mt~eo cofpt ! FEYy otech "oc
tion-port port xotoet e 0O x: te.g “c m
: — ort: (1-65535 e — - ]
no radius server autentifi- port: ( )  ta tmco E o £e®ht™ Yy ghomo e
cation-port "xt et g 0O x;_ te.g “~c m
radius server enable . ¢ _TORADIUS h e”h oaaxt™toh @
no radius server enable ¢._TORADIUS h e”h oaaxt”toh ¢
radius servergroupword , TTTTtE e” e h T Fey hhxeeo .
word: (1-:32) o <h hao =4 N
radius server secret keley _o hajfv4 address:|" Mt “eo TOt EM o TE o  “seryetY NI RAd
{ipv4 | ipv6 | default} A.B.C.D; defaultt _ —0; e~ "e” .~ tmy 7Ty mc
o ha™t ALIG|. &, 0" o och<°<"(eeo'o "0 o
no radius serversecre XXX XX ST T tE 70 T 7Y sergep TET 0 T
lipv4 | ipv6 | default] key: (¥128)" L & _©
radius server secret {ipv4 | .o h ajjv4 address:|"m¢c¢eo T"ETe “U'E "7 7 ho "ee .
ipv6} A.B.C.D; _oe _h t eo o gomt ~
no radius server secret ,°hajpvé_address: |~ "~ T~ t E _T0O; "~ 7Y _sergep "E'0 " e
{ipv4 | ipv6} XXX XX
radius server traps ac- C_TOfsB "7 hmeo {iNP4I mo T Lt Y x
couting . e, M. .9
no radius server traps ac- Jt_ToR Tt hme o [N,
couting
radiusserver traps authen- _TOsR "7 h omeo {NFL] T otoFh”
tication {failure | success} h " x T Et~t " xtRADIUS h_"&_ ., e~
failuretm * o ch coc .t Txot et
T succesg x m c ‘e o c ho ee” Yy " xt
no radiusserver traps au- t_TOoOR T hmeo {iNJ4] | @
thentication
radius servermser L0 Tt E co TVETo0 "t Ty o~ ohe "
usernameusernamegroup m ~"*ee.a c¢c~ho T a mco TE o
passwordpass T
no radius server user ST T tE co TETo "t Y et omoho
usernameusername
oa~e” hoe a=®xh rhdiusséreer My c c
¢ - ™ c¢chom?™ oa™ e " eoe mt kb h o “ 8. Byx gNg R A dza
console (config -radius -server -group) #
Y 72081 .oa @ @ ace  x h hiysséreer "YX NG RY
oa~e"* " ¢ L ,\K ] ] m t
cC o X a o ; < @ " ox <
aclacl_name ~ Ot Py 3YSY| " e ;mCctoEE0 " e A€l v~ eeo
no acl m,oa o7 |t _T0; t'E ,mco TE ACL e" " eexo * ]
allowed-time-range "Toe” tE ¢ imewrange, M  amceo TE’ o0
range_name range_name: (1..32) hxcec . @
no allowedtime-range m_ a o™ | t_ T0O; t'E _mtmerange s " emco TE o
hxcec . ¢
privilege-level level ) " e” . tE xho _e'E ch 7 )
level:(1-15)/1 Lo xh o hxca~ vy
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HELTEX

| no privilegelevel | “mteo tE e~ . e co xao .
.oa"e privilegedEXEC
‘,‘*" ™ c¢chom?™ _oa"‘e’eprp\/iLege@EXECo_* ) h(’*a(
console#
T 08T L0 a et ! prijilegedEXEC
oa™e" ™"~ o © ’<e*<,_\K: ] m t
cC o X a o , ® oo
show radiusservers status T _o_ " " tE mt RADIUS. m h ho
show radiusservers . LoO_ T Tt E e mtho ¢ h o7
tracking configuration m h  RADBIYS
showradius-serversikey] _to®h®"Eh ~a th e*mmhab  (bad B
T “omtxce™ to TE o STy e T
show radius serve{statis- Jto®hmE"t mt  x AD|BS t oe_ ooh*a "yg
tics| group| accounting| . co TETo Tt 7Yy RADIO® h  xhh™ @ O
configuration| rejected |
secret | user}
h a h mco TE-o “ e Y oa~e?”"
A "mt~eo t 'E o * * TEe . e ™ e ’Y*’“’Yc”’h*p5th0
m x e " 5 o mtRADIUS ot .¢t B~ h cao’YBI % e otoho
e . m h h = e * RADIUS "0 c fe "tobaaa x* tt YERWPH "a e x t.y m
_TQ;secretdio " t 'E RADI® tmo h 5 h~"mco 7o’ e h e?tax
M®MPHPMCcy dmc oS ¢ o ht m o thmMcHhPpZ °_’7)’Y“*’” x tm te to ¢ o c¢”.gt o
T 2.
console# configure
console (config)# radius - server timeout 5
console (config)# radius - server retransmit 5
console (config)# radius - server deadtime 10
console (config)# radius - server key secret
console (config)# radius - server host 196.168.16.3 auth - port 1645 retransmit
2
A ) “ "t 'E ¢~ h™a thm &~mhbbo w! 5L {
console# show radius - servers
IP address Port port Time - Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all
Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP v4 interface :
Source IP v6 interface :
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DHELTEX

hotogo /1 /{b oF mc : ot c Bthoc~"meomieex O "my m
o’“’E'o“Cm("‘f‘(;:'D"'*Q "omt x c _xmthowmt“xzmhw!g-”_dl)f c
X a chogeg mm™a c ho h co”® T eeomt ng;!/!/{be

- AuthS)/U)\C)FéAZVO BE eeo'mtmcydgn 0~ th a 'y mgponctd a x

a e ™ a co TE" o ~ot - o c h ® — e e . a co TE"o -
- V1 dziK2NRT FR2y~ ed"Woe ;" tm'y o _hpa 'yom Jo0 7
~ h ’ e Y m “em™ c ho h co”™ T eeomt
m c T'E" o e e @ao coh o a he Sc ot™'E"o “m H~ 7y tmh o7 a c h
h - co TE"oO ot YO
oa™e?-" h ™6 * & " 'Ee o 0 e x h ~* ¢

¢x° “*c¢chom~™ _oa‘e*gfg*fﬁf\hEeo_u o0& > mh”* g

console (config )#
~+A21@T~‘Oa~e’.~ . hr\dé'aamrEeo o e x h ~ C

= - s =
oa“e"™ "~ v <AK~ ] m t
c o X a o , © . %
tacacsserver host Jo ¥ "txE "~ "~ee . m _h h  mc m
{ip_addresg hostnamé m_h ho o
[single-connection] -ip_addresg IPF © h TACAGS h ; h~
[portmumber port] -hostnamer m , t = aoTACAGS  h ; h~
[timeout timeout] [key -singleconnectiont , _ "~ " .~ aoa et  h
secret_key/|[priority o TE’, ©oTeo o mo T e e Y .7
priority] [vrf vrf_namg m_ h _ _hoaT
encryptedtacacsserver hostname: (1..158) -portteoa h coht™* T 7Ty o%a.e” 7
host {ip_addresg m a o 7o Im h hoaT
hostname [single port: (0..65535)/49; -timeoutt , ¢t _h =7 o’ " Te Y ot
connection] portmumber UAYS2dziY of-secretkex _—0O; " Y "xt et o "e
port] [timeout timeout] secret key: (0..128) .m_ o o0o%a e” " Tee .a ¢r /]
[key secret_key/[priority m a o 7o 7 -prioritytch oh 't t mco "BE‘P "l~
priority] [vrf vrf_namg priority: (0..65535)/0; |& , . e, e ¥y t a sch oh ot
vrf_name: (1..32) -encryptedt "¢ ~ ; sécretkey 7, ho " e
m a o 7o -vrif namet _ a2 'Y _ _h tox®™ “™meto a *h "hx
¢ m’“x;" otmxtmt '\{imeoutJ_oa‘e
secretkey’ 7Y T " eeomoh ¢l / {mco T
e ™o e YS e *mt ho e e . m c o a
e, P
no tacacsserver host Sr e E Y e . m  h h ©me o
{ip_addresg hostnamé m o h o ® ° " - .
[vrf vrif_namqg < "
tacacsserver keykey "mtoe t7"EQO; ¥ 2 mco TE'Xx a . = coO
Xt et "¢ ’ h o " e Y|
key. (0..128) ¢t/ v/ & >7Tx xmtho mt oa
m a o 7o gco -encryptedt " € © ; secretkey. v ho "t ap
encryptedtacacsserver _ 7 Q;c xmt Y Man s e teE - e co xao~:"e O
key key - e ’ .
no tacacsserver key "mtd e teEg ; e co xao T:"e OO
tacacsserver timeout "Tmtee teg h T T o’ T Te Y ot
timeout timeout: (1.3Qk p M|, mco TE'x a . co0o xao "."e QOO0
no tacacsservertimeout "mtTeo t'E "e” ., e  co xao ™
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HELTEX

tacacsserver host T t"get h m jpmThommtotdgho
sourcainterface ,meco TE'@o "My, e QO m7o ;e
{gigabitethernetgi_port| vian_id: (1..4094); "7y ofa e moo® "m eh ‘yah oa ¢
tengigabitethernette_port gi_port: (1..8/0/1..48)
| fortygigabitethernet te_port: (1..8/0/1..24);
fo_port| port -channel fo_port: (1..8/0/1..4);
group| loopback loopback_id (1..64);
loopback_id vlanvlan id group: (1..48)
[vrf vrf_namqg vrf_name: (1..32)
no tacacsserver host m _ a _ o 7o |~7"" T@t h _m xmtho mt ~ ¢
sourcainterface [vrf
vrf_namg
tacacsserver host Trttget b om xmThommtotdghdyg
sourcainterface-ipvé ,Mmco TE'OO0 "otagm7y;"e ©O _ _ " ; m
i i i R o * a e ™ moo* "m eh ah o am |
{glga}blte.thernetgl_port| vian_id: (1..4094): Y _eh  “yah ¢!
tengigabitethernette_port . - .
| fortygigabitethernet gi_port: (1..8/0/1..48)
fo_port| port -channel te_port: (1..8/0/1..24);
—Port| p fo_port: (1..8/0/1..4);
group| loopback ; .
; . loopback_id (1..64);
loopback_id vlanvlan id roup: (1..48)
no tacacsserver host group: (.. R S = et h _m xmtho mt
sourcainterface [vrf
vrf_namg
tacacsserver attributes ""mtho tE porha”t co 7Y _
port {console | telnet | "meco TVETx Qtmy m T T x Q" -
ssh}word -%ntreoca h t o x;" o om mm
word: (1..1609 . & _© 1-% % m a o T 2
no tacacsserver attributes ST T othR Tt popto Y
port {console | telnet |
ssh}
.0oa"~e” EXEC . 2 ~
¢ ® ¢ hom~ oa~e” EXEC mt ho h ’ a
console #
CT Y TR1ET Loa et EXEC, 2~
oa~e"™" ¢ ’<e*</_\K: ] m t
co X a o ; < @ L
showtacacs[ip_addresg hostname (1..158) | to “h® "Emtho x ~— mt~t mt X
hostnamg [vrf {vrf_name| m a o 7o |.-ip addresg IP~ " h TACACS+ h ; h "~
ally] vrf_name (1..32) -hostnamer , 2 'Yy m ;h =~ h~
m a_o "o |-yffpnametr ,a Y _  htx~ T'Eeo 0o % T"mt
showtacacs key [vrf vrf_name: (1..112) to*h~ " t E c¢™h " pacatgh .h e “mot h @
{vrf_name| all] m a o "o * ) < i =
5214 _hoto o~ xch~ ~ e Yym tEO o6{bato
SNMPT t 7e o "o Y amhe 1 Tte’R T X ho*® — e xmtho et Ha " 'E
¢ h o e Ya m ¢ Fa mtyr Tyt a e oha™ g a ’
h“moo Teeced m t 73 xmtho mt ~“"38 5 'Y"e ma mt’Y“égh“Y@ ¥ c h ~
{bat och ® ~ry ot m t 'E - m o 0 X ceomt 'E m t o) X ¢ h -~
a ™~ ' e S ~0- t o ha.”Sh "th xhta ~“e&~* 7 'Ee m h h > 0 o h
~ " a e mt h ™t e m Y a > 7 x m t a x ¢ h ™ ~YO- a
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‘oaaxt.’“ctoo'h“’@""y’“mtho*t'E h % ot x choto_o"“” {bat
x ¢ h ~ — e 'Y *mt ho m t oa qgpo ° 7 h > - t c hoto o .
.o0a™~e" h —0 * 4 —'Ee o oe  xh~ g
¢*"' “*chom™ _oa"e”'e"‘oz):”'nf‘t'Eem_Q_*_:h)(e’ma'”xh*e**
console (config )#
v T1RT L0 a ~ e " h—d *a"Eeo xh " ¢
.0a™>e """~ ¢ '<e*<’\K ] m t
c o X a o ' < @ - <
snmp-serverserver co xao T-"a¢ TO; _tE co s T h X choto o ™"
no snmpserverserver co”® h* " o &+ ~TOyR"° h’ _x choto_o~"" [pat
SNMP t ~0;
snmp-server community "mto”e teE ; e  mtho ~ moo® " mt
community[ro | rw | su] co choto o ™x {pat ®
[ipv4_addres$ ipv6_ad- -communitytmtho ~ moo® ™ mt ~ §c~h
dress| ipv6z_address choto o ™x fbhatT
[maskmask| prefix pre- -encryptedt ~© " "t 'E mtho x moo® " mt
fix_length]] [view LT
view_namd [vrf vrf_nam¢ -rotr "omtxc to TE o T TV ot e YT
snmp-server commu- StwrComtxe Ty ot e Y Te,m
nity Tgroup community community: (1..20) | ~SUT ~emtxe T A e mth T toh T
group_namel[ipv4_address m a o o -view namer o ¢ h Yt Ay - Ty e h ”
| ipv6_addres$ ipv6z_ad- encrypted community |—° t° M. T° Treeo Tt E eh T Th ot
dress[vrf vif_namd] [mask GMdOH A0 m|_° 2 esimpserverviewp  ch T Y 0T A
mask| prefix prefix_lengtf o h aipv4_address: | °° .Mt x T i
encryptedsnmp-server A.B.CTD; —|pv4_address|pv6_eiddress|pv62_addressz [P " h m
community encrypted com- .o h ajpvé_address: xmtho ;: mt - B B .
munity[ro | rw | su] XXX XX -maskt @ " m _ " TPZA X mIotem Ty och T
[ipv4_addres$ ipv6_ad- o ha ™t -0 h- . m - . m t oh; e - c . t Pt hh‘( m e
dress| ipv6z_address ipv6z_address cprefix lengtht ;. om “o Tt 2o toh . AP0
[maskmask| prefix pre- XXX X X%<ID> hemTT .
fix_length]] [view mask:T -groupnamet ° ¢ h o TTY L@y hoxe e g
view_namd [vrf vrf_namg /255255255255 (¢ M. .M.t TEeo och T Tgrmpserer
i goupd _¢ch t" o™ _t .3 "omtxce .
encryptedsnmp-server prefix_length PP Wt e
communityrgroup en- (1..32)B2 -vrf_namet , 2 9Y" mtLL. X Ee o a
crypted_community view_name (1..30)
group name[ipv4_address m._a o 7o
| ipv6_addres$ ipv6z_ad- group_name (1..30)
dresg[vrf vrf_namg] [mask m _a o 7o
mask| prefix prefix_length vrf-name (1..32)
no snmpserver community m _a o 7o "t TvEh~a th Y mtho mo o ¥
community[ipv4_addres$
ipv6_addres$ ipv6z_ad-
dres§ [vrf vrf_nam¢g
no encryptedsnmp-server
community community
[ipv4_addres$ ipv6_ad-
dress| ipv6z_addregdvrf
vrf_nam¢g
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HELTEX

read_view? (1. .32)

-read viewT |

~

ac’Yn‘“*

snmp-server view L0 UTET . h ¢ TrctthEh o o " h T ®Y'Y{tbat
view_name Olincluded| h~ h “"®"  "o3x T o o h~e -
excluded o¥o *h "t TQ "omtxc _ hL5®
-0OIDt , " et o® Atohch gimt~ T ee
- h - | Am t h o - .o
view_name:(l..:i() i {th(DM, eoe o~ ’)éb 5. ecmeQ:’mC
m,oale O-m*a:o"“-"': a0 eo 6*0‘9:‘;*1'Er’n<
-includet h L5 _~"0;., e~ _ ch~ . "o 7
-excludet hL5 . m_~"0O; 6 e~ =~ c¢ch~ 7~
no snmpserver view St ftept o Tw hT ®Yy'Y bat ®
viewname[OI0
snmp-server group L0 t"BNMR hxcex 7= t~F% ™ gx moo
group name{vl| v2| v3 co ~E"o "cth*7™ ™ o%o h e  fpbat
{noauth| auth| priv} [no- -vi,v2,v3t { bat @mMI @HI @o zo”  TE
tify notify_viewj} [read -noauth, auth,privt t [ ¢ ~“xt et "¢ X
read view] [write choto o Toanpogubmat, Yo~ 0Ot e taytht, _ "~
write_view] group name (1..30 |~ xt et e, Y privrToxt w0 Te ™
m*a“o;"‘o" *‘ho“‘;e*<a0
notify_view. (1..32) -notify viewt , a¢yh T o %o "h e YY
m a 0o 7 och ¥ ETmyoo* " ® Yy fPAENN . GNI

03* o oht oeh o' % oh

remote {ip_addresg host
[vrf vrf_namq }

m a  o\Wite view. |t ° TE_o© ptooe md°«te1:ac)_o;ma{b‘é
(1.32p _ a _ o o -write_viewt , a cYh = 7% 03 o oht oeh oy x h
o ° t 'E T “ee _oe x B h et
oaaxt™®toh™ ¢
no snmpserver group ST TGRMP hoxo¢ocox
groupname{vl | v2 | v3
[noauth | auth | priv] }
snmp-server user .0 t"BNMPvV8 o TE°o "t Y
user_name group_namil -usernamet , @ 'Y co TETo Tt 7Y
7 group_namg user_name:(1..20 = : . h X -
| v2¢ | v3| remote oa = -group namet , a2 Y  hxcec
{ip_addresg host [vrf . - |-vrfnamer 20y 7*"mt  ~ htx~ T"Eeo = a
group_name:(1..30
vrf_namg} 0 oa o~
* - - ~ Jol T‘\ o) 7 . 0 ~ t —~ r
no snmpserver user vif-name: (1..32) ~ TSRIMPV3 E . . Y
user name{vl | v2c | v3| m s o —o

snmp-server filter
filter_nameOID{included|
excluded

no snmp-server filter
filter_name[OI0

filter_name:(1..30

m a o "o

Lo CES. h S TemER o (BB 3 _
co o Ty ot T'Et hmo 6 % E ej\y”-}'(ENg{'
SNM@ h  hx P

-filter_namet _ @ SNMP, . T Et h ~

-oIbt * et ~ t o hc ho ottt v gele. .
Toh o7 I {bom omtho_ ~ "% wmMdg
© ™ h : h h o ~ e e m "o "y e™ch
m a o 7" F ao’eo o%o e~ . t'EMm
-includet h L5 ~0;.,e" . cehT o To
-excludet hL5 _m__"0; . e~ ch~ 77

~ "~ ftp ~

o {DE N

P
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snmp-server host ¢h “teEmtho T 7Ty ¢ hoTo
{ipv4_addres$ AYF2NY | o N LIMEbdat
ipv6_addres$ hostnamé -communityt m t h o~ mogNMP&/2¢f tT Y ¢ h 7
[traps| informs] [version moo® " e  x "oa T e YT
{1| 2¢c| 3 {noauth | auth | hostname: (1..158) | -usernamer , 2 'Y ¢ o TESRMP®t TTRY et |
priv}] {community| m a o To |-versiontoch ° Tyt t ¢ tpap SNMPWL, trap
usernamé [vrf vrf_namg community: (1..20) | SNMPv2, trap SNMPV3;
[udp-port port] [filter moa oo |-authtx_~ -_" _ t co® ™ eeomt E ¢~
filter_namg [timeout username: (1..20) -noauthte . x _~ "~ . = 't co® T eeomt
secondp[retriesretried m a_o "o |-pfivtx_" . "~ t co” T eeomt E ¢~
port: (1..65535)/162; | -portt UDR o h t of phat h "~ T
filter_name: (1..30) | -secondg ¢ ,h o" o’ " ~e 7y co®t = h’
m_a _o To Jc h T omoo®* e o AYF2NNT
seconds: (1..300)/15; | -retriest _°o —, ; ,mt o coc .to ¢ hch®
retries: (0..255)/3 e tmxtmt g co”t hT e YT
vrf-name: (1..32) -vif nametr _ aoy* ~"mt htx” T'Eeo  a
no snmpserver host m o a o To [~~~ fEmtho 7 70 ¢ h T~ mo
{ipv4_addres$ AYTF2NY . GNI2) {baht 9k Ok Do
ipv6_addres$ hostnamé
[vrf vrf_namg [traps|
informs]
snmp-serverengined local Lo U"ET et - "toh TomthuvEemt o~
{engineid string| default} enginelD
. . - engineid_strin a GNMR m t ho. mt ~
englnn?ld_:tnn%(sr.;?)a -de?aultr_c h g '” mco ~E o e * " lpe o
. - ST x Tt “ toa~t - m_ rMa m™e xant
no snmpserverengined tTTTE et T toh  Tom thTUEe nerigine”
local ID
snmp-server Tvt"Eet h o m jpMm T hommtotdgho o
sourceinterface {traps | ,mco TETo0o0 "X aEMY;"e O o _ " ; mt
informs} {gigabitethernet _ o*a e® moo *SNVE fhya _hma
gi_portl}{gg _vlan_.ld: (1"4094);. —vrf_némeT och (”'Y(Kt “‘K a 'y o* ™ mt
tengigabitethernette_port gl_port: (1"8/0/1"48)_ a”h "hxt "¢ O
| fortygigabitethernet te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);

fo_port| port -channel loopback_id: (1..64)

group| loopback
; . group: (1..48)
loopback_id vlanvlan_id vrf_name: (1..32)

[ vrf vrf_name] Y
m a o o

no snmpserver o TRt _h m xmtho mt
souree-interface [traps |
informs] [vrf vif_name]

snmp-server "’TtEet(h\(mm X%Jﬁbnmt+dtzoﬂ_qro
sourcainterfaceripvé {traps o mco TETOo0 " &m 7Y, "e O o _ ", mt
| informs} {gigabitethernet o"a e™ moo *SNME Mya _hma

gi_port| vian_id: (1..4094);

tengigabitethernette_port gi_port: (1..8/0/1..48)

| fortygigabitethernet te_port: (1..8/0/1..24);

fo_port| port-channd fo_port: (1..8/0/1..4);

group| loopback loopback_id (1..64)

loopback_id vianvlan id group: (1..48)

no snmp-server ~fTTTCRt h o om o xmtho mt "~ @
sourceinterface-ipv6 [traps

| informs]

snmp-server engined L0 tTET et " toh xXmtTh e perging
remote {ipv4_addresg ] ID.

ipv6_addres$ hostnamé ho?ntnana]e. (i"lff) -engineidstringt | © _ et SNMRtmothh o. mt ~
engineid string [vrf Lo - | -vrf pnametr L 29dY" 7" mt htx* TFEeo  a
vrf_namd englnmeld_:trlng: 95.32)

no snmpserver enginelD vrf-n;ime:”(l,..32) Tt TCE et T toh  xXttTh e prergine”
remote {ipv4_addresqg m —~ ID.

a o o
* - -

ipv6_addres$ hostnamé
[vrf vrf_namg
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HELTEX

snmp-server enable traps ¢_Tgrp " _x m{opog*t " (eNJ _L3b
no snmpserver enable T/ _70; .y t_TOYR """ _h’ _x mfopog"t” (ieNJ L3P
traps
snmp-server enabldraps ¢ _TOpB ch~ _ x mfopog't” cieNJ L3  x T~ ;e
authentication / ~0- eICOC-I_( Txt et o " e O
no snmpserver enable th— ' Jt_ TR ¢ h”  x mfopog't " (ieNJ L3P
traps authentication
snmp-server enable traps S _TOpBch ™ _x mfopoa’t " ;ieNJ LJ
[erps]| link -status] -erpse hoto o™ Qgwt {
ny ~0- . L-link-statustm om t o "yet Y _ me.. 9 —. e _o
no snmpserver enable = ' Jt_ TR ¢ h~  x mfophog*t " ;{ieNJ LJ
traps [erps | link-status] -erpsc hoto o™ Qwt {T
-link-statust m o m t o ‘yet 4 ) ’:*mee__.o o)
snmp-server enable traps S _TOpBch ™ _x mfopoa't” {ieNJ LJ ¢ h |
Tt SEnt Ay T/, _"0; e|momtoye “YfRY] - eFi SE __mo
no snmp-server enable t_ToyBEch~ _x {bat (NI}LImooF*
traps flex-link momto 'Ye ‘Ylink-"eht. hFf SPo @
snmp-server enable traps ¢ _TQ9B ch~ _ x mopog't” (eNJ _LJ ¢ h
YIOny20AFAOF GA t T e TxZT e emoy @l /
no snmp-server enable TPt _T0O;.,8 t__TO;Ech™ _ x mopoa't” {eNJ LJc h
traps mac-notification t~F T e TxI T e emog @l /
change
snmp-server enable traps ¢ __TO9B ch "SNMPwapm 0o * " e  ch  0F
macmotification flapping T ccecMAG " h mo o
no snmpserver enable 1/ _"0; ., t_TOYEB ch"SNMPyagpmoo* " e  ch o
traps maenotification T ccecMAG " h mo o®
flapping
snmp-server enable traps ¢ _TQ9B ch® _ x mfopog't " cfjeNd 1§ o "
ospt T _"T0; ¢ =~ = R
no snmp-server enable Ut _ OB ¢ h m o x mfopogTt " UeNJ _LJ
traps ospf
snmp-server enable traps ¢ _TQO9B ch™ _ x mfophog't " cfieNg 1§ o T
ipv6 ospf / ~0: e (IPv6)
no snmp-server enable Tho— ’ Ut _TOB ¢ ht_ x mopog®t " ,{ieNJ LJ
traps ipv6 ospf
snmp-serverenable traps ¢ _TQO9B ch™ _ x mfopog"t " cfjeNJ LJ omt
dhcp-snooping limit clients ch = T'Eeo o o7 . mt. T cefo T
no snmp-server enable Tt _T0O;.,8 t__TOBch* _ x mopog't” {eNJ _LJ
traps dhcpsnooping limit
clients
snmp-server enable traps ¢ _TQ9B ch® _x mnfohogt " ejéNJhL]  mt h
transceiveralarm mo® .t 'Y ~“a e eSFRDDM"h~a tho
. -(_omto'Ye'( m;‘t.“"ejtom"Yth‘
Tket_"0; . ch e a”t E Wt Warnjng Et "Error, OK
no snmpserverenable "mt~®eo t'E ‘e” ., e  co0o xao .7
traps transceiveralarm
snmp-servertrap " hte’'Eh " "t ’E maoth T & x¥y (NI
authentication heoon Jehor morxt et . _"e, 009
no snmpserver trap T © < |T7cth ¢ Eh " mov € 'E em 'Yh jNIAJT _ ot
authentication cho " 7 "xt et = "¢ 00
snmp-server contactext text: (1..160) Jeh Tt @Bet” texQ e oha”geg 10O X
no snmp-servercontact m_ a o 7o |~ T @et~ texQ e oha”gg QO xmt
snmp-serverlocation text text: (1..160) ¢h "t '@ oha®gg O o a mtoco 7o
no snmp-serverlocation m a o7o |~"* TR oha”gg O 0o a mtoco "o e
snmp-server set variable namgnamg |'mt “eo t 'E ‘e” . e Y ¢ h a ee
variable namenamel valug © 7’ e . | oaaxt*toh™ @
valuel[name2 value2o X 6 8 ot 7t EM -variable_namg , 2 Y ¢ h a eeo T
mo ot tmt | -pnamevaluet ¢ ~ h mo ot qtmet - e apy
me ¢ X _”’
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DHELTEX

snmp-server enable traps ¢ _TQO9B ch® _ x mfophogt " offeNs-hLI Tt .
cpu notification tpt —O- coho =~ 7 hx | Tt ®

no snmpserver enable - |t _TOE ¢ h v x  mfohog*t " ofjeNdlhLI f ot .
traps cpu notification coho =™ hx [t

snmp-server enable traps ¢ _TQ9B ch” _x nfohog*t " ofleNJ OB mt e o |
cpurecoverynotification coho ™" h CPU.

no snmpserver enable TPt _T0O; .98 t__TOJBch™ _ x mophog't” offeNJ oLl mt ~ e o
traps cpurecovery coho ™" h CPU.

notification

snmp-server enable traps ¢ _TQO9B ch” _x nfohog®t " ofeNy-hLI * Tt .
memory notification tht ~O- Jeoho = "7y o A a” m o0oFoteo o
no snmpserver enable - |t _TOE ¢ h v x  mfohog*t " ofjeNnlhLI f t ot .
traps memory notification coho = " 77y o A a® m_ o%o"eo o
snmp-server enable traps ¢ _TQ9B ch® _x mfophogt " offeNJoLHmt e o |
memory recovery coho”"”*’Yo*A(a”’ m“o*o°eo'o a mt
notification

Tt __T0; . -

no snmpserver enable t __ TOE ch " x  mfohog®t " ofleNJ oLm m t ~ e o

traps memory recovery cohd ™y o A a®~ m o%0o"eo o a mt
notification

snmp-server enable traps ¢ _TQ9B ch® _x mfophogt " ofleNs-hLI Tt .
sensor notification cohd ™™ . e Y "7t o @

Tt __T0;, -

no snmpserver enable - _t TOtoB ¢ h "SNMPyapm 0 0 ¥ "oemh ¥t .
traps sensor notification cohd ™, e Yy "7t o @
snmp-sserver enable traps ¢ __TO9B ch "SNMPrapm 0 0o © "oeommt ~eo 7
sensorrecovery cohd ™™y “e* . e Y "t . o o
notification tpt —O- e

no snmpserver enable - | L TQOteR ch v x mfohog®t “ offeNJ oLm m t ~ e o
traps sensorrecovery cohd ™My fe” e Y Tt o O
notification

snmp-server enable traps ¢ _TQO9B ch™ _ x mfophogt " ofleNf-hLI Tt .
storage notification cohd 7™y o* A a” m _ o%o0o"eo o a mt

no snmpserver enable t TR ¢ h " x  mfohog®t “ ofieNgl hLI * "t

traps storage notification cohd Y o ;_A(o_a*"b "eo o a mt~ e~
c ” a 'yt

snmp-server enable traps ¢ _TQO9B ch™ _ x mfophogt " offeNJoHmt ~ e o |
storagerecovery coho * "~ 70 of A a* m o%o"eo o
notification cpt ~0o- cTayt o
no snmpserver enable - Tt _TOE ¢ h v x mfohog®t “ offeNJ omm t ~ e o
traps storagerecovery coho ™~ "~ 70 of A a* m o%o"eo o
notification cTayt o
snmp-server o "ca BR T ; ceo 7Y 3R3YSAONIe- “oh g
descriptiondescription desr(;“pt'fn'(lo"lfoo)
no snmpserver description o TS hexeE;ceo® xao To"RY WE@A5540ND
oa~e " . hoe a ™ x he*t g h m = o’ * ¢ * ‘Egherfiet e t h

Y ® " c¢chom™ oa~e " eoe mt k be*t ¢ h Elh“erme’f_‘a

console (config -if )#
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"% T218T .o a " e " hoe —a=xh" ¢ h Fthermef
.o0a~e" "~ o ’<e*<,_\K: ] m t
co X a o : < @ CEE
snmp trap linkstatus ¢ _TQO9B ch~ _x mfophog"t " {jleNJ LJ c h
- momt o 'Ye Y e "mt h” - a o o coh
H T /.. —_— O; e o — ”) - -~ 'E'- o ‘.C ;
no snmp trap linkstatus ¢ ._TOB ch ™ _ x nfopog"t” {eNJ _LJ ¢ h
momt o 'Ye Y e " mt h "~ _‘ a o o coh
.o0a"e iprivilegedEXEC
¢ ® ™ c¢chom™ 0oa™e °pPivi1IegedED<E@ 0 h ’ a ~
console #
T T 72147 <o at @ " 1 grijilegedEXEC
.0a™>e "~ "~ € vo< *AK: ] m t
c o X a o : < @ . w e
show snmp T Lo _TTtmE Tt x o mm o{(b’ate e ..o
show snmp enginelD . Lo _TTtE et _ " toh Tom t"hTvEem t o
enginelD.
show snmpviews view_name: (1..30) Lo _"ttemp 7" 0o%o th e %Y {bat ®
[view_nam¢g m a o 7o
show snmp groups group_name: (1..30) | _° _“"tSEMR h x cc . &
[group_nam¢g m _a o To
show snmp filters filter_name:(1..30) O _""tSEMP , TEth . @
[filter_nam¢g m _a o 7o
show snmp users user_name(1..30) _o _""tSEMP o T'ETo0 Tt T D
[user namg m a o 7o
show snmp vrf {name | all} VRF name: (1..32) Lo _ " Tt E SNMPthY x_ " VREFeeo o
m a o "o
5215 hotox 2 eeo o aoe t oh e *m t owahbbv
hoto o a o e t oh e - m t owahbbov Y Ty tmy h ~
c h “omt ~ t'E':“o" ! h o o "ao’eomt oetho 7Yy m
5% h ~ t h mo * h " "aeoe em oo "‘RMOINe & . h x O o : h " 'E 9~
t h ~ a T x X —" a m t o e oha™ g YS mo ¥ h ~e “Y
m ot EOQ®
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ 7 ™ c¢chom~™ oa~e” ew* “nMt'Pe ® ‘o oe a % h~ ¢
console (config )#
240 Ethernet_° a a x t “nt ot MES23x MES33x, MES35xXME$324



DHELTEX

T216T7 -0 a ~ e 'h:“o’”*”a""Eeow o e *'xh*c**
.0a™>e """~ ¢ '<e*<,_\K~ m t
c o X a o : < @ . oxe
rmon eventindextype Trmot hmET .t YY mco TVETx a .
[community com_text] [de- aoe toh e " @
saiption desc text] [owner -indext , ¢ " _m o f .ty
- t c X T oa T e . e h h
name index: (1.65535);, |10 Pe s et o T
type: (none/og, trap, | | oo e e h ho *t E «x o a —
log-trap); Iogr'(:e<'f1<,h5,”t'E“"c*mﬁ'E( I,
com text: (0.127) | yrapg’o t m TTUE (bat G NI LIz
* - - e ot T m t
de?nc_teét: (0(.).1370) It?:;rapT et ) . " E
Yyl Ysy mth-gom_textrm‘hOT nee %‘Tt‘, {hat
-desctexttr o ¢ m™e . mo Y
-namet _ 2 'Y mo S B mo * toy
no rmoneventindex ~tefmp f Lty mco TVETx ao
aoe to h L& )
rmon alarmindexmib_ob- TTomot hw g "o oy .t 7 " ho e
ject_id interval rthreshold -indext , e~ _m ~ ~h —eo o mo% .t
fthreshold revent fevent -mib_object idt | © _ et | _“toh ¢ h a
[type type] [startup direc- OID;
tion] [owner nam¢ -intervalt , et b 7%  t ;e ot
X mh"“e'“""otm'ym omOOT'Y"'(m
-rthresholdt _ om 90 " 7y"™ 'y ~h~=e ¢~ T
-fthresholdt ¢ . m 90 ™ 'y*"~ 'y ~h~e ¢~ T
-reventt ¢ m o ¥ .t YS otoho
c h m : ‘e om 30** Y o h = e
_féven(t-[ e m To t oLt YS "otono
c h m” : (e_ e m :)oke Y h ~ e
) _t;/pe-{a :t o ot*oh~ x " e e 3 ¢
index: (1..65535); et e oy Ty mht e e yom ho~
mib_object_id: t mbsoluter ~ * Mo T~Ot eo e~ e '
_ohh te n,c<h a e eo x ° t r;eh“ eoeéeo*r;
interval: mm = " x ao o et h o~
(':)M(D(DHMI'IT,I'I)A*: t fdéltar ‘<e" ;' ’ ‘ '““h"eeo c
rthreshold: com~—~ - a ot *toh oty oy ° i
(0..2147483647); “ e e fx* t mh* e e~ m  n-~
fthreshold: e " - e ya h a eeo oe @
(0..2147483647); et h o~~~ T T
revent: (1..65535); *-startu<pr emthx ¢ Y ° vy e ht g
fevent: (0..65535); oetho T'Eeoa et h .~ ) c h ®
type: (absolute, = e e . g mo * - T "‘(’Y ¢ h 0
delta)/absolute; ¢ ox t a mh* e e 'Y* cto*h~eeo ¢
startup: (rising, falling, |, + ° & h~e c~a Y °
risingfalling)/rising -risiﬁg‘t e h "ot E % " re ‘e 0 m
falling; omoo t oyt hmel e s mt e
YyEYSY mthg. c h oa oethc*)’“('Eeoé et h
hTe el T I
_fa"ing'[ L e . h X h . "t E . - . e L e o .
e m g0 7 y” h ~ e c 5 m e ™
e - c h 0 .';1 ; oetho "‘('Ee o ; ; t h
hTe e T -
-risingfalingt , , ¢ ,h ho ~tE " e eo
co om g0 7 Yy Kh e € MW ogom Y
oto;h‘eeo cmh*ékeé:) *e‘(c h
o TE’ ~ %, h~  eo om 50 ° 'Y"'<
h"“eo(e*r;:)o"y”‘”m 'B”’e'CT<m
-ownert @ 'Y mo "7 "t Ty Tt o Tho o eo
no rmon alarmindex STty "o LT "mof Tt "h P e .9
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HELTEX

[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel

group]

fo_port: (1..8/0/1..4);
group: (1..48)

rmon table-size {history Tri®Er_m a* Tge . A" * & g odwahb
hist_entries| loglog_en- -historytra ©_m a” T'geo o T . mt o
tries} hist_entries ,mtosh
(20..32767/270; -logra~_m a® TEeo o T . mt o m
log_entries ) TeTy e, oMmitxe ot om0 T
(20..3276%/100 e  hx _ xmtho mt " @
no rmon tablesize {history Tmito” e telE ; e co xao T":"e 0O
| log}
.0a™~e " ho ¢ a “x he*t ¢ h m ~ o’ *c Etherrielk eett hh
h x c c cohto
f.7 Tehom®  _oatelewe mutktch Efere, 2t o
cohto Y
console (config -if )#
~* To1@T .0 a e " . ho¢e a “x he”t ¢ h Ethermel h x cc . e t h
Lome " ™ ¢ ;<Ke_*e<,_\;~ ] m t
c o X a o , < ® - <
rmon collection statsndex ¢_T"Qg;Bha ho ~e ~ mtoh  "coy|
[owner namg [buckets index:(1..65535; Tt . ""ee . galL.0 x°" T eeo o
bucket_nuri[interval inter- name:(0..160) -indext , e " _m th Tx a0 . o hxcoc
vall m a“o;"o“-name-[""\"°(’“(e S hxocoe mt "~ t m t
bucketnum: -bucket nunt "¢ * ; *emmo¥ hx ao m |
(1..50/50; Y; T 7y mFfohe mtoh mtoco
interval: -intervalt ¢ . h o" ochom=® = 7y oha
no rmon collectionstatsin- (1.3600k vy nn | ¢ ._TORha ho ~e _mtoh s ™o
dex oo " *ee . g dalL. 0 x°* " eeo o
.0a~~e”® . EXEC a~
¢ ® " c¢chom™ 0 a” e "EXBC mtho h ’ a ~
console >
**"leT*‘oa"e°. h > ar~ 9.9/
.o0a*e" "~ ¢ ’<Ke*e<ﬁ’; ] m t
co X a o : < e DR
show rmon statistic§giga- o "tmE "t mt _x et h om
bitethernet gi_port| tengi- cohto 3 meco TVE'x axQ " Ty x°
gabitethernette_port| for-
tygigabitethernetfo_port .
yolg —port] gi_port: (1..8/0/1..48)
port-channelgroup} te_port: (1..8/0/1..24);
show rmon collectiorstats —port: (.. TN to®htTe oha~g¢g 'O co ~ ¢ h ™
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DHELTEX

show rmon historyindex Lo "tptoh O 9FKSNYySGH mt~-t m
{throughput | errors | -indext ~“¢ho ~ ee™ 7y ~hxcec™ mt~t
other} [period period -throughputt ¢ o _ "~ R S L I S
index:(l..65535; (’)chocxm_eo ;mcomo*eomt 0
period: (1..214748364y" | -errorst ¢ o __ "~ Lot mgs ot 0
_otherTCO_"' ‘“' t m - o i o * h
_period-[ co ~ . - t mtoh (0} -
. h La e [0}
show rmonalarm-table T L0 _""tmE o Tex QO t~* T gx * ~h e
show rmonalarmindex . . L0 "t B e L, xh " e O e”"mtho =
index:(1..65535 Cindext e m = = co o me®
show rmonevents 1 Lo _"ttE T T gx mo f .t x "7 ee
Showrmor”og[inde)i . ) .o _"'"tt'E e c X “c ma o e *xt°o”’h’“”ee'e
index:(0..65535 Cindext e . . m mo* . v
h a h c o e e Y oa~e”
A o Yt E omot ot mt  erret M e t h m > 9 K
fno n s o |skow rmon statistics ten gigabit ethernet  1/0 /10
Port te 0/10
Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets :491 1024 to 1518 Octets : 389
“* 72187 ¢ m ™ e h “x TUEt Yt o
“h ™ a t h c m ™ e
Dropped o T s omt o v Tmo® . ttoh¥" “er . gt .7 otFho
o7 s o mt o o t " ree . g 6. .o e 1 t m Ty
Octets h a o 1 S eo _ TO;"Y Fot _oetho TEe o m x
o m t o c h e t c ™ t o o ~00: " c "o
Packets - Y 0 - - 0. 03 Y °
.t [V
Broadcast .0 : mt [0} c h e 'yt fo) h o _o “ ot —'Ee o) c ~ _
Multicast o : m t oa ecoh oe*'yYth. m e o) c ™ __to ot o 7T o o
o7 . mt o ch e "yt 2 ¢ ___ to. T eo od¢ cnh
CRC Align Errors ex Qo etho "'Eex O mxaax — %o m c “.a :om Toa
TC/{0X T, %Yo m e ¢ T.a . m Torahlighihen)t 6° "
Collisions e e _" to™ o™ e m " ~ae eeota d9 § KSNY S
. o"“; mt o ch eyt .o c”__to ”T[]e(c;go’:“f‘:t?.’i'
Undersize Pkts _""O;”’ Y * t _oet h o T'Ee o mx a a D> eo omt
. o T s mt o ch e "yt 9 ¢~ __  to " T he o a 0¥ o.4TVEY
Oversize Pkts _’“'O;‘ Yy F t _oetho " 'Ee o mx a a VS eo omt
o ’<mt“0 ch‘e'Yt.:) c”‘_(to” '’“he(oe\o’:“fl‘:tfa.’E'<
_ "0 7Y * t _oetho Tegeo h moxegdah .0 (TFEe xaQ M a®y x
Fragments :om Toa Yoot 6o " chop CH {5 _0GetbomEeo g
6o '__F _ .h~ ¢ Aligimen). Y
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HELTEX

o, mt o ch eyt.pg ¢~ _ to " T he o a 0¥ o.4TVEY
. _"'o; Y t . _oe t ho ’\eE? 0 h_moxe{@ah 0 JEe xaQ ™™ a® x
Jabbers : m "o a o t oo * _ chort F@S_): ":‘io ent heo ’(T:'Ee"o. a
60 T, . " Alignmeny. e Y
. ~ ;. mt o ch e’Yyt.g ¢~ to 0. _"0;" Y & o g
64 Octet ao T t .y eo ‘_"'O;”‘ Y * t . _oetho " 'Ee o mx a a
o ;, mt o ch e’yt.og ¢~ to 6._"0;" Y ¢ 7o
65t0 127Octets t ~'Ee o o, m H"hofl TIy. 3 eo . _To;"Y * t . _oetho
o"”<mt~o ch”e'Yt.o c“_to_ (’)‘_"'O;”"Y c 7o g
12810 2550ctets t T'Ee o ()“nhé’:'@;o““'y - X eo . _To;"Y * t . _oetho
\o"’;<mt~o ch”e'Yt.o c“_to_ (’)‘_"'O;”"Y c 7o g
25610 5110ctets t ~'Ee o 9 m e Ty, T eo S _ "oty * t . _oetho
o T, omt o ch e’yt.g ¢~ to 6._"0;" Y ¢ 7o
51210 10230ctts .t TEeo oh (mm_a”‘obm; T Y3 eo __"0o;"Yy T,t. _oeth
\o"’;<mt~o ch”e'Yt.o c“_to_ (’)‘_"'O;”"Y c 7o g
1024to 15180ctets .t "eo ghm_av¥oitys eo "oty tot _oeth
A 0 - “t E e oha® g 0O ¢co h xcc™a mt ™t m t
fno n s o |skow rmon collection stats ten gigabitethernet 1/0/8
Index Interface Interval Requested Samples Granted Samples Owner
1 te 0/8 300 50 50 Eltex
T T 2897 c m ™ e h x TEt * t o
“h*a th c . m~e
Index e T xem " TCEe o T et e hx o" “c mE®
Interface Ethernet et , he™ md&tohoa "X e ochomg
Interval et h . - . m _x e T v 9 a T ox ochom~™a [0)
Requested Samples =" cho ’ . eeo o - ; m Lo otm - t o R > _oto h o
Granted Samples _" h eeo gomt ™ m YO0 o™ , mt o otm.
Owner ¢t T, e T Teeo e om o
A 0 - Tt E m . L c hocxm e o mc omo e omt
console#  show rmon history 1 t hroughput
Sample set: 1 Owner: MES
Interface: gi0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
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DHELTEX

“ T T22@T ¢ m ™ e h x TEt * t o
“h ™ a t h c m > e
Time TR h a'ymo ""e 'y "¢ m @
o 7T s mt o T~ t T “ee .o o ~0:;:"vY *-~ t he o 7
Octets a0 i - Ty + T —~ e T
. .Y eo __T0; Y t _oetho Ee o mx aa
\0’\’ m t [0} c h e "yt 59 ¢~ t o 0 ’\'o;”Yc’\oo
Packets v e m o
o T e omit 0 c h e 'Yt . 9 g0 h o 9 ¢~ t o t :
Broadcast ~ ce .5 heo o Se i ~Ee e e o
. .0 : m t [0} c h e 'yt o) g0 h o o) c - t o t :
Multicast — ee . g e~ a e o o™ " h m e “ " h m~ @
c e - m h T e chocxm e o mcomo®*eomt
Utilization : ec h o " o h a h o “ e Y ~~“c¢ m () hocxm e~
t .my:eo chog et”™ @
.o T m t o c h e 'Yb . " "~ tohaeho M Y " c m
. MD M et ~0; et TpeeaxygQ ha TEE x O mx@Taax o
CRQlign PNy e = NG forest b < ~
. 0o . X c ho h 1. C/_{otext h’b* Ee om em xca a”.. a
_ - h 7 e T Alignmem).
" c.e_ " to* o7 e "m “ae eeota 9 KS &0 c
CO”lSlonS - <' f,., —_ * < * * ® < ot < < - < N‘M %<
e Y c m (6]
o T s mit o c¢h e "yt o) t coe c h o~ - o h 4
Undersize Pkts Tt 4§ mh TOore Yt .y eo TO;"Y Tt _oetho "
c h~ “'Ee o m o h a h o “ e e 2@
.0 : m t o c h e 'Yt o) t : e c m c h™” o " to o
Oversize Pkts MpmMy “ " _t B macOitT.¥ o _T0O;"Y T _t. _oeth
e 0 a c h~ " 'Ee o m o h a h o " e e 7@
- o omit o ch e "yt o) t ;e c h o ° "~ o h 3
et 6 mh Tr & vyt s eo ~0:;" Y ¢ ot oet ho i)
Fragments ex Qoetho T"'EFex (O mxaax ~ *o m c T.a ;om Toa
TC/ {0 T, %o m e ¢ T.ah™ @& ToraMighimen)t 6o T _ .
.o T m t o c h € 'Yh 9 ° t ohaeho ~ e Y ~c m
MD M o t H madtiQut".E e o ~0:;" Y *f ot 0oe t
Jabbers pMy b e W -~ ~ T~
e h eoxe’® h o Ee x O mx a ax o m c . a ; 0 a
mxaa.C/{OT T, To m e ¢ T_.a ;.hToreplighhen) Yoo
o T omit o “ "m ot tto h¥F~ e . ot * - t ¥ ho
Dropped oha ho ~e 7y "~c m @
A o * "t E m o"ex (O t**¥ T gex m e * "o t h 0 Y
console # show rmon alarm - table
Index OID Owner
1 1.3.6.1.2.1.2.21.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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“ h ™ a t h c m ™~ e
Index Ve my xe et " 'Ee og¢ h x OF ~c m E
OoID OID oetho ™ hx o c h a e eo
Owner Lo TETo "t  TUEX mo "t Tec mE
A 0 "t E o*e ™~ h x he*.gom@ o€ t- mo a M
console#  show rmon alarm 1
Alarm 1
OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30
Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1
Falling Event : 1
Owner: CLI
~ T 22T ¢ m ™ e h x TEt Yt o
“h ™ a t h c m "~ e
oID OID oetho ™ hx a o c h a e eo
Te” o e c h a eeo e~ com ™ e a oet ho & E¢g
LastSamplevalue e . absolutetr t © 'Ht o ~*mo TQteo e "deltach ” e k7 aa etk
: e Ya c h a e eo oe ¢ e ™ -7 o e
e t h - m e * 73 t : e otoho o -
Interval e e h e ¢~a o
t o " ot *oh~ X ¥ '*ee .pg ceh Ya"eg€ey. mh* @o®mpuy
t o 3psolutet ©~ Fmo Tt e o e . e *h~eeo c h
S leT e ™ _oe ¢, ’mm"\( X aode|ga1- efdrzie’*:“’g)."ljfeeom
ampielype com ™ e a ot *oh Fx Tt ; th g * x "t t mHK™~
c” oh ™ e c” Y e~ e Ya c h a e eo
IR
"emt h x c Y ° 7Y e h ~ ¢ mo * .t e ™ c h 0
—~ e h ™ ¢ * *h e . mo MoEE a t o 8 ©yh ¢~ K~
oto*h™eeo c h a e eo m o " eo 5 T Yo o~ a
rising t e h h o “t E - e ;eo - “ h e o m o Lt
e oto*h™eeo c h a eeo e ™ c h™~o"ao hHe d eh
h~e ¢, @
StartupAlarm falling T e h ho ~t°E -~ e e o S, e o mo * i
e oto®*h™eeo c h a e eo e ~ c h o a oeth
h=e e, &
risingfalingt e h ho Tt E T e jeo " ~“h g €o em¢
oyt h ~ e c X m e~ e oto~ h™eeo c
o TE’ - o h™ eo om 50 Y h ~ e c T K
=e"'; e om g0 " y” h e cc ph . @ %”eo'e"‘é:’ e«
Rising Threshold _oetho "Eeoa et h ~7 ¥ .70 a e'E" " "eeo
- *aoT™"'Eo A& ~e o e O h ~ e c- Y to & h "hoe
“e ™o e e m 5o Y h ~ e c o .o s e~ e
Falling Threshold _oetho ~EFeoa et h 7 % .70 FToTE " "eeo
- a e E’ ~ *o h* eo e : e 0O eh e hex. Tt om
RisingEvent "€ o _m mo® .t vy mco TE x O om Yy _o °~ om 9
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Fallingevent et o .m mo¥ .t vy mco TVE'x Q"  om'Yx 0 Tooe m
Owner L0 TEo "t TEZ mo "7 . Te mE®
A 0 Yt E ot MY T ex mo * t RMON™ = — e o o o e t oh
fronsole#  show rmon events
Index  Descrip tion Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log - Trap router Manager Nov 10 2009 18:48:48
T TooT c m™oe h x TEt *to
“ h ™ a t h c m ™ e
Index e © _m 3 xe X _" T 'Ee o - e t c. h 0" ] 0 * t
Desciption .oaa et~h 3y oc m. ~Q" _ mo-* ®
T ox_Toa T e Ys e h hx ao o :xmtho t oa
nonet € . e _h ho ~tE x _ Toa™ e Yy
Type logt , , e ,h ho ~“t'E ~"c mE  t~* 7" ¢ 3
traptotm . "t E {bat {NFLE _
logtrapt , , ¢  h ho ~t'E ~"c m'E te T T e, 0 m g
Community Jtho = moo® " yne N dphat ° TNIF LD
Owner L0 TEo Tt TEX mo T mo * .t @
. ¢h avy  ~ -t~ e _h ho ~e 'Yy com™ “e o mo *
Last time sent Ht o Te e Yoy t'he e ex 00
o " "t E t* 7T *Ex aw'ec amo RMGN ~
console# show rmon log
Maximum table size: 100
Event Descrip tion Time
1 Errors Nov 10 2009 18:48:33
T o047 c o m ™ e h x TEt *to
u““h"'a t h ¢ m ™ e
Index "e ° m oy ox e’ et T'Ee‘OC‘ h x O ~c m 'E
Desciption 0aa et®h 3y oc m. ~Q"  moF“ ®
Time ¢h ay mo Toe Y “c m )
5216, ¢ m "omtxc ™ !/[ T Y x ¢ oh” — e 'Y xmt h o
ho h™aaeo o¥ mc o:coe o Tyatax ®**tdh 6 h Ee t 'E
X ¢ h ™ — e O xmtho m t 0 a : h och ® ~ e e c o h 't
T om t AgeésCoatrolList! / [0 T TY xch T T e YO
I‘ /[ LISNI £[!Db h~% ot~ JAAYIHE_° _ h I Of
o
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R e a4 T Ee o X c
¢ ® ™ c¢chom?™ oa™e” ew* “ntPe ® ‘o e’ a % h ™ ¢
console (config )#
T Toogr .0 a *e " h ™¢ * a ™ 'Ee o o e x h ~ ¢
.0 a™>e ™™ e : e K~ ] m t
cC oXx a o ,"‘ e
managementaccessdist 0 tTrEc mo omtxc™ " 7Ty xc¢h”
name o e mhe™ @  ~ STomtxc™~ T TV xd
- name:(1..32m a o P = = -
no management accedsst Mg mo omt xe¢ Y xch
name
management accesslass ., h7egeh ~— e xmtho mt oa
{consoleonly | namg mec m_x Tomtxc® o 00Saa faad
Tomtxc ™ ¢
name:(1..32m _ a _ o | -consoleonlyt x ¢ h = 7 e xmtho mt
_oemo T @
no management ac- Lta” teo’E'h‘ek L e ™ xch"“’\(e
cesstlass och ® T eeoax mc m  x Tomt xc
.0a™~e " h o e a ® xmhc™ @ ~ “"omtxc "~ T Y x ¢ h - e
¢ ® " c¢chom™ oa~e " eoe m t kmbc ™ @ “ h omtax c ™ Y
console(config)# management access - list eltex_manag
console (config - macl)#
** Too2gT .0 a e " ho e a “xnhc™ @ ~ "omtxc ™ T 7Y xc h”
E— o =
oa™e"™ "™ 1o« * </_\K~ ] m t
co X a o ; < @ L
permit [gigabitethernet Tt tm®Er ch T 0" xm o T
gi_port| Tomt xc”
tengigabitethernette_port -servicer t  ‘comt x ¢~
| fortygigabitethernet -indext ¢ h oh ~t t ch” - o

fo_port| port-channd
group| oob| vlanvlan_id
[serviceservice [ace
priority indexy

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);

permit ip-source
{ipv4_addresq
ipv6_address/prefix_length
[mask{mask|
prefix_length]
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace-
priority indexy

fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id (1..4099
service: (telnet, snmp,
http, https, ssh)
index (1..65535)

248

Ethernet_°o a a x t "nt ohMES238x MES33% MES35xXME%324



deny [gigabitethernet R S ~S I R © R xm "o Y
gi_port| "omt xc ™
tengigabitethernette_port -servicer t _Ttcomt x ¢~
| fortygigabitethernet -indexteh oh t t ch?” - o
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace- gi_port: (1..8/0/1..48)
priority indexX te_port: (1..8/0/1..24);
denyip-source fo_port: (1..8/0/1..4);
{ipv4_addresq group: (1..48)
ipv6_addreskprefix_length} vlan_id (1..4094)
[mask{mask| service: (telnet, snmp,
prefix_length}] http, https, ssh)
[gigabitethernetgi_port| index (1..65535)
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace-
priority indeX
remove acepriority index index (1..65535) ST T, tE xm To mce m _~
.0a~e” . InivilegedEXEC
¢ 7 T chom™  oha *’e "peiVilegedPXEQ © _
console#
7 TQ228T .o a” @ ! priVilegedEXEC
oa™ e "™ "™ _e~;< *;\K: ] m t
cC o X a o , < @ - %
show management access name:d Md®Po H U o _"ttmE  m Tomt xc 0 00Saa
list [nam¢g -
showmanagementac- . Lo TtB oha® g O oF _t,.® 0
cesgtlass ol 00Saa tArado -~ 7Y xeh™ T e
5217 " “mthd om™ x ¢c ™
5.21.7.1 Telnet SSHHTTP FTP
]~ ee oa™e?" c h Te ™ e ™ e

~y

“ e T . h —g *

*k ok

a T 'Ee o o

¢ - ™ c¢c hom

console (config )#

~

’

c o

-

o Yy

<

t

X
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“ T To281 .0 a e ” 'h:“o’”*”a""Eeow o e *'xh*c**
oa™ e ™" ¢ '<e,_:<~Ke ] m t
X a o0 ; e 'O < @ oo <
ip telnet server LT hIXE T T eew® x h xtmot h"oe m t
co xao TTenem O _ |; . h Telnet.
no ip telnet server ._"T0; . e =~ cth x "E* © e@®® heh"entho mt
Telnet.
ip sshserver " h tXE* T e®®  hehxemtho mt
;. " SSH
., Jo t @goc 6h ~0:; Y h
V e h h PSS}:p_e h h *x - t :e -
co xao "sSH ftO | .M. ® _om~ e h-¢
ot _T0O; e _oa~e” . ONBLWi2 1S& 3Sy
I3SySNrGS Ralo m _h c
Ye ., ®
no ip sshserver S"cth x "E* T e@®® heh™emtho mt
SSH
ip scp server Jooh Tt E _oc ho e .
oaaxt™®™toh™ - e o h
c o X a o p(;a e hO. —V SsE h h ‘esocqi, e ® t "E(
ot ~0- e < N « M
no ip scp server f-_"osch B M@
ipftppassive y ~0- e o Q_A'O;* t 'E c"mm* “eFTE_’hH"e*ta‘ 0]
no ip ftp passive T b ¢._T0O; tE c"mm __ef[R_"h e ta @
ip ssh maalgorithms algorithms:(hmaesha2256, |~ " "t 'E mc¢ mo _ h ™ -h T.ee .9
hmacsha2512, hmaeshal, |° 'Y m h h ™ @
no ip ssh mac umac64-etm@openssh.com | ¢ommt eo t E mc mo _ h ™~ "h
hmacsha2256- Txtoet _ e, . ®
etm@openssh.cophmac
sha2512-etm@openssh.com
hmacshat
etm@openssh.copumac
64@openssh.cont)/” "~ h
. m™ "" o h . t a .
P S_Sh portport_number port_number:(1..65535/22 |~ *L“(i " t_ Z SR SV aﬁc{)f ! p
no ip ssh port mit~e tef ; e  co xao e 0O
ip sshclient sourceinter- T T"Eet _h SS@ mWY o
face{gigabitethernet
gi_port| tengigabitether- gi_port: (1..8/0/1..48)
nette_port| fortygiga- te_port: (1..8/0/1..24);
bitethernet fo_port| port- fo_port: (1..8/0/1..4);
channelgroup| loopback loopback_id (1.64)
loopback_id vlan group: (1..48)
vlan_id vlan_id:(1..4094
no ip sshclient sourcein- CTTTERt M MmO
terface
ipv6 sshclient sourcein- Tt ttget h |PBSSH T WM @
terface {gigabitethernet
gi_port| tengigabitether- gi_port: (1..8/0/1..48)
nette_port| fortygiga- te_port: (1..8/0/1..24);
bitethernet fo_port| port - fo_port: (1..8/0/1..4);
channelgroup| loopback loopback_id: (1..64)
loopback_id vlan group: (1..48)
vlan_id vlan_id:(1..4099
no ipv6 sshclient Tt TRt N .o
sourcainterface
ip sshpubkey-auth T h t'mco TE 0 "e cx ¥ s
Lo T YT mgmp{ | @
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no ip ssh pubkeyauth co xao c e cth t MEc o E o e ¢ x e o
mco TE" o ~ e 90 Y'"mogmp{ | @
_’“'O';"c h . - . ed
ip ssh ciphemlgorithms algorithms: (3des, aes128, | -~ T MEc m o h = *h ee . g T o
aes192, aes256, arcfour, |m  h . "~
no ip ssh cipher none) kh ~ " h ' elCommt ~mcE mo h= h ~ ee.g ~
", oh tanpnhe_ N TO;"a co xao T:"e 0
ip ssh kexmethods Tt tMEe mo  h~ oh ee . g a to
methods: s~y
0 RKTIANR dzksha$ . EQ,, -
- dhrgroupv shal ST —— - -
no ip ssh kex b Tg M e). m | Sommt ~mcEmMo  h h _ee .9
< < - ] ’\'o;" E co X a o ’\"‘ e (e}

<.‘_’“*'O;h'E’*a ‘xt(et*

|p§sh passworeauth o xao .- E0 ONE _ . ~e* c
no ip ssh passworeauth t_TOovE " | a x t et e,
crypto key pubkeychain co xao ":"e Q% t h > a _oe  xh~g ¢ x
ssh mo ~ % * e
crypto key generate dsa 1,e oh TRUTE X TQn; T m sl ¢
oy e, .m0
T ) | m T go t vy * o " e c ”
«‘to m mt ar~ ch(*y"o t c
crypto key generate rsa 1, e oh “mRtTE x T tm otwe{l c
oy, M7 e
t V |m got 'Yc*™ h 0" RO; . x
¥ to m mt a” ch(”“o"t c
crypto key importdsa "acoht Tet*@E x _ T0Q; _  5{!
encryptedcrypto key im- T - encryptedt "t ho "eeoa 7
port dsa
crypto key importrsa Tacoht "6t"@E x  RSO; |
encryptedcrypto key im- T - encryptedt n ho ~eeoa 7
port rsa
crypto certificate {1 | 2} T 1, oh "hSSE Nt _te
generate
ip http server “h <tx"E “~ T e®®  xh xtmot h"oe m t
co xao THTTE ©®_ |; . hweb
no ip http server . _T0o,; . e Stcth 2 BT T eeo _x h xtmot h=oe m t |
web.
ip http port port Tt twoht o et h” O
rf)o ipphtpip pgrt 1..65535/80 Commt ™ eteE (; . ue : . c o xao T "e
ip http secureserver co xao THTTPS O _|‘_"O,HEHTPS M M @
no ip http secureserver — 0, ¢ c-_orgTP8 M@
ip http secureserver port -t HTFPSh b h " @
port 1..65535/443
ip http secureserver port fommt ~ eo t E e~ . e co X
ip http timeout-policy sec- TTTET Jatxm oamget o
ondsfhttp-only | https- seconds: (0..86400)/600
only]
no ip http timeout-policy Commt ~eefE ; e ~ co xao T:"e
ip https certificate {L| 2} i Lo O VET L, e et { "t
no ip https certificate Commt ~ ete’E : e co xao T:"e
crypto certificate {1 | 2} 1. e oh_ ~hgGEE h t Tt o
generate
crypto certificate {1 | 2} . "acohot "IBSE ht Tty e” e
import L T N
no crypto certificate {1 | fommt ~ &S h t x_ a*otT.c*oe QO " T
2} x " "eeo o m ht Tt o
/ .70 S m e h h o “ e e oa*e " ™ a ONRE LI 2
V mOOh;e'Y'O;';"Y‘ "+ Th toa TSy co T o "t Ty
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.0 a e h o & a xc hx ™% & e o0 0 'O;””
¢ ® ™ c¢chom?™ oa™“e " eoe mthcbx"’"é",eh) ’0 a’“'o;”‘y
console#  configure
console(config)# crypto key pubkey - chain ssh
console (config - pubkey -chain )#
T ¥ Toogr .0 are " . hoe a * xchx ¥ & s e o 0 ~0:"
oa™e"™ "™ o © ’<e*<,\K: ] m t
cC o X a o , < @ s <
userkey username(rsa| ot h mo * " ™e Y e T
dsa} _To; " o
username(1..48 -rsat m © T LEOw{ !
m a o 7o |-dsatmo T BTG { !
no userkey username S TR T e. _T0O; T T oc
co"’E'oﬁ‘t Y od
¢ ™ c¢chom™ oa™ e " eo mt h o h ’ a 0 .o
console#  configure
console(config)# crypto key pubkey - chain ssh
console(config - pubkey - chain)# user - key eltex rsa
console (config - pubkey - key )#
T * To3@r .0 a ™~ e " . h ’ a™” mo " ™~e Y e " " x " TEe o 0
.0a~e "~ "™ € ’<e*<,_\K: ] m t
c o X a o : < - )
key-string Lo UTEXT T se . TO; T 7Y oc
T co’“'E'on*t ~Y D
key-string rowkey_string Lo BTt ™ se . TQ; T 7Y oc
co"'E'o“*t(ﬁng cno° "0
-key stringt ; "mt E _ TO;" @
t 1 ] Y to o cto® . om o m a
V*(e c Teomt EOQOY e 0 50
key-stringrow” .~ m a o To
Loa~a” @ BEXEC
.0a"~e” T eeo 0 h ~ ° - Tomt xc e t o TE Y
¢ ® “chom?™ 0 a” e "EXBC mt h o h ’ a "~
console #
~+/—\*23E_[~‘0a~e’.~. h‘>*a~ 99/
oa™*e "™ ¢ ’<e*<AK: ] m t
¢ o : < e . e
showip ssh . Lot Be o xhme O PLIZ T 0T
Lot YT o mp{lL @
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show crypto key pub- username (1..48 L0 _""te’R ¥ T S8H. T0; I mo gh~e ee
keyrchain ssHusername m a o 7o | oaaxt®toh @
usernamé [fingerprint L0 xao 7"l ._ysertnamer a Y x T eepo o T et
{bubbletbabble| hex}] ote ;™ to |-pubblebabblero tc ;" to_ T 0O;" ; _
. mte"*e“t_hexrotc<;"to__"'oy”‘ ) mte ™
o ha ™t d
show crypto key mypubkey . Lo _TCte'R YT se . o oTaQyx t {t{olh " ]
[rsa| dsd
show crypto certificate [1] . _to®hSgm hoto _ Tt mh® TRY | ¢ ¢t
2]
h a h c o Te e Y oa~e?-"
¢ ’“’O; t 'BSSwe ~h ol axt™toh (0)) “ *h t 'E mc o THSAOC ~ e
_T0; T 7Y coelfegro Tt Y
console# configure
console(config)# ip ssh server
console(config)# ip ssh pubkey - auth
console(config)# crypto key pubkey - chain ssh

console(config
console(config

- pubkey - chain)#
- pubkey - key)# key - string

user - key eltex rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAI4kpglw9GBRoNZQZXxjHKcqKL6rMIQ+ZNXfZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRfpSwoQUVV35LgJIk6710U/zfwOIl1gkTwmI75QR9gH
UjS6KWGN2QWXgh3ub8gDjTSgmuSn/Wd05iDX2IExQWu08licglk02LY ciz+Z4TrEU/9FIxwPiVQO
jc+KBXUROjuNg5nFYsYOZCKON/W 9a/tnkm1shRE7Di71+w3fNiOA6w9044t6+AINEICBCCA4YCcF6
zMzaT lwefWwX6f+Rmt5nhhqdAtN/40Jfce166DqVX1gWmNzNR4DYDvSzg0IDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13 : b9:33:e9
521.72.0a e v e xth *h @ e © T~
.0 a>e "0 e xth “h @ e © T~ m “hkkd vt T Y e mitth oo —o “ T Ee
ocemo —  ®
oa™e?" h —0 * 4 " 'Ee o o e x h * ¢
¢ 7 " ¢chom™ oa™e” ew * “ntPe ® ‘o e’ a%h~ ¢
console (config )#
* % To3pr¢ .0 a e " h ¢ * & " 'Ee o o e x h * ¢
oa™e """ € ,‘e*:\K: ] m t
c o X a o , ® hd
line {console| telnet | ssh ¢0 t h * a moot tmt x Q" o
T _oemo T'EY x 7" ’}(qygf’”y'@(j_o'e’h*o RE 1
Ct ot Y ee” Y SSHemo TE
oa™e?" hoe a * xth *ha e~ ™~
¢ ® ¢ hom~ oa™e " eoe mt ktb “h @ e “hT*” a
console#  configure
console(config)# line {console | telnet | ssh}
console (config -line )#
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“ % 72387 .0 a v e " hoe a ”xth *h @ e »
- o =
oa™ e~ ™~ [ * AK“ ] m t
cC o X a o , < o - <
Speedbps . “mto"’e*mt_'Ehomt 'E om¢t x c ™ co —o
bps.Q400,9600, (_oa”’e"’ ’omtxce”_oe"'E a h ™~ eh
19200, 38400, 5_7609, ~o ~ ~Eeo cemo ~
o — e
nospeed 115200/115206 “mto” e teE e co X a o ’“; e 0d
autobaud ¢ TOME toa~t ;om0 och ® -
co To ¥ TEe 00 a ™ eote"m o d m tgx coe ”
T/ ~0: e{ oe x’“ho"_(‘:;' " 'Ee o _oemo - v P
no autobaud ¢._TOYE tea”t o om_o och " 7
c o To " TUEe o oemo T @
exectimeout minutes : Trttget b 7Ty ot ;e o _0to
[second} mlnutesa(o..685535/10 ettt coTE o0 fiSye gm o )
dk015/0 co TE o “ot TE e : o e o *°
- seconds(O0.. m - — : L c v —— = =
no exectimeout 0.59 mto” e ‘teE ; e  co xao ":"e 0Of
.oa"e” EXEC 2 ~
¢ ® " c¢chom™ 0 a” e "EXBC mtho h ’ a ~
console #
**A23¢T*‘oa*e° h > ar~ 9. 9/
- ~ =
.0a™~e " " 1o« * <AK_ ] m t
cC o X a o ’ < @ oo
show line[console| telnet . _o0 _"rtc’Eh " a th t ha e” ™" o
| ssi
52173 " T e e “c xm QS e ” c omh " m ot 0 a
T x e ¢ Y co o Ty ot x ©* T eeo omx " mt t 'E SSH e e
] 7Yy h™ %ot " eeo X e I e 0% 5o aSSHE h;toﬁ gp 0 a "~ e
sshserver, To *~* Tgeoa h  a o e xh ho ~e YOO
i ’ c o e c h a h mco TE"o0 e Y SSH ¢ x ° o
¢ .co Te t Eshowclotke ~ XY _oaaxp”tho m™ am Mm¢pHPMCYy PMDPHO PY

username@username - system:~$ ssh
admin@192.168.1.239's password:
*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

-l admin 192.168.1.239 "show clock"

Jli .oa~e " S th Fx 0O" co "t h > " e Y ge *ch a h
V ’ e 0 ¢ o U Oga mo ° e e { {1 h * *h ~ tm Y]
522 xhe=~® — ~ “ h yskg ¢ hoto o T {
..Mt —ae . x h e co .0 'Y'Ot.u<mt* *mtoh O mo .
oetho ™ ho “t 'E ¢ ho ‘ho " ™'Ee o alm oh¥ hat “eyY (P~ e aonm &t m Y mo”
: h T e S m e * t h 0 S h t : m
X T oa T e Y e oha®™gg o0ee ot T %o -e (o))
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oa™e?" h ’ a ™ o ¥ * T'Ee o o e x h * ¢
¢ - ™ chom?™ oa™ e " eo mtho h ’ a ~o *
console (config )#
T % To3gT .0 a e " h ’ a ~ o ¥ * TEe o o e x h * ¢
oa™ e "~ "~ ¢ ,(eﬁ’(*K‘e ] m t
X a o ; e . '( < o % <
loggingon ¢ _TOrE mth~*g O ot ™70 :e .9
moo* " e o * o’*+_”3¢)
no loggingon C._TOME , mth~ g 'O ot " o e
Th mth® g TYmoo® " e o * o 5 o0
y _h . __T0; eeo h o mth
V ) & 2 e . Y . mo o - A . e . ,Y L
" _ Yt EmY e” _oemo TE
logginghost {ip_address| C_T0OfENM, T ;x T Th e °
hos# [port port] [severity e” x° " Tyslpgh . h . [h
leve] [facility facility] -ip_address IPdn RS " h yslogn{ h _; N~
desaiption text] [vrf - -hosttm _t o yslogra % _{ h~
[desaip 11 host (1..158m  a ~oo; Lo yslogra WL T e
vrf_namg : -portt & © a | coh't Y ¢ | . :
port: (1..65535)/514; h oot —~
PN c o o ngg X {
level  at 230;x | n , " +
o - levelt X ¢} e 'E e omt mo o
facility: (local0..7)/local7; W ok "
2| Syslogr , ;o
text: (1..649 , a o, "¢ I ~ Ho e = .oy 4
h L3 -facilityt xm Tx M .. a Y;, moo
vr;narr;e. Q.[;. 9\0 texttoc  m” yslogn . f . h "
T - -vifnametr (@Y _  htx™ "'Eeo o % T
no logginghost ST OCEYh®ee . m _h _ h m c
{ip_addresg hosf [vrf Syslogh . b ho @
vrf_namg
loggingconsolelevel C_TOfENM, T ;x T "h e -
levet( at ~ ¥ T g|mo o e *h~ eeo o xho e
no loggingconsole 237)/informational ¢._TOCEh " ;x " _"h e .o -
moo’:‘""e*m e _oemo TEQ
logging buffered §ever- C_TOrEN, T x 7 mh e 9 -
ity_level severity levet (0 2 mo o~ " . © . R *h~eeo 0 x h o . e
te T ex * x h o
no logging buffered 237)/informational ¢._TOSEh _ " ;x " _ *h e .g 7
moo* " e o e x th e e X
logging bufferedsizesize »ta @' T mt o moo e %
) exth ee a *x  h ® "o o :
size:(20..1000/200 ¢h a e tmwy com~— c h = " hox
no logging bufferedsize "mto” e ‘teE e co xao T:-"e O
loggingfile [level ¢ _TOfEN T ;x " _ "h e .o -
|eve|;(11a¢t‘237)" moo* " e “*h~eeo o xho e
no loggingfile lerrors ¢._TOCEh " ;x " "h e 5 . 7
moo*"(e*m ) m_ 7T 2 xhe” T @
aaa logging login TTreo tE x he= ™ mo* .t vy
- - 0 e X t” 0sss b
- - T/, 0O; , eor— = — —— =
no aaa logging login eom t'E x h e m o .
~ R t oh N - c. x t ™ 0sSss o
. . ¢ TO; "t EmMmE x he® ™ mo* t
logging events linkstatus Ta e e momto e et h
- - TK ~0; . e T —— z
no logging events link - ¢ ._T0:i"t EmME x h e ome o
status e oha”~ g o * a e e m o n
loggingevents ¢C_TQOhrE o mth” e O a e e 'y
spanningtree 1/, _"0; eo|STP.
portrstaterchange
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HELTEX

no logging events Lt _TOE mth~* e O a e e Y
spanningtree STP.
L2NImadl i SnoOK
logging events ¢ _TOhrE mth* e O a e e
spanningtree
topologyrthange —,
: 1/, -_"T0; ¢ p— p p
no logging events Lt _TOVE mth* e, O a e e
spanningtree
topologyrthange
logging events ¢_TOPE ,  mth” ¢ Obridge., © NE 2
spanningtree root-
bridge-change 0/ ~0. e
no logging events T ' ¢._TOvE , mth~ ¢ TObridge., © NR 2
spanningtree root-
bridge-change
¢_"0; t'Eh_~  mth*g O mo* .t
logging events ddm SFP DDM
threshold —~ | omto ye - ooomo ot T tmy h
oL 705 e V ch e a”t 'E Wt Warnjng Et "Errorz
no logging events ddm "mt®*eo t'E "e” . e CcoO Xxao
threshold
logging ckicommands —_ ¢c_~"ome , ho "e " ee.
- - Tt __"T0,;, ¢ — ” =
no loggingcli-commands S t_Tomr ,  ho "e 7 ee .9
file-system logging ¢_"OpE, ,Mmth" e, O moT .t 7
{copy| delete-rename} -copyth ., ,mth” e Y moo™ ™ e 3
. oc h o " e Y - o T
(o] X a o - - * - * N © - -
= . -deletertenamet h ., mth ™ ¢ Y mo o~
h mt h ¢ A o o~ - —
X . e, . o c h a
no file-system logging ¢ ~OnE mth=g¢g ©O mo* .t
{copy| delete-rename} - . . ®
management logging $_TOhPE, . mthT e O mo¥ .t
deny 0 xao T xch‘ﬂ’“e O _oaaxt™ tohoa ¢
no management logging h mth~e Y[¢._ _TOVE, K mth~gg O mo® .t o0
deny xch’““’“(e*'o_oaaxt"tohoacp
logging aggregation on tpt ~O. e ¢ _TQO_ PR etho TE Yslogno ote e D
no logging aggregation on - ' t_TOEDN . Yeog® 0o T " e D
logging aggregation "mto” ®E h ay gh®e e Y oSsldgx ¢ ¢
agingtime sec moo* " e o]
ging - - sec:(15..3600x o n N = — p — -
no logging aggregation m to” eE e ;. © co xao ;T e (0]
agingtime
logging service cpuate- traffic: (http, telnet,ssh, | ¢_ "0 B etho T'E o h~e 95028 'YY m
limits traffic snmp,ip, linklocal,arp |_~8%h = —~7y och = "~ eeo o t ¢
no logging service _ switchmode, arp- t_TOR,  ho “e ®
cpumatetiimits traffic inspection, stgbpdu,
other-bpdu, dhcp
snooping, dhcpve
snooping, igmgsnooping,
mld-snooping, sflow, log
deny-aces, vrrp)t
logging originid {string | Tttt hta thoy o toh . Tx Tt

hostname |ip | ipv6}

no logging origirid

Tk

"t E e e co

- L

(et_’ Sslo otmu)”'h"(e:)'om(

X
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loggingsourceinterface

"mco TVETd ThtnE Yt~ " “eeo o e

{gigabitethernetgi_port| . ) .  omto e & ™ | tt 9 ¢hoto o™ [8
tengigabitethernet gi_port: (1..8/0/1..48) -vif nametr , 2 Y | htx”™ T'Eeo o7 T
te_port| te_port: (1..8/0/1..24);

fortygigabitethernet fo_port (1"_8/0/ 1.4);

fo_port| port -channel lOOpbaCK—'d (1.64)

group| loopback grot_Jp.. (1.48)

loopback_id vlan vlan_id vian_id: (1_"4094)

| oob} [vrf vrf_namg vrfanan;e. (iizz

no logging source o T |"mco TE C "ht M Lpogo” Y o e
interface [vrf vif_namqg

logging sourcenterface- "mco TVE'o X7 hEm L gt " eeo o

ipv6 {gigabitethernet _ Ty mt 7 mtUo|tet " 5 choto o 7
gi_port|

tengigabitethernet gi_port: (1..8/0/1..48)

te_port| te_port: (1..8/0/1..24);

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port| port -channel
group| loopback
loopback_id vlan
vlan_id

loopback_id (1.64)
group: (1..48)
vlan_id: (1..4094)

no loggingsource "mco TVE o X7 hEm Lt Woo Y o
interface-ipv6
system drycontacts ¢ _TOPE Totx ¢ _h  TQ; eh'y mx
enable [initialstate state] .o e _eo e T W _eo o m
cause alarm -statet ¢ o "o e . _oet® to ¥
state: (necom/no-com) |~ . " h 0@
[-_"0; eo | "o TE_ o " Ty xmtho mt a9
V. MES3510P
no system drycontacts ¢._ TOthE Fotx ¢ h  TQ; e Yy m
enable o e _e® "R eo o mo¥ .t Y b
alarms event erps ring ¢ _TQO;E,h _T0O;. e _ mx gogmod
protection h="h . ~ ERPSTEec”
— "OA'E_O *’“'Yxmthommt“ a9
705 eo MES3510P
no alarms events erps ¢._TO¢E N, _T0O;_.,e  _ Mmxcgo gmo 0 g
ring-protection h= *h . ~ ERPSTEc”
alarmsevents poe usage ¢_"TO;g h, _"0O;.,e  mxg9g 9o _o0O
threshold-exceeded e, mch™ poometthot2h~ 7 = o0
1 "o TE o *’“'Yxmthommt“ a9
1/ -_"T10; e V MES3510P
no alarms events poe ¢._TO¢Eh _, _"T0O; ., _ mMXxX g 9 _ 0G5
usagethreshold- e mch®Ppogomt
exceeded
alarms events power ¢_TOPME fohx ¢O; e Y mx g g |
supply powersupply ~Q;.e . T To_" ¢ t"e YO

not-present

no alarms events power

power-supply
OMOPDPHU O .

e

TTY xmtm9{paynao

_V_ ‘o NE o
MES3510P

C._""Q}h'r-_"’:‘otx c _h

supply powersupply ot _T0O;. e T To_"~ ¢ t~e Y]
not-present
alarms events sensors ¢ _TOfE"fotx ¢ h __ T0O; e Y
criticaktemperature .o e _eoh e .- m_ o t ac h~
t xhe . g Tt : a9 ®d
. ] 0o TE_o© °’“_'Y xmtho mt a9
tho_70; oo W yesasiop
no alarms events sensors ¢._TOthE fotx ¢ h  TQ; e Yy m
critical-temperature o0 e _eoh & - m o t ac h=t
t(ac(h"’txhe.g*’”t- 9}
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.0a e " . hoeé a ™ x he*t g h Ethemmét
©.7 ctemoemT  _oaveeoe mimmteh  nmT a9 iKSNYSGY
console (config -if )#
T % To3@r .0 are " . h ’ a ™ ede h x m™ e
S o S
‘Oameﬂm [ s K _I m t
X a o ~ e 1 < e o x <
’ *
alarms events linkstatus ¢ _TOME “otx ¢ h  TQ; e Y mx
[statug T a e e oc h =t e o [¢} mt =
status:(up/down) V o T'E_o " TY xmtho mt a
K. -_"0; e ¢u¥l MES3510P
no alarms events linistatus ¢._TOKE fotx ¢ h _TQ; e Y m
[status] T a e e o c h ™t eo, o mt "~
. o .m00' A xa((t;“mfd(‘;mr@o‘m«e’t *Ee“.. meooom't“e
c oh "y X o, e Y o) “ eomt ()
o To38r c “ > eomt moo* " e
’ c " eomt m o c m~e
> h . . . i ¢ m mcth oa o = h t ; m “'Y o = Ty
. . - ; emefgencies O ~'Ee o @
... e 7. dlértyg o 5) '(o"oo°”ao e a "~ T eeo  a "~ t TUEmt
. h t ; critical) 0 ¢ m mt a cho o T h t : m 'Y o
'S'O;Grrors) 0 ¢ m m t a c ho o T T o * )
h " xch ‘wamirgy Y 0 h "xch % e o ¥ moo* ™ he e
~ "o a “hotHicationg 6 ~ "oa T e S e Mt ~a . e o moo* " e
Ve o ha™ ¢ infgrngationa) o Ve oha™ @ o0ee . moo® " e Y m mt a
t ™" "o -e . rudno"d‘me”"yi"y’ot co TE o ~ot
t ™~ % o i A " ’ < < < . -
g de‘bqumg 0 o h h tee”om tmh om t pa
~oa”e " . IprivilegedEXEC
¢ “chom®™ oa™e"  orivilegedEXEEC _ _ h * a
console #
Tov* To3@r7 .0 a . " arijilegadEXEC —Y ¢ homao t h ~ “ ™" > xeh.eg® ™M~
S - =
‘Oame"m 1 < * <AK _l m t
c o X a ;* < @ L
clearlogging 1 "ttt moo® " e vy . exth e
clear logging file T CTTCR, mooF e Y - 7"
show logging file to® hmemtoye — ~*xhe=~ ™" 35 ~ ~h
T moo* * e YS "¢ m™ee - .
show logging  to® hmemtoye — ~*xhe=~ ™" 35 ~ ~h
T moo* " e YS "¢ m>ee . 0 e x
show syslogservers|vrf vrf_name: (1..32) _to®h®Emt hTo Ty x " " Gislogne hg hoo
{vrf_name | al}] m_ a _ o 7o |-yffpamer A, 2 Y _  htx~” T"geo o T"mt
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showalarms tofh=~ >~ 't  m(Q e oha“g O ofF
T V'o""E_o TTY xmtho mto ad
MES3510P
systemdry-contacts[dry- L.h _THE  a. h~Fot mx o9 9 _0O
statug -lockt ¢ . h _ 70O, e mx g 9 _oet”™|
mo® .t QO;* _ ~h
dry-status: -unlockt ¢ o mo® .t QO " o®r* tmx g
(lock/unlock/toggle) |¢ . h  _7Tp; " tmy
/unlock -togglet ¢ h ex" 't TEe” 'y ma e~ f
_oet” to
"o TE o "7y xmtho mt ad
V MES3510P
showsystem drycontacts Jto®ht'E x* e mtho X 9 g
T V’OA'E_O STy xmtho mt a9{q
MES3510P
h a h mc o0 a" ® e Y
A ¢ T0: t 'E h mth~*g¢ O o  Fo e 3 moo* " e e ~ 0
console# configure
console (config)# logging on
console (config)# logging console errors
A : m t -~ t,’Eh e :m ~
console# clear logging file
Clear Logging File [y/n] y
5.23° h * 7 ho "~ e C o@ha tooe t oh e 0
T x e c Y h “~ ™ ho “ e 'Y ¢ o h to c h e ™ e ™ e~ Ty
0 50 % y” o) K m 9o Y 7 ¢~ t o m o " eo 0
oetho ™ x O" coht @
. oetho ™ hx Q" a X c o h t x ¢ oh ha™ ee 'Y,'Otem’YYYi"\ - (O}
i o ht e a o’ t * t E oetho ™ hx Q" a oetho ™ hx
[ IP- et h® o T e ot m°x Ty t'Htoo *ot 'E o h t ™~ T
i hoto o™ D+wt o T wa® cofEtx.p TO; e e~ Ht
. oet ho ™ hx a a coht™a c h a e’Y’otm'Ym’“"‘x'o"‘
i o h ta oe’ t * t E oetho ™ hx Q" a oetho ™ hx
|ex"'mt X t ) h e : e e ™ T M mm h “ 7 h
X AyLANM -~ > > 0 . ¢
V~= h “ 7 hWLAN e "a o’ eo to T'E o c h 0 m m m
oa™*e" h ’ a” oe "o % % A Eego
¢ ® " c¢chom™ oa™ e eo mtho h ’ a ~o * " T'Ee o
console (config )#
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X c
.0a™e"" "~ ¢ ;<e*</_\K; ] m t
c o X a o ’ < o - <
port monitor mode e, oa h "ot coht ™
{monitorronly | network} -monitor-only T _ "~ “ g comtxc ™~ Q" e
T /monitor-only ot m YT
-networkt ¢ 0 o Ty 't oo mt o Fa e "7
no port monitor mode S hexe”™; e  co xao ~:"e QOO
port monitor remote vlan Tt e T#H I b T Y x 7" T e e(RSPAN 20 e |
vlan_id[cospriority] [tx | rx . o txoh x Texota et Em Y . O oetho™
dlcospriority] [bx | vlan_id:(1..4099; et h mo = -
. riority: (0..7)/0 P ——— S ——
no port monitor remote vlan P y: (0. " TVEAN 7Y X eeo o aoe toh
vlan_id
.0a™*“e?”" hoe a ” x he*t ¢ h Ethemét
¢ 7 " c¢chom~™ oa™e " eoe mt k be™t h h m™ aQ[’]KSNySuY
console (config -if )#
’W ]“ee oa™e " . e ~E" 'Y . coo"® 'Yt 'B°h **cd@ * " oa& " €
e mo  9GKSNYySio
T T24@T .0 a e " "omt x c e e x hhe “t’ ¢ ha m ~ guKéNyél‘j
.o0a*e"~ "~ ¢ ’<e*<,_\K~ ] m t
c o X a o ’ < @ o ox <
port monitor {remote | gi- ¢_TO;Re_c, O aoe toh e "~ e~ e
gabitethernetgi_port| et h .m_® J*ee . et h _m
tengigabitethernette_port 7Y x_* ' T"eeo o o _oa~e®  oet
| fortygigabitethernet -gi_port te_port fo_portt _o e t h o = choxh ta .
fo_port} [rx | tx] srxT_©oc _ho " tep ceyt .t . oetho T
_tx-[_oc*hm:"_t<c‘lE.hZ°”’ee _oetho
c o h t; 0 a
o otmx tmt ¢ *h™a th~ NE K
. _oc*hx'otm'ylnm( c ot
gi_port: (1..8/0/1..48) ] " xe ¢ 'Y aoe tdh teE ® ~“mdhot e
te_port: (1..8/0/1..24); V cohti~o5 o%eo h a eeéo
fo_port: (1..8/0/1..4); A
, .oe ., * PoftChannél T, mt
V_oetho"‘*hx’o”'"o *et(h . m
Jvc{h _o*" et h upm -~ ) mom
no port monitor {remote | ¢._ TORe_¢ O aoe toh e "~ e” e
gigabitethernetgi_port| et h .m0
tengigabitethernette_port
| fortygigabitethernet
fo_port}
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port monitor vlanvlan_id ¢ _"TO;BRe_¢ec, O aoe toh e "~ e~ e
et h o m p JTee . et h _m
ST x _"V0LAN e o
o ht a o e t oh e - e "o T [
Ve”‘mth" _“ a o +[]bcp
Po e t oh e [ !'b ao t ® t
vian_id:(1..4094) ‘/mAX;‘(Z m<,, m mt _a e~
_oetho’\hx'o”‘ o coht~* @
Im = _oetho ™ hx Q" coh't q
‘Ht ot c’o htt Fa.ot 'E mco TVEo "~
VLAN.
no port monitor vlan ST EIXEY ""eex O [ 1! b aoe toh
vlan_id
port monitor remote ¢_TO;Be_e, O x"" T eeo o aoe -t
e“mth~ ~* aoa et h _m (o)
no port monitor remote t ¢._TO/Re_¥ 0O, ,eeo o aoe toh e
e ”mth"™ . ~ a o a et h m (0}
oa~e " . EXEC a ~
= chom oa™ e " eo mt h o h ’ a 9.9/ a t m
console >
* ¥ ToART .0 a e T S Tomtxce h ’ a 9. 9/
.o0a~e”" "~ € ’<eﬁ*<~K_ ] m t
cC ox a o , e < @ s <
show portsmonitor ¢. mte oha®gg O co _oetho ™ hx(Q
T coht ™a
h a h c o Te e Y oa~e?-”
AAmt’“eol3ett’(EhEthem@toetho"\hx'o"'a Y MYy et h
m YRY; e t h m ~ c h s “t 'E e~ MO @
console#  configure
console(config)# interface ten gigabit ethernet  1/0/ 13
console(config -if)#  port monitor ten gigabitethernet 1/0/1 8
A¢ m t e oha®™ e O co ocoetho ™ hx Q" a oetho
console#  show ports monitor
Port monitor mode: monitor - only
RSPAN configuration
RX: VLAN 5, user priority 0
TX: VLAN 5, user priority O
Source Port Destination Port Type Status RSPAN
te1/0/18 te1/0/13  RX,TX notReady Disabled
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ipvéz_address
XXX X X%<ID>

524~ x e _ gFloW
sFlowTt t ge o o 'Y S oamox an T'YO™Yt E ha*o”e t 6 h g e . g m
""ee . g Ccxt a S Tomot e o * o h t h ~ - " Ty co
c h .o - a e ™ m h h m?~ o h ™ t ™t m (0))
.o0a™~e " ho ™ @FEe o 7 0 e x h * ¢
¢ ® ™ c¢chom™ oa™e?" 0 mt h o h ’ a —~o *
console (config )#
T F TopRT .o a e " h ’ a o * * T'Ee o o e x h ™~ ¢
.0a™~e " " ¢ ’<e*<,_\K~ ] m t
c o X a o ’ < @ oo
sflow receiverid {ipv4_ad- id: (1..8); TTtTCETh moomo oh Rt omffpye bt omt ot om
dress| ipv6_addres$ port: (1.. 5539/6343; | -idt e °© a gfowm ~h ; h~
ipv6z_address url} [port byte:c © o >t | -ipv4_addressipv6_addressipv6z_address 1P~ " h; m
port] [max-datagramsize e, —°o _ /14Q0m | -urlt Toa eeo  a’y gomt~ T
byte] o hajjv4 address | -portt e ©oa h coht ™ T
AB.CD; -bytetra = _m a” TEeo _0o "o mo® ott E
.0 h ajjyé_address |c t ch ™ T eo . o" e c ot T ee .
no sflow receiverid XXXXiX ST TTER mom oh bt mffpgh 0 omt t ot
o ha™'t

dzZNI Y OmMddm

sflow receiverd & 2 dzNID S 1 v t"get h o m fpm T hommto dymoc 00T
terface | sourcainterface- "o Tt EMm Y co xao T-"e O _  _ "
ipv6} {gigabitethernet . mt~t mt
gi_port| tengigabitether- . vian_id:(1..4099
nette_port| fortygiga- gi_port: (1..8/0/1..48)
bitethernet fo_port| port- tfe_porti.(ll..Sé/Oé/ll..Zf).,
channd | group| loopback T)_pot: ’ (k.:d' 1 62
loopback_id vilanvlan_id | oopbac .—' - (1..64)
ook} group: (1..48)
no sflow receiver sourcan- ST TE eo vt te et ho o m~ 3
terface otch™ Tyt Emy mt~t o omt aft2g
.0a"~e” h o e a ” x he*t ¢ h Ethemét

¢ - ** c¢chom?™ oa™e " eoe mt k be*t ¢ h Elﬁem]e’fa

console# configure

console(config)# interface { gigabitethernet gi_port | tengigabitethernet

te_port | fortygigabitethernet fo_port }

console (config -if )#
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DHELTEX

* Y T4BT .0 a” d1°< 2 ) ao*e L x*he”'t@*h“E;hgrmef
oa™e" ™" - © ’<e*<,_\K: ] m t
cC o X a o , < @ eox <
sflow flow-samplingrate id ST UmEh T e Q@ om togh ¢~ _  to o
[max-headersizebyted ) - Foh _ omo ot~ tmY eed(currem ispeddi S
rate: t(_x oy moh ¢e'Y’Y m_ohomt'EL',Q)
(1024107374828 | \Simh e yy m_onomt E . *on
id: (0..8); Gidteoa h maPE24 " T
bytes: (+20~.256)/128 bytesta* _m a* “fEeo o tohmt &x
ot m_oc¥bBo o* h ™ c” cr__t”
no sflow flow-sampling t_"ove _t . __  _ .%oh e~ coh
sflow cownters-sampling  ¢h ftaE _m a” Tge et h "7 a
secid _.foh_"a _c” _to
sec (15..8640QM; -secT @ " _m a” e . et h Tl aR g
id: (0..8) -idtreoa h mzagPf 28"~ o "~ ~sflowreteivero
. To®* "Eeoa h  a _oe  xh" g
no sflow counterssampling t_TovE ot . %oh e™ coh
oa~e” EXEC a "~
= chom _usnat'he:)"‘eo h a 9.9/ a t m™—™ " x Q0"
console >
“F ToALT .0 a v e " S T omtxce h ’ a 9. 9/
oa“e"™ "~ € ;<e*<,_\K: ] m t
c o X a o ’ < @ oo
show sflow configuration ¢. me~ mtho a¥ft2o0
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_porf]
clear sflow statisticsdiga- gi_port: (1..8/0/1..48) mt mtt’gt o mt o xmFCEf 2egt b 0m
bitethernet gi_port| tengi- te_port: (1..8/0/1..24); |_oca~e ™™ o . "% t m m . t .
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port]
show sflow statistics §iga- _to®hmiE"t wFlow _ X
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port]
h a h cooa ee “e Y
A -~mt~eqpr " b fEn G dy ndm M T h T h Mot ggwp T MEREMet- ¢ t b
tel/0/1-tel/0O/Hn xmt ™ e o t 'E mh e 00 " MAIHOIMt 'ETa "t km ha
e et h “~ ™ a C 7 X X mec Te240¢. * o h ~ a c ™
console#  configure
console(config)# sflow receiver 1 10.0.80.1
console(config)# interface range ten gigabitethernet 1/0/1 -24
console(config -if -range )# sflowflow -sampling 102401
console (config -if)y#  sflow counters -sampling 2401
Ethernet o a a x t ™nt o thMES23xx, MES33xx, MES35xx, MES53 263



525 x e I ® eomtmh o o'y
t 0 aax t *mtooh*th > “ cc ™ h ™ te c ho h “a&e e omtmh
€ < << — < < * T * * < *
: o) et h m o — e m Y b ¢ c h .
1Y 'H™ t h : m o) e t h m o Y
) ~ e~ Ty
- h"mmt o 'Yye b ae@ouw®h e ~ m ~ a ~ e %
] 7Y oct : m e @tn b m o M
- ¢ h™ac h " ge ™Y h Y’ e t o
- 70 e ™'Y oct L " 'Y ao "eomt 'E
- oct : m 'Y ao "eomt 'E e~ c h a
52514 ~  eomt  a _ "eo o -ty
.0a™~e " EXEC a ~
= chom oa™ e~ eo mthom ™ " x """ "0Y 9/ a
console >
“ ¥ TOAGT .0 a v e " B - e omt a " e o - * ~ry
.o0a*e"~ "~ ¢ b ;\K i ] m t
co X a o : < e L
test cablediagnostics tdr ¢ .co TegE htx™ TEeo t mt ho ~e
[all | interface gigabitether- gi_port: (1..8/0/1..48) et h IR o]
netgi_port] -~ Yy .m_ o et h o mo
show cablediagnostics tdr to®ht Ex TEt "t com ™ "e o
[interface gigabitethernet gi_port: (1..8/0/1.48) |_~ % _ 7Y T 7Y x_" "Teeo o et h
gi_port]
test cablediagnostics tdr ¢.co Teg htx™ "7geo t mgpge h'o o"e
fast[all | interface giga- gi_port: (1..8/0/1..48) |t o ;e o™mTEQR® _~ "“eeo o et h . m
bitethernet gi_port] S ff Ty om_ o et b mo
_to®hthE "co To’ ot T Ee x O T T e x
_x_’""’eeoax *et ) mxtd)(m"‘
show cablediagnostics ca- . ] _oa®e®™™ .co Tey tmwy " 7Ty mo g
ble-length [interface giga- gi_port: (1..8/0/1..48) ovet h om0 e ftE "
bitethernet gi_porf] L VI I O L " L I : R I
\ co**(h”“"<t"m :Yetto(’h"Eﬂo me* o
GigabitEthernet.
h a h c e e Y oa”~e?-”
A hot mt hogi1f0/L: E ¢ o ht
console# testcable - diagnostics tdr interface gigabitethernet 1/0/ 1
5324+#test cable - diagnostics tdr interface gi0/1

E:able on port gi1/0/1 is good
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DHELTEX

5.25.2 | * e o fc ”“; m o} o} t h ™ em h ~
T x e I Y - e omt c o o Ty |t o ¢ e t 'E t
c t ’ m (0] e m 'Y' Q)
¢o a o’ e t oa ™t : m oetho "E momto 'Ye Y
h ~ - t “ h ™ a t hh . o o ; m m hy~ ee t ~ t 9 m
~ " " ee a o 0 o ” t ™ ya . Hb ® em ¢ * hh*oa @ h o -
oaaxt™toh h a h x t c h "mxocoh*® " Te* QVO® - * h e
oa~e?” EXEC a ~
= chom ) “ e " eo mthom ™ " x """ a "0Y 9/ a t
console >
**"24@-[’“\oa”'e - - ~ e omt o c t : m 0 0 t h ™ em
.0a™>e "~ "~ - © ’<e*<,_\K; ] m t
c X a : < @ - <
show fiberports opti- Jto®htEx TEt -t T, eomt o
caransceiver[detailed] gi_port: (1..8/0/1..48)
[interface {gigabitethernet : .
i_port| tengigabitether- te_port: (1..8/0/1..24);
gl . fo_port: (1..8/0/1..4)
nette_port| fortygiga-
bitethernet fo_port}]
h a .hc o Te oea ~*y"
swl# show fiber -ports optical - transceiver interface FortygigabitEthernet
1/0/1
Port  Temp Voltage Current Output Input LOS  Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK (0] K No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliwatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error
T To4T ~“ h™oa t e oomct t : tmh ~oe mo h =
“ h ™ a t h e~ ; e
Temp a c h* t x h ™ th *em h * o
V0|tage " c h 'y e c t ™ e Y th™*em h = o
Current _Toe e to_ " e ¢ h "™ P
OutputPower ¢.90%e” 7y ao "eomt E e” ¢ h "7  dact (o
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HELTEX

Input Power ¢ 90" e™ 'Y aoc’he omat 'E §av ¢t O
LOS ot h 'y m e” T o
e ~ e Y h x TEt * to ® ~ e omt Y

.o0a™~e " . EEXEC a ~

=~ chom oa™ e " eo m <t h o h ’ a 9. 9/ a t m — 7
console >
*F ToAQT .0 a v e T . ° - e omt e ” o e t h m o
oa™*e"™ "™ o "e’l—\K: 1 mt
c O X a o ’ *® oo
test led port mode{ force- C_T0;,tE e _0o%pg0” a. h  a h”
on | force-off [force -blink -forceofft _- __ T 0O; . ©
| default [gigabitethernet gi_port (1..8/0/1.48); | -forceont o h 't comto 'Yeeo
gi_port| tengigabitether- te_port: (1..8/0/1..24); | -force-blinkt a2 .~
net te_port| fortygiga- fo_port: (1..8/0/1..4); | -defaultt d qRYp dEgosg digqeosdoy Yb(QYe
bitethernet fo_port| all]} /default all 26 YdEDbDbg 32.45;besq

V o TE o TTY xmtho mto ag9{p

show led port mod€[giga- toFh~ - t'E e oha®g O o h ' a
bitethernet gi_port| tengi- et b oom

gabitethernette_port| T

fortygigabitethernet

fo_port]

5.26 IP Service Level Agreements (IP SLA)

I[P SLAGM o —~~ 7 e Yy o * xho m t %5 e 0 "o e YY”~ t Lteo 0
mco TE X ’O""”' ’Ym('Y B -y T a h“e< Y c’:h"'a *t“h'o** * .*_m t*h“o° ' m

;‘ee.ocp s toh ee cah)e*°mt<’”<"*yt mo':“o< cho“"o’“’ t "'<Eemx1
m* o h e oh_a’:“C* "o "o chz)oo(’A e co m t ' L e

o *A*lee N a*o*a<et<r* a(h(e*< <c’“*h*’”a<tho<“*m:t:<ao(’<*t(
ICMP.

h "> "oa .46 TGe e | [atc 90OK2 x ICMP Echovequest ot t hew 7"
e ” “ " h m e” e ™ e YS o’ JC‘MP Echo repj)), K 3 ;'(é“e: :‘Y(eme ® o K et '(Yh ’

-

/ 0 e o Lt { [ ] oc h = c. .. ao’ eo m Y Ut E ¢eW<!m/_Yo ’?'E_no

a e’y tmy aoa et . a e e 'Y momto ye Y |t {[l oc<h""'
h T a e e momt o ‘Ye Y th ~ 0O "ao’eo . c o e e
Ot mu'Y *“ h ) : a : *' “~o h* o TRe 0 Yé) | oy ‘“_ CcX ohN’Z‘e pri\me*ge’dEXE_@:a &gté " h 1 ’
e o” 30**a0 °0co’“dq)q;*)t\’Eac’“hef‘.*_mmoo'a*““e* Y e™* %o h "~ a”42h o _oa
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] Y mco TE"o e GY*:))oé go Lgo{\f!te’Em"“x'O"'

* - *

S L0 T UE oc H0K2 O AQYE, , xh ho TtE O
- T cxmt t 'E . c o e e o cC h ~ ¢ (0))
- (_o t E'¢AI\<I!_/IYZ mﬂ Y e e - m _oe_h<teo°o Lt
- h e 0% ngo ° aomt S mo *° *cth’E a ™  ah oen .ey .NT 00 M~ te 0"\
TRACK.
- h omaot h t 'E mt ~t m t X ¥ c¢h e 0”30" aomt
- h e o % 50 " a omt > c¢oh h ™~ t t 'E .c o e e
.o0a"*e”" h ’ a "~ To ¥ % T'Ee o 0 e x h ~* ¢
o — P o
¢ ® ** ¢ hom?™ oa~ e eo m¢t h o h ’ a o Y * TEe o

consol e(config )#

T Toq@erT .0 a*e T . h a ™ o * * T'Ee o o e x h * ¢
.0a~e """~ ¢ b B <AK i ] m t
c o X a o , < @ s <
ip slaoperation L.t h_ 7 a oe |PStAc hb " ETe Y
operation: (1..64) -operatont e ca h oc h” ¢ O
no ip slaoperation """ TIESLA ¢ h " e OO0
ip sla scheduleperationlife TToctxm E .co [PSLARec  h " ¢ OO
life start-time start-time S ) -operatont e ca h oc h™ ¢ O
operation: (1..64); | oo hoays ot e otoho o
life: _(for(-aver), _starttimet _h _a Yy ‘tcxm @
no ip sla scheduleperation starttime: (now) Jh tht Fco Te|pSLACc h " e P
-operatont e ca h oc h ™ ¢ O
track objectip slaoperation Lo UPFRACKT A _t ¥y _otoh .  FTx ™ qgp
state SLRc¢c h " e O
object: (1..64); -objectt e © a TRACK® A, _t "~ o
operation:(1..64) -operationt € © @ |IPSLR ¢ h "~ ¢ ]
no trackobjectip sla ST OTRACK T A, _t ®
-objectt e o a TRACK® A _t "~ &
logging events ip slapera- ¢_T"O. B _0o° moo® " e  o*|PSLAE @&
tion-state-change K ~0- e C, ) . .
no logging events ip sla oper- = ' ¢._TO;E _ 07 moo® ™ e o7 |PSLARE
ation-state-change h~ ¢, ., @
logging events ip sla track ¢ _TO,.E _°° moo® " e 0%  a e
state-change —~
- - TK__~0; ¢ — = = =
no logging events ip sla traek ¢._T@E -0 mo o e o0 a
state-change
'”‘*’“*25@-[’“\oa’”e". h(’*a”' mo"“”’e*’Yoc<h’”C*m Lt (1!
oa™e """~ € b :—\K i ] m t
co X a o : < e L
icmp-echo{A.B.CD| host} L. ht h > a  oe  |CMPECHOoc_~h
[sourceip AB.CD] host: (1..158) c, ., @
m _ a o 7o |_ABCDT IP¥ "h m x 7" m t T
_host-[Toa(eeo( ay x —~ m t
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.oa"e’” h =~ a- O|RSLACMPECH® © I % ¢ Y.
¢ ® ™ c¢chom™ oa™ e " eo mt h o ICMPECHO a o e
console(config -ip -sla -icmp - echo)#
T % Toggr .o0oa™ e ” . h ’ a ™ o e xh ho ~e Y oc h~
" e [Tee ™ e
oa*e ™ URSEIREE A ] m t
X a o ; e ’( < . ox <
“mto"et;"Emtotx c o t oh oec "y~
frequencysecs _secst ( "mtot 3 m xe ™™ 5@
sec¥ omnddp
no frequency “mt ™~ ede t’ Ee “mt ot co t
"Tmtred T BE t" a“xt® 3y co .m
i ¢ e c h ’ ot L_/t ot oc h ~ ¢ Y
Imeout msecs , ‘ E— y ‘ - ‘ .
msecsO p n ddp nnnaje | X ;eo0 @
-msecg t a“ xt 3y a ~7" m x e °
no timeout “mt~eode ™t 'Ee t"t"coa”kxao"‘;‘e
“mt~eo t’'E o T~ . mt o T™ t
requestdata-sizebytes , . _" ;. mt payloddiee -2 O
bytESOHy(D(DMI'ITH_byteST_O oMt ot g
no requestdata-size "TmtTeo tE e” ;e 0o
’ ] 7Y eoha™ TEe o ) c|OMPEchde "o @ ce h¥ et m'fy xe
° . Lo — N o Lo T E L~
. ;L8 : m¢tot . . -co e e Y oc h c. . 0 E
.0a™~e " h > a ~ 0o e x h h o ~ e Y toh -
¢ ® ™ c¢chom™ oa~e"eo mtho h ’ a ~ o e
console (config -track )#
%% Toppr .0 a ™~ e " h ’ a ™ o * * T Ee o o e x h ~ ¢
.0a™>e "™ =e : e ] m t
delay {upsecsdown secqy "mt~ed® ThtEx " 7Y ma e . o opm t |
up secq down sec$ ch . a e e  memho ye Lt
- secst Toh_ 3z o0om_ _xe™" g0
. -up T - (h:’_a‘(e(e‘ Y mhamta:{’Ye‘
secs: (1..180)/0 oc h* g momt o rye hyT
-downt ~ "~ ° h> - T a e caé Y o moam
oc h * ¢ momt o 'Ye 9 NNEPE NJ
no delay [up] [down] ST TE T h x @
.o0a~e” . IprivilegedEXEC
¢ 7 ~"chom~ o a ” e "privilegedEXEQ: © h ~ ar
console #
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DHELTEX

"7 7258t

coa e’ o priVilegedEXEC

]

m

< @

t

show ip sla operation
[operation]

operation: (1..64)

h

0o C
<

h o~

t o™ h t ¢ oha ~*dpPSIOR ©
-operationt € © a

c

h "¢, Yoo

(0]

show track[object]

object: (1..64)

Lto*'h”zeE_oha”mAa:x*OA:'_t“ocb

-objectt e oa h o A _t " @
clear ip sla counters L Textmg t |IPSLRc h ™" e, | D
[operation] operation: (1..64) -operatont e ca h oc h™ ¢ @
uh*a(h e mthow_ S c¢h e ™ e ™ ; e enoo a TMﬁ’wq)_queq)tchpoz"‘w
icmp_'”"chom”‘ _m:"_xg"z_lnnh<a<e<a_'”‘<mt,1e9<r<nt’t:h(e:‘.'X‘d){‘l_*‘*]a p N
h”"a(hoa ”"ee'.“g*<qﬂq_*""mmta”'(?}r mB%}-ﬁ@{erp(’Y._'}(q;e\/\q’!h/*Y*'a(e(
momto'YeL(o’?;Ag;(W_!t/”‘ H.co"\e YOt m Y a”‘_hom ¢9{¢L|J5h2b ¢9
console # configure
console (config )# interface vlan 1
console (config -if )# ip address 10.9.2.80 255.255.255.192
console (config -if)j#  exit
console(config)# macro name TEST_DOWNrack 1 state down
Enter macro commands one per line. End with the character '@".
int gil/0/11
no shutdown
@
console(config)#
console(config)# macro name TEST_UP track 1 state up
Enter macro commands one per line. End with the characte ra'.
int gi1/0/11
shutdown
@
console(config)#
console(config)# ip sla 1
console(config -ip -sla)# icmp-echo 10.9.2.65
console(config -ip -sla -icmp - echo)# timeout 500
console(config -ip -sla -icmp - echo)# frequency 20
console(config -ip -sla -icmp - echo)# request -dat a-size 92
console(config -ip -sla -icmp - echo)# exit
console(config -ip -sla)#  exit
console(config)# ip sla schedule 1 life forever start - time now
console(config)# track 1 ip sla 1 state
console(config -tracky# delayup 3 down 3
console(config -track)#  exit
conso le(config)# exit
console #
h a h .. 0o mt "~ t |OMPEcho ~'Y oc h ~ ¢

— * < - -

IP SLA Operational Number: 1
Type of operation: icmp
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Err or counter: 0

- echo
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- Operationstatg t . _x * ~ momto 'ye ~ oc h~ ¢ Y
A ®Sheduledt o ¢ h ™ ¢ Y _ .co0 Tey tm YT
A pendingt .co0o Te e oc h ™ ¢ omt*eo T eo @
- Operation return code __°© .. h7, e Y com™T Te  .co0 Te eed
A OKt xmc e o - h e cT s x o c h * ¢
A Errorte x "~ ;eo0 - h e com ™ " e coc .t
- Operation Success counter ¢ =~ ; mt o xmec "eo " _oe : ee 5 oc
- Operation Failure countgr_© —_ ; mt o e x ™~ -eo T _oe . ee 2 ©
- ICMP Echo Requestcounter © =~ ; mt o c¢cho " ~ee . g ~~“cxm_ o
- ICMP Echo Requestcounter © ~—~ ; mt o cotTx - e e".clph/ogmf @
ICMP Error counter™ ; 't ; ¥ oto~"h~’>~Q" o~ . mt o a h t
ot t mt x O" a o " o a o ' * [0)
527 T _t hoc ot *® Ethefriet(PoB
o * - oaaxt™tolpQ mo*mox'e‘“;meoa Yo "7 h el H™
co T FEthernet moot _tmt TEEB02.3~(PoM eIEEBA2,AfYPoE)r © t ¢ x h ~m
C e o S
.0a™~e” h ™6 ™ 5 " 'Ee o 0o e x h ~ ¢
¢*° ™ c¢chom™ _oa*e"?é‘o”mf‘hEeo_m ;oé(:*ar)"'c**
console#  configure
console(config)#
~+A25¢T~‘Oa~e~ h > a ™ ~o * * TEe o o e x h * g
- e ™ /de ™ e
o a ™ e -~ 1 o "< * ] m t
X a o ; e 'C < - <
power inline limit-mode {port| ¢ .~ h'E’ a o h~e - e Y ao
clas$ H™, _thoc t~e 7YY
-portto h ~ e ; e xmt‘e‘“’“ |
T /class ~’*a'e*mth"t‘_e.o c ™ h™a t h
-classt © h’eﬂy(e’ xmt"e"“"*
_ T mm co " ~Q0; eeo o xmth
y2 LR2GSNI AYfAyS S hexe™E; e  co xao ~:"e 0
power inline restart auto ¢_"0O; tE " _toa®t ; m__ _  h
ot T0O;.,eotpg T h”
no powerinline restart auto 1/,_"0;,e°o |"mt~ eo t'E "e~ . e  co xa
- t oa™t ; _ h mt * ht -0
_oetho ™7 h~
LI26SNI AYEAYS dz "mto” e ctofr o coth * 7'y ao  a
percent ) _otohoa Joha hx tmy e oh
percent:(1..99/95 GAYYL) GNJI LI o ch .7 e
y2 LRGSNI Ayt Ay Commt ~ ete’E ; e coho * co
power inline traps enable T h t'mha ho "e e ohar~
T/ _T0; eomoo':‘"'(e'w Ty co*m‘mt a .
no power inline traps enable ¢ heetsgtho ¢ ~h~a th~
power inline inrush test disable 1/, _T0O; e ¢ _TOrBo  h_¥xo AYRHzaK
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no power inline inrush test Lt ToR o h %o AV KHza K
disable
power inline disable LU _TOoBmeco mETO Te 0] @
R I " m¢tho - m¢t x c t m
T/- _o;(eo Vc h T h x . xmt ho m t
no power inline disable ¢ _TO,Bco T"E 0 Te ol o
.0a™~e " h o e a ® x he*t g h m ~
¢ ® ™ chom?™~ oa™ e " eoe mt k be™t hEIHEFﬁ‘éfa
console#  configure
console(config)# interface gigabitethernet gi_port
console (config -if )#
- ’“*255-[“ .0 a ™ & "'( 2 __ao*e x he “t Q*h*‘Ethrmef
% - . & =
.0a"™~e"” "~ v *;\K‘ ] m t
c o X a o : < e o ow <
power inline{auto | never} “ch® h™Yeoghoto o 7% oPoE mhtxh’o en
@l A Y 'S raNde yiahg e” et ho o om
cautot h ™ ~h ™% ott x choto o "PoEo *
xmtho m t e ™ TO; "t cmo*”;x
range_name : (1..32) |, N e - et nT T o e
mLaLe T -n;averr e h =t atn choto o ™" _of
T /auto Xxmtho m t e et h m ¢}
ey
-time-ranget _h ,a eeo et h T3
[ c o x*" ~tt Em 'Y e ~ et h
power inline powereddevice Jo® “tcm o o TEe o PpoRomct hmo~ em t  ~
pd_type pd_type:(1..24) coao ” * " a eo *mothhx “hoo *~ee ’
no power inline m a o 7o ge |77 " ThE e "'”eep{)amdm?rﬂma”:
poweredrdevice
power inline priority {critical | ST tTEh oh ot ot Pegt h h xcm™ 7 e
high | low} thoc t~e —a @
-critcalt xmt ~ e~ 7 "t o em
c t ™ e Yo T t hoec t ™ e c oh
® t c h h = ™=t 'Em 'Y com ™ "e (
T /low m mt PoE.
_highl-xmt"e" - - t m o c
e 7'Y
-lowgxmt ~e” 7T - t eH™ __t hoch f{
no power inline priority fommt ~ethg oh t 't co xao™:"e
ower inline limit power TTotetep T T a0 teomt HT t ho
P P power: (0..30000)/30000 *h~eeo o cohtr C T
a Gt L !
no power inline limit Commot ~ ethE B ., a0 "eomt c o X a
.oa"e ibrivilegedEXEC
¢ " home _oa”e”eo mivilegedEXEC . h . a _ LJ
console#
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.o0a~e" "~ o ;<e*<,_\K: ] m t
co X a o : < @ o ox <
show power inline [giga- . . .  to”™hmomto ye  'HT _thoc e
bitethernet gi_port| unit gl_ri;ritt. (I(lj(81/0g§8) co®™" h>» ~“QO" 9 ¢ tXe ~ co 7T
unit_id] — -unit_ idtreoca Qe ¢t~  mt D
show power inline con- . . . Jto”™h g*p ™~ _t h mt  coth 7
sumption [gigabitethernet gl_ri;ritt. (I(lj(81/0g§8) et h o omo  xmtho mt ~
gi_port| unit unit_id] — -unit_ idtreoca Qe ¢t~  mt D
show power inline version Jto”h t Em O choofh"mace o
T _oetho’\’\h" c o m mt a . t 290
h a h c o e e Y a ™~ e "
A 0 “ ™"t 'E momt o ‘Yye H™ t hoec t ™~ e Y m o) e
console#  show power inline
Power - limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)
1 MES2308P 240 219 (91%) 85
12- port 1G
Managed
Switch with
8 POE+ ports
2 MES2308P 240 0(0%) 42
12- port 1G
Managed
Switch with
8 POE+ ports
Interface  Admin Oper Power (W) Class Device  Priority
gi1/0/1 Auto On 31.800 4 low
gil/0/2 Auto On 31.800 4 low
gi1/0/3 Auto On 31.0 4 low
gil/0/4  Auto On 31.400 4 low
gi1/0/5 Auto On 31.500 4 I ow
gil/0/6 Auto On 31.0 4 low
gi1/0/7 Auto On 31.600 4 low
gi1/0/8 Auto Fault 0.0 0 low
A 0 “ ™"t 'E momt o ‘ye H™ t hoec t ™~ e Y . ¥ h e
console # show power inline gil/0 1
Interface  Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:
Port standard:

Time range:

Admin power limit (for port power

Port is off. Detection is in process
802.3AT
- limit mode): 30.0 watts
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t

Operational power limit: 30.0 watts
Spare pair: Disabled
Negotiated power: 0 watts (None)
Current (mA): 0
Voltage(V): 0.0
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature  Counter : 0
c m *oet o ¥ h ® >c¢*™ ha*.ag’H"h o t h oc t ™ e Y ¢ h257 ® e o
T % TopRr “h ™ a th mt™*txm®* CHT thoc t~e Y
Nominal Power "0 a e T'Ee * 'Y ao "eomt E mto e - c t ~ e
ConsumedPower ” a h e eo e : e coth T Y ao ao "e
UsageThreshold oho o o e . e coth * 77y ao ao "eo
a” g ,oeeo moo® " e  HFJIYYLI NI LI o ch
Traps to*h~ >~ t h ~ “h Te o h am ohoo*® "™ ee o e
Port o te™ . e et h m oaaxt™ toh™ @
Admin s a e mth ™t e o momt o ‘Ye H™ t h ofc
I dzii 2 Yy S@S NI
Priority uh .o h oot x ¢ h ™ . ’“< e Y ’H"‘( _thoec tT” critical, 2
high, low.
Oper c h ~ t e o momt o 'Ye H™ t hoc t ™~ e Y
Offt ¢ t ~ e coht ™ . ’“’O; e o " a e mt h ™
Searching ¢ t e coht ™ ~0; e o PpEom t h"o” em t
ont ¢© t e coht™ c¢ch ™MQ; °eopo|z3_<anetatm¢'Emt oT
Faultt “ h Y ¢ t "PpE Myt k@ hm ¢ @o ™ chom —o
: a "omtxceo “Pox ma h o fmT'yoa™ %o “eomt 'E
e . c h - o)
Port standard < Tmmm e, Y co” TQO;_ ,eeo o xmtho mt
802.3at.
Overlad Counter L.ty o7 o omt " om 7x - ¢ h o hx .
Short Counter L.t omTx 7" a . "oeh oypo o
Denied Counter L.t mTx om0t " co0 T YTt
Absent Counter ot o T e ch _h™ et Y OH e_t¥Yoc
X m h o m t N )]
InvalidSignature e, bt _ o7 o 7rmm o xm*td o mcto " TO;
Counter
528 X e C** 0 <mc<’(e*Y . 0O C meomt*
5281 x e c. . o mc . e Y ot cohto“
. c . EO o“. <Ae* Y '< 0o cC meomt* ﬂe_cmatahxot* L’TE)'h_O(_
c o h 't t _z’tO' omt x ¢ __oaaxt t o h x ;(h( Ht o
T x e c Y o oo to. c o h 't omeXo® h* em“0 e3" ooctho h®. a™ he®” _h
h<m ao'xt i t 'E e mthc?<omax£ﬁxoh@é()q; Hgm*<x*;<
~ % h m o c o h t m — " x t ~ T o h o “t EY - t -
‘h<m a*q; *a o~ h oaz_o" _o'hKh!no*Thetco,me
e m YO oe m Ht a chbktomvy & 7" e T a - t ) :
ch*e’Yt m <'x’O"*< a(h Ye(m e_c*oe*ho“ e e <,c




HELTEX

~

p ’ =4 ~ ~ ’ —~ -~ ) , - "y wor
c(h(m Otm YS ot h m . Ot m 'YX ot TO; “tmcyq)t yec_heHeW“ |
LOCkEdtQNI] c o o Ty t mo agh * e ¢ Eh mmo mo “x T e e .oqe a![(
o':"h""Hta)E m c m o ao’ eo ommt¢t * e o t com ™ c h o h x
) /| x m t X t o h ~ e . e " h effo ¥ otmho o a. os
i <« < - < * * T < * < < -— —_— 1 < - <
V mco TE"x O X e c o '~ t ()
.0a™~e " ho ¢ a “x he*t ¢ h m ~ o’ “ ¢ * Etherdek eett hh mmo *
h x c c cohto
¢,7 rfehom~”  oaveTeme mixkTch FEfferpel, 2t b om~ N
cohto Y
console (config -if )#
T % Topgr .o a e " hoe a>x h* ¢ h Ethermet h x cc . et h m o
e - -
.0a™~e"" "~ 1o« *<AK~ ] m t
c o X a , < @ oox
port security ¢ _"O;Be_e¢,O """ t. e~ et
xe ¢ 0O Txooe Y eo 9 ~ " h
T/ ~0: e |m e x - ere” .ha m ~las mto :e
.oa™e™™ "e™ 7o portseclrity discard e °
no port security L TOotRe_e, O 7"t e " et
port security maxnum|[voice] Tt t®Er_m a” T'geo o T . mt o0
x ‘E coht @ h ‘Ht o a . o
. - tmy T a ylan® " h mo
-yoiceT xmt e ™ a™ m™* at® T 'Ee o o 7
num: (0..65536/1 _otoho ao S 7 P - x . eo
..a t " "h Rmlge  _aoF2 AatOS h
— a t b
no port securitymax "mtoTe teE ; e  co xao T.%"e 0O
port security routed se- —oha™st*"h -m _" h 7t E to TE o a”™h "hxt ~
cureraddressmac address toE ¢ MAG " h moa mto ;e  ~
- H.H.H, H:H:H:H:H:H, " " - " g
no port security routed se- HrirererEH mt~eo tU'E e ; .., ., ¢co xao
cureraddressmac _address
port security {forward | ¢_"T0; xttEc, O ot oe” et N
discard | discardshut- . xe_e,O [ "x;, e Y eo .9 "7h
down | discardshutdown- -foowardt ¢ ” _ t . m e X" h eme”.a
vlan} [trap freq] ,Mmo ;e " ¢ h m.7T"Otm YO
-discardt ¢ ~ md - X 7(ee"ah.<m2"sa€
mo e - ot h *m “otm Yo
. -discardshutdownt ¢ © __ 't L
freqy ome®dmMn. - L mio :e - ottt m
- discardshutdown-vlant ¢ ~ t moe X
~ " h m "~ a mto :e - ot h *m.
mo ot tmt x 0" 6, 00 *[!Dbd ¢
omx " mt Ty tmy  oa*e o 3S{
-freqr “m¢tot ™ e h X a 7 mo
GNJ LJ ch comtxc — e e m~ e |
port securitytrap freq TTtETmtotx e h hx a.g moo
freq:0 M ddmn n n| trap, Syslog " comtxc ™ L, e mTe |
c ™ t o (0]
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port security mode{secure Tttt a8 o hTme e ZYh om0 €
{permanent | delete-on- e"mth= " ao o et h MmO
reset} | maxraddresses | -max-addresseg x © * Tyt ot x % e
lock} Tx o, e . “ " h m®Ty m Yy ~“ee.
X e a“_m*a"‘"Eeo ¢} _o"‘*
uo“toheo< *' ;L e . *mt‘h<e
-lockt m o oh"e’Y(t ; t oex - x h™ ce 7
L x o, ee "’hmm‘:({tn)b"y(':mea
T /lock o*x'(e*< eo a “ " h m ™ a mt
“ " h . mo
_Secure'[e"mth”*_“t mt ™t ; m_o
Zs{*h(mon e ™ cohtx @
-permanentt © " e e T Tahl /m mo gh ~e tn
o . com ™ c _h T o ohx ot x m t
-delete-on-resett ©~ “ee . T T h m x 7" 7
c(h(""'hx . xmthommt_"(p
no port security mode "mto~ e teE ; e co xao T:"e 0Of(
oa~e” EXEC . 2 ~
¢ ® ™" c¢chom™ 0 a” e "EXBC mt h o h ’ a "~
console >
”*A259T*‘oa*e° h > ar~ 9. 9/
.0a™~e " " o © ’<e*<,_\K: ] m t
c o X a o ’ ® -
show ports security{giga- L0 _"rte’Emt ho xe ¢, i 0
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) et h m o
gabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| detailed}
show ports securityad- o _"Tttg _x " . _ o 7T . mt o X
dressedgigabitethernet gi_port: (1..8/0/1..48) |_ o "ao’e . " 77y a”f To ho "ee
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
set interface active{giga- s_tho ~teg h ~ m3F ot TQ; ee
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) |c o h to™a @ "~ T omt x cceh™ t o7 'E_ oh
gabitethernette_port| te_port: (1..8/0/1..24); |[c o T'E'o Tt  TNY() O]
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group}
show ports security status T Lo _TTtUE X L Mt txm o om g e
h a h c o e e Y oa~e?"
A S _ T0: t 'E X e ¢. O ~~ " Ethernetp "~ MM e oe t th'E o mh ~ e
“"h moa” " hpm om ™ 's'?*;hem"y'**"‘o h o “tE X e
h mo Ty et h m®* m ¢ TEO otfFfRbmmtag c *m
.0 oh’“ne*‘“tm'E‘x,<’é%hmm
console#  configure
console(config)# interface ten gigabit ethernet 1/ 0/ 15
console(config -if)#  port security mode secure permanent
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* % <

",.\
v

c

*

* vox

0]

h ot o  oEXter8ibleAuthenticationt NP G2 O2f 0

e e o (o]

+ J— %

et~

<

console(config -if)j#  port security max 1
console(config -if)j#  port security
5282 ho h - co® T eeomt - et~ e ™ ome o
5282.1x ™ ~oc hoy h - co”™ T eeomt
sxt(et*l* ”'e*’Y emynonchMoQ“O rrlm"(:e(,”‘*hhf"”:t ch0~<h
oaaxt™®toh?™ : h : e " e m h h e ” ome o0
Xt e t h o * e e - t oh o} ~ e e co TE"o
h o h - T 70 e"etomT ccoo”h'B- o co e’y tmy m h
EAP ExtensibleAuthenticationProtoco).
.o0a™e " . h —0 * 4 " 'Ee o o e x h * ¢
¢ - " chom?™ oa™~e” ew * “ntPe ® ‘o oe a% h~ ¢
console (config )#
T Tog@T -0 a ™~ e " h ¢ * 4 ™ 'Ee o o e x h ™ ¢
= -~ R =
‘oame'\n [ I <~K _I m t
cC ox a o , e < @ s <
dotlx systermrauthrcontrol ¢ _TOhrE " 2 Txt et _"¢e, . .yn
no dotlx systermauthrcon- T/, - _T0; . ¢c._TOWE "’ _a “xt e _"e., . .y
trol
aaa authentication dot1x Tt ET e T T ,to®™* ¢ho
default {none | radius} T tonh e, ., ., x;;,t" ool llyox °
[none | radius] et h M”79 L999 ynHOM- O
-nonet © c o "e Yt 'E ";X t e t _"
-radiust mco TE"o “ t 'Eom ch moh o w ! 5]
T /radius Txto et o _Te,, °coTE0 "t 7Y
, Ctoho a t o " ¥ x tm ceot TUE " x|
V to TE_o L MMTTx e c h oax ~
o e X mc ‘e o [0}
no aaa authentication "mto¥ e te'E ; e co,  xao T."e (0]
dotlx default
.o0a™~e " hoe a ™ x he*t g h m ~ guKSNyéu
¢ ® "™ c¢chom*~ oa™ e " eoe mt k be” ¢ h E;Herr'i‘e’t”a
console (config -if )#
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DHELTEX

T26EC 0@ Te T . hoe arTxhtgh Ethermef
E— o =
.0a~e """~ 1o« * <AK i ] m t
c o X a o : < @ . ox<
dotlx port-control {auto | TTmot ht EL et 0 "¢ O ynHOM-
force-authorized | 7 oh 77t hx reo o etho T
forcerunauthorized} coht” @
[timemangetime] -autotr  , mco TE'o "t E yaH®dmM- T
- et a ? X - t oh o “.e e
- force-authorizedt _ —~o;" .t Txt et
) et h m ) o h t c h 90 ° t
1 /force-authorized | 4 et T et R ) :
time: (1..32 - force-unauthorizedt ¢ _ b odhw e " ot
momt o 'Ye (O e o h h x Ot m "y m
- et~ 5 oaaxt"™ o h e c h 7
Xt et e ,”"Y 'Ht o 0 c dq
-timet et h “ 7T ImhT a fe* e@® [
och B —~ e y to c o ht e - t o h
no dotlx portcontrol " mto” e ‘te’E e, co xao T:."e O
dotlx reauthentication Tk h o - |¢_TOfEN, 0" ., ¢co tohe
c o t ohe dco® T eeomt 6¢ h Xt e t
no dotlx reauthentication co” T eeomg TOSE h o " .. co tohe
. -_"T10;,elco” " eeomt oc¢ h ox ot et
dot1x timeout reauthrpe- period: “mto” e ct M o a ' "x co tohe .a
riod period : co” T eeomt @
PerioC (60..429496729§ : S
no dotlx timeout ocnn m mto¥ e ‘teE ; e co xao T:."e O
reauthrperiod
dotlx timeout quietperiod mto*ect B o” 3y  t e _o0tqg
period omt "~ tm "y momt o 'Ye ao T og
. co ™ eeomt [0}
period: (10.65535/60 | . e ¢ h 0% a0 ~:te vy
m e e c h x t e - 7 T xt e t
no dotlx timeout quietpe- “mto¥ e teE ; e  co  xao T:"e QO
riod
dotlx timeout tx-period pe- "mto*ect g oy ot . e _0toQ
riod ) o’ ""(t ot ot e ” “chom -~
period: @0..6553%30 | . h ot 0 "0 ~x g1t ot - et~ s
m “chom™ ¢
no dotlx timeout txperiod "mto¥ e teE ; e co xao T:"e O
dotlx maxreq count "mto”eat™g m a” TUEe o ;.M 7o coc
“chomo choTo et™x c9lht -~ e o
COUI’I'[Z(l..lQ/Z cho g mm~ c ho h co® T e e on
no dotlx maxreq "mto” e teg ; e  co xao T.%"e 0O
dotlx timeout “mto~ ect '@ ao " ° x co t ohe a c
suppriimeout period . T chomo choTo et™x@d9lt
P - P period: (L..65535/30m |- = — — — — -
no dotlx timeout mto® e ‘teEg ; e co  xaoT-."e O
suppriimeout
dotlx timeout "mto*ect B oy ot . e _0toQ
serventimeout period - . , o’ T t mth tfi~*otxt et
S0P LISNAZ2RY OM{————— s+ =
no dotlx timeout mt” e teE ; e o co xao - "e O
serventimeout
dotlx timeout silencepe- "mt~ec @ o" h a e e ~ t
riod period period: 60.65539m/ |, ™t ;. €  _otoho o T et
no dotl1x timeout si- e, 7T Te|"mto~e tefE ; e  co xao T:%e QO
lencerperiod
dotlx multi-sessions moni- ¢ _ T Op ttc E "multicistRequestdentitye . =~ _ 0m
tor-mode ot “ox ot et c h o ~ e e 9 m m |
- . T/ O — e e — v
no dotlx multisessions - ) ¢._70¢ , hEo T ;  m_ multicastReqiest .
monitor-mode Identitye ., ,Mm_ ao ot "xt et .
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dotl1x action track dead _h e T omRApYg omt h~* T et

force-authorized 1/ -_"0; emomtorye "~ toh ‘o "eeo o @
no dotlx action track dead "mt~eo t'E "e” ; e co0o xao/
dotlx action track alive h ommt~eo T RADIUS b mtktTeq
reauthentication —~— 6.0 _h~ ™ e  dead) memtgo Y& x 'Ytn

TL 700 o8- et “e. Y _T _eto o
no dotlx action track alive “mt®eo t'E "e” . e co0o xao/
.0a”e” . IpivilegedEXEC
¢ ® ™" c¢chom™ oa"e°ppivﬁegedED(E(_h,o h ’ a "~
console#
T T26BT L0 a” @ ! prijilegedEXEC
.o0a~e"” "~ Te ™ . e K~ e ] mto
co X a o ’“; e

dotlx re-authenticate [gi- fhx ;ex O ome@” tmoth ex O c¢ho = h

gabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ "~"eebt ¥ oa~e” 3 T To m

tengigabitethernette_port te_port: (1..8/0/1..24); (¢ o™ " h> " 0O" o ynHO®OmM: @

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port| oob]

show dotlx[interface{gi- Lo _TrtmEmto Ye  yagH®OM- 7Y _o©

gabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ "~"eeo 0o et h m~* @

tengigabitethernette_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port| oob}]

show dotlx users username(1..160 o Tttt e .. g Txt et ¢ ho

[usernameusernamé m_ a o7o |yagH®OM. _oaaxt®toh” @

show dotlx statisticsnter- Lo _TttmE Yt o mt o x co  yaH®OM-

face{gigabitethernet gi_port: (1..8/0/1..48)

gi_port| tengigabitether- te_port: (1..8/0/1..24);

nette_port| fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port| oob}

h a h . . c o0 e e Y oa~e?"

A S _ T0: t 'E h ’ a “ X tge & t caax g~ toly nRAADWS cb TEN o " TUYE
c ho h co”™ T eeomt - eto e ” é"IEthé'metmrﬁ’“g L
co TE" o “t 'E h ’ a “ox ot e t e ynH(DMOq)
console#  configure
console(config)# dotlx system - auth - control
console(config)# aaa authentication dotlx default radius
console(config)# interface ten gigabit ethernet 1/ 0/ 8
console(config -ifyj# dotlx port -control  auto

A 0 L | ’E( m W@*H’@We_#o a a X tg* te ot h( *h ZEIﬁgrﬁ‘efY

— J—

console# show dotlx interface ten gigabitethernet 1/0/ 8

Authentication is enabled

Authenticating Servers: Radius

Unauthenticated VLANS:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled
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te1/0/8

Host mode: multi - host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: u nauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X - Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: 0

- ¥ "*263-[’“ . omTe h . x TEt * t o ) ) c o Te e .Y 0o a™e
H‘h‘ h Lc’m’"e‘(
Port 'oa<h coht™ @
Admin mode .. Txt et = 802.1X: Eqrcauth, Forceunauth, Auto.
Lc(h‘e*oee.m h(’ka coht‘Y*“toh*'o_”ee ]
Oper mode (Authorized Unauthorized, Down).
Reauth Control voetho ™F ¢ h “xt et = "¢ D
Reauth Period _.h o7 a ’Tx co tohe a cho h_ ~a co ™ ™
a 'Y ¢ o TE o“”t<"'y ch *mco’“E‘o"‘e* YyNHOM-
Username t o _x " o co TEot e Tr'yptdgm T o ctvhay to oto*
xme e o © o toh o T"eeo o co"Eo_"‘t(’\'Ye“~
. . h o " 3 t e otoho o oaaxt™toh om
Quiet period c“r‘]o“(h ‘“CQ;’,‘:ee*o(mt_' ' -
. h o " 3 t co@maxt*abobhhwow’> o "~ t ot t e~
TXperIOd cur(loio_o ’“;( g(l r(oi(_“*<et"'2 c(h(<* cow:toheo
“ o m a ™ T'Ee o ;. m "o coc t o c h e “ ¢ h
Max req cxm__:)a choC:mm‘: cho h_ c_o";‘*éeom;* >
Supplicant timeout L o ” a "X co tohe a ¢ _h Tt oa “c ho
Servelttimeout L. h o™ ¥ t. ;. e _ _otoho o _oaaxt™toh o
Session Time ¢h a’y co®™ ~—0Q;,e Y co E'0 "t Ty _ xmtho m
Mac address MAG " h m co T'E 0o ~t TVYO
Authentication Method S, to 7 Txt et . " o XmtTeo T eeo m mm
Termination Cause L T_h.t ooy m o omm o
x " e”™ -t oea " t ™ momt o ‘Ye oc h - ~ ot -
State momt o <'Y‘; (m ) ‘ ‘ ' ‘
Authentication succes o~ ;, mt o co7"x ., ee.pg moo~ " e 0% xmec
Authentication fails G, ;. ,mt o co 7TXx ee xgcemo'e® " e xt ot "¢
VLAN 1hxcec™ [ ! b e~ e"(ee‘yco’“‘Eou‘t(’“‘oq)
Filter ID ”’(et' . “ toh S hxecoe O TEthT e, O

Ethernet_o a a x t “nt o hMES23xx, MES33xx, MES35xx, MES53
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Yt E mt ™ otgt Mty

console # show dotlx statistics

interface

_ & t Etherngt§i™ dm

ten gigabitethernet 1/0/ 8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 4
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0
EapLengthErrorFramesRx: 0
LastEapolFrameVersion o
LastEapolFrameSource  : 00:00:02:56:54:38

—264T7 ¢ m “he x T'Et."ctoo""e oea *'¥Y
“h ™ a t h c m ™ e
EapolFramesRx o o, mt o _ohh  te .o ¢~ toExtensbiekuthentication, ©
P Protocol2 38NJ [ ! bOS c¢h eyt .5 “~ee.a och ° ~ t
.o~ + mt o ohh te.g c” to 0% 0" "oe et. a
EapolFramesTx och * ~ 1 ~ T4 cai~ ceomt Y
o ;. mt o ¢~ to {GF NIl choto o ™" 9!t h|
EapolStartFramesRx com: @
0"*’<mt“o c” ___to [232FF choto o™~ 91 t h
EapolLogoffFramesRx comt ®
0o . omt o ¢~ to wSEdLKLR choto o ™~ 91
EapolRgsldFramesRx ~ e omt ®
0o ; mt o ¢c* to ot to o_hoa wSa Lkl
EapolRespFramesRx N T P e o mt o
o 7 ot ot o wSALKLR choto o ™~ 9!t h[ X ¢
EapolReqldFramesTx co” ~ e amy o
Lo T mt o c v to ""chomo 6 _hoa wSaLl
EapolRegFramesTx och * ~ i o~ a4 o™ eceomt ®
. o~ m t o c tie [ mc heo tho™ mc v " edlete . a t c

InvalidEapolFramesRx och o~ i o~ a4 "™ eeomt @

o T s mit 0 c” ___to choto o™~ 9! th[ m e |

EapLengthErrorFramesRx -~y ~ 7t ™ eeamt ®

LastEapolFrameVersion ¢ hm 7y choto o ™" @lat fp[ogh T h" ee 'yt ey 7 "mevea.

LastEapolFrameSource MAG "~ h m mto e ¥ ch e yt. ~~~ m¥aoa com
52822 ~m hchbe™ tym "™ eeomt

“m e e detIxea ¢ h oo YOt c ho o * t ' E ¢ ho h X co”
_ ., .,eto 3 co _ T 0O;  exe .tg " co“hthx*q).e(_t)(lt”“ﬁmi(ttmezt_‘_q’_ e*ch
co”™ T eeomt e ™ ome o coht "~ t h Tox t Xt et -

a ~m - e t . Multiple  host9a t oho S 0 . c ho h - c o
Xt . e t . . - c. . .m .9 co” _AO1 <Mumpiesessﬁ)nécqp hJImx"‘* /6\*0 <hett o
Multiple hosts cho 50" t “ox ot ecto * T O:cpe®. atao * gm? oat o fomtxc
h mx hm™ a m t b
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.o0a™~e " h —0 * 4 —'Ee o 0 e x h * ¢
¢ - " c¢chom™ 0 a ~he "’e 6a0 ¥ M fHEe o ‘0 e x h * ¢
console (config )#
T TogBT .0 a ™~ e " h ™6 * a " 'Ee o o e x h * ¢
.o0a~e"” " ¢ ’<e*<,_\K~ ] m t
cC o X a o , < o -
dotlx traps authentication LT onh B et meofiNF4] | Z xocT Ve
succes$802.1x | mac | chogo®™ 't ~xt et _"e¢. 0O
web] T/ __T0; e o
no dotlx traps authentica- "mito”e teE ;. e co xao T:"e OQ
tion success
dotlx traps authentication T htoBcht meo {[iNJ4] X _o T~
failure [802.1x | mac | Txt et _ " e, 00
web] 1/ -_T0;  eo
no dotlx traps authentica- "mto¥ e ‘teE ; e co xao T:%"e 00
tion failure
dotlx traps authentication ¢_TOpBch~ meo {iN} 4] ch  ch |
quiet co TE o ™t ~ a a” m a” TEeo "o
T/ ~0; eo“"( xme e 9 coc to " xt et
no dotlx traps authentica- "mto” e ‘teE ; e co xao T:%"e 00
tion quiet
.o0a*e” hoe a ” x he*t ¢ h Ethefmét
¢*° ™ c¢chom™ _oa”’e"‘e_oc:‘r*n}h*be"“tg*hMElﬁgrme’f*a
console (config -if )#
C 77 T268T .oaTe” . hoe arxthecgh Fthermet
oa™ e ™" € =<e*<ﬁK~ ] m t
cC O X a o , < @ - <
dotlx hostmode "o h te'p T o7 eo o ke m_o TE_|
{multithost| single-host | " toh ‘o T"eeoa cohtx yaHOM (
multi-sessions} T /multi-host -multi-hostt ¢ . m _o TE_o© -, . eto T
-singlehostt ¢ = ¢ _ T et T
-multi-sessiong ¢ ., m _o T"'E_o0o m mm
dotlx violation-mode {re- Tt _mt 3y _otoho e o% go
strict | protect | shut- xmtho ! nAG'n*ohd_ont o b d ,’_\9 ;o tonr 'Vho(tm
down} [trap freq] _ T et~ 3y omx " mt Ty t coc .t |
-restrictt ¢* ___ tMAGM" h maa e .aXbh m
_ T, et omoL 5T ©Ohm Y'Ht o a “ " h m
X tm YT
_protectTC""_(t.f"n‘AIhal!.‘l)ﬂla’\‘t e aZ dh n
T /protect; _ T, .et*hTm o " Otmoy
FNBIlY 6mMddM -shutdowntcoht . 7T0O;" tmyn o a
ot T e .aXBdh WM jeott** h~m .. ~ Otm "’
-freqr ; "Mt o te” h h x a 59 moo* " e
GNJ LJ ch comtxc T e e m~*e g
V‘ 0aTe " e o h h xMultiple hosts. h
no dotlxsinglernostviola- "mito”e teE : e co xao T:"e OQ
tion
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