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HELTEX

Bepcua AOKYMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcusa 8.2

12.2025

CuHxpoHu3auma c sepcueti M0 10.4.3.1

Bepcua 8.1

10.2025

CuHXpoHM3auma ¢ Bepcueit MO 10.4.3
[ob6aeneHa nHdopmauma o6 yctponctee MES2420D-24DP

M3meHeHusA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCNOAHEHNE

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KOMMYyTaumMn nHTeppencos

- 4.18 }KypHan aBapwuit, npotokon SYSLOG

-4.21.7 NpoBepKa NOAANHHOCTU KNMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcusa 8.0

08.2025

CuHxpoHM3auma ¢ sepcueli N0 10.4.2.1

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM
- 1.4 KOHCTPYKTMBHOE UCNOJIHEHWE

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

Bepcna 7.9

05.2025

CuHXpoHM3auma c sepcueii N0 10.3.6.13

Bepcna 7.8

04.2025

CuHXpoHM3auma c sepcueid M0 10.3.6.11

MN3meHeHusa B pasgenax:

- 1.3 OCHOBHble TEXHUYECKNE XapaKTEPUCTUKN
-4.17.1 MexaHusm AAA

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG
-4.27.1 Hactpoiika QoS

Bepcua 7.7

12.2024

CuHxpoHM3aumsa ¢ sepcueli N0 10.3.6.6

M3meHeHUsA B pa3genax:

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN

- 4.15 HacTpoiika npotokona OAM

- 4.28 KoHourypauma npoTOKON0B MapLupyTU3aumm

Bepcna 7.6

09.2024

CuHXpoHM3auma c sepcueii M0 10.3.6.3
[ob6asneHa nHpopmauma o6 ycrporicteax MES3400-48F, MES2420B-24D

M3meHeHusA B pasgenax:

- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTesolt mogenn OSI
- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMNOJIHEHWE

- 2.2 YcTaHoBKa ycTpoictea MES3710P Ha DIN-peiiky

Bepcua 7.5

06.2024

CuHXxpoHM3aumsa ¢ sepcueli N0 10.3.6
[ob6asneHa nHdopmauma 06 yctponcteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcua 7.4

03.2024

CuHxpoHu3auua c sepcueli MO 10.3.5

M3meHeHusA B pasgenax:

- 1.2.4 dyHKUMM TpeTbero yposHs ceteBoi mogenu OSI
- 1.3 OCHOBHble TeXHUYECKNEe XapaKTepUCTUKM

- 2.2 YcTaHoBKa ycTpoiictea MES3710P Ha DIN-peiiky

[o6aBneHbl pasgensi:
- 4.14.3.3 HacTtpoWika npotokona Rapid-PVST+

Bepcua 7.3

11.2023

CuHxpoHu3auun c sepcueii MO 10.3.4
[ob6asneHa nHpopmauma o6 yctporictee MES2420-48P

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMNOIHEHNE

- 4.25 KoHourypauma ACL (cnnckun KoHTponsa goctyna)

Bepcua 7.2

06.2023

CuHXpoHM3auma c sepcueli MO 10.3.3.1
[ob6asneHa nHpopmauma 06 yctponicteax MES3400-24, MES3400-24F,
MES3400-48.

N3meHeHuA B pasgenax:
- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKM
- 1.4 KOHCTPYKTMBHOE UCMNOIHEHWE

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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Bepcma 7.1

06.2023

CuHxpoHM3aumsa ¢ sepcuelt MO 10.3.3

[ob6asneHa nHdopmauma 06 yctponcteax MES2424FB, MES3710P.

M3meHeHusA B pasgenax:
- 1.3 OCHOBHblE TEXHUYECKME XapaKTEPUCTUKN
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[ob6asneHbl pasgensi:

- 4.28.3 Hactpolika npoTtokona OSPFv2
- 4.28.4 Hactpolika npoTtokona OSPFv3
-4.28.5 Hactpolika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHM3aumsa ¢ sepcumeit M0 10.3.1

MN3meHeHus B pasgenax:
- 1.2.4 ®yHKLMYM TpeTbero ypoBHs ceTeBol mogenu OSI
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN

[ob6asneHbl pasaensi:
- 4.28 KoHdurypaums npoToKoI0B MapLupyTusauum

Bepcua 6.5

11.2022

CuHXpoHM3auma c sepcumeit M0 10.2.10
[ob6asneHa nHpopmauma o6 ycrpoictee MES2448P

MN3meHeHus B pasgenax:

- 1.2.6 ®yHKLMYM 0becneyeHnn 6esonacHOCTH
- 1.3 OCHOBHble TEXHUYECKNE XapaKTEPUCTUKN
- 4.22 dyHkumn DHCP Relay nocpegHuka

[ob6asneHbl pasgensi:
- 4.30.6 KomaHgpb! gna otnagku npotokona DHCP

Bepcua 6.4

10.2022

CuHXpoHM3auma ¢ Bepcueit M0 10.2.9.4

Bepcua 6.3

08.2022

CuHXxpoHM3aumsa ¢ sepcueit MO 10.2.9

N3meHeHwuA B pasgenax:

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.14.6 Hactpoiika npoTokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

- 4.30.8 Otnaaka ¢yHKumm DCS

Bepcua 6.2

06.2022

CuHxpoHM3auma ¢ sepcueit MO 10.2.8.2
Job6asneHa nHpopmauma 06 yctponctee MES2424P.

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

-4.17.1 MexaHusm AAA

-4.21.6 Hactpolika ¢yHkummn MAC Address Notification

[ob6asneHbl pasaenoi:
- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.16.5 KoHourypauma IGMP proxy

Bepcusa 6.1

11.2021

CuHxpoHM3auma ¢ sepcueit MO 10.2.7.2

M3meHeHuA B pasgenax:

- 4.18 ypHan aBapuii, npotokon SYSLOG
-4.21.8 HacTtpolika ¢oyHKumm IPv6 RA Guard
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcusa 6.0

10.2021

[ob6asneHa nHpopmauma 06 ycrponctee MES2411X

Bepcua 5.9

10.2021

CuHxpoHu3auun ¢ sepcuei MO 10.2.7

N3meHeHuA B pasgenax:

- 4.3 HacTpoiKa MaKpOKOMaHz,

- 4.4 KomaHabl ynpasaeHus cuctemon
- 4.30.8 OTnaaka ¢oyHKumm DCS

- 4.30 Pexxum oTnagKkun

[ob6asneHbl pasaenbl:

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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-4.21.7 NpoBepKa NOAAMHHOCTU KNMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcua 5.8

07.2021

CuHxpoHM3auma c sepcueti M0 10.2.6.3

Bepcna 5.7

05.2021

CuHxpoHM3aumsa ¢ Bepcueit MO 10.2.6

MN3meHeHuA B pasgenax:

-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.12 HactpoWika IPv4-agpecaumm

-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnuckn goctyna ACL ana ynpaB/iieHUs yCTPOMCTBOM
-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

- 4.25 KoHourypauma ACL (cnnmckmn KOHTpona gocTtyna)

-4.27.1 Hactpoliika QoS

[obaneHbl pasgensbl:
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXpoHM3auma c Bepcueli MO 10.2.5.2

Bepcua 5.5

11.2020

CuHXpoHM3auma c sepcueit MO 10.2.5
[ob6asneHa nHpopmauma o6 yctporicteax MES2448 DC, MES2448B.

MN3meHeHus B pasgenax:

- 1.1 HasHayeHue

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 1.4.1 BHEWHWI BUA M ONMCaHWE NepeaHel NaHem ycTpoicTs

- 1.4.2 3aHAA 1 BePXHAS NaHENM YCTPOICTB

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexxMmoB KoMmmyTaLmm nHTepdericos
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npoTokosa OAM

-4.27.1 Hactpoiika QoS

- MpwnoxeHue B. Ouepeaun ans npuHMmaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

MN3meHeHuA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos
-4.11 Fpynnbl arperauumm KaHanos — Link Aggregation Group (LAG)
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.14.3.1 HacTtpowka npoTtokona STP, RSTP

- 4.15 Hactpoiika npotokosna OAM

- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

[ob6asneHa nHpopmauma o6 yctporictee MES3708P.

N3meHeHun B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocryna K ycTpoicTey
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-uHtepdeitcos, Port-Channel u Loopback-uHTep-
delicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos

-4.17.1 MexaHu3sm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca KamnenTa (IP Source Guard)

[obasneHbl pasgensi:
- 4.3 HacTpolika MakpOKOMaHz,

Bepcua 5.2

07.2020

M3meHeHusa B pasaenax:

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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- 3.6.2.2 HacTpoiika ctatuyeckoro IP-agpeca, Macku NOACETM U W/I03a NO YMOA-
YaHuio

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa goctyna K ycTpoincrey
- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 pexXxnmoB KOMMYyTaumMn nHTeppencos

-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 Hactpovika npotokosa OAM

- 4.18 }KypHan aBapwuit, npotokon SYSLOG

-4.20.2 dnekTponuTaHue no anHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awumTa IP-agpeca KnueHTa (IP Source Guard)

-4.27.1 Hactpoiika QoS

[ob6asneHbl pasgensi:
- MpwunoxeHue . PaclwmdpoBKa cnmcKa NpoL,eccos

Bepcua 5.1

06.2020

[ob6asneHa nHdpopmauma o6 yctpoicteax MES2424, MES2424B.

MN3meHeHusa B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKN

- 1.4.1 BHewHW1 BUA U oNMcaHue nepeaHel NaHeu ycTpoicTe
- 4.6.3 KomaHapl Ans pesepBMpoBaHusa KoHdUrypaumum

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 3.6.2.1 3agaHue napons gns nonab3osatena «admin» U co3gaHMe HOBbIX NOJb-
3oBaTenein

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ana gocrtyna K ycTpoicTey

- 4.4 KomaHabl ynpasaeHna cuctemon

- 4.6.2 KomaHab! ana pabotsl ¢ pannamu

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMMyTaumn nHTepodencos

-4.17.1 MexaHusm AAA

- 4.30.4 KypHannposaHWe OT1aZ04HbIX COOOLLEHNI

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwunoxeHue B. Ouepeaun ana npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

M3meHeHusA B pasgenax:

- 3.6.2 ba3oBanA HaCTpPOWKa KoMmyTaTopa

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMMyTaLmMu MHTepdelicos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMKka megHoro Kabens

-4.21.2 KoHTponb npoTtokosa DHCP v onuua 82

Bepcna 4.4

11.2019

N3meHeHwuA B pasgenax:
-4.17.5.2 HacTpoiika napameTpoB npoTokona SNMP gna goctyna K ycTponcTasy
- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

Bepcna 4.3

10.2019

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 4.4 KomaHabl ynpasaeHus cuctemon

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

Job6asneHbl pasgensi:

- 4.2 dunbTpauma coobLLeHN KOMaHLHOM CTPOKM

- 4.5 KomaHzabl Ana HAacTPOMKM NapameTpoB 414 3a4aHuaA naponei
- 4.6.3 KomaHap!l Ans pesepBrMpoBaHus KoHdUrypauum

- 4.30 Pexxum oTnagKkun

Bepcusa 4.2

08.2019

MN3meHeHus B pasgenax:

- 3.6.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoictay
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTeppeincos

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP u onuua 82

Bepcus 4.1

06.2019

M3meHeHus B pasgenax:
— Storm Control gna pasanyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcusa 4.0

06.2019

M3meHeHun B pa3genax:
— HayvasnbHas HacTpoika KoMmmyTaTopa

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5
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— Hactpoiika napameTtpos npotokona SNMP ana noctyna K ycTpoicTsy
— dneKkTponutaHue no anHuam Ethernet (PoE)
Bepcusa 3.0 03.2019 [ob6asneHa nHdopmauma 06 yctponcteax cepmm MES2408x n MES2428P.
[o6asneHbl pasgensi:
— ABTOMaTM4YeCcKas HacTpolKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)
— Selective Q-in-Q
— HacTpolika npotokona OAM
—MpoTtokon TACACS+
— DieKTponuTaHue no AMHuam Ethernet (PoE)
—MpoTtokon UDLD
—3awwmrTa IP-agpeca knmneHTa (IP Source Guard)
Bepcua 2.0 01.2019 BTopas nybavkauus.
Bepcua 1.0 12.2018 MepBana nybavKkaums.
Bepcua nporpammHoro o6ecneuenuns 10.4.3.1

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO MX BBOJA NpeAocTaBAAeT onpeaeneHHble AONONHUTENbHbIE
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNOJIb3YHOTCA ANA YKa3aHUA ANaMNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUAN».

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcmsom Calibri yka3sbiBatoTca nepemeHHble UAK NapameTpbl, KOTopble Heob-
XOA4MMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbINOJAHEHMS
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHNA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexpgeHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue ropbl Habaopaetca TEHAEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONMOPHLIMW B MHOTOCNOMHOM apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHMUA.

[NA fOCTUNKEHUA BbICOKMX CKOPOCTEM WMPOKO MPUMEHAIOTCA TEXHOMOMMK nepeaaydn MHGopmaLmm
Gigabit Ethernet (GE). Nepegaya MHGOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, noapasymesBaeT Bbl6Op TaKoOW TOMO/IOTMKU CeTU, KOTopas MO3BOJIAET M'MOBKO OCYLLEeCcTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepuit MES14xx, MES24xx, MES34xx n MES3708P moryT Mcnosb30BaTbCA Ha CeTaAX
KPYNHbIX NpeanpuaTUii U NpeanpuaTuii manoro u cpegHero 6usHeca (SMB), B onepaTtopckux cetax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MOKOCTb, 6€30MacHOCTb, MHOTOYpPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpomblwneHHble KommyTaTtopbl MESS34001-24, MES3708P, MES3710P npeaHasHayeHbl AnA
OpraHM3aLMn 3alUm-LLEHHbIX OTKA30YCTOMUMBDLIX CETEN nepesayn AaHHbIX Ha 0bbeKTax, rae Heobxoanmo
BbiNO/IHEHNEe TpeboBaHWMI NO 0b6ECneYeHUId YCTOMUYMBOCTM K BO3AEWCTBMAM pPas/IMYHOIO BMAA:
TeMnNepaTypHbIM, MEXAHUYECKUM U APYTUM.

B HacToALweM pyKOBOACTBE M3/I0MKEHbI HA3HAYEHME, TEXHUYECKME XapaKTEPUCTUKMU, pEKOMEHLALNN
MO HA4a/bHOM HACTPOMKe, CUHTAKCUC KOMaHA, AN1A KOHPUrypauuu, MOHUTOPUHIa M 06HOBAEHMA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBa cepuit MES14xx n MES24xx ABAAOTCA ynpaBAseMbliMM KOMMYTaTOPaMM, BbIMOHAD-
MMM CBOM KOMMYTALLMOHHbIE GYHKLUMM HA KaHA/IbHOM M CETEBOM YPOBHAX moaenm OSI.

CeTeBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckunx nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOMmMyTaTOpbl MES2408X MMeIOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet gna ycraHoBku SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2411X mMmeloT B CBOEM cocCTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 11 ontnuyeckmx noptoB TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcMBEpOB.

CeTteBble KommyTaTopbl MES2420B-24D, MES2420D-24DP nmetoT B cBOeM cocTase 24 3NeKTPUYECKMX
nopta 2,5 Gigabit Ethernet n 4 ontTnyeckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcHMBEpOB.

CeTteBble KOMmMyTaTOpbl MES2428x MMetoT B CBOEM cocTaBe 24 aneKkTpuyeckunx nopta Gigabit Ethernet
1 4 onTnyeckmx nopta Gigabit Ethernet gns ycraHosku SFP-TpaHcuepos (Combo-nopTsl).

CeteBble KommyTaTtopbl MES2424x, MES3400-24, MES34001-24 umeroT B CBOEM cocTaBe 24
3/IeKTpMYecKmx noprta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet gna ycraHoBku SFP+-
TpaHCUBEPOB.

CeTteBble KommyTaTopbl MES2410-08DU, MES2410-08DP nmetot B cBoOEM COCTaBe 8 3/1EKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyecknx nopta TenGigabit Ethernet gns yctaHoBKkM SFP+-TpaHcMBeEpPOB.

CeTteBble KommyTaTopbl MES2424FB nmetoT B cBOEM cocTaBe 24 onTuyeckmx nopTa Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 onTudeckux nopta TenGigabit Ethernet ana ycraHoBKkM SFP+-
TpaHCMBepos.

CeTteBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM cOCTaBe
48 anekTpuyeckmx nopTtoB Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet ana ycraHoBKku SFP+-
TPaHCUBEPOB.

CeTteBble KommyTaTopbl MES3400-24F nmetoT B cBOEM cocTaBe 24 onTuyeckux noprta Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 onTudeckux nopta TenGigabit Ethernet gna ycraHoBKM SFP+-
TpaHCcMBepos.

CeteBble kKommyTaTtopbl MES3400-48 nmetloT B CBOEM cocTaBe 48 aneKkTpuuyeckmx noptos Gigabit
Ethernet n 4 onTnueckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3400-48F nmetot B cBOEM cocTaBe 48 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTuyeckmx nopTta TenGigabit Ethernet gns yctaHoBKM SFP+-
TpaHCUBEPOB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocCTaBe 8 3/eKTpuyeckux noptosB Gigabit
Ethernet u 2 onTnyeckmx nopta Gigabit Ethernet gns yctaHoBku SFP-TpaHcuBepos.

CeTteBble KommyTaTopbl MES3710P mMmeloT B CBOEM cocCTaBe 8 3/1eKTpuyeckux nopTtosB Gigabit
Ethernet u 4 onTnyeckux nopta Gigabit Ethernet gna ycraHoBku SFP-TpaHcmBepos.
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1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3oevie pyHKYUU

B Tabanue 1 npuseseH cnncok 6a3oBbix GYHKUMIA YCTPOMUCTB, AOCTYMNHbIX 414 agMUHUCTPUPOBAHMA.

Tabanua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
6510KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4Yasnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3aePKKaM nepesaum faHHbIX
M NoTepe NaKeToB..

Moddepxka
ce8epXx0/1UHHbIX KAOpOoe
(Jumbo frames)

CnocobHocTb NnoaaepKMBaTh Nepenady CBEPXA/IMHHbIX KaAapoB, YTo MO3BOJIAET Me-
pefaBaTb AAHHbIE MEHBLIMM YUC/IOM MAKETOB. ITO CHUXKAET 06beM CyKebHOM WH-
dopmaunu, sBpems 06paboTKM U NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOIAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npepoTBpalleHuA nepenonHeHusa bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMMpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAeNaTb Naysy npu nepegave na-
KeTOoB.

1.2.2 ®yHKYyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuBeaeHbl GyHKUMM YCTPOWUCTB Npu paboTte ¢ MAC-agpecamu.

Tabnunua 2 — PyHKuMKM paboTbl c MAC-agpecamm

Tabauya MAC-adpecos

KommyTtaTtop coctaBnfseT B namaTi Tabauuy, B KOTOPOW yCTaHaBAMBaeTCA COOTBET-
cteue mexkgy MAC-agpecamu u y3namum nopToB KOMMYTaToOpa.

Pexcum obyyeHus

B oTcyTcTBME 0OYYEHMA, AaHHble, NOCTyMNalwoLlWmMe Ha Kakon-1mbo nopT, nepeaatoTcs
Ha BCe OCTasIbHble NOPTbI KOMMYTaTOPa. B pexkume 0by4eHMs KOMMYTATOP aHaNU3U-
pyeT Kagpbl U, onpegenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B Tabamuy mapLu-
pyTv3auunn. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN ansa xocta, MAC-agpec
KOTOPOTrO y»e ecTb B Tabanue, nepenaetca TONbKO Yepes yKasaHHbIV B Tabaunue noprt.

Moddepicka nepedayu
Ha HecKosnbKo MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOFMM» U
«MHOTME KO MHOrMm». Takum o6pa3om, Kagp, afpecoBaHHbI MHOroaapecHom
rpynne, nepefaeTcsa Ha KaxkAblil NOPT, BXOAALLMI B rpynny.

Multicast Support)

AsmomamuyecKoe

epemsa xpaHeHua MAC- | Ecav ot ycTpoiictea ¢ onpefeneHHbIM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-

adpecos MEHW He MOCTYyNalT NaKeTbl, TO 3anNucb ANA AaHHOTro agpeca yctapesaeT M yganaeTtcs.

(Automatic Aging for 370 NO3BONAET NOAAEPKMBATL TaOAULY KOMMYTaLMW B aKTYalbHOM COCTOAHUMU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOM KOMMYTaTOp MO3BOJIAET MO/Ib30BATENIO ONpeaenuUTb CTaTUYecKme 3anucu
. . cooTBeTcTBMIN MAC-aapecoB, KOTOpble COXPaHAIOTCA B Tabaunue MapipyTusauuu.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemeeoii modenu OSI

B Tabanue 3 npmeeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunuya 3 — OnucaHme PyHKUMM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauusa npotokona IGMP nossonsier Ha ocHoBe WMHGOPMaLMK, NOAYHEHHON
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaennTb, Kakue ycTpoOncTBa B CETU

®yHkyusa IGMP Snooping .

YYaCTBYHOT B Fpynnax MHOroaZpecHOM paccblikK, U agpecoBaTtb TPadMK Ha COOTBET-

CTBYIOLLME MOPTHI.

. Peannsauma npotokona MLD no3sosseT yCcTpoOACTBY MUHUMU3NPOBATb MHOT0aA-

®yHkyua MLD Snooping batl P yerp y P A

pecHbIi IPv6-Tpaduk.

®yHKLMA, NO3BONAOWLAA NEPeHanpPaBaATb MHOroaapecHbl TpaduK M3 oAHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuMM IGMP-coObLLEHNI, YTO MNO3BOAAET YMEHbWUTL

HarpysKy Ha uplink-nopty. NMpumeHaeTca B pelweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 370 pasmHoKeHue broadcast-, multicast-, unknown unicast-naketos B
KaXK40M y3/e, KOTopoe NPUBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMC/Ia U Napanu-
3yeT paboTy ceTn. KoMMyTaTopbl UMEIOT GYHKLNIO, MO3BOAIOLLYIO OFrPaHUYUTb CKO-
POCTb NepeaaYym MHOroaApPECHbIX U LLIMPOKOBELLATENbHbIX KaApOoB, MPUHATLIX U ne-
peaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmos
(Port Mirroring)

3epKanMpoBaHWe NOPTOB NO3BOASET Ay6ANpPOBaTh TpadUK HabogaeMbIX MOPTOB,
nepecbiias BXOAALME U/UAN UCXOSALIME NAaKEeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sb30BaTeIn KOMMYTaTOPa €CTb BO3MOXKHOCTb 3a4aTb KOHTPOAUPYIOLWMIA U KOH-
TpoAMpyemble NOpPTbl U BbIGPATb TMN TpaduKa (BXOAALLMI /UK UCXOLALLMIA), KO-
TopbIi ByaeT nepeaaH Ha KOHTPOAUPYHOLWMIA NOPT.

Uzonayua nopmos
(Protected ports)

OarHHaa GyHKUMA NO3BOAAET Ha3Ha4uTb Nopty ero uplink-nopT, Ha KoTopbin 6es3-
YC/I0BHO ByAeT nepeHanpasAAaTbCA BeCb TPaduK, obecneunmBas TeM CaMbim U30NA-
UMIO C APYrMMM NopTamu (B Nnpeaenax o4HOro KOMMYTaTopa), HAXOAALLMXCA B 3TOM
e wupokoselwatensHom gomeHe (VLAN) B npegenax 04HOro KOMmyTaTopa.

lMooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBol NPOTOKO/, OCHOBHOW 3aZa4yeit KOTOPOro ABASA-
eTcsA npuseaeHune cetu Ethernet ¢ M3BbITOYHBIMU COEAUHEHUAMM K APEBOBUAHOM
TOMNOAOMUK, UCKNtOYatoLLel NeTan. KommyTaTopbl 06MeHUBaOTCA KOHUIYpaLMOH-
HbIMW COOBLLEHNAMM, UCMONB3YA Kadpbl cneumansHoro dbopmata, U BbIBOPOUHO
BK/IOYAIOT M OTK/ILOYAIOT Nepesady Ha NopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplUeHCTBOBaHMEM NpoTokona STP, xa-
PaKTepPU3yeTca MeHbLWMM BPEMEHEM MPUBEAEHNA CETU K APEBOBUAHOMN TONOAOTMN
n uMmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

lMooddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKOA NpeAHa3HayYeH 414 NOBbIWEHNA YCTOMYMBOCTU U HALEKHOCTM CETU Nne-
pegayn AaHHbIX, UMeloLell KONbLEBYIO TOMOJIOMUIO, 33 CHET CHUMKEHUA BPEMEHM

BOCCTaHOBJ/IEHMA CETU B C/ly4ae aBapuu. Bpems BOCCTaHOBAEHUA He npeBblwaeT 1
CEKYHAbI, YTO CYLLLECTBEHHO MEHbLUE BPeMeHU NepecTpoiiku ceTn Npu UCNob3o-

BaHUM NPOTOKO/I0B CEMECTBA spanning tree.

Moododepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yomx o4HY LUMPOKOBELLATENBHYIO
obnactb (aomeH). KommyTaTop noanep1BaeT pasnyHble CpeacTsa Kaaccuopuka-
LMW NaKeTOoB ANA onpeAeneHna Ux NnpuHaanexXHoctTu Kk onpegeneHHoro VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LUK YPOBHA KaHafa nepeaayn AaHHbIX, NpeacTasasowme coboin NpoToKoN MOHU-
TOPWHra COCTOAHUA KaHana. B atom npoToKkone ana nepegayn nHdopmauum o co-
CTOAHUM KaHana MeXay HenocpeacTBEHHO MOAKNOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0MKHbI NoaAepXuBaTb cTaHaapT IEEE 802.3ah.

Moodepxcka VLAN Ha
6aze nopmoe
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA No BXoAAawMM nopTam. [JaHHoe
pelleHMe NO3BONAET UCMOJIb30BaTb Ha Ka*KAOM NOpTy TONbKO oAHy rpynny VLAN.
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Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIVA CTaHAAPT, KOTOPbLIN ONKUCbIBAET NpoLeaypy TerMpoBaHua
Tpaduka gns nepenaum MHbopmaumm o npuHagaekHoctn K VLAN. MossonseT umc-
nosb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHuUe KaHan08 ¢
ucnonv3zosaHuem LACP

Mpotokon LACP obecneynBaeT aBTOMaTUYECKOEe 0O6beANHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPeAenseTcs BO3MOXKHOCTb 06beAMHEHNA KaHANOoB, U B
C/ly4ae 0TKa3a coeguHeHUA, BXOAALLEro B 06beaMHEHHbIN KaHan, ero TpaduK aBTo-
MaTUYeCKU nepepacnpeaenseTca no He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

Co3daHue 2pynn LAG

B ycTpoicTBax noaaeprkmBaetca GyHKLMA CO34aHMA rPynn KaHanos. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa o6beanHeHus
HECKOIbKMX GUINYECKMX KAHANOB B OAMH JIOTMYECKUI. ITO CNOCOOCTBYET HE TO/IbKO
YBENMYEHMNIO NPONYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
KOMMYTATOp WM KOMMyTaTOp—CepBepP, HO U MOBbLIWEHUIO UX HAAEXHOCTU. Bo3-
MOHbl TPM TMNa 6anaHCMpPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha OCHOBaHuM |P-
aflpecoB 1 Ha OCHOBaHMM nopTa (socket) HasHayeHus.

lpynna LAG cocTOMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, paboTaloLWmx B AynaeKc-
HOM peXnme.

Selective Q-in-Q

Mo3sonseT Ha3zHavyaTb BHelwHUn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBAHHBIX NpaBua GuUAbTPAUMM NO HOMepam BHyTpeHHuXx VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseTt pasobpatb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHntb meTky SPVLAN y naketa B oTAe/IbHOM
yyacTKe ceTu.

1.2.4 ®yHKYuu mpemoe2o ypoeHa cemesoli moodenu OSI

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKUMIN TpeTbero ypoBHaA (Layer 3)

CmamuyeckKue IP-

ALMMHMCTPATOP KOMMYTaTOpa MMeeT BO3MOXHOCTb A06aBAATb U YAANATb CTaTUye-
CKMe 3anucu B Tabanuy mapLupyTmsaumu.

mapwpymeol
KnueHmeoi BootP u .

DHCP (Dynamic Host ;(;Toptl(';;lgl:gp CnocobHbl aBTOMaTUYECKMU nony4vyaTtb IP-a,u,pec no nNpoToOKoANy
Configuration Protocol) '

lpomokon ARP ARP — npoToKon conocTaBneHusa IP-agpeca n pusnyeckoro agpeca ycrporicraa. Coot-

(Address Resolution
Protocol)

BETCTBME YCTaHAB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CeTU, aApec y3/a1a 3a-
npawnBaeTCa B LULMPOKOBELWATE/IbHOM NaKeTe.

@®yukyusa IGMP proxy

IGMP Proxy — ¢yHKUMA yNpOLWEHHOM MapLupyTM3aLMM MHOFOaApecHbIX AaHHbIX
MeXay ceTamu. Jas ynpaBaeHMa mapLipyTm3aumein ncnobsyetcs npotokon IGMP.

lpomokon VRRP

MpoTtokon VRRP npegHasHavyeH gna pesepBMpOBaHUA MapLLIPYTU3ATOPOB, BbINOHA-
OLLMX POAb W33 NO YMOAYaHUIO. ITO JocTuraeTcsa nyTém obbeguHeHua IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OANH BUPTYasbHbIN, KOTOPbIV ByaeT MCnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO /19 KOMIMbIOTEPOB B CETU.

pomokon OSPFv2

OSPF (Open Shortest Path First) — npoTokon gMHaMn4Yeckon mapLipyT13aLmm, OCHo-
BaHHbI Ha TEXHONOIMU OTCAEXKMBAHUA COCTOAHUA KaHana (link-state technology) u
MCMO/b3YIOWMINCA ANA HAXOXKAEHUA KpaTyaliwero nyTu anroputm [eikcTpbl. MNpoTo-
Kon OSPF npeactaBnset coboi NpoTokon BHyTpeHHero wato3a (IGP). MpoTtokon
OSPFv2 pacnpocTtpaHAaeT MHopmaLmio 0 A0CTYNHbIX IPv4-mapLlupyTax MexKay mapLl-
pyTU3aTopamu ogHOM aBTOHOMHOW CUCTEMbI.

lpomokon OSPFv3

MpoToKon AnHamuyeckol mapwpyTtmnsauum OSPFv3 pacnpocTpaHsaeT MHbopMaLmio o
[O0CTynHbIX IPv6-maplupyTax mexay MapLipyTM3aTopamu OAHON aBTOHOMHOM CU-
cTeMbl.
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lpomokoan RIP

RIP (Routing Information Protocol) — npoTokon maplpyTHOM MHOPMaLMK, OTHOCSA-
WMIACA K BHYTPEHHMM MNPOTOKO/IAM MapLIpyTM3aLMM AUCTAaHULMOHHO-BEKTOPHOrO
™na.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuBeaeHbl OCHOBHble GyHKLUUM KadecTBa obcay»kmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHble PYHKLUMM KadecTBa 06C/yKnBaHUA

IModdeprcka
npuopumemHoix
ouepedeli

YCTpOICTBO NoaaepKnBaeT NPUOPUTE3aLMI0 UCXOAALLEro TpaduMKa No ovepessam Ha
KaXAoM nopTy. PacnpegeneHve nakeTos Nno o4epeasm MOXeET NPOM3BOAUTLCA B pe-
3y/ibTaTe KAaccudMKaLmMm NaKeToB MO Pas/iMYHbIM NOJISM B 3ar0/I0BKax NakeTos.

IModdepixka Knacca
obcnymwueaHusa 802.1p

CraHgapT 802.1p cneumdpuumnpyeT MeTos yKa3aHUa NpuopuTeTa Kaapa M anroputm
MCMNONb30BaHMA NPUOPUTETA B LEENAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTEIbHOTO K
BPEMeHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEMN
npuoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHue npuoputeTa 802.1p anA
pacnpeaeneHunsa Kagpos NO NPUOPUTETHLIM ovepeaam.

1.2.6 ®yHKYuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e3onacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeHa3Ha4YeHHana A4 3alnTbl OT aTak C UCNO/Ib30BAHUEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HeHaAeXHbIX NOPTOB MyTeM MOCTPOEHUA U Noanep:aHua 6asbl 4aHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbINonHAET AencTeus
6paHaMayspa MeXay HEHaAEKHbIMU MopTamn 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwua, KoTopas nossonseT npouHbopmuposaTb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi nopT npuLuen 3anpoc.

Mo ymo4yaHUO KOMMYTaTOp, Ucnosb3yowmin pyHkumio DHCP snooping, obHapyXu-
BaeT u oTbpacbiBaeT Atob6oin DHCP-3anpoc cogepkalumnii onumto 82, KOTOPbIN OH Mo-
Ny4unn yepes HeHadExHbIN (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

®PyHKUMA KOMMYTaTOpa, NpefHa3Ha4YeHHasa A1A 3alnTbl OT aTak C UCNO/b30BAHUEM
npoTtokosa ARP. CoobLieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOro NOpTa, Noagepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnagatoT, TO KOMMYTaTop OT6pacbiBaeT NakerT.

L2 - 13 -L4 ACL (Access
Control List)

Ha ocHoBe MHdOPMaLMK, CoaeprKalLlleinca B 3aroN0BKax yposHeit 2, 3 n 4, y afiMUHK-
CTpaTopa ecTb BO3SMOXHOCTb HacTpouTb 40 100 Npasu, cornacHo KoTopbim nakeT 6y-
AeT 0bpaboTtaH, MnMbo oTbpoLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHudunsaeT IP-Tpaduk, drunbTpys ero Ha OCHOBa-
HUM TabMLbI COOTBETCTBUI 6a3bl AaHHbIX NpunBA3KKM DHCP — DHCP snooping 1 ctaTu-
YeCKU CKOHPUTYpUpPOBaHHbIX IP-agpecoB. DyHKUMA ncnonb3yeTca aaa 6opbbbl ¢ Noa-
meHoW IP-agpecos.

1.2.7 ®yHKyuu ynpasaeHUa Kommymamopom

Tabnuua 7 — OcHOBHble PYHKLMM YIPABIEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3Ka
¢haiina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B daline HAacTPOMKN, KOTOPbIA COAEPHKUT AaH-
Hble KOHPUTypaL MK KaK BCel CUCTEMbI B LLeIOM, TaK M onpeaeneHHOro nopTa ycTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ncnonb3yertca Ana onepauui 3anmcu u yteHma ¢ainos. NpoToKon oc-
HOBaH Ha TpaHCcNopTHOM npoTtoKosae UDP.

YcTpoicTBa NOAAEPKMBAIOT 3arpysky M nepegady no AaHHOMY NPoTokoay dalinos
HaACTPOWKKM 1 06pa3oB NporpaMmmHoro obecneyeHums.
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MpoTtokon SNMP ucnonb3yetca ANs MOHUTOPUHIA U yrnpaBJeHUsa CeTeBbIM YCTPOM-

lNpomokon SNMP ctBoM. [1nA ynpaBaeHnsa JOCTYNOM K CUCTEME OMnpeaensaeTca CIMCOK 3anucei coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectsnaeTca I0KabHO Yepes no-
Unmepdpeiic cneposaTtesibHbI nopT RS-232, anbo ypnaneHHo yepes Telnet. UHTepdeitc KomaHAa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npegocTaBnfaeT CNMCOK KOMAHA, U KAOYEBbIX CN0B AN NOMOLLM NONb30BATENIO U
COKpaLLLeHN0 06bemMa BBOANMbIX SAHHbIX.

Syslog

Syslog — npoTokon, obecneunBatoLmnin Nnepesady coobLeHN 0 NPOUCXOAALLNX B CU-
cTeme cobbITUSAX, a TaKKe yBeAoMAeHNN 06 olwMbKax yaaieHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

MpoTtokon SNTP — NpOTOKOAN CUMHXPOHU3ALMKN BPEMEHM CETU, rapaHTUPYET TOYHOCTb
CUHXPOHM3aLLMM BPEMEHW CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUIUCEKYHADI.

Traceroute — cnyxebHas GyHKLMA, NpegHA3HAYEHHAA ANA ONpeae/eHNA MapLIpPyToB

Traceroute
nepegaye faHHbIX B IP-ceTax.
Ynpaenexue .
AZMMHUCTPATOP MOXET onpeaennTb ypoBHM NPUBUAETMIA A0CTyNa A4 NO/b30oBaTe-
KOHMponupyemoim . o -
Neli YCTPOMCTBA U XapaKTEPUCTUKU ON1A KaXKA0ro YPOBHA NPUBWMAETUI (TONIbKO AnA
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOHbIN A0CTyN — 15 ypoBEHb).
npusunez2uu
KommyTtaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyna K KaxKaomy uHTepodeicy
Bnokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxeT 6biTb YCTAHOBNEH OTAENbHO AN1A KaXKAoro
unmepdeiica TMNa gocTyna:
P e Telnet (CLI over Telnet Session);
ynpaesneHuUua . SNMP:
e SSH.
JlokanbHasa [na nokanbHol ayTeHTUOMKALMKN NOAAEPKMBAETCA XPaHEHWe Naposieit B base AaH-
aymeHmudguKkayus HbIX KOMMyTaTOpa.
dunompayus IP- JocTtyn no SNMP paspewaeTca ana onpegeneHHbix |P-agpecos, ABNAIOLWNXCA Yne-
adpecos 013 SNMP Hamu SNMP-coobecTsa.
DHCP-cepBep ocyliecTBafeT LLeHTPaAn30BaHHOe ynpaB/ieHne ceTeBbIMKU agpecamu
W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMu, aBTOMaTUYECKU Npeso-
CTaBAAA UX KIMEHTAM.
®yHkyuu DHCP-
cepsepa l DyHKLMA noaaepKUBaETCA TONIbKO Ha mopgenax MES2424, MES2424B,
peep . MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2448, MIES2448B,
MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Knuerm RADIUS Bep RADIUS ucnonbsyet 6a3y AaHHbIX NOAb30BaTeNeN, KOTOPasA COLEPKUT AaHHbIEe
NPOBEPKM NOAAMHHOCTU ANA KAXKA0ro nosb3osatensa. KommyTtaTopbl cogepat Kaum-
E€HTCKY0 YacTb npoToKkoaa RADIUS.
TACACS+ YCTpOICTBO NpesocTaBafeT NoAAEPKKY NPOBEPKM NOAJMHHOCTM KNMEHTOB Nocpes-
. ctBom npoTokona TACACS+. MpoTtokon TACACS+ obecneynBaeT LEeHTPaIM30BaAHHYO
(Terminal Access cuctemy 6esonacHocTM A NPOBEPKM NO/b30BATENEN, MOyYalolWmx [O0CTyn K
Controller Access w AR nposep ’ yratotix aocty
YCTPOMCTBY, @ TAKXKe LeHTPA/AM30BaHHYI0 CUCTEMY ynpasaeHua npu cobntoaeHun
Control System)

cosmectumocTtm ¢ RADIUS n gpyrmumun npoueccamm NpoBePKM NOSJANHHOCTU.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabaunue 8 npmseaeHbl AONOAHUTENbHbIE GYHKLMN YCTPONCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHble U annapaTHble cpes-
mecmupoeaHue Kabesas | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTYyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BO/IAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBA3u.
AuazHocmuka YCTpOICTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcKBep. Mpu TeCTMpoOBaHUM OT-
onmuyecKoz0 CNIeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [lna peanusaummn TpebyeTtcsa nogaepkKa sTnux GyHKUUI B TpaHcHBepe.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A7 aBTOMAaTUYECKOro 06HapyXeHnA notepu
Link Detection) OBYXCTOPOHHEN KOMMYHUKALUKN Ha ONTUYECKMX IMHUAX CBA3W.
KommyTaTop obnasaeTt Bcemm HeEobXoaMMbIMU XapaKTEPUCTUKAMM A/1A paboTbl €
npoTtokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BeanymHa 3agepKkn GOOSE-cooblieHmnaA npu nepegaye;
e  VYmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 -
61850 e YmeHue paboTaTtb C TEFOM BUMPTyanbHOM ceTU 1 Terom npuoputeTa IEEE
802.1Q GOOSE-coobueHuns;
o [opaep:kka nepegaym multicast-coobuieHnit 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiMm ctaHgapTom M3K 61850 gmManasoHom rpynn BeLaHuA.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOPOB NpmuBeAEHbI B Ta6nv1u,e 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKMEe XapPaKTEPUCTUKHN

06wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

ME:%ZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MkTepdeico! mg:;zgglpp DCL | g x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)

MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES2428B 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)

m:iﬁfm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420B-24D
MES2420D-24DP

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MponyckHas cnocob-
HOCTb

MES1428

12,8 réut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 Féut/c

MES3710P

24 T6ut/c
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MES2428
MES2428P 56 Feut/c
MES2428B

MES2410-08DP

MES2410-08DU | /8 FouT/c

MES2424

MES24248B
MES2424FB
MES2424pP 128 rout/c
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

176 Téut/c

MES2420B-24D

MES2420D-24pp | 200 M/c

MES2411X 236 [out/c

MES1428 9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P 17,8 MPPS

MES2428
MES2428P 41,658 MPPS
MES2428B

MES2410-08DP

MpoussoauTens- MES2410-08DU

59,5 MPPS

HOCTb Ha NaKeTax

LNMHOW 64 Baiital MES2424

MES2424B
MES2424FB
MES2424pP 95,2 MPPS
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES2420B-24D

MES2420D-24DP 148,8 MPPS

1 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN Nepeaayn
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MES2411X

175,5 MPPS

O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

512 K6ant

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1,5 Mbant

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaunt

O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

256 Mbaunt
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MES2424
MES24248B
MES2424FB
MES2424pP
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 Mb6aunt

MES2410-08DP
MES2410-08DU
MES2420-48P
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

1 réamr

O6vem N3Y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 M6aunt
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Tabnmua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8192

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konnyectso ARP-3anucei

1000

Nopnepxka VLAN

cornacHo 802.1Q ao 4094 aktusHbix VLAN

KonnuecTso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424p
MES2410-08DP
MES2410-08DU

1023
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MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448pP
MES2411X 4094
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES2424

MES2424B
MES2424pP 512
MES2410-08DP
MES2410-08DU

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konnyectso rpynn
L3 Multicast
(IGMP proxy)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konnuectso npasun | MES2428
MAC-based VLAN MES2428P
MES2428B
MES3708P

128 Ha ntoboe KonnyecTso MHTepdencos

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1024 Ha toHuT ¥ 2

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT obwue annapaTHble pecypcbl.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 Ha toHuT ¥?

KonnuecTso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P
MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

100 Ha toHuT ?

! lo6aBneHne npaBmaa Ha Kaxablid NOPT pacxoayeT annapaTHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT obLwue annapaTHble Pecypebl.
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

Konunyectso npasun 1024 (ingress®?)/512 (egress)

SQinQ

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048 (ingress?)/1024 (egress)
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 MAC - 381
MES2408P IPv4/IPv6 — 227/128
MES2408PL
Konnuectso npasun | MES2428
ACL MES2428P
MES2428B
MES3708P

MES2424
MES2424B
MES2424FB MAC - 509
MES2424P IPv4/IPv6 — 384/192
MES2410-08DP
MES2410-08DU

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3ytoT obume annapaTHbie pecypcbi.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MAC-765
IPv4/IPv6 — 640/320

Konunyectso npasmn ACL B ogHom ACL

Konnyectso mapuu-
pytos L3 IPv4
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

496

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

Konnyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

512
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Konnyectso VRRP-
MapLpyTN3aTOPOB

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32

Konwnuectso L3-uH-
Tepdencos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

20 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

20 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, po 5 IPv4-agpecos B Kaxkgom vlan, no 512 IPv6 GUA cym-
MapHO ana Bcex vlan

KonnuecTteo BUpTYyanbHbix Loopback-mH-

TepdelicoB

10
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8 rpynn, o 8 noptos B ogHOom LAG

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC 64 rpynnsbl, Ao 8 noptos B ogHom LAG
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I1-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Arperau,Mﬂ KaHa/10B
(LAG)

Konunyectso akszemnnapos MSTP 64

Konunuectso sksemnnapos RPVST+! 64

Konnuectso DHCP pool! 5

Kosimuectso aapecos, BblaaBaemMbIx

4096
DHCP-cepsepom?

Konnuectso cTatnyeckmx 3anmnceit DHCP- | 512, Bkatouan Bce ctaTUyecKue 3anmcu gasa o4HOro
cepsepa’ naeHTUdMKaTopa

npuopuTn3auma Tpaduka, 8 yposHei
KauectBo ob6cny:umBaHua QoS 8 BbIXOAHbIX ovepenelt C PasHbIMU NPUOPUTETAMU ANA KaXKAOro
nopra

1 ®dyHKuma noaaepunsaetca ToNbKO Ha mogdensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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CBepxg/IMHHbIE

Kagpsl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MaKCMManbHbIN padmep naketos 10000 6ant

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCUMManbHbIM pasmep naketos 12288 6ant

CooTBeTCTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2420D-
24DP, MES2448P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JNloKanbHoe ynpaeneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web
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dusnuyeckme xapakTepucTUKU U yCNOBUA OKpYKaloLeit cpeabl

NcToYyHMKM
nuTaHual

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

MES2411X

MES2410-08DP ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES3708P

MES2410-08DU ceTb nepemeHHoro Toka: 200240 B, 50-60 Iy,
ME>1428 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408

MES2428 CeTb NOCTOAHHOIO TOKa: 18-72 B

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb MNOCTOAHHOrO TOKa: 18-72 B

MES2408IP DC1
MES2448 DC

CeTb MOCTOAHHOIO TOKa: 36—72 B

MES2424pP

ceTb NnepemeHHOoro Toka: 176—264 B, 50—-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb NOCTOAHHOrO TOKa: 36-72 B

BapuaHTbl MUTAHUA:

- OAUH UCTOYHUK NUTAHNA NOCTOAHHOIO NN NnepemeHHOro ToKa,

- ABAa NUCTOYHMKA NMUTAHMA MOCTOAHHOIO MAN NEepPeMeHHOro ToKa C
BO3MOXHOCTbIO ropAYein 3aMeHbl

MES2420D-24DP

ceTb nepemeHHoro Toka: 200-240 B, 50-60 Iy,

BapMaHTbl MUTaHMA:

- OAMH UCTOYHMK NUTAaHNA NePEeMEHHOr0 TOKa;

- ABA UCTOYHWMKA NUTAHUA NEPEMEHHOIO TOKA C BO3MOXHOCTbIO ro-
pAYen 3ameHbl

CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
BapMaHTbl NUTaAHMUA:

MES3400-48F

MES2448P - O4MH UCTOYHMK NUTAHUA NOCTOAHHOIO UM NEPEMEHHOTO TOKaQ;
- ABa UCTOYHMKA NUTAHMA NOCTOAHHOIO MW NEPEMEHHOIO TOKA C
BO3MOXHOCTbIO ropAYen 3aMeHbl

MES2408P CeTb NnepemeHHOoro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B

MES2428P CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B

eSO | TP o 0 0D SO0

MES34001-24 BapuaHTbl NUTaHMA: .

MES3400-24F - OpVIH WUCTOYHMUK I'IVI.TaHVIFI NOCTOAHHOIO UM NEPEMEHHOIO TOKaQ;

MES3400-48 A P ;

- ABa UCTOYHUKA NMNUTaHNA NMOCTOAHHOIO UM NeEpemMeHHOro Toka C
BO3MOMHOCTbIO I'Opﬂ‘-lel‘/JI 3aMeHbl.

MES3710P

CeTb NOCTOAHHOTIO TOKA:
C BK/ItOYEHHOM PyHKumnen PoE: 48-57 B
C BblKNtoYeHHOW ¢yHKLUMel PoE: 18-57 B

! ina ycrpoiicte MES1428 AC, MES1428B AC, MES2408 AC, MES2408B AC, MES2408C AC, MES2428 AC, MES2424 AC,
MES2424B AC, MES2424FB AC, MES2411X AC, MES2420B-24D AC, MES2448B AC pgonycKaeTca aneKTponutaHue oT
NOCTOAHHOTO HanpAXeHua, gananasoH 120-370 B DC.
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ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepuUCTUKM 3apsaHOIo YCTPOMCTBa:

- TOK 3apAga:

1,6£0.1 A — MES2408B, MES2424B, MES2428B,;

mg;jgig 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424FB &gi;g)s;mBe'Hme cpabaTtbiBaHMsA pacUenuTens Harpyskn —
MES2428B T
- NOPOroBoe HanpaA*KeHne NHANKALMM HU3Koro 3apaga — 11 B
MES2420B-24D
MES2448B V CeueHue npoBoga ana nogknodyeHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHayetca ucnonb3osatb AKb
eMKOCTbi0 He meHee 12 Ah, gna MES2424FB,
MES2420B-24D, MES2448B pekomeHpyeTca UC-
nonb3oBatb AKb emkocTbio He meHee 9 Ah.
MES1428 AC: SPM30-220/12, 50 A, 5 mc

DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES1428B AC: SPM45B-220/12, 15 A, 6 mc

AC: SPM30-220/12,50 A, 5 mc

MES2408 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2408C AC: SPM30-220/12,50 A, 5 mc

AC: SPM270-220/56, 36 A, 4 mc

MES2408P DC: SPM270-48/56, 115 A, 5 mc
MES2408CP AC: SPM160-220/56, 40 A, 4 mc
MES2408PL AC: SPM80-220/56, 50 A, 4 mc
MES2408B AC: SPM45B-220/12, 15 A, 6 mc
MES2428 AC: SPM30-220/12, 34 A, 6 mc

DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2428B AC: SPM45B-220/12, 15 A, 6 mc

AC: SPM380-220/56, 25 A, 6 mc

ME>2428P DC: SPM380-48/56, 200 A, 5 mc (72 B)
Myckosble Toku | MES2424 AC AC: SPM30-220/12, 50 A, 5 mc
MES2424 DC DC: SPM30-48/12, 120 A, 0,6 mc (72B)
MES2424P AC: SPM380-220/56, 25 A, 6 mc
MES2424B AC: SPM45B-220/12, 15 A, 6 Mc
MES2424FB AC: SPM60B-220/12, 40 A, 1 mc
MES2448B AC: SPM60B-220/12, 40 A, 1 mc
MES2448P AC: PM380-220/56, 25 A, 6 mc
MES2411X AC: SPM35-220/12, 34 A, 6 mc
MES2410-08DP AC: SPM290-220/56, 20 A, 8 mc
MES2410-08DU AC: SPM750-220/56, 90 A, 6 mc
MES2420B-24D AC: SPM60B-220/12, 40 A, 1 mc

MES2420D-24DP AC: PM450-220/56, 15 A, 10 mc

AC: PM160-220/12, 50 A, 8 mc

MES3400-24 DC: PM100-48/12, 200 A, 4 mc (72 B)

AC: PM160-220/12, 50 A, 8 mc

MES34001-24 DC: PM100-48/12, 200 A, 4 mc (72 B)

32 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

MES3400-48F

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3710P DC: DRS-270-56, 300 A, 1 mc
MES1428 AC
MES2408C 1087
MES1428 DC 11 BT
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
mgz;;‘ggg AC 275 BT (c yueTom Harpysku PoE)
MES2408P DC 280 BT (¢ yueTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428 18 B
MES2428B 45 Bt
MES2428P AC 420 BT (c yueTom Harpysku PoE)
MaKcmanbHas MES2428P DC 450 BT (c yueTom Harpysku PoE)
notpebnsemas MES2424 AC 25 Bt
MOLLHOCTb MES2424 DC 26 Bt
MES24248B 49 Bt
MES2424FB 75 Bt
MES2424P 420 BT (c yueTom Harpysku PoE)
MES2420-48P 1600 BT (c yyeTom Harpysku PoE)
MES2420B-24D 60 Bt
MES2420D-24DP 860 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c y4yeTom Harpysku PoE)
MES2410-08DP 275 BT (c yueTom Harpysku PoE)
MES2410-08DU 810 BT (c yueTom Harpysku PoE)
MES2411X 35 Bt
MES3400-24 37 Bt
MES34001-24 32 Bt
MES3400-24F 55 BTt
MES3400-48 52 BT
MES3400-48F 105 Bt
MES2408P AC
MES2408CP 9 BT
MES2428P DC
MakcnmanbHas MES2408P DC 4 Bt
MES2408PL
:A‘;T:ig’c‘f:'gs: MES2428P AC 11 Br
yyeTa Harpysku MES2424P
POE MES2410-08DP 10 BT
MES2410-08DU
MES2420D-24DP 31 Br
MES2420-48P AC
MES2448P 33 Bt
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MES2420-48P DC 30 Bt
MES3708P 9 Bt
MES3710P 13 BT
MES2408B 7 Bt
MES2424B 25 Bt
Makeumanohan | \iecnoarg 47 Bt
notpebnsemas
6
MOLAOCTO BE3 1 \1Es2428B 20 Br
y4yéta 3apaga AKb
MES2420B-24D 45 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br
MES2408PL 65 BT
Brogyket PoE MES2424P
MES2428P 370 Br
MES2420-48P 1450 Bt
MES2420D-24DP 720 Bt
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
MES1428
MES2408B
MES2408P
MES2408PL
MES2408C o
R S
MES2428 A s
MES2424
MES3708P
MES3710P
. MES3400I-24
MakcumansHbin C nepepgHeit naHenun, 53,2 nb
ypOBEHb MES2411X pear 125 A
C 3apgHen naHenn, 54,1 ab
aKyCcTMYeckoro c - o 8 1E
Lyma MES2428p nepep,i-lew naHenun, 52,8 o
C 3apHen naHenn, 54,1 ab
C nepeaHeit naHenun, 52,8 ab
MES2424FB C 3aaHelt naHenwu, 54,2 nb
C nepeaHeit naHenun, 53 ab
MES2424P C 3aaHelt naHenwu, 54,2 nb
C nepeaHeit naHenun, 52,4 ab
MES24488 C 3aaHelt naHenwu, 54,1 nb
C nepeaHei naHenun, 51,2 ab
MES2448P C 3aaHelt naHenwu, 54,2 nb
MES3400-24 C nepeaHen naHenun, 53,6 ab
MES3400-24F C 3aaHelt naHenwu, 54,2 nb
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MES3400-48
MES3400-48F

C nepeaHen naHenu, 52,2 nb
C 3apHelt naHenu, 54,2 nb

MES2410-08DP
MES2410-08DU

C nepeaHei naHenu, 53,9 nb
C 3agHelt naHenu, 54,2 nb

MES24208B-24D

C nepeaHei naHenu, 53,8 nb
C 3agHelt naHenu, 54,2 nb

MES2420D-24DP

C nepeaHei naHenu, 51,1 ab
C 3agHelt naHenu, 54,1 ab

Tennosblae-
NeHune

MES1428 AC 10 BT
MES1428 DC 11 BT
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 11 BT
MES2408C 10 BT
MES2408CP 30 Br
MES2408IP DC1 15 BT
MES2408P AC 35 Bt
MES2408P ACW 30 Br
MES2408P DC

MES3710P 40 Br
MES2408PL 15 BT
MES2411X 35 Br
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Br
MES2424FB 62 BT
MES2424P 50 Br
MES2428 18 BT
MES2428B 23 Br
MES2428P AC 50 Br
MES2428P DC 80 BT
MES2420-48P 160 BT
MES2420B-24D 48 BT
MES2420D-24DP 140 BT
MES2448 DC 48 BT
MES2448B 53 Br
MES2448P 100 BT
MES2410-08DP 35 Br
MES2410-08DU 90 BT
MES3708P 30 Br
MES3400-24 37 Br
MES34001-24 32 Br
MES3400-24F 55 Bt
MES3400-48 52 BT
MES3400-48F 105 BT
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AnnapaTtHas
noaneprka
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428P AC
MES2424
MES2424pP
MES2410-08DP
MES2410-08DU
MES24208B-24D
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2420D-24DP
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

HET

MHTepsan
paboumnx
Temnepartyp

MES2420-48P
MES2448P

oT-10 go +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424p
MES2428
MES2428B
MES2428P
MES2420D-24DP
MES2448 DC
MES2448B
MES2411X

o1 -20 po +50 °C
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oT1-20 ao +50 °C

MES2424 "
Mpu akcnayaTaumm yCTpoMCTB NpU TemnepaTtype Bbille
MES24248B 45 °C Heo6X0A4MMO UCNOJ1b30BaTb UHAYCTPUANbHbIE SFP+
MES2424FB A n RYETP
TpaHcuBepbl.
oT1-20 po +50 °C
MES2408CP Mpwu 3KcnayaTaumMm yCTPOMUCTB Npu TemnepaType Bbille

MES2408P DC

45 °C Heo6X04MMO UCNOJ1b30BaTb UHAYCTPUANbHbIE SFP
TpaHcusepbl.

MES2408 AC

oT1-20 po +60 °C

MES2408IP DC1
MES3400I-24
MES3708P

ot -40 po +60 °C

MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

oT-10 go +45 °C

MES3710P

ot -40 po +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

ot -15 go +50 °C

MHTepBan TemnepaTypbl XpaHeHMUs

ot -40 po +70°C
(ot -50 po +85 °C — gns MES3708P, MES3710P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
aKcnnyaTaumm (6e3 obpasoBaHuA

KOHAeHcaTa)

He bonee 80 %
(o110 % po 90 % — ana MES3708P, ot 5 % a0 95 % ans MES3710P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
XpaHeHuu (6e3 obpasoBaHuA

KOHAeHcaTa)

o1 10 % 00 95 %
(o1 5% po 95 % — ans MES3708P, ana MES3710P)

FabapuTHble
pasmepbl
(W xBxT)

MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B

430 x 44 x 178 mm

MES2408
MES2408B
MES2408C
MES2408CP
MES2408PL

310 x 44 x 177 mm

MES2428P AC

430 x 44 x 204 mm

MES2428P DC

430 x 44 x 305 mm

MES2424
MES24248B
MES2411X

430 x 44 x 203 Mmm

MES2424FB

430 x 44 x 243 mm

MES2424pP
MES24208B-24D

430 x 44 x 225 mm

MES2420D-24DP

440 x 44 x 424 mm

MES2420-48P

440 x 44 x 490 mm

MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC

MES2448B 440 x 44 x 280 mm
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MES2448P 440 x 44 x 447 mm
MES2410-08DP
MES2410-08DU 430 x 44 x 243 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400I1-24 430 x 44 x 278 MM
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 kr
MES2424FB 2,69 Kkr
MES2424pP 3,36 kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P 177 ke
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2420-48P 9,55 kr
MES3708P 4,2 Kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2410-08DP 3,48 Kkr
MES2410-08DU 3,74 kr
MES2420B-24D 3,16 kr
MES2420D-24DP 7,01 kr
MES2411X 2,57 kr
MES3400-24 4,63 Kr
MES3400I-24 5,2 Kkr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 kr
CpOK cnyx6bl He meHee 15 net
V Tun nuTaHmA ycTpoiicTBa onpeaenaeTca npu 3aKase.

1.4 KoHCTpyKTUBHOE UCNONHEHUue

B naHHOM pa3gene onnCaHo KOHCTPYKTUBHOE UCMOJTHEHNE YCTpOﬁCTB. npe,ﬂ,CTaB}'IEHbI M306pa)KEHVI’r'I
nepep,Heﬁ, 3aAHEﬁ 1 60KOBbIX NaHenel YCTDOﬁCTBa, OnuncaHbl pa3bembl, CBETOANOAHbIE MHONUKATOPbI U OpP-
raHbl ynpasaieHuA.
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HELTEX

Ethernet-kommyTtatopbl cepuin MES14xx, MES24xx, MES34xx BbINO/NHEHbI B META/IZIMYECKOM KOpP-
nyce ¢ BO3MOXXHOCTbIO YyCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbIn Ethernet-kommytatop MES3708P Bbino/sIHEH B METAN/IMYECKOM KOpPMyce C BO3-
MOXHOCTbO MOABELIMBAHUA HA LWUTAHTY TONLWMHON He Bonee 8 mm. CTeneHb 3awmMTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbiNOAHEH B METANIMYECKOM KOpRyce gns KpenaeHua Ha DIN-
pemnky.

1.4.1 BHewHulii sud u onucarue nepedHeli naHeau ycmpoliicme

BHewHW BUA nepegHen NnaHenmn ycTponcTs cepum MES1428 nokasaH Ha pucyHKke 1-2.

AelTex Mesias

110-250 VAC 60/50Hz max 1A B 2

1 3 5 7 9 11 13 15 17 19 21 23 25 27
] o] Com ) T ) o) o] o] o] ] o] G 7] S
et
e l e
——/ o [0 |0 O ) G O O e e O O T L) e
Aarm O e e e e s e e s o Ty e o P e e e Y : =
2 4 6 8 10 12 14 16 18 20 n

e | u_|| % )

1 2 3 4 5 6 7

PucyHok 1 —lMepeaHasa naHenb MES1428 AC

- . 1 3 5 7 ] 1u 13 15 17 19 21 23 25 27
1,20 10/1008ASE-TE
[ P ™ | s | ! 8 e | P g | [yt
o L00RASE FH/1000BASE X
Console

AELTEX Mesiazs
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I I |
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PucyHok 2 — lNepeaHaa naHenb MES1428 DC

B Tabnmue 10 npuBeneH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB yrnpas/ieHus,
pacno/ioXeHHbIX Ha NepeaHelt NnaHe M KOMMYTaTOpPOB.

Tabnvua 10 — OnucaHMe pasbemoBs, MHAMKATOPOB M OPraHOB yNpaB/ieHUs nepeaHei naHean KOMMyTaTo-
pos cepmun MES1428

dnemeHT nepepHen

Ne OnucaHue
naHenu

1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNOYEHUA K WUCTOYHMKY I/IEKTPONUTAHUA NepemMeHHOro
1A TOKa.

1.1 | ~18-72VAC, max 1A Pasbem ana noAKN0YEHNA K UCTOYHUKY 3/1eKTPONUTAaHMA NOCTOAHHOIO TOKa.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.

2
Alarm MHanKaTop neperpesa.
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Console

KOHCONbHbIN NOPT A/1A SIOKAbHOIO YNPaBAEHUS YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ucnonb3yeTca

He ucnonb3yeTca

RX

GND

GND

TX

He ncnosb3yeTca

He ucnonb3yeTca

He ucnonb3yeTca

Pacnalika KoHconbHOro Kabensa npueegeHa B MpunosxkeHne A. KOHCO/bHbIN
Kabenb.

OCooNOOULLDWNER

PyHKUMOHANbHAA KHOMKa ANA nepes3arpyskun yCcTpoicTea M copoca K 3aBoa-
CKMM HaCTpoOMKam:

- NPW HaXKaTUKM Ha KHOMKY AANTeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpoIcTBa;

- NPW Ha)KaTUKW Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKOW KOHOUrypaLuuu.

[1-24]

NopTbl 10/100BASE-TX (RJ-45).

25, 26, 27, 28

Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

25,26, 27,28

Combo-nopTbl: CNOTbl ANA YCTaHOBKM TpaHcuepoe 1000BASE-X Combo.
LNK/SPD — cBeToBasi MHAMKALMA COCTOAHUA ONTUYECKUX MHTEPPEINCOB.

BHewHWIM BUA nepeaHen naHenn yctponcts cepmm MES2408 nokasaH Ha pucyHkax 3—11.

110-250 VAC 60/50Hz max 0.5A

© (ar2)

st AELTEX MES2408

1 3 5 7
Consle
. 9 10
= EEEE s
lﬁnﬂ IEIZDDADDSDEI‘D [iol[_1]osw

3 4 5 6 7

PucyHok 3 —NepeaHas naHenb MES2408 AC

A\ it 1 3 s ; AELTex Mes2408

[ m= (S DD =]

e | (] (] ] (]

= [

Alarm O [y s o )y g )y )y )
— 2 4 6 8

3 4 5 6 7
PucyHok 4 — MepeaHasa naHenb MES2408 DC

110-250 VAC 60/50Hz max 1A

12VDC max 24
= e

cLass 1
LASER DEVICE

JoELTEX MES24088
PDWE’O Console

1 3 5 7
1.8 -10/100/10008ASE T
Alarm Q)

1| 2 23

E 9 10
- bl v O i
T [ S ) g 5 s 0 Sy e [IolL[_|os
L 2 4 6 8 L

3 4 6 7

PucyHok 5 — lMepeaHaa naHeno MES2408B
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SVELTEX MES2408C

110-250 VAC 60/50Hz max 0.5 A\ pSssl
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PucyHok 6 — NepeaHasa naHenb MES2408C

AELTEX MEs2408cP
e oo

110250 VAC 60/50Hz max 2A A\ uiince 1 3 5 9

/ [ N W e ¥ et N 10 10/100/10008ASE-T
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PucyHok 7 — NepeaHas naHenb MES2408CP
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PucyHok 8 — lNMepeaHas naHenb MES2408IP DC1

AELTEX MES2408P
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PucyHok 10 — NepeaHAaa naHenb MES2408P DC
110-250 VAC 60/50Hz max 1A AL . 3 s . . Aen:T‘e:: MES2408PL
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PucyHok 11 — NepeaHAasa naHenbs MES2408PL

B Tabaunue 11 npuseneH nepeyeHb pasbemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB ynpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHen naHean KommyTtatopos cepun MES2408.
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Tabnavua 11 — OnucaHune pasbemoB, UHAMKATOPOB U OPraHOB yNpaBiaeHUA NepesHen NaHeAn KOMMyTaTo-
pos cepun MES2408

Ne | dnemeHT nepegHeii naHenu OnucaHue

- o
1 Knemma 3azemneHuna = Knemma gna 3asemneHuna ycTpomcrea.

~110-250VAC, 60/50Hz max | Pasbem Ans MOAKNOYEHUSA K UCTOYHWMKY S/EKTPOMUTAHUA MepemMeHHOro
1A TOKa.

Pasbem pgna NogKNOYeHMA K UCTOYHWMKY INEKTPOMNUTAHUA MOCTOAHHOMO
TOKa.

2.1 | 18-72 VDC max 10A

2.2 36-72 VDC max 1A/10A Pasbem anA nogKkntoyeHMA K MCTOYHWUKY SNEKTPONUTAaHWMA MNOCTOAHHOMO

TOKa.
2.3 | 12VDC max 2A Pasbem gns NogKNOUYEHMA K aKKYMYIATOPHON BaTapen.
Power NHAWKaTOp NUTaHWA YCTPOMCTBA.
3 Alarm MHanKkaTop neperpesa.
Battery (an1a MES2408B) MHAanKaTop paboTbl akKyMynaTopHoM baTapen.
3.1 | PoE1-8 MHankaTopbl coctoAHMA POE-nopTos..

KoHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pa3bema cnegytowan:

He nucnosb3yeTca

He nucnosb3yeTca

RX

GND

GND

TX

He ucnonb3yeTca

He nucnosb3yeTca

Pacnalika KoHcobHOro Kabens npusezeHa B MpunoxkeHre A. KOHCONbHbIN
Kabenb.

4 Console

0O NOOULA, WN B

®YHKLMOHaNbHAA KHOMKa ANA Nepes3arpysku ycTpoicTea u cbpoca K 3aBoa-
CKMM HacTpoMKam:
- NPV HaXKaTUM Ha KHOMKY A4/MTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

5 F
rpy3Ka yCTpOWCTBa;
- MPU HaKaTUM HA KHOMKY AnutesbHOCTbio 60siee 10 ¢ npoucxoauT cbpoc
HaCTPOEK YCTPOWMCTBA 40 3aBOACKOMN KOHOUIypaLmK.

6 |[1-8] MopTbl 10/100/1000BASE-T (RJ-45).

6.1 |9, 10 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

CNoTbl ANA YyCTAaHOBKM ONTMYEcKMx TpaHcmBepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDENCOB.

Combo-nopTbl: cnoTbl ANA yCTaHOBKM TpaHcmuepoB 1000BASE-X Combo.

A 10,L D o
7 9, 10, LNK/SP LNK/SPD — cBeToBast MUHAMKALMNA COCTOAHUA ONTUYECKUX UHTEPDENCOB.

BHewHMI BUA nepeaHen naHenn yctponcts cepnn MES2428 nokasaH Ha pucyHKax 12—-16.
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PucyHok 12 — NepeaHAaa naHenb MES2428 AC

;
P Zuettex mesaas
L] ] L] ]
]
.
i
.
o Lol b B
.
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110250VAC 60/5OH max 4 A, - . ) ELTEX MES24288

170-264 VAC 60/50Hz max 34 AGLTGX MES2428P A uimrenca
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) gl lvivils
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PucyHok 15 — NepeaHasa naHenb MES2428P AC

AELTEX MES2428P
36-72 VDC max 15A 124 10/100/10008ASE T, 802.3at Pok+
-+ 15, 28- 10/100/ LO0BASET

1.2 2

PucyHok 16 — NepeaHaa naHenb MES2428P DC

B Tabaunue 12 npuseaeH nepeyeHb pa3bemMoB, CBETOAMOAHbBIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pacnonoXKeHHbIX Ha NepegHein NnaHeAn KommyTaTopos cepun MES2428.
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Tabnvua 12 — OnucaHune pasbemoB, MHAMKATOPOB U OPraHOB yNpaBaeHUA nepeaHel NaHeam KoMmyTaTo-
pos cepun MES2428

Ne dnemeHT nepepHen Onucanme
naHenu
~110-250VAC, 60/50Hz max
1 1A Pazbem AnAa NOAKNOYEHMA K UCTOYHWUKY 3S/1IEKTPONUTAHUA MEpPemMeHHOro
(170-264 VAC 60/50 Hz max | ToKa.
3A pna MES2428P)
1.1 | 12vDC max 2A Pasbem Ons NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A gna Paszbem ana NnoaKNOYEHNA K UCTOYHUKY 3/IEKTPONUTAHMUA MOCTOAHHOIO TOKA.
MES2428P DC)
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm UHpuKaTop neperpesa.
2
PoE NHaukaTop paboTbl PoE.
Battery (ona MES2428B) NHaukaTop paboTbl akkymynaTopHon batapew.
KoHCObHbIV NOPT AN IOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 Heucnonb3syetca
2 He ucnosb3yeTcA
3 RX
4 GND
3 Console 5 GND
6 TX
7  He wucnonb3lyetca
8 He ucnonb3yetca
Pacnalika KoHconbHOro Kabensa npueeneHa B MpunoxkeHme A. KOHCObHbIN
Kabenb.
dyHKLMOHaNbHAA KHOMKA AN Nepesarpysku ycTpomncTea U cbpoca K 3aBoa-
CKMM HacTpoMKam:
4 r - MPW HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIO meHee 10 ¢ npoucxoanT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HaXaTUW Ha KHOMKY AnuTenbHocTblo 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27,28 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).
7 2526, 27, 28, LNK, SPD Combo-nopTbl: CA0Tbl A8 YCTAHOBKM TPaHCUBEPOB 1000BASE-Z( Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.
8 Tl 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHM BuA nepegHeit naHenu ycrponcts MES2424 AC, MES2424 DC, MES2424B, MES2424P,

MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48
NOKa3aH Ha PUCyHKax 17-28.
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PucyHok 17 — NepeaHas naHenb MES2424 AC
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PucyHok 24 — lMNepeaHaa naHenb MES2420-48P
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PucyHok 28 — lNepeaHAs naHenb MES3400-48

B Tabanue 13 npmBeaeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB W OPraHOB YNpaBaeHus,
PacnoNIOXKEHHbIX Ha NepeaHen NnaHenn kommyTtatopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48.

Tabanua 13 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB yNpaB/ieHUa nepegHel NaHeAn KOMMYTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48

No dnemeHT nepegHen Onucanme
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem Ans MOAKAOYEHUA K UCTOUYHMKY IMEKTPOMUTAHUA NEepemMeHHOro
1A TOKa.
1.1 | ~18-72 VDC max 2A Paszbem Ana NoAKNOYEHNA K UCTOYHWUKY 3/IEKTPONUTAHMA MOCTOAHHOIO TOKa.
1.2 | 12VvDC max 2A Pazbem ons NoAKNOUYEHUA aKKYMYIATOPHOM H6aTapen.
Power MHAMKaTOp NUTaHMA YCTPOICTBA.
PS1 (ana MES2448P) NHAMKaTOp COCTOAHMA NepBoro 610Ka NUTaHuA.
2 PS2 (ana MES2448P) NHAMKaTOp COCTOSHWMA BTOPOro 6/10Ka NUTaHUA.
Status (ans MES2420-48P) MNHaMKaTop cTaTyca yCTPOMCTBa.
Alarm MHauKaTop neperpesa.
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Master NHauKaTop pexxuma paboTbl ycTpoiicTea (Beaywwmii/seaomolit).
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
RPS NHanKaTop pe3epBHOro 3N1eKTPonuTaHuA.

Battery (ans MES24248B,
MES2448B)

NHAanKaTop paboTbl akKyMynaTopHoM H6aTapen.

3 Unit ID

MHAMKaTop HOMepa yCTPOWCTBA B CTEKe.

4 Console

KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHNa YCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He ucnonb3yeTca
He ucnonb3yeTca

Pacnalika KoHconbHOro Kabena npusegeHa B MNpunoxeHne A. KOHCONbHbIN
Kabenb.

1  He wncnonbsyetca
2 He ucnonbsyertca
3 RX

4 GND

5 GND

6 TX

7

8

PyHKLMOHaNbHAA KHOMKa AN1A Nepe3arpysku ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoiKam:

- NPW HaXKaTUKM Ha KHOMKY AANTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-
rpy3Ka yCcTpoicTBa;

- NPWU HaXXaTUM Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ npoucxoamTt cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauun.

6 [1-8], [1-24], [1-48]

MopTbl 10/100/1000BASE-T (RJ-45).

7 [XG1 - XG4], [XG1 - XG11]

CnoTbl ANA ycTaHoBKM TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

8 usB

USB-noprt.

BHewHM BMA, nepegHei naHenu yctpoicts MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha

pucyHKax 29-31.

PucyHok 30 — NepeaHAasa naHenbs MES3400-24F
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PucyHok 31 — NepeaHaa naHenb MES3400-48F

Tabaunuya 14 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB yNpaBAeHMA NepeaHeit naHean KOMMYTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

dnemeHT nepepHei
naHenu

OnucaHue

~110-250V AC, 50-60 Hz

Pasbvem ANA NOAKNKYEHMNA K UCTOYHUKY SNEKTPONMUTAHUA NnepemMeHHOro
TOKa.

12v DC

Pasbem gns NoAKAOUYEHMA aKKYMYIATOPHOM 6aTapen 12V.

Power

MHAMKaTOp NMTaHMA YCTPOICTBA.

Alarm

NHankaTop asapuu.

Master

MHAMKaTop pexkrMma paboTbl yCTpoicTBa (BeayLumit/Begombiit).

Battery (ons MES2424FB)

MHanKaTop paboTbl akkymynaTopHol 6atapen.

Fan

NHaukaTop paboTbl BEHTUAATOPOB.

RPS

NHAMKaTOp pe3epBHOro 3N1EeKTPONUTaHMA.

UnitID

MHAMKaTOp HOMepa YCTPOIACTBA B CTEKeE.

Console

KoHCO/IbHbIM NOPT A4N15 IOKA/IbHOTO YNPaBAeHNA YCTPONCTBOM.
PacnnHoBKa pa3bema cneayroLiasn:

He ncnosb3yerca

He ncnosb3yerca

RX

GND

GND

TX

He ncnosb3yerca

He ncnosb3yerca

Pacnalika KoHcoNbHOro Kabensa npueeneHa B MpunoxkeHme A. KOHCObHbIN
Kabenb.

coONO UL WN R

dyHKLMOHaNbHAA KHOMKA 4/1A Nepe3arpyskun ycTpoictea M cbpoca K 3aBo-
OCKMM HacTpoMKam:

- NPW HAXaTUW HA KHOMKY AUTeNbHOCTbO MeHee 10 ¢ npoucxoauT nepe-
3arpyska ycTpoWcTBa;

- NPWU HAXaTUKW Ha KHOMKY AnuTenbHoCcTbio 6onee 10 ¢ npoucxoaut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHPUrypaumm.

[1-24], [1-48]

CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcnsepos 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl ana ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BUA nepegHux naHenen ycrporncts MES2410-08DP, MES2410-08DU nokasaH Ha pUCyHKax
32-33.
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45 waseroeace

Console

1 2 34 5 6 7

1 2 3 4 5 6 7
PucyHok 33 — NepeaHaa naHenb MES2410-08DU

Tabanua 15 — OnuncaHMe pasbeMOB, MHAMKATOPOB M OPraHOB yNpaB/ieHUa nepegHel NaHean KOMMYTaTo-
pos MES2410-08DP n MES2410-08DU

dnemeHT nepeaHeit

Ne OnucaHue
naHenm
100-240 V AC, 50-60 Hz
1 (ana MES2410-08DP) Pasbem ana nogknYeHMA K UCTOYHWUKY 31EKTPONUTAHUA NepemMeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID MHAMKATOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm MHanKaTop aBapuu.
3
Master NHAanKaTop pexxrnma paboTbl ycTpoicTea (BeayLmii/Beaombiii).
PoE NHankaTop paboTbl PoE.
dDyHKLMOHaNbHAA KHOMNKA A1A nepe3arpyskun ycTpoicTea 1 cbpoca K 3aBoa-
CKMM HaCTpoMKam:
4 . - MPW HaXKaTUK Ha KHOMKY AJNTENbHOCTbIO MeHee 10 ¢ npoucxoauTt nepe-

3arpysKka yCcTpoWCTBa;
- MPU HAXKaTUM Ha KHOMKY A/mTensHocTbio 6oaee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBa 40 3aBOACKON KOHdUrypaumu.

KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pa3bema cnegytowan:

9  He ucnonb3syetca

10 He ucnonb3yeTca

11 RX

12 GND

13 GND

14 TX

15 He ucnonb3yeTca

16 He ucnonb3yeTca

17 He ucnonb3yeTca

Pacnaiika KoHcoNbHOro Kabena npuseaeHa B NPUAOKEHUM A.

5 Console

6 |[1-8] MopTbl 10/100/1000/2500BASE-T (RI-45).

7 [XG1, XG2] CnoTbl AnA yctaHoBKK TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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BHewHW BUA nepeaHen naHenm yctpoiicte MES2420B-24D, MES2420D-24DP noKasaH Ha pUCyHKax

34-35.

100240V AC 060 Hz

O AELTEX MES24208-24D
DD

052 )
00 00000D0O0DLD
QO tiUUUUUUUUU

2 XG3 XG4

=
> OO

1.4 10/100/1000/25008ASE-T
XGL XA - 10008ASE-X/10GRASER

cuss1
Lase pavice

P20

O AELTEX MES24200-240P

status O
Mastar O
P10

00

SUDOOLO000D

DDO00000000
XG3 XG4

OiF 7T Oux

L 4 F 8 10 12 14 i6
=== —

mwm gﬂ\:} D’\ﬂg G@D ol [=—==1 o=
18 20 22 24 L J

6 7 8

PucyHok 35 —lNepeaHAasa naHenb MES2420D-24DP

Tabaunua 16 — OnucaHue pasbemoB, MHAMKATOPOB W OPraHOB YNpPaB/eHUA nepeaHel NaHeAn KOMMYTaTo-
pos MES2420B-24D, MES2420D-24DP

Ne

dnemeHT nepeaHeit
naHenu

OnucaHue

100-240 V AC, 50-60 Hz

Pasbem Ana nogKNtoYeHMA K UCTOYHWUKY 3NEKTPONUTAHMA NEepemMeHHOro
TOKa.

11

12VDC max 2A

Pasbem gna NOAKNIOUEHUA aKKYMYNATOPHOW 6aTapeu.

Power

MHAMKaTOp NMTaHMA YCTPOICTBA.

Alarm

MHanKaTop neperpesa.

Master

MHAMKaTop pexkmma paboTbl ycTpoicTea (BeayLumit/segombiii).

Battery

NHamKaTop paboTbl akKymynsTopHon baTapeu.

Status

MHAamKaTop cTaTyca yCTpoicTBa.

PS1

UHOMKATOP COCTOAHUA NepBOro 610Ka NUTaHuA.

PS2

MHAMKBTOD COCTOAHMA BTOPOTO 6/10Ka NUTaHuA.

Unit ID

MHamKaTop HOMepa yCTPOICTBa B CTEKe.

Console

KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/ieHNUA YCTPOMCTBOM.
PacnuHoBKa pasbema cneaylouian:

He ucnonb3yercs

He ucnonb3yerca

RX

GND

GND

TX

He Ucnonb3yercs

He ucnonb3yercs

Pacnaiika KOHCONbLHOrO Kabensa NpueeaeHa B NPUIONKEHNUU A.

PNV DA WN R

PyHKLMOHaNbHAA KHOMKA ANA NepesarpysKku ycTpoictea 1 cbpoca K 3aBoa-
CKMM HaCTpoOMnKam:

- NPW HaXKaTUK Ha KHOMKY AAnTeNbHOCTbio MeHee 10 ¢ nponcxoguT nepesa-
rpy3Ka yCcTpoOMCTBa;

- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ npoucxoant cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOWM KOHOUIypaLuuu.
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6 [1-24] MopTbl 10/100/1000/2500BASE-T (RJ-45).
7 [XG1 - XG4] Cnotbl gna yctaHoBkK TpaHcnesepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
8 LNK/SPD CseToBas MHAMKaUMA cOCTOAHUA nHTepdeiicoB XG1-XG4.

BHewHW BUA nepegHen naHenn yctpoicrea cepum MES3710P noKasaH Ha pucyHKe 36.

[—1|
HeLTex
MES3710P
1
3
5
PoE |
1002
2
7 50 Os
100:
i'%0) i O PwRrL ]
sPD Q) il O rwr2 4
O Alarm
KO §TH Q Temp |
sPp QO
Nk Q) iTH F
o )
e O Jils
Consale
Nk QO 6
sPDQ
1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 36 — MNepepHaa naHens MES3710P

Tabnnuya 17 — OnucaHue pasbemoBs, MHANKATOPOB M OPraHOB yrnpaBaeHna nepeaHeln naHenm MES3710P

Ne dnemeHT ne 7
PEAHEN OnucaHue
naHenm
1 [1-8] Moptbl 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
CnoTbl ANA YCTaHOBKM ONTUYECKUX TPAHCMBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBast MUHAMKALMNA COCTOAHUA ONTUYECKUX NHTEPDENCOB.
PWR1, PWR2 MHAMKaTopbl NMUTAHUA YCTPOMCTBA.
4 Alarm MHAauKaTop aBapuu.
Temp MHanKaTop Temnepatypsl.
PyHKLMOHaNbHAA KHOMKa A1a Nepesarpysku ycTpomnctea u cbpoca K 3a-
BOACKMM HACTPOMKaM:
5 r - MPM HAXKATUM HA KHOMKY ANMTeNbHOCTbI0 MeHee 10 c. npoucxoauT ne-
pe3arpysKa ycTpoicTBa;
- NPW HaKaTMM Ha KHOMKY AAUTenbHOCTbio 6onee 10 c. npoucxogut
cbpoC HacTpOEeK YCTPOMCTBA 4,0 3aBOACKON KOHUrypaumm.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

51




DELTEX

Console

KoHCObHbIM NOPT 415 IOKANIbHOTO YNPaBAeHWUA YCTPONCTBOM.
PacnnHoBKa pa3bema cneayroLian:

He Mcnosb3yeTca

He ncnosb3yerca

RX

GND

GND

TX

He ncnosb3yerca

He ncnosb3yerca

Pacnalika KoHco/ibHOro Kabensa npueeaeHa B MNpunoxerHne A. KoHcob-
Hblli Kabenb.

coNO UL b WN K

1.4.2 3adHAA u 8epxHAA naHenu ycmpolicme

BHewHWn BMA 3agHein naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHel ana 3710P)

npuBeAeH Ha

PUCYHKAxX HUKE.

BB [ e
2@@®®®@®@@@@9®®®@%®©®£};%0@090@6@@@:?QD@@Q@QOQOQCD@O@O@%%@@OEO umﬂ!'mm
PucyHok 37 — 3agHnAs naHens MES1428, MES2428, MES2428B, MES2408IP DC1, MES2408P, MES2424 u
MES24248B
Oooooooooooooooo%o@ooOOO@O@%@@O@@O@@O aerex  Mvis
eSesSieeeeeielc/e] ee/ e
Sl a e[ (A (=[] (===

PucyHok 39 — 3aaHAaa naHenb MES2424P, MES2428P, MES2420B-24D

ol i@ &)

X

PucyHok 40 — 3aaHAa naHenb MES2448 DC
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PucyHok 41 — 3aagHAaa naHenb MES2448B

100-240 ¥ AC 50-60 Hz
P

S (1 ®
T i igs
2
@ b
;!E Vil
@ = S 000000000
2
—a¢
®
@ |
| |

PucyHok 46 — 3agHaa naHenb MES2420D-24DP, MES3400-24, MES34001-24, MES3400-48, MES3400-48F
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PucyHok 48 — 3aaHAaa naHenb MES2410-08DP, MES2410-08DU

B Tabnmuax 18 u 19 npusBeaeH nepeyeHb Pa3bemoB, PACMONOKEHHbIX HA 3a4HEN NaHeAn KoMmy-
TaToOpPOB.

Tabnnua 18 — OnucaHue pasbemoB 3afHel naHenn KommyTtaTopoB MES1428, MES2428, MES2428B,
MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHel naHenm OnucaHue

e - o
1 Knemma 3aszemneHua = Knemma gna 3asemneHuns yCTpouCTBa.

Tabnnua 19 — OnucaHMe pa3bemoB 3agHel naHenm KkommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2420D-24DP, MES2411X, MES3400-24, MES3400I-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemeHT 3agHel naHenu OnucaHue

1 BeHTUNATOPbI 415 OXNAXKAEHMUA YCTPOMCTBA.
[ — v}

2 Knemma 3asemnenna = Knemma gna 3asemneHuna yCTpomncrsa.

Pasbem ANA NOAKNIOYEHUA K UCTOYHUKY INEKTPOMUTAHUA MNOCTOAHHOrO
TOKa.

3 36-72V DC

~110-250VAC, 60/50Hz max Paszbem 4nA NOAKNOYEHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeHHOoro

1A TOKa.
4.1 12VDC max 5A Pasbem ons NoAKNOUYEHMA aKKYMYIATOPHOM H6aTapee.
5 CAOTbI 4N19 YCTaHOBKM 610- Cnot ans ycTaHoBKW pe3epBHOro 610Ka nutaHma AC unm DC.
6 KOB NUTaHnA CNoT ANA YCTaHOBKM OCHOBHOTO 610Ka nutanua AC nam DC.
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HELTEX

BHelWwHMI BUA, BepxHel NnaHenn kKommyTtaTopa MES3710P npuBeaeH Ha pucyHKe 49.

s
PWR1

NC-COM-NO)
Dry contact

PucyHok 49 — BepxHAaa naHenb MES3710P

B Tabnmue 20 npuseaeH nepeyeHb PasbeMOB, PACMOJIOKEHHbIX HAa BEPXHEN MaHE/IM KOMMYTaTopa
MES3710P.

Tabnmua 20 — OnuncaHue pasbemMoB BEPXHEN NaHeim KommyTtaTopa MES3710P

Ne dnemeHT 3agHel naHenn OnucaHue
—_—r “
1 Knemma 3azemneHuns = Knemma gns 3a3emneHuns ycTponcTea.
Pasbembl gna NOAKNHOYEHUA K UCTOYHUKAM 3/1EKTPONUTAHUA NOCTO-
2 48 (45~ 57) VDC ANIA oA P
AHHOTO TOKa.
3 12VDC max 5A PeneliHbIN BbIXO4, aBapuitHon curHanmsaummn: 1 A 24 V DC.

1.4.3 bokosble naHenu ycmpolicmea

o OOO@O@OQ%@@O@O&DOOO(BOOOO@OO@OQO@O@@OOGO
o %%%O DED ) UJI(DJIJO 3@[%000 OOOOCDOO@O
QOO0 QOUOIOOIOIO0
o WEEEO 0000000 OT
SgEetsoolLtoadedagacO
PucyHok 50 — MNpaBasa 60okoBas naHens MES1428
Q00300 Q0
e
POZCO000e2000000G0 ()
%%m@®®%OOOOOOUB@%@@OO%@O%@UO @(‘ PO
00888000 UEas8aBIBOONH ©

PucyHok 51 — Jlesaa 6okoBas naHenbo MES1428
PucyHKM BOKOBbIX NaHeNein Aaa 0CTabHbIX YCTPOMCTB aHAaNOTUYHbI.

Ha 60KoBbIX NnaHensax yCTpOVICTBa pPacnonoXxeHbl BEHTUNALUMOHHbIE PELLETKN, KOTOPbIE CAyXaT ON1A
oTBoga Tenna. He SaKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU NpeamMmeTamM. JTO MoXKeT
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NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapyLLUeHus B ero paboTe. PekomeHaauum no
YCTaHOBKe yCTPOICTBaA Pacno/oXKeHbl B pasgene «YCTaHOBKa U NOAKIOUEHNEY.,

1.4.4 KoHcmpykmueHoe ucrosHeHue Kommymamopa MES3708P

B AaHHOM pasgene onncaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommyTtatopa MES3708P.

YCTPOMCTBO COCTOUT M3 OCHOBHOWM NAaThl, NAaTbl 6J10Ka NUTaHWMA U Mogynel 3awmTbl noptos Ethernet
10/100/1000BASE-T oT nepeHanps»KeHuit. MaaTtbl pacnofoXeHbl B MeTaNIMYecKkom Kopryce.

[nAa KpenneHua yCTPOMCTBA Ha Kopnyce NpeayCMOTPEH MeTa/IMYecKMin KpioK. KpenneHue
NoABECHOE, Ha LWTaHry TO/WMHONK He 6onee 8 mm. MoAKNloYeHWe NUTAHUA M CeTeBbiX MHTepdelicoB
NPOM3BOAMUTCA K pa3bemMam, PacnosioKeHHbIM BHYTPU Kopnyca. BbiBog, NpOBOAOB HAPYXKY BbINOHAETCA
yepes NpeAHasHaYeHHble 418 3TOro OTBEPCTUA B Kopnyce.

Ha puncyHKe 52 noKa3aHbl OCHOBHblE KOMMOHEHTbI U paszbembl MES3708P.

9 1

PucyHok 52 — OcHOBHble KOMMNOHEHTbI M pazbembl MES3708P
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HELTEX

B Tabnnue 20 npuBeaeHO onncaHMe OCHOBHbIX KOMMNOHEHTOB U pasbemos MES3708P.

Tabnnuya 21 — OnncaHMe OCHOBHbIX KOMMNOHEHTOB U pasbemos MES3708P

Ne OnucaHue

1 Pasbembl ANA YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).
2 OcHoBHasn nnaTta yCTPOMCTBa.

3 Mnata 6n10Ka NUTaHKA.

4 Pasbem Ana NOAKNIOYEHUA K UCTOYHUKY S1EKTPONUTAHUA NepeMeHHOro ToKa.

5 Pasbembl AN NoAKAoYeHMA moaynei 3awmTbl nopTtos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHni.
6 Mogaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHuiA.

7 Knemma ana 3asemneHus ycTpoicTea.

8 Pasbembl AnA NOAKAOYEHUA YCTPOMCTB IoKaabHOM ceTu Ethernet.

9 lepmoBBOA, 41a Kabens aNeKTponuTaHus.

10 | l'epmoBBOA A8 MeAHbIX U ONTUYECKUX Kabenel nokanbHoW ceTn Ethernet.

11 | Pasbem ana NOAKNAIOUYEHMNA K KOHCOIN YCTPOMCTBA Yepe3 uHTepdeinc RS-232.

1.4.5 Ceemoseas uHOuKayus

CocrosaHue nHtepodeiicos Ethernet nHauumpyetca asyma ceetoamMoaHbIMu MHAnKaTopamu, LINK/ACT
3e/1ieHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeToanoa408 NOKA3aHO Ha pMCcyHKax 53-55.

1 Ok
() sPD

PucyHoK 53 — BHewwHWI BUA, 0aMHapHoro pasbema SFP/SFP+

FH

LINK/ACT  SPEED

PucyHOK 54 — BHelwHWI1 BUA, caBOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED
|
T

PucyHok 55 — BHelwHui1 BMA pa3bema RJ-45

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 57
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Tabanua 22 — CeeToBas MHAMKaumAa coctoaHuaA Ethernet-nopros 10/100/1000/2500BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeaNHEHME HE YCTAHOBAEHO.

BbikntoueH

[opuT nocToAHHO

YcTaHOB/IEHO COeAMHEHNe Ha ckopocTn 10 Méut/c unm
100 M6wuT/c.

[opuT nocToAHHO

[opuT nocToAHHO

YcTaHoOB/IEHO coeAuHeHue Ha ckopoctu 1000 M6éut/c
nnu 2500 Méwurt/c.

X

MwuraHune

MpeT nepenayva gaHHbIX.

Tabnunuya 23 — CeeToBas MHAMKALMA COCTOAHMA UHTepdencos SFP

BbikntoueH

BbikntouyeH

MopT BbIKNOYEH NN COEANHEHME HE YCTAHOBAEHO.

BbikntoueH

[opuT noctoAaHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6uT/c.

[opuT nocToAHHO

[opuT noctoAHHO

YcTaHOBEHO coeanHeHne Ha ckopoctu 1 Feut/c.

X

Muranune

MpoeT nepegaya AaHHbIX.

Tabnunuya 24 — CeeToBasA MHAMKALMA COCTOAHUA MHTepdencos SFP+

BbikntoueH

BbikntoueH

[MopT BbIKOYEH AN COeAUHEHME HE YCTaHOBAEHO.

BbikntoueH

[opwnT nocToAHHO

YcTaHOB/EHO coeanHeHue Ha ckopocTu 1 Iéut/c.

[opuT nocToAHHO

[opwnT nocToAHHO

YcTaHOBNEHO coeanHeHmne Ha ckopocTu 10 Méut/c.

X

Muranune

MpeT nepegaya AaHHbIX.

CuctemHble mMHAMKaTopbl (Power, Alarm) cay:aT gnsa onpegeneHvs cocToAaHua paboTbl y3noB

KommyTaTtopos cepmum MES14xx, MES24xx, MES34xx.

Tabnunuya 25 — CeeToBas MHAMKALMA CUCTEMHbBIX MHOMKATOPOB

CocTtoaHue

BbikntoueH

MnTaHMe BbIKAOYEHO.

MUCTOYHUKOB
NMUTaHNA

3eneHbli, ropuT NOCTOSHHO

MTaHWe BKNOYEHO, HOpMasibHaA
paboTa ycTpolicTea.
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MES1428
MES2408
MES2408B
MES2408C
MES2408P
MES2408IP DC1
MES2408CP
MES2408PL
MES2428
MES2428B
MES2428P
MES2424
MES2424B
MES2424pP
MES2424FB
MES2411X
MES2410-08DU
MES2410-08DP
MES2420B-24D
MES2448B
MES2448 DC

KpacHbiin

ABapwus BTOPUYHOIO NCTOYHUKaA.

MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

KpacHbin

OTcyTCTBME NEPBUYHONO NUTAHMUA
OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
YCTPOICTBa OT pe3epBHOro NCTOYHUKA)
WM aBapuA BTOPUYHOTO MCTOYHMKA.

Mpu3Hak 3eneHbIii, FOPHUT NOCTOAHHO YCTPOWMCTBO ABAAETCA «KMACTEPOM» B
’
Mastert Be,u,yu.iero CTEKe.u
YCTPOMCTBa Npu BbIKIOUEH YCTPOWCTBO He ABNAETCA KMacTepomM»
paboTe B cTeKe B CTEKe.
3enenoiv, Bce BHyTpeHHMe cuctembl paboTatoT B
MES2448P roput
NHankaTop P LITAaTHOM peXUMme.
Status cOCTOAHMA MES2420D-24DP | nocTtoAaHHO
ycTpoiicTea MES2420-48P KpacHbii, Bo3morKHaAa HencnpaBHOCTb
ropur BEHTWU/IATOPOB.
NOCTOSAHHO InobanbHasn ownbKa PoE.
CoctosHue 3eneHbli, ropuT NOCTOAHHO Bce BEHTUNATOPbI MCMPABHbI.
Fan BEeHTMAATOPA KDacHbIN. FODUT NOCTOAHHO OTKas ogHoro unu 6onee
oxnaxaeHus P »ToP BEHTU/IATOPOB.
Alarm CoctaHune BkntoueH HopmanbHana paboTa ycTpoicTaa.
yCTpoWncTBa KpacHbli, ropuT NOCTOAHHO Meperpes nav aBapma BEHTUNATOPOB.
Pe3epBHbIN UCTOYHUK YCTAHOB/EH,
p 6 3eneHblii, ropuT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeT
exum pabortbl
pe3epB:oro HOPMasbHO.
RPS HCTOUHMKE OTCyTCTBME NEPBMUYHOIO NUTAHMA
KpacHbIi1, ropuT NOCTOAHHO €3epBHOr0 UCTOYHUKA UK ero
nUTaHUA
HEeWCNpPaBHOCTb.
BbikntoueH Pe3epBHbI MCTOYHUK HE NOAK/OYEH.
3eneHblii
MES2408P - ’ MoakntoueH notpebutens PoE xoTa 6bl
PoE MES2408PL P 8 OAWH NOPT.
MES2408CP NOCTOAHHO
KpacHbin
Cocrosanue Pok MES2428P F:pVIT ’ Asapwua PoE (nopT B cocToAHNM
MES2424pP neperpysku, rnobanbHas aBapusa PoE).
MES2410-08DP MOCTOAHHO
MES2410-08DU BbIkntoyeH MoTtpebutenu PoE He noaKntoYeHbl.

! KommyTatopbl MES1428, MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL, MES2408IP DC1,
MES2428, MES2428P, MES2428B, MES3708P, MES3710P He noaaep»MBalOT PEXMM CTEKMPOBAHMUA.
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3eneHbli, AKB nogKkntoyeHa, nuTaHUe B Hopme.
MES2408B
ropur
MES24288 NocToAHHO?
Batter CocrosHune AKB MES24248 KpacHbIi OcHoBHOe nuTaHue oTkao4veHo, AKb
’ MES2424F8 3e/1eHbli pa3spaxaeTca I
MES2448B Muraer ’ ’
MES2420B-24D
BblkntoueH?! AKB oTKkntoyeHa.
3enieHbli,
ropuT Bnok nuTaHWA NOAKNIOYEH M 3anNuUTaH,
P €CTb BbIXOAHOW TOK € 6/10Ka NUTaHUA.
c 6 MES2448P NOCTOAHHO
ocTofiHne 610Ka -
. MES2420D-24DP | KpacHbii, Bnok nuTaHuA ycTaHOBAEH, HO
nuTaHma Main
PS1 MES2420-48P roput OTCYTCTBYET BXOAHOE HanpsaxeHue/
NOCTOAHHO HeT BbIXOAHOIO TOKa C 6710Ka NUTaHwuA.
BbikntoueH Bnok nuTaHMA He NOAK/IOYEH.
3eneHbli,
ropuT Bnok nuTaHWA NOAKANIOYEH M 3anNuTaH,
P €CTb BbIXOAHOW TOK € 6/10Ka NUTaHUA.
CoctosHue 6noka | MES2448P NOCTOAHHO
nuTaHnA MES2420D-24DP | KpacHbii, Bnok NUTaHMA yCcTaHOBAEH, HO
PS2 Redudant MES2420-48P roput OTCYTCTBYET BXOAHOE HanpsaxeHue/
NOCTOAHHO HeT BbIXOAHOIO TOKa C 6710Ka NUTaHuA.
BbikntoueH bnok nuTaHWA He NoAKAtOYEH.
3eneHbli,
roput NopgaHo nutaHme Ha BBog PWR1.
PWR1 WMHANKaTOpbI NOCTOAHHO
COCTOAHMA BbikntoueH MutaHne Ha BBog PWR1 He nogaHo.
NNTaHNA 3eneHblil,
ycTpouctea roput MoaaHo nuTaHue Ha BBog PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHne Ha BBoa PWR2 He noaaHo.
KpacHbin,
ropuT Meperpes unu nepeoxnaxaeHune
CTpoOMicTBa.
WHavkaTop NOCTOAHHO yerp
Alarm aBapuu MES3710P
BbIKkto4YeH HopmanbHan paboTta ycTponcTsa.
KpacHbii,
MNeperpes unu nepeoxnaxkaeHue
UHankaTop roput N
Temp yCTpoKcTBa.
TemnepaTypbl NOCTOAHHO
BbikntoueH HopmanbHasa paboTa, neperpesa HeT.
3eneHbli
ropuT ! MopgKkntoyeH notpebutens PoE B
NHauKaTOopbI COOTBETCTBYIOLMI NOPT.
PoE A P MOCTOAHHO yioth P
coctoaHna PoE
MNotpebutens POE He nogKntoyeH B
BbikntoueH N
COOTBETCTBYIOLIUI NOPT.

! Mpu nogkntoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKALMKN 40 5 MUHYT.
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1.5 KomnaeKT nocraBku

B 6a308BbIi KOMMIEKT MOCTAaBKN BXOAAT:

Ethernet-kommyTtaTtop;

KomnneKT Kpeneska B CTOMKy (kpome MES3708P, MES3710P);

LWWHyp nuTaHua EsposBunka-Cl3, 1.8m (Tonbko ans MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2408P
AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES2424B,
MES2424FB, MES2448B, MES2411X);

LWHyp nutaHma MNBC 2x1.5, 2m (Tonbko gna moaenen MES2408IP DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2408P DC, MES2428P DC, MES2424 DC,
MES2448 DC, MES3710P);

CbemHble KnemmHble Konoaku (1 Pos. — 1 wr., 2 Pos. — 2 wr.) (Tonbko ans MES3710P)
MamsATKa 0 AOKyMeHTauuu;

CepTuduKat/aeknapaums cooTBeTCTBUA;

Macnoprt.

Mo 3aKa3y NnokynaTtena B KOMNAEKT MOCTAaBKM OMUMOHAIbHO MOTYT 6bITb BK/HOYEHDI:

PykoBoacTBo no akcnayaTtaunm Ha CD-gucke;

Mogaynb nuTaHua PM160-220/12 (ans MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F) nnn PM380-220/56 (ana MES2448P);

LWHyp nutaHus EBpoBuaka-C1l3, 1.8m (B cnyyae KomnnekTauum mogaynem nutaHua PM160-
220/12 nnm PM380-220/56);

Moaynb nutaHns PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

Moaynb nutaHua PM380-220/56 (ans MES2448P);

Moaynb nutaHua PM450-220/56 (ans MES2420D-24DP);

Moaynb nutaHua PM950-48/56 (ana MES2420-48P);

Moaynb nuTtaHua PM950-220/56 (ana MES2420-48P);

LWHyp nuTaHma MBC 2x1.5, 2m (B cAyyae KOMNeKTauum mogynem nutaiua PM100-48/12);
KoHconbHbIl Kabenb;

SFP/SFP+ TpaHcusepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHUA B CTOMKY M NOAKNOYEHUA K NK-
Taloulen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMNNEKT NOCTaBKM YCTPOMCTB BXOAAT KPOHLWTENWHbI 419 YCTAHOBKM B CTOMKY M BUHTbI 414 Kpene-
HWA KPOHLWITEMHOB K KOPMYCY YCTPOWCTB. Ha KPOHLUTEeMHaX pacno/ioXKeHbl WeCTb KPeneKHbIX 0TBepCTUIA ANs
pa3sHbIX BapMaHTOB KPEMNJIEHWUSA, YTO MO3BOIAET PEryMpPOBaTb PAcCTOAHME MeXAY nepesHen naHeblo U
ABepLuein cepepHoro wKkada (pucyHkM 56-57). [aa yCTaHOBKU KPOHLITEMHOB BbibepuTe OAMH U3 BapuaH-
TOB Kpen/ieHus:

PucyHoK 57 — BapuaHT KpenneHus KpoHwTeiHos N2
1. BbibepuTe HeobXx0aAMMbIE MONOMKEHUA KPOHLUTEAHA, NOKA3aHHble HA PUCYHKax Bbiwe. Cos-
MecTuTe BblibpaHHble YeTblipe OTBEPCTUA 415 BUHTOB HA KPOHLUTEMHE C TAKMMM XKe OTBEPCTU-
AMM Ha BOKoBOM NaHenun ycTporicTea. C NOMOLLBIO OTBEPTKM MPUKPENUTE KPOHLUITENH BUH-

TaMM K KOpMycy.
2. MosTopwuTe wWwar 1 gns BTOPOro KPOHLUTEMNHa.
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3. CoBMecTUTE OTBEPCTMA KPOHLLTEMHOB C OTBEPCTUAMM Ha NepeaHUX BEPTUKANbHbIX Hanpas-
NAKLNX CTONKK (pUcyHOK 58). Micnonb3yiiTe oTBEPCTUA B HanpaBAAOLWMX Ha OAHOM YPOBHEe
C 06eunx CTOPOH CTOMKM, A1A TOro YTObbl YCTPOMCTBO pacnosiarasoch ropmsoHTansHo. C no-
MOLLLbHO OTBEPTKM NPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaMM.

PucyHOK 58 — YcTaHOBKa YCTPOICTBA B CTOMKY

Ha pucyHke 59 npuseneH npumep pasmelteHna kommytatopos MES14xx, MES24xx n MES34xx B
CTOlKe.

' 1
o MES14xx/MES24xx N1 (o]
(] KabenbHblin opraHainsep o
o|  MES14xxMES24xx N2 o
(o] KabenbHblin opraHainsep o
o|  MES14x</MES24xx N3 o
(] KabenbHbIi opraHaiiaep (o]
(o] 7 MES14xx/MES24xx N4 (o)
o KabenbHhblin opraHaiaep o]
(o] B MES14xx/MES24xx N5 (o)
(o] KabenbHhblin opraHainaep (o]

PucyHok 59 — PaameuieHmne kommyTtaTopoB MES14xx, MES24xx n MES34xx B cToliKe
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’ ‘ He 3aKpbiBaliTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TaKKe BEHTUIATOPbI, PACNoOIOXKEeHHbIe Ha
e 3aAHel naHenun, NOCTOPOHHUMU MpeaMmeTamMu BO M3belkaHuMe neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLlueHuA ero paborTbl.

2.2 YcraHoBKa yctpoiictea MES3710P Ha DIN-peiiky

Ycrpoiicteo MES3710P ycraHaBiMBaeTcA BePTUKa/IbHO, TaK Kak 60KoBble naHenun obecne-
4YMBAIOT TEMJIOOTBOA,

.‘

Ons yctaHoBKM ycTpoiictBa Ha DIN-peliky:

1. HaknoHWUTb KOpMyc YCTPOMCTBA BEPXHEM YacTblo OT ceba U NPUNOKUTL KpenieHue Ha 3aa-
Helt naHenun K DIN-pelike Tak, YTOObI €€ BepXHAs KPOMKa OKa3anacb 3a NPOBOJIOYHOM Mpy-
KUHOM.

2. HapaBuTb Ha KOpnyc yCTPOICTBA CBEPXY.

3. He cHMMas gaBneHus, NpUXKaTb HUMKHIOK YacTb Koprnyca ycTpolictBa K DIN-peiike o 3a-
LLLENTKNBAHMS.

Ona nemoHTarka ycrpoicraa ¢ DIN-peiiku:

1. HapaBwuTb Ha KOpPMNyc yCTPOICTBA CBEPXY.
2. He cHMMas aaBneHus, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. MpunoaHsas Kopnyc, CHATb ycTponcteo ¢ DIN-peiiku.

2.3 TMopKntouyeHue nNUTaloLLein cetTm

1. Mpexpae, 4em K ycTpoictay ByaeT NoAKAOYEHa NUTAOLWAA CeTb, HEOBXOAMMO 3a3eMIUTb
KOpnyc yCTpoKncTBa. 3azemneHne HeobxoAMMO BbINOHATbL M30/JMPOBAHHbIM MHOTFOXWU/b-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3EMALOLLEr0 NPOBOAA A0/IKHbI CO-
oTBeTCcTBOBaTb TpeboBaHUAMM MY,

' MoakntouyeHne [0MKHO OCYLLLEeCTBAATHCA KBaIWId)MLI,VIPOBaHHbIM cneyunanncrtom.
-

2. Ecnv npepnonaraetcs NOAK/AIOYEHME KOMMbIOTEPA MAM MHOTO 060pPYyA0BaHUA K KOHCOJb-
HOMY MOPTY KOMMYyTaTopa, 3TO 060PYA0BAHME TAKKE AO/TKHO ObITb HAAEKHO 3a3eM/IEHO.

3. TMNogKntounTe K yCTPOMCTBY Kabenb NUTaHUA. B 3aBUCMMOCTM OT KOMMNJIEKTALMM YCTPOMCTBA,
NUTaHWE MOKET OCYLLECTBAATLCA OT CETM NepemMeHHOro ToKa, IMb60 OT CeTU MOCTOAHHOrO
TOKa. Mpu NOAKNOYEeHNM CeTU NePeMEHHOTO TOKa C/ieyeT UCMO/b30BaTb Kabesb, BXOAALLMIA
B KOMMAEKT YCTPOMICTBA. 1A NOAKAOUYEHNA K CETM NOCTOAHHOIO TOKA MCMONb3yiTe NPOBOA,
ceyeHnem He meHee 1 Mm>.

Bo u3bexkaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMblKaHWUA MNPU TMOAKAIOYEHUM K CeTU
NOCTOAHHOrO TOKa PEKOMEHAYETCA NPOU3BECTU 3a4UCTKY NPOBOAA Ha AJIMHY 9 MM.

.‘
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’ ‘ Llenb NUTaHUA NOCTOAHHbIM TOKOM A0J/13KHA COAEPIKATb YCTPOCTBO OTK/IIOUEHUA NMUTAHUA C
ral | du3nyeckum pasbeguHeHnem coegmMHeHUn (BblKalOUaTe b, pa3bem, KOHTAKTOp, aBTOMAaTH-
YeCKuii BbIKAKOYaTeNb U T. N.).
4. BKAlO4YMTE NUTaHMe ycTpoicTBa U ybeantech B OTCYTCTBUM aBapuii NO COCTOAHMIO MHAMKATO-
pOB Ha nepeaHel NaHenun.

/",-f‘ Ona noaknoueHna K MES3708P nuTtaioweit ceTm HeO6X04MMO CHATb KPbILWKY YCTPOMCTBA,
OTKpPYTUB OTBEPTKOM 18 BUHTOB, PAaCNONOMKEHHbIX N0 KpasaM.

2.4 YcraHoBKa u yaaneHue SFP-tpaHcuBepos

YcTaHOBKa ONTUYECKUX MOAY/1eli MOXKET NPOU3BOAUTBLCA KaK NMPU BbIK/IIOYEHHOM, TaK U Npu
BK/IDYEHHOM YCTpoiicTBe.

PekomeHpayeTtca pasgenbHoe nogKkatovyeHne SFP-tpaHcMeepa M onTUYECKOro naTty-Kopaa B
cnor.

1. BcraBbTe BepxHuit SFP-moaynb B C/IOT OTKPbITOM YacTbio pasbema BHU3, a HUXKHWI SFP-mo-
OYyNb OTKPbLITOM YaCcTblo pasbema BBEPX.

PucyHok 60 — YcTtaHoBKa SFP-TpaHcmBepos

2. HagaswuTe Ha Moaynb. Koraa OH BCTAHET Ha MECTO, Bbl YC/IbILIMTE XapaKTePHbIN LLEeNYOoK.

PucyHok 61 — YcTtaHoBneHHble SFP-TpaHcuBepb!
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AnA yaaneHua TpaHcusepa:

1. OTKpoiiTe 3aLLenKy moayns.

PucyHok 62 — OTKpbITMe 3awenku SFP-tpaHcueepos

2. W3Bnekute moaynb U3 caoTa.

PucyHok 63 — U3BneveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K HaYany CTPOKM.
Ctrl+E BepHyTbCA K KOHLLY CTPOKM.
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBOA.
Ctrl+B MpoaBUHYTLCA HA3a4 Ha OAMH CUMBOI.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X YAanntb Havyano CTPOKM 40 CMMBOAA.
Ctrl+K Ypanutb KOHew, CTPOKKM NOc/ie CMMBOAA.
Ctrl+w Ypanutb npegblayliee cnoso.
Ctrl+T MepemecTuTb NpeablAyLNin CUMBO.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K ceayloLLei CTPOKE B UCTOPUMN KOMAHA.
Ctrl+Z BosspaT K KopHeBomy pexummy CLI.

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsumm TepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

Bbl6paTb COOTBGTCTBVIOLLI,MVI I'IOCI'Ieﬂ,OBaTe}'IbeIﬁ nopT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOIA YETHOCTY;

—  OTK/JIKOYUTb annapaTHOe U NporpaMmmHoe ynpasaeHme NoTOKOM AaHHbIX;

—  334aTb peXxum smynauuum TepmuHana VT100 (MHorve TepmMHa/bHble MNPOrPamMMbl
MCNONb3YIOT AaHHbIW PEXMM IMYNALMM TEPMUHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegUHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHoOro
MHTepd>el7|ca KOMNbKOTEPQA, HA KOTOPOM YCTAaHOB/IEHO NPOrpammHoe obecneyeHue IMYyNAUNN TEPMUHANA.

BKAtOUNTb  yCTpOMCTBO. TpM  KakAOM  BKAHOYEHWMM KOMMyTaTopa

3anyCckaeTca npouecc

WHWUMANM3ALMM YCTPOWCTBA, NOC/NE KOTOpPOM HeobxoAMMO MNpoWTH npouesypy aBTopu3auuu gas

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Onsa Bxoda B 3arpy3o4yHoe MeHlo cneayeT NoAKAUUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysutb YCTPOMCTBO M BBECTM Maposib 4/1A 3arPy304YHOrO0 MEHK B TeyeHMe 3-Xx CeKyHa nocse
NofABJEHUNA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

Ak Ak hkhkhk kA hkhk A hkhhkkhkrhhkhkhhAhkhkrhkhkhkhkhkrhkhkhkhhkhkhkrhkkhkhkrxkhkxkk*x

Now External 8218B
KAk hkhkhkhkkhhhkhkhhkhhkhkhhhkhrkhkhhkhkhkdhhkhrhkhhkhkrkhkhkhhkrhkhkhkhkhkdhhkrkrkkhx

Now Internal PHY
khkhkhkhkhkkhhkhkhkhkhkhhkhkhhhrhkhhkhkhkdhhkhkhkrhkhkrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx

Now External 8218B

Ak hkhkhkhkkhhhkhrkhkhhkhkhhhkhrkhkhkhkhkhkdhhkhhkrhkhkhrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

l I'Iaponb OT 3arpy3o4yHoOro MmeH nNo ymona4aHuio gna scex YCTpOﬁCTB «eltex».
tadRCl

Bna 3arpy304HOro meHio:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnvua 26 — PyHKLMM UHTepdelica 3arpy304HOro MeHHo

PyHKYuA OnucaHue
Restore Factory Defaults BocCTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHWe Napona Ha 3arpy304HOE MEeHHO.

Password Pecovery Procedure BocctaHoBNeHMe yTpayeHHoro napoas. Mpu cnepyrowein 3a-
rpyske ocHosHoro O nosb3oBaTenb cpasy NONALET B PEXUM
Privileged EXEC 6e3 BBOAa napons.

Image menu BblbpaTb aKTUBHbIM 06pa3 cuctemHoro MO. Ecav HOBbIN 3arpy-
KeHHbI ¢ainn cuctemHoro MO He BblIbpaH AKTUBHLIM, TO
YCTPOWCTBO BbIMOJIHUT 3arpy3Ky C UCMO/b30BaHUEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOTO C0Ta C 06pasom
no;
[2] Set current image —BbI6Op aKTMBHOTO c/1I0Ta cucTemHoro Mo;
[3] Back.

Serial bandwidth Bbibop ckopocTu nocnenoBaTeNlbHOTO MHTepdeiica.

[ns BbIXxoAa M3 3arpy304HOro MeHI0 U NPOOJIKEHMA 3arpy3KM ocHOBHOro obpasa MO HeobxoaMMO
HaxKaTb <Esc>.

’ | Ecnu B TeueHne 1 MUHYTbI He BbiIGpaH HYU OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiicTea npo-
- BOJKUTCA.
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3.5 PexXumbl paboTbl KOMMYyTaTOpaA

KommyTtaTopsbl cepmnin MES24xx, MES3400-xx, MES2410-08, MES2420-24 paboTatoT B perKUme CTEKU-

poBaHuA.

V KommyTtatopbl MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL,
MES2408IP DC1, MES2428, MES2428P, MES2428B, MES3708P, MES3710P He noppepXu-

BaAlOT peXXum CTeKuposaHuA.

‘ KommyTtaTtopbl MES2424, MES2424B, MES2411X, MES2448B noapep1BatoT CTEeKUPOBaHUe

! C AHANI0rMYHDbIMMU YCTpoiicTBamu rev.B. Bce ocTanbHble YCTPOCTBa MOryT 6biTb 06beaMHEHbI

B CTEK TO/IbKO NpU YCN0BUN COBNALEHUA PEBU3UIA.
CTekMpoBaHWe N03BONAET 06BEAMHUTD 40 8 KOMMYTAaTOPOB OLHOM W TOM e MOAENN B OLHO NI0TU-
YyecKoe YCTPOMCTBO. ANA YyCTPOMCTB, BXOAALWMX B COCTAB CTEKA, NPEAYCMOTPEHDI C/ieaytoLme poau:
Master (UID yctpoiictBa oT 1 4o 8) — ocywecTBAsSET ynpaBieHUe BCEMMU YCTPONCTBaMU B
cteke. Ponb macTtepa NPUHMMAET TO/IbKO O4HO YCTPOMCTBO, BCE OCTa/IbHble YCTPOMCTBA NOAY-
YatoT posb Backup. B cnyyae oTktoueHus yctpoictea Master U3 ycTponcTs ¢ posbto Backup

BblbMpaeTca HOBbIN MacTep.

Backup (UID ycTpolictea oT 1 Ao 8) — yCTPOICTBO, NOAYMNHAOLLEECA YCTPONCTBY C PO/bIO
Master. YctpoiicTso ¢ ponbio Backup aybamnpyet KoHbuUrypaumo, MHGopMaLmio o No/ib30Ba-
TensAx, akTMBHbIN 06pa3 MO. B cnyyae BbIXoAa U3 CTPOA YNPaBAAIOLWEro ycTpoicTea 6epeT Ha
ceba GyHKUMM ynpaBaeHUA CTEKOM.

/7 NHTepdeiicbl B pexkMme CTEKMPOBaHMA PaboTaloT TO/IbKO HA MAaKCMMa/IbHOW CKOPOCTU UH-
Tepdeica.
’ | YcTpoiictBa ¢ oguHaKoBbiMU uaeHTUdUKaTopammu «Unit ID» He moryT paboTaTb B ogHOM
= CTeke.

B perknme CTEKMpPOBAHUA YCTPOMCTBA MCNOb3YIOT XG-NOPTbI A4/19 CUHXPOHMU3aLUMK. [pY 3TOM yKasaH-
Hble MOPTbl HE Yy4yacCTBYIOT B nepeAavye AaHHbIX. BO3MOXHbI ABE TOMOJIOrMU CUHXPOHU3IUPYIOLLUXCA
YCTPOWMCTB — KONbLLEBAA U INHEWHanA. 5 NOBbILWEHWUA OTKa30yCTOMUYNBOCTM CTEKA PEKOMEHAYETCA UCNOb-
30BaTb KO/IbL,EBYO TOMooruto. Mpu Ncnonb3oBaHUKU TMHEWHON TOMOJIOTMM B CXEME U3 IBYX HOHUTOB CTEKO-
Bble NOpPTbl 06begmHAOTCA B LAG, YTO NO3BOASIET MOBbLICUTb MPONYCKHYO CNOCOB6HOCTL KaHana. MNpu ucnonob-
30BaHMW KO/bLLEBOW TOMONAOIMM OAUH CTEKOBbIN NHK BaoKmpyeTca ana Broadcast, Multicast, Unknown
Unicast-TpadmKa 1 He 610KkupyeTca gns 0byyeHHoro Unicast-TpaduKa, 4To N03BOASET NOBLICUTL NPOMNYCK-

HYIO CNOCOBHOCTb CTEKOBbIX IMHKOB.

MaTtpuua cTeKMpoBaHMa KommyTatopos MES2424

MES2424 MES2424 rev.B MES24248B

MES2424B rev.B

MES2424FB

MES2424P

MES2424

+

+

MES2424 rev.B

+

+

MES24248B

+

+

MES2424B
rev.B

MES2424FB

MES2424P

MaTtpuua cTekmpoBaHma KommyTtatopos MES2410-XX n MES2420-XX

MES2410-08DP

MES2410-08DU

MES2420B-24D

MES2420-48P

MES2410-08DP

+

MES2410-08DU

+

MES2420B-24D

+

MES2420-48P
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MaTtpuua ctekmpoBaHma KommyTtatopos MES2448 n MES2411X

MES2448 DC

MES2448B

MES2448B rev.B

MES2448P MES2411X MES2411X rev.B

MES2448 DC +

MES2448B -

+

+

MES2448B
rev.B

+

+

MES2448P -

MES2411X -

MES2411X
rev.B

MaTtpuua ctekmposaHua kommyTtatopos MES3400-XX

MES3400-24

MES3400I1-24

MES3400-24F MES3400-48 MES3400-48F

MES3400-24 +

MES3400I-24 -

+

MES3400-24F -

+ - -

MES3400-48 -

MES3400-48F -

Hacmpolika cmeKkuposaHuUa KOMMymamopos

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnunua 27 — KomaHAabl gNA HAaCTPOMKK CTeKa

3HayeHue/3HayeHue o

no stack persistent-mac

KomaHda Aeiicmeue
YMOAYAHUIO
" . i HasHaunTb Homep ycTpoicTBa «unit-id» NOKanbHOM
stack configuration unit-id o . pycTp v
unit-id unit_id: 1-8 yCTpoicTBY (Ha KOTOPOM BbINOAHEHA KOMaHAa). CmeHa Homepa
YCTPOICTBA NPOM3OMAET NOC/ae Nepesarpyskn KoMmyTaTopa.
. . . HasHaunTb MHTEpdENChI ANA CUHXPOHU3aL MK PaboTbl
stack configuration {links pd A P um p
.. - KOMMyTaTopa B cTeke. MUHMManbHoe Konmyectso — 1,
tengigabitethernet 1-4}
MaKcumanbHoe — 2.
no stack configuration - Y[anuTb CTEKOBYIO KOHOUIYpaLmIo.
. BKAtounTb nocTosiHHbIM MAC-agpec. MAC-agpec cTeka byaer co-
stack persistent-mac
oTBeTcTBOBaTb MAC-agpecy U3Ha4yanbHOro macTepa.
-/BKOYEHO

OTKAtounTb noctosiHHbIM MAC-agpec. MAC-agpec cTeka byzer
cooTtBeTcTBOBaTH MAC-agpecy TeKyLero macrepa.

Mpumep KOMaHA, CTEKOBOM KOHGUIYpaLumMm os HaCTPOMKKM nepBoro Homepa Unit M ncnonb3oBaHus
nHtepoeincos Te 1/0/1-2 B KauecTBe CTEKOBbIX.

console#configure terminal
console (config) #stack configuration unit-id I
console (config) #stack configuration links tengigabitethernet 1-2

KomaHObI pexcuma privilege EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieayoWwnin BUa;

console#

Tabnunua 28 — ba3oBble KOMaHAbl, AOCTYNHbIE B perkume privilege EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show stack

0T06pasuTb MHbOPMaLMIO 06 YCTPOCTBAX, BXOAALLMX B CTEK.
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show stack configuration

OT06pasnTb MHPOPMaUMIO O CTEKUPYOLWMX WHTepdeiicax w
naeHTudukatope Unit ID, a TakKe 0 3HaYEHUAX ITUX NapamMeTpoB
nocne nepesarpysku.

show stack links [details]

PaclumpeHHoe oTobparkeHne MHGOPMaLLMM O CTEKMPYIOWMX UH-
Tepdelicax.

3.6 Hactpoiika pyHKUMIA KOMM

yTatopa

®YHKUMM NO HaYyabHOMY KOHPUIYPMPOBAHMIO YCTPOMCTBA MOXKHO pa3aenunTb Ha ABa TUna:

ba3oBaA HacTpoiiKa — BK/tOYaeT B cebs onpegeneHmne 6a3oBbix GYHKLNN KOHOUTYPaLUK U

HACTPOMKY ANHAMMYECKUX IP-agpecos.

Hactpoiika napameTpoB cucTembl
6e30MacHOCTM Ha OCHOBe MexaHu3mMa

Y

KomaHpga:

console# write startup-co

6e30MacHOCTM — BKJ/IIOYAET ynpaBAeHWe CUCTEMOM
AAA (Authentication, Authorization, Accounting).

Mpwu nepesarpysKe ycTPOICTBA BCe HECOXPaHEHHbIe AaHHble 6yayT yTepAHbl. AnA coxpaHe-
HUA N10ObIX BHECEHHbIX U3MEHEHUI B HAaCTPOMKY KOMMYyTaTOpa UCMNO/b3yeTca c/ieayoLLan

nfig

3.6.1 AsmomamuuecKasa Hacmpolika napamempoe KoMmmymamopda

(Zero Touch Provisioning)

B uenax asromatusauum ynpassieHUA KOMM

YyTaTOPOM Ha YyCTpoMcTBe nogaep)kaHa ¢yHKuma ZTP

(Zero Touch Provisioning). JaHHaa ¢yHKUMA NO3BOASET NONAYYUTb HACTPOMKY HEKOTOPbLIX onuuii ot DHCP-

cepBepa Ha aTane NnoAkaYeHnn ycTpoicTea. Mo ym

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

O/14aHUI0 ZTP BKNAOYEH aBTOMATUYECKM.

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxunma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabanuya 29 — KomaHabl pexkmma rnobanbHoM KoH(

burypaumm

Komanda 3HayeHue/3HayeHue no Neiicmeue
YyMOAYAHUIO
ztp enable BkntounTb paboty dpyHKumm ZTP.
V Mo ymonuaHutio ZTP nopgpeprKuBaet nepegayy on-
B umii 43, 66, 67. Nogonuun ana 43 onuum:
-/BKAOYEHO, 3anycKaeTca -1-image
BHaYasie CTapTa NPOLUMBKM - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOUNTb paboTy dyHKumm ZTP.

3.6.2 bas3osasa Hacmpolika Kommymamopd

[nsa Hayana KOHPUrypaLmm yCTpPoiCTBa HEOBXO4MMO NOAK/IOUUTL YCTPOMCTBO K KOMMNbIOTEPY Yepes
nocseaoBaTeNbHbIV NOPT. 3anNycTUTb HAa KOMMNbIOTEPE NPOrPaMmy IMYASALUN TEPMUHANA COTNIACHO MYHKTY

3.2 «HacTtpoliika TepMmuHana».
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Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopblin byaeT NCNOIb30BaTbCA
ON1A NOAKNIOUYEHUA K YCTPOUCTBY YAaNeHHO.

basoBasn HacTpoliKa BKAlOYaeT cneaytollee:

1. 3apaHve naponsa ana nonb3osatens «admin» (c ypoBHem npusuaernin — 15).
2. Co3pgaHue HOBbIX NOJIb30BaTE/NIEN.

3. HacTpoiika ctatuyeckoro IP-agpeca, Macku NoAceTy 1 WK3a N0 YMOAYaHWUIO.
4. HacTtpoiika napameTpoB npoTokosia SNMP.

3.6.2.1 3adaHue naponsa 08 nonv3oeamensa «admin» u co30aHue HoabixX nosab3zoeamesneii

[Ona obecneyeHunA 3alUMLLLEHHOrO BXOAa B CUCTEMY HEOBXOAMMO HA3HAUMTb NApPO/ib NPUBU-
e NermposaHHOMY nonb3osatento «admin».

Mma nonb3oBatena w naponab BBOAUTCA NpM BXOoAe B CUCTEMY BO BpemA CeaHCoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHmAa HOBOro Nosib3oBaTesia CUCTEMbI AN HaCTpOVIKM noboro
M3 NapameTpoB — MMEHWN NO/1b30BATENA, NAPOA, YPOBHA I'IpMBMHEFMﬁ, MCNONb3YOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {1-15}

V“ YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer 4oCTyn K YCTPOWCTBY, HO 3anpeLlaeT HaCTPOUKY.
YpoBeHb npuBuneruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKY ycTpoiicTBa.

Mprmep KoMaHA 414 3a4aHKna nosib3osaTento «admin» napons «Eltex_1» 1 cosaaHua nonb3osarens
«operator» c naponem «Pass_2» 1 yposHem npusunermii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/ MHdopmauma 0 NOKaNbHbIX YYETHbIX 3anNUCAX XpPaHUTCA B JHEProHe3aBUCUMO NamaTn u
MoeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
' ' Heobxoamumo 6paTb B KaBbIUKU MMEHA YUETHbIX 3aNUcel U NApPoan, cogepiKalyme cneucum-
N BOJIbI.

3.6.2.2 Hacmpoiika cmamu4eckozo IP-adpeca, macku nodcemu u wt03d 1o yMosa4YaHuo

[na BO3MOXHOCTM ynpaBieHUs KOMMYTaTOPOM W3 CETU HeobxoAMMO HasHauuTb yCTpoicTey IP-
afpec, MacKy noaceTu 1, B Cyvae ynpaBaeHUA U3 APYron CeTH, W3 N0 yMoAYaHui. IP-agpec MoXKHO
HasHaunTb nHTepdeiicy VLAN (no ymonyaHuio Ha uHtepderice VLAN 1 HasHaueH IP-agpec 192.168.1.239,
macka 255.255.255.0). IP-agpec wnto3a A0/KEeH NPUHAANeXaTb K TOW e NOoACeTWU, YTo U oauH us |P-
MHTepdencoB yCcTPoICTBa.

V' IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha Ntobom uHTepdeice cTaTUUECKU
munm no DHCP He co3paH apyroii IP-agpec. Mpu 3Ttom Ha interface vian 1 gonKeH 6bITb BKAIO-
yeH dhcp-knueHr.
V' Mpu yganeHum Bcex IP-agpecoB KommyTaTopa A0CTyN K Hemy 6ygeT ocywecTBnaTbea no IP-
appecy 192.168.1.239/24. MNMpwu 3tom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.
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[Mpumep KomaHO HacmpolKku IP-adpeca 019 uHmepaelica VLAN 1

MapameTpbl UHTEPOETiCa:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no-ymonyarHuro — 192.168.1.1

console# configure terminal

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if) # exit

console (confiqg) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[Ona Toro 4tobbl YoeanTbes, Yto agpec bbii HaszHavyeH uHTepdelicy, BBeauTe KoMaHay:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.6.2.3 Hacmpoiika napamempoe npomokoaa SNMP dna docmyna K ycmpoiicmey

KommyTaTopbl NO3BO/IAKOT HAaCTPOUTb paboTy npotokona SNMP ans yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOMCTBOM. YCTPOIMCTBO NoaaepKMBaeT NpoTokonbl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[Na BO3MOXHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA NOCPeAcTBOM npoTokona SNMP, HeobxoamMmo
co3/4aTb XOTs 6bl 04HY CTPOKY coObLLecTBa.

B KauyecTBe npummepa bygem mcnonb3oBaTb Bepcuio snmpv2c. Cospgaamm nosb3osatensa USER,
npuHagnexawero rpynne GROUP. JaHHbI nonb3oBaTeNb A0MKEH UMETb BO3MOMXKHOCTb MCMNO/b30BaTh
community NETMAN, Kotopoi npucsoum uHaekc 1. Fpynne GROUP 6yapet paspeweH p[ocTyn Ha
yTeHune/3anucb/nonydeHne snmp-trap nNo o6beKTam, NPUHaASAEKALWMM View iso. O6beKTbl, A1 KOTOPbIX
pa3spelueHa OTNpaBKa TPanoBs, AOJIKHbI MPpUHaAiexaTb Ter-nucty TAG, oTnpaBaAaTbCA Ha rPynny aapecos
ADDR, B KOTOpPYt0 BXOAMUT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensaemom gna nonob3osatena USER.

console (config) #snmp user USER

console (config) #snmp community index ! name NETMAN security USER

console (config) #snmp group GROUP user USER security-model vZc

console (config) #snmp access GROUP vZc read iso write iso notify iso
console (config) #snmp view iso 1 included

console (confiqg) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

3.6.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ona obecneyeHna 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUdUMKaLms,
aBTOpM3aLms, yyeT). Ans wmudpoBaHMA SAaHHbIX UCNONb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBAeHME 3aMnpoca CyLLEeCTBYHOLWEN YYETHOWM
3anucy B cucteme 6€30MacHoCTH.

— Authorization (aBTopusalms, NPoBEPKa YPOBHA A0CTyMNa) — conocras/ieHue yyéTHoM 3anncu
B cucteme (npoweguueit ayTeHTMOUKaLNI0) M onpeaenEHHbIX NOAHOMOUYNIA.
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— Accounting (y4éT) — cnexeHue 3a noTpebneHMem pecypcos No/b30BaTe/IeM.

[Ipy MCNOJNb30BAHUM HACTPOEK YCTPOMCTBAa IO YyMOJIUAHMIO MMS IIOJIb30BaTens — admin,
napoJir — admin.
/' Monb3osaTtenb no ymonyanuio (admin/admin) cywecteyer 40 Tex nop, NOKa He CO34aH Ni0-
60i ppyroii nonb3oBaTesb C ypoBHeM nNpusunernin 15.

V Bceraa fo1KeH cylw,ecTBOBaTb N0/1b30BaTe b C YpOBHEM nNpusuaeruin 15.

3.6.3.1 Hacmpoiika docmyna do cepeepos RADIUS u TACACS+

Ons ncnonb3osaHma Radius u TACACS+ cepBepoB HEOH6XOAMMO BbINONHUTL CAEAYIOLINE HACTPOMKU
Ha KOMMmyTaTOope:

— Hactpoutb IP-agpec cepsepa;

— HacTpouTb KAtoY A0CTyna, 3aaHHbli ANA HacTpansaemoro cepsepa (npu Haanuumm).

Mpumep KomaHO 0718 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config)# radius-server host 192.168.16.3 key KEY
console (config)# tacacs-server host 192.168.16.3 key KEY

3.6.3.2 Hacmpoiika AAA 015 pa3HbIX MPOMOKO08 ynpaeneHus
Hactpontb cnnucok AAA no ymonyanmio. Cnucok AAA No yMOHaHUIO MPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecnv ana ykasaHHOM IMHUK He YKa3aHO MHOTO. B npuBeaeHHOM Npumepe A8 AMHUK
console goctyn 6yaeT ocyLwecTBAATLCA TO/IbKO Yepes JIOKanbHYo 6a3y faHHbIX.

[Mpumep KoMaHO 0718 Hacmpoliku AAA:

console (config) # aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOW CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETC HECKOIbKO PEXKMMOB. B KaXK40M pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT s nNpocmoTpa Habopa KomaHg,
OOCTYMHbIX B KaXKA0M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoAb3ykTCA cneumanbHble KoMaHgbl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOAHbIli pexcum (EXEC), naHHbIV peXumM AOCTyrNeH cpasy Nnoc/e ycnewHom 3arpyskn KommyTa-
TOpa 1 BBOAA MMEHM No/ib30BaTeNs 1 Napons (a8 HeNpPUBMUAErMPOBaHHOIO Nosib3osaTens). NpurnaweHune
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpusuneaupoeaHHbIli KOMAHOHBIL pexcum (privileged EXEC), naHHbI pexKMM AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTenNn U napons. MpurnaleHne cuctemol B
3TOM peXkume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwbHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anaq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexnma rnobanbHOM KOHGUTypaumm AOCTYNHbI U3 io-
60ro nogpexunuma KoHPUrypaumun. Bxog B perknm ocyLLecTBNfeTCA KOMaHAON configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN pexxMm npeaHas3HauYeH A1a KOH-
durypaumm, ceasaHHoOM ¢ paboTon TepmMUHaANa. Bxoa B perrMm OCYLLECTBAAETCA U3 PeXMMa r1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOb1 pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 30 — basoBble KOMaHAbI, AOCTYNHble B pexume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETMPOBAHHDBIN PEXUM (€CN 3HaYEeHne
He yKa3aHo — TO YpoBeHb npusuneruit 15).
logout - 3aBeplueHuWe TeKyLLel CeccMmn 1 CMeHa Nob30BaTeNs.
exit - 33KpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBo4YHoOW MHPOpmaummn o paboTe UHTepdelica Ko-
i MaHAHOW CTPOKM
show privilege - Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NO/b30BaATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET caeayoLnii Bua:
console#

Tabaunuya 31 — ba3oBble KOMaHAbI, A4OCTYNHbIe B perkmume Privileged EXEC

3Ha4yeHue/3HayeHue "
KomaHOoa / Aelicmeue
no ymoa4YaHuro
disable [priv] priv: (1, 7, 15)/1 BepHyTbCA B HOPMasbHbIV PEXUM U3 NPUBUNETMPOBAHHOIO.
configure terminal - MNepeiTn B perKUm KOHOUTypaLmm.

KomaHObI, docmynHbie 80 8CexX PeXUMax KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT OAMH W3 CAeAyoWnX BUAOB:
console#
console (config) #

console (config-line) #

Tabanua 32 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXKMMAX KOHOUTYpauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoaA4YaHuto

exit i BbIliTM 13 ntoboro pexkmma KoHdUrypaLum Ha ypoBeHb Bbllle B
nepapxum komang, CLI.

end i BbIiTK 13 Nt06OTO peknma KoOHPUrypaumm B KOMaHAHbIN pexum
(Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KomaHgHoro ypoBHA (EXEC) us noboro pe-
KUMa KOHPUrypaumm.

help - BbiBecTv cnpaBKy MO UCMONb3yeMbIM KOMaHAaAM.

4.2 dunbTpauma coobweHM KOMaHAHOM CTPOKMU

dunbTpauma coobLLeHNt No3BoNAET yMEHbWNTL 06beM 0TobparkaemblxX 4aHHbIX B OTBET Ha 3aMnpoch!
no/sib3oBaTena U obaerymTb NOUCK HeobxoamMmol nHpopmauun. aa dunbTpauumn Tpebyerca Aob6aBuTb B
KOHeLl, KOMaHZHOMN CTPOKM CUMBOJ «|» 1 MCNONb30BaTb OAHY M3 ONUMI GUABLTPALMM, NEPEUNCIEHHDBIX B
Tabanue 33. dunbtpauma paboTaeT ToNbKO AN show-KomaHa.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET Cneaytowmii BUA,:

console#

Tabnunua 33 — basoBble KOMaHAbI, A4OCTYNHble B perkume Privileged EXEC

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
1o ymon4yaruro
grep - BbIBECTU BCE CTPOKM, coAeprraLume WwabnoH.
grep-v - BbiBeCcTU BCce CTPOKU, He coaepXKalime WabnoH.

BblBECTM BCe CTPOKM, COAEpPHKaLLMe PeryaspHble BblpaXKeHus:

. — COOTBETCTBYET JI060MY OTAE/NbHOMY CUMBOJY;

* — npeaplayLmnin cumeon cootsetctayet O unu 6onee pas;

A — cooTBeTcTBYeT Npobeny B Hauyane CTPOKM;

grep -c "regexp" - \b — cooTBeTtcTByeT Npobeny B KOHLE Cl0Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPHKATCA CMMBOJIbI U3
KBafApaTHbIX CKOBOK;

\ — UrHopupyeT CMMBOA, CNeayIoLMiA 33 PeryaapHbIM Bbipaxe-
Huem.
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4.3 HacTpoiika MaKpoOKOMaHA,

[aHHan GyHKLMA NO3BOSIAET CO34aBaTbh YHUDMLMPOBaAHHbIE HABOPbI KOMaHL — MaKpPOCbl, KOTOpble
MOKHO BNOC/NeACTBUMN MPUMEHATD B NpoLiecce KOHGUrypaumm. MakcumasnbHOe KOMYecTBO MaKpoCoB —
15.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnuya 34 — KomaHabl pexkmma rnobanbHo KoHPUrypaumum

3HayeHue/3HavyeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
macro name word Co34aTb HOBbIN HAbop KOMaHA, eCN HABOP C TAKUM UMEHEM
cyliecTByeT — nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbI CMMBOA
word: (1..32) “»
@”. MakcumanbHaa aaMHa makpoca — 510 cumBonos. B tene
cMmeonos MaKpOoCa MOXKHO WMCMO/b30BaTb 0 TPEX NEPEMEHHbIX B KOH-
burypauum.
no macro name word Y8anuTb yKasaHHbIA Makpoc.
macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMIN U3 06BABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHoM, HanmcaHHbIX CIMTHO;
- value — nepemeHHan KoHbUrypauuu.
macro trace word 0OT06pa3unTb NpoLLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cocToAWMIA U3 0OBABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBO/10B cumsona "%", n nepemeHHoM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 35 — KomaHabl pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAMIA U3 06BABNEHUA, HANPUMEP
value2] [pattern3 value3] CMMBO/1I0B cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
macro trace word 0OT06pa3sunTbL NpoLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToALWMI N3 06BABNEHUS, HANPUMEP
value2] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
show macro OTo6pasnTb nNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

) yCTpoWcTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepdeiica:

console (config-if) #
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Tabnunuya 36 — KomaHAabl perknuma KoHourypaumm nHtepdelica

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

macro apply word

MPUMEHMUTb YKa3aHHbIN MaKpoc.

[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALMMN U3 0OBABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBO/I0OB cumBsonia "%", n nepemeHHoM, HanucaHHbIX CIMTHO;

- value — nepemeHHas KoHbUrypauuu.
macro trace word OT06pasnTb NpoLLece BbINOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cOCTOALWMI U3 06BABNAEHMSA, HANpUMepP
value2] [pattern3 value3] CMMBO/I0B cumBsonia "%", n nepemeHHoM, HanucaHHbIX CIMTHO;

- value — nepemeHHas KoHbUrypauuu.

lpumep UCNoaAb308AHUS MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t
interface gil/0/%1
switchport mode access
switchport access vlan %2
description %3
@
console#macro apply 1234 %1 6 %2 10 %3 "gil/0/6"
4.4 KomaHAbl ynpaBaeHUA CUCTEMOM
KomaHOos! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console>
Tabnunua 37 — KomaHabl ynpaBaeHus cuctemoi B pexkmme EXEC
3HayeHue/3Ha4yeHue no »
KomaHoa / Aeiicmeue

ymon4yaHuro

ping {A.B.C.D | host | ipv6
AAAA::BBBB} [size size]
[count count] [timeout
timeout]

host: (1..158) cumBonos;

size: (36..2080)/64 6aiiT;
count: (0..10)/3;
timeout: (1..100)

KomaHga cnykut ansa nepegadmn 3anpocos (ICMP Echo-Request)
npoTtokona ICMP yka3zaHHOMY y31y CeTu, a TaKXKe ANA KOHTpoAnA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-agpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na ceTy;

- host — poMeHHOe MMA y3na ceTu;

- Size — pasmep NakeTa AN OTNPABKKM, KOANYECTBO HANT B NakeTe;
- count — KONMYeCTBO NaKeTOB ANA Nepesayu;

- timeout — Bpema 0XuaaHuA OTBETa Ha 3anpoc.

traceroute {A.B.C.D | host |
ipvé AAAA::BBBB} [size size]
[ttl tt/] [count count]
[timeout timeout]

host: (1..63) cumBon0B;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c

OnpeaeneHve maplpyTa TpaduKa 40 y3/1a Ha3HAYeHUA.
- A.B.C.D — IPv4-agpec y3na cetu;
- AAAA::BBBB — IPv6-agpec y3na ceTu;
- host — poOMeHHOe UMS y31a ceTu;
- Size — pasmep NakeTa ANs OTNPABKMU, KOANYECTBO HaNT B NakeTe;
- tt/ — MaKcMManbHOE KOIMYECTBO Y4acTKOB B MapLIpyTe;
- count — KONWYECTBO MOMbITOK Mepefayn MakeTa Ha KarKAom
y4yacTKe;
- timeout — BpemMa 0XuzaHuA 0TBeTa Ha 3anpoc.
V‘ OnucaHue oWwKn60K Npu BbINOJIHEHMU KOMAHA U pe3y/ib-

show users

TaToB NpMBeAeHo B Tabaunue 39.
OT106pasnTb MHGOPMaLMIO O NONb30BaATENAX, UCNOJb3YIOWMX pe-
CypCbl yCTpOWCTBA.

show system information

BbiBOA, cCTEMHOM MHOPMaLMK.

show system id

OTO6pPasnTb CEPUIHBIN HOMEP YCTPOMCTBA, PeBM3MIO NAaTbl U 6a-
308BbIt MAC-agpec.
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show nvram

OTo6pasnTb HGopmaumto 0b ycTpoicTee B SHEPrOHE3ABUCUMOWN
namaTu.

show tech-support

BblBOA KOMAHZAbI NpeacTaBaaeT coboi KombMHaLMIO BbIBOAOB
nepeyncaeHHbIX HUXKEe KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show stack

- show stack configuration

- show stack links

- show stack links details

- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnnua 38 — KomaHabl ynpasaeHua cuctemom B pexknme Privileged EXEC

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

reload [unit-id unit_id]

KomaHgaa cny»KuT ona nepesanycka ycTponcTsa.

month: (1..12)

unit_id: (1..8)/- - unit_id — Homep ycTpoiicTBa B CTEKe.
reload at hh:mm:ss [day month] hh: (0..23);
mm:(0..59);
ss: (0..59); YCTaHOBKa BPeMeHM nepesarpysku yCTponcTea.
day: (1...31);

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpemMeHH, Yepes KoTopoe Npor3oieT nepesarpyska
yCTpoWcTBa.

reload cancel

OTMeHa OT/NIOXKEHHOM NepesarpysKku.

show reload

MpocmoTp BpemeHU, Ha KOTOPOe Ha3HadYeHa nepesarpyska.

show env {CPU}

MoHuTOopUHF yTansauum CPU.
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show env {tasks} -

MoHuTOopUHr yTnansaumnm CPU no npoueccam.

show env {RAM} -

MoHuTopuHr ytnamnsaumm RAM.

show env {temperature} -

MOHUTOPUHT TepMOATUMKA.

show env {flash} -

MoHuTopuHr flash-namartu.

show env {power} -

MoHuTopuHr NnuTaHma n AKB.

show env {all} -

MOHUTOPMHT BCEX NAPAMETPOB OKPYKEHUA.

show env {dry-contacts}

MOHUTOPMHT TEKYLLLETO COCTOAHUA CYXMUX KOHTAKTOB.

show env {fan} R

MOHUTOPUHT COCTOAHMA BEHTUIATOPOB.

show env {fan thresholds}

OT06pasnTb TabamLy ¢ AONYCTUMbIMKU CKOPOCTAMM BpaLLEeHUA
BEHTUNATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |

AAAA::BBBB%interface} [-| name] host: (1..63) cumBosios

OTtkpbiTve TELNET-ceccun ans ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetu

- interface - uHTepodeiic;

- name — Umsa Nosib3oBaTeNs.

show telnet-client -

OTobpa3sunTb cTaTyc KAneHTa Telnet n KoIMYeCcTBO aKTUBHbIX cec-
CUN.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

OTkpbITMe SSH-ceccumn gns ysna cetu.

- A.B.C.D — IPv4-agpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetu

- interface — uHTepdelic;

- name — MA NoJIb30BaTeNs;

- 1—-wucnonb3oBaTb TONbKO SSH Bepcum 1;

- 2 —1cnonb30oBaThb TobKO SSH Bepcuun 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —noapobHO oTobpakaTb NPOLECC NOAKNOYEHUS;

- command — KomaHZa, BbinosHAeman Ha SSH-cepsepe.

show ssh-client -

0OT06pa3nTb cTaTyc KAneHTa SSH 1 KoNMYecTBO aKTUBHbIX Cec-
cui.

create ssl crypto key rsa [1024 |

CreHepupoBaTb NPUBATHbIN Koy ana SSL-cepBepa Ha KOMmy-

2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepvpoBaTb 3anNpocC Ha cepTUdMKaT OT KOMMyTaTopa.

create ssl server-cert -

BKAOUMTb pexknum BBoga ceptudmkaTa.

Mpw BbINONHEHUU KOMaHAbI traceroute MOTYT MPOU30NTM OINMBKM, ONncaHue oWMBoK NpuBeAeHO

B Tabnnue 39.

Tabanuya 39 — OWmMBKKM NPU BbINOAHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TamayT Nnpu NonbITKE Nepesayun nakeTta.
? HewnssecTHbI TMN NaKeTa.
A AZMWHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOANT NpU BAOKMPOBAHUM UCXOAALLENO
TpadmKa no npasunam B Tabaunue gocryna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceTn HegoOCTyMeH.
N CeTb HegoOCTyMHa.
P MpoTokon HepoCTyneH.
Q MCTOYHMK NnogasneH.
R NcTekno Bpems NoBTopHOM cbopKm dparmeHTa.
S OwmnbKa McxoaALLero mapLpyTa.
U MopT HepoCTyNeEH.

KomaHObI pexcuma 2106anabHol KoHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobasnbHon KoHOUrypaLmumn MMeeT ceayoLLnin Bua;:
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console (confiqg) #

Tabanuya 40 — KomaHAabl ynpaBaeHNA CUCTEMOW B pexxume rnobanbHo KoHPUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
hosthame name name: (1..128) KomaHga cnyxut gns 3agaHmaA ceTeBoro MMEeHM yCTPOMCTBa.
no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHWUE MO YMOHAHUIO.
system location name name:(1..255) .
3agaTb MHGOPMALMIO O MECTOMOIOKEHUN YCTPOWCTBA.
CMMBOOB
system contact name name:(1..255) 3afaTb KOHTaKTHYO MHGOPMaLIMIO YCTPOICTBA
CMMBO/I0B A v pmaumio yctp '
system description name name:(1..255) o
3aaaTb onucaHue ycTpomncTaa
CMMBO/IOB
cpu rate limit queue queue YCTaHOBUTb OrPaHUYEHNE CKOPOCTH BXOAALLMX KaapoB (frame) gna
maxrate pps onpepeneHHon oyepeam
- pps — NAKeTOB B CEKYHAY.
V Peanusyert ¢pyHKumio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpegeneHue ouepegeii ana npuHumaemoro Tpadpuka
Ha CPU npusepeHo B NMpunoxxkeHue B. Ouepeau ansa npu-
HUmaemoro Ha CPU TpadukKa.

BOCCTaHOBUTL 3HAYeHWe pps Mo YMOAYAHUIO ANA OnpeaeneHHoM
oyepeam.

reset-button {enable | disable
| reset-only}

- enable — npun HaxkaTnm KHONKK F ganTtenbHocTbio meHee 10 ce-
KYHA, NPOUCXOAMNT Nepe3arpy3ka yCTPOMCTBA; NPU HaxaTum Ha
KHOMKy 6onee 10 cekyHA, NpomcxoauT cbpoc ycTpoKcTea 40 3a-

-/enable o
BOA,CKOWM KOHUrypaLmm;
- disable — kHoNKa F oTKAtOYeHa (He pearMpyeT Ha HaxKaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable BKkatounTb paboty TELNET-kAneHTa.
- - -/BK/IIO4EHO
set telnet-client disable BbikntounTb paboty TELNET-KnuneHTa.
set ip http enable .
Bkatountb HTTP-cepsep Ha ycTpouncTse.
-/BKAtOYEHO
set ip http disable BbikntounTb HTTP-cepBep Ha ycTpolicTse.
HasHauuTb nopT, npocaywmsaembli HTTP-cepsepom.
ip http port port 80 Tpebyetca nepesanyck HTTP-cepBepa Ana npumeHeHuUA
e Hactpoiiku.
set ssh-client enable BKntounTb paboTty SSH-kAneHTa.
-/BKAtOYEHO

set ssh-client disable

BbikntounTb paboTy SSH-KnneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/OYEHO

BKAtounTb O0TNpaBKy coobuieHnit dying gasp.
V TonbKo gna yctpoiictea MES2448B.

V MNpu BKAOYEHUMN OTNpaBKK coobuieHnii dying-gasp BbiK-
novaeTca MoHUTOpUuHr AKB.
!

®yHKUUA He noggepikaHa B CTeKe B TeKyluei Bepcuu
no.

BbIKNOUMTL OTNPaBKy coobuieHnit dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNOYEHO

BkAtounTb MOHUTOPUHT AKB.
Tonbko ana ycrpoicte MES2424FB, MES2420B-24D,
MES2420D-24DP, MES2448B.

Mpu BKkAOYeHUU moHutopuHra AKB Bbikntovaertca otn-
V paBKa coobweHuit dying-gasp.

BbIKNt0UNTb MOHUTOPUHT AKB.

env maximum CPU threshold
percentage

percentage:1-100/100

HacTpouTb norMpoBaHue o NpeBbIEHNN 334aHHOrO B NPOLEHTax
nopora ytunmsauyum CPU.

env maximum RAM threshold
percentage

percentage:1-100/100

HactpouTb nornposaHve o NpeBblleHMN 334aHHOTO B NPOLEHTaX
nopora ytunusauum RAM.
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env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTb NIorMpoBaHve O NPeBbIWEHUN 334aHHOTO B MPOLLEHTaxX
nopora ytunusauuu flash.

banner exec [string]

no banner exec

-/BbIKOYEHO

HacTpouTb npuBeTcTBME ANA HEaBTOPM30BaHHbLIX NOJib30BaTE/NEN
nNpu NOAK/IOYEHUN K KOMMYTATOPY.

string — TEKCT NPUBETCTBUA AJ/IMHON A0 256 cMBOIOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string NpuUBETCTBME MOXKET
nmeTb aamnHy o 1023 cumeonos. BBog npuBeTcTBUA NpepbiBaeTca
C NOMOLLBIO cMmBOAa "@".

YAanutb NpuBeTCTBUE ANA HEABTOPU3OBAHHBIX NO/Ib30BaTENEN.

banner login [string]

no banner login

-/BbIKIOYEHO

HacTpouTb npuBeTcTBME A4 NOb30BATENEN NOC/IE aBTOPU3AL M.

string — TEKCT NPUBETCTBUA AJ/IMHON A0 256 cMMBOIOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string NpuUBETCTBUE MOXKET
nmeTb aanHy o 1023 cumeonos. BBog npuBeTcTBUA NpepbiBaeTca
C NOMOLLBIO cMmBOa "@".

YaanuTb npuseTcTBme 414 aBTOPU30BAHHbIX nosib3osaTeneu.

logging events reload

no logging events reload

-/BKNOYEHO

BK/AOYMTL OTNPaBKY snmp Tpanos U syslog cooblueHuii npu nepe-
3arpysKe ycTpomncTea no KomaHge «reload» nav yepes SNMP.

BbIK/IIOYMTL OTMPABKY SNMp TPanos U syslog coobLeHnit npu nepe-
3arpysKe ycTpomncTea no KomaHge «reload» nav yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IIOYEHO

BkntounTtb HTTPS-cepBep Ha ycTpoicTse.

OTktounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabnnua 41 — KomaHab! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

clear cpu rate limit counters

QuNCTUTbL cYeTUUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKkos rate limit Ha CPU.

set cli pagination on

BKAOUYNTBL NOCTPAHWUYHBIN BbIBOA, KOHOUTYpaLnu.

set cli prompt off

-/on =
set cli pagination off OTKAOUUTB NOCTPAHWUYHbIN BbIBOL KOHOUIYpaLnu.
. BKAOUMTL MOATBEPKAEHME Nepes, BbINOJHEHMEM HEKOTOPbIX KO-
set cli prompt on
MaHA,
-/on

OTKNIOYUTL NOATBEPNKAEHME Nepes, BbINMOJHEHUEM HEKOTOPbIX KO-
MaHA,

4.5 KomaHapl anA HAaCTPOMUKMU NapamMeTpoB ANA 3a4aHUA Naponen

JaHHbIN pasgen npegHasHayeH 41A HaCTPOMKKM 3a4aHNA Naposelt Ana Nonb3oBaTenei.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKMUME rN106anbHOM KOHPUTYpaLMM MMEET cieayowmnii Bua;

console (config) #

Tabanua 42 — KomaHAbl ynpaBieHUs CMCTEMON B pexnme rnobanbHoin KoHoUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIKNOYEHO

BKAOUMTL MEXaHM3M NPOBEPKM Naponei.

- lowercase — naponb f0MXKeEH COAEPHKATb CUMBO/IbI HUMKHETO peru-
CTpa;

- numbers — Naponb JOMKEH COAepKaTb XoTA 6bl 04HY LUdpY;

- symbols — naponb f0NXKeH coxeprKaTb XoTA 6bl OANH CUMBOS;

- uppercase — Naposib AO/IKEH COAEPKaTb CUMBO/IbI BEPXHEro pe-
rmcTpa.

OTKNOUUTb MEXaHWU3M NPOBEPKU Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apgatb MWHUMANbHYO A/INHY NaponA.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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login block-for timer attempts YCcTaHOBUTb:
value - timer — Bpemsa 610KMPOBKM NOKANIbHOM YYETHOM 3anncu Nosb3o-
BaTens;

timer: (30-1800)/30 cek

- value — KONMYECTBO MAyWMX NOAPAL MOMLITOK BBOAA Napoa C
value: (1-10)/3

OLWMBKON A0 6JOKMPOBKMN NOKANIbHOW YYETHOW 3anmucu Nnosb3oBa-
Tens.

no login block-for YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cneaytowmi sua;:
console#

Tabnunuya 43 — KomaHabl ans pabotbl ¢ dpalinamm B pexkume Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymon4yaHuro

show password validate rules - MpocMoTp TeKyLLein HAaCTPOMKM MexaHM3Ma NPOBEPKM Naposien.

4.6 Pab6ota c painamm

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH, BbICTYNaloT ajapeca
URL — onpegenutenM MecTOHaxoXaeHua pecypca. OnucaHuWe KAKOYEBbLIX CNOB, WCMNO/b3yeMbIX B
onepaumsx, npuseaeHo B Tabnuue 44.

Tabnuua 44 — CNUCoK KNoYEBbIX C/I0B U UX ONUCaHWNe

Knrouesoe cnoso OnucaHue

McxoaHbI agpec uav agpec MecTa HasHadyeHus Oaa SHepProHe3aBUCMMON NamaTU. IHeproHesaBu-
flash:// CMMasn NamATb UCMO/b3YeTCA No ymondaHuto, ecam agpec URL onpeaeneH 6e3 npedukca (npedpuk-
camu ssnatotea: flash:, tftp:, scp:...).

running-config dainn TekyLeln KoHoUrypaumm.
startup-config dalin nepBoHaYanbHOM KOHUIrypauuu.
active-image dalin ¢ akTMBHbIM 06pasom.
inactive-image Paiin ¢ HeakTMBHbIM 0bBpa3om.

McxopHbIl agpec nnm agpec mecta HasHadeHus ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-aapec nnu ceteBoe MMsA YCTPOCTBA;

- directory — kaTanor;

- filename — umsa daiina.

McxopHbIl agpec nnun agpec mecta HasHadeHus ana USB-HakonuTens.
CunTakcuc: usb://[directory]/ filename.

usb: .
1 - directory — kaTanor;
- filename — ums ¢aiina.
logging dain c uctoprelt KOMaHa,

4.6.2 KomaHOvbl 0na pabomesli ¢ palinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#
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Tabnunua 45 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuo

Aelicmeue

copy source_url [:port]
destination_url [:port]

copy startup-config
destination_url [:port]

copy running-config
destination_url [:port]

copy source_url [:port]
running-config

copy source_url [:port]
startup-config

copy source_url [:port] image

copy source_url [:port] boot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBO/IOB;
port: (1..65535)

KonuposaHue daitna n3 mectononoxKeHna UCTOYHUKa B MecTono-
NOXKeHWe HazHayYeHuA.

- source_url — mectononoxeHue Konvpyemoro ¢anna;

- destination_url —apgpec mecTta HasHauyeHusA, Kyaa daiin byaeT cko-
NMpoBaH;

- port —TCP-noprT.

CoxpaHeHWe nepBoHa4YaIbHON KOHPUrypaLmm Ha cepBepe.

CoxpaHeHWe TeKywen KOHOUrypaumm ycTpPoWMcTBA Ha cepsep.

KonupoBaHue KoHWrypaumm c cepsepa B TEKyLLyO KOHdUrypa-
LMI0 YCTPOMCTBA.

KonupoBaHue KoHGUrypauum ¢ cepBepa B NEPBOHAYA/bHYIO KOH-
durypaumio yctponcraa.

KonupoBsaHue daiina NO 13 MeCTONONOKEHNA UCTOYHUKA.

KonupoBsaHue daiina HauyabHOro 3arpy3yunKa U3 MeCTonoI0KEHUs
UCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

OT06pa3nTb CNMCOK palinos B yKasaHHOM KaTanore.

more [flash:path | file_name]

OTob6pa3unTb cogepknmoe daina.

pwd

OT106pa3unTb NyTb A0 TEKyLLEWH AUPEKTOPUU.

cd [flash:path | dir_name]

MN3MeHNTb AMPEKTOPUIO Ha YKa3aHHY!o.

mkdir [flash:path | dir_name]

Co34aTb ANPEKTOPUIO C yKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

Y0anuTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHWEM.

erase [flash_url]

Ypanutb dann

erase startup-config

Yaanutb ¢ann nepsoHavanbHON KOHUTypaumu.

erase nvram:

CbpocuTb A0 AedONTHON SHEPrOHE3ABUCUMYIO NAMSATD.

erase flash:/LogDir/filename

Ypanutb dalin 3anncm aBapuiiHbIX U OTAAL04HbIX COOOLLEHWN.

boot system inactive

3arpy3unTbcs ¢ HeakTMBHOro obpasa Mo.
’ |  KomaHgpb! boot system He meHsAOT 06pa3 Ha 63Kanax.

boot system active

3arpysuTbca ¢ akTMBHOro obpasa MNO.

delete startup-config

Ypanutb Gpainn nepBoHa4anbHOM KOHPUTYpPaALMM BMECTE C OUMCTKOM
rno6anbHbIX HACTPOEK NVram U yaaseHUem Nosb3oBaTenei.

show running-config
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [module]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (2..4094);
module: (igs, la, stp..)

OT1obpasnTb copepxumoe daina  Tekylien
(running-config).

- interface — koHPUrypauma nHTepdeincos Kommytatopa - dusnye-
CKUX UHTepodelicos, rpynn uHtepoelicos (port-channel), VLAN-uH-
Tepdericos, nHTepdeiica 3amblKaHUA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp —spanning-tree.

KOHOUrypaumm

show startup-config

OT06pasutb cogepkmmoe daitna nepBOHaYanbHOW KOHOUrypa-
uum.

show bootvar

MoKasaTb aKTMBHbIM ¢ain cuctemHoro MO, KOTopbI YCTPOMCTBO
3arpy»aet npu 3anycke.

write {startup-config | url}

CoxpaHuTb TEKYLLYIO KOHOUTIYpauuto B balin nepBOHaYaibHOM KOH-
burypauuu.

replace running-config
[flash:path]

3ameHuTb running-config kKoHoUrypaumel us danna.

clear running-config

OunCTUTL TEKYLLYIO KoHdUrypaumio (running-config).

diff [flash:path] [flash:path]

CpaBHUTb ABe KoHbUrypaLmu.

Cepsep TFTP He moKeT 6bITb afpecom UCTOYHUKOM U a4 pPecom HasHa4YeHUA anA oA HOM
Cadl’ KOMaHAbl KOMUPOBaHUA.
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MpocMoTp aKTUBHOTO M HEAaKTUBHOro 0bpasa AocTyneH U3 u-boot. a5 3Toro B KOMaHAHOM CTPOKe U-
boot Heobxoanmo BBecTuU:

MES24284# bootimg print

KomaHaa ana cmeHbl akTMBHOTO 06pasa 13 u-boot:

MES24284# bootimg inactive

KomaHgaa «bootimg inactive» npumeHsaetca 6e3 oXkupgaHua noaTBepPXKAeHUA.

.‘

Mpu 3arpyske daiina KoHpUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo f06aBUTb CTPOKY C CUMBOIOM «I».
®aitn KoHpUrypaumm gonxKeH umeTtb paclumpeHue «.conf».

.‘

4.6.3 KomaHOblI 0na pe3epsupoeaHusa KoOHguz2ypayuu

B AaHHOM pa3gene onucaHbl KOMaHbl, NO3BONANOLLIME Pe3epBUPOBaTh KOHOUIypaLuio Ha cepsep.
[na pesepBupoBaHMA KOHPUrypaLmMm He0bX0AMMO yKasaTb afapec cepsepa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME rN106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 46 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
0 yMOAYAHUIO
backup server destination_url YKas3aTb agpec cepBepa, Ha KOTopbIi byaeT Npon3BoAUTLCA pe-
[:port] o 3epBuUpoBaHMe KoHourypaunum. CTpoka B popmarte:
destination_url: «tftp:/ /XXX XXX XXX XXX
(1..160) cumBonoB; | st //username:password @XXX.XXX.XXX.XXX».
port: (1..65535) - port —TCP nopr.
no backup server Ypanutb agpec cepsepa.
backup path path YKasaTb NyTb pacnonoxeHusa ¢aitna Ha cepsepe ¢ npedukcom
umeHu daiina. Mpu coxpaHeHUM K npedukcy byaet sobasneHa Te-
. Kylias aata u Bpems B dopmaTte rrrrmmaayymmcc.
no backup path Yaanutb NyTb ANA pe3epBUpOBaHMA.
backup auto BK/IIOYNTb aBTOMATUYECKOE pe3epBUpPOBaHME KOHOUIypaLum
no backup auto BbIK/IOYMTL aBTOMATUYECKOE pe3epBMpPOBaHMe KOHOUTypaLum
backup history enable BKOUYNTB COXPaHEHWE UCTOPUMN Pe3epBHbIX KOMUNA.
no backup history enable BbIKNHOUYNTL COXPAHEHWE UCTOPUMU Pe3epPBHbIX KONWUNA.
backup time-period timer " YKa3aTb NPOMEKYTOK BPEMEHU, MO UCTEYEHUN KoToporo byaer
imer:
OCYLLECTBNATLCA aBTOMATUYECKOE pe3epBMPOBaHME KOHPUrypa-
(1..35791394)/720 mu-
uuu.
. - HYyT
no backup time-period YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
backup write-memory BK/lOUEHWE pe3epBUPOBaHUA KOHOUIypaLuM Mpu COXpaHeHUU
-/BbIK/NIOYEHO nosib3osaTtesem KoHpurypaumm Ha flash-HakonuTens.
no backup write-memory YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmin BuAa;

console#
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Tabnunua 47 — KomaHabl perkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

backup running-config -

Co3faTb pe3epBHYH KOMUIO KOHUTypaLMIo Ha cepBepe.

4.7 HacTpoiKa CUCTEMHOro BpeMeHMU

v/

Mo ymonuyaHuio aBTOMaTUUYECKUII Nepexos Ha NeTHee Bpemsi OCyLLecTBAAETCA B COOTBET-
cTBMM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryTt 6biTb 3agaHbl ntobble gaTta

M Bpema ANA nepexoa Ha ieTHee Bpems U obpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;

console#

Tabnunuya 48 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexknme Privileged EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymMoa4YaHuto
clock set hh:mm:ss day month hh: (0..23); Py4yHasa ycTaHOBKa CUCTEMHOrO BpemeHW (KomaHZa [oCTynHa
year mm: (0..59); TONbKO A/1A NPUBUIETMPOBAHHOTO NO/b30BaTeNs).
ss: (0..59); - hh — 4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecay,; year —rog,
month: (Jan..Dec);
year: (2000..2037)

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeeT cnegytowmin BUA;

console#

Tabnuua 49 — KomaHab! pexxknma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
no ymoa4aHuro
show clock - MoKasaTb cMCTEMHOE Bpemsa 1 Aary.
show clock properties - OTo6pasunTb CBOKCTBA.

KomaHObI pexcuma 2n106as1bHol KOHpuU2ypayuu

3anpoc KoOMaHAHOM CTPOKM B peknume rnobasbHoM KOHOUrypaLmMmn MMeeT Ceayowmn Bua,:

console (config) #

Tabaunua 50 — CNMCoOK KOMaHA A/1A HacTPOMKM CUCTEMHOIO BPEMEHU B peXkMme rnobasbHOlM KoHoUrypa-

umm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

clock time source ntp

no clock time source

YctaHoBuTb SNTP-cepBep MCTOYHMKOM CUHXPOHWU3ALMKN BpemMeHwU
ONA YyCTPOMCTBA.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

clock utc-offset utc
utc: (+00:00..+14:00)

no clock utc-offset

YCTaHOBUTb YacoBOE CMelLeHMe OTHOCUTENbHO HY/1eBOTO Mepuam-
dHa.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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KomaHObI pexcuma KoHguaypauyuu SNTP

[Ons nepexona B perum KoHdurypaumm SNTP HeobxoAMMO MCMNOb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOW CTPOKM B pPeXMME KOHPUTypaLmMmM nHTepdelica UMeeT cneayowmn BUa;:

console (config-sntp) #

Tabanuya 51 — CNMCOK KOMaHA ANA HAaCTPOMKN CUCTEMHOIO BPEMEHMU B PeXKMME KOHOUIYpaLmm sntp

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKntounTb aBTOMaTM4eckuii nonck SNTP-cepsepa B pexxume
unicast.

BbIKNOUMTb aBTOMATUYECKnit nouck SNTP-cepeepa B pexxume
unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MOeT 6bITb 331aHO 40
4 cepBepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YKasatb IP-agpec SNTP-cepsepa.

Ypanutb IP-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BKAtounTb paboty SNTP-KnmeHTa.

BbIkntounTb paboty SNTP-kAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YCcTaHOBUTb KAtoY ayTeHTUdMKaumm gns SNTP-KnneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL popmart yacos gas SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YctaHosutb UDP-nopt ana SNTP-knneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3aaaTb 3HaYeHWe YacoBOro nosca.

set sntp client version version

version: (v1,,v4)

3apaTtb Bepcuto NpoToKona Ana pabotol SNTP-KnmeHTa.

Tabnuua 52 — KomaHgb! pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show sntp statistics

MokasaTtb ctatnctuky npotokona SNTP.

show sntp status

MNMokasaTtb cTaTyc npotokona SNTP.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config) # sntp

(
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config) #clock

exit

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1

time source ntp
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4.8 KoHdurypauua nntepoeiicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-unmepdgeiicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet

te port | port-channel group |
console (config-if) #

range {..}

| loopback Ioopback id }

[aHHbIA peXknm AOCTyneH 13 pexmma KoHoUrypauum n npegHasHavyeH Aas 3a4aHuA napameTpos

KOHUrypaumm uHTepdelica (nopta KommyTaTopa Wau

rpynnbl MOpPTOB, paboTaloWwmMx B pexume

pa3aeneHua Harpysku) inbo ananasoHa MHTepdelicos.

Bbibop MHTepdeiica ocyLecTBAAETCA NPU NOMOLLM KOMaHA, NpuBeaEHHbIX B Tabanue 53:

Tabnunua 53 — KomaHabl Bbibopa nHTepdeiica ana MES14xx, MES24xx, MES37xx

KomaHda

HasHaveHue

interface fastethernet fa_port

[ns HacTpolikn nHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[ns HacTpolikn 1G-nHTepdelicos.

interface twopointfivegigabitethernet two_port

[ns HacTpolikn 2,5G-uHTepdeiicos.

Interface tengigabitethernet te_port

Ons HacTpolikn 10G-mHTepdeincos.

interface port-channel group

[na HacTpOMKM rpynn KaHanos.

interface loopback /oopback_id

[na HacTpoMNKKM BUPTYabHbIX UHTEPdENCOB.

roe:

— fa_port — nopsaakosbin Homep 100MB-uHTepdeiica, 3agaetca 8 suge: 1/0/1;

— gi_port — nopaaxosbiit Homep 1G-nHTepdeiica, 3aaaetca 8 suae: 1/0/1;

— two_port — nopsaakosblit Homep 2,5G-uHTepdeliica, 3agaerca 8 suge: 1/0/1;

— te_port — nopaaxosbiii Homep 10G-uHTepdeiica, 3agaetca 8 suae 1/0/1;

— group — nopsAKoBbI HOMep rpynnbl, 0bLee KOMYECTBO coracHo Tabaumue 9 (cTpoka «Arperayus

KaHanos (LAG)»);

— loopback_id — nopsakoBbIi HOMep BUPTYyabHOro MHTepdelica, obiee KOANYECTBO COrNACHO Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

KomaHgabl, BBeAEeHHble B pexume KoHourypaumm uHTepderica, NPpUMEeHATCA K BblbpaHHOMY

nHTepdency.

Tabnunua 54 — KomaHabl perknuma KoHourypaumm nHtepdericos Ethernet u Port-Channel

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuo

KomaHoa

Aeilicmeue

shutdown
-/BKNIOYEHO

no shutdown

BbIkntounTb  KoHOUTypupyembli  uHTepdeiic  (Ethernet,

channel).

port-

BKNHOUMTL KOHPUTYPUPYEMbBIV MHTEPdENC.

description description description: (1..128)

Lo6asutb onucaHue nHtepodeiica (Ethernet, port-channel).

— CUMBO/IOB/HET
no description onMcanms YpanuTb onvcaHdme nHtepoeica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesayn aaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMOHAHMIO.

duplex mode
mode: (full, half)/full

no duplex

3afaTb pexum aynnekca uHTepdeiica (nonHoaynnekcHoe coeam-
HeHuve, nonyayniaekcHoe coeanHeHue, Ethernet).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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negotiation [capl BK/ilo4aeT aBTOCOrnacoBaHMe A/A CKOPOCTUM M AynjieKkca Ha HacT-
[cap2...cap5]] pavBaemom uHTepdeince. MOXKHO yKa3aTb onpeseneHHble COBMe-
CTMMOCTM NapameTpa aBTOCOr1acoBaHuA. Ecan napameTpbl He 3a-
AaHbl, TO NOAAEPMKMBAIOTCA BCE COBMECTMMOCTH.

cap: (10f, 10h, 100f, "
7 AsBTOCOrnacosaHue HaCTPaMBaeTCA TO/IbKO Ha UHTepde-

100h, 1000f
) cax Ethernet.

no negotiation BbIKNtOYaeT aBTOCOrNacoBaHWE AN CKOPOCTM WM aynsiekca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol on 3afaTtb pexxum ynpasneHus notokom flowcontrol (BkatounTb, OT-
K/OYMTb MK aBTOCOrNacosaHme). ABTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOMI1acoBaHUA
negotiation BKAOYEH Ha HacTpauMBaemom UHTepodeiice (Ethernet,
port-channel).

mode: (on, off)/off

flowcontrol off OTKNOYNUTD PEXUM YNPABAEHMA MOTOKOM.
media-type { force-fiber | Bbi6bop TMNa KOMBO-NOPTa B KAYECTBE OCHOBHOIO HOCUTENS.
force-copper | prefer-fiber } - force-fiber — paspelweHa akKTMBHOCTb TONLKO ONTUYECKOW YacTu

KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TONbKO MeAHOW 4acTu
KOMb0-nopTa;

- prefer-fiber — npenmyuLecTBO ONTUYECKOTO IMHKA.

-/prefer-fiber

mtu size YCcTaHOBUTb 3HaYeHMe maximum transmission unit (MTU) gns uH-
Tepdelica
- size — pasmep nakema, Kosu4ecmso b6alim e nakeme.

’ KomaHga goctynHa TonbKo gnasa ycrpoicts MES2424,

H MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X,

size: (128..12288)/ MES3400-24, MES3400-24F, MES3400-48, MES3400-48F,
12288 6auit MES3710P.

Ecnun Ethernet-untepdeiic Bxogut B coctas Port-Channel,
TO HA HEM HeNb3A U3MEHATb 3HaYeHne MTU.

S

, DedonTtHoe 3HaueHne MTU pns Ethernet n Port-Channel
H MHTepdeiicoB paBHO 3HAYEHUIO 33JaHHOMY KOMaH-
[ou system mtu B pexkume rnobanbHoii KOHGUrypaumu.

no mtu YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
MapameTp HaCTPOMKK A1A NAPAMETPOB rX-4acT ONTUYECKUX UH-
Tepdelicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHaa goctynHa TonbKo gna ycrpoiicts MES2424.

BepHyTb HaCTpOVIKM N0 YMOZI4aHUIO NapameTpoB rx-4actm ontuye-

no hardware serdes rx leq CKIX MHTepdeiicos

BKNounTb  aBTOMOACTPOMKY MapameTpoB  BkAtouveHus DAC-

hardware serdes rx leq check .
Kabenen.

-/BKNIOYEHO BbIKNOUMTL  aBTONOACTPOMKY MapameTpoB BKAtoYeHus DAC-
Kabeneh gns nsbexkaHua BePOATHOCTM BO3HWKHOBeHMs link flap-
ping Ha Kabenax 60/bLwON ANVHDI.

no hardware serdes rx
leq check

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnnuya 55 — KomaHabl pexkmma rnobanbHo KoHPUrypaumm
3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOYAHUIO
errdisable recovery interval YCTaHOBUTb BPEMEHHOW WHTEPBaN ANA aBTOMATUMYECKOro
interval MOBTOPHOTO BK/IIOYEHUA UHTepdeiica. MNpn cmeHe UHTep-

interval: (30..86400)/300 N
Basna Talimep OBHOBAAETCA ANA BCeX 3abBAOKMPOBaHHbIX

NOPTOB, Ha KOTOPbIX BK/IKOYEHO aBTOCOr/1aCcoOBaHMe.
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no errdisable recovery
interval

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

errdisable recovery cause
{storm-control | loopback-
detection | udld | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udid

| port-security}

-/3anpeweHo

BKNOUMTL aBTOMATUYECKYHO aKTUBaLMIO MHTepdeiica nocne
€ro OTK/IOYEHUSA B CIeAYIOLLMX CyYanX:

- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmtsl UDLD;

- storm-control — WrpoKoBeLaTeNbHbIN LUTOPM;

- port-security — HapyweHne 6e3onacHOCTU ana port
security.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2420D-
24DP, MES2411X, MES3400-24,
MES3400-24F, MES3400-48,
MES3400-48F, MES3710P)

YCTaHOBWTb 3HaYeHWe CUCTEMHOro maximum transmission
unit (MTU)
- size — pa3mep nakeTa (KonmyecTBo 6alT B NakeTe).
' 3HaueHue system mtu BKaloyaeTt B ceba 18 6aiit,
- npuxogAwMmeca Ha 3aronoBoK Ethernet M KoH-
TponbHyto cymmy (FCS).

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port | port-channel
group | vlan vian_id | loop-
back loopback_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek uHTepderica nam rpynnol MHTEPdENCcoB Ha
3HaYeHUA, YCTAaHOB/IEHHbIE MO YMONYAHUIO.
' Bo Bpems BbINONHEHUA KOMaHAbI MHTepdeiic by-
b AeT OTKNIOUEH.

KomaHOows! pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxnme EXEC:

console#

Tabnunua 56 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuo

KomaHoa Aelicmeue

clear counters - C6pocC CTaTUCTUKM ANA BCeX MHTepdencos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24); Cbpoc cTaTucTnKKM ansa nHtepdeliica.

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

MNokasaTtb CBOAHYO MHd)OpMaLI,VIPO 0 COCTOAHUMN, HaCTpOﬁKe N CTaTn-

fa_port: (1..8/0/1..24); cTiKe nopra

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

show interfaces status - Moka3aTb cocToAHMe BCex nHTepdeiicos.

show interfaces description - MNMoKas3aTb onucaHuA BCeX MHTepdencoB.

show interfaces counters - MoKa3aTb CTaTUCTUKY A5 BCeX UHTepdeiicoB.
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show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (1..4094)

MokasaTtb cTaTUCTUKY Ana nHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb NPUYMHY OTK/IOYEHUA NOPTA, FPYNMbl NOPTOB, 3abN0KK-
pOBaHHble NOPTHI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

AKTMBMpOBaTb MHTEpdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } {interval interval}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- interval — nHTepBan B cekyHaax.

4.8.2 Hacmpoiika VLAN u pexcumos Kommymayuu uHmepdgeiicos

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 57 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3HayeHue/3Ha4eHue »
KomaHda / Aelicmeue
no ymoa4YaHuro
vlan vian_id vlan_id: (2..4094) MepenTn B pemMm KOHOUIyprupoBaHUa ykasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2] licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny npoTokonos, No KoTopbim bHyaeT npowusso-
AWNTbCA KnaccuduKauma Kaapos. B oaHy rpynny MoxKHo obbeau-
HUTb HECKOJ/IbKO MPOTOKO/OB, YKa3blBana A/A HUX OAUH U TOT e
Group ID. Homep npoTokona MoXHO BblbpaTb M3 cnucka npea-
YCTQHOBJ/IEHHbIX 3HAYEHMI UK 33[aTb BPYYHYIO Yepes napameTp
other B popmate XX:XX. PacnonokeHve nons c HOMepPOm NpoTo-
KO/a 3aBUCUT OT TMNa L2-3aronoBKa u1 nHKancyaaumu:

- enet-v2 — Kaap c 3aronoskom Ethernet I, npoTtokon onpeaens-
etcsa no noato EtherType. Mpu Hannuum VLAN-Teros Bbibupaerca
cambiit nocnegHuin EtherType, ¢ Hanbonblmm odpdceTom.

- licOther — kaap popmata RFC1042 (IEEE 802). AByx6aiTHbIN HO-
Mep npoTokona cootseTtcTByeT nonam DSAP:SSAP B LLC-3aro-
NoBKe.

- snap — Kaap ¢ LLC/SNAP-uHkancynsaumein. Homep npoTtokona co-
oTBeTcTBYeT nosto Protocol ID B8 SNAP-3aronoske.

Ypansert protocol-group c KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HacTtpowuTb ananasoH MAC-agpecos, no KoTopbiMm byaeT nponsso-
AnTbea Knaccudukauma. Ona pasHoix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.
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no map mac {host | mac-ad-
dress}

Yaanutb ykasaHHbIn MAC-agpec 13 macs-group.

shutdown garp

no shutdown garp

-/MoAyNb BbIK/OYEH

OTKAtounTbL paboTy moayns GARP Ha ycTpoicTse.
, JaHHaa KomaHpa oTKAw4aeT pabory moayna GARP c
H 6e3B03BpaTHbIM yAaneHUeM BCeX HacTpoek 6n10ka
GARP.

BkatounTtb moaynb npotokona GARP.
Ana pa6otbl moayna GARP pesepsupyertca 15 M6ait
. onepaTMBHOWN NamMATU.

gvrp enable

gvrp disable

-/BbIK/IOYEHO

BKatounTb npotokon GVRP rnobansHo.
’ 1 OyHKLMA He NoAAEepPrKaHa B CTEKe B TEKyLUel Bepcum
~e No.

BbikntounTb NpoTtokon GVRP rnobanbHo.

voice vlan id vian_id

no voice vlan id

YctaHoBUTb ngeHtuoukatop VLAN gna Voice VLAN

vlan_id:(1..4094)

Yaanutb nageHtndpuratop VLAN ana Voice VLAN

voice vlan oui-table {add

PaspewunTb pegakTnposatb Tabamuy OUL.

word:(1..32)

- oui —nepsble 3 balita MAC-agpeca;
CMMBO/I0B

- word — onucaHue oui.

oui | remove oui}
[descriprion word]

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunuya 58 — KomaHabl pexkuma KoHourypaumm VLAN

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMon4YaHuo

KomaHoa

vlan active - AkTMBMpOBaThb vlan uau rpynny vian’os.

set unicast-mac learning BKNOUNTB/BbIKNOUMTL 3ydeHne MAC-agpecos a5 VLAN.

{enable | disable}

set unicast-mac learning YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

default

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepageticos) Ethernet, uHmep-

gelica 2pynnsl nopmos

Buga 3anpoca KOMaHAHOM CTPOKW B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOpPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}

console (config-if) #

[aHHbIN peXxnm AO0CTYyNeH U3 pexkMma KoHOUIypauumn 1 npeaHasHavyeH Ans 3a4aHua napameTpos
KoHuUrypaummn nutepodeiica.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — MHTepdelic AocTyna — HETErMPOBaAHHbIM MHTepdeiic ana ogHoro VLAN;

—  trunk — nHTepdeic, NpMHUMaIOLWNIA TONIbKO TErMPOBAHHbIN TPpaduUK, 38 UCKAOYEHNEM O4-
Horo VLAN, KoTopblii MOXKeT bbITb f06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — nHTepdeic ¢ nonHom nogaeprkkon 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTermpoBaHHbIM TpapuK;

— dotlq tunnel — Q-in-Q uHTepodelic.
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Tabnmua 59 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nntepdeiica goctyna.
-vlan_id — naeHTUOUKaUMOHHBIA HoMmep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport dotlq tunnel

MNepeBecTn nopT B pexum pabotbl ¢ BHewHUm VLAN-Terom. Ko-
MaHZa UCNoNb3yeTca A HAaCTPOnKM dyHKLUMK Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

[o6asutb Homep VLAN B KayecTse Default VLAN ans gaHHOro mH-
Tepdelica. Becb HeTermpoBaHHbIl TpaduK, NOCTyNaoWMIA Ha AaH-
HbIV NOPT, onpegenseTca B AaHHbIN VLAN.

-vlan_id —naeHTUOUKaLUNOHHbIA HoMmep VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOYAHWIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. Auana3oH VLAN moxHo 3aaaTb nepe-
YMCNeHMEM Yepes 3anATY WKW yKasaTb Haya/ibHOE U KOHeYyHoe
3Ha4YeHuA AnanasoHa vepes geduc "-".

Yaanutb cnucok VLAN gns nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno YMONYAHUIO

LNo6asutb ngeHtuoumkatop VLAN nopta (PVID) gns 0CHOBHOrO MH-
Tepdelica.
- vlan_id — vapeHTMdMKaumoHHbIn Homep VLAN nopra.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport ingress-filter

BkAtounTb GUAbTPaLMIO BXOAALMX NAaKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecnu dunbTpauna BraOYEHA, U NakeT

-/dunbTpauma He BxoguT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
BK/IlOYEHa ID, To naKkeTt oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUNTb GUNBTPALMIO BXOAALLMX NAKETOB HA OCHOBE MPUCBOEH-
HOro um 3HavyeHua VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy paspelaeTca npvem
type {tagged | all Jall TO/IbKO HETermpoBaHHbIX Kaapos (frame);

|untaggedAndPrioritytagged}

- tagged — TO/NIbKO TErMPOBaAHHbLIX;
- all — nobbIx Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpeTtutb gobasneHue ykasaHHbix VLAN Ha noprt.

- vlan_list — cnncok VLAN ID. Anana3oH VLAN MOXKHO 3a4aTb nepe-
yncneHmem 4yepes 3anATylO WAM YKasaTb HayasbHOE M KOHeYHoe
3Ha4YeHuMA AnanasoHa vyepes geduc "-".

PaspewunTtb gobaBneHune ykasaHHbIx VLAN Ha nopr.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNIEHCTBO B AedONTHOM
VLAN paspelueHo

3anpeTtutb gobasneHue gedontHoro VLAN Ha nopr.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHWIO.

switchport protected

no switchport protected

MepeBecTy NopT B PeKUM U30NALMKU BHYTPU FPYNMbl NOPTOB.

BoccTtaHOBUTL 3Ha4YeHWe no YMON4YaHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Co3paTb UM nepesanucaTb rpynny M3onaLMU NOPTOB, B KOTOPOM
KaZpbl MOTYT 6bITb NepeaHbl TONbKO B YKa3aHHbIW CMMCOK NOPTOB.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

[06aBuTb UAKN yAaNUTb NOPTHI B CYLLECTBYIOLLE rpynne U3onaLmum
nopTosB.

switchport default-vlan tagged

YCTaHOBWTb NOPT Kak Ternpytowmii B gepontHom VLAN.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 93




HELTEX

no switchport default-vlan
tagged

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

switchport map protocols-
group group-id vlan vian-id

no switchport map protocols-
group group-id

group_id:
(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCex
nopTax

HasHauntb VLAN ID naketam, nonagatowmm B yKasaHHyto Group ID
Ha 3TOM NopTy. PasHble NOPTbI OZHOM M TOM »Ke rpynnbl MOTyT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopty.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuiecTBuUTb HasHavyeHue vlan-id agna macs-group.

OTMeHUTb Ha3HaveHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIK/IIOYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.
,'" DYHKLUMA He NoaAepiKaHa B CTeKe B TeKyleil Bepcumn
vl no.

Bbikntountb npotokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKAOUMTL 3anpeT Ha u3ydeHune vlan-aTpubyToB, MOyYeHHbIX OT
npotokona GVRP, Ha uHtepdelice.

BbIKNOUYNTL 3anpeT Ha ulydeHue vlan-aTpnbyToB, NONYYEHHbIX OT
npotokona GVRP, Ha uHTepdelice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YCcTaHOBWTb 3HaYeHuA Taimepos GVRP Ha nHTtepdelice.

switchport unicast-mac
learning enable

BkntounTb nsyyeHne MAC-agpecoB Ha MHTepodeiice.

- - -/BK/IIOYEHO
switchport unicast-mac .
. . Bbikntountb nsyyeHne MAC-agpecoB Ha uHTepodelice.

learning disable

switchport egress-filter BkntoyaeT dunbTpaumio mcxogawmx kKagpos (frame) Ha ocHose
npucBoeHHoro nm sHadeHma VLAN ID. Ecav dunbTpauma BKAKOYEH],
1 NaKeT He BXOAMT B rpynny paspeLleHHbIx Ha nHtepdeiice VLAN ID,

-/BKAOYEHO TO nakeT oTbpacbiBaeTcs.

no switchport egress-filter

BbIKntounTb GUAbTPaLMIO Ucxoaawmx Kaapos (frame) Ha ocHose
npucBoeHHoro um 3HaveHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3apatb TPID ana ncxoaAwmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkntountb Voice VLAN agna nopta.
- vlan_id — yctaHoBuTb ngeHtndmkatop VLAN ana nopra.

OTkntounTtb Voice VLAN gna nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/OYEHO

PaspewwnTb Tpaduky Voice VLAN urHopmpoBatb ayTeHTUdMKaLMIO
802.1x.

3anpetutb Tpaduky Voice VLAN urHopmpoBaTtb ayTeHTUOUKALMIO
802.1x.

' Mpwu coBmecTHOM paboTe port-isolation u port-protected gonxkHo cobnogaTbca npasuno:

ANA 3aWULLEHHOTO ingress NopTa, B CMUCKe pa3peLléHHbIX, KOMaHAabl port-

isolation, He moeT 6bITb APYroro 3alWULLEHHOrO NOpTa. 3TO NoApasymeBaeT
BO3MOXHOCTb AeaTb 3aWULLEHHBIMU egress NOPTbl B U30AALMUN UM ingress NopT, HO He
ingress 1 egress NOpTbl 0AHOBPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

consolef#configure terminal
console (config) # interface gi 1/0/1

console (config-if)# switchport mode access
console (config-if) # switchport access vlan 99

console (config) # interface gi 1/0/2

(
(
console (config-if) # switchport dotlg tunnel
(
(

console (config-if) # switchport mode trunk
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!

KnueHTcKuii nopt gna pabotbl Q-in-Q o6a3aTenibHO A0MKeH 6biTb B peXxXume access.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (confiqg) #

Tabanuya 60 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Oo6asutb ucxogHbii MAC-agpec B Tabauuy.

- Permanent — gaHHbit MAC-aapec octaeTca B Tabauue agpeca-
LMK NnocJie NepekItoYeHuns cTaTyca uHTepdelica;

- Deleteonreset — gaHHbI agpec yaanuTca nocne nepesarpysku
YCTPOKCTBA;

- Deleteontimeout — aaHHbIV agpec yaanmTca no Takm-ayTy.

Ypanute MAC-agpec 13 Tabauupi.

mac-address-table aging-time
seconds

no mac-address-table aging-
time

seconds: (10..400)/300

3agaTtb Bpemsa xpaHeHua MAC-agpeca B Tabauue rnobanbHo.

CEKYHA

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 61 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MpocmoTp Bcent Tabanuybl MAC-agpecos.

show mac-address-table count

MokasaTtb Konuyectso 3anuceri B Tabamue MAC-agpecos.

show mac-address-table count
summary

MoKa3aTb CyMMapHYO CTaTUCTUKY Nno Tabaunue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb Tabaunuy ¢ AMHamuyeckumm MAC-agpecamm.
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clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Y4anuTb AMHaMUUYecKue 3anucy us Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTb Tabauuy ¢ 3awmieHHbimM MAC-agpecamu.

show mac-address-table
secure recovery-file

MokasaTtb Tabanuy ¢ 3awmweHHbiMn MAC-agpecamu, KoTopble co-
XPaHATCA NpU NepesarpyskKe.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTtb Tabamuy ¢ 3awmueHHbiMM MAC-agpecamn ana yKasaH-
Horo nHTepdelica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Mokasatb Tabamuy MAC-agpecoB A1a ykasaHHOro nHtepdeiica.

[interface

{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port} ]

clear mac-address-table secure

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

YpanuTb 3awmiieHHble MAC-agpeca 13 Tabaunubl Ha MHTepodeice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb Tabanuy co ctatuyeckummn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Moka3saTtb Tabanuy MAC-agpecoB a1 yKasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

group: (1..64)

OT06pa3unTb 3HaueHuA Tarimepos GVRP Ha nHtepdelicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OT06pasnTb CTaTUCTMKY NpoTokona GVRP.

96 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

O4YnCTUTb CTAaTUCTUKY NpOoTOKOoNa GARP.

show vlan

Mokaszatb uHPopmauuio o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokaszaTb MHPOPMaLUIO NO KOHKpeTHoMy VLAN.

show vlan protocols-group

MoKasaTb MHOOPMALLMIO O HACTPOEHHBIX FPYNMax U NPOTOKOAX.

show protocol-vlan

Mokaszatb Hpopmaumio o VLAN, cOOTBETCTBYIOWMX rpynnam npo-
TOKOJIOB HAa pa3HbIX NOPTax.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 62 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb KOHOUIypaLuuio NopTa, rPyNMbl MOPTOB.

4.9 Selective Q-in-Q

[aHHas GyHKUMA NO3BONSET HAa OCHOBE CKOHOUIYPUPOBAHHbLIX NPaBua GUAbTPaALMKM N0 HOMEpPaM
BHyTpeHHMX VLAN (Customer VLAN) npoussogutb fobasneHue BHewHero SPVLAN (Service Provider’s
VLAN), noameHsTtb Customer VLAN.

[ns ycTpoicTBa co34aeTcsa CNUCOK NPaBua, Ha OCHOBAHUKM KOTOPbIX byaeT 06pabaTtbiBaTbcA TPAdUK.

Bupg 3anpoca KOMaHAHOM CTPOKU perKnma KOHPUrypaunm nHtepodeiica KOHpUrypaumm:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernetgi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) #

Tabnvua 63 — KomaHgbl perkmma KoHourypaumm nHtepdeiica (guanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co34aTb NPaBMO, HA OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHsTbca Ha vlan_id.

YaanuTb yKkasaHHoe npasuno selective qing ansa Bxogsawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vilan_id

no selective-qing list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3gaTb NpaBMa0, Ha OCHOBAHMM KOTOPOTO BHELIHAA MeTKa
ingress_vlan_id ncxopauiero naketa 6yaer 3ameHATbCs Ha vlian_id.

YpanuTtb cnmcok npasun selective qing 4n1a UcxoAawmMxX NakeTos.

selective-ginq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

vlan_id: (1..4094);

Co3aaTtb NpaBUAO, Ha OCHOBAHUM KOTOPOro Ans TpaduKa ¢ BHeL-
Hel meTkoW ingress_vlan_id 6ypeT pobaBnaTbca meTka ¢ vlan_id.
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no selective-qginq list ingress
[ingress-vlan vian_id]

ingress_vlan_id:
(1..4094)

Yoanutb yKasaHHoe npasuao selective ging ans BxogAawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

no selective-qginq list ingress
[ingress-vlan ingress_vlan_id]

Co3aaTb NPaBMIO, HA OCHOBAHUM KOTOPOTO TPAdUK C BHELIHeN meT-
KoW ingress_vlan_id nponyckaetcs 6e3 M3MeHeHu unm otbpacsl-
BaeTcA. Ecnu ingress_vlan_id He yKasaH, TO NponyckaTbca Uan oT-
bpacbiBaTbCA byaeT Becb TpaduK.

- deny — 3anpeLLaeT NPOXoXKAeHWe NaKeToB C YKa3aHOW BHeLLHel
MEeTKOM;

- permit — paspelaeT NPOXoXKAeHNe NaKeToB C YKa3aHHOM BHeELL-
HeWn MeTKOM.

Yoanutb yKasaHHoe npasuao selective gqing ans BxogAawmx nake-
TOB.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 64 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show selective-qing
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT06pasunTb cnncok npasua selective sqing.

4.10 Storm Control ana pasnnuHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lTopm» BO3HMKaeT BCneaCcTBME YpPe3MEepHOro Ko/unyecTsa broadcast—, multicast-, unknown
unicast—coo6u1,eHm71, OAHOBpPEMEHHO nNnepegaBaemMbiX NO CETU YepPe3 OAUNH NOPT, YTO NPUBOAUT K NEPErpPy3Ke
pecypcos ceTu 1 NoAaBAeHUIo 3aaepxeK. «LLUTopm» MOXKeT BOZHUKHYTb MPU HAANYMKN «3aKONbLLOBAHHbIX»

cermeHToB B cetu Ethernet.

KommyTaTop u3mepsieT CKOpOCTb MPUHMMAEMOro LIMPOKOBELLATE/IbHOrO, MHOTOaApPecHoro W
Hen3BECTHOrO OAHOAApPecHoro Tpaduka A/1A NOPTOB C BKAOYEHHBIM KOHTPOJIEM LUMPOKOBELLATE/IbHOTO
«LUTOPMa» M OTOPACHIBAET MAKETbI, €C/IM CKOPOCTb NPEBBILLAET 334aHHOE MAKCMMa/IbHOE 3HAYEHME.

KomaHObI pexcuma 210b6aabHol KoOHuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM B peXume rnobasibHon KoHbUrypaumm:

console (config) #

Tabnunuya 65 — KomaHabl perknuma rnobanbHo KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

storm-control mode {kbps |
pps}

-/pps

YcTaHoBUTb rN06anbHO Kakne eanHULLbI U3MepeHns HeobXo4MMo
MCNONb30BaTh.

- pps — 06bem TpadrKa NaKeTOB B CEKYHAY;

- kbps — 06bem TpaduKa KOUT B CEKYHAY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOMW CTPOKKU B pexume KoHdurypauum uHtepdeica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 66 — KomaHabl pexkmma KoHourypauum nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuto

Aelicmeue

storm-control multicast level
{pps | kbps}

no storm-control multicast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/OUMTb KOHTPO/Ib MHOTOAAPECHOTO TPaduKa:
- pps — 06bem TpadurKa NAKETOB B CEKYHAY;
- kbps — 06bem TpaduKa KOUT B cekyHAY.

BbIK/IIOYMTL KOHTPOIb MHOTOAAPEeCHOro TpaduKa.

storm-control dif level {pps |
kbps}

no storm-control dif level
{pps | kbps}

pps: (1..262142);

BK/HOUNTbL KOHTPO/Ib HEM3BECTHOTO OAHOaAPECHOro TpaduKa.
- pps — o6bem TpadurKa NAKETOB B CEKYHAY;
- kbps — o6bem TpadurKa KOUT B cekyHAY.

kbps: (16..4194272)

BbIK/IIOUMTbL KOHTPO/Ib OAHOAAPECHOTO TpadmKa.

storm-control broadcast level
{pps | kbps}

no storm-control broadcast
level {pps | kbps}

pps: (1..262142);

BKHOUMTB KOHTPO/Ib LUMPOKOBELLATENBHOIO TpadumKa.
- pps — o6bem TpaduKa NAKETOB B CEKYHAY;
- kbps — 06bem TpadurKa KOUT B ceKyHAY.

kbps: (16..4194272)

BbIK/IOYMTbL KOHTPO/Ib LUMPOKOBELLATENbHOrO TpadumKa.

storm-control {multicast | dlf |
broadcast} action {shutdown |
trap | trap-and-shutdown}

no storm-control {multicast |
dif | broadcast} action

Ha3HaunTb geincTeme, BbINONHAEMOE NPUY NPEBbILLIEHUN 334aHHOM0
NMMUTa 06BbEMA MHOFOAAPECHOTO, HEU3BECTHOIO O4HOAAPECHOTO
WUAM WKpPOKoBeLwaTeabHoro Tpadumka. Mpu obHapyKeHnn npesblwe-
HUA 3a4aHHOTO IMMUTA MHTEPENC MOKET BbITb OTK/OYEH
(shutdown), otnpasneH SNMP-trap (trap) uam moryT 6bITb BbINOA-
HeHbl 06a gecteus (trap-and-shutdown).

OTMeHUTb aencTeme Npy obHapyKeHUN MHOTOaZ4PEeCHOro, Hems-
BECTHOr0 OHOAAPECHOMO UV LWIMPOKOBeLLaTesIbHOro Tpaduka.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 67 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet

storm-control

two_port | tengigabitethernet
te_port | port-channel group]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

MoKasaTb KOHOUIYpaLunio GYHKLMM KOHTPOAA LWMPOKOBELLATE b-
HOro «WTOPMa» 4J1A YKa3aHHOro nopTa, 6o BCex NOpToB..

show storm-control

OTO6parkaeT TEKYLLYIO HACTPOMKY eAVHUL, U3MEPEHUs.

4.11 Tpynnbi arperayumn KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 0b6ecneymBaloT NOAAEPNKKY rpynn arperaumm KaHanos LAG B KonudyecTBe COrnacHo
Tabanue 9 (cTpoKa «Arperauma kaHanos (LAG)»). Kaxgas rpynna nopToB A0/3KHA COCTOATb U3 UHTepdelicos
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynaekcHOM pexkume. O6beanHeHWe NOpPTOB B rpynny
yBENNUYMBAET MPOMYCKHYID CMNOCOBHOCTb KaHana MeXAay B3aMMOAENCTBYIOWMMM YCTPOMNCTBAMM ¥
MOBbILLAET OTKA30YCTOMYMBOCTb. [pynna NopToB ABAAETCA A1 KOMMYTaTOpPa OAHUM IOTMYECKMM NOPTOM.
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YCTpOMCTBO NoAAepKMBaeT ABaA pemMma paboTbl rpynnbl NOPTOB — CTAaTMYECKaA Fpynna v rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYOLLEM pasgesne
KOHOUIypauum.

/ Ecnu gna untepdeiica nponsseaeHbl HAaCTPOIKK, TO Ana aobasneHuns ero B rpynny caeagyer
BEPHYTb HAaCTPOIKKN NO YMOAYAHUIO.

[JobaBneHune nHTeppencos B rpynny arperaupym KaHaaoB AO0CTYMHO TO/IbKO B peXmMme KoHPUrypaumnm
mHTepdelica Ethernet.

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaunmn nntepdeiica Ethernet:

console (config-if) #

Tabaunuya 68 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

channel-group group mode {on [Oob6asutb Ethernet-uHtepdeiic B rpynny nopTos.
| active | passive} - On — no6aBuTb UHTEPDEIC B CTaTUYECKYIO rPynny NOPTOB;
- Active — no6aBuTb MHTepdelic B rpynny NopTos, paboTakoLwmx
no npotokony LACP, npu sTom oTnpaska PDU ocywectenaerca
BCeraa;

group: (1..64); - Passive — n06asuTb nHTepdeic B rpynny nopTos, paboTatoumx
mode: (on, active, no npotokony LACP, npu atom otnpaska PDU ocywecTtensetca

passive) TO/IbKO B TOM C/ly4ae, ecnu ycTpoicteo noayyaet PDU ot cocea-

HEero ycTpoicTaa.

Ecnu 3HaueHne MTU pnsa Ethernet n Port-Channel un-
H TepdeiicoB oTAnYaOTCA, TO 406aBUTL AAHHDbIN
Ethernet-uHTtepdeiic B rpynny nopToB Henb3A.

no channel-group Ypanute Ethernet-untepdelic ns rpynnbl nopTos.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma ri1obanbHoM KoHbUrypauum:

console# configure terminal
console (confiqg) #

Tabanua 69 — KomaHgbl pexunma rnobanbHoi KoHoUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4yaHuro

shutdown port-channel o
OTKAOUNTL paboTy moayns port-channel Ha ycTpoiicTse.

' [laHHaA KoMaHAa oTKAloYaeT paboTty moayna port-
b channel c 6e3B03BpaTHbLIM yaaneHnemM BCex HacTpoeK

-/MO,D,yﬂb BK/O4EeH 6noKa LAG.

no shutdown port-channel o
BkAtounTb paboTy moayns port-channel Ha ycTpolicTse.
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port-channel load-balance 3apaTb MexaHn3m 6anaHCMPOBKKM HArpysku ans ctpaterun ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNNbl arperMpoBaHHbIX NOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece u IP-agpece UCTOYHMKA U NONyYaTens;

dest-mac | dest-ip | src-mac | - src-dest-mac — mexaH13m 6anaHCUMPOBKM OCHOBbIBAETCA HA
src-ip} MAC-agpece UCTOYHUKA 1 Noay4aTens;

- src-dest-ip — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAeTCA Ha IP-aa-
pece UCTOYHMKA U NoyYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKU OCHOBbLIBA-
-/src-dest-mac etcAa Ha MAC-agpece, IP-agpece UCTOYHMKA M Nnony4vaTens, a
TakKe TCP-nopTe HasHayeHus;

- dest-mac — mexaHn3m 6anaHcMpoOBKM OCHOBbIBaeTcA Ha MAC-
afpece nosnyyatens;

- dest-ip — mexaHM3M 6anaHCUMPOBKM OCHOBbIBaeTCA Ha IP-aa-
pece nonyvatens;

- src-mac — mexaHn3m 6anaHcMpoBKM ocHoBbiBaeTcA Ha MAC-
afipece UCTOYHMKA;

- src-ip — mexaHu3m H6anaHcMpoBKM OCcHOBbIBaeTcA Ha IP-agpece

MUCTOYHUKa.
set port-channel enable BkntounTb paboTy LAG rnobanbHo Ha KOMMmyTaTope.
set port-channel disable BbikntounTb paboty LAG rnobanbHo Ha KommyTaTope.
set port-channel independent- -/OTKNIOUEHO BKNOUMTL aBTOHOMHbIN pexxnm paboTbl LAG.
mode enable
set port-channel independent- BbIKNOYMTb aBTOHOMHbIW pexxum paboTsl LAG.

mode disable

’ Ha ycrpoitctBax MES2424 u MES2448 Bbi6paHHbIA anroputm 6a71aHCUPOBKU

- b6yaet paboTtatb ToNbKO anA TpaduKa c obyueHHbIM agpecom B MAC-Tabauue.
Ecaum MAC-agpec HasHaueHUA TpaduKa oTcyTcTByeT B Tabauue, 6anaHcnpoBKa
6yaer NnponsBoAUTLCA NO METOAAM:
— L2-Tpaduk - src-dest-mac;
— L3-tpaduK (IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan10e

®yHKuMen cTaTndecknx rpynn LAG asnaetcAa o6beAnHEHNE HECKONbKUX GU3NYECKUX KaHAI0B B OAMH,
YTO MO3BOJIAET YBE/MUYNUTbL MPOMYCKHYIO CNOCOBHOCTb KaHana M MOBbLICUTL €r0 OTKA30yCTOMUMBOCTL. [nA
CTaTUYECKUX rPYnn NPUOPUTET UCMO/Ib30BAHNA KaHaN0B B 06begMHEHHOM MyYKe He 3aJaeTcs.

/7 DOna sknoueHusa pabotbl MHTepdelica B cocTaBe CTaTUUECKOI rpynnbl UCMOb3yiTe KOMaHAY
channel-group {group} mode on B pexxume KoH$Urypaumm cooTBeTCTBYIOLLEro MHTepdeiica.

4.11.2 lMpomokKon azpezayuu KaHanoe LACP

dyHKuuen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNE HECKONbKUX
dn3nYecKMX KaHanos B OAMH. ArperMpoBaHMe KaHa/foB MCMOMb3YeTcA ANA YBe/NIMYEHUA MPOMYCKHOM
CNocobHOCTM KaHana M MOBbIWEHMA ero oTKasoycTonumsocTu. LACP nossonseT nepepasaTb TpaduK no
06beANHEHHBIM KaHanam B COOTBETCTBMM C 3a4aHHbIMW NMPUOPUTETAMU.

Dna BKAouyeHua pabotbl uHTepdeiica no npotokony LACP ucnonb3yinTte KomaHAay
channel-group {group} mode active/passive B pexnme KoHUrypauum cOOTBETCTBYIOLLErO
uHTepdeica.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHom KoOHOUIypaumm:

console (config) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 101



HELTEX

Tabnunua 70 — KomaHAabl perkuma riobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HavyeHue
Mo yMOMYaHUIo

Aeiicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMBI.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBUTb id yyacTHMKa lacp.

Ypanuts id yyacTHuKa lacp.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabanua 71 — KomaHgpl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4YaHuo

Aeiicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWUTb aAMUHUCTPATMBHbIV TalimayT npoTokona LACP:
- long — gautenbHoe Bpemsa TalimayTa;
- short — manoe Bpems TalimayTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHOBUTbL NpuopuTeT nHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOowb! pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console#

Tabnunua 72 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 YMOAYAHUIO

Aelicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MokasaTb Hpopmaumto o npotokone LACP.

show etherchannel summary

MpocmoTp nHGopmaumm o LAG.

show etherchannel detail

MpocmoTp noapobHoM nHpopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcnpoBku LAG.

show etherchannel protocol

MpocmoTp npoTokona LAG.

show etherchannel port

MpocmoTp nHGOpMaumm o nopTax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp nHbopmaumm o LAG.

MNpumep HacTPOUKMU:

console (config)# set port-channel enable
console (config) # interface port-channel !
console (config-if)# no shutdown

console (config) # interface range gi 1/0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if)# exit
(
(
(

console (config-if-range) # channel-group I mode active
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4.12 Hacrpoiika IPv4-agpecaumm

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKux Kak IP-agpec, macka nogcetu, WAK3 N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaunm nHtepoerica VLAN:
console (config-if) #

Tabanua 73 — KomaHabl pexkMma KoHourypaumm nHtepderica

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

ip address ip_address
{i_mask

|prefix_length} [secondary
{ip_address {in_mask

| prefix_length} }]

no ip address [ip_address]

HasHauyeHue 3agaHHOMy UHTepdelicy IP-agpeca n macku nopcetw.
- secondary — no3Bo/IAET HAaCTPOUTb JONONHUTENbHbIE |Pv4-
appeca Ha Tekywmit interface vlan. [1na HacTpoiiku TpebyeTtca
Hannume ocHoBHoro IPv4-aapeca Ha uHTepdelice.

Ypnanexue IP-agpeca nntepdelica.

ip management outer-vlan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BkntoueHune o06paboTtkm QinQ-Tpadumka ynpasneHus Ha CPU. Napa-
meTp vlan-id HasHauvaeT BHewHu Ter 802.1Q.

I Ana KoppeKTHO paboTbl PyHKLUN HEO6XOAMMO HaNU-

- yune aktuBHoro vlan_id Ha KommyTaTtope. Npu aTom one-
paTuBHOe cocTosiHue interface vlan, Ha KoTopom HacTpausaeTca
$yHKUMA, AONKHO 6bITb Up.

' [aHHble HAacTPOMKM BbINONHAIOTCA Ha WHTepdeiice C-

H VLAN.

BbikntoueHne 06paboTkn QinQ-Tpaduka ynpasneHmsa Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
vlan vian_id}] [hostname
name]

no ip address dhcp

vlan_id: (1-4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
name: (1..32) cumBona

MNonyyeHwne IP-agpeca ot DHCP-cepsepa. YcTaHOBKa onumin 12 1
61.

3anpet ucnosb3oBaHuA npotokona DHCP gna nonyyeHwms IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string: (1..256)/mogenb
KOMMyTaTopa

YCTaHOBUTb 3HaYeHue onuum 60.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

No-ymonuaHuio, uHtepdeiicol Vlan Haxogatca B coctoaHnm Admin down. Mpueectu B co-
. crosHue Admin Up nx moxKHo KomaHgoi no shutdown.

Mpumep HacTpolikn 06paboTku TpaduKa ¢ S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (config)# interface wvlan 20

console (config-vlan)# ip management outer-vlan 10

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:
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console#

Tabnunua 74 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHoa

renew dhcp vlan vian_id OTtnpasuTtb 3anpoc K DHCP-cepBepy Ha ob6HoBNeHME IP-aapeca.

vlan_id: (1..4094)

MoKasaTb KoHdUrypaumio IP-aapecaumn ANA YKasaHHOTO MHTEp-
delica.

show ip interface vlan vian_id vian, id: (1..4094)

! dyHKuMAa mapipyTtusaumm IPv6 He nogaepikaHa B cTeke B TeKyw,eit Bepcuu MNO.

4.13 HacrtpoiKa IPv6-agpecauum

4.13.1 lMpomokon IPv6

KommyTaTopbl noaaepmeatoT paboTy no npoTtokony IPv6, 4to ABnseTcAa 601bLLNM NPENMYLLECTBOM,
T.K. NpoToKo IPv6 paspaboTaH 4na Toro, 4tobbl B 6yayLLEM NONHOCTHIO 3aMEHNUTb a4 PECaLLMI0 NMPOTOKOAA
IPv4. Mo cpaBHeHwuto ¢ IPv4 npoToKon IPv6 umeeT paclumpeHHoe agpecHoe NpocTpaHcTBo — 128 6uT BmecTo
32. Appec IPv6 npeacrtasnsetr coboit 8 610KOB, pa3aesieHHbIX ABOETOUYMEM, B Kaxaom 610ke 16 6uT,
3aMUCaHHbIX B BUAE YeTblpeX WweCTHaauaTepuUyHbIX Yncen.

MoMmmMmo yBenunyeHunsa agpecHoro NPOCTPAHCTBA MNPOTOKOAN IPVE mmeeT mepapxmyeckyro cxemy
agpecaumn, obecrneyMBaeT arperaumio MaplpyTos, yrnpowaer Tabavuy MaplipyTusauuu, npyv 3Tom
3¢ PeKTMBHOCTb PaboTbl MapLLpyTU3aTOPa NOBbLILIAETCA 33 CYET MeXaHN3Ma 0OHapyKeHUA coceAHUX Y3/10B.

V’ Ecnu 3HayeHue rpynnbl UM HECKONbKUX FPyNn noapAa, B agpece npotokona IPvé pasHo Hyto
— 0000, TO paHHble Trpynnbl MoOryT ObiTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH o FE40::AD21:FE43. Co-
KpaLLLEeHUIO He MoryT 6biTb NOABEPrHYTbl 2 pasaesieHHble HyneBble rpynnbl U3-3a BOSHUKHO-

BeHMA HeogHO3HauHOocTU. CoKpallaetca caman 60nbluan HyneBas rpynna.

V EUI-64 — sT0 naeHtudunkatop, co3gaHHblii Ha 6ase MAC-agpeca uHtepdeiica, asnaowmiica
64 mnagwumun 6utamu IPve-agpeca. MAC-agpec pasbusaerca Ha gBe 4yactu no 24 6wura,
MeXay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliku npomokona IPv6

KomaHObI pexcuma 2106anabHol KoOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHPUrypaumu:

console (config) #

Tabnunua 75 — KomaHzabl perknuma rnobanbHoM KoHGUrypaumm

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no yMoaYaHuro

ipv6 unicast-routing BK/IIOUMTL MapLIpyTM3aLMio MeXay ipvb-npedurKcamm.

-/BKNIOYEHO
no ipv6 unicast-routing OTKNOYUTL MapLIPYTM3ALMIO MeXAY ipv6-npedurKcamm.
ipv6 neighbor ipv6_address ipv6_address: Co3aaTb cTaTMYecKyto 3anuchb ipvé neighbor.
vlan vian_id MAC-address XXXX:: XXXX;

104 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

vlan_id: (0...4094);
MAC-address:

YaanuTb CTaTUYECKyHo 3anuch ipvb neighbor.

next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipvé6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

prefix-length: (0-128);
vlan_id: (1..4094);
next_hop_ipv6_address:
XXXX::XXXX:
administrative_distance:
(1-255)

XX XX XX XX XX XX /-
ipv6 route ipv6_address prefix- ipv6_address: HacTpouTb cTaTUYeCKUin MapLUpyT 40 YKa3aHHoro ipve-npedukca.
length {vlan vian_id | XXXX:XXXX;

YAanuTb CTaTUYECKUIA MapLIpYT A0 YKa3aHHOro npeduKca.

KomaHObI pexcuma KoHgu2ypayuu udHmepgetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHurypaumnm nHtepoeiica VLAN:

console (config-if) #

Tabanua 76 — KomaHabl pexkMuma KoHourypauum nHtepderica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkntounTtb paboTy npoTokona IPv6 Ha nHTepdeiice. leHepupyeT
ipv6 link-local agpec Ha gaHHOM nHTepdeiice.

OTKAtoYUTL paboTy NnpoTokona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-local

ipv6_address:
XXXX:: XXXX;
prefix-length: (0-128)

YcraHoBuTb ipv6 link-local agpec Ha paHHOM nHTepdeiice.

Ypanutb ipv6 link-local agpec Ha paHHOM uHTepdelice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIW ipv6-aapec Ha nHTepdeiice.
- eui64 — ucnonbsosatb anroputm EUI-64 ansa reHepaumm agpeca.

Y8anuTb yKasaHHbI agpec ¢ uHtepdeiica.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 77 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [vlan
vlan]

OT06pasmnTb COCTOAHME U HACTPOMNKK IPV6-UHTEPdELiCOB.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

OT06pa3unTb TabaunLy mapLipyTMsaumm ans IPve.

show ipv6 traffic [interface
vlan {vian-id/vfi-id}] [hc]

OTO6pPa3nTb CTAaTUCTUKY MO MPUHATBIM U OTMPABIAEHHbIM
IPv6-nakeTam.
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4.14 Hactpoiika NpOTOKON0B

4.14.1 Hacmpolika npomoKosaa ARP

ARP (Address Resolution Protocol — npoTokon paspelieHua afpecoB) — MPOTOKOA KaHa/lbHOro
YPOBHA, BbINOJHAWWMIN PyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMW COAeprKallLerocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUTypaLmm:

console (config) #

Tabnunua 78 — KomaHzabl perknma rnobanbHOM KoHPUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoaYaHuro
arp ip_addr hw_addr [vlan [Jo6aBuTb cTaTnyeckyto 3anmcb cootsetcTeus IP- 1 MAC-agpecos
vlan_id] B Tabanuy ARP ansa ykasaHHol VLAN.

bopmar ip_addr: - ip_address — IP-agpec;

A.B.C.D;
bopmar hw_address: | - hw_address — MAC-agpec.
- H.H.H
no arp ip_addr H:H:H:H:H:H YpanuTb cTaTMyeckyto 3anuck cootsetcteua IP- 1 MAC-agpecos
HoHoH-H-H-H: u3 Tabanubl ARP 4ns yKasaHHOTO B KomaHae IP-aapeca.

vlan_id: (1..4094)

arp gratuitous interval seconds YCTaHOBWUTb MHTEPBAN MeX Ay OTNPABKOW gratuitous arp coobuue-
seconds: HUN.
no arp gratuitous interval (15..86400)/150 cekyHA | ycraHoBuTh 3HaueHMe no YMONYaHMIO.
arp timeout seconds HacTpouTb Bpems KMU3HM AMHAMUYECKUX 3anucei B Tabaunue ARP
seconds: (30..86400)
(cek).
- ceK
no arp timeout YCTaHOBUTb 3Ha4YeHUe NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm nutepdeinca VLAN:
console (config-if) #

Tabnvua 79 — KomaHabl pexknuma KoHburypaumm nHtepoeiica

3HavyeHue/3Ha4yeHue "
KomaHoa / Aeilicmeue
no ymoa4YaHuro
ip arp gratuitous periodic / BKNtouMTb OTNpaBKy gratuitous arp-coobLueHmni.
-/BKAOYEHO
no ip arp gratuitous periodic BbIK/OYMTb OTNPaBKY gratuitous arp-coobLieHui.

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#
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Tabnuua 80 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H vnn H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

Moka3saTb 3anucn ARP-Tabamubl: Bce 3anucu, duabTp no IP-agpecy;
dunbTp no MAC-agpecy; dpunbTp no nHTEpdeicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYI CTaTUCTMKY NPOTOKOA arp.

clearip arp

YaanuTb Bce guHamuuyeckue 3anmcu ns ARP-Tabanupl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[JaHHbI MeXaHNU3M NO3BO/IAET YCTOMCTBY OTCNEKMBATL 3aK0IbLLOBAHHbIE NOPTbI. [1eTna Ha NnopTy 06-
HapPY>KMBAETCA NYTEM OTCbIIKM KOMMyTaTopom Kaapa (frame) c MAC-agpecom nopTa KommyTaTopa B nosne
Source MAC u wnpoKosellaTenbHbiM (No ymoadaHuio) aapecom B none Destination MAC.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume ri1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabanuya 81 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/MoAynb BK/IKOYEH

OTKAtounTb paboty moayns loopback-detection Ha ycTpoiicTse.

' JaHHaA KomaHAa oTKAlovaeT paboty moaynsa loopback-

L detection c 6e3B03BpaTHbIM yAaNeHMEM BCeX HAaCTPoOeK
6nokKa LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpoiicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/OYEHO

BKAOUMTb mexaHn3m OGHapy)KEHI/IFI netenb ANA KOMMYTaTopa.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTb MHTepBan mexay loopback-kagpamu.
- seconds — WHTepBan BpemeHn mexay LBD-kaapamu.

mac_address

CEeKYH
no loopback-detection interval YyHA BoccTaHOBWTL 3HAYEHWE MO YMONYAHMIO.
loopback-detection Onpegennte MAC-aapec HazHayeHusn, yKasaHHbIM B LDB-Kkaape.
destination-address -[ffff.ffFfffff

V Mo ymonuaHuio MAC-agpec HasHa4YeHUA WUPOKoBeLa-
TeNbHbIN.

loopback-detection vlan-based

no loopback-detection vlan-
based

BKAtOUNTL pexkum obHapykeHus netenb 8o VLAN. Mpu Hanuuum
netan 8o VLAN pgaHHasa VLAN 6yaet 3ab10KMpoBaHa Ha NopTy, Ha
KoTopom 6bina obHapy:keHa neTns.

OTKNOYUTL peXkum obHapyeHus netenb 8o VLAN.

recovery-time value

loopback-detection vlan-based

no loopback-detection vlan-
based recovery-time

value: 30..604800
/BbIKNOYEHO

3apaTb Bpems 610knposku VLAN.
- value — Bpems, no ucteyeHure Kotoporo VLAN aBTOMaTUYECKM
pa3bnokupyetca.

3abnokuposaHHble VLAN He 6yayT BOCCTaHaB/AMBATLCA aBTOMATU-
Yecku.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnel nopmos

Bua 3anpoca KoOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nntepdeitca

rpynnbl NOPTOB:
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console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port}

console (config-if) #

Tabaunuya 82 — KomaHAabl perkmma KoHourypaumm nHtepdeiica Ethernet

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymona4aHuro
loopback-detection enable BKNHOUMTb MEeXaHM3M OBHapYKeHUs NeTesb Ha MopTy.
- - -/BbIKAOYEHO

loopback-detection disable BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.

KomaHOb! pexcuma EXEC
Bua 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:
console#
Tabnunuya 83 — KomaHabl pexkmma EXEC
3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro

show loopback-detection OT06pa3unTb cocToAaHne mexaHu3ma loopback-detection.

[fastethernet fa_port | fa_port: (1..8/0/1..24);

gigabitethernet gi_port | gi_port: (1..8/0/1..48);

twopointfivegigabitethernet two_port: (1..8/0/1..8);

two_port | tengigabitethernet te_port: (1..8/0/1..11)

te_port | statistics]

debug loopback-detection [all BKAOUMTb OTNpaBKy cooblueHunii no cobbitnam loopback-detec-

| buffer-alloc | control | -/OTK/IIOYEHO tion.

critical | pkt-dump | pkt-flow ]

4.14.3 Cemeliicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHOM 3agaveit npoTtokona STP (Spanning Tree Protocol) anaetca npuseaeHue cetn Ethernet c
MHOXEeCTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMN, UCKAOYAIOWEN LMKAbI MaKeToB. KommyTtaTopsl
0bMeHMBalOTCA KOHPUIYPaUMOHHbIMU COOBLLEHMAMM, MCNOAb3YA Kaapbl chneunanbHoro dopmarta, M
BbIGOPOYHO BK/IIOYAIOT M OTKAIOYAIOT Nepesady Ha NopTbl.

Rapid (6bicTpbiit) STP (RSTP) aBnsieTca ycoBeplUueHCTBOBaHMEM MNpoToKosa STP, xapakTepusyetcs
MEHbIUMM BpemMeHemM TMpPUBELEHUA CEeTU K [PeBOBMAHON Tonosorunm U umeeT 6o0nee  BbICOKYHO
YCTOYNBOCTD.

Mpotokon Multiple STP (MSTP) saBnseTcAa Haubonee coBpemeHHoOW peanusaumein STP,
nogaeprmeatoweir mcnonb3osaHne VLAN. MSTP npeanosaraer KoHourypauuio Heobxogmmoro
KO/IMYECTBA 3K3EMN/IAPOB CBA3YIOLWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxkabiii aK3eMnaap MOXKeT cofepaTb HeckosbKo rpynn VLAN. HegoctaTtkom npoTokona
MSTP sBnsieTca To, YTO Ha BCEX KOMMYyTaTopax, B3anmogencTeyowwmx no MSTP, fonHbl OblTb 04MHAKOBO
CKOHOUrypuposaHbl rpynnbl VLAN.

V MakcumanbHO gonyctumoe Konmyecrtso aksemnaapos MSTP — 64.

1 ®dyHKUMA noppep>kuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.
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4.14.3.1 Hacmpoliika npomokona STP, RSTP

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabnnuya 84 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

shutdown spanning-tree

-/MOoAyNb BKAKOYEH

OTKAtounTL paboTy moayns STP Ha ycTpolicTse.
JaHHaA KomaHAa oTKAtovaeT paboty moayns STP c 6e3-
. BO3BPATHbIM yAaNeHUem Bcex HacTpoeK 6aoka STP.
l Mopgynb STP BKAoYaeTca KOMaHA0M spanning-tree.

spanning-tree

PaspewunTb ncnonb3oBaHMe KOMMYTaTOPOM NpoTokona STP.

- -/BKAOYEHO
no spanning-tree 3anpeTuTb NCNOAb30BaHNME KOMMYTaTOPOM NpoToKoAa STP.
spanning-tree mode { rst | YCTaHOBUTb peMM paboTbl NnpoTokona STP:
mst | rapid-pvst} - rst — |EEE 802.1W Rapid Spanning Tree Protocol;
-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3Ha4YeHMe NO YMOIYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb UHTEPBA/ BPEMEHU, 3aTPayuMBaeMblil HAa NPOCYLIMBa-
HWE M U3yYyeHWe COCTOAHMIA nepes NepekntoYeHMem B COCTOsAHUE
nepegauu.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWUTb MHTEPBAN BPEMEHU MEXKAY Nepesadyamm WNPOKoBeLa-
TeNbHbIX co0bLeHnl «Hello» K B3aMmoaencTBYOWUM KOMMYTATO-
pam.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA }U3HK ceA3ytoLero gaepesa STP.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npropuTeT yCTpolicTBa B cBA3ytlolem aepese STP.
3HayeHuWe npuopuTeTa A0NKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree pathcost
dynamic [lag-speed]

BKAOUUTb AMHAMMYECKOe onpeaeneHmne LeHHOCTU NyTy.
- lag-speed — onpegeneHve LEHHOCTM NyTU BydeT BbIUMCAATLCA

-/BKt0eH0 MPU M3MEHEHNUM CKopoCcTH LAG.
no spanning-tree pathcost YCTaHOBWTb 3HaYEHWE NO YMONYAHUIO.
spanning-tree pathcost YCTaHOBUTb METOZ ONpeaeneHns LLEHHOCTHU NyTK.
method {long|short} - long — 3HayeHune ueHHocTH B granasoHe 1..200000000;
-llong - short — 3HauyeHue LeHHOCTHM B AnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HAYEeHUE N0 YMOJTHAHUIO.
method
spanning-tree compatibility Bepcua comectumoctu STP.
{mst | rst | stp} -/BKAOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

Moporosoe Konnyectso TCN BPDU, npy KoTopom 3anyckaeTca Tan-
mep, KOTopbIi paBeH 3HadeHwuto flush-interval.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBWUTb 3HAYeHWE WHTEepBasia, Moc/ie KOTOPOro NpPousonagT
ouncTka MAC-Tabnunupl nocne nonydeHnsa TCN BPDU.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

spanning-tree transmit
hold-count count

count: (1..10)/6

9TO 3HaYeHMe YKa3blBaeT MaKCMMasibHOE KO/IMYECTBO NaKeTos, KO-
TOpble MOTYT 6bITb OTMPaBAeHbl B 3a4aHHbIA MHTEPBas BPEeMEHMU
hello-time.
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no spanning-tree transmit
hold-count

YCTaHOBUTb 3HAYeHUe no YMO4aHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinosHEHUE
ral | ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHpu2ypayuu uHmepgetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua, 3anpoca KomaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nnrtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 85 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3HayeHue
o ymMon4YaHuto

Aelicmeue

spanning-tree disable

3anpetutb paboTy npotokona STP Ha KOHdUrypupyemom uHTEp-
delice.

-/paspelueHo
no spanning-tree disable /pasp PaspewunTtb paboTty npoTokosna STP Ha KOHOUIYpUpyeMOM UHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBUTb LLleHHOCTb NYTU Yepes AaHHbIN MHTepdeic.
' - COSt — LLeHHOCTb NyTy.
. (1..200000000)/cm. . y
no spanning-tree cost a6y 86 YCTaHOBWUTb 3HayeHue, onpeaesnsemoe Ha OCHOBAHMW CKOPOCTU

nopTa ¥ MeTofa onpeseneHnsa LeHHOCTM NyTH, cMm.Tabanuy 86

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTbL NpUopUTET MHTepdelica B cBasylowem aepese STP.

V 3HauyeHMe NpUopUTETa J,OMKHO 6bITb KPaTHO 16.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree portfast

no spanning-tree portfast

BKNOUUTDL pexum, B KOTOPOM MOPT NPU MNOAHATUM HA HEM NINHKA
Cpa3y CTAaHOBMUTCA B COCTOAHME Nepesayn, He AOKMAAACh ucTeye-
HUA Talimepa.

BbIKNIOUNTD PEXUM MOMEHTA/IbHOTO nepexoja B COCToAHME nepe-
Aa4n No NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeleHo

PaspelwnTb Ha UHTepdelice LONONHWUTENbHYIO 3aLLUTY OT NeTenb. B
cny4yae, ecnn uHTepdenc HaXoAUTCs B COCTOSIHUM, OTIMYHOM OT
Designated n npu aTom nepectaet nonyyats BPDU, nutepdeiic 610-
Kupyercs.

3al'lpeTMTb AONONHUTENIbHYIO 3aLlLNUTY OT BOSHUKHOBEHUA NEeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/ucnonb3oBaHmne
rno6anbHOM HACTPOMNKHM

BK/IIOUNTD 3aLUUTY KKOPHA» 1A BCEX CBA3YIOLLMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpewaet nHTepdelicy bbiTb KOPHEBBIM NOPTOM KOMMY-
TaToPa;

- loop — BKAtOYaEeT Ha UHTepdelice [ONONHUTENBHYIO 3aLLUTY OT
netenb. B cnyyae, ecnv nHtepdeiic HaxoguTca B COCTOAHUK, OTINY-
Hom oT Designated u npu aTom nepectaeT nony4yatb BPDU, uHTep-
deiic brokupyercs;

- none — oTK/toYaeT Bce Guard-¢pyHKUMM Ha MHTepdeiice.

Mcnonb3oBaTh r106anbHy0 HAaCTPOWKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIKNIOYEHO

PaspelwmnTb 3aWmTy, BbIK/OYAOLWYH MHTEpdENC Npu Npuéme nake-
ToB BPDU.

3anpeTuTb 3aWMTy, BbIK/HOYAKOLWYO MHTEpdEC Npy Npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/onsa gynnexkcHoro
nopTa «TOUYKa-TOYKa»,
ANR NONYAYNNEKCHOro

— «pa3BeTB/IEHHbIN»

YcTtaHoBUTb NpoToKon RSTP B nepepatolee coctosHMe n onpeae-
JIUTb TN CBA3M ANA BbIBpaHHOro nopTa:

- point-to-point — TouKa-TouKa;

- shared — pasBeTBAEHHbIN.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIKNOYEHO

3anpetutb npuem BPDU ¢ pnarom TCN.

PaspewwnTts nprem BPDU c dpnarom TCN.
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spanning-tree bpdufilter

3anpetutb/paspewmnTtb npuém m nepegady STP BDPU Ha wuHTep-

spanning-tree {bpdu-receive |
bpdu-transmit} disable

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBUTb 3HAaYE€HNE N0 YMOAYAHUIO.
spanning-tree auto-edge /BKIOUEHO BK/IOYMTb aBTOMATMYECKOE ONpeaeNeHne KNNEHTCKUX NOPTOB.
no spanning-tree auto-edge BbIK/IIOYNTL aBTOMATUUYECKOE ONpeaeneHne KINEHTCKUX NOPTOB.
spanning-tree {bpdu-receive | BK/IIOUUTL pexnm npuéma u/mnv nepesaum Ha uHtepderice.
bpdu-transmit} enable

-/BKOYEHO

BbIKNOUNTL peXnm Npuéma u/unv nepesayun Ha nHtepdeice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpoutb npuoputet ana pseudoRoot Ha MHTepdeiice.

YCTaHOBWTb 3HaYeHMe N0 YMOJHaHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BkntounTb Ha nHTepdelice GyHKUMIO 3aLMTbl OT aTak.

OTKNOYNTL Ha UHTepdelice GYHKUMIO 3aLMTbI OT aTak.

Tabnunua 86 — CTOMMOCTb NMyTU, YCTaHOBAEHHAA MO YMOAYaHUIo (spanning-tree cost)

Unmepdeiic MeLn;:;) onpedeneHusa yeHHocmu ;y::

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 1000000 56

LAG 100M 100000 12

LAG 1G 10000 3

LAG 10G 1000 2

Y

CroumocTb nyTv gna rpynnbl KaHanos No metoay Iong no ymos4yaHUIO onpegenaerca
AeneHnem CtTommocTu MHTepd)eﬁca Ha KO/1n4ecTBO JIMHKOB B rpynne. 3HaueHMe cost

ana LAG npuBeaeHo € YYETOM UNeHCTBA B HEM 2 ¢pu3nuecKux nHteppeincos.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 87 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Moka3saTb cocTosiHMe npoTokona STP Ha nHTepdelice.
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show spanning-tree detail

MokasaTb Noapo6Hyto MHGOPMAaLMIO O HACTPOIKax NPOTOKONA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHPOPMALMIO O COCTOAHUM O HACTPOMKax STP Ha aKTuB-
HbIX NOPTaXx.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OT06pa3unTb HacTpoiiku STP Ha bridge.

show spanning-tree pathcost
method

OT06pasnTb HGOPMaLMIO O METOAE OnpeaeeHNa CTOMMOCTH
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OT06pasnTb MHPOpPMaLmio o root B Tononorum STP.

show spanning-tree summary

OT06pasnTb cOCTOAHME NPOTOKOMA STP OTHOCUTENbHO UHTEPdE-
coB.

4.14.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabaunua 88 — KomaHzabl perknma rnobanbHOM KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBWUTb NPUOPUTET ANA AAHHOFO KOMMYyTaTopa nepes, ocTab-
HbIMM, UCMONb3YIOWMMK 06LWLMIA 3K3emnaap MSTP.

- instance_id — ak3emnnap MST;

- priority — npuoputeT KOMMyTaTopa.

V 3HaueHue npuopuTeTa AO0MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YcTtaHoBUTb noporosoe 3HadeHne TCN BPDU gns aksemnnapa MST,
npv KOTOPOM 3anycKaeTcs Tamep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMasibHOE KOJIMYECTBO TPAH3UTHbIX Y4acTKOB ANA
naketa BPDU, Heobxoanmbix gns GopMmnpoBaHWA aepeBa U yaep-
YKaHUA MHOOPMALMK O ero CTPOeHUK. ECm NaKeT yxKe npoLuen mak-
CMMaNbHOE KONMYECTBO TPAH3UTHbIX YYACTKOB, TO Ha caeaylowem
y4acTKe OH oTbpacbiBaeTcs.

- hop_count — maKcMManbHOE KOMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

spanning-tree mst
configuration

Bxopg, B pexxum KoHbuUrypauum npotokona MSTP.

KomaHObI pexcuma KoHgua2ypayuu npomokoaa MSTP

Buza 3anpoca KoMaHAHOWM CTPOKM B pexnume KOHPUrypaumnm npotokona MSTP:

console# configure terminal

console
console

(config)# spanning-tree mst configuration
(config-mst) #
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Tabnmua 89 — KomaHabl pexxmma KoHoUrypaumm npotokona MSTP

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4aHuro
instance instance_id vlan Co3paTb COOTBETCTBME MEXAY dK3emMnaapom npotokona MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — npeHTUdMKaTOp sK3emnaapa npotokosna MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan YAanutb COOTBETCTBUE MEeXAY dK3eMNaapom npoTtokona MSTP un
vlan_range rpynnamu VLAN.
name string 3apaTb UMA KoOHPUrypaumm MST.
string: (1..32) cumBona | - string — nma KoHdurypauumn MST.
no name Yaanutb ums KoHourypaumm MST.
revision value 3apaTb HoOMep peBu3uKU KoHoUrypaumm MST.
value: (0..65535)/0 - value — Homep peBu3uKn KoHoUrypaumm MST.
no revision YCTaHOBWTb 3HaYeHue No ymonyauuio (value).
exit Bbixog, 13 pexunma KoHpurypaumm npotokona MSTP c coxpaHe-
i HUeM KoOHGUrypaumu.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnvua 90 — KomaHabl pexxmuma KoHourypaumm nHtepoelica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
spanning-tree guard root BKOUNTD 3aLLMTY KKOPHA» A5 BCEX CBA3YIOLWLMX AepeBbeB STP Bbl-
/3aWpTa BbIKIOYEHa 6paHHOro noprta. [aHHaa 3alWmMTa 3anpewaer MHTepdency 6biTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.
no spanning-tree guard YCTaHOBWTb 3HAaYEHME MO YMOYAHUIO.
spanning-tree mst instance_id YcTaHOBUTL NpuopuTeT MHTepdeiica B ak3emnasape MSTP.
port-priority priority - instance-id — npeHTUdUKATOP 3K3emnaapa npoTokona MSTP;
instance_id: (1..63); - priority — npuopuTeT nHTEpdeiica.
priority: (0..240)/128 V 3HaueHue NnpuopuTeTa A0MKHO BbITb KPaTHO 16.
no spanning-tree mst YcTaHaBAMBaeT 3HaYeHMEe N0 YMOYAHUIO.
instance_id port-priority
spanning-tree mst instance_id YCTaHOBUTb LLEHHOCTb NyTW Yepe3 BblbpaHHbI WHTEpdelnc ana
cost cost onpeaeneHHOro sksemnaspa npotokona MSTP.
instance_id: (1..63); - instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP.
cost: (1..200000000) - cost — LLeHHOCTb NyTw.
no spanning-tree mst YCTaHOBUTb 3HauyeHue, onpeaensiemoe Ha OCHOBAHUM CKOPOCTU
instance_id cost nopTa U meToAa onpeaeneHns LeHHOCTM NyTn, cm. Tabauuy 86.
spanning-tree port-priority YCcTaHOBUTbL NpUOPUTET UHTEpdEica B KOPHEBOM CBA3YIOWEM Ae-
priority pese MSTP.
priority: (0..240)/128 V 3HaueHue NpuopUTeTa AOMKHO bbITb KpaTHO 16.
no spanning-tree port-priority YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.
spanning-tree mst instance_id YcTaHoBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.
pseudoRootid priority priority instance_id: (1..63);
mac-address mac_add priority: (0..240)/128
no spanning-tree mst YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
instance_id pseudoRootid
spanning-tree mst instance_id instance_id: (1..63); BK/IIOUUTD MM OTKAOYNUTL spanning-tree Root Guard B ykasaHHOM
guard {root/none} -/none aksemnnape MST.

KomaHOwbl pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnnua 91 — KomaHabl perkmuma Privileged EXEC

KomaHoa 3HayeHue/3HavyeHue no Aelicmeue
YMOAYAHUIO

show spanning-tree MokasaTb KoHUrypauuio npotokona STP.
interface {fastethernet fa_port |
gigabitethernet gi_port |

twopointfivegigabitethernet fa_port: (1..8/0/1..24);
two_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port two_port: (1..8/0/1..8);
| port-channel group} te_port: (1..8/0/1..11);
[bpduguard | cost | detail | group: (1..64)

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

MokasaTtb NoapobHy MHPOopMaLMIO O
HacTpoliKe npoTokona STP.

show spanning-tree mst

instance_id [detail] instance_id: (1..63)

show spanning-tree mst MokasaTb MHPOPMALMIO O CKOHPUTYPUPOBAHHbIX
configuration ak3emnaapax MSTP.
clear spanning-tree mst Ouunctka cyetymkos STP.

Instance_id: (1..63);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}}

4.14.3.3 Hacmpoiika npomokona Rapid-PVST+ !

Bcero noggeprkaHo 64 RPVST-uHctaHca. Mpu 3Tom HyneBo ncnonb3yeTca ANA BCex
VLAN, B KoTopbix oTKAtoueH RPVST. Kaxxaomy VLAN c BkntoueHHbIMm RPVST
cootBetcTeyeT oguH RPVST-UHCTaAHC.

KomaHObI pexcuma 2106aabHoU KOHpuU2ypayuu
Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHon KoOHPUrypauuu:

console (confiqg) #

Tabanua 92 — KomaHabl pexknma rnobanbHoin KoHoUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
spanning-tree vlan vian BkatounTb STP B BbIGpaHHOM vian.
vlan: (1..4094) - vlan — Homep VLAN.
no spanning-tree vlan vian i BbIkntounTb STP B BbIGpaHHOM Vlan.

KomaHObI pexcuma KoHgpuaypayuu VLAN (OduanasoH VLAN os)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range)#

1 dyHKUMA noaaepkuBaeTca TONbKO Ha moaenax MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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Tabnmua 93 — KomaHabl pexxmma KoHourypaumm VLAN

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

spanning-tree forward-time

d:
seconds seconds: (4..30)/15 cek

no spanning-tree forward-time

YCTaHOBWTb UHTEPBa/ BPEMEHW, 3aTPauMBaeMblii Ha NPOC/YLIMNBA-
HME U U3yYeHWe COCTOAHUI nepes NepekoyeHnem B CoCTosHue
nepegayu.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

spanning-tree hello-time sec-

onds seconds: (1..10)/2 cek

no spanning-tree hello-time

YCTaHOBWUTb MHTEPBAN BPEMEHW MeXAy nepefadamu LUMPOKOBe-
LaTeNbHbIX coobuweHnit «Hello» K B3aMmoaencTBYOWMM KOMMY-
TaTopam.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

spanning-tree max-age sec-
onds seconds: (6..40)/20 cek
no spanning-tree max-age

YCTaHOBUTbL BpemsA M3HW cBA3yloLwero aepesa STP.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHMUIO.

spanning-tree priority prior_val .
P g P ¥ prior_ prior_val:

(0..61440)/32768

no spanning-tree priority

HacTpouTb NpuopuUTET YCTPOICTBA B CBA3YyHOLLEM AepeBe STP.
3HayeHune npuopuTeTa AONKHO BbITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHUE Mo YMOI4YaHUIO.

spanning-tree hold-count
count

count: (1..10)/6

no spanning-tree hold-count

3T0 3HaYeHUe yKa3biBaeT MaKCMMabHOE KOIMYECTBO NAKETOB, KO-
TOopble MOTyT 6bITb OTNPaBAEHbl B 3aAaHHbIA MHTEpPBas BPeMeHU
hello-time.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

! Mpun 3apanHmn STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinoaHeHUe
' ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHguaypayuu uHmepagelica Ethernet, uHmepdaelica epynnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumum uHtepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 94 — KomaHabl pexxmuma KoHourypauum nHtepderica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree vlan vi/an cost

cost:
cost
(1..200000000)/cm.
- I " Tabnvuy 86;
no spanning-tree vlan vian cost vlan: (1..4094)

YCTaHOBUTb LIEHHOCTb NYTU Yepes AaHHbI UHTepdeliC.
- €OSt — UEeHHOCTb NnyTy;
- vlan — Homep VLAN.

YCTaHOBWUTb 3HayeHWe, OMnpefeniemMoe Ha OCHOBAHWWU CKOPOCTU
nopTta ¥ MeTo4a onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 86.

spanning-tree vlan vlan port-

riority priorit
P vp Y priority: (0..240)/128;

vlan: (1..4094)

no spanning-tree vlan vian
port--priority

YcTaHOBUTL NpUoOpUTET MHTEpdelica B cBasytowem aepese STP.
- vlan — Homep VLAN.

V 3HaueHue nNpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxknma Privileged EXEC:

console#
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Tabnunua 95 — KomaHabl perkuma Privileged EXEC

KomaHoa 3Haquue/3Haquue no ymonya- ,[leﬁcmeue
HUL
show spanning-tree vlan vian MokaszaTtb KoHOUrypaumto npotokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BaHe.
- vlan — Homep VLAN;
- active — oTobpaeHue aKTUBHbIe UHTepdEN-
vlan: (1..4094) COB;
- blockedports — oTobparkeHune 3abnokmposa-
Hble UHTepdeichl;
- detail — nogpo6Han Hpopmauua.
show spanning-tree inter- MokasaTb KoHdurypauuio npotokona RPVST B
face {fastethernet fa_port | giga- vlan: (1..4094); KOHKPETHOM B/NaHe Ha uHTepdeiice.

bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

[{active | blockedports}] [detail]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

- vlan — Homep VLAN;

- active — oTobpakeHne aKTUBHble UHTepdel-
coB;

- blockedports — oTobparkeHune 3abnokmpoBsa-
Hble UHTepdelchbl;

- detail — nogpobHas nHpopmaums.

show spanning-tree vlan vian
pathcost-method

vlan: (1..4094)

MokasaTtb KoHoUrypaumto pathcost.

show spanning-tree vlan vian
bridge

vlan: (1..4094)

Moka3aTb KOHGUIYPaLMIO TEKYLLErO KOMMYTa-
Topa.

show spanning-tree vlan vian
root

vlan: (1..4094)

MoKasaTb KOHGUIYPaLMIO KOPHEBOFO KOMMYTa-
Topa.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

dyHKuMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb cayXebHble NakeTbl pas/iMyHbIX

L2-npoTokosios (PDU) yepes ceTb NpoBaigepa, YTO NO3BOSAET «NPO3PaYHO» CBA3ATb K/IMEHTCKME CErMEHTbI
cetu.

L2PT uHkancynupyet PDU Ha rpaHM4HOM KOMMYyTaToOpe, MepedaeT WUX Ha APYrorh rpaHUYHbIN
KOMMYTaTOp, KOTOPbIV OXUAaeT cneunanbHble MHKAMNCY/IMPOBAHHbIE Kagpbl, @ 3aTeM AeKancyanpyeT ux,
4YTO NO3BO/IAET NOJ/Ib30BaTENAM NepesaBaTb MHPOPMALMIO 2-F0 YPOBHA Yepes ceTb NpoBaraepa.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoHGUrypaumu:

console (config) #

Tabanua 96 — KomaHabl pexknma rnobanbHoin KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBWUTb afpec Ha3HayYeHWsa ANA MHKaNCY/IMPOBaHHbIX KaapoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBUTb a4pec HasHayYeHWa A4/1A MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBWUTb a4pec HasHayYeHa A4/1A MHKaMNCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKOAA.

isis-11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBWUTb afipec Ha3HayYeHWsa ANA MHKaNCY/IMPOBaHHbLIX KaApoB
(frame) cooTBeTCTBYIOLLErO NPOTOKOAA.

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBWUTb afpec HasHayYeHWsa 1A MHKaMNCY/IMPOBaHHbIX KaApoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBWUTb a4pec HasHayYeHWa A4/1A MHKaMNCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLEIO NPOTOKONA.

116

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBWTb afpec HasHauYeHWUs A9 MHKaNCyIMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb afgpec HasHaYeHUs A1 UHKanCy/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBUTb afgpec HasHaYeHUs A1 UHKanCy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYOWErO NPOTOKONA.

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTb afpec HasHauyeHUs 419 UHKaNCYMPOBAHHbIX KaLpoB
(frame) cooTBeTCTBYIOWErO NPOTOKOAA.

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBWTb agpec HasHauyeHUs 419 UHKaNCYMPOBAHHbIX KaLpoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if) #

Tabnvua 97 — KomaHabl pexxmma KoHourypaumm nHtepoeiicos Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-11 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BkntounTb pexkum nHkancynauum PDU.

BbIKNHOUNTL peXXmm nHKkancynaumm PDU.

Mpwu BKAOYEeHMU UHKancyaauum ana VTP nHKancyampoBsatbca 6yaer BcA rpynna NPoToKo-
. nos ¢ MAC-agpecamu HasHayeHma 01:00:0C:CC:CC:CC.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 98 — KomaHab! pexxkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OT06pa3nTb KOHOUrypaumto L2PT cymmapHO 1 MO OTAENbHbIM UH-
Tepdelicam.

show I2protocol tunnel-mac-
address

OT06pa3sunTb agpeca Ha3HaYeHWA 418 MHKaNCYAMPOBaHHbIX KaapoB
(frame).

4.14.5 Hacmpoliika npomokosa LLDP

OcHoBHOW ¢yHKuMel npoToKona Link Layer Discovery Protocol (LLDP) aBnseTca obmeH mexay

CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOSAHUW M XapaKTepucTMKax. MHpopmauma, cobpaHHaa nocpeacTeom
npoTokona LLDP, HakanAuBaeTca B yCTPOWCTBAX M MOKET BbITb 3anpoLleHa ynpasBasatoLMM KOMNbIOTEPOM
no npotokony SNMP. Takmm o06pa3om, Ha OCHOBaHMM cobpaHHON WMHPOpPMaUMKM, HA YNpPaBAAIOLLEM
KOMMNbloTepe MoKeT 6bITb CMOAENNPOBaHa TOMO/OMMSA CETH.
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KOMMyTaTOpr noaaepXuMBarT nepenadvyy Kak CTaHAaPTHbIX napamMeTpoB, Tak U ONULMOHANbHDbIX,

TAKUX KaK:

—  WMA YCTPOICTBA U €ro onucaHue;
—  WMA NopTa 1 ero onuncaHue;
—  unHpopmaums o MAC/PHY;

- uUT.A.

KomaHObI pexcuma 2106aabHOU KOHPU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHGUrypauum:

console (config) #

Tabnnuya 99 — KomaHabl perknma rnobanbHOM KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

shutdown lidp

no shutdown lidp

-/MoAyNb BKAKOYEH

OTkAtounTL paboTy moayna LLDP Ha ycTpolicTse.
[aHHasa KomaHAa oTKAtovaeT paboty moaynsa LLDP ¢
e 6e3803BpaTHbLIM yAaneHMem Bcex HacTpoek 610ka
LLDP.

BkntoumTb paboty moayna LLDP Ha ycTpolicTBe.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

Pa3spelwmnTb KOMMyTaTOPY MCNONb30BaHWE NPOoTOKoa LLDP.

3anpeTnTb KOMMYTATOPY UCMOJIb30BaHUE NpoToKoaa LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/IIOYEHO

BkntounTb otnpasky LLDP-MED.

OTKAOYNTL OTNpaBKy LLDP-MED.

lidp lidpdu filtering

set lldp version {v1 | v2} /vl 3agaTb Bepcuio npoTokoa LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopbiii 6yayT oTcbinatbes Illdp-kagpbl.
- lldp-Kaapbl Tak ke 6yayT 4ybanpoBaTbca Ha cTaHAapTHbINM MAC-aa-
pec.
lidp lidpdu flooding Jfiltering YCcTaHOBUTL pexkum dunbTpaumm naketos LLDP BPDU.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lidp chassis-id-subtype mac-
addr

string: (1..255)
CMMBO0B;
-/mac-address

3agatb chassis-id-subtype ana lldp-kaapa.

BepHyTb K 3HaYEHMIO N0 YMONYaHMIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTbL 3a4ep)KKy NOBTOPHOW WHMLMANM3auuu (Bpems 3a-
OEPKKK, BbinoNHAeMoe LLDP ans noBTOPHOM MHUUMANMU3ALMMU HA
nobom uHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY HE06X04MMO BbICTAaBUTb
3HaYeHUe No YyMONYAHMUIO.

lidp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTL MHTepBan nepesaun lldp-kagpos.
/1 YT06bl OTMEHWUTL HacTPOlKy Heo6X0AMMO BbICTaBUTbL
3HauYeHne No YMOJIYQHMUIO.

lidp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBWUTb MaKCUMabHYHO CKOpOCTb Nepesaun lldp-kaapos.
Seconds — Nepvog, BpeMeHn B TE4EHWUM KOTOPOTO YCTPOWCTBO MO-
YKEeT oTnpaBuTb He Bonee ogHoro Kagpa (frame).
V Y106bl OTMEHUTb HACTPOIKY HEeo6XO0AMMO BbICTAaBUTb
3HaYeHUe Mo YMONHaAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MMHUMAJIbHYO OAUTENbHOCTb 3aZlePXKKNU, MeXay no-
cnepoBaTenbHbIMU Kagpamu LLDP.
Y106bl OTMEHUTb HACTPOIiKY HEeo6X0AMMO BbICTAaBUTb
V 3HayeHUe No yMoN4YaHuio.

lidp txCreditMax value

YcTaHoBUTb 3HayeHue Credit Max (MakcMmanbHOEe KOMYecTso no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopble moryT 6biTb nepeaaHbl B Nio-
6oe Bpems).
lidp txFastInit value value: (1..8) YCTaHOBWUTb YMCNO NAKETOB, KOTopoe byayT OTNpaBAATbLCA B ne-

puog, fast init.
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KomaHObI pexcuma KoHguaypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnnuya 100 — KomaHab! pexkuma KoHdurypaumm nntepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lldp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIKNOYEHO

3apatb MAC-agpec, Ha KoTopbiii 6yayT oTcbinatbea lldp-Kagpbl.

Ypanute MAC-agpec, Ha KoTopblit byayT oTcbinatees lldp-kaapsi.

lidp transmit [mac-address
mac_addr]

no lldp transmit [mac-
address mac_addr]

-/BKAIOYEHO

Paspelwaet nepegayvyy naketos nNo nNpoTokony LLDP Ha wuHTep-
deiice.

3anpetTnTb nepegayy nakeTos No npotokony LLDP Ha uHTep-
delice.

lidp med-app-type type
{none | vlan {untagged |
vlan-id vlan_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauutb npasuno network-policy gaHHOMY UHTepdeiicy.

Yoanute npasuno.

lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3a4aTb MECTONOOMKEHME YCTPOUCTBA AN NpoToKona LLDP (3Ha-
yeHue napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucteme KOOpPAMHAT;

- civic_address_data — agMUHUCTPATUBHbIN agpec yCTPOICTBa;
- elin_data — agpec B popmarte, onpegeneHHom ANSI/TIA 1057.

YaanuTtb MecTononioXxKeHune.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CKoHourypuposatb TLV LLDP-MED Ha gaHHOM nHTepdeiice.

Yaanutb HacTpoiky TLV LLDP-MED Ha nHTepdeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lidp notification

BkAtouMTb OTNPaBKy Tpanos No cobbiTmam LLDP.

OTK/IOYNUTb OTNPABKY TPANoB no cobbitusm LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3agatb ID Port Subtype ansa kagpa LLDP.

no lldp receive [mac-address
mac_addr]

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWUTb 3HaYEHME MO YMOYAHUIO.
lidp receive [mac-address PaspewunTb MHTEpdeicy NnpuHMmMaTb Kagpbl LLDP.
mac_addr]
-/BKNIOYEHO

3anpeTuTb UHTepdency NPUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpepennTtb Kakue 6asoBble onuuoHanbHble TLV-nona 6yayt
BK/IIOYEHbI YCTPOWCTBOM B Nepeaasaemblii LLDP-naker.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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lidp tiv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize, power-via-mdi)

OnpeaenvTb Kakne cneumasnbHble onuuoHanbHble TLV-nons by-
OYT BK/IOYEHbI YCTPOCTBOM B nepeaasaemblit LLDP-nakerT:

- link-aggregation — BknovaeT nogaepkky TLV, cogeprkaluero
MHGOPMaLMIO O BOSMOKHOCTM arperaumm KaHana u o Tekylem
cTaTyce arperaumu nopTa, ANA KOTOPOro BKAKOYEHA [aHHaA
HaCTpOWKa;

- macphy-config — BkntoYaeT noaaepkky TLV, cogepialuero Te-
KyLLMe HaCTPOMKM CKOPOCTU U AynJieKca U CBeAeHUA O TOM, 3a-
[AaHbl N OHW BPYYHYIO MM MOJYYeHbl B pe3ysibTaTe aBToCora-
COBaHUA;

- max-framesize — BKAOYaET NoaaepKy TLV, coaepskalero uH-
dopmaumio 0 makcMManbHO AONYCTUMOM pasmepe Kaapa;

- power-via-mdi — BKAo4aeT noaaep:KKky TLV, ncnonbayemoro
[ONA COrnacoBaHWA NapameTpos NuUTaHuA PoE-ycTpoiicTs.

YCTaHOBUTb 3HAYeHUE NO YMO/IHaHUIO.

v/
Y

nopT rpynnbl.

KomaHObi pexcuma Privileged EXEC

Maketbl LLDP, npuHATble Yyepe3 rpynny nNopros, 3anOMWHAIOTCA UHAUBUAYANIBHO MOPTaMMU
rpynnbl, NPUHABWMMU cooblieHus. LLDP otnpaBasAeT passiMyHbie cOOblieHna Ha KaxKAabli

Pabota npotoKona LLDP He 3aBUCUT OT cOCTOAHUA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMpPOBaHHbIX NPOTOKOIOM STP-nopTax.

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 101 — KomaHab! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show lldp local
[gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [mgmt-addr]

Moka3saTtb LLDP-nHdopmaLmio, KOTOPYHO aHOHCUPYIOT NOPTLI.

show lidp neighbors [detail]

MokasaTb MHPOPMALMIO O COCEAHMX YCTPOMCTBAX, Ha KOTOPbIX pa-
6oTaet npoTokon LLDP.

show lldp statistics

Moka3aTtb cTaTucTuKy LLDP.

Tabnunuya 102 — OnucaHue pesynbTaTos
lMone OnucaHue
Timer OnpeaenseT, KaKk YacTo ycTponcTeo wnet LLDP-o6HoBAEHMS.
OnpegensieT BeandymHy Bpemenun (TTL, Time-To-Live) gns npuHMMatoLwero ycTpoicTsaa,
Hold Multiplier B TEYEHME KOTOPOro HYXKHO yaep*KnBaTb NpuHMMaemMsble nakeTbl LLDP nepeg nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MMHUMaNbHOE BPEMSA, B TEHEHWE KOTOPOro NopT byaeT oxunaate nepes
y nocbinkol cnegytowiero LLDP-coobweHus.
Tx dela OnpepenAeT 3a4epKKy Mexay nocnegyrowmmmn nepegadyamm LLDP-Kagpos, MHULNK-
¥ POBaHHbIX U3MEHEHUSAMM 3HAYEHWUI NMbBOo cTaTyca.
Port Homep nopTa.
State Pexkum paboTbl NnopTa Ana npoTtokona LLDP.
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Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3moOKHble 3HaYeHuA:

PD — OnucaHwue nopTa;

SN — CuctemHoe nms;

SD — OnncaHue cucTembl;

SC — BO3MOKHOCTHM CUCTEMDI.

Address

Appec ycTpoiicTsa, KoTopbiii nepegaetca B LLDP-coobuweHusx.

Notifications

YKa3blBaeT, pa3peLleHbl nau 3anpeleHbl ysegomaeHuma LLDP

_|

abnnuya 103 — OnucaHue pesynbTaTos
Mone OnucaHue
Port Homep nopra.
Device ID Uma nan MAC-agpec coceHero ycTpomncrea.
Port ID NaeHTMdUKaTOp NopTa coceHero ycTpoicTaa.

System name

CuctemMHoe UMA yCTpoMCTBa.

Capabilities

[aHHOoe none onucbiBaeT TMN YCTPOMCTBA:

B — Mocrt (Bridge);

R — MapuwpyTnsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoiicto (DOCSIS cable device);
H — CeTeBoe ycTpolicTteo (Host);

r — NoBTopuTens (Repeater);

O — Tun HeusBecTeH (Other).

System description

OnucaHuWe coceHero ycTpoiicTea.

Port description

OnwvcaHue nopTa coceaHero ycTponcTea.

Management address

Appec ynpasneHus ycTponcTeom.

Auto-negotiation support

OnpepenseT, noaLep’KUBaeTca M aBTOMATUYECKOe onpegeneHne pexxuma nopra.

Auto-negotiation status

Onpegfenset, BKAOYEHa /M NOAAEPKKA aBTOMATUYECKOTO ONpeaeneHunn pexsmma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexunmsl, noaaepKmsaemole GyHKUMEN aBTOMATUUYECKOro onpeaeneHuns
nopra.

Operational MAU type

Pabounin MAU-TUN ycTpoicTaa.

Mpumep HacTporiku TLV-onuuin Ha uHtepdeiice Gigabitethernet 1/0/1:

console (config) # set lldp enable
console (config) # interface gigabitethernet 1/0/1

console (config-if) #
console (config-if)#

basic-tlv
basic-tlv

tlv-select
tlv-select

1lldp
1lldp

port-descr
sys-name

(
(
(
(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp

)
)
)
)
)
)
)
)
) # 11dp

tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select

basic-tlv
basic-tlv
basic-tlv

dotltlv
dotltlwv
dot3tlv
dot3tlv
dot3tlv

4.14.6 Hacmpoliika npomokona G.8032v2 (ERPS)

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1
port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

MpoTtokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH a4na NoOBbILWEHMA YCTOMYMBOCTH
N HaZeXHOCTU CeTV nepenayy AaHHbIX, UMeloLWen KObLEBYIO TOMOOTUNIO, 33 CYET CHUNKEHUA BPEMEHMU
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BOCCTAaHOB/1EHMUA CETU B C/ly4ae aBapwun. BpeMﬂ BOCCTaHOB/IEHMA HE MpeBbIWaEeT 1 CEeKyHAbl, 4TO CyLie-
CTBEHHO MEHbLUE BpeEMEHN HGDECTpOﬁKM ceTn npun ncnos1ib3oBaHMM NPOTOKO/10B cemelicTa spanning tree.

| ERPS noppaepaH TonbKo Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P,

V MES2448, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P,

MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

KomaHObI pexcuma 2106aab6HOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnunuya 104 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm
3HayeHue/3HayeHue o

Komanoa Aelicmeue
YMOAYAHUIO
shutdown aps ring OTKktounTb paboty moayns ERPS Ha ycTpoit-
cTBe.
| [aHHaa KomaHAa oTKAlYaeT paboty
/ b moayna ERPS ¢ 6e3Bo3BpaTHbIM yaa-
“/MOAYAb BbIKIOYEH NleHnem Bcex HacTpoek 610ka ERPS.
no shutdown aps ring Paspewunts paboty moayna ERPS Ha yctpoit-
cTBe.
aps ring enable PaspewunTb paboTy npoTtokona ERPS.
-/BbIKNOYEHO
no aps ring enable / 3anpetutb paboTy npoTokona ERPS.
aps ring vlan-group-manager {erps | mst Bbibop meHeaepa rpynnupoBKku vian.
mstp} P
aps ring group ring_id Cospatb ERPS-konbLO.

ring_id: (1..4294967295)

no aps ring group ring_id Ypanutb ERPS-KonbLO.

aps group name name ring group name: (1..35) cumBonoB 3a4aTtb MMA KOAbLy.

ring_id ring_id: (1..4294967295)

aps ring notification enable BKkntounTb cobbITMA paboTbl Konbua ERPS.

no aps ring notification enable -/BKntokeHo OTKAOYUTL COBbITUA paboTbl KonbLa ERPS.

aps ring map vlan-group vian-group-id Cosgatb vlan-rpynny c¢ pobasneHne wuau

vlan-group-id: (0..64)

- yaaneHuem vlan.
vlan_list: (1..4094)

Yaanutb vlan-rpynny.

{add | remove} vian_list
no aps ring vlan-group vian-group-id

aps ring proprietaryClearFS {enable |
disable}

N3meHUTb PeXnm BOCCTaHOB/IEHNA KO/IbLa Npn

-/BKAtOYEHO .
/ oumncTke forced switch.

KomaHObI pexcuma KoHguaypauuu npomokona ERPS

Buza 3anpoca KoMaHAHOW CTPOKM B pexknme KoHdUrypaumm kosnbua ERPS:

console# configure terminal
console (config)# aps ring group 1
console (config-ring)#

Tabanuya 105 — KomaHabl pexkmma KoHpurypauum konoua ERPS:

3HayeHue/3Ha4yeHue no "
KomaHda / Aeilicmeue
yMoOA4YaHuro
aps clear Ypanutb HacTpoiku force/manual switch.
! Tonbko ana sepcum v2.
aps compatible version {v1 | v2} 2 BblbOp peskMma COBMECTMMOCTM C APYrMmMu
BepcMAMM nNpoToKona G.8032.

aps force {gigabitethernet gi_port | gi_port: (1..8/0/1..48); Bkatountb pexum force switch ¢ 610kmMpoBKoit
twopointfivegigabitethernet two_port two_port: (1..8/0/1..8); yKa3aHHoro nopra.
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| tengigabitethernet te_port | port-
channel po}

no aps force

te_port: (1..8/0/1..11);
po: (1..64);
-/BbIKOYEH

OTkAtounTL pexkum force switch.

! TonbKo ana sepcum vl.

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/BblKIOYEH

BKAtounTb perkmm manual switch ¢ 610kuMpoBKoi
yKasaHHoro nopra.

BbIkNtounTb pexkum manual switch ¢ 610knpos.-
KOW yKa3aHHOro nopra.

! Tonbko ans Bepcum vi.

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KO/bLO AR AAHHOrO NoA-
Ko/bLA.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBAsaTb vlan-rpynny K Kobuy.

’ TonbKo gna pexkuma service-based.
o

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/oTKAOYEHO

HacTtpouTb ponb coceaa ans rpl-nopra.

CbpocuTtb ponsb rpl-nopra.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/OTKNOYEHO

HactpouTb ponb Bragensua rpl-nopra.

Cbpocutb ponsb rpl-nopra.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKAOYEHO

BKAouMTb OTNpaBKy curHana oumctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKonbLa.

OTKNIOYUTL OTNPaBKY curHana oumctkm MAC-
TabAMLpbl B OCHOBHOE KOJ/IbLLO NPU NepecTpoeHnm
noAKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

M3MeEHUTb TUN 3aLLNTbI KONbLA

- port-based — PaboTaeT TonbKO C HyneBow
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamu.

aps revert Bbibop pexkuma paboTbl KosbLa.
-/BKAtOYEHO
no aps revert
aps subring-without-virtualchannel . OTkAtounTh virtualchannel B paboTe ¢ sub-ring.
A -/disable
{enable | disable}
aps group active AKTVBaLMA KObLA.
no aps group active -/OTKAOYEHO OTKAlOYEeHME KOAbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cexkyHa, /500 mc

YcTaHoBKa Taimepa 6/10KMpYyloLLero ycTapesLme
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cexkyHz, /0 mc

YcTaHoBKa Taﬁmepa 3a4epPXKKU peakumn Kom-
MYTaTOpPa Ha U3SMEeHEHUE B COCTOAHUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHz /5000 mc

YcTaHOBKa MHTepBana nepegauv RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT

YcTaHOBKa Talimepa 3a4epiKKM Moc/ie OYUCTKU
cocrosaHua force/manual switch.
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(0..86400) cekyHa /5500 mc

aps timers wtr value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Talimepa, KOTOpbIA 3anyckaetcs Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Ucnonb3yetca AnAa npepoTBpaALLEHUA  YacTbixX
3aWMTHBIX NEPEKNOYEHUN U3-3a CUTHANOB O
HEWCMNPABHOCTSAX.

aps working level leve/

no aps working level

level: (0..7)/0

HacTtpoiika ypoBHs Maintenance domain (MD).

Ypanutb someH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po} vlan vian-id

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
po: (1..64);
vlan-id: (1..4094)

Hactpoiika west, east noptoB c yKasaHuem
cnyxkebHoro vlan (R-APS VLAN). B nepsyto
o4yepenb 3agaetca west-nopT, 3aTem east-nopr.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabanua 106 — KomaHgb! pexkunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show aps ring

BbiBoa MHbOpMaumm 06 obuem coctosaHun ERPS
N COCTOAHWUM BCEX HACTPOEHHbIX KO/eLl,.

show aps ring configuration

BbiBoA MHGOPMaUUMKM O KOHOUIYpPALUK KObLA.

show aps ring global info

BbiBog MHGOpMauum o coctosHum moayns ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBoA MHGOPMALMM O COCTOSHUU KOHKPETHOTO
KO/bLA.

show aps ring statistics

BbIBOA, CTAaTUCTUKM ANA BCEX KOMIbLEBbIX MOPTOB.

show aps ring timers

BbiBoA MHPOpMauUmn o Bcex Taimepax ERPS.

show aps ring vlan-group {v/an-group-

vlan-group-id: (0..64)

BbiBoA MHPopmaumm o vlan B vlan-rpynne.

id}

Mpumep Hacmpoliku ERPS

HacTpouTb KosbLo ¢ ngeHTUdMKaTopom 1. [Ins NpoxoKaeHus cnyebHoro erps-Tpaduka B KOAbLE UCNOb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) gobasneHsbl B 1 vlan-rpynny. Mopt
te1/0/1 sasnaetca west-nopTtom, east-nopt te1/0/2, rpl-owner te1/0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active
console (config-vlan) #fexit

console (config) #no shutdown aps ring

console (config) #aps ring
console (config) #aps ring
console (config) #aps ring
console (config-ring) #aps
console (config-ring) #aps
tengigabitethernet 1/0/2
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps

(
(
(
(
console (config) #aps ring
(
(
(
(

enable

vlan-group-manager erps

map vlan-group 1 add 1-1000
group 1

working level 1

working west tengigabitethernet 1/0/1 east
vlan 1000

owner tengigabitethernet 1/0/1
protection-type service-based
map vlan-group 1

group active
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4.15 Hacrpoiika npotokona OAM
! ®dyHKuua Ethernet OAM He noapep:kaHa B cTeke B TeKyueii Bepcum MO.

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHKUMM ypOBHA
KaHana nepefayn [aHHbIX NPeacTaBaatoT coboil MPOTOKON MOHWUTOPMHIA COCTOAHMA KaHana. B atom
NpoTOKo/e ANA nepesadym MHPopMaLMmM O COCTOAHMUM KaHana MeXay HENOCPeACTBEHHO NOAKAIOYEHHBIMM
ycTpoictBammu Ethernet mcnonbsytoTca 610KM fAaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO0NKHbI noaaep»KmeaTtb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Buna 3anpoca KoMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nntepoericos Ethernet:

console (config-if) #

Y

Tabnvua 107 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

Hacrtpoiika Ethernet OAM TpebyeTtca ana oTnpaBku snmp-trap no coboiTuio Dying Gasp.

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

shutdown ethernet-oam

no shutdown ethernet-oam

-/MoAyNb BK/IKOYEH

OTkntounTtb paboty mopynsa Ethernet OAM Ha ycTpolicTse.
[aHHasa KomaHAa oTKouaeT paboty moayna Ethernet
OAM c 6e3B03BpaTHbIM yAaneHUEM BCeX HacTPoeKk
6noka OAM.

BKkntounTb paboty moayna Ethernet OAM Ha ycTpoiicTee.

shutdown fault-management

no shutdown fault-
management

-/MoAynb BK/IOYEH

OTkAtounTb paboTy mopyna Fault-management Ha ycTpoiicTse.

[JaHHas KomaHaa oTKAwuaer pabory moayna Fault-

! management ¢ 6e3803BpaTHbIM yAaneHMem BCeX Hac-
TpoeK 6noka Fault-management.

Bkatoumntb paboty moaynsa Fault-management Ha ycTpolicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIK/OYEHO

PaspewunTtb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTb NMOPOr KONMYECTBa OLIMOBOK 33 YKa3aHHbIN nepuog,
(nepuog, yctaHaBamnBaeTca KomaHgoi ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NMPOMEKYTOK AJ/1A NoACcYeTa KOMYecTBa
owmnboK.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBUTb nopor gna cobbitna «frame-period» (nepuog, ycra-
HaB/iMBaeTcs KomaHaow ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe no YMOYaHUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOW MNPOMENKYTOK Ans cobbitua «frame-
period».

BoccTaHOBUTL 3HaYeHWe N0 YMOHYAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTL Mopor ans cobbitua «frame-sec-summary» (nepuog,
ycTaHaBnuBaeTcA KomaHgon Ethernet-oam link-monitor frame-
sec-summary window), B cekyHaax.

BoccTaHOBUTL 3HaYeHWe N0 YMOHYAHMUIO.
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ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBUTb BPEMeHHOW MPOMEXYToK ansa cobbitua «frame-sec-
summary».

no ethernet-oam link-monitor me BoCCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb peMm paboTbl npoTokona OAM:
{active|passive} Jactive - active — KommyTaTOp NocToAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaTop HaunHaeT oTnpasaATb OAM PDU TonbKo
npu Haanuum OAM PDU co BCTpeYHOM CTOPOHBI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IOYEHO

KomaHza ans ynpasneHua noaaepkon GpyHKLMM 3aBOpoTa Tpa-
duka.

- deny — urHopupyet KomaHapl loopback;

- disable — 61okupyeT loopback;

- enable — BKkntouaeT KoHTpob Ana loopback;

- permit — BKAtoYaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIKNOYEHO

BKAOUNTL PYHKLMIO OBHapPYKEeHWA OLHOHANPaB/EeHHbIX CBA3EN
Ha 6a3e npoTokona Ethernet OAM.

BocctaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpeaennTc PeakumMto KOMMYTaTopa Ha OAHOHaNpaB/eHHYo
CBA3b:

- log —3anuchb B }KypHan;

- errdisable — nepesog, nopTa B coctoaHue «error-disable», 3a-
NUCb B KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIKNIOYEHO

BKOUMTDL arpeccuBHbI pexXxum onpeaeneHnsa ogHOHanpaB/ieH-
HOW cBA3u. Ecn OT coceiHero ycTpoicTBa NepecTatoT NPUXoauTb
Ethernet OAM-co0bLeHNA — IMHK NOMeYaeTcs Kak 04HOHanpas-
NIEHHbIN.

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTbL BPEMEHHOM MHTEPBAN ANA ONpeaesieHns TUna cBasu
Ha noprTy.

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

KomaHObI pexcuma 210banbHol KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHon KoOHPUrypauuu:

console (config) #

Tabnnua 108 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BKA0UNTL/BbIKAOYMTL OAM B cucTeme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3apatb OUI gna OAM.

KomaHObi pexcuma Privileged EXEC

Bce KomaHAabl AOCTYnNHbI ANA NPUBUNETNMPOBAHHOIO NMNoJsib30BaTeNA. Bua 3anpoca KOMaH,D,HOl)'I CTPOKU

pexuma Privileged EXEC:

console#
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Tabnuua 109 — KomaHapl pexkmma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o yMmon4aHuio

show port ethernet-oam - OT06pasnTb MHGOPMALMIO O TEKYLLEEM COCTOAHUM 0am.
show port ethernet-oam OT106pasnTb MHPOPMALIMIO O TEKYLLEM COCTOSIHUM Oam AA KOH-
{fastethernet fa_port | fa_port: (1..8/0/1..24); | kpeTHoro uHTepodeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port}
show port ethernet-oam OT06pasnTb COCTOAHME COCEACTBYIOLLEN KOHPUTYpaLMK.
[fastethernet fa_port | fa_port: (1..8/0/1..24);
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);

two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port] neighbor

show port ethernet-oam OTo6pasnTb ctaTucTuky OAM ans uHTepdencoB/KOHKPETHOro UH-
[fastethernet fa_port | Tepdelica.

gigabitethernet gi_port | fa_port: (1..8/0/1..24);

twopointfivegigabitethernet gi_port: (1..8/0/1..48);

two_port | two_port: (1..8/0/1..8);

twopointfivegigabitethernet te_port: (1..8/0/1..11)

two_port |tengigabitethernet
te_port] statistics

show port ethernet-oam({ OT06pa3mute OAM HacTpoIKM nopTa.
fastethernet fa_port | fa_port: (1..8/0/1..24);
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);

two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port } event-notifications

show ethernet-oam global OT06pa3unTb rnobasnbHblie HAacTpPoku 61o0ka OAM.
information

Mpumep HacTpoliku Ethernet OAM:
console (config) # set ethernet-oam enable

console (config) # interface gigabitethernet 1/0/1
console (config-if)# ethernet-oam enable

4.16 Npynnosasa agpecaums

’ dyHKuun IGMP 1 MLD He noaaepyKaHbl B cTeKe B TeKylueit Bepcum MO.
L

4.16.1 dyHKYus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping ncnonb3yeTcs B CETAX rPynmnoBoi paccbiiku. OcHOBHOM 3agadveit IGMP
Snooping sABnAeTcA nNpefoCTaBAEHWE MHOrOafLpPecHOro TpaduKa TOMbKO A/A Tex MNOpPTOB, KOTOpble
3anpocuaum ero.

V NoapeprkusaloTca sBepcuun npotokona IGMP —IGMPv1, IGMPv2, IGMPv3.

’ dyHKuma rpynnosoii punbrpauum «bridge multicast filtering» BknoueHa no ymonuanuio.
vl

PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOUYEHbI MHOTOaApeCHbIe MapLIPYTU3aTOPbl, OCHOBAHO Ha
cneayowmx cobbITUsX:

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 127



HELTEX

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— MakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTY;
— MakKeTbl MPOTOKO/1Ia MHOroaapecHon mapwpyTtmnsaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npuHATLI HA NOPTY;
— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2n0basabHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabanuya 110 — KomaHabl pexkmma rnobanbHoi KoHPUrypaumm

3HayeHue/3HayeHue
o ymon4aHuo

KomaHoa

Aelicmeue

shutdown snooping

-/MOoAYNb BKAOYEH

no shutdown snooping

OTKAounTL paboTty moayna IGMP/MLD Snooping Ha ycTpoiicTse.

l [aHHaa KomaHpa oTkAouyaeT pabory  moayna

L IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yaaneHuMem
BCeX HacTpoeK 6i10ka IGMP/MLD Snooping.

Bratoumntb paboty moayns IGMP/MLD Snooping Ha ycTpoiicTae.

ip igmp snooping

— - -/BbIK/IlOYEHO
no ip igmp snooping

PaspewunTb ucnosnbsosaHme ¢pyHKuun IGMP Snooping KommyTa-
TOPOM.

3anpeTuTb Ucnosib3oBaHue oyHKUMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

vlan_id: (1..4094)/BbI-
KNtOUeHO

no ip igmp snooping vian
vlan_id

PaspewwnTb ncnonb3osaHme dyHkuun IGMP Snooping KommyTa-
TOPOM ANA AaHHOro nHtepdeiica VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

3anpeTuTb ncnosnb3oBaHue GyHKLUUKM IGMP Snooping kommyTaTo-
pom ansa gaHHoro uHTepdeinca VLAN.

snooping authentication

- —— -/BbIK/IlOYEHO
no snooping authentication

BkntoumTb aBTOpM3aumto IGMP join rnobansHo.

BbIkntounTb aBTopusaumio IGMP join rnobanbHo.

snooping authentication
cache-time timeout timeout: (20-10000)

/600

no snooping authentication
cache-time

HacTtpouTb TalimayT ansa cache-tabanupl IGMP-aBTopUsaymm.

BepHyTb 3HaYeHWe N0 yMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}
no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Onpeaennts MOPT, K KOTOPOMY MOAKNIOYEH MApLLpyTM3aTop
MHOTroaZpecHoOM PaccblIkM ans 3agaHHoro VLAN.
- vlan_id — vaeHTUdUKauMoHHbI Homep VLAN.

YKasaTb, YTO K MOPTYy He NOAKAOYEH MapLUpPYTM3aTOP MHOroas-
pPecHOM paccbinku.

ip igmp snooping vlan vian_id

fast-leave .
vlan_id: (1..4094);

-/BbIK/IOYEHO

no ip igmp snooping vian
vlan_id fast-leave

BkntoumTb npouecc IGMP Snooping Immediate-Leave Ha TekyLiel
VLAN. O3HayaeT, 4To NOPT AO/IKEH ObITb HEMeANeHHO yaaneH u3
rpynnbl IGMP nocne nonyyeHus coobueHua IGMP leave.

OTKAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.
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ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bI-

BKtOUYNTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
HbIV IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopblii byaeT Ucnonb3oBaTbcA ANA No4-
MEHbI.

NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOroO Tpa-

! ¢$uKa NPoOMCXO4UT NPU BKAKOYEHHOM ip igmp shooping.

K/toueHo MNoameHa Ha 3agaHHbIN agpec anAa TpaduKa, ucxoaa-
wero ¢ CPU KommyTaTopa, — Npu BKAOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIK/NOYNTL NOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-aapec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTb WHTEpPBa/N BPEMEHW B CEKyHAAX, MOC/e KOTOporo
interval value YCTPOICTBO OTNPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBWUTb 3HAYeHME NO YMOI4YaHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBaN BPEMEHU B CEKYHAAX, MO UCTEYEHMU KOTO-
poro mrouter yganaetcs, ecam He nony4vaet IGMP reports.

OTKNOUUTb HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BK/IlOUMTL OTNPABKY query BO BCe MOPTbI.

BK/IOYMTb OTNPaBKY query B Non-router-nopTbi.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb UHTEpBan (B cekyHaax), ana kotoporo IGMPv2 report gns
OZHOW 1 TOWM e rpynnbl He 6yayT nepeHanpaBaeHbI.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKkcumanbHoe KOM4YecTBO query, OTHOCALLMXCA K rpynne, oT-
npaB/aeHHbIX Ha mrouter.

OTKNOUUTb HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pelwmnTtb Nnepesayy query-naketos Ha yCTPOMCTBe.

3anpeTnTb Nepeaayy query-nakeTos Ha yCTPoOICTBeE.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YcTaHOBWTb MHTEPBaA (B CeKyHAAX), Moc/ie KOTOPOro NopT yaana-
ertca, ecnn IGMP reports He nonyyeHbl.

OTKAOUUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/IIOYEHO

PaspewnTb ncnosib3oBaHme oyHKUMIA duabTpaumm IGMP Ha nH-
Tepoericax.

3anpeTntb UcnonbsoBaHne GyHKUMM dunbTpaummn IGMP Ha UH-
Tepoericax.

ip igmp snooping proxy-report-
ing

no ip igmp snooping proxy-re-
porting

-/BbIKAOYEHO

BKkntounTb NpokcnposaHue KaneHTckmnx IGMP-3anpocos, a Takke
camocToATe/lbHoe GOPMMPOBAHME 3aNPOCOB B C/ly4ae HaCTPOMKM
cTaTudeckmnx IGMP-rpynn.

OTKNOUYNTb NPOKCMpPOBaHMe KAneHTCKnx IGMP-3anpocos, a Tak-
e camocToAaTenbHoe GopMMpPOBaHME 3aMpocoB B C/lydae HacT-
pOWViKK cTaTnyecknx IGMP-rpynn.

KomaHObl pexcuma KoHgpu2ypayuu VLAN (duanasoH VLAN’08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnnuya 111 — KomaHab! pexkmuma KoHpurypauum VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

ip igmp snooping replace
source-ip ip_addr

BKNOUMTL MOAMEHY KOMMYTaTOPOM agpeca MUCTOYHWMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
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-ip_addr — IP-appec, KoTopblii ByaeT UCnob30BaTbCA AA NOA-
MeHbI
NoameHa Ha 3a4aHHbIA agpec ANA TPAH3UTHOrO Tpa-
! $uKa npoucxoauT MNpU  BKAIOYEHHOM ip igmp
snooping. NMoameHa Ha 3apaHHbIA agpec AnA Tpa-
¢ukKa, ucxopawero ¢ CPU kommyratopa, — npu BKO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNIOUNTL NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHUKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTL 3HadYeHue 802.1p ana IGMP-nakeTos, KoTopble 6y-
OyT UCNOb30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HadeHne meTkn 802.1p gna IGMP-nakeToB Ha nHTep-
deltice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTbL Bepcuio npoTtokona IGMP B VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntouaeT pyHKumio fast-leave gna VLAN.

BbikntouaeT pyHKumio fast-leave ansa VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWUTb MaKCMMasibHOE Bpems OTBETa Ha 3anpoc, 3ajatoLLe-
ecs B KoAe, rae ofHa egMHMLA KoZa paBHa OAHOM AecAaTol ce-
KYHAbI.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
time: (60..600)

CTaTU4eCcKM HaCTpPOUTb NOPTbI MapLpyTusaTopa gna VLAN.
- time-out — HTEpBan OXKMAAHMA 40 OYUCTKU NOPTa MapLIPYTU-
3aTopa gna nHTepdeica VLAN.

YpanuTb ykasaHHble NOpTbl mapluipyTtusatopa gna VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Hactpoutb Bepcuio IGMP ana nopta mapwpytmsatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YcTaHOBUTb BEPCUIO NO YMONYAHMUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpueasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Yaanutb npueAskKy K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BknounTb NogaepKKy BblAauM 3anpocoB igmp-gquery KOMmyTa-
Topom 8O VLAN.

BbIKNOUNTL NOAAEPHKKY BblAauM 3aNpoCcoB igmp-query KommyTa-
TOopom 8O VLAN.

ip igmp snooping query-interval
interval

interval:
(60..600)/BbIKNtO4EHO

YcTaHOBUTb TaVIMayT, Nno KOTOPOMY CUCTEMA OTNPaBaAET OCHOB-
Hbl€ 3anpocCbl BCEM YYaCTHUKam rpynnbl MHOI'OEI,CI,pecHOf/’I nepe-
Aadyn anAa NnpoBepKU NX aKTUBHOCTU.
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no ip igmp snooping query-
interval

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKIOYEHO

BK/OUMTL pexknm UAbTPaLMKU HE3aperncTpMpPOBaHHOIO Tpa-
¢uKa B VLAN.

OTKNOUNTD PeXkumM GUAbTPaLUN He3aperncTpMpoBaHHOro Tpa-
¢uKa B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3paTb cTaTUYeCKyo 3anuck B TabauvLe rpynnoBoi agpecaumm.

YaanuTb cTaTUYECKyto 3anucb M3 Tabauubl rpynnoBoit agpeca-
Lunu.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

BKntounTb oTbpacbiBaHMe Query Ha MHTepdeice.

BbIkntounTb 0T6packiBaHne Query Ha UHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKN perknma KOHOUrypauum nHtepdenca:

console (config-if)#

Tabnvua 112 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

BkntounTtb nepeHanpasneHne |IGMP-3anpocoB M3 KIMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan B HeTerMpoBaHHOM BUAe.

- tagged — BktounTb nepeHanpasneHne IGMP-3anpocoB U3 Knu-
eHTcKkumx Vlan B Multicast Vlan u mynbTukactoBoro Tpadumka B Kau-
eHTckue Vlan ana nHtepdeiica B TerMpoBaHHOM BUAe.

BbikntounTb nepeHanpasaeHne |IGMP-3anpocoB C KAWEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan gna nutepdeiica B pexxmme «access».

limit

ip igmp snooping limit groups

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBUTb OrpaHMYEHNE MO KOIMYECTBY TPynn Ha uHTepdelice.
Ona pabotbl TpebyercAa KomaHga ip igmp snooping
e filter.

CHATb OrpaHNYeHne Ha KOIMYecTBo rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIKNIOYEHO

BKkntounTb punbTpaumio no filter-id Ha nHtepdelice.

OTKAtounTb PunbTpaumio no filter-id Ha nHtTepdelice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTb peXxkum leave Ha MHTepdeiice.

- exp-hosttrack — c oTcnexuBaHnem xocTos;

- fastleave — yganeHue cpasy nocne nosnyyeHus leave;

- normalleave — peXXvm No ymonyaHuto.

[na paboTtbl TpebyeTca KomaHaa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIKNIOYEHO

BkntounTb perkum gosepusa IGMP Snooping Ha uHTepdelice.

Ha poBepeHHbI MHTepdeic He pacnpocTpaHaeTca AencTeue Ko-
MaHg, ip igmp snooping proxy-reporting n ip igmp snooping
replace source-ip.

BbIKNIOUUTL pexum fosepus Ha HTepdeiice.
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ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

BkntoumTb IGMP-aBTOpM3aumio Ha MHTepdeiice.
- required — 3anpetnTb 06paboTKy IGMP join npu HeaoCTyNHO-
-/BbIK/IIOYEHO ctn RADIUS-cepBepa.

BepHyTb 3HaYeHWe No YMONYAHMIO.

ip igmp snooping
authentication forward-first
no ip igmp snooping
authentication forward-first

BkatounTb onumto forward-first, npu kotopoit IGMP join 6yayT 06-
pabaTbiBaTbCA Nepea, X aBTopusaLmeil Ha cepsepe.

-/BbIK/IIOYEHO
BepHyTb 3HaYeHME N0 YMONHYAHMIO.

ip igmp sn authentication
exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

Mpueasatb multicast-npodunb ans IGMP-asTOpM3aUUN Ha UH-
Tepdelic.

BepHyTb 3HaYeHWe No YMOAYAHMIO.

Mpumep HacmpolKu NoONUCKU HO cmamuY4ecKue a2pynnel

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1

(

(
console (config) # ip
console (config) # ip

Mpumep Hacmpoliku MVR

igmp snooping
igmp snooping proxy-reporting

B npumepe gigabitethernet 1/0/1 - mrouter-port, fastethernet 1/0/1 - KnueHTcKunit nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan)# exit

console (config) # ip mcast profile I

console (config-profile) # permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip

console (config) # ip
console (config) # ip

igmp snooping
igmp snooping vlan 100

console (config)# wvlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 1/0/1

console (config-if) #
console (config-if) #

switchport mode trunk
exit

console (config)# interface fastethernet 1/0/1

console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

KomaHOwb! pexcuma EXEC

(
(
(
(
(
(
(
(
(
(
(
console (config) # ip igmp snooping multicast-vlan enable
(
(
(
(
(
(
(
(
(
(

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100
exit

Bce KomaHAapbl AOCTYNHbI TONbKO AN1A NPUBUNETUPOBAHHOTO NOJ1Ib30BATEIA.

Bupa, 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console#
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Tabnmua 113 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4yaHuro

show ip igmp snooping mrouter

Moka3aTb MHPOPMaLMIo 06 U3yYeH-
- HbIX MHOTOaZPEeCHbIX MapLIpyTU3a-
Topax B yKasaHHow rpynne VLAN.

show ip igmp snooping groups

Moka3aTb MHPOPMaLMIo 06 U3yYeH-
HbIX ~ MHOrO3APECHbIX  rpynnax,
yyacTBylOWMX B rpynnosoli pac-
CblsIKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctutb Tabnuuy rpynn nosiHo-

vian_id: (1..4094) CTbtO MU B yKa3aHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi_port |
twopointfivegigabitethernet two_port |

tengigabitethernet te_port | port-channel group}]

fa_port: (1..8/0/1..24); IGMP-
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

MpocmoTp cache-Tabanupl
aBTOpPM3aLUU.

4.16.2 MNpaesuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KomaHA npefHasHavyeH A1A 3afl@aHUA MpasBuA rPYynrnoBoiN agpecaumu B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 114 — KomaHgb! pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BkntounTb GyHKLMIO rpynnoBoi unbTpaumm.

BbIKNOUNTL GYHKLMIO FPYynnoBoi puabTpaumu.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexxum 06paboTkm multicast-tpadumka no IP-agpecy.
B AaHHOM pexxume yacTb multicast-tpaduka nepexsarbl-

-/mac H Baercsa ycrpoicteom Ha CPU.
snooping multicast- HacTtpaunsaeT pexum obpaboTtkm multicast-tpadpmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- Onpegenser ypoBeHb KOHGUIypaunm mexaHmamos 06paboTku oT-
level port nycka (KoHourypauum Ha ocHose VLAN nav Ha ocHoBe nopTa).
snooping leave-process config- -Van YCTaHOBWTb 3HAYEHME NO YMONYAHUIO.
level vlan

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasblBaeT Ha Kakux noptax obpabartbiBatoTca nosyyeHHble IGMP
report oT xocta. IGMP report moryT obpabaTbiBaTbCA Ha BCEX NOP-
Tax UKW Ha NOPTax, KOTOpble He ABAAKOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

4.16.3 MLD snooping — npomoKos1 KOHMPOoAA MHO20a0pecHo20 mpaguKa e IPve

MLD snooping — MeXaHM3M MHOroagpecHoOl PacCbiIKM COOBLWEHMI, MO3BONAIOWMN MUHNUMM-
3MpoBaTb MHOToaApPeCHbIN Tpaduk B IPV6-ceTax.

B TeKyuyeii Bepcum NO He nogaepKusaerca Ha moaenax MES2448B, MES2411X, MES3710P.
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KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnunuya 115 — KomaHabl rnobanbHOro pexnma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipvé6 mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

BkatoumTte MLD snooping.

OTkntountb MLD snooping.

ipvé6 mld snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWUTb TalkMayT, MO KOTOPOMY CUCTEMa OTNPABAAET OCHOBHbIE
query-3anpocsl.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipv6 mld snooping mrouter-
time-out time

YCcTaHOBUTb BpemMAa OXUAaHUA OYUCTKM NOPTa OTCAeXuBakwero
mapuwpyTtusatopa MLD, nocne KOTOporo nopT yaanaeTca, ecam He

time: (60..600) nonyyeHbl controlpackets mapwpyTtrnsatopom MLD.
no ipvé mld snooping mrouter- YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.
time-out
ipv6 mld snooping port-purge- 3a4aTb MHTEPBAN BPEMEHW OYUCTKMU NOPTA OTCAeKMnBaHuA MLD, no-
interval interval interval: cne KoToporo nopt yaanaetca, ecnv MLD-reports He nonyyeHbl.

no ipvé mld snooping port-
purge-interval

(130..1225)/260

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé6 mld snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKAOUNTL GYHKLMIO Proxy-report Ha ycTpoiicTae.

BbIKMOUNTbL GYHKLMIO proxy-report Ha ycTpoicTae.

ipv6 mld snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wnam
TO/IbKO Ha MOPTbI poyTepa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ipv6 mld snooping report-
suppression-interval interval

no ipv6 mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTbL BpeMEHHOM MHTepBan 3anpeTa nepeaayn MLDvSnoop-
ing-reports, B Te4eHNe KOTOporo coobuieHmsa otyetos MLDv1 He by-
OyT NepeHanpasaATbCA Ha MOPTbl MapLpyTM3aTopa ANSA TOW Ke
rpynnbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMaibHOE KOJIMYECTBO rPyMnnoBbIX 3aMpocos, OT-
npaB/iAeMbIX Ha NOPT NpU Nosy4yeHumn coobuweHns MLDv1.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mld snooping send-query
enable

ipv6 mld snooping send-query
disable

-/disable

BkntounTb PyHKLMIO nepeaayun 3anpocos MLD npu nsmeHeHun To-
nonoruu.

BbIKNOUNTb PYHKLMIO Nepedaun 3anpocos MLD npu nameHeHumn
TONONOrUN.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #
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Tabnuua 116 — KomaHabl pexmma KoHpurypaumm VLAN

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);

MpuBA3aTbh NOPT OTCAEXKMBaAKOLWEero mapwpyTtusatopa MLD k VLAN.

two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

Yaanutb NOpT OTCAeXMBatoWwero mappyrtusatopa MLD ns VLAN.

ipvé mld snooping version {v1

| v2} -/v2

Hactpoutb Bepcuto otcnexkmsanua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

ipvé mld snooping version

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

KomaHOb1 pexcuma EXEC

Bce KomaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 117 — KomaHgb! pexkmuma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuio

KomaHda

Aeiicmeue

show ipv6 mld snooping global

OT106pa3unTb rnobanbHble HacTpoikn MLD.

show ipv6 mid snooping vlan
vlan_id

OT106pasnTb MHPOpMauuio o KoHourypauum MLD-snooping ans
paHHou VLAN.

4.16.4 ®yHkyuu ozpaHuveHus multicast-mpacpuka

®PyHKUMKM orpaHuyeHma multicast-Tpadumka ncnonosytotca ana yaobHOW HACTPOMKKM OrpaHUyYeHus
NPOCMOTpPA onpeaeneHHbIX rPynn MHOrOaApeCcHOM PacCbIKK.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnnua 118 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ip mcast profile index
[description]

index: (1..4294967295);
description: (1..128)
CMMBOJIOB

no ip mcast profile index

Co3aatb multicast-npodunb n nepeitTi B pexmm ero KoHdu-
rypupoBaHus.

Yaanute multicast-npodpunb.
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KomaHObI pexcuma KoHgu2ypauyuu multicast-npoguns

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaumm multicast-npoduns:

console (config-profile) #

Tabaunua 119 — KomaHabl pexkmma KoHpurypauum multicast-npoduna

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

OnucaHue

range first_group_ip
last_group_ip

no range first_group_ip
last_group_ip

3afaTb AManasoH afpecoB-UCTOYHUKOB multicast-Tpaduka.
Ecnun 3a4aTb TONbKO OAMH afpec, OH CTaHeT eAMHCTBEHHbIM UC-
TOYHMKOM My/IbTUKACTa.

YAanuTb AManasoH aApecoB-UCTOYHUKOB multicast-Tpaduka.

permit

deny

-/deny

B cnyyae HecoOTBETCTBUA OA4HOMY M3 3afaHHbIX AMANa3’oHOB,
IGMP-report 6yayT nponyckaTbca.

B cnyyae HecoOoTBETCTBMA OAHOMY M3 3afaHHbIX AMana3oHOB,
IGMP-report 6yayT otbpacbiBaTbCA.

profile active

no profile active

AkTMBMpPOBaTL paboTy npoduns.

[Jeaktnsuposatb paboTy npodpuns.

KomaHObI pexcuma KoHpuzypayuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnunua 120 — KomaHabl pexkmma KoHourypauum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295)

MpuBA3aTb yKazaHHbIN npodunb K VLAN.

4.16.5 KoHngpucypayus IGMP proxy

®PyHKUMA MHOroagpecHon mapwpytmsaunm IGMP Proxy npepHasHauyeHa Ana peanunsaumu
YNPOLLEHHOMW MapLIpyTU3aLMM MHOTOALPECHbIX AAHHbIX MeXAy CETAMM, yNpaBasemMon Ha OCHOBaHMMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTea, He HaxoaaliMecs B O4HOM CETU C cepBepom
MHOroaApecHOM paccbl/iK1, UMEHT BO3MOKHOCTb MOAKAOYATbCA K MHOTOQAPECHbIM Fpynnam.

MapLlpyTM3auma OCYLECTBAAETCA MeXay WHTepdeiicom BblleCcToAWeNn ceTn

(uplink) w

uHTepdericamm Huxectoawmx ceten (downlink). Mpu atom Ha uplink-MHTEepdeice KommyTaTop BedeT
cebs Kak 0bbluHbIM NonyyaTenb MHoroagpecHoro Tpaduka (multicast client) u popmupyet cobecTBeHHbIE
coobuieHunn npotokona IGMP. Ha nHTepdeiicax downlink KommyTaTop BbiCTynaeT B KayecTse cepsepa
MHOroaZpecHoM paccblku M 0bpabaTbiBaeT coobLeHUA NpoToKona IGMP OT yCTPOCTB, NOAKAOYEHHbIX

K 3TUM UHTepdelicam.

’ DYyHKUMA noafep:KUBaAeTCA TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

N MES2424P, MES2410-08DP,

MES2410-08DU, MES2420D-24DP,

MES2448, MES2448B,

MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F,

MES3710P.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoOHPUrypaumu:

console (config) #
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Tabnnua 121 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkatountb mogynb IGMP rnobanbHo.

-/BbIK/IIOYEHO

set ip igmp disable BbikAtounTb Mogynb IGMP rnobanbHo.

ip igmp proxy-service Bktountb dyHKUMIO IGMP proxy rnobanbHo.

-/BbIK/IIOYEHO

no ip igmp proxy-service BbikNtounTb dyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaumm nutepoeiicos VLAN:

console (config-if) #

Tabnunua 122 — KomaHgb! pexkuma KoHdurypaumm nntepoeiicos VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

set ip igmp enable

set ip igmp disable

-/BbIKNIOYEHO

BKkatountb moaynb IGMP Ha uHTepdelice. UHTepdeic
nonyvaet posb Downstream ana epyHkumm IGMP proxy.

BbIkAtounTb Mogynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

no ip igmp-proxy mrouter

-/BbIKNIOYEHO

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb ponb Upstream c nHtepdeiica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcraHoBuTb Bepcuto IGMP Ha Upstream-untepodetrice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YcTaHOBWTB Taimep mrouter purge, nocne ucredeHus
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHQUIypUpOBaHHYO KOMaHAOW ip igmp-
proxy mrouter-version. Tailmep nepe3anycKaeTca Kax-
Abli pa3 nocne nonaydeHua Query Ha Upstream-
nHTepoeic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIKNIOYEHO

Bkntountb ¢yHKumto IGMP fast-leave Ha Downstream-
nHTepbelice.

Bbikntountb PyHKuUMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIKNIOYEHO

BKNOUUTL PYHKLMIO OTCAEXKMBAHUA KAWEHTOB AA
6bICTPOro yaaneHusa noAnucku npu nonayvyeHun IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNtOUMTb QYHKUMIO OTCNEXKMBAHUA KAWEHTOB ANA
6bICTPOro yaaneHusa NoAnuckU npu nonayvyeHunun IGMP
leave Ha Downstream-uHTepodeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125¢

YcTaHOBUTL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb MHTepBan oTnpaBku IGMP General Query Ha
Downstream-uHtepderice No ymonyaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTL 3HaYeHue B mc last-member-query-interval
B coobueHunax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonyaHuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWTb 3Ha4YeHWe max-response-time B coo60Le-
Huax IGMP general query.

BepHyTb 3HayeHMe max-response-time B coobLyeHMAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBMWTb 3HaYeHWe napameTpa ycrtoiumoctn IGMP.

BepHyTb 3Ha4eHwue yctonumsocti IGMP no ymonyaHuio.
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KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnuya 123 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

show ip igmp-proxy mrouter [vlan MpocmoTp nHpopmauum o6 Uplink-uHtepdericax.

vlan-id: (1..4094)/-

vlan-id ]
show ip igmp-proxy forwarding- vlan-id: (1..4094) MpocmoTp MHPOpMaUMM O MNOJyY4aemMbiX rpynnax u
database [vlanvi/an-id | group group-ip: multicast ip- HaNNMYUM NOAMUCOK ONA HUX.
group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHopmaLmm o rnobanbHOM COCTOAHUN MO-
/- ayna IGMP u ¢yHkumm IGMP proxy.
show ip igmp groups MpocmoTp MHPOPMaLMM 06 aKTUBHbIX NOAMWUCKAX Ha
i rpynneoi.
§how ip igmp interface [vlan vian- vian-id: (1..4094)/- HDOCMOT? MHbopMauum o coctosHUM moayns IGMP Ha
id] nHTepdelicax.
7:]ow ip igmp statistics [vlan vian- vian-id: (1..4094)/- MpocmoTp ctatncTukm moayna IGMP Ha uHTepdeicax.

4.17 PyHKUMM ynpaBneHuUsa

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUOUKauMS,
aBTopM3aLMs, yyeT).

— Authentication (ayTeHTUdMKaLMA) — conocTaBseHMe 3anpoca CyLeCcTBYHOLLEN YY4ETHON 3a-
nucu B cucteme 6e30nacHoCTy.

— Authorization (aBTopu3aums, NPOBEPKa YPOBHA A0CTyNa) — COMOCTaB/eHMEe YYETHOM 3anmncu
B cucTeme (NpolueaLluei ayTeHTUdMKaLMIO) U onpeseiEHHbIX NOJTHOMOYMINA.

— Accounting (y4ét) — cnexeHue 3a notpebieHMem pecypcos No/b30BaTENEM.

Ons wudpoBaHUA AaHHbIX UCNOb3yeTca MexaHuU3m SSH.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHGUrypaumu:

console (config) #

Tabnnua 124 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue no ”
KomaHda / Aeilicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTb Napoib AR KOHTPOAA U3MEHEHUA NPUBUAErUIA A0-
level] password CTyna nonb3oBaTtesnei.
- level — ypoBeHb npusuiernii;
level: (1..15)/1; !
- password — napossb.
password: (5..20) "
Bkntouatowumii B ceba cneucMmeonbl naponb Tpebyerca
CYMBO/I0B
e YKa3blBaTb B KaBbIYKaXx.
no enable [level /evel] YAanuTb Naposib g1a COOTBETCTBYIOWErO YPOBHA NPUBUNETUIA.
password
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username name password
password [privilege level]
[algorithm {des | sha512}]

no username name

name: (1..20) cumBoN0B;
password: (5..20)
CMMBOJIOB;
level: (1..15)

[06aB1Tb N0/Ib30BaTENA B IOKA/IbHYIO 6a3y AaHHbIX.
- level — ypoBeHb npusunernii;
- password — naposnb;
BKkatouatowmii B ceba cnewcMmBosnbl napoab Tpebyerca
e YKa3biBaTb B KaBbl4KaXx.
- name — MMA NoAb30BaTeNS.
- algorithm — HacTpolika wudpoBaHMA naponel nonb3osatenen
B CLI.

YpaanuTb nonb3osaTens u3 NIOKaNbHoM 6a3bl AaHHbIX.

aaa accounting dotlx start-
stop default group radius

no aaa accounting dot1x
start-stop default

—/no ymon4aHuio
BeAeHMe y4yeTa 3anpeL,eHo

PaspewunTb BeaeHue yyeTa (akkayHTa) gna ceccuin 802.1x.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /evel

level: (1..15)/Bbiknto4eHO

Pa3pelwnTb aBTOPU3aLMIO KOMAHA, NONb30BaTeNEN.
- level — ypoBeHb npuBuMnernin nonb3osaTteneu.

/ B Tekywieii Bepcum MO npu NoKanbHOM aBTOPU3aLUU
paspeLueHbl Bce KOMaHAbl.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBWUTb aNTOPUTM ONPOCA METOL0B ayTEHTUDUKALLUU.

- chain — nocne HeyaauHOM NONbITKM ayTeHTUdMKaLUM No
nepBoMy METOZAY B CMIUCKe C/IefyeT NONbITKA ayTeEHTUPUKA-

LuKY Mo cneaylowemy MeToAy B LENOUKE;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOA4Yy NpoLecc ayTeHTUPUKaLMKM ocTaHaBAMBaeTcA. AyTeHTUdu-
KaLuua no cnefyowemy metoay AoMnyCcTMMa TONIbKO B C1yYae He-
BO3MOXXHOCTU ayTEHTUOMKALLMMU NO NpeablayLiemy MeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTpouTb uenesble cepsepbl AAA s cnivcka ayTeHTudUKaLmm
No YMOIYQHMUIO.

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumBonos/-

HacTpouTb Nonb3oBaTENbCKUIA CMUMCOK CEPBEPOB AJ1A ayTEHTU-
duKaumm.

Y[annTb NONb30BATE/LCKMI CNINUCOK CEPBEPOB AN ayTeHTUDU-
Kauun. CNUCOK HeNb3A yaaanuTb, €CIN OH NMPUBA3AH K TePMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3a4aTb CNUCOK C MEeTOAAMM ayTEHTUPUKALLMM NpPU BXOAE Yepes
web.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHoBUTL 6a3y AaHHbIX, K KOTOPOM HYXHO 0b6paLaTbesa Npu
ayTeHTMdMKaLmm KnneHTa dotlx.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

Tabnunua 125 — AtpumbyTbl coobieHunit BeaeHMa yyeta npotokona RADIUS ana ceccuit ynpasaeHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTUdMKaumMa nonb3osaTens.
IP-agpec KOMmyTaTopa, KOTOpbIM MCNOAb3yeTcs
NAS-IP-Address (4) EcTb EcTb AP o y. P P y
Ans ceccuii ¢ Radius-cepsepom.
MpounsBoabHOE 3HaYeHWe, BK/IOYEHHOE BO BCe CO-
Class (25) Ectb Ectb P .
06LEeHUA yyeTa ceccui.
. IP-agpec KOMMyTaTOpPa, UCNOAb3YEeMbI ANA cec-
Called-Station-ID (30) EcTb EcTb v,qp Y P ¥ A
CUiA ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
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Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT LO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3blBaeT, Kak 40Aro NoJsib3oBaTeNb Hbin noa-
Acct-Session-Time (46) Het EcTb A A
K/OYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Tabnnua 126 — ATpumbyTbl coobLeHNI BeaeHmMA yueta npoTokona RADIUS gns ceccmin 802.1x
Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdUKauma nonb3osaTtens.
IP-agpec KommyTaTopa, KOTOPbIN UCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb Ap . y. P P ¥
Aans ceccuit ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNHOUMACA
NAS-Port (5) Ectb Ectb P y P P A
nonb3oBaTeb.
Mpoun3Bo/IbHOE 3HaYEeHWNe, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obLeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-apapec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-aapec nosnb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT [0/IKEH
Acct-Authentic (45) EcTb EcTb A PoMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKasbiBaeT, Kak [0Aro nosb3oBaTesb b6bin noa-
Acct-Session-Time (46) Het EcTb A A
K/JIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMoka3sbiBaeT TMN NopTa KAMeHTa.

Tabnunua 127 — AtpubyTbl coobuieHunii Radius-cepsepa ana ceccuit dotlx

Ampubym

OnucaHue

Session-Timeout

ATpubYT ycTaHaBNMBAET 3HaYeHMe TalMepa ANA peayTeHTUdUKaL MM, ecnm
Ha MHTepdelice NpPUCYTCTBYET HacTpolKa dotlx reauthentication.
MpuHUmatoTca 3HaveHuna ot 1 go 65535:

- Npu nonyyeHnn aTpubyTa session-timeout, pasHoe 0, AelCTBYOWME 3HA-
YeHuA Talimepa He U3MeHATCSA, aTpUbyYT byaeT NPOUrHOPMPOBaH;

- NPUY NoJly4eHnn 3HaYeHus 6onable 65535, Talimep peayTeHTUDMKaLmmM by-
AeT U3MeHEH ao 65535.

Termination-Action

Onpenenset nencrene, BbINOJIHAEMOE KOMMYTaTOPOM NPU UCTEYEHUN
Session-Timeout:

- Npu noay4YeHun atpmnbyTta Termination-Action paBHoe 0, akTMBHble dotlx
ceccun ByayT OTKAOYEHDI;

- NpW Nnoay4YeHumn aTpubyTa co 3Ha4yeHuem 1, byaeT 3anpolleHa NoBTOPHas
aBTopuM3auma nocpeactesom radius-request.

KomaHObI pexcuma KoHgu2ypayuu mepmuHaaa

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHOUrypauum TepM1MHana:

console# configure terminal

console (config)# line {console |
console (config-line) #

telnet | ssh}
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Tabnmua 128 — KomaHabl pexmma KoHpurypaumm tTepmumHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

aaa authentication login /ist

no aaa authentication login

list: (3..32)
cumsonos/default

3apaTb CNUCOK C MeTodamu ayTeHTUdMKauMM Npu BXoae ANnA
KoHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

aaa authentication enable /ist

no aaa authentication enable

list: (3..32)
cumsonos/default

3a4aTb CNUCOK C METOAAMMU ayTEHTUPUKALLMM NPU NOBbLILLEHUM
YPOBHSA NpuBMAernin ana koHconu, Telnet, SSH.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

aaa authorization command
{tacacs | local}

no aaa authorization
command

-/BbIK/IIOYEHO

PaspelwunTb aBTOpPU3aLMIO KOMaHA, ana KoHconu, Telnet, SSH.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ans ayteHTuduKaumm, astopmsaumm m ydyeta. Cepsep RADIUS
ncnonbayetr 6asy AaHHbIX NONb30BaTeNEN, KOTOpasA COAEPKWUT AaHHble NPOBEPKU MNOANMHHOCTU ANA

KaXX4oro nosab3oBaTenia.

Takum o0b6pasom,

ncnosab3osaHme

npotokona RADIUS ob6ecneunBaet

[JOMOJIHUTENbHYIO 3aLLUTY MPM AOCTYMNE K PECYPCam CETU, a TaK¥Ke Npu A0CTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 129 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [timeout timeout]
[retransmit retries] [key
secret_key] [primary] [usage
type]

no radius-server host
{ipv4-address | ipv6-address |
hostname}

hostname: (1..158)
CUMBO/IOB;
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
secret_key: (0..128)
CUMBO/IOB;
type: (dotlx, enable,
igmp, login)

[06aBUTb yKasaHHbIN cepBep B CNUCOK UcCNosb3yembix RADIUS-
cepsepoB.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe nma RADIUS-cepsepa;

- timeout — nHTEepBan oMAaHMA OTBETA OT CepBepa;

- retries — KoanyecTBo NonbITOK Nnomcka RADIUS-cepBepa;

- secret_key — kntod ans ayteHTMOMKaLMM U WwindpoBaHuUs BCero
obmeHa gaHHbimu RADIUS;

- primary — onpegenset gaHHbI RADIUS-cepBep Kak Hanbonee
NPUOPUTETHbIN;

- usage — T1n ucnonb3osaHma RADIUS-cepsepa.

B cnyyae oTcyTCTBMA B KOMaHAe napameTpos timeout v retries ana
naHHoro RADIUS-cepBepa MCNONb3yKOTCA 3HAYEHMA MO yMOJYa-
HUIO.

YpanuTe yKasaHHbIN cepBep U3 CNUcKa ucnosiblyembix RADIUS-
cepBepoB.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#
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Tabanua 130 — KomaHgb! pexxuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoan4YaHuto

show radius server OTob6pa3nTb NapameTpbl HacTpolikn RADIUS-cepBepoB (KomaHza
[LOCTYMHA TONbKO 419 NPUBUIErMPOBAHHbIX NOAb30BaTeNEN).

show radius statistics OTO6pasunTb CTaTUCTUKY NpoTokona Radius, nHdbopmauuto o nonb-
30BaTensx, KoHourypaunio RADIUS-cepBepa.

4.17.3 lpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPANM30BaHHYIO cucTeMy 6€30MacHOCTM ANsA MPOBEPKM
Nnonb3oBaTeNen, NoNyYaoLMX AOCTYN K YCTPOWUCTBY, MPU 3TOM NogaepuBas coBMmecTMmocTb ¢ RADIUS u
APYrMMn npoueccamun NpoBepku noganHHoctn. TACACS+ npefocTaBaseT cnenytolme cnyKobl:

— Authentication (nposepka nodnuHHocmu). ObecneuynBaeTcs BO BPeEMS BXOAa B CUCTEMY NO
MMeHaM MnoJib3oBaTesieli U onpeaeneHHbIM NoNb30BaTeNAMM NapPOAAM.

— Authorization (asmopusayus). Obecneunsaetcs BO Bpems Bxoda B cuctemy. [ocne
3aBeEpLEHMA ceaHCa MPOBEPKM MNOAJMHHOCTM 3aMnyCKaeTcA CeaHC aBToOpM3auumu C
MCMNO/Ib30BaHMEM MPOBEPEHHOrO0 MMEHM MO/Ib30BaTE/A, TAKXKE CEpPBEPOM MNpPOBepAoTCA
npuBMIErMn NoNbL3OBATENA.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (config) #

Tabnnua 131 — KomaHabl pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o yMoA4YaHuto
tacacs-server host [06aBuTb yKasaHHbIN cepBep B CNWUCOK ucnonbdyembix TACACS
{ip_address | hostname} cepBepos.
[single-connection] [port port] - ip_address — |P-agpec TACACS-cepBepa;
[timeout timeout] [key - hostname — cetesoe uma TACACS-cepsepa;
secret_key] - single-connection — B Ka)XAbli MOMEHT BPEMEHW MUMETb He
hostname: (1..63) & A P
6onblue ogHOro coeanHeHnsa ans obmeHa gaHHbimu ¢ TACACS-cep-
CUMBOJIOB; Bepom:

port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

- port — Homep nopTa Ana obmeHa gaHHbIMK ¢ TACACS-cepBepom;
- timeout — HTEPBaN OXKNOAHUA OTBETA OT CepBepa;
- secret_key — kntoy ansa ayteHTMdMKaumm n wndposaHma Bcero ob-

cMMBONOB MeHa gaHHbimu TACACS;
Mpu HacTpolike cepsepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YeCKM BKAtOYaeTcsa accounting.
no tacacs-server host YAanuTb yKasaHHbIA cepBep M3 chnucka ucnonbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb KoanyecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
number number: (1..5)/2 AeT nooyepefHO MOAKAYATLCA KAMEHT, B C/lydyae HeyAavyHowm
ayTeHTUDUKALMN.
no tacacs-server retransmit YAanuTb HaCTPOMKy.
tacacs use-server address BbibpaTb cepsep 13 TabauLbl cepBepoB Ana Tacacs-KAMeHTa
{ip_address | hostname} - '
no tacacs use-server OTMEeHWTb MCNo/Ib30BaHMeE 3alaHHOTO cepaepa.
tacacs authentication type Onpegenntb meTog ayTeHTUMdMKauuUM, KOTopbI byaeT Mcnonb3o-
{ascii | pap } -/pap BaTbCA NpU B3anmogaencTemm ¢ cepsepom TACACS+.

no tacacs authentication type
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
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tacacs attributes port {console
| ssh | telnet} identifer

identifer (1..255)
CMMBO0B/WabNoHbI
%n %%

no tacacs attributes port
{console | ssh | telnet}

YcTaHOBUTb aTpmnbyTa port B popmaTte cBOH6OAHOMN CTPOKK onpese-
NeHHON nonb3oBaTesieM. Bo3MOXKHO Mcnosib3oBaHMe LWabnoHoB.
- %N — HOMep IMHWU, COOTBETCTBYIOLLMIA BbIBOAY KOMaHAbl show
users;

-%% — cumBon %.

YCTaHOBWTb 3HaYE€HMA MO YMONYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 132 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

show tacacs

OT06pa3uTb napameTpbl HacTpolikn TACACS-cepBepoB, MeTOZ,
ayTeHTUOMKALMM M CTAaTUCTUKY MPOTOKOAA (KOMaHAa AOCTynHa
TONbKO 4/1A NPUBUAETMPOBAHHbIX NONb30BaTENEN).

4.17.4 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

B ISS noaaep:kusaetca GpuabTpauma ynpasaaowero TpapuKka ¢ NOMOLLbIO CNMCKA aBTOPU30BaHHbIX
IP-meHenkepoB (IP Authorized Managers). B ¢punbTpe MOXKHO 334aTb aApec MW NOACETb MCTOYHMKA,
VLAN, nHtepdeic n cnyKby, c KoTopbix 6yAeT paspelleHo ynpaBaeHne YyCTPOMCTBOM.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnuvua 133 — KomaHapbl pexkmma rnobanbHom KoHdUrypauum

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

authorized-manager ip-
source {ipv4_addr [mask | /
ipv4_prefix] | ipvé_addr
[ipve_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip-
source {ipv4_addr [mask]| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

OrpaHMynTb ynpaB/iieHMe YyCTPOMCTBOM MO 33aAaHHOMY du/b-
Tpy AocTtyna.

OTMEeHUTb OrpaHuUyYeHune Ha ynpasieHue yCTpoMNCTBOM.

Y

.‘

Ha ycTpoiicTBe MOXHO CKOHUrypupoBaTtb He 6osblue 100 npasua. Mo ymonuaHuio, ecnum
He 3a4,aHO HY O4HO NPaBUNO, yNpPaBAEHUE YCTPOMNCTBOM AOCTYNHO C N11060ro UCTOYHUKA.

MNocne yKa3saHua xota 6bl ogHoro npasuna authorized-manager gns Bcex ycrpoiicrs,
KOTOpble UCK/loUeHbl NpaBuaom, 6yaeT aelicTeoBaTtb npasuno deny any any.
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KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 134 — KomaHapl pexkmma Privileged EXEC
3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aeiicmeue

show authorized-managers [ip-
source ip_addr]

MoKasaTb CNUCKK JOCTyNa ANS YNPaBAeHUs.

4.17.5 Hacmpoiika npomokonos ynpaeneHus

4.17.5.1 Telnet, SSH

JaHHble KOMmaHAbl npeaHa3HayeHbl ONA HACTPOMKM CepBepoB AOCTyna [AAA  ynpasaeHus
KommyTaTtopom. Moaaeprkka cepseposB TELNET n SSH kommyTtaTopom no3BonAeT yaaneHHo NoAKAYaTbCA
K HEMY A9 MOHUTOPUHTIA U KoHOUrypaumn. KoHdurypmposaHue ycTpoiictea Yyepes Telnet Ha ycTpoiicTee

pa3speLeHo No YMOYaHuIo.

KomaHObI pexcuma 2n0b6as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 135 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ssh enable

PaspelwnTb yaaneHHoe KOHGUIypupoBaHUe yCTpoiicTBa Yepes
SSH.

- -/BKNOYEHO
ssh disable

3anpeTtnTb yaaneHHoe KoHQUryprpoBaHue ycTponcTea yepes
SSH.

ssh server-address ip_addr port
port

3agatb IP-agpec SSH-cepsepa u TCP-nopT, ucnosib3yemsiit SSH-
cepBepom.

ort: (1..65535
no ssh server-address P ( )

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

ip ssh mac [hmac-md5 | hmac-

BblbpaTb TMN ayTeHTUOUKALMM NO NPOTOKOAY SSH.

shai] -/hmac-shal

ip ssh cipher [3des-chc | aes128- BblbpaThb WKdp ayTeHTUPUKaL MM no npoTokoay SSH.

cbc | aes128-ctr | aes192-cbc |

aes192-ctr | aes256-chc | +/3des-cbe

aes256-ctr | des-chc | all]

ip ssh kex [all | dh-group- BblbpaTb anropuTm o6MeHa Kntovamm no npoTokony SSH.

exchange-shal | dh-group- Jall

exchange-sha256 | dh-group1-

shal | dh-group14-shal]

crypto key generate rsa CreHepupoBaTb Napy Katoyein RSA —4acTHbIN U Ny6AUYHbIN gns

) SSH-cepsuca.

feature telnet PaspewunTb KOHOUTYpHUpoBaHUe ycTpoiicTea Yepes Telnet.

-/BKNOYEHO

no feature telnet

3anpeTuTb KOHOUrypUpoBaHUe ycTpoiicTea yepes Telnet.

ip ssh authorized-key

3a4atb KAy ssh-aBTopmaau,mm, npy NOMOLLUM KOTOPOro MOXXHO
YCTaHOBUTb 3alluleHHOEe coeanHeHne.

no ip ssh authorized-key

Yaanutb Kntoy ssh-asTopmusauuu.
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ip ssh auth-type {password | 3afaTb NocneAoBaTeNlbHOCTb METOAOB ayTEHTUPMKALMKM nNo
publickey} - /password ssh.
no ip ssh auth-type YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.

KomaHOb1 pexcuma EXEC

KomaHabl JaHHOro pa3aena 4OoCTynHbl TONbKO ANA NPUBUNETMPOBAHHBIX nosibsoBaTenem.

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 136 — KomaHabl pexkmma EXEC

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
. MokasaTtb KoHUrypaumio SSH-cepBepa, a TaKKe aKTUBHbIe BXO-
show ip ssh - burypay peep
aawme SSH-ceccum.
show telnet server - OTobpa3unTb cTaTyc cepsepa Telnet.
sh ip ssh authorized-keys - OT06pasnTb CKOHOUTYPUPOBAHHbBIE K/THOUMN.

4.17.5.2 Hacmpoiika napamempoe npomokoaa SNMP dna docmyna K ycmpoiicmey

SNMP — TexHonorusa, npusBaHHasa obecneuntb ynpaBaeHWE W KOHTPOJIb Hag, YCTpoWcTBaMu U
NPUNONKEHUAMM B CETU CBA3M NyTEéM obmeHa ynpasasalowel MHPopmMaumein Mmexay areHTamm,
PacnoNOXKEHHbIMU Ha CEeTEBbIX YCTPOMCTBAX, M MeHeAKepamM, HaXOAAWMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMX CTAHUMI U 31E€MEHTOB
CeTu (rnaBHble MaLMHbI, W03bl U MapLPYTU3aTOPbI, TEPMUHA/bHbIE CEPBEPDI), KOTOPbIE COBMECTHO
obecneymBaloT aAMUHUCTPATMBHbIE CBA3M MENKAY CETEBbIMM YNPABAAOWMMM CTAaHLUUAMMU U CETEBLIMMU
areHTamu.

KommyTaTopbl NO3BOAAIOT HAaCTpOMTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT NpoToKonbl Bepcuiit SNMPv1, SNMPv2, SNMPv3.

[Nna BO3MOXHOCTU agMUHUCTPUPOBAHNA YCTPOICTBA NOCPEACTBOM NpoTokona SNMP, Heobxoanmo
€034aTb X0TA H6bl O4HY CTPOKY coobLLecTBa.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnnua 137 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
snmp notify notify_name tag notify_name: (1..32) AKTUBMPOBATb OTNPaBKY Tpanos no cobbituio login/logout.
tag_name type {trap | CMMBONA;
inform} tag_name: (1..32) cumBona
no snmp notify notify_name -/BbIKNIOYEHO OTKAOUYUTL OTNPABKY Tpanos no cobbituio login/logout.
snmp-server enable traps AKTMBMPOBaATL OTNPaBKY TPANOB MO CO6bLITUIO 3aMblKaHWs/ pas-

dry-contacts MbIKaHNA CYXUX KOHTAKTOB.

-/BbIK/IOYEHO

no snmp-server enable traps OTKAIOYMTL OTNPABKY TPAMOB MO CO6bLITUIO 3aMblKaHUA/
dry-contacts Pa3MbIKaHUA CyXMX KOHTAKTOB.
snmp enable traps coldstart AKTMBMPOBATL OTMPABKY TPAnos No cobbITUIO ‘}KeCcTKoi’ nepe-
3arpysku.
-/BKAOYEHO - =
no snmp enable traps OTKNOUYUTL OTNPABKY TPaANos no cobbiTUio ‘KecTkol’ nepesa-
coldstart TPY3KMu.
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snmp enable traps warmstart

no snmp enable traps
warmstart

-/BKAOYEHO

AKTMBMPOBATb OTMPABKY TPANOB No COBbLITUIO Nepe3arpysku
no komaHge ‘reload’.

OTKAOUYUTL OTMPABKY TPANoB Mo cobbiTUIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CMMBOJI0B

Co3sgatb SNMP-nonb3oBartens.
- auth — HacTpolika anropuTma ayTeHTUOUKaumK;
- priv — HacTpoVika WndpoBaHus;
- EnginelD — ngeHtndumratop SNMP-ycTpolicTBa
Bkntoualowyee B ceba cneucMmsonbl user_name
H TpebyeTca yKasbiBaTb B KaBbIUKaXx.

Yaannte SNMP-nonb3osaTens.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBoNOB;
user_name: (1..32) cumBo-
NoB;
TransportTagldentifier:
(1..255) cumBosnos
ip_address A.B.C.D

MpuBA3aTb cOO6LWECTBO C 3a4aHHBIM MHAEKCOM K paHee co-
3,aHHOMY M0/1b30BaTENIO.
YT106bl paspewmnTb Mcnosib3oBaHue /oboro cneumanbHoro
CMMBO/IA B Ha3BaHWM M MHAEKce cCOObLLeCTBa, yKaxuTe ero B
[ABOWHbIX KaBbluKax. Ecnu HasBaHWe 1 nHaekc coobluecTsa co-
AepKaT ToNbKo 6yKBbl U LMbPbI, TOraa ABOVWHbIE KaBblYKU He
HYKHbI.
[} |  Bkniouatlouiee B ceba cneucMmBonbl community Tpe-
H 6yeTcA yKasbiBaTb B KaBblYKaX.

Ypanute SNMP-coobuecTBO € yKasaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBOJIOB;
group_name: (1..32)
CUMBOJI0B

Co3gatb SNMP-rpynny nau tabanuy coorsetctauii SNMP-
nonb3oBaTtenen 1 npasua ob6ospeHnit SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3}{auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumBoNOB;
context: (1..32) cumsonos

Paspewunts SNMP-rpynne 4octyn Ha YTeHWe, 3anncb 1 oT-
NpaBKy SNMpP-TPanoB No 06bekTam, NpUHaLIEKaLLUM
read/write/notify-view.

3anpetute SNMP-rpynne AoCTyn Ha YTeHMe, 3anucb 1 OT-
NpaBKy SNMpP-TPanoB Mo 06beKTam, NpUHAANEKALLUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBO/I0B

Co3zaTtb AN peaakTMpoBaTb Npasuao 0b6ospeHmnsa ana SNMP-
paspeluatolee NpaBuao 60 orpaHUYMBalOLLEE CEPBEPY-
obo3pesaTento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, npeacTaBneHHbIN B
Buae agepesa ASN.1

- included — OID BKntoyeHa B NnpaBuao ans 0603peBaHus;

- excluded — OID uckntoueHa 13 npasuna gaa 06o3pesaHus.

Ypanute npasuno o06o3penusa ana SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglList

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumso-
nos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBonos;
tag_ldentifier: (1..255)
CUMBOJI0B

Co3partb rpynny agpecos, Ha KOTopble 6yAyT OTNPaBAATLCA
Tpanbl COrNacHO NapameTpam Ter-amcra.

YaanuTb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATbCA
Tpanbl COrNacHO NapameTpam Ter-amcra.
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snmp targetparams tar-

v2c | v3 {auth | noauth |

name profile_name]

get_param user user_name
param security-model {v1 |

priv}} message-processing
{v1 | v2c | v3} [filterprofile-

no snmp targetparams
target_param

user_name: (1..32)
CUMBO/I0B;
target_param: (1..32)
CUMBO/I0B;
profile_name: (1..32)

YKasaTb napameTpbl OTNPABKX TPanos, onpeaensemble nosb-
30BaTenem.

Yaanute napameTpbl OTNPABKM TPaNoB, onpeaensemble nosb-
30BaTenem.

4.17.5.3 KomaHObI KOHhu2ypayuu mepmuHana

KomaHZbl KOHOUrypaumm TepMUHaNa CAy»KaT AN HAaCTPOMKM NapameTpoB paboTbl TePMUHANOB.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabanuya 138 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
line console - Bxopg, B peXXnm COOTBETCTBYHOLLEINO TEPMUHANA.
line telnet - Bxopg, B peXKnMm COOTBETCTBYIOLLENO TEPMUHANA.

line ssh

BX0oZ, B pesK1Mm COOTBETCTBYIOLLEro TepMUHANa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUIypaLmm TepMUHana:

console# configure terminal
console (config)# line {console |
console (config-line)#

telnet | ssh}

Tabnuua 139 — KomaHapl pexkuma KoHoUrypaLmm TepmmHana

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3a4aTb UHTepBas, B TeYeHMe KOTOPOro cMcTemMa OXKnaaeT BBOAa
OT nonb3osaTena. Ecnv B TeyeHne AaHHOro MHTepBaaa nosb3o-
BaTe/lb HUYero He BBOAUT, TO KOHCOJ/1b OTKNKOYaeTCA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

38400 | 57600 | 115200}

speed {4800 | 9600 | 19200 |

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6ut/c

YCTaHOBUTbL CKOPOCTb Nepefayu Ans NocnefoBaTeNbHOro UH-
Tepodeiica.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 140 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

show line exec-timeout

MokasaTb 3HauYeHMA NapameTpa exec-timeout ana Bcex Tepmu-
Hanos..

show line exec-timeout
current

Moka3aTb 3Ha4YeHMn NapameTpa exec-timeout ansa TekyLiei cec-
cum.

4.18 YXypHan aBapwmii, npotokon SYSLOG

CucTemHble KypHabl NO3BOAIOT BECTU UCTOPUIO COBLITUI, MPOU30LLEALINX HA YCTPOMCTBE, A TaKKe
KOHTPOAMPOBATbL Npoum3oLweawme cobbiTna B peasibHOM BpeMeHU. B KypHan 3aHocATCA cobbITMA BOCbMM
TMNOB: Ype3BblYalHble, CUTHA/bl TPEBOTU, KPUTUUECKME U HE KPUTUYECKME OLWMOKMK, NpeaynperaeHus,

yBegomMneHuA, MHd)OpMaLI,VIOHHbIe M OTNagoO4HblIE.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHPUrypaLmm:

console (config) #

Tabnunua 141 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aeiicmeue

logging on

no logging on
-/perncrpaums BraYeHa

BKNOUUTL perucTpaumnio oTaagouHbIX COobLEeHn n coobuye-
HUI 06 owmnbKax.

BbIKNOUNTb PErMCTPALLUIO OTNIAA0HHbIX COOOLLEHWNI U coobLLe-
HUI 06 owmnbKax.
MNpu BbIKNOYEHHOMW perncTpaumm oTn1agouHble coo6-
weHua n coobueHna o6 owmnbkax 6yayt nepeaa-
BaTbCA HA KOHCONb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}
ip_address

host: (1..63) cumsonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XXX XX XXX /-

no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

BKkAtounTb Nepepavy aBapuitHbIX U OTNAA0YHbIX COODLEHUM
Ha yaaneHHblIn SYSLOG-cepsep.
- ip_address — IPv4- nnu IPv6-agpec SYSLOG-cepsepa;
Ecam KomaHpa BeeaeHa 6e3 yKasaHua facility, To
V 6yAeT MCNoNb30BaH TEKYLLUIA HAaCTPOEHHbIN
facility.
Ecnn KomaHpa BBegeHa 6e3 ykasaHusA severity, TO
6yAyT yKasaHbl Bce severity, kpome debugging.

Y8anuTb BbIGpaHHbIN cepBep U3 CIMCKA MCNOb3yeMblX
SYSLOG-cepsepos.
Ecnn KomaHpa BBegeHa 6e3 yKasaHua facility, To
6yper ykasaH Tekywuii facility.
Ecnn KomaHpa BBegeHa 6e3 ykasaHusA severity, TO
6yAyT MCNONb30BaHbI Bce severity, BKAoYas
debugging.

logging console

- -/BKAIOYEHO
no logging console

Bkatountb nepepgavy aBapMﬁHle UNN OTNaA04HbIX COO6LLI|EHMI7I
Ha KOHCO/b.

BbIKNOUMTL Nepeaady aBapuiiHbIX UM OTAAA0UHbIX CO0blLLe-
HUWI Ha KOHCO/Ib.

logging buffered size
size: (1..200)50

no logging buffered

MN3MeHNUTb KonnyectTso coobLeHMi, 3aNOMUMHaeMblX BO BHYT-
peHHem bydepe. HoBoe 3HayeHMe pasmepa bydepa npume-
HWUTCA Mocne nepesarpysku ycTpoucTsa.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

syslog file {1 | 2 | 3} filename filename: (1..32)/-

Co3patb ¢aiis 3anncy aBapuUiHbIX U OTNAA04HbIX COOBLWEHUN.
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logging-file [facility] [severity]
file{1]2] 3}

no logging-file [facility]
[severity] file {1 | 2 | 3}

facility:(localO...local7),
severity:(0...7)

BKOUUTL Nepeaady aBapuitHbIX UAN OTNAA0UHbIX COOBLLEHNIA
B Galin }KypHana.
Ecnu KomaHga BBeaeHa 6e3 yKkasanua facility, To 6y-
V AeT yKasaH Tekywuii facility.
Ecnu KomaHga BBegeHa 6e3 ykasaHus severity, To
6yAyT Mcnonb3oBaHbI Bee severity, BKAouaa debugging.

Pasmep ¢aiina orpaHmyeH 1 M6aiiT, npu npesbliwe-
HUM IMMTa co3AaaeTca HOBbIA ¢aitn c popmatom .bk,
KOTOPbIV B AaNbHelilem nepe3anucbiBaeTcs.

BbIKNHOUNTL Nepenady aBapuiiHbIX UM OTNAA0YHbIX coobLue-
HWI BbIBPAHHOIO YPOBHA BaXKHOCTM B YKa3aHHbIN daiin xyp-
Hana.
Ecnu KomaHga BBeaeHa 6e3 yKasaHua facility, To 6y-
BAeT yKasaH Tekywun facility.
Ecnu KomaHaa BBeaeHa 6e3 yKkasaHus severity, To
6yAyT ucnonb3oBaHbI Bce severity, kpome debugging.

Pasmep ¢aiina orpaHnuyeH 1 M6aiit, npm npesbiwwe-
HUM IMMTa CO343ETCA HOBbIN ¢aiin c popmaTom
.bk, KoTopbIii B ganbHelwem nepesanucbiBaeTcs.

logging severity severity

no logging severity

severity:(0...7)/6

3a/aTb YPOBEHb SIOTMPOBAHMA.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3apatb KaTeropuio normposaHunA.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

syslog localstorage

no syslog localstorage

-/BKAKOYEHO

AKT1BMPOBATb OTNPABKY aBapUIHBIX AN COOBLLIEHMIN HA CKOH-
durypupoBaHHble painbl 3anucy.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/Het

3apaTb NapameTp, KOTOPbIN ByAET MCNOIb30BATLCA B KaYecTse
naeHTuodmkaTopa xocta B SYSLOG-coobLieHmsax.

Mcnonb3oBaTtb 3HaYeHME MO YMONYAHUIO.

Karkgoe cooblieHme umeeT CBOI ypoBeHb BaxKHOCTW. B Tabanue 142 npuseneHbl TUNbI COOOLLEHMM
B nopaaKe ybblBaHUA UX BaXKHOCTU.

Tabnuua 142 — Tunbl Ba*KHOCTU COOBLLLEHWUI

BaxcHocme Tun saxHocmu OnucaHue
coobweHuli coobweHuli

0 YpesBblyaliHble B cucteme npowusoLna KpUTMYeckan owmnbKa, cuctemMa MoKeT paboTaTtb He-
(emergencies) npaBuabHO.
CurHanbl Tpesoru

1 (alerts) Heobxoanmo HemeaneHHOe BMELLATeNbCTBO B CUCTEMY.
Kputnueckue

2 - B cucTeme npowsoLina Kputnuyeckas owmnbka.
(critical)

3 OwunbouHble (errors) B cucteme npowsoLuna owmbKa.
MpepynpexaeHunn

4 . MpepynpexaeHue, HeaBapuiiHoe cooblueHue.
(warnings) peaynpexa : p u,
YBegomneHus -

5 - YBegomneHue cuctemMbl, HeaBapuiHoe coobuieHne.
(notifications)
NHPopmaLMOHHbIe

6 . op .u, NHpopmaLmoHHble cO0bLEHMA CUCTEMDI.
(informational)

7 OTnagouyHble OTnagoyHble coobLeHnaA, NpeaocTaBAAtoT NoAb3oBaTeNto MHGOPMaLMIO gNA
(debugging) KOPPEKTHOM HACTPOMKKM CUCTEMBI.
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lpumep Hacmpolku logging-file:

Co3gagum NoKanbHbIA ain ¢ nmeHem sll, Kyga 6yayT 3anmMcbiBaTbCA COOLITUA C BAaXKHOCTbIO OT
ypesBblYalHbIX A0 MHPOPMALMOHHBIX.

console (config) # syslog file 1 sllI
console (config)# logging-file file 1

lpumep Hacmpoliku logging-server:

YKaxem agpec syslog-cepsepa, Kyaa byayT oTnpaBasTbCA COOBLWEHNA O COOLITUAX C BAaXKHOCTbO OT
YypesBblYalHbIX 40 UHGOPMALMOHHDIX.

console (config) # logging-server ipv4 192.168.1.1

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPoKM B pexxkume Privileged EXEC:

console#

Tabnunuya 143 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina *KypHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4aHuro
clear logs - YpanuTb Bce coobLieHMA U3 BHYTpeHHero bydepa.
show logging-file - OTO6pa3nTb HACTPOMKM IOFMPOBAHUA B IOKabHblE Galinbl.

show logging file file_name OT106pa3mnTb COCTOAHME }KypPHaNa, aBapuitHble U 0TNaA04YHble CO06-

file_name: (1..3) ,
LLLeHKs, 3anucaHHble B paiine.

show logging-servers - OTo6pa3nTb HAaCTPOMKM ANA yaanéHHbix logging-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3epKaNMPOBaHUS MOPTOB MpeAHasHayYeHa AN KOHTPoas ceTeBoro TpaduKa nytem
NepecblUIKU KONUiA BXOAAWMX U/UAN UCXOLALLMX NAKETOB C OAHOMO MAM HECKOJIbKUX KOHTPOAUPYEMBbIX
NMOPTOB HA OAMH KOHTPOJIMPYIOLWMIA NOPT.

BO3MOXXHO 3epKanuposaHue n060ro Konauuectsa uHTepdeicos. OTCyTcTBME nOTEpPb
’ rapaHTMpyeTca, ecn NPonycKHaa cnocobHocTb MHTepdeiica HasHaueHUna He npesbiweHa. Mpu
MCNonb30BaHUM PU3NUECKUX NEeTeNIb HA KOMMYTATOpPe 3epKannMpoBaTbca byaeT TONbKO ogHa
Konusa Kagpa (frame), ecam 3amkHyTble uHTepdeiicbl npuHagneart ogHomy VLAN.

K KOHTpo/IMpyloLwemy NMOPTy MPUMEHSIOTCA CAeaytoLIMe OrpaHUYeHuns:

— TopT He MOKEeT 6bITb KOHTPOIMPYIOWMUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic LoNKeH OTCYTCTBOBATL AJ1A 3TOTO NOpPTa;

K KOHTpO/IMpyeMbIM NOPTaM NPUMEHSAIOTCA Cleayolme orpaHuYeHnn:

— TopT He MOKeT BbITb KOHTPONPYIOWMUM U KOHTPOIMPYEMbIM NOPTOM OZLHOBPEMEHHO.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KOHPUrypaLmm:

console (config) #

150 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Tabnuua 144 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

no monitor session session_id
destination

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
session_id: (1..4)

YKasaTb 3epKannpyroLwuii nopT Ana BbiI6paHHOMN CeCCUU MOHUTO-
pwvHra.
DYHKLMUA MOHUTOPUHIa MOXKeT 6bITb HACTPOEHA Ha YeTbl-
V PEX nopTax o4HOBPEMEHHO.

BbIKMIOUNTL QYHKLMIO MOHWTOPUHIA Ha HAcCTPaMBAaeMOM MWHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id

no monitor session session_id
destination remote vlan
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb cny»KebHblit vlan gna 3epkanvpoBaHua TpaduKa C 3adaH-
Horo pedpaekTop-nopTa AN BbibpaHHOM ceccum.
- remote vlan — cnyxebHbii vlan ana sepkannposaHua TpaduKa

BbIKNHOUNTL GYHKLMIO MOHUTOPMHIA Ha HAacTpPauBaemMoMm UHTep-
delice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]
[rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
session_id: (1..4)

[06aBUTb yKa3aHHbIM 3epKannpyemblii NOpT 415 BbIOpaHHOM ceccum
MOHUTOPUHra.

- X — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOANPYEMbBIM NOPTOM;

- tX — KOonMpoBaTb NakeTbl, NepeaHHble KOHTPOJIPYEMbIM NMOPTOM;
- both — KonnpoBaTb Bce NakeTbl C KOHTPOAIMPYEMOTO NOPTA.

BbIKMOUNTL GYHKLMIO MOHUTOPUHTA Ha HAaCTPaMBaeMOM UHTEp-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKazatb vlan, c KoToporo byaeT 3epkannposatbca TpaduK ¢ 3a4aH-
Horo pedneKkTop-nopTa Ans BblIbpaHHOM ceccuu. Mpu aTom cam vian
byaeT cHAT.

BbIKNOUNTL GYHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMOM UHTEp-
deiice.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayowmii Bua;

console>

Tabnnua 145 — KomaHgpbl, AocTynHble B pexume EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBECTM MHPOPMaALMIO MO CKOHPUIYPUPOBAHHOM CECCUU MOHMUTO-
pwHra.

[Mpumepbl 8bINOAHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

1/0/1

BbiBECTU MHOOPMALMIO MO KOHTPOMPYIOLWMM M KOHTPOIMPYEMbIM NMOPTaM.

console# show monitor session 2
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Mirroring is globally Enabled.
Session N

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gil/0/1
Session Status : Inactive

4.20 ®YHKUMUN AUATHOCTUKN GU3NYECKOTO YPOBHA

CeTeBble KOMMYyTaTOpbl COAEP)KAT annapaTHble M NPOrpammHble CpPeacTBa ANA AMArHOCTUMKM
dun3nyecknx nHTepdencos U AMHUIM cBA3N. B nepedeHb TECTUPYEMbIX NAPAaMETPOB BXOAAT Caeayowme:

[nAa anekTpnyecknx nHTepdencos:
— [A/IMHa Kabens;
—  paccTosiHMe 40 MecTa HEUCNPaBHOCTM — 06pbiBa UM 3aMblKaHMA.

Onsa onTnyeckux nHtepoeicos 1G:
—  NapameTpbl NUTAHUA — HaMNpPAXKeHME U TOK;
—  BbIXO4HAA ONTUYECKAA MOLLHOCTb;
—  OnTUYecKas MOLWHOCTb Ha NpueMe.

4.20.1 QuazHocmuka medHo20 Kabens

KomaHOwb! pexcuma EXEC

3anpoc KoMmaHAHOM CTPOKK B pexknme EXEC nmeet cneaytowmii Bua;:

console#

Tabnnua 146 — KomaHapbl ANArHOCTUKM MeZIHOTO Kabens

Komanda 3HayeHue/3HayeHue Neiicmeue
10 yMoA4YaHuio
test cable-diagnostics BbINONHWUTL BUPTyanbHOE TeCTUpOBaHMe Kabena Ana yKasaHHOro UH-
fastethernet fa_port | fa_port: (1..8/0/1..24); | Tepodeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);

twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet | te_port: (1..8/0/1..11)
te_port]

/ Mpu nonyuyeHun coobweHunsa 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca nposeputb media-type wuHTepdelica M coctoaHue uHTepdeiica Ha
YBOAaNeHHO CTOpOoHe.

4.20.2 3nekmponumanHue no auHuam Ethernet (PoE)

Mogenn kKommyTtaTopoB MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES2420D-24DP, MES3708P, MES3710P nopnaep-
KUBALOT 3/IEKTPONUTAHME YCTPOMUCTB Nno AnHMK Ethernet B cooTBeTcTBMK ¢ pekomeHaaumamu IEEE 802.3af
(PoE) n IEEE 802.3at (PoE+). Tun pacnnHoBKK A.
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KommyTtatopbl MES2408PL xapakTepusyoTca MeHbLWNUM 6104KeTOM MOLLHOCTWU, OTHOCUTENIbHO ApY-

rmx.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHo KoHUrypaumm:

console (config) #

Tabnunua 147 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/ 3HayeHue
no yMmon4aHuo

Aelicmeue

set poe enable

set poe disable

BKAOUUTbL 3NEKTPONUTAHME NO INHUAM Ethernet.

BbIKNtOUNTb 3neKTponuTaHne no anHuam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepoelica:

console (config-if)#

Tabnnua 148 —KomaHab! pexknma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

power inline auto

Pa3spewntb paboTy npoTokona obHapy»KeHusa POE-ycTpoiicTB Ha
UHTepderice 1 BKAOYAET NOAAYY INEKTPONUTAHMA Ha UHTepdeliC.

power inline never fauto 3anpetuTb paboTy npoTokosa obHapyxeHus POE-ycTpoWcTB Ha
MHTepdelice N OTKAOYAET NOAaYY 3/EKTPONUTAHUA.
power inline priority {critical | 3apatb npuopuTeT nHTepdelica POE npu ynpaBaeHUN 3NeKTponu-
high | low} TaHWeMm.
- critical — ycTaHaBAMBaeT HauBbICWWIA NPUOPUTET INEKTPONMUTA-
Jlow HWA. DNEKTPONUTaHMEe NOPTOB C TaKUM NpuoputeTom byaer npe-

KpalwaTtbCcA B NOC/MEAHIO oyepeab NPU Neperpyske cUcTembl
POE;

- high — ycTaHaBnvBaeT BbICOKUIA MPUOPUTET INEKTPONUTAHUSA;

- low — ycTaHaBAMBaET HU3KMI NPUOPUTET INEKTPONUTAHUSA.

power inline limit-mode {class
| user-defined wattage}

no power inline limit-mode

wattage: (200..31200)
munnmeartt/ class

BbI6paTh peXxnm orpaHUYeHUa MOLLHOCTM.

- class — IMMUT MmaKkcumanbHoW NoTpebaemoit MOLWHOCTH onpe-
AenAeTca KNaccoM NoAK4aeMoro yCTponcTsaa;

- user-defined — AMMUT MaKcMManbHOM NOTpPebAAEMON MOLLHO-
CTW BbICTaBNAETCA BPYYHYIO, € warom 200 mBT.

BbI6paTh pexunm nNo ymoayaHumto.

KomaHOwbI pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console#

Tabnunua 149 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pPa3nTb COCTOAHNE INEKTPONUTAHUA UHTEPDENCOB, NOAAEPHKMU-
BalOLWMX NUTaHMe No AnHum PoE.

show power detail

OT06pasnTb 06Ly0 MHPOPMaLMIO NO COCTOAHMIO POE 1 cocToAHMIO
MUCTOYHMKA.

show power inline
consumption

OTO6pa3I/ITb XapPaKTeEPUCTUKU HOTpeGﬂeHMFI MOLLHOCTH, TOKa M
HanpaxeHunAa.
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4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NnpoTOKON BTOPOro YPOBHS CO34aHHbIN ANA aBTOMaTUYe-
CKOro 0bHapy»KeHUsa NnoTepu ABYXCTOPOHHEN KOMMYHUKaLMKN Ha ONTUYECKUX TUHUAX CBA3U.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexkMma KoHdUrypaummn nHTepdeiica:

console (config-if) #

Tabanua 150 — KomaHgb! pexkuma KoHdurypaunm nntepoeiica Ethernet

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no yMmoa4YaHuro
ethernet-oam uni-directional BKAHOUMTL ANArHOCTUKY COCTOSHUA ONTUYECKUI JIMHUIA.
detection
- -/BbIKNOYEHO — —
no ethernet-oam uni- BbIK/OUYUTL ANArHOCTUKY COCTOAHUA ONTUYECKUUN INUHUN.
directional detection
ethernet-oam uni-directional BKOUNTD arpeccuBHbIl pexkum, Npu kotopom TLV oTnpasnseTca
detection aggressive B toboOM cnyyae, Aaxke ecim oHa He bblaia NoslyyeHa oT yaaneH-
HOro yCTPOWMCTBA.

no ethernet-oam uni- BbIKNHOUNTL arpeccuMBHbIN pexxum, Npu Kotopom TLV oTnpasns-
directional detection -/BBIK/IOUEHO eTca B tobom cnyyae, farke ecm oHa He Oblna nosyeHa oT yaa-
aggressive JIEHHOTO YCTPOMCTBA.
ethernet-oam uni-directional BbicTaBUTL Talimep, N0 KOTopomy ByAeT NPoOUCXoAnTb onpeaesne-
detection discovery-time time HUeE TEKYLLErO COCTOSHMA JINHKA.
no ethernet-oam uni- time: (5..300)/5 YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

directional detection
discovery-time

ethernet-oam uni-directional BblbpaTb pexxmnm paboTbl npoTokona UDLD.
detection action {errdisable | - errdisable — nepepaya Tpaduka 6AOKMpPyeTCA NpU OTCYTCTBUM
log} npuema B O4HOM U3 HanpaB/IeHUI B KaHase;
-/log - log — coobleHne o0 6NOKMPOBKe NOABAAETCA B KypHane.
no ethernet-oam uni- YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

directional detection action

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC umeet cneayowmin BuA;

console>

Tabnunua 151 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHuUe .
KomaHda / Aeiicmeue

Mo yMmoA4YaHuo
show port ethernet-oam uni- OT06pa3MTb COCTOAHME ONTUYECKOro NINHKa.
directional detection

4.20.4 fluaezHocMuKa onmu4yecKo20 mpaHcuesepa

CDYHKLI,WFI ANArHOCTUKN NO3BOJIAET OUEHUTb TeKyuwee COCToOAHME ONTUYECKOro TpaHCuBEpPa U
ONTMYECKOM NIMHUM CBA3MU.
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BO3MOXKEH aBTOMATUUYECKMI KOHTPO/b COCTOAHMA AWHWA CBA3W. [NA 3TOr0  KOMMYyTaTop
nepuoamMyeckn onpawmsaeT MnapameTpbl ONTUYECKMX MHTepdeincoB M CpaBHMBAET MX C NOPOroBbIMM
3HaYEeHUAMM, 3a4aHHbLIMW NPOU3BOAUTENAMM TpaHCMBEPOB. MpKu Bbixode NapameTpoB 3a AOMNYCTUMblEe
npegenbl KoMMmyTaTop GOpMUpPYET NpeaynperKaatowme 1 aBapuiiHble CoobLLEHMS.

KomaHOowbl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console#

Tabnunuya 152 — KomaHabl AMarHOCTUKM ONTUYECKOro TpaHcuBepa

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

show fiber-ports OT06pasunTb pesy/ibTaTbl AUArHOCTMKM ONTUYECKOTO TPaHCUBEpPA.
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

Tabnnua 153 — MapameTpbl AUArHOCTUKM ONTUYECKOTO TpaHCUBepa

Mapamemp 3HaveHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHue nuTaHMA TpaHCcMBepa.
Current OTK/I0HEeHWe TOoKa Ha nepegaye.
Output Power BbixogHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3HaueHus pesynbTaToB ANArHOCTUKM:
— N/A-HegocTynHo,

— N/S—He noaaepunsaetca.

4.21 ®dyHKuum obecneueHusn 6esonacHocTn

4.21.1 ®yHKyuu obecneyeHun 3auUmsi NOPMoOe

C uenbto noBbllweHMsA 6e30MacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KaKoM-
nMbo MnopT TaK, 4Tobbl AOCTYN K KOMMYyTaToOpy 4Yepe3 3TOT MOPT MNPenocCTaBAAancA TO/IbKO 33a4aHHbIM
ycTpoiicTBam. yHKLMA 3aLLMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-aapecoB, KOTOPbIM pa3peLlaeTca
poctyn. MAC-agpeca moryT 6bITb HAacTPOEHbl BPYYHYHO WAM U3y4eHbl KOMMyTaTopoMm. locne mayyeHus
HeobxoAMMbIX aapecoB NOpT cneayeTr 3abNOKMPOBATb, 3alUMTMB €ro OT MNOCTYN/JeHUA MAKETOB C
HeunsyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab610KMpPoBaHHbIM NOPT NoayyaeT naket, 1 MAC-
aJpec UCTOYHWKA MaKeTa He CBA3aH C STUM NOPTOM, aKTUBMU3UPYETCA MEXaHU3M 3aLuUTbl, B 3aBUCMMOCTHU OT
KOTOPOro MoryT 6biTb MPUHATbI Cleaylolime Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a610KMPOBaHHbIV NOPT, NepecbliatoTca, oTopacbiBatoTCA, MO0 XKe NOPT, NPUHABLLMIA NAKET, OTKAOYAETCA.
®yHKUMA Be3onacHocTn Locked Port no3BonsfeT COXpaHUTb CNUCOK M3ydveHHbIXx MAC-agpecos B daine
KOHOUrypaLmm, TakKMM 06pa3om, 3TOT CMMCOK MOXKHO BOCCTaHOBUTL MOC/E Nepesarpyskn ycTponcTBa.
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/ CywecrsyeT orpaHuyeHue Ha Konnyectso MAC-aapecos, KOTOpoe MOXKeT U3y4nTb NOpT, UC-
NONb3YOLWMIA GYHKLMIO 3aLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHoUrypaumm uHtepoeiica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabaunuya 154 — KomaHabl pexkmma KoHpurypaumum nnHtepderica Ethernet, rpynnel uHtepdelicos

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

switchport port-security ena- BKNOUMTL PYHKLMIO 3aLLUMTLI HA UHTepdelice. BnokmpyeT PpyHK-
ble LLMIO U3Y4EHMA HOBbIX aApecoB ana nHtepdeliica. MakeTbl c He-
-/BbIKNOYEHO n3yyeHHbIMn MAC-agpecammn UCTOYHUKA OTOpackIBatoTCA.

no switchport port-security en- OTKNOYNTL GYHKLMIO 3aLUNTBI HA MHTepdelice.
able

switchport port-security mac- 3apaTb MakCMMabHOE KOIMYECTBO afipecos, KOTOPOe MOXKeT
limit M3y4uTb NOPT.

- - limit: (0..8192)/1
no SWItChpOft port-securlty YCcTaHOBUTb 3HAYEHUE NOo YMON4YaHUIO.

mac-limit

switchport port-security mode 3afaTb PeXUM orpaHnyeHna nsydeHna MAC-agpecos 4/1a HacTpa-
{max-addresses | lock | se- nBaemoro nHtepdeliica.

cure-delete-on-reset | secure- - max-addresses — yganfer Tekywue AUHAMUYECKM U3YYEHHble
permanent} afipeca, cBA3aHHble C MHTepdelicom. PaspelleHo M3yYeHne Mak-
CMMasIbHOTO KO/IMYECTBA aApecoB Ha NopTy. [loBTOpHOE n3ydeHne
W CTapeHue paspeLleHbl.

- lock — coxpaHseT B $paiin TekylimMe AMHAMUYECKM U3YYEHHble as-
peca, cBA3aHHble ¢ NHTepdelicom 1 3anpeLaeT obyyeHne HoBbIM
aZlpecam v CTapeHME YKe U3YYEHHbIX aapecos.

- secure-delete-on-reset — yaanser Tekywue AMHAMUYECKU U3Y-
-/lock YyeHHble agpeca, cBA3aHHble C MHTepdeicom. PaspelueHo M3yye-
HMe MaKCMManbHOTO KOMMYecTBa aZlpecoB Ha nopty. MosTopHoe
M3y4yeHUe 1 CTapeHue 3anpeLleHbl. Agpeca CoOXpaHaoTca 40 nepe-
3arpysku.

- secure-permanent — yganfeT TeKylimMe AMHAMWUYECKM WU3y4yeH-
Hble agpeca, CBA3aHHble C MHTepdelicom. PaspelleHo n3ydeHne
MaKCMMaIbHOTO KOMYecTBa agpecoB Ha nopTy. MoBTopHoe M3y-
YeHue U CTapeHue 3anpelleHbl. A4peca COXpPaHATCA Npu nepe-
3arpyske.

no switchport port-security YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.
mode

switchport port-security viola- 3a4aTb peXnm pearmpoBaHua Npu HapyLweHun 6e3onacHocTU.
tion [restrict | protect | dis- - restrict — B JaHHOM peXkume Npu HapylieHun 6e3onacHoCTM oT-
card-shutdown] npasnserca SYSLOG-coobuieHne Ha SYSLOG-cepsep.

- protect — B laHHOM pe)KMMe OMOoBeLeHMA O HapylweHun bes-
-/protect onacHocTM HeT. Bkntoyaetr nepexsaT MAC-agpecoB, KOTopble
AO/IKHbI 6bITb 0T6pOWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeyatoTcA Kak 3absoKMpoBaHHble U OTOpachbIBalOTCA B TeYeHUU
aging-time;

- discard-shutdown — B fjaHHOM pexuMme Kaapbl C HeU3yYeHHbl-
mn MAC-afpecammn UCTOYHMKA OTOPACLIBAOTCA, MOPT OTK/AOYa-
erTca.
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4.21.2 KoHmponb npomokonaa DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil NPOTOKO/, MO3BOAAOWMIA KANEHTY MO
3anpocy nony4atb IP-agpec u agpyrue Tpebyemble napameTpbl, Heobxoammblie ana pabotbl B cetn TCP/IP.

MpoTokon DHCP moeT MCcnonb30BaTbCA 3/10YMbILUNEHHUKAMM A1 COBEPLUEHWUA aTaK Ha YCTPOMCTBO,
KaK CO CTOpPOHbl KAneHTa, 3actasnaa DHCP-cepsep BblgaTbh Bce AOCTYMHblE agapeca, TaK U CO CTOPOHbI
cepsepa, NyTem ero nogmeHbl. MNporpammHoe obecneyeHmne KOMMyTaTOpPa NO3BOAAET 06ECNeYnTb 3aLLUTY
YCTPOMCTBA OT aTak C Mcnosb3oBaHWem npoTtokona DHCP, ans yero npumeHseTca PpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb noseneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» UHTepdeicax, a TaKKe KOHTPOIMPOBATb AOCTYMN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBep o Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 Yepes KaKol ero nopt 6611 NoAyYeH 3anpoc.
MpumeHaeTca oA yCTaHOBAEHUA COOTBETCTBUI IP-agpecoB 1 NOPTOB KOMMYTATOPA, a TaKKe 414 3amThl
OT aTaK C MCNonb3oBaHMeM npoTokosna DHCP. Onuma 82 npeactaBnser cobol AONOAHUTENbHYHO
MHPOPMAUMIO (MMA YCTPOMCTBA, HOMep MnopTa), AobaBnseMytd KOMMYTAaTOPOM, KOTopbl paboTaeT B
pexxume DHCP Relay areHTa, B Buae DHCP-3anpoca, Np1HATOro oT KAMeHTa. Ha ocHoBaHMM JaHHOM onuuu,
DHCP-cepBep Bblaenset IP-agpec (ananasoH IP-agpecos) u apyrve napameTpbl MOPTY KOmMMyTaTopa.
Monyume Heobxoaumble AaHHble oT cepsepa, DHCP Relay areHT Bbiaenset IP-aapec KAMEHTY, a TaKxKe
nepefaer emy Apyrne HeobxoanMmble NapameTpbl.

Tabnuua 155 — ®opmat nonet onunm 82

Mone lMepedasaemas uHgpopmayus

Mms xocTa ycTpolicTBa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneagHuin 6aliT — HoMep NopTa, K KOTOPOMY NOAKIKYEHO YCTPOWUCTBO, OTNpaBastoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

Remote agent ID .
& MAC-agpec ycTponucTsa.

’ . [na KoppeKTHoii pa6oTtbl ¢pyHKuumM DHCP Snooping Bce ucnonbsyemble DHCP-cepsepbl

- DONXHbI BbiTb NOAKAIOUYEHbI K «A0BepeHHbIM» MopTam KommyTatopa. [Ona pob6asneHus
nopTa B CNMUCOK «4,0BEpeHHbIX» UCNO/b3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypaumum uHtepdeica. na obecneyeHna 6esonacHOCTU Bce
OCTa/IbHble NOPTbl KOMMYTaTOPa A0/XKHbI 6bITb «He40BEPEHHbIMUY.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUIypaumm:
console (config) #

Tabnnua 156 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro

ip {dhcp| dhcpv6} snooping PaspewnTb KOMMYTaTOPY KOHTPONMPOBaHWeE NpoTokona DHCP.
no ip {dhcp| dhcpv6} -/BbIKNIO4EHO 3anpeTuTb KOMMYyTaTOPY KOHTPOAMpPOBaHMe npoTokona DHCP.
snooping
ip {dhcp| dhcpv6} snooping PaspewunTb KOHTpoMpoBaHue npoTtokona DHCP B npeaenax yKa-
vlan vian_id vlan_id: 3aHHoro VLAN.
no ip {dhcp| dhcpv6} (1..4094)/BbIKNOYEHO | 3anpeTuTb KOHTPOAMPOBaHMe npoTokona DHCP B npesenax yKa-
snooping vlan vian_id 3aHHoro VLAN.
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ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKAOYEHO

BKkntounTb BepuomrKkaymio MAC-agpeca knmeHta u MAC-agpeca mc-
TOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» MOPTaXx.

Bbikntountb Bepudukaumio MAC-agpeca kaneHta u MAC-agpeca
MCTOYHUKA, NpuHAToro B DHCP-nakeTe Ha «Heg0BepeHHbIX» nop-
Tax.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option allowed-

Nno YMO4aHMIO Npuem
DHCP-nakeToB €
onuueii 82 ot
KHEHaAEeXKHbIX» NOPTOB

Paspewntb npuHMmate DHCP-nakeTbl ¢ onunel 82 oT «HEHaAEeXK-
HbIX» MOPTOB.

3anpetutb NpuHUMaTb DHCP-nakeTbl ¢ onuuelt 82 OoT KHEHaAEX-
HbIX» NOPTOB.

dress])

no ip source binding
{client_mac} {vlan vian_id}
{interface gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel po}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
po: 1..64;
gw_address: A.B.C.D

untrusted 3anpelyeH
ip binding port-down action OnpeaenvTb peakuuio KOMMyTaTopa Ha nageHune uHtepoerica:
{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabauue Npy NageHuu.
- clear — ypannaer Bce AMHaMMYECKMe 3aNUCK, CO3AaHHble AA
ynasuero nHtepdelica.
ip source binding {client_mac} [,06aBUTb CTAaTUYECKYIO 3aNUChb UM U3MEHUTb TUN 3aMUCK C AU-
{vlan vlan_id} {interface giga- HAaMUWYECKOTO Ha CTaTUYECKUI B TabaunLe COOTBETCTBMA KOHTPOIA
bitethernet gi_port | tengiga- client_mac: npotokona DHCP.
bitethernet te_port | port- aa:bb:cc:dd:ee:ff;
channel po} [gateway gw_ad- vlan_id: 1..4094;

YAanuTb 3anuch M3 TabanLbl COOTBETCTBUA KOHTPO/IA NPOTOKO/1A
DHCP.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOW CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 157 — KomaHab! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTo6pa3unTb cooTBeTcTBMA U3 daiina (6asbl) KOHTPOAS NPOTOKONA
DHCP.

show ip dhcp snooping global

OT106pa3unTb rnobanbHyto HacTponky DHCP Snooping.

show {ip | ipv6} binding

Moka3saTb Bce cooTBeTCTBUA M3 dalina (6asbl) KOHTPONA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

Ounctntb cooTseTcTBUA U3 daina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypauum mHtepdeiica Ethernet, nnrtepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 158 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet, rpynnsl uHtepdelicos

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BKAtounTb orpaHuyeHme konmyectsa DHCP-kaneHTOB Ha nopTy.

BbIKNtounTh OrpaHmnyeHue konnyecrsa DHCP-kaneHToB Ha
nopTy.
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v/

Tabauuy KameHtos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

YcTaHOBNEHHOE OrpaHuuyeHue no Konuudectsy DHCP-KnuneHToB 6yaeT pacnpocTpaHATLCA
TONbKO Ha HOBble 3anucu. PeKomeHAyeTcA nepep, HACTPOWKON OrpaHUYEHUs OYUCTUTD

C nomolpbto AaHHON (YHKUMM HACTpaMBaloTcA 3HauyeHuA UAeHTUPUMKATOPOB WHTepdenca w
peTpaHcaAaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTudumkatop MHTepdelica, ¢ KOTOporo npuwen 3anpoc, remote-id — nageHTdPuUKatTop
peTpaHcaATOpPa, C KOTOPOro npuwesn 3anpoc.

Mpu BKAtoYeHUN GYHKLMK Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBnAaTbeA Bo Bcex VLAN, Ha
KoTopblIx BKAto4eH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoyeHnn 8 VLAN circuit-id u remote-
id 6yayT BcTaBnATbCA TO/IbKO B AaHHOM VLAN Ha Bcex uHTepdelicax.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 159 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dcs information option [dhcp |
dhcpvé | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIKNIOYEHO

BkntoumTb aobasneHume circuit-id + remote-id ana scex onuuii (1.e.
dhcp | dhcpvé | pppoe-ia | dhcp-relay) iMbo 3aaaTh KOHKPETHBIN
NPOTOKON A/A BCTaBKM remote-id u circuit-id.

BbIknounTb gobasneHne remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifier (1..63)
cumBonoB/wabaoH
%h%i%v

YcTaHOBUTD circuit-id B dopmate cBob6OAHOM CTPOKK, onpeseneH-
HOW nosb3oBaTenem. Bo3amoXHO Mcnoab3oBaHue WwabioHoB..

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)
cumBosios/dopmar spv,
pasgenuTtens std,
identifier NULL

HacTpowuTs circuit-id cornacHo pekomeHgaumam TR-101.
NpeHTnduKaTtop:

- identifier — nponsBosbHanA cTpoka 6e3 wabaoHOoB.
dopmar:

- pv —Homep nopta u VLAN;

- Sp — HOMep CN10Ta M NopTa;

- sV —Homep cnota u VLAN;

- SpV — Homep cnoTa, nopta un VLAN.

Paspgenutenu:
-comma-"“";
-dot-"“.";

- hash — “#”;

- semi-colon - “;”;
-slash-“/”;

- space—"“";

- std — “slot:port/vlan”.

V HauuHasa c Bepcum 10.4.2, cnot umeeT popmat Homep
IOHUTa, CNOT.
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no dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay}

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

dcs agent-circuit-id suboption-
type {dhcpv4 | dhcpvé |
pppoe-ia | dhcp4-relay} {tr-
101 | user-defined} [binary]
[add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

-/tr-101

YcTaHoBUTbL popmar circuit-id.

dopmartbl:

- tr-101 — gobasneHue circuit-id B dopmate cornacHo pekomeHaa-
umam TR-101

- user-defined — no6asnenne circuit-id B dopmate cBobogHOM
CTPOKM C BO3MOXHOCTbIO MCMO/1b30BaHMA WabAoHOB.
JononHutenbHble NnapameTpbl:

- binary — paHHbIN napameTp yKasbiBaeT, YTO YNCI0BbIE LWABIOHbI
byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapamMeTp yKasbiBaeT, YTO B UAEHTUDU-
KaTop bygeTt nobasneH JONONHUTENbHbLIA NoATUN (2X-6ailToBbIN
ana DHCPv4 n PPPoE n 4x-6aiitoBbit ans DHCPv6), B KoTopom
onpegenserca ¢opmaT cTpokm (ASCII-0x01, HEX-0x00) n anvHa
naeHtndukatopa.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
CUMBO10B/11a60H %M

YcTaHoBUTbL remote-id B dopmaTte cBO60OAHOM CTPOKU, Onpesenéx-
HOM nosb3oBaTenem. Bo3MOXKHO MCMO/Ib30BaHMeE LWaboHOB.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

-/user-defined

YcTaHoBUTbL popmat remote-id

®opmarTbl:

- user-defined — go6asneHne remote-id B popmate cBoboaHOM
CTPOKM C BO3MOXKHOCTbIO MCMO/Ib30BaHMA LWABNOHOB.
JononHutenbHble napameTpbl:

- binary — faHHbIN napameTp yKa3blBaEeT, YTO YNCNOBbIE LWABAOHDI
b6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapamMeTp yKasbiBaeT, YTO B UAEHTUDU-
KaTop bypet nobasneH JONONHUTENbHbIM NoaTUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE u 4x-6aiiToBbii gns DHCPvV6), B KoTopom
onpepgensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

Tabanua 160 — LLabaoHbI, AOCTYMHbIe ANA HacTpoliku user-defined naeHTMoukaTopos

LWabnoH OnucaHue
%a IP-agpec. JaHHbIV WabnoH MoKeT bbITb NpeobpasosaH B popmat HEX. EcTb BO3MOXKHOCTb YKa3aTb HOMepP
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).
%h Mma ycTpolictaa.
%p KopoTkoe ums nopta, Hanpumep, gi1/0/1.
%P [nuHHOE Ma nopTa, Hanpumep, gigabitethernet 1/0/1.
%t Tun nopta, Hanpumep, gigabitethernet.
%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxkeT 6biTb NpeobpasosaH B popmat HEX.
%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIN WwabaoH moxKHO npeobpasosaTtb B popmat HEX.
%u Homep toHuTa. [laHHbli WabaoH MoXeT bbiTb NpeobpasosaH B dopmat HEX.
%s Homep cnota. JaHHbI wWabnoH moxeT 6biTb NpeobpasosaH B dopmat HEX.
%i ifindex nopta. [laHHbIN WabaoH MoXKeT bbiTb NpeobpasosaH B dopmat HEX.
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%cC MAC-agpec aboHeHTcKoro ycTpolictea B dopmate H-H-H-H-H-H-H. JaHHbIi WwabaoH moxeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NaeHTndumkaTop VLAN. [aHHbil wabnoH moxKeT 6biTb NpeobpasoBaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if)#

Tabnunua 161 — KomaHgb! pexkuma KoHdurypaumm nntepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CMMBONOB/WwabnoH
%h%i%v

YcTaHoBUTDb circuit-id B popmaTte cBobOAHOW CTPOKM, onpeae-
NéHHOW Nosib3oBaTenem. Bo3MoXKHO Ucnoib3oBaHuWe WabaoHoB..
[aHHaA HacTpoWKa MMeeT NPUOPUTET Nepes, aHaA0rMUYHOM Fo-
H6anbHOW HacTpoikon popmara circuit-id.

YCTaHOBUTb 3HaYE€HMA MO YMOYAHUIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
cumBosioB/wabnoH %m

YcraHoBUTb remote-id B popmate cBobOAHONM CTPOKMK, onpeae-
NéHHoW Nnoib3oBaTesieM. BO3MOXKHO Mcnoib3oBaHMe WabaoHoB.
[aHHaA HacTpoWKa MMeeT NPUMOPUTET Nepes aHaA0rMYHOM Fo-
6anbHOW HacTpoKoi dopmaTa remote-id.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpvé | pppoe-ia} disable

-/BbIK/IIOYEHO

BkntounTb gobasneHue circuit-id + remote-id ana KOHKpPeTHOro
npoToKona.

V BcTaBKa circuit-id/remote-id gonkHa 6bITb OTKAIOYEHA
rno6anbHo.

BbIkNounTb fobaBneHue remote-id u circuit-id gns KOHKpPeTHOro
npoToKona.

KomaHObI pexcuma KoHguypayuu uHmepaetica L2Vian

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnuua 162 — KomaHapl pexkuma KoHourypaumm nHtepderica L2Vian

KomaHoa

3HayeHue/3HayeHue o

ymon4yaHuro

Aelicmeue

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

-/BbIKAOYEHO

BkntounTb gobaBneHue circuit-id + remote-id gns KoHKperT-
HOro NpPoTOKoNa.

V BcraBKa circuit-id/remote-id gonkHa 6biTb OT-
KntoueHa rnobanbHo.

BbikntounTb gobasneHne remote-id u circuit-id ana KoH-
KpeTHoro NpoToKona.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnnua 163 — KomaHapl pexkmma Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
show dcs-port-config OTO6pPa3nTb TEKYLLYIO KOHOUTYpaLM0 AEHTMHUKATOPOB remote-
[interface fastethernet fa_port | fa_port: (1..8/0/1..24); | id u circuit-id ans uHtepdeiicos.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port] vlan_id: (1..4094)
[vlan vian_id]
show dcs-global-config i OT06pa3unTb rnobanbHyto KoHUrypauuo naeHTudukaTopa circuit-
id.

Mpumep Hactpoiikm DHCP Snooping Bo VLAN10 c¢ HacTponkoi DCS-onuuii Ha uHTepdeince
Gigabitethernet 1/0/13.

console (config) # interface gigabitethernet 1/0/10

console (config-if)# port-security-state trusted

console (config-if)# set port-role uplink

console (config-if)# switchport mode trunk

console (config-if) # exit

console (config)# ip dhcp snooping

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 1/0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable
console (config-if) # decs agent-circuit-identifier "3v %p ‘h"
console (config-if) # dcs remote-agent-identifier "3M"

Mpumep HacTpoitkn DHCP Snooping Bo VLAN10 c HacTpolikoii DCS-onunin gna Bcex nHtepdelicos B
dopmate HEX.

console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console

config)# !

config) # interface gigabitethernet 1/0/10

config-if)# port-security-state trusted

config-if)# set port-role uplink

config-if)# switchport mode trunk

config-if)# exit

config)# ip dhcp snooping

config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
config) # decs agent-circuit-id suboption-type dhcpv4 user-defined binary
config)# decs agent-circuit-id user-defined "8%isg%v"

config) # decs remote-agent-id user-defined "%

config) # !

config)# vlan 10

config-vlan)# ip dhcp snooping

config-vlan) # !

config)# interface gigabitethernet 1/0/13

config-if)# switchport general allowed vlan add 10 untagged
config-if)# switchport general pvid 10

N~ e~~~ e~~~ o~~~ o~~~ o~~~ o~

4.21.4 3awuma IP-adpeca knueHma (IP Source Guard)

dyHKumMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana dunbTpaLmm TpaduKa, NPUHATOro
C WHTepdelica, Ha ocHoBaHWKM Tabaumubl cooTBeTcTBMA DHCP snooping M cTaTMyeckux cooTBeTcTBUM IP
Source Guard. Takum o6pasom, IP Source Guard nossonseT 6opoTbcs ¢ NogMeHol IP-aapecos B NakeTax.
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V MockonbKy GpyHKUMA KOHTpOAA 3awmTbl IP-agpeca ncnonbsyer Tabanubl COOTBETCTBUMA
DHCP snooping, meeT cMbIC/1 UCMO/Ib30BaTb AaHHYIO GYHKLMIO, NpeaBapUTeNbHO
HacTpous u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanuya 164 — KomaHgbl pexkuma KoHdurypaunm nntepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

BkntounTtb OyHKUMIO 3awuTbl IP-uHTepdeica pns
nopta. Mocne BKAOYEHUS Ha UHTepdelice Bce 3anucu
B Tabauue IP Binding yctaHasamsatotcs B8 TCAM B Ka-

-/BbIK/IOYEHO
yecTBe paspeLlaloLero npasuna.

KomaHga ypanset 3anucu ns TCAM u oTKAKOYaeT OT-
6pacbiBaHue IP-nakeToB Ha NopTy.

{ip | ipv6} verify source port-
security ignore-vlan

no {ip | ipv6} verify source
port-security ignore-vlan

Otkntoumtb nposepKy VLAN-3aronoska B npuHumae-
MbIX nakeTtax ana IP Source Guard.

-/BbIKNOYEHO
BepHyTb nposepKy VLAN-3aronoBka B NpUHMMAEMbIX

naketax gns IP Source Guard.

KomaHObI pexcuma KoHguypayuu uHmepagetica L2Vian

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 165 — KomaHabl pexkuma KoHdurypaumm nntepdeliica L2Vlan

KomaHoa

3Ha4yeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

Bratounte QyHKUMO 3awmTbl IP/IPv6-uHTepdeiica ans
VLAN. Mocne BKAOYEHUA HA MHTepdelice Bce 3anucu B Tab-
nuue IP Binding yctaHasaunsatotca B8 TCAM B KayecTBe pas-

-/BbIK/IIOYEHO
pelatoLLero npasuna.

KomaHgza yaanset 3anucu u3 TCAM u oTKNtOYaeT oTbpachbl-
BaHwue IP/IPv6-naketos 8o VLAN.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 166 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuo

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OT06pa3nTb HacTpolikm IP/IPv6 source Guard Ha nHTepdelicax.

show running-config ip-source-
guard

OT06pasnTb KOHPUrypaumto mogyna IP source Guard.
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4.21.5 KoHnmponb npomokona ARP (ARP Inspection)

®dyHKuMA KoHTpons npoTtokona ARP (ARP Inspection) npegHasHayeHa Ansa 3alWmTbl OT aTak C
nucnonb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpadwuka). KoHTponb
npotokona ARP ocyuiecTBnseTca Ha OCHOBE CTaTMYeCcKuUx cooTseTcTBui IP- n MAC-agpecoB, 3aaHHbIX ANs
rpynnbl VLAN.

' ' MopT, ckoHPUryprUpoBaHHbIN «HegoBepeHHbIM» anA ¢yHKumu ARP Inspection, gonkeH
rad TaK}Ke 6bITb «HeaoBepeHHbIM» anA ¢yHKumn DHCP snooping unmu coorsercreue MAC-agpeca
1 IP-agpeca anA 3TOro NopTa AONXKHO 6bITb CKOHPUIYPUMPOBAHO CTaTUUYECKU. MHaue AaHHbIA
nopT He 6yaeT oTBeyaTtb Ha 3anpocbl ARP.

V [Ana HeHapeXXHbIX NOPTOB BbINONHAIOTCA NPOBEPKU cooTBeTcTBUiM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexnma rinobanbHoM KoOHGUrypauum:

console (config) #

Tabnunua 167 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3HayeHue/3HayeHue »
Aelicmeue
no ymon4YaHuro
ip arp inspection enable BKOUUTBL KOHTPO/Ib NpoToKona ARP (dyHKumio ARP Inspection).
-/BbIKIOYEHO
ip arp inspection disable BbIKNHOUYNTL KOHTPObL NpoToKoia ARP (pyHKumio ARP Inspection).
ip arp inspection vlan vian_id PaspewunTb NpoBepKy npoTtokona ARP, ocHoBaHHylO Ha 6a3e cooT-
vlan_id: (1..4094)/ BeTcTBuii DHCP snooping, B BbiI6paHHoM rpynne VLAN.
no ip arp inspection vlan BbIK/IlO4EHO 3anpeTuTb NPoBepPKY NPOTOKoJ1a ARP, ocHOBaHHYto Ha 6a3e cooTBeT-
vlan_id cteuii DHCP snooping, B BbibpaHHo rpynne VLAN.
ip arp inspection validate MpepoctaBuTb cneunduyHbie NPOBEPKN A1 KOHTPOASA NMPOTOKONA
{dstmac | dstmac-ipaddr | ARP.
ipaddr |srcmac | srcmac- - srcmac: ns ARP-3anpocoB 1 OTBETOB NPOBEPAETCA COOTBETCTBUE
dstmac | srcmac-dstmac- MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
ipaddr | srcmac-ipaddr} OepPXUMOM npoTokona ARP.
- - dstmac: Ana ARP-otBeToB nposepsetca cootsetcTBue MAC-aa-

peca B 3aronoske Ethernet MAC-agpecy HasHa4YeHUs B COAEPKM-

MOM npoTokona ARP.

- ipaddr: MpoBepseTca cogepxnmoe ARP-nakeTa Ha Hanuume He-

KOppeKTHbIX IP-agpecos.
no ip arp inspection validate 3anpetuTb cneunduyHble NPOBEPKM A1 KOHTPOAA NpoToKona ARP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 168 — KomaHabl pexkmma EXEC

KomaHda 3HayeHue/3HavyeHue Aelicmeue
no yMmo/a4YaHuro
show ip arp inspection globals ) OTO6pPa3nUTb CUCTEMHYIO KOHOUTypaumio GyHKUMM KoHTposas ARP
npoToKona.
;:/3‘: iiZ]arp inspection vlan vian_id: (1..4094) OTobpasunTb cnmucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.
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show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| twopointfivegigabitethernet

| tengigabitethernet} interface

| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTMKY ANA CAeAyloWMX TUMOB MaKeToB, KOTopble
6111 06paboTaHbl Npu Nomowwm GyHKLMK ARP:

- nepefaHHble naketbl (forwarded);

- noTepAHHbIe NakeTbl (dropped);

- owmnbkKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OunCTUTL CTAaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuua MAC Address Notification nossonseT otTcnexumBaTb NOABNEHME U UCYE3HOBEHME aKTUBHOTO
060pyaoBaHUA Ha CeTU MNyTemM COXpaHeHusa wuctopum usydeHna MAC-agpecos. Mpu o6HapyKeHUK
U3MeHEeHUM B cocTaBe M3yyeHHbiIx MAC-agpecoB KOMMYTATOp COXpaHaeT nHdopmaumto B Tabavue wu
nssewaer o6 sTomM C MNOMOLLbIO coobuieHnt npoTtokona SNMP. ®yHKUMA MMeeT HacTpauBaemble
napameTpbl — r1ybuHa UCTOPUM O COBBLITUAX U MUHUMANbHBIN MHTEPBAN OTNPaBKM coobweHnini. Cepsuc
MAC Address Notification oTKAtOUYEH MO YMONYAHUIO M MOXKET BbITb HACTPOEH BbIBOPOUYHO AN OTAENbHbIX

NopTOB KOMMYTaTOPa.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabanua 169 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIK/OYEHO

KomaHaa npefHasHayeHa a1 rnobanbHoro ynpaeneHmsa GyHk-
ument MAC notification. KomaHnaa paspeluaeT permcrpauumio co-
6bITMI gobasneHus n yaanenna MAC-agpecos 13 Tabauu, Kom-
MyTaTopa ¥ OTNPaBKy YBEAOMIEHUSA O COBbITUAX.

[ns paboTbl GyHKUMM HEOBXOAMMO AOMOMHUTENbHO paspe-
LaTb reHepaLmio yBeAOMAEHUIN HA UHTepdelicax (CMm. HUXKe).

Bbikntountb pyHKUMo MAC notification rnobanbHo M 0TMEHUTb
COOTBETCTBYHOLLME HACTPOWMKM Ha BCeX MHTepdeicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcHMManbHbI NPOMENKYTOK BPEMEHW MeAy OTnpaBKammu
SNMP-yBegomneHunin. Ecan 3HauyeHWe MWHTepBasa BpPEMEHMU
paBHo 0, TO reHepauus yBegOMNEHUI U COXpaHEHWUE COBbITUI
B MCTOPUIO ByAET OCyLLecTBAATLCA HEMEA/IEHHO MO Mepe BO3-
HUKHOBEHUS COOBLITUN 06 M3MEHEHUW COCTOAHMA Tabauubl
MAC-agpecos. Ecniv 3HauyeHuMe nHTepBana Bpemenn 6osbuwe 0,
TO YCTPOMCTBO ByAEeT HaKanAneaTb cobbITMA 06 USMEHEHUM CO-
cTosHMA Tabanubl MAC-afpecoB B TeYeHWe 3TOro BpemeHu, a
3aTem OTNpPaBAATb yBegoMeHus npotokona SNMP u coxpa-
HATb COObITUA B UCTOPUM.

BoccTaHOBUTL 3HAYEHME MO YMOYAHMIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHaa 3afaeT makcMmasibHoe KOMyecTso cobbiTnit 06 13-
MeHeHuM coctosiHua Tabanubl MAC-aapecos, KOTOpoe coxpa-
HAETCA B UCTOPUU. EC/IM yCTaHOBNEH pasmep UCTOPUU PaBHbIi
0, To cobbiTMA He coxpaHatoTca. Mpu nepenonHeHun bydepa
MCTOPUM HOBOE COBbITHE MOMELLAETCA Ha MeCTO CamMoro CTa-
poro.

BoccTaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

logging events mac-address-
table change

table change

no logging events mac-address-

-/BbIK/IIOYEHO

BKAtoUNTL OTNpaBKy Tpanos B syslog 0 cobbITUAX U3y4eHua nunm
yoanenns MAC-agpecos.

BbIKNOYMTb OTNPABKY Tpanos B syslog o0 cobbITMAX U3yyeHun
mnu yaanenma MAC-agpecos.
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mac-address-table notification
flapping

BkntoumTb oTcnexkunsaHne MAC Flapping.

-/BKAOYEHO -
no mac-address-table Bbikntountb otcnexkmsanme MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHune MAC Flapping.
table flapping
- -/BKAIOYEHO -
no logging events mac-address- Bbikntountb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BK/IOUNTD reHepauMmio yBeAoOMIeHW Npy 6J10KMpPOBKe nopTa
errdisable {storm- no cobbiTnam:
control|loopback-detection| - loopback-detection — 06HapyxeHue neTenb;
udid} - udld — akTnBauus 3awmTsl UDLD;
-/BKAOYEHO - storm-control — WypoKoBeLaTe IbHbIN LITOPM.

no snmp-server enable traps
errdisable { storm-

control | loopback-
detection|udid}

OTKNOYNUTb reHepaLmio YBeLOMAEHUI Ha MHTepdeice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanua 170 — KomaHapl perkuma KoHourypaumm nitepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

snmp trap mac-address-table
change [learnt | removed]

change [learnt | removed]

no snmp trap mac-address-table

-/BbIK/IIOYEHO

BKNOUUTL reHepaumio yBeOOMIEHUI HA KaXKAOM MHTep-
delice 0 cobbITUAX U3MeHeHUA cocToaHUAa MAC-agpecos.

- learnt — ysegomneHua 06 usyuyeHnn MAC-agpecos;

- removed — yBegomneHus ob yaaneHun MAC-agpecos.

OTKNOYUTL reHepauuio yBegoMAeHNI Ha uHTepdeice.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxume Privileged EXEC:

console#

Tabnuua 171 — Komanapl pexknuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show mac-address-table
notification change history

OTobpakeHne BCEX yBEAOMIEHUI 06 M3MEHEeHUM coCToA-
HWUA MAC-afpecoB, COXPAaHEHHbIX B UCTOPUMU.

show snmp-server traps

MpocmoTp cobbITUIA, NPU KOTOPbIX FeHepUpPYLOTCA Tpanbl.

4.21.7 lMpoeepKa nodAUHHOCMU KaueHma Ha ocHoee nopma (cmaHdapm 802.1x)

AyTeHTUdMKauua Ha

OCHOBe

CTaHAapPTa

802.1x obecneuvBaeT nNpPOBEPKY MNOAJAMHHOCTU

nosib3oBaTesieli KOMMYTaTOpa Yepes BHELHMWI CepBeP HA OCHOBE NOPTA, K KOTOPOMY NMOAK/OYEH KAUEHT.
Tonbko ayTeHTUPUUMPOBAHHbIE M aBTOPM30BAHHbIE MO/b30BATENM CMOFYT NepeAaBaTb M MPUHUMATb
OaHHble. MpoBepKa NOAJMHHOCTM NOMb30BaTeNen NOPTOB BbiNoaHAeTcA cepsepom RADIUS nocpeactsom

npoTokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 172 — KomaHabl pexkmma rnobanbHo KoHUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

shutdown dotlx

BbikntounTb Moaynb dotlx.

-/Mopynb BK/IKOYEH
no shutdown dot1x

BkntounTts moaynb dotlx.

dotlx system-auth-control

BK/IIOUNTL pexknm ayTeHTUudUKaumm 802.1x Ha KoMmyTaTope.

no dotlx system-auth- -/BbIKNIOYEHO

control

BbIKNOUNTL pexknm ayTeHTudUKaumm 802.1x Ha KommyTaTope.

KomaHObI pexcuma KoHguypayuu uHmepageltica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexunume KoHPurypaumnm nntepdeiica Ethernet:

console (config-if) #

Tabnuua 173 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
dotlx host-mode {multi-host PaspewunTb HanMumMe HECKONIbKUX KIMEHTOB Ha aBTOPU3MPOBaAH-
multi-session . Hom nopTy dotlx:
I } -/multi-host Ty

- multi-host — HeCKO/IbKO KNMEHTOB;
- multi-session — HecKo/IbKo ceccuit.

dotlx max-req number

number: (1..10)/2

no dotlx max-req

YCTaHOBUTb MAKCUMaJIbHOE YMC/I0 MOMbITOK nepegayu 3anpo-
COB NPOTOKO/1a EAP-KI’IVIGHTY nepen HOBbIM 3anNyCKOM npouecca
npoBepKn NOANNHHOCTU.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

-/force-authorized

no dotlx port-control

HactpouTb ayteHTMdUKaumio 802.1X Ha nHTepdeiice.
PaspewunTb py4yHOI KOHTPOb 338 COCTOAHMEM aBTOPM3aL MU
nopra.

- auto — ncnonbzosaTb 802.1X A U3MEHEHUA COCTOAHUA Kn-
€HTa MeXAy aBTOPM30BaHHbIM U HEABTOPU30BAHHbIM;

- force-authorized — BbikntoyaTh ayTeHTUOUKaALMIO 802.1X Ha
uHTepodelice. Mepexoa nopTta B aBTOPU30BAHHOE COCTOAHME He3
ayTeHTUdUKaLmK;

- force-unauthorized — nepeBog nopta B HeaBTOpU30BaHHOE
cocToAHUe. UrHOpUpYyroTCA BCE NONbITKM ayTEHTUPUKALMK Ku-
€HTa, KOMMYTaTOp He NpeAoCTaBAAET cepBUC ayTeHTUdMKaLUM
ANA 3T0oro nopra.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx auth-method {802.1x |
mac}

-/802.1x + mac

no dotlx auth-method

Bblbop meTona ayTeHTUGUKaumu:

- mac — BKAKOYaEeT ayTeHTUMKALMIO, OCHOBaHHYO Ha MAC-aa-
pecax;

- 802.1x — BK/ItOYaET ayTeHTUPMKaLMIO, OCHOBAHHYO Ha 802.1x.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

dotlx reauth-max number
number: (1..10)/2

no dotlx reauth-max

3a4aTb MaKCMManbHOe KOIMYEeCTBO NOMbITOK aBTOPU3aunun ana
KNneHTa.

YCTaHOBUTbL 3HaYeHue no YMOANYaHULO.

dotlx reauthentication
-/BbIK/IOYEHO

no dotlx reauthentication

BK/IOYNTL NEPUOSMYECKME NOBTOPHbIE MPOBEPKU
NoA/IMHHOCTU (NepeayTeHTUdUKALMIO) KANeHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTb Neproga, B TeYEHME KOTOPOro KOMMYTaTOP OCTaeTcA
B COCTOSIHUM MO/IYAHUA NOC/Ie HEeYAauYHOW NPOBEPKMN NMOA/NH-
HOCTH.

B TeyeHue Nnepmnoaa MoYaHMA KOMMYTATOP He MPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLLEHMIA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3zaTb MPOMENKYTOK BPEMEHMU, MO UCTEYEHUUN KOTOPOTO KOM-
MyTaTop NonpobyeT peayTeEHTUPULMPOBATL KANEHTA.

YCTaHOBUTb 3HAYeHUE NO YMO/IHaHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBWTb NEPUOA, B TEYEHNE KOTOPOrO KOMMYTATOP OXMK-
[laeT oTBeTa OT cepBepa ayTeHTUdUKaLUU.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTbL NepUoA MexAy NOBTOPHbIMM NepeAadyamum 3anpo-
coB NpoTokona EAP-KnneHTy.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb NPOMEXKYTOK BPEMEHM, B TEYEHME KOTOPOro KOMMYyTa-
Top oxuaaert oTeeta Ha EAP-3anpoc/Kaap naeHTMouKaumm ot
KNNEHTa.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

dotlx guest-vlan vian_id

no dotlx guest-vlan

vlan_id: (1..4094)/
BbIK/TKOYEHO

Onpepgenutb roctesyto VLAN.
OTKpbIBAeT HEaBTOPM30BAHHbIM NO/Ib30BATENAM UHTEpPdEiCa
aoctyn K rocteoit VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

dotlx unauthenticated-vian
vian

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/TKOYEHO

OnpepennTtb HesaperncTpmposaHHyto VLAN.
OTKpbIBaeT nosb3oBaTensm nHtepdeinca goctyn K VLAN, ecam
cepBep ayTeHTUPUKaL MM HeJOCTyNEH.

YCTaHOBUTb 3HAYEHMe Mo YMO4aHUIO.

dotlx radius-attributes {filter-
id / vlan} [optional]

no dotlx radius-attributes
{filter-id / vlan}

-/BbIK/OYEHO

Bbi6bpaTb 06paboTKy onumm B coobuieHunsax Radius-cepsepa:

- filter-id — BktounTL 06pPaboTKY onumu Filter-1d (11);

- vlan — BkounTb 06paboTky onumm Tunnel-Private-Group-ID
(81);

- optional — paspewwnTb ayTeHTUUKALMIO KAMEHTA, €C/IU B CO06-
weHnax RADIUS-cepsepa OTCYTCTBYET COOTBETCTBYIOLLAA ONLMA.

BbIkNt0UMTb 06pabOTKY COOTBETCTBYIOLWEN ONLMA B COObLLE-
Huax RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-typel

no dotlx local-database
username

username: (1..20)
CUMBOJIOB;
password: (1..20)
CMMBO/IOB;
auth-timeout: (1-7200)

[06aBuUTb B N0KaNbHYO 633y AaHHbIX MHPOPMALMIO O
nonb3osaTene.

Ypanutb MHd)OpMaLI‘MIO 0 Nonb3oBaTene 13 10KanbHol 6asbl
OaHHbIX.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#
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Tabnuua 174 — KomaHapl pexkuma EXEC

KomaHoa

3HavyeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OCyLecTBUTb BPYYHYH NOBTOPHYIO NPOBEPKY NOA/MHHOCTU YKa-
3aHHOro NopTa B KOMaHAe.

show dotlx

MokasaTtb KoHpUrypaumio dotlx.

show dot1x all

MokasaTtb KoHoUrypaumto dotlx gns Bcex MHTepdelicos.

show dot1x interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb HacTpoliKkM npoTokona 802.1x Ha nHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

Moka3aTb NnapameTpbl ceccun dotlx no Bcem mac-agpecam uau
No KOHKPETHOMY Mac-agpecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NnapameTpbl ceccum dotlx No nopTam UamM No KOHKpeT-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb cTaTUCTUKY 0bmeHa nakeTamu dotlx Ha nHTepdelice.

[Mpumep 8KAOYEHUS pexrcuma aymeHmugukayuu 802.1x Ha Kommymamope

Ucnonb3osaTb RADIUS-cepBep ana npoBepKu NogMHHOCTU KANMEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8
nHTepdelica Ethernet ncnonbsoBatb pexxum ayteHTdUKaumm 802.1x.

console# configure terminal
console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 1/0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpoiika ¢pyHKkyuu IPv6 RA Guard

®yHKumMA IPv6 RA Guard npeaocTtaBnseT 3allMTy OT aTaK, OCHOBaHHbIX Ha paccblike noaae/bHbiX na-
KeToB Router Advertisement, paspeluasn OTCbIIKY COOBLLEHUI TONBbKO C A0BEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHOUrypnpoBaHua:

console (config) #
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Tabnunua 175 — KomaHabl pexkmma rnobasbHoro KoHGUrypmuposaHus

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/Moaynb BK/IOYEH

OTKAounTb paboty moayns IPv6 RA Guard Ha ycTpolicTBe.

' JaHHaa KomaHAa oTKAoYaeT paboty mogyns IPve

H RA Guard c 6e3Bo3BpaTHbIM yganeHuem BCeX
HacTpoek 6n0Ka IPv6 RA Guard.

BkntounTb paboty mogyns IPve RA Guard Ha ycTpoiicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspewnTs KOMMYTaTOpy KOHTPO/IMPOBaHWE MOCPEACTBOM
dyHKumMK IPv6 RA Guard.

BbikntoueHue pyHkumm IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTs policy IPv6 RA Guard.

Ypanute policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YpanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3gatb 3anumcb B cnucke goctyna RA Guard Ha ocHoBe |IPv6-
npedukca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

no ipv6 rag-src-ipvé-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anuch B cnucke goctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

KomaHObI pexcuma 2106aabH020 KoOHpu2ypuposaHus policy IPv6 RA Guard

Buza 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypmposaHus policy IPve RA Guard:

console (config-rag) #

Tabnuua 176 — KomaHapl pexkmma KoHourypuposaHusa policy IPv6 RA Guard

3HayeHue/3HayeHue no

dium | high | none}

KomaHoa Aelicmeue
yMOA4YaHUuIo
device-role {host | router} Bbl6op pexxrma paboTbl nopra.
/host - host — 610KMpoBKa Bcex Bxoaawmx RA-coobweHnit;
- router — punbTpauns RA-coobueHmin B COOTBETCTBUM C
HaCTPOEHHbIMM MPaBUNAMMU.
other-config flag {on | off | Ynpasnatb O-6utom B RA-co0bLLEHUAX.
-/none
none}
managed-config flag{on | off Ynpasnate M-6utom 8 RA-COOBLLEHUAX.
-/none
| none}
router-preference {low | me- /none Ynpasnatb nonem router-preference 8 RA-coobLieHusx.

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyuwectBuTb NpMBsA3Ky acl K policy IPv6 RA Guard.

Yaanute npueasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuTb ¢unbTpaumto coobuwenunin IPv6 RA Guard no
npeduKcy.

Ypanute dunbtpaumio no npedumkcy IPv6 RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcyuwectBuTb ¢unbTpaumto coobuweHunit IPv6 RA Guard no
IPv6-npeduKcy.
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no match rag-src-ipv6-list Yoanute ounbtpaumto coobuweHunii IPvé RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUAa nHTepdelica:
console (config-if) #

Tabnnua 177 — KomaHgbl pexuma kKoHpurypmuposaHua nHtepoeica Ethernet

3HaveHue/3HavyeHue no ”
KomaHoa / Aelicmeue
YMOAMYAHUIO
ipv6 nd ra-guard PaspewmnTb KomMyTaTopy KOHTpoAnpoBaHue GyHKuum IPv6 RA
-/BbIK/IIOYEHO Guard Ha uHTepodeiice.

no ipv6 nd ra-guard Bbikntountb dyHKUM0 IPv6 RA Guard Ha nHTepdeiice.

ipv6 nd ra-guard trust- [06aBuTb NOPT B CNUCOK JOBEPEHHDIX.

state trusted Mo ymonyaHuio Bce NopTbl

ipv6 nd ra-guard trust- asaalTCa untrusted Ypanute nopt us trusted-list.

state untrusted

ipv6 nd ra-guard attach- MpuBA3aTb CKOHOUTYpUpoBaHHbIM policy IPv6 RA Guard K uH-

policy policy_id vlan {add | policy_id: (1..65535); Tepoeicy.

remove | none} vian_list] vlan_list: (1..4094)

no ipv6 nd ra-guard attach- Ypanuts policy IPv6 RA Guard Ha nHtepdelice.

policy policy_id
KomaHOs! pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:
console#
Tabnnua 178 — KomaHgb! pexkuma Privileged EXEC
3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no ymoa4aHuro
show ipv6 nd ra-guard MokasaTb HacTpoiikmn IPv6 RA Guard Ha nHTepdeicax.

[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

show ipv6 nd ra-guard policy MoKasaTb HacTpolkn noantuk IPvé RA Guard.

[policy. id] policy_id: (1..65535)

show ipv6 nd ra-guard global - MoKasaTb rnobanbHble HacTpoliku IPv6 RA Guard.

4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®dyHKUMA IPv6 ND Inspection npeaoctaBaseT 3almMTy OT aTaK, OCHOBAHHbIX Ha PacCbl/IKe NOAAENbHbIX
Neighbor Advertisement, paspelas OTCbINIKY COOBLLEHNI TONBKO C AOBEPEHHbIX NOPTOB UAW MPU COOTBET-

CTBUU NaAKETa HaCTpOEHHOﬁ NONNTUKE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnunua 179 — KomaHabl pexkmma rnobasbHOro KoHGUrypmposaHus

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MOAyNb BKAOYEH

OTKAouNTb paboty moaynsa IPvé ND inspection Ha ycTpoit-
cTBe.
[aHHasa KomaHaa oTkAlouyaeT paboty moaynsa IPve
’ RA Guard u IPv6 ND Inspection c 6e3B03BpaTHbIM
o yAaneHuem Bcex HacTpoek 610Ka IPv6 RA Guard u
IPv6 ND Inspection.

BkntounTb paboty mogyns IPvé ND Guard Ha ycTpolicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb pyHKUMto IPv6 ND Inspection.

BbikntoueHue ¢pyHkumio IPv6 ND Inspection.

ipv6 nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanute policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.

Yaanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuW target mac-addr B 3aronoske ICMPV6.

KomaHObI pexcuma KoHgu2ypuposaHus policy IPv6 ND Inspection

Buza 3anpoca KOMaHAHOM CTPOKM peXnma KoHOUrypmpoBaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnuua 180 — KomaHapl pexkmma KoHourypuposarma policy IPv6 ND Inspection

3HayeHue/3HayeHue no

KomaHda Aelicmeue
YMOMYAHUIO
override-flag {on | off | Onpegenutb 3HauyeHue dnara override B NA-coobLLeHMAX.
none} -/none
router-flag {on | off | none} -/none OnpeaennTb 3HauyeHue dnara router 8 NA-coobLLeHUAX.
solicited-flag {on | off | ~/none OnpeaennTb 3Ha4yeHue dnara solicited 8 NA-coobLieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuiectsuTb Npmeasky src-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npusasky src-addr-acl k policy IPvé ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb NpusA3sKy tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Ypanute npusasky tgt-addr-acl Kk policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:
(1..65535)

OcyuiectsuTb NpuBA3sKy tgt-mac-acl K policy IPv6 ND Inspec-
tion.
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no match tgt-mac-acl tgt-

mac-list_num

Yaanutb npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUAa nHTepdelica:

console

(config-if) #

Tabnnua 181 — KomaHgbl pexxuma KoHpurypmposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb PpyHKUMIo IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb dyHKUMo IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymon4aHuto Bce NopTbl
asaalTCcA untrusted

[06aB1Tb MOPT B CMINCOK AOBEPEHHbIX.

Y4anuTb NOPT 13 CNMUCKA LOBEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpuBA3aTb cCKOHPUrypmposaHHbIi policy IPv6 ND Inspection K
MHTepoency.

MonutuKa He moxeT 6bITb NpUBA3aHa K MHTepdeiicy,
e HaxoAALEeMYCA B CNUCKe A0BEPEHHbIX NOPTOB.

Yaanutb policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOM cTpoKK B pexume Privileged EXEC:

console#

Tabnunua 182 — KomaHgbl pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group ]

Mokasatb HacTpoliku IPv6 ND Inspection Ha nHTepdelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

Moka3aTb HacTpoliku noantuk IPve ND Inspection.

show ipv6 nd inspection src-

src-addr-acl_num:

Mokasatb HacTpoliku IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTb HacTpolikun IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global

MokasaTb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.22 ®dyHKkumu DHCP Relay nocpeagHuka

KommyTtaTtopbl nogaepxkmsatot ¢pyHKumMm DHCP Relay areHTa. 3agayeit DHCP Relay areHTta siBnaetcs
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cny4vae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMeHT B apyron. Opyroi ¢dyHKuMel asnsetca gobaBneHne AONOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).
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MpuHumn pabotbl DHCP Relay areHTa Ha KOMmMyTaTope: KOMMyTaToOp NPUHMMAET OT KaneHta DHCP-
3anpocbl, NnepeaaeT 3TW 3anNpoCkl CEPBEPY OT UMEHMU K/IMEHTa (0CTaBasAA B 3anpoce onuum ¢ Tpebyembimum
KAMEHTOM MapaMeTpaMu U, B 3aBUCUMOCTU OT KOHOUrypaumm, aobasnaa cson onuuu). Monyyms oTBeT OT
cepBepa, KOMMyTaToOp NepeaaeT ero KANEHTY.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHoM KoOHOUrypauum:
console (confiqg) #

Tabaunuya 183 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
ip dhcp relay BKkntounTb PpyHKUM0 DHCP Relay areHTa Ha KommyTaTope.
Ecnn DHCP Relay BKAtoueH rn106anbHO, HO He BKNOYEH Ha
-/BbIKOYEHO V otaenbHbiX VLAN, To Relay 6yaet paboTtaTtb Ha BCeX aKTUB-
HbIX VLAN.
no ip dhcp relay Bbikntountb pyHKuUMo DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apaTb IP-agpec goctynHoro DHCP-cepBepa ans DHCP Relay
src_port: (1..65535);
[source-port src_port] areHTa.
s dst_port: (1..65535);
[destination-port dst_port]
ip dhcp rel o_add | VIOeT Bbib 3aAao Ao 17y P DHCP DHCP Rel
no ip dhcp relay server ip_a NATY cepBepoB fanuTb IP-agpec u3 cnucka -cepBepoB Ann elay
areHTa.

KomaHObI pexcuma KoHeuaypauuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm VLAN:
console (config-vlan) #

Tabnunua 184 — KomaHabl pexkmma KoHourypauum VLAN

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
Mo ymMmoa4YaHuro
ip dhcp relay Bkatountb PyHKuMio DHCP Relay areHTa ana KoHourypupyemoro
VLAN.
-/BbIK/IIOYEHO
no ip dhcp relay Bbikntountb ¢yHKumMio DHCP Relay areHTta gna KoHouUrypupyemoro
VLAN.
KomaHOb! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:
console#
Tabnunuya 185 — KomaHabl pexkmma EXEC
3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymoa4aHuro
show ip dhcp relay information OT06pasnTb KOoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
{fastethernet fa_port | giga- fa_port: (1..8/0/1..24); | areHTa AnAa KOMMYTaTopa W OTAENbHO A/1A MHTEPdECcoB, a TakkKe
bitethernet gi_port | two- gi_port: (1..8/0/1..48); | cn1COK ZOCTYMHbIX CEPBEPOB.
pointfivegigabitethernet te_port: (1..8/0/1..11);
two_port | tengigabitethernet vlan: (1..4094)
te_port | vlan vian}
show dhcp server - OT06pa3nTb CNUCOK AOCTYMNHbIX CEPBEPOB.
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4.23 KoHdurypauma DHCP-cepBepa

l DYHKUMA noaaep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

o MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-

24F, MES3400-48, MES3400-48F, MES3710P.

DHCP-cepBep ocyuiectBasfeT LEHTPaAn30BaHHOE yrnpaBaeHMe ceTeBbIMM aapecamn U COOTBET-
CTBYIOLLMMM KOHPUTYPALMOHHBIMM NapameTpammu, aBTOMATUYECKU NPeAoCTaBnAa UX KAMEHTam. ITo
Nno3Bo/feT U3bexkaTb PyYHON HACTPOMKU YCTPOIACTB CETU N YMEHbLUAET KOJIMYECTBO OLUNOOK.

Ethernet-kommyTaTopbl MOryT paboTaTb Kak DHCP-KAueHT (nonyyeHune cobcTeeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET

pabotatb c DHCP Relay.

KoHourypuposaHue onumii DHCP-cepBepa BO3MOXKHO Kak U3 pexuma r/106asibHOM KOHpUIypauum,
TaK M 13 pexxnma KoHourypuposaHma DHCP-nyna agpecos. B pexume koHPurypmposaHua DHCP-nyna aa-
pecoB ecTb BO3MOKHOCTb HAaCTpamBaTb CTaTUYECKUE 3aMUCK.

V’» Mpu oaHOBpemeHHOI HacTpoiike 3HaueHuit onuuii DHCP-cepBepa B pexkume rnobanbHoii
KoHdurypaumm, pexkume KoHpurypuposaHua DHCP-nyna agpecoB u HacTpoiike host-
3anuceii Bbigaya onuuii 6yaer ocylecTBAATLCA B COOTBETCTBUM CO C/IEAYIOLW MM NpUopuUTe-

TOM:

1. Hactpoiika cratnuecKoii 3anucm.
2. Hactpoiika gna pool.
3. FMo6anbHasa HacTpoiKa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnua 186 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIK/IIOYEHO

BkntoueHune dyHKumn DHCP-cepBepa Ha KommyTaTope.

BbikntoyeHue pyHKumm DHCP-cepBepa Ha KOMmMyTaTope.

ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonos

Boitn B pexkmm KoHourypaumm DHCP-nyna apgpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna aapecos;

- name — vumaA DHCP-nyna agpecos.

’ MaKcumanbHo gonyctumoe Koaudectso DHCP pool
= yKasaHo B TabnuueTabamua 9 9.

Yaanutb DHCP-nyn ¢ 3agaHHbIM MMEHEM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

Yka3satb IP-agpec, kotopbie DHCP-cepBep He ByaeT Ha3HauaTb
ana DHCP-knueHTOB.

- low-address — HavanbHbIN IP-aapec aManasoHa;

- high-address — KoHeuHbIV IP-agpec AnanasoHa.

Ypanute IP-agpec 13 CNncKa UCKIOYEHUI A8 Ha3HAYeHWA ero
DHCP-knneHTam.

ip dhcp server bootfile name

filename: (1..64)
CMMBOJI0B

YKasaTtb umsa dainna, UCnoib3yemoro 4/ Ha4abHOM 3arpy3Kku
DHCP-KknueHTa.
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no ip dhcp server bootfile

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo ymonyaHuto cnmucok
MapLUPYTU3aTOPOB He
onpegeneH

OnpeaenvTb CNUCOK MapLIpyTM3aTOPOB MO YMOMYAHWUIO AnA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapwpyTM3aTopoB, Mo-
JKET cogepiKaTtb 40 8 3anucei, pasaeneHHoix npobenom.
IP-agpec maplupyTM3aTopa AoKeH 6biTb B TOW Xe
H NOACETH, YTO U KAUEHT.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuto cnmucok
DNS-cepsepoB He
onpegeneH

Onpegenntb cnucok DNS-cepBepoB, A4OCTYNHbIX ANA KIUEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecoB DNS-cepBepoB, MOXKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBO/10B

Onpepenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHuio cnncok
WINS-cepBepoB He
onpeaeneH

Onpegenutb cnncok WINS-cepsepoB, AOCTYMHbIX ONA KAUEH-
T0B DHCP.

- ip_address_list — cnucok IP-agpecoB WINS-cepBepoB, MOXeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node [ h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpeneneH

Onpeaenntb TN y3na NetBIOS Microsoft gns kaneHtos DHCP:
- b-node — WMpoKoBeLaTeNbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIN.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3oBatb ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/KEH BbITb NONY-
YeH 3arpy3ouHblv dpann.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

o ymonyaHuio cnmucok
cepBepoB He onpegeneH

OnpenennTb CNUCOK CEPBEPOB BPEMEHM, LOCTYMHbIX AN KAU-
eHToB DHCP.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpeMeHU, Mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

o ymonyaHuio cnmucok
SIP-cepBepos He
onpegeneH

Onpepenntb cnmucok SIP-cepsepoB, AOCTYMHbIX ANA KIMEHTOB
DHCP.

- domain_name_list — cnUCOK fLOMeHHbIX UmeH SIP-cepBepos,
MOMKET coAepyKaTb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcumanbHasa oanHa cTpoku — 125 cumsonos.

- ip_address_list —cnvcok IP-agpecos SIP-cepBepoB, MOXeT co-
AepaTb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBOJ/IOB

OnpefennTb COOTBETCTBUE MeXAY onpeaeNeHHbIMU ONUUAMMK
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog onuyn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4Yanx
MOXET COAEepKaThb A0 8 3anuncen);

- hex_string — CTpoKa B WecTHaguaTepuyHom popmare.

Ypanutb onunun gna DHCP-cepsepa.
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ip dhcp server offer-reuse

time .
time: (1..120) cekyHa,

no ip dhcp server offer-reuse

3apatb Bpemsa, B TedyeHue kotoporo DHCP-cepsep oxuaaet
DHCP REQUEST oT kKnneHTa, npexae 4em NoBTOPHO OTNpPaBUTb
OFFER.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip dhcp server ping-packets

-/BbIK/IIOYEHO

no ip dhcp server ping-packets

Bkntountb nepepady ICMP-3anpocoB Ha HasHavaemblit |P-
afpec, 4Tobbl NPOBEPUTbL 3aHATOCTb adpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-kauneHTy.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool 1 test

console (config-dhcp) #

Tabnunua 187 — KomaHAabl pexmma KoHpUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

no network

3a4aTb AMana3oH BblAaBaeMbiX agpecoB A8 YKa3aHHOro
DHCP-nyna.

- network_number — IP-aapec Homepa noaceTtu;

- low_address — HayanbHbIl IP-aapec Anana3oHa aapecos;
- high_address — KoHeuHbIN IP-agpec gMana3oHa agpecos;
- mask — macKa noaceTtu.

Ypanutb ananasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpema apeHabl IP-agpeca, KoTopoe HasHavyeHo oT DHCP.
- infinite — Bpema apeHabl He orpaHWYeHo;

- days — KO/IM4ecTBO AHEel;

- hours — KOIN4ECTBO 4acoB;

- minutes — KONNYECTBO MUHYT.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasatb IP-agpeca, kotopble DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HavanbHbIN IP-agpec g1ManasoHa;

- high-address — KoHeuHbIN IP-agpec AnanasoHa.

Ypanutb IP-agpeca ns cnucka UCKAOYEHUA A1A Ha3HauyeHus
ero DHCP-knneHTtam.

bootfile filename
f filename: (1..64)

CMMBOJI0B

no bootfile

YKazaTtb uMa daiinia, UCNonb3yemMoro A1 Ha4aNbHOM 3arpy3Kku
DHCP-knmeHTa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

default-router ip_address_list

Mo ymon4YaHu1Io CNUCOoK
MapLIpyTU3aTOPOB He
onpegeneH

no default-router

OnpenenvTb CNUCOK MapLIPyTU3aTOPOB NO YMONYaHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecos mapLpyT13aTopos,
MOXKeT cofepKaTb A0 8 3anucel, pasfesieHHbix Npobesom.
| IP-apgpec mapLipyTUsaTopa A0MKeH 6bITb B TOI XKe
e NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

dns-server ip_address_list
Mo ymonyaHuto cnncok
DNS-cepBepoB He
onpegneneH

no dns-server

Onpegenntb cnucok DNS-cepBepoB, AOCTYNHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, MOXKeT
cofep:KaTtb A0 8 3anucelt, passeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip name-server {ipv4 | ipv6}
ipbv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpeanenntb IPv4/IPv6-aapeca ana goctynHbix DNS-cepse-
pos.

Ypanntb IP-agpec DNS-cepBepa U3 cnmcka gOCTYMNHbIX.

domain-name domain

no domain-name

domain: (1..128)
CMMBOJI0B

Onpepenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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netbios-name-server
ip_address_list

no netbios-name-server

o ymonyaHuio cnuncok
WINS-cepBepoB He
onpepgeneH

Onpepenntb cnncok WINS-cepsepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moxkeT
cofeprKaTb A0 8 3anucel, passeneHHbix Npobesom.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonuanuio Tmn y3na
NetBIOS He onpeaeneH

Onpegenutb TN y3na NetBIOS Microsoft ansa knmentos DHCP:
- b-node — lWMpOKoBeLWaTeNbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIi.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHua DHCP-KknneHTy agpeca cepsepa
(kaKk npaBuno, TFTP-cepBepa), C KOTOPOro A0/XKeEH HbITb NONY-
YeH 3arpy3oyHbli dana.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ntp-server ip_address_list

no ntp-server

Mo ymonyaHuio cnmucok
cepBepoB He onpejeneH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, JOCTYMHbIX AN K/K-
eHTos DHCP.

- ip_address_list —cnncok IP-aapecoB cepBepoB BpeMeEHU, MO-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo ymonyaHuio cnmucok
SIP-cepBepoB He
onpegeneH

OnpegenuTb cNUCOK SIP-cepBepoB, AOCTYMHbIX ANA KIMEHTOB
DHCP.

-domain_name_list — cnUCoK OoMeHHbIX UMeH SIP-cepBe-posB,
MOMET CofepaTb A0 2 3anucel, pasaeneHHblXx Npobenom.
MakcrmanbHaa ganHa CTPOKN — 125 cMmBONOB.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

vendor-specific ascii_string

ascii_string: (1..128)

Onpefenntb COOTBETCTBUE MeXAY onpenefieHHbIMU Onuu-
AMmM DHCP ¢ KOHKpeTHbIM BEHA0POM.

hex_string | none}

no option code

bool_val: (true, false);
ascii_string: (1..160)
C“MBO/IOB

CMMBO/IOB - ascii_string — cTpoka B popmate ASCII.
vendor-specific YCTaHOBWUTb 3HAYEHMeE MO YMOYAHUIO.
option code {boolean HactpowuTb onunn DHCP-cepBepa.
bool_val | ascii ascii_string | ip - code — ko onuun DHCP-cepBepa;
ip_address_list | hex code: (0..255); - bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CNy4yasnx
MOMET CoepKaThb A0 8 3anucelt);

- hex_string — cTpoka B 16-om dopmare.

Ypanutb onumun ana DHCP-cepsepa.

tftp-server ip_address_list

no tftp-server

Mo ymonyaHuio cnmucok
TFTP-cepBepoB He
onpeaeneH

Onpegenutb cnuncok TFTP-cepBepoB BpemeHM, AOCTYMHbIX
ana knmentos DHCP.

- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npoueHToB

3a4aTb 3Ha4YeHMeE B NPOLLEHTAX, MPU KOTOPOM byaeT creHepu-
poBaHO coobLeHMe O 3aM0HEHUN NMyna A0 YKA3aHHbIX rpa-
HUU,

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

[pumepbl UCnon6308aHUA KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-kaneHToB: MAa gomeHa — test.ru, wnto3
no ymon4yaHuto —192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure terminal
console (config)# interface vlan I
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config)# ip dhcp server
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console (config) # ip dhcp pool I test

(
console (dhcp-config) #
console (dhcp-config)
console (dhcp-config)
console (dhcp-config)
console (dhcp-config)
192.168.45.250
console (dhcp-config) #
192.168.45.254
console (dhcp-config) #
192.168.45.113

#
#
#
#

[Mpumepsbl HacmpolKu onyuli

network 192.168.45.0 255.255.255.0
domain-name test.ru

dns-server 192.168.45.112

default-router 192.168.45.1

host hardware-address aa:bb:cc:dd:ee:ff ip

host hardware-address aa:bb:cc:dd:ee:ff ntp-server

host hardware-address aa:bb:cc:dd:ee:ff dns-server

HacTtpoutb DHCP-nyn ¢ nmeHem test n ykasatb ana DHCP-knneHTOB cnegytowme onumu: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if) # exit

console (config) # ip dhcp server
console (config)# ip dhcp pool 1 test

console (dhcp-config

(
(
(
(
console (dhcp-config) #
(
(
console (dhcp-config
(

network 192.168.45.0 255.255.255.0
option 3 ip 192.168.45.1

option 15 ascii test.ru

)
) #
console (dhcp-config)# option 12 hex 686f73746e616d65574657374
) #
) #

console (dhcp-config

v/

option 19 boolean

B npumepe 3HaueHue onuuun 12 nepeBeaeHo u3 ascii B hex.

KomaHObI pexcuma KoHgu2ypayuu cmamuyecKux 3anuceli DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexxmume KoHdurypauumn nyna DHCP-cepsepa:
console# configure
console (config)# ip dhecp pool 1 test
console (config-dhcp) #

Tabnnua 188 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo yMOMYAHUIO

Aelicmeue

host client-identifier hex
hex_string ip ip_address

no host client-identifier hex
hex_string ip

hex_string: (1..156)
CMMBO/IOB

3apathb ip-agpec ANA YCTPOMCTBA C YKa3aHHbIM MAEHTUMKA-
TOpOM.

- hex_string —MaeHTUOUKATOP KAMEHTa, NPELCTaBNAIOLWMNIA CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, Ha3zHayaembli kKnneHTy DHCP-cepse-
pa.

YAanuTb CTaTUYECKYo 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CUMBOJIOB;
filename: (1..64)

Co3aatb CTaTUYECKYIO 3anucCb ANA K/AMEHTA C YKa3aHHbIM
MAEHTUOMKATOPOM.

- hex_string — naeHTUUKATOP KANEHTa, NPeaCTaBAAOWMNA
coboii hex-cTpoky;

- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢aiina.

Y[anuTb CTaTUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO KAWUEHTY C
YKa3aHHbIM MaeHTUbUKaTopom.
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host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
C“MBO/I0B

OnpeaennTb CNUCOK MapLIPYTU3aTOPOB NO YMOAYaHUIO A4

yKa3aHHoro kaneHta DHCP-cepsepa:

- hex_string — vaeHTUdUKATOP KAMEHTA, NPEACTABAAOLLNIA

coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLpyTU3aTopoBs, Mo-

JKET cogepaTb A0 8 3anuceit, pasgeneHHbix npobenom.
IP-agpec maplupyTM3aTopa A0NKeH 6bITb B TOM Ke

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYH0 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CYMBO/I0B

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX AN1A cTaTU4e-
CKOM 3anuncK € yKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUdUKaTOP KANEHTA, NPEACTABAAOLLNIA
coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLupyTU3aTopoB, Mo-
XKeT cofepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBO/IOB;
domain: (1..128) cumso-
noe

Onpepenntb [OMEHHOE UMA AJ1A CTAaTUYECKOW 3anncu ¢ yKa-
3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUdUKATOP KANEHTA, NPeACTaBAAOLWNIA
coboit hex-cTpoKy.

Y4anuTb CTaTUYECKYHO 3annCb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BO/IOB

Onpepenntb cnncok WINS-cepsepos, A/1s cTaTU4ECKOM 3a-
MUCKU C yKa3aHHbIM MAEeHTUGUKATOPOM.

- hex_string — naeHTUOUKATOP KANEHTA, NPeaCTaBAAOWMI
coboit hex-cTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM naeHTUdMKaTopom.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
C“MBO/I0B

Onpegenntb TN y3na NetBIOS Microsoft ana ctatuueckolt 3a-
MUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — WMpPOKOBELATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

- hex_string — naeHTMOUKATOP KAMEHTa,
coboli hex-cTpoky.

npeacTaBAstowmin

Y[anuTb CTaTMYECKYHO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBOJIOB

OnpegenvTb ANA CTAaTUYECKOM 3aMuncK € yKazaHHbIM UAEHTU-
¢duKaTtoopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH BbITb MONYYEH 3arpy304HbIn danin.

- hex_string — naeHTUdUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboli hex-cTpoky.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CYMBO/I0B

OnpegnenseT CNMCOK CepBEPOB BPEMEHMU, A CTaTUYECKOW
3anucK ¢ yKasaHHbIM UAeHTUdUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpEMEHMU,
MOMET coflepiKaThb A0 8 3anucelt, pasaeseHHbIXx npobenom;
- hex_string — vaeHTUdUKATOP KAMEHTA, NPeACTaBAAOLLMIA
coboit hex-cTpoKy.

Y[anuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAeHTUOUKATOPOM.
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host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

hex_string: (1..156)

Onpegenutb cnucos SIP-cepBepoB, A4OCTYNHbIX A1A cTaTuye-
CKOW 3anm1cK € YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeaCcTaBAAIOLMNI
coboit hex-cTpoky;

- domain_name_list — cnucok AoMeHHbIX meH SIP-cepsepos,
MOXKeT cogeprKaTb A0 2 3anucei, pasgeneHHblx Npobaom.

cnmBonos MaKcmanbHaa AanHa CTpoku 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT

copepaTb 40 8 3anuceit, pasgeneHHbix npobenom.
no host client-identifier hex Y[anuTb CTaTUYECKYI0 3aNuCb, COOTBETCTBYIOLWLYIO KAUEHTY C
hex_string sip-server yKa3aHHbIM UAeHTUGUKATOPOM.
host client-identifier hex OnpeaennTb yKasaHHbIe ONUUK AN CTaTUYECKOM 3anucK C
hex_string option code {bool- 334aHHbIM UAEHTUDUKATOPOM.
ean bool_val | ascii code: (0..255); - hex_string — naeHTUPUKATOP KNNEHTA, NPeACTaBAAIOLWMI

ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CUMBOJI0B

coboit hex-cTpoky;

- code — kop, onunn DHCP-cepBsepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4asnx
MOMKET coaepKaTb A0 8 3anucei);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CMMBO/10B

YaanuTtb Bce ONUUK, Ha3HAYEHHbIe ANA CTaTUYECKOW 3anucu ¢
yKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CUMBOJI0B

Co34aTb CTaTUYECKYHO 3aNuUCb AR KNINEHTA C YKa3aHHbIM
NaeHTUPUKaTopom.

- ascii_string — naeHTMPUKATOP KNAMEHTa, NPeaCcTaBNAOLWMIA
coboWi ascii-cTpoky;

- ip_address — IP-agpec, HazHaYaemblit KnneHTy DHCP-cep-
Bepa.

Y[anuTb CTaTUUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/I0B;
filename: (1..64)

Co3faTb CTaTUYECKYl 3anucb A1A K/AMEHTA C YKasaHHbIM
naeHTuduKaTopom.

- ascii_string — naeHTMPUKATOP KNMEHTA, NPeaCcTaBNAOLWMI
cobolt ascii-CTpoky;

- filename — HanmeHoBaHWe 3arpy3oyHoro danna.

Ypanutb CTAaTUYECKYH 3anUCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CMMBO/I0B

OnpeaennTb CNMCOK MapLIPyTU3aTOPOB AJ1A CTaTUYECKON 3a-
NUCYK C YKa3aHHbIM yaeHTUdUKaTopom.
- ascii_string — naeHTMPUKATOP KNMEHTA, NPeaCcTaBNAOLWMI
coboW ascii-CTpoky;
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, 40-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogeprkatb Ao 8 3a-
nucen.

IP-agpec mapLupyTU3aTopa AOMKEH BbITb B TOW XKe

. NOACETH, YTO U KNINEHT.

YAanuTb CTaTUUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBO/IOB

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3anm1cK € yKasaHHbIM MAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MOXeT
cofepKaTb A0 8 3anucen, pasgeneHHbix npobenom;

- ascii_string — naeHTUdUKATOP KAMEHTa, NPeACTaBAAOLLMA
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYo 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

ascii_string: (1..128)
CMMBOJIOB;
domain: (1..128)
CMMBO/IOB

OnpefenuTb JOMEHHOE UMA A1 CTaTUYECKOoW 3amncucK c yka-
3aHHbIM UAEHTUUKATOPOM.

- ascii_string — nAeHTUOMKATOP KNMEHTa, NPefCcTaBAAOWMNI
coboli ascii-CTpoKy.
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no host client-identifier ascii
ascii_string domain-name

YpanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server ip_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CYMBO/I0B

Onpeaenntb cnncok WINS-cepBepos, oa1a cTaTUYECKOM 3a-
MUCKU C YKa3aHHbIM MAeHTUGUKATOpOM.

- ascii_string — naeHTMdUKaTOP KANEHTA, NPEeACTaBAAOLWNIA
coboli ascii-cTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, Mmo-
XKeT cofepKaTtb A0 8 3anucei, pasaeneHHbIx npobenom.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CUMBO/I0B

Onpegenntb TMN y3na NetBIOS Microsoft ans ctatuyeckoi
3anNMnCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WMpPOKOBELWATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIi.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
cobolt ascii-cTpoky.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CUMBO/I0B

OnpeaenvTb g5 CTaTUYECKOM 3aMMUCU C YKa3aHHbIM UAEHTU-
durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/KeH 6bITb NOMyYeH 3arpy304HbIi dain.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOWMIA
coboli ascii-cTpoKy.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CYMBO/I0B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, /1A CTAaTUYECKON
3anNMUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpEMEHH,
MOMKET coaeprKaTb A0 8 3anucel, pasgefieHHbix npobesnom;
- ascii_string — naeHTMoUKaTOP KNMEeHTa, NPeaCcTaBNAOLWMIA
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

ascii_string: (1..128)

Onpegenntb cnncos SIP-cepBepoB, AOCTYNHbIX A1A cTaTU4Ye-
CKOWM 3anucu € yKasaHHbIM aeHTUdGUKaTopom.

- asccii_string — naeHTUGUKATOP KANEHTA, NPeacTaBAAOLWMNA
coboli ascii-cTpoKy;

- domain_name_list — cnucok JoMeHHbIX UMeH SIP-cepsepos,
MOKET COAEepKaTb 40 2 3anucel, pasgefieHHblx npobenom.

Mmoo MaKcumanbHasa aanHa CTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MOXKeT

copepKaTtb 0 8 3anucei, pasgeneHHoix npobenom.
no host client-identifier ascii YAanuTb CTaTUYECKYIO 3anucb, COOTBETCTBYIOLLYIO KAWEHTY C
ascii_string sip-server yKa3aHHbIM UAEHTUUKATOPOM.
host client-identifier ascii OnpeaennTb yKasaHHbIe ONuMu AN CTaTUYECKOM 3aMmcK C
asccii_string option 33a4aHHbIM MAEHTUDMKATOPOM.

code: (0..255);

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

bool_val: (true, false);
option_ascii_string:
(1..160)
CYMBOJIOB;
hex_string: (1..128)
CYMBOJIOB;
ascii_string: (1..128)
CYMBO/I0B

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOLWMI
coboli ascii-cTpoky;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- option_ascii_string — cTpoKa B ¢opmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNyYanx
MOXKET COAEePMKaTb A0 8 3anucen);

- hex_string — cTpoKa B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBOJIOB

YpanuTb BCe ONUUM, HazHaYeHHble A8 CTaTUYeCKol 3anmcu ¢
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co3p4aTb CTaTUYECKYHO 3aNnCb AR KNWEHTa C YKa3aHHbIM
NAeHTUPUKaTopom.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- ip_address — IP-appec, HazHa4Yaemblit KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co34aTb CTAaTUYECKYIO 3aNUCb ANA KNMEHTA C YKa3aHHbIM
naeHTuduKkaTopom.

- mac_address — naeHTUOUKATOP KMEHTa, NpeACcTaBAAOLWMI
coboit MAC-agpec ycTpoMncTBa;

- filename — HanmeHoBaHWe 3arpy3o4yHoro ¢aina.

YAanuTb CTaTUYECKYH 3anucb, COOTBETCTBYIOLLYIO K/NEHTY C
YKa3aHHbIM UAeHTUGUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpeaennTb CNMCOK MapLIpyTU3aTOpPOB A/1A CTaTUYECKon 3a-
NUCK C YKa3aHHbIM yaeHTUdUKaTopom.
- mac_address — naeHTUOUKATOP KIMEHTa, NPeacTaBAAoLWMIA
coboit MAC-agpec ycTpoMCTBa;
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, 40-
CcTynHbIX KAneHty DHCP-cepsepa. MoxeT cogep»aTtb Ao 8 3a-
nucen.

IP-apgpec mapLupyTU3aTOpa AOMKEH ObITb B TOM XKe

e NOACETH, YTO U KAUEHT.

Y[anuTb CTaTUUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOM 3anm1CH C YKa3aHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecoe DNS-cepBepoB, MOXKeT
copepKaTb A0 8 3anuceit, pasgeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYHO 3annCb, COOTBETCTBYIOLLYIO KNNEHTY C
yKa3aHHbIM UAEeHTUGMKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CUMBOJI0B

OnpegennTtb LOMEHHOE UMA 418 CTaTUYECKOM 3amnncH C yKa-
3aHHbIM MAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOWMI
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KIMEHTY C
YyKa3aHHbIM UAeHTUGUMKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpeaenntb cnnucok WINS-cepsepoB, 41 cTaTUYECKOM 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAoWMI
coboit MAC-agpec ycTponcTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MoXKeT
copepKaTb 40 8 3anuceli, pasgeneHHbIx npobenom.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpegenutb TMN y3na NetBIOS Microsoft ansa cratnueckon
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — lWWMpPOKOBELLATENbHBI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbINA.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWMIA
coboit MAC-agpec ycTpoiicTaa.

Y[anuTb CTaTUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUbUKATOPOM.
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host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpenenuTb ANA CTaTUYECKOM 3aMUCK € YKa3aHHbIM UAEHTU-
¢duKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MOMYYEH 3arpy304HbIi daiin.

- mac_address — ngeHTUOMKATOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaenvTb CNUCOK CEepPBEPOB BPEMEHW A1 CTaTUYECKOM 3a-
MUCKU C yKa3aHHbIM MAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpEMEHH,
MOMKET COAEPNKATb A0 8 3anuncei, pasaeneHHbix npobesom;

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboit MAC-agpec ycTpoicTaa.

YanuTb CTaTUYECKYIO 3annCb, COOTBETCTBYHOLLYIO KAMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

Onpegnenntb cNUcoK SIP-cepsepos, LOCTYNHbIX ANA CTaTUYe-
CKOM 3anucK € yKa3aHHbIM AeHTUdGUKaTopom.

- mac_address — ngeHTMPUKATOP KAMEHTa, NPeACcTaBAAOLLMNA
coboit MAC-agpec ycTponcTsaa;

- domain_name_list — cncoK AOMeHHbIX UMeH SIP-cepBepos,
MOMKET COAEPMKATb A0 2 3anucei, pasaeneHHbix npobesom.
MaKkcmanbHaa ganHa CTPoKn — 125 cumeonos;

- ip_address_list — cnucok IP-appecos SIP-cepsepos, moxeT
coAeprKaTb A0 8 3anucei, pasgeneHHbIx npobenom.

YAanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM NaeHTUGUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOJI0B

OnpefennTb YKasaHHble ONuuMu A1A CTaTUYEecKon 3anmcu ¢
3aZaHHbIM MAEHTUDUKATOPOM.

- mac_address — ngeHTUOUKATOP KAMEHTaA, NPeACTaBAAOLLMIA
coboit MAC-agpec ycTponcTsaa;

- code — kog onuuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B dopmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX CAy4Yanx
MOMKET COAEPMKaTb A0 8 3anucen);

- option_hex_string — cTpoKa B 16-om ¢popmare.

Ypanutb CTaTUYECKYI 3aNUnUCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM VI,EI,eHTMdJVIKaTOpOM.

no host hardware-address
mac_address

YpanuTb BCe ONUMKM, HasHaYeHHble ANA CTaTUYeCKoM 3anucm ¢
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ip ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} ip

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

Co3AaTb CTaTUYECKYIO 3annCb A KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- ip_address — IP-agpec, HazHavaemblt kKnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} bootfile file-
name

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
bootfile

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Co3AaTb CTaTUYECKYIO 3aMUCh ANA KAMEHTA C YKa3aHHbIM
naeHTUGUKATOPOM.
- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} default-router
ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
default-router

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenuTb CNMCOK MapLLIPYTM3aTOPOB AN CTaTUYECKOM 3a-
NUCU C YKa3aHHbIM yaeHTUdUKaTopom.
- ip_address_list — cnucok IP-agpecoB mapwpyT1M3aTopos, 40-
CTynHbIX KAneHTty DHCP-cepsepa. MoxeT cogep»aTtb Ao 8 3a-
nucen.
IP-apgpec mapLupyTU3aTopa AOMKEH ObiTb B TOW XKe
e NOACETH, YTO U KIUEHT.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM MAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server jp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenutb cnncok DNS-cepsepoB, AOCTYNHbIX 4NA CTaTU4e-
CKOW 3anmncK ¢ yKasaHHbIM aeHTUdUKaTopom.

- ip_address_list — cnucok IP-agpecoB DNS-cepBepoB, MOXKeT
cofeprKaTb Ao 8 3anucel, pasgeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
coboni MAC-agpec ycTpoicTaa.

Y[annTb CTaTUYECKYIO 3aMWCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} domain-

name domain

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
domain-name

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
domain: (1..128)
CMMBO/IOB

Onpefenntb JOMEHHOE UMA AJ1A CTAaTUYECKOM 3aMnncK C yKa-
3aHHbBIM UAEHTUPUKATOPOM.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-name-
server jp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpegenntb cnnucok WINS-cepBepoB, o5 CTaTUYECKOW 3a-
NMUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

Y[annTb CTaTUYECKYHO 3aMMCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-node-
type {b-node | p-node | m-
node | h-node}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Onpegenutb TMN y3na NetBIOS Microsoft ansa cratnyeckon
3aMMCH C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — lWWMpPOKOBELLATENbHDI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbINA.

Y[anuTb CTaTUYECKYIO 3aMnnCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM MAeHTUbUKATOpOM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

185



HELTEX

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} next-server
ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} next-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

OnpeaenvTb AN CTaTUYECKOM 3aMMCK C YKa3aHHbIM UAEHTU-
¢duKaTtopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IKEH BbITb NONYyYEH 3arpy304HbIi daiin.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO K/IMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server
ip_address_list

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenvTb CNUCOK CepBEPOB BPEMEHM AN CTaTUYECKOoM 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-afpecoB cepBepoB BPpEMEHH,
MOXET coepaTb A0 8 3anuncei, pasaesieHHbIx Npobesiom.

YAanuTb CTaTUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server {do-
main domain_name_list |

ip ip_address_list}

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
p_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpepenntb cnncok SIP-cepeepoB, AOCTYNHbIX A/1A CTaTU4e-
CKOM 3anunCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- domain_name_list — cnUcoK AOMEHHbIX MMeH SIP-cepBepos,
MOMKET COAEepPKaTb 40 2 3anucel, pasgefieHHbIx npobesiom.
MaKkcumanbHasa aanHa CTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-aapecos SIP-cepsepoB, MoKeT
copepKaTtb 40 8 3anuceit, pasgeneHHbix npobenom.

Y4anuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
option code

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOIOB

OnpeaennTb yKasaHHble ONUUKN AR CTaTUHECKOM 3anncK ¢
3a4,aHHbIM MAEHTUOUKATOPOM.

- code — kog onuuun DHCP-cepsepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNyYanx
MOKEeT cofepKaTb 0 8 3anuceit);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKyHo 3aMucb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

YpanuTb BCce onNuumM, HasHayeHHble ANa CTaTUYecKol 3anucu
C YKa3aHHbIM UAEHTUGUKATOPOM.

’ ' MNpu 3agaHum Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢

e Hardware Type B nepeom 6aiiTe, COOTBETCTBYIOWMA 3agaHHOMY dpopmarTy.

lpumep HaCMpoUliku cmamu4eckol 3anucu

HasHauuTb ycTpolictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113
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console#

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if) # exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config) # network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObl pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 189 — KomaHabl pexkmuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
clear ip dhcp server binding Yaanutb 3anucu 13 Tabaumubl cootBeTcTBMA GU3MYECKMX agpe-
[ip_address] - COB U agpecoB, BblaaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, Ha3zHayeHHbIh DHCP-cepsepom.
clear ip dhcp server statistics - YaanuTb CTaTUCTUCTUKKM paboTbl DHCP-cepBepa.
show ip dhcp server binding MpocmoTpeTb IP-agpeca, KOTopble COMNOCTaB/AEHbI C PU3nYe-
- CKMMM afpecamm KIMEHTOB, a TaKXKe BPems apeHapl, cnocob
Ha3HayeHuA u coctoaHue IP-aapecos
show ip dhcp server MNpocmoTpeTsb nHGopmaumio o KoHdurypaumm DHCP-cepsepa.
information i
show ip dhcp server pools MpocmoTpeTb MHGopMaLMIo O rNobanbHbIX HacTpoiika DHCP-
- cepBepa, a TaKKe 0 CO3AAaHHbIX Nyax U cylecTsytowmx host-
3anucsax.
show ip dhcp server statistics - MpocmoTpeTb ctatuctnuky DHCP-cepBsepa.

4.24 KoHdurypauua PPPoE Intermediate Agent

®yHKumnA PPPOE IA peann3oBaHa B COOTBETCTBMMU C TpeboBaHMAMM foKymeHTa DSL Forum TR-101 m
npefHasHavyeHa 1A UCNOb30BaHMA Ha KOMMYTaTopax, paboTaloLmx Ha ypoBHe AoCTyna.

®YHKUMA NO3BOAAET AOMNOAHATL NakeTbl PPPOE Discovery nHbopmaumeit, xapakTepusytoLen nHtep-
delic goctyna. 310 HeobxoaAMMO Ans MAeHTUOUKALMKN NOMb30BaATENbCKOrO UHTepdeica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom 1 ob6paboTkoli naketos PPPoE
Active Discovery ocylectsiseTcsa rnobanbHO ANs BCEro YCTPOWCTBA M BbIDOPOYHO A1 KaKAOro MHTEp-
delica.

Peanusaums ¢pyHKkunm PPPOE IA npeaocTaBnseT A4ONONAHUTENbHbIE BO3MOMKHOCTU KOHTPOAA cooblie-
HMM NPOTOKONA NYyTEM Ha3HaYeHUA AO0BEPEHHbIX MHTePdeNCcoB.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KoOHOUIypaumm:

console (config) #
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Tabanua 190 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

timeout range

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
shutdown pppoe OTKAtOUNTL paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpOMCTBE.
[aHHasa KomaHAa oTKAoYaeT paboTy moayna pppoe
-/MOoAYNb BKAOYEH .’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yaaneHuem Bcex
HacTpoek 6n0Ka PPPOE IA.
no shutdown pppoe BktounTtb paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpOMCTBE.
pppoe-ia snooping [N06anbHO BKAOUYUTb KOHTPOJIb GyHKLUMKM PPPOE IA.
- - -/BbIKNOYEHO
no pppoe-ia snooping BbIK/IOUNTL KOHTPOIb GYyHKLUMK PPPOE IA.
pppoe-ia snooping session 3agaTtb TalmayT gns paboTbl yHKUMKM PPPOE IA.

pppoe-ia snooping session

range: (0..600)/300 OTKAOUUTb TalimayT ana paboTbl GyHKUuMM PPPOE IA.

timeout 0
pppoe pass-through BkntouyeHne KomaHabl 3actasnseT PPPoE-nakeTbl npoxoauTb Yepes
KOMMYTaTOp KaK HeWU3BECTHbIN L2-Tpaduk, u aenaet ux "HeBnaum-
mbimun" ana IP ACL.
-/BbIKNOYEHO
no pppoe pass-through BKAIOYMTb MapCUHT MHKaNCcynMpoBaHHbIX B PPPoE-nakeTax L3-3aro-

N0BKOB, Npasuna IP ACL HaunHatoT paboTaTb A8 MHKANCyIMPOBaH-
HbIX NaKeTOB.

ey

DAna koppekTHoii pabotbl pyHKUMK PPPOE Intermediate Agent Bce ucnonboayemoie PPPoE-cep-
Bepa A0/KHbl 6bITb NOAKAIOUYEHDbI K «A0BEPEHHbBIM» NOPTaM KOMMyTaTopa. Ana gobasneHuns
nopTa B CMUCOK «A0BepPEeHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexXume KoHurypauumu uHtepdeiica. Ona obecneyeHna 6esonacHocTn Bce
OCTa/ibHble NOPTbl KOMMYTaTOpPa AO/XKHbI ObITb «He40BEePEeHHbIMMUY.

KomaHabl pexxnma kKoHpurypaumm VLAN (ananasoH VLAN’os)

console# configure terminal
console (config) # vlan
console (config-vlan) #

Tabnnua 191 — KomaHabl pexkuma KoHdpurypaumm nHtepdelrica L2Vian

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
Mo ymoan4aHuro
pppoe-ia snooping BKkntouMTb KOHTpOb PyHKUMM PPPOE |A B npesenax ykasaHHOro
VLAN.
- - -/BbIKNOYEHO
no pppoe-ia snooping BbIkntounTb KOHTPOAL dyHKLMK PPPOE |A B npeaenax ykasaH-
Horo VLAN.

Mpumep HacTponkn PPPoE IA B VLAN1O c HacTpoiikoi DCS-onumin Ha nHTepdelice

Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #dcs information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 1,/0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "8v $p &h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #exit

console (config) #interface gigabitethernet 1/0/24

console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink
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console (config-if) ffexit

4.25 KoHdurypauma ACL (cnucku KoHTpona goctyna)

’ ®yHKuumn ACL per VLAN u ACL user-defined offset He noaaep:KaHbl B cTeKe B TEKyLLEN
- sepcum MNO.

CL (Access Control List — cnMcok KoHTpons goctyna) — Tabnuua, KoTopas onpeaenseTt npasuna
dunbTpaumm BXxoaALWero U ncxogauero Tpaduka Ha OCHOBaHWUM NepeAaBaeMblX B MakeTax NPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

Ha paHHbIN momeHT peanmsaums ACL TakoBa: Kaxabin ACL cogepKuT TosibKo 1 npaBuno. HeckosbKo
ACL MOKHO NpuBA3aTb K ogHOMY UHTepdeincy. Mopsaaok oTPaboTKK NpaBua onpeaensieTcs no npuopuTeTy

npasuna, ykasaHHomy B ACL, npu paseHcTBe npnopmntetoB — no Homepy ACL.

ACL aBTOMATMYECKM CHUMAETCA ¢ MHTepdeinca npyu USMEHEHUU B HEM NpaBuIa.

KomaHapl Ana cosgaHua M pefaktupoBaHuAa cnvckoB ACL gocTynHbl B pexume rnobanbHok

KOHUrypaumu.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console

(config) #

Tabnunua 192 — KomaHabl Ana co3gaHma n KoHourypaumm cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CMMBO/IOB

Co3aaTb CTaHAAPTHbLIV cnncok ACL.

YpanuTb cTaHgapTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CMMBO/I0B

Co34aTb HOBbIM paclmMpeHHbIn cnncok ACL ans agpecaunm IPva n
BOMTU B PEXUM ero KoHUrypaLumn (ecim cnnucok ¢ AaHHbIM Ume-
HeM elle He co34aH), 1Mbo BOITU B peMm KOoHdUrypauumn paHee
CO3aHHOro CnucKa.

Y8anuTb paclumpeHHsblit cnncok ACL ans agpecauun IPva.,

Co3paTtb HOBbIV paclwmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOMTU B PEXUM ero KoHdUrypauum (ecnm cnnucok ¢ AaHHbIM nme-
HeM elle He co34aH), 1M60 BOMTM B peMm KOoHdUrypauumn paHee
CO34aHHOrO CMMCKa.

Y8anuTb pacluimpeHHsblit cnncok ACL ans agpecauun IPve.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBOJIOB

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaumn u BOUTU B pe-
MM ero KoHdUrypauum (ecam cnucok ¢ AaHHbIM UMEHEM elle He
co34aH), "Mb60 BOWTU B PEXMM KOHPUIrypaLmm paHee co3gaHHOroO
cnucka.

Yaanutb cnucok ACL Ha 6a3e MAC-agpecaumu.
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user-defined offset offset _id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmelieHne B 6aitTax OTHOCMTENbHO BblIOpaHHOW CTapTo-
BOM NO3MLMKN. 3HaYEHME U MacKa, UCnosibayemble Ana GUnbTpaLmu,
334at0TcA Yepes napameTtpbl ACL-npasua.

- 12 — Hauyano naketa (Destination MAC address);

- ethtype — Ethertype (cambiit BHyTpeHHUI, Npy Hanuumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aro/10BOK.

YaanuTb cMeleHMe OTHOCUTEIbHO BbIGpaHHOW CTapTOBOM NO3M-
Lumu.

Ona Toro 4ytobbl aKTMBM3MpoBaTb cnmncok ACL, HeobxogMmo cBA3aTb ero c WHTepdeicom.
NHTepdelicom, NCNONb3YIOLWMUM CMIMCOK, MOXKET bbITb Nb60 nHTepdeic Ethernet, Ainbo rpynna noptos. Ha
AaHHbIA MOMEHT NOAEPXKMBAETCA TONbKO BXOAALLEe Hanpas/eHne Ha uHTepdelicax (in).

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet, VLAN

KomaHaHasA cTpoka B pexkume KoHoUrypaumm nHtepoeica Ethernet umeet sua;

console (config-if) #

KomaHaHana cTpoKa B pexume KoHdpurypaumm nntepdeiica VLAN nmeet Bua;

console (config-vlan) #

Tabnnua 193 — KomaHaa HasHaveHua cnucka ACL-nHTepdeicy

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpenenéHHoro ¢pM3nMyeckoro nHTepdenca KomaHaa
NPUBA3bIBAET YKa3aHHbIN CMIUCOK K AaHHOMY UHTepdelicy.

YpanuTb CNUCOK C HTepdeiica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpenenéHHoro GpmM3nMyeckoro nHTepdenca KomaHaa
NPUBA3bIBAET YKa3aHHbIA Mac-CMMCOK K gaHHOMY nHTepdeiicy.

Y[anuTe CNMCcoK ¢ MHTepdeiica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeinca KomaHaa
NPUBA3bIBAET YKa3aHHbIN CMIUCOK K AaHHOMY UHTepdelicy.

YpanuTb CNMCOK C HTepdeiica.

KomaHObi pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC umeeT Bua;:

console#

Tabnunua 194 — KomaHabl pexkuma Privileged EXEC ana cnmnckos ACL

KomaHda

3Ha4yeHue/3HayeHue

no ymosn4aHuro

Aeiicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

Moka3saTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.

show running-config acl

MokasaTtb 610K KomaHa ACL B KOHOUTYpaLLMK YCTPOICTBA.

show access-group [interface
{ fastethernet | gigabitether-
net | twopointfivegiga-

bitethernet | tengigabitether-
net} interface | vlan [vlan-id]]

MokasaTtb cnucku ACL, npuBasaHHble K MHTepdeicy.
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clear {ip | mac} access-list {ac-
cess_list_num} packet-count

C6poCUTb CTaTUCTMKY NAKeToB, Nonaswmx nog npasuao ACL.

4.25.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBedeHbl 3HAYEHUA U ONUCAHUA OCHOBHbIX MAPAMETPOB, MCMOJ/b3yEMbIX B
COCTaBe KOMaHpA, HacTpoiikm cnnckoB ACL, ocHOoBaHHbIX Ha agpecaumn IPv4. Co3aaHune U BXOA B PeUM
peaakTnposaHuna cnnckos ACL, OCHOBaHHbIX Ha agpecaunu IPv4, ocyectsaaeTca No KoOMaHae:

ip access-list

{extended |

standart} access-l1ist num.

Tabnnuya 195 — KomaHabl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaumm

KomaHda

3HavyeHue

Aeilicmeue

{any | destination} [parametr]
[priority]

permit protocol {any | source host}

priority: (1-255)/1

[o6aBuTb paspelatollyto 3anucb ¢Guab-
Tpauuu ANA NpoToKona. MaKkeTsl, oTBeYa-
lolwme ycnosmam sanucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

{any | destination} [parametr]
[priority]

deny protocol {any | source host}

priority: (1-255)/1

[o6asuTb 3anpelatollyto 3anuce ub-
Tpauuu ANA NpoToKona. MaKkeTsbl, oTBeYa-
loLLMeE YyCNOBUAM 3anuncu, byayt 610Kkupo-
BaTbCA KOMMYTaTOPOM.

Tabnnua 196 — OcHOBHbIE NapaMeTpbl, UCMO/Ib3yEMbIE B KOMaHAAX

Mapamemp 3HayeHue Aelicmeue
permit [OeiictBue ‘paspewwnTs’ Co3patb paspelatoliee npaBuao ¢punbTpauum B cnmcke ACL.
deny [ewncTtaue ‘3anpetuts’ Co3patb 3anpewatouiee npasuao ¢punbtpaymm B cnmcke ACL.
protocol Mone npegHasHavyeHo Ana yKasaHWUA NPOTOKOAA (MK Bcex NpoTo-
KOJ/I0B), Ha OCHOBE KOTOPOro byAeT ocyliecTsaseTcs puabTpaums.
MpoTokon Mpu BbIGOpPE NPOTOKO/1a BO3MOMKHbI C/iefytoLmMe BapmaHTbl: icmp,
ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim nMbo uncnosoe 3HaueHne
npoTokona, B gnanasoHe (0 — 255).
[na cooTBETCTBMA NTO6OMY NPOTOKONY UCNONb3YyeTcA 3HaYeHue IP.
source Anpec UCTOYHMKA Onpepenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemasa K IP-agpecy uctoyHuKa naketa. Macka
onpeaenser 6uTbl IP-agpeca, KoTopble HEOHBXOAMMO UFHOPUPO-
BaTb. B 3HaYeHMA UrHOpMpyemMbix BUTOB AOKHbI ObITb 3aMKMCaHbI
eguHuubl. Hanpumep, ncnonb3ya macky, MOXKHO onpeaenvTb ana
npasuna ¢unbTpaumm IP-cetb. YT06bI 4O06ABUTL B NPaBUIO PUb-
Tpauum IP-cetb 195.165.0.0, Heo6X0AMMO 334aTb 3HAYEHME MACKK
255.255.0.0, TO ecTb, cornacHo AaHHOW macke, nepsble 16 6uUT IP-
appeca byayT urHopmpoBsaTbes.

destination

Ap,pec Ha3Ha4yeHuA

Onpepenset IP-agpec HasHavyeHMA NakeTa.

destination_mask

Macka afipeca Ha3Ha4YeHunA

ButoBaa macka, NnpumeHsemas K IP-agpecy HasHayeHWA naketa.
Macka onpegaenset 6uThl IP-agpeca, KoTopble He06X0AMMO UrHO-
pupoBaTh. B 3HaYeHUA UTHOPUPYEMbIX BUTOB 40/1XHbI BbITb 3aMK-
CaHbl eAuHUUbl. Macka MCMo/b3yeTca aHa/lorMYyHO Macke
source_mask.

vlan NpeHTudumkatop VLAN Onpegenset VLAN, ana Kotoporo byaet npuMeHATLCA NPaBuo.

dscp None DSCP & saronoske L3 Onpep,el'lHET 3HayeHue DSCP-nons diffserv. Bo3amoxHble Koabl co-
o06ueHuit nons dscp: (0 —63).

priority Mpuoputet IP Onpegenset npuoputeT IP-Tpaduka: (0-7).

message_type

Tun coobueHunn
npoTtokonsa ICMP

Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-
umm ICMP-nakeToB. YMcnoBoe 3HayeHMe TMNa cooblueHus, B gma-
nasoHe (0 — 255).

message_code

Kopg, coobuieHuns npoTtokona

Kog coobuieHunii npotokona ICMP, ncnonbsyembln ana punbrpa-

ICMP umMm  ICMP-naketoB. Bo3moskHble Kogbl coO0bLUeHUI nona
icmp_code: (0 — 255).
destination_port UDP/TCP-nopT Ha3Ha4YeHuA
Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 191




HELTEX

Bo3mosKHble 3HadyeHua nons TCP/UDP-nopta: eq, gt, host, It,
range.

source_port UDP/TCP-nopT MCTOYHMKA

priority MHAaeKc 3agaeT NosoKeHWe nNpasBuia B CIMCKe U ero npuopuTer.
MpuoputeT 3anucu Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [AnanasoH
[ONYCTUMBbIX 3HayeHui (1..255).

optional parametr OnuMOoHaNbHbIE NAapamMeTpbl NPU KOHOUIYPUPOBAHMM CNIUCKA A0-
cTyna:

- tos — dunbTpaums no 6anTy ToS;

- traffic-class — ¢unbTpaums no sHayeHumto Traffic Class;

- user-defined — ¢unbTpayus no User-defined bytes;

- sub-action — gononHuTenbHoe AelicTeue Hag TPaduKom;

- packet-count — BK/lOYEHME CYETYMKA OJ/1A NAKeTOB, Nonasato-
LWMX nog, npasuno uabTpaumm B cnncke ACL.

JocTynHble gononHuTensHble gericteus — modify-vlan (u3ameHe-
Hue VLAN) u nested-vlan (no6asneHne gononHuTenbHor).

OnuMoHanbHbIN NapameTp

/‘ B cTaHgapTHbIX ip ACL BO3MOKHa PpuUAbTpaLUA TONbKO No npeduKcam, B paclumpeHHbix ACL
— MO AONOJ/IHUTE/IbHbIM NapameTpam.

. Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
V HuUTcA npasuno implicit deny any any.

4.25.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B maHHOM pa3sgene npusefeHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX NMAaPaMeTPOB, UCMOJb3yeMblX B
COCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

Co3zpaHuve M BXOA B pexum peaakTupoBaHua cnmuckos ACL, ocHoBaHHbIX Ha aapecauuu IPve,
OCYLLECTB/IAETCA MO KOMaHAE:

ipvé access-list extended apvé access-list.

Tabnunua 197 — KomaHgbl, ucnosbsyemble ana Hactpolikn ACL-cnnckos Ha ocHoBe IP-agpecaumm
KomaHoa 3HaueHue Aeiicmeue

permit protocol {any|source host} [o6aBuTb paspeluatoLlyto 3anuce ¢uab-
{any| destination} [parametr] Tpauuu Ans npoTokona. MakeTbl, oTBeYa-

priority: (1-255)/1

[priority] fowme ycnosuam 3anucu, byayt obpaba-
TbIBAaTbCA KOMMYTAaTOPOM.
deny protocol {any|source host} [o6aBuTb 3anpeLLatollyto 3anuce Guab-

{any| destination} [parametr]
[priority]

Tpauuun ans npoTokona. MakeTbl, OTBEYa-
foLLMe YCIoOBUAM 3anncu, byayT 610Kupo-
BaTbCA KOMMYTaTOPOM.

priority: (1-255)/1

Tabanuya 198 — OcHoBHbIE NapPamMeTpbl, UCMO/b3YEMbIE B KOMAHAAX

Mapamemp 3HayeHue Aelicmeue

permit [JencTeue ‘paspents’ Cosgatb paspeluatoliee Nnpasmno euabTpaumm B cnmcke ACL.

deny [Jelicteue ‘3anpetutb’ Co3pgatb 3anpewatouee npasuno ¢unbtpaumm B cnucke ACL.

protocol Mone npeaHasHa4yeHo A1 YKasaHUA NPOTOKOA (MK BCex NPOTo-
MbOTOKON KOJI0B), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBAAETCA GUNbTPaLUA.

P Mpu BbIBOPE NPOTOKO1A BO3MOMKHbI CieflytoLMe BapuaHTbl: icmp,
tcp, udp, ipv6.
source Afpec NCTOYHUKA Onpepenutsb IP-agpec NCTOYHWKA NaKeTa.
destination Aapec Ha3HavyeHuA OnpegenuTtsb IP-agpec Ha3HayeHUA nakeTa.

Onpegenntb 3HauyeHne DSCP-nons diffserv. BosamoskHble Koabl co-
ob6wwenuii nons dscp: (0 —63).

dscp Mone DSCP B 3aronoske L3
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message_type

Tun coobweHuns npoTokona
ICMP

Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-
umm ICMP-nakeToB. Yncnosoe 3HayeHMe TMna cooblueHus, B Ana-
nasoHe (0 — 255).

message_code

Koga coobuieHna npoTokona
ICMP

Kog coobueHunii npotokona ICMP, ncnonbayembln ana punbtpa-
umMm ICMP-nakeTtoB. Bo3moskHble Kogbl cOO06LULIeHUI nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HadyeHus nons TCP/UDP-nopta: eq, gt, host, It,
range.

priority MHAeKe 3apaeT NoNOXKeHWe NPaBUaa B CMIUCKE M ero NpuopuTeT.
MpuopuTeT 3anucu Yem MeHblle MHAEKC — TeM MPUOPUTETHee npasuo. [uanasoH
A0NYyCTUMbIX 3HadyeHui (1..255).
optional parametr OnumMoHanbHble NapaMeTpbl NPU KOHGUTYPUPOBaAHUU CNKUCKA AO-
cTyna:
OnuuoHanbHbIvi napametp | - traffic-class — dunbTpaums no sHayenuto Traffic Class;
- packet-count — BK/lOYEHME CYETYMKA A5 NAKETOB, Nonajato-
WMX nog, npasuno ¢uabTpaumm B cnmcke ACL.
V MNocne Toro, Kak nto6oii ACL 6yaeT npuBAsaH K uHtepdeiicy, ana atoro uHTepdeica npume-
HUTCcA npasuno implicit deny any any.

4.25.3 Kongpucypayus ACL Ha 6a3ze MAC

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAapPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHA, HacTpolikm cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecaunu.

CosgaHue M BXo4, B peXum pepaktmpoBaHma cnuckosB ACL, ocHoBaHHbIx Ha MAC-agpecauumm,
OCYLLECTB/IAETCA NO KOMaHAe: mac access-list extended access-list num.

Tabnnua 199 — KomaHabl, Mcnonb3yemble ans HacTpoiiku ACL-cnuckos Ha ocHoBe MAC-agpecauumm

KomaHda

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[Jo6aBuTb paspeluatoLLyto 3anncb puabTpaunn. MNakeTol, oTee-
yalowme ycnosuam sanucu, byayt o6pabatbiBaTbCA KOMMYTa-
TOpOM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[Jo6aBuTb 3anpeluaroLLyto 3anuce punbTpaumnn. MNaketol, oTee-
yalowme ycnosmuam sanucu, byayt 6710KMPOBaTLCA KOMMYTATO-
pom.

Tabnnua 200 — OcHOBHbIE NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3patb paspelatolee npasuao ¢punbTpaumm B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3aaTb 3anpelyatolee npasuno ¢punbTpaumm B cnncke ACL.
source Agnpec oTnpasuTens Onpepensetr MAC-agpec UCTOYHMKA NaKeTa.

source_mask

butoBas macka,
npumeHaemasn Kk MAC-
apecy UCTOYHMKA NaKeTa

Macka onpegenset 6uTtbl MAC-agpeca, KoTopble He06X04MMO Ur-
HopupoBaTb. B 3HaueHnA UrHopupyembix BUTOB AOMKHbI BbITb 3a-
nMncaHbl eanHULI. Hanpumep, NCNonb3ya macKy, MOXHO onpeje-
NTb ANA npasuna ¢puabTpaumm amanasoHa MAC-agpecos. Y1obbl
£06aBUTb B NpaBuno dpunbTpaumm sce MAC-agpeca, HauMHaooWm-
eca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3afaTb 3HaYEeHWEe MacKu
FF:FF:FF:FF:00:00, TO ecTb, cornacHo AaHHOW macke, nepsble 16
6uT MAC-agpeca 6yayT He BaXKHbI ANA aHanMn3a.

destination

Afpec HasHayeHua

Onpeaensetr MAC-agpec HasHa4YeHUs nakeTa.

destination_ mask

ButoBas macka,
npumeHaemasn Kk MAC-
aJpecy Ha3HavyeHMA nakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X04UMO Ur-
HOpUPOBaTb. B 3HaUeHMA UrHOpUPyeMbIX BUTOB AOMKHbI BbITb 3a-
nucaHbl eauMHMUbl. Macka ucnonb3yeTcA aHasorMYyHO Macke
source_ mask.

vian

vlan_id: (0..4095)

MNoacetb VLAN ¢dunbTpyembix nakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnykuBaHus GuUAbTPyembIx NaKkeTos.

encaptype

value: (1..65535)

Tun encaptype ana GUALTPyeMbIX NaKeToB.
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priority

MHAeKc npaBuna B Tabauue, Yem MeHbLLe UHAEKC — TeM NPUOPU-

NHaekc npasuaa
A npasun TeTHee npasuao 1-255.

optional parameter OnuuoHanbHble NapameTpbl NPU KOHOUIYPUPOBAHUM CNUCKA LO-

cTyna:
- user-defined — dunbTpauua no User-defined bytes;

- sub-action — gononHuTenbHOe AelcTeue Hag TPaduKom;

- redirect — nepeHanpaBAATb NAaKeT, NONABLUMI NOA NPABUIO;
OnumMoHanbHbIM NapameTp | - packet-count — BK/IOUUTL CHETYMK A/1A MAKETOB, MONAAAOLLUX
nog, npasuao uabtpaumm B cnncke ACL.

[LocTynHble gononHutenbHble genctena — modify-vlan (u3smeHe-
Hue VLAN), nested-vlan (gobasneHne A0OMNOAHUTENbHOrO Tera U
VLAN) n modify-cvlan (ao6aBneHne BHyTpeHHero Tera VLAN)

V‘ Mocne Toro, Kak no6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-

HuTcA npasuno implicit deny any any.

Mpumep HacTponku dunbtpaumm padi/pado yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config)# mac access-list extended 1

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£f£f:££:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !

console (config) # interface gigabitethernet 1/0/1

console (config-if) # mac access-group I in

[NnAa nNpoxoXKAeHua OCTaNbHbIX NaKeToB Ha WHTepdeiice Tpebyetca aobasutb BTOpoi ACL,
paspeLulalolLmii NPOXOXKAEHWE MAKETOB, He MONaAAoLWMX No4 Npasuao punbTpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config-ext-macl) # ex

console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 1/0/1

console (config-if) # ip access-group 1010 in

[nAa nNpoxoxKAeHWuA OCTaNnbHbIX NaKeToB Ha WHTepdeiice Tpebyetca aobasutb BTOpoi ACL,
paspeLualoLmil NPOXoXKaeHME NaKeToB, He NoMNagatoWwmx nog npasuao duastpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config-ext-macl) # ex

console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 2 in
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4.26 KoHdurypauma sawmtbl ot DOS-arak

!

dyHKuua firewall He nopaep:kaHa B cTeke B TeKyweit Bepcum MNO.

,ﬂ,aHHblﬁ 610K KOMaHA No3BONAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabanuya 201 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

n

firewall -/BKNIOYEHO

epenTh B PEXMM KOHGUIypUpOBaHUA MOAYNA, OTBEYAIOLWErO 33

byHKLMOHan 3awuTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunua 202 — KomaHgbl pexuma KoHdpurypaummn eyHKumoHana firewall

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4yaHuro
enable BkAounTb noaaepKy 3awmtbl ot DOS-aTak.
- -/BKAKOYEHO
disable BbIKNHOUMTb NOAAEPKKY 3almTbl oT DOS-aTak.
ip tcp inspection syn-fin BkAtounTb 0bHapykeHue syn-fin-naketos.
enable -/BKAOYEHO

no ip tcp inspection syn-fin

BbIkntounTb 06HapyxeHue syn-fin-naketos.

ip tcp inspection

. sec: (1..65535)/1
timeout <sec>

YcTaHOBUTL Taimep 610KMpPOoBKYM syn-fin-nakeTos.

ip tcp limit syn-flag enable

BKAtOUNTL OrpaHnyeHne ckopocTu ans Bxogsauiero TCP-Tpaduka ¢
¢dnarom SYN.

- — - -/BbIKIOYEHO
ip tcp limit syn-flag disable

C

BbIKNtOUNTb OrpaHMYeHne ckopocTn ans exogawero TCP-Tpaduka

¢dnarom SYN.

notification interval <sec>

0
sec: (1..3600)/1

YCTaHOBUTb BpeMEHHOW NHTepBan mexay SYSLOG-coobuieHnamm

npesbllWeHnn orpaHnyeHuns sxoasawero TCP-Tpaduka ¢ pnarom

SYN.

no notification interval

YCTaHOBUTb 3HaYeHue no YMOI4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnunua 203 — KomaHabl pexkuma KoHpurypaumnm nHtepdeiica

3HayeHue/3Ha4yeHue
0 yMmon4aHuro

KomaHoa

Aelicmeue

ip tcp limit syn-flag <value> value: (1-262143) pps/

100

YCTaHOBWUTb 3HauYeHWe CKopocTn ansa Bxoasuwero TCP-Tpaduka ¢
¢dnarom SYN Ha uHTepodeiice.
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no ip tcp limit syn-flag

BbIK/NOUMTL OrpaHuMYeHre CKOpocTM ans Bxogawero TCP-Tpa-
¢duKa c pnarom SYN Ha nHTepdeiice.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnua 204 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aelicmeue

Show running-config firewall

OTo6pa3unTb HacTpoiky moayns firewall.

show firewall stats

OT06pasmnTb CTaTUCTUKY MO NakeTam, 06paboTaHHbIMK MOoAyAEM
firewall.

show firewall tcp-syn-limit

OTO6pa3nTb TEKyLLMe HaCTPOMKM OrpaHUYEHMA CKOPOCTM ANA
Bxoasawero TCP-Tpaduka c dnarom SYN.

4.27 KauectBo 06cnykmusaHua — QoS

Mo ymon4YaHWIO Ha BCEX MOPTax KOMMyTaTopa MCNOJ/b3yeTcs OpraHM3aumsa odepesm MakeToB Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpaduKa Npu UCNOb30BaHMM SAHHOMO METOAA MOFYT BO3HUKHYTb NMPob6iembl, NOCKO/bKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE MaKeTbl, He Bowegwne B bydpep ovepean FIFO, n COOTBETCTBEHHO TepstOTCA
6e3B03BpaTHO. Pelwaer gaHHyio npobnemy meTod, OpraHuUsyloWMi odepean no npuoputety TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CnyXKMBaHWA), peann3oBaHHbIA B KOMMYyTaToOpaXx,
No3BOJISET OPraHN30BaTb BOCEMb OYepeaein NPMopUTETA NAKETOB B 3aBUCMMOCTU OT TMNA NepesaBaemMbix

OAHHbIX.

4.27.1 Hacmpoiika QoS

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KoOHPUrypaLmm:

console (config) #

Tabnunua 205 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuo

Aelicmeue

gos buffer system threshold
{High-on | High-off | Low-on/
Low-off}

no qos buffer system thresh-
old

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOpOroBble 3HAYEHWA A8 PaHULbl YTUAM3aUUK CU-
cTemHoro bydepa:

- anAa cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepum MES2424/MES2410 — (0..4095);

- ana cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCTaHOBWTb 3HAYEHMA MO YMONYAHUIO AN HACTPOMKM NOPOroBbIX
3HaYeHW BePXHEeN gns rpaHuLbl yTUAN3aUMK cucTemHoro bydepa.

qos buffer port threshold
{High-on | High-off | Low-on/
Low-off}

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOpPOroBble 3HaYEHWUA AN rPaHuLbl yTuausauum 6y-
depa Ha nopTax:

- ana cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepum MES2424/MES2410 — (0..4095);

- anAa cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).
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no gos buffer port threshold

YCTaHOBKa 3HAY€HUA MO YMOMYaHMIO 4/19 HACTPOMKM MOPOrosbixX
3HaYeHu 4N rpaHuLbl yTuam3aumm 6ydepa Ha nopTax.

qos buffer port-guarantee
{port buffer | disable}

no qos buffer port-guarantee

Buffer: (0..28)/16

HacTpouTb NOporosbie 3HaYeHUsA PEXKUMa rapaHTMPOBaHHOrO pac-
npeseneHuns (PeXUm rapaHTMpPOBaHHOTO pacnpeaeneHuns onpese-
NAeT 3HaYeHWe B KOIMYECTBe AYeeK, JOCTyNHOe BCEM MOpTam).

OTKNHOUUTB MOPOroBble 3HaYEHWA PeXKMMa rapaHTMPOBaHHOIO pac-
npeseneHuns (PeXnMm rapaHTUpPoOBaHHOTO pacnpeaeneHuns onpege-
NAeT 3HaYeHWe B KOIMYECTBe AYeeK, J0CTyNHOe BCEM MOpTam).

gos buffer rx-congestion ig-
nore threshold threshold

no qos buffer rx-congestion
ignore threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

BK/OUMTL AN BbIXOAHOTO MHTepdelica pexnum UrHopupoBaHUA
COCTOAHMA «Neperpyska Ha BXo4e»:

- ana cepym MES1400/MES2408/MES2428/MES3708 — (0..2047);
- ana cepun MES2424/MES2410 — (0..4095);

- ana cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

OTKNIOUUTD ANA BbIXOAHOTO UHTepdeiica peKMM UrHOPUPOBaHMUSA
COCTOAHWA «Neperpyska Ha BXoae».

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3patb CNUCOK KpuUTepues KnaccuduKkaumm Tpaduka.
2. BOMTK B peXMM peaKkTMPOBaHUA CNIUCKa KpUTepmnes Knaccuou-
Kauun TpaduKa.

Y8anuTb CNUCOK KpUTepues Knaccubukaumm Tpadpuka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Cospatb cTpaTerunto knaccuoukaumm tpaduka.
2. BOMTM B pexMM pefaKkTUpOBaHWUA CTpaTerMn Knaccuoukaumm
Tpaduka.

Ypanutb npasuno Knaccudurkaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} sched-
algo {strict-priority | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | port-channel
group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
sched_num: (1..65535)

Onpepenntb anropntm paboTbl NIaHMPOBLUUKA HA MHTepdeice.

- strict-priority — cTporas ouyepesb, UMeEeT HauBbICWIWNI NPUOPUTET;
- strict-wrr — ouepeab N0 MeXaHU3My WIT, UMEIOLLAA NpUopUTET
BbILLE OYepean wrr;

- Wrr — oyepegb, 06pabaTbiBatoLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port/two_port — ucxopawmnin uHtepdeiic.

Y4annTb HaCTPOMKM NNAHUPOBLUMKA.

queue gueue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3afaTb HOMEP M BEC oYepean 419 UCXOAALLEro nHTepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenntb TpaduK c meTkoi CoS/DSCP B ouepesdb.

OTMeHUTb onpegeneHue Tpaduka B ouepesb.
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gos interface {fastethernet

fa_port | gigabitethernet fa_port: (1..8/0/1..24);

gi_port | -

P gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two, port: (1.8/0/1..8);
two_port |

te_port: (1..8/0/1..11);

tengigabitethernet te_port | Priority: (0..7)/0

port-channel group} def-
user-priority priority

YKa3saTb ouepespb ana uHTepderica, Npy yc0BUM OTCYTCTBUA METOK
CoS/DSCP y BxoAALMX MAKETOB.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKAtOUMTbL OTNpaBKY TPanoB O NpeBbIWEHUN Nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BKNHOUNTL FreHepaLmio YBEAOMAEHMWI NPpY NPeBbILEHNN 3HaYEeHNA
cpu-rate-limit.

OTK/IOUYNUTD FrEHEPaLUIO YBEAOM/IEHUA Ha YCTPOMCTBeE.

KomaHObI pexcuma KoHguaypauyuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHurypaumm VLAN:

console (config-vlan) #

Tabnnua 206 — KomaHabl pexkmma KoHourypaumm VLAN

KomaHoa
o ymon4yaHuro

3Ha4yeHue/3HayeHue

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

NO oS COoSs egress

YcTaHaBoBUTb 3HaYeHue CoS ans nopta (CoS, npumeHsemblin ana
BCEro HEeTerMpoBaHHOrO TpadurKa, NPOXOAALLEr0o Yepe3 UHTep-
delic).

YCTaHOBUTb 3HaYeHue Nno YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 207 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda
YMOAYAHUIO

3HayeHue/3HayeHue no

Aeiicmeue

qgos trust {cos | dscp | cos-dscp
| none}

-/BbIKNIOYEHO

no qos trust

YCTaHOBUTb peXUM J0BEpPUA KOMMyTaTopa B 6asoBom pe-
*ume QoS (CoS nam DSCP).

- COS — yCTaHaBAMBAET KnaccuburKaumio BXOAALLMX NaKeToB
no 3HayeHmam CoS. [1na HeTermpoBaHHbIX MAKETOB UCNO/b-
3yeTca 3Ha4YeHne CoS No ymonyaHuio.

- dscp — ycTaHaB/MBaeT KNacCUPUKAUMIO BXOAALLMX NaKe-
TOB No 3Ha4YeHmam DSCP.

- cos-dscp — yCTaHaB/AMBAET KNacCUbUKALMIO BXOAALLMX Na-
KeToB no 3HayeHuam DSCP ana IP-nakeToB 1 No 3Ha4YeHUAM
CoS ans He IP-nakeTos.

YCTaHOBUTb 3HAYeHUA Mo YMO/IHaHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIKNIOYEHO

no qos map regen-priority
{vlanPri | ipDscp} enable

- VlanPri — pa3pewwunTb YCTaHOBUTb HA UCXOAALLEM UHTEp-
delice 3HayeHune CoS B NaKeTax COrNacCHO HaCTPOEHHOMY
BHYTPEHHEMY NMPUOPUTETY.

- ipDscp — paspelmnTb USMepuUTeNto nepemapKmMpoBbIBaTb
TpaduMK COrNacHo HaCTPOEHHOMY anropPUTMY.

OTMEHUTbL HACTPOMKM NepemapKUpOBKM TpadmKa Ha UCXO-
aswem nHtepderice.
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qos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaeT UCTOYHMK svlan-priority npu ucnonb3osa-
Hum DotlQ tunnel ana BxopAwero Tpaduka Ha WUHTep-
delice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri —3Ha4eHue svlan-priority 6eperca u3s qos inter-
face {fastethernet/gigabitethenet/twopointfivegiga-
bitethernet/tengigabitethernet/port-channel port} def-
user-priority priority;

- none — 3HayeHne No ymonyanuto, svlan-priority = 0.

Bo3BpalaeTca 3HaYeHne N0 YMOAYAHUIO.

KomaHObI pexcuma pedakmuposaHUs CUCKA Kpumepues Kaaccugukayuu mpaguxa

Bug, 3anpoca KOMaHAHOW CTPOKM pexkKMma peaakTUMPOBaHWA CMMCKa KpuTepues KnaccuduKaumum

TpadukKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabnnua 208 — KomaHabl perkMma peaakTMpoBaHMA CNUCKA Kputepmes Knaccudukaumm Tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

match access-group {ip-access-
list | mac-access-list } acl_ num

acl_num: (0..65535)

[obasutb Kputepuin knaccudurkaumm Tpaduka. Onpegenset npa-
BUaa dpunbTpauum Tpaduka no cnmucky ACL ana knaccubukaumm.

set class class_num

no set class class_num

class_num: (1..65535)

AKTMBMpPOBATb Kaacc.

OTKAOUNUTb paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBosioB

3aaTb BHYTPEHHUI NPUOPUTET A1 YKa3aHHOro Kaacca.

KomaHObI pexcuma pedaKkmupos8aHUa cmpame2uu Kaaccugukayuu mpaguKka

BuAa 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHMAa cTpaTernm knaccudmrkaumm Tpadumka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnnuya 209 — KomaHabl pexkuma pesakTMpoBaHUA cTpaTerMm Knaccudurkaumm tpaduka

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HaYeHWe MeTKU A/1A NaKeTa.

set meter meter

no set meter

YCTaHOBWUTb OTPaHUYEHUE A8 CKOPOCTU MOTOKa COrNacHO HaCcTpo-
eHHOMY anropuTmy.

Y4anuTb orpaHuYeHne A/1a CKOPOCTU MOTOKA COrIacHO HaCTPOeH-
HOMY anropuTmy.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaumm:

console (config) #
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Tabnunuya 210 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3faTb M3MepUTesb OrPaHUYEHUA CKOPOCTU A/ UCXOAALLEero
TpaduKa.

YoanuTb M3MepUTeab OrpaHUYeHUs CKOPOCTM ANA UCXOZALLEro
TpaduKa.

KomaHObI pexuma KoHguaypayuu usmepumesns 02paHUYeHUs CKopocmu 018 8x008uje20 mpa-

_dzUKG

Buza 3anpoca KoMaHAHOM CTPOKM B peume KOHPUrypaumnu:

console (config-meter) #

Tabnunua 211 — KomaHabl pexmma KoHpurypaumm

nameputena orpaHn4eHmnA CKOpPoCTh

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHNYeHMe CKOPOCTM A1 MCXoaALLero Tpaduka co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWUTb OrPaHUYEHME CKOPOCTU A UCXoAALLero TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — Bk/ito4yaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duKa.
Moppepusaerca TonbKo Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBWTb OrpaHUYeHMe CKOPOCTH ANA ucxoasaulero Tpaduka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — Bk/to4aeT aHanu3 DSCP npu aHanuse obbema Tpa-
duKa.
Nopaep)xusBaerca Tonbko Ha MIES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

’ ‘ Dna KoppeKTHoU paboTbl M3mepurena ¢ aaroputmamu sr-TCM m tr-TCM Tpebyetca ycTtaHo-
radC BUTb Ha Ucxoaalem uHTepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOwbl pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexunma EXEC:

console#

Tabnunuya 212 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

show qos global info

OT06pa3unTb rNobasbHblE HACTPOWKK (OS.
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show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

MokasaTb B KaKylo oyepesb onpegeneHbl nHTepdeicsl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

0OT06pa3nTtb mannuHr CoS n DSCP no ymonyaHuto.

show qos trust

MpOCMOTP TEKYLLMX HACTPOEK AOBEpPUs METKam cos 1 dscp.

show qos queue-stats
[interface gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11)

0OT06pa3unTb cTaTUCTURY QOS.
NMopaepusaerca Tonbko Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2420D-24DP, MES2448B.

Mpumep NPUMEHEHUA CEPBUCHON NONUTUKMK:

Ona Tpaduka, umetowero DSCP 8, meHaeTtca VLAN Ha 100, p-bit meHaeTca Ha 7, dscp meHseTca Ha 63,
CKOPOCTb MOTOKa orpaHmumBaetca go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 1/0/6

console (config-if) # gos trust cos

console (config-if)# switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !
console (config) # interface gigabitethernet 1/0/7

console (config-if)# switchport mode trunk

console (config-if) # gqos map regen-priority-type vlanPri enable
console (config-if)# !

console (config-cls-map)# match access-group ip-access-list 1008

console (config-cls-map) # set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map) # !
console (config) # meter 10
console (config-meter)# meter-type avgRate cir 512 kbps
console (config-meter)# !

console (config) # policy-map 1008

console
63

(
(
(
(
(
(
(
(
(
console (config) # class-map 1008
(
(
(
(
(
(
(
(c

config-ply-map) # set policy class 1008 default-priority-type ipDscp

KomaHOb! pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnel nopmos

! dyHKuuMa rate-limit He noaaep:kaHa B cTeke B TeKyueit Bepcum MO.

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumum mHtepdeinca Ethernet, nHtepdodeiica

rpynnbl NOPTOB:

console (config-if)#
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Tabnnua 213 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHTepdelicos

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmesue
no ymon4aHuio
rate-limit input rate rate: (16..4194288) YCTaHOBWTb OrpaHUYEHME CKOPOCTY ANA BXOAALLETO TpadmKa.
no rate-limit input kbps YCTaHOBUTb 3HAaYEHME N0 YMOYAHMIO.
rate-limit output rate YCTaHOBWTb OrpaHUYeHME CKOPOCTY ANA UCXOAALLErO TPaduKa.
rate: (16..4194288) V 3HaueHue rate fOMKHO 6bITb KpaTHO 16.
kbps
no rate-limit output YCTaHOBWTb 3HaYEHNE MO YMOAYaHUIO.

Mpumep HacTPOMKKU orpaHMyYeHnn ckopocTu nopta GigabitEthernet 1/0/4:

console# configure terminal

console (config)# vlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 1,/0/4
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 10
console (config-if)

console (config-if)

# rate-limit input 512
# rate-limit output 512

Mpumep HacTponkm QOS:

HacTpouTb NIaHWPOBLLMK NO aAropuUTMy WIT Ana ucxogsawero nHtepdeiica gil/0/1. PacnpeaennTb
Tpaduk cornacHo nonto CoS B oyepeamn 1-4. HasHauuTb BEC WIT ANa oYepesei cornacHo HoMepy oyepeam.
Ouyepeab 5 06bABUTb NPUOPUTETHON.

console (config) # scheduler 10 interface gigabitethernet 1/0/1 sched-algo
:zisole(config)# scheduler 20 interface gigabitethernet 1,/0/1 sched-algo
Zgisole(config)# scheduler 20 interface gigabitethernet 1/0/1 sched-algo
:zisole(config)# scheduler 20 interface gigabitethernet 1/0/1 sched-algo
strict-priority

console (config) # queue 1 interface gigabitethernet 1/0/1 scheduler 10
weight I
console (config) # queue 2 interface gigabitethernet 1/0/1 scheduler 10
weight 2
console (config) # queue 3 interface gigabitethernet 1/0/1 scheduler 10
weight 3
console (config) # queue 4 interface gigabitethernet 1/0/1 scheduler 10
weight 4
console (config) # queue 5 interface gigabitethernet 1/0/1 scheduler 10

console (config) # queue-map regn-priority vlanPri I queue-id I
console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config) # queue-map regn-priority vlanPri 3 queue-id 3
console (config) # queue-map regn-priority vlanPri 4 queue-id 4
console (config)# queue-map regn-priority vlanPri 5 queue-id 5
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4.28 KoHdurypauma npoToOKO10B MapLUpyTU3aLUU

AnnapaTtHaa maplupyTusauma noaaepXuBaeTca ToNbKo Ha mogenax MES2424, MES24248B,
MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

.‘

4.28.1 KoHndhuzypayus cmamuyeckolii mapwpymu3sayuu

CTaTnyeckasa mapLipyTMsauma — BUA, MapLLPyTM3aumKn, NPU KOTOPOI MapLLPYTbl YKa3blBalOTCS B AB-
HOM BMAE NPU KOHUIypaLmm mappyTMsaTopa. Bca maplupyTmsaums npu sTom nponcxoamT 6es yyactus
KaKMX-TMB0 NPOTOKON0B MapLUpyTU3aLmM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 214 — KomaHabl pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnbl nHtepdelicos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto
ip route prefix {ip_mask Co34aTb CTaTUYECKOEe NPaBUJIO MAapLIPYTU3aLLUK.
| prefix_length} {gateway - prefix — ceTb Ha3Ha4veHus (Hanpumep, 172.7.0.0);
- mask — macka cetu (B popmaTe LecATUYHON CUCTEMbI CYUCe-
HuA);
- gateway — W03 ANA JOCTYNA K CETU Ha3HayeHus;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaétca B TOM cnyyae, ecv CeTb Ha3HaYeHUA Hanps-
vlan_id: (1..4094) myto (directly) nogkntoueHa K uHTepdelicy, cooTBETCTBYIOLWEMY
vlan_id.
no ip route [all | prefix YpanuTe npasuao 13 Tabnmubl CTaTUYECKOM MapLIpyTU3aLmK.
{io_mask |prefix_length} [gate- - all — ypanuTb Bce npasuia 13 TabauLbl CTaTUYECKON MapLIpyTU-
way]] 3aunn.

KomaHOowb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#
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Tabnunuya 215 — KomaHabl pexxkmma EXEC

3HayeHue/3HayeHue

KomaHoa Aeticmsue
no ymon4aHuro
show ip route [prefix [mask]| MokKaszaTb Tabanuy MapLipyTU3aumm, ya0BAETBOPAIOLWYIO 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb Ha3Ha4YeHUs;
- mask — macKa ceTu (B popmaTte AeCATUYHOMN CUCTEMBI CYMCIE-

HUA);

- connected — NOAKNIOYEHHbIV MApLUPYT, TO CTb MapLpyT, B3A-
- TbIli C HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLUMOHMPYIOLWLErO
MHTepodeiica;

- details — neTannsmnposaHHan nHpopmaums;

- failed — mapwpyTbl, ycTaHOBNEHHbIE C OLWMBKamu;

- static — cTaTMuecknit MapLupyT, NPONUCaHHbIN B TabanLe mapLl-
pyTusauum;

- summary — obLiee KoM4YeCcTBO MapLIPyTOB.

4.28.2 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

! ®dyHKuma VRRP He noaaep:kaHa B cTeke B TeKyweit Bepcum MNO.

dyHKUMA noppep:KuBaeTcsl TONbKO Ha mopgensax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-
24F, MES3400-48, MES3400-48F, MES3710P.

.-

MNpotokon VRRP npepHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3ATOPOB, BbINOJHAIOWMX POb
LUK03a NO YMOIMaHUIO. 9TO AocTUraetca nyTém obbveanHeHuA IP-uHTepdencos rpynnbl MapLLpyTU3aTopoB
B OZAVH BUPTYas/IbHbIA, KOTOPbIN ByAeT MCNONb30BaTLCA KaK L/03 N0 YMOYAHUIO A1 KOMNbIOTEPOB B CETHU.
Ha KaHanbHOM ypoBHe pe3epBupyemble HTepdelicbl umetoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Ho-
mep rpynnbl VRRP (VRID).

TONbKO OAUH N3 GU3NYECKUX MAPLUPYTU3ATOPOB MOXKET BbINOAHATL MapLIpyTU3aLmio TpadmKa Ha BUPTY-
anbHom IP-uHTepdeiice (VRRP master), ocTanbHble MapLUpyTM3aTOPbI B rpynne npeaHasHavyeHbl 411 pesep-
BupoBaHua (VRRP backup). Bbibop VRRP master npoucxoaut B cootTBeTcTBUM ¢ RFC 5798. Ecam Tekywuit
master ctaHoBMTCA HeZOCTYNHbIM — Bbl6Op master'a nosTopsaeTca. HamebIicWKIA NpUOPUTET UMEET MaplLu-
pyTM3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnagatolwmm ¢ BUpPTYasbHbIM. B ciydae gocTynHocT OH Bceraa
ctaHosuTcA VRRP master. MakcumansHoe Konnyectso VRRP-npoueccos — 32.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KoMaHZAHOW CTPOKM peXxmnma rnobanbHoM KoHPUrypaumu:
console (config) #

Tabnnua 216 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
o ymoa4aHuro
vrrp enable BkntounTtb VRRP rnobanbHo.
-/BbIKNIOYEHO Lns Toro uto6bl VRRP 3apaboTan Ha uHTepdeiicax,
HY»XHO BKAunTb VRRP rnobanbHo.
no vrrp enable YaanuTtb NpaBuao 13 TabaunLpbl CTaTUYECKOW MapLIpyTU3aLmK.
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‘ vrrp version {v2 | v3}

‘ 3apatb Bepcuto VRRP.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumm nutepoeiicos VLAN:

console (config-if)#

Tabnunua 217 — KomaHab! pexkruma KoHpurypauum nntepderic VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

vrrp vrid ipv4 ip_address

OnpegenuTts IPv4-agpec VRRP-mapwpyTtnsaTtopa.

no vrrp vrid ipv4 [ip_address] vrid: (1..255)/- YaanuTb BUPTYanbHbI MapLipyTM3aTop vrid Ha AaHHOM YCTPOii-
cTBe.
vrrp vrid accept-mode {enable enable — BkntounTb pexkum, B Kotopom VR-agpec byaer otsevaTb
| disable} vrid: (1..255)/ Ha ICMP-3anpocbl U NPUHUMATL 3anpocbl HAa NOAK/OYEHUE MO
BbIKNOYEHO Telnet u SSH;

disable — BbIKNOUYNTbL AAHHbIN PEXUM.

vrrp vrid preempt

vrid: (1..255)/

BKNOUMTL pexnm, npm KoTopom backup-mapwpytusatop ¢ 6onee
BbICOKMM MpUopUTETOM ByAeT MblTaTbCA NepexsBaTUTb Ha cebn
posib master y TeKkyllero master-mapLpyTmsaTopa ¢ bonee HU3-
KMM NpUOPUTETOM.

MapLipyTusaTop, KOTopblit AaBnAeTca Baagenbuem IP-

BR/O4EHO V agpeca mapuwpytusatopa, 6yaeT nepexBaTbiBaTb Ha
ceba posb master HE3aBUCUMO OT HACTPOEK AAHHOM KO-
MaHAbl.
no vrrp vrid preempt BbIKNOUNTD peXMM NpeemcTBEHHOCTY.
vrrp vrid priority priority vrid: (1..255); HasHauutb npuoputet VRRP-mapwpyTtusaTopa.

no vrrp vrid priority

priority: (1..254)/
255 pna snapgenoua IP-
aapeca, 100 gna

YCTaHOBUTb 3HAYEHME N0 YMOHYAHMUIO.

OCTa/IbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpeaennTb MHTEPBAN MeXAy aHOHCamMM master-maplupytusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

1 cek

KomaHOwb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 218 — KomaHabl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocMoTpeTb KpaTKylo UAM AeTanbHylo MHbOPMALMIO ANA BCex
WM O4HOTMO HAaCTPOEHHOro BUPTYyanbHOro mapwpytmsatopa VRRP.
- detail — npocmoTp aetanbHoM MHbOpPMaLMy;

- statistics — npocmoTp 06LLelt CTaTUCTUKK.

4.28.3 Hacmpoiika npomokona OSPFv2

OSPF (Open Shortest Path First) — npoTokon gMHamMYecKoi mapLipyTU3aLmMm, OCHOBaHHbINA Ha
TEXHO/IOMMKU OTC/EXKMBAHMUA coCTOosIHMA KaHana (link-state technology) n ncnonbayowmines gns HaxoxK-
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AeHua KpaTdyaiwero nytn anroputm AdenkcTpol. Npotokon OSPF npeactaBnseT coboit NPOTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHPOPMALMIO O AOCTYMHbIX MapLLIpyTax Mexay

MapLpyTU3aTopamm O4HOM aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2n06anabHol KoHpu2ypayuu 049 OSPFv2

Buza 3anpoca KOoMaHAHOWM CTPOKM peXxnma rnobanbHom KOHPUrypaumu:

console (config) #

Tabaunuya 219 — KomaHabl pexkmma rnobanbHoi koHdurypaumm OSPFv2

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymon4aHuro
router ospf -/- 3ainTn B pexxum KoHdurypauum npouecca OSPFv2.

KomaHOwbI pexcuma npouecca OSPFv2

Bua 3anpoca KOMaHAHOM CTPOKM B perkmMme KoHdurypauum npouecca OSPFv2:

console (config-router) #

Tabnunua 220 — KomaHabl pexkmma KoHpurypauum npouecca OSPFv2

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAMYAHUIO

Aelicmeue

shutdown

no shutdown

-/BbIKNIOYEH

BbikntounTtb OSPF-npouecc.

V Mo ymonyaHuto OSPF-npouecc BbIKAOYEH.

Bknatoumtb OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTbL afMUHUCTPATUBHYIO AncTaHuuto gas OSPF.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 | 2}]

metric: (1..16777214)/20

BK/IIOYMTb aHOHCMPOBAHME LWAKO3a NO YMOMYAHUIO, BHE 3aBUCK-
MOCTM OT TOFO 334aH /I OH CTaTUYECKUM MapLLUPYTOM MM He 3a-
JaH.

YCTaHOBUTb 3HAYEHME Mo YMO/T4HaHUIO.
B cnyvae YKa3aHMA nNapameTpa BepHYTb ero sHa4yeHne no ymon-
YaHUIO.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/OYEHO

BKAOUYNTL MM BBIKAOYUTD TPAHCAALMIO MapLUpyTa NO yMoaYa-
Huto (ycTaHoBUTL P-6MT) B NSSA Ha ASBR, KOTOpbIii He ABAAeTcA
ABR.

[onKHO 6bITb BKAIOYEHO AaHOHCUPOBAHME MapLUPYTa
no ymon4yaHuio (default-information originate always).

redistribute connected
[metric metric] [metric-
type {1 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

Pa3pelunTb aHOHCMpOBaHMe connected-mapLIpyToB:

- metric-type 1 — yCTaHOBUTb TUN MMMOPTUPYEMbIX MapLIPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBUTb TMM MMMNOPTUPYEMbIX MapPLIPYTOB
Kak external-2;

- metric — 3HaYeHne METPUKM A4 UMMNOPTUPYEMbIX MaPLLIPYTOB.

3anpeTuTb aHOHcMpoBaHMe connected-maplpyToB. B cayyae
YKa3aHWA napameTpa BepHYTb ero 3Ha4YeHWe No YMOIYaHWIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKMX MapPLUPYTOB:

- metric-type 1 — ycTaHOBUTb TMN MMMNOPTUPYEMbIX MapPLIPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBUTb TUM MMMOPTUPYEMBIX MapLIPYTOB
Kak external-2;

- metric — 3HaYeHNe METPMKM AN MMMNOPTUPYEMbIX MapLLpPYTOB.

3anpeTuTb aHOHCMPOBAHWE CTAaTUYECKUX MapLlupyToB. B cnydae
YKa3aHuA NapameTpa BepHYTb ero 3HaYeHMe N0 YMOYaHUIO.
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redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

PaspewnTb aHOHCMpPOBaHWE MapLUPYTOB, NMOJIyYEHHbIX NO MPOTO-
kony RIP:

- metric-type 1 — ycTaHOBWUTbL TUM UMNOPTUPYEMbIX MapLUPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBWUTbL TUM MMNOPTUPYEMbIX MapLUPYTOB
KaK external-2;

- metric — 3HaYeHne MeTPUKM ANA UMNOPTUPYEMbIX MAaPLLPYTOB.

3anpeTnTb aHOHCUMPOBaHWE MapLUPYTOB, MOYYEHHbIX NO NPOTO-
kony RIP. B cnyyae ykasaHuA napameTpa BEpHYTb ero 3HavyeHue
N0 YMONYAHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

PaspelwnTb aHOHCMpPOBaHWE MapLUPYTOB, NOIYYEHHbIX NO MPOTO-
Kony BGP:

- metric-type 1 — ycTaHOBWUTbL TUM UMNOPTUPYEMbIX MapLUPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBWUTbL TUM MMNOPTUPYEMbIX MapLUPYTOB
KaK external-2;

- metric — 3HaYeHne MeTPUKM ANA UMNOPTUPYEMbIX MaPLUPYTOB.

3anpeTnTb aHOHCUPOBAHWE MapLUPYTOB, NOJTYYEHHbIX MO NPOTO-
Kony BGP. B cnyyae yKasaHuMA napameTpa BEpPHYTb ero 3HayeHue
No YMONYAHMUIO.

redistribute all
[metric metric] [metric-
type {1 ] 2}]

no redistribute all [metric]

metric: (1..16777214)/20

PaspewmnTb aHOHCMpPOBaHME MapLLPYTOB, MOMYYEHHbIX MO BCEM
noagep:KnBaemMblimMm NPOTOKOaM MapLLPYTMU3aLMK:

- metric-type 1 — ycTaHOBWUTbL TUM UMNOPTUPYEMbIX MapLIPYTOB
KaK external-1;

- metric-type 2 — ycTaHOBMTb TUN MMMNOPTUPYEMBIX MAPLLIPYTOB
Kak external-2;

- metric — 3HaYeHne METPUKM ANA UMNOPTUPYEMbIX MAPLLPYTOB.

3anpeTuTb aHOHCUPOBAHME MApPLIPYTOB, MOJIYYEHHbIX MO BCEM
noALepXnBaeMbIM NPOTOKONAM MapLIpyTM3aLumMK. B cayyae yKa-
3aHWMA NapameTpa BePHYTb ero 3HayYeHue No YMOAYAHMIO.

compatible rfc1583

no compatible rfc1583

-/BKNOYEHO

BKkatounTb coemectmmocTb ¢ RFC 1583.

BbIkntounTb coBmecTmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: uaeHtndukatop
MaplupyTusaTopa B dop-
mate IPv4-agpeca

YCTaHOBUTb MAEHTUOUKATOP MapLIpyTU3aTOpPa, KOTOPbIN YHU-
KaZlbHO MAEHTUOULMPYET MapLIPYTM3aTop B Npesesiax OA4HOMN as-
TOHOMHOW CUCTEMDI.

YCTaHOBWUTb 3HaYEeHME N0 YMOAYAHMUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: ngeHtuopukaTop
30HbI B popmare IPv4-ap-
peca

BkntoumTb OSPF Ha IP-uHTepdelice.

Ypanutb IP-agpec uHtepoeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: ngeHtuopuxaTop
30HbI B popmare IPv4-ap-
peca

YCTaHOBWUTb AJ1A YKa3aHHOM 30Hbl Tun stub. 3oHa — coBokyn-
HOCTb ceTell U MapLIpyTU3aTOPOB, UMEIOLWMX OAMH U TOT Xe
naeHTnduKaTop.

- No-summary — He O0TNPaBAATb MHGOPMALLUIO O CYMMUPOBAHHbIX
BHELUHUX MapLIpyTax.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-aa-
peca;
metric: (1..16777214)/20

YCTaHOBUTb ANA YKa3aHHOM 30HbI TMN NSSA.

- No-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHbIX
BHELHWUX MapLupyTax BHYTPb NSSA-30HbI;

- default-information-originate — BkAt0UNTb aHOHCMpPOBaHUE
LWNt03a NO YMONYAHUIO, BHE 3aBUCMMOCTM OT TOTO 3a4aH /v OH
CTaTUYECKMM MAPLUPYTOM WU He 334aH;

- metric-type 1 — ycTaHOBUTb TMN MapLIPyTa MO YMONYAHUIO KaK
external-1;

- metric-type 2 — yCTaHOBUTb TUM MapLIPyTa MO YMONYAHUIO KaK
external-2;

- metric — 3HaYeHMEe METPUKMN 418 aHOHCUPYEMOTO MapLLpyTa.

YCTaHOBUTb 3Ha4YeHne no YMO4YaHUIO. B Cny4yae yKasaHuMA napa-
MeTpa BEPHYTb €ro 3Ha4yeHune No yMmo/IHaHUIo.
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area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: npeHtnduratop
30HbI B popmarte IPv4-aa-
peca;
metric: (1..16777215)/20

YCTaHOBUTb METPUKY ANA L1033 N0 YMONYAHUIO B aHOHCaxX A/A
30H stub 1 NSSA.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: naeHtndukatop
30HbI B popmarTe IPv4-ag-
peca;

BbINONHWTL CymMMpOBaHME MapLIPYTOB, NONAAaoLWMX MO, YKa-
3aHHbIN AMaNas3oH.

- summary — 411 Me30Ha/IbHbIX MapLpyTos (LSA Tun-3);

- Type7 — Ana BHeWHUX mapwpyToB 13 NSSA B marnctpanbHyo
30HY;

- advertise — 06bABUTb YKa3aHHbI MapLIPyT;

- not-advertise — He 06bABAATb YKa3aHHbIV MapLIPYT.

YaanuTb CymMMUpoBaHMeE MapLupyTos ana AaHHOM OSPF-30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHtndukatop
30HbI B popmarte IPv4-ag-
peca

YcTaHOBUTb ponb TpaHcnAaTopa B NSSA-30He.
- always — TpaHcamMpoBath Beerga LSA tun-7 B LSA tmn-5;
- candidate — yuyacTBOBaTb B Npouecce BbIbopa TpaHCAATOPA.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KYHZ,

MNepuoga cTabunnsauum B cekyHaax, ansa TpaHcnatopa B NSSA.

YCTaHOBUTb 3HAYEHUe Mo YMO/THaHUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: ngeHtnduratop
30HbI B popmarTe IPv4-ag-
peca;

E.F.G.H: ngeHTMdMKaTop
MapLIpyTU3aTopa Ha3Haue-
HuA B popmare IPv4-aa-
peca;
dead:(1..65535)/40 cekyHpa;
hello: (1..65535)/10 cekyHg,
ret: (1..3600)/5 cexkyHg,

Co34aTb BUPTYasibHOE COeAMHEHNE MEXKAY MArUCTPasIbHOM U He-
MarncTpasbHO 30HaMK, MeXK 4y KOTOPbIMUW NPUCYTCTBYET Apyras
HemarncTpasnbHas 30Ha.

- dead-interval — ykasatb dead-uHTepBan;

- hello-interval — yka3satb hello-uHTepsan;

- retransmit-interval — yKkasaTb MHTepBan mexay NOBTOPHbIMM
nepegadamu.

YanuTtb BUPTyasibHOE CoeguHeHmne.

passive-interface {default |
loopback /oopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpetuTb IP-nHTepdeicy 0bMeHNBaTbCA MPOTOKOIbHLIMU CO06-
LLEHUAMM C COCeaAMM Yepes yKasaHHble HTepdeichl.
- default — 3anpeTuTtb gns BCex UHTepdelicos.

Paspewntb IP-uHTepdelicy obmeHNBaTLCA NPOTOKO/bHBLIMU CO-
06LLEHMAMM C coceaamMm Yepes yKasaHHble MHTepdencsl.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3aaatb Bpy4Hyto OSPF-cocepa.

Ypanutb OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YcTaHOBUTb NapameTpbl peancTpmbyLmmn Ana BHELWHUX MapLipy-
TOB.

- ip_addr — IP-agpec ceTu HasHayYeHus;

- prefix_length — IP-macKa cetu;

- metric-type asExttypel — ycTaHOBWTb TUN MapLupyTa external-1;
- metric-type asExttype2 — yctaHOBWTb TMN MapLipyTa external-2;
- metric-value — ycTaHOBUTb 3HAYEHUE METPUKW.

Yaanutb ycTaHOB/NEHHble NapameTpbl peaucTpubyuum ana 3a-
[aHHOro MapLupyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/oTKNtO4EHO

BbINONHUTL CYyMMMUPOBAHME BHELIHUX MApLLPYTOB.

- ip_addr — IP-agpec ceTy;

- prefix_length — IP-macka ceTy;

- advertise — CyMMUPOBaHHbIN MapLpyT o6baBnseTcA B LSA Tnn-
5; ecnmn Tmn 30HbI NSSA, TO MapwpyT He obbABAAeTCs;

- allowAll — cymmunpoBaHHbIN MapwpyT 06bABaseTcs B LSA Tmn-5;
ec/iv Tin 30Hbl NSSA, To MapwpyT ob6bsBaseTca B LSA Tun-7;

- denyAll — cymMnpoBaHHbIN MapLpyT He 06baABASAETCS;

- not-advertise — cymmunpoBaHHbIA MapwpyT He 0b6bsABAAETCA B
LSA t1n-5; ecam TMn 30HbI NSSA, To MapwpyT obbasaseTcs B LSA
™n-7;

- translation disabled — He ycTaHaBAuBaTb P-6UT B reHepupyembix
LSA tmn-7;

- translation enabled — yctaHoBuTb P-6UT B reHepupyembix LSA
™n-7.

208

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

no summary-external
ip_addr prefix_length

BbIK/IOYMTL CYMMUPOBAHME BHELIHMX MapLLPYTOB.

capability opaque

no capability opaque

-/OTKAOYEHO

BkaounTb noaaeprkky opaque LSA.

BbikntounTb nogaeprKKy opaque LSA.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN 0aa OSPFv2

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if)#

Tabnnuya 221 — KomaHgbl pexkuma KoHdpurypaunm nntepoeiica VLAN ana OSPFv2

no ip ospf network

KomaHoa 3Ha4yeHue/3HayeHue no Aelicmeue
YMOYAHUIO
ip ospf network BbibpaTtb TMN ceTu:
{broadcast | non- - broadcast — WwWrpoKoBeLaTebHas CETb C MHOXXECTBEHHbIM A,0-
broadcast | point-to- CTynom;
multipoint | point-to- - non-broadcast — HelwuMpoKoBeLLaTeNbHanA ceTb, B AaHHOM CAy-
point} -/broadcast Yyae agpeca coceagHUX MapLLIPyTU3aTOPOB HACTPauBaoTCA BPyY-

HYI0;
- point-to-multipoint — mHoroToueuHas ceTb;
- point-to-point — ceTb «TOUKa-TOYKa».

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHUA KaHasa, KOTopas ABAseTCA
YC/IOBHbIM NMOKa3aTtesieM ""cTOMMOCTU" NepecblIK1 AaHHbIX N0
KaHany.

YCTaHOBUTb 3HAYEHMe Nno YMOI4YaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEHWUW KOTO-
poro coceg, 6yAeT cuMTaTbCA HEAKTUBHbLIM. ITOT MHTEPBaa A0A-
eH b6bITb KpaTHbiM 3HavyeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 uHTepBanam otnpaeku hello-naketos.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHg,

YCTaHOBWTb UHTEPBA BPEMEHU B CEKYHA,AX, MO UCTEYEHUM KO-
TOPOro MapLUpyTM3aTop oTnpasaseT cieayrowmii hello-naket ¢
MHTepodeiica.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIK/OYEHO

OTKAtoUMTL NpoBepky MTU npu ycTaHOBAEHUM cOCeacTBa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTb MPMOPUTET MApPLLPYTU3aTOPa, KOTOPbIN UCNONb3Y-
etca ans sbibopa DR v BDR.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KyHA,

YcTaHOBUTL Nepuog mexay nocblikon hello-naketos gns Heak-
TUBHOrO non-broadcast cocena.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHz,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUU KO-
TOPOro MapLLpPYTM3aTOP NOBTOPHO OTMPABUT MAKET, Ha KOTOPbIM
He NoNyYnN NOATBEPIKAEHMA O NOAYyYeHUM (Hanpumep,
DatabaseDescription- nau LinkStateRequest-nakeTbi).

YCTaHOBUTb 3HaYeHue no YMO4aHMUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHp,

YcTaHOBUTb npumepHoe Bpema B CeEKyHAOaAX, HEO6XO,CI|VIMOG AanAa
nepegadn naketa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIKAOYEHO

BkntounTb nopasneHue otnpasku hello-coobuweHunit (pna nHTep-
dericos TMNa point-to-point n point-to-multipoint u nepnoanye-
CKUX 06HOBEHUI LSA).

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip ospf authentication
{message-digest | null

-/BbIK/IIOYEHO

BkntounTtb OSPF-ayTeHTUGUKALMIO 1 3a4aTb €€ Tun.
- message-digest — ncnonb3sosatb WupposaHne MDS5;
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| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

- null — He ncnoNb30BaTb ayTEHTUDMKALMIO;

- sha-1 — ncnonb3osaTb WnpposaHune SHA-1;

- sha-224 — ucnonb3oBaTb wWndpposaHme SHA-1;

- sha-256 — ucnosb3oBaTb WKdppoBaHme SHA-256;

- sha-384 — ncnonb3osath wupposaHme SHA-384;

- sha-512 — ncnonb3osath wnpposaHme SHA-512;

- simple — He ucnonb3oBaTh WKPpoBaHUe (Naponb NnepesaeTca
B OTKPLITOM BUE).

BbikntounTb OSPF-ayTeHTUOMKaumto.

ip ospf authentication-
key simple_password

simple_password: (1..64) cum-

YCTaHOBWTb Mapo/ib, KOTOPbIN NpeAHa3HayYeH A NPocToro
TMNa ayTeHTUOMKaLMM (Nepesaya Napons B OTKPLITOM BUAE).

no ip ospf message-di-
gest-key key _id

string (1..64)

no ip ospf authentica- BOJIOB Yaanutb naponeo.

tion-key

ip ospf message-di- [006aBunTb KNtoY ayTEHTUDUKALMM.

gest-key key_id {md5 | - key_id — vnpeHTudunkaTop KNtoYa;

sha-1 | sha-224 | sha- - md5 — wndposaTb KoY anroputmom MD5;

256 | sha-384 | sha- - sha-1 — wndposatb KAy anroputmom SHA-1;
512} string key_id (0..255) - sha-224 — wudposaTtb Kntoy anroputmom SHA-224;

- sha-256 — wnposaThb Koy anroputmom SHA-256;
- sha-384 — wudposaTtb Kntou anroputmom SHA-384;
- sha-512 — wudposaTtb Kntoy anroputmom SHA-512;
- string — naponb.

Y4anuTb KoY ayTeHTUGMKALMM.

ip ospf key

key _id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YCTaHOBWTbL NapameTpbl A/1a KAtoYa ayTeEHTUPUKALUN.

- start-accept — 3a4aTb BpemMsa, HauMHaA C KOTOPOro AeNCTBYeT
K/tOY Ha NpUEMm;

- start-generate — 3aaTb BpemMs, Ha4YMHasA C KOTOPOro Aeit-
CTBYET KJItOY Ha Nepeaady;

- stop-accept — 3a4aTb BpeMS, 4,0 KOTOPOTo AENCTBYET KJIOY Ha
npuém;

- stop-generate — 334aTb Bpems, 0 KOTOPOro AeNcTBYeT KoY
Ha nepepavy.

CbpocuTb NapameTpbl AN KAtoYa ayTeHTUdUKaLmMK.

KomaHOwb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexkume Privileged EXEC:

console#

Tabnunua 222 — KomaHabl pexkmma Privileged EXEC ana OSPFv2

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip ospf

OT06pasunTb KoHdUrypaumuto OSPF.

show ip ospf neighbor

OT106pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ip ospf route

OT06pasunTb Tabanuy mapwpyTtmnsaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoOHPUrypaumto OSPF-uHTepdelicos.
- vlan — ans KoHKpeTHoro uHtepderica VLAN.

show ip ospf virtual-links

OT06pasunTb NapameTpbl U TEKYLLEe COCTOAHUE BUPTYaNbHbIX
JINHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OT06pa3mnTb cocTosiHMe 6a3bl faHHbIX NpoToKosa OSPF.
- adv-router — 419 KOHKPETHOIO MapLIPYTM3aTOPa;
- self-originate — ans nokanbHOro mapLpyTM3saTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |

A.B.C.D: IP-agpec

OT06pasunTb cocTosiHMe H6a3bl AaHHbIX NpoTokona OSPF, TonbKo,
Ansa onpenenéHHblx TMnos LSA:
- asbr-summary — gna LSA tTun-4;
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summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

- external — gns LSA Tun-5 n Tun-7;
- network — gna LSA tmn-2;

- nssa-external — ana LSA tun-7;

- summary — ana LSA tun-3;

- opaque-area — gnqa LSA tmn-10;

- opaque-as — gna LSA tun-11;

- opaque-link — gns LSA Tun-9;

- router — ana LSA tun-1.

show ip ospf database
database-summary

OT06pasunTb 06LLYH CTAaTUCTURY ANA 6a3bl gaHHbIX OSPF.

show ip ospf area_id data-
base

area_id: naeHTndmkaTop
30HbI

OT06pasunTb cocToaHUe 6asbl AaHHbIX NpoTokona OSPF ana
onpeaenéHHOM 30HblI.

show ip ospf border-rout-
ers

OTO6pPa3snTb CNNCOK NOrpaHUYHbIX MapLLPYTU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OT106pasnTb CyMMUPOBAHHbIE MapLIPYTbI:
- summary-address — gns LSA Tun-5 n Tun-7;
- area-range — gna LSA tun-3.

4.28.4 Hacmpoiika npomokona OSPFv3

! dyHKuua OSPFv3 He noaaeprkaHa B cTeke B TeKyleii Bepcum MO.

KomaHObI pexcuma 2n06aabHol KoHu2ypauyuu 019 OSPFv3

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (confiqg) #

Tabnunua 223 — KomaHabl pexuma rnobanbHoi KoHdurypaumm OSPFv3

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo ymMoa4YaHuto
ipv6 router ospf -/- 3alTu B pexkum KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npoyecca OSPFv3

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnme KoHdurypaumm npouecca OSPFv3:

console (config-router) #

Tabnnua 224 — KomaHgbl pexuma KoHdurypaumm npouecca OSPFv3

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
shutdown Bbikntountb OSPF-npouecc.
-/Bbik/IOYeH V Mo ymonuaHuto OSPF-npoLecc BbIKAOYEH.

no shutdown

Bkatounte OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIK/IOYEHO

BKAHOYNTD TPAHCAALMIO MapLIpyTa MO YMONYaHUIO (YCTaHOBUTL P-
61T) B NSSA Ha ASBR, KoTopbIit He siBasieTca ABR.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

Pa3pelunTtb aHOHCMpOBaHMe connected-mapLUpPyTOB.

3anpeTuTb aHOHCMpPOBaHWe connected-MapLUpPyTOB.

redistribute static

no redistribute static

-/BbIK/IIOYEHO

Pa3pelunTb aHOHCMpPOBaHNE CTaTUYECKMUX MApLUPYTOB.

3al'lpeTI/ITb AHOHCMPOBaHME CTaTUYECKUX MapLUPYTOB.

redistribute bgp

-/BbIK/IOYEHO

PaspewnTb aHOHCMPOBaHWE MapLUPYTOB, NOJYYEHHbIX MO NPOTO-
Kkony BGP.
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no redistribute bgp

3anpeTnTb aHOHCMPOBaHWE MAPLLPYTOB, MOJIYYEHHbIX NO NPOTO-
kony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: naeHtndukatop
mapuwpyTtusaTopa B dop-
mare IPv4-agpeca/auto

YCTaHOBUTb MAEHTUOMKATOP MapLIpyTU3aTOPa, KOTOPbIA YHU-
KanbHO MAEHTUPULMPYET MapLIpyTU3aTOP B Npeaenax oLHOM as-
TOHOMHOW CUCTEMDbI:

- A.B.C.D —3apaTb naeHTUPUKATOP BPYUHY!IO;

- auto — B KauecTBe router-id 6yayT UCN0/b30BaHbI NOCNEAHME Ye-
Tbipe 6aliTa 6a3oBoro MAC-agpeca KommyTaTopa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: upeHtnduratop
30HbI B popmarte IPv4-ag-
peca

YCTaHOBUTb ANA YKa3aHHOW 30HbI TUN stub. 30Ha — COBOKYMHOCTb
ceTeil M MapLLpPYTU3aTOPOB, UMEIOLLMX O4UH U TOT e MAEHTUDMKA-
Top.

- no-summary — He OTNPaBAATbL MHGOPMALLMIO O CYMMMUPOBAHHbIX
BHELUHWX MapLIpyTax.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: ngeHtndmkatop
30HbI B popmarte IPv4-ag-
peca

YcTaHOBUTL A/19 YKa3aHHOM 30HbI TUN NSSA.
- no-summary — He oTNPaBAATb MHPOPMALMIO O CYMMMUPOBAHHbIX
BHELWHMX MapLUpyTax.

YCTaHOBUTb 3HaYeHWe No ymondaHuio. B cayvae ykasaHmAa napa-
MeTpa BEPHYTb €ro 3Ha4yeHne No ymon4aHuto.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: naeHtndukatop
30HbI B popmarte IPv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTL LIEHY A9 W33 N0 YMOYaHUIO B aHOHCaX ANA 30H
stub 1 NSSA.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: ngeHtndmkartop
30HbI B popmarte IPv4-ag-
peca

YCTaHOBUTL TUN ANA MapLlupyTa No ymoadaHuio B NSSA:
- type 1 —tun external-1;
- type 2 — Tun external-2.

YCTaHOBWTL TUN A8 MApLIpyTa N0 YMOYaHMUIO Kak external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: ngeHtndukartop
30Hbl B dopmare IPv4-aa-

BbINONHUTL CyMMMPOBAHME MapLIPYTOB, NONAAAIOLWMX NOL YKa-
3aHHbIM AManasoH.

- summary — 419 MeX30Ha/IbHbIX MapwpyToB (LSA Tmn-3);

- Type7 — gna BHeWHUX mappyTos n3 NSSA B marnctpasnbHyto
30HY;

- advertise — 06bABMTb YKa3aHHbIM MapLUPYT;

no area A.B.C.D summary-
prefix ip_addr prefix_length

peca . o
- not-advertise — He 06bABNATL YKa3aHHbIN MapLIPYT.
no area A.B.C.D range YaanuTb CymMUpOBaHME MapLUpyToB ana AaHHOM OSPF-30HbI.
ip_addr prefix_length {sum-
mary | Type7}
area A.B.C.D summary-pre- BbINOAHWUTL CyMMMPOBaHME BHELIHUX MapLLPYTOB.
fix ip_addr pre- - ip_addr —|P-agpec cetu;
fix_length [advertise | al- - prefix_length — IP-macka cetu;
lowAll | denyAll | not-ad- - advertise — cymMnpOBaHHbIN MapwpyT obbaBnaeTca B8 LSA tun-7
vertise] ana NSSA; He 06BABAAETCA eC/IM TPAHCNALMA NPOUCXOAUT U3 Ma-
[translation {disabled | TMCTPaNbHOM 30HbI B NSSA;
enabled}] - allowAll — npaBuio NnpuMeHseTcs, TOIbKO, CO CTOPOHbI Maru-
CTPanbHOW 30HbI; CYMMUPOBAHHbIA MapLipyT obbAsaAeTca B LSA
TUN-7, €CAN TPAHCAALMA NPOUCXOAUT U3 MarnMcTpaibHOM 30HbI B
NSSA;
-/0TK/OYEHO - denyAll — npaBMNO NPUMEHAETCA TO/IbKO CO CTOPOHbI Maru-

CTPanbHOW 30HbI; CYMMUPOBAHHbIM MapLIPYT He 0bbABnsAeTCA;

- not-advertise — cyMMUPOBaHHbIA MapLLPyT He 06bABAAETCA B
NSSA; o6basnaetcs B LSA TMN-7 eCnun TPAHCAALMA NPOUCXOLUT U3
MarmcTpanbHoi 30Hbl B NSSA;

- translation disabled — He ycTaHaBnnBaTb P-6UT B reHepupyembix
LSA Tun-7;

- translation enabled — yctaHoBUTbL P-6UT B reHepupyembix LSA
™n-7.

BbIKNIOYUTL CyMMMPOBAHUE BHELLHUX MapLLPYyTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: ngeHtnduratop
30HbI B opmarte IPv4-ag-
peca

YCTaHOBUTb posb TpaHcaATopa B NSSA 30He.
- always — TpaHcamMpoBaTh Bcerga LSA Tmn-7 B LSA TMn-5;
- candidate — yyacTBOBaTb B Npouecce Bbibopa TpaHCAATOpA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHpa,

Mepuopg, cTabunnsaumm B ceKyHAaxX, ANA TpaHcaaTopa B NSSA.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ag-
peca;

E.F.G.H: upeHtudukatop
MapLIpyTU3aTopa HasHaue-
HuA B dpopmare IPv4-ag-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHga;
hello: (1..65535)/10 cekyHa,
ret: (1..1800)/5 cekyHa;
delay: (1..1800)/1 cekyHaa

Co3zaTb BUPTYasibHOE COeAUHEHUE MEXAY MarucTpaabHOM U He-
MarucTpanbHOM 30HaMK, MeXAY KOTOPbIMU NPUCYTCTBYET Apyras
HemarucTpanbHaa 30Ha.

- index — yKa3aTb MHAEKC, KOTOPbIN byaeT naeHTMonUMpoBaTL
[OAHHbIN BUPTYanbHbIA KaHan;

- dead-interval — yka3atb dead-uHTepBan;

- hello-interval — yka3atb hello-uHtepsan;

- retransmit-interval — ykasatb nHTepBan mexay NoBTOPHbIMMU Ne-
pepavamu;

- transmit-delay — ykasatb npumepHoe Bpems nepesayn nakerta B
ceTu.

YLanuTb BUPTyanbHOE COeAUHEHME.

passive-interface

no passive-interface

-/BbIKNIOYEHO

3anpetutb ana scex IP-uHTepdencos, co3gaHHbIX Nocae BBOAA
[AHHOW KOMaHZbl, 06MeEHMBATBLCA NPOTOKO/IbHBIMU COOBLLLEHM-
AMU C coceaamu.

YCTaHOBWUTb 3HaYeHME N0 YMOAYAHMUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTbL NAapameTpbl PeAUCTPUOYLUN ANA BHELLHUX MapLIpY-
TOB.

- ip_addr — IP-agpec ceTn Ha3HayeHus;

- prefix_length — IP-macka ceTy;

- metric-value — yCTaHOBWUTb 3HAaYEHUE METPUKMU;

- metric-type asExttypel — yctaHOBWTb TMN mapwpyTa external-1;
- metric-type asExttype2 — yctaHOBWTb TMN MapwpyTa external-2.

Y[anuTb yCTaHOB/IEHHbIE NapaMeTpbl peaucTpmubyummn ansa 3agaH-
HOro MapLipyTa.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN 019 OSPFv3

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 225 — KomaHapl pexkuma KoHpurypaumm nHtepderica VLAN ana OSPFv3

KomaHda

3Ha4yeHue/3HayeHue no

YMOAYAHUIO

Aelicmeue

ipv6 ospf area A.B.C.D
no ipv6 ospf

A.B.C.D: naeHTMdMKaTOp 30HbI B

dopmarte IPv4-agpeca

Bkntounts OSPFV3 Ha uHTepdelice.

Bbikntountb OSPFV3 Ha nHTepdeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

Bbi6bpaTb TMN ceTu:

- broadcast — WwrpoKoBeLaTesibHaA CeTb C MHOECTBEHHbIM 4,0-
cTynom;

- non-broadcast — HelunpoKoBeLLaTelbHasA CETb, B AaHHOM C/y-

no ipv6 ospf neighbor
link_local_addr

point} -/broadcast Yae agpeca coceiHUX MapLLPYTM3aTOPOB HACTPaMUBAKOTCA BPYY-
HyI0;
- point-to-multipoint — mHoroToueuyHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».
no ipv6 ospf network YCTaHOBWTb 3HaY€HMeE N0 YMOYAHUIO.
ipv6 ospf neighbor [06aBuUTb CTaTMYECKOro cocesa:
link_local_addr - link_local_addr — ykasatb IPv6 link-local agpec cocega.
-/He 3aaaH

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHMA KaHaa, KoTopasn ABAAETCA YC/I0B-
HbIM MOKasaTenem "cToMmocTn" nepecbisIKK AaHHbIX NO KaHany.

YCTaHOBWTb 3HaY€HMe N0 YMOJIHaHUIO.

ipv6 ospf dead-interval
sec

sec: (1..65535)/40 cekyHg,

YCTaHOBWTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHWUMU KOTO-
poro cocep, 6yeT cuMTaTbCA HEAKTUBHBIM. ITOT MHTEPBAN AO/KEH
6bITb KpaTHbIM 3HauyeHuto hello-interval. Kak npasuno, dead-
interval paBeH 4 nHTepsanam otnpasku hello-nakeTos.
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no ipv6 ospf dead-in-
terval

YCTaHOBUTb 3HAYeHUe no YMO4aHUIO.

ipv6 ospf hello-interval
sec

no ipv6 ospf hello-in-
terval

sec: (1..65535)/10 cekyHa,

YCTaHOBUTb MHTEPBA/ BPEMEHM B CEKYHAAX, MO UCTEYEHUU KOTO-
pOro maplupyTusaTop oTrnpasaseT ciegyowmii hello-naker ¢ UH-
Tepdelica.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ipv6 ospf mtu-ignore
no ipv6 ospf mtu-ig-

-/BbIKNOYEHO

OTKAOUYNUTL NpoBepKy MTU npu ycTaHOBAEHUM COCEACTBA.

YCTaHOBWTb 3HaYEeHME N0 YMONYAHWUIO.

no ipv6 ospf priority

prior: (1..255)/1

nore
ipv6 ospf passive- 3anpetutsb IP-uHTepdeiricy 06MeHNBaTLCA NPOTOKObHBIMU CO06-
interface LLEHMAMM C coceaamm Yepes AaHHbI UHTepdelic.

no ipv6 ospf passive- /BblknioNEHO YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.

interface

ipv6 ospf priority prior YCcTaHOBWTb NPMOPUTET MapLLPYTU3aTOPa, KOTOPbIN UCNONb3YeTCA

ana Bbibopa DR v BDR.

YCTaHOBWUTb 3HAYeHME NOo YMOI4aHUIO.

ipv6 ospf poll-interval
sec

no ipv6 ospf poll-inter-
val

sec: (1..65535)/120 ceKkyHa,

YcTaHOBUTL Nepuos mexay nocblikon hello-naketos gns Heak-
TMBHOro non-broadcast cocega.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf retransmit-
interval sec

no ipvé6 ospf retrans-
mit-interval

sec: (1..1800)/5 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHUU KOTO-
pOro MapLLpyTM3aToOp NOBTOPHO OTNPABUT MNAKeT, Ha KOTOPbIN He
Noy4YMA NOATBEPIKAEHNA O MOAYYEHUMN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHg,

YCTaHOBUTb NPUMeEPHOEe BpemMa B CEKYHAaxX, Heobxoammoe ans
nepeAayn naketa CoCTOAHMA KaHana.

YCTaHOBUTb 3HAYEHUeE Mo YMOI4aHUIO.

ipv6 ospf demand-
circuit

no ipv6 ospf demand-
circuit

-/BbIK/IIOYEHO

BKntounTb NnogasneHune otnpaeku hello-coobuweHnin (gns nHtep-
¢delicos TMNa point-to-point u point-to-multipoint) n nepnogunue-
CKUX 0bHOBNEHWMIA LSA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#

Tabnuua 226 — KomaHapbl pexkmuma Privileged EXEC ana OSPFv3

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ipv6 ospf

OT106pasunTb KoHdUrypauuto OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

OTO6pa3MTb cocTosfHMe 6a3bl AAHHbIX KOHKPETHOVI 30HbI.

show ipv6 ospf border-
routers

OT06pasmnTb CMUCOK NOTPaHUYHbBIX MapLUPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OT06pasmnTb cocTosiHME Ha3bl AaHHbIX NpoToKkona OSPF:
- as-external — ana LSA tmn-5 v Tun-7;

- inter-prefix — gns LSA tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tun-9;

- link — gns LSA TMn-§;

- network — ana LSA tun-2;

- nssa — ana LSA tun-7;

- router — gna LSA tun-1;

- HEX — oTo6pa3utb nHdpopmaumio B 16-om Buae;

- detail — oTo6pasunTb getanbHyo MHPopmaLmio 06 LSA.
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show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoHPUrypauuto OSPF-uHTepdelicos.
- vlan — gns KoHKpeTHoro nHTepdeica VLAN.

show ipv6 ospf neighbor

- OT106pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OTO6Pa3nTb CTAaTUCTUKY MO NaKeTaMm.

show ipv6 ospf redist-con-
fig

OT06pa3nTb KOHUrypauuto peaucTpnbyumnn.

show ipv6 ospf route

- OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ipv6 ospf virtual-links

KOB.

OTO6pasnTb NapaMeTpbl U TEKYLLLEE COCTOAHUE BUPTYabHbIX INH-

4.28.5 Hacmpoiika npomokona RIP

! ®dyHKuua RIP He noapeprkaHa B cTeKe B TeKyuiei Bepcum MO.

RIP — (Routing Information Protocol) npoTokon mapLupyTHON MHPOPMALMK, OTHOCALLMIACA K BHYT-
PEHHUM NPOTOKONAaM MapLLPYTM3aLMN ANCTAaHLMOHHO-BEKTOPHOrO TUNa.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config)

#

Tabnnua 227 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymoa4YaHuro
router rip -/- 3aliTK B peXmMm KoHpurypaumm npouecca RIP.

KomaHOsI pexcuma npouecca RIP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npouecca RIP:

console (config-

router) #

Tabnnua 228 — KomaHabl pexkuma KoHpurypauum npouecca RIP

KomaHoa

3HayeHue/3HayeHue rno
YMOAYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIK/IOYEHO

YCTaHOBWUTbL aBTOMaTUYECKOE CYMMMUPOBAHKE Mo
Kfiaccy cetu:

- enable — BKAOUUTD;

- disable — BbIKNHOYNTL.

default-metric

metric: (1..16)/3

no default-metric

YCTaHOBUTb 3HAYEHWE METPMKM NO YMOYAHUIO ANA
MapLIPYTOB, NONYYEHHbIX U3 APYrMX MPOTOKO/OB.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

distance distance

distance: (1..255)/121

YCTaHOBUTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapuwpyTos RIP.

ip_addr:A.B.C.D
vlan_id: (1..4094)

vlan_id]

no network ip_addr [unnum vlan

no distance YCTaHOBUTb 3HAYEHWE MO YMOJIHAHUIO.
network ip_addr [unnum vilan Bkntoumtb RIP Ha IP-uHTepdelice.
vlan_id] - unnum — RIP 6yzeT BKAOYEH Ha UHTepdelice, Ha Ko-

Topom He 3agaH IP-agpec, u RIP-coobieHna byayT oT-
NpaBAATbCS OT agpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.
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output-delay

no output-delay

-/BbIKNOYEHO

BKNOUNTL 3aZepKKY Mexay nakeTamu RIP-coobuye-
HWUA.

BbIK/IOUNTD 3aZEePXKKY Mexay naketamu RIP-coobuye-
HUN.

passive-interface {gigabitether-
net gi_port | twopointfivegiga-
bitethernet two_port | tengiga-
bitethernet te_port | vlan
vlan_id}

no passive-interface {giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port | vlan
vlan_id}

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-nHTEpdeiicy nocblnate U NpuHMMmaTh RIP-
coobuieHus.

PaspewunTsb IP-MHTepdeiicy nocbinaTtb U NPUHUMATD
RIP-coobuieHus.

redistribute connected

no redistribute connected

-/BbIKOYEHO

Pa3pelnTts aHOHCMpOBaHWe connected-mapLUpyToOB.

3anpeTnTb aHOHCMpPOBaHUe connected-mapLIpyTos.

redistribute static

no redistribute static

-/BbIK/IIOYEHO

Pa3pelunTs aHOHCMPOBaHME CTaTUYECKUX MaPLLPYTOB.

3anpeTnTb aHOHCUPOBAHUE CTATUYECKMX MAPLIPYTOB.

redistribute ospf

no redistribute ospf

-/BbIKNOYEHO

PaspewunTb aHOHCMpPOBaHWE MapLUPYTOB, NOYYEHHbIX
no npotokony OSPF.

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, NOAYYEHHbIX
no npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIKNIOYEHO

Pa3pelwmnTb aHOHCMpPOBaHWE MApPLUPYTOB, NOJYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCMpPOBaHWE MapLUPYTOB, NOAYYEHHbIX
no npotokony BGP.

redistribute all

no redistribute all

-/BbIK/IIOYEHO

PaspelwnTb aHOHCMPOBAHME MAPLLIPYTOB U3 BCEX MOA-
[EePKUBAEMbIX MPOTOKO/I0B.

3anpeTuTb aHOHCMPOBAHWE MAPLIPYTOB 13 BCEX MOA-
[ep¥KMBAEMbIX NPOTOKO/IOB.

security {maximum | minimum}

no security

-/maximum

YCTaHOBUTb YpOBEHb HE30MacHOCTU:

- maximum — RIPv1-nakeTbl 6yayT rHopupoBaTbcs,
KOr4a BKAOYEHA ayTeHTUdMKauma;

- minimum — RIPv1-nakeTbl 6yayT npuHUMaThCA,
Oaxe ecnv ayTeHTUdMKaLmMa BKAOYEHa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

version {1[2] | 2[1] | none}

no version

-/NO YMONYaHUIO yCTAHOB-
neHbl n 11 2 Bepcun

YctaHoBuTb Bepcumio RIP:

-1 — RIPv];

-2 — RIPv2;

- none — He nocbinatb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 229 — KomaHabl pexkmma KoHourypauum uHtepdeiica VLAN

KomaHda

3HayeHue/3Ha4yeHue no ymonya-

HUK

Aelicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/IIOYEHO

YCTaHOBUWTb LWAKO3 MO YMOYaHWUIO B Tabauuy mapLu-
pyTM3auum, ecam oH npucyTcteyet B RIP-coobuie-
HUAX.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BK/ItOUMTL 06bABNEHME LWHO3a NO YMONYAHUIO:
- metric — MeTpuKa Ana MapLupyTa No YMOYAHUIO.

BbIKNtounTb 06BABNEHME WAtO3a NO YMONYaHUIO.

ip rip receive version
{10211 2[1] | none}

-/No yMOA4YaHuIo ycTaHoBAEHbI U 1 1 2

BEpCcUU

YctaHosuTb Bepcuto RIP ana npuHMmaemblix nake-
TOB:
-1—RIPv],;
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no ip rip receive ver-
sion

-2 — RIPv2;
- none — He nocbiiatb RIP-coobueHus.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ip rip send version {1
[2] | 2[1] | none}

YctaHoBUTb Bepcuio RIP gna otnpasasemblix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/No yMon4aHuio yctaHoBAEHbl M 1 1 2 -1 — RIPvl;
Bepcum -2 — RIPv2;
- none — He nocbiiatb RIP-coobuieHus.
no ip rip send version YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
ip rip split-horizon BKAOUMTL paclienseHmne ropmMsoHTa.
[poisson] - poisson — peBepCcUBHO 06BABNATL CETU, NPUHATbIE
-/BKniodero Ha TeKyLLeM MHTepdence Kak HeJOCTUNRUMBIE.
no ip rip split-horizon BbIKNOUNTb pacuienieHne ropusoHTa.
ip rip summary-ad- BbINOAHUTL CymMMMpOBaHME MapLLpPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceT HasHayeHus;
fix_length / - prefix_length — IP-macka ceTu.

BbIK/IOYMTL CYMMMPOBaHME MApPLUPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHa;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 cekyHa,

YCTaHOBWTb 3HAYEHWNA TalMepoB.

- update — NHTEpBaAN mexay oTnpasaeHnem ob6HOB-
NeHuni;

- invalid — wHTepBan, Nnocne KOTOPOro MapLIpPyThI
6yyT NOMEeYEHbI KaK HEAOCTUXKUMbIE, EC/ZIN OHU He
06HOBAANUCD;

- garbage — vHTepBan, Nocae KOTOPOro MapLIpyTbl
6yAyT yaaneHbl, eciv OHU He 0BHOBAANUCD.

YCTaHOBUTb 3HAYEHUA Mo YMONYaHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIK/OYEHO

Bkntountb RIP-ayTeHTMOUKALMIO 1 3a4aTb €€ TUN.
- md5 — ncnonb3osaTb WnpposaHne MD5;

- sha-1 — ucnonb3osaTb WndpposaHme SHA-1;

- sha-256 — vcnonb3osatb WudposaHue SHA-256;
- sha-384 — vcnonb3osatb WwWundposaHue SHA-384;
- sha-512 — vcnonb3oBath WndpposaHune SHA-512;
- text key — He ncnonb3oBath WKppoBaHue (na-
ponb nepenaérca B OTKPLITOM BUAE);

- string — naponb.

BbikntounTtb RIP-ayTeHTUdMKaLMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonoB

[06aBuUTb KNOY ayTEHTUOUKAL MM,
- key_id — npeHTUdMKaTOp KAtOYa;
- String — naponb.

YAannTb KoY.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCTaHOBWUTbL NAapameTpbl A1A KNtoYa ayTeHTUdmKa-
Lumu.

- start-accept — 3agaTtb Bpema, Ha4MHaa C KOTOPOro
LENCTBYET KoY Ha NPUEM;

- start-generate — 3agatb Bpems, Ha4YMHaA € KOTO-
poro AenCTBYeT KAtoY Ha nepeaady;

- stop-accept — 3agaTtb Bpems, 40 KOTOPOro Aen-
CTBYET K/t0Y HA NPUEM;

- stop-generate — 334aTb Bpems, 40 KOTOPOro Aei-
CTBYET K/t0Y Ha nepejavy;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3HayeHune
no ymon4daHuio ana start-accept un start-generate:
2000-01-01,00:00:00.

KomaHOb! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#
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Tabnnuya 230 — KomaHgb! pexunma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

show ip rip authentication

OT106pasnTb MHPOPMaLMIO O ayTEHTUDUKALMM.

show ip rip database
[ip_addr prefix_length]

OTo6pa3unTb 6a3y AaHHbIX.
- ip_addr — |P-agpec ceTu;

- prefix_length — IP-macka ceTu.

show ip rip peerinfo -

0T06pasunTb MHGOPMALMIO O coCeasX.

show ip rip statistics

OT06pasunTb 06LLYI0 CTATUCTUKY U CTAaTUCTUKY MO UHTEP-
delicam.

.‘

.‘

4.29 O6HoBNEeHMe NporpammHoro obecneueHus c cepsepa TFTP

Cepsep TFTP ponxeH 6biTb 3anyLieH U HACTPOEH Ha KOMNbIOTepe, ¢ KoToporo 6yaer 3arpy-
}KaTbca nporpammHoe obecneyeHune. CepBep A0NKEH UMETb pa3pelueHue Ha YTeHue Ppau-
I0B Ha4YaNbHOro 3arpysunka u/mam cucrtemuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEpPOM A0/KeH 6bITb A0CTyNeH 418 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KOMMyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec KomnbioTepa).

O6HoBneHue nporpammHoro obecneuyeHua moxert OoCyLwecTBNIATbCA TO/IbKO NnpuBunernpo-
BaHHbIM NOJib3oBaTe/sieM.

O6HoBneHMe nporpamHoro obecneyeHna ¢ USB-HaKonutens BO3MOXKHO TOJIbKO ANA YCT-
poicTB ¢ Haanunem USB-nopra

MNpu o6HoBNeHUn obpasa nporpammHoro obecneyeHusa Ao sBepcun HuKe 10.4.0 Heobxo-
AUMO YUMTbIBATb cegyolme 0co6eHHOCTU, NpuBeAEHHbIE MO CCblIKe.

4.29.1 ObHOBMEHUE cuCMeMHO020 NPo2PamMmMHO20 obecnevyeHus

3arpyska ycCTpoOKCTBa OCyLLecTBAAeTcA U3 ¢aiiia CMCTeMHOro nporpammHoro obecnedvenus (MO),

KOTOpPbIA XpaHuUTcA BO ¢naw-namatn. MNpu obHoBNeHUM HOBbIM daiin cuctemHoro MO coxpaHsAeTca B
cneumanbHO BblgeneHHOM obnacti namaTu. lNpu 3arpyske yYCTPOMCTBO 3anycKaeT aKTMBHbIN daiin
cuctemHoro MNO.

Mpoueaypa obHoBneHuA MO:

CKonunpoBsaTb HOBbIN dalii NPorpaMmHOro obecrneyeHms Ha YCTPOMCTBO B BblAgeeHHYI0 061acTb Na-

MATU. DopmMaT KOMaHAbI:
console# copy tftp://tftp ip address[:port]/[directory]/filename image
Nnu KomaHgon:
console# firmware upgrade
tftp://tftp_ip_address[:port]/[directoryl/filename
Mpumep KomaHabl ans 3arpysku MO yepes sftp:
console# copy
sftp://username:password@Tftp ip address[:port]//[directory]/filename
image
Mpumep KomaHAabl gna 3arpysku MO ¢ USB-HakonuTena:
console# copy usb://[directory]/filename image
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HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOM nocne nepes3arpyskmn Kommyrtartopa.

[na npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecnedyeHma U UX akTUBHOCTU BBeAUTE KOMaHIY
show bootvar:

console# show bootvar

4.30 Pexxum otnagKu

Pexxum oTnagku no3BOSIAET CHMMaTb AOMOJIHUTE/IbHYIO AMArHOCTUYECKYlD MWHPopmauumilo ¢
yCTpoicTBa.

KomaHObl pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 231 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
debug iss enable { init-shut | BKNOYNTL reHepaumio OTAaL0UYHbIX COOBLLEHNI ANA KOHKPETHOro
management-trc | data-path- 610Ka CMCTEMHOro MoAyAA iss.
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail} /disable
debug iss disable { init-shut | BbIKNOUYUTb reHepauuio OTNaA0YHbIX COODOLLEHUI ANA KOHKpeT-
management-trc | data-path- HOro 6/710Ka CUCTEMHOrO MOAYAA iss.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}
KomaHOb! pexcuma EXEC
Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 232 — Komanapl pexkuma EXEC
Komanda 3HayeHue/3HayeHue leiicmeue
no yMon4YaHuio
no debug all - OTK/IO4UTD BbIBOZ, BCEX OT/IAA04YHbIX COOBOLEHNN.
dump sockets - MPOCMOTp BCEX COKETOB B cUCTEME.
dump mem Jocation [len byte] location: (1..0xffffffff); OT06pasnTb CoAepXMMOro NamaTh M3 3aZaHHOW obnactv na-
byte: (1..256) MATU.
dump {task | sem | que} name MoKasaTb AeTanum 3a4aum, odepeam uam cemacdopa npu npucsoe-
[name] - HUW UMEHM TacKa.
- name — Ha3BaHMe TacKa.
debug test mem alloc bytes bytes: (1..4294967295) BblaennTb 6710Ka NamaATK ¢ 3a4aHHbIM B 6aiiTax pasmepom.
debug test mem free - OcB0o60AMTb BblAENEHHbI 610K NamATH.
debug show sensor . OT06pa3nTb 3HaYEHUA AaTYMKA TemnepaTypbl.
temprerature index index: (0..3)

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunuya 233 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HavyeHue
110 yMon4aHuio

Aelicmeue

debug np module { all | aps |
cfa| eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKNOUUTL reHepaumio oT1agouHbIX coobuieHuni ans NPAPI ans
yKa3aHHOro moayns.

BbIKNHOUYNTb reHepaLmio OT1aA04HbIX coobleHnit gna NPAPI ans
yKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port
|tengigabitethernet te_port |
port-channel group]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OT06pa3unTb KoHPUrypaumio nopta NPAPI.

debug show ip arp np
interfaces

OTob6pa3unTb aepeso nHtepdelicos ARP B NPAPI.

4.30.1 KomaHOdbl omnaadku 0118 uimepgpelicoe

[aHHbIN pexXnm OTNagKM YCTaHaBAMBAET TPACCUPOBKM AN MHTEPDENCOB ANA YKa3aHHOro YpOBHSA

severity.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnuua 234 — KomaHgpl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BK/IIOUMTb reHepaLmio OTNaA04HbIX COOBLIEHNIA ANA BCeX BUAO0B
TPacCUPOBOK.

BbIKNHOUMTb reHepauuio 0TAaA04HbIX CO0bLWEHMI ana uHTepdein-
CcoB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BkAtounTb TpaccupoBku gamna naketos ARP.

BbIKNHOUMTbL TPACCUMPOBKM gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/IIOYMTb reHepaLmio OTAag0uHbIX COOBLLEHMI 419 NaKeTHOro
bydepa.

BbIKNIOYUTL reHepaLuio 0TNaf04HbIX COOBLLEHWI ANA NAKETHOTO
byodepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

BK/ItOUMTL TPacCcMpoBKM Aamna naketos Ethernet.

BbikntounTb TPACCUPOBKKU Aamna NakeTos Ethernet.

debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

Bkatountb reHepauunio oTnago4HbIX C006|J.I|eHMi/lI npu BO3HUKHO-
BEHUU BCeX BUOOB C6OEB, BK/1KO4aA BaMAaUMIO NAKETOB.

BbIKNHOUYMTb reHepaLuio 0TAaA04HbIX COOBLLEHNIA NPY BO3HUKHO-
BeHuu cboes.
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debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKkAouMTbL TpaccMpoBKM gamna nakeTos IP.

BbIKNtOUNTb TPACCMPOBKM Aamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHepupoBaTb OTNaZ04HbIE cO0bLeHua ans pecypcos OC.

BbIK/IHOUNTL reHepaLmio OTIaL04YHbIX COOBLLEHNIA 418 pecypcoB
OcC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BKNHOUNTL FreHepaumio OTNaL04HbIX COOBLLLEHMI CAEKEHMUA UH-
Tepdelica.

BbIK/IOYNTb FreHEPaLMIO OTIaA0UHbIX COOBLLEHNIA CNEXKEHUS UH-
Tepdelica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BK/IIOUNTB reHepaLMio OTNaf404HbIX COOOLLLEHMI OLIMBOK UHTEp-
delicos.

BbIK/NIOUNTL reHepaLmio OTNa404HbIX COODLLEeHMI OWNBOK MH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 235 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
o0 yMon4YaHuo

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BKNOUMTL reHepauuio BCex OT/Naf0uHbIX COObOLLEeHMI Mmoayns
VLAN.

BbIK/IOYMTbL reHepaLmio BCeX OTAaZ0UHbIX COOBLLEHN moaynn
VLAN.

debug vlan all-module

no debug vlan all-module

BK/IOUMTL reHepaLmio OTNAZ0YHbIX COOBLLEHMI, Kacalowmxcs
npuopm1TeTa, M36bLITOYHOCTH, Nepesaqn TpadmKa.

BbIK/IOUMTL reHepaumio OTAa404YHbIX COOBLLEHMIM, Kacatowmxcs
npuopuTeTa, n3BbITOYHOCTH, Nepesadn Tpaduka.

debug vlan buffer

no debug vlan buffer

BKAOYUTB reHepaunio oTaafouHbIX coobueHuit bydepos vian.

BbIKNOUNTB reHepaLmio 0T1aA04HbIX coobleHuii bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKAOUMTL reHepauuio OTNAZO0UYHbIX COOBLEHUI ynpasaeHus
vlan.

BbIK/NIOUNTL TEeHepaumio OTNaA0uYHbIX COOBLLIEeHUI ynpasaeHus
vlan.

debug vlan data

no debug vlan data

BKNOUMTDL reHepauuto OTNafZouHbIX COObLLeHM obmeHa AaH-
HbimM vian.

BbIK/IOYNTL reHepaLmio 0TNaf04HbIX COobLeHn obmeHa AaH-
HbimM vian.

debug vlan dump

no debug vlan dump

BKAOUNTB reHepaLmio 0TAag0uHbIX COOBLEHNIA 3aXBaTa NakeTos
vlan.

BbIKNHOUYNTL reHepaLmio 0TAag04HbIX COObLLEeHNA 3axBaTa nakKe-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNIOUMTL reHepaumio OT/af0uHbIX coobuweHnint 06 owmnbkax
vlan.

BbIKNOYNTL reHepaLmio OTNAaf04HbIX CoobWeHnit 06 owmnbKax
vlan.

debug vlan fwd

no debug vlan fwd

BK/IOUMTbL reHepaLmio 0T1af0uHbIX COOBLLIEHNI Nnepesaymn Tpa-
¢duKa vlan.

BbIKOUMTb reHepaLuio OT/1IaZl04HbIX COOBLLEHNIA Nepeaaym Tpa-
duKa vlan.
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debug vlan global

no debug vlan global

BKNIOUUTbL reHepaLmio OTNaA04HbIX CO0bLeHNI rnobasbHo Mo
moaynto vlan

BbIK/OUMTbL FreHepaunio 0TAag0uHbIX CO0bLLeHMI robanbHO no
mogaynto vlian

debug vlan initshut

no debug vlan initshut

BKNOUYNTL reHepaumio OTNaL0uHbIX COOBLWEHUIA USMEHEHMA CO-
cTosiHMA moayna vian.

BbIK/IOUNTb reHEPaLLMIO OTNIAA04HbIX COOBLLEHMI M3MEHEHMA CO-
CToAHUA moaynsa vian.

debug vlan mgmt

no debug vlan mgmt

BKNOUNTL TeHepaumio OTNAZO04YHbIX COOBLLEHUI ynpasieHun
vlan.

BbIKNOYMTL FreHepauuio OTNaf04HbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan os

no debug vlan os

BKNIOUUTL FreHepauuio OTNaA0uUHbIX COOBLEHUI AnA pecypcos
moayna vlan, kpome bydepos.

BbIK/NOYMTbL FreHepaLmio OTNaL04HbIX COOBLLEHNI aNa pecypcoB
mogyns vlan, Kpome 6ydepos.

debug vlan priority

no debug vlan priority

BKAOUNTL reHepauumio OTAaf0uHbIX COOBLLEHUIA NPUOPUTETOB
vlan.

BbIKNtOUNTb reHepaLmio 0T1af04YHbIX COOBLWEHNA NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKNOUMTL reHepaumio OTNaA04HbIX COOOWEHUA U3ObITOYHOCTM
vlan.

BbIKNOUYUTb reHepauunio 0TAa404HbIX COOBLWEHN N36bITOYHOCTM
vlan.

debug garp

no debug garp

-/BbIKNOYEHO

BKkntounTb oTnagKy npotokona GARP.

BbIKNOUMTb OTNaAKY NpoTokona GARP.

4.30.3 OmnaodkKa Ethernet-oam

KomaHOowbl pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnuua 236 — KomaHapl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug ethernet-oam all

no debug ethernet-oam all

BKNOUUTL reHepaL Mo BCeX OTIaA04HbIX COObLWEHN eoam.

BbIKNOUMTL reHepauuio Bcex OTNag0uHbIX C006LLI|EHVII71 eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BkntounTb reHepaumio coobuieHmnin bydbepos eoam.

BbIKNtOUNTL reHepaumio coobuieHuii bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BK/IIOUMTL reHepaLmio coobLLeHni KoHpUrypaumm eoam.

BbIK/NOUUTb reHepaLuio CoobLLEeHN KOHOUTypaLmum eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/IIOUMTL reHepaLmio coobLLeHni ynpasaeHmsa eoam.

BbIKNtoUnTL reHepaumio COOGLLI,eHI/IVI ynpasaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BK/IlOUMTL reHepaLmio coobLeHNit npouecca obHapy»KeHus co-
ceneit eoam.

BbIKNOUNTL reHepauuto coobLueHnit npoLecca 06Hapy»KeHUs co-
ceneit eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKNtounTb reHepaymto coobuieHnin owmnbok eoam.

BbIKNHOUNTbL reHepaLmto coobuieHunii owmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKAtOUNTL reHepauuio coobuieHmnit Bxoaa B GyHKLMM eoam.

BbIK/NOYNTb reHepaLmnio coobLLeHni BXoaa B GyHKLMKM eoam.
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debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKOYNTL reHepaumio coobLeHnin Boixoaa 13 GyHKLMIA eoam.

BbIK/MIOUNTD reHepaLmio COObLLLEHNI BbIXOAa U3 GYHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNHOUNTbL FreHepaumio COObLLEHN U3MEHEHUA COCTOAHMUA MO-
Ayns eoam.

BbIKNOUYNTL reHepaumio CoObLLEeHNA USMEHEHNA COCTOSHUA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAOUMTL reHepaumio coobuieHnit link-monitor eoam.

BbIK/MOUNTL reHepaumio coobuieHnit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAouMTb reHepauuio coobuieHnin remote-loopback eoam.

BbIK/OUNTB reHepaumtio coobleHnit remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKAHOUNTL reHepaumio coobLLeHMIt COCTOAHMI mux-parser eoam.

BbIKNOYNTL reHepaumio COObBLEHUIA COCTOAHUI Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKAOUMTL reHepaumto coobeHni ANna NakeTa eoam.

BbIK/IIOUMTL reHepaLmio coobLLeHMi AN NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKAOUMTL reHepauuto coobweHnii M36bITOYHOCTM eoam.

BbIK/NIOYNTL reHepaLmio coOobLLEeHNI N3ObITOYHOCTU eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKAtOUMTb reHepaLmio coobLLeHUI ANnA pecypcoB eoam, Kpome
bydepos.

BbIKNOUNTL reHepaLmio COObLLEHUI A5 PecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAOUMTL TeHepaumio COOBLEHUI yaaneHHOro obHapyKeHun
aBapwuit eoam.

BbIK/OYNTb FreHepaLmio CoobLLeHNI yaaneHHoro obHapyKeHus
aBapwuit eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKAOUUTb reHepaumio COobLLeHNI ANA 3HaYeHUn 3anpoCcoB-oT-
BETOB eoam.

BbIK/OUNTb reHepaL Mo coobLeHMn A5 3HAaYEHWUI 3aNPOCOB-0T-
BeToB eoam.

4.30.4 MypHanuposaHue omaado4Hbix coobuwjeHulii

C nomouibto gaHHOro 610Ka KOMaHA, HACTpPamBalOTCA MapaMeTpbl BeAeHUA XXYpHa/sa OT/1aAKUN B

cncreme.

HaseaHue ypHana cogeput B cebe gaty ero cosganus Ha flash.

KomaHObiI pexcuma 2106a16HOU KOHGpU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (config) #
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Tabnunua 237 — KomaHabl pexmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA, OT/IAZLOYHbIX COOBLLEHNI B KOHKpETHoe
pacnonoeHue.

console — B TepmMMHan KoHcoNW;

file — B oTaenbHbIN daiin Ha flash;

buffered-file — B oTaenbHbIN B6ydep, npu ucyepnaHum pecypca by-
depa — B paiin Ha flash.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug-logging log-path
{flash_url}
no debug-logging log-path

flash:/LogDir/Debug/

YcTaHOBUTL pacnonoxeHue dalina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHus.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

’ ' MHpopmauua o debug-logging log-path xpaHurtca B ¢paitne nvram. [jns Bo3Bpata AUPEKTO-
e puM no ymonuyaHuio Tpebyetcs ucnonb3oBatb KomaHay no debug-logging log-path uau

delete startup.

A

Mpu ucnonbsosaHum KomaHgbl clear logs debug file ctupaerca Bce cogepxumoe gupekTo-
puK, B KOTOpOWU HaxopAaTca ¢aitnbl KypHaNoB. PeKOMeHAYeTCa MCNO/Ib30BaTb OTAE/bHYIO

AVUPEKTOPUIO UN AUPEKTOPUIO NO YMOSUYAHUIO AR XPaHEHUA KYPHAN0B BO usbexaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

A

buffered-file}

KomaHOb! pexcuma EXEC

Bo3amo)Ha coBmecTHaa paborta kKomaHg debug-logging console u debug-logging {file |

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 238 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear logs debug file

OuncTUTb cogepRnmoe gupektopun ¢ debug-dpannamu.

4.30.5 KomaHObl a3 omaadku ¢hyHKYuli ynpasneHus

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 239 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

-/BbIK/IIOYEHO

no debug radius

BKNIOUMTL reHepaLmio OTAa04HbIX COOBLEHNI ANA NPOTOKoNA
RADIUS.

BbIK/NOUUTb reHepaLmio 0TAaA04HbIX COOBLLEHMI AR MPOTOKONA
RADIUS.
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debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/IIOYEHO

BKOUUTb reHepaumio 0TN1a404HbIX cOObLLEeHMIn Ana NPoTOoKoAa
TACACS.

BbIKNHOUYUTb reHepaLmio OTIaA04HbIX COOBLEHNI aNa NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IIOYEHO

BK/OYUTL reHepaumio 0TNago0uHbIX coobuieHunii gna SSH.

BbIKNOUYNTL reHepaLmio OTN1aA04HbIX coobueHuii gna SSH.

debug terminal take

no debug terminal take

-/BbIK/IIOYEHO

BK/OYNTL BbIBOA, OT/IaA04HbIX COOBLLEHUI B TEKYLLEN
SSH-/Telnet-ceccun.

BbIK/IOYNTb BbIBO/, OTN1AI04HbIX COOBLLLEHMI B TEKYLLEN
SSH-/Telnet-ceccun.

4.30.6 KomaHObI 018 omaadku npomokona DHCP

KomaHabl faHHOro 6/10Ka BKAOYAKOT OTCAeXuBaHne moayna DHCP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 240 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
o0 yMon4YaHuo

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIK/OYEHO

BKAOUMTL reHepaumto coobweHnin oTnaakm eyHkumm DHCP
Snooping.

BbIKNOUNTL reHepaLmio coobLLeHnin otnaakm ¢pyHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/OYEHO

BKAOUMTL reHepaumto Bcex coobuieHnin otnagkm ¢yHkummn DHCP
client.

BbIK/NIOYUMTL FeHepaumio BCeX COOBLEeHUA OTAaAKM GYHKLMM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKAOUNTL reHepaumto BbI6OPOUHbIX COOOLEHMI OTNAAKU PYHK-
umm DHCP client.

BbIKNOUMTL TeHepaumio BbIGOPOYHbLIX COOBLLEHWI OTNaAKK
¢dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKntouMTb reHepaumio coobuieHmii otnagkm ¢yHKumm DHCP re-
lay:

- all — Bce oTnagouHble coobuieHms;

- errors — 0TNafo4YHble COObLEeHNA NPU OLIMBKaX.

BbIKNOUNTL reHepaLmto coobuieHmii otnaakun dyHKumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIK/IOYEHO

BKNOUMTD reHepaumnio BbI6OPOYHbIX COOBLEHNI OTNAAKN DYHK-
unm DHCP server.

BbIK/MIOUNTL  FreHepauuio BblIBOPOYHbIX COOBLEHUA OTNAAKM
dyHKuum DHCP server.

debug show ip dhcp np
interfaces

MokaszaTb KOHOUTYpaLMio GYHKUMM KOHTPOA NpoToKosia DHCP.
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4.30.7 Omnadka pyHKyuu PPPoE-IA

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 241 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNIOUMTL reHepaumio BCex OTNaA04HbIX coobuweHuit PPPoOE-IA.

BbIKNOUUTb reHepaLmio BCEX OTNaZ04HbIX CO0bLLeHMI PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAtOUNTL reHepaLmio OT1aA04HbIX COOBLLLEHNI 0 BXoAe B PYHK-
unmn PPPoOE-IA.

BbIKNOUYUTb reHepaLmio BCeX OTNaA04HbIX coobLLeHnit PPPoE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKNOUMTL reHepauuio OTNaA0YHbIX COODOLLEHMI O BbIXOAe U3
dyHKum PPPOE-IA.

BbIKNOUYUTb reHepaLmio BCeX 0TNaA04HbIX coobLieHnit PPPoE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTL FreHepaumio OTNafouHbIX coobuweHnin 06 owmbkax
PPPoE-IA.

BbIKNtOUMTb reHepaLmio BCeX OTNaL04HbIX cOobLeHnn PPPoE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKNtounMTb reHepauuio OTNAfAOYHbIX COOOLEHMI O MakeTax
PPPOE-IA.

BbIKNtOUNTb reHepaLmio BCeX OTNaL04HbIX coobLeHnin PPPoE-IA.

4.30.8 Omnadka ¢pyHKkyuu DCS

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 242 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymoa4aHuro
debug dcs all BKNtOUMTL reHepaumto BCeX OTNaA04HbIX coobuweHui dcs.
no debug dcs i BbIKNHOUYMTb reHepaL Mo Bcex 0TNaf04HbIX CO0bLeHmit dcs.
debug dcs entry BKNtOUNTL reHepaLmio OT1aA04HbIX COOBLLEHNI 0 BXoAe B PYHK-
R umm dcs.
no debug dcs BbIKNOUMTb reHepaLmio BCeX OTN1aZ04HbIX COObLLeHMI dcs.
debug dcs exit BKNOUNTL reHepaumio OTNafO04HbIX COOBLWEHUI O Bbixoae M3
- byHKUMIA dcs.
no debug dcs BbIKNOUMTb reHepaLuio BCeX OTN1aA04HbIX CO0bLLeHMI dcs.
debug dcs fail BKNtOUNTL reHepaLmio 0T1aA04HbIX coobLeHui 06 owmnbKax dcs.
no debug dcs i BbIKNOUMTb reHepaLmio BCeX OTN1aZ04HbIX COObLLeHMI dcs.
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4.30.9 Omaadka ¢pyHkyuii QoS

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 243 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug gos buffer

no debug qos buffer

BKAOYNTbL reHepaumio OTNaA0uHbIX coobleHnn gna bydepos
QoS.

BbIK/IIOUNTb reHepauuto OTAaA0uHbIX coobueHnit ansa bydepos
QosS.

debug qos ctrl

no debug qos ctrl

BKNHOYMTb reHepaLmio 0T/1a404HbIX COOBLWEHNI ANA yNpaBaeHUA
QosS.

BbIKNOYNTL reHepaLmio OTIaf04YHbIX COODLEHUI ans ynpasie-
HuAa QoS.

debug qos dump

no debug qos dump

BKAHOUMTL reHepaLmio OTNaA04HbIX COObLLEeHUI No nakeTam QOS.

BbIKNOUNTL reHepaLMilo OTNAA0YHbIX COODOLEHUI MO MakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUMTL reHepauMilo OT/NIaf04YHbIX COODOLEHUI NO ownbKam
QosS.

BbIK/IOUNTL reHepaLmilo OTAaA0UYHbIX COOBLLEHMI NO OWNbKam
QosS.

debug gos init-shut

no debug qos init-shut

BKOUUTD reHepaumio OTAaf0uHbIX COOBWEHNI NO U3MEHEHMIO
coctoaHmna moayna QoS.

BbIK/NOYNTL reHepaumIo 0T1af04UHbIX COOBLLEHMI MO U3SMEHEHUIO
coctoaHmna moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNHOUMTD reHepaLmio OT1Ia404HbIX COOBLWEHNI ANA yNpaBaeHUA
QosS.

BbIKNOYNTL reHepaLmio OTNIaf04YHbIX COODLEeHUI ans ynpasne-
Hua QoS.

debug qos os

no debug qos os

BK/IOYNTb FeHepaLmio OTNaA0uHbIX COOBLEHMIt AN pecypcos
QoS, Kpome 6ydepos.

BbIK/MOYMTb reHepaumio 0TNaf0UHbIX CO0bLLEHNI ana pecypcoB
QoS, Kpome 6ydepos.

debug show qos meters

OT06pasnTb MHGOPMALLMIO O KOIMYECTBE BblAeNeHHbIX 1 cBObOA-
HbIX QoS Meters.

4.30.10 KomaHObI 018 omaadku npomokona SNTP

KomaHabl gaHHOro 6./10Ka N03BONIAOT CHAMATb AONO/THUTE/IbHYIO ANATrHOCTUYECKYHO I/IH(I)OpMaLI,I/IIO,CI,I'IFi npo-

TOoKona SNTP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 244 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

-/BbIK/IIOYEHO

BKHOYMTB reHepaumto oTAaLouHbIX coobuieHmsa 6aoka SNTP.
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no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

BbIKNOUMTb reHepaLmio 0TNaf04uHbIX CO0bLeHMA 6aoKa SNTP.

4.30.11 KomaHObl 013 omaadku npomokona STP

KomaHabl gaHHoro 610Ka MO3BO/AIOT CHUMATb AONO/THUTENbHYIO ANArHOCTUYECKYHO VIH(I)OpMaLI,VII'O ana

npotokona STP.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 245 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKOUNTL reHepaumio 0TAa40uHbIX COOBLLEHMI ANA NPOTOKONa
STP rnobanbHo.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIKNOYEHO

BKNOUMTL reHepaLmio BCeX OTN1aA04HbIX CO0BLLIEHMI ANA NPOTO-
Kona STP.

YCTaHOBWTb 3HaYeHMe N0 YMOJYAHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIKNOYEHO

BKNOUMTL reHepaumto cooblueHunii oTaagku gas npoTtokona STP
AN ANArHOCTUKM OLINBOK.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNOUMTL reHepaumio cooblueHuni oTaagkm gns npoTokona STP
Ana init u shutdown. 31a TpaccMpoBKa reHepupyeTcs Npu Heyaau-
HOM MW yCREeLWHOW UHMLMAAU3ALMM AN 3aKPbITUM mogyna STP.

YCTaHOBUTb 3HAYEHME MO YMONYAHWUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BKAtOUNTL reHepauuio coobLEeHMI OTNaAKM NPU ynpaBaeHuu
npoTokonom STP. OTnagouHble COOBLLEHNA FeHEePUPYIOTCA KaxK-
AOblV pas, Korga Bbl HacTpanBaeTe Kakne-nnbo dpyHkumm STP.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKNIOYEHO

BKNOUNTL FreHepaumio OTNPaBKKU OTAAL04HbIX COOBLEHMI Npu
HeyZLa4HOM U1 yCnewHOM BblaeneHnm namatm ana STP-npouecca.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IOYEHO

BKNOUUTL reHepaumio cooblueHunii oTnagku gas npoTtokona STP
npv HeyAauyHOM M yCnewHom npueme, nepegave n obpaboTtke
naketos BPDU.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IOYEHO

BKNtOUNTL reHepaLLmio COOBLLEHNI OTNAAKMN JNA COOLITUIA KOHOU-
rypauun npotokona STP. CoobuieHus reHepupytoTca npu
HacTpolike GyHKLMIA STP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IOYEHO

BK/lOUMTL reHepaLMio COOBLLEHNI OTAAAKM NPU HeyAauHOM,
yCrewHOoM 3anycKe, NPy OCTAaHOBKE UM Nepesanycke Talmepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobLEeHUIn OTAaAKM ANA NOPTOB, 3a4ei-
CTBOBaHHbIX B MOCTpOeHUM aepesa STP.
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no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BK/IOUNTb reHepaLmio coObLLEHMI OTNadKN B Pe3ePBHOM Yy3/e
STP npu BbINOJIHEHUUN Pe3ePBHOrO KONMPOBaHUA MHPOpPMaLMK O
KOHGUTypaLmmn oT aKTUBHOTO y3/1a.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IIOYEHO

BKNHOUMTb reHepauuio coobLLeHnit oT1agKM ana npotokona STP
npu HeyAa4yHOM U yCMNeLHOM CO34aHUN U yaaneHue cemadopa.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

OTo6pasnTb STP-cOCTOAHMA NOpPTa BO BCEX CYLLECTBYIOLLMX MH-
CTaHCax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT06pa3uTtb mannuHr VLAN no nHctaHcam. Ecnm ykasaH onumo-
Ha/IbHbIM NapamMeTp instance, TO BbIBOAUTCA MAMMMUHI TOIbKO AN1S
3TOroO MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BK/IIOYNTB OT/NIAZL0YHbIE COOBLLEHNA A1 MeXaHU3Ma 0BHapy:Ke-
HUA cocepent.

debug spanning-tree topology-
change-state-machine

-/BbIK/OYEHO

BK/OUMTL OTNaA0UHbIe COOBLEeHMA 419 MexaHWU3ma oBHapysKe-
HUA U3MEHEHWIA TOMO/IOTUN.

4.30.12 KomaHObI 018 omaadku npomokona LLDP

KomaHabl gaHHOro 6/10Ka NO3BONAIOT CHAMATb AONO/THUTENIbHYIO ANArHOCTUYECKYIHO Mchopmau,mo

AnAa npotokona LLDP.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnunua 246 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIKOYEHO

BKNOYUTL reHepaumio BCex 0TNaf04HbIX CO0bLEHMI anA NPoTo-
Kona LLDP.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IIOYEHO

BKAOYUTL reHepaLmio coobLeHui 0TAaaKM ana npoTokona LLDP
ONA AUArHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.
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debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIKNOYEHO

BK/lOUMTL reHepauuio BbIBOPOUHBIX OTAAA0YHBIX COOBLLEHMM
npoTokona LLDP.

- buf — oTnapouHble coobleHus, cBa3aHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUHECKOTO YPOBHS;

- ctrl — oTnapouHble cooblyeHna npu cboe Npu U3MeHeHUU Uam
nosyy4eHun 3anucein LLDP;

- data-path — oTnagouHble coobLeHus, Kacatowmeca nyTm nepe-
Aauv Unm nonyveHus sanucen LLDP;

- init-shut — oTnagoyHble coobLeHna Npu HeyAaYHON MHMLMANN-
3aLuK 1 BblKNOYeHUU moayna LLDP;

- mgmt — oTnago4YHble coobleHma npu cboe B KOHOUrypauum
ntoboi n3 GpyHKumin LLDP;

- pkt-dump — oTnafouHble co0bLLEHNA ANA TPACCUPOBKM AamMoB
MakeTos;

- resource — OT/1af04Hble COOBLLEHUA, CBA3AHHbIE C pecypcamm
OC. JTa TpaccupoBKa reHepupyeTca npu cboe B ovepeanx coob-
LLLEHWNA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepupoBaTb OTNaL04YHbIE COObLWeHUs ans Bcex TLV-onumii.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tiv

-/BbIK/IIOYEHO

[eHepupoBaTb OTNAA04HbIE COOOLEHMA ANA BbIOOPOUHbIX PYHK-
umii TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

4.30.13 KomaHObl 0ns omaadku ¢pyHkyuu IGMP Snooping

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONO/THUTENTbHYIO ANArHOCTUYECKYHO MH¢OpMaU,VIlO

ana npotokona IGMP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunua 247 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/IOYEHO

BKNtOUNTL reHepaumio BCeX OTNAL0YHbIX COObLWEHMI ANa GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IOYEHO

BK/lOUNTL reHepaLMio OTNAfOYHbIX COOBLEHUA AnAa AuarHo-
CTUKM BXoAa-Bbixoaa B GpyHKuuto IGMP Snooping.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IOYEHO

BKNtOUNTL reHepaL Mo 0TAaf04HbIX COOBLWEHMI B Cyyae nepec-
CbINIKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HaYeHue no YMO/IHaHUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKOYUTL reHepaLmio OT1aA04HbIX COOBLLEHWMIA, B CyYae 3apem-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BKAOUNTb reHepauuto cooblieHnsa no cobbiTUAM MHULUMANU3a-
umu 1 shutdown, nHpopmauus saHocuTtca B dpaiin.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio BbIGOPOYHbIX OTIAA0UHbIX COOBLLEHMIM
ona yHrumm IGMP Snooping.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio OTIaf04HbIX COOBLEHN NPU BO3HUKHO-
BEHWUW OLWMBKM Npu Nepegade nam npueme naketos IGMP.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IIOYEHO

BKAOUMTBL reHepauuio NakeToB NpU OTNPaBKe MW NOAYYEHWUU
query-naketos IGMP.

YCTaHOBUTb 3HaYyeHue no YMOI4YaHUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/OYEHO

BKOUNTL reHepaLmio NaKeToB B TeX CAy4anx, KOr4a 3a4eicTeo-
BaHbl TalMepbl.

YCTaHOBUTb 3HaYeHue no YMO/I4YaHUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IOYEHO

BKAOUNTL reHepauumilo OTNafO0YHbIX COOOLEeHU AnA AmnarHo-
CTUKM TPAaCCUPOBOK, CBA3AHHbIX C NPOTOKO/IOM IGMP.

- all — BKAOUMTL reHepaL Mo BCEX OTIAA04HbIX COOBLWEHNN;

- RX — BKNOUYMTb reHepaLmto OT/1Ia404HbIX COObLLEeHMIA oA Tpac-
CUMPOBKM NPUHUMAEMbIX NAKETOB;

- TX — BK/OYMTb FreHEPaLMIO OTNaL04HbIX COOBLEHMIA ans Tpac-
CMPOBKM NepeaaBaeMblX NaKeTos.;

- ctrl-path — BKAOUMTL reHepaLMio OTAaL04HbIX COOBLEHNI NpK
NPOXOXKAEHUN KOHTPO/IbHOM ynpaBastoLLen MHGopmaLmu;

- data-path — BKAOUKTbL reHepauMio OTAaL04YHbIX COODLLEHNI
NPV NPOXOXAEHUN MyNbTUKacT-TpadumKa.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

4.30.14 Omaadka 0ns port-channel

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 248 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
10 yMoA4YaHuo

Aeiicmeue

debug lacp all

no debug lacp all

BKNIOUMTL reHepaumto BCeX OTNaA04HbIX coobuweHnina ana LACP.

BbIKNHOUMTL reHepaLmio BCcex 0TAaf04HbIX coobuieHmniia ana LACP.

debug lacp buffer

no debug lacp buffer

BK/IOUMTL reHepaLmio OTNaA04HbIX coobuweHnin no bydpepam LACP.

BbIKNIOUUTL TeHepaumio OTNafo4HbIX coobleHnii no BGydepam
LACP.

debug lacp data

no debug lacp data

BK/11OYMTb reHepaLmio 0TAaZ0UHbIX CO0bLeHNn o6MeHa AaHHbIMM
LACP.

BbIKNOUMTb TeHepauMmilo OTNaf0uHbIX COObWEeHNn obmeHa paH-
Hbimu LACP.

debug lacp events

no debug lacp events

BkAounTb reHepauuio OTAAJ0YHbIX COO6LLI,eHVIVI no cobblTMaAm
LACP.

BbIK/IOYMTL reHepaLuio OT/1aA0uYHbIX COOBLEHNA MO cobBbITUAM
LACP.
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debug lacp failall

no debug lacp failall

BKNHOUMTB reHepaumio 0T1ag04uHbIX coobueHnin no owmnbkam LACP.

BbIK/IIOUNTL TEHEpauMio OTNaZ0uYHbIX COOBLWEHWUA Mo owmrbKkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BK/OYNTL reHepaumio OT1aA04HbIX COOBLEHNIA U3MEHEHUA COCTO-
aHna LACP.

BbIKNOUYNTL FreHepaumio OTIaA04HbIX COOBLEHUIA U3MEHEHUSA CO-
ctoaHna LACP.

debug lacp mgmt

no debug lacp mgmt

BKNHOUNTB reHepaLmio OTNag04HbIX COOBLLEHMIA NO YNPaBAAOWMM
coobuieHmam LACP.

BbIK/IOUNTL FeHepaLmio OTNAafL04YHbIX COOBLEHUI MO ynpaBasio-
wmm coobuweHnam LACP.

debug lacp os

no debug lacp os

BK/OYUTB reHepaLmio OT1aA04HbIX coobLeHmMI no pecypcam LACP,
UCKNtouvan bydepbl.

BbIKIOUMTL FEHepaumMio OT/Iaf04HbIX COOBLEeHMt No pecypcam
LACP, nckniovas 6ydepbl.

debug lacp packet

no debug lacp packet

BKNHOUMTL reHepaumio 0TAa40uHbIX coobueHuin no naketam LACP.

BbIK/IIOUNTL TEHEPALMIO OTNaf0uYHbIX COOBLEHWA MO MakeTam
LACP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 249 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug etherchannel all

no debug etherchannel all

BKNOUMTb reHepaumio BCeX OTAaA0UHbIX coobuweHnin ana LAG.

BbIKNOUNTL reHepaLmio BCex 0TNaf04HbIX coobweHunit ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKNOUMTL reHepaumio NogpobHbIX OTAAf0YHbIX COObLLEHUI ana
LAG.

BbIK/IOYNTL reHepaLmio NoApPOobHbIX OTAaf04HbIX COObLLEHMI Ans
LAG.

debug etherchannel error

no debug etherchannel error

BKOYUTB reHepaunio oTaafouHbIX coobeHnit 06 owmnbKkax LAG.

BbIK/MIOYNTL reHepauumio OTNAaf0uHbIX COo0bLeHM 06 owmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKNHOYMTB reHepaLmio OTNaA04HbIX CO0OLLEeHNI No cobbiTnam LAG.

BbikntounTb reHepauunto OT/1a404HbIX COOﬁLLI,EHVIm no cobbITMAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BKOUMTL reHepaLuio 0TNaf04HbIX CO0bLLEeHMI No AecKkpunTopam
nHTepdencos LAG.

BbIK/IIOYNTL FeHepaumio OT/IaA04HbIX COODLLEHUI NO AEeCKPUNTO-
pam uHTepoeiicos LAG.

4.30.15 Omaadka loopback-detection

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 250 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

BKOUNTL reHepaumio Bcex 0Ta404HbIX coobueHni LBD.
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no debug loopback-detection
all

BbIKNOUYNTL reHepaLmio BCex 0T1ag04HbIX coobuweHunin LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUNTbL reHepaumio OTIaAo0uHbIX cooblieHuit ana bydepos
LBD.

BbIKNOUYNTL rEHepaLMIO OTNAZ04HbIX coobLeHuid ansa bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKAIOUMTL reHepauMio OTNAfO0YHbIX COOBLLEHWUI ynpaBaeHus
LBD.

BbIK/IOUNTL TEHEPALMIO OTNaA0YHbIX COOBLLeHWI ynpaBaeHun
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKOYNTB reHepaLmio 0T1ag04HbIX COOBLLEHNI 3axBaTa NAaKeToB
LBD.

BbIKNOUYNTL reHepaumio 0TAaL04HbIX COObLLEeHNI 3axBaTa Nake-
ToB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKAIOUNTb reHepauuio OTNaA0YHbIX COODLLEHUA MOTOKOB Tpa-
¢duka LBD.

BbIK/IOUMTL FeHepaLmio OTNaf0UHbIX COOBLLEHNI NOTOKOB Tpa-
¢duka LBD.

4.30.16 Omanaadka 0aa npomokoaa SNMP

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 251 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug snmp

no debug snmp

BKNOUMTL reHepau Mo BCEX OTNAA04HbIX coobweHnin ana SNMP.

BbIKNIOYMTL FEeHepaLuio BCeX OTNAZ0YHbIX CcooblieHMit ans
SNMP.

4.30.17 KomaHObI 0na duazHocmuku napamempos TCAM

KomaHabl gaHHOro 6/10Ka NO3BONAIOT CHAMATb AONO/THUTENIbHYIO ANATHOCTUYECKYIO Mchopmau,mo

ansa TCAM.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 252 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

OT06pasnTb MHPopmaumio o TCAM.

debug show tcam domains

OT06pasnTb MHPOPMaLmio 0 someHax TCAM.

debug show tcam block
block_index [all]

OTobpasnTb nHpopmaumio o 610ke TCAM 1 gonycTmble 3anucu.
- block_index — nHaekc 6noka TCAM. block_id: (0..11);
- all — neyaTb BCex 3anuceit, BKAOYAn HeAONYCTUMbIE.

debug show tcam entry
entry_index

0OT06pa3nTb MHPopmaumto o 3anucu TCAM n ee none.
- entry_index — nHaekc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT06pasnTb MHGOPMALMIO O 3ape3epBMPOBAHHbLIX U UCMNOb30-
BaHHbIX 3anucax TCAM u o0 ux BnagenbLax.
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debug show tcam portmask

OTo6pa3unTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3zaTtb Tvn nonsa TCAM.

CTepeTb AaHHble NoAA yKasaHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKkAtounTb paboty 3anucu TCAM ¢ 3agaHHbIM entry_id.

BbIkntounTb paboty 3anmncu TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

NepemecTnTb YKasaHHyto 3anucb TCAM B Ha3HaYeHHy!0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTL AecTeue drop Ana NAaKeToB, KOTOPbIe He MONain HU
noA, ofHO NPaBuo.

OTKNOUNUTL AelicTBME yaaNeHus.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MNepeHanpaBuTb NakeTbl, NoONagatoLwne Noa NpaBMao C yKasaH-
HbIm entry_id B 3agaHHbIM NOPT MK Ha LINY.

OTKNOYUTD nepeHanpasieHMe NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI TEr K NakeTam, nonagatowmm nog TCAM-
3anuch C yKasaHHbIM enter_id.

Y[anuTb BHYTPEHHWI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AeNCTBUE BHYTpeHHero Tera ¢opmaTupoBaHMA gnan
3anucn TCAM.

- none — He BbIMOJIHATb HUKaKoe AeNCTBMUE;

- untag — yaanunTb BHYTPEHHWIA Ter;

- tag — BCTaBUTb BHYTPEHHWI Ter;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanutb geicremne Tera.

debug set tcam entry entry_id

action outer-tag assign { vlan-

id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBUTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
MMUCb C YKasaHHbIM enter_id.

YAanuTb BHELIHWIA Ter ¢ NakeToB C 3afaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YcTaHOBUTL AelCTBUE BHELWHEro Tera GopmaTMpoBaHuA g/ 3a-
nucn TCAM.

- none — He BbINOJIHATb HUKAKOe AeNCTBUE;

- untag — y4annTb BHELLHWI Ter;

- tag — BCTaBUTb BHELUHWUI TeT;

- keep — coxpaHuTb cogeprkMmoe Tera.

Ypanutb gencrseme Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHUI MK BHewHMI TPID K yKasaHHOW 3anucu
TCAM.

YAanuTb BHYTPEHHUIN UAM BHeWHU TPID U3 yKasaHHOW 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTtpouTb nepesanncb napametpos QoS A1A yKazaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnposaTb NPMOPUTET U3 BHYTPEHHErO
Tera BO BHELWHUN;

- copy-opri-to-ipri — ckonnposaTb NPMOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUI;

- dscp — nepesanucatb nose DSCP B 3aronoeke IP;

- inner-user-pri — nepe3sanucaTb npuoputeT 802.1p BO BHYTPEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3aronoske IP;

- keep-inner-pri — coxpaHWTb NPUOPUTET BHYTPEHHErO Tera;

- keep-outer-pri — coxpaHWUTb NPUOPUTET BHELLHETO TEra;

- outer-user-pri — nepesanucatb npuoputet 802.1p BO BHELHEM
Tere VLAN.

Ypanute nepesanucb napametpoB QOS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

0OT06pa3unTb 06wyto MHPopmaumio o TCAM.

debug show tcam range

OT06pasuTb Tabnuy CpaBHEHMA AManas3oHa.

debug show tcam udb

Mokasatb Tabamuy Bbibopa nosein (cmewweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIN KABE/1b

D@ G| @W G

6) (7)) () (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXKEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuua 6.1 — NoagaepknBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
Ox22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD | 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A | Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU AN1A NPUHUMAEMOIO HA CPU TPA®UKA

Tabnunua B.1 — PacnpeaeneHue oyepegeit gns npuHumaemoro Ha CPU Tpaduka ana MES1428, MES2428,
MES2408, MES3708P

Cepsuc Homep ouyepedu
DHCP relay, Firewall (ysegomneHue o Hayane ataku), L2PT, EOAM 1
Port Security (yBegomaeHue o NpesbIlEHUN OrPaHNYEHUA), HE3aPErMCTPUPOBAHHDIM 2

MynbTUKAcCT (pexum IP based IGMP/MLD snooping)
DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPoE IA

EAPOL, IGMP/MLD snooping

Tpaduk c MAC DA KommyTaTopa

3ape3epBnpoBaHo

| N| O] W | W

BPDU, LBD, Slow Protocol (LACP)

Tabnunua B.2 - PacnpeaeneHne oyepeaeit ana npuHumaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2420B-
24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-
48F, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (yeaomneHune o Hayane aTaku) 2
HesapernctpmpoBaHHbIi MynbTUKacT (B peskume IP based IGMP/MLD) 7
Port Security (yBegomneHne o NpesbieHNN OrPaHNYeH ) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
L2NTFY 14
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NMPUNOKEHUE I. PACLLU®POBKA CIMUCKA NPOLIECCOB

HazeaHue OnucaHue
TMR# YnpaBneHue Tanmepamu
PKTT Mepuogunyeckan oTnpasBKa NakeToB (celyac He UCNONb3YeTCA, NoAAEPKMBAET TONbKO Heart Beat)
VemT O6paboTKa cobbITUM cTEKa (ceityac He ucnonbayeTcs)
SMT SYSLOG
HBTS OTtnpaBKa 1 nonyyeHne HeartBeat-nakeToB 419 KOHTPOA COCTOSIHUA YCTPOWCTB B CTEKE
RMGR OpraHu3auma B3aMMoAeNCTBUA MeXAY NPOTOKOIaMMN Ha Pa3HbIX YCTPOMCTBaX CTeKa
D_SP MocTpoeHne TONONOrMKM CTeKa
D_LM KOHTpOAb COCTOAHMA CTEKOBbLIX MOPTOB
RMFT CuHXpoHM3auma GainoB mexKay YCTPOMCTBAMM B CTEKE
RMCS CMHXPOHM3aLMA KOHOUTYPaLUN MeXAY YCTPOWCTBAaMM B CTEKe
CFA MepBoHayanbHaa 06paboTka NAKETOB, MOHUTOPUHI COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (ans ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHuTOpUHF cocToAHMA SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos gna Ethernet OAM
EOAT OcHoBHo noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbiTMiA B annapaTHOM OKPYXKeHUn
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHOW noTok moayns VLAN
FDBP CuHXpoHM3auma ¢ annapatHon MAC-Tabauuein
SnpT IGMP/MLD Snooping
QoS OcHoBHoW NoTok moayns QoS
SMGT MOHWTOPUHT annapaTHoro okpy:eHus (RAM, FLASH, BEHTUNATOPbI, UICTOYHWMKM MUTAHUA U Npoyee)
CPUU MoHuTopuHr ytuansaunm CPU
BAKP ABTOCOXpaHeHue KoHbUrypauum
RT6 Mapuwpytusauma IPvé
IP6 O6paboTKa IPv6-nakeToB
PNG6 Ping v6
RTM MapuwpyTtunsauma IPv4
IPFW O6paboTKa IPv4-nakeToB
UDP O6paboTka UDP-naketos
ARP O6paboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue coketamu
SAT Cepsep SNMP
SRED CUHXPOHM3ALMA KOHPUTYPaLMM C BHOBb MNOAK/IIOYEHHBIMM K CTEKY YCTPOMCTBaMM
TCP O6paboTka TCP-nakeToB
RAD Knnent RADIUS
TACT KnueHnt TACACS
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DHRL DHCP Relay
DHC MpoTtokon kKnneHta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CLRM YnpasneHue CLI Ha backup-ycTpolicTBax
CTS Cepsep TELNET
SSH Cepsep SSH
LLDP LLDP
LBD Loopback Detection
LOGF JlormpoBaHue 0T1aA04HbIX CO0bLLEHMIA
SNT SNTP
STOC Storm Control
HWPK M3mepeHune yTunmsaumnm nopTtos
MSR YnpasneHune dpaitnamm KOHPUrypaLmm, 3arpyska/ebirpyska ¢ainos, 06HOBEHME NMPOLLNBKK
C[200-999] BpemeHHbI NoToK Ana 06paboTku oTAeNbHOrO noaxaoyeHna no TELNET/SSH
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TEXHUYECKAA NOAAEPHKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «Mpeanpusatne «3JITEKC» Bbl MoxkeTe 06patnTbcs B CepBUCHbIN LEHTP KOMNAHWUK:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ruf/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha opunumanbHOM canTe KOMNAHUM Bbl MOXKETE HAaNTU TEXHUYECKYIO AOKYMEHTALMIO M MPOrPamMmMHOe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3/ITEKC», 06paTtuTbca K 6a3e 3HaHUI UM OCTAaBUTL
WHTEPaKTUBHYIO 3aABKY.

OduumanbHbI caT KomnaHuu: https://eltex-co.ru/
ba3a 3HaHwmit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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